Juoooudog

ODODDOOOO .« e 2
ODO0D0O0ODDO0ODOODD0OO . e 2
OOODOO . e 3

I 3
ODO0OD0O0O0ODOD0 .. s 3
OO0ODO0O0OD0 .. s 4
OOODOO . e 4
ODO0OD0O00ODO0ODD0O0 .. s 5

ODO0O0OD00O0O00O0 & e s e e 7
OO0OD0O0ODDO0OD0 . e 7
ADD ACCESSFILTER . . . . . 8
DELETE ACCESS FILTERENTRY . . . . . . . e 10
DISABLE ACCESSFILTER . . . . . . . e 12
ENABLE ACCESS FILTER . . . . . . . 14
SET ACCESSFILTER . . . . . e 16
SET ACCESSFILTERENTRY . . . . . . 18
SHOW ACCESSFILTER . . . . . . e e 20

ooooooooo CentreCOM MC2600/MC27000 000 ODOODOODOODOO 1.20 |1

613-000272 Rev.B



ooooooo

oooogn

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
oo

0000000000000 IPOTELNETO FTPOSNMPO D IPOOO0O0ODOOOOOOOOOOOO
goboooopogobooobooboobobobboobooobooboboobbobbobboon
05120000000000

oougoobdgooboogd
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goboobooooooon

||} u{fn]u]a]ujau]s oo
oooonoonbbno o] 192.168.10.1

QE{DDDDDDDE@ ooono

192.168.10.100

gbooooboobooon goooo
gboboobAoO0bDgooooooboooo gbooano

1. ENABLEACCESSFILTERODOODOOD14 0000000000000 00O0D0O0O0OOOOODOO
gobogbooooboooboooboobboobooboobbobbooo

Manager > ENABLE ACCESS FILTER=GLOBAL .

2. OOOSETACCESSFILTEROODDOOOleODOOOODOODOOODOOOOOOOODOOOODODOOO
gbobooobooobooooo

Manager > SET ACCESS FILTER=GLOBAL DEFAULT=DISCARD .

3. 000000000 DODOOADD ACCESSFILTERODODOODO8O0DODOOODODODODODOOOIPOOO
00192.168.101000 0000000000000 0O0ODOOODODODDODUDDODO
O0OODOMASKOOODOODODODOO IPOOOODOOODOOOODODOODODODODOOOOIPOODOODOO
goboogobooooopoooboobbo
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ooooooo

Manager > ADD ACCESS FILTER=GLOBAL IPADDRESS=192.168.10.100
MASK=255.255.255.255 ACTION=PASS .

4, J00000O0OOOO0ODOOO0OOOOODOODOOOOn

Manager > CREATE CONFIG=basic.cfg

Manager > SET CONFIG=basic.cfg J

5. 0000000000000 0D00O00O0O0O0O0O0UU0DU0OUORESTARTOODD M OODODOO
0130000000000000000000000000D0O0OORESTARTOOODODmMODOOOO
01300000 REBOOTO OO OOOOOOOOO

Manager > RESTART REBOOT

Do restart system now ? (Y/N):Y

0000000000000 0D00U00000D0O00ORESTARTOO OO M OODOOOO 130000
OMGMTOOOOOOOOOoOOO

Manager > RESTART MGMT J

gbobooooboooboo

[Coo00o000o000o0o0o0ooo0oooooooooo

googn

goooo0ooUoD 203000000000 U0DUUDODODODOODOOO

oooobooooooooad

s J000000000000000000000OSNMPOFTPO TELNETO ICMPO GLOBALOD OO
gobooobooobooooo

SET ACCESS FILTER=ALL DEFAULT=DISCARD .

[CFILTEROOOOOO GLOBALOODOOUOOOUODODUDODODODOOALLOOOOOOOOSNMPOFTPO
TELNETO ICMPOGLOBALOOOODOOOOOOOOOOOO

s 0000000000000 0OICMPOPINGOOODOOOOOODODO

SET ACCESS FILTER=ICMP DEFAULT=PASS .

goooooood
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ooooooo

s J00000IPODOOODOL92.168.10.1000 000 ICMPOPINGODODODOODODOODOOOOOO

ADD ACCESS FILTER=ICMP IPADDRESS=192.168.10.100 MASK=255.255.255.255
ACTION=PASS

m |IPO0O0O0ODO19216830.n0 00 ICMPOPINGODOODODODDODODODODODOO

ADD ACCESS FILTER=ICMP IPADDRESS=192.168.30.0 MASK=255.255.255.0
ACTION=DISCARD .

m |IPO0O0O0ODO19216850n0 0000000000000 0OOOO

ADD ACCESS FILTER=GLOBAL IPADDRESS=192.168.50.0 MASK=255.255.255.0
ACTION=PASS

m IPOD00092.168.70.n0 00 FTPO Telnet 0D D OO 0D OD0OO0OOO

ADD ACCESS FILTER=FTP IPADDRESS=192.168.70.0 MASK=255.255.255.0
ACTION=PASS .

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.70.0 MASK=255.255.255.0
ACTION=PASS .

[ O0000000000000000O0ENABLE ACCESSFILTEROOOOO14 0000000000000
ooooooooooooooooooboboo

goooood

m J0000000/Z000000000

SHOW ACCESS FILTER

m Telnet0 000000000000 0O0O0OOOO

SHOW ACCESS FILTER=TELNET .

[ 000000000000 000000000RESTARTOO OO M OOOOO0O 130000000000
oooooooooooooooooo

googn

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goooooom

m Telnet00 0000000000000 O0O0O0DOO0O0O0O0
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ENABLE ACCESS FILTER=TELNET J

SET ACCESS FILTER=TELNET DEFAULT=DISCARD .

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.0.0 MASK=255.255.0.0
ACTION=PASS .

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.1.0 MASK=255.255.255.0
ACTION=DISCARD .

goooooo ggo IPODOODO gd
ODO0O0OOTelnetoODOODOOODOOOOOOO 0.0.0.0 0.0.0.0 DISCARD
1 255.255.0.0 192.168.0.0 PASS
2 255.255.255.0 192.168.1.0 DISCARD
01
O0ooo0oooooIPO0OOODO 1921681 100000000
good

<00000 1>192.168.1.1 AND 255.255.0.0 -> 192.168.0.0 0D OO O

<00000 2>192.168.1.1 AND 255.255.255.0 -> 192.168.1.0 0 0 0 O

O00000ooUo 1loooooo 20200000000
O0000ooooOO0ODO000000000000000 20240000 000000 016000000
O000oooouo 200000000000

00000000 TelnetOOODODOOOODOO

0192.168.x.x[00192168.1lx 00000000

goobooooooooo

goobooooooooo

O00000D32-00 100000000000

oooobooooooo

gobooobooooooooo

1. 0000O00TelnetOSNMPOOOOOODO0OO0OO0OO0DOOOOO
2. 00oooooooo

goboooboooobooooo
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ADD ACCESS FILTER

ADD ACCESS FILTER

000000000ooo0ooo /000000
00000 MC26000 MC2700

ADD ACCESS FILTER={SNMP|FTP|TELNET|ICMP|GLOBAL} IPADDRESS=ipadd
MASK=mask ACTION={PASS|DISCARD}

ipadd: IP 0 000 O XXXXXXXXXXXX 0 0 0
mask: 00000 00 OXXXXXXXXXXXX O 0 0

g

0000000000000 oooob1l20000000
goooog

FILTER ODO00O00OO0OOO0O0O0OOO0O0OOOGLOBALDO SNMPOFTPOTELNETOICMPOOODOODO
gooo

IPADDRESS OO0OOOO0OOOOIPODDOOO

MASK 0000000

ACTION 00000000000 DOOOO0O0ODO000O0DO0O0O0OOPASSOOOODISCARDOODO

gooooogono

Manager > add access filter=telnet ipaddress=192.168.1.2 mask=255.255.255.255 ac-
tion= discard

Operation successful.

g
mTelnet000000IPOODOODO92168.1.200000000000000000000000

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.1.2 MASK=255.255.255.255
ACTION=DISCARD

goooodf

goboooboooobooobooboobbobboobboooobo
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goooog

DELETE ACCESS FILTER ENTRYD 10000 O
ENABLE ACCESSFILTEROD 140 00O

SET ACCESSFILTERO 16 00O OO

SET ACCESSFILTER ENTRYO 180 0 OO
SHOW ACCESSFILTERO 200 00O

ADD ACCESS FILTER

goooooooon CentreCOM MC2600/MC27000 000 DOO0OOOOOO 1.2.0
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10

DELETE ACCESS FILTER ENTRY

DELETE ACCESS FILTER ENTRY

000000000ooo0ooo /000000
00000 MC26000 MC2700

DELETE ACCESS FILTER={SNMP|FTP|TELNET|ICMP|GLOBAL} ENTRY=num

num: 0000000

0

goboobooboobooobooobooboobbo
goooog
FILTER ODO0000OOOO0O0O0OOO0O0OOOGLOBALDO SNMPOFTPOTELNETOICMPOOODOODO

gooo
ENTRY 00000000000 O0OODOOOOOOOOO

gooooogono

Manager > delete access filter=telnet entry=1

Operation successful.

g
mTelnet00 00000000 100000

DELETE ACCESS FILTER=TELNET ENTRY=1

goooodf

goboooboooobooobooboobbobboobboooobo

goooog

ADD ACCESSFILTERO 8O O OO
ENABLE ACCESSFILTEROD 140 00O
SET ACCESSFILTERO 16 00O DO O

SET ACCESSFILTER ENTRYO 180 0 OO

CentreCOM MC2600/MC2700 0 000 ODOOD0OOOOOOO 1.2.0 goobooooboogn
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SHOW ACCESSFILTERO 200000
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DISABLE ACCESS FILTER

DISABLE ACCESS FILTER

000000000ooo0ooo /000000
00000 MC26000 MC2700

DISABLE ACCESS FILTER={SNMP|FTP|TELNET|ICMP|GLOBAL|ALL}

g

000000000000 000000000000000000000000/Z00000000000
goboooboooobooobooboo

goooog
FILTER ODO00O0O0OO0OOO0O0O0OOO0O0OOOGLOBALDO SNMPOFTPOTELNETOICMPOOODOODO

O00OOCOALLODDOOOOOSNMPOFTPO TELNETO ICMPOGLOBALOOOOOOOOOO
goboobogn

gooooogono

Manager > disable access filter

Operation successful.

g
s FTPO000O0O0O0ODOOOODOOOOOOOO0O

DISABLE ACCESS FILTER=FTP

goooodf

goboooboooobooobooboobbobboobboooobo

goooog

ADD ACCESSFILTERO 8O O OO

DELETE ACCESS FILTER ENTRYD 1000 0O O
ENABLE ACCESSFILTEROD 140 00O

SET ACCESSFILTERO 16 00O DO O

SET ACCESSFILTER ENTRYO 180 0 OO

CentreCOM MC2600/MC2700 0 000 ODOOD0OOOOOOO 1.2.0 goobooooboogn
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SHOW ACCESSFILTERO 200000
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ENABLE ACCESS FILTER

ENABLE ACCESS FILTER

000000000ooo0ooo /000000
00000 MC26000 MC2700

ENABLE ACCESS FILTER={SNMP|FTP|TELNET|ICMP|GLOBAL|ALL}

g

000000000000 000000000000000000000000/Z00000000000
goboooboooobooobooboo

goooog

FILTER ODO00O0O0OO0OOO0O0O0OOO0O0OOOGLOBALDO SNMPOFTPOTELNETOICMPOOODOODO
O00OOCOALLODDOOOOOSNMPOFTPO TELNETO ICMPOGLOBALOOOOOOOOOO
goboobogn

gooooogono

Manager > enable access filter

Operation successful.

g
s SNMPOOOOODOOOOOODOOOOOOOOO

ENABLE ACCESS FILTER=SNMP

goooodf

goboooboooobooobooboobbobboobboooobo

goooog

ADD ACCESSFILTERO 8O O OO

DELETE ACCESS FILTER ENTRYD 1000 0O O
DISABLE ACCESSFILTERO 120000

SET ACCESSFILTERO 16 00O DO O

SET ACCESSFILTER ENTRYO 180 0 OO

CentreCOM MC2600/MC2700 0 000 ODOOD0OOOOOOO 1.2.0 goobooooboogn
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SHOW ACCESSFILTERO 200000
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SET ACCESS FILTER

SET ACCESS FILTER

000000000ooo0ooo /000000
00000 MC26000 MC2700

SET ACCESS FILTER={SNMP|FTP|TELNET|ICMP|GLOBAL|ALL} DEFAULT={PASS|
DISCARD}

0

gobooobooooobooboooboobo

goooog

FILTER ODO00O0O0OO0OOO0O0O0OOO0O0OOOGLOBALDO SNMPOFTPOTELNETOICMPOOODOODO
O00OOCOALLODDOOOOOSNMPOFTPO TELNETO ICMPOGLOBALOOOOOOOOOO

goboobogn
DEFAULT 00000000000 0O0OOOO0ODOOOOOPASSOOOODISCARDOOO

gooooogono

Manager > set access filter=snmp default=discard

Operation successful.

g
s SNMPOOOOO IPOODOOOODOOOOOOOOODOOODUOODODOOO

SET ACCESS FILTER=SNMP DEFAULT=DISCARD

goooodf

goboooboooobooobooboobbobboobboooobo

goooog

ADD ACCESSFILTERO 8O O OO

DELETE ACCESS FILTER ENTRYD 10000 O
DISABLE ACCESSFILTERO 120000
ENABLE ACCESSFILTEROD 140 00O

CentreCOM MC2600/MC2700 0 000 ODOOD0OOOOOOO 1.2.0 goobooooboogn
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SET ACCESSFILTER ENTRYO 180 00O
SHOW ACCESSFILTERO 200000
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SET ACCESS FILTER ENTRY

SET ACCESS FILTER ENTRY

000000000ooo0ooo /000000
00000 MC26000 MC2700

SET ACCESS FILTER={SNMP|FTP|TELNET|ICMP|GLOBAL} ENTRY=num
[IPADDRESS=ipadd] [MASK=mask] [ACTION={PASS|DISCARD}]

num: 0000000
ipadd: IP 0 000 O XXXXXXXXXXXX 0 0 0
mask: 00000 00 OXXXXXXXXXXXX O 0 0

g

goooobooobooobooboobbonoo

goooog

FILTER 0OOO0OO0O0OO0OOO0OO0OOO0OOOODOOOGLOBALO SNMPOFTPOTELNETO ICMPOOODOODO
gooo

ENTRY 00000000000 O0OODOOOOOOOOO

IPADDRESS OO0OOOO0OOOOIPODDOOO

MASK 0000000

ACTION 00000000000 O0O0O0OOODOOOOOODOOO

gooooogono

Manager > set access filter=telnet entry=1 ipaddress=192.168.1.2 mask=255.255.255

Operation successful.

g
mTelnet00 00000000 100000

SET ACCESS FILTER=TELNET ENTRY=1 IPADDRESS=192.168.1.2
MASK=255.255.255.255 ACTION=PASS

goooodf

goboooboooobooobooboobbobboobboooobo

CentreCOM MC2600/MC2700 0 000 ODOOD0OOOOOOO 1.2.0 goobooooboogn
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goooog

ADD ACCESSFILTERO 8O O OO

DELETE ACCESS FILTER ENTRYD 10000 O
DISABLE ACCESSFILTERO 120000
ENABLE ACCESSFILTEROD 140 00O

SET ACCESSFILTERO 16 00O OO

SHOW ACCESSFILTERO 20000 0O

SET ACCESS FILTER ENTRY

goooooooon CentreCOM MC2600/MC27000 000 ODOO00O0OOOOOO 1.2.0
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SHOW ACCESS FILTER

SHOW ACCESS FILTER

000000000ooo0ooo /000000
00000 MC26000 MC2700

SHOW ACCESS FILTER [={SNMP|FTP|TELNET|ICMP|GLOBAL|ALL}]

g

gobooboooobooobooboobobon
goooog

FILTER ODO00O00OOO0O0O0OOO0O0OOOGLOBALDO SNMPOFTPOTELNETOICMPOOODOODO
O00OOCOALLODDOOOOOSNMPOFTPO TELNETO ICMPOGLOBALOOOOOOOOOO
gbbooobooooboooboobbobboon

goooogooon

Manager > show access filter

Filter Default Status

SNMP Pass Enabled
FTP Discard Enabled
TELNET Pass Disabled
ICMP Discard Enabled
GLOBAL Pass Enabled

Manager > show access filter=telnet

TELNET :

Access Filtering............... Enabled

Port ... e 23

Default.......... ... ... Discard

Entry IP MASK ACTION
192.168.1.2 255.255.255.255 Pass
192.168.8.5 255.255.255.255 Pass
192.168.40.5 255.255.255.255 Pass

Manager >

CentreCOM MC2600/MC2700 0 000 ODOOD0OOOOOOO 1.2.0 goobooooboogn
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SHOW ACCESS FILTER

Filter gooooooood
Default 0000000000000 D000D0O0b000ODOogPassO 000 OO0 Discardd
Status 00 0Enabledd OO0 OO O Disabledd

0 2

Access Filtering 000000000000 00Enabledd 000000 DisabledD

Port goooboogooooo

Default 000000000000 0000000000000 Passd OO0 OO Discarddd

Entry ooooogd

IP doooooooooiPoOOOO

MASK goooooo

ACTION Jo00o00ooDoooooooooooooooDooDooooogoPassOOdn
0 0O O DiscardO

PORT d00000oDoooDooDoooooooooDooooDoooogALLD

O3 FILTEROOOOOOOO

g
sj00ooboobooobooobboooobon

SHOW ACCESS FILTER

mTelnet0 0000000000000

SHOW ACCESS FILTER=TELNET

goooodf

goboooboooobooobooboobbobboobboooobo

goooog

ADD ACCESSFILTERO 8O O OO

DELETE ACCESS FILTER ENTRYD 1000 0O O
DISABLE ACCESSFILTERO 120000
ENABLE ACCESSFILTEROD 140 00O

SET ACCESSFILTERO 16 00O DO O

SET ACCESSFILTER ENTRYO 180 0 OO

gobooooooon CentreCOM MC2600/MC27000 000 ODOO00O0OOOOOO 1.2.0
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