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FTRFSuh
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TAuDtEEIHTENE
® iEE O wE
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o
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AV IBEVHY—EROREEZBRETDFET
VEADERNTT, ChoD7 2y VRHMEH
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MEKEE(L, 256 BITY, BREAMRELEEL, 1
~ 10000 E T,
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UDP Port Scan

UDP /7y RZHEWT, BEDEETIP 7L
R, BEIPFTRLR, SBER—FFESYRLE
L, ZEXTP7RLR, BEIPT7RLAMN
—HL. BER—FBESHA—HLAEWVEET.
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TR—bIYESTIL—IL)R b T=TIIZIFUTORBENRREINET,

A-FI2ET YA

Jokan  ASIPFPFRLA-A-FES A IPPFLA-A-FES  AFEE #ESRA -
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6 VPN D&% 5E

6.1 HE

VPN (Virtual Private Network) I&. v F7—4RIIZVPN (Virtual Private Network) Z#EEL. /7y FZEEELLTE
FEE2FV. X2V FIT—OBOEEDEXF1) T —%BEaR NTRRT IHETT, AER/OD VPN (X [Psec (IP Security) I=
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2.BNTA—E—%FKEL TBM REEIY VI LET, CCTRUTDESITRY O—2RETHLDELET,
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*—FF7547 mh
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ERl DPD N=hE=t

AR -21-3 O &2 © Esh

o-hlbteam-y {8 AyP-APELA - HFA9bRAD
tl‘jﬁ’u,tu“l«_ v: 1921681.0 |256.255.266.0

=

UE-bpEaTH-y DpELA HAwbTas

#230k v| [i9z16820 265256 25 0
Ol berd Al gre
pepoel (|
YT bz i - PPRELA
PPELA M 222
| IKERESE
KEEIRE-F

@ Ay O phLend

I IPsecsdsF

W\nj?i =7 N
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Inbound 7 ¥ £ X BEGZL GEME

Outbound 7 7 £ X FTRTEB

T774724—/NAT1 /TRRL 7 15—

TIAILEIL—IL RE
R—rES1 80
R—+EE2 BEHRL
URL 7 4 LA —L—ILDEXTE BRELZL

T774774—)V /NAT) / TNAT 88581 / TNAT.

pppoel. pppoe2 4232 —7 T —RXENAT

GEETT : RTCL 3L TRT, FObaL: IXR70)

NAT 7—JL HEGL

T7747 24— /NAT / TPRINVRBMEREL / TERVITVER,
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ATFILRAE—FR E:3)]

LT T U RHIHERE LAN (eth1)

WAN (ethO, pppoe0, pppoel)

BREML

UDP500 &3

T7747 24— /NAT. / TPRISVRNERREI / TRALT I MRE,

DefaultTcp 300 #, DefaultUdp 60 §.

Defaultlcmp 60 ), TcpRest 5 ', DefaultDNS 20 #

T7274722—=)/NAT. / T RISV R MERSEL / TDoS1

Flood/Scan 27 2 v U

SYN Flood, ICMP Flood, TCP SYN Scan,
UDP Port Scan (§XTH%)

Flood/Scan %7 % v 7 #&H1[EI1%K 256 [A]
Scan &7 2 v U HREN[EHL 64 [@
T2y DBREA L 2—NLER 15

B#i7avy

IP Option Check, ICMP, Smurf, TCP Stealth
Scan, UDP Flood (3 RTHE®)

TST AV NIRRT Y RTEYY

Maximum IP Fragment Count, Minimum IP

Fragment Size (3 XTHZ)

AL/ -t 45 @
TS AV MY AKX 512 /34 b
FTP7 42y FTP Bounce A3
T By BB DOEE #id
FEAMBENRTY TRV Y Teardrop/Teardrop2, Bonk/Boink, Jolt/
Jolt2, IP Spoofing, Ping of death, LAND (3§~
RTHH)
T774724—J) /NAT1 / TUPNP,
NEFAVB2—T—X RERTE
BA LTI REERE 5
TVPNy / TVPN ##5%.
BRELL

ad,/ToRAFL0985%)

Oy iEE

IP: &%, DHCP : i@%0. PPP : @40, VPN : B%I.,

ETH : BH0. NAT : 8. 274724+ —)L : @5,

T)ws B, DRTL:EM. TTUT— 3> B

AyH—n"—IP 7KL X EH (REE)

EETIPTRLR BHELER
TYZFLER, / THY—EROE® / B,
T7AT 24— H

TILTT IR, 7RG, NAT | DoS : AR

T {185
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URL 7 1 LA — : £
PR i
Pv6 7Yy B
PPPoE J'1) v : £E%)
VPN a9
SA DIATIFESL : |X
DNS 1)L — A%
DHCP A
SNTP i3]
SNMP i3]
H4F 3% DNS =
Yty b RAYFIZTLDEEE %
TYZAFLER) / TREER/ NAT7—-F)
BREERISATUH TH (RKE)

BEE/NAT—K

friend (1 —4—% :manager)

A—H—/RRAT—F

guest (L—H—% guest)

Y27 LER) / TYRT LIRH)

S AT L% (sysName)

Router

ATLAS— 3y

EH (REE)

B

B CREE)

TY2ATLER, /T84 LT —VRE

Bt 200051 A1H
% 005 0%
BALT =Y GMT+9:00

SNTP H—/3—1 133.243.238.243
SNTP H#—/3—2 133.243.238.244

SNTP #—/\—3

210.173.160.27

SNTP H—/\—4

210.173.160.57

B 60 53

EIETIP7ELR EEESN
T 27 LER) / TSNWP

SNMP i3]

AZa=TFT1—% public

T 4%
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BHETFLR (FSyTHRRAN) ZEA (REE)

FSYTHEETIPTRLR BENHER
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1.2 NAT [CDINVT

NAT (Network Address Translation) &lk. O—ALRY FI—HRADHTHEATETSAR— L IPF7RLRESTO—N
JVIP7 FLRAZWREIZERL. T34 R—FIPFFLRZFERTZA—HILRY FIT—VRDISATY DAY

B—2Y MZF7HOERTEDLSICTHHMATT, AERTERE2To v I NAT, 4 F=vH NAT, ENAT, 4 >4 —
Jx—RENAT 2ERATEET,

1.2.1 ABT 499 NAT

27499 AT TlE, FS5AR—FIPPERLRESO—/NLIPPZRFLRIZT A TEAEMICIYELS LET, BB
EPBEEMNICZEELAVRBY T Y EVSREEMICITOhET, 2FY. 1 8DISAFU DTS4 R—FIPFFL
RIZH LT, BIZALSO—RILIPPRLARIYEY T EhFET, FO—NILIPPRFLRETSAR—FIPFERL
AERLMBETT,

o}
@
c
o

g =)

i
Jd
N
A
N

D=

T
<
=] —_— IvkEY
T
o '

PVTIP A PVTIP B

GBLIP=5'O0—/\LIP7 RU R
PVTIP=754 "= kP7 RLZ
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1.2.2 FALFZ v U NAT

HA4F2 VI NTTlE, FI3A4R—=FIPFFLRZESA—NILIPFFLRICT R 1 TEBMICTYEVS LET, BIMIC
TYEVITTRED. JO—NVIPFRFLRETSFAR—F IPFFLAOBBRALTHIDERZXHYEFEAN, EAT
EF(70—NVIPT7 FLRABBWNES. 95472 FOEH LTy FEIBESHhET,

WANEI GBLIP A GBLIP B GBLIPC
FAFZYINAT---Q - ---- Q- -R----BR I 7OF—
Y y Y i
B B B "
LANf > > 4 Hd
PVTIP A PVTIP B PVTIPC PVTIPD

GBLIP=50—/\UIP7 RLZ
PVTIP=754 "= K~P7 RLUZ

71.2.3 ENAT

NAPT (Network Address and Port Translation). F1=IX IPIRAL—FEEHFEENFET, ENAT Tlk, EHOTS5 1 R—
FIPFRLRIZI DO A= IPF7 FLRAEBEHOR—LE2IVvEVYSLET, FA—NILLIPFFLAA 1 2OH
DZEETH, BUESKR— L 2EALTERDISAT U DAL 08—Fy FZERTEET,

T7AT7OF=)b

-

PVTIP A PVTIP B PVTIP C

GBLIP=5'0—/\LIP7 RUR
PVTIP=7354 "= P7 RLZ
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1.2.4 A58 —27 T—RXENAT

A28 =7z —RENAT L ENAT LRI CHEHATT, F=FZL. AT S35 08—/ IP7 FLRIE. AEZO WAN fl >
A—Jx—R[CEIYLETOHNES 0= IP 7 FLARTY,

WANI
h’ GBLIP A
/9—TT—ANAT---fF----- r-’ - TFATVE=I

EN N N
g Q2 g2

LANfI 3 7 N
> E > E ME

] L]

PVTIP A PVTIP B PVTIP C

GBLIP='0—/\LIP7 RU R
PVTIP=J54~X—hKP7 RUZR
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7.3 FSTNSa—TF44

CCTR. AERFEADO FSTILORKRMEHE, ZOMEHEIZOVTHALET,

7.3.1 LED ICBA 2 +5 TN

LED IZB89 % RS FILICDWLWTEHBALES,

7.3.1.1 EFEZA ICL T4 POWER LED AR 4T L ALY

LTORRZERBLTLESL,
LAMREBROACTETE—2FERALTVWEIA?EBR7HA T4 —IREDLOE THEACEEL,
2N T7HETE—DHATSTRBABRICEBALERINTOET A ?ERSATOVEVWEERSMHEShEEA.

SANTFTHTE—DA TSV RERIAVELY MIEFBALELAENTVEIN ?ERSATOEVEERNMRShERA,

7.3.1.2 UTP—7J %8R L TH WAN LED AA AT LA 0

LUTOSEREERELTIES,

TUTPP S —TLEFERZTAKREGOWANR— b, ETLDOR— MIEBALERINTLETMA?ERSATOENEY VIHN
FEL LA WAN LED ARATLE R A,

2 ETLOERIFIAVICHESTVWETIN? ETLOBRNE VIS o TWRENE Y U HHEIL LA =6 WAN LED AT L FEE
Ao

SAHUBDEREAVICLTETAICERKLTHMAS 0 MLUEZBLTVET M ? XAERDEFCIT 0 FEANYET,

A RBREETLDERICER FL—Fr—TLEFEALTOEIN? ETLEDERKICIR FL—Fr—JILEFERLTSE
IIAN

7.3.1.3 UTP—7JNL%EH L TH LAN LED AARAT LA

LUTOSEEREZEELTIESL,

TUTP =TIV ENEFNEABEO LANR— ., JADNT, IV a—2—IlZ2bALBHEESATOETM ?2EREIA TV
WEY DO HREIL LAz, LAN LED NEATLEH AN

2NTPAVEA— 3 —DBRIA VITHESTOWEIT M2 BRNFT VITHES>TUWVENE Y Y HREL LA LM =8, LAN LED A
TLEEA,

3B UTP 7 — TV EFER L TWET M ? 100BASE-TX TEET HHEXATITY—5 UL, 10BASE-T THEIFT HHERFHT
TJY—3UERr—TJLEFEALTIEEL,

1.3.2 A3 —32Y rADOTIERIZETHFSTL

A08—=%y bADTIERIZEAT B FFTNITOVTHALETS,

1.3.21 A28 —RY M7V EATELGZL

UTOERZHELTIESL,
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1LABRBIZHLTPingav Y FERTLEGEIC, ELIBENHYFIN?HENBNES, FERKLOBESATETVE
Hh,

23VEa2—4—ICIP7FLRAZFHTEYLETTVIEE, TIAL T —FIzADIPT7FLARELSEESATOE
ITH?2RESATOVENGEEE, BEELI(HREEZT>TLEEL,

3AVEaA—48—ICIP7FLREFHTEYLETTLSIES, INH—/1—D IP7 FLRRELSHRESATLNET A ? DNS
Y—NR—0 IP7 FLRBIZHO TONS F—hLEESNTVREENHY £, #FMICOLTIE, TZHO TS
F—lzBHHnEbECEEL,

ANATIFELSBREEINTVETN? TSAR— bRy FD—I MBSV E—Fy MITIERTBICIE TSAR—FIPT

FLRESO—/NILIP7 RLRIZNATERT BRENDETT, TIHIFEETE. A V4 —T—XENAT AR ESAT
WEJ,

71.3.2.2 Web R—TERFTTEHLY

UTOEREERBL TS,
LAVE2a—4—ZIP7FLRAEFHTEHYLETTVBEE, INSH—1—0 IP7 FLRFELEESNTLETH? DNS
H—NR—Q IP7 FLRBIZHDOTANRA F—DLEESNTVSHENHY FT. FMISOLTIEL, MO TO/ A

F—I2BRVELE L,

2.DNS H—/N\—IZ LT Ping a< Y FERTLIEBAIZ, ELKBENHYFEF TN 2RENGNGE. NS H—/—LDEEMN
TETWLWEEA,

7.3.3 Ul |/EICEIT B 5T

GUI BREICEET 2 FS TILICDOWTHRALET,

1.3.3.1 YA UIRRD—FEEL:

UTOREEHERL TS,
LTI+ EDNRRT—FEEBLTVETHA?EEL TOLRLMEEIEA—Y —B Tmanagerl, /SXT— K [Ifriend)] TS A

VTCEFET, TIAHNMDA—HF—RBENRRT—RTRAITAVTERWMGEE TP.4T Uty F R4 Y FITLZ0H1E] &=
TLTLEZY, PHENARETLEOBET 74 FOI—H—RENRRT—RTOIA U LET,

Tty FRA v FICE L] BEZEHDICLTVLRRE, Uty PRy FEERALEMBERTAEEA.

A}
\
T

VLD FIEERITT 2L, REDRERBRFITATHESNETOTHoM LHTFELEZEL,

f

\.,
il

7

7.3.3.2 HBREEEARTINLL

N

LUTOSERZHELTIESL,

1. Z#EAD Web 759+ —I% Internet Explorer 6 £7-x 7 TI M 2?2 AEZTHR— k3% Web 759 H—I[& Internet
Explorer 6 &=l 7 TY,

2.Web 7594 —D 70X —RBENT VIZHESTOWERAN?ARUBORTEEEICT IV ERTEIEEIE. 7OXFS—8REEA
TIZLTLEEELY,

3. Web 75 94— JavaScript NEMICH>TOWERHAN ? AR GROBRTEEEERTT IZ1% JavaSeript #HMICL TS
(AN

T 4%
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AARBRHEIAVEL—F—DY TRy FYRIDNERESTOWERAN?AUBOREETT I R T DH581F, FAEGKLEaY
Eai—42—RFRLRxY FT—VICBRTI2RENHYET.
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1.4

BT Ayvt—C—&

AEGAHNTEOTAvE—DD—ETY, TFRAvtE—Y (TF—LARJL, MSGNO. MESSAGE) &EmkZE. €EYa—IL

(MOD) BIISRLET,

LUTO—BIZF, RYR—FORBLEFATLET,

O HADRESECOVNTIE P41 OFORE #BBLTESL,
7.4.1 7otZXE=4— (PMON)
MOD : PMON

O MiEE: VAT LA

I5—L~AJL MSGNO

MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

701

702

703

704

705

706

707

708

709

710

Al

009

WARNING 007

WARNING 008

ERROR
ERROR

ERROR

ERROR
ERROR
ERROR

ERROR

182

001
002

003

004
005
006

010

T 4%

System ready

Module found : [%s]

Undefined module : [%s]

Module enabled : [%s]

Module disabled : [%s]

Unknown Module : [%s]

Module ID fixed [%s] with %d

Checking restart module [%s] : Inital restart %s
Checking module status : [%s]

Module ID not found for [%s]

Module monitor failed for [%s]

Start monitoring [%s]

[%s] terminated unexpectedly. Restarting

[%s] restarted
Memory allocation failed for %s
Initialization failed : %s

Abandoned [%s]

Restart failed [%s] for %s
Config DIR not found at %s
Config file not found at %s

No config file at %s

TOERX E=4—0OUHEBENETLEL
=

EDa—INAETOER E-4—I2BHKLE
L=

REEINF-ED1—-ILEERERTY,

EDa—DEMEShIzz, BEERMRIC
mzFEL.

EVa-UNESLShI0O, ERHARN
SRS LEL,

REBEDES 21— LIZHT BHRENROMNY
FL 1=

EPa—)LIDARELFELT,
EVA-ILOERBHEEERNTOETS,
EVI-ILOREERARTVET,
ECa2—LDERETEFEEA,
ED2-LOBERFEICEKBLEL,
EVA-ILOBBRYMERERLEL.
EDa—AEEEFLELEL, BRBLE

EDaA-LOBREBETVELR,
AE—DHERICEBLEL,
EHTEELATL,

EVA-IEBRETEGM o =HU YR
LES,

ED2—ILOBBBICKBRLEL .
BETALIMY—DRONY EFHA,
BEI7FALNRONMY EHA,

BHLESIELERET7AANRDONY E
Tho
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1.4.2 723922 TF7ANIRT L (FFS)

MOD : FFS
Ay DEH: SXTL

IF—LAJb MSGNO MESSAGE

B

DEBUG 701 [%s] read of %d bytes

DEBUG 702 [%s] wrote of %d bytes

DEBUG 703 [%s] looked up

DEBUG 704 Device looked up

DEBUG 705 Control interface ready : %d

DEBUG 706 File system ready

DEBUG 707 Operation requested : %2d

DEBUG 708 Operation failed : %2d

DEBUG 709 Operation completed : %d

DEBUG 710 File Operation started : %d

DEBUG 711 Sending Progress : %s

DEBUG 712 Progress information failed with %s
DEBUG 713 File list open requested

DEBUG 714 File [%s] open requested in read mode
DEBUG 715 File [%s] open requested in write mode
DEBUG 716 Read requested

DEBUG 717 Write requested

DEBUG 718 Close requested

DEBUG 719 File [%s] delete requested

DEBUG 720 File attributes look up requested
DEBUG 721 Device attributes look up requested
DEBUG 722 File system check requested mode : %d
DEBUG 723 Raw copy requested : %s / %s

DEBUG 724 File system check phase—%d

DEBUG 725 File write completed

DEBUG 726 Incomplete file closed with error
DEBUG 727 Block %d marked as garbage

DEBUG 728 Compare file checksum 0x%X with 0x%X
DEBUG 729 Wrote : Block %d / Size %d / Offset %Ld
DEBUG 730 Read : Block %d / Size %d / Offset %Ld
DEBUG 731 EOF reached

T7AIDLEARAHDITHOAELT=,
T7ANITH L TEERAHNTONELT,
T7ALEENSRBENEL,
TNARABENSRBELFELT,

T7AN SRTLERETHA V-T2 —
ADEFHNENELT,

T7AN S RTLOBEERNBENEL R,

T7AI VRTLANDREEREZFFTE
LT

T7ANVBREERNEBLEL T,
T7ANRENRTETLEL.
T7ALRENRIBShEL,
EBHFEREEELTVET,
EBBEROZEICKBLELT,
I7AL—ERBERSNELT,

FAHLE—FTI7Z7AIL A—TUNERS
nEL,

EEFAHE—RTI7AIN A—TUNERS
hELT,

T7AIIDFEAELNERSNEL,
T7ANDOEERAANERENFE LT,
T7AIL yo—XhBREShFELT,
7 AIVHIBRAEREShELT=,
T7AIVEBHEOSBENERShELT,
TNARDKESEAERSNELT,

T74IL VRATLOFzy INERShEL
Tz

RAW aE—MEREhFELT,

T7AIN VARTLDFz Yy VEERBEZ LI
To2TWWEY,

T7ANADEERANETLELT
BELEI77AUHEALCOhELT,

H—AR— Jnv Y EERLELE, &ICH
REhzES,

T7ALDF Ty I Y LELELET,
T7ANADEERAHETVELT,
TFALDSDHFEAHELEFTVELT,
T7AINEREETHRARAAELT,

T {185

183



CentrecCOM AR260S V2 ) 77 LY AR =27 )L

DEBUG 732
DEBUG 733
DEBUG 734
DEBUG 735
DEBUG 736
DEBUG 7317
INFO 011
INFO 012
INFO 013
INFO 014
INFO 015
NOTICE 010

WARNING 006

WARNING 007

WARNING 008

WARNING 009

ERROR 001
ERROR 002
ERROR 003
ERROR 004
ERROR 005

7.4.3 04 (L0G)

Block %d erase

Operating %d block

File found : [%s]

File system busy

Garbage block #%d

Raw erase requested : %s
[%s] opened in %s mode
[%s] closed

[%s] deleted

File system check started

File system check completed

Error corrected in phase—%d on block #%d
File system full (Device full)
File system full (Entry full)

Inconsistency found in phase-%d on block #%d

Corrupt file : [%s]
Memory allocation failed for %s
Initialization failed : %s

Read failed : [%s]

Write failed : [%s]

Block erase failed : %d

H—R—2 Jov I &EEL, BIRLET,

T—AEGAEETHIOVIERELEL
Tz

T7A4I YRTLEIZD7AILEFERLEL
Tz

T74I S RTLIZH L CTRBFICEHRDER
NThhEL T,

REEDH—R— JOvInEO>MYZFEL
1=,

RAW T/ 1 ZHENER SN EL 1=,
T7AMDBA—ToEnFELL,
T4 —XEhELL,
T7ALDEIBREhELT,

T74ANL RTLDF v IS hEL
f=o

T7AIL VARTLDFz v IMNETLEL
1=

T74NL SRTLDIS—%4BELEL,
T7AIN PRTLOEEZEFENEY FH A,
ERTEL T 7MILBDLEREBZFEL T,

T7AIN VRTLICEEAMRELEIS—2 %R
LFELT,

BWRLEIZALRBYET,
AE)—DHERICKBLEL .
BEITEEFHFATLE .

T7AILDBEEL TS0, BHRAHTE
FHATLT,

T7AIVDEEFRAHICKBLELT,
Joy7BERICKBLELE,

MOD : LOG

Oy DEE: VRATL

I5—ULAJL MSGNO

MESSAGE

=K

DEBUG 001
DEBUG 002
INFO 003
ERROR 004
ERROR 005

184 T {8k

Logging started
Logging reconfigured
Logging buffer cleared

Failed to open old log device

Kernel logging buffer is full

05 #eenEs L £ L 1=,
OJMEEDHESRENMThhEL T,
OynNyI77—%9Y7LELT

BREBOTTNRA RO —TUIZRBLEL
f=o

H—rB sy 7 7—BEh o EH
YELE, $XTOA—RILOTNNESH
5FET. H—RIUATADRBEEHHLFE
To
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7.4.4  ARP (ARP)
MOD : ARP
05 OEE : IP

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

ERR

ERR

ERR

ERR

700

701

702

703

704

705

706

707

015

018

019

020

021

022

023

016

017

011

012

013

014

004

001

002

003

005

%s: ARP request for %r transmitted
%s: Start to retransmit ARP request for %r
%s: Send ARP reply (IP: %r MAC: %s) to %r

%s: Queued packet transmitted

%s: ARP %s received (send IP: %r MAG: %s target IP: %r MAC: %s)

%s: Start making ARP entry for %r

%s: ARP %s ignored (send IP: %r MAC: %s target IP: %r MAC: %s)

%s: 0.0.0.0 included in %s of received ARP packet

%s: Transmit packet dropped (%s)
%s: ARP entry completed (IP: %r MAC: %s)

%s: ARP entry aged out (IP: %r MAC: %s)

2

s: Static ARP entry registered (IP: %s MAC: %s)

ARP entry %s deleted

%s: ARP entry (IP: %r MAC: %s) updated from %s

ARP request /37y R EEELELT,
ARP request /Ay FEBRELET .
ARP reply /84y b EXELELT=,

Fa—ArTShTW Ty RARIESHh
FL 1=

ARP /7y R ERIELELT,
ARP TV Y —DERERIELEL -,
ARP /X7y hEERLFEL T,

RIEAIP 7KL X (0.0.00) AAZ{E ARP ANy
A—I2&FENTLVELT,

REENTY FABEShEL,
ARP TV k) —DEHMNETLEL,

ARP T k) —HFRDETICK YHEIBRSh
FL 1

RBT ALY ARP IV MY —WEHFINE
L=,

ARP TV k) —Ma1—H—DEEIZ L - THI
BREanFEL =,

ARP T k) —AEHFEIhFELL,

%s: Expiry time reached but remained (IP: %r) (referred from other module)

%s: ARP request retry for %r exceeds limit

Queued Transmit packet purged (%s)

%s: Failed overwrite static ARP (IP: %r MAC: %s)

%s: Failed overwrite ARP entry (wrong I/F) (IP: %r MAC: %s I/F: %s)

%s: %r Hardware address length changed to %d from %d

%s: Hardware address of %r length mismatch %d I/F: %d

%s: Failed to create ARP entry (%s) (IP: %r)
Memory allocation failed
%s: Buffer length %s

Incorrect protocol address type %04x received

%s: Internal error: ARP %s corruption

ARP T k) —DHARAET LEL A,
DED 21— SSEEINTLS-DHIBRL
FE A

ARP request /37y k B E A VHIRERB L
FL 1=

REENTY BT ATHESREL,

AATA4 Y ARP IV R —DEEEITK
BLELR,
ZELEAVE—T 1 —ANBEYITIEEM D
2 ARP TR —%LEZLFEEAT
L=,

N=FIzF7F7FLADREINVEESNFEL

Zo

N=FITF7RLAORENIV 52—
TI—ADHLDE—HLEEA,

ARP TV kY —DERIZERERLEL =,
AE)—DHERIZKELEL .
NTY bRy IT7—DRINFETT,

SZEFYFOTORILTELREATH
RIETT,

ARP /X4y F BARIETTY,
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ERR 007 %s: Bad sender address (broadcast) received from %r
ERR 008 %s: Duplicated IP %r from %s

ERR 009 Delete ARP failed (data corruption)

ERR 010 %s: Failed to create ARP entry (%s) (IP: %r MAC: %s)

7.4.5 Ethernet (ETH)

ZEARP Ny FDEETN—FIZTT
FLRIZEBS>E=7RLA(TE—FHr R+
YRERESATLET,
EHLEPZRLANRESAELE,

T—ANENRTWNSHARP TV ) —D
BIBRICKBLEL T,

ARP T k) —DERICKRERLEL =,

MOD : ETH
045 0% - ETH

IF—LAJb MSGNO MESSAGE

B

INFO 005 %s: Statistics counter initialized
NOTICE 001 %s: Link UP
NOTICE 002 %s: Link DOWN

1.4.6 PPPoE (PPPOE)

A2 8—T7 1 —ADEEBRAV 2 2—H%)
#leshELE,

AVE—T—RDYINRTyTLEL
f=

AVE—T—RDYIMNET IV LEL
f=o

MOD : PPPOE
045 Mg - PPP

IF—LAJb MSGNO MESSAGE

=K

DEBUG 002 pppoe_ioctl: %s in %s

DEBUG 003 Conflicting PPPoE state: %s in %s

DEBUG 005 Restart PPPoE interface. I/F is %s

DEBUG 006 %s: PPPoE start is stopped because interface status is DOWN
DEBUG 007 %s: PPPoE enable commad is not executed

DEBUG 008 %s: PPP bind profile command is not executed

DEBUG 009 %s: Specified PPP profile %s is not found

DEBUG 010 %s: %s address is not assigned

DEBUG 011 %s: Failed to set %s

DEBUG 012 Configured mru (%d) is larger than PPPoE interface mtu (%d)
DEBUG 411 %s: Failed to access PPPoE interface

DEBUG 413 %s: Failed to send packet. Interface is DOWN

T 4%

pppoe_ioctl AT KMWFEELEL =,

PADI 34153 5 H8. PPPoE IREEFBEMNFE
LFEL,

PPPoE 1 V3 —J = —RADHEBHIFEEL F
L=,

AVBA—=T T —ANT D RED=H.
PPPoE DEENZFLELET,

PPPOE enable A XY KMETINTLEYE
Ao

PPP bind profile 3<% KAERTSATLEE
Ao

5T S i= PPP profile ME2MY £ A,

IPv4 7R L RERILIPvE 7 E L ADEIY &
TR TWEEA,

PPPoE 1EHRDFEICEKKRL EL 1=,

PPPoE 18 —7 T —A MTU 2% 1= MRU
ENRESINTVET, MRUZA V2 —
JI—AMTUIZZEELZET,

PPPoE AV A —TJ 1 —REA—TU TEEHE
ATLT,

A28 —T7 T —RH DOWNRREED =8>, %5
TEFEHA.
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DEBUG

DEBUG

INFO

INFO

INFO

INFO

NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

7.4.7  PPP (PPP)

414

415

001

004

100

407

200

201

202

300

301

302

409

400

401

402

403

404

405

406

408

410

412

%s: Failed to send packet. Error (=%d) occurred

Failed to send PADT (session—id: %d)

Received %s: oldState: %s newState: %s in %s

%s: oldState: %s newState: %s

%s: Retransmission %s: retry count is %d

Received PADO, but could not find request for it

%s: PPPoE interface is UP

%s: PPPoE interface is DOWN

%s: PPPoE interface is DOWN immediately

%s: Go back to PADI. Retry %d of PADR was exceeded

REEIS—ARELfO, FIETEFE
Ao

PADT DE{EICRBLFEL =,

{5 L1z PPPoE /34y  DF&RI & IRBEZE L
ERFLET,

1t L 1= PPPoE MIREEERTLET,

PPPoE ##l/ 84y b DERXRENEELFEL
1=

PADO /87y b Z2ITEY FEL1=H. ZET
BHPPPoE AV RRAVRERDITHIENT
EFHATLIz. Ny FEBELET,

PPPoE f VB2 —J x—AMUP[ZHYEL

Zo

PPPoE 4 > #—27 = —XHDOWN IZ4 Y F
L=,

PPPoE f V84— 7 T —REWREIMIZAHL &
#FELT

PADR O MAX BXEIZE B Z 1=7=6. PPPoE
v 3avldk. PADIEEMSRHBEINET,

%s: PPPoE reconnection and PPP idle—timer are enabled. Reconnecting PPPoE

%s: IPV6 interface mtu (%d) is smaller than IPV6 minimum mtu %d

Received unknown session Ox%x PPPoE, sending PADT

%s: Received unknown host unique tag

PPPoE packet too short: %d

Failed to get PPPoE header

Unknown version/type packet: 0x%x

Invalid packet length (data available = %d, packet size = %d)

%s: PPPoE tag parse error

%s: Tag Ox%x length Ox%x is too long

PPPoE BB E PPP 7 A K ILR AT —
DEANETT A, PPPoE [EFBEEHRINE
ED

IPv6 {2 B —7 T —Z MTU A&/ MTU oA
X&EYHLNSWMETT,

Z{E L1z PPPoE T— 4 /845w M ZH%ET S
PPPoE vy avhbhly FHATL Iz, 215
L 1= PPPoE /N4y k ZBEEL . PADT Zi%(5
LFET,

—9 % Host unique BEFEL FH A,

ZIELIPPPE /Xy hDRESMNETEE
To Ty FEWELET,

PPPoE Ay A —Z#MYHT I EMNTEERA
Tlfze Ny b EBHELET,

RGN —=2 3> /24T D PPPoE /X4y
T, Ty N ERELET,

7y FRUEDIEA PPPoE /84 k(2
BESNTVWET, N7y FEHELET,

TAG 7 4 — )L K D FFFE L % LY PPPoE /X4y
FCY, Ty b EBELET,

TAG 24 7129 % TAG 7 4 —)LK M —
BLEFA, N7y ERELET .

PPPoE data packet is dropped because it is too short packet: %d bytes

%s: PPPoE Session terminated. %s max retransmission exceeded

%s: Failed to send packet. No lower—layer interface is bound

PPPoE T— 4 /8y b NETEFET, /Ty
FEBRELET,

PPPoE /X4 b OBEEEEBAET L=,
PPPoE v avDiEiEPLELET,

PPPoE A v 2 —TJ T —AMN, FTBA V52—
Tz —XRITLLKYFRIFLRATLEN SO, /8
Ty hERETEERA,

MOD : PPP

T {185

187



188

CentrecCOM AR260S V2 ) 77 LY AR =27 )L

045 0% - PPP

I5—L~AJL MSGNO

MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

001

002

003

004

005

006

007

008

012

013

014

100

200

201

202

203

204

205

206

207

300

301

302

T 4%

Create PPP interface %s
Destroy PPP interface %s

Output %s: prot=%s type=%s id=0x%x len=%d

Input %s: prot=%s state=%s type=%s id=0x%x len=%d
Event: prot=%s %s (state=%s) in %s

Event: prot=%s %s (state=%s) rst_counter=%d in %s
State: prot=%s oldState=%s newState=%s in %s

%s

%s: Send Conf-ACK for received %s Conf-REQ

%s: Send IPV6CP %s (suggest IF ID: %s)

Input %s: prot=%s type=%s id=0x%x len=%d

%s: %s authentication success

%s: At least one NCP is not opened

%s: Changed interface mtu %lu to %lu

%s: Loopback mode detected. Magic number (0x%Ix) is the same

%s: Send Conf-NAK for received %s Conf-REQ

%s: Received %s, unknown Ox%x packet type

2]

%s: PAP request is sent. Remaining retry counter is %d

%s: Idle timeout (%d seconds) expired

%s: Max_failure (%d) of %s Conf-REQ exceeded. Send Conf-REJ

%s: %s is UP

%s: %s is DOWN

%s: CHAP Response is sent. Remaining retry counter is %d

%s: Received %s, but either username or password was not set

PPP AV 2—J 1 —REMEMLET,
PPP A > A —J z—RZEHIBLET,
FTHORTY bk PPP ATy MERERTLE

ZELLPPP /Ty MERERTLET,
PPP A Ry MREZRTLET,

PPP A Ry FREZRRLET,
ZEILLT-PPP DREERRLET.
i%u‘: PPP EE/7 v F DRBERTL

o

{2 L 1= Conf-REQ IZxt L T. Conf-ACK %
EELET,

Z{EL 1= Conf-REQ [T L T, RETB1>
A—27 1 —RHHFEEL IPV6CP HYEES
hFEY,

SZ{EL 1= PPPFEL/ ATy FORBERTRL

REEARMLEL =,

1 DLLE® NCP A% OPEN $REE & 75 o TULVA LY
fz6. LCP 2L £,

AVA—T1—ZXAmubERINFELL,

LCP magic number ME L THo1=1f=6. JL—
TRy YE—FZRELELf, LCP AL
9,

45 L 1= Conf-REQ |23t L T. Conf-NAK %
EELET,

TRLGRIEA T ava4TE#2ELEL
PAP L AR REZIELAM S F=F=. PAP
Request ZEEELF T,

PPP idle timeout B§RIANE T L E L1z, LCP %
BL#ET,

Z{E L 1= Conf-REQ DImANKMEMZEEZ 1=
f=%. Conf-REJ #EELET,

LCP F =&, IPCP E1=I&. IPV6CP DLVTH
WA UP IZIEY E L=,

LCP FEt=[E. IPCP Ef=IE. IPV6CP DLVTH
MHAYDOWN [ZH Y £ L =,

CHAP Success FEfz[& Failure #Z{EL1EM >
f=1=8. CHAP Response #HXELE T,

FREENTY FEREBELELEN, 2—H—F
FRIRRAT—FHREREESRTOERA,

%s: Failed to send PAP request because either user or password was not set

%s: Failed to send CHAP CHALLENGE because username was not set

A—H—BFEFNRRT—REABREESA T
HWNzH. PAP YV IR EEETEFEE
Ao

A—HF—FHNBRE SN TV, CHAP
FrLoUEEETETERA,
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WARNING

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

303

400

401

402

403

404

405

406

407

408

409

410

411

412

413

414

415

416

417

418

419

420

421

422

423

%s:

%s:

%s:

%s:

%

%s:

%s:

%s:

%

7}

%s:

%

7}

%s:

%:

7}

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%:

7}

%s:

%

%s:

%]

2]

Failed to send chap response because password was not set

PPP packet too small (%d bytes)

Upper-layer input queue exceeded (%d)

Failed to send data with unknown address family %d

Failed to create PPP output data buffer

PPP %s output queue exceeded (%d)

: Received %s, invalid %s length %d

Received %s, illegal %s in state %s

: Received %s, received id=0x%x and id=0x%x mismatches

Received LCP Echo Request in closed state

: Received LCP Echo Request with invalid length (%d bytes)

Received LCP Echo Reply with mismatched id

: Received LCP Echo Reply with invalid (%d bytes)

Received %s with unknown code type. Send Code—REJ for Ox%x

: Failed to create PPP control packet data buffer for %s

Authentication failed %d times. Stop retrying

%s authentication failed. %s

%s authentication failed (%s, %s), send %s

PAP Request failed. Retry exceeded its limit

LCP keepalive timeout

prot=%s, illegal %s event in state %s

: %s closed. Max_failure (%d) of Conf-REQ exceeded

IRRT—FEMERESNA TS, CHAP
LARUREREETEEE A,

ZEL=PPP /Ry FRAETEET, /N
TyrEBRELET,

PPP LEIL A ¥ —DHRRZEF1—L IR
EBAIz=H, Ty NEWELET,

HEIET—2OPPP 70Ok O LERARET
T Ty b EBHELET,

BET—ANYI7—2HRTEEEA,

PPP #fE¥a—L VI REBZIzH. /N
TYrERELES,

ZIEL-PPP BB/ Yy DL VT RARM
RETY, BITERTLET,

Z{EL 1= PPP &/~ v kX, PPPIREEIC
FELTWET, BIEERTLES,

ZIEL 1= PPP B/ v k&, Identifier #AHY
—BLFEFEA, BNERTLET,

LCP Echo-Request /34w FZZ{ELEL 1=
HY. LCP [ closed HREETT, BEMZERTLE

o

LCP Echo-Request /8w hZZ{ELELT=
W Ty LU RENRETY ., Bz
BTLES,

LCP Echo—Reply /87y k 25 L FE L f=h%,
Identifier M I AT Y F T, BIZEHLRTL

°

LCP Echo—Reply /87y k& &2{5 L E L fzh3,
Ny FLUTRAENFETY, BFERT
LFET,

Unknown PPP code # 14 7&#Z{EL1=1=8%.
Code-REJECT #RIELF T,

PPP BENT v b DT—E Ny T 7—% MR
TEFEHA,

REEICREAL ==, VU VEBBRRSERT
LET,

AR LELE, BN LDT I 3
UELERYET,

FREEASKELL 7=1= ). failure message % IR{E
LET,

PAP Request DBEZEEIHMNET L1=f=8.
PAP BREHEERTLET,

LCP keepalive 2 1 LT ™7 b MEELFELT=,
LCP #BALETY,

RAEDKETIIRELLEZWVWFELZ PPP A
RUMDEELEL,

Z{E L 1= Conf-REQ DIRAKXMEIHZ B A 1=
T=8. IPCP or IPV6CP Z# & TL £,

IPCP closed because candidate IP address for unnumbered I/F was not found

: %s closed.Max_failure (%d) of received Conf-NAK exceeded

IPV6CP closed. IPV6-IFIDs (local and peer) were zero

PCP #BIC £ 9, unnumbered I/F [ZiE L)% IP
FRELRERIGTEFEHATLE,

Z{E L 1= Conf-NAK DI AKBEIHZEHE X 1=
f=8. IPCP or IPV6CP Z#& T L &7,

IPV6CP ZFAL £9 . SEL D IPV6-IFID DfE
Mo TY,

T {185

189
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ERR 424 %s: IPV6CP closed. Received Conf-REJ with IPV6-IFID IPV6CP #BAL F£9, &1L 1= Conf-REJ I
IPV6-IFID MEFEELET,

ERR 425 %s: CHAP Response failed. Retry exceeded its limit CHAP Response DEZEHMAET L1=f=.
CHAP R TLFET,

7.4.8 IP (IP)
MOD : IP
A O : IP

I5—LAJb MSGNO MESSAGE -3

DEBUG 700 %s: IP packet discarded (%s) (%r —> %r) Ny MEEEShFEL,

DEBUG 701 %s: IP packet discarded (%s) (%r —> %r) ZELEAAT YD IP 7RLRICHENR
2hYELT,

DEBUG 702 %s: IP packet discarded (%s) (%r —> %r) Ny MIESAELT,

DEBUG 703 %s: IP packet discarded (%s) (%s: %d/OPT: %02X) (%r => %r) IPAYyF—4TF L3 BRIZ/NRT Y kAR
Esh#FEL,

DEBUG 704 %s: IP packet discarded (%s) (OPT: %02X) (%r > %r) Y—R—T 4 VTRESNIz/NT Y b AR
Esh#FELT,

DEBUG 705 %s: IP packet discarded (%s) (OPT: %02X) (%r —> %r) La—KL—rAToartEnry ba
WEINLFELT

DEBUG 706 %s: IP packet with timestamp option discarded (%s) (%s: %d) (%r —> %r) B A LR B TA T a o FED/Ty b A
WEINhFELT,

DEBUG 707 %s: IP packet with timestamp option discarded (%s) Cor —> %r) BALRBYTA T avdEn/ry b
WEINAFELT

DEBUG 708 %s: IP packet with timestamp option discarded (lack of space) (FLAG: %d/PTR: %d/LEN: %d) (%r —> %r)
BERIVTHTRELIzIzO, 34 LREVT
FToasftEDNTry FABESNFEL
f=o

DEBUG 709 %s: IP packet discarded (%s) (%r —> %r) Ny MFESAEL

DEBUG 710 IP packet discarded (%s) (%r —> %r) Ny FIBEShELR,

INFO 003 %s: Received IP header error (%s) ZELEAYYFDIPAYS—ICHENR
oMY FELT,

INFO 004 %s: Received IP header error (%s: %d) ZELERATYEDIPAYAE—[CRAENR
oMY FELT,

INFO 006 %s: Bad IP checksum packet found by %s (%r => %) ZIEL 1=/ Y b O IP checksum DEATIE
<9,

INFO 007 %s: Received IP header error (%s HDR: %d TOTAL: %d) ZELERATY D IPAYE—CRIENR
oMY FELT,

INFO 022 %s: IP packet discarded (%s) (%r —> %r) N7y MIEEShFEL,

NOTICE 001 %s: IP address not found at received I/F ZIELFAVE—TT—RATIP7RLAN
ROohYFEEATLS .

NOTICE 009 %s: Payload length mismatch (PKT: %d BUF: %d) Ny bREANYH —D Payload KRBT —E
<9,

NOTICE 010 %s: Fragment packet size wrong (LEN: %d) IS5 ATy DY A XNRRIETT,

NOTICE 018 %s: Fragment packet discarded (%s) (%r —> %r) D55V MeShfz\ Ty EABESIIE
L=,

NOTICE 019 %s: Fragment packet discarded (%s: %d) Cor —> %r) TS0 AV MEESh=\Try FHABESLFE
L=,

NOTICE 021 %s: IP packet discarded (%s) (%r —> %r) Ny MEHBESNFEL

190 T {8k
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NOTICE

NOTICE

NOTICE

NOTICE

ERR

ERR

ERR

ERR

ERR

ERR

023

025

026

030

002

008

011

024

027

031

IP packet discarded (%s) (%r —> %r)

%s: Fragment packet discarded (%s) (%r —> %r)

%s: Packet in fragment queue discarded (%s) (%r —> %r)

IP option header insert failed (%s: %d) (%r —> %r)

%s: Memory allocation failed for IP header (%s)

%s: Memory allocation failed for multicast IP dest (%r —> %r)

%s: IP packet discarded (%s) (%r —> %r)
%s: Packet discarded (%s: %u) (%r —> %r)
IP packet discarded (%s) (%r —> %r)

IP option header insert failed (%s) Cor —> %r)

7.4.9 L—F 1 2% (NETW)

Ty MEWEShELT,

IS AV MEESh Ty FHBBEShE
LT

IS AV Fa—dhD/7ry FHEESH
FL 1=

PAToavAyF—OFAICKBLEL
1=,

PAYE—~ADAEYEYSTITKBKLEL
Tz

PAYSE—DAEYEIY HTIZRBLEL
f=o

Ny MEBEShFEL,
N7y bEHESAEL
Ny MEWEShELT-,

PAT avAyd—0BAIZKKRLEL
1=,

MOD : NETM
Oy O : IP

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

900

901

902

903

904

905

906

908

909

910

911

912

001

002

003

Resolve error occurred (id:%u code:%d)
Resolve result (id:%u) is (%r)

Resolve result (id:%u) is (%s)

Query insterted into pending queue (%s)

Failed to get buffer size of tapping interface

Failed to create tapping read buffer (size:%d)

Failed to read tapping buffer (return code:%d errno:%d)

Failed to send %s packet

Failed to open tapping socket (return code:%d)

Send network information (client: %s / type: %s)

Receive network information (client: %s / type: %s)

Failed to coonect SNMP-agent: %d
Coonect SNMP-agent

%s: Administrative status UP

%s: Administrative status DOWN

%s: Re—initialized

ARIDBRISEVTIS—MNFEELELT,
ARTHBREINELT,
ARMSBREINELT,

Query HY Pending Queue [CAY FE L =,

Tapping 1 > Z3—T T —AD/I\Y T 7—H A
ZOBBIZRBLEL T,

Tapping RIE/N\Y I 7—&HRTEE LA,

Tapping 2{5/\y 7 7 —H 5 DERAELITK
BLELR

PPPoE PADI & % L\, DHCP Discover /%
79k DEEICREBLEL,

Tapping V47 v F DERICEBLELT=,
FYbI—VERERED 1 —ILICEELF

Zo

Ty bT—OEREED 2D LRELE
L=,

SNMP I—J Y bICERTCEERATLT,
SNMP T—U Y bABEREMIBLET,

AV 3= T —RIMERATATREICREShEL
=

AV 3= T —RIPMERFAREICHRESINE
LT

A—H—IZk2>TAVE2—Tz—ZAN )Y
FEhEL

T {185
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INFO 005 %s: Administrative status DOWN

INFO 007 Resolve reply received(id:%u)

INFO 008 Qyery transmit(id:%u Name server: %r)

INFO 011 No answer replay: %s

NOTICE 010 Unsupported response received (id:%u type:%d class:%d)

WARNING 004 %s: Interface name information setup failed

WARNING 006 Name server error(id:%u err:%s)

WARNING 009 Qyery transmit error(id:%u err:%d)

1.410 74 724+—)L (FLT)

DHCP VS A 7Y b HEESINIzA2 2 —
T —RAMERAFAREICRESNEL -,

DNS Y ILIN—TYTSA4%ZELELT,
DNS )Y JL/S—T Query #1X{ELEL 1=,

F—LY—N—HD5EENELAEFATL
f=

DNS Y YV JLIA—THR—+ L TLEWEEE
ZELELT,

A= 1 —REDEREEICKELEL
=

DNS YV INR—TIZ—MHELFELT,

Query IZ{EFFICDNS ) YV ILIN—TI5—h%
ELFEL

MOD : FLT
OUDEE: 74T I4—IL

IF—LAJb MSGNO MESSAGE

Bk

DEBUG 008 BLOCKED: %s %s %r:%u —> %r:%u on %s THEATAILE—ILb—ILE—BLT=F=. /X
TYMEWELELT,

DEBUG 009 BLOCKED: %s %s %R[%u] —> %R[%u] on %s FEHEATAILF—IL—ILE—BLIF=. N\
Ty MEBELELT,

DEBUG 010 BLOCKED: %s %s %r:%u —> %r:%u on %s (no match rule) —HT DT AILE—IL—ILDBFEEL G
O RNy EBRELEL

DEBUG o011 BLOCKED: %s %s %R[%u] —> %R[%u] on %s (no match rule) — BT 5T AILA—IL—IHBFEELE
O RNy b EBRELEL

DEBUG 701 Found FTP command: %s FTPALG OX&IAVTU R EHRRELEL =,

DEBUG 702 Found TFTP opcode: %d TFTP ALG DX &EARL—Yarva—K %%
RLFEL

DEBUG 703 Created cache: proto=%s in=%r:%u %s out=%r:%u on %s FyylahfERISnELT .

DEBUG 704 Created cache: proto=%s in=%R[%u] %s out=%R[%u] on %s FrylahfERESNEL

DEBUG 705 Deleted cache: proto=%s in=%r:%u %s out=%r:%u on %s FrviahdlrsnhEL,

DEBUG 706 Deleted cache: proto=%s in=%R[%u] %s out=%R[%u] on %s FyryPahBlRInhEL R,

DEBUG 707 Created pending cache: proto=Y%s in=%r:%u %s out=%r%u on %s REBEX vy adMEREShELT,

DEBUG 708 Created pending cache: proto=Y%s in=%R[%u] %s out=%R[%u] on %s BREBEXvyaMEREShELT-,

DEBUG 709 Deleted pending cache: proto=%s in=%r:%u %s out=%r:%u on %s BREBX vy asliBREShELT,

DEBUG 710 Deleted pending cache: proto=Y%s in=%R[%u] %s out=%R[%u] on %s BEX vy ahEBREIhEL,

DEBUG 711 Changed to normal cache: proto=Y%s in=%r:%u %s out=%r%u on %s BREX vy anERLBEF vy IZERS
hELT,

DEBUG 712 Changed to normal cache: proto=%s in=%R[%u] %s out=%R[%u] on %s REBEF v v aAERBIXT Yy 1IZTES
hELT,

DEBUG 713 Failed to insert in dynamic cache list (in): %s %s %r%u —> %r%uon%s A AFIvOXx vy 1aZAoPAK YR+
ITEBMTEFFATL,

DEBUG 714 Failed to insert in dynamic cache list (in): %s %s %R[%u] —> %R[%u] on %s

T 4%

FAFIvoX vy a4V ARYRE
ISEBMTEFRFATLI
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

NOTICE

NOTICE

NOTICE

715

716

mni

718

719

720

721

722

723

724

725

726

727

728

729

730

731

732

733

734

735

736

737

046

047

007

012

013

Failed to insert in dynamic cache list (out): %s %s %r:%u —> %r%uon %s ¥ 4 F I v O X ¥ v 127 AKX
MZEMTEEHATLT:,

Failed to insert in dynamic cache list (out): %s %s %R[%u] —> %R[%u] on %s
BAFIVIF YV La2E2T7IOFARYR
~ZEmMTEFEFHATLT,

Failed to insert in dynamic cache list: %s %s %r:%u —> %r:%u on %s BAFIvIXryam)AMTEBMTE
FHATLT

Failed to insert in dynamic cache list: %s %s %R[%u] => %R[%ul on%s HAFIvIFyvaZxYAMBMTE
FHATLT

Failed to insert in static cache list (in): %s %s %r:%u —> %r:%u on %s RATAVIFvyoazAVAF )R+
ITEBMTEFFATL,

Failed to insert in static cache list (in): %s %s %R[%u] => %R[%ul on %s R AT A v I F ¥ vaE A YA KRk
ITEBMTEFFATL

Failed to insert in static cache list (out): %s %s %r%u —> %r%uon% RXATAVYIF¥ya&E®T7IOCFARUR
MZEMTEFEHATLT:,

Failed to insert in static cache list (out): %s %s %R[%u] —> %R[%u] on %s
RAETAv I XY 91 ETIMYARYR
MIZEMTEERATLE,

Failed to insert in static cache list: %s %s %r:%u —> %r:%u on %s RATFAV DXy a2k )RAMNTEBMTE
FHATLT .

Failed to insert in static cache list: %s %s %R[%u] => %R[%u] on %s AT 49 DF vy yaE) AMIEBMTE
FHATLT

Loosened connection: proto=%s in=%r:%u %s out=%r:%u (flag="%#x seq=%u ack=%u len=%u ackskew=%d) on %s

BTLIEFyyabt—HBLELS.

Loosened connection: proto=%s in=%R[%u] %s out=%R[%u] (flag=Y%#x seq=%u ack=%u len=%u ackskew=%d) on %s
BTLIzFry abt—HBHLEL],

Source idled out of PAWS: proto=%s in=%r:%u %s out=%r:%u on %s FEIETD PAWS NE A LTI LELT,
Source idled out of PAWS: proto=Y%s in=%R[%u] %s out=%R[%u] on %s X{EITD PAWS WA A L7 LELT,
Destination idled out of PAWS: proto=%s in=%r%u %s out=%r%u on %s 3BFH®D PAWS R A LTF7orLZELTI,

Destination idled out of PAWS: proto=%s in=%R[%u] %s out=%R[%u] on %s

FBHED PAWS B2 A L7 b LFELT=,
Failed to normalize on first packet (%u) RO/ f TEERIZKELEL=,
PASSED: Failed to create static cache: proto=%s in=%r:%u %s out=%r:%u on %s

RATAV XY v 1DBFITKBRLEL

f=hh. Ny b EEREL F LT,

PASSED: Failed to create static cache: proto=%s in=%R[%u] %s out=%R[%u] on %s
RATA49 XYy aDBHFICKBLEL
fzh. N7y b EEREL F LT,

Filter module was enabled TAINE—FEDa—ILEMICHEY ELI

Filter module was disabled TANE—FED2—ILHBESICHY ELI

Failed to insert in pending cache list: %s %s %r:%u —> %r:%u on %s BREXry Y 1% ) AMIEBMTEEZFEAT
LT

Failed to insert in pending cache list: %s %s %R[%u] —> %R[%ul on %s REBEFX¥v1Z ) AMIZEMTEELEAT
LT
PASSED: %s %s %r:%u —> %r:%u on %s HAT4LE—L—ILE—BLELT,

PASSED: %s %s %R[%u] —> %R[%u] on %s BHA T4 F—IL—ILE—BLELT,

Failed to add tag AT OEMIZKRBLEL =,

BLOCKED: Invalid interface: %s ZELEAVI—TI—RADBT 4 ILEI—HR
DAV B—TT—RATIEGEWEH, Ty b
FHELFEL

BLOCKED: Checksum error: %s %s %r:%u —> %r-%u on %s FzyvIHLRELLLBEWNEH, Ty y &
WELFEL .

T {185
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NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

014

015

016

017

018

019

020

021

022

023

024

025

026

027

028

029

030

031

032

033

034

T 4%

BLOCKED:

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

UDP destination port was zero: %s %s %r:%u —> %r:%u on %s
Z{EL = UDP /X7y b DFEEAR— FFESA 0
THAH., N7y P EHWELELT,

UDP packet length too big: %s %s %r:%u —> %r:%u on %s UDP ANy & —Mi\ry f EREED/A7 v +
REBATW O, N7y b EHWELFEL
f=o

: UDP packet length too small: %s %s %r:%u —> %r:%u on % UDP /Xy FEM 8 /N4 FERETH D=6,
Ny FEBELELE
Found IP option IP option Z > T3/ Y K ThHD1=0.
Ny FEBELELE,
Header length too small ANy B —RENBERERITEL TLVELV:
O RNy EBRELEL
: Header length information too small ANy S —RIERNMDERERICEL TULAEN

=6, Ny bERELELR,

IP header length information was bigger than IP packet length: %s %s %r —> %r on %s
PAYZ—DANyT—RIERMN, P Ay T —
DINTY FREBATWSEH. 7y b %
WELEL,

lllegal fragment packet with DF-bit set: %s %s %r —> %r on %s
TS AV REILEY FABESATNS D
ST ARy FEBBELIEH. Ty
FEBELFEL.

Fragment packet was not multiple of 8 bytes: %s %s %r —> %r on %s
8NA FEETHERSNTLWENT ST AL
cXTy FERELEO. N7y P EEE
LELT,

: Total of the fragment packet length was too big: %s %s %r —> %r on %s

IST ATy b ETy FROAE
HY 65535 /N R ERBR . N7y bER
ZELFELE

Fragment packet was already completed: %s %s %r —> %r on %s
FTTIZETLEIST AV Ry FE2E
Lfzt=&. "7y b EWELFEL

: Failed to reassemble fragment packet: %s %s %r —> %r on %s

TS ARy FOBERIZEBRL -1z
H. Ty FEBELFELT,

TS AV by B RFHAL—ILIZ—BL
fzfz. "7y b EWELFELT,

Fragment deny rule: %s %s %r —> %r on %s

Failed to get header of %s: %s %r —> %r on %s KTy DAY T —EWM/TELEI 1=
O RNy b EBRELEL
: IPv6 header length too big: %s %R —> %R on %s IPv6 /84w k&Y 65535 /N4 R ERBZ T-1=
O RNy b EBRELEL
IPv6 payload length was not zero: %s %R —> %R on %s S URRAO—RKA T avhnEHTHS

IZHEH BT, IPeAYT—DRAO—F &
MO TIEGWEH, 7y FEBHELEL
T=o

Jumbo payload length too small: %s %R —> %R on %s Sy URRAO—FEMN 65535 /N1 LT T
HE=H. INry b EHWELFELT,

IPv6 packet length was incorrect: %s %R —> %R on %s Ty FENEBRO/NTY FREERL->TLY
5=, Ny FEHELEL

IPv6 fragment packet length was zero: %s %R —> %R on %s 7545 A2 by R THYLEAD, /85y
FREEDSYURRAO—FEL0THD1=
H. Ty FEBRELFELT,

SYN and RST flag were set: %s %s %r:%u —> %r%uon%s SYN 754 & RST 2S5 MWN&EIZHEHAL TCP
N7y b THDE=H, Ty FEBELEL
f=o

SYN and ACK and RST flag was not set: %s %s %r:%u —> %r:%u on %s
SYN. ACK. RST 75U MN&IZEMG/NT Y
FTHBH, Ny P EBELELT,
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NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

035

036

037

038

039

040

041

042

043

044

045

048

049

050

051

052

053

054

BLOCKED: ACK flag was not set, and FIN, PUSH or URG flag was set: %s %s %r:%u —> %r:%u on %s
ACK 75 TMNEHMTHBICEAADLT,
FIN, PUSH, URG DL\ThhD T 5T HER
BINTY R THB=H, Ny FEBHELE
L=,

BLOCKED: Data offset value was less than 20 bytes: %s %s %r:%u —> %r:%u on %s
T—8F 7€y FOEMN 20 N FRFETH
51280, Ny FEBELFEL.

BLOCKED: TCP TIMESTAMP option was overlapping: %s %s %r:%u —> %r:%u on %s
TIMESTAMP A 7L 3 VA BB L THRESh
TWa=®, Ny FEBHELELT,

BLOCKED: lllegal TCP TIMESTAMP option: %s %s %r:%u —> %r:%u on %s
TIEZ TIMESTAMP 7> 3 v ##&H L1
H. Ny b EBELFEL,

BLOCKED: lllegal TCP TIMESTAMP option (no RFC 1323): %s %s %r:%u —> %r:%u on %s
RFC 1323 [Z#EHLL 720 TIMESTAMP 7+ 3
UEREBLEE=H. Ty R EBELEL
f=o

BLOCKED: Sequence number error: proto=%s in=%r:%u %s out=%r:%u (flag=%#x seq=%u ack=%u len=%u ackskew=%d
reason=%#x) on %s

REBRY =TV ABSEBRHLIzz0, N
TYLEBRELEL,

BLOCKED: Sequence number error: proto=%s in=%R[%u] %s out=%R[%u] (flag=%#x seq=%u ack=%u len=%u ackskew=%d
reason=%#x) on %s

RERY =TV ABSEBRHELIz20, N
TYyMEBELEL,

BLOCKED: Received invalid ICMP: %r —> %r type=%d code=%d (proto=%s in=%r:%u %s dst=%r:%u seq=%u)
ZELICMP OF—AHNEL <LV =8,
Ny FEBELELE

BLOCKED: Received invalid ICMPVv6: %R —> %R type=%d code=%d (proto=%s in=%R[%u] %s out=%R[%u] seq=%u)
Z{EL 1= ICMPv6 DT —AMIEL 7%=,
Nry b EBELEL

BLOCKED: ICMP error message was too short (%s): %s %s %r:%u —> %r:%u on %s
ICMP T35 — Ay t—UMETELH. /N
TybEBRELFELT,

BLOCKED: IPv6 option was too short in ICMPv6 packet: %s %s %R[%u] —> %R[%u] on %s
ICMPV6 /347y M ZHINT, IPv6 DA T3
VENETESLLO. Ty FERELEL
f=o

BLOCKED: IPv6 header length information was bigger than IP packet length: %s %R —> %R on %s
IPv6 Ny & —DA Y H—RIEHH. IPv6 AN
=07y b REBRATWNSH, 7y
FEBWELELT,

BLOCKED: Fragment bit of ICMP error message packet was set: %s %s %r:%u —> %r:%u on %s
ICMP T35 —AvytE—UTHBIIZEM DS
T IFTAVME Y b EMEE o2,
Nry bEBELEL

BLOCKED: Fragment bit of ICMPVv6 error message packet was set: %s %s %R[%u] —> %R[%u] on %s
ICMPv6 TS5 — 4y £—UTHBITH b
LY. ITTAVME Y bABEMEZ ot 12
O RNy EBRELEL

BLOCKED: Fragment offset length was less than IP packet length: %s %s %r —> %r

TSTAVRFTEY FDENIP /Ty k
E&UHLMNESWEDH, 7y FEBELEL

f=.

Matched logging rule: %s: %s %s %r:%u —> %r:%u on %s OJHEAL—ILE—BLEL .

Matched logging rule: %s: %s %s %R[%u] —=> %R[%u] on %s ogHAL—ILE—BLEL,

Failed to parse FTP command: %s: %s %s %r:%u —> %r:%u FTP a2V FOBTIZKE Lz, 47y
FEBRELEL,

T {185
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BAFZIvIF vy aDBEIZKBRL =1

LTI IF vy a0BERICKRBML 1=

IS AVRRTY FTHY NG, Dvy
ARAO—FRAREESN TSRO, N

ICMP TS5 — Ay &—UMETESH. /S

AEY—OHERICKBLEL,

AU B—T I —ADFEICKBRLELT,
A 3= 1 —ZADORAMIZEKELELT=,
BRRFr A RITELTLSEH, Frv

ITSTAV MRy bDF vy alzkBL

NOTICE 055 BLOCKED: Failed to create dynamic cache: %s %s %r:%u —> %r:%u on %s
H. Ny bEBELEL.
NOTICE 056 BLOCKED: Failed to create dynamic cache: %s %s %R[%u] —> %R[%u] on %s
b, Ny FEBELEL,
NOTICE 057 BLOCKED: IPv6 fragment packet jumbo payload length was not zero: %s %R —> %R on %s
TYrEBRELEL,
NOTICE 058 BLOCKED: ICMPv6 error message was too short (%s): %s %s %R[%u] —> %R[%u] on %s
TybEBRELELR,
ERR 001 Memory allocation failed for %s
ERR 002 Failed to attach interface %s
ERR 003 Failed to detach interface %s
ERR 004 Failed to create cache (reached limit)
DaEEMTEERATL.
ERR 005 Failed to cache fragment packet
Fl=
ERR 006  Failed to get tag BT OWMBIZRELEL T,
7.4.11  NAT (NAD)
MOD : NAT

04 DELE : NAT

I5—L~AJL MSGNO

MESSAGE

fot

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

701

702

703

704

705

706

707

708

709

710

Al

712

T 4%

Found FTP command: %s

Found TFTP opcode: %d

Created cache: proto=%s in=%r%u %s map=%r:%u %s out=%r%u on %s

Deleted cache: proto=%s in=%r%u %s map=%r:%u %s out=%r:%u on %s

FTPALG DRZEITUFE#HRLEL =,

TFTP ALG OXEARL—L 3> a—F &%
RLFEL,

FruvattERshEzL
FrvanlliREhEL,

Created pending cache: proto=%s in=%r:%u %s map=%r%u %s out=%r%u on %s

REBFvvadElEhFELT,

Deleted pending cache: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

REBF vy ablllREhELI

Changed to normal cache: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

FEX vy AL EXBEF Yy AICERS
hELT=,

Failed to insert in dynamic cache list (in): proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

BAFIuhFrus kA YA R YR b
[SEMTEELATLE.

Failed to insert in dynamic cache list (out): proto=%s in=%r:%u %s map=%r:%u %s out=%r%u on %s

FAFSvoEryLaIETIRYAR YR
MITEMTEELATLL,

Failed to insert in dynamic cache list: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

FA4FI v Fvvamx)AMTEMNTE
FHATLI,

Loosened connection: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u (flag=%u seq=%u ack=%u len=%u ackskew=%d) on %s

BTLI-Fryiab—HLFEL .

Source idled out of PAWS: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

EIETD PAWS A A L7 LELT,
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

73

714

715

716

77

718

005

007

008

009

010

011

012

013

014

015

016

017

018

019

020

021

022

023

Destination idled out of PAWS: proto=%s in=%r%u %s map=%r%u %s out=%r:%u on %s

Failed to normalize on first packet (%u)
Matched NAT rule: %s %s %r:%u —> %r:%u on %s
NAT module was enabled

NAT module was disabled

LD PAWS WA A LTI LELT,
OO/ y b TEERICRBLELT-,
NAT L—IL&E—BILE LT,

NAT ED a—LEHIBYELT,

NAT ED 2 —ILHVESICHRY F LT,

Failed to insert in pending cache: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

Failed to add tag

Checksum error: %s %s %r:%u —> %r:%u on %s

UDP destination port was zero: %s %s %r:%u —> %r:%u on %s

Incorrect UDP packet length: %s %s %r:%u —> %r:%u on %s

UDP packet length was too small: %s %s %r:%u —> %r:%u on %s

Found IP option

Header length was too small

Header length information was too small

REBX Yy a1Z)AMCEMTEELEAT
L=,

AT OBMIZKBLEL =,

FvIHLNELLGEWN O, Ty bz
WELELT,

Z{SL71-UDP /(47w  DFEER—FFEEH 0
THdd. "7y b EHELELT,

UDP Ny & —D/37 v F RARBRO/NT v
REBATUWEED, Xy y bEBHELEL
Tz

UDP /8%y R RM 8 /N L RFETH D=5,
Ty P EWELELT,

IP option > TN/ Y F THBH 1=,
N7y FEWELELT,

ANy E—RNBERERITEL TLVELE
O, NTFyEBRELELL,

ANy S —RIEBVDERERISEL TULAEL
=, N7y b EBRELELR,

IP header length information was bigger than IP packet length: %s %s %r —> %r on %s

lllegal fragment packet with DF—bit set: %s %s %r —> %r on %s

Fragment packet was not multiple of 8 bytes: %s %s %r —> %r on %s

Total of the fragment packet length was too big: %s %s %r —> %r on %s

Fragment packet was already completed: %s %s %r —> %r on %s

Failed to reassemble fragment packet: %s %s %r —> %r on %s

Failed to get header of %s: %s %r —> %r on %s

SYN and RST flag were set: %s %s %r:%u —> %r:%u on %s

ACK or RST flag was not set: %s %s %r:%u —> %r:%u on %s

PAYT—DANy & —REHLS. PAvET—
DTy FREBA TSRO, N7yt %E
WELELF,

TS AVMEIEE Y FARESATING Y
STV MRy R EBHLERO. Ry
FEBELEL,

83 MBI THRENTOANT ST AL
FXry hEBELEEO. A7y FEEE
LFEL,

ISTAVRF TR ERTY FROAE
hY 65535 /N A R ERBR Tz, N7y b ER
FELFELS

FTTISETLEIIT AV RNy FE2E
Lf=f=&. "7y b EHELFEL

I3 A bNry FOBERICKEL T
. Ny FEBELEL,

NRTY DAY T —FERBTELGDI ST
O, Ty FEBELELT,

SYN 754 & RST 759 W &£IZHX% TCP
Ty R THBIzH, Ny b EBELFEL
1=

ACK 754 & RST 755 Mz EMGN
Gy bTHAED., "y FEBELEL
b=

ACK flag was not set, and FIN, PUSH or URG flag was set: %s %s %r:%u —> %r:%u on %s

ACK 725U MNEMNTHBICELMDDHLT .
FIN, PUSH, URG OWFThHD T ST MNEH
BINTY b THD=O. M7y FEHRELE
L=,

T {185
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NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

ERR

ERR

ERR

ERR

ERR

024

025

026

027

028

029

030

031

032

033

034

035

036

037

038

039

040

041

042

001

002

003

004

006

T 4%

Data offset value was less than 20 bytes: %s %s %r%u —> %r%uon%s T—A2Z Tty kDIEH 20 /N1 FKRFETH
=8, Ny FEHELEL

TCP TIMESTAMP option was overlapping: %s %s %r%u —> %r%u on %s TIMESTAMP # 7 3 UAE#HL THRESHh
TWbH, 7y FEBELELT -,

lllegal TCP TIMESTAMP option: %s %s %r:%u —> %r:%u on %s FRIEX TIMESTAMP + 7S 3 v L1
O, Ny bEBRELEL.

lllegal TCP TIMESTAMP option (no RFC 1323): %s %s %r:%u —> %r:%u on %s
RFC 1323 [Z#H#LL % LN TIMESTAMP + 72 3
VEBRHLEO. Ny b EBRELEL
Tz

Sequence number error: proto=Y%s in=%r:%u %s map=%r:%u %s out=%r:%u (flag=%u seq=%u ack=%u len=%u ackskew=%d
reason=%u) on %s

RERY =7V RABSERHL =20, N
TYybEBELELR,

Received invalid ICMP: %r —> %r type=%d code=%d (proto=%s in=%r:%u %s map=%r:%u %s dst=%r:%u seq=%u)
ZELICMP OT—AMIEL B =8,
Nry b ERELEL,

ICMP error message was too short (%s): %s %s %r%u —> %r%uon%s ICMP TS5—Avwt—AETES-H. /X
TYNEWELELT,

ICMP error message packet with fragment bit set: %s %s %r:%u —> %r:%u on %s
ICMP Z5— Ay t—YTHBICHhADhS
F. ISV AV REY R EUTH 1=
H. Ty FEBRELFELT,

Fragment offset length was less than IP packet length: %s %s %r —> %r 759 A2 bA Ty FDEMNIP /845w k
R&UEMDNSWH, "7y b EHELFEL

f=o

Failed to parse FTP command: %s: %s %s %r:%u —> %r:%u FTP a2V FOBTIZKE Lz, 47y
FEBWELELT,

Failed to create dynamic cache: %s %s %r:%u —> %r:%u on %s BAFIv Xy aDBEEIZKKRL-T
O RNy R EBRELEL

Failed to create path—through cache: %s %s %r —> %r on %s FTITNRRRIL—F vy ahBFEELTLS
=, RNy b EBELFELT,

Failed to allocate mapping port: %s %s %r:%u —> %r:%u on %s IVvEVITR—FOEY S TIZKERLEL
f=o

Packet length exceeded 65535 bytes by the ALG process ALG IBIZ &K Y /845 v FEH 65535 /81 k&

Baffzh, "7y b EHELEL,

Failed to allocate mapping IP address: %s %s %r:%u —> %r:%u on %s IVEVTPT7ZRLADEY HTIZERKL

FL 1=

Matched logging rule: %s: %s %r:%u —> %r:%u on %s ogHAL—IILE—BLELT,

BLOCKED (match NAT address): %s %s %r:%u —> %r:%u on %s BEIETIP 7R L AMIES IP 7 K L XA NAT
TMBEOTRFLRE-—BT B0, N7y k
EWHELFEL

BLOCKED (no match pass—through address): %s %s %r:%u —> %r:%u on %s
HAEINTNS/IRRRIL—TF FLRTIEAEN
=, N7y FEBELELT,

Failed to set NAT because static ARP already exists: %r RBAT 499 ARP DEREMNT TICHEAEL T
W51z, NAT DEREICKERLEL .

Memory allocation failed for %s AEY—DHERICKBLELT,

BRRF Yy aBITELTWSEH, Frvv
VaAEEMTEFHATL,

Failed to create cache (reached limit)

Failed to cache fragment packet AL/ S WA VR NOE-E RN et 3:,
FL 1=

Failed to get tag AT OWMBIZEKELEL .

Internal Error: Invalid interface %s NEBTS—TT, BELFAVE2—T—X

DIANE—REDAL Z—T T —RTIEH
W=, M7y P EBELEL
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7.4.12  ISAKMP (1SKMP)

MOD : ISKMP

045 05 : VPN

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

700

701

702

703

704

705

706

707

708

709

710

1

72

200

201

210

211

216

217

218

225

229

232

Access-list modified

Updating SPD (type %d, %s)

SP parameters missing

Processing ISAKMP message: %d

Received network layer information

IPsec module event: %d

%s SA installed: SPI %08x

Allocate inbound SPI

Ignore acquire: %s

State machine %d / %d / %d

%s mode, id info %s

SA lifetime modified %Id %s

IPsec SA already deleted

Send ISAKMP packet: %d bytes

Received ISAKMP packet: %d bytes

Setting ISAKMP payload %s

Found ISAKMP payload %s

ID value Type: %s / Value: %s

Proposal attribute %s: %s

Sent NOTIFY payload: %s

Received NOTIFY payload: %s

Propose SPI: %08x

Searching %s policy for %s(%s)

Received Vendor ID payload: %s

Sent Vendor ID payload: %s

FOERJRACDERESNI=I28 IPsec 7 1
LE—~DEEERELET,

IPsec 74N A—INTG A= —%BHLFT,

IPsec 74 LA —%BETIDITRHELRNT
A—E—HRFEBLTVET,

ISAKMP v t—2/37 v F DEZERAL
E

FYRT—=ILAVY—DED2—DSAR
VEHEHMEN T, REBEETLET,

Psec EZVa—IAbANY FABHES NI
=%, REERTLES,

IPsec E2a—JLIZSAZBRELEY,

IPsec EVa—JLIZR L T SPIDEIYETE
BRLFET,

IPsec EVa—/ILM5®D SA BEREZEHLE
L=

REMER (REER) ERRLET,

ISAKMP /84 b DE—F LBAIEHRE KRR
LEF,

RESPONDER LIFETIME ;@41% %1+ T SA O F
mEEELELL,

ISAKMP E¥ 2 —)L& Y IPsec SA DiEEZE R
HELEHMN, SA LT TICHIBRESATLEL
=

ISAKMP /87 b ##ELET,

ISAKMP /37y b 25 L1180, B ZE1T
WEF,

ISAKMP 734y k|2 Payload vy  LEL
f=o

ISAKMP /X4 k RZ Payload #H#R L FEL
f=o

D OEERRLET,

SARAO—FIZEENZTAKR—YILOIE
#RELET,

EIEL NOTIFY RAO—KF DR A T&ER
®LET,

ZIEL1= NOTIFY RAO—RK DR A TREE
®LET,

ISAKMP 23> T —3 3 VIZREENRE
Li=SPIZ&RRLET,

Responder BI{ERFIC. xTAMEBRMN S ZIEL =
Ty MZRIET BRER) S —2RERLE
E

Vendor D R4 A—F#ZELFELT=,

Vendor D R4 A—F ##HEELFELT=,

T {185

199
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

714
715
716
i1

718

719

720
721

722
723
724
725

726

727
728
220
221
223

214

015
036

212
213

713

235
236

243
244
246

247

T 4%

Reset DPD timeout counter %s/%d

Received DPD %s sequence number %d from %s. Expected %d

Last IPsec traffic from %s %d sec

Received heartbeat sequence number %d from %s. Expected %d

Resolve cancel for %s(%s)

DNS response received (id: %u)

NAT-T established: %s
%s NAT was detected

Negotiation request by always—up-sa ignored (%s)

Received UDP keepalive from %s

Sent UDP keepalive to %s

Tunnel update %s: %s

Remove SA %s/%s

Packet discard in IPsec %s

List length %s: %d

IPsec SA for policy %s acquired

IPsec Re—KEY for policy %s for %s

%s mode negotiation packet %s

Received DELETE payload DOI %s / SPI %s

Invalid access-list: %s

Unexpected DPD packet received from %s

Sent ISAKMP information to %s
Received ISAKMP information from %s

IPsec SA expired in ISAKMP module: %08x

Received ISAKMP heartbeat from %s
Sent ISAKMP heartbeat to %s

IPsec SA for policy %s acquired (always—up—sa)

Unknown Cookie for %s mode from %s

FQDN peer %s policy %s address updated to %r (FQDN: %s)

FQDN peer %s policy %s address updated to %R(FQDN: %s)

DPD A LTF7 I bAoA —D) vy kEh
FL 1=

DPD /N7y MZEBEh TS —T U RE
SERRLES,

DPD i [El#485 & U IPsec /X4 FASEIEL 1=
HOBRBHEERRLET,

Heartbeat /87w M ZRBBINTLND L —4
VRABEFSERRLET,

AFI@BREPIELELT,

KRR BBV EDLEICHT ZEEEZIEL
FL 1=

NAT-Traversal DIERMNEESNFEL =,
NAT OFENRHENEL =,

always-up-sa [IZ& A RITL I—L a3 VERE
|ELEL

UDP ¥—TF 75407y hEZIELEL
f=o

UDP ¥—F 754 n\ry b EZELEL

Zo

FoRILAV 23— —RICHTLERER
wLET,

SA BN R M SHIBREhEL =,

IPsec E2a—I)L T/ F DIEESFEL
FlL1=

REPERE L TRIEL TLET—2 YR D
BRBERTLEY,

IPsec EY2—J)L &Y IPsec SADARIT L IT—
avhERINFELT,

IPsec SA MFMITEL =1z . Re-KEY EIfF
EFTWET,

FIT—2avn\ry FEEEICRELE
LT

DELETE R/ O—F#Z{ELFEL T,

IPsec [C{ERTE % Access-list DEEHZ 1=
LTWEEA,

stAEER & YU EANEE S TLVEL DPD
KTy ROEIELEL

ISAKMP Information /84w b Z£EL E L 1=,
ISAKMP Information /X4 v b ZZEL EL 1=,

ISAKMP £ 2 —/)LTEHEL TS IPsec SA
AEWIELEL,

ISAKMP heartbeat /34w b #Z{ELEL 1=,
ISAKMP heartbeat /34y k #3%ELE L 1=,

always—up—sa option WENTH 5 1= IPsec
SADRFITLIT—YavhBEREShFELS,

REND Cookie ZHof=/\r vy b EZELT:
F=OWELFELT,

IPv4 FQDN SfE SN TWWBEFDTFL X%
fRRL, BELELT,

IPv6 FQDN SiE SN TWWBEFDT FL X%
fRRL, BELELT,
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INFO

NOTICE

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

INFO

NOTICE

WARNING

WARNING

ERR

ERR

WARNING

ERR

ERR

ERR

248

226

202

208

209

215

224

233

234

035

038

237

238

239

245

222

039

240

241

242

001

002

003

FQDN address expire on %s policy %s

Delete IPsec SA %08x by DELETE information

Received re—transmission ISAKMP packet from %s

Re-transmission ISAKMP packet to %s

Start Phase-I (%s) negotiation as %s with %s
Start Phase-Il negotiation as %s with %s
Phase-I negotiation succeeded with %s
Phase-II negotiation succeeded with %s
ISAKMP SA created: %s

ISAKMP SA expired: %s

Received INITIAL CONTACT from %s
ISAKMP SA delete: %s

Delete %s SA for %s

Negotiation canceled for never initiate policy

Received RESPONDER LIFETIME from %s

DPD keepalive timed out with %s

Delete ISAKMP SA %s by DELETE information

Received malformed DPD packet from %s: %s

Received malformed heartbeat packet from %s: %s

Keepalive sequence number mismatch %d from %s. Expected %d

Negotiation canceled (Peer hostname is not resolved)

Start to resolve peer host for %s (ID:%u)

%s interface status change: %s

Negotiation started since %s force SA enabled for %s

Unexpected heartbeat packet received from %s

Failed to resolve for %s (Code: %s ID: %d)

Unknown resolving request(ID: %d)

Resolve timeout for FQDN: %s (ID: %d)
Memory allocation failed for %s

No ISAKMP proposal: %s

No IPsec proposal: %s

FQDN S NnfzR ) O —DRREHTF L
AMEESHEL 1=,

DELETE f > 7 #—A— 3 V&2 1=®.
IPsec SA ZHIBRL E£9 .

AN SBENTY FEREBELELE,
SR D DIEENENF=OBEETNEL

Phase-l #3T— a3 VERBLET,
Phase-ll # 3 T —L 3 v &#BBLES,
Phase-l # 3T —> a3 UMETLFELT
Phase-l # 3 I —2 3 UARETLELT=
ISAKMP SA AYER S EL 1=,

ISAKMP SA WESBICK YHIBRShFEL =,
INITIAL CONTACT 2 2fELE L =,
ISAKMP SA ZHIBRL FE L 1=,

BEEEL LAV Z—T z—RIKEDE
EIZfELy | SADHEIBRERITLEL .

AT —ELTHFTELRLRETH
B, IV T—vavERIELELT,

RESPONDER LIFETIME #2{§L £ L 1=,

DPD 2k BF—T 7S AT THALT LM
FELFEL,

DELETE AV 74— *—a v %Rt 1=6.
ISAKMP SA ZHIBRL F9

DPD AL aJLELTEELNRTY FERE
Lf-f-OWELFELT,

Heartbeat 7O kO )L E L TEEL /T Y +
ERIEL-OBELEL,

Keepalive & —4 2V RBENFH L IELEN
=8, Ny b EBRELELT,

SEBDORR FBAVBREN TGO,
FIvIT—vavERIELELT,

MEDORR FBEVEDEERIBLEL

Zo

FYURILAVB—T T —RADRENEELE
L7

Force SA BNEEESN TSz, RdIP T —
avERmLEL,

ZERENSATLEVICEMDDELT
heartbeat /847y FHEIEL FE L 1=,

HEEDHRR FBRVEOERICTS—HH
ELFEL

DNS DIEEIZHIET HENEHENR DM Y
FHATLI,

RFBRNFI A LTI LEL,
AE—DHERICEBLEL,

BESNI- ISAKMP 7 OR—HILARDMY
FH A

BEINT= IPsec TAR—FILANRDOMY F
A,

T {185
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ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

004

005
006
007
008
009

011

012
013
014
016

017

018
019
020
021
022
023
024
025
026
027
028
029
030

031

T 4%

No consistent DH group in aggressive mode

Parameter missing in ISAKMP policy %s (%s)

Parameter missing in ISAKMP proposal %s (%s)

Parameter missing in IPsec policy %s (%s)

Parameter missing in IPsec proposal %s (%s)

Internal data error: %s

Failed to start up: %s

Negotiation abandoned: %s

Unknown Cookie for quick mode from %s

Invalid ISAKMP packet: %s

Negotiation timeout: %s

Packet security error: %s

Padding length error %d / %d

Decrypt failed: %s

No ISAKMP policy for %s as %s

Not enough payload: %s

ID mismatched

Authentication fail

Proposal mismatched

Failed to send packet

Re-KEY failed: %s

Failed to parse payload at %s

Invalid UDP packet: %s

Hash failed: %s

Received unexpected packet: %s

Internal error: IPsec module error %d

Aggressive E— K TEAT S 7 OR—HILD
DH group [EFTRTRIL THITAIEWLTEE
Ao

ISAKMP 7RV & —[ZIh B /85 A— 2 —HE%
EFEShTOWERA,

ISAKMP 7 AR—HILIZRHEL /NS A—F—
NRESATLEE A,

IPsec R O —ICER/INT A—F—DRE
ShTWEEA,

IPsec 7AR—FILIZHELZ/INS A—42—N
BEINTLEEA,

VILD T 7TREBOT—FICFEIREELE
LT

EEICEBRLELR,

ISAKMP 2T IT—2 3 U E#RETEGLVK
BEICHDH, PIELFET,

REND Cookie #$ o1z Quick E—F /347y b
ERELI-OWELEL.

RERINT A= —FFH > 12 ISAKMP /87y
FEZELEEOBELEL,

BERAZER ORI IT—avER
IELFET,

BESEEhTVERENTY FHBESESh
TWEHA, FllF, BSIEEShEHIRETHE
BTy FRESEEShTOET,

ZELEZATYEONT oV TREMESTL

o

&St St ISAKMP /34 v k DES(2kEK
LFELE.

PEER 7 F L RT3 % ISAKMP K1) & —
NREOMY FEHA,

REEMNSZIEL F=/ 3y IBBER(O—
FAEERTLEEA,

D A—BLAGW=HRTLIT— 3 0 ##Ek
TEFEHEA.

A EDETER N ORI I -2y
ERBETEEEA,

TaR—FLA—BLENV ORI T—
avERETEERA.

Ny FEEICKRELIz S, 2T T—
YavERBLEL,

Re-KEY DBAIRICKEL F L =,

ISAKMP /8%y hHIZEENZRA(O—K D
BITICKBLIzf=RTLIT—>a v Eh
LET,

ZIELTZ UDP /7y R DAFRETH o116,
|mELEL

Ny kDY aAEN—BLGEN =180
WELELL,

FHLAEW T Y b EREL-OHWELE
LT

IPsec EVa— L& YAHIS—AEMS
FL 1
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ISAKMP Phase-1 33 T—3 3 > d[2iKEE

ISAKMP Phase-2 3L T —3 3 v H[2iREE

DPD [Z& % Keepalive [CkBILEL Tz, SA &

Heartbeat [Z & % Keepalive IZREIL FE L 1=,

HBRHEI D Keepalive V— VU REEEZZ

ERR 032 Internal error: Phasel state mismatch %s/%d
BEOFENFELEL,
ERR 033 Internal error: Phase2 state mismatch %s/%d
BEOFENFELEL,
ERR 034 DPD keepalive failed with %s
HELFET,
ERR 037 Heartbeat keepalive failed with %s
SAZHELET,
ERR 040 Keepalive sequence No overflowed for %s
ELFEL
7.4.13  |Psec (IPSEC)
MOD : IPSEC

045 M5 : VPN

I5—L~AJL MSGNO

MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

WARNING

ERR

700

701

702

703

704

705

706

707

202

205

208

200

201

203

204

206

207

008

009

001

Processing for IPsec outbound packet

Packet queued: %s
Packet dequeued

Filter check %s/%s: %d/%r[%d]

Filter check %s/%s: %d/%R[%d]

SA search

Using soft expired SA: %08x

SA deletion suspended: %08x

Inbound SPI value allocated: %08x

SA delete requested %s/%08x

Found Non-EPS marker from %s

Create IPsec SA %s/%08x
IPsec SA expired %s/%08x
IPsec SA deleted %s/%08x

SA deleted prior to soft expiration SPIL: %08x / %d sec

Cannot be fragmented

SA MTU updated SPI: %8x/MTU: %ld

Packet queue for SA negotiation is full: %s

SA timeout: %d packet (s)

Memory allocation failed for %s

IPsec MR/ b &L TEHMEZITNE

N7y bR a—(TEEShEL .
NrybFa—nmbBmYHShELT,

IPv4 /34y kS IPsec 7 1 LB —EHIZ—HK
FTEINRARTLET,

IPv6 /84y kH¥ IPsec 7 4 LR —E12—3
FTEINRARTLET,

/X4y M IZERAT % Outbound SA #IEL £

o

Soft expire A = SANMFERAINFELT=,

Expire & 75> 1= IPsec SA WNFERAPTH B 1=
HigMRBEIFEL =,

ISAKMP 2T T —3 3 > D186 Inbound
SPIHEMNRESNFEL =,

ISAKMP E¥ 2 —)L & Y IPsec SA DHIBREE
RKEhEL,

845 FAIZ Non-ESP ¥ —H—h'iEH &h
F LT, ISAKMP /85w & LTREBLET,

IPsec SA MERLFELT=,

IPsec SA AF @Ik YHEIBREINET,

IPsec SA AHIBRENET,

Soft expire IZE T HHTD SA WHIFRShEL

Zo

Ty RIZDF Ey RARESA TV =28,
IS AV METEERATLE,

IPsec SA 29 % MTU AE#FHEhEL .

SAREMFHLD/NT Y ¥ a—hinifz
Oy FEBELELT,

ISAKMP 2T T — 3 VIZkBL ==,
BIEFLICHE>TWW 7y FEBELEL
1=

AT —DERITKBLELE,

T {185
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ZIEL 1= IPsec /37y b D SPHEARED L

Replay INE L HIBTL 1=, /N7y FEHE

NrybORERFT v IICKRBLELE,

ffmEshTWznT AU INEERL 1

bRy M ERIZRBLEL T,
BENEBDFHD AT —IAERTEEEA
ISAKMP - IPsec £ 1 —LEITTF— 42 DEH
IPsec EBDHEPT SAIERTELCH-
fztz. N7y b EWELFELT,

IPsec €Y a—)LM5 ISAKMP £Y 2 —)LA~

IPsec SA DIEFEICKBLFEL =,
N—FOz7DFRICEYBSEDL L IEE

ISAKMP - IPsec £ a2 —LREEED /Ny

RIEM MTU EAEMS Wiz, BRELE

ERR 002 Unknown SPI from %s / %08x

DTHof=F-. WELFELT=,
ERR 003 Replay attack detected

LFELT,
ERR 004 ICV invalid

Nry bEBELEL
ERR 005 Padding invalid: Field value %d / Real length %d

O, NTybEBRELEL,
ERR 006 Failed in tunneling process
ERR 007 Failed to allocate encryption memory: %s

TL1=,
ERR 010 Internal error: Synchronization failed %s

ICEEAFEELELT-.
ERR 011 Unusable SA: %s/%08x
ERR 012 Failed to acquire SA

D SA BERICKBLELT,
ERR 013 Failed to install SA %s/%s
ERR 014 Crypto failed for hardware limitation

SEMNKBLELT=,
ERR 015 Internal error: PF_socket overflow

TJ7—hHANEL,
ERR 016 Invalid MTU value from %r: %s / %d

L=,

71.4.14 DHCP ¥ 547> b (DHCPC)
MOD : DHCPC

04 OFE4E - DHCP

I5—L~AJL MSGNO

MESSAGE

fot

DEBUG

DEBUG

DEBUG
DEBUG
DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

204

400

401

402
403
404

405
406
407
408
409

410

T 4%

%s: State transition to %s

%s: IP address was deleted with no lease info

DHCP client process started
DHCP client process stopped
Read the conf file again

%s: Received DHCP client startup request from NETM

%s: Received DHCP client release request from NETM

%s: State updated in NETM (NEW: %s/Prev: %s)

%s: Event %s invoked in NETM (State: %s)

%s: Retry for %s request occurred in NETM (State: %s)

2

s: Send DHCP client startup request from NETM

FLLREBIZBITLEL .

) —RIEREIHYFBATLELS, PTERL
AIFHBRERFEL =,

DHCP 45 A7 TR ERZRELFEL =,
DHCP 4547 TR EFILLELT,
ERI7AINEBRARAHLET,

DHCP ¥ 547V FFIRERZ NETM D5 R
ITERY E LT

DHCP ¥ 547V FMRINERZ NETM D 5=
ITERY E LT

NETM MERQD DHCP 54 7> b AF— kM
E#HshFELE,

DHCP 95 A 7Y R TARY R EELEL
1=

DHCP ¥ SA 7V DY VIR MIHT BHE
RITMNFELELT

DHCP ¥ 547> FFIRER%Z NETM D 53%
ELEL
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DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

411

412

413

109

118

300

302

303

304

305

306

307

308

309

310

311

312

314

315

001

002

101

103

105

106

107

108

%s:

%s:

%

2)

%s:

%

%s:

%s:

%s:

%:

%s:

%

%

17}

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

@

%]

2]

Send DHCP client release request from NETM

Received address (%s) delete event from NETM

: Received address (%s) add event from NETM

Received BOOTREPLY from %s

Received DHCPACK from %s
Received DHCPOFFER from %s
Received DHCPNAK from %s
Sent DHCPDISCOVER to %s
Sent DHCPREQUEST to %s
Sent DHCPDEGLINE to %s

: Sent DHCPRELEASE to %s

Received DHCPOFFER from %s with unknown id (%d)

Received DHCPNAK from %s with unknown id (%d)

Received DHCPACK from %s with unknown id (%d)

Bound to %s
T1 timer expired
: T2 timer expired

Assigned IP address (%s) is already in use

IP address (%s) deleted due to releasing lease info

: IP address (%s) deleted

DHCP client started

DHCP client stopped

%s: Received DHCPACK with uncertain address (%s) from %s

%s:

%s:

%s:

%s:

: Received DHCPOFFER with uncertain address (%s) from %s

: Received DHCPNAK with uncertain address (%s) from %s

: Received DHCPACK in wrong state (%s) from %s

: No expiry time on offered lease from %s

: Received DHCPNAK in wrong state (%s) from %s

required option "%s (%d)’ was not found in DHCPOFFER from %s

DHCP 754 7 MMERER%E NETM A 3%
ELEL.

7 R L RBIBEA R k& NETM A S Z(TERY
FL 1=

7 RLREBMARY L %ENETM A S Z(TERY
FL 1=

DHCPOFFER /X4y FRICER L =4 T 3
UHREENTLWERATLz, DHCPOFFER
N7y MEWEShELT,

BOOTREPLY /%y & Z{ELFEL T,
BOOTREPLY /¥4y MIBEESINFE LT,

DHCPACK /34y F & ZITERY L 1=,
DHCPOFFER /X%y &2 I(THRY E L 1=,
DHCPNAK /37y 2 RITERY E L =,
DHCPDISCOVER /X7 v k& {ELE L 1=,
DHCPREQUEST /X7y h &#{ELFE L f=,
DHCPDECLINE /X7y &% {E L E L 1=,
DHCPRELEASE /847w b ##{ELFE L 1=,

THEIDD Oy b ERITRY EL T,
DHCPOFFER /X4y k [EZBEE SN E L 1=,

THRLED QN7 b ERITRY FELT,
DHCPNAK /X4y k [EHEShFEL =,

THED Oy b ERITRY FELT=,
DHCPACK /X4 b IFBEESNEL 1=,

HFLOWIPFRLRAZRNYSTELL,
T 24 I—DHRE NI Y E LT,
T2 34 X—HA RGN Y F LT,

BYRLGNF-IP 7R LRI TIZERSH
TWEY,

) —REREFHIBRL ==, IP 7 K L RIZHI
BREnhELL,

IP7RLRIGHIBRESNEL =,
DHCP 4547V hERBBLEL T,
DHCP S5 A 7> h%&EIELFEL T,

BATRBRAL/NTy FEZTRY FE LT
DHCPACK /X% v kM [ZBEE SN EL 1=,

BATRBRAL/N Ty FEZTRY F LT,
DHCPOFFER /4y M IEHEShFEL 1=,

ATRBRAL/NTy FEZTRY FELT -
DHCPACK /X%y M IZBEE SN EL 1=,

DHCP % 5 4 7 > b |3 DHCPACK % ZITH %
REETIEH Y FH A, DHCPACK /845w k&
WEINELT,

—RERFICELWVEBRASH Y FEA,
@ DHCPACK /34w hIFEEE S h, KRR M F
REFERLETS,

DHCP ¥ 5 4 7 k[ DHCPNAK % Z(1H %

KREETIEH Y T A, DHCPNAK /X4 v kIE
WEINFELT,

T {185

205
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WARNING

WARNING

WARNING

WARNING

ERR

ERR

1.4.15

111

113

316

317

003

SNMP (SNMP)

%s: Received DHCPOFFER of the same client IP address from %s

%s: Received DHCPNAK from %s with no lease info

%s: Invalid IP address %r via DHCP protocol received (%s)

%s: Invalid IP address %r via DHCP protocol received (other error: %d)

Failed to start DHCP client

Memory allocation failure (%s, %d)

Y—N—mSELISATURIPFTFLR
% %% D DHCPOFFER #%(TH Y E L =,
DHCPOFFER /N4y h (FBEE SN FE L 1=,

1) —RIEHA LNz, T D DHCPNAK /%
Ty hEBEShELT,

Fi#EYZE P 7R L R%EDHCP AR aLT
ZELELE,

NEBHUBERICKYTENERDNDIP T
KL R%ZDHCP 7R b a)LTRIELFELT=,

DHCP 7547 b ZRIETEEFRATL =
HAEYRERICEBLEL,

MOD : SNMP

nyDEE: 75— ay

IF—LAJb MSGNO MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

002

003

011

013

015

046

048

204

051

052

053

054

055

056

058

059

060

212

213

301

T 4%

Agent is being reconfigured

Agent restarted

Received SNMPv%d packet from %s (type: %s, %d bytes, transid: %d)
Sent SNMPv%d packet to %s (type: %s, %d bytes, transid: %d)

Ready to receive SNMP packets (local port: %s, sd: %d)

Community ¥"%s¥” — traptype %d: %s (%s)

Trapdelay timer %d secs: traptype %d (%s)

MIB registration succeeded: ¥ %s¥”

Registered alarm (id: %d, interval: %d.%03d, flag: %d)
Unregistered alarm (id: %d)

No alarm (id: %d) to unregister

Running alarm (id: %d)

Alarm (id: %d) completed

Scheduled alarm (id: %d) in %d.%03d

No alarm to schedule

Updated alarm (id: %d, interval: %d.%03d, flag: %d)

No alarm (id: %d) to update

SNMP T—2 ¥ AR EDBHRAAHET
WEF,

SNMP T— Y hHEEELEL .
SNMP /37y FEZELFELT,
SNMP /87w b EEELFEL T,

SNMP T— x> A SNMP /8%y + R4ETT
BEREEICZR Y £ L 1=,

SNMP T—Y v FEEDED EHEHRTE
LELE,

SNMP k5 v TR EDHLBFEEHRELEL

MIB A E g EhE LT,
TI3—LEBHELEL,
T7I—LEHIBRLELE,

HIBRT 57 S—LNEDOMYEEATLT .
TI3—LEETLET,
TI—LAEFTENE LT
TI3—LER7Va—)LLELT,

AT a—NLT BT IT—LHBRINYEEA
Tl

TI—LEBEHLEL,
BHIT BT 5 —LNRROMNYERATLL,

lllegal interval (%d.%03d) specified for a repeated alarm (id: %d, flag: %d)f& YR LEITT B 7 T —LIZH L T, FIELH

Registered view ¥"%s¥” (OID: %s, type: %s)

AV E—NILDEESNEL T,
view N EERINFEL -,

Set view access for community ¥ %s¥” (Read: ¥ %s¥”, Write ¥"%s¥”) 7V AAEE/E view N A I 2 =F 4 —~BTE

Ready to receive smux connection; [%r]:%d (sd: %d)

shFEL,

SNMP T—2 2 b AY, smux HEEEREZ2(E
aJREARREICE Y E LT,
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

302

303

305

306

307

308

309

312

313

314

315

316

317

320

321

432

901

042

047

001

005

041

043

014

031

032

Received a trap (type: %d, spec: %d) from peer

Accepted a smux peer [%r]:%d (fd %d)

SNMP T— x> b A smux peer M 5 Trap
Ayt—UEZELFELT,

SNMP T— x> b A% smux peer & DR %
ZIFANFELT,

Denied a smux peer %r:%d (fd %d), max number (%d) of peers already connected

smux peer DI KIEMBME B Z =728, smux
EREREEELE L.

Refused a smux peer: auth failure (oid: %s, password: ¥"%s¥”, descr: ¥ %s¥”)

Failed to build smux message
Sent smux msg (type: %s, fd: %d, reqOID: %s)

Failed to parse variable bindings in smux

Bad variable type (%d) in variable bindings in smux

Disconnected a smux peer (fd: %d)

Starting smux authentication process (oid: %s)
Smux authentication succeeded

Smux connection request receive error (fd: %d)

Smux OpenPDU parse error (fd: %d)

Not received smux OpenPDU (fd: %d)

Received smux OpenPDU from peer (fd: %d)

Received smux RReqPDU on fd %d (oid: %s, prio: %d, ope: %d)
Sent smux ClosePDU on fd %d (reason: %d)

Sent smux RRspPDU on fd %d (prio: %d)

Received smux msg (type: %s, fd: %d)

Smux receive error on fd %d: error %d (%s)

Ready to get SNMP statistics information

ASN1 parse error (%s)

Will not send the trap (type %d: %s) to %s for community ¥”%s¥”

Established Trap—v%d session to [%s], community ¥ %s¥”

Agent started
Agent stopped

Detected a trap event: type %d (%s)

Sent vi%d trap (type: %d, spec: %d) to %s for community ¥ %s¥”

Received unknown type of message: %02X (transid: %d)

Failed to build SNMPv%d PDU

Cannot find element %s to build SNMPv%d PDU

REEICERBL =128, smux ERERETIES
LELE,

smux Ay E—UEBETEFHFATL,
smux A t—U% peer ITEELFELT=,

smux * 2y £— A variable bindings M FEA
BYIcKRBLEL.

smux * £— M variable bindings D HIZ,
TEYZEDOEIEENTVET,

SNMP T—2 £ 2 b AS, smux peer & DR
=YL EL =,

smux BERORIEERBLET,
smux FERTDEREEAREYIL F L 1=,

smux ERBERA Y E—CFEBICRETE
FHATLT,

smux OpenPDU D FRAHERY (LB L EL =,

SNMP T—2 x> k. OpenPDU TIE7ELY
smux Ay E—UFZIELEL,.

smux OpenPDU Z 2L E L =,

smux RRegPDU #2{EL F L 1=,

smux Close PDU Z#{ELFE L 1=,

smux Register Response PDU #%{EL £ L =,
smux Ay E—UFRIELELT,

smux AV E—UFEEICRETEELEAT
L=,

SNMP 4 v — ¥ O#fiHERHA EF AT RE IS 4R
YELI.

ASNT Ay —D DFEARY ITREBLELT-,

A—H—REICEY. HHS v TERE
nEEA.

SNMP k5w FRREXRR FAEFINFEL
1=,

SNMP T—U v FAEEILEL .
SNMPIT—J U bAETLELL,

SNMP S TDREARY hARELEL
b=

SNMP kS IMEEShELL,
KHDRAALTDSNMP /847y EZIELEL

SNMP PDU 28 TEFHATL T,

SNMP PDU 2 EF 516D T—2HAFEL
TWET,

T {185

207
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WARNING 033 Failed to add element %s on building SNMP PDU SNMP PDU ##89 S, T—2ZIBMT
EFFEHATLT=,

WARNING 035 Failed to build SNMP Trap PDU SNMP Trap PDU 2 #ETEE A TL =,

WARNING 036 Cannot find variable bindings to build SNMPv2 Trap PDU SNMPv2 Trap PDU Z &3 5 1= D variable
bindings AR DM Y FH A,

WARNING 050 Improper data was retrieved from the system VRATLOLBBLET—2XEYTEHY
FHA,

WARNING 201 Received unsupported request mode (%d) from %d HR—F SN TVELE—F DO SNMP EXR%
ZELFELT,

WARNING 202 Received unrecognized request mode (%d) from %d KRHDE—FDSNMP EREZZELFELT-,

WARNING 203 Received invalid PDU msg type (%d) REBAYE—RALTDSNMP /Ry &
ZELFELT,

WARNING 205 MIB registration failed: ¥ %s¥” MIB D& FXIZKBL F L 1=,

WARNING 211 Cannot find access control information TOEAGIRICETHRENHY EE A,

WARNING 414 UDP/IPv4 packet receive error on fd %d: error %d (%s) UDP/IPv4 /34y P A ERIZRETEEEA
TL1=,

WARNING 424 UDP/IPv6 packet receive error on fd %d: error %d (%s) UDP/IPv6 /347y F A EERIZRETEEEA
TL71=,

WARNING 433 SNMP packet parse error (%d) from %s SNMP /35y h DERATY IZRBRLEL =,

ERR 004 Detected invalid number of messages: %d BELIEZAYE—SHMFRETT,

ERR 016 Failed to start agent: Improper protocol/port (%s) specified EESNEZETORIL - R—FAFRET
HD1=. SNMP Agent BB TEEEAT
L=,

ERR 017 Failed to start agent: Not supported protocol/port (%s) specified BESNEZETO RO - R— Ak Y

R—kTHBH, SNMP T—U 2 FHE
BTEEHATL

ERR 018 Failed to start agent: Failed to register the specified protocol/port (%s)
BESNERETOR N - R—EAY,
SNMP /87y h ZIERICERTELAA o121
H. SNMP T—C Y FHEBTEELEAT

L=
ERR 049 Failed to access the system resource SRTLEBRIZTVRATEEEA,
ERR 101 Agent is exiting... SNMPT— Y hARERTLET,
7.4.16  DNS ') L— (PDNS)
MOD : PDNS
OJoEE: 77V r—>ay
IZ—LANJ MSGNO MESSAGE =
DEBUG 007 Sent query to %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)
Proxy DNS A lLNVEHhE A v E—U FXEL
FL 71,
DEBUG 008 Sent response to %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)
Proxy DNS MIGZ&E A v —U ##ELFEL =,
DEBUG 009 Received query from %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)
Proxy DNS AAlLVEhE A v —U & RIEL
FL 1=
DEBUG 010 Received response from %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)

Proxy DNS MIG&E A v —U % 2ELFEL =,

208 T {8k
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DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

INFO

027

023

004

005

006

030

036

025

002

012

013

014

015

016

020

021

022

026

028

029

031

Received response error message from %s (reply code=%d, opcode=%d)

Duplicate id (%d) packet from %s

Cache cleared

Static DNS server (%s) added

Dynamic DNS server (%s) added

No authority record found in response from %s

Invalid operation while processing response

Received response from %s with unknown id (%d)

Proxy DNS started
Proxy DNS stopped

Dad TSIG (%s, %d)

Bad operation code (%d) from %s

Wrong query header counts (%s)

Failed to extract domain name from query (%s)

Query message length was short (%s)

Name server count was wrong (%s)

Bad query name (%s) from %s

Query denied (%s)

Max cname number exceeded while processing request from %s

Failed to make query message while processing query from %s

No address for root server while processing request packet from %s

Message format error in received response from %s (%s)

Received response from unexpected server (%s)

Received from lame server (%s)

Maximum referrals exceeded in resolving %s(%s) (DNS client %s)

IS—EAYvE—VERITRYELE, Al
Dr—LY—N—ICBERLEHEET.

CoNTy b EBWEDERD/NNT Y DD
NEELTWET, CONRS Y MIRELE
L=

FryaT—4%9YTLEL
E#H DNS —/—FEBML FEL 1=,
B DNS —N—FEBML EL f=,

CORBEAYE—CDERBLI—FEXRT
EFHATLz, Y—N\—I5—%FELF
ED

ISE Ay £— O MBARICRIEGREAREL
FlLf ¥ —N—IS—%REELET,

TG ID D/ y b #ZITRMY EL Tz, &
BNy MIBESAFEL,

Proxy DNS A\t2&1 L £ L 1=,
Proxy DNS A& T L E L 1=,

TSIGAELLSHYFERBA, SO/Ty ME
WEINFELT,

ARL—=2a3ra—RHAELLHYEEA,
IS—&TRINTY REEELFEL,

JI)—AYE—HNOERENELLHYFE
Bh, T5—%FRI/N\ry rEEELFEL
f=

FWEHEAYE—UHE R AV EZDORE
IZRBLFELIz. T5—%2RI /NNy FEE
ELFELT

HI)—AvE—URMETEET, T5—
ERTINTY R EEELELT,

ANYE—DR—LY—N—HHLELLHYFE
Bho TFT—ERT/NNTy FEHXRELFEL

Zo

FLEHDEESNERZRNEL<HYFEA,
IS—ERINTy bEEBELELL,

BOEbEIFERESNELZ, T5—%2TY
Nry hEELFEL,

ZORWADHEILCNAME RREEBAEL
foo Y—N—IS5—%FELFET,

FWaEHhEREBRIZI) T —DERIZKBKL
FlLf $—N—IS5—%REELFT.

M—hrHY—N"—DF7 L ANHY EFHATL
foo Y—N—IS—%HEELET,

BEAYE—COBANRS>THET, B0
F—LY—N—ITBEHRVEHLELET,

FhEhtE&E o =g —N—TRHRNY—/N—
MBIEEN Ty FEZITRYELR, OIS
BNy MIBELEL,

FHRLEHF—N—DLEEEZTRMY EL
f=o AER—LY—N—IZBERLEHEL
E38

BERBRPICEFSREOLREKEBEZ FL

fzo 9247 MIZRHLTH—N—IT5—
AytEe—TUFERELEL,

T {185
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WARNING 032 Authority name server’s address not found (%s)
WARNING 033 Message length was too short (%s)

WARNING 034 Message from unaccepted server (%s)

WARNING 035 Packet with zero source port received from %s

WARNING 037 Recursive queries for CNAME %s exceeded (DNS client %s)

WARNING 038 Failed to make query message while processing response from %s

ERR 011 Memory allocation failure (%s, %d)

7.4.17  DHCP H-—s3— (DHCPS)

EERR—LY—N—DF7RKLANREOMY FE
BATLEz, CONRTy MIEHEELEL,

AyE—CRNMETEET. CONTY MK
WELEL .

REFHASATOAENYG—/N—D5 Ay
—CEZTRMYELZ, SO/ M IEEE
ELFL

Y—RAR—rB 0Dy T, TO/N

Ty MIEBEELEL R,

CNAME OHIRSHEMNLRRIZKEBX FL 1=,
I53A4AF7VMIRHLTH—N—IT5—2y

T—UEEELEL,

ISELERIZI T ) —DERICKKLEL
feo Y—N—IS—%FEELFELI

AEYHBERICKEBLEL .

MOD : DHCPS
04 OFE4E - DHCP

I5—ULAJb MSGNO MESSAGE

fot

DEBUG 401 Started DHCP Server Process

DEBUG 402 Stopped DHCP Server Process

DEBUG 403 Restarted DHCP Server Process

INFO 101 Received %s message from %s (pool %s)

INFO 102 Sent %s message to %s (pool %s)

INFO 316 Abandoned lease %s was marked as usable

INFO 104 Received message from invalid network client %s (pool %s)
INFO 301 Lease %s expired

INFO 305 Requested lease %s was unavailable

INFO 306 Requested lease %s was unknown

INFO 307 Lease time for %s was updated

INFO 308 Renewal time for %s was updated

INFO 309 Rebinding time for %s was updated

INFO 310 Requested lease %s was fixed for other (pool %s)
INFO 311 Requested lease %s was unavailable (pool %s)
INFO 312 Requested lease %s was out of range (pool %s)
INFO 315 Static lease assgined for clinet %s

INFO 317 Lease %s was out of range

T 4%

DHCP H—N—T Ot R#BEL EL 1=,
DHCP #—/N\—TJ Ot X#FELELFEL T,
DHCP #—N\—T Ot R BREHLEL T,
Ayt—UERELEL,
Ay—UHEEELELT,

WEINY—ILNBE. FIATTREICRYE
LT

EHLERY FT—ODD Ay E—T &2
FL 1=,

U— AR TLEL

L

i

YHOIREEINE)—RIEFEATEETIEH Y
FHATLT

YOIRFENFEY—RBFREIDHLDOTL

Zo

P7RLRY—REALABEHFEINEL,

)—RERERZALTY FBENEH I
FL 1=

—RBHERZA LTV FERNEH A
FL 1=

YOTRbEh-)—REEEBIZHLD Y S
ATV MCEYETORTVET,

YOTRMEN-)—RIIEARRETEH Y
FHATL.

JOITRMShE)—RIEENY L TERESN T
LT

ISATY MZEl) —AMNEESNEL
f=

J—RIEENY S THEENTL =,
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BYLBTERHL TS RFLRZEIYHT
ARG T FLRELTHBELET,

REAVE—UEERLEL,
A9tE—C B L THRBL DHCP /7y k%

FASNTOWEWISATU ML Ayt—

BAGAvE—CERELEL

Y—NR—DHIHELED AV E—DFZELE
KHDF—N—D DAy E—C%2ELE
BYLBTEETIN)—REHWELEL
BYLBTEET I —REHFELERA
%U%TﬂﬁﬁU—Z%T&Tﬁﬁbib
BY B THEER ) —ADNFELFERATL
ISAT U ML TERBED) —ANFEL

PIATU M LEM) —R LB —X

DHCP 4—N\—F Ot ANT TIZEHPTY,
BGMaRBT S —ARELEL,

INFO 313 Leases %s was abandoned )—REWELELT,
INFO 203 Reclaiming abandoned lease %s
NOTICE 001 DHCP Server started DHCP H#—/\—%#E81LE L -,
NOTICE 002 DHCP Server stopped DHCP H—/\—%{EitLEL 1=,
NOTICE 107 Ignored received %s message from %s (pool %s)
WARNING 103 Received DHCP message with unknown type from %s (pool %s)
ZELEL,
WARNING 105 Received message from disallowed client %s (pool %s)
CERELEL,
WARNING 106 Received invalid message from %s (pool %s)
WARNING 108 Received message with different Server ID from %s (pool %s)
L=
WARNING 109 Received unknown Server ID from %s (pool %s)
L7,
WARNING 110 Declined lease %s was abandoned (pool %s)
WARNING 111 Declined lease %s was not found (pool %s)
TL1=
WARNING 202 Used all free leases in pool %s
ERR 201 No free lease in pool %s
f=
ERR 302 Client %s had duplicated leases
FL 1=
ERR 303 Client %s had dynamic and static leases
NEELFELT,
ERR 304 Leases %s conflicted Y—ZhEmELELT=,
ERR 314 Detected duplicate address %s assigned %s BEETRLRAZHRRELEL,
ERR 404 DHCP Server Process running already
ERR 901 Encountered Fatal Internal Error (%s:%4d)
ERR 902 Encountered Internal Error (%s:%4d) RIS —DFRELFELT,
7.4.18  HTTP H—/X— (HTTPS)
MOD : HTTPS

nyNEE: 7S Uy—vay

IF—LAJb MSGNO MESSAGE

=K

DEBUG

INFO

NOTICE

NOTICE

ERR

003

004

001

002

005

Access permitted by acl %s

Access denied by acl %s

HTTP server started
HTTP server stopped

Failed to read acl

TOERRAYAMZ&EY, YE—FRALDT
JEREHFALEL,

TOERYAMZEY, VE—FRALDT
VEREHEELELLE,

HTTP H—/A—HEE& L E L 1=,
HTTP H—/—H T LFEL T
FTOERYRDHEHAHIZKRBELELT,

T {185
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7.4.19  SNTP (NTP)

MOD : NTP

nyOEE: 75— ay

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

NOTICE

NOTICE

INFO

001

002

003

004

005

006

007

008

009

010

011

012

013

014

100

101

102

Faild to open file (%s)

Failed to start ntp client

Failed to fork ntp client

Failed to create pid file

No server can be used, exiting

No valid response from servers

Failed to resolve host %s
getaddrinfo() failed

socket() failed

setsockopt() SO_REUSEADDR failed

bind() failed

Can't find family compatible socket to send ntp packet

Failed to send a packet to server (%s)
Failed to adjust the time of day

NTP client started

NTP client stopped

Time acquired from NTP server (%s)

7.4.20 a3—4— (LOGIN)

NTP S A7 I27A4ILDFA—TVIZRK
LFELz, FRIEABLPFETT,

NTP V547> bDEBIZRBRLFELT,

NTP VS A47 bDT—EVRBIZERRLE
L7

NTP 2547 bOTAERID I7A4ILD
ERITRBLEL,

EEESNNTP H—N—%2FRATEEFAT
L7

BE SN NTP Y—N—m S BULEELH
YEHATLL,

KA+ BDAFBRICKBLEL
getaddrinfo BRBIL F L 1=,

socket BWRBL FEL 1=,

setsockopt AVREXL & L 1=,

bind MEBLEL. HBULIE. NTPKR—F
NI TIZHERASRTT,

NTP /34w F &£ B -ODEBREDH LT F
|/:7x77 SY—2ROFBHIENTEEE
NTP /34w k D#EITKBLEL =,
BZIDREICERBLEL =,

NTP 9547 hABELELT,

NTP 9SA7U AT LELT,

NTP H—/N—M o mG L F-BEZERELFEL
1=

MOD : LOGIN

nyDEE: 75— ay

IZ—L~AJ MSGNO

MESSAGE

B

NOTICE

NOTICE

NOTICE

NOTICE

001

002

003

004

212 T {8k

Login succeeded (%s from %s)
Login failed (%s from %s)

Login failed (Unknown user: %s from %s)

Logout (%s)

A—HF—DRITAVIZRHMLEL.
aA—H—has 4 UIzkBKLELE,

ERIhTOELWI—F—AAT A UIZkK
LELE,

A—H—MNas7orLELL,
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1.4.21

AT L (SYSTH)

MOD :

SYSTM

OJDERE: VAT L

IZ—LAJ MSGNO

MESSAGE

B

NOTICE
NOTICE
NOTICE

NOTICE

1.4.22

001

002

003

004

System started
Clock was set manually
Timezone was set

Timezone was set back to default

URL 7 1 JL&— (UFLT)

DRTLNEFLEL L,
KEORFINFHTHRESAEL,
HEBORA LS —VHEBEEShFELT,

HEEDZALT—URTIHINIRENE
LT

MOD :

UFLT

OJDBEE: 2747 0+—)L

IZ—LAJ MSGNO

MESSAGE

B

FHAURL T L2 —L—L&E—BL 11

FFATURL 7 4 LA—)L—)LE—BL ==,

—Hd 5 URL 7 4 LA —IL—ILHBFEEL KW
=&, Nry FEBELELT

URL 7 1 LA—DERICShELT,

URL 7 1 LA—DESICESNFEL T,

REFAURL 7 4 L A—IL—LE—BL =1

AT URL 7 A LA —IL—)LE—BL ==,

DEBUG 020 BLOCKED: matched with %s %s %r —> %r on %s
H. Ny bEBRELEL.
DEBUG 021 PASSED: matched with %s %s %r —> %r on %s
Nry hzEBBSEEL,
DEBUG 022 BLOCKED: %r —> %r on %s (implicit deny rule)
NOTICE 001 URL Filter enabled
NOTICE 002 URL Filter disabled
NOTICE 010 BLOCKED: matched with %s %s %r —> %r on %s
O, RNy EBRELEL
NOTICE 011 PASSED: matched with %s %s %r —> %r on %s
Nry bEBEBRESEEL,
7.4.23  DoS #tH (IDS)
MOD : IDS

OJDBEE: 2747 0+—)L

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

700

701

702

703

704

705

706

Clear attack event: %s
Failed to add event tree (%s) : %s %r —> %r (%s, %s)

Add event entry (%s) : %s %r —> %r (%s, %s, count=%u)

Remove event entry (%s) : %s %r —> %r (%s, %s, count=%u)

Add timeout entry (%s): %s %r —> %r (%s, %s, count=%u)

Remove timeout entry (%s): %s %r —=> %r (%s, %s, count=%u)

Exceed threshold (%s): %s %r —> %r (%s, %s, count=%u, interval=%u)

TRy VERNAESINELT,

TR VAR FDBMIZEKBLEL,
TEAYIARU FEBMLELT,
TREAYDARY FHIBRLFEL =,
BALTIORARY RZEEBMLEL .
BALTIRARY FZHIBRLELT .

TEAYIARY P REBPALEVMEZTEBR
F L1,

T {185
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DEBUG 707 Exceed max event counter (%s): %s %r —> %r (%s, %s, count=%u)
NOTICE 010 IDS enabled

NOTICE 011 IDS disabled

NOTICE 012 IDS type enabled: %s

NOTICE 013 IDS type disabled: %s

NOTICE 014 Attack start: %s %r —> %r (%s, %s)

NOTICE 015 Attack finish: %s %r —> %r (%s, %s)

NOTICE 016 Detect attack: %s %r —> %r (%s, %s)

NOTICE 017 BLOCKED: Detect attack: %s %r —> %r (%s, %s)
ERR 001 Memory allocation failed for %s

ERR 002 Removed unknown type timeout

1.4.24 {REFORILLEZ—T—R (TUN)

FTEIVITARNY FEDARKAAY FHEBZ
FL 1=

DS BEMITHEY FL 1=,
IDS NEIIZIEY F L 1=,
T2y IR IDS NEHICHYFELT,
T2y YR IDS BMEMITHEY EL T,
TRy IMEIBLEL,
TRAYINETLELT,
TEYIERHELELL,

TEAYIERBLE Oy FEBELE
LT

AT —DHERICKBLELE,

RHDEIALT 2 ARy FHEIBREShEL
f=o

MOD : TUN
A5 OFE5E - VPN

I5—ULAJb MSGNO MESSAGE

fot

DEBUG 701 %s : Tunneling address information erased
DEBUG 704 %s : Tunneling address information setup finished
DEBUG 705 %s : Start setup tunnel information (%s)
INFO 001 %s : Tunnel interface created

INFO 002 %s : Tunnel interface deleted

INFO 003 %s : Configured for %s tunnel

INFO 004 %s : Tunneling %s %s address configured %s
INFO 005 %s : Tunneling %s %s address cleared

INFO 006 %s : Operational status up

INFO 007 %s : Operational status down

INFO 010 %s : Tunneling %s hostname configured %s
INFO 011 %s : Tunneling %s hostname cleared

INFO 023 %s : Packet discarded (%s)

INFO 030 %s : DFbit configured for %s

INFO 031 %s : DFbit configuration cleared for %s

T 4%

FURILOBERINEESNELT.

b U RIVIEROFREICHIILEL =,
bR ILVEROERERELEL 1=,
FoRILAD A= 2 —RADMERLSNEL

Zo

FoRILAV 3= 2 —ZADEIBREShEL
T=o

FoRLAVB—TI—ADE—FARES
nELT =,

FoRYOTIZAVR T RLANRESKE
L=,

FoRYUTICAVWST RL ROBREMNEE
EhEJ,

FoRILAV =T —ADBEMITHYEL

Zo

FURILAVB—D T —ADEMICHYEL
f=o

FoRYUTICAVSKRRAFENRESNE
LT

FUoRYUTIZAVSHRRA MENEESNE

o

IPsec R 1) O—MREDOMSEM o T=f=H/8
Ty RDBBEISNELT

koRILA2 2 —T 2—RO DFbit (CET S
EENERESNEL -,

ko RILA2 B —T T —RD DFbit IZEAT 3
EEAN VYT EINFELT,
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PR AVB—TI—ADE—RHBHYT
FoRILAUB—DT T —RAD MTU AEH &
P RILAVB—D T —AD MSS BNEFH &
Interface AE{EATREAKAE TIZ ALV
FEX1—MAr—N"—TB—LFEL].
FURILAVA—TI—RITHEEINTND
BRT7RFLREH DAV 2—T 1 —ANRD
ZELRIVDTRTY DT RLAD LY
FILE—BLIBEW=OICHELELT:,
RELRYIT Ty MICHESHY F
ZEFRIDITRTYEDTRLAN LY
FILE—BLIBEW=OICHELELT:,
DFbit ICBY BEREICEENROMY FL 1=,
FURILT R L REROBEICKBLEL

VHRILT R L REROBEICKERLEL
kYR F AT IEDHIREZ B
RSAN—ICTS—IRELIzIzH/ 7y +
FURYVTT7RLRADOBREICKKLEL

FORILAVE—T2—RDT KL ABFRE

TORALREYIADT 2y FICKBLE
FoRWAB—T T —ADERIZKEKL F
FURLAUB—D T —ADHIRICKELE

FORLAVB—T I —RADEHIZELKRLE

INFO 032 %s : Tunnel mode configuration cleard
ShELT,
INFO 033 %s : Interface MTU updated %d
nFELI
INFO 034 %s : Interface MSS updated %d
nFELI
NOTICE 013 %s : Packet discarded (%s)
7Y MDBEShFEL,
WARNING 016 %s : Receive queue overflowed
WARNING 017 %s : Tunneling source %s address was not found on own interfaces
MY FEFEATLT
WARNING 019 %s : Tunnel packet discarded (address missmatch) src:%s dst:%s
WARNING 020 %s : Tunnel packet from %s wrong (%s)
WARNING 028 %s : Tunnel packet discarded (%s address missmatch) %s
WARNING 029 %s : DFbit configuration of the interface strange (%s)
ERR 008 %s : Installing %s address failed (%s)
T=o
ERR 009 %s : Uninstalling %s %s address failed (%s) ~
T=o
ERR 012 %s : Tunnel packet nested %d times exceeding nest limit
AZFLT,
ERR 014 %s : Packet discarded (%s)
NRESIhFELT,
ERR 015 %s : Setting tunnel address failed (%s)
T=o
ERR 018 %s : %s %s
7.
ERR 021 %s : Memory allocation failed (%s) AEYDRBEICKBLEL,
ERR 022 %s : Attach to %s protocol stack failed (%s)
LT
ERR 025 %s : Tunnel interface creation failed (%s)
LT
ERR 026 %s : Tunnel interface delete failed (%s)
LT
ERR 027 %s : Tunnel information update failed (%s)
LT
7.4.25 JUw¥ (IRB)
MOD : IRB

AJDEH: TYv

IF—LAJb MSGNO MESSAGE

Bk

DEBUG

DEBUG

104

105

bridge—group %d : dynamic FDB entry learned(%s w/ %s)

bridge—group %d : dynamic FDB entry deleted(%s w/ %s)

Dynamic FDB T by —Z £/ LEL =,

BHEIMICHEEL-FDBIY b —FHIBRLE
L=

T {185
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DEBUG

DEBUG

DEBUG

INFO
INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
NOTICE
NOTICE
NOTICE

NOTICE

WARNING

ERR

1.4.26

109

201

302

003

004

005

006

007

008

101

102

301

001

002

107

108

106

bridge—group %d : %d of dynamic FDB entries ageout

MAC filter rule hits : %s

bridge—group %d : %d of bridge cache(s) ageout

%s : BVI interface created
%s : BVI interface deleted
bridge—group %d created
bridge—group %d deleted

%s : join in bridge—group %d

%s : break away from bridge—group %d

%s on bridge—group %d static FDB entry added
%s on bridge—group %d, static FDB entry deleted
bridge—group %d : filter cache entries cleared(%s)
Integrated Routing Bridge was enabled
Integrated Routing Bridge was disabled
bridge—group %d : all FDB entries cleard

bridge—group %d : all dynamic FDB entries flushed

bridge—group %d : FDB entries size limited

Internal error : FDB entry add failed(%s on bridge—group %d)

UPnP (UPNPD)

Dynamic FDB T b =D 2 A LT LE
L7

Frame & MAC filter rule M—E L &L =,

TUwSxryandAL7oMLEL
Tz

BVIf 22—z —R&EEBLFELT,
BVIf»4—Jx—R%EHIBRLELT,
TNySHTNL—TE#HERLELT
TSI L—TEHIBRLEL T,

TNyST =T~ B—Tz—R%EEM
LEL,

TNySHTN—ThbA28—T7 x—R%H|
BRLEL.

Static FDB L2 b —ZH/EL FL 1=
Static FDB T ) —ZHIBRL E L 1=,
TVwoFxvwias P YT7LELT,
IRBED a—IAFEMITHY FELT,
IRBEZD a—ILAEMITHYE LT
FTRTOFDBIY b —%HIBRLELT,

BEMICEELFDBIY Y —%F R THI
BRLFELT

FOBIY b ) —#MERISELEL,

Static FDB TV k) —ZEBMTEFEHATL
b=

MOD : UPNPD

OJDBEE: 2747 0+—)L

IF—LAJb MSGNO MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

700

702

703

705

706

707

708

709

710

71

712

73

T 4%

%d active incoming HTTP connections

UPnP permission rule %d matched : port mapping %s

No permission rule matched : accept by default (n_perms=%d)

Set nextnatpmptoclean_timestamp to %u
Failed to send packet (%s)

HTTP listening on port %d

Received signal %d, good—bye

Failed to broadcast good—bye notifications
Listening for NAT-PMP traffic on port %u
HTTP connection from %r:%d

HTTP REQUEST : %s %s (%s)

SOAPAction: %s

FOTA4THHTTPARI L avhFEELT
WET,

FA SNz R— b YEL T IL—ILTY,

S TOWELWR—FIYEY Y IL—ILT

o

REDZA LT FEEERELEL=,
Ny b OBEEITEBLELR,

HTTP bR 1T ZBRL EL 1=,
DUFIVEZELEED. BTLET,
SSDP good-bye MXfEITKEL EL 1=,
NAT-PMP D5 21+ &L FEL =,
HTTP [CHEft s hE L 1=,

HTTP Request #Z{EL FE L 1=,

SOAP 7o avERELELE,
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DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

714

100

101

104

105

106

107

110

117

122

123

124

125

127

129

130

131

132

133

134

136

102

103

108

109

111

119

120

121

128

135

System uptime is %d seconds
SSDP M-SEARCH from %r:%d

Invalid SSDP M-SEARCH from %r:%d

AddPortMapping: external port %hu to %s:%hu protocol %s for: %s

System uptime ZER#BL £ L 1=,
SSDP M-SEARCH #2{EL £ L 1=,
FIE7; SSDP M-SEARCH #2{EL FE L 1=,

R—FTYEVTIL—ILOEMEREZEL
FL 1=

GetSpecificPortMappingEntry: rhost="%s’ %s %s found => %s:%u (%lu) desc="%s’

DeletePortMapping: external port: %hu, protocol: %s

GetGenericPortMappingEntry: index=%d

Send UPnPError %d: %s
No SOAPAction in HTTP headers

Redirection permission check failed for %hu—>%s:%hu %s

Ignoring redirect request as it matches existing redirect

Port %hu protocol %s already redirected to %s:%hu

Redirecting port %hu to %s:%hu protocol %s (%lu) for: %s
Removing redirect rule port %hu %s
NAT-PMP request received from %r:%hu %dbytes

NAT-PMP public address request

NAT-PMP port mapping request : %hu—>%s:%hu %s lifetime=%us

NAT-PMP %s port %hu mapping removed

Port %hu %s already redirected to %s:%hu, replacing

Expired NAT-PMP mapping port %hu %s removed

Failed to send SSDP announce
Unknown udp packet received from %r:%d

Client %r tried to redirect port to %s

QueryStateVariable: Unknown: %s

SoapMethod: Unknown: %s

Failed to remove port mapping

%s not found, responding ERROR 404

SUBSCRIBE was not supported yet.

Unsupported HTTP Command %s

Removed %d unused rules

No address associated with rule

R—bRYE T IL—ILOBMBEREZEL
FL1=,

R—bRYEVTIL—ILOHIBREREZIEL
FlL1

R—bRYEYTIL—ILOREBEREZEL
FL1=

UPnP T5—%#ELFELT
SOAP 7V avhEFEFATLWERATLT,

FASAhTOWEREWR—rIYEYTIL—ILE
HELKLSELFEL,

FTCIZHEET B R—rIVELTIL—ILER
CREFEMLELS ELELE,

FTTIZHET B R—rIVELTIL—ILER
CLR—+rBESZEBMLKESELELT,

R—bkIvELTIL—LEEBMLET,
R—brTvELTIL—ILEHIBRLET,
NAT-PMP ) VT X & ZELFEL =,
NRIJYIFTRLRERERZELEL,

R—bTyE T IL—ILOEMEREZEL
FL 1=

R—brRYEVTIL—ILEBIBRLELT,

T TIZHET B R—FrIYELTIL—ILER
CREFEMLELS ELELE,

BALT IR LEZR—bTYEYTIL—ILE
HIBRLEL 1=,

SSDP 7+ U REFEETEFEHATLL,
TIEUDP N7y b EZELELT,

REETPTRLRAEFELDIPTRLRAD
R—bTvE T IL—IBNBERESNELT=,

FIEZ; QueryStateVariable /185 A—4 —% %
BLEL

TREWRSOAP 74U avEZELFEL,

R—rRYEVTIL—ILOBIRIZRBLEL
=

BFELLBWVWURLEFERSNFEL T,

F 712 SUBSCRIBE ERIFHHR—k L TLEE
Ao

KD HTTP ATV FEZELELT,

FRALTWELWR—FTYEY S IL—ILEH]
BRLEL=.

BESNEP7Z7RLRICEELEL—ILIE
FELEEA,

T {185
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WARNING 050 Failed to add multicast membership for address %r

WARNING 051 Truncated output

WARNING 052 Unexpected HTTP state: %d

WARNING 053 Discarding NAT-PMP request (too short) %dBytes

WARNING 054 Unsupported NAT-PMP version : %u

WARNING 055 Failed to remove NAT-PMP mapping eport %hu, protocol %s

WARNING 056 Failed to add NAT-PMP %hu %s—>%s:%hu "%s’

WARNING 057 Failed to send NAT-PMP packet: sent only %d bytes out of %d

WARNING 058 Failed to cleaning expired NAT-PMP mappings

WARNING 059 Failed to receive %s

WARNING 060 Failed to send %s

ERR 001 Memory allocation failed for %s

ERR 002 Internal error: %s

ERR 003 Failed to open pidfile for writing %s

ERR 004 Failed to write to pidfile %s

ERR 005 Failed to get IP address for interface %s

ERR 006 Failed to convert hostname "%s’ to IP address
ERR 007 Failed to get data for interface %s

ERR 008 Failed to update UPnP configuration

7.4.21 543 =% DNS (DDNS)

ILFEXRANTIL—TICEBMTEFTFRAT
L=,

YA XA —NR—2&Y, T—2HRITT-KE
TREELFEL,

HTTP DA FHAL ZaLVKREICAR Y £ L 1=,

YA XMWINS G Efz0. 7y P EHEL
FL 1=

HHR— bk LTULEEL/A—2 3 20D NAT-PMP
Ny hE2ELFEL

R—bRYEVTIL—ILOEIRIZARKLEL
Tz

R—bwvELTIL—LDEMIZKELEL
1=,

—BOT—2LMEETEEFATLT

R—=bRYEYTIL—LDH Y —=2 T2k
BMLEL:=.

Ny b DREICKBLELR,

Ny b OBEEITKBLELR,
AEY—DERICKBLELT,
RNEI TS —AFEELELT=,

PD 77 AILERK CENTEFEATLT=,

PID 77 A ILICIEREZEEAL Z ENTESE
HATLE,

AV BA—Tz—ANSIP7RLRAERET
EFEFHATLT =,

RAMBZEIPT7RLRICEBRTEEFLEAT
L7

A=D1 —ADEREMFITEELAT
LT

AV I49L—2a v I 7 M ILDBEHFIZEK
LFELT,

MOD : DDNS
ny0EE: 7S Uy—vay

IF—LAJb MSGNO MESSAGE

=K

NOTICE 001 Updating IP address of %s
NOTICE 002 Status: %s
NOTICE 003 Failed to communicate with server

T 4%

HALFIYIDNSH—N—[ZIPFKELRAD
BHETVET,

BHICKT B4 4 F 2 v 9 DNS H—/3—h
SOREERRLET,

HA4F 395 DNSH—N—LDBIEITEK
LFELE,
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