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CREATE | PSEC PCQLI CY=vpncli | NT=ppp0 ACTI ON=I PSEC KEYMAN=I SAKMP BUNDLE=1
PEER=DYNAM C 0O

SET | PSEC POLI Cy=vpncli LAD=192.168.10.0 LMA=255. 255. 255.0
RNAME=cl i ent name [J

O0oOoovePNOOOOOOOOOOOOOOOOOOO0OO0OO0O0O0OoOO0O0O0000ooOooOO000o
000000000000 O0O0O0O0O0OPEERADDRESSO OO0 OOOOOOOOOOOOOOOOOOO
00000000 LADDRESSOOUOOO LNAMEO OOOOOOO 2IDO0O0O0O0OOO
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ooooooo

CREATE | PSEC PCQLI CY=vpncli | NT=ppp0 ACTI ON=I PSEC KEYMAN=I SAKMP BUNDLE=1
PEER=1.1.1.1 O

SET | PSEC POLI Cy=vpncli LNAVE=cli ent nane RAD=192. 168. 10.0
RVA=255. 255. 255. 0 O

0O D000D00D00oooon ISAKMP/IKED Aggressive DO 0000 XAUTHOOOOOODOOOOOO
gooooooooooooooooao

s J00VPNOOOOOOOOOOOOOO0OO0O000000000 IPsecO0O0O00O0D0OODOOOOO
O00o0ooooo0ooooooooo0ooooo0oooooooo0oo0o0d LNAMEDO RNAMED OO
0000000000000300000000OclientlOclient20client30 0000000000000
IPsec0 000000000000 DODO0O0O0O00000OOOBUNDLEDOODOOOOOOOOOOODO
ooooooooooooo0ooooooooooobo0 LNAMEOODOOOOODOO

CREATE | PSEC PCLI CY=v1 | NT=ppp0 ACTI ON=I PSEC KEYMAN=I SAKMP BUNDLE=1
PEER=DYNAM C [

SET | PSEC POLI CY=v1l LAD=192. 168. 10. 0 LMA=255. 255. 255. 0 RNAME=clientl O

CREATE | PSEC PCLI CY=v2 | NT=ppp0 ACTI ON=I PSEC KEYMAN=I SAKMP BUNDLE=1
PEER=DYNAM C [

SET | PSEC POLI CY=v2 LAD=192. 168. 10. 0 LMA=255. 255. 255. 0 RNAME=client2 O

CREATE | PSEC PCLI CY=v3 | NT=ppp0 ACTI ON=I PSEC KEYMAN=I SAKMP BUNDLE=1
PEER=DYNAM C 0

SET | PSEC POLI CY=v3 LAD=192. 168. 10. 0 LMA=255. 255. 255. 0 RNAME=client3 [

s 0000000000000 000000000000000000OLADDRESSO0OOO0OOO
0000000000000 O0O0O00ORADDRESSO OO0 IPsec 00000 OPEERADDRESSO OO
0000ooooo0oooooooo0o0 AOVPNOOOOOOOO IPODOOOOOOOOOOOOOO
OVPNOOOOOOOO LANAOOOOOOOOODOO

VPNO O DOOO

IPsecDOO00OO0OD0OOO0OOO

Fom oo ! OO00OO0OAOVPNOOOOOOOOWPOOOOOO
LAN A

192.168.10.0/24
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ooooooo

CREATE | PSEC PCLI CY=vpn | NT=ppp0 ACTI ON=I PSEC KEYMAN=I SAKMP BUNDLE=2
PEER=1.2.3.4 [
SET |1 PSEC PCLI CY=vpn LAD=1.1.1.1 RAD=1.2.3.4 [

O0oO0o0oompppOl 00000 IPOOOODOODOOODOODOOOD 112100000000 1234
O000O00000o0ooooo200 IPsec0 000000000 IPsecOOd 1234000000000
pppOl 0000 IPsecO0000OO0OOOOOODOODOOD200000000000000000O00OO
oooooooooooooooooooooooonD 123400000000 111100000000
ooooooooood

0 SAO00000O0O000000000000O000SAODOO0ODOOOOOOUOODOo

s J00000000000000000000000000L2TPOOOODODOOOODOODO0O0O00O
O000oo0o0oooooooooOo00ooD L2ZTPVPNOOOOOO

L2TPO 000000 OPPPOOONO
O ppplUdpppll 00O

gOonogA 1.1.1.1% 2222 00O0O0OB

L2TPO 0000 == —
01.1.1.1:1701/udpd 2.2.2.2:1701/udpO g-—-—=-=--- !
LAN A LANAOBOOOOODOOOOOD LAN B
192.168.10.0/24 OpoooOoOoOOoOOOOOOOO 192.168.20.0/24
IPX network 10 IPX network 20

0000000000 AOBOD L2ZTPOOOOOOOOOOLANAOBOOOOOIPO IPXOOOOO
ooooooOoooL2TPO PPPOOOOOOOOOOOOOOODOOOODOOOODOOOOOOOOOO
o00oooooooooooooooooooooLL2TPOO0O0DOOOOOOOOOOOO0OOOOO0OO
O0oooooOod IPsecOO0O0OOO

L2TPO0000O0O0OO0O0OOOO0 AOBOO UbPOOOOOOOODOOOOO 1701000000001
01000000000000000000000000O IPsecOO0O0O0 L2ZTPOOOOODOOOO
oooooooooo

IPsec CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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ooooooo

L2TPO000O00O0ODOPPPOOONO
O ppplUdpppll 00O

gOonogA 1.1.1.1% 2222 00O0O0OB

— IPsecOD OO O0OOL2ZTPOOOODO = —
Fom oo ' [01.1.1.1:1701/udp0 2.2.2.2:1701/udp0 1~ — — — = = — !

LAN A LANAOBOOOOODOOOOOD LAN B
192.168.10.0/24 QpsecO0O 00O OOOOODOO0O 192.168.20.0/24
IPX network 10 IPX network 20

CREATE | PSEC PCLI CY=I 2 | NT=ppp0 ACTI ON=I PSEC KEYMAN=I SAKMP BUNDLE=3
PEER=2.2.2.2 [

SET |1 PSEC PCLI CY=vpn LAD=1.1.1.1 LPORT=1701 RAD=2.2.2.2 RPORT=1701
TRANSPORT=UDP [

O0ooooompppo0d0OOOIPOOODOOOOOODOODOOO 1111000000 17010000
0002222000000 17010 UDPOOOO0OOOOODOOOOOODOO300O IPsecOOOdnODO
OO0O00 IPsecO 0 2222000000000ppp0 00000 IPsecOd0O0O0OO0OOOOOOODODO
oo3oU0oo0ooooooooooooooooUoooUooUoOo0ooUoOooUooOoo
22220000000 170100000000 11110000000 1700 00OoOoooubPOOOOO
ooooooooooooon

m 00000000000000000OInet000000O00IPsec00000DO0ODO0OOOOODO
oooooooooooo0oooOooooooooooooobooOoooooboOoooooo0oooD 1000
IPsecO00 000000000000 O00OOOOOOOODOOOOOODODOOOOOOOOOOOOOOO
O000ooooo000ooooo0o00oooooooogglIPsecO00DOOOOOOOOOOOOO
cooooooobooooooooooooooboboooooooobooooboooooOooobooboooon

CREATE | PSEC PCLI CY=i net | NT=ppp0 ACTI ONFPERM T [

s SPDOCOO0OOOOOOOOOOOO0O0OO0OOO0OO00O00O0O0OOO0OOOOOOOOOO0OO
cooooooobooooooooboooooobobooooooooooooboooooOooooboooon
cooooooobooooooooboooooobobooooooooooooboooooOooooboooon
000000000000 0000DENYOOODODOOOOO0O0DODO0O0O00O0OIPsecOOOOOOOO
O00oooo0oooooo0o0oo0o00oo0o0O0OoOOPERMITOOOOOOODOOODOOOO

m SPDOOOOOOOOOO SHOWIPSECPOLICYDDOOO%OOOOOOOOOOOO

SHOW | PSEC POLI CY O

s (000000000000 O0OOPOLICYOODOOOOODOOOOODOOODOODOO
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ooooooo

SHOW | PSEC POLI CY=vpn 0O

O0o00oo0oOIPsecOD0OOOOSAOODODOOODOODOOOOODOOODOOO

SA0O0O0OO

SAO0000O00O0000O0O0O0O0O0O0O0O0DO0OOoSADODOOOOOoDoOOooOoooOO
O00O0SPIOOO0OOOOSADDOOODO CREATE IPSEC SASPECIFICATION D OOOO430000
ooooooolooSsAfU0OO0O0OO0oOoU0oOOoO0oOOo0oOo0oDlo0ooooooooooooo
cooooooobooooooooooooooboboooooooobooooboooooOooobooboooon
000100000000 o000o0oooooooooom

CREATE | PSEC SASPECI FI CATI ON=spec-i d KEYMANAGEMENT={I SAKMP|MANUAL }
PROTOCOL={AH|COVP|ESP} [ MODE={TRANSPORT|TUNNEL}] al gorithns... Kkeys...
spis... O

pcooooooooooo

m JO00ESPOOOOOOOOOOOOOOOOOOO SAOOOOODIOO0OOOOOOESPOOOO
O00O0O0O0OUOOO0OOUOOENCALGDOOUOOOOODOOOHASHALGOOOOOOOODOOOMODE
0000000000000000000000000 SPIO ISAKMP/IKEDODODOOODOOOOOOO
oooooogo

CREATE | PSEC SASPEC=1 KEYNMAN=I SAKMP PROTO=ESP ENCALG=DES HASHALG=SHA [
m ESPO00O00O0O0O00O0000O0O00000000000O0NULLOOOOOO0OOO0O0O0OO

Ooo0oo0ooooooo0oooooo0o0oobESODOOO0OOOO0ODOO0OOoOOLOOoDOOoOoOo
ooooooooood

CREATE | PSEC SASPEC=1 KEYNMAN=I SAKMP PROTO=ESP ENCALG=DES HASHALG=NULL O

Oo0ooO0ooOoooUoONULLOOOO0OOO0OO0O0oO0ooo0o0o0o0ooobO0o0oUoESPOO
ooooogoooo

CREATE | PSEC SASPEC=1 KEYMAN=I SAKMP PROTO=ESP ENCALG=NULL HASHALG=SHA 0

0O ENCALGO HASHALGUOUOO NULLOOOOOOOOOOOOOO

m JO000ESPOOOOOOOOOOOOOOOOOOO SAODOOOOIOODO0O0OOOOOOOOOOO
OUOOOOOENCKEYMMOOOOHASHKEYODOO OO SPIDOUTSPILO O OO SPIOINSPIDOOOO
O0O00O000O0O0OO0OINSPIO OUTSPIODOOO IPsecO 000000 OOOOOOOOOOOO
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ooooooo

CREATE | PSEC SASPEC=1 KEYMAN=MANUAL PROTO=ESP ENCALG=DES HASHALG=SHA
ENCKEY=1 HASHKEY=2 | NSPI =1000 OUTSPI =1001 O

m JO000 AHOOOOOOOOOOOOOOO SAODO0OOO200000000AHOODOOOOOO
O0O00O0O00OOHASHALGOOOOOOOOOoOoMODEOOOOUOOOOOOOoOoOooooooo
00000 SPID ISAKMP/IKEO OO OOOOOOOOOODOOODOOOOO

CREATE | PSEC SASPEC=2 KEYMAN=I SAKMP PROTO-AH HASHALG=SHA [
s J000AHOOOOOOOOOOOOOO0O SA0O00O0020000o0ooooooooooooo

OHASHKEYO OO OO SPIDOUTSPILD O OO SPIODINSPID DO O0O0O0DOOOODOOODOOOOINSPI
O OUTSPIOOOO IPsecOOOO0UIOOOOOOOOOOOOOO

CREATE | PSEC SASPEC=2 KEYMAN=MANUAL PROTO=AH HASHALG=SHA HASHKEY=2
I NSPI =2000 OQUTSPI =2001 O
m 0000 IPCompOO00OOOOOOOOO SADOOOO3OOOOOOOIPCompOOOO

OooooooooooLZsoooooooooooon

CREATE | PSEC SASPEC=3 KEYMAN=I SAKMP PROTO=COWP COVPALG=LZS [

O IPComp0000000000O0O00O0O0O0OO0OOOOOOOOOOOOOUODOOOO 1000000000
000000000 SETENCOSWOOUOmMOUoOoooo 3500000 STACCHANNELSOOOOOO
goooooooooobooooboooooooobooboooooooooooooooooooooogon
gooooooobooooOoO0O0O0O0OOOO0OO0OO0O0OO0OOOO00O0O000O0O00O0O0O0O0O0O0O0O0O0O00O0MO

SET ENCO SW STACCHANNELS=1 [

s JO000OIPCompOO0O0O00O0O0O0O0OOOO SAODOOOO30O0O0O0O0OOO

CREATE | PSEC SASPEC=3 KEYMAN=MANUAL PROTO=COWP COVPALG=LZS [

m SAOO00O000O00O0OSHOW IPSECSASPECIFICATIOND OO0 1000000000000

SHOW | PSEC SASPECI FI CATI ON [
SHOW | PSEC SASPECI FI CATI ON=1 [

m SAO0O0O0OO0OOO0OO00O00 SAOOOO SHOWIPSECSADOOOOD104000000000
ooo

SHOW | PSEC SA [
SHOW | PSEC SA=1 [
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ooooooo

oooooggo

Oo0oooooUoooooooooUoUoUOo SAO0oOoOoOoOoooOoooooOoooooDoo
ooooooOoooooooooooooooooooOobooooOoUooooOo0 1o0booooooog
O000000o0oo0o0o0oOooOooOoooOOlIPsecd0O0ODO0OOO0ODOOOOACTION=IPSECOH
cobooooooooooooobooooooboooooooooboooon

000000000 CREATE IPSEC BUNDLESPECIFICATIONOOOOO370000000000OO0

CREATE | PSEC BUNDLESPECI FI CATI ON=bspec-id KEYMANAGEMVENT={l SAKMP|MANUAL} 0O
STRI NG="bundl e-string" salifetine... 0O

Ooo0ooooooooooooooooooSAfOUOOoOoUOoOoooUOooooooo
SAOO0O0OO0OO00OOO0OOOSTRINGODOUOOOODOOODOOODOOODOoO0Doo0oooooooooos
OO0OOOOANDODOROD,DOOOOO0OOOOOOOOOOOOOOOOOOOOOOOOOOOO
O0oOooo0ooo sAQ0O0OoOooOoOoOooOoOoOoooooon

BRN googoo gooo gooo gooo
1 ESP DES SHA1 0

2 ESP DES MD5 0

3 AH 0 SHA1 0

4 AH 0 MD5 0

5 IPComp O O STAC LZS

05SA000000O0O0

m 000000 10000000000000000 SAODO0OOODOOOOD 1000000000000
OOESPODES+SHALOOOOOOOOO STRINGODOODOOODOODOOOOODOOoOOO

"1 O

s JANDOOOOUOO0O0OO0OO0O0O0000000000000000MANDOODOODODO SAOOO
O0o00o0ooooUooUoUoooooooouoouoooolPCompd LZSI ESPO DES + SHALM
AHOSHAIOOOOOOOOOOOOODOOoOoooooooo

"5 and 1 and 3" 0O

O0oO0oOooooooooo IPCompdESPODAHOOOOOOOIPCompO OO OOOOOOOOOO
oooood

ISAKMP/IKEO O OOODOODOOOOODOODODOOOODO0O0O0OO0D00O0ooooooooooooooo
ooooooooooooUoo0ooooooU0ooooooooooooomorRUUO,ooooooo
ooooooooooobooooboon

m JOROOOOOOOOOOOOOOOOUOOOUOOUOOODOOOUDOOOOOOOOOOO SA
O0o0oooooooooooooIPCopmIESPDAHO O OO OOODOOOOODODOOODAHDOODODO
OooOooooo SHALO MDSOOUOOOOoOoUOoOoooUooooooooooooooo
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ooooooo

"5 and 1 and 3 or 4" O

s [, 0000000000000000000000000000000MOIPCompd LZS ESPO DES
+SHALM AHOSHAL OOOOOO0OOO 100 MM ESPODES + SHAL AHOSHALI OO 2000
OESPODES+SHAlLI OOOO 300000000000 OOOO

"5 and 1 and 3, 1 and 3, 1" O
0000000000000 o000D0o0oDoDSAODOODDOOoDoDOoOoooDoOoDoOO
m 0000 ESPODES+SHAlIlDO O ODOOODOOODODODOOOD100OODODOOOOO

CREATE | PSEC BUNDLE=1 KEYMAN=I SAKMP STR="1" [

m 0000 ESPODES+MDSLD AHO MDSO OO OO OO0OO0OO0OO0O0O0OO0200000000
CREATE | PSEC BUNDLE=2 KEYMAN=MANUAL STR="2 and 4" [

m J0000IPCompdLZSOESPODES +SHAL OO 100 MM ESPODES + SHALMOOOO 20
ooooooooooooo3nooooooo

CREATE | PSEC BUNDLE=3 KEYMAN=I SAKMP STR="5 and 1, 1" 0O

m 0000000000000 00SHOW IPSEC BUNDLESPECIFICATIOND OOOO8O0ODO0OO
ooooooo

SHOW | PSEC BUNDLESPECI FI CATI ON [
SHOW | PSEC BUNDLESPECI FI CATI ON=1 [

m (0000000 SAOUOOOOOOO0OSHOWIPSECPOLICYDOOOO9% O OOOO SABUNDLE
cooooooboooooon

SHOW | PSEC POLI CY SABUNDLE [
SHOW | PSEC POLI CY=v1l SABUNDLE [

gooooo

ISAKMP/IKEO O OOOOOO

O0ooU0oo0oISAKMPOOOOOOOOOODOOOISAKMPOOOOOOOOOO 10 ISAKMP
SAO00O000O000O0000O0O00O0O00O000000000000000O000ISAKMP SAOO
cooooooooooobooooooooon

ISAKMPOOUOUOOOOOOOOOOIPsecOO0OOOOOOOOOOOOOOOOOOOOOOOOO
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ooooooo

ooooooooooooooboboooobooooooboooL 1oooooooooooooooo
ISAKMP SAOOOOO0OOOOO0OO0O 20 ISAKMPSADOOOOOOOO IPsecSAQOODOOOOOO
ooooogd

o000 looo0oooooooooooooooooooooobooooooboooooooobDOn
Opre-sharedkeyD 000 RSAOOOOOOODOOOOODOOOOOOOOOOODOOOOOOOOO

0O RSAOOUOODUOOO0OODPKIDOODOODOOOOODODOOOO PKIDOODOOODOODOOOOAT-FL-060
oooooo

ISAKMP O OOOO CREATEISAKMP POLICY OO OOO450000000000000O00O00OO
coooooooboooooooooooooobooooooooooooobooboooOooobooboooon
0000000000000 000MM SENDNOTIFY=TRUED DOOOOOOOOOOOOOOOOOO

CREATE | SAKMP POLI CY=nane PEER={i padd|ANY} [ KEY=0. . 65535]
SENDNOTI FY=TRUE 0

m 000000 CREATEENCOKEYDDOODOOOOO MM 18000M 000000 MM TYPE=EGENERALL
cooobooboobobodobobooboooobooooooboooobooboooboobooooooon
ooo

CREATE ENCO KEY=1 TYPE=GENERAL VALUE="pobaetrpnj kakdf" 0O

O0oooooooooooooo ISAKMPOOOOOOOOOOooOOoOO

m 0222200000 ISAKMP/IKEO OODOOOOOOODOO ISAKMPOOOOOIODOOODOOOOO
oooooooooloooooo

CREATE | SAKMP PCLI CY=i PEER=2.2.2.2 KEY=1 SENDN=TRUE [

Ooooooo0m2222000000000000000000100000000O00O0O00OO

s J000000000000000 PEEROANYOOOOOOOOOOOOOOOOOOOOO0O0O
cooooooobooooooooooooooboboooooooooooobooboooOooobooboooon
ooooooIbOooooO00oooOo0ooooOoOooooooobooOoooo
000000000000 00000 ID000000000000000 MainOOO0O0OOOOAggressive
Oo0o0o0ooooooooooo0o0ooo0o0oU0oUOISAKMPOOOOODOOOoOoOooOoooo
cooooooooboooooooo

OOO0DOO0OOUODOOOREMOTEIDOOOODOOOOOO IDOOOOOOOOOOODOOOODOIDOO
0000000 REMOTEIDODUOOOOOOOOOOOODOOOOOOODOOOOOOOOODOOOOOO
ooooogoooon

CREATE | SAKMP PCLI CY=i PEER=ANY KEY=1 REMOTEI D=cl i ent MODE=AGGRESSI VE
SENDN=TRUE [

O00ooOoomIiDOOclient0 0000000000000 O00DOO00DOOOOI00000000O0O0O
ooooo
000000000000 oOLOCALIDODOOODOOOOOD IDODOOOOOOOOOO
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ooooooo

CREATE | SAKMP PCLI CY=i PEER=1.1.1.1 KEY=1 LOCALI D=cl i ent MODE=AGCGRESSI VE
SENDN=TRUE [

0O LOCALIDOOOOOOOODOOOUIDOO0OOODOOOOOIPODOODOOODOOODOO

s J000000000000000000000 ISAKMPOOOOODOOOOODOOOOOOOOOO
ooooU0ooUoooU0ooUoo0oo0ooUoOoO0oOOo0bOOo0bOOo0D22220 33330000
Ooo0o0ooon2222200000000000000000010003333000200000000
ooooo

CREATE | SAKMP PCLI CY=two PEER=2.2.2.2 KEY=1 SENDN=TRUE [
CREATE | SAKMP PCLI CY=t hree PEER=3. 3. 3.3 KEY=2 SENDN=TRUE [

s 0000000000000 000000000OO0000OO000O0O0OO0OIPOODOOODOOOO
oooooooooooooooooIbo0boOooooUooo0ooOoooooooo0boOoooDog
0000000000000 0000D0000000 AggressiveJ 0000000000 DO0O0O00DOOO
O0O00O00OpeerldDpeer20 000000000000 Opeerl00000O00O0OOODOODOOOO
Ol000Opeer200020000000000000000000000000O0O IDO0OLOCALID="peerl”™
oooooooooo

CREATE | SAKMP PCLI CY=c1l PEER=ANY KEY=1 REMOTEIl D=peer 1 MODE=AGGRESSI VE
SENDN=TRUE [

CREATE | SAKMP PCLI CY=c2 PEER=ANY KEY=2 REMOTEI D=peer 2 MODE=AGGRESSI VE
SENDN=TRUE [

s J000000000000000000000000000 100XAUTHI Extended Authentication
0000000000000 00000o0ooo00O0D 100000000 20000000000/0
cooooooooboooooboooo

OU0O00OO0O0OO0OUOO0OPEEROOOOOODO ANYOXAUTHOOOOOOO SERVERDODOOOOOOOO
OoooOISAKMPOOOUOD 1000000000000 0O0O00OO00O00oOooooooooDo
poboooooooooooooboon

CREATE | SAKMP PCOLI CY=i PEER=ANY KEY=1 SENDN=TRUE XAUTH=SERVER 0O
ADD USER=cl i ent 1 PASSWORD=passcliel LOG N=NO O
ADD USER=cl i ent 2 PASSWORD=passclie2 LOG N=NO O

O

0000000 ooOXAUTHOOOOOOO CLIENTODOOOOOODDOOOOOOO0oOooooooo
000000oooooo0oooooooooD 10000000 XAUTHOOODOOoOoOoooooo
O0oooooooooo0oooooooooooooboo0n 10000 XAUTHOODODOOOoooOo
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CREATE | SAKMP PCLI CY=i PEER=1.1.1.1 KEY=1 SENDN=TRUE XAUTH=CLI ENT O
SET | SAKMP PCQLI CY=i XAUTHNAME=cl i ent 1 XAUTHPASS=passcliel [0

m JO0000RSAOODOOOOOOODOOUOOOOOOAUTHTYPEODOODOOOO RSASIGOOOOO
LOCALRSAKEY DO OOOOOOOOOOOOOOOOOOOOOOO

CREATE | SAKMP PCLI CY=i PEER=2.2. 2.2 AUTHTYPE=RSASI G LOCALRSAKEY=2
SENDN=TRUE [

RSAOOOOOOOOOOO IPsecO0OO0OOOOOOOPKIDODOOOOODOOODO

m 00001000000000 Diffie-HellmanOOakleyD O OODODOOOOODOOODGROUPOOOO
O0oOooooooooooooo 10768000 MODPOOODO

CREATE | SAKMP PCLI CY=i PEER=2.2. 2.2 KEY=1 SENDN=TRUE GROUP=2 [

m [SAKMPOOOUOOOOOOOOSHOW ISAKMPPOLICYOOOOO122000000000000

SHOW | SAKMP PQOLI CY [
SHOW | SAKMP POLI Cy=i [

ooooo
ISAKMP/IKEO OOOOOOODOSAOSAOODOOODOOODOOODODOOOOODOOOOD SPIDOoOOO
cooooooooboooooooo

m 00000 CREATEENCOKEYOUOOOMOODOOODOO 1800 0O0OODOOODOO0OSADOOOO
cooooooobooooooooooboooobooooooooobooooboooooooooboooon
cooooooooboooooooo

m 00 SPIOOOO0OCREATE IPSEC SASPECIFICATION O DO O0O0430000000000000O
OSAOO0O0O0O0O0OO0OOOOOoon

UDP O OO0 0OOOESP over UDPO

UDPOOOOUOOOESPoverUDPOOOIPsec0 O O0OOESPOO UDPOOOOOOOOOOOOOO
00000000000 ooo000o0o00000Do000 NATOOOOOODODOOOO IPsecOO
oooood

U DOOONATOOOOIPOOOOOOOOOOOOOOO0OOOO0O00OO0OO0O00OO00 AHOOOOOOOO
0o0oo0oo0oAHOOOOO0OO0OO0O0O0OO0 IPOOOOODOOOOOOOOOOOO
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ooooooo

m UDPOOOOOOOOOOOOOMmMACTION=IPSECH O IPsecO 000 0O0UDPTUNNEL=TRUEC
O0000000o0OO00oouUDPO 274600000 ESPoverUDPOOOOOOOOOOODOOODODO
ooooooooooooubPOOOOODOOOODOOOOODOO

SET | PSEC PQLI CY=vpn UDPTUNNEL=TRUE O

s NATOOOOOOOOOOOOOOoOooooooooooooooooo ubPOOOOOOOOooOO
OoooubPOOOUOOUOONATOOOOOOOOOOOODOODOODOODOOOOOOOOOD3000O
cooooooobooooooooooboooobooooooooobooooboooooooooboooon
ooooooooood

SET |1 PSEC PCLI CY=vpn UDPHEARTBEAT=TRUE [

s UDPOOOOOOOOOOOOOOOOOOOOOOO0O00 IPsecO0O0O00O0OOOOESP over UDP
0000000000000 oO0oO0oDOo0o0ooooOOlPsecO0dDO0OODODOOACTION=IPSECOH
OoooooooooooolISAKMPOOOUOOOOOUOOOOOOOOOMm™

CREATE | PSEC PCLI CY=udp | NT=ppp0 ACTI ON=PERM T LPORT=2746 TRANSPORT=UDP [

m UDPOOUOOOOOOOOOESPoverUDPO O OOOODOO UDPOODO 27460 000000000
OU000O0O0OO0OUOOOSETIPSECUDPPORTO OO OO830 00O OOOCREATE IPSECPOLICY O
0000390 000/SETIPSECPOLICY DO ODOO780 0000 UDPPORTOOODOOOOODODOOO
00000000000 UO0OOOOSETIPSECUDPPORTOOOOOS3 D0 OOOOOOOOOOOOOO
dq56 00000 UDPOIOOUIOODOOOOOOOODOOODOOOOODOOOODOO 34600000
ooooogd

SET | PSEC UDPPORT=3456 [

O000ooooo0O0oooooo0o0oooooooooooOlPsec0d0OOOO0OOOOOOOO
O000ooo0ooodlIPpsecO0O00VPNOOOOUDPOOODOOOODOOOODOOOOODOPEERD
0345600000000000

SET | PSEC PCLI CY=vpn UDPPORT=3456 [

U ubPOOO0OO0D0OO0OOOOOO0COOOOOOODOOOOOOOO IPsecO00OO0OO0O0OO0OODOOOOOOO
ooooo

s 0000000000000 000000OWANDOOODOOODDOOOOOO0O0O0O0O00O0O0O00O
OO000oooOoooooOdlIPpsecOOO0ODOOOOODOOOODODOOOODO

IPsec0 00000000000

IPsecO0 000000000000 OO0O0O0OOOOOOO0OISAKMPOOOOO IPsecOOOOOOO
oooooooooooooooooooooobooboooooooodg

00000000000 NATOODOOOOOO000O000000 LANOOOOOOO NATOOODOO
ooooooooooooon
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ooooooo

O000oo0o00o0ooOoOo0oooOlPsecO0b0OO00OOOOOOOOOOODOOOOODOOOOOOO
coooooooodobooooooooooboogoooooooboogooooboooooooooon
OOOLANDOOODOOOOOO0O0DO0O0000OWANDOODOOOODODOODOOO0DOOO0O0oOo0o0o0o0O0
000000000000 LANOODODOODOOOO0O0O0ODOO0O000000000000OWANDOO
0000o0o0o000ooo0o0o0oooooooo00oDo0 ENATOOOD0O0000000

ENABLE FI REWALL

CREATE FI REWALL POLI CY=net

ENABLE FI REWALL POLI CY=net | CMP_F=ALL

DI SABLE FI REWALL POLI CY=net | DENTPROXY

ADD FI REWALL POLI CY=net | NT=et hO TYPE=PRI VATE

ADD FI REWALL POLI CY=net | NT=ppp0 TYPE=PUBLI C

ADD FI REWALL POLI CY=net NAT=ENHANCED | NT=et hO GBLI NT=pppO

O000o0o0o0ooo0ooo0ooOoOdlIPsec00DO0OOO0OOOO0OOOOOOOOOODOONOIPSEC
O00o0oooO0oOoooooOOlPsecO0O0O0ODOOOOODOOOOOOOOOODOOOOODOOOOOOO

m [SAKMP/IKEOODOOOOOOOOOOOOODOOOOISAKMPOOOOODOODOODODOODOOOO
O0o0O0oo0o0ooooooooOooubP000O0OOOOoOoOoOom

ADD FI REWALL PCOLI CY=net RULE=1 ACTI ON=ALLOW | NT=ppp0 PROT=UDP GBLPORT=500
GBLIP=1.1.1.1 PORT=500 IP=1.1.1.1 O

s UDPOOOOOOOOOOOOOOOOISAKMPOOOOOOOOESPOOOOOOOOOOOOOO
UDPOOUOOOESPoverUDPOOOOOODOOOOOOOOOOOOUDP274600 00000000

ADD FI REWALL PCLI CY=net RULE=2 ACTI ON=ALLOW | NT=ppp0 PROT=UDP
GBLPORT=2746 GBLIP=1.1.1.1 PORT=2746 IP=1.1.1.1 0O

s JO000OLANOOOOOO LANOOOOOOO NATOODODOOOOOODDOOOOO0O0O0O0000
0000000000 ethOOODOD IPOODOOOOODDOOO 192.168.10.10192.168.10.254 00 O
00000 192.168.20.10192.168.20254 0 0 0000 NATO OO OOOOUOOOOOOOO

ADD FI REWALL POLI CY=net RULE=3 ACTI ON=NONAT | NT=et h0O PROT=ALL
| P=192. 168. 10. 1-192. 168. 10. 254 [
SET FI REMALL PCLI CY=net RULE=3 REMOTEI P=192. 168. 20. 1- 192. 168. 20. 254 [

s 0000000000000 0 IPsecO00DODOO0000O0O0OODOOOOODODODOOOOOOODOO
OENCAP=IPSECO OO IPsec 0000000 OOODOOODOOODOOOOOOOOOOOUOOOODOO
O000oo0U0oooooooU0oooooooM™pppod0dO0OO IPsecOOO0O0O0OOOOOOO
0000000 192.168.10.10192.168.10.2540 0 00000000000 LANOODOOO NATOOO
cooooooooooooogo

ADD FI REWALL PCLI Cy=net RULE=4 ACTI ON=NONAT | NT=ppp0 PROT=ALL
| P=192. 168. 10. 1- 192. 168. 10. 254 ENCAP=I PSEC [
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ooooooo

Unnumbered IPO 0000000 OOOOOO

IPsecOO000O0O0OIPOOOODOOOOO0ODOOO0DO0O0O0OO0DO0OO0OO0OOOOODOOOIPsecOO
O0D0DO0D0O0ODOWANOOOOOODOOOO UnnumberedDO00O0000000000O0O0O0O0OO
IPsecO 0000000000000 O00O00 Unnumbered 0000000000000 DO0OO0ODOOO
cooooooobooooooooooooooboboooooooooooooooooooooboooon
oooo

WAN O Unnumbered DO OOO00O0O LANOD ISPOO0O00DOOO0OOO0OOODOOOOODOOOO
OO0 IPsecO00000OO0OOOO0O0OOOOOODOOOO ADDIPINTERFACECOOOOMmMIPODO
1750000000000000000000O0O

s (JO0000o0o0ooooooooocooobooooboogon

Unnumbered

e eth0-0 T |1 192.168.10.1 ]
‘ 4441 | | |

| |
S ‘; ‘
| [ 1 | |

‘ [
= = E‘/ @/ !
4442 = 1 192.168.10.2 @192.168.10.4:
| 4.4.4.3 :1 192.168.10.3 |
4.4.4.0/29 192.168.10.0/24

O00O0O0O0OWANDOOOOOOODOOpppodd Unnumbered 0000000000000 ppp00
000000 IPsec00000 ISAKMPOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000000000000000

000000000000 0000000000000000000000000000000000
192.168.10.1 0 0000000000000 O0000000O0OOO0OO0OO0OOO0OO0O

ADD | P I NT=et hO-1 | P=192. 168. 10. 1 MASK=255. 255.255.0 [
ADD | P I NT=et hO-0 | P=4.4.4.1 MASK=255. 255. 255. 248 [

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
00004441 0000000000000000000000

ADD | P I NT=et hO-0 | P=4.4.4.1 MASK=255. 255. 255. 248 [
ADD | P I NT=et hO-1 | P=192. 168. 10. 1 MASK=255. 255. 255.0 [

m 000000000 0O0O00OWANOO Unnumbered 0000000000000 O0 100000000
cooooooooooooogo
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ooooooo

pppO Unnumbered

| ethO 4441 \
|
| |
| |
‘ [ 1 ] ‘
| |
: = = B/ B/ |
— —_ — — I
4442 = 4.4.4.4 @ 4446
‘ 4.4.4.3 4.4.45

Lo

4.4.4.0/29 (4.4.4.0-4.4.4.7)

m PPPOELANOO0O0OOOOWANDO Unnumbered 00000000000 Unnumbered 0000000
OO000000Do0O0OWANDOOODODOOOODOODODOODOO0O0DO0000000000o0o0o0ooooon
WANDOOOOOOODOOODoOOoOoooooooooooooooooooooooooooooooog
goooooogoobooooboboooboobbobboobooboboobobooboobbobbooo
gooooobooo

PpPpO

4.4.4.0129 (ISPOOIPCPOOOOD)
------- 0oo0000000O00o0Ooo
00000 Unnumbered
| eth0-0 T I eth0-1]192.168.10.1 W
o aseam | ooooooenaT]
| |
| J_ \: |
| [ 1 | |
‘ l l [
= - 1} g/’ g/’ |
4442 = | 192.168.10.2 @ 192.168.10.4,
|
| 4443 192.168.10.3 |
4.4.4.0/29 192.168.10.0/24

IPsec0 000000000 OOOOOOOOOOODOODODOODODODDOODOOOOOOOOOOOOOO
O00U0oooooooooooodpppl000000O0O00OOOOoOOODODOOOOOOOOOOO
Unnumbered DO O OO0
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ooooooo

ENABLE | P O
ENABLE | P REMOTEASSI GN [

ADD | P | NT=ppp0 | P=0.0.0.0 [

ADD | P | NT=et h0-0 | P=4. 4. 4.1 MASK=255. 255. 255. 248 []
ADD | P | NT=et hO-1 | P=192. 168. 10. 1 MASK=255. 255. 255. 0 [J
ADD | P ROUTE=0. 0. 0. 0 | NT=ppp0 NEXT=0.0.0.0 O

OOO0OOIPsecO 000000 DOO0OO0OOOOOOOOODOODOODOOOOIPSecOODOOn pppoO0n
0000000000000 0 ppp00000 Unnumbered 00000000000 DOOO0ODOOOO
O0o00ooooooooooo44400000000000000O00DO0O0OOOOOOOOOISPO
O000ooO0ooooooOoooIPsecOOOODOOOODDOOO
0000oo00o0oooOWANDOOODOOOOOODOOOO0oOoOO00o0oOo00oooooo0oooo0Oo
coooooooobooooooooooooboboooboooooobooooboooobooOon

pppO-10] .
pppO-1 ppp0-0
4.4.4.6/32 444029 (ISPOOIPCPOOOONO)
------ 00000000000000D0
e eth0-0 T | 192.168.10.1 |
o easum | R
|
i ‘; ‘
| [ ] | |
‘ [
= = Q;JL Q;QL
: 4442 = :\ 192.168.10.2 @ 192.168.10.4:
| 4.4.4.3 :1 192.168.10.3 |
4.4.4.0/29 192.168.10.0/24

ENABLE | P O
ENABLE | P REMOTEASSI GN [

ADD | P | NT=ppp0-0 | P=0.0.0.0 O

ADD | P | NT=pppO-1 | P=4. 4. 4. 6 MASK=255. 255. 255. 255 []
ADD | P | NT=et hO- 0 | P=4. 4. 4.1 MASK=255. 255. 255. 248 [J
ADD | P | NT=et hO-1 | P=192. 168. 10. 1 MASK=255. 255. 255. 0 [
ADD | P ROUTE=0. 0. 0.0 | NT=ppp0-1 NEXT=0.0.0.0 O

0000000000 l10000000000IPsecO00On pppo-10000000000OO00O0OO
Ooooooo 44460000000000000

Dobooogd
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ooooooo

IPsecO 0000000000 O0DOOOOOOOIPsecOO0OOOO0ODOOODOODOOOODOOOODOODO
oooooogo

gooooo

m 000 IPsecO000000O000O0O0O00O0O0OO0O0OOO0O0OOOSHOWIPSECOOOODO88OO
0000000 Module Status0 ENABLED OO ODOOOO0OODOOOOODOOOOOO

SHOW | PSEC [
m [SAKMPOOOOOOOOOOISAKMPOOOODOOOOODOOOODODOOOODOOOOODOOOO

OOSHOWISAKMP O OOOD114000000000 Module StatusO ENABLEDO OO ODOOOO
ooooooooood

SHOW | SAKMP [J
m JOO0OO0OISAKMP/IKEDO D OOOOOOOOOIPsecSAODOOODOODOOODOODOO 2000

OOOISAKMPSAOOOOODOOOOOOOOOOOOODOO 1M SHOW ISAKMP SADOOOO126
O0oO0o0ISAKMPSADOOOOOOOOOOOOOOOoOOoOOoOo

SHOW | SAKMP SA [

SecO'f > show i saknp sa

Expiry Limts - hard/soft/used
SA 1d Peer Address EncA. HashA. Bytes Seconds

31.1.1.1 DES SHA -/-1- 86400/ 82080/ 1382

ISAKMPSADOOOOODOODOOOODODOOO0OO0O0OOOOpre-shared keyD O ISAKMPOOOOO OO
ooooU0ooooooooooOoooOoooooooooOoooUoOOoOoooOISAKMPOOOOOO
oooooooooooboodgd

SHOW ENCO KEY=1 [

SHOW | SAKMP PQOLI CY [

SHOW | SAKMP POLI Cy=i [

SHOW CONFI G DYNAM C=I SAKMP [

s [SAKMPOOUOOOOUOODOUOOODOUOODOOOOODOODOOOOOOOOO0OOOOOOOUOISAKMP
SAO IPsecSAOO0OOOODDODOOO MM Exchange n: Completed successfully0 0 000000000
gooooooooboo

SHOW LOG MODULE=I SAK [J

ooo
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ooooooo

SHOW LOG TYPE=I KMP [

SecO'f > show | og nodul e=i sak

Dat e/ Ti ne S Mbd Type SType Message

03 11:22:49 3 ISAK IKMP MG | SAKMP has been enabl ed

03 11:31:10 3 I SAK | KMP XCHG Exchange 1: Phase 1 [init] started with peer
2.2.2.2

03 11:31:14 3 I SAK | KMP XCHG Exchange 1: Notification Received - DA

03 11:31:14 3 I SAK | KMP XCHG Exchange 1: Conpl eted successfully

03 11:31:14 3 I SAK | KMP XCHG Exchange 2: Phase 2 [init] started with peer
2.2.2.2

03 11:31:14 3 I SAK | KMP XCHG Exchange 2: Conpl eted successfully

m SHOW ISAKMP EXCHANGE O OO OO1180 00000000000 000000 ISAKMPO OO
coooooboobooodoboobooooooooboooooboobooooobooooobooboooon
pcooooooobooooooooooooooboooooogooboooobooboooOooooboooon
ooo

SHOW | SAKMP  EXCHANGE [

SecO'f > show i saknp exchange
| SAKMP Exchanges
Id Phase State Peer Addr ess Type

3 4 \WAIT_HASH SA NONCE 2. 2.2.2 QUI CK

m [PsecO00000000O0D000000000IPsecSADOIOIONOOOOOODODOOOOOIPsecSA
0000000000000 000000lIPsecSAODODOODOOO ISAKMP/IKEDODOODOOOO
000000 2000000000000000O0000000OO000O0O0OOOO0OOO0ODOO
SHOW IPSECSAOOOOO10400000 IPsecSAO0DOOOODOOOOODOOODOOOOOOOO

SHOW | PSEC SA [

SecO'f > show i psec sa
SA 1d Policy Bundle State Pr ot ocol Qut SPI 1 nSPI
2 vl 1 Vvalid ESP 3154027431 4241764757
3 vl 1 Vvalid AH 1252362122 3221961085
4 vf3 1 Vvalid ESP 28060662 981246197
5 vfl 1 Vvalid ESP 51507534 3371320620
30 | CentreCOM AR300/AR700 0000 0000000 DO0O 2.3 IPsec
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ooooooo

OOO0IPsecSAODOOOOOOO SHOWIPSECPOLICYDOODOODO9 OOOO0OO SABUNDLEOOODO
ooooogooon

SecO'f > show i psec policy sabundle
I psec Policy SA Bundl es
Bundl e Expiry Limts - hard/soft/used
Index SA's State Byt es Seconds
Policy .......... vl
0 2,3 VALI D -/-11728 28800/ 27360/ 2732
Policy .......... vx1
Policy .......... vil
0 5 VALI D -1-1220 28800/ 27360/ 2004
Policy .......... vf 2
Policy .......... vf 3
0 4 VALI D -1-1440 28800/ 27360/ 2052

ISAKMP/IKED IPsecSAODODOO0OO0ODOOO0OOOOlIPSecOOOOSAODOODODDOODODOODOO
OOIPsecO0OO0O0O0O00O0OOOOOOOOOOOOOODODOOOOODOOOOOOOOODODOOOO
00000000000 oo0o0ooUoOo00oo0o0ooOooOSHOW ISAKMPSAODOOOO126
00000 ISAKMPSAOOOOOOOOOOOOODOOOODOOOOOISAKMPSAOOOOOOOO
OO IPsecSAOOOO0OOOOODOOOOOOOODO

SHOW | PSEC SASPECI FI CATI ON O
SHOW | PSEC BUNDLESPECI FI CATI ON [
SHOW | PSEC POLI CY O

SHOW CONFI G DYNAM C=I PSEC [

ooooooooooooooU0oooooooUoO0ooU0D SAQOOoOoU0oOOoOooooOooooo
oooo

m |Psec00000000000O0DO0OO0ODOOOO0DODOOO0O0OOOO0O0ODO0O0O0OO
SHOW LOG MCODULE=I PSE [
ooo

SHOW LOG TYPE=I PSC [

SecO'f > show | og type=ipsc

Dat e/ Ti ne S Mbd Type SType Message
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ooooooo

32 | CentreCOM AR300/AR700 0000 00O DOO0O0ODOOO 2.3

17 07:54:36 3 IPSE IPSC MSG | PSEC has been enabl ed

17 07:55:29 3 IPSE IPSC MSG SA bundle created: Policy - vl
17 08:11:28 3 IPSE IPSC MSG SA bundle created: Policy - vf3
17 08:12:17 3 IPSE IPSC MSG SA bundle created: Policy - vfl

gogooboobooon

m [SAKMPOOOOOOOOOOOOOOOOOOISAKMPOOOOODOOOOOOODOODOOOOOO
0000000000000 o0o0o0o0o0o0oo0ooo0o0oU OENABLE ISAKMP DEBUG O
oooOoe4n00oOoOoOoOoOOO

ENABLE | SAKMP DEBUG={AL L |DEFAUL T|PACKET|PKT| PKTRAWSTATE| TRACE| TRACEMORE} [

O0PKTOOOOOUOOUOOOUOOUOOOOOODOODOOOPKTOOOOOOOOOOOO ISAKMP
0000000000000 00000000000000ISAKMP/IKEDO ODOOOODOODOOOoooo
ooooogoooooon

SecO'f > enabl e i saknp debug=pkt
Info (182057): | SAKMP Debuggi ng has been enabl ed.
SecOrf > | SAKMP Tx Message
Cooki e’ s: 5052045c2e566b81: 0000000000000000
Xchg Type: [IDPROT(2) Ver: 10 Flags: 00
Messagel D: 00000000 Total Length: 84
Payl oad #: 0 Length: 56 Type: Security Association (SA)
DO : | PSEC(0) Situation: 00000001
Proposal #: 1 Protocol: |ISAKMP(1l) #Trans: 1 SPI:
Transform#: 1
Transformld .................. I KE(1)
Encryption Algorithm.......... DES( 1)
Aut hentication Algorithm...... SHA( 2)
Aut hentication Method.......... PRESHARED( 1)
Group Description.............. 768(1)
Goup TYpe. .. oo MODP
Expiry Seconds................. 86400

m |PsecO00000000000O0O00DOOO0O0OOOOIPOOOOODOOOIPsecOOOOODOOOOO
O0o0o0oo0oo0oo0oo0oo0o0o0oo0o0Oo0o0O0o0oOO00DO0nOENABLE IPSEC
POLICY DEBUG L OOOOSOOODOODOOOOO

ENABLE | PSEC POLI CY=pol i cy DEBUG={FI LTER|PACKET|TRACE/ALL} O

SecO'f > ena ipsec policy=vpn debug=packet

Info (181057): |PSEC Policy Debuggi ng has been enabl ed.
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ooooooo

SecOF f >

| PSEC vpn: 2: QUT: pre processing:

| P 45000028eb1040002006d908c0a81464c0a80102
TCP: 0429005005b7e65c01f aee4c5004000038560000
dat a:

| PSEC vpn: 2: QUT: post processing:

1 P: 450000604b7f 00004032f a573f 0c42ef 01010101

ESP:  14f 45f a300000b09: 35d26e€02458706623d9aa9bf

data: 9fcdl18d0a34ffeech8b0f 574ddeaa820f 8baOdbh36cd7a9f c0254f 08215e2aa7ecdb34688
6193f 17d39cc7f 096276238bf 262b668920b51¢c535d26€02458706623d9aa9bf

goooooo

O00ooOo0oooOdlIPsecO ISAKMPOOOOODOOOODOOODDOOOODOOOODOOOOOOOO
coooooobooooooooooooooboboooooooobooooboooooOooooboooon
oooooooooo

m [PsecO00000000O000O00O0O000O SHOWIPSECCOUNTERSOOOOO91000O00O0OO
O0OOOOCOUNTERSOOOUOOOOOODOODOOODOODOOODOODOOooooooooo

SHOW | PSEC COUNTERS [

m I[SAKMPOOOOOOOOOOO SHOW ISAKMP COUNTERSO O OOO1600000000O
ooo

SHOW | SAKMP COUNTERS [J

m ISAKMPSAOODOOODOOOOOOOOD 10000000000MainOO0OO0MODE=MAINODO
00000000000 Aggressived 000 MODE=AGGRESSIVEOOOOODOOODODOOODOOOOO

SHOW | SAKMP COUNTERS=NAI N [J
SHOW | SAKMP  COUNTERS=AGCRESSI VE [

m [SAKMPSAOOOOOOOOIPsecSAOODOOODOOOOOODOOD 20000000000QUICK
ooooooooboooooooooood

SHOW | SAKMP  COUNTERS=QUI CK [

m 00000 IPsecO0000000O0OOOOOOOOOOOOOOSHOW IPSECPOLICY OO ODODO9
00000 COUNTERSOODOOOOOOOOOOO

SHOW | PSEC POLI CY=vpn COUNTERS [

m [PsecSAOOOOOOOOOOSHOWIPSECSADOOODDO10400000 COUNTERSOOOOO
oooooogo
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SHOW | PSEC SA [
SHOW | PSEC SA=2 [
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oooogooogon

gobbooooond

gooooo
DISABLEIPSEC . . . . . . 53
ENABLEIPSEC . . . . . . 58
PURGE IPSEC . . . . . . e 72
RESET IPSEC COUNTER . . . . . . . e e e e 73
RESET IPSECSACOUNTER . . . . . . . e e e e 75
SET IPSEC UDPPORT . . . . . . e e 83
SHOW IPSEC . . . . . . 88
SHOW IPSEC COUNTERS . . . . . . . . e e e 91
SHOW IPSEC SA . . . . . e 104

IPsecO OO0
CREATE IPSEC POLICY . . . . . e 39
DESTROY IPSEC POLICY . . . . . . e e 50
DISABLE IPSECPOLICY DEBUG . . . . . . . . e e e 54
ENABLE IPSECPOLICYDEBUG . . . . . . . . s e e e e 59
RESET IPSEC POLICY COUNTER . . . . . . . . e e e 74
SETIPSEC POLICY . . . . . e e 78
SHOW IPSEC POLICY . . . . . . e e 96

SACOOOO
CREATE IPSEC SASPECIFICATION . . . . . . . . e 43
DESTROY IPSEC SASPECIFICATION . . . . . . . e 51
SET IPSEC SASPECIFICATION . . . . . . . e e 81
SHOW IPSEC SASPECIFICATION . . . . . . . . e e e 111

SAOO0OO0OOOO

CREATE IPSEC BUNDLESPECIFICATION . . . . . . . .. .. 37
DESTROY IPSEC BUNDLESPECIFICATION . . . . .. .. ... ... . .. 49
SET IPSEC BUNDLESPECIFICATION . . . . . . . .. e 77
SHOW IPSEC BUNDLESPECIFICATION . . . . . . . . . . e 89
ISAKMP
CREATE ISAKMP POLICY . . . . . 45
DESTROY ISAKMP POLICY . . . . . e 52
DISABLE ISAKMP . . . . 56
DISABLE ISAKMP DEBUG . . . . . . . . . 57
ENABLE ISAKMP . . . e 62
ENABLE ISAKMP DEBUG . . . . . . . . 64
IPsec CentreCOM AR300/AR700 0000 0000000000 2.3
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RESET ISAKMP COUNTER . . . . . . . . e e 76

SET ISAKMP POLICY . . . . . 84
SHOW ISAKMP . . . . 114
SHOW ISAKMP COUNTERS . . . . . . . . e 116
SHOW ISAKMP EXCHANGE . . . . . . . . e 118
SHOW ISAKMP POLICY . . . . . e e 122
SHOW ISAKMP SA . . . . 126
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CREATE IPSEC BUNDLESPECIFICATION

CREATE IPSEC BUNDLESPECIFICATION

O00o0O0OlIPsec/SACDODOOOODO
00000 AR300 V20 AR300L V20 AR7200 AR740

CREATE | PSEC BUNDLESPECI FI CATI ON=bspec- i d KEYMANAGEMVENT={l SAKMP|MANUAL }
STRI NG=" bund! e- st ri ng" [ EXPI RYKBYTES=1. . 2000000000]
[ EXPl RYSECONDS=300. . 31449600]

bspec-id: SAD DO O0O0DOOOOODOO?2550
bundle-string: SAOD 0000000 010100000SA000DOOOOO255000000000ANDOORDO
gooooooooooooo

g0

SAOO00O0O0O0O0OO0OOOOOO

SAO0O0O0O00OO0O0OOIPsecOO0O0OODO SAODOOODOOOODOOOODOOOODOOOODOOOO
ooooU0oo0UoooUooU0ooU0oOOOUOESPODOOOODAHOODOOOOOODOOOODOOODODO
OIPComplOO0OO0OESPOOOOODOOOOODOOOOODODOOO

goooog

BUNDLESPECIFICATION SAOOOO0OOOO0O0OO

KEYMANAGEMENT 0O00O0OOOSAQOOUOOOOOOOOOOUOOMANUAL=OOOOOM
ISAKMP/IKEO O OOODODOOODOODOODOOODOOOOISAKMP=000000000000

STRING 000000000 SAOOODOOOODOOOOSADOOOOOO ANDOOROOOOOO
O0ooU00o0o0OoUOo0Oooo0oOooO0o300SAD0OOOANDOOOOOOOOOOO SA
O000oo0O0ooo0o0OIPsecOO0O0OOESPOAHOIPCOompO OO OO0OOOOOOOOOO
OOSAODOOOOImMIPCompldO3MESPOOIOOD SAODODOOIAND3DOOODOOO
O00oU0o0ooooooooooO IPComplESPOOOOOODOODOODOOOODOODOOOOOSA
coobooooboooooooooooooobooooooooooooobooooooooogg
O0OO0ISAKMP/IKEOOOOOOOODODOODODODODOOOSADODOOIOO0O0200001AND
200 100020000000000010R20D1000200000000100030000000
OM1AND2 1AND3DOO0O0OOOOOMMANDOOOOOOOOOOOOOOOOOOOOO
ooooooooooooo0oooooo@oROUbDOoOoOoUOoOoOOoOoOOOOoODoOOoOOO
O0o0000oO00ooUooU0@mMANDOOODOOOODOOOOOOooooOooO IPCompd ESPO
AHOOOOOOIPCompOOOOOOODOOOODOOOO

EXPIRYKBYTES 00000 SAOODOOOOKbytel OOOO0ODOO0OODO0OODOD0OOOOOOODOOO
OSAO0OU0O0O0OO0OOOOOUOOOOKEYMANAGEMENTOOOOOOO ISAKMPOOOO
ooboboooooboooboooobood

EXPIRYSECONDS 00000 SAU0O0O00O0MOOOO0OOOOO0OOOOOOOOOOOOoOon
OO0 SAQOU0O0OO0OOO0OO0O0OO0OOO0OOKEYMANAGEMENTOOOOOOO ISAKMPO OO
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CREATE IPSEC BUNDLESPECIFICATION

O0o0O0o0o0o0oooooOoo 2880000800

g
0000000 SA0O0OOO0OO0O0I0000000SADOODOOODIO0020000000

CREATE | PSEC BUNDLE=1 KEYMAN=MANUAL STRING="1 AND 2"

0000000 SA0OO0O0OO0O0OOO020000000SA0OOODOOOOOOOO300000O00
ooo

CREATE | PSEC BUNDLE=2 KEYMAN=I SAKMP STR="1 OR 2 AND 4, 1 OR 2, 3 AND 4"

goooogn

IPsecOO000O000OO00OO0OOO0OOOOOOOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

DESTROY IPSEC BUNDLESPECIFICATIONO 490000
SET IPSEC BUNDLESPECIFICATIONO 770000
SHOW IPSEC BUNDLESPECIFICATIOND 890 0 0O
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CREATE IPSEC POLICY

CREATE IPSEC POLICY

OOooooOlPsec/ IPsecC OO0
00000 AR300 V20 AR300L V20 AR7200 AR740

CREATE | PSEC POLI CY=pol i cy | NTERFACE=i nt erface ACTI ON={DENY|I PSEC|
PERM T} [ KEYMANAGEMENT={l SAKMP|MANUAL }] [ BUNDLESPECI FI CATI ON=bspec- i d]
[ PEERADDRESS={i padd|ANY|DYNAM C}] [ LADDRESS={ANY|i padd[ - i padd] }]
[ LMASK=i padd] [ LNAME={ANY|system nane}] [LPORT={ANY|port}]
[ RADDRESS={ANY|i padd] - i padd] }] [ RVMASK=i padd] [ RNAME={ANY|system nane}]
[ RPORT={ANY|port}] [ TRANSPORTPROTOCOL={ANY|ESP|GRE|l CMP| OSPF|RSVP|TCP|
UDP|pr ot ocol }] [ DFBI T={SET|COPY|CLEAR}] [ GROUP={0|1|2}]
[ | PROUTETEMPLATE=t enpl at €] [ | SAKMPPCOLI CY=i saknp- pol i cy]
[ SRCI NTERFACE=i nt er face] [ UDPHEARTBEAT={TRUE|FALSE}] [ UDPPORT=port]
[ UDPTUNNEL={TRUE|FALSE}] [ USEPFSKEY={TRUE|FALSE}] [ POSI TI ON=pos]

policy: IPsec00 00001023000

interface: IPO 00000000 OethOOppp0 O 00O

bspec-id: SAO D OO0 OO0ODOOODOOO2550

ipadd: IPOO0O00OO0OOOOOOO

system-name: 00 0000101200 0000000000000000000O00O0O

port: TCP/UDP O O 0O 00O 000 655350

protocol: IPO OO 0O OO O0O2550

template: 0 0000000000103l 000000000000000O0O

isakmp-policy: ISAKMP OO O0O0010240000000000000000000000
pos: 00000 0OOOO0OOL0500

00

IPsecOO0OOO0O0DOOOO
IPsecOO00O0O0IPOOOOOIPODOOOOOODOOOODOOOOOOOOODOOOOODOODODOODO
O00O0OIPsecO000D0D0OO000DOOOO0ODOOOOODOOOODODOOODODODO

IPsecOO0O0O0 IPOOOOOUOOOOOUOOOOOOOOOOOOPOSITIONOOOOOOOOOOO
o0ooooO0o0ooooo0ooooOo0ooool1000ooo0ooooooooooooooooooo
O00000000O0O0ODENYDODOOOODOOOOODOOOOODOOOOOoOOoOO

IPsec00 0000000000000 O0OOO0OOO0ODODOOOO0OO0DOOOOOOOOOOOO0OODO
OooooOlIPsecOOOOO POSITIONDOODOOOOOOOOOOOOOOODOOODOOODOOODODO
OOOOOO0OOACTIONODOODOODOOO

goooog

POLICY IPsecOO0OO0O
INTERFACE 000000000 DOO0OOOOOOOO0OOOIPsecO0DO0O0OD0OODDODODOOOO
go0ooooooooooooboooooooooooooooooooboobooooooboonoa

IPsec CentreCOM AR300/AR700 0 000 0DO0O00O0DOOOOO 2.3 | 39
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CREATE IPSEC POLICY

O0WANDOOOOOOOOOOoOoOOoOoo

ACTION 00000000 LADDRESSILMASKCLNAMELLPORTCRADDRESSCRMASKIRNAMELD
RPORTLTRANSPORTPROTOCOLM O OOOOOOOOOOOOOOOOOOOIPSEC BUNDELSPECIFICATION
00000000000 SAOOOOOO0ODOOU0O0O0@mMPERMITOIPsecOOO0DOOOOOOO
OU00OO0OO0MmMDENYODOOOOOOOOOOOUOOOOOOIPSECOOOOOOOOOOD IPsec
OO0 IPOOOOOPEERADDRESS[IIOSA D OO0ODOOOOOBUNDLESPECIFICATIONDO O
O00O000OKEYMANAGEMENTO O OOOO0OO0O

KEYMANAGEMENT SAOO0O0O000O0O0O00OO0O0O0O0O0OO0O0OOMANUALOOOJISAKMPO
O00O000OO0OBUNDLESPECIFICATIONOOOOOOOOOOO SAODDOOOOOOOOOO
OU0O0OUOO0OOOOACTIONO IPSECOOODOUOOOOUOOOOOUOOO

BUNDLESPECIFICATION SAOOO0OOO0OO0OO0OOOOSAOO0OOOOOOOOOOOOSAOOO
OO0OlIPsec0 0000000000000 O0O0O0O0O0O0DO000O0O0DO0DOOO0ODODODOODODODOO
OU0OO0OOOOO0OOACTIOND IPSECOOO000OOOOOO0OOOOOMOOOSADODOOO
O0o000oooooooooood KEYMANAGEMENTOOOOOOOOOOOOoOOO

PEERADDRESS OO IPsecO000 IPOOOOOOOOIPOOOOOODOOOOOOOOOOOOO
DYNAMICOOOOOOOOOOOOOO IPOOOOODOOODOOOOOODO ANYOOOOOO
DYNAMIC O ANY O OKEYMANAGEMENT O ISAKMPO OO OOOOOOOO

LADDRESS 0000000000 OOO0O0OOOOODO 100000000000 OOO0O00DOOO
oooooiPOOO0O0OOOOOOLMASKOOOOOOOOOOODOOOOOOOOOOOOO
O00000oo0000oo0ooooooooooono ANYOOOODO

LMASK 000000 100LADDRESSOO0OOOOOOOODOOOODOOOOO 255.255.255.255

LNAME 000000 10000000000000000O0O000O0O000O0O000OO00DOO0O0
O0ooOoooOoooISAKMPOOOOO 2IDO000O0O0OOO0OOOOOOOOOO ANYOO
ooo

LPORT 0O0OO0OU0OOO0O10000000000OO00OOOO ANYOOOOO

RADDRESS 000000 100000000000000O00O0000O0O0OO IPOOOOORMASK
coobooooboooooooooooooobooooooooooooobooooooooogg
OO0 ANYODOOODO

RMASK 000000 100RADDRESSOO0OO0OOOOODOOOOO 255.255.255.255

RNAME 0O0O0OO0OOO1000000000000O0O0O00O00O0O0O0O0000O0O00O0O000O0OOO
O0o00o0ooooooooOoOooISAKMPOOOOO2IDO0O0OO0OOO0OOO ANYOO
ooo

RPORT 000000 100000000000DO0O0O0OO ANYOOOOO

TRANSPORTPROTOCOL 000000 100000000000 O0OOOOOOOOIPOOOOOO
OO0OALLOTCPOUDPOOOOOOOODOOD IPODOOOOOOODOODOOOODOOO ANYDO
ooo

DFBIT 0000000 SAOOOOUOOOIPOOOOO DFODontFragmenti 0000000000
oooooooooooocoPYOOOooOoooooooIPOODOODODFOOODOODOODOOOO
O0O0OOSETOOOO0OOOOO0DOO0ODOOOOODOO0OO0OOCLEAROOOOOODOOOOOOOO
ooooooooooooooooooooMTUDODOOOOOOOOOOO0OOO0OOOODREOD
ooo0oo0o0oooo0o0oooo0o0oooo0o0oooooo0oOn CLEARD
O0o0O0oo0oooo CLEAR
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CREATE IPSEC POLICY

GROUP IKEOOOO 20QuickD 00000 Diffie-HellmanO OO OO OO0 Oakley OO 0O0OOPFS
0 Perfect Forward SecrecyD 00000 O0OOO0OOOUSEPFSKEY OO OO OO0 TRUEDOOO
Oo0o0oooooooooooooo 1

IPROUTETEMPLATE IPO0O00O0OOOCOOO0OO0O IPsecO00O0O0OOOO IPsecSAOOOOO
gooooooooobbooboobobbobobboobbooboooooLoobobbbobbbobbobo
O0IPsecSADOODOODD IPODOO/Z00000000000O0C0COOOACTIONDO IPSECOO
PEERADDRESS 0 ANY O DYNAMICO OO OODOODOOOOOOO

ISAKMPPOLICY ISAKMPOOOOOOACTIONDO IPSECOOO0O0OO0OO00O0OOOOOOOOOOO
00000000 PEEROOO ISAKMPOOOOOOUOOOOOOOoooOOoO IPsecOOOnonon
OO0 ISAKMPOOOUOOOOOOOooooooooon

SRCINTERFACE IPsec00 0000000000000 0OOOO0OO0O0OOUOOOOOOOIPsecO
gooooooooobuoboboobbobobobbobbbobooboobooooggb bbb Do
O00000000000000000000000000000000000000 Unnumbered
gooooboogoboooobooobboobboobooboooo

UDPHEARTBEAT UDPOO0O0OO0OO0ODOOODOODOOOUDPODOODOOOOOUDPOOODODOO
OESPoverUDPOOOUOOOOOOOOOO NATOOOODOOOODODOODOODODOOOOOOOO
O000U0O0UOOOTRUEODOOOOOOOOOO IPsecO0OOO0OO UDPOOO 27460000 30
goooooooobooooooooooboooboboobbob bbb oobo
d00000000oUooUooUoUUoUog FALSE

UDPPORT UDPOOOOOOOESPoverUDPOOOOOOOCOOUDPOOOOOOODOOO 27460

UDPTUNNEL UDPOOOCUOOOOESPoverUDPOOOOOUOOOCOUOOTRUEODOOOOOOOO
IPsecOESPO OO0 OO0 UDPOOOUOUOOOUOOOOOOOO 274600000 UDPPORT OO
0000000000000 0oooooooooolIPsecO0Dd NATOODODODOOOOOO
OlIPsecO00000000O0O0OODODAHOOOOOOODOOODOO FALSE

USEPFSKEY PFSO Perfect Forward Secrecyl O 0000 O OPFSOO0OO000O0OOOOOOOOOOO
00000000000 0000000PFSO0OO0O0OOO0OIPsecSAODOOOOOODODO Diffie-
Hellman OO OOODOOODODOOO0OOO0OOODOOO0OOOOOKEYMANAGEMENT=ISAKMPO
000000000 UoDo FALSE

POSITION IPsecO00 0000000 O0OUOO0O000O00OOODOODOOOOOOOUOODOOOOOOOO
O000U00O0OUO0UOO0OUOOUOUOOOINTERFACED DO OO OOoogg

g

m 192.168.10.0/240192.168.20.0/240 000000 IPsec0 00000 DOOOOvpnO OO OO OOODO
IPsecOO 00000000 IPOOOODO 22220IPsecO0 0000 SAOOOODOOOOOIOODOO
ooooo
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CREATE IPSEC POLICY

CREATE | PSEC PCLI CY=vpn | NT=ppp0 ACTI ON=I PSEC KEYMAN=I SAKMP BUNDLE=1
PEER=2.2.2.2

SET | PSEC PCLI CY=vpn LAD=192. 168. 10. 0 LMA=255. 255. 255. 0 RAD=192. 168. 20.0
RMA=255. 255. 255. 0

000000 VPNOOOOODOO LANOOODDOODODO192.168.10.0/24000 VPNOO OO
oooooO0oooovioooooooooooooooooooooooooooooo 2Iboboooo
OuserllOOOOoooO

CREATE | PSEC PCLI CY=v1 | NT=ppp0 ACTI ON=I PSEC KEYMAN=I SAKMP BUNDLE=1
PEER=DYNAM C
SET |1 PSEC PCLI Cy=v1l LAD=192.168. 10. 0 LMA=255. 255. 255. 0 RNAME=user 1

m00 IPsecO00000000000DO0O00OO0O0O0ODOO0OO0OODOOO0O00D IPsecO0OOO0 Inetn
O0000oo0o0oooooodIPpsec000O0OO0O0DODOOOO0DODOOOODODOOOODODOOOODODOOOO
ooooooooooOooooo0ooo0ooO0o00o0o0ORADOOOOOOOOOODODOOODOOO
ooooooooo

CREATE | PSEC PCLI CY=i net | NT=ppp0 ACTI ON=PERM T

goooogn

IPsecOO000O000OO00OOOO0OOOOOO0OOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

ADD IPROUTE TEMPLATED IPO O 1870000
DESTROY IPSEC POLICYO 500000

DISABLE IPSEC POLICY DEBUGO 540 00O
ENABLE IPSEC POLICY DEBUGO 590 00 O
SET IPSEC POLICYO 78 00O O

SHOW IPSEC POLICYO 96O OO DO

42 | CentreCOM AR300/AR700 0000 000DDDOOOOOO 2.3 IPsec
J613-M0274-00 Rev.J



CREATE IPSEC SASPECIFICATION

CREATE IPSEC SASPECIFICATION

O0O0O0O0OlIPsec/SADOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

CREATE | PSEC SASPECI FI CATI ON=saspec-i d KEYMANAGEMENT={I SAKNMP|MANUAL }
PROTQCOL={AH|COVP|ESP} [ MODE={TRANSPORT|TUNNEL}] [ COVPALGORI THVELZS]
[ ENCALGORI THMVE{DES|3DESOUTER|NULL}] [ ENCKEY=key-i d] [ HASHALGORI THVE{ND5|
NULL|SHA}] [ HASHKEY=key-i d] [1NSPI=spi] [ OUTSPI =spi]
[ ANTI REPLAYENABLED={TRUE|FALSE}] [ REPLAYW NDOWSI ZE={32|64|128|256}]

saspec-id: SAO OO0 OO0 002550
key-id: 0 0 0 000655350
spi: SPIO 00042949672950 000000255 0000000000

g0

SAOD00OO0O0OOOOO

SAOO0OOOO IPsecO 00000000 0OOUOODOODOOOODOODOOOOOSADDOOOOOOOOO
000000000 oo0o0oo0ooooo0mOoo/000000000000/ESPOOO/ZAHOO
O/IPCompl 000000000 DESOMDSOSHAD DO MSPIDO0ODOOODO0OOOOOODOOODOOO
oooood

goooog

SASPECIFICATION SAOOOOOO

KEYMANAGEMENT O00O00O0O0O0OO0OOOMANUALOOOOOOOISAKMPOOOOOOOO

PROTOCOL IPsecOOO0O0OOESPOOOOOOOMMAHOOOmMCOMPOIPCompOOOOOOO
000000 sAQ0O0O0O0100000000000000DO0O0OO0O IPsecOO0OOOO
OooOoosAQUOOOoOoOUOoOooOoO0sSAQOO0OOOOOOOOOOOOOO

MODE SAOUOOOOOOTUNNELOOOOOOODOOO TRANSPORTOOOOOOOOOOOOO
0000000 TUNNEL

COMPALGORITHM 0000000000000 LZSOOOOOPROTOCOLO COMPOOOOO
ooooo

ENCALGORITHM 0000000 O0OO0OPROTOCOLO ESPOOOOOOOOOOOOOOOOO
000 DESOS56 000 DESO O 3DESOUTERO 168 00 O 3DESO OO OO O ONULLONULL
O00oO0oOoooooooOoESPOOOOOOOOOOOOOOOOOOOOOOOODODOODOOO
ENCALGORITHM O HASHALGORITHM O OO O NULLOOOOOOOOOOOO

ENCKEY 0O0OO0O0OO0OPROTOCOLO ESPOOOOOKEYMANAGEMENT O MANUALOOOO
oooooooooooooon

HASHALGORITHM 0000000000 OO0OO0OOO0OO0OOOPROTOCOLO AHO ESPOOODO
00000000000 O0OONULLO ESPOOOOOO0OOODOOODOOOOOOOOOOOOO
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CREATE IPSEC SASPECIFICATION

00 00ENCALGORITHM O HASHALGORITHM OO OO NULLOODOODOOOOOOOO

HASHKEY 0O00O000OPROTOCOLO AHO ESPO OO0 OKEYMANAGEMENT O MANUAL
gooooboooooooboooooboo

INSPI O0O0OOOO0O0OO0O0OOO SPIO Security Parameter Indexd 0 O PROTOCOL O AHO ESPO OO
00KEYMANAGEMENT O MANUALOOOOOOOOOOODO

OUTSPI O00O0OO0OO0OOOOOO SPIO Security Parameter Indexd 0 0 PROTOCOL O AHO ESPO O
00 0KEYMANAGEMENT O MANUALOOOOOODOOOOOO

ANTIREPLAYENABLED 0000000000000 O0OOPROTOCOLO COMPOOOOOOOOO
00000000000 000000000000 FALSE

REPLAYWINDOWSIZE 0OO0OO0OO0OUOU0O0O00O0O0OOCOOOOO0OO0O0O0O0 3200000PROTOCOLO
COMPUOOUOODOUUODOUOUOUUOKEYMANAGEMENTO MANUALOOOOOOOOOO

g

0000000 SAQ00O0OO0O010D00000000 SAODODOOOOODOOO ESPOOOOOOOOO
O0o00ooooooooooDbESDO0O01IMO00Uo0oooooo SHADOOooo2moooo
SPIOOO00O0O 100000000 10000000

CREATE | PSEC SASPEC=1 KEYMAN=MANUAL PROT=ESP ENCALG=DES ENCKEY=1
HASHALG=SHA HASHKEY=2 | NSPI =1000 QUTSPI =1001

0000000 SAQ00O0OO0O02000000000 SAODODOOOOODOOO ESPOOOOOOOOO
Ooo0ooooooooUooOoDbESOOO0OOO0DOO0OOOOODOODOOD SHAODODOOOoooooo
OO0 SPIDOOISAKMP/IKEO OO OOOOODOODOOODOODODOODOODODOOD0OOO00OO

CREATE | PSEC SASPEC=2 KEYNMAN=I SAKMP PROT=ESP ENCALG=DES HASHALG=SHA

mESPOO0O0O0OO0O0OO0OOOOOUOOOOOOONULLOOOOOOOOOOOOOOO

CREATE | PSEC SASPEC=3 KEYMAN=I SAKMP PROT=ESP ENCALG=NULL HASHALG=SHA

goooogn

IPsecOO000O000OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDODOOOOOOOOOO

goooog

DESTROY IPSEC SASPECIFICATIONO 510000
SET IPSEC SASPECIFICATIONO 810000
SHOW IPSEC SASPECIFICATIONO 111000 O
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CREATE ISAKMP POLICY

CREATE ISAKMP POLICY

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

CREATE | SAKMP POLI CY=pol i cy PEER={i padd|ANY} [ AUTHTYPE={PRESHARED|RSASI G
RSAENCR}] [ DHEXPONENTLENGTH=160. . 1023] [ ENCALG={DES|3DESOUTER}]
[ EXPI RYKBYTES=1. . 1000] [ EXPI RYSECONDS=600. . 31449600] [ GROUP={0|1|2}]
[ HASHALG={SHA|MD5}] [ HEARTBEATMODE={BOTH|NONE|RECEI VE|SEND}]
[ HYBRI DXAUTH={ON|OFF|TRUE|FALSE}] [ KEY=0. . 65535] [ LOCALI D={i padd)|
donmi n- nane|user domai nnane|di st - nane}] [ LOCALRSAKEY=0. . 65535]
[ MODE={MAI NJAGGRESSI VE}] [ MSGRETRYLI M T=0.. 1024] [ MSGTI NEQUT=1. . 86400]
[ PHASE2XCHGLI M T={NONE|1. . 1024}] [ POLI CYFI LENANE=fi | enane]
[ PRENEGOT| ATE={ON|OFF|TRUE|FALSE}] [ REMOTEI D={i padd|donai n- nane|
user donai nnane|di st - nane}] [ SENDDELETES={ON|OFF|TRUE|FALSE}]
[ SENDNOTI FY={ON|OFF|TRUE|FALSE}] [ SENDI DALWAYS={ON|OFF| TRUE| FALSE}]
[ SETCOVM TBI T={ON|OFF|TRUE|FALSE}] [ SRCI NTERFACE=i nt er f ace]
[ XAUTH={CLI ENT|SERVERNONE}] [ XAUTHNAME=user nane]
[ XAUTHPASSWORD=passwor d] [ XAUTHTYPE={GENERI C|RADI US}]

policy: ISAKMP OO DOO0O01024000

ipadd: IPO OO0

domain-name: 0 0000

userdomainname: 0000000000 OOOuser@foo.barxxx 0000
dist-name: X.500 0O O O 0 DN “cn=myname,o=myorg,c=jp” 00 00
filename: 00 OO0 OO0O0OO.scpd

interface: IPO 00000000 OethOOppp0 O 00O

username: 00 00001064000

password: 000001064 000000000000000O

g0

ISAKMPOOOOOOOOOO
ISAKMPOOOOOOOISAKMPOOOOOOOOOUOOISAKMPOOOOOOOOOOOOOOOOO
O0OISAKMP/IKEOOODODOOOOODOOODOOOooOOoooo
ISAKMPOOOOOOOOOOOOOUOOOOOOOO0OOOO0oOOoooOoooO

goooog

POLICY ISAKMPOOOOO

PEER ISAKMPOOUOOOOISAKMPOUO OO IPOOOOOOOOOOIPOOOODOOOOODOOOO
O0000oo0oooo0o0ooo0oo000ANYODOOOOOooooooooooooooo
coooboooobooooooooobooooooooon
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CREATE ISAKMP POLICY

AUTHTYPE ISAKMPOOOOOUOOOPRESHAREDOO OO O OMMRSASIGORSAODOOOO M
RSAENCRORSACOUOOUOOUOOUOOOOOOOOOO PRESHAREDO

DHEXPONENTLENGTH Diffie-HellmanO OO0 0O0OO0O0O00O000O000O000O0O0OOOOOg a
modpl0D00a0000D0O0O0MOODODODO0OO0O0O0O0ODOOO0O0O0OOOOOOOOOO0
O00000000000OCakleyO OO 00O10200000000000 16000000000
go0oooo 100000000 oooooooooooooo oo b1lioooooooo 1
Ov76700000000 20 10230000

ENCALG ISAKMPOOOOOOOOOOOOOOOOOOOOOO DESO

EXPIRYKBYTES ISAKMPSAOOOOOOKbytellOOUODOODOODOOOODODOOOISAKMP SA
000000000000 U0DUOO0OUd NONEDODOOMm

EXPIRYSECONDS ISAKMPSAOOOOOOOMMSAODOUOOOOOOOOODOOOOISAKMP SA
000000000 UO0OoOUO0OooOOoU 8e400024 00 ™

GROUP 00000000 Diffie-HellmanO OakleyD OO0 000000000000 00512000
MODPM OOODO 10768000 MODPLL OO OO 201024000 MODPOOO OO OOOO
ooooooooo 10

HASHALG ISAKMPOOOUOOOUOOUOOOUOOOOOoOooooooooog SHAD

HEARTBEATMODE ISAKMPOUOOOOOOOUOOOOOOOOISAKMPOOOOOOOOOOOO
0000000uooouoooo SAO0DoooooooooUoUooUooooooooooooon
OOOO0OOSENDOOOCUO0OODOCOUD20000000000000000C000O0DOOUORECEIVE
o0o00o0oouoooooooooooU0oooooooooooooo3ooooogoooon
gooooboooooooooooooobbooobooboob bbb bbb oobo
SAU00000C0CO0OBOTHOOOUOUOUOUOOODODOUOUODODODODODUOONONEODODOODOOO
0000000000000 o0oOUoUuoUgog NONED

HYBRIDXAUTH 00000000000 0O0XAUTHOOOOOOOOOOOAUTHTYPEO RSASIG
g00000ooUooUoooooooogg OFFO

KEY ISAKMPOOOOOOOOOOOOOOODODOOODUODOODUOOOPRESHAREDOOOOOOOOO
0000 GENERALOOUOOOOOOOODOOOORSASIGODOOOOOO ISAKMP O0O0O RSA
O00o0ooooooooooOooUOISAKMPOOOOOODODOODOOOOOOoOoooooCADO
O000U0O0OU0O0OUUO0DUOODUUOUOUOOUORSAENCROODOOOOOOISAKMP OOO RSA
O0000o0oooooooUooooUOISAKMPOOO IPOOUOOOPEERODOOO ENCOOOOO
goooooooobooooboo

LOCALID ISAKMPOOOO 100000000 O0O0OO IDOCOOOO0OO0OOOOOO Ibooooon
O00IPOO0OODOOOO172.16.10500000000barmydomainnetti0 000000000
0000 0O joger@bar.mydomain.net11 X.500 0 0 0O O O O “cn=joge,0=ournet,c=jp”’00 400 O
O00000O0oO0ooOoOoOoOoOoISAKMPOOOOOOOOOoogo IbDoooooooooooon
O00000000O0ORSASIGOOOOOOOOOOOOOSET SYSTEM DISTINGUISHEDNAME
00000000000 0oooooDNODODOOOoDOoooooooooooooooooo PO
goooobooobooooo

LOCALRSAKEY OO0 RSAODOO0OOO0OOCUOOUOODOOOOUOOOOOOORSASIGODOOOOOO
OOORSAENCROOCOOOOOOOUOOOOOOOOOOOOOENABLEISAKMPOOOOO
LOCALRSAKEY U OO OOOoOoOoOoOoOoOoOoOoOoUoooooooooooooooooooooo
goooobogod
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CREATE ISAKMP POLICY

MODE ISAKMPOUOOO 100000 IKEOOOOOOIDOOOODOOOO MAINOOCOO IDOO
0000000 AGGRESSIVEO O OOOUOOUOOOOOOOOOOOPRESHAREDOOOOOOO
O0000000000000000000000000LOCALID/REMOTEIDO IPOOOOOO
OIDOOOOOAGGRESSIVEOOOOOOOOOOOOOOODOOooooo MAINOOOOO
oo0oooooo MAINOOOD

MSGRETRYLIMIT ISAKMPOOOOOOOOOOODOOOOOOS

MSGTIMEOUT ISAKMPOOOOUOOOOOUOOO 1000000000000 000g02000000
g0o000O000oUOoOoUoOoOoOoUUODUOO 200

PHASE2XCHGLIMIT 000000000000 OO0OOO0 ISAKMPSAOOOOOOOUOOO IKE
0000 20000000000000 NONEODOOOOMI

POLICYFILENAME AT-VPNClientO0 000000000 ooooooooooooooooooon
000000000OENABLE ISAKMP OO OO 0O POLICYSERVERENABLED D D0 OO0 OO
TRUEOOOODOOOOOOOOOOO AT-VPNClientOooooooooQ

PRENEGOTIATE 00OO0OOO0O0OOOOOOO ENABLEISAKMPOOOUOOOOUOUOO IKEQOOOO
0000000 OoUooUooOUoUUOoUoOoUoUyg FALSED

REMOTEID ISAKMPOUOOO 100000 0OU0OOOOOOOOOOOOOIDOODO0OOOOOooOOn
IDOODODOOO0OOOIPODOOOODOOL72.16.10.5M0 0 00 00 OO0bar.mydomain.nett0 0 00O
00000000000 joger@bar.mydomain.net11X.500 0 O OO 0O 0O "cn=joge,0=ournet,c=jp”0
04000000000000000000UOOUOOOOO ISAKMPOOOOOOOO IPODOO
00 IDO00000D0O0OO0O00DOO00O0D0O000oooooooo IiPOODOOOOOOOOO
oono

SENDDELETES SAOO0OOOOOOO Delete0 0000000000000 OTRUEDOOO ONDOO
O000o0oooooo SAOD0DO0O0OoUOoOoUooon SAODooooooooooooooon
000000 0uoooooooooo SAD0DooOoooUooUooUoooooooooooon
000 FALSEO

SENDNOTIFY IKEOOOODOOOOOOOOOODOODODOOO NeotifyOOOOOOoOoooOoOoOOoOOoOoOoO
00000 FALSEO

SENDIDALWAYS ISAKMP SAO 00O UOO0OOO0OOUOOOO IDOO0UOO0OOoOOoOooooooooo
00000 FALSEO

SETCOMMITBIT ISAKMPSAOOOOOOOOOOO ISAKMPOOODOO CommitODOO0O00O0OO
OOOOOO0OOTRUECOOO ONODOOOODOOOOSAOUOOOOOOOOOOOOOOOOOSA
00000000 U0ooooooouoooooooooooo FALSED

SRCINTERFACE ISAKMPOOOOOUOOOOOOOOOOOOOOODOOOoOoooooooooolIP
O0o00ogooooooooooouoooooo ISAKMPOOOODOOoOOoOooooooooo
oono

XAUTH ISAKMPOOOO10000C0UOOO0OOXAUTHOOOOOOOUOUOOOOODOOOoooO
0000000 uooooooo0o00U00000o0o00000000U0U0U00OSERVERDO O
OOO0ISAKMPOOODOOO XAUTHOOOOOUOOOOCLIENTOOOOUOISAKMPOOOO
OXAUTHOOOOOOOOOONONEO XAUTHOOOOOOOOOOOO NONEDO

XAUTHNAME XAUTHOOOOOOOOOOOOOODODOOODOOOOO

XAUTHPASSWORD XAUTHOOOOOOOOOOOOOOOOOOOOoQOoo

XAUTHTYPE XAUTHOOOOOOOOOGENERALODOOOOOUOOOOOOOOOOO RADIUS
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CREATE ISAKMP POLICY

0000000000000 GENERICO

g

e500 ISAKMPOOOO0OOOODMxauthbOOO OO XAUTHOOOOOOODOOOOOO MM dynlO
Odyn20 00000000 userlOuser200 0000000000000 0O00O0OOAggressive OO0
FOQDNDO IDOOOD OO fixlOfixQ0 OO OOOODODO0OD00000000000000000000Main
oo0oooooooo IPOOOOOOO IDOOOMmM

CREATE | SAKMP PCOLI CY=xaut h PEER=ANY KEY=0 XAUTH=SERVER SENDN=TRUE
SETC=TRUE

CREATE | SAKMP PCLI CY=dynl PEER=ANY KEY=1 MODE=AGGR SENDN=TRUE
REMOTEI D=user 1

CREATE | SAKMP PCOLI CY=dyn2 PEER=ANY KEY=2 MODE=AGGR SENDN=TRUE
REMOTEI D=user 2

CREATE | SAKMP PCLI CY=fi x1 PEER=1.1.1.1 KEY=11 SENDN=TRUE

CREATE | SAKMP PCOLI CY=fi x2 PEER=2.2.2.2 KEY=12 SENDN=TRUE

goooogn

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO
0OPRENEGOTIATE=TRUED D OO OOOOOOENABLEISAKMPOOOOOOOOOOOOOOOO
OISAKMPOUOOOOODOOOOODOOOOODOOOODOOOOO ENABLEISAKMPOOOOOOOO
CREATEISAKMP POLICY D OO OO0O0OO0O0OO0O0OO0OOOOOOOOOOOOOOEDITOOOOOOO
cooooooboooooon

goooog

DESTROY ISAKMP POLICYO 520000
SET ISAKMP POLICYD 840000
SHOW ISAKMP POLICYO 1220000

48 | CentreCOM AR300/AR700 0000 000DDDOOOOOO 2.3 IPsec
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DESTROY IPSEC BUNDLESPECIFICATION

DESTROY IPSEC BUNDLESPECIFICATION

O00o0O0OlIPsec/SACDODOOOODO
00000 AR300 V20 AR300L V20 AR7200 AR740

DESTROY | PSEC BUNDLESPECI FI CATI ON=bspec-i d

bspec-id: SAD DO OO0DOOOOODOO?2550

00

SAOO00O0O0O0O0OOOOOOO
goooog

BUNDLESPECIFICATION SAOOOO0OOOO0O0OO

goooogn

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

CREATE IPSEC BUNDLESPECIFICATIONO 370000
SET IPSEC BUNDLESPECIFICATIONO 770000
SHOW IPSEC BUNDLESPECIFICATIOND 890 0 O
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DESTROY IPSEC POLICY

DESTROY IPSEC POLICY

OOooooOlPsec/ IPsecC OO0
00000 AR300 V20 AR300L V20 AR7200 AR740

DESTROY | PSEC POLI CY=pol i cy [ SABUNDLE=bundl e-i d]

policy: IPsec00 00001023000
bundle-id: SAO 00O 00O 0O 000655350

00

IPsec0 0000000000000 O0OODOOOODOOOO SAODOOOOOOOOO
IPsecO0 000000000000 OOOUOOOOOOUOOOOOOOOO SAODUOOUOOOODOO
ooo

goooono
POLICY IPsecOO0OO0O

SABUNDLE SAOOOO0OOOSHOWIPSECPOLICYOOODOO SABUNDLEOOOOODOOOO
ooo

goooogn

IPsecOO0000OO00OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

CREATE IPSEC POLICYO 390 00O
DISABLE IPSEC POLICY DEBUGO 540 00O
ENABLE IPSEC POLICY DEBUGO 590 00 O
SET IPSEC POLICYO 78 00O O

SHOW IPSEC POLICYO 96 DO O OO
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DESTROY IPSEC SASPECIFICATION

DESTROY IPSEC SASPECIFICATION

O0O0O0O0OlIPsec/SADOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

DESTROY | PSEC SASPECI FI CATI ON=saspec-i d

saspec-id: SAO OO0 OO0 002550

00

SAOD00O0OOOOOO
goooog

SASPECIFICATION SAOOOOOO

goooogn

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

CREATE IPSEC SASPECIFICATIONO 430 00O
SET IPSEC SASPECIFICATIONO 810000
SHOW IPSEC SASPECIFICATIONO 111000 O
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DESTROY ISAKMP POLICY

DESTROY ISAKMP POLICY

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

DESTROY | SAKMP POLI CY=pol i cy

policy: ISAKMP OO OO0 01024000

00

ISAKMPOOOOOOOOOO
googgg

POLICY ISAKMPOOOOO

goooogn

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

CREATE ISAKMP POLICYO 450000
SHOW ISAKMP POLICYO 1220000
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DISABLE IPSEC

DISABLE IPSEC

O00O0O0OlIPsec/000000
00000 AR300 V20 AR300L V20 AR7200 AR740

Dl SABLE | PSEC

g0

IPsecOO0O0OO0O0OOOOOO
000000 SAQUOOOO0OOOOOOOOlIPsecOOdDODOOOOOODO

goooogn

IPsecOO000O000OO00OO0OOO0OOOOOOOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

DISABLE IPSEC POLICY DEBUGO 54 0 00O
DISABLE ISAKMPO 56 0 0O O

ENABLE IPSECO 580000

ENABLE IPSEC POLICY DEBUGO 590 00 O
ENABLE ISAKMPO 62 00 00O

PURGE IPSECO 720000

SHOW IPSECO 8800 00O
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DISABLE IPSEC POLICY DEBUG

DISABLE IPSEC POLICY DEBUG

OOooooOlPsec/ IPsecC OO0
00000 AR300 V20 AR300L V20 AR7200 AR740

DI SABLE | PSEC POLI CY={pol i cy |ALL} DEBUG={ALL|FI LTER/PACKET|TRACE}
[ DI RECTI ON={ALL|I NJOUT}] [ DI SPLAY={ALL|BUFFERHEADER|DATA|l PHEADER}]
[ RESULT={ALL|FAI L|PASS}] [ SELECTOR={ALL|LADDRESS|LNANVE|LPORT|RADDRESS|
RNANE|RPORT| TRANSPORTPROTOCOL }] [ WHERE={ALL |l PSEC|PROTOCOL }]

policy: IPsec00 00001023000

g0

IPsecOO000O0DO0OOO0DODOOOODODOOOOO
goooog

POLICY IPsecOO OO0

DEBUG 000000000 O0OO0OOOCOFILTEROOOOOOOOOOOODOODOD D PACKETO IPsec
O00O0UOO0UO0D@™TRACEDODDOOODODOODmMALLODODODDOODODOOOOOO

DIRECTION 0O0C00OO0OU00OO0O00O00CU0OO0O0OOO0OOCOOOOOINDOOOmOUTOOUOODMm
BOTHO OOOUOUOOUOUOUOOO

DISPLAY 000000OOOODEBUG=PACKETO DO OOO0OOOOOOOOOOOOOOOOOOOO
O0000000ALLOO0O0O0O0DDODO0O0O000000000OO0OBUFFERHEADERODATAO
IPHEADERO OO DO OOOODOOOODOOOOOOOOIPOOOODOOODOOOOOOOO

RESULT 0O00O0OO0OO0OO0OOOODEBUG=FILTEROOOOOOODOOOODOOOOOOOOOOOOOO
O00UOUOODALLOOOO0O0OOOOO0O0000O0OOO0000O0OO000OOFRAILOPASSOOOO
gooooboogoooooobooobboobbooboobooobDooboboobbobboo

SELECTOR 0000OCOOCUOUOODEBUG=FILTEROOOOOOOOOOOOOOOOOOOOOOO
goooooogoobooooboobbobobooo

WHERE 0O000O0O0OOOODEBUG=PACKETOOOOOOOOOOOOOOOOOOOOOOOOOO
0000000000000 000IPSECO IPsecO000OPROTOCOLODO IPsecO OO OOOO
ODOODALLODOOOOODOOOOO

goooogn

IPsecOO0000OO00OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDODOOOOOOOOOO

goooog
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ENABLE IPSEC POLICY DEBUGO 590 00 O
SHOW IPSEC POLICYD 96 O OO O
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DISABLE ISAKMP

DISABLE ISAKMP

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

DI SABLE | SAKMP

g0

ISAKMPOOOOOOOOOOOO
O0oO0oooISAKMPSAOOOOODOOOOO

goooogn

IPsecOO000O000OO00OO0OOO0OOOOOOOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

DISABLE ISAKMP DEBUGO 57 00 00
ENABLE ISAKMPO 62 00 00O
ENABLE ISAKMP DEBUGO 64 00 00O
SHOW ISAKMPO 1140000
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DISABLE ISAKMP DEBUG

DISABLE ISAKMP DEBUG

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

DI SABLE | SAKMP DEBUG={AL L |DEFAUL T|PACKET |PKT| PKTRAWSTATE| TRACE|
TRACENORE}

00

ISAKMPOOOOOOOOOOOOOOOOOOOOOO

goooog

DEBUG 00000000 UOUOUOOOOOSTATEOISAKMPOOOOOOOOOMMPACKETODOO
PKTOISAKMPOOOOOOOOOOMPKTRAWO ISAKMPO OO OOO 160000 MM TRACE

OISAKMPOOOOOOOOMMTRACEMOREI ISAKMP OO0 0O 00O MmMDEFAULTD TRACED
STATEOPACKETU OOOOODOOODWmMALLOOOOODOOOOOOO

goooogn

IPsecOO000O000OO00OO0OOO0OOOOOOOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

DISABLE ISAKMPO 56 0 0O O
ENABLE ISAKMPO 62 00 00O
ENABLE ISAKMP DEBUGO 64 00 00O
SHOW ISAKMPO 1140000

IPsec CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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ENABLE IPSEC

ENABLE IPSEC

O00O0O0OlIPsec/000000
00000 AR300 V20 AR300L V20 AR7200 AR740

ENABLE | PSEC

g0

IPsecOO0O0OO0O0OOOOOO

goooogn

IPsecOO0000OO00OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

DISABLE IPSECO 530000

DISABLE IPSEC POLICY DEBUGO 54 0 00O
DISABLE ISAKMPO 56 0 0O O

ENABLE IPSEC POLICY DEBUGO 590 00 O
ENABLE ISAKMPO 62 0000

PURGE IPSECO 720000

SHOW IPSECO 8800 00O
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ENABLE IPSEC POLICY DEBUG

ENABLE IPSEC POLICY DEBUG

OOooooOlPsec/ IPsecC OO0
00000 AR300 V20 AR300L V20 AR7200 AR740

ENABLE | PSEC POLI CY[ =pol i cy] DEBUG={ALL|FI LTERPACKET|TRACE}
[ DI RECTI ON={ALL|I NJOUT}] [ DI SPLAY={ALL|BUFFERHEADER|DATA|l PHEADER}]
[ RESULT={ALL|FAI L|PASS}] [ SELECTOR={ALL|LADDRESS|LNANVE|LPORT|RADDRESS|
RNANE|RPORT| TRANSPORTPROTOCOL }] [ WHERE={ALL |l PSEC|PROTOCOL }]

policy: IPsec00 00001023000

g0

IPsecOO000O0DO0OOO0DODOOOODODOOOOO
goooog

POLICY IPsecOO OO0

DEBUG 0000O0OUOOOOOO0OOOOOFILTEROIPsecOOOOOOOOOOOOOOOOOOOOO
OO0 PACKETOIPsec OO OOO 160000 UOOMMTRACEDIPsec 000 00000 OO
ALLOOODOOOOOOOOO

DIRECTION 0O0O0U0O0OU00OO000O00OCU0OO0O0OOO0OOCOOOOOINDOOOmOUTOOUOOoMm
BOTHOOOOUOUOOUOUOUOOO

DISPLAY 000000OOOODEBUG=PACKETO DO OOO0OOOOOOOOOOOOOOOOOOOO
O000000O00ALLODODOODO000000O000O000OO0OOBUFFERHEADERD DATAO
IPHEADERO O OO OOOODOOOODOOODOOOOOIPOOOODOOODOOOOOOOO

RESULT 000000 O0OOOODEBUG=FILTEROOOOOOOOOOODOOOOOOOOOOOOOO
O000U0O0O0ALLOOO0O0OO0OO0O0OO000000000000O0000OUO0OFRAILOPASSOOO
goooooboooooooooooooobbooobooboob bbb oobo

SELECTOR 0O00O0OCOOCUOUOODEBUG=FILTEROOOOOOOOOOODOOOOOOOOOOOO
goooooogoobooooboobbobobooo

WHERE 0O000O0O0OOOODEBUG=PACKETOOOOOOOOOOOOOOOOOOOOOOOOOO
0000000000000 000IPSECO IPsecO000OPROTOCOLODO IPsecO OO OOOO
ODOODALLODOOOOODOOOOO

gooooggoo

SecO'f > ena ipsec policy=vpn debug=filter

Info (181057): | PSEC Policy Debuggi ng has been enabl ed.
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ENABLE IPSEC POLICY DEBUG

SecOF f >
IPSEC. filt: pass: laddr: pol vpn
pol 192.168. 20. 0: 255. 255. 255. 0, pkt 192.168.20.100

IPSEC. filt: pass: raddr: pol vpn
pol 192.168. 1. 0: 255. 255. 255. 0, pkt 192.168.1.2

IPSEC. filt: pass: laddr: sa 2
sa 192. 168. 20. 0: 255. 255. 255. 0, pkt 192.168. 20. 100

IPSEC. filt: pass: raddr: sa 2
sa 192.168. 1. 0: 255. 255. 255. 0, pkt 192.168.1.2

SecO'f > ena ipsec policy=vpn debug=packet

Info (181057): | PSEC Policy Debuggi ng has been enabl ed

SecOF f >

| PSEC vpn: 2: QUT: pre processing:

| P 45000028eb1040002006d908c0a81464c0a80102
TCP: 0429005005b7e65c01f aee4c5004000038560000
dat a:

| PSEC vpn: 2: QUT: post processing

1 P: 450000604b7f 00004032f a573f 0c42ef 3d737527

ESP:  14f 45f a300000b09: 35d26e€02458706623d9aa9bf

data: 9fcdl18d0a34ffeech8b0f 574ddeaa820f 8baOdbh36cd7a9f c0254f 08215e2aa7ecdb34688
6193f 17d39cc7f 096276238bf 262b668920b51¢c535d26€02458706623d9aa9bf

SecO'f > ena ipsec policy=vpn debug=trace

Info (181057): | PSEC Policy Debuggi ng has been enabl ed

SecOfF f >

| PSEC vpn: 2: QUT: pre processing:

| P 4500002cf 81040002006cc04c0a81464c0a80102
TCP: 042c005005b9¢354000000006002200013e60000
data: 020405b4

| PSEC vpn: 2: QUT: post processing

1 P: 450000604b8000004032f a563f 0c42ef 3d737527

ESP: 14f 45f a300000b0a: 303cd3682ca0d4724d415643

data: f6bdc7fc7a25cbhh885eb3461ce36cda7bbf 752aa3298a3h5ef 1f 3aae0d8b94aa19d769f5
95f c677f 693c2b0ecf el3abf eae75h52430aa46d303cd3682ca0d4724d415643

SecOF f >

I PSEC vpn: 2: IN:. pre processing

| P 450000605ae800003732f 3ee3d7375273f Oc42ef
ESP: 52d700f f 00000c8c: 29109cc701bee3a76460a2eb

CentreCOM AR300/AR700 0000 DOOOO0DOOOD 2.3 IPsec
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ENABLE IPSEC POLICY DEBUG

dat a: 993a2918084608c51648755a8f 6ebd12d68f 806a169d4c243a04c0741d50a3ab52493dcd
069d1ec17a17349b9ec9f 6¢c6bb739a39b576298129109cc701bee3a76460a2eb

| PSEC vpn: 2: IN post processing:

| P: 4500002¢c5ae500003f 068a30c0a80102c0a81464
TCP: 0050042cf 254a5a005b9c355601204009b7b0000
data: 02040218

goooogn

IPsecOO0000OO00OO00OO0OOO0OOOOOOOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDODOOOOOOOOOO
goooog

DISABLE IPSEC POLICY DEBUGO 540 00O
SHOW IPSEC POLICYO 960 O OO
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ENABLE ISAKMP

ENABLE ISAKMP

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

ENABLE | SAKMP [ LOCALRSAKEY=key-i d] [ POLI CYSERVERENABLED={TRUE|FALSE}]
[ POLI CYFI LENAMVE=f | | enane] [ UDPPORT=port]

filename: 00 OO0 OOO0OO.scpd
key-id: O 0 0 000655350
port: UDP O OO0 OO 10655350

g0

ISAKMPOOOOOOOOOOOO
PRENEGOTIATE=TRUED ISAKMP O OO OOOOOOOOOOOOOOOOOOOOOOO 1000
ooooooooooooon

goooog

LOCALRSAKEY OO0 RSAOOOOOOUOOOISAKMPOOOOOOOODOOOOORSASIGOOO
OUOOOUOOORSAENCROUOOOOUOOOOOOOOOOOOOOOOOOOOOOOOO
POLICYSERVERENABLED OO0OO0O00O0OO0OO0O0O0O0OO0O0OOO0OOOOOOOOOOOOOOOOO
AT-VPN ClientOOOOOOOOOPOLICYFILENAMEO OO OODOODOOOOOODOOOODO
00000 AT-VPNClientO OO OOOoooooooO

POLICYFILENAME 000000000000 0OO00OO0OOOO0OOOOOAT-VPNClientoooooo
00000000 0oOISKAMPOOOODO POLICYFILENAMEOD OO O OOOOOOOOOO
cooboooobooooooooobooooood

UDPPORT ISAKMPOOOOOOOOOOOOOO UDPOOOOOOODOOO 5000

goooogn

PRENEGOTIATE=TRUED ISAKMPOOOOOOODODOOOODOO OO *.cfgh0 00 ENABLE ISAKMP
0000000 CREATEISAKMP POLICY DD O OOOOOO0OOOOOOODODODODODODOOENABLE
ISAKMPOOOOOOOO ISAKMPOOOOOOOOOOOOOOOOOO
IPsecOO0000OO00OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

DISABLE ISAKMPO 56 0 0O O
DISABLE ISAKMP DEBUGO 57 00 00
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ENABLE ISAKMP DEBUGO 64 0000
SHOW ISAKMPO 1140000
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ENABLE ISAKMP DEBUG

ENABLE ISAKMP DEBUG

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

ENABLE | SAKMP DEBUG={AL L |DEFAUL T|PACKET|PKT| PKTRAWSTATE| TRACE|
TRACENORE}

00

ISAKMPOOOOOOOOOOOOOOOOOOOOOO
goooog

DEBUG 0000000000 OOOOOSTATEOISAKMPOOOOODOOOMmMPACKET D OO PKT
OISAKMPOOUOUOOOOOOODOOOOMmMPKTRAWOISAKMPOOOOOO 16000000
O TRACED ISAKMPO O OOOOOOOOMMTRACEMORED ISAKMPO O OO OOOOOO
00 000MODEFAULTO TRACEDO STATEODPACKET O O OO OO OOOMMALLOOODOOOO
ooooo

gooooggoo

SecO'f > enabl e i saknp debug=packet

SecOrf > | SAKMP Tx Message
Cooki e’ s: f7f 11f 139bcf 2de0: 0000000000000000
Xchg Type: [IDPROT(2) Ver: 10 Flags: 00
Messagel D: 00000000 Total Length: 84
Payl oad #: 0 Length: 56 Type: Security Association (SA)
DO : I PSEC(0) Situation: 00000001
Proposal #: 1 Protocol: |ISAKMP(1l) #Trans: 1 SPI:
Transform#: 1

Transformld .................. I KE(1)
Encryption Algorithm.......... DES( 1)

Aut hentication Algorithm...... SHA( 2)

Aut hentication Method.......... PRESHARED( 1)
Group Description.............. 768(1)

Goup TYpe. ..o i MODP

Expiry Seconds................. 86400

SecOf > | SAKMP Rx Message
Cooki e’ s: f7f 11f 139bcf 2de0: 599d82ef e4a01228
Xchg Type: [IDPROT(2) Ver: 10 Flags: 00
Messagel D: 00000000 Total Length: 84

Payl oad #:

0 Length: 56 Type:

Security Association (SA)

64 | CentreCOM AR300/AR700 0000 00O DOO0O0ODOOO 2.3
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ENABLE ISAKMP DEBUG

DA : IPSEC(0) Situation:
Proposal #: 1 Protocol
Transform#: 1
TransformId
Encryption Al gorithm
Aut henti cation Al gorithm
Aut henti cation Method..........
Group Description..............
Goup TYpe. .. oo
Expiry Seconds.................
| SAKMP Tx Message
Cooki e’ s:
Xchg Type:
Messagel D:
Payl oad #:
2d df 75
34 f5 58
52 7a c4

00000001

| SAKMP(1) #Trans: 1 SPI
| KE( 1)
DES( 1)
SHA( 2)
PRESHARED( 1)
768(1)

f7f11f 139bcf 2de0: 599d82ef e4a01228
I DPROT(2) Ver: 10 Flags: 00
00000000 Total Length: 152
0 Length: 100 Type: Key Exchange
56 ed ee 00 6b 11 a6 e0 47 08 b3 77
ea b7 a3 bl Ob 32 df 7d 22 85 ae ce
fb 74 18 26 d7 13 ad 1b 97 83 fc 81
86 3a ce 01 fe f6 50 43 c7 dd 4c f6 78 ce 2a
ee 4e cb d6 fd 78 94 c6 al 9e 4f 15 bl d6 21
Payload #: 1 Length: 24 Type: Nonce (NONCE)
06 b3 a8 ce 3e 3a 04 d6 d8 16 7b 47 08 50 c9

(KE)
a0 53
21 5d
ea 1lb
a0 eb6
ff

19
80
7c
af

68
d1i
a2
f8

7f
30
33
93

34 9d 3f 51 82

SecO f > | SAKMP
Cooki e’ s:
Xchg Type:
Messagel D:
Payl oad #:

bb 81 of
42 45 da
8e 05 c3
86 79 ad
dé6 fc d4
Payl oad #:
65 ab 76

Rx Message

f7f 11f 139bcf 2de0: 599d82ef e4a01228
I DPROT(2) Ver: 10 Flags: 00
00000000 Total Length: 152

0 Length: 100 Type: Key Exchange
f5 5¢c 89 4f 41 39 a8 92 74 1c 4b 2f
93 78 Oc 48 81 2a 71 ba 1b 85 cf 9a
fe ca be 2f 95 ¢c0 3c fa cf ¢5 1d 2b
fa cO 1f 3b 0d 87 e0 Oc 7d 92 f4 7
b9 05 ae c3 35 f1 27 78 b6 le 88 98
1 Length: 24 Type: Nonce (NONCE)
dl 57 db 46 36 d8 e3 e0 38 0Of 2d di

| SAKMP Tx Message

Cooki e’ s:
Xchg Type:
Messagel D:
Payl oad #:
Type:
Val ue:
Payl oad #:
19 96
Payl oad #:
00 00
e4 a0 12
SecOfF f > | SAKWP

Cooki e’ s:

Xchg Type:

IPsec

f7f 11f 139bcf 2de0: 599d82ef e4a01228
I DPROT(2) Ver: 10 Flags: 00
00000000 Total Length: 94

0 Length: 14 Type:

1 Length: 24 Type: Hash (HASH)
2 Length: 28 Type:

28

Rx Message (decrypted)

f7f 11f 139bcf 2de0: 599d82ef e4a01228
IDPROT(2) Ver: 10 Flags: 01

(KE)

27
9c
28
a3
8a

dl

8b
ed
87
f8

c3

Identification (1D
FQDN Protocolld: O Port: O
client

6d
96
71
Oa

5a

21 3d 14 4f f1 3f 16 bd 3a ca 2c 8c ¢c3 7c 03 e8 52 f2
Notification (N)
00 01 01 10 60 02 f7 f1 1f 13 9b cf 2d e0 59 9d 82 ef

97
2d
21
fc

35
e6
75
5f

d9 db
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ENABLE ISAKMP DEBUG

Messagel D: 00000000 Total Length: 92
Payl oad #: 0 Length: 12 Type: ldentification (1D
Type: 1 PVA_ADDR Protocolld: 0O Port: O
Value: 1.1.1.1
Payl oad #: 1 Length: 24 Type: Hash (HASH)
79 33 1f ¢5 75 4b 8b 83 Of €9 bf b7 35 81 40 77 4c 34 3d 9a
Payl oad #: 2 Length: 28 Type: Notification (N)
00 00 00 01 01 10 60 02 f7 f1 1f 13 9b cf 2d e0 59 9d 82 ef
e4 a0 12 28
| SAKMP Tx Message
Cooki e’ s: f7f 11f 139bcf 2de0: 599d82ef e4a01228
Xchg Type: QUICK(32) Ver: 10 Flags: 00
Messagel D 7736489b Total Length: 148
Payl oad #: 0 Length: 24 Type: Hash (HASH)
aa 05 Ob be 05 fb 74 2e 93 34 53 d8 fb 39 e0 1e a5 8f 20 42
Payload #: 1 Length: 40 Type: Security Association (SA)
DO : | PSEC(0) Situation: 00000001
Proposal #: 1 Protocol: ESP(3) #Trans: 1 SPl: 3f854d43
Transform#: 1

Transformld .................. DES( 2)
Group Description ............. MODP768( 1)
Encapsul ation Mode ............ TUNNEL( 1)
Aut hentication Algorithm...... SHA( 2)

Payl oad #: 2 Length: 24 Type: Nonce (NONCE)

b6 6b 17 23 d6 f4 04 9d 60 9d a9 84 b9 29 99 d6 5¢c 05 79 €9
Payl oad #: 3 Length: 16 Type: ldentification (1D

Type: |1PV4A_ADDR SUBNET Protocolld: O Port: O

Val ue: 192.168. 20. 0: 255. 255. 255.0
Payl oad #: 4 Length: 16 Type: ldentification (1D

Type: |1 PV4A_ADDR SUBNET Protocolld: O Port: O

Val ue: 192.168. 1. 0: 255. 255. 255. 0

SecO'f > | SAKMP Rx Message (decrypted)
Cooki e’ s: f7f 11f 139bcf 2de0: 599d82ef e4a01228
Xchg Type: QUICK(32) Ver: 10 Flags: 01
Messagel D 7736489b Total Length: 148
Payl oad #: 0 Length: 24 Type: Hash (HASH)
71 d5 87 4e 5¢c ec 75 fd 1f fc Oc 91 27 a0 70 79 5¢c 17 9c f7
Payload #: 1 Length: 40 Type: Security Association (SA)
DO : I PSEC(0) Situation: 00000001
Proposal #: 1 Protocol: ESP(3) #Trans: 1 SPl: 58dfdda5
Transform#: 1

Transformld .................. DES( 2)
Group Description ............. MODP768( 1)
Encapsul ation Mode ............ TUNNEL( 1)
Aut hentication Algorithm...... SHA( 2)

Payl oad #: 2 Length: 24 Type: Nonce (NONCE)

e2 bc 6f Ob 49 00 55 70 d2 0d f5 99 fe cc 95 af f9 4b 16 4c
Payl oad #: 3 Length: 16 Type: ldentification (1D

Type: |1 PV4A_ADDR SUBNET Protocolld: O Port: O

Val ue: 192.168. 20. 0: 255. 255. 255.0

CentreCOM AR300/AR700 0000 DOOOO0DOOOD 2.3
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79 2f 7b ec f1 02 d7

Info (182057):

| SAKMP MAI N exchange 11:

SecOf f > | SAKMP MAIN

| SAKMP MAI N exchange 11:

SecOf f > | SAKMP MAIN

| SAKMP MAI N exchange 11:

SecOf f > | SAKMP MAIN

| SAKMP MAI N exchange 11:

I SAKMP QUI CK exchange 12:

SecOF f >
I SAKMP QUI CK exchange 12:

I SAKMP QUI CK exchange 12:

| SAKMP QUI CK exchange 12:

Info (182057):

I SAKMP MAIN: INIT: xchg 13:
| SAKMP CORE: Aqui re:

IPsec

Payl oad #: 4 Length: 16 Type: ldentification (1D
Type: |1 PV4A_ADDR SUBNET Protocolld: O Port: O
Val ue: 192.168. 1. 0: 255. 255. 255. 0

| SAKMP Tx Message

Cooki e’ s: f7f 11f 139bcf 2de0: 599d82ef e4a01228

Xchg Type: QUICK(32) Ver: 10 Flags: 00

Messagel D 7736489b Total Length: 52

Payl oad #: 0 Length: 24 Type: Hash (HASH)

SecO'f > enabl e i saknp debug=state
| SAKMP Debuggi ng has been enabl ed.
SecOrf > | SAKMP MAI N exchange 11:

New St at e:

exchange 11:

New St at e:

exchange 11:

New St at e:

exchange 11:

New St at e:

New St at e:

New St at e:
New St at e:
New St at e:
SecO'f > enabl e i saknp debug=trace

| SAKMP Debuggi ng has been enabl ed.
SecO'f > sh pl SAKMP: acquire -

equi val ent acquire request

ENABLE ISAKMP DEBUG

0d 49 47 cc 04 ce 7b 95 d4 03 47 da 21

New State: |DLE

SASENT

New St ate: SARECV

KESENT

New St at e: KERECV

AUTHSENT

New St ate: AUTHRECV

uP

SENDI NG_HASH_SA_NONCE

RECEI VI NG_MESSAGE

SENDI NG_HASH
DONE

Create Phase 1 Exchange
Started with peer 1.1.1.1

in progress
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ENABLE ISAKMP DEBUG

SecOf > I SAKMP MAIN: INIT: xchg 13: N |=20 v=baa95ac53c8b47al6cff9a81f d3df 98bf
34c9729

| SAKMP MAIN: I NIT: xchg 13: Nr |1 =20 v=ed3b6400668c47c8361f 853e998f f 0b4d20a24d5

I SAKMP MAIN: INIT: xchg 13: COXKIE_|I | =8 v=b8230e5ecac0212c

I SAKMP MAIN: INIT: xchg 13: COOKIE_R | =8 v=af 3b896d8b1b2h76

I SAKMP MAIN: INIT: xchg 13: Key | =8 v=686f 6765686f 6765

I SAKMP MAIN: INIT: xchg 13: EncKey | =8 v=f20fach52abb3e08

I SAKMP MAIN: INIT: xchg 13: 1V | =8 v=bdf 0e35f 5bb0459f

SecOf > | SAKMP | nfoProcess: xchg 13: Rx Notification Message - DO
I SAKMP MAIN: INIT: xchg 13: RenotelD=IPv4:1.1.1.1
| SAKMP CORE: Exchange 13 done

I SAKMP QUICK: INIT: xchg 14: Started with peer 1.1.1.1

I SAKMP QUICK: INIT: xchg 14: COOKIE_I |=8 v=b8230e5ecac0212c
I SAKMP QUICK: INIT: xchg 14: COOKIE_R | =8 v=af 3b896d8b1b2b76
I SAKMP QUICK: INIT: xchg 14: Messagel D=57339a70

I SAKMP QUICK: INIT: xchg 14: 1V | =8 v=a73675e6799¢eef 15

| SAKMP Q 14: HASHL1: |D Payl oad Created

SecOf > ISAKMP QUICK: INIT: xchg 14: rx nsg 1: start

I SAKMP QUICK: INIT: xchg 14: rx nsg prop policy done

I SAKMP QUICK: INIT: xchg 14: rx nsg TRAN 0,1 attributes good

I SAKMP QUICK: INIT: xchg 14: rx nsg TRAN 0,1 match

I SAKMP QUICK: INIT: xchg 14: rx nsg prop 0 match

I SAKMP QUICK: INIT: xchg 14: rx nsg Al'l proposals matched: (Ipn 1)
I SAKMP QUICK: INIT: xchg 14: rx nsg payl oads good

I SAKMP QUICK: INIT: xchg 14: rx nsg good

| SAKMP CORE: Exchange 14 done

PR RRR

SecO'f > enabl e i saknp debug=tracenore

Info (182057): | SAKMP Debuggi ng has been enabl ed

SecOrf > | SAKMP MAIN: INIT: xchg 15: Started with peer 1.1.1.1

| SAKMP: acquire - Queue the acquire struct

| SAKMP: acquire - Queue the acquire struct

SecOf > I SAKMP MAIN: INIT: xchg 15: x | =20 v=dee78c5e6d57a2b091e805d48b5cf4d7h6

2a6e5d

I SAKMP MAIN: INIT: xchg 15: g"x | =96 v=fa431d749ddb3ebada8ef 569f 9da7960464a8f f 7f

59465ee024e0bb130c77f 468ad275chbbc62314bd0184a5f 0ad9f 170894ab56f 666510df 2bb7946¢f
07167605f baf 4634ba8b6ebc7378c1e06c5e9ad5000f f ef c8d27904f ac1a9131b29b09%e

I SAKMP MAIN: INIT: xchg 15: g°y | =96 v=4baf a551598eb94183a7f dbe7deec732404b6330b
Obf c9ee9ad4abb63bf d58f 97d3¢c73320882e33984a4146f ad9e29f 3e0d17262567f 7f e612df ea2b9
7662808a3ef 3e868f 0482e73f f 550e96a39f 33ebc9¢c4a929080529536aa569bb19a8f 08

CentreCOM AR300/AR700 0000 DOOOO0DOOOD 2.3 IPsec
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ENABLE ISAKMP DEBUG

I SAKMP MAIN: INIT: xchg 15: g"xy | =96 v=8c8a03el1564abad8868b40fc7d5bca62a6a79950
405d296d9523d061bf d866dala2ef 286aac69939e6f 1516f c5620ee2751420b88a64f 86de0041875
f ebOed62a0328ale2f d7d90e01b42d0c3d315ece5d0167811b3d77dea899b8378edb2a0ll

I SAKMP MAIN: INIT: xchg 15: N =20 v=8eleade9adda0c95289025ad0b322520f 7c00a93

I SAKMP MAIN: INIT: xchg 15: Nr | =20 v=16e83cf 248d4c890bee7ef 266¢cf h82788d83557a

I SAKMP MAIN: INIT: xchg 15: COKIE_|I |=8 v=c7f b026ba87dc835

I SAKMP MAIN: INIT: xchg 15: COKIE_R | =8 v=649adcdb744a7018

I SAKMP MAIN: INIT: xchg 15: Key | =8 v=686f 6765686f 6765

I SAKMP MAIN: INIT: xchg 15: SKEYID | =20 v=073f 3d19abde74d9a3ah8584c99dc084c97929
e9

I SAKMP MAIN: INIT: xchg 15: SKEYID d | =20 v=dbdaf 57885e0e76e580cf4e696c9c07312c9
3569

I SAKMP MAIN: INIT: xchg 15: SKEYID a | =20 v=6e6525ff 8853e3239¢c374c9e0b604956e420
84eb

I SAKMP MAIN: INIT: xchg 15: SKEYID e | =20 v=5483967a2001308d33adh5f f 26a6allef d48
6c21

I SAKMP MAIN: INIT: xchg 15: EncKey | =8 v=5483967a2001308d

I SAKMP MAIN: INIT: xchg 15: 1V | =8 v=a05ded8713462c0c

I SAKMP MAIN: INIT: xchg 15: H [=20 v=3d202c887f b67a69bb5e8851606a5f 9d7184f af 7

SecO'f > I SAKMP MAIN: INIT: xchg 15: Renotel D=I Pv4:61.115.117. 39
I SAKMP MAIN: INIT: xchg 15: H =20 v=77c2972f612e22418e867a30dbdbhedadc729edhb6
I SAKMP DA : | PSEC. Exchange IDs from selectors

1D : type | PV4_ADDR_SUBNET
protocol Id 0
port 0
dat a c0a81400f fffff0O0
I1Dr: type | PV4_ADDR_SUBNET
protocol Id 0
port 0
dat a c0a80100f fffff 0O

I SAKMP DO : | PSEC. Aquire Info -> Local Policy
nunber of proposals 1
proposal 0: # 1, protld 3, #transforns 1
transformO: # 1, id 2, sas 1
expiry: b 0-4294967295, s 0-28800
gr 1, node 1, auth 2
I SAKMP QUICK: INIT: xchg 16: Started with peer 1.1.1.1
I SAKMP DA : | PSEC. Exchange | Ds not default:

initiatorAddress 63.12. 66. 122
IDi: type | PV4_ADDR_SUBNET
protocol Id 0
port 0
dat a c0a81400f fffff 00
responder Addr ess 1.1.1.1
IDr: type | PV4_ADDR_SUBNET
protocol Id 0
port 0
dat a c0a80100f fffff 0O

| SAKMP Q 16: HASH1: 008390d4 100
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ENABLE ISAKMP DEBUG

204ebb1d0a00002800000001000000010000001c01030401157652f 200000010
01020000800400018005000205000018099f 36cc5df a4c00c3c97a5f 00ad334f
7eae9c070500001004000000c0a81400f f f f f f 000000001004000000c0a80100
ffffffoo

| SAKMP Q 16: HASHL1: result f21b2f7aa43130b98db2e8a3eccc6921855d10dd

SecOf > |SAKMP QUICK: INIT: xchg 16: rx nsg 1: start

I SAKMP QUICK: INIT: xchg 16: rx nsg prop policy done

I SAKMP QUICK: INIT: xchg 16: rx nsg TRAN 0,1 attributes good

I SAKMP QUICK: INIT: xchg 16: rx nsg TRAN 0,1 match

I SAKMP QUICK: INIT: xchg 16: rx nsg prop O match

I SAKMP QUICK: INIT: xchg 16: rx nsg Al'l proposals matched: (Ipn 1)
I SAKMP QUICK: INIT: xchg 16: rx nsg payl oads good

I SAKMP QUICK: INIT: xchg 16: rx nsg good

| SAKMP Q 16: HASH2: 009c58d4 120

204ebb1d099f 36cc5df a4c00c3c97a5f 00ad334f 7eae9c070a00002800000001
000000010000001¢c01030401227095¢800000010010200008004000180050002
05000018a095527f 8c5274284d602f bc4f 865f c1ae4490ea0500001004000000
c0a81400f f f f ff 000000001004000000c0a80100f f ff ff 00

| SAKMP Q 16: HASH2: result 52016de8012ee5ec2a74f 60e6d571bcae625b8f e

| SAKMP Q 16: HASH | NK1: 009e40d4 45
03157652f 2099f 36cc5df a4c00c3c97a5f 00ad334f 7eae9c07a095527f 8¢c5274
284d602f bc4f 865f clae4490ea

I SAKMP Q 16: HASH I NK1: result 95e9b959f 1e819bc12e896hf 227eb78a184f 8c6a

| SAKMP Q 16: HASH OUTK1: 009e40d4 45
03227095¢8099f 36cchdf a4c00c3c97a5f 00ad334f 7eae9c07a095527f 8¢c5274
284d602f bc4f 865f clae4490ea

I SAKMP Q 16: HASH OQUTKL1: result 8303f4ba30e24deldac0b835b11046f bb5f Of 85f

I SAKMP Q 16: HASH | NK2: 009e40c0 65

95e9b959f 1€819bc12e896bf 227eb78a184f 8c6a03157652f 2099f 36¢cc5df adc
00c3c97a5f 00ad334f 7eae9c07a095527f 8¢5274284d602f bc4f 865f c1ae4490
ea

I SAKMP Q 16: HASH I NK1: result 95e9b959f 1e819bc12e896hf 227eb78a184f 8c6a
| SAKMP Q 16: HASH QUTK1: 009e40c0 65

8303f 4ba30e24deldac0b835b11046f bb5f Of 85f 03227095¢8099f 36¢cc5df adc
00c3c97a5f 00ad334f 7eae9c07a095527f 8¢5274284d602f bc4f 865f c1ae4490

ea

I SAKMP Q 16: HASH OQUTK2: result 52112530c1000cc247cdea99096badl3f 19e25c9

| SAKMP Q' 16: HASH3: 0080b0d4 45
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ENABLE ISAKMP DEBUG

00204ebb1d099f 36cc5df a4c00c3c97a5f 00ad334f 7eae9c07a095527f 8¢c5274
284d602f bc4f 865f clae4490ea

| SAKMP Q 16: HASH3: result 14014fd9c3a2749b6c65a0b42f 0c558aede913d2

goooogn

IPsecO000000O00OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

DISABLE ISAKMPO 56 0 0O O
DISABLE ISAKMP DEBUGO 57 00 00
ENABLE ISAKMPO 62 00 00O

SHOW ISAKMPO 1140000

IPsec CentreCOM AR300/AR7000 000 000000000023 |71
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PURGE IPSEC

PURGE IPSEC

O00O0O0OlIPsec/000000
00000 AR300 V20 AR300L V20 AR7200 AR740

PURCE | PSEC

g0

IPsecOO000O0DO0OOOODOOO

goooogn

0000000000000 Ipsec0d0O0O0OO0O0DODOOO0O0DDOOOODODOOOODODOOOODODOODOO
oooooooooboooooooo
IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

DESTROY IPSEC POLICYO 500000
DISABLE IPSECO 530000
ENABLE IPSECO 580000

SHOW IPSECO 8800 00

72 | CentreCOM AR300/AR700 0000 00O DOO0O0ODOOO 2.3 IPsec
J613-M0274-00 Rev.J



RESET IPSEC COUNTER

RESET IPSEC COUNTER

O00O0O0OlIPsec/000000
00000 AR300 V20 AR300L V20 AR7200 AR740

RESET | PSEC COUNTER] ={AH|ALG COVP|ESP|MAI N|SAD|SETUP|SPD}]

g0

IPsecO 0000000000 DOOOOODO
goooog

COUNTER 000000000000 OO0OO0OOOOOOOOOOOOALLOOOOOOOOOOO
Oo0o0oooUoo0o0ooo0oUoU000DAHDAHOOOOOO OO MALGDOOOO
O00oo0o0ooo0@mMCOMPOIPComp 00 OOOOOOMMESPOESPOOOOOOOO M
MAINO IPsecO0 000000000 OMMSADOSAOOOOOOMMSETUPOSADOOOOOMmM
SsPDOCO0O00OO0O0OO0O0OO0OOO0OO0OOOO0OO0OOOOOOOO0OODO0OOOOOOOOO

goooogn

IPsecOO000O000OO00OO0OOO0OOOOOOOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

SHOW IPSEC COUNTERSO 910000
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RESET IPSEC POLICY COUNTER

RESET IPSEC POLICY COUNTER

OOooooOlPsec/ IPsecC OO0
00000 AR300 V20 AR300L V20 AR7200 AR740

RESET | PSEC POLI CY=pol i cy COUNTER

policy: IPsec00 00001023000

00

o000 IPsecO00O0O00OOOODODOOOOODOODO
goooog

POLICY IPsecOO0OO0O

goooogn

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

SHOW IPSEC POLICYO 96 DO O OO
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RESET IPSEC SA COUNTER

O00O0O0OlIPsec/000000
00000 AR300 V20 AR300L V20 AR7200 AR740

RESET | PSEC SA=sa-id COUNTER

sa-id: SA 0 0 000 655350

00

0000 SAd0O0OoUoOooOoOooooooo
SAODOOO SHOWIPSECSAOD UOOOOOOOOO

goooog

SA SAOO

goooogn

RESET IPSEC SA COUNTER

IPsecOO0000OO00OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO

000000000 0AROIIDOOOOODOOOOOO

goooog

SHOW IPSEC SA0 1040000
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RESET ISAKMP COUNTER

RESET ISAKMP COUNTER

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

RESET | SAKMP COUNTER] ={GENERAL |MAI N/QUI CK|SAD|SPD|XDB|I PSEC|I NFO
AGGRESS| VE|NETWORK| TRANSACTI ON}]

00

ISAKMPOOOOOOOOOOOOOOOOOOOO
goooog

COUNTER 0O0OO0O0OO0O0OOCUOOO0U0O0OOOOUUOOUOODODOOOOUOUOUODOOOOOOOOOOOO
O000O000O0O0OGENERALO OO OO MMMAINOMainO 0000 MQUICKO QuickO OO
OO0 MmSADO ISAKMPSAOOOOOOMMSPDOISAKMPO OOODOOOOOOOOoOooooom
XDBOISAKMPO OO OUOOOOMmIIPSECOISAKMP O IPsecO0 00000000 O0OOOO
INFOO Informational O O [0 AGGRESSIVED Aggressive O O O 0O O (1 NETWORKO ISAKMP
0000000000 TRANSACTIOND Transaction D00 0000

goooogn

IPsecO0000O00O00OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDODOOOOOOOOOO

goooog

SHOW ISAKMP COUNTERSO 116 D O O O
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SET IPSEC BUNDLESPECIFICATION

SET IPSEC BUNDLESPECIFICATION

O00o0O0OlIPsec/SACDODOOOODO
00000 AR300 V20 AR300L V20 AR7200 AR740

SET | PSEC BUNDLESPEC! FI CATI ONebspec-id [ EXPl RYKBYTES=1. . 2000000000]
[ EXPI RYSECONDS=300. . 31449600]

bspec-id: SAD DO O0O0DOOOOODOO?2550

g0

SAO00O00000O0O00OO0O0OO0OODOoOoOoO
goooog

BUNDLESPECIFICATION SAOOOO0OOO0O0O0OO

EXPIRYKBYTES 00000 SAOODOOOOKbytel OOOO0ODOO0OODO0OODODOOODOOOODOOO
OSAO0OU0O0O0OO0OOOOOOOOOKEYMANAGEMENTOOOOOOO ISAKMPOOOO
ooboboooooboooboooobood

EXPIRYSECONDS 00000 SAU0O0O00O0MOOOO0OOOO0OOOOOOOOOOOoOoOo
OO0 SAQOU0O0OO0OOO0OO0O0O0OO0OOO0OOKEYMANAGEMENTOOOOOOO ISAKMPO OO
O0o0O00o0o0oooooOoo 2880000800

goooogn

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

CREATE IPSEC BUNDLESPECIFICATIONO 370000
DESTROY IPSEC BUNDLESPECIFICATIONO 490000
SHOW IPSEC BUNDLESPECIFICATIOND 890 0 O
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SET IPSEC POLICY

SET IPSEC POLICY

OOooooOlPsec/ IPsecC OO0
00000 AR300 V20 AR300L V20 AR7200 AR740

SET | PSEC POLI CY=pol i cy [ ACTI ON={DENY|l PSEC|PERM T}]
[ BUNDLESPECI FI CATI ON=bspec-i d] [ PEERADDRESS={i padd|ANY|DYNAM C}]
[ LADDRESS={ANY|i padd] - i padd] }] [ LMASK=i padd] [LNAME={ANY|system nane}]
[ LPORT={ANY|port}] [ RADDRESS={ANY|i padd[-ipadd]}] [ RVASK=i padd]
[ RNAME={ANY|syst em nane}] [ RPORT={ANY|port}] [ TRANSPORTPROTOCOL={ANY|ESP]
GRE|l CMP|OSPF|RSVP| TCP|UDP|pr ot ocol }] [ DFBI T={SET|COPY|CLEAR}] [ GROUP={0|
1|2}] [ | PROUTETEMPLATE=t enpl at e] [| SAKMPPCLI CY=i saknp- pol i cy]
[ SRCI NTERFACE=i nt er face] [ UDPHEARTBEAT={TRUE|FALSE}] [ UDPPORT=port]
[ UDPTUNNEL={TRUE|FALSE}] [ USEPFSKEY={TRUE|FALSE}] [ POSI TI ON=pos]

policy: IPsec00 00001023000

bspec-id: SAO D OO0 OO0ODOOODOOO2550

ipadd: IPOO0O000OOOOOOOO

system-name: 00 0000101200 0000000000000000000O00O0O

port: TCP/UDP O 00O 00O 000 655350

protocol: IPO 0000 OO D000 2550

template: 0 0000000000103l 000000000000000O0O

isakmp-policy: ISAKMP OO O0O0010240000000000000000000000
interface: IPO 00000000 OethOOppp0 O OO

pos: 00000 0OOOO0OOL0500

00

IPsecOO000O0DO0OOO0DODOOOODODOOO
goooog

POLICY IPsecOO OO0

ACTION 0000000 LADDRESSILMASKILNAMELLPORTCRADDRESSIRMASKIRNAMED
RPORTLTRANSPORTPROTOCOLMI O OOOODOODDODODOOOOOOOOOIPSECI BUNDELSPECIFICATION
00000000000 SAOOODOOOOUOOOOUOMMPERMITOIPsecOOOOOOOOODOO
OO00D0DO0O0DMmMDENYDDODODUOODODOOOoDoDOooooooo

BUNDLESPECIFICATION SAOCUOU0O00O0OO0OOOO SAOOOOOOOOOOOOOOSAOOO
OOO0OIPsecO0 0000000 DOODOOOODOODOOODOODOODOOOOODODOOOOOOON
O0O0OOUOOOUOOACTIONO IPSECOOD0O0OOOODOODOOOOOOM

PEERADDRESS OO IPsecO00 IPOOUOOOOOCO IPOOO0OOOUOODOOOOOOOOOOOO
DYNAMICOOOOOOOOODODOOOO IPOODOOOOOOOOOODOOO ANYOOOOOO
DYNAMIC O ANY 00 KEYMANAGEMENT O ISAKMPO OO OOOOOOOO

CentreCOM AR300/AR700 0000 DOOOO0DOOOD 2.3 IPsec
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SET IPSEC POLICY

LADDRESS 0000000000 U0Oo0OOoUOUoOoOUOlioooooooooooooooooon
ooodo IPO000UOUOOUOOOLMASKOOOOOODOOOOOOOooOOoooooooooon
00000000000 0oo0oooooooog ANYOODOOO

LMASK 0OO0O0O0OCO 100OLADDRESSOOO0UOOOUOOOOOUOOOOOOOO 255.255.255.255

LNAME 000000 1000000000000000000000000000000O0O00000O0O
O0o0U0uogoooolSAKMPOOOOO 2IDO000C0O0O0OOOOOOOOOO ANYDO
ooo

LPORT 000000 1000000000000 000O0O0 ANYOOOOO

RADDRESS 000000 10000000000000000O0000O0O0O00O IPOOOOORMASK
goooooooobooooooooooboooboboobbob bbb oobo
OO0 ANYOOOODO

RMASK 000000 100RADDRESSOOOO0OOUOOOOOOOOO 255.255.255.255

RNAME 000000 1000000000000000000O0OO0OO0OO0OOOO0O0OOOO0O0O0OO0
o00oo0o0uooooooooog ISAKMPOOOOO 2ID00000OooooO ANYODO
ooo

RPORT 000000 10000000000000O00OCO ANYOOOUOO

TRANSPORTPROTOCOL 000000 l10000000000O0COOOOOOOIPOOOOOO
OOOALLOTCPOUDPOUOOOOOOUOOOO IPOOOUOOOOOOOOOOOOOO ANYODO
ooo

DFBIT 0000000 SAOOOOOOOIPOOOOO DFODon’tFragmentC00o0oooooon
gooooooooooocoPYOOOODOOOUOOOOIPOOODODODFOODODOOOOOOOO
OO00O0SETOOUOOO0OOOOOOUOOODUOOOUOOODOCLEAROOOOOOOOODOOODOO
oooo0oooooooooooooooo MTUDODOOOODOOOOODODODoODoOOoOODREOO
gdo000o0oOoOooOoOoOoOoOoOOODOOOOODOOODOODOOOODOOOOOOOOO CLEARDO
O000oooooo CLEAR

GROUP IKEOOOO 20QuickD 00000 Diffie-HellmanO OO OO O OO Oakley OO 0O0OOPFS
0 Perfect Forward SecrecyD 000000 OOO0OOOUSEPFSKEY OO OO OO0 TRUEDOOO
Oo0o0oooooooooooooo 1

IPROUTETEMPLATE IPO0O00O0OOOCOOO0OO0O IPsecO00O0O0OOOO IPsecSAOOOOO
gooooooooobbooboobobbobobboobbooboooooLoobobbbobbbobbobo
O0IPsecSADOODOODD IPODOO/Z00000000000O0C0COOOACTIONDO IPSECOO
PEERADDRESS 0 ANY O DYNAMICO OO OODOODOOOOOOO

ISAKMPPOLICY ISAKMPOOOOOOACTIONDO IPSECOOO0O0OO0OO00O0OOOOOOOOOOO
00000000 PEEROOO ISAKMPOOOOOOUOOOOOOOooOoOoO IPsecOOOnonon
OO0 ISAKMPOOOUOOOOOOOoOoooooooon

SRCINTERFACE IPsecO00 0000000000000 0OOOO0OO0OOOUOOOOOOOIPsecO
gooooooooobuoboboobbobobobbobbbobooboobooooggb bbb Do
O00000000000000000000000000000000000000 Unnumbered
gooooboogoboooobooobboobboobooboooo

UDPHEARTBEAT UDPOO0OO0O0OO0ODOOOODOODOOOUDPODOOOOOOOUDPOOODODOO
OESPoverUDPOOOOOOOOOOOOO NATOOOODOOOODODOODOODODOOOOOOOO
O0000O0UOOOTRUEODOOOOODOOOOO IPsecO0OOOO UDPOOO 27460000 30
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J613-M0274-00 Rev.J



SET IPSEC POLICY

goooooooobooooooooooboooboboobbob bbb oobo
d00000000oUooUooUoUUoUog FALSE

UDPPORT UDPOOOOOOOESPoverUDPOOOOOOOCOOUDPOOOOOOODOOO 27460

UDPTUNNEL UDPUOOOCUOOOOESPoverUDPOOOOOUOOOCOUOOTRUEODOOOOOOOO
IPsecOESPO OO0 OO0 UDPOOOUOUOOOOOOOOOOO 274600000 UDPPORT OO
0000000000000 0o0oo00oooooooolIPsecOODd NATOODODODOOOOOO
OlIPsecO000000O00O0O0OODODAHOOODOOOODOOODOO FALSE

USEPFSKEY PFSO Perfect Forward Secrecyl O 0000 O OPFSO0OO000O0OOOOOOOOOOO
00000000000 0000000PFSO0OO0O0OOO0OIPsecSAODOOOOOOODODO Diffie-
Hellman OO OOODODOOODODOOO0OOO0OOODOOO0OOOOOKEYMANAGEMENT=ISAKMPO
000000000 UoDo FALSE

POSITION IPsecO00 0000000 O0OUOO0O000O00OOODOODOOOOOOOUOODOOOOOOOO
O000U00O0OU0OU0O0OUO0OUOUOOOINTERFACED DO OO OOoogg

goooogn

IPsecOO000O000OO00OO0OOO0OOOOOOOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

ADD IPROUTE TEMPLATED IPO O 1870000
CREATE IPSEC POLICYO 390000

DESTROY IPSEC POLICYO 500000

DISABLE IPSEC POLICY DEBUGO 540 00O
ENABLE IPSEC POLICY DEBUGO 590 00 O
SHOW IPSEC POLICYO 96 DO O OO
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SET IPSEC SASPECIFICATION

SET IPSEC SASPECIFICATION

O0O0O0O0OlIPsec/SADOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SET | PSEC SASPECI FI CATI ON=saspec- i d [ MODE={TRANSPORT|TUNNEL }]
[ COMPALGORI THVELZS] [ ENCALGORI THME{DES|3DESOUTER/NULL}] [ ENCKEY=key- i d]
[ HASHAL GORI THVE{MD5|NULL|SHA}] [ HASHKEY=key-i d] [INSPI =spi] [ OUTSPI =spi ]
[ ANTI REPLAYENABLED={TRUE|FALSE}] [ REPLAYW NDOWS| ZE={32|64|128|256}]

saspec-id: SAO OO0 OO0 002550
key-id: O 0 0 000 655350
spi: SPIO 000429496729500 00000255 0000000000

g0

SAOO00O000O00OO0ODOOOOOOoOOn
goooog

SASPECIFICATION SAOOOOOO

MODE SAOUOOOCOOTUNNELOOOOOOOOOO TRANSPORTUOOOOOOOOOOOO
0000000 TUNNEL

COMPALGORITHM 0000000000000 LZSOO

ENCALGORITHM 000000000

ENCKEY OOO0OOOOOOOUOOOOESPOOOOOOODOO

HASHALGORITHM 0000000000000 O0O00O00OO0

HASHKEY 000000000000 AHO ESPOOOOOOOOOO

INSPI O000O0O0O0ODOOO SPIO Security Parameter Index0 O OO OO0 000 AHO ESPO OO0
gooogo

OUTSPI OO0OOOOO0OO0OO SPIOSecurity Parameter Index0 O OO OOOOO AHO ESPODOO
gooogoo

ANTIREPLAYENABLED 0000000000000 O0OOPROTOCOLO COMPOOOOOOOOO
d0000000oUooUooUoUUuoUog FALSE

REPLAYWINDOWSIZE 0000000000000 OOOOOO0OOO 200000000000 AH
OESPOOOOOOOOOO

goooogn

IPsecOO0000OO00OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO
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googod

CREATE IPSEC SASPECIFICATIONDO 430 00O
DESTROY IPSEC SASPECIFICATIONO 510000
SHOW IPSEC SASPECIFICATIONC 1110000
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SET IPSEC UDPPORT

SET IPSEC UDPPORT

O00O0O0OlIPsec/000000
00000 AR300 V20 AR300L V20 AR7200 AR740

SET | PSEC UDPPORT=port

port: UDP 0O 00 0O 0000655350

00

UDPOOOUOOOOESPoverUDPOO OO OOOOOOOUDPOOODOOOOOOODODOOOO 274600
goooog

UDPPORT UDPOOOOOOOODOOOO 2746

goooogn

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

SHOW IPSECO 8800 00O
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SET ISAKMP POLICY

SET ISAKMP POLICY

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

SET | SAKMP POLI CY=pol i cy [ AUTHTYPE={PRESHARED|RSASI GRSAENCR}]
[ DHEXPONENTLENGTH=160. . 1023] [ ENCALG={DES|3DESQUTER}]
[ EXPI RYKBYTES=1. . 1000] [ EXPI RYSECONDS=600. . 31449600] [ GROUP={0|1|2}]
[ HASHALG={SHA|MD5}] [ HEARTBEATMODE={BOTH|NONE|RECEI VE|SEND}]
[ HYBRI DXAUTH={ON|OFF}] [ KEY=0. . 65535] [LOCALI D={i padd|donai n- nane|
user donai nnane|di st - nane}] [ LOCALRSAKEY=0. . 65535] [ MODE={MAI N|
AGGRESSI VE}] [ MSGRETRYLI M T=0. . 1024] [ MSGTI MEQUT=1. . 86400]
[ PHASE2XCHGLI M T={NONE|1. . 1024}] [ POLI CYFI LENANE=fi | enane]
[ PRENEGOTI ATE={TRUE|FALSE}] [ REMOTEI D={i padd|domai n- nane|user donmai nnane
di st-nane}] [ SENDDELETES={TRUE|FALSE}] [ SENDNOTI FY={TRUE|FALSE}]
[ SENDI DALWAYS={TRUE|FALSE}] [ SETCOMM TBI T={TRUE|FALSE}]
[ SRCI NTERFACE=i nt er face] [ XAUTH={CL| ENT|SERVER/NONE}]
[ XAUTHNAME=user nane] [ XAUTHPASSWORD=passwor d] [ XAUTHTYPE={CGENERI C|
RADI US}]

policy: ISAKMP OO DOO0O01024000

ipadd: IPO OO0

domain-name: 0 0000

userdomainname: 0000000000 OOOuser@foo.barxxx 0000
dist-name: X.500 0O O O 0 DN “cn=myname,o=myorg,c=jp” 00 00
filename: 00 OO0 OO0O0OO.scpd

interface: IPO 00000000 OethOOppp0 O 00O

username: 00 00001064000

password: 000001064 000000000000000O

g0

ISAKMPOOOOOOOOODOOOOODOOOOO
goooog

POLICY ISAKMPOOOOO

AUTHTYPE ISAKMPOOOOOOOOPRESHAREDOOOOOOMMRSASIGODRSAODODOOOOM
RSAENCRORSAOOODOOOOOOOOOOOODOOODO PRESHAREDO

DHEXPONENTLENGTH Diffie-Hellman OO O O0O0O0OO000000000000O0O0OO0O0O0OOOOg a
modpO0O0O0 0000000000000 O0O00O0000O000O0O0OOOO0DOOO
000000000000 OCakleyOODO OD1020000000000016000000000
ooooooile000iooooUioooo0oooooooooooo ool ooooooool

84 | CentreCOM AR300/AR700 0000 O DDODOO0ODOOO 2.3 IPsec
J613-M0274-00 Rev.J



SET ISAKMP POLICY

Ov76700000000 20 10230000

ENCALG ISAKMPOOOOOOOOOOOOOOOOOOOOOO DESO

EXPIRYKBYTES ISAKMPSAOOOOOOKbytellOOUOOODOODOODOODODOOOISAKMP SA
000000000000 U0DUOO0OUd NONEDODOOMm

EXPIRYSECONDS ISAKMPSAOOOOOOOMMSAODOUOOOOOOOOODOOOOISAKMP SA
000000000 UO0OoOUO0OooOOoU 8e400024 00 ™

GROUP 00000000 Diffie-HellmanO OakleyD D0 OO0 0000000 OO 00512000
MODPMIOOODO 10768000 MODPLL OO OO 201024000 MODPOOOOOOOOO
ooooooooo 10

HASHALG ISAKMPOOOOOOUOOUOOOUOOOOOoOooooooooog SHAD

HEARTBEATMODE ISAKMPOUOOOOOOOUOOOOOOOOISAKMPOOOOOOOOOOOO
000000 0ooouoooo SAODooooooooooOUooUooooooooooooon
OOOO0OOSENDOOOCUO0OOCOUD20000000000000000C000O00DOOUORECEIVE
00000 oouoooooooooooUooooooooooooooo3ooooooooon
gooooboooooooooooooobbooobooboob bbb bbb oobo
SAU000000O0OBOTHOOOOUOUOUOOODODOUOUODODODODODUOONONEOODOODODOO
0000000000000 0oOUoUuogog NONED

HYBRIDXAUTH 00000000000 0OXAUTHOOOOOOOOOOOAUTHTYPEO RSASIG
g00000oUooUooooooooug OFFd

KEY ISAKMPOOOOOOOOOOOOOOODODOOODUODOODUOOOPRESHAREDOOOOOOOOO
0000 GENERALOOUOOOOOOOODOOOORSASIGODOOOOOO ISAKMP OO0 RSA
O000o0ooooooooooooUISAKMPOOOOOODODOODOOOOOoOOoOoOooOooCADO
O000U0O0OUO0OUUO0DUOODUUOUOUOUORSAENCROODOOOOOOISAKMP OOO RSA
O0000o0oooooooUooooUOISAKMPOOO IPOOUOOOPEERODOOO ENCOOOOO
goooooooobooooboo

LOCALID ISAKMPOOOO 100000000 0O0OO IDOCOOO0OO0OOOOOOIbooooon
O00IPOO0O0ODOOODO172.16.10500000000barmydomainnett0 000000000
0000 0O joger@bar.mydomain.net11 X.500 0 0 0O O O O “cn=joge,0=ournet,c=jp”’00 400 O
O00000O0oO0ooOoOoOoOoOoISAKMPOOOOOOOOOoogo IbDoooooooooooon
O00000000O0ORSASIGOOOOOOOOOOOOOSET SYSTEM DISTINGUISHEDNAME
00000000000 o0oooooDNODODOOOoDOooOoooooooooooooooo PO
goooobooobooooo

LOCALRSAKEY OO0 RSAODOO0OO0OOUOOUOODOOOOUOOOOOOORSASIGODOOOOOO
OOORSAENCROOCOOOOOOOUOOOOOOOOOOOOOENABLEISAKMPOOOOO
LOCALRSAKEY U OO OOOoOoOoOoOoOooOoOoOoUoooouoooooooooooooooooo
goooobogod

MODE ISAKMPOUOOO 100000 IKEOOOOOOIDOOOODOOOO MAINOOCOO IDOO
0000000 AGGRESSIVEO O OOOUOOUOOOOOOOOO0OOOPRESHAREDOOOOOOO
O0000000000000000000000000LOCALID/REMOTEIDO IPOOOOOO
OIDOOOOOAGGRESSIVEO OOOQOOOOOOOOOOODOOoooooo MAINOOOOO
oo0oooooo MAINOOOD

MSGRETRYLIMIT ISAKMPOOOOOODOOOOODOOOOOOS
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SET ISAKMP POLICY

MSGTIMEOUT ISAKMPOOOOOOOOOOOO 1000000000000 000O02000000
g0o000O000OoUOoOoUOoOoOoOoUUODUOO 200

PHASE2XCHGLIMIT 000000000000 OO0O0OO0 ISAKMPSAOOOOOOOUOOO IKE
0000 20000000000000 NONEODOOOOMI

POLICYFILENAME AT-VPNClientO0 000000000 ooooooooooooooooooon
000000000OENABLE ISAKMP OO OO 0O POLICYSERVERENABLED D DO OO0 OO
TRUEOOOODOOOOOOOOOOO AT-VPNClientOooooooooQ

PRENEGOTIATE 00OO0OOOO0OCOOOOOO ENABLEISAKMPOOOUOOOOUOUOO IKEOQOOOO
0000000 OoUooUooOUoUUOoUoOoUoUyg FALSED

REMOTEID ISAKMPOUOOO 100000 0OU0OOOOOOOOOOOOOIDOODO0OOOOoOooOOn
IDOODODOOO0OOOIPODOOOO0DOOL72.16.10.5M0 0 0O 0 00 OO0bar.mydomain.nett0 0 00O
00000000000 joger@bar.mydomain.net11X.500 0 O OO 0O 0O "cn=joge,0=ournet,c=jp”0
04000000000000000000UOOUOOOOO ISAKMPOOOOOOOO IPODOO
00 IDO00000D0O0OO0O00DOO00O0D0O00ooooooooo IPOODOOOOOOOOO
oono

SENDDELETES SAOOJOOOOOOO Delete0 0000000000000 OTRUEDOOO ONDOO
O000o0oooooo SAOD0DO0O0OoUOoOoUooon SAODooooooooooooooon
000000 0uoooooooooo SAD0DooOoooUooUooUoooooooooooon
000 FALSEO

SENDNOTIFY IKEOOOOOOOOOOOOODOODODOOO NeotifyOOOOOOooooOoOoOoOOooOoO
00000 FALSEO

SENDIDALWAYS ISAKMP SAOUO0OCOUOO0OOO0OOUOOOO IDOO0UOO0OOoUOOoooooooooo
00000 FALSEO

SETCOMMITBIT ISAKMPSAOOOOOOOOOOO ISAKMPOOODOO CommitODO0O0O00O0OO
OOOOOO0OOTRUECOOO ONODOOOOODOOOSAOUOOOOOOOOOOOOOOOOOSA
00000000 U0ooooooouoooooooooooo FALSED

SRCINTERFACE ISAKMPOOOOOUOOOOOOOOOOOOOOODOOOOoooooooooolIP
O0o0ogooooooooooouoooooo ISAKMPOOOOOOOOoOOoooooooon
oono

XAUTH ISAKMPOOOO10000C0UOOO0OOXAUTHOOOOOOOUOUOOOODODOOOOooOoOO
0000000 uooooooo00o00U00000o0000000000U0U00OSERVERO O
OOOISAKMPOOOOOO XAUTHOOOOOUOOOOCLIENTOOOOUOISAKMPOOOO
OXAUTHOOOOOOOOOONONEO XAUTHOOOOOOOOOOOO NONEDO

XAUTHNAME XAUTHOOOOOOOOOOOOOODODOOODOOOOO

XAUTHPASSWORD XAUTHOOOOOOOOOOOOOOOOOOOOoQOoo

XAUTHTYPE XAUTHOOOOOUOOOOGENERALODOOOOOUOOOOOOOOOOO RADIUS
0000000000000 GENERICO

goooogn

IPsecOO0000OO00OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO
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CREATE ISAKMP POLICYO 450000
DESTROY ISAKMP POLICYO 520000
SHOW ISAKMP POLICYO 1220000

IPsec
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SHOW IPSEC

SHOW IPSEC

O00O0O0OlIPsec/000000
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | PSEC

g0

IPsecOO000O0DO0OOOODOOO

gooooggoo

SecO'f > show i psec

| PSEC Mbdul e Configuration

Module Status ... ENABLED
| Psec over UDP
Status ... . CLOSED
Listen Port .......... ... .. .. ... . ...... 2746
Module Status IPsecO0 00 0000OO0O00OO
IPsec over UDP/Status UDPOOOOOOOESPoverUDPO OO OOOO
IPsec over UDP/Listen Port ubDPOOOODOOOOODOOOODOOOOOO
0 6:
goooooo

IPsecOO0000OO00OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

DISABLE IPSECO 530000
ENABLE IPSECO 580000
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SHOW IPSEC BUNDLESPECIFICATION

SHOW IPSEC BUNDLESPECIFICATION

O00o0O0OlIPsec/SACDODOOOODO
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | PSEC BUNDLESPECI FI CATI ON[ =bspec- i d]

bspec-id: SAD DO OO0DOOOOODOO?2550

00

SAO00O000O00OO0OOO0OOooooo

goooog

BUNDLESPECIFICATION SAOO0OO0OO0O0O0OOOO0OO0OOOOOOOO SAOO0OOOOOOOOO
ooboooooooooboooooooooooooooooooooooooon

gooooggoo

SecO'f > show i psec bundl especification

I D KeyManagenent ExpKBytes ExpSec String

SecO'f > show i psec bundl especification=1

Bundl e Specification

Id .o 1
Key Management ................. | SAKVP
String ... 1
Expiry Kilobytes ............... -
Expiry Seconds ................. 28800
Num of Proposals................ 1
Proposal ....................... 1

Proposal Nunber ............. 1

Protocol ................... ESP

Nunmber O Transfrons ....... 1

TransformO ........... SA Spec |d 1
IPsec CentreCOM AR300/AR700 0 000 ODOOOOOOOOO 2.3
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SHOW IPSEC BUNDLESPECIFICATION

ID SAO00OOO0OOOO

KeyManagement OO0o0o0o0O0MANUALOOOOO ISAKMPO O OO

ExpKBytes SAOD0O0O0O0OOKBytelMlOOOOoOoooooOOoOO SAOODOODOOOOOO
ooo

ExpSec SAD00DO0O0O0DODMSADODOODOOOOOOOOD SADDODUOoOoOoooO
ooo

String 000000000 SAODO0DOooooo

07:SA0000000D0DOOO00OO
Id SAOD0OOOOOoOoO

Key Management

OO0O0O0OO0O0OMANUALOOOOO ISAKMPO O OO

String O00o0ooooo SAODODOoOOoOoDoo

ExpiryKBytes SAODODOODOO0OKBytell OOOODOOoOoOoOoOoOoOO SAODODOOOOO
googon

ExpirySeconds SAODDOODOODOMSADDOODOOOOOOODOO SADOOOoOOO
googooo

Num of Proposals O00ooooooooooooooon

Proposal ooooooo

Proposal Number

oooooooo

Protocol

IPsecO0000OO0OESPODAHOCOMPOOOOO

Number of Transforms OOOO0OO0OOCOOO

Transform

O00ooo0ooooooooo SAOooooo

goooogn

08SAD00000O0OO0UOODOO

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

CREATE IPSEC BUNDLESPECIFICATIONO 370000
DESTROY IPSEC BUNDLESPECIFICATIONO 490000
SET IPSEC BUNDLESPECIFICATIONO 770000
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SHOW IPSEC COUNTERS

SHOW IPSEC COUNTERS

O00O0O0OlIPsec/000000
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | PSEC COUNTERS] ={AH|AL G /COMP|ESP|MAI N|SAD|SETUP|SPD}]

g0

IPsecO 0000000000 DOOOOODOOOODODOOO
goooog

COUNTERS 0000000000 OOO0OOOOOOOOOOOOOOOOALLOOOOOOOOO
O0o0o0oo0oo0ooo0o0o0o0oO000000AHDAHODOODODOOOODmMALGOD OO
O0oo0o0oo0o0ooOo@COMPOIPComp OO0 OO0OOOMmMESPOESPOOOOOOO
OMMAINOIPsecO0 0000000000 MMSADOSAOOOODOOMmMSETUPOSAOOOOO
omspbOOOO0O0O0OOODOOO0OOOO0DOOOOOODOOODOOOOOOODOOOOOOOO
ooo

gooooggoo

SecO'f > show i psec counters
SAD Counters
Good Fai | ed
Find SA 3407 0
Get SA 18110 0
Add SA 8
Del ete SA 7 0
SPD Counters
Good Fai | ed
pol i cyMat chSel ectors 11361 18812
pol i cyAdd 3 0
pol i cyGet 20 3
policyDel ete 0 0
pol i cyGet Confi g 2 0
pol i cySet Confi g 1 0
pol i cyFi ndByPeer 0 0
saSpecAdd 1 0
saSpecCet 17 1
saSpecDel ete 0 0
bundl eSpecAdd 1 0
bundl eSpecGet 10 1
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J613-M0274-00 Rev.J

91



SHOW IPSEC COUNTERS

bundl eSpecDel et e 0
Policy Filter Counters

| ocal Addr essMaskFai | ed 7523

r enot eAddr essMaskFai | ed 0

| ocal Port Fai | ed 11289

| ocal NaneFai | ed 0

transport Prot oFail ed 0

| Psec bundl e setup/renove counters:

set upGet SaSpecFai |
setupStarted
setupSaSet upSt art ed
set upDone

set upBundl eRenpovi ng
renoveStarted
renoveDone

~N N O 0 0 0w O

| ocal Addr essRangeFai | ed
r enot eAddr essRangeFai | ed
renot ePort Fai | ed

renot eNaneFai | ed

set upGet Pol i cyFai |
set upSaSet upFai | | nm
set upSaSet upFai |l ed
set upFai | ed

renoveSaSet upStarted

| Psec mai n packet processing counters:

out ProcessPkt 8001
out NoPol i cyFound 0
out ProcessPkt Fi ni shed 3766
| Psec over UDP Counters
out Pkt 0
out Pkt Fai | 0
out UdpHear t Beat 0
ESP setup/renove counters
set upGet SaFai | ed 0
set upHashSet upFai | | rm 0
set upFai | ed 0
renoveCet SaFai | ed 0
renoveHashFai | | nm 0

ESP out bound processi ng counters

buf Chai nCopy 0
encryptionStart 3766
encDoneGet SaFai | 0
encDoneSaBadSt at e 0
hashSt art 3766
hashDoneGet SaFai | 0
hashDoneSaBadSt at e 0
ESP i nbound processing counters
buf Chai nCopy 0
paddi ngl nval id 0
hashSt art 3391
hashDoneGet SaFai | 0
hashDoneSaBadSt at e 0
decryptionStart 3391
encDoneGet SaFai | 0

J613-M0274-00 Rev.J

i nProcessPkt
i nNoPol i cyFound
i nProcessPkt Fi ni shed

i nPkt

i nPkt BadVer si on
i nPkt NoPol i cy

i nUdpHear t Beat

set upEncSet upFai | ed
set upEncSet upBundl eRm
set upDone

r enmoveNot hi ngDone
renmoveDone

segNunber Cycl ed
encryptionFail I nm
encryptionFai l
encrypti onGood
hashFai | | mm
hashFai |

hashGood

icvinvalid

repl ayedPacket
hashFai | | mm
hashFai

hashGood
decryptionFail I nm
decrypti onFai
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encDoneSaBadSt at e 0 decrypti onGood 3391

AH setup/ renpve counters
set upGet SaFai | ed 0 setupFail ed 0
set upDone 0
renoveCet SaFai | ed 0 renoveNot hi ngDone 0
renoveDone 0

AH out bound processi ng counters
buf Chai nCopy 0
segNunber Cycl ed 0 fragnent Seen 0
hashSt art 0 hashFaill mm 0
hashDoneGet SaFai | 0 hashFail 0
hashDoneSaBadSt at e 0 hashGood 0

AH i nbound processing counters

--Mdre-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

buf Chai nCopy 0 replayedPacket 0
icvinvalid 0 badPayl oadLength 0
hashSt art 0 hashFaillmm 0
hashDoneGet SaFai | 0 hashFail 0
hashDoneSaBadSt at e 0 hashGood 0

COWP setup/renove counters
set upGet SaFai | ed 0 setupFail ed 0
set upDone 0
renoveCet SaFai | ed 0 renoveNot hi ngDone 0
renoveDone 0

COWVP out bound processing counters:
buf Chai nCopy 0
conpTooSnal | 0 conpFragnent 0
nonExpansi onBackof f 0 dat aExpansi on 0
conpressi onStart 0 conpressionFaillmm 0
conpDoneGet SaFai | 0 conpressionFai l 0
conpDoneSaBadSt at e 0 conpressi onGood 0

COWP i nbound processi ng counters:
buf Chai nCopy 0
deconpressi onStart 0 deconpressionFaillnmm 0
deconpDoneGet SaFai | 0 deconpressionFail 0

dec

onpDoneSaBadSt at e 0 deconpressi onGood 0

General Al gorithm Counters
nul | Keymat Pr ocessed 0
DES:
desKeynat Processed 8
desAttachFai | 0 desAttachCGood 8
desConfi gur eFai | 0 desConfi gur eGood 8
desRenove 7 desDet ached 7
desEncodeCGood 7532 desDecodeGood 6782
desEncodeFai | 0 desDecodeFai l 0
desEncodeDi scard 0 desDecodeDi scard 0
desEncodeGet | nf oFai | 0

IPsec

SHOW IPSEC COUNTERS
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SHOW IPSEC COUNTERS

TRI PLE DES | NNER:

3Desl nner Keymat Pr ocessed

3Desl nner At t achFai |
3Desl nner Confi gur eFai |
3Desl nner Renpve

3Desl nner EncodeGood
3Desl nner EncodeFai |
3Desl nner EncodeDi scard
3Desl nner EncGet | nf oFai |
TRI PLE DES QUTER:

3DesQut er Keynat Processed

3DesQut er At t achFai |
3DesQut er Confi gur eFai |
3DesQut er Renpve

3DesQut er EncodeGood
3DesQut er EncodeFai |
3DesQut er EncodeDi scard
3DesQut er EncGet | nf oFai |
TRI PLE DES 2KEY:

3Des2KeyKeynat Pr ocessed

3Des2KeyAtt achFai |
3Des2KeyConf i gur eFai |
3Des2KeyRenove
3Des2KeyEncodeGood
3Des2KeyEncodeFai |
3Des2KeyEncodeDi scard
3Des2KeyEncGet | nf oFai |

SHA:
shaKeynmat Processed
shaAtt achFai |
shaConfi gur eFai |
shaRenove
shaEncodeGood
shaEncodeFai |
shaEncodeDi scard

MD5:
nd5Keymat Processed
nd5At t achFai |
nd5Conf i gur eFai |
nd5Renove
nd5EncodeGood
nd5EncodeFai |
nd5EncodeDi scard

DES- MAC:
desnacKeynmat Pr ocessed
desnmacAtt achFai |
desnmacConfi gur eFai |
desnmacRenpve
desnmacEncodeGood
desnmacEncodeFai |
desnmacEncodeDi scard

J613-M0274-00 Rev.J
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7532
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O O O O o o o

3Desl nner At t achGood
3Desl nner Conf i gur eGood
3Desl nner Det ached
3Desl nner DecodeGood
3Desl nner DecodeFai |
3Desl nner DecodeDi scard

3DesQut er At t achGood
3DesQut er Conf i gur eGood
3DesQut er Det ached
3DesQut er DecodeGood
3DesQut er DecodeFai |
3DesQut er DecodeDi scard

3Des2KeyAtt achGood
3Des2Key Confi gur eGood
3Des2KeyDet ached
3Des2KeyDecodeGood
3Des2KeyDecodeFai |
3Des2KeyDecodeDi scard

shaAtt achGood
shaConfi gur eGood
shaDet ached
shaDecodeGood
shaDecodeFai |
shaDecodeDi scard

nd5At t achGood
nd5Conf i gur eGood
nd5Det ached
nd5DecodeCGood
nd5DecodeFai |
nd5DecodeDi scard

desnacAt t achGood
desnmacConfi gur eGood
desnacDet ached
desnacDecodeGood
desnacDecodeFai |
desnmacDecodeDi scar d
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SHOW IPSEC COUNTERS

LZS:
| zsKeymat Processed

0
| zsAtt achFai | 0 |zsAttachGood 0
| zsConfi gureFai l 0 1 zsConfi gureGood 0
| zsRenove 0 |zsDetached 0
| zsEncodeGood 0 |zsDecodeGood 0
| zsEncodeFai | 0 | zsDecodeFai l 0
0 0

| zsEncodeDi scard | zsDecodeDi scard

goooogn

IPsecOO0000OO00OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

SHOW IPSEC SA0 1040000

IPsec CentreCOM AR300/AR700 0000 ODOO0O00ODOOO0O 2.3 |95
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SHOW IPSEC POLICY

SHOW IPSEC POLICY

OOooooOlPsec/ IPsecC OO0
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | PSEC POLI CY[ =pol i cy] [ SABUNDLE] [ COUNTERS]

policy: IPsec00 00001023000

00

IPsecOO000O0DO0OOOODOOOOO

goooog

POLICY IPsecO0000OO0O0DOOOOOOO IPsecOOdO0OOOODOOODOOOOOOOOOOOO
ooooooooooooogd

SABUNDLE OO IPsecO0000O0OO0O0O0OOO SAOO0OOOOOOOOOOOOO
COUNTERS OO IPsecO0O00O0OO0DOOOOODOOOOOODO

gooooggon

SecO'f > show i psec policy

Interface Nane Action KeyManagenment Position
pppO i sa PERM T - 1
pppO vpn | PSEC | SAKVP 2
pppO i net PERM T - 3

SecO'f > show i psec policy=vpn

I psec Policy Information

Name . ... vpn
Interface ...................... pppO
Position ........... ... . ... .. ... 2
Action .......... ... i | PSEC
Key Management ................. | SAKVP
Isaknp Policy Name .............
Bundl e Specification ........... 1
Peer I P Address Dynamic ........ FALSE
Peer I P Address Any ............ FALSE
Local I P Address Dynamic ....... TRUE
Lower Layer Available .......... TRUE
Activating Lower Layer ......... FALSE
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SHOW IPSEC POLICY

Peer IP Address ................ 1.1.1.1
Local IP Address ............... 63.12.66.74
Use PFS Key ......... ... ....... FALSE
G OUP. ot 1
Filter:
Local Address ................ 192.168.20.0
Local Mask ................... 255. 255. 255. 0
Local Port ................... ANY
Local Nanme ................... ANY
Renote Address ............... 192.168.1.0
Renmote Mask .................. 255, 255. 255. 0
Renmote Port .................. ANY
Renote Nanme .................. ANY
Transport Protocol ........... ANY
Sa Selector FromPkt ......... 00000000
DF Bit .......ii. CLEAR
UDP Tunnel ..................... FALSE
Peer Port .................. -

Peer IP Address ............ -
Internal IP Address ........ -
HeartBeats Enabled ......... -

Debug device ................... 16
Filter debug flags ............. 00000000
Packet debug flags ............. 00000000
Trace debug flags .............. 00000000
Packet debug length ............ 72
Max Qut Packet queue length .... 20
Nurmber of Qut Packets queued ... O
Bundl es
Bundl e Expiry Limts - hard/soft/used
Index SA's State Byt es Seconds
0 1 VALI D -/-134910 28800/ 27360/ 109

SecO'f > show i psec policy sabundle

I psec Policy SA Bundl es

Bundl e Expiry Limts - hard/soft/used
Index SA's State Byt es Seconds
Policy .......... vpn
0 1 VALI D -/-1302062 28800/ 27360/ 446

SecO'f > show i psec policy=vpn counters

Set up/ Renove Counters:

setupStarted 2 setupSaSetupFail |l nm 0
setupSaSet upSt art ed 2 setupSaSet upFail ed 0
IPsec CentreCOM AR300/AR700 0 000 ODOOOOOOOOO 2.3
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SHOW IPSEC POLICY

set upDone 2
renoveStart ed 1
renoveDone 1

Qut bound Packet Processing Counters:

out Deny 0
out NoBundl e 12
out MakeSet upStrct Fai | 0
out Bundl eSof t Expire 0
out ProcessSt art 514
out Bundl eSt at eBad 0
out ProcessDone 514

I nbound Packet Processing Counters:

nDeny 0
nConpUnconpr essed 0
nBundl eSt at eBad 0
nProcessStart 522

nProcesskFai |

nEndCOf Bundl e

nBundl eSaMat chFai |
nPol Sel ect Mat chFai |
nBundl eSof t Expi re

O O O o o

set upFai | ed
renoveSaSet upStarted

out Permi t

out NoBundl eFai |
out Set upBundl! eFai |
out Bundl eExpire
out ProcessFail | nm
out ProcessFai |

nPer m t

nActi onl psecFai |
nNot Fi r st Sal nBundl e
nProcessFail | nm
nProcessDone

nPr emat ur eEndBundl| e
nPol i cyActi onFai |
nBundl eRepl aced
nBundl eExpire

O O O o o o

o O O o

52

N

o O O o

Interface 00o00oo0oooooo

Name IPsecOOOO0O

Action OO0O0000IPSECOIPsec0 O MPERMITO OO MMDENYOD OOOOOOOO
KeyManagement OO0o0o0o0O0MANUALOOOOO ISAKMPO O OO

Position goboogooboooo

09 IPsecO0O0OOOOOQ

J613-M0274-00 Rev.J
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SHOW IPSEC POLICY

Name IPsecOOOO0O

Interface 00o000oooooo

Position gooooboobogooo

Action 000000IPSECO IPsec O 0O I PERMITO O O I DENYD O

ooooogd

Key Management

O00O0O0O0MANUALOOOOO ISAKMPOO OO

Isakmp Policy Name

IKEDOOO1000000000000000 ISAKMP OO
ooo

Bundle Specification

0000 SAOOO0OOOOOoo

Peer IP Address Dynamic

PEEROOOOOOO DYNAMICOIPOOODOOOOOOOOO
oooooooooboooobooooogod

Peer IP Address Any

IPsec

PEEROOOO0O0O0O ANYOOOOOOD IPOOOODODO IPsec
SAO0O0O0OO0O00DODOOO0DODOOO0O0OOO0O0OOO00

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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SHOW IPSEC POLICY

Local IP Address Dynamic

oooooIiPOOODODOOOODOOOOODODODOO

Peer IP Address

OO0 IPsecOODO IPODODOOOIPSecOOOODODOODODOODODO
ooooo

IP Route Template

POOOOODOOOOO

Local IP Address

00000 IPOO0OOOIPsecO0OO0ODODODOOOOOOOO
od

Use PFS Key Perfect Forward Security (PFS) D 00000000
Group Diffie-HellmanO OakleyO 00 0 O O
Filter IPsec0 0000000000000 O0O0ODODOOOOOO0OO0O

oooooooooooo

Local Address

oooooiPoOOOO

Local Mask gooooIPODODOODOOOOOOO
Local Port oooooooo
Local Name oooooooooo

Remote Address

oooooiPoOOO

Remote Mask

oooooiiPOOODDOOOODOOO

Remote Port

oooooogo

Remote Name

oooooooooo

Transport Protocol

coooooooboooooon

SA Selector From Pkt

coooooobooooboobooboobooboooooooogodg
od

DF Bit

00 IPOO0DO0O0OOD0OODOODOODOOOOODEBItCDOOO
copPYyUoOooooOoooIiPOOOUOOODOODOmMSETOOOO
O CLEARODODOOOO

Debug device

poooooooboooboooobooooon

Filter debug flags

00o00o0o00o0oooooOooooooooooooooo/Zo
oooooooooo

Packet debug flags

coooooobooooboobooboobooboooooooogodg
oooooooobooobooooboooon

Trace debug flags

oooooooooboooobooooogod

Packet debug length

oooooooooboooobooooogod

Max Out Packet queue length

coooooooboooooon

Number of Out Packets queued

coobooooboooooooooooo

Bundles O0000ooooooooono SA0O0O0ooooooooog
ooo

Index SAOOODO ID

SAs oooooo SAID

State SAOO00000DOVALIDOINVALIDOCREATINGOREMOV-
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SHOW IPSEC POLICY

Expiry Limits - hard/soft/used

00000 SAOOO0DODO SAOOsoftlimitD0oooon
O00000O00hadr limitDO0OO0O SPDOOOOODOO

ExpiryBytes

00000 sAO0O0000oooOO0O0mooo0oooooooo
OO hard limittD0 00000000 O0O0soft limittD0000
ooooogooon

ExpirySeconds

00000 SADD0OOO0O0MOOODOO0ooDooooOnhard
IimttD 0000000000 o00softlimttD 00000000
O

0 10: IPsecO0 000000

Policy IPsecOO0O0O0O

Index Oooooo SAODOOO ID

SAs 0oooooog SAID

State SA0000O00O0OVALIDD INVALIDO CREATINGO REMOV-
INGOOOOO

Expiry Limits - 00000 SAODODODODOOO SADOsoftlimitoOoooooon

hard/soft/used O00000O0Ohadr limit00000 SPDOODOOOOO

ExpiryBytes

O00O0o SA000O0ooOO0ooomooooooooooog
Ohard limittDOO0O0ODOOO0O00O0O0O0OsoftlimittO00O0OO00
ooooood

ExpirySeconds

00000 SAO0O0O0OO0ODMOO0OooOooOoOooooOhard
IimtD 00000000000 0soft imttD0000000o0o

0 11: SABUNDLEO O OOOOOO

Setup/Remove Counters

SAOD000000OO0OODOODOODOOOOOOOoDOOGd
0 O setupStarted

setupSaSetupStarted SAODOOOODOOOOO
setupDone SAO0DD0OO0O0OOOOOOOOOOD
removeStarted SAO0OD0OOOOODOOoO
removeDone SAO0OD0OOOOODOOoO

setupSaSetupFaillmm

SAO0O0DO0O0O0ODOOO00O

setupSaSetupFailed

SAO0O0DOOOO0ODOO

setupFailed

SAO0O0D0OO0OO0O0ODOO0OO0ODOO

removeSaSetupStarted

SAOO0O0DOOOO

Outbound Packet Processing Counters 000 SAODODOODOOO0OO0OO0OO0OO0O0OOOOOOOOO

O

outDeny O000O0O0O0OO0ODENYOODOOOO IPsecOOOOO
ooooogd
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SHOW IPSEC POLICY

outNoBundle

00000000 SADOOOOO0O0O0O IPsecOOOO
oooooogo

outMakeSetupStrctFail

oooooooooOoOoobODODOOOoODOOODODDOD SA
poooooooooooooooon

outBundleSoftExpire

0000000000 SA00O0O0OoOoooooooon
oooooooooooboogd

outProcessStart

O0O00ooooOoooo IPsecOOO0DDOOOOO

outBundleStateBad

0o00000oo0ooooooooooon IPsecOO
oooooooooo

outProcessDone

O000ooooOoooo IPsecOOO0DDOOOOO

outPermit

00000000 PERMITOODODOOO IPsecOOOO
oooooogo

outNoBundleFail

O0O00ooooo0IPsecOO00O0O00OOOOOOODO
oooooooooooo

outSetupBundleFail

O00oooooOo sAOOO0OOoOoOoOoooooooo

outBundleExpire

O00ooo0oooOo SA0O0Oooooooooooog
ooooodd

outProcessFaillmm

O00ooooOoOoooo IPpsecOOO0DDOOOODODODO

outProcessFail

O000ooooOoooo IPsecOOO0DDOOOOO

Inbound Packet Processing Counters

000 SAOO0O0OO0OO0OO000O0O0OOOOO0OO0O00O0On
O

inDeny O000000O0DENYOOOODOOO IPsecOD0OOO
googoooo
inCompUncompressed IPComp SAO0O0O0OOOOOODODOOOOOOOOOO

O

inBundleStateBad

000000000000 IpsecO0d00O0OOOOOOO
oooooogo

inProcessStart

O000ooooOoooo IPsecOOO0DDOOOOO

inProcessFail

O000ooooOoooo IPsecOOO0DDOOOOO

inEndOfBundle

ooooooooooosA0O0O0O0OooOooooooo
oooooooooo

inBundleSaMatchFail

0000O0oooooooooo sAoooooooooo
O

inPolSelectMatchFail

O00O0oooolIPsecO00O0OO0O0OOOOOOOODO
oooood

inBundleSoftExpire

0000o0ooooo SA00O0O0OoOooOoooooon
oooooooooooboogd

inPermit 00000000 PERMITOODODOOO IPsecOOOO
oooooogo
102 | CentreCOM AR300/AR700 0000 OOODOODOOOOO 2.3 IPsec

J613-M0274-00 Rev.J



SHOW IPSEC POLICY

inActionlpsecFail O0000DOoO0oooo IPSECOOOOOO IPsec OO
goooooogoo

inNotFirstSalnBundle O00o000oooooooooooon SAODoDOoDog
BRN

inProcessFaillmm 00000000000 IPsecO00000OO0DOOOO

inProcessDone OooOoooOoopooo IpsecOboOOonopoOoOOO

inPrematureEndBundle 000000000 SAO0DO00oOooooooooog
gooooooooooooo

inPolicyActionFail OO0 IPsecO000000ODOOOO0DODOOOODODOOO

inBundleReplaced O00o000ooooooo SAO0OOoDOoooooog
d

inBundleExpire 0000000000 SA0DO0O0ooooooooooon
googoooo

0 122.COUNTEROOOOOOOO

goooogn

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

CREATE IPSEC POLICYO 390 00O
DESTROY IPSEC POLICYO 500000
SET IPSEC POLICYO 78 00O O

IPsec CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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SHOW IPSEC SA

SHOW IPSEC SA

O00O0O0OlIPsec/000000
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | PSEC SA[ =sa-i d] [ COUNTERS]

sa-id: SA 0 0 000 655350

00

SAODO0OO0O0OOSADOOO SAOOUOUOOOOOOOO
goooog

SA SAO00O0O0O0000O0O0OO0SAU0OOOO0OOO0OOOO0OOOOOOO0OOOOOSADOOOO
oooodd
COUNTERS SAOUOOO0OOOOOOOOOO

gooooggoo

SecO'f > show i psec sa
SA 1d Policy Bundle State Pr ot ocol Qut SPI 1 nSPI
0 12 1 Vvalid | PCOVP 3 3
1 12 1 Vvalid ESP 1194036652 3877490456
SecO'f > show i psec sa=1
SA 1d .. 1
Policy ... .. |2
Bundle ....... ... . . ... 1
SA Specification Used ................. 2
State ... Valid
Protocol ........ .. . ... . . ... ESP
Mode ... TUNNEL
Qutbound SPI ... ... ... ... . . 1194036652
Inbound SPI ....... ... ... ... .. ... . ... 3877490456
Local tunnel 1P address ............... 63.12.123. 233
Renote tunnel P address .............. 1.1.1.1
Encryption algorithm.................. DES
Encryption ENCO channel ................ 2
Hash algorithm........................ VD5
Hash ENCO channel ...................... 3
Filters
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Renote | P address
Renpote | P address mask
Local port nunber
Renot e port nunber
Transport protocol

Local Name ................
Renmpte Nane ...............
DF Bit .............. ... .....

Last sent sequence nunber
Anti-repl ay checking enabl ed
Debug devi ce
Filter debug flags
Packet debug flags
Trace debug fl ags
Packet debug | ength

SecO'f > show i psec sa counters

SA: 0

Qut bound packet processing counters:

out ProcessSt art
out ProcessFai |

ESP:
espQut Buf Chai nCopy
espEncryptionStart
espEncrypti onFai l
espQut HashsSt ar t
espQut HashFai |

AH:
ahQut Buf Chai nCopy
ahSegNunber Cycl ed
ahQut HashSt art
ahQut HashFai |

| PCOVP:
conpQut Buf Chai nCopy
conpTooSnal |
nonExpansi onBackof f
conpressi onStart
conpr essi onFai |

I nbound packet processi ng count
i nProcessStart
i nProcessFai |

ESP:
espl nBuf Chai nCopy
espl nHashSt art
espl nHashFai |
espDecryptionStart
espDecrypti onFai l
esplcvinvalid

AH:

IPsec

SHOW IPSEC SA

1.1.1.1
255. 255, 255. 255
1701

00000000
00000000
00000000
72

373 outProcessFail | mm 0
0 out ProcessDone 373
0
0 espEncryptionFaillnmm 0
0 espEncrypti onGood 0
0 espQutHashFaillmm 0
0 espQut HashGood 0
0
0 ahFragnent Seen 0
0 ahQutHashFaill mm 0
0 ahQut HashGood 0
340
0 conpFragnent 0
20 dat aExpansi on 341
353 conpressionFaill m 0
0 conpressi onGood 353
ers:
8 inProcessFaillmm 0
0 inProcessDone 8
0 espRepl ayedPacket 0
0 esplnHashFaill mn 0
0 espl nHashGood 0
0 espDecryptionFaillnmm 0
0 espDecrypti onGood 0
0 espPaddi ngl nvalid 0
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SHOW IPSEC SA

ahl nBuf Chai nCopy
ahBadPayl oadLengt h
ahl nHashSt ar t
ahl nHashFai |

| PCOVP:
conpl nBuf Chai nCopy
deconpressi onStart
deconpr essi onFai |

SA 1

Qut bound packet processing counters:

out ProcessSt art
out ProcessFai |

ESP:
espQut Buf Chai nCopy
espEncryptionStart
espEncrypti onFai l
espQut HashsSt ar t
espQut HashFai |

AH:
ahQut Buf Chai nCopy
ahSegNunber Cycl ed
ahQut HashSt art
ahQut HashFai |

| PCOVP:

conpQut Buf Chai nCopy

conpTooSnal |
nonExpansi onBackof f
conpressi onStart
conpr essi onFai |

I nbound packet processing counters:

i nProcessStart
i nProcessFai |

ESP:
espl nBuf Chai nCopy
espl nHashSt art
espl nHashFai |
espDecryptionStart
espDecrypti onFai l
esplcvinvalid

AH:
ahl nBuf Chai nCopy
ahBadPayl oadLengt h
ahl nHashSt ar t
ahl nHashFai |

| PCOVP:
conpl nBuf Chai nCopy
deconpressi onStart
deconpr essi onFai |

o O O O

0 O

373
0

18
373

373

o O O o

O O O o o

363
0

363

363

o O O O

o O

ahRepl ayedPacket
ahlcvlinvalid
ahl nHashFai | | nm
ahl nHashGood

deconpr essi onFai | | nm
deconpr essi onGood

out ProcessFail I nm
out ProcessDone

espEncrypti onFail | nm
espEncrypti onGood
espQut HashFai | | nm
espQut HashGood

ahFr agnent Seen
ahQut HashFai | I mm
ahQut HashGood

conpFr agnment

dat aExpansi on
conpressi onFai | I mm
conpr essi onGood

i nProcessFail | mm
i nProcessDone

espRepl ayedPacket
espl nHashFai | I mm
espl nHashGood
espDecrypti onFail | nm
espDecrypti onGood
espPaddi ngl nval i d

ahRepl ayedPacket
ahlcvlinvalid
ahl nHashFai | I nm
ahl nHashGood

deconpressi onFai | | nm
deconpr essi onGood

o O O O

373

373

373

o O O o

363

363

363

o O O O
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SHOW IPSEC SA

SA Id SA ID

Policy OO0 SAODOO0OOOOO IPsecOOOOD

Bundle SAODODOOOSAOOODO ID

State SA 000 0UNDEFO VALIDO CREATINGO REMOVING OO O OO

Protocol SAO0OODO0O IPsecO00OO0OESPOAHOIPCOMPO O OOO

OutSPI 0000000000 SPIO Security Parameter IndexO

INSPI 0000000000 SPIO Security Parameter IndexO
013:SA0O000

SA Id SA ID

Policy OO0 SADOOOOO0O IPsecOODOO

Bundle SAODOOOSAOODOO ID

SA Specification Used

SAOO00ODOO0OO0O0O0SAODOOOOO

State

SA 000 OUNDEFO VALIDO CREATINGO REMOVING O O
ooo

Protocol SAOO0OOO IPsecO0O0O0OOOESPOAHOIPCOMPOOOO
d

CPI IPComp SA O CPL Compression Parameter Index(l] IPComp
SAOOOOO

Mode SAOOO0O0OOTUNNEL O TRANSPORT

Outbound SPI 0000000000 SPIO Security Parameter IndexO

Inbound SPI 0000000000 SPIO Security Parameter IndexO

Local tunnel IP address

IPsecO00O0OOOOODOODOIPOODOOODOOODOOOOO
oooodd

Remote tunnel IP address

IPsecOO00O0O0OOOODOOIPOODOOODOOOOOOOO
oooodd

Encryption algorithm

ESPSAOOOUOOOOOUOOODOOOESPSAOOOODO

Encryption ENCO channel

000000000000 ENCODOUOOOUODOESP SAOO
ooo

Hash algorithm

AH SAOESPSAOO0O0O0O0OOOOOOOOOOOOOOAH
SAO ESPSAOOOOO

Hash ENCO channel

0000000000000 ENCOUUOOOUOOAHSAD
ESPSAOOOOO

Compression algorithm

IPComp SAOOOO0OOOOOOUOOUOOIPCompSADOOO
O

Compression ENCO channel

00000000000 ENCOOUOOOOOOOIPComp SAO
oooo

Filters

IPsec

SAOO00OO00OO0 IPsecOO00000O0OO0O00OOOOOOOODO
ooooogo
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SHOW IPSEC SA

Local IP address 00000 IPODOOO

Local IP address mask 00000 IPOOODODOOOOO

Remote IP address 00000 IPODOOO

Remote IP address mask 00000 IPOOODODOOOOO

Local Name 0000000000

Remote Name oooooooooo

Local port number oooooooo

Remote port number oooooooo

Transport protocol goboobobobooooo

DF Bit O0IPOO0O0ODOOOOODOOOOODOOODF Bitoo OO COPY

OOoooooooo IPO00OO0OO0OO0OO0OO0O0@MCLEARODOOO
OMmSETOOOO0ODOO0OO0OO

Last sent sequence number SAOD0000O0O0O0DOOOODOO00OO0

Anti-replay checking enabled ooooooooooooon

Anti-replay window size ooooooooooooon

Last received sequence number SAOO0O0OO0OO0O0OOOOOOOOOOO

Anti-replay bitmap gobooobooobobooooboboooboobboboooo

oooooboooooboooooooonboooboobongO
ooooooooooooooomiooooooooooooo
ooooooOoomoooUooooooooon

Debug device goboooobooboboboobobooobobooooboo

Filter debug flags 000000000000 0ooo0oooooooooooo/Zo
goboogoogooo

Packet debug flags goboooboobobooooboboooboobboboooo
gobooobboobboobobooobooooo

Trace debug flags Oo00o0ooo0o0ooooooooooooo

Packet debug length gobooobboobboobobooobooooo

014 SA0O0

outProcessStart gobooobbobboobooboogooo

outProcessFail gobooobbobboobooboogooo

outProcessFaillmm 0000000000000000000000

outProcessDone ooooooooooooooooo

espOutBufChainCopy O00O0O00oOoO0OESPOOOOOOOOOOOOOOOOOOOOOOO

od

espEncryptionStart ESPOOOOOOOOOO

espEncryptionFail ESPOOOOOOOOOO

espOutHashStart O00000Uo0OoUo ESPOOOOOODOOO

espOutHashFail O00000UUoOoUOo ESPOOOOOOOOO

espEncryptionFaillmm ESPOOOOOOOOOODOO
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SHOW IPSEC SA

espEncryptionGood

ESPOOOOOODOOOO

espOutHashFaillmm

O0ooooOooOoooESPOOOOOOOOOOO

espOutHashGood

OO0oooooooOoESPOOOOOOOOO

ahOutBufChainCopy

Oo000ooo0O0 AHOOOOOOOOoOOoOooooooooooooo
od

ahOutHashStart

oooooooooooD AHOOOOOOOoOOo

ahOutHashFail

oooooooooooD AHOOOOOOOoOOo

ahSegNumberCycled

AHOOOOOOODOOOOOOOOOOOOOOO

ahOutHashFaillmm

oooooooooooD AHOOODDOOOODODOOOOo

ahOutHashGood

oooooooooooD AHOOOOOOOoOOo

compOutBufChainCopy

ooooooooIiPCompOlO0ODOOOOOOOOOOOOOOOOO
oooo

nonExpansionBackoff

non-expansion backoff OO0 OODOOO0ODOOOOOOOO

compressionStart

oooooooooooIPComplOdnoonoOn

compressionFail

oooooooooooIPComplOdnOonoOn

compTooSmall

OoooooooooooIPCompO0d0OOOOOOOOOO

dataExpansion

ooboooooooooooooooogoon

compressionFaillmm

ooooooooooo IiPComplOOddOUOOoOooooonO

compressionGood

oooooooooooIPComplOdnoonoOn

inProcessStart

cooooooooooboboooo

inProcessFail

ooboooooooooooooooogoon

inProcessFaillmm

ooooooooooooboooboooooon

inProcessDone

ooboooooooooooooooogoon

espInBufChainCopy

OO0o0oo0oooESPOOOOOOOOOOOOOODOOOOOOOOO
od

esplnHashStart

ooooooOoooooESPOOOOOOOOOOOO

esplnHashFail

O0ooooOoooooESPOOOOOOOOOOO

espDecryptionStart

O0ooOoooOoooooESPOOOOOOOOOOOOO

espDecryptionFail

OooooooooooESPOOOOOOOOOOOO

esplcvinvalid

oooIcvoOo ESPOOOOOOO

espReplayedPacket

OO0o0oooOoooooOooESPOOOOOOOO

esplnHashFaillmm

O0ooOoooOoooooESPOOOOOOOOOOOOO

esplnHashGood

O0ooooOoooooESPOOOOOOOOOOO

espDecryptionFaillmm

O0o0o0o0ooOoOoESPOOOOOOOODOOOOOO

espDecryptionGood

ooooooOoooooESPOOOOOOOOOOOO

espPaddinglnvalid

OooOooooooESPOOOOOOO

ahInBufChainCopy

IPsec

Oo000ooo0O0 AHOOOOOOOoOOoooooooooooooo
od
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SHOW IPSEC SA

ahBadPayloadlLength O00o0ooo0oooo0oAHOODOOOOO
ahlnHashStart O0o0oooooooo AHDODOOOoOoOooOo
ahlnHashFail O00oooooooo AHDODOOOoOoOooOo
ahReplayedPacket O00o0oo0ooooooo AHOOOOoooo
ahlcvinvalid oooIicvooo AHOOOooooOo
ahlnHashFaillmm 00000000000 AHOODODOODOoOooOoO
ahlnHashGood O0o0oooooooo AHDODOOOoOoOooOo
complInBufChainCopy O00oooOoo IPCompUlOO000DOOODOOOOOOOOOODOO
gooo
decompressionStart O000oDoo0oooo IPCompOOOOOOOOOOnO
decompressionFail O000oDoo0oooo IPCompOOOOOOOOOOnO
decompressionFaillmm 000000000 oo IPCompO 0O OOOOOOOOOO
decompressionGood O000ooo0oooo IPCompd00OOOOOOOOnO

0 15: COUNTEROOOOOOOO

goooogn

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

SHOW IPSECO 8800 00O
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SHOW IPSEC SASPECIFICATION

SHOW IPSEC SASPECIFICATION

O0O0O0O0OlIPsec/SADOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | PSEC SASPECI FI CATI ON[ =saspec-i d]

saspec-id: SAO OO0 OO0 002550

00

SAO00O00O0O0O0OOOOoOOooO

goooog

SASPECIFICATION SACOOO0OO0O0OO0O0O0OO0OO0OOOO0OOO SAOO0OOOOOOOOOOOOOOOO

000000 sAQU0OOOOoOoOoooOooon

gooooggoo

SecO'f > show i psec saspecification
ID Proto KeyMan Mode EncAl g HashAl g ConpAl g I nSpi  EncKey HashKey

1 COW | SAKMP - NULL NULL LZS - - -
2 ESP | SAKMP TUNNEL DES VD5 - - - -

SecO'f > show i psec saspecification=2

Sa Specification

Id . 2

Protocol .................... ... ESP

Key Management ................. | SAKVP

Mode . ... TUNNEL

Encryption Algorithm........... DES

Hash Algorithm................. VD5

Conpression Algorithm.......... -

In SPI ... -

Qut SPI ... -

Encryption Key ................. -

Hash Key ........... ... .. ....... -

Anti Replay Enabled ............. FALSE

Replay Wndow Size ............. 32
IPsec CentreCOM AR300/AR700 0 000 ODOOOOOOOOO 2.3
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SHOW IPSEC SASPECIFICATION

ID SAOOO0OOOO

Protocol

IPsecO 0000000000 0O0OESOOOO0O0O0ODO0DMAHIOOOOODOM

COMPOIPCompOIPOOOOOOOO

KeyMan ODOO0DO0O0OMANUALOOOODOOO ISAKMPOOODO
Mode SAODOOOOTUNNELOOODOODOOOO TRANSPORTO OO D OODO
goood
EncAlg ESPO0OOOOOOOOOOO
HashAlg AHO ESPOO0OOOOOOOOOOOOOO
CompAlg IPCompOOO0O0oOoooooonO
InSpi 0000000000 SPIO Security Parameter IndexO
EncKey ooooo
HashKey gooogoogoo
016:SA00000000
Id SAOODOOOO
Protocol IPsecO 0000000000 OOESPOOOOOOOOOmMAHOOO

OO0oOomCOMPOIPCompOIPOOOOOOOO

Key Management

O0OO0DOO0DOMANUALOOOOOOO ISAKMPO O OO

Mode

SAOOOOOOTUNNELOODDOOOOOOOO TRANSPORTO OO O
oooooooo

Encryption Algorithm

ESPOOOOOODOOOOOO

Hash Algorithm

AHOESPOOOOOOOOOOOOOOOO

Compression Algorithm

IPComplO0OdOO0OOOOOOO

In SPI

0000000000 SPIO Security Parameter IndexO

Out SPI 0000000000 SPIO Security Parameter IndexO
Encryption Key ooooo
Hash Key goboogooboooo

AntiReplay Enabled

000000000000 TRUEM OO OFALSED

Replay Window Size

O00000000000000320640128025600000

goooogn

017:SA00000O00

IPsecO0000O00O0O0OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

CREATE IPSEC SASPECIFICATIONO 430 00O
DESTROY IPSEC SASPECIFICATIONO 510000
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SET IPSEC SASPECIFICATIONDO 810 00O
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SHOW ISAKMP

SHOW ISAKMP

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | SAKMP

g0

ISAKMPOOOOOOOOODOOOOO

gooooggoo

SecOf > show i saknp

| SAKMP Mbdul e Configuration

Modul e Status ............ ... ENABLED
UDP POrt ... 500
Debug Flag ... 00000000
QA obal Debug Device .................... 0

Local RSAKEY ... -

VPN Client Policy Server Enabled ....... FALSE

VPN Cient Policy File Nane ............

Module Status ISAKMPOOOOOOOOOOO
UDP Port ISAKMPOOOOOOOOOOOO UDPOOO
Debug Flag ocooboooooooobooboooooobooooooogn

ooooooooooooooooooomooooooon
00 l000@moooooooooo3ooomoonoon

01000
Global Debug Device Ooooooooooooooo
Local RSA key 000000 RSAOUOOOO
VPN Client Policy Server Enabled 000000000000 O0O0O00O0OOOOOO
VPN Client Policy File Name gooboooobobbooooboboboboooobobboooboo
googod
O 18:

goooogn

IPsecOO000O000OO00OOOOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDODOOOOOOOOOO

114 | CentreCOM AR300/AR700 0000 DOODOODOOOOO 2.3 IPsec
J613-M0274-00 Rev.J



googod

DISABLE ISAKMPO 56 0O OO
ENABLE ISAKMPO 62 00 00O
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SHOW ISAKMP COUNTERS

SHOW ISAKMP COUNTERS

OO0O0O0OoOolPsec /Z ISAKMP

00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | SAKMP  COUNTERS] ={ GENERAL [MAI N|QUI CK|SAD|SPDIXDB|I PSEC|I NFQ)
AGGRESS| VE|NETWORK| TRANSACTI ON}]

00

ISAKMPOOOOOOOOODOOOOODOOOOODOOoOoOO

goooog

COUNTERS 000000000000 OOO0OOOOOOOO0OOOOOOOOOOUOOODOUDOO

gooooggoo

J613-M0274-00 Rev.J
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SecO'f > show i saknp count er s=gener al
| SAKMP General Counters
acquire 6
acqui reNoPol i cy 0 acquireNoSa 3
acqui r eEqui vFound 0 acqPh2Equi vl nProgress 3
acqPhlXchgSt art Fai | ed 0 acqPh2XchgStartFail ed 0
acqui reQueued 3 acqgPeer Addr Nanel ncons 0
acqui rePrenegNoPol i cy 0
nsgl ni t Phip5St art Fai | 0
doneCGood 6 donePhaselFail ed 0
doneSendConNoSa 0
nsgTX 15 nsgTxd 15
t xEncr ypt NoExchange 0 nsgTxEncrypt NoEncoPrc 0
nmsgTxSt art Encrypt 9
t XEncrypt Fai | 0 txEncrypt Good 9
nmsgTxEncr ypt EXpKByt es 0
t xRetryTxd 0 txRetryXchgTi medQut 0
nsgRxd 12
nsgRxl nconsi st Lengt hs 0 nsgRxBadLength 0
nsgRxBadReser ved 0 nsgRxBadVer si on 0
nsgRxBadNext Payl oad 0 nsgRxUnexpect edVsg 0

IPsec



nsgRxNoExchange
nmsgRxP1NoXcgNot 1st Msg
nsgRxPh1XchgSt art Fai |
nsgRxP15XchgSt ar t Fai |
nsgRxPhase2NoSa
nsgRxPh2XchgSt ar t Fai |
nsgRxEncr ypt ed
nsgRxBadPad
nsgRxPayBadNext Pay
msgRxDecr ypt NoEncoPr c
nsgRxPl ai n

r xDecr ypt NoExchange

r xDecr ypt Good

r xDecr ypt edBadPad

r xDecr pt PayBadNext Pay

O O OO0 O OO O OO oO0OoO o o o o o

i nf oNoMat chi ngPol i cy
i nf oPh1NoDel Al | owed

i nf oPh2SANot Found

i nf oPh2Not i f yDi sabl ed
i nf oPh2XchgSt art Fai |

o O M~ OO

nsgRxNoExchangePhasel
nsgRxPh1lUnkwnXchgType
nsgRxPh1Msgl dNot Zer o

nsgRxNoExchangePhase?2
nsgRxPh2UnkwnXchgType
nsgRXEncr ypt dUnexpect
nsgRxBadPadLengt h
nsgRxPayBadReser ved
nmsgRx St ar t Decr ypt
nsgRxPl ai nUnexpect ed
r xDecr ypt edBadLengt h
r xDecrypt Fai |

r xDecr ypt BadPadLengt h
r xDecr ypt PayBadRsvd

i nf oPh1Noti fyDi sabl ed
i nf oPh1ExchgSt art Fai l
i nf oPh2SANot Acti ve

i nf oPh2Del et eDi sabl ed

SHOW ISAKMP COUNTERS

O OO OO o oo o o o o O

o O O o

goooogn

IPsecO 00000000000 OO0OOOOOOOOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

SHOW ISAKMP EXCHANGED 118 0 0 O O
SHOW ISAKMP SAO 126 0O OO

IPsec
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SHOW ISAKMP EXCHANGE

SHOW ISAKMP EXCHANGE

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | SAKMP EXCHANGE[ =exchange- i d]

exchange-id: ISAKMP Exchange 0O 0 0 00 655350

00

ISAKMPOOOOOOOOOOOOOOOOOOOOOOO
goooog

EXCHANGE ISAKMP Exchange O O

gooooggoo

SecO'f > sh isaknp exchange

| SAKMP Exchanges

Id Phase State Peer Addr ess Type
7 1 SASENT 1.1.1.1 MAI N
Id ISAKMP OO ID
Phase ISAKMPOOOGOGO10150200000
State 00000 0Main OO O0Ildentity Protection O 0O OO O

IDLEOSASENTOSARECVUOKESENTO KERECVO AUTHSENTO
AUTHRECVOUP 0 0O 0O 0O 0O OQuick O O O O O OSTART-
INGO WAIT_HASH_SA_NONCEO WAIT_HASHO RECEIVING_
MESSAGEOSENDING_HASH_SA_NONCEOSENDING_HASHO
DONE OO0 00O OO Aggressive 0 O 00O Aggressive 1 00000
IDLEOSAKESENTOSAKERECVOSAKEAUTHSENTOSAKEAU-
THRECVO AUTHSENTO AUTHRECVO UP 0O 0 0O O O O Trans-
action 0 O 0O O UIDLEO REQSENTO REQRECVI REPSENTO
REPRECVOSETSENTOSETRECVOACKSENTOACKRECVOUP
000000 Informational D000 IDLEO DO
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SHOW ISAKMP EXCHANGE

Peer Address/Peer IP Ad-
dress

ISAKMPO OO IPOOOO

Type 0000 00MAIND AGGRESSIVED TRANSACTIOND INFOO
QuICKOOOOO

0 19: ExchangeO OO o oO0O

ISAKMP Exchange

coooogoogd

Id

ISAKMP OO ID

Phase

ISAKMPOOOO0O10150200000

State

00000OMain OO OO Ildentity Protection 0 O OO O
IDLED SASENTO SARECVO KESENTO KERECVO AUTH-
SENTO AUTHRECVOUP O OO OO DOQuick DO OOOO
STARTINGO WAIT_HASH_SA_NONCED WAIT_HASHO
RECEIVING_MESSAGEO SENDING_HASH_SA_NONCED
SENDING_HASHO DONE 0O 0O 0O 0O O O Aggressive O 0 O
0 Aggressive 0 0 00 0O O IDLEO SAKESENTO SAKERECVO
SAKEAUTHSENTO SAKEAUTHRECVO AUTHSENTO
AUTHRECVO UP O OO0 OO Transaction 0 0 0 0O O IDLED
REQSENTOREQRECVIOREPSENTOREPRECVOSETSENTO
SETRECVO ACKSENTO ACKRECVOUP 0 0O O O O O
Informational 0000 IDLEO OO

Type

000000 MAINDAGGRESSIVECTRANSACTIONCDINFOD
QuIcCKOOOOoO

Initiator

coboboooobooo@moooobooooooooon

DOl

DOIO Domain Of Interpretation IPsec 0 OO 00O

Policy name

ISAKMP OOOOO

SA

ISAKMP SA OO

Peer Address/Peer IP Address

ISAKMPOOOOOOOOOOOIPOOOO

Local IP Address

ISAKMPOOOOOOODOOOOOOOO

Encrypted

ISAKMP SAO 000000000 O0O000OOO

Expecting message

oobooooboooooooooood

Has SA

ISAKMP SAOOO0O0O0O0OO0OO0O0OO0OO

Initiator Cookie

oooo0booooooooooooooo8ooooooog

Responder Cookie

oooOoooooooooooooooo8goooOoOon

Message Id

o000 200000000000000040000000

Set Commit bit

0000 ISAKMPOOOOO CommitD0OO0ODOO0OOOO
O

Commit bit received

0000o0ooO Commit0 000000000000

Send notifies

IPsec

Notify OO OOQOOOOOOO0OO

CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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SHOW ISAKMP EXCHANGE

Send deletes

Delete0 0000000 DOOOOODO

Message Retry Limit

oooooooooooon

Packet Retry Counter

oobooooboooooooooood

Initial Message Retry Timeout (s)

oobooooooooooogo

Packet Retry Timer (time left(s))

cobobooooboooooooboooooooooon

Main and Aggressive Mode

MainODOOO Aggressive D000 0O0O0O0O0O0O0O0O0OO

ENCO Pass

ENCOOOUOUOoOoooooooo

Shared Key Id

O0OO0OO0O0OOPRESHAREDO O OOOOOOOOOO

Peer RSA Key Id

OOO0OO0OOORSAENCROOOOOOODOOO RSAOOOOO

Local RSA Key Id

000 RSAODOOOOOO

Peer Certificate Id

ooooooIb

Local Certificate Id

oooooo b

Local Policy

ooooogo

Remote Policy

ooooogo

Transform

Transform 000000000000 O0OOOO

Transform Number

SAODCOOOO0O0O0O0O0 TransformOOOOOOO

Transform Id

Transform O OO0 O ID

Encryption Algorithm

ooooogood

Authentication Algorithm

cooooooo

Authentication Method

0000100000000000000PRESHAREDDOO
OOOORSAENCRIDOOOOOOORSASIGOOOOOO

Group Description

Diffie-HellmanO OakleyOo OO O 0O O O O 0OMODP7680
MODP10240 INVALIDO NONEO OO OO

Group Type

Diffie-HellmanO OakleyO OO OO 0O

DH Private Exponent Bits

DHOOOOOOOOOOO

Expiry Seconds

oo0oO0oooooooooOo sADoOOoOooooo

Expiry KBytes

ooooooooooooOo sAOoOOoOooooooooo

Transaction Mode

TransactionO0 O 000000000 OOO

Mode Transaction 0 00000 XAUTHOSETOREQU OO OO
Id oo 1D

Quick Mode Status QuickDOooooooooooooo

SA id ISAKMP SA O ID

local address

oooooiPooOOO

policy name ISAKMPOODOOO

use PFS-KEY Perfect Forward Security forkeysO OO Q0o ooOOO
use PFS-1D Perfect Forward Security for IDsO 00000000
DH group ID Diffie-HellmanO Oakleyo OO OO ID

msg retry limit

CentreCOM AR300/AR700 0000 DOOOO0DOOOD 2.3
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SHOW ISAKMP EXCHANGE

msg retry timeout gobobobobooboooboboooopooobooboboo
IPSEC exchange info IPsecO0OOO0O0O0OOO

IDi oooIibooooono

type IDOOO

protocol Id ooooo ID

port ooo 1D

data IDOOO

IDr oooIibooooono

group Id IPsecOO OO0 ID

Sa Definition Information SAD0D0DDO0O0OOODODOOODOO
Authentication Type SAOOOOO

Encryption Algorithm SAODO0O0OOOOOOO

Hash Algorithm SAD0O0ODOO0O0O0ODOOOOOO

group Type Diffie-HellmanO OakleyO OO OO o0

group Description Diffie-HellmanO OakleyO 00O O O

expiry seconds Oo00ooooooOoSAODOOOoooOOO

expiry Kilobytes 000000000 SADODOO0ooooooog

0 20: Exchange 0O OO O

goooogn

IPsecO 00000000000 OO0OOOOOOOOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

SHOW ISAKMP COUNTERSO 116 D O O O
SHOW ISAKMP SAO 126 0O OO
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SHOW ISAKMP POLICY

SHOW ISAKMP POLICY

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | SAKMP POLI CY[ =pol i cy]

policy: ISAKMP OO OO0 01024000

00

ISAKMPOOOOOOOOOOOOOOOO
goooog

POLICY ISAKMPOOOOO

gooooggoo

SecO'f > show i saknp policy
| SAKMP Pol i ci es
Nare Mode  Aut hType EncAl g HashAl g Peer Addr ess

i | DPROT PRESHARED DES SHA 1.1.1.1

SecO'f > show i saknp policy=i

| SAKMP Pol i cy
Name .. ... i
Peer Address ................ .. 1.1.1.1
Peer Port ....... ... . . . . . ... .. 500
Phasel Mode ............ .. ... | DPROT
Authentication Type ................... PRESHARED
Ext ended Authentication ............... NONE

Ext ended Aut hentication Type .......... -
Ext ended Aut hentication User Nanme ..... -
Ext ended Aut hentication Password ...... -

Key 1d ..o 1

Local RSAKEY ..., -

Phase 2 Exchanges Limt ............... NONE

PreNegotiate ........... ... ... ... ....... FALSE
DO | PSEC
SendNotify Messages ................... TRUE

Send Delete Messages .................. FALSE
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SHOW ISAKMP POLICY

Always Send ID Messages ............... FALSE
Commit Bit .......... .. .. . . . FALSE
Message Retry Limt ................... 5

Message Tinme Qut ...................... 20

Source Interface ...................... -

Local ID ........ FQDN: cl i ent
Renmote ID ...... ... . . . -

VPN Cient Policy File Name ........... -
DebugFlag ........ .o 00000000

SA Specification

Encryption Algorithm.................. DES - 56 hit
Hash Algorithm........................ SHA

Group Description ..................... 1

DH Private Exponent Bits .............. 160
Heartbeat Mode ........................ NONE

Goup TYPE . MODP

Expiry Seconds ............... .. ... ..., 86400

Expiry Kilobytes ...................... -

Name ISAKMPOODOOO
Mode 0000 10000IDPROTOMainO OO OO AGGRO Aggressive 00 0O
AuthType 0000 10000000 oo0o000O00PRESHAREDOOO OO OO
ORSAENCRIOI OOOOOOORSASIGODOOOOO
EncAlg ISAKMP SAO 000000000000
HashAlg ISAKMP SAO 0000000 0OO0O0O0DO0OO00O
PeerAdresss ISAKMPOOO IPOOOOOANYD IPOOODOODOOOODOOOOO
0210000
Name ISAKMPOODOOO
Peer Adresss ISAKMPO OO IPOOOOOANYO IPOOOOODOOO
goooooo
Phasel Mode 0000 10000IDPROTOMain 000 OO0 AGGR
0 Aggressive 0 0 0 0
Authentication Type 0000 1000000000000 00PRESHAREDL
OOOOO0OORSAENCRMIOOOOOOORSASIGOO OO
od
Extended Authentication OOOOOXAUTHOOOOOOOOCLIENTOOOOOO
O0OMMSERVERO OO OOOMNONED XAUTHO OO O
goooooboo
Extended Authentication Type 00000XAUTHOO O ORADIUS_.CHAPOGENERIC O
gooo
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SHOW ISAKMP POLICY

Extended Authentication User Name XAUTHOOOOOOOOOOOO
Extended Authentication Password XAUTHOOOOOOOOoOooo

Key Id

ooooo

Local RSA key

000 RSAODODO

Peer Certificate Id

ooooooooo b

Phase 2 Exchanges Limit

ISAKMP SAOODOOO0OOO0OOOO0OO0O00 20000000
O0002000000000000000ISAKMP SAQ
coooogoogd

PreNegotiate

00000000 ISAKMP SADOODOOOOOOOO0O
ooooogo

DOl

ISAKMP 0O O O O O DOIODomain of InterpretationC]
IPSECOODOOONO

Send Notify Messages

Notify OO O OOQOOOOOOOOO

Send Delete Messages

Delete0 0000000 DOOOOODO

Always Send ID Messages

ISAKMP SAOO0OO0OO0O0O0O0DOOOOIDOOOOOOOO
ooo

Commit Bit

00000000 D CommitD000oO0oOooooooo

Message Retry Limit

ISAKMPOOOOOOOODOOOO

Message Time Out

ISAKMPOOOOOOODOOO

Source Interface

ISAKMPOOOOOOOOOOOOOO0DOOO0O0000O
oooooIPoOOOO0DODOOOODODOOOO

DebugFlag

ooO0 ISAKMPOOOOOOOOODOOOOODO

SA Specification

SAO00O0O0OO0O0O0OOOO0O0OOO

Encryption Algorithm

ISAKMP SAO 000000000000

Hash Algorithm

ISAKMP SAO 00000000 DO0O0O00DO0O0OO

Group Description

Diffie-HellmanO OakleyO OO OO ooOo10 2

DH Private Exponent Bits

DHOOOOOOOOOOO

Group Type

Diffie-HellmanO OakleyO OO OO OO0 O OMODPO OO
ogno

Expiry Seconds

ISAKMP SAOOO0O0O0O0OO0

Expiry Kilobytes

ISAKMP SAO 00000000000

goooogn

022000

IPsecO0000O00OO00OO0OOO0OOOOO0OOOOOOOOOOOOOOOOOOOAROIOODOO
000000000 0AROIIDOOOOODOOOOOO

goooog

SHOW ISAKMPO 1140000
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SHOW ISAKMP COUNTERSO 116 0 O OO
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SHOW ISAKMP SA

SHOW ISAKMP SA

OO0O0O0OoOolPsec /Z ISAKMP
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW | SAKMP SA[ =sa- i d]

sa-id: SA 0 0 000 655350

00

ISAKMP SAOOOOOOOOOOOO
googgg

SA SAOO

gooooggoo

SecO'f > show i saknp sa
Expiry Limts - hard/soft/used
SA 1d Peer Address EncA. HashA. Bytes Seconds
31.1.1.1 DES SHA --1- 86400/ 82080/ 538

SecO'f > show i saknp sa=3
SA Td .o 3

Initiator Cookie .................... c551ea94ccl152a8d

Responder Cookie .................... 9b7bf 67d53e85104

DO | PSEC

Policy name ............ .. ... ... ...... i

State ... . ACTI VE

Local address ....................... 63.12. 66. 239

Renpte Address ...................... 1.1.1.1

Renote Port ....... .. .. ... . . .. . ... ... 500

Tinme of establishment ............... 03-Cct-2001: 11: 54: 05

Commit bit set ...................... FALSE

Send notifies ............ .. ... ...... TRUE

Send deletes ........... .. ... ... ..... FALSE

Always send ID ...................... FALSE

Message Retry Limt ................. 5

Initial Message Retry Tinmeout (s) ... 20

Do Xauth ...... ... ... ... . ... .. . ... .. FALSE

Xauth Finished .................... TRUE
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SHOW ISAKMP SA

Expiry Limt (bytes) ................ -
Soft Expiry Limt (bytes) ........... -

Bytes seen ..........iiii, -

Expiry Limt (seconds) .............. 86400

Soft Expiry Limt (seconds) ......... 82080
Seconds since creation .............. 549

Nurmber of Phase 2 exchanges al |l owed . 4294967294
Nurmber of acquires queued ........... 0

Sa Definition Information:

Aut hentication Type ................. PRESHARED
Encryption Algorithm................ DES - 56 hit
Hash Algorithm...................... SHA

group TYpPe ... MODP

group Description ................... MODP768

DH Private Exponent Bits ............ 160

expiry seconds ............. ... 86400

expiry kilobytes .................... -

XAut h | nformation:

Id 0

Next Message .............oiinuninn UNKNOVWN
Status ... FAI L
TYPE o Generic
Max Failed Attenpts.................. 0
Failed Attenpts...................... 0

Hear t beat infornmation:

Send Hearthbeats ..................... NO

Next sequence nunber tx ............. 1

Receive Heartbeats .................. NO

Last sequence number rx ............. 0

SA Id SA ID

PeerAddress SAOOOOOOIPODOOO

EncA SAODO0O0ODOOOOOO

HashA SAD0O0O0O0OO0OO0DOOODOOO

Bytes SAD0D0D0D0O0D0O00M@ODOO0ODODOOoSADOODDOODmMOOnoOon
OO0SA00O000O0O00O0O000MOOOO0OOOoO0oO0oOoOoOoOoooooog
ooo

Seconds SAD00OO0O0OO0OO0mMOOODOOOODSADODOOOOmMOOOoOoOoOn

OSA00000O00000O00MOOO00LOoOoO0OooooOoobDoOoOO

0230000
SA Id SA ID
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SHOW ISAKMP SA

Initiator Cookie

ooooogd

Responder Cookie

ooooogd

DOI DOIO Domain Of Interpretation(D IPSECO OO 0O OO
Policy name ISAKMPOOOOO
State ISAKMP SA 0 O O OACTIVEO EXPIREDO DOING_

NEW_GROUPU DOING_XAUTHO OO OO

Local Address

SAO0OODDOOOIPODOOO

Remote Address

SAO0OODDOOOIPODOOO

Time of establishment

SAOOOOO

Commit bit set

Commit0 000000000000 DOOO

Send notifies

Notify OO0 O0OO0O0OOOO

Send deletes

Delete0 00000 DO0OOOO

Message Retry Limit

oooooooooooo

Initial Message Retry Timeout (s)

cooooooooooooooooooooobooon

Do Xauth

XAUTHOOOOOOOOO

Xauth Finished

XAUTHOOOOOOOOoOoOo

Expiry Limit (bytes)

SAODO0OOOO0O0O0O0DO0DmMSAODOOOOOOOOon
ooooo

Soft Expiry Limit (bytes)

SAO000000O0O00MOooOobOoOoooooooogo
ooooodd

Bytes seen

00000 SAO0OOOO0Oooo

Expiry Limit (seconds)

SAODO0OOOOO0DmMSAODOOOOOOOOOOOOn
od

Soft Expiry Limit (seconds)

SAO0O0DO0OO0O0mMOoOO0OO0oooOooooooooo
ooooo

Seconds since creation

SAO0O0DOOO0O0DDOOO

Number of Phase 2 exchanges allowed

00 SAOO0OO000O0O0OO0O0O0O02000000

Number of acquires queued

O0O0OoIPSECSAOODDOOOODODOOO

Sa Definition Information

SAO0O0DOO0OO0O0O0DOO0O0O0O

Authentication Type

oooood

Encryption Algorithm

SAOO0O0DOOOOOO

Hash Algorithm

SAO0O0DOO0OO0O0O0DOO0O0O0O

group Type

Diffie-HellmanO OakleyO O OO OO0 O

group Description

Diffie-HellmanO OakleyO 0 0 O O

DH Private Exponent Bits

DHOOOOOODOOOOO

expiry seconds

O0ooooooo SAOO0OooooOOn

expiry kilobytes

O0oooooooo SAoO0oooooooooo

XAuth Information
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SHOW ISAKMP SA

Id

XAUTHOOOOOOOD ID

Next Message

0000000 XAUTHOOOOOOREQDO SETOOO
od

Status

XAUTHOOOOOOOKO FAILOOOOO

Type

XAUTHOOOOOOOGENERICO RADIUS-CHAP O
oooo

Max Failed Attempts

XAUTHOOOOOOOOoOooooooooooooo
OSAOODO0OOOO0

Failed Attempts

XAUTHOOOOOOO

goooogn

024000

IPsecOO0000OO00O00OO0OOO0OOOOO0OOOUOOOOOOOOOOOOOOOOAROIOOOO
000000000 0AROIIDOOOOODOOOOOO

goooog

SHOW ISAKMP COUNTERSO 116 D O OO
SHOW ISAKMP EXCHANGED 118 0 0 O O
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