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SHOW ENCO KEY [
SHOW ENCO KEY=3 [

Manager > show enco key

ID Type Lengt h Di gest Descri ption Mod 1P
1 DES 8 1F35B264 ny DES key - -
2 RSA- PRI VATE 1024 EA83BD2C my key pair - -
3 RSA-PUBLIC 768 OADBE436 Hi s public key - -
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CREATE ENCO KEY=10 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My M5 key 1" [
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key 2" O
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DESCR="My MD5 key 3" O
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SHOW ENCO KEY=10 0

Manager > show enco key=10

0x1dc8657173468c10aba21dc20ab79695
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CREATE ENCO KEY=21 TYPE=GENERAL VALUE="f ugaf ugaf ugaf ugaf uga" DESCR="M
SHA key 2" O
" 0000200000 16000000000000000
CREATE ENCO KEY=22 TYPE=GENERAL
VALUE=0x000102030405060708090a0b0c0d0e0f 00010203 DESCR="M/ SHA key 3" [
" 0000000000 00000SHOWENCOKEYOOOOO490 000000000
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CREATE CONFI G=l i nkconp. cfg 0O
SET CONFI G=l i nkconp. cfg O
RESTART ROUTER 0O
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RESTART ROUTER 0O
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SET FR=0 DEFCOVPRESSI ON=ON [
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SET BRI =0 MODE=TDM ACTI VATI ONFALWAYS TDMVSLOTS=1-2 O

CREATE TDM GROUP=renote | NT=bri 0 SLOTS=1-2 (J

CREATE PPP=0 OVER=TDM renote 0O

ENABLE | P O

ADD | P | NT=et hO | P=192. 168. 10. 1 MASK=255. 255. 255.0 O

ADD | P | NT=ppp0 I P=0.0.0.0 O

ADD | P ROUTE=192. 168. 20. 0 MASK=255. 255. 255. 0 | NT=ppp0 NEXT=0.0.0.0 O

2. STAROOUOOOOOOOOOOO STAROOOOOOOOoOODOOOODOOOOOOO AoOOOo
O0ooooooMODEOOODOOOOO MASTEROOOOOOOENCALGORITHMOOOO
O0o000o0o0oooooooo0o0oooooo DESO O

CREATE STAR=0 MODE=MASTER ENCALGORI THMEDES O

3. PPPOOOUOOOOU0DOOOU0UOOOUOOOOOSTARENTITYOODOOOOO STAROO
coooboooooooooooooo

SET PPP=0 ENCRYPTI ON=ON STARENTI TY=0 O

4, JOo0oO0O0oOoO0OoOoO0ooOo0OoO0obObO0ooOoooOo0oOOobOo0oooobOoOoDoDoOO
oooooooooooboooooooooobooooooooooooooon

SET STAR=0 NETKEY RANDOM [J

5. D0o0o00ooooo0oUoooOoOoUooOoOo0OoooOoOoO0oBOOOOOOOOOOODODOOOOOD
cooooooboooooooooobooooooooon

SHOW STAR=0 NETKEY [

Manager > show star=0 netkey

f bj 5bap7wasgd

6. JO00O0O0OOOU0OO0OO0OOO0OOUOO0DOO0OOO0ODOO0O0OO0ODOO0OOOOOODOOOOOO
oooooooooooooooooooooooooooooooPPPOOOOOOODOOOD
ooooogoooon

SET STAR=0 MKT RANDOM [

coobooooboooooooooooooobooooooooooooobooooooooogg
Orv7o1000000000000

7. 00000oO0O0o00oooOo0oooOoOo0obooOo0oOoOO00oDOoOoO00LOoOoO0oooLoOoO00n
ogooooo0ooO0oooooooooO0o00ooooooooooooooo PPPOOOOOOOOO
coboboooooooooooooooooobooooooooooooobooooooooogg
oobooooooooooobooooogod

14 | CentreCOM AR300/AR700 0000 OOODOODOODOOO 2.3 gooogd
J613-M0274-00 Rev.J



ooooooo

RESET PPP=0 [

8. U000 OUDOOUOOUOOOOO0OOOOO0OO0OOOOOO0OOOOOOOODOOODOOO
SHOW STAR MKTTRANSFER LOG [
Manager > show star nkttransfer |og
Star Master Key Table transfer request |og:
Serial Number StarlD User UserlD State Ti me Dat e Request s
41849368 0 PPP 0 RECEI VED 16:22:27 08-Nov-
2001 8

9. I00UD0OUOUUUDOUODOOULOOUODODUOUDUODUOOUODODOUOOOOOOUDOOMKT-
TRANSFERO OO OOODOOODOODOODOOODODOOOOODOOOOooOOoOon
ENABLE STAR MKTTRANSFER=41849368 [

100 OO0O0OOO0OOOO0 SHOW STAR MKTTRANSFER LOG O OO OO 00000000 OOOO
State 0 0 SENDINGOOOOOOCOMPLETED OO OOOOOOO
Manager > show star nkttransfer |og
Star Master Key Table transfer request |og:
Serial Number StarlD User UserlD State Ti me Dat e Request s
41849368 0 PPP 0 SENDI NG  16:22:27 08-Nov-
2001 48
Manager > show star nkttransfer |og
Star Master Key Table transfer request |og:
Serial Number StarlD User UserlD State Ti me Dat e Request s
41849368 0 PPP 0 COWPLETED 16: 22: 27 08- Nov-
2001 48

11. 0000OoguooSHOWPPPOOOOMPPPOO 750 0000000000000 OOOOOO
OO0OLCPOECPOUNCPOOOUOUDO IPCPOODOUODO OPENEDOOOOOODOODOO
Manager > show ppp=0

ooooo CentreCOM AR300/AR700 0000 DOO0OO0ODODOOODO 2.3
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ooooooo

Nane Enabled iflndex Over CP State
pppO YES 04 | PCP OPENED
ECP OPENED
acc-renote LCP OPENED

oooooooooooooooooooooooo/mloooooooooooooo
o0oooBOoOOOOOOOODOOOO

1. 0OoOooPPPOOOOODOODOO

SET BRI =0 MODE=TDM ACTI VATI ONFALWAYS TDMVSLOTS=1-2 0O

CREATE TDM GROUP=renote | NT=bri 0 SLOTS=1-2 (J

CREATE PPP=0 OVER=TDM renote 0O

ENABLE | P O

ADD | P I NT=et hO | P=192. 168. 20. 1 MASK=255. 255.255.0 O

ADD | P I NT=ppp0O 1P=0.0.0.0 O

ADD | P ROUTE=192. 168. 10. 0 MASK=255. 255. 255. 0 | NT=ppp0 NEXT=0.0.0.0 O

2. STAROUOOOOOOOOOOOO STAROOOOOOOOoOODOOOoOoOoooooooBOOO
ooooUoooooooooooooooooMODEDODOOOOOD SLAVEOOOOGOOO
ENCALGORITHM O OOUOOOOUOOOOOODOOOOODOO0DOOODOO0OO0OOD DESOOM

CREATE STAR=0 MODE=SLAVE ENCALGORI THVEDES [

3. PPPOOOUIOOOO0OOOUOUOOOUOOOOOSTARENTITYOODOOOOO STAROO
coooboooooooooooooo

SET PPP=0 ENCRYPTI ON=ON STARENTI TY=0 O
4, JOo0oOoOoOoooOoOo0OooOoOoOooooOOoOooobooooooo

SET STAR=0 NETKEY VALUE=f bj 5nbap7wasgd O
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CREATE ENCO KEY

CREATE ENCO KEY

00o00oo0oOoooo /000000
00000 AR300 V20 AR300L V20 AR7200 AR740

CREATE ENCO KEY=key- i d TYPE={DES|3DESOUTER|GENERAL |[RSA}
[ DESCRI PTI ON=string] [FILE=filenane] [ FORVAT={HEX|NI QSSH}]
[ | PADDRESS=i padd] [LENGTH=2..2048] [MODULE=npdul e-id] [{RANDOM
VALUE={enco- st r|enco- 5bi t |enco- hex }]

key-id: O 0 0 000655350

string: 00 0010250000000000000000000000
filename: 0000000000 .keyOd

ipadd: IPO OO0

module-id: 0000000000000 O0OODOOO?2550

enco-str: 000

enco-5bit: 5000 ASCIIOOODUO0OOOO0O alzOOO 2090000000
enco-hex: 00000160 0000000XOOOOOOOO

00

oooooooooboooooboooo
RSAOOOOOOOOOOOOOOOOOOOOOOOOOOODOODOOODOODOOODOODD
OOOUODOOO0OOOOCREATECONFIGO DO OOOOODODDOOOOOODOOOOODOOOOOOOO
cooooooobooooooooooooooboboooooooobooooboooooooooboooon
oooooooooboooobooooood

goooog

KEY 00O

TYPE OUOOOODESOS6000 DESOOOOO 3DESOUTERO 168000 3DESOOUIOOOOOO
OORANDOMOOOOOO VALUEOOOOOOOOOORSAORSAOOOOOOOOOOOOO
LENGTHOOOO FILEOOOOOOUOOOOFILEOODOOOOOOOKEYOOOODODOOOO
coboboooooooooooooooooobooooooooooooobooooooooogg
oooo0O0o0000OoKEYODODOOODOOOODODODOOOOOOooooooooooooooooo
OOFILEDOOOOO LENGTHOOOOOOODOOOOOODOODOOO RSAODOOOOOOOO
OUOOOOO0OO0OO0OGENERALODODOOOOOOOODOOOOOOOOLENGTHDO VALUED OO
O0OO0OO0OGENERALOODODOODOOOODODOOODO ISAKMPOOOO O OO pre-shared keyd O
ooooogd

DESCRIPTION OOOO0OO0OOOOOOO

FILE RSAOOO0OOODODOODOOOODOkeyDODOODODOOODO FORMATOOOODOOOODOOOOO
OMKEYOOOOUOOOOOOO RSAOOOOOODOOOOFILEODOOOODOODOOOOOO
O00ooooo00ooooooooo00ooo0OOoKEYDOOOOODOOOOoOoOooOOooooOo

CentreCOM AR300/AR700 0000 DOOOO0DOOOD 2.3 gooogd
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CREATE ENCO KEY

FILEODODOOOOOOOOOOOOOOOOO0O0oOoOOo0oooooooooooooooooo

FORMAT RSAOOO0O0O0OOOOOOOOOOOOOOOOFILEODOOOODOOOOOOOOSSHO
SecureShellDOSSHOOOOOOOODOODOODOODOOODODODMmMNIQUOODODDODODOODOOOODO
O00O0RSAOOUOOOOOOOOOOOOOHEXODODOODODOOOODOOODOODOOOOOOO
00000ooo0oo0o0oo HEXOD

IPADDRESS 0000000 IPOOOOOISAKMPO SSHOOOOOOO RSAODOOOOOOOO
oooodd

LENGTH 0OO0OO0O0O0O0U0OORSAQOOOOOOOOOOOOOOOORSAODOOOOOO 320000
0000000000000 0000 2560204800 00000GENERALOOOODOOODOOO
O0o00o0o0ooooooooooo 20640000

MODULE 0OOO0OO0O0O00O0O0O0O0O0O

RANDOM 0000000000 OOOOOOOGENERALOOOOOLENGTHOOOOOOOOO
20000016000 0000O000OOOO

VALUE 0O00O0000O0O0ODESO3DESOOOOOOSHOWENCOKEYOOOOOOOOOO 500
OASCHO 6000000000000 001e00D000D0O00DOOXxO0OO0ODOOOGENERAL
00000000000 160000000000000O0SHOWENCOKEYOODOOOOOO
ooo

g
s DESO0000O0O00000O000000000 SHOWENCOKEYDOOOOOoooooooo

O0o0oo0oooooooooUoooooUoOASCliooOnleooooooo

CREATE ENCO KEY=1 TYPE=DES RANDOM DESCRI PTI ON="My DES key"

s 00000000000 DESOO 1600000000000 0O00O0O0GOIDODSIOOODESO
560000000000OO0

CREATE ENCO KEY=2 TYPE=DES DESCRI PTI ON="1 nported DES key"
VALUE=0xBBO9BAC150913E82

s 00000000000 DESOOOOODOOOSO0OO ASCHOOOOOoOooooooo

CREATE ENCO KEY=2 TYPE=DES DESCRI PTI ON="1 nported DES key"
VALUE=xne5vgkqgse9i em

s SSHOOOOOOOOOOOooooooooooooooooooooooooooooooooo
sshkeyOOOOOOOODOOODODOOOODOODODOOODOOOOOOOOOOO0OODOOOOOOO FORMAT
OossHoOoooo

CREATE ENCO KEY=100 TYPE=RSA FI LE=ssh. key FORVMAT=SSH

goooo CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3 19
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CREATE ENCO KEY

s RSAO0O0O0OO0O0OOOOOUOOOOO0O0OO 256020480000

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRI PTI ON="mny key pair"

mJ000RSAODOOODOODOSSHOOOOOOOOOOO mypublickeyOOOOGO0O

CREATE ENCO KEY=3 TYPE=RSA FI LE=nypublic. key FORVAT=SSH

s ]00000000000000 hispubkeyOOOOO04000000000000

CREATE ENCO KEY=4 TYPE=RSA FI LE=hi spub. key FORMAT=SSH DESCRI PTI ON="Hi s
public key"

ml6e0000MDSO0OODOO0O0OOODO0O0OOO

CREATE ENCO KEY=5 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 Hash key"

ml60000MDSO0OOODO0O0OOODO0O0OOOO

CREATE ENCO KEY=5 TYPE=GENERAL VALUE="| ogef ogej ogef oge" DESCR="M/ ND5
Hash key"

m ISAKMPOOOOOOOpre-sharedkeyD OO O 000

CREATE ENCO KEY=6 TYPE=GENERAL VALUE="fugaf ugafuga" DESCR="| SAKMP
pre-shared key"

goooog

DESTROY ENCOKEYO 2300 OO
SETENCOKEYO 34O OO0
SHOW ENCO KEYU 4900 00O
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CREATE STAR

CREATE STAR

00o0ooo0ooOoooo /ZSTAROOO
00000 AR300 V20 AR300L V20 AR7200 AR740

CREATE STAR=star-id MODE={MASTER|SLAVE|STANDBY} ENCALGORI THVE{DES}

star-id: STARO OO OO0 DD OO002550

00

O0o0oo0oooooooon STAROOOOOOOoOooooo
STAROOOOOOOOOSTAROOUOOOOOOOOOODOOOOOoooooooooooooooooo
l00oo0oo0ooooooooooo10bo0oooooooooooooooobooooooo
coooooooooooooooooooooooooogn

goooog

STAR STAROOOOOOOOO

MODE STAROOOOUOOOOOOOOOOSTAROUOUOOOOOOOUOOOOOOOOOOO
MASTERO O OOOOOOOOOOOOOOOO0OOO0OOO0OO0OOOO0O0OoOooooooooo
SLAvEO OOO0OO0OO0O0O0O000O0000O000000000000000000STANDBY OO
coboboooooooooooooooooobooooooooooooobooooogog

ENCALGORITHM 0OO0OO0OO0OO0O0O0O0OOOOOOOOOOOOOOOOOOOOOOOOOODOOO
DESOOU0O00OOO0OOOOO

g
s 0000000000 STAROODOOOOODOooOOODOOOOO

CREATE STAR=0 MODE=MASTER ENCALGORI THVEDES

s 0000000000 STAROODOOOOODOooOOODOOOOO

CREATE STAR=0 MODE=SLAVE ENCALGORI THVFDES

goooog

DESTROY STARO 240000
DISABLE STAR DEBUGGINGO 270000
ENABLE STAR DEBUGGINGO 300 00O

goooo CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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CREATE STAR

ENABLE STAR MKTTRANSFERO 310000
SET STARO 370000

SHOW STARO 510000

SHOW STAR COUNTERSO 530000

SHOW STAR MKTTRANSFER LOGO 550000
SHOW STAR NETKEYO 570000
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DESTROY ENCO KEY

DESTROY ENCO KEY

00o00oo0oOoooo /000000
00000 AR300 V20 AR300L V20 AR7200 AR740

DESTROY ENCO KEY=key-i d [ LOCATI ON=FLASH]

key-id: 0 0 0 000 655350

00

ooooooooood
cooooooobooooooooboooooooooooooooooooboooooOooooboooon

goooog

KEY 00O
LOCATION 0OO0OO0O0O00OO0O0OO0OOOFLASHOOODOOOOOOO

goooog

CREATEENCOKEYO 180 0O OO
SETENCOKEYO 34O OO0
SHOW ENCO KEYU 4900 00O

goooo CentreCOM AR300/AR700 0000 ODOO0O00OODOOO0O 2.3 |23
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DESTROY STAR

DESTROY STAR

00o0ooo0ooOoooo /ZSTAROOO
00000 AR300 V20 AR300L V20 AR7200 AR740

DESTROY STAR=star-id [ NETKEY|MKT]

star-id: STARO OO OO0 DD OO002550

00

STARODOOOOOOOO0OOOODOOOOOOSTAROODODOOOOOODODooooooooooooo
oooooooooooo

goooog

STAR STAROOOOOOOOO

NETKEY 0000000000000000000O0O0O000000000O0O0O00O000000000
cooooooooooooogo

MKT 000000000000 O0000000000000000O0DODOO00000000O0O0O0O000
ooobooooooooboooooooooooooogod

goooog

CREATE STARO 210000

DISABLE STAR DEBUGGINGO 270000
ENABLE STAR DEBUGGINGO 300 00O
ENABLE STAR MKTTRANSFERO 310000
SET STARO 370000

SHOW STARO 510000

SHOW STAR MKTTRANSFER LOGO 550000
SHOW STAR NETKEYO 570000
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DISABLE ENCO COMPSTATISTICS

DISABLE ENCO COMPSTATISTICS

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE ENCO COVPSTATI STI CS

g0

pobooooooooooboooooboooobooboboooooobooon

goooog

ENABLE ENCO COMPSTATISTICSD 28 0 0 OO
SHOW ENCOO 390000
SHOW ENCO CHANNELO 42 0000

goooo CentreCOM AR300/AR700 0000 ODO0O0O00OOOOO0O 23 |25
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DISABLE ENCO DEBUGGING

DISABLE ENCO DEBUGGING

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE ENCO DEBUGGE NG={PACKET}

g0

OO0O00OO0OO0ENCOOOOOOOOOOOOODOOOOOOOoOoOOO
goooog

DEBUGGING 0000O0000000000O0000000000000000O00OOO PACKET
OENCOUOOOOUOOODOOOooooooooom

goooog

ENABLE ENCO DEBUGGINGO 290000
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DISABLE STAR DEBUGGING

DISABLE STAR DEBUGGING

00o0ooo0ooOoooo /ZSTAROOO
00000 AR300 V20 AR300L V20 AR7200 AR740

Dl SABLE STAR DEBUGG NG

g0

STAROODOOOOOOOOOUOOOOOoOooOoooooooooo

goooog

ENABLE STAR DEBUGGINGO 300 00O
SHOW STARO 510000

goooo CentreCOM AR300/AR700 0000 0DO0O000ODODOOOO 2.3 |27
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ENABLE ENCO COMPSTATISTICS

ENABLE ENCO COMPSTATISTICS

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE ENCO COVPSTATI STI CS

g0

pobooooooooooboooooboooobooboboooooobooon
000000 SHOWENCOCHANNELOOOOOODOOOOODOOO

goooog

DISABLE ENCO COMPSTATISTICSO 2500 00
SHOW ENCOO 390000
SHOW ENCO CHANNELO 42 0000
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ENABLE ENCO DEBUGGING

ENABLE ENCO DEBUGGING

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE ENCO DEBUGGH NG={PACKET}

g0

OO0O00OO0OO0ENCOOOOOOOOOOOOODOOOOOOOoOoOOO
cooooooooboooboooooboooobooooogog

goooog

DEBUGGING 0000000000000 0OOOOO0DOOOO PACKETOOOOOOOENCOD
cooobooooooooooooooooooboooooogn

goooog

DISABLE ENCO DEBUGGINGO 26 0 0 0O

goooo CentreCOM AR300/AR700 0 000 0DO0O000ODOOOOO 2.3 |29
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ENABLE STAR DEBUGGING

ENABLE STAR DEBUGGING

00o0ooo0ooOoooo /ZSTAROOO
00000 AR300 V20 AR300L V20 AR7200 AR740

ENABLE STAR DEBUGGE NG

g0

STAROODOOOOOOOOOUOOOOOoOooOoooooooooo
000000000 o0oo0oooo0oooooo/000000D0o00oooUooDooooDOooo
oooo

gooooggoo

Manager > enabl e star debuggi ng
Manager > DEBUG - st ar Encode
Manager > DEBUG - st ar Decode
Manager > DEBUG - st ar Encode
Manager > DEBUG - st ar Decode

Manager > DEBUG - st ar Encode

goooog

DISABLE STAR DEBUGGINGO 270000
SHOW STARO 510000
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ENABLE STAR MKTTRANSFER

ENABLE STAR MKTTRANSFER

00o0ooo0ooOoooo /ZSTAROOO
00000 AR300 V20 AR300L V20 AR7200 AR740

ENABLE STAR MKTTRANSFER=ser num

sernum: 00000001015000000

00

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooboobooboooooobooooobooon
00000 SHOW STAR MKTTRANSFERLOG O O OO OO O OO OO State O [T

goooog

MKTTRANSFER 00000000000 O0OOOOOOOOSHOW STARMKTTRANSFER LOGO
O0o0o0ooooooooo0o0oU0ooooooooOooO SHOWSYSTEMOOOOoooO
oooo

g
s 00000000000000000000000000 123456780000000

ENABLE STAR MKTTRANSFER=12345678

goooog

SHOW STAR MKTTRANSFER LOGO 550000
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RESET ENCO COUNTER

RESET ENCO COUNTER

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

RESET ENCO COUNTER={ DES|DH|HVAC|J CBPROCESS| NG|PRED|RSA|STAC|USER|UTI L}

g0

OOO0O0O0OO0ENCOOOOOUOOUOOUOUOOOOUOoOoooooo
goooog
COUNTER 0000000000000 OO0OOOOODOO0OO0ODOODOOOUSEROUTILOJOBPROC-

CESSINGOOUOUOOOOOOENCOOODODODOOOOOOOOODDODODESODHOHMACH
RSAOSTACOPREDO OO OOOOOOODOOOOODOO

goooog

SHOW ENCO COUNTERSO 46 0 0 0O O
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SET ENCO DHPRIORITY

SET ENCO DHPRIORITY

00o00oo0oOoooo /000000
00000 AR300 V20 AR300L V20 AR7200 AR740

SET ENCO DHPRI ORI TY={HI GH|VEDI UMLOW

g0

DiffieHellmanO O 00000000000 O0OO0ODOOOOOOOOOOOOOOOO
ooooOocPuOOUDOOUOOOOOOIPSecODDOODOOOODDOODOOOODODOODODOOODODO
cooooooooooobooooooooon

goooog

DHPRIORITY O0OO0OU0O0OOOOOHIGHOO MMEDIUMOOD mLOWOOoooooooooooo
000 HIGHO

goooog

SHOW ENCOO 390000
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SET ENCO KEY

SET ENCO KEY

00o00oo0oOoooo /000000
00000 AR300 V20 AR300L V20 AR7200 AR740

SET ENCO KEY=key-i d [ DESCRI PTI ONsst ring] [| PADDRESS=i padd]
[ MODULE=nodul e- i d]

key-id: O 0 0 000 655350

string: 00 0010250000000000000000000000
ipadd: IPO OO0

module-id: 0000000000000 O0OODOOO?2550

g0

ooooooOoloOOOooOOoOOOOOOOODOO0O
goooog

KEY 00O

DESCRIPTION O0OO0OO

IPADDRESS 0000000 IPOOOOOISAKMPO SSHOOOOOOO RSAODOOOOOOOO
oooodd

MODULE 0OOO0OO0O0O00O0O0O0O0O0O

goooog

CREATEENCOKEYO 180 O OO
DESTROY ENCOKEYO 230 O OO
SHOW ENCO KEYU 4900 00O
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SET ENCO SW

SET ENCO SW

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET ENCO SW [ PREDCHANNELS=0. . 4] [ STACCHANNELS=0. . 4] [ STACSPEED=0. . 3]

g0

cooooooooooooooooocooooboooo

goooog

PREDCHANNELS Predictor00000000000100000000128KBOOO0OOO0OOOO
oooooooooooooo4MBUOOOOOODOOOOODOOOD 20000000

STACCHANNELS STACLZSOOUOOOOOOOO0O100000000 1B8KBOOOODOOOOOO
oooooogo

STACSPEED STACLzZSOOOOOOOOOOOOOOOOOOOOOOOODOOO3CO0ODOOOoOO
ooooooo40000000000000D0O00DODOOOODOOO

gooo goood
85kbpsO 3
6001 85kbps 2
400 59kbps 1
0 40kbps 0

020000000000000STACSPEEDDO

g
s STACLZSOOOOOOO0OOOOOO0O0O0O0D 20000000000

SET ENCO SW STACCHANNELS=2

goooogn

ooooooooooooooooooooobooobooooooboooobooooooooon
STACSPEED OO UOOOOOAR7200 AR7400 0000000000000 O0O0OO0OOOOOOOO
O0OOOOO0STACSPEEDOOOO0OO0OOOOOOOODOOOOODOOOOODOOOOOO

goooog
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SHOWENCOOD390 O OO
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SET STAR

SET STAR

00o0ooo0ooOoooo /ZSTAROOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SET STAR=star-id {MODE={MASTER|SLAVE|STANDBY}/NETKEY {RANDOM
VALUE=st ri ng }|MKT RANDOMV}

star-id: STARO O OO OO DD OO002550
string: 00 0010140000000 a0z00O0O 209000000000 1000000

g0

STAROUOOUOOOOOOOOOOOO0ooOoU0oO0ooooooooooooooooooooooooon
goooog

STAR STAROOOOOOOOO

MODE STAROOOOUOOOOOOOUOOOSTAROUOUOOOOOOOUOOOOOOOOOOO
MASTERO O OOOOOOOOOOOOOOOO0OOO0OOO0OO0OOOO0O0OoOooooooooo
SLAvEO OOOO0O0OO0O0O0O000O0000O000000000000000000STANDBY OO
coboboooooooooooooooooobooooooooooooobooooogog

NETKEY 000000000 0000O00O0000O000000O0O0

RANDOM 0OO0O0O0O00O0O0O0O0O0O0OO0OOOOOO

VALUE 0OO0OO00O0000O0O0O0O0O00

MKT 0000000000 16000 DESOOOOOOOOOOOODOOODODO STAROOOOOOO
oobobooooooooobooooooooobooooogg

g
0000000000 STAROUOOOOOOooOOUOOOOooouoooooooo

SET STAR=0 NETKEY RANDOM

s00d0o0o0ooobooooooooobooooooooogoooooooooooboooobooon
OSHOW STAR=0ONETKEYO 000000000000 0000000

SET STAR=0 NETKEY VALUE=f bj 5nbap7wasgd

s(l000000ooobooooooooobooooooon
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SET STAR

SET STAR=0 MKT RANDOM

goooog

CREATE STARO 210000

DESTROY STARO 240000

DISABLE STAR DEBUGGINGO 270000
ENABLE STAR DEBUGGINGO 300 00O
ENABLE STAR MKTTRANSFERO 310000
SHOW STARO 510000

SHOW STAR COUNTERSO 530000

SHOW STAR MKTTRANSFER LOGO 550000
SHOW STAR NETKEYO 570000
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SHOW ENCO

00o00oo0oOoooo /000000

00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW ENCO

g0

OOO0O0O0OO0ENCOOOOOOOOOOOOOOOOOoOOoOooo

SHOW ENCO

ooooodooooooooooboooooobooooooooobooooboooobooooon

gooooggoo

STAC
PRED
RSA
DH
HVAC

DES

Har dwar e
Lowest valid channel

Hi ghest valid channel
Conpressi on Statistics Enabl ed
Diffie Hellman Priority

Stac LZS
Stac LZS
Stac LZS
Stac LZS
Stac LZS
Stac LZS

Pr edi ct or

Manager > show enco

ENCO Modul e Confi guration

SW Processes avail abl e

St ac Conpressi on

Pr edi ct or Conpressi on
RSA Encrypti on

Diffie Hell man
Message Di gest

conpressi on perfornance | evel

conpression footprint ........
conpression history size ......
deconpression history size ...
channels configured ..........
channel s available ...........
Predi ctor channel s configured
channel s available ..........

MAC Processes avail abl e

DES Encrypti on

ooooo

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3

J613-M0274-00 Rev.J

39



Hardware OO0O0D0OO0oO0O0o0OO00O00O0ODn0 OoAR010/AR0LL/ZAROLL
V2/AR0120 000 0OMACIOAROGLI OO OOAR7400 000
OPACODOOOODOO
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SHOW ENCO

Lowest valid channel

coboooooooooooooboodooooooooooboon

Highest valid channel

coooooobooooboobooboobooboooooooogodg
od

Compression Statistics Enabled

oooooooooboooobooooood

Diffie Hellman Priority

Diffie Hellman O OO 000000000 OOOOOHIGHD
MEDIUMO LOW O OO

SW Processes available

0000000000000 00000NONED DMAND PRE-
DICTORO STACO RSAODHO HMACO OO OO

MAC Processes available

0000000000000 00M000000000o00NONED
DMANUO DESO 3DESO STACO O OO O

goooog

03

SET ENCO DHPRIORITYO 330000
SHOW ENCO CHANNELO 42 0000
SHOW ENCO COUNTERSO 46 0 0 0O O

ooooo
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SHOW ENCO CHANNEL

SHOW ENCO CHANNEL

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW ENCO CHANNEL[ =channel] [ COUNTERS]

channel: 00 000000001270

g0

OOO0O0O0OO0ENCOOOOOODOOOOOOOOOOOOOoOoonoo

goooog

CHANNEL ENCOOOOOUOOOOO0OOOOOOOOOOODOOO0OODOODO0OOOOOOOOOOO
cooboooooooooooooooooooooo

COUNTERS 0O0O0O0O0O0O0O0O0OO0O0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOO
ooo

gooooggoo

SecOff > show enco channel

Channel State User UserlD MDL pkt Over head Process

1 upP SSH 00000001 1584 16 DES
2 uP SSH 00000002 1584 16 DES

SecOFf > show enco channel =1

Channel ......... .. ... ... .. ..... 1
TYPE vt ENCODE/ DECODE
State ... urP
User ... SSH
User ID ... . 00000001
Maxi mum Data Length ............ 1584
Packet Overhead ................ 16
Process ......... ... .. ... .. ... DES
Process Configuration:
Des Type.......... DES - 56 bit
Channel Type...... ENCODE/ DECODE
Hi story Mde...... On
IV Type........... Speci fied
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Hardware......

SecOFf > show enco

Channel Counters:

UP events
start config

encode NULL packets
encode bad priorities

encode bad | ength
encode actions se
good encodes

bad encodes

reset E actions s

good encode resets

bad encode codes

di scarded encode jobs

channel =1 counters

DOMWN event s

attach good

decode NULL packets

decode bad priorities

decode bad | ength

nt 123 decode actions sent
123 good decodes

bad decodes

reset D actions sent

good decode resets

bad decode resets

di scarded decode j obs

O O O B -

ent

O O O oo

SHOW ENCO CHANNEL

o O O - O

111
111

O O O o o

Channel 00o00oooo

State O000o0oooouPO DOWNO

User 0000000000 U0oo0o0U0U0oodPPPOFROMIOXOTESTOSAUSSHO
ISAKMPO IPSECO

UserID goboobogobooooboobbobbooboobbooo

MDL 0000000000000 00000000000000000Maximum
Data LengthO

pktOverhead gooobooooobooooobbooobbobooooboooobboooobo
0000 pktOverhead DO OO OO OOOOOOOOOOO

Process 0000000000000 0000000o0o0UooPREDICTORO STACO
RSAD DHO DESO HMACO

0400000000000
googn CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3
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SHOW ENCO CHANNEL

Channel O0o0oooo

Type 000000000 ENCODE/DECODECENCODE ONLY[DE-
CODE ONLYO

State O0oo0o0ooooouPUO DOWNO

User 000000000 oooooooooooPPPORROMIOXO
TESTO SAD SSHO ISAKMPO IPSECO

UserID goobooobooobobobooobboobbboooobo
BRN

Maximum Data Length goooboboooooooboooooobboobboboboo

Packet Overhead gooooboobooooooooobobobuoboboboo
0000000000 PacketOverhead 00O O OO OOO0O
googoooo
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SHOW ENCO CHANNEL

Process

ocoobobooooooooboboooooooooboan
0 PREDICTORDO STACO RSAL DHO DESO HMACH

Process Configuration

oooooobooooooobooooooooboooooon
ooo

Check Type

000000000000 0D0XOR8ONONEDSTAC LzsSO
CRCCCITTO CRC160 Predictorttd

Des Type

ODESOOODESOOOOOOMMDES - 56 bittrd 3DES - 112
bit - outer CBCLI 3DES - 168 bit - inner CBCOMI 3DES - 168
bit - outer CBCO O ODOOO

Channel Type

ODESODO 00000000 OENCODE/DECODEIENCODE
ONLYO DECODE ONLY O OO OO

History Mode

ODESOOODESOOOOOOOOODOOOOO

IV Type 0 DES O O OIMI Initialisation VectorOO 0O O O ZeroORandomO
Specified 00000

RSA mode ORSAOOORSAOOOOODOPUBLICO PRIVATE

Mode 0 DH 0O O 0O Diffie Hellman 0O O 0 O O Phase 1 0 Phase 2

Group Type ODHOOOOakley DD O OOODDOOOOOO MODPOOO

ooo

Group Oakley 0 0 0 0O O512-bit MODPI O O 0O 0O 0011768-bit MODP
00000 1001024-bit MODPO O OO DO 2000000

Algorithm OHMACOUOODHMACOOOOOOOMDSO SHA

Key Length OHMACOOOHMACOO

Compression Statistics

00000000000 0OENABLE ENCO COMPSTATISTICS
cooooooooooooooboobooooogo

Number of Packets Compressed

ocooooooooooo

Best Compression Ratio ooooo
Mean Compression Ratio ooooo
Worst Compression Ratio ooooo

goooog

05 000o0o0ooooo

SHOW ENCOO 390000
SHOW ENCO COUNTERSO 46 0 0 OO

ooooo
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SHOW ENCO COUNTERS

SHOW ENCO COUNTERS

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW ENCO  COUNTERS={ DES| DH|HVAC|J OBPROCESSI NG|PRED|RSA|STAC|USER|UTI L}

00

OO0O0O0O0OO0ENCOODOOOODOOOOODOOOOOOODOoOooOO

goooog

COUNTERS 00000000 OO0OOOOOOOOUSERDENCOOOOODOOOODOOODOOOO
OMuUTILDOODOO0O00O0O0000MmMJIOBPROCESSINGOOENCOOODOODOOOOOOOO

0 000 O DESO DHO Diffie Hellman@ HMACO RSAO STACOPRED OO0 OO0ODOODOOO
ooooooooogd

gooooggoo

Manager > show enco counters=des
ENCO Process DES/ 3DES Counters:

confi gGood 5 configBad 0
confi gNoResour ce 0 confi gNot SSH 0
badBuf f er 0 badAlign 0
badLengt h 0 nohistory 0
desJobs 1508 3Des2KeyJobs 0
3Desl nner Jobs 0 d3DesCuterJobs 0
noHi st Jobs 0 desMacJobs 0
badDesType 0 badJobType 0
unknownJob 0 error 0
reset 0 conf Not Des 0
comMi t Ti meQut 0 datal nnWai t Ti meQut 0
dat aQut Wai t Ti meQut 0

goodDecr ypt 732 goodEncrypt 776
badDecr ypt 0 badEncrypt 0
DIVA1St ar t 1508 DMA2Start 1486
DVAlDone 1508 DMA2Done 1486
DVABed 0 DMABes 0
DMABr kp 0 DMAConf 0
DVALTI nmeQut 0 DWVA2TI neCut 0
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SHOW ENCO COUNTERS

Manager > show enco counters=j obprocessi ng
I nput queue | engths
I mredi ate queue. ............. 0
Priority queue O (high)...... 0
Priority queue 1............. 0
Priority queue 2............. 0
Priority queue 3............. 0
Priority queue 4............. 0
Priority queue 5............. 0
Priority queue 6............. 0
Priority queue 7............. 0
Priority queue 8 (low)....... 0
Total actions queued......... 0
Lowest Input Priority Queue..... 4
Hi ghest Input Priority Queue.... 0
I nput Queue Length Limt........ 250
I nput Queue di scards
I mredi ate queue. ............. 0
Priority queue 0 (high)...... 0
Priority queue 1............. 0
Priority queue 2............. 0
Priority queue 3............. 0
Priority queue 4............. 0
Priority queue 5............. 0
Priority queue 6............. 0
Priority queue 7............. 0
Priority queue 8 (low)....... 0
Total Input Queue discards...... 0
I nput Queue jobs processed
I mredi ate queue. ............. 22
Priority queue O (high)...... 0
Priority queue 1............. 0
Priority queue 2............. 0
Priority queue 3............. 0
Priority queue 4............. 1521
Priority queue 5............. 0
Priority queue 6............. 0
Priority queue 7............. 0
Priority queue 8 (low)....... 0
Total Input Queue jobs processed 1543
Qut put queue length............. 0
Qut put queue jobs conpleted..... 1521
Qut put queue discards........... 0
Manager > show enco counters=rsa
ooooo CentreCOM AR300/AR7000 000 O0D0OO0ODODODDOO 2.3 |47

J613-M0274-00 Rev.J



SHOW ENCO COUNTERS

ENCO Process RSA Counters:

J613-M0274-00 Rev.J

goodPubl i cEncr ypt 0 badPublicEncrypt 0
goodPri vat eDecr ypt 10 badPrivat eDecrypt 0
goodPri vat eEncrypt 0 badPrivat eEncrypt 0
goodPubl i cDecr ypt 0 badPublicDecrypt 0
goodGener at eKey 3 badGener at eKey 0
badDat aLengt h 0 badKey 0
Manager > show enco counter s=user
ENCO User Interface Counters:
startConfig 5 startReconfig 0
att achGood 5 attachFail 0
attachNoConfi g 0 attachBadUser Type 0
at t achedl nval i dChannel 0 attachedUnusedChannel 0
at t achPr ocNot Avai | 0
reconfi gl nval i dChannel 0 reconfigUnusedChannel 0
reconfi gNoConfig 0
det achl nval i dChannel 0 detachUnusedChannel 0
det achedl nval i dChannel 0 detachedUnusedChannel 0
det achGood 4
decodel nval i dChannel 0 decodeUnusedChannel 0
encodel nval i dChannel 0 encodeUnusedChannel 0
codedl nval i dChannel 0 codedUnusedChannel 0
reset | nval i dChannel 0 reset UnusedChannel 0
reset Donel nval i dChannel 0 reset DoneUnusedChannel 0
confi gBadMvbde 0 configBadUser Type 0
confi gBadPkt Length 0 configBadEncr Type 0
confi gBadConpType 0 configBadHi storyMode 0
confi gBadCheckType 0
di scardl nval i dChannel 0 di scardUnusedChannel 0
Manager > show enco counters=uti l
ENCO Utility Counters:
codeNul | Packet 0 codeBadPacketPriority 0
codeBadPacket Lengt h 0 codeBadConfi g 0
acti onSent Encode 0 actionSentDecode 0
confi gur eGood 13 configureFail 0
encodeGood 3 decodeCGood 10
encodeBad 0 decodeBad 0
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SHOW ENCO KEY

SHOW ENCO KEY

00o00oo0oOoooo /000000
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW ENCO KEY[ =key- i d]

key-id: 0 0 0 000 655350

00

oooooooooo
goooog

KEY 00O00O00O0O0OO00O0OO0OO0O00OO0000O000000O0000O00O0000000OO000DO0O0
O0o00o0o0o0oo0ooo0o00oU00oU0O0OOENCODODOOOODOOOOOOOOODOOOO
oooo

gooooggoo

Manager > show enco key

ID Type Lengt h Di gest Descri ption Mod 1P
1 RSA-PRI VATE 1024 0536D310 ny host _key - -
2 RSA-PRIVATE 768 DI9D3606F SSH Server Key SSH -

100 RSA-PUBLI C 1024 7576F36A - - -

Manager > show enco key=2

768

0x010001

0x53541c868ah4849446f b17519f ec7eda3f 57f 74d382c1f a5¢933c10ccc532aae
1b5482e2d577b705f e697845f 1f f a72e62cc8033a33f e64e39b38ch7bdcd345f
01b9a849e46945bh68a4967chbelf e5d22f e0c1787f cd62ec7a7cebf ca35a6a95

1D ogo
Algorithm 00000 DESO3DES2KEYD 3DESINNERO RSA-PRIVATED RSA-PUBLICOH
GENERAL
Length oooo
Digest O00000oooooooooooMDbsO
googoo CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3 49
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SHOW ENCO KEY

Description O0OOO0OOCREATE ENCO KEYO OO OO DESCRIPTIONOOOOOOO
Module oo0oooooooooooog
IP Address ooooooooo IiPOoOOO
0 6:
ooooon

CREATEENCOKEYO 180 O OO
DESTROY ENCOKEYO 230 O OO
SETENCOKEYO 34O 0O0OO
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SHOW STAR

SHOW STAR

00o0ooo0ooOoooo /ZSTAROOO

00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW STAR[ =st ar - i d]

star-id: STARO OO OO0 DD OO002550

00

STAROUOOOOOOOOOUOOoooooo

goooog

STAR STAROOOOOOOOOOOOOOOOOOOOO0OO0OO0OO0DOOOOODOODOOOODOO

ooobooooooooboooooooooooooood

gooooggoo

Manager > show st ar

Star Entities

Manager > show star=0
Star ID...... .. ... .
Star Mode . ... ...

.... MASTER

Key Transfer Encryption Algorithm DES - 56 bit
Netkey Valid ..................
Master Key Table Valid ........
Netkey Digest .................
Master Key Table Digest .......
Transfer State ................

... TRUE
... TRUE
... 071e435b

... 5214c3e0

... INITIAL

Star 1D

STAROOOOOOOOO

Star Mode

STARODOOOOOODODOOOOOOSLAVED STANDBYO
MASTEROOOOO

Key Transfer Encryption Algorithm

ooooo

00000000 ob0U0oo0oo0DoDo0oo0oo0DOooooDbES-
56 bit[BDES - 112 bit - outer CBCIBDES - 168 bit - inner
CBCOODOOO

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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SHOW STAR

Netkey Valid googooooobooooboo

Master Key Table Valid O00ooo0ooooooooooon

Netkey Digest Oo0ooooooo MD5SOO0O0000

Master Key Table Digest O0000O0000oo MbsOOO0O0OOO0

Transfer State 0000000000000 000O0O0INITIALD EN-

ABLEDU DISABLEDO UNKNOWN O OOOO

o7

goooog

CREATE STARO 210000

DESTROY STARO 240000

DISABLE STAR DEBUGGINGO 270000
ENABLE STAR DEBUGGINGO 300 00O
ENABLE STAR MKTTRANSFERO 31000 O
SET STARO 370000

SHOW STAR COUNTERSO 530000

SHOW STAR MKTTRANSFER LOGO 550000
SHOW STAR NETKEYO 570000
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SHOW STAR COUNTERS

00o0ooo0ooOoooo /ZSTAROOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW STAR| =st ar-i d] COUNTERS

star-id: STARO O OO OO DD OO002550

g0

STAROUOOOOOOOOOOODOOoOOooooooo

goooog

STAR STAROOOOOOOOO

gooooggoo

SHOW STAR COUNTERS

Manager > show star counters

Ceneral Star Counters

attachNoConfi g

det achl nval i dChannel
set Conpl nval i dChannel
reset | nval i dChannel
reset ENoSt ar

encodel nval i dChannel
encodeUnusedChannel
encoEvent UnusedChannel

get MKTUnusedChannel
get MKTGood
set MKTUnusedChannel
set MKTGood

get SKUnusedChannel
set SKUnusedChannel
get I nf oUnusedChannel

transfer Ti neout ChanUnused
transf er Request ChanUnused
transf er Enabl eChanUnused
transEndNot i f yChanUnused
sessTi neout UnusedChannel
createStar

ooooo

attachBadl d

det achUnusedChannel
set ConpUnusedChannel
r eset UnusedChannel
reset DNoSt ar

decodel nval i dChannel
decodeUnusedChannel
encoEvent St ar Unused

O O O O oo oo

get MKTI nval i dChannel
get MKTNoSt ar
set MKTI nval i dChannel
set MKTNoSt ar

O O © o

o

get SKNoSt ar
set SKNoSt ar
get I nf oNoSt ar

© O

transf er Ti neout NoSt ar
transfer Request NoSt ar
t ransf er Enabl eNoSt ar

sessTi neout NoSt ar
destroyStar

R O O O O O

transfer EndNoti fyNoSt ar

O O O O oo oo

O O © o

o O o

O O O+ OO
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SHOW STAR COUNTERS

dest r oyNet Key 0 destroyMKT 0
set St ar Mode 0 setStarEncAl gorithm 0
set St ar Net Key 1 set Star MKTRandom 1

Manager > show star=0 counters
encr Conf Good 3 conmpConf Good 0
conf Good 3 conmpConf GoodDet achE 0
encr Conf Fai | 0 conpConf Fai | 0
conf Fai | 0 conpConf Fai | Det achE 0
encr Det ached 2 conpDet ached 0
det ached 2 detachedConf Fai | 0
encodeGood 210 encodeFail ed 0
decodeGood 210 decodeFail ed 0
encodeDi scar ded 0 decodeDi scar ded 0
reset Get SKAl readyCurr 0 reset Set SKAl readyCurr 0
reset DNoSessi onKey 0 reset DBadMKTI ndex 0
reset ConpHi st 0
get MKTAI r eadyCur r ent 0 getMKTStarlnvalid 0
get MKTEncodeFai | ed 0 get MKTGood 4
set MKTNULLBuf f er 0 set MKTAl readyCurrent 0
set MKTNoSt ar 0 setMKTDecodeFail ed 0
set MKTGood 0
get SKAl r eadyCurr ent 0 get SKMKTI nval i d 0
get SKEncodeFai | ed 0 get SKReset Fai | ed 0
get SKGood 66
set SKNULLBuf f er 0 setSKAlreadyCurrent 0
set SKDecodeFai | ed 0 setSKMWKTInvalid 0
set SKReset Fai | ed 0 set SKGood 4

goodoo

CREATE STARO 210000

DESTROY STARO 240000

DISABLE STAR DEBUGGINGO 270000

ENABLE STAR DEBUGGINGO 300 000

ENABLE STAR MKTTRANSFERO 310000

SETSTARO 370000

SHOW STARO 510000

SHOW STAR MKTTRANSFER LOGO 550000

SHOW STAR NETKEYO 570000
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SHOW STAR MKTTRANSFER LOG

SHOW STAR MKTTRANSFER LOG

00o0ooo0ooOoooo /ZSTAROOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW STAR MKTTRANSFER LOG

g0

coooooooobooobooooobooooboooboooooon

gooooggoo

Manager > show star

Manager > show star

Manager > show st ar

Star Master Key Tabl e transfer request
Serial Nunmber StarlD User

Star Master Key Tabl e transfer request
Serial Nunmber StarlD User

Star Master Key Tabl e transfer request
Serial Nunmber StarlD User

nkttransfer |og

nkttransfer |og

nkttransfer |og

Dat e Request s

Dat e Request s

Dat e Request s

Serial Number

oooboooooboooobooboooooooooooogn

StarlD STAROOOOOOOOO

User ooooooobooooobooooooooon

UserlD oo0ooooo0oooooooooooooooo Ib

State 0000000000000 00000RECEIVEM D O000D0OOOIBADKEYD
SENDINGO O OO DI FAILEDO COMPLETEDO O OO OOOOoOOO
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SHOW STAR MKTTRANSFER LOG

Time oo0oooooooooooo
Date oo0oooooooooooo
Requests oo0oooooooooooo

08
ooooon

CREATE STARO 210000

DESTROY STARO 240000

DISABLE STAR DEBUGGINGO 270000
ENABLE STAR DEBUGGINGO 300 00O
ENABLE STAR MKTTRANSFERO 310000
SET STARO 370000

SHOW STARO 510000

SHOW STAR COUNTERSO 530000
SHOW STAR NETKEYO 570000
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SHOW STAR NETKEY

00o0ooo0ooOoooo /ZSTAROOO

00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW STAR=st ar-i d NETKEY

star-id: STARO OO OO0 DD OO002550

00

0000 STAROOOUOOOOOOOOOOoOOoOo ASCIoDOooOoooooooooooooooo

ooooo

goooog

STAR STAROOOOOOOOO

gooooggoo

SHOW STAR NETKEY

Manager > show star=0 netkey

f bj 5Snbap7wasgd

goooog

CREATE STARO 210000

DESTROY STARO 240000

DISABLE STAR DEBUGGINGO 270000
ENABLE STAR DEBUGGINGO 300 00O
ENABLE STAR MKTTRANSFERO 310000
SET STARO 370000

SHOW STARO 510000

SHOW STAR COUNTERSO 530000

SHOW STAR MKTTRANSFER LOGO 550000
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