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BEZE - FEARTEIE . o . 3
I —=FT =)l e 3
EGT IV T XL L e 4
DES . . e e 4

BDES . . . e 5

RSA . e 6

FBRET VT ) XL o0 e e 7
HMAC-MDb5-96 . . . . . . e e 7
HMAC-SHA-1-96 . . . . . . e e e e 7
JERET VT ) XL oo e e e 8
FEZCHET VT XL e 9
BEVERL - PRAERRRE . . . . 9
ISAKMP Db (pre-shared key) . ... .. ... ... L. 10

DT UNRIVIERE . o o o e e 10
PPP CSTACLZS 2 . . . . 10

PPP T Predictor i . . . . . . . . . 11
JL—=AJL—=TERFI =M . . ... ... .. 11

) N 1 | O 11
STARGEAZHAE D 2=V . . L oo e 12

e ) R 17
3 o = g 17
CREATE ENCOKEY . . . . . . e e e e e e e e e e 18
CREATE STAR . . . . . . e e e e e 21
DESTROY ENCOKEY . . . . . . e e e e e e e e e 23
DESTROY STAR . . . . . e e e 24
DISABLE ENCO COMPSTATISTICS . . . . . . . . . . et 25
DISABLE ENCO DEBUGGING . . . . . . .. ... e e e e 26
DISABLE STAR DEBUGGING . . . . . . . . . . e e e e 27
ENABLE ENCO COMPSTATISTICS . . . . . . . . . e e e e 28
ENABLE ENCO DEBUGGING . . . . . . .. .. e e e e e 29
ENABLE STAR DEBUGGING . . . . . . . . . .. e e e e 30
ENABLE STAR MKTTRANSFER . . . . . . . . . . . e 31
RESET ENCO COUNTER . . . . . . . e e e e e e e e e e 32
SET ENCO DHPADDING . . . . . . . e e e e e e e e e e e e 33
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SET ENCO DHPRIORITY . . . . . . e 34

SETENCOKEY . . . . . oot e s s 35
SETENCOSW . . . e e e e e s 36
SETSTAR . . . . e e e 37
SHOW ENCO . . . e e e e e 39
SHOW ENCOCHANNEL . . . . . ..o e 41
SHOW ENCO COUNTERS . . . . . . .t e e e 45
SHOW ENCOKEY . . . .ottt s e 48
SHOW STAR . . . . . ot e e e e e e e e 50
SHOW STARCOUNTERS . . . . . . . ot e e e 52
SHOW STARMKTTRANSFERLOG . . . . . . . . it 54
SHOW STARNETKEY . . . . . . .ot e e e e e e 56
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BE - BARRE

P& - EAREKTE

AREGORE 5 - JEAE (ENCO = Encryption and Compression) €3 2=V IZOWTHH L £3,
ENCO €V 2= M3, ARFDOLF 20 71 —BLOEMERDO LA LB D=2 EY 2= TT, IPsec
RSSH = EDYF 2] 7 4 —fe. PPPR 7L =24 L—0O7F—% Y ¥ 7 EfEEE% £1d. 3XTENCO
EVa-VEMHLTERSRT S,

ENCO £ ¥ 2 — VAT 2RO LB Y T, (BE) OV Tw» 28R IIHES - EMiA— F (AR011
V2) BRLETT,

T2 (X) DT B RIS 5 - FEMiR— B (AR011V2) LBINT A & ¥ A0WETY,

o 57N T XL 56y hDESE). 168 ¥ v b 3DES(X)., RSA Z5F#ERE
o FREET VT X L I HMAC-MD5-96, HMAC-SHA-1-96(E)

o JEMET IV T X4 STAC LZS. Predictor

o HZIHLT VT X L . Diffie-Hellman

o FERC - TRAFHERE

ENCO £ 2 — VA EBICIRME L TWw A RE 2 #3235 121d, SHOW ENCO 2~ >~ F ([B%5 - JEiE] o
2R—) ZffVET, VT R LT TCEEINTVARIETH>TH, T4 LV ARV EMZ VLD

bdH) T,

& BTl - RREEERE A T 5 72 o121E, B - JERTR— K (ARO011 V2) 2SLZET3,

S JEMERRISET Y 7 Py 2 7B X D EBIE N E 9%, STACLZS 122w T, Wi - JE#MiAR — F (AR011
V2) 2¥ETHIEIZED A= FY 2 7TUHEDPTRETY (CPUNOEMEHEMRTE £ 9),

N BETBEOMREZ ERIHEHT2L &1, V= —OFfEE-—FaetFxa) 714 —F— FIIEETLLENDH D
F9, afAE [EM - EH] O [Fa2 71— 2TELZE W,

1—Y—FT 11—

ENCOV—ERA%HHT A EY2a— L%, ENCOEYVa2a— VD [Z—F—FV2—)V] LTS,
I—HF—FV 2=V, LTO008H) T3,
M IPsec (ISAKMP/IKE. AH, ESP. IPcomp)

DES. 3DES. HMAC-MD5-96, HMAC-SHA-1-96., STAC LZS. Diffie-Hellman #f#H L % 3, #flllC
DWTIE [IPsec] D% TE L 728w,

l SSH
DES & RSA i L £9 . #HfliZoWTid [3EH - HH O [Secure Shell| # ZTE 728\,

W PPP (CCP. ECP)

STAC LZS. Predictor, DES # il L ¥ ¥, 7, #EHIZSTAR €Y 2 — V&, TCP/IP v ¥ —|L i
T IPEY 2— VD VJC (VanJacobson ~v ¥ —[1:4fi) %ML 9, §EMlid [PPP] o, KZD [V
Y7 LRVIEESAL] T) ¥ 7 LRVIEHRE] BEU[IP] 0&EEZ TE 723w,

HmoL—290L—
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STACLZS. DES #fiH L ¥§, F7/2, #EHICEISTAR EY 2 — VEAMHLET§, 3 (70 —240)
L—] OF, BIO, A&ED [1) 7 LVEESL], [V 27 LVERE] & ZTEL7ZE 0,

PUF. ENCO £Y 2 — VMR35 £ — C ZADFEHEICOWTHMAL £, ENCO £Y 2 — )V IZH
HMTHATL2HOTIEARL, L) Eo7E haved—CALHAEDETHHT L7720, BET LMo
BEH TS0,

EE7ZILIY XL

ENCO &Y 2 — L id, J5ilfns 5 DES (556 L 1), 3DES (#5168 ¥ v 1) L /BN 5 RSA (4
£ 256~2048 ¥ v ) ¥ AKR—bLTWVWIET,

DES

HEEERT 5 DES (56 ¥ v ) (X, IPsec (ESP). ISAKMP, SSH, PPP ¢ 7L —2 ) L—DF—%1) 7
BrafblicBwe, kyva vt LTSN E T,

H
& DES #3412k, K5 - [EfiAR— F (AR011 V2) 22 Td,

DES T ¢ 28 2 E 9 % (21&, CREATE ENCOKEY a2~ > F ([ - [E4E] ©2?2<—2) O TYPE
INTA—=F—IZDES 2HELE T #E, 7V FAIERTLILD, OV —F —TIER L7-#OfE %
AL b TEFT,

B DES#%E T v ¥ 2 \2AEKT A121Z, RANDOM #+ 73 a v a2 flivE 4,
CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="my DES key" RANDOM .

% CREATE ENCOKEY 2~ F ([B5 - [Effi] ONR—=) Fary vy —Vhrb AN LizL ERTEM I~ Y
FCTYo BRET77ANMIZIDATY FERLBLTBVWTHMHITTOTIEEL 230,

& V= — ETER L 728E, BRE T 7 ANV EIEIEIC 7 T v a2 XAEY) — RIS ENE T, Bl F ) Fq —
E-FTHRWVWEHEHICLI->THATLE) 20, HREBHIICEF2) T4 —FE— FNOBITE2ENTIAT-> T
{7,

W E L 728 0fE % #5123, SHOW ENCOKEY 2~ > F ([H5 - i) 072 R—2) Zffivg g,
FIARGHE D5 €y b ASCIHER & 16 #BEATERENT T,

SHOW ENCO KEY=1 .

Manager > show enco key=1

9cemvrwgnshvek
O0xF888CAC6C66ECFEF52

B DES #I3MEZFEL TERTLZEHTEET, T MOV —F =TT X ¥ LITERL7ZH#Z RO
V=2 —IZANT B LT T, HEOfEIZIE, [0x] THI 2 16 B THET 2 kL REGME
D5Ey b ASCHIEXTHET 5 hErH ) ¥,
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16 EHTHE T 2 B A1 BHIC [ox] 21T 9. RS 8/NA b (64 b) TY,

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key"
VALUE=0xF888CAC6C66ECF52 .

% DES D#EIE56 €y FTEH, N 71 —Hilheg0bL64 8y MBI,

5¢ vy b ASCHERIL, NLFDOTIVT 77Xy ka~z EHT-O 2~9 721 TR SN A CFHITIRET 575
BECTY, #EARLZ2V—% — ETSHOW ENCOKEY a2~ ¥ F (K75 - JEfi] 022 —2) #FEfTL
EEIERRENDILFHNE AT LTS v,

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key" VALUE=9cemvrwgns5hvek .

JmERs5 3DES (168 € v ) 13, IPsec (ESP), ISAKMP Ot v v a vdts L THEHEINE T,
% 3DES #f# i3 5121k, K55 - EfiAR— F (AR011V2) L3BIT 1 & ¥ ADBLETY,

3DES T H§ 28 2 /E 3 %1215, CREATEENCOKEY 2~ > F ([H75 - JEfi] ©2?2<—2) © TYPE
/87 X —% —|Z3DESOUTER Z48E L ¥, #id, 7Y FLIERTLHI LS, oV —F —TIEHRL 72
HOMBZANLTfE) ZebTaEd,

B 3DES#% 5 > ¥ AT 5121, RANDOM + 73 a » &ffivEd,

CREATE ENCO KEY=1 TYPE=3DESOUTER DESCRIPTION="my 3DES key" RANDOM .

% CREATE ENCOKEY a2~ F ([B5 - [Effi] ONR—=) Fary v —Vhrb AN LizL ERTEM I~ >
FTYo BRET7 7 A MDY Y FEFRLBLTBVWTHMITTOTIEEL 230,

& V= — E TR L7280, BRE 7 7 ANV EEIMEIC 7Ty v a2 XEY) — RIS NT T, #ldtFa) 7 q —
E-FTHRWVWEHEHICLI->THATLE) 20, HREBHIICEF2) T4 —FE— FNOBITE2ENTIAT-> T
{7,

W E L7280 #5123, SHOW ENCOKEY 2~ > F ([H5 - i) 072 R—2) Zffivg g,
RIARGIMAD 5 ¥y~ ASCIHEX & 16 R A TERRES TS,

SHOW ENCO KEY=1 .

M 3DES #IIMEZ4EE L THERT A2 LTSI, TE, MOV —F =TT > FLIZER LIZ#ZRHO
V=5 —IZANT B EEIfVTT, HEOfEICIE, [0x] THI 2 16 B THET 2 7EL . AEGME
D5 €y M ASCILEXTIRES 2 HiENH ) £9,

16 EHTIRET LG 3EHIC [0x] 2174, £31d24 314 b (192> b) TY,

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key"
VALUE=0x112233445566778811223344556677881122334455667788
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J613-M3048-01 Rev.M



%
o
i
2
£
Fi

% 3DES O#EEIZ 168 ¥ M TEA, NU T4 —FMAaLeEDL L 192 ¥y MR T,

RSA

RSA AR#EIE, SSH O — N —g S A M, FRAEgE L L Cfib 5137, IPsec ORI T 1~ 3 )b
ISAKMP/IKE THET-HELF b E T,

B RSA #E~RT Z{EHK T 5 121&, CREATE ENCO KEY 2~ > F ([l%5 - [Effi] ©22%—2) & TYPE /¥
7 A—%—IZRSA Zi§%E L. LENGTH T#0ES (¥ v b) Z3REL ¥, AR#HPHIL 256~2048 € v
FCTY, #ITEWIIELZEMITE TN T35, MFRICEHEMI» 225 L9128 ) 9, HFEN LRI 1024
vy bEbhTwnEd,

CREATE ENCO KEY=2 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair" .

% RSA #EOMERIIZEM 2220 3, ki3~ > F& AJ1§ % & [RSA Key Generation process started. ] &
FORENE T HOVERTIE CPU AR 2 ) £9 . HOIER A S & [RSA Key generation process
completed.] LFREINET,

% CREATE ENCOKEY 2~ F ([B5 - [Effi] ONR—=) a3y —Vhrb AN LizL ERTEM I~ >
FTYo BRET77ANMIZIDATY FEFRLBLTBVWTHMHITTOTIEREL 230,

& V= — E TR L7280, BRE 7 7 ANV EEIMEIC 7Ty v a2 XEY) — I ENT T, #ldtFa) 7 q —
E-FTHRVWEHEHICLI->THATLE) 720, HREBHIICEF2) T4 —FE— FNOBITE2ENTIAT-> T
LW,

W R L 72T 0 S ABEEE 7 7 A VI E T2, CREATE ENCOKEY av > F ([ - i
DRR—=T) OFILE/NT A =4 —TEIHLED 7 74 V% (JLiET1dkey) %% L. KEY /85 # —
T — IR L 72T OF G2 gE LET. T 7 A VDT 4 —< v b % FORMAT /85 X — % — T
THIEbTEET,

CREATE ENCO KEY=2 TYPE=RSA FILE=mypublic.key J
W77 AV b AMELRY At 121E, CREATEENCOKEY a2~ > F ([B5 - [Efi] 07?2x/—2) @
FILE /85 X — % — B fF0#E7 7 AV Lk Tidkey) Z4RE L. KEY 787 X — & —IZIERMER O (Z=2n

TW2) @#FSE/ELE T, T2 BT 7AVD T+ =<y % FORMAT /85 A — ¥ —CIRET A &
bTEEY,

CREATE ENCO KEY=3 TYPE=RSA FILE=hispublc.key DESCRIPTION="His public
key" J
W R L 728 oI SHOW ENCOKEY 2~ » K ([H5 - JEfi] 072 —3) THERTEET,

SHOW ENCO KEY
SHOW ENCO KEY=3 .
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Manager > show enco key

ID Type Length Digest Description Mod IP
1 DES 8 1F35B264 my DES key - -
2 RSA-PRIVATE 1024 EA83BD2C my key pair - -
3 RSA-PUBLIC 768 O0ADBE436 His public key - -

I 7ILTY X

ENCOEY 2 —ViE, T—FRBFET VT XL L LT, Ny ¥ 2B HMAC-MD5-96 £ HMAC-SHA-1-96
EHR—PLTVET, INHDOT N TY X413, IPsec (AH, ESP) % ISAKMP @ 7 — % F8EEALER |2 fifi
HEahEd,

Ny T aTVIT)ALEY 7 M7 2 TIICERE IR T ET,

HMAC-MD5-96

HMAC-MD5-96 i, 16 /54 + (128 ¥'v ) OPLHEZ VT T,
BT Ty LIERTAIEROI I LET,

CREATE ENCO KEY=10 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 key 1"

WEOMEE 16 LFOXFHTIHET A2 LTS T,

CREATE ENCO KEY=11 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
key 2" J

WEDEEZ 16 31 PO 16 HEHTIRET L2 2L TS T,

CREATE ENCO KEY=12 TYPE=GENERAL VALUE=0x000102030405060708090a0b0c0d0e0f
DESCR="My MD5 key 3" .

W ER L 72 D% KR T 51215, SHOW ENCOKEY a2~ > F ([5G - 4] 022 —2) 2T,

SHOW ENCO KEY=10 o

Manager > show enco key=10

0x1dc8657173468cl0aba21dc20ab79695

HMAC-SHA-1-96

HMAC-SHA-1-96 Ti&, 2084 b (160 ¥ b) OPHEZEFV T,
BT TV LIERTAIEROEI I LET,

s - [£HE CentreCOM AR410V2 <> Ky 7 7L > X 2.6
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CREATE ENCO KEY=20 TYPE=GENERAL LENGTH=20 RANDOM DESCR="My SHA key 1"

W EOMEE 20 LFOXFHTIHET A2 LTS T,

CREATE ENCO KEY=21 TYPE=GENERAL VALUE="fugafugafugafugafuga" DESCR="My
SHA key 2" J

WEOMEE 20 N1 D 16 HEHTIHRET LI L TS ET,

CREATE ENCO KEY=22 TYPE=GENERAL
VALUE=0x000102030405060708090a0b0c0d0e0£00010203 DESCR="My SHA key 3" J

W ER L 72 D% R T 51215, SHOW ENCOKEY a2~ > F ([5G - 4] 022 —2) i,

SHOW ENCO KEY=20 .

Manager > show enco key=20

0x6c647£773b61f4£f755a3a6a609cc97408e68£28b

[E#E7 I T) X L

ENCO £V 22—, F=FHEMH 7NV T) AL & LT, STACLZS & Predictor # VK= LTWFEF, =
NHOTNTY) XLk, PPP, 7L —241) L—OF—%1) ¥ 7R, IPsec DIEAfE (IPcomp) TH S
9,

ELLOTNVTYANELY T MY 2 THICEREIN TV ETA, STACLZS 12D\, K5 - FEfiR—
F (ARO11V2) #3552 LICED N—=FT7 27 CRUBEELZLHTEFT, V7 M7= THEHML
N—= Y 2T EMIHEEHDSETT, $4bb, 77—V Y IEMIIBNT, Vo I7DO—FTN=F
7 =72 &% STACLZS FEfi 2 vy, &9 —FHTldv 7 b7 = 7ALEIC X 5 STAC LZS i % 1# - CTilifg
AT S ENTEEY,

B STAC LZS. Predictor #ffi9 & i3, WmANIIEMLUHETAOF ¥ » 2V (BKWIZIEZ AT —) TiE
LTBLLENS Y T4, EHiT ¥ v A LoikEid, SETENCOSW a~< > F ([Ki5 - HEfi| 02—
V) &fivE$, Predictor ¥ % & %3 PREDCHANNELS /$% x — % —, STACLZS %15 & %
¥ STACCHANNELS /85 X — % —CTEZNENEMT v v A VO xfaE L T3, PREDCHANNELS,
STACCHANNELS & & 12 KMl 4 T3,

SET ENCO SW PREDCHANNELS=2 .
SET ENCO SW STACCHANNELS=1

& INLDIAYY FEANLSH, CREATECONFIG 2~ > F ([EH - FH] 0 121 =) THEEZ 7 714V
IZPRFF L. SETCONFIG 2~ >~ F ([ - HH] 0236 <—2) TREEAZ Y 7 MIHEE Lz ETLV—5% —%
FRHEE) L T2 3V, T v v AIVH X ) —3fE Lol s L CHERT 2L 8P H 5720 T,
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F v VANVBIEREOBIIC U THEBELEY, 7% Y2 EMOGE, 1AL 1F v 2b, 2L
HEL2F v 30 Ed, 72, IPcomp DA, Bl rn»b ) < 1F v 2V &l
LEd, 7740V bTHE, EfF ¥ AVIEEHRESNLTVET A,

STACLZS HHOF % » 2 Wiz 1 2H7- D # 13KB D A £ — & HE L9, —J7. Predictor HF ¥ ~ &
21257208 128KBD A€ —%HH L T3,

&N PIGEORE S - EHiAR — F (AR011V2) %##E4T 5 &, N—F7 712X % STAC LZS [EMHLEE AT 2 1)
¥, ZO¥E. it [SET ENCO SW STACCHANNELS=n]| THEHiTF ¥ ¥ 2V EHET L EEH ) T8
ho COATY FIZV T MY 2 TEFMBHO) V=2 (AF) =) ZHEETEHDOTT, FEHiR— AR
STACCHANNELS #f#f# L CTH /= R = 7 SN T2, ZOHEMR SNz 2T ) — 13 Eb i §HEEL
ERNFTOT, JEHA - MERBE LRI FEEHLZNTL2ZE W,

@IV X L

ENCO €2 2 — Vi, B#BLBEDO7-HD 7 )V 1) X 4L LT Diffie-Hellman 7 V3 X 2 %% HF— b LTw
9,

Diffie-Hellman 7 )V T X AOMEIE, KE DI T2O0EBEIZFTONTE T, RPOEBTIE, #scik
AT MEP TN ENEH L e AL, BEEX L ORTEFRE B VISR L ¥, F2ERBETIE, MEILA
FLEE B TEE LERE? SMEROMEL RO T T, TN5 2 O00KMIL, WEMIZIZ S 5IZH2
CHEENTED, V= —FRKDORBIZG 2 2588 e L LTVET,

WL T, #OFHEILIIERIC CPU K 2 1% 9 2 WELCTd, A# G TIiX, SET ENCO DHPRI-
ORITY 2~ F ([B:5 - JE#i| ©?2%—2) . Diffie-Hellman 7 )V T X 4 OMBEIEAZEHTE S
92 oTwET, BLEICIE, HIGH, MEDIUM, LOW ® 3 2% ), 77+ )V MI HIGH T3,
Diffie-Hellman LE OEEEZ K F 51RO L HIZLE T,

SET ENCO DHPRIORITY=LOW

ENCO £ 2 — )L Cl, Diffie-Hellman 7V TV XA TSN AABED S £, REC2412 THESNT
W % Diffie-Hellman (OAKLEY) Z Vv —71 (768 ¥ v M#) &7 )V—72 (1024 ¥ v M#E) ZHFE—
LTwEd,

BERL - RIFHERE

ENCO £V 2 — VOEELEED 1 D12, KOS - FBFET )V T XL TS 2 -OIER & RAFD 7280
DIEEVH ) 5,

AR ECHEAMH T 51213, CREATE ENCOKEY 2~ > F (K5 - [Tl ©2~R—=2) =27 C.
ENCO €2 2 — VIZHZBEHT A2 LENFDH ) 3, #II, TV HIAERLTEHFT LI LD, oL —
S —THRLZHEDET ANTLILILL - TEHFTLILEYL, T2, HONLOEDLNLEXDT 7 4
WP HEEERDAATEGRT A EBTEEY, T/, R LA RSAERTORBEEZ 77 4 VICEEH
L, & IcfifmidsrZ b TcaEd,

BEErS N 7o#iE, CREATE CONFIG a2~ > F ([FE - F8| 0121 =) THERTLZEA 7Y 7 ME
FIMEIC T F v 2 aXE) — RIS ET, 72720, tF2) 74 —E—-FTRWVWEEIE, V—¥%—DF
BECE > THESNTLE ) 20, #EFHTLIHERILTLF2) 74 —FE—-FIIBITTHE)IZLT
{728y
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BEOVETEEE, HHTAT VT ALIZE > THRZA Y 9, DES, RSA, MD5, SHA Tfi [i§ % # D VE
FEIZOWTIE, BTNV T) RLOHFEFIEEZ TEL 7280w, 22T, SRS I2HSTET S5 v ISAKMP
OHERIHFEDVER TEIZ OV TORFH L £ 9,

ISAKMP O Ewi#E# (pre-shared key)

ISAKMP TR 2 Fai Az, FRORIOWPME X2 7L —X) TT, RDIHIZLTEHR L TL
2E W,

CREATE ENCO KEY=30 TYPE=GENERAL VALUE="onetwothree" DESCRIPTION="ISAKMP
pre-shared key" J

) > 7 LANIVEHE

AGE, 7L =2 L=, PPPCT—% ) Y Z{OEHiZFF— LTI, EfMTREOL T -
3 »|2i&, RFC1962 & RFC1978 THlwE T % CCP (Compression Control Protocol) #ffiv» %4,
JEAE 7 v T1) A4 & LTk, PPP Tid STAC LZS #* Predictor, 7 L —24 1) L —TIX FRE9 (STAC LZS)
ZHTEES VY7 LANVEREY 7 by 2 7 TEBREN DL 2O N— Ny 2 TI3LEDH ) TEA
A, W - JEREAR— B (ARO11 V2) 223X, N—F7 = 72X B EMLE S WE T,

DIF, ST RZM ) B EOERRE IOV THHEL 7,

PPP T STAC LZS %#f£5

PPP V) > 7 TSTACLZS #ff-) ¥irid, RO XHIZLEd,

1. FfER— FZ2MHLZWE4E, SETENCOSW 2~ K ([BE5 - JE#E ] 0??2R—Y) TV 7 by
THEMF Y ANV EHERL T4, HRE0BIIB LT, Fy AV EEREL T2 8w, 1IEL
% 15"(':/;?\)1/“6j_0

SET ENCO SW STACCHANNELS=1 .

& FEMEAR — FEEEREIZIE, SETENCOSW a~ ¥ F ([K5 - Efi] ©022%—=2) OFZIZrrbbT, 2
U= Y 2 T2 X BIEHLEA TN FE T, 7277, Ha~x >y RCHELEZY 7 by 27 F v ¥ 2L
IR E N2, AR — P SET ENCO SW a2~ > F ([W5 - JEfi] D2?2e—) % FEfT
LARWTL &0,

2. EHET ¥ v ANVOBRELTEMIT D, Wolm ARETHHFLTHrLOL—% — 2 FEEL 9,

CREATE CONFIG=linkcomp.cfg
SET CONFIG=linkcomp.cfg J
RESTART ROUTER

3. PPPA ¥ —7x—ADHETIHEME AL, THIT) XLELTSTACLZS ZigE L 7,
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SET PPP=0 COMPRESSION=ON COMPALGORITHM=STACLZS .

PPP T Predictor %1% >

PPP Y > 7 C Predictor %M ) &1L, XD LX) 2L FT,

1. SETENCOSW a2~ F ([B5 - ] 02_—) TY 7 MY 2 T HEMEF v v AV 2HRL T T,
P OBIn LT, Fy Y ANVEERELTLZE W, 1MEL251F % AV T,

SET ENCO SW PREDCHANNELS=1 .J
2. FEMiT v Y ANVORECHMCT 5720, Vot AREERFELTPONV—F -2 R L 5,

CREATE CONFIG=linkcomp.cfg
SET CONFIG=linkcomp.cfg
RESTART ROUTER

3. PPP A ¥ —7 - ADETHMEAEMIL, 7)) XL E LT Predictor Z5E L 7

SET PPP=0 COMPRESSION=ON COMPALGORITHM=PREDICTOR

ZL—LYJL—TFRF9 {2

7L —241) L—"TFRE9 EfEx i) a3, KoLzl EFT,

1. E#ER— F2MH L w4, SETENCOSW a~ > F ([K5 - JEfi | 02e—) TY 7 hw
THEMF Y ANV EHERL T4, HRE0BIIB LT, Fy A VEEREL T2 8w, 1IEL
D) ]. '9:’(':/;?\)1/“6@_0

SET ENCO SW STACCHANNELS=1 .J
2. FEMiT v Y ANVOREEHMCT 5720, Vot AREERFELTrONV—F -2 R L T3,

CREATE CONFIG=linkcomp.cfg
SET CONFIG=linkcomp.cfg J
RESTART ROUTER

3. 7V—2)L—A VI =Tz ADBKECHEMERENILET, 2OLHEIE, A4 —-7z—A L
DI RTOFmE/NA (DLC) THEMPIEMIIZD 3,

SET FR=0 DEFCOMPRESSION=ON .

BE= - [£HE CentreCOM AR410V2 av> Ky 77L>Z26 | 11
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Ke
i)

)L 7 LANIVEEEAE
AL, 7L —2Y L=, PPPTDESIZLAF—%1) 7 LRLVOEFLEFE—- L TWVET,

% PPP ) ¥ 7 2WaLd 51213, B85 7 — ¥ DI 5L L B 24T ) $XTO N — & =125 - iR — F (AR011
V2) 2EEETLLENH) T,

T—=50) 7 OB FALIE ) #d, ARGOMA NN (STAR €Y 2—)b) Zflio THBEL I,

STAR #3THED 1 — L

STAR#RZIE Y 2 —NiE, T—% V) 7 OB THHT2# L EHT 2R GMEADO X H =X LT,
STAR S TIZLL T OE 2 Fio 0 — & —SLET

o YA¥—N—¥— (1H)  #EEAELL, OV —F —IZEAMAT HEEEZFEOL—5 —

o AFZUNAN=F— (FTvar, 1B)  YAY == —ICHEENFELE SITHEZF &k
V—5 —

o AL—TNh—=%— (1HUL) vAF V=7 —DLBEOFAMEZTHZOMDON— 5 —

F7:. STAR £V 2 — VT TIORTHEEO#H 2 fH VT 4,

o bty iarF— s ErENsBET -SRI 00EHE, v AY—V—%— L TH
IR SN, AL —T = —ICiA S ND, CDEE, YAT —F— 2L o TS S h
bo TUH NGB CTHERSNAIZD, T—F ) Y7 O 7 2T =3B B L {ME
DE S5,

o XAF—=F— (FT—=TN) I RAY—V—=F=DPHLAL—=TN—F =2ty arF—fEThLE
A Jis, Y AY —F—F—TNIE 160 DY AY —F—% Ly MILEBDT, YAY —L—
§— L TERENER L, FHTAL -7 V=8 —Z8%ET 5, 75 ) ¥ 7B LEFHT 5720
Wi, VY 7 EOTRTCONV—=F —IZFALYAY —F =T =T DA VAN = ENTWELE)
b5

o VNI —UF— I RAY—N—F—PLAL—TN—=F—IIXYARY —F—T =TI ELTLHLE
\2ff D dmEdEE, BEHEAVHODPLDOYAY -V —F—EThy VT =0 F—AlL, IhExReh)
FET (A —hb) A== — I AT LTBLLEND D,

ZZTIE, PPP Y 7 THEHRENTWDLRD L) Bty VT =2 %612, 7—% ") v 7B b0k ETIEE
RLET, V=% — AL BIR>EMAMTERSNTVULILDEMREL T3,
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V—F—A (RA¥—)V—¥%—) OFE
1. HH#E PPP o#%ExirvT 1,

SET BRI=0 MODE=TDM ACTIVATION=ALWAYS TDMSLOTS=1-2 .

CREATE TDM GROUP=remote INT=bri0 SLOTS=1-2 .

CREATE PPP=0 OVER=TDM-remote .l

ENABLE IP .

ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 .

ADD IP INT=ppp0 IP=0.0.0.0 .

ADD IP ROUTE=192.168.20.0 MASK=255.255.255.0 INT=ppp0 NEXT=0.0.0.0 .

2. STAR ¥ 2 — VO4%)#EH%Z/RT STAR o7 174 — [0] 2{ELET, V—%— A lZ#EZHE
i B 7% DT, MODE /85 X —% —1213 MASTER #15% L ¥+, ENCALGORITHM |2 3K 5
TNVNI)ZAL%BELET BHETR—-FLTWLDIEDES OM&),

CREATE STAR=0 MODE=MASTER ENCALGORITHM=DES .

3. PPPA % =7 z2—AT) Y I7BEFLEHENL £9, STARENTITY /85 %x — % — T STAR =~
TATA—FFEREL TS W,

SET PPP=0 ENCRYPTION=ON STARENTITY=0 .

4, F v b T— s F—HEKRLET. TNEF. YAV —F—F— T VORI T 2 LEMEE T,
TAY =)= =TTV FLIZER LB, oL —% =1 T TAT LTS,

SET STAR=0 NETKEY RANDOM

TLDT, IR ANITOOXAELTBW TS0,

AR CentreCOM AR410V2 a~v> Ky Z77L>226 | 13
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SHOW STAR=0 NETKEY

Manager > show star=0 netkey

fbj5m5ap7wasgd

6. YA —F—T—TNeFEHELET, TN, EBEOMREOREFLIMHE) £y ¥ a vy F—2 B LT
L1ODREERF LD LDTY, YAY —)b—%—FETHEKL, PPPY v Z7HEHTAL — 7L —
—|ZHmE L E T,

SET STAR=0 MKT RANDOM ./

RAY —F =T =T Wid, BHEPFEHTRHEAER L 2B LTS, #EEER L &I F
NE7~10 Z#k )& L T2 E W,

7. AL—=TN—=F—=l4y NI—=0F =% AT L7zbH, YA —F—FT—TNafik Ll 9, YA —
F=T =T NVOEHEIL, YA V=7 T TITOEETT, RWIIPPP ) 7 &2\ olzAY
Yy MLET, SHITED, By v a v F-0FZBIITOI, #HRELTAL =7V —F =A< A
Y —F =T =T NVOMEEREE IR TE T,

RESET PPP=0 .
8. RDIAX UV FEFITLT, AL=TN—=F—=DP5DIAY—F—F —TIVEEERTHERL T,

SHOW STAR MKTTRANSFER LOG

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 RECEIVED 16:22:27 08-Nov-
2001 8

9. EREMALALL, ROAV Y FEFFTL TR —F -7 -7V e ERIZEXL T, MKT-
TRANSFER /¥F X =% =213, AL—=T V=% —DI )T VHKFEH/ELE T,

ENABLE STAR MKTTRANSFER=41849368 .

10. gk O #EATIRILIE SHOW STAR MKTTRANSFER LOG 2~ > F ([WE5 - JE#fi] D22X—) ThE
AT & ¥, State il SENDING 7% H#z%xf, COMPLETED 7 585255 T T9 0

Manager > show star mkttransfer log

Star Master Key Table transfer request log:
Serial Number StarID User UserID State Time Date Requests

14 | CentreCOM AR410V2 2w > Ry 77 L > X 2.6 BE= - [LHE
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41849368 0 PPP 0 SENDING 16:22:27 08-Nov-
2001 48

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 COMPLETED 16:22:27 08-Nov-
2001 48

9o LCP, ECP, NCP (Z ZTIZIPCP) 7§ ~_XTOPENED |27 > T\ %133 T,

Manager > show ppp=0

Name Enabled ifIndex Over CP State
PPPO YES 04 IPCP OPENED
ECP OPENED

acc-remote LCP OPENED

NAY —F =T =T NEER LGB LA, FIH7~10 2 HERDEL T2 0,

V—%—B (AL =TV —%—) OF%E

1.

2.

M E PPP O EZ TV E T,

SET BRI=0 MODE=TDM ACTIVATION=ALWAYS TDMSLOTS=1-2 .

CREATE TDM GROUP=remote INT=bri0 SLOTS=1-2 .

CREATE PPP=0 OVER=TDM-remote .l

ENABLE IP .

ADD IP INT=vlanl IP=192.168.20.1 MASK=255.255.255.0 .

ADD IP INT=ppp0 IP=0.0.0.0 .

ADD IP ROUTE=192.168.10.0 MASK=255.255.255.0 INT=ppp0 NEXT=0.0.0.0 .

STAR EY 2 — VO A& Z/RTSTAR =57 1574 — [0] 2F LT+, V—%—BlI~vA
== —bEOWAR & T A M % DT, MODE 7§95 x — % — 213 SLAVE ##8% L 7,
ENCALGORITHM 12357V T) AL 2R EL T T BAETHR—FLTWEDIEDES DA),

AR CentreCOM AR410V2 <> Ky 7 7L > X 2.6
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CREATE STAR=0 MODE=SLAVE ENCALGORITHM=DES .

3. PPPA % =7 =2—AT) v 7BEFLEHNL £9, STARENTITY /85 %* — % — T STAR =~
TATA—FFEREL TS W,

SET PPP=0 ENCRYPTION=ON STARENTITY=0
4, A= NV—F—FThEELIEAY NT—=2F =% AN LET,

SET STAR=0 NETKEY VALUE=fbjSm5ap7wasgd

16 | CentreCOM AR410V2 v > Ry 77 L > X 2.6 BE= - [LHE
J613-M3048-01 Rev.M



Av 2 R T77L 2Rk
HEBERI O < > NRE|

—fFav> R

CREATEENCOKEY . . . . .ottt s e e 18
DESTROY ENCOKEY . . . . ..ottt s e 23
DISABLE ENCO COMPSTATISTICS . . . . . . o oot e e e e 25
DISABLEENCO DEBUGGING . . . . . . .. e 26
ENABLE ENCO COMPSTATISTICS . . . . . . . e 28
ENABLE ENCO DEBUGGING . . . . . ..o e 29
RESET ENCO COUNTER . . . . . . ... 32
SET ENCODHPADDING . . . . . oottt e e 33
SET ENCO DHPRIORITY . . . . . ..ottt e e 34
SETENCOKEY . . . . .ot e s 35
SETENCOSW . . . e e s 36
SHOW ENCO . . . .t e e e e e 39
SHOW ENCOCHANNEL . . . . . ..o 41
SHOW ENCO COUNTERS . . . . . . .t e e e 45
SHOW ENCOKEY . . . .ottt s e 48
STAR #35#2
CREATESTAR . . . . . o e s 21
DESTROY STAR . . . . . oot e e e e e s 24
DISABLE STAR DEBUGGING . . . . . ... . i 27
ENABLESTARDEBUGGING . . . . . . ..o 30
ENABLE STAR MKTTRANSEFER . . . . . . . ... e 31
SETSTAR . . . . e e 37
SHOW STAR . . . . . ot e e e e e e e e e s 50
SHOW STARCOUNTERS . . . . . . .t e e 52
SHOW STARMKTTRANSFERLOG . . . . . . . oottt 54
SHOW STARNETKEY . . . . . . .ot e e e e 56
RES - [EHE CentreCOM AR410V2 a~x> Ky 77L>226 |17
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CREATE ENCO KEY

CREATE ENCO KEY

Ard)— ks - i/ o~ U R

CREATE ENCO KEY=key-id TYPE={DES|3DESOUTER|GENERAL|RSA}
[DESCRIPTION=string] [FILE=filename] [FORMAT={HEX|NIQ|SSH}]
[IPADDRESS=ipadd] [LENGTH=2..2048] [MODULE=module-id] [{RANDOM|

VALUE={enco-str|enco-5bit|enco-hex}]

key-id: %% (0~65535)

string: LT (1~25 T, AR GUHEIEY 7V 7 +— F THE)
filename: 7 7 4 V% (LK T 14 key)

ipadd:IP 7 N L A

module-id: € 2 — V4 E7213E Y 2 —VF5 (0~255)

enco-str: SLFF

enco-5bit: 5 ¥ v + ASCII 375 (Je/h30Fa~z 85 2~9 DA A DY)
enco-hex: /A My (16 #E%, SEHEIC [0x] a2 &)

FER

LR REREL IV 2 A BT 56

RSA ABI#EE 77 A VDS AALY, 77 A NVICEERTEEIZ ATV FEMHHT S,

e L 7288 D15, CREATE CONFIG 2~ > FCIERT 2% E 7 7 A VIS, 79 v 22 X%E
)= FICAEE NG, HEOFERIZ, / =<V E— F TR VAT ATHEMIC L > Thbh b 720, k8
WZIEEF 274 —F— FNOBITILE,

ING A —&—

KEY #%%5

TYPE # 0¥, DES (56 ¥~ b DES#) % 7:13 3DESOUTER (168 ¥ v  3DES #) %48 L7254
&, RANDOM # 73 3 > % VALUE /85 A — % — %%, /H, RSA (RSA AB#E) #35% L-%a1d.
LENGTH & % \»1& FILE /85 A — % — %%, %, FILE #48% L 72541k, KEY TfE L2 &5 ot
BT TIHFHELTVENEI RIS Lo TEEL R R 5 EPHFAEL TORWVIEAE, BE7 71 Ve
SABHEEZIY AL, KEY TIHELBEPSTCIHEET L E XIE, BE7 7 AV ICABHELE XN
¥, FILE #{8%® 912 LENGTH 72 % g5 L 78 &1d, 48 L7 R & 0 RSA ABERT AT v 5
L E B . GENERAL (L SA 7 L —X) zfaE L7z¥4 13, LENGTH 2 VALUE DOf8%E
75078, GENERAL #13, 2L/ N v ¥ 2 BI$ 02> ISAKMP O Hhi A # (pre-shared key) &
LT %,

DESCRIPTION $#DFHHL (22 )

FILE RSA 2B 7 7 1 V%o T 1d keyo #7 7 4 VOEKIE FORMAT /87 X — % —CIRET % (U
H) o KEY /89 A —4 — Tig% L 72 RSA AR#ERT 254775 L, FILE CIREL 727 7 A MV AFAEL T
VWAL, IBET 7 ANVICARENEESH SN S, KEY /85 X — % —TIRE L 280 e e 1,
FILE CTHRE L7727 7 A VDFIEL TWAEE1E, HET 7 A VD S RSNz A »F— b Shb,

18 | CentreCOM AR410V2 v > Ry 77 L > X 2.6 BE= - [ThE
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CREATE ENCO KEY

FORMAT RSA XB#EZ7 7 A ND 7+ —< v b &IRET %o FILE 8T X — ¥ —gERF T L0, SSH 1
Secure Shell [l (SSH¥—/N—D A MEZEBEFET S L &% L), NIQ IEAL — & —MABATIL—
7~ CRSA AT L L) & 1), HEX TRV ¥ — DR b #EZ LT b L X 2
5 X 77 4V bid HEX,

IPADDRESS #ICBLERMFIT S IP 7 N L A, ISAKMP & SSH X, @EHTO RSA#EFET L XIZID
lExHw5,

LENGTH /Eld 2#0E S, RSA RHEDOHAEIIY Y P THRET 5. RSA AF#ORE S 32 OfEHT
TR RLT, AR SOHIE 256~2048 ¥y b, —Ji. GENERAL #OSA 13/ b (X
FH) THRETH. AR IOHEMIL2~64 31 b,

MODULE #IZB#EfMT 2 €Y 2 — %

RANDOM #EHCTEEZFERT 5 & ZIZHBET S, GENERAL #0354, LENGTH OfFENS v & i
2054~ (160 € v ) OEIPER SN D,

VALUE #ONEZIEET 5. DES., 3DES #4113, SHOW ENCOKEY 2~v¥ > FTERENAL 5 v
M ASCII 2216 2 7 + —~ v P TIRET %, 16 MEHOLGAILEIHIZ [0x] 24175 Z &£, GENERAL
HEOGE I LTI EIL 16 ETIRET 5, #ONAEILZ, SHOW ENCO KEY 2+~ FCHRT
&5,

1

BDES W55 % 7 > ¥ LIZAERT 5o R L 728 0fEIZ SHOW ENCOKEY 2<%~ FTHATE 5, AL
HEMON—5 —IZANT 5L 31, REINME (ASCIL SCFhI7 16 #£5) z 9,

CREATE ENCO KEY=1 TYPE=DES RANDOM DESCRIPTION="My DES key"

Wiko) — 5 —CPEB L7z DES #% 1637 + — < v FCANT %, #REIE64 ¥y b (831 o DES#
56 £y b+ 7 4 — 1)

CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"
VALUE=0xBBOSBAC150913E82

WO — % —TlE L7z DES# 2 REFMBEDO5 ¥y b ASCIL 7 4+ —~ v N TANT 5,

CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"
VALUE=xme5vgkgse9iem

MSSH %= /N—ODFA MEZEFRT Ho ZUT—N—IZWO T LA L X, F—/N—DFKA PP
sshkey LWV HHITT7 7 A VICRFEEN D, ZOHFIIIOaA~Y Y F2FETTHI L, DL E FORMAT
\ZSSH 487 %o

CREATE ENCO KEY=100 TYPE=RSA FILE=ssh.key FORMAT=SSH

BRSA AT 2T 50 #EOARHIPAIL 256 ~2048 € b,

= - [£HE CentreCOM AR410V2 a~v> Ky Z7w7L>226 | 19
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CREATE ENCO KEY

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair"

WEK L 72 RSA <7 OAB#AL SSH 7 + —~ v  T7 7 4 )V mypublickey 12# & 5,

CREATE ENCO KEY=3 TYPE=RSA FILE=mypublic.key FORMAT=SSH

WibE 75 AF L7-25B# 7 7 1 )L hispub.key # #%H5 [4] & LTA Vv FR— T 5,

CREATE ENCO KEY=4 TYPE=RSA FILE=hispub.key FORMAT=SSH DESCRIPTION="His
public key"

W16 /N1 b MD5 il % 7~ 7 LI/ER T 5,

CREATE ENCO KEY=5 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 Hash key"

W16 /3 A ~ ® MD5 FERE#E & S HIRE TER T %o

CREATE ENCO KEY=5 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
Hash key"

WISAKMP O FpidA# (pre-shared key) Z1EHT %,

CREATE ENCO KEY=6 TYPE=GENERAL VALUE="fugafugafuga" DESCR="ISAKMP
pre-shared key"

BEIYR

DESTROY ENCO KEY (23 ~<—73)
SET ENCO KEY (35 ~<—7)
SHOW ENCO KEY (48 ~—7)

20 | CentreCOM AR410V2 O%> Ky 77 L > X 2.6 =R =
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CREATE STAR

CREATE STAR

AT I — I B5 - i / STAR 55

CREATE STAR=star-id MODE={MASTER|SLAVE|STANDBY} ENCALGORITHM={DES}

star-id: STAR = > 5 1 7 1 — %5 (0~255)

FEa

)Y BT LT ) A EHT S STAR T2 7 4 7 4 — 2 ET 5,

STAR => 7 4 7 4 —I&, STAR €V 2 — VOFMEHHZ /RS DT, #EERLLEMATLEIAY —V—5 —
168, BOBRAGEZZTEAL =T V=4 —1HUETHEESNS, 72, A7 a Y TRAY N V=¥ —
(RAY—=N—=F =Dy 2T v 7) HETHILLTED,

ING A —&—

STAR STAR T 7 17 4 —F7

MODE STAR = 74 74 —OFEE— F, STARBLRIIZBITAERN -5 —DOHREZR/RET %,
MASTER #48E L72 a3, oA R LMz o3 bYA= —% —L LTHET %,
SLAVE I3, Y AF = V=% =062 TWA AL =TV —%—& LTHEET 5, STANDBY (3.
RAY == —EERIEEBODLIEDTEDLAY UNA V=7 — L LTHRET 5,

ENCALGORITHM ~YA¥Y—F—7—TNéty T ardF—2@AThL )BT T7IVIT XL,
DES DA %K —bh L TWwa,

il
B~ A7 —NV—%—=FCSTAR 571474 — [0] 21EkT 5%,

CREATE STAR=0 MODE=MASTER ENCALGORITHM=DES

BMAL—7NV—%—=FCSTAR Y57 1474 — [0] 21El$ %,

CREATE STAR=0 MODE=SLAVE ENCALGORITHM=DES

BEIYR

DESTROY STAR (24 ~<—7)

DISABLE STAR DEBUGGING (27 <*—7%)
ENABLE STAR DEBUGGING (30 *—7%)
ENABLE STAR MKTTRANSFER (31 ~X—%)

= - [£HE CentreCOM AR410V2 <> Ky 7 7L > X 2.6
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SET STAR (37 ~<—7Y)

SHOW STAR (50 ~x—3)

SHOW STAR COUNTERS (52 ~<— %)

SHOW STAR MKTTRANSFER LOG (54 ~<—3)
SHOW STAR NETKEY (56 ~x—3)

22 | CentreCOM AR410V2 a<v> KU 77 L > X 2.6 RES - [EfE
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DESTROY ENCO KEY

Ard)— ks - i/ o~ U R

DESTROY ENCO KEY=key-id [LOCATION=FLASH]

key-id: #7%5 (0~65535)

FEa

faE L7c#ZHIBRS %,

DESTROY ENCO KEY

TT v a AT — EOBEPKEMEN TV EEE SR, #ERPIUFTELRWI ) ITLE I NS,

INGA—&—

KEY #%75

LOCATION #4°&# S Tw 5558, FLASH Zi8E ¥ 5. AW,

BEI~Vv> K

CREATE ENCO KEY (18 ~<—7%)
SET ENCO KEY (35 ~<—7)
SHOW ENCO KEY (48 ~—73)

CentreCOM AR410V2 A~ > KU T 7L > X 2.6
J613-M3048-01 Rev.M
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DESTROY STAR

DESTROY STAR

AT I — I B5 - i / STAR 55

DESTROY STAR=star-id [NETKEY|MKT]

star-id: STAR = > 5 1 7 1 — %5 (0~255)

FEa

STAR > 7474 —%llk35, HH0E, STARTZ VT4 T4 =Dy NI —=7 F—F/2F~vAY —
F—F =TI EHIET 5,

INGA—&—

STAR STAR T 7 17 4 —F7

NETKEY #v b7 —7F—%ZHIBRT 5L ZIHBET D, Ay FT—27F -3, YAV —F—FT—T )%
kS 5 & S\ 5 Sl il g

MKT ~YA¥—F—7—T7NVEHIETLLEIHRET S, YAV —F—7—7)IVid, EEOEEZE 7L
FTAHEy v arF-—OERIEONLIREEZERI LOLLD

BEI~> K

CREATE STAR (21 <—7¥)

DISABLE STAR DEBUGGING (27 ~<—7%)
ENABLE STAR DEBUGGING (30 ~<—7%)
ENABLE STAR MKTTRANSFER (31 X—7%)
SET STAR (37 ~—7¥)

SHOW STAR (50 ~<—7%)

SHOW STAR MKTTRANSFER LOG (54 ~<—7)
SHOW STAR NETKEY (56 *—%)
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DISABLE ENCO COMPSTATISTICS

DISABLE ENCO COMPSTATISTICS

Ard)— ks - i/ o~ U R

DISABLE ENCO COMPSTATISTICS

F
=i
\‘,\
=&
N

N DIEFEERFLET - AR T RN IZ S B0 77 4 MR,

BEI~v> K

ENABLE ENCO COMPSTATISTICS (28 ~—7%)
SHOW ENCO (39 <—72)
SHOW ENCO CHANNEL (41 ~<—7%)

= - £ CentreCOM AR410V2 a~v> Ky 77 L > 226 |25
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DISABLE ENCO DEBUGGING

DISABLE ENCO DEBUGGING

Ard)— ks - i/ o~ U R

DISABLE ENCO DEBUGGING={PACKET}

LT

K5 - Bk (ENCO) BV a2 —VDF Ny 77 a 2T b,

ol

INGA—&—

DEBUGGING TNy 747 arz2igEd s, HAEHE - K-S Twb 473 3 »1id PACKET
(ENCO EY 22— VHHER LT v FONEFRR) o

BEI~Vv> K

ENABLE ENCO DEBUGGING (29 <— 7<)

26 | CentreCOM AR410V2 Ov> RU 77 L > X 26 BE= - [LHE
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DISABLE STAR DEBUGGING
A7 3 — D - EMi / STAR #20H#t

DISABLE STAR DEBUGGING

FEa

STAR £V 22— VDT /Ny FIRREZ MENIC T 4, 77 4V MIEER),

BEI~v> K

ENABLE STAR DEBUGGING (30 ~<—7%)
SHOW STAR (50 ~<—7%)

DISABLE STAR DEBUGGING

= - [£HE CentreCOM AR410V2 <> Ky 7 7L > X 2.6
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ENABLE ENCO COMPSTATISTICS

ENABLE ENCO COMPSTATISTICS

Ard)— ks - i/ o~ U R

ENABLE ENCO COMPSTATISTICS

JEMRT X > AV OFERGEMET - RAFHRBEZ ARICT B0 77 4 v MR,
I RHE SHOW ENCO CHANNEL 2 v > FTHRLZLHTE S,

BEI~v> K

DISABLE ENCO COMPSTATISTICS (25 ~<—7%)
SHOW ENCO (39 <—7)
SHOW ENCO CHANNEL (41 ~<—7%)

28 | CentreCOM AR410V2 Ov > RU 77 L > X 26 BE= - [LHE
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ENABLE ENCO DEBUGGING

ENABLE ENCO DEBUGGING

Ard)— ks - i/ o~ U R

ENABLE ENCO DEBUGGING={PACKET}

FEa

Z - A (ENCO) BV a—VOF Ny ZF 73 v HNT 5,
TNy FIERIE, a~v Y FE AT LzmARmEIcH IS b,

ING A —&—

DEBUGGING 71\ 747 a v, BUEME—4 K — F 2N Twb PACKET # 7 ¥ 3 »id, ENCO £
Va— AR L728 y PONFZHARBEICZERT 5D,

% - TBER

RKa<ry NI, VI TNVa—T4 Y TRERE, NEIEROWEILELRGEE L0 TToT, &
RS U CUE B Al 4H 24 12 SRR < 72 8 v,

BEI~> K

DISABLE ENCO DEBUGGING (26 *—7%)

= - [£HE CentreCOM AR410V2 a~v> K77 L > 226 |29
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ENABLE STAR DEBUGGING

ENABLE STAR DEBUGGING
HTFIY— W5 - B / STAR #55H#

ENABLE STAR DEBUGGING

FEa

STAR EV 22— VD TNy ZFHRER BT 5o 77 4 v MIER),
TNy TRERE R BT AL, Ny haTLya—K/Fa— K440 ) = )VIZA vy b —IPFER
ENb,

AR - H - EEf

Manager > enable star debugging

Manager > DEBUG - starEncode

Manager > DEBUG - starDecode

Manager > DEBUG - starEncode

Manager > DEBUG - starDecode

Manager > DEBUG - starEncode

% - TBER

RKa<ry NI, VI TNVa—T4 Y TRERE, NEIEROWEILELRGEE L0 TToT, &
FEHICES U UL 24 12 TR < 72 3 v,
BEI~> K

DISABLE STAR DEBUGGING (27 ~<—7)
SHOW STAR (50 ~<—7%)
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ENABLE STAR MKTTRANSFER

ENABLE STAR MKTTRANSFER
A7 dY)— D - [EAE / STAR #E58iR

ENABLE STAR MKTTRANSFER=sernum

sernum: ¥ ) T VG (1~15 LFOT)

FEa

YRS =5 = BT LY A S =R = T Tk LY ) TR RO AL =T =8 =
kT A, Ko<y FlEI~v Ay —)V—¥% — L CTHEITT S,
#73%1K3% 12 SHOW STAR MKTTRANSFER LOG 77 » N CHATX % (State )«

ING A —&—

MKTTRANSFER #5850 —% —D ) 7V E5%218ET 5. SHOW STAR MKTTRANSFER LOG =
<Y N CERENLFZEI/ET S, T2 BEO YY) 7 V%513 SHOW SYSTEM < > K TR
T& 5,

1

WAy —F—T—TNVEAL—T—¥F— ()7 V&5 12345678) |ZH5%T %,

ENABLE STAR MKTTRANSFER=12345678

BEI~> K

SHOW STAR MKTTRANSFER LOG (54 ~<—7%)
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RESET ENCO COUNTER

RESET ENCO COUNTER

Ard)— ks - i/ o~ U R

RESET ENCO COUNTER={DES|DH|HMAC|JOBPROCESSING|PRED|RSA|STAC|USER|UTIL}

LT

K5 - i (ENCO) £V 2— VoMK% —% )ty v 35,

ol

INGA—&—

COUNTER #gth v v o —, BWizy~xTosv> 4% —%1)+>v 45, USER, UTIL, JOBPROC-
CESSING ®%&# v v % —li3, ENCO &3 2 — VOLiEiEHR% ~7 b o, DES. DH. HMAC.
RSA. STAC. PRED 34070 A2 5% L Lzdb D,

BEI~> K

SHOW ENCO COUNTERS (45 ~<— %)
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SET ENCO DHPADDING

SET ENCO DHPADDING

Ard)— ks - i/ o~ U R

SET ENCO DHPADDING={ON|OFF}

FEa

Diffie Hellman #5537 0V T AL 2B 58 OFE R ELEHT 5,

INGA—&—

DHPADDING #DatH . ON 8% L7263, 5tHE 7 & itk 3 IPsec ##r & H b 5, OFF %
BE LA, FHEFX 2RO AR V—% — L b 5, hitH [Psec #ar & OFf T PFS % fi
3258 ONOFEFHTL2008L v, AR V=% —RlELxHEHT 5 & ZEMEDORELR LIS
THIE, FRIZ, R~y FRFEED AR IV—% — L DOFEHRRIZBWTIX, Aot x OFF 12§ 5
2k, 774 M ON,

BEI~> K

CREATE IPSEC POLICY ([IPsec] @ 40 ~<—)
SET IPSEC POLICY ([TPsec] ® 79 ~<—%)
SHOW ENCO (39 <—72)
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SET ENCO DHPRIORITY

SET ENCO DHPRIORITY

Ard)— ks - i/ o~ U R

SET ENCO DHPRIORITY={HIGH|MEDIUM|LOW}

FEa

Diffie Hellman #4837 )V =) XL ORI EDREDOBELEE G2 5 0% IRET 5o
HOFHEIL CPU B O h 5 W% DT, IPsec |2 & 2LV Z VL) R ICLETHIIRI~Y ~
FCTHABMBDOBEIEE TITHZ LD TE b,

ING A —&—

DHPRIORITY $#ZHloE4:%, HIGH (%), MEDIUM (), LOW (%) 253833 %, 77 +
)V M & HIGH,

BEI~Vv> K

SHOW ENCO (39 <—72)
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SET ENCO KEY

Ard)— ks - i/ o~ U R

SET ENCO KEY

SET ENCO KEY=key-id [DESCRIPTION=string] [IPADDRESS=ipadd]

[MODULE=module-id]

key-id: #7%5 (0~65535)

string: XTFH] (1~25 LT BHEGUHAIEY 7V 7+ — F THL)
ipadd: IP 7 F L A

module-id: € 2 — V4 E7213EY 2 —VF5 (0~255)

ER

A #EOFH, IP7 FLA, BEEY 2 — V2 ZEHT 5,
ING A —&—

KEY &%
DESCRIPTION # o #iH

IPADDRESS #I|ZB# 175 IP 7 F L A, ISAKMP & SSH &, 815

EZE M5,
MODULE #IZB#EM )5 EY 2 — )b,

BEI~> K

CREATE ENCOKEY (18 <—7%)
DESTROY ENCO KEY (23 ~<—7)
SHOW ENCO KEY (48 *—7%)

HFDORSAFZHFET LXIZZD

= - [£HE CentreCOM AR410V2 <> Ky 7 7L > X 2.6
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SET ENCO SW

SET ENCO SW

Ard)— ks - i/ o~ U R

SET ENCO SW [PREDCHANNELS=0..4] [STACCHANNELS=0..4]

FEa

V7 N TEMRRBEDREE /ST A —F — R EHT L,

INGA—&—

PREDCHANNELS Predictor HIE#iF v » A VD, 1 F ¥ > #4721 128KB D L7z A £ 1) —22
MELEET L, AE) —FHE4AMB OB CIIRAT v v AVEIZ 2 IHIR S5,

STACCHANNELS STAC LZS HIE#iTF v > AV O, 1 Fx > #4720 13KB Dfi L7z X £1) —22
el EET 5,

il
BSTACLZS HDO YV 7 v = TIHEMF ¥ VANV % 2 F v ¥ FIVIERT 5,

SET ENCO SW STACCHANNELS=2

% - TBER

AT v VR L E B, BEE T 7 A MIRIEL, V- — 2 BRIT 5 LEND D,

BEI~> K

SHOW ENCO (39 <—72)
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SET STAR

SET STAR
AT I — I B5 - i / STAR 55

SET STAR=star-id {MODE={MASTER|SLAVE|STANDBY}NETKEY {RANDOM
VALUE=string}|[MKT RANDOM}

star-id: STAR = > 5 1 7 1 — %5 (0~255)
string: LFH] (1~14 XF. WA Fa~z LT 2~9 OfiAADE, 0L TIEHER )

Ea

STAR VT 474 —DFE—FEE, &y " T—2F =D, AJ). A8 —F—7—TIVOEREZITH .
ING A —&—

STAR STAR T 7 17 4 —F7

MODE STAR > 74 74 —OFEE— F, STARBLRIIZBIT ARV —F —DOHREZR/RET %,
MASTER #48E L72 a3, oA R LAz o3 Ebs~v Ay —V—%—L LTHET %,
SLAVE I3, Y AY = V=% =052 TWA AL =TV —%—& LTHEET 5, STANDBY (2.
RAY ——F —EERIREBOLIEDTEDLAY UNA V=7 — L LTHRET 5,

NETKEY *v b7 =27 F%—=%ElidHLVIEATI TS L EITHET %,

RANDOM F ¥ L%ty NI —7F—%HERT 5,

VALUE {5% L72ED & — 2{Fl§ %0

MKT ~A%—)V—%—1T160M®D DES#NS5 %57 — 7NV E{E L, 1% STAR =7 4 7 1 —
DRAY —F =T =TV T b, #ITT VT LN END,

151
B~ A7 —NV—%—FCSTARZ> 57474 —[0)] &y b I =7 F—%HEHT 5,

SET STAR=0 NETKEY RANDOM

WAy — V=% — TR LAy b= F—% AL =TV —F —ZANT B, YAY —V—%— T
[SHOW STAR=0 NETKEY| %34T L CTHEREINTLFHN 2 IBET %,

SET STAR=0 NETKEY VALUE=fbjSm5ap7wasgd

WAy ——F— L TYAY—F—F—TIVEERT S,

SET STAR=0 MKT RANDOM

BE= - [£HE CentreCOM AR410V2 a~v> Ky7wL> 226 | 37
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SET STAR

BEIYR

CREATE STAR (21 %—7)

DESTROY STAR (24 ~<— )

DISABLE STAR DEBUGGING (27 ~<—7%)
ENABLE STAR DEBUGGING (30 ~<—%)
ENABLE STAR MKTTRANSFER (31 ~<— %)
SHOW STAR (50 ~<—7)

SHOW STAR COUNTERS (52 ~<—73)

SHOW STAR MKTTRANSFER LOG (54 ~<—3)
SHOW STAR NETKEY (56 ~<—73)
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SHOW ENCO

SHOW ENCO

HFd)— WS - ER/ fEa < o

SHOW ENCO

AR

5 - A (ENCO) €3 a— VOEiki e Elfhe #nT 5
FRINDEHEIE, 74 —F ¥ = T4 AOFER, K5 -
AA - A - BEES

A

F— FOFEZ

Manager > show enco

ENCO Module Configuration

Hardware ......... ... .. MAC
Lowest valid channel ................... 1
Highest valid channel .................. 1023
Compression Statistics Enabled ......... FALSE
Diffie Hellman Priority ................ HIGH
Diffie Hellman Padding ................. ON

SW Processes available
RSA - RSA Encryption
DH - Diffie Hellman

MAC Processes available
DES

STAC - Stac Compression

- DES Encryption

HMAC - Message Digest

Hardware
FRENS

g - BN N7 2 7T OF M, ARO11 V2 £

Hkid [MAC] &

Lowest valid channel A EY 22— VAMER aS

XY URLDH)HTHo &L HENEFT

Highest valid channel
&

Lu%yl—Wﬁﬁﬁu%

HhFrv AN DIETHoEbRkEN

Compression Statistics Enabled

FERET ¥ ROV OREEHRAFRRED AR - %)

Diffie Hellman Priority

Diffie Hellman #7427 )V T1) X 2 o HLEE o 55, HIGH.,
MEDIUM., LOW % 5%

Diffie Hellman Padding
PR

- EHE

Diffie Hellman O F14E )i\ E ARV ¥ — Dz d b b e

CentreCOM AR410V2 A~ > KU T 7L > X 2.6
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SHOW ENCO

V7 Y27 CHEBITE LD —%, NONE. DMAN., PRE-
DICTOR, STAC. RSA, DH, HMAC % &%% %

N—= R 27 (5 iR — F) CEBTE 250 —%, NONE,
DMAN. DES. 3DES. STAC 7% &%°% %

SW Processes available

MAC Processes available

#F1:

BEIYR

SET ENCO DHPADDING (33 < —73)
SET ENCO DHPRIORITY (34 ~<—73)
SHOW ENCO CHANNEL (41 ~<—3)
SHOW ENCO COUNTERS (45 ~<—73)
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SHOW ENCO CHANNEL

SHOW ENCO CHANNEL
Hrd)— I WE - B/ —ka~v o N

SHOW ENCO CHANNEL [=channel] [COUNTERS]

channel: Fx > * V5 (0~127)

i

ol

B2 E4i (ENCO) YV a—VHF ¥ v R VOE#HEERT 5,

ING A —&—

CHANNEL ENCO 7 v » 2 V&5, BT T RTOT 7574 7% F ¥ ¥ FVOIERDERICFREN
Bo FEEHHIE LT v RV OB FEREN D,

COUNTERS {EELZTF v ¥ AV OMGHERZFRT 5 L SIHEET 5o T v Y AV EHEE LR WGEE
5o

AR - H - EEf

SecOff > show enco channel

Channel State User UserID MDL pktOverhead Process
UpP SSH 00000001 1584 16 DES
UpP SSH 00000002 1584 16 DES

SecOff > show enco channel=1

Channel ........... ... 1

TYPE vt it e ENCODE/DECODE
State ... . o o o UpP

UsSer ..t e e SSH

User ID ...ttt ettt e it e 00000001
Maximum Data Length ............ 1584

Packet Overhead ................ 16

Process ........ ... i i DES

Process Configuration:

Des Type.......... DES - 56 bit
Channel Type...... ENCODE /DECODE
History Mode...... On
IV TYypE. v oo v n Specified
Hardware.......... MAC
RS - [EiE CentreCOM AR410V2 v > K77 L>226 |41
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SHOW ENCO CHANNEL

SecOff > show enco channel=1 counters
Channel Counters:

UP events 1 DOWN events 0
start config 1 attach good 1
encode NULL packets 0 decode NULL packets 0
encode bad priorities 0 decode bad priorities 0
encode bad length 0 decode bad length 0
encode actions sent 123 decode actions sent 111
good encodes 123 good decodes 111
bad encodes 0 bad decodes 0
reset E actions sent 0 reset D actions sent 0
good encode resets 0 good decode resets 0
bad encode codes 0 bad decode resets 0
discarded encode jobs 0 discarded decode jobs 0

Channel F v v ANET

State Fx ¥ A VoIRE (UP 5 DOWN)

User Fx U ANVEHHLTWS FArEY 22— (PPP. FR, MIOX, TEST. SA. SSH.
ISAKMP, IPSEC)

UserID FNED 2= VBT DOF v v ANV EHBINT B 72012 - T B3k51 T

MDL COF ¥ ANV ETZIF AN v FOJRKRT—% 34 X (Maximum
Data Length)

pktOverhead Ty b DF ==y KN, M, EEY 2 — b2t T a—-FEhiz7—
¥ DR pktOverhead /N1 FDZEE KD TVDH Z L ZRT

Process ZOF xRV EMHT A8 - A7 0 A0 (PREDICTOR, STAC,

RSA. DH. DES. HMAC)

20 F v v A NVEGIARER
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SHOW ENCO CHANNEL

Channel Fx A NVET

Type F ¥ ¥ #)VE— F (ENCODE/DECODE, ENCODE ONLY, DE-
CODE ONLY)

State F v AV DOIRE (UP 5 DOWN)

User Fy ANV EMEHLTWS EEY 22—V (PPP, FR, MIOX,
TEST. SA. SSH. ISAKMP, IPSEC)

UserID FREY 2=V DF v ANV EHBNT B 2O 5 T bk

-

Maximum Data Length

COF X AN ETZIFANAFER ST v FORKT—7 A4 X

Packet Overhead

&S - [EHE

Ny RO F—oN—=Ny KNS M, EEY 2 —us, T a—
K &N7z7 — % O 12 Packet Overhead /N1 F D72 & % 3kKd T
WhZEEIRT

CentreCOM AR410V2 O~ > KU 77L X 26
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SHOW ENCO CHANNEL

Process

COF Yy ANV EHHTARS - FEH S T 20 R
(PREDICTOR. STAC. RSA. DH. DES. HMAC)

Process Configuration

g - Efa 7 0 A0, FRAFEI 70X AORMEIZL > T
B b

Check Type

355 =y 7% 240 (XOR8, NONE (STAC LZS) .
CRCCCITT. CRC16 (Predictor))

Des Type

(DES ®4) DES 7 )V T X4, [DES - 56 bit], [3DES - 112
bit - outer CBCJ. [3DES - 168 bit - inner CBCJ. [3DES - 168
bit - outer CBCJ 7% &% %

Channel Type

(DES &) -+ » #)vE— F, ENCODE/DECODE, ENCODE
ONLY, DECODE ONLY D g i

History Mode

(DES ®#) DES b A+ —F— FOAR) - %)

IV Type (DES @) 1V (Initialisation Vector) Offifi, Zero, Random,
Specified D\ 17

RSA mode (RSA ®#4) RSA B;51LE— F, PUBLIC %* PRIVATE

Mode (DH ® 4) Diffie Hellman @ € — F, Phase 1 7 Phase 2

Group Type (DH ® &) Oakley 7 v — 7 OfEHH, B TIE MODP @ &4
ST

Group Oakley 7 v — 7', 512-bit MODP (7 )v—7°0). 768-bit MODP
(7 Vv—7"1), 1024-bit MODP (7' )V —72) OV hh

Algorithm (HMAC ©4) HMAC 7 )V T1) X 4, MD5 7% SHA

Key Length (HMAC ® &) HMAC #5

Compression Statistics

J[EAE 7 1 £ A DfiEHEHR. ENABLE ENCO COMPSTATISTICS
A Y FTHMICHEE SN TN L ELITRREIND

Number of Packets Compressed

JEMGALER S 728w b E

Best Compression Ratio I KA
Mean Compression Ratio P A
Worst Compression Ratio AR AR

BEIYR

SHOW ENCO (39 ~<—7)

3 F v A NFTIRER

SHOW ENCO COUNTERS (45 ~<— %)
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SHOW ENCO COUNTERS

SHOW ENCO COUNTERS

Ard)— ks - i/ o~ U R

SHOW ENCO COUNTERS={DES|DH|HMAC|JOBPROCESSING|PRED|RSA|STAC|USER|UTIL}

LT

ol

B - B (ENCO) £V a— VORI Y v ¥ —hFERT 5,

INGA—&—

COUNTERS F/R§ At v ¥ —%4%ET 5, USER (ENCO €Y 2 —VaFMMPT 5 LM€Y 22—
V), UTIL (=74 Y74 —a7), JOBPROCESSING &, ENCO ¥ = — VO e/ EHR %

~T b D, DES, DH (Diffie Hellman). HMAC., RSA. STAC. PRED 3ffl 4 Ol 5 - EfE 7 2
EAEGEELZH D,

AR - H - EEf

Manager > show enco counters=des

ENCO Process DES/3DES Counters:
configGood 5 configBad 0
configNoResource 0 configNotSSH 0
badBuffer 0 badalign 0
badLength 0 nohistory 0
desJobs 1508 3Des2KeyJobs 0
3DesInnerJobs 0 d3DesOuterJobs 0
noHistJobs 0 desMacJobs 0
badDesType 0 badJobType 0
unknownJob 0 error 0
reset 0 confNotDes 0
commWaitTimeOut 0 dataInnWaitTimeOut
dataOutWaitTimeOut 0
goodDecrypt 732 goodEncrypt 776
badDecrypt 0 badEncrypt 0
DMAlStart 1508 DMA2Start 1486
DMAl1lDone 1508 DMA2Done 1486
DMABed 0 DMABes 0
DMABrkp 0 DMAConf 0
DMA1TimeOut 0 DMA2TimeOut 0

RS - [EiE CentreCOM AR410V2 A% > KU 7 7L > 2 2.6
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SHOW ENCO COU

Manager > show
Input queue
Immediate
Priority
Priority
Priority
Priority
Priority
Priority
Priority
Priority
Priority
Total act

Lowest Input
Highest Inpu

Input Queue

Input Queue
Immediate
Priority
Priority
Priority
Priority
Priority
Priority
Priority
Priority
Priority

Total Input

Input Queue
Immediate
Priority
Priority
Priority
Priority
Priority
Priority
Priority
Priority
Priority

Total Input

Output queue
Output queue

Output queue

Manager > show

ENCO Process R

NTERS

enco counters=jobprocessing

lengths

queue. ............. 0
queue 0 (high)...... 0
queue 1............. 0
queue 2.........0 ... 0
queue 3............. 0
queue 4............. 0
queue 5............. 0
queue 6............. 0
queue 7......00 oo 0
queue 8 (low)....... 0
ions queued......... 0
Priority Queue..... 4
t Priority Queue.... 0
Length Limit........ 250
discards

queue. ............. 0
queue 0 (high)...... 0
queue 1............. 0
queue 2.........0 ... 0
queue 3............. 0
queue 4............. 0
queue 5............. 0
queue 6............. 0
queue 7..... 0o, 0
queue 8 (low)....... 0
Queue discards...... 0
jobs processed

queue. ............. 22
queue 0 (high)...... 0
queue 1............. 0
queue 2.........0.... 0
queue 3............. 0
queue 4............. 1521
queue 5............. 0
queue 6............. 0
queue 7......00 oo 0
queue 8 (low)....... 0
Queue jobs processed 1543
length............. 0
jobs completed..... 1521
discards........... 0

enco counters=rsa

SA Counters:
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goodPublicEncrypt
goodPrivateDecrypt 1
goodPrivateEncrypt
goodPublicDecrypt
goodGenerateKey

badDataLength

o W o o O o

Manager > show enco counters=user

ENCO User Interface Counters:

startConfig

attachGood
attachNoConfig
attachedInvalidChannel
attachProcNotAvail

o o o u u

o

reconfigInvalidChannel
reconfigNoConfig

detachInvalidChannel
detachedInvalidChannel
detachGood

N

decodeInvalidChannel
encodeInvalidChannel
codedInvalidChannel

resetInvalidChannel

o O O o o

resetDoneInvalidChannel

configBadMode
configBadbPktLength
configBadCompType

o O O o

configBadCheckType

discardInvalidChannel 0

Manager > show enco counters=util

ENCO Utility Counters:

codeNullPacket
codeBadPacketLength
actionSentEncode

configureGood 13
encodeGood

encodeBad

badPublicEncrypt
badPrivateDecrypt
badPrivateEncrypt
badPublicDecrypt
badGenerateKey
badKey

startReconfig
attachFail
attachBadUserType
attachedUnusedChannel

reconfigUnusedChannel

detachUnusedChannel
detachedUnusedChannel

decodeUnusedChannel
encodeUnusedChannel
codedUnusedChannel
resetUnusedChannel

resetDoneUnusedChannel

configBadUserType
configBadEncrType
configBadHistoryMode

discardUnusedChannel

codeBadPacketPriority
codeBadConfig
actionSentDecode
configureFail
decodeGood

decodeBad

SHOW ENCO COUNTERS

O O O O O o

o O O o

O O O o o

o

O O O O O o

B&S - L8
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SHOW ENCO KEY

SHOW ENCO KEY

Ard)— ks - i/ o~ U R

SHOW ENCO KEY [=key-id]

key-id: %% (0~65535)

FEa

BEOERT FRT A,
ING A —&—
KEY #%5o AT A= —% BB LA, BUTL2BONEDNFREINS, FRERIIEOFIHIC

Lo TREREDL, 8T A= —%EWE L7263, ENCO £V 2 — WV HMREFEEL TV A EDO—EDFEIR
SNb,

AN - H - EEH

SecOff > show enco key

ID Type Length Digest Description Mod IP
GENERAL 8 2DEB32E2 - - -
RSA-PRIVATE 1024 B18DFD5D My host key - -
RSA-PRIVATE 768 E61EO0F25 My server key - -

SecOff > show enco key=2

1024

0x010001
0x961c0dc80c8728b6e48fa2362bbac0b59bas569e28112bed4c3e260bb359e0b651
2bdd539a5572529f6aa190984fabcdb3£19d6b9068e88f86a4lee810ed499555
223025288091ebbe959596542235a5446a99600d969d9a3e%9ec777£726a0d4ae
8bf542d7£38ae249c898c5471cb59addc66£79294494d39821828d9e2d647£d9

IP Address:
1D BT
Type #EOFEHE, DES. 3DESOUTER. RSA-PRIVATE., RSA-PUBLIC., GENERAL #°
5
48 | CentreCOM AR410V2 Ov > RU 77 L > X 26 BE= - [LHE
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SHOW ENCO KEY

Length BOES, RSRAEDALY v FFER, ZOMBIENA Tk
Digest HTFT—FI DAy =I5 A b
Description #DFB (CREATE ENCO KEY 2~ » F® DESCRIPTION /8 X — % —)
Mod REMNT 21— —EY 2
IP BBENITONLIP T FL A
#4:

BEIVYR

CREATE ENCO KEY (18 ~<—7%)
DESTROY ENCO KEY (23 ~<—73)
SET ENCO KEY (35 ~<—7)

= - [LiE CentreCOM AR410V2 a~v> K77 L > 226 | 49
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SHOW STAR

SHOW STAR

AT I — I B5 - i / STAR 55

SHOW STAR [=star-id]

star-id: STAR = > 5 1 7 1 — %5 (0~255)

FEa

STAR ¥ 7 1 7 4 —I2HIT 2 W& FRT %,
Nox=2=

STAR STAR Y7 4 714 —FHo ABFEIEITRTOLY T4 74 —IZ2WT, flBRIBERPFERENS,
ERIIBE LT T 1 T4 — DFMIBERIFERENS,

AN - H - EEH

Manager > show star

Star Entities

Manager > show star=0

Star ID ... e 0

Star Mode .......... ... .. ... MASTER

Key Transfer Encryption Algorithm. DES - 56 bit

Netkey Valid ..................... TRUE

Master Key Table Valid ........... TRUE

Netkey Digest .................... 071e435b

Master Key Table Digest .......... 5214c3e0

Transfer State ................... INITIAL
Star ID START> 7 1474 —%&75
Star Mode STAR = > 7 1 7 14 —O#ff€— F, SLAVE. STANDBY,

MASTER D47

Key Transfer Encryption Algorithm W 5 # O£ R ICH W5 K5 7 L T X 4, DES -
56 bit,3DES - 112 bit - outer CBC, 3DES - 168 bit - inner
CBC w3 iy
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SHOW STAR

Netkey Valid oy NI =7 F=DERPE ) B

Master Key Table Valid RAY —=F =T =T NVWHENPE) D

Netkey Digest v NT—2F—OMD5 54 Ak

Master Key Table Digest YA —=F—=T—=T7NVOMD5 %51 xA b

Transfer State NAY = F =7 =7 I)VE AL O IREE, INITIAL, EN-

ABLED. DISABLED, UNKNOWN D3 i

# 5:

BEIYR

CREATE STAR (21 %—7)

DESTROY STAR (24 ~<— )

DISABLE STAR DEBUGGING (27 ~<—7%)
ENABLE STAR DEBUGGING (30 ~<—%)
ENABLE STAR MKTTRANSFER (31 ~<— %)
SET STAR (37 ~x—7)

SHOW STAR COUNTERS (52 ~<—73)

SHOW STAR MKTTRANSFER LOG (54 ~<—3)
SHOW STAR NETKEY (56 ~<— %)

RE= - [LHE CentreCOM AR410V2 a~v> Ky 77 L > X 26 | 51
J613-M3048-01 Rev.M



SHOW STAR COUNTERS

SHOW STAR COUNTERS

AT I — I B5 - i / STAR 55

SHOW STAR[=star-id] COUNTERS

star-id: STAR = > 5 1 7 1 — %5 (0~255)

FER

STAREV a2 — VIS 507 % — 1l EELRT 5o

INGA—&—

STAR STAR - 7 474 —F%H

AN - H - EEH

Manager > show star counters

General Star Counters

attachNoConfig
detachInvalidChannel
setCompInvalidChannel
resetInvalidChannel
resetENoStar
encodeInvalidChannel
encodeUnusedChannel

encoEkEventUnusedChannel

getMKTUnusedChannel
getMKTGood
setMKTUnusedChannel
setMKTGood

getSKUnusedChannel
setSKUnusedChannel
getInfoUnusedChannel

transferTimeoutChanUnused
transferRequestChanUnused
transferEnableChanUnused
transEndNotifyChanUnused
sessTimeoutUnusedChannel

createStar

destroyNetKey

52 | CentreCOM AR410V2 O~ > KU 77 L > X 2.6
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attachBadId
detachUnusedChannel
setCompUnusedChannel
resetUnusedChannel
resetDNoStar
decodeInvalidChannel
decodeUnusedChannel

encoEventStarUnused

getMKTInvalidChannel
getMKTNoStar
setMKTInvalidChannel
setMKTNoStar

getSKNoStar
setSKNoStar
getInfoNoStar

transferTimeoutNoStar
transferRequestNoStar
transferEnableNoStar
transferEndNotifyNoStar
sessTimeoutNoStar
destroyStar

destroyMKT

O O O O O o o o

o O O o

o

o

O O O O B o o




setStarMode
setStarNetKey

Manager > show star=0 counters
encrConfGood
confGood
encrConfFail
confFail
encrDetached
detached
encodeGood 210
decodeGood 210

encodeDiscarded 0

N N O O W W

resetGetSKAlreadyCurr

resetDNoSessionKey

o O o

resetCompHist

getMKTAlreadyCurrent
getMKTEncodeFailed
setMKTNULLBuffer
setMKTNoStar
setMKTGood

o O O o o

o

getSKAlreadyCurrent
getSKEncodeFailed
getSKGood 66
setSKNULLBuffer

setSKDecodeFailed
setSKResetFailed

0 setStarEncAlgorithm
1 setStarMKTRandom

compConfGood
compConfGoodDetachE
compConfFail
compConfFailDetachE
compDetached
detachedConfFail
encodeFailed
decodeFailed
decodeDiscarded
resetSetSKAlreadyCurr
resetDBadMKTIndex

getMKTStarInvalid
getMKTGood
setMKTAlreadyCurrent
setMKTDecodeFailed

getSKMKTInvalid
getSKResetFailed

setSKAlreadyCurrent
setSKMKTInvalid
setSKGood

SHOW STAR COUNTERS

O O O O O O O O o o o

o o B O

BEIVYR

CREATE STAR (21 %—7)

DESTROY STAR (24 ~<— )

DISABLE STAR DEBUGGING (27 ~<—%)
ENABLE STAR DEBUGGING (30 ~<—%)
ENABLE STAR MKTTRANSFER (31 ~<— %)
SET STAR (37 ~x—7)

SHOW STAR (50 ~<x—7)

SHOW STAR MKTTRANSFER LOG (54 ~<—73)

SHOW STAR NETKEY (56 ~<—3)

B&S - L8
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SHOW STAR MKTTRANSFER LOG

SHOW STAR MKTTRANSFER LOG
A7 dY)— D - [EAE / STAR #E58iR

SHOW STAR MKTTRANSFER LOG

FEa

AL =TV =8 —=DPEDIYAY —F—F — T VEEREREZFERT S,

AN - H - EEH

Manager > show star mkttransfer log

Star Master Key Table transfer request log:
Serial Number StarID User UserID State Time Date Requests

Manager > show star mkttransfer log

Star Master Key Table transfer request log:
Serial Number StarID User UserID State Time Date Requests

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 COMPLETED 16:22:27 08-Nov-2001 48
Serial Number YA —F =T =T NHERLTVELV—F =D T VFES

StarID STAR =717 4 —%F5

User BREZELIZTF Y ANDLI—F—FEV 12—

UserID EREZELLF XY VANV OLI—F—FET 22— ID

State YAY —F =T — TR ER OGS, RECEIVED (§r%%5k % %15) . BADKEY,

SENDING (#z3%:), FAILED, COMPLETED (%5 7) OwFns:

Time WM DI TR % 8 L 7255
Date WD R R & 8 L7 HAY
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SHOW STAR MKTTRANSFER LOG

Requests [F] — DR ER %2 215 L 72 [0 4%

# 6:

BEIYR

CREATE STAR (21 %—7)

DESTROY STAR (24 ~<— )

DISABLE STAR DEBUGGING (27 ~<—%)
ENABLE STAR DEBUGGING (30 ~<—%)
ENABLE STAR MKTTRANSFER (31 ~<— %)
SET STAR (37 ~x—73)

SHOW STAR (50 ~<—7)

SHOW STAR COUNTERS (52 ~<—73)
SHOW STAR NETKEY (56 ~<—73)

&S - [EHE
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SHOW STAR NETKEY

SHOW STAR NETKEY

AT I — I B5 - i / STAR 55

SHOW STAR=star-id NETKEY

star-id: STAR = > 5 1 7 1 — %5 (0~255)

FEa

IBELSTAR T 5474 —DF v NI —2F—% ASCHU R TERT L, YAY —IL—% —FTDOA
FEAT ] ik

INGA—&—

STAR STAR - 7474 —F%H

AN - H - EEH

Manager > show star=0 netkey

fbj5m5ap7wasgd

BEIVYR

CREATE STAR (21 <—7%)

DESTROY STAR (24 ~<—7)

DISABLE STAR DEBUGGING (27 ~<—7%)
ENABLE STAR DEBUGGING (30 ~<—7%)
ENABLE STAR MKTTRANSFER (31 X—7%)
SET STAR (37 ~—7¥)

SHOW STAR (50 ~<—7%)

SHOW STAR COUNTERS (52 ~<—7%)

SHOW STAR MKTTRANSFER LOG (54 ~<—7)
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