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F—ICHLTIPPRUREERBHBE. IPPRLURT—LH5
BMICIP PRLRZEIUHBTEHIEDTEE T,

BOPTVWI7LIVYRT L

V7400 —=y3avid BEZ7A) (FFRE) &LT 7
SYVaXEY= (DPAVYRTL) ICRESNE T, 7741
WY RT LICE BEOREZ 7 V2 RBELTHEFET. b
H—EHlBEHLEBIEICLY, REOELICELET. 88K
ICREZDYDADBE, FHS BRI TRETT,

NYFITPAWICEBIVY RDRTHTEETTNYF TP A
U (SCP) IZl& B|EZ 7 (CFG) [CB#HRMTEW03
XY RERBRTDENTE, ETHROOTLEHESNE T,
COHEEL. < DI—E—%2 BB T BB EIC. FERICERITY,

TFTP. Zmodem (&K BH/ETZ 71 IDNVLHPY T (Pv S
O—R). YRLP (BH>0—RK) HTEET, Filo. 7FR
FIF42—%FALTREI 7V ERET B EEHTESE
=N

VAT LOERPEE

SSH (SecureShell), Telnet (IC& 2. RERSDEREEBH TE
*9,

BEYED. HEANVA—TI—RODUVHP W TOEIVG
EBRBANY LB U A—ZRETEET, HIRAER &
BREADHBEEZFTIBDEN I EHNTRETT,

AVR—=RY EDBEDOFRYH, @ROY Y HOREDEL. OF
BEZE, A=JVELTEETEET (SMTP),

Syslog #—N—ICRL T, OFOEHHTEZT, 051G I
VY —)u, SSH. Telnet THERITBD_EHTEFE T,

NTP O34 7Y MK BFHREDOBEMOTEETT,

SNMP Z#R—kLTLWBDT, 1>¥FUYTYk HUB/ R
A VFREESHIHER IR Y FDO—LBBNTRETT,

ITP—LDIPA VA S—=Z—IC&2TC. 77—LDT DN~
IIVFPYVINEBICTEE T, RFEI7—LDIP. Evhk
PwIY—)Uld, gD Web X=IHBEXHYO0—-RTEET,

FTvav (5I5%)

cARYU—XBPICEY2—
CentreCOM AR021 V2 BRIA >R —TJ1—2X

e =)
ARCBL-BRI BRI —7)U
CentreCOM VT-Kit2
VY —=)ur—7) (RJ-45/D-Sub 9 EY (XR) Zif)
CentreCOM VT-Kit2 plus
VY —=)ur—7J) (RJ-45/USB F7zld RJ-45/D-Sub
IEY (XR) &)

C19AVFSUHRIY REY K
AT-RKMT-J07

« EHNBARATI STV E
AT-BRKT-J22

- ERBAWG
RERYEY—F M, ¥5RY Y~k L
% RORY EY—h M2 HBETT,

cLFEIRSE-SRy—TI (D)
AT-PWRCBL-JO1TL

A, AHRICO—FSNTOWBST77—LDIPON-Y3Y
[CHKBLET. RITOBEL. UU—R/—hraIBIIZE0,

HBEWVICEDHEIIC |17



HHOBMEBE

1.3.1 FIER

10BASE-TA UDBASE TX NEI'WORK POHTS

STATUS

smo o o o FuLLO

waerO O O O uwmo

wmM O O O O | 1wmO
1.

®

POWER svsww ENABLED

£ 1.3.2 LED
® STATUS LED

KEBDY AT LVRIRE%XRRT S LED TY,

uZ

LED |& RE E VNI
S %K%n‘%t;%iﬁb\ﬁ%éﬂfmi
POWER |#&
SBXT Zgﬁm CERDMHESATOE
AT FEBICREDNFEELTVET,
SYSTEM |#&
BAT AERBEESICEELTOE T,

a. EBEO—BNERUTRERTY, &1o. B0

NEBIINDERR, LEBDZTTZRILDTRIHY &
A,
@ BAY LED

PIC XA ([CEBSNIC PIC DIREZFRRT S LED TI,

LED ' | RE | RTORT

BAYO (C PIC (Port Interface Card)
BT (PEBSNTHY, RBRICE>T

PIC B&RdichTL&E T,
ENABLED |#

BAYO [C PIC i EBSNTOE R A
SEAT |&TclE ARGBICK > T PIC H'58#
SNTLE R Ao

18 | BEWICEDHIIC

®LAN LED

LAN BIOBRY b D—OR— FOEHEREL. RY ED—50
POTAET 4 —%FKT B LED T, LED [FER—FT&IC
BELET (4#D.

LED B | RE | ZRORR

F—bRIVI—V3Y (F24)
) TYUYVHHHEILL Full Duplex
=UT [(B2ZF) &V ELIc, izl

Full Duplex ICBESRESNTUOE

o

A—hRIVI—Y3Y (FI74
) TYYHHHEILL Half Duplex
SEI [(228) &RUFLIC. &icld

Half Duplex [CEEH/RESN T E

BT |V ODHEILTOE D,
LINK/ACT |#% | s |\ v FOZRERZENMTHONTOE T,
SEIT UV OPEIILTOEE Ao
FA—hRIVI—-Y3Y (F24U
=T ) TYUYHHHEIIL 100Mbps &
U Lo F1cid. 100Mbps I8
ERESNTVET,
A—hRIVI—Y3Y (FI74
ST ~) TUYHHDHEIIL 10Mbps &7
/ UF Ll &7zld 10Mbps ICEE
RESNTOLET,

FULL  |#&

100M  |#%

@® WAN/ETH LED

WAN RIZR— b (ETHO) OIFPIREED, XY b D—HDFP T «
ET 1« —%%RIBLED TI,

LED 2 | RE RRORT

T Full Duplex (£2Z=%F) TUYVOLE
TERILTOE D,

ST Half Duplex (¥Z&) TYUY oD
/ ALTOVETD,

SUAT UV OHREIILTVE T,
LINK/ACT |# | =0 |\ y FOREZREDTTONTOE T,
SEAT UV ODEILLTOE A

w1 |T00Mbps TYU YV HOAFEILL TO&
=4 4
100M | #& °
SEAT |10Mbps TU Y OAHEIIL TO & T,

FULL  |#




N
T

(D@ r

X 1.3.3 5EH

ﬂ

10BASE-T/100BASE-TX NETWORK PORTS (AUTO MDI/MDI-X)
WAN/ETH Lan

L]

g = | —=

CONSOLE
ASYNO

1.3.4 K—bk
OFRT—JIRIBLET v

BRT—TIDRFBEEZILETELBTT (CRAFE, Tv
DEFRYSSNISRET, BBSNTOET),

® BAYO

PIC (Port Interface Card) Z##&&79 510D (RO k)
TIMBARALBVESE 75O NRVERULHT THEE T,

&2 [A6 PIC (Port Interface Card)] (p.132)
QOBRERAvF
ARBICHIESNEIBREL Y. A 7T BIODRAAVF T,
@FEIRII—
BRI — AT BICHODIROZ—TTARRINE
ERT—7)Id AC100V BTY, AC200V ’Cp{@ﬂ@iEA
BBEBICTEAIIS L,
©® WAN/ETH iK— bk
WAN @I UTP R— +T9, 100BASE-TX. 10BASE-T (T3
BLTOWET, BEE—RIE T2+ ETA—FxRIVI—
YIVDRESNTOET, A—bRIVI—Y 3 VRERE
MDI/MDI-X BB)REBALREN BN T, BHEDR— ~OEE

(MDI/MDI-X) ICB8HD5T, R L —F&ER@ODRDESES5D
T=TRATTEERT B ENTEE T,

@ LAN iK—

LAN IO UTP R—FTYo 4 DDAR—FHDY., 100BASE-
TX. 10BASE-T ([CHIGLTLET, LAN BIDBAR— BB
BEFRAVFUOIZIUTONE T, BEE—FE T2+
TH—bRIVI-Y 3 VHRESNTOETHBICMDI/MDI-
X BENSRBHEAEN BT, TFTDA— b DFELE (MDI/MDI-X)
ICBHST REL— R EIEOORDEESDT —TIE1 T
THERIBZEHNTEET,

@ CONSOLE K— b
AHREREITBICOOIVY—VA—ZF)EHEHRT S5 RI-
45 ARHAR—TT, VY —=Wr—=Tid #T7¥3Y (BlFE)

D[ CentreCOM VT-Kit2 plus] & 7zl&[CentreCOM VT-Kit2
AL TIEE0,

BIE

Lo B

£ 1.3.5 fmE

@T7vIBRTL— b
BRYy —7IRIBLET Vv OEBRYUNFETIL—FTT,

®IST v MARIR
1914V F2voROVhFvE (BIFR) ZBRUYNTBILHOR
IRTI SVOXOY R+ RS AR CEEERICRY
NFBIEDTEET,

@ILR
BABEHBOR, AMREEEI S TLRTT. JARER &
HENOBEZRRLICY, AREODBYPREBDE OS2
LELET,

®iEsn
BRAUCKY, BERBORAE KD T I2OOBRKOTI,

BROZASVIEY, BBICHZEVIY L0V TL
el

g

HBEWVICEDHEIIC | 19
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2 B - o

FEDDHBEDEIRR. BRT —TIARITBHLET v O OBMUAH,
FTTH. ADSL. CATV &0 70—RNY RRY—ER%ZFBAT S
BEDOERICDOVTHBEL &I ISODN TEANDFRICDONTIE
7 BT,

[A6 PIC (Port Interface Card) ] (p.132)

2.1 REGE

AEBE RO A DDITEICLBREBH TEX T,

s JLARICLBKEABDHRE
FER%E S L PHE EDKERBHICHRET 5H6E EBOT
LRZEBALTRELTLIES V. JARE ARRN\DEEE
RIRLICY, ARBOBYPREBAOGNEZ/MELICYLE
ER

c SVONIVEFYRIEB 191V FIVINDHRE (p.22)
CERBT STV MILBBE\DRE (p.22)

RBRWOICLDRAF—VREBNADORSE (p.23)

nuu

BHIEFRUIDORELEZFEALICREZTOEL

TLIZE Lo &ty ABICEHSNTORBOITAICK

B E"z‘cﬁb@t\'é<t‘?fuo TEYBITEICK B
R BEDRBEBYE T,

2
|#

KEFBALMMIREL1CHE. [RYNTIRERTE]
’(&33’(% 7J<175|“]L;5§%bti% [CENEFEZUD

FUPT<BBIREMDN DY F T, ERNICHRD
#k%%ﬁ@u L. REDHZHBEICEESICHEMAZLD.
Y R— bR —-CTBB IS,

:‘ﬁi"

BRENTASICBBHATREITBHEICE. 27,
RBOERT —7VKRIBLETZ v o ZERL. R
=7 E@EL TS,

B
il

itomhl%@@‘ér%ﬁ’\ WIFEHR—LN—=IICTREL
THYEITOT, REDKRE HEBOYZ=27eEdH
T DETIHER 0)5i BOICREZT>TIIZE L,

N
it

HETHLEEDER

ARRDFREPRTZ 1D B
<PBFA<LIESV, BBIZDOTE

L 2T [REDIDIC] (p4) % &
F RORKUCTFRLIZE W,

c BRI —TIWOEAT A PO —TICEBBHDNNDE LD
BRBEFTIFTIZSL,

s TLE, SYF EREGEDERICREBLBOTIIZE L,

* BOTIBPY. RRERBRICRE LGOL TS0,
« EBE EICLTRBELRLTIZE L,

¢ ANBRINTEBDLDIC AEBOBROZE SASHENELDIC
FELTLIEE W,

s KEDLEICEDZBEDNRNTIIZE L,
BHBXDHICDEM 2REM FIYUDSVEMICHEL
BT IZE L,

* REBEBRITRITEBICBNE B Ao

¢ IROB—DHFICFSHERNTL ISV, (BBREHOT
F () TOIROE—DWFICHND L, BEIOREBICKI YU
BORRERZYET,)

2247 avEFRAULTRET D
ERBRUTOA T3 (355) £ EHLTEARED 191 F
SYOPERICRYAFBIENTEET,
BUNEHECONTE 84 7Y 3 VICNBORBSAHEE SHBL
TS,

c19AVFIVONDY EF Yk [AT-RKMT-J07) = ERALT
191 VFSVvOICBMYNGT S

BRBETI S W b [AT-BRKT-J22] %#FEAL TEBICRUAT
7%

s BREAWE [YIRY EY—F L] FTB [YIRY Y=

MJ ZEALTRF—)VRERICRUNHFS
XXTRY FY—h ME2KBETT,

B - BoiR | 21
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1894 YF35voR U by MeERTES

LI TROODHEICHEL T IZE,

22

4 €« > K

NN A

LN N AL

2C il - - PES

TN /YN i

: . FE | e | b
FfERREER (ReREHE) EUFET

B2211914UFSyICHBIFRRESRMD

s

BFODABICHBL T IZSL. ¥NbSDHBIC
BEITBDE, EBLGHBADNTERLBY, REDHLE
DREEBYE T,

AHREATYIVDI9AVFIVOIDOY RFw b
EEALTI9AMVF SV HICRYNT BRI B
XYTEERICEEL TIZSVe BEDARNIHE
BTRECLUBRBGBHNRET BN DY &
ER

AEHSANDZVOHXOY EFv EORYNTIE SV
OOV EFY EOBRSABICHESOTELLTST
<IEEWV BESIDRIB EZFRLISHBE. AK
PRE, HEORRELGBIENBYET,

- Bz

BREIS T v NeERAT 35S

MBI THOODTHEICREL TIIZEL,

-4 € > K

WREER

Epgeum | By By
— A ) BE
W R
gL L
El‘vf‘ﬁ El‘vf‘ﬁ % % il
SR IEEE = =
(WREERHE)

2.2.2 BHICHSIFBRESRD

BRETST v HCRUNTARYBEEBSNTOE
the BIBIARIZEL,
Flo. BRET SV v b BRI BRE AR@DS
JLREEFTLTIIEE L,

PIC RANDILREY 2 —IVOBMUATS - BRUS LI,
BREI STV M EARRICRYNFICRETETE
FHA. ARRDBERBET S v hEBMUSS LR
RBTIT>T<IZE L,

BFODOABICHBL TSV ¥NMSIOABIC
FBEITBHE, EBCGRBADNTER<RBY, NKPHE
DREERYET,

BRET ST v h AL TEBICRYNG BEE.
BRI TERICAEL TLEEV. BEDARRDY
BBE, BTRELCLVEXRGEHNHET HBND
HYET,



BENERAMAZERT 5SS

LI TFROODHBICHEL T IZE .

4 € >k

el b
(EHERURE0RE)
el [Elib

FriflEREELET

2.2.3 AF—|VREHICHI ZREAD

=

ES

5

g

2

HEBBOREICL>TR, YIRY FORNRREZ
BN WEEIHYE T,

HFODHBICKEL T ZE L XN DTIEIC
RETBHE. ERBHRADN TSR <Y, RNKPHEE
DREERGYE T,

NORY FOBMYNGFHIOBBORBE. r—T
BEDBRCKUESEHBTLEVKDICHERICHT
TLIEE WV T APEBBREBEORBE R DB XNDD
P

XOxRY FORUMNITFIE YORY b — OB
BB TELLT2TLIEE W,

2.3 BRIy MO —I1ERk

FTTH. ADSL. CATV 2 EDTO—RNY FRY—EX%ZFRAIT S

BEOEANGERAERLE T,

ONU. ADSLET L

7
]

TOINA 5 —I(TE

/ifcla*b'—j')bf?b

/UTP’T—?JL (RbL—H)

AR415S

TN

T

UTP—J )l
(RbL—Hh)

¥ 2 R— b &HMDI/MDI-X

BENERE

A

(B

|
I
]

Ve

AVY—=ILE—=FI)b

aAvV=br—=J
(BI5E)

B 2.3.1 70— RNV RRY—ERZFIHT 2HEDEGH

B - BciR | 23



2.4 foiR

e WEOMRELTOBEEE ARROBEY. 7 —7
OB EDEREETHIVTIEE . BEICK
UREBT NN BYUE T,

=3
8BS

iR

19 AVFIVO. BEBICRYNITSBE. H5H LD [2.2 &
TYavEHRLTRETS) (2. [ ERETST v %k
R95%8]) (0.22) . [ EXRERWEEZEMATB5HBE] (0.23)
[CHE> T, BRBEZZETYLHETET,

* ITFOFIEE. @HDS ONU, ADSL EFTAFTCET—TIVE
TLETOIE @& HETLTLBEDELET,

« 10BASE-T OB&(EHFTU— 3 bE. 100BASE-TX DS
@HFTU—BEDUTP r =TI (RkL— k&1 ) A
BRAKIT CAEL SO, 8 UTP 7 — 7 LOES(E. 100m
BRICLT LSO,
ARBSNRA— kE MDI/MDI-X SENREAE 15D
DT, RARL— 1 EH0RDEEE0E1 TD
EYN UTP r—TWABRLTEY VHOPEILETH, &
ETRRL— ka1 TEEBLET,

 AERICHEHEIBHIVE 21—~ —H TCP/IP JD IV %EER
TEBLDICHRELTHEE T,

AZE [A1 IVE2—R—DFE] (p.125)
ONU. ADSL/ 5¥—TJIVET LD

1 UTP =T DTF>5% WAN/ETHO R—KICHBALT. B
FYEBHTBHETELRATZEL (@231, p.23)s

2 UTP o —=ZI0E>—ifh 7> 5%, ONU, ADSL EFTAFT
37 —TWETAICERL TS,

dVE1—59—DEHE

1 UTP—TWDTS55% LANR—RIBAL T, hFvesh
ITBFTELRAATLIZENL (B 2.3.1, p.23)s

2 UTPr—JWDE5—mDT>55%, JVE2—R—DFRvE
D—OR—FCHEREL TS0,

3 FIBE1 FE2%2BURL, INTOIVE21—A—%RERIC
L T<IEE0,

24 | & - FciR

VY=L —ZF VO

IVV—UR—hAERLT. ARI0RE 27588 IV
V—a—ZF) (AVE21—4—) EEBLET,

1 22V—o—=7) (8158 © RJI-45 TS5%, XEHRO
CONSOLE R—hIZH#mL T2l (B2.3.1, p.23),

2 JVV—JLr—7)u® D-Sub IRxHRX—%IVE1—R—D
COM R—FIZHE/mL. 7 —TWDORI % IEDHTLIZS, COM
A=k #RECKLY, [SERIALI 1O10 1] BEEKRSN
TOET,

BRI — TV DR

AHRIF ROBRT—TIEFERATEEZT,
« BROERY —7 ) (AC100V )

s ATYV3Y (7 OLFEIROA—BRr—T
BEAN—IHRONIBATEL BTE2 5T ICRETE X
9o
AT-PWRCBL-JO1L

e BROERy—7IVIF AC100V AT, AC200V T
AT BHEE. REEBICTBRIZS L,
FEUGERy —7 W PERIV LY %2 ERTS
& RRICEBDRAPREDEINDDBY 70

b

L FRIROE—BRT — TV EERT — 7 UiRITEH
L7V OREBICERATEE A (LFRIROE—
BRT—T)E BBOBRT — T VIR TIRHFIC
W=7 TT.)

B
i

1 NEOERY —7IRIFBHLET v o%, FTRDKLDICT v OB
TU—RIBRUNAF TS0,

Ty IBFTL— K
H 2.4.1 BRI —7IVIRIFBELET v I DERD fFF

*1 Telnet ICkBREDITEETT .



2 NEOERy — TV ARREBOERIRON—(CHEKELT -
s HEoE 25 21 vFDHRT — RER

AHE@ICH 4BFTOIVEL—A2—%2BHTEFIH BICB<
DIVE21—R—%HHFLICWEEE A1 vFPHUB ZHhRT—
FaEmL T<1IZE b,

ERT—TI

LLBEI Lk N
f— UTPr—J )L
|2 [ R RL—R)

2.4.2 ERT—JILOER

3 ERy—TVOTSH5BRIVEY MMIEHRL T IZS 0,
BRIZIE I EVIIR>TVET, BHED 3 EYDIV+E A v FHfeldHUB
YERCHERLTIEE D,

4 BRI —TIRHBALED v O T BRy — T DR EB RO &
2IC0vHLTLIZEL,

®25.1 241 v FOE#H

1 UTP =D T55% LAN R— FIBAL T hF v edD
FTBETELRAATLIZEV ED LANAR—FTEAEVEE
Huo

2 UTP r—JWDE5>— DT >5%, R wF&icld HUB IC
#ERLTIEE 0,

243 ERy—JIboOvy
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3 iCE - EEDIRTF - BHCE)

AE@OEEPEL, 054 PYOI7D b~ AEHRBICHELUICRED
REQE ARR% BERBRT BICODEANIREC DOV THBL
T FLOTARRE CEMBICTBHTHE. COEOEHZIRIC
BFIACBD LKLY ARBDOER LOBHN BN = BRI 5
ZEDNTEET,

3.1 VY=L —ZFILDERE

ERRICNT BHE PSR, SED CONSOLE R— ~ B LI
VY —UA—3F)U. Ffzld Telnet ABALTHLET, IV
V—UR—ZHFELT. FREFBTEET,

VY —)UR—=FCERITBIVY—A—ZFIVELTREOL
DHEATEET,
* Windows 2000/XP ICEBDNA N—R—ZF U

 Windows 2000/XP T&itE9g 3 VT100 # ¥R — bk LIc@iEY
2bDzx7

« EBEAD RS-232 4 VR 7 T —RA%EF D VT100 thRES
BEVILDIPICREIT DN A—R—(F. FTEOBYTY., T
a2l —Y3Y, [BackSpacel ¥—MI—R{E& [EDIT) OFYV R

DIZHOFETT . XFEY R [HELP) IV R (BASBA Y
SAIUNIT) DIZHORETT

x£3.1.1 AVY—-IL5—ZFILDEE

BB (&)

AVE—TI1—RERE 9,600bps

F—AEv + 8

NU T« gL

v TEWY 1

00—l N—=RD5z7 (RTS/CTS)
IZal—Yy3Yy VT100

BackSpace #—mOI1—F Delete

IV3—R SJIS

VY= R=ZFIVELTNAN=E=ZF ) EFEBITBIOD
BEFIRITRE B LE W,

AZE [ASNAN=R—ZF)VDOFRE] (p.128)

*1 Telnet #fE> TREATOHE. HHHLHIVY—)U
R—ZF)VTHEERBICIP PRURZEIUETTHED BT
NFBUFE A Telnet (& &F [7 Telnet 2> ]
(P.57) THHALTLET,

rv
\
T

3.2 {CH

1 V2 —R—DBBREAVICL. NAN—=R—ZF)U BBV
ZhoxP) #REBLTILES,

2 FEROBRRAAVFEAVICLTIIZE 0,

3 BeBEWTRARPERTSN. 7F7—LDIFPHO—FEh&ET,
Flo, BBROUTFMEESNTONRETLE T, 28R
SUTRMEESNTORBWBEER. [bootcfg) #RTL&
Io

INFO: Self tests beginning.

INFO: RAM test beginning.

PASS: RAM test, 32768k bytes found.
INFO: Self tests complete.

INFO: Downloading router software.
Force EPROM download (Y) ?

INFO: Initial download successful.

INFO: Initialising Flash File System.

INFO: Router startup complete

login:

E3.2.1 CEBAKCSIESXYyE—Y

4 login: EXRRSNICS. RO [33 BV (TBAR)] (6

EHBLITE D,
cSIIWYa—-F42T
S>ELHBOBBE, FRESER LS,

[login:] &RRENEL

s UB—VF—%HOBLTHB,
* FESOERT —TIWHEL<EHRSNTOLDHHERT 5.

e VY= =T IUHELLEHRSNTVBHHESRT 5o
XHEIFTD
TNAN=BZ—ZF) BEVILDIP) OBRERED

9.600bps [CHRESNTVBHHERT 5o
cBIDTx Y 7 BIRLTH B,

ENTEODFELOD BV EEF —BAREROERRA W F &I DI
L. LIZBSLF >THHB. BRRAVFEAVICLTHFE T, 155
FL LD RBWVBEICIF NI N—52—ZF A —BRTL. BE2HL
THFET, Ffo. Windows #FiEe L THET,

e - REDIRT - HiEH | 27
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3.3 071 (CEBAR)

REPERATOICOICIE. ARBRICOTr Y LBTFNEBYEE
Ao CEABFDIRRETI(E, Manager (B1BE) LN)DILI—H—
[manager] OHHDBFERINTOE T, MEH/NRD— R [friend]
T MIPBARDRTIEEL FLD. FEASDSIE, REMEE
& 21—%— [manager] TTL&J,

#3.3.1 CEBABOI—Y—REINRAT—R
1—H%—-32 manager
INRAD—R friend

1 login 7OV T hHRRSNICD, FEDELDICANLET,

‘ login: manager . ‘

2 Password 7OV T hHRRSNICD, FRDLDICAHLZF
To EEOBBE TIIANDLICNRD—RERRSNE A

‘ Password: friend J (ERShEFTA) ‘

3 OYYRTJOY Tk [Manager > D&RRSNE T, RERIC
HWITBH/EPER(E. COTOVTRIH/LTIYY ROXTFT
EANTBDIEICLVTVETD,

‘ Manager > ‘

A& [41 XV RTDEVH—] (p.35)

3.4 )\AT—ROEE

1 FEROLDICANLET,

Manager > SET PASSWORD . ‘

2 BEODNRD—RZzANLET. CHBARTRIBNRD—F
[friend] BDT, FEDELDICANALE T, ZITRIFRBPDIC
ONRD—FLHBLETH REOBE CEIAALIC/NRD—
RlERResnE Ao

01d password: friend .J (FERSNFTA) ‘

3 ERRICEEIBHLONRD—RFzANLET (6 XFMUL),
CCTEFHNRD— Rz [1ivADD) ERELET. EEROBE

28 | icH - REDIRTT - B

TIRANLINRD— RREERRSNE T A,

New password: rivADD .J (RRSNhFEA)

ERDI-DIC, BEFHFLONRD—REANDLET, I TlEER
9@0)71&))\7\'7 REZELF I D REOBAE CIFAA LN
RD—REFRRSNEB A Confirm ZAHHK. IV RTO
VIRHPBNBOEES. BEUA—VF—ABLTIIIS0,

Confirm: rivADD J (FRShEHA)

Manager >

FIE3 & 4 TAHLEE [HLONRD—F] PELELOTHN
E ARRENRD—-FOERZZFANE T,
RBOTLBEE, RDAYE—IHNKRRSNFTODT. BE
[SET PASSWORD] O¥Y FAEFTLTLIZE W,

Error (3045287): SET PASSWORD, confirm password incorrect.

Manager >

NRD—ROEENRIILISHE. 1—Y— [manager] DR
DNEDNRD—=RIFETFREDLDICBYET,

% 3.4.1 REDINRAD—R (FX—JDfl)

1—H%—-3 manager

INZAD—R rivADD

@ 21—%— [manager] ONXRD—R& »ITEBLT
L] <reE0, MENRD-FOFFCEALIES. B
ER b2 T —h—ERBYET,

@ 21 —4%— [manager] OEBLI/INZAD— h?&,unfd
WTLIEEW NRD—FAEEND &, AEKRIC
AVTERLRYUETIDT, 3 J}LMI,E&KTJ&L\O

AR

5 RO [3.7 REDRRES (0.30) #RTLTIIZS,

A—H—8 NRAD-FICBEATREBNR. 1—Y—LNLBEDsF
LOERBRE. Tz CB<1IZE,

o KB (51— ¥ &R tFa T4 —] (0.49)



35 YRAFLBDEE

YRTLZ (MIBIATZYH sysName) ZR/ET &, OV
THECYRT LABDRRENBELDICRBYE T BROYRT LEE
BLTOWBEERF BYRTAICERSBAZREL THE, ED
YRFTAICOTA Y LTOBDOA D DHAUP T RUEFITT,

1 FROIXYYFEEFTLET, FTRTR YRTLB%
[OSAKAJ IZBRELTL&E T,

Manager > SET SYSTEM NAME="OSAKA" .J ‘

2 JOY 7 kb [Manager OSAKA>] ([CEDYE T,

Info (1034003): Operation successful.

Manager OSAKA>

Fic, login FOV T HIHYRT ABHRRSNBDLDICRY
ESCIS

OSAKA login:

3 XD [3.7 REDRE) #RT LTS,

3.6 Y AT LISREDERE

FEBICREDFST (UP LA LO0YD) #REOEBICEHE
N

1 REOCBEZANHLET. AITE 2006 F3 26 B0 1365
B3 NICEDETLE T,

‘Manager > SET TIME=13:53:00 DATE=26-MAR-2005 .|

2 TROLOB XY E—IPRRSNE FEFEHbEERET T
Io

‘ System time is 13:53:00 on Saturday 26-Mar-2005. ‘

ARBOREFZIE. [SHOW TIME] THESRI B LN TES
Io

Manager > SHOW TIME .

System time is 13:54:18 on Saturday 26-Mar-2005

[SET TIME] DXV R(& SHICL>TNvOPYTENicU P
BALODYVOICHLTETSN HREBRRA VFOA 7BEH
mLE T DIz [CREATE CONFIG]) OVYY R TR N D5
EROUTHCRBREhEE A,

NTP 7O R JWICL> T NTP H—N—CBEBZEBIBELT
TET, FLLE Tz lBLILSL,

IOVYVRUDPLUVR [BA - 8E) O [NTPJ

0

I
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3.7 REDREF

ADLIEIRY RRICIEBICERTSNETH IV FICK > TRE
SNICABRSVAA LAEY —LICHB 12D, ARHROERRA vV
FOAZH, BRIV FORTTEELTLEVE T,

WRAEOFREEZ, FIARFEFEDNRD—RPIRT LARZ%, RODIE
BFICBRTBIDIC, REROGU TR T2kl 75V
VaAXEV-ICRELTHEX T,

[CREATE CONFIG) DX Y R SY&RALAEY—LICFEET
SMAEDHEANBTD S, [YOREABTEZEVYEILDICADLEBH
NFRBRVW—EDIYY R (ROVT ST 2A) ={ERL. 7
SVYaAXEY—ICREFELE T,

0ld password:
New password:
Confirm:

Manager >

/
Y=V E=ZF)

‘ea’te config=testo 7. ore
S

OVVRICEDST
BHESNICAB

SYRALAEY— IoVYaXEY—
(RAM) OPAIWIRT L)

3.7.1 R U T hOERERTE

1 70V 7L T. [CREATE CONFIG=filename.CFGJ 3
NYREANLET, COBITE. BEROY T+DT7 71 VR
% [test01.cfg)] ERELTOLE T,

Manager > CREATE CONFIG=testOl.cfg .

FEROUT DT 7 BICIE, BS [ofg) EODHETZE
DH&ET. Z7MIBEREL T, 16 XFDADRK+BNT
ENATY [-] DMERTEEY. ALBOT 71 VHBHCHE
ITBHE. LFEESNE T FELBVRERE. FRICHEmRSN
EN

2 J7PAVHELLHERSNIEIEEZERLTHEL £ Do

[SHOW FILE] DYV RT. 72724 VBN YR ERRSNET
(74T A REBRIEFE—AITT),

30 | icE - REDIRTT - BiLs)

Manager > SHOW FILE ./

Filename Device Size Created Locks
54281-04.rez flash 4857208 09-Nov-2006 16:22:18 0
config.ins flash 32 10-Nov-2006 11:32:55 0
feature.lic flash 39 09-Nov-2006 16:24:48 0
help.hlp flash 75892 10-Nov-2006 10:08:39 0
longname.1lfn flash 17 10-Nov-2006 10:10:17 0
prefer.ins flash 64 09-Nov-2006 16:23:03 0
release.lic flash 32 09-Nov-2006 16:23:01 0
test0l.cfg flash 2952 09-Nov-2006 16:46:10 0
test02.cfg flash 2352 10-Nov-2006 11:30:24 0

FEROUT MG, TFERARTPAVTY, [SHOW FILE] 3
RYRTI7ANVBZIEETDE, ABERDIENTEET,

Manager > SHOW FILE=testOl.cfg .
File : test0l.cfg

1:

2:#% Command Handler configuration
3

4:# System configuration

5:

6:4 TIMEZONE configuration

7:

8:4# Flash memory configuration

9:

10:4 LOADER configuration

11:

12:# User configuration

13:set user=manager pass=3af00c6cadllf7ab5db4467b66ce503eff priv=manager lo=yes
14:set user=manager telnet=yes desc="Manager Account"

15:

16:# TTY configuration

17:

18:# ASYN configuration

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

[AN=R] N—%#BFBENRO0—-lLL&T, [Q) +—%
HIERRERTLET,

BEOREH RO Y T R TEMEL TOWBAARERICH LT, BEEEBIOL
fcE=(CIE FIB1 D [CREATE CONFIG) TEIED#REHRH Y T
FREEBELE T, BIAE. S¥E>1c testOl.cfg (T, T IP BHRA
EEBIOLISBEICIE. [create config=test01.cfg] TLEERE
L&,

TP BICBRITELNT. TFMIVYRT LR EDFLOEH
[ FREIBIZS,

A& [9T77AMIWVYRT L] (p.61)
T ONVRUDPULVR [ER-BR] O [RRESBS
TPAIWIRT L]



3.8 BRI U T hDIEE

FEHRHIEBHTBEE ARLICRERD U T RDRTENBLDIC
FELF T, REBBICETSNBIRERO VT O &%, [RER
SUTR] EOERT,

1 [SET CONFIG=filename.CFG] I¥ > RTicghro U T+ %
BELET, COPITIE. 771 Ib2% [testOl.cfg) EREL
TOWE,

Manager > SET CONFIG=testOl.cfg J ‘

2 INTRBRLU TFEBETEF LILBAREEESNTOSIEE
RO U T K& [SHOW CONFIG) DYV R THERTEE I,

Manager > SHOW CONFIG .

Boot configuration file: flash:testOl.cfg
(exists)

Current configuration: flash:boot.cfg
(default)

[Boot configuration file:] (FIRELESNTODEER O Y T
~2 74 )b, [Current configuration:] (FkegLicEERTL
fcROY TR 74T,

EE2DABIT [Current configuration: flash:boot.cfg) &3> T
VB0, EBRHY T ELT ltestOl.cfg]) ([FEESNTUL
BHEEBE TCHY, BREBSNTOBOI EARLTOET,

& [3.2 &£8) (0.27)

KER7EFLET BITER.

3.9 By

RDIDHHBYET,

* RESTART ROUTER O¥Y> FD AN
* RESTART REBOOT OIXY FDANR
c BRRAYVFDAD /XY

( RESTART REBOOT ) ( )
WEAY RESTART ROUTER

N
S2EWT A
DEFT

|

IP—LDOITFD
FABERTT

v v
CHABORE
MBIL

wLE}ROUTD
FIHAHERTT

XERENR ST
BEIEE

A4

B 39.1 J—bky—5U2R

RESTART ROUTER O¥~ RDAAH

VIO PERY Y hETOET (DF—LRAT—K), R
SUT M ZRABL TRELZDIMELET REROU TR

[SET CONFIG] OV RTHEELET ),

28R o U Jk (filename.cfg) LA ZEBLICBEIC. DIV

Fz@ERLEd,

1 JOVTRPRRSNICRET, FTROLDICAHLET,

Manager > RESTART ROUTER .J

2 login JOV T hH'RRSNICH, BREIFTY T FLTIE

BB AVE—IITKY [testOl.cfg) NFAMAFNIT EDERR

SNTLET,

EE - REDIRTF - BicH

31



INFO: Initialising Flash File System.

INFO: Executing configuration script <flash:testO0l.cfg>
INFO: Router startup complete

login:

RESTART REBOOT O¥~ RDAAH

RO [BROF 7/ F2] EBLEFEZFTSIVYRFTY (A—ILR
A=) N=FDIPHICU LY FEh. BEZHT X FDETT.
77—LDI7%ED—RFUICE BEBROU T amididd, REIR
SUTFORBICKLDEEEZRIBLETARRD I 7—LADI TP %
N=I3vPyvIUILREE. COBREEETLATNERY &t
Huo

1 JOVTRPRRSNICRET, FTROLDICAHLET,

Manager > RESTART REBOOT ./

2 login 7OV 7 h AR IcH. BREEIFTEY TJ. F2Tld.
BEXvE—ICkU [test0l.cfg]) HrAAFNICT EDERR
SNTLET,

INFO: Self tests beginning.

INFO: RAM test beginning.

PASS: RAM test, 32768k bytes found.
INFO: Self tests complete.

INFO: Downloading router software.
Force EPROM download (Y) ?

INFO: Initial download successful.

INFO: Initialising Flash File System.
INFO: Executing configuration script <flash:testO0l.cfg>
INFO: Router startup complete

login:

EEFEDAT /X

AHEHRDERRAAVF A TICUILE, AVICLET N—FDI P
HICU Y bsh, BESZWT A FOERT. 77—ADIP20—F
Lic# BEBRO U T hemdidd RER5 U T FOABICK D)
EZBLE T ARRD T P — LD I PEN-I3 VPV IS
Bld COREEERTLEIFNERYEEA.

1 FAHROBRRAVFEFIICL&ET,

2 LIIBLFo>THHE, BRRAVFEAVICLET,

3 login JOV 7 hHRRSNICS, BEBIITT T,

32 | iH - REDIRTT - B

HEBID SER

PPPOE [C& > TTONAZ—EHMLTLBRE. ARRDFLE
[, PPPOE O#EEAEILL TLBWRE TG > T IEE W T
DMEIILICE X THRELTLE DL, PPPOE DEFABFORET
FBOELTLEDICHD, TONA X =Tk > TRIEHRBDRENE,
LIS OEBHEHRH TER<BDENHBYET,

1 [DISABLE PPP] YV FICL 2T, e ELEMLE T,
FL<IE FREIBLLZELD,

AF [PPPoE vy 3V DFEICL BT (p.122)

2 EEAA VFOA TP, [RESTART) IVY RARFLTL L
=0,

3.100979

AHEBOBEMET LIS, ARRHS05P7IRLTBEV I
DITPEETLET,

1 ROTOVT EPRRSNICRET, FROLDICAALET,

’ Manager > LOGOFF .

2 INTOSG7PDORPREYTI OFP7D IV YEREL
[LOGOFF] OfHUIC TLOGOUT] * [LOJ THLIRETT,

BEVIZrDI7 QY —IUA—ZIF) T T
BDHEIC. BITOIFPORLTLIESL, OIPOE
TREVILDIPAKRYITBHE. IVY—)LA—=
F IV BRATE B TEManager UNVIERR%A1825C
EDNTEFT, EFa VT —DIHIC. BTOTF
DELTLIEE0,

AR

3.11 &Lk

KERBEF FEDTTFETRIELE T,

1 AHBICOTAVLTVBRER. OFPDRLTLSIEE W,
2 KEROBRRAAVFZA2ICLET,

3 INTHEBEBFELELE LI



3.12 CBARKOREICRY

CEABDOREE, I8HEEMBICH L TRED F > fc<shTO
BOREICRI FIRZSHALE T

1 Manager LNJUTOSA4 > LTLIZEW,

3.130O0vI7I9 RENTULEOfeEE

VYV —=bR—=ZF)V&EIZE Telnet (L& > TARRBICOT1 VTS
EE BLI—Y—BTNRD—F%z&ERLT 5 @BFRASE. T
DAY E—IPRRSN, LESKOFOSTA Y TER<aUs
EE

login: manager ./

Password: &ErRshEta)

2 [SET CONFIG=NONEJ IV RIC&KY, #iFIcRER S Y
TEHRAAFNENEDICLE T, il &E [3.8 ©2ghR
SUTDIEE] (0.31) #IELIZS0,

Manager > SET CONFIG=NONE .

3 [RESTART ROUTERJ ¥V RZZEFTLTLIZE L, RED
(& ’BROU T hERMAFEOVRETHE SN, DEED
FOIC0TPORLTLEVE TV T DT PRICIE AL
DREERQYF T FILBBHRNMRELICRERS Y T~ FHI
BREnTOE A

Manager > RESTART ROUTER ./

login:

[RESTART REBOOT] OFETH, BRRAVFOAT / A
LK BBREZTE>TENEOLEEA.

4 Manager NV TOTA Y LBHBELET NRD—=REF 7+
WHICR>TOET ),

login: manager ./
Password: friemd J (ERSNFTA)

5 REROGUTEOINRTZHIRZT 5. TEICTEBABDOREE
BYUET, 7BV EDUEDEBELTELEVLEEA
N DANWRA—F [*] Z2RAIOHEFITT,

‘Manager > DELETE FILE=*.cfg ./

@ REROUTE (CFG) ZEBRLTLED &, S8

S MRELUICRERTE(CEDNE T,

login: manager .|

Password: ErRshEtA)

Info. This device is locked out temporarily
(login-lockout) .

109 (FZ7x)VE) BMBBTBE0VHTP D HEMReh, BOD
TAVTEBLDIIRBRYET (BROF T / AV ZFRTINI. BIBF
[COVOTPDRRERRESNE D),

AHBICERSNTVBL—F—TPAOVHIHIT B ORI
[SHOW USER] VY RICK 2 THRRIBIENTEE T, FLT
(&, Tmanager] ICLBFPOERM>E2AEE0T1VICHIN 50
ERLTOE T,

Manager > SHOW USER .

User Authentication Database

Username: manager (Manager Account)
Status: enabled Privilege: manager Telnet: yes Login: yes
Logins: 2 Fails: 5 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

Active (logged in) Users

User Port/Device

Login Time Location

manager Telnet 0

14:12:36 26-Mar-2005 192.168.1.101
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3.14 RERROKRT

F<@EMIB [SHOWJ DYV FERLET. BANLORSY—
Ve CEADBS. HIAR 66 TICRESNICBEY 7 DI 7%H
BODIEE. [SET ASYN=asyn0 PAGE=66] #ZT7L TH< &,
R I T [--MORE--] 'ERRENBLDICBYET,

[SHOW SYSTEMJ XV FIE Y RT LADEMBVRFERERRL
NN

Manager OSAKA> SHOW SYSTEM .

Router System Status Time 11:49:55 Date 10-Nov-2006.

Board ID Bay Board Name Host Id Rev Serial number
Base 275 AR415S 0 M1-0  DI1AS67022
PIC 205 0 AT-AR021(S)-00 PIC BRI(S) 0 M1-0 61095207

Memory -  DRAM : 32768 kB FLASH : 16384 kB
Chip Revisions -

SysDescription
CentreCOM AR415S version 2.8.1-04 02-Nov-2006
SysContact

SysLocation

SysName
OSAKA
SysDistName

SysUpTime

50858 ( 00:08:28 )

Boot Image : 415101t0. for size 720704 22-Jul-2006
Software Version: 2.8.1-04 02-Nov-2006

Release Version : 2.8.1-00 23-Jun-2006

Patch Installed : NONE

Territory : japan
Country : none
Help File : help.hlp
Configuration

Boot configuration file: flash:test0l.cfg (exists)
Current configuration: flash:test0l.cfg
Security Mode : Disabled

Manager OSAKA>

[SHOW CONFIG) ¥V Rl BELBESNTLBRERO YT
FDT7AIEERRLET,

A& [38 k£#RHUT+DEE] (p.31D)
[SHOW FILE] OXYY & 77 AR RRRLE T,

[SHOW FILE=filename.CFG] D&LDICT7 7 A IVREEET D &,
7271 IVORBERRLEF T,

A& [3.7 REORE] (p.30)

[SHOW CONFIG DYNAMIC) IXYV RiF. SYAALXEY—
(RAM) LOBERABTERRLET. REEZRO VTR T 7A)0E
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LTIRBIBHIC, COIVYRTERIBONMEFITI,

Manager OSAKA> SHOW CONFIG DYNAMIC .

# Command Handler configuration

# System configuration
set system name="OSAKA"

# TIMEZONE configuration

# Flash memory configuration

# LOADER configuration

# User configuration

set user=manager pass=3af00c6cadllf7ab5db4467b66ce503eff priv=manager lo=yes
set user=manager telnet=yes desc="Manager Account"

# TTY configuration

# ASYN configuration

# ATM configuration

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

[SHOW CONFIG DYNAMIC=module-idJ D& D ICHEEEY 12—
BEIEETBE. XOPAICFHRRSNE T AL SYSTEM,
IP. PPP. DHCP, INT. SNMP, TELNET, USER B EDMEE TE & o

Manager OSAKA> SHOW CONFIG DYNAMIC=SYSTEM .|

# System configuration
set system name="OSAKA"

# TIMEZONE configuration




4 ERTEDTH DR

VY= bR—=ZF)V&cE Telnet TARBICOTAVTBHI &I
FYU, AERICHTBDREZHI CENTEE T AR T, RE%E
IO Y FANICET SEANRIEIDE IV FODE
VI EOIPRBABESE (VA —T I —RBICDOVTHALF
Io

4.1 Qv krJO0tyY—

ARV RTOEvHY—F XEN-ROWHFE LY —a V& —
71— TY,

1—Y—HPARBR(COTrVTHE. IV RTOYH—FOTYV
RFDOANERIICHICIVYRTIOV T b ARRLET IV RS
DY 051V LTOBRL——DERLNIVE, YRT LR
PRESNTOBIDNENMNCE 2T, ROLDICELLFT,

*4.1.1

HERL NI YRTLBRELGL YRTFLRBEHUYO
User > OSAKA>

Manasger Manasger > Manager OSAKA>
Security Officer SecOff > SecOff OSAKA>

a. YRTLE [OSAKA] DFE,

%ﬁ AE 6 1—H—BBEtF+a1UT+1—] (.49
T AZE [35 YRTFLBDEF] (p.29)

|—:|7\/F

T 1
Manager > set system name="OSAKA"
L ) L

L OVR2
v rJoy 7k

B 4.1.1 a9 ROERE

I—/ \OA—B—

OXYYRIJOVIRICRLTIOY Y RAEANTSE, IV RTO
tyd—F IVVRZ@BTLEGTLE T, IVVRE OV RSB
(FTBEOF—D—F) ENSA—4— (KBEDF—D—FIZKEITS
F—DO—F) DM, AIN=XATXYY>TEIILFT,

NS AX="—(F, EBEOD [SYSTEM] OLDICBEFL-ROVEDE,
[NAME="OSAKA"] & >I_E (PARAMETER=value) %##D%
DHHBYFT,

NIA=R—DERT BHBE. FITLTANLIINTA—E—(CL o
T, BRONSA—E—DRESNBENDBYET,

%ﬁ AE DYV ROHE] (0.38)

IRV RANDERR
IVYRANCBE BABAEF EDF T

1 TTANTEB IV ROBAYLTHIG. RARXR—REBHT
1000 7% TY,

s ANV REBYNIX=R—(3, BBEIMMERATESEI,
BIZIE, [SHOW PORT]J (& [SH POJ. HELP SHOW PORTJ
(& THSHPOJ OLSICEBTEET,

B *# [ 70— FOBERE) (938)

s AVVRBPNIA—R—F AXF. N\XFZEFLEEA
N BELTHFIINEABDNTOSHEE. BEAXS I\XF
ZXRTBEABYET BIREE NRD—F, YRTLEQ
Eo

e OOA YV I—Y—DHERICK > T. T TEBIVY RBHER
UEd, BREOBIBEZEE. Manager LNV TITWVWET, &
F2YUF4—F—RTIE Security Officer L'NJUDIERHNE
TY,

AE [6 1—¥—8BBEt+a2UT+1—] (p.49)

s VYV EOHRE ANV FZANTBELIEEICRNET (T
S—=HRHND). BEBBREZTOVERHY F A
il AEREBRET D ERTEABIPEELELTLESDT, &
T RAOUTRELTREL, RBBICHEAMAINDLDICHRE
LTHEDRBFNERY & Ao

A& [3.7 REDREF] (0.30)
T AZ (38 RBRLUTDIBE] (0.31)

m AVES VS SVA At

IV REANL, ERCANTBHE. MInfol THEBXvtE—
PERENE T,

Manager > SET SYSTEM NAME="0OSAKA” J
Info (1034003): Operation successful.

4.1.2 ThX v E—Jf|

¥ YRFABHBESNTOBES (SET SYSTEM
X NAME), AHTHARTTHIE. YRFLABOTTHIZ
EXh mcnuzd,
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ANZTRREICKY, IV RORFTICERI B, [Error] TwE
BAYE—IPRRENE T,

Manager > SEG SYSTEM NAME="”OSAKA” .J

Error (335256): Unknown command "seg".

4.1.3 KX v =—If

IVYRFOETICERINLICY, BBET FRITIRINERDHFE
IBBE. [Warning] THEB A v E—IPRRENET,

Manager > ADD IP INT=VLAN1 ip=192.168.10.1 .l

Warning (2005267): The IP module is not enabled.

B4.1.4 BEXy £—Ifl
IRV RSAViRSE+—
VY RTOV T RMIHL TH—VUAERENTO S, IBD5
IVYREANLESELTUBANIEAIVY FSA Y EBL
F9. VYRSV TR ROLSBRMERBEERATEST. T

EOXRICSNT, [Crl/ ) & Cirl F—%3BLBA'D. [/] DED
F—EWIIEERKRLET,

K412 YV RSAVICBIFBmEEF—

HeaE VT iR DF—

- -

INVRSAVADA—YIVEE

Hh—=YIVED 1 XFEIR Delete. Backspace

BAE—F, EBEE-FOHYE Cul/0

A

ORVRSAVDEE Ctrl/U

ANhLIcOY Y RoBEA=HDIE t. Ctrl/B

&)

ANLUICOV Y ROBEREZ ED S L. Ctrl/F

ANLICORYY ROBEDINTAH  Ctrl/C

EZNCES) [SHOW ASYN HISTORY J
DAN

IRV ROBBEDINTEELETSD [RESET ASYN HISTORY
DADH

ANDBPOIYVREIYVFTER Ctrl/R

FOIVY FEEEXRRT D

TAB [CKDF—T— Rffi5E

IV EDANEPT [TAB) F—%#87 &, BEANPOF—D—
ReZ2R+—0—FERakDICHEL TINE T,

36 | ERE DT DERENGE

INVVESAVICAEANET, [TAB]F—%BLTHTIZS W,
ONYESAVORBF—D—FELTEHBED (Y ER) D
—BHRRSNET,

Manager > <TAB> (<TAB> [@ERcSNh&ETA)

ACTivate Cause an action to be taken immediately

ADD Add new items to existing objects or instances

CLear Erase memory (NVS or FLASH) totally - use with extreme caution
Connect Connect to a named Telnet or interactive host service or asyn port
COoPy Copy a file in NVS or FLASH memory

CREate Make a new object or new instance of an object

DEACTivate Cause an action in progress to stop immediately

DELete Remove items from existing objects or instances

DESTroy Remove an object or an instance of an object

DISable Suspend the operation of an object but keep its configuration
Disconnect  Terminate a session to a Telnet or interactive host service
DUMP Display the contents of a memory location for diagnostic purposes
EDit Invoke the built-in text editor to edit a file

ENAble Allow an object to enter its operational state

FINGer Send a finger query to the finger server on the specified host
FLUsh Force the queue of log messages to be processed and emptied
Help Display online help for the command line interface

LOAd Transfer a file from a remote server to FLASH or NVS memory
LOGIN Log on to the CLI and be authenticated as an authorised user
LOgoff Log out of the CLI, to prevent unauthorised access to the CLI
--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

RXrREED | BEICHSFHRLBE, [--MORE--] JOVIRH
KRSNETo [--MORE--J (CHT BEBEF—(IRDBY T,

¢ [AR=R] N=T, RO 1 RX=I%XRL&E T,
c[UA—=Y] =T RO1#772FRLET,
+[Cl =T RYIRTERRLET,

+[Q) T, RREPLELET,

@ [?) % [TAB)] F—THRSNBF—D—RFOPICTEF. ¥
R—FRFRIDEDESENE T, RAIEL T, ATV RY
77UV RICEHSNTORBOITY RpF—D0— N #EE
FYR—bRRIELRUET,

[s] Z#AALTI[TAB) F—%HLTHEL & Do [s] TWEBDF—
D—REFEEBFETBDOT, BHEOY R RDERRSN, IV RESA
VICIE [TAB) F—%3BLic EDXFFINBRISNE T,

Manager > S<TAB> (<TAB> [F&XRSNZFBA)

SET Change the values of existing parameter settings

SHow Display states and settings of all parameters and objects
SSH Use Secure Shell to log into a remote device securely
STARL Start the packet generator for diagnostic purposes

STop Terminate a current ping, trace route, or packet generator

Manager > s

[sh]&ETADLTITAB) F—%#g &, [sh](F#HsEsN T [show)
E73Y, [show] DREIC HFBIAN—X] HMBASNE T, #TS
NICF—D—RORIC [EBRXN-R] M'BASNB5HE. Fmcsh



FeF—D—RICREBIBDF—D—FIRBETH B EZRBHLE T,

Manager > sh<TAB> (<TAB> [F&RRSNFTA)

Manager > show

CCT&IC [TAB) F—%3F &, [show] DRICKBZENTE
BF—D—RFOINTHRRSNE T,

Manager > show <TAB> (<TAB> @&ZRSNhZEtA)

ACC Display information about calls, scripts and domain name

ADSL Display information about an ADSL interface

ALIas List the currently-defined aliases for long command sequences
APPletalk Display circuits, counters, DLCIs, filters, ports and routes
ASYn Display asynchronous port settings or counters

ATM Display information about an ATM instance or channel

BGP Display peers, routes, filters or other BGP information

BOOTp Display the current configuration of the BOOTP Relay Agent
BRI Display information about the BRI interface configuration
BRIDge Display information about Bridge operation or configuration
BUFfer Display information about the memory buffers currently in use
CLASSifier List the packet-matching rules and the packet types they match

CLNS Display Connectionless mode Network Service virtual router info

COMmand Display the interactive command history

CONfig Display the configuration file that the unit currently uses

CPU Display information about CPU utilisation

DEBug Display settings and counters that are of use to customer support
DECnet Display DECNET routing configuration and status

DHCP Display general, client, policy or address range information
DHCP6 Display client, counter, interface, key, policy, range or server
--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

Q) #—%#®L T [--MORE--] 7OV +%3kRIF. lcon)] £TA
SHLT [TAB]) +—%#7 &, [show config) &BUEFT,
[config)] DRIC [FBAIN—R] [FEASNE A [FHBIN—
R PBASNB OGS, DYV RELTANTETHD EEB
L&Y,

Manager > show con<TAB> (<TAB> [d&RRSNFTA)

Manager > show config

UE—2F—HBLTHEL LD, [show config) TV RART
SNFI,

Manager > show config

Boot configuration file: flash:test0l.cfg (exists)
Current configuration: None

LD L7AHS. [show config] (FFEIBEDF—D—RFARD &
PTEET, ENEERTBICE. [show enfig) DRIC [FHXR
N—=R]J #ANDLT. [TABJ) F¥—%#BLZFT,

1B & L CIDYNamicl & [<enter>HAFRxsnE 9% [<enter>)
(& [show config] MRTEEGKLF T,

Manager > show config <TAB> (KXTAB>EF&RRSNFHA)

DYNamic

<enter> Process command as 1s, as long as required parameters are present

Manager > show config

[d] #XHLT [TABJ F—%389 &, [show config dynamic) &
BRUET,

Manager > show config A<TAB> (<TAB> [dXRSNh&xt
)

Manager > show config dynamic

? ICKBF—TU— RORMBORT

[?) & [TAB)] ODBIEEISBTOERT D F—D— FDOWHTHEE
ERICT, BHEBDF—D—RFORROHZTVET,

BEANPOARZLRF—D— FHIEROE#HEZHDESE. [?) &
[TABJ BE—D##%HTY,

BEANPORTEBF—D— FOEHIOEDDHRSE. [TAB] &
F-DO—Fe@TlLETH. [?]) FREFERRLET,

Manager > show con? (? [FXRSNFHA)
CONfig Display the configuration file that the unit currently uses

Manager > show con

[TAB] TELEHKTI N XFIDEET [?]) F—%28BTHE
YFFDRICHEBIN=R%EANT [?] F—%BTBEDOEEDE
VICTERLIZE V. XFFIDBERE TIE. XFFITIED+F—0—F
DEFEZRLETH. XFFIOBICHFEIN-RZANDE, RD
NIA=—R—ERBF—D—FOEHEERRLE T,

INSX—5 —DIEDFHADRT

F—O—F NSX—=4—-) & BZBMBLDHDBYET. F—
D—FORIC [=] #ANLT. [TAB] &fcld [?) F—%HF &,
XDNSAX=R—DEBEDOHRBHIRRSNE T EICHLTEL
[TAB] D#serER>BIE £ Ao
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Manager > show config dynamic=<TAB>

(<TAB> [FFRmen&th)

FRamerelay PPP APPletalk IP IPX SYN DECnet X25T X25 Q931 LAPB TEST

LAPD STT TCP ETHernet PERM BRIDge FLash TELnet SYStem TTy ISDN MIOX BOOTp
NTP BRI PRI ASYn POrt USer ACC LOAd INSTall OSPF RADius GRE TRG TRIGger
SCript TDM FIle LOG PING SNmp SCC SA SYNcc NAT CTI IPV6 L2TP ATM HOSTMib
DHCP INTerface ENCo STAR SSH RSVP FIREwall MAIL TPAD IPSec ISAkmp FINGer
HTTP RlMon VRRP VLAN PCI GUI CLNS PKI LDAP PIM DVMrp CLASSifier SWItch BGP
LOADBalancer LB PIM6 SSL VOIP TACPlus SKEY UPNP DHCP6 PORTAuth ADSL SQOS
SLM LLDP WANLB SHDsl

Manager > show config dynamic=

F—U— FORER

F—O—FE —RICEIITE2HEARNTEBWBIRETT, [?] P
[TABJ] F—TERRSNBF—D— FORIFDOEHDE8EL =L
9. BIRIL [FlLash]) (& [FL) &BEETRETI .

aX Y ROFEIASN

CREATE. ADD TOV¥Y F(d CREATE & SET. ADD & SET @
HHEDLEEE>THEITBIENTEE T,
BAL CREATE Ti8E 3 TF2DOIVY R

Manager > CREATE PPP=0 OVER=ethO-any
BAP=OFF IPREQUEST=ON
USER="site_a@example.co.jp"
PASSWORD="jK5H&2p"

LQR=OFF ECHO=ON IDLE=ON ./

B 4.1.5 CREATE TH&E B RVLIVYV KR

RDEDIZ. CREATE & SET T Z3TICHEILTAANT B ED
TEFEd, CDBE, [SET) IXYVRTEEFTLTADLLE
[CREATE] DX Y RDNSA—=A—%EELRBFNERYZEA
(FE&ETIE Tppp=0] * [over=eth0-anyl).

Manager > CREATE PPP=0 OVER=ethO-any
BAP=OFF IPREQUEST=ON .|

Manager > SET PPP=0
USER="site_a@example.co.jp"
PASSWORD="passwd_a" .

Manager > SET PPP=0 OVER=ethO-any
LQR=OFF ECHO=ON IDLE=ON ./

B 4.1.6 CREATE. SET THéEl
IVY REREILTANT BROB/NS XA —XDIBEZDFMBICD

OWTR BHAR—LANRN=IBED [TV FU TP L2 R] #TBL
rZEle

38 | ERE DT DEREMNGE

4.2 O RD5%#E

FEHRBE BECHEZERRISICOIC, DIV RPN
A=R—ZHR—FLTOET, IVVFE BETCRBEIVVF
& ETIVYRIEREFBIENTERT (IVYRICK > TIFHE
ICRE|TERBVLEDEHYED),

EREIVVR

®FEITY KRG [CREATE CONFIG) I RORFICE YR
ENBRERLUT L7741 VORABE L TRESNS D, F135
FEROUT TP VHREENEEE, XORTICH L THEEB%ES
AET.?

BREIVYEDRLIE SURMLXEY—LICBBASNTOLS, &
HROEEEHHT BICODEBOT —TIVOABEEELF T4
AL TADD IP ROUTE] OV Y RIE W—T 1 Y OT =TV %EE
L. Ny bOEEZHRELE T, &fc. [PURGE IP] DYV R
IPICEET B INTORE=ABRLE T,

FHEIVY R ABICEL 2 TROKDODDREIVY Rz HEH
BT BLOTEHELBIELHYET, ARNQBREIVY RIS
& UTFDEOBEDHBYET,

ACTIVATE

DEACTIVATE
[ACTIVATE] & I TICRELTLBELD%ZERICEHESES
JVYY RTY, [DEACTIVATE] (& TACTIVATE] IYY R T
BELTOBEDZEDPIE IERMBELETEIVYRTY, AIX
(3. REFHDEFEICH T BRI, 25U T HDERTH
BMYUPDRETERALET,

ADD

DELETE
[ADD] (& BEEDT— 7B LICEHREBIN. FI-3BERTS
INXYYERTY, [DELETEJ (& [ADDJ TemL 115k Z kR
TBHIXVRTI, AR A& —7 T —RDBIPHIER
W=7« VOEROBIOPHBRICEALE T,

CREATE

DESTROY
[CREATEJ & BELTORVEDEERTEIVY RTTS,
[DESTROY] (& [CREATE) THEBILICEDAEHIBRT STV

% 2 [SHOW CONFIG DYNAMIC) I RICHLTEE#T
e
P i3 eI AREITV RS, ADD ThED. ¥
&t CREATE T3 HE. ARRICHH HHEDS
EIHELTOET,

=%



Y RETY, BIRE. PPP A >A&—7 11— RO PHBREFTL
Y,

ENABLE

DISABLE
[ENABLE] (& BEBEOEDZEBEMLI B IV FTI,
[DISABLE] (& [ENABLE] TEMELICEDZEMICT ST
YYRTIHRE EV2— AU R—TI—RBEDEH
b, EpLETOE T,

PURGE
[PURGE] (& EELICEBA2HEEITSZIVVRTY,
BIAF. TPURGE USER] (& [manasger/friend (ZZ# U K) ]
DS, BRI - —18HR=INTERRL & T,

SET
[SET] & T TICHBAEITBNSX—K—DRE. BN, &2l
BE%TDINYETY, [SET] PRBNSA—E—ICL>T
(&, TADDJ % [CREATEJ DX Y RORTERTHHINIE £1T
TERWIEDHBY &I,

FFIATYUR

£7IYYRIF. [CREATE CONFIG) O% Y FOEMTICKYIER
SNBRERV VT T 21 ILORBE L TRESNEE A,

ERFIVVRE OF0Y, OFP Dk, TELNET, NVTORTR,
7P AIICHT BIRE BEDTALREDLDQRIVYRTY,

FTIVYFZERAIBHIC. REIVY FICE 2 THED UDHRE
LB<TERBEBVIEEHHYE T, RRNBETIVYFICE ML
TRESBEDIHBY &Y,

EDIT
THFERARITAR—%EEHITEHIVVRTIT. OV RICEK
U, lcfg)] GRERSOYTR2741)). [scp) (ROUT+T»
M) #EFRETDENTEFRT,

ARE [6 TFRALIF«&—] (p.565)

HELP
FYSAUNNTZRRIBHINY ETY,

AE [43 FV ANV T] (p.40)
LOAD
TFTP 4 —/N—* Zmodem 3 kY., T 71 U REBICH
HYO0—RIBIVVRTY,

AEMOBE? 7 VONVLHPY TEYR KT
(p.65)

LOGIN
004V I3V RTIRNI—HF—TOT1 Y LBHIT&
EREITERLET,

LOGOFF, LOGOUT
075+ 9%3YYVRTY,

A& [310 0575k (p.32)

PING
BELIBFHOSDNE=ERITSIVY R TI,

A& [8.1 Ping]) (p.59)
RESET
[RESET] (& BEABREFLETIC. RITPOEEZPLEL,
FLOHEPUET (UtvETH) IVVRTY,

RESTART
AEGEBREI DIV RNTI,

AE [39 Fe#) (.3
SHOW
[SHOW] (& SBEATZEDSBDEREEXRIBDIVVET
EE

STOP PING
[PING] ZplET 5V RTY,

#&Z 8.1 PingJ (p.59

TELNET
[Telnet] #7935 IVVRTT,

AZE [7 Telnet #E>] (p.57)

TRACE
BEDHL—R%ERTIBZIVVRTT,

A2 [8.2 Trace] (p.59)
UPLOAD
TFTP #—N—% Zmodem B2 EC KLY, 77 bEH—/N—
OAVE2—R—AFPvIO0—-RIEIVVRTY,

AEORBE27AMVONVHLHFPY TEYRKT]
o (p65)
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43 XS4 INIVT

AERE, AV IANLVTH#BHLTOFE T, I ROBED,
IRV RPBYBENSA—A—EXDEEANVI-OESITTH
BLIEE0. AV SAUNNUVT G O V#OTOVTRIHLT
BATE£Y, Manager LX), User LN)VTERRSNBANI
TORBHERZYFT,

TJOVTRCHLT, [HELP) ZANTBE ANVTD Yy TEE
DNERRENE T,

xr@EED 188 (2417 CHTE5BLBE. [--MORE--] 7O
VI RBRRSNE T, [--MORE--] (CHT BI2EF—(FRDBY
TYo,

¢ [AX=ZJ N=T, RO RX=I%ZKRrL&ET,
c[UR—=2] F—T, RD172KRLET,
«[Cl #—=T. BUIRTERRLZET,

+[Q) T, ZRRZEPLELET,

kY TBEORABH S, SHICRRUICOWEBEZBEL&T. ANV
TYVEBENMERTE T (KXZOEND. RAERAALBHNE
BERONFHNTY), BIRE HO) #ANTHE, R - BRIC
BEIBZYIAZa—HRRSNE T,

Manager > H O .

Help Operation User

Help Operation Authserver
Help Operation LOAder
Help Operation Release

AR4158 £ T4 YANT - v2.8 Rev.01 2006/11/09

R - R
Help Operation SYstem VAT kL
Help Operation Filesystem MEEBL 77V YATA
Help Operation Configuration AVT4Gb=Yar
Help Operation SHell EESd v FA A

7y7a-K-4yrO-F
PPALEY

Manager > HELP .J
1RA15S £ T4 UANT - V2.8 Rev.01 2006/11/09

This online help is written in Japanese (Shift-JIS).

AVTIRRO My TERAL TV ET,
ANBAXFOBAEGTHEVELS A ("HELD OPERATION' | H 0" LBET]),

Help Operation B - g8
Help INterface {08-71-2
Help ISdn ISDN

Help Tdm Rk

Help Ppp PPP

Help VLan VLAN

Help Bridge FNyIvg
Help IP Ip

Help IPMulticast YNFELI D
Help Firewall T7ATIE=)

Help VRrp VRRP
Help Dhcp DHCP #—=/\—
--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

E4.3.1 [HELP] O#R

40 | EEDT D DR

Help Operation Mail X—JkfE
Help Operation SEcurity X171 —
Help Operation LOG oy
Help Operation SCript YOLPAN
Help Operation TRigger WhE
Help Operation SNmp SNMP
Help Operation Ntp NTP
--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

K 4.3.2 [HELP OPERATION] Df&E%R

BICBEBARIRT B, ZHBEDNITHRRESNE T,

Manager > H O SY J

AR4158 £ T4 YAINT - v2.8 Rev.01 2006/11/09

BR-ER ) YATA

DISABLE HTTP SERVER
EDIT [filename]
ENABLE HTTP SERVER
HELP [topic]
LOGIN [login-name]
LOGOFF
RESTART {REBOOT|ROUTER} [CONFIG=(filename|NONE}]
SET HELP=filename
SET SYSTEM CONTACT=string
SET SYSTEM DISTINGUISHEDNAME={dist-name|NONE}
SET SYSTEM LOCATION=string
SET SYSTEM NAME=string
SET SYSTEM TERRITORY={AUSTRALIA |CHINA|EUROPE|JAPAN |KOREA | NEWZEALAND |
USA)
SET [TIME=time] [DATE=date]
--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

4.3.3 [HELP OPERATION SYSTEM] DO#&R




44 A425—=T1—2R

WRBAVR—TI—R TRIUVIOBAVE—TI—R RV
D=V R—71—RCETBHMBEEZHALE T MBOHSIC
ENUN \SDN BRARICEFL<MNEITA, 1VE—T1—X(ICE
I3, TROHARTRE BT,

%ﬁ OARVRUTPLUVR [AVA—T1—R] - [HE]
A5 —T 1 —ADMEEIES

FEHRBOAPEZY 7 EDIPHICRSE, TRIODELSICBYE T &
HBICHITBRER & MICUET 2WEA VA —T 1 —RDEIC
SETEFPREBAUAN—TI—REER IVVRICE>TEAEDH
BIEICE>TITLET,

Ry NI—5E -
ﬁ (PVBIEHH— NFRTT)

ADD IPV6 INTERFACE

ADD IP INTERFACE

FUVIE
//7

CREATE PPP

BRIDGE

ADD BRIDGE PORT

CREAYE VLAN

ADD VLAN PORT
YIRS
SR L2TP
ADD ISDN CALL  CREATE TDM GROUP ADD L2TP CALL
wERI/F | ETH m

ARD21 V2

LANIZ A v Fik— b

BB

44.1 45 —7 1—ADEBEE

REBEMEI VR —T 11— ((R—F) T, RERBICAED LAN
BIR1vFR—k (PORT). WAN I Ethernet /R—  (ETH). PIC
NACEBTHEY 21— VELTERESNSE BRIDDYF T,

DL YBA VAT 1 - REHRSNTOBIOREHHET DYV
DI PEI2—IWVTY RAVFR—b. Ethernet R—FDH
BIIHFICREDREN GV ID., BELBETEEELEZ B A BRI
VA—T I —XTISONMBICHER T 5 & S FREHFRZELBHRIT D

ISDN £V 21— %, ERRICERTHESERMLROY FONE
%112 TOM TV 21— %FEVWE T, CZETH OSI ETVTOH
EEICBILET,

ORHEEY 2 — LD EAIC<ZDH,. 0S| BRETIVDE 2 BIC
BIBT AV VOIBAVA—TI—REY 21— )UTTAHRTIE
VLAN, Ethernet, PPP @ 3 @A HR—kLTWOET, COBT
(3 BRBEY RE D L—LAEEIENZBAICEHAIIT. B—O
(F=RU>VH) LTOREAHMLET,
Ethernet 1 > &2—TJ 1 —RgWBBET -4V oBH—kEB >
TOB1c., BICKEDHBRIEHY £ A LAN BIRAvFAR—+
(& CEARORET2KR— b vian1 (VLAN default) (CFFEL
TOFETH. VLAN ZBIERT D EICK > TEERDIIV—TIC
PNETBENTEF I, VLAN DRE(E. CREATE VLAN OV YV
R, ADD VLAN PORT OX Y RTTWOWE T, PPP DBE .
[CREATE PPPJ) ONY Y RTHRNICA >V A—T T —R %R L&
Fo CDEE, A VA—T—RELT, OFHEEY 2—)UDH
IR VA - T —RAEELF T,

F—RUVHBOLIZR %3 BICH-dRYFD—SBJOR]
VDAV R—D T —REV 21— UHMIBLF T ABRTRIPUPYA)
EIPVE Y AHR—FLTOET, RY FD—HBAVA—DT—2R
(&. [ADD IP INTERFACEJ TADD IPV6 INTERFACE] J7 Y F%
FoT, F—RYVHEAVA—TT—RLITBI0 (ADD) T35
ERUET,

A9—T1—RZ

AVR=—TI—RBF AVR—T 1 —ROBFERIBIR (ETH.
BRIGE) IC, AVR—DI1—RESEDHFILELDTY . AHZDY
BAVRA-—DI1-RE ROAVE—TI-REEEHH5ET,
K44V YBAVI—T1—R%
WA R-T1—-2R

AVA—TI1—RF

port1
. port2
LAN XA wFR—+
port3
port4
WAN 8 Ethernet 1 > &2 —27 1 —2X eth0
(F—=2UVoBE—)
BRI 1>%&—71x—2R (AR021 V2) bri0

T—RUVOE R 1VA—T71—RDESIE. [CREATE
PPPJ. [CREATE VLAN] YV RTEELICESICBUE T, &
SEBEDHEEATERICENE I, BFELTONSIRICEYS

*4 IPVB [FHR—FPETT,
=7}
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T#H9™5, f=#2L. Ethernet 3B 1 Y A—T71—ROBESLEAL
EBUET,

KA4425F—5VVIBAVY—T1—R%E

AVR=T1—R BRIDA
PPPAYAR—D1—2R ppp0 73 &
VLAN > 5—=21—2 vian1 @&

WAB ] Ethernet 1 > &2 —271—X eth0
(BB E—1)

WgA(>59—J1—2R
REQRTEATAR YIRS VA2 —T T —R (. UTOIBETT,©

* LANRIR1 v FAR— bk (port)
« WAN 4l Ethernet ¥ > & —27 2 —2X (eth)
*BRIA>V&—T1—2R (bri)

MBIV E—T 1 -3 ARG ESBOREERT BICOOERO
(R—F) T VIFDIPHICRDE, A—bEHETERSA
N=E%ZBATHY, LEOEHERMEEY 21— bPT—RU VOB
AVR—TI—RCH—ERZRHLET,

LAN IR o w FiR— b

AERD LAN |llE 4 R— D 10/100M Ethernet 2w F(C
BoTHY, BEOIVE1—A—ABHEITEEHNTEET,
INBDAR— kI port! ~ portd (BRFAR—FBES) &>
BRITERLF T,

CBABORETIE. INTORA Y FR— D [default] &
W5BD VLAN (vian1) ICFEL TWOa1cwH, B/ED VLAN
ERBELBVLOTHNZ, HIC VLAN OREZEHT BLE
FdhYFtEA. T2 MREDE &, LAN BIR1vF24%
[vlan1] EWSRBEIDT—RUVOBAVAR—T1—RELT
TOIEDNTEET,

5 7YV RTIEESNS AR02T V2 DA Y A—T T — 2%
[brioJ (& [SHOW CONFIG DYNJ 3% ROER®.
EYRN [CREATE CONFIG) I RTHSEN-RET 71U
Tld. Tbay0.bri0) D&>CBmENE T,
Ffo. Teth=0J. Mbri=0) O&>IIESNI/NS A —
R—(&. Teth=eth0J. [bri=bay0.bri0)] O&LDICEMS
nxd.
6 ABBIE. COENCEBBRYUPIAVA—TT—2R
(asyn) 1 R—FERBLTOETH. BR— k@I
V- VEGERE B> TRYET. EFLBEAEGLT
DRy kD= HEEFHR— R LTHYEE Ao

42 | EEDT D DR

LANBIIENT B LIBDFRE (P 7 FLRDEUHBTEE) (3
BLDRA Y FR—FTREIEL RA W FR— hERRAICVLAN
AVA—TI—RICHLTITOLE T,

WAN {#] Ethernet f ¥ —J 1 —2X

WAN @ Ethernet 1 >4 —2 1 —X (3. X&ER% Ethernet (C
BRI BN YR —T 12— TY, [ETHO] EWLWH>RF%
Fo>TLET,

DAV E=—D1—REBRIBICHIO T HRELBLTEFR
S5RVEBEHY EEA. OBV E—T 1 -RERBY,
Ethernet FMEBEHN ST XUV HE (MAC 8@ &T%D
N—FBRUETH B, BELUICLAVP—3 A& —T1—
2 (P, IPVB) ZERT B ENTEE T,

Fio. DA VA—Tx—RI(&E Ethernet EDFHIZH TR <,
PPPoE (PPP over Ethernet) ICL 2 BEICELERTEET,
PPPoE (& Ethernet =T PPP (Point-to-Point Protocol) % &
BY3coO70RIVT. ADSL BEDTO—RNY RY—
ERXTLEL<ERSNTOET,

BRIAV5—J1—2R

BRI (Basic Rate Interface) >4 —27x—X(& ITU-T A
ISONDI1—%— - @1 VR —T1—RELTEDIC I A VER—
TJI—AD>6, BERAVA—T71—2 (1.430) &TENDE
ICEMLUIcA V2 —T 12— XTI BRI E WAN #EHRADT >
K2—271—RT. ISDN # (INS64, 2B+ D) . EE® (64K,
128K) & DITBMICERTEE T M VA —T7 2 —RXB(E[BRIOJ
T,

BRI >&2—2x—XIC(& ISDN &FAB#KE (TODM) @2 DD
BEE—FIDYE T ERITBORICIGCTEMEE— 2LV
BATIZEW, BFE—FOPYBAE [SET BRI IV
RTHOLET,

F—HVIIBAVI—T 11—

TR THERTEDT XV VOBV E—T1—RIUTD 3 &
BT,

e VLAN /&2 =21 —2X (vlan)
* WAN ] Ethernet 1 > &2 —2 2 —2X (eth)
e PPP YA —T1—2R (ppp)

T—RUVOBAVA—T 1 —R . BV A—T 1 —RDEICE
BT BB5 L MBAVA—DJ I —R ECEY FPYTLICOR
FEHEY 21—V EICHERT BBEDDBY ST, LT ¥n¥noty
Py ITEICDNT, BIESEFRHSBRICHBLET,



VLANAV5—=T1—2R

VLANA >R —7 1 —RE LANBIR A v FR— e REQfcT—
RUVOBAVR—TI—ATY, KEHRBE. REICKY. LAN
BIRA v FR— b EROIIV—TICHEITEE T, VLAN O
BEELTIE R—k VLAN &5 %5 VLAN (802.1Q) ZHR—
FLTOET,

CEBEARBORRETIE, [default] EODBFID VLAN (VID=1)
PEBSNTBY, INTORAYFR—EHTD VLAN IZPT
BLTOWE T, VLAN 288 LBE LBORY. VLAN DOFRE
ZRAITIVEBEDYEEBA. CDBE. LAN RIRA W F2ik
% [vlan1] EWSBRIDT—AUVOBA VA —T1—REL
TROZEDTERE TS

VLAN >R =7 1—2R(3, Ethernet 1> & —271—XEFIF
BENDT—RIVHBAVAR—D7 I —RELTHERTEEZ I I
EAE viant (default) EICIPAY&R—D 1 —REERT S
[ZlE RDEDICLET,

Manager > ADD IP INTERFACE=vlanl
IP=192.168.10.1 MASK=255.255.255.0

VLAN 8% > TRDELDICELZEETEE T,

Manager > ADD IP INTERFACE=vlan-default
IP=192.168.10.1 MASK=255.255.255.0 J

@ VLAN « > & —2 1 —R LTl PPPoE ABATEZ
EE Ehe

173 VLAN A4ER T 558 (&. [CREATE VLAN] WY R

T VLAN A 4EZ L. TADD VLAN PORTJ J%> R T VLAN I

R—hAHUSTET,

OYYRUTPLVR [VLAN] - &)

WAN {8 Ethernet 1 ¥ —7 1 —2X

WAN @ Ethernet 1 V& —7 1 —X(3. BEBEEET XD
BB >TOWET DA VE—T T —REBFAITBICH
IO THBIBRERF>MEDHY FEA. RV ED—OB1 VA —
TI—RADBEB\IC, 1VE2—T71—RE (eth0) %#ILET S
L THERTEE Y,

PPPAY&—J1—2

PPP A YR —J1—2R(& 2 SBIDO WAN BRICERT 57—
RUVOBEAVR—TIT—RATY, PPP /YR —T 11—
UFDA2AR—=D1—R W81 VB -0 1 —XHORHIHE
Va—-)) EICERTBDIEDNTEET,

« WAN 4 Ethernet 1 >4 —2 T —2X (eth)
« ISDN 3—JU (ISDN ###%)
« TOM D) —7 (ERRER)

Froo FYRUYOTORIW L2TP 2EATBE. PRV E
D—o FIREHeOE (L2TP I—)b) ZBRL. ¥ DL
PPPAYR—D I —R%EEMTBDIEHTEE T,

PPP A& —7x—X(3 [CREATE PPPJ O~ F TR L &
o MDAV R—TT—RIE OVER NSAXA—KR—THEEL
N

Ethernet =T PPP #&EA 9% (PPP over Ethernets PPPoE)
[ZIF. OVER NS X—=&—I(C [Ethernet 4> &2—27 1 —RgZ]
+N\A 7> (-) + [PPPOE H—ERXRZ] #EEL & T, JON
A H—1D5 PPPOE H—ERZMMEESNTORWEEE IN
TV —ERABH®RITDF—D—F [any] MEBDIZFF%1E
ELET,

Manager > CREATE PPP=0 OVER=ethO-any .|

ISDN £T PPP Z @RI BIClE. OVER NS X—&—(Z ISDN
J—)bE% [ISDN-J + [3—=)LbE] DA TIEEL &I, ISDN
O T3, @5 [IDLE=ONJ Z#IEELTHA P ATV
ZBMLET,

Manager > CREATE PPP=0 OVER=ISDN-remote
IDLE=ON ./

BRIAYAR—D 1 —RICLDFRBEM CPPPZRAT BT
OVER NFIAX—=H—IZTDM H)—TE&% [TOM-] + [F—
72 O TIEELE T,

‘Manager > CREATE PPP=0 OVER=TDM-remote .l

OV RUD7LUVR [PPP) - [HIE]
Ry RNI—OBAVH—T1—R

FHGTERTEDRY ED—OBAVR—T T —REUTD 2 &
BTY,

PAVA—T1I—X
cIPVEA A=D1 —X

RYRD—OBA VA=D1 —R(F ARROEARERETHBI—
TAVIDICDDAVA—TI—RATT ARREI—R—ELTHE
BESEBICOICE EARATBI—T 1V IEI2— (P IPV6) %
B, RV ED—OBAYR—T1—R% 2 DLULERT B0
EHBYET,
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RYRD—OBAVA—TI-RE TRV VOB VAR —T1—
2D LR LE T,

PAY5—Jx—2X

PAYR—=D1—R(&E IPNTY EOEREZTOCHDAY
R=TI—RATIIPEYV2—-)LEBMCL.IPAVE—T1—
REBBER LIS ST IP Ny bOEmx b—F 1 >45) B
TIONBELDICRBYET,

IPA>&—271—2X(3 [ADD IP INTERFACEIONYY RTT—
BRUVOBAVA—TI—RICIP PRUR (ERYEYRD)
ZEUBTHIEICE>THRELET,

R LICIPA VA=D1 —R [ TRV OBAVAR—T 1 —
RERLBETEMTEX I BRI, Ethernet 1> 2 —T 1 —
R [0) EIZHERRLICIP AV A=D1 —R%40 IPBEIYY
RTIEEITBEEE leth0) &L& T,

P EVa2—aBMLTBICIE [ENABLEIP) VY R%EE
TLE T,

Manager > ENABLE IP .|

VLAN A2 B—=D1—RICIPPRFURZR/ET BICIFRDELD
ICL&ET,

Manager > ADD IP INT=VLAN1l IP=192.168.1.1
MASK=255.255.255.0 J

Ethernet A > 2= 1 —RIZIP P RLURAAEHRET BICIFRDK
SICLFT.

PPPAYR—D1—RICIPPRLRZRVET BICIFTRDELDIC
L&Y,

Manager > ADD IP INT=PPP0 IP=192.168.100.1
MASK=255.255.255.0 J

RIWFK—=T

OEDDT—RYVOBAVR—TI—RIIHLT. BHOD P
AVR=T1—R (P PRLR) #5A5T &% [WIVFK—
IVUIEBVETARRR TR TR I VOBV R—T 11—
RIHLT, |RRK16BETODIPA>VE—T1—R%EHES
ZENTEFET,

NIFR—IVTENIcA Y R—T 1 -8 [eth0-1] D&k
DICAVE—TI—RBOEIC. N1 TV TO0~ 15 DESEAN
FTHRLET, YIWFAR—IVTFTBHE HIARE leth0) &
[eth0-0] ERRSN&E T,

VLANT (2 192.168.1.1 #BIULTBHELFE T,

Manager > ENABLE IP .|

Info (1005287): IP module has been enabled.

Manager > ADD IP INT=VLAN1l IP=192.168.1.1 .
Info (1005275): interface successfully added.

Manager > SHOW CONFIG DYN=IP ./

#

# IP configuration

#

enable ip

add ip int=vlanl ip=192.168.1.1

Manager > ADD IP INT=ETHO IP=192.168.10.1
MASK=255.255.255.0 .J

Manager > SHOW IP INTERFACE ./

Interface Type IP Address Bc Fr PArp Filt RIP Met. SAMode IPSc
Pri. Filt Pol.Filt Network Mask MTU VJC GRE OSPF Met. DBcast Mul.

Local --- Not set R Pass

--- --- Not set 1500 - --- -- - -
vlanl Static 192.168.1.1 1 n Off --- 01 Pass No
=== === 255.255.255.0 1500 - --- 0000000001 No Rec
eth0 Static = 192.168.10.1 lnoOn --- 01 Pass  No

255.255.255.0 1500 - --- 0000000001 No Rec

ERED s DEERNG

RICVLANT-112192.168.2.1 #EIUBTBHET 5. VLANT
I3 VLANT-0 &8V & T,

Manager > ADD IP INT=VLAN1-1 IP=192.168.2.1 .l
Info (1005275): interface successfully added.
Manager > SHOW CONFIG DYN=IP .|

#

# IP configuration

#

enable ip

add ip int=vlanl-0 ip=192.168.1.1
add ip int=vlanl-1 ip=192.168.2.1




45 —5495 (RI571w) ETHO ICHL T, FEZANLET,

Manager X-Y> ADD IP INTERFACE=ethO
IP=192.168.2.10 MASK=255.255.255.0 .
2 DM LAN Dz

Info (1005275): interface successfully added.

RY D= XEYDHBY, XEYZV—F—THEHEIBDICE UL Manager > SHOW IP INTERFACE .|
TOLICHELE T,

Interface Type IP Address Bc Fr PArp Filt RIP Met. SAMode IPSc
Pri. Filt Pol.Filt Network Mask MIU VJC GRE OSPF Met. DBcast Mul.

B, E, Local - Not set e Pass -
— _ - - Not set 1500 - --- -- - -
vlanl Static  192.168.1.10 1 n Off --- 01 Pass  No

- - 255.255.255.0 1500 - --- 0000000001 No Rec
92 168.1.0/255.255.255.0 eth0 Static  192.168.2.10 1 non --- 01 Pass  No
VLANT - - 255.255.255.0 1500 - --- 0000000001 No Rec

192.168.1.10

5 PRAVAE—TI—RIZIPPRLRZEVZTBE, ¥NH50
PRUVRIV—T 4« > OF=TVICEHRSN, 2V D=5 X

A\

ren 80 10 LY GRETEEABUFT, TR SRy kD—shERs
VAE—=T 1 —RIBEER VB EETR &9
192.168.2.0/255.255.255.0 VR=TI—RCEEFEHSNTOBIEEZRLTOVET
Manager X-Y> SHOW IP ROUTE ./
ﬂ, \p \|| ﬂ, 12 Routes
'!1/ Ll L] LB _
Destination Mask NextHop Interface Age
451 2 —_-)a) LAN @Eﬁ DLCI/Circ. Type Policy  Protocol Metrics Preference
192.168.1.0 255.255.255.0 0.0.0.0 vlanl 16
— » ~ RSN - direct 0 interface 1 0
1 b=8—=X-YIZ. Manager LNLTBI1 Y LET, 192.168.2.0 255.255.255.0  0.0.0.0 etho 7
- direct 0 interface 1 0
login:manager ./

Password: friend

2 DHAUDPT DD, YRTLAEZZRELE T,

Manager > SET SYSTEM NAME=X-Y ./
Info (134003): Operation successful.

Manager X-Y>

3 IPEV2-NLEBMHILET,

Manager X-Y> ENABLE IP .J

Info (1005287): IP module has been enabled.

4 YRAUR—TI-RIZIPPRLREZRELE T,
VLANT IZHL T, FEZEANDLET,

Manager X-Y> ADD IP INTERFACE=vlanl
IP=192.168.1.10 MASK=255.255.255.0 ./

Info (1005275): interface successfully added.
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3 DD LAN Di=fE

® 451 (p.45) OHIC. xRV D=5 Z%BNYT BHBEE. UTD

FOICHRELE T,

1YY

92 168.1.0/255.255.255.0

VLAN1
192.168.1.10

l\ETHO

192.168.2.10

—=

VLAN1
192.168.2.254

192.168.3.0/255.255.255.0

J\ETHO
192.168.3.10

®

L O

Ty

E4.5.2 3 DD LAN D%t

1 b—%—Y-ZI(Z. Manager LNV TOS1 >V LET,

login:manager ./
Password:friend

2 DHAUDPT DD, YRTLALZRELF T,

Manager Y-Z7>

Manager > SET SYSTEM NAME=Y-Z ./

Info (134003): Operation successful.

46 | EEDT D DR

3 IPEY2—-LEBMLET,

Manager Y-Z> ENABLE IP ./

Info (1005287): IP module has been enabled.

4 YR UR—TI—RICIPPRURERELE T,

VLANT IZHL T, Tz ANLET,

Manager Y-Z> ADD IP INTERFACE=vlanl
IP=192.168.2.254 MASK=255.255.255.0 .

Info (1005275): interface successfully added.

ETHO ICHL T, Tz ANLET,

Manager Y-Z> ADD IP INTERFACE=ethO
IP=192.168.3.10 MASK=255.255.255.0 .

Info (1005275): interface successfully added.

IRV A—DI—RICIP PRUREBUBTEHE, ¥N50D
PRURGEN—=F 4 VIEREL T IN—T 4V IF=TICE
TSN, RV ERD—=0 Y & Z [FBETREERLRUET, Tl
BRY RD—oHYBA VAT 1 - RCBEERKSNTLD
CEERLTOET,

Manager Y-Z> SHOW IP ROUTE .

IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy  Protocol Metrics Preference

192.168.2.0 255.255.255.0 0.0.0.0 vlanl 1
- direct 0 interface 1
192.168.3.0 255.255.255.0 0.0.0.0 eth0

5
0
6
direct 0 interface 1 0

LALBHD, X-Y IFRY FD—5 Z OFiEEH5E0 o), X
DB ZIZADDINTY FEBERETEETA. &I V-2 [FRY
FDO—5 X DFEZRNSBVLICD, ZH5 XIZaL2N\Tr v
ERETEF A X EZBDBENTEDLDICT BIDIC
[ADD IP ROUTE]J OV RIZKY, RY FD—ODFRE (1RE8
1B Z)—T 1AV IT—TICEELE T,

X-Y ISHLT, v D=5 27 (192.168.3.0) (& ETHO (C##
MSNTOBRIDORY FD—5H®D 192.168.2.254 (N7 v b %
ENREOTEZHATPYET, METRIC & RBBIBIN—




R—DE+ 1 #RELE T,

Manager X-Y> ADD IP ROUTE=192.168.3.0
MASK=255.255.255.0 INTERFACE=eth0 NEX-
THOP=192.168.2.254 METRIC=2 J

Info (1005275): IP route successfully added.

XY DW—=T 4 > OF=TE ROEDIZBYET,

Manager X-Y> SHOW IP ROUTE .

IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy Protocol Metrics Preference
192.168.1.0 255.255.255.0 0.0.0.0 vlanl 107
- direct 0 interface 1 0
192.168.2.0 255.255.255.0 0.0.0.0 eth0 97
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 192.168.2.254 eth0 5
- remote 0 static 2 60

FI#ILKL— b

RYED=OX Y, ZEAVA—RY MNIEBERITBHREE. T I+
WRI—hEBELE T T 74— & BEREERFZTO
BREDARBRNT v hZBE L TINBI—E—FTORETIL UL
TOBITE. A=Y ZADDINTY R FH5 X Y. Z
DADP RUREFDONT Y b Z2BELTINBI—R—FTOR
BTY,

A VF—2Rvb

VLAN1
® 192.168.1.1

—

paEg

i

ZITHLT, =y kD=5 X (192.168.1.0) & VLANT I e
EHEENTOBEDRY FD—50192.168.2.10(0/ % v k% S ADF—hDz1)

BNEENEERATPYET. METRIC & BETBl—
oM 1 BEECE S @L’ 'ﬁ,/' 'El/' @/’

Manager Y-Z> ADD IP ROUTE=192.168.1.0 192.168.1.0/255.255.255.0
MASK=255.255.255.0 INTERFACE=vlanl NEX-
THOP=192.168.2.10 METRIC=2 .l

192.168.1.10

Info (1005275): IP route successfully added. X-Y (&=
Y-ZDW—=T 4 > OF=TVIE ROKXDIZBYET, .168.2.0/255.255.255.0 192.168.2.10
Manager Y-Z> SHOW IP ROUTE ./
IP Routes
Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy Protocol Metrics Preference
192.168.1.0 255.255.255.0 192.168.2.10 vlanl 9
- remote 0 static 2 60
192.168.2.0 255.255.255.0 0.0.0.0 vlanl 517
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 0.0.0.0 eth0 508 HO
- direct 0 interface 1 0 192.168.3.0/255.255.255.0 . 192 168.3.10

7 DET 2y bD=50X Y. ZIMBEICBETESDLDIIBY |

45.3 1 VF—2v MCBiER
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1 X-YICSHLT, AVR—3Y bZADDERD/NT vV R
VLANT (RSN TOBRIORY kD—o®0 192.168.1.1 (C
ENLLNT EZHATYPYE T,

Manager X-Y> ADD IP ROUTE=0.0.0.0 MASK=0.0.0.0
INTERFACE=vlanl NEXTHOP=192.168.1.1
METRIC=2 .J

Info (1005275): IP route successfully added.

XY DI—=T 4 > OF=TE ROKXDIZBYET,

Manager X-Y> SHOW IP ROUTE .

IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy  Protocol Metrics Preference
0.0.0.0 0.0.0.0 192.168.1.1 vlanl 6
- remote 0 static 2 360
192.168.1.0 255.255.255.0 0.0.0.0 vlanl 3488
- direct 0 interface 1 0
192.168.2.0 255.255.255.0 0.0.0.0 eth0 3478
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 192.168.2.254 eth 3386
- remote 0 static 2 60

2 Y-ZIZHLT, A2 —3v Iah2ERO/NT v b
VLANT DS NTOBRIDOR Y FD—5D 192.168.2.10
(CENRELOTEZHATPYE T, METRIC (&, RBI S
V—5—DF+ 1 ZRELET,

Manager Y-Z> ADD IP ROUTE=0.0.0.0 MASK=0.0.0.0
INTERFACE=vlanl NEXTHOP=192.168.2.10
METRIC=2 .

Info (1005275): IP route successfully added.

Y-ZDW—T 4 2 ET7=TE ROKDICBYET,

Manager Y-Z> SHOW IP ROUTE ./

IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy  Protocol Metrics Preference
0.0.0.0 0.0.0.0 192.168.2.10 vlanl 3
- remote 0 static 2 360
192.168.1.0 255.255.255.0 192.168.2.10 vlanl 151
- remote 0 static 2 60
192.168.2.0 255.255.255.0 0.0.0.0 vlanl 181
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 0.0.0.0 eth0 172
- direct 0 interface 1 0

48 | EEDTc D DR

COBE. BEDRY FD—OXONrY ~ME T+ B Jb—
RMCE > THEENTRESD T, FIR6 (p.46) DTFENIVY
REETEE I,

Manager Y-Z> ADD IP ROUTE=192.168.1.0
MASK=255.255.255.0 INTERFACE=vlanl NEX-
THOP=192.168.2.10 METRIC=2 .

Info (1005275): IP route successfully added.

19—y b SODRDDIL—

F—bDIA4 GW (2R AVE—RY FDBORYD/N T v RHY
RYRD=0Y, ZICRESNE LD, RBBE®RZEBINT DLEDD
UEd,

Manager GW> ADD IP ROUTE=192.168.2.0
MASK=255.255.255.0 INTERFACE=vlanl NEX-
THOP=192.168.1.10 METRIC=2 ./

Manager GW> ADD IP ROUTE=192.168.3.0
MASK=255.255.255.0 INTERFACE=vlanl NEX-
THOP=192.168.1.10 METRIC=2 .

JVEa1—5—ICBIFBFT#ILLb—b

RYED=5 X Y IZE W=&=H2 DFDOHBYET, SRV bk
D—HDIVEL—R—IBRET BT I NS — DA 2
DON—R—DEESEEELTEHEOEEA AIREE T+
Fr—hDzA&LT 192168210 ARESNIC. RV ED—5D Y
DIVE2—R—DPRY DD ZEBEIBHE IVE1—&—
DEDNT Y SEI—8—X-Y (@b > TEESNEIH XD
TV REX-YIZK2TY-Z IZ&amESNE T,

9 JVE1—4—Tl EEEESNTORNRY FD—
LROI Y EOFRTE FIA RS — k1A
(FIANR—F) CREUET,



5 1—Y—-EB&tEFaUT 14—

51 1—Y—UAX)b

%5.2.1 1—H—[F—HI~R—2

1—H%—3 USER
HERRICK > T, User (—2—H—). Manager (B#%&). Security ¢ 1 ~BAXZDH;ADT IV PNV k EHFHH
Officer (RREBE) D3 DOL—HF—LANUHEELFT, =)
) ) i e AN=R, [?), #T7NWor—FT—=Y3> ["] &
#5.1.1 : BIff E— R&EI—Y—LURIVDIER BAXRT, YOHOLBRS(HEET
[PZaVY] /—XIVE-F LF2 V71 —F—F e KM=, NIFZDOXBZL
User |* 1—¥—BBICBEIBmMARE. NRD—FDLDE JXRD— R PASSWORD
IL<—BDIVY FOHRTIAE ] ~RUBETORBDP LI PN kEXF
e BBLICWAN ZRBTHERL T B PPPI—H—0D5 #{BEATY
SECfEM e TV ETEH 6 XFMU LEORSHDBE
Manager | * INXTDIVYY FZETT|+ 1—F—P IPsec B&¢ e NRD—=RELT [?) . BTWOxr—FT—V3
oJRE Fa2UF4—(CB8T B V") FERTRY, ¥DHOFAEESHERT
YV RDERITAY (EARGH) [password=sec'ret]
s E2MDI—Y - fot2le WNRD—RICAR—ZD'SENBEE
Security | * INTODINYY RAERTT|« INTOIVY REERTT & NROD—REZTVor—FT—>3> "]
Officer El)=: oJAE TLKL%
* Manager EBL1I—¥—|« %1 fiO1—H -1 (EATEERD password=secret ]
LAY [password="secret word"]
s KXF. NXFOXBHY
Manasger. Security Officer LNJUDHEBR(E. BFE—FICL2T 1—H— PRIVILEGE
EHYET, vy « USER. MANAGER. SECURITYOFFICER H5
FER
AE 64 /—FXNVE—F / £F2UF4—F—F] e FTOA N DI =LA [USER]
(p.52) 051 Vi€  LOGIN
. e VYV —)VA—ZFEIE Telnet IC£B0Y
21— —UNVICK->T, DXV RTITOVTRHPEDLUYE T, A VAL T BHEH

A& [4.1 XV RTDEVH—] (p.35)

o 1—H—UNWAHTUSER] DB E F7E. USER
LNLVDOI—H—(F HHIC PPP OFREEICER
ENBELDBDOT, BHIEXLOGIN=NO] zI8E

5.2 A—Y¥—fFEIF -9~ -2

AHBE I—Y—RAT —AN—REFOI>THY, ROLDGRR
PRELICEE, COT—AN-R%EFEALTLI—Y—0ORAIFETL
EN

e OV —=)UR—ZF)VFE Telnet (CL>TL—HF—HEERD
(COT1VTdEE

* PPPIC& > THEFIERL CEICEE

BET B1BEHEL T, A& [34 NRD—RDOEF] (p.28) . 4.1
XYY RT0EvHY—] (p.35) LIBLIIZE W,

A—H AT —AN=RZE. RDKDBIBEHRAEEZRTDENT
FET, CDT—AN=ZR\DPHLRIE /—FIVE-RTE
Manasger &7z(& Security Officer LNV, €2 UF 4 —E—RT
(& Security Officer LNJVDIERHD BB T,

Telnet £1T# TELNET

e OV LIcA—Y—(C TELNET OX YV RDE
THEEZ5XBHED

s FIANKGE (5220

DESCRIPTION

s 1—H—(CDWOWTME

OXV bk

CBEABRCIE. Manager LNV —H— [manager] OHH'EER
SNTOWET, WH/YRD—R(& [friend] TY,

A& [33 050y (ZBAR] (p.28)

A—HY—FAET—AN-RZFTB <, RADIUS H—N—(CL B
SELTRET T,

ANV RUDPLUVR [BR - 88) - [1—Y—3REE
T F—AR—R] - [1—Y—REBDIERE]
IAVYVRUDPUVR [BA - &8 - [T —N—]
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—H ()28 I~
5'3 1 -U- G)Eﬁt 'Egﬁoﬂ@ Manager > SET USER SECUREDELAY=90 .|
T e =Y S - _ e This is a security command, enter your password at the prompt
1—¥—RETF—EN-ANOPHLRE /—VVE-RTE e oo s e e
Manasger LNJb, £+2 U7« —F— KTl Security Officer LN
)U@%ﬁﬁ 7‘.‘)\"2‘%’(‘_9.—0 User module configuration and counters
Security parameters
" login failures before lockout ............ 5 (LOGINFAIL)
*ﬁ*ﬁl_ﬂ- _ﬁ‘ﬁ lockout Period ....eeuveiiiiiiiiiiieiiiinn 600 seconds (LOCKOUTPD)
manager password failures before logoff .. 3 (MANPWDFAIL)
maximum security command interval ........ 90 seconds (SECURDELAY )
\ 5 > /N = 3 ST minimum password length 6 characters (MINPWDLEN)
1 Manasger U/\)U"(Dﬁ’r/b?@% FETE 1Y TACACS retries ......... 3 (TACRETRIES)
fmanagerj Db’r\/ L/Th\é\tﬁo TACACS timeout period ..... 5 seconds (TACTIMEOUT)
Semi-permanent manager POrt .............. none
login: manager ./ Security counters
Password: (BERSNFTA) logins 2 authentications 0
I — managerPwdChanges 0 defaultAcctRecoveries 1
unknownLoginNames 0 tacacsLoginReqs 0
totalPwdFails 0 tacacsLoginRejs 0
2 ¥R B8R [ADD USER] DYV RABEOLE T, T nanagerPudFails 0 tacacsReqlineouts 0
% . . o . . . securityCmdLogoffs 0 tacacsRegFails 0
Tl 12— —=28 Fosaka-sh\syaj\ INRD—R I'okonomlyaK\J loginLockouts 0 databaseClearTotallys 0
ERELTVE T I—H =LAk User T (F71F)
2—H =LA [User] THB7cd. LOGIN NS X —R—D
oo AN S =05 — A S 1=
EEDLETT. PPPBEOLHOL—Y—BOTNOJ A ) yp jcspmrms
ELFET[TELNETIIVY REEATEFEA (FI 4R, RTR=2
Manager > ADD USER=osaka-shisya BFICEFSN TV I—Y—DIEHRAZEF I 5%B5. [SET USER]
PASSWORD="okonomiyaki” LOGIN=NO . VY REFEALET, FLTIE. [osaka-shisyal (COT1 Ui
BRESA. IXVFZBIOLTOET,
Manager LNV TOS112FBHE £Fa2UT1 =R
2H—bLET (F74 UG 608, D542 LT 60 LM Manager > SET USER=osaka-shisya LOGIN=yes
IC2—Y—EBIRY FARFLIORS. IRD— FREREN PESCerosakashisya FFP account -
FEAD. 60 ML ERBT D t Manager UNJVDNRD—R This is a security command, enter your password at the prompt
ABRENZT, Password: FrREh&EA)
User Ruthentication Database
This is a security command, enter your password at the prompt
Password: (BREhFtA) Username: osaka-shisya (osaka-shisya PPP account)
Status: enabled Privilege: user Telnet: no Login: yes
ins: 0 ils: 0 : 0 d: 0
User Authentication Database izz;zitications; 0 E:l:; 0 sent ey
Username: osaka-shisya ()
Status: enabled Privilege: user Telnet: no Login: no
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

RAN—F1I—H¥—BRBIVY FE2RFTIBCOICU Y FE
N&I, 60 BLUARICI—HF—BERIVY FERTLBVERA
N=DERALPOEL. 51T Manager LNIVD/NRD—
REERSN&E I,

tFIUT 4 —RAY—DER ROIVY K TERETEET,

Tael 0RICEBLTOET, EIF 10~ 600 BICHETE
EXCRS
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IKNRAT—REE

A—HY—EADNRD—-F%2ZERT 555(E [SET PASSWORD]
INVEFEBRLET (COBE NRD—FICAN=R%ZBATH
HINVOF—FTLLBREF>HIYEEA).

login: osaka-shisya J

Password: ErRShEtA)

> SET PASSWORD .
OLD passsowd: (FRshEtA)
New password: (FRShETA)
Confirm: ErRShEtA)

YR AF (3.4 XRDO—RFDOZER] (p.28)

2—4— manager] ONNRD—R%EZB LIRS,

7 NRD—=RAEGNBVTLIZE0, NRO—-F%ER
p= =N

&, ARBICOTAVTERLBYXIODT, BN
ICTFRLIZEL,

1—Y—EHRRR

1—¥—EROFERE. [SHOW USER) IvY REBLET,

Manager > SHOW USER .l

User Authentication Database

Username: manager (Manager Account)
Status: enabled Privilege: manager Telnet: yes Login: yes
Logins: 4 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0

Username: osaka-shisya (osaka-shisya PPP account)
Status: enabled Privilege: user Telnet: no Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0

Active (logged in) Users

User Port/Device
Login Time Location

manager Asyn 0
15:52:20 26-Mar-2005 local

1—Y—HlkR

21—%—0HIBRIG, [DELETE USER] VY RFEBLET,

Manager > DELETE USER=osaka-shisya .

This is a security command, enter your password at the prompt

Password: ErRShEEA)

Info (145265): DELETE USER, user osaka-shisya has been deleted.

d—Y——1EHIRR

21 —HY—0O—4FHIRRIF. [PURGE USER] IV FaEEWE T, &
BARICHITBHE—D1—%— [manager] FHEBRSnEEAD N
RAV—RZZEBLTVB5HE. TEARKO [friend]) ICRYE T,

Manager > PURGE USER .

This is a security command, enter your password at the prompt

Password: EREhEEA)
Info (145269): PURGE USER, user database has been purged.

Manager > SHOW USER .

Username: manager (Manager Account)
Status: enabled Privilege: manager Telnet: yes Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0

1—Y—BEEtEF1UT+— | B
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AHE@BE [/ —YNVE-—F][EF2UT4—FE—F] O 2 DOF
FE-—FZF>TOLET,

/—<JVE—FRK (Normal Mode)
T4 IEOBMEE—RTY, CBABRIE. COE—REB>T
W&,

tF21UF+—E—R (Security Mode)
FUBLWEF2UT 4 —UNIVERIBTBICODE—RTT,
004 tFa2 YT —PBERIVY FOERTEDE L HIE
=NFEJ,

IPsec @ EDEF2UT 1 —HEEEZFIRBI DL &P ARHBOE
BICEITBEF1UT 4 —aDIOBEICEOE T,

tF¥a1VUF4—F—RDOBIT

EF2VTA—E-FICBITIBILDICE. H5H LD Security
Officer LNVDI—H—%ERL THMLBED DY E T, £F2 )
T4 —E—FICHBITIBE. Manager LUNJVIEEE 2 LOHERL NIV
(CBEEEN. EF21 U T4 —ICET BRIV REERTTER<BYZE
Io

1 Security Officer LNJVDIL—H—%1ERRLF T

Manager > ADD USER=secoff
PRIVILEGE=SECURITYOFFICER
PASSWORD="top secret" ./

2 tF2UT—FE—RIBITITBDE. Telnet #E Tl Security
Officer LNJUTOTA Y TERLRBDT HDOLNIVE50
428, BBIZIGLUT RSO (Remote Security Officer) M
REELTHETET,

Manager > ENABLE USER RSO .

This is a security command, enter your password at the prompt

Password: ErResnEtA)
Info (1045057): RSO has been enabled.
Manager > ADD USER RSO IP=192.168.1.100 .

Remote Security Officer Access is enabled

Remote Security Officer ... 192.168.1.100/255.255.255.255

RSO & EFa2UT74—F—RICHBVT, IBELILPRLAD
50 Security Officer LNV TDOS A V%55 DERETT .

52 | 1 —Y—EEBLEFaUT1—

3 Security Officer LNVDPHDOY LAEFRERSO ) TELT
REL. EEFICRTSNDLDIEELTHEET,

Manager > CREATE CONFIG=TESTO01.CFG .
Info (1034003): Operation successful.
Manager > SET CONFIG=TEST01l.CFG .

Info (1034003): Operation successful.

4 £+21UT 4 —E-FIIBTISBICE [ENABLE SYSTEM
SECURITY_MODE] I¥Y FZEFTLET,

Manager > ENABLE SYSTEM SECURITY MODE ./

Info (1034003): Operation successful.

CDIANVRARTIDE, 75V VaXEY—IC
[enabled.sec] 77 UBMERSN&E T, YR T ARCEIBFICA
271D BEEINEEF 2T —E—RERUET, D
770 EHEBRLIZY, EIE. RE JE— UR—LLBER
AHRBOTLIZE,

5 Security Officer LNV TOS1 > LaHTE X RTOYV
TR [SecOff > ICEDUET,

Manager > LOGIN secoff .
Password: FErRshgtAa)

SecOff >

6 Security Officer LNJUTOT1>TBDE. £FaUTq—&1
Y—HDRE—=—LLET (FT74IFE60#), OF1>LT60
BUACEF2U T —(CEET BRIV FE2RITLICBE. N
RD—REBR=NZF AN, 60 BIULBRBITSE. Security
Officer LNJUDNRD—RABRSNE T,

SecOff > add user=nagoya-sisya
password="misokatsu" login=no .

This is a security command, enter your password at the prompt

Password: ErRshEtA)

Number of logged in Security Officers currently active..... 1

User Authentication Database

Username: nagoya-sisya ()
Status: enabled Privilege: user Telnet: no Login: no
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0

RAN—RBEF2VT 4 —BEIVYRFZERTIBLOCY
tyvbesh&d, 60 WDARICEF2 YT+ -3V FZRTL



BOERAI—=DEALTFTORL. OF1 > 1—¥—DHERIE
Manager UNUVICHTHFENE T, I FFSNICRETEF2
UF4—OXVFRAERFTLEDETSEE. 51O T Security
Officer UNJVDNRD— R =BRENE T,

tFAVTA—BATY—DEEF ROIVYRTEETEET,
Tl ORICEELTOE T, EIF 10~600RICHETE
EN

SecOff > SET USER SECUREDELAY=90 .

This is a security command, enter your password at the prompt

Password: &ErRshEta)

User module configuration and counters

Security parameters

login failures before lockout ............ 5 LOGINFAIL)
lockout period ......iiiiiiiiiiiiiiiiii.n 600 seconds LOCKOUTPD)
manager password failures before logoff .. 3 MANPYWDFAIL)

(
(
(
maximum security command interval ........ 90 seconds (SECURDELAY)
(
(
(

minimum password length ..... 6 characters (MINPWDLEN)
TACACS retries ........ 3 TACRETRIES)
TACACS timeout period .... . 5 seconds TACTIMEOUT)
semi-permanent manager por . none
Security counters

logins 5 authentications 0
managerPwdChanges 0 defaultAcctRecoveries 2
unknownLoginNames 0 tacacsLoginReqs 0
totalPwdFails 2 tacacsLoginRejs 0
managerPwdFails 0 tacacsReqTimeouts 0
securityCmdLogoffs 0 tacacsRegFails 0
loginLockouts 0 databaseClearTotallys 1

BEOMEE— FZ2H#R T BICIF [SHOW SYSTEMJ OV Y AR
17L&, [Security Model #* Enabled B#5tFa U7 1 —FE—
. Disabled @5/ —~YJVE—FTTY,

tF21UF4—F—RBSIC [SET CONFIG) DXV RTR#HRH Y T
FAZETBHESETIRNMVETYT, AIAIE SET CONFIG=NONE
ARTIBDE, KRERAOUTRHRTSNTIC, BEFE—RidtFa
UT4—FE—ROFFIIBVET, CORETYRT L%EFILRETD
&, Security Officer LNJVDL—H—DBEELBOVI EICHR B0,
ZLDIAVY RHRFTTERLRBYE T COKDBREICE S12H
&ld. [DISABLE SYSTEM SECURITY_MODE] OX Y RAERTT
BLHdYFET A

/—RIVE—BR~NRD

LF21VT4—F—RHSE/—FIVE-FIIRBICE ROIVVE
HAANLET, COOYYRARTTSE. [enabled.sec] HEIBR
SNFET, Ffo. /—XNVE—RIIB 7B T 2F2 U710 —
E—RTOMRBAREG T 71U (BSRRD 7172 E) (FEEBIC
g g

Manager > DISABLE SYSTEM SECURITY MODE .

Warning: This command will disable security mode and
delete all security files.
Are you sure you wish to proceed?(y/n) y

Info (1034003): Operation successful.

@ CZOINY REHEAICBEHBER. RRICTERL
2SO BiffSNIcHB T 7 WIEETEE Ao

AR

1—Y—EELEF21UTs— | B3
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6 TFRARIFT«5—

AEBTE, AEDOTFRAEITAX—DFEOVAICDOOTHRBELET,
THERARITAR—ICEY, DIRSRAEOREY 71 VZBRE. R
EZ2BLT REIBIENTEET,

A& [92 77102] (p.62)

6.1 Edit DXET

I7+452—0f&hd. [EDIT) ICHIFT. 777 ILRELELE T,
aRF (& cfg. scp. txt MEETRET T, IEELICT 71 UH'FHE
LBWVBER. RBDROT 70 UM SNE T, AIA I BEED
774 )V ROUTER.CFG %#38EL T, F2MINYY RAEANT B &

Manager > EDIT ROUTER.CFG ./ ‘

ROEDIBIT A A—BEHERSNE T,

# Command Handler configuration

# System configuration

# TIMEZONE configuration

# Flash memory configuration

# LOADER configuration

# User configuration

set user=manager pass=3af00c6cadllf7ab5db4467b66ce503eff priv=manager lo=yes
set user=manager telnet=yes desc="Manager Account"
# TTY configuration

# ASYN configuration

# ATM configuration

# ETH configuration

Ctrl+K+H = Help | File = ROUTER.CFG | Insert | | 1:1

% A DSNcOT Y RiG RERO)V—VICLIch > &R
[CE|ENBIcD, BRICAHLIZIVYY RE,
[CREATE CONFIG=filename.CFG] TRBE=NIZT 7
AIDOIXY RFOEANHRBEB > IEDERYET, LH
LBH'5, RESNTVERERBRISALTT . BLUOK
RELT DYV RONE] (p.38) #TBLIIZS W,

BEDRE I AT—RRTTY ZANSTEDEEBZRRLT
W&o

e N T%FIRYT BF— (Ctri+K+H = Help)

e 774 )2 (File = ROUTER.CFG)

e Insert GBAE—F) F7z(& Overstrike (EZZE—F)

s ABNEB=NTVBHED (BEEDH Y Modified &Fix)
s h—V g (78S 3IFS)

W=V WBEF— (1 | =) Z2RELTHTLIES O A=V D
ELLBELBVREGIF BEYIFDIPOIIalL—Y3V%
VT100 IZBREL TLIZE W,

BE [AINAN—=BR—=ZF)JDEE] (p.128)
ZAZ [A.2 Microsoft Telnet ®s&E ] (p.127)

[ F—%=8BLKET. h—VIHDBRTETETEHITSE, BEHNR
0= L&ET, N\MN—=E—ZF)VE CFEROBE. Xo0—-UL
fcEEC ROTOBRINELLSFRRSNEBAD. [Cirll) F—%
BLBHS (W] F—%87 &, BEHNEHEBSNE T,

Yv—7 [#] TWHFEZTE. DAV RTTT, ZDOFTER. BREEL
TBRBRSNEFBA Hh—VY L EIXYEFTICBESL T,
[BackSpace] F—%##HLTHTLIZTVe UFEBETETBNEG
Bld. BEY I D0 [BackSpace) F—MI— K% [Delete]
[CBELTL SV, &1z, [Delete] F—THNRAMETBHIE
PTEET,

NBZEBETICITA X —%.TIBHBE. [Cirl] F—%HLR
D5 [Cl F—%BLE T, EERATZRET HEHZBONET
DT, [Y) F— (FL) #WBLTIZE0G [N] F—%#HT &, T
TAR—BBICRYE T,

Lose changes ( y/n ) ? Y

ABZRBI2HBEE. [Cirl] F—%BLBHS5 (K] F—%#HL.
|IT ICul) F—%BLIcEE [X] F—%BLET. RETSD
BHEBONEITDT, [V F-2BL TS0, [N] F—%38
TE ABTERBETICITA 2D TLET,

Save file ( y/n ) ? Y

FH+ARIF145— |55
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6.2 F—IR(F

[Cul/[B] #=
Cul/U] ==

M-/
] = 1
Cu/al | v B CufE | [CulfE
[efew)/X]

[Cul/V] ==
[Cul/D] =e
E6.2.1 h—VILBEF—

FBERE UTFORYTY, [Cul/ Al & [Cirl] +—=3BL7%
D5 [A] F—2BTRIEEZRHKLE T,

[Ctrl/ &, Ctrl/ OJ (&, [Ctrl] F—%BLBHS [A] F—%1P

L. I T ICul) #—28\LH'5 [O) z2HIRFEEZRHRLE
Io

x6.2.1: h—VIiEH

- e

tagfc@cul/ 113LIC BET D,
z

PEEECul/X 13T BEIT 2.

— 1 #BIC. BET B,

- 1 #MEIC, BT B,

Ctrl/B T VDKBEIC. BET B,

Ctrl/DP 77 VDREIC. BET B,

Ctrl/A FHRIC. BT D,

Ctrl/E RIS, BENT B,

Ctrl/U 1 EBEAIC. BETD (RHO—AHV),
Ctrl/v 1 EBERIC. BETD (RH0—-LPYI),
Ctrl/F 1 D—REICBET B,

a. NAN—=2—ZFVAECERDBE. h—VIUiEE+—
- < FBEATEE A

b. Ctrl/D Z#ANTBE Telnet Ev ¥ s VHMicshadl
EPBYFITDTTERLIZS 0,

56 | 7TF¥ARIF15—

#6.22: E—ROYIDEZ

*— HRE

Ctrl/O rE=E-F

Ctrl/l BAE—F

®6.2.3:H%

*— R

Ctrl/T Hh=VIED 1 D—R%EEET B,
Ctrl/Y TeREEET S,

BackSpace. Hh=YNVED 1 XF%EET B

Delete?

a. NMN—A—ZFVECERDBE. [Z2A)V] [T
ONF« | = [&E] — [Backspace F—DxIEHE]
% [Delete] [CSRELTLIZE 0

£6.24:JOvoRE

*+— HERE

Ctrl/K, Ctrl/B 70w HXY—o%B8067 B,

Ctrl/K, Ctrl/C J0vHTIE—=T %,

Ctrl/K, Ctrl/D - 7BV oON—0%-T I B,

Ctrl/K, Ctrl/P - 70w HTRX=2 bk (BBYUDH) T3,

Ctrl/K, Ctrl/U - 70w HThy 93,

Ctrl/K, Ctrl/Y 7DV O THEET %o

Ctrl/F 10—RBICHEET B,
*£6.25: B%
F— faE

Ctrl/K, Ctrl/F - XFFERRT Do

Ctrl/L RRZHERITT Do

£6.26 T - &=

= ke

Cul/K Cturl/X  EEBEREL. IT48—%KT I 5,

curl/C EREWE T 3HMSDEERRL TIT
B—EETT 5.

#6.2.7 : ZOfth

= e

Ctrl/W BEZYILvYa (BER) I5.

Ctrl/K, Ctrl/O BIDZ 71 )b7%RI<s

Cul/K, Ctrl/H  IFT A R—DAYVSA VNIV TZRRT B




7 Telnet Z{ES

AERF. Telnet T—FEY (—N—) BLUHL 1PV O#AE
ZARBILTOE T, COET(E Telnet =AY BICHDRE®. 8
FECDOOTHRALE T,

7.1 AXYRIC Telnet AL VTD

ABRE. Telnet 7—EVAARBL THY., D Telnet H 51 PV
FASRY FD—=ORBTOTAVTEDENTEET,

&2 [A.2 Microsoft Telnet M8 EJ (p.127)

LAN {8 Ethernet 1 A2 —2 2 —RRBHTOTA VT BIcHICIE &
HWRICRDEDBRENMMESNTOBIRBL DY E T,

Manager > ENABLE IP .
Manager > ADD IP INT=vlanl IP=192.168.1.1 .

1 BE#EZFATESIVE2—4—%FAL. FARRICHL T

Telnet #RTL& T, FLTld HEH LCHEHGBOYIEBR—
RZIPPRUR [192.168.1.1] AEIUBTENTVS ERE
LTOET ERICE. BBHRORBRICHEF B LDE THALL
=0

TELNET 192.168.1.1 . ‘

AHRICEFETHE, OF Y TOVTRPRRSNETOT,
1—H -3 NRO=REZADLTLIZSWO, FRETIE 772
JUE® Manager LNJLDI—H—8, NRD—F (ADIEFEETR
SNFBA) ZRELTVE T, O VICHIHTEHE, IV

7.2 TUwIITICHIFB Telnet

UE-FTUYIELTEETBLDICRESNTLBEHEE (P H
TUwIVTENTOB) ICBWTE. Ethernet F7ld WAN 1>
=1 —RBHD IP PHOELRINTTETT . CNIcKk Y Ethernet £l
» WAN @ig#%RBL T, Telnet 554 PV hMILBDERERADO
DAY, FI3RER%E Telnet 54 P> &L TEMESERE
HTEFT, FRICO—HLVTIvIICHTBREANERLET P
DHREEY 2 —ILEBMEL. Ethernet 1 V&2 —T 2 —X(IZIP PR

LRZZIUNFTOE ),

ENABLE BRIDGE J

ADD BRIDGE PROTOCOL="ALL ETHERNET II"
TYPE=ALLETHII PRIO=1 J

ADD BRIDGE PROTOCOL="IP" TYPE=IP PRIO=1 J

ADD BRID PO=1 INT=vlanl J

ADD BRID PO=2 INT=ethO

ENABLE IP .|

ADD IP INT=eth0 IP=192.168.5.1 .

ADD BRIDGE PROTOCOL="ARP" TYPE=ARP PRIO=1 J

721 JUvIVIICBITB IP 7IERADIDHDEE

Telnet 547> D5 19216861 ICPHLRT B &,

‘TELNET 192.168.5.1 J

70> 7k [login:) p'&RREh&E T,

TELNET session now in ESTABLISHED state

login:

RFIDVT R ORRSNET,

TELNET session now in ESTABLISHED state

login: manager .l
Password: friend .

Manager >

tF+a2 T4 —FE—RTIE Security Officer LN)VDIL—H—(F
Telnet TOSA Y TER<RBYET (DL NLB5T]), Security
Officer LNJLTOT1 T B51cblCld. Remote Security Officer

DREDNVETYT,

AE [ €F2 U714 —FE—F\OBT] (p.52)
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7.3 TELNET 0¥~ RDET

AR, Telnet £51 7Y bOBEEERBL TOBID, ARD
DSOS LT Telnet £RTTHENTEE T,

AEGR(C Manager LNV TOS 1> L. [TELNET) DYV R%EE
TLET. UTFTE #BHEDIP PRLUR%E [192.168.10.1) &%
ELTOF T, RERICIE. BEHEORBICHBITDEL0% CEAICE
Lo

‘Manager > TELNET 192.168.10.1 J

IP7 RUADIRA MRZEHET B

P PRULRADEDYIEAHUPTVARR FBERET BN TE
T BIAR LZROBIDIP P FLURADKRR LB [pearl] THd
ERETBDE, ROINYEFEANLET,

‘Manager > ADD IP HOST=pearl IP=192.168.10.1 ./ ‘

RRFBZEALT, Telnet 2XRTITHIENTEET,

‘Manager > TELNET pearl .|

DNS —/\—ZBRITDKLSICRET S

RRARBDSIP P RLUR%FBHICHDIC, DNS H—N—% 2RI 5L
DICRETBIENTEXT, DNS H—N—=D IP P LU RAH
[192.168.10.200] THBERETHE, ROINVY FZANDLE
To

‘Manager > ADD IP DNS PRIMARY=192.168.10.200 . ‘

RRBEEBLT, Telnet 2RTITBIENTEET,

‘Manager > TELNET spankfire.deilla.co.jp ‘

¥ OVE2—R—TXIWFI1VROD Telnet tMEA S
55 ABRBICOT0> LT [TELNET] DXV R%E
RITITBdLYIE DVE2—E—TERD Telnet v
Y 3VAERTIDANENTY,

T
\
T
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8 Ping - Trace

8.1 Ping

[PING] IRV FICL> T, BELIABFEOREHNTEL ESH %
HRIBDIENTEET, PING (. BELIBFICTII—%ZEKRT
BNTY bEEEL. BFHODIEBSERRLE T,

IPICH1TBH%TRICRL&E T, PING (ST T IP 7 FLR%ZIEE
L&de. 774V FDOOKIE5TTT,

Manager > ping 192.168.1.100 .

Echo reply 1 from 192.168.1.100 time delay 1 ms
Echo reply 2 from 192.168.1.100 time delay 1 ms
Echo reply 3 from 192.168.1.100 time delay 1 ms
Echo reply 4 from 192.168.1.100 time delay 1 ms

Echo reply 5 from 192.168.1.100 time delay 1 ms

BFOHEEEL T PING 28] D&. FHETD IP PRLRELTE
BAVR=TI—ADIP P RLRADNNENE T, Tnaps<icd
[CIFBRTNICHEETD IP #BELE T, &ic. COHERWR IP
V=R —RBBICREFHD IP TRINEOFEE A

Manager > ping 192.168.1.100
sipa=192.168.1.1 .|

PING ([CRTBINEDHDBE. [Echo reply 1 from xxxxxx time
delay xx msJ OELDICERRSNE T, PING (CHT BEEHR IS
&. [Request 1 timed-out: No reply from xxxxxx] Dk DICFKK
SN F 7, [No route to specified destination] Dk DICEKRSN
%5, BREERIKRDED. BERNBICRUP DY ET,

[SET PING] DXV RIZKY. PING DA TYaVAREITD &
NTEET, [SHOW PING] IYV RICKY, PING OFEIEHRE
FRL&ET, [STOP PING] DYV RICKY, ETPD PING z=p
IELET (PING @NYHTSDY R TRITENE T, PING DIRBR
PRLICRTSNTOBDRETEH, IVYFOANBTAETT ).

8.2 Trace

[TRACEJ DYV FICEL 2T, BELIBFE TOERBROREER
RIBIENTEET,

Manager > trace 192.168.80.121 .

Trace from 192.168.28.128 to 192.168.80.121, 1-30 hops
1. 192.168.48.32 0 13 20 (ms)
2. 192.168.83.33 20 20 20 (ms)
3. 192.168.80.121 ? 40 ? (ms)

wkk

Target reached

[SET TRACEJ DXV FIZ&KY, TRACEDA T3V AHKRETS
CEPNTEFT, [SHOW TRACE] IVY RIZLY. TRACE D&%
ElEHRERRLE T [STOP TRACE] IVY RICKY, ETPD
TRACEZDPIELET(TRACERNY OGSOV R TETSNE T,
TRACE DIRHNRLICKRSNTOBRETE, IYY FOANEGF
TRETT o

Ping - Trace | 59
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9 J7AMIIYAT LA

9.1 7MWWV AT A

TFTPH —/N—
Zmodem

s

upload file=filename.cfg
server=ijp-addr

upload file=filename.cfg
method=zmodem port=0

show file
show file=filename.cfg

show config dynamic

create config=filename.cfg

restart router
restart reboot
BRI >

9.1.1 BEI7AIVICRTDHIVUR

FEBE, YRTLABEBHRET —ADRESND 2 REBEEE
LT Z3vyaxEU— (16MB) ZREIL TOE T, IN5DX
TV AVEL—R—CBFBRN-FT A RODESICIRDE
WET. BREAVICTDE, INSDOAEY—HETFP—LDI7
2PAV%EO—RL, BBROUT T 71 (CFG) MMEESN
TN ¥Ne&0—-RFLTERGFLET,

[SHOW FILE] IYVRIZ&L2T, 75y YaXEU—ICRESN
TOWB 7P ID—BEZRRIBIENTEEZ T, FRICHETRLE
I (ERODI7 7B BBEORE RESNTOET77—A
DITPREDN=IIVICL>TERBYET ),

Manager > SHOW FILE .l

Filename Device Size Created Locks
54281-04.rez flash 4857208 09-Nov-2006 16:22:18 0
config.ins flash 32 10-Nov-2006 11:32:55 0
feature.lic flash 39 09-Nov-2006 16:24:48 0
help.hlp flash 75892 10-Nov-2006 10:08:39 0
longname.lfn flash 17 10-Nov-2006 10:10:17 0
prefer.ins flash 64 09-Nov-2006 16:23:03 0
release.lic flash 32 09-Nov-2006 16:23:01 0
test0l.cfg flash 2952 09-Nov-2006 16:46:10 0
test02.cfg flash 2352 10-Nov-2006 11:30:24 0

load file=filename.cfg server=ip-addr

destination=flash

load method=zmodem port=0

destination=flash

edit filename.cfg

set config=filename.cfg (281X 7 ) 7" h DIETE)

[SHOW FLASHJ DY Y RICE2>T, 73vyaXEU—DREE

RRITBIEDTEET,

Manager > SHOW FLASH .|

FFS info:

global operation ...... none
flash autowrite ....... disabled
compaction count ...... 4

117 seconds
4939276 bytes
76136 bytes
10582156 bytes
131072 bytes
15728640 bytes

est compaction time ...
files
garbage
free
required free block ...
total

diagnostic counters:
event successes failures

"
o}
2
o

BN

0 0
0 0
0 0
2 0
complete 0 0
write 0 0
create 0 0
put 0 0
delete 0 0
check 1 0
erase 0 0
compact 0 0
verify 0 0

(9 files)
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IS5y YaXEY—QIVINTYaY

[ACTIVATE FLASH COMPACTIONJ DYV FIZLY, 75v¥a
XEBY=DIVNOY 3V (FARNVIOBRE) #TODTENTEET,

BEOERTHNE COIVY RAEERIBZILEFFEAEDY &
AN 73V YaXEY—RFEOTOBEIBDIC. T7LD
O—RTEROVEVIIRRTE. SOOIV RZRFTLTHET,

Manager > ACTIVATE FLASH COMPACTION ./

Info (131260): Flash compacting...
DO NOT restart the router until compaction is completed.

AVNOY 3V NVOTSOYRTRTSNE T, IV /O3
VHET LT RDOXAYE—IDNRRESNDE T, RICERNDDE
REAZDICLIZY, [RESTART| OVY FARFTLAVLTICEW
RRICE>TE 1 ~5DDDBTENDBYET )0

Manager >
Info (131261): Flash compaction successfully completed.

IAVNOY3VRTPIC, BRICARSDERE X 7
[CLIcY. [RESTART]) OXY RZEFTLEBOLTLIE
W URB—FPERF7ETDE. TPAILYR
TLDWIESNE T

AR

TP—LADIPON-Y3VPVvIRETHERI B LY FPVT
V=R Z7—LDIPREDKER T 7V EHRLICEE, B
ENICCOIVNOY I VHERFTEINE T,

62 |7

N

AIVIRAT L

9.2 J7AI#&

T77A4IVBE ROERTERESNE T, filename & ext FEU A
THOET, T4 LHRY— (T3 E—) ORGHY EB A

’filename.ext

filename
FPAIE (R=2B), XFHIF 1 ~ 16 XF. ¥HBEKFTE
NATY (-) PMERAET. AXF - NIFOXBlEHY FHA
B BRICEKRLT - NIFOXBHREBRENE T,

ext
WRF. 77 A NBICEBTHRF Z DHRINERY EHE A
£ 9.2.1 DIRFMEAITRETT . ANF - N\XFZOXZFHY
FEAD, BRICERNZ - N IFOXBIDRRESNE T,

[UserDoc.CfG] MK DICANT - INXFRBSYD T 71 Ve T
BEPTRETT ., LHALBHS, KXF - NIFOBRKFERSN
31z, [UserDoc.CfG] AMER =N TUOLE [userdoc.cfg] (FfE
RTEZBAL. [userdoc.cfg) #IEETSE [UserDoc.CIG] A
[REBYET,

® 9.2 ICAHRNERI 5ELGBRFZRLE T
®9.2.1 EIFRRF

RS T7AIEA T/ ke
REZ AERHIERBHIZDEE. O—RSNBT77—LDITPD
52 izl

PAZ T7—LDTPICRTBINYFOEBERDT 71 JUs
VIO PON=I3VICL>TIE AR =S
NTORBRWBEEHYET

CFG  #HBRDH/ERHY TR T 74 L3, [SCPJ &DEICE
BERRAEHY AN BFE L TRERNDTEZRET
BRH0Y TG [CFG) A#FB0WE T

SCP  2FRHYT LT 7A ), [CFG) &DREICHERXBE
HYFBAD, BAELTRUA—RHUT RPNV F
DA R R 5 Y T RCIE [SCP) 20 ET

HLP AV SAUALTDT 741

LIC SACVRTPAINe Z7—LDT7 (UU—=X) P8
HOHERE (D4 —F v —) DAY RIBREEMLTO
27714 TT, BRIHBRLBEOTLIZSW

INS RRENBF ICTHRAMAL T 7 — LD T PORE T 71 VDIEHR
ZMLTOB 71

DHC  DHCP H—N—0DFEE®R I 71
TXT AVt 8 b RO

a. CFG. SCP 77AILOABICHWNT. [#] TE 1T
(& IAXVFERGESNERSNE T,



$(Z, EDIT OV Y @ CFG, SCP. TXT DIERFT%H DT 71
WEEET B ENTEET,

AZE [6 TFRFIT44A—] (p.55)

& 9.2.2 HHIREZFHOT 7 (b

27 &®E

T2+ W EDEEROYT T 74 s

[SET CONFIG] DYV RTieghro U T R HRE
=NTLRL (none) BE., AT 7 IUABELT
ONEiscBghRT=NE T,
B0 TEDBESNTODHEE. BESN
TOWB 771 UDERITSNET

boot.cfg

ZE}ROUT 77 VDEHRERELTVS I 7
)b, [SET CONFIG=filename.CFG] #%179 5
EAERR (EBE) sn&d, [SET
CONFIG=NONE] #2179 5 LHfrsN&T

config.ins

RESICO—RIZT77—LDIP. NVvFITPA
VOEHRZRELTVET

prefer.ins

enabled.sec £Fa T4 —F—RABITLICEEICBHMNITIHE
MEND 770 YRTAICHL, KT
:\:1;7_‘4—{—FN%%??@"\“élt%ﬂ?@‘77'(
T

IPsec 82 EDBBSIEDIcODT—T )& L TEFHH
[ZPERRESND T 71 )Ue RBBNIBODICDICBHOND
LOT. I—H-—HEHEITILEEFHYFTA

random.rnd

YU—25AtYRT7A e ZP—LDLP (U
U—2R) OtV REREF DI 7T,
BIBRLABWT<IEE 0

release.lic

T4 =F v =314 2VRT 71 )0, BIKEE
(TA4—F%—) DAV REREF DI 7
TY, HBRLABOTfoE

feature.lic

longname.lf B8O 71U (BI3FER) ERLT 2R
n (16.373) OHLERFTLTOET, 7 P13
(N=2B) BRN 8 NUFEIBAD T 71 )UEIERk
g%tﬁéﬁ?@(d’ﬁﬁién MEesmicEHNE
o HIBRLBWTLfZEW

9.3 DAILRAH—FK

PPAINWEBRETBIRODINVEIE, DAV EA—F () #FE>T
BROT7 7V e—EITEETEE T,

* DELETE FILEOVYYF
* SHOW FILEO~YY

DAVEA—F ) & EROXFH] #RIELDOT, AIRIETFE
BINTOREROV TR T 71 VERRLET,

Manager > SHOW FILE=*.cfg ./

Filename Device Size Created Locks
52catv.cfg flash 2199 08-May-2002 21:48:14 0
53perso.cfg flash 3223 08-May-2002 22:00:07 0
55mulho.cfg flash 3149 08-May-2002 22:36:19 0
example_isp.cfg flash 2840 25-Mar-2005 11:29:23 0
telnet.cfg flash 2324 26-Apr-2002 16:11:25 0
tokyo.cfg flash 4511 09-May-2002 01:30:02 0
tokyo.scp flash 2430 11-May-2002 21:45:06 0
x-y.cfg flash 2276 11-May-2002 20:44:19 0
y-z.cfg flash 2359 11-May-2002 21:46:33 0

filename 83 Tl& [string*)] DX DBEOADTEE T, ext B35S
Tl BRTERALEIT, HIARK T2 [t TEd 7710 )%
FRULFET, 12720, filename BRI LT [*string] [string]
DELOBBEOAEFTEEE A

Manager > SHOW FILE=t*.* .|

Filename Device Size Created Locks
telnet.cfg flash 2324 26-Apr-2002 16:11:25 0
tokyo.cfg flash 4511 09-May-2002 01:30:02 0
tokyo.scp flash 2430 11-May-2002 21:45:06 0

TR N0 THBFEZT7SVVaXTEY—Dscp 771 IDINTH
BIBRL %9

‘Manager > DELETE FILE=no*.scp ./

@ MBLTLESFHT7 7 VOEBRETE %A,
AR SRTOIPAUHHREN. SEDRBTER<E

UEdo DA EA—FREBRLICD 7 VOEIRRIE.
REACTER<SIES L,

T7A4IVI AT L |63






10 BEIT7MIWDINyIT7 vy TEURX KT

FRBF, 7SVVAAEY—ICRBESNTVBDRET 71 g e
DNYHPYTPYR P (B) #75ZENTEET,

TFTPY—/\—
Zmodem

L
-

192.168.1.100

Forvo—R 7Zwv7O—R
(LOAD) (UPLOAD)
UX K7 Ny o7vT
ARIL—5—
ﬁﬁ?ﬂﬁl ) 192168.1.1

B 10.0.1 7y7/¥orOo—k

AETIE TFTP. Zmodem [C&k BNV HFPVvTEYRRPIZDNOT
FHBLFT,

10.1 TFTP

AERESE. TFTP O34 72 FOWAEEEZERRL THY, TFTP ¥ —
N=DEEHROT VYA XEY=ADHDYO—F, FIFAH
@DTZVYAXEY=H5 TFTP —=N=ADOPv TO—RHg
BT,

A& [9 7MWY RT L] (p61)

TFTP #Rez FIAT B1-DICE RDE SBRENARRBICHESNT
WBLEBHHBYE T,

Manager > ENABLE IP .l
Manager > ADD IP INT=vlanl IP=192.168.1.1 .

MTFOBETIE LAN Bl >&2—7x—X VLANT (192.168.1.1)
(Z. TFTP #—/N— (192.168.1.100) NE#H#EHM=N T3 ERE
L&Y,

Py ) BHOVO0—-RE /—=FIVE—ROBEE Manager LN
V. £F2 VT4 —F—RFDFEE Security Officer LNJUDIERR
HRETT,

% M Tr—LDIP NvFIrAWRER, PvIO—RT

TFEtA
evb

Fgovo—Fkr

AOYO—FE [LOAD) DXV REMEALET. RIS, Ahhlz
RL&T, 772AIBELT [testOl.cfg) ZRELTLE T,

Manager> LOAD FILE=testOl.cfg
SERVER=192.168.1.100
DESTINATION=FLASH .

Manager >
Info (1048270): File transfer successfully completed.

EBAENDYO—RTERHIE [SHOW FILE] IV R THESR
TEET,

TFTP H—N—=(C&>TE (UNIX R OS @ tftpd B &), 77 %
AOVD—FIBRRIC, 771 LEBORLT I\ FEXBILETOD
TTARKIZEW, 75w YaXEY —ETRANTF - N\ZFDOX3)
FHYEEAD, RRICEALT - N IZOXFDRBRSNE T,

TFTP Tl& D20 —FI27 7 VEBRBDT 7D T3
VaXEY—LICBETBHE. ¥OVO0—FTEEHAo
[DELETEFILEJONY RTOSvYaxXE)—LEDT 74 %zHEIRR
LTHBEDYO—FLTLIZE W,

7w 7O—R

Pv7O—FR& [UPLOAD] DX Y RZHALET. RIS, AHAl
ERLET. 77BN F - I\NFEHILE T,

Manager> UPLOAD FILE=testOl.cfg
SERVER=192.168.1.100 ./

Manager >
Info (1048270): File transfer successfully completed.

TFETP #—N—=Z&L 2Tl (UNIX % OS D tftpd B &), 771 %
PyvITO—RIBERIC. TFTIP Y—N=TT7 21 )bDH U I A (E
) DTERWIZDIC, Py TO—RARBT B EN DY E T, ¥
DEOBBEE TFTP $—N=—DFT« Lo FU—(C. HEHLD
PyvIO—RENB 771 VERLRBEIDT 741 AR L, ESIA
HBHERE HIZATHOTLIZEL (UNIX R 0S Tl K= -\
XFaXBIL&ET)o

BEI7AIVDINYIFPvTEUX KT |65



10.2 Zmodem

AEIR(E. Zmodem O FINVAEARBLTHY., IVV—UKR—
[CEFKSNTOEIVY —IUA—ZF)UHBEREGDT Zv T a X
TE)—ADT7PAIDADYO—R ABRBO ISV XEY—H
S5AVY—=E—=ZFWADT 7L IVOF v TO—RHIJETT,

CITR BEYZ RO 7”& LT Windows 2000 DA N—R—
IHV BRI BHBEEHBLE T,

&E [A3NANR—B—ZFDBE] (p.128)
T AZ[9TPAWYRT L] (p.61)

Fovo—k

66

NAN—="—ZF )& L. Manager LN)UTOS1> LT
<IEEsW (BF2 YT a0 —FE—ROBEE Security Officer L
NITOTA > LTLIZEW),

AH>0—RE [LOAD] DXV RABALET, RIC. AhH
BlAERLE T, Zmodem [CLBAHDYO—RTld Z25v¥a
ARV = FICBRD I PAIHNEETBREE. FEESNT(CT
XVPREILICRTYLETOTTEFRLIESO,

Manager> LOAD METHOD=ZMODEM ASYN=0
DESTINATION=FLASH .|

Bm(_[Router ready to begin ZMODEM file transfers ...J&
FRSNICE. NAN=E—ZF)DAZ2a—N—H5 [EE]
= [T7A)VD=*E] #FERL, 771 IEEBELE T,

BELIL 71 BERL. RFNE EE] Rarzs Uy
OLET,

BmIC [Zmodem, session over.] EFRReSNicbA DY O—
FIFEY T,

[SHOW FILE] DY Y RTARBRBICEBAET DY O—RTE
fcCE&ERLTLIZS O,

BEIT7Z7AILDINvIT v TEUXRT

FyvJO—R

1 NAN—=E2—ZF)b%E#HL. Manager E—RTOT1> LT
<tV (BF2 U T —F—RDBEE Security Officer L/

N TOT1 LT IEEW,

2 Pv7JO0—F& [UPLOAD) OV RAEMBRAL&FE T, RIC

IERLET

A

Manager> UPLOAD FILE=TOOS.cfg METHOD=ZMODEM
ASYN=0 .

3 NAN=B—ZF)HBBNCT 7 LR EZBBLE T,

4 [File transfer successfully completed.] & FRENIcH. 7

J0—REEYTI,

v



11 K\—=I3ry7v7T

B ARDICDIC, PER<SEHBDOY I DI PON-I3Y
PyTONYFUNVPY T=2G35TEhBYET, COETE &
FIOP—LADIPOAFHEY. N—=Y3VBESICOOTHALF
Io

11.1 #ELFHOD

AERON=I3VPvITICE. ROEDHIVREBTT,

B F—LDITFOAOYO—FEYa -
TP=LDIP ANVTTPAIWRE BRI 7 EFED
1CBCBROERET 71V TT,

s =2/ —F
BEEIISE, NPT 4 HRARBIONTHBLLIBTT,
BEEABRICBSNTOETOC, BTTBEILE0,

e IDP—LDIPAVRA—2—
TP—LDIPREDTPAIE, ABRICAXHDVO—-RTB
YV—)VTY,

e N=Y3aVPvIFIEE
N=I3>PvIOrA FEINTHSNTOET,
» Windows 7/XP/2000 B* VR k—=bshfcDvE21—4—
TP—LADIPAVA—5—%LFLFET,
AHovO0—REIa—-l, YU—-R/ =k T7—LDIPAVR
F—2— N=Y3VPVIFIBEE. BHAR—LRN=IHBHDY
O0—R393EPNTEFT,

http://www.allied-telesis.co.jp/

11.2 77A4IbDIN—Y 3 VREL

27=L9x7T74)

Tr—LHIPON=Y3VE [XY.Z-MM] O&>SBERTER
shEd,
(B1) [2.8.1-04)

PP7—=LDIFPDT7A B [64XYZ-MM.REZ] D&LSBERX
TRIRSNE T,
(B1) [64281-04.REZ]

TE[9 771NV YRT L) (p.61)
YorvO—REIa-)b

AHOVD—REI2—IWDT7 P13 [arbdXYZMM.exe] D&k
DBEXTCERRINE T,
(B Tar5429102.exe]

M UU=RIEL2TE TP—LDIPN=I3VD
[XY.Z) OBIC TA) [B] BEDY T4 vHRDDLE
GhHBYET,

*2 HEEARECHBNSNTOS 7 7—LADIPN-Y3Y
SNV TVXY.Z-MM PL Al DEOBEXZR/HET
N BE [PLOJ EBUZET,

N—=Iar7v7T |67






12 lofc&EEIC

FHROEAPICBASHD LS TIVHRE LIcE EDRBHEIC
DOTHRAVLELE T,

12.1 bSO H0E

LED D&%

AERAED LED OREZBRL T ZSWo LED ORERRIERE
ROIZHRIEETOT, BOEHEOHIC LED DRE (R4T. <
W SEKBE) . CHERLTOICIEEZTLOBMOOICLET,
LED ORREICDOVTIE TRICRB L HYE T,

#E 1.3 SBOSHEM=] (0.18)
HC2ET X ~OREROTEER
AHREECLUMAE (LT TR L) £BATOF T, RESAD

[Cld BBXYE—JICIS-—ABTHERRSNE T, BLVTTXH
& RDKDBRBEICETENE T,

BRzANICEE
* RESTART REBOOT OV R THEELIcEE
c BN IS —(CLo>TBEBNICHRELICEE

EBRBRBEICIIRDELDIBA Y E—IHRRSNE T,

INFO: Self tests beginning.

INFO: RAM test beginning.

PASS: RAM test, 32768k bytes found.
INFO: Self tests complete.

INFO: Downloading router software.
Force EPROM download (Y) ?

INFO: Initial download successful.

INFO: Initialising Flash File System.
INFO: Executing configuration script <flash:test0l.cfg>
INFO: Router startup complete

login:

REAYE—IF, TRO4DCHBEENTERRSNE T,

« INFO : 28 7O ERARRSNE T

* PASS : TR F DB <IET LIcZ EZRUKRL. BRIERTRS
nEg

*ERROR: 7R R TIS—HRELILILZRKL. IT5—AT
PRRSNF IR TOLRFHITSNET

«FAIL D TR S THEBNB IS —HIFEELICC EZRRL, 128
TOtR(EPHisnET

ARmOOTZRD

FEHRDNERTBD0IZRBIEICLY RRZRBTED DD
UEd, 053 [SHOW LOG] OIVY R TRRTEE T,

login: manager .|
Password: |

Manager > SHOW LOG .J

Date/Time S Mod Type SType Message

10 11:41:27 4 ENCO ENCO PAC
10 11:41:27 4 ENCO ENCO PAC
10 11:41:27 3 LOG

M18X Security Engine Found.

M18X Security Engine Initialised.

IGMP packet trapping is active for IGMP

snooping, L3FILT is activated

10 11:41:27 6 FIRE FIRE ENBLD 10-Nov-2006 11:41:27 Firewall enabled

10 11:41:27 4 ENCO ENCO STAC STAC SW Initialised

10 11:41:27 7 SYS REST NORM Router startup, ver 2.8.1-00, 23-Jun-2006, Clock
Log: 11:40:58 on 10-Nov-2006

10 11:41:31 3 IPG CIRC CONF Remote request to set eth0 IP to 10.1.1.101
accepted

10 11:41:52 3 DHCP DHCP 00001 IP address 192.168.2.100 bound to

00-90-99-7e-b3-bb

Telnet connection accepted from 192.168.2.100

(TTY 17)

10 11:48:56 3 USER USER LON manager login on TTY17

10 12:41:52 3 DHCP DHCP 00001 IP address 192.168.2.100 bound to

00-90-99-7e-b3-bb

10 11:48:51 3 TLNT AUTH OK

®12.1.1 OJ DOFRTHI
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122 37U
JAVV=IbF—ZFIVICLFDHANTELEN

VY= =T VEELL#EHRSNTOSBD

s BEVIZEDIFP%E 2 DUERBICEEL TORBOD. BED
BEY T LD PEERICKET DECOMMA—F THEDFE
L. BETERV, AREICBBZEDEENHKLET S

s BEYVI DI POREABTRELOD I, IV —ir—
T E#HEHELTOS COMR— 2L BEYI DT P TRE
LTW3 COMAR—FBEF—HLTOLED

K& [ASNAN=B—ZF)VOFRE] (p.128)
cBEVILDIFPE—BRTYL. BERBLTHD

s AVE2—R—DOBRENSPOTHD

JAVV—=ILF—=ZFIVTXFEIFT TS

* BEV I DI PORIERES 9.600bps (CHEL TH DDA
BRDOTREABDHREF 9.600bps

cBEVIZEOIPOIVI-FEYTE JIS (SJIS) ICRET
%o HELP OV Y RIE ¥ 2k~ JIS TEABZERRIT S

KZE [ASNAN—K—ZF)VDOFKRE] (p.128)
s ANE—FE BEHFAE-RICE>TOSD. 2ANTPFA

NFEBANTERO, Windows Tl [Alt] F—%BLHS
[¥m/ 28] F-—%2BLTYVERS

EDITD ST

[BackSpace] F—TCTXFEhUEEIEL

« BEVY T LD PD [BackSpace] F¥—MI— K% Delete [CT 5
* [Delete] F—%1E>

£E [AZNAN—B—ZFVORE] (0.128)
T AB6TFRFIFT4—]) (0.55)

A=V ILF—HFHELN
cBBYIRDIPOIZaL—Y3V% VTI00ICTS
N N—=5—ZF L CEEADXFH RO LIEL

< [Ctrl) F—=%BLBHS W] F—%BL CBEZBHBEI S

70 | Aofe&ZEIC

o Tera Term B EDBEV I F DI P % ERTS

BEELES O/ 5 —CEHELIEN

* PPPOE ICLBEMICHNT. ELOFIRICL 5B ARGD
DEBRRAVF I 7%TORBH 2158, LIS OETO/NA
N—EDBROTERLRBBDIEDBY T HN~THENFFo
fok, MR EESRL THTIZS L,

B [BREBOE) (0.32)
POWER LED H'4T L&Y

POWER LED DEATIE. AHRICBRAMMEHESNTORVWI &R
LTOET, UTOREESEL TIZS 0,
s BRRAVFR AVICB>TLSD

cBRy 7V AEBOERIROA—ICELEHFSNTL
3h

cAC 735 BRIVEY MIELEFSNTLSBH
s BRIVEYRIR SROMHESNTLSD

SYSTEM LED Hhm2XT9 %

1 ZREROBREAVICL. LEIB<F>TAVICLET,

2 SYSTEM LED A'BICRATURH TOIc B, ARBICREHRE
LTLWBIEwRLTOET,

AV,
CentreCOM AR415S

X 12.2.1 fiEH

REBSO—HEUE. FRSOREERILOT
¥l GpY A,

LINK LED him4T U750y

LINK LED OSEATIE. 3%5D 10BASE-T/100BASE-TX R— ~IZ
ERENTLBRBEOBRENTEBOIEARLTOET, UTF
DREEBL TS,

« RS OBRE. AVICB>TOSD



« UTP 7 =TI, AR@EEREHSICERSNTOSD

* AEROFZEDR— FIEHSNTOSB UTP =T %, A8
BDDR— HCHFEL TH B DR— S TEHETDF 7S
5, RS UTP X —7IVOBE

< UTP 7 =T )L BRSO MDR— N THEFKEL TH B, D

R—hFTEENTDEEB5, ARRAKIBEUTP r—T DR

&

c EBICEMTEDEDDD>TLSB, D UTP =TT
BLTHD

s ELWUTP =T ERLTLSH. 100BASE-TX DiBE
[FHh7IU—5DIE. 10BASE-T DB&EHT ITU—3 M E

 UTP X —ZERELLA 7 — 7 URlESHA 100m
LINK LED Hs(TU TV S DISEFETERRL

* LAN iR — FDIBE, A— FHEDHICHESNTULBOD,
[SHOW SWITCH PORTJ OYY R TAHR—FRT—AX
(Status) =BT 2

-« EREMERO LINK LED EAUTLTL1B1. LINK LED &, &
WRLFHARBOWHICHY, WHHRILTOBFNIFES
BO

s ELOWUTP =T @EARLTLUSD, 100BASE-TX DIBE
[FHTIVU—5LIE. 10BASE-T DiB&EFEHTIV—3 M E

« UTP 7 =T IRIFIELWLD. & —TUEFERA 100m

Hofc&E(C
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5280 ERESR

CCTlE, AEBED XL EONDIRES
WD EDBIF, ZDERERZEICDL
THRHULET,






13 1@

CCETOET, ER - BRICEITZIENSY. VI DI PR
ABBEICDVTRAL & Lo AB TR F<BONIIBHHE
REEF T RENERX~ZHBLDOD. HBRIVY FANZRLE
To SHICHERBREICESIZOD, (FLHLD—FHE L THHRALI
=L

ABOB/AIE. FTEDELDICBO>TOET. &9 A& —3 vV b
BICDOWT, 4P1ZHRALET,
* 13.2 PPPOE (L& BifiREA V2 —2w bR (0.76)

* 13.3 PPPOE (2B LAN Bl VA —=w bt (P FY
N—=1F) (p.80)

* 13.4 Ethernet [C&BimARE A VA —= v g (p.84)
RIC, IPsec #FBLTEF 2 T4 —%ERLBDDBAVE—RY
FREBT. EROWURCH TS LAN #BEEHR T 2552 HB\BL=
ER

1835 A VA —xv MMERICELD 2 28 IPsec VPN (p.88)

¢ 136 /1 VA—3v MERICKD 3 & IPsec VPN (p.99)
¥L 7T, PPPOEDXINF LYY 3VHERD, 18—V MMERE.
NTT RBADZL WY - G—TPHE2%» NTT BEERODT LV

V- G—=TRED CUGC Y —ERZRBRICFHIAIT 5% HBL &
Io

¢ 137 A VR—2v k& CUGC U —ERDOEFHES (IHARE )
(®.112)
¢ 138 VA —xv k& CUG H—ERDBEIFER (LAN )
(p.116)

R®IC, PPPOE DBEEMETOLODREDFME, TRFES
EVHTHEOTOIEELVERE FEDTHY & T ERICHRTE
ZIBDBRNCTE LIS,
+ 139 RELDIARFR (p.122)
* [PPPOE v Y3V OFHCL 5] (0.122)
« [PPPOE £y ¥ 3> OBE##] (p.122)
s [PPPOE ICHHFBPYFUN—F] (p.122)

13.1 BEZIEUHBhIIC
IV Y RAACHIIBER

TRV FOANIZERLE T EBRICANT BBNE. AXF
TRLET. [ B UR—VF—F LB IVE—F—-T9 (&
Tl UR—2F—ERELET ),

WAOEICLY, IV FERVRTHBEE. 2 78T
LE T REDIVY FANTE ZFRFSNTOSTORICAN—
RU0EDZEAN, [4] FTIHETAAOLTLZE 0,

)

Manager > ADD IP ROUTE=0.0.0.0 INT=ppp0 NEX-
THOP=0.0.0.0 ./

Info (1005275): IP route successfully added.

2—H— [manasger] [T BHLWO/INRD—R%& [XXXXXxx] D
KDCKRZLET HLONARD—RE PBHEEEDIFF%E AN
LT<LfZEly,

IV Y RANDEEDESHIC

COETANTBLIVY RERFLICTFR T 71
(415SAMP.TXT) A M R—LAN=IDBEHVO0—-RITBHT &
NTEFT,

http://www.allied-telesis.co.jp/

D774 NVECEANDIVE2—42—IC3E-L. H5HLDHTF
ARITAR—THEEEBOPNZEELICE TFIAFIT«
BE=HBIVYV—=R—IFVIC, IRV FEIE-&X—=X LT
<frEEl

—EIZ 1 FIDIE—E&N—X L. RRSNBAXA YV E—I%ER
LBD5EDBDHRETT—EICRBDTZIE—EN-R T
B NvDr—DBanicy, Xve—IPHERTERVIDIC,
EBCIVY RPERTFESNICIEHDDYE A

TFTP ¥ Zmodem ZEAL T. BEARBICHDYO—-FIT3EE

LIRETTA, FBRIC 1 TIDIXVREANLTHB I % HE)
HLET,

BBl | 75



13.2 PPPOE [C& IR A 25— v MME#

7‘547U—DNS.
192.0.2.1

+HYAHU—DNS:

192.0.2.2

DHCPEIUXTAP LR : _FTTH
192.168.2.100~
192.168.2.131 NTUvsH
FVEDO—=5
L= IPAT R
’ (ENAT)
’
4
g +
£ - ’ TSN~k
S - = L~._\~LS_ S RYRD—5H
*, ppp0
X ” < eth0  IPPRLASEES
N & A/w Vi (IPCP)
X Q 192.168.2.1
> %)
g =
=~ Q
o

, RVRD—OPRLDR192.168.2.0/255.255.255.0

13.2.1 PPPoE IC & 2 imRE D

PPPOE %> T7ONA X—I|T##EL & F. PPPOE (&, ADSL
FTTHREDWDIDS [TO0— RNV F] XY —EXTLELERsN
TWBTORINTY, COHIR #RIDESHNICT FLR% 1
DEIYSTHONBIHAREEDEAFRETT,

HAF+ZvH ENAT T1EOP FUREZRAL, 271479+ —)b
THBHESDAEP O ER%ZBFLELE T, &ico LAN RIOS17PY

DREZBRICT B2, DNS U L—& DHCP —N—=£FABL
ENE

76 | 18RLf

TONRAF—h SREETN D 1ER

MFOHRB T, TONAF—HEFEORVBRONSAENTVD
ERELF T EFEDFEICIE BEHORNBERE CTHEA<IES 0,

« FEFDOIL—Y—2 : site_a@example.co.jp

o FFD/NRD—R  passwd_a

e PPPOE H—ERLZ #EEBL

cIPPRLR JO-NUVFPRELUR 1B @HBIUHT)
* DNS —N\— : w5l n s

REDF#

PPAP O+ —EFIALT SIBHEDREF O Rz EE L
DO APHBEBBICAVE—RY FNDFPHERADTED K
2ICLET.

s DPAP O+ —DEAFZ v ENAT #aezBRAL T LAN
RARY ED=oDTS5ARX—=K PP FDZ% TONAH—hH
55ABNICT0—NVIP PRURICERLE T CNUICKY.
LAN (ZERSNICBEOIVE2—2 DB VA —3 Y A
OB P O ERADTEEICBYE T,

¢ KERDIP PFLURIE FROKDICHELE T,

£ 13.2.1 *REOERKRE
WAN B#I81 > & —T 1 —X ethO

WAN {8 (ppp0) IP 7 RLR  ##ESIC 70N Z—H B
893

LAN I (vlan1) IPPRL R 192.168.2.1/24

DHCP #—/N—#¥8E B

» ABG% DHCP $—N—& L TEES . LAN ICEficnic3
YE2-A—-CIPPRLUR BTRY SYRO. T2+ 07—
oA, DNSH—N=PRFLUROBERERZB/LE T,

£ 13.2.2 AHFHEO DHCP Y —/\—DERE

DHCP RUY—3 BASE

TRFRHARR 7200 (#)

BITRYVEYRSY 255.255.255.0

TI7xR—k 192.168.2.1

DNS #—N\— 192.168.2.1

DHCP L> Y8 LAN

RHI S IP 7 FLRDOEHE 192.168.2.100 ~
192.168.2.131 (3218

s ABBOONS UL —#aee A VICLT. LANRIO VY E2 —&—
NBEDDNS UHIR k%, FONAH—D DNS 4 —N—(C8&



ELE T LEEDHCP Y —N—DFEICLY. LANRIOYE2—
B—ICHLTE DNSH—N=PRLRELTEHRBEEOD IP
PRUREHAE T,

=
axX
1 ARBODERRA VvF A UICLET,

2 OVV—JUR—kH5B. 2—%— [manager] TOS1 > L&
Fo T7HIEDNRD—RE [friend] TYo

login: manager .
Password: friend (FRShztA)

® PPP DRE

3 WAN ) Ethernet 1 &2 —2 x— 2R (eth0) EIC PPP 1> & —
71 —R%EERLF T, [OVER=ethO-XXXX] @ [XXXX] D
BACE. BRISNC PPPOE O [H—ERE] #2hL %7,
SENBVBEG EDV—ERRAITERHFANSNEL
2. [any) #8/ELF T,

Manager > CREATE PPP=0 OVER=ethO-any .

Info (1003003): Operation successful.

4 JONABE—DEBHUSNIC PPP 1—H—8ENRD—F %K
EL. #BHEFICIP PRLUREIUBTOBRETOLDICHREL
9. LAQRFAZICL. RDYICLCP Echo N v h%E>T
PPP UV ODREZERL. BEBIC PPPOE Dty 3 %
BERIDEOICLET (RyyayF—TP>5147) . &1
ISON @i DFRETH B BAP [FA ZICLE T,

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

®IP. L—FT 1V IDER

5 IPEV2—-LEBMHILET,

Manager > ENABLE IP .

Info (1005287): IP module has been enabled.

6 IPCP *IvI—Y 3V TH5ABNI IP PRLR%E PPP AV
"= I —RCHEATBLDICHELF T,

Manager > ENABLE IP REMOTEASSIGN .

Info (1005287): Remote IP assignment has been enabled.

7 LANBI (vlan1) 4> R =D 1—RICIPPRLRZRELE T,

Manager > ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0 .

Info (1005275): interface successfully added.

8 WAN A (ppp0) 1>A2—7x—XICIPPRLX[0.0.0.0] %
FELFT. TONAA—EDBGHEILT BT, IP PRLU
AIEELE T Ao

Manager > ADD IP INT=ppp0 IP=0.0.0.0 .

Info (1005275): interface successfully added.

9 FIOAIRI—FERELFT,

Manager > ADD IP ROUTE=0.0.0.0 INT=ppp0 NEX-
THOP=0.0.0.0 ./

Info (1005275): IP route successfully added.

@ DNS UL —DRE

10 DNS U L—H#pee B L& d,

Manager > ENABLE IP DNSRELAY .J

Info (1005003): Operation successful.

11 DNS U L—Dp#sEwIEEL & T BH. PHESEICIE DNS ¥ —
N=DOPFURZIBELETH IPCPICKYP FLRZBIZY
BETRIARATHBICD. CITRIANYE—T 1 —REBEB/EL
LIS

Manager > SET IP DNSRELAY INT=ppp0 .

Info (1005003): Operation successful.
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@77 A7 U —ILDERE

12 77470+ —VREEBEMCLET,

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

13774 70— VOBEERET BT 7 PO+ —JURUS—
fnet] ZERL & T, RUY—DXFFFE, BBHICK > THE
RICRETEE I,

Manager > CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

14 ICMP 4w (& Ping (Echo/Echo Reply) &EERTIAE
(Unreachable) O#WAETHILF T,

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH .|

Info (1077003): Operation successful.

15 ABRO ident 7O+ —#a EHICL. SEDX—U
(SMTP) H—N=EDBD ident BRICHL T, fof2BIC
TCP RST #RY & DRELE T,

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY .J

Info (1077003): Operation successful.

16 77170+ — VRS —DEARNRERD M VE—T1—2R
ZEELE T LANF (vian1) 4 2&—7 1 —X% PRIVATE
(RB) ICRELET,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

1 FIFIERETIE ICMP EZ 7+ PO x — % @8

L3 TEEPA.

78 | 18Rkf

WAN #l (ppp0) >&2—Tx—2X% PUBLIC (488 (CRE
L&Y,

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .

Info (1077003): Operation successful.

17 LAN fIRv F D=5 ICHEHSNTOBRINTOIVE 21—~ —
D ENAT HEEA BRTEBLORELEF T, JO-NUVP R
RUZIE pppODIP PRLUREFERLET,

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=pppO0 .

Info (1077003): Operation successful.

@ DHCP 9 —/\—0D&E

18 LANRIDYE2—&2— (DHCP £ 547> k) DfzHIc, DHCP
Y—N—HeEEBMLET,

Manager > ENABLE DHCP .J

Info (1070003): Operation successful.

19 DHCP R > — [BASE] L& T, KU Y—DOXFFI,
BBRICEL > TERICRETEE T, IP P RFUROERAIRIE
72008 QBE) LL&EJ.

Manager > CREATE DHCP POLICY=BASE LEA-
SETIME=7200 .

Info (1070003): Operation successful.

20 DHCP O SA PV MCIRET DIBHMERELF o
CZTEF DNS 4—N—=PFLRELT, ABRBD LAN Al
VR=TI—ADIP PRLURZEBELTVE T,

Manager > ADD DHCP POLICY=BASE
SUBNET=255.255.255.0 ROUTER=192.168.2.1
DNSSERVER=192.168.2.1 .

Info (1070003): Operation successful.

21 DHCP OL > [LOCAL] Z1tEsk L. DHCP 5517 FICiR
#HIBIPPRLROBEEZRELE T, LYIDOXFIE &
BRICEL > THRICRETEZ T,

Manager > CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32 .|

Info (1070003): Operation successful.




OfZl. /\AT— R, HERE

22

23

24

25

BzIZRELE T AT BRIZRELICIEDNH 56, 52
DBERERFTETY,

&2, [SHOW INT) IXV R TR &1 2R —7 21— RDRE
ZERTEETo

Manager > SET TIME=01:00:01 DATE=01-APR-2005 ./

System time is 01:00:01 on Sunday 01-APR-2005.

J1—%— [manager] DXRD—RAZBLFT, Confirm: D
AN#ERAICEE, OV RTOV T RORRSNBVBER.
A=+ =L TS0,

Manager > SET PASSWORD ./

0l1ld password: friend J
New password: XXXXXXX
Confirm: xxxxxxx J

Manager > SHOW INT .
Interfaces sysUpTime: 01:26:55
DynamicLinkTraps..... Disabled
TrapLimit............ 20
Number of unencrypted PPP/FR links..... 1
ifIndex Interface ifAdminStatus  ifOperStatus ifLastChange
1 eth0 Up Up 01:17:13
3 vlanl Up Up 00:00:01
4 ppp0 Up Up 01:17:35

REFUETT REANBERERO VTSI PAVICRBELE
ER

27 PPP#HEICTONA X —DEEBLICIP P R LR EDIER

[F. [SHOW PPP CONFIG) DXV RICK > THRBTEET,

Manager > CREATE CONFIG=ROUTER.CFG .|

Info (1049003): Operation successful.

RBROUTHELTIEELE T,

Manager > SET CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

QDR
26 PPP O##HEOIEILE, [SHOW PPPJ IV R THESRTEE T,

Manager > SHOW PPP .J

Name Enabled ifIndex Over cp State
ppp0 YES 04 1PCP OPENED
eth0-any LCP OPENED

Manager > SHOW PPP CONFIG ./
Interface - description
Parameter Configured Negotiated
pop0 -
Local Peer
eth0-any
Ip
IP Compression Protocol NONE NONE wac
IP Pool NOT SET
IP Address Request ON
IP Address 123.45.11.22 123.45.11.22 123.45.67.1
Primary DNS Address 87.65.43.21 87.65.43.21 NONE
Secondary DNS Address 87.65.43.22 87.65.43.22 NONE
Primary WinS Address NOT SET NONE
Secondary WinS Address NOT SET NONE
PPPOE
Session ID BICC BICC
MAC Address of Peer 00-90-99-0a-0a-04
Service Name any
Debug
Maximum packet bytes to display 32

28 LAN fl0JYE2—%&—T Web 750 ¥ - E%ETL.

VE—RYRIPORRTEDIEZHERLTSIZS L,

2B, LANRIODYE2—8—D'IP PRLRZBEMST 5&
DICHESNTWVSBHE (DHCP 4547V FTHB5HE). &
HRO DHCP H—N—#aE2RELCEIC, IVE1—8—%
g (X1cIHBiRE) 2B HYET,
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FEH
BRORETIBERTI B K> T, AL RESNBRHUT
RO A NERLET.

K 1323 /ERAIYUT T 74)U (ROUTER.CFG)
1 CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_alexample.co.jp PASSWORD=passwd_a
LQR=0OFF ECHO=ON

3 ENABLE IP

4 ENABLE IP REMOTEASSIGN

5 ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

6 ADD IP INT=ppp0 IP=0.0.0.0

7 ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0

8 ENABLE IP DNSRELAY

9 SET IP DNSRELAY INT=ppp0

10 ENABLE FIREWALL
11 CREATE FIREWALL POLICY=net

12 ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

13 DISABLE FIREWALL POLICY=net IDENTPROXY

14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

15 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0

17 ENABLE DHCP

18 CREATE DHCP POLICY=BASE LEASETIME=7200

19 ADD DHCP POLICY=BASE SUBNET=255.255.255.0
ROUTER=192.168.2.1 DNSSERVER=192.168.2.1

20 CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32

[SET TIMEJ DX Y R&aE, OVYYRIJOVITRIRLTAALLE
OXYVEREDIRTH RETZ 71 IWVELTRESND DT TEFBLE
VDRUCTERLIZE W,
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13.3 PPPOE [C&% LANBIAS V5 -y b
g (PUFrvI—K)

Rz o DN

NTUvs
FrT RUkD—5

- IPAPOx—)

4

TFAN—
FVED—5
VLAN1 FPrFYN=F
192.0.2.1
192.02.3 ..
SMTP
DNS
192.022

,192.0.2.0/255.255.255.248

B 13.3.1 PPPoE [C&% LAN Bi## (LAN fl&'0—/NL)

PPPOE # > TTONA X —ICHEHLE T JO—NUVPRLR%
818. 16 BaENT0 Y HBMHTEENICEIUB TSNS LAN Bl
BOREH T,

ZOHITIE NAT zEAE Y. LANBIRRICHD—NIVP RLR%
BHEEIVUBTET, &fc. 77A P04 — V> THBHEDPH
TRERAMBEL DD, HEDY —N—1F=HBBICABELE T,



TONA I SREESN D15

MFORBTE, TONAF—H S FEORVBRINSAENTOS
ERELF T EFEDOFEICIE. BEHORNBRE THEA<IEES0,

s FEHFDOIL—Y—L : site_a@example.co.jp

o FHD/NRD— K passwd_a

* PPPOE 4 —EXZ  EEBL

c FATESIPPZRLR:192.0.2.0/29(192.0.2.0~192.0.2.7)

HEDTTE

o LAN RlifRIFINTHO-NIVP RURTEAL & T, NAT &
BALEFBA. TONAA—HEEUETENTOSP? FLRIF
8BTIN RV rD—OPFLR (192.02.0). 7O—F*+
A7 RLURU92027) . V-2 —-BFDO7 LR
(192.0.2.1) [Z¥n¥EN 1 BIDEESNSBICD. HARICHE
TEB7FLRIF192.022~192026 D5 @BEBYET,

s IPAPOx—EFABL T IO DDRIEF &t R % EHT L
DO ABPHSEBBICAVE—RY EANDFHEADNTED K
2ICL&ET,

¢ ABHSDTP O RGEARBCINTEYT L FTH ROY—E
AT A ELTHILET,

¢ SMTP #—/N\—1:192.0.2.2 : 25/tcp
* DNS #—/N—1:192.0.2.2 : 63/tcp, 53/udp

s FEBOEARER ROBYTI,
® 13.3.1 FHBOBFHE

WAN RIsi81 > A —T 11— eth0
WAN 8 (ppp0) IP 7KL PUFUN—R
LAN A (VLAN1T) IP 7RLXR 192.0.2.1/24
DHCP #—/\—#%8E BH0

Egz

1 FAHRROBRAAVFEFVICLET,

2 OVV—JUR—kH5B. 2—%— [manager] TOS1 > L&
To T 74NV EFDNRD—RI(ZE [friend] TY,

login: manager .
Password: friend (FRSh&xtA)

® PPP DT

3 WAN 8l Ethernet ¥ &2 —2 = —2X (ethQ) EIZ PPP 1> & —

71 —REEHRLE T, [OVER=ethO-XXXX] @ [XXXX] D
BHICIE BRSNIC PPPOE O [H—EXRB] #RAMLF T,
BENBVEEE. EOY—ERZEITELZFANGNDL
>, lany]) #®ELE T,

Manager > CREATE PPP=0 OVER=ethO-any .

Info (1003003): Operation successful.

TJONABE—DEBIOMSNIC PPP 1 —H—R2ENRD—F%IE
EL. #HEICIP7RLREIVSTOBRZTOLDICHEL
9. LQRE@AZICL. KDYICLCP Echo No v haE/E>T
PPP UV ODREZERL. BEMIC PPPOE DtvY3av%
BEGRIBDEOICLET (ByYav+x—TP>34047) . &1
ISDN @) DHRETH B BAP A ZICL&E T,

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON ./

Info (1003003): Operation successful.

PUFUN—RIZEBWANES V2 —7 1 —RICBL T TR
DELTBL S,

AZE [PPPOE CHEFBPYFUN—=F] (p.122)

® P, IL—F 1 VI DRE

5 IPEY2-ILEBMHICLET,

Manager > ENABLE IP .l

Info (1005287): IP module has been enabled.

6 IPCP * IV I—Y 3V TH5ABNI IP PRLR%E PPP Y

A= IR THEAIBLDIICRELE T,

Manager > ENABLE IP REMOTEASSIGN .

Info (1005287): Remote IP assignment has been enabled.
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7 LAN Al (vlan1) 4> 52— —XIZ ISP H5EULBTONI
JO0—NVPRURADEEP FLR (192.02.1) #REL &I,
PRUR%Z 8@ 16 BV LB TEYSTONSBEE.
Ry FYRODERINICEBDOTERL TS,

Manager > ADD IP INT=vlanl IP=192.0.2.1
MASK=255.255.255.248 .

Info (1005275): interface successfully added.

8 WAN @ (ppp0) 4> A—T 11 —R%&EPVFIUN—FIZHREL
NS

Manager > ADD IP INT=ppp0 IP=0.0.0.0 .

Info (1005275): interface successfully added.

9 FUAFIAI—FZERELET,

Manager > ADD IP ROUTE=0.0.0.0 INT=ppp0 NEX-
THOP=0.0.0.0 .

Info (1005275): IP route successfully added.

@T 7 A7 U+ —ILDEE

10 774 7o+ —VREEBEMCLET,

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

11 774702 —VOBEEREST BT 7 PO+ —JURUS—
fnet] ZERL & T, RUY—DIFFFE, BBHICK > THE
RICRETE&E I,

Manager > CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

12 ICMP 4w (& Ping (Echo/Echo Reply) &EERTIAE
(Unreachable) O#WAETHIL & T, 2

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH .|

Info (1077003): Operation successful.

*2 T IWERETE. ICMP EZ 7+ Pox — % @8
TEE A,

82 | 1Erkfl

13 SBD X —JU (SMTP) #—=N—=EN 5D ident BRICH L
T, REGHAREBOY —N—DRDOYICHBE TS, ident 7O
FY—BEEDT 7V TEMITB>TVET, ¥I T A
DY —N—BENGETEDLDIC, ident TOF>—#AE
EMLE T,

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY .

Info (1077003): Operation successful.

14 771470+ —)URYY—DBEARREBDAVA—TIT—R
ERELE T,

LANAI (VLANT) 4> &—D1—2R% PRIVATE (RBB) (C5%
ELET,

Manager > ADD FIREWALL POLICY=net INT=VLAN1l
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN #l (ppp0) 1>A—Tx—2R% PUBLIC (48R (CERE
L&Y,

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .J

Info (1077003): Operation successful.

15 D SDNT W b2 INTERET DI 71 PO+ —VDEK
W—=IVIER L, DMZ OB —N=ANTr v F BT ICDDHRE%
TO&ET,

SMTP #—/\— (192.0.2.2 D TCP25 &) "D/ v kEEB
EHET.

Manager > ADD FIREWALL POLICY=net RULE=1l
AC=ALLOW INT=ppp0 PROTO=TCP IP=192.0.2.2
PORT=25 ./

Info (1077003): Operation successful.




DNS #—/A— (192.0.2.2 ® TCP*3 & UDP ® 53 %) ~M/¥
v kEBBEtET.

Manager > ADD FIREWALL POLICY=net RULE=2
AC=ALLOW INT=ppp0-0 PROTO=TCP IP=192.0.2.2
PORT=53 .|

Info (1077003): Operation successful.

Manager > ADD FIREWALL POLICY=net RULE=2
AC=ALLOW INT=ppp0-0 PROTO=UDP IP=192.0.2.2
PORT=53 .

Info (1077003): Operation successful.

Oz, /\RD— R, RERE

16 B2%RELE T LAl BAERELICCEDDHEHE. 8%
DBERERBFTETY,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 .

System time is 01:00:01 on Sunday 01-APR-2005.

17 2—%— [manager] DNXRD—R%#ZELFTJ, Confirm: D
ANERAICEE, OV RTOV T RHRRSNABVBER.
A=+ =L TS0

Manager > SET PASSWORD ./

0ld password: friend J
New password: XXXXXXX
Confirm: xxxxxxx J

18 REFULTIREABTEREARAO U T 77 VICREBLE
ER

Manager > CREATE CONFIG=ROUTER.CFG .|

Info (1049003): Operation successful.

19 BE}RHOUTRELTEELE T,

Manager > SET CONFIG=ROUTER.CFG ./

Info (1049003):

Operation successful.

*3 EHYAN—DNSH—N=H50DPHtXT TCP H'fE
AEn&d,

@EFEDHR

20 PPP O#EEDIEILIE. [SHOW PPP] DY Y R THEBTEE T,

Manager > SHOW PPP .|

Name Enabled ifIndex Over Cp State
ppp0 YES 04 TPCP OPENED
eth0-any Lcp OPENED

Z7o. [SHOW INTJ DXV R T 24V 8—T 1 —XDIREE
HHRTEFE T,

Manager > SHOW INT ./
Interfaces sysUpTime: 01:26:55
DynamicLinkTraps..... Disabled
TrapLimit............ 20
Number of unencrypted PPP/FR links..... 1
ifIndex Interface ifAdminStatus  ifOperStatus ifLastChange
1 eth0 Up Up 01:17:13
3 vlanl Up Up 00:00:01
4 ppp0 Up Up 01:17:35

21 PPPH#GRESIC TONA X —DBEE LIC IP P RL R EDIER
(&, [SHOW PPP CONFIG] DRV RICK > THRTEE T,

Manager > SHOW PPP CONFIG .
Interface - description
Parameter Configured Negotiated
pop0 -
Local Peer
eth0-any
Ip
IP Compression Protocol NONE NONE vic
IP Pool NOT SET
IP Address Request OoN
IP Address 123.45.11.22 123.45.11.22 123.45.67.1
Primary DNS Address 87.65.43.21 87.65.43.21 NONE
Secondary DNS Address 87.65.43.22 87.65.43.22 NONE
Primary WinS Address NOT SET NONE
Secondary WinS Address NOT SET NONE
PPPOE
Session ID BICC BlCC
MAC Address of Peer 00-90-99-0a-0a-04
Service Name any
Debug
Maximum packet bytes to display 32
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22 LAN 03>V E2—&—T Web 730 ¥ - E%RTL.
VE=RYMIPOERRTEDIEZHERL TS,

FEH

BADREFIRZERTIT B EICK > T, 1Bl RESNBRERD
U270 %RL&ET,

X 13.3.2/EXAIVUT ~T74I (ROUTER.CFG)

1 CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=0ON
USER=site_a@example.co.jp PASSWORD=passwd_a
LOR=OFF ECHO=ON

3 ENABLE IP

4 ENABLE IP REMOTEASSIGN

5 ADD IP INT=VLAN1l IP=192.0.2.1
MASK=255.255.255.248

6 ADD IP INT=pppO IP=0.0.0.0

7  ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0

8 ENABLE FIREWALL

9 CREATE FIREWALL POLICY=net

10 ENABLE FIREWALL POLICY=net ICMP_F=PING,UNREACH

11 DISABLE FIREWALL POLICY=net IDENTPROXY

12 ADD FIREWALL POLICY=net INT=VLAN1 TYPE=PRIVATE

13 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

14 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.2 PORT=25

15 ADD FIREWALL POLICY=net RULE=2 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.2 PORT=53

16 ADD FIREWALL POLICY=net RULE=3 AC=ALLOW
INT=ppp0 PROTO=UDP IP=192.0.2.2 PORT=53

[SET TIMEJ OX Y RGE, IV RIJOVIRIIRLTAALLE:
OVYVERDIRTHB/ETZ 7 INVELTRESND DT T>BLE
WHRCTERL IS W,
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13.4 Ethernet [CKPimAREA V7 —2 Y MES

DNSH—/\—
DHCPEIUSTHAP KL !
192.168.2.1~ )
192.168.2.254 NTUwsH
CATV RVED—5H
|
= L PP
2 Y (ENAT)
Ia) ’
— ’
g +
g . ISR
N HURD—5
i ( i~ )
N , 2 ETHO
! IS IPPRL RS EES
< Ry (DHCPAHSA PR
> 2 VLANW
L = .168.2.1
[ a
o
3 0
./x\/w HPRUR192.168.2.0/255.255.255.0

B 13.4.1 CATV IC & DimREL DI

CATV RTLLBONBEHERTT, v —TIVETLENLT.
Ethernet TTONA A —CEHELE T, ZOHIF. DHCPICLKY S
O—NIP P RLZ%EHICEIY B THNBIHREEHOEARSZTE
T,

HAFIVHENAT T1EOP FLRZHAL, 7724 70—
THEDSDREP O RZERELE T, &lco LAN RIHSA PV
FDOREZBRICT BIcH, DNS U L—& DHCP 4y —N—tFAL
9.



TONA I SREESN D15

MFORBTE, TONAF—H S FEORVBRINSAENTOS
ERELE T, EEOREICE. DBHRORMIERE CHEAICE
Lo [TVE21—5—8] & EREOBRORLICEBSNZNFTIT
T OVE1 -2 —BMERSNBOTONAE—LHUE T, ¥D
BE6. RESAETI ),

e OVEa2—%—3 zy1234567-a

cPPRULR JO=—NIVPRLUR 1@ @E3BIUST)
e S—bDIA T RUR  EHEIHIOBINSND

* DNS H—N\— | #BREFITR0SND

HEDTTE

« WAN 8l Ethermnet 1 > &2 —27 2 —ROIP P RLRERY FYR
SlE. JONAHE—D DHCP H—N—D5mELET, 1.
F—bkDTAPRLUREDNS H—=N—=P RLRE, DHCP #—
N=DBAFLEENICRELF T,

T7PA T O+ —EFIBLT HIBHSDREP O RZIE L
DD ABHSEBBICAVE—RY FADFHERNTED K
2ICL&ET,

TPA PO+ —IDAAFIvo ENAT #ae=EAL T, LAN
BIrY bD—=5DTSAR=F P PRUR%E, JONAE—1
55ABNIT0-NVIP PRUVRICERLE T, CHICEKY,
LAN [ZEBSNICBBOIVE2—2—DBA VA=Y AN
DR PO EANTEEICRY & T

FEHROIPPREURE FEDEDICHELE T,

x 13.4.1 FRROEFRHE

WAN ] (eth0) IP P RL R #igssic 7ONAF—D
DHCP H—N—D5EST S

LAN®I (vlan1) IP 7L 192.168.2.1/24
DHCP & —/N—###E B3

AER% DHCP #—N—& L TEfESE. LAN [CHEficnic3
YE1—A—CIPPRUVR HTRY RO, T+ BT —
FozA4. DNSH—N—=PRLROBERZRHELE T,

& 13.4.2 AHHmO DHCP 9 —/\—DRE

DHCP RUY—3 BASE

FRFRHARR 7200 (#)
TRV EVYRY 255.255.255.0
TI7x I EI—F 192.168.2.1

DNS #—N\— 192.168.2.1
DHCP LYy LOCAL

RIS IP 7 L RDO%EHE 192.168.2.100 ~

192.168.2.131 (32 1@)

ARRBOONS U L—#pezF VICL T LANRIOYE2 —4&—
ABDODONS UHTIR %, JONAAE—0D DNS H—N—(C8x
ELE T LR DHCP Y —N—DBREICKY. LANRIDVE2—
B2—=CRHLTIE DNS H—N=PFRLRELTERZBEBHD IP
PRUREHAE T,

RE
1 ABBOBRRA vFEAVICLET,

2 JVYV—JUR—FrH5. 2—H%— [manager] TOT1V L&
To T4 EDNRD—RE [friend] TY,

login: manager .
Password: friend (HRSNhZztA)

® P, IL—F 1 VI DRE

3 IPEY2—-LEBMLET,

Manager > ENABLE IP .l

Info (1005287): IP module has been enabled.

4 JONAH—O DHCP #—N—H5EELIC IP PRLUR%,
WAN I (eth0) 4> A—T7 1 —RICEIVETHLORELE
To Ffo. TZ7#NWEU—F DNSH—N=P FLURDBREL.
DHCP #—N—D5DBRICEDOTEEMICTONE T,

Manager > ENABLE IP REMOTEASSIGN .
Info (1005287): Remote IP assignment has been enabled.

Manager > ADD IP INT=ethO IP=DHCP .|

Info (1005275): interface successfully added.
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5 LAN®I (vlan1) 4> A=D1 —RICIPPRLRZB/BEL & T,

Manager > ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0 ./

Info (1005275): interface successfully added.

® DNS U L—DRE

6 DNS UL —tee=B2HC L&Y,

Manager > ENABLE IP DNSRELAY .J

Info (1005003): Operation successful.

@7 747U +—LDRE

7 VAT OF—IREEBEMICLE T,

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

8 JrPA PO~ DEBEERET BT PA P o+ — VR >—
[net] Z#ERL&T. RUY—DXFINE BBHKICK>THE
RICRETEE I,

Manager > CREATE FIREWALL POLICY=net .|

Info (1077003): Operation successful.

9 ICMP X4 v k(& Ping (Echo/Echo Reply) &ZIERTIAE
(Unreachable) M&HWABTHILE T

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACH ./

Info (1077003): Operation successful.

10 AH@O ident 7O+ — A% EHICL., HEBOA—I
(SMTP) H—N—REDBD ident BRICHL T, 121251
TCP RST R & DHRELE T

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY .

Info (1077003): Operation successful.

4 FIx U RRETE ICMP E7 71 P — L% BE
L3 TEEPA.
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11 9724 P0x— VAR Y—DBEARREBDA VR —TI—R
ZEELE T LANF (vian1) 2R —7 1 —X% PRIVATE
(R ICBRELE T,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN B (eth0) >4 —2 1 —2R% PUBLIC (4M88) ([CSREL
9.

Manager > ADD FIREWALL POLICY=net INT=ethO
TYPE=PUBLIC .

Info (1077003): Operation successful.

12 LAN BIR v D=5 ([CERSNTOBINTOIVE1—~—
D ENAT #eEZ R TESLO/ELET. JO—NUVFPFL
Z(ZE WAN @ (eth0) A2 R—=21—XDIP PR R%E
RL&T,

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=eth0 .

Info (1077003): Operation successful.

@ DHCP B —/\—Di%E

13 LANBIDYE2—&2—(DHCP 547> k) DizhlZ, DHCP
P-N—HEEEBMLET,

Manager > ENABLE DHCP .

Info (1070003): Operation successful.

14 DHCP R > — [BASE] L& T, KU Y—DXFFI,
BBRICEL > THERICRETEE T, IP P FLUROERIARIE
72008 QBE) LL&EI.

Manager > CREATE DHCP POLICY=BASE LEA-
SETIME=7200 .

Info (1070003): Operation successful.




15 DHCP OS54 PV HCRHIT BBEHRE[EL I IH
ZZTE DNS #—N=PRLR&ELT, REHRD LAN BRI«
VR=TJI—RDIP PRURZEELTOE T,

Manager > ADD DHCP POLICY=BASE
SUBNET=255.255.255.0 ROUTER=192.168.2.1
DNSSERVER=192.168.2.1 .

Info (1070003): Operation successful.

16 DHCP ML > [LOCAL] BBk L. DHCP 517> iR
HIBIPPRLRAOEBZRELE T LIDONFIE &
BERICL>THERICHETEE T,

Manager > CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32 .

Info (1070003): Operation successful.

QIR DEE

17 JONAA—HB5IVE1—R—BMERSNTLBHE. XD
JVEa2—&— %%ZﬁézDDCDJZTA% CRELET (KXF -
IR LETOT, EEICADLTLIEEW) . YRT A
BITRESNICFIS. K%uub\jml\ﬂ’ﬁ @ DHCP ¥ —
N=IZHLT, IP PRURZBRT BEOFVEDFINE LT
RRASNE T,

Manager > SET SYSTEM NAME=zyl1234567-a ./

Oz, /\RD— R, RERE

18 = REL T Al B2z
DBERERFETT,

ELICCENBB%E. 652l

Manager zyl234567-a> SET TIME=01:00:01
DATE=01-APR-2005 .J

System time is 01:00:01 on Sunday 01-APR-2005.

19 2—%— [manager] DNXRD—RAZSLFF, Confirm: ®
AN#ERAICEE, OV RTOV T RORRSNBVBER.
UR—=2F—%BL TS0,

Manager zyl234567-a> SET PASSWORD .l

01d password: friend J
New password: XXXXXXX
Confirm: xxxxxxx J

20 HEFMUETITHREANBTERERO U T 77 VICRELE
El

o

Manager zyl234567-a> CREATE CONF=ROUTER.CFG .

Info (1049003): Operation successful.

21 BBROUTELTEELE T,

Manager zyl234567-a> SET CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

@&

22 BRIFICTONA N —DBEBLIC IP P R LR EDIFRIZ
[SHOW DHCPJ DYV RICK > THERTEE T,

Manager zyl234567-a> SHOW DHCP .J
DHCP Server
State . enabled
BOOTP Status disabled
Debug Status disabled
Policies ...... .. BASE
Ranges ........... .... LOCAL ( 192.168.2.100 - 192.168.2.131
In Messages .6
Out Messages 10
In DHCP Messages ....... 6
Out DHCP Messages ...... 10
In BOOTP Messages ...... 0
Out BOOTP Messages ..... 0
DHCP Client
Interface .. eth0
State .... .. bound
Server ........ .. 123.45.11.5
Assigned Domain .. myisp.ne.jp
Assigned IP ... .. 123.45.11.22
Assigned Mask .......... 255.255.255.0
Assigned Gateway ....... 123.45.11.1
Assigned DNS ........... 87.65.43.21 87.65.43.22
Assigned Lease ......... 259200

23 LAN 03V Ea2—%—T Web 75 9¥ - L%ETL.
VE—RYRIPORRTEDIEZHRL TS,

BH. LANBOIYVE2—&2—DIP P FLRZBEHEIFIT 5K
DICHESNTWVSBHE (DHCP 4547V L THB5HE). &
BGRO DHCP B —N—#aeRELICRIC, JVE21—%—%
i2E) (X1clIBieE) TLBHHBYET,
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FEH
HROREFIBERTTBIEICE ST, R RESNBRHYT
R 2P WERLET,

K 1343 /EAIYT T 7«)U (ROUTER.CFG)
1 ENABLE IP

2 ENABLE IP REMOTEASSIGN

3 ADD IP INT=eth(0 IP=DHCP

4 ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

5 ENABLE IP DNSRELAY

6 ENABLE FIREWALL

7 CREATE FIREWALL POLICY=net

8 ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

9 DISABLE FIREWALL POLICY=net IDENTPROXY

10 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

11 ADD FIREWALL POLICY=net INT=ethO TYPE=PUBLIC

12 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ethO

13 ENABLE DHCP

14 CREATE DHCP POLICY=BASE LEASETIME=7200

15 ADD DHCP POLICY=BASE SUBNET=255.255.255.0
ROUTER=192.168.2.1 DNSSERVER=192.168.2.1

16 CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32

17 SET SYSTEM NAME=zyl1234567-a

[SET TIMEJ DRV RABE, OV RIJOVIRIIRLTAALL
OXYVERDOINRTH B/ETZ7 7 1IE LTRESND DT TlRIBEOLE
WHRICTERLIEE W,
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13.5 1 V5—2v MERICLD 2 = IPsec VPN

192.168.1.0/24

vlan1
192.168.1.1

TR ppp0-0
92.0.2. PoFUN—R
ENATARZFL R
192.0.2.1%$#A AV5—2vb
ppp0
12.34.56.78
IPseck> =)
-- am= JPAP
St —U
AR E
vlan1
192.168.2.1

192.168.2.0/255.255.255.0

Y

B 13.5.1 IPsec IC &6

PPPOE TA V& —=3v MIEHRLTULS 2 DDOWS%. IPsec THE
BT —ADRENEZERLE T,

COBITE. UTD 2 REDERE. ~>RJVE—F (ESP) T
SIELET,

+ JO0—NIVPFLRBEBZBENICEVZTOENTLIUR A
* JO0-NVPFLR 1 BZEENICEIVS TSN TV S B

LEDEAEDELINIH L TE, AREHIPD IPsec BRHDER
[FTRETIN. BRER—FHD IP P RURADNBETHELED DY &
To
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MFORBTE, TONAF—H S FEORVBRINSAENTOS
ERELF T EFEDOFEICIE. BEHORNBRE THEA<IEES0,

OBl A

o FEFEDOI—HY—2 : site_a@example.co.jp

« BHD/NRD—R : passwd_a

e PPPOE H—EXRZ  IE8ELL

cPPRLUR ZO-NIVPRLR:192.0.2.0/29 (8 BEE)
* DNS H—N\— | #BREFITR0SND

Ol B

* iDL —H—3 | site_b@example.co.jp

o BHD/XRD— R passswd_b

e PPPOE H—ERZ  $8EB L

fPPRUR ZO-NIVPRUR:12.3456.78/32 (1 {BEE)
* DNS H#—N— [ BFEFICROSND

REDF

@1 Uy —xv MERRE

« JO—NIVFPRUR8BEEDIS ADI—R—TIF, T4
N=—rH TRV NanD) (COZA PV +EBBLE T, i
WAN {8 (ppp0) A VR —D 1 —REIIVFHR—IVFL. ¢
D>BD0—7 (ppp0-1) [CHO—NIVP RLUAD 1 DEBEL
F9, R ADIV—E—DEIET D IPsec N\ w DB K
LRIZIFZODP RLURDEY fsnE T,
CDEOBHERATBDDIFE. PPPoE @ LAN BUE#H Tld WAN
Al (ppp0) AR =T 1 —RIZRYFD—=HPRLUR (KRR k
A0 DFRLURIER P RURELTRBATERVICDE
REOPVFIUN=R) DEUBTHNDICHTY

SO0—=NIVP RURDMELHBOHLEBDII—&—TlE WAN
Bl (pp0) A >R —T T —RZHO—NVFP RUREBELICS
472w ENAT I2&£%. BRBOmAEZFERALET. 05
O—NIVP REURD IPsec Ny FDBRP FLURELTEY
fEh&Ed,

R 135.1 15—y MERERE

W= A B
WAN @#38-1 > % — eth0 ethO
J1—X
WAN@IIP?RLXR (1) Unnumbered 12.34.56.78/32
(ppp0-0) (ppp0)
WAN@|IIP 7RLR (2) 192.0.2.1/32 -
(ppp0-1)
LANRIIP PRLR 192.168.1.1/24 192.168.2.1/24
(vlan1) (vlan1)

@ VPN :E

* IPsec b2 RJUIE A D ppp0-1 & B @ ppp0 OBISKS &
Fo CORYRIVFTSA N~k LAN B%#EFT DI ODELD
T IPONTY h=BS{ELTRLE T,

e IPAP O —VDREICSVTIE. IPsec BED/NT Y ~
(IKE. ESP) ZBR<HERDSDARIEF O LR%ZEETL. RED
SEBBICAYA—RY MDTPOEIDNTEDLDICLET,

e FYRUVOREONT v FTNAT ABRSNREVEDI—IU
ERELE T,

#£1352IKE7x—X 1 (ISAKMP SAOxxJdvI—v3av)

AEGEDEREEF SRIHBER

(pre-shared key)
IKE 328 E— Main €— R
SHIHBR secret (=51
Qakley ZI—= 1 F2xUK)
ISAKMP X vt —3Di8=S{t DES (F7+J)U k)
Yk

ISAKMP X vt =YD SHAT (F274 U H)

=

ISAKMP SA DB ZhHARR 86400 (24 B35/

(653D (F7+IFH)
ISAKMP SA DESHHARR 7L (F7xIK)
(Kbyte %0

EEEFD ISAKMP = TY TR0
I—Yy3Yv
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KR 13B53IKEZx—X2 (IPsec SADRIYI—Y3V)

SAE—F FYRIVE-F
t+aUFs—JOL3M ESP (B85S +5831)
BSieHt DES

REEA SHA1

IPComp B0

IPsec SA DB RHHARR 28800 % (8 B3R
(65D (F7+IFH)
IPsec SA DBEZNHABR 2L

(Kbyte #0 (F7+IF)

IPsec DEANR IP P FLR 192.168.1.0/24

< 192.168.2.0/24

Ry RAIH P R LR

192.0.2.1
< 12.34.56.78

1 YB—%y FEDTLREE 75

® PPP OB

5 WAN 8l Ethernet ¥ > &2 —2 = —2X (ethQ) LI PPP 1> &—

71 —REERLE T, [OVER=ethO-XXXX] @ [XXXX] D
BHICIE BROSNIC PPPoE O [H—EXRB] #RARLF T,
BENBVEEE. EOY—ERBEITELZFANGNSDL
>, lany) #®ELE T,

Manager A> CREATE PPP=0 OVER=ethO-any ./

Info (1003003): Operation successful.

TJONAB—DEBHNSNIC PPP 1 —H—R2ENRD—F%E
EL. BEEIC P 7RLREIVUSTOBRZTOLDICHEL
9. LQRI@AZICL. RDYICLCP Echo Nowy b /&> T
PPP UV ODNREZERL. BEMIC PPPOE DtvY3av%
BEGIBDEOICLET (ByYav+x—TP34047) . &1
ISDN @) DHRETH B BAP A ZICL&E T,

Manager A> SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON ./

Info (1003003): Operation successful.

® P, L—F 1 VIDRE

7 PEV2—-LEBMLET,

Manager A> ENABLE IP .

Info (1005287): IP module has been enabled.

8 IPCP XRIYI—Y 3V TEABNIC IP PRLR% PPP (Y

B—DI—RATHEAIBLDICRELE T,

Bl A DERTE
1 ARROBRRAAVFEAVICLET,
2 JVVY—JUR—kP5B. 2—%— [manager] TOJ1>V L&
o T7HIEDNRD—R(E [friend] TY,
login: manager ./
Password: friend (RRsNn&EtA)
3 BRELYPITBLDIC, ARBICVRTLBEHRELE T,
A EAICE TA] ZRELE T,
Manager > SET SYSTEM NAME=A ./
Info (1034003): Operation successful.
Manager A>
4 Psec FtFa2UT 4 —FE—RTREINEEELE LA DBDH
L, BE-—FTBEBYPREZTOIENDTES Security
Officer UNJVDI—H—%F8EL THE & F.Security Officer
DNRD—FEBEICEBL TSV, ZITR 21— —3
[secoff), /XA —F [passwdSA] ZREL &I,
Manager A> ADD USER=secoff PASSWORD=passwdSA
PRIVILEGE=SECURITYOFFICER .
User Authentication Database
Username: secoff ()
Status: enabled Privilege: Sec Off Telnet: no Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0
90 | t&mHl

Manager A> ENABLE IP REMOTEASSIGN ./

Info (1005287): Remote IP assignment has been enabled.

9 LANM (vlan1) 4V &—T 1 —RIZTSZARX—=FIPPRLZR

ZEUST, O34 PYFREDYTRY FELET,

Manager A> ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0 .

Info (1005275): interface successfully added.




10 WAN@I(ppp0) 1 >R —2D 1 —RAEIIVFH—=
0% PV UN—FRIZERELE T,

> L. ppp0-

Manager A> ADD IP INT=ppp0-0 IP=0.0.0.0 J

Info (1005275): interface successfully added.

11 WAN 8 (ppp0-1) 4 >E2—2x—RZTONAE—HBEIY
é’(bﬂtb[\—/\)b?l\bxdﬁ'ﬁuﬁ?H/R (192.0.2.1) %
R EYRYROTEUETET, T 74U RI—bEZDTY
R—T1—RZAFBTET. IPsec /Ny FOBKRP FLRE
LTZOP RLRAEDNDLDICLET

Manager A> ADD IP INT=ppp0-1 IP=192.0.2.1
MASK=255.255.255.255 .

Info (1005275):

interface successfully added.

12 774 Ut J—b% ppp0-1 ICAFTHRELE T, Chld b—
R—ADREETS IPsec N v DS KL R EL T, pppo-
1OFP RURADMEONDEDICTBICHTT (B, AHRE85
PNy b AEERETEDESE EFEAVA—T—ADP RLR
EBSPRLURELTHEOED ),

Manager A> ADD IP ROUTE=0.0.0.0 INT=pppO-1
NEXTHOP=0.0.0.0 .|

Info (1005275): IP route successfully added.

OT 7 A7 U —ILDERE

13 77 A 7o+ —ViRE=BHICLET,

Manager A> ENABLE FIREWALL ./

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

14 74P Ox—VDBMEEREIT D7 P21 PO+ —IUR)>—
[net] ##ERL&E T, RUY—DXFF st‘ BBFICK>TE
LmRﬂE7T§7??To

Manager A> CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

15 ICMP /X7 (& Ping (Echo/Echo Reply) EEERTJAE
(Unreachable) O&#WABTHTLE T,

Manager A> ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH .

Info (1077003): Operation successful.

16 HEBDX—)U (SMTP) $—N—= D50 ident BRICH L
T, AESHABOY —N—DRDYICIHE T S, ident 70O
FYREDT X VETEHICB>TOET, ¥T T AR
DY —N—BHNMBETESBLDIC, ident TOF > —1pe%
EMLE T,

Manager A> DISABLE FIREWALL POLICY=net
IDENTPROXY .

Info (1077003): Operation successful.

17 27470+ — VAU Y —DBEBRREBDAVE—TT—2R
EZEELE T,

LAN A (vlan1) & —21—2X% PRIVATE (RER) [CRE
L&Y,

Manager A> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN 8 (ppp0-0) «>4&—2x—R% PUBLIC (488) (Z5%
ELEY,

Manager A> ADD FIREWALL POLICY=net INT=ppp0-0
TYPE=PUBLIC .|

Info (1077003): Operation successful.

WAN 8 (ppp0-1) «>A&—2x—XR% PUBLIC (488) (Z5%
ELEY,

Manager A> ADD FIREWALL POLICY=net INT=pppO-1
TYPE=PUBLIC .|

Info (1077003): Operation successful.

*5 FIx )V RRETIE.
TEE Ao

ICMP &7 7 A Pox—)b7% @8

=7}
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18 LANB (vian1) v hD—=5([CHERENTOBINTOIY
Ea1—%—71" ENAT #pEz A TE 5L ORELE T, HY0—
NIVP R LU RICE ppp0-1 [CBIUYTIC 192.0.2.1 ZHAL&
Io

Manager A> ADD FIREWALL POLICY=net
NAT=ENHANCED INT=vlanl GBLINT=pppO-1
GBLIP=192.0.2.1 .

Info (1077003): Operation successful.

19 #HBF LS50 IKE /N v k (UDPS00 &) H' 771 P+ —
VBB TEBDLDICHRELE T,

Manager A> ADD FIREWALL POLICY=net RU=5
AC=ALLOW INT=ppp0-1 PROTO=UDP GBLPO=500
GBLIP=192.0.2.1 PO=500 IP=192.0.2.1 .

Info (1077003): Operation successful.

20 O—HILANDS Y E—F LANANDNT W B IZIENAT Z DT
BOKDICHRELE T,

Manager A> ADD FIREWALL POLICY=net RU=6
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

Manager A> SET FIREWALL POLICY=net RU=6
REMOTEIP=192.168.2.1-192.168.2.254 .

Info (1077003): Operation successful.

21 EX)V—JLDFE TR IPsec N hETERETSNTLEDD
T, INSONT Y hEBBESEBILODIV—IVERELE T,

[ENCAP=IPSEC] (& IPsec /N7 w bH AU I FILDNT v
FeRUBLICHETIDL— VBRI B EEZRLET,
K2 T ROIXY KRR [MYBLINT v EORKIP P EL
ZH'192.168.1.1 ~ 192.168.1.254, DFYO—H/ LAN f
BB NAT DRHRHIET B DBHKICBY ST,

Manager A> ADD FIREWALL POLICY=net RU=7
AC=NONAT INT=pppO0-1 PROT=ALL
IP=192.168.1.1-192.168.1.254 ENCAP=IPSEC .|

Info (1077003): Operation successful.
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@ IPsec DERE

22 ZINBN IPsec DEREICRY F T, mWIC ISAKMP BDHH]
HBH# (pre-shared key) Z1ERRLE T, CCTCIEFRESE 1
FEL. BOEE [secret] EVWDSFFITEELET = B
DV—A2—EELESICHRE).

Manager A> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret" .|

Info (1073003): Operation successful.

[CREATE ENCO KEY] YV RiE JIVvVY—Ihb0o1Y
LTOBBREDHBHEINY R TT, ¥Dfced, [EDIT] 3%
VERETHREROYTI LT 7 (CFG) (. TOIYVE
ZLBRL TEEMDIRUE T,

7285, [CREATE ENCO KEYJ IV Y FTEsiENIcRIE. &
Fa2UT 4 E-FLSITR VB —DOBEBICL > TEESN
F9. BEFEAIB5EE DIREICEF2UTAE-—FICH
TLTRERMRESNDLDICLTIZE L,

23 #HEBFED KE RIYVI—Y 3 VERAEZIFANDS ISAKMP
AUY— (i) #ERLE T, KEY ICI. BIOFIETHERLICSE
AHAR @BFS 1) %2, PEERICEWIABOL—E2—DIP 7
FLURZEBELE T,

Manager A> CREATE ISAKMP POLICY="i"
PEER=12.34.56.78 KEY=1 SENDN=TRUE .

Info (1082003): Operation successful.

24 |Psec BEDIHEEET D SA ANV O 1 ZERLET, Y
RIWVE=F (F7xF ). RBEBRAHRX [ISAKMP), 7D kR3
JUTESPJ, B8S4t733L [DES]. SREES TSHAJ ICREL & T

Manager A> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA .|

Info (1081003): Operation successful.

25 SA RNV O 1 123 HB7%8% SANY FIVANY & 1 ZEp L &
I BERSRAIE [ISAKMP] #EBEL & T,

Manager A> CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP
STRING="1" .|

Info (1081003): Operation successful.




26

27

28

29

ISAKMP X vt —YAZBL=ES IPsec R ¥— [isal) %4E
AL&ET, RN Y—D@ANGREZ., O—H)O 500 FEAR—FH
5YUEF—k® 500 BAR— 5D UDP N vk (ISAKMP) (2
BRELF T

30

IPsec EVa—EBMCLET,

Manager A> ENABLE IPSEC .

Info (1081003):

Operation successful.

Manager A> CREATE IPSEC POLICY="isa"
INT=ppp0-1 ACTION=PERMIT LPORT=500
RPORT=500 TRANSPORT=UDP .|

Info (1081003): Operation successful.

ISAKMP #6756 BIRPND IPsec KU Y—T
ISAKMP X w2 —IY @B TED L DBREET >TSS,
[lPsec RU>—] FREIRICHRRSN, RADICYYFLIZED
MERASNSBICH, REERICEFERNMDBETT. BRRIEE
[SHOW IPSEC POLICY] DXV RTHERTEE T, Fio. B
RIEZEZET BICIF [SET IPSEC POLICY) OIXY Y F®D
POSITION NS X—R2—%FERL & T,

ERROD IPsec BEICEAT S IPsec AR ~— [vpnl % PPPO-
1 ICHLUTHERLE T, REEAR [ISAKMP), PEER (C{E#
S BDOI—E—DIP 7L X%, BUNDLE (Z(& SA NV R
2Ny [1] #EBELF T,

Manager A> CREATE IPSEC POLICY="vpn" INT=ppp0-
1 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=12.34.56.78 J

Info (1081003): Operation successful.

IPsec AR >— [vpn) ([CRF LU TSERRIC IPsec BEETTRD IP
PRURDEHAEIEELF T, IV RHELSRBDICD, TED
oA RO T IZE 0,

Manager A> SET IPSEC POLICY="vpn"
LAD=192.168.1.0 LMA=255.255.255.0
RAD=192.168.2.0 RMA=255.255.255.0 ./

Info (1081003): Operation successful.

AV R—RY ENDOEIGREZFTTT B IPsec R — [inet]
% PPPO-1 (SR L THER L & T

Manager A> CREATE IPSEC POLICY="inet"
INT=ppp0-1 ACTION=PERMIT .l

Info (1081003): Operation successful.

AVBR—=2Y RMIETFORRALICVBEIE B ITRED IPsec R
Uy—T, INTONT Y b EBASE B0 ERDREE
I2TLIEEVe ED IPsec RUY—ICEXVFLRHSICH
ST7A4VvORTIAINETHRESNTLEDILD. REHN BN E
VPN LS EDBRENTERB<BYET,

31

32

33

ISAKMP £V 2 —EBHMICLE T,

Manager A> ENABLE ISAKMP ./

Info (1082057): ISAKMP has been enabled.

Security Officer LNJVDL—H—TOS1 Y LBBLET,

Manager A> LOGIN secoff .

Password: passwdSA

BEE—FEEF2UT 4 —E—FICHOUBAET,

SecOff A> ENABLE SYSTEM SECURITY_ MODE .

Info (1034003):

Operation successful.

t+2) T4 —F—FTI& Security Officer UNXJUT® Telnet
OO VHRRIELTELESNTOE T 2F2 YT —FE—F
[CHWT. Security Officer LNJUT Telnet O45 1 > L1cWOi5
&lE dHHLH RSO (Remote Security Officer) D& E%
To>THLTLIZE0,

K& [64 /—RIVE-—FR / £Fa2UT74—F—F]
— (p52)

REDRE

34

35

REERELET,

SecOff A> CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

REBLICD 74 Ve EBIRE Y 71 VIIEELE T

SecOff A> SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.
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Hl= B OE

1

2

KHRBOBRRAAVFEAVICLET,

VY= UiR—kHB, I—Y— [manager] TOT1>V L&
To T2+ EDNRD—RZE [friend] TY,

login: manager .
Password: friend (FRshZztA)

BBZ LYPI<TBIDIC, FHRBICVRTLRBERELE T,
AL BICIE [B) ZRELE T,

Manager > SET SYSTEM NAME=B .
Info (1034003): Operation successful.

Manager B>

IPsec g2 VT4 —F—RTRBRINEEELE A BSH
L, BE-—RFTBEYPREZTOEDTES Security
Officer UNVDIL—HY—%EBERL THEF J.Security Officer
NDINRAD—REFEREICEEL TS0,

CCTld. 2—%—33 [secoff). /NAD—F [passwdSBJ #
RELEFT,

Manager B> ADD USER=secoff PASSWORD=passwdSB
PRIVILEGE=SECURITYOFFICER ./

User Authentication Database

Username: secoff ()
Status: enabled Privilege: Sec Off Telnet: no
Logins: 0 Fails: 0 Sent: 0
Authentications: 0 Fails: 0

Login: yes
Revd: 0

® PPP DR

5

94

WAN 4 Ethernet ¥ &2 —2 x—2X (eth0) EIC PPP 1> 4&—
71— REERLF T, [OVER=ethO-XXXX] M [XXXX] D
BAICIE BRSNIC PPPOE O [H—ERR] #lkLF T,
EBENRBWVBEE[R}, EDV—ERBHXITEZFANSND KL
>, [any] #8ELF T,

6 JONAA—DEBIMSNIC PPP 1 —Y—RENRD—R%IE

EL&ET. LQR @A ZICL. KD UIZ LCP Echo N v b%
Ro>TPPPUYHDREEERL. BEBICPPPOEDEY Y3
VEBEFIBLOICLET (Evy3VF—TPS547), &

Manager B> CREATE PPP=0 OVER=ethO-any .

Info (1003003): Operation successful.

BB

fo. ISDN @ OHEETH S BAP (FA ZICL& T,

Manager B> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_b@example.co.jp PASS-
WORD=passwd_b LQR=OFF ECHO=ON ..

Info (1003003): Operation successful.

@ IP. L—F 1 VIDEE

7 PEY2-LEBMHILET,

Manager B> ENABLE IP .J

Info (1005287): IP module has been enabled.

8 LANM (vlan1) 4V &—T 1 —RIZTSZARX—=FIPPRLZR
ZEUST, OS54 PYFREDYTRY FELET,

Manager B> ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0 .

Info (1005275): interface successfully added.

9 WAN # (ppp0) 4> EB—T7 T —RICTONAET—HBEUY
THONICIP PRUR%ZHRELE T,

Manager B> ADD IP INT=ppp0 IP=12.34.56.78
MASK=255.255.255.255 ./

Info (1005275): interface successfully added.

10 774U U— b E/ELE T,

Manager B> ADD IP ROUTE=0.0.0.0 INT=ppp0 NEX-
THOP=0.0.0.0 .
Info

(1005275) : IP route successfully added.

@T 717U F—ILDHEE

11 D7 AP+ — Uik BRICLE T,

Manager B> ENABLE FIREWALL ./

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.




12 9714705 — VOBEERET B 71 PO+ —URU>—
[net] Z#ER L& T RUS—DXFINE BSBHKICK>THE
RICRETEE T,

16 LAN & (vlan1) Ry hD—=2[CHERSNTLBINTOIY
Ea1—%—71" ENAT #EEZ A TEBLORELE T, 00—
NIWPREURIZE ppp0 DF FLR%ZEBRBLE T,

Manager B> CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

13 ICMP /X7 v k(& Ping (Echo/Echo Reply) &EERTJAE
(Unreachable) O#WA™THIL T, ©

Manager B> ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACH ./

Info (1077003): Operation successful.

14 ident 7O+ — A= EHICL. HBBDA—)U (SMTP)
P—N—BENBD ident BRICHL T, 121251 TCP RST
ERIKIOHRELE T

Manager B> DISABLE FIREWALL POLICY=net
IDENTPROXY .

Info (1077003)

: Operation successful.

15 774704 —URYY—DBERRVRELDA VA —TT—R
EIELF T,

LAN I (vlan1) 4> A2 —Tx—2% PRIVATE (RBB) (ICHRE
L&ET,

Manager B> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN 8 (ppp0) VA —27 1 —R% PUBLIC (4MEB) ICHBE
L&,

Manager B> ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .|

Info (1077003): Operation successful.

*6 T 74 ERETIE
TEg A,

ICMP ET 7 AP0z — L% BB

ek

Manager B> ADD FIREWALL POLICY=net
NAT=ENHANCED INT=vlanl GBLINT=ppp0

Info (1077003): Operation successful.

17 #HEBFH5D IKE /N w b (UDP500 &) D77+ P+ —
W BRTEBDLDICHRELE T,

Manager B> ADD FIREWALL POLICY=net RU=1
AC=ALLOW INT=ppp0 PROT=UDP GBLPO=500
GBLIP=12.34.56.78 PO=500 IP=12.34.56.78 .

Info (1077003): Operation successful.

18 O—HIVLAN DB U E— b LANAND/NT W kL
BOKDICHELE T,

CIENAT 2 HHF

Manager B> ADD FIREWALL POLICY=net RU=2
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.2.1-192.168.2.254 .

Info (1077003): Operation successful.

Manager B> SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

19 ERV—ILDEETIE IPsec Ny bETEHSNTLEOD
T, INSONTY FEBBSEBILODIV—IVERELE T,

[ENCAP=IPSEC] (& IPsec N\ w bH5F U I F VDN v
FeRUBLICHE TIDL—V BRI B EEZRLET,
F2 T ROIXVY R [MYBLICNT Y FORRKUIP P EL
ZH'192.168.2.1 ~ 192.168.2.254, D&Y O—H/ LAN f
BB NAT DRHRHIET B DRHICBYE T,

Manager B> ADD FIREWALL POLICY=net RU=3
AC=NONAT INT=ppp0 PROT=ALL IP=192.168.2.1-
192.168.2.254 ENCAP=IPSEC ./

Info (1077003): Operation successful.
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@ IPsec DRE

20 ZIH 5N IPsec DEREICRY T, m¥IC ISAKMP BDHH]
HE5# (pre-shared key) Z1ERLL T, Ml A TIBELCHR
FESHE1FE. BOB [secret] #IBELF T,

Manager B> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret" ./

Info (1073003): Operation successful.

[CREATE ENCO KEY] DXV R}, IV —bHhb051Yy
LTOBBEDHBEINY R TI, Dfcd, [EDIT] 3%
VRBETREROU TSI 2) (CFG) IZ, ZOINXVE
ML TEHEDICBYE T,

758, [CREATE ENCO KEY] DXV RTHERSNIZRIE ©
F2UT 4 E-FLBINTR V=2 —DOBERICL > TEESN
F9. BEFEMAI556E LIRECEF2UTAE-—FICB
TLTRMRESNDLDICLTZE L,

21 #HEBFED KE RIVI—Y 3 VERAEZRIFANS ISAKMP
AUY— [i] 2R LE T, KEY ICIF, BIOFIETHERLICSE
RIHAR @FS 1) %, PEERICEFWIADI—E—DIP 7
RURZE/ELE T,

Manager B> CREATE ISAKMP POLICY="i"
PEER=192.0.2.1 KEY=1 SENDN=TRUE .

22 IPsec BIEDIE#AZTEERT D SA ANV S 1 ZER LT
ABRRICEVRIVE—R (T2 ). 8#BEBARIISAKMP,
ZO0+R3J [ESP]. B8ScA=t [DES]. SWEEAZ [SHAJ (C
RELFT,

Manager B> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA ./

Info (1081003): Operation successful.

23 SAZNV O 1 ZFDB78% SANY FIVRRNY & 1 = L&
T WMERAAGE [ISAKMP] #8EL & T,

Manager B> CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP
STRING="1" ./

Info (1081003): Operation successful.
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24 ISAKMP Xvt—Y%ZB LTS IPsec KUY > — [isal %4
RLFET. RUY—DBANSRAE., O—HILD 500 FEAR—FH
5YUE—F®O 500 FAR— 5D UDP X4 v k (ISAKMP) (Z
RELF T,

Manager B> CREATE IPSEC POLICY="isa"
INT=ppp0 ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP ./

Info (1081003): Operation successful.

ISAKMP Z /B9 5%G BIRMD IPsec RU>—T
ISAKMP X w2 =YD @B TEBD L DBREEIT > TS,
[lPsec AU —] FREIBICRRSN. RDICYYFLIZDOD
MEARSNDICW, REERICEIRMBETT. RRIBF
[SHOW IPSEC POLICY] DYV RTHSRTE&E T, &1, &
RIE=ZEI B2 [SET IPSEC POLICY) DYV F®D
POSITION NS XA =R —%HAL & T,

25 RO IPsec BIEICEAT S IPsec R >— [vpn] & PPPO
ICH U TR L& T, BEBAR [ISAKMP, PEER (Z(3H#Ls
ADI—2—D IP P RULR%E, BUNDLE (ZI& SA NV RV
Nvo [1] #EELE T,

Manager B> CREATE IPSEC POLICY="vpn" INT=ppp0
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=192.0.2.1 ./

Info (1081003): Operation successful.

26 IPsec RY >¥— [vpn] ([CH L TSERERIC IPsec BEEFTLED IP
PRURDEBAIEELE T, IV RHIERLSRDICHD, TED
rrHEREE RO T IZS0,

Manager B> SET IPSEC POLICY="vpn"
LAD=192.168.2.0 LMA=255.255.255.0
RAD=192.168.1.0 RMA=255.255.255.0 ./

Info (1081003): Operation successful.

27 VA =3V bN\DEBERFFIT TS IPsec AU > — [inet)
% PPPAYVA—T1—R0ICRLUTHERLE T,

Manager B> CREATE IPSEC POLICY="inet"
INT=ppp0 ACTION=PERMIT .l

Info (1081003): Operation successful.

AVB—=2Y MIETPORZALICVBEE W ITRED IPsec R
UY—=TINTONT Y bEBBSBDREXTO>TLIIES0,
ED IPsec RUY—ICEXVFLABD IS T4 voET
Tx I ETHEESNTLESICH, ERDFREHSUOE VPN U
HEDBEHNTELRLBYUET,



28

29

30

31

et
B,

32

33

IPsec EVa—IEBMICLET,

Manager B> ENABLE IPSEC .|

Info (1081003): Operation successful.

ISAKMP £V 2 —bEBHICLE T,

Manager B> ENABLE ISAKMP .l

ISAKMP has been enabled.

Info (1082057):

35 LAN o3> Ea—&—D5. BFROHARY—N—aEhE

BTEBHEAERLTLIIZEN

FED

AR A BXNENT, BORDOREFIRZETIBDEICELS T,
. RBESNBREROU T T2 VERLET,

KR 1354 /ERIUT LT 7AIU BlR A

SecOff A> SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

B DR

34

[SHOW PPPJ 3% R T PPP DA T (OPENED) L1c
CEEBRLTLIZES L,

1 SET SYSTEM NAME=A
2 ADD USER=secoff PASSWORD=passwdSA
Security Officer LNJVDL—H—TOT1 >V LBHBLET, PRIVILEGE=SECURITYOFFICER
3 CREATE PPP=0 OVER=ethO-any
Manager B> LOGIN secoff .
4 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
Password: passwdSB USER=site_a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON
_ B R 5 ENABLE IP
BMEE—FZEF21U T4 —E—FICODUBRAZET,
6 ENABLE TP REMOTEASSIGN
SecOff B> ENABLE SYSTEM SECURITY_MODE . 8 ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0
Info (1034003): Operation successful.
9 ADD IP INT=ppp0-0 IP=0.0.0.0
_ R ) ) . 10 ADD IP INT=ppp0-1 IP=192.0.2.1
t+2 YT —F— FTIE Security Officer LNJUTD Telnet MASK=255.255.255.255
O01VHRAIE LTEESNTOE S 2Fa2 VT4 —F—F 11 ADD IP ROUTE=0.0.0.0 INT=pppO_1
— 4\ 1 ' > S > N — =] - - - - . -
[CHBWT. Security Officer LNJUT Telnet D’Jf(/l/zlt\% NEXTHOP=0.0.0.0
BlE. dHHLH RSO (Remote Security Officer) D/E% T
P N . ENABLE FIREWALL
T2>THEVOTLIZE,
13 CREATE FIREWALL POLICY=net
£E [64/-XNVE-F/ £*+2 VT4 —-F—F] 14 ENABLE FIREWALL POLICY=net ICMP_F=PING,UNREACH
52
(0.52) 15 DISABLE FIREWALL POLICY=net IDENTPROXY
SLEDIRE 17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE
18 ADD FIREWALL POLICY=net INT=ppp0-0 TYPE=PUBLIC
e
HEERFELET. 19 ADD FIREWALL POLICY=net INT=ppp0-1 TYPE=PUBLIC
SecOFf A> CREATE CONFIG=ROUTER.CFG 20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0-1 GBLIP=192.0.2.1
Info (1045003): Operation successful. 25 ADD FIREWALL POLICY=net RU=5 AC=ALLOW
INT=ppp0-1 PROTO=UDP GBLPO=500 GBLIP=192.0.2.1
. _ PO=500 IP=192.0.2.1
RELIC 7A VA RBRE D 71 VICIBELE T,
26 ADD FIREWALL POLICY=net RU=6 AC=NONAT

INT=vlanl PROT=ALL IP=192.168.1.1-
192.168.1.254

*7 YTy BT Windows ORY D=4 RS54 T% B8R
T BIHICE AIAE Windows 2000/XP TlE Y1 =W
D=5 = [y D=0 TLU—ROBN] TRNZDA
A POORYORT, $—=N—=DIP PRLURBEXAIEEL
*7,

(1) ¥¥192.168.1.10
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KR I1BBARERIUTRI7A)b #Hm A (&)

R I1BE5E5R/ERAIUT NI 7L flm=m B

27 SET FIREWALL POLICY=net RU=6
REMOTEIP=192.168.2.1-192.168.2.254

28 ADD FIREWALL POLICY=net RU=7 AC=NONAT
INT=ppp0-1 PROT=ALL IP=192.168.1.1-
192.168.1.254 ENCAP=IPSEC

29 CREATE ISAKMP POLICY="i" PEER=12.34.56.78
KEY=1 SENDN=TRUE

30 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

31 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

32 CREATE IPSEC POLICY="isa" INT=ppp0-1
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

33 CREATE IPSEC POLICY="vpn" INT=ppp0-1
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=12.34.56.78

34 SET IPSEC POLICY="vpn" LAD=192.168.1.0
LMA=255.255.255.0 RAD=192.168.2.0
RMA=255.255.255.0

35 CREATE IPSEC POLICY="inet" INT=ppp0-1
ACTION=PERMIT

36 ENABLE IPSEC

37 ENABLE ISAKMP

98 | 1&Enkfl

1 SET SYSTEM NAME=B

2 ADD USER=secoff PASSWORD=passwdSB
PRIVILEGE=SECURITYOFFICER

3 CREATE PPP=0 OVER=ethO-any

4 SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_b@example.co.jp PASSWORD=passwd_b
LOR=OFF ECHO=0ON

5 ENABLE IP

6 ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

7 ADD IP INT=ppp0 IP=12.34.56.78
MASK=255.255.255.255

8 ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0

9 ENABLE FIREWALL

10 CREATE FIREWALL POLICY=net

11 ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

12 DISABLE FIREWALL POLICY=net IDENTPROXY

13 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

14 ADD FIREWALL POLICY=net INT=pppO TYPE=PUBLIC

15 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0

16 ADD FIREWALL POLICY=net RU=1 AC=ALLOW INT=pppO0
PROT=UDP GBLPO=500 GBLIP=12.34.56.78 PO=500
IP=12.34.56.78

17 ADD FIREWALL POLICY=net RU=2 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.2.1-
192.168.2.254

18 SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.1.1-192.168.1.254

19 ADD FIREWALL POLICY=net RU=3 AC=NONAT INT=ppp0
PROT=ALL IP=192.168.2.1-192.168.2.254
ENCAP=IPSEC

20 CREATE ISAKMP POLICY="i" PEER=192.0.2.1 KEY=1
SENDN=TRUE

21 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

22 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

23 CREATE IPSEC POLICY="isa" INT=ppp0
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

24 CREATE IPSEC POLICY="vpn" INT=ppp0
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=192.0.2.1

25 SET IPSEC POLICY="vpn" LAD=192.168.2.0

LMA=255.255.255.0 RAD=192.168.1.0
RMA=255.255.255.0




K155 RERAIVUTRI7A/I R B (HF)

26 CREATE IPSEC POLICY="inet" INT=ppp0

27 ENABLE IPSEC

[SET TIMEJ DRV R7mE, OvYRFOVIRIHLTAALLE
IRV ROIRTH. BET7 71 & LTRBESND DT Tl>IBLE
WORICTERLSIEE 0,

28 ENABLE ISAKMP

ACTION=PERMIT

—ll

13.6 1V5—2v MERIC LD 3 =/ IPsec VPN

l

192.168.1.0/255.255.255.0
VLAN1

PPPO
192.0.2.1

ENATRZRLR
192.0.2.1%#8

IPseck>=JU

PPPO

--=-
TTPAT (e
AT ENATEIPRLZ
++
VLAN1 EFHA
192.168.2.1

192.168.2.0/255.255.255.0

o OO0 OO

13.6.1 IPsec [C &K 25

PPPOE TA VA —=v MIHERL TS 3 DOWR %, IPsec Tz
BT —ADRENEERLE T,

COPITE A EBZHDEMECHFE T T 3 B
Dz, FURIVE—F (ESP) TBS{ELE T, o2l AftxR
HEDRETBERBZHERI D288 L. SIUBODBEIE
TOEEA

* JO—NVP LR 1 BZEENICEVUSTONTOLSHIS A

192.168.1.1

PPRLREEES

192.168.3.1

192.168.3.0/255.255.255.0

D
(&)

s JO—NUVPRFLR 1 BZEICEIYETENTOLEHRB. C
(324)

T0INA I - SEHENDER

MTFDORBTE TONAF—HEFLOROBRONSAENTOD
ERELF T EBRDFEICIE. BFHEOZERE THRA<IZS 0,
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Ol A

« HEFEO1—H—L | site_a@example.co.jp

o ;DN D — R passwd_a

* PPPOE 4 —ERZ T L

cPPRLUR ZO-NUVPRLUR192.0.2.1/32 (1 BEE)
* DNS #—N\— : @SB SND

Ol B

s RO 1—HY—3 : site_b@example.co.jp
e BHD/NRD— R passwd_b

* PPPOE 4 —ERZ TR L
cIPPRUR JO—-NNVPRUR T BARE
* DNS H—N\— | #EmeFICR0SND

®#L5 C

« RO 11— —3 : site_c@example.co.jp
o FEHD/NRD—R I passwd_c

* PPPOE 4 —EXZ  EEHL
cIPPRUR ZJO-NNWVPRUR T EBARE
* DNS —/\— : EHRISICR0SNS

REDTFE
O Uy—xy NEREE

s INTOIUMKRCHNWTHIO—NUVPRLURDEIUSTIE 1 BL
HEODT, WAN I (ppp0) 1 > A —2 x—RICHO—=/NIV7F
RURESBELILACFI VO ENAT ICLD. BEDIHARA
BARALEFT, COTO-NIVPRLURD IPsec N v EDiEs
PRULRELTEY FSNETS

K 13.6.1 15—y MEGRRE

@ VPN &

* IPsec FYRVIFE #m A D ppp0 &R B O ppp0 DR, #L
= A D ppp0 &S C D pppl DBICENENBIBICKRSNF
To CDRYRNEGETZAN=F LAN B EHKE I DI-0DED
T IPONT Y FABSIELTRLED,

e DPA PO+ —VDREICHNTIE IPsec BBED/NT W
(IKE. ESP) %#RR<AHBHABLDAREP L RAEEL. AEH
BSEFBBICA VA=Y E\DFP L RN TEDLDICLET,

s FYRUYVIORFEONT Y FICNAT BRSSO EDI—U
FHELET,

#136.2IKE7x—X 1 (ISAKMP SA 0xJdYI—oav)

AR REDREEH EHIHBR
(pre-shared key)

IKEz=z#E—F

=HHER (A-BRE)
=aHER (A-CRD

R A DJV—5—DFREE 1D

Aggressive E— R
secret-ab (XZ351)
secret-ac (XF51)

1P PRLR :192.0.2.1
(F7xIK)

27 client_B
287 :client_C

= B DIV—R—DFB3E D
= C DIV—R—DFB3E D

Oakley ZI—7F 1 (F7xUK)
ISAKMP X vt —3Di8=S{t DES (F7+ k)
Vak:"

ISAKMP X v+ —3DEREEA SHAY (F7 40 H)
=

ISAKMP SA DB #HHARR 86400 # (24 B35
(B5RD (F7+IH)
ISAKMP SA DB %HHARR L (FZxIK)
(Kbyte %0

HEIFD ISAKMP 2T ThR0

I—y3v

WA B B
WAN R8>~ ethO eth0 ethO
R—T1—2R
WAN@IIP 7 RLR 192.02.1/32 #HEIUY  FHHE|UH
(ppp0) T T
LANBIIP PRLR  192.168.1.1/ 192.168.2.1 192.168.3.1
(vlan1) 24 (vlan1) /24 /24

(vlan1) (vlan1)
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FR13B63IKEZx—X2 (IPsec SADRIYI—Y3Y)

SAE—F

Ry RIVE—R

Fa2UTF«—JORINL

ESP (B85S +383E)

BsSith DES

REEA SHA1

IPComp B0

IPsec SA DB RHHARR 28800 % (8 B5R)
(B5/8) (F24IF)

IPsec SA OBZNHAR 7L

(Kbyte #0D (F7xIH)

IPsec DBEARR IP 7 KL 192.168.1.0/24
(A-B @D ©192.168.2.0/24

FrrVgERP RLR (A-BE)  192.02.1© RE

IPsec OERANR IP 7 F LR 192.168.1.0/24
(A-CED < 192.168.3.0/24

FrxrVgRPZ ELR (A-CRD) 192021 © RE

AR =Y b EDEIRE 18>

Hles A DE

1 FAHRROBRAAVFEFVICLET,

2 JVV—JKR—FrHB. 2—H— [manager] TOS1 VL ZF

To T 74NV EFDNRD—RI(ZE [friend] TY,

login: manager ./
Password: friend (FRSh&xtA)

3 Bl LY I<TBRDIC, ARBICVRATLARZHRELE T,

AR ALCE TA] Z8ELE T,

4 |Psec FEFa2 VT —FE—FTRINIEEELE A BSD

L, BE-—RFTBEBYPREZTDOEDNDTES Security
Officer LNIVDI—H—%BFZL THE & T Security Officer
DNRD—FEBREICBELTIEE0,

CCTld. 2—%—53 [secoff). /NRD—F [passwdSAJ #
RELEFT.

Manager A> ADD USER=secoff PASSWORD=passwdSA
PRIVILEGE=SECURITYOFFICER .|

User Authentication Database

Username: secoff ()
Status: enabled Privilege: Sec Off Telnet: no Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0

® PPP OB%E

5 WAN Il Ethernet 1> & —2 2 —X (ethO) LICPPP 1> %&—

7T —REMERLE T, [OVER=ethO-XXXX] @ [XXXX] D
B3 BHSNIC PPPOE O [H—EXB| #Lhk L& T,
BENBVBEE EOY—EXRRBEITELRZFANGNSL
>, fany) #/ELE T,

Manager A> CREATE PPP=0 OVER=ethO-any .

Info (1003003): Operation successful.

TONAE =D 5BIOSNIC PPP 2 —¥—2ENRD—F%3E
ELET. LAR FAZICL. RKDYIZ LCP Echo N7 k%
BOTPPPUVOOREZERL. BEBIC PPPOEDEY >3
VEBEGRIDLOICLET (EvY3VF—TPS14), &
7o, ISDN @ D#EETH S BAP @A ZICL& T,

Manager > SET SYSTEM NAME=A .
Info (1034003): Operation successful.

Manager A>

Manager A> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

@ IP. L—F 1 VIDRE

7 PEY2-LEBMHILET,

Manager A> ENABLE IP .J

Info (1005287): IP module has been enabled.
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8 LANMl (vlan1) A Y& =T —RICTSAX=FIPPRL X 14 ident 7OF > —#EEZEHICL, HBOX—)U (SMTP)
ZEUBTE T, P—N—RBENBD ident BRICHL T, 7212BIC TCP RST
ZRILDORELE T,

Manager A> ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0 .

Manager A> DISABLE FIREWALL POLICY=net

IDENTPROXY .
Info (1005275): interface successfully added.

Info (1077003): Operation successful.

9 WAN fll (ppp0) 4 >A—Tx—RICTONAHE—HBEUH

THONICIPPRURZHRELE T, 16 D747 04— VAU Y —DBEBRNREBDAVE—TT—2R
ZIEELE T,
Manager A> ADD IP INT=ppp0 IP=192.0.2.1
MASK=255.255.255.255 J LAN @I (vlan1) 4> %&—7 1 —R% PRIVATE (RED) (ZRE
L&ET.

Info (1005275): interface successfully added.

B ) Manager A> ADD FIREWALL POLICY=net INT=vlanl
10 774 VE—FERELET, TYPE=PRIVATE .|

Info (1077003): Operation successful.

Manager A> ADD IP ROUTE=0.0.0.0 INT=ppp0 NEX-
THOP=0.0.0.0 .

WAN #l (ppp0) >A—7Tx—2R% PUBLIC (488 (CERE
L&Y,

Info (1005275): IP route successfully added.

b4 [— L
OT 747U A—ILDEE Manager A> ADD FIREWALL POLICY=net INT=ppp0

TYPE=PUBLIC .|
11 77470+ —VRE=BEMCLET,

Info (1077003): Operation successful.

Manager A> ENABLE FIREWALL ./
e o) 15 mme 200m 1929002 16 LAN 1 (vlan1) %v FO—SICERENTOETATOIY

Firewall enagled. o Ea—4—H ENAT HEEAZERTEDLORELE T, V00—
NIVP ELRICIE pop0 D IP P FURZFALE T,

Info (1077003): Operation successful.

Manager A> ADD FIREWALL POLICY=net

12 77470+ —VDEEARET DI 714 PO+ —JUR)>— NAT=ENHANCED INT=vlanl GBLINT=ppp0 .J
[net] #ERLET. AU Y—DXFHE. BERKRICK>THE
BICHETCEFT,

Info (1077003): Operation successful.

Manager A> CREATE FIREWALL POLICY=net .| 17 #BGEBFHSD IKE N wv ~ (UDP500B) D774 P o+—
LAEBBTEDLDICHRELE T,

Info (1077003): Operation successful.

Manager A> ADD FIREWALL POLICY=net RU=1
13 ICMP /N w ~ (& Ping (Echo/Echo Reply) & E#EROJEE 2;:??{-2‘;12IlgT:pgpgoflstggoiglziggngpczhiog
(Unreachable) O&WABETHT L& T, ° =192.0.2. = =192.0.2.

Info (1077003): Operation successful.

Manager A> ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE .|

Info (1077003): Operation successful.

*8 FI# U RRETIE. ICMP E7 71 P — L% BE
L3 TEEPA.
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18 SR@FONT W FZEINAT DRRICLEVELDICHEL F
ER

R BEATOL—=IVELTFOLSICLET,

Manager A> ADD FIREWALL POLICY=net RU=2
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

Manager A> SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.2.1-192.168.2.254 .|

Info (1077003): Operation successful.

AR CAFDV—VEIUTFDOLSICLET,

Manager A> ADD FIREWALL POLICY=net RU=3
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

Manager A> SET FIREWALL POLICY=net RU=3
REMOTEIP=192.168.3.1-192.168.3.254 .|

Info (1077003): Operation successful.

19 ERV—IDOFETIE IPsec N7y FETREiSNTLE DD
T, IN5ONT Y b BBSEBIODI—)VERELE T,

[ENCAP=IPSEC] (& IPsec N7 w bHSAUIFIDINT v
FERUBLIEHETIOL—VZBRIBEERLET,
F2oT ROV KRR [RUB LIy FOKIP P FL
2D 192.168.1.1 ~ 192.168.1.254, DF YR A @iF 35
(& NAT ORRIET B DRKICBYE T,

Manager A> ADD FIREWALL POLICY=net RU=4
AC=NONAT INT=ppp0 PROT=ALL IP=192.168.1.1-
192.168.1.254 ENCAP=IPSEC .J

Info (1077003): Operation successful.

@ IPsec DRE

20 ZIHh BN IPsec DEREICRY F T, m¥DIC ISAKMP BDHH]
HBEH# (pre-shared key) Z{ERLE T, CC TR B@
FRESE (1] F ROBIEF [secret-ab) &L, =2 C@alr
(& [2) #FEE [secret-ac) &ELFT (= B. C DIL—A—%
BEHRICRTE) o

Manager A> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret-ab" .

Info (1073003): Operation successful.

Manager A> CREATE ENCO KEY=2 TYPE=GENERAL
VALUE="secret-ac" .

Info (1073003): Operation successful.

[CREATE ENCO KEYJ O¥Y YV RE. DYV —IhB051Y
LTOBBEDOHBHEINY R TT, ¥Dfcd, [EDIT) 3%
VERETHREROYTI T 7 (CFG) ([, TOIVVE
ZELRL THENDICITUET,

7235, [CREATE ENCO KEYJ IV Y FTEgiesnIcRIE. &
F2UT 4 E-FLSTR NV—E—DOBESICEL > TEESN
F9. BEEMIBHEE DIREICEF2UTAE-FIIR
TLTRMRESNSLDICLTIZE L,

21 #HBFEOIKERTYVI—Y 3 VEKREZIFANDISAKMP R
Uy—%EHRLET. COFITIEFBFOT RLUIDTRERD,
# B, C &HIC PEER (CTANY )%, MODE (C[AGGRESSIVE]
#ISEL T Aggressive E—RAEES>EDBELE T,

s B @FICIE. KEY ([CHIDFIETHER LICRES 1] %,
REMOTEID TER:E ID fclient_BJ ##EL. AU >— [i_BJ
ELTHERLET,

= C aFiZid. KEY ICEIDOFIBTIER LICRES (2] %
REMOTEID TER3E ID [client_CJ #EELAYY— [i_C) &
LTHER L E T,

Manager A> CREATE ISAKMP POLICY="i_B" PEER=ANY
KEY=1 SENDN=TRUE REMOTEID="client_B"
MODE=AGGRESSIVE HEARTBEATMODE=BOTH ./

Info (1082003): Operation successful.

Manager A> CREATE ISAKMP POLICY="i_C" PEER=ANY
KEY=2 SENDN=TRUE REMOTEID="client_C"
MODE=AGGRESSIVE HEARTBEATMODE=BOTH ./

Info (1082003): Operation successful.
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22 IPsec BIEDT#FAEET D SA RNVH 1 AERLE T, bV 26 IPsec KUY =T/ LT, ¥ NENDISEIT ICRERIC IPsec B

RIVE—F (FT7+F ), 8EERARX [ISAKMP). JOR3 B%1785 IP PRLUADBEZEELE T, IV FHIRLS

JUTESPJ. 8851755 [DES ], SREEA= [SHAJ ICREL & T, Bicth, TEBIEHBBEZRO TS0,

Manager A> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP Manager A> SET IPSEC POLICY="vpn_B"
PROTOCOL=ESP ENCALG=DES HASHALG=SHA . LAD=192.168.1.0 LMA=255.255.255.0

RAD=192.168.2.0 RMA=255.255.255.0 ./
Info (1081003): Operation successful.

Info (1081003): Operation successful.

23 SAZNVH 1 ZFDB7%8B SANY RILRNY & 1 = L& Manager A> SET IPSEC POLICY="vpn C"

T, BEBHRE [ISAKMP] #iEFELF T, LAD=192.168.1.0 LMA=255.255.255.0
RAD=192.168.3.0 RMA=255.255.255.0 ./

Manager A> CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP Info (1081003): Operation successful.
STRING="1" ./

Info (1081003): Operation successful. 27 (VA=Y FDEBEZHFATT S IPsec R ¥ — [inet]
% PPPO (T L THERL & T,

24 ISAKMP Xwt—Y%HRB L=t IPsec AU > — [isal %1E

RLET, R V—OBEERNSRAE,. O—HJ)LdD 500 BER—RH Manager A> CREATE IPSEC POLICY="inet" INT=ppp0
51U E— ko 500 BAR— 5O UDP /¥4 v ~ (ISAKMP) (2 ACTION=PERMIT -

s
aﬁ‘Ebé\t@—o Info (1081003): Operation successful.

Manager A> CREATE IPSEC POLICY="isa" INT=ppp0

ACTION=PERMIT LEPORT=500 RPORT=500 AVR=2Y RMIETOERALICVBEE D ITRED IPsec R

TRANSPORT=UDP .J UY—T, IRNTONT v hZ@BBSEB0D ELDOREE
ToTLIEEOe ED IPsec RYUY—ICEXVFLAD >ICH
Tnfo (1081003): Operation successful. ST VHET T AR THESNTLE SO, BEIBOE

VPN LIS EDBEN TERLRUE T,
ISAKMP % RT3 B6F. B ITRYD IPsec RYP—T
ISAKMP X w2 —I BB TEDLDBRERT > TLIESTW, 28 Psec T2 —VeBHMLET,
[IPsec RUY—] FREIBICHRRSN, RIMICIVFLICED
MEASNDICD. REIERICETEHNDBETT., RRIEIE Manager A> ENABLE IPSEC .
[SHOW IPSEC POLICY] DNV R THRTEET, £ &
RIBEAZEISICIE [SET IPSEC POLICY] OX Y F®D
POSITION NS X —%&—%{EAL %7,

Info (1081003): Operation successful.

29 ISAKMP Y2 —)bBMCLET,
25 B0 IPsec BISICEAT S IPsec RY > —% PPPO (CRLT
ERLET, BFD IP PRUIDARERLRD T, PEER (C Manager A> ENABLE ISARMP ./
[DYNAMICJ %8 L& 7. REEAHRIEISAKMPJ, BUNDLE
IZI>FSANYRILARY S [1] #IEELE T,
a2 B EHWS CBEFDEVGRY Y—BDHTI,

Info (1082057): ISAKMP has been enabled.

30 Security Officer LNILDL—H—TO51 >V LBBLET,

Manager A> CREATE IPSEC POLICY="vpn_B"
INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUN- Manager A> LOGIN secoff .
DLE=1 PEER=DYNAMIC .

Password: passwdSA
Info (1081003): Operation successful.

Manager A> CREATE IPSEC POLICY="vpn_ C" 3
INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUN-
DLE=1 PEER=DYNAMIC .

-

EBMEE—FZt+21UT A —E—FIHDYBRAET,

SecOff A> ENABLE SYSTEM SECURITY_ MODE .
Info (1081003): Operation successful.

Info (1034003): Operation successful.
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t+21 T4 —F— T Security Officer UNJUTD Telnet
O01VHRAIE LTEESNTOE S 2Fa2 YT —F—F
(BT, Security Officer LNJUT Telnet O51 > LIcWOi5
Blid. 5N LB RSO (Remote Security Officer) MERE%
T2THLTLIZE W,

AL [64 /—FIVE—F / tF2UT404—F—F]
(p.52)

OREDRE

32 REEREBELE I,

SecOff A> CREATE CONFIG=ROUTER.CFG .|

Info (1049003): Operation successful.

3B RBLIET 7 A EREBFRE Y 71 VIIBELE I,

SecOff A> SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

Hm B, LR C DEE

R B EHR C TR ENENDRR T EDREBDRS BICH T,
BEARNGRENEIBLTY,

R B LR C THREBNESBAICOVTIE EN¥Nn@irm@
EAIS E%BRL & T CNLSMDOBR TR KUC DO TERDRE
7o T<IZE L,

1 ARBODERRA VvF A UICLET,

2 OVV—JUR—kH5B. 2—H%— [manager] TOS1 > L&
Fo T7HIEDNRD—RE [friend] TY,

login: manager .
Password: friend (FRshztA)

3 BRZLYI<TBDIC., ARRBICVRTLARBEZHRELE T,
YA BICE [B) ZRELE T,

=B
Manager > SET SYSTEM NAME=B .

Info (1034003): Operation successful.

Manager B>

AR CICE [C) #RELE T,

o C

Manager > SET SYSTEM NAME=C .|

Info (1034003): Operation successful.

Manager C>

4 IPsec g+ VT4 —F—RTRBRINEEELE LA DSH
L, BE-—FTBEBYPREZTOEDTES Security
Officer UNIVDI—H—% B85 L THE & T .Security Officer
DINRAD—RIFEREICEELTLIZE 0,

= B TlE. 1—%—3 [secoff). /XRD—F [passwdSB)
HIRELF T,

o B

Manager B> ADD USER=secoff PASSWORD=passwdSB
PRIVILEGE=SECURITYOFFICER .

User Authentication Database

Username: secoff ()
Status: enabled Privilege: Sec Off Telnet: no Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0

Ruthentications: 0 Fails: 0

= C Tl 2—H—2R [secoff). /NAD—R [passwordSC)
ZRELF T,

= C

Manager C> ADD USER=secoff PASSWORD=passwdSC
PRIVILEGE=SECURITYOFFICER .|

User Authentication Database

Username: secoff ()
Status: enabled Privilege: Sec Off  Telnet: no
Logins: 0 Fails: 0 Sent: 0
Ruthentications: 0 Fails: 0

Login: yes
Revd: 0

® PPP OX%E

5 WAN Al Ethernet 4> &2—2 T —X (eth0) LICPPP A& —
7T —RZEMERLE T, [OVER=ethO-XXXX] @ [XXXX] D
BoCIE BRSNIC PPPOE O [H—EXB] #RARLF T,
BENBVBSEE, EOY—EXRRBEITELRZFANGNSL
>, fany) #/ELE T,

Manager B> CREATE PPP=0 OVER=ethO-any .

Info (1003003): Operation successful.
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6 JONAA—DEBHNSNIC PPP I—Y—RENRD—F%A2E
WRTEITEE LR IC IP P FLUREIUSBTEITDOLDICH
EL&ET. LAQR EAZICL. KDYUIC LCP Echo N7 k%
EOTPPPUVHDREEERL. BEIIIC PPPOEDEY Y 3
VEBERIBLOICLET (vysyF—TPS5147), &
7o, ISDN @i D#BETdH B BAP [FA ZICL& T

=B

Manager B> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_b@example.co.jp PASS-
WORD=passwd_b IPREQUESRT=ON LQR=OFF
ECHO=ON .!

Info (1003003): Operation successful.

#= C

Manager C> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_c@example.co.jp PASS-
WORD=passwd_c IPREQUESRT=ON LQR=OFF
ECHO=ON .!

Info (1003003): Operation successful.

O IP. L—F 1 VIDERE

7 PEY2-VEBHCLET,

Manager B> ENABLE IP .|

Info (1005287): IP module has been enabled.

8 IPCP IV T—Y 3V TE5ABNI IP P RLR%E PPP 1Y
B—TI—RTHEMITBLIRELET,

Manager B> ENABLE IP REMOTEASSIGN ./

Info (1005287): IP module has been enabled.

9 LAN # (vlan1) A& =D 1 —RICSWRITEDTSAN—
FIPPRUREEIUST, 554 PV FBOY TRy bELE
To

B

Manager B> ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0 ./

Info (1005275): interface successfully added.

e C

Manager C> ADD IP INT=vlanl IP=192.168.3.1
MASK=255.255.255.0 ./

Info (1005275): interface successfully added.
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10 WAN @ (ppp0) >R —T7 1 —RICTONAE—HBEUY
THONICIP PRURZHRELEF T,

Manager B> ADD IP INT=ppp0 IP=0.0.0.0 .

Info (1005275): interface successfully added.

1

-

TI2xIWE—bZERELET,

Manager B> ADD IP ROUTE=0.0.0.0 INT=ppp0 NEX-
THOP=0.0.0.0 .

Info (1005275): IP route successfully added.

@T 7 A7 U+ —ILDERE

12 77 AP O+ — ik BMICLE T,

Manager B> ENABLE FIREWALL ./

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

1B 77147 04—VDEBEERET DI 7A PO+ — VR —
Mnet] ZERRLET. RUY—DXFFF, BSBHKICK > TE
RICRETEE I,

Manager B> CREATE FIREWALL POLICY=net ./

Info (1077003): Operation successful.

14 ICMP /¥ w k(& Ping (Echo/Echo Reply) &RERTIAE
(Unreachable) O&BJABETHI L& T,

Manager B> ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE .|

Info (1077003): Operation successful.

15 ident 7OF > —#EEE EHICL. HBDOX—)U (SMTP)
P—N—EDBO ident BRICHL T, 2126 TCP RST
ZRIELDRELE T,

Manager B> DISABLE FIREWALL POLICY=net
IDENTPROXY .

Info (1077003): Operation successful.

*Q FIOXARETE ICMP BT 74 P+ — 7% BB

el TEETA.




16 77170+ — VAR Y —DBRARREB DA VR —TI—R
EBELE T,

LAN @ (vlan1) 4> &= 1x—2R% PRIVATE (R3B) (IZRE
L&do

Manager B> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

19 BEXRV—VOFETIE IPsec v X TERETSNTLE DD
T, IN5ONTY FEBBTSERIODIL—VERELE T,

[ENCAP=IPSEC] (& IPsec N v b D 5HUIFILDINT v
FERUBLIEHE TIDL—VZEBRIBIEERLET,
F2T ROINVYVREL MYB LI Y FOKIP P RL
Z2D'0—H LAN B2 5E. NAT ORRHIET D] OECRIC
BYUET, IPICIEFENENDOIKD LAN |/ 1P 7 R L 2D&E
EEELE T,

= B
WAN 8 (ppp0) «>&—2x—X% PUBLIC (48B) (CE&E Manager B> ADD FIREWALL POLICY=net RU=2
L&, AC=NONAT INT=ppp0 PROT=ALL IP=192.168.2.1-
192.168.2.254 ENCAP=IPSEC .
Manager B> ADD FIREWALL POLICY=net INT=ppp0 Info (1077003): operation successtul
TYPE=PUBLIC . ) )
Info (1077003): Operation successful. ?9&5 C
Manager C> ADD FIREWALL POLICY=net RU=2
17 LAN @ (vlan1) v FD—=5C#ERSNTOBEINTOIY AC=NONAT INT=ppp0 PROT=ALL IP=192.168.3.1-
Ea2—4&2—1 ENAT #aExERTE=3L5BELET, 40— 192.168.3.254 ENCAP=IPSEC ./
NIV RLURICIE ppp0 OF K LREBALET, Info (1077003): Operation successful.
Manager B> ADD FIREWALL POLICY=net -
NAT=ENHANCED INT=vlanl GBLINT=ppp0 ©® IPsec DT
Info (1077003): Operation successful. 20 CIHBH IPsec DRECBYE T, BHIZ ISAKMP FOFH
HABH (pre-shared key) Z#ER L& T, BESE. ¥Nn¥n
18 O—QULANABYE—F LANAD/ v T NAT & D ORR/UIH L THRR A TIEELICROBZEELE T,
BOKDICHRELE T,
Manager B> CREATE ENCO KEY=1 TYPE=GENERAL
S B VALUE="secret-ab" .
Manager B> ADD FIREWALL POLICY=net RU=1 Info (1073003): Operation successful.
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.2.1-192.168.2.254 .
= C
Info (1077003): Operation successful.
Manager C> CREATE ENCO KEY=1 TYPE=GENERAL
Manager B> SET FIREWALL POLICY=net RU=1 VALUE="secret-ac" .J
REMOTEIP=192.168.1.1-192.168.1.254 .
Info (1073003): Operation successful.
Info (1077003): Operation successful.
[CREATE ENCO KEYJ IRV FiE DYV —luhbOo1Y
s C LTOWBBEDHBHEINYY RTT, ¥Dfzsd, [EDIT] 3%
Manager C> ADD FIREWALL POLICY=net RU=1 VRIBETHBERLY TRT740) (CFG) (2. THIYVR
AC=NONAT INT=vlanl PROT=ALL ADRUTEECRYZT,
IP=192.168.3.1-192.168.3.254 .|
Tnfo (1077003): Operation successful. 75d. [CREATE ENCO KEYJ DYV R TS NI-#RIE. &
F2UT 4 E-FLBINTIER V=R —DBEBICE > TEESN
Menager C> SET FIREWALL POLICY=net RU=1 &7 REBATHHOR. BTBRICLF1UT 4 E—FICB
REMOTEIP=192.168.1.1-192.168.1.254 .| = o = |— Ny
TLTRMRBESNDLDICLTLSIZE 0,
Info (1077003): Operation successful.
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21 FFIETHERLICRA SV, BHBFED IKERIYI-Y3Y
ERAEZRFTAND ISAKMP RY ¥ —[i_AJ ##ER L% 9, PEER
[ZIENV—2—ADIP PRUREIEELE T, . BHD7PR
L RADARER Tz, LOCALID TBHMSREE ID #3EE L. MODE
[FFTAGGRESSIVEJT Aggressive E— R B DL DORELF TH
#S B TlE LOCALID (Eclient_BJ % #ls5 C (Z(& [client_C
HIEELFE T,

= B

Manager B> CREATE ISAKMP POLICY="i_ A"
PEER=192.0.2.1 KEY=1 SENDN=TRUE
LOCALID="client_B" MODE=AGGRESSIVE HEART-
BEATMODE=BOTH ./

i C

Manager C> CREATE ISAKMP POLICY="i_ A"
PEER=192.0.2.1 KEY=1 SENDN=TRUE
LOCALID="client_C" MODE=AGGRESSIVE HEART-
BEATMODE=BOTH .|

22 IPsec BEDHFETEET D SA RNV Y 1 2B LE T
ABRKICEYRIVE—R (T272 U H) REEBAINISAKMP
JO L3 [ESP). 88S4E75= [DES]. FREEAR SHAJ IC
BELET,

Manager B> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA ./

Info (1081003): Operation successful.

23 SAZRNV O 1 1ZFDB7%8% SANY FIVARNY & 1 L&
I REEHSAE [ISAKMP] #EEL T,

Manager B> CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP
STRING="1" .|

Info (1081003): Operation successful.

24 ISAKMP Xy —Y%RBLSE S IPsec RY ¥ — [isal %z 1F
L&Y, RUY—DBERNKRE. O—H)LOD 500 BR—HH
5YU%E—F® 500 &R—F5O UDP /7w (ISAKMP) (Z
FHELET,

Manager B> CREATE IPSEC POLICY="isa"
INT=ppp0 ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP ./

Info (1081003): Operation successful.

ISAKMP 2R Y 5% G L IRANDD IPsec KU >Y—T
ISAKMP X v £ =YD BB TEBDL DBREET> TS,
[lPsec RUY—] FREIRICRREN, RDICYVFLIZED
MEARSNDICH, REERICEIRNMBETT. RRIEE
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[SHOW IPSEC POLICY] OVY RTHERTEFT, &io. &R
IE%=ZE 9 BICIE [SET IPSEC POLICY O~ R®D POSITION
NIX=B—%BALET,

25 =B IPsec BEICHEAT B IPsec KU ¥ —[vpn_Al % PPPO
(CHUTERLE T, RERHN [ISAKMP), PEER ([CIFHR
A DI—R—D IP 7L R%, BUNDLE (Cl& SA NV RIVR
Nvo [1] #BELE T,

Manager B> CREATE IPSEC POLICY="vpn_ A"
INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUN-
DLE=1 PEER=192.0.2.1 .

Info (1081003): Operation successful.

26 IPsec AU — [vpn_AJ [T L TEERIC IPsec BEEATTED
IP PRURDEEABELEF T, IV RHIERLBBIcH,. T
ZTBRCHABEEZROTI IS0,

=B

Manager B> SET IPSEC POLICY="vpn_A"
LAD=192.168.2.0 LMA=255.255.255.0
RAD=192.168.1.0 RMA=255.255.255.0 ./

Info (1081003): Operation successful.

= C

Manager C> SET IPSEC POLICY="vpn_A"
LAD=192.168.3.0 LMA=255.255.255.0
RAD=192.168.1.0 RMA=255.255.255.0 .

Info (1081003): Operation successful.

27 1V A—xvY bADEBEZFFT S IPsec AU > — [inet]
H#PPPAVAR—T1T—R0ICRUTHERLE T,

Manager B> CREATE IPSEC POLICY="inet"
INT=ppp0 ACTION=PERMIT .

Info (1081003): Operation successful.

AR =Y MMIETFHERLIZOVBEER. R THREOD IPsec 7R
Uy —=TINTONT Y b EBBSBBREZTO> TS0,
ED IPsec RYY—(CEXVFLBD 2T bS T4 voET
Tx I ETHEESNTLE DD, ERDFREHSUOE VPN UL
HEDBEHINTERLBYET,

28 IPsec EVa—VABHICLET,

Manager B> ENABLE IPSEC .J

Info (1081003): Operation successful.




29 ISAKMP £V 2 —EBHICLE T,

Manager B> ENABLE ISAKMP ./

Info (1082057): ISAKMP has been enabled.

30 Security Officer LNJVDL—H—TOS1 VLBBLET,

=B

Manager B> LOGIN secoff ./

Password: passwdSB

i C

Manager C> LOGIN secoff ./

Password: passwdSC

31 #BEE—FeELF21 T4 —E—FICHPUBRZET,

SecOff B> ENABLE SYSTEM SECURITY_ MODE .

Info (1034003): Operation successful.

t+21 )T+ —F— T Security Officer UNJUTD Telnet
O01VHRAIE LTEESNTOE T 2F2 T 0 —F—F
[ZHWT. Security Officer LNJUT Telnet O51 > LIcWOi5
&l d5HLH RSO (Remote Security Officer) MRTE%
T2THLTLIZE W,

rE [64 /—FVE—F / F2UT74—F—F]
(p.52)

OREDRE

32 REERBLE I,

SecOff B> CREATE CONFIG=ROUTER.CFG .|

Info (1049003): Operation successful.

3B RBLIET 7 A EREFRE Y 71 VIIBELE I,

SecOff B> SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

B DESR

34 iz AL B, C &BIC UTP =T )Aa#E#KEL. [SHOW PPP]
JVYRTPPP O#EHHEIL (OPENED) LT &%HERLT
<fEEL

35 LAN AI0IvE1—42—1H5, BFAOHRY—N—BEHS
BTEBTEAERLT IS0, 10

% 10 4 T7RY AT Windows DxRY kD=0 RS54 7% 81
T BIHICE AIAE Windows 2000/XP TlE Y1 =W

D=5 = [y D=0 TLU—ROBN] TRNZDA

A POORYORT, $—=N—=DIP PRLURBEXAIEEL

*7,

(1) ¥¥192.168.1.10
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FEDH

B HA B CYNENT, FIROREFIEERTIBD&ICELD

T, 1Epk. RESNBRERS Y TR 7 4% RLET,

K 1364 RERIUT T 7 T A

1 SET SYSTEM NAME=A

2 ADD USER=secoff PASSWORD=passwdSA
PRIVILEGE=SECURITYOFFICER

3 CREATE PPP=0 OVER=ethO-any

4 SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_a@example.co.jp PASSWORD=passwd_a
LOR=OFF ECHO=ON

5 ENABLE IP

6 ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

7 ADD IP INT=pppO IP=192.0.2.1
MASK=255.255.255.255

8 ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0

9 ENABLE FIREWALL

10 CREATE FIREWALL POLICY=net

11 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

12 DISABLE FIREWALL POLICY=net IDENTPROXY

13 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

14 ADD FIREWALL POLICY=net INT=pppO0 TYPE=PUBLIC

15 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0

16 ADD FIREWALL POLICY=net RU=1 AC=ALLOW INT=ppp0
PROTO=UDP GBLPO=500 GBLIP=192.0.2.1 PO=500
IP=192.0.2.1

17 ADD FIREWALL POLICY=net RU=2 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.1.1-
192.168.1.254

18 SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.2.1-192.168.2.254

19 ADD FIREWALL POLICY=net RU=3 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.1.1-
192.168.1.254

20 SET FIREWALL POLICY=net RU=3
REMOTEIP=192.168.3.1-192.168.3.254

21 ADD FIREWALL POLICY=net RU=4 AC=NONAT INT=ppp0
PROT=ALL IP=192.168.1.1-192.168.1.254
ENCAP=IPSEC

22 CREATE ISAKMP POLICY="i_B" PEER=ANY KEY=1
SENDN=TRUE REMOTEID="client_B" MODE=AGGRESSIVE
HEARTBEATMODE=BOTH

110 | #&mifl

K164 RERIVTFI7MI R A (RE)

23 CREATE ISAKMP POLICY="i_C" PEER=ANY KEY=2
SENDN=TRUE REMOTEID="client_C" MODE=AGGRESSIVE
HEARTBEATMODE=BOTH

24 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

25 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

26 CREATE IPSEC POLICY="isa" INT=ppp0
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

27 CREATE IPSEC POLICY="vpn_B" INT=ppp0
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC

28 CREATE IPSEC POLICY="vpn_C" INT=ppp0
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC

29 SET IPSEC POLICY="vpn_B" LAD=192.168.1.0
LMA=255.255.255.0 RAD=192.168.2.0
RMA=255.255.255.0

30 SET IPSEC POLICY="vpn_C" LAD=192.168.1.0
LMA=255.255.255.0 RAD=192.168.3.0
RMA=255.255.255.0

31 CREATE IPSEC POLICY="inet" INT=ppp0
ACTION=PERMIT

32 ENABLE IPSEC

33 ENABLE ISAKMP

KR 1365 /ERIVUT T 71 Hlmm B

1

SET SYSTEM NAME=B

2

ADD USER=secoff PASSWORD=passwdSB
PRIVILEGE=SECURITYOFFICER

CREATE PPP=0 OVER=ethO-any

SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_b@example.co.jp PASSWORD=passwd_b
LQR=OFF ECHO=ON

ENABLE IP

ENABLE IP REMOTEASSIGN

ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

ADD IP INT=ppp0 IP=0.0.0.0

ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0

10

ENABLE FIREWALL

11

CREATE FIREWALL POLICY=net

12

ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

13

DISABLE FIREWALL POLICY=net IDENTPROXY




KR 1365 RERAIUTRI7A/IL R B (HF)

R1366 /ERIVUTFI7AI 2 C (5E)

14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE 10 ENABLE FIREWALL
15 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC 11 CREATE FIREWALL POLICY=net
16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl 12 ENABLE FIREWALL POLICY=net
GBLINT=ppp0 ICMP_F=PING, UNREACHABLE
17 ADD FIREWALL POLICY=net RU=1 AC=NONAT 13 DISABLE FIREWALL POLICY=net IDENTPROXY
INT=vlanl PROT=ALL IP=192.168.2.1-
192 168.2.254 14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE
18 SET FIREWALL POLICY—net RU-1 15 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC
REMOTEIP=192.168.1.1-192.168.1.254 16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
19 ADD FIREWALL POLICY=net RU=2 AC=NONAT INT=ppp0 GBLINT=ppp0
PROT=ALL IP=192.168.2.1-192.168.2.254 17 ADD FIREWALL POLICY-net RU=1 AC—NONAT
ENCAP=IPSEC INT=vlanl PROT=ALL IP=192.168.3.1-
20 CREATE ISAKMP POLICY="i_A" PEER=192.0.2.1 152.168.3.254
KEY=1 SENDN=TRUE LOCALID="client_B" 18 SET FIREWALL POLICY-net RU=-1
MODE=AGGRESSIVE HEARTBEATMODE=BOTH REMOTEIP=192.168.1.1-192.168.1.254
21 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP 19 ADD FIREWALL POLICY=net RU=2 AC=NONAT INT=pppO
PROTOCOL=ESP ENCALG=DES HASHALG=SHA PROT=ALL IP=192.168.3.1-192.168.3.254
22 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1" ENCAP=IPSEC
23 CREATE IPSEC POLICY='isa" INT=ppp0 20 CREATE ISAKMP POLICY:"i_A: P?ER=19%.0.2.1
ACTION=PERMIT LPORT=500 RPORT=500 KEY=1 SENDN=TRUE LOCALID="client_C
TRANSPORT=UDD MODE=AGGRESSIVE HEARTBEATMODE=BOTH
24 CREATE IPSEC FOLICY="vpn A" INT-ppp0 21 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1 PROTOCOL=ESP ENCALG=DES HASHALG=SHA
PEER=192.0.2.1 22 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"
25 SET IPSEC POLICY="vpn_A" LAD=192.168.2.0 23 CREATE IPSEC POLICY="isa" INT=ppp0
LMA=255.255.255.0 RAD=192.168.1.0 ACTTON-PERMIT LPORT=500 RPORT=500
RMA=255.255.255.0 TRANSPORT=UDP
26 CREATE IPSEC POLICY="inet" INT=ppp0 25 CREATE IPSEC POLICY="vpn A" INT=ppp0
ACTION=PERMIT ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
27 ENABLE IPSEC PEER=192.0.2.1
58 ENADLE ISAKMP 26 SET IPSEC POLICY="vpn_A" LAD=192.168.3.0
LMA=255.255.255.0 RAD=192.168.1.0
RMA=255.255.255.0
27 CREATE IPSEC POLICY="inet" INT=ppp0
5 ACTION=PERMIT
R 1366 /ERIUTRI 7L Msm C
1 SET SYSTEM NAME=C 28 ENABLE IPSEC
2 ADD USER=secoff PASSWORD=passwdSC 29 ENABLE ISAKMP
PRIVILEGE=SECURITYOFFICER
N e N — _
3 CREATE PPP-0 OVER—ethO-any [SET TIME] j?{l_\ 3 ARV RTOYTRIHLTAROLE
ARV RDIRTH BEZ 71 V& LTRBESND DI Tl>IBOLE
4 SET PPP=0 OVER=eth0-any BAP=OFF RN
WORUCTEFRLIZEW
USER=site_c@example.co.jp PASSWORD=passwd_c LARICTER<TIEE L,
IPREQUEST=ON LQR=OFF ECHO=ON
5 ENABLE IP
6 ENABLE IP REMOTEASSIGN
7 ADD IP INT=vlanl IP=192.168.3.1
MASK=255.255.255.0
8 ADD IP INT=ppp0 IP=0.0.0.0
9 ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0

tEmpl
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13.7 1% —xv h& CUG Y—EZXDEEF
g (ImARE)

[
—— LV5—Fh

DNSH/N— site_a@example.co.jp
passwd_a

JONAK—

vlan1

WebH—/\—

B B e

BimA 102.168.1.0/24 7/
E13.7.1 49 —2y k& CUGH—E R DRSS (RHKE)

Il

PPPOE tvy 3V 2 KERICEL, 1 VE2—xv MERE, 7
LY - GW—TPOER (AR HBFOTLVY - FI—TF (N—
YwHAZa—) O CUG (Closed Users Group) H¥—EX (K
) #BEFICFIRLE T,

ZOATIE LAN RIRTSAN—=FPRFURTERAL., B8F%ED7
FLRICKDT RET 4 wORBRREBHIEZTONT Y 2 IRY D
FTo OSAPYRRAAMFIVYO ENAT BBTA U E—FY b
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CUGH—ERICFPHERLET, &fc. 7PA P04 —EE>T

IEHEDTP O RZRELE T,

0N I —h SRS ND1ER

MFOHRBTEF, TONAE—EL<IECUGC ¥ —ERDOEREH S
TROEEBRDIEAONTOBERELF T, EEOREICE. &
BHROZIERE CEA<IZS 0,

@1V F—2w MER

« FEFDOIL—H—L : site_a@example.co.jp

o HRD/NZAD—F I passwd_a

e PPPOE H—ERLZ #EEBL
cEBTEBIPPRLUR: B0EUST (1 BRE)
* DNS #—\— : Rl IORMSND

@ CUGHY—EZR

e D1 —H—3  flets_a

o FFD/NRD—R : fpasswd_a

e PPPOE H—ERZ IETFBL
cFEATEBIPPRLUR  BHEUST (1@

s DI —H—DIP P RFLR :192.168.200.2/32

REDF#H

c RRTFAVHI—T 4V IIC&Y,. CUGH—ERRDHMI—
Y—mDONT v k& ENUKDNT Yk (A B—FR W +5E
T) DERETERYDTET,

s TPA PO+ —EFIBLT HEBHDSDREF DR 7% IEM L
DO APHBEFBBICAVE—RY FNDFPHERADTED K
SlCL&Eds

e TPA PO+ —IDREAF Iy ENAT #ee=ERL T, LAN
BRY ED=5DTSAR=KIPPRLUR% WAN B> & —
TI-RICHESNICPRFVRICEBRLE T A VA —RV b5
TONTry FRTONAE—D553bNIco0-NV IP PR
LRIZ, CUG ¥ — ER&E'COD/\"’T“/ ~IBRED DIEESNIC
TSAN=FIPPRUVRICERLET, ThICkY. LAN ICH
MSNICBBDIVE2—R—HDB A VA=Y CUGH—
EXNOER 7 O RADTREICBUET

s CUGH—ERDBDONTY R Z7A P05 —bD—%
FERLT. LANADEKEDY —N—ICRYDFE T,
* Web #—/\— (R— K 80) :192.168.1.2
* V—R—DDNS UL —#EE=AVICLT, LANRDYE2—
R—=HBDONS ULIR %, JONAH—DDNS #—/N—
[CEREL&E T



* KEROEAFER ROBYTY, 5 WAN ] Ethernet 1 >&2—7x—X (eth0) LIC CUG ¥ —kE
REERITBDIHODD PPP A A—T1—X [1] ZERLE T,

& 13.7.1 AEmOERE [OVER=6th0-XXXX JO XXXX DB 21, BAE 111= PPPOE

WAN BI4pi81 >R —2J1—2R ethO D [H—EREZ] #8RLF T, BEHNBVEEE. Cov—E

A R—%y hET e RBATTERFAINDND LD, [any] ZRELF T,

WAN {8 (ppp0) IP P RL2R

CUG H—Ez@i N Manager > CREATE PPP=1 OVER=ethO-any ./

WAN 1&“ (DDD1) ‘PPHU?\ Info (1003003): Operation successful.

LAN @I (vlan1) IP P RL X 192.168.1.1/32

DHCP & — /N —#4E B0 6 CUGCH—ERBIWEH SBOSNICPPP1—H—2& /IR D—

RAIEL., BEHEIFICIP PRUREIVSTORRETOLDIC

?.Qi BELEFT, LARIFAZICL. KD UIZ LCP Echo N v b %

Ro>TPPPUVHDREEER L, BEMIIC PPPOEDEY >3
VEBEHRIDLDICLET (ByyavF—TPS547), &

1 ARROBRAA vF A ICLET, 2. ISDN B3 DEETH 5 BAP (A ZICLE T,
2 JVV—JUR—kH5B. I—Y¥— [manager] TOTA VL& Manager > SET PPP=1 OVER=ethO-any BAP=OFF
To T2 NWEFDNRD—RI(ZE [friend] TY, IPREQUEST=ON USER=flets_a

PASSWORD=fpasswd_a LQR=OFF ECHO=ON ./

login: manager ./

> Info (1003003): Operation successful.
Password: friend (FRchzthA)

P, J—F 4 VI DR
® PPP DT O P, =TI DR

3 WAN fl Ethernet 1 >4 —21x—2X (eth0) LICA>AH—=xv 7 PEI2-VEEA-LET.
FEERITBICODPPP AV R—T1—R [0 #HERL&E T,
[OVER=ethO-XXXX DI XXXX DB, B =1z PPPOE
() rﬁ_EZ%J ’a’:%ﬂﬁbéﬁﬁo ?Eﬁf)\‘@(ﬂtz%éﬂg\ t‘@‘ﬂ'_t\\ Info (1005287): IP module has been enabled.
RAERITELRFIANSNSE LD, [any] ZREL & T,

Manager > ENABLE IP .

8 IPCP XRIYI—Y3 Vv TEABNIC IP PRLR% PPP (Y
Manager > CREATE PPP=0 OVER=ethO-any ./ R—D T —RTEETELDCHELET,

Info (1003003): Operation successful.

Manager > ENABLE IP REMOTEASSIGN .

q 75/\“”{&“_75\53@%0%*17-: PPP l—'ﬂ:_%t/\ax,j_ P%%E’ Info (1005287): Remote IP assignment has been enabled.
EL. #EHREICIP PRFUREIVUBTOBREZTOLDICHEL
9. LQRIFAZICL. RDYUICLCP Echo N7y h&/ES>T
PPP UV HODNREZERL. BEBIC PPPOE DtV I3V %
BEMRIBLDICLET (RyyaVyF—TPS5147) . &l
ISDON @i DHRETH B BAP [FA TICL&FE T,

9 LANM (vlan1) 4> &= —RICTSAR=FKIPPRLZR
ZEIUST, HSAPVEBOY TRy FELET,
CUGH—ERDOFP LR (pppl) &3 BEBSRBVEDZEE
Le<isin,

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON .J

Manager > ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0 .

Info (1005275): interface successfully added.
Info (1003003): Operation successful.
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10 2R —=vy ~EGEAO WAN /) (ppp0) (>R —T1—XIC
IP7RLR [0.0.00] #8ELET. TONAE—EDHEHED
WIATBH&E T IPPFRLUREEELEE Ao

Manager > ADD IP INT=ppp0 IP=0.0.0.0 .|

Info (1005275): interface successfully added.

11 CUG #—EXR#EHEAD WAN | (pppl) A>AH—Tx—R(C
IP7RLUR [0.000] #%ELF T, TONAE—EDEHD
WIITDET IPPRLUREEELE T Ao

Manager > ADD IP INT=pppl IP=0.0.0.0 .

Info (1005275): interface successfully added.

12 77+ )V —hZRELE T,

Manager > ADD IP ROUTE=0.0.0.0 INT=ppp0 NEX-
THOP=0.0.0.0 .

Info (1005275): IP route successfully added.

13 CUG H—EXRBAF DREERET 4 v OICRELE T,
CUG Y —EXARICERDALD B DHEICIE. ¥NENDILR
TEICRBERELET,

Manager > ADD IP ROUTE=192.168.200.2
MASK=255.255.255.255 INT=pppl NEX-
THOP=0.0.0.0 .

Info (1005275): IP route successfully added.

14 DNS U L—#BezBHMLE T,

Manager > ENABLE IP DNSRELAY .J

Info (1005003): Operation successful.

@7 747U +—LDRE

18 V7 AP+ —UBREEEMICLET,

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.
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16 77 A P 0= VDBNMEAREST D7 714 PO+ —JURY>—
Mnet] #ERLET. AU Y—DXFFNE. BBEHKICK>TE
BICRETEFT,

Manager > CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

17 ICMP /N w k(& Ping (Echo/Echo Reply) &EERTJAE
(Unreachable) O&#RABTHETL &

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACH ./

Info (1077003): Operation successful.

18 ident 7OF > —#EEZEHICL, HIBDOX—)U (SMTP)
P—N—RBENBD ident BRICHL T, 7212BIC TCP RST
ZRIEDORELE T,

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY .

Info (1077003): Operation successful.

19 D747 04— VAU Y —DBEBRREBDAVE—TT—2R
EZEELE T,

LAN {8 (vlan1) 4 >&—27 1 —X% PRIVATE (RER) IZBTE
L&Y,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

AR —xv FEEAO WAN B (ppp0) & —T1—R%
PUBLIC (48B) ICREL &,

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .l

Info (1077003): Operation successful.

1TV RRETIE ICMP BT7 74P o+ — )% BB

el TEETA.



CUG H—Ex#EmAD WAN f (ppp1) A >A—TJ1—R%
PUBLIC (4M8B) ICSRELFT.

Manager > ADD FIREWALL POLICY=net INT=pppl
TYPE=PUBLIC .l

Info (1077003): Operation successful.

20 LAN =y bDO—2IC#EHsNTOBIRNTOIVE2—4&—
HENAT #Eex BRTEDLDORELE T, 1 VA—RV 5
TN Y EDBEE NAT PRLURELTpppO D IP P RLR
EZERLFEFT. CUGH—ERTBTNT v FDIBEF. NAT P F
LRELTpppt DIP PRLURZEALETD,
TPATPox—=)bDAAFIvo ENAT Tld N w BHYINT
H5 GBLINT ([CEmrsNicE SIS, Ny FOBRP FLR%
GBLINTOP RLURICEEZMAFT,

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=ppp0 .|

Info (1077003): Operation successful.
Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=pppl .|

Info (1077003): Operation successful.

21 CUG 4 —ERAID DI —A2—IC@iF - HTTP GR— K 80) /Y
vk LANROIP ZFLXR 192.168.1.2 DY —/N—(l&
EIBN—IERELE T,

RICERBLICOLY —N=DBBEEICEF. ¥NENICDOVT,
W—IamELET,

BICH—N—ZRBLBVEEICE COL—IVRERFRET
9o

Manager > ADD FIREWALL POLICY=net RU=1
AC=ALLOW INT=pppl PROT=tcp PORT=80
IP=192.168.1.2 GBLINT=0.0.0.0 GBLP=80 .

Info (1077003): Operation successful.

Ozl /{RDU—R. BEREF

22 FEREL & T LA BRZR/ELICIEDBBHE.
DBERERFETT,

&5l

Manager > SET TIME=01:00:01 DATE=01-APR-2005 ./

System time is 01:00:01 on Sunday 01-APR-2005.

23 1—%— [manasger] DNRD—RAZEEL&F T, Confirm: D

24

25

ANEEATcEE, DXV RTOV T RARRSNBVIBEE.
Va—2F—%BLTIZS,

Manager > SET PASSWORD .!

01d password: friend J
New password: XXXXXXX
Confirm: xxxxxxx

FEFMUETT HEABTERERY Y T T 7 VICRELE
EE

Manager > CREATE CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

EBROUTELTIEELE T,

Manager > SET CONFIG=ROUTER.CFG .

Info

(1049003) : Operation successful.

OEGTDER

26

27

28

PPP O#HOMEILIE. [SHOW PPP] OVYY R THRTEE I,

Manager > SHOW PPP .

Name Enabled ifIndex Over cp State

ppp0 YES 04 IPCP
eth0-any LCP
IPCP

eth0-any Ice

OPENED
OPENED
OPENED
OPENED

pppl YES 04

LAN RID3YE2—%—T Web 759¥—aL%ETL.
VER—RYMIPOERTED I EEZHRLTLSIZE L,

LAN I3 E1—&—H5, CUG 4—EXTHEKELTWLS

Y- N—RBENBRTEDTEABERL T EEW 2

% 12 72w AT Windows DxRY kD=0 RS54 7% 81

IB1HIC(F BIA R Windows 2000/XP Tl [ A =Y
D=5 » [RY D=5 TL—2MBM] TENZH
APOIRYHRT, $—N—DIP PRLURBEEEBEL
%79,

(1) ¥¥192.168.1.10
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FEH
MEOREFIRERTIHILICE ST, AL RESNBRERD
UTRIPAWERLET.

K 13.72 HEAI YT T 74U (ROUTER.CFG)
1 CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_a@example.co.jp PASSWORD=passwd_a
LQR=0OFF ECHO=ON

3 CREATE PPP=1 OVER=ethO-any

4 SET PPP=1 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=flets_a PASSWORD=fpasswd_a LQR=OFF
ECHO=0ON

5 ENABLE IP

6 ENABLE IP REMOTEASSIGN

7 ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

8 ADD IP INT=ppp0 IP=0.0.0.0

9  ADD IP INT=pppl IP=0.0.0.0

10 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

11 ADD IP ROUTE=192.168.200.2
MASK=255.255.255.255 INT=pppl NEXTHOP=0.0.0.0

12 ENABLE IP DNSRELAY

13 ENABLE FIREWALL

14 CREATE FIREWALL POLICY=net

15 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

16 DISABLE FIREWALL POLICY=net IDENTPROXY

17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

18 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

19 ADD FIREWALL POLICY=net INT=pppl TYPE=PUBLIC

20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0

21 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppl

22 ADD FIREWALL POLICY=net RU= 1 AC=ALLOW
INT=pppl PROT=tcp PORT=80 IP=192.168.1.2
GBLIP=0.0.0.0 GBLP=80

[SET TIMEJ XY RE DXV RTJOVTRIRLTAALIC
OXVVEDOIRNTHREZ 7V ELTRBESNS DT TEFROLE
WORICTARLIEES L,

116 | 1Bmfl

13.8 19 —xv h& CUG Y—EZADEEF
#ZH (LANRY)

Y

A5 —2vh
DNSH#—/N—A DNS
TJONAE—A TONAH—

Il
)

e

—N\—B

ADSLgE

ETHO

\1\ J
VLAN1 VLAN1
192.168.10.1 192.168.20.1
_._,
L LI
192.168.10.0/24 ’ 192.168.20.0/24 ’

13.8.1 15 —%vy b& CUG U—ERDEEHES (LAN
&)

PPPOE vy 3 % 2 REBSICE> T, A VA2 —=vY MEtE, 7
LwY - =T PHER (TJ0O) BLOT7L VY - HI—T (EY
KAAZa—) MO CUG (Closed Users Group) #—EX (LAN &)
ZEFICHALE T,

ZOBITE. SURD LANRIFT SARN— P RURTERL, 8
FEOTPFUVRICK 2T RET 4 v ORRBHEZTONT Y h%



WIDFET APV ERBAYE—RY MIEAAFIVDH
ENATREBT. CUG #—ERICETSAN=rPRURADEETT
DERALET, &I, 77 P 0+ —)VEFEO>THBHEDTPHER
#BRBELE T,

045 —h SR NS 1ER

MFORBTE TONAF—D S FLOROBERDNESAENTOS
ERELE T RBEDFREICE BSHORNERE CEA<IEE 0,

O A DA V5 —2y MEHR

s FEHFOI—Y—R : site_a@example.co.jp

e BIHD/NRD—R : passwd_a

* PPPOE 4 —EXZ  EEBL
 FRTE=BIPPRLUR EBNULT (1 BRE)
* DNS #—/N\— : #HIFICBOSND

Ol B DA 5 —3xy MMER

o FEFEDOI—HY—2 © site_b@example.co.jp

o DNV —R : passwd_b

* PPPOE 4+ —EXBZ  {8EB L

S FARTEBIPPRLUR EBNEULT (1 BRE)
* DNS #—N\— | @SB SND

@l A D CUG H—ER

c D 1—Y—3 : flets_a

« BHD/NRD—R : fpasswd_a

e PPPOE H—EXZ  IE8ELBL

s CUGH—ERDRY FD—=HPRL R :192.168.10.0/24

@#li B D CUG Y—EZR

s BRDI1I—Y—2  flets_b

o FHD/NNRD—R : fpasswd_b

* PPPOE 4 —EXZ  EEBL

*CUGH—ERDRYV FD—5P LR 192.168.20.0/24

REDF

e RATAVOII—T 4 VIIZKY. CUGC H—EXRDMI—
Y—mDNT Y k& ENLSDNT Y (A B—2Y R 5
T) OEEFEARYDTET,

s DPAFOx—)VEFBLT. D SDORIEP O£ R % R L
DD ABPHSEBBICAVE—RY FANDTFHEADNTED K
2ICL&ET,

c IFPATP O —DEA v ENAT #reeERL T, (Y~
R—2Y FBTONT Y FELANRIRY FDO—5DT 54 N—
FIPPRLR%ZE, A& —%v @ WAN RV R—D1—
RCHESNIEP FLRICEBRLET.CUGH—ER®IF WAN
BAVE=D1—REFPYFIN=FELT, LAN ROV
E1—R—GFRESNICTSAR-FP RUR¥DF & THO
WRUTPHOERLET,

s —R—DDNS UL —HgexA>ICLT. LANRIDYE2—

R—HBDONS UL TR +%, JONAH—DDNS #—/N—
IC8mx L& g,

* FRBOEARFER. ROBYTY,
% 13.8.1 *RROBERRE

WAN Bi#p81 >R —2J1—X ethO ethO

A VA=Y DT RE E

WAN 8 (ppp0) IP 7 RLXR

CUG H—E2@IF RE E

WAN I (ppp1) IP7RLX

LANA (vlan1) IP P RL X 192.168.10.1 192.168.20.1
/24 /24

DHCP & —/\—1%#&E B30 [cZpY W

RE

BRKRTE. RETS IP PRLURARBEDREBHIRGBIZHT T, £
FBVFREEFALTT,

BRLTREEBDESBAICOVTIE ¥N¥N@TORIEAS %
BRLE T XNLBDOBAEERKUC DO TEROBREZT> T
2l

1 AHBOERRAVF A VICLET,

2 VYV —JR—FrHB. 21—~ [manager] TOT1V L&
To T2HIEDNNRD—R(Z [friend] T,

login: manager .
Password: friend (HRSNhZztA)

tEmpl
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® PPP D&

3

118

WAN 4 Ethernet > &2 —2x—2X (eth0) EICA VB —=RWY
REBRTBICODPPP AR —J1—R [0 ) #ERLET,
[OVER=ethO-XXXXJ @ [XXXX] OBH(C(F. BE=nic
PPPOE O [H—ERRB] #RRLF T, EENBVEEE &
DY —ERRBEITEREFANDONE LD, Tany] #/ELF
ED

Manager > CREATE PPP=0 OVER=ethO-any .|

Info (1003003): Operation successful.

TONA B —HDEBRMSNICPPP 1—H—R2E/NRD—RE¥
NENDUKITEITEEL, HHREICIP PRLREIUSTOE
REFTDEDICHRELF I, LAR FAZICL. KDUIC LCP
Echo Now b%ES>T PPP UV HODREAEHRL. 8880(C
PPPOE OtV Y3VABEHERIBDLDICLET (BvyaY
F—TPS47), &1, ISDN @+ D#AEETEH S BAP (A 7 (C
L&d,

R A
Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON ./

Info (1003003): Operation successful.

=B

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_b@example.co.jp
PASSWORD=passwd_b LQR=OFF ECHO=ON ./

Info (1003003): Operation successful.

WAN fi] Ethernet >A2—27 1 —2X (eth0) LIC CUG #—E
REBHITBIOD PPP AV B—T1x—X [1] =B LE T,
[OVER=eth0-XXXX DI XXXXJDOBAIZ (&, @A N1z PPPOE
O [HY—ERB] #2LRLET, BEDRBVHREEF. EOY—E
RBRITERFINEND LD, [any] Z2RELE T,

Manager > CREATE PPP=1 OVER=ethO-any .|

Info (1003003): Operation successful.

CUGH—ERBEEN SBHNSNICPPPI—H—RE/NNRXD—
RAEXNENOWS CEITIEEL. BHIFCIP PRLUREUY
TOEBRETOIIDICHELFE T, LAR FAZICL. KDUIC
LCP Echo No v h%aES>TPPP UV ODREZER L. BF)
BIC PPPOE DLV Y 3 VA BERI DL DICLET (Bvys
VE—TPSAT), iz, ISODN & DEEETH S BAP [d4 7
[CL&ET,

BB

R A

Manager > SET PPP=1 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=flets_a
PASSWORD=fpasswd_a LQR=OFF ECHO=ON .|

Info (1003003): Operation successful.

=B

Manager > SET PPP=1 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=flets_b
PASSWORD=fpasswd_b LQR=OFF ECHO=ON .l

Info (1003003): Operation successful.

® P, L—F 1 VIDRE

7 PEY2-LEBHLET,

Manager > ENABLE IP .J

Info (1005287): IP module has been enabled.

8 IPCP % IvI—Y 3V TH5ABN IP PRLR%E PPP 1Y

B—DI—RATHEAIBLDICRELE T,

Manager > ENABLE IP REMOTEASSIGN .

Info (1005287): Remote IP assignment has been enabled.

9 LANMI (vlan1) />4 =21 —RICCUG 4 —ERBEBREH S

BESNICIP P RURZENENDRKTEITIBELE T,

2 A

Manager > ADD IP INT=vlanl IP=192.168.10.1
MASK=255.255.255.0 .

Info (1005275): interface successfully added.

2 B

Manager > ADD IP INT=vlanl IP=192.168.20.1
MASK=255.255.255.0 .

Info (1005275): interface successfully added.

10 >R —xv ~EFADO WAN Bl (ppp0) 22— —XI(C

IP7RLR [0.000) #8/EL&T. TONAE—EDHHED
WITBHET PPRLRIFEELEE Ao

Manager > ADD IP INT=pppO0 IP=0.0.0.0 .

Info (1005275): interface successfully added.




11 CUG ¥ —EXR#EHAD WAN @ (ppp1) A >2—T T —RIC 16 VPP 04— VDBEEZRET DI PA PO+ — VRS —

IPP7RLR (0000 #8ELET. TONAEF—EDERHED [net] 2R L& To RUS—DXFINE BSBHKICK>TE
®IUTBHET. IPPRLRBEELE A RICHRETE &I,
Manager > ADD IP INT=pppl IP=0.0.0.0 .| Manager > CREATE FIREWALL POLICY=net .
Info (1005275): interface successfully added. Info (1077003): Operation successful.
12 77 )VRU—hEBELE T, 17 ICMP /¥ v k3 Ping (Echo/Echo Reply) &EERTIAE

(Unreachable) O&#WABTHIL&T.13

Manager > ADD IP ROUTE=0.0.0.0 INT=ppp0 NEX-
THOP=0.0.0.0 .

Manager > ENABLE FIREWALL POLICY=net

ICMP_F=PING,UNREACH .
Info (1005275): IP route successfully added.

Info (1077003): Operation successful.

13 ORKBF DREEXRT A vOICRELE T, WD 3 D
MEHBHBEICE. ENENDRREFIC ROUTE, MASK D 18 ident 7O+ —HEEZ EHICL. HIBDOX—)U (SMTP)

BzBURODICERL T, EREHELTIZSO, P—N—RBENBD ident BRISHL T, 72125IC TCP RST
ZRILORELE T,
s A
Manager > ADD IP ROUTE=192.168.20.0 Manager > DISABLE FIREWALL POLICY=net
MASK=255.255.255.0 INT=pppl NEX- IDENTPROXY ..

THOP=0.0.0.0 .

Info (1077003): Operation successful.

Info (1005275): IP route successfully added.

. 19 271 P4 — KU Y—DBRERRERB DAV A—TT—2
= B8 EIEELE T,
Manager > ADD IP ROUTE=192.168.10.0

ooa55:255:255-0 INT=pPP1 NEX- LAN 8 (vian1) >&—7z—2% PRIVATE () (CHRE

L&ET,

Info (1005275): IP route successfully added.

Manager > ADD FIREWALL POLICY=net INT=vlanl
ey — TYPE=PRIVATE .
14 DNS U L—HgE=BICL & T o

Info (1077003): Operation successful.

Manager > ENABLE IP DNSRELAY .

Info (1005003): Operation successful. AR —xw ~EGERO WAN {4 (DDDO) AR —=—T1—R%*
PUBLIC (48R ICBRELZF T,

@T 7 A7 U —ILDERE

Manager > ADD FIREWALL POLICY=net INT=ppp0
R o TYPE=PUBLIC .
15 7714 P o+ —UEERABMICLF T,

Info (1077003): Operation successful.

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

“13F 74 FRETE. ICMP §7 71 Po* —LaEA
pod TEETA.
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CUG H—Ex#EmAD WAN ] (ppp1) A >A—TJ1—R%
PUBLIC (4h8B) ICSREL T,

Manager > ADD FIREWALL POLICY=net INT=pppl
TYPE=PUBLIC .l

Info (1077003): Operation successful.

20 LAN IRy RO —SICERSNTOBIRTOIVE2—&—

21

DA VR =Y EADBIEIC ENAT #EEEBRATESLOHRE
L&ET. NAT PRURELT ppp0 O IP P RLREERBLF
Fo ZPAT 04— UDAAFIvH ENAT TlE. Nrw
INT A5 GBLINT [C#mEsnicE &, Norw bOBKR? R
2% GBLINT P RURICEZMAFE T,

CUG H—ERBTNT v FDIBEIE. NAT (FEVLFEH A

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=ppp0 .!

Info (1077003): Operation successful.

BOWRDSDBEZINTHIT T BN —IERELETHMR
3 DUEHBBEICE. INTORRD IP PRLRTED
REMOTEIP #$8E LI V—IREL TS,

W A

Manager > ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=pppl PROT=ALL
REMOTEIP=192.168.20.1-192.168.20.254 .

Info (1077003): Operation successful.

2 B

Manager > ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=pppl PROT=ALL
REMOTEIP=192.168.10.1-192.168.10.254 .

Info (1077003): Operation successful.

Ozl /\RD— R, BRERE

22 FAEREL ST, LAl BAZRELICCEDDBHE. 557

120

DBERERARETT,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 ./

System time is 01:00:01 on Sunday 01-APR-2005.

BB

23

24

25

2—4%— [manager] DXRD—R#AZBLFTF, Confirm: D
ANERAICEE, DRV RTOV T RHRRSNBVSEE(G.
UA—=VF—%=BLTIEES0,

Manager > SET PASSWORD ./

01d password: friend J
New password: XXXXXXX
Confirm: xxxxxxx

FESMUETT HEANBTERERY U T T 7 VICRELE
-

Manager > CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

EBROUTRELTIEELE T,

Manager > SET CONFIG=ROUTER.CFG .

Info

(1049003) : Operation successful.

OEGTDER

26

27

28

PPP O#EHOWEIIIE. [SHOW PPP] OV Y R THERTEE I,

Manager > SHOW PPP .

Name Enabled ifIndex Over cp State

ppp0 YES 04 IPCP
eth0-any LCP
IPCP

eth0-any LCP

OPENED
OPENED

OPENED
OPENED

pppl YES 04

LAN RID3YE2—%—T Web 75 9¥—aL%ETL.
VR—RYBIPOERTED I EEZHRLTLIZE L,

B LANBOIYE2—X—DIPPRLRZBEEFIT 5K
DICHESNTWVBHE (DHCP 454 PV FTHB5HE). K
HHRO DHCP ¥ —N—#peeRELCRIC, IVE1—8—%
2F (X7IBEeE) ILEHBYET,

LAN Bl0aYEa—A—H5, CUG $—EXTEHELTVS
Y—N—RENBRTEDIEAERL T EW 4

=7 ]

4 $ TRy ET Windows DRY kD=5 RS54 7%81
FBHITE BIAIE Windows 2000/XP TlE Y1 R W
D=5 = [y RD—0TLU—ROBN] TRNZDA
APOORYORT, $—=N=DIP PRLURBEXEIEEL
E
(1) ¥¥192.168.1.10




FEDH

% 13.8.3 il B DFRERXIYU T T 74 ) (ROUTERB.CFG)

1  CREATE PPP=0 OVER=ethO-any
BORDEREFIBZRITIT D EICL D> T, 1ERl. RESNBRERS 2  SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
TP IERLETD, USER=site_b@example.co.jp PASSWORD=passwd_b
LQR=OFF ECHO=ON
=l
% 13.8.2 s A DRERZUT R I 74 )L (ROUTERA.CFG) 3 CREATE PPP-1 OVER—otho-any
1 CREATE PPP=0 OVER=ethO-any 4  SET PPP=1 OVER=ethO-any BAP=OFF IPREQUEST=ON
2  SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON USER=flets_b PASSWORD=fpasswd_b LQR=OFF
USER=site_a@example.co.jp PASSWORD=passwd_a ECHO=ON
LOR=0FF ECHO=ON 5 ENABLE IP
3 CREATE PPP=1 OVER=ethO-any 6  ENABLE TP REMOTEASSIGN
4  SET PPP=1 OVER=ethO-any BAP=OFF IPREQUEST=0N 7 ADD IP INT—vlanl IP-192.168.20. 1
USER=flets_a PASSWORD=fpasswd_a LQR=OFF MASK=255.255.255.0
ECHO=ON
8 ADD IP INT=ppp0 IP=0.0.0.0
5  ENABLE IP PPP
9 ADD IP INT=pppl IP=0.0.0.0
6 ENABLE IP REMOTEASSIGN
10 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0
7 ADD IP INT=vlanl IP=192.168.10.1
MASK=255.255.255.0 11 ADD IP ROUTE=192.168.10.0 MASK=255.255.255.0
INT=pppl NEXTHOP=0.0.0.0
8 ADD IP INT=pppO IP=0.0.0.0
12 ENABLE IP DNSRELAY
9 ADD IP INT=pppl IP=0.0.0.0
13 ENABLE FIREWALL
10 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0
14 CREATE FIREWALL POLICY=net
11 ADD IP ROUTE=192.168.20.0 MASK=255.255.255.0
INT=pppl NEXTHOP=0.0.0.0 15 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE
12 ENABLE IP DNSRELAY
16 DISABLE FIREWALL POLICY=net IDENTPROXY
13 ENABLE FIREWALL
17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE
14 CREATE FIREWALL POLICY=net
18 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC
15 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE 19 ADD FIREWALL POLICY=net INT=pppl TYPE=PUBLIC
16 DISABLE FIREWALL POLICY=net IDENTPROXY 20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0
17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE
- - - 21 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW
18 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC INT=pppl PROT-ALL REMOTEIP=192.168.10.1-
19 ADD FIREWALL POLICY=net INT=pppl TYPE=PUBLIC 192.168.10.254
20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl e e . B
GBLINT=ppp0 [SET TIMEJ D% Y RRE OTVUR Jov7 ~IHLTARDLIC
OXVYVERDOIRTH . RETZ 71 NVELTRESNDDHF TlIBLE
21 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW

INT=pppl PROT=ALL REMOTEIP=192.168.20.1-
192.168.20.254

WORICTERLIZEL

tEmpl
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13.9 FRE LDFEFEE

PPPOE v ¥ 3 Y OFEEHIC & BEIHT

ARE T, AHRDELE T D EEEFIC PPPOE v Y 3 VDL S
N DBEBEERSNIOREE QY & T PPPOE £V Y 3 VDT,
BERZTOBEE. FBTHTLET,

tD#f(E. [DISABLE PPPJ V¥V REEFGFLE T,

Manager > DISABLE PPP=0 .
Info (1003003): Operation successful.

Manager > SHOW PPP .|

Name Enabled ifIndex Over cp State
ppp0 NO 04 IPCP CLOSED
eth0-any LCP INITIAL

721U, [DISABLE PPP] OXYYVRE SYRALXE—LD
PPP DR/ERY U T HIBNSNBD TERIVETT,
CDIRRET CREATE CONFIG OV YV FZRTI B L&,

[disable ppp=0] IFRERL U TF 771 VORBE L TRES
N&Ed, AHREB/RELICEE. ODEFTROTHPPPUVHD
WILEE Ao

Manager > SHOW CONFIG DYN=PPP .

#

# PPP configuration

#

create ppp=0 over=eth0-any

set ppp=0 bap=off iprequest=on username="userl@isp" password="isppasswdl"
set ppp=0 over=eth0-any lgr=off echo=10

disable ppp=0

PPPoE v ¥ 3 v OB#ES:

[DISABLE PPPJOV Y RICL BtD¥T %, Bk I BICIZIRESTART
ROUTER] OV RZRIFLTIEE,

‘ Manager > RESTART ROUTER ./
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PPPoE [CBIF27 2V FVIN—K

PPPoE @ LAN BYERE Tl IPCP 2 IV IT—Y3VICk>T. WAN
Bl (PPP) A8 =01 —RICRXY ED—=OFPFUR GRRREH 0
DFPFLR) MEIUSTOENE T Y FD—OPFLURIE KRB
PEREURELTREATERVICHD, FREPVFUN-FEFLUT
I BBICED EERBERHBCETERATZ PV IUN—FEFR
BYUET,

W—R2—BENWAN RV E—D 1 —D5 PN haEdd
BHEEEATHE L&D, HRBFPYFUN=—RTIE EBAYV
R=TI—RCPRFULRPRESNTOHRBVICD, D125 —
TI—ADFPRUR%EEALET, LHLBHS, PPPoE LAN BD
BEE FDURYICE WANBIA VA=D1 —RICP RLURADRE
SNTLBICD, Ny EDIBRP FLVRELTERERTEZW
RY RD—=OP RURBMERESNTLEOET HBFHSDRBED/N
v hhBEEEA

BEE. V—2—8FD N7 v b ERET B E@FBWVcd. DT
CERBIBDHVEGFHY FEAD. L2TP. IPsec TIFFENUET
o INBTHITIMESNICNT Y FCE B8RP RLRELT
W—R2—=D WAN Rlf > 52— T —RDOP RURDERSNB D,
X¥OPRURELTEHBEOEFERLEBHNERY & E A

BHBP RUADERASNELDICTBICE. WAN Al1>5—
TI—REXVFR-—IVIL. —HICBHR P FUREZRELICE
T T2 V= bEBHBPRVRADA VY AR—T7 1 —RIZ@FT
PUXT,

BIAE TONAKE—=H5192.0.2.0/29 DP KL RAHDEUH TSN
TWOWBETBE ROEDICHELET. COATIE LAN NS
WAN BINDNT v k& ppp0-1 [CI—F 4 VSN, B8RP FLUR
&L T 192021 BMERSNBLDICBYET,

ADD IP INT=ppp0-0 IP=0.0.0.0

ADD IP INT=pppO-1 IP=192.0.2.1
MASK=255.255.255.255

ADD IP INT=VLAN1 IP=192.0.2.2
MASK=255.255.255.248

ADD IP ROUTE=0.0.0.0 INT=pppO-1 NEXT=0.0.0.0
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o, D Telnet 254 PV FACEADBEE. FIEBNEBUET
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Fr ANk EELTEST

L RETEINNSLE BRI IR LI, AR
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BRIQx [tehnet v

oK t Fel i 8 E

A.2.1 telnet DITH

2 Telnet MEBL IOV TR HRRSNETDOT, RO 3 DD
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Microsoft Telnet> set term vt100 .
Microsoft Telnet> set bsasdel .l
Microsoft Telnet> set codeset Shift JIS .

[display)] TREREZERTSE I,

‘ Microsoft Telnet> display . ‘

3 Telnet ##Y LT ZE W RED Telnet Di2dhic(E, E5RD
RENBRASNE T,

’Microsoft Telnet> quit J
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A.6 PIC (Port Interface Card)

PIC (Port Interface Card) (& ## AR ¥U—X)b—%—0 PIC
NACEBLTHEAITBMEHN—FTT, mEREF. kD PIC 24
R—FLTOLET,

+ AR021 V2 (BRD

PIC OEID {1

Qe WEHRELTOBDEEE. ARROREY. —7

Ml LOBRKRG EDERZTDBNTILESW, BEICK

=T URETRIINSDBYET,

1 BRRAVFEATICLTLIZE V. REDICHIC, D&V E
PEBRT — 7 EROTIIEE L,

PIC A FBRICRUM B & = (d NTEBESOBRR

[ AWFHEFDIICL, DVEYRDEER —TIVAEIR

ER TS0, BEABENIEE. COEEETT
> EARBSH PIC DHEORBEEHY T,

2 PIC TSV ORI ERUSLTIIZES U,
3 REICNUTER LOEIHIENY v U N—2REL TS0,

@ PIC 3BBIICHRSBREEABLTOE T BRHE

BWET 5/NDBYZITDT. PIC DER. BR7GE
CRFTHNEOTIZEV, EROLHLIZE YR
FRESYIREDBERFLEREDERZHENDL
7,

AR

4 PIC #A&HKR®D PIC XA ICRYNF &I, PIC X1OL—VIC
PIC Zobt, AFVEY3vORBBE TBLIAATLIEES
Lo

5 PICOBERY Q&) ##HbTIEE,

6 PIC DR— M =TI E#HREL TIEE W,

7 FEBODERRAAWFZ2FICL, [SHOW SYSTEMJ IV Y
RZANLTPICHRBENTOB I E£FERL T<IZESL T

BE>

Tl ®RPlERLET,

Manager > SHOW SYSTEM ./

Router System Status
Board ID Bay Board Name

Time 13:25:07 Date 10-Nov-2006.
Host Id Rev  Serial number

Base 275 AR415S 0 M1-0  DI1AS67022
PIC 205 0 AT-AR021(S)-00 PIC BRI(S) 0 M1-0 61095207
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Router System Status Time 13:25:07 Date 10-Nov-2006.

Board ID Bay Board Name Host Id Rev Serial number
Base 275 AR415S 0 MI-0  DIAS67022
PIC 205 0 AT-AR021(S)-00 PIC BRI(S) 0 MI-0 61095207
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CentreCOM AR415S version 2.8.1-04 02-Nov-2006
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