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goooogg

00000000 00ENCO = Encryption and Compression0 00 0000000000000
ENCOOOODOOOOoooooooooooooooooooooooooooooooooodlPsec
OSSHOOOOODoDOOooooooPPPOOOODOODOOOODODOOOOOO ENCOODOOOOOO
gooooooogo

ENCOOOOOooooooooooooooooon

e JODODDDDOOUOSB600O0 DESO1680 00 3DESO128/192/256 000 AESORSAOOOOO
e 0000 DODUIOHMAC-MD5-960 HMAC-SHA-1-96

e IUIDODOIDODOOOSTACLZS

e 0 D00O0ODODDOODiffie-Hellman

e OUOUOODOOMO

ENCOODODOOOODOooooooooooooooooO0o0OSHOWENCODOD OO O26000000
gooo

000000 000o0o0oo0ooo0oo0oooo0oo0o0oo0oo0oooo0oooooooooo
ooooooooooooooooooobobooooooooboboobooo

ooboogood

ENCOUUDDUUOODDODODUOUOOD0OD0OOUDUOENCODDOODODDOoooooooooooooooon
goboobooooboobobooboobbon

m [Psecd ISAKMP/IKEO AHO ESPO
DESO3DESO AESO HMAC-MD5-960 HMAC-SHA-1-960 Diffie-Hellman 0000000000000
O0Psec000O0O0OOOOODODO

m SSH
DESO RSAOODOO0OO0O0OOOOOO0OOO0OODOODODOODOSecureShellDODODOOOODOO

s PPPO CCPO

STACLZSODESO OO ODO0OO0OO0OO0O0ODODODO0O00 STARODODODOODOODODODODODOODDOoOPPPOOOOO
000000000000 oooooooooooooIPODODOooOOOODODOOO
ODOODENCOUOUODODDODDDODODOODODOUO00U000DUDODDoOODODO0OODENCODODDODODOn
gooooobogoobooobooboobobobboobooobooboboobbobbobboon
goooooboogoo

oooogon

ENCOOUOUOODUODDDODO0ODOO0O DESIOO 56000 MM3DESI OO0 1680 00 MMAES1O O 128/192/256
O000000000 RSAD OO 256020480 000 0000O0O0O0OOODODO

DES
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ooooooo

00000 DESO56 00 0000OIPsecd ESPLOISAKMPOSSHO OO OOOOODODODOOOOOOOO
oo

DESOO0OD0O0O0ODOO0OO0ODO0ODDOOCREATEENCOKEYOD OO OO1200000 TYPEO OO OOOO
DESOOO0O0O0OO0OO0OO0ODODOOO0O0O0OO0O0O0O0OODOO00O0DU0O0O0OODOODOODODDODDODOODOOOO
goooon

s DESO00000000000O0O0ORANDOMOOOOOOOOOOO

CREATE ENCO KEY=1] TYPE=DES DESCRIPTION="my DES key" RANDOM .

[CAREATEENCOKEYDOOOOO1200000000000000000000000O0000O00OO0OO0O0OO
oooooooooooooooooooboooooooooboogoo

[CAREATEENCOKEYOOOOO12000000000000000000000O000O0O0O00O0OOO0O0OO
oooooooooooooooooooboboooooooOoooboOooooOooOoOObObOOoOooooOoOboboOoOoo
oo

[Mo0oo0o0000o00o00o00o0o0o00o00oo0o0oo0oo0oo0oo0oo0oooo0oo0ooooooooo
oooooooooooooooooooboooooooOoooboOooooOooOoOObOOOoooooOoObooboOoOoo
ooooo

s 0000000000000 O00OSHOWENCOKEY DO OOO34O0O0ODooooooooooooo
005000 ASCIIDOD le0O00OO0O0O0ODOOOOO

SHOW ENCO KEY=1

SecOff > show enco key=4
j7amxbbrhun48a

0x4F40CB84313D1BAF

IP Address:

s DESO0000O000000O0ODO0O0O0O00000O0O0O0O0O0O000000ODODOO0000ODOODO0ODO
O0000o0ooO0ooO0oOoOoOO0OoDOOO0OO0OODOODODDMOOXDODODO lODODODDUODDUOODDUDOODDO
05000 ASCIIODDDOOOoOoOOoooooDooOoOO
le0000000D0OD0O0ODODODODOOxODODDOODODODODOODODOO 8O000O0OKMODODODODODODO

CREATE ENCO KEY=1] TYPE=DES DESCRIPTION="DES key"
VALUE=0xF888CAC6C66ECF52

[COESOO0O0O0S000000000000000000000MOUOO0Oooog

5000 ASCIIO 000000000000 00 alz000020900000000000000000O
O0000ooo0ooooobooo SHOWENCOKEYODOOOO34oooooooooooooooo
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ooooooo

gobooobooooooooo

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key" VALUE=9cemvrwgnShvek

O0000 3DESO168 00000 OIPsec ESPLOISAKMP O OO O ODOOOODOOOOOOOO
SBDESO000000O0O0O0O0OODOCREATEENCOKEYODDOOO1200000 TYPEOO OO OO
O 3DESOUTEROO0OO00OO0OODOODOO0OOOU0O0000D0O0DODOOoOOODOOOOO0oooooooon
goboooooboobobo

m 3DESO000000C0O0O0O0O00O0ORANDOM OO OOOOOOOGOO

CREATE ENCO KEY=1] TYPE=3DESOUTER DESCRIPTION="my 3DES key" RANDOM .

[CAREATEENCOKEYDOOOOO1200000000000000000000000O0000O00OO0O0O0OO
oooooooooooooooooooboooooooooboogoo

[CAREATEENCOKEYOOOOO12000000000000000000000O000O0O0O00O0O0OO0O0OO
oooooooooooooooooooboboooooooOoooboOooooOooOoOObObOOoOooooOoOboboOoOoo
oo

[Mo0oo0o0000o00o00o00o0o0o00o00oo0o0oo0oo0oo0oo0oo0oooo0oo0ooooooooo
oooooooooooooooooooboooooooOoooboOooooOooOoOObOOOoooooOoObooboOoOoo
ooooo

s 0000000000000 O00OSHOWENCOKEYDOOOO34O0O0ODooooooooooooo
O05000 ASCIIOOO 160 000O0Ooooooon

SHOW ENCO KEY=1

m 3DESOO00000O0O00O00O0DO0O0OD0O0O0O0O0O0O0N0O0N0O0N0N0N0N000N00000oooonoon
o0000o0ooO0ooOoOoOoOO0OoDOOO0OODODODDMOXDOODO lODODODDOUDODDOUODDUDOODDO

05000 ASCIIODODDOOOoOOoOOoooooDoooO
le0 000000000 D0ODOODOOxODDOODOODOODODOO 2400001920000000

CREATE ENCO KEY=1] TYPE=DES DESCRIPTION="DES key"
VALUE=0x112233445566778811223344556677881122334455667788

[C3DESO000 1680 0000000000000 O00O0O0O0O 192000000000

AES

00000 AESO128/192/256 00 000 OIPsecd ESPLOISAKMP OO O0O0O0O0O0O0OOOOOOO
AESO0O0O0O0O0OO0OO0O0OODOOOOCREATEENCOKEYDOOOOD1200000 TYPEOOOOOOO
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ooooooo

AESI280 AES1920 AES256 0 0 000000000 OO0DOD0OODODODOOODOOOoOOOoOOOonoooo
gobooooobooobooobo

m AESO0000000000000ORANDOMOOOOODOOOOOO

CREATE ENCO KEY=1 TYPE=AES192 DESCRIPTION="192-bit AES key" RANDOM ./

[CAREATEENCOKEYDOOOOO1200000000000000000000000O0000O00OO0OO0O0OO
oooooooooooooooooooboooooooooboogoo

[CAREATEENCOKEYOOOOO12000000000000000000000O000O0O0O00O0O0OO0O0OO
oooooooooooooooooooboboooooooOoooboOooooOooOoOObObOOoOooooOoOboboOoOoo
oo

[Mo0oo0o0000o00o00o00o0o0o00o00oo0o0oo0oo0oo0oo0oo0oooo0oo0ooooooooo
oooooooooooooooooooboooooooOoooboOooooOooOoOObOOOoooooOoObooboOoOoo
ooooo

n 0000000000000 0O0OSHOWENCOKEYODOOOO340O0O0OODODODOOOAESODO 16
gooboooobooboo

SHOW ENCO KEY=1

s AESO0O0O0O0O00000D00O0O0O00000000O0O0O00000000ODODoOO000ooDOooDoOD
0000000000000 DOU000U0ODXDODOoog le00ooooooo
le0000D000DDOO0O0ODOODOOOxODOODODOOO

CREATE ENCO KEY=1 TYPE=AES DESCRIPTION="His 192-bit AES key"
VALUE=0x1a39dd7a7caa5523192138a5a4996347366879531329e0£8

[CAESOO0O0O0O0O00S5000 ASCllooooonoooooo

RSA

RSAODOOOOSSHOOOODOOODOODODODOODODODOODODOOOOOOOO

m RSAOOOOOOOOOOOCREATEENCOKEYDOOOO1200000 TYPEOODODOODO RSA
OOODOOLENGTHOOOOUOODOOOODOOODDOOOODODOOOO 2560204800 000000000
0000000o0ooooooo00000ooDoooo00000oooDoooOoOD 1024000000000
ugon

CREATE ENCO KEY=2 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair" J
[CREAOO0O0000000000000000000000000RSA Key Generation process started.[] 0

DDDDDDDDDDDDDCPUDDD[I[I[I[I[I[I[I[I[I[I[I[I[I[I[I[IDRSAKeygenerationprocess
completed. 000000000
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ooooooo

[CAREATEENCOKEYDOOOOO1200000000000000000000000O0O0000O00OO0O0O0OO
oooooooooooooooooooboooooooooboogoo

[CAREATEENCOKEYOOOOO12000000000000000000000O000O0O0O00O0O0OO0O0OO
oooooooooooooooooooboboooooooOoooboOooooOooOoOObObOOoOooooOoOboboOoOoo
oo

[Mo0oo0o0000o00o00o00o0o0o00o00oo0o0oo0oo0oo0oo0oo0oooo0oo0ooooooooo
oooooooooooooooooooboooooooOoooboOooooOooOoOObOOOoooooOoObooboOoOoo
ooooo

s 0000000000000 00000000000OCREATEENCOKEYODOOOO1200000
FILEODOODOO0OOODO0OO0O0OD00000000000keyDOODOODOKEYODOOOODODOOOOO
000000000000 o0ooo0O0oooo0UoDoo0DU00 FORMATOODODOODODODOOOooooooon
uon

CREATE ENCO KEY=2 TYPE=RSA FILE=mypublic.key
s J000000000000O00000CREATEENCOKEYOOOOO1200000 FILEOOOO

000000000000 0000keyDOOOO0OOKEYODOODOOOOODOOOOOOODODOOOOOO
0000000000000 0DU0U0DUUUUO FORMATODODODODODODODOOOOOOOODOOO

CREATE ENCO KEY=3 TYPE=RSA FILE=hispublc.key DESCRIPTION="His public
key"
m 000000000 SHOW ENCOKEY DO OOO3doooooooooooo

SHOW ENCO KEY
SHOW ENCO KEY=3

Manager > show enco key

ID Type Length Digest Description Mod Ip
DES 8 1F35B264 my DES key - -
RSA-PRIVATE 1024 EA83BD2C my key pair - -
RSA-PUBLIC 768 OADBE436 His public key - -

oooogon

ENCOOUOOODUoOooooooooooooooooooonD HMAC-MD5-96 0 HMAC-SHA-1-96
000000000000 oooO00ooooO0IPsec AHOESPOO ISAKMPOOOODOODOOOO
goooon

goboooboogobooobooboobbobboobo
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ooooooo

HMAC-MD5-96

HMAC-MD5-96 0001600001280 0000000000000

m (J000o0boooboboboboooboooobon

CREATE ENCO KEY=10 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 key 1" J

m 0000 le00000000O0DO0OODOOOOOO

CREATE ENCO KEY=11 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
key 2" J

m 0000160000 160000000000 OOOOO

CREATE ENCO KEY=12 TYPE=GENERAL VALUE=0x000102030405060708090a0b0c0d0e0f
DESCR="My MD5 key 3" .

m 0000000000000 00SHOW ENCOKEYO OOOO34oooooooooo

SHOW ENCO KEY=10 J

SecOff > show enco key=10

0x281bd343a63e63d37b49£10c0b217dd2

IP Address:

HMAC-SHA-1-96
HMAC-SHA-1-9600020000016000000000000000
m J000000000000000000000

CREATE ENCO KEY=20 TYPE=GENERAL LENGTH=20 RANDOM DESCR="My SHA key 1" J

m 00002000 00000000000000000

CREATE ENCO KEY=21 TYPE=GENERAL VALUE="fugafugafugafugafuga" DESCR="My
SHA key 2" J

m 0000200000 10000000000 0O0O000OO

CREATE ENCO KEY=22 TYPE=GENERAL

VALUE=0x000102030405060708090a0b0c0d40e0£00010203 DESCR="My SHA key 3"

m 0000000000000 00SHOW ENCOKEYOOOOO34oooooooooo
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ooooooo

SHOW ENCO KEY=20 J

SecOff > show enco key=20

Oxca59bad8cdielc8d5ed3ad62ce786758cb01dcf3

IP Address:

oooogon

ENCOUOODODUOODooooooooonooooooSTACLZSODDoDoooooooooooogo
O000oooPPPODOOOOOOOODOOOOOOO

s STACLZSOUOUOODOODOOODODOO0O0D0O00O0O00oooooooooooooooooooooooo
000000000000 000OSETENCOSWOOOOO250000000000STACCHANNELS
0000000000 oOU00oDU00oDUoDUODUoDUOoUOO 4000

SET ENCO SW STACCHANNELS=1 J

[ O00000000000000CREATECONFIGO O OOmMOOOO0oOoO 155000000000000
O0OOOOSETCONFIGOOOOMMOUOOOOOOo289000000000000000000000O00O00O0
oooooooooooooooooooboOooooooOoOoboOooOooOoOooOoOOoOoOoOooooooOo

000000ooooooo00ooooooo0o00o0ooDooooOoOU01l0000D1000ooono20
000 200000000000000000O000O0O0D0O0DOOCOOOOOOOODOOO
STACLZSOOODOUOO0OOUO0 100000 183KBOODODooooooooo

ooboogood

ENCOOODDOODUODOUU0OO0000o0o0oooooouno Diffie-HellmanODOOO0DOO0O000000OO
uon

Diffie-Hellman 0 0000 000000000000 200000000000000000000000
0000000000000 00DU0U00U0000ULOU00D0DODDODoDoDoDUo 200000000000
0000000000000 0DU0U0LOU00OD0DoDODUoDoDooo20000000000000000
gobooboooooboobobooboobbobbooboobooon
O00000oooOoooooooooo CPUDDDOODDODODODDOOODODOODODOOSET ENCO DHPRI-
ORITYO OO OO23000000Di ffie-Hellman 0000 0000000000000 OOODOOOO
O000000000HIGHOMEDIUMOLOW O 300000000000 HIGH OO O Diffie-Hellman
goboobogooboobbooboobbo

SET ENCO DHPRIORITY=LOW

ENCOUOUODOODOODiffie-Hellman OO0 OD00D000000000O0OO0O0OORFC2412000000
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ooooooo

0 O Diffie-HellmanO OAKLEYO O OO D 10768 0000000000 2010240000000000
goooon

oooogon

ENCOOODODOODODOODOO0DO 1000000000000000000000000DOOoOoODOOO
goobooooboogon
OD0O0OD0DUODODUDUDOUDODODUODODOCREATEENCOKEYDDODODOOD120000000000ENCOODOOO
goboooboogobooobooboobobobboobooobooboboobbobbobboon
goboooboogobooobooboobobobboobooobooboboobbobbobboon
O00000ooooooo0ooooooD RSAODODODDODOOOOOO0DO0DODOOODODOODOOoOoOOn
goooooboogn

ODO0D0DO0OD0DDOOCREATECONFIGUOOOMMOOOOOOO 15500000000000000000O
gooooobooobooobooboobobobbooboooboobboobbobbobboon
gooooobooobooobooboobobobbooboooboobboobbobbobboon
goooo

0000000000000 0O0O00000000000ODDESO3DESO AESO RSAO MD50O SHA O
goboooboogobooobooboobobobboobooobooobboobbobbobbooo
D000 ISAKMPOOOOOODOODODOODODOODOOOOOOOOO

ISAKMP 0O 0 0O 00O O pre-shared keyO

ISAKMPOOODUOOOODOOOOOoODO0oooooooooooooooooooooooooooooo
gooo

CREATE ENCO KEY=30 TYPE=GENERAL VALUE="onetwothree" DESCRIPTION="ISAKMP
pre-shared key" J

oooogon

Oo0oOooOPPPOOOOCOOOOODOOODOOODOOODDOODOOOODODOOOOODOOODOOO
RFC1962 0 RFC1978 000 00 00O CCPO Compression Control Protocol0 0000 0O
odooooooooono STACLZSODoooooon

oo obobobobooboboboooobo

PPP O STACLZSO OO

PPPOODODO STACLZSOOOOOOODOOODOOOOOO

1. SETENCOSWOOOQOO25000000000000000000D0DO0000ooo0ooo
000000000000 U0ooooooUloooo 1oooooo0o0O0

SET ENCO SW STACCHANNELS=1
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2. 00000O0O0O0OO00O0OO0OO0O0OO0O0OO0O00OO0OO0OOODOOOO0OOO0

CREATE CONFIG=linkcomp.cfg J
SET CONFIG=linkcomp.cfg
RESTART ROUTER

3. PPPOOOOODOOOODOOOODOOOODOODOOOOODOOSTACLZSOOO0O0OOO0OO

SET PPP=0 COMPRESSION=ON COMPALGORITHM=STACLZS .
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DESTROY ENCOKEY . . . . .. e e s 16
DISABLE ENCO COMPSTATISTICS . . . . . . . . . e e 17
DISABLE ENCO DEBUGGING . . . . . . .. .. e e 18
ENABLE ENCO COMPSTATISTICS . . . . . . . . et 19
ENABLE ENCO DEBUGGING . . . . . . .. e e 20
RESET ENCO COUNTERS . . . . . . . s e 21
SET ENCO DHPADDING . . . . . . . e e e e e s 22
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CREATE ENCO KEY

CREATE ENCO KEY

O00000000oo /000000

CREATE ENCO KEY=key-id TYPE={DES|3DESOUTER|/AES128|AES192|AES256|GENERAL|
RSA} [DESCRIPTION=string] [FILE=filename] [FORMAT={HEX|NIQ|SSH}]
[IPADDRESS=1padd] [LENGTH=2..2048] [MODULE=module-id] [{RANDOM|

VALUE={enco-str|enco-5bit|enco-hex}]

key-id: 0 0 0 000655350

string: 10 0010250000000000000000000000
filename: 0000000000 keyd

ipadd: IP 0000

module-id: 0 0000000000000 00O0O0O?2550

enco-str: 000

enco-5bit: 5000 ASCIIDOODUOOOO alzO0O0O 2090000000
enco-hex: 10000160 0000000xOOODOOODOO

g

goboobooobooobooobo
RSAODOOODDOOOOOOOOOOODOODODOOODOOOOOOOODOOOOOOOOODOOO
OUO0OD0OD0OUOODDOOCREATECONFIGODOOOODODODODODODODODOOOODODODODODOOooooooOn
goboooobogobooobooboobobobbooboooboobboobbobbobbooo
goboooboooobbooobooboon

goooog

KEY 00O

TYPE O00OO0O0OODESO560 00 DESOM3DESOUTERO 168 O O O 3DES O [T AES12800 128 0 0 O
AESO[MAES19211920 00 AESO MAES256]1 256 0 0 0 AESO OO 0000 OO0 ODRANDOM
O00oo00OO0 VALUEODOOOOOOOOORSAORSAODOOOOOOOOOOOOLENGTHO
OO0 FILEOOOODOOOOOOFILEDODODOOOOOUOOKEYODOODODODODODODOOoOooooo
goooooooooboobooboboobobobboboooooooobbb bbb bbobo
O000UOKEYODOOOOODODOoooooooooDoooo0O0O0ODODODUOODUOUODODUOOUOOFILED
OU0000 LENGTHOOOUOODODOODOOOODODOOOO RSAODODODOOOOoDOooooon
O0OO0OOGENERALODOOOODODOOOODODODODODOOOOOLENGTHD VALUEO OO OODDO
GENERALOOOODOOOO0OODOOOO ISAKMPOOOOOOUO pre-shared keyDO OO OO
ugon

DESCRIPTION 0O00O0O0O0OO0O0OOO

FILE RSAOOO0O0O0OO0O000000O0keyDODDODOO0O0000 FORMATODOOOOOOOOOOOO
ODMKEYOOOOOODODODODODODRSAODOOODODOODODOOFILEODDODODDOOODOOOOOOO
0000000000000 o0ooDo0oDoooKEYDODODODODUOoooooooooooo
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CREATE ENCO KEY

FILEOOOOOOODO0O0O0ooooooooooooooooooooooooooooooon

FORMAT RSAOOOOOOOCOOOOOOOODODOOUOOOFILEODOOOOOOOOODOOOSSH O
Secure Shell DOSSHOOODODODOOOODODODODOODOODDODMmMNIQUDOODODODODODDOODOOO
O0O0D0RSAOUOODODUOOODODUOOODODOODOHEXODODOODODOODODDUOODODODODODoOoDODOODOO
0000000 0oog HEXD

IPADDRESS 0OOOOOOOIPOOOOOISAKMPO SSHOOODODOOO RSAOOODOOOOOO
gooogo

LENGTH 0000OO0OO0OO0OO0OORSAODODOOOOODODOOODOOODOORSAOOOOOOO 320000
000000000000 D0oO00O0 250204800 00000GENERALODODODODOOOOO
0000000000000 DoOoDO 20640000

MODULE 0OO00O0O0OO0O0O0O00OOOO

RANDOM 0000000000000 OOOOGENERALOOOOOLENGTHOOODOOOOOO
20000016000 000000000 DODO

VALUE 0O000OO0OOOO0OOCODESO3SDESOOOOOOSHOWENCOKEYODDODODODODOOOODOS
000 ASCIIO 1600000000 O0OO0OO0OODODOAESOODODODOSHOW ENCOKEY O
000000000 le0000D00DD0ODODOOle0O000000ODO0OODXXDODODOODOODO
GENERALOOOOODOOOOOO 1600000000700000000000000000O0
0000000000000 o00o00O0SHOWENCOKEYODODODOODOoooooo

g

e DESO0000000000D0D0000O00O0000 SHOWENCOKEYODOOOOOOOoOoOOoooo
0000000000000 0DU00DUODUOODOASCIioDooo leonooooon

CREATE ENCO KEY=1] TYPE=DES RANDOM DESCRIPTION="My DES key"

0000000000 DESOO 1600000000000 00000 MUITOTIOISIOIOIUIDESD
56 000000000000

CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"
VALUE=0xBB09BAC150913E82

s 0000000000 DESOOOOOOOOS000 ASCIIOOOOOOOOoono
CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"

VALUE=xme5vgkgse9iem

m3DESOO0OO00O0O0OO0OOOOODOOO

CREATE ENCO KEY=3 TYPE=3DESOUTER RANDOM DESCRIPTION="My 3DES key"

m1920000 AESOOD0OO0OO0ODOOODOODOODOO
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CREATE ENCO KEY

CREATE ENCO KEY=4 TYPE=AES192 RANDOM DESCRIPTION="My 192-bit AES key"

sSSHOOOOOODODODODODOODODODODODODODUODODOoOooooooooooooooooooooo
sshkeyOOOOODOODODOODDODOODODOO0O0OO0OO0OO0ODO0ODOO0O0O000000O00O0O0000000O FORMAT
OSSHOOODOOO

CREATE ENCO KEY=100 TYPE=RSA FILE=ssh.key FORMAT=SSH

RRSADODDOOO000000000000000 256020480000

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair"

s 0000 RSADODO0OOO0OO0SSHOOOOODODOOOOO mypublickeyOOOOO0O

CREATE ENCO KEY=3 TYPE=RSA FILE=mypublic.key FORMAT=SSH

s J0J0000000000000 hispubkeyOODOOO04000000000000

CREATE ENCO KEY=4 TYPE=RSA FILE=hispub.key FORMAT=SSH DESCRIPTION="His
public key"

ml60000MDSOOOOOOOOOOOOODO

CREATE ENCO KEY=5 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 Hash key"

mlo0000MDSOOODOOOOOOOOOODODO

CREATE ENCO KEY=5 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
Hash key"

m [SAKMP O OOODOOUOpre-shared keyD DO DO OO0

CREATE ENCO KEY=6 TYPE=GENERAL VALUE="fugafugafuga" DESCR="ISAKMP
pre-shared key"

goooognd

goooooobooboobbobbooooooooooboobobbobbbobboooooooobooDo
oo
gooooobogoobooobooboobbobboobooobooobboobbobbobboon

CentreCOMAR415S 0000000000 2.9 ooooo
613-000667 Rev.F



oooobooooooooooooooooooooooooooooooon

googod

DESTROY ENCO KEYO 16 DO OO
SET ENCOKEYD240000
SHOW ENCOKEYO 340000

ooooo CentreCOM AR415S 00000000 DODO 2.9
613-000667 Rev.F
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DESTROY ENCO KEY

DESTROY ENCO KEY

O00000000oo /000000

DESTROY ENCO KEY=key-id

key-id: 0 0 0 000655350

g

goooooooooo
gooooobogoobooobooboobbobboobooobooobboobbobbobboon

goooog

KEY 00O

goooog

CREATE ENCOKEYO 120000
SETENCOKEYO?240 000
SHOW ENCO KEYO 340000

16 | CentreCOM AR415S 0000000000 2.9 ooooog
613-000667 Rev.F



DISABLE ENCO COMPSTATISTICS

DISABLE ENCO COMPSTATISTICS

O00000000oo /000000

DISABLE ENCO COMPSTATISTICS

g

goboooboooooboobobooboobbobbooboobooon

goooog

ENABLE ENCO COMPSTATISTICSO 190000
SHOW ENCOO 260000
SHOW ENCO CHANNELO28 0000

goooag CentreCOM AR415S 0000000000 2.9 17
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DISABLE ENCO DEBUGGING

DISABLE ENCO DEBUGGING

O00000000oo /000000

DISABLE ENCO DEBUGGING={PACKET}

g

ODOODENCOODOODODODOODODOODOOOODOUOODUDUOODOOD
goooog

DEBUGGING 00000000000 0O0ODDOOOO0O00ODOOO00OODOOO0ODODOOOO PACKET
ODENCOOOOOOODOOoOooooooooooomm

goooog

ENABLE ENCO DEBUGGINGO 200000
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ENABLE ENCO COMPSTATISTICS

ENABLE ENCO COMPSTATISTICS

O00000000oo /000000

ENABLE ENCO COMPSTATISTICS

g

goboooboooooboobobooboobbobbooboobooon
000000 SHOWENCOCHANNELOOODOOODODODOOOOODOO

goooog

DISABLE ENCO COMPSTATISTICSO 170000
SHOW ENCOO 260000
SHOW ENCO CHANNELO28 0000

goooag CentreCOM AR415S 0000000000 2.9 19
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ENABLE ENCO DEBUGGING

ENABLE ENCO DEBUGGING

O00000000oo /000000

ENABLE ENCO DEBUGGING={PACKET}

g

ODOODENCOODOODODODOODODOODOOOODOUOODUDUOODOOD
gobooobooobooobooboobbobbooobo

goooog

DEBUGGING 0000000000000 000000O00O0O0 PACKETOOOOOOOENCOO
goboobooboboooboooboobboobooboo

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goboobogooboobbooboobbo

goooog

DISABLE ENCO DEBUGGINGO 180 0 0O
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RESET ENCO COUNTERS

RESET ENCO COUNTERS

O00000000oo /000000

RESET ENCO COUNTERS={DES|DH|HMAC|JOBPROCESSING|RSA|USER|UTIL}

g

ODOODENCOODOODODOODODOOOOOOOODOOODOOODDODODDO
goooog

COUNTERS 00000000 USERODOUTILOJOBPROCCESSINGOOOODOOOOOENCOODOOO
00000000000 oo0DESO DHOHMACORSAODOOOOOOOOOODOOOOOO

goooog

SHOW ENCO COUNTERSO 310000

goooao CentreCOM AR415S 0000000000 2.9 | 21
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SET ENCO DHPADDING

SET ENCO DHPADDING

O00000000oo /000000

SET ENCO DHPADDING={ON|OFF}

g

Diffie Hellman OO 000000000000 0000000000O0
goooog

DHPADDING 0000000ONOOOOOOOODOOOODOOODOOIPsecO00O0O0O0OO0OOFFO
0000000000000 0OD0ODO ARDOODODODOODOODOOO IPsecO00OOOOO PFSODO
O000oooONODODODDODODooOOooDoDOoDARODOODODODODOODOODODOODOOOOOOO
O0000000oooo0o00000 ARODDDODODOOO0O0O0DODOoODoOoOoOO0OoOoonO OFFOO0O
000000000 ONO

goooog

CREATE IPSEC POLICYM IPsecO 0 3800 0O
SET IPSEC POLICY[DI IPsecO O 790000
SHOW ENCOO 260000

22 | CentreCOM AR415S 0000000000 2.9 ooooog
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SET ENCO DHPRIORITY

SET ENCO DHPRIORITY

O00000000oo /000000

SET ENCO DHPRIORITY={HIGHMEDIUM|LOW}

g

Diffe Hellman O 0000000000000 000000000DOO0OO0ODOO0OO
O0000o CPUOUDODOOOUOOODoOIPsec0000ODODODO00OODODODOOODODOOOOOODO
goboooboogooooboboooboobbo

goooog

DHPRIORITY 000000000 OHIGHDOMMEDIUMOO MmLowooooooooooooo
000 HIGHO

goooog

SHOW ENCOO 260000

ooooag CentreCOM AR415S 0000000000 2.9 |23
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SET ENCO KEY

SET ENCO KEY

O00000000oo /000000

SET ENCO KEY=key-id [DESCRIPTION=string] [IPADDRESS=1ipadd]
[MODULE=module-id]

key-id: 0 0 0 000 655350

string: 10 0010250000000000000000000000
ipadd: IP 0000

module-id: 0 0000000000000 00O0O0O?2550

0

gooooooIPOODODOODOOODOODOODOOODOOO
goooog

KEY 00O

DESCRIPTION 0000

IPADDRESS OOOOOOOIPOOOOOISAKMPO SSHOOODODOOO RSAOOODOOOOOO
gooogo

MODULE 0000000000000

goooog

CREATE ENCOKEYO 120000
DESTROY ENCOKEYO 16 OO OO
SHOW ENCO KEYO 340000
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SET ENCO SW

SET ENCO SW

O00000000oo /000000

SET ENCO SW [PREDCHANNELS=0..4] [STACCHANNELS=0..4]

g

gobooboobbooobooobooboobbo
goooog

PREDCHANNELS Predictor00000000000100000000 128KBOOOOOODOOOO
ooooo00ooooU0ooUo4MBUOOODODODODODODODOODODOOD20000000

STACCHANNELS STACLZSOOOOOOOOOOO100000000 1BKBOOODODOOOOOO
gobooboo

g
s STACLZSOOOODOOODOOOOOODOODOO 200000000000

SET ENCO SW STACCHANNELS=2

goooognd

goboooboooobooobooboobbobbooboooboobboobbobbon

goooog

SHOW ENCOO 260000

ooooag CentreCOM AR415S 0000000000 2.9 |25
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SHOW ENCO

SHOW ENCO

O00000000oo /000000

SHOW ENCO

g

ODOODENCOODOODDODODDODOODODODOODDODOD

gooooogon

Manager > show enco

ENCO Module Configuration:

Hardware .. ... .ottt ittt PRESENT
Lowest valid channel ................... 1
Highest valid channel .................. 2047
Compression Statistics ................. DISABLED
Diffie Hellman Priority ................ HIGH
Diffie Hellman Padding ................. ON

SW Processes available

SSL - Secure Socket Layer

HW Processes available

DES - DES Encryption
3DES - Triple DES Encryption
AES - AES Encryption
RSA - RSA Encryption
DH - Diffie Hellman

HMAC - Message Digest
IPSEC - IP Security

Hardware Oo0o0oooooooo

Lowest valid channel oo uoooobobbooooboooo

Highestvalidchannel oo oboboobobboboboooo

Compression Statistics 00000000o000o00ooo0onoooo

Diffie Hellman Priority Diffie Hellman 000 0000000000000 OHIGHOMEDIUMO
LOwooooo

Diffie Hellman Padding  Diffie Hellman OO0 0000000000000000O000OOO

SW Processes available 000000oo0o0o0ooooooooo

HW Processes available 00000000000000000
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googod

SET ENCO DHPADDINGO 220000
SET ENCO DHPRIORITYO 23 0000
SHOW ENCO CHANNELO 28 0O OO
SHOW ENCO COUNTERSO 310000

ooooo

01

CentreCOM AR415S 0000000000 2.9
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SHOW ENCO CHANNEL

SHOW ENCO CHANNEL

O00000000oo /000000

SHOW ENCO CHANNEL [=channel] [COUNTERS]

channel: 00 000000001270

g

ODOODENCOODOODODOODODOOODOODDODOOODODOOODDODO

goooog

CHANNEL ENCOUOUOOUOO0O00000000000000O000O000000000000O0O0OO0
gobogboobboooboooboobooobo

COUNTERS 0O00O0OO0OO0OODODODOOOOO0OO0O0O0OO0OOOOOOODOODODOOOOOOOOOO0
oo

gooooogon

SecOff > show enco channel

Channel State User UserID MDL pktOverhead Process
UP IPSEC 00010000 1800 100 DES
UP IPSEC 00020000 1800 100 HMAC
UP IPSEC 00000001 1800 100 HMAC

SecOff > show enco channel=1

Channel .......... . 1

72 T ENCODE/DECODE
State ... .. i UP

USer ...t i e IPSEC

User ID ..ttt it iiiie e 00010000
Maximum Data Length ............ 1800

Packet Overhead ................ 100

Process ..., DES

Process Configuration:

Des TYypP€..vvun.. DES - 56 bit
Channel Type...... ENCODE/DECODE
History Mode...... off
28 | CentreCOM AR415S 0000000000 2.9 gooog
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SHOW ENCO CHANNEL

........... Specified

SecOff > show enco channel=1 counters

Channel Counters:

UP events ...ttt it 1 DOWN events ......oeouiieeineennnn.. 0
start config ........ ... ... ... ... 1 attach good ......... ... .. ... ... 1
encode NULL packets ............. 0 decode NULL packets ............. 0
enc bad priorities .............. 0 dec bad priorities .............. 0
encode bad length ............... 0 decode bad length ............... 0
encode actions sent .......... 1258 decode actions sent .......... 1283
good encodes .......iiiinn.n 1258 good decodes ......iiiiii.n 1283
bad encodes ........ . ... . ... 0 bad decodes ....... ... 0
reset E actions sent ............ 0 reset D actions sent ............ 0
good encode resets .............. 0 good decode resets .............. 0
bad encode codes ............. ... 0 bad decode resets ............... 0
discarded enc jobs .............. 0 discarded dec jobs .............. 0
Channel ooooooo
State J000oooooouPOo DOWNO
User 0000000000000 00000OOSSHOISAKMPO IPSECO
UserID goooooboooouooooouoodouooooobouoboooa
MDL 000000000000 00o0oo0o0oo00oo0o0000000DOoMaximum
Data Length
pktOverhead gooooooobooooooooboooouboooooooobouobooooa
gooa pktOverheadI]DDDDDDDDDDDDDDDD
Process 0000000000000 0o00o000DoRSADODHODESO HMACO
0200000000000
Channel ooooooo
Type 00000000 O0ENCODE/DECODED ENCODE ONLYD DECODE
ONLYDO
State O00oooooouUPOo DOWNDO
User 0000000000000 0000000SSHO ISAKMPO IPSECO
UserID gdooooboooooooobuooooooooooouoooog

Maximum Data Length 0O00O0000000000000000O0000OOO0OOO

Packet Overhead googoobobboboooboodbooboboboooobooboo

googn

000000 Packet Overhead 00000000 D0ODOODOODOO

CentreCOMAR415S 0000000000 2.9
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SHOW ENCO CHANNEL

Process 0000000 ooO0o0ooo0o0o0oOoonRSAODDHODESOHMACO

Process Configuration gobooobooobooooboobboboboobbobbon

CheCkType goooooooooboon

Des Type ODESO0OODES OO0 OO DM DES - 56 bit(Il 3DES - 168 bit - outer
CBCOOooooog

Channel Type ODESOO00000O00ODODOOENCODE/DECODEIOENCODE ONLYD
DECODEONLYO O OO

HiStOI‘yMOdE ODESOOODESOO0O0OODOOO0OOOOOOOOO

IV Type 0 DES O O 0IVJ Initialisation VectordO O O O ZeroORandomOSpecified
ogoooo

RSA mode ORSAODOORSAODDOODOOPUBLIC O PRIVATE

Mode 0 DH O O O Diffie Hellman O O O 0 O Phase 1 O Phase 2

Group Type DDHDDDOakleyDDDDDDDDDDDDD MODPOOOODOO

Group Oakley 0 O0000O0512-bit MODPO O OO O 0 768-bit MODPO O O O
O 1001024-bit MODPU OO OO 2000000

Algorithm OHMACOOOHMACOOOODOOOMDSO SHA

Key Length OHMACOOOHMACODO

030000000000

goooog

SHOW ENCOO 260000
SHOW ENCO COUNTERSO 310000
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SHOW ENCO COUNTERS

SHOW ENCO COUNTERS

O00000000oo /000000

SHOW ENCO COUNTERS={AES|DES|DH/HARDWARE|HMAC|JOBPROCESSING RSA|USER|
UTIL}

0

OODODENCOO O OOOODODOOOODOOOOOooDoooon

goooog

COUNTERS 0000000000000 O0O0OOUSERDENCOOOOODODODODOOOOOOOOO
OMUTIO O 0000000000 MHARDWARE] OO O OO O OO0 O MJOBPROCESSING

OOENCOOOUODODOOOUOOO0OODUOODOOAESODESODHD Diffie HellmanMHMACORSA
gobooobooopoooboobbo

gooooogon

SecOff > show enco counters=des

ENCO Process DES/3DES Counters:

configGood ........... .. ... ... 6 configBad ........... ... 0
configNoResource ..........uuu... 0 configNOtSSH ... iiiinii i i, 0
badBuffer .......... .. .. ... 0 badAlign ....... i 0
badLength .......... ... 0., 0 Nohistory ... ittt ie e e 0
desJobs . ... i e e 2710 3Des2KeyJobs ...ttt e e e 0
3DesInnerJobS ... 0 d3DesOuterJobs .................. 0
noHistdobs ................... 2710 desMacdobs ...ttt i 0
badDesType . ..., 0 badJdobType . ... .. 0
unknowndob ....... ... L oo, 0 1= ol ol 0
reset .. e e 0 confNotDes ..........iviiiien.. 0
commWaitTimeOut ................. 0 dataInnWaitTimeOut .............. 0
dataOutWaitTimeOut .............. 0

goodDecrypt ... 1368 goodEncrypt ... 1342
badDecrypt ... ... i e 0 badEncrypt . ... e e 0

SecOff > show enco counters=dh

ENCO Process Diffie Hellman Counters:

goodPhasel ........ it nnnn 1 badPhasel .......... ..., 0

goodPhase2 .. ...ttt it 1 badPhase2 ......... ... 0

badGroupTypPe . v v it it e i 0 badGroup ........ ... 0
ogoooo CentreCOMAR415S 0000000000 2.9
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SHOW ENCO COUNTERS

badGroupParameters ..............

NORESsSoUrces . .....cii i,
SecOff > show enco counters=hmac

ENCO Process HMAC Counters:

goodConfigure ............c..o...
badAlgorithm ....................
badKeyLength ....................
badDatalLength ...................

ENCO Queues

Immediate Input queue
Priority Input queue (high)
Priority Input queue
Priority Input queue
Priority Input queue
Priority Input queue

Priority

0
1
2
3
Priority 4 Input queue
5
6 Input queue
7

Priority Input queue
Priority 8 Input queue (low)

Output queue

SecOff > show enco counters=rsa

ENCO Process RSA Counters:
goodPublicEncrypt ...............
goodPrivateDecrypt ..............
goodPrivateEncrypt ..............
goodPublicDecrypt ......oin.. ..
goodGeneratekKey .........ciiii.n..
badDataLength ...................

SecOff > show enco counters=user
ENCO User Interface Counters:

startConfig ........ ... ... ... ...
attachGood ......................

attachNoConfig ..................

32 | CentreCOM AR415S 0000000000 2.9
613-000667 Rev.F

goodHashMD5 .................. 2877
goodHashSHA ..........cuuuiuun.. 2877

Input queue length limit .........
Lowest input priority queue ......

Highest input priority queue .....

SecOff > show enco counters=jobprocessing

badDatalLength ................... 0
badHashMD5 .......... ... ... .. ... 0
badHashSHA .......... ... .. .. 0
badConfigure ......... ... ...... 0
NORESOUTCES .t vttt it ittt een e 0
unknowndob ........... . 0 oo 0
Queued Discarded Processed

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 9
0 0 8715
0 0 0
0 0 0
0 0 0
0 0 8724

250

5

0
badPublicEncrypt ................ 0
badPrivateDecrypt ............... 0
badPrivateEncrypt ............... 0
badPublicDecrypt ........c.ouu.... 0
badGenerateKey .......... ... 0
badKey . ... e 0
startReconfig ................... 0
attachFail .............. .. .. ... 0
attachBadUserType ......vuuveun.on. 0

oooono




SHOW ENCO COUNTERS

attachedInvalidChan ............. attachedUnusedChan .............. 0
attachProcNotAvail ..............
reconfigInvalidChan ............. reconfigUnusedChan .............. 0
reconfigNoConfig ................
detachInvalidChannel ............ detachUnusedChannel ............. 0
detachedInvalidChan ............. detachedUnusedChan .............. 0
detachGood ........... ... ........
decodeInvalidChannel ............ decodeUnusedChannel ............. 0
encodeInvalidChannel ............ encodeUnusedChannel ............. 0
codedInvalidChannel ............. codedUnusedChannel .............. 0
resetInvalidChannel ............. resetUnusedChannel .............. 0
resetDoneInvalidChan ............ resetDoneUnusedChan ............. 0
configBadMode ................... configBadUserType .. ...oeeeunn... 0
configBadPktLength .............. configBadEncrTypPe .. oevveeennn... 0
configBadCompType . ... eennn.. configBadHistoryMode ............ 0
configBadCheckType ..............
discardInvalidChan .............. discardUnusedChannel ............ 0
SecOff > show enco counters=util
ENCO Utility Counters:
codeNullPacket .................. codeBadPacketPriorit ............ 0
codeBadPacketLength ............. codeBadConfig ........cuu.... 0
actionSentEncode ................ actionSentDecode ................ 0
configureGood ............ .. ..... configureFail ............c0...... 0
encodeGood . ...t decodeGood ...t e 3
encodeBad ......... i decodeBad . ...ttt e 0
ogoooo CentreCOMAR415S 0000000000 2.9
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SHOW ENCO KEY

SHOW ENCO KEY

O00000000oo /000000

SHOW ENCO KEY[=key-1id]

key-id: 0 0 0 000655350

g

goobooooogoo
goooog

KEY 000000000000 000000000000000000000000000000000
0000000000000 000000000ODENCODDDDODDOODDODODODODOOOOOOO
gooo

gooooogon

SecOff > show enco key

ID Type Length Digest Description Mod Ip
GENERAL 8 2DEB32E2 - - -
RSA-PRIVATE 1024 B18DFD5D My host_key - -
RSA-PRIVATE 768 E61EQF25 My server_key - -

SecOff > show enco key=2

1024

0x010001
0x961c0dc80c8728b6ed8faz2362bbac0b59basb69e28112bedc3e260bb359e0b651
2bdd539a5572529f6aa190984fabcdb3£19d6b9068e88f86adlee810ed499555
223025288091ebbe959596542235a5446a99600d969d9%a3e%ec777£726a0d4ae
8bf542d7£38ae249¢c898c5471cb59addc66£79294494d39821828d9%9e2d647£d9

IP Address:

1D ogo
Type 0000 0DESO3DESOUTEROAES1280 AES1920 AES2560 RSA-PRIVATED
RSA-PUBLICO GENERAL O OO
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SHOW ENCO KEY

Length J00O0D0ORSADOOOOODOOOOOOOOOOn
Digest goooobooooooooooo
Description O0O00O0CREATE ENCO KEY OO OO O DESCRIPTIONOOOOOOO
Mod godddooooooooooo
1P gooooooooIPOoO0OODO
O 4:
ooooon

CREATE ENCOKEYO 120000
DESTROY ENCOKEYO1l6 OO OO
SET ENCOKEYOD24 0000
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