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ADD ISDN CALL=rmt NUMBER=0 PRECEDENCE=IN INANY=ON INTREQ=bri0
USER=PPP PPPTEMPLATE=0 J

3. L2TPOOOO0OODOOODOOOO

ENABLE L2TP J

4. 12TPOODODOO LACOOODOOODODOOO

ENABLE L2TP SERVER=LAC .
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ADD L2TP USER=ALL ACTION=DATABASE IP=2.2.2.2 PASSWORD=password

s LNSOOO
INSOOL2TPOOOOOCOO PPPOOOOOODODOOOOOOODODODOOOOOOOOODODOOOOO
goboooboogoboobobooboobbobbooboobooobooobboobo

1. L2TPOOOOOO0OO0OOOOOOPPPOODOODOOODODODOO
ADD USER=remuser PASSWORD=rempass LOGIN=NO

2. IPO0D0OOOOOOOOOOODOOOOOOOOOOOIPOOOOOOOOOOODOOO
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4. 1L2TPOODODOOOOOOODOOO
ENABLE L2TP J

5. L2TPO 0000 LNSOODOODOODOOOO
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ADD L2TP PASSWORD=password
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s [PO0O0ODOOOOOOOOOOOOOOOOIPOOOUOOOOOODOODODOODOOODOODOOO
0 1l0300000000000O0O

ADD USER=remuser PASSWORD=rempass LOGIN=NO IPADDRESS=192.168.20.200
NETMASK=255.255.255.255 J
CREATE PPP TEMPLATE=0 BAP=OFF LQR=OFF AUTHENTICATION=EITHER
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ADD L2TP CALL=remote REMOTE=remote TYPE=VIRTUAL IP=2.2.2.2
PRECEDENCE=IN PASSWORD=12tpB

5. L2TPOOOO0O PPPODOOODOOODOOOOOOOOOOOOOODOODOODOODODOOODOOOO
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0000000000 L2TPOCOCO0O0O0O0OOTNL-ODDDDODDDOO

CREATE PPP=1 OVER=TNL-remote IDLE=999999999 BAP=OFF LQR=OFF ECHO=ON .
ADD IP INT=pppl IP=0.0.0.0 .
ADD IP ROUTE=192.168.20.0 MASK=255.255.255.0 INT=pppl NEXT=0.0.0.0 4

OooOo B

1. L2TPOCOCOOOOOOOOOOO

ENABLE L2TP J

2. L2TPOOOOO LNS/LACO0OO0OO0D0OOOODOOOO

ENABLE L2TP SERVER=BOTH .

3. 0oUOoo L2TPO00O0O0D0ODODOO0ODODOO0ODOOOOOOODOOOODOOOODOOOOODOOO
oo

ADD L2TP PASSWORD=12tpB

4. 12TPOODOOOOOOOOOOOISDNOOOOISDNOOOOODODODODOOOOOODOOO L2TP
000000000000 000000000U0D0D0D0D0DUCALLODOODODDOOREMOTE
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goooooogon

ADD L2TP CALL=remote REMOTE=remote TYPE=VIRTUAL IP=1.1.1.1
PRECEDENCE=0UT PASSWORD=12tpA

5. L2TPOO00OO0OO PPPODOOODOOODOOOOOOOOOOOOOODOODOODOODODOOODOOOO
ODOODOCREATEPPPOOOOCMIPPPOO 3000000 L2ZTPOODOODODOOOOOOOOOO
0000000000 L2TPOCOCO0O0COCO0OOTINL-ODDDDODDOO

CREATE PPP=1 OVER=TNL-remote IDLE=999999999 BAP=OFF LQR=OFF ECHO=ON .
ADD IP INT=pppl IP=0.0.0.0 .
ADD IP ROUTE=192.168.10.0 MASK=255.255.255.0 INT=pppl NEXT=0.0.0.0 4

m 00000000000 0000000D0D0O0O0O000000O0000O0OD L2TPODODOOOOOO
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1. L2TPOC0COOOOOOOODOOO

ENABLE L2TP J

2. L2TPOOOOO LNS/LACO0OOO0D0OOOODOOOO

ENABLE L2TP SERVER=BOTH .

3. L2TPOO0C0OOOO0OOODOOOISDNOOODOISDNOOOODODODOOODODoOoOooooO L21P
0000000000000 0o000D00DU0UD0D0O0DU0DCALLOD0OOOODOOTYPEODO
VIRTUALOIPO OO OOOD L2TPOOO0O0O0O0ODOOOOOO0O0O0OOODOPRECEDENCE OO
ouToooOOOOoDDOoOOODoOD L2TPOOOOOOOO0DOOOOOODODODOPASSWORD OO
gobooobooopoooboobbo

ADD L2TP CALL=remote TYPE=VIRTUAL IP=2.2.2.2 PRECEDENCE=OUT
PASSWORD=12tpB .J

4. 1L2TPOOODOO PPPOCOOOOOOOODODOODOOO0O0O0O0O0O0O0O0OO0DODOOOOODODOODOO
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ooooooo

IPOO0DDOOODOOODOOOOOODOOOO

CREATE PPP=1 OVER=TNL-remote BAP=0OFF LQR=0OFF IPREQUEST=ON .

SET PPP=1 USER=RouterA PASSWORD=PasswordA

ENABLE IP REMOTEASSIGN .

ADD IP INT=pppl IP=0.0.0.0 .

ADD IP ROUTE=192.168.20.0 MASK=255.255.255.0 INT=pppl NEXT=0.0.0.0 J

O000BUOOD10000000000D0OOODOUO0DOODODODDOUOONATOOOO LANDO
000000 LANOOODOOoooooooooo

ENABLE IP NAT
ADD IP NAT IP=192.168.10.0 MASK=255.255.255.0 GBLINT=pppl .

o000 BOOODOOOOOO

1.

O000oOOo PPPODODOOOOODODOODOODOOODOOODOOOODOO

ADD USER=RouterA PASSWORD=PasswordA LOGIN=NO J

2. IPO00000O0ODOO00D0O0OOO00O0OO00OO0OOOOODIPODOODOOOOOOOOOOO
CREATE IP POOL=ips IP=192.168.20.200-192.168.20.210
3. Jd0oooo0ooooooooo0ooooooooO PPPOO0OOODOOOOOOOOO PPP
oo oobobobooboobb
CREATE PPP TEMPLATE=0 IDLE=60 BAP=OFF LQR=OFF AUTHEN=EITHER
IPPOOL=ips !
4, 12TPOOO0OOOCOODOOOOO
ENABLE L2TP
5. I2TPO0OO0OO LNS/LACOUOUOOOOOOOOO
ENABLE L2TP SERVER=BOTH
6. L2TPOOOOOU0OODUOODOOODOODOOOOOO
ADD L2TP PASSWORD=12tpB
7. 0doO0ooOooooOoo IPO00OOODOOO0O0OOO0OOOOO0OoOOOOOOOO PPPOOOO
odoooooooooooooooooooooooooooooo IPOOoO00ooooooOg
oo oobobobooo
ADD L2TP IP=0.0.0.0-255.255.255.255 PPPTEMPLATE=0 .J
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e [2TPOODOODOODOOODO UDPOOD 17010 00000000000000O0OOOOOOOO
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e [2TPODO PPPUOUIOIDOIOODOOODODOOODOODOOODOODODODODODO

s 2TPO000C0O0OO0O0O0OO0O0O000O000O00000O0D0O0O0DODO0OODOODOOOOGOO
NATOOOOODOOOoOoOOoooooooooo

ADD FIREWALL POLICY=net RU=1 AC=ALLOW INT=ppp0 PROT=UDP GBLPORT=1701
GBLIP=1.1.1.1 PORT=1701 IP=1.1.1.1 J

NATOOOOOODOOOoOoDOooOoOoooooooOo

ADD FIREWALL POLICY=net RU=1 AC=ALLOW INT=ppp0 PROT=UDP PORT=1701
IpP=1.1.1.1

s [2TPO0O PPPOODOOODOOODOOODOOODOOOOOOOOOOOOOODOODODOOO

ADD FIREWALL POLICY=net INT=pppl TYPE=PRIVATE

IPsecO 00O

LR2TPO00000O0O0O0O0OODOOO IPsecO00D0O0OODOL2TPOOODOOOOOOODOOOO UDPOO
00000000 17010 000000000000000 L2TPO0OO0O0OOOOOOOOOOO0O SAO
gobooooooobooobooboobboon

s [2TPO0O0O0O0O0O0OOO SAOOOUOOO0O0OO0O0ODO0DODODOOOOOOOO

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=DES HASHALG=SHA
MODE=TRANSPORT .
CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STR="1" .

m 2TPO0O0O0O0OCOO0O IPsec0 000000 DOOOOOODODO

CREATE IPSEC POLICY=12 INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=2.2.2.2

SET IPSEC POLICY=vpn LAD=1.1.1.1 LPORT=1701 RAD=2.2.2.2 RPORT=1701
TRANSPORT=UDP
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ACTIVATE L2TP CALL

ACTIVATE L2TP CALL

O000O0OO0L2TP / L2TPO OO

ACTIVATE L2TP CALL=call-name

call-name: 00000101500 000000000000000000O00O00O0OODOODOOODO

g

L2TPOO0O0D0DO0OO0DOOODOOODOOODOOD L2TPOOOOOOOOOOO0OO0OOOO0O
goboooobogoobooobooboobobobboobooobooboboobbobbobboon
gobooobooooooboooboobbobbooboo

goooog

CALL L2TPOOOO

goooog

ADD L2TP CALLO 150000
DEACTIVATE L2TP CALLO 220000
DELETE L2TP CALLO 23 0000

SET L2TP CALLO 350000

SHOW L2TP CALLO46 000 0O
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ADD L2TP CALL

ADD L2TP CALL

O000O0OO0L2TP / L2TPO OO

ADD L2TP CALL=call-name TYPE={ASYNC|ISDN|VIRTUAL} IP=ipadd
[REMOTE=call-name] [DIAL=phone-number] [NUMBER={ON|OFF|STARTUP}]
[PASSWORD=password] [PRE13={ON|OFF}] [PRECEDENCE={IN|OUT}] [SPEED=speed]
[ SUBADDRESS=subaddress]

calllname: 0000010150 00000000000000000000000000000O0OO0
ipadd: IP 0000

phone-number: 000001031000

password: 1000001031 000000000000000000OO

speed: 0 0 0 O 03000 4292967295bps 0

subaddress: 0 0000001031000

g

L2TPO00O0O0O0O0OOO
goooo00o00O000U0DUO0DUDUOUL2TPOOOOOOODOOOODOOODOOO
L2TPOO0OO0DOOODO LANODODOOOUOODOOLANDODODO VPNOODOODOODODODODOOOOGOO
o000 L2TPOOO0OOOOO0O

0000000000000 0000000000000000 LNSOODOODODOOODOLNSOODO
000000000000 U00DUUOD0DU0UOUOLNSODO L2TPOOO0DO0OOOOO

0000 L2TPOOOOOIPOO00O0O0O0OO0OO0O0OO0O0ODOOOO0UODOOOOODOOOISDNDOO
OO0 TOMO0O0000000000000000000000000 PPPOOO0OOOOOOOOOOO
0000 300000ooooooooooooon
OUO0OPPPOOUODDOODUDOODUODOODUODOCREATEPPPOO OO0 OVERODODODOOOO L2TP
000000 TNL-callnameO 0 000000000000 TNL-ODO L2TPOO0OOOOOOOOODOOO
O0Ocallname 000 0000000000000 fooO OO OVER=TNL-fooOOOOO00O0OO0O0O

goooog

CALL L2TPOOODO

TYPE 000000000000 0O0O0OO0OD0OO0O000000000000O0O0O0O000O0O0O0OOLANDOO
O00D0O0o00oooooo VIRTUALDO L2TPO0000OCDOOO0OOOOOO0OOOOOO0O0OOO
0000000000 LACOOO000D00OO00DO0O0DO0O00D0DO00O0DO ASYNCO ACC
OO0O0O0OISDNOISDNOOODOooooono

1P 0000000000 U0DIPODODOOOLANOOOOOOOOOOTYPE=VIRTUALOOOOOO
ooooooooOoo o00000D0DOOD0OODODODODODOODODODODODODODODDOODUOODDODOO
gbobooboobooboobooooboboobooboom

REMOTE 000000000000 000000O0OO0O0OOODOOOOODOODOODOOOOODOOO
TYPEOOODOOOODOOOODOODODODODODODODOOODODOODODODDOOOOO00O00O0TYPE=VIRTUAL O
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ADD L2TP CALL

000000000000 0ooD L2ZTPOOO00ODO0OO0OOOOOOOOTYPE=ISDNOOOOO
OLACOODODOODDOD ISDNOOOOOOTYPE=ASYNCOO ACCOODOODUODOOooOooo
TYPE=VIRTUALOOOOOOOOOOO REMOTEOODOOOOOOOOODOOOODOOOOO
O0000 LL2TPO0O000O0DO0DO0OOOOOODOOO

DIAL ISDNOOOOOUOOOUOO0OO0OOOO00O00000000ooooodLACODODoDoooDoo
O000oU0oooISbNOODOoOoOoOoOOOOO0OODOOODUOODO ACCODDoDOoODOoOODDODOO

NUMBER L2TPOO000O00O00OCOOOOCOOONsSOOOOODOOOONOOOODOOODOFF
0000000000000 0000000000U0OSTARTUPODODODODODODOODOOOOOO
INSOOOOooOooooooooPPPOOCOODOODOOOOOOOODUODODUODDODOOO

PASSWORD 0000000 LL2ITPOOD0OOOOO0O0OOOOOOODOOOOOODOOOOOODOODO
goooooooooo

PRE13 pre-Internet Draft 1300000000000 L2TPO0000OO0O00OOO0O0OOOO

PRECEDENCE LANOOOOOOOTYPE=VIRTUALODOOOOOOODODODOODOOODOOOODOOOOO
0000000000000 ooooooooo INO

SPEED LACOO0O0O0O0OO0O0O00D00000000OO0OD0DDOD0000O00bpstDLNSODO L2TPOO
00000000 000000000000000 64000bpsO

SUBADDRESS 000000000 ISDNOOOOOOOLNSOOD L2TPOO0O0O0OOOOOOOOO
O00D0DUOO0DOOTYPE=ISDNOOODODOOOO

g

e [PODO0O00D0O0O0OOCO0ODO0OOO0OOOOO2000 PPPOOOOOOO L2TPOO OO vvirdialdD O
O0000o0oooooooIPO0O0OOOD 20010010500 0000000000 L2TPOOOOOOOO
goooooo

ADD L2TP CALL=virdial TYPE=VIRTUAL IP=200.100.10.5 REMOTE=virdial

e INSOOOODOOOOOOOPPPOOOD L2TPOODODOtoid0 00O O OLNSOLACH 200.100.10.10
O0IPO0 L2ZTPO00OO0OLACOOU0OD0DOOOO0 LACOODODOODO ISDN OO OO toiisdnO O
gobooboboo

ADD L2TP CALL=toi TYPE=ISDN IP=200.100.10.1 REMOTE=toiisdn

goooog

ACTIVATE L2TP CALLO 140000
DEACTIVATE L2TP CALLO 220000
DELETE L2TP CALLO 23 0000

SET L2TP CALLO 350000

SHOW L2TP CALLO46 000 0O
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ADD L2TP IP

ADD L2TP IP

O00O0000L2TP / LNS

ADD L2TP IP=ipadd|-ipadd] PPPTEMPLATE=template [NUMBER={ON|OFF|STARTUP}]
[PRE13={ON|OFF}] [PROXYAUTH={OFF|ON}]

ipadd: IP 0000
template: PPP 00000000 DO00O310

0

INSOODOODOLACOOOOOOOODDOOO PPPOODOOOOOOODOOO
goooog

1P LACO IPOO0O000O000O00000000000O0000000000000O L2TPOOO
O0000OO0D0ODOOOPPPTEMPLATED 00 0O00OOOOOO PPPOOOODODOOOODOOOODODO
000000000 0UL2TPOO0OO0O0OO0OOOOUOOODO PPPOODOODODODOODODOODO

PPPTEMPLATE LACOOOO0O0DO0O0O0O0OOOOODOOOOOOPPPOOOOOOOOODOOODOOOO
CREATE PPPTEMPLATEO OO0 OOO0OO0OOOO

NUMBER L2TPOO000O00O0O0OCOO0OOCOOONsSOOOOODOOOONOOOODOOOODOFF
0000000000000 00000000000OSTARTUPODODODODODODOODOOOOOO
INSOOOOooOOooooooooPPPOOCOODOODOOOOOOOODUODDUODDODOOO

PRE13 pre-Internet Draft 1300000000000 L2TPO0000OO0O00OOO0O0OOOO

PROXYAUTH 00000 LNSOOOODDOOODODODOOLACOODOOODOOOOOOOOOOOPPPO
000000000 0ooOND 0000000000 ooooooooooo ONO

g

s LACO200.100.10.1000 00 L2TPOOOOODDOOOOOOOOPPPOOOOOOOOOOODODODOODO
OO0 PPPODOODODOODODOOODOODOO

ADD L2TP IP=200.100.10.100 PPPTEMPLATE=0

s 00 LACO000000D00D0OOPPPODODOODODOOO0ODDOOOOOOOOO PPPODOOODOOO
goboobogobooobooboobbobboon

ADD L2TP IP=0.0.0.0-255.255.255.255 PPPTEMPLATE=0

goooog
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CREATE PPP TEMPLATELD PPPOO 350000
DELETE L2TPIPO24 0000
SHOW L2TPIP0O48 0000
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ADD L2TP PASSWORD

ADD L2TP PASSWORD

O000oO0OL2TP /000000

ADD L2TP PASSWORD={password|NONE} [IP=ipadd[-ipadd]]

password: 1000001031 000000000000000000OO
ipadd: IP 0000

g

LRTPO0000O00ODODOOODODOOOOOOOIPOOOODOOOO0OOOOOOOOOIPODOODOOOO
goboobooobooooboooo
ooooooooIPOO0O00O0OOODODOOODOOOOOOOOOOOOOOOOOOOOOOOOOOO
gooooboboo

goooog

PASSWORD [2TPOO000000O00O0OOO L2TPOOOOOODOODODOOOOOOOOOOOOO0O
goboobooopoooboobbobboobuoon

1P LR2TPOO0000000O0O0OOOO IPODOOOOOO L2ZTPOOO0O0OO0O0OOOOOOOOOOOO
O00000oooooooooU0o0U0oooooooooIPOODODOOOOOOOOO0DOO.0.0.00
0 0255.255.255.2550 0 00 0

g

[ 2TPO0000O0O0O0000000192168.1.1000000000000000000abecde 00
0192.168.1.100 00 0000000000000 0Obedef0 000000

ADD L2TP PASSWORD="abcde" IP=192.168.1.1
ADD L2TP PASSWORD="bcdef" IP=192.168.1.10

goooog

DELETE L2TP PASSWORDO 2500 00
SHOW L2TPO420 000
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ADD L2TP USER

ADD L2TP USER

O00O0000L2TP / LAC

ADD L2TP USER={domain-name|ALL|LOCAL|NONE|REMOTE} ACTION={DATABASE|
DNSLOOKUP|IGNORE|RADIUS} [IP=ipadd [PORT=port]] [NUMBER={ON|OFF}]
[PASSWORD=password] [PRE13={ON|OFF}] [PREFIX=domain-prefix]
[TIMEOUT=8..300]

domain-name: 00000

ipadd: IP 0000

port: UDPOOOODO

password: 1000001031 000000000000000000OO
domain-prefix: 00 00000000001063000

0

LACODOODOOISDNOODODODODODOOO0OO0000000oo0ooooo00000000OooLNSO
gobooooobooon

USEROOOO0OO0O000000000UO0O PPPODOODOOOOOODACTIONDOODOOODOOOOOOO
OLNSOODDDODODODODOO0O0OO0DO0DO0DO0DODLACODOODOD0O0D0OD0DODO0OOLNSOOOO PPPOOODO
0000000000000 U00DUUOO LNSOODoDooooooooo

goooog

USER LACOOOODOOU0DOO0ODOOODOUOODOOOODOODODOOODOODOODOODOOOOODOODOO
LACOO0O0O0ODODOOODACTIONDODDODDODOODUOODOOoOoOO0oooooooog PPPOO
O0OOO0LNSOOODODODOLOCALOOODDODOODODDOOUOOODDOODDOODOOOO DO userAl
REMOTEOOOOOODODOOOOOODDDOOOUserA@domainxxxdJ ALLO PPPO0OODO
000000000000000000000000000000domainxxx00000000
000000000000000000000000000000USER="domain.xxx"0 000
00"xxx@domainxxx"0 00 0000000000000 MMNONEOOODODOODOOODOOOO
0O PPPOOOODODOAUTHENTICATION=NONEO PPPOOCOOOOOOOOOOO

ACTION USEROOOOOOOOOOOODODOOODOODDOOODODODOOOOODODODODDOODATABASE
O0o00oooooIPOODDOOOOO UDPOOODOOOOOOOOOOODOODOO LNSOOOO
0000000000000 000000000000ODNSLOOKUPODODODOODODOOOoOoO
O00000DDoDDoDOoOoOo DNSOOOODOODODDOoODODDOOOOLNSOODOooooooooooo
ODO0OO0OUOPREFIXOODODODUOODODODODODODMmMRADIUSOD OO OODODODO0O0O0DO0Ooooooooon
O00O0O0 RADIUSOOODOOODOODOOOODOOLNSO IPOODOOOOOOOOOOOOOOO
IGNOREODODOODODUOODODOODDOODOUOUODODDOODOU00DODODODOD0OLACOOODODOOO PPPOO
O00D0D0D0D0DUDODODODODACTIONOD DATABASEO ODOooDOoOoooOoIPOOOOOOOOOO
0000 PORTOOOODOOODODODOODOODOODODO

IP LNSO IPOO OO O ACTION=DATABASEC O OO O OOO
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ADD L2TP USER

PORT LNSOOOOOO UDPOOOOOOACTION=DATABASEOOODOOUOOOOOOOOOOOO
IPOOOODOOO0OOOOOO

NUMBER [2TPO0000000000000OOO00OOOOO0OOCOONOOOOOOOOOOFFOOO
g oooobooo

PASSWORD INSOOOOOOOOOODOOOOOOOOOOOLNSOD L2TPOOOOOCOOOO

PRE13 pre—InternetDraft13DDDDDDDDDDD LRIP00o0o0o000oo0ooooooon

PREFIX DNSOOOOODOOODOOOOOODOOOOOOOOOACTION=DNSLOOKUPOOOOOOOO
odoo0oooodooDo0oooooo0oooooodooooooooooon DNSOoOoOo
0000000 user@somewherexxxO 0000 0000000000000 00OOPREFIXD
012tp0 O O D 12tp.somewherexxxO 0000 DNSOOOOLNSO IPO0OO0OOOO0OOO

TIMEOUT [2TP00000000000O0O0O0O0OCOOO0O

g

0000000000000 000O0000O0 LNSO22220000000USER=ALLOOPPPODO
000000000000 000000000000ACTION=DATABASECOOIPOOOOOOOOO
OO0 LNSODODODDOODOODOODDODODOODOODDPASSWORDOOLNSOOOODODODODODOOOOOOO
gooo

ADD L2TP USER=ALL ACTION=DATABASE IP=2.2.2.2 PASSWORD=password

B xxx@tunnel>oxD 0000000000000 0D0OD0OO0OD0O0ODODODOO0DODODODODODODODO LNS
Olns.tunnelxxxd O OO0 OO

ADD L2TP USER="tunnel.xxx" ACTION=DNSLOOKUP PREFIX="Ilns"

goooog

DELETE L2TP USERO 26 0 O O O
SET L2TP USERO 40 0 O O O
SHOW L2TP USERO 56 0 0 O O

L2TP CentreCOM AR415S 0000000000 2.9
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DEACTIVATE L2TP CALL

DEACTIVATE L2TP CALL

O000O0OO0L2TP / L2TPO OO
DEACTIVATE L2TP CALL={call-id|call-name}

call-id: 0 0 0O IDO 10 655350
call-name: 000 001015000000000000000000000000O0OO0OOODOOO

g

L2TPO00O0O0O0O0OOO
googogo

CALL L2TPOOOOOOO SHOWL2TPCALLOODOOOOODOOOOOO IDODOOOODO

goooog

ACTIVATE L2TP CALLO 140000
ADD L2TP CALLO 150000
DELETE L2TP CALLO 23 0000
SET L2TP CALLO 350000
SHOW L2TP CALLO46 000 0O
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DELETE L2TP CALL

O000O0OO0L2TP / L2TPO OO

DELETE L2TP CALL=call-name

DELETE L2TP CALL

call-name: 00000101500 000000000000000000O00O00O0OODOODOOODO

g

L2TPO00O0O0O0O0OOO

goooog

CALL L2TPOOOO

goooog

ACTIVATE L2TP CALLO 140000
ADD L2TP CALLO 150000
DEACTIVATE L2TP CALLO 220000
SET L2TP CALLO 350000

SHOW L2TP CALLO46 000 0O

L2TP
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DELETE L2TP IP

DELETE L2TP IP

O00O0000L2TP / LNS

DELETE L2TP IP=ipadd|[-ipadd]

ipadd: IP 0000

g

INSOOOODOLACO IPOOOOO PPPOOOCODOOODDOOODOODODOO
goooog
IP LACO IPOOO0O0O0O0O0O0OOOOOOOOOOGOO

goooog

ADD L2TPIPO 170000
SHOW L2TPIP048 0000
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DELETE L2TP PASSWORD

DELETE L2TP PASSWORD

O000oO0OL2TP /000000

DELETE L2TP PASSWORD [IP={ipadd[-ipadd]|ALL}]

ipadd: IP 0000

g

ADD L2TP PASSWORD OO O OOOOODOOOOOOOOOOODO

goooog

1P 0000000000000 oooo IPOOOOOOOOUOO0UOODALLODOOODOOOOOO
000000000 000O0IPOOOODOO0.0.0.0000255.255.255.2550 000000000

g

s [ 2TPOO000OCOOO0O0OO000O0O0O192.168.1.100192.168.1. 100000 0000000000000
gon

DELETE L2TP PASSWORD IP=192.168.1.1
DELETE L2TP PASSWORD IP=192.168.1.10

[ 2TPO000000000000000000O0O0O0O0O0O0O0O0O0O0O0O0O0OO0

DELETE L2TP PASSWORD IP=ALL

goooog

ADD L2TP PASSWORDO 190 00 O
SHOW L2TPO42 0000
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613-000667 Rev.F

25



DELETE L2TP USER

DELETE L2TP USER

O00O00O00L2TP / LAC

DELETE L2TP USER={domain-name|ALL| LOCAL| NONE|/REMOTE}

domain-name: 0 0000

g

LACOOD0DOD0O0ODU0OD0U0DU00DU0DUOUOD LNSODoDoooooooooooooon

goooog

USER LACOOODOOOO0ODOOOOOO0OO0OO0OOODOOOLOCALODOOODOOOOOOOODOODOOOD
O0000userALDREMOTED DD OO0ODOOOOODOOODOOO UserA@domain.xxx[TJ ALL
OPPPUOODOU00U0OCOOO0O00O0LUOODOOO0OOUOO0OOOOOUOdomain.xxxd00
0000000000000 0000000000000000000OOdoUSER="domain.xxx”
D00000"xxx@domainxxx"0 JJ 0000000000000 M@MNONELD D ODODODOOOO
00000 PPPODOOOOAUTHENTICATION=NONECO PPPOOOOOOOOOOOOO

goooog

ADD L2TP USERO 200 00O O
SET L2TP USERO 40 0 O O O
SHOW L2TP USERO 56 0 0 O O
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DISABLE L2TP

DISABLE L2TP

O000oO0OL2TP /000000

DISABLE L2TP

g

LRTPOO000DO0OO0DO0DOODDOOODOOODOOOOOO

goooog

DISABLE L2TP DEBUGO 28 0 O OO
DISABLE L2TP SERVERO 29 0 0O 0O O
ENABLE L2TPO 30000 O
ENABLE L2TP DEBUGO 31 000 O
ENABLE L2TP SERVERO 33 000 O
SHOW L2TP0O 420000
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DISABLE L2TP DEBUG

DISABLE L2TP DEBUG

O000oO0OL2TP /000000

DISABLE L2TP DEBUG={ALL|PKT|STATE} {CALL[=call-id]|TUNNEL[=tunnel-id]}

call-id: 0 0 0O IDO 10 655350
tunnel-id: 0 0 0 0 ID0O 10 655350

g

L2TPOO0O00DD0OOODOOODOODOOODOO
goooog

DEBUG 000000000000 0OODALLOOOODOOOOOMPKTOOODOOOODOOODOO
ODO0MSTATEO L2TPO 000000000000 OOOOOOOO

CALL L2TPODOO IDODOO CALLOODOOOOOOODOOODOO L2TPOODOOOOOOOOODOOO
O0000O LL2TPOOO0O0OODOOOO

TUNNEL L[2TPOOCO IDOOO TUNNELOOOOOOOOOOODOO L2TPOOOOOOOOOO
O000oU00ooUoo L2TPOoOOOO0OOOOOO

goooog

DISABLE L2TPO 27000 O
DISABLE L2TP SERVERO 29 0 0 0O O
ENABLE L2TPO 30000 O
ENABLE L2TP DEBUGO 31 000 O
ENABLE L2TP SERVERO 33 000 O
SHOW L2TPO420 000
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DISABLE L2TP SERVER

DISABLE L2TP SERVER

O000oO0OL2TP /000000

DISABLE L2TP SERVER={LNS|LAC|BOTH}

g

LRTPO0O0O00O0OO0OOOOOOOO
goooog

SERVER 00O0O0O0OO0OOOOOODOLNS L2TP Network Server(TILAC L2TP Access Concentrator[l]
BOTHOLNSO LACOOOOOOODO

goooog

DISABLE L2TPO 27000 O
DISABLE L2TP DEBUGO 28 0 O OO
ENABLE L2TPO 30000 O
ENABLE L2TP DEBUGO 31 000 O
ENABLE L2TP SERVERO 33 000 O
SHOW L2TPO420 000
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ENABLE L2TP

ENABLE L2TP

O000oO0L2TP /000000

ENABLE L2TP

g

LTPO0O000O0OO0DO0DOODDOOODOOODOOOOOO

goooog

DISABLE L2TPO 27000 O
DISABLE L2TP DEBUGO 28 0 O OO
DISABLE L2TP SERVERO 29 0 0 0O O
ENABLE L2TP DEBUGO 31 000 O
ENABLE L2TP SERVERO 33 000 O
SHOW L2TP0 420000
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ENABLE L2TP DEBUG

ENABLE L2TP DEBUG

O000oO0OL2TP /000000

ENABLE L2TP DEBUG={ALL|PKT|STATE} {CALL[=call-id]|TUNNEL[=tunnel-id]}

call-id: 0 0 0O IDO 10 655350
tunnel-id: 0 0 0 0 IDO 10 655350

0

L2TPOO0O0D0DD0OOODOOODOODOOODOO
goooog

DEBUG 000000000000 O0OODALLOOOODOOOOOMPKTOOODODOOOODOODOOO
ODO0MSTATEO L2TPO 000000000000 OOOOOOOO

CALL L2TPODOO IDODOO CALLOODOOOOOOODOOODOO L2TPOODOOOOOOOOODOOO
O0000O LL2TPOOO0O0OODOOOO

TUNNEL L[2TPOOCO IDOOO TUNNELOOOOOOOOOOODOO L2TPOOOOOOOOOO
O000oU00ooUoo L2TPOoOOOO0OOOOOO

gooooggon

Manager > enable 12tp debug=state tunnel

Manager > enable 12tp debug=state call

Manager >

Info (146281): Call completed successfully.

Info (146275): Call CONNECTED on asyn 1.

Manager > L2TP [ tunnelId:0 to 192.168.1.32:1701 ]
old state idle - new state wait-ctl-reply
L2TP [ tunnelId:3400 to 192.168.1.32:1701 ]
old state wait-ctl-reply - new state established
L2TP [ tunnelId:3400 callIld:0 to 192.168.1.32:1701 ]
old state idle - new state wait-reply
L2TP [ tunnelId:3400 callIld:51299 to 192.168.1.32:1701 ]

old state wait-reply - new state established

Manager > enable 12tp debug=pkt tunnel

Manager > L2TP tx [ tunnelId:3400 callId:51299 to 192.168.1.32:1701 ]
40020060 0d48c863 ££030021 45000054 00390000 f££f0137ec c0a80132 c0a80101
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ENABLE L2TP DEBUG

0800abfc c2000000 aec4bd3b 2bf£f0700 08090a0b
18191alb 1lcldlelf 20212223 24252627 28292a2b

40020060 407bl186f ££030021 45000054 00390000
0000b3fc c2000000 aecd4bd3b 2bf£f0700 08090a0b
18191alb 1lcldlelf 20212223 24252627 28292a2b

L2TP rx [ tunnelId:3400 callId:51299 to 192.

0c0d0eOf
2cz2d2e2f

168.1.32:
3f01f7ec
0c0d0eOf
2c2d2e2f

10111213
30313233

1701 ]

c0a80101
10111213
30313233

14151617
34353637

c0a80132
14151617
34353637

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon

goboobogooboobbooboobbo

goooog

DISABLE L2TPO 27000 O
DISABLE L2TP DEBUGO 28 0 O OO
DISABLE L2TP SERVERO 29 0 0O O O
ENABLE L2TPO 30000 O
ENABLE L2TP SERVERO 33 000 O
SHOW L2TPO420 000
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ENABLE L2TP SERVER

ENABLE L2TP SERVER

O000oO0OL2TP /000000

ENABLE L2TP SERVER={BOTH|LAC|LNS}

g

LRTPO0O0O00O0OO0OOOOOOOO
goooog

SERVER 00O0O0O0OO0OOOOOODOLNS L2TP Network Server(TILAC L2TP Access Concentrator[l]
BOTHOLNSO LACOOOOOOODO

g
n [ 2TPOOOOO0 LACOOOOOOODODO

ENABLE L2TP SERVER=LAC

m [ 2TPOO00O0 LAC/LNSOOOOOOODOOOOO

ENABLE L2TP SERVER=BOTH

goooog

DISABLE L2TPO 27000 O
DISABLE L2TP DEBUGO 28 0 O OO
DISABLE L2TP SERVERO 29 0 0O 0O O
ENABLE L2TPO 30000 O
ENABLE L2TP DEBUGO 31 000 O
SHOW L2TPO420 000
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RESET L2TP COUNTER

RESET L2TP COUNTER

O000oO0OL2TP /000000

RESET L2TP COUNTER

g

LRTPO00O00O0OO0D0OOODOOODOO0

goooog

SHOW L2TP COUNTER
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SET L2TP CALL

SET L2TP CALL

O000O0OO0L2TP / L2TPO OO

SET L2TP CALL=call-name [TYPE={ASYNC|ISDN|VIRTUAL}] [IP=ipadd]
[REMOTE=call-name] [DIAL=phone-number] [NUMBER={ON|OFF|STARTUP}]
[PASSWORD=password] [PRE13={ON|OFF}] [PRECEDENCE={IN|OUT}] [SPEED=speed]
[ SUBADDRESS=subaddress]

calllname: 0000010150 00000000000000000000000000000O0OO0
ipadd: IP 0000

phone-number: 000001031000

password: 1000001031 000000000000000000OO

speed: 0 0 0 O 03000 4292967295bps 0

subaddress: 0 0000001031000

g

L2TPOO0O0D0OO0OOO0OODODOODODOOODOOODOOOOODOOOODODOO
goooog

CALL L2TPOOODO

TYPE 000000000000 0O0O0O0OD0OO0O000000000000O0O0O0O000O0O0O0OOLANDOO
O0o0D0Oo00oooooo VIRTUALDO L2TPO00000CDOOO0OOOOOO0OO0OOOO0O0OOO
0000000000 LACOOO000D00OO00DO0O0DO0O00D0DO00O0DO ASYNCO ACC
OO0O0O0OISDNOISDNOOODOooooono

1P 0000000000 U0DIPODODOODOLANOOOOOOOOOOTYPE=VIRTUALOOOOOO
o0oooooooOoo o00000D0D0ODO0OODODODDODDOODODODODODODODODDODODUOODODODOO
gbobooboobooboobooooboboobooboom

REMOTE 000000000000 000000O0OO0O0OOODOOOOODOODOODOOOOODOOO
TYPEOOODOOOOOOOODOODODODODODODODOOODODODOODODODDOOOOO00O00O0TYPE=VIRTUAL O
000000000000 0oD L2ZTPOOO00ODOOOOOOOOOOOTYPE=ISDNOOOOO
OLACOODOOODDOOD ISDNOOOOOOTYPE=ASYNCOO ACCOODOODODOOooOooo
TYPE=VIRTUALOOOOOOOOOOO REMOTEOODOOOOOOOOODOOOOOOOOO
O0000 LL2TPO0O000O0ODO0DOOOOOODOOO

DIAL ISDNOOODOOUOOOUOO0OO0OUOOO00O00000000ooooodLACODODoDooooDoo
O000U0oooISbNOODOoOoOoOoOOOO0OO0O0OOODUOODO ACCODDoDODOODDODOO

NUMBER L2TPOO000O00OO00OCOOOOCOOONsSOOOOODOOOONOOOODOOODOFF
0000000000000 0000000000U0OSTARTUPODODODODODODOODOOOOOO
INSOOOOooOooooooooPPPOOCOODOODOOOOOOOODUODDUODDODOOO

PASSWORD 0000000 LL2ITPOOD0OOOOO0O0OOOOOOODOOOOOODOOOOOODOODO
goooooooooo
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SET L2TP CALL

PRE13 pre-Internet Draft 1300000000000 L2TPO0000OO0O00OOO0O0OOOO

PRECEDENCE LANOOOOOOOTYPE=VIRTUALOOOOOOOOOODOOOOOOOOOOOOO
0000000000000 ooooooooo INGO

SPEED LACOO0O0O0O0OO0O000D00000000OO0OD0DDOD0000O00bpstDLNSOO L2TPOO
0000000000o0000000000000 64000bpsO

SUBADDRESS 000000000 ISDNOOOOOOOLNSOOD L2TPOO0O0O0OOOOOOOOO
O0O0D0DUOODOOTYPE=ISDNOOODODOOOO

goooog

ACTIVATE L2TP CALLO 140000
ADD L2TP CALLO 150000
DEACTIVATE L2TP CALLO 220000
DELETE L2TP CALLO 23 0000
SHOW L2TP CALLO46 000 0O
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SET L2TP CHECKSUM

SET L2TP CHECKSUM

O000oO0OL2TP /000000

SET L2TP CHECKSUM={ON|OFF}

g

L2TPOO0O0O0OO0OO0OO0OO UDPODOOOOOOOODOOOOOODOOODODOO
goooog

CHECKSUM L2TPO00000000O00OO00O0COOOOOOOOO0DOOOO0O0OOOO0 ONO

goooog

SHOW L2TP0O 420000
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SET L2TP FILTER

SET L2TP FILTER

O000oO0OL2TP /000000

SET L2TP FILTER={filter-id|NONE}

filter-id: 0000000000990

g

O000o0o0oo L2TPO00O0oooooong
goooog

FILTER [POCOOOOOOADDIPFILTEROOOOOOOmMOOOOOOO L2TPOOOODOOOO
0000000000000 0D0DU0DODUOODOONONEDDDODODDDODODODOODODOODODOOOOOO

goooog

ADDIPFILTER(DIPO O 1730000
SHOW L2TPO42 0000
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SET L2TP PASSWORD

SET L2TP PASSWORD

O000oO0OL2TP /000000

SET L2TP PASSWORD={password|NONE}

password: 1000001031 000000000000000000OO

g

L2TPOO0O00O00OO0DOOOOOOOOO
gooooooooooboboobbooooooooooboobobobbbbbbbbooooDbUbD B
oo

goooog

PASSWORD [2TPOO00000000O0OOO L2TPOOOOOODOODODOOOOOOOOOOOOO0O
000000000000 00oDoo0000000D00D0OONONEOD DD DODODODOoDoooon
gooogo

goooognd

000000000000 OoDoDoOOoDoDoODOOO ADDL2TPPASSWORDO D OO ODOOOOODOOO
0000000000000 ooooD CREATECONFIGOODOOOODODODODODODODDODOOODDOOOADD
L2TPPASSWORD O OO OO OOOOOOOODOOO

goooog

ADD L2TP PASSWORDO 190 00 O
DELETE L2TP PASSWORDO 2500 00
SHOW L2TPO42 0000
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SET L2TP USER

SET L2TP USER

O00O00O00L2TP / LAC

SET L2TP USER={domain-name|ALL|LOCAL|NONEREMOTE} [ACTION={DATABASE|
DNSLOOKUP|IGNORE|RADIUS}] [IP=ipadd [PORT=port]] [NUMBER={ON|OFF}]
[PASSWORD=password] [PRE13={ON|OFF}] [PREFIX=domain-prefix]
[TIMEOUT=8. .300]

domain-name: 00000

ipadd: IP 0000

port: UDPOOOODO

password: 1000001031 000000000000000000OO
domain-prefix: 00 00000000001063000

0

LACODOODOOISDNOODODODODODOOO0OO0000000oo0ooooo00000000OooLNSO
goboooopooobooobo

USEROOOO0OO0O000000000UO0O PPPODOODOOOOOODACTIONDOODOOODOOOOOOO
OLNSOODDDODODODODOO0O0OO0DO0DO0DO0DODLACODOODOD0O0D0OD0DODO0OOLNSOOOO PPPOOODO
goooooo

goooog

USER LACOO0OO0OO0OO0O0OO0O0O0O00O00OO0OO0O0OOO0OO0OO0O0O0O0O0O0O0O0000O00 LAC
OD0000D0O00OUACTIONOD OO 00oooooooooooooooooo PPPOOOOOO
LNSOOOOODOLOCALOODODODODODODODOODO000O000O0O0DOOO0userALDREMOTE OO
O000000000000000UserA@domainxxx(DALLOOOOO PPPOOOOOOOOOO
O0000000000domainxxxJ0 0000000000000 000O0000O00O0O0O0OOO
0000 0000USER="domain.xxx"0 000 0 0”"xxx@domain.xxx"0 000000000000
ODOODMNONEODDODODODODODDODODODOOoOooo PPPOO OO OOAUTHENTICATION=NONE
OPPPOOOOOODOOOOOOO

ACTION USEROODUOOOODOO0OO0OOOOO0OOO0DOOOO0OO0OOODOOO0O0OOOODOOODATABASE
odooooooolPOooooooo UDPOOOOOOODOODOOODOOOODOO LNSOOOO
0000o0o0o0oDo0o00oooo00o0o0ooD0Oo00dOoODNSLOOKUPOOODOODOOOOOO
0000000 000o0DNSOOODOD0ODDODOoO0ooooooo LNSOOoooooooooooo
ODUOO0OOPREFIXOOOODODOODODODOOMMRADIUSOODOODODODODODODODOOOOOOOOO
00000 RADIUSOOODOOOO0OO0DOOOOOOLNSO IPOOOOOOO0OOOOOOOOOOO
IGNOREODDODUOODODOODODODODODODODUODO0OODODU0DOD0ODO0ODLACODODOOOOO PPPOO
000000000000 0ACTIONDO DATABASEO O ODOOoOOoOooOoOIPOOOOOOooOoOO
D000 PORTOOODDOOOODOOOODOOODOOO

IP ILNSO IPOODOOOACTION=DATABASEO O OOOOOO
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SET L2TP USER

PORT LNSOOOOOO UDPOOOOOOACTION=DATABASEOOODOOUOOOOOOOOOOOO
IPOOOODOOO0OOOOOO

NUMBER [2TPO0000000000000OOO00OOOOO0OOCOONOOOOOOOOOOFFOOO
0000000 00oo0ooooooooOoSTARTUPODOOOOOODOOOOOOO LNSO
O0o0oooooooooPPPOODOO0OOOOOOOOODOOOODOOOOODOO

PASSWORD INSOOOOOODOOOOODOOOOOOOOOOOLNSD L2TPOOOOOCOOOO

PRE13 pre—InternetDraft13DDDDDDDDDDD LTP00o0o0o00o0oo0goooooon

PREFIX DNSOOOOODOOODOOOODOODOOOOOOOOOACTION=DNSLOOKUPOOOOOOOO
odoo0oooodooDo0oooooo0oooooodooooooooooon DNSOoOoO
0000000 user@somewherexxxO 0000 0000000000000 00OOPREFIXD
012tp0 O O D 12tp.somewherexxxO 0000 DNSOOOOLNSO IPO0OO0OOOO0OOO

TIMEOUT 12TPO00000000000O00OO0O0OOCOOOO

goooog

ADD L2TP USERO 200 00O O
DELETE L2TP USERO 26 0 0 O O
SHOW L2TP USERO 56 0 0 O O
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SHOW L2TP

SHOW L2TP

O000oO0OL2TP /000000

SHOW L2TP [COUNTER]

L2TPOO0O00O0OO0OO0OODOOODOOOOOOO

goooog

COUNTER 0000000000O0DOOODOOODOOODOOOOOOOOOOOO

gooooogon

Manager > show 12tp

L2TP Server

State . e enabled
SEIVEY ittt it e e e e e both
Passwords
192.168.10.1 - 192.168.10.254 ........ bcdef
0.0.0.0 - 255.255.255.255 ... ... .. .. abcde
Filter . ...ttt not set
Checksum Payload Packets ......... on
Failed Authentications ........... 0
IN MESSATUES v vttt vttt et e 30
OUL MESSATES vttt vttt ittt eeeenenn 47
IN EXTOTS vttt ittt iiie oo 0
Tunnels ...ttt e 1

Manager > sh 12tp counter

L2TP Server

State . e enabled
SEIVEY ittt it e e e e both
Passwords
192.168.10.1 - 192.168.10.254 ........ bcdef
0.0.0.0 - 255.255.255.255 ... ... .. .. abcde
Filter ...t not set
Checksum Payload Packets ......... on
Failed Authentications ........... 0
IN MESSATES vt v vt vttt et e e 123
OUL MESSAgES v vttt i it ittt eeeenenn 145
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SHOW L2TP

IN EXTOTS vttt ittt iee e 0

In Discarded - Disabled .......... 0

In Discarded - Filtered .......... 0

In Discarded - No Such Tunnel 0

In Discarded - No Such Call ...... 0

Mal Formed Packets ............... 0

In Control Packets ............... 30

In Control Packets With Data ..... 26

In Control Packets No Data ....... 4

Processed Control Packets ........ 30

In Order Control Packets ......... 26

Out Of Order Control Packets ..... 0

Order Discarded Ctl Packets ...... 0

Out Control Packets .............. 51

Out Control Packets With Data .... 37

Out Control Packets No Data ...... 14

In Data Packets ............... ... 93

In Data Packets With Data ........ 93

In Data Packets No Data .......... 0

Processed Data Packets ........... 93

In Order Data Packets ............ 0

Out Of Order Data Packets ........ 0

Order Discarded Data Packets ..... 0

Out Data Packets ............ ... .. 94

Out Data Packets With Data ....... 94

Out Data Packets No Data ......... 0

TUNNELlS .ot i ittt e e e 1
State [2TPO0O0CO0OO00OOOOO0
Server O00DD0DO0O0OD0OD0OLACOLNSObothO OO OO
Passwords godooooobooooooooooooooobooooooo

OO0 IPOOO0ODOO00O00O0D0O00O0O0O0O0OOO0OOOOO not set

Filter Jodoooo TPO0000OOO0OO IPODOOOOOOOOOO

000 not set

Checksum Payload Packets

L2TPOOO0ODOOOOODO UDPOOOOOOOOOOOOOOO

Failed Authentications

gogbooboboobooooo

In Messages

L2TPOOOOOO0O

Out Messages

L2TPOOODOOO0O

In Errors 0o00 L2TPO00000000ooooooooon
Tunnels gooooooooooooo
0 1:
State [2TPOOOD00O00O0O0O0O0O
Server O0O0O0OOODODOLACOLNSObothO OO OO
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SHOW L2TP

Passwords gooooboobboobuoobbooooooooooooobn
ooooolIPODO00OO0OOO0DOOO0OOO0OOOO0ODOOOOOOOO
U not set

Filter Ooooo0oOo RRTPOD0DO0O0OO0OOOOIPOOOODOOOOOO

00000 not set

Checksum Payload Packets

L2TPOO0OO0ODOOOOODO UDPOOOOOOOOOOOOOOO

Failed Authentications

gogbogboboobooooo

In Messages

L2TPOOOOOO0O

Out Messages

L2TPOOOOOO0O

In Errors

D000 L2TPO0000000O0O0OOOOOOOOO

Mal Formed Packets

0000 L2TPOOOODOOOOOO0O0O0O0OOOOOOODOOO
g

In Control Packets

L2TPOO0O0D0OOODOODOOODOO

In Control Packets With Data

0000 L2TPOOOODOOOODODOOODOOOOOOOODOOO
U

In Control Packets No Data

0000 L2TPOOOODOOOODODOOODOOOOOOOODOOO
ogo

Processed Control Packets

0000 L2TPODOOODODODOOODOOOOOOOOOOOOO0O
gooo

In Order Control Packets

000000000 L2TPO000O0O0O0OOOOO

Out Of Order Control Packets

000000000 o L2TPOo0OoOooOooooon

Order Discarded Ctl Packets

O0o00o0oooooooOoooOo0o LRTPO0DO00DO0DOOOOOO

Out Control Packets

L2TPOO0O0D0OOODOODOOODOO

Out Control Packets With Data

000000000 o L2TPOo0OoOooOooooon

Out Control Packets No Data

000000000 o L2TPOo0OoOooOooooon

In Data Packets

OO0 L2TPOO0O0O0O0OO0O

In Data Packets With Data

0000 L2TPOO000000O0O0OOOOOOOOOOOO

In Data Packets No Data

0000 L2TPOOOODOOOODODOOOO0OOOOOOODOOO

Processed Data Packets

0000 L2TPOOOODOOOODODOOOO0OOOOOOODOOO
g

In Order Data Packets

O00000o0oo L2TP00O0Ooooong

Out Of Order Data Packets

O000o0ooooo L2TPoOoOoOoOoOoOn

Order Discarded Data Packets

0000000000000 oooo L2TPOo0ooooon

Out Data Packets

L2TPOOO0ODOOODOOOO

Out Data Packets With Data

000000000 o L2TPO0000oooono

Out Data Packets No Data

000000000 o L2TPO0000oooon

Tunnels

gogbogboboobooooo

0 2. COUNTEROOOOO

goooog

44 | CentreCOM AR415S 0000000000 2.9 L2TP

613-000667 Rev.F



ADD L2TP PASSWORDO 190 00 O
DELETE L2TP PASSWORDO 2500 00
DISABLE L2TPO 27000 O

DISABLE L2TP DEBUGO 28 0 O OO
DISABLE L2TP SERVERO 29 0 0O 0O O
ENABLE L2TPO 30000 O

ENABLE L2TP DEBUGO 31 000 O
ENABLE L2TP SERVERO 33 000 O
SET L2TP CHECKSUMO 37 0000
SET L2TP FILTERO 38 O O O O

L2TP

SHOW L2TP
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SHOW L2TP CALL

SHOW L2TP CALL

O000O0OO0L2TP / L2TPO OO

SHOW L2TP CALL[=call-name]

call-name: 00000101500 000000000000000000O00O00O0OODOODOOODO

g

L2TPO0O000O0OO00OOOOOO
goooog

CALL L2TPOOOO

gooooogon

Manager > show 12tp call

L2TP Call Information

Yo YT virtual

Precedence .............. out

Sequence numbering ...... off

Remote is pre draftl3 ... off

Speed ... e e 64000

IP address .. veeeneennen.. 12.34.56.78

Password ........c.c.c.o... not set

Remote callname ......... vpn

Dial .....iiiiinin.. not set

Subaddress .............. not set
Name L2TPO OO0
Type DDDDDDDDDDDDDDDDDDasynCDDDDDDDEI:JiSanISDN

O00MvirtualO L2TPOOOOOOOOO

Precedence 00000ind0DO00000ouwtDOOO0OO

Sequence numbering [2TPO000000000000O0O0O0000OOO000O0O0onO0000MM
OffEJDDDDDDDDDDDDDDDDDDEDS’[artupDPPPDDDDDDD
gooooooooooo
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SHOW L2TP CALL

Remote is pre
draft13

OO0 L2TPOOO0O00 pre-Draft 13000 L2TPOOOOO

Speed 00O0000bpsO
IP address ooooooooIrPoOoDO
Password gooooooooouobooobooooooooooobooboooboooog

gooboogo

Remote callname

0000000000000 ooOOooOoDDOoDDODmDODOOoDDOODOO0ACC
OUO0O0OISDNOODODOOoL2ITPO00O0O0OOOO

Dial 000000 0o0oooDoooDooooD ISbDN/0Ooono
Subaddress ISDNOOOOOO

O 3:
ooooono

ACTIVATE L2TP CALLO 140000
ADD L2TP CALLO 150000
DEACTIVATE L2TP CALLO 220000
DELETE L2TP CALLO 23 0000

SET L2TP CALLO 350000

L2TP
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SHOW L2TP IP

SHOW L2TP IP
O00000L2TP / LNS

SHOW L2TP IP

g

INSOODOODODLACODODODOODOOODOOO PPPOODOOODODODOODODODODODOODODOOO

gooooogon

Manager > show 12tp ip

L2TP IP Range Information

IP RAGNTE vttt ettt eee e eeeeeeennn 0.0.0.0 - 255.255.255.255
PPP template .................. 1
Sequence numbering ............ off
Pre-draft 13 support .......... off
ToS Reflect .......... .. ... ... off
Proxy Authentication .......... off
IP Range LACO IPOODOO
PPPtemplate PPPOOCOCOOOOCOO0OO LACODOO0ODOODODOOOODOO PPPOOOO

gooooooooo

Sequence numbering [2TP000000000000O0O00000COOO000O0O0onO0000MM
OffEJDDDDDDDDDDDDDDDDDDEDS’[artupDPPPDDDDDDD
gooooobooooo

pre-draft13 support pre-Draft 1300000000000 LACOOOO0OODOOO0O0OO0OODOOO
U

Proxy Authentication 00000 LNSOOOOOOODOOOOLACODODOOOOOOOOOOOO
OOPPPOOOOOOOOOOOO

O 4:

goooog

ADD L2TPIPO 170000
DELETE L2TPIPO24 0000
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SHOW L2TP TUNNEL

SHOW L2TP TUNNEL

O000oO0OL2TP /000000

SHOW L2TP TUNNEL|[=tunnel-id] [CALL[=call-id]] [COUNTER]

tunnel-id: 0 0 0 0O ID0O 10 655350
call-id: 0 0 0O IDO 10 655350

g

L2TPOO0O00O0O0OO0DOODOOOOOOO
goooog
TUNNEL 0000 IDO0O0O0D0O0O0OD0OOOD0OOOOOOOOOOOOOOOO

CALL L2TPOODO IDODO0OO0OOOOOOOOOOOOOOOOOOOOO
COUNTER OCOO0OOOOOOODOOOO

gooooggon

Manager > show 12tp tunnel
Tunnel ID ...ttt iiinennnn. 65278
State ... i established
Started .......... . . oo, 02-0ct-2001 11:56:04
DEDUT ittt i it e e e disabled
Receive Window .............. 4
Remote IP Address ........... 12.34.56.78
Remote UDP Port ............. 1701
Remote Tunnel ID ............ 46676
Remote Receive Window ....... 4
Remote Firmware ............. 2-2
Remote Framing .............. sync+async
Remote Bearer ............... digital+analog
Remote Hostname ............. bulbul
Max Timeout (s ) ............ 5
Round Time Trip ............. 14
Adaptive Time-Out ........... 14
Last Acked .......... ... ..... 2
Next Sent ................... 3
Next Received ............... 3
Calls Active ................ 1
Call ID .ottt et e e e 29131
Tunnel ID ...ttt ittt iinennn 65278
SEerVeYr TyYDPE vt ittt ettt et e e LNS
Started ....... .. i i i 02-0ct-2001 11:56:04
L2TP CentreCOM AR415S 0000000000 2.9
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SHOW L2TP TUNNEL

USername .........ououuueunenennen.n not set
State ... established
Call Serial Number .............. 5

Remote Call ID .........vvvvvvn. 43202

Manager > show 12tp tunnel call

Call ID .t v ittt i i e e 52987

Tunnel ID ...ttt ittt iieennn 8323

SEervVer TyDE vt ittt ettt et e LNS

Started ...... .. . i 02-0ct-2001 11:57:11
USername .........ououueuneneneennn not set

State ... established

Call Serial Number .............. 6

Remote Call ID .........cvvvvn. 32012

Manager > show 12tp tunnel counter

Tunnel ID . ... ...ttt iiennnnnn. 8323

State ... e established

Started ........ .. ..., 02-0ct-2001 11:57:11

Remote IP Address ........... 12.34.56.78

Remote UDP Port ............. 1701

Remote Tunnel ID ............ 12765

Remote Hostname ............. bulbul

In Control Packets .............. 3

In Control Packets With Data .... 3

In Control Packets No Data ...... 0

Processed Control Packets ....... 3

In Order Control Packets ........ 3

Out Of Order Control Packets .... 0

Order Discarded Ctl Packets ..... 0

Out Control Packets ............. 4

Out Control Packets With Data ... 3

Out Control Packets No Data ..... 1

Out Flow Control Timeouts ....... 0
Tunnel ID goooooooo ID
State 0000000 0idled wait-ctl-reply O wait-ctl-connO wait-reply U es-

tablishedOillegal 0 0 00O
Started gooooooa
Debug goooboodooooooboooouooooboouooobuonoouoo
disabledO state[) packetO illegal 0 0O 0 O O

Receive Window gdooooooboooouoooooooon
Remote IP address Ooool2TPOOCOOOIPOOCDOO
Remote UDP Port ooooubrPOOOOO
Remote Tunnel ID Joooooooo ID

Remote Receive Window gobooooooobooobooboboobo
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SHOW L2TP TUNNEL

Remote Firmware

goboooboobooobbooboo

Remote Framing

ooooo0o0000000nonedsyncllasynclsync+async 0 0000

Remote Bearer

00000000000 0noneddigitald analogO digital+analog O O
goo

Remote Hostname

O00000000000 ARDODOODODOOOOSET SYSTEM NAME
goboboboooboooboooboo

Max Timeout (s)

000000000 oUo L2TPO00000DO0DOoDOOoOoDOOOOOn

Round Trip Time

O0000oooooo L2TPOCO0OOD0OOO0O0O0DO0O0O0O0OWMOO0O

Adaptive Time-Out

ACKOOOOOoooooooooooo

Last Acked

O000000 L2TPOO0O00O0O0O0O0O0O0O0 ACKOOOOOOO

Next Sent

O00000 L2TPOO0O00O0O0O0OOOOOOOO

Next Received

00000000 ooooooOo L2TPO00O0OOODOOOOOOODOO

Calls Active

gobooboobbooobooobooboobbo

Call ID Jodooooo Iboooooo IDg

Server Type O00D0D0OO0ODO0DOLACOOO LNS

Started goooooooooooo

Username oooooooo

State 00000000000 0idled wait-cs-answerwait-connect estab-

lishedODODOODO

Call Serial Number

gobooboooboooon

Remote Serial Number

gobooboobbooobooobooboobbo

Remote Call ID

Oo0oooooo Iboooooo IDO

0 5:

Call ID JodoooooIboooooo IDg

Started goooooooooooo

Username oooooooo

State 00000000000 0idled wait-cs-answerwait-connect] estab-
lished DD DO OO

Debug godooooooboooooobooboooooooooooo

disabledO state[) packetO illegal 0 0 0 O O

Call Serial Number

gboboooboooooooo

Remote Call ID

Oo0oooooo Iboooooo IDO

Authentication Type

00000000 Proxy Authentication TypeO

Remote Receive Window

gobooooooobooobooboboobo

Processing Delay

ooooogoloooo

Physical Channel

goboobooobooobooboobbon

Framing

ooooo0o0000000nonedsyncllasyncsync+async 0 0000

Bearer

L2TP

00000000000 0noneddigitald analogO digital+analog O O
goo
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SHOW L2TP TUNNEL

Connect Speed

gobooobooooboobobooboobbon

Dialed Number

000000000000000000 ISDN/0D00O0O00D0000 not

set

Sub-Address

000000000000 000000 ISDNOOOO000ODialed
Number 0 ISDNOUOOOODOO0OU0O0OOO0O0OOOOOU not set

Private Group ID

ooooooouooo I

Remote Processing Delay

ooooooooooooooloooo

Remote Physical Channel

goboooboooboobobooboobbobboon

Remote Framing

o0o0oO0oO0bo0oo0oo0o0o0oo0ooooooooooooon
ooooooooooooooododononelbynclhsynclbync+async
ooooo

Remote Bearer

goooooobooouoooooooboooboobobooooooooo
000000000000000000000noned digitald analogh
digital+analog 0 0O 0O O O

Remote Connect Speed

00000000000 oLACODODODODOODOoDoooooo
gobooopoogobooobo

Remote Dialed Number

00000000 ISDN/000000000000o0o0000oooo
goboobooooooooo

Remote Sub-Address

O0000O0ooOoISbNOODOoooooooooooooooooooo
goboooboooobooobooboo

Remote Private Group ID

goooo0ooUooooUooDUooD I

Round Trip Time

O0000oooooo L2TPOCO0OO0OD0OO0O0OO0O00O0O0O0O0OWMOO0O

Adaptive Time-Out

ACKOOOOOoooooooooooo

Last Acked

O000000AckOOODDDOOODOD L2ZTPOOOOODOOO

Unacked

000000000 000o0O0o00000ooD L2TPOOOOOOOOO

Received Unacked

0000000000 Uooooo L2TPOoOO0OOOOOO

Force Ack Window

goboooboooobooobooboo

Current Window

gobooooooobooobooboboobo

Tx Queue Length

gobooooboogn

Next Sent

O00000 L2TPOO0O00O0O0O0OOOOOOOO

Next Received

00000000 ooooooOo L2TPO00O0OO0OODOOOOOOOOO

In Discards

00 LL2TPOO0000O0000O00O00O0O00O0OOOOOOOOO

613-000667 Rev.F

In Packets [L2TPOOOODOOODOO0O
In Bytes L2TPOOOOCOO0O0OO
Out Packets IL2TPO0OO0O0CODODOO
OutBytes [2TPOOOO0O00O0OOO
O6:000000000IDOOO
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Tunnel ID 00000 L2TPOOOO ID
State 00000000 idleDwait-ctl-reply Gwait-ctl-connCwait-reply 0
establishedOillegal DO 00O

L2TP CentreCOM AR415S 0000000000 2.9 | 53
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SHOW L2TP TUNNEL

Started

goboooboo

Remote IP address

D000 L2TPOODOODOO IPODOOO

Remote UDP Port

Oooo uUubrPOOOOO

Remote Tunnel ID

ooooooooo I

Remote Hostname

000000000000 ARDODOOODOOOOSET SYSTEM
NAMEOOOOOOOOOOOOOODOOO

In Control Packets

L2TPO0O0O00O0OODOOODOOOO

In Control Packets With Data

0000 LTPO0OD0OO0OO0O0ODOOO0ODODOOOODODOOOOO
RN

In Control Packets No Data

0000 LTPO0O0O0OO0O0DOOO0ODODOOOODODOOOOO
gooo

Processed Control Packets

0000 LTPO0OO0OO0O000OO0OO0O00OODODOOOODOOOOO
googoo

In Order Control Packets

0000000 U0UOoD L2TPO0O0O0O0OOOOOO

Out Of Order Control Packets

00000000 oo L2TPOO0O0OO0OOOOOO

Order Discarded Ctl Packets

00000000000 oooooD L2TPOC00OOO0OOOOOO

Out Control Packets

L2TPOO0O00O0OODOOODOOOO

Out Control Packets With Data

00000000 oo L2TPOO0O0OO0OOOOOO

Out Control Packets No Data

0000000 oo L2TPO0O0O0O0OOOOOO

Out Flow Control Timeouts

L2TPOO0O00DO0OODOOODOOODOOOOOOO

Call ID Jodooooo Iboooooo IDg

Started goooooooooooo

Username oooooooo

State 000000000000 idled wait-cs-answerd wait-connect(]

established DO DO OO

Call Serial Number

gbobooobooooooooo

Remote Call ID

OoooooooIbobooooo IDO

In Packets

L2TPO0O0O0O0O0O0O

In Bytes

L2TPO00O0O0O0O0OOO

In Payload Packets

OO0 LL2TPO0O00O0OOO0O

In Payload Packets With Data

0000 L2TPOO000000O0O00OO0OOOOOOOOOO

In Payload Packets No Data

o000 L2TPOO0O00OO0OODOOOOOOODODOOOOOOOO

Processed Payload Packets

0000 LTPO0O0O0OO0O0DOOO0OODODOOODODOOOOO
oo

In Order Payload Packets

0000000 Uo L2TPO0O0O0O0OOoOn

Out Of Order Payload Packets

O000oU00ooUoo L2TPO0O0O0OOoOoOO

Order Discarded Packets

0000000000000 ooooU L2TPOoOOOOOOO

In Discards
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SHOW L2TP TUNNEL

Out Packets

L2TPO0OO0O0OO0O

Out Bytes

L2TPO0O0O0O0O0O0OOO

Out Payload Packets

L2TPOO0O0O0O0ODOOO0O

Out Payload Packets With Data

000000000 L2TPOo00ooooong

Out Payload Packets No Data

000000000 L2TPOo0O0ooooong

Out Flow Payload Timeouts

LRTPOO000OO0OO0DDOOODOOODOOODOO0N

goooog

ACTIVATE L2TP CALLO 140000

ADD L2TP CALLO 150000
ADD L2TP USERO 200 00O O

0 7:COUNTEROOOOO

DEACTIVATE L2TP CALLO 220000

DELETE L2TP CALLO 23 0000
DELETE L2TP USERO 26 0 O O O
SET L2TP CALLO 350000
SET L2TP USERO 40 0 0 O O
SHOW L2TPO42 0000

SHOW L2TP CALLO46 000 0O

L2TP

CentreCOMAR415S 0000000000 2.9
613-000667 Rev.F

55



SHOW L2TP USER

SHOW L2TP USER

O00O00O00L2TP / LAC

SHOW L2TP USER=[{domain-name|ALL|LOCAL|NONE|REMOTE}]

domain-name: 0 0000

g

LACOODDO0ODUO0ODU0O00DU0000o0goo LNSOoDoooooooooooo
goooog

USER PPPOO0O0OOCOOCNONEOOOCOOOOOOOPPPOOOODOOOOOODDOLOCAL
Ooo0000ooooo0ooododuserAD D000 PPPOOOOOOOOODOODOOREMOTE
OU0000000000000000userB@domainBxxx0 O OOOO PPPOOOOOCOOOO
ODOODUDALLODODOOO PPPOCOOOOO0OO0OOO0DODOOOOOOOOODOOOOOOOOOO
000000000000 D000000USER="domainC.xxx”0 00000 "xxx@domainC.xxx"
oooooooooooooooom

gooooogon

Manager > show 12tp user

L2TP User Information

User : all

Action ...........ia.. database
Password ... jogefoge
Maximum timeout .......... 20
Sequence Numbering ....... off
Remote is pre draftl3 .... off
Remote IP ................ 192.168.1.32
Remote Port .............. 1701
56 | CentreCOM AR415S 0000000000 2.9 L2TP
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SHOW L2TP USER

User

00000000 alldlocallnonedremote D0 O OO O
gooooooooood

Action

Ooooooo PPPOOODODOOOOOODOOOOO
0 O 00 O databasel Remote IP 0 O O (0 dnslookup
ODNSOOOOO0OOO0O0000 Mignored 000 PPP
0000000000 radiusORADIUSO O OO0
gbooboooboooooooon

Password

INSOOOOODOoooooooooooooooooo
ogo

Maximum timeout

L2TPOO0O0ODOODODOODODOODOOOOO

Sequence numbering

LRTPOO0O00D0ODO0O0DODOO0OODOOOODOOOO0N
O00on0 0000 Moff00000000ODOOOO
000000 startupOPPPOODOOOOOOOOO
gobobobobo

Remote is pre draft13

pre-Draft 1300000000000 L2TPOODOOO
gobbobbobbooon

Remote IP

INSO IPOODOODO Action D database0D OO OO0
O

Remote Port

ILNSO UDPOOOOODOAction O database 0 00O O
gooo

Prefix DNSOOOOODOOUODOOODoOO0ooOoOooOoO Action
0 dnslookup DO O O0O0ODOO
O 8:
ooooono

ACTIVATE L2TP CALLO 140000
ADD L2TP CALLO 150000

ADD L2TP USERO 200 00O O
DEACTIVATE L2TP CALLO 220000
DELETE L2TP CALLO 23 0000
DELETE L2TP USERO 26 0 O O O

SET L2TP CALLO 350000

SET L2TP USERO 40 0 O O O

SHOW L2TPO42 0000

SHOW L2TP CALLO46 000 0O

L2TP

CentreCOMAR415S 0000000000 2.9
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