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BETDENTEET,

Policy-based V—7T « VZIZ&Y . BENT v EONY H—1F
WICEDE NIV FMIRBERRY Y — (W—ERE1T) %
BUBT H—ERAAMTITEZEITEINTY FTEICEB DR
HEEBYBIETEET,

RSVP (Resource reSerVation Protocol) (&% BIEmisDHE
RHOTEZT, RSVP JOFV—I IV HIKY, BED
NYAR—BERAEFOS 74 v o7 0—42RETDHE 2V H—
PLY—N—=ICHRH2>TRSVP XvE—I%FEELBEEFER
L&ET, ZBDTO0—HE<L3E88NICHEARBL &I,

TYUwIVITETORIVRIIC 5 BEOBEEZ#RETEZF
T, &lo. LAN BIRA W FR—FZHOTEE. VLAN 2T \w
A—O IEEE 802.1p 2—H¥—TF S 44U 74 —EBICEDEN
Tv IREEF21—%EUHBTS 802.1p QoS £HR—FLT
W&ETJ,

WAN O— R/INS VR (AT-FL-15)

BHROWAN@RZFABL TS24 voaRlzeniis t o
TY. ARREEBAT D & HEHEND/NT v R ERORIC
RUDEHBETORBEEZNHL TEEZEMEATEDEE
BIC. ORIV VEERITRICIDUEBR S 2 & T WAN HEHDE
BEEBHBENTEET,

BUVERNZRDIP Xy NO—U DEE

VRRP (Virtual Router Redundancy Protocol) Z#HR— LT
WETL VRRP (&, BRDI—E2—%T)—TL T (XRE—
ETBUEDNYETPYVT) . dichE 1 BOI—R—THDH
DEDICREHHFET ORIV TT Y RE—I—R—DEEED
UV HROVIZEDBENRELICHBE NVOP VT I—R—
MYRA—)—E—ICRIBL BENRKEL V-2 —DEMEA
SIEMEE T, VRRP IZ&Y . YRTFTLARAEMEZFTS. &L
BEMERDIP RY FD—O%RBRTEFT,

B—LAN LIZEHDIYRE—I—R—DBETDHE. RO
RRBR—=W—R—=T 1 BONVOLPVIN—A—%HBTEF
To

BENBEAEICLY . #SPOREBEMAIBD LN TESR
To

PPPEREEE IP7 RURT—)b

PPP [CLBERICHTBREASEEL T ARRBOT—HEN—
R FEREY —/N— (RADIUS) #EATEX T, HHL—

—ICHLTIPP RLREERBBE, IP P FLRT—H 5
BNICIP P FLURZEIUSTEIENTEE T,

BOPTVWI 7SIV AT L

V740 —=y3a V@ REZ PV (TFRH) ELT, 7
ZyYaXEY— TOrPANVYRTL) ICRBSNE T, 771
WY RT LK, BRORET 71 VR BELTHFET. Y
H—EHHEHDED ZEICLY  REBOELICEHET. BFN
[CREEDNUHABRBE, RS BRNTAETT,

NYFITPAIICEBD VY FOERGHTEE T NYF T2 A
U (SCP) Z&. BEZ 7 (CFG) ICBHEAR TS0
NV REZRIDCEHTE, ETHRDOTBEHENET,
COEEES < DI—R—% BRI BBEIC FERICEFTT,

TFTP. Zmodem, Web GUI ICK BREZ 71 ILDNV L P v
7 (Pyv7O—-B), URLP HHOvO0—-F) HTEEY, &
oo TFEREIFT 42— Web GUI #FIBL TRED 71U %
WETDEETEFT,

Y RAT LDERVERE

Web GUI [C LB BBATEE T,

SSH (SecureShell) . Telnet IC&% . AEBDEBESEBH TS
%79,

BEYER. BEAN VAT —ROUYHPYvIPROVRS
EVRRIBANY FIED M A—%FKETEE T, IR &
BEBRNOHBEETTITDEV I ENTRETT,

AVR—RY EDBOFPEY L @RO UV OREDE(L, OF
BE%, A—JVELTEETEEXT (SMTP),

Syslog #—N—=(CRL T, OFDEHHTEET, 05, 3
VY—)u. SSH. Telnet THRID_EETEFT,

NTP 55 APV FCLBEEDEIATRETT .

SNMP ZHR— kL TLWBDT AYTUI Y FHUB/ XA
FREZBSHOITHEHERY FD—OBBHTEET T,

—LDIFPAVRE=3—=CL2T. 77— LADIFPDN—

JaVPvIHBRICTEFT, B 77 —LDIP., kY k
Ty — Ui B D Web X—=I D B54HDY 00— R TEFT,
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FT7vav (BIF%)

c ARVY—XAEYa2—
CentreCOM AR020 PRIAMVA—D1—2R
CentreCOM AR021V2 BRIA>&#—71—2X

e =)
ARCBL-BRI BRI —2
CentreCOM VTKit2 IvV—Jusr—7)u

c 19V FIVORYOY RFY b
AT-RKMT-JO7

s BRBRTSTVE
AT-BRKT-J22

e Ja—F¥—S14EVR
AT-FL-04 SMTP 7O+¥—
AT-FL-05 HTTP 70F¥—
AT-FL-06 PKI
AT-FL-08 BGP-4
AT-FL-12 3DES&AES
AT-FL-15 WANB—FNZYR

A, ABRICO—RFSNTWB 7 7—LD T PDN—
)TE \gt:ﬁkﬁb&’@“o RFOMAEF. VU—R/—+%ACE
<1ZE=0s

18 | BEVICIFBHEIIC

1.3 BEfDRIrEBE

1.3.1 siEX

(

1.325HH

BIE i

© L
_:g_ﬂ_ﬂiﬂHHHHHHHHHHHHHHHHHHHHHHHHHHHHHW

E1.3.3 AiEA

STATUS 10BASE-T/100BASE-TX NETWORK PORTS
WAN/ETH LAN

O O#| O O O O O
O O®%| O O O O O&%
o 1 12 i 5

3

POWER

SYSTEM ENABLED

1.3.4LED

® STATUS LED

FREDY AT LRIREERR IS LED TY,

LED |& brNz E NN
=) REBICERMEHGSNTOZE

o

POWER |
" BT ﬁ%&tl%iﬁb“f#?ﬁ’éé NnTH&E




LED |& bIN: KTDAT

iy FRRCREIRELTOST,

CRERT |77 0OBEE MELEDT 2
SYSTEM |5 =y UFIZB>TOET,
55006 @S |[RERORBEES K7 S5— LA
ORUERL |[BEBABATOET,

M AEQRBTRCEEL TOET,

a. EEFO—KIG QUTRBERTT. o, £BFO[/UT

gzi%ﬂ/\d)ﬁigtgt REBOTTYZRIEDOTEHY &
b. @&#iE [SHOW SYSTEMJ IVYY FTHRTEE I,
c. WBREIISHOW SYSTEMIDOYY RTHERTEE T,

@WAN/ETH LED

WANBIZR— b (ETHO, ETH1) OEHREY, 2y FD—0D
POTAET 4 —%KKTSLED TI, LED [F ETHO, ETH1
DENENITFELE T,

LED ' RE | RROR0R

100Mbps TYU VO HHEILL TO&

o

e | 100Mbps TNy R &EREL T
Y, i

o

=47

LINK/ACT 147 [10Mops TU > 2 hEIL TOE T,

& . [10Mbps /%7 v FEESELTO
IR

o

— BT |V opHIIL TOE B A

2| =0T Full duplex TY V& B RIL TOE

o

ey |Half duplex TU VONEIL TO&E
DPX/COL | [N |57,

SR (DUYSIVHRELTOETD,
— [3BAT UV O EIIL TO&E T A

®LAN LED

LAN BIDER Y bD—5R— b OEFIREY, Ry FD—5D
FPOTAET 4 —%FRIBLED TT, LED [FER— LT &I
BELF TGN RRDEKE WAN/ETH LEDEBLU TY,

@BAY LED

PICRA(ZEBSNIZ PIC DREZFRRTS LED TY,

LED B | RE ZRORT

BAYO (Z PIC (Port Interface Card)
SUT |PEBSNTHBY, ABRICEL>T

PIC A'8R#=NTL&E T,

BAYO [C PICHAEB=NTOEE Ao
SEAT | TClE. AB®BICK > T PIC 588

ENTOLE Ao

ENABLED |#%

10BASE-T/100BASE-TX NETWORK PORTS(AUTO MDI/MDI-X)
WAN/ETH LAN

1 2 4

CONSOLE

L

3 5 ASYNO

I

B 1.3.5 K-k

®WAN/ETH ik— bk

WAN IO Ethernet ;R— RT3 10BASE-T &7c(d 100BASE-
TXIEHIGLIc 2 DDAR— b (ETHO. ETHD) AU T,
BEE—FRE . T74)ETA—FRIVI-—Y3VARESN
TVET, A—FxRIVI—Y3VDBE. MDI/MDI-X BE)t)
BEENEHICRY . BREDR— FO®BE (MDI/MDI-X) (Z
BH5T X U= FEIREOIDRDEESDT—TVAEATT
LEATEHENTEET,

®LAN iK— b~

LAN B0 Ethernet IR— b T9, 10BASE-T &7c(d 100BASE-
TXIZHIHEL T2 5 DOR— A BDY . FR— FREDBEGRT Y
FUOICKVTONET BEE—RIE. 774V LTAH—FR
JVI—Y3VUHBESNTOET, BIZ MDI/MDI-X BEhEE
HEEN' BT, BHEDAR— FDOEE (MDI/MDI-X) (IZB8h 5
T REU— b ECFOIDRODEESDT =TI T TEHER
TBENTEET,

@ CONSOLE /R— ~

AEREREITD OOV Y —)bA— IF ) EHERKITSD RI-
45 AROB—TT . =g, #T7> 3> (BIF) DRI-45/
D-Sub 9 EY (XR) & RS-232 4 —7)b (CentreCOM VT-
Kit2) %ZBRL TIZEh,
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BAYO

PIC (Port Interface Card) %#%&&9 512ODNA (ROwv k)
TIMBRLBVESIR . 7SV o NRIVERUNFTTHEET,

AZ [ABPIC (Port Interface Card) J (p.137)
@77Y

ABOEEHL T BIDDT 7Y TITCDRNEEHNZNEDIC
BEL T<IZE L,

DPUPBROESE VY, BECHEBLLYL
| mOTRED,

=R
WEFEIRIT—
BRI TV ABRIDICODIRIA—TTAERBICTBD
TR —7)uld AC100V BB TY ., AC200V TIEARDIZEE.
BEBEBICTBAIZS O,
OEBFERAYF
AERICHEIESNBIERZAY . A T7TBICODRAYF T,
QERT—IIVRIIBELET v o

BRI—TIDRFESZBLETDEBTY (CRAER. TV
DIFRUSSNICRET, BIBSNTOE D),

®TyIWMOFITTL—k
BRI —TIRHBBLED v O EZRYNTBTLU—FTT,

BISTy NARIN
194VF - SvovoyhFvh BI5) ZRUNITSIZOD
RINTY v ooy hFy b AIER S CTEERICER
UNBBIENTEET,

B®ILRE
BABESHEBOR. AEREETIS TLRBTT. JTARR. &
HINDEEEZRRLICY FHGOBYPREADOBE D= %M
LEL&ET,

®EKa

BRUCKY . AEREOR D TIODBRO T,

20 | BEVICESEIIC



2 BB - BofR

AHBOREFOFRR . 7V IONORUNT | BRT—7)UIRITEA
WDV HOORUMNE, FTTH, xDSL. CATV BREDTO— RNV R
RY—EXZFRITHBEDEMRICDOVTHEL &9, ISDN @A
DEFCDOVTIR, HFEEIBILZS W,

[ABPIC (Port Interface Card)J (p.137)

2.1 A7y avEFIRALEERE

AHREIELICRBI BT TR, FEOATY 3y BIF) %=F)
RLICRBATRET T,

e SWHOXDY hFy FAT-RKMT-JO7 [C&D 191V F S v o
NDHKE

BB T > v FAT-BRKT-J22 [CX B EBN\DHKRE
AT-BRKT-J22 DA, AT-BRKT-J22 DOEIRkEHE %
TELIZS Vo F 2, RBIBSABICDVTIE B4 Web X—
ITTHERIZE Lo

‘ http://www.allied-telesis.co.jp/

% BRE TS v HIRUNTARRY BEBSNTO &
Bho BIECAEIZSL,

® SuLTYY hky R PERETSry FEERAL

MR ExmeE 19V F Sy HPEEICHET BRI

ST A RY TERICEEL TS L.
TAYBRIORAP, BEHF+HRES, BT
CILKUBABEHIFATH/NNBUET,

HEICBIFDER

AHRORBEPRTWBOBEIC. BT [REDDHIC] (0.4 =Lk
<BEFRA<LLES Vo FoL ROK[USTFRL TRBL T IZS W,

s BN TWB T —TWEICEBRANND 3 LOBEEY
RlF=HFTIEE 0.

e TLE., SIYA . BB EDXRICHRELBOTIIZS WO,

 BOVIBPIY . RREBBPIICREL B OTIIZE W,

s KBIRD LICEDHEBEHBOTLIZS WO,

s BHRBXOBHICBHAT. ZRHBA. FIUDZOGEICHREL
BOTLIZE 0,

s O AVFSVHIIRETDHEIE. ELLWSVOTYDOY bFY
FAEFAL TIZE 0,

22 1914 VFS v INDERE

1 757y M ARROFBRAIECEEBRAICRUNEFS 2D

TEEY, 757V FORUNHFRIZRDTIIZE 0,

SVORIDY EFY FIRNBORYZHBAL . B2.2.1 DELDIC
TS50y hEBRSFEAMSOBABICRYNH TIZE W5
L<F. SvoRIYbFy MINBOYZ 2PV ETBLIIZE
Lo

SYOICRUNGTIEEL (B 222) o SVONDRYAHF
RIPSVvORIY hFY HINBLTHYEEABBHTT
RAEltE,

22235y I~DED T
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2.3 BANER Y NT—JER

FTTH, xDSL. CATV B&ED70— FNY FRY—ER%ZFATS
BEOEFEHNERL £ T,

ONU., ADSLET L

= FrET—IINET L
T

/UTP7—7)b (REL—H)

0O\ 5 —CEE

AR550S  x2/K— b&HMDI/MDI-XEETIE

dVV—=ILr—JIb
VTKit2 (BI5%)

J -

UTPo—JIL
(AkL—H)

VY=L —=FI
2.3.1 70— RNV RRY—ERZFIAT 2155 ORI

2.4 iR
o MWMEHRAL TG L&, FRROBIB YL, v—7 - 10BASE-T Oig8(dhT IU —3LLE. 100BASE-TX D581
M DRSS EDERE TOBROT S0, BBICL HFIU—SLEDQUTP =T (REL— A1) ABE
55 ymmgsmnsbYEd, BAKIH AR IE 0,
3 BAERFEROY—)U RFEHT TU—5 (RhL—F)
pd
#i D2 = VIZERELTOET,
vy
C19AVFSVHICRUNEBRE . H5HLH [22 1914V F ARBOZAR— HEMDI/MDI-XBEBRAEE R DD
SyOADBE] p21) ICH-T. BBEARTLTHEZT, T APU—=FELEODROES5084TO UTP
= EBBLTE UVHONEILETH, RET
« UTOFIBG. @EH 5 ONU, ADSL EF AZTldr—7IVE FRRL— a2 TEERLET,

TLAETOIFE &R HETLTOBEDELET,

22 | B - Aok



« ARRICHEFK TS I E2—2—HTCP/IPTO LDV EHEAT
EBDLDICHRELTHEE T,

&8 (A1 OVE2—5—0%E] (0.131)
ONU. ADSL/ 5—7IVEFT LDES

1 UTPT = WDT S5 % WAN/ETHO R — MEBAL T hF vV
EBNTBETELAATIIZEL (®@2.3.1, p.22)6

2 UTP =T V0OE5—mND 7 >4 %, ONU, ADSL T A &1
Fr =T NWETLICHERL TS0,

dVE1—9—0DiER

1 UTP T —JWDTF 55 % LANAR—FCBAL T, hFvesD
ITBHETELRAATIZEL (M2.3.1, p.22)6

2 UTP =D 2D T >55%, IVE2—KR—DxvY k
D—OR—FIERL TIZE 0,

3 FIE1. FIE2 ZBURL , INTOIVE1—X—%ZAERRIC
#imL TS o

VY=L —ZF LD

IV —UK— bk &2ERLT. ARROBE £F588E. IV
Ve UAE—3F) (VP a1—&—) EEBHLET,

1 22V —)br—=2) VTKit2 (BI58) O RJI-45 T>55%, A&
@D CONSOLE R— hCHE#RL T2l (8231, p.22),

2 IV Wr—=)® D-Sub IxHAE—%AIVE21—52—D
COMAR— MMIHEHL . =T IWDRI % DTS COM
R—FE, #EBECZLY ., TSERIAL] [TO 1O 1] BEERRSN
TLWET,

*1 Telnet ICLBREDTRETY,

n
\
T

BRI — T VDR

1 NEOERT—TIREHHLET Vv H % TROKDICT Vv HRY
RHFTU—FCRUNFTIZE 0,

Ty B TL— K

2.4.1 BRI —7IVIRIIBALE

2 NEDOBRY — T e rHRE
<1ZEW.

Ty DD T

BOBRIR X —ICH#KL T

\ BRr—7W

/St:“‘/%ilfi:l D2 N

242 BRI —J IO

3 BRV—JNVOTSHZERIVEY STHEHKL TEE 0,
BRISIF 3 EVIIR>TVET, #EMN=D3 EYIVE

Y RCERL TIZS O,

4 SRT—TIRIBLED VO T ERTF—THHRITES O K

2IC0vHLTLIEE W,

F%IE - EoiR
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243 &Rr—JILo0Ov Y

ERiE - EofR

2.5 A vy FDAHAYT— Rk

AR@BICF . 5 BETOIVEL—A—ZEHRCEFIN BILB<
DIVE1—R—ZEHRLIZVGEE. RAVFPHUBZART—
FHEHREL T<IZE Lo

m

H—uTPr—JL

(RtL—H)

E2.5.1 21 v FOiEsHE

1 UTP =0T >5% LANKR—RZBAL T AFy & D
IBETELRAATIES Ve EDLANR— R TEHEOEE
Ao

2 UTP =D& 25— DT 55 % XA v F &1cld HUBICH#
mLT<reE o



3 i£E) - SEDIRT - BicE

AHROREPIEILE, DTV POIFP D b KEBICHELICRED
REQE AHRDZERERT B ICODEANSBIEICDONOTHRHEL
T FLOTARRE BRI REHIE . COBDESHZIRIC
BHRAMTDEICLY FEGOBALOHHNSE D BHET D
ZEDTEZT,

3.1 CLI &£ GUI [CB17 2 EHEIRIE

AEGBE, REVPEEDICDIC. RD2 DOL—HF—(VR—T1—
2EFOTVET, A2E, IV RSAY - (VR —DJ1—R%E
EICUICREFIBICOOWTHBLET . 570D 2—H—- o
VAR—=DJ T —RIZDVTIE. [BWeb GUIJ #Z8BLIES0,

o JVV—R—bRBF I Tenet=fALICIYY RS-
A5 —=21x—2R (CLD

s Web 7S50 —%MABLIIZ T4 D - 1—Y— - (U &—
Jx—x (GUD

&ZE [BWeb GUIJ (p.145)

CEAFICIE LANBIO IP P RLRELT192.168.1.1 HEIUIRS
NTHY . DHCP H—N—DFHIT7E > TOWET, LAN R—K~IC3
Va2 —A—%FEHmINIEL. Telnet ¥ Web 750 —AFIBL T,
EERANDP LA TEZT,

DHCPEIUSTA? FLR:
192.168.1.100~

192.168.1.131
e |
2 BRBoEe)

:

VLAN1
192.168.1.1

EI, TelnetF/zldWeb TS
P o5—(c&a7otX
aAVY—=IL5—=F)

C&z72E2 @

E3.1.1 CEARCSIT 2RERRE

aAVY=IL5—==ZFI

IVY—)VAR— FCERIB IV —IA—SIFVELTRED D
DHERTEET,

« Windows 95/98/Me/2000/XP. Windows NT [CAABD/N\A1
N—R—ZF)

AE A3 NAN=B—=ZFVDRE] (p.134)

» Windows 95/98/Me/2000/XP . Windows NT TEEd %
VT100 # Y R—FLICBEVY I Fox 7

* SEBHAD RS-232 A&7 1 —R%&HD VT 100 iR ESE

Telnet
Telnet A ZEAICE3EEIE, FTRASZICLTREL TEEW,

ZAZ [A.2 Microsoft Telnet M/E] (p.133)
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3.2 CH)

1 VE2—-5—DOFREFVICL . NAN=2—ZF)V BBV
Z b)) wREL TS,

2 ARBOERR AV F2AUICLTIEE 0,

3 BeEM TR MM'ETSN, 77—ADIPHO—FSNET,
o, REBRO VT EPMBESNTONEERTL &T, RER
OUT EMEESNTORB WSS, [bootcfg) ZRfTL &
Io

INFO: Self tests beginning.

INFO: RAM test beginning.

PASS: RAM test, 65536k bytes found.
INFO: Self tests complete.

INFO: Downloading router software.
Force EPROM download (Y) ?

INFO: Initial download successful.

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated

INFO: Executing configuration script <flash:boot.cfg>

INFO: Router startup complete

login:

E3.2.1 CEBAECSIIEBXyE—Y

4 login: ERRSNICD, RO 33 051 (TEAR ] ICHE
HLIEE s

NSIWoa—Fa00
DELOHRBVBEIF. TexE JHERIZST0,
llogin:] &FRRESNIEL
e UA—VF—%KOBL THB,
e REQRDOERT —TIHEL<EHRSNTVDIHHERT S,
e VY= —=TIHELLSEHRSNTODHNERT S,
XFEIFTD
e NAN—=B—ZFI)VGBEV D bHx7) DBERENI,600bps
[CRESNTVBDHERT D0
e BIDT+ ¥ FEFERL THBDo
ENTEOELOHBVEERF —BREROERR ATV FAEA DI
L., LIEBL<F>THDE. BRRAVFEAVICLTHET, 155

FLODBVBEBICE NAN—&—ZF)VE—BIRTL . Bl
TH&ET, &fc. Windows ZHiEE8IL THE T,

26 | g - REDIRTF - HicE

3.3 091 (TEAK)

REVPBEBATD I2BICE. ARRBICOTA VLG HFhERBUEE
Ao CEBEABFDIREE TIE. Manager (B1BE) LNV O 1—Y—
[manager ] DAHAHBEF=NTNE T, #H/NRD— R [friend) T
T, MEFBEA BDREEEAILD, IFEAEOER, BEEEG.
2—%— [manager] TTWLW&E T,

#3.3.1 CEARKOI—Y—RE/NRT—R
1—¥—-3
NRAD—R

manager

friend

1 login 70V 7 bARRSNIZS, FROKDICAHLET,

‘ login: manager ‘

2 Password 7OV hAFRRSNIcD, FEDELDICAHL &
To EEOEBE ClIANLIC/IRD— RERRSNE LA

‘ Password: friend J (FRRSNFETA) ‘

8 OYYRTJOVT k [Manager > B&ERSN&E T, A8RIC
WIBHEPSERE.COTOVT ML TITY FOXEF
EANTBDEICKUTOET,

‘ Manager >

A& [4.1 D3> P70y H—] (p.35)



1—%—8, NRO—RICRATRELGNT, 1—HF—L N EDEF

34 NAT—RFOEE LUBISE . FRETE< LA,
1 FEO&SICANLET, A& [6 1—HF—BREtF2UTF(—] (0.49)
Manager > SET PASSWORD .l ‘ £5
1
2 BED/NRD— FEANL T, THABT I/ 20— K 3
[friend) BOT. FTEO&SICANLE To SCTREBD 1
BHNRT— FERBL F 7 EROBE TRANLI AR D— H
RdFERENE Ao i
o

0ld password: friend ./ (FRSNFHA)

3 ZFRRIBEIBDHLONRD—FZAAL&ET 6 XFMU ),
CCTIEFHNRD —F% [rivADD] EREL & T, REOBE
TRERANDLIZNRD = FREERRSNE R Ao

New password: rivADD ./ (FRSNFTA)

4 BEROIHIC. BEHLONRD—REANDLET, T TR
BOIONRD— FZEEL £IH . BEOBE ClEAHLTZ/N
D —REERRSNE B Ao Confrm ZANE, IV RTOYV
TEHABNRBOEE. BEYA—VF—%BLTIES0,

Confirm: rivADD J (FrsngtA)

Manager >

FIE3 &4 TAALKE FHLONRD—F] APELHDTHN
F, ARRBEINRD—FOEEZZIFANE T,
REGOTLBHEE. ROXY E—INRRSNEITDOT. BE
[SET PASSWORD] O%Y FEEFFLTIIIZE W,

Error (3045287): SET PASSWORD, confirm password incorrect.

Manager >

NRD—FDEBHILIHLIHE . 1—H— [manager] DXRH
BONRD—FRETREDEDICTBYET,

#%3.4.1 REDI\RT— R (HxX—IDf])

1—H—33 manager

NRD—R rivADD

@ 2 —H— [manager] MR D—RE, B ITESBL T
<IEE Vo EANRD —RDOFFTERLICEBE. &
KeEFa2 T4 —AR—IEBUET,

R

5 RO [3.7 BREDRRE] (p.29) #EFTLTIILE W,
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35 YRAFLEZDESE 3.6 Y AT LISREDEE

YRFLE (MB I A7V 5k sysName) #8BETH &, JOV AEBICABDBSSt (UPIVEA LDV D) #RBAEDEBICELE
TRCYRTLABHERSND EDICRBYE T EROIRTLAEE F7,
BLTOWREEE, BYRTAICERBDBRIAZREL THE. ED
SYRFAIZOTAYLTOBDOHD DAY YT RUBRHI T, 1 BEDBEZANLET, BITIE. 2005F 3 826 BD 1365
53RICELETVETD,
1 FTE203IFYY FAERERGTLET, FTETRE YR TLB%
[OSAKAJ IZREL TL&E T, ‘ Manager > SET TIME=13:53:00 DATE=26-MAR-2005 . ‘

2 TEDELDB Xy e—IPRRESNNL, B EOEEET T
Jo

Manager > SET SYSTEM NAME="OSAKA" .J ‘

2 70V 7 ' [Manager OSAKA> | (ZEDU T,

‘ System time is 13:53:00 on Saturday 26-Mar-2005.

Info (1034003): Operation successful.
AHBOREEFLIL, [SHOW TIME] THERIBZENTES
Jo

Manager OSAKA>

Fic. logn 7OV T FMIEHYRT LBHRREND LDITBY Manager > SHOW TIME .
EXS

System time is 13:54:18 on Saturday 26-Mar-2005.

OSAKA login:

[SET TIMEJ XY FIE 8tiCk>TNy bPvITsnicU P
RALDOYOICHLTERTEN HREERR AV F O 7ELHF
L &T, ¥Diced [CREATE CONFIG]) I¥Y R TSN BH
EROUT IRBRENE B A,

3 RO [37REDRE] #RTL TS0,

NTP 7O FIVICK> T NTPH—N—EFEEEHIBEHT
EET, FLE, FREIBLIZS L,

81 vV RUZPLYR [EA -8R O [NTPJ

28 | g - REDIRTF - HicE



3.7 HEDRF

AALEEDRY RRICIEBICETSNETH . VY RICK > TRE
SNICABR S VA A LAAXEY —LICHB 12D ARROERR A vV
FOATR®, BRIV FORITTEELTLIEVET,

BREOREZ  HIAPEREEDNRD— FPYRT LAR% ., RODIE
EBSICHERT BICHIC, REROUT D721 VEERL. T3V
VAXEY-IIRBLTHEZ T,

[CREATE CONFIG] %Y Fid, SYRALXEY—LICBETS
BEOREABTH S, [COREABZEULTICOICAOLZHN
BB 5RVW—EDIVYY FI(ROUT LD 21)) =L, 75 v
YaXEY—ICRELE T,

Manager > set password

0ld password:
New password:
Confirm:

Manager >

/
IVV=vE—=ZFN

fig=testo
oe o0 I.cr,
o &

IRV RILEST
BESNIAE

SYRALAEY— 2o5v¥aXEY—
(RAM) O PAIWYRT L)

3.7.1 R0 U T ~DIEREIRE

1 70V7 ~IHL T, [CREATE CONFIG=filename.CFGJ O~
VRAEAALET, COBITIE. BREROUT DD 71 L2 %
testO1.cfg)] EMREL TOE T,

Manager > CREATE CONFIG=testOl.cfg ./

BREROUT EOT7IVBICE. BS [ofg) EOWDIKET %
DH&ET, Z7MIBBHEL T, 16 IFLIROEKFALS
ENATY [-] DMERATEE T BLBDT 71 IVABICFE
IBHEE. LEESNE T, BELBVBEE. FRICHERSN
EN

2 77 AUNELLSfERRESNIcZ & ZERL THEL « Do
[SHOW FILE] DX Y RT. 771 LBHDUR FRRSNET

TPANHAXEBNE—HITI),

Manager > SHOW FILE .

Filename Device Size Created Locks
55-271b.rez flash 3553292 24-Mar-2005 14:37:22 0
boot.cfg flash 235 14-Mar-2005 19:15:27 0
config.gui flash 434 25-Mar-2005 11:04:15 0
d550sj00.rsc flash 3438517 24-Mar-2005 14:44:49 1
example_isp.cfg flash 2840 25-Mar-2005 11:29:23 0
feature.lic flash 39 24-Mar-2005 14:55:15 0
gui.ins flash 64 24-Mar-2005 14:59:12 0
help.hlp flash 106718 24-Mar-2005 14:45:09 0
longname.lfn flash 89 25-Mar-2005 19:38:58 0
prefer.ins flash 64 24-Mar-2005 14:41:16 O
random.rnd flash 3904 02-Mar-2005 11:09:54 0
release.lic flash 256 15-Mar-2005 15:37:22 0
test0l.cfg flash 2840 25-Mar-2005 11:29:23 0
ud.cfg flash 5428 18-Mar-2005 16:57:44 0
HEROUT E THFER D24V TT, [SHOWFILE] O¥

VRETOPANB%EIBETDE. ABERSZENTEEY,

Manager > SHOW FILE=testOl.cfg J

File : test0l.cfg

4

:# SYSTEM configuration
4

@ g o W e

e de de

LOAD configuration

9:

10:4

11:# USER configuration

12:%

13:set user=manager pass=3af0066cadllf7aéch5db4467bce503eff priv=manager lo=yes
14:set user=manager telnet=yes desc="Manager Account"

15:

16:4

17:% TTY configuration

18:4

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

[AR=R | N=%=BFeBENRHY0—WVL&T. [Q) F—%
WP ERRERTLET,

BIEORE R4 ) T~ TEMEL TOBAERITRL T BEABNL
fc&E =& FIB 1 @ [CREATE CONFIG] TEIEDRER o
FRAEEELF T, AAIE. S¥EoTctestOl.cfg (C. BTIP BH
ExBHL 1TBEICIE. [create config=testO1.cfg] TEEERE
L&Y,

77 MIVBICERATRBNT., 7 7MY RTLBEDFL VA
& FREIBLIZSL,

AE I DPAIYRT L] (p61)
T ORYVRUDALYR [ER BB O [REEB
271V RT L]
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3.8 BRI U T hDIEE

AE@RDRET D & E AERLICRERD U T MO RTENB LDIC
FELE T, RBBICRTSNDIREROV T DI &% [RER
SUT ] EHUET,

1

2

30

[SET CONFIG=filename.CFG] D~ RTR#RH Y T %15
ELE T, COBITIE. 770 IR% [test01.cfg)] EREL T
W&,

Manager > SET CONFIG=testOl.cfg ./ ‘

INTRERO VT hZBETEFLICBERBESN TS
RO UT . [SHOW CONFIG] OYY RTHRTEZ T,

Manager > SHOW CONFIG ./

Boot configuration file: flash:testOl.cfg
(exists)

Current configuration: flash:boot.cfg
(default)

[Boot configuration file:] [FREEBESN TV DLEIRS T
27 )b, [Current configuration:] (F#2&L7c & &R1TLIC
ROVT ST PAIVTY,

SO BIT Current configuration: flash:boot.cfg) & 78> T
WBDE. BERoUT &L T ltestOl.cfgl [FEESNTL
BN IEEBRTCHY FRRBSN TV EARLTOET,

& [3.2 k&) (p.26)

EF - EREDRE - B

3.9 BiEy

AHREBRBIDITEF. RO IDABYET,

« RESTART ROUTER O¥Y Y FDAR
« RESTART REBOOT Y FDAH
s ERRAVFOAD /) AV

( RESTART REBOOT ) ( )
TEAY RESTART ROUTER

A
BosiT X -
DETT

I

A Nk ()
FTAHAHERTT

v v

CEEABSOIREIC
#HRE

REBROUT D | %EeBRoUT R
TN ERFT BEISHE

A A

®3.9.1 J—by—rv2R
RESTART ROUTER 0%~ RDAAH

V2RO PR LY bETOVET (DA—LRAY—BN), 28R
HOUT M AFTHBL TREE DHMELET (REBROVTHE
[SET CONFIG] DX Y RTIEELE ),

w£eRoY 7k (flenamecfy) 1ZHAZBLICBEIC, OOV
RABRALET,

1 JOVT hORRSHICRET., FTROKDICAHLET,

Manager > RESTART ROUTER ./

2 login 70V 7 bARRSNICS . BREEFT Y T9. F2 Tl
RE AV E—IITkY [testO1.cfg) BFAAENICT EHERR



ENTOET,

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated

INFO: Executing configuration script <flash:testOl.cfg>
INFO: Router startup complete

login:

RESTART REBOOT O¥ > RDAAH

RO [EROAZ/ A2 EBUEEETOINY FTYT (I—IL R
A=) N—FDxPHICU Y b, BSEWT R FDET.
DP—LDIPEO—RUICHE REIRO U T EHRMAH ., LB
SUT FORBICELDEEEZBIBL ETARRDT 7— LD I P %
N=Y3VPvTLIBEE. COBEEZRTLBHFNEBUE ¢
Fuo

1 JOVT RORRSNICRET, FROKDICANHLET,

Manager > RESTART REBOOT ./

2 login 7OV 7 bHRRSNICS, Bi2#dE Y T9. F2 T,
KB XY =&KUY [testO1.cfg]) HFmAFENIZ EHFRR
ENTOLET,

INFO: Self tests beginning.

INFO: RAM test beginning.

PASS: RAM test, 65536k bytes found.
INFO: Self tests complete.

INFO: Downloading router software.
Force EPROM download (Y) ?

INFO: Initial download successful.

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated

INFO: Executing configuration script <flash:test0l.cfg>

INFO: Router startup complete

login:

BEDAT /1 X2

AHROBRRAVF A DICLILE, AVICLE T N\—FDx 7
HICUtY b, BREMT A DET. 77—LADIFP%20—F
LIcB RBR YU T b aiRmdAdH, BRSO U T FORBICEDE
EERIBL E T ARRBDT »— LD TP EN-I3VPVvILISH
Bl COBRFEEERTLBHFNERY E A

1 AHBOERRAVF A IICLET,

2 LES<HF>THE, BRRAIVFEAVICLET,

3 logn 70V 7 hARRSNIZS. BREIFTEY TTo

B D TiFR

PPPOE (CX>TTONAH—LEHL TOBDHE . ARRIDBILEH
(& PPPOE D#EEDHEIIL TLRWRREETTI78 > TIZE Lo it
PHEILLICE ETHREL TLE D&, PPPOE DEHBFDEBE T
FBONMELCTLEDICD, TONAE—ICL > TIFRDDILENHE |
LI OBBH#GN TER<BDIEHBYET,

1 [DISABLE PPP] O¥ Y RICk>T. #itzEL <UL &7,
FLLE, FREIBLIIZSL,

A& [PPPoE v Y 3V OFENCLB UM (0.127)

2 BRRAMYFDOA 7, [RESTART] OYY FEETL T
=W

3.100979 b

FHRORENMETLICD, A&
DIFERTLET,

@H50T 70 FLTEBEYZ k

1 ROTOVT EHRRENIRET, FEDOLDICANOLET,

‘Manager > LOGOFF .

2 INTOIPDRPHRTY T O PO EIVY R,
[LOGOFFJ fHUIC TLOGOUT] *» [LOJ THTRET I,

BEVIEHIP QAVY—IUA—ZF)) EET T
BEIC, HFTOTPDORLTLIESWO, OIFP DT
TBEVI DI P AKRYIRE, VY- VE—X
FIAEFBRTESH TE Manager UNJUHERR %185 C
EPTEFT, EFaUT—DIHIC, TOT P
D hLTLIZE D,

AR

3.11 ELk

FERIE ., FEOTECHELELE T,

1 AERICOTAYLTOBHEER. OFPTRLTIES W,
2 FUROBRRAVFEATICLET,

3 INTAHEREEFELELELI

EE - EEDRE - BiEs) | 31
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3.12 CBRAROREICRY
ABBOTHABORER . FTROBYTY,

o 1—%—I& manager] D&, /XD — RiF Tfriend]

e EROUT EHEESNTORBOCD T 74U hDi2EIR S
Y7k [bootcfgl) HEF=ND

* [boot.cfg] (&, LANRID IP 7 FL X% 192.168.1.1/24 (5%
EL . DHCP H—N—%B%ICT B

CBABOREICRIFIRZHAL T,

1 Manager LNV TOT1>LTLIZE0,

login: manager ./
Password:

2 [SET CONFIG=NONEJ D% FIZ&Y . i8R o ) 7 FDIBE
UL &Y, M. A5 [38 B# o U7 FOEE]
(p.30) #ZBLZE0,

Manager > SET CONFIG=NONE .|

3 [RESTART ROUTER] O%Y RFEERFTLTIICE Ve KRB
& T2+ )V bOiEERS Y Tk Iboot.cfg) TR,
HBEDIZHICOT PO ELTLEVET VT Fo Tz PRICIES
BABOREEQUE TN FLEBBHEIMRELICREROV T
FIHEBFENTOE Ao

Manager > RESTART ROUTER ./

login:

[RESTART REBOOT] MZETY ERRAAVFDAT / F I
FEBRBZTE>TEDEOE LA

4 Manager LNV TOTAVLBHLET NRDO—RET7+
WHCZR>TOED ),

login: manager J
Password: friend J (RRSNhEEA)

32 | kCE - EREDRTF - FBicE

5 [boot.cfg]) DISHDBER OV T LRI B E . BRICTHEA
BOREEBUET,

‘Manager > DELETE FILE=testOl.cfg .

BEROUTE (CFG) ZHPBRLTLES &, HBH

s MRELICRER>TEICEDNE T,

a

boot.cfg

[boot.cfg) MAB% FEIlCRL &,

enable ip

add ip int=vlanl ip=192.168.1.1
mask=255.255.255.0

enable dhcp

create dhcp policy=base lease=7200

add dhcp policy=base router=192.168.1.1
subnet=255.255.255.0

create dhcp range=lan policy=base
ip=192.168.1.100 num=32

@ [boot.cfg] MHEIRRY, ABDEE#L7BWOWTLIZET W,

AR



3.130vI7T hENTLEOfeEE

VY= R—ZF)vETlE Telnet IC&> TAEBICOT1V TS
EEBLA—Y—-RTNRD—F%AEHELTS BFEADE. T
EDXYE—IHERRSN, LIESKOE0TA Y TERLRY F
9.

login: manager .|
Password:

Info. This device is locked out temporarily
(login-lockout) .

109 T2xH) MRBIBSEOVHPY MErsh, BOO
TAVTEBEDIRYET EROAT / AV E2RTINIE. BIEF
ICOVOTPD HEBERENET)o

AHBICEFSN TV I—H—TFHhoY FIHT B PH LRI,
[SHOW USER] OV Y FICL>TRRIBDIENTEE T, FLET
(&, Imanager] IC&BPHERMD5 2BFE0TAVICHIN. 50O
KL TOET,

Manager > SHOW USER .

User Authentication Database

Username: manager (Manager Account)
Status: enabled  Privilege: manager Telnet: yes
Logins: 2 Fails: 5 Sent: 0
Authentications: 0 Fails: 0

Login: yes
Revd: 0

User Port/Device
Login Time Location

manager Telnet 0
14:12:36 26-Mar-2005 192.168.1.101

3.14 EREBRDRT

F<EAIB [SHOW] I¥ Y FERLET. BEHLLORDY —
VECERDBE . HIAE 66 TICRESNICREY 7 D17 %d
BODBE . [SET ASYN=asyn0 PACE=66] #ETL TH< &, &
TIT [-MORE--] D'ERRENDLDICBYET,

[SHOW SYSTEMJ I¥7 Y Rl&, Y RT LDE MBI EREZRR L
ENCRS

Manager OSAKA> SHOW SYSTEM .

Time 14:20:42 Date 26-Mar-2005.
Host Id Rev Serial number

Router System Status

Board ID Bay Board Name
Base 240 AR5508 0 M1-0 01200455

PIC 75 0 AT-AR020-00 PIC E1/T1 PRI 0 M2-0 50087737

Memory -  DRAM : 65536 kB FLASH : 16384 kB

Chip Revisions -

SysDescription

CentreCOM AR550S version 2.7.1-00 04-Mar-2005

SysContact

SysLocation

SysName
OSAKA
SysDistName

SysUpTime

15700 ( 00:02:37 )

Boot Image : 55-271b.fbr size 700940 24-Mar-2005
Software Version: 2.7.1-00 04-Mar-2005

Release Version : 2.7.1-00 04-Mar-2005

Patch Installed : NONE

Territory : japan
Country : none

Help File : help.hlp
Main Fan : On
Temperature : 36 Celsius

Main Fan Speed : 5487 RPM

Voltage Status ( Rail : Read )
1.2V : 1,17V 2.5V : 2.46V 3.3V : 3.27V
5.0V : 4.91V 12.0V : 11.50V

Battery voltage : 3.14V

Configuration

Boot configuration file: None

Current configuration: flash:boot.cfg (default)

Security Mode : Disabled

Warning (2048284): No patches found.

Manager OSAKA>

[SHOW CONFIG] 7> Rl BEEESNTLSREHRHUT
D7 PANVB%ERRLET,

AZE [38 k2ghro U7 DIEE] (p.30)

[SHOWFILES) D7 Ri&, 7721 R FERRLET,

EE - EEDRE - BiEs | 33
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[SHOW FILE=filename.CFG] D& DICT7 » A IVB%EE TS &
271V ORBAERRLE T,

A& [37 REDRE] (0.29)
[SHOW CONFIG DYNAMIC] O% Y Fl&, SV HALXEY—

(RAM) EOFERBTZRRL T REEZROVT LT 7 A&
LTREIBHEIC. SOOIV FTHERTSDHEH T,

Manager OSAKA> SHOW CONFIG DYNAMIC .

#
# SYSTEM configuration
#
set system name="OSAKA"

#
# SERVICE configuration
#

#
# LOAD configuration
#

#

# USER configuration

#

set user=manager pass=3af5001£767b664cadlcebleff0céab5d4 priv=manager lo=yes
set user=manager desc="Manager Account" telnet=yes

#

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

[SHOW CONFIG DYNAMIC=module-id) D & > ICHEEE Y 2 —)UE
ZBET DL XOBNICHFHRTSNE T HEElE. SYSTEM,
IP.PPP .DHCP.INT . SNMP, TELNET \USER @ EAEE TE & J6

Manager OSAKA> SHOW CONFIG DYNAMIC=SYSTEM ./

#

# SYSTEM configuration
#
set system name="OSAKA"
#
# SERVICE configuration
#

34 | kCE - REDRTF - FBicE



4 FXEDTc DETREGE

VY= R—ZF)VETE Telnet TARRBICOTAIV TR &I
&U, RERICHITEIREAERT ENTEET, AE TR, BEAE
I IcbDIYY RANICEITZEANRESE, OV FONIE,
VI Dz PRBABEE. 1V A—D1—RZICDOOVTHAL &
ED

4.1 27 kr7J0tyY—

IRV RTOby Y = XPAN-RORERL— YAV —
J7I—RTY,

1Y —PARERBICOTAVTHE . IV RTO0Yy Y —FOvY
ROANEETICHICIVY RTOV T b ARRLET IV RS
OV7bhE. 0014 L TOBDI——DERLNIVE, YRT LR
PRESNTOBDENCE> T ROLDICERLFT,

*®4.1.1

HERL AU YRTLABREBL YRTLBREDYS
User > OSAKA>

Manager Manager > Manager OSAKA>
Security Officer SecOff > SecOff OSAKA>

a. Y27 LB [OSAKA] D%BE.

A& [6 1—HY—8BBEEF21UT+—] (p.49)
AE [35 YRTLBDER] (p.28)

|—:|7\/ N

Manager > set system name="OSAKA"
L ) L )

L g ) LN%X—&—
axvy R7ov7 R
®4.1.1 O ROER

VYV RTJOV I RCHLTIOVYY REANTSE. DYV RTO
tyH—E DYV FEBFLEGTLE T, DYV FRE. OV RS
TEOF—D0—F) ENTA—4— FEBOF—D—FICHETS
F—D0—F) HBEERSN. AR—X TR > TEIILFT,

NZA=R—(F, LED [SYSTEM] OLDICBEFIBVEDE
[NAME="OSAKA"] D& >ICE (PARAMETER=value) ZHDELD
NBUET,

Q 1 Web GUID [y bD—55k7] - [DYV RSV
TIOVYREETIBIELTEET . £F [BWeb

EXN U (p.145) ATEIEED,

NSIAX=R—DERITDHE . KITL TANLIINTA—L—(CLo
T, BHRONSA—LE—HRESNBEDBUET,

AE RICERIER F—D— FEXRRIS (2] ]
- (p.36)

VY RAEAAL. RITICHINT S & . [.... successfull WD Xw
tL-—IHhRRSNET,

Manager > SET SYSTEM NAME="OSAKA” .l
Info (1034003): Operation successful.

4.1.2 X v E—Ifl

ANZIRBELCKY, IVY FOETICEHTS & [Error] T
BAYE—IPRRSNE T,

Manager > SEG SYSTEM NAME="OSAKA” .

Error (335256):

Bl 4.1.3 KEIX v E—Jfl

Unknown command "seg".

ARV FANDERR
IRV FANICBH BEEAEZEDE T,

s 1T TCANTER IV FORKNFHIE. AN—RZEDHT
1000 %% TF, BEOPRCRBEE HESBTT ', I7
Y RANE<SAY 1 FICAS 58 0E5(E. ADD & SET %
f-l& CREATE & SET O#MiBEhEA B> T, IV REEH
TICHFEH . ROBBEFEAE> TS0,

A& [IYY FOREIANS (0.36)

¢ AVY FBYNSA—L—(F. BEBEIEATRETT,
BIZE . TSHOW PORTJ (& [SH POJ. HELP SHOW PORTJ
& THSHPOJ OELDICBBTEET,

AE [RICBRIYEBGF—D—FEXRTTS [?] ]
- (p.36)

¢ AVYEBPNS A=K —F, XXF. I\IFZRBILEEA
B EELTFIINEA SN TVSBE ., BIIAXF. I\XF
EXRTDENBYET BIRR NRD—F. YRT LG
o

¥ YRFLBHNBESNTOBES (SETSYSTEM
‘ NAME) . ANTHRB ISR . &R T ABOTEHI
BV menuzT,

REDCH DEGEAE | 35
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e OUAYVI—Y—DERICK > T RTTEE IV RBIHER
UFT, BREOBBIEEL. Manager LNV TITWE T, £+
Y7 4 —F— FTI&.Security Officer L NJUDIERHD VBT,

A& 6 1—HY—8BBEEF2UT1—] (p.49)

IXYEOHRIE, VY FEANTBEILICBICRENET (T
=PRI . BRESEETOLERDY EH A

2L AEREBREH TS CREABISHEELLTLESDT. &
TERAOUT FELTREL . BBFICHMAEIND LDICHRTE
LTHEDREFNRBRYEEA

A& [37 REDRE] (p.29)
T AE [38 RBRHUT DISE] (p.30)

F—#E (BEX bU—#aE

IXY RTOVT MIRL TH—VIHERRENTNSTT. T8h5
IRV REANL &HELTOBFTOIEAITY RSAVESD
T, VY RSAV TR RO&SBIFEMEABATEET, T
LOXRCHVT. MCrl/ O & Cul F—%&BLBAS. [/] OBHD
F—ARITEAEGRLET,

£4.1.2 VY RSA VLB DREF—

HERE VT iROF—

VY RS YRADHA—Y UEE
H—=YVIVED 1 XFHIBR

«—

Delete. Backspace

BAE—F. LEEE-FOYUE Crl/O

A

XYV RSAVDEE Ctrl/U

ARLICOYY FOBEEZSHDIF 1. Cul/B

B

ANLIZDIVY FOBREAEDD V. Ctrl/F

ANLIZDYY FOBEDINTE  Ctrl/C

ENC ) [SHOW ASYN HISTORY J
DAH

IV ROBEODINTAEETS [RESET ASYN HISTORY J
DAH

BEICANLIC string TW&5 3~ string+2~7 (Ctrl/l)
F

VRERTRTD

RICEIRATGEFF— T — RZRTIT S [?]

[7) EERIBEGRERDF—TT, IV FOANBRTHTE R
ICERTEBF—D— K (XY EB, N5X—8—) DURFEE
RLET.

IRV RTOVT R CHLT, [2) $—%8L THTLE D, 3
YV RO Ry TNV THEATEA £ —0— F (I KB) HExR

36 | ERED 8 DEREX:S

=h, BOOYY ROV T Rh'RReSh&E T,

Manager > ? (?[@F&RRSNFTA)

Options : ACTivate ADD Connect CLear CREate DEACTivate DELete DESTroy
DISable Disconnect DUMP EDit ENAble FINGer FLUsh Help LOAd MAIL MODify
PING PURge REName Reconnect RESET RESTART SET SHow SSH STARt STop TELnet
TRAce UPLoad LOGIN LOGON LOgoff LOgout

Manager >

RRSNBF—D—FDUR T KEZOBD FBBE T, +—
D—FRFELT—RICHBTBICOICRERANLG FNERUEE
Huo

[SHOW] + M¥BRXN=RJZANL T, [?)F—%8F &, SHOW
< BRTBZGF—D— FORRSH, JOVTHCE 2] F+—
EWITIHDIVY E (SHOW +#BIN—R) DERRSNE T,
(2] ##dEE, DRV PSAVICASHDUFINEAAL TLS
B8 IFINOESICHEBRN—RZANL, [?] ERYSRHN
@eYgEtho

Manager > SHOW ? (?[@&FnRcnEtA)

Options : ACC ALIas APPletalk BGP BOOTp BRIDge BRI BUFfer CLNS CONfig
CPU DECnet DEBug DHCP DTe DTEStl DVMrp ENCo ETH EXception FIle FEAture
FIREwall FFIle FLash FRamerelay GRE GUI HTTP INSTall INTerface IP IPV6
IPSec IPX ISAkmp ISDN L2TP LAPB LAPD LDAP LOAder LOG LPD MAnager MAIL
MIOX NTP NVS OSPF PATch PERM PIM PING PKT ASYn POrt PKI PPP PRI Q931
RADius RELease RSVP SA SCript SERvice SNmp SSH STAR STARTup STReam STT
SWItch SYN SYStem TELnet TPAD TRAce TRIGger SESsions TCP TEST TIme TTy
TACacs USEr VLAN VRRP X25C X25T TDM

Manager > SHOW

B BRI F—7— FEBYTHFTO<ES AR E EROA
T [PPP] #HEE THHBE . T [PPP) + MEARN—2] %
AN, [ +—%\BLET,

Manager > SHOW PPP ? (?FFRRSNFHA)

Options : COUnter CONFig MULTIlink IDLEtimer NAMEServers DEBUG TXSTatus
TEMPlate LIMits PPPOE

Manager > SHOW PPP

a9 ROHDEIAN

CREATE. ADD Ti8&a&RWIYY Fid. CREATE & SET. ADD
& SET DifiBEDLEZFE> THEITHENTERT,



BIAIE. CREATE TH%3 FTEOELITY R,

TEORLIYY R,

Manager > CREATE PPP=0 OVER=ethO-any
BAP=OFF IPREQUEST=ON
USER="site_ a@example.co.jp"
PASSWORD="jK5H&2p"
LQR=OFF ECHO=ON IDLE=ON .J

E4.1.4 CREATE THFEH RWLWIYV K

RDELDIC.CREATE & SET THEFEBTICHEIL TANTE &N
TEFEJd,. CDHBSE. [SET) DXV FTERETLTARL I
[CREATEJDNY FONZA—=A—%BELBFNEBUEEA (F
2 TlE Mppp=0] *» [over=ethO-anyJ)s

Manager > CREATE PPP=0 OVER=ethO-any
BAP=OFF IPREQUEST=ON ./

Manager > SET PPP=0
USER="site a@example.co.jp"
PASSWORD="passwd_a" .

Manager > SET PPP=0 OVER=ethO-any
LQR=OFF ECHO=ON IDLE=ON .J

B 4.1.5 CREATE. SET T%#g|

IVY FEDEIL TANT B DOE/NS XA—KXDE/EZDFHBIC D
WTE /Y COROMAD DY U7 YR ICTERTE
EC

IP 74y —7 RODEIAAH

VY RHPRSBUNER IP 24 A—27Y RIZD0OT. #eH
BHL &9, F2l&. TADD IP FILTER) DX RIS X—&—&L
TREBELGF—D0— FDOBBETI,

ACTION:AC DESTINATION:DES
DMASK:DM DPORT:DP
ENTRY:ENT EXCLUDE:EXCL
FILTER:FIL INCLUDE:INCL
PROTOCOL:PROT SESSION:SESS
SOURCE:SO SMASK:SM
SPORT:SP

&72. SPORT. DPORT /¥ X—&—IZIFTELNET O &> 0k
JWBEEELTIC, 23 DLDICHA— FESEEEI S IV
RHEMTEET,

ey OV RUDPLYR [IP) - [P D4 ba—] -
[ADD IP FILTER]

ADD IP FILTER=1 SOURCE=192.168.20.4
SMASK=255.255.255.255
DESTINATION=192.168.10.2
DMASK=255.255.255.255 DPORT=TELNET
PROTOCOL=TCP SESSION=ANY
ACTION=INCLUDE

4.1.6RVLWITYVR

RDEDICEBTEL T,

Manager > ADD IP FILT=1 S0=192.168.20.4
SM=255.255.255.255 DES=192.168.10.2
DM=255.255.255.255 DP=23
PROT=TCP SESS=ANY AC=INCL .J

® 4.1.7 R TAN

o, FTROIVYVFE.

ADD IP FILTER=1 SOURCE=192.168.20.4
SMASK=255.255.255.255
DESTINATION=192.168.10.2
DMASK=255.255.255.255 ACTION=INCLUDE
ENTRY=1 DPORT=TELNET PROTOCOL=TCP
SESSION=ANY

H4.1.8RVWIVYR

ADD & SET Difipaht /0, IV FEREITEE T, [SET]
OVYRTI74VR—ABZBNTSHE. &9 ENTRY /NS X—
R—7ZIBEL TIEEWENTRY T 4 & —)U—)VEST.[SHOW
IPFILTER) Y FTHRTEE T,

Manager > ADD IP FILTER=1 SOURCE=192.168.20.4
SMASK=255.255.255.255
DESTINATION=192.168.10.2
DMASK=255.255.255.255 ACTION=INCLUDE .

Manager > SHOW IP FILTER .J

IP Filters

No. Ent. Source Port  Source Address Source Mask Session Size
Dest. Port  Dest. Address Dest. Mask Prot. (T/C) Options
Type Act/Pol/Pri Logging Matches

192.168.20.4 255.255.255.255  --- Any

192.168.10.2 255.255.255.255 Any Any

Include Off 0

Manager > SET IP FILTER=1] ENTRY=1
DPORT=TELNET PROTOCOL=TCP
SESSION=ANY .|

B 4.1.9ADD & SET THEl
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42 A3V ROHEE

AHBSE, BEGHEZRRIBICOHIC, ZOITVY FBPNS
A=B—%HR—FLTVET, VYRR BBTCRF|EIVVF
&L ETIRYRICRFBIEHTEET (A RICK> T3
ICNBETERVEDEDBYET) .

EREIVUR

®EIVY R(E, [CREATE CONFIG) J% Y RORATIC& Utkmis
NBRERLUT I 7 A WORBELTREENS D FI13HE
25T R I PAWHREENB EE X ONBITHL THEESA
7.7

FREIVY FDOBLIE, SYRALAE)—LICERBSNTLS &
HROEEZFHTDICODESEOT —TIVORBTEEEL T 0
A&, [ADD IP ROUTE] XY FId =T 4 Y IT—TV%EEE
L Ny bOBRZEERIE L& T, &fc, [PURCE IP] O7 Y Fi&
P ICEBTBINTOREZAIRL T,

FREIVY FEABICE > TEOK DD DREI VY FefHsh
BT BLOHTHEMERBEEHBYF T ARBIGREDIVY FIC
E UTFOEIBEDH DY E T,

ACTIVATE

DEACTIVATE
[ACTIVATE] (&, I TICHFEL TLBEDZRRICEESES
IV RETY, [DEACTIVATE] (&, TACTIVATES) OXY KT
EMEL TLS ED%EDPLE, FICEBMFLEISIVYRTT, AR
(& BEFEHDOEHEICN T DHRIT P, X5 U T FORTH
RU PO ETHERLE T,

ADD

DELETE
[ADDJ (&, BEEDOT—T IR EICIER =80, 1CFEEZRTS
IV BTY, [DELETE] (&, [ADD] TEIOL I1ERZHIRT
BV RTY FIARL, AV B—D 2 —2DBINPHBR. V—
T4 OEBROBIPERRCERLE I,

CREATE

DESTROY
[CREATE] &, BEL TOBOWEDAEAERTS IV RTT4,
[DESTROY]J (&. [CREATE] THERLI-ED%HEBRT D IY Y

<§*%F&@WC@WGDWMMUjvaEﬁbTE@ﬁ?

e

M4 BamECRTEREITY A, ADD THEH . Eh
&% CREATE TH3HE. ABRICHHBMEDEE
CHRELTOET,

e

38 | ERED e DERER:S

RT3, BIRIE, PPP AR —2 1 —XOERVEBRETOE
To

ENABLE

DISABLE
[ENABLEJ (& BFFOEDZBEMETDIVY FTT,
[DISABLE] (. TENABLE] THEMLLICEH D%EHCTD I
RYRTH BRI EI2a— AV A=D1 —RBEDEH
. EtzeTOET,

PURGE
[PURGE] (&, #EELI-BBA2¥AIS IV FTT,
BIZ(FE. TPURGE USERJ (&. manager/friend (F 24 JU k)
SO, BELICI—Y—1BREINTHBRL £,

SET
[SET] &, TTICHRAETD/NIXA—K—DRE. B, £IclE
ER%TOIVY FTT, [SET) BPEB NI A—A—ICL>T
(&, TADD] % [CREATE]J 7Y FOERFTHTRHNE. EfT
TERWI LD DBYET,

FTaAIUR

ETIVY FIE, [CREATE CONFIG) D7 FOETICKLUAERS
NBRERVVT D7 VORBEL TRBSNE A

REIVYRE 090>, 079 TELNET, ANVT DR,
T77MVICRTBBE. BEDTR MMREDLDB IV RTT,

ETIVY FZEATIFIIC.REIVY FICE > THED UHRE
LB<TEFRBE8VWIELHYET, ARBSETIVY FIZEF U
TOEOBEDNBYET,

EDIT
TFERITAA2—%EEIBZ IV R TT.CNITYY RICK
Y. lcfg) GREROYT L2 7A)). [scp) (REOUT D »
1) “BEFEITDENTEFT,

AE [6 TFRFIF 15— (p.55)

HELP
AVSAUNVTERRTBHITY RTT,

B [43 A2 54V VT ) (9.39)

LOAD
TFTP % —/\— Zmodem B EIZ&Y . 77 1 VERBBICH
HY0— KI5 ITY RTY,

AE 10 B/ET 7 NVDODNYLHP VT EY R 7
(p.65)



LOGIN
D492V RTTRDLI—Y—TOOA YV LBHT &
ERECHEAL T,

LOGOFF. LOGOUT
057D hr3d5IYYRFTT,

A& (3100572 +] (.31

PING
BELIBFHESDINE 2ERITS IV KT,

A2 8.1 Ping] (p.59)

RESET
[RESET] (&, REABRBEERETIC. ETP OEEZPLL .
FLoOHEPUET (UtY hTSE) IV RETT,

RESTART
AHREBRE IS IV FTY,

&E [3.9 Fie#] (p.30)
SHOW
[SHOWJ &, BREARBREDSBDEREXRIS IV RT
ER

STOP PING
[PING] %#pIET5 VY R T,

A2 8.1 Ping] (p.59)

TELNET
[Telnet] 2XTF2IVY FTY,

A& [7 Telnet #E>] (p.57)

TRACE
REORL—REETIBIVY FTT,

eyq 45 8.2 Trace] (p.59)
UPLOAD
TFTP #—N—* Zmodem B &C LY. 77 IAEY—/N—
VP21 —48—AAPvJO—-RI5IYVRTT,

RKEORET 7ANVDODNVL PV TEYR P
T (p.65)

A3 XS4 INIVT

BB, FVSAUNVTABEL TOET, I FOBEY,
DY RHPRY 8BNS A—R —EX¥DEEAN YO EEICTH)
B<LIEES Ve AV SAUNVTE. 01V EBOTOV T MIRL T
BARATEZ T, Manager UNJU, User LNV TlIERSNEANIVT
DRBHRBUET,

JOVIMIH LT, THELP ) #AANTBE ALTD Y TBE
PNERTSNE T,

FTBEN 1 BB (2417 ICBSEBRLHE. [-MORE-] 70O
VT EDRRENE T [-MORE-J [CH T BDBIEF—(TRDBYT
To

¢ [AR=R] N=T, RO NX=I%RRLET,
c[UR—=V] F=T, RD 1172FRLET,
+[C) F—T. FBREODEYINTZRRLE T,
+[Q) #—T. KR%ZEPLELET,

Manager > HELP

2R5508 ¥ T4 UANT - v2.7 Rev.01 2005/03/23

This online help is written in Japanese (Shift-JIS).

ANVTERONE Y TEFALTVET,
ANRAXFOBAEFTPEVEE A ("HELP OPERATION" i "H 0" L BHT) ,
(4 V= 7fIEORELENT 1 £ APBETT )

ER-EE (swp, 07, M) Ai- 27T h5E)
{248=71-2 (A1 yF, 214, BRL PRIKE)

Help Operation
Help INterface

Help ISdn ISDN
Help Tdn EER
Help FRamerelay TU=LYL-
Help PPp PPP
Help VLan VLAN
Help Bridge EPZi
Help IP 12 (RIP, OSPF, 1P7 1 ME—14E)
Help IPV6 IPve
Help Flrewall TrATI%=l
--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

E4.3.1 THELP] OfE%R
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A

11
(=]

]



by TEBEORBH S, SSICRRLICVWEBAISEL T NIV
TYVEBENMEMTEET (KUFOBHD . FRAERANLBHFNE
BERVNFHNTT) . IR, [HOJ ZANTBH L., BR BRIC
BEIBI YT AZa—HERRSNF T,

Manager > H O J

AR5508 42 T4 UANT - 2.7 Rev.01 2005/03/23

&R -8

Help Operation SYstem VAT A
Help Operation Filesystem RREBLI7MVYATL
Help Operation Configuration
Help Operation SHell

Help Operation User

Help Operation Authserver B -n-
Help Operation LOAder 7y7A-F49oa-F
Help Operation Release YIhg1T
Help Operation Mail A=V
Help Operation SEcurity LEEUP e
Help Operation LOG ny
Help Operation SCript 2907 b
Help Operation TRigger MY Bi=
Help Operation SNmp SNMP
Help Operation Ntp NTP
-More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

E4.3.2 [HELP OPERATION] D&%

BICBEEARRTD & ZBBEEONVTHRRSNE T,

Manager > H O SY .

Manager > H 0 SY

ARS50S 4274 YAINT - V2.7 Rev.01 2005/03/23

ER-ER ) VATA

DISABLE HTTP SERVER
EDIT [filename]
ENABLE HTTP SERVER
HELP [topic]
LOGIN [login-name]
LOGOFF
RESTART {REBOOT|ROUTER} [CONFIG={filename |NONE}]
SET HELP=filename
SET SYSTEM CONTACT=string
SET SYSTEM DISTINGUISHEDNAME={dist-name|NONE}
SET SYSTEM LOCATION=string
SET SYSTEM NAME=string
SET SYSTEM TERRITORY={AUSTRALIA|CHINA|EUROPE|JAPAN |KOREA| NEWZEALAND|
USA)
SET [TIME=time] [DATE=date]
--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

E4.3.3 [HELP OPERATION SYSTEM| D#ER

40 | REDT DETEAE

44 (V59 —=T1—2R

MBAVAE—T IR, TRYVIOBAIVE—TI—R, *V b
D—ORAVR—T71—RCEITSMBZHRAL T MBOBSIC
KU, ISDN, AR, JL—L UL —CEFL<MNERBA 1V
R—T1—RICETD. BEBRBRITLZIBIIZSL,

o I7VFUDPLYR (1Y E—T 1R - [HE)
A5 —T 1 —ADMEEIES

AHBOABZY T FDIPHICRSE FTROLDICBRYE T &
HBICHITERES R MICUET MRV X—T T —RDEIC
SETEBREBA A —TI—REER. IV FICK>TEEDH
BIEICEH>THALET,

Xy ND—=UE

ADD IP INTERFACE

ADD IPV6 INTERFACE

F=HUVIRE

ADD BRIDGE PORT

CREATE FRAMERELAY

CREATE VLAN CREATE PPP
ADD VLAN PORT /
]

ADD ISDN CALL  CREATE TDM GROUP

ADD L2TP CALL

ARO21 V2
LANRIZA v FiRk— b
WAN(Ethernetii— b

f : I

- ) -wm | m mv ‘kw‘ o | 4 ARE503:
s s
H4.4.1 4 5—7J 1 —ADEEES

RIBEMEBAVA—T1—R (R—bF) T, XEBICABD LAN
RIR1wFR—F (PORT) . WANRI Ethernet :R— ~ (ETH). PIC
NACEBITZEY2—VELTRESNS PRI BRISDY F T,

EDLEE BV R—D I —REF N TODOREHIHT SV
ThDTPEY2-IVTT, XA VFR—. Ethernet ;R— ~DB



BIIFICREDMLE DR W), BPELGETIEBFEEL FEA. BRI,
PRIAY&—2 1 —RT ISDNMBICHH T D & S[EFEREHS &8
HYBISON EVa2— % FARPILV—LAV LU —RBICHERI S &
EFHALROY FONB%EFTDTOM EV 21—V EBOET, I
FTHOSI ETNVTOMEBREICESLET,

ORSIEEY 12— VDO EUIC<ZDH 0S| BRETIVDE?2 BICH
1237 —R)VOBAVR—TDI—REI2 —)UTT, ARRBTE
VLAN, Ethernet, PPP., 2L —ALUL— (FR) D4 BE4AYHR—
FLTOWET, COBTE. BR3EY Mz J L — L ENSE
MIICHAIT. B—O] (F—42Y>0) EToOBEEHELET,
Ethernet /> & —27 1 —XREYMBEBE TRV OBH —KEB >
TWBTIch, BICHREDXEEHY F A LAN BIR1vYFR—+
(&, CTEBARBORETE2AR— D vian1 (VLAN default) (CFREL
TOETHVLAN ZBNERTD &L K> TEEDINV—TICH
EFTEHEHNTEF T, VLAN OEE(E. CREATE VLAN O K,
ADD VLAN PORT OX Y RTTW\W& T, PPP. DL —ALUL—D%
&ld. [CREATEPPPJ [CREATE FRAMERELAY] OvYY RTHR
BICAYR—D T —RAEERLET CDEE, AV E—T1—
RELT., O EY 2 —uh B V2 —7 1 —RAEEEL &
9,

TRUVOBOLEICZ, &3 BlCHhlcdry FO—SETORD
VDAV E—=D 1 —REI2—)VHMNEBL & T AHRTIFHIP (IPv4)
EIPV6 #HR— L TOEToRY FD—OBA VA=D1 —XIF,
[ADD IP INTERFACE] [ADD IPV6 INTERFACES) O¥Y FZfE >
T T—RIVOBA VA—Tx—R LS8N (ADD) I3 E 7R
UEd,

AI—T 11—

AVR=T1—RBE AVR—T 1 —ROBEERIBIR ETH.
PRIGE) (2, AVB—D 1 —RESEDIFICEDTT . AEIDY
BAYR=—TI—RIE ROAVR—TI1—RE8%ZELEET,
RAAVYMBAVH5—T1—RZ
WAV R-T1—X

AVR—=D1—RZ

port
port2
LAN v FR—k port3
portd
port
Ethermet Y& —271—X (F—4& eth0
UV DfEE—1) eth 1
BRIAMV&—2x—X (AR021 V2) bri0
PRI1Y&—271—2X (AR020) pri0

T=RUVORB RE) (V8 —71—ADBSE. [CREATE
FRAMERELAYJ, [CREATE PPPJ. [CREATE VLAN] ¥ R T
EELICBESICRYE T, BSIBMEBERNTERICENZ T
BHELTODDIBICEIVLTHT ™S, oL Ethernet [F4E
VR=DVI—ROBESEFLERBYET,

RAA42F—FUIIBAVY—T1—R%

AVH—=T1—2R BRIDA
=Ll —AVR—=T1—2R frO 2 &
PPPAYA—D1—2X ppp0 73 &
VLAN Y H—D1—2R vlan1 ¢ &

Ethernet >4 —2 11— (PEEE—1K) ethO. ethl

YEA ) 5—T 1 —2R
FERTERTERYEAVA—T 1 —R(E. MTO4BETT,©

o LANBIZR v FR—F (port)

» Ethernet />4 —2 11 —2X (eth)
e BRIAY&H—T1x—X (bri)

s PRIAVH—D1—2 (pri)

YMEBAVR—T 1R AERESBOREERT S 2ODFRD
(R—=F) T VILDIPRHICRDE, A—hZhH TS RS
N=7E%ZBATHY  LHUOOBENEHES 2 -T2V OE
AVA=TI—RICH—ERZRBHEL ET,

ALy FR—b

AEIRD LAN A& 5 R— b 10/100M Ethernet 21w FI(C
BoTHY ., BROIVE 21— R —4ERIDEHNTEZT,
INBDAR— . port!~ ports FEFFR—FES) 0D
BEITEKLE T,

CEBABORE TIE. INTORA Y FR— A [default) &
WSO VLAN (vian!) [ZFrEL TWha1cwd . BBIDVLAN %

*5 IV RTIEESNIC AR020. AR021 V2 D1 VR —
Z1—2R% [pri0]. bri0) (&. [SHOW CONFIG DYNJ
XY ROFRY. [CREATECONFIG]) Ov Y RTERL
SNICRETZ 71U T, bay0.pri0] bay0.bri0) Mk
DICEBENET,

F7c. Teth=0J. [pri=0J. [bri=0] DLDITEE=NII/N
2 X—%—(ZF. [eth=eth0J. [pri=bay0.pri0J.
[brizbay0.bri0] OLDICEBENE T,

6 AERBE. CORHTERMYUPIAVE-T1—R
(asyn) 1 R—bzR&EBELTOLETH . BAR— I3V
VoVEREREB S THYET, ETLBEERRKL T
DRy ~D—=OFHI I R— L THBYEEA.

7
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PBELBODTHNL, HIC VLAN OFREZzRHTHLEBIE
HYE A T7HIVERED E&. LAN BIR 1y F i %
Vian1JEWSBRIDT—R U VOBV A—Tx—RELTHR
STENTEET,

LANRICH T B LBDHRTE IP7 FLRDEUBTREE) &,
BLDRAYFR—ETRIE 1Y FR— bZERQL VLAN
AVBR—=T1—RCHLTHTVET,

Ethernet 1 4 —J1—2X

Ethernet 1 >4 —2 = — X3, A&R% Ethernet LAN
(100BASE-TX. 10BASE-T) [CHHFTBIcOD1 > R—
JI—RTY, AEGBEEthernet 1V 2 —TJ 11— % 2 D
ATHY. ¥nen TETHOL. TETHT) EWDRFAF > TV
S

Ethernet /> A—2 1 —R%=FBATBICHIC>T. RELLGL
TFE5VEBEHY FBAMOMB Y A—T 1 —RER
7Y . Ethernet [ZHBBHST—X VOB (MACEIB) &T
HENAN—TBRETHBIcH, BELUICLA P—3 14—
71— (P, IPvB) ZERRTB_ENTEET,

F7c. Ethernet 71 Y2 —2 1 —XI(&, LAN ED#EHIZH TR,
PPPoE (PPP over Ethernet,) IZ&% WAN #EixiCcEERTE
&9, PPPOE (& Ethernet =T PPP (Point-to-Point Protocol)
EFERIBICHDOTORINVT, xDSL BEDT O— RNV R
Y—ERTLLFBAINTOET,

BRI A5 —=J1—2X

BRI(Basic Rate Interface) 1>~ & —2 = —XR(&. ITU-T A* ISDN
NDLI—Y— WAV R—TI—RELTEDICIAVE—T1—
2DDB, BERAVA—T 11— (1430) EMENDBIBICHE
LIV B—T1—RTY, BRI (& WAN #EiGmRD1 > 52—
7 1—XRT.ISDN #3 (INS64, 2B+ D), AR (64K, 128K) .
TU—LIU—RBEDBRICERTELT A VAT —RF
& [BRIOJ TT,

BRIAY&—2x—XIZE. ISDN EFHAHR (TDM) D2 DO
EE— D' BUITHEMISTRIIOU TBEE— DU
ATLIZE WV, BEE— FOPUBRIEIISET BRI IYV RT
TOET,

PRI A25—=01—2R

PRI (Primary Rate Interface) ¥>&—2 1 —X(&. ITU-T &
ISOND21—H— - @1V R—D 1 —RELTEDIC |1V R—
TI—2MD5, —RBAVAE—T1— R (1431) LHIND
FIBITEUL o >R —T 21— R TY, PRI G WANIERARD A
VAR =71 —XT. ISDN # (INS1500, 23B +D) . £

42 | EREDT DETEAE

(192K ~ 15M), ZU—ALYULU—RBEDFRICEATEERT,
AR =T 1—XBE [PRIOJ TY,

PRIA>%5—2 1 —XIC(E, ISDN EEMA#R (TDM) D2 DDE)
EE— D BYITHRISORIICC TEMEE— FZDUE
ATLIZEV BEE—FOPUBRF [SET PRI IV RT
TOET,

F—IUIIBAVI—T1—2R

FEURTERTEST RV VIBA VA=D1 —RIUTD 4 7@
FTY,

s VLAN A Y& —71z—X (vlan)

* Ethernet >4 —2 1 —2X (eth)

e PPPAY%5—21x—2X (ppp)

s JL—LIU—AaAVR—=D1z—2R (fr)

T—RUVOBAVR—D1—RF PRAVE—T1—ADLICE
BERTBHEE WBA VAT ECEY PV TLIEOER
FWEEY 21—V EICHERTBHBEN DY ST, LUT ¥N¥hoty
FPYTIEICDOVT, BlEEFRH SEBICHBL T,

VLAN A5 =T 1—2R

VLANA Y2 —27 2 —RIE LANRIR 1w FR— b eRRAICT—
RIUVOBAVR—DI—RTT AHBIE. HEICKY . LAN
RRAw FR— FEERDINV—TICHEITEFTVLAN O
BELTRE R— bk VLAN &&25 VLAN (802.1Q) ZHHR— K
LTO&E T,

CEBARORRETE, [default) EW5BFIO VLAN (VID=1)
PEBRSNTHBY . INTORAYFAR— DD VLAN (ZPT
BLTOE T, VLAN ZEHBEELBORY \VLAN ORE%
RAITBILBEDYEEA. CDOBE. LAN QIR Foik%
Van1JEWSREIDT AUV OEA VY A—T 1 —REL TR
D2IENTEET,

VLAN ' >5—2 1 —2X(&, Ethernet 1V &2—2 1 —XREFF
BEDT RV OBAVA—DJ I —RELTHERATEE T/
EAWE. vlan1 (default) EIC IP A1V &2—D 1 —RAERTD
[ZIE RDEDICLET,

Manager > ADD IP INTERFACE=vlanl
IP=192.168.10.1 MASK=255.255.255.0 ./

VLAN BZE> TROKDICELZEELTEE T,

Manager > ADD IP INTERFACE=vlan-default
IP=192.168.10.1 MASK=255.255.255.0 ./




@ VLAN >R —21—X LT, PPPOE ZfERTe&
TAo
AR
#1273 VLAN =BT B5156(&. [CREATE VLANJ YV R T
VLAN Z4EaZL . [ADD VLAN PORTJ 3% R TVLAN [CR—
FEEIUBTET,

IV RYZPLYR [VLAN] - [EE)

Ethernetf >4—J1—2X

Ethernet 1> A—2Dx—XRZ. YBEET—&U VOBH—K
[CRB>TWOWET Lthernet AV A—D 1 —R%ZERITBICHIc>
THARBREFINEHY FBARY bD—OBIVAR—T1—
ROBEFIC., 1B —21—RB (eth0. ethl) %#IBLET S
I THERATEERY,.

PPPAY5—T1—2R

PPP Av&—21—2R(F. 2 KBD WAN HFICERITDT—
RUVOBAVR—DI—RTIo PPP AR —D 21—,
UTFDAYB—T1—R WHBAVR—T 1 —RDOEHHEHE
Ya—)) EICERTBIENTEET,

» Ethernet />4 —2 1 —2X (eth)
* ISDN O—)U (ISDN ###5)
s IDM O ) —7 (ERRER)

Flo, FYRUVSTORDIVL2TP #ERATHE. IP Ry b
D—o FICRBBVSOR (L2TP JI— ) =BRL ., DL
PPPAYR—D1—REERTBD_EHTEET,

PPP 14> A5 —2 1 —XI(& [CREATE PPPJ O%Y FTHRL &
To FLDAYR—T1— RIF. OVER NS AXA—KR—TIHEEL
ENE

Ethernet T PPP %33 (PPP over Ethernet, PPPOE)
[Cl&. OVER NS X—&—I(C [Ethernet 1Y 24— 1—23]
+N\12TY () + [PPPOE H—ERR2] #iEEL £, JON
A =D B5PPPoE Y —ERBAMBESNTORBOWZEEE, IN
TOY—ERAZBHKIZF—2— K [any] MEEDXFF %15
ELFT,

Manager > CREATE PPP=0 OVER=ethO-any .J

ISDN ET PPP % A3 5(CI&. OVER /NZ X—~—I(C ISDN
J—)b2% [ISDN-] + [3—)b2] OEXTEEL &9, ISDN
O Tl 8% [IDLE=ONJ ZIEL T XA P ATV K

EBMLET,

Manager > CREATE PPP=0 OVER=ISDN-remote
IDLE=ON .

BRI\ PRI A& —=2 1 —RICLDERFER T PPP 2EAT
B(ClE. OVER NS XA —&—IZ TOM H)—TF 2% [TDM-] +
[OW—T2] OEXTIEEL T,

‘Manager > CREATE PPP=0 OVER=TDM-remote .

S| IRV EUD2LYX [PPP] - [HIE]
JUb=LUb—A2V5=T1—2R

JL—=LYL— (FR) A ¥A2—=DJ1—X@EF. ZL—LUL —#@
CERIBEESIEDT AR VIBAVE—T1—RTY,
FR AV A—Dx—X(&. TOM )~ (ERgHER) EICHE
MIBENTEET,

FR /> %&—7 x—X(&. [CREATE FRAMERELAY] Ov% Y I
THERL & T MDA X—T 1 —R(F, OVER NS X—K—
TEELE T,

BRI, PRIV A=D1 —RTI2L—LU L —RICEHRIDEE
(&, TCREATE FRAMERELAY 3<% RF®D OVER /X5 X—%—
[, TOM ' )v—T2% [TOM-] + [FI—T 8] OEXTHE
ELZE T, F/c. #B TS PVC RE®RFIE LM) %
LMISCHEME /X5 X—%4—T#EL T ZE 0, IRESET
FR=0J [FLMI OFREABHICTBIcoNIYY R TY,

Manager > CREATE FR=0 OVER=TDM-remote LMIS-
CHEME=ANNEXD ./
Manager > RESET FR=0 .

IRV RUDPUYR =LY L—] - [HBE]
Ry RNI—OBAVH—T1—R

THEHDQTERTESRY FD—OBAVR—T T —RILUTD 2 &
BTY,

cPAYR=DI—R
s PVBAVAB—D1—2R

RY FD—OEBAV A=D1 —R(F ARDSOEFEETHS I —
TAVIDIODAYR—T 1 —RATTARBEN—R—EL THE
BECSEB IO EATBIN—TFT AV TEY2—)U (P, IPV6) %
BWL, Y RD—OBAVE—D1—R% 2 DLIEERT DL
EHHYET,
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XY RD—OBA VA=D1 —RE TRV VOBA VB —TT— PPPAY A=D1 —RICIPP FURERET BICIERDEDIC
RAOECERL ETo L&ET,

PAY5—J1—2X Manager > ADD IP INT=PPP0 IP=192.168.100.1

44

PAYR—=Dz—RE., IPNNTrv FOERZSEZTOCHDAY
R—=DI—RTIIPEI2—VAEBHHL IPAVR—T—
REEBERLUICESTIP Y Y bDErx —TF4>2) B
TONBELDICTBYUET,

IP->%—2x—XI(&.TADD IP INTERFACEJ OV RTF—
BRYVOBAVR—DI—RIZ IP PRUR (ERY FYRY)
HZEULTEDEICK>THERLE T,

ERLICIPA Y A=D1 —RE TRV VOBV AR—T1—
RERLBRITERTEE T HAR, Ethernet 128 —2 12—
Z [0 EITHERLICIP A& —D 21— R %O IPEEIYY
FTIEEID & eth0) EL&ET,

IPEJ2—EBMETBICE. [ENABLE IP) IV Fa®RfT
L&T,

MASK=255.255.255.0 ./

NIVFKR—=VT

OEDDT—RYVLBAVE—DT—RITHL T, BHD IP
AVH—21—R (P PRUR) #5352 &% [RIFK—
SV IEEVETABRB TR T—AHV VOBV AR—D1—
RCHLT, RRKI6BETD PAVR—D 1 —RAFICESD
ZENTEET,

NIFR—IVTENIAVR—D 1 —RBF. [eth0-1] DK
DCAVE=TI—RBORIC.NATVT O~ 15BSOES
ENFTRLET. YIVFAR—IVTTBHE AR [eth0]
[eth0-0) ERRSNET,

VLANTIZ 192.168.1.1 #EIUKTBHEL & T,

Manager > ENABLE IP .

VLANA Y A=D1 —RICIPP FUREZFRETBICIERDED
lCL&d,

Manager > ADD IP INT=VLAN1l IP=192.168.1.1
MASK=255.255.255.0 J

Ethernet >4 —2 2 —XRIZIP P FURZRET B ITERD K
SICLEFET,

Manager > ENABLE IP .

Info (1005287): IP module has been enabled.

Manager > ADD IP INT=VLANl1 IP=192.168.1.1 .
Info (1005275): interface successfully added.

Manager > SHOW CONFIG DYN=IP .J

#

# IP configuration

#

enable ip

add ip int=vlanl ip=192.168.1.1

Manager > ADD IP INT=ETHO IP=192.168.10.1
MASK=255.255.255.0

Manager > SHOW IP INTERFACE .J

Interface Type IP Address Bc Fr PArp Filt RIP Met. SAMode IPSc
Pri. Filt Pol.Filt Network Mask MTU VJC GRE OSPF Met. DBcast Mul.

Local - ot set R Pass

--- --- Not set 1500 - --- -- --- ---
vlanl Static  192.168.1.1 1 n Off --- 01 Pass No
--- --- 255.255.255.0 1500 - --- 0000000001 No Rec

etho Static  192.168.10.1 1 n On --- 01 Pass  No
- --- 255.255.255.0 1500 - --- 0000000001 No Rec

RICVLANT-TI(Z 192.168.2.1 231U TBHE TS5 & VLANT
[FVLANT-0 &2UE T,

EXTE D e 6b DEFEAGE

Manager > ADD IP INT=VLAN1l-1 IP=192.168.2.1 J
Info (1005275): interface successfully added.
Manager > SHOW CONFIG DYN=IP .

#

# IP configuration

#

enable ip

add ip int=vlanl-0 ip=192.168.1.1
add ip int=vlanl-1 ip=192.168.2.1




45 V—=F 15 (RI9FT1vD)
2 DD LAN D=t

RV ED=OX EYHBY, X &Y ZNV—E—THEHEIBICIF. L
TOLDICHELET,

,BBB B

192.168.1.0/255.255.255.0

VLAN1
:192.168.1,10

192.168.2.10
192.168.2.0/255.255.255.0

oy

E4.5.1 2 DD LAN D#=f

1 JU—&—X-Y . Manager LNV TOT1> L&,

login:manager J
Password: friend J

2 HDHAUPTEDIDIC, YRTLABERELET,

Manager > SET SYSTEM NAME=X-Y .J
Info (134003): Operation successful.

Manager X-Y>

3 PEYV2—-EBHCLET,

Manager X-Y> ENABLE IP ./

Info (1005287): IP module has been enabled.

4 YPRAVR—TD1—XIIIP PFLRZRELE T,
VLANTIZHL T, FRZEAANLET,

Manager X-Y> ADD IP INTERFACE=vlanl
IP=192.168.1.10 MASK=255.255.255.0 .

Info (1005275): interface successfully added.

ETHOICHL T, Fe2=e ANL & T,

Manager X-Y> ADD IP INTERFACE=ethO
IP=192.168.2.10 MASK=255.255.255.0

Info (1005275): interface successfully added.
Manager > SHOW IP INTERFACE .

Interface Type IP Address Bc Fr PArp Filt RIP Met. SAMode IPSc
Pri. Filt Pol.Filt Network Mask MIU VJC GRE OSPF Met. DBcast Mul.

Local --- Not set .- Pass

- - Not set 1500 - - - -
vlanl Static 192.168.1.10 1 n Off --- 01 Pass  No
- - 255.255.255.0 1500 - --- 0000000001 No Rec
eth0 Static  192.168.2.10 1 n 0n --- 01 Pass  No
- - 255.255.255.0 1500 - --- 0000000001 No Rec

5 YBAVA—TI—RIIP PRLRZEUETHE, ¥XN5D

PRUVREN =T 4 OF7=TVICEFSN. xY FD—5 X
EY (FBEYREEBYET, FRIE. SRy hDO—oDMEA(
VA= I —RICEHEEHSN TV EZRLTOET,

Manager X-Y> SHOW IP ROUTE J

IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy  Protocol Metrics Preference
192.168.1.0 255.255.255.0 0.0.0.0 vlanl 16
- direct 0 interface 1 0
192.168.2.0 255.255.255.0 0.0.0.0 eth0 7
- direct 0 interface 1 0
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3 DD LAN Dif: 3 PEV2—AEBHLET,

©45.1 (p45) OBIC. ®v kD—57 £BI0T5E8E. UTD Manager Y-Z> ENABLE IP .

ck/)tu_ Ebé\tﬁo Info (1005287): IP module has been enabled.
, 4 YAV R—T1—RIZIP PRUREHRELF T,
VLANTIZHL T, T2 ANDL &,
192 1.0/255.255.255.0 Manager Y-Z> ADD IP INTERFACE=vlanl
VLAN1 IP=192.168.2.254 MASK=255.255.255.0 .l

@}l 192.168.1.10

/—H Info (1005275): interface successfully added.

ETHO ICHL T, T AL &Y,

192.168.2.10
192.168.2.0/255.255.255.0 Manager Y-Z> ADD IP INTERFACE=eth0
IP=192.168.3.10 MASK=255.255.255.0 J
, , Info (1005275): interface successfully added.
O O =) =
@||] 1921682254 P RUREN—T 4 /J\ iEth )u 74/07 TICE

/—(F\ Fah, Ry kO—5 Y & 7 ZRETESBUET, TRIE

BRY FDO—OHYRBRA VR — 71—7\L§?¥$§,‘méﬂ’(u%
ZEERLTOET,

192.168.3.10
192.168.3.0/255.255.255.0 @
IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy  Protocol Metrics Preference
192.168.2.0 255.255.255.0 0.0.0.0 vlanl 1

5

- direct 0 interface 1 0

E4.5.2 3 DD LAN DEf#:E 192.168.3.0 255.255.255.0  0.0.0.0 etho 6
- 0

direct 0 interface 1

Manager Y-Z> SHOW IP ROUTE J

1 Jb—%&—Y-Z(Z. Manager LNV OS>V L&T,

login:manager .l 6 LALBHAD. XY ERY D=5 Z OFFIEERSBWOIH . X
Password: friend J Mo Z IZAandN\ry baBETEFEA. &I, Y-ZBRY
FDO—O X DFFIEZRSEVCH . ZH 5B XIZahD/N\rv
HEHRETEF A X EZBOBENTEDLDICTBICDIC

[ADD IPROUTE] OY Y FIZ&Y . Rvy bDO—DDME (IRE8
18R AIN—T 1V OT7—TVICEERLFT,

2 DAUPTEDIDIC, YRTLABERELE T,

Manager > SET SYSTEM NAME=Y-Z .J

Info (134003): Operation successful. X*Yt:ﬁb’(\ ;1‘7\“/ FU*C Z (19216830) LE;:\ ETHO L:}%
SN TOBRDRY FD—50192.168.2.254 [CNTr v b %
fanager Y- ENFSOTEEHATPYE T, METRIC &, BeHT5l—
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H—0K+1 #BELET, SFI#ILNL— B

Manager X-Y> ADD IP ROUTE=192.168.3.0
MASK=255.255.255.0 INTERFACE=ethO

RYRD—=OX, Y, ZZAVR—RY FCHERIBDHEE. T+

NEXTHOP=192.168.2.254 METRIC=2 .l WEU—FAFRELE T T 24 MU—FEld RIKFFESETD
REDRPQGNTY b 2BEL T<NBN—R—ETORBTI L s
Info (1005275): IP route successfully added. —FCDWJZ—\Lg\ /r\/&_*\y H:ﬁﬂb\il\”f‘v }\ . 3—@@5 >< Y 7 §F.'|
BOP FUR £/ b ABEL TG L—s—2ToR ]
XY DV—=F 4 2O T=TdE ROKDITBYET, BBTY, [=]
Manager X-Y> SHOW IP ROUTE . E
%
IP Routes E\}:_E
Destination  Mask vewmp mertace e 1vy—xvk L
DLCI/Circ. Type Policy  Protocol Metrics Preference
19216810 252552550 0000 vam 107
- direct 0 interface 1 0
192.168.2.0 255.255.255.0 0.0.0.0 etho 97
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 192.168.2.254 eth0 5
- remote 0 static 2 60
® 192.168.1.1
Y-ZIZHL T, Ry FD—5 X (192.168.1.0) (&, VLANT (C A&7y bADT—hoz1)

B—DE+ 1 ZRELE T,

BRENTLBAORY FD—-D192.1682.10 0/ v b %
ENE e L EHATPUE 70 METRC (G, Se37 Jo @/’ IEI/I
@

Manager Y-Z> ADD IP ROUTE=192.168.1.0 ® YEZA%M o

MASK=255.255.255.0 INTERFACE=vlanl
NEXTHOP=192.168.2.10 METRIC=2 .J /—H
. - -~ [ — i

Info (1005275): IP route successfully added.

V7 DI—F 4 P F—T . ROLESICEUE T, 192.168.2.0/256.256.255.0 ||| 192.168.2.10
@
Manager Y-Z> SHOW IP ROUTE . i” E" DL E"
IP Routes =/’ =/' g =/'
Destination Mask NextHop Interface Age @ VLAN1
DLCI/Circ. Type Policy  Protocol Metrics Preference 192.168.2.254
1206000 255255550 12068200 vl )
- remote 0 static 2 60
192.168.2.0 255.255.255.0 0.0.0.0 vlanl 517
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 0.0.0.0 etho 508 ETHO
. direct 0 interface ! 0 192.168.3.0/255.255.255.0 192.168.3.10

@
7 éir Ry RD—5X, Y, Z MBEICBETES LDIAY gﬂ) @l/,

B 48315 —xv MMcbiESR
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1 XYIZHLT, AR —%y MZ@DSERONT Y B,
VLANT RSN TOBRIORY FDO—o®0 192.168.1.1 (C
ENFINT EZHATPUET,

Manager X-Y> ADD IP ROUTE=0.0.0.0 MASK=0.0.0.0
INTERFACE=vlanl NEXTHOP=192.168.1.1
METRIC=2 .

Info (1005275): IP route successfully added.

XYDWV—F 4 2 OT=TE. ROKDIZBYET,

Manager X-Y> SHOW IP ROUTE .

IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy  Protocol Metrics Preference
0.0.0.0 0.0.0.0 192.168.1.1 vlanl 6
- remote 0 static 2 360
192.168.1.0 255.255.255.0 0.0.0.0 vlanl 3488
- direct 0 interface 1 0
192.168.2.0 255.255.255.0 0.0.0.0 etho 3478
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 192.168.2.254 etho 3386
- remote 0 static 2 60

2 Y-ZIZHL T, AY2—2y FZ@fSERONT Y R,
VLANT BEfRESN TOBRIORY FD—o 0 192.168.2.101C
ENEEOTEZHATYYET METRICIE, BRBITBIV—
B—DE+ 1 2RELET,

Manager Y-Z> ADD IP ROUTE=0.0.0.0 MASK=0.0.0.0
INTERFACE=vlanl NEXTHOP=192.168.2.10
METRIC=2 .

Info (1005275): IP route successfully added.

Y-ZD—TFT 4 2O T=TIE. ROKDIZRUET,

Manager Y-Z> SHOW IP ROUTE .

IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy Protocol Metrics Preference
0.0.0.0 0.0.0.0 192.168.2.10 vlanl 3
- remote 0 static 2 360
192.168.1.0 255.255.255.0 192.168.2.10 vlanl 151
- remote 0 static 2 60
192.168.2.0 255.255.255.0 0.0.0.0 vlanl 181
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 0.0.0.0 eth 172
- direct 0 interface 1 0

48 | EREDTc DETEAE

COBE BEHRY FD=O X ONTY ME.TT+ ) RIb—
FCE> TEEEDNTREB DT, FIRG (p.46) DFELOIVY
Rl3EBTEET,

Manager Y-Z> ADD IP ROUTE=192.168.1.0
MASK=255.255.255.0 INTERFACE=vlanl
NEXTHOP=192.168.2.10 METRIC=2 .

Info (1005275): IP route successfully added.

175—2y FPSDORDDIV— bk

T—bDozA GW & AYE—FY EDBORYD /NI W bH
RV ED=OY, ZICEESND £ BBIFEREZBNITZLEND
UEdo,

Manager GW> ADD IP ROUTE=192.168.2.0
MASK=255.255.255.0 INTERFACE=vlanl
NEXTHOP=192.168.1.10 METRIC=2 ./

Manager GW> ADD IP ROUTE=192.168.3.0
MASK=255.255.255.0 INTERFACE=vlanl
NEXTHOP=192.168.1.10 METRIC=2 .

AVEa1A—9—ICBIFDTTAILL— B

RV ERD—5 X, Y (ZE —E—D'2 DT DHBYET, SRV b
D—HDIVE21—A—CREITBF I+ b~ o7 &, 2
DON—E—DEBBSEEEL TEP EVETA BIRE. 74
Fr— kT ELT 192.168.2.10 HRES NI Ry hD—5 Y
OOV 21—2—HRY FD—H ZEBETRHS. IVE1—4—
BBED TV MMEU—2—X-Y [CEH > TRESNETH. ¥D/%
T REX-YICEK>TY-Z I IZ8xrsnNEzT,

% 7 DVE21—AR—TE. EBEEHRSNTORORY FDO—
HBOIT Y FOIRTE, T4 ko= koo

EYN  (FoauR—b) ICREUET,




5 1—Y9—-81B&t+aUss—

51 1—Y—UAX)L

HERRIC &K > T, User (—f1—¥—) . Manager (B8#%). Security
Officer (RLBEBE) D3 DDI—HF—UNIUHEFELFT,

%5.2.1 1—H—JEAIF—I~R—X
1—%-%  USER
1~ BALFOXEAEDTIVT PRy EMTAEE
A9

« AN=R ., [?). #TWor—FT—Y3v "] &

R5.1.1 : 8ifF T— R&A—F—LNILOIER AT, X OMORRESIFERT
LA /=X IE-F tF+aUFs—F—F e KXF, INXFOXFIEL
User |*1—Y—B5ICBIT3mARE. NRDO— FD&L>% NZD—F  PASSWORD
TL—BOITY ROHETIEE N~ RYRETOEAOP VT PR FEHS
« BEICWAN RSB TERL T<BPPP 1—H—0R %EFAT
SEHC R «FIA VTR 6XBULDESHLE
Manager | * INTDIVY Y F%ERFT| » 21—H—P IPsec BE+E o [?). BTNOA—FT—> 3> ["] [FEAFRT,
ke F2 UF4— (BT X OOEBRSEERT
EOANVE e Nl « AN—ZN'BENBHE AT NVO+—F— 3
CE2HOI—H—LA) v T<<B
Security |+ INTOIVY FART| « INTOITVY FEEFT F KT NZFOXBISY
Officer | aJ4e ThE 2—H— PRIVILEGE
* Manager EEUI—¥—| « 8 1 fIODI1—-¥ -V LW « USER. MANAGER. SECURITYOFFICER H'5
LNy EIR
« FT4 U bOI—F—L AUl TUSER )
Manager . Security Officer L NJUDHEBRIE . BMFE— FICL>TE 051>t  LOGIN
HbUET, « VY= R—SFVERE TenetlC&B 05
, B ' A VEFTTBHEH
A2 [64 /—XNWVE—F / £F2UTF1—F—F] « 2—H—L~JUH TUSER J O S & A, USER
(p.52) LARLDI—H—F. BHIC PPP DIREEICEA
B G ENBLOBOT, BRI [LOGIN=NOJ #15%E
1—H—UIZ OV R > ‘Z o
N AR Telnet £7#& TELNET
R == 141 I%Y K70ty H—) (035 e T TR o e
2 T =)
«FOA UM 5220
52 1—Y—-8867—9~N—X aAV R DESCRIPTION
¢ 1Y IOV TOHH
ABRIE, 1—HF—BEF—EN—REF > THY . ROLIFHR

PRELICEE . COT—AN—R%FEAL T2I—H—DRAZTL
ER

e OVYV—=)UA—ZF)VFIZE Telnet [C&k> T —DEEB
b -t =3

* PPP k> TIRFHERL CElceE

BEETABEHREL T, A8 [34 NRD—FOERE] (p.27) . [4.1
vV RF70tvH—] (p.35) HITELIZS0,

A=Y —RLET—EN—RIZE RDEDBIERAEBEFRTDEHNT
TFET, COT—BRN—=ZRNDFP LERFE. /—<IVE—FTEE
Manager &7z(& Security Officer LNV, 2F2YUTFT 4 —F—RT
(& Security Officer L N JUDHERHNNE T T,

CEEABFICIE. Manager LNV 22— — [manager] DHHEER
SNTOFET, #ENRD— R [friend) TFo

AE [33 051V (TBAR] (0.26)

2—H T —AN—RIF TR < RADIUS —N—(C LB 505
LIURETY,

BR) IRV RYUDP LUVR [BR - 88]) - [1—Y 381
T—HZN—=2] - [1—Y—RINBDIBR]
NV RUDPUYR 18R - 88 - [REY—/N—J
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—_—H )45 1 7
53 1 -U- @Eﬁt Eiﬁo)&ﬁ Manager > SET USER SECUREDELAY=90 .
2 __be_gn =t =_ &/\“ _INDTP Lt X(g J—2)E— F'(‘(Ek This is a security command, enter your password at the prompt
anall 7" o Ao ‘ ] : Password: (FRENFHA)
Manager LN, £%2 U7« —F— FTIE Security Officer LN
)U@*ggﬁb\‘ﬂ\g’c‘—qo User module configuration and counters
Security parameters
" 2% login failures before lockout ............ 5 (LOGINFAIL)
*ﬁ*ﬁl_ -U- - Eﬁ 10CKOUE PETIOA vt eieiannns 600 seconds  (LOCKOUTED)
manager password failures before logoff .. 3 (MANPWDFAIL)
maximum security command interval ........ 90 seconds (SECURDELAY)
. < N = EERETU minimum password length ........ .. 6 characters (MINPWDLEN)
1 Manager I//\)U*’CDb”r/biﬁ'o TRTE, 21— TACACS retries ........... L3 (TACRETRIES)
manager -/ ° TACACS timeout period .. 5 seconds (TACTIMEOUT)
I 1 B4V LTOETY
semi-permanent manager port . .. none
login: manager .| Security counters
Password: (BRENETA) logins 2 authentications 0
— managerPwdChanges 0 defaultAcctRecoveries 1
. unknownLoginNames 0 tacacsLoginReqs 0
Manager > ADD USER=osaka-shisya totalPudFails 0 tacacsLoginRejs 0
PASSWORD="okonomiyaki” LOGIN=NO .! managerPwdFails 0 tacacsReqTimeouts 0
securityCndLogoffs 0 tacacsReqFails 0
loginLockouts 0 databaseClearTotallys 0
2 FRMI—Y B [ADDUSER] DY FafFEOE T, T

Tl&. 2—4%—=2 [osaka-shisyal. /Y22 — F [okonomiyaki]
ERELTOVET, 2—H =LA User TT (F2#U)o 11— —|EREE
A—HF—UN)H [User] TdB7ced. LOGIN/NS X—&—D
SEHDRETY, PPP REEDICODLI—H—32DT [NOJ %15

— 2 as WMy P oA
ELET[TELNET) O FREBTEE A (Foabb),  EroascNTOdI—Y - DRREERT 555, [SET USER]

IVY REBALE T, TR T, losaka-shisya] [COT A VHERR
H#E5ER . DAV FEBIOLTOETD,

Manager > ADD USER=osaka-shisya

PASSWORD="okonomiyaki” LOGIN=NO ./

Manager > SET USER=osaka-shisya LOGIN=yes
DESC="osaka-shisya PPP account” .

Manager LNV TBOIAVTBE. EFaUT—2A3—D

_ — s NN S This is a security command, enter your password at the prompt
25—FLET (F24 )0 i 601) . D51V LT B0BLIA o et aio
[C1—Y—BRIVY FZ2ETLILEE NRD—FEBkesh
FHAD. 60 BEHEBTSE Manager LALD/SRD— K User Authentication Database
%gﬁ‘iéﬂa‘: -gho Username: osaka-shisya (osaka-shisya PPP account)

Status: enabled Privilege: user Telnet: no Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
This is a security command, enter your password at the prompt Authentications: 0 Fails: 0
Password: (RIRESNELEA) || e

User Authentication Database

Username: osaka-shisya ()
Status: enabled Privilege: user Telnet: no Login: no
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0

BRAR—FI—H—BBIYY RERTIBLOICUtY b
NFET. ORPAICI—Y—BRITY FERTLBOERA
SX—DRALPO L. DBI2HT Manager L NJVDINR D —
REBRSNET,

TFLVTA—RATY—DEIF. ROIYY FTEETEET,

TR 0 BICEBLTOE T, Bl 10 ~600 ICHRETE
9.
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INRADT— REE

2—Y—FKAHNNR D= RAEZEBITBHE(E. [SET PASSWORDJ
IV RABALEYT (COBE. NRD—RICAR—R%ZBATH
RINWOF— b TLLBDBEHYFTA)

login: osaka-shisya ./
Password:

> SET PASSWORD .

OLD passsowd: (RRSNEEA)
New password: (RRcshagthA)
Confirm: (RRSNEEA)

#E [34 )20~ FOZR] (p27)

1—Y—EHRRR

21—HY—IBHOFRRIE. [SHOW USER] VY FEEOLE T,

Manager > SHOW USER J

User Authentication Database

Username: manager (Manager Account)

Status: enabled Privilege: manager Telnet: yes Login: yes
Logins: 4 Fails: 0 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

Username: osaka-shisya (osaka-shisya PPP account)
Status: enabled Privilege: user Telnet: no Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0

Authentications: 0 Fails: 0

User Port /Device
Login Time Location

manager Asyn 0
15:52:20 26-Mar-2005 local

1—Y—HlkR

2—H—0HIBRIE, [DELETE USER] XYY FAEEOE T,

Manager > DELETE USER=osaka-shisya ./

This is a security command, enter your password at the prompt

Password: (FRSNFEA)

Info (145265): DELETE USER, user osaka-shisya has been deleted.

1—Y——1EHIR

21 —¥—O—FHPBRIF. PURGE USER] OV Y FafEWh& T, &
BAFICSHBHE—DI1—Y— [manager] [FHEBRESNZBAD . /N
RD—FZZEBLTVS5HE. TBARO [friend]) ICRYE T,

Manager > PURGE USER .J

This is a security command, enter your password at the prompt

Password: (FRSNEEA)
Info (145269): PURGE USER, user database has been purged.

Manager > SHOW USER .

Username: manager (Manager Account)
Status: enabled Privilege: manager Telnet: yes
Logins: 0 Fails: 0 Sent: 0
Ruthentications: 0 Fails: 0

Login: yes
Revd: 0

1—Y-El#ELtFaUT+— | B
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AR, [/—FNWVE—FI[EF2UT—F—F] DO 2 DD&F)
EE—RAR->TOET,

/—%ILE—R (Normal Mode)
TOAIDOEBEETE—RTT, CBARE. COTE—R&EB-T
W&ET,

EF+a2UF+—F—R (Security Mode)
FUBVWEF2 VT4 —INVAERBIZCODE—FTY,
004 tF2 VT4 —PEBIYY FOERTHENEL <HIRR
=NEJ.

IPsecEDtFa2UT 4 —HKEEZFIRID L EP, ARRDE
BICEATSEFaUT 4 —ZSHIEVBEICRVET,

tFaUTF 1 —F— RNOBIT

tFa1 VT —F—FIIBITIBCDICE. d5H U Security
Officer LN)VDL—H—%ERL TE< BB DY E T, EFa U
T4 —F—RIIBITITBDE . Manager LNJUIEEE 2 L DHERRL N
CREEEN. X2V T4 —ICBITBEIVY FARTTERBUZE
ED

1 Security Officer UNJVDL—H—AERL £,

Manager > ADD USER=secoff
PRIVILEGE=SECURITYOFFICER
PASSWORD="top secret" ./

2 tF2UTF—F—RIIBITIBE. Telnet #ix Tldk Security
Officer LNV TOT AV TERLRBRDINDT HDOLANIVB50
T429) . BBIIGLT RSO (Remote Security Officer) M
BEELTHEET,

Manager > ENABLE USER RSO J

This is a security command, enter your password at the prompt

Password: (RRSNEEA)
Info (1045057): RSO has been enabled.
Manager > ADD USER RSO IP=192.168.1.100 J

Remote Security Officer Access is enabled

Remote Security Officer ... 192.168.1.100/255.255.255.255

RSOE. €Fa2 T —F—FIIBWVOT. BELICPZ FL D
50 Security Officer LNV TOOST A Y %A T HHERETT o

52 | A—v—&8BEtEFaUsT 14—

3 Security Officer UNJVDFP hoY bAEBEROY T FEL TR
FL . EFFICRITSNELDITEBELTHEST T,

Manager > CREATE CONFIG=TESTO0l.CFG .|
Info (1034003): Operation successful.
Manager > SET CONFIG=TESTO0l.CFG .

Info (1034003): Operation successful.

4 v+ T4 —FE—FICHBTIBICIE [ENABLE SYSTEM
SECURITY_MODEJ O¥ Y FZZEITLET,

Manager > ENABLE SYSTEM SECURITY MODE ./

Info (1034003): Operation successful.

DIV REERFTIDE, 725vVaXEY—IC
[enabled.sec] 7 7 M VAMERSNE T o ¥ AT LiCBIBFICAK
27D EEINEEF2Y T —E—RERUET, D
DA EEBRLICY . B, RE. JE—. UR—LBE%E
TIORRNTLIZE 0,

5 Security Officer LNV TOO AV LBHTE. Iv RJIOYV
T RH [SecOff > [CEDYET,

Manager > LOGIN secoff .
Password: (RREh&EtA)

SecOff >

6 Security Officer LNV TOTA>TBE, EFalUTFq—RA
X—HRE—=FLET (T4 FF608), O L T 60
BLRICEF2 VT4 —ICEEITZIVY RERTLICBE N
20— REERsnF AN, 60 BLUERBISE . Security
Officer UNJVDINRD— RABR=NE T,

SecOff > add user=nagoya-sisya
password="misokatsu" login=no .

This is a security command, enter your password at the prompt

Password: (FRRSNFEA)

Number of logged in Security Officers currently active..... 1

User Authentication Database

Username: nagoya-sisya ()
Status: enabled  Privilege: user Telnet: no  Login: no
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

RAX—FEF2UT 4 —BEITY FERTT BLOICY
v hEh&Ed, 0BURICEF2Y T+ —I7Y FERTL



BONERAX—DRALT DL, OFA Y 1—H—DHER (&
Manager NI TFSNE T, B RFSNICRETEF2
VT4 =3OV RERGFTLELOETDE ., HSIOT Security
Officer UNJVDNRD— RABRSINE T,

TF21VTA—RAT—DER. RODIVY FTEETEET,
TR 0 BICEBLTOE T, B3 10 ~ 600 WICRETE
ENC

SecOff > SET USER SECUREDELAY=90 .

This is a security command, enter your password at the prompt

Password: (Frcsnagth)

User module configuration and counters

Security parameters

login failures before lockout ............ 5 (LOGINFAIL)
lockout period ...........oviiiiiiiiiiian 600 seconds (LOCKOUTPD)
manager password failures before logoff .. 3 (MANPWDFAIL)
maximum security command interval ........ 90 seconds (SECURDELAY)
minimum password length ..... 6 characters (MINPWDLEN)
TACACS retries ........ 3 (TACRETRIES)
TACACS timeout period .... 5 seconds (TACTIMEOUT)
semi-permanent manager por . none
Security counters

logins 5 authentications 0
managerPwdChanges 0 defaultAcctRecoveries 2
unknownLoginNames 0 tacacsLoginReqs 0
totalPwdFails 2 tacacsLoginRejs 0
managerPudFails 0 tacacsReqTimeouts 0
securityCmdLogoffs 0 tacacsReqFails 0
loginLockouts 0 databaseClearTotallys 1

BEOEBEE— N&H#R TSI [SHOW SYSTEM) IV Y RAE
7L &9 [Security ModeJ £* Enabled 25+ U T4 —FE—F.
Disabled’2 5./ =X IVE—FTT,

t+a2UTF0—F—F8IC [SET CONFIG) OV RTEgHRo Y
TrAEEITDESTIFRIVDBTIMAIL SET CONFIG=NONE
ARTIBE REROUT MHERITENTIC, BEE— FldtE+2
VT4 —E—FDFFIIBYET CORETIYRT LEZHBLRENTS
& \Security Officer LNJVDL—H—HEELBOVC EITBD 1D,
< DIOXVY RHPRFTTERBLRYE T DK DBREITR > 12357
&l&. [DISABLE SYSTEM SECURITY_MODE] OYY RAEERTT
BLHhdYEEA

/—=RIVE— R~ RD

tFa2 T4 —F—FHBE/—INVE-—FIIRBICE RODITVEF
AANLET, COIYY RAERTIS &, [enabled.sec] HHIBR
SNET, Ffo, /—VNNE—RIIBOIER T, X2 UF 0 —
E—RTOMRBEUEER 7 71U (BSRT 7173 E) [FBEENIC
HiBRENE T,

Manager > DISABLE SYSTEM SECURITY MODE ./
Warning: This command will disable security mode and
delete all security files.

Are you sure you wish to proceed? (y/n) y

Info (1034003): Operation successful.

@ COIAXRY REZHERIIBBHBEF. ZRICTFEL
120 BBRSNIHB D 7 A VISESTEE T Ao

AR

1—Y—-E#LtFaUT+— | B3
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6 TFAMIT 45—

ARETlE, RBDTFR FIT 1 2—"TOBLAIZDOTHAL &
Fo TFRALITAR—IC&Y. BIREBBIEDRED » 1V ERE.
WEZHBL T, RETDEHTEET,

#E [92 774 IB) (.62)

6.1 Edit DT

I7«R—0ieEhid, [EDIT) ISHH T, 77 1ILBZEBELE T,
HEFE. ofg. sop. Xt HIEETRET T BELICT 7 M IVHFE
LBWEEIE. ABHEDD 7 UHMERENE T, BIAE. BEFED
2774 JVROUTER.CFG Z#8EL T, FEDIVY FZEANTBH &,

Manager > EDIT ROUTER.CFG .J ‘

RDEDBIT 1 Z—BEIERSNE T2

r——

SYSTEM configuration

#
# SERVICE configuration
#

#
# LOAD configuration
#

#

# USER configuration

#

set user=manager pass=3aflléce503efb5dbf7a00c6cad64467bf priv=manager lo=yes
set user=manager desc="Manager Account" telnet=yes

#
# TTY configuration
#

Ctrl+K+H = Help | File = ROUTER.CFG | Insert | 1:1

*1 Web GUI A TE3RIBICHDB O, [BE] - [RE
2OUT D7) - 1810, &) OFBEHERTT,
A& [B WebGUIJ (p.145) #I&IEE L,

2 ANSNICORY RiE AEGDV—VICUIch > TcER
[CEBRSNBICD . FERICAHLICOTY RE.
[CREATE CONFIG=filename.CFGJ TRESNIZZ 71
JVOIRY RORINFEER >t DERYET, LHL
BHD, RESNTVRREBRITIELCTT . BLUOES
ELT. OV FOREIAHN] (p.36) #ZBLIZE,

BEOR MIE. AT —RRTTIT. ZADSTFEDBEEZRRL T
W&Edo

e NV 7 AKRTBDF— (CtrvK+H = Help)

e 771)U2 (File =ROUTER.CFG)

e Insert BAE—F) F7z(EOverstrike (EE=E—F)

s RBHEBSNTUVBHED (EBdHYIE Modified & FIx)
s h—V B (785 : 3BES)

A=V IUBEF— (<1 | ) ZBRIEL THTIZE W A=V
ELLBBLG VWBEE. BEY 7 DI POIIalb—Y3v%
VTI00IZREL TTEE W,

A& [A3 NAN—2—SF VORE] (p.134)
g ZAZ [A.2 Microsoft Telnet M/E (p.133)

[ F—%2BLKH. h—VYIHRTITETBETSE. BEHNR
HO0=WLET NAN—B—ZFVEIEROBE. Ro0—-)LL
fcEEC. ROTOEANELLS BRShEBAD. [Cirl)] ¥—%
BLAHD (W] F—%87 &, BEHIBEBSNE T,

V=7 T#] TEDTIE. DAV MTTI, ZDOIIE. BESL
TRRSNE B A H—VILEIXY 7ICFEIL T . [BackSpace
F—ZBLTHTLIIS Ve MFEBETERVHREE. BEVY I+
o1 PD [BackSpace] F—0I— R% [Delete] (CF/REL T 1
0o &/, [Delete] F—TENFABEITDENTEET,

NEZZEELTICITAA—%RTIS5BE. [Crl) F—%=8BL B
DB [Cl F—%2HL I T, ERNBERETIHTHZBONET
DT, Y] F—= (F0) #BLTLES W6 [N) F—%8FE, T
TAR—BBICRYEY,

Lose changes ( y/n ) ? Y

RBZREISHEIE. [Crll F—%BLH'5 [K] F—%3L .
WMITICul)] F—%2BLIcEF [X] F—%2BLET. RET DD
BREBONEIDT, V) F-%2BL TS0 [N F— %18
TE ABERBFEEIICIT A E—DKTLET,

Save file (y/n ) ? Y

FH+ARIF+5— |55
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6.2 ¥—IR(E

/ TR
/ BE
D-c3/@

798 18 (FES

[Curl 18] w B | EalfF] | Cl/E
[ Cwl/X]
/ =E

Cul/D) we
H6.2.1 A—VILigE+—

FBEE UTFOBYTY, [Cul/al & [Cul) F—%28L3H
5 o) #2898 FZ2KLET,

[Ctrl/ &, Ctrl/ OJ (&, [Ctrl] F—%BLBHS [A) F—%1

L. #&HT ICtrl) F—%BLBHS [O) 2B I RELZRGKL &
Jo

#6.2.1: hH—VILiEE

+— e

te&told Crl/z 117LEIC. BET B,

V&R Cul/X 147 FIC, B#T B,

- 1THBIC, BET D,

- 1HHEIC. BET S,

Ctrl/B 77 A IVDOFRIC. BET S,

Ctrl/DP PrPAIDORRIC. BETD.

Ctrl/A TRIC, BEIT B,

Ctrl/E IRIC, B8BTS,

Ctrl/U 18aEwc. B#;ITS (ROUO—IEDIV),
Ctrl/v 1TEE#IC. BETD (RHO—LPVvIT),
Ctrl/F 10— FEICRETS.

a. NMN=R—IFVelFRDBE. h—VIBEH+—
P> <RBEARTEEEA.

b. Ctrl/D Z#ANTBE Telnet v avhHicnsd
ERBYETDTITERSIZES L,

56 | TFARIF15—

x6.22: E—FOYIbER

F— HRE

Ctrl/O FEEE—F

Ctrl/I BAE—F

£6.23:HE

F— HEE

Ctrl/T A—=VIED 1 D—RFZEET3,
Ctrl/Y T2z EET B,

BackSpace . =V IED | XF%ZHEET B
Delete®

a. NAN—A—ZIF)VETEROBE. [ 7] ~>TT
ONTF ] — [8F] — [Backspace F—DxIESHE]
% [Delete] ICREL TLIZE W,

£6.24:JOvUEE

= he

Ctrl/K, Ctrl/B JOvOX—0%RBTB,

CtrI/K, Ctrl/C JO0vHTIE—T5,

Ctrl/K, Ctrl/D TOVvOHY—0%RY T B,

CtrI/K, Ctrl/P TOvOTR= b BUDIF) T,

Ctrl/K, Ctrl/U J0voThY bTB,

CtrI/K, Ctrl/Y TOVvOTHEETD,

Ctrl/F 10— RBICHET S,
& 6.25: &&K

F+— HERE

Cul/K, Ctrl/F NFHERRT Do
Ctrl/L RREHFRITIT D,

KR6.26: T - 777

= e

Cul/K, Cul/X  EBEREL. I7+8—AKTI5.

Ctrl/C EREHEIZNBOEDLEERRLTIT «
ST T5.

&6.2.7 . ZDith

= e

Ctrl/W BEzY2Lvya BRR T

CtrI/K, Ctrl/O BIDT 7 A )V7zf8<o

Ctrl/K, Ctrl/H IFTA4BR—DAVSAINNTERRT D,




7 Telnet &{&ES

AERE, Telnet T—FY (F—N—) BLOLSA PV O #EE
ZREIL TOET, COETIE. Telnet #EATBICODEREY. 2
EICDOTHRALF T,

7.1 AYRIC TelnetcOF1VT D

AEGRE, Telnet 7T—EVERBIL THY . 1D Telnet 5517V
FHBRY bDO—ORBTOIAVIDENTEFT,

ZA&ZE [A.2 Microsoft Telnet ME&E] (p.133)

LAN BIEthernet 12— T —XABRBTOT AV TBHICIE, &
HRATRODIIBBENBENTOBLELABYET,

Manager > ENABLE IP .
Manager > ADD IP INT=vlanl IP=192.168.1.1 .

1 BE#AEZANATES IVEa—42—%2®BAL ARBISHL T
Telnet 2FRTLET. TR TR, HOSHLUHEARRDYERR—
RMZIPPRELR 1192.168.1.1) AEIUBTENTULS ERE
LTOE T RRICE. BEEOREICHSHT D% THEAI
=0

TELNET 192.168.1.1 J ‘

2 ARERICEHITDE, 091V TOVT FHRRSNEITDT,
2A—H—Z, NRD—RAEANLTLIESW FRETlE. T4
JU kD Manager LNJVDL—H—5, NZXD—F (AHEERTR
SNFELA) ZIRELTVET, OFAVICKIITEE, OT7 Y
R7OV T bHRRENET,

TELNET session now in ESTABLISHED state

login: manager .|
Password: friend J

Manager >

tF2Y T4 —F—FTEE. Security Officer L NV 1—H— (&
Telnet COTA Y TER<RYUET DL NG B5T]) . Security
Officer LNV TOT A > FB1-HIIE. Remote Security Officer M
BREHNVETT,

AE [ 2F2UT4—F—F\OBT] (p52)

1 CBARICELAN B/ 5—21—2RDIP PRLRE
LT [192.168.1.1] AEIUBTHNTVE T,

n
\
T

7.2 JUwITICHBIFB Telnet

JE—=FITUYIELTIMETDEDICRESNTNOBHBE (P D
TVwIVIINTNOD) [CBWVOTH, Ethernet &7zld WAN 1>
B—T7 1 —ZRBEADIP PHOEINTRETT . CNick Y Ethernet £
P WAN OHg%AREBL T, Telnet 55472 MIEBDERBANDO
TAY ., FEERER%E Telnet K54 PV FELTEMESED &
PTEET, FRAICO—HNVTY vICHBFBEREHNERLET (P
OHREEY 21— BWIEL . Ethernet 12 —2 1 —XIZIP P R
L 2EE|URITTOETD),

ENABLE BRIDGE

ADD BRIDGE PROTOCOL="ALL ETHERNET II"
TYPE=ALLETHII PRIO=1 .

ADD BRIDGE PROTOCOL="IP" TYPE=IP PRIO=1 .

ADD BRIDGE PROTOCOL="ARP" TYPE=ARP PRIO=1 .

ADD BRID PO=1 INT=vlanl J

ADD BRID PO=2 INT=ethO

ENABLE IP J

ADD IP INT=ethO IP=192.168.5.1 J

B7.21JVUyIVIILEIFID IPFIEADHDEE

Telnet &> A P> bH5 19216851 ICPHERTB &

‘TELNET 192.168.5.1

ZOY 7 b login H&EREn&E T,

TELNET session now in ESTABLISHED state

login:

Telnet Z{E> | 57
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7.3 TELNET OV~ RDE{T

KBS (&, Telnet 9547y FOMEEAREBL TOB T, KBS
DEHOBBITHL T Telnet £RTTEHENTEFT,?

AELG(C Manager LNV TOS > L, [TELNET ) ORY RAEZET
L&ET. MTFTlE. BHEDIP 7 L% [192.168.10.1] EIRE
LTOETHERICE . PBHEORBICEIDEDAE THEAIZS O,

‘Manager > TELNET 192.168.10.1

IP 7 RUADKR FRZRET D

P 7R RORDUIEDDVPTORR bBERET D ENTE
T, BRI, LROBIDIP P FURDKRR b2 [pearl] THS
ERETBDE, RODIRY FEANLET,

‘Manager > ADD IP HOST=pearl IP=192.168.10.1 .J ‘

AR FB%FEAL T, Telnet 2RTIBENTEET,

‘Manager > TELNET pearl J

DNS —/\—ZB8RTDLIICERET D

RRBBHS PP FUR%ZR/BIZHIC, DNSH—N—%E2RIT 5 &£
DIERET B ENTEET.ONS 4 —N—=—D IP PFL A
[192.168.10.200]) THBERET 5& . ROIXY FEANL &
To

‘Manager > ADD IP PRIMARY=192.168.10.200 . ‘

AR FB%EFEAL T, Telnet 2RTIBENTEET,

‘Manager > TELNET spankfire.deilla.co.jp J ‘

*2 AVE2—R—TXIWF O RO Telnet MEA D15
Bl ABRBICOTA> LT [TELNETS) DYV F%a%E
T35 &UIE. DVE2—H2—TEED Telnet v 3
VERTIBANMEHTT,

Iy
\
T
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8 Ping - Trace

8.1 Ping

[PING] DYV RICE> T BELIBFEOBEINTENE DD %
BIBENTEET, PING (&, BELIABFICTII—%2EKRT
BNy bEEEL. BFLOORBEXRRLE T,

PICBFBHZTRICRLE T, PING (C#EH T IP 7 FLRZEE
LET. 77+ -0OOHIFSTTT,

Manager > ping 192.168.1.100 J

Echo reply 1 from 192.168.1.100 time delay 1 ms
Echo reply 2 from 192.168.1.100 time delay 1 ms
Echo reply 3 from 192.168.1.100 time delay 1 ms
Echo reply 4 from 192.168.1.100 time delay 1 ms

Echo reply 5 from 192.168.1.100 time delay 1 ms

BFOHEEEL TPING 2 TD& . RETDIP P RLUREL T
BAVE—D1—ADIP 7 FLRHMIIIENE T, CNEpH<IcD
[CIIATHICHEETD IP ZIBEL T, &ic. JOBERNS P (X
V=R —RBICHEFHDIP TRFNUEOHFE Ao

Manager > ping 192.168.1.100
sipa=192.168.1.1 .

PING [CH T 2& N DB % E. [Echoreply 1 from xxxxxx time
delay xx ms] D&DICERSNE T, PING (T DNEHS WV5
& . [Request 1 timed-out: No reply from xxxxxx] D&DICRKRS
&9, [Noroute to specified destination] D&k D ICRRSND 1B
. BREBERHOKRZED . BEABICKRUL DY ST,

[SET PINGJ IRV FIZKY. PING DATY 3V AHEITBHE
MTEET, [SHOW PINGS 3% FIZKY ., PING DREIERER
RL&ETLSTOP PINGS OV Y RIZKY, ETPD PING ZpLEL
FT PING BNV HTSDY RTRITSNETPING DRERHIRL
[CRRSNTLBRETEH, IVY FOANTRETI ),

8.2 Trace

[TRACE] OV FICE> T BELIABF E TORBEOREZRT
IBIENTEET,

Manager > trace 192.168.80.121 .

Trace from 192.168.28.128 to 192.168.80.121, 1-30 hops
1. 192.168.48.32 0 13 20 (ms)
2. 192.168.83.33 20 20 20 (ms)
3. 192.168.80.121 ? 40 ? (ms)

ke

Target reached

[SET TRACEJ DY Y RIC&KY. TRACE ODATY3VABETS
CENTEET, [SHOW TRACES 7V FIZKY . TRACE D&
EEREXRRLE T, [STOP TRACE] O¥Y FICKY ., ETPD
TRACE ZPlEL &9 (TRACE BNV OIS DY FTETENE T,
TRACE ORERDNRLICRRENTOBRETH . IV FOADR
TRET Yo

Ping - Trace | 59
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9 IJ7MIY AT LA

9.1 I35y Y aXEY— - T7AIVYAT L

TFTPH —/N—
Zmodem

>

upload file=filename.cfg
server=ip-addr

upload file=filename.cfg
method=zmodem port=0

show file
show file=filename.cfg

show config dynamic

create config=filename.cfg

restart router
restart reboot
ThA >

E9.1.1 BT 7AIIVICEHTHIVY R

AHREF ABRUEXEY—ELTI6MByte D75V ¥a XEY—
(FLASH) ZREIL TBY., 77 IVYRT LELT 15MByte HYE
BTEET, 75 v YaXEY—RB DVE2—2—-([CHT2EH
TARODEDIHRBBEVE T BREAVICTDE, 75y ¥aX
TU-DET7P—LDITPNVFIPAN%EO— L 2B ROY
Tr274) (CFG) MEE=NTONE, ¥NEO0—FL&ET,

[SHOW FILE] DXV FICE>T. 723 v¥aXEY—IZRBSNT
WBI7PANVD—EBEZRRIDENTERT, FRICHERLET
(EBEDT7ANVBIE. BFHEORE. RESNTVST 7—ADI
PRREDN—IY3VICLH>TRRUET),

Manager > SHOW FILE .

Filename Device Size Created Locks
55-271b.rez flash 3553292 24-Mar-2005 14:37:22 0
boot.cfg flash 235 14-Mar-2005 19:15:27 0
config.gui flash 434 25-Mar-2005 11:04:15 0
d550s300.rsc flash 3438517 24-Mar-2005 14:44:49 1
example_isp.cfg flash 2840 25-Mar-2005 11:29:23 0
feature.lic flash 39 24-Mar-2005 14:55:15 0
gui.ins flash 64 24-Mar-2005 14:59:12 0
help.hlp flash 106718 24-Mar-2005 14:45:09 0
longname.lfn flash 89 25-Mar-2005 19:38:58 0
prefer.ins flash 64 24-Mar-2005 14:41:16 0
random. rnd flash 3904 02-Mar-2005 11:09:54 0
release.lic flash 256 15-Mar-2005 15:37:22 0
test0l.cfg flash 2840 25-Mar-2005 11:29:23 0
ud.cfg flash 5428 18-Mar-2005 16:57:44 0

load file=filename.cfg server=ip-addr
} destination=flash
load method=zmodem port=0

destination=flash

edit filename.cfg

set config=filename.cfg ((2E/ X 7 1) 7"k DIETE)

[SHOW FLASH] O%YY RIZEK-> T, 75V YaXEU—DREZ
RRIBIENTEET,

Manager > SHOW FLASH .|

FFS info:

global operation ...... none

flash autowrite ....... disabled

compaction count ...... 20

est compaction time ... 243 seconds

files ................. 10442504 bytes (15 files)
garbage ............... 68180 bytes

free ... ... 5086884 bytes

required free block ... 131072 bytes

total ............ ..., 15728640 bytes

diagnostic counters:

event successes failures
get 0 0
open 0 0
read 1987 0
close 13 0
complete 3 0
write 119 0
create 3 0
put 0 0
delete 3 0
check 1 0
erase 0 0
compact 0 0
verify 0 0

i
i



75y VaXEU—-OIVINIYaY

[ACTIVATE FLASH COMPACTIONJ XY FIZ&Y, 75w ¥a
ARV —OIVNOY 3y (ANYIOBRE) 217D ENTEET,

BEOEBATHNL.COIVY FEEATILERIFEAEDY &
AN 73V Va2 XEU—RBEOTOBEIB OIS, 771D
O—RTEROEVSTTRRTIE. COIYY FERFTLTHET,

Manager > ACTIVATE FLASH COMPACTION ./

Info (131260): Flash compacting...
DO NOT restart the router until compaction is completed.

IVNOY 3V NYHISHY RTETENE T, IVNNOY 3

UHETL T ROAY £—IDRRESND & T g3 ICAHBDE

B A2ICLicY, [RESTART] ORY FERFLBLTIIEED

RRCE>TRE 1 ~E5RDDBENBYETo) o

Manager >

Info (131261): Flash compaction successfully completed.

@ IVNDY3VRTPIC, BRICARDOBERE A7
[CL7zY . TRESTARTI D7y RFERITLBVTLE
S YRR —FPBRAD%ETOE. 72 AIVR
TLNBESNE T,

AR

DrP—LDIPON=Y 3V FPVIRETHERIZD LY PV
YV=E, 77 —LDIPREDKER D 7AIVEERKRLICEE, 8
BRICCOIVNOY 3V ERTLET,

9.2 J7A4IL%

D 7AIVBE. ROERTERSNE T, filename & extlgEY # BT
BOET, T4 L ORI — (DA NVE—) OFREHY ETA

‘filename.ext

filename
T7ANWE NR—=RB), XFHIE 1 ~ 16T, ¥HREKTE
NATY () PMERAE T, AT I\XFOXBFHYEHEA
B BRICERET  NIFOXBIHRESNE T,

ext
WEF o 77 ANVBICRBTHERF £ DHRTNLRYE A
®9.2.1 DERFNMERYRETT o ANF N\ NFOXFEHY
FEAD RRICEANT - N FOXBIHRRSNET

[UserDoc.CfCJ) D& DICKUYFT INIFRBSUD T 71 IV aERT
BCENTRETT, LHLABHD, AXF I\IFDEMLEFERSN
% o . [UserDoc.CfG) AMER SN T LN [userdoc.cfg] (E4E
B CEFtHA L. [userdoc.cfg]) #3#8E TS & [UserDoc.CfG) Ht
HWREBUET,

K921 ICTARGIEAI D ERIBRT ERL T,
x 9.2.1 ELHIRF

WERY TPAERAT /A
REZ AHRHRETEHEE, O—FSNB T »—LDITPD
EREEXDT 71

PAZ  T7—LDIPICHTB/NYFOERBERDT 71,
VI RDIPON=I3VICE>TE, AR b=
NTORBWEELHYET

CFG  ARBOHBERHYT LT 71)L% [SCPJ EDBICH
ERBXBSHY FEAD . BAEL TRERNBTZRET
3207 RIE [CFG) =20 &d

SCP EARHYT T 71, [CFG] &DREICBHES XA
HYZBAD, BRELTHRIA-—RSUT RPNV F
PR RE YT RZIF [SCP] #fEVET

HLP AVSAINIVTDT 71

LIC SARVRT 7AW ZP—LDT (UU—X) P&
HEE (D1 —Fv—) DAY RBEREBMHL TV
37 7AITT, @FICHBRLBOLTIIZEW

INS RENFICHAAL T »— LD T PORED 71 VDIER
ML TWB 7 7 A )

DHC  DHCP #—N—0D3REE=HR 7 71 )V

TXT AV o g

RSC GUIDOYY—RT>A)

a. CFG. SCP Z 71 ILOARBICBWVT. #] TwHE51T
(F. IXY FERBSNERSNE T,

B, EDIT DYV F&. CFG. SCP. TXT DILEF =R/ D7 71U
TIBEITBENTEET,

AL 6 TFXFIF42—] (p.55)



K9.22 FHRIFEIEHOT7 (I

77MIE &E

FOAI DRSOV T ~T 71 )0

[SET CONFIG] OV RTicghro U7 +H'EE
SINTLEL (none) BE. K7 71 IVHFEEL T
ONReBBsICBEIRTSNE T, HBRLICY . A
BEEBLIBOTIZS 0,

EIXOUT FORESNTOBHEEE. RESN
TWB I PAIUDRITSNET

boot.cfg

ROV T L7 AIVDBRERBELTOE T »
1 )Us [SET CONFIG=filename.CFG] %#%£179% &
1ERL (EBE) =& d, [SET CONFIG=NONEJ
ARITITDEHBRSNET

config.ins

RERICO—FIBTr—LDIP. NvFI7A
WOBEREREFEL TOET

prefer.ins

enabled.sec tH+a2UTF 1 —F— RABITLICE ECBBICIE
BRSNB T 71 e YRTALICHL . EEFFICE
#1%7_-4—{— RARBITINECEAERT I 71
T

IPsec 8 EDEESIEDTZODT—T &L TEHW
[CAERRENE D 71 )b. REBEBD-DICEDNS
EDT. I—Y—1IRBEITIVBEDYETA

random.rnd

V)=RSAEYRD7A)e TP—LoxP (U
J—R) DALV RIBERAFF DI 71V TT,
BBRL B2 WOWT<IEE=h

release.lic

T4 —Fv—SAEYRT 21U, BIKEAE
(Ta—Fv—) OZA LV REREF DI 71U
TY,. LB OLWTIZEW

featurelic

longnamellfn 2LV 712 B3 FER) EROLT»1ILB
(16.3F2x) OHILERFTL TVET, 2 71IU3
(N—=2B) BHH 8NUFAEIBASD 7 71 JVELER
I3 EBENICERSN., URBBNICEHFSNZE
To HBRLB O T Z=h

9.3 DALILFA—F

77V EBETBRODINVY RF. DAV EA—F () #E>T
BROD 7 e—EIIBETEET,

* DELETEFILEOY YV F
¢ SHOW FILE D%V K

VAW EA—F () & [EEOXFI £RILOT. ARETR
BINTORERL VT R TP A ERRLET,

Manager > SHOW FILE=*.cfg ./

Filename Device Size Created Locks
52catv.cfg flash 2199 08-May-2002 21:48:14 0
53perso.cfg flash 3223 08-May-2002 22:00:07 0
55mulho.cfg flash 3149 08-May-2002 22:36:19 0
example_isp.cfg flash 2840 25-Mar-2005 11:29:23 0
telnet.cfg flash 2324 26-Apr-2002 16:11:25 0
tokyo.cfg flash 4511 09-May-2002 01:30:02 0
tokyo.scp flash 2430 11-May-2002 21:45:06 0
x-y.cfg flash 2276 11-May-2002 20:44:19 0
y-z.cfg flash 2359 11-May-2002 21:46:33 0

filename 8353 Tl [string*] DL DB BOADTEF T, ext SR T
(&, BRTERLE T, BRI, FR&E M) THE3 71K
RL&ET, 72720 . filename BR732L T [*string] [str¥ing) M &
DRBOBEBFTEFEA.

Manager > SHOW FILE=t*.* .|

Filename Device Size Created Locks
telnet.cfg flash 2324 26-Apr-2002 16:11:25 0
tokyo.cfg flash 4511 09-May-2002 01:30:02 0
tokyo.scp flash 2430 11-May-2002 21:45:06 0

Tl N0 THES scp 7 P A IVDINT=HBRL & T

‘Manager > DELETE FILE=no*.scp

@ HIBRL TL &2 D7 LDEIBETEEE Ao
[DELETE FILE=**] #BAL T 7 ILEZHEIRT D &
INTOT 7D EBREN., KEDN B TER< 7
UETe DA RA—REBEBRLIED 7 VORI,
RACTERSIZE L,

A
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(=]

]






10

FERE. TS5V XEY—CRESNTOBSHRED 71 U3 &
ONYHPYTPUR NP (BT AFTSTENTEET,

TFTPY—/(—
Zmodem

L
-

7wvJO—R
(UPLOAD)
NworPvT

AR550S

| m} 192.168.1.1
®10.0.1 7v7/ ¥9v0—K

192.168.1.100

FovO—K
(LOAD)
UZ 7

ABTIE, TFTP, Zmodem [C&B NV HFP VT EY X RPIZDNT
SBELEFT.

10.1 TFTP

AERE, TFTP 5514 P b OWEEEZREL THY . TFTP ¥—
N=DEEHBDT VY2 XE)—ADONDYO—F FlolFAR
@BDT VYA XEY—=HB TFTP $—N—AOPv 70— FHg
BETY,

K& [9 772V RT L] (p.61)

TFTP #Be=FIB I B1-DICE RO K DBREDNARBICHESNT
WBRBHBYET,

Manager > ENABLE IP J
Manager > ADD IP INT=vlanl IP=192.168.1.1 .

UTFDOHBTIE. LAN B> &= —2X VLANT (192.168.1.1)
([Z. TFTP #—\— (192.168.1.100) H'B#EER=N TS ERE
LET,

Q M DOP—LDIP . NVFIrANVRER, PvIO0—-RT
EF A
evk

*2 Web GUI Z A TERBICHD B O, [BE] - [®
EROUT D 7AN] - TRvOPYT ] [BT) O
RAMMEFITI . A& [BWeb GUIJ (p.145) =&
=L

BMEI7AILDINY I v TEURXRNT

Py 7/ BHrO0—RiE. /=Y IE—RFDOBEEManager LNV,
tF+2 YT —F— FOBEE Security Officer L N JUDHEBRH MHE
T,

govo—k

HOYO0—FRE&, [LOAD] V¥V FZERBLET. RIC. ANhl=
RL&ET, 772AIBELT [testOl.cfg) ZREL TOLE T,

Manager> LOAD FILE=testOl.cfg
SERVER=192.168.1.100
DESTINATION=FLASH .

Manager >
Info (1048270): File transfer successfully completed.

EEAERDYO— FTELHE. [SHOW FILE] DY FTHRT
=EY,

TFTP #—N—(CL>Tld (UNIX ROS D tftpd 8 &) . 77 A L%
HOVO—RIBRRIC. 72 A NVBODKRYF - I\NXF=XBILETD
TTARIZE V. 72V Y aXEY —ETEXNT - INIFOXF!
BHYFEAD ., RRICFANT - NIFORBDIRRENE T,

TFTP Tl ¥DY0—FI3 77 WERBD T »AIVH 75
VaXEY-EIBEITBHRE., ¥OVO0—FTEE Ao
[DELETEFILE) DXV FTO 2y Y aXEY—LEDOT 71 U7%=HIBR
LTHBADYO—FLTLIZE W,

7w 7O—R

v 70— R, [UPLOAD] DY FABALET, RIC. AHA
ERLET. 7718 KNF - N\ EHRIL £To

Manager> UPLOAD FILE=testOl.cfg
SERVER=192.168.1.100 ./

Manager >
Info (1048270): File transfer successfully completed.

TFTP #—N—(CL>TlE (UNIX ROS D tftpd 8 &) . 77 A L%
Pyv7O—FIBRIC.TFTP 4—N=T27 7 IDLOUI A~ (E
) HTERVIHIC, Py TO—RHRBIBZEADBYET, ¥
DEOBBER. TFTP $—N—DT 1L H U2, HEHL D
PvID—RENB 771 VEBLBRIDT 7 A Ve tERiL . EEA
OBEEREHICATHOTIIZEL (UNIXR OS Tl kAT - I\
XFEXBLET)o

HEIT7AINWDINyIF7vTEURRT | 65
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10.2 Zmodem

AEGBF. Zmodem FORINVERBL THY, IVYV—R—k
[CERSNTOD VYV —VE—IFHEFEB DTS v a X
FY—ADTPAIDEHYO— R EEBDISVY 2 AEY—H
BSIAVYV=WR=IFIADT7AI)DOF v T O— RO TRETT,

CCTE BEYZ FH 7”& T Windows 2000 D\A N—%—
IFIEGERISHBEEHALET,

KE [A3NAN—2—ZF)VOBEE] (0.134)
T K[ IrAIYRTL] (p61)

yuvo—K

1 NAN=HE—ZF)V%ELEL . Manager LNV TOLTA>V LT
<fZEW (BF2 VT4 —F—RDHBSEE. Security Officer L
N TOATA L TLIESWO),

2 45> 0—RE. [LOADJ) Ov Y REBAL T, XRIC. AH
PaERLE T Zmodem ICLBD XDV O—FTlE. Z22v¥a
XEY—FICERQI 7AABRETRIZE FEESNTI(CT
XV PGIITRYLETDTTFRSIES 0,

Manager> LOAD METHOD=ZMODEM ASYN=0
DESTINATION=FLASH .

3 @@IC [Router ready to begin ZMODEM file transfers ...J] &
TRSNICH . NAN=F—ZIF)VDAZ2—N=H5 [EnE]
—> [Z7AIVDEE] #RIRL . 771V EEBEL T,

4 BELICD 7 VaBHSBL . ROENEEEE] RE>V%EH Uy
L&D,

5 B@IC [Zmodem, session over.] EFRRsNicHbAHYO—F
[FZTY T,

6 [SHOW FILEJOY Y FTARRICEBAEFDY O— RTEIC
CEEERL TS0,

66 | RET7AIDINyIF7vTEURKNT

7y JO—R

1 NAN—2—=ZF)u%&LEL . Manager E—RTOT1>L T
<IZE0 (EFa2YF4—F—RDBEIE. Security Officer L
N TOTAVLTLIZE W),

2 Pv70— &, TUPLOAD] J%Y FEMBALET. RIC. A
NBIERLE T

Manager> UPLOAD FILE=TOOS.cfg METHOD=ZMODEM
ASYN=0 ./

38 NAN=B—ZFHBBNCT 7 (IR E=EBL T,

4 [File transfer successfully completed. ] E&RRSNicH, Pv
JO0—-FREEY T,



11 N\=yayrPvT

BRI HRDICDIC, FPERSERRBOY T FD I PON-IY3Y
POITONYFUNVP YT =TG5 ENBYET, COETE, &
FOP—LDIT POAFHEY, N=I3VBESCOOTHAL &
EE

11.1 ¥EEHD

AEBON—Y 3V Py R ROEOHVRBTT,

B¥ O 7P—LDIFPONOYO—FEI2—
T7=LH P NVF ANNVT D23 EZFEDICER
271 T,

YY—2/—k
AR . NF T 4 HZARBICOVTHAL I ETY, BES
BENRHSNTOFIOT, ATTEI LSO,

TP—LDIPAVRAR—5—
TP—LDITPREDT 7 A%, KBBICHDYO—FT B
YV—)TT,

N=Y3VPvIFIeE

N=Y3VPvIOHA. ARIHDBHSNTOET,

Windows XP/2000/Me/98. Windows NT A~ R b—Ju=
ntcoIvEar—%—
ITP—LDIPAVRAS—5—%RTLFT,

RAOVO0—FEYa—l, UU—R/=h, TP—LDITPAVR
F—=5— N=Y3 Y PvTFIEE. Bt Web X—=IH58D Y
O—FI3I&ENTEET,

‘http://www.allied-telesis.co.jp/

11.2 77 4ILDIN—I 3 UKREE

27—L9x7IT7A4)

D7—LDIFPI77AIDN=Y3E, EYUF RTHAL 3 D
= [majer.minor.interim) . BIZIE [2.7.1] ODLDICERSNE T,
[majer) XY v —N—=Y3V&ES. [minor) FXAF—N—=Y3Y
BSTY, linterim) (&, NF D4 HRBEDIZHITRFS NTWOTC
NYFHTP—LAD T PICRBSNICBRITHNESNE T,

27— AD P& [55-mREZ] E VWS T 7 LR TRESNE T,
[65-1 T&E Y . [rr) (& Tmajer.minor.interim] H5EY & R&ERY

BRI 3HDRBTT ™!
[G)
‘55-271.REZ ‘

EE[9 77 AV RTF L) (p.61)
NyFIT7A)

27— LDI P ICHITBDEENGNT 74 DRDIZHDICNYF D »
I ERENET. NVF 2T 70 UE. [55mr-pp.PAZ) WD
D7V BTRESNE I, [66] TWHEY. ) BNV FORER
EBB )Y —2DN=Y3VES. [ppl FNVFESHERLET,

Ny FBSE 01 o UE T, PR 65-271.REZS (L
T, MOTRHESNBI NV FETFROLDITRUE T,
(A1)

55271-01.PAZ

BHFONVFIrANE. NyvFES [01] HBONTT 15 2R
BOINTEZBCEXATIRRSNET WBREQGD 7 7—LDPIC
BRAYRER NNV F 2 7 A IO EDIZFTT),

AE 9 77V RT L) (p.61)
dovO—REIVa-b

Web N—=INSEBESNBIRI 77— LD I PDADYO—FE
Ja1—-)iE. BCRROERY 71 VEL TRtsNE 7,
AHOYO0—REYV2-UVIEABGNBZN-Y 3 VESE.
['majer.minor.interimPL pp) D&DICEKL . SKEFFIRD T 71
JOEBEBIC—HL &Y,
(1)

‘Ver.2.7.l PL 1

HOYO0—REIV2—-VIZHEHFS Tpp) D 100DHD [0] FRES
NEEATopl B 0] THBHBE. FV MMIBT»2—LDI 7T 7
AWEEFHZENTHEY ., NvF I LEEENTOLEEA.

ROV O—REI2—IVOERT 71 URlE. [arb5] TFY .,
['majer.minor.interim] [ppl =&EEL I exe EX T 7 A ILERUE
ED

(f1)

ar552711.exe

% M UU=RIEEL>TRE 77—LDI P TP )VDR—RF
A I, Tal BEDH T4 wHORNDIBELDBYE T,
=

N—3arr7vyT |67

A
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12 E>Tlc&TEIC

AHROEAPICBADHD R STIVARELIC &EEDFISITEIC
DOTHBPVLLET,

12.1 b3S TILADFHLE
LED D#R5R

AHRHFBDLED OREBZERL TIZS L LED DREEEBE
ADIZHEIBEITOT, BOEHEDFIC LED ORE (R[UT. K
W OEKBE) & CHRL TOIIEEETLOBROOILET,
LED DREICDOV TR, FRICHAD DY E T,

A& [1.3 BBOBHEBE] (p.18)
POWER LED him4T U7

POWER LED MEATIE . AMGBICERAIMISSNTORBOI %R
LTO&E T, UMTORZ#ESRL TIZE L,
s BRRAVFIE. AVITR>TOSD

s BRI NVE ARBOBRIROA—(ICEL<#EH=nThH
3h

c ACTSHE. BRIOVEY MIELL#EFSNTLB D
s BRIVEYV FICE. BRIMEHGSNTOSH

SYSTEM LED H'm419 %
1 ZHBOERZ=AZICL. LEIS<FE>TAVICLET,

2 SYSTEMLED MR SUTLIEIF TWOE D, AEIRICREN'FAE
LTOWBZEARLTOETD,

oS ) O O

[ 0 0 0 o ow
099029 uln .I.

E12.1.1 FiEE

<§ 1286 O—B00B AATIE . ARRORFERTED T
¥ GBUF LA,

LINK LED H'sa4T L7E0Y
LINK LED OSEATIE. 52350 10BASE-T/100BASE-TX R— HIZ#

MSNTOBRBEOBEN TEBVIEEZRLTOVETMUTDOR
ZEHESRL T<IZE Lo

* BIRABSBOBRIE. AT >TLBH
« UTPT =D VIE, RS EERERSICERSNTOSH

* AEBOFBOR— FIEHFSNTOD UTP =T )bz, A&
DDOMOIR — HTHEFL T BB MOR—F TEBETDIES
5. ERSAESAIRICE UTP 7 — T U ORE

UTP 7 =T 7B es DDA — HTHERL THdo D
A= TEBIDEERS ., ARBAKICE UTP 5 —T O
&

s ERICEFRCEDIEN DD > TV D UTP m—T (T3
BLTHD

s ELOUTP =2 )bMEAL TLOS D 100BASE-TX DG
FHTIU— 50k, 10BASE-T O%B&IEHT IV —3 ML

LINK LED HsT U TV D DICBIE TEIFL)

o LANIAR— FDIBE . R— EDEMICHRESNTUOEBOD,
[SHOW SWITCH PORTJ OYY RTHR—rRT—ARX
(Status) %=HSRI S

* BRSSO LINK LED (FRXTL TWOSB Do LINK LED (&, &
HRPEEREHSOTAICHY TWADRUTL TOBHFNIERS

B
BHCZ’T R MOFEROER

AHREBESBWHEE (RIVTTRE) ZBATVE T, RERER
C BEAYE—JICTS-—ABTHERRSNE T, BIVTTR K
E. RDELDBPZEICETENE T,

s BREANICEE

 AFFEY Y bRV EBL TBRBLICEE
* RESTART REBOOT O¥Y RTHERREIL & &
s B IS —ICLko T BHNICHRELIcEE

EBRRBEFICEIRD L DB A Y E—IHRRSNE T,

INFO: Self tests beginning.

INFO: RAM test beginning.

PASS: RAM test, 65536k bytes found.
INFO: Self tests complete.

INFO: Downloading router software.
Force EPROM download (Y) ?

INFO: Initial download successful.

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated

INFO: Executing configuration script <flash:boot.cfg>

INFO: Router startup complete

login:

Fofc&EIC | 69
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REA Y E—IE, FTRED 4 DICNFENTRRSNE T,

« INFO : 287 DR PRRSNET

* PASS : TR BB <Y LIcZ EARHRL  BRIFRS
nEy

*ERROR: TR FTIS—PDRELICCEZRKL ., IS5—AT
DRRSNEITHRE IO LR FHTSNET

* FAL : TR FTHGHRB IS —HFEL Ll E%RRL . 128
JTOtREPHiENET

AHNROOTZRD

FHSPERTDOT2RDIEICSLY RRERPTCEDEH'D
UEd, OJE, [SHOWLOG] I¥Y FTRRTEE T

login: manager ./
Password: J

Manager > SHOW LOG .

Date/Time S Mod Type SType Message

26 14:18:02 4 ENCO ENCO PAC  MI18X Security Engine Found.

26 14:18:02 4 ENCO ENCO PAC  MI18X Security Engine Initialised.

26 14:18:02 3 LOG IGMP packet trapping is active for IGMP
snooping, L3FILT is activated

26 14:18:02 4 ENCO ENCO STAC STAC SW Initialised

26 14:18:02 7 SYS REST NORM Router startup, ver 2.7.1-00, 04-Mar-2005, Clock
Log: 14:17:13 on 26-Mar-2005

26 14:18:02 6 PRI PINT WARN pri(0): interface reset

26 14:18:04 6 PRI PINT DOWN pri(0): Interface is no longer receiving
incoming signal

26 14:18:16 3 DHCP DHCP 00001 IP address 192.168.1.100 bound to
00-00-£4-95-9c-96

26 14:18:31 3 DHCP DHCP 00001 IP address 192.168.1.101 bound to
00-90-99-7e-b3-bb

26 14:18:51 3 USER USER LON manager login on port0

26 14:18:55 3 CH  MSG
26 14:20:39 3 CH  MSG
26 15:18:16 3 DHCP DHCP

WARN No patches found
WARN No patches found
00001 IP address 192.168.1.100 bound to

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

12.1.2 OJ OxRTHI

OJ& Web GUI @ T[£E=&2U Y] - [0V DEE ]
TLRRTEET,[B Web GUIJ (p.145) #IELIE
(7 =0,

122 FS5TIL61
VY= F—ZFIVICTFDANTELEN
e DUV —TWREL <EHESNTOEH
< BEVT FOIPE 2 DU EARICEEL TLBON. BHO

BEY T DI P ERFICEET S ECOMMR— FTREDFEE
L. BETERBO, FREICBDBEDBENHKLETS

70 | @ofc&ZEIC

e BIEY D bO I POREABTIFEL VD T, DY — i —
T EEFEL T3 COM R—b2& BIEVT O T P THRE
LTWLW3COM R— FBIF—HLTLWDH

AE [ASNAN—R—ZIFVDOFE] (p.134)

s BBV DI FE—BRTL . BELEL THD

e DVE1—A—DHBIEEN DY >THD

VY=L —ZFIVTXFLIFTTD

¢ BEY T DI P OBERER,600bps [CREL THBH A
HROTHEAFDHREF 9,600bps

s BEVI DI FPOIVI—FEYTE JS (SJS) ICRET
%o HELP OX YV Rl Y2+ JIS TBABZXRRIS

HE [ASNAN—H—ZFVOFE] (p.134)
* ADE- R BEHFAE- R8> TOB D EANTPHA

NFEFANTER O, Windows Tl&. TAlL) F—%8LH'S
(A /28] F—%2BLTHUBRS

EDIT D RS2V
@ [BackSpace] F¥—TXFhiEEREW

* BIEY 7 b1 7DIBackSpace J+—M3— F% DeletelC 9%
* [Delete) F—%E>

A& [ASNAN—B—ZFVOHRE] (p.134)
T ABI6TFERRITA&—] (p.55)

@ 1—V ILF—hHFH7Eun
c BEVIFOIFODIZAL—Y3VAVTI00(1C2TD
O/\ A )\—F—=ZF )V THEEDOXFHAIO—ILLIEL
o [Ctrl) +—%BLBHS (W] F—%BL (BERABHEIT S
* TeraTerm B EDBEY 7 bH 1 P %#FEAITS
BEgsLs7O/I\/F—[CEGE LN
* PPPOE [C&BHEMICHOT., ELOFIBICLEHicE) . 8B
DERRAYVF I D HETHED 212BE LIESOBTONA
H—EDBFNDTERBLRBBEIIEN DY FTHO~TEHDFo
1ot . BRIREAERL THTIIZS 0,

B *8 (seasozm]) 3



5280 REHIR

CCTlE AR KL EDNDRIFZ
WD EDBIF. ZDERETTEICDL
CHEEHULE T,






13 1Bl

CCETOET, ER- BRICEIDIEHHY, VI DI P80
ABBEICDOVTHRAL LT AEB TR L<EON XA
MEEFT REOCBR~ZRAL DD, BRIV FANZERLE
Fo EDOICHBERBREICESTZOHD, FLOD—5HEL THEHRMA<IE
=0

KEBDERIE. FTEDEDIIB>TOWET, £9. 1V R —=RY ~E
WCDOT. 4B1==RBLET,
* 13.2 PPPOE [C&B AR A VA2 —2w MEK (0.74)

* 133 PPPOE (C&B LAN BUlr VA —xw R (PrF 2 N—
F) (0.78)

* 13.4 PPPOE [Z&5 LAN Blr V& —=Rw 8t (DMZ D3R
E) (p.83)

135 Ethernet IC&BImARE A VA2 —% v HEiE (0.88)
RIC. IPsec Z#HABAL TEF2 U T4 —ZHRLEBH BV E—RY
MEBT. EROUSICBITS LAN 2#BEEHIT D HREHBL F
ED

* 136 1V &—xv MMERICELSD 2 <@ IPsec VPN (p.92)

¢ 137 AV A—3vY MERICEKD 3 R IPsec VPN (p.104)
YL T.PPPOE DXIVF LYY aIVAERWN, A VR—RY FMEKE .
NTT RBADTIL VY - F—TP o2 NTT BBADI L v

V- =T EDCUC ¥ —ER%ZEBICHIAT 5 HEEHBL &
Io

* 138 AVAh—=v k& CUG Y—ERDEFER ( imARE )
(p.117)

* 139 A/VA—xv k& CUGC H—ERDERER (LAN 2)
(p.122)

BH#IC. PPPOE DBEIEHET ST OOREDHEL . STREAD
& 05 TELTOERELMERE S LD TBY ST, TRICHE
EBDBACTEIE O,
- 1310 BE LOFREE (0.127)
* [PPPOE v 3V DFENC LB LM (p.127)
- [PPPOE £ vy 3V O] (0.127)
« [PPPOE [ZBH3 7Y+ N— K (p.128)

13.1 REZF U DHIIC
IV Y RAACHIIDER

TEICIVY FOANIERL T RERICADTBEDE, ANF
TRLET, [ B YR —VF—F BT VR—F—T7F (KT
TlE VA=V F—ERLLET),

BEOBEICLY ., IV FERURTHBEE. 2 TELEERTH
LETEBDIVY FANTE. FTFHFESNTOSTORICAN—
ROEDEAN, [A] ET1ATAALTLEE L,

(B

Manager > ADD IP ROUTE=0.0.0.0 INT=ppp0
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

a9 RAIDEEDESDIC

NEDCD-ROMIC. COETANT S EIVY FEREFLICT+
2 ET 7 (¥SAMPLE¥550SAMP.TXT) H'dU & T,

CO7 7AW elHEAODIVE2—A—(ICIE—L . 5D LHTF
ALITA E—THESHEEEDOBAZEEL LR, TFIEIT «
A—HDBIVYV—)VE—ZFVIC. IV FZIE—EXR—-X LT
<FEEW.

—EIZ 1 T9DIE—&XR=R L. KRSNBD AV LI AR
LA SEDDDHRETT, —EICEBDTEZIE—EN—X T
& Nvor—podianicy, XvEe—IHERTELBZOIDHIC,
FERICOVY RARITESNICIEMDHUEEA.

TFTP ¥ Zmodem Z AL T, BERARRICHDVO—FITBHIE
LOEETID RRRIC 1 79 DIV REAAL THB I ExHE
HLET,
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13.2 PPPOE [C&DImAREA 25— v MME#

7354V —DNS :
192.0.2.1

THhAHU—DNS:

192.0.2.2

DHCPEIUSTAZ? FL R : _FTTH
192.168.2.100~
192.168.2.131 NTVwDH
Fv kD=5

T

L= IPAP A

’ (ENAT)
TS5AN—F
Ry kD=5
( Iﬁ):’ppohu SE:
, < thO 7 EREUR R1S
\ B 97 © kcPy
BN = {\*/ vlan1
B N 192.168.2.1
> 2)
g =
— 3
>
=) l b b b
./ Y D=L PRUR .168.2.0/255.255.255.0

13.2.1 PPPoE [C & 2 imKE DS

PPPOE A1E-> T/ ONA H—ITH L &9, PPPOE (&. ADSL ¥
FTTHREDWDIDS 70— RN RIZFS—EXTLEIERBSN
TWBTORILNTT, COBIE, FFIDEEBNICT FLUR% 1
DEYBTONDMARBDEARRETT .

BAFIvo ENAT T 1BOF7 FUR%ZHAL ., 727247 Dx—
THBHSDAREP O R%EBRLELE T, &l LAN BISS APV
FOFREEBEICT B0, DNS U L—& DHCP —/N—3FIAL
ENCRS
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T0ONRA F—h SRIEESN D 1B

LUFOHATE . TONA F—D 5 FEEORMBHNSA5NTVS
EREL £ T RROREICIE . BBHEORRIE®RE CHRA<IZS O

c BHD1—Y—3 . site_a@example.co.jp

o BFHD/NNRD— K passwd_a

* PPPOE 4 —E B #8ERBL

s PPRLROO=NVP RUR 1B GEHEIVUST
* DNSH#—N—: #FEISBOSND

REDFE

s D7PATOFx—)VEFRL T HEDDDOREF U R EL
DD ABPHLBIFEBICA Y R—RY PADFP O ELRHTED &
2ICLET,

DPAT O+ —IVDAAFZ v ENAT #AEAFAL T, LAN
BlIRY D=L DTSAN=KIPPRUR%E, TJONAE—1D
BEZBNIO0—NVIP P FURICEBLFT . CNICKY.
LAN [ZEFSNICERD IV E2—2—D 51V R —3RY AN
DEP O EADTREICRYE T,

AEHRBOIP 7 FLRIE, FEDEDICHEL ETo

#=13.2.1 THROBREE
WAN B4 >4 —2 11—  eth0
WANEI (ppp0) IP 7P FLR  #BHESICTONAA—H5E

B89%
LANE (vian1) IPZFLR 192.168.2.1/24
DHCP #— N\—#&a¢ B3

AR DHCP —N—&L TafEs . LAN [t Nic D
YE2—&—CIP PRUR BTRY FYRO TIH IR —
FOzA . DNSH—N=PF FURDEHRZRHEL £T,

% 13.2.2 ARmOD DHCP Y —/\{—D&E

DHCPRYU >Y—% BASE
FRFRHARR 7200 (#)
YITRY FYRY 265.255.255.0
FT2AR—k 192.168.2.1
DNS #—N— 192.168.2.1
DHCP L > Y& LAN

RHIDIP P R XDEHHE 192.168.2.100 ~

192.168.2.131 (32 1&)

o REBDDONS UL —#pee AV ICL T .LANRIDYEa —4&—
PNBEODNS UHIR &, TONAH—DDNS H—/N\—(C#x



#EL T oL DHCP H—N—DHREICLY LANB DV E2—
R—ICHL TR DNSH—N=P FLRELTHERBED IP
P RUVREHAET,

sn
ax

1 AAEHROERRAANVFZAVICLET,

2 OVV—JUR—bH 5. 2—Y— [manager] TOT1VL F
To T4 FDNNZRD—RE [friend) TY,

login: manager ./
Password: friend (FrRcnzxtha)

@ boot.cfg DHfLE

38 boot.cfg DT 71 IE%ZEEL . boot.cfg DFTAAH & —BFH)
[CIEL & T,

Manager > RENAME boot.cfg dontread boot.cfg .

Info (1031263): Flash file rename under way...
DO NOT restart the router or alter Flash until rename is
completed.

Manager >
Info (1031264): Flash file rename successfully completed.

4 AERAED+—LARXRE—FL. [manager] TOS+1 VL TLIS
=0

Manager > RESTART ROUTER ./

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated
INFO: Router startup complete

login: manager ./
Password: friend (®rcSnzxthA)

®PPP DBE

5 WANAI Ethernet 1> &2 —27 1 —2X (eth0) EICPPP 1> 4&—
71— REERRL & T [OVER=ethO-XXXX] 0 [XXXX] DB
DT, BRSNI- PPPOE @ [H—ERZ] 22l £7, 18
ENZVBEE. EDV—ERBAITEZHFANDND LD,
fany] #/EL T ®

Manager > CREATE PPP=0 OVER=ethO-any ./

Info (1003003): Operation successful.

6 JONAA—HDOBHOSNIZPPP 1—H—8ENNRD— %
EL . EHEICIP P FLREIUBTOBREZTOLDICHEL
9. LAREFAZICL . ADUICLCP Echo N7 W h%&E>T
PPP UV HODREEZERL . BEBOIC PPPOE DEvY a3z
BEFKIBDIOICLET (Byyav+x—TP>07) . &Ic.
ISDN @i D#EETH S BAP (FAZICL&E T,

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site a@example.co.jp
PASSWORD=passwd a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

OIP. L—F 1 VIDERE

7 PEI2—)LEBHMLET,

Manager > ENABLE IP .

Info (1005287): IP module has been enabled.

8 IPCP *IYI—vy 3V TEABNI IP P RLR%E PPP AV
R—DI—RATHEAITBELDCRELET.

Manager > ENABLE IP REMOTEASSIGN ./

Info (1005287): Remote IP assignment has been enabled.

9 LANA (vlan1) A2 A2—2x—XICIP P FLR%EZH/EL &I,

Manager > ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

10 WANE (ppp0) A>A2—2Jx—XIZIP PR X [0.0.00] %=
FELE T, TONAA—EOBROEILTHE T, IP P FL
RFEEL E B A

Manager > ADD IP INT=ppp0 IP=0.0.0.0 J

Info (1005275): interface successfully added.

11 7O U—FEBRELET,

Manager > ADD IP ROUTE=0.0.0.0 INT=ppp0
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.
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@ DNS UL —DiRE

12 DNS U L —#eE=BMICL £,

Manager > ENABLE IP DNSRELAY .

Info (1005003): Operation successful.

13 DNS U L —Dik = I8EL & T BH . PMFEIC(E DNS —
N=DOF FLRZEEL TN IPCPICKUP FLRZRFT
BETIIRATHBICD CCTEA VY R—T T —RBEE/EL
9.

Manager > SET IP DNSRELAY INT=pppO0

Info (1005003):

Operation successful.

@I 747U+ —|LDRE

14 D7 A7+ —VREZBMICL & T,

Manager > ENABLE FIREWALL .l

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

18 D7 A 70— VOBEERE IS 7 770 +—JUiRU>—
Mnet] ZtERL & T RYU Y —DXFFE . BBRICK > TIEER
ICRETEET,

Manager > CREATE FIREWALL POLICY=net ./

Info (1077003): Operation successful.

16 ICMP /¥4 w k& Ping (Echo/Echo Reply) & ZIERTIAE
(Unreachable) O&WAETHIL T,

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACH .

Info (1077003): Operation successful.

17 AE@Dident 7 OF> — R EIICL . SO X —)U
(SMTP) H—N—=2EHL 5D identBRISHL T, fof2BIC

1 F74 ) FRETE. ICMPEY 74 P — LB
LY TEETA
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TCP RST &Y £ OREL & T 6

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY

Info (1077003): Operation successful.

18 7747 0x— URUY—DBEARRERBSD A VE—T1—2R
ZELE T, LANAl (Vlan1) (> &—21—2R% PRIVATE
(B ([CRELET,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE J

Info (1077003): Operation successful.

WAN Il (ppp0) > %&—2x—2R% PUBLIC (588 (CRE
L&ET,

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .

Info (1077003): Operation successful.

19 LAN IRy bDO—SIZHE RSN TOBINTOIVE 21 —&—
HENAT #EEABARTEDLORELF T, JO—NIVFP RU
RUZIE. pppO DIP 7 FLUR%EEBL&F T,

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=pppO .

Info (1077003): Operation successful.

@ DHCP Y—/\—D&&E

20 LANRIOYEa2—%— DHCP 454 7> k) D1zl DHCP
T-N—HEEZBMIL T,

Manager > ENABLE DHCP ./

Info (1070003): Operation successful.

21 DHCP AU — [BASE] Z1ERL & R Y—DXFFF .
BBHEICE > TRERICRETEE T, IP 7 L ROEAEBRIE
72008 (28R L&Y,

Manager > CREATE DHCP POLICY=BASE
LEASETIME=7200 .

Info (1070003): Operation successful.




22 DHCP O S APV MIIRHIT B 1BEREREL 76
CZTE . DNS —N—=F FLR&EL T, AEROLAN @l
B=—DI1—RDIP P RURZBELTOE T,

Q& IO

28 PPP DML, [SHOW PPP] IV FTHSRTEE T oo

Manager > ADD DHCP POLICY=BASE
SUBNET=255.255.255.0 ROUTER=192.168.2.1
DNSSERVER=192.168.2.1 J

Info (1070003): Operation successful.

23 DHCP DL > TLOCAL] %4EpkL . DHCP £ 517 FICiR
HID P PRLURDBEZREL T, LIDXFINE. S
BRICE > TERICRETEE T,

Manager > SHOW PPP .J

Name Enabled ifIndex Over cp State
pppO YES 04 PCP OPENED
eth0-any LCP OPENED

F/o. [SHOW INTJ OV RTIE., 21V R8—7 11— RDREE
AERTEZET,

Manager > CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32 ./

Info (1070003):

Operation successful.

Ozl J\RAT—R. EERT

24 SR EREL T, MAT. BAERELICC LD DDHRE . 557
DEI/ERGAETT,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 .

System time is 01:00:01 on Sunday 01-APR-2005.

25 1—%— [manager] ONXRD—RAZEL &J, Confirm: D
ANERACEE, XY ROV T RARRSNBOBEE.
A=V F—%BLTZE0,

Manager > SET PASSWORD .l

0l1d password: friend J
New password: XXXXXXX
Confirm: xXxxxxxx o

26 BTERLULTI HEANBEZRERO VT F I 7 A VICREL &

o

Manager > CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

27 KB ROUT FELTEELE T,

Manager > SET CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

Manager > SHOW INT ./
Interfaces sysUpTime: 01:26:55
DynamicLinkTraps..... Disabled
TrapLimit............ 20
Number of unencrypted PPP/FR links..... 1
ifIndex Interface ifAdminStatus  ifOperStatus ifLastChange
1 eth0 Up Up 01:17:13
3 vlanl Up Up 00:00:01
4 ppp0 Up Up 01:17:35

29 PPP#RESICT ONA H—HBEIBLIC IP P FL R EDIEHR
(&, TSHOW PPP CONFIG] IRV RICL> THSRTEE T,

Manager > SHOW PPP CONFIG ./
Interface - description
Parameter Configured Negotiated
opp0
Local Peer
eth0-any
IP
IP Compression Protocol NONE NONE vac
IP Pool NOT SET
IP Address Request ON
IP Address 123.45.11.22 123.45.11.22 123.45.67.1
Primary DNS Address 87.65.43.21 87.65.43.21 NONE
Secondary DNS Address 87.65.43.22 87.65.43.22 NONE
Primary WinS Address NOT SET NONE
Secondary WinS Address NOT SET NONE
PPPOE
Session ID BICC BICC
MAC Address of Peer 00-90-99-0a-0a-04
Service Name any
Debug
Maximum packet bytes to display 32
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30 LANRIOOYE2—&—TWeb 75 0% - E%RTL . AV
R—RY MIPHOERRTED I EZHRL TIZS L,

@33 LANBIODYE2—42—H PP FLX%ZBEBTD &

DICRESNTVBIRE (DHCP OSAPY FTHBBE) . A
RO DHCP 4 —N—#eExRTELICRIC, DVE1—&—%
w8 (F1cldBiieE) IB3LBADYET,

FEH

BRDREFIBERTIBDEICL>T, k. RESNBRHUT
b7 ERLET,

R 1323 ®/ERXIUT I 741)L (ROUTER.CFG)

1 CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

3 ENABLE IP

4 ENABLE IP REMOTEASSIGN

5 ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

6 ADD IP INT=ppp0 IP=0.0.0.0

7 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

8 ENABLE IP DNSRELAY

9 SET IP DNSRELAY INT=pppO

13.3 PPPOE [C&% LANBIA V5 —Zw b
gR (PrFrvIN—K)

1V5—xv b

NTU s
P EXNGR

b= IFATOE N
T3
4
TS5AN—h
BN A

10 ENABLE FIREWALL

11 CREATE FIREWALL POLICY=net

12 ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

13 DISABLE FIREWALL POLICY=net IDENTPROXY

14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

15 ADD FIREWALL POLICY=net INT=pppO TYPE=PUBLIC

16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppO

17 ENABLE DHCP

18 CREATE DHCP POLICY=BASE LEASETIME=7200

19 ADD DHCP POLICY=BASE SUBNET=255.255.255.0
ROUTER=192.168.2.1 DNSSERVER=192.168.2.1

20 CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32

[SET TIMEJ O%Y RRE, IRV RIJOV T MIRLTARLE
XY ROIRNTH REDZ 7 M IVELTRESNSD DI Tl O E
WORICTERLIZS 0

78 | 18rkpI

Yy

192.0.2.3 ...

,192.0.2.0/255.255.255.248

13.3.1 PPPoEIC& % LAN Bl (LAN &' 0—/\)L)

PPPOE % fE>TTONAA—ICHEHL & T, J0—NNVP FLR%E
8 1@.16 @ DT 0y L8 TEENICEIVLB TSNS LAN Bl
MOBRESI TI o

COFITIE. NAT 2ERE T, LANRIIRKICTO—NVP FU R %
BHEIVETET, Rl 77 AP0+ — V%> THEHBDPH
TRERABBL DD, HFEOY —N—12FZHBLIC/BEL T,



T0ONRAF—h SRIEESN DB

LIFOSBA TR TONA H—H 5 FRORIBERN G 5N TS
EREL & T ERDREICE  BBHEORIERE CHA<IZS 0,

s B 1 —Y—3 : site_a@example.co.jp

o BFEDNRD— K passwd_a

s PPPOE 4 —ERE : I8EHL

s BATE3IP 7 FLX:192.0.2.0/29(192.0.2.0 ~ 192.0.2.7)

REDFE

* LANliERIFITNTHI OV FLURTERAL &7, NAT (&
BARALEEATONAE—DEEUZTENTLS P FLRIE
8BETIH, *v ED—OFPFLR (192020), 70—F+~
RE7RUR(192.02.7) W—R2—BFDF FL R (192.0.2.1)
[C¥N¥EN 1 @I DEEBSNDICD, WARICKETCES P FU
213192022 ~ 192026 D 5@BEBYET,

27AT O+ —VEFABL T HABHSORET LR %EEHL

@ boot.cfg DL

3 boot.cfg D7 71 IVB%EZEEL . boot.cfg DFHAAH % —FFH)
[CIIEL &9,

Manager > RENAME boot.cfg dontread boot.cfg .

Info (1031263): Flash file rename under way...
DO NOT restart the router or alter Flash until rename is
completed.

Manager >
Info (1031264): Flash file rename successfully completed.

4 AER%HD+—ALREZ—FL. [manager] TOT1>LTLIZ
=0

Manager > RESTART ROUTER J

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated
INFO: Router startup complete

DD ABHSEEBICAVEZ—RY EFNDF O LN TED K

2DICLET, login: manager .
Password: friend (RmcShEtA)

HEED ST O RSERRNICTNTERETL FTH ROY—E
RIZHIHEFEL THILE T, @ PPP OE

¢ SMTP H—/N\—1:192.0.2.2 : 25/tcp

« DNS #—/\— : 192.02.2 : 53/tcp. 53/udp 5 WANAHI Ethernet 1> A& —27 11 —X (ethO) EICPPP 1> &—

T 1 —REEML ET o TOVER=ethO-XXXX] D [XXXX] DBL

S Yoy HICE . BRSNIC PPPOE O [H—EXB] #RkL £9, 16
s ARROERRTE. ROBYTT,
PEETEE ENBBBE. EOY—LRBAITHBIANDNED &S,
£ 13.3.1 xHROEREE [any] #=8REL & T
WAN QI8 > & —2 1 —X ethO
Manager > CREATE PPP=0 OVER=ethO-any ./
WANEI (ppp0) IP 7 FL R PYFYN=F
LAN 16” (\/LAN1> PP |~“L/7\ 192.02.1/24 Info (1003003): Operation successful.
DHCP #— N—#%ag BHOBN .
6 JONAH—H BRIOSNIPPP 1—H—B& /N2 D— FA#E
_ EL . HHEICIP P FUREIUSTOEKRZTOLDICHEL
RE 9. LAREAZICL. RDYIC LCP Echo /¥ v b RS T
PPP UV O DREZEHRL . BEMIC PPPOE DtvY3v%z
1 AERZDERERAYFAAVIZILET, BEFKIDLOICLEY (Rvyay+x—TP>5407) o F1o.

ISDN @i DERETH S BAP (A ZICL & T,

2 JVVY—JUR—kH 5B, 2—H— [manager] TOT1>L &
To T4 ERD/ISZD— RIZ friend) TTo Manager > SET PPP=0 OVER=ethO-any BAP=OFF

IPREQUEST=ON USER=site_ a@example.co.jp

PASSWORD=passwd a LQR=OFF ECHO=ON ./

login: manager .|
Password: friend (RrRchathA) Info (1003003): Operation successful.

Py FUN=FRICEBWANEA V&2 —7 1 —RIZEBL TII TR
DEHTELIIZS 0,
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K& [PPPOE ICHIFB PV FUN—F] (p.128)

®IP. L—F 1 VIDERE

7

IPEJ2—-EBEMLET,

ICRETEET,

Manager > CREATE FIREWALL POLICY=net J

Info (1077003): Operation successful.

Manager > ENABLE IP .

Info (1005287): IP module has been enabled.

IPCP % IVI—vY3VTE5ABNE IP P RUX%E PPP 1Y
R—D 1 —RTCERAIBLDICHRELF T,

14 ICMP X4 v k& Ping (Echo/Echo Reply) &EIERTJAE

(Unreachable) OHFRBETHTIL £T, 2

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH .

Info (1077003): Operation successful.

Manager > ENABLE IP REMOTEASSIGN .

Info (1005287): Remote IP assignment has been enabled.

LAN B (vlan1) 4> 52— 2 —XRIZISP A BEIUSTENIZS
O—NU7? FLURDSEE? FLR (192.02.1) %#35% Eb%@“o

P RU2% 8@ 16 BE V1B TEYUKBTESNDIS

Ry Y ROHSERMNICEDDTEEL TS0,

15 S8 X —)U(SMTP) H—N—72EH BDident BKISHL T .

AHRHIRBOY—N—DRDUICINE TS . ident 7O+
O—HEEN'T D A ETEMTE > TOWET, ¥ T T, RERD
P—N—BEHBETEDLDIC. ident 7O+ —HAEA &
ML FT,

Manager > ADD IP INT=vlanl IP=192.0.2.1
MASK=255.255.255.248 .|

Info (1005275): interface successfully added.

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY .l

Info (1077003): Operation successful.

10

WAN # (ppp0) AV R—=T1—R%EFPUFUN—=FRIIHREL
9,

Manager > ADD IP INT=pppO IP=0.0.0.0

Info (1005275): interface successfully added.

16 2747 0+— VIRUY—DBARREBSDA VR —T1—2R

EIBELE T,

LANE (VLANT) 4> &—2x—2R% PRIVATE (RBB) (5%
ELET,

11

T2 E—bERELET,

Manager > ADD FIREWALL POLICY=net INT=VLAN1
TYPE=PRIVATE .

Info (1077003): Operation successful.

Manager > ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

WAN Il (ppp0) (> %&—2x—R% PUBLIC (588 (CRTE
L&ET,

[ ol

12

A7 +—)VDEE

TPATOx—)UiEREEBMICL & T o

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .

Info (1077003): Operation successful.

13

80

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

HEHEDNT Y b HITNTIEREITE 7717 D+ —JVDEK
)U UIZHL . DMZ DY —N—ANT W R =BT IDDBEE
TOET,

TrPATP O+ — VOBEZRE TS 77170 +—JURU > —

Mmet]) Z1ERL T, N Y—DOXFFINE . BBAICE > TER

tERLGl

% 2 TI7#IERETIE. ICMPIEZ 7

o x— )b @E
TEE A



SMTP H#—N— (192.0.2.2 DTCP25 &) \D/\7 v~
SEET,

Manager > ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=ppp0 PROTO=TCP IP=192.0.2.2
PORT=25 .

Info (1077003):

Operation successful.

DNS #—/\— (192.0.22 ® TCP™3 & UDP ® 53 &) M/
Ty hERBEtE T,

Manager > ADD FIREWALL POLICY=net RULE=2
AC=ALLOW INT=ppp0-0 PROTO=TCP IP=192.0.2.2
PORT=53 J

Info (1077003): Operation successful.

Manager > ADD FIREWALL POLICY=net RULE=2

AC=ALLOW INT=ppp0-0 PROTO=UDP IP=192.0.2.2
PORT=53 .J

Info (1077003): Operation successful.

Ozl J\RAT—R. EERT

18 B2 EREL &, AT, BAERELICC EHDDHRE . 557
DEIVERGAETI,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 J

System time is 01:00:01 on Sunday 01-APR-2005.

19 1—%— [manager] OXRD—RAZBL &£J, Confirm: O
ANERACEE, OV ROV T RAFRRSNBOBEE.
UR—=2F—HBL TS,

Manager > SET PASSWORD ./

0ld password: friend J
New password: XXXXXXX
Confirm: xxxxxxx

20 FEEUETTRERNBERER LU T ~7 7 UCREL &
T

Manager > CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

*3 £ AHYAY—DNS ¥—N=DEDFPHtRTTCP H'EMA
SN&ET,

n
\
T

21 BHRHOUT FELTBELET,

Manager > SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

Q& IO

22 PPP O#FmOEILIE, [SHOW PPP] OYY FTHIRTEE T,

Manager > SHOW PPP .J

Name Enabled ifIndex Over cp State
oppO YES 04 PCP OPENED
eth0-any LCP OPENED

F12, [SHOW INTJ ¥V TR 210 R—T7 1 —RORE
EHERTEET,

Manager > SHOW INT .J
Interfaces sysUpTime: 01:26:55
DynamicLinkTraps..... Disabled
TraplLimit............ 20
Number of unencrypted PPP/FR links..... 1
ifIndex Interface ifAdminStatus  ifOperStatus ifLastChange
1 etho Up Up 01:17:13
3 vlanl Up Up 00:00:01
4 ppp0 Up Up 01:17:35
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23

PPP#FE ICT ONA X—H BEISL I IPP FL 278 EDIER
(&, TSHOW PPP CONFIG] OV FICL> THSRTEZ T,

Manager > SHOW PPP CONFIG .

Interface - description
Parameter Configured Negotiated
pppo
Local Peer
IP
IP Compression Protocol NONE NONE wic
IP Pool NOT SET
IP Address Request ON
IP Address 123.45.11.22 123.45.11.22 123.45.67.1
Primary DNS Address 87.65.43.21 87.65.43.21 NONE
Secondary DNS Address 87.65.43.22 87.65.43.22 NONE
Primary WinS Address NOT SET NONE
Secondary WinS Address NOT SET NONE
PPPOE
Session ID BICC BICC
MAC Address of Peer 00-90-99-0a-0a-04
Service Name any
Debug
Maximum packet bytes to display 32

24

82

LANBIODOYE2—&—TWeb 755 H - E%RTL. 1YV
R—=RY MIPHOERRITED L ERL TIZE W,

@ﬁ\ LAN 1EJ@3\/E°:L—Q—75" PP FrLR% QEbHY/Ejé&

DICHRESNTWBHEE OHCP 5147V FTHBBE) . K
HGOD DHCP ‘U‘*/\*#\%ﬁz RELICRIC. :l/tlf&*%
w©ee) (FcldBieE) IBIDYET,

tERLGl

FEH

BRDREFIEZRTIBEICEL ST, . RESNBRERD
VT RO 74V ERLET,

xR 13.32®/ERXIUT T 7L (ROUTER.CFG)

1 CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_ a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

3 ENABLE IP

4 ENABLE IP REMOTEASSIGN

5 ADD IP INT=VLAN1 IP=192.0.2.1
MASK=255.255.255.248

6 ADD IP INT=pppO IP=0.0.0.0

7  ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0

8 ENABLE FIREWALL

9 CREATE FIREWALL POLICY=net

10 ENABLE FIREWALL POLICY=net ICMP_ F=PING,UNREACH

11 DISABLE FIREWALL POLICY=net IDENTPROXY

12 ADD FIREWALL POLICY=net INT=VLAN1 TYPE=PRIVATE

13 ADD FIREWALL POLICY=net INT=pppO TYPE=PUBLIC

14 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.2 PORT=25

15 ADD FIREWALL POLICY=net RULE=2 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.2 PORT=53

16 ADD FIREWALL POLICY=net RULE=3 AC=ALLOW

INT=ppp0 PROTO=UDP IP=192.0.2.2 PORT=53

[SET TIME] O¥Y RE, DYV RTOY T RIHL TARLE

IRV EOINTH BRET 7
WORICTS

AW ELTRBSND DI TlyIBOLE
2T,



13.4PPPoE IC&D LANBA V5 -2y b
i (DMZ DRE)

site_a@example.cco.jg
passwd_a

bl P

FTTH NTUwsH

RV D=2
PPPO
PUFUN—R T

o= I PAT A=)

, (ENAT)
ENATEP RL 2
192.0.2.1% #F8
TSAN—p
Y D=5
! W veann :
: 192.0.2.1 | 192.168.1.1 :
= = = it , , !
0 O o
I SMTP  ONS  Web n 19216812
1192023 192024 192022 ;
192.0.2.0/256.255.266.248 192.168.1.0/256.256.256.0

13.4.1 PPPoE [C& % LAN i (DMZ)

PPPOE %> TTONA A —ICHHL &T. J0—NIP FLR%
818,16 B2 DT 0w B TCEENICEIUHB TSNS LAN B
MOBRESI TI o

COBITIE. LANRIZ 2 DOH TR RCHEIL,. —A%E5D0—N
WP RURTEAITZY—N—H OM2), £5—A%T 5/ -
PRURTERIBSOSAFPY ERELETHSA PV MIRAF
VO ENAT BEBTA VR —RY MIPHERIALET, &2 77

AP O+ =) %EB>THEOBDT ot RERAEEL DD BHED
P—N—12F=HBICABELF T,

0N F—h SEREETND1ER

LT OB TR TONAH—H S TFEORIBRAN G SN TS
EREL I EBEDOREICIS  SBRORMIERE CHRA<IES L,

o BHO1—HY—3 : site_a@example.co.jp

o FHFD/NRD— K passwd_a

e PPPOE #+—E 25 I8 L

c FATESIP P FLX:192.0.2.0/29(192.0.2.0 ~ 192.0.2.7)

HEDFE

o LANfEl%& vlan1 & eth1 D2 DOHY TR MIHEIL . ethl (C
FTONAA—=—DHBEUKTENICTO-—NV TP RL R %,
VIan T IZIEF T SANR—=bP RURZEIUNTE T, JO0-N)UY
TxRY ME DMZ ELTH—N—%BEL ., TS5AN—=rHT
RV MIEOSAPY L EBRBLE T,

¢ P AT Ox—)VEFRBL T D DDORIEF L R ZEHTL
DD ABHSEBBHICAYE—RY MADPOEIDTED &£
2lEL&EY,

* HBHSDP U RIEANICTINTEML EITH ROV —E
RIZHRHHIELTHILE T,

* Web #—/N—:192.0.2.2 : 80/tcp
¢ SMTP #—/N—:192.0.2.3 : 25/tcp
* DNS #—/N— 1 192.0.2.4 : 63/tcp. 53/udp

e ISAR—MHTRY CDOSAPY SHAYR—FY BT
DERTEDED . HMFIVOENATZERLET., J0—
NIVP BLRIZIE, eth (ZEIUBTIC? FLR (192.0.2.1)
=HALET,
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* ARROEAREE. ROBYTI,
R 13.4.1 XRBOEFRE

WAN BB > 5 —T 11— ethO

WANRI (ppp0) IP 7 FL R FPYFIUN—-F
DMZ @] (eth!) IP 7 FLR 192.0.2.1/29
LANGI (vian1) IP 7 FL X 192.168.1.1/24
DHCP #—/N\—#8E BBV

HE
1 ARRSOBRER A vFEAVICLET.

2 J2VV—JAR—tH5, 2 —%— [manager] TOT1VL &
o T4 FDINRD—RIF [friend] TY,

login: manager .|
Password: friend (XRsh&Eth)

@ boot.cfg DINE

3 boot.cfgMT 71 V2% ZEEL . boot.cfg D5HEMHAH % —EFH)
[ZIEL &9,

Manager > RENAME boot.cfg dontread boot.cfg J

Info (1031263): Flash file rename under way...
DO NOT restart the router or alter Flash until rename is
completed.

Manager >

Info (1031264): Flash file rename successfully completed.

4 KAERHED+—LREZ—FL. [manager] TOOAV LTS
=0

Manager > RESTART ROUTER .J

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated
INFO: Router startup complete

login: manager ./
Password: friend (Xreh&Eth)

©® PPP DEE
5 WANHI Ethernet /> &2 —2 1 —2X (eth0) EICPPP 1> & —

71— R%ZAERL & T o [OVER=ethO-XXXX] O [XXXX] DBB
D BHSNIC PPPOE O [ —EXB] #RHL £, 1§

84 | EBmh

ENRVBEER. EDV—ERBRITERFANDND LD,
[any] ZREL &I,

Manager > CREATE PPP=0 OVER=ethO-any

Info (1003003): Operation successful.

6 JONAE—HEBHNSNIPPP 1 —H—RENRD—FAIE
EL. BREFICIP P FUREIUBTOBRETOLDICHEL
F9. LAR FAZICL . KDYIC LCP Echo Ny hzfE> T
PPP UV HMDRE=ERL . BEMIIC PPPOE DtV Y3V %
BERIDIOICLET (RvYayv+—TP347) , &1,
ISDN @i+ DH#RE TS BAP (A ZICL & T,

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

PrFUN—=BRIZEBWANRIA VA —D 2 —RICBEL TIFTE
NBEHTELIZE 0,

&ZE [PPPOE ICHHFB 7Y+ N—F] (p.128)
O IP. IL—F 1 VIDERE

7 PEIJ2—-)LEBHICLET,

Manager > ENABLE IP .

Info (1005287): IP module has been enabled.

8 IPCP %Y I—Y 3V TEABNI IP P RLR%E PPP Y
B—TI—RATHEATHLOICRELET,

Manager > ENABLE IP REMOTEASSIGN ./

Info (1005287): Remote IP assignment has been enabled.

9 DMZ @ (eth!) AV &= z—RIZTONAE—HBEUHBT
SN 0—NVP FLUROFERP FLR (192.0.2.1) ZH/E
LET P FLR%E 8@ 16BEVSICELTEYZTOENSD
BB RV EYRODZANICEDDOTERL TIZE L,

Manager > ADD IP INT=ethl IP=192.0.2.1
MASK=255.255.255.248 .

Info (1005275): interface successfully added.




10 LAN @l (vlan1!) 425 =2z —RICTSAX—K P P LR
EUST, HSAPY FREODYTRY FELET,

Manager > ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

11 WAN 8 (ppp0) 4> R—DJx1—REPVFUN—RIZHEL
%7,

Manager > ADD IP INT=ppp0O IP=0.0.0.0 .

Info (1005275): interface successfully added.

12 727V RU—FEBELE T,

Manager > ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 .

Info (1005275): IP route successfully added.

@77 A7 U A—ILDEE

13 D7 A PO+ —UiBEEBMICLE T,

Manager > ENABLE FIREWALL J

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

14 0747 0x —VOEBEERETD I P A7 D+ —UARUY —
Mnet] Z1ERL &3 KU Y—DXFE, SBHKICKL > TEER
ICRETEET,

Manager > CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

15 ICMP )\ k(& Ping (Echo/Echo Reply) & BIEARTIAE
(Unreachable) O&WBBTHITL 7,

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH J

Info (1077003): Operation successful.

16 B0 X —)U(SMTP) —N—73 D B0 ident BRISHL T
ARBHIABOY—N—DAHYICIGE TS . ident 7O+

M FO AV ERETE. ICMP B7 74P+ — U788

L TEEHA

BN T D VR TEMTE > TVE T, ¥ T WED
F—N—BENEETEDLDIC, ident TOF>—HREw &
MCLET,

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY J

Info (1077003): Operation successful.

17 2747 0x —)VRU Y —DBANRERS AV E—T1— R
ZBELET,

DMZ I (eth1) >5—21—XR% PRIVATE (RZ) ([CHRE
L&d,

Manager > ADD FIREWALL POLICY=net INT=ethl
TYPE=PRIVATE .

Info (1077003): Operation successful.

LANR (vian1) A >%&—21—XR% PRIVATE (ABR) ICHRE
L&d,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN 8l (ppp0) >R —TJx—R% PUBLIC (4MER) (CBTE
L&Y,

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC ./

Info (1077003): Operation successful.

18 LAN @ (vlan1) =Y hD—oIlEHFSNTODINTOIY
Ea—&—7" ENAT #EE= R TESLOREL & T, 00—
NP RURICIE 192.02.1 ##AL & T,

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=ppp0 GBLIP=192.0.2.1 .

Info (1077003): Operation successful.

19 HBBHSDNT Y b EINTEETZ 771 PO+ —IVOER
W—=IVIZHRL, DMZ QDY —=N—=ANT v b EBTI-DDRE%
GIAE
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Web #—/N— (192.0.2.56 @O TCP8O &) NDN\T v hI@Eas
&7,

Manager > ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=ppp0 PROTO=TCP IP=192.0.2.2
PORT=80 .

Info (1077003): Operation successful.

SMTP #—N— (192.0.2.4 @ TCP25 &) "D\ v h&E@
SEET.

Manager > ADD FIREWALL POLICY=net RULE=2
AC=ALLOW INT=ppp0 PROTO=TCP IP=192.0.2.3
PORT=25 J

Info (1077003):

Operation successful.

DNS #—/\— (192.0.2.4 ® TCP*> & UDP D 53 %) \MD/Y
Ty BBt E I,

Manager > ADD FIREWALL POLICY=net RULE=3

AC=ALLOW INT=ppp0 PROTO=TCP IP=192.0.2.4
PORT=53 .

Info (1077003): Operation successful.

Manager > ADD FIREWALL POLICY=net RULE=4
AC=ALLOW INT=ppp0 PROTO=UDP IP=192.0.2.4
PORT=53 J

Info (1077003): Operation successful.

Oz, I\ZAD— R, REREF

20 BRI ERELE T LA BREZRELICCEDDDHE . 857
DBERERBFETY,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 ./

System time is 01:00:01 on Sunday 01-APR-2005.

21 2—Y%— [manager] ONRD—F%ZZEL FT, Confirm: D
ANERAICEE, DY RTOVT FHARRSNEOVBEE.
A=V F—%WBL TS0

Manager > SET PASSWORD .l

0ld password: friend J
New password: XXXXXXX
Confirm: xxxxxxx

*5 £hY AU —DNS Y—/\—HBDP LR T TCP AR
LSl shEd.

86 | 18akfl

22 REFLILETT HRENTERERO YT R 2 VICREL &
el

o

Manager > CREATE CONFIG=ROUTER.CFG .|

Info (1049003):

Operation successful.

23 RHROUTFELTIEELET,

Manager > SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

QLD

24 PPP O#EMmOFEILIE. [SHOW PPP] I%Y FTHERTE& I,

Manager > SHOW PPP ./

Name Enabled ifIndex Over cp State
pppO YES 04 1PCP OPENED
eth0-any Lce OPENED

Flc, [SHOW INTJ) OV Y RFTRE &YX —7 1 —RORE
EHRTEET,

Manager > SHOW INT .
Interfaces sysUpTime: 01:26:55
DynamicLinkTraps..... Disabled
TrapLimit............ 20
Number of unencrypted PPP/FR links..... 1
ifIndex Interface ifAdminStatus  ifOperStatus ifLastChange
1 eth0 Up Up 01:17:13
3 vlanl Up Up 00:00:01
4 ppp0 Up Up 01:17:35




25 PPPHIFES ICT ONA X—H 5BISL I IP 7 FL R EDIEHR
(&, TSHOW PPP CONFIG] XY FICK> THESRTEE T,

Manager > SHOW PPP CONFIG .
Interface - description
Parameter Configured Negotiated
pppo
Local Peer
IP
IP Compression Protocol NONE NONE vac
IP Pool NOT SET
IP Address Request oN
IP Address 123.45.11.22 123.45.11.22 123.45.67.1
Primary DNS Address 87.65.43.21 87.65.43.21 NONE
Secondary DNS Address 87.65.43.22 87.65.43.22 NONE
Primary WinS Address NOT SET NONE
Secondary WinS Address NOT SET NONE
PPPOE
Session ID BICC BICC
MAC Address of Peer 00-90-99-0a-0a-04
Service Name any
Debug
Maximum packet bytes to display 32

26 LANBIDDIVE2—R—TWeb 730 H - EEERTL. 1YV
R—RY MIPHORRITED & Z#ERBL TIZE W,

58 . LAN 13”@3\/51—’?_75\‘|P 7 FUZ%@@]HTE@'é&
DICBESNTVBHBE OHCPHSA TP Y FTHdHBE) . &N
HGRD DHCP 'ﬁ*/\*%ﬁb RELICRIC. j/tl*ﬁ*’%
) (F/cld\micE) I/50BEHHUYET,

FEH

FRDREFIREZRTIBDEICE>T R RESNBDR/ERD
VT RO 7AV%ERLET,

R134.2K/EAIUT T 74l (ROUTER.CFG)

1 CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

3 ENABLE IP

4 ENABLE IP REMOTEASSIGN

5 ADD IP INT=ethl IP=192.0.2.1
MASK=255.255.255.248

6 ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

7  ADD IP INT=ppp0 IP=0.0.0.0

8 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

9 ENABLE FIREWALL

10 CREATE FIREWALL POLICY=net

11 ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

12 DISABLE FIREWALL POLICY=net IDENTPROXY

13 ADD FIREWALL POLICY=net INT=ethl TYPE=PRIVATE

14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

15 ADD FIREWALL POLICY=net INT=pppO TYPE=PUBLIC

16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0 GBLIP=192.0.2.1

17 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.2 PORT=80

18 ADD FIREWALL POLICY=net RULE=2 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.3 PORT=25

19 ADD FIREWALL POLICY=net RULE=3 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.4 PORT=53

20 ADD FIREWALL POLICY=net RULE=4 AC=ALLOW
INT=ppp0 PROTO=UDP IP=192.0.2.4 PORT=53

[SET TIME] O7Y FRE, a9V ROV T RICHLTAN LTS
VY ROINTHRET 7 M IEL TRBESNSD DI TIFROE
WORICTEERLIZE L,
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13.5 Ethernet [CKBimARE S VF—2 v NER

1V5—Fy b

DHCPEIUH TR FL X!
192.168.2.1~
192.168.2.254

NTVwvo
RV ED—5

T

o= 77PATOA—=)

(ENAT)
TSAR— b
Y ED—=5
X , < ETHO
| i s IP7 RL 2 B8E1S
= 8 & (DHCP&S A P 1)
B o VLAN
w = 192.168.2.1
= Q
=

D00

, RV ED—=5P FUR 1 192.168.2.0/255.255.255.0

B 13.5.1 CATV [C & BimARE DR

CATV RTL<RONBBHRERETI. r—TIWETLEZNLT

Ethernet TTONA &—(CH/L £ T ZDAIF, DHCP ICLYUY
O—N IP 7P FURZEICEIY B TEND IHAREBROEARTE
T,

HAFIvH ENAT TI1BO7 FLR%ZHAL ., 272170+ —)
THEBDSDREF O R%EBFLELE T, &I LAN RISS A7V
FOFREZBRICTBcH, DNS U L—& DHCP H—N—3FAL
ENCRS
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TONA I STRHENDER

LUFOHATE . TONA F—D 5 FEEORMBHNSA5NTVS
ERELET. EBROFVEICE. BEHORNBEHRE JHEAICE
Vo [DVE21—8—23] (& EROBROSLICRASNEFIIT
T (DVE21—E—BPRFSNBOLTONAE—LHYE T, XD
BE. RESKTETT)

s JDVEa1—%5—F 1 zy1234567-a

s PPRLRIO-NVPFLR 1@ EBIZIVST)
s F—hDIAT RUR I EREICBOSND

* DNSH—N\—: #igsslOB0SND

REDFE

« WAN Ethernet 1 > &2 —2 2 —RDIP P RLRERY FYR
Sl FONAH—D DHCP H—N—H5BRBL £, &/,
T—rDTA P RUREDNS ¥—N—=7 FL X%, DHCP #—
N=HBAFL BEBNICHEL T T®

¢ DPAT 0= )VEFRL T HEDSDORIEF Ot X% EETL
DO WBPHSEFBBICAVE—RY MADFPHERDTESD &£
2ICLFET,

e IPATP O —IVDEAF I v o ENAT %= BAL T. LAN
Bxry bO—ODTSAR=KIPPRLR%Z, FONAE—H
55X BNICT0—NWIP P RFURICERLET.CNICKY
LAN [CHESNICEBBO IV Ea—S2—DEA YA —xy b
DEBFOEANTREICZYE T,

s ARROIP P FLRIE, FROLDICHELE T,

= 13.5.1 AHNmOEAREE
WAN (ethO) IP? FLR

BEFECIONIE—D
DHCP 4 —N—H5EBETS

LANE (vian1) IP7FL R 192.168.2.1/24
DHCP +— /N —#1%4E B

* AR&R% DHCP #—N—& L TEfES . LAN [CHfrs i D
YE2—R—CIP PRUVR HTRY bYRO TIx )T —
oA DNSH—N—=7 FLURDER=ZRHL FT,



% 13.5.2 xHBEO DHCP Y—/\—DEE 4 AEREDF—LRE—EL . [manager] TOTA>LTLIZ

DHCP AU > —= BASE S
H] 0
R FRARER 7200 ®) Manager > RESTART ROUTER .
YTRY EIYRD 255.255.255.0
INFO: Initialising Flash File System.
T2 HIEI—k 192.168.2.1
DNS 'ﬂ’*/\‘* 1921682" INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated
DHCPL > YZ LOCAL INFO: Router startup complete
BHITBIP P FL RO 192.168.2.100 ~
192.168.2.131 (32 @) login: manager ./
Password: friend (Zmch&xth)

AERDODONS UL —#gex AV (ICLT.LAN IOV E2—%&%—

PHEDDONS UHTR M, TONAH—DONS H¥—N—C8  @IP. Jum3 4 VI DB

*EL FF k5 DHCP H—N—DFREICKY LANFIDIVE 21—

A=Al TIE. DNSH—N=P FLREL TARBBEID IP 5 PEV2—UAEMHICLETD.
PRURZHAET,

Manager > ENABLE IP .

RE
ax Info (1005287): IP module has been enabled.

O TyEE N N
1 ARBOBRAT Y FAAL L ST 6 J0/\14—0 DHCP #—/\—HBEELE IP 7 FLR%.

WAN f (eth0) 1> A—21—RZEUBTBHLOREL &
To &2, T7H I HU—F, DNS H—N—=P FLURDRED .
DHCP H—N—D 5DERICETOTEENICTONE T,

2 JOVV—JURh—btH 5, 2—%— manager] TOTAVL &
To T2 FDNRD— R Ifriend) T,

login: manager ./

Password: friend (ERENZEA ) Manager > ENABLE IP REMOTEASSIGN ./

Info (1005287): Remote IP assignment has been enabled.

@ boot.cfg DHNLE Manager > ADD IP INT=ethO0 IP=DHCP .|
3 bOOt.Cfg 0)77’(”/%%%%[/‘ bOOt.Cfg @Eﬁ%ﬂﬂ%*ﬂ%ﬁ’ﬂ Info (1005275): interface successfully added.
[CHIEL & T,

7 LANA (vlan1) A2 =01 —XICIPP FUR%EZRELE T,

Manager > RENAME boot.cfg dontread boot.cfg .

Manager > ADD IP INT=vlanl IP=192.168.2.1

Info (1031263): Flash file rename under way... MASK=255.255.255.0 .1

DO NOT restart the router or alter Flash until rename is
completed.

Info (1005275): interface successfully added.

Manager >
Info (1031264): Flash file rename successfully completed.

O®DNS UL—DEE

8 DNS UL —taezBMcL &I,

Manager > ENABLE IP DNSRELAY .

Info (1005003): Operation successful.
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@T 717U F—ILDEE

9 TrATP O —IREEBMICLE T,

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

10 D7 A 70— VOBEZRE IS T 770 +—JUIRU > —
Mnet] ZtERL &30 RYU Y —DXFFE, BBEICK > TEER
ICRETEZ T,

Manager > CREATE FIREWALL POLICY=net ./

Info (1077003): Operation successful.

11 ICMP X4 v k& Ping (Echo/Echo Reply) &EERTJAE
(Unreachable) &A™ THIL 7,6

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACH .

Info (1077003): Operation successful.

12 AEGROident 7 OF> — 1R EICL . HEDX—)U
(SMTP) H—N—=2EHL 5D identBRISHL T, 7212BIC
TCP RST 2RI K O/EL £To

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY J

Info (1077003): Operation successful.

13 7717 0x— VAU Y—DBEARREBD A VY E—T1T—2R
ZIELE T LANM (vian1) (> &—21—X% PRIVATE
(BB [CREL ST,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

*6 TOHIVERETE, ICMPRZ 74P+ —)LzB@
TEE A

90 | 1&nkfl

WANI (eth0) (> &—2x—X%ZPUBLIC (98B (CEREL
9,

Manager > ADD FIREWALL POLICY=net INT=ethO
TYPE=PUBLIC ./

Info (1077003): Operation successful.

14 LAN IRy FDO—SICE RSN TOBINTOIVE 2 —&—
HENAT HeExBRTED LORELET, YO0-NIUP L
RUZlE. WAN ] (eth0) 41> & —Dx—RDIP 7 FL R %E
BL&Y,

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=eth0 .

Info (1077003): Operation successful.

@ DHCP B—/\—Di%E

15 LANRIOYEa2—%2— (DHCP 454 7> k) DfzsHll, DHCP
-N—HeEZBML T,

Manager > ENABLE DHCP ./

Info (1070003): Operation successful.

16 DHCP AU~ — [BASE] Z1ERL & RYUY—DXFF.
PBRICEL > THERICHETEE T, IP 7 FLROBEAIRIE
72008 (28R L&Y,

Manager > CREATE DHCP POLICY=BASE
LEASETIME=7200

Info (1070003): Operation successful.

17 DHCP O S APV MMIIRE T B IBHRARTEL 9,
CZTIE.DNS H—N=F RLR&EL T, AEROLAN |1V
R—=2I—2ZADIP P RUREILELTOET,

Manager > ADD DHCP POLICY=BASE
SUBNET=255.255.255.0 ROUTER=192.168.2.1
DNSSERVER=192.168.2.1 .

Info (1070003): Operation successful.




18 DHCP DL > [LOCAL] %EskL . DHCP £ 517 FICiR
#HIB PP RLURDBBEZREL &I, LIDXFINE. S
BRICE > TERICRETEE T,

Manager > CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32 .|

Info (1070003): Operation successful.

ORI DRE

19 JONAA—HBIVE2—B2—BHERSNTVBHE . XD
JIVE21—RB—%ZAKBBOYRTLABICRELET (KT
NXZEHBILETDT, EREICAHLTLIEEW) 0 YRT A
BICRESNIIFFNF . ABRDT ONAX—D DHCP ¥—
N=ZHL T, IP P FURZBRITBBEDFRIEDIFF LT
FRENE T,

Manager > SET SYSTEM NAME=zyl234567-a .|

Oz, I\RAD— R, RERE

20 FZIEREL T MUAT. BREREL LI LD BEHE . B
DOBREFSAETT,

Manager zyl234567-a> SET TIME=01:00:01
DATE=01-APR-2005 .

System time is 01:00:01 on Sunday 01-APR-2005.

21 1—%— [manager] O/NRD—R%EZBL &I, Confirm : D
ANERACEE, OV ROV T RAFRRSNBOBEE.
UR—=2F—HBL TS,

Manager zyl234567-a> SET PASSWORD J

0ld password: friend J
New password: XXXXXXX
Confirm: xxxxxxx

22 FEEUE TT RENBERER LU T R 7 71 UCREL &
T

Manager zyl234567-a> CREATE CONF=ROUTER.CFG .

Info (1049003): Operation successful.

23 KR O VT FELTIEELE T,

Manager zyl234567-a> SET CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

Q& IO

24 #HREICTONAX—DEEMBLIC P P FL R EDBERE.
[SHOWDHCPJ %Y FICKX > THRTEE T,

Manager zyl234567-a> SHOW DHCP J
DHCP Server
State ... enabled
BOOTP Status ..... . disabled
Debug Status ..... .... disabled
Policies ......... .... BASE
Ranges ........... .... LOCAL ( 192.168.2.100 - 192.168.2.131
In Messages ... .. 6
Out Messages ..... .. 10
In DHCP Messages . 6
Out DHCP Messages 10
In BOOTP Messages ...... 0
Out BOOTP Messages ..... 0
DHCP Client
Interface .............. eth0
State .. bound
Server 123.45.11.5
Assigned Domain ........ myisp.ne.jp
Assigned IP ............ 123.45.11.22
Assigned Mask .......... 255.255.255.0
Assigned Gateway . .. 123.45.11.1
Assigned DNS ..... .. 87.65.43.21 87.65.43.22
Assigned Lease ... . 259200

25 LANBIDIVE2 =8 —T Web 759 ¥ - E%EfTL . 1V
R—RY MIPORRTES IR TIZE 0,

2B LAN ROV E2—&—HIP P FLR%BEMST D &
DICHESNTLBHBE OHCP O S APV FTHB%BE) . K
RGO DHCP ¥ —N—#eeeRELICRIC, DVE1—2—%
£E (XIFRLE) I21EFDYET,
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FE&H

BIRDREFIEERTIBDEICE> T, k. RESNB ROV T
b7 ERLET,

R 1353 ®/EAIUT T 71l (ROUTER.CFG)

1 ENABLE IP

2 ENABLE IP REMOTEASSIGN

3 ADD IP INT=ethO IP=DHCP

4 ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

5 ENABLE IP DNSRELAY

6 ENABLE FIREWALL

7 CREATE FIREWALL POLICY=net

8 ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

9 DISABLE FIREWALL POLICY=net IDENTPROXY

10 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

11 ADD FIREWALL POLICY=net INT=ethO TYPE=PUBLIC

12 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ethO

13 ENABLE DHCP

14 CREATE DHCP POLICY=BASE LEASETIME=7200

15 ADD DHCP POLICY=BASE SUBNET=255.255.255.0
ROUTER=192.168.2.1 DNSSERVER=192.168.2.1

16 CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32

17 SET SYSTEM NAME=zyl1234567-a

[SET TIME]J IRV RGE, OvY RTJOY 7 MIHLTADLTS
IRV ROIRNTH BEZ 7 IEL TRESND DI TEFROE
WORICTEERLIZE L,
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13.6 1 V5 —xv M&FilC LD 2 <[ IPsec
VPN

[ ] | S —

= 29

192.0.2.0/29 1.0/24
eth1 vlan1
192.02.2 192.168.1.1
LANE S~ o ) =77
01 - Dx—)u
pppO-
ppp0-0
192.0.2.1 s 2
ENATARZ RLU R
192.0.2.1% A -2~
ppp0
12.34.56.78
- am= 77
Dx—)U
il 1)

vian1
192.168.2.1

192.168.2.0/255.255.255.0

D55

13.6.1 IPsec [C & &5

PPPOE TA Y &R—xvw MIHEHL TS 2 DD %Z . IPsec TH
LT —RDREMEHRL T,

COBITE. UTD 2NRBOEFRZE . ~>=RJVE—F (ESP) TH
SLET,

+ 0NNV 7P FLURBEZEENICEIUBTONTLSHR A
« J0—NVP FLR T EZEBENICEVSTONTOSHR B

LEROBAEDELINIHL TH . ABRELIPD IPsec BHDER
TRETIN RER—T3D IPP FLURDEETHILEDN DY &
9o



T0ONRAF—h SRIEESN DB

LIFOSBA TR TONA H—H 5 FRORIBERN G 5N TS
EREL & T ERDREICE  BBHEORIERE CHA<IZS 0,

O A

s BFD1—HY—3 : site_a@example.co.jp

o BD/INRD—F : passwd_a

* PPPOE #r—E 22 : IFEGL

s PPRLURZO-/NIVPRLR:1920.2.0/29 (8BEE)
e DNS % —N— : #fFIOBMNSNS

OHL=B

o BEFD1—Y—3 : site_b@example.co.jp

o BIFHDINRD— K passswd_b

* PPPOE #—ERE : I8TFRL

s PP7RURZO-NVP RLUR 123456.78/32 (1 BEE)
* DNS #—/)N\— : gt BN

REDF

OV F—y MEGERE

e J0—NIVP FLR 8EEZEDHR A DI—E—TF. J0—
NIbY TRy k (eth!) [CH—N—%, TSAR—FrHTRv k
(Vlan) [COZA4 P> b EBREL T, &1c. WAN # (ppp0)
AR =D 11— REIIVFHR—IVIL.,. ¥DOED—H
(ppp0-1) ICHO—NIVFP RLRD 1 DAEFRELF T, i A
DI—R2—=DEETSD IPsec Nrv D7 RLURICEID
7 RLRDEY FENET,
CDEKDBHRERTDDIE . PPPOE D LAN Bt Tl WAN 8]
(ppp0) A VB =T 1 —RIZRY bD—=HP RLUR (KRR MERH
0 P RLURDE 27 RURELTIIMEBTERO-HEBR £
DFPVFIUN=F) BEUBTONBICHTTY

Z0—=NW7 FLZRAMEL H7B ORRBDIL—%&—TlF . WAN
A (ppp0) A VB —D T —RICHO—NITF RUREZHBELICS
A4FIv o ENAT I2&B . BRBOmAREAZFERALET, J0DT
O—NN)VP BURD IPsec /N7 w b8 7 RLRELTEY
FEn&d,

& 13.6.1 15—y MEGRE

W= A = B
WAN |41 > 52— ethO ethO
J1—X
WANEIIP?Z FL 2 (1) Unnumbered 12.34.56.78/32
(ppP0-0) (PPP0)
WANEIIP? FL R (2) 192.0.2.1/32 -
(ppp0-1)
LANBRIIP 7 FL R 192.168.1.1/24 192.168.2.1/24
(vlan1) (vlan1)
DMZ 8lIP 7 LR 192.0.2.2/29 -
(eth1)

O VPNEZE

e IPsec b xJUlE. A D ppp0-1 & B D ppp0 OBICESNE
Fo CORYRIVIETSAN—FLAN BEEFHITDI2ODED
T. IPONTv b%=BBSELTBLE T,

s JPATPOx—)VDFEICHSOTIE, IPsec BEED/NT v b
(KE. ESP) ZRR<HERDDDRIEF Ot R %ZEHL . RED D
FBBICAVAR—RY FADPHEINTEDLDICLET,

o FURVUOREDNT Y FICNAT BEARSNEOWEDI—)U
B|ELE T,

#£136.2IKE7x—X1 (ISAKMP SA OIYI—3V)

AHRE DA SHIHAR
(pre-shared key)

IKE 3238 — Main E—F

SHIHAR secret (XZF51)

Oakley O Iv—= 1 (F24F)

ISAKMP Xw+—YDES1t DES (F2 =+ U k)

A

ISAKMP Xvt—IYDREEA SHAT (T k)

T

=+

ISAKMP SA OB ZHHARR 86400 # (24 65/)

(B5R) (F7+IVH)

ISAKMP SA OB ZHHARR 7L (F7xIUEH)

(Kbyte #0)

FHENFFD ISAKMP T T30

I—y3>

#£13.6.1 IKEZx—X2 (IPsec SAORIYI—3V)

SAE—F FrRIVE—F
t*+2UTFo—TJOLIV  ESP (BBSH+ERED
B51s DES

SRSET R SHA'
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R 136.1IKETFx—X2 (IPsec SADXIYI—v3YV)

IPComp B0

IPsec SA DBXHERRR 28800 # (8 85R)
(B5R) (F2x)UH)
IPsec SA DBZHHARR N

(Kbyte %0 (F7+IE)

IPsec O@EAARR IP 7 KL 192.168.10.0/24
< 192.168.20.0/24

192.0.2.1
< 12.34.56.78

AR =Y FEDETBEE 785

BRIV FL R

Hles A DERE
1 AUBOBER A vFEAVICLET,

2 VY= JuR—btH5B., 2 —H%— [manager] TCOT1VL &
To T4 FDINRD—RF [friend] TI,

login: manager ./
Password: friend (£rREh&Eth)

@ boot.cfg DINE

3 boot.cfgD7 74 LR2%EZEEL . boot.cfg DiRMHAH % —FEH
[CIIEL &9,

Manager > RENAME boot.cfg dontread boot.cfg .

Info (1031263): Flash file rename under way...
DO NOT restart the router or alter Flash until rename is
completed.

Manager >
Info (1031264): Flash file rename successfully completed.

4 KRER%HED+—ALAREZ— L. [manager] TOSA VLTS
=0

Manager > RESTART ROUTER ./

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated
INFO: Router startup complete

login: manager ./
Password: friend (Fresh&Fth)

94 | &bl

5 BREZLYPISTBLDIC, ABRBICVRTLABEREL T,
BARALCER TA] Z8ELE T,

Manager > SET SYSTEM NAME=A .

Info (1034003): Operation successful.

Manager A>

6 IPsecidz+aUT 4 —F— RTREFNEEEL EBA. DDH
LCH. BE-—RFTEBEBYREZTOCEDTES Security
Officer UN)VDL—H—%2FHFRL THEE T, Security Officer
NDINRD—REREICBEL T/ZS0, I Tl 2—Y—3
[secoff). /N2 —F [passwdSAJ] ZIREL & T,

Manager A> ADD USER=secoff PASSWORD=passwdSA
PRIVILEGE=SECURITYOFFICER .

User Authentication Database

Username: secoff ()
Status: enabled  Privilege: Sec Off Telnet: no  Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

® PPP DE

7 WANARI Ethernet > &2—2 2 —2X (eth0) EIZPPP 1> &—
71— REMERL F T [OVER=ethO-XXXX] M [XXXX] DEB
SICE. BRSNIC PPPoE O [H—EXRRB] Z#5ekL &9, 18
ENRVBEER. EDV—ERBAITTERFANDND LD,
fany] ZREL &I,

Manager A> CREATE PPP=0 OVER=ethO-any J

Info (1003003): Operation successful.

8 JONAH—DBBHOSNICPPP 1—H—RENRD— %
EL. BHREFICIP P FUREIUBTOBRETOLDICHEL
9. LAR FAZICL . KDYICLCP Echo Ny hzfE> T
PPP UV O MDREEERL . BEMIC PPPOE DtV Y3V %
BERIDIOICLET (RvYayv+—TP347) , &1,
ISDN @i+ DH#RETHS BAP [FA ZICLE T,

Manager A> SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.




OIP. L—F 1 VIDERE

9 IPEVa—VEBHLET,

Manager A> ENABLE IP ./

Info (1005287): IP module has been enabled.

10 IPCP IV I—Y 3V TEHEABNIC IP P FLR% PPP (Y
R—DI1—RTHEAIBLDICRELET,

Manager A> ENABLE IP REMOTEASSIGN .

Info (1005287): Remote IP assignment has been enabled.

11 DMZ Al (eth1) AV A= 2—RICTONAE—HHBBUBT
SN 0—NVP RLRDS5M 1D 192022 #R/ELE
TP FLR%Z 8B 16 @O HICBUTEVULTONSHEE
F. Ry FYRODEAMICREDTEREL TIZE 0,

Manager A> ADD IP INT=ethl IP=192.0.2.2
MASK=255.255.255.248 .

Info (1005275): interface successfully added.

12 LAN I (Vlan1) 4> A=z —RICTSARX—F P P FLUXR
ZBULT, OS54 PY FADYTRY FELET,

15 724U b Jb— % ppp0-1ICEIFTHREL FT. JNiFE. b—
R—AHBREIET D IPsec /Norv bDIBR” RLR&EL T ppp0-
107 RUANMEOND KDICTHIHTYT (BE . ABRES
DPINTY FERETDEEE FEAVE—T1—ADFP FLUR
R FLURELTHEOED),

Manager A> ADD IP ROUTE=0.0.0.0 INT=pppO-1
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

@T 717U F—ILDEE

16 77 AP0+ —VHREZBMICL £,

Manager A> ENABLE FIREWALL J

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

17 274704 —VOBEEREIS 7 747 Dx—JURU > —
Mnet] Z4ERL &3 KU ¥ —DXFFE, BBHICEL > TER
[CRETEZEY,

Manager A> CREATE FIREWALL POLICY=net ./

Info (1077003): Operation successful.

Manager A> ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

13 WANR (ppp0) 1 > B —27 1 —R %X IVFHR—ZI>4 L . ppp0-
0% PV IUN—=FRICRELFT,

18 ICMP X7 v k& Ping (Echo/Echo Reply) & EIERTIAE
(Unreachable) O#RABETHIL T,

Manager A> ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH .

Info (1077003): Operation successful.

Manager A> ADD IP INT=ppp0O-0 IP=0.0.0.0 .

Info (1005275): interface successfully added.

14 WAN 8l (ppp0-1) AV E—T7 2 —RICTONAE—HBEIU
BTONCTO—NVP FLROEBR? FLUR (192.0.2.1) %=
R EYRIYROGTEUEBTET, T 74 MU—FEZDTY
R—=DI1—RICBIFBDET. IPsec N bR RLUR &
LTIOP BURDBEODND LDICLET

Manager A> ADD IP INT=ppp0O-1 IP=192.0.2.1
MASK=255.255.255.255 .|

Info (1005275): interface successfully added.

19 SEBD A —)U (SMTP) $—N—73 EH B ident BRI L T .
FEDHABO T —N—DRDUICISETS ., ident 7O+
VBN T 7 VR TEMCTE > TOET, ¥ T RED
P—N—BENEETEDLDIC, ident TOF>—HEEx &
MICLET,

Manager A> DISABLE FIREWALL POLICY=net
IDENTPROXY .|

Info (1077003): Operation successful.

¥ FTOHIVERETIE. ICMP ET7 7470+ — )Lz BB

L TEFtA.
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20

21

22

TPATPO+x— VR Y —DBEBRAREGDA VE—T1—2R
EIBELE T,

DMZ il (eth1) «>%5—21x—X% PRIVATE (RB) ([CHRE
L&D,

Manager A> ADD FIREWALL POLICY=net INT=ethl
TYPE=PRIVATE .

Info (1077003): Operation successful.

LANA (vlan1) > A&—21—X% PRIVATE (R8) ([CRE
L&D,

Manager A> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN # (ppp0-1) 1A= x—2R% PUBLIC (5+8B) (C5%
ELET,

Manager A> ADD FIREWALL POLICY=net INT=pppO-1
TYPE=PUBLIC .

Info (1077003): Operation successful.

WAN # (ppp0-1) 1A= x—2R% PUBLIC (5+8B) (C5%
ELET,

Manager A> ADD FIREWALL POLICY=net INT=pppO-1
TYPE=PUBLIC .l

Info (1077003): Operation successful.

LANE (vlan1) v FDO—SICEHSNTOBINTHIY
Ea1—%—h ENAT #EEAFBRTEDLOREL T T, JO0—
JNVP R R Fppp0-11CEIUBT/2192.0.2. 14 AL &7,

Manager A> ADD FIREWALL POLICY=net
NAT=ENHANCED INT=vlanl GBLINT=pppO-1
GBLIP=192.0.2.1 J

Info (1077003): Operation successful.

HEDBDINT W b EINTES IS 7 77 Dx —VDEK
W—IEHL . DMZ DY —=N=ANT v b BT IODRE %
TOET,

Web #—/N— (192.0.2.3 D TCP8O &) "D\ v ME@d s
T&ET,

Manager A> ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=ppp0O-1 PROTO=TCP IP=192.0.2.3
PORT=80

Info (1077003): Operation successful.

SMTP H#—N— (192.0.2.4 O TCP25 &) \D/N\N7 v k@@
SEEI,

Manager A> ADD FIREWALL POLICY=net RULE=2
AC=ALLOW INT=ppp0-1 PROTO=TCP IP=192.0.2.4
PORT=25 .

Info (1077003): Operation successful.

DNS #—/\— (192.0.2.4 ® TCP'® & UDP 53 &) "M/
Ty hEEREtE T,

Manager A> ADD FIREWALL POLICY=net RULE=3
AC=ALLOW INT=ppp0-1 PROTO=TCP IP=192.0.2.4
PORT=53 .

Info (1077003): Operation successful.
Manager A> ADD FIREWALL POLICY=net RULE=4

AC=ALLOW INT=ppp0-1 PROTO=UDP IP=192.0.2.4
PORT=53 .

Info (1077003): Operation successful.

23 #HFEBFHHD IKE N v (UDPB00 &) AT 717D+ —

WEBBTEDLDICHELETo

Manager A> ADD FIREWALL POLICY=net RU=5
AC=ALLOW INT=ppp0-1 PROTO=UDP GBLPO=500
GBLIP=192.0.2.1 PO=500 IP=192.0.2.1 .

Info (1077003): Operation successful.

*8 £HYAY—DNS H—N—HBDFPHERT TCPAER

LS ShET.
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24 O—HIVLAN A DY E—F LANANDONT W RIZIENAT DT
BOEDICHRELET,

Manager A> ADD FIREWALL POLICY=net RU=6
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

Manager A> SET FIREWALL POLICY=net RU=6
REMOTEIP=192.168.2.1-192.168.2.254 .|

Info (1077003): Operation successful.

25 EX—)DFETE IPsec Ny FETEESNTLEDD
T. INBONTY FAEBBS RO —IVESREL T,

[ENCAP=IPSEC] (&. IPsec /N bABAYIF VDN Y
FERUBLICHETIOI—VEBERITD &EE2RLET.
KO T ROIYY REF. TRUBLIC/T Y FOR=IP 7 KL
P 192.168.1.1 ~ 192.168.1.254, DFYO—HJU LAN 8
BBE. NATDORRFETED] ORGKICRYE T,

Manager A> ADD FIREWALL POLICY=net RU=7
AC=NONAT INT=pppO-1 PROT=ALL
IP=192.168.1.1-192.168.1.254 ENCAP=IPSEC ./

Info (1077003): Operation successful.

@ |Psec DE&E

26 CIHHBH IPsec DEREICRY E T RAICISAKMP ADEF]
HBH (ore-shared key) ZERL &9, CCTIIBES% 1
FEL . ROEWE secret] EWHOXFHITEEL T HaB
DIV—HA—ELBLBESICTHRE).

Manager A> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret" .

Info (1073003): Operation successful.

[CREATE ENCOKEYJ O¥ > FlE, DvV—=bh 051> L
TOBBEOHBEME IV FTI, ¥Dfcwd, [EDIT] IvY
RRETHREROUT 272 (CFG) [Z, 20XV F%E
oL TEEMITBYE T,

738 . [CREATE ECHOKEY) DYy R TR SnIcRIE. &
F2UT A E—FUH TR N—R—DBREBICE> TEESN
FT.REBEAIDHEIRE. RIREICEFLUTAE—FICH
TLTRMRBSND LOICLTIZE L,

27 BEBFE0 KE R IV I—Y3VBREZRHAND ISAKMP
AUY— (1) Z2tERL & 9o KEY ([CIF. BIOFIETHERLICSE
HAR @BFS 1) &£, PEERICEFNWK B DI—2—D P 7

FLRZBEL &Y,

Manager A> CREATE ISAKMP POLICY="i"
PEER=12.34.56.78 KEY=1 SENDN=TRUE ./

Info (1082003): Operation successful.

28 IPsec BEDHHRETEE TS SA RNV D 1 ZEHLE T, b
RIWE=—F(FT7x ). #EBAX NISAKMP), O3
[ESPJ. 8851t7=L [DES]. SREEA= [SHAJ ICREL Y,

Manager A> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA .

Info (1081003): Operation successful.

29 SAZINW O 112D B85 SANY FIVRRNY & 1 e L &
o WEERHSAE [ISAKMPJ ZIEL &,

Manager A> CREATE IPSEC BUNDLE=1] KEYMAN=ISAKMP
STRING="1" .

Info (1081003):

Operation successful.

30 ISAKMP XwE—Y%ZRBLEES IPsec RY > — [isal) %1E
RLET. RUY—D@EEEZ A, O—H)LD 500 FR—EH
5YE— O 500BHR— LD UDP /N4 k (ISAKMP) (5%
EL&ET,

Manager A> CREATE IPSEC POLICY="isa"
INT=ppp0-1 ACTION=PERMIT LPORT=500
RPORT=500 TRANSPORT=UDP .l

Info (1081003): Operation successful.

ISAKMP %2 AT 2 B5(E. RITRYD IPsec KUY —T
ISAKMP X w2 =Y BB TED K DBREAT> TS,
[Psec RUY—] FREIBICRFRSN, RIMICIVFLIZED
MERSNBIcH. BREBRBICIEERDN BB TT, RRIBIE
[SHOW IPSEC POLICY] DY Y RTHEERTEE T, Fic. BR
IB%ZE I S(CIE.[SET IPSECPOLICY ]I Y FMPOSITION
NI A—R—%FBRALET,

31 B0 IPsec BIEICEARAT S IPsec RY ~— [vpn] % PPPO-
1 ICRHUTHERL £ 9. REEAR MISAKMP], PEER (Z(FHL
S BDOI—E—DIP 7 FL X%, BUNDLE [Cl& SA XY RILR
Nyo M1 #BELE T,

Manager A> CREATE IPSEC POLICY="vpn" INT=pppO-
1 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=12.34.56.78 .

Info (1081003): Operation successful.
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32

33

34

35

36

37

98

IPsecRY > — lvpnl (L TRERIC IPsecBE=TTED IP 7
RURODEEAEIEEL T, VY RHIELSRBB D, T=3B1C
FEBBEEZROTIIZS 0,

Manager A> SET IPSEC POLICY="vpn"
LAD=192.168.1.0 LMA=255.255.255.0
RAD=192.168.2.0 RMA=255.255.255.0 J

Info (1081003): Operation successful.

AV B—FY EPADEIBE%SFATS IPsec R > — [inet]
% PPPO-1 ICRL THERL %9,

Manager A> CREATE IPSEC POLICY="inet"
INT=ppp0-1 ACTION=PERMIT .
Info

(1081003) : Operation successful.

AVR—=RY FMIEHPOERLICVESE B TRED IPsecR
UY—T, INTONTY =B BT HBICHD LD/ EE
T2 TLIZE Ve ED IPsec RYY—ICEIVFLBHA >k
S74VDETIANFTHESNTLEDIZD BEHBOE
VPN LS E DBEHNTER<BUET,

IPsec®Ya—EBMICLE T,

Manager A> ENABLE IPSEC .

Info (1081003): Operation successful.

ISAKMP £V 2 —)bZBRICL & T 6

Manager A> ENABLE ISAKMP .J

Info (1082057): ISAKMP has been enabled.

Security Officer UNJVDL—HY—TOT 1V LBHBLFT,

Manager A> LOGIN secoff .l

Password: passwdSA

BFE—FEEFa2UT4—E—FICYUBRET,

SecOff A> ENABLE SYSTEM SECURITY MODE ./

Info (1034003): Operation successful.

t+2Y T4 —F—RTlE. Security Officer LNJUTD Telnet
OO VHRAIEL TEIESNTOE T 2F2 YT —FE—F
(BT . Security Officer LNJVT Telnet 051> LIcWOBE
(&, BHHLH RSO (Remote Security Officer) MRE#TT>
THVLTLIZE W,

tERLGl

m AZ (64 /—<NVE—F/ 2F2UT4—FE—F]
(p.52)

REDRE

38

39

FEERBELE T,

SecOff A> CREATE CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

RELICD 7 M 7iCBRRE Y 7 VITHBEL &7,

SecOff A> SET CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.
=
Hiss B DEE

1

2

FEHROBRRAAVFEAVICLET,

IVY—R—brH B, 2—%— [manager] TOTAVL &
T T4 EDNRD— R [friend) TYo

login: manager ./
Password: friend (RXrch&th)

@ boot.cfg DML

3

a

boot.cfg M7 71 URAZEFEL . boot.cfg Mm% —B5H)
[CIEL &9,

Manager > RENAME boot.cfg dontread boot.cfg .

Info (1031263): Flash file rename under way...
DO NOT restart the router or alter Flash until rename is
completed.

Manager >

Info (1031264): Flash file rename successfully completed.

AERED+—LRR— L. [manager] TOT1>LTLIZ
=0

Manager > RESTART ROUTER J

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated
INFO: Router startup complete

login: manager ./
Password: friend (Frch&th)




5 BREZLYISTBLDIC, ARRBICYRTLABEREL T,

HAEBICE B) Z8EL &I

Manager > SET SYSTEM NAME=B ./

Info (1034003): Operation successful.

Manager B>

IPsec ldtF+2UT 4 —F— RTREINEEEL T A DDH
L, BE—FTBBYREZTDOIEDTES  Security
Officer LNJVDL—H—%FFZL THEE T, Security Officer
DINRD— RFEEICEBEL T2,

CCTlE. 2—%—3 [secoff), /N2 —F [passwdSB | %
RELF T,

Manager B> ADD USER=secoff PASSWORD=passwdSB
PRIVILEGE=SECURITYOFFICER ./

User Authentication Database

Username: secoff ()
Status: enabled Privilege: Sec Off  Telnet: no
Logins: 0 Fails: 0 Sent: 0
Authentications: 0 Fails: 0

Login: yes
Revd: 0

O PPP DRE

7 WANAI Ethernet 1 >4 —2 2 —2X (eth0) EICPPP 4> &—

71— R%ZEHL F T [OVER=ethO-XXXX] D [XXXX] DB
DICIE BRSNIC PPPOE O [#—EXREZ] #LRL &I, 1§
EHBVEEIE. EOY—ERBATTEZFANOND LD,
fany] Z/EL £,

Manager B> CREATE PPP=0 OVER=ethO-any

Info (1003003): Operation successful.

TONAH—DEBOSNICPPP 1—H—ZENNRD— %
ELET. LAR BAZICL. ADUIC LCP Echo N7y +%
BOTPPP UV O DIREZERL \BERICPPPOE DY 3
VEBBFKIDLOICLET (BvYaVF—TPS51047). &
7o, ISDN@ O#EETH S BAPIIA ZICL & T,

Manager B> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site b@example.co.jp PASS-
WORD=passwd b LQR=OFF ECHO=ON ./

Info (1003003): Operation successful.

OIP. L—F 1 VIDERE

9

10

11

12

PEY2—-)ILEBMILET,

Manager B> ENABLE IP .J

Info (1005287): IP module has been enabled.

LAN @ (vlan1) 4> R =20 —RICTSARX—=FKIP PRL R
ZEUKT, HSAPYFBROY TRV FELETD,

Manager B> ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

WAN #l (ppp0) > &—T T —RICTONAE—HHBBUY
TONIIPP FLUR%ZR/REL &T 6

Manager B> ADD IP INT=pppO IP=12.34.56.78
MASK=255.255.255.255 .|

Info (1005275): interface successfully added.

T4 E—bEFRELET,

Manager B> ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

@77 A7 U+ —)LDEE

13

14

TrPATOx— VR EBMICL & T,

Manager B> ENABLE FIREWALL .|

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

T7ATP O+ —VDBEEREIS 77 AP D+ —IURY Y —
[net] L &7 KU —DXFFE, BBHKICE > TER
ICRETEET,

Manager B> CREATE FIREWALL POLICY=net ./

Info (1077003): Operation successful.
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15 ICMP X4 v k& Ping (Echo/Echo Reply) &ZIERTIAE
(Unreachable) O#HRAETHFIL F7,"9

Manager B> ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH J

Info (1077003): Operation successful.

16 ident 7O+ —#EEEEMICL . HEBDA—)U (SMTP) H—
N=2EDBOident BKRISHL T, 72125IC TCP RST %5&
TEOWELETo

Manager B> DISABLE FIREWALL POLICY=net
IDENTPROXY

Info (1077003): Operation successful.

17 27147 0x— VAU Y—DBBRREBD A VR —T1—2R
EIBELE T,

LANA (vlan1) 1>A—21—X% PRIVATE (RB) ([CRE
L&T,

Manager B> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN {8l (ppp0) >&—2x—2R% PUBLIC (4+88) (ZBE
L&,

Manager B> ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .l

Info (1077003): Operation successful.

18 LAN 4 (vlan1) Rv FD—2(CHBHsNTODINTOIYV
Ea1—%—h ENAT #EEABRTEDRLORELFT., JO0—
NP BURIZIEppp0 OF FLUR%ZFEBLE T,

Manager B> ADD FIREWALL POLICY=net
NAT=ENHANCED INT=vlanl GBLINT=pppO

Info (1077003): Operation successful.

*9 774 FRETE. ICMPIEY 74 P — LB
4 TEEtA.

100 | 1&mhl

19 #HHRBFHSD IKE /Ny k (UDPE00 &) B7 7 AP+ —
WEBBTEDLDICHELE T,

Manager B> ADD FIREWALL POLICY=net RU=1
AC=ALLOW INT=ppp0O PROT=UDP GBLPO=500
GBLIP=12.34.56.78 PO=500 IP=12.34.56.78 .

Info (1077003): Operation successful.

20 O—HVLANHASY E—F LANANDONT W R CIE NAT =DM
BOKDICHRELE T,

Manager B> ADD FIREWALL POLICY=net RU=2
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.2.1-192.168.2.254

Info (1077003): Operation successful.

Manager B> SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.1.1-192.168.1.254 J

Info (1077003): Operation successful.

21 ERV—IVDEETE IPsec Ny hETEHSNTLEOD
T, INBONTY h @B B IbDIV—IVEREL £,

[ENCAP=IPSECJ (&. IPsec Ny bDSFUIFILDNT Y
FERUBLICHETIDI—VEBAIB E&RL &7,
FO T ROIVY FRERYBLIENT Y FORKUIP 7 R
2N 192.168.2.1 ~ 192.168.2.254, D&YO—HJU LAN A
BB NAT DRRIET S ] DBHKICBEYET,

Manager B> ADD FIREWALL POLICY=net RU=3
AC=NONAT INT=ppp0 PROT=ALL IP=192.168.2.1-
192.168.2.254 ENCAP=IPSEC .J

Info (1077003): Operation successful.

® IPsec DERE

22 CIHBHIPsec MEREICRY E T, RAIC ISAKMP ADEH]
HBH (pre-shared key) Z1ERL £ T, B A TIBEL 1C#
BESH1EE. BROE [secret] #IETELFT,

Manager B> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret" .

Info (1073003): Operation successful.

[CREATE ENCOKEY] IR Y RiF, D¥V—hB05r>L
TOBBEOHBIE IV FTT, ¥Dfzd, [EDIT) IvY
FRETHREROUT D7)V (CFO) £, 2OIXV F%
SCRL TEEMITRUET,



738 . [CREATE ECHOKEYJ O%Y R TR snIciR(E. &
F21UT 4T RN TR N—E2—DOBREBICE> TEESN
FT.REBAIDHERE. RIRRICEFLUT A E—FICH
TLTRMRBSND LOICLTIZE L,

23 #EBF LD KE xR IV IT—Y3VERZRHFAND ISAKMP
A Y— 1] ZEmL &3, KEY ([CIF. BIOFIRTERLICSE
HAR @BFS 1) £, PEERICENWSKADI—2—DIP 7
FLUR%EIBELE T,

Manager B> CREATE ISAKMP POLICY="i"
PEER=12.34.56.78 KEY=1 SENDN=TRUE .!

24 Psec BIEDHHRZTERET D SA ANV 1 2L T L
ABRRICEYRIVE—R (T2 k) BEBARMISAKMP,
JO b+ [ESP] . 8851t75x [DES] . SBEEA= [SHAJ (S
BELE T,

Manager B> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA .

Info (1081003): Operation successful.

25 SAINY O N112HD 5738 SANY RIVANY & 1 Z{ER L &
T RERHSAE [ISAKMP] Z1I8EL &7,

Manager B> CREATE IPSEC BUNDLE=1] KEYMAN=ISAKMP
STRING="1" .|

Info (1081003): Operation successful.

26 ISAKMP X vt —YARBL=ES IPsec R ¥ — [isal %1E
BLET, RUY—DBBRRA. O—AHID 500 BER—HH
5 F— kD500 BR— D UDP /7 v k (ISAKMP) (Z58
EL&FE T,

27 EBO IPsecBEICEATS IPsec /R ¥ — [vpnl % PPPO (C
JLUTERL T, #EEAR [ISAKMP], PEER (CIFHs A
DIV—2—D IP 7 FL R %, BUNDLE (& SA N> FJURXNwW
o M) #I8ELET,

Manager B> CREATE IPSEC POLICY="vpn" INT=ppp0
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=192.0.2.1 J

Info (1081003): Operation successful.

28 IPsec RY ¥ — [vpn 2L THERERIC IPsec BiEZTTRDIP 7
RLUZRDEEAEBTEL T, IV RHAESRB D, TEDLS
FEREEBOLTIZE0,

Manager B> SET IPSEC POLICY="vpn"
LAD=192.168.2.0 LMA=255.255.255.0
RAD=192.168.1.0 RMA=255.255.255.0

Info (1081003): Operation successful.

29 (Y A—RvY ENDEILFEE=FIT TS IPsec RY>— [inet]
%#PPPAYA—21—R0 ([CHL TERLE T,

Manager B> CREATE IPSEC POLICY="inet"
INT=ppp0 ACTION=PERMIT .|

Info (1081003): Operation successful.

AVR—2Y MIEPOERLICVBEIE A TRED IPsec
UY—=TINTDONTY hZBBSEIREETT > TS W,
ED IPsec RUY—ICHIVFLRBDSIC S T4 voRT
Z# VB THRESNTLE DI EEDBREHSOE VPN LA
HEDBEHNTER<BYET,

30 IPsec Va2 —JLEBRHICLE T,

Manager B> CREATE IPSEC POLICY="isa"
INT=ppp0 ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP ./

Info (1081003): Operation successful.

ISAKMP #7386 (F. X TRID IPsec KUY —T
ISAKMP X v =YW BB TED K DBHREZIT > TLIES 0,
[IPsec RYUY—] [FRTEIBICHRR=N, RWMICIVFLICED
MEARASNS 1. BREEFBICIEETENVE TT., RRIER
[SHOW IPSEC POLICYJ DY Y RTHERTEE T, /. BR
IBAZE TSIl [SET IPSECPOLICY ] O~7 Y ROPOSITION
NS A—2—%FBALET,

Manager B> ENABLE IPSEC .

Info (1081003): Operation successful.

31 ISAKMP EYV 2 —)LZBHICL & T,

Manager B> ENABLE ISAKMP .

Info (1082057): ISAKMP has been enabled.

32 Security Officer LNJVODI—H—TOTAVLBHBLET,

Manager B> LOGIN secoff ./

Password: passwdSB

&Rl
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33 B}EE—FetFa T —E—FICODUBAET,

SecOff B> ENABLE SYSTEM SECURITY MODE ./

Info (1034003): Operation successful.

tF+21 YT —F— T, Security Officer UNJUT®D Telnet
OO VHRAEL TEIESNTOE T 2F2 YT —F—F
[ZB W T Security Officer LNJUT Telnet O 14> L1I-WOBE
[&. B5HLH RSO (Remote Security Officer) MREETT>
THOTLIES O,

AE [64 /—XNVE—F/ £F2UFs—F—F]
"~ (p.52)

EREDIRTE

34 [/EERBLIT,

SecOff A> CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

35 RELILT 7 EEFRET 71 VICIEEL FTo

SecOff A> SET CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

EHOREER

36 [SHOWPPPJ O¥ X FTPPP O ML (OPENED) L1
CE=HERLTIEE W,

37 LAN 0OV E1—2—H15, BFAOLRT—NN—BEHS
RTEBTEAERL TS0 10

10 4 7x v FEATWindowsDRY D —5 RS A T%28RT
B1HIClE. BIAE Windows 2000/XP Tlg [ R b

EYN s TRy kD=5 T L—20BN] TN &
FPOSRYHRT, $—N—0 P 7 RLRBEEERL &
7,
() ¥¥192.168.1.10
102 | 1B

FEH

LR AL B YNENT, BIROREFIEERTIBEICE>T. #
B RBESNBRERLUT TP VERLET.

R 1362 REAIUT RT74)L JRA

1 SET SYSTEM NAME=A

2 ADD USER=secoff PASSWORD=passwdSA
PRIVILEGE=SECURITYOFFICER

3 CREATE PPP=0 OVER=ethO-any

4 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

5 ENABLE IP

6 ENABLE IP REMOTEASSIGN

7 ADD IP INT=ethl IP=192.0.2.2
MASK=255.255.255.248

8 ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

9 ADD IP INT=ppp0-0 IP=0.0.0.0

10 ADD IP INT=pppO-1 IP=192.0.2.1
MASK=255.255.255.255

11 ADD IP ROUTE=0.0.0.0 INT=pppO-1
NEXTHOP=0.0.0.0

12 ENABLE FIREWALL

13 CREATE FIREWALL POLICY=net

14 ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

15 DISABLE FIREWALL POLICY=net IDENTPROXY

16 ADD FIREWALL POLICY=net INT=ethl TYPE=PRIVATE

17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

18 ADD FIREWALL POLICY=net INT=pppO-0 TYPE=PUBLIC

19 ADD FIREWALL POLICY=net INT=ppp0O-1 TYPE=PUBLIC

20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0-1 GBLIP=192.0.2.1

21 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW
INT=ppp0-1 PROTO=TCP IP=192.0.2.3 PORT=80

22 ADD FIREWALL POLICY=net RULE=2 AC=ALLOW
INT=ppp0-1 PROTO=TCP IP=192.0.2.4 PORT=25

23 ADD FIREWALL POLICY=net RULE=3 AC=ALLOW
INT=ppp0-1 PROTO=TCP IP=192.0.2.4 PORT=53

24 ADD FIREWALL POLICY=net RULE=4 AC=ALLOW
INT=ppp0-1 PROTO=UDP IP=192.0.2.4 PORT=53

25 ADD FIREWALL POLICY=net RU=5 AC=ALLOW
INT=ppp0-1 PROTO=UDP GBLPO=500 GBLIP=192.0.2.1
PO=500 IP=192.0.2.1




RI1BB62|/ERAIUTRT7AI flm A

RI1BB6IJ/ERIVTI7CIL = B

9

ENABLE FIREWALL

10

CREATE FIREWALL POLICY=net

11

ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

12

DISABLE FIREWALL POLICY=net IDENTPROXY

13

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

14

ADD FIREWALL POLICY=net INT=pppO TYPE=PUBLIC

15

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0

16

ADD FIREWALL POLICY=net RU=1 AC=ALLOW INT=pppO
PROT=UDP GBLPO=500 GBLIP=12.34.56.78 PO=500
IP=12.34.56.78

17

ADD FIREWALL POLICY=net RU=2 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.2.1-
192.168.2.254

18

SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.1.1-192.168.1.254

19

ADD FIREWALL POLICY=net RU=3 AC=NONAT INT=pppO
PROT=ALL IP=192.168.2.1-192.168.2.254
ENCAP=IPSEC

20

CREATE ISAKMP POLICY="i" PEER=192.0.2.1 KEY=1
SENDN=TRUE

21

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

22

CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

23

CREATE IPSEC POLICY="isa" INT=pppO0
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

24

CREATE IPSEC POLICY="vpn" INT=pppO
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=192.0.2.1

26 ADD FIREWALL POLICY=net RU=6 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.1.1-
192.168.1.254

27 SET FIREWALL POLICY=net RU=6
REMOTEIP=192.168.2.1-192.168.2.254

28 ADD FIREWALL POLICY=net RU=7 AC=NONAT
INT=ppp0-1 PROT=ALL IP=192.168.1.1-
192.168.1.254 ENCAP=IPSEC

29 CREATE ISAKMP POLICY="i" PEER=12.34.56.78
KEY=1 SENDN=TRUE

30 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

31 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

32 CREATE IPSEC POLICY="isa" INT=pppO-1
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

33 CREATE IPSEC POLICY="vpn" INT=pppO-1
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=12.34.56.78

34 SET IPSEC POLICY="vpn" LAD=192.168.1.0
LMA=255.255.255.0 RAD=192.168.2.0
RMA=255.255.255.0

35 CREATE IPSEC POLICY="inet" INT=pppO-1
ACTION=PERMIT

36 ENABLE IPSEC

37 ENABLE ISAKMP

38 SET IPSEC POLICY="vpn" LAD=192.168.1.0
LMA=255.255.255.0 RAD=192.168.2.0
RMA=255.255.255.0

39 CREATE IPSEC POLICY="inet" INT=pppO-1
ACTION=PERMIT

40 ENABLE IPSEC

41 ENABLE ISAKMP

KRI13BIJ/ERIUT I 7A)L 2 B

25

SET IPSEC POLICY="vpn" LAD=192.168.2.0
LMA=255.255.255.0 RAD=192.168.1.0
RMA=255.255.255.0

1

SET SYSTEM NAME=B

26

CREATE IPSEC POLICY="inet" INT=pppO
ACTION=PERMIT

27

ENABLE IPSEC

28

ENABLE ISAKMP

2 ADD USER=secoff PASSWORD=passwdSB
PRIVILEGE=SECURITYOFFICER

3 CREATE PPP=0 OVER=ethO-any

4 SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_be@example.co.jp PASSWORD=passwd_b
LQR=OFF ECHO=ON

5 ENABLE IP

6 ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

7 ADD IP INT=pppO IP=12.34.56.78
MASK=255.255.255.255

8 ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0

[SET TIMEJ O7Y FRE, DXV ROV T RIHLTAA LIS
OVYEDINTHBRETZ 7MIVELTRBESNS DI TN E

OWORICTEARLSIZS O,

&Rl
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13.7 4 V5 =3 v MaHIC KD 3 <M IPsec
VPN

PPPoOE THA Y A—=v bIHEHKL TS 3 DDOHLR% . IPsec T
HWLT—ADREMEZERLE T,

COPITIR, A EBRHOBREDICHTE T UTD 3 KB
OFftE . FURIVE—F (ESP) TEBSIELE T, 2L A%
HEDREZBERE RIS & B8EL SXHBOBER
TOEEA

s JO0—NVP FLR 1 EZEENICEIVUSTONTOEHR A

T0ONRA F—h SRIEESN D 1B

LUFOHATE . TONA F—D 5 FEEORMBHNSA5NTVS
EREL £ T RROREICIE . BBHEORRIE®RE CHRA<IZS O

Ol A

e BEFHD1—HY—3 : site_a@example.co.jp

o FRD/INRD—F : passwd_a

* PPPOE 4+—E R #8ERL

s PPRLURZO-NIVP RLR1920.2.0/29 (81BEE)
* DNSH—/\— : #ixgssICBOSND

(&4t)
« HO0—)UVP RUR 1 BAICEIUSTSNTOSIAB, C
(Z4)
— ﬁ
— |— I | |
192.168.1.0/255.255.2565.0
w0 C
PPPO
192.02.1
ENATAP FL 2
192.0.2.1% 353
S AP A

=)y A7

_ Gk 2l ok g—
vx—l ENATA KL X
1t
VLAN1 EHA

192.168.2.1

192.168.2.0/255.255.255.0 192.168.3.0/255.255.255.0

B85

13.7.1 IPsec I &K D16k
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192.168.3.1
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LIFOSBATIE . TONA HX—H 5 FRORIERD EA 5N TS
EREL FTEEROREIC  BBFEORIERE CHA<IZE,

Ol A

s B 1—Y—3 : site_a@example.co.jp

o BD/INRD— K : passwd_a

* PPPOE #—E XL : #8FRL

s PPRLRZO—=/NIVP RLR :1920.2.0/29 (8 BEE)
s DNSH—/\— : #igssICBN=ND

L= B

e BFD1—HY—3 : site_b@example.co.jp
o FHDNRD— K passwd_b

* PPPOE 4 —ERZ : IEEZL

s PP7RURZO-NVP ELUR D TEBRE
* DNSH#—N— #fRHISBNSND

OHL=C

s BN 1—HY—3 : site_c@example.co.jp
o BIFDNRD— K passwd_c

e PPPOE#+—E 232 I8EG L

s PPRLROO—=NIVP RUR 1 ERE
* DNS H—/N\— : #Eims RS Nd

REDTSE
05—y NERETE

s INTOHSEICBVTHO—NIVP FLROEUSTIE 1 BL
PEODT, WAN Bl (ppp0) > &—2 2 —RIZHO—NIVF
RUREBELICAAFTIVH ENAT (L&D, BREOMAEA
BARALEFT, COTO—NVP FURD IPsec N7 v D8R
P RLRELTEY FSNETD,

FR13.7.1 15—y MEREE

To CORYRVETSA = LAN B%EEFK TS -ODED
T IPONTY hBSIEL TBLE T,

s TPATPOx—VDFEICHSOTIE, IPsec BEED/NT v b~
(KE. ESP) ZRR<HERDDDRIEF Ot R ZEHL . RED D
FBBICAVA—RY FADPHERNTEDLDICLET,

o FURVUOREDNT Y FICNAT BEARSNEOEDI—)U

ERELE T,

#®13.72IKEZx—X1 (ISAKMP SA DI I—3V)

AEGE DA SHIHAR
(pre-shared key)
IKE 2232 € — Aggressive E— F

=HtER ABBE)

secret-ab (3ZF31)

=FHER ACHE)

secret-ab (3ZZF31)

WA DJV—A—DFREE ID

1p 7R :192.0.2.1
(F7+IH)

#RB DJV—5K—DFREE ID

28] client_B

#RC DJV—ER—DFREE ID

287 client_C

Oakley 2 )—=—

1 (F74IH)

ISAKMP A v £—2DEESt

AR

DES (F7# )UK

ISAKMP X v £ —YDFFEET3

=

SHAT (T2 U k)

ISAKMP SA DB #HHARR 86400 ¥ (24 85/8)
(851 (FT2+IH)
ISAKMP SA OBZHHARR BL (FT7x)H)
(Kbyte %0

FCENEFD ISAKMP T
I—Yy3Yv

TR0

#®13.73IKET7x—X2 (IPsec SAORIYI—3Y)

MR A 3B =B
WAN I > ethO ethO ethO
R—D1—2R
WANEIIP 7 FL R 192.0.2.1/32 #HNEIVUY  FHeE|uy
(PpPP0) T T
LANBIIP 7 FLLRX 192.168.1.1/ 192.168.2.1 192.168.3.1
(vlan1) 24 (vlan1) /24 (vlan1) /24 (vlan1)
O VPNERE

* IPsec FYRIVE R A @ ppp0 EHLR B D ppp0 DR, #L
= AD ppp0 L C Dpppl OBIZENENBMBICRSN S

SAE—F FYRIVE—F
tFa2UTFs—TJOLIV ESP (885 +383D)
BStAR DES

SREEA SHA1

IPComp BOBZW

IPsec SA DBEZHHARR 28800 # (8 B5R)
(B5/8) (F7#IE)
IPsec SA MBE#HHARR 3L

(Kbyte ¥ (F7+IH)
IPsec DBAXZR IP 7 FL X 192.168.1.0/24
(A-BE) & 192.168.2.0/24
FrxR)VER? FLUR (A-BRE) 192.0.2.1© A&
IPsec DEAXR IP 7 FL R 192.168.1.0/24

(A-CRD

< 192.168.3.0/24
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£ 13.73IKETJx—X2 (IPsec SADXIYI—v3YV)
brrbgimr FUX (A-CR) 192021 RE
AV R—3RY FEDETRIE 78>

Hles A DERE
1 AUBOBER A vFEAVICLET,

2 JVVY—JuR—btH5B., 2 —H%— [manager] TCOT1VL &
To T4 FDINRD—RZ [friend] TI,

login: manager ./
Password: friend (£REh&Eth)

@ boot.cfg DINE

3 boot.cfg DV 71 u2%ZEEL . boot.cfg DFEAAHE—BFH)
[ZIEL &Y,

Manager > RENAME boot.cfg dontread boot.cfg .

Info (1031263): Flash file rename under way...
DO NOT restart the router or alter Flash until rename is
completed.

Manager >
Info (1031264): Flash file rename successfully completed.

4 KRERAED+—ALhREZ—L. [manager] TOSA VLTS
=0

Manager > RESTART ROUTER ./

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated
INFO: Router startup complete

login: manager ./
Password: friend (RRcnFthA)

5 BRBZLYITSHLDIC, ARBICVRTLBEZRELE T,
PARAICER TA) ZELE T,

Manager > SET SYSTEM NAME=A ./
Info (1034003): Operation successful.

Manager A>
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6 IPsecldt+al 74 —F—RTRINIEEL FE A BSH
CH, BE-—RTBRVYHREEATOZEDTES Security
Officer UNIWDI—H—%FBHEL THEF I, Security Officer
DNRD—RFRE>EEICEBL TIZS0,

CCTlE. 2—Y—2 [secoff). XRD—F [passwdSAJ #
REL&T,

Manager A> ADD USER=secoff PASSWORD=passwdSA
PRIVILEGE=SECURITYOFFICER .

User Authentication Database

Username: secoff ()
Status: enabled  Privilege: Sec Off Telnet: no  Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

® PPP DBE

7 WANA Ethernet />4 —27 1 —2X (eth0) LICPPP > & —
71 —REERL & T TOVER=ethO-XXXX] M [XXXX] DEB
DT, BHOSNIC PPPOE O [H—EXRB] #EiL T, 18
EHBVBEE. EDY—ERZEITTEZHTAINDND LD,
fany] #REL & To

Manager A> CREATE PPP=0 OVER=ethO-any .

Info (1003003): Operation successful.

8 JONAH—DBBHOSNICPPP 1—H—RENRD— %
EL&ET, LAR [FAZICL . KD UIZ LCP Echo N7 v k7%
Bo>TPPPUYHDREZERL . BEKNICPPPOEDEY > 3
VEBEFIBLOICLET (BvyavF—TPS4047), &
fo. ISDN @ O#EETHS BAP EA ZICL & T,

Manager A> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON .l

Info (1003003): Operation successful.

O IP. L—F 1 VIDEE

9 PEYV2—NWEBMLET,

Manager A> ENABLE IP ./

Info (1005287): IP module has been enabled.




10 LAN @l (vlan1!) 425 =2z —RICTSAX—K P P LR
=EUBTET,

Manager A> ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

11 WAN 8 (ppp0) 4>V R—=T 1 —RICTONAX—HBEUY
THNicIP PRUREHRELF T,

Manager A> ADD IP INT=pppO IP=192.0.2.1
MASK=255.255.255.255 .|

Info (1005275): interface successfully added.

12 72V RU—FEBEL T,

Manager A> ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

@T 747 I +—LDRE

183 77 AP0+ —UBEZBMICLET,

16 ident 7O+ —#aEZEHICL . SHBOAX—)U (SMTP) H—
N=2EDBO ident BKRICHL T, #2125(C TCP RST %358
TEORELET,

Manager A> DISABLE FIREWALL POLICY=net
IDENTPROXY .|

Info (1077003): Operation successful.

17 2747 0x —)VRU Y —DBANRERS AV E—T1— R
ZBELET,

LANR (vian1) A >%&—21—2R% PRIVATE (ABE) ICHRE
L&d,

Manager A> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN 8l (ppp0) >R —TJx—R% PUBLIC (4MER) (CBTE
L&Y,

Manager A> ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .

Info (1077003): Operation successful.

Manager A> ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

14 774704 —VOBMEEREIT D77 A7 D4 — VRIS —
fnet)] Z1ERL & T R Y—DXFE, BBHKICKL > TER
ICRETEE T,

Manager A> CREATE FIREWALL POLICY=net J

Info (1077003): Operation successful.

156 ICMP /)X v & Ping (Echo/Echo Reply) & EERTIAE
(Unreachable) O&#WABTHIL ET,

Manager A> ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE .

Info (1077003): Operation successful.

TV RETE, ICMP 2 74P+ — 7% @B

Lo TEEHA

18 LAN @l (vlan1) =y bD—oIlERSNTODINTOIY
Ea1—4%—71 ENAT #aE2 BB TEDLORELET, 00—
JWP RURICE ppp0 DIP P FLURZBALET,

Manager A> ADD FIREWALL POLICY=net
NAT=ENHANCED INT=vlanl GBLINT=pppO .!

Info (1077003): Operation successful.

19 #HFEBFH 5D IKE N7y (UDPB00 &) D072 P Dx—
VBB TESLDICHELE T,

Manager A> ADD FIREWALL POLICY=net RU=1
AC=ALLOW INT=pppO PROTO=UDP GBLPO=500
GBLIP=192.0.2.1 PO=500 IP=192.0.2.1 J

Info (1077003): Operation successful.

&Rl
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20 ST ONT Y FZEINAT DRRICLBOEDICHREL &
To

RB @FDIV—IEIATDESIEL T,

Manager A> ADD FIREWALL POLICY=net RU=2
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

Manager A> SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.2.1-192.168.2.254 .

Info (1077003): Operation successful.

Manager A> ADD FIREWALL POLICY=net RU=3
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

Manager A> SET FIREWALL POLICY=net RU=3
REMOTEIP=192.168.3.1-192.168.3.254 .

Info (1077003): Operation successful.

21 EXV—IVOFETIE IPsec Norv FEZTEETSNTLEOD
T. INSONTY F BB EBICODI—IVERELET,

[ENCAP=IPSEC] (&. IPsec N7y EHBF U IFHILDNT Y
FERUBLICHETIDI—VEBRIBDE ZRL &7,
FO T ROIVY R TRYBLICNT Y FORRKUIP 7 FL
ZH'192.168.1.1 ~192.168.1.254 . D& VLS A @73 B3
NAT DRRIET S ] DBHKICEYET,

Manager A> ADD FIREWALL POLICY=net RU=4
AC=NONAT INT=ppp0 PROT=ALL IP=192.168.1.1-
192.168.1.254 ENCAP=IPSEC .l

Info (1077003): Operation successful.

® IPsec DRE

22 CIH BN IPsec MFREICRY F T, RHIC ISAKMP BDHH]
HBR (ore-shared key) Z¥ERL &9, CCTIIHILE B @
[FHRESE (1) F. RBOMEE secret-ab) &L . = C AT
& 2] B& [secretac) &LET BB, COL—E—EE
HRICRE) o

108 | Emhl

Manager A> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret-ab" .

Info (1073003): Operation successful.

Manager A> CREATE ENCO KEY=2 TYPE=GENERAL
VALUE="secret-ac" .

Info (1073003): Operation successful.

[CREATE ENCOKEYJ OvYY> Rl&, Dy V—Ibh 504510
TOBBEDHE IV RTT, ¥0fc®. [EDIT) OV
RRETERERO VTR T 74 (CFG) IC. 2OV K%
SORL TEEMHICBRUET,

738 . [CREATE ECHO KEYJ O¥%Y F Tk IciRlE. &
Fa2UT4E—FUHTREI—E—DOFRBICEL > TEHESN
FT.REEAIBDHERE AIREICEFLUT A E—FICH
ALTERMRBSND LOICLTIIZE L,

23 #EHBFEO KE R IV I—Y3VBRAESFAND ISAKMP
RUY—%ERLET. CDBITRBFOP B LRAHNRELRTC
H $=B.CEHICPEERIZTANY A MODE (CTAGGRESSIVE]
#38EL TAggressive E— RAEBD L DHEL FT,
= B @iFICiE. KEY ([CRIOFIBTHERLICRES 1] %,
REMOTEID TSREE ID [client_BJ ## &L . RUY— [iB] &
LTHERLET,
B C @iF &, KEY ICEIDFIBTIERLICRES 2] %
REMOTEID TsR5E ID [client_CJ ##8ELARY >¥— [i.CJ &L
THERLE T,

Manager A> CREATE ISAKMP POLICY="i_ B" PEER=ANY
KEY=1 SENDN=TRUE REMOTEID="client B"
MODE=AGGRESSIVE HEARTBEATMODE=BOTH ./

Info (1082003): Operation successful.
Manager A> CREATE ISAKMP POLICY="i_ C" PEER=ANY

KEY=2 SENDN=TRUE REMOTEID="client C"
MODE=AGGRESSIVE HEARTBEATMODE=BOTH ./

Info (1082003): Operation successful.

24 PsecBEOHHREZERTSD SA ANV D 1 ZHERL & T, bV
FIVE—F(T7x)U 1), #EBAN[ISAKMPS, 70~
[ESP]. B85{t75=X [DES]. R [SHAJ ICREL T,

Manager A> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA .

Info (1081003): Operation successful.




25 SARNY O 112HH 5785 SANY FILRNY & 1 Z1ERL &

T WERARXE [ISAKMPJ Z8EL &6

Manager A> CREATE IPSEC BUNDLE=1] KEYMAN=ISAKMP
STRING="1" .|

Info (1081003):

Operation successful.

26 ISAKMP Xvt—Y%#RBLSES IPsec R > — [isal %1E

BLET. NUY—DERARREZ. O—H)LD 500 ER— LD
5YUE— D500 BEAR— 5D UDP /Ny k (ISAKMP) 1Z5%
ELET,

Manager A> CREATE IPSEC POLICY="isa"
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP ./

INT=ppp0

Info (1081003): Operation successful.

ISAKMP % BY 3B 5. XTRMD IPsec KUY —T
ISAKMP X w2 —IDBB TED K OBREATT> TLIZS W,
[Psec RUY—] FREIBICHRRSN, RDICIVFLIZED
MBRASNS D, REBERBICIEEENMBTT ., BRRIBIE
[SHOW IPSEC POLICY] DX Y RTHRTEE T, /. BR
IBAZET3I(CIE.[SET IPSECPOLICY O~ FDOPOSITION
NIA—a—%=ERLFT,

RN IPsec BIEICEATS IPsec RY > —% PPPO (IZRL T
ERL & T, BFD IP 7 FURBPRERD T, PEER (C
[DYNAMIC] #18EL & J . REBH XIS [ISAKMP ], BUNDLE
[ZIESANY BWRRY S (1] #EELEF T,

=B EHs CEFTDEVERY Y —B3DHTT,

Manager A> CREATE IPSEC POLICY="vpn_ B"
INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUN-
DLE=1 PEER=DYNAMIC ./

Info (1081003): Operation successful.

Manager A> CREATE IPSEC POLICY="vpn C"
INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUN-
DLE=1 PEER=DYNAMIC .

Info (1081003): Operation successful.

28 IPsec RY ¥ —(ZH/L T AN ENDILR D HFIZEBRIC IPsec B

29

30

3

-

32

33

BT3P P RLROEBZEEL £T. IVY FHRLG
Bicth, TEBLHEBEZROTILEL,

Manager A> SET IPSEC POLICY="vpn_B"
LAD=192.168.1.0 LMA=255.255.255.0
RAD=192.168.2.0 RMA=255.255.255.0 ./

Info (1081003): Operation successful.

Manager A> SET IPSEC POLICY="vpn_ C"
LAD=192.168.1.0 LMA=255.255.255.0
RAD=192.168.3.0 RMA=255.255.255.0 .

Info (1081003): Operation successful.

AVR—FRY SNDIEIBE%FFA TS IPsec R > — [inet]
% PPPO 1L THERL & Fo

Manager A> CREATE IPSEC POLICY="inet" INT=ppp0
ACTION=PERMIT .

Info (1081003): Operation successful.

AVE—RY FMIEPOERRLICVBEIF B TRED IPsec R
UY—T, INTONTY b BBSEBIC DD LEDRTE %
T2T<IZEW. ED IPsec RUY—IZEIVFLBH >k
S74VOET AN THESNTLEDLD . REHNBOE
VPN EDBENTER<SBYUE T,

IPsec EVa—IABMICLET,

Manager A> ENABLE IPSEC ./

Info (1081003): Operation successful.

ISAKMP £V 2 —)bBMIL &T 6

Manager A> ENABLE ISAKMP ./

Info (1082057): ISAKMP has been enabled.

Security Officer LNV DL—H—TOT1 >V LRBRBL T,

Manager A> LOGIN secoff ./

Password: passwdSA

EMEE—FEEF2UTA—E—FICOYBRAET,

SecOff A> ENABLE SYSTEM SECURITY MODE .

Info (1034003): Operation successful.

&Rl
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tF+21 YT —F— FTl&. Security Officer U NJUT®D Telnet
OO VHRAEL TEIESNTOE T 2F2 Y To—F—F
[ZB W T Security Officer LNJUT Telnet O 1> L1I-WOBE
[&. B5HLH RSO (Remote Security Officer) MREETT>
THOTLIEE O,

AE [64 /—XNVE—F/ £F2UFs—F—F]
(p.52)

EREDIRTE

34 [/EERBLEIT,

SecOff A> CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

35 RELILD 2 RBFRET 7 1 VICEEL ETo

SecOff A> SET CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

#lm B, #lm C DERE

R B MR C TR ENENDIUREDREBDRGBIEH T,
EARBYVRRESESAL T,

R B CHR C TREBMEDEACOVTE., ¥N¥ndiFniR
ERE EZBRL & T o CNUS DB FITRRIC DOV TERDIRE
=75 T<IZEL,

1 AEBOBRAAVF2AVICLET,

2 JOVV—)uAR—ktH5, 2 —%— [manager] TOT1VL &
To T2 FDNARD— R [friend) T,

login: manager ./
Password: friend (FrehZFth)

@ boot.cfg DL

3 boot.cfgD 7 7 V2%ZEEL . boot.cfg DFEdAH % —BH
[CHIEL & T,

Manager > RENAME boot.cfg dontread boot.cfg .

Info (1031263): Flash file rename under way...
DO NOT restart the router or alter Flash until rename is
completed.

Manager >
Info (1031264): Flash file rename successfully completed.
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4 KAER%EDA—ALARE—FL. [manager] TOSA VLTS

=W

Manager > RESTART ROUTER .

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated
INFO: Router startup complete

login: manager .
Password: friend (XRmch&EthA)

5 BREZLYPISTILDIC, FRRBICYRTLABEREL Y,

HAEBICE B) Z8ELE T

=B
Manager > SET SYSTEM NAME=B ./

Info (1034003): Operation successful.

Manager B>

WRCICEF TC) 2RELE T,

#=C
Manager > SET SYSTEM NAME=C ./

Info (1034003): Operation successful.

Manager C>

6 IPsecl3tFa VT —F— FTRINEEEL B A HDD

CH, BE-—RTBRYHREEATOZEDTES Security
Officer UNIWDI—H—%FBHERL THEF I, Security Officer
DNRD—RFE>EEICERBL TIIZS0,

= B TlE, 2—H—% [secoff]. /NXD—F [passwdSBJ
ARELF T,

=B

Manager B> ADD USER=secoff PASSWORD=passwdSB
PRIVILEGE=SECURITYOFFICER ./

User Authentication Database

Username: secoff ()
Status: enabled Privilege: Sec Off Telnet: no Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0

= C Tld, 2—¥—=3 secoff ), JXRD— F [passwordSC
ZRELF T,



. C

Manager C> ADD USER=secoff PASSWORD=passwdSC
PRIVILEGE=SECURITYOFFICER ./

User Authentication Database

Username: secoff ()
Status: enabled Privilege: Sec Off Telnet: no
Logins: 0 Fails: 0 Sent: 0
Ruthentications: 0 Fails: 0

Login: yes
Revd: 0

®PPP DBE

7 WANA Ethernet 1> & —27 1 —2X (eth0) EICPPP 4> 4&—
71— R%EERRL & T [OVER=ethO-XXXX] 0 [XXXX] DB
DT, BROSNI- PPPoE @ [H—ERZ] #2lL £7. 18
ENZVHBEE. EDV—ERBAITEZFANDNE LD,
fany] #%EL T o

Manager B> CREATE PPP=0 OVER=ethO-any ./

Info (1003003): Operation successful.

8 JONAA—DDBHOSNICPPP 1—H—ZENRXD—F%E
R T ETIBELERFIC P 7 FURBIUBTATTOKDICH
EL&ET, LAR FAZICL . RDOUIZ LCP Echo N7y k%
> TPPP UVHDREZERL BENICPPPOE DtV 3
VEBEFIBLOICLET (BvYsVF—TPS14), &
fo. ISON@ DO#EETHS BAPIA ZICL & T,

B

Manager B> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_ b@example.co.jp PASS-
WORD=passwd b IPREQUESRT=ON LQR=OFF
ECHO=ON !

Info (1003003): Operation successful.

#=2C

Manager C> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_ c@example.co.jp PASS-
WORD=passwd c IPREQUESRT=ON LQR=OFF
ECHO=ON .|

Info (1003003): Operation successful.

OIP. L—F 1 VIDERE

9 PEV2—-)LEBHILET,

Manager B> ENABLE IP ./

Info (1005287): IP module has been enabled.

10 IPCP XY I—Y 3V THEABNIC IP P RLUR%& PPP (¥
R—T7I—RTHERIBLDICRELE T,

Manager B> ENABLE IP REMOTEASSIGN .

Info (1005287): IP module has been enabled.

11 LANE (vlan1) 42— 2 —RIIBWRTEDT S AR—k
PPRUREEIUNT, 9SAPY FROYTRY ELET,

=B

Manager B> ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

s C

Manager C> ADD IP INT=vlanl IP=192.168.3.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

12 WAN @l (ppp0) AV B —T 1 —RIZTONAE—HBEUY
THNICIP P RURZBELE T,

Manager B> ADD IP INT=ppp0 IP=0.0.0.0 ./

Info (1005275): interface successfully added.

13704 —FEB/BELET,

Manager B> ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

OT7 A7 Ut —ILDE

14 77 AP0+ —ViREZBHICL & T,

Manager B> ENABLE FIREWALL .|

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.
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186 D7 A7 04— VOBEERE IS 7 A 7P +—JUIRU>—
[net] ZtERL &0 RYU Y —DXFINE HSBEICK > TER
ICRETEET,

Manager B> CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

16 ICMP /X4 v k& Ping (Echo/Echo Reply) &ZEIERTIAE
(Unreachable) M&RABTHIL&T. 2

Manager B> ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE .J

Info (1077003): Operation successful.

17 ident 7O+ —#aEx |HICL . HBEDAX—)U (SMTP) H—
N=7zED B0 ident BXKRISHL T, 12/125IC TCP RST %R
FTEOBELE T,

Manager B> DISABLE FIREWALL POLICY=net
IDENTPROXY

Info (1077003): Operation successful.

18 D7 A7 0+x— VRUY—DBEBRAREBDA VR —T1—2R
EIBELE T,

LANA (vlan1) «>A&—2 1 —X% PRIVATE (R8) ([CRE
L&Y,

Manager B> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN # (ppp0) & —2Tx—2R% PUBLIC (588) ICRE
L&D,

Manager B> ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .|

Info (1077003): Operation successful.

19 LAN # (van1) Rv FDO—SICHSNTOSINTOIY
E1—45—71DENAT #aEEZERTEDLORELET, 00—

12 704U FRETE. ICMP Y 71 P+ — U2 EA
Ly TEETA

tERLGl

NIVP FURICEppp0 D7 FLURZBALET.

Manager B> ADD FIREWALL POLICY=net
NAT=ENHANCED INT=vlanl GBLINT=ppp0

Info (1077003): Operation successful.

20 O—HVLANHASY E—F LANANDONT W R CIE NAT =DM
BOKDICHRELE T,

=B

Manager B> ADD FIREWALL POLICY=net RU=1
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.2.1-192.168.2.254 .

Info (1077003): Operation successful.

Manager B> SET FIREWALL POLICY=net RU=1
REMOTEIP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

A C

Manager C> ADD FIREWALL POLICY=net RU=1
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.3.1-192.168.3.254

Info (1077003): Operation successful.

Manager C> SET FIREWALL POLICY=net RU=1
REMOTEIP=192.168.1.1-192.168.1.254 J

Info (1077003): Operation successful.

21 ERV—IVDXETE IPsec Ny hETEHSNTLEOD
T, INBONTY h BB 5OV —IVEREL £,

[ENCAP=IPSEC] (&, IPsec /N7y bHBA U IFIDINT Y
FERYBLICHETCION—VEBRIDI %Rl &7,
FO T ROIVY FRERYBLIENT Y FORKUIP 7 R
A O—ANVLAN ARG 5E . NAT ORRHET D | DECRICR
UET, IPICIFENENDIKD LANE 1P 7 FL2D&EE%
SELE T,

B

Manager B> ADD FIREWALL POLICY=net RU=2
AC=NONAT INT=ppp0 PROT=ALL IP=192.168.2.1-
192.168.2.254 ENCAP=IPSEC .

Info (1077003): Operation successful.




s C

Manager C> ADD FIREWALL POLICY=net RU=2
AC=NONAT INT=ppp0 PROT=ALL IP=192.168.3.1-
192.168.3.254 ENCAP=IPSEC .

Info (1077003): Operation successful.

@ |Psec DE&E

22 CIHBH IPsec DEREICRY E T RAICISAKMP ADEF]
HBH (ore-shared key) Z1ERL £T. REFSE. ¥N¥N
DRZICHL THRA TEELICROEBAIEEL &9,

Manager B> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret-ab" .

Info (1073003): Operation successful.

R C

Manager C> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret-ac" .|

Info (1073003): Operation successful.

[CREATE ENCOKEYJ O¥ > FlE, DvV—=bh 051> 0L
TOBBEDHBEME IV FTI, ¥Dfcwd, [EDIT] IvY
RRETREROUT 22 (CFG) [Z, 20XV F%E
oL TEEMITBYE T,

738, [CREATE ECHOKEYJ O%Y R TR snIci®R(IE. &
F21UT 4T RN TR N—E2—DOBEEBICE> TEESN
FI.REBEAIDHERE. RIRRICEFLU T4 E—FICH
TLTRMRBESND LOICLTIZE L,

23 FIFIBTERL IR Z BV BFBFED KE XTIV I—Y 3y
BRAEZFTANDS ISAKMP R ¥ —T[I_ Al &EERL &9, PEER
CEI—E2—ADIPPRUREEELE T, o, BHDFP R
U RBRES T2 . LOCALID TB4MEREE ID #38EL . MODE
[FTAGGRESSIVE JT Aggressive E— FAED K DHREL F T,
#=2 B Tl LOCALID (& [client_BJ % . #is2 CIC& [client_CJ
EIEELF T,

2B

Manager B> CREATE ISAKMP POLICY="i A"
PEER=192.0.2.1 KEY=1 SENDN=TRUE
LOCALID="client B" MODE=AGGRESSIVE HEART-
BEATMODE=BOTH ./

s C

Manager C> CREATE ISAKMP POLICY="i A"
PEER=192.0.2.1 KEY=1 SENDN=TRUE
LOCALID="client C" MODE=AGGRESSIVE HEART-
BEATMODE=BOTH ./

24 IPsec BEDHHRETE TS SA ANV D 1 ZHEML &7, L
ABRRKIC FYRIVE—R( T2+ H) REBARTISAKMP],
JOk3JV [ESP] . 8851t TDES] . §8aEAZ [SHAD (2
FELE T,

Manager B> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA .

Info (1081003): Operation successful.

25 SAZNY O N1ZFH 5785 SANY FIVARNY & 1 = ek L &
o BERHSRI [ISAKMP] Z8EL & T 0

Manager B> CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP
STRING="1" .|

Info (1081003):

Operation successful.

26 ISAKMP Xvt—Y%ZRBLIHS IPsec RY > — [isal %4E
BRLET, RUY—OBEARR%A. O—HID 500 BER—EH
5YE— O L500BR— 7D UDP N k (ISAKMP) (5%
EL&ET,

Manager B> CREATE IPSEC POLICY="isa"
INT=ppp0 ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP ./

Info (1081003): Operation successful.

ISAKMP % F BT 3188 (d. RITRID IPsec RJY—T
ISAKMP X w £—YDMBBTED K DBREET > TS0,
[Psec KUY —] FREIBICHRRS=N., RAICIVFLIZED
PMERSND 2. REIBRICEFENMNE TI, RFRIEE
[SHOW IPSEC POLICYJ O¥Y RTHERTEET, =fc. B8R
IBAZE TSI [SET IPSECPOLICY O~ FDPOSITION
NS AXA—"—%FBRAL&FT,

27 EBD IPsec BEICER TS IPsec AR ¥ —[vpn_Al % PPPO
[CHL THERRL &9, BEEAR [ISAKMP], PEER (ZI3 =
A DI—2—DIP P FLR%, BUNDLE (Cl& SA N>V FILR
Nvo ] 2HEELE T,

Manager B> CREATE IPSEC POLICY="vpn A"
INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUN-
DLE=1 PEER=192.0.2.1 .

Info (1081003): Operation successful.

&Rl
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28 IPsecRY ¥ —[vpn Al (6L TEBRICIPsec BEETTRD IP
P RURADEBEEEELFT, IV RHIRLBBIZD,. TED
B EROTIZE 0,

=8

Manager B> SET IPSEC POLICY="vpn A"
LAD=192.168.2.0 LMA=255.255.255.0
RAD=192.168.1.0 RMA=255.255.255.0 .

Info (1081003): Operation successful.

. C

Manager C> SET IPSEC POLICY="vpn A"
LAD=192.168.3.0 LMA=255.255.255.0
RAD=192.168.1.0 RMA=255.255.255.0 .

Info (1081003): Operation successful.

29 (VA—xv MDEIBEEFIT IS IPsec R > — [inet]
ZPPPAYA—21—R0(CHL TIERL £,

Manager B> CREATE IPSEC POLICY="inet"
INT=ppp0 ACTION=PERMIT .

Info (1081003):

Operation successful.

AR =Y MIETPOERLIZOVBEIF BITRED IPsec/R
UY—=TINTONTY h BRI BBREEXTT> TS0,
ED IPsec RUY—ICEIYFLB D> bZ 740 volgT
TH )b THESNTLEDICD ., EEDRENSUNE VPNIL
HEDBENTERRYET,

30 PsecE®EYa—JLEBBHICLET,

Manager B> ENABLE IPSEC .l

Info (1081003): Operation successful.

31 ISAKMP £V 2 —)LZBMICL & T,

Manager B> ENABLE ISAKMP ./

Info (1082057): ISAKMP has been enabled.

32 Security Officer LNJVDI—H—TOTAVLBBLET,

=B
Manager B> LOGIN secoff .

Password: passwdSB

114 | 188EHl

#=2C
Manager C> LOGIN secoff ./

Password: passwdSC

33 HEE—FEEF2 T4 —E—FICHYUBRET,

SecOff B> ENABLE SYSTEM SECURITY MODE .

Info (1034003):

Operation successful.

tF¥a2 T —F—FTIE. Security Officer U N)JUTD Telnet
004V RRIEL TEESNTOE T ZF2 U T —F—F
[ZHBWT . Security Officer LNJVT Telnet 054 >V LI-WOBE
&, &H5HLH RSO (Remote Security Officer) MBEATT>
THEOTLIEE 0,

AE [64 /—FIVE—F/ €F2UT1—F—F]
(p.52)

OEDIRTF

34 REERBLET,

SecOff B> CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

35 RELIC 7V ERBFBRE D 71 VICEEL &9,

SecOff B> SET CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

B ODiESR

36 R A . B. CEHICUTP r—7 )bzl . [SHOW PPPJ O
Y FTPPP DAL (OPENED) LicZ &%&HERL T<
2E0e

37 LAN BOIVE2—8—H5. BFRAORMARY—N—BENE
BTEDCEEERL TSV,

1347y FETWiNdowsDR Y kD—% RS A TAEBRT
\ B1HICiE . HIA I Windows 2000/XP Tlk T =W k
EYh o) TRy ko5 T —20EMN) TENh KA
POSRYHRT. $—N—0 P P RURBEAIEEL
7,
(f) ¥¥192.168.1.10



FEH

YA EA B, CXNX¥NT, BIROREFIEEETIBEICED

T, 1Bk RESNBREROUT R 7MW %ERLET,

RI1B74R/ERIVTRIT7AILHL= A

RIB7ARERIVTRI70IL R A

23 CREATE ISAKMP POLICY="i C" PEER=ANY KEY=2

SENDN=TRUE REMOTEID="client_ C" MODE=AGGRESSIVE

HEARTBEATMODE=BOTH

24 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

1

SET SYSTEM NAME=A

25 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

26 CREATE IPSEC POLICY="isa" INT=pppO
2 ADD USER=secoff PASSWORD=passwdSA ACTION=PERMIT LPORT=500 RPORT=500
PRIVILEGE=SECURITYOFFICER TRANSPORT=UDP
3 CREATE PPP=0 OVER=ethO-any 27 CREATE IPSEC POLICY="vpn B" INT=pppO
4 SET PPP=0 OVER=ethO-any BAP=OFF ?gg;?g;;;;?g KEXMAN=TSAKME BONDLE=1
USER=site_a@example.co.jp PASSWORD=passwd_a _
LQR=OFF ECHO=ON 28 CREATE IPSEC POLICY="vpn C" INT=pppO
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
5  ENABLE IP
PEER=DYNAMIC
ADD IP INT=vlanl IP=192.168.1.1
6 MASK—255 25? 225 o 92.168 29 SET IPSEC POLICY="vpn B" LAD=192.168.1.0
- : : : LMA=255.255.255.0 RAD=192.168.2.0
7 ADD IP INT=ppp0 IP=192.0.2.1 RMA=255.255.255.0
MASK=255.255.255.255
30 SET IPSEC POLICY="vpn C" LAD=192.168.1.0
8 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0 LMA=255.255.255.0 RAD=192.168.3.0
RMA=255.255.255.0
9 ENABLE FIREWALL
31 CREATE IPSEC POLICY="inet" INT=pppO
10 CREATE FIREWALL POLICY=net ACTION=PERMIT
11 ENABLE FIREWALL POLICY=net 32 ENABLE IPSEC
ICMP_F=PING, UNREACHABLE
33 ENABLE ISAKMP
12 DISABLE FIREWALL POLICY=net IDENTPROXY
13 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE
14 ADD FIREWALL POLICY=net INT=pppO TYPE=PUBLIC
15 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl o
= 1 b4 =%
GBLINT=ppp0 KI137E5BERAIVUT I 7/ #sm B
16 ADD FIREWALL POLICY=net RU=1 AC=ALLOW INT=pppO 1  SET SYSTEM NAME-B
PROTO=UDP GBLPO=500 GBLIP=192.0.2.1 PO=500 2 ADD USER=secoff PASSWORD=passwdSB
IP=192.0.2.1 PRIVILEGE=SECURITYOFFICER
17 ADD FIREWALL POLICY=net RU=2 AC=NONAT 3 CREATE PPP=0 OVER=ethO-any
INT=vlanl PROT=ALL IP=192.168.1.1-
192.168.1.254 4 SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_b@example.co.jp PASSWORD=passwd_b
18 SET FIREWALL POLICY=net RU=2 LQR=OFF ECHO=ON
REMOTEIP=192.168.2.1-192.168.2.254
5 ENABLE IP
19 ADD FIREWALL POLICY=net RU=3 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.1.1- 6 ENABLE IP REMOTEASSIGN
192.168.1.254 7 ADD IP INT=vlanl IP=192.168.2.1
20 SET FIREWALL POLICY=net RU=3 MASK=255.255.255.0
REMOTEIP=192.168.3.1-192.168.3.254 8 ADD TP INT-ppp0 IP=0.0.0.0
21 ADD FIREWALL POLICY=net RU=4 AC=NONAT INT=pppO 9 ADD TP ROUTE=0.0.0.0 INT-ppp0 NEXTHOP=0.0.0.0
PROT=ALL IP=192.168.1.1-192.168.1.254
ENCAP=IPSEC 10 ENABLE FIREWALL
22 CREATE ISAKMP POLICY="i B" PEER=ANY KEY=1 11 CREATE FIREWALL POLICY=net

SENDN=TRUE REMOTEID="client B" MODE=AGGRESSIVE
HEARTBEATMODE=BOTH

12 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

&Rl
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KRIBTERERIVT I 74 =B (HEE)

KRI1B76RERIVUTT71I #mC

13 DISABLE FIREWALL POLICY=net IDENTPROXY

10 ENABLE FIREWALL

14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

11 CREATE FIREWALL POLICY=net

15 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppO

12 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

13 DISABLE FIREWALL POLICY=net IDENTPROXY

17 ADD FIREWALL POLICY=net RU=1 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.2.1-
192.168.2.254

18 SET FIREWALL POLICY=net RU=1
REMOTEIP=192.168.1.1-192.168.1.254

19 ADD FIREWALL POLICY=net RU=2 AC=NONAT INT=pppO
PROT=ALL IP=192.168.2.1-192.168.2.254
ENCAP=IPSEC

20 CREATE ISAKMP POLICY="i A" PEER=192.0.2.1
KEY=1 SENDN=TRUE LOCALID="client_ B"
MODE=AGGRESSIVE HEARTBEATMODE=BOTH

21 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

22 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

23 CREATE IPSEC POLICY="isa" INT=pppO0
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

24 CREATE IPSEC POLICY="vpn_ A" INT=pppO
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=192.0.2.1

25 SET IPSEC POLICY="vpn A" LAD=192.168.2.0
LMA=255.255.255.0 RAD=192.168.1.0
RMA=255.255.255.0

26 CREATE IPSEC POLICY="inet" INT=pppO
ACTION=PERMIT

27 ENABLE IPSEC

28 ENABLE ISAKMP

14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

15 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppO

17 ADD FIREWALL POLICY=net RU=1 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.3.1-
192.168.3.254

18 SET FIREWALL POLICY=net RU=1
REMOTEIP=192.168.1.1-192.168.1.254

19 ADD FIREWALL POLICY=net RU=2 AC=NONAT INT=pppO
PROT=ALL IP=192.168.3.1-192.168.3.254
ENCAP=IPSEC

20 CREATE ISAKMP POLICY="i A" PEER=192.0.2.1
KEY=1 SENDN=TRUE LOCALID="client_ C"
MODE=AGGRESSIVE HEARTBEATMODE=BOTH

21 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

22 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

23 CREATE IPSEC POLICY="isa" INT=pppO
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

25 CREATE IPSEC POLICY="vpn A" INT=pppO
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=192.0.2.1

26 SET IPSEC POLICY="vpn A" LAD=192.168.3.0
LMA=255.255.255.0 RAD=192.168.1.0
RMA=255.255.255.0

RI1B7BR/ERIVUT I 74I #mC

27 CREATE IPSEC POLICY="inet" INT=pppO
ACTION=PERMIT

1 SET SYSTEM NAME=C

2 ADD USER=secoff PASSWORD=passwdSC
PRIVILEGE=SECURITYOFFICER

3 CREATE PPP=0 OVER=ethO-any

4 SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_c@example.co.jp PASSWORD=passwd_c
IPREQUEST=0ON LQR=OFF ECHO=O0N

5 ENABLE IP

6 ENABLE IP REMOTEASSIGN

7 ADD IP INT=vlanl IP=192.168.3.1
MASK=255.255.255.0

8 ADD IP INT=ppp0 IP=0.0.0.0

9 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

116 | {Emhl

28 ENABLE IPSEC

29 ENABLE ISAKMP

[SET TIME] O %Y RigE, O R7OY 7 RIRLTAALLC
OV ROINTH BET 71 IVEL TRESND DI TIEROE
WD BICTEBRLSIES WO



138 15 —xv k& CUG Y—ERD[EIHF
= (mARE )

P2 o= AN

site_a@example.co.jp
passwd_a

TONAH—

N

FTTHG &

' \ 192.168.200.2

(J
N

/~ S\
k:T::;::::TJ/%@J,W}
vian1
ETHO 192.168.1.1

Web¥— )\ —
ID ID 192.168.12
[— —
LA 192.168.1.0/24 7

E13.8.1 41 V5 —2%v b& CUG Y —E R DREIFHER (IRAREY)

PPPOE vy 3V % 2 AEBHCEL., 1V —xv MERE. 7
Ly - GW—TFPoLR (140 BLOTLYY - TI—T (R—
YwHAZa—) O CUG (Closed Users Group) H—EXR ( ik
) #EICFIALE T,

ZOAITIE. LAN RITT S A4 NX— 7 FURTBAL . 8F%ED7
FURIEE ST RAT 4 v ORBREHMEEZTONT Y b EIRU DT
FTo USAPYRREAAFIVOENAT BBTAVEA—RY b

CUG H—ERICPHERLET, &fc. 724 P 04— %fE>T
HEHSDOTP O R%HBEL ET,

0N F—h SEREETND1ER

LIFOSHTRE., 7ONAE—BL<IFCUGC H—ERDEBEH S
TEROBRNGEA SN TNS EREL T REOREICE. B
BHOEIOERE CER<IZS O,

@1 Vy—3 vy Mak

« EIFO1—H—3 : site_a@example.co.jp

o BHO/NRD— R passwd_a

« PPPOE#—ERE  I8ERL

s BRATES PP RUR BHEIVUNST (1B8RE)
* DNSH#—N\— #geTBINSND

@®CUGY—EZR

s BHOI1I—HY—3 : flets_a

o FHFED/NRD— R fpasswd_a

e PPPOE #+—E 2T I8 L

s FATEZIPPRLUR (EBWEIULT (16)

s BDI—Y—D IP P RL X :192.168.200.2/32

HEDFE

e ARTAVHI—T 4 VFIC&Y . CUGH—ERRDML—
P—mON Ty bE XENPSDONTY b (f &=y R 58
T) DX ERYDITET

27AT O+ —)VEFABL T HEHDSDOREF R &ERL
DD ABHSEFBBHICTYE—RY MADPHEIHTED &
DICLET,

TPATP O —VDAAFZy o ENAT #AEZEAL T, LAN
BIRY bDO—ODTSAR=FIP P FLR% WAN Bl > 52—
TI—RICHESNICP FURICEBRL E TR —RY 5T
TONTY METONABE—DBERABNIZO—NVIP P R
LXIZ. CUG H—ERBTONT Y MIBRED SIBESNIC
TS5AN=F PP RURICERL&T. CHUSKY. LAN (T3
MSNICBBDOIVE2—8—H5. AV Z—%v ~.CUC ¥—
EXNDOREF O RO TRECRUET

CUG HY—EXDBEDNTY R 724 FP0x—bDI—)V%
FAL T, LANROBEDY —N—ICRYDHFET,

* Web ¥ —/N\— (R—+ 80) :192.168.1.2

W—R—DODNS UL —#peeA(ICLT. LANBIDYE2—
A—DBEDDNSYULIR b%, TONAH—DDNS #—/)N\—
[CEEL &Y,
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* ARROEAREE. ROBYTI,
®13.8.1 XRBOEFRE

WAN BI#pI81 >R —2 1 —2R eth0

AV - ~EF rE

WANEI (opp0) IP 7 FL X

CUG H—E =@ &

WANE (ppp1) IP 7 RLUR

LAN (vlan1) IP 7 RLX 192.168.1.1/32

DHCP H—/N\—#4gE BH7E0

=E
1 FBBOBERA( v FEAVICLET,

2 VY= R—btH5B. 2 —%— [manager] TOT1>L &
T T4 EDNRD—RF [friend) T,

login: manager .J
Password: friend (RXrRch&Eth)

@ boot.cfg DNIE

3 boot.cfgDT 7 VRAZEFEL . boot.cfg DiRMHAH % —FH
[CIIEL &9,

Manager > RENAME boot.cfg dontread boot.cfg J

Info (1031263): Flash file rename under way...
DO NOT restart the router or alter Flash until rename is
completed.

Manager >
Info (1031264): Flash file rename successfully completed.

4 KBIR%A D+ —LRR— L. [manager] TOO1 LTS
=0

Manager > RESTART ROUTER .J

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated
INFO: Router startup complete

login: manager .J
Password: friend (FXrRch&Eth)

® PPP D&E

5 WAN {8l Ethernet 1> 4—2 1 —2X (eth0) EIZAVAH—xwvY
REBIRTBDICODPPP AV A—D 12— [0 %ERLFT,

118 | {Emhl

[OVER=ethO-XXXXJDIXXXX JDOEB (& @RS Nz PPPOE
D [Y—ERZ] 2Rl & T, BPEHNBVFREEE, ED0H—E
REBRITERIFANOND LD, [any] #RELE T,

Manager > CREATE PPP=0 OVER=ethO-any .J

Info (1003003): Operation successful.

6 JONA =D SBHOSNICPPP 1—H—8E/NRD— %8
EL . #HREIC PP FLUREIUSTOEREZTOLDICHREL
9. LAR EFAZICL. KDYUICLCPEcCho Ny > T
PPP UV O DREZERL . BEMIC PPPOE DEvY 3%
BEGKIDLOICLET (RyyavF:—TPS147) . &,
ISDN @i DHRETHS BAP A ZICL & T,

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

7 WANA Ethernet >4 —27 1 —2X (eth0) EICCUGH—ER
EBIRIBIDD PPP />4 —2J1—2X [1] #ERLE T,
[OVER=ethO-XXXX JD[XXXX JDE> I BR=1/- PPPoE
D [HY—BEREZ] #LHRL & T, BEHBTOBEEIE, EOY—E
RBATTERFANOND LD . any] ZRELFT .

Manager > CREATE PPP=1 OVER=ethO-any

Info (1003003): Operation successful.

8 CUGH—EREBEN OBHMSNICPPP 1—H—8 L /NRD—
FEISEL . #ERICIP 7 FUREIVSTOERETOLDIC
F|ELE T LAR [FAZICL . KD UIZLCP Echo Ny k7%
EOTPPPY Y ODIREZERL . BEMICPPPOEDEY > 3
VEBEFKIBDLOICLET (ByyavF—TPS547), &
fo. ISDN@ O#EETHS BAP EA ZICL & T,

Manager > SET PPP=1 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=flets a
PASSWORD=fpasswd a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

O IP. IL—F 1 VIDERE

9 PEYVa—ILEBMILET,

Manager > ENABLE IP .

Info (1005287): IP module has been enabled.




10 IPCP IV IT—Y 3V TEABNICIP P FLUR%E PPP AY
R—DI—RTHEAIBLDICRELE T,

Manager > ENABLE IP REMOTEASSIGN ./

Info (1005287): Remote IP assignment has been enabled.

11 LAN B (vlan1) AV &= 12 —RICTSAN—=FIP PR R
HEUNT, OSAPY FBAOYTIRY FELET,
CUG H—EXD7 FLR (pppl) &l EBSBVEDEEE
LTIz,

Manager > ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

Info (1005275): interface successfully added.

12 (VR —2v ~ERAO WAN A (opp0) A >A2—271—XIC
IP7RLUZ10000]) Z/EL&ET, TONAX—E DR
WITDET. IPPFURIGEEL A

Manager > ADD IP INT=ppp0 IP=0.0.0.0 J

Info (1005275): interface successfully added.

13 CUG H—ER#HAD WANE (ppp1) A H—T x—RICIP
P RLZ [00.0.0]) #8FL &F, TONAE—E DR
UIDET. PP RLRIIEEL EEA

Manager > ADD IP INT=pppl IP=0.0.0.0 .

Info (1005275): interface successfully added.

14 70+ )VRU—hZBELE T,

Manager > ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

16 CUG U —EX@IT DREERLT 1 v OICHEL E T,
CUG ¥ —ERARICEHDAR D BBHEICIE . X NENORR
CEICRBERELE T,

Manager > ADD IP ROUTE=192.168.200.2
MASK=255.255.255.255 INT=pppl
NEXTHOP=0.0.0.0 .

Info (1005275): IP route successfully added.

16 DNS U L —#aEZB2ICL &,

Manager > ENABLE IP DNSRELAY .l

Info (1005003): Operation successful.

@T 717U F—ILDEE

17 27470+ —VHREZBMICL £,

Manager > ENABLE FIREWALL ./

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

18 D7 A 70+ —VOBMEEREIS 7717 Dx—JUIRUY —
Mnet] Z4ERL &3 KU ¥ —DXFFE, BBHICEL > TER
[CRETEEY,

Manager > CREATE FIREWALL POLICY=net
Info (1077003): Operation successful.

19 ICMP /X4 Rd Ping (Echo/Echo Reply) & EIZERTIAE
(Unreachable) O#BWBETHFILFT,

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH .
Info (1077003): Operation successful.

20 ident 7O+ —#aE% |RICL . HBRDA—)U (SMTP) H—
N=2EDBO ident BKRICHL T\ #2125(C TCP RST %358
TEORELF T

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY .|
Info (1077003): Operation successful.

21 D770+ —VRUY—DBEARRERBD A VR —T1— R
EEELE T,

AT H )V RRETIE, ICMP 27 74 P o x — % @é

Lyl TEEtA.

BRI
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22

23

120

LANA (vlan1) «>A&—21—X% PRIVATE (R8) ([CRE
L&D,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .
Info

(1077003) : Operation successful.

AV R—xv ~EFEADO WAN B (ppp0) >4 —T 11— %
PUBLIC (4MB) ICBREL&T.

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .l

Info

(1077003) : Operation successful.

CUG Y—ER#HAD WAN Al (ppp1) A2 —T1—R%
PUBLIC (5M8R) ICREL &Y,

Manager > ADD FIREWALL POLICY=net INT=pppl
TYPE=PUBLIC .

Info (1077003): Operation successful.

LAN iRy FO—=S(CE# SN TOBINTOIVE 21 —5—
M ENAT #EEABRTEDLORELE T 1V E—FV MR
TNNT Y FDOBEIE.NAT P RLURELTppp0 D IP 7 R R
ZHEALE T, CUGH—ERBT/NNT v FDBEE. NAT P R
LRELTpppt DIPP RLUREBALFT,
TPAPOIx—IUDAAFIv o ENAT Tld. X7 kDY INT
D5 GBLINT [k nicE &I, Ny hDs7 RU R %
GBLINTOZ RLRICEB=MA T,

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=pppO ./

Info (1077003): Operation successful.

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=pppl
Info

(1077003) : Operation successful.

CUG H—ER|NBEDIN—R—ICEIFIZHTTP GR—k 80) /¥
v b LAN ADIP 7 FL X 192.168.1.2 DY —N—IC8xx
TBHN—%ERELE T,
ICERBLIEOY—N=D"BB EE(CEF. ENENICDNT,
W—EBELE T,

BICH—N—% DRLBOZEICE. COL—IVREFSAET
Io

tERLGl

Manager > ADD FIREWALL POLICY=net RU=1
AC=ALLOW INT=pppl PROT=tcp PORT=80
IP=192.168.1.2 GBLINT=0.0.0.0 GBLP=80 .

Info

(1077003) : Operation successful.

Oz, I\RAD— R, RERE

24

25

26

27

BZZREL T, LA BAERELICCENHDHE . 652
DHERERAETY,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 ./

System time is 01:00:01 on Sunday 01-APR-2005.

2—4%— [manager] ONRD—F%ZZEL &9, Confirm : D
ANERA-EE, OV RTOVT MARRSNBOBEE.
DAa—=2F—%BL TS0,

Manager > SET PASSWORD J

0ld password: friend J
New password: XXXXXXX o
Confirm: xxxxxxx

FESLUETT REANBZRERO T R 7 A ITIREL &
-

o

Manager > CREATE CONFIG=ROUTER.CFG .|

Info (1049003): Operation successful.

REBROUTFELTIBELET,

Manager > SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

QDR

28

PPP O#EFmOMEILIE . [SHOW PPP] I¥XY FTHRTE& I,

Manager > SHOW PPP .

Name Enabled ifIndex Over cp State
pppO YES 04 1PCP OPENED
eth0-any LCP OPENED
pppl YES 04 IPCP OPENED
eth0-any LCP OPENED




29 IANBIODIYE2—4—TWeb 75D ¥ -1 E%EITL. 1YV
B—RY MNP OELRTEDEAERL TIES 0,
635 LAN 0O E2—4—HIP P RLRABEHESITD &
DICH/ESNTULBHE OHCP O APy b TH3HBE) . &
BRD DHCP H—N—#EEARELICRIC, DVE1—4&—%
©eE) (FcldFies) I30BADYET,

30 LAN fI03IYEa—&—H5. CUG H—EXTHEHEL TLIS
H—N—BENBRTED I EZHRBL TIZE W10

15 4 7Ry FEATWindowsDxRY fD—5 RS A T2 B8RT
B12HICiE. AR Windows 2000/XP Tl&k Y1 =Rwv ~
D—5] > [RY rD=0TU—2MEMN] TERND XA
FPOORYVORT, ¥—=N—=D PP RLRGEAEBEL &
ED
(B1) ¥¥192.168.1.10

"
\
7

FEH

FRDREFIREZRTIBDEICE>T R RESNBDR/ERD
VT2 7AW %ERLET oo

£ 1382 ®/EAIUT I 71l (ROUTER.CFG)

1 CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

3 CREATE PPP=1 OVER=ethO-any

4 SET PPP=1 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=flets_a PASSWORD=fpasswd_a LQR=OFF
ECHO=ON

5 ENABLE IP

6 ENABLE IP REMOTEASSIGN

7 ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

8 ADD IP INT=ppp0 IP=0.0.0.0

9 ADD IP INT=pppl IP=0.0.0.0

10 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

11 ADD IP ROUTE=192.168.200.2
MASK=255.255.255.255 INT=pppl NEXTHOP=0.0.0.0

12 ENABLE IP DNSRELAY

13 ENABLE FIREWALL

14 CREATE FIREWALL POLICY=net

15 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

16 DISABLE FIREWALL POLICY=net IDENTPROXY

17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

18 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

19 ADD FIREWALL POLICY=net INT=pppl TYPE=PUBLIC

20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0

21 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppl

22 ADD FIREWALL POLICY=net RU= 1 AC=ALLOW
INT=pppl PROT=tcp PORT=80 IP=192.168.1.2
GBLIP=0.0.0.0 GBLP=80

[SET TIME] O7Y FRE, a9V ROV T RIHLTAN LTS
VY ROINTHRET 71 IEL TRBESNSD DI TIFROE
WDRICTERLSIZS WO

BRsl | 121



13.9 1% —xv b& CUG b—ERDERF
#ZH5 (LANRY)

)

1V5—2v b

DNSH—/\—B
TONA K

DNS#H—/\—A
TJONAHZ—A

TR D) [fe—RottBT)
VLANT VLANT
192.168.10.1 192.168.20.1

192.168.10.0/24 /. 192.168.20.0/24 /'

13.9.1 15 —xv h& CUG Y—EXDERHES (LAN
&)

PPPOE tvy 3> % 2ABRICHE T, 1VA—xY MERE . 7
Ly - GI—TPHtR (F0O) LU vY - F—7 (EY
RRAXZa—) O CUG (Closed Users Group) #—EX (LAN £J)
ZEIFICFHABL &I,

ZOHTR. SUKRO LANRIFT S A= 7 FLURTERL. 18
FEOTP FURICEK>T RET 4 v ORRBHEETONTY b %

122 | 18aLfl

|UDFE T OSAPY FRAVE—RY MIENAF VD
ENAT #2688 T. CUG H—ERICBTZAN—FP FLRDE & TP
DERLET, I D7 AP0+ — )V afE > THBHSDF O 1R
ZBELET,

0N/ D SiEHENDER

LIFOSA TR T ONA HX—H 5 FRORIERD G E5NTUNS
EAREL £ T REOREICIE BBHEDORWIE®RE CFEA<IZS W,

Ol A D1 V5 —Rw MER

e BHDO1—Y—3 : site_a@example.co.jp

o BFHD/NRD— R passwd_a

* PPPOE 4 —E B #8ERBL

s BARATEZIP PRUR i BMEIVUKT (1BFXE)
* DNSH#—N—: #FEISBOSND

OHlm B D1V 5—2y MER

e BEHD1—HY—3 : site_b@example.co.jp

o BIRD/INRD— K passwd_b

* PPPOE#—E 2B (EEBL

 BARATEZIP PRUR (EMEIVUST (1BFE)
e DNSH—N\—: #FigbsIOBOSND

Ol A DCUG U—EZR

s EROD1I—Y—3 : flets_a

o BIHDNRD— R fpasswd_a

* PPPOE 4 —ERE (EEBL

s CUGH—ERD=RY FD—oP LR 1 192.168.10.0/24

Ol B D CUG Y—ER

s BEHDO1I—HY—3 : flets_b

o BRD/INRD— K fpasswd_b

* PPPOE #+—E 22 IETEBL

s CUGH—ERD=RY FD—oF7 FLR 1 192.168.20.0/24

REDF

¢« ARTAVvHN—T 4 VTICKY . CUGH—ERRDMI—
P—mONT v bE NS ONTY B (1Y B—Fv R5E
T) DEEFTERYNTET,

s DPATP O —)VEFAL T HEHDDDRIEF Ut R % EETL
DO RBPHSEBBICAVE—RY MADTP O EIDTESD &
2ICL&ET,



e IPATP O —IVDEAFIvH ENAT #pexERAL T, 1Y

B—RY FETONTY MMELAN BlIRY bD—5DT 54 R—
FIPPRLRZE, A>A—3v @ WANRIA>AH—D1—
RIZBESNIZP FURIZEBRL F9.CUG —EX@IF WAN
BlA4>YB2—D 1—REPVF+VN—RFELT, LAN AOD YV
Ea1—4—FRESNITSARN—FPRU REDEETHD
WEICPOERLEFT,

* —R—ODNS UL —#fe% AL T, LANRIDOVE2—

R—DBDODONS UHIR ~e, FONAHE—DDNS ¥—/\—
[CEREL & T,

* ABROBERRES . ROBY T,

£ 13.9.1 *RBOEFRRTE

WAN Qi#i81>&%—21t—X  eth0 ethO

AV H—RY bBF T &

WAN 8 (ppp0) IP 7 FLR

CUG ¥—Ex@F rE N

WAN 8 (ppp1) IP7 FL R

LAN (vlan1) IP 7 RL X 192.168.10.1 192.168.20.1
/24 /24

DHCP H—/N—#44E B0 [N

sn
ax

BURITR, BETS P P FLRARBEDREEBNRSBICITT. B
R REEIBL T,

BRRTHREBNESBDICDONTIR. XNEND T DRIEGS E%
BARL E T NN DBARITRRUC DOV TRERDREZT > T
fZE0,

1

2

FHRBOBEBRRAVF #AVICLET,

VY —J)uiR—bH 5B, 2—%— [manager] TOSAVL &
T T4 EDNRD— R [friend) TYo

login: manager ./
Password: friend (Zrcnstha)

@ boot.cfg DL

3 boot.cfg D7 71 IVB%EZEEL . boot.cfg DFHAAH % —FFH)

[CHELET,

Manager > RENAME boot.cfg dontread boot.cfg .

Info (1031263): Flash file rename under way...
DO NOT restart the router or alter Flash until rename is
completed.

Manager >

Info (1031264): Flash file rename successfully completed.

4 AER%HD+—ALREZ—FL. [manager] TOT1>LTLIZ

=W

Manager > RESTART ROUTER J

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated
INFO: Router startup complete

login: manager .
Password: friend (RmcShEtA)

®PPP DRE

5 WAN {8l Ethernet ¥ >4 —21x—X (eth0) EICAVEH—=WvY

FEBFRIBDICODPPP A& —2x—R[ 0] ZERLET,
[OVER=eth0-XXXXJ DI XXXX D8I @IS N iz PPPOE
D [H—ERB] =Rl 7. BEHRBVBER, COY—K
RBRITERFINONE &S, [any] Z2RELE T,

Manager > CREATE PPP=0 OVER=ethO-any .

Info (1003003): Operation successful.

TONAH—DEBOSNICPPP 1—H—RE/NNRD—R%E¥
NE¥NORUKITEITIBEL . BREFICIP P FLURBIULBTOR
KRETDOKDICHELE Fo LAR FATICL . ADUIC LCP
Echo N7 w hZE>T PPP UV O DREEZERL . BEMIC
PPPOE DtvY 3 VaBEKIBLDICLET (Bvya Yy
F—TPS5A47), &Iz, ISDN BT DHEEETEHD BAP (A 2
L&d,

s A

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

&Rl
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=B

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site b@example.co.jp
PASSWORD=passwd b LQR=OFF ECHO=ON .J

Info (1003003): Operation successful.

WAN I Ethernet > A&—2 1 —X (eth0) £IZCUGH—EX
EEHRIBDIDD PPP AR =D 21— [1] ZERLET,
[OVER=ethO-XXXXJDXXXX DB @RS iz PPPoE
D [HP—ERB] 2L &I BLENBVBER., E0Y—E
RBRITERFANSND LD, [any) ZRELE T,

Manager > CREATE PPP=1 OVER=ethO-any ./

Info (1003003): Operation successful.

CUGH—ERBEBED SBHSNICPPP L—H—BE/XRD—
REXNENOURTEITIEEL . #RFIC PP FLREIUY
TOBRETOLDICHEL & T LAR @A ZICL . ADUIC
LCP Echo N7 v b %> TPPP UV O DREZERL . B8
BICPPPOE DtV Y 3V =BEKISLDICLET (Bv>3
VFE-—TFPS47), &lc. ISDN @ DEEETDHS BAP[FA D
lCL&d,

oA

Manager > SET PPP=1 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=flets_a
PASSWORD=fpasswd a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

=B

Manager > SET PPP=1 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=flets_b
PASSWORD=fpasswd b LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

@ IP. L—F 1 VIDRE

9 PEV2—-VEEHMILET,

Manager > ENABLE IP J

Info (1005287): IP module has been enabled.

10 IPCP IV I—Y 3V TEXBNI IP P RFLR% PPP AY

N—DI—RTHEBIBLDICRELE T,

Manager > ENABLE IP REMOTEASSIGN ./

Info (1005287): Remote IP assignment has been enabled.

tERLGl

11

12

13

14

15

LANEI (vian1) 4>4—21—RICCUG H—ERBBEH D
EESNICIP 7 FLRZX¥NENDAUKTEITEEL & T,

A

Manager > ADD IP INT=vlanl IP=192.168.10.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

=B

Manager > ADD IP INT=vlanl IP=192.168.20.1
MASK=255.255.255.0

Info (1005275): interface successfully added.

AR —xv ~MERBO WAN /] (ppp0) MR- 1 —XIC
P 7 RUR 10.000) #8/FL &T. FONAE—EDHEHD
EIATDHET. PP RFLRISEEL B A

Manager > ADD IP INT=ppp0 IP=0.0.0.0 J

Info (1005275): interface successfully added.

CUG H—ER##AD WAN®RI (ppp1) A>&H—22—XRICIP
FRUZ [0.000]) #FBELET, TONAA—EDEFEHHE
ATHET. PP RFURIHEEL FH A

Manager > ADD IP INT=pppl IP=0.0.0.0 J

Info (1005275): interface successfully added.

T2 EI— b ERELET,

Manager > ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 .

Info (1005275): IP route successfully added.

HOMRE F DREEE AXT 4 Vv OICREL & T D 3D
MEBBZEICE. ENENDIKL@IFIC ROUTE, MASK DfE
DB EDICERL T, BEERL TS0,

W A

Manager > ADD IP ROUTE=192.168.20.0
MASK=255.255.255.0 INT=pppl
NEXTHOP=0.0.0.0 .

Info (1005275): IP route successfully added.




28

Manager > ADD IP ROUTE=192.168.10.0
MASK=255.255.255.0 INT=pppl
NEXTHOP=0.0.0.0

Info (1005275): IP route successfully added.

16 DNS U L —#eE=BMCL &Y,

Manager > ENABLE IP DNSRELAY .

Info (1005003): Operation successful.

O@T 7 A7 U —ILDEE

17 27 AP0+ —UiBEEBMICLE T,

Manager > ENABLE FIREWALL .l

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

18 77 AP0+ —VOEBEEREIT DI 7 A7 D+ —VARUY —
[net] Z1ERL &3 KU Y—DXFHE, SBHKICKL > TEER
ICRETEET,

Manager > CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

19 ICMP /N4 k(& Ping (Echo/Echo Reply) & BIEARTIAE
(Unreachable) MARA™THIL &7, 10

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACH .

Info (1077003): Operation successful.

20 ident 7O+ —#aEEEHICL . SHBOA—I (SMTP) H—
N=72EDBOident BKISHL T, 727125612 TCP RST %R
TEORELET,

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY

Info (1077003): Operation successful.

21 D7 AP0+ —RUY—DBEBRREGS (VR —T1— R
EEELE T,

16 T2 # U RRETIE. ICMP 2 74 P+ — 7% @8

L TEEHA

LANRI (vian1) (> %&—21x—XR% PRIVATE (ABE) ICHRE
L&Ed,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

AV a—xv MMEFADO WAN B (ppp0) />4 —T 1 —R%
PUBLIC (M) ICBBEL &To

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .

Info (1077003): Operation successful.

CUG ¥—ER#HEAD WAN Al (ppp1) AV R—T1—R%
PUBLIC (5h8R) ICRREL &Y,

Manager > ADD FIREWALL POLICY=net INT=pppl
TYPE=PUBLIC .

Info (1077003): Operation successful.

22 LAN IR FDO—=5(CERESNTOBINTOIVE21—R—
DAV R =Y SNADBEIC ENAT #EE=ERATES LORE
LETNAT 7 FLREL Tppp0 DIP 7 R R %FRAL &Y,
FPATP O+ —VDAAFIv o ENAT Tl Ny BAYINT
PS5 GBLINT (CEmEsnicE &S, Ny FOBKP FLR%
GBLINT O FLRICEEMAE T,

CUGH—ERTT/N7v FOBER. NAT IEOEBA.

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=ppp0 .|

Info (1077003): Operation successful.

23 OUKD SDBEEZINTHIITBDIN—VZREL T T MR
3 DUEBBBEICIE. INTORED IP PRURTED
REMOTEIP #38E L 1o — &8 EL T<IZE W,

A

Manager > ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=pppl PROT=ALL
REMOTEIP=192.168.20.1-192.168.20.254 .

Info (1077003): Operation successful.

W= B

Manager > ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=pppl PROT=ALL
REMOTEIP=192.168.10.1-192.168.10.254 .

Info (1077003): Operation successful.

&Rl
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Oz, I\RAT— R, REREF

24 B%&J% SELE T AN SR ERELICCENDDHBE . B2
BREGAETI,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 J

System time is 01:00:01 on Sunday 01-APR-2005.

25 1—%— [manager] ONRD—FAZEL T, Confirm: D
ANERAICEE, OV RTOVT MARRSNBE OGS,
Y&E—=2F—%BLTIIZSO,

Manager > SET PASSWORD ./

0ld password: friend J
New password: XXXXXXX
Confirm: xxxxxxx

26 RERULTT HENTERERD
EE

U7 RD 7 VICREL &

Manager > CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

27 BB}ROUT FELTEELET,

Manager > SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

O DR

28 PPP DO#EOTEILIE. [SHOW PPPJ OYY R THIRTEE T,

30 LAN A0V Ea—&—H5. CUG ¥—EXTHEHL TLS
YP—N—RBENBRTED I EAERL TIZSW17

FEH

BIRDREFIEERTIBDEICEL> T, k. RESNBHRERD
VT R27AERLET,

* 1392l A DERERAIUT T 74U (ROUTERA.CFG)
1  CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=0ON

3 CREATE PPP=1 OVER=ethO-any

4 SET PPP=1 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=flets_a PASSWORD=fpasswd_a LQR=OFF
ECHO=ON

5 ENABLE IP

6 ENABLE IP REMOTEASSIGN

7 ADD IP INT=vlanl IP=192.168.10.1
MASK=255.255.255.0

8 ADD IP INT=ppp0 IP=0.0.0.0

9 ADD IP INT=pppl IP=0.0.0.0

10 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

11 ADD IP ROUTE=192.168.20.0 MASK=255.255.255.0
INT=pppl NEXTHOP=0.0.0.0

12 ENABLE IP DNSRELAY

13 ENABLE FIREWALL

14 CREATE FIREWALL POLICY=net

15 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

Manager > SHOW PPP .l

Name Enabled ifIndex Over cp State

popo0 YES 04 TPCP OPENED
eth0-any LCP OPENED

popl YES 04 IPCP OPENED
eth0-any LCP OPENED

16 DISABLE FIREWALL POLICY=net IDENTPROXY

17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

18 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

19 ADD FIREWALL POLICY=net INT=pppl TYPE=PUBLIC

20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppO

29 LANBIOIYE2—&2—TWeb 75 O0H—RERRITL . 1YV
=Y MNP OELRTED T EABRL TIZS 0,
@33 LAN 1BJ0):|\/51 2—1DIPP RLUR%E Qébﬁﬂ/sﬁéck
DICRESNTWVBIHE OHCP 4514 PY b THB%HE) . &
BRD DHCP ¥ —/N— 76’% BEZRELTCRIC. j/lil_&_%
w8 (F1cldBiieE) IB3LBADYET,

126 | {Emhl

21 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW
INT=pppl PROT=ALL REMOTEIP=192.168.20.1-
192.168.20.254

% 17 47 %y FETWindowsDR Y kD—% RS A TAERT
\ B1HICiE . HIA I Windows 2000/XP Tlk T =W k
EYN o s TRy kD=5 TL—20EM) TENhD A
POSRYHRT. $—N—0 P P RURBEAIEEL
7,
(f) ¥¥192.168.1.10



#13.9.3 HlmB DFRERXIYUT +T 7« (ROUTERB.CFG)

1

CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=0ON
USER=site_be@example.co.jp PASSWORD=passwd_b
LQR=OFF ECHO=ON

3 CREATE PPP=1 OVER=ethO-any

4 SET PPP=1 OVER=ethO-any BAP=OFF IPREQUEST=O0ON
USER=flets_b PASSWORD=fpasswd_b LQR=OFF
ECHO=0ON

5 ENABLE IP

6 ENABLE IP REMOTEASSIGN

7 ADD IP INT=vlanl IP=192.168.20.1
MASK=255.255.255.0

8 ADD IP INT=ppp0 IP=0.0.0.0

9 ADD IP INT=pppl IP=0.0.0.0

10 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

11 ADD IP ROUTE=192.168.10.0 MASK=255.255.255.0
INT=pppl NEXTHOP=0.0.0.0

12 ENABLE IP DNSRELAY

13 ENABLE FIREWALL

14 CREATE FIREWALL POLICY=net

15 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

16 DISABLE FIREWALL POLICY=net IDENTPROXY

17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

18 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

19 ADD FIREWALL POLICY=net INT=pppl TYPE=PUBLIC

20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppO

21 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW

INT=pppl PROT=ALL REMOTEIP=192.168.10.1-
192.168.10.254

[SET TIMEJ O¥Y RgE, OYY RT OV T MMIHL TARL 2
IRV ROIRTHRET 7 M IVELTRESNB DIF TIIBLE

ODRICTEFELIZEO

13.10 RE LDFEFEIE

PPPoE v ¥ 3 Y OFEEHIC & B8

FE T ARRDUENT B EEFFIC PPPOE £v Y 3 VAT S
N EBEEERSNIOREE B U E T, PPPOE £V 3V OY#,

BERZTOBGER. FBTTOLET,

tO#fE . TDISABLE PPPJ Ov% Y FaxRfTL&E T,

Manager > DISABLE PPP=0 .
Info (1003003): Operation successful.
Manager > SHOW PPP ./

Name Enabled ifIndex Over

IpCP CLOSED
LCP INITIAL

722U [DISABLE PPPJ OX Y FIE, SYRALAE)—LD
PPP DRER L U T MIBNEND D TERIVEBTT,
CDIRRETCREATE CONFIG OYY FZETIH &

[disable ppp=0] [FREROV T F 7 7 VORBEL TRESN
FT. ARREBRENLICEE. OWDETRO>THPPP UV HH'%E

ILEBA

Manager > SHOW CONFIG DYN=PPP .|

#

# PPP configuration

#

create ppp=0 over=eth0-any

set ppp=0 over=eth0-any lgr=off echo=10
disable ppp=0

set ppp=0 bap=off iprequest=on username="userl@isp" password="isppasswdl"

PPPoE v ¥ 3 v OBESR

[DISABLE PPP]3V Y RICK Bl % HBHE#H I B ICIEIRESTART

ROUTERJ O¥Y FEEFLTLIEE W,

Manager > RESTART ROUTER J

&Rl
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PPPOE [CBIF27 2V FVIN\—F

PPPOE @ LAN BUEiE Cld . IPCP R JYIT—Y 32k > T WAN
Bl (PPP) AV R—=DJx—RIZRY bD—OF FUR (KRR RBBH0
DOF FLR) BEIUSBTENE T, *Y D=0 P FLRIE, AR b
PRURELTREATERVCD BREPVFIUN-FERLUT
I BBICED EERBREMSETERATZ PV FUN—FERR
BYUET,

V—52—BED WAN BRIV A=D1 =B IP )XY b EEDT
BDBEEEATCHIL & Do MR PV FUN— FTIE. wEAYV
B—=D 11— RIIP FLZANRESNTLRBVLTICD, DA V52—
J1—RDOP RURAEFEBL &I, LHLBHS. PPPoE LAN ED
BB FNUBYICEH WANRIA YA —D 2 —RIEP FURDERE
SNTOBICD., N7V FOBRTP RLUREL TERFEATERO
XY ED—=OP RURDBRASNTLEOET @BFHS5DIHED/N
Tv bhBEFTA)

BB W—R—BFHNNTY hERXETEHIEEFBOICD, ZDZ
EEBHITBVBIEDY FEAN, L2TP, IPsec TIEFRHIDVET
o TNBTHTEIEENINT W BIE. 18827 FLRELT
W—8—0O WAN Bl >R =2 1—ROFP FLIDERASNS 12D,
XDOP FLURELTBEHBEDZERLBHNIRY EEA.

B 7 RURDMMERASND LDICTBICIE. WAN Bl 2—
TI—REXNVFR—IVIL —AICEHET FLREZR/RELICE
T .T74 VM= bEBHET7 FLADA VA=D1 —RIZ@HFT
PUET,

BIZIE, TONAE—H5 192.0.2.0/29DF RLUZAHEIUKTHN
TLWBETBDE, ROLDICHELE T, TOHITE. LAN AL S
WAN BINDNT v B & ppp0-1 ICIV—F « YOS, 1817 FL R
ELT 192021 MMEBESND LDICBYET,

ADD IP INT=pppO-0 IP=0.0.0.0

ADD IP INT=pppO-1 IP=192.0.2.1
MASK=255.255.255.255

ADD IP INT=VLAN1 IP=192.0.2.2
MASK=255.255.255.248

ADD IP ROUTE=0.0.0.0 INT=ppp0O-1 NEXT=0.0.0.0

128 | {Zmh
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