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5. GREOOOOOOOooooooo
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s GREODOOODODOOODOOODODODOOODDODOODODODDOO0DO0DO0DOoOOo00O0 ENABLEGREODOOOO17
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ENABLE GRE

m GREOOOODOOOOOODOODADDGRETUNNELOOOOO130000000000REMOTEDO
0000000000000 000ooo00000DooD0UKEYOD DO Ooooooooooooo
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ADD GRE TUNNEL REMOTE=2.2.2.2 KEY=deadbeaf
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0000000 1010000000000000000000192.168.10.0/24 - 192.168.20.0/240 000
000000000000 00002222000000000000000000000000O0O0OOO
GREOODOUOOO REMOTEOODOOODOODODOODODODODODOOODOOOOOOOOO

ADD GRE=1 SOURCE=192.168.10.0 SMASK=255.255.255.0
DESTINATION=192.168.20.0 DMASK=255.255.255.0 TARGET=2.2.2.2 J

s (J0goobooooboobobobobobobooooobobooobobobobobbooooDbOoD
0000000000000 0D0192.168.10.0/24 - 192.168.20.0/240 00000 2.2.2.200192.168.10.0/24
-192.168.30.0/24 000000 3.3330000000000000000000000O02.2220 3.3.33
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ADD GRE=1 S0=192.168.10.0 SMASK=255.255.255.0 DEST=192.168.20.0
DMASK=255.255.255.0 TARGET=2.2.2.2 J

ADD GRE=1 S0=192.168.10.0 SMASK=255.255.255.0 DEST=192.168.30.0
DMASK=255.255.255.0 TARGET=3.3.3.3

s 00000 IPOO0O0OO0OO0O0O0O0ODO0O0O0O00O0000000000000DOBOURCE/SMASKD
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O0000000000vIanl O0O0O0000000000000000000000000 2222000
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ADD GRE=1 INT=vlanl TARGET=2.2.2.2 J

s GREOOODOOOUOOUOODODODODODOOOSETGREODODOOO2000000000000000000O
ENTRYOOOOOOODOOODODODOSHOWGREOD OO OO2200000000000 M

ADD GRE=1 ENTRY=1 TARGET=2.2.2.1 J

s GREODOOOOOIPODODOOOOOOOOOOOOOOSETIPINTERFACED OOOMMIPO O 374
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SET IP INT=vlanl GRE=1 J

m GREOOOOOOOOOOOODODODODOSHOWGREDO OO OO220000000000

SHOW GRE

m GREOOOODOOOOOOODOOOOOODOSHOWGREOD DO ODO2200000 GENERALO OO OO
goooon

SHOW GRE GENERAL
m [PO0O0OOOOOOODOCOOOOO0O GREDOOOOOOSHOW IPINTERFACEDO OO0 MMIPODO

476 000000 0D0ODOO0OOOGREODOODOOODOOODOOODOOMMGREODOOOOOODOOOOOOO
gooo

SHOW IP INT
SHOW IP INT=vlanl J

s GREOOOOOOODOOODDODOODODODODODODOOODELETEGREODOODOODI40000000000O

DELETE GRE=1 ENTRY=1 .
DELETE GRE=1 ENTRY=ALL .

m [PO0OOODOOODOOO GREODODOODOODOOOODOODOOODOOOSETIPINTERFACEOOO O MM IPO
037400000 GREODOOOODOONONEOOOOOODO

SET IP INT=vlanl GRE=NONE .

m GREOOOOOOOOOOOOOODISABLEGREO OO OOl6e00D0O0OOOOODO

DISABLE GRE
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ADD GRE TUNNEL REMOTE=1.1.1.1 KEY=bebeebee J
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ADD GRE=1 S0=192.168.20.0 SMASK=255.255.255.0 DEST=192.168.10.0
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SET IP INT=vlanl GRE=1 J
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ADD GRE=1 S0=192.168.10.0 SMASK=255.255.255.0 DEST=192.168.20.0
DMASK=255.255.255.0 TARGET=2.2.2.2 J
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SET IP INT=vlanl GRE=1 .
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ENABLE GRE J
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00000 bebeebee DO DO OO

ADD GRE TUNNEL REMOTE=1.1.1.1 KEY=bebeebee J

3. 0000 LANO192.168.20.0/2400 00000 LANDO192.168.10.0/24000000000000
0000000 A0l111 0000 GREODODODOOO100o0ooooog

ADD GRE=1 S0=192.168.20.0 SMASK=255.255.255.0 DEST=192.168.10.0
DMASK=255.255.255.0 TARGET=1.1.1.1

4. GREOODOOOO1OOvIanlOODOOOODO
SET IP INT=vlanl GRE=1 .

5. IPNATODOOOOOODOOOOO
ENABLE IP NAT

6. D000 LANOOOODOOOODOIPOOODODppp000000000000O0DOOOOO
D000 ENATOOODDOOOOO

ADD IP NAT IP=192.168.20.0 MASK=255.255.255.0 GBLINT=pppO0
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ADD GRE TUNNEL REMOTE=2.2.2.2 KEY=bebeebee .

3. 0000 LANO192.168.10.0/2400 00000 LANDO192.168.20.0/240 00000000000
0000000 BO22220000 GREOOOoool1loooooooo

ADD GRE=1 S0=192.168.10.0 SMASK=255.255.255.0 DEST=192.168.20.0
DMASK=255.255.255.0 TARGET=2.2.2.2 J

4, GREODOODODOOIOOvIanlDOOOOOO
SET IP INT=vlanl GRE=1 J
5. 000D00O0O0O0O0OO0O0OO0OO0OD ENATODDODDDODOO

ENABLE FIREWALL .J

CREATE FIREWALL POLICY=net

ENABLE FIREWALL POLICY=net ICMP_F=ALL

DISABLE FIREWALL POLICY=net IDENTPROXY .

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=ppp0O

6. D00D0DDOODDOODODOODODOO GREDCOODOO NATOOOOOOOOOOO

ADD FIREWALL POLICY=net RU=1 AC=NONAT INT=pppO PROT=GRE .

7. 000000000000 O0000000000D0O0O0OO0OOOOU0OD0O0O0OO0NATODDOOO
gooogo

ADD FIREWALL POLICY=net RU=2 AC=NONAT INT=vlanl PROT=ALL
IP=192.168.10.1-192.168.10.254 REM=192.168.20.1-192.168.20.254 J

oo0ooB
1. GREOOOOOOOoDoOooono
ENABLE GRE .

2. 00O0OD0O AD11110000000 GREOOOODUOODODODODODODOOOO0OO0O0OooOo Aoooo
00000 bebeebee DO DO OO

ADD GRE TUNNEL REMOTE=1.1.1.1 KEY=bebeebee

3. 0000 LANO192.168.20.0/2400 00000 LANDO192.168.10.0/24000000000000
0000000 AUl111 0000 GREODODODOOO100O00oooo

ADD GRE=1 S0=192.168.20.0 SMASK=255.255.255.0 DEST=192.168.10.0
DMASK=255.255.255.0 TARGET=1.1.1.1
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SET IP INT=vlanl GRE=1 J

5. 000D0O0O0ODDODO ENATOODODDODODOOODOO

ENABLE FIREWALL .J

CREATE FIREWALL POLICY=net

ENABLE FIREWALL POLICY=net ICMP_F=ALL

DISABLE FIREWALL POLICY=net IDENTPROXY .

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=ppp0O

6. 000000000000 0O00GREODOOOO NATOOOOOOOOOOO
ADD FIREWALL POLICY=net RU=1 AC=NONAT INT=pppO PROT=GRE

7. 000000000000 O0000000000D0O0OODOO0OOOO0U0OD0O0O0OO0NATODDOOO
gooogo

ADD FIREWALL POLICY=net RU=2 AC=NONAT INT=vlanl PROT=ALL
IP=192.168.20.1-192.168.20.254 REM=192.168.10.1-192.168.10.254 J
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ADD GRE

ADD GRE

O0OD0D0DO0OO0OGRE/DOOO0OOO

ADD GRE=gre-number SOURCE=ipadd [SMASK=ipadd] [DESTINATION=ipadd]
[DMASK=1ipadd] TARGET=ipadd [ENTRY=entry-id]

ADD GRE=gre-number INTERFACE=interface TARGET=ipadd [ENTRY=entry-id]

gre-number: GREO 0000000101000
interface: IP 000000000 DOethod ppp0 0 OO
ipadd: IPO0 000000000000

entry-id: 10000000100

g

GREOOUOOODOOODODOODOOODDOOODOODODOOODOOOO

GREOOOOOUOODODOODODODADDGRETUNNELOOOOO GREODODODOOODDOOOOODOODOOO
0000000000 ooDDoDoDOoOoDO0OD GREDDODOOODOOODOOOADDIPINTERFACE OO
ODOOSETIPINTERFACED OOODUO GREODODUOOOODOIPOODOODOOOOOOOOODOOODOOO

goooog

GRE GREOOOOOOO

SOURCE 0DO0OO0O0OO0O0O0OOOOooOoOoIPOOOOOSMASKOOOOOOOODOOOOODODO

SMASK SOURCEOOOOOOOOODODO

DESTINATION OCOO00O0OO0OOOOO0OO0OOOOOIPODOOOODMASKOOOOOOOOOODOO
ugon

DMASK DESTINATIONOOOOOOOOOOO

TARGET GREODODUOOOOOOOUOO0OODOODODOOOODOOOOOOOOOOIPODOOOOOOO
0000000000000 000D0000ADDGRETUNNELOOODOO REMOTED O OO
goboooboooopoooboobbo

ENTRY GREOOODOOOOODOOOOOOO

INTERFACE 0000000000000 000O0IPODOCOO0O0O0O0OO0OINTERFACEDOODOOOOO
00000000 0ooooooooIPOO00O0OO0O0O000OOOODOOO0ODODDOOOSOURCED
SMASKDO DESTINATIONO DMASK O OO0 O0O0O0oo0ooo

g

m 192.168.10.0/24 00 192.168.20.0/24 000 0000000000000 00O0O0O 222200000
GREOOODOOO1ODOOOODODO
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ADD GRE

ADD GRE=1 S0=192.168.10.0 SMA=255.255.255.0 DEST=192.168.20.0
DMA=255.255.255.0 TARGET=2.2.2.2

goooog

ADD GRETUNNELO 130000

ADDIP INTERFACEMI IPO O 184 00 00O
DELETEGREOD 140000

SETGREOD200 000

SET IP INTERFACE[I IPO O 3740000
SHOW GREO 220000

SHOW GRE TUNNELO 240000
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ADD GRE TUNNEL

ADD GRE TUNNEL

O0OD0D0DO0OO0OGRE/DOOO0OOO

ADD GRE TUNNEL REMOTE=ipadd [KEY={value|NONE}]

ipadd: IP 0000
valuee 0000000 800 1600000000000 ODO 10 FFFFFFFFO

g

GREOOOOOOOOOO

GREODUOUOOUOUOOOODUOUOODODOD0OD0O0OOD GREODDODODODODODDODOODDOOODDOOODODOODOOOO
O000DDODO0ODO0DDADDGREODDOOODO GREDOOODOOOOOOADDIPINTERFACE O 00O O OSET
IPINTERFACEO O OUOUO GREODOOODOOO IPODOOODOOOOOODOOOOOOODODODO

goooog

REMOTE GREODUOOO0OOO0O0OOODOOOOOOOOO0O0OOO0OODOOOOOOOOOIPOODOOOOOO
ODOADDGREODOOOO TARGETOOOOOODOOODODODODDOODDOODODDOOODOODOOOOO
goboooboooon

KEY 0000000000800 160000000000 000O0 10FFFFFFFFODOOOOOODOOO
0000000000000 00D0000D0D0D0O0OONONEDDODDODODODODOooooooooon
gobooobooopooooboobbon

g
000000222200 GREODOOOODOOOO0O00O0OOOOO 160000deadbeaf0 0000

ADD GRE TUNNEL REMOTE=2.2.2.2 KEY=deadbeaf

goooog

ADDGREO 110000
DELETEGREOD 140000

DELETE GRE TUNNELO 150000
SETGREOD200 000
SETGRETUNNELO21 0000
SHOW GREC 220000

SHOW GRE TUNNELO 240000
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DELETE GRE

DELETE GRE

O0OD0D0DO0OO0OGRE/DOOO0OOO

DELETE GRE=gre-number ENTRY={entry-id|ALL}

gre-number: GREO OO 00000101000
entry-id: 00000000100

g

GREOODUOODODO0OODODODODOOODDOOODDOODOOODODOOODODOOOODOOOO
goooog

GRE GREOOOOOOO
ENTRY GREOOOODOOOOODOOOOODOUDALLOOOOOOOODOOOOOOOOOOOOOOOOO

goooog

ADDGREO 110000

DELETE GRE TUNNELO 150000
SETGREOD200 000

SHOW GREC 220000

SHOW GRE TUNNELO 240000
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DELETE GRE TUNNEL

DELETE GRE TUNNEL

O0OD0D0DO0OO0OGRE/DOOO0OOO

DELETE GRE TUNNEL REMOTE=ipadd

ipadd: IP 0000

g

GREOOODOOOOOO
goooog

REMOTE GREOUOOO0OOO0OOOOOOOOOOO0O0OOO0OODOODOOOOOOODIPOODOOOOOO
O000U00000 TARGETOOUOOO GREODDOOODOODOODODODODDODOODOOOGREOODOOO
O000DU0OO0DUO0DUOO0DELETEGREDODOODO GREOODOODOOOOOOOO

goooog

ADDGREO 110000

ADD GRETUNNELO 130000
DELETEGREOD 140000

SHOW GREO 220000

SHOW GRE TUNNELO 240000

GRE CentreCOM AR550S DO ooooooo 29 |15
J613-M0710-03 Rev.H



DISABLE GRE

DISABLE GRE

O0OD0D0DO0OO0OGRE/DOOO0OOO

DISABLE GRE

g

GREOODOOOOOODODOODOOODOOOOODOO

goooog

ENABLEGREO 170000
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ENABLE GRE

ENABLE GRE

O0OD0D0DO0OO0OGRE/DOOO0OOO

ENABLE GRE

g

GREOODOOOOOODODOODOOODOOOOODOO

goooog

DISABLEGREO 16 00 OO
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PURGE GRE

PURGE GRE

O0OD0D0DO0OO0OGRE/DOOO0OOO

PURGE GRE

g

GREOODOOOOOOOOOOOO

goooognd

O0000000ooooo GREDOUOO0Ooooooooooooooooooooooooooooon
goboooboooboooboooo

goooog

RESETGREO 190000
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RESET GRE

RESET GRE

O0OD0D0DO0OO0OGRE/DOOO0OOO

RESET GRE

g

GREOOODOOOODODODODOO
DISABLEGREOOOOOENABLEGREO OOOOOOOOODDOOOOO

goooog

DISABLE GREO 16 00 O O
ENABLEGREO 170000
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SET GRE

SET GRE

O0OD0D0DO0OO0OGRE/DOOO0OOO

SET GRE=gre-number ENTRY=entry-id [SOURCE=ipadd] [SMASK=ipadd]
[DESTINATION=ipadd] [DMASK=ipadd] [TARGET=ipadd]

SET GRE=gre-number ENTRY=entry-id [INTERFACE=interface] [TARGET=ipadd]

gre-number: GREO 0000000101000
entry-id: 00000000100

ipadd: IPO0 000000000000

interface: IP 000000000 DOethod ppp0 0 OO

g

GREOOOOOOOOOOOOOO
goooog

GRE GREOOOOOOO

ENTRY GREOOODOODOOOODOOOOOO

INTERFACE 0000000000000 O00IPOO0OO0OCOUOOOINTERFACEDODODOOOQOO
ooooo0O00000ooooooooIPOOOOOO0ODO0O0O0O0OO0O0O0ODODDODOOSOURCED
SMASKDO DESTINATIONO DMASK O OO0 O0O0O0oo0oooo

SOURCE 0DO0OO0O0OO0O0O0OOOOooOoOoIPOOOOOSMASKOOOOOOOODOOOOODODO

SMASK SOURCEOOOOOOOOODODO

DESTINATION OCOO00O0OO0OOOOO0OO0OOOOOIPODOOOODMASKOOOOOOOOOODOO
ugon

DMASK DESTINATIONOOOOOOOOOOO

TARGET GREODODUOOOOOOOUOOODOODODOOOODOOOOOODOOOOIPODOOOOOOO
0000000000000 000D0000ADDGRETUNNELOOODOO REMOTED O OO
goboooboooopoooboobbo

goooog

DELETEGREOD 140000
SET IP INTERFACE[I IPO O 3740000
SHOW GREC 220000
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SET GRE TUNNEL

SET GRE TUNNEL

O0OD0D0DO0OO0OGRE/DOOO0OOO

SET GRE TUNNEL REMOTE=ipadd KEY={value|NONE}

ipadd: IP 0000
valuee 0000000 800 1600000000000 ODO 10 FFFFFFFFO

g

GREODOODOOOOODOODOD
goooog

REMOTE GREOODOOOOOODOOOOUOOODOOUOOOODOOODOOODOOOOOIPODOOOOOO
ugon

KEY 0000000000800 1600000000000 00O 10FFFFFFFFODOOOOO0OOOO
0000000000000 0D00000D0D0D0OD0OONONEDODDODODODOoooooooooon
gobooobooopooooboobbon

goooog

ADDGREO 110000

ADD GRETUNNELO 130000
DELETEGREOD 140000

DELETE GRE TUNNELO 150000
SETGREOD200 000

SHOW GREC 220000

SHOW GRE TUNNELO 240000

GRE CentreCOM AR550S DO OO0O0OOOOO0OO 2.9
J613-M0710-03 Rev.H
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SHOW GRE

SHOW GRE

O0OD0D0DO0OO0OGRE/DOOO0OOO

SHOW GRE [=gre-number] [GENERAL]

gre-number: GREO OO 00000101000

g

GREOODUOODODOODODODODODODODGREODODOOOOOOOOOOOO
goooog

GRE GREOOOOOODOOODOOODOOO GREODOODOOOODOOODUOODOODOOO
GENERAL GREOUOOOOODOOODODOODODODOODOGREODOODOOOOOOOOODOOOOOOO
oo

gooooogon

Manager > show gre

GRE Entry Interface Source Destination Target
Source Mask Dest. Mask Match
1 1 - 192.168.10.0 192.168.20.0 172.31.28.186
255.255.255.0 255.255.255.0 2536
Requests: 2536 Translations: 2536

Manager > show gre general

GRE General Information
Status ... e e Enabled
Total GRE Pkts In .........c.ouuiiuneeenn. 0

Total Discarded Pkts ..................
Invalid GRE Version Rcvd ..........
Invalid GRE Protocol Type Rcvd.....
Invalid GRE Key Value Rcvd.........
GRE Not Enabled Discard Pkts.......

Tunnel Unconfigured Discard Pkts...

o O O O O o
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SHOW GRE

GRE GREOOOOOOO

Entry gobbobbobboo

Interface gobobobboooboooboobbooboobm-oobobooobn
Source O0o00ooooooooooo IPoooOoO

Source Mask

Source O ODOODODOOODO

Destination Joooo0oooooooooo IPoooOO

Dest. Mask Destination0 000000000

Target GREOOOOOOOoOo IPOODOO

Match opoooooo IPoOoOoOoOO

Requests gooooooooooooo IPoooooo

Translations 000000 GREODODDODDUODODOODOOD IPOOOOOO
0 1:

Status GREOOOOOODOOOOO

Total GRE Pkts In

GREOOOOOOO

Total Discarded Pkts

O0000000D GREODODODUOODOOODOOOOoooooo
goobooooboogn

Invalid GRE Version Revd

0000000000000 OO0D GREODODOOOO

Invalid GRE Protocol Type Revd

goooobbobbooboboobooboboboobbo
0000000000 GREODODOOOO

Invalid GRE Key Value Revd

0000000000000 00DU00 GREODOOOOO

GRE Not Enabled Discard Pkts

GREODODOOODOODODODODODODODOO GREODOODOODO

Tunnel Unconfigured Discard Pkts

O000000o00ooDooo0o00oooooooo0g GRE
goooon

goooog

0O 2: GENERALOOOOO

ADDGREO 110000
DELETEGREOD 140000

GRE

CentreCOMARS50S 000000 OOoOonO 2.9
J613-M0710-03 Rev.H
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SHOW GRE TUNNEL

SHOW GRE TUNNEL

O0OD0D0DO0OO0OGRE/DOOO0OOO

SHOW GRE TUNNEL

g

GREOOOOOOOOOOOOO

gooooogon

Manager > show gre tunnel
Tunnel Remote End GRE Key
10.1.1.1 DEADBEAF
10.2.1.1 FEEDBEAF
10.3.1.1 BEBEEBEE
Tunnel Remote End GREOOOOOOOOIPOOODODOOOOODOOOIPOODOOO
GREKey oooooolenono
O 3:
ooooon
ADD GRE TUNNELO 130000
DELETE GRE TUNNELO 15000 O
SET GRE TUNNELO21 00 00O
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