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O00D0DUODUOOTYPEODODDDODOD CAOODDODOUOOODODODOOoCADODODOOOOO

ADD PKI CERTIFICATE=cacert LOCATION="ldap://172.16.10.1/0o=test,c=jp"
TYPE=CA J

m (0000000000000 0D0D00D0OD0TFTIPOODODDODODODOODODODOODCADDODODOO
goboobboobooobbouoobooobooboooboooboooboobbdd.cer
gooo

LOAD FILE=ca.cer SERVER=192.168.1.5 J

googooooboobooboboooooobobbbobooooobobobobbooooobobobo
TYPEOOOOOOOO CAOOOOOODDOOODDOOOCAODODOOOODODO
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PKI

ADD PKI CERTIFICATE=cacer LOCATION=ca.cer TYPE=CA J

m CAOOODDOOODOOOSHOW PKICERTIFICATEO OO OD43000000000 CADO
go00o0oo0ooooOoooOoOoOoOOO0OOOODOODOODOOODDODOODODO CADOODOOOOOOO
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O00000000ADDPKICERTIFICATEO OO OO13000000000000 TRUSTED=TRUE
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ADD PKI CERTIFICATE=mycert
LOCATION="1ldap://172.16.10.1/cn=RouterA,o=birds, c=jp" TYPE=SELF .

s J0000000000000000000TFTPOODO0D0O0D00D00D0D00O0O0O0O0O0O0O0OO0O
gobbooobooobbooooboobbbooobboobboobbbooobod .cer
googod

LOAD FILE=mine.cer SERVER=192.168.1.5 J

gbboooboooobooooboobbobboon

ADD PKI CERTIFICATE=mycer LOCATION=mine.cer TYPE=SELF .
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gobooobooopoooboobbo
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ooooooo

m 00000000 LDAPOOOOOODOOOODOODUOOO0OOOADDPKICRLOODOOO15
0000000000000 00D0D0D0OD0D0OCRLO LDAPURLOODODODODOODOOOOODO
O00000D0OD0OD0OLDAPODOOOO0O CRLODODOOODODODOOODOODOO CRLOODDODOOO
0000000000000 0000000244000000SETPKIDOOOO3200000
CRLUPDATEPERIOD OO0 OO0 OOOOOOOOOO

ADD PKI CRL=ourcrl
LOCATION="1dap://172.16.10.1/cn=crll,o=test,c=jp" 4

s CRLOOODUOO0O00000000000O0TFIPOOOOO0O0O000000OCRLOOOODOONO
0000000000000 00000000000000CRLOODOOO0O0O0OO.erlDDOOODO

LOAD FILE=ca.crl SERVER=192.168.1.5 J

OO0 CRLOODODDOODDOODOCRLODDOODODOODOOODODOOO

ADD PKI CRL=ca-crl LOCATION=ca.crl .

[CARLOODO0O0O0O0000000000000 CRLOOOOO0OO0O00ooooooooooooooo
0000o0o0o0oO0o0oo0ooo0ooooo CRLOOOOoO0ooOoooooo

4. IPsecO0O0 0000
ISAKMPOOOOOOOODOODODDODOOOO RSAODDODOOOOORSASIGOOOOOOOOO RSA
O0o0oo0oooooooooooooooooooood IPsec00000OOOooonooOOnO
OO0 IPsec0000OOISAKMP/IKEOOOOOOODODUOODODODODOOODODODOODODOOOOOOO
oo oboobobobbobbobbbbobobooooooog

m [PsecO000000000D0IPODODOOO0OOOO0OODOOOOOODOOOONO ISAKMP OO
O0O0DU0UOOODODOPEEROOOOOOODOOOOUOOOOAUTHTYPEODO RSAOODOOOOO
00 RSASIGOOLOCALRSAKEY OO O OO RSAOOODOOOOOOOOOOODO

CREATE ISAKMP POLICY=i PEER=12.34.56.78 AUTHTYPE=RSASIG LOCALRSAKEY=1
SENDN=TRUE

m 0000 IPsec0000000ODODOIPOOOO0OOODOOODODOOOOOOOOOOODOON
gobooboooobooobooboobbooboo
O00000oooooo0o0ooooooooo ISAKMPOOOODUOODODODOOOPEEROODO
O0000oDoooDoDoDOooODO0 ANYDOOODODODOOO REMOTEIDOODODOOQOOOOOOO
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OO0 RSAODODODODODODOOODOOOOOO

CREATE ISAKMP POLICY=i PEER=ANY MODE=AGGRESSIVE AUTHTYPE=RSASIG
LOCALRSAKEY=1 SENDN=TRUE REMOTEID="cn=RouterB,o=birds,c=jp" J

000000000 0ooDoo00ooooooU0ooooD ISAKMPOOOOODOOOOOOPEER
000000000000 IPOO0O0OO0OOOOOOAUTHTYPEDO O RSAODOODOOOOOOO
RSASIGOOLOCALRSAKEYO OO OO RSAODODOOOODOOOOOOOOO
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PKI

CREATE ISAKMP POLICY=i PEER=12.34.43.21 MODE=AGGRESSIVE
AUTHTYPE=RSASIG LOCALRSAKEY=1 SENDN=TRUE ./
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ADD PKI CERTIFICATE

ADD PKI CERTIFICATE

O00000OPKI/ODOOOODOOO

ADD PKI CERTIFICATE=cert-name LOCATION={url|filename}
[PASSWORD=password] [PROXYADDRESS={hostname|ipadd}] [PROXYPORT=port]
[TRUSTED={TRUE|FALSE|YES|NO|ON|OFF}] [TYPE={CA|SELF|ENDENTITY|EE}]

[USERNAME=username]

cert-name: 100 0010240000000000000000000000
url: URLO LDAP O 00O HTTPO

filename: 0000000000 .cerd

password: 1000001064000

hostname: 00 00

ipadd: IP 0000

port: TCP OO 000 DO10655350

username: 000001064000

g

goboobogooboobbooboobbo
0000000000000 0000000.cerD000000000O0OODODOOOOOO0OOODOO LDAP
000 HTITPOOODODODOODODODOODODOODDOO

goooog

CERTIFICATE CO0O0OO0O0OD0O0OODOOODOOOO0O0OO0OO0OO0O0OO00O0OO00000O0O0OOO0O0OO0O
gooo

LOCATION 000000000 DOO0ODOO0OOO0ODO0O00OOOODOOOODOOODOOOOOODO
O0000.cerD 00000000000 O0OOOODOOODOOOO0OOO0O0OOLDAPOODOOO
HTTPOOOOO URLOOOOOO

PASSWORD 0O 000000CO0O0OO0OO0OOODOOOOOODOO

PROXYADDRESS COHTITPOOOOOOODOOO IPOOOOOOOOOOO

PROXYPORT OHTTPOOOOOOODOOOOOODOOO

TRUSTED 00000000 D00OO000O0O0OOO0O0OOTRUEDYESOONOOOOOOODOOOOOO
goobooobooooboooobooooboobboobooboobbobboobboobbooobo
OOFALSEONOOOFFO O ODOODDODOODOOOooODOOOoO00ooooooooooooooooon
000000000000 000000OD0O000D00000oOoOoOOoo000 FALSEDOOOOoOoO
0000000000 0fingerprint00000000000000000DODOO TRUSTED=FALSE
OO0O0OOOTRUSTED OO O OOOOODOOOOOO MM SHOW PKI CERTIFICATEO OO O OO
O0000000000O0OSET PKICERTIFICATEDO 0000 TRUSTED=TRUECO OO OOOO
gobooobooobooooboobbobboon

TYPE 0000000 CADCAOOODMSELFOOOODOOOOOOD M EEDDODO ENDENTITYO O

PKI CentreCOM ARS50S 0000000000 2.9
J613-M0710-03 Rev.H

13



ADD PKI CERTIFICATE

000000000000 00000000000o00oo00 ENDENTITY
USERNAME 000000000000 OOO0O0OOOOO

g

s LDAPOD OO 192.168.10.5 0 0 0 DNO O O O [ en=routera,o=myorg,c=sjp0 0 000000000
goooooooooooooo

ADD PKI CERTIFICATE=routera
LOCATION="1dap://192.168.10.5/cn=routera, o=myorg, c=jp" TYPE=SELF

goooog

DELETE PKI CERTIFICATEO 22 0 0 0O O
SET PKI CERTIFICATEO 330000
SHOW PKI CERTIFICATEO 4300 00
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ADD PKI CRL

ADD PKI CRL

O000O0OO0OPKI/CRLOODOOOO

ADD PKI CRL=crl-name LOCATION={url|filename} [PASSWORD=password]
[PROXYADDRESS={hostname|ipadd}] [PROXYPORT=port] [USERNAME=username]

ctl-name: CRLO 0102400 000000000000000000O0O0
url: URLO LDAP O 00O HTTPO

filename: 0000000000 .crlO

password: 1000001064000

hostname: 00 00

ipadd: IP 0000

port: TCP OO OO 0O 0O10655350

username: 000001064000

g

CRLOODDODODOOODODO0OO0O0O0O00DOO0OOCRL = Certificate Revocation List0 D000 0O O
CRLOOODO0DODOO0DO0DODO0O0DODO0O0OODO0O0OO.erlO0 0000000000000 0000O0O0OODO LDAP
OO0 HTTPOOOODOOODOOOODOOOOOO

odooooooooooono CRLOOOODoOooOoOoOCRLOOODDOODOOODOOO0OO0OOOOO SET
PKIDOODOO CRLUPDATEPERIOD DO OO OOOO0OOOOoOO

goooog

CRL CRLOOODODDOODODDOODO CRLOODOOODO0O0OODO0OO0OOOOODOOODOODOOOOOOOOON

LOCATION CRLOODOOOOOOOOOOOODOOODOOOOOOOOOODODOOOOOOOOO0
O00.crlD000D000000000D000000D00000000000LDAPOOOOO HTTP
0000 URLOOOOOO

PASSWORD 0O 000000CO0O0OO0OO0OOODOOOOOODOO

PROXYADDRESS COHTITPOOOOOOODOOOO IPOOOOOOOOOOO

PROXYPORT OHTTPOOOOOOODOOOOOODOOO

USERNAME 000000000000 DOOO0O0OOOOO

g

s LDAP DO OO0 192.168.10.5 0 0 O DNO O O O M cn=potecrl,o=myorg,c=sjp0 0000000000
OJOCRLOOOODOOOOOODOOOOD

ADD PKI CRL=potecrl
LOCATION="1dap://192.168.10.5/cn=potecrl, o=myorg, c=Jjp"

PKI CentreCOM ARS50S 0000000000 2.9 15
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googod

DELETE PKICRLO23 0000
SETPKIO320000
SHOW PKICRLO 460000

16 | CentreCOM AR550S 0000000000 2.9
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ADD PKI LDAPREPOSITORY

ADD PKI LDAPREPOSITORY

O00000OPKI/ODOOOODOOO

ADD PKI LDAPREPOSITORY=repos-name LOCATION=url [PASSWORD=password]
[USERNAME=username]

repos-name: 0 00 0000010240000000000000000000000
url: URLO LDAPO

password: 1000001064000

username: 1000001064000

0

0000000000000 URLDODODO0DOoDOooooooooooooon
gooooboogobooobooboobobobboobooobooobboobbobbobboon
oo

goooog

LDAPREPOSITORY 000000000000 0OOOO0OODODOOOOOO0OODOOOODOOOOODO
goboooboooooooobooobo

LOCATION 00O0O0O0OOOLDAPOOOOOO URL

PASSWORD COO0OO0O0O0OOOO0OOOOOOOOOOO

USERNAME 000000000000 OOO0OO0OOOOO

0
» LDAPOOOOOOOO0000

ADD PKI LDAPREPOSITORY=myorg_repository LOCATION="ldap://192.168.10.5"

goooog

DELETE PKI LDAPREPOSITORYO 24 O 0O OO
SET PKI LDAPREPOSITORYO 350000
SHOW PKI LDAPREPOSITORYO 51 0 00O

PKI CentreCOM ARS50S 0000000000 2.9
J613-M0710-03 Rev.H
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CREATE PKI ENROLLMENTREQUEST

CREATE PKI ENROLLMENTREQUEST

O0000O0OPKI/OODOOODOOO

CREATE PKI ENROLLMENTREQUEST=csr-name KEYPAIR=key-id [FORMAT={DER|PEM|
BASE64}] [LOCATION={hostname|ipadd}] [PROTOCOL={CMP|MANUAL}]
[REFERENCENUMBER=refnum] [SECRETVALUE=password] [TYPE={PKCS10|PKIX}]

csr-name: 00 000000010240000000PROTOCOL=MANUALOOOO 108000
key-id: 0 0 0 000 655350

hostname: 00 00

ipadd: IP 0000

refnum: 000001024000

password: 1000001024000

g

goboobooobooobooobo
0000000000000 o0oooDo0o00oooooDoOooooCAODDODDODUODOOODOOOOCMP
O0o0Doo0ooo0o CAODDOODODODOOOOOOD0D00000D0O0D0DoDUoooD CAooooooooo
0000000000000 o0O000 SETSYSTEM DISTINGUISHEDNAME 00000000000
ODNOOOOOoooooooogo

goooog

ENROLLMENTREQUEST 0000000000000 000O0D00O000OOOO0ODOODOOOO0O0
00000o0oDooooooooo0bbo0ob0b0O0d0 named 0 0DO0OO0O0OOO name.csr 00O 0O [

KEYPAIR 00000000000 RRADOODOOOOCREATEENCOKEYDODODODOOOGOOO
ggo

FORMAT 00000000000 ODO0OD0OO0ODOO0DO0OO00O0O0O0O0O0OOO0ODEROOOOODOO DER
0 Distinguished Encoding RulesO0 O OPEM O BASE4 DO O000O0000O0000OOO PEM
0 Privacy Enhanced MailOO O OBASE64 00 00 BASE64 DD 000000 OO0 OPROTOCOL
O MANUALOOOOOOOOOODOOOOODOOOO DER

LOCATION CAOOOOOOOOIPOOOOCPROTOCOLO CMPOOOOOOOOOONO

PROTOCOL 0O0O00O0O0OO CADDDDDDDDCMPDDDDDDDDDPKICertificateManage—
ment Protocol ICMPOOOOUOUOO0D CAOODUOUOUODODODODODMANUALOOOOOOOOOOO
0oooooooooooooooooooooDooo0ooooo0ooooodnENROLLMEN-
TREQUESTO O OODOOODOODDOOOOO nameO0 O Mname.csr0 000000000 O0OO
odoooooooooooooooooo CAOoDOogoooooooooooooooooooo
0O CMPO

REFERENCENUMBER CMPOOOO0OO0OOOO0OOOOO0OO0OOOOCAOODOOOOOOOOOOOOO
ggddooooooooooboo

SECRETVALUE CMPOOOOOOOOOOOOO0OO0ODOOOODOOOOO0DmMmCADOUODDODOOOOOO

CentreCOM ARS50S 0000000000 2.9 PKI
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gobooooogoon

TYPE 000000000000 00O0O0OO00DO0O0O0OO0DOODOO PKCS10O0PKCS#100 0000 CMP
00000000000 PKIXORFC2511O OO OODODODCMPOOOODOO PKIXOOOOOOO

00000000 D PKIXO

gooooogon

CREATE PKI ENROLLMENTREQUEST

00000000 30 81 £9 30 81 84 02 01 00 30 00 30
00000010 09 2a 86 48 86 £7 0d 01 01 01 05 00
00000020 69 02 61 00 bf 65 95 3e 4f 79 9c c9
00000030 83 €9 47 bc de b2 06 6e 93 7f 96 16
00000040 <cc 54 6b 92 £7 09 b9 b3 c3 6a 62 £f2
00000050 c¢6 3b 35 e2 11 al 32 60 6e £f4 24 9o
00000060 24 £4 24 05 92 39 ba a4 2d e0 d5 55
00000070 <c5 92 d8 df 52 c4 c9 8e «cf 27 5e dd
00000080 e2 de 6a 7d 02 04 00 01 00 01 30 04
00000090 48 86 £7 0d 01 01 05 05 00 03 61 00
000000a0 d6 Of b7 cb 71 de Oe cf db d9 78 6c¢
000000b0 10 34 b2 c9 £3 0b 8e 62 6b 3f 7b 5c¢
000000c0O 40 48 5a dd 57 34 06 a5 e4 3e 7c b8
00000040 6e a5 90 34 d5 92 33 af 74 22 54 02
000000e0 74 £8 ae 89 bf 4b bb 7a a2 49 29 bc
000000£0 b4 90 40 a9 bc ff 18 68 ec 85 32 02
000000fc

m PEM[] Privacy Enhanced Mailll OO

MIHSMIGEAQEAMAAwWfTANBgkghkiGI9w0OBAQEFAANSADBPAM
EAV2WVPkI95nMkCQHSfg+1HVN6YBm6TE£5YWI ScKD8xUa5L3
Cbmzw2pi8sUZYXnGOzXiEaEyYG70JJugeGGpIPQkBZI5ug
Qt4NVV/Py3EMWS2NISxMmOzyde3UOM8H/ i3mp9AgQAAQAB
MAOGCSQGSIb3DQEBBQUAA2EADMWUS9YPL8tx3g7P2914bM
8J0yoQNLLJI8wuOYms/elyUgKXrQEha3Vc0BgXkPny4Vgs f
AG61kDTVkjOvdCIUAMOGP5B0+K6Jv0u7eqdJKbzkkmRutd
BAgbz/GGjshTIC

m Base64 00

MIHSMIGEAQGEAMAAwWfTANBgkghkiGIwOBAQEFAANSADBPAM
EAV2WVPkI5nMkCQHSfg+1HVN6YBm6TE£5YWI ScKD8xUa5L3
Cbmzw2pi8sUZYXnGOzXiEaEyYG70JJugeGGpIPQkBZI5ug
Qt4NVV/Py3EMWS2NISxMmOzyde3UOM8H/ i3mp9AgQAAQAB
MAOGCSQGSIb3DQEBBQUAA2EADMWUS9YPL8tx3g7P2914bM
8J0yoQNLLJI8wuOYms/elyUgKXrQEha3Vc0BgXkPny4Vags f
AG61kDTVkjOvdCIUAMOGP5B0+K6Jv0u7eqdJKbzkkmRutd

PKI

PROTOCOL=MANUALUOO0OOO0OO0OO0O0OO0O0O0O0O0O0COOOOO0O0

7d
03
02
£5
c5
aa
fc
43
06
Oc
cft
94
56
63
el

30
6c
40
27
19
78
fc
8c
09
c5
09
a8
ab
86
92

m DER[Distinguished Encoding RulesO0 000000000000

0d
00
74
Oa
61
61
b7
f0
2a
94
3b
ab
1f
a7
64

06
30
9f
0f
79
ad
10
7f
86
b3
2a
eb
00
90
6e

[0..0..... 0.030. .|
[ % H.oo.ooo... 1.0]
|[i.a..e.>0y...@t.|
|..G....n. .. .. o
[ .Tk...... jb...ay|
|.;5...2'n.$. .xa. |
[$.8..9..-..U....]|
|....R hLC |
[P S 0...%.|
[Ho oot a..... |
| d..... x1..;%]|
l.a..... bk?{\....|

|eHZ . W4...>| . V.. .|
[n..4..3.t"T.c...|
[t....K.z.I)...dn]|
[..e....h..2.|
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J613-M0710-03 Rev.H

19



CREATE PKI ENROLLMENTREQUEST

BAgbz/GGjshTIC

g

R RSAODOOOODOOO0O0OO0O0ODODOOOOODO CAD192.168.105000 0000000 0PKIX-CMP
O000o0oooUooo CAOOOoooo

CREATE PKI ENROLL=mycert PROT=CMP KEYPAIR=0 REF=98765432 SEC=ABCDEFGH
LOC=192.168.10.5

ERSAODOD0ODOOOO0O00ODOOOODOOOO00O0ODOO0OONDOOO0OODOOODO0OOOOO PKCS#1000
0000000 PEMOOOOOOO0O0OO0O00O00O000O0Omycerreqcst0 00000000000
00000 cCAU0g0oooooooooooooDOoOoOoOoOoDOoOOoOO

CREATE PKI ENROLL=mycerreq PROT=MANUAL KEYPAIR=0 FORMAT=PEM TYPE=PKCS10

goooognd

gobooobooooboobobooboobbobboo
Entrust 00 CAODDOOODDOOOOXXXX-XXXX-XXXXOOODOOOOOOOSECRETVALUEO OO O
gobooooooobooobooboobbobboobooobooobo

goooog

DESTROY PKI ENROLLMENTREQUESTO 250000
SET SYSTEM DISTINGUISHEDNAMEM 0000000 3310000
SHOW PKI ENROLLMENTREQUESTO 48 0 0 OO

20 | CentreCOM ARS50S 0O 0O0OO0OOOO 2.9 PKI
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CREATE PKI KEYUPDATEREQUEST

CREATE PKI KEYUPDATEREQUEST

O0000O0OPKI/OODOOODOOO

CREATE PKI KEYUPDATEREQUEST=reg-name CERTIFICATE=cert-name
KEYPAIR=key-id [LOCATION={hostname|ipadd}]

reqg-name: 000 000010240000000000000000000000
cert-name: 0000010240000 00000000000000000O0
key-id: 0 0 0 000655350

hostname: 00 00

ipadd: IP 0000

0

CMPOODOOODOODODOOOOOUCADOOOODODODODODODODOODDOOODOODODOODODODODO RSAOOO
goobooooboogn
gooooboogoobooobooboobobobboobooobooobboobbobbobbooo
gobooooooobooobobooboobbobboobooboooboobbooboboobbo

goooog

KEYUPDATEREQUEST 0000000 O0OOOOOOO

CERTIFICATE 0O0O0OO0O0OO0OOO0OOO0OOOUOO0OOUOOODUOODOOODOODODOODOOOOOO
KEYPAIR 00O RSAOOOOODO

LOCATION CAOOOODOOOOIPOOOO

goooog

DESTROY PKI KEYUPDATEREQUESTO 26 O 0 0 O
SHOW PKI KEYUPDATEREQUESTO 50 0 0 OO

PKI CentreCOM ARS50S 0000000000 2.9
J613-M0710-03 Rev.H
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DELETE PKI CERTIFICATE

DELETE PKI CERTIFICATE

O00000OPKI/ODOOOODOOO

DELETE PKI CERTIFICATE={cert-name|ALL}

cert-name: 000 001024000000000000000000000O0O

g

gobooobogooobooboooboobbobbooboo
goooog

CERTIFICATE 00000 O0O0ADDPKICERTIFICATECO OO OOOOOOOODO

goooog

ADD PKI CERTIFICATEO 1300 00O
SET PKI CERTIFICATEO 330000
SHOW PKI CERTIFICATEO 4300 00

22 | CentreCOM ARS50S 0O 0O0OO0OOOO 2.9 PKI
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DELETE PKI CRL

DELETE PKI CRL

O000O0OO0OPKI/CRLOODOOOO

DELETE PKI CRL={crl-name|ALL}

crl-name: CRLO 010240 00000000000000000O0ODODOO

g

CRLOOODOOOODO0OOoOOoOoooooOo CRLOODOOOO
goooog
CRL CRLOOOOADDPKICRLOOOOOOOOODOOO

goooog

ADDPKICRLO150000
SET PKICRLO 340000
SHOW PKICRLO46 0000

PKI CentreCOM ARS50S 0000000000 2.9 |23
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DELETE PKI LDAPREPOSITORY

DELETE PKI LDAPREPOSITORY

O00000OPKI/ODOOOODOOO

DELETE PKI LDAPREPOSITORY={repos-name|ALL}

repos-name: 0 00 0000010240000000000000000000000

g

00000000000 oDUoURLDODODO0DOoDOooooooooooooon
goooog

LDAPREPOSITORY 0000000 OOOOOOOADDPKILDAPREPOSITORY OO O OOOOO
oooo

goooog

ADD PKI LDAPREPOSITORYO 17000 O
SET PKI LDAPREPOSITORYO 350000
SHOW PKI LDAPREPOSITORYO 51 0 00O
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DESTROY PKI ENROLLMENTREQUEST

DESTROY PKI ENROLLMENTREQUEST

O0000O0OPKI/OODOOODOOO

DESTROY PKI ENROLLMENTREQUEST={csr-name|ALL}

csr-name: 00 000000010240000000PROTOCOL=MANUALOOOO 108000

g

goboooboobooobbooboo
goooog

ENROLLMENTREQUEST 0000000 0OOCREATE PKI ENROLLMENTREQUEST O 0 0 OO
000000000 0DALLO000D0D0D00oooooooooooooooooooooooon

g
s 00000000gimmecerd 000000

DESTROY PKI ENROLLMENTREQUEST=gimmecer

goooog

CREATE PKI ENROLLMENTREQUESTO 18 0 0 OO
SHOW PKI ENROLLMENTREQUESTO 48 0 0 0O O

PKI CentreCOM ARS50S 0000000000 2.9 |25
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DESTROY PKI KEYUPDATEREQUEST

DESTROY PKI KEYUPDATEREQUEST

O0000O0OPKI/OODOOODOOO

DESTROY PKI KEYUPDATEREQUEST={reg-name|ALL}

reqg-name: 000 000010240000000000000000000000

g

RSADOOOOOOOOOOOO
goooog

KEYUPDATEREQUEST (0000 OO OCREATE PKI KEYUPDATEREQUEST O O OO OO QOOO
O00000ALLO0000000000000ooooooooooooooooon

goooog

CREATE PKIKEYUPDATEREQUESTO 21 0 OO0
SHOW PKI KEYUPDATEREQUESTO 5000 00O
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DISABLE PKI DEBUG

O00000OPKI/ODOOOODO

DISABLE PKI DEBUG

DISABLE PKI DEBUG={ALL|CERTTRACE|CMDTRACE|CRTDBTRACE|CRTRUTRACE|

CRTVGSTATE|CRTVGTRACE|CRTVUSTATE| CRTVUTRACE |[MPPACKET MPPKT|MPSTATE|
MPTRACE|OPHTTPTRACE|OPLDAPTRACE|OPPACKET| OPPKT|PACKET|PKT|STATE|

TRACE} [, ...]

g

PKIDOODODODODODODODO0DOO0OO0DOO0OO0DOOooOoOOOn

goooog

DEBUG 0000000000000000O0O0O00000OO0CALLOOOOODODOOOOOOOOOO

gbobooboobooon

CERTTRACE gobooboogooooo
CMDTRACE ggbobooouoouogoo
CRTDBTRACE ggbobooouoouogoo
CRTRUTRACE ggbobooouoouogoo
CRTVGSTATE ggbobooouoouogoo
CRTVGTRACE ggbobooouoouogoo
CRTVUSTATE ggbobooouoouogoo
CRTVUTRACE ggbobooouoouogoo
MPPACKET PKIDOOODODOOOOOOOOO
MPPKT MPPACKET OO O
MPSTATE PKIDODOOODODOOOOOO
MPTRACE PKIDODOOODODOOOOOO
OPHTTPTRACE HTTPOODODO
OPLDAPTRACE LDAPOOODO
OPPACKET gjbodououoooooboboo
OPPKT OPPACKET O OO
PACKET o000 PKIDODODOOOOOOOOO
PKT PACKET O OO
STATE gooooooo
TRACE gooooooo

O3 00000o0o0oogg
PKI CentreCOM AR550S 0000000000 2.9

J613-M0710-03 Rev.H

27



googod

ENABLE PKIDEBUGO 29 0000
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ENABLE PKI DEBUG

O00000OPKI/ODOOOODO

ENABLE PKI DEBUG

ENABLE PKI DEBUG={ALL|CERTTRACE|CMDTRACE|CRTDBTRACE|CRTRUTRACE|

CRTVGSTATE|CRTVGTRACE|CRTVUSTATE| CRTVUTRACE |[MPPACKET MPPKT|MPSTATE|

MPTRACE|OPHTTPTRACE|OPLDAPTRACE|OPPACKET| OPPKT|PACKET|PKT|STATE|

TRACE} [, ...]

g

PKIDOODODODODODODODO0DOO0OO0DOO0OO0DOOooOoOOOn

goooog

DEBUG 0000000000000000O0O0O00000OO0CALLOOOOODODOOOOOOOOOO

gbobooboobooon

CERTTRACE gobooboogooooo

CMDTRACE ggbobooouoouogoo

CRTDBTRACE ggbobooouoouogoo

CRTRUTRACE ggbobooouoouogoo

CRTVGSTATE ggbobooouoouogoo

CRTVGTRACE ggbobooouoouogoo

CRTVUSTATE ggbobooouoouogoo

CRTVUTRACE ggbobooouoouogoo

MPPACKET PKIDOOODODOOOOOOOOO

MPPKT MPPACKET OO O

MPSTATE PKIDODOOODODOOOOOO

MPTRACE PKIDODOOODODOOOOOO

OPHTTPTRACE HTTPOODODO

OPLDAPTRACE LDAPOOODO

OPPACKET gjbodououoooooboboo

OPPKT OPPACKET O OO

PACKET o000 PKIDODODOOOOOOOOO

PKT PACKET O OO

STATE gooooooo

TRACE gooooooo
0400000000000

PKI CentreCOM AR550S 0000000000 2.9
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googodo

ooooooooooobooooooooboooooooooooooooooooooooooooon
ooooooooooooobooooooooo

googod

DISABLE PKI DEBUGO 27 00 OO
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PURGE PKI

PURGE PKI

O00000OPKI/ODOOOODO

PURGE PKI

g

PKIDOODODODODODODODODOODODOOoOooOOoon
O00O0UOO0OLDAPODODOOODOOOOOUOOO0O0O0O0O0DO0DODODCRLIDOOOO0O0DO0DO0DOOOoOooooOon
0000000000000 DO000000D0D00D0D0D0D0D0D0O0D00OSETPKIDODODOOOOOODODO
gobooobooooooobooobo

goooognd

oo00oooooooODOO00 PKIDODODODODODODODO0Oooo0OooOOoDO00ooooooooooooooo
goboooboooobbooboo

goooog

SHOW PKIO 360000

SHOW PKI CERTIFICATEO 4300 00O

SHOW PKICRLO46 0000

SHOW PKI ENROLLMENTREQUESTO 48 0 0 0O O
SHOW PKI KEYUPDATEREQUESTO 50 0 0 00O

PKI CentreCOM ARS50S 0000000000 2.9 | 31
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SET PKI

SET PKI

O00000OPKI/ODOOOODO

SET PKI [CERTSTORELIMIT=12..256] [CMPRETRYMAX=0..10]
[CMPRETRYPERIOD=10..600] [CRLUPDATEPERIOD=1..168] [SUBJECTALTNAME={ipadd|

altname}]

ipadd: IP 0000
altname: 000 10640000000000000000000OODOO

g

PKIDOODODODODODODODODOODO0DOO0DO0DOOoOoOOooOooOO
goooog

CERTSTORELIMIT 0000000000000 O0OO0OO00D0OOO0O0O0OOO0O0OOO0ODOOOODOOOO
00oo00oooooooooooooooooooooooooooooooooog 24

CMPRETRYMAX CMPOOOOOOOOOOOODOOOOOOOOOO1

CMPRETRYPERIOD CMPOUOOOOOOOOOOOMOOOOOO 300

CRLUPDATEPERIOD CRLOOOOUOOO0OO0OOOOOCOOO0OOOCRLOODOOOOOOOOOOOOM
oooooo2000

SUBJECTALTNAME 000000000000 0OOU0OSubject 0 Alternative NameO OO O OO OO
odoooooooolPOoDOoOo0OooOoOoOOOn

goooog

SHOW PKIO 360000
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SET PKI CERTIFICATE

SET PKI CERTIFICATE

O00000OPKI/ODOOOODOOO

SET PKI CERTIFICATE=cert-name [TRUSTED={TRUE|FALSE|YES|NO|ON|OFF}]
[TYPE={CA|SELF|ENDENTITY|EE}]

cert-name: 000 001024000000000000000000000OO

0

gobboooobooooboobobooboobbobbooboobbooobo
goooog

CERTIFICATE 0000000 ADDPKICERTIFICATECO OO OOOOOOOO

TRUSTED 00000 C0OO0OOTRUEDYESOONO OO OOO OO OOFALSEDNOOOFF OO
O000D0D0DO0D0OO0ADDPKICERTIFICATEO OO0 O0DOO0OO0OO00O0O0DOOOOOODOOOOOOO
TRUSTED=TRUEO OO0 O0OO0000O0OSHOW PKICERTIFICATE 0000 O O OO fingerprintO
O00000000oooo0oooo0ooooooDooO TRUSTED=TRUEOOOOOOOOO
gobooobooooobooobo

TYPE D00 O0O0O0O0OCADCAOOOMMSELFOOO0OOOOOOOOMmMEEDODO ENDENTITYO O
000000000000 0000000000000oo00 ENDENTITY

goooog

ADD PKI CERTIFICATEC 1300 00O
DELETE PKI CERTIFICATEO 22 0 0 0O O
SHOW PKI CERTIFICATEO 4300 00

PKI CentreCOM ARS50S 0000000000 2.9
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SET PKI CRL

SET PKI CRL

O000O0OO0OPKI/CRLOODOOOO

SET PKI CRL=crl-name [LOCATION={url|filename}] [PASSWORD=password]
[USERNAME=username]

ctl-name: CRLO 0102400 000000000000000000O0O0
url: URLO LDAP O 00O HTTPO

filename: 0000000000 .crlO

password: 1000001064000

username: 000001064000

0

CRLOODODODOOODOOOOOO0OOOOOOO0OOODUOODOCRLODOODOODODOOO
goooog

CRL CRLOOOOADDPKICRLOODOOOOOOOOODO

LOCATION CRLOODOOOODOOOOOOOODOOODOOOOOOOOOOODODOOOOOOOOOO
O00.crlD000D000000000000000D00000000000LDAPOOOOO HTTP
0000 URLOOOOOO

PASSWORD 0O 00000C0O0OO0OOO0OOOOOOOODOO

USERNAME 000000000000 OOO0OO0OOOOO

goooog

ADDPKICRLO150000
DELETE PKICRLO 230000
SHOW PKICRLO46 0000
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SET PKI LDAPREPOSITORY

SET PKI LDAPREPOSITORY

O00000OPKI/ODOOOODOOO

SET PKI LDAPREPOSITORY=repos-name [LOCATION=url] [PASSWORD=password ]
[USERNAME=username]

repos-name: 0 00 0000010240000000000000000000000
url: URLO LDAPO

password: 1000001064000

username: 1000001064000

0

0000000000000 URLDODODO0DOoDOooooooooooooon
gobbooooooobooobbooboobbobboobooboooboobbooboboobbo

goooog

LDAPREPOSITORY 0000000 OOOOOOOADDPKILDAPREPOSITORY OO O OOOOO
oo

LOCATION 00O0O0O0OOOLDAPOOODOOO URL

PASSWORD COO0OO00O00OOOO0OOOOOOOOOOO

USERNAME 000000000000 OOO0O0OOOOO

goooog

ADD PKI LDAPREPOSITORYO 17000 O
DELETE PKI LDAPREPOSITORYO 24 O 0O OO
SHOW PKI LDAPREPOSITORYO 51 0 00O

PKI CentreCOM ARS50S 0000000000 2.9
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SHOW PKiI

SHOW PKI

O00000OPKI/ODOOOODO

SHOW PKI [COUNTERS]

PKIDOODODODODODO0DO0O0O0DOoooogo

goooog

COUNTERS PKIOOOOOOOOOOOOOOOOOOOOOOODOOOO

gooooogon

SecOff bulbul> show pki

PKI Module parameters:

Debug types enabled: none

SecOff bulbul> show pki counters

PKI CERTIFICATE UNIT COUNTERS:

GENERAL COUNTERS:
checkExtractParseFail

createFingerprintFail

VALIDATION UNIT COUNTERS:
eventRequestNotFound
startRequest
stopRequestFail
gncicResultNoCIC
actionIllegal
startInitChecksTooDeep
startInitChecksIssNotCA
startInitChcksSSignNotCA
startInitChecksRevoked
startValCICCertNotFound
startValCICAlrdyVldating
startVerifyCertNotFound
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subjectAltName ..........

CRL update period ....... 24 seconds
CMP retry period ........ 30 seconds
CMP maximum retries ..... 1

Max. # of certificates .. 24

Debug device ............ 16

O O O O O O O O O O ik o

checkExtractFieldGetFail

startRequestEquivRegFnd
stopRequestGood

startInitChecksBadTime
startInitChcksBadKeyUsge
startInitChcksSSgnUntrst

startValCICAlreadyTrustd
startValCICStartVURgFail

startVerifyCertParseFail

PKI




startVerifyCrtF1ldGetFail
startVerifyCICParseFail
startVerifyFailImm
verifyCbackRegNotFound
verifyCallbackVerifyFail
createRequest

dbAadd

dbFindFail
dbFindByCertFail

VALIDATION UNIT GET NEXT CANDIDATE
eventRequestNotFound
remoteRetrievdRegNotFnd
startGetRemoteFail

RETRIEVAL UNIT COUNTERS:
startOPStartFail
getFileNotExist
getFileReadFail

PKI CRL UNIT COUNTERS:
GENERAL COUNTERS:
retrievedNotFound
retrievedGetFieldsFail
timeoutRUStartFail
addAlreadyExists
addGood
setNotFound
setGood
deleteNotFound
purgeGood
showListParseFail

RETRIEVAL UNIT COUNTERS:
startOPStartFail
getFileNotExist
getFileReadFail

PKI MANAGEMENT UNIT COUNTERS:
CMP COUNTERS:
startedEnrollment
receivedPKIMessage
receivedTCPError
receivedMsgVerifyFail
requestFailed
receivedMessageDiscarded

timeoutEvent
MANUAL ENROLLMENT COUNTERS:

started
failed

PKI

SHOW PKiI

startVerifyCICF1ldGetFail
startVerifyStarted
verifyCallbackVerifyGood

destroyRequest
dbRemoveFail

dbFindByRequestorFail

P O b i O O O O O

ISSUER CERTIFICATE COUNTERS:
0 getNextCICNotFound

0 actionIllegal

0

retrievedRequestNotExist
getFileOpenFail
getFileCloseFail

retrievedParseFail
retrievedRUStartFail

addRUStartFail 0

setRUStartFail
setNothingSet
deleteGood

showNotFound

O O O O O O O O o o
o O O o

retrievedRequestNotExist
getFileOpenFail
getFileCloseFail

startedKeyUpdate
receivedPKIFIN
receivedMsgVerifyOK
illegalEvent
requestCompleted

retryEvent

O O O O O o o
O O O O O o o

requestQueueError

fileOpenFailed
completed
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SHOW PKiI

fileOpenOK 1 fileClosed
fileWriteFailed 0 CSRCreationError
SubjectAltName gofdooobooooodoooooon SubjectAltNameD ooo

CRL update period

O0000DO00DUOoCRLOODODOODOOODOO

CMP retry period

cMPOOOOODOOOOO

CMP maximum retries

CMPOOOOODOOODOOODOOO

Max. # of certificates

gobooooooobooobooboboobo

Debug device

PKIDOODODODODO0DO0DO0DO0DO0OO0DO0DO0OO0DO0DO0OO0DO0OO0OO0OO0n

Debug types enabled

goboooobooboo

0 5:

PKI CERTIFICATE UNIT
COUNTERSOOOOO

PKIDODODODODODODODO0DO0DO0DO0DO0DO0DO0DO0OO0DO0OO0O0O000

GENERAL COUNTERS

PKIDOODODODODODOODODOOOOOOOOO

checkExtractParseFail

gobooboobboooboooboobooobo

checkExtractFieldGetFail

gobbboooobbooooobbobooobobbooobobobo
U

createFingerprintFail

gogboobooooooboboooboobbo

VALIDATION UNIT
COUNTERS

PKIDOODODODODODOODODOOoOOOooOOOO

eventRequestNotFound

gobooboobbooobooobooboobboobo

startRequest

goboobooboooboooboo

startRequestEquivReqFnd

gobbboooobbooooobbobooobobbooobobobo
gobooboo

stopRequestFail gooobooboboobobbooboobobobooobooboo
goooao

stopRequestGood 0ooo0oo0ooooooooooon

gncicResultNoCIC U no candidate issuer certificate foundD OO 000000

actionlllegal gbooboooooboobobooboboooobooooboob

startInitChecksTooDeep

gobogboooboooboboooboobbooboobbon

startInitChecksBadTime

gobooboobbooobooobooboobboobo

startInitChecksIssNotCA

O00000ooooooo0ooooDoooD CAOUOOooooooo
gobogbooooobooooboooobo

startInitChcksBadKeyUsge

gobbboooobbooooobbobooobobbooobobobo
gobooboobooboboobbo

startInitChcksSSignNotCA

CAOUO0DO0OO0OODDODOOO0O0OOOODODDOOODODOO0OOOOO0DOOOn
gooboogooo
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SHOW PKiI

startInitChcksSSgnUntrst

gobbboooobbooooobbobooobobbooobobobo
g

startInitChecksRevoked

gobooboooboooboobbobbooboon

startValCICCertNotFound

gobbboooobbooooobbobooobobbooobobobo
g

startValCICAlreadyTrustd

goboooboooobooooboobbobbooboobbooo

startValCICAlrdyVldating

gooooboobboooobboooooobobbobobboooooo
goobogo

startValCICStartVURqFail

gobobooboobobobobobobobooboboboooobo

startVerifyCertNotFound

goboooboooobooooboobbobbooboobbooo

startVerifyCertParseFail

gooooboobboooobboooooobobbobobboooooo
gobogbooooobooooboooobo

startVerifyCrtFldGetFail

gooooboobboooobbooooobobbooobbboooboo
gobooobooobooooboobbobboon

startVerifyCICParseFail

gooooboobboooobboooooobobbooobbooooo
gogboobooooooboboooboobbo

startVerifyCICFIdGetFail

goboobooboobooboobooboobooboobbo
gobooboooboooboobbobbooboon

startVerifyFaillmm

goboobooboboooboooboobbooboobbo

startVerifyStarted

gobooboooboooboobbobbooboon

verifyCbackReqNotFound

gooooboobboooobboobbobboooooboooooo
gooboogooo

verifyCallbackVerifyGood

gobogobooooboooboobbobboo

verifyCallbackVerifyFail

gobogobooooboooboobbobboo

createRequest odoodoogoodgoooo

destroyRequest odoodoogoodgoooo

dbAdd voboodoooooooboooooodoooooooo

dbRemoveFail goboobooooobooooooogboooooooogoooog
gooodoooood

dbFindFail vdodododgoooooooooooooooboobooooodo

ogo

dbFindByRequestorFail

gobbboooobbooooobbobooobobbooobobobo
gobooboo

dbFindByCertFail

goooboboboboboboboboboboboboboboo
ogo

VALIDATION UNIT GET
NEXT CANDIDATE IS-
SUER CERTIFICATE
COUNTERS

PKI

PKI O O get next candidate issuer certificated 0 00000000
ooooo
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SHOW PKiI

eventRequestNotFound

0 get next candidate issuer certificate request00 00000000
vbobooooooooooooooodoooood

getNextCICNotFound

O get next candidate issuer certificate0 000000000000
goobooooooboogn

remoteRetrievdReqNotFnd

0 get next candidate issuer certificate request00 00000000
goboodoooooooodooooooodon

actionlllegal O get next candidate issuer certificate0 000000000000
goooooooon
startGetRemoteFail O get next candidate issuer certificate request00 00000000

gogbooooooooo

RETRIEVAL UNIT COUN-
TERS

PKIDOODODODODOOODODOOOoOOOooOOOO

startOPStartFail

PKIDOODODODODODOODODOODDOOODOOODOOOOOOOODOO

retrievedRequestNotExist

gobogboooboooboboooboobbooboobbon

getFileNotExist gobbboooobbooooobbobooobobbooobobobo
gooboogo

getFileOpenFail gobbboooobbooooobbobooobobbooobobobo
gooboogooo

getFileReadFail gobbboooobbooooobbobooobobbooobobobo
ogo

getFileCloseFail gobbboooobbooooobbobooobobbooobobobo

gooboogooo

PKI CRL UNIT COUNTERS

PKICRLOOOODOOOOOODODOOOO

GENERAL COUNTERS

PKICRLOOOOOODOOODOOOODOOO

retrievedNotFound

CRLODODDOD CRLOODODODOOooDoOOoDoOOO

retrievedParseFail

0000000000000 oo CRLOooooooooooo

retrievedGetFieldsFail

O00o000o0oooooooooo CRLOOooooooooooo
goobgo

retrievedRUStartFail CRLOODDODDODOODODOO CRLOODOODOoOooooO

timeoutRUStartFail OU0000O0 CRLOODDODODODOOOO

addAlreadyExists CRLOODOOODODOOODOD CRLOODODOOOODOOOOCRLOO
gobooboo

addRUStartFail 000000000000 CRLOoooooooo

addGood CRLOODOOOODDODO CRLOOODOOO

setNotFound CRLOODODOOOOOODODOOO CRLOODOOOOODOOOOCRL
gobooooobooooo

setRUStartFail CRLOODDODDODODD CRLOOOODOOOOoOoO

setGood CRLOODDODDODOD CRLOOODOOOooooooo

setNothingSet CRLOODODOOOOOOOOOOOODOODOODUODDUOODOOO
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gobooobooooooooobo

PKI



SHOW PKiI

deleteNotFound CRLOODODOOOOOODODOOO CRLOODOOOOODOOOOCRL
gobooooooon

deleteGood CRLOODODDOOOOD CRLOODOOoOOoOooOOoO

purgeGood CRLOODODOOOOOOOOODOOODOOOODOODOODDOO

showNotFound CRLOODODOOOOOODODOOO CRLOODOOOOODOOOOCRL
gobooooobooooo

showListParseFail CRLOODODDODODOOODOOODOOCRLODODOODOODODODOO

RETRIEVAL UNIT COUN-
TERS

PKICRLOOOOOOODOOOODOOOODOOO

startOPStartFail

PKIDOODODOODODOODOOOODODDODODO0ODODOO0ODODUOO0DO0O0O0O0OCRLOO
gobooboo

retrievedRequestNotExist

CRLOOODOOOOOOOOOOOOODOOOOODODODOO

getFileNotExist O0000ooooOooooUoooooooooOo CRLOOOOOO
gobogd

getFileOpenFail O000o0oooO0ooooUooooooooooOo CRLOOOOO
gooboogoo

getFileReadFail O00000oo0o0ooooUooooooo CRLOoOoOooooOOoOoO
o

getFileCloseFail O000o0oooO0ooooUooooooooooOo CRLOOOOO

gooboogoo

PKI MANAGEMENT UNIT

PKIDOODODODODOOOODOOOOOO

COUNTERS

CMP COUNTERS cMPOOOODOOOOOOODOOOODODODOOOODOD
startedEnrollment oooooooo

startedKeyUpdate oooooo

received PKIMessage PKICMPOOOOODOO

received PKIFIN CMP Transport 000000 PKIFINOOOODOO
received TCPError CMP Transport 00000000 TCPOODOOO
receivedMsgVerifyOK g000O00oobo0oOoooooooooooooon

receivedMsg VerifyFail

gobogobooooboooboobbobboo

illegalEvent 00oooooooooooon
requestFailed gbooboooooboobobooboboooobooooboob
requestCompleted g000O00oobo0oOoooooooooooooon

receivedMessageDiscarded

goobooooooooo

retryEvent gooobooooooood
timeoutEvent gooboooooobooogog
requestQueueError CMPODOOOOO0ODOOOOODOOOO

MANUAL ENROLLMENT
COUNTERS

PKI

PKIDOODODODODODOODODOOOOODOOOOOOO
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SHOW PKiI

started gogboobooopoooboobbo
fileOpenFailed gobooboobooboboobbo

failed gogboobooooooboboooboobbo
completed gogboobooooooboboooboobbo
fileOpenOK gobooboobooboboobbo

fileClosed gobooboobooboboobbo

fileWriteFailed goboobooboooboooboo
CSRCreationError DU00o0U0ooogCsSROOpooOooOoOoOoOoODODODOO

0 6: COUNTERSOOOOOOOO

goooog

SETPKIO 320000
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SHOW PKI CERTIFICATE

SHOW PKI CERTIFICATE

O00000OPKI/ODOOOODOOO

SHOW PKI CERTIFICATE |[=cert-name]

cert-name: 000 001024000000000000000000000OO

g

gobooobooooboobobooboobbobboo
goooog

CERTIFICATE 00000 O0O0ADDPKICERTIFICATECO OO OOOOOOOODO

gooooogon

SecOff bulbul> show pki certificate

Certificate Database: [ref.#: 12332-1396]

Name State MTrust Type Source
u0 (cn=RouterB, o=birds, c=jp) TRUSTED FALSE EE UM_ISAKMP
mycer TRUSTED FALSE SELF COMMAND
cacer TRUSTED TRUE CA COMMAND

SecOff bulbul> show pki certificate=cacer

Certificate:
NAME .+ oot vve e eeae . cacer
state ........ ... .. TRUSTED
manually trusted .... TRUE
type ... CA
SOUXCE . v vvv v nnn.n COMMAND
version ............. V3

serial number .......

signature alg ....... MD5 with RSA
public key alg ...... RSA
not valid before .... 10:06:10 - 04-Oct-2001 (GMT)
not valid after ..... 10:06:10 - 04-0ct-2002 (GMT)
subject ............. cn=mycert, o=birds, c=jp
issuer .............. cn=mycert, o=birds, c=jp
PKI CentreCOM AR550S 000D O0O0O0O0OO 29 |43
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SHOW PKI CERTIFICATE

(shal)

key fingerprint
(shal)

key usage ......

basic constraint
subject type .
path length ..
subject key ID .

validation path

Source Location:

authority key ID ....

cert. fingerprint ... 1478 £278 ea6d al068 2adc

eff2 89f7 fde7 £729 415e

..... ab73 6ade e8f0 5d4b 9b95
5alb ef75 440b 6633 b095

..... {C}Digital Signature
Non Repudiation
Certificate Signing
CRL Signing
s {C}
..... CA
..... No constraint
..... 7fa5b7c05b62b7064c1582a2794aec9306065837
7£fa5b7c05b62b7064c1582a2794aec9306065837

..... [ manually trusted, self-signed ]

file ... .. . L ca.cer

Name goobooobooooobooobobboobboooobbooobbuooooobo
00000000000 Subject

State O000000000TRUSTEDOOOODOO MM UNTRUSTEDO O OO OGOO
O0mMVALIDATINGO OOOOODODOODODOODODODODODODOODOO0Oooooooon
000000000000000000 2048bitd256Byte0 000000000
Not Found 00O OO0

MTrust gobooboobooboboooobboobobboooobooobbooooobo
0000 TRUEO FALSE

Type ODUO0ODDUOOOSELFOO00OO0OoOoOoooooDmCADDDODODODMmMEEDDO
goboooboooooooobbobbon

Source 0000000000000 ooDodoooo COMMANDD O OOOO

O00O000mMVLD.UNITMOOOOODOO0OO0OO0O000000 MOUMISAKMP

OISAKMPOOOOOMMMGMT PROTOCMPO OOOOOOOOOO

a7

Certificate 0 0 0O 0O O

goooopoooboobbo

name gobobboobboooobbooobbbooobboooobbo
000000o000000000 Subject
state O0000O0O00O0O0TRUSTEDOD OO OOO M UNTRUSTEDOD O O

O00000OMVALIDATINGOD OO OoOOOoooo

manually trusted

gobobooobboooooboooobbooobbooobbo
000000 O0OTRUEO FALSE
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SHOW PKI CERTIFICATE

type

OD0OD0DO0OOOSELFOOODO0OO0O0OOOOoOODODmCADDDODDOOODOOO
EED0O0O0O0O0O0O00O00oU0oooooooogo

source

Oo0ooooO0ooooo0ooooOO0ooo0o0ooDoDOOCOMMAND
O00000o00ooo0@mVLD.UNITOODOOOoOoOooooooo
000 M UMISAKMPO ISAKMP 0O 0 0 0 O MMGMT_PROTO CMP
goooooogooo

version

O000oooOooo Xs509000000

serial number

gobooooboogoo

shal fingerprint

O00000 SHAlODODODDODODDODODDOODODOOODOO

signature alg

goooopboooboobbobbooboon

public key alg

gooooboooboooboobooobo

not valid before

goooopooooboobbon

not valid after

goooopooooboobbon

subject goooooooooboobooboooboo
issuer ooooooooooo
key usage gooooooon

subject alt name

gooooopooooooboobbo

validation path

gooooopooooooboobbo

Source Location 0 00O OO

gooooooooboobbobboo

file

goooopooooboobbo

type O0O00O00O0OO0LDAPO HTTPO OO OO

IP address IPOOOO

domain name o000

distinguished name gooooooooooo

port ooooo

HTTP file name HTTPOOOOO

username gogdoooooooooboobobboobooo

password gogdoooooooooboobobboobooo
0O8&ooooo

goooono

ADD PKI CERTIFICATEO 1300 00O
DELETE PKI CERTIFICATEO 22 0 0 0O O
SET PKI CERTIFICATEO 330000

PKI
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SHOW PKI CRL

SHOW PKI CRL

O000O0OO0OPKI/CRLOODOOOO

SHOW PKI CRL[=crl-name]

crl-name: CRLO 010240 00000000000000000O0ODODOO

g

O000000DUOCRLOODDODDODODODODO CRLOODODOOOOOO
goooog

CRL CRLOOOOADDPKICRLOOOOOOOOODOOO

Name CRL O

State CRLOOOOGETTINGFIRSTO OOOOODOMMGETTINGO2000
000000000000 MmMNOTFOUNDFIRSTO OO O0O0O00000M
NOTFOUNDO2000000000000000ODO DM UPTODATE
OCRLOOOOO0ODOO0O0O0O00O00O0OMNOTVALIDATEDD OO0 CRL
000000000 MOUTOFDATED OO0 CRLOOOOO0O0O0DO00O
0O M UNRECFORMATO OO0 CRLOOOOOOOOO0ODOOOOOOO
oo

Minutes-to-next-update 000000000000

0o9:

PKI CRL CRL O

State CRLOOOOGETTINGFIRSTH 0000000 MmMGETTIN@G 2000
OD0000D0000000MNOTFOUNDFIRST 00000 oooom
NOTFOUNDO 20 0000000000000 0OO0DO M UPTODATE
OCRLOODOO0OODOODOODOOODDDOOMNOTVALIDATEDD O OO
CRLOODDOOOODODDODOMMOUTOFDATED OO O CRLODDOOOO
00000 UNRECFORMATO O OO CRLOODOOOOOOOOO
goooooo
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SHOW PKI CRL

Minutes to next update

goooooboobobo

Number of updates

gooooooon

Type CRLODOODOO0O00 CRLOD
Version X509 CRLOOODODOO
Issuer CRLOODODOOOOOoOogcCAODDODOO

Signature algorithm

D00 CAOCRLOODDDODODOODODOOODOOOO

Number of entries

CRLODODODDDODODOOOOODOODOO

This update

000 CRLOOOOO

Next update

OO0 CRLODOODOOODODO

Source Location

CRLODDOO

Certificate List 0 0 0 O O

CRLODODODODDOODOODOOOODODOODOODOO

Certificate Serial Number

gooooboooobooooo

Revocation Date

gooo

Revocation Reason

gooo

goooog

ADDPKICRLO150000

DELETE PKICRLO 230000

SET PKICRLO 340000

PKI

010: 00000
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SHOW PKI ENROLLMENTREQUEST

SHOW PKI ENROLLMENTREQUEST

O0000O0OPKI/OODOOODOOO

SHOW PKI ENROLLMENTREQUEST [=csr-name]

csr-name: 00 000000010240000000PROTOCOL=MANUALOOOO 108000

g

gobooobogooobooboooboobbobbooboo

goooog

ENROLLMENTREQUEST 0000000 0OOCREATE PKI ENROLLMENTREQUEST O 0 0 OO
goboooobooooboooooooboobboobooboobbobboobbooobboobo
gobbooobooobooobooobooboboobooboobbon

gooooogon

Manager > show pki enrollmentrequest

Enrollment Requests

Name KeyId Protocol State

Manager > show pki enrollmentrequest=gimmecer

Enrollment Request:

Name . ...ouvwenennnnnn. gimmecer

KevID .. iiiiiin i, 1

Protocol ............ CMP

State ... ... .o L. WAIT_FOR_IP

Secret Value ........ abcdefgh

Reference Number .... 12345678

Location:

IP address ........ 192.168.1.100
Name gooooooooooouoooooooa
KeyID J000o00oo0oooboOo RSAOOODDOODO
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SHOW PKI ENROLLMENTREQUEST

Protocol 000000000 CADOOO0ODDDOOOOCMR PKI Certificate Management
Protocol 0O OODOOOO MANUALOOOOOOOOOOO

State 0000000000WAIT_FORIPOCA 00O Initialisation Response Mes-
sage 00000000 @MWAITFORCERT-CHECKODOOODOOOOOOO
0000 M WAIT_-FOR.CONFOK 0OCA 00 0O Confirmation OK Indication
gpoodboogooooo

O 11:

Name g ooonoooooo

KeyID O0o0oo0oooooOo RSAODOOOOO

Protocol 000000000 CADODDOOD0OO00O0DOCMI PKI Certificate Management
Protocol 00O OOOOO MANUALOOOOOOOOOOO

State 0000000000 WAIT-FORIPOCA DO OO Initialisation Response Mes-

sageOOOOddon MWAIT_FOR_CERT.CHECKO O ODOUODoooooo
000 0mMmWAIT_-FOR.CONFOK OCA O 00O Confirmation OK Indication
gooooooooooo

Secret Value

gobooboobooobooobooboobbo

Reference Number

gobooboogn

Location

CAOIPOOOOOIP addressO0 000 0000 Odomain namel

goooog

012:00000

CREATE PKI ENROLLMENTREQUESTO 18 0 0 OO
DESTROY PKI ENROLLMENTREQUESTO 250000

PKI
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SHOW PKI KEYUPDATEREQUEST

SHOW PKI KEYUPDATEREQUEST

O0000O0OPKI/OODOOODOOO

SHOW PKI KEYUPDATEREQUEST [=reg-name]

reqg-name: 000 000010240000000000000000000000

g

O0000o0o0o0o0o RSAODODOOOOOOOOOOOODOO
goooog
KEYUPDATEREQUEST (0000 OO OCREATE PKI KEYUPDATEREQUEST O O OO OO QOOO

gooboooboooobooooboooboobboobooboobbobboobboboboobo
gobooobooboboooboooboobboobooboo

Name gooddooooooooooo

KeyID 000 RSAODOOOOO

Certificate gooddooooooooooo

State 00000000000 WAIT_-FORIPI CAD OO Initialisation Response Mes-

sage 10000000 MOMWAIT_-FORKUPO CA OO0 Key Update Response
Message 0 0000000 MWAIT_FOR.CERT_.CHECKIOOOOOOOOOO
00000 mMWAIT_FOR.CONFOKO CA 0 00O Confirmation OK Indication
gooobooooooood

0 13:
Name gooooooooooooon
KeyID 000 RSAOOOOOO
Certificate Name 000o0o00oooooooooo
Location CAOIPOODOOOIP address0 OO 00O 0O OO O domain namel

01400000

goooog

CREATE PKIKEYUPDATEREQUESTO 21 0 OO0
DESTROY PKI KEYUPDATEREQUESTO 26 O 0 0 O

CentreCOM ARS50S 0000000000 2.9 PKI
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SHOW PKI LDAPREPOSITORY

SHOW PKI LDAPREPOSITORY

O00000OPKI/ODOOOODOOO

SHOW PKI LDAPREPOSITORY

g

0000000000000 DUUD DU U URLODOODDOOODDODOODOODODOODODOOOO

Index LDAPOOOOOOOOOODOOOOO
Name LDAPOOOO0OOODOOO0DOOOOOOOOOOOO
Address LDAPOOOOOOOIPOOOOOOOOO
0 15:
ooooon

ADD PKILDAPREPOSITORYO 170 00O
DELETE PKI LDAPREPOSITORYO 24 O 0O OO
SET PKI LDAPREPOSITORYO 350000

PKI CentreCOM ARS50S 0000000000 2.9
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