HRERERERE

OO00O0OOO . . e e e e e e e e e e e e e e e e e e e s s e e e e e s s s s e 3
0 3
0 3

DES . . . 4
BDES . .. e e e e 5
AES . . 6
RSA . . e 6
0 8
HMAC-MD5-96 . . . . . . e e e 8
HMAC-SHA-1-96 . . . . . . . e e e 8
0 P 9
0 P 10
0 0 P 10
ISAKMPOOOOGOOOpre-sharedkeyd ... ... ................. 10
0 11
PPPO STACLZS OO + v v vt e e e e e e e e e e e e e e e e e e 11
PPPO Predictor OO0 . . . v v ot e e e e e e e e e e e e e 11
00000000 FREOODODO ... .. ot e e e e e e e e e e e e e e 12
OO0000000O0 . e e e e e e e e e e e e e e e e e s e e e e e e e 12
STARODOODODOOOMO + . v e e e e e e e e e e e e e e e e e e e e e e e 12

OO0000000000 v v e o e e e e e e e e e e e e e e s e e e e e e e e s e s e e e 17
0 17
CREATE ENCOKEY . . . . . . e e e e e s e e e 18
CREATESTAR . . . . . . . e e e e e 22
DESTROY ENCOKEY . . . . . . . e e e e e 24
DESTROY STAR . . . . . o o o e e e e e e e e e e e e 25
DISABLE ENCO COMPSTATISTICS . . . . . . . . e 26
DISABLEENCO DEBUGGING . . . . . . . e e 27
DISABLE STAR DEBUGGING . . . . . . . . . e e e e 28
ENABLE ENCO COMPSTATISTICS . . . . . . . e e 29
ENABLE ENCO DEBUGGING . . . . . . . . . e e e 30
ENABLE STAR DEBUGGING . . . . . . . . . e e e e e 31
ENABLE STAR MKTTRANSFER . . . . . . . .. e e 32
RESET ENCO COUNTERS . . . . . . . . e e e e e e e 33
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SETENCO DHPADDING . . . . . .. e e e 34

SET ENCO DHPRIORITY . . . . . . e e e e e e 35
SETENCOKEY . . . . .. e e e e e e e 36
SETENCOSW . . . e e e e 37
SETSTAR . . . . o o e 38
SHOW ENCO . . . . . e e e e s e 40
SHOW ENCOCHANNEL . . . . . . . e e e e 42
SHOW ENCO COUNTERS . . . . . . . . e e e e e e 45
SHOW ENCOKEY . . . . . e e e e e e e e e 48
SHOW STAR . . . . . e e e e e 50
SHOW STARCOUNTERS . . . . . . . . e e e e e e 52
SHOW STARMKTTRANSFERLOG . . . . . . . . . i 54
SHOW STARNETKEY . . . . . . . e e e e e e e 56
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ooooooo

goooogng

0000000000ENCO = Encryption and Compression0 00 0000000000000
ENCOOOOUOOOOOU0ooooooouoooouoooooooooooooooooooolPsec
OSSsHOOOOOOoOOoooooopPPPOOOOOOOOOOOOOOOODOOOOODOOOOO ENCO
cooooooooboooooooo

ENCOUOOOOOoOooooooooooooon

e J00IOUDDODO5S0D00 DESO168 000 3DESO128/192/256 000 AESORSAT O OO
e 000000 DOOHMAC-MD5-960 HMAC-SHA-1-96

e 00 D0OOOODODOSTAC LZSO Predictor

e 0000000 DOOODiffie-Hellman

e ODOUIOODOMO

200500000000 3DESOAESOOO00OOOOOOOU0OOOOOO AT-FL-12000000

ENCOUOOOOOUUOOO0OO0D0DU0o0o0O00U00000oSHOWENCODODOoo40000000
gooo

[ 00000000 000oooo0o0000ooDoOoOo000000DOOOOD0D0D00DDODDODODOO0OO00OD
goboobooooooobuobobobooboobooboobo

goboogoogd

ENCOOOUUOOOO0ODOOuUooooOoooENCOIDOOooooooooooooooooooo
goboooobooooboooboooobooboon

m [Psecd ISAKMP/IKEO AHO ESPO
DESO 3DESO AESO HMAC-MD5-960 HMAC-SHA-1-960 Diffie-Hellman 0000000000000
OOIPsecOOO0OO0OOOOOO

m SSH
DESO RSAOODOOOO0OO0OOOOOODOOO0OO0OO0OOSecureShellDOOOOOOOO

s PPPO CCPO ECPO

STAC LZSO Predictor0 DESO O 000000000000 STARODOOOOOOTCP/IPOOOOOO
OO0 IPO0O0OOOO VJCOVanJacobson 000 0000000000000 0O0OPPPOOOOOOOOO
goooooooOooooooooooogooIlpoooooooooon

m [ooggno

STACLZSODESOUOUOODOOOO0O0OO0O0O0O0O STAROOOODODODOOOOOOoOoO0ooooooo
gooooooooooobooooboooboobh bbb booobnbooooo
O0ODO0DENCOOOOUDUOUOOODODU0UDOO0O0ODOOO00OODOOOUOOODOENCOODDDDOOO
gooooooooooooboooboobboob bbb booboobbobboon
goooboboogog
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ooooooo

gooogoood

ENCOOUODOUOOoOoooO DESIO0 56000 MM3DESIOO 1680 00 MMAES1 00 128/192/256
0000000000 RSAD OO 256020480000 000OOOOOOOO

DES

00000 DESOb56 000000OIPsecd ESPLO ISAKMPO SSHOPPPO O OO OO OOOOOOOOO
gbooooboogoboooobooboobboobo
DESO0OO0000O0O0O0OO0O0OO0OCREATEENCOKEYOOOOO180O0O0OO TYPEOOOOOODO
DESO 0000000000000 0O0O0O000O0O0O00U0O0O0UOOOODOODODOOODODOOODOOOO
gooooo

s DESO00000000000OO0O0ORANDOMOOOOOOOOOOO

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="my DES key" RANDOM .

[CAREATEENCOKEYDOOOOO180 0000 D000 0O00O000o0oooooooooooooooooo
goboobooboooboobobboboobOooooboboboo

[CAREATEENCOKEY OO OOO1800000000O0O000O0O0O0O0O0o0oooooooooooooo
gobooboooooooboobobobooobooobobobobooboobobboboobooboDb o
ogoo

[ 0000000000000 0OD0ODO0000000000OODODODODO00000DODOODODODODDODODODOO
pgooboobooooooobooobobooobooobobobobooboobobboboobDooboDb o
ooooo

s 0000000000000 0O0OSHOWENCOKEYODOOOO48 000000 oooooooooo
005000 ASCIIOOD 16000000 OOOOOO

SHOW ENCO KEY=1 J

SecOff > show enco key=4
j7amxbbrhun48a

0x4F40CB84313D1BAF

IP Address:

m DESO00000000000000O0000000O0O0O00O00000O00oOoOUOUOUoooOoO
0000000000000 oo0o00oooo0moxo0ooo le000000O0O00oDOoO0OO0OoooO
05000 ASClID0Odoooooooooooo
le0000000O0O00DO0OOOOXODOODOUOOOOO8OOOOKMOIDDODODOOD
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ooooooo

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key"
VALUE=0xF888CAC6C66ECF52

[CDESO0O0O0 S 0000000000000000D00000MUDOOuoooog

5000 ASClID 0000000000000 alz00O0OO 2090000000000000000OO
O000000000o0o0o0ooo SHOWENCOKEYODOOOUO480o0ooooooooooooooo
gooooboooooooog

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key" VALUE=9cemvrwgnShvek .

00000 3DESO168000000IPsecO ESPLOISAKMP O OO OO0DOOOOOOOOOODOO
200500000000 3DESOO00000000000000000 AT-FL-12000000

SBDESO000000O00O0UOUOO0OCREATEENCOKEYOOOOUO180OO0OOO TYPEOO OO OO
0 3DESOUTERO 0000000000000 0O0U0OO0O000OO000oooooooooooo
goooooogoobood

m 3DESO0000000000O0O0OO0RANDOMOOOOOOOOOOO

CREATE ENCO KEY=1 TYPE=3DESOUTER DESCRIPTION="my 3DES key" RANDOM .

[CAREATEENCOKEYDOOOOO1800OO0OU0OD0OO00O0O00O00o0Ooooooooooooooooooo
goboboobo0ooooooboobo0oooooobobobobooo

[CAREATEENCOKEY OO UOOO18000O00O00O0O0O000O0O0O0O0O0oO0oooooooooooooo
pgobooobooooooobuoboboboobooobobboboobOoobobboboobooboob o
ogoo

[ 0000000000000 0OD0ODO0000000000OODODODODO00000DODOODODODODDODODODOO
pgooboooboooooooboobobobooobooobobboboobOoobobbobooboobooDb o
ooooo

s 0000000000000 0O0OSHOWENCOKEYODOOOO48 000000 oooooooooo
005000 ASCIIOOD 16000000 OOOOOO

SHOW ENCO KEY=1 J

m 3DESO00000O000O00O00O000O0000O000O000000000000000000000
0000000000000 0o000oo00o0moxo0ooo 160000000000 O00O0O0O0O
05000 ASClID0Odoooooooooooo
le000OO00OO0OOODOOOOOOOxODODOOOOODOOO2400001920000000
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ooooooo

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key"
VALUE=0x112233445566778811223344556677881122334455667788

[ 3DESCOO000 16800000000000000O0O0OOO0OO 192000000000

AES
00000 AESO128/192/256 00 0 00O OIPsecd ESPLOISAKMP OO0 OO0 O0OOO0OO0OOOOOO
200500000000 AESO000000000000000000 AT-FL-12000000

AESO0O0000O0OO0O0OO0O0OO0OCREATEENCOKEYOOOOO180O0O0O0O TYPEOOOOOOO
AES1280 AES1920 AES256 DO 000000000 UOOO0OOOOOOOOOOOOOOOOOOOO
gooobooooboobooooog

m AESO0000000O0000OO0C0ORANDOMOOOOOOOOOOO

CREATE ENCO KEY=1 TYPE=AES192 DESCRIPTION="192-bit AES key" RANDOM .

[CAREATEENCOKEYDOOOOO180 0000 D000 0O0O00O00O0Ooooooooooooooooooo
goboboobo0ooooooboobo0oooooobobobobooo

[CAREATEENCOKEY OO UOOO1800O000000O0000O0O00O0Oo0o0oooooooooooooo
pgobooobooooooobuoboboboobooobobboboobOoobobboboobooboob o
ogoo

[ 0000000000000 0OD0ODO0000000000OODODODODO00000DODOODODODODDODODODOO
pgooboooboooooooboobobobooobooobobboboobOoobobbobooboobooDb o
ooooo

s 0000000000000 00SHOWENCOKEYOOOOO480000000000OAESDODO 16
goooooogoobod

SHOW ENCO KEY=1

m AESO0000000000000000000000000O000ooooooooooooooon

000000000000 0000ooogooxooooo le00ooooooo
le0O0O00OO0OO0OOOOOOODOOOxOOODOOOO

CREATE ENCO KEY=1 TYPE=AES DESCRIPTION="His 192-bit AES key"
VALUE=0x1a39dd7a7caa5523192138a5a4996347366879531329e0£8

[CAESOO0O0O00O00 5000 ASCloooooooouooo
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ooooooo

RSA

RSAOOOOOSSHOOOOOOOOOOOOOOOOoOooooooo

m RSAOOOUOUOOOOOOOCREATEENCOKEY DO OOO18O0OOOO TYPEOOO OO DO RSA
OODO0DUOO0OLENGTHOOOOOOOODOOOODOOOOOOOOOO 256020480 0000000000
000000000 0ooO0o0ooo0o0oo00oo0oo00oooDoo0oooOnD 1024000000000
ooo

CREATE ENCO KEY=2 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair" J

[CREAODO0OO0O0DO0D00D00000D00D000000D00DO0DDOORSA Key Generation process started.[] 0
0000000000000 CPUOOODODOO0OOO0O0DODOODOODOODO0RSA Key generation process
completed. 0 00000000

[CAREATEENCOKEYOOOOO1800OOO0OUO D000 O000O0Oo0ooooooooooooooooooo
goboboobo0ooooooboobo0oooooobobobobooo

[CAREATEENCOKEYOOOOO180O00OO00O0OOO0OO00OODO0OO0O0O0ooooooooooooooo
pgobooobooooooobuoboboboobooobobboboobOoobobboboobooboob o
ogoo

[ 0000000000000 0OD0ODO0000000000OODODODODO00000DODOODODODODDODODODOO
pgooboooboooooooboobobobooobooobobboboobOoobobbobooboobooDb o
ooooo

s 0000000000000 0000000D00000OCREATEENCOKEYODOOOO1800000O
FILEOOOOOOO0OO0O0O0O0000000000000keyDOOODODOKEYODODDOOODOOODOO
000000000000 ooooUoooo0U0oooU0U0 FORMATOOODOOOoOoooooooooo
goo

CREATE ENCO KEY=2 TYPE=RSA FILE=mypublic.key
s JO00000000000000000CREATEENCOKEYODOOOO18O0O00O0O0O FILEQDOOO

0000000000000000keyDOODODO0OOKEYODDOODOOOOODODOOOOOOODDODOOOOO
0000000000000 UU00UUUOUo FORMATOOODODOOooOOooooooooooon

CREATE ENCO KEY=3 TYPE=RSA FILE=hispublc.key DESCRIPTION="His public
key"
m 000000000 SHOWENCOKEY DO OOO480O00ooooooooog

SHOW ENCO KEY
SHOW ENCO KEY=3 J
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ooooooo

Manager > show enco key

ID Type Length Digest Description Mod IP
1 DES 8 1F35B264 my DES key - -
2 RSA-PRIVATE 1024 EA83BD2C my key pair - -
3 RSA-PUBLIC 768 O0ADBE436 His public key - -

gooogoood

ENCOOUOOOUOOOOOoooouooououoouooo HMAC-MD5-96 0 HMAC-SHA-1-96
00000000000 oo0o0o00oooooOIPsecd AHOESPOO ISAKMPOOOOOOOOOO
gooooo

gooooboogobooooboooboobboboboonbo

HMAC-MD5-96

HMAC-MD5-96¢ 0 0016000012800 000000000000

m [JJ00g0booboboobooooooog

CREATE ENCO KEY=10 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 key 1" J

m 0000 1l600000000000000O00OOO0O

CREATE ENCO KEY=11 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
key 2" J

m 0000160000 16000000000000000

CREATE ENCO KEY=12 TYPE=GENERAL VALUE=0x000102030405060708090a0b0c0d0e0f
DESCR="My MD5 key 3" .

s (000000000000 00SHOW ENCOKEYODOODOO480 00 00oooggg

SHOW ENCO KEY=10 J

SecOff > show enco key=10

0x281bd343a63e63d37b49£10c0b217dd2

IP Address:

HMAC-SHA-1-96

HMAC-SHA-1-96 0002000001600 000000000000O
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ooooooo

m [JJ000g0booobobooboobooooog

CREATE ENCO KEY=20 TYPE=GENERAL LENGTH=20 RANDOM DESCR="My SHA key 1" J

m J000200000000000000000000

CREATE ENCO KEY=21 TYPE=GENERAL VALUE="fugafugafugafugafuga" DESCR="My
SHA key 2"

m 0000200000 1000000000000 ODOO

CREATE ENCO KEY=22 TYPE=GENERAL
VALUE=0x000102030405060708090a0b0c0d0e0£00010203 DESCR="My SHA key 3" J

m 0000000000000 0SHOW ENCOKEYDOODOO480000000004d

SHOW ENCO KEY=20 J

SecOff > show enco key=20

Oxca59bad8cdielc8d5ed3ad62ce786758cb01dcf3

IP Address:

gooogoood

ENCOUOUOUOUOO00000000000000STACLZSO Predictor000000000000
O00ooooooooPPPOCOCOO0OOOOODOOOOOOOOOOOOOOO

m STACLZSOPredictor 0000000000000 000000D0O0D0O0O0D0O0O0O0ODO0OOOOO
O000000000000000000000SETENCOSWOOO0O0O3700000000 00 Predictor
00000000 PREDCHANNELSOOOOOOOSTACLZSO OO OO O STACCHANNELS O O
0000000000000 000000000DO00PREDCHANNELSO STACCHANNELSO O OO
ooo4000

SET ENCO SW PREDCHANNELS=2 .J
SET ENCO SW STACCHANNELS=1 J

[ O00000000000000CREATECONFIGO OO ODmMOOOooooO 157000000000000
OODOO0OOSETCONFIGOUOOUOMMOOOoOoooo 2910000000000 ouoooooooooooo
gobooobooooooobobobooboobo0obooboobOoobOobOUoOobUoboboboboo

000000000oo0oooooo0o0o0ooo0oo0oooooool1o00on 100000020
000200000000000000000000000000000000O0000O0O
STACLZSOUOOODOOOUOOD 100000 13KBOOUODODODOUOODOOOOOOOPredictcor100000
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ooooooo

0100000 128KBOOOOOO0OO0OO0OO0OO

oooooood

ENCOOUOODOUOOOoOooooooooooooooo Diffie-HellmanOOOOOODOOOOOOOO
ooo

Diffie-Hellman 0000 0000000000000 200000000000000000000000
oo0ooooO0o00oooOo00ooOoOo0oooOoooboOoooboboOoO0o0bbOo0oo0 20000000000
o00oooo0o00ooo0o00ooO0o0o0oooOoO0oooobooOo0ooooo020000000000000000
poboooooooooooooboobooooooooooooooooon
O00o00o000oooooooooooocCcPUOOOOUOODOODOOOOODODOSET ENCO DHPRI-
ORITYOOOOO3S00000O0Diffie-Hellman OO OOODOOODOOOO0OOOOODOODOOOOOOO
00000000 0OHIGHOMEDIUMOLOW O 300000000000 HIGH O 0O O Diffie-Hellman
cooooooboooooooooooooon

SET ENCO DHPRIORITY=LOW

ENCOOOOOoOoOoooDiffie-HellmanOOODODODODOOODOOODOOODOOOOREC2412000000
0 O Diffie-HellmanO OAKLEYO OO OO 107680 000000000 2010240000000000
oooood

oooogoo

ENCOUOOOOO0OO0O0O000010000000000000000000000O00O0O0O0O0O0O0OO
ooooogooo
O00O00O0O0ODO0OO0OO0OO0OO0OO0OCREATEENCOKEYO OO OO18OODOOOOODOODOENCOOOODO
cobooodooooooooooboooooooooooodoooooooooooooooooooon
cobooodooooooooooboooooooooooodoooooooooooooooooooon
00oo0oo0oo0oooooooooOoo RSAOOOOOOOOOOOOOOOOOOOOOOOO
ooooogooo

OODO0O0OO0OO0O0OOCREATECONFIGOOOOMMOOOOOOO 1570000000000000000O
cobooooooobooooooboooooooooooodooooooooooooooooooon
coboooooooooooooboooooooooooodooooooooooooooooooon
ooooo

0000000000000 0000000000000O00DESO3DESOAESO RSADOMDSOSHA O
cobooodoobooooooooboooooooooooooooooooooooooooooooon
0000 ISAKMPOOOOOO0OOOO0OO0OOO0OO0OOO0OO00OO

ISAKMP 0O 0O O OO 0O O pre-shared key

ISAKMPOOOOOO0OO0OO0O0OO0O0OO00O0O0O00O00O000000000000000O00OO0OO0O000OO0
oooo
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ooooooo

CREATE ENCO KEY=30 TYPE=GENERAL VALUE="onetwothree" DESCRIPTION="ISAKMP
pre-shared key" J

oooogoo

oooooooooooooPPPOOOOOOOOOOOOOOOOOOODOODOOOOOOOOOOOO
OO0O0O0O00ORFC19620 RFC1978 000 00000 CCPOCompression Control Protocol00 0000 O
0000000000000PPPOO STACLZSO Predictor0 DO 000 0OOODO FRE9OSTAC LZSO
oooooogo

ooooooobooooooooooooooooooogd

PPP O STACLZS O OO

pPPOOOO STACLZSOOOOOOOOOOOOOOOO

1. SETENCOSWOOOOO37000000000000000000000000O000O0000O0
000oo0oo0o0oooooooooooolooool1bo0o00o0oog

SET ENCO SW STACCHANNELS=1
2. Joo0oO0o0oooO0oOoO0oooOo0oO0oooO00oOoO00oOOoOO0O0bOOoOOOoooOOO0BoooOO

CREATE CONFIG=linkcomp.cfg J
SET CONFIG=linkcomp.cfg J
RESTART ROUTER

3. PPPOOOOOOOOOOOOOOOOOOOOOODOOODOODODO STACLZSOOOOOoOO

SET PPP=0 COMPRESSION=ON COMPALGORITHM=STACLZS .

PPP O Predictor 0 O O

PPPOOOO Predictor 000000000 OOOOOODO

1. SETENCOSWOOOOO37000000000000000000000000O000O00000
000oo0oo0o0oooooooooooolooool1bo0o00o0oog

SET ENCO SW PREDCHANNELS=1

2. JooO0oO00oooOoOoO0oooOoO0O0oooOO0O0oOO00obOOoO0O0bOOoOO0O0bOOoOO0booOoOO
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ooooooo

CREATE CONFIG=linkcomp.cfg J
SET CONFIG=linkcomp.cfg J
RESTART ROUTER

3. PPPOOOO0ODOOOODOOOODOOOODOOOODOOO Predictor0 000000

SET PPP=0 COMPRESSION=ON COMPALGORITHM=PREDICTOR

OO00oo0ooo FRROOOO

00000000 FREYOOOOOOO0OOOOOOOOO0OO

1. SETENCOSWOOOOO37000000000000000000000000O000O0000OO
o00oooo0oooooooooooooolooool1o0o00ooog

SET ENCO SW STACCHANNELS=1

2. JooO0oO0o0oooOoOoO0oooOo0oO0oooOO0O0oOoO0O0oOoO0O0bOOoO0OoooOoOO0booon

CREATE CONFIG=linkcomp.cfg J
SET CONFIG=linkcomp.cfg J
RESTART ROUTER

3. JooO0oOooooOoOooooOo0oOoooOo0oOoooOoOooooOoOooooOoOoooooooooooo
Oo0oooooooobLCooooooooooooo

SET FR=0 DEFCOMPRESSION=ON

oooooood

00o00o0oo0o0o0ooo0o PPPO DESOOO0OOOOOOOOOOOOOOODOOOOODOOOO
O0o0oo0oooo0ooooooooo0oooSTAROOOOOOOOOOODOOOOO

STARODOOOOOOO

STAROOOOOOO0O0OOO0OO0O0oOOo0oooooO0o0ooooooOoo0ooOoooOOo0ooOOooDoOOoO0O
STAROOOOOOOOOO0OO0oooooooooooo

e JOO0OOODDOOlIDImMOOOUIDODOOOODOOOODDOOOODODOOOODOO

e JOO0OO0OOUODODOOOODOOOIODIDOOOOOOOODOODDOOOODOOOODOOOODO
oooo

e JOO0OOODDOOIODDDOMOOIDODOOOODOOODODOOOOODOOOODODOO
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ooooooo

O0O0STAROOOOOODOOODOOOOOOOOOOOOO

e [JODUODOUUODDOUODOUUODDOUOUDLDOLOODLOUODUODLDOLDDUODLOUODRDbDOODO
goooobooooboooooooooobooobooboobbobbooboobbooonoo
goooobooooboooooooooobooobooboobbobbooboobbooonoo
gooogo

e JODUDOOODOODTIDODOUODLUOLDDOUDDLODOUOODLODUODOUODLODLOUDLODO
00000000ooooooooool1e000000000000000000O0000O0DOg
gooooboogobooooooooooobooobooboobbobbooboobboooboo
goooooboooboobbooboooooobogooooooobobobbbobbbbboobo
oono

e JDUODOUODDOUODOUUODDOUOOUDOLOODLOODUODLDODLDUODLOUUODRDbDOODO
goooobooooboooooooooobooobooboobbobbooboobbooonoo
gooooboogoboooobooooboboobbooboobbooooog

OO0oooPPPOODNOCOOODOODOOOODOOOOOOOODOODOODOOOOOOOODOOOOODO
000000000 A0 BOOUOOoOouUoooooooooooooogog

gbobogoo
gogn

ooooB
ooooooo

0000 AD0DO0DO0OoOoOooooooo

1. OO0OOoPPPOOCOOOOOODO
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ooooooo

SET BRI=0 MODE=TDM ACTIVATION=ALWAYS TDMSLOTS=1-2 .J

CREATE TDM GROUP=remote INT=bri0 SLOTS=1-2 .

CREATE PPP=0 OVER=TDM-remote .l

ENABLE IP .

ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 4

ADD IP INT=ppp0 IP=0.0.0.0 .J

ADD IP ROUTE=192.168.20.0 MASK=255.255.255.0 INT=pppO0 NEXT=0.0.0.0 J

2. STAROOOOOOOOOOOOO STAROODOOUOOOOooOoOooOooooooooD Aoooo
O000000O0OMODEOOODOOOOO MASTEROOOODOOOENCALGORITHM OO OO
0000000000000 000000oOo0ooUonO DESOOMM

CREATE STAR=0 MODE=MASTER ENCALGORITHM=DES .

3. PPPUOOOO0OUUOOO0O0O0O0UO0O0UO0O0O0O0O0OOSTARENTITYODDODDODODODODO STAROO
goooobooobbooboboooobog

SET PPP=0 ENCRYPTION=ON STARENTITY=0 .

4 000000000000 00O0D0OOOO0O00OD0OOO0000000O0000000O0000oOoOOg
gooooboooboboobooooboooobooobooboobbobboon

SET STAR=0 NETKEY RANDOM

5. 000000000000 0000000D0000000 BOODDODODOOoooOoooooooooo
goooobooobobooobooooooobboooboo

SHOW STAR=0 NETKEY

Manager > show star=0 netkey

fbj5mbap7wasgd

6. 00000000000 DOO0O0DDOO0OOOOOODOO0OOO0ODOODODOODODOOOOoOoOOn
00000000000 0ooooo0ooooooooooooooPPPOOODOOOOOOOOO
gooooboogo

SET STAR=0 MKT RANDOM

gooodgoboooobooobooooooobooobooboobbobbooboobbooonoo
O701000000000000

7. 000000000000 00O000O0000000000000000D0OO000OO0O0OoDOg
0000000000000 o0ooo0ooooo0oooooooooo PPPODOOOCODOO
goooooboooobooooooooooobooobooboob bbb booobo
gboooobogobooooboooboboon
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ooooooo

RESET PPP=0 J

§. 100000000000 O0OU00ODOU0NDODODOONDDODO0UD0OOO00OOoDOoOooooooooon

SHOW STAR MKTTRANSFER LOG

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 RECEIVED 16:22:27 08-Nov-
2001 8

9. 0U00O0OO0OUDOU0OOO0OUOUOO0OUOUOODOUDOUOODOOU0DOU0OOOUOOOOdMKT-
TRANSFEROOOUOOOOODUOOOOODODOOOOODOOOO0oOooooooo

ENABLE STAR MKTTRANSFER=41849368 .J

10. DO0O0O0O00O00 SHOW STAR MKTTRANSFER LOG O OOOO5MOOOO0OOO0OOOOOOO
State 0 0 SENDINGOOOOOOCOMPLETED OO OOOQOOOO

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 SENDING 16:22:27 08-Nov-
2001 48

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 COMPLETED 16:22:27 08-Nov-
2001 48

11. D00O0O00O0DOSHOWPPPOO OO PPPOO 740000000000000O00000O0ODOO
OO0LCPOECPONCPOOOOO IPCPOOOOO OPENEDOOOOOOOOOOO

Manager > show ppp=0
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ooooooo

Name Enabled ifIndex Over CP State
pPrPr0 YES 04 IPCP OPENED
ECP OPENED
acc-remote LCP OPENED

0000000ooo0oooooooooooooo 70100000000 000OOO0O
0000 BOODODODODOOODOOOOO

1. OO0OOoPPPOOCOOOOOODO

SET BRI=0 MODE=TDM ACTIVATION=ALWAYS TDMSLOTS=1-2 .J

CREATE TDM GROUP=remote INT=bri0 SLOTS=1-2 .

CREATE PPP=0 OVER=TDM-remote .l

ENABLE IP .

ADD IP INT=vlanl IP=192.168.20.1 MASK=255.255.255.0 4

ADD IP INT=ppp0 IP=0.0.0.0 .J

ADD IP ROUTE=192.168.10.0 MASK=255.255.255.0 INT=pppO0 NEXT=0.0.0.0 J

2. STAROOOOOODOOOOOOO STARODOOOOoOoOoooooooooouoooooBOOO
00000000000 o0o0oU00o0U0o0oDU0OMODEDDOODODOOODO SLAVEODOOOOoGOoOo
ENCALGORITHM OO OOOOOOOOOOOODO0OOO00D0O00O000oo0oo DESOOMm

CREATE STAR=0 MODE=SLAVE ENCALGORITHM=DES .

3. PPPUOOOOOU0U0OODO0O0O0O0UO0O0O0O0O0O0O0OOSTARENTITYODDODDODODODODO STAROO
goooobooobbooboboooobog

SET PPP=0 ENCRYPTION=ON STARENTITY=0 .
4 00000000 00OOOO0OODOOO0OODOO0OOOOODOOO

SET STAR=0 NETKEY VALUE=fbjb5m5ap7wasgd J
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Doobooboguood

goboogoogd

ogooooo
CREATEENCOKEY . . . . . . e e 18
DESTROY ENCOKEY . . . . . . o e e e 24
DISABLE ENCO COMPSTATISTICS . . . . . . . o e e e e e 26
DISABLEENCO DEBUGGING . . . . . . . e e e e 27
ENABLE ENCO COMPSTATISTICS . . . . . . . e e e e 29
ENABLE ENCO DEBUGGING . . . . . . . e e e 30
RESET ENCO COUNTERS . . . . . . . e e e e e e 33
SET ENCO DHPADDING . . . . . . .t e e e e e e 34
SET ENCO DHPRIORITY . . . . . . . o e e e e e e e 35
SETENCOKEY . . . . . . e e 36
SETENCOSW . . . e 37
SHOW ENCO . . . . . . e e 40
SHOW ENCO CHANNEL . . . . . . . e e 42
SHOW ENCO COUNTERS . . . . . . . e e e e 45
SHOW ENCOKEY . . . . . . e e e e 48

STARO OO
CREATESTAR. . . . . . o e e e 22
DESTROY STAR . . . . . . e e 25
DISABLE STAR DEBUGGING . . . . . . . . . e e e 28
ENABLESTARDEBUGGING . . . . . . . . e e 31
ENABLE STAR MKTTRANSFER . . . . . . . . . e 32
SETSTAR . . . . o o 38
SHOW STAR . . . . . e e 50
SHOW STARCOUNTERS . . . . . . . . e e 52
SHOW STARMKTTRANSFERLOG . . . . . . . . . e 54
SHOW STARNETKEY . . . . . . . e 56

ooooo CentreCOM AR550S 0000000000 29 |17

J613-M0710-03 Rev.K



CREATE ENCO KEY

CREATE ENCO KEY

00000000000 /000000

CREATE ENCO KEY=key-id TYPE={DES|3DESOUTER|AES128|AES192|AES256|GENERAL)|
RSA} [DESCRIPTION=string] [FILE=filename] [FORMAT={HEX|NIQ|SSH}]
[IPADDRESS=ipadd] [LENGTH=2..2048] [MODULE=module-id] [{RANDOM|

VALUE={enco-str|enco-5bit|enco-hex}]

key-id: 0 0 0 000 655350
string:I:II:II:II:IlI:IZSI:II:IDDDDDDDDDDDDDDDDDDDD
filename: 0000000000 keyO

ipadd: IP 0000

module-id: 0 00 0000000000000 0O0O2550

enco-str: J 00

enco-5bit: 5000 ASCIIDOOO000O0O0 adzO000O0 2090000000
enco-hex: 00000160 0000000xODOODOOOO

g

goooboooobogbooboooog
RSAOO0O0OO0OOOO0OOOOOOOOOOOOOOOOOOO0OOOOOOOOOOOOOOO
O0O0OO0OO0OO0ODODODUOOCREATECONHFIGOOOOOOOOOOOOOOU0O0OO00O0oooooooo
goooooooooooooooboobbob bbb booboobbobbooo
gopoooboogoooooboooboon

gogggo

KEY 0OO0OO

TYPE O00OO0O0OODESO560 00 DESOMmM3DESOUTERO 168 O U O 3DES O [1J AES1280 128 0 0 O
AESOMMAES1921192 0 00 AESO MAES2561 256 0 0 0 AESO 000000 00O ORANDOM
000000 VALUEOOOOOOOUOOORSAORSAODOOOOOOOOOOOOLENGTHO
O00 FILEOOUOUOOOOOOOFILEDOOOOOOOOOKEYODOOOODODOOOOoooooo
goooooooooboboboobbboboboogoodogob bbb bobo
O000O0KEYOUOOOOOOOOOOOOOOOOOoOoooOOooooooOoUO0ooooOOFILED
O0000 LENGTHOOOOOOOOOOOOOOoooooO RSAOO0DOOODOOOOOoOoO
O0ODO0OOGENERALODOOOODUOODOOODODODODOOOOOUOLENGTHDO VALUEOOOOOOO
GENERALOOOODODOOO0O0OO0ODOO0OO0 ISAKMP OO OOOOO pre-shared keyDO OO 00O
ooo

DESCRIPTION OCOO0OOO0OO0OOOOO

FILE RSAOOO0OO0O0OO0O000000O0keyDODO0OD00000 FORMATOODOODOOO0O00O0OO0O
OMKEYOOOOOOOOUOUOO RSAOODOOODOOOOOFLEODOOOOOOOOOOOOO
0000000000000 ooooooKEYODODOOoooooooogooogooog
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CREATE ENCO KEY

FILEOOOOODODOOOODOOOOODODO0O0O000O00oo0ooooogooooooooooog

FORMAT RSAOOO0O0O00O0OOOOOOUOUOUOOOCOOFILEOOOOOOOOOOOOOSSHO
Secure Shell IOSSHO O OO ODOODOODODODODOODOODODODMmMNIQUODODOODOODODODODOOO
O000RSAOUOOOUOOOUOUOOOOUOOHEXODOUOODODUOOODODODODOODOOODOOOOO
O0000000000o HEXO

IPADDRESS 0OOOOOOOIPOOOOOISAKMPO SSHOOOOOOO RSAOOODOOOOOO
gooodo

LENGTH 0000000 UOORSAOOOOUOOOOOOOOOOOORSAOOOOOOO 320000
000000000000 00000 2560204800 00000GENERALOOODOOOOOOO
gooooOoOoooOooooooooOo 20640000

MODULE 0000000000000

RANDOM 00000000 OO0OO0OO0OUOOOOOGENERALOOOOOLENGTHOOOOOOOOO
200000le0C000DO0OODOOODOOOO

VALUE 0O00OO0OO0OUOOOOODESO3DESOOOOOOSHOWENCOKEYOOOODODOOGOGOOS
000 ASCIIO 1000000000000 0ODOOOAESOODODODOOSHOW ENCOKEY O
OoooooooO0le00oOdOoOoOoOUOOOOOleO0ODOUOOODOOXODODOOOOODO
GENERALOOOOOOOOOOO 160000000070 000O00O0O000000O0ODDOOO
0000000000000 0000000SHOW ENCOKEYOOOooooooooo

g

s DESO0000000000000000O0O0O00 SHOWENCOKEYOOOOOOOOoooooo
000000000000 00ooO00UoooooASCIooog le0ooooonO

CREATE ENCO KEY=1 TYPE=DES RANDOM DESCRIPTION="My DES key"

s 00000000000 DESOO 160000000000000000 MOD0O0O8OOOODESO
S560000U0OoOoOooOoOonO

CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"
VALUE=0xBB09BAC150913E82

s 00000000000 DESOOO0OOOOS000 ASCIIDODOOOOooooon

CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"
VALUE=xmeb5vgkgse9iem

m3DESOO0000000000000

CREATE ENCO KEY=3 TYPE=3DESOUTER RANDOM DESCRIPTION="My 3DES key"

1920000 AESOO000O0000O00O0000

ooooo CentreCOMARS50S 0000000000 2.9
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CREATE ENCO KEY

CREATE ENCO KEY=4 TYPE=AES192 RANDOM DESCRIPTION="My 192-bit AES key"

sSSHOOOOOOOOUOOUOODOUODOODUOOoOoooooooooooooooooouooooooo
sshkeyOODOO0DDO0ODO000000000O0OO0D0OD0D0OD0000000O00O0O00000000 FORMAT
OSSHOOOOOO

CREATE ENCO KEY=100 TYPE=RSA FILE=ssh.key FORMAT=SSH

s RSAO0DO0OO0O00O0OO0O00O0O0O00O00OD 256020480000

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair"

mJ0J00RSAOO0O0O0O000O0SSHOOOODODOOOOOO mypublickeyOOOOO0O

CREATE ENCO KEY=3 TYPE=RSA FILE=mypublic.key FORMAT=SSH

s J00000000000000 hispubkeyOODOO04000000000000

CREATE ENCO KEY=4 TYPE=RSA FILE=hispub.key FORMAT=SSH DESCRIPTION="His
public key"

mle0000MDSODOOOOOOOOODOOODO

CREATE ENCO KEY=5 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 Hash key"

mle0000MDSOOOOOOOOODOOOOOO

CREATE ENCO KEY=5 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
Hash key"

m [SAKMPOOOO0O0OOpre-shared keyD DO O 00O

CREATE ENCO KEY=6 TYPE=GENERAL VALUE="fugafugafuga" DESCR="ISAKMP
pre-shared key"

googggg

gooobooobooboooboooboboooodooooobbobbobobbobboooouobubo
oono
goooooooooooooooboobboob bbb boooboobbobboon
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gooboooooooooooooboooooooooooooooooodd

googod

DESTROY ENCOKEYO240000O
SET ENCOKEYO36 0000
SHOW ENCOKEYO 480000

ooood CentreCOM AR550S 0000000000 2.9
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CREATE STAR

CREATE STAR

00000000000 /STAROOO

CREATE STAR=star-id MODE={MASTER|SLAVE|STANDBY} ENCALGORITHM={DES}

star-id: STARO O OO OO0 OO OO002550

g

g000000oUOoouUoUUo STAROUOODOoooooooooo
STAROOOOOOUOOOSTARODOOOOOOOOOOODOUOO0OoOODUooooooooooooooog
10000000000000000000 10000000000000000O00000Doooo0O0o0g
gooobobooobooooboooooooboobboobboo

googgg

STAR STAROOOOOOOOO

MODE STAROOOOOOOOOOOOOOSTARODOOOOOOOOOOOOOODOOOOOO
MASTEROOO0OOUOOO0OOOOUO0OO0OOUOO0O0OO0OO0O00O0OO0OU0U0oooooooooooogg
SLAVEOOOOUOO0O0O0O0000000000000o0ooo0oo0oooo0o0o0oSTANDBY OO
goooogbooobobouooboooooooboooboooboobbobboobogno

ENCALGORITHM 0000000000 O0000O0O0OOOOOOOOOOUOOOOOOOOOODOO
DESOOOO0O0O0OOOOOO

g
0000000000 STAROOODOOOOoooooooooo

CREATE STAR=0 MODE=MASTER ENCALGORITHM=DES

0000000000 STAROOOOOOOooODoooooo

CREATE STAR=0 MODE=SLAVE ENCALGORITHM=DES

gogggo

DESTROY STARO 250000

DISABLE STAR DEBUGGINGO 28 00 00O
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00 O

CentreCOMARS50S 0000000000 2.9 oooog
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SET STARO 380000

SHOW STARO 500000

SHOW STAR COUNTERSO 52 00 00

SHOW STAR MKTTRANSFER LOGO 54 000 O
SHOW STAR NETKEYO 56 0 0 OO
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DESTROY ENCO KEY

DESTROY ENCO KEY

00o0ooo0ooooo /00o0oo

DESTROY ENCO KEY=key-id

key-id: O 0 O 000 655350

g

ooooooooood
cobooodobooooooooboooooooooooooooooooooooooooooooon

googod

KEY 00O

googod

CREATE ENCOKEYO 180000
SET ENCOKEYO36 0000
SHOW ENCOKEYO 480000
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DESTROY STAR

DESTROY STAR

00000000000 /STAROOO

DESTROY STAR=star-id |[ NETKEY|MKT ]

star-id: STARO O OO OO0 OO OO002550

g

STAROOOOOUOUOOO00O0DO0DOO0DO0OoOoOoSTARODODOODOOOOOoOoooooooooooooo
goooooogoobood

gogggo

STAR STAROOOOOOOOO

NETKEY 000000000000 000000000000000000000000000000
gooooobooooboooooboo

MKT 0000000000000 0000000000000000000O0D00000000000
gobooobogbobooobooooboobboobooo

gogggo

CREATE STARO 220000

DISABLE STAR DEBUGGINGO 28 00 00O
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00 O
SETSTARO38 0000

SHOW STARO 500000

SHOW STAR MKTTRANSFER LOGO 54 00 00O
SHOW STARNETKEYO 56 0 0 00O
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DISABLE ENCO COMPSTATISTICS

DISABLE ENCO COMPSTATISTICS

00o0ooo0ooooo /00o0oo

DISABLE ENCO COMPSTATISTICS

g

poooodooooooooooboobooooooooooooooooon

googod

ENABLE ENCO COMPSTATISTICSO 2900 0 O
SHOW ENCOO400000
SHOW ENCO CHANNELO 42 0000
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DISABLE ENCO DEBUGGING

DISABLE ENCO DEBUGGING

00o0ooo0ooooo /00o0oo

DISABLE ENCO DEBUGGING={PACKET}

g

OO0O0OENCOOOODOODOOOOO0oOOooooooooooon
googog

DEBUGGING 0O0O000O0O0O0O0OOO0O0O0O0O0O0OO0O0O0O0O00000000000000 PACKET
OENCOOUOOOOOOODOOoooooooooom

googod

ENABLE ENCO DEBUGGINGO 300000
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DISABLE STAR DEBUGGING

DISABLE STAR DEBUGGING

ooooooooooog /STAROOO

DISABLE STAR DEBUGGING

g

STAROOOOOOOOOO0OO0oOo0oOoooooooooooo

googod

ENABLE STAR DEBUGGINGO 310000
SHOW STARO 500000
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ENABLE ENCO COMPSTATISTICS

ENABLE ENCO COMPSTATISTICS

00o0ooo0ooooo /00o0oo

ENABLE ENCO COMPSTATISTICS

g

poooodooooooooooboobooooooooooooooooon
000000 SHOWENCOCHANNELOOOOOODOOOOODOOO

googod

DISABLE ENCO COMPSTATISTICSO 26 0 0O O O
SHOW ENCOO400000
SHOW ENCO CHANNELO 42 0000
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ENABLE ENCO DEBUGGING

ENABLE ENCO DEBUGGING

00000000000 /000000

ENABLE ENCO DEBUGGING={PACKET}

0o

OODOENCOOOODOOODOODOOOODOOOOUODUOOD
goooooboooboboooboooboobboboboooboog

goooon

DEBUGGING 0000000000000 0000000O0O0O0 PACKETOOOOOOOENCOUO
goboooboobobooobooobobooobooobooboo

gooooon

goooooooooooooooboobboob bbb booboobbobbooo
gooooboooboooobooooboooboo

goooon

DISABLE ENCO DEBUGGINGO 27 0000
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ENABLE STAR DEBUGGING

ENABLE STAR DEBUGGING

00000000000 /STAROOO

ENABLE STAR DEBUGGING

g

STAROUOOOOOO0O0O00O0O0ooooooooooooooon

00000000000 0000000000000/00000000000000000000000

gooo

goodgoooon

Manager

Manager

Manager

Manager

Manager

Manager

enable star debugging

DEBUG - starEncode

DEBUG - starDecode

DEBUG - starEncode

DEBUG - starDecode

DEBUG - starEncode

googggg

goooooooooooooooboobboob bbb booboobbobbooo
gboooooboooboooobooooboooboo

gogggo

DISABLE STAR DEBUGGINGO 28 00 00O

SHOW STARO 500000

googo

CentreCOMARS50S 0000000000 2.9
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ENABLE STAR MKTTRANSFER

ENABLE STAR MKTTRANSFER

00000000000 /STAROOO

ENABLE STAR MKTTRANSFER=sernum

sernum: 100 00001015000000

g

goooooooooooooooboobboob bbb booboobbobbooo
gopooooooboooooooboooboboobboo
00000 SHOW STAR MKTTRANSFER LOG O OO0 O0O OO0 OO State O [

gogggo

MKTTRANSFER 00000000000 0O0O0O0O0OOOOSHOW STARMKTTRANSFER LOG O
0000000000000 000000O000o0o0o0ooo0O SHOWSYSTEMOOOOOOO
oooo

g
s 0000000000000 000000000000 123456780 000000

ENABLE STAR MKTTRANSFER=12345678

gogggo

SHOW STAR MKTTRANSFER LOGO 54 00 00O
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RESET ENCO COUNTERS

RESET ENCO COUNTERS

00000000000 /000000

RESET ENCO COUNTERS={DES|DH|HMAC|JOBPROCESSING|RSA|USER|UTIL}

0o

O0ODO0DENCOOOOOOOOOOOOOOOOooooooooo
goooon

COUNTERS 00000000 USEROUTILOJOBPROCCESSINGOOOOOOOOOENCOOOOO
000000000000 0DESO DHOHMACORSAODODOOOOOOOOoOoOOOoOooo

goooon

SHOW ENCO COUNTERSO 450000
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SET ENCO DHPADDING

SET ENCO DHPADDING

00000000000 /000000

SET ENCO DHPADDING={ON|OFF}

0o

Diffie Hellman 00 0000000000000 O0000OO0OOOOO
goooon

DHPADDING 00000O00ONOOUOOOOOOOOOOOOOOO IPsecOO000O0OO0OO0OOFFO
000000000000 0000 ARODOOOOOOO0O0O00O0 IPsec 000000 PEFSOO
O000oooONUOODOOooooooooAROOOOOOOOOOOOOOOOOOOOOOO
0000000000000 U0000 ARODODOOOUOOoUOooooooooooono OFFOO0O
O000oooOoo ONO

goooon

CREATE IPSEC POLICY[M IPsecC 0 410000
SET IPSEC POLICY[I IPsecO O 820000
SHOW ENCOD 400000

34 | CentreCOM ARS50S 0000000000 2.9 oooog
J613-M0710-03 Rev.K



SET ENCO DHPRIORITY

SET ENCO DHPRIORITY

00000000000 /000000

SET ENCO DHPRIORITY={HIGHMEDIUM|LOW}

0o

Diffie Hellman 00 0000000000000 00000OO00O0OOOO0OOOOO
00000 CPUOOOOOOOOOOOOIPsec000O0OO0OO0OO0OO0OO0OOOOODODOOOOOOOOOO
gooooobooobooobooooboooboo

goooon

DHPRIORITY 0OOO0O0O0OO0O0O0OO0OHIGHDOOMMEDIUMOO MmLoOwooooooooooooo
000 HIGHO

goooon

SHOW ENCOD 400000
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SET ENCO KEY

SET ENCO KEY

00000000000 /000000

SET ENCO KEY=key-id [DESCRIPTION=string] [IPADDRESS=ipadd]
[MODULE=module-id]

key-id: O 0 0O 000 655350

string: 1 00010250000000000000000000000
ipadd: IP 0000

module-id: 0 0000000000000 0O0OO0DO?2550

[N

ooooooolPO0O0O0O0O0OOOOODOOOOOOOOO
goooon

KEY 0OO0OO

DESCRIPTION 0OO0OO

IPADDRESS 0OOOOOOOIPOOOOOISAKMPO SSHOOOOOOO RSAOOOOOOOOO
ooooog

MODULE 0000000000000

goooon

CREATE ENCO KEYD 18 OO OO
DESTROY ENCOKEYO 240000
SHOW ENCO KEYO 4800 OO
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SET ENCO SW

SET ENCO SW

00000000000 /000000

SET ENCO SW [PREDCHANNELS=0..4] [STACCHANNELS=0..4]

0o

gopooboboooboogboboooboooooooboo
goooon

PREDCHANNELS Predictor00000000000100000000 128KBOOOO0O0O0OOOO
gooooooooooooo4MBOOODOOODOOOOOOOO 200000000

STACCHANNELS STACLZSOUOOOOOOOOOO100000000 13KBOOOOOOooooo
gooooobood

g
s STACLZSOOOOOOOOOOOOOOOO 20000000000

SET ENCO SW STACCHANNELS=2

gooooon

gooooobooooooobooooboobbobboobooboboobDbooobboobbon

goooon

SHOW ENCOD 400000
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SET STAR

SET STAR

00000000000 /STAROOO

SET STAR=star-id {MODE={MASTER|SLAVE|STANDBY} NETKEY {RANDOM|
VALUE=string}|MKT RANDOM}

star-id: STARO O OO OO0 OO0 0002550
String:l]l]l]l]ll]14|:||:||:||:||:||:||:| alzOOO2090000000001000DODO

0

STAROUOOUOUOOOO0OOOOOO0O0OO00OO0O0O0OOoOoOo0oOo0ooooOU0OoUUOooOooODoOoOoDOOOOO
gogggo

STAR STAROOOOOOOOO

MODE STAROOOOOOOOOOOOOOSTARODOOOOOOOOOOOOOODOOOOOO
MASTEROOO0OOUOOO0OOOOUO0OO0OOUOO0O0OO0OO0O00O0OO0OU0U0oooooooooooogg
SLAVEOOOOUOO0O0O0O0000000000000o0ooo0oo0oooo0o0o0oSTANDBY OO
goooobooobobouoooboooooooboooboooboobbobbooboobo

NETKEY OOO0OO0OOOOOOOOOOOOOOOOOOOoOooOoon

RANDOM 0000000000 OOOOOOOOO

VALUE OO0OO0OO0OOOOOOOOOOO

MKT 0000000000 16000 DESOO0O0O0OO0O0OO0O00OO0O0OOOODO STARODOOOOOO
gooooboogboboooboooboobbooboooboo

u
0000000000 STARODOOOOOODOoOODOOooOOoOoooooooooog

SET STAR=0 NETKEY RANDOM

s JO0o0ogoooooooobodbboooboobbobbob0boobLDboobLDboLobOoobL Lo
OSHOW STAR=0NETKEYO 000000 0O0O0O00oooooooo

SET STAR=0 NETKEY VALUE=fbjbmbap7wasgd

] J000go0ooooooooogbooobooooo

SET STAR=0 MKT RANDOM
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gogggo

CREATE STARO 220000

DESTROY STARO 250000

DISABLE STAR DEBUGGINGO 28 00 00O
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O
SHOW STARO 500000

SHOW STAR COUNTERSO 520000

SHOW STAR MKTTRANSFER LOGO 54 00 00O
SHOW STARNETKEYO 56 0 0 00O

googo

SET STAR
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SHOW ENCO

SHOW ENCO

00000000000 /000000

SHOW ENCO

O0ODO0DENCOOOOOO0ODOOOOOoOooooooo

goodgoooon

Manager > show enco

ENCO Module Configuration:

Hardware ... ...ttt it ii e PRESENT
Lowest valid channel ................... 1
Highest valid channel .................. 2047
Compression Statistics ................. DISABLED
Diffie Hellman Priority ................ HIGH
Diffie Hellman Padding ................. ON

SW Processes available

SSL - Secure Socket Layer

HW Processes available

DES - DES Encryption
3DES - Triple DES Encryption
AES - AES Encryption
RSA - RSA Encryption
DH - Diffie Hellman

HMAC - Message Digest
IPSEC - IP Security

Hardware ooooooooooo

Lowest valid channel gbooooooboboboboooooooobooboooboo

Highest valid channel gbooooooboboboboboobooooooooboooboobo

Compression Statistics 000o0000O0oo0o0oo0ooooooooo

Diffie Hellman Priority = Diffie Hellman 000D 000000000000 O0HIGHOMEDIUMO
Lowooooo

Diffie Hellman Padding  Diffie Hellman 000000000000 0000000000O00OO

SW Processes available oo0oo0oooOoooooooooo

HW Processes available 0000000000000 000OO
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googod

SET ENCO DHPADDINGO 34 0000
SET ENCO DHPRIORITYO 350000
SHOW ENCO CHANNELO 42 0000
SHOW ENCO COUNTERSO 450000

goooo

0 1:

CentreCOM AR550S 0000000000 2.9
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SHOW ENCO CHANNEL

SHOW ENCO CHANNEL

00000000000 /000000

SHOW ENCO CHANNEL [=channel] [COUNTERS]

channel: 00 000000001270

g

OODODENCOOOOOO0ODOOOOOoooooooooo

gogggo

CHANNEL ENCOOOOOOOOOOOOOOOOOO0OOOOOO0OOOOOOOOOOOOOOOn
goooobooobboobobooobobooooooobooo

COUNTERS 000000000000 0OOOO0OOOOU0OOO0OOOOOOOOOOOOOOOOO
oono

goodgoooon

SecOff > show enco channel

Channel State User UserID MDL pktOverhead Process
UP IPSEC 00010000 1800 100 DES
UP IPSEC 00020000 1800 100 HMAC
UP IPSEC 00000001 1800 100 HMAC

SecOff > show enco channel=1

Channel ......... ... 1

7€ ENCODE/DECODE
State ... .. i e Uup

USer ittt e e IPSEC

User ID .ttt ittt ittt i i i ee 00010000
Maximum Data Length ............ 1800

Packet Overhead ................ 100

Process ...... . i i, DES

Process Configuration:

Des TYypP€..ovuuun.. DES - 56 bit
Channel Type...... ENCODE /DECODE
History Mode...... off
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SecOff > show enco channel=1 counters

Channel Counters:

UP events ...t 1 DOWN events .........cciuiuiununen.. 0
start config ......... .. ... ... ... 1 attach good ........ ... ... ... .... 1
encode NULL packets ............. 0 decode NULL packets ............. 0
enc bad priorities .............. 0 dec bad priorities .............. 0
encode bad length ............... 0 decode bad length ............... 0
encode actions sent .......... 1258 decode actions sent .......... 1283
good encodes ... 1258 good decodes ... 1283
bad encodes ......... .. .. 0 bad decodes ....... ... .. L, 0
reset E actions sent ............ 0 reset D actions sent ............ 0
good encode resets .............. 0 good decode resets .............. 0
bad encode codes ............ .. .. 0 bad decode resets ............... 0
discarded enc jobs .............. 0 discarded dec jobs .............. 0

....... Specified

SHOW ENCO CHANNEL

Channel ooooooo
State O0000O0ooouPd DOWNO
User O00000000000ooo0o0o0o00oSSHOISAKMPO IPSECO
UserID bbb oboobbobobobobooboooooooog
MDL 000oooooooooooooo0oooo0ooooodooodMaximum
Data LengthO
pkﬂ)verhead, gooooooooobooooooooooobbboboboooooooa
good pktOVerheadDDDDDDDDDDDDDDDDD
Process O00000000000o00ooo0duooRSADDHODESO HMACO
0200000000000
Channel ooooooo
Type 0000000 00ENCODE/DECODED ENCODE ONLYO DECODE
ONLYO
State DO0OdoodoooUPo DOWNO
User D00do00o000oo0ooooOooodSSHOISAKMPO IPSECO
UserID Jododooobooboobooboboboobbooooooooooog

Maximum Data Length 0O000O0000000000000000000O0O0O0OO

Packet Overhead

googo

goooooobbobooooooboobobobooooboooboo
000000 Packet Overhead 000 OD00D0O0O0O0DOODOODOO

CentreCOMARS50S 0000000000 2.9
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SHOW ENCO CHANNEL

Process 0000000000000 000O0Uo0U0ooRSAODDHODESOHMACO

Process Configuration ogoo0ooooo0oooooooooooooooooooon

Check Type gobooooooobooogoo

Des Type ODESOOODESOO000OD M DES - 56 bittD 3DES - 168 bit - outer
cBCooooon

Channel Type ODESOO0O000000ODOOENCODE/DECODEIDENCODE ONLYO
DECODE ONLYO OO OO

History Mode ODESOOODESOOOO0O0OOOOOOOOO

IV Type 0 DES O O 0OIVJ Initialisation VectorOO O O O ZeroORandomOSpecified
goooo

RSA mode ORSAODOORSAOOOOOOOPUBLICO PRIVATE

Mode 0 DH 0 O O Diffie Hellman O 0 O O O Phase 1 O Phase 2

Group Type ODHOOOOakleyOOODOOOOODOOOO MODPOOOOODO

Group Oakley O 0 0 0 0512-bit MODPO O 0 0O O 0 768-bit MODPO OO O
0 10 1024-bit MODPO OO DO 2000000

Algorithm OHMACOOOHMACOOOOOOOMDS O SHA

Key Length OHMACOOOHMACOO

030000000000

gogggo

SHOW ENCOD 400000
SHOW ENCO COUNTERSO 450000
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SHOW ENCO COUNTERS

SHOW ENCO COUNTERS

00000000000 /000000

SHOW ENCO COUNTERS={AES|DES|DHHARDWARE|HMAC|JOBPROCESSING |RSA|USER|
UTIL}

0

OODO0DENCOOOOOO0OOOOOOoOoOOoooooooon

googgg

COUNTERS 0000000000000 OOOOUSERDENCOOOOODODODOOOOOOOoooOO
OMUTIIODOO0000000000 MHARDWARE] OO OOOO0OO OO mMJOBPROCESSING

O0OENCOOOUOO0O000O000O0DO0O0OOAESODESODHN Diffie HellmanMHMACORSA
goboooboogoboooobooooboo

goodgoooon

SecOff > show enco counters=des

ENCO Process DES/3DES Counters:

configGood ......... ... ... ..., 6 configBad ......... ... 0
configNoResource ...........o..... 0 configNotSSH ... ... 0
badBuffer .......... . ... ..., 0 badAlign . ...... .t e 0
badLength ......... ..., 0 Nohistory ...t i i i e 0
desJobs . ... .. i e 2710 3Des2KeyJobs ... e 0
3DesInnerJobs . ...t 0 d3DesOuterJobs .......... ... 0
noHistdobs ................... 2710 desMacdobs . ...t 0
badDesType . ... ... 0 baddobType . ... ... 0
unknowndob ....... .. oL, 0 [T ol 0
reset . e e e 0 confNotDes . .....iiiiiiinnnn. 0
commWaitTimeOut ................. 0 dataInnWaitTimeOut .............. 0
dataOutWaitTimeOut .............. 0

goodDecrypt ... 1368 goodEncrypt ... ..o, 1342
badDecrypt . ... ... i e 0 badEncrypt ..... ... i e e 0

SecOff > show enco counters=dh

ENCO Process Diffie Hellman Counters:

goodPhasel ........ .. iiiiinnnnn 1 badPhasel ......... .. ... 0

goodPhase2 .. .. ..ttt 1 badPhase2 ......... ... ... 0

badGroupTypPe .. v vttt it i e 0 badGroup . ..... .. e 0
ogoooo CentreCOM ARS50S 00O 00O0O0OOO0O 2.9
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SHOW ENCO COUNTERS

badGroupParameters ..............

NnoResources .........iiiiien.n..
SecOff > show enco counters=hmac

ENCO Process HMAC Counters:

goodConfigure ..........ouiuuuun..
badAlgorithm ....................
badKeyLength ....................
badDataLength ...................

ENCO Queues

Immediate Input queue
Priority Input queue (high)
Priority Input queue
Priority Input queue
Priority Input queue
Priority Input queue

Priority

0
1
2
3
Priority 4 Input queue
5
6 Input queue
7

Priority Input queue
Priority 8 Input queue (low)

Output queue

SecOff > show enco counters=rsa

ENCO Process RSA Counters:
goodPublicEncrypt .......un.. ..
goodPrivateDecrypt ..............
goodPrivateEncrypt ..............
goodPublicDecrypt ... ..
goodGenerateKey ........ouiiiune.n..
badDataLength ...................

SecOff > show enco counters=user
ENCO User Interface Counters:

startConfig ......... ... ...
attachGood ......................

attachNoConfig ..................

46 | CentreCOM ARS50S 000 O0OO0OOOO 2.9
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goodHashMD5 .............0.... 2877
goodHashSHA .........cuueuuun.. 2877

Input queue length limit .........
Lowest input priority queue ......

Highest input priority queue .....

SecOff > show enco counters=jobprocessing

badDatalLength ................... 0
badHashMD5 ............. .. ... ... 0
badHashSHA .......... ... ... 0
badConfigure .................... 0
NORESOUTCES '+ vttt ittt ettt eeeee e 0
unknowndob .......... ... 0
Queued Discarded Processed

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 9
0 0 8715
0 0 0
0 0 0
0 0 0
0 0 8724

250

5

0
badPublicEncrypt ................ 0
badPrivateDecrypt ............... 0
badPrivateEncrypt ............... 0
badPublicDecrypt ................ 0
badGenerateKey ..........c.... 0
badKey . ... i e 0
startReconfig ......... ... 0
attachFail ............ .. . ... ... 0
attachBadUserType .......cuoeunu... 0

ooooo




SHOW ENCO COUNTERS

attachedInvalidChan ............. attachedUnusedChan .............. 0
attachProcNotAvail ..............
reconfigInvalidChan ............. reconfigUnusedChan .............. 0
reconfigNoConfig ................
detachInvalidChannel ............ detachUnusedChannel ............. 0
detachedInvalidChan ............. detachedUnusedChan .............. 0
detachGood ........... .. .. .......
decodeInvalidChannel ............ decodeUnusedChannel ............. 0
encodeInvalidChannel ............ encodeUnusedChannel ............. 0
codedInvalidChannel ............. codedUnusedChannel .............. 0
resetInvalidChannel ............. resetUnusedChannel .............. 0
resetDoneInvalidChan ............ resetDoneUnusedChan ............. 0
configBadMode ...........iiin.. configBadUserType ........uuuuu.. 0
configBadPktLength .............. configBadEncrType ........uuuuun. 0
configBadCompTypPe « v vvv v v vnnnn. configBadHistoryMode ............ 0
configBadCheckType ..............
discardInvalidChan .............. discardUnusedChannel ............ 0
SecOff > show enco counters=util
ENCO Utility Counters:
codeNullPacket .................. codeBadPacketPriorit ............ 0
codeBadPacketLength ............. codeBadConfig ..........i... 0
actionSentEncode ................ actionSentDecode ................ 0
configureGood .......... ... configureFail ................... 0
encodeGood . ...t e e decodeGood ...ttt i e 3
encodeBad . ... e decodeBad . .....iii i 0
ogoooo CentreCOM ARS50S 00O 00O0O0OOO0O 2.9
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SHOW ENCO KEY

SHOW ENCO KEY

00000000000 /000000

SHOW ENCO KEY[=key-id]

key-id: O 0 O 000 655350

g

goooooogog
gogggo

KEY 000000000000 000000000000000000000000000000000
0000000000000 0000000000ENCOOODOOOODOOOoooooooooon
goog

goodgoooon

SecOff > show enco key

ID Type Length Digest Description Mod IP
GENERAL 8 2DEB32E2 - - -
RSA-PRIVATE 1024 B18DFD5D My host_key - -

3 RSA-PRIVATE 768 E61EQOF25 My server_key - -

SecOff > show enco key=2

1024

0x010001
0x961c0dc80c8728b6ed8faz2362bbac0b59ba569e28112bedc3e260bb359e0b651
2bdd539a5572529f6aa190984fabcdb3£19d6b9068e88£f86adlee810ed499555
223025288091ebbe959596542235a5446a99600d969d9%9a3e9%ec777£f726a0d4ae
8bf542d7£38ae249c898c5471cb59addc66£79294494d39821828d9%9e2d647£d9

IP Address:

ID oo
Type 0000 0DESO3DESOUTERO AES1280 AES19200 AES25600 RSA-PRIVATED
RSA-PUBLICO GENERAL 0 0O O
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SHOW ENCO KEY

Length O00D0O0ORSAOOOOOOOOOOOOOOOO
Digest gbooooboobooboboobo
Description 00 000CREATE ENCO KEY OO OO0O DESCRIPTIONOCOOOOOD
Mod gbooooooooobogoogo
P gooooooooIpogod
0 4
gooobog

CREATE ENCO KEYD 18 OO OO
DESTROY ENCOKEYO 240000
SETENCOKEYO 36O OO0

ooooo CentreCOM ARS50S OO OOOO0OOO0O 2.9 49
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SHOW STAR

SHOW STAR

00000000000 /STAROOO

SHOW STAR|[=star-id]

star-id: STARO O OO OO0 OO OO002550

g

STAROOOOOOOOoOOooOOoooooooo
gogggo

STAR STAROUOOOOOOOOOOOOOOOOOOOOOO0OOOOO0OOOOOOOOOOOOODOO
gobooobooobooobooooboobbooboon

goodgoooon

Manager > show star

Star Entities

Manager > show star=0

Star ID ..ottt it e e 0
Star Mode ........oiiiiiiiiiiiin. MASTER
Key Transfer Encryption Algorithm. DES - 56 bit
Netkey Valid ........ ... TRUE
Master Key Table Valid ........... TRUE
Netkey Digest ......iii ... 071e435b
Master Key Table Digest .......... 5214c3e0
Transfer State ................... INITIAL
Star ID STAROOOOOOOOO
Star Mode STAROOOOOOOOOODOOOSLAVED STANDBYO

MASTEROOOOO

Key Transfer Encryption Algorithm 000000000000 O0O00ODO0OOO0OODES-
56 bit[BDES - 112 bit - outer CBCIBDES - 168 bit - inner
cCBCoooono
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SHOW STAR

Netkey Valid

googooooooooood

Master Key Table Valid

goooobooooboogoooooog

Netkey Digest

oooooooooMDSOOOOOO

Master Key Table Digest

goooooooooo MDSOOOOOO

Transfer State

0000000000000 00O0ooOINITIALD EN-
ABLEDUO DISABLEDO UNKNOWN O O OO0

googgg

CREATE STARO 220000
DESTROY STARO 250000

0 5:

DISABLE STAR DEBUGGINGO 28 00 00O
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O

SETSTARO38 0000

SHOW STAR COUNTERSO 520000

SHOW STAR MKTTRANSFER LOGO 54 00 00O

SHOW STARNETKEYO 56 00 00O

googo
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SHOW STAR COUNTERS

SHOW STAR COUNTERS

00000000000 /STAROOO

SHOW STAR[=star-id] COUNTERS

star-id: STARO O OO OO0 OO OO002550

g

STAROOOOOOOODOOOOooooooooooo

gogggo

STAR STAROOOOOOOOO

goodgoooon

Manager > show star counters

General Star Counters

attachNoConfig
detachInvalidChannel
setCompInvalidChannel
resetInvalidChannel
resetENoStar
encodeInvalidChannel
encodeUnusedChannel

encokEventUnusedChannel

getMKTUnusedChannel
getMKTGood
setMKTUnusedChannel
setMKTGood

getSKUnusedChannel
setSKUnusedChannel
getInfoUnusedChannel

transferTimeoutChanUnused
transferRequestChanUnused
transferEnableChanUnused
transEndNotifyChanUnused
sessTimeoutUnusedChannel

createStar

destroyNetKey

52 | CentreCOM ARS50S 000000 OOOO 2.9
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O O O O O o o o

o O O o

o O

[ee)

o B O O O O O

attachBadId
detachUnusedChannel
setCompUnusedChannel
resetUnusedChannel
resetDNoStar
decodeInvalidChannel
decodeUnusedChannel

encoEventStarUnused

getMKTInvalidChannel
getMKTNoStar
setMKTInvalidChannel
setMKTNoStar

getSKNoStar
setSKNoStar
getInfoNoStar

transferTimeoutNoStar
transferRequestNoStar
transferEnableNoStar
transferEndNotifyNoStar
sessTimeoutNoStar
destroyStar

destroyMKT

O O O O O o o o

o O O O

o O

(@)

o O O O B O O

goood




SHOW STAR COUNTERS

setStarMode 0 setStarEncAlgorithm
setStarNetKey 1 setStarMKTRandom
Manager > show star=0 counters
encrConfGood 3  compConfGood 0
confGood 3 compConfGoodDetachE 0
encrConfFail 0 compConfFail 0
confFail 0 compConfFailDetachE 0
encrDetached 2 compDetached 0
detached 2 detachedConfFail 0
encodeGood 210 encodeFailed 0
decodeGood 210 decodeFailed 0
encodeDiscarded 0 decodeDiscarded 0
resetGetSKAlreadyCurr 0 resetSetSKAlreadyCurr 0
resetDNoSessionKey 0 resetDBadMKTIndex 0
resetCompHist 0
getMKTAlreadyCurrent 0 getMKTStarInvalid 0
getMKTEncodeFailed 0 getMKTGood 4
setMKTNULLBuffer 0 setMKTAlreadyCurrent 0
setMKTNoStar 0 setMKTDecodeFailed 0
setMKTGood 0
getSKAlreadyCurrent 0 getSKMKTInvalid 0
getSKEncodeFailed 0 getSKResetFailed 0
getSKGood 66
setSKNULLBuffer 0 setSKAlreadyCurrent 0
setSKDecodeFailed 0 setSKMKTInvalid 0
setSKResetFailed 0 setSKGood 4
ooodoon

CREATE STARO 220000

DESTROY STARO 250000

DISABLE STAR DEBUGGINGO 28 00 00O
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O
SETSTARO38 0000

SHOW STARO 500000

SHOW STAR MKTTRANSFER LOGO 54 00 00O
SHOW STARNETKEYO 56 00 00O

googo
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SHOW STAR MKTTRANSFER LOG

SHOW STAR MKTTRANSFER LOG
00000000000 /STAROOO

SHOW STAR MKTTRANSFER LOG

gooooooooooooooobooboboobbooboono

goodgoooon

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 COMPLETED 16:22:27 08-Nov-2001 48
Serial Number oodoooboooobooooogooboooobooooon
StarID STAROOOOOOOOO
User oodoooboooboboooooooooobooo
UserlD 00o00o0ooooooooooooooooa ID
State 000000000000 000000RECEIVEDD 0000000 OITBADKEYO
SENDINGO 0O O O M FAILEDO COMPLETEDO O OO0OoOOoogdno
Time godooooooooooo
Date godooooooooooo
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SHOW STAR MKTTRANSFER LOG

Requests pgooooooooooooo

0 6:

gogggo

CREATE STARO 220000

DESTROY STARO 250000

DISABLE STAR DEBUGGINGO 28 00 00O
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O
SETSTARO38 0000

SHOW STARO 500 00O

SHOW STAR COUNTERSO 520000
SHOW STARNETKEYO 56 00 00O

googo
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SHOW STAR NETKEY

SHOW STAR NETKEY

00000000000 /STAROOO

SHOW STAR=star-id NETKEY

star-id: STARO O OO OO0 OO OO002550

g

0000 STAROOOOOOOOOOOO0OOOoOO ASCllDoooooooooogoooooooo
goooo

gogggo

STAR STAROOOOOOOOO

goodgoooon

Manager > show star=0 netkey

fbj5mbap7wasgd

googgg

CREATE STARO 220000

DESTROY STARO 250000

DISABLE STAR DEBUGGINGO 28 00 00O
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O
SETSTARO38 0000

SHOW STARO 500000

SHOW STAR COUNTERSO 520000

SHOW STAR MKTTRANSFER LOGO 54 00 00O
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