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RUICBTEHLEETN Allied Telesis
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CDEF. CentreCOM AR560S Z BBV HITWICIZE, BICHYDEDTTV&E LI,
COYU—=R/ =k EkEEE (613-001301 Rev.A) &IV ERFUT7LYR (613-
001314 Rev.F) O#RY, THEADHICIEBRVICICELOVIRRRBE. BBRICRFDIE
BEHNSLITBHELDTY,

BNICIDYY—R/ — b L<BRAIBY, ARREELTHEBLLESO,

I77—LDI7/\—Yary 29.2-11

2  FKIN—VavTEMENIEEE
Jr—LAHIPN-Y3 29209 H529.2-11 \DNA—Y3VPvITEOT, UTD
e EngE L,
2.1 Telnet v ¥ a vHOHIH

ANV RUT7UYR] / ER - 8El / [9—ZFIY—EZR]

SET TELNET 3% R MAXSESSIONS /85 A —&—(Ck Y. Telnet @EBHL Y 3>
BOBIENTEICBY & L,
B - NSX—5—:
SET TELNET [MAXSESSIONS={1-32}
MAXSESSIONS: @B aI4e7% Telnet v 3>, T TRELIED Y Y3 VHIC
BBE, RICEASETB LYY IVDIRESND, £, BETHRICEISNTOS Y
V3 VBIUTOBIFBRETERO. 74U 32,

3  AN—Y3UTHEREBSINIHEE

77— AhDTPN—-Y3>29.2-09H529.2-11 \ON—=I3>VFPvIZHOT, LITD
BN HRERSNE LI,

3.1 OIXvE—I51TOEHNEE
ERTravvrRUZ7LVR] / [ER - &= / TOY]

DNSBIEDOT Xy £—IRA TOBFEH, IPDNS H5 DNS [CEEICBY & LT
AREBICELZO, MBION—Y3VOFRETUTOIYY RO MODULE NS X—4&—
[CIPDNS ZIEELTLBHBEIE. DNSAEFEL T IZE 0,

O  DEION—=Y3>TORE (EEAD
ADD LOG OUTPUT [(MODULE=IPDNS)
SET LOG QUTPUT FILTER (MODULE=IPDNS]
SHOW LOG [MODULE=IPDNS]
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O HEN-Y3VTORE (BEH)
ADD LOG OUTPUT (MODULE=DNS]
SET LOG OUTPUT FILTER (MODULE=DNS]
SHOW LOG [MODULE=DNS]

3.2 SHOW IP DNS / SHOW IP DNS CACHE JY Y ROKTESE
EH avvRUI77LUV2R] / TIPvB] / [&EIfER]

FZHEIVY FORREEN —BERICRY K LTI,

O SHOW IPDNS Ov%Y¥ K

Manager > show ip dns

DNS Server Configuration

Domain Int/Status Server Addr Preference Requests
Primary (v4) Primary (v6)
Secondary (v4) Secondary (v6)
ANY* ppp0/Up Prefer IPV4 3
200.100.10.1 Not set
200.100.10.2 Not set
Cache:
Maximum entries ................... 30
Current entries ................... 2 (592 bytes)
Timeout (minutes) ................. 10
Cache hits .....................u.. 1
Global configuration:
IP RR Type query preference ....... IPv4d

MUFEEE BI0SNICIBETY,

Primary (v4)

T4 Y—DNS H—N—=P LR, RFEDHE(E0.0.0.0 EFRS
NBo P—N—PRLURZBHICREFELTOSE S ZS51 V82—
TI—APEOVICET FURGERBEREES S

Secondary (v4)

EHYRY—=DNS H—N—=P FL R, RFEDHEF 0.0.0.0 EFRRES
ns

Primary (v6)

RYR—

Secondary (v6)

RYR—

Server Addr
Preference

KU R— (Prefer IPV4 DHFER)

Global
configuration
tovay

DNS O&#FRENRREND

IP RR Type
query
preference

KU R— b (IPv4 DHFRTR)

SHOW IP DNS CACHE OJ~% > i

FRIBEERD [IP Address] A [IPv4 Address] NEE=n&E Lo,
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3.3

DHCPv4 Y — ) \—DHFESE
AY>KRUI7LY2R] / [DHCP H—/\—]

DHCPvA H#—N—H#8ECHNWT, DHCP O34 Py RCBMLICIP P RLRADEELTUOIE

B8,

DHCP & 54 7Y hH%1EF B DHCP DECLINE X v £ —Y%RELTELAL IP 7 K

LR%Z=BEMIBDEDDYELICH, BEBIPPRURZBEEMIBDLDICHEERELIL

1o

AN—Ta v TEESNKIER

77— AhDTPN—-Y3>29.2-09H529.2-11 \ON—=I3>VPvIZHOT, LUITD
EEMEESN& LIS

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

WIDEHD PPPOE A V8= 1 —R%ZHRI B &ICEL 2T, UT—hHRET 55
EHhBY KLY, CnEEELE LI

2.9.2-00 LIBED 7 7 — LD T PICHBWVT IP NAT #EE% £AT 5%B8. TCP RENR
UIRENBZEICE 2T ALIDAEY U —OHFEELTOX LD, CNEEE
L&l

PUBLIC RIA'5D TCP SYN /N7 v MMINT RIBLEKEE (TCP Y FPvTT0
+¥—) ZEAL. PRIVATERICMET S HTTP ¥ —/N\—% PUBLIC RIICABET S
BB, POEIDEDPTBHE PUBLIC S HTTP $—N—ICP O LR TER<EBC
ERBYUELICD, ChEEBELE LIS

2.9.2-00 LIBED T 7 — LD T PIZHWT P2P Filter (ADS #88) %= EAT 3156,
TCP OBEATONBZEICE>T, ALIDXEY—U—OHFELTOF LA
IN=EELE LIS

FTIPOSAPURDFTIP POT 4 TE—Fa@ERLILEE. RELLFTPHEITY
FISHLTFTP 4 —N—RIDNSIS—INBSNIRE. 771 P+ —UHEE>T
T—RAIAROYIVEHRTBDIEN DY, ¥DBEFTP T—AHBESNTOEL
foh'. CNEEEL& LIS

PPP 7> 7L — @Rl TEMICERSNE YA —TJ1—R (H4F3Xv o PPP
AVR=TI—R) [CRESNICTP7A PO —VI—E. V—ILOBEBRIYY RT
HIBRTERWSEED DY LICH, CheEEL& LI

DHCPVE H—N—#AEICHWNT, DHCP 4514 P HCBRMLICIP P FLADEEL
TWIBE, DHCP O34 7Y hH%%1ET B DHCP DECLINE X v —Y%2EL T
TEALUIPPZRLRZBRALTOELICDY, ChEEBELELIS

QoS HEEICHUT. MINBURST NIX—R—%R/RELIIHE. GEBENFKET S
ERBYFLIH, ChEEELE LI

L2TP FURIVDEILZETDEE, L2TP FURIVOHEHFUIBOPUE LAY R LFE
EIBIEICKY, REBFTY TEROBEHBUILICH. INEEBELE LIS
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4.10 IPV6 IPsec #FmBFICEBEDNRELTOBHE. FNICEARRHY T—FFHI D
HUF LI ChEBELFLIS,

411 BELICESP NSV MIRHULTESIEZTOIRIC, I5—%2RETBHIEICELLT
IPsec BEHNTERL<BBBEDDY FLIH, ChEEBELFE LI

4.12 IPv6 IPsec BRICHEWNT., ARV—R—D5E%EESNS ESP N v hABIL—&—
THWESNBBED DY LD, INEEELE LIS

4.13 IPv6 IPsec b RILEBART S IPV6 N7y RIS A AV E—DESEENTW
258, INEWBELTOELICH, V=T 0F2ELDITEELF LI

4.14 L2TP/IPsec {6, NOBSBHAER EDEBICKYERD TERORRIH &
ICE2T FNUSUT—RIRELTOE LD, ChEEBELELIS

FIN—Y 3 Y TORIREIR - FEFER

I7P—ADIPN-Y3>29.2-11I(CEF UTORREEPIRSEN DY ST,

5.1 FREY—/\—

[AvYRUZ7UVR] / [FEH - &1] / 859 —/N—]
RADIUS 4 —N—%EHBER L TO3EE. RMICEFE LI RADIUS ¥ —N—[CHLTOH.
SET RADIUS 7Y RMD RETRANSMITCOUNT /S5 X—A—AEL<EMELE Ao SH)
@ RADIUS ¥ —/N—ADOBEEOHKNDH. RETRANSMITCOUNT DIEEBLYUE 1 @HH<
BUFT. ABRI 802 1X BRI BALIIBEDOHRKELZ T,

52 04
ravvRUZ7UVR] / [ERA-&1] / [05]
25U T ORTHBREA Syslog $—N—CEETBE, 20 THLORESNEE Ao

53 ETHAY%—J71I—2X

ARy RUTFVYAL / [4v9—=71=Al / [Eremet(5—71—A

O RESET ETH COUNTER O%Y R%ER{FLTH. ifinOctets ho>ar—HU+twv kEh
FtAo MR RESET ETH COUNTER O7Y RAETL T ED,

O  SHOW ETH COUNTER O% Y R T&RaNS ifOutOctets H&K T ifinOctets DBEH
ERELILTIU—LDVA RKVE B X HT YV FZSERSNET,

5.4 K— NEREL
AvYRUT7LUR] / [ - &8 / [K— NRaE

O  ENABLE/SET PORTAUTH PORT O~ F® SERVERTIMEOUT /NS X —&—HE
L<BMELEtEA. ChiE SET RADIUS OVWY RF®D TIMEOUT NS AXA—&—&
RETRANSMITCOUNT NS XA —&—DFHEHLBESNTNSIH T, SET RADIUS
Y FTTIMEOUT X (RETRANSMITCOUNT + 1) Mfg% SERVERTIMEOUT &Y
KESHRELIHBEE SERVERTIMEOUT OFEHAE L <#EEL F T,
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O DISABLE PORTAUTH Y > RT, PORTAUTH/NNZX—=4—(Z8021X 218 T S
&, EAP Success N w R EXRELTLEVE T,

O RESET ETH DXV RICk > T Ethernet 1 2 —27 1 —RAEHHEMEL T, VILIREER
W tENE Ao

O  BRIAXBIEEHDLZAFY DO ITA T LISHE. DIATILICOZA PV D
MAC P RURD 7+ D—F 4 V57T =KX= (FDB) [CRFSNcEHIIRUYET,

55 JUwIvy

AvYRUZ7LYR] / [FUwIvH]

O  R—F1HRINET Y ROTY VIV SIORKERS VLAN [CHEL. O VLAN
CIPPRURDBESNTOSHSE, K—k 155 VLAN O IP P RLRBTORES
LEDETBE W—E—DARPICREET. BENTEFEFHA. CNIFR—K1TD
HRELEL. OR—FTERELEFE A

O  SHOW SWITCH COUNTER 3% R T&RR=N 2 Receive Octets DBARELICT
L—LY A REUE 12 A 0T v b BLSEKRSNE T,

O SET BRIDGE STRIPVLANTAG DXV R T, ZYUvIDRRIZ VLAN 5% (3720
REICLTDHBEHBE. LACP NI W FHRETEETA. CNEOBTBICEFE. ETH
R—rAEFERALTIIZSD,

5.6 OSPF

A~ RUZ7ULYRI / TIP] /7 T#EEEHEIE (OSPF)]

MD5 SR5EZ17D OSPF 4 VA —27 1 —XICHWT, KD LSU (Link State Update) /¥
v kAEBELCBE. TMD5 authentication Fails] OOOHEHSNE T,

5.7

O

DNS
rAavYRUI7LVAR] /7 TIP] / [RE#ER]

A2V HDONSDPVIF—ET, MUTFD2 DDT—RIHENWT. PvITF—kHE
BEEnFEz Ao

AERHHD TCP SYN N w MWL T, #4F+Xv o DNS H—N—=H50

SYN ACK N v kMR > THRBWVIBE

AHBHHD TCP SYN NTw I LT, ICMP Host Unreachable X wt—

IMRENBBE

RAFIVHODNSDPYTF—k (HTTP GET) I[CRTBBHEELT, H1F-3IvsH
DNS (HTTP) H—N—ND54EDI>—3I—F (404 Not Found) #=2{E95&.
SHOW DDNS J~% > R® Suggested actions DIBEBIC HTML 245 D—8h'KR=1
BEPBYET,

IPsec/ISAKMP /385, NaEessD 7 L X%z FQDN TIEET 5%B5(d. DNS F+ v
YA BBEEDBRETE E Ao
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58 DNSUL—
AvvKRUZ7LYZ]/ TIP] / IDNS UL—]

DNS U L—H#8E05. TRRHDEE, £S5 7Y FHEOBBRABRIINLTHS A7

VEMEELIE P RUAEIFRBBT FUR TS LE T,

O  2DMEDVLAN ARESNTHY., ¥NENDRESB IPRY FDO—SICFELTO
&)

O DNSHZAPYED DNSH—N—DOF FLRELTBENFEL TORL VLAN O
PPRLRZIBELTOS

=083 BFPFELTLS VLAND IP P FLR% DNS H—N—& L TERE
LT<icel,

59 IPv6
ERra~vvrRuz7LYR] / MIPvE]

O  RIPNgBBZFABLTIPVE YILFF+ R FBEZT>TVSHE. BREHER (X k
Vv oEh 16) (82 TH. LIIGSXORBZFRBL TRELZTVLET,

O  6tod FrRVIE FEB 1 BICOE VBT EYR—FLET,

6tod FYRNVIVYRZREL. BEBTDEIS—XvEe—IPEheshEd, (B
EICRRBR DY A

O  AAR=IILHY3VRAI—DEEPD RIPNg BB HLOXFU v HEERD
BRBEBREZELTEH, XAN—DB T ITHE TRBEREEHLE B A

510 F7A47Y4—)
ERATavYRUT7UYR] / 774795 —)U]
O HTTP JO+—HEEEmEE. BMELI HTTP /Y v R CERO Cookie BRA'@ N
TWBES, DISABLE FIREWALL POLICY HTTPCOOKIES O% Y RAZTLTUOT
£, %M Cookie BRABEL FICT+D—FLTLELE T,

O  RTSP. RTP #{EAL7z VoD (Video on Demand) ICT RTSP OxIYIT -3V
KO TRESNICRTP BEAD UDP A— b BSEBBLICRTP Ny w b AHELF
ED

O TPATP 0+ —VICTYE—F IPAEIBELTICHTIUNAT L—IVAEREITDE, U—
R—=D"FNTO Gratuitous ARP IR L TIELTLE Db, HostiICTP RLURE
BERBL, BETEROIENDBYFET,

O P47 0x—UVICTENICIP 7P FLRDEIUBTONS M VA —T T —R% Public
AVA—=TI—RELTRELUIER. JU—IUNAT O GBLIP /N5 X —%&—(Z"0.0.0.0"
ZREITBDE. NATRDY —RFP FURD Public A2 =271 -0 IP Tl3e <,
"0.0.0.0" CEBMSNBICONT v FEEEBELEE Ao
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TPATPo+—VICT3DUUEDRYY—HRESNTVDEE, BIMDRY V—ICFH
ESNTOBI—IVAELLEMEL&F B A,

D7 AP0+ —)UiERER MBS, SHOW IP COUNTER VY RTHRRSNSD ETH Y
R=—TI—ROBREADVE—HEERICBELINT Y MO 2 BICHhDY hsh& T,

27A TP 04— V=X VFITBNTY ~EETSHE SHOW FIREWALL
POLICY COUNTER OV Y RTHRENS Total Packets Received 715> &—H'RER
ICRELINT Y KU E 1 D<AV FENFET,

NAT W=TNVODBETFTP ZT5&, 3DIANYEYI—OMMTLTOSBIC
BODDET. FTP Ny w hHEESNE T,

TPAPO+—WTHAFIVOAVAR—TI—RTVTU— % ERT BBRICSL
T. ADD FIREWALL POLICY RULE OYY FTEEEN—VOBESZEELICES. &
BLBOVEDICV—VESOBRENMTONEIH. BB —VIIHLT. BLIL—
WESHTRESNBSHBEN DY E T, ERIBDESER DIV, EE55EEELT
BY. RRELOBBERBY T,

—_

DHCPv6 #—/{—

[I¥YRUT7LYR] / [DHCPVE H—/\—]
DHCPV6 # —/\—CEREEE% B L1135, ADD DHCP6 KEY D% RM STRICT
NS A= —=DEELE L A

ADD DHCP6 POLICY OY Y RTDHCPV6 ¥ —N—DHBEAZBLTH, ==
5 Reconfigure X wt—I P EEsnEF A, ADD DHCP6 POLICY DX Y RDET
%, =B(CSET DHCP6 POLICY XYY RAERIFLTLIZE. ZhIZLKY,
Reconfigure X v t£—IYMEESNF T,

5.12 WANO—FR/ISVZR

AvYRUZ7L>2R] / TWAN O—RNSVR]

WAN O—RNSYRETPA PO+ —VDBAE. RUY—T 4 bE—DERSNTVD
TCPEY Y3V TCP RSTICL>THO—XFBE, ZBEYYSVHAWANO—FNSY
Aty YyavIIBEINE T,

5.13 GRE

rAv~vRUZ7ULYR] / [GRE]

GRE #geB285. SHOW IP COUNTER OV Y R THRRESNB ETHA VA —T 1 —RDZE
NOVE—DERBREICZELINT Y MDD 2 BIChDY FEn&E T,

5.14 L2TP

[AavvRUz77Lv2R] / [L2TP]

ADD L2TP USER 3% R T ACTION /N5 X—4&—IC dnslookup Z=#8E L. PREFIX
NIA—R—FRBEELISHE. REZREFL. BEESHISHEIVI(ITIS—IIR
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Ukd, O8I 5ICId Bigg U H—TADD L2TP USER IYY FZBANH
LT<izel

L2TP AR =Dz —RTOSPF AV TV FZFALICEE. L2TP OB##EHZM
wBLELA.

5.15 IPsec

O

rAav~RUZ7LYR] / MNPsec]
Android OS 18D VPN £ 51 P> k TRABLRE VPN 554 P haR#LT
IPsec DPD [Z8iS L1z RY— k74> N-06C & U E—hPH+ER VPN £#175&, N-
06C MEET B R-U-THERE X vt —Y%BEL THARR(E R-U-THEREACK X v
t—IERLFH Ao
INAEDOEY BICE PPPLCP ID—0OBRAR<TER8ELT, BEPRIERENS
O IPsec DPD ABHES HRBOESICL TS,

SET ISAKMP POLICY 3% > R T IPsec DPD & ISAKMP N—kE— hzBBICIEE
IB5&. DPD OE#EE—FHELSREENE B A, IPsec DPD & ISAKMP N—k
E—-hZREITBHREICE. BEICHEELLGZVLDICLTIIEE W,

SET IPSEC POLICY OV Y RARFTULICHBSE. %5873 IPsec RUY—EICHILT
3 IPsec SA DEBR=FIH. HIBR=Nic IPsec SAICIP)V— TV T L— bHE%
ESNTOBEHEE, TV 7— bERBLUCEBINSNICREDEBRSNE T Ao

DELETE IP ROUTEONYYV R THEE TS IP V— FERZEBRT D EICKY,. DR
BENDBEBIBS BB EDTEFT,

WD IP P RURDRETHY, ISAKMP 72 —X 1 O IKEZSE— R
Asgsgressive E— R THBREBICHNVT. VA2 —RDBREIC ISAKMP RYU ¥ —HIUF
DIETEF=NTODE, UIBHSD ISAKMP RY ¥ — (L& BBFIV—H2—DIRKR
85, ARBESEICO ISAKMP RYU Y — (2) IZEEET. UE—F IDRBEDRY
V=M IEN¥YFLTLEOET,

(1) ISAKMP OBFI—R—D ID (UE— ID) AREBED ISAKMP R > —

(2) FFBES BV ISAKMP R > —

CDIRFE IPsec DPD, ISAKMP N—hE—FDEBE5%2ERALTOSHETELHEREL
ENS

fcEARE MTOREEFBLICHBE,. KERXRIYI—-Y3VhThhds, £V &—
BT ISAKMP R ¥ — i_a B8 > TERSNE T,

<t &M PELREE>

CREATE ISAKMP POLICY="i_a" PEER=ANY MODE=AGGRESSIVE KEY=1
MSGRETRYLIMIT=3 DELETEDELAY=10

CREATE ISAKMP POLICY="i_b" PEER=ANY MODE=AGGRESSIVE KEY=1
SENDNOTIFY=TRUE DELETEDELAY=10 HEARTBEATMODE=BOTH
REMOTEID="id_b"

<HB: P RURRE >

CREATE ISAKMP POLICY="i_b" PEER=10.0.0.1 MODE=AGGRESSIVE KEY=1
SENDNOTIFY=TRUE HEARTBEATMODE=BOTH LOCALID="id_b"
INzOBTBICE DYV RUT2UYR ([IPsec] / [BE - BRFRED ISRSh
TLBEDIC, BFL—EF—DIDZELBELTIIZE L,
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O EYA—RAN—E—0ISAKMP R Y —DHRECBFIN—2— G OUE—
D&BIOL. ELVFHEZTO>TE. ISAKMP RY Y —BEEORY ¥ —RBHER>TH
REN&ET. COIRKIF IPsec DPD, ISAKMP N—FE—FDEBS5%ERALTOS5
BTEHRELET,

IXRVRUT 7LV AR

VY RUZ7L2R (613-001314 Rev.F) OBRERTI .

6.1 ICMP
ER avv k77021 / TP]

A1F58 ICMPv4/v6 Echo Request X D ICMP F v o L7« —Ju RED [0xffff ]
TH3%BE. B71—IVEDED [0x0000] THh3dERBLTFIVvOY LERIELET,

BURSREAZE S OV RU 7 LY R[ICDWT

RIOEMKFBE (613-001301 Rev.A) &RV FUT P LR (613-001314 Rev.F) &
BHAR— AN=JITBESNTOET,

RYU—R/—blF FROBBRHAZTE IV RY T2 UV RICHGLICABICE > TO &
TOT, BFHHOERSHEE, IV RUIT 7LV AP LEROEOTEOREE, ¥t Web
N—YITRHDBERE CBZEW,

¥ \—YF>N— [613001314 RevFl [F. ITYVRUIPLYRORR—Y (B F) ICASTOET,

http://www.allied-telesis.co.jp/
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