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EROTNTY RS D0 vOOSRIHEL ENENICR
BBEY—ERLN (B, BEESE) #BUSTET, 05
IO PATEBNDIEICKY. IPFP R R TCP/UDP R—
k. DSCP (DiffServ Code Point) 78 SICE DO ZIERBICHB A
73 QoS DEIENTIRET T,

Priority-based JU—7 4 Y Z(C&U . ZENT Y DNy H—1F
WICEDE, Ty M ARIETEEEIC 8 EBEDIRIBEER
BETDENTEET,

Policy-based V—7T « VZIZ&Y . BENT v EONY H—1F
WICEDE, NIV FMIRBERRY Y — (W—ERE1T) %
BUBT H—ERAITITEZEITEINTY FTEICEB DR
HEEBYBIETEET,

RSVP (Resource reSerVation Protocol) (&2 BIEmisiDHE
RHOTEZT, RSVP JOFV—I IV HIKY, BED
NYAR—BERAEFOS T4 v o7 0—42RETDHE 2V H—
PLY—=N—=ICHRH2>TRSVP XvE—I%FEELBEEFER
L&ET, ZBDT7O0—HE<L3E88NICHEABRBL &I,

TUvIVITRETIORDVBIC 5 EBEDBEEARETES
o &2 LAN BIRA Y FR—FIBOTIE. VLAN 25\
A—O |EEE 802.1p 2—H =TS 144U 74 —EBICEDEN
Tv IREEF21—%EUHBTS 802.1p QoS £HR—FLT
WEd.

WAN O— R/INS VR (AT-FL-15)

BHROWAN@RZFABL TS24 voaRlzeniis t o
TY. ARREEBAT D & HEHEND/NT v 2 ERORIC
RUDHBETORBEEZNHL TEEZEMEATEDEL
BIC. ORIV VEIERIORICIDUEB RS & T WAN HEHDE
BEEBHBENTEET,

BUVERNZRDIP Xy hO—U DEE

VRRP (Virtual Router Redundancy Protocol) Z#HR— LT
WETL VRRP (&, BRDI—E2—%T)V—TL T (XRE—
ETBUEDNYETPYVT) . dichE 1 BOIV—R—THDH
DEDICREHHFET ORIV TT Y RE—I—R—DEEED
UV HROIZEDBENRELICHBE NV OP VT I—R—
MYRA—)—E—ICRIBL BENRKELICIV—2—DEEA
SIEMEE T, VRRP IZ&Y . YRTFTLARAEMEZFTS. &L
BEEMEFDIP RY FD—O%RBRTEFT,

B— LAN EICEBDYRE—IV—R—H"BETEHE. BHOD
YRE—=V—R—T 1 BONYOPYIV—E—%HETER
To

BENEEAEECLY . HBSPOREBMIB I ENTESR
To

PPPERSEE IP7 RLRT—I)b

PPP [CLBEMICH I BREAITEEL T ARRBOT —HEN—
RAFICIIEREY —N— (RADIUS) Z#BRATEE T #RL—
P—ICHLTIPP RLR%EERBHE. IP P FLRT—H5
BNICIP P FLRZEIUBTEIENTEE T,

BOPTVWI 7SIV RT L

VT4 —y3V>BEZ 7N (TFRE) LT, 7
SvYaxXEY— O7FANVYRTL) ITRBSNE T, 771
WY RT LI BHOREZ 7V 2RELTHHFET, FY
H—EHBHEDEB ZEICLY  REBOELICEDET, BEN
ICREEDUHABBE, ZBGERNIRETT,

NYFITPAIICED IV FORTHTEX T NYF T2 A
U (SCP) 2. BEZ 71 (CFG) LB TSR3
NV REZRIDENTE, ETHRODODTBEHENET,
COHRES < DI—R—%ERITBHEIC FERICERITY,

TFTP., Zmodem (C&BHREZ 7 AIWDNYvOP VT (Pv T
O—F) . URELP (BO20—F) A'TEET, &fo. TFX
FITA 54— %2FALTRE 7 7 M %eiREITBHEHTER
To

JRAT LOERPEE

SSH (SecureShell) . Telnet IC&3 . AEROERBEBH TS
%9,

BEYEE. HEVR—T7I—RDU YO PYTPRIVIE
EBRLBANRY MMCED U H—ERETEE T, HIRE. &
SEBANDHBEEHFTITDEN LI ENTRETT,

AVR—RY EDBOFPEYH ., @ROY Y OREDE(L, OF
BE", A=)VELTEETEET (SMTP),

Syslog #—N—(CRHL T, OFDEHNTEET, O0FlE. 3
VY—)u. SSH. Telnet THERIBD_EETEET,

NTP &S5 A7 MMCLBBEORIATETT

SNMP 8 R—hkLTLBDT AVTUY Y FHUB/ X1y
FREZZHOIHERERY FD—HBEBAHTEETT .

HBEWVICEDEIC | 17
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TP—LDIPAVAL=3—CL>TTP—LDTPDIN—
VaVPYvITHBRICTEE T, R 77— LDI7 . By b
PwITY— V& LD Web R=IHBHHYO0—RTEFT,

MR ARBICO—FESNTWOWS 7 7—AD T PDN—
/Ta g(:ﬁﬂ?bi_@o REOMER, V- /—+%elE
<tEEWe

FTvav (5%

* SFPEYa2—
AT-MG8SX 1000BASE-SX (2:& LC)
AT-MG8LX 1000BASE-LX (2 :&LC)
AT-MG8ZX 1000Mbps ¢ (2 #ELC)

* ARYU—XAPICEI2—
CentreCOM AR020 PRIA > A2 —2 1 —X (PRIZ—Z VR
CentreCOM AR021V2 BRIA>Y&—T71—2X

o =7
ARCBL-BRI BRI =2
CentreCOM VT-Kit2
V=T =7 (RJI45/D-Sub 9 EY (XR) &)
CentreCOM VT-Kit2 plus
VY= )= (RJI45/USB ZF1zld RJ-45/D-Sub 9
EY (XR) ZiR)

CN9AVFS VLTIV by b
AT-RKMT-J07

c BRBATSIV
AT-BRKT-J22

c J4—Fr—S4EVR
AT-FL-04 SMTPZO#+>—
AT-FL-05 HTTPZ7O%+>—
AT-FL-06 PKI
AT-FL-08 BGP-4
AT-FL-15 WANO—FNZYR

18 | BEVICIFBHEIIC

1.3 BEfDRIrEBE

= ———coussMaRares=

e S T —

1.3.1 AIEE

STATUS SFP SLOTS /10/100/1000BASE-T PORTS
WAN/ETH LAN

O Osss O Or|O O O Ouwa
o 1
O O[O O O Owoe| O
SYSTEM o 1 12 3 a4
A A A

v e ®

®1.3.2LED

POWER

@ STATUS LED

KERBDOY R T LBYVEREZFRRIBLED T,

LED |& ReE  FROAT
ST ARRICEBERSHBENTOE
POWER | °
M AEQICEES SN TOE
Ao
47 f%&t:ﬁ%b"%ib’(b%@“o
CHBEBT |77 OEEmEL MMEED T 2
SYSTEM | #& SR MR8 >TOET,
550) 6 @S [ RERORBEEC K7 S5 — LA
OBUEL |[BEBEBATLET,
M AERRERCEELTOET,

a. EEFO—ENERUTIBERTT, o, £BHFOUT

@55%%“@”&"%@‘ EEDTTY ZRIEDTREHD UK
b. @& [SHOW SYSTEMJ IV FTHRTE&E I,
c. RBBEISHOW SYSTEMJOYY FTHRTE& T,

@ WAN/ETH LED

2 DO WAN RIR— bk (ETHO. ETHD (Zl&. ¥n¥n SFP,
L/A. D/C @ 378D LED i"BEL &F. SFP LED (&, SFP
EV2 - VOREERRLET,



LED |& | FRRD=R0R

7 [SFP EVA—WEALTUS S 1L T
A0z,

=5 SFP EVa2—WENLTNTY b %EZ1E
EILTOETD,

SFP 247 SFP £V —hEBENTLOE T,

B[ o [EESNI SFP BV 21— UICRBHBY F

o

— | SBUT |SFP EY 2 —UAEBSNTLEE Ao

L/A,D/CLED (&, 10/100/1000BASE-T R— - DIRREZFRR
L&Ed,

LED |&|R#&& [FROEK
AT [1000Mops TY VS A HIL TLE S o
| oy [1000Mbps T/ v FEEBELTOE

o

L/A =S4T 110/100Mbps TY > o DL TOE T,
& . 110/100Mbps T/¥r v F&XZEL T
RS

o

— |SBAT |V ODEIIL TO&E AL

& | =247 |Full duplex TY VOB HEIL TOE T,
MAT Half duplex TU Y OAHEIIL TOE T,
S | OUYIVARELTOET,

— [DBAT (VY opEIIL TOE A

D/C |#&

®LAN LED

LANBRIDSE-10/100/1000BASE-TR— F DIRRE=EFR TR T BLED
TIHRRDEHKIE  WANRIR— DL/AD/C LEDERLTY,

@BAY LED

PIC R [C#B= NI PIC DREEAFRT S LED TT,

LED B | RE RROART

BAYO (Z PIC (Port Interface Card)
2UT (PEBSNTHY, AERICL-T

PIC AR\ NTOET,

BAYO [CPICAEB=NTOE Ao
SEAT |F7cE. AEGICEL > T PIC A58
TNTLHLEEA.

ENABLED |#%

SFP SLOTS / 10/100/1000BASE-T PORTS
WAN/ETH LAN
1 2 4

CONSOLE
()
[—1 A
[ 0 —A 0 ] 1 T 3 ASYNO T
®
B 1.3.31K—hk

®WAN/ETH iK— b (SFP ZX0Ov k)

FATV3Y (BIFE) OSFP EVa2—VAEEEITBZ R0V T,
2DM SFP 20wV FH'dY WAN BIDAR— &L TEMEL & T
(ETHO. ETHD, SFP X0V MIE—&S®D UTP R—hr&ED
VR (HB) R—hEB>TOET, SFPROY I SFP E
Ja1—)VHEBSNTOD EEG. B—DFSD UTP A— kM
BATEZEEA (UVOLEEA)

TBABICIE ZR FAN=DPRUNTENTOET R D
N—=lE, SFP EV2—VEEBIT B &MU, BT SBNELD
lCLT<izEi,

®WAN/ETH iR— bk (UTP iR— k)

WANRID UTP R— T3 2 DDR— FH'BY . T000BASE-
T.100BASE-TX 10BASE-T [ZIGL TOE T (ETHO ETH 1),
BEE-—FRRE T4V TAH—FRIVI—Y3VHRESN
TWL&ET, BIC MDI/MDI-X BEIEIBHEENBH T, HHED
A—ho®BE (MDI/MDI-X) ([CBHh 5T, RhL—R&EIE S
ORDEEBDr—TWRATTCHLERTBENTEET A
—DOBESDSFP ROW FMISFPEY 2 —HAEBSN TS &
ElF. UTPR—hEEATEEEA (UVOLERA).

@LAN iK— b~

LANRID UTP :R— kT3 4 DDIR— hHHY . 1000BASE-
T. 100BASE-TX. 10BASE-T [CHSL TO& T SR— HE
DOBERRAYFUIICLVUTONE T BEE—FE. 77+
WETA—FRIVI—Y3VARESNTOE T,

B(Z MDI/MDI-X BB HAEDEH T, BHRFEDR— FOEE
(MDI/MDI-X) [CBPD 5T, R L —FFICEODRDEEHD
T=TWRATTCEHERTDEHNTEET,

CONSOLE iK— b

AERAEBETS oD IVY—)UR— I F)%EHEFKTSD RI-
45 RO =TT, IVV—=Ibr—)id. 77> 3> (BIF)
M [CentreCOM VTKit2 plus] &7zl& [CentreCOM VTKit2 ]
ZEAL T,

HEWVICEDEIC | 19
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® BAYO

PIC (Port Interface Card) %#%&&9 512ODNA (ROwv k)
TIMBRLBVESIR . 7SV o NRIVERUNFTTHEET,

A& [ABPIC (Port Interface Card) J (p.138)

5
(

E1.34 5EH

BIE @ L]
0 —®
® 89 s—
EWWWWWWWWWWMM
!
£ 1.3.5 fAliEx
w77~

ABOEEHL T BIDDT 7Y TITCDNREEHNGTNEDIC
BEL T<IZE L,

IPUPBROESE VY, BB EBOLUL
o BUT<EEL,

A=
OEFEIRIT—
BRI TV ABRIDICODIRIA—TTAERBICTBD
TR —7)uld AC100V BB TY ., AC200V TIHEARDIZEE.
BEBEBICTBAIZS O,
WBFERAYF
AERICHIESNBIBRZAY . A T7TBICODRAYVF T,
WERET—IIVIRIIBELET v o

BRI—TIDRFESZBLETDEBTY (CHAER. TV
DIFRUSSNIRET, BIBSNTOE D),

BTy IWMOFITTL— b

BRI —TIIRHBLED v O ERYNTBTL—FTT,

20 | BEVICESEIIC

®ISTv FHRIN
1942F - SvoxorbFvk BIFE) ZRUNTSICHD
RINTY, SV oYY hFY R FIER X CEEBRICER
UREFBZENTEET,

®ILZE
BABEREDR, ARREEEITS TLRTI . JARE. &
HRN\OEEEZRRPLICY ARHRODBYPREBOEDE %M
LEL&ET,

OiEsO

BRUCKY . KERBRO# 2R D TICODBROTT,



2 BB - BofR

AHBOREFOFRR . 7V IONORUNT | BRT—7)UIRITEA CI9AVFIVHICREIBDHER. ELLSYOYIY Ry
WDV HOORUMNE, FTTH, xDSL. CATV BREDTO— RNV R bEERL TIZS 0,
RY—EXZHATBHEDERICDOOTHEAL T ISDN THEN
DEFCDOVTIR, HFEEIBILZS W,

22 191 YFS v IDRE

A

[ABPIC (Port Interface Card)] (p.138) =
1 725 v b AERSOFBAF/CEEBRICRUNSHE &N ]
- < = TEET, 727V FORYFFRIERDTIIZE W, e
2.1 7y avEFALSEE .
2 SVvOXDYEFY MINBORIYZFEAL . H2.2.1 DLDIC E
AERBEIELICHRBITBICT TR, FT2OA TV 3V (BI5E) %7 T35 FEBRSFARBERO@ABEICRUNFTIIZES 054 x
ALTICKRBNOIRE T, L<EF. 2vovDoybFdy MIRBOYZ 27 VA ZBLICE %J;EE
Lo T
e SWHOXDY hFy FAT-RKMT-JO7 [C&D 191V F S v o
NDHE 3 SVOICRUNEFTLIZEND (B 222) . 2VONDRYUNH
RISV OIYDY RV MIHBLTHBY EBAPBHRTT
o BEET S W R AT-BRKT-J22 [CLBEB\DHRE BRI,

AT-BRKT-J22 DA, AT-BRKT-J22 DOEIRkEHE %
TELIZS Vo F 2, RBIBSABICDVTIE B4 Web X—
I TTHERLIZE W,

WO

‘ http://www.allied-telesis.co.jp/

i R
o EREISHv FETHRADE. AR TEA % il
M yeb X—ITEROBATRBL TLE O, N o
BS sopuicasrss. CRBRRHTER<RY, A S
K. HEORBEBYE T, [ ®
RO SYOTOY bR R PERETS v bEEAL 0 VX =
M < xmes 190 F Sy HPEEICRET HEE.
BS muni Y eRRICEEL TS0, )
TEDBAIDRAY, BENETHBHS. BFA
CILEUBARBHORET /NI BYE T,
BERBISr v MIRUNTARY BABSNTO & 221735y bOmb >

A BIBEIARIZEL,
(7

HEICHITD IR

FHRDHFEPRT ZBODHIC, BT [REDITDHIC] (p.4) Z&
<BEFA<IEE V6 Fol ROK[/USTEL TREL TIZS L,

RSN TO BT —TVEICERRB DD 5 L OBEE P H
BFEFTIEE 0O,

TLE. SYF. ERESEDXFIICRELBOLTIIZE,
BOBIY . ARESBAICRELBOTIIZE L, 2223y INDEb}F
AHRRBDLICEDEBDRNTIZE L,

BEFBHAOBIZDHRT. 22BN, FZYDBOSHRICREL
BOVTLIZE W,

B - BoiR | 21



2.3 BANER Y NT—JER

FTTH, xDSL. CATV B&ED70— FNY FRY—ER%ZFATS
BEDERN RO ERL £,
ONU, ADSLEF L

i > Frldr—FIWEF L
0]
1j

0\ -
<

/UTP’T—?)b (REL—H)

AR570S8  ¥*ZiK— b&HMDI/MDI-XEEITIE
/

CentreCOM AR570S —

I
L Y

JvV—=Lr—J)b (5%

~

UTPZ—JIL— [
(REL—B)

dVVY—IL5—=F)b
2.3.1 70— RNV RRY—ERZFIAY 2BE OGS

22 | B - Aok



2.4 foiR

0 MENRELTLBEESE. AHROREY. 7 —7
VDB 8 EDER TR NWT <IZS 0, BBIC K
URE TN DY E T,

H
=

i

s OAVFISVOICRUNGBRE. &5/ 2219 1V F
SVONDRE] (p.21) ICRH-T. BEZZETLTHEE T,

« IFOFIEGE, @FH5 ONU, ADSL ETAFICETr—TIVE
TLETOIE @K HEYLTLBEDELET,

+ 10BASE-T M156(EH7 T —3 LU, 100BASE-TX DIFE(E
$H7JU—5LIE. 1000BASE-T DIBEFEIVN\YR R - AT
JU—5DQUTP 5= (RhU—h&AT) ZRBRAEKIS
FTARLIZEL, & UTP =7 O&ESE. 100m MAICL
T<IEEW,

ARGOEAR— ~EMDI/MDI-X BENBHEEEZ DD

A T, RhU—FEEEH0RDEEEDRATD UTP
=T WEBERLTEHIVONEILETH, FRET
FR U= hEATR2EALET,

* AERIEHRI S IE21—KR—DTCP/IPTO R DV %EEAT
EBDRDICHEL THEE T,

AE A1 DVE2—R2—0OFE] (p.131)

ONU. ADSL/ 5—TJILETF LD

1 UTPT =0T 545 % WAN/ETHO R— MIIBAL T hF v
EBNTBETELRAATIEEL (B 231, p22)s

2 UTP =T LDOE5—mD7 >4 %, ONU. ADSL ET A&
Fr—TIWETLICERL TIZS 0,

dAVE1—59—0DiEkR

1 UTP T —TWDTF 55% LANAKR— RTBAL T, AFv BN
ITBETELAATIIZEL (@231, p22o

2 UTP =T V0OE5—mD7 >55%, IJVE2—R—DRY b
D—oR— MIHEHRL TIEE L,

3 FIBE1.FIE2 ZRYRL , INTOIVE1—X—%EHRIC
L T<IEE 0,

VY=L —ZFILDER

V= R— F AEALT. ABROBE 7588, IV
YV UA—ZF) (AVE21—4—) E#EHLET,

1 IVV—=r—2) (8158 O RI-45 TS5 % KE&RD CON-
SOLER— R ICHmL T<tcsy (®23.1, p.22)s

2 JYVY—r—7)u® D-Sub IRHA—%ZIVE21—8R—D
COMA— ML . 7 —TWOxRI % DTS Lo COM
A— b, #BCKXU. TSERIALI MO 1O 1) BEERRSN
TW&ET,

*1 Telnet (CLBBRELTRETYT

B - iR | 23
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BRI — T VDR

1 NBOERT—TIIRFLET Vv O % TROKDICT Vv HRY
MHFTU— FCRURGFTIZE 0,

Ty BRI TL— bk
®2.4.1 EEr—JIRIFBELET v I DB D1

2 ROERT — 7V eAHREBOERIRY X—ICHBHKEL T
<fZEWe

% \Eﬁ#—jw
I /35>%ﬁ:>t>h
[Eﬂﬂﬂu Hmkﬁlh

E2.4.2 ERr—JILOERE

3 BRV—JVOTSIZERIVEY FTEKL TEE 0,
BRISIE 3EVICR>TVE T, #f=D 3EY IV E
¥ hICHERL TIEE W,

4 ERT—TIIRIBILED VO T BRT—THRITES O K
2IC0voLTLIEE W,

24 | K& - Fckr

H243ER;—JILboOvY

2.5 A Yy FDAHAT— Rk

AR@BICEF . 4 BETOIVEL—A—Z2EHR I BILB<
DIVE1—R—ZERLIZVGEE. RAVFPHUBZART—
FHEHREL T<IZE o

el T o

€

P~ UTPr—Jb
ANV

®2.5.1 21 v FDEHE

1 UTP T —JWDT7 55 % LANAKR— RMIBAL T . AFvesh
TBETELRAATLIZE D, EDOLANAR— R THEHEOEE
Ao

2 UTP =D& 25— DT 55 % 24 v F &1cld HUBICH#
L T<reE o



2.6 SFP €Y 21— )LD D 13

[

R

9

ek

4

n
\
T

n
\
T

BHBRTRD SFP Y 2 — & CEALIEE D, Btk
@LSD SFP Y 2 —)U7% CHERICE B BE DENEIRGE S
LTHBYFEADT, TTYEOESBOBL EFET,

SFP Y 2 —igARy F ROy TRz RUAT -
BRUETLDBRIC ARROBREA ZICTBLERHY S
TA.

SFP EYVa—VIClE. ROV FDEE - RUIETLAIC
NV BRIV OTOBRRATE REVHIMFOTWE RS
HoUFTJERERLY EITH HEENICEFEALEDTT,

HI7AN=r—=T) DR RREEEHESEICDO0OT
&, TEMICKSB SFP EYa2— DR a7 W aEIZEL
=0

D f1F

-

n

SFPROY FDAER FAN—ZEFFTL TEE 0,

SFP EVa2—)OEREL > TROY FMIELAH . AFvE

FEBETBLRAATIIEE L N\Y FLAROTOE A1 T

=3

NV Rl EFFREETELRAATLIZE W,

AHROERH T ITB > TONEE, ELSATEBEEFFIC SFP
LED A RBBICSILE T,

FRX A=

SFPEYa—)L
2.6.1 SFP EV1—)LDEA

SFP 20w O ICEETBIBEE. SFP EYV 21— VDEB%

| FRICLTBAL TS IZE L,

=

SFP X0v F 1 ICEBEIBHE. SFP EVa2— VO LE%
FRICLTBALTIZE L,

[

AR

UTP R—rA VYO Py TLTVB EEIC. B—BSD
SFP 20w HZ SFP EYa—b%a#EEIBH & UTP A—
ROEREBY . UV ORIV LET,

3 SFPEYV2—DAR P AN—ERFTLTIIZE D,

FA A=

B 2.6.2

4 KT P AN=T=TEfEREL TS0 (RRED TX ik
FHED RXIZ, ARROD RX ZHHRFEHED TX (L8l T2
U)o BRESEDY VODHEILT S & SFP LED [FHzE(lC
SILET,

mbEgL

1 RO AN——T%ETL TS0,

2 REVHMTOTOE R Tld. TRHOLD ICARVABL, R
Qv b\DOBEZBRL 9,
NV RIVAROTOBR R L N\ RLETFTROY FAD
BEEMRLFT,

RIC

. SFP EYVa—OmEB%EE > TROY hD 531&HROT

<fZEWe

2.6.3

AR

SFP Va2 —JVICHT 7 A N—4—T /KL TOE 0O
EEF BITHRFAN—ZEBL TIZE W,

i - fokx | 25
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T ABRO SFP R0V FABBL TORWLE =&, SFP
20V RMIAR FAN—%ZEBL TS0,

26 | B - Aok



3 iCE) - SEDIRTF - BiCE

AHROREPIEILE, DTV POIFP D b KEBICHELICRED
REQE AHRDZERERT B ICODEANSBIEICDONOTHRHEL
T FLOTARRE BRI REHIE . COBDESHZIRIC
BHRAMTDEICLY FEGOBALOHHNSE D BHET D
ZEDTEZT,

3.1 VY=L —ZFILDEE

FERITT B HEPSRGE . FBD CONSOLE K— ~IEHL 1
VY=V A—ZF), F1ld Telnet! #2EALTHVLET, TV
YV UA—ZFNELT, FTRAEGATEET,

IVY—AR— bCERIBD IV Y —VA—IFVELTTFED D
DHERTEET,

» Windows 95/98/Me/2000/XP. Windows NT (CAED/N\A
N—=R—=ZF)

* Windows 95/98/Me/2000/XP. Windows NT T&1Ed 5
VT100 # 8 R—bLICBEV I o7

s EAHADRS-232 >4 7 1 —R%&FD VT 100iHmKES
BEVIEDIPICRETD/NTAXA—A—(F. FTLOBYTT., T
Sal—Y 3V, [BackSpacel ¥+—ND3— K& [EDIT) O¥Y F

DIZHDF/E TTo XFTY k& [HELP) DY R (BAEF >~
SAUNVT) DIZOD/ETT

£3.1.1 VY=L —ZFILDRE

B8 @

AVE—T1—RARE 9,600bps

T—HEwY k 8

AV 3L

A bvTBEWY ~ 1

2 O—#llH N—FDoz7? (RTS/CTS)
IZalb—Y3Yv VT 100

BackSpace F—MDI— K Delete

Iva—Fk SJIS

VY= E—ZFVELT NAN—R—ZIF VBRI SO0
REFIRFTEEIBIIZS 0,

AE [A3 NAN=R—=ZFIDORE] (p.134)

*1 Telnet 2> TREZTOHBSE. HEHHLHIVY—
—IFNVTERBERICIP P FURZEIUETTHHGH
NFBYEBA. Telnet (&, & [7 Telnet £
(p.57) THALTLET,

Iy
\
T

3.2 CH)

1 YE2—452—0OFReFVICL NAN=KR—ZF)U BBV
Zh017) ERBLTIIZE 0,

2 AHBDERRAVFZ2AVICLTIEE W,

3 BeEWT R MMIETEN, 77—AD I PHO—FSh&ET,
Fo. REROUT FMBESNTONIERTL &T . RER
U7 EMEESNTOR WSS, [bootefg) ZRfTL &
To

INFO: Self tests beginning.

INFO: RAM test beginning.

PASS: RAM test, 131072k bytes found.
INFO: BBR tests beginning.

PASS: BBR test, 512k bytes found.
INFO: Self tests complete.

INFO: Downloading router software.
Force EPROM download (Y) ?

INFO: Initial download successful.

INFO: Initialising Flash File System.
INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated

INFO: Router startup complete

login:

3.2.1 CEARCBIESXyE—Y

4 login: ERRSNICH . RO [3.3 054V (CEAR] ICHE
AL,

cNSIWa—Fa00
2FLODBVBERF. FTREIERIZS 0O,
[login:] &FRRENIELY

s UA—VF—%KOBL THD.

s RERDERT —TIWHEL <BEHESNTVBHHERT S,

e VY= IHEL<EHRSNTOBHHERT Do
NXFEIFTTD

e NAN=B—=ZF)V@BEYV T b D7) DBIERENI,6000ps

[CERESNTOBDHERT S,

e BIDT+ > FEFRL THB,
NTEDELOHBVEEG . —BRBBOTRR 1V F A A TIC
L. LIEB<BFoTHE BRRAVFAEFVICLTHET, FI2D

FLOHDRBOVBEICE . NAN—E—IFV%E—BIRYL . Bi2giL
THET, Ff. Windows #BicEL THF T,
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< p— TIEADLIZNRD— RERRSNEF T Ao
330517 (CRBAR) "

New password: rivADD (RResngth)
HREVPEBZTD COICE, ARRBICOTAV LG FhEBUEE
Ao CEBEABF DR EE TIE. Manager (B1E) LANJLO1—H—
[manager ] DHNEFSNTOE T MEA/NRD— R [friend) T
T, MHIBAR DREEEEFILD ., FEAEOER, REMEEE.
2—%— [manager] TTWL& T,

4 FEROHDIC. BEFLONRD—FEANLET, CZTIEEHR
BDIH/NRD— FAZEL 95 REOBE ClIANDLIN
RD—RERRSNFE A ConfrmEAHE, IY> 7OV
TEABNBOEE. BEYA—VF—%8L TIIZS0,

#3.3.1 CEABD1I—Y—RENZADT—R

14—z manager Confirm: rivADD J  (FRRSNEEA)
NRD—F friend Manager >
1 logn 70V 7 hARRENIZS, FREOEDICAALET, FIB3 & 4 TAALK THLOIRD—R] PELEDOTHN
. ABERE/NNZD—FOEREAZFANE T,
‘ login: manager . ‘ RE-oTLBHBE. ROAVE—INKRSNETOT. BE

[SET PASSWORD] %Y FZZRFTLTIIEE W,

2 Password 7OV 7 HARRSNICD, FEDEDICAHL &
To EEOEB ClIANLICNRD— RERRSNET Ao

Error (3045287): SET PASSWORD, confirm password incorrect.

Manager >

‘ Password: friend J (FRESNFETA) ‘

NRD—FDEBEHRINLTI3BE . 1 —H— [manager] DXRH

3 OvYRIJOVT bk [Manager > H&ERSNE T, ABRIC S5NDNRD—RETFRDLDICBYET,
WIBREPERIE.CHOTOVT MMIHLTITY ROXFF . s . o e
EADTEEEICLUTOET, #3.4.1 REIDINRAT— R (HEX—IJ D)

1—H— manager
| Manager > | NZO—F  rvADD
AZ 41 D9V RTO0EYY—] (0.35) @ 2—4— [manager] M/SRD—Rl&. BTEELT
X <IESVo MENRD— RDOFETERLIBES. &

AR

A e R AP G e et AN °
3.4 \AT— ROZEE KBtFaTFa—KR—EBUET

21— — [manager] MEELI-NRD— FEGNG

1 F2OLDICANHLET, S E WTLIZESWe NRD— FEEND & ABKR(ICOY
TR AVTERLRBYUFTDT, BHICTEELLIE 0,

Manager > SET PASSWORD .l ‘

5 RO [B7REDRE] (p.30) #RTLTILE 0,

2 REDNRD— FZANL & To CHBARTIRIMEBANRD—F
[friend) BDT. FEDK DICAHL&ET. & CTRIRHADIC
ONRD—FLEL £ ITH EEROBE CIANLIZNRD—
FlIRTmENE Ao

1—H—3, NRO—FICEATRB YT 1 -\ EDsF
LOSAEE, FRel8B<rs,

AE [b 1—Y-—EBEEF2UTr—] (p49)

0ld password: friend J (RRShEtA) ‘

3 ZRRICEEIDHLONRD—FZANLET G6XFEL)
CCTRIHNRD— F% [rivADD) EREL 7. EROBE

28 | g - REDIRTF - HicE



35 YRAFLBZDEE

YRFLB MB I A7V x5+ sysName) #BEITHE. JOV
TRV RTALARDERRSNDEDIIRBUE T BHOYRT LA
BLTOWBEEF BYRTAICRBEBFAREL THE. ED
YRFAZOTAVLTOBDDOH D HHUPT < UREHI T,

1 FEQIXYFZRTLET. FETR. Y RXRTLB %
[OSAKAJ IZEHEL TLET,

Manager > SET SYSTEM NAME="OSAKA" .J ‘

2 70V 7 ' [Manager OSAKA> | ICEDY T,

Info (1034003): Operation successful.

Manager OSAKA>

F1c. login 7OV T FMCEYRT LABHERRSND LDICRY
N

OSAKA login:

3 RO [3.7 HFEDRE] 2RTLTIZE 0,

3.6 Y AT LIGEDERE

AHBICABOERE (U PR LDV D) ZREOKEICEDLYE
9,

1 REOBFZANL &I, AITIE, 2006F 3826 BOD 13 &
E3RICELETOET,

‘Manager > SET TIME=13:53:00 DATE=26-MAR-2005 .

2 TEO&S B AV E—INERENNE, BHBDLEET T
7.

‘ System time is 13:53:00 on Saturday 26-Mar-2005. ‘

ARROBREFZIE. [SHOW TIME] THERIB LN TEE
ER

Manager > SHOW TIME .

System time is 13:54:18 on Saturday 26-Mar-2005.

[SET TIMEJ O% Y RiE, 8ICk>TNvOPvITshicU Pl
BALOOYVOICHL TETEN DREIEBRR AV F DA 7BEF
mL & T, ¥DIced [CREATE CONFIG) DYy FTHRSNS &
EROUT CRBREh&EE A

NTP 7O FDVICE> T NTP Y= N—CBEREEHITBZEEHT
EET, FHLF, FREIBLIIZSO,

B VY RUDPLYR [BA - 82 O INTPJ

EF - EEDRE - BiER | 29

A

hvs
(=]

i



3.7 HEDRTF

ANLEDRY RRICICBEICERGTENETH . IVY FICK > TRE
SNICABRS VR A LAXEY —LICHB 12D AHRBOERR AWV
FOATH, BRIV FORTTELRLTLEOVET,

BREOREZE . AIAFEREEDNRD— FPYRT LAZ% , RODIE
BFICBRIBCDIC. REROGU T RT 7 A ZERL, T3V
VaAXEU-ICRELTHEE T,

[CREATE CONFIG] VY R SYRALXEY—LICFETS
BEOREABH S, [COREABZEULTICOICAALZETN
BRERVW—ENIYY R (ROUT LD 21) #ERL. D5y
VaXEU-IRELE T,

Manager > set password

0ld password:
New password:
Confirm:

Manager >

/
IVV=bR—=ZFN

fig=testo
oe o0 I.cr,
o &

YV RIEST
BESNINE

SYRALAEY— 25wy aXEY—
(RAM) O PAIWYRT L)

3.7.1 AU T FOIERR EIRTE
1 JOV7 RIRL T, TCREATE CONFIG=filename.CFG] O~

VRAEANLET, CORITR . REROV T FDT 71 )2%
[testO1.cfg) ERELTOE T,

Manager > CREATE CONFIG=testOl.cfg ./

FEROUT DT 71IBICE. BE [ofg) EOSRT %=
DH&ET. Z7ANVBEHEL T, 16 XFUADRKFBELT
ENATY [-] PMERTEET. BLBDT 71 IVHBECHFE
IBHBE. LEESNE T BELBVSEE . FRICERSH
9o

2 D7 A VHAELLSERENICIEZERBLTHEIL & Do
[SHOW FILE] OXY FT, 2724 B D R FRRSNET

30 | kCE) - EREDIRTF - FBicE

TrPANHAXEBNE—HITI)

Manager > SHOW FILE J

Filename Device Size Created Locks
55275b03.rez flash 3553292 24-MAR-2006 14:37:22 0
example_isp.cfg flash 2840 25-MAR-2006 11:29:23 0
feature.lic flash 39 24-MAR-2006 14:55:15 0
help.hlp flash 106718 24-MAR-2006 14:45:09 O©
longname.lfn flash 89 25-MAR-2006 19:38:58 0
prefer.ins flash 64 24-MAR-2006 14:41:16 O
random.rnd flash 3904 02-MAR-2006 11:09:54 0
release.lic flash 256 15-MAR-2006 15:37:22 0
test0l.cfg flash 2840 25-MAR-2006 11:29:23 0
ud.cfg flash 5428 18-MAR-2006 16:57:44 0

BEROVT ML TFRA D70V TT, [SHOW FILE] 3%
VRTIO7MVR%AEETDE, ABARBDENTEET,

Manager > SHOW FILE=testOl.cfg .

File : test0l.cfg

#

# SYSTEM configuration
#

4
+# LORD configuration
4

W e o e W e

10:4

11:# USER configuration

12:%

13:set user=manager pass=3af0066cadl1f7a6cb5db4467bce503eff priv-manager lo=yes
14:set user=manager telnet=yes desc="Manager Account"

15:

16:4

17:# TTY configuration

18:4

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

[AR=R] N=%HFTE@ENRHO0—VLET, [Q) F—%
BIERTERTLETD,

ORI R oY T TEMEL TOBAERBICHL T REABMNL
foE =& FIB 1 D [CREATE CONFIG) TEEEORER S T
FREEBEL T T PR, StE>fctestOl.cfg (C. BT IP 1832
EABIOLICHBEICE. [create config=testO1.cfg) TLEEE=RE
L&Y,

7 PANVBICERIRBNT . 771 VY RT LG EDFL WA
F. FREZBLIIZSO,

FE 9 77ANVYRT L] (p61)
' IRV FUD7 LYR [ER - B8] O [LREXEE
Ir AWV RT L]



3.8 ECEBAIU T hDIEE

AHRHRETD & E ERLICRERO U T FORTENSB LDIC
FELF T, REBBICRTSNDIREROV T O &%, [REIR
SUT R EHOET,

1 [SET CONFIG=filenameCFG] DI~ RTR#RO YT H %15
ELET. COHTIE. 771 IU2% [testOl.cfg) EREL T
WEd.

Manager > SET CONFIG=testOl.cfg ./ ‘

2 INTREBRY VT FEBETEILICBEBESN TSI
#}RHUT RE. [SHOW CONFIG] XY RTHRTEET,

Manager > SHOW CONFIG ./

Boot configuration file: flash:testO0l.cfg
(exists)

Current configuration: flash:boot.cfg
(default)

[Boot configuration file:] [FBEELE=NT WD 8RO 7
2 7 )u. [Current configuration:] (Fi#c&hL fo& ERTLIC
ROVT D7V TY,

EZDOHIT [Current configuration: flash:boot.cfg) &7 > T
WB DI, BERHU T &L T ItestO1.cfgl [FIEESNTH
BN EEERTHY BRI SNTORBVIEARLTOETD,

A& [32 k28] (p.27)

3.9 By

AHREBREIDITES. ROIDNBUET,
* RESTART ROUTER O¥X Y FDAH

* RESTART REBOOT O¥ Y FDAN

s EBRRAAVFDAD / AV

( RESTART REBOOT ) ( )
EEAY RESTART ROUTER

A
BoskT X -
D=7

I

A Nk ()
FTAHAHERTT

v v

CEEABDRREIC
HAE

feEroUT D
TN ERFT

XEERO U T R
BEIZHE

A A

B 39.1 J—by—5U2R

RESTART ROUTER O¥~ FOAH

VI 0z PRty b ETVET (U4—LRAF—K), 28R
OUT A RABL TREAMPLLE T REBROUTHE
[SET CONFIG) O%Y RTHEEL£9),
8ROV T~ (flenamecf) 12 AZELICBEIC.
Fa@ERLET.

ZOavy

1 JOVT hARRSHICRET., FTROKDICANHLET,

Manager > RESTART ROUTER ./

2 logn 7OV 7 bAFRRSNICS, BiRe#dR Y T9. F2 Tld.
R AV E—IIT&U ltestO1.cfg) HFEMAFNI-T EDFR

EE - EEDRE - BiEs) | 31
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SNTLET,

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated

INFO: Executing configuration script <flash:testOl.cfg>
INFO: Router startup complete

login:

RESTART REBOOT O¥ > RDAA

RO [BROAZ /A EBUEEETO IV FTT (3—ILKR
AI=RN) o N=FIPHICU kY b, B2BET X FDOETT.
DP—LDIPED—RFUICE. ©RBROUT basmdidd . e R
SUT FORBICEDEEZRBIBL F T ARRDT »— LD I T %
N=I3VPvT L6, COREEZETLE ThideUst
Ao

1 JOVT hARRSHICRET, FTROKDICANHLET,

Manager > RESTART REBOOT ./

2 login 7OV 7 bARRSNICS, BRRBIET Y T9. F2 Tl
REX W E—ICLY [testO1.cfgl] HmMAFNICZ EDER
SNTVET,

INFO:
INFO:
PASS:
INFO:

Self tests beginning.

RAM test beginning.

RAM test, 131072k bytes found.
BBR tests beginning.

PASS: BBR test, 512k bytes found.
INFO: Self tests complete.

INFO: Downloading router software.
Force EPROM download (Y) ?

INFO: Initial download successful.

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated

INFO: Executing configuration script <flash:test0l.cfg>

INFO: Router startup complete

login:

BROXT /A

ARBOBRRAYVFZATICLICE, AVICLET N—FDI TP
HICUtY bEh, BEEKHIT R FDOET,. 77—LD17%0—F
LIc#, RBROUT b aRmMAH, REBR O U T FORBICELDE
EEBBL & T ARBRIDT 7— LD PEN=I3V PV TS
BlE. COREZERTLBINEBYEEA

1 AEBOBERRAVF2ATICLET,

32 | kCE - EREDRTF - FBicE

2 LIIS<{HHTHS, BRRAVFZAVICLE T,

3 login 7OV 7 hAERRENICS. BEEEIETY T,

HEHROCER

PPPOE [CL > TTONAA—CHEHL TLBBE . ARRDBILEH
(&, PPPOE OERNEILL TUVRWIRRETITE > T<IEE WO B
PHEIILICE & THREL TLE S & PPPOE DERHIBFDEB T
FBEHIAEL TLESID, TONAH—ICE > TIIAHRDEEE
LIEB<DBEBERN TER<BBIENBYET,

1 [DISABLE PPPJ OY Y FICL> T, #HZEL <ML ET,
FHL<F, FREIBLIIZE0,

AZE [PPPOE v 3 DOFECLB U] (p.128)

2 BRRAVFOA T, [RESTART] IV FERTL T
=0

3.100J79 k

AEROREMETLICS. ARRD 50T 7O LTREV T
DITEETLED,

1 ROTOVT EHRRSNIRET, FEDEDICANOLET,

‘Manager > LOGOFF J

2 NTOIPIRPRET T, OGP D HIXY FIE,
[LOGOFF] AL UIC TLOGOUTY % [LOJ THIRET T,

BEVIZ boz? OV V—IE—IF)) #EYT
BEIC, BT OTPOELTLIES O OFPD MY
TBEY DI PEKRYIRE, OV Y—E—Z
TSR TEBH TE Manager UNVIER %S5 C
ENTEET, BF2 U T —DeHIC. KTOTP
D RLTLIES 0,

p=3=)

3.11 =1k
FREE, FTROFETEIELE T,

1 ZRQICOTIVLTOEHBER. OFPH LTI,
2 ARRDERRAVFEATICLET,

3 INTHFHEBEBLELILI



3.12 CBARODIREICRY

CEABORE, IR O5RMBICHL TRED' E 1< nTh
BOREBICRIFIREHABL £ T,

1 Manager LNV TOSA VL TLIZE0,

3.130vI7DU hENTLEOfeLE

VYV =R —ZF)FEE Telnet [C&> TAERICOT1VTS
EE RALI—Y-JJ3TNARD—F%EHELT S BERFEASE. T
LDAYE—IDERRSN., LIFBLDEOTA YV TER<BY &
ER

login: manager J
Password:

2 [SET CONFIG=NONEJ O% Y FIC&Y | wREBICER S Y T
ROSRARAENBOEDICLE T, B3 AF [3.8 £ERY
VT hDEE] (0.31) #ITEBELIIZS L,

Manager > SET CONFIG=NONE .l

3 [RESTART ROUTERJ O¥Y FAEERFLTIZE L, KRER
(&, RBRO YT b EFRAAZEORE TSN, EED
EBHICOT PO RLTLEVET VT FD T PRICIETBALS
DREERBU T FLEBBHRORELICRERS U T HEHEI
BRrenNTO&E Ao

Manager > RESTART ROUTER .J

login:

[RESTART REBOOTJ OFETW . ERRAVFDAT/ AU
FBBREETEO>TEDEVEE A

4 Manager LNV TOTZAVLBBLET SRD—RETT7+
JWEZR>TOED),

login: manager .
Password: friend J (RRSNFTLA)

5 HERVUTFOINTZHRT S & TRICTEARORES
BUET, 77 MIBEVDEDVEDIBEL TEHEVLEEA
B DA EA—F [*] =@RIT5DHRFTI,

‘Manager > DELETE FILE=*.cfg J

FERLUT b (CFG) ZHBRLTLEDE . B8

3 MRELICREITRICEDNE T,

i

login: manager .
Password:

Info. This device is locked out temporarily
(login-lockout) .

109 T2V MBI BE0VLPD IR, BOO
TAVTEDLDTRBYEYT EBROAD / AV %=RTINE, HES
[COVOPD MRS NE D)o

AHBICBEHF SN TOD I—HF—TPHDY MIR/T BP0 R,
[SHOW USER] OX Y RICK > THKRIBIENTEET, FLT
(&, [manager] (L&D P HERM55 20051k, 50
LML TOETD,

Manager > SHOW USER ./

User Authentication Database

Username: manager (Manager Account)
Status: enabled  Privilege: manager Telnet: yes Login: yes
Logins: 2 Fails: 5 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

User Port/Device
Login Time Location

manager Telnet 0
14:12:36 26-Mar-2005 192.168.1.101
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3.14 HEFERORT

K <HEATB [SHOW] I¥Y FZRLET. BEHLORDY—
VECERODSBE . AL 6TICRESNICREY 7 D17 %d
BODBE . [SET ASYN=asyn0 PACE=66] #EfTL TH< & &
TIT [-MORE--] 'RRESNBLDITRYET,

[SHOW SYSTEMJ D¥ Y Rld, YR T LAOEM B EREZRRL

7,

Manager OSAKA> SHOW SYSTEM ./

Router System Status Time 01:36:14 Date 05-Apr-2006.
Board ID Bay Board Name Host Id Rev Serial number

Base 257 AR5708 0 M2-0 D1656101A

PIC 75 0 AT-AR020-00 PIC E1/T1 PRI 0 M2-0 50087737

Memory -  DRAM :131072 kB FLASH : 32768 kB
Chip Revisions -

SysDescription

CentreCOM AR570S version 2.7.5.B-03 09-Mar-2006
SysContact

SysLocation

SysName
OSAKA
SysDistName

SysUpTime

68586 ( 00:11:25 )

Boot Image : 570-104.fbr size 771920 28-Mar-2006
Software Version: 2.7.5.B-03 09-Mar-2006

Release Version : 2.7.5.B-00 20-Oct-2005

Release built : Mar 28 2006 at 15:15:27

Patch Installed : NONE

Territory : japan
Country : none

Help File : help.hlp
Temperature : 38 Celsius

Main Fan Speed : 5232 RPM

Voltage Status ( Rail : Read )
1.2V : 1.17v 2.5V : 2.55V 3.3V : 3.23V
5.0V : 4.89V 12.0V : 11.56V

Battery voltage : 3.23V

Configuration

Boot configuration file: flash:test0l.cfg (exists)

Current configuration: flash:test0l.cfg

Security Mode : Disabled

Warning (2048284): No patches found.

Manager OSAKA>

[SHOW CONFIG] D7 > FiF. BEEESNTLSREHRHUT
DI PANVB%ERRLET,

A& [38 k£ Ro VT hOIEES (.31

[SHOWFILES) D% Y Ri&, 771z R RRLET,

34

EF - EREDRE - B

[SHOW FILE=filename.CFG] D& DICT7 » AR %AILE TS &
77 1IVDRBAERRLF T,

A& [37 REDRE] (0.30)
[SHOW CONFIG DYNAMIC) DX Y Fld. SV RALXEY—

(RAM) EDOREABERRLET. REZROUT LT 7AE
LTRBIBHEIC. SOOIV FTHRIBSDONMEFTI .

Manager OSAKA> SHOW CONFIG DYNAMIC .|

#
# SYSTEM configuration
#
set system name="OSAKA"

#
# SERVICE configuration
#

#
# LOAD configuration
#

#

# USER configuration

#

set user=manager pass=3af5001£767b664cadlcebleffOcbab5d4 priv=manager lo=yes
set user=manager desc="Manager Account" telnet=yes

#

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

[SHOW CONFIG DYNAMIC=module-id]D & D ICHEREEY 2 — L&
ZBET DL, XOBRNITT HRRSNE T, #BEE. SYSTEM,
IP.PPP .DHCP.INT .SNMP, TELNET \USER @ EQEE CE & T o

Manager OSAKA> SHOW CONFIG DYNAMIC=SYSTEM .

#
# SYSTEM configuration
#
set system name="OSAKA"

#
# SERVICE configuration
#




4 FXEDTc DETREGE

VY= R—ZF)VETE Telnet TARRBICOTAIV TR &I
&U, RERICHITEIREAERT ENTEET, AE TR, BEAE
I IcbDIYY RANICEITZEANRESE, OV FONIE,
VI Dz PRBABEE. 1V A—D1—RZICDOOVTHAL &
ED

4.1 27 kr7J0tyY—

IRV RT 0B vH—F, XZER—XORERN1I—F —+( V& —
72I—RTY,

1—HY—PERERBICOTIVFTEHE . IV RTO0YH—EOvY>
ROAADZEEITIHICIVYY RIOV T hEFRRLET IV RS
DYT7 R, O014YLTOBI—Y—ORLANIVE, YRTF LR
MRESNTOBIHBENMIE ST ROKDICELET,

*®4.1.1

HERRL NI YRTLBREBGL YRFLARBHEHUC
User > OSAKA>

Manager Manager > Manager OSAKA>
Security Officer SecOff > SecOff OSAKA>

a. Y27 LB [OSAKA] D%BE.

AE [6 1—Y—-BBEEF2UTr—] (p49)
T ARZE [35 YRTLABDESE] (p.29)

|—:|7\/ N

T 1
Manager > set system name="OSAKA"
1] L

\\ e = |—/\°5><—9—
axvy R7ov7 R
®4.1.1 OV ROER

OV RTJOV T RCHLT IOV Y REANTSE, DYV RT O
TyvH—&, DYV REBITLEFTLE T, YV RiE. DYV 3B
(TEDF—D—F) ENSA—%— (EEDF—D—FICRHETS
F—D0—F) HEERSN. AIXN—XTR> TEIILFT,

NI A=R—(F, LED [SYSTEM] DLDICBERHITBZVEDE
[NAME="OSAKA"J D& SICfE (PARAMETER=value) ZHDELD
NHYET,

NIA=R—DERIDHBE . FITL TANLIINS A—&—(CLo
T, BRONSA—E—HRESNDENBYET,

AE RICERUER F—D—FEERRT S [?] ]
" (p.36)

VY RAEAAL . RITICHINT S & . [.... successfull WD Xw
tL—IHhRRSNET,

Manager > SET SYSTEM NAME="”OSAKA” .

Info (1034003): Operation successful.

4.1.2 X v E—Ifl

ANZIRBELCKY, IVY FOETICEHTS & [Error] T
BAYE—IPRRSNE T,

Manager > SEG SYSTEM NAME="OSAKA” .
Error (335256): Unknown command "seg".

Bl 4.1.3 KEIX v E—Jfl

ARV FANDERR
IRV FANICBH BEEAEZEDE T,

s 1T CANTER IV FORKNFHIE. AN—RZEDHT
100025 TF, BEOPRCREE HESBTT, I7
VRANE<SAY 1 FICAS 58 0E5(E. ADD & SET %
f-l& CREATE & SET O#iBEhEA B> T, IV REEH
TICHFEH . ROBBEFEAE > TS0,

A& [IVY FOREIANS (0.36)

IV RBPNSI A3, SBENMERATRETT,
BIZE . TSHOW PORTJ (& [SH POJ. HELP SHOW PORTJ
& THSHPOJ OELDICBBTEET,

AE [RICBRIYEBGF—D—FEXRTTS [?] ]
- (p.36)

VY FZPNIA—E —F, KT N\NFZXBILEEA
B EELTFIINEA SN TVSBE ., BIIRAXE. I\XF
EXRTDEHBYET BIRR NRD—F., YRT LG
o

Q041 —0OERICE>T . RTTEE IV RIHER
UFET, BEOBBIEEL. Manager LNV TITWE T, 2+
U F 4 —F— R Tl .Security Officer UNJVDIERHD VBT,

AE [6 1—H¥—-EBBELFaUTr—] (049

% 1 YRFLBHBESNTOBES (SETSYSTEM
‘ NAME) . ANTHRB ISR . &R T ABOTEHI
BV menuzT,
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s NV EFOHRIF . IV FEANT B ELIEBEICRNET (T
=PRI . BRESEEZTOLERDY EH A
2L AEREBREH TS CREABISHEELLTLESDT. &
TERAOUT FELTREL . BBFICHMAEIND LDICHRTE
LTHEDREFNRBRYEEA

AE [37 REDRE] (p.30)
A& 38 k£BRo VT OIEE]S (.31

F—#E (BEX bU—#aE

VXY RTOVT RCHULTA—VYIARRSNTOST. IR D5
XY EFZANL LSELTOBFTDIEZDIVY FSAVESH
FTo ANV RSIAVTR ROKOBIREMREZERATEET T
SEORICBNT, [Cul/ OJ (& Cul F—%BLBHS. [/] OBROD
F—ZBIEERKLET,

K412 VY RSAVICBIIDREF—

HERE

VT HARDF—

IRV RSAYVARDH—YIVEE

«—

W=V IED 1 XFHIRR

Delete. Backspace

BAE—F. LEEE-FOYUE Crl/O
A

XYV RSAVDEE Ctrl/U
ARLICOXY FOBEEZSHDIF 1. Cul/B
B

ANLIZDIVY FOBREAEDD V. Ctrl/F
AALIZDYY FOBEDINTE  Ctrl/C

E N

[SHOW ASYN HISTORY J
DAN

IRV FOBBEOINTEBEETS

[RESET ASYN HISTORY J
DAN

BRICAHLTC string THES IV
YV RARRITS

string+%=" (Ctrl/1)

RISEIRATGERFF—T— RE2RTID [?)]

[?) 3G RAEHDF—TTo IVY FOANEPTHTE R
[CERTRSF—D—F (IVVFER NSA—5—) DYR +ZEX

~LET,

IXVRTOVTRISHLT, 2] F—%8BL THTIES0, T
XY RO RYTUNVTERTRESF—D—F (OVYY FR) &R

36

EXTE D e 6b DEFEAGE

=h, BOOYY ROV T RhRReSh&E T,

Manager > ? (?[@&RRSNFTA)

Options : ACTivate ADD Connect CLear CREate DEACTivate DELete DESTroy
DISable Disconnect DUMP EDit ENAble FINGer FLUsh Help LOAd MAIL MODify
PING PURge REName Reconnect RESET RESTART SET SHow SSH STARt STop TELnet
TRAce UPLoad LOGIN LOGON LOgoff LOgout

Manager >

RRSNBF—D—FDUR T KEZOBD FBBE T, +—
D—FRFELT—RICHBTBICOICRERANLG FNERUEE
Huo

[SHOW] + M¥BRXN=RJZANL T, [?)F—%8F &, SHOW
< BRTBZGF—D— FORRSH, JOVTHCE 2] F+—
EWITIHDIVY E (SHOW +#BIN—R) DERRSNE T,
(2] ##dEE, DRV PSAVICASHDUFINEAAL TLS
B8 IFINOESICHEBRN—RZANL, [?] ERYSRHN
@eYgEtho

Manager > SHOW ? (?[@&FnRcnEtA)

Options : ACC ALIas APPletalk BGP BOOTp BRIDge BRI BUFfer CLNS CONfig
CPU DECnet DEBug DHCP DTe DTEStl DVMrp ENCo ETH EXception FIle FEAture
FIREwall FFIle FLash FRamerelay GRE GUI HTTP INSTall INTerface IP IPV6
IPSec IPX ISAkmp ISDN L2TP LAPB LAPD LDAP LOAder LOG LPD MAnager MAIL
MIOX NTP NVS OSPF PATch PERM PIM PING PKT ASYn POrt PKI PPP PRI Q931
RADius RELease RSVP SA SCript SERvice SNmp SSH STAR STARTup STReam STT
SWItch SYN SYStem TELnet TPAD TRAce TRIGger SESsions TCP TEST TIme TTy
TACacs USEr VLAN VRRP X25C X25T TDM

Manager > SHOW

B BRI F—7— FEBYTHFTO<ES AR E EROA
T [PPP] #HEE THHBE . T [PPP) + MEARN—2] %
AN, [ +—%\BLET,

Manager > SHOW PPP ? (?FFRRSNFHA)

Options : COUnter CONFig MULTIlink IDLEtimer NAMEServers DEBUG TXSTatus
TEMPlate LIMits PPPOE

Manager > SHOW PPP

a9 ROHDEIAN

CREATE. ADD Ti8&a&RWIYY Fid. CREATE & SET. ADD
& SET DifiBEDLEZFE> THEITHENTERT,



BIAIE. CREATE TH%3 FTEOELITY R,

TEORLIYY R,

Manager > CREATE PPP=0 OVER=ethO-any
BAP=OFF IPREQUEST=ON
USER="site_ a@example.co.jp"
PASSWORD="jK5H&2p"
LQR=OFF ECHO=ON IDLE=ON .J

E4.1.4 CREATE THFEH RWLWIYV K

RDELDIC.CREATE & SET THEFEBTICHEIL TANTE &N
TEFEJd,. CDHBSE. [SET) DXV FTERETLTARL I
[CREATEJDNY FONZA—=A—%BELBFNEBUEEA (F
2 TlE Mppp=0] *» [over=ethO-anyJ)s

Manager > CREATE PPP=0 OVER=ethO-any
BAP=OFF IPREQUEST=ON ./

Manager > SET PPP=0
USER="site a@example.co.jp"
PASSWORD="passwd_a" .

Manager > SET PPP=0 OVER=ethO-any
LQR=OFF ECHO=ON IDLE=ON .J

B 4.1.5 CREATE. SET T%#g|

IVY FEDEIL TANT B DOE/NS XA—KXDE/EZDFHBIC D
WTE /Y COROMAD DY U7 YR ICTERTE
EC

IP 74y —7 RODEIAAH

VY RHPRSBUNER IP 24 A—27Y RIZD0OT. #eH
BHL &9, F2l&. TADD IP FILTER) DX RIS X—&—&L
TREBELGF—D0— FDOBBETI,

ACTION:AC DESTINATION:DES
DMASK:DM DPORT:DP
ENTRY:ENT EXCLUDE:EXCL
FILTER:FIL INCLUDE:INCL
PROTOCOL:PROT SESSION:SESS
SOURCE:SO SMASK:SM
SPORT:SP

&72. SPORT. DPORT /¥ X—&—IZIFTELNET O &> 0k
JWBEEELTIC, 23 DLDICHA— FESEEEI S IV
RHEMTEET,

ey OV RUDPLYR [IP) - [P D4 ba—] -
[ADD IP FILTER]

ADD IP FILTER=1 SOURCE=192.168.20.4
SMASK=255.255.255.255
DESTINATION=192.168.10.2
DMASK=255.255.255.255 DPORT=TELNET
PROTOCOL=TCP SESSION=ANY
ACTION=INCLUDE

4.1.6RVLWITYVR

RDEDICEBTEL T,

Manager > ADD IP FILT=1 S0=192.168.20.4
SM=255.255.255.255 DES=192.168.10.2
DM=255.255.255.255 DP=23
PROT=TCP SESS=ANY AC=INCL .J

® 4.1.7 R TAN

o, FTROIVYVFE.

ADD IP FILTER=1 SOURCE=192.168.20.4
SMASK=255.255.255.255
DESTINATION=192.168.10.2
DMASK=255.255.255.255 ACTION=INCLUDE
ENTRY=1 DPORT=TELNET PROTOCOL=TCP
SESSION=ANY

H4.1.8RVWIVYR

ADD & SET Difipaht /0, IV FEREITEE T, [SET]
OVYRTI74VR—ABZBNTSHE. &9 ENTRY /NS X—
R—7ZIBEL TIEEWENTRY T 4 & —)U—)VEST.[SHOW
IPFILTER) Y FTHRTEE T,

Manager > ADD IP FILTER=1 SOURCE=192.168.20.4
SMASK=255.255.255.255
DESTINATION=192.168.10.2
DMASK=255.255.255.255 ACTION=INCLUDE .

Manager > SHOW IP FILTER .J

IP Filters

No. Ent. Source Port  Source Address Source Mask Session Size
Dest. Port  Dest. Address Dest. Mask Prot. (T/C) Options
Type Act/Pol/Pri Logging Matches

192.168.20.4 255.255.255.255  --- Any

192.168.10.2 255.255.255.255 Any Any

Include Off 0

Manager > SET IP FILTER=1] ENTRY=1
DPORT=TELNET PROTOCOL=TCP
SESSION=ANY .|

B 4.1.9ADD & SET THEl
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42 A3V ROHEE

AHBSE, BEGHEZRRIBICOHIC, ZOITVY FBPNS
A=B—%HR—FLTVET, VYRR BBTCRF|EIVVF
&L ETIRYRICRFBIEHTEET (A RICK> T3
ICNBETERVEDEDBYET) .

EREIVUR

®EITY R, [CREATE CONFIG) J%Y ROEFTIC & YRR
NBRERL VT LT 7 A VORBEL TRESND D & 1-SRE
REVT LI PAWHREENG L& XORBICHL TEBE SR
7.7

FREIVY FDOBLIE, SYRALAE)—LICERBSNTLS &
HROEEZFHTDICODESEOT —TIVORBTEEEL T 0
A&, [ADD IP ROUTE] XY FId =T 4 Y IT—TV%EEE
L Ny bOBRZEERIE L& T, &fc, [PURCE IP] O7 Y Fi&
P ICEBTBINTOREZAIRL T,

FREIVY FEABICE > TEOK DD DREI VY FefHsh
BT BLOHTHEMERBEEHBYF T ARBIGREDIVY FIC
E UTFOEIBEDH DY E T,

ACTIVATE

DEACTIVATE
[ACTIVATE] (&, I TICHFEL TLBEDZRRICEESES
IV RETY, [DEACTIVATE] (&, TACTIVATES) OXY KT
EMEL TLS ED%EDPLE, FICEBMFLEISIVYRTT, AR
(& BEFEHDOEHEICN T DHRIT P, X5 U T FORTH
RU PO ETHERLE T,

ADD

DELETE
[ADDJ (&, BEEDOT—T IR EICIER =80, 1CFEEZRTS
IV BTY, [DELETE] (&, [ADD] TEIOL I1ERZHIRT
BV RTY FIARL, AV B—D 2 —2DBINPHBR. V—
T4 OEBROBIPERRCERLE I,

CREATE

DESTROY
[CREATE] &, BEL TOBOLWEDAAERTS IV RTTS,
[DESTROY]J (&. [CREATE] THERLI-ED%HEBRT D IY Y

<§*?F&@WC@WGDWMMUjvaEﬁbTE@ﬁ?

e

M43 pamECETEREITY A, ADD THBH . th
&% CREATE TH3HE. ABRICHHBMEDEE
CHRELTOET,

e

38 | ERED e DERER:S

RT3, BIRIE, PPP AR —2 1 —XOERVEBRETOE
To

ENABLE

DISABLE
[ENABLEJ (& BFFOEDZBEMETDIVY FTT,
[DISABLE] (. TENABLE] THEMLLICEH D%EHCTD I
RYRTH BRI EI2a— AV A=D1 —RBEDEH
. EtzeTOET,

PURGE
[PURGE] (&, #EELI-BBA2¥AIS IV FTT,
BIZ(FE. TPURGE USERJ (&. manager/friend (F 24 JU k)
SO, BELICI—Y—1BREINTHBRL £,

SET
[SET] &, TTICHRAETD/NIXA—K—DRE. B, £IclE
ER%TOIVY FTT, [SET) BPEB NI A—A—ICL>T
(&, TADD] % [CREATE]J 7Y FOERFTHTRHNE. EfT
TERWI LD DBYET,

FTaAIUR

ETIVY FIE, [CREATE CONFIG) D7 FOETICKLUAERS
NBRERVVT D7 VORBEL TRBSNE A

REIVYRE 090>, 079 TELNET, ANVT DR,
T77MVICRTBBE. BEDTR MMREDLDB IV RTT,

ETIVY FZEATIFIIC.REIVY FICE > THED UHRE
LB<TEFRBE8VWIELHYET, ARBSETIVY FIZEF U
TOEOBEDNBYET,

EDIT
TFERITAA2—%EEIBZ IV R TT.CNITYY RICK
Y. lcfg) GREROYT L2 7A)). [scp) (REOUT D »
1) “BEFEITDENTEFT,

AE [6 TFRFIF 15— (p.55)

HELP
AVSAUNVTERRTBHITY RTT,

B [43 A2 54V VT ) (9.39)

LOAD
TFTP % —/\— Zmodem B EIZ&Y . 77 1 VERBBICH
HY0— KI5 ITY RTY,

AE 10 B/ET 7 NVDODNYLHP VT EY R 7
(p.65)



LOGIN
D492V RTTRDLI—Y—TOOA YV LBHT &
ERECHEAL T,

LOGOFF. LOGOUT
057D hr3d5IYYRFTT,

A& (3100572~ (p.32)

PING
EELIBFHSONEAHERI S IV R T,
A2 8.1 Ping] (p.59)

RESET
[RESET] (&, REABRBEERETIC. ETP OEEZPLL .
FLoOHEPUET (UtY hTSE) IV RETT,

RESTART
AHREBRE IS IV FTY,

&E [39 Fie#] (.31
SHOW
[SHOWJ &, BREARBREDSBDEREXRIS IV RT
ER

STOP PING
[PING] %#pIET5 VY R T,

A2 8.1 Ping] (p.59)

TELNET
[Telnet] 2XTF2IVY FTY,

A& [7 Telnet #E>] (p.57)

TRACE
REORL—REETIBIVY FTT,

eyq 45 8.2 Trace] (p.59)
UPLOAD
TFTP #—N—* Zmodem B &C LY. 77 IAEY—/N—
VP21 —48—AAPvJO—-RI5IYVRTT,

RKEORET 7ANVDODNVL PV TEYR P
T (p.65)

A3 XS4 INIVT

BB, FVSAUNVTABEL TOET, I FOBEY,
DY RHPRY 8BNS A—R —EX¥DEEAN YO EEICTH)
B<LIEES Ve AV SAUNVTE. 01V EBOTOV T MIRL T
BARATEZ T, Manager UNJU, User LNV TlIERSNEANIVT
DRBHRBUET,

JOVIMIH LT, THELP ) #AANTBE ALTD Y TBE
PNERTSNE T,

FTBEN 1 BB (2417 ICBSEBRLHE. [-MORE-] 70O
VT EDRRENE T [-MORE-J [CH T BDBIEF—(TRDBYT
To

¢ [AR=R] N=T, RO NX=I%RRLET,
c[UR—=V] F=T, RD 1172FRLET,
+[C) F—T. FBREODEYINTZRRLE T,
+[Q) #—T. KR%ZEPLELET,

Manager > HELP

AR5708 A2 T4 UAMT - v2.7 Rev.00 2005/11/01
This online help is written in Japanese (Shift-JIs).

ANVTEROME Y TEFALTVET,
ARAXFOBAEYTHEVELA (viELp opERATION" K v ov EEKE)
(v - EDBERENT 1 €2 AFDETT )

ER-EE (swp. BF. M) Ai- 27T h5E)
{v4-71—-A (A4 yF, ETH, BRI, PRI%¥)

Help Operation
Help INterface

Help ISdn ISDN

Help Tdm ZRi

Help FRamerelay A% V1%
Help PPp PPP

Help VLan VLAN

Help Bridge EP2Z)

Help IP 1P (RIP, OSPF, IP7 4 VA1 &)
Help IPV6 IPV6
Help Flrewall T7ATI+=
--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

E4.3.1 THELP] OfE%R
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by TEBEORBH S, SSICRRLICVWEBAISEL T NIV
TYVEBENMEMTEET (KUFOBHD . FRAERANLBHFNE
BERVNFHNTT) . IR, [HOJ ZANTBH L., BR BRIC
BEIBI YT AZa—HERRSNF T,

Manager > H O J

AR5708 £ T4 UANT - 2.7 Rev.00 2005/11/01

&R -8

Help Operation SYstem VAT A
Help Operation Filesystem RREBLI7MVYATL
Help Operation Configuration
Help Operation SHell

Help Operation User

Help Operation Authserver B -n-
Help Operation LOAder 7y7A-F49oa-F
Help Operation Release YIhg1T
Help Operation Mail A=V
Help Operation SEcurity LEEUP e
Help Operation LOG ny
Help Operation SCript 2907 b
Help Operation TRigger MY Bi=
Help Operation SNmp SNMP
Help Operation Ntp NTP
--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

E4.3.2 [HELP OPERATION] D&%

BICBEEARRTD & ZBBEEONVTHRRSNE T,

Manager > H O SY .

1R5708 A2 T4 UAINT - V2.7 Rev.00 2005/11/01

BR-EB ) YATA

DISABLE HTTP SERVER

EDIT [filename]

ENABLE HTTP SERVER

HELP [topic]

LOGIN [login-name]

LOGOFF

RESTART {REBOOT|ROUTER} [CONFIG={filename |NONE}]

SET HELP=filename

SET SYSTEM CONTACT=string

SET SYSTEM DISTINGUISHEDNAME={dist-name|NONE}

SET SYSTEM LOCATION=string

SET SYSTEM NAME=string

SET SYSTEM TERRITORY={AUSTRALIA|CHINA|EUROPE|JAPAN |KOREA| NEWZEALAND|
USA}

SET [TIME=time] [DATE=date]

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

E4.3.3 [HELP OPERATION SYSTEM] D#E%R

40 | REDT DETEAE

44 (V59 —=T1—2R

MBAVAE—T IR, TRYVIOBAIVE—TI—R, *V b
D—ORAVR—T71—RCEITSMBZHRAL T MBOBSIC
KU, ISDN, AR, JL—L UL —CEFL<MNERBA 1V
R—T1—RICETD. BEBRBRITLZIBIIZSL,

o I7VFUDPLYR (1Y E—T 1R - [HE)
A5 —T 1 —ADMEEIES

AHBOABZY T FDIPHICRSE FTROLDICBRYE T &
HBICHITERES R MICUET MRV X—T T —RDEIC
SETEBREBA A —TI—REER. IV FICK>TEEDH
BIEICEH>THALET,

AN -

ADD IP INTERFACE

ADD IPV6 INTERFACE

F=IUVIE

ADD BRIDGE PORT

CREATE FRAMERELAY

CREATE VLAN CREATE PPP
ADD VLAN PORT /
o]

ADD L2TP CALL.

YRR
B

ADD ISDN CALL = CREATE TDM GROUP

WERI/F EE E)El

AR0D21 V2
LANBIZA v Fii— b

WANSlIEthernetii— b
(UTPiK— b, SFPZOY hOIVKK— )

s oaoE

4.4.1 45 —7 1—ADMEBESE

RIBEMEBAVA—T1—R (R—bF) T, XEBICABD LAN
RIR1wFR—F (PORT) . WANRI Ethernet :R— ~ (ETH). PIC
NACEBITZEY2—VELTRESNS PRI BRISDY F T,

EDLEE BV R—D I —REF N TODOREHIHT SV
ThDTPEY2-IVTT, XA VFR—. Ethernet ;R— ~DB



BIIFICREDMLE DR W), BPELGETIEBFEEL FEA. BRI,
PRIAY&—2 1 —RT ISDNMBICHH T D & S[EFEREHS &8
HYBISON EVa2— % FARPILV—LAV LU —RBICHERI S &
EFHALROY FONB%EFTDTOM EV 21—V EBOET, I
FTHOSI ETNVTOMEBREICESLET,

ORSIEEY 12— VDO EUIC<ZDH 0S| BRETIVDE?2 BICH
1237 —R)VOBAVR—TDI—REI2 —)UTT, ARRBTE
VLAN, Ethernet, PPP., 2L —ALUL— (FR) D4 BE4AYHR—
FLTOWET, COBTE. BR3EY Mz J L — L ENSE
MIICHAIT. B—O] (F—42Y>0) EToOBEEHELET,
Ethernet /> & —27 1 —XREYMBEBE TRV OBH —KEB >
TWBTIch, BICHREDXEEHY F A LAN BIR1vYFR—+
(&, CTEBARBORETE2AR— D vian1 (VLAN default) (CFREL
TOETHVLAN ZBNERTD &L K> TEEDINV—TICH
EFTEHEHNTEF T, VLAN OEE(E. CREATE VLAN O K,
ADD VLAN PORT OX Y RTTW\W& T, PPP. DL —ALUL—D%
&ld. [CREATEPPPJ [CREATE FRAMERELAY] OvYY RTHR
BICAYR—D T —RAEERLET CDEE, AV E—T1—
RELT., O EY 2 —uh B V2 —7 1 —RAEEEL &
9,

TRUVOBOLEICZ, &3 BlCHhlcdry FO—SETORD
VDAV E—=D 1 —REI2—)VHMNEBL & T AHRTIFHIP (IPv4)
EIPV6 #HR— L TOEToRY FD—OBA VA=D1 —XIF,
[ADD IP INTERFACE] [ADD IPV6 INTERFACES) O¥Y FZfE >
T T—RIVOBA VA—Tx—R LS8N (ADD) I3 E 7R
UEd,

AI—T 11—

AVR=T1—RBE AVR—T 1 —ROBEERIBIR ETH.
PRIGE) (2, AVB—D 1 —RESEDIFICEDTT . AEIDY
BAYR=—TI—RIE ROAVR—TI1—RE8%ZELEET,
RAAVYMBAVH5—T1—RZ
WAV R-T1—X

AVR—=D1—RZ

port1

port2
LAN v FR—k

port3

portd
WAN 18l Ethernet > &—2 1 —2X eth0
(F=RUYVDBE—) eth 1
BRIA>%&2—21x—X (AR021V2) bri0
PRIMYV%&—21—2X (AR020) pri0

TRUVOE HRB) AVA—T71—RDEFSF. [CREATE
FRAMERELAYJ, [CREATE PPPJ, [CREATE VLAN] OYY FT
SELICESICBUE T, BSEIAMNEBERATERICENE I

BHIELTODDIBICEIVETHT ™, 2L . Ethernet [F4E
UR=DVI—ROBESEFLERBYET,

RAA42F—FUIIBAVY—T1—R%

AVH—=T1—2R BRIDA
=Ll —AVR—=T1—2R frO 2 &
PPPAYA—D1—2X ppp0 73 &
VLAN Y H—D1—2R vlan1 ¢ &
WAB fll Ethernet 1> &2—2 11 —2X eth0. eth1

(& —1K)

YgA Y —J1—2X
AEQ TERATAER YRV A—T 1— &, UTFOABETT.,™®

e LANBIZwFR—b (port)

« WAN@ Ethernet > &—2 1 —X (eth)
e BRIA>VA—Dx—2X (bri)

s PRIAVYE—=T1—X (pri)

MBAVA—D 1R AERESBOREEHR T D ICODERD
(R—F) T VI EDIPHCRBDE, R—h2HEITE RS
N=7BE%ZBATHBY . LUOORFIEHES 2 -7 -2V VOB
AVR—TI—RCH—ERERHELET,

LANIZ A wFik— b

ARBO LAN BIIE 4 R— kD 10/100M/1000M Ethernet R
AVFIIRBH>THY BHOIVE2—E—%EHKID_ENT
FET. INBOAR—FE. port! ~ portd FHFEHR— FES)
EWDRBHITERLET,

CEBABORE TIE,. INTORAY FR— D' [default] &
WSBD VLAN (vian!) [CFrEL TWa1cw ., BHDVLAN %
KBELBOVDTHNL, 5IC VLAN ORE=ZHITBDLEF
BYE A T2V ERED S, LAN RIR1Y F2k%

*4 Oy RTIEESNIC AR020. ARO21 V2 D1 VR —
Z1—2R% [pri0]. bri0) (&. [SHOW CONFIG DYNJ
XY ROFRY. [CREATECONFIG]) Ov Y RTERL
SNICRETZ 71U T, bay0.pri0] bay0.bri0) Mk
DICEBENET,

F7c. Teth=0J. [pri=0J. [bri=0] DLDITEE=NII/N
2 X—%—(ZF. [eth=eth0J. [pri=bay0.pri0J.
[brizbay0.bri0] OLDICEBENE T,

5 AEBE. CORMTERMY Y PV E-T1—R
(asyn) 1 R—bzR&EBELTOLETH . BAR— I3V
VoVEREREB S THYET, ETLBEERRKL T
DRy ~D—=OFHI I R— L THBYEEA.

7
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Vian1JEWSRBFIDT—& U VOBV A—T7 1 —REL TR
STENTEET,

LAN BT 2 ERIBDORE (IP 7 RLRDEULBTEE) (&,
BLDRAYFR— TR A Y FR—ZRAQM VLAN
AVR—D 1 —RHLTHIVET,

WAN {#lEthernet f ¥ —7x—2X

WAN R Ethernet 7> &—2 = — R, AEGD% Ethernet (C

BRITBIODAIVR—T I —RATT, AERIE. 2 DDV
R—DI—REBATHY . ¥1¢n [ETHOL, TETHT] &0
DBRMEFOTOET,

DAV R—T 1 —RFBAIBICHI> T HRELRBS TS
52VEBRBYE A OYMRBAVE—T 1 —RERGY,
Ethernet [3MBEH 5T —& VO (MAC BIFE) &T%H
N—T2RETHB D BELUICLAP—3A2—T1—
2 (P, IPvB) Z{ERT B ENTEET,

Fio. DAV AR—7 11—, Ethernet EDEHIZH TR L,
PPPoE (PPP over Ethernet) IC&k 2 RICEEBTE=E T,
PPPOE (& Ethernet T PPP (Point-to-Point Protocol) % f#
BI300T0RIVT . OSLBEDTO— RNV Ro—E
R CLL<EATNTOET,

BRI A5 —=J1—2X

BRI(Basic Rate Interface) 1>~ & —2 = —XR(&. ITU-T A* ISDN
NDLI—Y— WAV R—TI—RELTEDICIAVE—T1—
2DDB, BERAVA—T 11— (1430) EMENDBIBICHE
L IcA>V B —T1—RTY, BRI (& WAN im0 > 52—
7 1—XRT.ISDN #3 (INS64, 2B+ D), AR (64K, 128K) .
JU—LIU—RBEDBRICERTEELTAVE—TI—RF
& [BRIOJ TT,

BRIAY&—2x—XIZE. ISDN EFHAHR (TDM) D2 DO
EE— D' BYUITHEMISTRIIOU TBEE— FEPUE
ATLIZE WV, BEE— FOPUBRIEIISET BRI IYV RT
TOET,

PRI A25—=01—2R

PRI (Primary Rate Interface) ¥>&—2 1 —X(&. ITU-T &
ISOND21—H— - @BV R—D 1 —RELTEDIC |1V R—
TI—2MD5, —RBAVAE—T1— R (1431) LHIND
FIBITEUL o >R —T 21— R TY, PRI G WANIERARD A
VAR =71 —XT. ISDN # (INS1500, 23B +D) . EER
(192K ~ 15M) . ZU—AY L —RBEDFERICERTEET,
1A= 1 —RBF [PRIOJ T,

42 | EREDT DETEAE

PRIA>%5—2 1 —XIC(E, ISDN EEMA#R (TDM) D2 DDE)
FE— D BYITHRISORIICC TEMEE— FZDUE
ATLIZEV BEE—FOPUBRF [SET PRI IV RT
TOET,

F—IUIIBAVI—T1—2R

FEURTERTEST RV VIBA VA=D1 —RIUTD 4 7@
FTY,

s VLAN A Y& —71z—X (vlan)

* WAN I Ethernet ¥ >4 —2 z—2X (eth)
e PPPAY%5—21x—2X (ppp)

s JL—LIU—AVR—=Dxz—2X (fr)

T—RUVOBAVR—D1—RF PRAVE—D1—RADLICE
BERTBHEE WBA VAT ECEY PV TLIEOER
FEEY 21—V EICHERTBHBEN DY ST, LUTF ¥N¥hoty
FPYTIEICDOVT, BlIEEFRH SEBICHBL T,

VLAN A5 =T 1—2R

VLANA Y2 —27 2 —RIE LANRIR 1w FR— b eRRAICT—
RIUVOBAVR—DI—RTT AHBIE. HEICKY . LAN
RRAw FR— FEERDINV—TICHEITEFTVLAN O
BELTRE R— bk VLAN &&25 VLAN (802.1Q) 28 HR— K
LTO&E T,

CEBARORRETE, [default) EW5BFIO VLAN (VID=1)
PEBSNTHBY . INTORAYFAR— EHTD VLAN (ZPT
BLTOE T, VLAN ZEHBEE LB ORY \VLAN ORE%
RAITBILBEDYEEA. CDOBE. LAN QIR Foik%
VanTJEWSREIDT AUV OEA VY A—T 1 —REL TR
D2IENTEET,

VLAN «/>&—2 1 —2X(&, Ethernet 1V &2—2 1 —XREEFF
BEDT RV OBAVA—DJ I —RELTHERATEE T/
EAWE., vlan1 (default) EIC IP A1V &2—D 1 —RAERTS
[ZIE RDEDICLET,

Manager > ADD IP INTERFACE=vlanl
IP=192.168.10.1 MASK=255.255.255.0 ./

VLAN BZE> TROKDICELZEETEE T,

Manager > ADD IP INTERFACE=vlan-default
IP=192.168.10.1 MASK=255.255.255.0

@ VLAN A >R —2 11— LT, PPPOEZERTE
Ao

AR



#1273 VLAN =BT B5156(&. [CREATE VLANJ YV R T
VLAN Z1EaZL . [ADD VLAN PORTJ 3% R TVLAN [CR—
FEEIUBTET,

TV RUDPLYR [VLANS - [EE)
WAN {8l Ethernet 1 ¥ —J 1 —2

WAN I Ethernet 1> A—2 1 —R(&, HEBBEET—RYVSH
BHO—ICB>TOVE T CDAVAR—T I —REFRIBICH
IO THAIBREFBBDH YE Ao RY FD—OBIV A —
JI—ROEBEFIC, 1VE2—T1—2R2 (eth0. eth1) %3
EIBITTERTEET,

PPPAY5—T1—2R

PPP Av&—21—2R(F. 2 KBD WAN HFICERITDT—
RUVOBAVR—=DI—RTIo PPP AR —D 21—,
UTFDAYB—T1—R WHBAVR—T 1 —RDOEHHEHE
Ya—)) EICERTBIENTEET,

* WAN flEthernet 1> &2 —2 2 —2X (eth)
* ISDN O—)U (ISDN ###5)
s IDM O ) —7 (ERRER)

Flo, FYRUVSTORDIVL2TP #ERATHE. IP Ry b
D—o FICRBBVSOR (L2TP J— ) =BRL ., DL
PPPAYR—D1—REERTBDEHTEET,

PPP 14> A5 —2 1 —XI(& [CREATE PPPJ O%Y FTHRL &
To FLDAYR—T1— RIF. OVER NS AXA—KR—TIHEEL
ENE

Ethernet T PPP %33 (PPP over Ethernet, PPPOE)
[Cl&. OVER NS X—&—I(C [Ethernet 1Y 4—2J 1 —23]
+N\12TY () + [PPPOE H—ERR2] #iEEL £, JON
A =D B5PPPOE Y —ERBAMBESNTOLBOWZEEE, IN
TOY—ERAZBHKIZF—2— K [any] MEBEDXFF %15
ELFT,

Manager > CREATE PPP=0 OVER=ethO-any .J

ISDN ET PPP % A3 5(CI&. OVER /NZ X—~—I(C ISDN
J—)b2% [1SDN-] + [3—)b2] OEXTEEL &9, ISDN
O Tl 8% [IDLE=ONJ ZIEL T XA P ATV K
ZBMLET,

Manager > CREATE PPP=0 OVER=ISDN-remote
IDLE=ON .J

BRI\ PRI A& —=2 1 —RICLDERFERC PPP 2EAT
B(ClE. OVER NS XA —&—IZ TOM F)—TF 2% [TDM-] +
[OW—T2] OEXTIEEL T,

‘Manager > CREATE PPP=0 OVER=TDM-remote .

ey OV RUDPLYVR [PPP) - ()

Jb=LUb—A2V5=T1—2R

JL—LYL— (FR) A YA2—=DJ1—X@EF. ZL—LUL —#@
EERIBEESIEDT AR VIBAVE—T1—RTTY,
FR AV A—Dx—X(&. TOM )~ (ERgHEGR) EICHE
MIBENTEET,

FR /> %&—7 x—X(&. [CREATE FRAMERELAY] %> I
THERL & T MDA X—T 12— (&, OVER NS X—K—
TEELE T,

BRI, PRIV A=D1 —RTI2L—LU L —RIEHRIDEE
(&, TCREATE FRAMERELAY 3<% RF®D OVER /X5 X—%—
[, TOM ' )v—T2% [TOM-] + [FI—T 8] OEXTHE
ELE T, F/c. BB TS PVC RE®RFIE LM) %
LMISCHEME /X5 X—%—T#EL T ZE o IRESET
FR=0J [FLMI OFREABHICTBI2oNIYY R TY,

Manager > CREATE FR=0 OVER=TDM-remote LMIS-
CHEME=ANNEXD ./
Manager > RESET FR=0 .J

IRV RUDPUYR =LY L—] - [HBE]
Ry RNI—OBAVH—T1—R

THEHDQTERTESRY FD—OBAVR—T T —RILUTD 2 &
BTY,

cPAYR—=DI—R
s PVBAVAB—D1—2R

Y FD—OBAVAR—T 1 —R(F ARDSOEFERETHS I —
TAVIDILODAYR—T 1 —RATTARBEN—R—EL THE
BECSEB IO EATBIN—TFT AV TEY2—) (P, IPV6) %
BWL, Y RD—DOBAVE—D1—R% 2 DLIEERT DL
EHHYET,

XY FD—OBAVR—D1—RF TRV VOBV R—T 11—
RADOECERL & T,
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44

PAYR—=Dz—RE., IPNNTrv FOERSEZTOCHDAY
R—=DI—RTIIPEI2—VAEBHHL IPAVR—T—
REEBERLUICESTIP XYY bDEnx Jb—TF4>2) B
TONBELDITBYUET,

IP->%A&—2x—XI(& . TADD IP INTERFACEJ OV RTF—
BRYVOBAVR—DI—RIZ IP PRUR (ERY FYRY)
HZEUBTEDEICK > THERLE T,

ERLICIPA Y A=D1 —RE TRV VOBV AR—T1—
RERLBRITERTEE T HAR, Ethernet 1> 82— 12—
Z [0 EITHERLICIP A& —D 21— R %0 IPEEIYY
FTIEEID & eth0) EL&ET,

IPEJ2—EBMETBICE. [ENABLE IP) IV Fa®RfT
L&T,

JIFR—=VT

VEDDT—RIYVOBAVE—T—RICH/L T, EHD IP
AVR—=T1—R (IP PRLR) #5335 &% [RIVFKR—
SV IEEVETARRB TR TR VOBV R—T1—
RCHWLT,. BRK16BETO IPAVR—D 11— R =F-ED
ZENTEZFT,

RIVFR—IVTSNIcA Y R—T 1 —RBF. [ethO-1] DK
DCAVE—TI—RBORIC.NATVT O~ 15BFSOES
ENFTRLET, YIVFAR—IVITBHE AR [eth0] &
leth0-0) &FRRSNET,

VLANTIZ 192.168.1.1 281U THEL & T,

Manager > ENABLE IP .

VLANA Y A=D1 —RICIPP FUREZFRETBICIERDELD
lCL&d,

Manager > ADD IP INT=VLAN1l IP=192.168.1.1
MASK=255.255.255.0 J

Ethernet 1 >4 —2 2 —XRIZIP P FURZRET B ITIERD &K
SICLEFET,

Manager > ENABLE IP .

Info (1005287): IP module has been enabled.

Manager > ADD IP INT=VLAN1l IP=192.168.1.1 ./
Info (1005275): interface successfully added.

Manager > SHOW CONFIG DYN=IP .J

#

# IP configuration

#

enable ip

add ip int=vlanl ip=192.168.1.1

RICVWLANT-TI(Z 192.168.2.1 #8IUHTHETH & VLANT
[FVLANT-0 ER2UE T,

Manager > ADD IP INT=ETHO IP=192.168.10.1
MASK=255.255.255.0

Manager > SHOW IP INTERFACE .J

Interface Type IP Address Bc Fr PArp Filt RIP Met. SAMode IPSc

Pri. Filt Pol.Filt Network Mask MTU VJC GRE OSPF Met. DBcast Mul.
Local --- ot set e Pass

--- --- Not set 1500 - --- -- --- ---
vlanl Static  192.168.1.1 1 n Off --- 01 Pass No

--- --- 255.255.255.0 1500 - - 0000000001 No Rec
etho Static  192.168.10.1 1 n On --- 01 Pass No

255.255.255.0 1500 - - 0000000001 No Rec

Manager > ADD IP INT=VLAN1-1 IP=192.168.2.1 J
Info (1005275): interface successfully added.
Manager > SHOW CONFIG DYN=IP .J

#

# IP configuration

#

enable ip

add ip int=vlanl-0 ip=192.168.1.1
add ip int=vlanl-1 ip=192.168.2.1

PPPAY A=D1 —RICIPP FUREFRETBICIFRODLDIC
L&D,

Manager > ADD IP INT=PPP0 IP=192.168.100.1
MASK=255.255.255.0 J

EXTE D e 6b DEFEAGE




45 V—=F 15 (RI9FT1vD)
2 DD LAN D=t

RV ED=OX EYHBY, X &Y ZNV—E—THEHEIBICIF. L
TOLDICHELET,

,BBB B

192.168.1.0/255.255.255.0

VLAN1
192.168.1.10

——

192.168.2.10

192.168.2.0/255.255.255.0

oy

E4.5.1 2 DD LAN D#=f

1 JU—&—X-Y . Manager LNV TOT1> L&,

login:manager J
Password: friend J

2 HDHAUPTEDIDIC, YRTLABERELET,

Manager > SET SYSTEM NAME=X-Y .J
Info (134003): Operation successful.

Manager X-Y>

3 PEYV2—-EBHCLET,

Manager X-Y> ENABLE IP ./

Info (1005287): IP module has been enabled.

4 YPRAVR—TD1—XIIIP PFLRZRELE T,
VLANTIZHL T, FRZEAANLET,

Manager X-Y> ADD IP INTERFACE=vlanl
IP=192.168.1.10 MASK=255.255.255.0 .

Info (1005275): interface successfully added.

ETHOICHL T, Fe2=e ANL & T,

Manager X-Y> ADD IP INTERFACE=ethO
IP=192.168.2.10 MASK=255.255.255.0

Info (1005275): interface successfully added.
Manager > SHOW IP INTERFACE .

Interface Type IP Address Bc Fr PArp Filt RIP Met. SAMode IPSc
Pri. Filt Pol.Filt Network Mask MIU VJC GRE OSPF Met. DBcast Mul.

Local --- Not set .- Pass

- - Not set 1500 - - - -
vlanl Static 192.168.1.10 1 n Off --- 01 Pass  No
- - 255.255.255.0 1500 - --- 0000000001 No Rec
eth0 Static  192.168.2.10 1 n 0n --- 01 Pass  No
- - 255.255.255.0 1500 - --- 0000000001 No Rec

5 YBAVA—TI—RIIP PRLRZEUETHE, ¥XN5D

PRUVREN =T 4 OF7=TVICEFSN. xY FD—5 X
EY (FBEYREEBYET, FRIE. SRy hDO—oDMEA(
VA= I —RICEHEEHSN TV EZRLTOET,

Manager X-Y> SHOW IP ROUTE J

IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy  Protocol Metrics Preference
192.168.1.0 255.255.255.0 0.0.0.0 vlanl 16
- direct 0 interface 1 0
192.168.2.0 255.255.255.0 0.0.0.0 eth0 7
- direct 0 interface 1 0
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3 DD LAN Dif: 3 PEV2—AEBHLET,

©45.1 (p45) OBIC. ®v kD—57 £BI0T5E8E. UTD Manager Y-Z> ENABLE IP .

ck/)tu_ Ebé\tﬁo Info (1005287): IP module has been enabled.
, 4 YAV R—T1—RIZIP PRUREHRELF T,
VLANTIZHL T, T2 ANDL &,
192 1.0/255.255.255.0 Manager Y-Z> ADD IP INTERFACE=vlanl
VLAN1 IP=192.168.2.254 MASK=255.255.255.0 .l

@}l 192.168.1.10

/—H Info (1005275): interface successfully added.

ETHO ICHL T, T AL &Y,

192.168.2.10
192.168.2.0/255.255.255.0 Manager Y-Z> ADD IP INTERFACE=eth0
IP=192.168.3.10 MASK=255.255.255.0 J
, , Info (1005275): interface successfully added.
O O =) =
@||] 1921682254 P RUREN—T 4 /J\ iEth )u 74/07 TICE

/—(F\ Fah, Ry kO—5 Y & 7 ZRETESBUET, TRIE

Boe—s Ry bD—=5 73\%@4\/&—71—2t;§%#§m5n’(ué
i} ZEERLTOET,
ETHO

192.168.3.10
192.168.3.0/255.255.255.0 @
IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy  Protocol Metrics Preference
192.168.2.0 255.255.255.0 0.0.0.0 vlanl 1

Manager Y-Z> SHOW IP ROUTE J

5

- direct 0 interface 1 0

E4.5.2 3 DD LAN DEf#:E 192.168.3.0 255.255.255.0  0.0.0.0 etho 6
- direct 0 interface 1 0

1 Jb—%&—Y-Z(Z. Manager LNV OS>V L&T,

login:manager .l 6 LALBHAD. XY ERY D=5 Z OFFIEERSBWOIH . X
Password: friend J Mo Z IZAandN\ry baBETEFEA. &I, Y-ZBRY
FDO—O X DFFIEZRSEVCH . ZH 5B XIZahD/N\rv
HEHRETEF A X EZBOBENTEDLDICTBICDIC

[ADD IPROUTE] OY Y FIZ&Y . Rvy bDO—DDME (IRE8
18R AIN—T 1V OT7—TVICEERLFT,

2 DAUPTEDIDIC, YRTLABERELE T,

Manager > SET SYSTEM NAME=Y-Z .J

Info (134003): Operation successful. X*Yt:ﬁb’(\ ;1‘7\“/ FU*C Z (19216830) LE;:\ ETHO L:}%
SN TOBRDRY FD—50192.168.2.254 [CNTr v b %
fanager Y- ENFSOTEEHATPYE T, METRIC &, BeHT5l—

46 | EREDTc DETEAE



H—0K+1 #BELET, SFI#ILNL— B

Manager X-Y> ADD IP ROUTE=192.168.3.0 N _ N T I = —
MASK=255.255.255.0 INTERFACE=eth0 FYRO=OX, Y, ZEAVR—FY FCERTHRSE, T4
NEXTHOP=192.168.2.254 METRIC=2 .l WE—FAEBELE T T4 MU—FEE, RIEENERZTO

REDABBNT Y b EBEL T<NBI—A—FETORBTITN o

Info (1005275): IP route successfully added. —FCDWJZ—\Lg\ /r\/&_*\y H:ﬁﬂb\il\”f‘v }\ . 3—@@5 >< Y 7 §F.'|

BOP FUR £/ b ABEL TG L—s—2ToR ]

XY DIV—=T 4 O T=TVE. ROLDITBYET, T, [=]
Manager X-Y> SHOW IP ROUTE . E
A

IP Routes E\}:_E

destination  Mask Yexhop mtertace 200 1YF=Fvh R

DLCI/Circ. Type Policy  Protocol Metrics Preference

92.168.1.0 255.255.255.0  0.0.0.0 vl 10 ‘

} diiecis 35 interface 1 . g @ @

192.168.2.0 255.255.255.0  0.0.0.0 etho 97

- direct 0 interface 1 0 £ _ _ N

}92.169.3.0 i::mziszzso ;:iiimjﬂ ::ho 6&; GW ('::; %%m)

"""""""""""""""""""""""""""""""""""""""" VLAN1

® 192.168.1.1
Y-ZIZHL T, &Ry kD=5 X (192.168.1.0) &, VLANT I AYETHY PADT— D21

B—DE+ 1 ZRELE T,

BRENTLBAORY FD—-D192.1682.10 0/ v b %
ENE e L EHATPUE 70 METRC (G, Se37 Jo @L’ ljl/l
@

Manager Y-Z> ADD IP ROUTE=192.168.1.0 ® YEZA%M o

MASK=255.255.255.0 INTERFACE=vlanl
NEXTHOP=192.168.2.10 METRIC=2 ./ /—(F\

Info (1005275): IP route successfully added.

Y-Z O—F 4 V5 F—T . ROELDITHRUET, 192.168.2.0/255.255.255.0 192.168.2.10
@
Manager Y-Z> SHOW IP ROUTE . i” E" L E"
IP Routes */’ */’ g “/’
Destination Mask NextHop Interface Age @ VLANT
DLCI/Circ. Type Policy  Protocol Metrics Preference 192.168.2.254
1206000 255255550 12068200 vl )
- remote 0 static 2 60 T T
192.168.2.0 255.255.255.0 0.0.0.0 vlanl 517 Y-Z | Em
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 0.0.0.0 etho 508 ETHO
: girect 0 interface ! 0 192.168.3.0/255.255.255.0 192.168.3.10

@
7 éir Ry RD—5X, Y, Z MBEICBETES LDIAY gﬂ) @l/,

B 48315 —xv MMcbiESR
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1 XYIZHLT, AR —%y MZ@DSERONT Y B,
VLANT RSN TOBRIORY FDO—o®0 192.168.1.1 (C
ENFINT EZHATPUET,

Manager X-Y> ADD IP ROUTE=0.0.0.0 MASK=0.0.0.0
INTERFACE=vlanl NEXTHOP=192.168.1.1
METRIC=2 .

Info (1005275): IP route successfully added.

XYDWV—F 4 2 OT=TE. ROKDIZBYET,

Manager X-Y> SHOW IP ROUTE .

IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy  Protocol Metrics Preference
0.0.0.0 0.0.0.0 192.168.1.1 vlanl 6
- remote 0 static 2 360
192.168.1.0 255.255.255.0 0.0.0.0 vlanl 3488
- direct 0 interface 1 0
192.168.2.0 255.255.255.0 0.0.0.0 etho 3478
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 192.168.2.254 etho 3386
- remote 0 static 2 60

2 Y-ZIZHL T, AY2—2y FZ@fSERONT Y R,
VLANT BEfRESN TOBRIORY FD—o 0 192.168.2.101C
ENEEOTEZHATYYET METRICIE, BRBITBIV—
B—DE+ 1 2RELET,

Manager Y-Z> ADD IP ROUTE=0.0.0.0 MASK=0.0.0.0
INTERFACE=vlanl NEXTHOP=192.168.2.10
METRIC=2 .

Info (1005275): IP route successfully added.

Y-ZD—TFT 4 2O T=TIE. ROKDIZRUET,

Manager Y-Z> SHOW IP ROUTE .

IP Routes

Destination Mask NextHop Interface Age
DLCI/Circ. Type Policy Protocol Metrics Preference
0.0.0.0 0.0.0.0 192.168.2.10 vlanl 3
- remote 0 static 2 360
192.168.1.0 255.255.255.0 192.168.2.10 vlanl 151
- remote 0 static 2 60
192.168.2.0 255.255.255.0 0.0.0.0 vlanl 181
- direct 0 interface 1 0
192.168.3.0 255.255.255.0 0.0.0.0 eth 172
- direct 0 interface 1 0

48 | EREDTc DETEAE

COBE BEHRY FD=O X ONTY ME.TT+ ) RIb—
FCE> TEEEDNTREB DT, FIRG (p.46) DFELOIVY
Rl3EBTEET,

Manager Y-Z> ADD IP ROUTE=192.168.1.0
MASK=255.255.255.0 INTERFACE=vlanl
NEXTHOP=192.168.2.10 METRIC=2 .

Info (1005275): IP route successfully added.

175—2y FPSDORDDIV— bk

T—bDozA GW & AYE—FY EDBORYD /NI W bH
RV ED=OY, ZICEESND £ BBIFEREZBNITZLEND
UEdo,

Manager GW> ADD IP ROUTE=192.168.2.0
MASK=255.255.255.0 INTERFACE=vlanl
NEXTHOP=192.168.1.10 METRIC=2 ./

Manager GW> ADD IP ROUTE=192.168.3.0
MASK=255.255.255.0 INTERFACE=vlanl
NEXTHOP=192.168.1.10 METRIC=2 .

AVEa1A—9—ICBIFDTTAILL— B

RV ERD—5 X, Y (ZE —E—D'2 DT DHBYET, SRV b
D—HDIVE21—A—CRETBF I+ Er— oz G, 2
DON—E—DEBBSEEEL TEP EVETA BIRE. 74
Fr— kT ELT 192.168.2.10 HRES NI Ry hD—5 Y
OOV 21—2—HRY FD—H ZEBETRHS. IVE1—4—
BBED TV MMEU—2—X-Y [CEH > TRESNETH. ¥D/%
T REX-YICEK>TY-Z I IZ8xrsnNEzT,

% 6 JVE21—A—TF. BEBEEHRSNTORORY FDO—
HBOIT Y FOIRTE, T4 ko= koo

EYN  (FoauR—b) ICREUET,




5 1—Y9—-81B&t+aUss—

51 1—Y—UAX)L

HERRIC &K > T, User (—f1—¥—) . Manager (B8#%). Security
Officer (RLBEBE) D3 DDI—HF—UNIUHEFELFT,

%5.2.1 1—H—JEAIF—I~R—X
1—%-%  USER
1~ BALFOXEAEDTIVT PRy EMTAEE
A9

« AN=R ., [?). #TWor—FT—Y3v "] &

R5.1.1 : 8ifF T— R&A—F—LNILOIER AT, X OMORRESIFERT
LA /=X IE-F tF+aUFs—F—F e KXF, INXFOXFIEL
User |*1—Y—B5ICBIT3mARE. NRDO— FD&L>% NZD—F  PASSWORD
TL—BOITY ROHETIEE N~ RYRETOEAOP VT PR FEHS
« BEICWAN RSB TERL T<BPPP 1—H—0R %EFAT
SEHC R «FIA VTR 6XBULDESHLE
Manager | * INTDIVY Y F%ERFT| » 21—H—P IPsec BE+E o [?). BTNOA—FT—> 3> ["] [FEAFRT,
ke F2 UF4— (BT X OOEBRSEERT
EOANVE e Nl « AN—ZN'BENBHE AT NVO+—F— 3
CE2HOI—H—LA) v T<<B
Security |+ INTOIVY FART| « INTOITVY FEEFT F KT NZFOXBISY
Officer | aJ4e ThE 2—H— PRIVILEGE
* Manager EEUI—¥—| « 8 1 fIODI1—-¥ -V LW « USER. MANAGER. SECURITYOFFICER H'5
LNy EIR
« FT4 U bOI—F—L AUl TUSER )
Manager . Security Officer L NJUDHEBRIE . BMFE— FICL>TE 051>t  LOGIN
HbUET, « VY= R—SFVERE TenetlC&B 05
, B ' A VEFTTBHEH
A2 [64 /—XNWVE—F / £F2UTF1—F—F] « 2—H—L~JUH TUSER J O S & A, USER
(p.52) LARLDI—H—F. BHIC PPP DIREEICEA
B G ENBLOBOT, BRI [LOGIN=NOJ #15%E
1—H—UIZ OV R > ‘Z o
N AR Telnet £7#& TELNET
R == 141 I%Y K70ty H—) (035 e T TR o e
2 T =)
«FOA UM 5220
52 1—Y—-8867—9~N—X aAV R DESCRIPTION
¢ 1Y IOV TOHH
ABRIE, 1—HF—BEF—EN—REF > THY . ROLIFHR

PRELICEE . COT—AN—R%FEAL T2I—H—DRAZTL
ER

e OVYV—=)UA—ZF)VFIZE Telnet [C&k> T —DEEB
b -t =3

* PPP k> TIRFHERL CElceE

BEETHBEHREL T, A8 [34 NRD—FOEFE] (p.28) . [4.1
vV RF70tvH—] (p.35) HITELIZS0,

A=Y —RLET—EN—RIZE RDEDBIERAEBEFRTDEHNT
TFET, COT—BRN—=ZRNDFP LERFE. /—<IVE—FTEE
Manager &7z(& Security Officer LNV, 2F2YUTFT 4 —F—RT
(& Security Officer L N JUDHERHNNE T T,

CEEABFICIE. Manager LNV 22— — [manager] DHHEER
SNTOFET, #ENRD— R [friend) TFo

AE [33 051V (TBAR] (0.28)

2—H T —AN—RIF TR < RADIUS —N—(C LB 505
LIURETY,

BR) IRV RYUDP LUVR [BR - 88]) - [1—Y 381
T—HZN—=2] - [1—Y—RINBDIBR]
NV RUDPUYR 18R - 88 - [REY—/N—J
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—_—H )45 1 7
53 1 -U- @Eﬁt Eiﬁo)&ﬁ Manager > SET USER SECUREDELAY=90 .
2 __be_gn =t =_ &/\“ _INDTP Lt X(g J—2)E— F'(‘(Ek This is a security command, enter your password at the prompt
anall 7" o Ao ‘ ] : Password: (FRENFHA)
Manager LN, £%2 U7« —F— FTIE Security Officer LN
)U@*ggﬁb\‘ﬂ\g’c‘—qo User module configuration and counters
Security parameters
" 2% login failures before lockout ............ 5 (LOGINFAIL)
*ﬁ*ﬁl_ -U- - Eﬁ 10CKOUE PETIOA vt eieiannns 600 seconds  (LOCKOUTED)
manager password failures before logoff .. 3 (MANPWDFAIL)
maximum security command interval ........ 90 seconds (SECURDELAY)
. < N = EERETU minimum password length ........ .. 6 characters (MINPWDLEN)
1 Manager I//\)U*’CDb”r/biﬁ'o TRTE, 21— TACACS retries ........... L3 (TACRETRIES)
manager -/ ° TACACS timeout period .. 5 seconds (TACTIMEOUT)
I 1 B4V LTOETY
semi-permanent manager port . .. none
login: manager .| Security counters
Password: (BRENETA) logins 2 authentications 0
— managerPwdChanges 0 defaultAcctRecoveries 1
. unknownLoginNames 0 tacacsLoginReqs 0
Manager > ADD USER=osaka-shisya totalPudFails 0 tacacsLoginRejs 0
PASSWORD="okonomiyaki” LOGIN=NO .! managerPwdFails 0 tacacsReqTimeouts 0
securityCndLogoffs 0 tacacsReqFails 0
loginLockouts 0 databaseClearTotallys 0
2 FRMI—Y B [ADDUSER] DY FafFEOE T, T

Tl&. 2—4%—=2 [osaka-shisyal. /Y22 — F [okonomiyaki]
ERELTOVET, 2—H =LA User TT (F2#U)o 11— —|EREE
A—HF—UN)H [User] TdB7ced. LOGIN/NS X—&—D
SEHDRETY, PPP REEDICODLI—H—32DT [NOJ %15

— 2 as WMy P oA
ELET[TELNET) O FREBTEE A (Foabb),  EroascNTOdI—Y - DRREERT 555, [SET USER]

IVY REBALE T, TR T, losaka-shisya] [COT A VHERR
H#E5ER . DAV FEBIOLTOETD,

Manager > ADD USER=osaka-shisya

PASSWORD="okonomiyaki” LOGIN=NO ./

Manager > SET USER=osaka-shisya LOGIN=yes
DESC="osaka-shisya PPP account” .

Manager LNV TBOIAVTBE. EFaUT—2A3—D

_ — s NN S This is a security command, enter your password at the prompt
25—FLET (F24 )0 i 601) . D51V LT B0BLIA o et aio
[C1—Y—BRIVY FZ2ETLILEE NRD—FEBkesh
FHAD. 60 BEHEBTSE Manager LALD/SRD— K User Authentication Database
%gﬁ‘iéﬂa‘: -gho Username: osaka-shisya (osaka-shisya PPP account)

Status: enabled Privilege: user Telnet: no Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
This is a security command, enter your password at the prompt Authentications: 0 Fails: 0
Password: (RIRESNELEA) || e

User Authentication Database

Username: osaka-shisya ()
Status: enabled Privilege: user Telnet: no Login: no
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0

BRAR—FI—H—BBIYY RERTIBLOICUtY b
NFET. ORPAICI—Y—BRITY FERTLBOERA
SX—DRALPO L. DBI2HT Manager L NJVDINR D —
REBRSNET,

TFLVTA—RATY—DEIF. ROIYY FTEETEET,

TR 0 BICEBLTOE T, Bl 10 ~600 ICHRETE
9.
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INRADT— REE

2—Y—FKAHNNR D= RAEZEBITBHE(E. [SET PASSWORDJ
IV RABALEYT (COBE. NRD—RICAR—R%ZBATH
RINWOF— b TLLBDBEHYFTA)

login: osaka-shisya ./
Password:

> SET PASSWORD .

OLD passsowd: (RREsh&EtA)
New password: (RRcshagthA)
Confirm: (RRSNEEA)

#E [34 /Y20~ FOZR] (.28)

@ 2 —%— [manager] DNNRD—REZBLIIHE. /N

RD— FAESNZO TLIZS O NRD—FRAETN D
&L KBRICOTAY TERLRBY ETDT., HBHIC
THEELIEE O,

AR

1—Y—ERRR

2 —Y—1BHROFRIE. [SHOW USERS O~ RAEBWNE T,

Manager > SHOW USER J

User Authentication Database

Username: manager (Manager Account)
Status: enabled Privilege: manager Telnet: yes Login: yes
Logins: 4 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0

Username: osaka-shisya (osaka-shisya PPP account)
Status: enabled Privilege: user Telnet: no Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0

User Port/Device

Login Time Location
manager Asyn 0

15:52:20 26-Mar-2005 local

1—Y—HlkR

2—H—0HIBRIE, [DELETE USER] XYY FAEEOE T,

Manager > DELETE USER=osaka-shisya ./

This is a security command, enter your password at the prompt

Password: (FRSNFEA)

Info (145265): DELETE USER, user osaka-shisya has been deleted.

1—Y——1EHIR

21 —H—O—4FHIRRIE . [PURCE USER] O% Y F&FEWLE T, &
BAFICSHBHE—DI1—Y— [manager] [FHEBRESNZBAD . /N

RD—FZZEBLTVS5HE. TBARO [friend]) ICRYE T,

Manager > PURGE USER .J

This is a security command, enter your password at the prompt

Password: (FRSNEEA)
Info (145269): PURGE USER, user database has been purged.

Manager > SHOW USER .

Username: manager (Manager Account)
Status: enabled Privilege: manager Telnet: yes Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Ruthentications: 0 Fails:

1—Y-El#ELtFaUT+— | B
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54 /—RIE—FR/EF2UF4—FE—R

AR, [/—FNWVE—FI[EF2UT—F—F] DO 2 DD&F)
EE—RAR->TOET,

/—%ILE—R (Normal Mode)
TOAIDOEBEETE—RTT, CBARE. COTE—R&EB-T
W&ET,

EF+a2UF+—F—R (Security Mode)
FUBVWEF2 VT4 —INVAERBIZCODE—FTY,
004 tF2 VT4 —PEBIYY FOERTHENEL <HIRR
=NEJ.

IPsecEDtFa2UT 4 —HKEEZFIRID L EP, ARRDE
BICEATSEFaUT 4 —ZSHIEVBEICRVET,

tFaUTF 1 —F— RNOBIT

tFa1 VT —F—FIIBITIBCDICE. d5H U Security
Officer LN)VDL—H—%ERL TE< BB DY E T, EFa U
T4 —F—RIIBITITBDE . Manager LNJUIEEE 2 L DHERRL N
CREEEN. X2V T4 —ICBITBEIVY FARTTERBUZE
ED

1 Security Officer UNJVDL—H—AERL £,

Manager > ADD USER=secoff
PRIVILEGE=SECURITYOFFICER
PASSWORD="top secret" ./

2 tF2UTF—F—RIIBITIBE. Telnet #ix Tldk Security
Officer LNV TOT AV TERLRBRDINDT HDOLANIVB50
T429) . BBIIGLT RSO (Remote Security Officer) M
BEELTHEET,

Manager > ENABLE USER RSO J

This is a security command, enter your password at the prompt

Password: (RRSNEEA)
Info (1045057): RSO has been enabled.
Manager > ADD USER RSO IP=192.168.1.100 J

Remote Security Officer Access is enabled

Remote Security Officer ... 192.168.1.100/255.255.255.255

RSOE. €Fa2 T —F—FIIBWVOT. BELICPZ FL D
50 Security Officer LNV TOOST A Y %A T HHERETT o

52 | A—v—&8BEtEFaUsT 14—

3 Security Officer UNJVDFP hoY bAEBEROY T FEL TR
FL . EFFICRITSNELDITEBELTHEST T,

Manager > CREATE CONFIG=TESTO0l.CFG .|
Info (1034003): Operation successful.
Manager > SET CONFIG=TESTO0l.CFG .

Info (1034003): Operation successful.

4 v+ T4 —FE—FICHBTIBICIE [ENABLE SYSTEM
SECURITY_MODEJ O¥ Y FZZEITLET,

Manager > ENABLE SYSTEM SECURITY MODE ./

Info (1034003): Operation successful.

DIV REERFTIDE, 725vVaXEY—IC
[enabled.sec] 7 7 M VAMERSNE T o ¥ AT LiCBIBFICAK
27D EEINEEF2Y T —E—RERUET, D
DA EEBRLICY . B, RE. JE—. UR—LBE%E
TIORRNTLIZE 0,

5 Security Officer LNV TOO AV LBHTE. Iv RJIOYV
T RH [SecOff > [CEDYET,

Manager > LOGIN secoff .
Password: (RREh&EtA)

SecOff >

6 Security Officer LNV TOTA>TBE, EFalUTFq—RA
X—HRE—=FLET (T4 FF608), O L T 60
BLRICEF2 VT4 —ICEEITZIVY RERTLICBE N
20— REERsnF AN, 60 BLUERBISE . Security
Officer UNJVDINRD— RABR=NE T,

SecOff > add user=nagoya-sisya
password="misokatsu" login=no .

This is a security command, enter your password at the prompt

Password: (FRRSNFEA)

Number of logged in Security Officers currently active..... 1

User Authentication Database

Username: nagoya-sisya ()
Status: enabled  Privilege: user Telnet: no  Login: no
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

RAX—FEF2UT 4 —BEITY FERTT BLOICY
v hEh&Ed, 0BURICEF2Y T+ —I7Y FERTL



BONERAX—DRALT DL, OFA Y 1—H—DHER (&
Manager NI TFSNE T, B RFSNICRETEF2
VT4 =3OV RERGFTLELOETDE ., HSIOT Security
Officer UNJVDNRD— RABRSINE T,

TF21VTA—RAT—DER. RODIVY FTEETEET,
TR 0 BICEBLTOE T, B3 10 ~ 600 WICRETE
ENC

SecOff > SET USER SECUREDELAY=90 .

This is a security command, enter your password at the prompt

Password: (Frcsnagth)

User module configuration and counters

Security parameters

login failures before lockout ............ 5 (LOGINFAIL)
lockout period ...........oviiiiiiiiiiian 600 seconds (LOCKOUTPD)
manager password failures before logoff .. 3 (MANPWDFAIL)
maximum security command interval ........ 90 seconds (SECURDELAY)
minimum password length ..... 6 characters (MINPWDLEN)
TACACS retries ........ 3 (TACRETRIES)
TACACS timeout period .... 5 seconds (TACTIMEOUT)
semi-permanent manager por . none
Security counters

logins 5 authentications 0
managerPwdChanges 0 defaultAcctRecoveries 2
unknownLoginNames 0 tacacsLoginReqs 0
totalPwdFails 2 tacacsLoginRejs 0
managerPudFails 0 tacacsReqTimeouts 0
securityCmdLogoffs 0 tacacsReqFails 0
loginLockouts 0 databaseClearTotallys 1

BEOEBEE— N&H#R TSI [SHOW SYSTEM) IV Y RAE
7L &9 [Security ModeJ £* Enabled 25+ U T4 —FE—F.
Disabled’2 5./ =X IVE—FTT,

t+a2UTF0—F—F8IC [SET CONFIG) OV RTEgHRo Y
TrAEEITDESTIFRIVDBTIMAIL SET CONFIG=NONE
ARTIBE REROUT MHERITENTIC, BEE— FldtE+2
VT4 —E—FDFFIIBYET CORETIYRT LEZHBLRENTS
& \Security Officer LNJVDL—H—HEELBOVC EITBD 1D,
< DIOXVY RHPRFTTERBLRYE T DK DBREITR > 12357
&l&. [DISABLE SYSTEM SECURITY_MODE] OYY RAEERTT
BLHhdYEEA

/—=RIVE— R~ RD

tFa2 T4 —F—FHBE/—INVE-—FIIRBICE RODITVEF
AANLET, COIYY RAERTIS &, [enabled.sec] HHIBR
SNET, Ffo, /—VNNE—RIIBOIER T, X2 UF 0 —
E—RTOMRBEUEER 7 71U (BSRT 7173 E) [FBEENIC
HiBRENE T,

Manager > DISABLE SYSTEM SECURITY MODE ./
Warning: This command will disable security mode and
delete all security files.

Are you sure you wish to proceed? (y/n) y

Info (1034003): Operation successful.

@ COIAXRY REZHERIIBBHBEF. ZRICTFEL
120 BBRSNIHB D 7 A VISESTEE T Ao

AR

1—Y—-E#LtFaUT+— | B3
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6 TFAMIT 45—

AETIE. ABIDTFREIT 4 Z—DEOAICDOVTHAELE T,
THERARITAR-ICLY . BIASEBRORET 7V EBRE. 1R
EEBLT. RBEIBIENTEET,

K& [92 7718 (p.62)

6.1 Edit DT

I7«R—DieEid, [EDIT) ISHH T, 27 7ILBZE/ELE T,
HRFS . cfg. scp. XX AEETRETI . BELICD 7 M IVHEE
LBWBEIE. ABHEDD 7 UHMERESNE T, BIAE. BFRD
2774 JVROUTER.CFG Z#]EL T, FEDIVY FZEANTBH L,

Manager > EDIT ROUTER.CFG . ‘

RDOESBIF 4 A—BBIERSNET o |

#
# SYSTEM configuration
#

#
# SERVICE configuration
#

#
# LOAD configuration
#

#

# USER configuration

#

set user=manager pass=3aflléce503efb5dbf7a00c6cad64467bf priv=manager lo=yes
set user=manager desc="Manager Account" telnet=yes

#
# TTY configuration
#

Ctrl+K+H = Help | File = ROUTER.CFG | Insert | 1:1

ANSNICORY RiE AEBDV—VICUIch > 1cER
[CEBENBICD . FERICAHLICOTY RE,
[CREATE CONFIG=filename.CFG] TRESNIZZ 71
JVOIRY RORINFEER >t DERYET, LHL
BHD, RESNTVRREBRITIELCTT . BLUOES
ELT. OV FOREIAHN] (p.36) #ZBLIZE,

n
\
T

BEOR MIE. AT —RRTTIT. ZADSTFEDBEEZRRL T
W&Edo

e NV 7 AKRTBDF— (CtrvK+H = Help)

e 771)U2 (File =ROUTER.CFG)

e Insert BAE—F) F7z(EOverstrike (EE=E—F)

s RBHEBSNTUVBHED (EBdHYIE Modified & FIx)
s h—V B (785 : 3BES)

A=V IUBEF— (<1 | ) ZBRIEL THTIZE W A=V
ELLBBLG VWBEE. BEY 7 DI POIIalb—Y3v%
VTI00IZREL TTEE W,

A& [A3 NAN—2—SF VORE] (p.134)
g ZAZ [A.2 Microsoft Telnet M/E (p.133)

[ F—%2BLKH. h—VYIHRTITETBETSE. BEHNR
HO0=WLET NAN—B—ZFVEIEROBE. Ro0—-)LL
fcEEC. ROTOEANELLS BRShEBAD. [Cirl)] ¥—%
BLAHD (W] F—%87 &, BEHIBEBSNE T,

V=7 T#] TEDTIE. DAV MTTI, ZDOIIE. BESL
TRRSNE B A H—VILEIXY 7ICFEIL T . [BackSpace
F—ZBLTHTLIIS Ve MFEBETERVHREE. BEVY I+
o1 PD [BackSpace] F—0I— R% [Delete] (CF/REL T 1
0o &/, [Delete] F—TENFABEITDENTEET,

NEZZEELTICITAA—%RTIS5BE. [Crl) F—%=8BL B
DB [Cl F—%2HL I T, ERNBERETIHTHZBONET
DT, Y] F—= (F0) #BLTLES W6 [N) F—%8FE, T
TAR—BBICRYEY,

Lose changes ( y/n ) ? Y

RBZREISHEIE. [Crll F—%BLH'5 [K] F—%3L .
WMITICul)] F—%2BLIcEF [X] F—%2BLET. RET DD
BREBONEIDT, V) F-%2BL TS0 [N F— %18
TE ABERBFEEIICIT A E—DKTLET,

Save file (y/n ) ? Y

FH+ARIF+5— |55
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6.2 ¥—IR(E

/ TR
/ BE
D-c3/@

798 18 (FES

[Curl 18] w B | EalfF] | Cl/E
[ Cwl/X]
/ =E

Cul/D) we
H6.2.1 A—VILigE+—

FBEE UTFOBYTY, [Cul/al & [Cul) F—%28L3H
5 o) #2898 FZ2KLET,

[Ctrl/ &, Ctrl/ OJ (&, [Ctrl] F—%BLBHS [A) F—%1

L. #&HT ICtrl) F—%BLBHS [O) 2B I RELZRGKL &
Jo

#6.2.1: hH—VILiEE

+— e

te&told Crl/z 117LEIC. BET B,

V&R Cul/X 147 FIC, B#T B,

- 1THBIC, BET D,

- 1HHEIC. BET S,

Ctrl/B 77 A IVDOFRIC. BET S,

Ctrl/DP PrPAIDORRIC. BETD.

Ctrl/A TRIC, BEIT B,

Ctrl/E IRIC, B8BTS,

Ctrl/U 18aEwc. B#;ITS (ROUO—IEDIV),
Ctrl/v 1TEE#IC. BETD (RHO—LPVvIT),
Ctrl/F 10— FEICRETS.

a. NMN=R—IFVelFRDBE. h—VIBEH+—
P> <RBEARTEEEA.

b. Ctrl/D Z#ANTBE Telnet v avhHicnsd
ERBYETDTITERSIZES L,

56 | TFARIF15—

x6.22: E—FOYIbER

F— HRE

Ctrl/O FEEE—F

Ctrl/I BAE—F

£6.23:HE

F— HEE

Ctrl/T A—=VIED 1 D—RFZEET3,
Ctrl/Y T2z EET B,

BackSpace . =V IED | XF%ZHEET B
Delete®

a. NAN—A—ZIF)VETEROBE. [ 7] ~>TT
ONTF ] — [8F] — [Backspace F—DxIESHE]
% [Delete] ICREL TLIZE W,

£6.24:JOvUEE

= he

Ctrl/K, Ctrl/B JOvOX—0%RBTB,

CtrI/K, Ctrl/C JO0vHTIE—T5,

Ctrl/K, Ctrl/D TOVvOHY—0%RY T B,

CtrI/K, Ctrl/P TOvOTR= b BUDIF) T,

Ctrl/K, Ctrl/U J0voThY bTB,

CtrI/K, Ctrl/Y TOVvOTHEETD,

Ctrl/F 10— RBICHET S,
& 6.25: &&K

F+— HERE

Cul/K, Ctrl/F NFHERRT Do
Ctrl/L RREHFRITIT D,

KR6.26: T - 777

= e

Cul/K, Cul/X  EBEREL. I7+8—AKTI5.

Ctrl/C EREHEIZNBOEDLEERRLTIT «
ST T5.

&6.2.7 . ZDith

= e

Ctrl/W BEzY2Lvya BRR T

CtrI/K, Ctrl/O BIDT 7 A )V7zf8<o

Ctrl/K, Ctrl/H IFTA4BR—DAVSAINNTERRT D,




7 Telnet &{&ES

AERE, Telnet T—FY (F—N—) BLOLSA PV O #EE
ZREIL TOET, COETIE. Telnet #EATBICODEREY. 2
EICDOTHRALF T,

7.1 AYRIC TelnetcOF1VT D

AEGRE, Telnet 7T—EVERBIL THY . 1D Telnet 5517V
FHBRY bDO—ORBTOIAVIDENTEFT,

ZA&ZE [A.2 Microsoft Telnet ME&E] (p.133)

LANBIEthernet 1> &2 —2 1 — BB TOT AV ITBHIHICF. &N
HWRICRODLDBRENMESNTOBMLBLNDBY X T,

Manager > ENABLE IP J
Manager > ADD IP INT=vlanl IP=192.168.1.1 .

1 BE#AEZANARTES IVE2—2—%BAL ARBISHL T
Telnet 2FTLE T, FLTIE. HOHLUHAHBDYER—
RMZIPPRELR [192.168.1.1) DEIUBTSNTLS ERE
LTOET, BRI BBHROREICS T LD TEALI
=W

TELNET 192.168.1.1 . ‘

2 AERBICEHITDE, 01V TOVT FHRRSNEITDT,
21—HY—Z, NRD—RAEANDLTLIESW FETlE. 77 4
JU kD Manager LNJVDL—H—F, XZXD—F (AHEERR
TINETA) ZRELTVET, O VICKIITSE . OV
R7OVT hHRRSNE T,

TELNET session now in ESTABLISHED state

login: manager ./
Password: friend J

Manager >

tF2Y T4 —F—FTEE. Security Officer L NV 1—H— (&
Telnet COTA Y TER<RYUET DL NG B5T]) . Security
Officer LNV TOT A > FB1-HIIE. Remote Security Officer M
BREHNVETT,

A& [ 2Fa2UT 4 —F—FNOBT] (p.62)

7.2 JUwITICHBIFB Telnet

JE—=FITUYIELTIMETDEDICRESNTNOBHBE (P D
TVwIVIINTNOD) [CBWVOTH, Ethernet &7zld WAN 1>
B—T7 1 —ZRBEADIP PHOEINTRETT . CNick Y Ethernet £
P WAN OHg%AREBL T, Telnet 55472 MIEBDERBANDO
TAY ., FEERER%E Telnet K54 PV FELTEMESED &
PTEET, FRAICO—HNVTY vICHBFBEREHNERLET (P
OHREEY 21— BWIEL . Ethernet 12 —2 1 —XIZIP P R
L 2EE|URITTOETD),

ENABLE BRIDGE

ADD BRIDGE PROTOCOL="ALL ETHERNET II"
TYPE=ALLETHII PRIO=1 .

ADD BRIDGE PROTOCOL="IP" TYPE=IP PRIO=1 .

ADD BRIDGE PROTOCOL="ARP" TYPE=ARP PRIO=1 .

ADD BRID PO=1 INT=vlanl J

ADD BRID PO=2 INT=ethO

ENABLE IP J

ADD IP INT=ethO IP=192.168.5.1 J

B7.21JVUyIVIILEIFID IPFIEADHDEE

Telnet &> A P> bH5 19216851 ICPHERTB &

‘TELNET 192.168.5.1 J

ZOY 7 b login H&EREn&E T,

TELNET session now in ESTABLISHED state

login:

Telnet Z{E> | 57
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7.3 TELNET OV~ RDE{T

KBS (&, Telnet 9547y FOMEEAREBL TOB T, KBS
DEHOBBITHL T Telnet #RTTEHENTEFT,!

AELG(C Manager LNV TOS > L, [TELNET ) ORY RAEZET
L&ET. MTFTlE. BHEDIP 7 L% [192.168.10.1] EIRE
LTOETHERICE . PBHEORBICEIDEDAE THEAIZS O,

‘Manager > TELNET 192.168.10.1

IP 7 RUADKR FRZRET D

P 7R RORDUIEDDVPTORR bBERET D ENTE
T, BRI, LROBIDIP P FURDKRR b2 [pearl] THS
ERETBDE, RODIRY FEANLET,

‘Manager > ADD IP HOST=pearl IP=192.168.10.1 .J ‘

AR FB%FEAL T, Telnet 2RTIBENTEET,

‘Manager > TELNET pearl J

DNS —/\—ZB8RTDLIICERET D

RRBBHS PP FUR%ZR/BIZHIC, DNSH—N—%E2RIT 5 &£
DIERET B ENTEET.ONS 4 —N—=—D IP PFL A
[192.168.10.200]) THBERET 5& . ROIXY FEANL &
To

‘Manager > ADD IP PRIMARY=192.168.10.200 . ‘

AR FB%EFEAL T, Telnet 2RTIBENTEET,

‘Manager > TELNET spankfire.deilla.co.jp J ‘

¥ OAVE2—R—TXIWF O RO Telnet MEA D15
Bl ABRBICOTA> LT [TELNETS) DYV F%a%E
T35 &UIE. DVE2—H2—TEED Telnet v 3
VERTIBANMEHTT,

Iy
\
T
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8 Ping - Trace

8.1 Ping

[PING] DYV RICE> T BELIBFEOBEINTENE DD %
BIBENTEET, PING (&, BELIABFICTII—%2EKRT
BNy bEEEL. BFLOORBEXRRLE T,

PICBFBHZTRICRLE T, PING (C#EH T IP 7 FLRZEE
LET. 77+ -0OOHIFSTTT,

Manager > ping 192.168.1.100 J

Echo reply 1 from 192.168.1.100 time delay 1 ms
Echo reply 2 from 192.168.1.100 time delay 1 ms
Echo reply 3 from 192.168.1.100 time delay 1 ms
Echo reply 4 from 192.168.1.100 time delay 1 ms

Echo reply 5 from 192.168.1.100 time delay 1 ms

BFOHEEEL TPING 2 TD& . RETDIP P RLUREL T
BAVE—D1—ADIP 7 FLRHMIIIENE T, CNEpH<IcD
[CIIATHICHEETD IP ZIBEL T, &ic. JOBERNS P (X
V=R —RBICHEFHDIP TRFNUEOHFE Ao

Manager > ping 192.168.1.100
sipa=192.168.1.1 .

PING [CH T 2& N DB % E. [Echoreply 1 from xxxxxx time
delay xx ms] D&DICERSNE T, PING (T DNEHS WV5
& . [Request 1 timed-out: No reply from xxxxxx] D&DICRKRS
&9, [Noroute to specified destination] D&k D ICRRSND 1B
. BREBERHOKRZED . BEABICKRUL DY ST,

[SET PINGJ IRV FIZKY. PING DATY 3V AHEITBHE
MTEET, [SHOW PINGS 3% FIZKY ., PING DREIERER
RL&ETLSTOP PINGS OV Y RIZKY, ETPD PING ZpLEL
FT PING BNV HTSDY RTRITSNETPING DRERHIRL
[CRRSNTLBRETEH, IVY FOANTRETI ),

8.2 Trace

[TRACE] OV FICE> T BELIABF E TORBEOREZRT
IBIENTEET,

Manager > trace 192.168.80.121 .

Trace from 192.168.28.128 to 192.168.80.121, 1-30 hops
1. 192.168.48.32 0 13 20 (ms)
2. 192.168.83.33 20 20 20 (ms)
3. 192.168.80.121 ? 40 ? (ms)

ke

Target reached

[SET TRACEJ DY Y RIC&KY. TRACE ODATY3VABETS
CENTEET, [SHOW TRACES 7V FIZKY . TRACE D&
EEREXRRLE T, [STOP TRACE] O¥Y FICKY ., ETPD
TRACE ZPlEL &9 (TRACE BNV OIS DY FTETENE T,
TRACE ORERDNRLICRRENTOBRETH . IV FOADR
TRET Yo

Ping - Trace | 59
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9 IJ7MIY AT LA

9.1 J7AIWVAT LA

TFTPH —/N—
Zmodem

upload file=filename.cfg
server=ip-addr

upload file=filename.cfg
method=zmodem port=0

show file
show file=filename.cfg

show config dynamic

create config=filename.cfg

restart router
restart reboot
ThA >

E9.1.1 BT 7AIIVICEHTHIVY R

AERS . YRTLABRBBRET —ADRFSND 2 REBEEE
LT RD2D%ERELTLET,

* 73v¥aXEU— (32MB) 1 7F—LDIFPTFAI. Ny
FIPAN, BEROGV T bR EZRE

« NS (B12KB) : EV2—IOIVY I 4G —Y 3V F—T
WP, NUF TP, REUT R D 7R EERE

INBDATY—[F . IVE2—E2—ICBFBIFN—FFT1 200K
DIRBDEOVE T, BRAAVICTEE. CNHEDXEY —HH
27— LDTPI77ANVEC—RL., 8ROV T D270
(CFG) MEESNTLNIE. ¥NEO0—FLTERITLET,

*1 Non-Volatile Storage. N\vFU—NvoPvT=ntc
CMOS XEY —

n
\
T

load file=filename.cfg server=ip-addr
} destination=flash
load method=zmodem port=0

destination=flash

edit filename.cfg

set config=filename.cfg ((2E/ X 7 1) 7"k DIETE)

[SHOW FILE] DYV RIZEL- T, 75y ¥aXEY—. NVS ([T
BESNTVB 77 MIDO—E%=RRTBIENTEXT, Felchlz
TRLET(EBROT 7 MBI BEHEORE RESNTOD T 7—
ADIPREDN—IIVICL>TRBYUET),

Manager > SHOW FILE .

Filename Device Size Created Locks
55275b03.rez flash 3553292 24-MAR-2006 14:37:22 0
example_isp.cfg flash 2840 25-MAR-2006 11:29:23 0
feature.lic flash 39 24-MAR-2006 14:55:15 0
help.hlp flash 106718 24-MAR-2006 14:45:09 0
longname.lfn flash 89 25-MAR-2006 19:38:58 0
prefer.ins flash 64 24-MAR-2006 14:41:16 O
random.rnd flash 3904 02-MAR-2006 11:09:54 0
release.lic flash 256 15-MAR-2006 15:37:22 0
test0l.cfg flash 2840 25-MAR-2006 11:29:23 0
ud.cfg flash 5428 18-MAR-2006 16:57:44 O

i
i



[SHOW FLASH] DYV FIZ&> T, 73 wyaXEU—DREZ
RRIBIENTEET,

Manager > SHOW FLASH ./

FFS info:

global operation ...... none

flash autowrite ....... disabled

compaction count ...... 16

est compaction time ... 564 seconds

files ...l 24537096 bytes (28 files)

432 bytes
7837256 bytes
131072 bytes

required free block ...
total ......... ... ... 32505856 bytes

diagnostic counters:
event successes failures

"
o
o
Q.
-

0 0
0 0
5 0
8 0
complete 0 0
write 0 0
create 0 0
put 0 0
delete 0 0
check 1 0
erase 0 0
compact 0 0
verify 0 0

75y VaXEU—-OIVINIY3Y

[ACTIVATE FLASH COMPACTIONJ OX Y RIZ&Y, Z75v¥a
AEY—DIVNOYIY (HRNYIDBRE) 27D ENTEET,

BEDERTHNE.COIVY FAEFEBIZILBFFEAEDYZF
TAD, T35V a XFY—EFEOTOBEITRB DI, Z71)uh
O—RTEBVEVITIRRTIE., COIYY FAERTLTHETD,

Manager > ACTIVATE FLASH COMPACTION J

Info (131260): Flash compacting...
DO NOT restart the router until compaction is completed.

IVNOY 3V NYHTSOY RTETESNE T, IV/NNOY 3

UHTETL T ROAY £—IDRRSND LT i@ ICAHBDE

B ADICLICY, [RESTART] OxY FARITLBOLTIIEEL

RRCE>TR N1 ~5RDDBENBYETo) o

Manager >
Info (131261): Flash compaction successfully completed.

IVNDY3VRTPIC, BRICERGOBRE A7
[CL7cY . TRESTART) DXy RFERFTLBVTLE
SV YRR —FPERAT7ZTDE 7 2 AITVR
TLNBESNE T,

AR

62 | 77AMIVY AT L

D2P—LAODT PON=I 3V PYvIRETHERID LY PV
V= UE, ZP—LDITPREDKER 7 71 VEEBRLICEE. B
BNICCOIVNOY 3IVUNETENE T,

9.2 J7AI#&

2 7ANVBE. ROERTERSNE T, filename & extlgEY A R T
BOFT, device DEICIEFTOVEZIMNEZET TALORI— (T F
A=) OFRIGEHY EH A

[device:] filename. ext

device
TINA 2B, [flash] Tnvs] DLTNH KXF - INZFDXF!
[FdDYUETA. BBETSD E [flash) ZIEELICCEICBYET,

filename
TPANWE (R—=RB), XFHKIF 1 ~ 16T, ¥HEKFTE
NATY () PMEAE T, AXF - INIFOXBNEFHYEEA
P BRICBANT  NIFOXBIPREENE T,

ext
WRFo 77 A NVBICRBITHRFT EDHRINRERBYE A
®9.2.1 DPRFMEAIYRETT o ANF N IZOXBIEHY
FEAD . BRICBANZT - N ZOXBIDRRSNE T

[UserDoc.CfGJ) M&DICAYT - INIFRBSUYD T 71 VAR T
BIENTRETT, LHALABHD, AXF I\IFZDOBMLEERSN
B 12, [UserDoc.CfGJ AMER=N T WLNIE [userdoc.cfg] (&
R TEFHAL. [userdoc.cfg]) #EETS & [UserDoc.CIG] A
H/REBUET,



K921 ICAHRNMEAT DX HERFZRLE T,

x9.2.1 EFIERF

K922 HRIFREZEHOT7 A

2718 &E
BEKF TP ANEAT /e bootcfg  Fo AL I—G)EF}JR/D u?rgg?wboﬂ
REZ A RETEEE. O— RSNd 77— L91TPD [SET CONFIG) O%Y RTegiRo U T FHRE
e klely TR SATLOBL (none) B8, A7 71 UDFEL T
\ OWNEegslcBERTsNE I,
PAZ  T7—LDxIPICR/ITBD/NYFOERERXDD 71, BEROUT EHBESNTODHREE., BESN
vz F")I?@/\';“);\/Eckj’daﬂ AR b=bE TWB 27 IUDRIFTSNET
WAL i
NCLBOBELHYST configins  EEIROUT D7 LDEBRERBELTVD D »
CFG  #AEROBERHYT LT 718, [SCPJ EDFEIZET -« JUo [SET CONFIG=filename.CFGJ #%R{795 &
HEXBEHDY FEAN. BFlEL TRENTARET 1Rk (EZF) SNE T, [SET CONFIG=NONE]
BRHOUTHIE [CFG) AEWVET ARITITDEHBRSNET
SCP RIFROUT T 71 )s [CFGC] &DRBICHRERX B prefer.ins EEFICO—FI277—LDx 7. N\vFDI»A
HUFTAD. BHELTRYH-RHUT RPNV F WOERERBEL TOET
> Q72 24 | -
2P ANBYERSUT HIS TSCP) ERLNEY onabled.sec ©Fa U T4 —F— FABHELIE =" ABMITIE
HLP IS AINIVTDT 710 MEND 770 )e YRTAITHL ., EEFICE
2 R N s e
LC  SAEYRT7Ae 77—AD17 (JU—2) P8 FIYTATEIABEIRSCCERT A
HOHEEE (D14 —F v —) DALV RIBHRABML TO
5771 TY, R ICHBRLIBOTLIZEW random.rnd IPﬁggﬁ@i@B‘é%{?@TQ%@?—??& b&@%ﬂ’\]
e - Z 2774 ). RAELEBDI-HICEDODND
INS RBFICHMAL T 7— LD T P PRED 71 LDIEHR . il pEmsmea = o
7%’{%?&?]1/')(06774)1/ TB(D’C 1—HP-HEHTEIHEEHYFHA ‘
I l) — = N - — iz
DHC _DHOP %\~ DBl > R =G Sk g T 2/
TXT  JL—yFFRb77A HRRL BV T
. i —F =S R T 7. BRI
5. OFG. SCP 27 WORBISBLT . [4) THEBH featurele 7T x oA IR L B0
[F. DAV FERQGSNERSNE T, TF . BRRLAWT IS ()
longnamellfn B2 71 )2 B3 FEX) ERLT 71IUR

B2, EDIT OV Y Fid. CFG. SCP. TXT DiEF =/ D7 71

ZBETDENTEE T,

AE 6 TFRALIT+R—] (p.5b)

(16.3FxX) ORBAREL TOWET, 7713
(N—=2Z) BOH 8UFHIBASD T 71 UaEER
I35 EBEBNCHERSN. MEBBNICEFNE
o BIBRLBO T IEE0

A
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9.3 DALILFA—F

AN BETIRODINVY RIE. DAV EH—F (%) ZE>T
BROD 7 e—EIIBETEET,

* DELETEFILEOY > F
¢ SHOW FILE D%V K

VAW REH—F ) @ MEEOXFI 2RTLOT, HRFTFR
BINTORERL VT R TP A ERRLET,

Manager > SHOW FILE=*.cfg .

Filename Device Size Created Locks
52catv.cfg flash 2199 08-May-2002 21:48:14 0
53perso.cfg flash 3223 08-May-2002 22:00:07 0
55mulho.cfg flash 3149 08-May-2002 22:36:19 0
example_isp.cfg flash 2840 25-Mar-2005 11:29:23 0
telnet.cfg flash 2324 26-Apr-2002 16:11:25 0
tokyo.cfg flash 4511 09-May-2002 01:30:02 0
tokyo.scp flash 2430 11-May-2002 21:45:06 0
x-y.cfg flash 2276 11-May-2002 20:44:19 0
y-z.cfg flash 2359 11-May-2002 21:46:33 0

filename 853 Tl [string*] DK DBEVWADTEE T, ext BN T
(&, BIRTEBLET, BIAIE. TR M) THERI 7 1IVEK
RL&ET, 12720 . filename 835333 L T [*string] [str¥ing) M &
DRBOBEBFTEF A

Manager > SHOW FILE=t*.* .|

Filename Device Size Created Locks
telnet.cfg flash 2324 26-Apr-2002 16:11:25 0
tokyo.cfg flash 4511 09-May-2002 01:30:02 0
tokyo.scp flash 2430 11-May-2002 21:45:06 0

TREF. N THED ISV YaXE)—Dscp 7 7 A IVDINT%
HIBRL £,

‘Manager > DELETE FILE=no*.scp ./

TEF N0 TwEdT735vYaXETY— NVS@THD scp 771V
DINTZHEBRLE T,

‘ Manager > DELETE FILE=*:no*.scp J ‘

[ﬁ BIBRL TLE -7 71V DEBRETE A

igIDaEmFma#ﬂ%ﬁ%ur774m%%ﬁaét

TE IRTOIAAHEIBREN, ESREBTER<A
UZET, DA RAH— REBBLIZD 71 VOBIRRE.
RAHCTEBELTE O,

64 | 77AMIVY AT



10

AHREF. 75v¥aXEU— NVS ZRBESNTVBRET 7
WBETONYHTPYTPYR T (1BT) 235 ENTEET,

TFTPHY—/(—
Zmodem

L
-

192.168.1.100

Fovo—K 70— R
(LOAD) (UPLOAD)
UZ T Ryo7vT

AR570S
pd N

s

T BB ) 19216811
®100.1 7y 7/ ¥9v0—K

AETIF, TFTP., Zmodem [C&B NV HFP VT EY R FPIZDNT
RALET,

10.1 TFTP

AERBE, TFTP 4547 b OMEEERBIL THY ., TFTP H—
N—HBEHBDTS VY1 AEY—, NVS ADEHYO— R, &
TCEAREROT7 VY2 XTY— NVSHBSTFTP H—N— D7 v
JO— RATETT (IS5 vya XEY—HFT 4 U FOBETRE
BUFTD),

KE 9 DPAMIVYRT L] (061

TFTP #Be=FIR I B1-DICE RO K DBREDNARBICHESNT
WBREHNDYET,

Manager > ENABLE IP J
Manager > ADD IP INT=vlanl IP=192.168.1.1 .

LATFOSAETIE. LAN Alr>52—2 12— VLANT (192.168.1.1)
IZ. TFTP H—\— (192.168.1.100) HEHEEHNTLD ERE
L&Y,

M IOrp—LDIP . NVFIrANVRER, PvID—RT
=FtAo
eVk
*2 [LOADJ O%Y Fd [DESTINATIONS NS X—45—T4

ETE&T, 31, [SETLOADER] IXY KTF T4l
FOERTEET,

BMEI7AILDINY I v TEURXRNT

Py 7/ BHrO0—RiE. /=Y IE—RFDOBEEManager LNV,
tF+2 YT —F— FOBEE Security Officer L N JUDHEBRH MHE
T,

govo—k

HOYO0—FRE&, [LOAD] V¥V FZERBLET. RIC. ANhl=
RL&ET, 772AIBELT [testOl.cfg) ZREL TOLE T,

Manager> LOAD FILE=testOl.cfg
SERVER=192.168.1.100
DESTINATION=FLASH .

Manager >
Info (1048270): File transfer successfully completed.

EEAERDYO— FTELHE. [SHOW FILE] DY FTHRT
=EY,

TFTP #—N—(CL>Tld (UNIX ROS D tftpd 8 &) . 77 A L%
HOVO—RIBRRIC. 72 A NVBODKRYF - I\NXF=XBILETD
TTARIZE V. 72V Y aXEY —ETEXNT - INIFOXF!
BHYFEAD ., RRICFANT - NIFORBDIRRENE T,

TFTP Tl ¥DY0—FI3 77 WERBD T »AIVH 75
VaXEU— NVSEIZFETBHE. ¥OY0—RFTEEEA.
[DELETEFILE) DXV FTO 2y Y aXEY—LEDOT 71 U7%=HIBR
LTHBADYO—FLTLIZE W,

7w 7O—R

v 70— R, [UPLOAD] DY FABALET, RIC. AHA
ERLET. 7718 KNF - N\ EHRIL £To

Manager> UPLOAD FILE=testOl.cfg
SERVER=192.168.1.100 .

Manager >
Info (1048270): File transfer successfully completed.

TFTP #—N—(CL>TlE (UNIX ROS D tftpd 8 &) . 77 A L%
Pyv7O—FIBRIC.TFTP 4—N=T27 7 IDLOUI A~ (E
) HTERVIHIC, Py TO—RHRBIBZEADBYET, ¥
DEOBBER. TFTP $—N—DT 1L H U2, HEHL D
PvID—RENB 771 VEBLBRIDT 7 A Ve tERiL . EEA
OBEEREHICATHOTIIZEL (UNIXR OS Tl kAT - I\
XFEXBLET)o

HEIT7AINWDINyIF7vTEURRT | 65
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10.2 Zmodem

ABG(E. Zmodem FO kI ERBLTHY, IV — )UK~k
CEHFSNTOS VY-S FUH BRI DTS Y X
EU—, NVS ADT 7 DEHYO— R, ZERIDT Sy X
EY—. NVS H5IVV—=IUB—ZFIA\DIZ 7L IDHFPvIO—
RATEETT (D5 v Y2 XTY—HF 74U FOBEFIRER Y F
373,

CCTlE. BEYZ b7 &L T Windows 2000 DA N—R—
IHNV%EERIBHREEHABLE T,

K& [ASNAN=K—ZF)VDORE] (p.134)
&[99 7MY RT L] (061

gorvo—k

1 NAN—=E—ZF)V%EELEL . Manager LNV TOTA1>V LT
<IZeh (EF2Y T4 —F—FDBEE. Security Officer L
NI TV L TLIEES WO,

2 #OY0—Fi&. [LOAD] OX Y FZBEALET., RIC. AH
BlaRmL &I Zmodem ICKB N DY O—FTR 22 va
XEYU—, NVS FHICEIRDD 2 (A BEITEHEE, FEES
NPV PRIALTLETOTTERSILEE L,

Manager> LOAD METHOD=ZMODEM ASYN=0
DESTINATION=FLASH .

3 @@AIC Router ready to begin ZMODEM file transfers ...J &
RSB, NAN—EF—ZIFIDAZ2—N=H5 [E5x]
—> [TPAIVDRE] #BRL . 771V AEBELE T,

4 SELILD 7 IVEB#RL . RONRETXE] Aa>zo Uy
HLET,

5 B@IC [Zmodem, session over.] EXRRSNIcHA DY O0—F
[FZEY T,

6 [SHOW FILEJO~YY FTARRICEBAEADYO— R TEIC
CEEERL TS W,

*3 [LOADJ O<%Y F® [DESTINATION] /NS X—&—T#
X ETE5T, 1. [SETLOADER] XY RTFT 4
EYh wpmETEzd,

66 | RET7AIDINyIF7vTEURKNT

7y JO—R

1 NAN—2—=ZF)u%&LEL . Manager E—RTOT1>L T
<IZE0 (EFa2YF4—F—RDBEIE. Security Officer L
N TOTAVLTLIZE W),

2 Pv70— &, TUPLOAD] J%Y FEMBALET. RIC. A
NBIERLE T

Manager> UPLOAD FILE=TOOS.cfg METHOD=ZMODEM
ASYN=0 ./

38 NAN=B—ZFHBBNCT 7 (IR E=EBL T,

4 [File transfer successfully completed. ] E&RRSNicH, Pv
JO0—-FREEY T,



11 N\=yayrPvT

BRI HRDICDIC, FPERSERRBOY T FD I PON-IY3Y
POITONYFUNVP YT =TG5 ENBYET, COETE, &
FOP—LDIT POAFHEY, N=I3VBESCOOTHAL &
EE

11.1 ¥EEHD

RERDON—-I3VPvTIZlE. ROEDHIMRETT,

c RO P—LDITPDROYO—REIa2—
T7—LDIP ANVTT2AIRE RBR D »A)bEZED
I-BCBROEMEY 71V TT,

cYyY—2/—+
HEEIOR. NI D74 ORABICDOVTHRBLICXETY,
BEREBNZHSNTOEITDT, BITEBLIIZS 0,

c IP—LDIPAVARE—5—
TP—LDITPREDT 7 A%, KBBICHDYO—FT B
YV—)TT,

s N=Y3VPvIFIEE
N=Y3VPvIOLA. FERAPZHSNTOET,

» Windows XP/2000/Me/98. Windows NT ' > X b—Ju=
ntcoIvEar—%—
ITP—LDIPAVRAS—5—%RTLFT,

RAOVO0—FEYa—l, UU—R/=h, TP—LDITPAVR
F—=5— N=Y3 Y PvTFIEE. Bt Web X—=IH58D Y
O—FI3I&ENTEET,

http://www.allied-telesis.co.jp/

11.2 77 4)ILDIN— 3 U5REe

27—LOx7IT7AI

27—LVIPDN-Y VG, [XY.ZMM) D&SBBRTER
snEg,
() r2.7.5-03J

P7P—=LDTP DT 7AIBIE, [B5XYZ-MMREZ] DESBERX
TRRSNET,
(Bl) [65275-03.REZ]

B [9 77 (YRT L) (p61)
YorvO0—REIa—-)b

AHOVO0—REI2—=IbD7 7183, [arbbXYZMM.exel D&k
SRERTERRSNE T,
() ar5527503.exe]

1 UU=RIEEHTE 77—LDPN=Y3VD
XY.Z) QBICTAITB] BEDHT v HRHDDG
BRHBYET,

2 RREAIECENSNTOE I P—LDIPN-Y3Y
SNV TV.XY.Z-MMPLA] OE5BER%EHEET
BB [PLOJ &BVUET,

N—3arr7vyT |67

A

11
(=]

]



68 | IN\—yarv7vT



12 E>Tlc&TEIC

AHROEAPICBADHD R STIVARELIC &EEDFISITEIC
DOTHBPVLLET,

12.1 b3S TILADFHLE

LED D#R%2

AHRHFBDLED OREBZERL TIZS L LED DREEEBE
ADIZHEIBEITOT, BOEHEDFIC LED ORE (R[UT. K
W OEKBE) & CHRL TOIIEEETLOBROOILET,
LED DREICDOV TR, FRICHAD DY E T,

A& [13 SBOBHEME] (0.18)
B2k X FOFEROHESR
FEDSECLUE (LLTFA L) ABATOET, REFAD
i, BBAYE—YICIS—ABIRRSNET, LTFR b
F ORDEIBEBICETENE T,

cEBREANLEE
« RESTART REBOOT OV RTEREILf-& =
c MSNA TS —ICd o> CEBMICERBLIE &

EBRBREBFICIIRDE OB AV E—IPRRSNE T,

INFO: Self tests beginning.

INFO: RAM test beginning.

PASS: RAM test, 65536k bytes found.
INFO: Self tests complete.

INFO: Downloading router software.
Force EPROM download (Y) ?

INFO: Initial download successful.

INFO: Initialising Flash File System.

INFO: IGMP packet trapping is active for IGMP snooping,
L3FILT is activated

INFO: Executing configuration script <flash:boot.cfg>

INFO: Router startup complete

login:

REAY I, FTRO4DICHESNTERRSNE T,

« INFO : 2B T O RADERRSNET

+ PASS : 7R b AEBG <HETULICZEZBHL . BROAKTKS
ngv

*ERROR : 7R R TCIS—HRELICCEZRHKL ., I5—AT
DRARSNEITHRE T O LR (FHTSNET

* FAL : 7R FTHBNB IS —HAFELICIEZRRL . 128
JOtREPsNET

AEmODOIZRD

KERHERTHO00 2R EICLY REAEZRBTED DD
UEd, 0. [SHOWLOG) DYy R THRRTEE T,

login: manager .
Password: __J

Manager > SHOW LOG ./

Date/Time S Mod Type SType Message

26 14:18:02 4 ENCO ENCO PAC  M18X Security Engine Found.

26 14:18:02 4 ENCO ENCO PAC  MI18X Security Engine Initialised.

26 14:18:02 3 LOG IGMP packet trapping is active for IGMP
snooping, L3FILT is activated

26 14:18:02 4 ENCO ENCO STAC STAC SW Initialised

26 14:18:02 7 SYS REST NORM Router startup, ver 2.7.5.B-03, 04-MAR-2006, Clock
Log: 14:17:13 on 26-MAR-2006

26 14:18:02 6 PRI PINT WARN pri(0): interface reset

26 14:18:04 6 PRI PINT DOWN pri(0): Interface is no longer receiving
incoming signal

26 14:18:16 3 DHCP DHCP 00001 IP address 192.168.1.100 bound to
00-00-£4-95-9¢c-96

26 14:18:31 3 DHCP DHCP 00001 IP address 192.168.1.101 bound to
00-90-99-7e-b3-bb

26 14:18:51 3 USER USER LON manager login on port0

26 14:18:55 3 CH MSG WARN No patches found

26 14:20:39 3 CH MSG WARN No patches found

26 15:18:16 3 DHCP DHCP 00001 IP address 192.168.1.100 bound to

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

12.1.1 OJ DOFRTRHI

Fofc&EIC | 69
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122 RSB

VY=L —ZFIVICFDANTELEN

e DV =T IEEL<#EFSNTOBH

* BEVT DI 7% 2 DULRKICEEL TORBOD. BED
BEY D DI PERRICEE TS ECOMMR— FTREDFRE
L. BETERV, FREICBDBEDEENHKET S

s BEVT RO POREABIFELOD BIC, IV —Ibr—
T EEHL TOSCOM R—hE& BEVD FD I P THRE
L TO% COM R—FBE—HL TO B D

B [A3NAN\—2—ZFVOBRE] (0.134)
cBEYT RHIPA-BRTL. BERHLTHS
c DVE2——OBRBN 5> THS
VY= —ZFIVTXFEIFTD

* BEV T FD I 7 OBRIERER9,6000ps [CREL THBH A
HRADTHEAFDHREF9,600bps

cBEVIRDIFPOIVI—FEYT R JS (SJS) ICRET
%, HELP OX Y Rl YT HJIS TBAREZXRTRISD

AE [ASNAN—=R—ZF)VDHE] (p.134)

* ANE—FRERHFBE-FICB STV D 2ANTPHA

NFHRFANTER O, Windows Tld. TAIL) F—%BLHS
[¥A /28] F—%2BLTHOUBRS

EDIT D +S2L

[BackSpacel] F¥—TXFhiEEEL

« BEY 7 bz PDIBackSpace JF—MDI— F% DeletelCT B
* [Delete] F—%E>

AE [ASNAN—="—ZF)VDKRE] (p.134)
AE 6 TFTFRAFIT«%&—] (p.55)

—VILF—HFIHEL
cBBYIRDIFPOIZAL—Y3V%VTI00ICTS
N N=F—ZFVTEEAEDNFHRAIO-)LUEWL

« [Crl) F—%WBLBHS W] F—%BL (BEZBHEIS

70 | @ofc&ZEIC

* TeraTerm B EDBEY 7 bH 1 P %#FERAITS

BEF LS TONMF—ICERLEN

e PPPOEICKBEICHVOT, ELOFIBICKDFRE. KED
DERRAYVF I D ETHED 212BE LIESOBTONA
R—EDBHH TERLRBDED DY FTHO~TENEF-
1ot . BRIREAERL THTIIES 0,

B (BRSO (0.32)
POWER LED his4T L7ELY

POWER LED D3EATIE . ARRICBRIMHESNTOBOI & %R
LTO&E T, MTORZESRL TIZE W,
s BRRAVFIE, AR >TLSD

s BRV-T UV AEROBRIROZ—
3hH

c ACTSHE. BRIOVEY FMIEL#EFSNTLBH
s BRIVEYRCE 8RBT TOS D

ICEL<#fsnTH

SYSTEM LED his2XT9 %

1 AHBOEREATICL. LES<FE>TAVICLET,

2 SYSTEM LED M"EICSTLIEIFTLOICS
LTOWBIZEARLTOVETD,

AREGBICREDFRE

@[
m o o5 oufo o0 o |IES ||
i P = P |

12.2.1 giEx

RO —FHNERUTIE. FRBORE ZRIEDT
A FBYEEA.

LINK LED (L/A) HDisdTUL7EW

LINK LED O5EATIE . 5250 10BASE-T/100BASE-TX/
1000BASE-T R— RCHRSNTO BB EDBENTEBOLI &
ERLTOET . MTFOREERL TIZS 0,

« UTP R— R EBLESD SFP X0wW kT, SFP £V 21—
BEINTORBOD. UTPR— K& SFPROW MEOVR (G



B) RA—hEB>TOBICD, SFP EV 2 —L%aEBITBH &,
UTP R — h3ER 8D

BRERSBSOERE. AV >TOBEDH
UTPT =TI, A8&EEREKESCIERSNTOS D

AHROFZZDR— FMIHEHRSNTOBUTP F—T 7w, K&l
BOMLOR — FTEHL T HBo MOR— b TEBEIDEE
5. BRAHESBRAIZICEUTP 5 —J L ORE

UTP 7= 7 ERSEies DIOR— R ICHRL THB. o
A—FTEETOEERS . AR I UTP =T DR
=

EBICERTESEDDN>TOS., D UTP =73k
BLTHD

ELOWUTP =T ERL T3S D 1000BASE-T DIFE
FIVNYZRE - HF7TYUE, 100BASE-TX DB&EEHT T
U—5 Pk, 10BASE-T D%B8IEATIV—3 ML

* UTP =T IRIFIEEL WD =T IURIE&EK 100m

LINKLED (L/A) Hm=(TUTWLSDISEET
TIFL)

s LANBIIR— FDBE . R— A ERICHKESN TR0,
[SHOW SWITCH PORTJ OYY RTHR—FRT—%RR
(Status) %ZH#RI D

* ERSTHESSRIOLINK LED [FXIL TLS D LINK LED (&, &
HREERAESBODAICHY WADKUTL TOBFNEE S
30

s ELOWUTP 7—Z)MBAL TS D, 1000BASE-T DIBE
FIVNYZRE - HF7TTYUE, 100BASE-TX DB&EHT T
U—5 Pk, 10BASE-T D%B8IEAHATIU—-3 ML

c UTP 5 =T IURIFIEL WD =T URIGERA 100m

SFP LED higeICmiTL7EL

SFP LED AME@ICRUTL TOR BB, %80 SFP R0v +D
SFP EV 21— UDHAR— FITERSNTODHEEDBEHTER
W ERRLTOET . MTORZRESRL TS,

¢ KO PAN=T=TVEEL<EHRSNTOD D RERD TX
(SRS DRX (C . AERO RX (3T D TX (CHER
LB HNE 530 ZRRRID TX & RX DT 7 1 N— Dk
EANBATHT, BBICSMTINE, BHORY

SFP LED HREICRTUL TV DICEETE
[~
« EHEHBAD SFP LED BRIL TLB D, SFP LED (. &
B EFREME FHREMIBO LED IR SFP LED Tl
W EABYET) OBHICBY . AN RIL TOBENES

5730 —ADHD LED ORUTIE . K7 —T IV O¥IR P ik
DREBNEABND
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5280 REHIR

CCTlE AR KL EDNDRIFZ
WD EDBIF. ZDERETTEICDL
CHEEHULE T,






13 1Bl

CCETOET, ER- BRICEIDIEHHY, VI DI P80
ABBEICDOVTHRAL LT AEB TR L<EON XA
MEEFT REOCBR~ZRAL DD, BRIV FANZERLE
Fo EDOICHBERBREICESTZOHD, FLOD—5HEL THEHRMA<IE
=0

KEBDERIE. FTEDEDIIB>TOWET, £9. 1V R —=RY ~E
WCDOT. 4B1==RBLET,
* 13.2 PPPOE [C&B AR VA2 —2 v MEK (0.76)

* 133 PPPOE (C&B LAN BUlr VA —xw R (PrF 2 N—
F) (0.80)

* 13.4 PPPOE [Z&5 LAN Blr V& —=Rw 8t (DMZ D3R
E) (p.84)

» 135 Ethernet IC&BImARE A VA2 —% v HEE (0.89)
RIC. IPsec Z#HABAL TEF2 U T4 —ZHRLEBH BV E—RY
MEBT. EROUSICBITS LAN 2#BEEHIT D HREHBL F
ED

* 136 1> &—xv MMERICELSD 2 <@ IPsec VPN (p.93)

¢ 137 AV A—3vY MERICEKD 3 R IPsec VPN (p.104)
YL T.PPPOE DXIVF LYY aIVAERWN, A VR—RY FMEKE .
NTT RBADTIL VY - F—TP o2 NTT BBADI L v

V- =T EDCUC ¥ —ER%ZEBICHIAT 5 HEEHBL &
Io

+ 138 AVA—=xv k& CUG ¥—EROBERFER ( imRE )
(p.118)

* 139 A/VA—xv k& CUGC H—ERDERER (LAN 2)
(p.122)

BRI, PPPOE DBEEEMATOICODREDHMBE . TRFED
E > TBOTOIEEOVBERAFZEDTHY T, EBRICHRTE
HIEOBHNIC B IZE 0,
* 1310 RELDFESE (0.128)
* [PPPoE vy 3V DFHCLBUHT (0.128)
« [PPPoE v 3> OBE##K] (0.128)
e [PPPoE [CBHFB PV FVN—F] (p.128)

13.1 REZF U DHIIC
IV Y RAACHIIDER

TEICIVY FOANIERL T RERICADTBEDE, ANF
TRLET, [ B YR —VF—F BT VR—F—T7F (KT
TlE VA=V F—ERLLET),

BEOBEICLY ., IV FERURTHBEE. 2 TELEERTH
LETEBDIVY FANTE. FTFHFESNTOSTORICAN—
ROEDEAN, [A] ET1ATAALTLEE L,

(B

Manager > ADD IP ROUTE=0.0.0.0 INT=ppp0
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

a9 RAIDEEDESDIC

NEDCD-ROMIC. COETANT S EIVY FEREFLICT+
ZAET 7 (¥SAMPLE¥570SAMP.TXT) H'dU & T,

CO7 7AW elHEAODIVE2—A—(ICIE—L . 5D LHTF
ALITA E—THESHEEEDOBAZEEL LR, TFIEIT «
A—HDBIVYV—)VE—ZFVIC. IV FZIE—EXR—-X LT
<FEEW.

—EIZ 1 T9DIE—&XR=R L. KRSNBD AV LI AR
LA SEDDDHRETT, —EICEBDTEZIE—EN—X T
& Nvor—podianicy, XvEe—IHERTELBZOIDHIC,
FERICOVY RARITESNICIEMDHUEEA.

TFTP ¥ Zmodem Z AL T, BERARRICHDVO—FITBHIE
LOEETID RRRIC 1 79 DIV REAAL THB I ExHE
HLET,
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13.2 PPPOE [C&DImAREA 25— v MME#

7354V —DNS :

192.0.2.1
THhAHU—DNS:
192.0.2.2

DHCPEIUSTAZ? FL R : _FTTH
192.168.2.100~
192.168.2.131 NTVwDH
Fv kD=5

T

L= IPAP A

’ (ENAT)
— .Y
& )
£ . TZAR—h
% - = v kD=2
. pppP0 .
r\< ¥ /\f eth0 IP7 '\U(“chgf)bﬂyfﬁ
BN = {\*/ vlan1
S N 192.168.2.1
> %)
g =
IS Q
3
) O b b b
Ry RD—oF RUR 1 192.168.2.0/256.255.255.0

13.2.1 PPPoE [C & 2 imKE DS

PPPOE A1E-> T/ ONA H—ITH L &9, PPPOE (&. ADSL ¥
FTTHREDWDIDS 70— RN RIZFS—EXTLEIERBSN
TWBTORILNTT, COBIE, FFIDEEBNICT FLUR% 1
DEYBTONDMARBDEARRETT .

BAFIvo ENAT T 1BOF7 FUR%ZHAL ., 727247 Dx—
THBHSDAREP O R%EBRLELE T, &l LAN BISS APV
FOFREEBEICT B0, DNS U L—& DHCP —/N—3FIAL
ENCRS

76 | 18rifl

T0ONRA F—h SRIEESN D 1B

LUFOHATE . TONA F—D 5 FEEORMBHNSA5NTVS
EREL £ T RROREICIE . BBHEORRIE®RE CHRA<IZS O

c BHD1—Y—3 . site_a@example.co.jp

o BFHD/NNRD— K passwd_a

* PPPOE 4 —E B #8ERBL

s PPRLROO=NVP RUR 1B GEHEIVUST
* DNSH#—N—: #FEISBOSND

REDFE

s D7PATOFx—)VEFRL T HEDDDOREF U R EL
DD ABPHLBIFEBICA Y R—RY PADFP O ELRHTED &
2ICLET,

DPAT O+ —IVDAAFZ v ENAT #AEAFAL T, LAN
BlIRY D=L DTSAN=KIPPRUR%E, TJONAE—1D
BEZBNIO0—NVIP P FURICEBLFT . CNICKY.
LAN [ZEFSNICERD IV E2—2—D 51V R —3RY AN
DEP O EADTREICRYE T,

AEHRBOIP 7 FLRIE, FEDEDICHEL ETo

®13.2.1 *RBOBRRE
WAN @I >R —T 2 —2X  ethO

WANEI (ppp0) IP 7P FLR  #BHESICTONAA—H5E
893

LAN@ (vlan1) IP 7 FL R 192.168.2.1/24

DHCP H— )\ —##%4E B

AR DHCP —N—&L TafEs . LAN [t Nic D
YE2—&—CIP PRUR BTRY FYRO TIH IR —
FOzA . DNSH—N=PF FURDEHRZRHEL £T,

% 13.2.2 ARmOD DHCP Y —/\{—D&E

DHCP AU > —% BASE

FRFRHARR 7200 (#)
YITRY FYRY 265.255.255.0
FT2AR—k 192.168.2.1

DNS #—N— 192.168.2.1
DHCP L > Y& LAN

RHIDIP P R XDEHHE 192.168.2.100 ~

192.168.2.131 (32 1&)

o REBDDONS UL —#pee AV ICL T .LANRIDYEa —4&—
PNBEODNS UHIR &, TONAH—DDNS H—/N\—(C#x



#EL T oL DHCP H—N—DHREICLY LANB DV E2—
R—ICHL TR DNSH—N=P FLRELTHERBED IP
P RUVREHAET,

sn
ax

1 AAEHROERRAANVFZAVICLET,

2 OVV—JUR—bH 5. 2—Y— [manager] TOT1VL F
To T4 FDNNZRD—RE [friend) TY,

login: manager ./
Password: friend (FrRcnzxtha)

®PPP DRE

3 WANAI Ethernet 1 >4 —2 2 —2X (eth0) EICPPP 4> & —
7 1 —REERL T, [OVER=ethO-XXXX] D [XXXX] DBB
DI, BRSNIC PPPOE @ [H—ERB] Al £T. 18
EHBVBEEE. EDY—ERZEITEZFAINOND LD,
fany] #REL FT®

Manager > CREATE PPP=0 OVER=ethO-any ./

Info (1003003): Operation successful.

4 JONAA—DDEBHOSNICPPP 1—H—ZE/NNRD— %
EL. BHREICIP 7 FURBIUBTOBRETOLDICHEL
9. LARIEAZICL. RDOUIZLCP Echo N7 w b &> T
PPP UV OMDREZERL . BEBIC PPPOE DtvYav%
BEFIBDLOICLET (BvyavF—TP>147) , &1,
ISDN @i DIBRETH S BAP A ZICL&ET o

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

OIP. IL—F 1 VIDERE

B IPEYV2—-LEBHCLET,

Manager > ENABLE IP J

Info (1005287): IP module has been enabled.

IPCP x ¥ I -3V TEABNIC IP P FLUR%E PPP (Y
R—T7I—RTHERIBLDICRELE T,

Manager > ENABLE IP REMOTEASSIGN ./

Info (1005287): Remote IP assignment has been enabled.

LANR (vlan1) A>5—21—RICIPPFURERELE T,

Manager > ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

WANI (ppp0) (>A—27z—XICIP 7 FLU R [0.0.0.0] %
FELE T, TONAA—EOBIHEILTHE T, IP P FL
RFEEL E B A

Manager > ADD IP INT=ppp0 IP=0.0.0.0 J

Info (1005275): interface successfully added.

T4 EN—bEFRELET,

Manager > ADD IP ROUTE=0.0.0.0 INT=ppp0
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

O®DNS UL—0DEE

TODNS UL —#Be=BMILET,

Manager > ENABLE IP DNSRELAY .

Info (1005003): Operation successful.

11 DNS UL —DPEZIBEL T, BE . PHEICE ONS ¥—

N=OF FUR%EIBEL &IH, IPCPICLUP FLRZBRBT
BETIIAPTHBIcD . I TRAVE—T T —RBEEEL
B

Manager > SET IP DNSRELAY INT=ppp0 ./

Info (1005003): Operation successful.
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@T 717U F—ILDEE

12 7470 — ViR BMICL & T,

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

183 7747 04— VOBMEEREITD I 717D+ —JURY>—
Mnet] Z1ERL & T R Y —DXFIE . BBHRICEK > TER
[CERETEE T,

Manager > CREATE FIREWALL POLICY=net ./

Info (1077003): Operation successful.

14 ICMP X4 v k& Ping (Echo/Echo Reply) &EERTJAE
(Unreachable) O&mA™THIL T,

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACH .

Info (1077003): Operation successful.

15 AEGRDident 7 OF> — 1R EICL . HEDAX—)U
(SMTP) H—N—=2EHL 5D identBRISHL T, 7212BIC
TCP RST 2RI K O/EL £To

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY J

Info (1077003): Operation successful.

16 77 1M 70— VAU Y—DBEARREBD A VR —T1—2R
ZIELE T LANM (vian1) (> &—21—X% PRIVATE
(BB [CREL ST,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

*1 724U FRETE. ICMP &2
LY TEETA

PATP O+ —)EBE
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WAN ] (pppQ) >A—271—R% PUBLIC (HE8) (ZEBE
L&,

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .

Info (1077003): Operation successful.

17 LAN ARy FDO—=SICHEHSNTOBINTOIVE2L—X—
M ENAT #RezBRTESLOREL &I JO—NIVTP FU
RUZE, ppp0 DIP 7 FL R & EARL &J.

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=ppp0

Info (1077003): Operation successful.

@ DHCP 9 —/\—0D&E

18 LANBIOVEa2—%— (DHCP 547
T-N—HEEZBEML T,

¥ k) Ol DHCP

Manager > ENABLE DHCP .

Info (1070003): Operation successful.

19 DHCP ARYU>¥— [BASE] =L &9 RNYY—DXFFE
OERICL>TERICHETEE T P 7 H/?x@@ﬁﬁﬁﬁﬁﬁl
72008 (28R ELZEY,

Manager > CREATE DHCP POLICY=BASE
LEASETIME=7200 J

Info (1070003): Operation successful.

20 DHCP O 51 7Y MR I 515 EREL £ T,
CZTIE.DNS #—N—=P FLREL T, ABBOLAN B>
B—=—DI1—RDIP P RURZBELTOE T,

Manager > ADD DHCP POLICY=BASE
SUBNET=255.255.255.0 ROUTER=192.168.2.1
DNSSERVER=192.168.2.1 .

Info (1070003): Operation successful.

21 DHCP DL > [LOCALY %=L . DHCP OS5 17V FICHR
HIBD PP RLROBEEZREL ET LIOXFHSE, &
BRICE > TERICRETEE T,

Manager > CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32 ./

Info (1070003): Operation successful.




Oz, I\RAD— R, RERE

22 BRI EREL T MUAT. BREREL LI LD BIHE . T
DBERERAETY,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 J

System time is 01:00:01 on Sunday 01-APR-2005.

23 1—%— [manager] ONRD—RF#ZEL T, Confirm : D
ANERACEE, DY RTOV T RARRSNBOBEER.
YR—=2F—%BL TS,

Manager > SET PASSWORD ./

0ld password: friend J
New password: XXXXXXX
Confirm: xxxxxxx

24 HERLULETIRENBERERO YT R 2 VICIREL &
El

Manager > CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

256 KB RUUT FELTIEEL & T,

Manager > SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

QRO

26 PPP O#EFmOHEILS . [SHOW PPP] IY Y R THIRTEE T o0

Manager > SHOW PPP .|

Name Enabled ifIndex Over cp State

OPENED
eth0-any LCP OPENED

F12, [SHOW INTJ OV Y FTRE. 214X —27 1 —RORE
ZHERTEET,

Manager > SHOW INT .
Interfaces sysUpTime: 01:26:55
DynamicLinkTraps..... Disabled
TrapLimit............ 20
Number of unencrypted PPP/FR links..... 1
ifIndex Interface ifAdminStatus  ifOperStatus ifLastChange
1 eth0 Up Up 01:17:13
3 vlanl Up Up 00:00:01
4 ppp0 Up Up 01:17:35

27 PPPHEGEEICT ONA H—DBEIBLIC IP P FL R EDIEHR
(&, [SHOW PPP CONFIG] OXY FICk > THRTEE T,

Manager > SHOW PPP CONFIG .
Interface - description
Parameter Configured Negotiated
pppo -
Local Peer
IP Compression Protocol NONE NONE vac
IP Pool NOT SET
IP Address Request ON
IP Address 123.45.11.22 123.45.11.22 123.45.67.1
Primary DNS Address 87.65.43.21 87.65.43.21 NONE
Secondary DNS Address 87.65.43.22 87.65.43.22 NONE
Primary WinS Address NOT SET NONE
Secondary WinS Address NOT SET NONE
PPPOE
Session ID B1CC B1CC
MAC Address of Peer 00-90-99-0a-0a-04
Service Name any
Debug
Maximum packet bytes to display 32

28 LANAIDOVE2—R—TWeb 750 ¥ - E%RfTL . 1YV
R=RY FMIPORRTED & %ERL TIZE L,

BB LAN ROV E2—&—HIP P FLR%BEMSIT S &
DICHESNTLBHBE OHCPHZ APV FTHB%E) . K
HHBODOHCP —N—#aeRELLLRIC, JVE21—8—%
2E (XIBRE) I21EBEHDYET,
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FE&H 13.3 PPPOE [C&B LAN B V5 —2w

-7~ ~ P
HADREFIBAETTEHE(Cd>T . R REENB 25T R (FVFUVI=B)
Fo P VERL £

R 1323 /EAIUT T 71U (ROUTER.CFG)
1  CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_ a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

1V5—xv b

site_a@example.co.jp
passwd_a

3 ENABLE IP

4 ENABLE IP REMOTEASSIGN

5 ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

6 ADD IP INT=ppp0 IP=0.0.0.0 i PR
7 ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0 i
8  ENABLE IP DNSRELAY |
9 SET IP DNSRELAY INT=ppp0
\' 1) w
10 ENABLE FIREWALL FTTH 23'\),7/_2
11 CREATE FIREWALL POLICY=net
12 ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH ?
13 DISABLE FIREWALL POLICY=net IDENTPROXY om ITATIAN
14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE ¢
15 ADD FIREWALL POLICY=net INT=pppO TYPE=PUBLIC 7"51«*—&
Y D=5

16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppO

17 ENABLE DHCP
18 CREATE DHCP POLICY=BASE LEASETIME=7200

19 ADD DHCP POLICY=BASE SUBNET=255.255.255.0
ROUTER=192.168.2.1 DNSSERVER=192.168.2.1

20 CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32

PPPO
PYUFUN—F

192.0.2.3 ...

[SET TIME] OvY RRE, OvY RJOY 7 HIHLTAALIC
IV EREOINTHERET 7MWV EL TRESNSE DI TEEWOE
WORICTEELIZE L,

,192.0.2.0/255.255.255.248

13.3.1 PPPoEIC& % LAN Bl (LAN &' 0—/\)L)

PPPOE %> TTONA X —ICHHL &T. J0—NIP FLR%
8 1@.16 @ DT 0y L8 TEENICEIVLB TSNS LAN Bl
MOBRESI TI o

COFITIE. NAT 2ERE T, LANRIIRKICTO—NVP FU R %

BHEIVETET, Rl 77 AP0+ — V%> THEHBDPH
TRERABBL DD, HFEOY —N—12FZHBLIC/BEL T,
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T0ONRAF—h SRIEESN DB

LIFOSBA TR TONA H—H 5 FRORIBERN G 5N TS
EREL & T ERDREICE  BBHEORIERE CHA<IZS 0,

s B 1 —Y—3 : site_a@example.co.jp

o BFEDNRD— K passwd_a

s PPPOE 4 —ERE : I8EHL

s BATE3IP 7 FLX:192.0.2.0/29(192.0.2.0 ~ 192.0.2.7)

REDFE

* LANliERIFITNTHI OV FLURTERAL &7, NAT (&
BARALEEATONAE—DEEUZTENTLS P FLRIE
8BETIH, *v ED—OFPFLR (192020), 70—F+~
RE7RUR(192.02.7) W—R2—BFDF FL R (192.0.2.1)
[C¥N¥EN 1 @I DEEBSNDICD, WARICKETCES P FU
213192022 ~ 192026 D 5@BEBYET,

27AT O+ —VEFABL T HABHSORET LR %EEHL
DD ABHSEEBICAVEZ—RY EFNDF O LN TED K
2ICLET,

HEHDDP L RSEANICINTERL EIH ROY—E
RIZFFHBAEL THILE T

e SMTP #—/8—:192.0.2.2 : 25/tcp
¢« DNS #r—/N—: 192.0.2.2 : 53/tcp. 53/udp

FEBOEARFKEE., ROBY T,
£ 13.3.1 xHROEREE

WAN @481 > 5 —2 1 —2X ethO

WANI (ppp0) IP 7 FL X PYFYN—R
LANB (VLANT) IP 7 RFLR 192.0.2.1/24
DHCP #—/N\—1%8E B0

RE
1 ABBOBRR A VFEAVICLET,

2 JOVV—JUh—btH 5, 2—%— manager] TOTAVL &
To T2 FDNRD—RE Ifriend) T,

login: manager .|
Password: friend (Zrcnzxtha)

@ PPP DR

3 WAN Ethernet 1> &2 —2 1 —2X (eth0) LICPPP A2 &—
71— R%ZERL & T TOVER=ethO-XXXX] O XXXX] DBB
D BHSNIC PPPOE O [ —EXB] LR &7, 1§
EHRBOBEIF. EDY—ERBEITERFANLOND LD,
fany) #8EL & T,

Manager > CREATE PPP=0 OVER=ethO-any .

Info (1003003): Operation successful.

4 JONAZ—H5BOSNIPPP 1—H—8E/XRD— F’H“
EL . HHEEICIP P FLREIUBTOBRZTOLDICHE
9, LARIEFAZICL . KDUIZ LCP Echo /7w l\"&@?’(
PPP UV O DREZERL . BENIC PPPOE DtV 3%
BEFKIBDIOICLET (Byyav+x—TP>07) . &I,
ISDN @i DHEEETH S BAP (FAZICL&E T,

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd a LQR=OFF ECHO=ON ./

Info (1003003): Operation successful.

PrFUN=FRICEBWANEA V&2 —7 1 —RIZEBL TII TR
DEHTELIIZS 0,

R AE [PPPOE [CBHB PV FYN—F] (p.128)
OIP. IL—FT 1 VIDRE

5 PEYVa—-LeBHMILET,

Manager > ENABLE IP .

Info (1005287): IP module has been enabled.

6 IPCP RIVT—yavTEABNI P P RLUR%E PPP AV
A=D1 —RATHEARATBZLDICREL T T,

Manager > ENABLE IP REMOTEASSIGN .l

Info (1005287): Remote IP assignment has been enabled.
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7 LANA (vian1) AR —=Tx—X|

P RUR% 8@ 16 BEWLW>1cBUTEVUBTONBHBEE
Ry FYRODERNICED D TERL TIZE L,

CISP A BEIUBTBNIY
O—NW7 FURDER? FLUR (19202.1) #B/BEL &I,

Manager > ADD IP INT=vlanl IP=192.0.2.1
MASK=255.255.255.248 .

Info (1005275): interface successfully added.

8 WAN i (pppQ) 1> EB—2Jx—R%EPVFVN—RIZHBEL

EE

Manager > ADD IP INT=pppO IP=0.0.0.0

Info (1005275): interface successfully added.

9 FOANMI—FEFRELET,

Manager > ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

@I 747U+ —|LDRE

10 D7 A7+ —ViREZBMICL &5

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

11 D7 A70x— VOBEERE TSI 770 +—JUIRU>—
Mmet] Z1ERL &F. R Y—DXFFNE . BBARICE > THER

ICRETEET,

Manager > CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

12 ICMP X4 v k& Ping (Echo/Echo Reply) &EERTJAE
(Unreachable) D#RABTHILFF .2

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACH .

Info (1077003): Operation successful.

*2 T7#)VERETIE. ICMP (G2

TEE T Ao

"
\
T
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PA PO+ — 7B

13

14

15

SEBD X —)U (SMTP) H—N—72 EH 5D ident BRITHL T,
ARRHIRBOY—N—DRDUICIE TS . ident 7O+

—HEEN'T D A ETBEMTE > TOWET, ¥ T, RERD
P—N—BEHBETEDLDIC. ident 7O+ —HAEA &
ML FT,

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY .|

Info (1077003): Operation successful.

27APO+x— VR Y —DBBRAREBGD AV E—T 11—
=BELE T,

LANE (VLANT) 4> &—2x—2R% PRIVATE (RBB) (58
ELET,

Manager > ADD FIREWALL POLICY=net INT=VLAN1l
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN Il (ppp0) > %&—2x—R% PUBLIC (588 (CRE
L&ET,

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .

Info (1077003): Operation successful.

HEHDDNT Y b EITNTIEREITBE 777 D+ —JVDEK
W—IUITHL . DMZ OB ==\ v b BRI I-ODHRESE
TOET,

SMTP H#—/N— (192.0.22 M TCP25 &) DN\ v k@@
SBET,

Manager > ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=ppp0 PROTO=TCP IP=192.0.2.2
PORT=25

Info (1077003): Operation successful.




DNS #—/8— (192.0.2.2 @ TCP*3 & UDP M 53 &) "D/
Ty hEEeEtE T,

Manager > ADD FIREWALL POLICY=net RULE=2
AC=ALLOW INT=ppp0-0 PROTO=TCP IP=192.0.2.2
PORT=53 J

Info (1077003): Operation successful.

Manager > ADD FIREWALL POLICY=net RULE=2
AC=ALLOW INT=ppp0-0 PROTO=UDP IP=192.0.2.2
PORT=53 ./

Info (1077003)

: Operation successful.

Oz, I\RAD— R, RERE

16 BZIZREL T MUAT. BREREL LI EHBBHBE . B2
DOBREFAETT,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 .

System time is 01:00:01 on Sunday 01-APR-2005.

17 1—%— [manager] O/XRD—RAZESL FF, Confirm : @
AN#EEACEE, OV RTOVT RHRRSNBVEERE.
YR—=2F—%BL TS0,

Manager > SET PASSWORD ./

0ld password: friend J
New password: XXXXXXX
Confirm: xxxxxxx

18 FEFUETT RENBERERS U T LT 7 ICREL &
7

Manager > CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

19 2ROV T hELTIEELE T,

Manager > SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

*3 £ AHYAY—DNS ¥—N=DEDFPHtRTTCP H'EMA
SN&ET,

n
\
T

Q& IO

20 PPP O#FROELIE, [SHOW PPP] OYY FTHIRTEE T,

Manager > SHOW PPP .J

Name Enabled ifIndex Over cp State
pppO YES 04 PCP OPENED
eth0-any LCP OPENED

F/o. [SHOW INTJ OV RTIE., 21V R8—7 11— RDREE
AERTEZET,

Manager > SHOW INT ./
Interfaces sysUpTime: 01:26:55
DynamicLinkTraps..... Disabled
TrapLimit............ 20
Number of unencrypted PPP/FR links..... 1
ifIndex Interface ifAdminStatus  ifOperStatus ifLastChange
1 eth0 Up Up 01:17:13
3 vlanl Up Up 00:00:01
4 ppp0 Up Up 01:17:35

21 PPP#RESICT ONA HX—HBEIBLIC IP P FL R EDIEHR
(&, TSHOW PPP CONFIG] IRV RICL> THSRTEE T,

Manager > SHOW PPP CONFIG ./
Interface - description
Parameter Configured Negotiated
opp0
Local Peer
eth0-any
IP
IP Compression Protocol NONE NONE vac
IP Pool NOT SET
IP Address Request ON
IP Address 123.45.11.22 123.45.11.22 123.45.67.1
Primary DNS Address 87.65.43.21 87.65.43.21 NONE
Secondary DNS Address 87.65.43.22 87.65.43.22 NONE
Primary WinS Address NOT SET NONE
Secondary WinS Address NOT SET NONE
PPPOE
Session ID BICC BICC
MAC Address of Peer 00-90-99-0a-0a-04
Service Name any
Debug
Maximum packet bytes to display 32
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22 LANRIOOIYE2—&—TWeb 75 0% - E%RTL .1V
R—RY MIPHOERRTED I EZHRL TIZS L,

@3‘3 LANBIODYE2—&—NIP P FLRZBEERIFI S K

DICH/ESNTVSHE (DHCP DSATY ETHBHE) &K
BHBOOHCP ¥y —N—#geeRELCRIC, IVE1—%—%
E (X1CREBERE) TILBHHBYET,

FEH

ARDREFIRZRTIDEICEL > T, Rk RESNDRER D
VT 274 %ERLET,

R 13.32®/ERXIUT I 741)L (ROUTER.CFG)

1 CREATE PPP=0 OVER=ethO-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=0ON
USER=site_a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

3 ENABLE IP

4 ENABLE IP REMOTEASSIGN

5 ADD IP INT=VLAN1l IP=192.0.2.1
MASK=255.255.255.248

6 ADD IP INT=ppp0 IP=0.0.0.0

7 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

8 ENABLE FIREWALL

9 CREATE FIREWALL POLICY=net

10 ENABLE FIREWALL POLICY=net ICMP_F=PING,UNREACH

11 DISABLE FIREWALL POLICY=net IDENTPROXY

12 ADD FIREWALL POLICY=net INT=VLAN1 TYPE=PRIVATE

13 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

14 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.2 PORT=25

15 ADD FIREWALL POLICY=net RULE=2 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.2 PORT=53

16 ADD FIREWALL POLICY=net RULE=3 AC=ALLOW
INT=pppO0 PROTO=UDP IP=192.0.2.2 PORT=53

[SET TIMEJ ORY Q& OvY RTJOY 7 RIL TANLTC
XY ROIRNTH REDZ 7 IVELTRESNSD DI TR O E
WORICTEELIZS O,
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13.4 PPPOE [C&% LANBIA V5 —Xw b
5 (DMZ DERE)

PO DN

HVHY—DNS
87.65.43.22

I

bl P

FTTH NT Vv H
2y RD—%

PPPO
FPYFYN=F T

o= PATF A=)

l' (ENAT)
ENATAR” FL R ]
192.0.2. 1% A +
. TS5AR—F
A )

192.168.1.2 ....

SMTP DNS Web

192023 192024 192.0.2.2

OO0

192.0.2.0/255.255.255.248 192.168.1.0/265.255.255.0
13.4.1 PPPoEIC& % LAN Elo#s (DM2)

PPPOE %> TTONA X —ICHHL &T. J0—NIP FLR%
8 1@.16 @ DT 0y L8 TEENICEIVLB TSNS LAN Bl
MOBRESI TI o

COBITIE. LAN Bl 2 DDH TRy FCHEIL, —H%5D0—N
VP FURTERTSY—/N—A OM2), £>5— ‘5%754/\’—i‘
PRURTERIBSOSAFPY ERELETHSA PV RMIRAF
IvH ENAT BEBTAUR—2RY RMIPHERIALET, &l 77



AP O+ =% > THEHIBDP LR %ERABEL DD HFED
P—N—12F%SHBBICRBEL £ T

JOq F—h SiEHEN S 1ER
HTFOSBTE. T0/5 5—H S TROROBBN S SNTNS
ERELE T EEORECE SBRORIOERE CHA<IE 0.

s BFD1—HY—3 : site_a@example.co.jp

o BD/INRD—F : passwd_a

* PPPOE #r—E 22 : IFEGL

e BATE3IP 7 FLR:192.0.2.0/29(192.0.2.0 ~ 192.0.2.7)

REDF

s LANAl%& vian1 & eth1 @2 DOYTxrw MMIHEIL . ethl (C
FZONAX—=—DBEUHTENICTIO-NU P RL %,
VN1 IZIE T SAN—= P RURZEIUYTET, JO0—-N)UH
Txv kE DMZ ELTH—N—%BBL ., T5AN—FrHT
RV MIEOSATPY L ERBLE T,

T7AT O+ —VEFABL T HBHSDRET Ot R%EEHL
DO ABPHBEBBICAVE—RY FMADFP O ERNTESD &
2ICL& T,

HEHBDTP LERGEANICINTEYL ZITH ROY—E
RIZFEHFHEL THIL & T,
* Web 4+—/N—:192.0.2.2 : 80/tcp

o SMTP #—/8—:192.0.2.3 : 25/tcp
* DNS #—/\—1:192.0.2.4 : 53/tcp. 53/udp

TSAR=METRY FOOSAFPY HA Y BE—FY RCTP
DERATEDED. HAFIVHENAT 2#EALE T, Y0—
NIVP RURIZE, eth! IZEUBTIEP FLUX (192.0.2.1)
E=HALET,

* FEBOEARER . ROBYTTI,
R 13.4.1 XREOERERTE
WAN @1 >R —T 1 —2X ethO
WANA (ppp0) IP 7 FLR PUFIUN=F
DMZ @l (eth®) IP7 K 1920.2.1/29
LANE (vian1) IP 7 K 192.168.1.1/24
DHCP #—/\—##82 EH7E0

=E
1 AUBOBERAvFEAVICLET,

2 JVVY—)R—ktH B, 2—%— [manager] TOT1>L &
To T4 EDINRD—RZ [friend] TY,

login: manager .
Password: friend (Frchathi)

@ PPP OEE

3 WANAI Ethernet > &2 —2 2 —X (eth0) EICPPP 4> &—
7 1 —REEML &9 TOVER=ethO-XXXX] 0 [XXXX] DB
DICE. BHSNIC PPPOE O [H—ERB] A2k £, 18
ENBVBEE. EDV—ERRBAITERFANSND LD,
[any] %#/ELFT,

Manager > CREATE PPP=0 OVER=ethO-any ./

Info (1003003): Operation successful.

4 JONAZ—HSBOSNICPPP 1—H——E/XRD— F’Ha
EL . #HEEICIP P FLREIUBTOBRZTOLDICHE
9. LARIEFAZICL . KDUIZ LCP Echo /7w l\"&@?'(
PPP UV O DREZERL . BENIC PPPOE DtV 3%
BEFKIBDIOICLET (Byyav+x—TP>407) . &Ic.
ISDN @i DEEETH S BAP (FAZICL&E T,

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

PrFUN=FRICEBWANEA V&2 —7 1 —RIZEBL TII T
DEHTELIIZS 0,

A& [PPPoOE ICHIFB PV FUN—F] (p.128)
OIP. L—F 1V IDERE

5 PEVa—-LeBHMILET,

Manager > ENABLE IP .

Info (1005287): IP module has been enabled.
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6 IPCP XIYI—Y3vTEABNIC IP P RLUR% PPP (Y
N—DI—RTHERIBLDICRELE T,

Manager > ENABLE IP REMOTEASSIGN ./

Info (1005287): Remote IP assignment has been enabled.

7 DMZ @ (eth) A2 A—27 2 —RIZTONAE—HBHUBT
BNICTO0—NVP FLROFEEP FLR (192.0.2.1) ZHRE
LET P RLR% B8EBY 16BEVSRUTEVBTEND
BB RY FIYRODEAMITEDDOTERL TS,

Manager > ADD IP INT=ethl IP=192.0.2.1
MASK=255.255.255.248 .|

Info (1005275): interface successfully added.

8 LANE (vlan1) 4> &=z —RIZTSAR—F IPPRLR
ZEUST, APV RBOYTRY bELET,

Manager > ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

9 WAN Il (ppp0) A &= —R%=PVFUN—FICHREL
Bl

Manager > ADD IP INT=ppp0O IP=0.0.0.0 .

Info (1005275): interface successfully added.

10 7O )V —hEB/BELET,

Manager > ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

@I 7 A7 U+ —ILDERE

11 D7 A7+ —ViEREZBHICL & T,

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.
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12 D7 AP 04— VOBEEREITD I 2 AP D +—JURU > —
[net] ZfERL &3 KUY —DXFIE SBRICKL > TEE
ICRETEET,

Manager > CREATE FIREWALL POLICY=net .J

Info (1077003): Operation successful.

13 ICMP /N7 v k& Ping (Echo/Echo Reply) & ElZERTIAE
(Unreachable) D#MA™THIL &7,

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH .

Info (1077003): Operation successful.

14 H880D X —)U(SMTP) H—N—22EH BDident BRISHL T\
AHERHABOY —N—DORDUITIGE TS, ident O+
S—HEEN'T D U R TESTIR > TOET, ¥ T, RED
P—N—BEIMNBETEBDLDIC. ident TOF>—1pE=E
MICLET,

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY .|

Info (1077003): Operation successful.

16 74P 0= VRUY—DBARRERBSD A VE—T1—2R
EELE T,

DMZ f (eth1) 4> &—271—2X% PRIVATE (R0 ICHRE
L&Ed,

Manager > ADD FIREWALL POLICY=net INT=ethl
TYPE=PRIVATE .

Info (1077003): Operation successful.

LAN (vian1) 4> &—21—XR% PRIVATE (RBR) ICHRE
LEJ,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

Q % F 4 U FBRETE. ICMP T 74 P+ — LA BB
LSp TEFHA.



WAN ] (ppp0) 1>AH—21x—2R% PUBLIC (4MR) (CBE
L&Y,

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .l

Info (1077003): Operation successful.

16 LAN ] (vlan1) Rv hDO—o(CH#HSNTOBINTOIY
Ea—&—7N ENAT #EE%ER TS LOREL & T, J0O—
NIVP FURICE192.0.2.1 ZHAL & T,

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=pppO GBLIP=192.0.2.1 .

Info (1077003): Operation successful.

17 ABEDSDNTY b ITNTEREIS I 71 P ox—VOER
W=V . DMZ DY —=N=ANT Y b Z BT ICHODRTE %=
TOEYT,

Web #—/N\— (192.0.22 O TCPE0 &) \DN\T v k@@
2E9

Manager > ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=ppp0 PROTO=TCP IP=192.0.2.2
PORT=80 .

Info (1077003): Operation successful.

SMTP #—/N— (192.0.2.3 D TCP25 &) "D/ w H@a
SEET.

Manager > ADD FIREWALL POLICY=net RULE=2
AC=ALLOW INT=ppp0 PROTO=TCP IP=192.0.2.3
PORT=25 J

Info (1077003): Operation successful.

DNS #—/N— (192.0.2.4 ® TCP* & UDP O 53 &) ~M/¥
Ty hBecstET,

Manager > ADD FIREWALL POLICY=net RULE=3
AC=ALLOW INT=pppO PROTO=TCP IP=192.0.2.4
PORT=53 .

Info (1077003): Operation successful.

Manager > ADD FIREWALL POLICY=net RULE=4

AC=ALLOW INT=pppO PROTO=UDP IP=192.0.2.4
PORT=53 .

Info (1077003): Operation successful.

Ozl I\Z2T— R, BERIREF

18 BZIZREL 9. MAT. BRZREL I EHBB5HE.
DBFREGAETT,

S

Manager > SET TIME=01:00:01 DATE=01-APR-2005 ./

System time is 01:00:01 on Sunday 01-APR-2005.

19 2—%— [manager] ONRD—RAEZEL FJ, Confirm: D
ANERALEE, DYV RTOVT MHERRSNE VRS,
UA—2F—%BLTIEE 0

Manager > SET PASSWORD J

0ld password: friend J
New password: XXXXXXX o
Confirm: xxxxxxx

20 RERLALETITREABERERO VT FT 2 A VICREL &
To

Manager > CREATE CONFIG=ROUTER.CFG .|

Info (1049003): Operation successful.

2

-

RBROUT FELTIEELE T,

Manager > SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

Q) 5 LHYHI—DNS B/ —hBOFLERTTCR 1
LS EhET.
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Q&R

22 PPP DOfEmOEE, [SHOW PPP | OV R THERTEE T,

Manager > SHOW PPP .|

Name Enabled ifIndex Over cp State
ppp0 YES 04 PCP OPENED
eth0-any LCP OPENED

F7o. [SHOW INTJ O3V RTIE, &4 VR —7 1 —RDREE
AR TEET,

Manager > SHOW INT ./

Interfaces sysUpTime: 01:26:55

DynamicLinkTraps..... Disabled

TrapLimit............ 20

Number of unencrypted PPP/FR links..... 1

ifIndex Interface ifAdminStatus  ifOperStatus ifLastChange
1 etho Up Up 01:17:13
3 vlanl Up Up 00:00:01
4 ppp0 Up Up 01:17:35

23 PPP#EHREEFICT ONA H—DBEBLIC PP FL R EDIER
(&, TSHOW PPP CONFIG] O% Y RFICL> THSRTEE T,

24 I ANAIOIYE2—8—TWeb 759 ¥ - E%RTL . AV
R=RY MIPOERRTED ZEZHERL TIZS L,

BHE LANROIVE2—R2—H PP RLX%ZBEBHERBID &£
DICHESNTWVBHBE OHCP 454 PV b THB%E) . K
HRO DHCP —N—#gE%RELICRIC, D1 —X—%
w£E (X13FEE) TIVEHNDYET,

FEDH
BROREFIBEETISEICEO T, R, RESNBRERS
UT D P A ERLET.

K 13428/ ERIUT T 74l (ROUTER.CFG)
1 CREATE PPP=0 OVER=eth0-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

3 ENABLE IP

4 ENABLE IP REMOTEASSIGN

5 ADD IP INT=ethl IP=192.0.2.1
MASK=255.255.255.248

6 ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

7 ADD IP INT=ppp0 IP=0.0.0.0

8 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

9 ENABLE FIREWALL

Manager > SHOW PPP CONFIG .
Interface - description
Parameter Configured Negotiated
PPRO
Local Peer
eth0-any
IP
IP Compression Protocol NONE NONE vac
IP Pool NOT SET
IP Address Request ON
1P Address 123.45.11.22 123.45.11.22 123.45.67.1
Primary DNS Address 87.65.43.21 87.65.43.21 NONE
Secondary DNS Address 87.65.43.22 87.65.43.22 NONE
Primary WinS Address NOT SET NONE
Secondary WinS Address NOT SET NONE
PPPOE
Session ID BICC B1CC
MAC Address of Peer 00-90-99-0a-0a-04
Service Name any
Debug
Maximum packet bytes to display 32
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10 CREATE FIREWALL POLICY=net

11 ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

12 DISABLE FIREWALL POLICY=net IDENTPROXY

13 ADD FIREWALL POLICY=net INT=ethl TYPE=PRIVATE

14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

15 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0 GBLIP=192.0.2.1

17 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.2 PORT=80

18 ADD FIREWALL POLICY=net RULE=2 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.3 PORT=25

19 ADD FIREWALL POLICY=net RULE=3 AC=ALLOW
INT=ppp0 PROTO=TCP IP=192.0.2.4 PORT=53

20 ADD FIREWALL POLICY=net RULE=4 AC=ALLOW
INT=ppp0 PROTO=UDP IP=192.0.2.4 PORT=53

[SET TIMEJ =%V RigE, OV RT7OY 7 RIRLTARALLE:
OV ROINTH BET 7 AIVEL TRESNDDFTRIBOE
ODRICTFELIZS O,



13.5 Ethernet [C Kk dimARE S V7 —2 v NES

15 —Fy b

DHCPEIYS TP FL R

192.168.2.1~ KT w2
v

192.168.2.264 S Koo

T

o= 7 PATOF—)
G (ENAT)

’
¥y
TSR

Fv kD=5

HO
IP7 FL 2 BENERTS
(DHCPL S AP k)

VLAN1
192.168.2.1

, RV D=5 LR 192.168.2.0/255.255.255.0

B 13.5.1 CATV [C K DimARB DR

CATV RTL<RONBBRLETT, 7—TVETLEZNLT.
Ethernet TTONA A —(CHEL & T COHIE. DHCP (C&US
O—NWIP 7 FL2ZEKICEIY BT OND HAIEROERRE
T,

HAFIVHENAT T EO7 FURZHAL., 224 P Dx—)
THBHSDAREP O ER%EBHLEL & T Floo LAN RIOS APV
FOREEBRICTBH12H,DNS U L—& DHCP $—N—3FABL
SIS

TONRA T SRIEENDIER

LIFOSHA TR TONA =D S FEORMBRNEADNTNS
ERELET . REFEOFREICE. BBHEORIER = JHA<ICE
Vo [DVE2—2—2] &, ERORODVLICEASNENFIT
T (AVE21—4—BPRESNEVTONA Z—EDBYE T, ¥D
56, REBAETY )

s Va2 —&—8 1 zy1234567-a

s PPRURIO-NVP LR 1@ EBIEIVST)
s F—hDIATRUR  EREICBOSND

* DNS ¥ —N\—: #EBs(OB0S NS

EHEDTTE

« WAN@ Ethernet 1 V2 —2 2 —RDIP P FLRERY YR
Hlg, FONA =D DHCP H—N—H5REL %7, F/o.
T—bkoxzAPRUREDNS Y —N—=P KL 2%, DHCP #—
N=HBAFLEEFNIHEL T o

PPATP O+ —EFAL T HEDSDREF Ot R EHL
DD ABHSEBBHICAYE—RY MDPOEIDTED &L
2lEL&EY,

TPATP O —VDAAFIv o ENAT #AEZEAL T, LAN
BIRY bDO—ODTSAR=FIP PRUR%E, TONAH—H
SEABNICI0—=NUIP P RURICERLET . INUCKY.
LAN [CHESSNICBBOIVE2—2—D B YA —RY b
DEBFOLANTREICRYE T,

AEBDIP P FURE FEDEDICRELE T,

& 13.5.1 XRmOBARRE
WANA! (eth0) IP 7 FLR

BFEIC T ONA Z—D
DHCP H—N—H'DEST S

LANA (vlan1) IP 7 FL R 192.168.2.1/24
DHCP #—/N—#%8¢ B

AEG%E DHCP Y —N—& L TaEs £, LAN [CHfisnic D
YE2A—&—CIPPFUVR HTRY EYRO . TIx )V T —
FOxA . DNSH—N—7 FURADIEHRZIEHL ZT .
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% 13.5.2 xHFHEO DHCP Y —/)\—DEE

DHCP AR > —3 BASE

R FAHARR 7200 (#)
YITRY FYRY 255.2565.255.0
T2+ E—k 192.168.2.1
DNS #—/N— 192.168.2.1
DHCPL Y Y% LOCAL

RBHEITSIP 7 FL ROEE 192.168.2.100 ~

192.168.2.131 (32 1&)

ABGOONS U —#Re= AV ICL T LANRID VY E 2 —&—
ABEOONS UHLTIR b%, FONAHE—DDNS ¥ —N\—(C8&
#L & T L5 DHCP H—N—DHREICLY LANBIDOVE2—
A—ZHL Tl DNSH—N=P FLUREL THAERBEED IP
PRUREHAET,

=E

1 AHBOBRAAVF2AVICLET,

2 JOVV—)uAR—btH5B, 2 —%— [manager] TOT1VL &
To T2 FDNARD— R [friend) T,

login: manager ./
Password: friend (RRcnFzth)

®IP. L—F 1 VIDRE

3 PEVa2—-)LeBMILET,

Manager > ENABLE IP J

Info (1005287): IP module has been enabled.

4 JONAH—O DHCP H—N—PBSEEBLIC IP P FLR %,
WAN @ (eth0) 7122 —D1—XICEUBTS LOFEL &
To &fo. T2H IV BU—F . DNS H—N—=P FLRDBES
DHCP 4 —N—h 5DIERICE IO TBENICTHONE T,

Manager > ENABLE IP REMOTEASSIGN .
Info (1005287): Remote IP assignment has been enabled.

Manager > ADD IP INT=ethO IP=DHCP J

Info (1005275): interface successfully added.

90 | 1&nkfl

5 LANM (vlan1) 4> A—21—RICIPP FLREZFREL & T,

Manager > ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

Info (1005275): interface successfully added.

® DNS UL —D&&E

6 DNS UL —teeBMicL & J,

Manager > ENABLE IP DNSRELAY .

Info (1005003): Operation successful.

@T7 A7 U A—ILDEE

7 DrATPOF— U EBHICLE T,

Manager > ENABLE FIREWALL ./

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

8 UrA PO~ VOEBEERE TSI 7 AP0 +— VR > —
[net] ZfERL &3 KU Y —DXFIE SBRICKL > TEE
ICRETEET,

Manager > CREATE FIREWALL POLICY=net J

Info (1077003): Operation successful.

9 ICMP /N7 v & Ping (Echo/Echo Reply) & ElZERTIAE
(Unreachable) D#MA™THIL &7, 0

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH .

Info (1077003): Operation successful.

10 AHRODident 7O+ —#aEEEHICL . SO A—U
(SMTP) H—N—REHL B ident ERITHL T, 12125
TCP RST %R K OWEL & T

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY

Info (1077003): Operation successful.

Q %6 F 4 U RBRETE. ICMP T 74 P+ — LA BB
LSp TEFHA.



11 2724704 —URUY—DBARREGS A VR —T1—R
EBELE T, LANAl (vlan1) & —2 1 —2R% PRIVATE
(BB ICRELE T,

15 DHCP O S APV IR T 515 EREL T,
CZTIE.DNS #—N—=P FLREL T, AEBOLAN Bl
R=—TI—RDIPPFUREBELTOLET,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WANI (ethO) 1>A2—2x—X%PUBLIC (988 (C8ZEL
ENCRS

Manager > ADD FIREWALL POLICY=net INT=ethO
TYPE=PUBLIC .

Info (1077003): Operation successful.

12 LAN IRy bDO—H(ICHEFRSNTOBINTOIVE 2 —&—
H'ENAT HEEABRTEDS LORELET, JO0—NIVFP RU
RZlE. WAN @I (eth0) 41> &= —RD IP 7 FL R %E
BLZY,

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=ethO .

Info (1077003): Operation successful.

@ DHCP Y—/\—DE

13 LANRIOYEa2—%— (DHCP 45147 k) OfcdiZ, DHCP
P—N—HEEZEMLET,

Manager > ENABLE DHCP J

Info (1070003): Operation successful.

14 DHCP /R >— [BASEJ %L &7 RV —DXFF.
DBRICE > TERICHRETEE I, IP 7 FL ROEAHBRIE
7200% (28 LLZEY,

Manager > CREATE DHCP POLICY=BASE
LEASETIME=7200 .

Info (1070003): Operation successful.

Manager > ADD DHCP POLICY=BASE
SUBNET=255.255.255.0 ROUTER=192.168.2.1
DNSSERVER=192.168.2.1 .

Info (1070003): Operation successful.

16 DHCP ML > [LOCALJ Z%=fEpkL . DHCP 517 hICIR
HID P PRURADEEEREL & T, LIDXFIE. 5
BHRICE > TERICRETEE T,

Manager > CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32 .

Info (1070003): Operation successful.

ORI DERTE

17 JONAA—DBIVE21—2—BHERSNTVBHE XD
IVE1—RB—ZAHROYRT LABICHRELET (KXF-
N EHBILETOT, EEICAHLTIEEW) 0 YRTA
BICRESNICFINE, ABRDT ONAX—D DHCP ¥ —
N=IZHL T, IP P FURZERT BEORBEDIFFIEL T
RRASNE T,

Manager > SET SYSTEM NAME=zyl234567-a ./

Oz, I\RTU— R, REREF

18 BZIZREL 9. MUFT. BRZRELICCEDNDB5BE. 57
DBREGAETT.

Manager zyl234567-a> SET TIME=01:00:01
DATE=01-APR-2005 .

System time is 01:00:01 on Sunday 01-APR-2005.

19 1—H'— manager] ONRD—R#EZEBL T, Confirm: D
ANEBACEE, OV RTOVT MAERRSNBE VRS,
Ua—2F—%BL TIEES 0

Manager zyl234567-a> SET PASSWORD .

0ld password: friend J
New password: XXXXXXX o
Confirm: xxxxxxx
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20

FESUETIT REANBTERERS VT ST 71 VITREL

Io

ES

Manager zyl234567-a> CREATE CONF=ROUTER.CFG .

Info (1049003): Operation successful.

21

REBROUTFELTIEELE T,

Manager zyl234567-a> SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

QDR

22

BRES ICTONA A —DBERBLIC IP P LR EDERG

[SHOW DHCPJ OXY FICL> THERTEE I,

Manager zyl234567-a> SHOW DHCP .

DHCP Server

enabled
disabled
disabled

State
BOOTP Status
Debug Status
Policies ..
Ranges ....
In Messages .
Out Messages
In DHCP Messages ...
Out DHCP Messages ..
In BOOTP Messages ..
Out BOOTP Messages

(192.168.2.100 - 192.168.2.131 )

DHCP Client

Interface

State ... .. bound

Server .... . 123.45.11.5

Assigned . myisp.ne.jp

Assigned 123.45.11.22

Assigned 255.255.255.0

Assigned .. 123.45.11.1

Assigned . 87.65.43.21 87.65.43.22

Assigned 259200

23 LANRIDOYE2—4&—TWeb 7350 —0E%RTL . AV

92

R—=RY MIPHORRITED L ERL TIZE W,

@ﬁ\ LAN 15“@3\/51—§—75\‘ PP FrLR% QEbHY/Ejé

DICHRESNTWBIHEE OHCP 45147V FTH31%
HGOD DHCP ‘U‘*/\*#\%ﬁb RELICRIC. :l/tj_*&*
©ee) (F/cldBieE) IBIDYET,

tERLGl

ES

NP

%

FEH

FRDFREFIEERTIBEICE> T, BB RESNB ROV T
TP ERLET,

KR 1353 /ERIUT T 71l (ROUTER.CFG)

1 ENABLE IP

2 ENABLE IP REMOTEASSIGN

3 ADD IP INT=ethO IP=DHCP

4 ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

5 ENABLE IP DNSRELAY

6 ENABLE FIREWALL

7 CREATE FIREWALL POLICY=net

8 ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

9 DISABLE FIREWALL POLICY=net IDENTPROXY

10 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

11 ADD FIREWALL POLICY=net INT=ethO TYPE=PUBLIC

12 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ethO

13 ENABLE DHCP

14 CREATE DHCP POLICY=BASE LEASETIME=7200

15 ADD DHCP POLICY=BASE SUBNET=255.255.255.0
ROUTER=192.168.2.1 DNSSERVER=192.168.2.1

16 CREATE DHCP RANGE=LOCAL POLICY=BASE
IP=192.168.2.100 NUMBER=32

17 SET SYSTEM NAME=zyl1234567-a

[SET TIMEJ D ~<V Ffotct‘ XY ROV T RIHLTAALIC

VY FOINTH H/E
WORUTTS

7AW ELTRESNS DI TIRBOHE

,%.\<7LEUO



13.6 1 V5 —xv MEfIC LD 2 =& IPsec
VPN

Web SMTP. DNS
192.0.2.3 192024
[ m— [ —
=l =] p =
192.0.2.0/29 .168.1.0/24
eth vlan1
192.0.2.2 192.168.1.1
LANE =~ = AR PPee
01 PE Y
ppp0O-
ppp0-0
192.02.1 DYk
ENATARZ FL X
192.0.2.1%4#HA A=y~
ppp0
12.34.56.78
IPsec h> =)l
-t -== 077
Dx—)

192.168.2.0/2565.255.255.0

13.6.1 IPsec [C & % #EH:

PPPOE TA YV &R—3Rw RIHEHL TS 2 DOKE
LT —RDOREMEHIRL T

IPsec T
CDBITIE. MUTFD 2 SEDEFEFE . ~>RIVE—F (ESP) THS
SELFET,

+ J0—NVPFLR8 @ZEENICEIVSTONTODRA
* JO0—NNV7 FLR 1 BZEENICEIUBTONTOS IR B

LEDHEBEOELBNIHL TEH . ARERPD IPsec BEHDERA
FTRETI D RER—TFTD P 7 FURHBEECHELBH DY &
To

TONRA T SRIEENDIER

LIFOSHA TR TONAHA—D 5 FEORMBRNEADNTNS
EREL & T EEDREICIE . BBEORIERE CHA<IES O,

OB A

o EIFO1—Y— : site_a@example.co.jp

o FHFD/SNRD— K passwd_a

e PPPOE #+—ERZ : I8 L

e PPRURZO—NPEFLR:1920.2.0/29 (B EEE)
* DNSH#—/)\—: s IR ND

OB

o BFO1—Y—3 : site_b@example.co.jp

o BHO/NRD—F : passswd_b

* PPPOE 4 —ERG: #5ERL

c PPRURTO—-NIUP RLUR 1 12.34.56.78/32 (1 BEE)
* DNSH—N\— ! #igsCBs=N5

REDSEH
(U y—Ry MNEREE

c J0—NIVP FLR 8@BZEDHR A DIV—E—TIF, J0—

NV T2y b (ethl) (Y —N—%, TSAR—FrHTRY k
(Vlan1) [CO2A4 PV b aBEL 9. &7/ WAN ] (ppp0)
AVR—DI1—REIVFR—IVIL. ¥DDED—H
(ppp0-1) (T —NIVP RLURD 1 DEB/BELFT, Ha A
DI—R—HEETD IPsec v FDWBATP RLURIZIEIO
P RLUZRDEY FENFETD,
CDEOBR/E%ET S D& . PPPOE D LAN B Tl WAN 18
(ppp0) AV A=D1 —RIZRY bD—OFP FLR RR MEA
0 OP RLURPE 27 RUREL TEEARTEROICHEBESR +
DFPVFVN—F) HEUBTENDICHTT

0=V 7 FLZAMBL AR OILRBD)V—2—TIF . WAN
8l (ppp0) 1 VR —T T—RIZHO—NIVTF RURZBELIA
AFIVH ENAT [££3B . BBEOMAEAFEMAL T, DY
O—NP RLUZRB IPsec Now bDIBR? RLRELTEY
F=hzEd,
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R 13.6.1 15—y MNEGRE

&K 13B6.3IKETZx—X2 (IPsec SADRIYI—3Y)

2 A =B SAE—F FYRIVE—R
WAN B> 4—  eth0 etho t*2Ur<—J0OF3U ESP GES+aaD
e BSIEAR DES
WAN Bl IP 7 FL R (1) %pnpnpuorT&ered 1( gb%%>56.78/32 e ST
WAN B 1P 7 RLR (2) 192.0.2.1/32 - IPComp B
(opp0-1) IPsec SA DBERHHERR 28800 # (8 B5R)
LAN 1P 7 LR 192.168.1.1/24  192.168.2.1/24 (B578) (T H)
(Vlan™) (Vlan™) IPsec SA DEHFR BL
DMZ B PP FL X (1%%%2‘2/29 - (Kbyte ) (F7xH)
(S}

@ VPN &

e IPsec k> =xJUE. A D ppp0-1 & B D ppp0 DBICESNF
To ZDRYRVETSARN—FLAN E%EBH T DHODED
T. IPONTwY b%BBSIEL TBLE T,

e D7PAF O —VDREICSVTIE, IPsecBBED/NT Y b
(KE. ESP) ZRR<HERDDDRIEF LR ZEHTL AED S
FBBICA VA=Y FANDF O LIV TEDLDICLE T,

o FURUVOREDNT Y FIINAT BEARSNE VLD I—I
BELET,

% 136.2IKEZx—X 1 (ISAKMP SA DxJYI—3Y)

AHREDREAH EREER

(pre-shared key)
KE 24— F Main €— K
SHIHAR secret (3Z=%1)
Oakley O Iv—= 1 (F2#IF)
ISAKMP Xw+—ID8ES1t DES (F27 =+ U k)
Vb

ISAKMP Xw£—YDEREEs SHAT (F7 AU k)

=

ISAKMP SA DB RHHARR

86400 ) (24 85/8)

(553 (F2+)UH)
ISAKMP SA DB AR BL (F7AIUE)
(Kbyte #0)

EEENFFD ISAKMP T TbhB0
I—y3v

94 | &bl

IPsec DEAXR IP 7 FLX 192.168.1.0/24
& 192.168.2.0/24

192.0.2.1
< 12.34.56.78

AVR—RY FEDEIBIE 1785

YRR FL R

Hles A DERE
1 ABBOBERAvFEAVICLET,

2 JDVV—)R—btH 5, 2—%— manager] TOT1>L &
T T4 EDNRD—RE [friend) TYo

login: manager ./
Password: friend (Frch&th)

3 BREZLYPISTILDIC, FRRBICVRTLABEREL T,
A RAICE TA] ZRELET,

Manager > SET SYSTEM NAME=A ./
Info (1034003): Operation successful.

Manager A>

4 PsecldtFa2 VT4 —F—RTRHFNEEEL B A BSH
CH, BE-—RTBRVYHREEATOZEDTES Security
Officer UNVDI—H—%BHERL THEFJ, Security Officer
DNRAD—REBEICBEL TIESWV. Tl 2—%—22
[secoff ). JNAD—F [passwdSAJ #IREL £T,

Manager A> ADD USER=secoff PASSWORD=passwdSA
PRIVILEGE=SECURITYOFFICER .

User Authentication Database

Username: secoff ()
Status: enabled Privilege: Sec Off  Telnet: no Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Authentications: 0 Fails: 0




®PPP DRE

5 WANAI Ethernet 1 >4 —2 2 —2X (ethQ) EICPPP 4> & —
7 1 —REERL T, [OVER=ethO-XXXX] D [XXXX] DBB
DT, BRSNIC PPPOE @ [H—EXRB] Al £7. 18
EHBVBEEE. EDY—ERZEITEZFAINGND LD,
fany] #REL & To

Manager A> CREATE PPP=0 OVER=ethO-any ./

Info (1003003): Operation successful.

6 JONAH—HEBHNSNICPPP 1—H—2E/XRD— %
EL. BHREICIP 7 FURBIUBTOBRETOLDICHEL
9. LARIEAZICL . RDOUIZLCP Echo N7 w h%&fE->T
PPP UV OMDREZERL . BEBIC PPPOE DtvY 3%
BEFIBDLOICLET (BvyavF—TP>147) , &1,
ISDN @i DBRETHS BAP (A ZICL&T,

Manager A> SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON .l

Info (1003003): Operation successful.

OIP. IL—FT 1 VIDERE

7 PEIJ2-EBHICLET,

Manager A> ENABLE IP ./

Info (1005287): IP module has been enabled.

8 IPCP #J¥I—y 3V THEABNE P P FLR%E PPP AV
R—TI—RTHEATBHLDOICRELET,

Manager A> ENABLE IP REMOTEASSIGN ./

Info (1005287): Remote IP assignment has been enabled.

9 DMZ @l (eth1) AV&—Dx—RIZTONAH—HBHUHET
SNIcZ0—NVFP FLADSEMD 1D 192022 %ZHEL &
TP FLR%Z 8BY 16 BV HICRUTEVULTONSHEE
(& Ry EYROHEBRINITE B D TERL TLIZE 0,

Manager A> ADD IP INT=ethl IP=192.0.2.2
MASK=255.255.255.248 ./

Info (1005275): interface successfully added.

T0LAN fl (vlan!) 4> &= —RICTSAR—=K P PRLR
ZEUYT, HSAPY FREDYTRY hELET,

Manager A> ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

11 WANE (ppp0) 1 VB —2T 1 —R %X IVFHKR—Z>4 L ppp0-
0% PV FIUN=FICRELE T,

Manager A> ADD IP INT=ppp0-0 IP=0.0.0.0 ./

Info (1005275): interface successfully added.

12 WAN @ (ppp0-1) /> &= z—RIZTONAE—HBEY
YTHNITO0—NVFP RURDOEE? LR (192.0.2.1) %
R EYEYROTEUETET, T4V MU—FEZDTYV
R—T1—RICEIFBDZET. IPsec Nrw bDES TP RLURE
LTZDP FLRDBEONB LDICLET

Manager A> ADD IP INT=pppO-1 IP=192.0.2.1
MASK=255.255.255.255 .|

Info (1005275): interface successfully added.

13 774U R Ju— k% ppp0-1ICEFTHRELFT. CNIE, —
R—AHREETS IPsec /Ny bDIBR P RLREL T ppp0-
17 FURDMEDND £DICTBHICHTT (BF. ANRBS
DPNNTY FERETDEEFI EEAVE—T1—RADFP FLUR
EBaP FURELTEOED),

Manager A> ADD IP ROUTE=0.0.0.0 INT=pppO-1
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

@I 747U+ —|LDRE

14 D7 AP0+ —VREZBMICLE T,

Manager A> ENABLE FIREWALL J

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.
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15 D7 A7 0+x— VOBEZRE IS 771 7D +—JURU>—
[net] ZtERL &0 RYU Y —DXFINE HSBEICK > TER
ICRETEET,

Manager A> CREATE FIREWALL POLICY=net J

Info (1077003): Operation successful.

16 ICMP /X4 v k& Ping (Echo/Echo Reply) &ZEIERTIAE
(Unreachable) M&RABTHIL&T.™

Manager A> ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH J

Info (1077003): Operation successful.

17 HBBDX—)U(SMTP) H—N—2EH BDident BRICHL T .
KERPHABO Y —N—DRDUIZISE TS, ident O+
VBN T D VR TEHTE > TVE T, ¥ T RED
P—N—BENEETEBLDIC, dent TOF —1¥REE
MCLET.

Manager A> DISABLE FIREWALL POLICY=net
IDENTPROXY

Info (1077003): Operation successful.

18 D717 0x— VR Y—DBEARRELD A VR —T1T—2R
EZEELE T,

DMZ I (eth1) 41> %&—21—XR% PRIVATE (RB) ICRTE
LET,

Manager A> ADD FIREWALL POLICY=net INT=ethl
TYPE=PRIVATE .

Info (1077003): Operation successful.

LANI (vlan1) 4>%&—71—XR% PRIVATE (W8 ICRE
LET,

Manager A> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

7 F74 ) FRETE. ICMPIEY 74 P — LB
Ly TEEEA
96 | 1Emfl

19

20

WAN @] (ppp0-1) 4> %&—2x—XR%& PUBLIC (5M8B) (Z5%
ELET,

Manager A> ADD FIREWALL POLICY=net INT=pppO-1
TYPE=PUBLIC .

Info (1077003):

Operation successful.

WAN @] (ppp0-1) 4> &—2x—X% PUBLIC (5+8B) |
ELET,

LDR

Manager A> ADD FIREWALL POLICY=net INT=pppO-1
TYPE=PUBLIC .

Info (1077003): Operation successful.

LANB (vian1) Ry hDO—SCH# SN TOBSINTOIY
Ea1—&—D ENAT #EEZERTESLORELET. 00—
NIVP RL R Eppp0-11C81UBT2192.0.2. 1= HAL &9,

Manager A> ADD FIREWALL POLICY=net
NAT=ENHANCED INT=vlanl GBLINT=pppO-1
GBLIP=192.0.2.1 J

Info (1077003): Operation successful.

HEHDEDNNT v b INTESIBD 7 7147 Dx —VDEK
J—IVICHL . DMZ DY —=N=ANT Y b ZBIICODRTE %=
TOET,

Web #—/\— (192.0.2.3 ® TCP80 &) \D/\7 v hE@as
&I,

Manager A> ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=ppp0-1 PROTO=TCP IP=192.0.2.3
PORT=80 .

Info (1077003): Operation successful.

SMTP #—/N— (192.0.24 O TCP25 &) \D/\V7r v HE@a
SBET,

Manager A> ADD FIREWALL POLICY=net RULE=2
AC=ALLOW INT=ppp0-1 PROTO=TCP IP=192.0.2.4
PORT=25 .

Info (1077003): Operation successful.




DNS #—/N— (192.0.2.4 @ TCP*8 & UDP ® 53 &) "D/
Ty hEEeEtE T,

Manager A> ADD FIREWALL POLICY=net RULE=3
AC=ALLOW INT=ppp0O-1 PROTO=TCP IP=192.0.2.4
PORT=53 J

Info (1077003): Operation successful.

Manager A> ADD FIREWALL POLICY=net RULE=4
AC=ALLOW INT=pppO-1 PROTO=UDP IP=192.0.2.4
PORT=53 ./

Info (1077003): Operation successful.

21 #HBFH S5 KE N w k (UDP500 &) H'D 2 AP o+ —
WEBBTEDLDICHELE T,

Manager A> ADD FIREWALL POLICY=net RU=5
AC=ALLOW INT=pppO-1 PROTO=UDP GBLPO=500
GBLIP=192.0.2.1 PO=500 IP=192.0.2.1 J

Info (1077003): Operation successful.

22 O—HIVLAN DB Y E—F LANANDNNT W BICIENAT ZH T
BOKDICHRELE T,

Manager A> ADD FIREWALL POLICY=net RU=6
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

Manager A> SET FIREWALL POLICY=net RU=6
REMOTEIP=192.168.2.1-192.168.2.254 ./

Info (1077003): Operation successful.

28 ERN—IVDFFETE IPsec NTv & TEEHSNTLEDD
T. INBONTY b EBBSER-ODIV—IVERELFT,

[ENCAP=IPSEC] (&. IPsec /N7 bHBHA YU IF VDN
FERUBLIHETIDI— IV EBEARID EEZRLET,
FOTORODORY FE, TRYBLIENAT Y FOSIP 7 FL
2P 192.168.1.1 ~ 192.168.1.254, DFYO—AJU LAN
BB NATORZRHETD] OBKICBUET,

Manager A> ADD FIREWALL POLICY=net RU=7
AC=NONAT INT=pppO-1 PROT=ALL
IP=192.168.1.1-192.168.1.254 ENCAP=IPSEC .

Info (1077003): Operation successful.

*8 £HYAY—DNS ¥—N—DBDPHERT TCP H'EA
SUEEE

@ |Psec DT

24 ZCH B IPsec D/REICBY E T, RIICISAKMP ADEH]
#HBH (pre-shared key) Z1ERL T, CCTIRIBEESZ 1
FEEL . BOBIE Msecret] EWHOXFFHTIEELFT =B
DIV—E—ELRLBESICHRE) -

Manager A> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret" .

Info (1073003): Operation successful.

[CREATE ENCOKEYJ DYV Fi&. OvV—Ibhb0501>0L
TOBBEOHFEMR IV RTT, ¥Dfcd. [EDIT) 7YV
RRETHRERLOUT T2 (CFG) (2. ZOIOVYY R%
ML TEEMTBUE T,

3., [CREATE ECHOKEY] OvY FTERiSNIcR (L. &
Fa2UT4E—FUITIER NV—5—DOFECL > TEESN
T RAGAIZHEE. RIRRBRICEF2UTAET—FIIHB
FLTRERIMRBESND LDICLTIZE0,

25 #fBF LD KE R IV I—Y3VBRERHFANS ISAKMP
AUY— (i) e & T KEY ICIF. BIOFIBTHERLICE
AIHAHR @ES 1) £, PEERICEFWKBDIL—E2—DIP 7
FLURZIBEL &I,

Manager A> CREATE ISAKMP POLICY="i"
PEER=12.34.56.78 KEY=1 SENDN=TRUE ./

Info (1082003): Operation successful.

26 IPsec BIEOHEAEETSD SA ZNVH 1 AERHLET, bV
RIVE=F(F7HF), REEBAS [ISAKMP], 70O 3V
[ESP]. B8S1tAz [DES]. RIAEAR [SHAJ ICBREL FT.

Manager A> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA .

Info (1081003): Operation successful.

27 SAZNY O 12D B85 SANY FILRRNY & 1 =EpL &
T BERHSAE [ISAKMP] ZIEEL &6

Manager A> CREATE IPSEC BUNDLE=1] KEYMAN=ISAKMP
STRING="1" .|

Info (1081003): Operation successful.
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28

29

30

31

98

ISAKMP X w—Y%zRBL S5 IPsec/hY ¥ — [isal %4
BL&ET. RN Y—OBEBNRZ. O—H)LD 500 ER— kH
5YUE—FD500 BFAR— 5O UDP /¥y k ISAKMP) (258
ELET,

Manager A> CREATE IPSEC POLICY="isa"
INT=ppp0-1 ACTION=PERMIT LPORT=500
RPORT=500 TRANSPORT=UDP ..

Info (1081003): Operation successful.

ISAKMP % B3 5B 86 (&, BT RHND Psec AU —T
ISAKMP X w £ —IH BB TES L OBREEFT> TIZS
lPsec KU Y—] [FREIRICRRS N, RADICYVFLICED
MERES NS 2D, REIRREICEIFRHIDET T, RRIBIE
[SHOW IPSEC POLICYJ 3% Y RTHSRTEE T, &fc, &R
IE%=Z%E 9B [SET IPSECPOLICYJ %Y FDPOSITION
NIA—R—%BALET,

EBED IPsec BEICHEARTS IPsec R ¥ — [vpnl % PPPO-
1TICHUTHERL &9, #BEAR [ISAKMP], PEER (Z(FHL
KB DI—E—D PP FLR%, BUNDLE [C[& SANY FIUR
Nvo [1] #EELE T,

Manager A> CREATE IPSEC POLICY="vpn" INT=pppO-
1 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=12.34.56.78 .

Info (1081003): Operation successful.

IPsechY > —[vpnl [C8 L TEERIC IPsec BEx1T62 IP 7
RUROEEEIBELFT, IV RHORLBBICD, TEBL
FEBEABOTIIZE O,

Manager A> SET IPSEC POLICY="vpn"
LAD=192.168.1.0 LMA=255.255.255.0
RAD=192.168.2.0 RMA=255.255.255.0 ./

Info (1081003): Operation successful.

AV B—2Y PADERIE%=FT IS IPsec R > — [inet)
%z PPPO-1 ([CHL THERLL & T

Manager A> CREATE IPSEC POLICY="inet"
INT=ppp0-1 ACTION=PERMIT .

Info (1081003): Operation successful.

AVR=RY FMIETHERALIZOVBEIX M ITRED IPseci
UY—T, INTONTY b EBBSEDICHD EELDREE
ToTLIZEV. ED IPsec RYY—ICEXVFLABH I+
S04V ORT AN FTHESNTLE DD BEHNROE
VPN ISR E DBEHTER<BYET,

tERLGl

32 IPsecEY 2 —ILAEBMICLEF T,

Manager A> ENABLE IPSEC .

Info (1081003): Operation successful.

33 ISAKMP £V a2 —)LZBHICL & T,

Manager A> ENABLE ISAKMP ./

Info (1082057): ISAKMP has been enabled.

34 Security Officer UNJVDLI—H—TOT1VLABHBLET,

Manager A> LOGIN secoff ./

Password: passwdSA

35 #FE—FetFa2UT 1 —E—FICDUBAET,

SecOff A> ENABLE SYSTEM SECURITY MODE .

Info (1034003): Operation successful.

tF+a2Y 74 —F—RFTlE. Security Officer X)L TD Telnet
OAVHARAE L TEESNTOET E2F2 YT —F—F
[ZBUWT . Security Officer UNJVT Telnet 051 > LIcWLBE
&, 5D L RSO (Remote Security Officer) MDFREA1T >

THOLTLIZE L,

rE B4 /—NVE—F/ £FaVUTqs—F—F]
’ (p.52)

REDRE

36 REEZRFELET,

SecOff A> CREATE CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

37 RELIC 7V RBBRED 71 VICEEL £,

SecOff A> SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.




Hlss B DE
1 ABBOBERA v FEAVIILET,

2 OVV—JUR—bH 5. 2—Y— [manager] TOT1VL F
To T4 FDNNZRD—RE [friend) TY,

login: manager ./
Password: friend (FrRcnzxtha)

3 BREZLYISTBLDIC, ARRBICYRTLABEREL T,
HAEBICE B) ZEL&E T

Manager > SET SYSTEM NAME=B .l
Info (1034003): Operation successful.

Manager B>

4 PseclFtF2 VT4 —F— FTRHFNIEEEL A DDH
LCH. BE—RFTCEBYREXZTOEDTED  Security
Officer LNJVDL—H—%FFZL THEE T, Security Officer
DINRD— RFEEICEBEL TS0,

CCTlE. 2—%—3 [secoff ), /N2 —F [passwdSB | %
RELF T,

Manager B> ADD USER=secoff PASSWORD=passwdSB
PRIVILEGE=SECURITYOFFICER ./

User Authentication Database

Username: secoff ()
Status: enabled Privilege: Sec Off  Telnet: no
Logins: 0 Fails: 0 Sent: 0
Authentications: 0 Fails: 0

Login: yes
Revd: 0

®PPP DRE

5 WANAI Ethernet 1 >4 —2 2 —2X (eth0) EICPPP 4> &—
7 1 —REMERL T, [OVER=ethO-XXXX] D [XXXX] DBB
NI, BRSNIC PPPoE @ [H—EXRB] Al £T. 18
EHBVBEE. EDY—ERZEITEZFAINONE LD,
fany] #REL FTo

Manager B> CREATE PPP=0 OVER=ethO-any .|

Info (1003003): Operation successful.

6 JONAA—HDOBHOSNIZPPP 1—H—8ENNRD— %
EL&ET, LAR EAZICL. RKDUIZ LCP Echo N7y k%
o> TPPP UV O DREZERL .BEHICPPPOE DtV 3
VEBBFEIDLOICLET (BvysVF—TPS17), &
7=, ISDN @i DERETHS BAP FAZICL & T,

Manager B> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site b@example.co.jp PASS-
WORD=passwd_b LQR=OFF ECHO=ON ./

Info (1003003): Operation successful.

OIP. L—F 1V IDEE

7 PEIJ2—-VEBMLET,

Manager B> ENABLE IP .J

Info (1005287): IP module has been enabled.

8 LAN @ (vlan!) 4> A2 =21 —RICTSAN—KIP PRLR
ZEUST, H3APYFROYTRY FELET,

Manager B> ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

Info (1005275): interface successfully added.

9 WAN f (ppp0) AV E—2 1 —RICTONAE—HBEUY
THNICIP P RUREHRELE T,

Manager B> ADD IP INT=pppO IP=12.34.56.78
MASK=255.255.255.255

Info (1005275): interface successfully added.

10 7O )V U—FZBRELE T,

Manager B> ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

@I 7 A7 U+ —)LDERE

11 27470+ —UtREZBMICL & T,

Manager B> ENABLE FIREWALL .|

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.
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12 D7 A7 0+x— VOBEZRE IS 77170 +—JUiRU > —
[net] ZtERL &0 RYU Y —DXFINE HSBEICK > TER
ICRETEET,

Manager B> CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

13 ICMP /X4 v k& Ping (Echo/Echo Reply) &ZEIERTIAE
(Unreachable) M&RABTHIL&T,™

Manager B> ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH J

Info (1077003): Operation successful.

14 ident 7O+ —#aE= EICL . HBEDAX—)U (SMTP) H—
N=7zED B0 ident BXKRISHL T, 12/125IC TCP RST %R
FTEOBELE T,

Manager B> DISABLE FIREWALL POLICY=net
IDENTPROXY

Info (1077003): Operation successful.

15 D7 A7 0+x— VRUY—DBEBRAREBDA VE—T1—2R
EIBELE T,

LANA (vlan1) «>A&—2 1 —X% PRIVATE (R8) ([CRE
L&Y,

Manager B> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN # (ppp0) & —2Tx—2R% PUBLIC (588) ICRE
L&D,

Manager B> ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .|

Info (1077003): Operation successful.

100

*9 FIx U RRETIE, ICMPET 71 P+ — e B8
d TEsta.

tERLGl

16 LAN #l (vlan1) Ry bD—SCHEHSNTOBINTOIY
Ea—A—DENAT HEEZERTESLOREL & T, JO—
NIVP RURIZEppp0 OF FURZFBRL&ET.

Manager B> ADD FIREWALL POLICY=net
NAT=ENHANCED INT=vlanl GBLINT=pppO

Info (1077003): Operation successful.

17 #HBFH B0 IKE Nk (UDPS00 &) A2
WeBBTESLDICHELET,

AP DF—

Manager B> ADD FIREWALL POLICY=net RU=1
AC=ALLOW INT=pppO PROT=UDP GBLPO=500
GBLIP=12.34.56.78 PO=500 IP=12.34.56.78 .

Info (1077003): Operation successful.

18 O—HIVLANA S E— bk LANANDN Ty BCIE NAT ZH T
BOKDICHRELE T,

Manager B> ADD FIREWALL POLICY=net RU=2
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.2.1-192.168.2.254 .

Info (1077003): Operation successful.

Manager B> SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

19 BEXRV—IDOZEFE T IPsec N7V LETEESNTLEDD
T, INBONTY b BRASEBRICODI— IV EFREL F T,

[ENCAP=IPSECJ (&, IPsec Ny bDSAYUIFILDINT Y
FERYBLICHETIDIV—VEBRIBI %Rl &7,
FOT RODIVY FRTRYBLIENT Y FOEKIP P FL
A 192.168.2.1 ~ 192.168.2.254, D&YO—hJU LAN A
B NAT DRFHETB ] ORGKICRUE T,

Manager B> ADD FIREWALL POLICY=net RU=3
AC=NONAT INT=ppp0 PROT=ALL IP=192.168.2.1-
192.168.2.254 ENCAP=IPSEC .

Info (1077003): Operation successful.




@ |Psec Di&EE

20 CHBH IPsec MDEREICRY E T RAICISAKMP ADEF]
HBH (ore-shared key) #1ERLL & T i A TIBELCR
FESH 1 BE . BOE [secret] #IBELFT,

Manager B> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret" .

Info (1073003): Operation successful.

[CREATE ENCOKEYJ O¥ Y Rl&., DvV—bhB0451>0L
TOBBEOHE R ITY RTT, ¥0fz®, [EDIT) O3V
RRETHERLYT L 270)0 (CFG) IZ. 2Oy K%
SRL TEEMICBRUET,

738, [CREATE ECHOKEYJ DYy R TR snIcR(E. &
F2UT4E—FUN TR N—R—DBREBICE> THESN
FT.REEAIDHEIE. RIRBICEFLUTAE—FICH
ALTRMRBESND LOICLTIZE W,

21 HFBFEO KE RIVI—Y3VEKRERFAND ISAKMP
AUY— (1) =tERL &To KEY (ZIF . BIOFIETHERLICSE
BHAR @BFS 1) &£, PEERCEFNKADIL—E—DIP 7
RFUREIBEL & T,

Manager B> CREATE ISAKMP POLICY="i"
PEER=192.0.2.1 KEY=1 SENDN=TRUE .

24 ISAKMP Xvt—Y%ZRBLEIES IPsec RY > — [isal %4E
RLET, RUY—D@BERZ A, O—HILD 500 FR—EH
5YE— kO 500BHR— 5D UDP /N4 k (ISAKMP) (5%
EL&ET,

Manager B> CREATE IPSEC POLICY="isa"
INT=ppp0 ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP ./

Info (1081003): Operation successful.

ISAKMP %3 % B8 (. T RAD IPsec AUV —T
ISAKMP X w £ —IH BB TED L OBREEFT> TIZS L,
MPsec AU > —J BEREIRICKRRSN, RMICYVFLIZED
MERASNS cH. RERPBICEEFTEDNVE TI. RRIEE
[SHOW IPSEC POLICY] XYY FTHSRTEE T, &ic. RER
IE%=ZE T B3 [SET IPSECPOLICYJO¥ Y FDPOSITION
NIA—R—%HEALET,

25 EBO IPsecBEICEATS IPsec /R ¥— [vpnl % PPPO (C
FHLUTERL T, #EEAR [ISAKMP], PEER (CIFHs A
DIV—R—D IP 7 FL R %, BUNDLE (Cl& SA N> LR W
5[] #I8ELE T,

Manager B> CREATE IPSEC POLICY="vpn" INT=ppp0
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=192.0.2.1 J

Info (1081003): Operation successful.

22 IPsec BEDHHREZER TS SA XNV 1 2L &T. L
ABRBRIC Y RIVE—F( T4 ) BREBARIISAKMP],
JO L3 [ESP] . B851E7 [DES] . SREEAR [SHAJ (2
FELET,

Manager B> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA .

Info (1081003): Operation successful.

23 SARNY O 11ZHD 5735 SANY FILRNW & 1 % ER L &
T BERASAE [ISAKMPJ Z18EL &6

Manager B> CREATE IPSEC BUNDLE=1] KEYMAN=ISAKMP
STRING="1" .

Info (1081003): Operation successful.

26 IPsec "YU ¥ — [vpnJ (2L THEERIC IPsec BEZTTRDIP 7
RUZRDOEEEIBEL T, IV RHORLBBICD. TEBIC
FEREEZBROLTIZS 0,

Manager B> SET IPSEC POLICY="vpn"
LAD=192.168.2.0 LMA=255.255.255.0
RAD=192.168.1.0 RMA=255.255.255.0 ./

Info (1081003): Operation successful.

27 AV A—RY hNDEZFEE=FIT TS IPsec RYU>— [inet]
%#PPP AV A—21—R0 ([CHLTERLE T,

Manager B> CREATE IPSEC POLICY="inet"
INT=ppp0 ACTION=PERMIT .|

Info (1081003): Operation successful.

AVR=RY MIETHLRLICOVBEIE M ITRED IPsec R
UY—=TINTONTY b BB EBREETT> TS0,
ED IPsec RUY—ICEIVFLB D IC bS D40 volET
DA FTHESNTLEDICD, EEDREH S E VPN LA
SEOBEHNTELR<BYET,
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28 IPsecEYVa—JLEBHICLET,

Manager B> ENABLE IPSEC J

Info (1081003): Operation successful.

29 ISAKMP £V a2 —)LZBMICL &T,

Manager B> ENABLE ISAKMP ./

Info (1082057): ISAKMP has been enabled.

30 Security Officer LN)VDL—H—TOTAVLBHBLET,

Manager B> LOGIN secoff .

Password: passwdSB

31 #fE—FetFa U7 —E—FICODUBAET,

35 LAN oIV Ea—52—H5. BFAOHAY—N-2Ih'E
RTEDIEZERBL TIZS W0

FEH
R AL BYNENT, BIROREFIEERTTBEICE> T, #
M. RESNBRERSUT LI 7 AWERLET,

K 1364 BERIUTRT7A) BLRA
1 SET SYSTEM NAME-A

2 ADD USER=secoff PASSWORD=passwdSA
PRIVILEGE=SECURITYOFFICER

3 CREATE PPP=0 OVER=ethO-any

4 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_a@example.co.jp PASSWORD=passwd_a
LOR=OFF ECHO=ON

5 ENABLE IP

6 ENABLE IP REMOTEASSIGN

SecOff B> ENABLE SYSTEM SECURITY MODE .

Info (1034003): Operation successful.

tF+21 YT —F— FTl&. Security Officer U NJUT®D Telnet
OO VHRAEL TEIESNTOE T 2F2 YT —F—F
(BT Security Officer LNJUT Telnet O 1> L1I-WOWBE
[&. BHHLH RSO (Remote Security Officer) MREETT>
THOTLIEE O,

AE [64 /—XNVE—F/ £F2UF4—F—F]
" (p.52)

EREDIRTE

32 [EERBLET,

SecOff A> CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

33 RELILT 7 EBFRET 71 VICIEEL FTo

SecOff A> SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

EHOREER

34 [SHOWPPPJ O¥ X FTPPP O L (OPENED) L1
CEzHERLTIEE W,

102 | Emh

7 ADD IP INT=ethl IP=192.0.2.2
MASK=255.255.255.248

8 ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

9 ADD IP INT=pppO-0 IP=0.0.0.0

10 ADD IP INT=pppO-1 IP=192.0.2.1
MASK=255.255.255.255

11 ADD IP ROUTE=0.0.0.0 INT=pppO-1
NEXTHOP=0.0.0.0

12 ENABLE FIREWALL

13 CREATE FIREWALL POLICY=net

14 ENABLE FIREWALL POLICY=net ICMP_ F=PING, UNREACH

15 DISABLE FIREWALL POLICY=net IDENTPROXY

16 ADD FIREWALL POLICY=net INT=ethl TYPE=PRIVATE

17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

18 ADD FIREWALL POLICY=net INT=ppp0-0 TYPE=PUBLIC

19 ADD FIREWALL POLICY=net INT=ppp0-1 TYPE=PUBLIC

20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0-1 GBLIP=192.0.2.1

21 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW
INT=pppO0-1 PROTO=TCP IP=192.0.2.3 PORT=80

<§jﬂ0ﬁ7*vF%?Wmﬂm@*vFUbe547%§%ﬁ
\ B1HICiE . HIA I Windows 2000/XP Tlk T =W k
EYh o) TRy ko5 T —20EMN) TENh KA
POSRYHRT. $—N—0 P P RURBEAIEEL
7,
(f) ¥¥192.168.1.10



RI1BBARERAIUTRT7A) s A (55%)

RI1BB6E5RERIUTFI7AIL W= B (HE)

8

ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

9

ENABLE FIREWALL

10

CREATE FIREWALL POLICY=net

11

ENABLE FIREWALL POLICY=net ICMP_F=PING, UNREACH

12

DISABLE FIREWALL POLICY=net IDENTPROXY

13

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

14

ADD FIREWALL POLICY=net INT=pppO0 TYPE=PUBLIC

15

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0

16

ADD FIREWALL POLICY=net RU=1 AC=ALLOW INT=pppO
PROT=UDP GBLPO=500 GBLIP=12.34.56.78 PO=500
IP=12.34.56.78

17

ADD FIREWALL POLICY=net RU=2 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.2.1-
192.168.2.254

18

SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.1.1-192.168.1.254

19

ADD FIREWALL POLICY=net RU=3 AC=NONAT INT=pppO
PROT=ALL IP=192.168.2.1-192.168.2.254
ENCAP=IPSEC

20

CREATE ISAKMP POLICY="i" PEER=192.0.2.1 KEY=1
SENDN=TRUE

21

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

22

CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

23

CREATE IPSEC POLICY="isa" INT=pppO
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

24

CREATE IPSEC POLICY="vpn" INT=pppO
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=192.0.2.1

22 ADD FIREWALL POLICY=net RULE=2 AC=ALLOW
INT=ppp0-1 PROTO=TCP IP=192.0.2.4 PORT=25

23 ADD FIREWALL POLICY=net RULE=3 AC=ALLOW
INT=ppp0-1 PROTO=TCP IP=192.0.2.4 PORT=53

24 ADD FIREWALL POLICY=net RULE=4 AC=ALLOW
INT=ppp0-1 PROTO=UDP IP=192.0.2.4 PORT=53

25 ADD FIREWALL POLICY=net RU=5 AC=ALLOW
INT=ppp0-1 PROTO=UDP GBLPO=500 GBLIP=192.0.2.1
PO=500 IP=192.0.2.1

26 ADD FIREWALL POLICY=net RU=6 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.1.1-
192.168.1.254

27 SET FIREWALL POLICY=net RU=6
REMOTEIP=192.168.2.1-192.168.2.254

28 ADD FIREWALL POLICY=net RU=7 AC=NONAT
INT=ppp0-1 PROT=ALL IP=192.168.1.1-
192.168.1.254 ENCAP=IPSEC

29 CREATE ISAKMP POLICY="i" PEER=12.34.56.78
KEY=1 SENDN=TRUE

30 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

31 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

32 CREATE IPSEC POLICY="isa" INT=ppp0O-1
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

33 CREATE IPSEC POLICY="vpn" INT=pppO-1
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=12.34.56.78

34 SET IPSEC POLICY="vpn" LAD=192.168.1.0
LMA=255.255.255.0 RAD=192.168.2.0
RMA=255.255.255.0

35 CREATE IPSEC POLICY="inet" INT=pppO-1
ACTION=PERMIT

36 ENABLE IPSEC

37 ENABLE ISAKMP

KR1BB6E5J/ERIVUTTI7AI = B

25

SET IPSEC POLICY="vpn" LAD=192.168.2.0
LMA=255.255.255.0 RAD=192.168.1.0
RMA=255.255.255.0

1

SET SYSTEM NAME=B

26

CREATE IPSEC POLICY="inet" INT=pppO
ACTION=PERMIT

27

ENABLE IPSEC

28

ENABLE ISAKMP

2 ADD USER=secoff PASSWORD=passwdSB
PRIVILEGE=SECURITYOFFICER

3 CREATE PPP=0 OVER=ethO-any

4 SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_b@example.co.jp PASSWORD=passwd_b
LQOR=OFF ECHO=ON

5 ENABLE IP

6 ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

7 ADD IP INT=pppO IP=12.34.56.78

MASK=255.255.255.255

[SET TIME] O7Y RRE, OV ROV T RIHLTAR LIS
IRV ROIRNTH BRED 7 IV EL TRESND DI TEBROE

WDRICTEELIZS O,

&Rl
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13.7 4 V5 =3 v MaHIC KD 3 <M IPsec
VPN

[ —

==

192.168.1.0/255.255.255.0

A4t R BedLH

PPPO
192.0.2.1

ENATARZ FL X
192.0.2.1%#A

IPsec k> =)L

PPPO

A

P7 RL2BBRE - e O

ﬁ__

VLAN1
192.168.2.1

192.168.2.0/255.255.255.0

ENATARZ? FL R
=HA

192.168.3.0/255.255.255.0

Ty A7
ox—)

VLAN
192.168.3.1

55050 DDDD

13.7.1 IPsec [C &k B

PPPOE TA VY A—=xwv FIHEHKEL TS 3DDHLR% . IPsec T
MLT—RDEEMAERLET,

COBITIE, A EBEIHDERZHCHTET UTD 3 URE
D7, bYRIVE—F (ESP) TEBS{ELET, fofcL . AR
HEDZRLBEREEHRT D L 2BHEL BSHBORBEE
TOERA

s JO0—NVP FLR 1 EZBEENICEIVZTONTODIR A
(&4L)

s JO0—NVPRLR 1 EZICEVUSTOSNTOSHRB. C
(324t)

104 | {Zmh

T0OINA D SiEHENDER

LITOSA TR TONA X —H 5 FRORZIERD' G 5NTND
EREL £ T REOREICIE . BBHEDORWIERE CFEA<IZS W,

Ol A

s EO1—Y—3  site_a@example.co.jp

o BHD/NRD— R passwd_a

* PPPOE 4r—EX2 IEELL

cIPPRLRZO-=NIVP RLR1920.2.1/32 (1 {BEE)



* DNS #—/\— : #fB5ICROS NS
L= B

e BFD1—HY—3 : site_b@example.co.jp
o FHDNRD— K passwd_b

* PPPOE 4 —E XL : IEEZL

s PP7RURZO-NVP ELUR TERE
* DNSH#—N— #fEFISBNSNS

OHL=C

s BN 1—HY—3 : site_c@example.co.jp
o BFEDINRD— K passwd_c

* PPPOE 4r—EX2: EEGL

s PP RLROO—=NIVP RUR 1 ERE
* DNS H—/N\— : #Eims RS Nd

REDFSE
05—y NERETE

s INTOHSEIZBNTHO—NIVP FLROEUSTIE 1 BL
PEODT, WAN Bl (ppp0) > &—2 2 —RIZHO—NIVT
RUREBELICAAFTIVH ENAT (L&D, BREOMAEA
BARALEFT, COTO—NVP FURD IPsec N7 v D8R
P RLRELTEY FSNETD,

FR13.7.1 15—y MEREE

O VPNEZE

e IPsec RV RUIF. #LR A @ ppp0 EHLK B D ppp0 DR, #L
= A D ppp0 &L C Dpppl OEICEN¥NBIMBICEKRSN &
To CORYRWVIGETSARX—FLAN B%EHF T DIODED
T. PONTw haBSIEL TBLE T,

e DPAT O+ —VDBEICHNOTIE. IPsec BED/NVrw
(KE. ESP) %BR<HEBH DDARIEP LR &EIEETL . AEBH S
FBEBICAVR—RY FDFPLELRIDNTEDLDICLET,

o FYRUVIREDNT W RIINAT BBRASNEBOEDI—I
ZRELETo

#®13.72IKEZx—X1 (ISAKMP SA DI I—3V)

AEGRE DR SHIHER
(pre-shared key)

IKE 2232 € — Aggressive E— I

SHHAR (ABR) secret-ab (3ZF31)

SaHAER (ACR) secret-ac (3ZF31)

1p 7FLR :192.0.2.1
(F2+I )

HRA DJV—AR—DFREE ID

=B DI—4—DFRE D 28] clent B

|
W= C DI—5—DFRE D 287 client C

Oakley Z)—7 1 (F74IH)
ISAKMP X vt —YDEES1t DES (F7 4V )
VAo

ISAKMP X T—YDFHIH SHAT (TTHIUK)

E=WA\ =B =B =
WAN I > ethO ethO eth0 ISAKMP SA DB XHHARR 86400 # (24 65/
2—T1—2R (B5/8) (F2#IUF)
WANRIIP P LR 192.0.2.1/32 #MEIVE  SHHEUY ISAKMP SA DB ZHHARR 2L (F7FIUH)
(PpPP0) < < (Kbyte %0
LANBIIP 7 FLR 192.168.1.1/ 192.168.2.1 192.168.3.1 REBSD ISAKMP = T FhR0
(vlan1) 24 (vlan1) /24 (vlan1) /24 (vlan1) I—Yy3Y

&Rl
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£ 13.73IKETJx—X2 (IPsec SADXIYI—v3YV)

SA E—F FYRIVE—F
¥ UTFo—TJOrDIW ESP (88535850
Bs1tAk DES

SREEH SHA1

IPComp B0

IPsec SA DB HHEARR 28800 # (8 B5R)
(658 (F2+I )
IPsec SA DBZHEARR L

(Kbyte #0 (F7+I )
IPsec DEBRR IP 7 FL X 192.168.1.0/24
(A-BRE) © 192.168.2.0/24

YRR FLU X (AB @)

IPsec OBEAXNZR IP 7 FL X
(A-CR)

Vg P KLU R (A-C &)
AR =Ry b EDEITBIE

192.02.1© RE

192.168.1.0/24
< 192.168.3.0/24

192.02.1© AE

78>

Hles A DERE
1 AUBOBER A vFEAVICLET,

2 VY= JuR—btH5B., 2 —H%— [manager] TCOT1VL &
To TIAIRDINRD—RZ [friend] TI,

login: manager .|
Password: friend (£rREh&Eth)

3 BEZLYISIBZILDIC, AURBICYRTLABEREL T,
PARAICE TA] ZELE T,

Manager > SET SYSTEM NAME=A .|

Info (1034003): Operation successful.

Manager A>

8 LANM (Vlan1) 4 >A&—2D1—RICTZAR=FIPPRLR
ZEUSBTEY,

tERLGl

4 IPsecldtFa VT4 —F— RTRINEEIEL B A DSH
CH, BE-—RTBRVYHREEATOZEDTES Security
Officer UNIWDI—H—%FBHEL THEF I, Security Officer
DNRD—RFRE>EEICEBL TIZS0,

CCTlE. 2—Y—2 [secoff). XRD—F [passwdSAJ #
REL&T,

Manager A> ADD USER=secoff PASSWORD=passwdSA
PRIVILEGE=SECURITYOFFICER .

User Authentication Database

Username: secoff ()
Status: enabled  Privilege: Sec Off Telnet: no  Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

® PPP DBE

5 WAN Ethernet />4 —27 2 —2X (eth0) LICPPP > & —
71 —REERL & T TOVER=ethO-XXXX] M [XXXX] DEB
DT, BHOSNIC PPPOE O [H—EXRB] #EiL T, 18
EHBVBEE. EDY—ERZEITTEZHTAINDND LD,
fany] #REL & To

Manager A> CREATE PPP=0 OVER=ethO-any J

Info (1003003): Operation successful.

6 JONAE—HEBHOSNIPPP 1 —H—RENRD—FAIE
EL&ET, LAR [FAZICL . KD UIZ LCP Echo N7 v k7%
Bo>TPPPUYHDREZERL . BEKNICPPPOEDEY > 3
VEBEFIBLOICLET (BvyavF—TPS4047), &
fo. ISDN @ O#EETHS BAP EA ZICL & T,

Manager A> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON .l

Info (1003003): Operation successful.

O IP. L—F 1 VIDEE

7 PEY2—-)LEBHICLET,

Manager A> ENABLE IP ./

Info (1005287): IP module has been enabled.




Manager A> ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

9 WAN B (ppp0) A >R—Dx—RICTFONAEF—HBEUY
THNIIP PRUREHBELE T,

Manager A> ADD IP INT=pppO IP=192.0.2.1
MASK=255.255.255.255 ./

Info (1005275): interface successfully added.

10 7OV RIU—hEBELE T,

Manager A> ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 .

Info (1005275): IP route successfully added.

@7 A7 U —ILDEE

11 D7 A PO+ —UBEEBMICLET,

TEORELF T

Manager A> DISABLE FIREWALL POLICY=net
IDENTPROXY

Info (1077003): Operation successful.

18 7747 0% —)URU Y —DBANRERSS (VY E—T1— R
EEELF T,

LANAEl (vian1) (> &—271—X% PRIVATE (REL [CRE
L&Ed,

Manager A> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE J

Info (1077003): Operation successful.

WAN I (ppp0) >%&—Tx—2R% PUBLIC (4M8B) (CERTE
L&Ed,

Manager A> ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .

Info (1077003): Operation successful.

Manager A> ENABLE FIREWALL .J

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

12 774704 —VOEBEEREIT DI 7 A7 D+ —UARUY —
Mnet] Z1ERL &3 KU Y—DXFE, SBHKICKL > TEER
ICRETEET,

Manager A> CREATE FIREWALL POLICY=net .|

Info (1077003): Operation successful.

13 ICMP )\ k& Ping (Echo/Echo Reply) & RIEARTIAE
(Unreachable) O&RABTHTL £ T,

Manager A> ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE .J

Info (1077003): Operation successful.

14 ident 7O+ —#EEEZEHICL . SMBOA—I (SMTP) H—
N=72EHBOident BKISHL T, 727125612 TCP RST %R

*11 7T FRETIE . ICMP [ 74 7o+ — L& BB
Lo TEEHA

16 LAN i (vlan1) =v bDO—oC#EHcsNTOBINTOIY
Ea1—4—71" ENAT #EEABRATESLOBREL&T, JO0—
NIVP BURICIE ppp0 DIP P RLURAFBAL T,

Manager A> ADD FIREWALL POLICY=net
NAT=ENHANCED INT=vlanl GBLINT=pppO ./

Info (1077003): Operation successful.

17 #HRBFH 5D KE N7y (UDPB00 &) D77 FPox—
BB TEDLDICHELET,

Manager A> ADD FIREWALL POLICY=net RU=1
AC=ALLOW INT=pppO PROTO=UDP GBLPO=500
GBLIP=192.0.2.1 PO=500 IP=192.0.2.1 .

Info (1077003): Operation successful.

&Rl
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18

19

108

BHISAFDNT Y FZIENAT ORRICLB VK DICHREL &
To

RB @FDIV—IEIATDESIEL T,

Manager A> ADD FIREWALL POLICY=net RU=2
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.1.1-192.168.1.254 .
(1077003) :

Info Operation successful.

Manager A> SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.2.1-192.168.2.254 .
Info

(1077003) : Operation successful.

ARCEFDIV—IEIATDESIEL T,

Manager A> ADD FIREWALL POLICY=net RU=3
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

Manager A> SET FIREWALL POLICY=net RU=3
REMOTEIP=192.168.3.1-192.168.3.254 .
Info

(1077003) : Operation successful.

EXRNV—IVDEETE IPsec Ny FETEHSNTLEOD
T. INSONTY F BB EBICODI—IVERELET,

[ENCAP=IPSEC] (&. IPsec N7y EHBF U IFHILDNT Y
FERUBLICHETIDI—VEBRIBDE ZRL &7,
FO T ROIVY R TRYBLICNT Y FORRKUIP 7 FL
ZH'192.168.1.1 ~192.168.1.254 . D& VLS A @73 B3
NAT DRRIET S ] DBHKICEYET,

Manager A> ADD FIREWALL POLICY=net RU=4
AC=NONAT INT=pppO PROT=ALL IP=192.168.1.1-
192.168.1.254 ENCAP=IPSEC ./

Info

(1077003) : Operation successful.

tERLGl

® IPsec DERE

20 CIH BN IPsec DRREICRYE T RADIC ISAKMP FDEF]

21

HABH (pre-shared key) #1ERL &TFo CCTIEHLR B @l
FRESH (1] B, BOEER [secret-ab) &L . i CElF
(& 2] BE [secret-acl EL&ET =B, COL—%2—EE
RIZSRTE) o

Manager A> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret-ab" ./

Info (1073003): Operation successful.

Manager A> CREATE ENCO KEY=2 TYPE=GENERAL
VALUE="secret-ac" .

Info

(1073003) : Operation successful.

[CREATE ENCOKEYJ O¥Y Y FiE, DvV—bh 5051~
TWBBEDHBME IV R TI, ¥Dic, [EDIT) D7
RFRETREROUTRD7 ) (CFG) (2, COOYYV F%E
L THEMITBYE T,

738 . [CREATE ECHO KEYJ O%Y F Tfpks NiciRiE. &
F21UT 4 E- RN TR I—R—DOFREICEL > TEESN
FT.REBAIBDHERE AIREICEFLUT A E—FICH
TLTRBMRBSND LOICLTIZE L,

EHEBFEOKE RIYI—Y3VEBRESIFAND ISAKMP
RUY—HERLET, COBITIFBFOP KLU IHNRERTC
» Bl B.C & ICPEERIZTANY ] % MODE (Z AGGRESSIVE ]
#I8EL TAggressive E— RAFBDLDHREL F T,

W= B @iFCiE. KEY ([CRIOFIBTHERLICRES 1] %=,
REMOTEID TEREE ID [clent_BJ #¥EL . RU>— [iBJ &
LTHERL &7,

= C @ iliE. KEY ([CHIDFIBTEMRLICRES 2] %
REMOTEID TEREE ID Tclient_CJ ##8ELARYY— [i_.Cl &L
THERLZET,

Manager A> CREATE ISAKMP POLICY="i B" PEER=ANY
KEY=1 SENDN=TRUE REMOTEID="client_ B"
MODE=AGGRESSIVE HEARTBEATMODE=BOTH .!

Info (1082003): Operation successful.
Manager A> CREATE ISAKMP POLICY="i C" PEER=ANY
KEY=2 SENDN=TRUE REMOTEID="client C"

MODE=AGGRESSIVE HEARTBEATMODE=BOTH .!

Info (1082003):

Operation successful.




22 IPsec BEDIFEATEET D SA ANV H 1 AERLET, bV 26 IPsec RY ¥ —(ZH/L T AN ENDILR D HFIZEBRIC IPsec B

RWE-R(TT7xE), REBHK NISAKMP], 7O R3V B%178 5 IP P RLROEBZEEL T, IVY FHRLE

[ESPJ. B85{t7t IDES], SREEA [SHAJ ICREL &F, Bicth, TEBLHEBEZROTILEL,

Manager A> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP Manager A> SET IPSEC POLICY="vpn_B"
PROTOCOL=ESP ENCALG=DES HASHALG=SHA . LAD=192.168.1.0 LMA=255.255.255.0

RAD=192.168.2.0 RMA=255.255.255.0 ./
Info (1081003): Operation successful.

Info (1081003): Operation successful.

23 SARNY O 11ZHD 5735 SANY FIVRNwW & 1 % ER L & Manager A> SET IPSEC POLICY="vpn C"

T, REWHE [ISAKMP | AT %7, LAD=192.168.1.0 LMA=255.255.255.0
RAD=192.168.3.0 RMA=255.255.255.0 .

Manager A> CREATE IPSEC BUNDLE=1] KEYMAN=ISAKMP Info (1081003): Operation successful.
STRING="1"

Info (1081003): Operation successful. 27 1V A—xv MDEXBE=SFI IS IPsec R >— [inet]
% PPPO (L THER L & T 6

24 ISAKMP Xvt—Y%RBLEE% IPsec R ¥ — [isal %1E

RLET. RUY—DEBERRAE . O—HIVD 500 BR—kH Manager A> CREATE IPSEC POLICY="inet" INT=ppp0
5UE— 0500 BR— M5O UDP /¥4 v b (ISAKMP) (258 ACTION=PERMIT

Ebé\t-‘j‘o Info (1081003): Operation successful.

Manager A> CREATE IPSEC POLICY="isa" INT=ppp0 N ST — s nweges °
ACTION=PERMIT LPORT=500 RPORT=500 Tj;f?*;;(%?)jﬁvi?iz%@iﬁétg‘%@Vﬁiﬁlﬁ?lP;e,_.gm
TRANSPORT=UDP .J . Y BSBBICHDELLDHFRE =

ToTLIZE L ED IPsec RUY—=IZEXYYFLGD >tk

Info (1081003): Operation successful. ST \\/0[37—_\71)[/ l\'(‘ﬁ&ﬁ’éﬂ'(b%itébéﬁﬁb\'@bt

VPN DBEANTER<LBUEYT,
ISAKMP %# AT 5% & (&, R TRWD IPsec KUY —T
ISAKMP X w £ —Ih BB TED K OBHREET > TS0, 28 IPsec EYVa—L%aBHICLET,
MPsec R Y—] FBREIBICRRSN. BMICIVFLICED
PEASND oD, REIBRICIETEEN LB T, RRIEE Manager A> ENABLE IPSEC .
[SHOW IPSEC POLICY) Oy RTHERTEET, 1. BR
IBAZ®E I 3IC(&.[SET IPSEC POLICY] O~ ROPOSITION
NZA—=—R—Z%BRALET,

Info (1081003): Operation successful.

29 ISAKMP EYV 2 —)LEBMICLZT,
25 =D IPsec BEICEA TS IPsec R ¥—% PPPO (CL T
L & T BFD IP P FLAHNREBD T, PEER (C Manager A> ENABLE ISAKMP .J
[DYNAMIC] =18 L & T, REEHE [ISAKMPJ . BUNDLE
[ZIEFSANY BILRR WS [1]) #IBELET,
EB &R CATFDEVGIRY Y—RBOA T,

Info (1082057): ISAKMP has been enabled.

30 Security Officer LNJVODL—H—TOTAVLBHBLET,

Manager A> CREATE IPSEC POLICY="vpn B"
INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUN- Manager A> LOGIN secoff .
DLE=1 PEER=DYNAMIC .

Password: passwdSA

Info (1081003): Operation successful.

Manager A> CREATE IPSEC POLICY="vpn_ C" 3
INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUN-
DLE=1 PEER=DYNAMIC ./

-

EMEE—FEEF2UTA—E—FICOYBRAET,

SecOff A> ENABLE SYSTEM SECURITY MODE .
Info (1081003): Operation successful.

Info (1034003): Operation successful.
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tF+21 YT —F— FTl&. Security Officer U NJUT®D Telnet
OO VHRAEL TEIESNTOE T 2F2 Y To—F—F
[ZB W T Security Officer LNJUT Telnet O 1> L1I-WOBE
[&. B5HLH RSO (Remote Security Officer) MREETT>
THOTLIEE O,

AE [64 /—XNVE—F/ £F2UFs—F—F]
(p.52)

EREDIRTE

32 [EERBLET,

SecOff A> CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

33 RELILT 7 REFRET 7 1 VICEEL ETo

SecOff A> SET CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

#lm B, #lm C DERE

R B MR C TR ENENDIUREDREBDRGBIEH T,
EARBYVRRESESAL T,

R B CHR C TREBMEDEACOVTE., ¥N¥ndiFniR
ERE EZBRL & T o CNUS DB FITRRIC DOV TERDIRE
=75 T<IZEL,

1 AEBOBRAAVF2AVICLET,

2 JOVV—)uAR—ktH5, 2 —%— [manager] TOT1VL &
To T2 FDNARD— R [friend) T,

login: manager ./
Password: friend (FrshZFth)

3 BRBZLYPITSHLDIC, ARBICIVRTLBEZRELE T,
YA EBICE B) ZELE T,

=B

Manager > SET SYSTEM NAME=B .|
Info (1034003): Operation successful.

Manager B>

110 | #Emhl

RRCICE TC) ZRELET,

A C
Manager > SET SYSTEM NAME=C .

Info (1034003): Operation successful.

Manager C>

4 PsecldtFa2 VT4 —F—RFTRHFNIEEL B A BSH
LCH. BE-—RFTEBEBYREZTOCEDTES Security
Officer UN)VDL—H—%2FHFRL THEE T, Security Officer
DINRD— RFREICBEL TS0,

#a B Tld. 2—Y—2 [secoff). /NXD—F [passwdSB]J
ARELF T,

2B
Manager B> ADD USER=secoff PASSWORD=passwdSB
PRIVILEGE=SECURITYOFFICER J

User Authentication Database

Username: secoff ()
Status: enabled  Privilege: Sec Off Telnet: no  Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

WMEC Tld, 2—¥—=5 secoff ], /SZXD— K [passwordSC |
ARELF T,

A C

Manager C> ADD USER=secoff PASSWORD=passwdSC
PRIVILEGE=SECURITYOFFICER .

User Authentication Database

Username: secoff ()
Status: enabled  Privilege: Sec Off Telnet: no  Login: yes
Logins: 0 Fails: 0 Sent: 0 Revd: 0
Ruthentications: 0 Fails: 0

® PPP DBE

5 WAN Ethernet />4 —27 1 —2X (eth0) LICPPP 1> & —
71 —REEMRL F T TOVER=ethO-XXXX] M [XXXX] DEB
D, BHOSNIC PPPOE O [H—EXRB] #ELihL T, 18
EHBVBEE. EDY—ERZEITTEZFANDND LD,
fany] #REL & To

Manager B> CREATE PPP=0 OVER=ethO-any .

Info (1003003): Operation successful.




6 JONAH—HOBHNSNIZPPP 1—H—2ENRDV—F%S
R T ETIBELERFIC P 7 FURBIUBTAETTOKDICH
EL&ET, LAR [FAZICL . RDOUIZ LCP Echo Nov k%
£>TPPP UVHDREZERL BENICPPPOE DtV 3
VEBBFIBLOICLET (BvYsvF—TPS14), &
7o, ISON@ O#EETHS BAPIA ZICL & T,

B

Manager B> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_ b@example.co.jp PASS-
WORD=passwd b IPREQUESRT=ON LQR=OFF
ECHO=ON .|

Info (1003003): Operation successful.

#=2C

Manager C> SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_ c@example.co.jp PASS-
WORD=passwd c IPREQUESRT=ON LQR=OFF
ECHO=ON .|

Info (1003003): Operation successful.

OIP. L—F 1 VIDEE

7 PEIa2—EBHILET,

Manager B> ENABLE IP ./

Info (1005287): IP module has been enabled.

8 IPCP XIYT—vY 3V TERABNI IP P RLR%E PPP AV
R=—D 1 —RTCHBEATBELDICHRELFT,

Manager B> ENABLE IP REMOTEASSIGN .

Info (1005287): IP module has been enabled.

9 LANA (vlan1) AV A=D1 —RICBUITEDT S A=k
PP RUREBIUBT, 534 PY FRADYTRY FELET,

B

Manager B> ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

Info (1005275): interface successfully added.

2 C

Manager C> ADD IP INT=vlanl IP=192.168.3.1
MASK=255.255.255.0

Info (1005275): interface successfully added.

10 WAN 8 (ppp0) 4>V B—T 1 —RICTONAE—HBEUY
THONICIP P FLUREZREL T,

Manager B> ADD IP INT=pppO IP=0.0.0.0 .

Info (1005275): interface successfully added.

11 7o) R— b EBELET,

-

Manager B> ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 .

Info (1005275): IP route successfully added.

O@T 7 A7+ —ILDERE

12 77470+ —VHREZBMICL T,

Manager B> ENABLE FIREWALL J

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003):

Operation successful.

1837747 0x —VOBEERETD I 72 A7 I+ —IURUY —
Mnet] kRl &3 R Y —DXFFE, BBHICE > TER
[CRETEEY,

Manager B> CREATE FIREWALL POLICY=net .

Info (1077003): Operation successful.

14 ICMP X7 v k& Ping (Echo/Echo Reply) & EIERTIAE
(Unreachable) O&RABBTHITL £7, 2

Manager B> ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE .

Info (1077003): Operation successful.

15 ident 7O+ — a2 EHICL . HABDX—)U (SMTP) H—
N=72EDBO identBRISHL T, 1212512 TCP RST %R
TEORELE T,

Manager B> DISABLE FIREWALL POLICY=net
IDENTPROXY .|

Info (1077003): Operation successful.

R T HIRRETE. ICMP E27 74P o x — % @é

Lee TEFtA.
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16

17

18

112

F27ATPOx— VR Y —DBRRARERD A VX —TT—2R
EIBELE T,

LANA (vlan1) «>A&—2 1 —X% PRIVATE (R8) ([CRE
L&D,

Manager B> ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

WAN {8 (ppp0) V& —21x—2R% PUBLIC (4ER) IZEBE
L&,

Manager B> ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .l

Info (1077003): Operation successful.

LAN A (vlan1) kv FD—S(CHE RSN TOBdINTOIYV
Ea1—%—h ENAT #EEABRATESLORELFT., J0—
JNIVTP R RI(ZIEppp0 OF RLURAFBL & T,

Manager B> ADD FIREWALL POLICY=net
NAT=ENHANCED INT=vlanl GBLINT=ppp0

Info (1077003):

Operation successful.

O—RNWLANDSY E— b LANNDNT v BIZIE NAT ZHMF
BOKDICHRELE T,

=B

Manager B> ADD FIREWALL POLICY=net RU=1
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.2.1-192.168.2.254 .

Info (1077003): Operation successful.

Manager B> SET FIREWALL POLICY=net RU=1
REMOTEIP=192.168.1.1-192.168.1.254 ./

Info (1077003): Operation successful.

= C

Manager C> ADD FIREWALL POLICY=net RU=1
AC=NONAT INT=vlanl PROT=ALL
IP=192.168.3.1-192.168.3.254 .

Info (1077003): Operation successful.

Manager C> SET FIREWALL POLICY=net RU=1
REMOTEIP=192.168.1.1-192.168.1.254 .

Info (1077003): Operation successful.

tERLGl

19 ERNV—IDOFETIE IPsec Ny FETEMSNTLEOD

T. INBONTY F BB B b0V —IVEREL £,

[ENCAP=IPSEC] (&. IPsec /N7y bHBA U IFIDINT Y
FERYBLICHETCION—VEBRIDI %Rl &7,
FO T ROIVY FRERYBLIENT Y FORKUIP 7 R
A O—ANVLANAZ 5E . NAT ORRHET D | DECRICR
UE T, IPICIFENENDIKD LANE 1P 7 FL 2D&EE %
EELE T,

=B

Manager B> ADD FIREWALL POLICY=net RU=2
AC=NONAT INT=ppp0 PROT=ALL IP=192.168.2.1-
192.168.2.254 ENCAP=IPSEC .

Info (1077003): Operation successful.

W C

Manager C> ADD FIREWALL POLICY=net RU=2
AC=NONAT INT=ppp0 PROT=ALL IP=192.168.3.1-
192.168.3.254 ENCAP=IPSEC .

Info (1077003): Operation successful.

® IPsec DRTE

20 CIH BN IPsec DFREICTY & T o AT ISAKMP BDHH]

HBH (ore-shared key) R L ET. BESE ., ¥N¥n
DUSFITH/L TS A TEELICROBAIEEL T,

Manager B> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret-ab" .

Info (1073003): Operation successful.

2 C

Manager C> CREATE ENCO KEY=1 TYPE=GENERAL
VALUE="secret-ac" .

Info (1073003): Operation successful.

[CREATE ENCOKEYJ OvYY> Rl&, DY V—IbhH0451 L
TOBBEDHE IV RTT, ¥0fc®. [EDIT) OV
RRETERERO VTR T 74 (CFG) IC. 2OV R%
SRl TEEMHICBRUET,

738 . [CREATE ECHO KEYJ O¥%Y F Tk iciRlE. &
Fa2UT4E-FUH TR I—E—DFRBICEL > THESN
FT . REEAIBDHERE AIREICEFLU T4 E—FICH
ALTERMRBSND LOICLTIIZE L,



21 FIFIETER LI RAFO BHBFED KERIVI—-Y3Y
BREZFAND ISAKMP R ¥—T[i_ A%tk L &9, PEER
IZEN—5—ADIPPRURAEEBELE T, Fic. BHDF K
L RDARERZ 128 . LOCALID TEHMDEREE ID #38EL . MODE
[FTAGGRESSIVE JT Aggressive E— RAFD K DBREL £,
#l= B Tl LOCALID (& client_BJ % | #is2 CIC(& [client_CJ
AEELFE T,

2B

[SHOW IPSEC POLICY] OXY FTHRTEE T, Fic. BRER
IE%=ZE TSI [SET IPSECPOLICY)O¥ Y FDPOSITION
NSIA—R—%FEALET,

25 0 IPsec BEICERTS IPsec AR ¥ —[vpn_Al % PPPO
ISR THERL & T REEA [ISAKMP], PEER (ClFHls
A DI—2—DIP P FLR%, BUNDLE (Cl& SA NV RILR
Nyo M) #BELE T,

Manager B> CREATE ISAKMP POLICY="i A"
PEER=192.0.2.1 KEY=1 SENDN=TRUE
LOCALID="client B" MODE=AGGRESSIVE HEART-
BEATMODE=BOTH ./

A C

Manager C> CREATE ISAKMP POLICY="i A"
PEER=192.0.2.1 KEY=1 SENDN=TRUE
LOCALID="client C" MODE=AGGRESSIVE HEART-
BEATMODE=BOTH ./

22 IPsec BEDHHRZERT D SA XNV O 1 ZERL & T, L
ABRRICFYRIVE—R( T2+ H) RBREBHRTISAKMP,
ZO k3 [ESP] . 885175 [DES], EREEA [SHAL (C
BELETo

Manager B> CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA .

Info (1081003): Operation successful.

23 SAZRNY L N11ZHD 57838 SANY RILANY & 1 Z{ER L &
I BERAINE [ISAKMP] ZIEEL & T o

Manager B> CREATE IPSEC BUNDLE=1] KEYMAN=ISAKMP
STRING="1" .|

Info (1081003): Operation successful.

24 ISAKMP Xvt—YAFRBLSES IPsec R > — [isal %1E
BLET, RUY—DBEBRR%Z. O—AHID 500 BAR—HH
5YE—FDO500 BAR— F5ED UDP N7 v b (ISAKMP) (Z5%
ELFET,

Manager B> CREATE IPSEC POLICY="isa"
INT=ppp0 ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP ./

Info (1081003): Operation successful.

ISAKMP = BT 3B 8. 2TH/HND IPsec KUY —T
ISAKMP X w £ =YD BB TED L DBREET > TIZE L,
lPsec AU Y—] FREIRICRRSN. RV FLIZED
MERAESNScH. BREBRBICETIRDNLETT, RRIBZE

Manager B> CREATE IPSEC POLICY="vpn A"
INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUN-
DLE=1 PEER=192.0.2.1 .

Info (1081003): Operation successful.

26 IPsec RY ¥ —[vpn_ AJICR L TRERIC IPsec BE%178 D IP
P RURDEAAEEL T, IV RHIRLGBICHD ., TED
ICHEBEABOTIZE0,

B

Manager B> SET IPSEC POLICY="vpn_ A"
LAD=192.168.2.0 LMA=255.255.255.0
RAD=192.168.1.0 RMA=255.255.255.0

Info (1081003): Operation successful.

s C

Manager C> SET IPSEC POLICY="vpn_ A"
LAD=192.168.3.0 LMA=255.255.255.0
RAD=192.168.1.0 RMA=255.255.255.0

Info (1081003): Operation successful.

27 1V A—xv MDEBEEFI TS IPsec R >— [inet]
%PPPAYA—21—20 [CHLTERL T,

Manager B> CREATE IPSEC POLICY="inet"
INT=ppp0 ACTION=PERMIT .|

Info (1081003): Operation successful.

AR =Y MIEPOERLIZVWESIE B TRED IPsec 7R
UY—TINTONTY b EBBRSEBREAT> TS0,
ED IPsec RUY—ICEXVFLBH I bSD0 volkT
DA ETHRESNTLEDICD ., ERDOFREH S E VPN LU
SEDBENTERRBYET,

28 IPsec EVa—JLEBHICLET,

Manager B> ENABLE IPSEC ./

Info (1081003): Operation successful.

&Rl
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29 ISAKMP £V a2 —)LZBMICL &T,

Manager B> ENABLE ISAKMP ./

Info (1082057): ISAKMP has been enabled.

30 Security Officer LNJVDI—H—TOT1VLBHBLFT,

=B
Manager B> LOGIN secoff .l

Password: passwdSB

#=C
Manager C> LOGIN secoff .

Password: passwdSC

31 #FE—FzetF2UT+—E—FICHUBAET,

SecOff B> ENABLE SYSTEM SECURITY MODE ./

Info (1034003): Operation successful.

T+ T —F—FTE. Security Officer UNJUTD Telnet
OV HRAIEL THEIESNTOET 2F2 VT —F—F
(BT Security Officer UNJVT Telnet 051> LIcWOBE
&, &5HLH RSO (Remote Security Officer) MRE#TT >
THOTLIEE W

FE 64 /—XNVE-—F/ £FaUT—F—F]
- (P52

REDRTE

32 REZREBELET,

SecOff B> CREATE CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

388 REBLILT 7V ERERREY 7 VICIEEL E T,

SecOff B> SET CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

B DR

34 LA . B. C &HICUTP r—7)bz#E#KL . [SHOW PPPJ O
XY FTPPP O#EfmA L (OPENED) LicC &%&HaRL T<
2EW,

35 LAN B0V E 1 —4—H5 . BFEOARY—N—BEHE
BTEBZEARERL TIZEWT3
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FEH

YA EA B, CXNX¥NT, BIROREFIEEETIBEICED

T, 1Bk RESNBREROUT R 7MW %ERLET,

RI1B74R/ERIVTRIT7AILHL= A

RIB7ARERIVT R I70IL R A (RE)

23

CREATE ISAKMP POLICY="i_ C" PEER=ANY KEY=2
SENDN=TRUE REMOTEID="client_ C" MODE=AGGRESSIVE
HEARTBEATMODE=BOTH

24

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

1

SET SYSTEM NAME=A

25

CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

26

CREATE IPSEC POLICY="isa" INT=pppO0
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

27

CREATE IPSEC POLICY="vpn B" INT=pppO
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC

28

CREATE IPSEC POLICY="vpn C" INT=pppO
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC

29

SET IPSEC POLICY="vpn B" LAD=192.168.1.0
LMA=255.255.255.0 RAD=192.168.2.0
RMA=255.255.255.0

30

SET IPSEC POLICY="vpn C" LAD=192.168.1.0
LMA=255.255.255.0 RAD=192.168.3.0
RMA=255.255.255.0

31

CREATE IPSEC POLICY="inet" INT=pppO0
ACTION=PERMIT

32

ENABLE IPSEC

33

ENABLE ISAKMP

2 ADD USER=secoff PASSWORD=passwdSA
PRIVILEGE=SECURITYOFFICER

3 CREATE PPP=0 OVER=ethO-any

4 SET PPP=0 OVER=ethO-any BAP=OFF
USER=site_a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

5 ENABLE IP

6 ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

7 ADD IP INT=pppO IP=192.0.2.1
MASK=255.255.255.255

8 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

9 ENABLE FIREWALL

10 CREATE FIREWALL POLICY=net

11 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

12 DISABLE FIREWALL POLICY=net IDENTPROXY

13 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

14 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

15 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppO

16 ADD FIREWALL POLICY=net RU=1 AC=ALLOW INT=pppO
PROTO=UDP GBLPO=500 GBLIP=192.0.2.1 PO=500
IP=192.0.2.1

17 ADD FIREWALL POLICY=net RU=2 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.1.1-
192.168.1.254

18 SET FIREWALL POLICY=net RU=2
REMOTEIP=192.168.2.1-192.168.2.254

19 ADD FIREWALL POLICY=net RU=3 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.1.1-
192.168.1.254

20 SET FIREWALL POLICY=net RU=3
REMOTEIP=192.168.3.1-192.168.3.254

21 ADD FIREWALL POLICY=net RU=4 AC=NONAT INT=pppO
PROT=ALL IP=192.168.1.1-192.168.1.254
ENCAP=IPSEC

22 CREATE ISAKMP POLICY:“i_B“ PEER=ANY KEY=1

SENDN=TRUE REMOTEID="client B" MODE=AGGRESSIVE
HEARTBEATMODE=BOTH

&Rl
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RIBT7ER/ERIVT I 74 k=B KRIBT7ERERIVUTI7AI =B (FEE)

1 SET SYSTEM NAME=B 27 ENABLE IPSEC

2 ADD USER=secoff PASSWORD=passwdSB 28 ENABLE ISAKMP

PRIVILEGE=SECURITYOFFICER

3 CREATE PPP=0 OVER=ethO-any

4 SET PPP=0 OVER=ethO-any BAP=OFF
USER=site b@example.co.jp PASSWORD=passwd b
LQR=OFF ECHO=ON

5 ENABLE IP

6 ENABLE IP REMOTEASSIGN

7 ADD IP INT=vlanl IP=192.168.2.1
MASK=255.255.255.0

8 ADD IP INT=pppO IP=0.0.0.0

9 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

10 ENABLE FIREWALL

11 CREATE FIREWALL POLICY=net

12 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

13 DISABLE FIREWALL POLICY=net IDENTPROXY

14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

15 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0

17 ADD FIREWALL POLICY=net RU=1 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.2.1-
192.168.2.254

18 SET FIREWALL POLICY=net RU=1
REMOTEIP=192.168.1.1-192.168.1.254

19 ADD FIREWALL POLICY=net RU=2 AC=NONAT INT=pppO
PROT=ALL IP=192.168.2.1-192.168.2.254
ENCAP=IPSEC

20 CREATE ISAKMP POLICY="i_ A" PEER=192.0.2.1
KEY=1 SENDN=TRUE LOCALID="client B"
MODE=AGGRESSIVE HEARTBEATMODE=BOTH

21 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

22 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

23 CREATE IPSEC POLICY="isa" INT=pppO0
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

24 CREATE IPSEC POLICY="vpn A" INT=pppO
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=192.0.2.1

25 SET IPSEC POLICY="vpn A" LAD=192.168.2.0
LMA=255.255.255.0 RAD=192.168.1.0
RMA=255.255.255.0

26 CREATE IPSEC POLICY="inet" INT=pppO0
ACTION=PERMIT
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RI1B76RERAIUTRT7AI fim C

RIB7BR/ERIVTFI70IL R C ()

1

SET SYSTEM NAME=C

28 ENABLE IPSEC

29 ENABLE ISAKMP

2 ADD USER=secoff PASSWORD=passwdSC
PRIVILEGE=SECURITYOFFICER

3 CREATE PPP=0 OVER=ethO-any

4 SET PPP=0 OVER=ethO-any BAP=OFF
USER=site c@example.co.jp PASSWORD=passwd_c
IPREQUEST=0ON LQR=OFF ECHO=ON

5 ENABLE IP

6 ENABLE IP REMOTEASSIGN

7 ADD IP INT=vlanl IP=192.168.3.1
MASK=255.255.255.0

8 ADD IP INT=pppO IP=0.0.0.0

9 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0

10 ENABLE FIREWALL

11 CREATE FIREWALL POLICY=net

12 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

13 DISABLE FIREWALL POLICY=net IDENTPROXY

14 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

15 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

16 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0

17 ADD FIREWALL POLICY=net RU=1 AC=NONAT
INT=vlanl PROT=ALL IP=192.168.3.1-
192.168.3.254

18 SET FIREWALL POLICY=net RU=1
REMOTEIP=192.168.1.1-192.168.1.254

19 ADD FIREWALL POLICY=net RU=2 AC=NONAT INT=pppO
PROT=ALL IP=192.168.3.1-192.168.3.254
ENCAP=IPSEC

20 CREATE ISAKMP POLICY="i A" PEER=192.0.2.1
KEY=1 SENDN=TRUE LOCALID="client C"
MODE=AGGRESSIVE HEARTBEATMODE=BOTH

21 CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP
PROTOCOL=ESP ENCALG=DES HASHALG=SHA

22 CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1"

23 CREATE IPSEC POLICY="isa" INT=pppO
ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

25 CREATE IPSEC POLICY="vpn A" INT=pppO
ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=192.0.2.1

26 SET IPSEC POLICY="vpn A" LAD=192.168.3.0
LMA=255.255.255.0 RAD=192.168.1.0
RMA=255.255.255.0

27 CREATE IPSEC POLICY="inet" INT=pppO

ACTION=PERMIT

[SET TIME] D¥ Y RiaE, OvV ROV T RIHLTAA L
XY ROIRNTHBET 7 MIVELTRESND DT TlER W&
WORICTEFELIZE 0,
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13.8 1% —xv b& CUG b—ERDERF
B (IR )

2o AN

DNS*J‘\—)\‘— site_a@example.co.jp
passwd_a

JONAS—

n xDSL7g &

|l

FTTHG &

' \ 192.168.200.2

vlan

Web ¥ — )\ —
ID ID 192.168.12
[— [——7
LA 192.168.1.0/24 7/

E13.8.1 4 5 —2v b& CUGH—E X DEIEHES (ImRE)

PPPOE vy av% 2 AEBICHEL., 1V R—=vY MEFE ., 2
LY - ONW—TFPoLR (S48 BLKOTLYY -TNW—T (R—
YvhHAXZa—) M CUG (Closed Users Group) ¥—EXR (ifik
A #E8FICHALET,

ZOHTIE. LAN RIRTSAN—F7 FURTERL . BF%ED7
FLRICE>T . RRT 4 v ORBRBHEETONT Y h2RY D
FTo OSAFPYREHAFIVYO ENAT BBTAVE—RY bP

118 | {Emhl

CUG HY—ERICPHERL&ET, &Ko, T7AP0+—%E>T

HEHSDFP O ERE/ELET,

T0ONA I—D SiEHENDER

UFOHATE, TONAE—BL<IECUC H—ERDEBEH S
TROZBIBEBRDEAONTVD EREL T o REROFEICE. B
BHORBERE CHEARIZS O,

01V y—xy MER

e BHDO1—Y—3 : site_a@example.co.jp

o BFHD/NRD— K passwd_a

* PPPOE 4 —E B #8ERBL

s BARATEZIP PRUR i BMEIVUKT (1BFXE)
* DNSH#—N—: #FEISBOSND

@® CUGHY—EZR

s D 1—HY—3 : flets_a

o BRD/INRD—F : fpasswd_a

* PPPOE #r—E 22 IETEL

s FRATE3IP P RUR - #MEIUST (118

s HDI—Y—DIP 7 KL X : 192.168.200.2/32

REDFE

¢« ARTAVHN—T 4 VTICKY . CUGH—ERRDMI—
P=mONT v bE NS ONTY B (1Y B—Fv RS
T) DEETERYNTET,

27ATP O+ —)VEFABL T HBHSORETH R %EEHL
DD AP BIFEBICA Y R—RY PADFP O ELRHTED &
2ICLET,

TPAPOx—)VDAAFZ v ENAT #EEZEAL T, LAN
Blxry bO—ODTSAR—=KIP P RFLUR% WANBIA> & —
TI—RICHESNICTP FURICEBLE T A VA —RY bR
TONTY MRTONAZ—HhBEE5ANF0—NV PP R
LRIZ. CUGH—ERBTONT Y HIERED SIETESNIC
TSAR=FIP P RUVRICEBMLET, CNICKY. LAN (T
MSNICERD IV E2—R—D5 AV E—3xv H.CUGCH—
EANORRF O XD TRECBYET

CUGH—ERDBDNTY bE. 27470+ —)IbDI—%
BRL T, LANROEBEDY —N—ICIRY DT ET,

* Web —/N\— (R—K80) :192.168.1.2

JU—5"—DDNS UL —#pgezx(ICL T LANRIDYE2—
R—DBDODONS UL TR b%&, FONAH—D DNS H—/\—
IC8xL &9,



5 WANH Ethernet 7> &—2 1 —X (eth0) £IZCUG H—EX
EHRIBIDD PPP A& —D1—X [1] ZERLET,
[OVER=eth0-XXXXJ DI XXXX DB (S @A iz PPPoE

* ABROBERRES. ROBY T,
£13.8.1 XRBOEFRRTE

WAN BBV 5 —T 1 —X ethO D [H—ERZ] LR £ HBENGVEEIE, EDY—E

S H—%Fv FEF I RBATTERFANOND LD . [any] #B/EL T

WANE (ppp0) IP 7 FL R

CUGH—Ex@H rE Manager > CREATE PPP=1 OVER=ethO-any .

WAN@U (DDD1> P 7L Info (1003003): Operation successful.

LANAI (vian1) IP 7 FL X 192.168.1.1/32

DHCP ¥ — /N —#AE bl 6 CUGH—ERBBHEN SEMSNIPPP1—#—BL /1R D—

FEEEL . HHREICIP P FLREIUSTOERETOLDIC

e BELE T, LAREBEAZICL . DU LCP Echo N7 v b %

o> TPPP UV ODREZERL .BEHICPPPOE DV 3
VEBEBFIDLOICLET (BvysyF—TPSA4), &

1 ARBOBRAIYFEAVICLET, f=. ISDN @ O#EE TS BAP 34 21L& T,

2 VY= JR—btH 5, 2—%— [manager] TOT1>L &
T T4 EDNRD— R [friend) TY o

login: manager .J

Manager > SET PPP=1 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=flets a
PASSWORD=fpasswd_a LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

Password: friend (Zrcnstha)

®PPP D% OIP. IL—F 1« VI DEE
3 WAN I Ethernet />4 —21—2X (eth0) EICAYA—xY 7 PEIIVERRILET
FEBRIBDICDDOPPP (V2= 1—X[0 ) ZHERLET,
[OVER=ethO-XXXXJ DI XXXX DB I  Bis hic PPPoE
D F‘U’*ER%J %%Eﬁbé\‘:@'o %Eib\‘@k\tﬁglg‘ t‘@ﬁ’*t\\ Info (1005287): IP module has been enabled.
RBRTTERTINONE LD [any] ZRELET,

Manager > ENABLE IP .

8 IPCP 2 IY T~y a3V TEABNI IP P RLR% PPP AV
R—T1—RTCERAIBLDICHREL T,

Manager > CREATE PPP=0 OVER=ethO-any .J

Info (1003003): Operation successful.

Manager > ENABLE IP REMOTEASSIGN .l

4 jD/\"(ﬁ_b\BE%DéﬂTC PPP 1 —#—RENRD— [Nt = Info (1005287): Remote IP assignment has been enabled.
EL. #REICIP P FUREIUSTOERETDOLDICREL
ET6 LAREFAZICL . KD UIZLCP Echo Nrw b%fE>T
PPP UV O MREZERL . BEBIC PPPOE DtvY 3%
BEFIBLOICLET (RyYarv:—TP>147) . &I,
ISDN @ DHEBETH S BAPIA ZICL &5

9 LAN M (vlan!) 4> A2 =21 —RICTSAN—=FIP PRL R
ZEUST, OSAPY RO TRY FELET,
CUG #—ERD7 FL R (pppl) &ld. BRSRBVEDEIEE
PAQY IR

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site_a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON .J

Manager > ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

Info (1005275): interface successfully added.
Info (1003003): Operation successful.
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10 > &—=xv MEEADO WAN B (ppp0) (> 4—2T 1 —2RIZ
IP 7 RLR 10.000] #F%EL & T TONAE—E DD
WMTDET. PP RLUREEELE A

Manager > ADD IP INT=ppp0O IP=0.0.0.0 ./

Info (1005275): interface successfully added.

11 CUG H—ER#EHGADWAN G (ppp1) 1> R—2 2 —RICIP
7 RUZ [0.0.00] #FBELFT, TONAE—EDEHRHE
ATBHET. PP RUVREHEELFEA.

Manager > ADD IP INT=pppl IP=0.0.0.0 .

Info (1005275): interface successfully added.

12 774 )V —hEBJBELET,

Manager > ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 .

Info (1005275): IP route successfully added.

13 CUG Y —EXRAFDREERZT 4V OICRELE Y,
CUG ¥ —ERRICEH DAL D BB IHEICEF, ¥ NENOIR
TEICRBERELE T,

Manager > ADD IP ROUTE=192.168.200.2
MASK=255.255.255.255 INT=pppl
NEXTHOP=0.0.0.0 .

Info (1005275): IP route successfully added.

14 DNS U L —#REZBMICL £ T,

Manager > ENABLE IP DNSRELAY .

Info (1005003): Operation successful.

@I 7 A7 U+ —ILDERE

15 D7 A7+ — ViR BHICL & T,

Manager > ENABLE FIREWALL .

Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.

Info (1077003): Operation successful.

120 | Emh

16 D7 AP 04— VOBEEREID I 217D +—JURU > —
[net] ZfERL &3 KUY —DXFIE SBRICKL > TEE
ICRETEET,

Manager > CREATE FIREWALL POLICY=net .J

Info (1077003): Operation successful.

17 ICMP /N v k& Ping (Echo/Echo Reply) & EIZERTIAE
(Unreachable) M#RAMTHIL &7, 1

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING,UNREACH .

Info (1077003): Operation successful.

18 ident 7O+ —#pa EHICL . HBOA—)U (SMTP) H—
N=72EDBOident BRISHL T, 12125612 TCP RST %3&
TEOBRELETo

Manager > DISABLE FIREWALL POLICY=net
IDENTPROXY .l

Info (1077003): Operation successful.

19 D747 0+— UVRUY—DBARREBDA VR —T 11—
=BELE T,

LANEI (vian1) «>4&—21—X% PRIVATE (RB8) (ICHRE
L&EYD,

Manager > ADD FIREWALL POLICY=net INT=vlanl
TYPE=PRIVATE .

Info (1077003): Operation successful.

AV R—3v FEFEAO WAN 8 (ppp0) (VR —T71—R%
PUBLIC (5+8F) ICEREL&T,

Manager > ADD FIREWALL POLICY=net INT=ppp0
TYPE=PUBLIC .

Info (1077003): Operation successful.

Q 14774 U FBETE. ICMPIET 74 P o4 —LEEB
LSp TEFHA.



CUG HY—EXx#EmA®D WAN Bl (pppl) A>A—D1—R*%
PUBLIC (5M88) ICBREL &,

Manager > ADD FIREWALL POLICY=net INT=pppl
TYPE=PUBLIC .l

Info (1077003): Operation successful.

20 LAN IRy bDO—SICEHSNTOBINTOIVE 1 —&—
HENAT #EEABRTEDLDORELEF T 1A —FY BB
TNT Y FDBEE NAT PRLURELT ppp0 DIP 7 FL R
AL ET, CUGH—ERBT/NT v FOBEE. NAT 7 R
LRELTpppt DIPP RUREBALET,
T2P7AP O+ —IDEAFIvH ENAT TlE. /Nrw A INT
H5 GBLINT ([CEESNIcEEIC. Nrw FDBRP FLU R %
GBLINT 7 FURICEEHAFT,

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=pppO !
Info (1077003): Operation successful.

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=pppl ./

Info (1077003): Operation successful.

21 CUG H—ERBASDI—R—IC@HFfc HTTP GR—~80) /Y
v b LANARO P 7 LR 192.168.1.2 DY —N—(CT8Rx
ITBHN—N%ERELET,
BICERBLIC WY —N=1'B5 & E(TE, ¥NENICDNOT.
W—IERELET.

BICH—N—2RBLBVEREICE. COV—IVRESFET
To

Manager > ADD FIREWALL POLICY=net RU=1
AC=ALLOW INT=pppl PROT=tcp PORT=80
IP=192.168.1.2 GBLINT=0.0.0.0 GBLP=80 .

Info (1077003): Operation successful.

Oz, J\RAT—R. EERT

22 B EREL & T, MAT. BAERELICC LD DDHRE . 5571
DBEI/ERGAETT,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 J

System time is 01:00:01 on Sunday 01-APR-2005.

23 21—#%— [manager] ONRD—FAZEL T, Confirm: D
ANERAICEE, OV RTOVT MHARRSNBWEEE .
UaE—2F—%BLTIES0,

Manager > SET PASSWORD J

0ld password: friend J
New password: XXXXXXX o
Confirm: xxxxxxx

24 HERFLIETIRENBEZRERO VT L7 2 VICREL &
ED

Manager > CREATE CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

25 RBHRHOUT FELTEELET,

Manager > SET CONFIG=ROUTER.CFG .

Info (1049003): Operation successful.

OEFEDRER

26 PPP O#EmOMELS . [SHOW PPP] OV FTHSR TEE I,

Manager > SHOW PPP .l

Name Enabled ifIndex Over cp State
ppp0 YES 04 IPCP OPENED
eth0-any LCP OPENED
pppl YES 04 IPCP OPENED
eth0-any LCP OPENED

27 LANBIOIVE2—&—TWeb 7S 0¥ - E%RTL . 1YV
R=RY MIPHERRTED L &ERL TIZS L,
2B LAN ROV E2—&—HIP P FLR%BEMST S &£
DICHESNTWLBHBE OHCP S APV FTHBHBE) . K
RGO DHCP ¥ —N—#eeeRELICRIC, DVE1—2—%
£E (XIFRLE) I22EFDYET,

28 LAN AIDIYE1—4—H5. CUG ¥—EXTERLTLS
P—N—BENBBTEDIEARIL TS0, 10

15 4 7Ry FETWindowsDRY bD—5 RS A T%B8RT
B1HICE. BIAE Windows 2000/XP Tlg [Y1Rw
D—5] > [y bD—=0TFL—2MEMN] TEBND X
FPOURYORT, $—=N—D IP 7 RLURBEAIBEL &
ED
(A1) ¥¥192.168.1.10

ek
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FE&H

ARDREFIRZRTIBDEICEL> T, Rl RESNDR/ER Y
VTR 74 NV%ERLET o0

® 1382 ®/ERXRIUT T 7L (ROUTER.CFG)
1 CREATE PPP=0 OVER=eth0-any

2 SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

3 CREATE PPP=1 OVER=ethO-any

4 SET PPP=1 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=flets_a PASSWORD=fpasswd_a LQR=OFF
ECHO=0ON

5 ENABLE IP

6 ENABLE IP REMOTEASSIGN

7 ADD IP INT=vlanl IP=192.168.1.1
MASK=255.255.255.0

8 ADD IP INT=ppp0 IP=0.0.0.0

9 ADD IP INT=pppl IP=0.0.0.0

10 ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0

11 ADD IP ROUTE=192.168.200.2
MASK=255.255.255.255 INT=pppl NEXTHOP=0.0.0.0

12 ENABLE IP DNSRELAY

13 ENABLE FIREWALL

14 CREATE FIREWALL POLICY=net

15 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE

16 DISABLE FIREWALL POLICY=net IDENTPROXY

17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

18 ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

19 ADD FIREWALL POLICY=net INT=pppl TYPE=PUBLIC

20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=ppp0

21 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppl

22 ADD FIREWALL POLICY=net RU= 1 AC=ALLOW
INT=pppl PROT=tcp PORT=80 IP=192.168.1.2
GBLIP=0.0.0.0 GBLP=80

[SET TIMEJ ORY FGE, OvY RT7JOY 7 RILTANLTC
XY ROIRNTH REDZ 7 M IVELTRESNSD DI Tl O E
WORICTEELIZS O,

122 | 18aLfl

13.9 15 —xv b& CUG B—EAD[EH;
=5 (LANR)

f“\

AVF—=2RY bk
—A DNS#—/\—B

FONA A FONA B (

1

i

DNS

/1 Il

g PHa

VLAN1 VLAN1
192.168.10.1 192.168.20.1
E:i:jlﬂﬂ lz:i:ﬂlL lL —
192.168.10.0/24 ’ 192.168.20.0/24 ’

13.8.1 1% —xv h& CUG Y—ERDEEHES (LAN
&)

PPPOE vy a3V % 2KBBICEST. 1A —xv MEiE . 7
LW - B—TPoLeR (F0) BLOTL VY- IW—T (EY
RKAAZa—) M CUG (Closed Users Group) H—EX (LAN 2Y)
ZEICFHIAL I,

COFITIE, BRD LANRIRT S AN— L7 FURTEBAL . 18
FEOF FURICE> T RET 4 v ORREHEETONTY %



|UDTE T 95APY MEAVE—RVBCEXAFIVD
ENAT 8T, CUG H—ERICBTZAN—FP FLRDE&E TP
DERLET o, TP AP0+ —)bafE>THBHSDF O R
ZBELET,

T0OINA D SiEHENDER

LITFOSATIE . T ONA X —H 5 FRORIERD G E5NTUND
EAREL FTEBEOREICIE . BBHRDORZMIE®RE ZEAIZS W,

OHLRA D1V F—2y MER

s BFHD1—Y—3 : site_a@example.co.jp

o BFED/NRD— K passwd_a

s PPPOE 4 —ERB : #8EQL

 BATEZIP PRUR (BMEIVUYT (16BFXE)
* DNSH#—N— #RmFISBNSND

Ol B D1 V5 —xy MER

s BN 1—HY—3 : site_b@example.co.jp

o BD/NRD— K passwd_b

s PPPOE 4 —E 2B : I8TFHL

s BATESIP PRUR (BMEIVULT (1BFRE)
e DNS % —N—: #FFIOBMNSND

OH#LAA D CUGH—ER

s EROI1I—Y—3 : flets_a

o BIFHDNRD— K fpasswd_a

* PPPOE #—ERE : I8FRL

s CUGH—ERD=RY FD—4oP R R 1 192.168.10.0/24

OB D CUG Y—EXR

s B 1—HY—3 : flets_b

o BD/INRD— K : fpasswd_b

* PPPOE #r—E 22 : IFEG L

s CUGH—ERD=RY D=7 FL R 1 192.168.20.0/24

REDF

¢ ARTAVIOV—T 4 VIICKY ., CUGH—EXADML—
P=ONTv & XNUSONTY b (1 E—2Y 58
T) DEETERYNDTET,

« 7PATP O —)VEFRAL T HEDSDOREF &t R EETL
DDABHSREBICAVZ—RY SINDFP L EIDTED &£
2lCL&ET,

e IPATP DA —DRAF IV ENAT #eeaEAL T, 1YV
R—RY FBTONTY FELAN IRy kD=5 DT S5 AR—
FIPPRLR%ZE, 4125 —3Y BT WANRIAYR—D 12—
RICRESNICP FURIZERL &T.CUC H—E @I+ WAN
B> AB—D 1R FPYFIYN—FEL T, LAN ADIY
Ea—A2—R@RESNICT S AN—FEP LU R¥DEETHRD
WRUCF HERLET,

* U—R—ODNSUL—#EEZAVICLT, LANRIDYE2—
A—=NBDDNSYULIR ~%&, TONAH—DDNS H—/)\—
[CEEL &Y,

* ABROEXRRER.
x® 13.9.1 XRBOEFRE

ROBYTIo

WAN #8152 —2 11—  eth0 ethO

AV R—2Y @ rE rE

WAN 8l (ppp0) IP 7 FL X

CUG H—ERm@F E AE

WAN # (ppp1) IP7 FLR

LAN (vian1) IP 7 RL R 192.168.10.1 192.168.20.1
/24 /24

DHCP H—/\—#A¢E B0 B0

Gy

BURITRE . RETD IP P FURABREDREBNRG BT T, &
IR RETEIBL T,

BRI TREBIEROEDICDOVTIE. ENENDIT DRIEFIS E%
BARL TN DOBARBERKRUC OO TEFEDFEZTT> TS
rZEL

1 AHBDERRAVFZAVICLET,

2 JDVV—JR—btH 5, 2—%— [manager] TOT1VL &
Fo T4 EDINRD—RZ [friend] TY,

login: manager .
Password: friend (frch&Eth)

&Rl
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@ PPP DR

3

124

WAN 8 Ethernet ¥ > & —2 12 —X (eth0) EICAVEH—=wvV
FEBRIBIDODPPP AV A—T1—R [0 &1ERL & T
[OVER=ethO-XXXXJDXXXX D8R (Z(& BN 7z PPPoE
D [Y—ERZ] #LRL F T, BEHNBVEEE. EOY—E
RBRATTERBIFAINOND LD, [any] #BEL T,

Manager > CREATE PPP=0 OVER=ethO-any .

Info (1003003): Operation successful.

TONA =D EBOSNICPPP 1—H—FENRD—R%E¥
NENOURTEITIBEL . H#HEFICIP P FLUREIUBTOR
KRETDEDICHELE T, LAR FATICL. ADUIC LCP
Echo N7 v h®E>T PPP UV ODREXERL . BEIIIC
PPPOE Dt vy 3V #BEKEISLDICLET (RvysYy
F-—TP>47)s &1c. ISDN@IF DHEBETDHS BAPFA I
L&ET,

AR A

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site a@example.co.jp
PASSWORD=passwd_a LQR=OFF ECHO=ON ./

Info (1003003): Operation successful.

=B

Manager > SET PPP=0 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=site b@example.co.jp
PASSWORD=passwd b LQR=OFF ECHO=ON .J

Info (1003003): Operation successful.

WAN R Ethernet 1 >2—2 2 —X (eth0) EIC CUG H—EXR
CHERITBIOD PPP AVB—=D 21— [1] ZHERLET,
[OVER=ethO-XXXXJDIXXXX DB WA iz PPPOE
D [H—ERB] 2Rl &I, BENBVBER, E0Y—E
RERITERFANSND LD, [any) #RELE T,

Manager > CREATE PPP=1 OVER=ethO-any .

Info (1003003): Operation successful.

CUGH—EREBEH SBAMSNIPPP1—HF—BENRD—
RaXNENOIURITEITEEL . HBHREIC IP 7 FLREIUZS
TOERZTOELDICHELE T LAR FAZICL . KDUIC
LCP Echo N7 v b%fE>TPPP UV O DREERRL . B
BICPPPOE DtV Y 3V Z#BEKISLDICLET (Byr3
VFE—TFSA47), 1o, ISDN @ DEEETHD BAPIFA D
ICL&ET,

tERLGl

A

Manager > SET PPP=1 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=flets a
PASSWORD=fpasswd a LQR=OFF ECHO=ON .J

Info (1003003): Operation successful.

B

Manager > SET PPP=1 OVER=ethO-any BAP=OFF
IPREQUEST=ON USER=flets b
PASSWORD=fpasswd b LQR=OFF ECHO=ON .

Info (1003003): Operation successful.

O IP. IL—F 1 VIDERE

7 PEIJ2—-)LEBHICLET,

Manager > ENABLE IP .

Info (1005287): IP module has been enabled.

8 IPCP RIYT—Y a3V TEABNIC IP PRLUR%Z PPP 1Y

R=—DI1—RTHEAIBLDICRELE T,

Manager > ENABLE IP REMOTEASSIGN ./

Info (1005287): Remote IP assignment has been enabled.

9 LANAI (vlan1) A2A2—2x—XICCUGH#—ERBEEHH

BESNICIP P FURZXNENDUK T EITIEEL &,

oA

Manager > ADD IP INT=vlanl IP=192.168.10.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

=B

Manager > ADD IP INT=vlanl IP=192.168.20.1
MASK=255.255.255.0 J

Info (1005275): interface successfully added.

10 VR —=v MERAO WAN B (ppp0) 1>&—21—XI(C

IP7RLUZT10000) #8EL & TONAE—EDHEHHD
EIATHET. PP FLRSHEEL A

Manager > ADD IP INT=ppp0 IP=0.0.0.0 J

Info (1005275): interface successfully added.




11

12

CUG Y —ER#E#EAD WANRI (ppp 1) A~ &—T 1 —RICIP
P RLZ [000.0]) #28FEL &F, TONAX—EDEHED
ITBHET. PP RURISEEL & A,

16 77470+ —VOBEEZREI S 7717 Dx—JURUD —

Mnet] Z4ERL 3T, KUY —OXFIUS, SBRICE > TEE
CRETEET,

Manager > ADD IP INT=pppl IP=0.0.0.0 ./

Info (1005275): interface successfully added.

Manager > CREATE FIREWALL POLICY=net .J

Info (1077003): Operation successful.

T2 E—bERELET,

Manager > ADD IP ROUTE=0.0.0.0 INT=pppO
NEXTHOP=0.0.0.0 J

Info (1005275): IP route successfully added.

17 ICMP /N7 & Ping (Echo/Echo Reply) & EIERTIAE

(Unreachable) M&RABTHITL £7,7 16

Manager > ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACH .

Info (1077003): Operation successful.

13 tDMUIBATDREERXT 1 v OICHELF T, BIH 3 D
MUEBBBEICE, N ENOIKaFIC ROUTE, MASK OfE 18 ident 7O+ —#EEAERICL . HBD X —IU (SMTP) H—
ZEDZELDICEREL T, BHERL TS0, N=2EDBD identBRICHL T, 1272562 TCP RST %3k
FTEORELET,
R A
Manager > ADD IP ROUTE=192.168.20.0 Manager > DISABLE FIREWALL POLICY=net
MASK=255.255.255.0 INT=pppl IDENTPROXY |
NEXTHOP=0.0.0.0
Info (1077003): Operation successful.
Info (1005275): IP route successfully added.
- 19 7470+ —VRUY—DBERARRESSD A VR —T1— R
2B #IEEL T,
Manager > ADD IP ROUTE=192.168.10.0
MASK=255.255.255.0 INT=pppl N . .
NeTanog oS358 LANB (vlan1) 4>&—7x—2% PRIVATE (%) ICHE
L&Ed,
Info (1005275): IP route successfully added.
Manager > ADD FIREWALL POLICY=net INT=vlanl
14 DNS U L—#8aBHICL & To TYPE=PRIVATE
Info (1077003): Operation successful.
Manager > ENABLE IP DNSRELAY .
Info (1005003): Operation successful. A R—xy ~ERAD WAN /) (ppp0) AV R—T1—R%
PUBLIC (5h8R) ICRREL &Y,
OT 7 A7 U+ —ILDEE
Manager > ADD FIREWALL POLICY=net INT=ppp0
" TYPE=PUBLIC ./
15 D74 PO+ —)UiREZBICL &I,
Info (1077003): Operation successful.
Manager > ENABLE FIREWALL .|
Info (1077257): 19-Apr-2002 19:55:22
Firewall enabled.
Info (1077003): Operation successful.
6T H ) RRETIE. ICMP 27 74 P o x — % @é
Lyl TEEtA.
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20

21

CUG ¥—EX#EmAB®D WAN f (ppp1) 1> A—D1—R%
PUBLIC (M) ICBREL&T.

Manager > ADD FIREWALL POLICY=net INT=pppl
TYPE=PUBLIC .|

Info (1077003): Operation successful.

LAN Blxy hDO—=SIC# SN TOBSINTOIVE 21 —%8—
NAUR—Y EADBEIC ENAT #aE=BERATED LORE
LETNATZ FLRELT ppp0 DIP 7 FLUREFBARL T,
2PATP O —VDAAFIYHENAT Tld. Ny BAYINT
D5 GBLINT IZ&ErsnicE &S, Ny hDisR”? FLUR%
GBLINTO? FURICEESH]AE T,

CUGH—ERBT/NT Y FDBEEF . NATIIMEOE B A

Manager > ADD FIREWALL POLICY=net NAT=ENHANCED
INT=vlanl GBLINT=ppp0 .J

Info (1077003):

Operation successful.

ORRD SDBEEINTHITDIN—IEHREL TT MR
D3 DUEHBBREICE. INTORRD IP PRLRTED
REMOTEIP =48 L 1o — I ESREL TEE W

= A

Manager > ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=pppl PROT=ALL
REMOTEIP=192.168.20.1-192.168.20.254 .

Info (1077003): Operation successful.

=B

Manager > ADD FIREWALL POLICY=net RULE=1
AC=ALLOW INT=pppl PROT=ALL
REMOTEIP=192.168.10.1-192.168.10.254

Info (1077003): Operation successful.

Oz, I\ZAD— R, REREF

22

126

BAERELE T AT BRERELICCEDDDHE . B
DBERERBFETY,

Manager > SET TIME=01:00:01 DATE=01-APR-2005 ./

System time is 01:00:01 on Sunday 01-APR-2005.

tERLGl

23

24

25

2—4%— [manager] MNRD—F%ZZEL &T, Confirm : D
ANERA-EE, OV RTOVT RARRSNBOBEE.
UAa—=2F—%BL TS0,

Manager > SET PASSWORD J

0ld password: friend J
New password: XXXXXXX o
Confirm: xxxxxxx

FESLUETT REANBERERO VT R 7 A ICIREL &
Jo

Manager > CREATE CONFIG=ROUTER.CFG ./

Info (1049003): Operation successful.

RBROUTFELTBELET,

Manager > SET CONFIG=ROUTER.CFG .

Info (1049003):

Operation successful.

OO

26

27

28

PPP O#EHmOMEILIE. [SHOW PPP] O%Y FTHIRTE& I,

Manager > SHOW PPP .l

Name Enabled ifIndex Over cp State
ppp0 YES 04 IPCP OPENED
eth0-any LCP OPENED
pppl YES 04 IPCP OPENED
eth0-any LCP OPENED

LANBIODYE2—&"—TWeb 75 0¥—RE%RTL . AV
R—RY MIPHOERITEBH T EE2H#ERBL TIZE W6

BHE LANRDIVE2—R2—H PP RLX%ZBBHRBID &£
DICHESNTWVBHBE OHCP 454 PV FTHB%E) . K
RGO DHCP Y —N—#peeRELICRIC, DVEa—&—%
w£E (IX13FEE) IIVEHDYET,

LAN BlODYE1—4—H5, CUG $¥—EXTHEMLTUS
P—N—BENBBTEBEAERL TS0

evk

17 Y 7Ry M TWindowsDRY FD—5 RS A4 T 4% 8187
B1cHIClE. HIAE Windows 2000/XP Tl [ R v b
D—4]) > [RY D=0 TU—2MEN] TERND XA
FPOORYORT, $—=N—D P 7 RLRBE#IKEL &
ED
(f) ¥¥192.168.1.10



FEH

BRDREFIRERTIDLICE> T L. RESNDRERY

VT RO 74 ERLET,

£ 13.9.2 Hlm A DFRERAIUT T 74 (ROUTERA.CFG)

#13.9.3 =B DFRERAIUT T 74U (ROUTERB.CFG)

1

CREATE PPP=0 OVER=ethO-any

2

SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_b@example.co.jp PASSWORD=passwd_b
LQR=OFF ECHO=ON

1

CREATE PPP=0 OVER=ethO-any

CREATE PPP=1 OVER=ethO-any

2

SET PPP=0 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=site_ a@example.co.jp PASSWORD=passwd_a
LQR=OFF ECHO=ON

SET PPP=1 OVER=ethO-any BAP=OFF IPREQUEST=ON
USER=flets_b PASSWORD=fpasswd_ b LQR=OFF
ECHO=0ON

CREATE PPP=1 OVER=ethO-any

ENABLE IP

ENABLE IP REMOTEASSIGN

4  SET PPP=1 OVER=ethO-any BAP=OFF IPREQUEST=ON 7 ADD 1P INT—vlanl 1P=192.168.20.1
USER=flets_a PASSWORD=fpasswd_a LQR=OFF MASK=255.255.255.0
ECHO=ON
8 ADD IP INT=ppp0 IP=0.0.0.0
5  ENABLE IP pep
9 ADD IP INT=pppl IP=0.0.0.0
6 ENABLE IP REMOTEASSIGN
10 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0
7  ADD IP INT=vlanl IP=192.168.10.1
MASK=255.255.255.0 11 ADD IP ROUTE=192.168.10.0 MASK=255.255.255.0
INT=pppl NEXTHOP=0.0.0.0
8 ADD IP INT=pppO IP=0.0.0.0
12 ENABLE IP DNSRELAY
9 ADD IP INT=pppl IP=0.0.0.0
13 ENABLE FIREWALL
10 ADD IP ROUTE=0.0.0.0 INT=pppO NEXTHOP=0.0.0.0
14 CREATE FIREWALL POLICY=net
11 ADD IP ROUTE=192.168.20.0 MASK=255.255.255.0
INT=pppl NEXTHOP=0.0.0.0 15 ENABLE FIREWALL POLICY=net
ICMP_F=PING, UNREACHABLE
12 ENABLE IP DNSRELAY -
16 DISABLE FIREWALL POLICY=net IDENTPROXY
13 ENABLE FIREWALL
17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE
14 CREATE FIREWALL POLICY=net
18 ADD FIREWALL POLICY=net INT=pppO TYPE=PUBLIC
15 ENABLE FIREWALL POLICY=net
ICMP_ F=PING, UNREACHABLE 19 ADD FIREWALL POLICY=net INT=pppl TYPE=PUBLIC
16 DISABLE FIREWALL POLICY=net IDENTPROXY 20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl
GBLINT=pppO
17 ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE
21 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW
18 ADD FIREWALL POLICY=net INT=pppO TYPE=PUBLIC INT=pppl PROT-ALL REMOTEIP=192.168.10.1-
19 ADD FIREWALL POLICY=net INT=pppl TYPE=PUBLIC 192.168.10.254
20 ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl s . _
GBLINT=ppp0 [SET TIMEJ %> P&, DXV RTOYI MIHLTAR LIS
VY RFOINTHA RET 7MIVEL TRESNS DI TIER W&
21 ADD FIREWALL POLICY=net RULE=1 AC=ALLOW

INT=pppl PROT=ALL REMOTEIP=192.168.20.1-
192.168.20.254

WDRUCTEELIZEO

&Rl
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13.10 XE LDFEFEIE

PPPoE v ¥ 3 VOFEIC & BHIKR

FETIS . ARRDERET D CEEFIC PPPOE v Y 3 VAL S
. DEEBRERSNIOREBE B U E T, PPPOE £ v 3> OH#,
BERZTOBGER. FBTTOLET,

tO#flE. [DISABLEPPP ) O% Y FEETLET,

Manager > DISABLE PPP=0 J

Info (1003003): Operation successful.

Manager > SHOW PPP .|

Name Enabled ifIndex Over cp State
pop0 NO 04 IPCP CLOSED
eth0-any LCP INITIAL

722U [DISABLEPPP] IRV R SYRALXEY—LED
PPP MOFER LU T MMIBINEND D TERIUETT,
CDIRRET CREATE CONFIG OV Y FZZETIH &

[disable ppp=0] FHRERHO VT LT 7 A IVOARBEL TRESH
FT. AR@EBRENLICEE. WDETR>TH PPP UV OHE
ILEBA

Manager > SHOW CONFIG DYN=PPP .|

#

# PPP configuration

#

create ppp=0 over=eth0-any

set ppp=0 bap=off iprequest=on username="userl@isp" password="isppasswdl"
set ppp=0 over=eth0-any lgr=off echo=10

disable ppp=0

PPPoE v ¥ a3 v DBER

[DISABLE PPP JO~Y Y FIZ &2 UM% . BRI 5 ICIE[RESTART
ROUTER] O7Y RFARFIFLTLIZEW,

Manager > RESTART ROUTER .

128 | {Zmh

PPPOE [CBI327 VFVIN—K

PPPOE @ LAN BUEF Tl IPCP x YT —Y 32k > T WAN
Bl (PPP) AV A—DJx—RICRY bD—HFP FLR GRR REEH O
DF FLR) PEIUBTENE T, *Y FDO—OF FLRIE KRR b
PRURELTREATERWCD FREPYFUN=FEELT
TN BRBICEDEEARERCETHERIB PV FUN-FEFE
BUET,

W—5—8&5N WAN BIA>E—2 =05 IPNTy hexdd
BBEEEATHEL & Do WRBTPYFUN— TR, EEAYV
R=T 1= RIP FURDRESNTORBVID, DA Y &R—
JI—ADFP FLREBABLET, LHLGEHS. PPPOE LAN BD
BB VB VICE WANRIA VB2 —D 1 —RICP FURDRE
SNTOBICD, N7y FOBKRP FLURELTERRBRTERZO
RY D=0 F FURBMERESNTLEOET BBFHBDRBD/N
Ty EhBEFEA) .

BB V—E—BEN/NTY FERETBILEBBOD, DT
CEBHIBMNERHYIEAN. L2TP, IPsec TIEAFRIVET
Fo CNBTHT RSN Y B, 8827 RLRELT
W—R—0O WAN Bl 22— 1 —ROP FLURHMERSNS D,
XDP FURELTHEWSED=FERLBHFNEE Y EE A

B P RURAMEARTIND £DICTBICIE. WAN Bl &—
TI1—REXNVFAR—IVIL . —AICBWR 7 FURZF/ELICE
T T2 RI—EBWIT7 FLRADAVE—D 2 —RICEFT
PYUFTI,

BIZIE. TONAE—H5 192.02.0/29DF RLURHEIUHETEN
TOWBETBDE, RDKDICHEL &F. COBHITIE. LAN BIHS
WAN BINDNT W k& ppp0-1 ICV—T 1 VTS, 1827 FU R
ELT 192021 HMEAESND L OICBYET,

ADD IP INT=pppO-0 IP=0.0.0.0

ADD IP INT=pppO-1 IP=192.0.2.1
MASK=255.255.255.255

ADD IP INT=VLAN1 IP=192.0.2.2
MASK=255.255.255.248

ADD IP ROUTE=0.0.0.0 INT=ppp0-1 NEXT=0.0.0.0
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A.5 10BASE-T/100BASE-TX/
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A.6 PIC (Port Interface Card)
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oI, ARO20 DFRAZRL £

Manager > SHOW SYSTEM .

Router System Status Time 01:36:14 Date 05-Apr-2006.

Board ID Bay Board Name Host Id Rev Serial number
Base 257 AR570S 0 M2-0  D1656101A
PIC 75 0 AT-AR020-00 PIC E1/T1 PRI 0 M2-0 50087737
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Router System Status Time 01:36:14 Date 05-Apr-2006.

Board ID Bay Board Name Host Id Rev Serial number
Base 257 AR5708 0 M2-0  D1656101A
PIC 75 0 AT-AR020-00 PIC E1/T1 PRI 0 M2-0 50087737
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