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goooooboooboooooooobooobboobboo
goooooooooooooooboobboob bbb boooboobbobboon
goooboboooboogobooobooooboobbooboo

s 00000000000000000000000000 SHOWFLASHOOOOO378000000O
gooooo

SHOW FLASH J

s J00000000000000000O00O0O SHOW FLASH PHYSICALOOOOO38000000O
goooo

SHOW FLASH PHYSICAL J

s 0000000000000 00000000O00O000O0O0ODODOO0OD ACTIVATE FLASH
COMPACTION O O0OO0OO0OO11700000 000 O M Flash compaction successfully completed.0 O O
gooooogobooobooobooooboboobogboobooboooboobbobboboobbbobooooboo
gooooooooooooooooOooOoOopoOoOoOOOOOOOOO 1050000000000 OM

CentreCOMAR570S 0000000000 2.9 oooog
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oooooooooooon

ACTIVATE FLASH COMPACTION .
[ Noo0oo000oo0o00oooO000ooO0o00oOoO000DOoO00DOD00D0DDOOD0DODODDO0ODDODOODO
goboobo0oooooobooboooo

goooooooooooooooboobboob bbb booboobbobbooo
goooooooooooooooboobboob bbb boooboobbobboon
goooooooooooooooboobboob bbb boooboobbobboon
goobooboobooobooobobooobooooog

gooogoood

goooooooooooooooboobboob bbb booboobbobbooo
gooooobooooooobooooboobbobboobooboboobDbooobboobbon

gooooooooboooooboooooooboobbooboobogbboboboobo

device:filename.ext

device O00000flashD 00000000000 nvsONVSOOODOODOODOOOO
O0000000000000000 flashOOOoOoooooooooO
filename gooooooooomoooolo28000000Oo80ooooooooon

goboogbooom@oooooobooobmoobLboooboobo-gg
gooobooooooooboobobooobboboooboboooobbbooboboo
goboooboodgo

ext 0000000000000 000o0ooo0oooooooooog 1030
gooogboogoooob-obboboboobbooobooboobbooobo
gobogboogoboooooooboobooboo

02

Oo0o0ooooooooooooon

ooo oooooog

rez O0000000ooo0oooooooooooon

paz 0000000000000 0oo0oo0ooooooooooooooog
ooooooooogd

cfg oo0ooo0o00o0o00o0o0oo0o0oo0o0booo0oO0scp0ooonon
00000000000000000000000000000000 cfgO0O
ooo

googo CentreCOM AR570S D0 OO OO0ODODO 2.9
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ooooooooooooon

scp 000000000000cfg0 000000000000 000000000OO
poboooooooooooooooooogoodo scpogn

hlp O00U0O0OD0OODO0O0O0O0OOSETHELPOOOOODODOODODHELPOOOOOO
gooo

lic gobooooboobobooboobobooboobuoobuoobobooo
gobooboooboboooboooobooobboooboobboboboboo

ins gooboooboboooobobooobbobooobbooobbbbooonog
o

dhc DHCPOOOOODOOOOODOOOOO

txt

goboogoogoood

0 3:

goooooooooooooooboobboob bbb booboobbobbooo
gooooboooooooog

googoo ud

boot.cfg 0000000000000 0DO0DO0O0OOSETCONFIGOOOOODOOOooono
gobodboodbbdnonel 000 oboobooboobo
gooobooooobooooboobooobbboooboboooobbuoooobo
goboooboogo

config.ins gooobooooobooooobooobbbooobobooobbbuooooobog
O0OOD0OODO0OOSETCONFIGUOOOOOOOODOoooooooooooo

prefer.ins gobodoboogboboooobooobboobboobuoobbooboo

enabled.sec

goododooooobobobobbobbobbobboobooooobobbobo
gobodoboogboboooobooobboobboobuoobbooboo

random.rnd

IPsec0000000O000OODOOOOODODOOOOOODOOOOOOOOO
goboobooobboobobooooboog

release.lic

goobooooobobooobbooobbobboobbooobbbuoooooog
gobogboogoboooboooboobboo

feature.lic

goobooooobobooobbooobbobboobbooobbbuoooooog
gobooogbooooboooobooobbobboon

longname.lfn

00000000830 0000000000023 0000000000000
000000000ooooooo 8000000000 ooooooooog
goboobooobobooobooooboobboooboobbobboboo

dyndns.sec 000000 DNSOOOOOO0OO0DO0oooooooooooooooooon
OO0 DNSOOOOOoDooooIPOOO0OO0OO0OOO0OOOOOOOOO
0 4:
ooooooo

O0000000000000000Ofilenamed0 80000000000000000028300000

CentreCOMAR570S 0000000000 2.9
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oooooooooooon

000083000020 00000000000000000000000O000OODODO0OO0O0OO0OO
goooooooboooooooooooboobboobogboobDboobpbooboobbo

e [0 00O verylongfilename.cfg
e DO O0OOverylo0.cfg

[ Noo00o000o00o0oO00oOo0o0ooOo00Oo00oO00ooU0OoO00O0DD0DOD0D0DODODODUODDOD

goboobo0oooboooboboboboooboobobObobOoobobbon

0000000000000000000000000000000000 longnamelfn0 0000000
longname.lfn O Ofilename 000 800000000000 000000000000000O000OOO
goooooooogo

O0Ofilename 00000 8000000000000 100008300000000

s SHOWFILEOOOOO374000 0000 0000o0o0o0ooooooooooooooon

SHOW FILE J

s SHOWFFILEOOOOO320 000000 00000000 0oooooooogooog

SHOW FFILE J

m 00000000000000000000SHOWFILEDOOO0O037400000 longname.lfn 00
ooooo

SHOW FILE=longname.lfn .

s 0000000000000 0000000000000000000000000000000000
oooooo

SET CONFIG=verylongfilename.cfg

ood

SET CONFIG=verylo~0.cfg J

L DELETEFFILEODOOOO188 00000 SHOWFFILEO OO O O37200000000000000000
gobooobooboooboooo

[ 00000000 000oooo0o0000oDooOO00O0000DDOOODDOD00D00DODODODDOO00O0OO
pgooboooboooooooboobobobooobooobobboboobOoobobbobooboobooDb o
0000000000000 00000 SHOWFILEDOOOODO37400000 longnamelfn0000000
goboobooboooboooooobo

[ O000000000D000D000000OCREATECONFIGOOOOO15800000000000O00ODO
0000000000000 000000SHOWCONFIGOOOOO363 00000 DYNAMICOOOOO
goo0obDOoOoooOooOoDbobooboom

ooooo CentreCOM AR570S 0000000000 2.9 17
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ooooooooooooon

ooooogano

000000000oo0o00ooooo0oo0oooo*X0000O00000o0o00oo0oooooooon
000000000000 ooO0o*X;0O0000o00oooo0oooooooooooooooon

s 0000000000000 0O0ONVSOOOUOO0O00000O000000000rezOOOOODOO

SHOW FILE=*:*.rez J

s J000000000000000000000000OdevieeOOODO flashOOOOOOO

SHOW FILE=*.txt J

s NVSOOOOOoooooogoooogg

DELETE FILE=nvs:*.scp J

s DELETEFILEOOOOO189 00000 SHOWFILEO O OOO37400000000000000
gooooooooobood

DELETE FILE=gw*.scp

[CO0 0 00*base.cfg0 000000 *oo*cfgdOOOOOOO

m [J0000boobooboboboobobooobooobooboon

e DELETEFFILEO O OOO188 0000
e DELETEFILEOOOOO189 0000
e SHOWFFILEO OOOO3720000
e SHOWFILEOODOOO3740000

ooooogano

gboooooboooobooobooboobboobo
s JO00JUO0O0O0OODOSHOWFILEO OO OO374000000000000

SHOW FILE J

s 000000000000 00000000000O0O00000
SHOW FILE=*.scp
s J00D00O0O0O0O0DUOODOSHOW FILEO OO OO37400000000000000000000

J0000O0O0O0ODO0O0OD0ODODOSHOWEFILEOD O DODOO374 0000000000 000000oooooo
O0000.txt0O.scpU.cfg0 0000000

SHOW FILE=mitai.cfg J
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oooooooooooon

s 00000000000 DELETEFILEODOOOO189 0000000000000 00O0O0O0ooOOn
goooboooobogboboooog

DELETE FILE=iranai.cfg J
DELETE FILE=*.txt J

[ 0000000000000 0O0O000000ODODO0O000000DDODDDO000OOODODD

[—cdnfig.insO prefer.insO release.licO featurelic 0 000 0000000000000 D0O0O0OOO0O0O0OO
gooooooodoo

[ 00000000 000oooo0o0000oDooOO00O0000DDOOODDOD00D00DODODODDOO00O0OO
ooooo

s 000000000000 RENAMEOOOOO2860 000000000

RENAME old.scp new.scp

s J00000000000000000O0EDITOOO0OO020000M 000000000000 O0OO
gooooo

EDIT myscript.scp

m (JOO0fjgooooobooogooooobobogooobLbbboooobobLbbbobobbbbougg
OODODUOOO0OOCREATEFILEDOOOO161 000 ADDFILEOOOOO1230000000000

e JU0DOODUDDOOOMMSHOWXXXXOUDUOOOUODOODUODODODODOOUOUOODOUOADDFILEDO
000012300000 CREATEFILECO OOO0O161 00000 PERMANENTREDIRECT O O
gooogooooooo
- 0000000000000 00000DU0O0O00O0DU0O0OCREATEFILEDOOOO16100

gooooooooboogooboo

CREATE FILE=output.txt COMMAND="show system" J

[ AREATEFILEOOOOO161 0000000000000 0O0O00O0O00000O0Ooooooo
0000000000000 0000000000000000 FORCEODOODODOOoOooooQd
00000000000 00o00oo0o00oo0o0oo0o0 ADDFILEOOOOO1230000
ooobooooboogo

- 000000000000 000O000000UUU0OU0D0D0D0OD0OO0OCREATEFILEO O OO
Ol6l00000 FORCEODOOOOOOOOOOOOO

CREATE FILE=output.txt FORCE COMMAND="show system" .

ooooo CentreCOM AR570S 0000000000 2.9 19
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ooooooooooooon

[CFORCEOOODOUOOOOUOOOOOCREATEFILEOOOOO16l00000000O00O0O0OOO
goboobooooboobobooboo

- 0000000000000 0O00000000DUO0DO0OUADDHFILEDOOOO1230000
gooooboooooooog

ADD FILE=output.txt COMMAND="show release" J

[ O000000000000000000000000000000OCREATEFILEDOOO0O161
goooboooooboboobooOm

e JIIODDOODODODDUUMENABLEXXXXDEBUGLHOODODOODUOOOOOoOoooooooo
OODADDFILEOOOOO012300000 CREATEFILEO O O0OO161 00000 PERMANEN-
TREDIRECTOOOOOOOOOOOOOO
goooobooooooobooooboobboobooboobboooboo
1. ADDFILEOOOUOO012300000 CREATEFILEO OOOOl6l00000000O0O0

0000000000000 0O0ENABLEXXXXDEBUGD O OOOOOoOooooooooo
PERMANENTREDIRECTOOOOOOOOOOOOOOOOOOOO

CREATE FILE=swidebug.txt COMMAND="enable switch debug=all"
PERMANENTREDIRECT J

0000000000000000M enable switchdebug=allDOODODODOODODOO0OOOO
goooobooooooooobooboobbooboobbooboobbbDoboo
swidebug txt DD 0000000000000 0000000O0O00O0OswidebugtxtOO0OO
gooooooooooobooooooboobbobbooboobbooobboooobo

2. 0000000000000 DOO0O0O0O0OO00O000OORESET FILE PERMANENTREDIRECT
000002870 00000000000000000000O0O0O0OOO0OODOOO0O0OO0O0O
gooobboooboooobooooboooog

RESET FILE=swidebug.txt PERMANENTREDIRECT .

[ 000000000000 00OD0ODOD0OO0O0ODODO0O0O0O0O0ODODOO000000D0D0OO0OOoOOon
goboooboboooboobooobbooobobUobbooobboobboobbooDbbo
0000000000000 0000ENABLEXXXXDEBUGOD OO OOOOOOODOOOOoOO©
0000000000 0ENABLE XXXX DEBUGD OO OOOODUODODODODODODODODO0OOoOOoooOd
oobooboooo

3. 0000000000000 oDO00oO00o0oooDO0o0oooooooDooooDooooog
goo

DISABLE SWITCH DEBUG=ALL .
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oooooooooooon

s [OADOO0O0O0271000000000000000000000000000COOOOO0OOOO0
000000000 TFTPOODO 192.168.1.11 00 longscp 0000000000 D0O0O0OO0O0ODOO
0000000000000 HTIPOD ZMODEMOOOOOOOOOOO

LOAD FILE=long.scp SERVER=192.168.1.11 DEST=flash

s UPLOADOO0OOO0489 0000000000000 00O00O0OOO TFTPOOOOOOOOOOO
00000000000000000000000 taisetsu.cfgd TFIPOOODODOODOO0OO0OO0O0D0OO
ZMODEM UOOOOOOOOOOOOOOO

UPLOAD FILE=taisetsu.cfg SERVER=192.168.1.11 J

CTFTPODOO0ODOOOOOUNIXO OSO tftpd 0000000000 000000DOODOOOO0OO0OOODOD
pgoobooobooooooobooboboboobooobobboboobOoobobboboobOoOoboob o
poooooboooooobbooooobbooooboobooobboboboooobobbbooooboobobo
gobooboooooooobo

UNxXOS[1]# cd /tftpboot
UNxXOS[2]# touch karappo.cfg
UNxXOS[3]1# chmod 666 karappo.cfg

ooooo CentreCOM AR570S 0000000000 2.9
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oooooooooo

Joobooboooon

goooooooooooooooboobboob bbb booboobbobbooo
goooooooooooooooboobboob bbb boooboobbobboon
goooboobood

gooogoood

goooooooooooooooboobboob bbb booboobbobbooo
gooobooboboooboooobooooboboobobooboboobobpbooboboub oo

s 0000000000000 0000D0000O00CREATECONFIGOOOOO1800000000O
000000000000.cfgD00.scp0 00000000000 00000O0DOOmynet.cfgDOO000
goooooooooooobooooboobbob bbb booobDbooboobbobbooo
gooobooboogog

CREATE CONFIG=mynet.cfg

goooooooooooooooboobboob bbb booboobbobbooo
goooooooooooooooboobboob bbb boooboobbobboon
00000000 00oooooo ADDO SETOODO0OO0OO0OO0O0OO0OUOOo0ooooomuoooooon
00000o00ooo00oo0o0ooooooooooooooMb5000000000000oogn

s J0000000000000000000000000000000SETCONFIGOOO0029% 00
goooooogooooobooooboobbobbooboobbooobDboooboobbobboon
gooooooboooooboobomuobobonooobobonoobobooboboo b
gooooo

SET CONFIG=mynet.cfg

s 0000000000000 00000DOO0O0O0O0O00 SHOWCONFIGOOOOO36300000
gooooo

SHOW CONFIG o

s 000000000000 000000000SHOW CONFIGOOOUOO36300000 DYNAMIC
gobooooboooooooobooooboobboobbooboonboooonoo

SHOW CONFIG DYNAMIC

s DYNAMICOOUOOOOOOODOOOOOooooooooooooooooooooooooooo
o00ooooooooOoIlPO00O00ODOOO0OOODOOOOOOODOO

SHOW CONFIG DYNAMIC=IP J

m [Jo0oodoogbobooboogooobooboobobboobobboboboooobLooLbo
O000000000O0O0O0O0O0O0OSETCONFIGOODOOO29% 00000 NONEQODODOOoOooooo
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oooooooooo

SET CONFIG=NONE
m J00000000000000000Mboot.cfgl0O00DDODOOOOOOOOOODOOOOD
googooog

m (JOO0jgoooooboooooooobbogooobLbbboooobobLDbbboooobLboOoo
OORESTARTOOOOO29300000 CONFIGOOOOODOOUOooOOOoooooooooooooo
O00O0O0O0RESTART REBOOTO O OOOCONFIGOODOOOOOooOoOOoooooo

RESTART ROUTER CONFIG=lkaikiri.cfg J

s 0000000000000 00000000O0O0RESTARTOOOOO293 00000 CONFIGOO
O0O0OODO0ONONEOODOOOODOOOO0OO bootefgD OODDOOODO

RESTART ROUTER CONFIG=NONE

ooooo CentreCOM AR570S 0000000000 2.9
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oooooooooo

Joobooboooon

pobooodoooobooooooboooooooooooodooooooooooooooooooon
0000ooooooo Temet0 O O0O0OO0OO000O0OO0OO00OO0OO0OOOOOOOOOODOOOOOOOO
pobooodoooboooooooobooooooooooooooooooobooooooooon

goon

cooooooobooodbooooooooooobooooboooooobooooooobooooon
0000000000000 oooodTelnet00DODO0O0O0OO0ODOO0OO0OOOOOOO

[CTknet0 000000000000 0OO0OO0ODOO0ODDOOO0ODOOODOOOOOIPODDOODDOOODO
0000000000 000000000 IPOOO0OO0ODOOOO0ODOOOOODODOOOOODOOO0
00000oo0o0oo0o0oo0ooooolPOOO00ODOOOOIPDOOOOOOODOO

000000000 oooooo0 TelnetO00O0OO0OO00Mlogin: 000000000000 00O00O0OO
0000000000000 o0oo0o0oO0oo0oO0oo0o00O0000 @M Enter 00000
ooooodgooo

000000000 OManagerd 000000000000 Omanager00000000000000OOO0
000000friendd00 0 M login:00000000000managerd0 M Password:J0 0000000
OOfriend0 0000000000000 0000O0O0OO0OO0OO0O0OO0OO0O0O0O0O0O0O0

login: manager
Password: friendD0O0O0OO0O0OODOOODOO

Manager >

[CNo00000000000000000000000000000000DO000000D000000D0OO
oooo0o0oooooooOoO0O0oO0O0OoO00000bOOO000000O0O00000C0B0O0O0O00

[Tenet0 00 000000000000 DOO0O0DDD 10000000DDO0O0OOTelnetOOODDOO
oooooo

[CON000000000050000000000000000000O00O0D0O00OODODOOOODOODO0OO
01000000000000000000000000DO0Telnet0 D0 0O0OOO0DOOO0DOOODO
0000000000 TelnetDOOOOO0OOO0O0ODOO0O0DOOO00DO0DOO0DODOO0DOOOSETUSER O
0000359 00000 LOGINFAILOLOCKOUTPD OO OOOOOODOO0O0OO0OO

goboogoogd

pobooodoooobooooooboooooooooooodooooooooooooooooooon
ooooo

LCSETASYNUOOODODmMOOOODOO0OO0O0O0O0500000 PROMPTOOOOOO0OODOO0O0O0OOO00OO0OO
gooo0o0o0ooooooOo0oO0OoOoOoO000000O0O00000b0b0B0O0O00
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oooooooooo

e UserOO

>

e Manager 000

Manager >

e Security Officer O O O

SecOff >

OO0OSETSYSTEMNAMEOD OOOO33800000000000sysNameOOOOO0OOOO0O0O00O0M >0
goooooooooooooooboobbob bbb booboobbobbooo
gooooboooobooooboooboobboboboooboog

Manager > set system name="GW/Saidaiji"

Info (134003): Operation successful.

Manager GW/Saidaiji>

gobogooogoo

O000o00o0o0o0oooooooooooooooooggvricoooooooooooooooooon

oo oo

- loooooo

- loooooo

Ctrl/A goooo

Ctrl/E goooo

Delete0 00 Backspace 000000 0000000DO

Ctrl/U gooooood

Ctrl/O goboobooboobooooooooooobooobooo

1 0og Ctrl/B goboooooooboood

1 00Qg Ctl/F gooooboooboooo

TabO OO Ctrl/I goboboobooooooobogoobobobobboooobobooooooon
goooo

Ctrl/R gobooooboobooooooobooooooboooboooo

Ctrl/Q SHOW XXXX OOoOOoooooooo

0 5:

gooogooooobd

goooooboooboooooooobooobboobboo
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oooooooooo

s 0000000000000 0000000OOoOooOooO 1000000 0ogooooooooon
00000o00ooo0oo0ooo 10000000000 0000000000000000D000o0O0
000000000 O0ADDO SETOO M

[SETSYSTEMNAMEOOOOO338000000000000000000000000O00OO0OO0OO
oooo

s JADDODIPOCOO0O0O0O0OOOO0O0O0O0O000O0O00O0O0O00O0O0O0O0O0OOOOOOOOOUOO
gooooooooooooboboooboobboob bbb boobDboooboobbobboon
gooooooooooooboboooboobboob bbb boobDboooboobbobboon
gooooboboodgo

m 0000000000000 00000000000O00O0OSHOW FILEO OO OO374000000
gopooobooooooooboooboon

SH FI J

[ 0000000000000 000000o000D00DLD00DOD 00D 0000 0ODODODODOO0ODOODOO
gooO0oDbOOoOooooooDoO

m 0000000000000 00000000000O00O0ODOOOOOOOODOOOOOOOODOOO
OO0 Manager 100 00000000000O000O00O0O000OO SecurityOfﬁcerDDDDDDDDD
ooo

m JJ00ooooooooboobooboobboobboooboobL0bDoobboo0obbooobboobo
0000000000000 00o0000oo00o000o000o0oUooUoo0oooOO0g CREATE
CONFIGUOOOO18000fdoooooooooooooooooooooooooooooooo
gooooboogoooooboooboo

gooogoogooo

goooooooooooooooboooboobboobogboobboobnboooobo

Manager > add ip int=eth0 ip=192.168.10.1

Warning (2005267): The IP module is not enabled.

Manager > enable ip

Info (1005287): IP module has been enabled.

Manager > show ip interfaith

Error (3005012): Parameter "interfaith" not recognised.

m [J00ogobooobooboooboboobooonoo

ooo (ob): OO
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oooooooooo

e JODUIODUOODDUODOUUDDLDUODLDUUOLDDLDOUOUDLOODLDbOD
- Info000000000000D000000
- WarningD 0000000000 D00O000DOO0O0O0DOO0O00O0O00O00O0000O0000
- Error: 000000000 OODOOODOOO

[ 000oooo0o0O000000000000O0ODO000000000D0O000DDODODODMDO0O0O0OD
000000000 0o021/MSGOO DO DD OD001/INFOOD 002/WARNMD 003/ERRORO O O
00000000000 000000000000000000/00000000000000

e 0003000000 00ODOODY7OHOODOUODODOODODOO

sSmmmnnn

- 0Os00000000000000 1000000010 Infold 20 Warning(T 30 Error0 O 3 O
gooobooobooboobooooooooooogon
- OmmmO00000000O0O00000O0OO0O00 3000000000000 O0O0O00O0O
o00ooooOoooooo0oOoIbobo0oooooooooooooo
- OnnO000000000000000003000000000102550000000000
000000256099 0000000000000000000O0
e JUOODOOLOOOLOOODODODODO

gooogoogooo

goooooooooooooooboobboob bbb booboobbobbooo
goooobooooogooog

e JODOOODOO
e JODOOODODOO
o JODUOODOODODO

0000000000000 0000000000000000TABODOOOO0O00OoOoooooooon
goooboooobogoboboooog

oo googo oo
gobooobobooooooon
?0 0 0O 00O00O0O0O0OO0OOOORO00TABOOO OCOOOOOUOOODOOOOOODOOOO
<TAB> god goooooooogoo
keywords 10000000000keywordsDO0O0O 000000000000 00O0O0O0OO
?0 0 0O 00O0O0O0oOOOoUOoOOOOOooO?200 OLOOoOOoOoo
keywords OTABOOOOODO
<TAB>
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oooooooooo

gooooboogoooooboooobooo

partial— DDDDDDDDpartial—keywordDDD gooooooooooooooooon
keyword? 000000000000000?0000 00 partial-keyword 000000000
goood
gooooooa
partial— DDDDDDDDpartial—keywordDDDD gooooooooooooooooon
keyword<TAB:E|DDDDDDDDDDDDDTABDDD DDpartial—keywordDDDDDDD 100
ooo 00 00O Opartial-keyword D 0000 O

00000000000 partial-keyword
goboboooooobooobbooobbooo
gooooooooo
gooooooooo
keyword="? 00000000keywordDOOOOOOO keyword 0OOODOOOO0O0OODDOOO
00O0key- D00=0000000000?000TABD 0O00000000000O00000OOO
word=<TAB> 00000 O

06:00000000000D0DD
gooobobooooogobooobooooboobbooboo

ooooogano

goooooooooooooooboobboob bbb booboobbobbooo
0000000 0O0oO0o0o0O0oo0O0O0O000O00000000OO?2O00TABODOOO0Oooooooooo
gooooo

[(C?2000TABO 000000000 0O0D0D0O0D0O00O0O0O0OO0O00oODO000O0O000000000000
pgooboooboooooooboobobobooobooobobboboobOoobobbobooboobooDb o
gobooboboboooboooooobo

00000000000 100100000000 00000000000000000O00O0UADDO
ENABLEOOOUOOOOOODOOOOODODOSYSTEMOIPOOOOOOODOOOOODOOOOOOOOO
goog

goooooogoood

O0o00oooooooo?2o0d0TABODOOOODO0DOOoO0O0OOo0oooooooooooooooooon
0000000000200 TABOOOOOOOOOOOOOOOOOOOOOOOUOOUOUOOO

s 0000000000000 0002000TABOOOOOOOOOOOOO0OOOOOOOOOOO?O
gooooboooboooobm

Manager > 20000 <TAB>[

ACTivate Cause an action to be taken immediately

ADD Add new items to existing objects or instances

CLear Erase memory (NVS or FLASH) totally - use with extreme caution!
CentreCOM AR570S 0000000000 2.9 ooood
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oooooooooo

Connect Connect to a named Telnet or interactive host service or asyn port
COPy Copy a file in NVS or FLASH memory

CREate Make a new object or new instance of an object

SHow Display states and settings of all parameters and objects

SSH Use Secure Shell to log into a remote device securely

STARL Start the packet generator for diagnostic purposes

STop Terminate a current ping, trace route, or packet generator

TELnet Use Telnet to login to a remote device

TRAcCe Use trace route to see what path packets take to a destination
UPLoad Transfer a file from FLASH or NVS memory to a remote server

Manager >

goooooooooooooooboobboob bbb booboobbobbooo
gooobooooooobooooboboboooobboodobbo@ogb bbb bbb o
goooobooboooboogoboooboooboobbooboobuooo
gopooboboooboogboboooboooooooboo

[(C?2000TABO 000000000 0O0D0D0O0D0O00O0O0O0OO0O00oODO000O0O000000000000
pgooboooboooooooboobobobooobooobobboboobOoobobbobooboobooDb o
gobooboboboooboooooobo

s 0000000000000 0O0O00O0O0O0DOOSHOWOODOOoOOooooooooooooooo
000000002 O00TABOOODOOOOOOOOOOOOOOOOOO

Manager > show 20000 <TAB>[

ACC Display information about calls, scripts and domain name

ADSL Display information about an ADSL interface

ALIas List the currently-defined aliases for long command sequences
TRAce Display TRACE configuration and results of the latest command
TRIGger Display general trigger settings, or info about specific triggers
TTy Display information about one or all of the TTY devices present
UPNP Display the Universal Plug and Play state or configuration

USEr Display information about RSO or the User Authentication Facility
VLAN Display information about the specified VLAN or the debug mode
VOIP Display information about VOIP configuration or status

VRRP Display diagnostic information about VRRP virtual routers

WANLB Display information about WAN Load Balance, resources or sessions
X25¢C Display X25C information

X25T Display information about the X.25 DTE or call parameters

Manager > show
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oooooooooo

m JO000SYSTEMOOOUOUOOOOOOOOOOOOUO0ooooooo?2o00TABOOOOoooQd
goooooogoobod

Manager > show system 20000 <TAB>[

<enter>
DUMP Display information that is dumped when an exception is generated
FACtory Display information of use to the factory

MANUfactured Display the date when the unit was manufactured
SErialnumber Display the hardware serial number of the base unit

STARTuUp Display the status of the unit after startup

Manager > show system

<enter>O DO ODO0OO0OO0OO0OO0O0DOOO0OOO0OEnter0 000000000000 O0OOOOODOOOO
00000000000000000@showsystemOO0OODO000D000000000000O0OO
gooooboodgo

goooooogooogood

0000000000000 000000ooUoooooooggo2ooo0ooooooooooon
gooobooboooboooobooboooboobbooboobuoobboobo

m 000000000000 0Q000000000000000000200000000000000
go00o0oO0oOoUOooo?2o00oUooom

Manager > av?

ACTivate Cause an action to be taken immediately

ADD Add new items to existing objects or instances

Manager > a

m 00Maddiph0 000000000 00000000000000000O00

Manager > add ip h?

HElper Adds port/s to list of UDP ports to listen for on the interface
HOst Adds a user-defined name for an IP host to the host name table

Manager > add ip h

m J0000000000000000000000000000000000000000 M add ipO
boboghbOOOOOOOOOOOOOOOOO0OOO0DO00O0000

Manager > add ip g

Error (3005012): The string "g" was not recognised as a parameter for this comma

nd. Either an invalid parameter was entered or the parameter was spelt incorrect

1y.
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oooooooooo

Manager >

oooooood

goooooooooooooooboobboob bbb booboobbobbooo
g00000O0o0oO0O0O0o0oOO0OO0OOOOOTABOOODODOOOOOOOOOOOOOOOOOOOOOOO
00000000o0o0o00ooooooo 100000000000 000000000000D0D00000
0000000000000 ooooooooooooooooooooom?2o00000o0o0o0o00
goooooboodgo

s J0000000000000dO0000O00O00O0000000000TABOODOOOOOOOOOO
goooobooooboobooooboobbobboomd

Manager > ad<TAB>

Manager > add

m 00Maddiph000000000TABODOOOOO0O0O00Maddip00000hODOOODOOO 2
gdo000oO0O000O0O0oUU0oUU0D@?2wWo0000oooDUm

Manager > add ip h<TAB>

HElper Adds port/s to list of UDP ports to listen for on the interface

HOst Adds a user-defined name for an IP host to the host name table

Manager > add ip h

s (00000000000 00000000TABODOOOOODOODOOO 10000000000000O
gooooo

Manager > add ip ho<TAB>

Manager > add ip host

s J000oooooooboobooboooboobobob bbb bobooL o
000000Maddip00000g0 000000000000 000DOD0OO0OODOO0OOO0

Manager > add ip g<TAB>

Manager > add ip g

uboooocoboood

000000000000 oo0o0o000uoouo=0000000000?2000TABOODOOOOOOOO
goooooooooooobooooboobbob bbb booobDbooboobbobbooo

m J000000000000Osetswitchport=000000000?000TABOOOOO0OOOOODO
O0PORTUOOOOOOOOOOOODOOOOOOOOOOOO
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oooooooooo

Manager > set switch port=?0000<TAB>0
required - the keyword ALL, an Ethernet switch port number, a range of Ethernet
switch port numbers separated by a hyphen, or a comma-separated list of Etherne

t switch port numbers and/or ranges

Manager > set switch port=

m J000OTRUE/FALSEO ON/OFFO YES/NOO OO OOOOODOODODO0OO0D0O00000D000000
gooooboooooooood

Manager > set switch port=1 speed=?0000 <TAB>0

required - AUTOnegotiate 10MHALf 10MFU1ll 100MHALf 100MFU1l1l
1000MHALf 1000MFull 10MHAUto 10MFAuto 10MAUTo 100MHAUto 100MFAuto 100MAUto
1000MHAUto 1000MFAuto

Manager > set switch port=1 speed=

Manager > set portauth idtoggle=?00 00O <TAB>0

required - OFF ON

Manager > set portauth idtoggle=

m 000000000000000000000000000000000000 Menableip0OdipO
gopoooboogoooooboooboon

Manager > enable ip=?0000<TAB>0

No value allowed

Manager > enable ip=

gooogoood

O0o0O0O00OO0OO0O0O0OO0O0OOOoHELPOOOOO290 000000000

m 00000000 HELPOOOOO29000000000000000O0O0O0O0OO000O0OO0OOOO
gooo

HELP

m [J00gobooooboobooobobooobooobooboobbobDboobnboooobo

HELP IP J

s J00oooooobooooobooboobogb oo bobobobboobobboLb O

CentreCOMAR570S 0000000000 2.9 oooog
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oooooooooo

goooooogoog

HELP IP INTERFACE

s JO00000000O0OOODOOODODOO0OOOO00O0O000OOHELPOOOOO2:90000000000
0000000 SETHELPOOOOO2% 000000000 0OOO

SET HELP=help.hlp J

goboggoboooouad

0000000000000 1000000000200000000000000000000 2200
0000000 ?210000000000000000000D00000000O0O00O00O000D0O00
goooboobood

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

gopoooboooobooooboo

Space 00l1o0o00oooooog

Enter o010o00o0ood

C godooooooooooo

q Oo00d0ooooooooooooaoao
a7

gobooooooboboooboooobooboon

m 000000000 SETASYNOOOUOmMOOoooooooosooo00ooooooooo

SET ASYN PAGE=30 J

s 0000000000000 000000OPAGEODOOOOOO OFFOOOOOOO
SET ASYN PAGE=OFF J
m JJ000gocCoooooooooooOoOoOoOoOoO0oO0oO0O0O0OO0O0O00O0OO00O0OOOOODOUODOD

O000000000000000000000000Cwxl/QUClD0D0D0000 QUOODODOODOO
gooooboboooooooboooooooboobboobooboobboo

goboogooood

goooooooooooooooboooboobboobogboobboobnboooobo

m J00000000 ADDALIASOO0000122000000000000001ls00000000
goboooboooboboooboooobooboboon

ADD ALIAS=1ls STRING="show file" J
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gooboooboooobooooooodoooooooooooooooooooooooooogoogg
goobooobooooooooooodooooooooooogod

m 000000000 SHOW ALIASOOOOO31 000000000000

SHOW ALIAS

m (00000000000 DELETEALIASOOOOO01870000000000

DELETE ALIAS=1ls
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oooooooooooon

ogoouogoguod

gobogooo

0000000o0ooooo0oooo0o0o3000000000000000000000000000O
googobooooboogbooboboooboobobodbobDboobobboobobbobubL b o
goooboboooobooooboooobomuoooooobooooooboobbobboon

e UserOOO
e Manager 000
e Security Officer O O O

UserDOOODODOOOODODOODOODOUOOOOOODOOOOOOODOODOOODODOOOOOODOoOOOOOOd
00000000000o00ooooo000oo00ooooo00oooo0ooooo0dgUser0n
000000 WANOOOOOOOOO PPPOOOOOOOOOOOOOOOOOOOOOPPPODOOO
googooog

ManagerO OO OOO0000O00O000000O0000O00O0O0O0O0O00O0O0O0O0O0O0O0O00O00O00O0OO0
0000000000000 00000000000000000 ManagerOOOOOOOO0OO0OOOOO
000000000o0o00ooo0ooooooooD 2000000000000000000D00000O
gooooboogoooobooooboobbobboon

Security Officer U0 0000000000000 000000000000O00O0DO0DO0OO0OOOO
goooboooooooootooooodoooobobbbbobbbbbboboobooooobL oD o
0000000000000 Security Officer 000000000000 O0O0DODOOD O Security Officer
goooooooooooooooboobboobboobooboboobnbooooo

uboooooogn

goooooooooooooooboobboob bbb booboobbobbooo
googoo

CSETASYNOOOOMOUOOUOOOOOoOoos5000000 PROMPTOOOOOOOODOOOOOOOOOO
gobooobooooooobuoobobooboobuobboboobooo

e UserOO

>

e Manager 000

Manager >

e Security Officer 0 O O

SecOff >

OO0OSETSYSTEMNAMEOD OOOO33800000000000sysNameOOOOO0OOOO0O0O0O0Mm >0
gooooooooooooboboooboobbob bbb boobDboooboobbobbooo
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oooooooooooo

ooooogoooooooooooooooooooogd

Manager > set system name="GW/Saidaiji"
Info (134003): Operation successful.

Manager GW/Saidaiji>

gooogoogooo

000000000O0OManager 00000000 Omanager0 0000000000000O00D0OOO
oobooooooooooooobooooooooooooooooooon

[CNo000000000o0o0nooooo0on Security Officer 00000000000 DODOODOODOODODO
00000000D000Security Officer 00000000000 DO0DO0OD00ODO0O0OO0OOODDODODOOOO
ooooooomm

e U0OO0O0O0DODOmanager
e D0O0OO0ODOO( riend

cobodoooooooooooooooobododooooooooooooooooobooooooon
00000000000000000000000 SETPASSWORDOOOOO3120000000000

Manager > set password

0l1d password: abcabc 00000000000 OODODOOO0ODODODOODOOOODODODODOD
New password: xyzxyz O000000000O0DOOO0O

Confirm: xyzxyz 0000000000000 O0DO0O0OCOOOOOO

0000000000000 000000Entex000DO

[Manager 01000 000000000000O0000O0O00O0OO0O0O0O0DOOO0OOOOOOO

000000000000 0000000000000CREATECONFIGOOOO0O180000000
O0000O0O00O0O0SETCONFIGO OOOO0295000000000000000000000000O
oooooooooooo0oo00o0o0o000o0o0o0o0o00dd

Manager > create config=basic.cfg

Info (149003): Operation successful.

Manager > set config=basic.cfg

Info (149003): Operation successful.

gobogooogoo

0000000000000 0oo0o000o0ooo0o0o0o0O0O0O000O0o0ooRADIUSHORemote Access
Dial-In User ServiceD 0 000000000000 O00O00ODO0O0O00ODO0OO0O00O0O0OO0O0OO
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oooooooooooon

1. 00O0oooooooog
2. RADIUSOOOOOADDRADIUSSERVERO OO OO13100000000000O

0000000000000 ooooooo0ooo0oooRADIUSOOO0O0OMOOOOOoOO
gopoooboooobogboboo

gooogooooobd

O00000000000000000000000000 ManagerOOOOOOOOOOO0OO0OOOOOO
O Security Officer 00 000000000000
goooboobooboobobooooooon

ERN gooogo ggo ERN

goooo USER oo Oooool0d0oooooooooon
goo

goooo PASSWORD oo ooooooooo 1lo320000000d

gooooooooobobobbobbobooo
o000 e00D0OOODOOODODO

ooooooo  PRIVILEGE 0o0o0O0ooooog  Userd ManagerD Security Officer O 0 0O O
00 User™

goooo LOGIN UserOOOOO OOO0OOOOOOOOODOOOOOOOOO
god gooooboooooboo

TelnetO OO TELNET 0000000 0OO0O0U00UoOoOoooOoTELNETOOOOO

00000 NOU Ooouoooooggd

googo DESCRIPTION 0OO0OOOO gobooooooobooobod

0 8:

s 00000000000 ADDUSEROOUOO0151000000000000O000000O PRIVILEGE
O00U00o0o0o0o0ooooooooo USERODOO M

ADD USER=swadmin PRIVILEGE=MANAGER PASSWORD=s69ro028n .

s JO0000000O00b000ooboobobobob0oboooobooo

ADD USER=swadmin PRIVILEGE=MANAGER PASSWORD="voi4 dia 2390" .

s USEROOOOOOOO0O0OO0O0O0O00O00 LOGINDODOODODOOO0Oooooooooooooooo
ooooo00oo0o0ooo0oooooooooooooOoooooOo0oboobooooooooPPPODOOO

goooobooooobooooboboooboboobobooboboboobobbobobbobuobLbo
YESOTRUED O OOOOQOO

ADD USER=panp PRIVILEGE=USER PASSWORD=KER3ira6ai LOGIN=YES .

s 000000000000 000 SETPASSWORDO OO OO312000000000000000O00O
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oooooooooooo

O00000000000O00OOSETUSEROOOOO3 00000 PASSWORDOOOOOOGOGOO
ooo

SET USER=other PASSWORD=alapaKOre

[ O000000000000 manager 000000000000000000O00O0O0O0O0OOOOOOOOO
gobootdbbOOmanager0 00 0000000000000 O0O0O0OO0OOOOOOOOOOOOOOOOO
O000O0D0OO0DUD0O0OO0OO0OO0OCREATECONFIGOOOOO158 00000000000 OOOSET CONFIG
00op0oop29%00000000000000000000000000D0D0D00D0D0D0OD0ODODODO0OODO
pgooboobooooooobobobobooobooobuobbobooobOoobobbobOoobooboob o

[Manager 00 000000000000O000DO0D000O0OOOO0OOOO0O0DOOOO0OOOOO

s 00000000 SHOWUSEROOOOO47800 0000000000
SHOW USER
s 0000000000000 00000600000D0OO0O0O000O0OOOOO0OODOOOOODOO

O00000000000O0SETUSERODOOOO3 00000 MINPWDLENOOOOOOOOOO
gooo

SET USER MINPWDLEN=8 .

s JO00gobooobooboooooooboboboooboobobob bbb bobbooL b O
OOOOSETUSEROOOOO3 000000000000

m 0000000000000 0000000OSHOW USEROOOOO04780 0000 CONFIGURATION
gooooboogooooobooooboo

SHOW USER CONFIGURATION
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oooooo

ooogn

000000000000 000000000000b000D0D0U0bDUOn0DoUoRADIUSO  Remote
Authentication Dial In User Servicel D 0D 000000000 OO0OOO

gobogooogoo

goodooboooobobobooobobooooobooboboboooooboo0obooooooooooo
goodoooodoobobooooobooobobobooboobooob LoD oo obooooo
RADIUSOOOO0O0OUOOOCOODOOCORADIUSOOOOUOOOOOOOOOOOOOO RADIUSO O
0000 Access-Reject 000 DO0O0O0DO0O0O0O0O0ORADIUSOOOODOD Access-Accept0 0000
Jododoooooooogd

RADIUS O OOO

RADIUSOOOOOOOOOOOOOOOO0O0O0O00O00O0O0O0D0Oooooooooooooooooog
gooooboooooooboooobooobboobboobuoobnoooboo

m RADIUSOOOOOOO0OOOOO0OOADD RADIUSSERVERO DO OO131 00000000000
RADIUSOOOOO IPOO0OO0O0OOOOOOOOOOOOOOOOOO

ADD RADIUS SERVER=192.168.10.10 SECRET=Valid8Me .

s 0000000000000 000000UDPOOO 1645000000000 0000000000OO
0000000 1le460000000000000O000O00O0OPORTOOOOOOOOODOO ACCPORT
0000000000000 0000000000ORFC28650 00000000 181200 RFC2866 0 O

0000000000000 118130000000 0RADIUSOODOOOOOOOOOOOOOOOoOOO
ooo

ADD RADIUS SERVER=192.168.10.10 PORT=1812 ACCPORT=1813 .

s RADIUSOOUOO0O0OO00O0O0O0O0O0OOODELETE RADIUSSERVEROOOOO1960000000O
goog

DELETE RADIUS SERVER=192.168.10.10 J

s 0000000 RADIUSOOUOOO0OO0OOOOODOOODODOSHOWRADIUSOOOOO43100000
gooooo

SHOW RADIUS .

s RADIUSOODO0O000D000O0000000000D00000000000D00 Service-Type O OO

oooooo
Service-Type 0 0O 0O ooooooo
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oooooo

Administrative(6) Security Officer O 0 O
NAS Prompt(7) Manager 0 0 O
Login(1) User0 OO

0o:

[Sérvice-Type 00000000000 000000O0O0D0O0O0OOOService-TypeO0OD0DOOO0O0O00O0ODOO
OORADIUSOOO0O0DODO Access-Accept 0000000000000 0000OOOOO0OOODOOOOO

s RADIUSOOO0O0000000000000000000000000000000O0000 RADIUS
gopoooboooooooboooobooa

[/etc/raddb/clients]

# client secret
192.168.10.1 RouterA
[/etc/raddb/users]

alpha Password = "PasswordA"

Framed-IP-Address = 192.168.10.240
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

beta Password = "PasswordB"
Framed-IP-Address = 192.168.10.241
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

O0000000O0oooo RADIUSCOOO

ooo ooooodd od
User-Name oooo/000oooooo 00o0oOoooooo
ooo
User-Password oooon oooooooooo
CHAP-Password ooooo CHAPOOOOOODOOODOOOODOO
ooooooooodd
NAS-IP-Address oooo/00000oooo0 0O0oOo0oOoNASoOooOoooo
ooo oIPoOO00nO
Framed-IP-Address 0000 OJacceptd O ooooolIpPOOOO
Framed-IP-Netmask 0000 OJacceptd O ooooooooooo
Callback-Number 0000 OJacceptd O oooooooo
Framed-Route 0000 Oacceptd O 0000000000000 NASOO
oooooooooooooooo
Framed-IPX-Network 0000 OJacceptd O oooooIPXOooooooOo
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oooooo

Session-Timeout

OO0000D0acceptd O

goboobobobbooboboooog

Idle-Timeout

OO0000D0acceptd O

goooooobooobooobooooo

Calling-Station-Id

googoo

NASOOOOoOoooooooooogo
gobogooood

Framed-AppleTalk-Network

OO0000D0acceptd O

00000 AppleTalk 0000000
0

Framed-AppleTalk-Zone

O0000D0acceptd O

0000000000 AppleTalk 0O
O

CHAP-Challenge

googoo

NASOOOOoOooooooooooo
000 CHAPOOOOO

Acct-Status-Type

goooooogoog

goboogoboboooboooooog

Acct-Input-Octets

goooooogoog

googoooboobooboobooboooooo
goboogoooobooo

Acct-Output-Octets

goooooogoog

googoooboobooboobooboooooo
gobooobobobobogooo

Acct-Session-Id

oooooooooo/oo
gooooboodgo

ooooo ID

Acct-Authentic

goooooogoog

goooooooo

Acct-Session-Time

goooooogoog

Framed User DO OO Q0 QOO0OO0O
ooo

Acct-Input-Packets

goooooogoog

Framed User OO O OO0 OOODOO
gooooooooooooooobooo
ooo

Acct-Output-Packets

goooooogoog

Framed User OO O OO0 OOODOO
goooooooooooooooog
ooood

Acct-Terminate-Cause

goooooogoog

goboogooooo

googno

0 10:
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ooooo

gogog

00000000000 LANOOOODoooooooooooooouoooooouoooooooooo
00000000000 0o0oo0oooo00o0o00oo000oo00o0oDoooooooooDo 20
goooooogooobood

e [EEE802.1X00000OO8021XO OO
e MACOUODOOOODDOOOOOMACOOOOODO

802.1X 0O 0O O O EAPO Extensible Authentication Protocol00 0 000000000000 O0OOOOO
D000oooooooos1Xooooooooooooooooooooooogoo 8021XOo0oo0o0o
ogoodoooooood

COOMACOOUOOODOODODODO MACOODOOUOODOODOOODODOOODOODOUOODOOOOODODOOOOO
D00000d00oooooooooos1Xoooooo 81Xooooooooooooooooo
Dd00o0o0d0ooo0ooooooooooooooog1IXoodooooooooooooooog
8021XUOouU MACOUUOODUOUOODODUOOOODOOOODODOUOODOOO0OoUooUooooooo
goodooooooooooobooobobooboooobooboooooooooooao
000000000 VLCANODOOOOODUOOOoOUoooooooooooo VELANMDOOoOooooo
SupplicantDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

0000000000 0oooooo30000oooooooon

ooooooo
(RADIUSO OO 0)

Authenticator

oooooon x gooooooo

-

oooooooo

@ 0000 (authorised) O
X 802.1X Authenticator(] (I O [

@ 0000 (authorised) O
M MACOOOOODODOO

00 O (unauthorised)d O
00000y gppp 0000 oooo @x Authenticator0) 0 0 O
802.1X0  [go2.1xm 802.1X0 [goz.1x1l @ 0 0 O (unauthorised)d O
0od |gpog 000 |ggog M MACOOOOOOO00
Supplicant(PCL 0 ) (O opoooooo
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ooooo

e AuthenticatorD D00 MOO00ODO0000O0O0 Supplicant0 00 000000000000 000O
00000008021X0000 EAPODODOOODOODODOD Supplicant0000000D00DO
O0moo0O0OMACOOO0OO0OO0OO0O Supplicant0 MACOOOOOOODODOOO0OO0OODOO0OOOM
gooooboogoooboooooooooobooobooboobbobbooboobbooobo
000000000000000RADIUSOOO0O0000O00O00Supplicant0 000000000
goooobooooboooobooobbobbono

e DUUODDORADIUSOODOM Authenticator 0 D00 00 O OSupplicant 00000000
0000000000000 ooMACOOOOOODO VLANOOOOOOooooo
000000 Authenticator 00 0000000000000 RADIUSOOOOODOOOOO

o Supplicant0 000000 MMOO0O0000O0O0O Authenticator 0000000000000 00
000008021X0O00O00D00DO000008021X Supplicant00 0000000000000
802.1X Supplicant D 000000 OSOO0000O0OO0OODOOO00D0O00O0OO0OOO0O0O0O0O0000
o0000o00o00ooO0U0o0oooooMACOODOOOOOODODUOODUOODODUOODODOODOOOOO

000000000000 /Ethernet 0000000000 DOAuthenticator 0 Supplicant0 000000
0000 Authenticator 0000000 Supplicant 000000000000 O000O0O0OORADIUS
ooooooooooooobooooodod

[CO000000000 Supplicant 000000000000 OMulti-Supplicant 00 000 Ethernet 00O
goooooooooooa

00000000 Authenticatord

00000000 Authenticator 00 0000000000000 O00000O0ODO0O0OOOOOOOOO
gooooboodgo

goooooo gbobooooooo
000000 VLAN 000000 VLANOOOO
goooo g

802.1X 0 O O Single-Supplicant 0 0 0 O ETH/VLAN VLAN OO

802.1X 0O 0O O Multi-Supplicant 0 O 0 O ETHOO ooooo

MACO OO OO0 Multi-Supplicant D000 ETHODO ooooo

0 11: Authenticator 0 0 000000000 O0O00ODO

e Single-Supplicant D 00 O Supplicant 0 100 000000000000000000000

e Multi-Supplicant 0 000000 Supplicant 00 000000000000

e DUUDDD VLANODDOOOOODOOODOOODDOOSupplicant00000 VLANODODOOO
goood

e JODO0ODOO8N21IXDOOD MACODODOODODOOOOODOOOODO

e JU0D0ODOODDDDODOUDDDO VLANOOO VLANOOOOODOOOOODO
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ooooo

802.1X 0 00O OEAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO OO0 000000000 OOOOO
00000000000 8021X00000000000O000000O0 EAPODOOOOOOOOOOODOO

e Authenticator 0 O EAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO EAP-OTP(MD4/MD5)
e Supplicant 0 O EAP-MD50 EAP-OTP(MD4/MD5)

goon

goooooooooooooooboobboob bbb boooboobbobboon
00000000 8021XO000000oo00moooO00oo0O00UooO0oUUoO0ooUUoOoOo0Om

Authenticator

0000 Authenticator U000 0000000000000 OOO Authenticator0O0 00000 O0OIP
D000 RADIUSOOOOOOOOOOOOO

0000000000000 VLANdefault 00 0000000000000 OO0O 1030 8021X0O00
D0000000000O0RADIUSOUOOOUOOOOD40000000000000000000ODOOO

1. 802.1X U0 RADIUSOOOODOOOOOOOOOOOOOOO RADIUSOOOOOOOOOOO
O0000000IPO00O00O0O00O0O0O0OVLANdefaultO IPOO0OO0O0OO0OOOO

ENABLE IP J
ADD IP INT=vlan-default IP=192.168.10.5 MASK=255.255.255.0 J

[CO000 RADIUSO O OO0 VLANdefault 00000 000000000000 VLANOOOOO
O00ORADIUSOOOOODOOOOOOOOOOOOOOOOO

2. RADIUSOOOOOIPOOOOO UDPOOOOOOOOOOODOOOOOOO

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. 8021X0OO0OO0OOOoooooOO

ENABLE PORTAUTH=8021X .

4. 000 1030802 1X000000000000mTYPE=AUTHENTICATORO DO OOOOO
000 1030 Authenticator 000 QOO0 O0Q0OQO

ENABLE PORTAUTH=8021X PORT=1-3 TYPE=AUTHENTICATOR J
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ooooo

[802.1X 000 Authenticator 0 000000 MACOODODODODODOODODODOVRRPOODODOODODOODODOO
802.1X 0 00 Authenticator 0 D DO D00 MACOUOODOODDOOOODODODOD0OOODODOODODOODODOOO

[CRADIUSOO0O0O0O00O0O0DO0OODOO Authenticator 0000000000 00O O Authenticator 0 0 00O
000000ENABLE PORTAUTHPORT O OO O 0O25200 00 /SET PORTAUTH PORT O 0O U 0O 0313
00000 CONTROLOOOUODOOO AUTHORISED OO OOOOoOooO

AuthenticatorD D DO 00O O VLANDO

000000 VLANDO Dynamic VLAN Assignemnt0 DO RADIUSO0000000000000O00O0
0000000000 VLANODOOODOOOO0O0O0000000008021X0 00 Single-Supplicant
cooooooboooooooooooooon

0000000 Authenticator 0000000000000 O0O0O VLANODODOOOOOOOOODODOOO
000000Authenticator 0000000 0OIPOOODO RADIUSOODOOOOOOOOOOO
0000000000000 0300 VLCANDAODBODCOOOOOOOOOOORADIUSOOOOO
0000000 VLANOROOOOOOOOOOOOOOOOOOOO0OO0000000RADIUSOOOO
0000000 VLCANDAODBOOD COOOOOoOooooooooooooooo

00000000 10308021X00000000000000ORADIUSOOOOOOVLANOROODO
00004000000000000000O00000DOO0

1. VLANOOOOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20
CREATE VLAN=C VID=30
CREATE VLAN=R VID=1000

2. RADIUSOOOOOOOOOOOO 40 VLANODROOODOOOOOO

ADD VLAN=R PORT=4 .

3. 8021X0O0 RADIUSOOOOOOOOOOOOOOOOOOO RADIUSOOOOOOOOOOO
O0000ooooIPO0000O0O0O0OODO0OOVLANOROO IPODOOOODOOOOOO

ENABLE IP J
ADD IP INT=vlan-R IP=192.168.10.5 MASK=255.255.255.0

[CO000 RADIUSOOOOO VLANOROOOOOOOOOOOOOOOOOO VLANOOOOODO
OORADIUSOOOOOOOOOOOOOOOOOOOOOO

4. RADIUSOOOOOIPOOOOO UDPOOOOOOOOOOOODOOOOOO
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ooooo

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. 8021X0OOOO0OOOOOOOOO

ENABLE PORTAUTH=8021X .

6. 00O 1030 8021X00000000000OO0MOMTYPE=AUTHENTICATORD OO OOOOO
000 1030 Authenticator 00000000000 VLANASSIGNMENT=ENABLEDO O
000000000000 VLANOODOoOoOoOooo

ENABLE PORTAUTH=8021X PORT=1-3 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED .J

[CO000000000 VLANDODODO OO0 OSingle-Supplicant 0 0 00 Supplicantl 0000000000
Jo0dooooooooooooooooooooooooooooooooon

[C802.1X 000 Authenticator 0000 0000000000000 0OODOOO

[CRADIUSOO0OO0O000O0000OODOOAuthenticator 0000000000000 Authenticator 00 00O
000000ENABLE PORTAUTHPORT O OO O 0O25200 00 /SET PORTAUTH PORT O 0O O 0 0313
00000 CONTROLOOOODOOO AUTHORISED OO OO OOOoOGOO

m 000000 VLANOOOOOOOOoooooo

e Supplicant00000000000000O0O0OO VLANJADD VLANPORT OO OO VLANDO
01No00o0o00do VLCANOOOOOOoooooooooooooooooooo

e RADIUSOOODUODODODODODO VLCANOOOODOOOOOODODODUODODOOOO VLANOOOOOO
goooobooobobooooboooobooobboooboo

e RADIUSOOODODODODODODO VLANOOOODOOOOOODODODUODODODODOO VLANOOOOO
gooooboogobooooboooobboobbooboobbooooog

e RADIUSOOODUOOUOD VLCANOOOOOOODODOOOOODODODUODOODOODOO VLANOOOOO
goooobooobboooboooobooobboooboo

e 000D UIUUILDUIODDOODOOUUUUUDODOOOUUOUDUUOODODDODOOO VLANOO
gooooboogooooboooobooobboobooboobbpoobnbooooo

e J0DUIODOIMIOOCCONTROL=UNAUTHORISED 00000 MM OO CONTROL=AUTHORISED
O00000o00U0oo0oooooooOoooo VLANOOOoOoooo

m 0000000000 VLANODODOOOOOOOOOOooOoADD VLAN PORT OO OO VLANO
01o0o0ooo0o0oooo0od VECANOOOOOoooooooooooooooooooooooo
00000 VLANODOOOO VLCANOOOOooooooooo
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ooooo

e DU ODDOOODOOODLOO

o DO ODDOOODOO

e JU0IUDOUDDOOIDDOODUDUIDOODISABLE PORTAUTHPORTO OO OO?222000 00
e JUD00OOIULDOODUUDODOUDUUDLOUOUODISABLE PORTAUTHO OOOO22000 0 OO

Supplicant

0000 802.1XSupplicant 0 000000000000 00O0000000ODO0O0O0O0OD 1000000
O000000O0Supplicant 00000000000 0IPODO0OODOOO0OOOO0ODO

1. 8021XOOOOOOOOOOOOOOO

ENABLE PORTAUTH=8021X .

2. 000 1000000000000 O0000OODO0DO0O0LO0D0U0ULODLODODO0oOobLDUOoOODOOooOoDO
OO0O0MmMTYPE=SUPPLICANTO 0 ODOO0O0O0000 10 Supplicant0 00000000

ENABLE PORTAUTH=8021X PORT=1 TYPE=SUPPLICANT USERNAME=atswitch
PASSWORD=atpasswd

goooog

0000000000000 00000000000URADIUSOO0O0O0000O00OO0UOOoOoOoOoOO
gooo

[ 0000000000000 00O00000D00OO0DO00000DODODOD0D000DDO0ODODOD

e 8021XODOUDODODOODODODOOO VLANOOODOOUODOOODODODODUOOOOooouooouooog

ogoooooo
oo oo oo
User-Name 0000 0OO000000000o0dd”userl”, "userB”0O

User-Password 0O0O0OOO 0OEAP-MD5SOEAP-PEAPOEAP-TTLSOOO0O0OOOCOOOO
00000000000 ”dbf8a%ve”, "hlmi2uDa40” (1 EAP-
TLSOODOODODOO0oOOooOooOoooooooooooooo

012:802.1X000000000 VLANOOO

[CO000000 EAP-TLSOOCOOOORADIUSOOOOOOOOOOOOOOOOOOODODODO
pobooboooooboooboobboo0obboobobbbooobbOoobDbooobOoOoooboboo
EAP-PEAPOEAP-TTLSOOOO0OOOORADIUSOOOCOOOOUOOOOOOOOOOOOOOOGOO
000o0o0oooooooooooooooooDo RADIUSOODOODODO Supplicantd OS O O
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ooooo

gobooboobobooobobobobobobooo

e MACOOOOODOOODOODOOODODOODODOODODOODOODODOODUODDUDODUDUOUODO

agoad god ad

User-Name MACOOOO O0OO0OO0O0O0O0OO0MACOOOOOOO”00-00-f4-11-22-33" 0
alf00000oog

User-Password MACOOOO OO0O0OO0OO0O0 MACOOOOOUser-NameOOOOOO
gooogd

O13:MACOOODODOOODOODODOO VLANOOO
e 008021IXODODODODODODO VLANODUIDOODUOOODUOODODUODOUOUOOoUooooooo3000d
goooooogoog

god god oo

Tunnel-Type VLAN (13) 000o00000000b0000o

Tunnel-Medium-Type IEEE-802 (6) 0oo000o0oo0o0oO0oooooooo

Tunnel-Private-Group-ID  VLAN 0O O VLAN 000000O0O00000O0O0D0OO
ID O0000Ooooooo VLANOOOO

VLAN ID0O 0O 0O ”sales”, 100

014000000 VLCANOOOD
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oooooooooooon

Jogboogboguouoogd

O0O0OO0TFTPOHTTPO ZMODEM OO O0O0O0OO0OOOO0OOOOOOOOOOOOOOOOOODO

googgo

00000000000 ooUIPO00000OO0OOOO0OOOTFTPOHTIPOOOODOOOOOOOOO
goo0oooooozZMODEMOOOOOOOODOOOODOOOOOOOOOOOOOOOOOOOOOOOO
goooooogoobod

ubooooobooooboooo

0000000000 oooooooooooo IPO0D00OO0O0OOO00OOOOOIPOO0OODOOOOODOOO
DNSOOOUOOOOODUOUOODODODUOUOOOOSERVEROODODOODODODODODODOOOOOOOOOOOO
Oo0o0oooooooIPo0000oooooooooog

s TFTPOODOO 192.168.105000000 myfilecfgD 0000000000

LOAD METHOD=TFTP SERVER=192.168.10.5 FILE=myfile.cfg DESTINATION=FLASH .

m HTTPOWebOO O OO 19216810100 00000000000000000000O0OCOOO0O
O0OOLOADOUOO0OOO27100000 FILEOOOOODOOOOODODOODUOOOOOOOooDOOooOO
000000000000 000000URLOOhttp://192.168.10.10/admin/myscript.scp0 0 O O
0 /~admin/myscript.scp0 DD 00000

LOAD METHOD=HTTP SERVER=192.168.10.10 FILE=/"admin/myscript.scp
DESTINATION=FLASH .

m J000000000000000000000000000000000O000000O00O0O0O000O000
00000000000 000000002830000000000DESTFILECOOOOOOOOOO
00000000oo0oooooognoWebO0OOOOOOlonglonglonglongname.txtD 0000000
O000000longnametxt0O000000000000000000OO

LOAD METHOD=HTTP SERVER=192.168.10.10 FILE=/doc/longlonglonglongname.txt
DESTFILE=1longname. txt DESTINATION=FLASH .

m 000000000 FODNOOOOOOOOO0DU0O0ooooooooooooono ADDIPDNS OO
O0mIPOO 17300000 DNSOOOOOOOOOODUOOOODODOOO0OOOOOO0O DNSoooO
000000 1921681050 0000000000000
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ooooooooooooon

ADD IP DNS PRIMARY=192.168.10.5 J
LOAD METHOD=HTTP SERVER=www.example.com FILE=/index.html
DESTFILE=index.htm J

s HITPOOOOOOOOOOOOOOOOOOOHTTPPROXY O PROXYPORTOOOOOOOOOO
oooIpOO00000000000O000O0O0O0O0O0O00O0

000000 LoOADOOOUOOD271000000000000000OO0OO0UOOO0ODOOOOODODOO
00000 SETLOADERO OO 0OO298 00000 HTTPPROXY O PROXYPORT OO OOOOOOO
gooooboogboogon

SET LOADER HTTPPROXY=proxy.example.com PROXYPORT=3128 .

[CHTTPPROXY O OUOOOUDOOUOODUOODODADDIPDNSOOOOMMIIPODO 17300000 DNSOO OO
goboobooooooooo

0000000000000 0ULoOADOOOOO271 00000 HTTPPROXY O PROXYPORT O 0O 0O
goooooogoog

LOAD METHOD=HTTP SERVER=www.example.com FILE=/conf/basic.cfg

0000000000000 0000000000UU0O0O0OOSETLOADERODODODOO298 00000
DEFAULTO OO OOOO

SET LOADER HTTPPROXY=DEFAULT PROXYPORT=DEFAULT .J

m HTTPO BasicOOUOOOOUOOOO0OOOOOO0OOOOOOOODOODOOOUSERNAMEOPASSWORD
gooobobooobooobobooobooooboooboo

LOAD METHOD=HTTP SERVER=www.example.com FILE=/private/michayva.cfg
USERNAME=mikan PASSWORD=cg23u5h8 .

s SETLOADEROOOOO0298 00 0000000000000 0O0O0OLOADEROOODOOOOOO
0 SHOW LOADERO O OOO38e 00O OOOOOOOOO

SHOW LOADER !

ubooooobooooboooo

s ZMODEMUOUOOUOUOOOOOOOOOOOOO0O0O00O000o0o0o0o0oUoogo*B0..000000
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oooooooooooon

ooooooooooOoooOoUoooooo0ooooo0 ZMODEMOOOOOOOOOOOOOOO
oooooooooooooooooooooo0 ZMODEMOOOOOOOOOOOOOODOOOO

LOAD METHOD=ZMODEM ASYN=0

ooogd

0000000 UPLOADOOOOO4890000000000000000 TFITPO ZMODEMOOOO
000000000000000000000000000000000000000.cfg0 txt000000

gobbobbbboobooooooo

O0o0ooooo0oooooOoooooooOooIPO0O0OOOOOOOOOOIPODOOOOOOOOOO

m TFTPOODOO 192.168.10.500 000 critical.cfg0 0000000000

UPLOAD METHOD=TFTP FILE=critical.cfg server=192.168.10.5 J

[CTFTPOOO0OO0O0O0OUNIXO OSO tftpd 00 0000000000000 DOOOOOOOOOOODDO
goooooooooooOo0o0ooooOoOO00000O0O00000000O000000O0O000000O00O0AO0
g0ooooooooooOoOoOoOoOoO0o0ooOoOoOooOoOO0O0O0O0O0O0O0O0oOooOoOoOOOOO0O0O0O0000O00
ooooooooobooooooo

UNxXOS[1]# cd /tftpboot
UNxXOS[2]# touch critical.cfg
UNxXOS[3]# chmod 666 critical.cfg

gobbobbbboobooooooo

s ZMODEM OOOOOOOOOOOOoOoOOo

UPLOAD METHOD=ZMODEM FILE=ivaluabl.scp ASYN=0 J

ooooao CentreCOM AR570S 0000000000 2.9
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oooooo

ooogn

ooooooooooooobooooodod

oooon

cobooodobooooooooboooooooooooooooooooooooooooooooon
cooooooooboooooooooooooooooogo

gboobooboboooboobooooboobaon

oooooooooo0oooooooooo0o0o0o00000o0o0oooo000000000 30000
O majorminorinterimM 0000000 2910000000000 Mmajor00 000000000000
Ominor000000000000000 interimd000000000000O000O0O0O0O0O0OOO0
pooooooooooo0oOoOoO0OO0O0ObDbOboOoo
0000000000000000055-t REZDOOOO0O000000000000MM55-000000
00000 rrr0 0 O majorminorinterim0 000000000000 300000000000.REZO
0000000000000000000000000000mm-rrr0000a@bM 00000000
goooooooooooo

[CO00000000000@m55r-mm REZOD 00000000000 O0O00O0O00O0O00O0O00O0O0000
000000000 majorminorinterim-mmM 0000000 29.1-230000000000mmO000
oboboo0oooooO0ooo0oO0o0o0o0ooO0o0o0bo0o0oo0o0oo0o0o0o0oo0oooOo0ooO0o0o0o0O0
ooboooO0ooOoooO0obooO00o0o00O000O000000000000000000O0O00O0O00OO00OA0
ooooooo

ooooogano

0000000000000 00000000000000000000000000 000 mmrrr-pp.PAZO
coodoooodooooodboooooobooooooooooooddmm@dOOoooooooon
0000000000 00m@MO00000pp00000O0O0OO0ODOOOODOOOOO0IO0OO0DOO
O00000055-291.REZO0 0000000000000 000055291-01.PAZOOOOO0OO0OOOO0
oooooooooooooolocooooooooo0oooooooooooooOoooobOooooo
00o0000o0o0oooooo0ooooooo 100000 mo0oo.PAZOOOOODOOOOODODO
cooooooooooooogo

[CNo00000000000000000000000000000000DO000000D000000D0OO
gooooo

ubooboobooboooboobooooobo

000000000000000000000majorminorinterim PLpp0000000000000O0O00
O00o0000o000o00oo0oo0ooo@m@ppb000OO0OOoOOoOOOOODOOOOOO0O0291
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oooooo

PL1OT

gobgbbuoobtbdobboobouooobd

pobooodoooobooooooboooooooooooodooooooooooooooooooon
cobooodoooooooooooooooooooooodooooooooooon

[No000000000000000000000000O00D0DO000000OD0O0

00000000000000000000000000000000000000000000000
O000000000majorminorinterim0 00000000

s (000000000000 ENABLERELEASEO O OOO2560000000000

ENABLE RELEASE=55-291.rez NUMBER=2.65545 PASSWORD=a689E8113492 .
NUMBEROODOOOOOODOOOOOxyDOOOOoOOooOOoooOooOOooOO

e IxOOOOOOOOOOmajorJ00O00000O0O0O0O0O0OOOOO29100 2000000
e [ydOO65536x interim+minord 00000000000 29.100065536x 10 90 655450
ooooo

[CO000027000000000000000000000000majorminord00000000000000
00000o0000000000000000000 27400 275000000000000 0 major.minord]
000000027000000000027500000000000000000PASSWORDOOOOOO
O0O0O0D0OO0OO0DO0O00ODO0O0OENABLERELEASED 0D 002560 000000000000000O000O0OO
gooo0o0oooooooOoO0oO0o0oOoOoO00000O0O00000O0O0O0O0O00000O0O000

m JO000000000000000 SHOWRELEASEO O ODOO433000000000000000

SHOW RELEASE

gobggoboobobougoougooo

coooobooooooooboooooooooobooooooomooooboodoooooooooon
ooooodgooon
o00oooooooooo0o0o 300000000

TEMPORARY oooooooooooooooooooooon

PREFERRED 0000000000000 000000ooooo
DEFAULT 0000000000000 0000 EPROMOOO0OOO0OOOOOOOOOO
0 15:

[No0000000000000000000000000O00D0O000000OD0O0

s J000000000000000 SETINSTALLOOOOO29700000000000

ooooa CentreCOM AR570S O O000O0OOO0O 2.9
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oooooo

SET INSTALL=PREFERRED RELEASE=55-291.rez PATCH=55291-0l1.paz

s J00000000000000 DELETEINSTALLOOOOO1900000000000

DELETE INSTALL=PREFERRED

s J00000000000000000 SHOWINSTALLOOOOO384 0000000000

SHOW INSTALL o

gobogobooobudoooud

cobododoboodooooooooooboobooooooooooooboooooooooooooooon
cobooodobooooooooboooooooooooooooooooooooooooooooon
oooooooooon

s 000000000000 0000000ENABLEFEATUREOOOOO2420000000000

ENABLE FEATURE=NOEX PASSWORD=jogefogojoge .

s J0000000000000000000 SHOW FEATUREOOOOO369000000000000O

SHOW FEATURE o
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ooooo

gogog

goodoooooboobbobobbbooobogoogogb bbb b DO
gooooobooooooobooooboobboobbooboobboooboobobooboboo
goobooboobooobooobobooobooooog

e UDOODODLOODLOOODOO

e MIMEOOUOODOOOOODOOOOODOOOOODOOOOODOODOOMO

e N0D0D0D0DDDODDDOUODOOOOManagerd 0000000000 Security OfficerD O 0O
cooooooooooooogo

e JUDDUDUODODODODmManagere0 00000000 O(MODOO SETMAILOOOODO308
00000 HOSINAMEOOOOOOOOOOoGOO)

e POP before SMTPO SMTP AUTHO OO OOOOOOOO

e Submission0 0000000000000

goon

gooooobooooooobooooboobbobboobooboboobDbooobboobbon

000000000000 0FQDNO gw.tw.example.com

goooooooIpoOOO 192.168.28.1

ooo0o0o0ooooooo admin@is.example.com
O 1e:

0000000000000 0Uoo00o0DNSOODUOOOO0DO0DUoooO0ooooOLO0oOoDUoOOOO SET
MAILOOOOO308000MmMDNSOOOOO ADDIPDNSOOOOMmMIIPOO 173000000000
0000000 IPO0COO0OOOOO0OOO DNSOOODOOOOOOOOOOOOMm
o0oooooIP000D0O000O0O0OO0ODOOO00OO00OOODOOODOooOOoOooOoOOn

1. 00000000000000000000000FQDN=Fully Qualified Domain NameO O 0O O
oooo

SET MAIL HOSTNAME=gw.tw.example.com
2. DNSOOOOOOOOOOOOoOoooooooooooao

ADD IP DNS PRIMARY=192.168.28.1 .

goboogoogd

goooooooooooooooboobboob bbb booboobbobbooo
MAILOOOOO2750000000000

s (JO00oooooooboooooboobooboobbobboobbobobObboobobbuLb O
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ooooo

goooooogoog

MAIL TO=admin@is.example.com SUBJECT="testl" MESSAGE="This is a test" J

TOOOOUOOOUOOOOOOSUBJECTOOOODOUOOOMESSAGEO D ODODOOOOOUOOOOOOOO
00000o0o0o000oo0oooo00oooo00ooooO0o0ooU00oD.000OoOo 1310000
gdo000O000O0O00O0U0UO00OU00O00OOU200000700000000O0OO

m 000000000000000DNSOODO00000000000 is.example.ccomOO MXOODO
gooooooooooooboboooboobboob bbb booobDboooboobbobboon
ooooSMTPOOOOOOOOUOUOOOOOOOOOUUOO0ODOOOOOOUOOOOO MXOOOO
gbooooboooobooobooboobboobo
O00ODNSOUOOO0OO0O0oooooooooooIPO000O0OOoOoOOoOoOoOoOoOOOoOOooOOoooOn
O00o000ooooooo IPO0O0O0O00OOODOOO0OO0OOOOODOOOOOOOOOOOOO0OO
goooooooooIpoogoo1721el010000000oooooo0O

MAIL TO=admin@[172.16.10.100] SUBJECT="test2" MESSAGE="Koremo test
desu"

m FILEOOOOOOOO0OO0000000000000000O0.cfg0.scp0 txt00000000000DO

00000000000000000000Obasiccfgd 0000000000000 OO0O00DO

MAIL TO=admin@is.example.com SUBJECT="config file" FILE=basic.cfg J

s 000000000000 00000000000000000000000000000000000

00000000 CREATE TRIGGERREBOOTO OO OO1820 000 00foooooooooog
gopoooboooooooboooobooo

ENABLE TRIGGER
CREATE TRIGGER=1 REBOOT=ALL SCRIPT=mail.scp

00000 0mailscpO

MAIL TO=admin@is.example.com SUBJECT="%N rebooted" MESSAGE="%N(SN:%S) re-
booted at %D %T"

000000000oooooooo00000000o0o00oooo0o000U0U0000OO0%NOO
O000000%SMO00%D0%T0 00000l ggoouoooooooon
goooooboogboogon

Subject: arl rebooted

From: manager@gw.tw.example.com
To: <admin@is.example.com>

Date: Wed, 29 Aug 2001 23:59:40

arl(SN:41906093) rebooted at 29-Aug-2001 23:59:40

s 0000000000000 0000OO00CREATE TRIGGER FIREWALLOOOOO171000MM10
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ooooo

goooooooooooooooboobboob bbb booboobbobbooo
0000000o00oooo0oooooo0oooo0o0oDoooooooooooIP00O0ODOOO
gooooo

ENABLE TRIGGER
CREATE TRIGGER=2 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

OO0O0000pscans.scp 000

MAIL TO=admin@is.example.com SUBJECT="Portscan from %2 started"

s 0000000000000 0O000000O000oOo0ooogoo 1000oooooooon
0000000000000 000000CREATELOGOUTPUTOOOODO16400000 ADD LOG
OuTPUTOOOOO126 000 OO

CREATE LOG OUTPUT=1 DEST=email TO=admin@is.example.com MESS=10 .J
ADD LOG OUTPUT=1 ALL J

s (000000000000 000000000000 SHOWMAILOOOOO4040000000
goo

Manager > show mail
MAIL
Host Name ............ gw.tw.example.com
SMTP Server .......... not set
State ... ..., alive
Debug . .vvviiiie disabled
Mails Sent ........... 4
Date/Time Id To Subject State Retries
5 11:11:15 0003 admin@is.example.com Connect 0

s J00000000000000000 DELETEMAILOOOOO0193000000000000 SHOW
MAILOOOO0O04040000000000000000000 IdO00003000000000000O00O0
ooo

DELETE MAIL=3 .

ooooo CentreCOM AR570S 0000000000 2.9
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ooooooo

goooogng

Do000O0o0ooooog/ooooooo

00000000 20000000000000

goo o

gooooog goboboobobobobooon

goooooogog gobbooboooboobboobboobbooobboooboobbo
gobbooboooboobboobboobboooboooboobbo
000000000000 000000IPsec00000O00OD0OOO0DOOO0O
goobooboogooo

0 17:
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDManagerDDDD Security
Officer 00000000000 DOODODODOODOOOOODODOODOODOO SecurityOfﬁcerDD
oo0ooooooo

oo ogooooooooao ogoooooooood godooooooooooo
User ad gooooboooooood ogoooooooooooon
godoooooooooo ogoooooooooooon
oo a
Manager DDDDDmanager/ gooooboooooood goooooooooooon
00000 friend goooooooooooad
Security ad gooooboooooood ogodooooooobooo
Officer
0 18:

0000000000000000000000000 Security Officer 000000000000

e ACTIVATE SCRIPTOOODODOI1200000

e ADD FRAMERELAY DLCOOO0OO0MMOOOOOOOOO 1200000 ENCRYPTION OO
oooo

e ADDIPINTERFACEO OOOMMIIPOO 1850000

e ADD PKICERTIFICATEO OOOMMPKIOO 130000

e ADDPKICRLOOOOMPKIOO 150000

e ADD PKILDAPREPOSITORY DO OO MM PKIODO 170000

e ADDSCRIPTOOOOO1330000O

e ADDSSHUSEROOOOO1470000

e ADDUSEROOODOO1510000

e ADDUSERRSOOOOOO1530000
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ooooooo

e CLEARNVSTOTALLYOOOOO1560000

e CREATECONFIGUOOOO1580000

¢ CREATEENCOKEYUODOODMOODOUOOOO 180000

e CREATEFRAMERELAY OOOOMMOOOOOOOOO 1400000 DEFENCRYPTION OO
googd

e CREATE IPSEC BUNDLESPECIFICATION OO0 O [M IPsec00 390000

e CREATEIPSEC POLICY OO OO M IPsecd O 410000

e CREATE IPSEC SASPECIFICATION OO0 0O O IPsec0 0 46 00 00O

e CREATEISAKMP POLICY OO OO MM IPsecO0 480000

e CREATE PKI ENROLLMENTREQUESTO OO O M PKIOO 180000

e CREATE PKIKEYUPDATEREQUESTO OO OMMPKIOO 210000

e CREATEPPPUOOOMIPPPOO 370000

e CREATEPPP TEMPLATEOOOOMMIPPPOO 430000

e CREATE SNMP COMMUNITY O OOOO1670000

e CREATESTAROODUOMUOOOOOOO 220000

e DEACTIVATE SCRIPTOOOOO18 0000

e DELETEFILEOOOOO189 0000

e DELETENVSOOOODO1950000

e DELETE PKICERTIFICATEO OO OMPKIOD 220000

e DELETEPKICRLOOOOMPKIODD 230000

e DELETE PKI LDAPREPOSITORY 0 0 OO M PKIODO 240000

e DELETESCRIPTOOOOO1970000

e DELETESSHUSER OO 0O0OD2040000

e DELETEUSEROOOOO2060000

e DELETEUSERRSO OO OOO2070000

e DESTROYENCOKEYDOOODMOODOOOOO?240000

e DESTROY IPSEC BUNDLESPECIFICATION OO0 00O M IPsecO 0 530000

e DESTROY IPSEC POLICY DO 0O M IPsec0 0 540000

e DESTROY IPSEC SASPECIFICATION 00O OO [ IPsecd 0 550 000

e DESTROY ISAKMP POLICY D0 00O M IPsecO 0 56 0000

e DESTROY PKI ENROLLMENTREQUESTO OO O M PKIOO 250000

e DESTROY PKI KEYUPDATEREQUEST OO OO PKIOO 26 000 O

e DESTROYSTAROODUOUmMOOOOODOO 250000

e DISABLEFEATUREC O OOO2120000

e DISABLEIPSEC OO OO M IPsecO O 570000

e DISABLE IPSEC POLICY DEBUG O OO0 M IPsecO 0 580000

e DISABLE ISAKMP OO OO M IPsecO 0 590000

e DISABLE ISAKMP DEBUG OO0 OO M IPsec00 600000

e DISABLEPKIDEBUGOOOOMMPKIOO 270000

e DISABLESSHSERVERO OO OO2280000

e DISABLESSHUSERO O OO DO2290000

e DISABLEUSERUI OO UOO2330 000
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ooooooo

e DISABLEUSERRSOUOODOOO234 0000

e DUMPOOOOO236 0000

e DUMPNVSOOODODO2380 000

e EDITOOOOO200 000

e ENABLE FEATUREO O OOO2420000

e ENABLEIPSECOO OO IPsecO O 610000

e ENABLE IPSEC POLICY DEBUG OO0 O IPsecO 0 620000
e ENABLEISAKMP OO OO M IPsecd O 650000

e ENABLE ISAKMP DEBUG OO0 00O M IPsecO 0 66 0000

e ENABLEPKIDEBUGOOOOMMPKIOO 290000

e ENABLEPPPDEBUGOOOOMMIPPPOO 570000

e ENABLE PPP TEMPLATE DEBUG OO OO PPPOO 590000
e ENABLESNMPOOOOO2570000

e ENABLESSHSERVERO OO OO2610000

e ENABLESSHUSEROOOOO2620000

e ENABLE STARDEBUGGING OO OO OOODOOOO 310000
e ENABLE STARMKTTRANSFER OO O OMOOOOOOO 320000
e ENABLEUSEROOUOODO2660 000

e ENABLE USERRSOOODOOO267 0000

e LOADUDOODOO2271 0000

e MAILODOOOO2750000

e MODIFYOUOODOO2770000

e MODIFYNVSOOOOO2780 000

e PURGEIPSECUOOCOUOMMIPsecdd 740000

e PURGEPKIOOODOOMPKIODO 310000

e PURGEUSERDOIUDODO2840 000

e RENAMEOD OUODOO2860 000

e RESETENCOCOUNTERSUOOOODMOODOOOOO 330000

e RESETIPSEC COUNTERO O OO M IPsecd 0 750000

e RESET IPSEC POLICY COUNTER OO OO M IPsecd 0 770000
e RESETIPSEC SA COUNTER OO OO IPsecd O 780000

e RESETUSERO O OIODO2920000

e SETCONFIGUOOOO2 0000

e SETENCOKEYUUOOODMOODUOOOOO 360000

e SETFRAMERELAY 00 0O0MUOO0OO0OOOO0 3700000 DEFENCRYPTIONOOOOOO
e SETFRAMERELAY DLCOOOUMOOO0OOU0OOOD 4000000 ENCRYPTIONOD OOOOO
e SETINSTALLOOOOO297 0000

e SETIPINTERFACEOOOOMMIIPOO 376 0000

e SET IPSEC BUNDLESPECIFICATION OO0 00O M IPsecd 0 810000
e SETIPSECPOLICYOOO0OOMMIPsec0O 820000

e SET IPSEC SASPECIFICATION O 00O I IPsecO 0 86 0000

e SETIPSECUDPPORT OO0 OMM IPsecOO 870000
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ooooooo

SETPKIOOOOMMPKIODO 320000

SET PKICERTIFICATECD 00O MM PKIODO 330000
SETPKICRLOOOOMPKIOO 340000

SET PKI LDAPREPOSITORY 00 OO M PKIOO 350000
SETPPPOOOOMMPPPOO 630000

SETPPP TEMPLATECO O OO MM PPPOO 700000
SETSCRIPTOOOOO3230000

SET SNMP COMMUNITY O 00003250000
SETSSHSERVERO O OO O3330000

SETSSHUSERO OOOO3340000
SETSTAROOOOMOOOOOOO 380000
SETUSEROOOOO3590000

SHOW CONFIGO OODOO03630000

SHOW ENCOKEYOOOO M ooUooooo 480000
SHOW FEATUREO O OOO3690000

SHOWFILEO OOOO3740000
SHOWNVSOOOOO4090000

SHOW PPP CONFIGO O OOMMPPPOO 750000
SHOWSTAROO OO MmOoOooooos500000

SHOW STARMKTTRANSFER LOG OO OO MM OOOOOO0O SO0000
SHOW STARNETKEY OO0 OO0 OoOooOoooobse0000
UPLOAD O OOOO489 0000

goooog

0000000000000000000000000 Security Officer 00 0000000000000
00000000000 00000000000000Manager0000020000000000000
goboooboogoooobooooboobbobboon

1.

Security Officer 00 0000000000000

ADD USER=secoff PRIVILEGE=SECURITYOFFICER PASSWORD="top secret" .

2. DDDDDDDDDDDDDDDDDTelnetDDDDSecurityOfﬁcerDDDDDDDDDDDDD
DDDDDDDDDDDDDDDDDDDDDDDDDDDDRSODRemoteSecurityOfﬁcerDD
000000 00OoRSOODOOO0OODOOOOO0OO0OOO0ODDODOOOO0OUOODDODDODOOOOOODOO
Security Officer 00 000000000000 0O00OOO
ENABLE USER RSO
ADD USER RSO IP=192.168.10.5 J

3. J00000O0ooooooooooDn ENABLE SYSTEM SECURITY-MODEOD OO OO26300
0000000000000 00000D00b00000000o00O0OdOenabled.secoO00O0OO
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ooooooo

gooodgoboooobooobooooooobooobooboobbobbooboobbooonoo
goboooobooooboooobooooboobbooobooboobobuoooboo

ENABLE SYSTEM SECURITY.MODE .

s J0000D0000000000 SHOWSYSTEMOODOOO46500000000 00 [ Security
ModeO 00 Enabled 000000000000 O0Disabled0 00000000000

m Security Officer 00D 0000000000000 00000D000OSecOf>00000000

m Security Officer 000 0000000000000 D0000O0ODO0O0O0ODO0O0OOOOO0OO0O00ODO
goooooooooooobooooboobboobbooboobboobDbooboobbobboon
O00000000000000000000000000000 ManagerOJOOOOOOO0OO0OOO0O0OO
0000000000000 000000000000000000000 Security Officer 000000
goooooogoog

s J0000000000000000006O00000000000O00O0OSETUSEROODOOO359
00000 SECUREDELAY 00 0OOO0OO0OoooOooo

SET USER SECUREDELAY=90 J

m 000000000000 SETCONFIGOOOOO2%000000000000000O00000O00
O0000O0D0O0O0O0O0OSETCONFIG=NONEODOOOOODODOoOoooooooooooooooo
0000000000000000000000000000000000000000 Security Officer
goooooooooooooooboobboob bbb booboobbobbooo
0000000 O0ODISABLE SYSTEM SECURITY-MODE D 0O OO230000000O0O000O0oOonOonO
ooo

m 000000000000 DISABLE SYSTEM SECURITYMODEO O OOO0230000000000O0
O00000000000000 @M enabledsec 000000000000

Remote Security Officerdd RSOO

0000000000000 Security Officer 00000 Telnet 000000000000 000O0OO0ODO
Remote Security Officer0RSOO 0000000000 IPO0O0OOOOO Security Officer 00000
Telnet 0000000000 OOOO

1. RSOOO0OO0OSecurity Officer 00000 Telnet 00 000D 000D OOODENABLE USER
RSOOOOOO2:70000000000

ENABLE USER RSO J

2. Security Officer 00000 Telnet 0000000000000 ORSOOOO0OOOO0OODOOO
ADDUSERRSOOOOOO13 0000000000

ADD USER RSO IP=192.168.10.5 J

MASKOOOUOOOOOOOOOoOoOoOOoOooOooOooooouoooooooooooooooooOd
0000 32000000000000000000000O0
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ooooooo

ADD USER RSO IP=172.16.10.0 MASK=255.255.255.0 4

m RSOOOO0OO0O0OO0O0OO0O0O0 DELETEUSERRSOOODOOO2070000000000O

DELETE USER RS0=172.16.10.0 J

m RSOOOO0O0O0O0O0O00000 SHOWUSERRSOOOOOO4820000000000

SHOW USER RSO

m RSOOOO0OO0O00O00000O0 DISABLEUSERRSOOOOOO2340000000000

DISABLE USER RSO .

Manager0 OO OOOO0OO0OD0DO0O0OOOO

Manager 0 0000000000000 O000O00O00O00O00O00O0O0O0O0O00000O0O00O0O00O0O0O0OO
goooooboooooooooooboobboobbooboono

e ADDUSEROOODOO1510000

e DELETEUSEROODIOODDO2060000

e PURGEUSERIOOODO2840 000

e SET MANAGERASYNOOOOO3090000
e SETUSEROIDOOO3590000O0

gooooooooooooboooboobbob bbb booboobbobbooo
OSETUSEROO0OOO359 00000 SECUREDELAY 00000000 Oooooooooooooo
0000000000000 00000000000000000000000O00O0000OOSET USER
O00ooo3900000 MANPWDFAILOOOOOOOOODODOOOOODooOOoOoooooooooo
O00000Telnet0 0000000000000 0O0OMM
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613-000273 Rev.K



64

og

gopoooboooooooboooobooa

000000000000 0000000000000RAMO NVSOOOOUOOoOoOoooooooooo
O0000000ooooOoSHOWLOGOOOOO38sooooooooooooooo
0000000000000 000000000syslog0 0000000000000 00O00000O0O
goooooooooooooooboobboob bbb bDbooboobbobbooo
gooobobooobogon

gooogoogooo

0000000000200 0000000TEMPORARYOOOPERMANENTOOOOOOOOOOOO
goboooboogooooboboooboobbobboon

e OTEMPORARYMIOOOUOO 3UINFOOOOUODOODOUOUO RAMODO 200000000000
gooogoogono

e PERMANENTIIOOOOO 3OINFOOOOOOOOOOONVSOOOOODOOOoOoOoOO 20
gooogbooooooobooooog

O000ooOoSHOWLOGUOOOO388uoooooooooooooo

s RAMOOOOOTEMPORARYO OO OOOOOOOOOooOooOO
SHOW LOG
goo

SHOW LOG=TEMPORARY[l SHOW LOG=TEUOUOOOOOOO J

s NVSOOOOOPERMANENTO OOO0OO0OO0OO0OOOOOOOO

SHOW LOG=PERMANENTL SHOW LOG=PEUOUOOOOOOO J

SETLOGOUTPUT O OOOO300000 M ADD LOGOUTPUT OO OOO1260 000000000
0000000000000 000D00RAMOOO NVSOUOOOODODOOODOOOoOooooooooo
gooooboobooobooooboooboooboobboobuoobuoobbooboo

s RAMOOOOOOOOOOOOO0OO0O0O0O0oo0o0 20DETAILO 000000000 O0O0O000OO
ooo

SET LOG OUTPUT=TEMPORARY FILTER=1 SEVERITY=>2 .

s (000000000 RAMUOOOUOOOOOOOOOOO0O0Oooooooog

SET LOG OUTPUT=TEMPORARY FILTER=1 ALL

s RAMOOOOOOOOOOOOOOSB0000O000O000oooogogg
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oo

SET LOG OUTPUT=TEMPORARY MESSAGES=500

gooogd

OO00OO0OORAMONVSOOOOOOOOOOSHOWLOGOOOOO38Ooooooooooo

s JO0000000000000000000

SHOW LOG

s J00000000o0000o0oo0o0o0ooad

SHOW LOG TAIL .

s TAILOOOOOOOOOOOOOODOO0O0O0O0x0O00O000000000000000000 200
oooooogo

SHOW LOG TAIL=50

s J000000000000000000 REVERSEOOOOOOOOOOOOOOOOOOOO

SHOW LOG REVERSE

s REVERSEOOOOOOOOOOOO0O0OO0OO00O0O0 xOOODOO0OOOO0O0O0O00O0000O

SHOW LOG REVERSE=20

s 0000000000 00000000000000000

SHOW LOG MODULE=FIRE .

goboggoboooouad

o00ooooo0oo2000000000000000O00000O0O0O

1. 0000000000000 0DRAMOOOOOO0OOOOsyslog0000000000000ODOO
ooboboooobooooooooboooooooooooogooooooon
e 0OIOODOOODOORAMO
e OOOODDOOOONVSO
e UOOOOOODO
e JOODODO
e syslogO00O0OODOsyslogd00 000000000 syslog0000000000000O0OO
e SRLPO Secure Router Logging Protocol 00000000000

2. JooO0o0o0oooO0O0o0OoOoOO0O0OOO00OOO00OOO00bOOO00OOOO0bOOO0O0
ooboboodoooooooooooooooooooooooooooooooooogoogn

ooooao CentreCOM AR570S O O000O0OOO0O 2.9
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og

goooobooobooooboooobooobboooboobuoobbuoobo

goboooboooboboooboooobooboon

oooooood

0000000000 O0ORAMONVSOOOOOOOODOOOOOOOOOOOOOOOOOOOOOOOO
000000 CREATELOGOUTPUTOOOOO1M4 0000000000000 OOOOOOOOOO
10200000 IDO0O0O0OOO

goooobooooogooog

m syslog0 0000000000000 00DESTINATIONDOOOOOD SYSLOGOUOSERVERO O
00000 syslogOO00OO0 IPOO0OO0OODOOOOOO

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5

m J00000000000OO0DESTINATIONOOOOOOO EMAILOOTOOOOOOOOOOOO
go0oooooooooooa

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@is.example.com .J

goooooooooooooooboobboob bbb booboobbobbooo
00000o0ooooooo 100000000000000000000O

O000oooooooo 1000000000000 00000o00o0ooo0ooooooooooooon
Oo0oO0ooooooO MESSAGESOOOOOOOOOOOOOOOOOOOOODOOOOOODOOOO
o00oooo1000000ooooooooooog

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin€@is.example.com
MESSAGES=10

s 0000000000000 000000000O00O0OSETLOGOUTPUTOOOOO300000000O
0000000000000100syslog0 0000000000000 0000O0O0000O0OO

SET LOG OUTPUT=1 SERVER=192.168.10.100 J

s 000000000000000 SHOWLOGOUTPUTOOOOO39% 0000ooooon

SHOW LOG OUTPUT J

s OUTPUTOOOOOOOOCOO IDOOOOOUOOUOODUOO0DOOODOOOOoOOgogg

SHOW LOG OUTPUT=1 J
SHOW LOG OUTPUT=TEMPORARY .J

s 000 FULLOOOO0OOO0OOO0O0O0O0OO0OD0O00O0000O00o0ooooooooooogon
gooooooooboooboo
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oo

SHOW LOG OUTPUT FULL J
SHOW LOG OUTPUT=1 FULL J

s 0000000000000 00 DESTROY LOGOUTPUTOOOOO2080000000000O

DESTROY LOG OUTPUT=3 .

uboooooobooog

goooooooooooooooboobboob bbb booboobbobbooo
g0o0000o0o0oooooo0ooooUoU0U0ooU0oooooooOoOOooUoo0OoO0ugOo ADD LOG
OouTpPUTOOOOO12600 000000001000 00000OOO0DOOOOOOOOODOOOOOOO
goooooboodo

s 0000000000000 00O0OO0O00 ALLOOOOOOO
ADD LOG OUTPUT=1 ALL J
s (0000000000000 0000U00UOODUOMODULED D OO Do oooouo IDbo

gooooooooooooboboooboobbob bbb booboobbobbooo
goooooogboogon

ADD LOG OUTPUT=2 MODULE=FIREWALL .

ooooo IboD00ooo00ooo0o0mooooo IDODODO00D0OO0DO0O0OoOoOoooog

s (JJ00oo0oooogobomwoboomoob@mobomoboobomoobooobooooboon
00000o0oooo00oo0O000O00000000d0ddooo0ooooooooooooloooon
oono

ADD LOG OUTPUT=3 MODULE=!FIREWALL .
gooooooooboooooboooooooboobbooboobogbboboboobo
m J00006UIURGENTO DO ODODOODODOOODOOODOOOOOOOOOOOOO
ADD LOG OUTPUT=4 SEVERITY=>6 .J

gooooboooobooooooboobbobboonboo

m J0000000000unknownO0 0000000000000 00000000OOD0O0OO0OO0O0OO
goboobobooobooobobooobooooo

ADD LOG OUTPUT=5 MSGTEXT=%unknown .|

s 0000000000000 00000000000000000000000000000000 6
OURGENTO OOOOOOOOOOOOOOOOOoOooOoooooooo

oOoooo CentreCOM AR570S 0000000000 2.9
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og

ADD LOG OUTPUT=6 MODULE=FIREWALL SEVERITY=>6 .

s 000000000000000000000OSHOW LOGOUTPUTOOOOO39 00000 FULL
goooooogoog

SHOW LOG OUTPUT FULL J
SHOW LOG OUTPUT=1 FULL J

s 0000000000000 00000000 DELETELOGOUTPUTOOOOO91000000O
OOOFLTEROOOOOOOOOOO0DOOOO0OO0DO00OOOO000O0O00O00oooooooooooo
000 ADDLOGOUTPUTOOOOUO12600000000000000000OOOOODODOOOOO
SHOW LOGOUTPUTOOOOO39% 00000 FULLOODOOOoooooooooo

DELETE LOG OUTPUT=3 FILTER=1 J
DELETE LOG OUTPUT=3 FILTER=ALL .

ooooogano

m 000000000 SHOWLOGOUTPUTOOOOO39 00000000000 TEI TEMPORARYD
ooooogooooooooogoooooo

Manager > show log output

OD# Type Port Server Msg Zone Fmt Email Address ESQMP
01 Email 0002 - S admin@fried-telesi YNN--
PE NVS 0020 Default YY---
TE Memory 0200 Default YY---

s 0000000000000 00000000000ODO0O0ODOOO0OOO0O00O0000UdSHOW LOG
OuTPUTOOOOO39% 00000 FULLOOODOOOOooooo

Manager > show log output=1 full

Output Definition ............ 1

Enabled ........ ... . .. Yes

Y et e ettt e e e e e e Email

Max MEeSSATES « v vt vttt 2

Time Zone .........ocuiiueeon.. Not set

Format ......... ... Full

Email AdAress ......oiiin... admin@is.example.com
SEeCUTre ...ttt i No

Queue ONly ... ii ittt No
CentreCOM AR570S 0000000000 2.9 goooao
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Filter 1:
ALL

m J00000000000000SHOWLOGSTATUSOOOOO402000000000000

Manager > show log status

Log System Status

Log Module Status ...........uiiuiuinieon.. Enabled
Log Message Generation ................ Enabled
Log Message Reception (via network) ... Enabled
Log Message Output .............cico... Enabled
Local Time Offset (from UTC) .......... Not set
Next Messade ID .. v ittt it ittt enennn 338
Number of Output Definitions .......... 3

syslogOD O OOoOoooooQg

000000000000 syslog0 000000000000 00O0D000OOIPODO0OOOO0OODODOO
ooooodd

1. 0000000000000 0000O0syslog0000O 192168.105000000000000000
CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5 J

2. JooO0oO00oooOoOo0ooOo0O0OOoO0O0OOOO0O0obOOoOOOooo

ADD LOG OUTPUT=1 ALL

syslog0 0 0000000000000 D000D0O000O0000O00O0O00O000000000000
00000000 syslog0D000000000000000000O0DOOsyslog00000000O0OO
0000000000000 00syslogd000000O0 /ete/syslog.conf 0000000000000
syslog00 0000000000000 D0000000000O0O0O0000 syslogd(8)0syslog.conf(5)0
syslog(1)Ologger(1) DO OOODOOODO

coooodobooooooooooooooooooogd

1. 0000O0O0O00o0ooo0o0oooooo
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SET MAIL HOSTNAME=gw.tw.example.com .J
ADD IP DNS PRIMARY=192.168.1.1

2. 0000000000000000000000000010000000000000 ad-
min@is.example.com 0000000000000

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@is.example.com
MESSAGE=10

[CO000000000000 MESSAGEOOODOOOODOOOODOOODOOOODOOOOOoooO
MESSAGEOOUOOUOOOU0OOU0OOU0OO0OODO0OOoOOOD 10000000 o0oooooooo
gooooboooboooooboo

3. 0000000000 0oooooooooooooooooooooon

ADD LOG OUTPUT=2 ALL J

[ 00000000 000oooo0o0000ooDoOoOo000000DOOOOD0D0D00DDODDODODOO0OO00OD
0o0oo0o0o0Udool10000000oooooog

uooooobooog

goooooooooooooooboobboob bbb booboobbobbooo
goooooooooboooooooboobbobbooboooboobDbooob oo

goooo gboboboooo oo

Msg ID 4 oooooIb

Flags 2 goooooooon

Date 2 goooobooooobooboooooooo

Time 3 goooobooooobooboooooooo
Origin IP 4 oooooooooIpooOO

Module 2 gooooboooobooboooo

Type 2 00000000

SubType 2 oooooooooo

Source File 12 goooboobooboobooooooooooog
Source Line 2 goooobooobooobooboooooooooooboooboooo
Reference 15 OooooooooooIsbNOOoOooooo
Message 80 oooooon

70 | CentreCOM ARS70S 0000000 0OOO 2.9
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03-JUL-2001

manager

0 19:
Date/Time Mod Type SType Dev Origin MSGID Source File/Line
09:52:27 3 TUSER USER LON 00016 Local 00063 usermain.c:2709

LOCTIME

manager login on portO0

goooobooboooboogoboooboooboobbooboobuooo

gooog oo ERN

7 CRITICAL goooooooooooooboo

6 URGENT goooobooooboooooobboobbooboobboooog
goboooboogo

5 IMPORTANT gooodgbooboboboboooboboooooooboog

4 NOTICE gooogbooooooobooooog

3 INFO gooooboooboboooboooobooobboooboo

2 DETAIL goooobooooboooooobboobbooboobboooog
gooooobood

1 TRIVIAL gooooobood

0 DEBUG goooobooooboooooobboobbooboobboooog

oono

0 20:

gboobooboboooboobooooboobaon

googno
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og

goo d ERN

<ooogd SEVERITY=<BO0O0OOOO0OS50 OO0OO00O0OO0OO0OOCOOO0OOOOOOOO
ERN goo

>0000d SEVERITY=>60 000000 60 OO0OUO0O0OO0OOOOOOOOOOOO
ERN ooo

ooooooo TYPE=ICMDO OOOOOOOO0OO0 OOO0OO0O0OO0OO0OOOO0O0OOOO0OO0OO

cMDOOOooooooo

oo

goboooboogo

MODULE=FIREWALL

goobobobbooooobooood
goo

%0000000000

MSGTEXT=%failedJ 000000
O0OfailledD 0000
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oo

[ 0000000000000 =0000000

OOoOoooIbooooooo

Oo0oooooIDooooooooooooooon

[ 000000000 00D0ODOO0O0000ooDoDOOo

ID gooooo gd

0 NONE

1 - good

2 FR, FRAMERELAY OOOUOO0OCO DTEODOOOOOOOOOOOOOO

3 PPP PPPO Point-to-Point ProtocolD 00 00 O

4  APPLE AppleTalk 00000000000

5 1P, IPG IPO Internet Protocol0 0 0 0 000 0O OO OO ORIPOICMPO UDPO
SNMP 00O

6 IPX Novell IPXOOOOOOOOOOO

7 SYN 00 O0SynchronousD0 0000000000000 000DOOO

8 DNT, DECNET DECnet0 000000000000 OOOO

9 - good

10 - good

11 - good

12 - good

13 X25C X2 DCEO O OO0 3000oogooooon

14 Q931 ITU-TOO Q931 ISDN OO

15 - good

16 - good

17 LAPB LAPBOOOOUOOOOOO0OOOOOOX250M0000d

18 TEST Jododooooboobbobboboobodoogdobuoboboboog
goooood

19 LAPD LAPDOOO0OOOOO0OO0O00O00O0OOUISDNDOOOOOOO

20 SIT STTO Synchronous Tunnelling over TCPO OO 000000000

21 STRM, STREAM Streem 0000000000000

22 TCP TCPO Transmission Control Protocol0 000 0O

23 ETH Ethernet 000000000000 O0O0O0O0OO

24  PERM Permanent assignments 0000000000

25 TS, TSERVER Jododoooooooog

googo CentreCOM AR570S D0 OO OO0ODODO 2.9
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od

26 LPD LPDO Line Printer DaemonO0 0 0 0000000000000 OOOO
O

27  BRG goooooogo

28 COMP goooooo

29 - gooo

30  X25T X25DTED 0000 3000000000000

31 FLASH FLASHOOOODOOOOO

32 - gooo

33 TLNT, TELNET TelnetO OO OO

34 SYS, SYSTEM goooooogoogo

35 CH gooooboooooboo

36 TTY 00000000000 TelnetD0OOO0OOOO

37  ICC, ISDNCC ISODNOOoOoooooo

38  MIOX MIOXO Multiprotocol Interconnect Over X.250 0000000000
O

39  BOOTP BOOTPOOOOO

40 NTP NTPO Network Time Protocol0 0 000 O

41 BRI ISDN BRIODOOOOOOOOOOOOOooOO

42 PRI ISDN PRIOOOOOOOOOOOOODOOOO

43  PORT gobooooboobobooooooooogoon

44  ENC, ENCRYPT ooooooo

45 USER goboboooboobobobooooooooboobooboooo

46 ACC O00ooooooooooACCooooono

47  ASYN gobooooboobobooooooooogoon

48 LOAD LOADEROOODU0O0O0OOOODUOODOOOOOODDOOOOOODDOOOOO
gobooboooboobobooooooooobooboooboooo

49  INST, INSTALL O00000DO0O0O0000ROMOFLASHONVSOOOOOOOOOO
gooo

50  OSPF OSPFO Open Shortest Path FirstO OO 00O

51  RAD, RADIUS RADIUSOODOOO

52 GRE GRED Generic Routing Encapsulationd 0 000 O

53  TRG, TRIGGER goooooogo

54 SCR gooooboooboooo

55 TDM TDMUO Time Division MultiplexingD 000 O O

56  FILE gooooboooboooo

57  LOG goooooogo

58  PING O0oo0O0oo00o Ping0O0OOO

59 SNMP SNMPOOOOOOOOoooO
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oo

60 SCC sccoooon

61 PBX pBXOOOOOOOOOOOOOO

62 SA SAD Security Association0 0 0000

63 SYNCC Synchronous Call Control

64 NAT NATO Network Address TranslationD 000 OO

65 - gooo

66 IPV6 IPv60 Internet Protocol Version 60 0 00 OO

67  L2TP L2TPO Layer Two Tunnelling ProtocolD 0 00 O O

68 - gooo

69 HOSTMIB Host Resources MIB

70  DHCP DHCPO Dynamic Host Configuration Protocold 00 0O 0O O

71 INTERFACE gooooooooboooboo

72 - gooo

73  ENCO gooooboooooboo

74 STAR STARODODOOD

75 SSH SSHO Secure ShellD DO 0000 /000000000

76 RSVP RSVPO Resource Reservation ProtocolD 0 00 OO

77  FIREWALL gooooooooboooboo

78 MAIL sMTPOOOOOOOOOOOOOOOO

79  TPAD TPADO Transaction Packet Assembler/Disassembler00 O 0O O

80 - gooo

81  IPSEC IPsec0DDOODO

82  ISAKMP ISAKMPOOOOO

83  FINGER FINGEROOOOOOOOoOooo

84 HTTP HTTPOOOOOO/000000000

85 DCP DCPO Device Control Protocoll

86 RMON RMONUO Remote Monitoringd 000000

87  SWITCH oooo300000000gog

88  VRRP VRRPO Virtual Router Redundancy Protocol0 0 0 0 0O

89 VLAN VLANOODODODOO LAND

90 PCI PCIOOOOO

91 GARP GARPO Generic Attribute Registration Protocol0 0 00 0O O

92 STP STPO Spanning Tree Protocol0 0 00 00

93 GUI WebOOOOOOQOO

94  OSI OSIO Open Systems Interconnectiond

95 PKI PKIO Public Key Infrastructure0 D0 00O

96 LDAP LDAPDO Lightweight Directory Access ProtocolD 0000 O

97 PIM PIMO Protocol Independent MulticastO 00 O O O
ooooo CentreCOM AR570S 0000000000 2.9
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og

98  DVMRP DVMRPO Distance Vector Multicast Routing ProtocolD 0 00 0O O
9 - gooo

100 - gooo

101 - gooo

102 - gooo

103 BGP BGP-40 Border Gateway Protocol version 40

ooo/ooooo

0 22:

gooobobooobooobobooobooooboooboo

[CO000000000000/00000000000000

000 ID/o0O goooo O0oo0o Ib/o0 goooooo
000/NULL O000oooooo  000/NULL goooggoobooo
goooo goooggoobooo
gooogoobooo
goooooooon
001/REST ooo 001/NORM oooooo
002/CRASH goooooooon
003/FAIL gooboooobooon
god
002/PINT Oooooooooo 001/UP gooogoo
0 O BRIOO SYN1O
PORTIOETHOO OO
002/DOWN gooogoo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
006/NTON CARD=x LINE=y.
NT has power.
007 /NTOFF CARD=x LINE=y.
NT power failure.
008/CREATE goooggoobooo
009/DEST goooggoobooo
003/CALL ISDN 0 0O O OACC 001/UP oo

goo
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oo

002/DOWN 00
003/WARN goooood
004/ERROR oooo
005/RESET oooo
004 /DLINK ooooooooog  001/UP googoogo
U000 OJdOLAPBO
LAPDO
002/DOWN googoogo
003/WARN goooood
004/ERROR oooo
005/RESET oooo
006/PNORM CARD=x LINE=y
PER normal.
007 /PHIGH CARD=x LINE=y
PER limit exceeded.
008/ACT 00
009/DEACT 00
005/VINT O0ooooooog 001/Up googoogo
0000000PPPOO
FR10 SLIP20O
002/DOWN googoogo
003/WARN goooood
004/ERROR oooo
005/RESET oooo
006/ACT gooooooood
goooood
007 /CREATE gooooooood
OO CREATEOO OO
008/DEST gooooooood
00 DESTROYO OO
a
006/CIRC Ooooooooooo 001/UP googoogo
OoODLOO000dm
002/DOWN googoogo
003/WARN goooood
004/ERROR oooo
005/RESET oooo
googo CentreCOM AR570S D0 OO OO0ODODO 2.9
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006/CONF gooooooood
gooogooooo
007/ATT O00oo0ooooog  001/ATTCH gooooooood
agoad
002/DETCH gooooooood
agoad
003/FAIL gooooooood
goood
008/EXCEP O0000ooooOoQg  000/RESET agoad
gd
001/EXTNO External contact
open.
002/EXTNC External contact
closed.
008/BUS ooooo
012/ADDR goooood
016/INSTR ooooo
032/PRIV oooo
040/LINEA Line A emulator
044 /LINEF Line F emulator
096/SPUR Spurious interrupt
128/ TRAPO Trap #0 (fatal)
132/TRAP1 Trap #1 (restart)
136/ TRAP2 Trap #2 (assert)
009/BUFF good 001/LEV1 gooooooood
oooooloooo
a
002/LEV2 gooooooood
oooogo?20000
a
003/LEV3 gooooooood
oooogo3oooo
a
010/LIC goooood 001/REL gooooooood
a
002/COMP gooooooood
goood
011/AUTH 0o 001/0K 0 0 0O 00LOGINO
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oo

002/FAIL oooo
003/RFAIL gooooooa
012/BATCH oooo/00000 001/ACT oooo/00000
agoad
002/CMD oooo/00000
good
003/0UT oooo/00000
agoad
014/LPD LPDOOoOoooon
aggd
015/SYSLOG syslog D 0O O00O 000/KERN 0O 0O 0O 0OO0LOG.
goooooboood KERNDO
goobooooood
goooooood
008/USER gooooooad
0 LOG_USERO
016/MAIL goooooood
0 LOG-MAILO
024/DAEMON gooooooad
0 LOG-DAEMONO
032/AUTH ooooooo/o
OO0 0O00O00LOG.
AUTHO
040/SYSLOG syslog O O O O
O syslogd M LOG_
SYSLOGUO
048/LPR gooooooood
O00o0oooLOG.
LPDO
056/NEWS gooooooood
000 LOG.NEWSO
064/0UCP vuCPooooono
0 LOG_.UUCPO
072/CRON gooobooad
0 O crond LOG_
CRONDO
googo CentreCOM AR570S D0 OO OO0ODODO 2.9
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og

080/ AUTHPRIV ooooooo/oo0
ooooooood
ogooooooooo
D00O0O00mLOG.
AUTHPRIVO

128 /LOCALO Ooooooodd

0 LOG_-LOCALOO
136/LOCALI1 Ooooooodd
0 LOG-LOCAL10
144/LOCAL2 Ooooooodd
0 LOG-LOCAL20
152/LOCAL3 Ooooooodd
0 LOG-LOCAL3[O
160/LOCAL4 Ooooooodd
0 LOG_-LOCALA4D
168/LOCALS5 Ooooooodd
0 LOG_-LOCAL50O
176 /LOCAL®6 Ooooooodd
0 LOG_-LOCAL60
184/LOCAL7 Ooooooodd
0 LOG-LOCAL70
016/ACC Oo0oo0ooooog  001/SCR ogooooooooo
0000 ACCOo oo

002/CALL ACCOOOoOoOonOoO
oo

003/PORT ogoooooood

004/ACT oo

005/DEACT oo

006/DIAL ogooooooooo
a

017/NVS NVSOOOOoooO 001/RFAIL NvVSOOoooooo
Oo/0000000
002/WEFAIL NvVSOOoooooQo
ogooooo
003/CFAIL NvVSOOoooooQo
oo
018/FLASH FLASHOOOO
019/USER 001/LON Ooooooooon
002/LOFF oooo
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oo

003/ADD goooooo
004/DEL goooooo
005/PWCHG goooooo
006/PWERR goooggoobooo
oo
007/PWSET goooggoobooo
oo
008/LOOP goooggoobooo
goooooooon
009/TACQ TACACS OO
010/TACR TACACS OO
011/LFAIL oooooo
020/CMD 000ooooooo 001/MGR goooooo
002/USER goooggoobooo
021/MSG O00000ooooog  001/INFO gooogoo
002/WARN oo
003/ERROR ooo
022 /CONFIG oooo/00000  001/TOPO googoooboo
goooboogoboboo googo
O0oooooo/o
O
002/NTNUM googoooboo
0 00 IPXOAppleTalk
god
003/NTNAM goooggoobooo
0 AppleTalk 0 O O
004 /SWINS goooggoobooo
O
005/SWIN goooggoobooo
oo
006/SWOUT goooggoobooo
ood
007/SWDEL goooggoobooo
gbobooobooon
oo
023 /IPFILT IPOCOOOO 001/PASS IPOOOOO0DOO
gooogo
002/FAIL IPoOCOOOCODOO
gooogo
ooooo CentreCOM AR570S 0000000000 2.9
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003/DUMP IPoOCOOOCODOO
gooooog
004/FRAG IPoOCOOOCOOO
goooooooboon
ERN
005/SA SAOOOIPOOOO
ERN
006/SRCRT [PoOCOOOCODOO
goooooooboon
ERN
007 /RECRT [PoOCOOOCODOO
ERN
024 /INTERR O00000ooooo  001/BDPKT goooggoobooo
gopoooobood
002/IVPAR goooggoobooo
ERN
003/BDATT goooggoobooo
ERN
025/IPNAT IPNATO O O O 001/FAIL NATOOOOOOO
NATO ERN
002/INTCP oooooo TCPO
gooogog
003/INUDP oooooo ubpO
goog
004/OUTTCP oooooo TCPO
gooogog
005/0UTUDP oooooo ubpO
goog
026 /LIMIT Ooooooooo  001/IPXSV IPXOOooooooo
ERN gooogog
002/IPXRT IPXOOooooooo
gooogo
003/SWCMP goooggoobooo
goooooooon
027 /DHCP DHCP 001/BIND goooggoobooo
gooo
002/FREE goooggoobooo
oono
003/FAIL goooggoobooo
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oo

028/PBX PBXIOOOOOOOO 001/0IF gooooooood
goood
002/ONEF gooooooood
gd
003/00K oooo
004 /1IF gooooooood
goood
005/INF gooooooood
gd
006/I0K oooo
007/0OVER gooooooood
agoad
008/POVER gooooooood
a
009/HOOK Extension on/ off
hook
010/FEAT PBXOOOOOOO
a
029/RSO Ooooooogoo 001/ADD RSOOOOCOOO
OO0 o000mRSOO
002/DELETE RSOOOOOOO
003/ENABLED RSOOODO
004/DISABLED RSOOODO
005/ ACCEPT RSOOOOOOOO
006/REJECT RSOOOOODOOO
030 good
031/ENCO ENCOOOOooOooog 001/9711 Hifin 9711 0 0O O O
goood goood
002/STACSW STACSWOOOOO
a
003/CRYP Cryptech0 OO OO
good
004 /PAC PACOOODOOOO
gd
005/MAC MACOOOOOOO
g
032/RSVP RSVP 001/PATH-REMOVE Path 0 O
002/PATH-ADDED Path 0 O
googo CentreCOM AR570S D0 OO OO0ODODO 2.9
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003/SESSION_REMOVED 0OO0OO0O0O0O0OO
004/SESSION_ADDED ooooooo
005/RESV_ADDED oooooo
006/RESV_REMOVED oooooo

007/RESV_DENIED_RES ooooooooog

oono

033/SSH Secure Shell 001/USER-ADD SSHOOOOOO
002/USER_-DELETE SSHOOOOOO
003/USER_SET SSHOOOOOOO
oo
004/ENABLED SSHOOOOOOO
005/DISABLED SSHOOOOOOO
006/ ACCEPT SSHOOOO
007 /REJECT SSHOOOO
008/DISCONNECT SSHOOOO
034/TPAD TPAD 001/TCONN TPADOODOOOOO
oo
002/TDISC TPADOOOOOOO
oo
003/CALL TPAD O X.25000
ooooo
004/CLEAR TPADOOOOOOO
X20o0ooooo
005/FAIL X25000o0o0oo
oo
006/ONLINE ogooooooooo
ogooooooooo
007 /OFFLINE oooooooo
035/MAIL ooooooooo 001/SUBMIT SMTPOOOOOOO
ooooo
002/START SMTPOOOOOOO
ogooooo
003/END SMTPOOOOOOO
ogooooo
004/ERROR SMTPOOOOOOO
ooooo
036/FIREWALL 0oooooooo 001/INATCP Oooooooao

84 | CentreCOM ARS70S 000 0O0O0ODOOO 2.9
613-000273 Rev.K

TCPOOOOOOO

goood



oo

googno

002/INAUDP ocooooooao
uprooooO
003/INAICMP ocooooooao
ICMPOOOOO
004/INAOTHER ooooooogog
omrooooo
005/0OUTATCP ocooooooao
TCPOOOOOOO
006/OUTAUDP ocooooooao
uprooooO
007 /OUTAICMP ocooooooao
ICMPOOOOO
008/OUTAOTHER ooooooogog
omrooooo
009/INDTCP ocooooooao
TCPoOOUOOOOO
O
010/INDUDP ocooooooao
upbrooooon
011/INDICMP ocooooooao
ICMPOOOOOO
012/INDOTHER ooooooogog
omroooogg
013/0UTDTCP ocooooooao
TCPoOOUOOOOO
O
014/0UTDUDP ocooooooao
upbrooooon
015/0UTDICMP ocooooooao
ICMPOOOOOO
016/OUTDOTHER ooooooogog
omrooooog
017/ATTACK oooooogo
018/ENABLE ooooooogog
O
019/DISABLE ooooooogog
O
020/DESTROY ooooooogog

gooo
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og

022/SYNQCHNG 0ooooOoooDn Syn
gooooobood
023/HTTP HTTPOODOOO
024 /NOSESSION oooooo TCPO
gooodo
025/NEWSESSION ooo TCPoOOOO
oo
026 /SIPALG ALGOOOOOO
027 /LIMITRULE oooooooooo
goo
037/ACCOUNTING OOO0OOO0OOO 001/START oooooooooo
d
002/UPDATE goooooooon
gooo
003/END goooooooon
d
038/FEATURE O000o0oooooo 001/EXP goooooooon
d gooooobood
039 gooog
040 gooog
041 gooog
042 /IPSEC IPsec 001/MSG oooo
002/INERR ooooooo
003/0OUTERR ooooooo
043/ISAKMP ISAKMP 001/XCHG ISAKMP OO OQOO
ERN
002/SA SA
003/ERROR ooo
004/MSG oooo
044/BOOTP BOOTP 001/ETHCONF Ethernet 0 00O OO
gooogo
045/HTTP HTTPOOOO 001/GETOK GETO O
002/GETFAIL GETO O
003/EXCPT gooodo
046 /VRRP VRRP 001/MRET oooooooooo
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oo

002/MNEW

goooobooogd
goood

003/BADAD

O O O Advertise-
ment 0 O O O O
O

004/NOIP

IPoOCOOOCODOO
ERN

005/RISMAST

goooooooon
d

006/PRIORITY

goboooboogo

047 /PPPOE

PPPoE

001/SNA

goooooooon
gooogog

002/NAS

goooooooon
goood

048/FILE

goog

001/DIR

goooobooogd
goooooooon
ERN

002/CREATE

gooodo

003/DELETE

gooodo

004/RENAME

gooooog

049 /1Pv6FILTER

IPv6eOOOO0O

001/FILT_PASS

IPv6e 0000000
gooogog

002/FILT_FAIL

IPv6e 0000000
gooogog

003/FILT_DUMP

IPv6e 0000000
gooooobood

050/PKI

googo

PKIO Public Key

Infrastructure

001/PKI-CERT

PKIOOOODOOO
O O PKI certificate

messagell

002/PKI-CRL

PKIOOOOOOOO
00 00004PKI cer-
tificate revocation

list messageO

003/PKI-OP

PKIOOODOOOO
gooogoobooo
0 O PKI operational

protocol messagel]
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og

004 /PKI_MP PKIODOODOOO
goooggobooo
0 PKI management
protocol messagel]
051/SYSINFO oooooooooog 001/PS goooooo
O
002/FAN gooooooo
003/TEMP goooooo
052/DNS DNSOOOOO DNSOOOODO
075/5Q0S SQO%I Software Qo- 001/PAUS oooooooooo
SO ood
002/UNPAUS goooggoobooo
goood
003/QEXCE goooooo
004/DCEXCE DARODOOODOO
googo
077/WANLB WANOOOOOOO  001/RESSTSTE gooooooooo
002/NORES goooggoobooo
oo
003/HEALTHCHECK oooooooooo
goood
004/DNSFAILURE DNSOOODOOOOOo
092/MSG 000000 DNS 001/INFO 000000 DNSO
goooooooon
002/WARN 000000 DNSO
goooggobooo
g
0 23:

syslogd 0 ooOoQO

00000000 syslog0 00000000000 0000O0Osyslog0 00000000000 OOOO

000000 syslogODOO00DO0OO0O00O0

0000000000000 00syslog0 0000000000000 O00000OOO

ooooo syslogO OO
7 (CRITICAL) LOG_EMER
6 (URGENT) LOG_ALERT
5 IMPORTANT) LOG_CRI
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oo

4 (NOTICE) LOG_ERR
3 (INFO) LOG-WARNING
2 (DETAIL) LOG-NOTICE
1 (TRIVIAL) LOG.INFO
0 (DEBUG) LOG_DEBUG
0 24:

000000000 syslog0 0000000000

000000000000000O0syslog000000000000000000O000000O0O0

gooooboobood syslog0 OO0 0000 ERN

000/NULL LOG_USER googobooobooboon

010/LIC LOG_USER ooooooo

011/AUTH LOG_AUTH oo

012/BATCH LOG_CRON O0o0o/00000

014/LPD LOG_LPR LpDoOOOOoOoOoOOO

001/REST LOG_LOCAL? ooo

008/EXCEP LOG_LOCAL? oooo

009/BUFF LOG_LOCAL? oooo

002/PINT LOG_LOCAL®6 0000000000 0BRIOSYNOPORTOOO
004/DLINK LOG_LOCALS6 00000000000 00LAPBO LAPDO
003/CALL LOG_LOCALS5 ISDNOOOOACCOOO

005/VINT LOG_LOCALS5 00000000000 ooPPPOSLIPODFROOO
006/CIRC LOG_.LOCAL4 go0o0ooooooooo DLCcooo

007/ATT LOG_.LOCAL4 O00ooooooo/oooon

god LOG_USER googoooooooog

0 25:

s JOJ000000O00O00O0OO0O0OO00OOO0OO0OOO0OOO0OODOOO0OoOOoObOOoOOoObOOooDOoo
0000LOG.-LOCAL1O LOG.LOCAL7ZO D OO 0OO0OO0O0O0O0O0O0OODOCREATE LOG OUTPUT
00000164000 MSETLOGOUTPUTO OOOO30000000 FACILITYODODODOOGOOOoooO
0000000OsyslogO 000 192168.10500000000000000000000LOG.LOCAL1O

gooooboooooooboooobooo

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5
FACILITY=LOCALl J

googno
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90

ooooo

gogog

goooooooooooooooboobboob bbb booboobbobbooo
00000000000 0000000000000000000000000000/00000000
gooobooooobobobooobobooooobboooobbobbooobbbboobbboooobbooog
goooooooboooooooobooobboobboo

00000000000000scp0.cfg00 0000000000000 ODO0O0OOOOO0DOODOOO
00000000000000.cfg00000000000000000O0scp000OOO00DOODOOO
gbooooobooooboooobooboobboobo

m [J0000b0oobbobobooboboooboooboo
e J0DODOODDDOOOULDDEDITOOOOO2A40000DMOIODDODOODODO

EDIT myscript.scp

e ADDSCRIPTOOUOUOOI33000MSETSCRIPTOOOOO3230000000000000OO
ooooo

ADD SCRIPT=simple.scp TEXT="show file"

e [OADUIOODCOU2710000000000ODOCOOUU0OODOUUODOOOUUOOOOOODODOOO
oono

LOAD METHOD=TFTP FILE=basic.scp SERVER=192.168.1.3 DEST=FLASH .

m [J00ogobooooboooboooog

e JU0DODOOOUDD ACTIVATESCRIPTOOOOD1200 0000000000

ACTIVATE SCRIPT=gogo.scp

e JUUUOUOUOODODOSETCONFIGOOOOO2%0 0000000000000 O0OOOODOOO
gooogog
e JDUOODOODDOODOO

OO00Obootcfg0 0D DO0O0DDDDOOOO0OOOOOOODDOOO0ODOODOOOOOOODOOOOOO
SETCONFIGO O OOO2% 0000000000000 000000oooooom

s J00g0oooooooboooboooboboooboobobbobDboobobbooLboooL b o
00000000000000000000000000000000O0ODboot.cfgDOOO0O0OOO0O
gooooog

m J000000000000000000000000000O0boot.cfg000000000O000OODO
gooooboogooooobooooboo

OO0O0ACTIVATESCRIPTOOOOO12000 0000000000000 O000O00O0OUTPUT=LOG OO
goooobobooobooobobooobooooboooboo

[ O0000000000000000000000O00000 20DETAILOO0OOOOO0OOOOOOOOO
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ooooo

goboobooooooooboon

m 0000000080000 0000O00OODOO0O0OO
gooooobooooooooboooboobboboboonboo

ACTIVATE SCRIPT=getargs.scp argl arg2 arg3 argd arg5 arg6 arg7 arg8 J

00000000000 10argl0080arg80000%10%800000000000000000000
gooooboooboooobooooboooboo

[CO000003100000000000000000 31000000000000

0000000000 00ooo0ooooooooooo 4000000000

agoad ad

%D 0000000dd-mmm-yyyy 00O

%T O0000000hhmm:ssO000

%N ODUOOO0OOOSET SYSTEM  NAMEO OOOOOOOOOO

%S ODO00O0ODO0DOOSHOWSYSTEMOOOOOOoOOooooooooo

0260000000000
goooooooooooooooboobboob bbb booboobbobbooo
go000oO00O00O000U0OU0UUoUUOUl100O0%looo000oooooooooooog
02000%200000000 IPO0000O0O0O0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO
goooboobood

s 0000000000000 00 IFTHENELSEENDIFOOOOOOOO

IF stringl {EQ|NE} string2 THEN
commands. . .

ELSE
commands. .

ENDIF

ELSEOO0OO00OOOOO
EQUNEOUOOUOUOOOUOoooooooooooooouooooooooooooooooooooog
O000000oooooo0o0ouoo THENOOOOOOOO ELSED00OoOooooooooon
IFTHEN ENDIFOOOOOOOOoOOoOoOOooooo

s J0000000000000000000WAITOOOOO49100000000000000000
gooobooogbogon

WAIT 5 J

s 0000000000000 000000O0SHOWSCRIPTOOODOO4340000000000

SHOW SCRIPT=myscript.scp

ooooo CentreCOM AR570S 0000000000 2.9 91
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oooo

oot

goooooooooooooooboobboob bbb booboobbobbooo
goooooooooooooooboobboob bbb boooboobbobboon
gooooboogooooobooooboo

gopooobooooboogooboo

ERN o

cruooong cpPUOO0OO0OO0OO0OO0OOOOODUOODUODUOOUOOO

gooooboobood gobogboboboboooooooboooboboooboo

gooooooooboooo boooboooboobobobbobbboobboooboooboobo

gooooog gobogbbobobooobooooog

goooooboodgo goobooobooogbbbooobbooobooobbbooooonoog
gooogo

gooooboobood 0000000000 10000000ooooooog

gooooo goboogbobobobooon

gooooobooooooo booobobobobobobobobooobboboboooobobon
goboooobobbooobooooog

0 27:
gofdooooooobooooobooooobooob0ooooO0ooooOobooob0oooboooooboOoao
000000000000 050000000000000000000 ™1

s JOgo0oooooooooboobooooogbbob0ooobobbb oo UO o
goo

ENABLE TRIGGER

m [J00gobooooboobooobobooobooobooboobbobDboobnboooobo

CPUOOODO 80%000000cpuwarnscp 00000 CPUDOOOO1000O
CREATE TRIGGER=1 CPU=80 DIRECTION=UP SCRIPT=cpuwarn.scp

e J000O0O0DOOO30% 00000 mMemwarnscp00000000000O00O020000
CREATE TRIGGER=2 MEMORY=30 DIRECTION=DOWN SCRIPT=memwarn.sScp

e JUIODDDDUIOOOfwmailscpOOODDDDDOOO0O0DODDOOOO0OOODOOODOO3O
goo

CREATE TRIGGER=3 FIREWALL=ALL MODE=START SCRIPT=mail.scp
e JOOODOOOOOOO Crash.SCpDDDDDDDDDDDDDDDDDDDDDDD4DDDD

CREATE TRIGGER=4 REBOOT=CRASH SCRIPT=crash.scp J
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oooo

000000000010000000000000000Obemasterscp0000000000OO
ooos0000

CREATE TRIGGER=5 MODULE=VRRP EVENT=UPMASTER VRID=10
SCRIPT=bemaster.scp

300000 patrolscp 0000000000000 060000

CREATE TRIGGER=6 PERIODIC=180 SCRIPT=patrol.scp

0001100 ppponscp 00000 PPPOOOOOOOOOOOOOOOO70000
CREATE TRIGGER=7 TIME=23:00 SCRIPT=pppon.scp

PPPOODOO0O0DODOOO0ODOOO0ODOOOLCPOODOOOOODOpppdownscp000000
O0o0ooooooooosooog

CREATE TRIGGER=8 INTERFACE=ppp0 CP=LCP EVENT=DOWN
SCRIPT=pppdown.scp

s 0000000000000 0000000000 ACTIVATETRIGGEROOOOO121000000
gooo

ACTIVATE TRIGGER=1 J

s 0000000000000 00000ADDTRIGGEROOOOO1490000000000

ADD TRIGGER=2 SCRIPT=second.scp

s 0000000000000 00000ODELETE TRIGGERO OO OO2050000000000
NUMBEROOOOOOOOOOOOODOOOOOOOOOOOOOOOOO

DELETE TRIGGER=2 NUMBER=2 .

s J00000000000DESTROY TRIGGERO OO OO211000000000O

DESTROY TRIGGER=5 .

s 0000000000000 0O0SHOW TRIGGEROOO0O047000000000000

SHOW
SHOW
SHOW
SHOW
SHOW

goo

TRIGGER=3
TRIGGER=3 FULL J
TRIGGER=3 SUMMARY .J
TRIGGER=3 STATUS J
TRIGGER=3 COUNT
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SNMP

SNMP

000000000000000000 SNMPO Simple Network Management Protocol0 0 000 00O
1O0SNMPv1D O OO OO 2c0SNMPv2cD 00000 30SNMPV3OD O OO0 Oooog

SNMPV3O OOOooooooooMIBOOOODOOOOOOOOoooOoooooooooooooooo
gooooooooo lo2c00fdoggo 300oooooooooooooOooOoOoOoOoOoDooOooon
Ol02c00000000000O00O0OO030000000000000

SNMPv1/SNMPv2c

O00O00O0OSNMPv1/SNMPv2c 00O 0000000000000

O00O0OSNMPvl/SNMPv2c0 0 0000000000000 0000000O000000O00O0OIPO
goooooooobogoobooo

SNMPOOOOOOO viewersD O OO QOOQOOd
SNMPOOOOOOvIOO IPOOOO 192.168.10.5
SNMPOOOOOOv2c00 IPOOOO 192.168.10.6
SNMPOOOOOOOOvIOO IPOOOO 192.168.10.5
SNMPOOOOOOOOv2c00 IPOOOO 192.168.10.6

0 28:

1. SNMPOOOOOOOOOODOOOOODOO0OO0OO0O00O0O0O0O0O0OOO0OOSNMPOOOOO
gbooooboogobooooboooboboon

ENABLE SNMP J
ENABLE SNMP AUTHENTICATE._TRAP J

2. SNMPOOOUOOOOOOOOOOOODOOOOOO0O0ODUOOOOO0OO00OOO0ODOOOviewersd
gooooboogo

CREATE SNMP COMMUNITY=viewers ACCESS=READ .

[ 0000000000000 0000000DODOoOoO0OD000D

[(COo00000000SNMPOOO0OO0O0O000O0O0O0O00OOOO0O0O0O0O0O0O0O0O0O0O0O0O0OOoOoOOn
goboboooooobobooobobooboboooobobobobOooobObOobobOoooobobOoo
goobooooboobobobooooboboboooobobobOooobobOobobooooboboo
goooooboo

[(O00000000000 SNMPOOODOOOOO0OO0OODO0OODO0O0OO0O0O0O0D0O0O0OOOOOOOOOO
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SNMP

0000000public000000000D0D0D0D000000000DOOprivate0000000000
goooooo

3. SNMPOOOOOOOOviewersDOOOODOODOOOOOODOOOOODOOOO
00000000000o00o0ooooooooo SNMPOOOOOOOOOOOOOOOOOOO
Oo0O0O00 SNMPvIOSNMPv2c O OO OOOOOO0OO0OO0OOSNMPv1 OOOOOOOO SNMPv1
OOSNMPv2cOOOOO0OOOO SNMPv2cOOOOOOO
gooboooboboooooooooooooooooooobooooboboboboboooobo
0000000 SNMPvIOSNMPv2c OO0 000000000000 000000O0SNMPv1OO
O000000000000000 TRAPHOSTZ VITRAPHOSTO OO OO OO O OO O OSNMPv2c
O00000000oooooooo V2CTRAPHOSTOOOOOOOOOOOOoOoOOO

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.5
TRAPHOST=192.168.10.5

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.6
V2CTRAPHOST=192.168.10.6

4. OviewersD OO OOOOODOO0O0OOOOOODOOODOOOOOOOOODOOOOOOOOO

ENABLE SNMP COMMUNITY=viewers TRAP .

[ 0000000000000 D0O0O000000ODO0OD

[CCSNMPOOOOOUOOOOODOOOOODOOORESTARTOOOOO293000000000REBOOT
0000000000000 000WROUTEROODODOOOOOOOOOOOOOOOOOoOoOOoOog
O000000coldStart 00000000000 OwarmStart 0 0000 ORESETIPO 00O IPOO
33700000000000000000DD

goooooogog
O00O0O0OSNMPOOOOOOOOOoooMIBOOOOOUOOoOoUooooooooooooooooo
SNMPOOOOOOOOOOOOOOOOOOOOOOOOOO

s 0000000000000 0000000ADDSNMP COMMUNITYOOOOO134000000
O0000000000oooOoooOviewersdOOOOO0OO192.168.10.10000 0 000 000 SNMPv1
Oo0m192.168.10. 100000000000

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.10 TRAPHOST=192.168.10.10 J

[CO000000000000O0SNMPvIOSNMPv2c 0000000000000 MANAGEROOOOOO
000000000000 0o00o00ooo00o0oU0O00OSNMPYVIOOOOOOOOOOODODODOOO
O TRAPHOSTO OO O VITRAPHOSTOO OO OOOOSNMPv2c 0O 0OOOODOOOOOOOOOOO
V2CTRAPHOSTO OO OUOOOOOOOOOOO

ooooo CentreCOM AR570S 0000000000 2.9
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SNMP

[CO000000000000M00192.168.20.0/24000000000000000000O00O0ODOD0ODOODOO
goboobo0oooooobooboooa

s 000000000000 00000O00O0OODOOCREATE SNMP COMMUNITY O 0000167
00000 ACCESSOOO0OO0O0OOOOWRITEDOOOOOOOACCESSOOOOODODOODOoOooooo
O00O0O0OREADOOO M

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=192.168.10.5 .
m J000OSNMPOOOOOOOOOUOOUOOUOUODOO0O0O0oOoOoooooooooooooooO

OSNMPOOODOOOOO0OO0O0O0O00O00DO0D0O0O00O0000DODO OPENO open accesst 00
00000 YESOUOOOOoOooooooooooo

e 0UIOODOOODDOODO OPEN=YESOUOOOOOOO OPEN=NOOOOOOO
CREATE SNMP COMMUNITY=viewers ACCESS=READ OPEN=YES .|
e OOIOOOOODOOOSETSNMPCOMMUNITYOOOOO3250000000000

SET SNMP COMMUNITY=viewers OPEN=YES .

m OO00OOOSNMPv1IOOOOO SNMPvl OOSNMPv2c OO OO0 SNMPv2cOOOOOOOOOO
O00oOoSNMPOOOOOOOOOOOOOOODOOOOOOOOODOOOOOOOOOODODOOOOO
goooooooOooooooooooooovlov2cooooooooooooooooooooooo
000 OCREATE SNMP COMMUNITY O 0000167 00 O M ADD SNMP COMMUNITY O 00O

013400000 TRAPHOSTO O OO VITRAPHOSTO V2CTRAPHOST O O OO OO OoOOO0OO

00000192.168.10.1000 SNMPv1 OO OO OO0 O0O0OO192.168.10.200 0 SNMPv2cO OO DO OO
ooooooooboooooooooo

ADD SNMP COMMUNITY=viewers TRAPHOST=192.168.10.10
V2CTRAPHOST=192.168.10.20

s SNMPOOOOOOOOOOOSHOW SNMP OO O 0OO437 000 0SHOW SNMP COMMUNITY
O0ooo4l10o0o0o00ooooo

SHOW SNMP J
SHOW SNMP COMMUNITY=viewers

SNMPv3

O0O00OO0OSNMPv3OOOOOOOOOOOOOOO

O00O0O0OSNMPVv3O UOOOOOOOOO0OO0OO0OOOO00OOO0O0OO0OOoooooooIPooooooO
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SNMP

goo

goo

gooooog

SNMPOOOOOOOOODOOOOOOOO0DO0UO0OO0DOOOOOODOOOOO SNMPOOOOO
gbooooboogobooooboooboboon

ENABLE SNMP J
ENABLE SNMP AUTHENTICATE._TRAP J

O00000oooooooooMIBOOOODODO0O0O0o0oO0O00ooooooooooooooog
O0O00Ointernet 0 000 1.3.6.1000000000000most00 Omib-200001.3.6.1.2.10
O00000000000standard000 00000

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE .
ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE .

CO00000000000MIBOOOODO1.3.6.1.2100 00 O OIDU Object Identifierd 00 00 0O
O00@mib200000000000000000000CIDODOO0OODOOO ADDSNMP VIEW [
oooo4oo0oo Oolb0o0oooooooooooooooMIBOOOOOoOoooooooo
gooboooboboobooobobooobooboboOobOobUobOoobOoboOobOobOoboobo
O00DOOUODOOADDSNMPVIEW O OO OO144000000000000000000O

[ 000000000000 00000000D000O0O0OD

000000000000 UgoOoSNMPYV3O O 00000 ooooooooooooooooo
0000000000000 o0oooooooooooooooooouoon
00000000000 0admins000000000Ooperators00000000admins000
00000000 0Omost00D00OO0O0OO0OO0OODOODOOOOODOOOODOODODODODOODOO
000000000000 0operators 00000000000 Ostandard0 0000000000
0000000ooooooooooooooooooog

ADD SNMP GROUP=admins SECURITYLEVEL=authPriv READVIEW=most
WRITEVIEW=most NOTIFYVIEW=most .J
ADD SNMP GROUP=operators SECURITYLEVEL=authNoPriv READVIEW=standard .

goooooooooooooooooboooooooooooooooooooobboooboo
goo0ooooooooooooobooobooooboboooooooboooooooooobooooo
O0000adminsOO0OO0OO0OOO supervisor [ operators 00 0000000 zeinOO0OO
ooo
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ADD SNMP USER=supervisor GROUP=admins AUTHPROTOCOL=SHA
AUTHPASSWORD=jogejoge PRIVPROTOCOL=DES PRIVPASSWORD=mugomugo

ADD SNMP USER=zein GROUP=operators AUTHPROTOCOL=MD5
AUTHPASSWORD=fugafuga

5. 0000000000000000000SNMPvl/v2c00000000000000000OO0O
goooobooooboooboooooooboooobooboob bbb bbb booobo
gooooboogoboooobooooboobboobooboooboobobooob oo
e DOUOOOOODOOODOOOpsuperd0000000O0O0O0O0O00O0O0OOO0O0O0O0OON

goooooooooooboooboobboobboboboobbooobooobooo
O000000000000000000000 supervisorJOOO0O0O00O0O00O0O0O0O0OO
oo

ADD SNMP TARGETPARAMS=psuper SECURITYLEVEL=authPriv

USER=supervisor

e 0000 DDDOUIODDODDOODOODIPODODODOODOODOOOOOODOOOOODODOOO
O00o00o000o00o0000000000000000000 tpR30M

ADD SNMP TARGETADDR=tpR30 PARAMS=psuper IP=172.28.28.156 J

[CSNMPOOOOOUOODOOODOOOOODOOORESTARTOOOOO293000000000REBOOT
0000000000000 000D™ROUTEROODODOOOOUOOOOOOOOOOOOOOOOOO
O000000coldStart 00000000000 OwarmStart 0 0000 ORESETIPO 00O IPOO
33700000000000000000DD

goooooogog
O00O000OSNMPv3OOOOOOO0OOOODOOODOoOoOoMIBOOOOOOODOOoooooooooo
000000 SNMPUOOOOOOOOODOOODOOODOOOOOOOOO

s SNMPOOOO IDOOOOOOOOSETSNMPENGINEID O OOOO32600000000000
O00000o0000ooO0o0ooooOooo SNMPOOOOOOOOOOOOOOOOOOOO

SET SNMP ENGINEID=001122334455667788

SNMPvi/v2c/N3 0O OO OO

s 000000/0000000000000000000000O000000O00O000OO0O0O00O0
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SNMP

000 OOENABLE INTERFACE LINKTRAPO OO UM OOO0O0O0O0OOO0O0OO 320000000000
goooooO0O0DportxMxOOOOODOOOOOODOOODOOO

ENABLE INT=portl LINKTRAP

s VLCANOOOOOOOOOOOOOOOOO0O0O00oo0o0ooooooooo000000ENABLE INTER-
FACELINKTRAPO O OO M OOOOUDOOOODOO 320000000VLANOOOOO O vlan-whiteO
goooooboooboooobooooboooboo

ENABLE INT=vlanl0 LINKTRAP

CVMIANOOOOOOOOOOOOO0O000000000000000000000000000000000
OOVLANOOOOOO 100000000000000o0o00 VLCANOOOOOUOoouooooooooo
0000000000000 O0oUoVLANDOOOOOUOOOOOODOUOO0OO0O00O0O0OSHOW INTERFACE OO
00Mmoo0o0o00000oD 8®LOoODoOD000ooooDoD

m J0J000000000000000 SHOW INTERFACEDO O OO M OoOoOoDOoOOoOoOooDDoDO 800
0000000 mMifLinkUpDownTrapEnableD 0 0O O Enabled0 00 0000000000000
SHOW INT=portl

m 0000000000system.sysName.OOOOOOODO0O SETSYSTEMNAMEOOOOO33800
oo0oooooad

SET SYSTEM NAME=kkRouter

0000000000000 00DU000D0UOUOTELNETO D OO O48 0000000000000
0000000000000000000000000000kkRouter.example.comOOO0000000
TELNETOOOOO486 000000 TELNETbulbulD D000 0000000000000 Obulbuld O
0 0 0 0 example.comO O 0O O O [ bulbul.example.comO0 0000 DNSOOOOOOOO0O

m 000000000system.sysLocation.000 000000 SET SYSTEM LOCATION O 0O 00O O 337
oooooooooon

SET SYSTEM LOCATION="8F, TTC Bldg"

m 0000000000system.sysContact.000 000000 SETSYSTEM CONTACTOO0ODODO335
oooooooooon

SET SYSTEM CONTACT="Taro ARAIDO (Ext 2602)" J

ooooo CentreCOM AR570S 0000000000 2.9
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NTP

NTPO Network Time Protocol00 0 0000000000000 NTPOOOODOOOOOOOOOOOO
0000000000000 000000000000000000000000000000000ONTP
goooooogoood

goon

NTPOUOOOOOOUOUOOO0OOOOOO00OO0OOOO0O000O00O0OO000ooooooooooooogg
oooolPOO000OO0OOOODOOOOOOOO

NTPOOOOO IPOOODO 192.168.10.5
ooooooourcooooooooo JSTO +9:00:000

1. NTPOOOOOOOOOoOoOOO
ENABLE NTP
2. NTPOOOOO IPOOODOOOUOOOOODUOODOOOD 100DO0OO00ODOOOO

ADD NTP PEER=192.168.10.5 J

3. JooOoUoooUTCOOOooUoooUUoooUooNTPOOOOODODOODOOO UTCOOOO
O00000ooooooooooooooooooooogooJsToo UTCoo9ooooon
gooooboogoboooooo

SET NTP UTCOFFSET=+9:00:00
gooooboogbobuoboboooboboooboobbooboobbobboo
SET NTP UTCOFFSET=JST

4 0000 NTPOOUOOOOOOOOOOOOOOOO

RESET NTP J

goooooogog
O000000oooo NTPOOOOUOUOOODOOOODOOOUOOOOOoOooooooooooooooo
gooog

m 00000 SHOWTIMEOOOOO46900000000000

Manager > SHOW TIME

System time is 11:17:41 on Tuesday 03-Jul-2001.

s NTPOOOOOOO SHOWNTPOOOOO40700000000000
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Manager > SHOW NTP

Status : ENABLED

Host Address : 192.168.10.169

UTC offset : +09:00:00 (JST)

Last Updated : 11:19:38 on 03-Jul-2001
Last Delta : +0.94

Configured Peer

192.168.10.5

Counters
Packets Sent : 0000000002
Packets Received : 0000000002

Packets w/ head error : 0000000000
Packets w/ data error : 0000000000

NTPOOOOODOOOOO

O0O0O0NTPOOOOODOMmMOODOODOOOOOOOOOOOOOOO0DOO0O0DO0O0OOO0O0OO0O0O
O00o00o0o0oooooooooooooNTPOOOOODOODOOOOOOOODOODOODOOOOOOOO
oooooooooooooooooooooooooon

0000 NTPOOOOOOOODOOOOOOOOOOOODOOOOOOODOODOOONTIPOOOOOOO
000000000000 mOo0o0o00000D000ADDNTPPEEROOOOOI300000000
oooooIPOO0O0O0OOO0OOOO0OOOOOOOO0OOOOOOOOOOOOOOOOO0OO

[CO000000000000 NTPOOODODOODOODOOO0OO0O0OD0D00000O00O0 NTPOODOOOOO
000000000000 0000000000WindowsO OO OSOOONTPOOOOOOOODDOOOO
gooo0o0o0oo0ooooooO0o0o0oooOoO00O000O0OO0O00000O0O0O00000O0O0000000

ubooooobobooooan

ASIA +8:00 Asia
ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
ooooo CentreCOM AR570S 000000000029 | 101
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NTP

AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time
CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

TAIWAN +8:00 Taiwan

UTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

030:000000000
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Secure Shell

Secure Shell

Secure ShellUSSHO O OO O ODOODODOO0DOD0O0DO0O00D0O0OO00OO0O0O0O00O000000000O0O0O0O0O
goooooogooooobooooboobboob bbb boobDbooboobbobbooo
0000000000000 oU0Uo0UogooooogosSsSHvlooooooooooo

000 TelnetOOOOO0OOODOOO0OO0OODOO0O0O0O0OO0O0O0OOO0OOOO0O0OO0OO0OOOOOOOOOOOOO
0000000000000 Telnet0 OO SSHOOODOOOODOOOOOOO

0000 SSsHOOODOOoOooooooooooooooooo

e SSHOOOODO SSHOOOOOO

e 0512020480000 RSAODOOODOODOOOOOODOOOOLDOOOOOODOOOOODOOO
goboogboogoboooooo

e JO000DODODDOODDUUDUUDUUUULDUUL DESOODO

e [JDUODbUODLDDUDDOUUODOOODOUODDO

goon

O000000oOoSSHOOOOO192.1681.50000 SSHO O ODOODODODOoOooooooooooo
goooooogoog

goooog

0000000000200 RSAOO0ODOOOOOUOODUUOODULODOUOODOOU

1. 000000000000000000000000 Security Officer 0000000000000
goooooboooobooobooooooobooobooboob bbb bbb boobo
0000000000000000000000000000 SecurityOfficer 000000000
goooobooooboooog

ADD USER=secoff PASSWORD=PasswordS PRIVILEGE=SECURITYOFFICER J

2. D0O0OD0OO0OHostKeyD OODOODOODOODOODOOOORSAODDOODOOODOODOOOO
102400 0000SSHOODODUOOUOoooooooooooouogooooooouoogoooo
gooodoboogobooooooooooboooboooboob bbb bbb boobo
gooooboodgo

CREATE ENCO KEY=1 TYPE=RSA LENGTH=1024 DESCRIPTION="My host_key" .

3. D0DOO0OOO0ServerKeyDODOOOOOOOOODOO SSHOOOOODODODODOOOOOOOO
O0RSAOOOOOOUUOOOOOOOOOUUOOOOOOOOOUOOOOODODOUOOOOOOO
0000000 5120000000000000000 12800000000000000000O

CREATE ENCO KEY=2 TYPE=RSA LENGTH=768 DESCRIPTION="My server_key" .

m 000000655350 000000000000000000000000000O0DODOO0OOOOO

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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Secure Shell

O00O000OO0ODESCRIPTIONOOOOOOUOODOOOOOOOOUOOOOOOOOOOOOOOOOO
000000000 SHOWENCOKEYODOOODmMOooooooo4o0000ooooooooooo
goooboobood

m RSAOO00O00O0O0DOO0O0D0O000000000000000O0O0RSA Key Generation process
started. 000 0000000000000 O00O0OO0O0O0OO0OO0O0O0O0OO0OO0ODOOCPUOOODOOO
00000000000000D000000000000000D00D00D000O0RSA Key generation
process completed. 0 00000000

s 000000000 SHOWENCOKEYDOOOmMOoOoooooo 48000000000 ooo

SHOW ENCO KEY
SHOW ENCO KEY=1 J

s 0000000000000 0000O0ENABLE SYSTEM SECURITY MODEO OO0O0O2630 000
00000000000000 Security Officer 000 00000000000000O00DO00ODOOO
00000000000000000000000000000000000 Security Officer 0 0 O O
gooooooooooooboboooboobbob bbb boooboobbobboon
gooooboooooooboooobooo

ENABLE SYSTEM SECURITY.MODE

O0000o0oooooooooooOooooOooOSSHOOOOOooOooooooooooooooooo
gooooboogoooooboooobooo

s 000001 0O00000200000 SSHOOOOoOoOOOooooo

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 .

s J0000000000000000000000000000000000000000EXPIRYTIME
0000000000000 000000000EXPIRYTIMEOOOOOOODODOODOD OOOoOOoOoO
0000000000024 0001000000000000000000000

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 EXPIRYTIME=24 .J

[ 00000000 000oooo0o0000oDooOO00O0000DDOOODDOD00D00DODODODDOO00O0OO
goobooobooboooobooobooo

CSPHOOOOODOODOOOODO0OO0O0OO0OO Telnet0OODODOO0OODODDOD0OOOOODOOOOOO

m SSHOOOOOOOOOOODODOOOSHOWSSHOOOOO453 0000000000

SHOW SSH
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Secure Shell

SSHOOUOOOOOOOOOOSSHOOOOOO ADDSSHUSEROOOUOO147000000000OSSH
O00000oooooooooooSSHoooooooooooooogSsHOOooooooooo
goooobooooooooboooobooo
SSHOOOUOOOOOoOoOoooooooooooooooooooooooooooooooooooog
00000000 USEROOOOO0OO0O00000ooooooooSSsHOooooooooooooooo
0000U00oooo0oo00oooooo0ooooooooo0UoooooOg SSHooooooo
gooooo
SSHOOODUOOOOOoooooooooooooooooogoooooooooooooooooog 20
googooog

e JDUODbUUODDUODOUUDDOUODOUUOODLDOODLOO
e RSADOOODODOOODOOOODOOOODOO

100000000000001000000o0ooog

goooooogog

goooooooooooooooboobboob bbb booboobbobbooo
O0o00oSSHOOOOUOOOoooooooooouooooooooooggoooogooooooooo
gooooboobood

m JJ00ogoooo

ADD SSH USER=kuro PASSWORD=testpasswdl

0000000000000 000000000o0 SSHOUOOOOOoUSEROODODOoOoooooooo
0000000000000 0dooo000ooo0U0oooo0O0000o00oU0UoooO0g USER
O000OoOoOSSHOOOOO USEROOOOOOOooo

m Manager 000000000000

ADD USER=shiro PASSWORD=testpasswd2 PRIVILEGE=MANAGER .
ADD SSH USER=shiro PASSWORD=testpasswd2 .

[ O000000000000000000000000ADDUSEROOOOO11000000000000O00
J0ooooSSsHOOOOOOOOOOOOOOoOOOO0O0O0O0OoOoooooooooooooooooo
O0000D000O0OO0ADDSSHUSEROOOOO14700000 PASSWORDOOOUOOOOOOoooOooO
0o0ooOoSsHOOODOOOOOoooOooooooooooooo

m SSHOOOOO SHOWSSHUSEROOOOO4620 0000000000

SHOW SSH USER
SHOW SSH USER=shiro J

ooooo CentreCOM AR570S 0000000000 2.9 105
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Secure Shell

RSAODOOOO

RSAOOOOSSHOOOODODOOODUOOO RSAOOOOOOOUOOOOOoOoOooOOoOooooooooog
00000 SSHOOUOOOOOoOoooooooooooooooooooooooooooo
RSAOOOOOOOUOOOOSSHOOOODOOOOUOOOOOOoOODODOOoOoOoooooooooooga
000 SSHOOOOOoOooooooooooooooo

m J000SSHOODOODODOOOOUOOOOOOoOooooooooouod CREATEENCOKEY OO
O0Moo00oooo 1800000000000 0ooooooon

1. RSAOOO0OOOOOOOOO0OOS20000000000000000 1024000000000
goooooboooobobooooooobooboooboobogbbobboobo

CREATE ENCO KEY=100 TYPE=RSA LENGTH=1024 .

2. 000000000000 SSHOOOOOOOOOOOOODOOODOOODOoOOoOOoOKEYOOOoOood
0000000000000 FILEDOOODOOO0OOO00OOO0oooooooooooooooog
000000keyOOOODODODODODFORMATOOOODDOO0OODOOOOODOO0OO0ODOODOOODO
O0oOSSHOOOOOOSSHOOoOoOOooOo

CREATE ENCO KEY=100 TYPE=RSA FILE=pote.key FORMAT=SSH .J

m 0000000 PCOOD00O000SSHOOOODOOOOOO ssh-keygenOOOOOO0OO0O0O0O00ODO
goooooogooooobooooboobboob bbb boobDbooboobbobbooo
0000000000000 00000000000000000 Ossh-keygen0 00000

pote@clientpc:™> ssh-keygen -t rsal -C pote@clientpc

Generating RSA keys: Key generation complete.

Enter file in which to save the key (/home/pote/.ssh/identity) :
Enter passphrase (empty for no passphrase) :

Enter same passphrase again:

Your identification has been saved in /home/pote/.ssh/identity.
Your public key has been saved in /home/pote/.ssh/identity.pub.
The key fingerprint is:
e9:0e:68:2a:8a:a3:75:dd:£1:61:37:09:fc:f6:a3:b2pote@clientpc

s 0000000000000 00000000000000O0SSHOOODOOOOOOOOOTFETP
gopoooboooobooooboo
googooog

1. 000000000000 0O00OUPLOADOOOOO489 0000000000000 OO0ODOOO
OO0 TFIPOOOOOOOO0OOOOOOOOOOO TFTPOOOOO IPOOOOO 192.168.10.5
goood

UPLOAD FILE=pote.key SERVER=192.168.10.5 .

oooooooPCOO0O0O0OOOTFIPOOOOOOOOOOOOOO TFIPOODODOOOODOO
OoOoOoOOoTFTPOOOOODOOOOOOO TFIPOOOOOOOOOOODODODOOOOOOOOO
0000000000000 key0O0O0O0OO0ODOO0OODOO
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Secure Shell

googoo

1. OO0SSHOOOOOO LOADOOOOO271000000000TFIPOOOOOOOOOOODO
goooobooobbooboboooobog

LOAD FILE=pote.key SERVER=192.168.10.5 DESTINATION=FLASH .

2. 000000000000 0O0O0O0ODUODOUDO0O0O0OOOCREATEENCOKEYODOOO M ooOoQO
000 1800000000000 oooooooooooon

CREATE ENCO KEY=100 TYPE=RSA FILE=pote.key FORMAT=SSH .J

[CAREATEENCOKEY O OOUOMOOOOOooOo 1800000 FILEOOOOODOOoOooooooo

goboooooboboboooboobooooboooobobobOooobobOobobooooboboo
O000OKEYOUOOOOOOOOOOOoOoOoO0OO0O0ooooooooooooo

3. SSHOOOOOOOOooOoOoOoooooOooooooooooo KEYooooooooooooo
gooooboogo

ADD SSH USER=bote KEYID=100
Manager 000000000000

ADD USER=pote PASSWORD=testpasswd3 PRIVILEGE=MANAGER .
ADD SSH USER=pote KEYID=100

L RFAOODOODODOOODADDUSEROOOODO151 00000 PASSWORDOOOOOOOooooo
0000000000000 0D00000D0DO0000 TelnetDOODDOOODOOODMI

m SSHOOOOO SHOWSSHUSEROOOOO4620 0000000000

SHOW SSH USER
SHOW SSH USER=pote J

SSHOOOODOOOoOoooo

m [J000d0booboobooboboboboooboboobooooboobboobboo
goooooogog

SSH 192.168.10.1 USER=shiro PASS=testpasswd2 J

RSAOOOOO

SSH 192.168.10.1 USER=pote KEYID=100 J

[COo00SSHOOOOOO0O0OO0O0O0UO0O00o0o0oooooooo0oooooooooooooo

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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Secure Shell

Host key not recognised - saved as ssh.key

SSH. Session closed.

O0000oooooOSSHOOOOOO SSHOOOOOOooooooooooooooooooooo
000000000000000000000000000000000000000Osshkey0 0000
0000000 0oooooooooooooUoUgoogoSSsHOOODooooooooooouoogogo
SSHOOOOOOOOOOOoOooooooOo

CREATE ENCO KEY=10 TYPE=RSA FILE=ssh.key DESCRIPTION="SSH server's
hostkey" FORMAT=SSH J

goooooboooooooooooboobbobbooboooboobDbooob oo

s 000000 PCOOOOOOOPCOOSSHOODODOODOODODOODOODODODOODOOOOOoOOOO
0000U00oooo0oooU0Uooooo000ooooooooooo SSsHooooooooooo
gooooooobooooboooooooboboobboo

[(CO00000000000000 DESO0000000000000000000O00000000000ag
0000000000000 0000000000oo0DESOOO000N00OO000D0DO0OUOO00UooUoo
ooooooogo

m SSHOOOOOOOOO SHOWSSHSESSIONSOOOOO461 000000000000

SHOW SSH SESSIONS

s CREATEENCOKEYOOOOMOOOUOOO 1800000000000 0O00O00OO000O0O0O0
0000000000000 0O00D000O000OCREATECONFIGO O OOO1800000000000
O00000000ooooooooooO0o ENCOOOooooooooooooooomogoooon
00000000000000000000000D00000000000000D000000A0 Security
Officer00 000000000000 DDOOO0OOOOOOODOOOOOOOOO

m SSHOOOOUOODOOODUOOODODODADDSSHUSEROOOOO14700000 SSHOOODOOOOO
O0000o0oooo0ooooogsSSsHOOOOOooooooooooossHOoOooooooooooo
0000000000000 00D000D000OSHOWSSHUSERO OO OO4620 00000000000
O0000oooooooooSsHoOoOoOoOoooooooooomSSHOOOoOoooooooooooo
SSHOOOOoOooooooooo

m SSHOOOOOSOUOOOOODODOOUOUOUOOOOOoDOoOoOOoUooooooooouooooooooo
0000000000000 0000000000000000000000O00 ENABLE SSH USER O
00002200 000000000000000

ENABLE SSH USER=carelessuser .

m SSHOOOOOODOOOOO SHOWSSHUSEROOOOO4620 00000000000
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Secure Shell

SHOW SSH USER
SHOW SSH USER=carelessuser J

m SSHOOOOOOOOOOOOOO SSHOOOOOoooIpPOoOOoOoooooooooooooooooo
O0OO0OO0ADDSSHUSERO OO OO 14700 0 MISETSSH USER 00 0003340 00 00 IPADDRESSO
MASKOOOOOOOOUOOOOOOOOoOooooo SSHoOooooooooooooooooooo
OO0 pote00O00OIPOOOO 192168101000 000000000000000000000O000000
gooooo

ADD SSH USER=pote PASSWORD=passpote IPADDRESS=192.168.10.100 J
000000000000 00000000 192.168.10.0/240 00 000000000000000O
ADD SSH USER=pote PASSWORD=passpote IPADDRESS=192.168.10.0

MASK=255.255.255.0 4

m 0000000 SSHOOOOOOOOOOOOSSHOOOOO484o0000ooooooooooooo
goooobooooboooooo

SSH 192.168.10.5 USER=pote PASSWORD=passpote

RSAOOOUOOOOCREATEENCOKEYODOUOOmMOOOOOOO 1800000000000 ooO
goooboobooobooobobooobooooog

SSH 192.168.10.5 USER=pote KEYID=10
s 0000000000000 0000000000000000000000000000000000

000000000 ManagerJODODOODOO0OO0DOO0D0OO0O00O0O00O0O0OSSHOOOODO Manager
go000oO0O0O00O000U00U00U™SSHOODODOODODODUOooDUoUooo

SSH 192.168.10.5 USER=pote PASSWORD=passpote COMMAND="show firewall
event=deny" J
m SSHOOODOODOODOOSSHOOOOOODOOOOOOoooooo

e SSHOOODOODDODOODDODOODDODOO
e SSHOOODOODDODODODODOOO
e SSHOOODOODDODODDODOODODODODO
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Doobooboguood

goboogoogd

gooog
DISABLEHTTP SERVER . . . . . . . . . e 213
EDIT . . o 240
ENABLE HTTP SERVER . . . . . . . . . e 243
HELP . . . . e 269
LOGIN . . 273
LOGOEFF . . . 274
RESTART . . . . 293
SETHELP . . . . . 296
SETSYSTEM CONTACT . . . . . . . e 335
SET SYSTEM DISTINGUISHEDNAME . . . ... .. ... ... ... . .. ....... 336
SETSYSTEM LOCATION . . . . . . . e 337
SETSYSTEMNAME . . . . . . 338
SETSYSTEM TERRITORY . . . . . . . .. . e 339
SETTIME . . . . e 341
SHOW BUFFER . . . . . . . 362
SHOW CPU . . . . 365
SHOW DEBUG . . . . . . . 366
SHOW EXCEPTION . . . . . . . e e 367
SHOW HTTP SERVER . . . . . . . . 382
SHOW STARTUP . . . . . . o e 464
SHOW SYSTEM . . . . . . 465
SHOWTIME . . . . . 469

goooobooogboogon

ACTIVATE FLASH COMPACTION . . . . . . . e e e e 117
ADDFILE . . . . . 123
CLEARFLASH TOTALLY . . . . . . . e e e e e 155
CLEARNVSTOTALLY . . . . . o e e e e e e 156
COPY . . o 157
CREATE FFILE . . . . . . . e e e e 159
CREATEFILE . . . . . . e 161
DELETE FFILE . . . . . . . . e e e 188
DELETEFILE . . . . . . . 189
DELETENVS . . . . 195
DUMP . . . 236
DUMP NVS . . 238
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MODIFY . . . 277

MODIFY NVS . 278
RENAME . . . o 286
RESET FILE PERMANENTREDIRECT . . . . . .. ... ... . .. ... 287
SHOW FFILE . . . . . 372
SHOW FILE . . . . o 374
SHOW FILE PERMANENTREDIRECT . .. ... .. ... ... ... ... ..... 376
SHOW FLASH . . . . . . . e e 378
SHOW FLASH PHYSICAL . . . . . . 380
SHOW NVS . . 409
SHOW NVSFEREE . . . . . . e 411

goooooogog

CREATE CONFIG . . . . . . o o e e e e 158
SET CONFIG . . . . . e e e 295
SHOW CONFIG . . . . . .o e e e e e e e 363

goooooogog

ADD ALIAS . . . 122
DELETE ALIAS . . . . . e 187
SHOW ALIAS . . . . 361

goooooogoobod

ADDUSER . . . . . e e e e 151
DELETE USER . . . . . . . e e e e e e e 206
DISABLE USER . . . . . . . e e e e 233
ENABLE USER . . . . . . e e e e e e 266
PURGE USER . . . . . . e e e e e e e 284
RESET USER . . . . . . . e e e e e e s e 292
SETPASSWORD . . . . . . e 312
SET USER . . . . . e e e 359
SHOW USER . . . . . . e e e e e e e e 478
ogooooo
ADD RADIUSSERVER . . . . . . . . e e 131
DELETE RADIUSSERVER . . . . . . . . . . e e e e 196
SET RADIUS . . . . . e e e 322
SHOW RADIUS . . . . . . e e e e e s e s e e 431
ogogoao
ACTIVATE PORTAUTH PORT REAUTHENTICATE . ... ... ... .......... 118
DISABLEPORTAUTH . . . . . . . . e e e e e e 220
DISABLE PORTAUTH DEBUG . . . . . . . . .. e e e 221
DISABLE PORTAUTH PORT . . . . . . . . e e 222
ENABLE PORTAUTH . . . . . . . . e e e e e e e 250
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ENABLE PORTAUTH DEBUG . . . . . ... .. .. . o . 251

ENABLE PORTAUTH PORT . . . . . .. .. . 252
PURGE PORTAUTH PORT . . . . . . .. e 281
RESET PORTAUTH PORT . . . . . . . . e 290
RESET PORTAUTH PORT MULTIMIB . . . . . . . .. ... .. . o o . 291
SETPORTAUTHPORT . . . . . . . 313
SET PORTAUTH PORT SUPPLICANTMAC . . ... ... ... ... .. ... ... 317
SET PORTAUTH USERNAME . . . . . . ... . . 320
SHOW PORTAUTH . . . . . e e e e e 413
SHOW PORTAUTH COUNTER . . . . ... .. ... . 416
SHOW PORTAUTHPORT . . . . . . . et e e 419
SHOW PORTAUTH PORT MULTISUPPLICANT . . . . . . .. ... .. ... .. ..... 424
SHOW PORTAUTHTIMER . . . . . . . .. e e 428

goooobooogboogon

LOAD . . . o e e e e 271
RESET LOADER . . . . . . e e e e e e e e 288
SET LOADER . . . . . . e e e e 298
SHOW LOADER . . . . . e e e e e e e 386
UPLOAD . . . e e e e e 489
ogooooo
DELETE INSTALL . . . . . . . e e e e e e e e e 190
DESTROY PATCH . . . . . e e e e e e e e 209
DISABLE FEATURE . . . . . . . . e e e e e e e 212
DISABLE RELEASE . . . . . . . . e e e e 223
ENABLE FEATURE . . . . . . . . e e e e e e e e 242
ENABLE RELEASE . . . . . . . e e e e 256
SET INSTALL . . . . e e e e e e e e 297
SHOW FEATURE . . . . . . e e e e e e e e e 369
SHOW INSTALL . . . . . e e e e e e e e e e 384
SHOW PATCH . . . . . . e e e e e e e 412
SHOW RELEASE . . . . . . e e e e e e 433
ogogoao
DELETE MAIL . . . . . . e e e e e e e e e 193
DISABLE MAIL DEBUG . . . . . . . . e e e e e e e e e 218
ENABLE MAIL DEBUG . . . . . . . . e e e e e e e e 248
MAIL . . . e e 275
SET MAIL . . . . o e e e e 308
SHOW MAIL . . . . e e e e e e e e e 404
ogoooooo
ADDUSERRSO . . . . . . e e e e 153
112 | CentreCOM AR570S 0000000 O0OO 2.9 ooooo

613-000273 Rev.K



DELETEUSER RSO . . . . . . o o e e e e 207

DISABLE SYSTEM SECURITY_-MODE . . . . . ... ... ... ... . . .. ... . ... 230
DISABLEUSER RSO . . . . . . . . . e e e 234
ENABLE SYSTEM SECURITY_-MODE . . . . . ... ... .. ... . ... 263
ENABLE USER RSO . . . . . . . . . e 267
SET MANAGER ASYN . . . . . . . e e 309
SHOW MANAGER ASYN . . . . . . e 406
SHOW USER RSO . . . . . e e e e e 482
gd
ADD LOG OUTPUT . . . . . e e e e e e s e e e e 126
ADDLOGRECEIVE . . . . . . e 128
CREATE LOG OUTPUT . . . . . . e e e e e s e e e e e 164
DELETE LOG OUTPUT . . . . . . . . e e e e e e e e 191
DELETE LOG RECEIVE . . . . . . . . e e 192
DESTROY LOG OUTPUT . . . . . . . e e e e e e e e 208
DISABLELOG . . . . . . . e 214
DISABLE LOG GENERATION . . . . . . . . . .. e e 215
DISABLELOG OUTPUT . . . . . . . . e e e e e e e e 216
DISABLE LOG RECEPTION . . . . . . . . e e e e e e e 217
ENABLELOG . . . . . . e 244
ENABLE LOG GENERATION . . . . . . . . .. et 245
ENABLE LOG OUTPUT . . . . . . . . e e e e e e e e 246
ENABLE LOG RECEPTION . . . . . . . e e e e e e e e 247
FLUSHLOG OUTPUT . . . . . . . e e e e e e e e e 268
PURGELOG . . . . . . e e e 279
SETLOG OUTPUT . . . . . e e e e s e e 300
SET LOG OUTPUT FILTER . . . . . . . . e e e e 303
SETLOG RECEIVE . . . . . . e e 305
SET LOG UTCOFFSET . . . . . . . e e e e e s e e e 306
SHOW LOG . . . . . e e 388
SHOW LOG COUNTER . . . . . . . . e e e e e e e e 392
SHOW LOG OUTPUT . . . . . . . e e e e e s e e e 395
SHOW LOG QUEUE . . . . . . . e e e e e 398
SHOW LOG RECEIVE . . . . . . e e e e 400
SHOW LOG STATUS . . . . . . e e e e s e e e 402
gooogd
ACTIVATE SCRIPT . . . . . . . e e e e e e e e 120
ADD SCRIPT . . . . . e 133
DEACTIVATE SCRIPT . . . . . . . . e e e e e e e e e e 186
DELETE SCRIPT . . . . . . e e e e e e e e 197
IFTHEN ELSE ENDIF . . . . . . . . . e e e e 270
googno CentreCOM AR570S 0000 DOOODOO 2.9
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SHOW SCRIPT . . . . . . e e e e e e e e s e e 434
WAIT . . e e e e 491
ogooo
ACTIVATE TRIGGER . . . . . . . . e e e 121
ADD TRIGGER . . . . . . e e e 149
CREATE TRIGGER CPU . . . . . . . . e e e e e 169
CREATE TRIGGER FIREWALL . . . . . . . . . .. e e e 171
CREATE TRIGGER INTERFACE . . . . . . . . . e e e 173
CREATE TRIGGER MEMORY . . . . . . . . e e e e e e e e 175
CREATE TRIGGERMODULE . . . . . . . . . . e e e e 177
CREATE TRIGGER PERIODIC . . . . . . . . . . e e e e 180
CREATE TRIGGER REBOOT . . . . . . . . . e e e e 182
CREATE TRIGGER TIME . . . . . . . . e e e e 184
DELETE TRIGGER . . . . . . . . e e e e e e e e e e 205
DESTROY TRIGGER . . . . . . . e e e e e e e e e e 211
DISABLE TRIGGER . . . . . . . . . e e e e e e 232
ENABLE TRIGGER . . . . . . . e e e e 265
PURGE TRIGGER . . . . . . . e e e e e e e e 283
SETTRIGGER CPU . . . . . . . . e e e e e e e e e 342
SET TRIGGER FIREWALL . . . . . . . . . e e e e e 344
SET TRIGGER INTERFACE . . . . . . . . . e e e 346
SET TRIGGER MEMORY . . . . . . . . e e e e e 348
SETTRIGGERMODULE. . . . . . . . . . e e e e e 350
SET TRIGGER PERIODIC . . . . . . . . . . e e e e 352
SET TRIGGER REBOOT . . . . . . . . . e e e e e 354
SETTRIGGERTIME . . . . . . . . e e e e e 356
SHOW TRIGGER . . . . . . . e e e e 470
SNMP
ADD SNMP COMMUNITY . . . . . e e e e e e e e 134
ADDSNMP GROUP . . . . . . e e e e 136
ADD SNMP TARGETADDR . . . . . . . . e e e e e e e e 138
ADD SNMP TARGETPARAMS . . . . . . . e e e e e 140
ADDSNMP USER . . . . . . . e 142
ADDSNMP VIEW . . . . e e e e 144
CREATE SNMP COMMUNITY . . . . . . . e e e e e e e e 167
DELETE SNMP COMMUNITY . . . . . . . e e e e e e e 198
DELETESNMP GROUP . . . . . . . e e e e e e 199
DELETE SNMP TARGETADDR . . . . . . . . . . . e e e e 200
DELETE SNMP TARGETPARAMS . . . . . . . . . e e e 201
DELETESNMP USER . . . . . . . e e e e e e e 202
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DELETESNMP VIEW . . . . .. 203

DESTROY SNMP COMMUNITY . . . .. ... . 210
DISABLESNMP . . . . . . e 224
DISABLE SNMP AUTHENTICATE_-TRAP . . . ... ... ... .. ... .. ....... 225
DISABLE SNMP COMMUNITY . . ... ... . 226
DISABLE SNMP COMMUNITY TRAP . . . . . .. .. . o 227
ENABLESNMP . . . . . e 257
ENABLE SNMP AUTHENTICATE.-TRAP . . . . . .. ... .. . .. ... 258
ENABLE SNMP COMMUNITY . . . . .. ... 259
ENABLE SNMP COMMUNITY TRAP . . . . . .. .. o oo 260
PURGESNMP . . . . e 282
SET SNMP ASNBERPADDING . . . . . ... ... e 324
SETSNMP COMMUNITY . . . . ... 325
SETSNMP ENGINEID . . . . .. ... 326
SETSNMP GROUP . . . . . oo e e e e 327
SETSNMP LOCAL . . . . . . 328
SET SNMP TARGETADDR . . . . . . . . et e 329
SET SNMP TARGETPARAMS . . . . . . . . e 330
SET SNMP TRAPDELAY . . . . . . o e e e e e e 331
SETSNMP USER . . . . . . 332
SHOW SNMP . . . 437
SHOW SNMP COMMUNITY . . . . . ... e 441
SHOWSNMP GROUP . . . . .. . e 443
SHOW SNMP TARGETADDR. . . . . . . . . e 445
SHOW SNMP TARGETPARAMS . . . . . . . ... 447
SHOW SNMP USER . . . . . . e e e e e e e 449
SHOW SNMP VIEW . . . . . 451
NTP
ADDNTPPEER . . . . . . 130
DELETENTPPEER . . . . . . . o o e e e e e e 194
DISABLENTP . . . . . o 219
ENABLENTP . . . . . 249
PURGENTP . . . . o e 280
RESET NTP . . . . o 289
SET NTP UTCOFESET . . . . . . e e e e e e 310
SHOW NTP . . . e 407

goooooboodgo

DISABLE TELNET SERVER . . . . . . . . . . e e 231
DISCONNECT . . . . e e e 235
ENABLE TELNET SERVER . . . . . . . e e e e 264
RECONNECT . . . . e e e s s s e s e e 285
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SETTELNET . . . . . . 340

SETTTY . . e 358
SHOW SESSIONS . . . . . . e e e e e e e e e e 436
SHOW TELNET . . . . . . e e e e e e e e e 468
SHOW TTY . . . o o e e e e e e e e s e 475
TELNET . . . . e e e e e 486
Secure Shell
ADDSSHUSER . . . . . . e e e 147
DELETESSH USER . . . . . . . . e e e e s e e e 204
DISABLESSH SERVER . . . . . . . . . e e e e e e 228
DISABLESSH USER . . . . . . . . . e e e e e e e e e 229
ENABLESSH SERVER . . . . . . . . . . e e e e 261
ENABLESSH USER . . . . . . . . e e e e e e e e e 262
SETSSHSERVER . . . . . . . e e e e e e 333
SETSSHUSER . . . . . . e e e e e e 334
SHOW SSH . . . . . e e 453
SHOW SSHSESSIONS . . . . . . . e e e e e e e e 461
SHOW SSHUSER . . . . . . . . e e e e e e e e e 462
SSH . . e e e 484
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ACTIVATE FLASH COMPACTION

ACTIVATE FLASH COMPACTION

00000000000 /0000000000000

ACTIVATE FLASH COMPACTION

g

goooboobooboobobobooooooobooboboooooooon

0000000000000 0000000 00 Flash compaction successfully completed.00 00 00O

goomooooooooogoooboboboboooooobobobOobOoboobooboDbOoDo
googooooooooooboooboobooobotbooboobobobobobobooooooboboDbOoDbo

gooo

gooooooon

Manager bulbul> activate flash compaction

Info (1031260): Flash compacting...

DO NOT restart the router, or power down until compaction is completed.

Manager bulbul>
Info (1031261): Flash compaction successfully completed.

googggg

gooobooooboooobobooobobooboboobobbobobbobobDbobubLbo
gopoooboooobooooboo
goooboooobobobooobboooooboooooobbooobDbbboob0bbbboobboogog
goobooboobooobooobobooobooooog

gogggo

SHOW FFILEO 3720000
SHOW FLASHO 378 0000
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ACTIVATE PORTAUTH PORT REAUTHENTICATE

ACTIVATE PORTAUTH PORT REAUTHENTICATE

O000oO0oo0oo0ooo /00o0oo0

ACTIVATE PORTAUTH[={8021X|MACBASED}] PORT={eth-port|port-list|ALL}
REAUTHENTICATE [SUPPLICANTMAC=macadd]

eth-port:ETHl:ll:lI:IDI]I]I]I]I]I]ethOI:II:II:II:II:II:II:I
port-list:l:ll:l|:||:||:||:|El|:||:|DlDDDDDDDDDDDDDDDDDDDDD)
macadd: MAC 0 0 O O O xX-XX-XX-Xx-xx-xx 0 0 00

0

0000000000000 Supplicant0000000
googgg

PORTAUTH 0000000 O08021X0802.1X00MMACBASEDOMACOOOOOOOO0O0OOOO0
0000 8021Xoooooono

PORT 00000000000 O0OO0OO0OOOOPORTAUTHOOOOOOODOODOOOOOOOOO
0000000000000 PORTAUTHO 8021XO OO0 OO0 OO Authenticator 10000
O00000000O0TYPE=AUTHENTICATORO OO TYPE=BOTHO OOOOOOOOOOOO
oooodd

SUPPLICANTMAC Supplicant 0 MACO OO 00000000 OO OMulti-Supplicant O O O
OMODE=MULTID O O0OO0OODOMACOOOOOOOOOOOOOOOOO

g
m000400000000 802.1XSupplicant0 000000

ACTIVATE PORTAUTH PORT=4 REAUTHENTICATE

methOOOO0OO0OO0OO0O00000 MACOODO Supplicant 0000000

ACTIVATE PORTAUTH=MACBASED PORT=ethO REAUTHENTICATE

gogggo

ENABLE PORTAUTHO 250 0 00 O
ENABLE PORTAUTH PORTO 252 0 00 O
SHOW PORTAUTH PORTO 4190000
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SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
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ACTIVATE SCRIPT

ACTIVATE SCRIPT

O000oO0oo0oo0ooo /00o0oo0

ACTIVATE SCRIPT=filename [OUTPUT={LOG}] [parameters]

filename: 0000000000 .scp O.cfgd
parameters: 1000 0000000000O0O0O0O0OOO 800000000 DO0ODDbOOD%lD%80000000

g

goooooogoboooooo
gogggo
SCRIPT 0000000000000 O0D0.scpU00D0.cfgl 00000000000 scp0000O0OO

OUTPUT COO0O0OOOOO0OOOOO0OOOOO0OOOOOOOLOGHOUOOOOOUOOOOOOOOO
Ooooo TTYoOoooooooooooo

o
m 00200000000 sendmailscp000000

ACTIVATE SCRIPT=sendmail.scp "someone@somewhere.xxx" "warning"

googggg

OUTPUT=LOGOOOOO00OO0O0OOO0OODOO SHOWLOGUO OO ODOooooooooooooooo
0000000000000 000O00O000O0O0OOSEVERITYOD 20000000000000000
00000000000 300000000000000000000000000000D0O0O000
000000 3100000000000000000 3100000000000

gogggo

ADD SCRIPTO 133 0000
DEACTIVATE SCRIPTO 186 0 O O O
DELETE SCRIPTO 1970000

SET SCRIPTO 3230000

SHOW SCRIPTO 4340000
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ACTIVATE TRIGGER

ACTIVATE TRIGGER

O000oO0oo0ooooo /0000

ACTIVATE TRIGGER=trigger-id

trigger-id: 0 0 00 00 010 2500

g

goooboooobogbooboooog

O00000OO0ODISABLE TRIGGEROOOOOODOODOODODOODODOOOOOOOOOOOOOOoOoO

TEST=ONOOOOOOO0OO0OOOSCRIPTOOOOOOOOOOODOOOOOOOODOOOOOOOOOO

TEST=ONOO0OOO0OO000O0O0000O00000o0o0000oo0ooooooooooom

0000000000000 0000o0oo0o0o0oU000ooooo0 REPEATOOOOOOOOOOO

gooooboogoog

googgg

TRIGGER 0OO0OO00OOO

g
m0000020000000

ACTIVATE TRIGGER=2

googgg

CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 1710000
CREATE TRIGGER INTERFACED 1730 00O
CREATE TRIGGER MEMORYO 1750 00 O
CREATE TRIGGER MODULEO 177 0 0 0O
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 182 0 00O
CREATE TRIGGER TIMEO 184 000 0O O
DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 0O O

SHOW TRIGGERO 470000 O

googo
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ADD ALIAS

ADD ALIAS

00000000000 /O00DO0O0oO0ooooo
ADD ALIAS=alias STRING=string

alias: 000000010132000000000000000000000000D0D0000ODOOODD
string: 0 000101320000000000000000000000

g

oobooooooooooobooooood
cobooodobooooooooboooooooooooooooooooooooooooooooon
cobooboooobooooooooboooooooobooooooooooooooooooooooom

googod

ALIAS 000000
STRING 000000000000

g
s ]000000000000000O0ls0000000

ADD ALIAS=1ls STRING="show file"

googod

DELETE ALIASO 1870000
SHOW ALIASO 3610000
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ADD FILE

ADD FILE

00000000000 /0000000000000

ADD FILE=filename [COMMAND=string] [SCRIPT=filename] [PERMANENTREDIRECT]
[LIMIT=0..1048576]

filename: 00000
string: 10 00102550000000000000000000000

g

goooooooooooooooboobboob bbb boooboobbobboon
googoo

gogggo

FILE 0000000000000 00000000000000D000o0ooooooooooo
CREATEFILEO OO OOO0OOOOOOO

COMMAND 000000000000 0O0000O0O0OSHOWXXXXOOOOOOOoOooooooo
0000000000000 0ooOoOoSCRIPTOOOOOODOOOOODOOOOOOOOOO

SCRIPT 0000000000 OOOOOCOMMANDOOOOOOOOOOOOOOOOOOOOO

PERMANENTREDIRECT 000000000000 O0OO0O0OO0OOO0O0OOOOOOOOOOOOO
0000000000000 o0o0o0COMMANDOOOODOODOOOOOOOOOOOODOOOO
OENABLE XXXXDEBUGHO OO OOOOOOOOOOOOOOSCRIPTO OO OOOOOENABLE
XXXXDEBUGH O OOOOOOODOoooOooooooooooooooooooooooooo
OOFILEOODOOOOODOOOODOOO0OOO0OO0OO0O0ODO0O0OOooooooooooooooooog
gooooboooobooobooooooobooooboooboobbobbooboobbooobo
0000000000000 0000O00RESET FILEPERMANENTREDIRECTOOOOOOO
goog

LIMIT 000000000000 O0OO0O0OO0O0O0O000MO0O0O0 204800000

goodgoooon

Manager > show file=time.txt

File : time.txt

1:

2:

3:System time is 11:18:48 on Thursday 01-Nov-2007.

Manager > add file=time.txt command="show time"
Info (1056003): Operation successful.
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ADD FILE

Manager > show file=time.txt
File : time.txt

:System time is 11:18:48 on Thursday 01-Nov-2007.

:System time is 11:19:00 on Thursday 01-Nov-2007.

Manager > add file=time.txt command="enable ip debug=all" permanentredirect

Info (1056003): Operation successful.

Manager > reset file=time.txt permanentredirect

Info (1056278): time.txt redirection - operation complete.
Manager > show file=time.txt

File : time.txt

1
2:
3:System time is 11:18:48 on Thursday 01-Nov-2007.

4

5:

6:System time is 11:19:00 on Thursday 01-Nov-2007.

7
8:

9:Info (1005287): All IP debugging has been enabled.

10:<I/C/B=vlanl/2/0, 1=60, ttl=128, p=1, addr=192.168.20.11>192.168.20.1

12:<I/C/B=vlanl/2/0, 1=60, ttl=128, p=1, addr=192.168.20.11>192.168.20.1

Manager > disable ip debug=all
Info (1087003): Operation successful.

11:>I/C/T/R/Id=Loc/0/fw/??/61533, 1=60, ttl=64, p=1, addr=192.168.20.1>192.168.20|.

13:>I/C/T/R/Id=Loc/0/fw/??/61534, 1=60, ttl=64, p=1, addr=192.168.20.1>192.168.20|.

g

000000 iproute.txtDDDDDDDshowiprouteDDDDDDDDDDDDDDD iproute.txt [J
Jodooooooooooooo

ADD FILE=iproute.txt COMMAND="show ip route"

m 00000 ipdebugtxt 000000000 Denableip debug=allD 00 000000000000
000000000000 000000000RESET FILE PERMANENTREDIRECTO OO OO OOO
gooboooooooboooodooooooooboooobooooooooon E]E]disableip
debug=aHDDDDDDDDDDDDDDDDDDDDDDDD
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ADD FILE

ADD FILE=ipdebug.txt COMMAND="enable ip debug=all" PERMANENTREDIRECT

googggg

COMMANDOOOOOOOOOOODOOOUOOOOSCRIPTOOOOOOOUOOOODOOOOOOOOO
gopoooboooobogoobooo
OSHOWXXXXOODOOOUOOOOUOOOUOoOoOOoOooOoOUOPERMANENTREDIRECTO OO O OO
0000000000000 0000000000000000OSHOWXXXXOOoooooooooo
0000000000000 0000SHOWXXXXOOOoOoooooooooooooooooooooo
O0OSHOW XXXXOOOOOOoOooooOoooooooooooooooooooooooooooo
gopoooboooooooboooobooo

OENABLE XXXXDEBUGO U O OO OOO0OO0DO0O00OO0OO0O0O0O0OO0O00O00O0O0O0O0O0O0O0OO PERMA-
NENTREDIRECTOOOOUOOOOUOOOO0OOOODOOOO0O0OODOOENABLE XXXX DEBUGO O
goooooogooooobooooboobbobbooboobbooobDboooboobbobboon
goboooboooooooboooobooboon

OENABLE XXXXDEBUGLD OO OOUOOOOUOOODOOOODOOOOUOoOoOOooooooooooooo
0000000000000 000000000000OPERMANENTREDIRECTOOOOOOOOOOO
000000000000 00000000000000000000000O0ENABLE XXXX DEBUGH
0000000000000 0000000000000ENABLE XXXXDEBUGD OOOOOOOoGOoQ
gooboobboooboooboboobooooog

OENABLE XXXX DEBUGHO U000 O0O0OO0OO0OO0OO0OOOOOOOOOO0OOOOOO00O0O00ooooo
0000000000000 000000000000PERMANENTREDIRECTOOOOOOOOOO
0000000000000 00000000000000000000O0O0O0 000 DISABLE XXX
DEBUGOOUOOOUOOOOOUOOUOOUOUOOoOoouooooogoog

gogggo

CREATE FILEO 161 00 0O

RESET FILE PERMANENTREDIRECTO 287 0 0 O O
SHOW FILED 3740000

SHOW FILE PERMANENTREDIRECTO 376 00 OO
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ADD LOG OUTPUT

ADD LOG OUTPUT

O00oooooooo /00

ADD LOG OUTPUT={TEMPORARY|PERMANENT| output-id} [FILTER=entry-id]
ACTION={PROCESS|IGNORE}] [ALL] [DATE=[opldate] [DEVICE=[op]ldevice]
FILE=[op]filename] [MASK=ipadd] [MSGTEXT=[op]string]

SEVERITY=[oplseverity] [SOURCELINE=[op]line-num]

[
[
[MODULE=[op]lmodule-id] [ORIGIN=ipadd] [REFERENCE=[op]string]
[
[SUBTYPE=[op]l subtype-id] [TIME=[opltime] [TYPE=[op]ltype-id]

output-id: 0 00 IDO 10200

entry-id: 10000000100
Op:EII:II:IEII:IED<|:|:||:|I:IDl:l:l:l>|:|:||:||:||:|El]:l!l:l:ll:lEII:II:II:IEI]:IEI]EII:II:II:I]]%I:I:II:IDI:IDDDDDDD:I
date: 0 00 dd-mmm-yyyy 000 0dd 0001031 Mmmm0O00000000 300000APRMyyyyOOO00Od
device: 100000

filename: 0000001012000

ipudd:IPDDDDDDDDDDDDD

string: 00 0

module-id: 000000000000 000OO0OO0O?2550

severity: 0000000070

line-num: 0000100

subtype-id: 0000 0000000000000 ID

time: 00 Ohhmm:ss 00O O0hh 0000023 mm 00000590 ss 0000059
type-id:EII:II:II:IEII:II:II:II:II:II:II:II:II:II:I 1D

g

goooooooooooobooooboooboobboobogbpboobpoooboobbobboo
CREATELOGOUTPUTOOOOO0OOOOOODOOOOODODOOOOODODOOOOOOOOOOOOO
goooooboooboooobooooboooboobboo

gogggo

OUTPUT COOOOIDO102000000000000000000TEMPORARY RAMOOOO
OPERMANENTOONVSO OOOOOO

FILTER 0000000000000 O0OO0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOO

ACTION 000000000000 0UOOOO0O00ODOO00O0ODOOO0O0O0OOOPROCESSOOOOO
OO0OOIGNORED UOOOOOOODOOO PROCESSO

ALL 0000000000000 O0000O0000000000000000O000oDOoO0ooooon

DATE COOOUOOOUOOOOOOO0O0OO0O0O0O0O0OoOoogoog

DEVICE 0000000000 00O0O000OOO0O0ooooo

FILE 0000000000000 00000000000logmain.cdO00000DOOOSHOW
LOGUOOOOO FULLOOOO0OO0O00O0O00o0oooooooooooooooooooooo
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ADD LOG OUTPUT

gooog

MASK O0OO0OO0O0OO0OO0OOO0O0OO0O0OO0OO0OOOOIPODOOOOOOORIGINODOOOOOOOOOOOOO
00000000 2552552552550 00000

MSGTEXT 000000000000 00000O0000000000000O000OO0OoOoOOOg
go000oO0O0o0oO0O0oO0oO0OO0OODOOO0ODOOO0ODOOOOOO"MOO00O000O00O0O0O0)0ooog

MODULE 000000000000000OOO0OO00OOO0O00OOO00OOOOOoOoOO

ORIGIN 000000 IPOOOOOMASKOOOOOOOOOOOOOOOOOOOOOOOOOOO
OooooIPOOO0OODOOOOOO

REFERENCE 000000000 O0O0OO0OO0OOOOOOOOOOOOO

SEVERITY 000000000000 0OOO0OO00OOOO0OOOOOOOOOO

SOURCELINE 00000O00000000O0O00O0OO0O00O0OO00O0O0O0OO00OOOO0OOOn
ooo

SUBTYPE 000000000000 00O0OO0OOO0OO0OO0OO0OO0O0O0OOOODOOOOOOOOODODOOOOO

TIME 000000 0OO0OO0OOOOOOOOOOOOOOOOO

TYPE 0000000000000 00D0OO000OO0OO0OD0O0O00O0O0O0O0O0O0000O0000

u
s 0000000000000 00000O0000O000000000O0000O0030000000

ADD LOG OUTPUT=3 MODULE=FIREWALL

s 000006000000000000000O0OODOOOO0O0O0OO00O0O0OODOO40000000

ADD LOG OUTPUT=4 SEVERITY=>6

googgg

CREATE LOG OUTPUTO 1640 0 0O O
DELETE LOG OUTPUTO 191 00 00O
SET LOG OUTPUTO 3000 00O
SHOW LOG OUTPUTO 395 0000
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ADD LOG RECEIVE

ADD LOG RECEIVE

O00oooooooo /00

ADD LOG RECEIVE={ipadd|ANY} [MASK=ipadd] [ALLOW={YES|NO}] [PROTOCOL={ALL)|
BOTH|NEW|OLD|SYSLOG}] [PASSWORD={password|NONE}]

ipadd: IPOO000O0OO0DODOOO
password: 00000010160 00000000000DDOO0O0DOO0OO0DDOOOODOOOODOOOOD

g

gopoooboogoooooboooboon
o00oooo0oooooIPOOO000O0O0O0OOOOOOO0OOOOO0OOOOOOODOOOOOOO
000000000000 o0o0O00ooIPO00OO/00000000000000000O0O00OOO00
goog
Oo0ooooIP0000OD0O0O00O0O0OOO00O00O0OO0O000O0OO000O00O0O00000000000
goooooboooooooooooboooboobboobooboobDboobDbooboob b

gogggo

RECEIVE 000000 IPO0OO00OOMASKOOOOOOOOODOOOOOOOOOOOANYOO0.0.00
ogoooolpPoOoooogog

MASK RECEIVEOOOOOOOOOOOOOOOOOOOOOOOIPODOOOOOOOOOOOOOO
00 0000ORECEIVE=ANY O OO RECEIVE=0.0.000000000000000000ORECEIVE
O00ooIPO0OO0O0O0O0ODO ADBOCOUOOOOOOOOOOOOOOOOOOOOOOOO
0000 255.255.255.2550 0000000000

ALLOW RECEIVE/MASKOOOO0OO IPOOO0OOOO0OO0OOOOODOOOOOOYESOODOOO
OONOUDOOODUOOOOODO YESO

PROTOCOL RECEIVE/MASKOOOOOIPOOOOOOOOOOOOOOOOOOOOOOOOO
00 OO0 0 OLDO Net Manage Message Protocol(lD NEWO SRLPI SYSLOGO BOTHO OLD O
NEWIM ALLOOLDO NEWO SYSLOG U OO0 ooOoooooooooond BOTHO

PASSWORD SRLPOOO0OOOO0O0O0OOO0OOOOOOOO0OOOO0OOOOOOOOOOOOOOOOOO
0000000000000 000000000SRLPOOO0O00OOO0OPROTOCOL=NEWOOO
BOTHO ALL 00O O M

u
m[PO0O0 192168110 00000000000000 SRLPOOOOOO

ADD LOG RECEIVE=192.168.1.1 PROTOCOL=NEW
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googod

DELETE LOG RECEIVEO 192 00 00O
SET LOG RECEIVEOD 305000 O
SHOW LOG RECEIVED 400 0 0 0O

goooo
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ADD NTP PEER

ADD NTP PEER

0ooooooooog /NTP

ADD NTP PEER=ipadd

ipadd: TP 0000

g

0000000 NTPOOOOOIPOOOOOOOOOONTPOOOOO 10000000000
googog

PEER NTPOOOOOIPOOOO

g
e NTPOOOODO0192168.10500000000000000000000000]ST +09:000

ENABLE NTP

ADD NTP PEER=192.168.10.5
SET NTP UTCOFFSET=JST
RESET NTP

googod

DELETE NTP PEERO 1940000
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ADD RADIUS SERVER

ADD RADIUS SERVER

00000000000 /000000

ADD RADIUS SERVER=ipadd SECRET=password [PORT=port] [ACCPORT=port]
[LOCAL={NONE|1. .15}]

ipadd: IP 0000

password: 0 00000106300 000000000000000DDOOO0DOOODOOOODOOODOOOD
gooboobooobooobooboboooo

port: UDP 0 00 0O 0000655350

0

0000000000 RADIUSO Remote Authentication Dial In User Server0 OO 00000000
RADIUSOOO0OO0O0O0O0OO0OO0OOODOODODOO0OO0O0O0OD0OOO0DO0OoODODOO00o0OoOoooooooooOoooo
goo0ooooooooooo

googgg

SERVER RADIUSOOOOO IPOOOOO

SECRET RADIUSOOOO0OOOOOOOOOOOOOOO

PORT RADIUSOOOOUOOOOUDPOOOOOOOOOOUOOOOORADIUSOOOOOOOO
000000000000 o0o0ooooooooooooooooooo 164500000

ACCPORT RADIUSOOOOOOOO0OOOOOOOUDPOOOOOOOOOOOOOODORADIUS
00000000000 0000000000000000000000000000000 1646
goood

LOCAL 0O RADIUSOOOOOOOOOOOOOOOOOIPOOOOOOOOOOOOOOOOIPO
O0000000000000ooo RADIUSODOOOOOOOOOOOOOOIPOOOOOOOO
00000000 IPO0000O00O0O0O0OIPOD0O0O0O0O0OO0OODODONAS-IP-Address 000
O000oooo IPO000O0OOO0O0OIPOO0OO0OOOOOOOOOOO NONEDODODOO IP
0000000000000 o0oooooooooooooo IP000O0O00DooOOoOoooom

g
s 000000000 RADIUSOOOD 1921681050 000000000000 pOR8GAD

ADD RADIUS SERVER=192.168.10.5 SECRET=pOR8Gd

s RADIUSOOOO0OO00O0O000O00000000000
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ADD RADIUS SERVER

ADD RADIUS SERVER=192.168.10.5 SECRET=pOR8Gd PORT=0

googggg

RFC28650 RFC2866 0 D D O OO0 181201813 0 RADIUS OO DD OOOOOOOOOOOODOODO
O00000000000PORTOACCPORTOOOOOOOODOOOOOO

gogggo

ADDIPLOCALMIPOO 1880000
DELETE RADIUS SERVERO 196 0 0 O O
SET RADIUSO 3220000

SHOW IP INTERFACEM IPO O 478 0 00O
SHOW RADIUSDO 431 0000
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ADD SCRIPT

ADD SCRIPT

O000oO0oo0oo0ooo /00o0oo0

ADD SCRIPT=filename TEXT=string [LINE=1ine-num]

filename: 0000000000 .scp O.cfgd
string: 000010127000
line-num: 0000100

g

gobooooooboboooboooobooboon
gogggo
SCRIPT 00000000000000D.cfg0.scp0 00000000000 scp0 000000

TEXT COOO0OOO0OOO
LINE O0O00000000000000000000000000ooooon

g
s 0J00000000handmadescp0 00000000000

ADD SCRIPT=handmade.scp TEXT="show file"

googggg

00o0000000ooooo00ooUooooO0 EDITOOO00OOOOO0OO0O0OO0O0O00O0O0O0OOOOOOO
PC/WSOUOOOOODOOODOODODOODOODO TFIPOOODOOOOOOOOO
gooooooooooooboooboobbob bbb booboobbobbooo
Ooo.CFGOOO0OO0OOOoOoOoOoOooOoOoOoOoO0oOO0OO0O0OUOOOODUOO

gogggo

ACTIVATE SCRIPTO 1200000
DEACTIVATE SCRIPTO 186 0 O O O
DELETE SCRIPTO 1970000

SET SCRIPTO 3230000

SHOW SCRIPTO 4340000
WAITO491 0000
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ADD SNMP COMMUNITY

ADD SNMP COMMUNITY

00000000000 /SNMP

ADD SNMP COMMUNITY=community [MANAGER=ipadd[/masklen]] [TRAPHOST=ipadd]
[VITRAPHOST=ipadd] [V2CTRAPHOST=ipadd]

Community:SNMPDD|:||:||:|DDDDlDlSDDDDDDDDDDDDDDD
ipadd: IP 0000
masklen: 00 00000320

g

OSNMPv1l/v2cOSNMP O OOO0O0O0000000000000000000000000
googgg

COMMUNITY SNMPOOOOOOOO

MANAGER SNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
O000D0DO0O0OD0O0OO0O0O0OMANAGEROOOOOOOOOOOOOOO SNMPOOOOOOOO
O000OO0OOSNMPOOOOOOOOOPENOOOOOOO YESOOOODOMANAGEROOOO
00000000000o0ooooo SNMPOOOOOOOO

TRAPHOST SNMPv1OOOOOOOOOOOOOOOOOOOOOOOOSNMPvIOOOOOOO
gooooog

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2cO0 OO OOO0O0O0OO0O0O0OO0O0OO0OOOO0OOO0OOO0OO SNMPv2cOOOO
gooooboogoo

g
s SNMPOOOOO0OOOpublic0000000000D000O0OO

ADD SNMP COMMUNITY=public MANAGER=192.168.20.5

googggg

SNMP 0O 000 0O0ENABLE SNMP COMMUNITY TRAPOOOOOOOOOOOOOOOOOOOO
ooooooooboooooboooooboboooobooo
TRAPHOSTO 0O 00O VITRAPHOSTO O V2CTRAPHOSTO O OOOOoooOOoOoooO

googgg
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CREATE SNMP COMMUNITYO 167 00 00O
DELETE SNMP COMMUNITYO 198 00 OO
DESTROY SNMP COMMUNITYDO 2100000
DISABLE SNMP COMMUNITYO 226 0 00 O
DISABLE SNMP COMMUNITY TRAPO 227 0 00O
ENABLE SNMP COMMUNITYO 259 0000
ENABLE SNMP COMMUNITY TRAPO 260 0 0 OO
SET SNMP COMMUNITYO 325000 O

SHOW SNMP COMMUNITYO 441 0000

googo

ADD SNMP COMMUNITY
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ADD SNMP GROUP

ADD SNMP GROUP

00000000000 /SNMP

ADD SNMP GROUP=group SECURITYLEVEL={noAuthNoPriv|authNoPriv|authPriv}
[READVIEW=view] [WRITEVIEW=view] [NOTIFYVIEW=view]

group: SNMP OO 000010320 00000000000000
view: SNMPOOO0O0D01032000000000000000

0

OSNMPV3D OO0 ooooooooooo
gooooooooooobooooboobbobbooboonbooooo

gogggo

GROUP SNMPOOOOO

SECURITYLEVEL 000000000000 O00O0O0OO0O0OO0O00O000O0O0O0O00O000OOOOO00n
noAuthNoPrivl 0000000000 M authNoPrivl 0000000000 I authPriv OO
ogoooooooooboooood

READVIEW COO0OO0O00OO000OO0O0O0O0O0OOCOOOCOMIBOOODODOOODOOOOODODOOOOOOOO
D000 ADDSNMPVIEWOOOOOUOOOUOOREADVIEW O OOOOOOOoOooOooOooog
oooooooooooMIBOOOoDOOoOoOoOooooooOoo

WRITEVIEW 0000000000000 0COOCOMIBOOOOOODOODOODOOOOOOOOOOd
D000 ADDSNMPVIEWOOOOUOOOOOOWRITEVIEW O OOOOUOOOOOOOooOOO
oooooooooooMIBOOoOOoOoOoOoOoooooooo

NOTIFYVIEW 0000000000 00000000o0o0MIBOOODOUOOOOOOOOoOooOooOoO
DO00ooooo ADDSNMP VIEW O OOOUOOOOOONOTIFYVIEW O OOOOOO4Oood
000000000 ooooooooMIBOOODODOOOODOOOOOO

g

s SNMPOOO0O0adminsO00000000000000000 authPriv0i0000000000MMO
00000000 0oo0oooogdddbinternet01 000136100 0000000000000
goooobooooogooog

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE
ADD SNMP GROUP=admins SECURITYLEVEL=authPriv READVIEW=most WRITEVIEW=most
NOTIFYVIEW=most
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ADD SNMP GROUP

= SNMP 0 000 Omib2operators00 00 00000000000000 authNoPrivDOOOOOODO
O00mib-200001.3.61.210000000000000000

ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE
ADD SNMP GROUP=mib2operators SECURITYLEVEL=authNoPriv READVIEW=standard

gogggo

ADD SNMP USERO 1420000
ADD SNMP VIEWO 1440000
DELETE SNMP GROUPO 19900 0O
SET SNMP GROUPO 3270000
SHOW SNMPO 4370000

SHOW SNMP GROUPO 4430 00O
SHOW SNMP USERO 449 0000
SHOW SNMP VIEWO 451 00 00
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ADD SNMP TARGETADDR

ADD SNMP TARGETADDR

00000000000 /SNMP

ADD SNMP TARGETADDR=target PARAMS=params IP=ipadd [UDP=port]

target: SNMP OO 0OD00001032000000000000000

params: SNMP OO 000000000000001032000000000000000
ipadd: IP 0000

port: UDP 00D 000102550

g

OSNMPV3D OOOoOoOoOoOoooooooooooooooooo
gogggo

TARGETADDR SNMPOOOOOO

PARAMS SNMPOOOOOOOOOOOOOOOOADDSNMP TARGETPARAMSOOOOOOO
oooooogoooooooboooooog

IP goooooIrpoood

UDP OOOOOOOCOOOOUDPOOOOIO250000000000000 162

g

s SNMPOOOOOO0tpR30000000000O000O000O0IPODOOODO 172.28.28.1560UDP O OO
000000 1e2000000000000000000000000pzein000000O0O0O0OOOOO
0000 authNoPrivD OO OODO0O0DO0O0O0MO0OO0000 zeinO

ADD SNMP TARGETPARAMS=pzein SECURITYLEVEL=authNoPriv USER=zein
ADD SNMP TARGETADDR=tpR30 PARAMS=pzein IP=172.28.28.156

googggg

00000000000 0o00o00o00o0o00o0O0000000O0UOO00DO NOTIFYVIEW O
O0O00OO0OO0OADDSNMPGROUPOOOODUOOOOOOOODOOOUOOOOOOOOODOADDSNMP
TARGETPARAMS OO O0O0OO0O0O0O0OO0OO0OO0O0OO0O0OO0O0O00O00O0000O0ADDSNMPUSEROOO
OO0 GROUPOOOOOOOOOOOO

gogggo

ADD SNMP GROUPO 136 0 OO
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ADD SNMP TARGETADDR

ADD SNMP TARGETPARAMSO 140000 O
ADD SNMP USERO 1420000

ADD SNMP VIEWO 1440000

DELETE SNMP TARGETADDRO 200 0 O 0O O
SHOW SNMPO 4370000

SHOW SNMP GROUPO 4430 00O

SHOW SNMP TARGETADDRDO 445 0 0 0O O
SHOW SNMP TARGETPARAMSO 447 00 0O 0O
SHOW SNMP USERO 449 0000

SHOW SNMP VIEWO 451 00 00
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ADD SNMP TARGETPARAMS

ADD SNMP TARGETPARAMS

00000000000 /SNMP

ADD SNMP TARGETPARAMS=params SECURITYLEVEL:{noAuthNoPriv|authNoPriv

authPriv} USER=username

purumS:SNMPEIEIEII:II:II:II:II:II:IDDDDDDDlDSZDDDDDDDDDDDDDDD
username: SNMP OO 000010320 00000000000000

0

OSNMPV3O OO0 O0O0oOoUoooooodooouoogooooooooooooogooooooon
gooooboogooooobooooboo

gogggo

TARGETPARAMS SNMPOOOOOOOO0OOOOOOOO

SECURITYLEVEL 0OO0OOCO000O00000OO0OO0O0O0OO0000O0O000O00O0O00O0O0O0O0O0OOO00O0
00 noAuthNoPrivl 0000000000 MauthNoPrivl 000000000 O MauthPrivd O
0000000000000 0000USEROO0DO0000O00000000ooooooooon
ogodooooooobooooo

USER SNMPOUOOOOOADDSNMPUSEROODOOOOOOO0OO0OOOOOOOOOOO

g

s SNMPOOODOOO0OO00OO0000000pzeinDO0000000000000000O authNoPrivO O
0000000 0omoOoooUO zeinODOoo

ADD SNMP TARGETPARAMS=pzein SECURITYLEVEL=authNoPriv USER=zein

gogggo

ADD SNMP GROUPO 136 D0 OO

ADD SNMP TARGETADDRO 138 0 0O O

ADD SNMP USERO 1420000

ADD SNMP VIEWO 1440000

DELETE SNMP TARGETPARAMSO 201 0O OO
SHOW SNMPO 4370000

SHOW SNMP GROUPO 4430 00O

SHOW SNMP TARGETADDRDO 445 0 0 0O O
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SHOW SNMP TARGETPARAMSO 447 00 0O O
SHOW SNMP USERO 449 0 0O O
SHOW SNMP VIEWD 451 00 OO
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ADD SNMP USER

ADD SNMP USER

00000000000 /SNMP

ADD SNMP USER=username [GROUP=group] [AUTHPROTOCOL={NONE|MD5|SHA}]
[AUTHPASSWORD=password] [PRIVPROTOCOL={NONE|DES}]
[PRIVPASSWORD=password ]

username: SNMP 00000010320 00000000000000
group:SNMPDDDDDDlDSZDDDDDDDDDDDDDDD
password: 00000080320 00000000000DOO

g

OSNMPV3OD OOoooooooo
gogggo

USER SNMPOOOOO

GROUP SNMPOOOOOOADDSNMPGROUPOOOOOOOOOOOOODOOOOODOO

AUTHPROTOCOL 0000000 OMDSOSHAONONBEIOOODOOOOOOOOOOOOO NONEDO

AUTHPASSWORD 000O00O00OOAUTHPROTOCOLO MD50 SHAOOOOUOOOOOOOO
ooooo

PRIVPROTOCOL 00000 O0OOOODESONONEDOOOODOOOOOOOOOODODO NONEO
AUTHPROTOCOL 0 NONEO O OOOOOOOPRIVPROTOCOLOO NONEOOOOOOO
ooooomooobooooboooooboooooboooobooooobooooom

PRIVPASSWORD 0000000 OOPRIVPROTOCOLO DESOOO0OOOOOOOOOOOOOO

g

lSNMPDDDDDsuperVisorDDDDDDDDDDDDDDadminsDDDDDDDDDDDDD authPriv
goooooooooooboooooooobooooobooooooooobobooooooooooooboooo
goo0oooooooo

ADD SNMP USER=supervisor GROUP=admins AUTHPROTOCOL=MD5
AUTHPASSWORD=cugacuga PRIVPROTOCOL=DES PRIVPASSWORD=mugomugo

s SNMPOODO M zeinlD 0000000000 M mib2operatorstD 00000000000 authNoPriv
goooobooooobooogboboboobooogoobobobobobooooooo
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ADD SNMP USER=zein GROUP=mib2operators AUTHPROTOCOL=SHA
AUTHPASSWORD=jogejoge

gogggo

ADD SNMP GROUPO 136 D0 OO

ADD SNMP TARGETPARAMSO 140000 O
DELETE SNMP USERO 2020000

SET SNMP USERO 3320000

SHOW SNMP GROUPO 4430 00O

SHOW SNMP USERO 449 0000

ADD SNMP USER

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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ADD SNMP VIEW

ADD SNMP VIEW

00000000000 /SNMP

ADD SNMP VIEW=view OID=node-oid [TYPE={INCLUDE|EXCLUDE}]

ADD SNMP VIEW=view MIB=node-name [TYPE={INCLUDE|EXCLUDE}]

view: SNMP O OO 0O0O1032000000000000000
node-oid: MIBO OO OIDO1.3.6.10000000000000000000D0O0OO0O 32000000000
node-name: MIBO OO OO OODOO0OOOO0OOOOOODO

g

OSNMPV3OD OOooooooooooooo
goooUooooU0UooooooooooooUoooooooooMIBOOOOo OIbooooogg
0000000000000 00INCLUDED EXCLUDED D ooQOQd
ooolIboo0ooOooooUooooooooOIbO000O0000DO00O0O00L0O000O0OUOINCLUDED
EXCLUDED ODOOUooOoOoooooomooooooooooooooooooooooooo
O0000000ooooooooooooo oIb0d00dooooooOOoodSHOW SNMP VIEW
gooogooobuoomoooboobogbobobbooboboboobboobobboobbobobobon
gooooboooboooobooooom

gogggo

VIEW SNMPOOOO

OID MIB OO 00O OIDO Object Identifiert CMIBO O D OO0 000000000O00OO

MIB MIBOOOOOOOOOOODODOOOoOooooOoOIbooooooooIbooooooooooo
d0oodUooooooooU0oooooooUUoooooUoUUooooooooo CIbooOo
googod

TYPE 0000 MIBOOUOOOOOODODODODOOOOOINCLUDED OO0 MM EXCLUDEDOOOOOO
00000000000 INCLUDED

good OID

internet 1.3.6.1

mib-2 1.3.6.1.2.1

system 1.3.6.1.2.1.1

interfaces 1.3.6.1.2.1.2

at 1.3.6.1.2.1.3

ip 1.3.6.1.2.1.4

icmp 1.3.6.1.2.1.5
CentreCOM AR570S D00 0DO0OO0ODODO 2.9 ooooo
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ADD SNMP VIEW

tep 1.3.6.1.2.1.6
udp 1.3.6.1.2.1.7
egp 1.3.6.1.2.1.8
transmission 1.3.6.1.2.1.10
snmp 1.3.6.1.2.1.11
bgp 1.3.6.1.2.1.15
rmon 1.3.6.1.2.1.16
bridge 1.3.6.1.2.1.17
host 1.3.6.1.2.1.25
mau 1.3.6.1.2.1.26
if 1.3.6.1.2.1.31
private 1.3.6.14
alliedTelesyn 1.3.6.1.4.1.207
snmpV2 1.3.6.1.6
snmpModules 1.3.6.1.6.3
snmpFramework 1.3.6.1.6.3.10
snmpMPD 1.3.6.1.6.3.11
snmpTarget 1.3.6.1.6.3.12
snmpUsm 1.3.6.1.6.3.15
snmpVacm 1.3.6.1.6.3.16
031:000MIBOOOO
g

minternet 000013610 0000000000000 SNMPOOOOmostDOOOOOO

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE

mmib-200001.3.6.1210 0000000000000 SNMPO OO Ostandard00 00000

ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE

s 00000 mib-200001.3.61.210000000000000000tcp00001.3.6.1.2.1.600 udp
00001.3.6.121.700000000 SNMP OO0 00 mib2notcpudp0 000000000000 OIDO
0000000000 00o0oo0oooo00o0o00ooo00oo00o0oDogooo 30000000
goooboooobogbooboooog

ADD SNMP VIEW=mib2notcpudp MIB=mib-2 TYPE=INCLUDE
ADD SNMP VIEW=mib2notcpudp MIB=tcp TYPE=EXCLUDE
ADD SNMP VIEW=mib2notcpudp MIB=udp TYPE=EXCLUDE

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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googod

ADD SNMP GROUPO 136 0 O O O
DELETE SNMP VIEWDO 2030 000
SHOW SNMP GROUPO 443000 O
SHOW SNMP VIEWD 451 00 OO
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ADD SSH USER

ADD SSH USER

O000O0O0ooogo / Secure Shell

ADD SSH USER=username {PASSWORD=password|KEYID=key-id} [IPADDRESS=ipadd]
[MASK=1padd]

username: 1000001015000
password: 0000001031000
key-id: 0 0 0 000 655350

ipadd: IPO0O0000CO0DODOOO

0

SsHOOOOooooooo

000000000000 U00U00U0UUOOUOO RSAODODODOOOOOO
O00000gOoSSHOOODODOOUOOooooooooooooouooogogssHOOOoooooo
00000000000 UOooDOo SSHOoOooooooooooo

0000000000000 000U000U00odoodoooooooooooOoOSSHoooooooOo
00000000000 o0oooo0oo000oooooooo0UoooooooOoO sSsHOOOooO
000 USEROOOOOOO

gogggo

USER SSHOOOOOO

PASSWORD SSHOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
0000000000000 U000OOKEYIDOOOOODOOOoOoooooooo

KEYID 00000 RSAOOUODUOOOCREATEENCOKEYODOOOOOOOOODMmMRSAODOOOOO
O00000000OPASSWORDOOOOOOOOOOOOooooO

IPADDRESS 0O0O0O0O0OSSHOOOOOOOO IPOODODODOMASKOOOOOOOODODOOOOO
goboboooboogbbooobooooboooboo

MASK 0OO0OO0OO0OOOOIPADDRESSOOO0O0O0O0OOOOOOOOOOOOOOOOOOOOOOOO
oono

g

m Manager 000 0000000admin00 SSHOOOODODODOOOODOORSAOODmMOOODOO RSA
OODO0DUOO0DENCOOODOODOOODOoOoOoooooooooooooo

ADD USER=admin PASSWORD=jogefoge PRIVILEGE=MANAGER
ADD SSH USER=admin KEYID=10
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mJ0000sshuser0 00 0000000000000 0OO0OO

ADD SSH USER=sshuser PASSWORD=sshpasswd

googod

CREATE ENCOKEYM OOODOOOOO 180000
DELETE SSH USERO204 0000

SET SSHUSERO 3340000

SHOW SSH USERO 4620000
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ADD TRIGGER

ADD TRIGGER

O000oO0oo0ooooo /0000

ADD TRIGGER=trigger-id SCRIPT=filename... [NUMBER=index]

trigger-id: 0 0 00 00 010 2500
filename: 0000000000 .scp O.cfgd
index: 000000001050

g

gopoooboooobooooboo

gogggo

TRIGGER 0OO0OO00OO0OO

SCRIPT 0000000000 OscpU00D0.cfgSCRIPTOOOOOOO0O01I000000000ODO
000000000 00o0o0oooooloooooo0o0ooo0ooooooooogo 500

NUMBER O0O00O0O0OO0OOOOOCOOOCOOOCOOOOOOOOOOODOOOOOOOOO

o
e 00000200000000000 step.scpd jump.scpd 00000

ADD TRIGGER=2 SCRIPT=step.scp SCRIPT=jump.sScp

gogggo

CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 1710000
CREATE TRIGGER INTERFACED 1730 00O
CREATE TRIGGER MEMORYO 1750 00 O
CREATE TRIGGER MODULEO 177 0 0 0O
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 182 0 00O
CREATE TRIGGER TIMEO 184 00 0O O
DELETE TRIGGERO 2050 00O

DISABLE TRIGGERO 2320000

ENABLE TRIGGERO 2650 0 0O

SET TRIGGER CPUO 3420000

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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ADD TRIGGER

SET TRIGGER FIREWALLO 344 00 00O
SET TRIGGER INTERFACEO 346 0 0 O O
SET TRIGGER MEMORYO 348 0 0 O O
SET TRIGGER MODULEO 350 0 0O O
SET TRIGGER PERIODICO 3520 00 O
SET TRIGGER REBOOTO 354 0 0 0O O
SET TRIGGER TIMEO 356 0 O 0 O
SHOW TRIGGERO 470000 O
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ADD USER

ADD USER

00000000000 /000000000000

ADD USER=login-name PASSWORD=password [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}]
[DESCRIPTION=string] [PRIVILEGE={USER|MANAGER|SECURITYOFFICER}]
[TELNET={YES|NO}] [IPADDRESS=ipadd] [NETMASK=ipadd] [MTU=40..1500]

login-name: 0000 M 10640000000000000000000000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGH
password: 100001032000 000000000000000D0000D0I0DD0OODOO0OODOOO(")O
0000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]"‘abcdefghijklmnopqrstuvwxyz{| }
string: 00001024000

ipadd: IPO0O0000CO0DODOOO

g

gooooboogooooobooooboo
gogggo

USER 000000000 O0OOOOOOOOO

PASSWORD 000000000000 O0O0O0OOOOOOOOO6ODODOOOOOOOOOOOODO
gooogo

LOGIN 0000000000000 00oo0oo000o0oooo000o0ooo00UOPRIVILEGE DO
000000000000 00 PRIVILEGEOOOOOUOO USEROOOOOOOOOOOOOOO
0000 MANAGER/SECURITYOFFICERO OO OO0 O000000000000D00OD0O0O0
gooooobood

DESCRIPTION OOO0OOOO0OOOOOO

PRIVILEGE 0000000000000 MM USEROD O MM MANAGERISecurity Officet] SECURITYOFFICERD
00000000000 USEROOOO

TELNET 000000 Telnet 000 000000000000 O0O0O0OO0OTELNETOOOOOOOOO
O000000oO0oooooooo NOO

IPADDRESS 0OO0O0O0OOOOOOOIPOOOOOPPPOOOOOOOOOOOOOOOOOOOOOO
OOONETMASKOOOOOOO

NETMASK 000000000000 O0O0OO0OOIPADDRESSOOOOOOOO

MTU 00000 MTUOO4001500000000000

g

m Manager 000 00000HIYOOODOOOOOOOOOOUO{I0OvEba7
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ADD USER

ADD USER=HIYO PASSWORD=il0vEba7 PRIVILEGE=MANAGER

m Security Officer 0000000 Osuper0 000000

ADD USER=super DESCRIPTION="super user" PASSWORD=ureBus
PRIVILEGE=SECURITYOFFICER

s PPPO0OOO UserADOOOOOOOODOOOOOODOOODOOOOOOOO

ADD USER=UserA PASSWORD=arappap LOGIN=NO

s PPPO0ODOO UserBOOOOOOIPODOODO 192.168.10231 00000000000

ADD USER=UserB PASSWORD=araraynoh IP=192.168.10.231
NETMASK=255.255.255.255 LOGIN=NO

googgg

DELETE USERO 206 0 OO O

DISABLE SYSTEM SECURITY_-MODEO 230 0 0 0O O
DISABLE USERO 233 0000

ENABLE SYSTEM SECURITY_-MODEO 263 0 0 0O O
ENABLE USERO 266 0 0 0O O

PURGE USERO284 0000

RESET USERO 2920000

SET USERO 3590000

SHOW USERO 478 00 00O
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ADD USER RSO

ADD USER RSO

00000000000 /0000000

ADD USER RSO IP=ipadd [MASK=ipadd]

ipadd: IPOO000O0OO0DODOOO

g

000000000000 Security Officer 000 Telnet D000 00DO000O00 IPODOOORSOOO
0 O O RSO=Remote Security Officer0 D OO0 00O
gooooooooooboooboooboooooobooboobobobobobobooooooboboDboDbo
00 Security Officer 0000 Telnet 0000000000

googgg
IP RSOODOOOOooOOOOoOoOOoOoOooooO

MASK 0O0000000000000000O00O0000000000255.255.255.2550 0000000
gooooboogboooon

g
m 000 172.16.10.6 O Remote Security Officer 0000000

ADD USER RSO IP=172.16.10.6

m 000000 192.168.200.0/24 000 00 00O Remote Security Officer 00000 00

ADD USER RSO IP=192.168.200.0 MASK=255.255.255.0

m 0 0000 Remote Security Officer 0 D 00000

ADD USER RSO IP=0.0.0.0 MASK=0.0.0.0

googggg

[POOCOOOOO00000MASKOOOOOODOOO0O0O0DOOOODDOOOODODOODOODOOOOOOO
OIPO0 Telnet0 000 0000000000000 00OO0ODOOOO0ODOOOO0OOOOOOOOOOO
goog
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ADD USER RSO

gogggo

DELETE USER RSO0 2070 00O

DISABLE SYSTEM SECURITY_-MODEO 230 0 0 0O O
DISABLE USER RSO0 234 0000

ENABLE SYSTEM SECURITY_-MODEO 263 0 0 0O O
ENABLE USER RSO0 267 00 00O

SHOW USER RSO0 482000 O
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CLEAR FLASH TOTALLY

CLEAR FLASH TOTALLY

00000000000 /OoooOoooooooooo

CLEAR FLASH TOTALLY

g

oooooooboooooogooood

goooogn

odooooooooooobooooooooooooobooooooooooooooboooooooog

googod

SHOW FLASHO 378 0000
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CLEAR NVS TOTALLY

CLEAR NVS TOTALLY

00000000000 /OoooOoooooooooo

CLEAR NVS TOTALLY

g

O0o0o0oooooNvVSODoooooooooo

goooogn

NvSOOOoOooOooooooooooooooooooooooooooooooooooo

googod

SHOW NVSO409 0000
SHOW NVSFREEO 4110000
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COPY

00000000000 /OoooOoooooooooo

COPY src-filename dst-filename

ste-filename: 00 00 00000 O [device:]filename.ext 0 0 0 O device:D 00 0O flash:0 000000
dst-filename: 0 00 0 00 00 0O O [device:]filename.ext 0 0 0 O device:D 0O O flash:0 000000

g

ooooooooood

g
s J00000000000000 curcfgO curbakcfg000000000D00O0O

COPY cur.cfg curbak.cfg

googod

RENAMEDO 286 0 00O
SHOW FILED 3740000
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CREATE CONFIG

CREATE CONFIG

00000000000 /0000000 0oo0

CREATE CONFIG=filename [SET]

filename: 0000000000 .scp O.cfgd

g

gobooooboooooooobooooboobboobbooboonboooonoo
gogggo

CONFIG U0000OO0OO0O0O0oOoooooooooo.CFGooosSCPmoioooooooooooon
goboooboooboboooboobobooobooobooboo

SET 00000000000 0000000oU0oooooooooooouooooogooogooo
0000000000000 0000000000000OO0 SETCONFIGODOOODOOOOOO
oo

g

m 00000000 basiccefg0 0000000000000 0D0000DOO00OO0OO0OSETOOOODOOD
00100000000000mm

CREATE CONFIG=basic.cfg

SET CONFIG=basic.cfg

oo

CREATE CONFIG=basic.cfg SET

googggg

goooooooooooooooboobboob bbb booboobbobbooo
goooooboodgo

googgg

RESTARTO 2930000
SET CONFIGO 2950000
SHOW CONFIGO 363 0 0 0O
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CREATE FFILE

CREATE FFILE

00000000000 /0000000000000

CREATE FFILE=filename {DATA=value-list|ADDRESS=address LENGTH=length}

filename: 000 00O

value-list: 000001600010 000000000000000 80000
address: 00 000000016000

length 0000016000

g

gooobobooobooobobooobooooboooboo
DATAOOOOUOOOOOOOOOODOOO0O0O0O0OODODADDRESSOOOO0O0O0O LENGTHOOOO
goooobooboooobooooboooboooboobboobooboobboobo

gogggo

FFILE 00000000000

DATA 0OO0O0OO0OO0OO0OO0OO0O 0000000000000 DODO M DATA=50,4F54,454E,45,4BAF0 00O
0000000 le000000000000OODOO0ODODOOOOOOO

ADDRESS 0000000 OO0OO0O0OOOOOOOO

LENGTH 00000000 O0OOO0OOooOo

u
m 80 0000 00x50,0x4F,0x54,0x45,0x4E,0x45,0x4B,0x4F0 0 D O O O TINY.TXTO OO OO OO

CREATE FFILE=TINY.TXT DATA=50,4F,54,45,4E,45,4B,4F

0 00000x000000 0xCO000OOOUOOBIGFILOOOODOOOO

CREATE FFILE=BIG.FIL ADDRESS=0 LENGTH=C0000

googggg

goooooogog

gogggo

DELETE FFILEO 188 0 00 O
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SHOW FFILEO 3720000
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CREATE FILE

CREATE FILE

00000000000 /0000000000000

CREATE FILE=filename [FORCE] [COMMAND=string] [SCRIPT=filename]
[PERMANENTREDIRECT] [LIMIT=0..1048576]

filename: 00000
string: 10 00102550000000000000000000000

0

goooooooooooooooboobboob bbb boooboobbobboon
googoo

gogggo

FILE 0000000000 000000000000000000000000000000000o00
000000000000 UODDUUOUFORCEDDOODDODOODDODOODOODOODOOODODODOODO

FORCE FILEOOUOOOOOOOOOOOOOOOUOOO0OOOOO0OOOOOOOOOOOOOOOO
000000000 O0OFILEOOOOO0OOOO0OOOoO0oooooooooooooooon

COMMAND 000000000000 0O0000O0O0SHOWXXXXOOOOOOOOooooooo
0000000000000 0oooOoSCRIPTOOOOOODOOOOODOOOOOOOOOO

SCRIPT 0000000000000 OOCOMMANDOOOOOOOOOOOOOOODOOOOOO

PERMANENTREDIRECT 00000000000 OO00OO0O0OOOOOOO0OOOOOOOOODOO
0o00oo00o0oooooooooooooCOMMANDOOOODOOODOOODOODOOOOODODO
OO0O0O0ENABLEXXXXDEBUGOD O O OO0O00O0O0O0O0O0O00O0O0OO0OSCRIPTOOOOOOO
OENABLE XXXXDEBUGO O OO0 O00OO0OO0O00ooO00ooooOooooooooooooooooo
OO0O0O0DOOFILEOODOOOOOOOOOOODO0O0OoOooooooooooooooooog
goooobooooboooboooooooboooobooboob bbb bbb booobo
0000000000000 0000000000ORESET FILE PERMANENTREDIRECT O O
goooobogo

LIMIT 000000000000 O0O0O0OO0O0O0O00O0MO0O0O0 204800000

goodgoooon

Manager > create file=time.txt command="show time"
Info (1056003): Operation successful.

Manager > show file=time.txt
File : time.txt

1:

2:
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CREATE FILE

3:System time is 11:13:59 on Thursday 01-Nov-2007.

Manager > create file=time.txt command="show time"
Error (3056063): time.txt already exists.

Manager > create file=time.txt force command="show time"
Info (1056003): Operation successful.

Manager > show file=time.txt

File : time.txt

1:

2:

3:System time is 11:14:14 on Thursday 01-Nov-2007.

Manager > create file=ipdebug.txt command="enable ip debug=all" permanentredirect
Info (1056003): Operation successful.

Manager > reset file=ipdebug.txt permanentredirect

Info (1056278): ipdebug.txt redirection - operation complete.

Manager > show file=ipdebug.txt
File : ipdebug.txt

:Info (1005287): All IP debugging has been enabled.

:<I/C/B=vlanl/2/0, 1=60, ttl=128, p=1, addr=192.168.20.11>192.168.20.1
:>I/C/T/R/Id=Loc/0/fw/??/61533, 1=60, ttl=64, p=1, addr=192.168.20.1>192.168.20.
:<I/C/B=vlanl/2/0, 1=60, ttl=128, p=1, addr=192.168.20.11>192.168.20.1
:>I/C/T/R/Id=Loc/0/fw/??/61534, 1=60, ttl=64, p=1, addr=192.168.20.1>192.168.20.

~N O Ul W N

Manager > disable ip debug=all
Info (1087003): Operation successful.

g

IDDDDDDiproute.txtDDDDDDDDDDDshowiprouteDDDDDDDDDDDDiproute.txtD
Joooooooooobooboobooon

CREATE FILE=iproute.txt COMMAND="show ip route"

s 0000000000000 00000OFORCEOOODOODOOOOOODODOOOOODDOOOOODODO
OODODUOOADDFHFILECOOOOOOOO

CREATE FILE=iproute.txt FORCE COMMAND="show ip route"

m 000000 ipdebugtxt00000000O0enableipdebug=all00000000000000OO
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CREATE FILE

000000000000 000000RESET FILE PERMANENTREDIRECTOOOOOOOOOOO
000000000000 00000000000000000000000 0000 disableip debug=alld
gobooobooobooooooooboooboon

CREATE FILE=ipdebug.txt COMMAND="enable ip debug=all" PERMANENTREDIRECT

googggg

COMMANDOOOOOOOOOOODOOOUOOOOSCRIPTOOOOOOOUOOOODOOOOOOOOO
gopoooboooobogoobooo
OSHOWXXXXOODOOOUOOOOUOOOOUOoOoOOoOOODOOoOoOUOPERMANENTREDIRECTO OO OOO
0000000000000 0000000000000000OSHOWXXXXOOoooooooooo
0000000000000 0000SHOWXXXXOOOoOoooooooooooooooooooooo
O0OSHOW XXXXOOOOOOoooooooooooooooooooooooooooooooooo
gopoooboooooooboooobooo

OENABLE XXXXDEBUGO U O OO OOO0OODO0DO0OO0OO0DO0O0O0OO0O0OO0O0OO0OO0O0O0O0OO0OOO PERMA-
NENTREDIRECTOOOOUOOOOUOOOO0OOOOOOOO0O0O0OODOOENABLE XXXX DEBUGO O
goooooogooooobooooboobbobbooboobbooobDboooboobbobboon
goboooboooooooboooobooboon

OENABLE XXXXDEBUGLDOOOOUOOOOUOOODOOOODOOODOoooOOooooooooooooo
0000000000000 000000000000OPERMANENTREDIRECTOOOOOOOOOOO
000000000000 00000000000000000000000O0ENABLE XXXX DEBUGH
0000000000000 0000000000000ENABLE XXXXDEBUGD OOOOOOOoGOQO
gooboobboooboooboboobooooog

OENABLE XXXX DEBUGHO U000 O0O0OO0OO0OO0OO0OOOOOOOOOO0OOOOOO00O0O00ooooo
0000000000000 000000000000dPERMANENTREDIRECTOOOOOOOOOO
0000000000000 000000000000000000000O0O0 000 DISABLE XXX
DEBUGOOUOOOUOOOOOUOOUOOUOUOOoOoouooouoooog

gogggo

ADDFILEO 1230000

RESET FILE PERMANENTREDIRECTO 287 0 0 0O O
SHOW FILED 3740000

SHOW FILE PERMANENTREDIRECTO 376 0 0 OO
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CREATE LOG OUTPUT

CREATE LOG OUTPUT

O00oooooooo /00

CREATE LOG OUTPUT={TEMPORARY|PERMANENT| output-id} DESTINATION={EMAIL)|
MEMORY |NVS|PORT|ROUTER |SYSLOG} [FORMAT={FULL|MSGONLY|SUMMARY }]
[MAXQUEUESEVERITY=severity] [MESSAGES=count] [PASSWORD={password|NONE}]
[ASYN=asyn-number] [QUEUEONLY={YES|NO}] [SECURE={YES|NO}] [SERVER=ipadd]
[TO=email-addr] [ZONE={time-zone|utc-offset}] [FACILITY={DEFAULT|
LOCALL. .LOCAL7}]

output-id: 0 00 IDO 10200

severity: 0000000070

count: 000100

password: 0000001016000

asyn-number: 00000000000

ipadd: IP 0000

email-addr: 000000000

time-zone: D0 00000

utc-offset: 00D 0D OUTCOOOOOOODOD+23:59:590-23:59:590

g

goooooogoobod
O0000O0O0oOoADDLOGOUTPUTOOOOOOOOODOOOO0OOODODOOOOOoOOoOooDooOO
gobooobooooogooboooobooo

gogggo

OUTPUT 0OOO0OOIDO102000000000000000000TEMPORARYDRAMOOOO
OPERMANENTIONVSOO O 000 0OTEMPORARY 0000000 OMAXQUEUESEVERITYD
QUEUEONLYO SECUREO O O0ODOO0O0O000DOOODESTINATION O MEMORY 000
O0O0O0O0O0OO0O0O0OPERMANENTOOOOOOOOODESTINATIONO NVSOOOOOOOO
ONVSOOooooooooooooooooom

DESTINATION 0O0O0O000O0O0OO0O0OO0OEMAILOTOOOOOOOOOOOOOOOOOOOOOO
O0000OMEMORYORAMOOOOOOUTPUTOOOOOOO TEMPORARYODOOOOO
O0000mMNVSOOOOOoooooooooooUuTPUTO O ODODOO00O PERMANENT OO
000000000 mMPORTOASYNOOOOOOOOOOOOOODOOOODODMmMROUTER
OSERVEROOOOO0O00O000O000O0OO Secure Router Logging Protocol (SRLP) O O 0O O
OO0 MmMSYSLOGOSERVEROODOOOOOO0ODOO syslogOD 000000000 O0DODO syslog
ooboooooooooooooooogd

FORMAT 00O0O0O0O0O00O00O0O0O0O0O0O0OO0OO0OOOFULLOOOOOOOOOOO0100000
00o00o0o0oo0o0oo0oooo0oOo0oooo0ooomMSGONLYD D OoQOooOo
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CREATE LOG OUTPUT

00000000 mSUMMARYODOOOOOOOOODODOOOOO0O0ooooooomooooo
0 SUMMARYO DESTINATION OO OOOO0OO PORTOOOOOOOOOOOO

MAXQUEUESEVERITY QUEUEONLY OO OOOOO YESOOOOOOOOOOOOOOOOO
gooobooooboobooboooboobooooooboobobboboboobooooooDbo
0OO0QUEUEONLY O YESO O OO OMAXQUEUESEVERITY OO OOOOOOOO0OO0OO0OO0OO
0000000000 MESSAGESOOUOOOOO0OUOOUOOO0DO0DOODOOOooOOooooooon
MAXQUEUESEVERITY O O OO OQOOOOOOOO0O0O000O0O000o0oooooooooo
0000000000000 0DESTINATIONOOOODOOO PORTO SYSLOGOOOOOOO
O000oOooOUTPUTOOOOOOO TEMPORARYD OO OOOOOOODOOODOOOOOO
ooooogooogoooo7oooooO0ooOf0ogoogoooooooooooooooooon
gooooobooboboboooooooooooboo

MESSAGES DESTINATION O SYSLOGUO O OOOO OO0 0O00DESTINATION O NVSO MEM-
orRYOOOoOooOoOOooOooOoUOUOOOOODO0OO0O0ODUOO0OOOoLOOoDOOoOOOOUOOooooOo
000O0DESTINATIONO EMAILOOOOOOOOOOOOO0OO0OO0ODOODDESTINATION
OPORTOOOOOOODOOOOOOOOODOOOODESITINATIONO SYSLOGOOOOOOO
000200 MEMORY OO OOOOOOOO 2000 EMAILOODO0O 1000NVSOOOO 200

PASSWORD SRLPOOOO0O0O0O0O0O00O00O0O00O0O00D0O0O0O0O0O0OOOONODESTINATION
O ROUTEROOOOOOODOOOOOOOOOOOOO0O0OO0OO0O0OooOoMDSOOOOOooO
gbooooobooboboboooooooooboooboooboo

ASYN 000000000 0O0O0O000OO0ODESTINATIONDO PORTOOOOOOOOOOOOO

QUEUEONLY 00000000000000000000000000000DESTINATION O PORT
O00000000oOoOooOUuUTPUT O TEMPORARY DO ODOOOOOOOOOOODDOOOOOO
00 O00DESTINATION O SYSLOGUOOOOOOoOOoOooooooooooooooooooo
NODO

SECURE 0000000000000 O0O0O0O0O0OONOOOOOOOODOOOOOOOoOoooooo
O0000000ooooooooOUTPUT O TEMPORARY D OO OO ODODOOOODOOOOO
O00000000DESTINATION O ROUTER O PASSWORD D O O OOOoOoOoOOoOooooono
DESTINATION O MEMORY O NVSOOOOOOOOOO YESODOOOOOOOOOOOOO
NODO

SERVER DESTINATION O ROUTER O SYSLOG O OOOOOODOOOOOOOIPOOOOOOO
0 0O 0ROUTER O O O O OSRLPO Secure Router Logging Protocold 0O O 0O O 0 UDP 5023 O [T
SYSLOGUOOOO syslog0 00O OUDPS1400000000

TO DESTINATIONO EMAILOOOOOO0OO0OOOOOOOOOOOOOOOOOO

ZONE 0O0O0OO0OO0OO0OOoooUTCOOoooooOoooooooo

FACILITY DESTINATION O SYSLOGOUOOOOOOO syslog0O0O00D0000D0OO0OO0O0O0OOO
O0OOOODEFAULTOOOOOOUOO0OOOOUOU0ODOOO0OU0ODOOOOODODOOOOOOD
0000000 syslog0 00000000000 O0O0OLOCALIODLOCAL7 0000000000
000000 syslogOD 00000000000 O000000O00000000000000O0OO0DO
DEFAULTOOOOOOOO0O00O0OO0O00OOOOoooom

| O
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CREATE LOG OUTPUT

m0000000 syslog0 000 19216812000

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.1.2
ADD LOG OUTPUT=1 FILTER=1 ALL

gogggo

ADD LOG OUTPUTO 126 D OO O
DELETE LOG OUTPUTO 191 00 00O
DESTROY LOG OUTPUTO 208 0 OO O
DISABLE LOG OUTPUTO 216 DO OO
ENABLE LOG OUTPUTO 246 O O O
SET LOG OUTPUTO 3000 00O
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY

00000000000 /SNMP

CREATE SNMP COMMUNITY=community [ACCESS={READ|WRITE}]
[MANAGER=1ipadd[/masklen]] [TRAPHOST=ipadd] [V1TRAPHOST=ipadd]
[V2CTRAPHOST=1ipadd] [OPEN={ON|OFF|YES|NO|TRUE|FALSE}]

Community:SNMPDD|:||:||:|DDDDlDlSDDDDDDDDDDDDDDD
ipadd: IP 0000
masklen: 00 00000320

g

OSNMPvl/v2cOSNMP O OO0OO00OO0O0OO0OOO
gogggo

COMMUNITY SNMPOOOOOOOO

ACCESS 0000000000000 0O0UOOOREADDOOOOOOOOOOODOOOOOOWRITE
gooooboogbooooo

MANAGER SNMPOOOOOOO0OO0O0O0O0O0O0OOO0O0O0O0O0O0O0O0O0OO0OOOOOOOOOO
O0D0D0D0OO0DOO0OOMANAGEROOOOOOOOOOOOOOO SNMPOOOOOOOOOOO
O0OOSNMPOOOOOOOOOPENODOOODOOO YESOOODOOMANAGERODOOOOOO
O0000ooooooooo SNMPOOOOOODOODOOOOOOOOOOOOOOOOOOOO
0000000000 ADDSNMP COMMUNITY OO OOQOO

TRAPHOST SNMPvlOOOOOOOOOOOUOOOOOOOOOOOOOOOOOODOOOOOOO
O0O00000OCREATESNMP COMMUNITYOOOOOO 10000000000000O0O
O0000ooo0o0ooooooooooooooog ADDSNMP COMMUNITY DOO0O0OoO
oono

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2cO0OOOOO0OO0OO0O0O0OO0O0O0OOOOOO0OOOOO SNMPv2cOOOO
gooogoogono

OPEN SNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOONOODOOUOOOOOO
MANAGEROOOUOOOOOOOODOOOOOOOOOOOODOOOOYESOOODOOOOoOooo
OSNMPOOOOOOOOOONOYESOTRUEOOO OFFONOUFALSEOODOOOOOOOO

g

s SNMPOOOOOOOOpublichOOO0O0OO
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY=public

000000000 SNMPOOOOO0O000adminsD000000000000000000O0OO0
00 1722011000000

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=172.20.1.1
TRAPHOST=172.20.1.1

googggg

SNMP 0O 000 00ENABLE SNMP COMMUNITY TRAPOOOOOOOOOOOOOOOOOOOO
goooboboooboooobooobooooboooboo

googgg

ADD SNMP COMMUNITYD 1340000

DELETE SNMP COMMUNITYO 198 00 OO
DESTROY SNMP COMMUNITYD 2100000
DISABLE SNMPO 2240000

DISABLE SNMP COMMUNITYO 226 0 00 O
DISABLE SNMP COMMUNITY TRAPO 227 0 00O
ENABLE SNMPO 2570000

ENABLE SNMP COMMUNITYO 259 0000
ENABLE SNMP COMMUNITY TRAPO 260 0 0 OO
SET SNMP COMMUNITYO 325000 O

SHOW SNMP COMMUNITYO 441 0000
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CREATE TRIGGER CPU

CREATE TRIGGER CPU

O000oO0oo0ooooo /0000

CREATE TRIGGER=trigger-id CPU=1..100 [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename. . .]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyyOOO00Od
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

filename: 0000000000 .scp O.cfgd

g

cPruoooooooooo

CPUOOOOO0OCPUDOODUOUODOOODUUOO0ODUUO0OOOODIRECTIONODOODOOOOOO
goooooobooooboboboooooboobobooobDooboboooobobobbooLobon
000000000000 0% D0 00mM%TuoomM%NOOOOODomM%S0oo00oooooooooo

googgg

TRIGGER 0OO0OO00OOO

CPU OJUOOODOCPUDOOOODOOOOOOOOOOOO

DIRECTION 0OO0O0O0O0OUPODOOOO0OO0OOOOOOOOOOOOMDOWNOOOOOOOOOOOO
O0000DmMmANYOOOODOOOOODOOOoooooo ANYD

AFTER 0000000000000 O0O0O000O0O0O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
o000 240000000000000O

BEFORE 0000000000000 OO0U0OOO0OOU00OO0OOOO0DO0OOO0O0OO 0000 BEFORE
goboooboogoboooobooooboo

DATE 0000000000000 0000000000000000O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OU0O0OO00O00OO0OOOU0U0OO0OOOOUUOOOO0OOOUOOOUO0OO0OOOUOUOOOODOOOOd
WEEKDAY 00 MON,TUE,WED,THU,FRI U 0O 0O 00O O OWEEKEND O SAT,SUN OO OO ALL
0000000000000 ALLODATEODOOOOOOOOoOOoO

NAME O00U0OO0OO0OOSHOWTRIGGEROODOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
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CREATE TRIGGER CPU

O0000O0O0ONOOONCEODODODUOOOODODODOOoooooooooooooooooooo
000000000000 000000000000D00O FOREVERD

SCRIPT 00000000000 O0OO0OO0O0O00OOOOOOOOOOSCRIPTOOOOOOOOIOODO
0000000000000 00000D0DU0DO0D0U0DUDO0DADDTRIGGEROODODOOOOOOO
0000000ooooool100oo0gooooooooooooooooo 500

STATE 0000000000000 000O0O00000 ENABLEDOD OOOOOOOoooooooo
O0D0DU0OUOO0OO0OOACTIVATE TRIGGERO OO OOOOOOOOOOOOoOO

TEST 0000000000000 O00000000000O0O000000OO000000SCRIPTO
gobooboooboboobobobobobobbooobooboobDooooboobLbbDOon
ACTIVATE TRIGGERO OO O OQOOOO0OO0O0ooooooooooooooooogooooo
O000ooooooo NOO

o
s CPUDOOO80%O00000cpuwarnscp 0000 CPUODODOOIOODOOOOO

CREATE TRIGGER=1 CPU=80 DIRECTION=UP SCRIPT=cpuwarn.scp

gogggo

ACTIVATE TRIGGERO 121 0000
ADD TRIGGERO 1490000
DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320000
ENABLE TRIGGERO 2650 0 0O
SET TRIGGER CPUO 3420000
SHOW TRIGGERO 470000 O
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CREATE TRIGGER FIREWALL

CREATE TRIGGER FIREWALL

O000oO0oo0ooooo /0000

CREATE TRIGGER=trigger-id FIREWALL={ALL|DOSATTACK| FRAGATTACK| HOSTSCAN|
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK} [MODE={START|END|BOTH}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename. . .]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 00 00 00 010 2500

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 00O 0dd0001031Mmmm 000000000 300000APRMyyyyOO0O00Qd
day-list: 0 0 0 0 00MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO 00O
Oooooooooooooooo

String:l]|:||:||:|1|:|40|:||:||:||:||:||:||:||:||:|EII:II:II:II:II:II:II:II:II:II:II:II:I

count: 0 00 1042949672940

filename: 0000000000 .scp O.cfgd

0

gopoooboooooooboooobooa
goooooooooooooooboobboob bbb boobDbooboobbobboon
0000000000o0ooooo0o00U0U000oooo0oooo00000oooooooooOY%bon
O0M%Too0mM%»NOODODODOom%Soooooooooooooooooooooooooooog
000000000000 20000000000 10%100000000000000O0U0O0O0O 20%?20
gooooIpooood

gogggo

TRIGGER 0OO0OO00OO0OO

FIREWALL COOOOO0OO0O0O0OO0OO0OOCOOO0O00O0OOOOOO0O0O0OOOOOO0OoooooooOog
OOMODECOOOOOOOOODOOO0OODOOOOOOOOOOOoOOOOO

MODE 0000000000000 0O00O000000000000OSTARTOUOODOOOOENDOO
O0000BOTHOUOOOOOOOOODUOOOOOODODOOOODODOOOOOoOO BOTHO

AFTER 0000000000000 O0O0O000O00O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
000020000000000000

BEFORE 0000000000000 0OO0U0OOO0OOU0OO0OOO0O0DOO0O0O0O0OO 0000 BEFORE
goboooboogoboooobooooboo

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
oo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY 0O MON,TUE,WED,THU,FRI 0 0O 0O 00O 0O OWEEKEND O SATSUN OO OO ALL
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CREATE TRIGGER FIREWALL

0000000000000 ALLODATEODOOOOOOOOoooO

NAME 00U0OO0OO0OOSHOWTRIGGEROOOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0O0OO0OOOOOOOOOOOOOOOOOOO0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESO FOREVEROOOOOOOODODOOOOOO
O0000O0O0ONOOONCEODODODUOOODODODODOoooooooooooooooooooo
000000000000 00000000000000 FOREVERD

SCRIPT 00000000000 O0OOO0OO0O0O00OOOOOOOOOOSCRIPTOOOOOOOOIOODO
0000000000000 0000D0DU0D0D0U0DUDO0DADDTRIGGERO OO OOOODOOOO
0000000ooo0ool100oo0gooooooooooooooooo 500

STATE 0000000000000 000O0O0000O0 ENABLEDOOOOOOOOOoooooooo
O0D00OOO0OO0OO0ACTIVATE TRIGGERO OOOOOOOOOOOOOOOO

TEST 0000000000000 O00000000O00OO00000O0OO000000SCRIPTO
goboobooobobooboobobobobobbooobooboobDooooboobLbbDon
ACTIVATE TRIGGERO O OO OQOOOOO0O0Oooooooooooooooooogooooo
O000ooooooo NOO

g

s JO0o0ogoooooooobodbboooboobbobbob0boobLDboobLDboLobOoobL Lo
00000o0ooooo0ooooooooo IP000D0OO000OOO0OO0ODOOOUODOOOOOoOOg

CREATE TRIGGER=1 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

m 000000 pscans.scpll 00O O

MAIL TO=admin@mydomain.xxx SUBJECT="Portscan from %2 (Policy: %1)"

gogggo

ACTIVATE TRIGGERO 121 0000

ADD TRIGGERO 1490000

DESTROY TRIGGERO 211 000 O

DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 0O O

SET FIREWALL POLICY ATTACK OO OO OooOoOoO 1310000
SET TRIGGER FIREWALLO 344 00 00O

SHOW TRIGGERO 470000 O
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CREATE TRIGGER INTERFACE

CREATE TRIGGER INTERFACE

O000oO0oo0ooooo /0000

CREATE TRIGGER=trigger-id INTERFACE=interface EVENT={UP DOWN|FAIL|ANY}
[CP={BCP|CCP|IPCP|LCP}] [AFTER=time] [BEFORE=time] [{DATE=date]
DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[SCRIPT=filename...] [STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

interface: 100000000

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 00O 0dd0001031Mmmm 000000000 300000APRMyyyyODO0o0o0Qd
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

filename: 0000000000 .scp O.cfgd

g

gopoooboooooooboooobooa
goooooooooooooooboobboob bbb boooboobbobboon
0000000000000 00000000000000%DO000M%To00mM%NoOODOoooom
%S0000000000000d

googgg

TRIGGER 0OO0OO00OOO

INTERFACE 0000000000000 00000000000000EthernetD 0000000
OethXIODVLANOOOOOOOOOvVIanXCOPPPOOODOOOOOOpppXOOOOPPPOO OO
do0oooooocCPOoDOOOOODOOOOO

EVENT 00000000000000000000000000000000000000000gn
O00000UPODOOOOUOODOODOWNODUOOOUOODOUOOFAILODOOOOODOODOOOOANY
O0000000000000000000000EthernetO VLANOOODOOOODOOOUPDO
DOWNOOOOO

CP 0OUUOOPPPOOUOOUOOUUOOOOUOOOINTERFACEO PPPOCOOOOOOOCOOOO
0000000000000 00000000%10PPPOOOOOOOOODmM200000000
O000m»w30000oooo3000ooo00oon

AFTER 0000000000000 O0O0O000O00O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
000020000000000000

BEFORE 0000000000000 0OO0U0OO0OOOU0O0OO0OOO0O0O0OOOO0OO 0000 BEFORE
goboooboogoboooobooooboo
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CREATE TRIGGER INTERFACE

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
oo

DAYS 0O0OO0OUO0O000O0OO0OO0OOU0U00OO0OOOOUUOOOO0OOOUOO0O0O0OO0OOOUOUOOOOOOOO
WEEKDAY O MON,TUE,WED,THU,FRI 0 0O 0O 00O 0O OWEEKEND O SAT,SUN OO OO ALL
0000000000000 ALLODATEODOOOOOOOOoOOoO

NAME O00U0OO0OO0OOSHOWTRIGGERO OO UOOOOOOOOOOOOOOODOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOCOOOOOOOO0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOODOOOOOOO
O0000O0O0ONOOONCEODODODUOOOODODODODOoooooooooooooooooooo
000000000000 00000000000000 FOREVERD

SCRIPT 00000000000 O0OO0OO0O0O0O00OOOOOOOOOSCRIPTOOOOOOODOIOODO
0000000000000 00000DU0DO0D0U0DUDUO0DADDTRIGGERO OO ODOOOOOO
0000000ooo00ool100oo0ooooooooooooooooo 500

STATE 0000000000000 000O0O00000 ENABLEDODOOOOOOOoooooooo
O0D00OOO0OO0OO0ACTIVATE TRIGGERO OO OOOOOOOOOOOOoOO

TEST 0000000000000 O0000000000O0OO000000OO000000SCRIPTO
gobooboooboboobobobobobobbooobooboobDooooboobLbbDOon
ACTIVATE TRIGGERO O OO OQOOOO0OO0O0Oooooooooooooooooogooooo
O00oooooooo NOO

googgg

ACTIVATE TRIGGERO 121 000 O
ADD TRIGGERO 1490000

DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000
ENABLE TRIGGERO 2650 0 0 O

SET TRIGGER INTERFACEO 346 0 0 O O
SHOW TRIGGERO 470000 O
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CREATE TRIGGER MEMORY

CREATE TRIGGER MEMORY

O000oO0oo0ooooo /0000

CREATE TRIGGER=trigger-id MEMORY=1..100 [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename. . .]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyyOOO00Od
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

filename: 0000000000 .scp O.cfgd

g

gooooboooooooog

0000000000000 00o0000000000000000D00000ODIRECTIONDOODOOO
goooooooooooooooboobboob bbb boooboobbobbooo
O00000000000000000%D000M%T000mM%NOODoooomY%Ssoooooooo
gooooo

gogggo

TRIGGER 0OO0OO00OOO

MEMORY 0O000O0O0O0O00O0OO0OOO0O0OOOOOOOOOOOOO

DIRECTION 0OO0O0O0O0OUPODOOO0OO0OOOOOOOOOOOOMDOWNOOOOOOOOOOOO
O0000mANYOOOODOOOOODOoOOoOOoooooo ANYD

AFTER 0000000000000 O0O0O000O0O0O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
oooO0o240000000000000O

BEFORE 0000000000000 0OO0U0OO0OOOU0O0OO0OOO0O0DOO0O0O0O0OO 0000 BEFORE
goboooboogoboooobooooboo

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY 00 MON,TUE,WED,THU,FRI 0 0O 0O 00O 0O OWEEKEND O SAT,SUN OO OO ALL
0000000000000 ALLODATEODOOOOOOOOoOOoO

NAME 00U0OO0OO0OOSHOWTRIGGEROOOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
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CREATE TRIGGER MEMORY

0000000000000 00000000YESDO FOREVEROOOOOOOODODOOOOOO
O0000O0O0ONOOONCEODODODUOODODODODOOoooooooooooooooooooo
000000000000 00000000000000 FOREVERD

SCRIPT 00000000000 O0OO0OO0O0O00OOOOOOOOOOSCRIPTOOOOOOOOIOODO
0000000000000 0000DU0DU0DO0DO0DUOUUOUDADDTRIGGERO OO ODOOODOOO
0000000ooo00ool10o0oo0ooooooooooooooooo 500

STATE 0000000000000 000O0O00000 ENABLEDODOOOOOOOOoooooooo
O000OO0OO0OO0OO0OACTIVATE TRIGGERO OOOOOOOOOOOOOOOO

TEST 0000000000000 O000000000O0O0OO000000OO000000SCRIPTO
goboobooobobooboobobobobobbooobooboobDooooboobLbbDon
ACTIVATE TRIGGERO O OO OOOOO0OO0O0O0O0O0O0OO0OO0O0OooOooooooooooooo
O000ooooooo NOO

u
000000000 20%000000memwarnscp00000000000O00O010000000

CREATE TRIGGER=1 MEMORY=20 DIRECTION=DOWN SCRIPT=memwarn.scp

googgg

ACTIVATE TRIGGERO 121 000 O
ADD TRIGGERO 1490000
DESTROY TRIGGERO 211 00O O
DISABLE TRIGGERO 2320 000
ENABLE TRIGGERO 2650 0 0 O

SET TRIGGER MEMORYO 348 0 0 O O
SHOW TRIGGERO 4700000
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CREATE TRIGGER MODULE

CREATE TRIGGER MODULE

O000oO0oo0ooooo /0000

CREATE TRIGGER=trigger-id MODULE=module-name EVENT=event
[module-parameters...] [AFTER=time] [BEFORE=time] [{DATE=date]
DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[SCRIPT=filename...] [STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

module-name: 000000

event: 00000000 DOOO0O

module-parameters: 0000000000000

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 000 0dd 0001031 Mmmm 000000000 300000APRMyyyyOO0O00Od
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:|I:I1I:I40I:II:II:IDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

filename: 0000000000 .scp O.cfgd

g

gooooboogooooooo
goooooooooooooooboobboob bbb booboobbobbooo
goooooooooooooooboobboob bbb boooboobbobboon
O00%DO000MmM%To00M%NOODODODO0oDmM%So00oooooooooon
goooooooooooobooooboobboob bbb booboobbobbooo
goooobooobooooboooooooboo

gogggo

TRIGGER 0OO0OO00OOO

MODULE 0OOOO0O0O

EVENT 0000000000000

AFTER 0000000000000 O0O0O000O00O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
o000 240000000000000O

BEFORE 0000000000000 0OO0U0OO0OOOU0O0OO0OOO0O0DOO0O0O0O0OO 0000 BEFORE
goboooboogoboooobooooboo

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
oo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY 0O MON,TUE,WED,THU,FRI 0 0O 0O 00O 0O OWEEKEND O SATSUN OO OO ALL
0000000000000 ALLODATEODOOOOOOOOooOO
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CREATE TRIGGER MODULE

NAME O00U0OO0OO0OO0OSHOWTRIGGEROODOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0O0OO0O0OOOOOOOOOCOCOOOOOOO0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
O0000O0O0ONOOONCEODODODUOODODODODOoooooooooooooooooooo
000000000000 000000000000D00O FOREVERD

SCRIPT 00000000000 0O0OO0OO0O0O00OOOOOOOOOOSCRIPTOOOOOOOOIOODO
0000000000000 0000DU0DU0D0DO0DUOUUUADDTRIGGEROODODODOOODOOOO
0000000ooooool100oo0g0oooooooooooooooo 500

STATE 0000000000000 000O0O00000 ENABLEDOD OOOOOOOoooooooo
O000OO0OO0O0OO0ACTIVATE TRIGGERO OO OOOOOOOOoOOOOOooOOo

TEST 0000000000000 O000000000O0O0OO000000OO000000SCRIPTO
goboobooobobooboobobobobobbooobooboobDooooboobLbbDon
ACTIVATE TRIGGERO OO O OQOOOO0OO0O0ooooooooooooooooogooooo
O00oooooooo NOO

gooodog bDooooboog goboooobood gooo

SWITCH LINKDOWN PORT gboooooobobgooo
LINKUP PORT gboooooobobgooo

BGP MEMORY oo O00oooooooBGPOOOOO
PEERSTATE PEER, BGPSTATE, BGPOOOOOOOOOOOOO

DIRECTION

PING DEVICEDOWN POLL gbooooooooogo
DEVICEUP POLL gbooooooooogo

VRRP DOWNMASTER  VRID gbooooooboobobobooo
UPMASTER VRID gbooooooboobobobooo

032:.000000000000000DOODOODOO00O0O0ODDO

g
s 000000000100000000000000000bemaster.scp000000000000OO

goo

CREATE TRIGGER=1 MODULE=VRRP EVENT=UPMASTER VRID=10 SCRIPT=bemaster.scp

gogggo

ACTIVATE TRIGGERO 121 000 O
ADD TRIGGERO 1490000
DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000
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ENABLE TRIGGERO 265000 O
SET TRIGGER MODULEO 350 0 O O O
SHOW TRIGGERO 4700000
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CREATE TRIGGER PERIODIC

CREATE TRIGGER PERIODIC

O000oO0oo0ooooo /0000

CREATE TRIGGER=trigger-id PERIODIC=minutes [{DATE=date|DAYS=day-1list}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename. . .]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

minutes: 00 010143900

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyyOOO00Od
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059
String:DDDI]lEl‘lODEIDDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

filename: 0000000000 .scp O.cfgd

g

gooooboooooooog
goooooooooooooooboobboob bbb boooboobbobboon
O000000%D000MmM%Too0mM%NOODODODoDoDmM%So0o0oooooooooon

gogggo

TRIGGER 0OO0OO00OOO

PERIODIC 0OO0OO0OO0OO0O0OOOOOOOOOOO

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY 00 MON,TUE,WED,THU,FRI U 0O 0O 00O 0O OWEEKEND O SAT,SUN OO OO ALL
0000000000000 ALLODATEODOOOOOOOOoOOoO

AFTER 0000000000000 O0O0O00O00O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
ooo0C0240000000000000O

BEFORE 0000000000000 0OO0U0OOO0OOU0OO0OOO0O0DOO0O0O0O0OO 0000 BEFORE
goboooboogoboooobooooboo

NAME 00U0OO0OO0OOSHOWTRIGGEROOOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
O0000O0O0ONOOONCEODODODUOODODODODOOoooooooooooooooooooo
000000000000 00000000000000 FOREVERD
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CREATE TRIGGER PERIODIC

SCRIPT 00000000000 O0OO0OO0O0O00OOOOOOOOOOSCRIPTOOOOOOOOIOODO
0000000000000 0000DU0DU0D0DO0UOUUUADDTRIGGEROODODODOOODOOOO
0000000ooooool100oo0g0oooooooooooooooo 500

STATE 0000000000000 000O0O00000 ENABLEDODOOOOOOOOoooooooo
O0D0U0O0OO0OO0OO0ACTIVATE TRIGGERO OO OOOOOOOOOOOOooOOo

TEST 0000000000000 O0000000000OO0O000000OO000000SCRIPTO
gobooboooboboobobobobobobbooobooboobDooooboobLbbDOon
ACTIVATE TRIGGERO O OO OQOOOO0OO0O0Oooooooooooooooooogooooo
O00oooooooo NOO

g
m300000 patrolscp0000000000000010000

CREATE TRIGGER=1 PERIODIC=180 SCRIPT=patrol.scp

gogggo

ACTIVATE TRIGGERO 121 000 O
ADD TRIGGERO 1490000
DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000
ENABLE TRIGGERO 2650 0 0O O

SET TRIGGER PERIODICO 3520 00 O
SHOW TRIGGERO 470000 O
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CREATE TRIGGER REBOOT

CREATE TRIGGER REBOOT

O000oO0oo0ooooo /0000

CREATE TRIGGER=trigger-id REBOOT={RESTART|CRASH|ALL} [{DATE=date|
DAYS=day-list}] [AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}]
[NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

date: 0 00 dd-mmm-yyyy 00O 0dd 0001031 MmmmO00000000 300000APRMyyyyOO0o00Qd
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059
String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

filename: 0000000000 .scp O.cfgd

g

goooobooogboogon
goooooooooooooooboobboob bbb boooboobbobboon
O0000%DO00M%To00mM»NOOODODODODmMm»Soooooooooooooo

gogggo

TRIGGER 0OO0OO00OOO

REBOOT 0000000000 OOU0U0OU0ODODODUUOOUDODODUOUOCRASHOODODDODODOODODOODDODOO
RESTARTOOOOOOOOOODOUOOOODODUOOOODODUOODALLOOOOOOOOOOOO

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY 0O MON,TUE,WED,THU,FRI 0 0O 0O 00O 0O OWEEKEND O SATSUN OO OO ALL
0000000000000 ALLODATEODOOOOOOOOoOOoO

AFTER 0000000000000 O0O0O000O00O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
000020000000000000

BEFORE 0000000000000 0OO0U0OO0OOOU0O0OO0OOO0O0O0OOOO0OO 0000 BEFORE
goboooboogoboooobooooboo

NAME 00U0OO0OO0OOSHOWTRIGGEROOOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
O0000O0O0ONOOONCEODODODUOOODODODODOoooooooooooooooooooo
000000000000 00000000000000 FOREVERD
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CREATE TRIGGER REBOOT

SCRIPT 00000000000 O0OO0OO0O0O00OOOOOOOOOOSCRIPTOOOOOOOOIOODO
0000000000000 0000DU0DU0D0DO0UOUUUADDTRIGGEROODODODOOODOOOO
0000000ooooool100oo0g0oooooooooooooooo 500

STATE 0000000000000 000O0O00000 ENABLEDODOOOOOOOOoooooooo
O0D0U0O0OO0OO0OO0ACTIVATE TRIGGERO OO OOOOOOOOOOOOooOOo

TEST 0000000000000 O0000000000OO0O000000OO000000SCRIPTO
gobooboooboboobobobobobobbooobooboobDooooboobLbbDOon
ACTIVATE TRIGGERO O OO OQOOOO0OO0O0Oooooooooooooooooogooooo
O00oooooooo NOO

g
s 0000000000 crashscp0 0000000000000 O0O0O000OO0010000

CREATE TRIGGER=1 REBOOT=CRASH SCRIPT=crash.scp

gogggo

ACTIVATE TRIGGERO 121 000 O
ADD TRIGGERO 1490000
DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000
ENABLE TRIGGERO 2650 0 0O O
SET TRIGGER REBOOTO 354 0 0 0O O
SHOW TRIGGERO 470000 O

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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CREATE TRIGGER TIME

CREATE TRIGGER TIME

O000oO0oo0ooooo /0000

CREATE TRIGGER=trigger-id TIME=time [{DATE=date|DAYS=day-list}]
[SCRIPT=filename...] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

time: 00 0Dhhmm O0O0O0O0hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm0O00000000 300000APRMyyyyOO0O00Qd
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

filename: 0000000000 .scp O.cfgd

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

g

goooooogoobod
goooboooobooboobobooobobobuoooobboogobbboogbbbboobbbbooobbooOog
%DO000MM%»TO00MM%NOODODODOO0MmM%SO00oooooooooooo

gogggo

TRIGGER 0OO0OO00OOO

TIME 000000000000 000000O00O0O0DO0O0O0O0O0O0S000000000000000
O00500000000000000

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OU0O0OO00O00OO0OOOU0U0OO0OOOOUUOOOO0OOOUOOOUO0OO0OOOUOUOOOODOOOOd
WEEKDAY 00 MON,TUE,WED,THU,FRI U 0O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0O ALL
0000000000000 ALLODATEODOOOOOOOoOooO

SCRIPT 00000000000 O0OO0OO0O0O00OOOOOOOOOOSCRIPTOOOOOOOOIOODO
0000000000000 0000D0DU0DO0D0U0DUOO0DADDTRIGGEROODODODOOODOOOO
0000000ooooool100oo0gooooooooooooooooo 500

NAME 00U0OO0OO0OOSHOWTRIGGEROOOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
O00000O0ONOOONCEODODODUOOOODODODOOoooooooooooooooooooo
0000000000000 00000000000D00O FOREVERD

STATE 0000000000000 000O0O00000 ENABLEDODOOOOOOOOoooooooo
O000OO0OO0O0OO0ACTIVATE TRIGGERO OO OOOOOOOOoOOOOOooOOo
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CREATE TRIGGER TIME

TEST 0000000000000 O0000000000OO000000OO000000SCRIPTO
gobooboooboboobobobobobobbooobooboobDooooboobLbbDOon
ACTIVATE TRIGGERO O OO OQOOOO0OO0O0Oooooooooooooooooogooooo
O000ooooooo NOO

u
m 0001100 ppponscp 00000 PPPOOOOOOOOOOOOOOOOIOOOO

CREATE TRIGGER=1 TIME=23:00 SCRIPT=pppon.scp

gogggo

ACTIVATE TRIGGERO 121 000 O
ADD TRIGGERO 1490000
DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000
ENABLE TRIGGERO 2650 0 0O
SET TRIGGER TIMEO 356 0 O 0 O
SHOW TRIGGERO 4700000

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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DEACTIVATE SCRIPT

DEACTIVATE SCRIPT

O000oO0oo0oo0ooo /00o0oo0

DEACTIVATE SCRIPT=filename

filename: 0000000000 .scp O.cfgd

0o

gopoooboooobooooboo
goooon

SCRIPT O0O00OO0OOOOOOO

o
00000000 0runrunscp0 0000000

DEACTIVATE SCRIPT=runrun.scp

goooon

ACTIVATE SCRIPTO 120000 O
ADD SCRIPTO 133 0000
DELETE SCRIPTO 1970000
SET SCRIPTO 3230000
SHOW SCRIPTO 434000 O

186 | CentreCOM AR570S 00000000 ODO 2.9 oooog
613-000273 Rev.K



DELETE ALIAS

DELETE ALIAS

00000000000 /0000000000

DELETE ALIAS=alias

alias: 000000010132000000000000000000000000D0D0000ODOOODD

g

ooooooooooooobooooodod
googog

ALIAS 0OO0OO0OO00OO

g

m]00000ls0000000

DELETE ALIAS=1ls

googod

ADD ALIASO 1220000
SHOW ALIASO 3610000
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DELETE FFILE

DELETE FFILE

00000000000 /OoooOoooooooooo

DELETE FFILE=filename

filename: 0000000000000 OODOOO

g

coooodooboooooooooooooooooo
googog

FFILE 000000000000000000O0*0000000000002830000000000
0000ooo0s8300000ooooon

googod

CREATE FFILEO 1590000
SHOW FFILEO 3720000
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DELETE FILE

DELETE FILE

00000000000 /OoooOoooooooooo

DELETE FILE=filename

filename: 0000000000000 OODOOO

g

oooooooooon

googog

FILE 000000000000O0O0*000000
g

m noneed.cfg 000000

DELETE FILE=noneed.cfg

e 000.xt00000000000000

DELETE FILE=*.txt

googod

RENAMEDO 286 0 00O
SHOW FILED 3740000

ooooo
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DELETE INSTALL

DELETE INSTALL

00000000000 /000000

DELETE INSTALL={TEMPORARY PREFERRED|DEFAULT}

0o

gopooboboooboogboboooboooooooboo
goooooooooooooooboobboob bbb booboobbobbooo
00000000000 o00000ooO0000000000000o000dTEMPORARYD D OOO
0000000000000 000MPREFERREDO OO OOOOOOOOOOmMDEFAULTOOOOO
O000000D0DUOO0OO0OEPROMOOOOO0O0OOOOODOOOOOOOOO

goooon

INSTALL 0000000000 O0O0O0ODU0O0OO0OODEFAULTOOOOOODOOOOOOOOOOOO
gooooooooobood

goooon

SETINSTALLO 2970000
SHOW INSTALLO 384 000 O
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DELETE LOG OUTPUT

DELETE LOG OUTPUT

O00oooooooo /00
DELETE LOG OUTPUT={TEMPORARY| PERMANENT| output-id} FILTER={ALL|entry-id}

output-id: 0 00 IDO 10200
entry-id: 10000000100

g

gooooooooooooooobooboboobbooboono

gogggo

OUTPUT COOOOIDO102000000000000000000TEMPORARY RAMOOOO
OPERMANENTOONVSO OOOOOO

FILTER 0000000000000 UOOO0OO0OUOOALLOODOOOODOO0OOOOOOOOOOOOOO
gopoooboogobooooboooboboon

u
s 0000000100000000000000000000200000000

DELETE LOG OUTPUT=1 FILTER=2

s 00000002000000000000000000000000

DELETE LOG OUTPUT=2 FILTER=ALL

googgg

ADD LOG OUTPUTO 126 D OO O
SHOW LOG OUTPUTO 395 0000

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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DELETE LOG RECEIVE

DELETE LOG RECEIVE

O00oooooooo /00

DELETE LOG RECEIVE={ipadd|ANY}

ipadd: IP 0000

0o

goooboobooobooobobooobooooog
goooon

RECEIVE 0000000000000 O0O0O0OIPO0O0OOOOOO0OOANYDO 000000000 T1P
goooooooboobooboooobog

u
m[PO0O0 19216811 0000000000000000000O0OO

DELETE LOG RECEIVE=192.168.1.1

goooon

ADD LOG RECEIVED 128 0 0O O
SET LOG RECEIVEO 3050 00O
SHOW LOG RECEIVEO 4000 0 0O
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DELETE MAIL

DELETE MAIL

ooooo0ooooo /00000

DELETE MAIL=message-id

message-id: 100000001600 000 ffffO

g

oooooooboooooooooood

googod

MAIL 00O000O00O0OSHOWMAILOOOOOOOOOO

g
000000000 83f000000N0noon

DELETE MAIL=8c3f

googod

MAILO 2750000
SETMAILO 3080000
SHOW MAILO 4040000

ooooao CentreCOM AR570S 0000000000 2.9
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DELETE NTP PEER

DELETE NTP PEER

0ooooooooog /NTP

DELETE NTP PEER=ipadd

ipadd: TP 0000

g

NTPOOOOO IPOOOOOOODOOO
googog
PEER NTPOOOOOIPOOOO

googod

ADD NTP PEERO 1300000
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DELETE NVS

DELETE NVS

00000000000 /0000000000000

DELETE NVS BLOCK=block-id INDEX=index

block-id: 0000 IDO16 000
index: J 0000000000160 00

0o

BLOCKO INDEXOOOOOO NVSOOOOOooooo
goooof

BLOCK 0OO0OOO ID
INDEX 0O0O0OO0O0OO0O0OO0OOo

goooon

CLEARNVS TOTALLYO 156 0 O OO
DUMP NVSO2380000

MODIFY NVSO278 000 O

SHOW NVSO 4090000

SHOW NVS FREEO 411 0000
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DELETE RADIUS SERVER

DELETE RADIUS SERVER

00000000000 /000000

DELETE RADIUS SERVER=ipadd

ipadd: IP 0000

0o

00000000000 RADIUSO Remote Authentication Dial In User Server0 D 000000000
googogodg

SERVER RADIUSOOOOOIPOOOO

o

00000000000 RADIUSOOOO 192.168.10.5000000

DELETE RADIUS SERVER=192.168.10.5

goooon

ADD RADIUS SERVERO 1310 00O
SHOW RADIUSDO 431 0000

196 | CentreCOM AR570S 00000000 ODO 2.9 oooog
613-000273 Rev.K



DELETE SCRIPT

DELETE SCRIPT

0000000000 /JOoDooOoOOo
DELETE SCRIPT=filename [LINE=Iine-num]

filename: 0000000000 .scp O.cfgd
line-num: 1000100

0o

gooooooooooobooooboobbobbooboobDboobDboooboobbon
LINEOOOOOOODOOO0oooooooooooooooooooooooooooooooooooon

goooon

SCRIPT O0O00OOOOOOOO
LINE O0OO00000O00000000000000000000000000000000oooooon

g
m basic.cfg 0 500000000

DELETE SCRIPT=basic.cfg LINE=5

m advanced.cfg 000000

DELETE SCRIPT=advanced.cfg

goooon

ACTIVATE SCRIPTO 1200000
ADD SCRIPTO 1330000
DEACTIVATE SCRIPTO 186 0 O O O
DELETE FILED 1890 00 O

SET SCRIPTO 3230000

SHOW SCRIPTO 434000 O
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DELETE SNMP COMMUNITY

DELETE SNMP COMMUNITY

00000000000 /SNMP

DELETE SNMP COMMUNITY=community [MANAGER=ipadd[/masklen]]
[TRAPHOST=ipadd] [V1ITRAPHOST=ipadd] [V2CTRAPHOST=ipadd]

Community:SNMPDD|:||:||:|DDDDlDlSDDDDDDDDDDDDDDD
ipadd: IP 0000
masklen: 00 00000320

0

OSNMPv1l/v2cOSNMP O OO 0000000000000 0000O00000000000
googgg

COMMUNITY SNMPOOOOOOOO

MANAGER SNMPOOOOOOO0OOO0O0O0O0O0OOO0O0O0O0OO0O0O0O0O0O00O0O0OOOOOOO
O000000000000O0OMANAGEROOOOOOOOOOOOOOO SNMPOOOOOO
O000O000OOSNMPOOOUOOOOO OPENODUOOOOOO YESOOOOOMANAGEROO
00000000o0ooooooooo SNMPOOOOOOOO

TRAPHOST SNMPvlOOOOOOOOOOO

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2cOOOOOOOOOOO

gogggo

ADD SNMP COMMUNITYD 1340000
CREATE SNMP COMMUNITYO 167 00 00O
DESTROY SNMP COMMUNITYD 2100000
DISABLE SNMP COMMUNITYO 226 0 00O O
ENABLE SNMP COMMUNITYO 259 0000
SET SNMP COMMUNITYO 325000 O
SHOW SNMP COMMUNITYO 441 0000
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DELETE SNMP GROUP

DELETE SNMP GROUP

00000000000 /SNMP

DELETE SNMP GROUP=group SECURITYLEVEL={noAuthNoPriv|authNoPriv|authPriv}

group: SNMP OO 000010320 00000000000000

0o

OSNMPV3D OOoOooooooooooo
goooon

GROUP SNMPOOOOO
SECURITYLEVEL 0O0O0O0OO0OUOUOOOOOADDSNMPGROUPOOOOOOOOOOOOOOOO
oooooogo

goooon

ADD SNMP GROUPO 136 D0 OO
SET SNMP GROUPO 3270000
SHOW SNMP GROUPO 4430 00O
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DELETE SNMP TARGETADDR

DELETE SNMP TARGETADDR

00000000000 /SNMP

DELETE SNMP TARGETADDR=target

target: SNMP OO 0OD00001032000000000000000

0o

OSNMPV3O OOOoOoOoOoOoooooooooooooooooo
goooon
TARGETADDR SNMPOOOOOO

goooon

ADD SNMP TARGETADDRO 138 0 0O O
SET SNMP TARGETADDRO 3290 00O
SHOW SNMP TARGETADDRDO 445 0 0 0O O
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DELETE SNMP TARGETPARAMS

DELETE SNMP TARGETPARAMS

00000000000 /SNMP

DELETE SNMP TARGETPARAMS=params

params: SNMP OO 000000000000001032000000000000000

0o

OSNMPV3O OO0 O0O0oOoUoooooodooouoooooooooooooooogoooooooon
gooooboogooooobooooboo

goooof
TARGETPARAMS SNMPOOOOOOOOOOOOOOO

goooon

ADD SNMP TARGETPARAMSO 140000 O
SET SNMP TARGETPARAMSO 330000 O
SHOW SNMP TARGETPARAMSO 447 00 0O 0O
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DELETE SNMP USER

DELETE SNMP USER

oooooooooog /SNMP

DELETE SNMP USER=username

username: SNMP U000 001032000000000000000

g

OSNMPv3OD OOOooooooo
googog

USER SNMPOOOOO

googod

ADD SNMP USERO 1420000
SET SNMP USERO 3320000
SHOW SNMP USERO 449 0 0O O
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DELETE SNMP VIEW

DELETE SNMP VIEW

00000000000 /SNMP

DELETE SNMP VIEW=view OID=node-oid

DELETE SNMP VIEW=view MIB={node-name|ALL}

view: SNMP O OO 0O0O1032000000000000000
node-oid: MIBO OO OIDO1.3.6.10000000000000000000D0O0OO0O 32000000000
node-name: MIBO OO OO OOOOOOOOADDSNMP VIEWOOOOOOOOOO

g

OSNMPV3D OOOOOoOoooooooooooooooooooooooooooooo
gogggo

VIEW SNMPOOOO

OID MIB OO 00O OIDO Object Identifiert CMIBO O D OO0 000000000O00OO

MIB MIBOOUOOOOOOUOODODOODODODODOOO OIDO ADDSNMP VIEWOOOOOOOOOO
oDbo0Oo0O0000O00000O00O0D0DUOODALLODOOOO0ODOOOOODOOOOODOOOOO

g
m SNMP OO0 OvariousO OO private00001.3.6.140000000000000

DELETE SNMP VIEW=various MIB=private

e SNMPOOOUOmostOOOODOOO

DELETE SNMP VIEW=most MIB=ALL

googgg

ADD SNMP VIEWDO 1440000
SHOW SNMP VIEWO 451 00 00
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DELETE SSH USER

DELETE SSH USER

OO0O0O0O0oo0Oooogn / Secure Shell

DELETE SSH USER=username

username: 1000 001015000000000000

g

SsHOOOOoOooooo
googog

USER SSHOOOOO

googod

ADD SSH USERO 1470000
SET SSHUSERO 3340000
SHOW SSH USERO 4620000
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DELETE TRIGGER

DELETE TRIGGER

O000oO0oo0ooooo /0000

DELETE TRIGGER=trigger-id NUMBER=index

index: 000000001050
trigger-id: 0 0 00 00 010 2500

g

gooobobooobogboboooog

gogggo

TRIGGER 0OO0OO00OO0OO
NUMBER OOO0OO0OOOO

gogggo

ADD TRIGGERO 1490000

CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 1710000
CREATE TRIGGER INTERFACEO 173 0 00 O
CREATE TRIGGER MEMORYO 1750 00 O
CREATE TRIGGER MODULEO 177 0 0 0O
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 1820 000
CREATE TRIGGER TIMEO 184 000 O O
DESTROY TRIGGERO 211 000 O

SET TRIGGER CPUO 3420000

SET TRIGGER FIREWALLO 344 00 00O

SET TRIGGER INTERFACEO 346 0 0 O O
SET TRIGGER MEMORYO 348 0 0 O O

SET TRIGGER MODULEO 350 0 0O O

SET TRIGGER PERIODICO 3520 00 O

SET TRIGGER REBOOTO 354 0 0 0O O

SET TRIGGER TIMEO 356 0 O 0 O

SHOW TRIGGERO 470000 O

googo
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DELETE USER

DELETE USER

ooooooooooon /oooooooooooo

DELETE USER=login-name

login-name: 00000010640 0000000000000000D00D00D0ODODODODOO

g

oobooooooooooooooobooooogo
googog

USER 00000000000 OOOOOOOOO

o
0000 fly000000

DELETE USER=fly

googod

ADDUSERO 1510000
DISABLE USERO 233 00 00O
ENABLE USERO 266 0 0 OO
PURGE USERO 284 00 00O
RESET USERO 2920000
SET USERO 3590000
SHOW USERDO 478 0 00O
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DELETE USER RSO

DELETE USER RSO

00000000000 /0000000

DELETE USER RSO IP=ipadd

ipadd: IP 0000

0o

000000000000 Security Officer 000 Telnet D000 00DO000O00 IPODOOORSOOO
0 O O RSO=Remote Security Officer0 D OO0 00O
0000000000000000RSO00O00000000O0DO00000DO Security Officer 0 000
Telnet 0O OO0OODOO0OO0OO

goooon

IP RSOODOOoOoooooooo

goooon

ADD USERRSOO 153 0000
DISABLE USER RSO0 234 00 00O
ENABLE USER RSO0 267 00 00O
SHOW USER RSOO 482000 O
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DESTROY LOG OUTPUT

DESTROY LOG OUTPUT

O00oooooooo /00

DESTROY LOG OUTPUT={TEMPORARY| PERMANENT|output-id}

output-id: 0 00 IDO 10200

0o

gooooboooooooog
goooon

OUTPUT COOOOIDO102000000000000000000TEMPORARY RAMOOOO
OPERMANENTOONVSO OOOOOO

u
s 000000010000000

DESTROY LOG OUTPUT=1

goooon

CREATE LOG OUTPUTO 1640 0 0O O
SHOW LOG OUTPUTO 395 0000
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DESTROY PATCH

DESTROY PATCH

00o0ooo0ooooo /00o0oo

DESTROY PATCH=filename

filename: 000 00O

g

cooooooooboooooooo

googod

PATCH 0OO0OOO0OOO0OO

googod

DELETE FILED 1890 00 O
LOADO271 0000
SHOW PATCHDO 4120000

ooooo
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DESTROY SNMP COMMUNITY

DESTROY SNMP COMMUNITY

00000000000 /SNMP

DESTROY SNMP COMMUNITY=community

community: SNMPOO0O0000001015000000000000000

0o

OSNMPv1l/v2cOSNMP O OO0OO00OO0O0O0O0O0O
goooon

COMMUNITY SNMPOOOOOOOO

goooon

ADD SNMP COMMUNITYD 1340000
CREATE SNMP COMMUNITYO 167 00 0O
DISABLE SNMP COMMUNITYO 226 0 00 O
ENABLE SNMP COMMUNITYO 259 0000
SET SNMP COMMUNITYO 325000 O
SHOW SNMP COMMUNITYO 441 0000
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DESTRQOY TRIGGER

DESTROY TRIGGER

O000oO0oo0ooooo /0000

DESTROY TRIGGER=trigger-id

trigger-id: 0 0 00 00 010 2500

g

goooooogog

gogggo

TRIGGER 0OO0OO00OOO

gogggo

ADD TRIGGERO 1490000

CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 1710000
CREATE TRIGGER INTERFACED 1730 00O
CREATE TRIGGER MEMORYO 1750 00 O
CREATE TRIGGER MODULEO 177 0 00O
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 1820 00O
CREATE TRIGGER TIMEO 184 000 O O
DELETE TRIGGERO 2050 00O

DISABLE TRIGGERO 2320000

ENABLE TRIGGERO 2650 0 0O O

PURGE TRIGGERO 283 0000

SHOW TRIGGERO 470000 O

googo
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DISABLE FEATURE

DISABLE FEATURE

00o0ooo0ooooo /00o0oo

DISABLE FEATURE={featurename|index}

featurename: 00 0000001012000
index: 100000000100

g

ooboooooooooooooooon
googog
FEATURE 0000000000 SHOWEFEATUREDOOOOOOOOOOODOOOODOOO

googod

ENABLE FEATURECO 242 0000
SHOW FEATUREO 369 0 O 0O O
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DISABLE HTTP SERVER

DISABLE HTTP SERVER

00000000000 /oooo

DISABLE HTTP SERVER

g

HTTPOOOOOOOOOOODOOOOODOOOO

O00o0ooooooo HITPOOOOOODOODOOODOODOODOODOOOOOOOOoIPOOOO TCPOO
08oUo00o0ooooooooooooooooooooooOoO0oOoO0oOOo0oOlAHTTPOOODO
ooooogooon

googod

ENABLE HTTP SERVERO 2430000
SHOW HTTP SERVERO 3820000
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DISABLE LOG

DISABLE LOG

o0o0oooOoooooo /00

DISABLE LOG

g

oobooooooooooobooooood

googod

DISABLE LOG GENERATIONDO 2150000
DISABLE LOG OUTPUTO 216 0O OO
DISABLE LOG RECEPTIONC 2170 00 0O
ENABLE LOGO 2440000
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DISABLE LOG GENERATION

DISABLE LOG GENERATION

o0o0oooOoooooo /00

DISABLE LOG GENERATION

g

oooooooooooo
pobooodoooobooooooboooooooooooodooooooooooooooooooon

googod

DISABLE LOGO 2140000

DISABLE LOG OUTPUTO 216 DO OO
DISABLE LOG RECEPTIONC 217000 0O
ENABLE LOG GENERATIONO 2450 00O
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DISABLE LOG OUTPUT

DISABLE LOG OUTPUT

O00oooooooo /00

DISABLE LOG OUTPUT [={TEMPORARY|output-id}]

output-id: 0 00 IDO 10200

0o

gboooooboooobooobooboobboobo
goooon

OUTPUT 0000000000000 O0O0OOO0O0OO00OOOOO0OOOOTEMPORARYODOOOOO
gooooooooooo

goooon

DISABLE LOGO 214000 O

DISABLE LOG GENERATIONO 215 0000
DISABLE LOG RECEPTIONO 2170000
ENABLE LOG OUTPUTO 246 DO O O
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DISABLE LOG RECEPTION

DISABLE LOG RECEPTION

o0o0oooOoooooo /00

DISABLE LOG RECEPTION

g

00000000 sysloghd SRLPO Net Manage Message Protocol0 0000000
pobooooobobooooooooooooooooooooon

googod

DISABLE LOGO 2140000

DISABLE LOG GENERATIONDO 2150000
DISABLE LOG OUTPUTO 216 DO OO
ENABLE LOG RECEPTIONO 247 D 0 0O O
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DISABLE MAIL DEBUG

DISABLE MAIL DEBUG

ooooo0ooooo /00000

DISABLE MAIL DEBUG

g

ooboooooooooooooooon

googod

ENABLE MAIL DEBUGO 2480000
SHOW MAILO 4040000
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DISABLE NTP

DISABLE NTP

0o0oooooooog /NTP

DISABLE NTP

g

NTPOOOOOOOOOODOOOOODODOOOOO

googod

ENABLENTPO 2490000
PURGENTPO 2800000
RESET NTPO 2890000
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DISABLE PORTAUTH

DISABLE PORTAUTH

O000oO0oo0oo0ooo /00o0oo0

DISABLE PORTAUTH [={8021X|MACBASED}]

0o

O00000008021X00oooMACOODODOODODODOOODODoOOoOOooooooooooooo
goooon

PORTAUTH 000000 00O8021XH802.1X U0 MMACBASEDOMACOOODOOOOOOOOOO
0000 8IXooooooo

goooon

DISABLE PORTAUTH PORTO 222000 O

ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 0 00 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
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DISABLE PORTAUTH DEBUG

DISABLE PORTAUTH DEBUG

O000oO0oo0oo0ooo /00o0oo0

DISABLE PORTAUTH[={8021X|MACBASED}] DEBUG={ALL|PACKET|STATE}
PORT={eth-port|port-1ist|ALL}

eth-port: ETHOODODOOODODOOethODDOOOODO
port-list: 1000000000100 0000000000DOOOO0ODOOOO)

0

O0000o0o0oooooooosiXooooo MACOOOODOODODOOOoOoooooooooooo
goooboboodgo

gogggo

PORTAUTH 000000 0O0O8021XH802.1X U0 MMACBASEDOMACOODODOOOOOOOOOO
0000 8IXooooooo

DEBUG 0O0U0O0O0O0OU0OOO0OO0OALLOOOO0OMMPACKETO OOOOOOOMMSTATEDOOOOOOOO
O0O0OPACKETOOPORTAUTHO 821X OO OOOOOOOOOO

PORT OO0

googggg

goooooooooooooooboobboob bbb booboobbobbooo
gooooboooboooobooooboooboo

gogggo

ENABLE PORTAUTHO 250 0 00 O
ENABLE PORTAUTH DEBUGO 251 00 00O
ENABLE PORTAUTH PORTO 252 0 00 O
SHOW PORTAUTH PORTO 4190000
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DISABLE PORTAUTH PORT

DISABLE PORTAUTH PORT

O000oO0oo0oo0ooo /00o0oo0

DISABLE PORTAUTH[={8021X|MACBASED}] PORT={eth-port|port-list|ALL}

eth-port: ETHOODODOOODODOOeth0DDOOOOD
port-list: 1000000000100 0000000000DOOOODOOOO)

0o

O0000000ooooooosi1IXooooo MACOOOODOODODODODOODOooOOooooooooo
goog

goooon

PORTAUTH 000000 0O0O8021XH802.1X U0 MMMACBASEDOMACOOODOOOOOOOOOO
0000 8IXooooooo
PORT OO0

goooon

DISABLE PORTAUTHO 220000 O
ENABLE PORTAUTHO 250 0 00 O
ENABLE PORTAUTH PORTO 252 0 00 O
SHOW PORTAUTH PORTO 4190000
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DISABLE RELEASE

DISABLE RELEASE

00o0ooo0ooooo /00o0oo

DISABLE RELEASE=filename

filename: 000 00O

g

ooooooooooobooooooboooooooogd

googod

RELEASE 000000000

googod

ENABLE RELEASEO 256 00 OO
SHOW RELEASE0 4330000
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DISABLE SNMP

DISABLE SNMP

oooooooooog /SNMP

DISABLE SNMP

g

OSNMPv1l/v2¢/30SNMP OO0 O00O00000O0OO0O0O0OOOOOOOO

googod

DISABLE SNMP COMMUNITYO 226 0 00 0O
ENABLE SNMPO 2570000

ENABLE SNMP COMMUNITYO 2590 000
SHOW SNMPO 4370000

SHOW SNMP COMMUNITYOD 441 0000
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DISABLE SNMP AUTHENTICATE_TRAP

DISABLE SNMP AUTHENTICATE TRAP

00000000000 /SNMP

DISABLE SNMP AUTHENTICATE_TRAP

0o

OSNMPv1l/v2¢/30SNMP OO 0000000000000 0O0O0O0O0OO0O0O0OO

goooon

DISABLE SNMPO 2240000

ENABLE SNMPO 2570000

ENABLE SNMP AUTHENTICATE TRAPO 258 0 00 O
SHOW SNMPO 4370000
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DISABLE SNMP COMMUNITY

DISABLE SNMP COMMUNITY

00000000000 /SNMP

DISABLE SNMP COMMUNITY=community

community: SNMPOO0O0000001015000000000000000

0o

OSNMPvl/v2c0 0000 SNMPOOOOOOO0O0OO0OO0OO0OO0OOOO
goooon

COMMUNITY SNMPOOOOOOOO

goooon

DISABLE SNMPO 2240000

ENABLE SNMPO 2570000

ENABLE SNMP COMMUNITYO 259 0000
SHOW SNMPO 4370000

SHOW SNMP COMMUNITYO 441 0000
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DISABLE SNMP COMMUNITY TRAP

DISABLE SNMP COMMUNITY TRAP

00000000000 /SNMP

DISABLE SNMP COMMUNITY=community TRAP

community: SNMPOO0O0000001015000000000000000

0o

OSNMPvl/v2c0 0000 SNMPOOOOO0O0O0O0ODO0O0O00D0OODOO0O0O0OODOOOOODOOOOOOO
goo

goooof
COMMUNITY SNMPOOOOOOOO
g

s J0000000public000000000000000OODOO

DISABLE SNMP COMMUNITY=public TRAP

goooon

ENABLE SNMP COMMUNITY TRAPO 260 0 0 OO
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DISABLE SSH SERVER

DISABLE SSH SERVER

OO0O0O0O0oo0Oooogn / Secure Shell

DISABLE SSH SERVER

g

SsHOOOOOOooOOoOooOoooooooooooo

goooogn

SSHOOOODOOOOODOOOOoOoOooO Telnet0 OO OOOOOOOO

googod

ENABLE SSH SERVERO 261 00 OO
SET SSH SERVERO 333 0 00 0O
SHOW SSHO 453 0000
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DISABLE SSH USER

DISABLE SSH USER

O000O0O0ooogo / Secure Shell

DISABLE SSH USER=username

username: 0000 001015000000000000

0o

O00oOoSsHOOOOooOoOoooooooo

ADDSSHUSERO UOOOOOUOUOOODODUOUOOOODODO0OO0O0O0OOOS500000000o0oo00oo
O00U00O0O0D0DU0O0O0OD0DUOO0O0OO0OOOENABLESSHUSEROOOOOOOOOOOOOOODOOOO
000 SSHOOOOOoooooooo

goooon

USER SSHOOOOO

goooon

ADD SSH USERO 1470000
DELETE SSH USERO 2040 00O
ENABLE SSH USERO 2620 0 0 O
SET SSH USERO 334 00 00O
SHOW SSH USERO 462 000 O

ooooo CentreCOM AR570S 0000000000 2.9 229
613-000273 Rev.K



DISABLE SYSTEM SECURITY_MODE

DISABLE SYSTEM SECURITY_MODE

00000000000 /0000000

DISABLE SYSTEM SECURITY_MODE

0o

goooooboogoooooboboooboobbobbooboobobooobooo
goooooooooooooooboobboobooboobDboobDbooboobbobbooo
oono

goooon

ADD USERO 1510000

ENABLE SYSTEM SECURITY_-MODEO 263 0 0 0O O
SET USERO 3590000

SHOW SYSTEMO 4650 0 0O O

SHOW USERO 478 00 00O
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DISABLE TELNET SERVER

DISABLE TELNET SERVER

00000000000 /000000000

DISABLE TELNET SERVER

g

Telnet 000 0OO00OO000O0DOOO0OOO0OOOOOOOO

googod

ENABLE TELNET SERVERO 264 0 0 0 O
SHOW TELNETO 468 0 0 0O O
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DISABLE TRIGGER

DISABLE TRIGGER

O000oO0oo0ooooo /0000

DISABLE TRIGGER|[=trigger-id]

trigger-id: 0 0 00 00 010 2500

0o

goooobooooboooobooboooboobboobooboobbooboo
0000000000000 0000000000000000OSTATE=DISABLEDOODOOOOOOOOO

goooon

TRIGGER 00000000000 OO0OO0O0OOOOOOOOOOO

goooon

ACTIVATE TRIGGERO 121 000 O
DELETE TRIGGERO 2050 00O
DESTROY TRIGGERO 211 000 O
ENABLE TRIGGERO 2650 0 0O O
PURGE TRIGGERO 2830000
SHOW TRIGGERO 470000 O
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DISABLE USER

DISABLE USER

ooooooooooon /oooooooooooo

DISABLE USER=login-name

login-name: 00000010640 0000000000000000D00D00D0ODODODODOO

g

oobooooooooooooooobooooogo
googog

USER 00000

googod

ADDUSERO 1510000
DELETE USERO 206 0 0 OO
ENABLE USERO 266 0 0 OO
PURGE USERO 284 00 00O
RESET USERO 2920000
SET USERO 3590000
SHOW USERDO 478 0 00O
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DISABLE USER RSO

DISABLE USER RSO

00000000000 /000000

DISABLE USER RSO

g

0000000000o0o000 Security Officer 00000 Telnet DO O 0000000000000 O0ODO
0000000000 TelnetOOD OO OOODO Serucity Officer 00 000000000 DODO Security
Officer 0000000

googod

ADD USERRSOO 1530000
DELETE USER RSO0 2070000
ENABLE USER RSO0 267 0O 0O O
SHOW USER RSO0 4820000
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DISCONNECT

DISCONNECT

00000000000 /000000000

DISCONNECT 1..5

g

ooooooooooooon

O000000DO000O0O0O0000000O000 SHOWSESSIONSOOOoOoooooono
g

s 0000002000000

DISCONNECT 2

googod

RECONNECTO 2850000
SHOW SESSIONSO 436 0 0 0O O
TELNETO 486 0O 0O O
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DUMP

DUMP

00000000000 /0000000000000

DUMP [ADDRESS=address] [LENGTH=length] [SIZE={BYTE|WORD|LONG}]
[SPACE={SD|SP|UD|UP|UR}]

address: 00 000000016000
length 0000016000

g

goooooog leooooooo
gogggo

ADDRESS 000000OO000O0O0O0OO0OO0O0OO0O00OO0O0OOO0OOOOUOOOOOOOOOOOOO
ADDRESSOUOOO0O0O0O0OOO0O0ODOOOOOOOOOOOOOOO

LENGTH 000000O000OO0le00000000O0OOO0OO0DOOOOOOOOOOOO

SIZE 0000000000000 0000000BYTEOWORDOLONGOOOODOODOOOOOOO
O000000oo0oooooSIZEOODODUOoOOoOooooooooooooooooooooooo
00000000 LENGTHOOOOOOOODOOOOOOLENGTHOOOOOOOOSIZEO O
gooooobooboboboooooooooboooboooboo

SPACE 000000 CPUOOO0OODDUD User DatatDUR] User ProgramMURJ User Reserved[D
SDO Supervisor Data SPO Supervisor ProgramO0 0000000

goodgoooon

Manager > dump address=0 length=80 size=long

00000000 00021eed4 55551111 55551111 55551111 ....0U0..UU..UU. .
00000010 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000020 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000030 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000040 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000050 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000060 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000070 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
o

m FFOOO OO0 256000 0000000000O0O0O
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DUMP ADDRESS=FF00 LENGTH=FF SIZE=WORD

goooogn

gooboooboooobooooooodoooooooooooooooooooooooooogoogg
oooooooooooooooooooooo

googod

MODIFYO 2770000
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DUMP NVS

DUMP NVS

00000000000 /0000000000000

DUMP NVS [BLOCK=block-id] [INDEX=index] [LENGTH=length] [OFFSET=offset]
[SIZE={BYTE|WORD|LONG}]

block-id: 0000 IDO16 00O
index: J000000000016000
length 0000016000

offset: D0 O0OO0O0O0OO16000

0

NVSOOoOoOoooooleooooooo
000000000000 00BLOCKOINDEXO LENGTHOOOOOOOOOOOD200000000
goboooboogobooobooooboobbobboon

googgg

BLOCK 0000 IDOSHOWNVSOOOOOOOOOOO

INDEX 0000000O000O0OSHOWNVSOOODOOOOoooo

LENGTH 00000000000

OFFSET 0O0OO0OO0OO0O0O

SIZE 0000000000000 0000000BYTEODWORDOLONGOOOOOOOOOOOOO
0000000000000 0SIZEDOOODODUOOOoooooooooooooooooooooo
00000000 LENGTHOOOOOUOUOUOUOUOOODOOLENGTHOOOOOOOOSIZED O
gooooboooobooobooobboobbooboooboo

1D oooog ID
Index gooooooood
Offset ooooooooooooo
Length ooooooo
Size O00DO0O00O0OBYTED LONGOWORDOODOOO
Offset oooooooog
Data opoooleoonono
ASCII O0OO0OASCIIOOO
0 33:
ggooogo
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gooboooboooobooooooodoooooooooooooooooooooooooogoogg
gooboooooooooooooogoodod

googod

CLEARNVSTOTALLYO 156 0O OO
DELETENVSO 1950000
MODIFY NVSO 2780000

SHOW NVSO409 0000

SHOW NVSFREEO 4110000

ooood CentreCOM AR570S 0000000000 2.9
613-000273 Rev.K

239



240

EDIT

EDIT

EDIT

O000oO0oo0ooooo /0000

[filename]

filename: 000 00O

g

gooooboogobooooboooboon
000000000000 Cel/COOODODOOOO Cul/K, Cl/XO0ODOODODOODODOODODOD0ODODO0OO0OOO

goo

o

Ctrl/O

OCtrlD00000000000000000000Ctl/EDDM CrlOOO
O0000D00E000DOoO0OOoOooOooon

Ctrl/O, Ctrl/o

OCtrl/OODCtrl/o DOODO0OODO0 MM Cl00000000DO0D0OOOO
O0000000Ctrl/K, Ctrl/X0 O M Ctrel/KOD Ctrl/XOOD O OO0 OO
googo

gooooo
1 000 Ctrl/Z looooo
1000 Crl/X looooo
- loooooo
- loooooo
Ctrl/B goooooogo
Ctrl/D O0000000000O0Telnet0OOOO0O Cel/DO0OODOODOOOODO

goboooooobooooooo
Ctrl/A goooo
Ctrl/E goooo
Ctrl/U loooooo
Ctrl/V loooooo
Ctrl/F loooooo
oo

Delete0 00 Backspace 000000 0000000DO
Ctrl/Y gooooo
Ctrl/T 10000

gooooo

Ctrl/K, Ctrl/B

goooooooog

Ctrl/K, Ctrl/D

CentreCOM AR570S 0000000000 2.9

613-000273 Rev.K

goooooooog

goood



EDIT

Ctrl/K, Ctrl/U googoooooooooog
Ctrl/K, Ctrl/C gooooood
Ctrl/K, Ctrl/Y googoog
Ctrl/K, Ctrl/V goooobooooboobooooog

o
Ctrl/K, Ctrl/F oo
Ctrl/L goog

googo
Ctrl/K, Ctrl/X gooooboooo
Ctrl/C goooooooo
goboooboogo

Ctrl/1 gooooooooboo
Ctrl/O googooo

ogno
Ctrl/W googooo
Ctrl/K, Ctrl/H goooobooooboobooooog
Ctrl/K, Ctrl/O googoog

034:Edit0000000ooooon

u
00000000000 BASICCFGOOOOOO

EDIT BASIC.CFG

googggg

000 WindowsOOOOOOOOOODOOOOODODOOOODOOOO

gogggo

DELETE FILEO 1890 00O O
LOADO271 0000
SHOW FILED 3740000
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ENABLE FEATURE

ENABLE FEATURE

00o0ooo0ooooo /00o0oo

ENABLE FEATURE=featurename PASSWORD=password

featurename: 00 0000001012000
password: 0000001600000 16000

g

poboooooooooooooooon
googog

FEATURE 0000000
PASSWORD 0000O00000O00O0O0OOOO

googod

DISABLE FEATURECD 2120000
SHOW FEATUREO 369 0 O 0O O
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ENABLE HTTP SERVER

ENABLE HTTP SERVER

00000000000 /oooo
oooooooooooooogo

ENABLE HTTP SERVER

g

HTTPOOOOOOOOOOODOOOOODOOOO

00o0ooooooo HITPOOOOOODOODOOODOODOODOODOOOOOOOOoIPOOOO TCPOO
080000000000 000000000000O0000OODISABLEHTTPSERVEROOOODOO
OO0O0O0OHTTPOOODOOOOOOOOOO

googod

DISABLE HTTP SERVERO 213000 O
SHOW HTTP SERVERO 382000 0O
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ENABLE LOG

ENABLE LOG

o0o0oooOoooooo /00

ENABLE LOG

g

oobooooooooooobooooood

googod

DISABLE LOGO 2140000

ENABLE LOG GENERATIONO 2450 00O
ENABLE LOG OUTPUTO 246 0O OO
ENABLE LOG RECEPTIONO 247 D 0 0O O
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ENABLE LOG GENERATION

ENABLE LOG GENERATION

o0o0oooOoooooo /00

ENABLE LOG GENERATION

g

poooooooooobooooboooooon

googod

DISABLE LOG GENERATIONDO 2150000
ENABLE LOGO 2440000

ENABLE LOG OUTPUTO 246 0O OO
ENABLE LOG RECEPTIONO 247 D 0 0O O
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ENABLE LOG OUTPUT

ENABLE LOG OUTPUT

O00oooooooo /00

ENABLE LOG OUTPUT [={TEMPORARY|output-id}]

output-id: 0 00 IDO 10200

0o

gboooooboooboooobooooboooboo
goooon

OUTPUT 0000000000000 O0O0OOO0O0OO00OOOOO0OOOOTEMPORARYODOOOOO
gooooooooooo

goooon

DISABLE LOG OUTPUTO 216 DO OO
ENABLE LOGO 2440000

ENABLE LOG GENERATIONO 245 00 00O
ENABLE LOG RECEPTIONO 247 0 0 0O O

246 | CentreCOM AR570S 0000000000 2.9 oooog
613-000273 Rev.K



ENABLE LOG RECEPTION

ENABLE LOG RECEPTION

o0o0oooOoooooo /00

ENABLE LOG RECEPTION

g

00000000 sysloghd SRLPO Net Manage Message Protocol0 0000 000000000000

googod

DISABLE LOG RECEPTIONCO 2170 00 0O
ENABLE LOGO 2440000

ENABLE LOG GENERATIONO 2450 00 O
ENABLE LOG OUTPUTO 246 0O OO
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ENABLE MAIL DEBUG

ENABLE MAIL DEBUG

ooooo0ooooo /00000

ENABLE MAIL DEBUG

g

oooooooboooooogooood
ooooodoobooooooooboooooooooooodoooooobooooooooon

goooogn

pobooodoooobooooooboooooooooooodooooooooooooooooooon
oooooooboooooooooooooon
googog

DISABLE MAIL DEBUGO 2180000
SHOW MAILO 4040000
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ENABLE NTP

ENABLE NTP

0ooooooooog /NTP

ENABLE NTP

g

NTPOOOOOOOOOODOOOOODODOOOOO

googod

DISABLENTPO 2190000
PURGENTPO2800000O
RESET NTPO 2890000
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ENABLE PORTAUTH

ENABLE PORTAUTH

O000oO0oo0oo0ooo /00o0oo0

ENABLE PORTAUTH [={8021X|MACBASED}]

g

O00000000801XoooooMACOODODOODODOOOOoOoooooooooooooooo
gooobooobooboooobobuoobooobobobobooobooobDobobobooLgoo
0O ENABLE PORTAUTH PORT O 0O OO 1]

gogggo

PORTAUTH 000000 0O0O8021XH802.1X U0 MMACBASEDOMACOODODOOOOOOOOOO
0000 8IXooooooo

googgg

DISABLE PORTAUTHO 220000 O

DISABLE PORTAUTH PORTO 222000 O

ENABLE PORTAUTH PORTO 252 0 00 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 4240 00 O
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ENABLE PORTAUTH DEBUG

ENABLE PORTAUTH DEBUG

O000oO0oo0oo0ooo /00o0oo0

ENABLE PORTAUTH[={8021X|MACBASED}] DEBUG={ALL|PACKET|STATE}
PORT={eth-port|port-1ist|ALL}

eth-port: ETHOODODOOODODOOethODDOOOODO
port-list: 1000000000100 0000000000DOOOO0ODOOOO)

0

O0000o0o0oooooooosiXooooo MACOOOODOODODOOOoOoooooooooooo
goooboboodgo

gogggo

PORTAUTH 000000 0O0O8021XH802.1X U0 MMACBASEDOMACOODODOOOOOOOOOO
0000 8IXooooooo

DEBUG 0O0U0O0O0O0OU0OOO0OO0OALLOOOO0OMMPACKETO OOOOOOOMMSTATEDOOOOOOOO
O0O0OPACKETOOPORTAUTHO 821X OO OOOOOOOOOO

PORT OO0

googggg

goooooooooooooooboobboob bbb booboobbobbooo
gooooboooboooobooooboooboo

gogggo

DISABLE PORTAUTH DEBUGO 221 00 00
ENABLE PORTAUTHO 250 0 00 O
ENABLE PORTAUTH PORTO 252 0 00 O
SHOW PORTAUTH PORTO 4190000
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ENABLE PORTAUTH PORT

ENABLE PORTAUTH PORT

O000oO0oo0oo0ooo /00o0oo0

ENABLE PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=AUTHENTICATOR
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10] [MODE={MULTI|
SINGLE}] [PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400]
[SERVERTIMEOUT=1..60] [SUPPTIMEOUT=I1..60] [TXPERIOD=1..65535]
[GUESTVLAN={vlanname|l..4085NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE} ]

ENABLE PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=BOTH
[CONTROL={AUTHORISED|UNAUTHORISED|AUTO}] [MAXREQ=1..10] [MODE=SINGLE]
[PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|
FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60]
[SUPPTIMEOUT=1..60] [TXPERIOD=1..65535] [GUESTVLAN={vlannamel|l..4085|
NONE}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [AUTHPERIOD=1..60]
[HELDPERIOD=0..65535] [MAXSTART=1..10] [STARTPERIOD=1..60]
[USERNAME=1login-name PASSWORD=password [METHOD={OTP [ENCRYPTION={MD4|

MD5}]|STANDARD}] ]

ENABLE PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..60] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=login-name PASSWORD=password [METHOD={OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}] ]

ENABLE PORTAUTH=MACBASED PORT={eth-port|ALL} [CONTROL={AUTHORISED|AUTO|
UNAUTHORISED}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}]
[REAUTHPERIOD=1..86400] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED)|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH]|

NONE} ]

eth-port: ETHO OO UOOOODODOOethODDOOOODO

port-list: 1000000000100 0000000000DOO0OO0ODOOOO)

vlanname: VLAN D 0103200 0000000000000 10 0000000000000 O0O0OOOOOOOO
login-name: 00000010640 000000000000

password: 0000001064 000000000000D0O
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ENABLE PORTAUTH PORT

O0000oooo0oooOooOoos1Xooooo MACOOUOOODOODODOOOOODOOOO0OO0O0O0O0802.1X
O0ooMACOOOOOODOOUOOOOOOOOOOOOOOOO8021X0oooooooooooooo
0 Authenticator( Supplicantd Authenticator 0 O Supplicant (Both) DD 0000000000000
gooooooooo

gogggo

PORTAUTH 00000 0008021X0802.1X0U0MMACBASEDDMACOODODOOOODODDOOODO
0000 8IXooooooo

PORT 00O

TYPE 08021X00008021X0 0000000000 000000AUTHENTICATORI Authenticator
0 0 0 MSUPPLICANTO Supplicant O O O (I BOTHDO Authenticator 0 0 0O O O Supplicant O O
0000000000000 000Multi-Supplicant 00 0 0OMODE=MULTIO 0O O0OO0O00O000O
TYPE=BOTHO OO OOOOOTYPE=AUTHENTICATORO OO DOOOODO

CONTROL 0802.1X Authenticator 0D O OMACODOODO0OO0ODO0O0D0O0O0O0DOOD Authenticator
0000000AUTOODD0O00000DO00MUNAUTHORISEDD 00 0 00 MAUTHORISED
O000000oo0ooooooooooo AUTOO OO0 AUTOOOOOOOODOOOORADIUS
000000000000 Authenticator 00 0000000000000 000O AUTHORISED
goooooooooon

MAXREQ 0 802.1X Authenticator 0 O O O Supplicant 0 O 00 EAPOL-Request 0 00000000
ooooooooo 200

MODE 0 802.1X Authenticator O O O O Authenticator 0 0 0 0 0 0 0 0 Supplicant0 1000000
00000000000 Single-Supplicant 0 O 00 MODE=SINGLEOO OSupplicant 000000
000000000000 Multi-Supplicant 0 0 00 MODE=MULTIO O O O O Single-Supplicant
0000000000000000000000 Supplicant 0000000000000 ODO
Supplicant 00 0000000000000 0OPIGGYBACKODOUODOOOOOO M Multi-
Supplicant 0 00000000000 0000000000 Supplicant000000000000
0000 0Multi-Supplicant 00000000000 TYPEODOOOODDO BOTHOOOOODO
00 AUTHENTICATOROOOOOOOOOOOOOO SINGLED

PIGGYBACK [ 802.1X Single-Supplicant Authenticator O O O [Single-Supplicant 0 O [0 MODE=SINGLEDO
0000000000000 Supplicant000000000000000O0DO00OOO0ODOODO
O000O0O0O0O0O0O0OOOTRUECDOOOOFALSEODOOOOETHOOOOO FALSEOOOOOO
000000 TRUED

QUIETPERIOD 00 802.1X Authenticator 0 OO UOMACOOO0OO0OO0O0DOOSupplicant 0000000
O0OSupplicant 0000000000000 DOO0O00O0O0OD0O00O0O0O0O0O00000O0000
ooooooeonO

REAUTHENABLED [ 802.1X Authenticator 00 0 OMACOOOOO0OO0000000O0OOO Sup-
plicant 00 0000000000000 TRUEOOOODODOOOFALSED D OOOOOODOOODO
000 FALSED

REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 0 D 000000
gooooooooo 200

REAUTHPERIOD [0 802.1X Authenticator 0 0 0 OMACO O0O0O0OO OO OSupplicant 00000
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ENABLE PORTAUTH PORT

Ooomoooooo 360000

SERVERTIMEOUT 0 802.1X Authenticator 0 0 0O ORADIUSO OO OO Access-Request 0 0 0 00
OORADIUSOOOOOOOOOOOOOOOOMODOOOOO 3000

SUPPTIMEOUT 0 802.1X Authenticator O O O (Supplicant O EAP-Request U 0 O 0O 0 O OSupplicant
goooooOoooOooomoooooo 30oo

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
ooooooa3ooo

GUESTVLAN 0 802.1X Single-Supplicant Authenticator 00 00000 VLANOOOOOODODO
00000000 VLANOOOO VLANIDOOOOOOOONONEOOOO VLANOOOOO
O0000O0O0OO0O0EAPOLOOOOOO0OOOOOOOOOOOOOOOOOOOOD VLANOO
00000000 EAPOLO0OOOOOOOOOOOOOOOOOOO VLANOODODOOOOOoO
000 VLANOOOOOOOOODOD OO0 OSingle-Supplicant 0 0 00 MODE=SINGLEO 0O O
0000000000 NONEO

SECUREVLAN 0 802.1X Multi-Supplicant Authenticator 0 0 0 OMACO DO 00000 0802.1X O
0 0 Multi-Supplicant 0 000 MODE=MULTID 0 MACOOOOODOOOOOOO VLANODO
00000000200000 Supplicant 00 0000000000000 000O0ONDODODO
00000200000 Supplicant0 0000000000 Supplicant000 VLANOODODO
O000O0000DOCOFFOOOOOO0O0OOO0OO0 VLANOOOOOOOoooooooooooo
00200000 Supplicant 0000000000000 000 Supplicant000 VLANOODO
0000000000000 Multi-Supplicant 000 OMODE=MULTIO DOO0OOO0OOMACODO
O00000o00o0oooooooooooo ONO

VLANASSIGNMENT 0 802.1X Authenticator 0 D D OMACOOO0O0DODO00000O0OO0OD VLAN
000000000000RADIUSOO0OO0DOO0O0O00OUO Tunnel-Private-Group-ID 0000000
00000000 VLANOOODOOODUOODOOOOoOooo ENABLEDO

MIBRESET [ 802.1X Multi-Supplicant Authenticator 0 DO OMACOODO0O0D000DO8021X 00
0 Multi-Supplicant 0 0 OO0 MODE=MULTIOO MACOOOO0O000O000000000000O
00 Supplicant 0000000000000 00000O0O0DO ENABLEDO

TRAP 0802.1X Authenticator U0 O OMACOOO0OU00O0OO0O0OO0O0D0O0O0OOOOOOO SNMPOOO
00000000000SUCCESSODO00000000Supplicant00000000000000O0O
0000000000000 SNMPOOOOOOO0OODOFAILUREDOODOOOOOSupplicant
00000000000 SNMPOOUOOODODOODOUOBOTHOOOOOODOOOSUCCESS O
FAILUREOOOOOOOSNMPOUOOOOUOOOOONONECOODOOODOOODOOOOOOOO
00 NONEO

AUTHPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAP-Response 0 0000000000
Authenticator 000 0000000000000 O0O 3000

HELDPERIOD 0 802.1X Supplicant 0 0 000 0O 0 0O O JAuthenticator 0000000000000
ooooooeonO

MAXSTART 0802.1X Supplicant 0 O 0O 0 EAPOL-Start 0 0 0 0 00 000000 Supplicant 00 O
OO0 EAPOL-Start 00000 MAXSTARTOOOOO OO O OO O0OOO Authenticator 0 00 O
gooooooooooooooooooogooggogg 3o0o

STARTPERIOD [0 802.1X Supplicant O O O O Authenticator 0 EAPOL-Start 00000000000
ooomooooog 3000
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ENABLE PORTAUTH PORT

USERNAME D802.1X5upplicantDDDDDDDDDDDDDD SupplicantDDDDDDDDDDD
DU000do0ooooo PASSWORDOD OO UOOOODOOOOODOOODOODOOOODODOOOODOOO
DO00000000O0SET PORTAUTHUSERNAME O OO OOOUOOO0O000O0oooooooo
oo oobobuobobboboooooooooog

PASSWORD DSOZ.lXSupplicantDDDDDDDDDDDDDD SupplicantDDDDDDDDDDD
O000D00000 USERNAMEOOOOOODODODODUOODODUODODUODOMETHOD OO OGOOOO
STANDARDOOUOOOOOUOODOOOMETHODOOODOOOODODOOOOOOooOeI 630000
OCOOUODO0O0ODOOMETHODOUOOUOOOO OTPOOOOOOOOOI003 000000000
0000000000 OTP Initialisation Password 0 0 0 0D 00000 000000000000
000000000000 0SET PORTAUTH USERNAMED D OOOOO0O0O0OO0O0O0O000OO
oo oboboboboboboboobobobboboboboooo0ooooooag

METHOD 0802.1X Supplicant 00 0000000000000 O00OO0OSTANDARDD EAP-MD500
00 OTPI One-Time Password 0000000 0DOTPOOOO0ODOOOOENCRYPTIONO O OO
Jo00d0odododododododododododoooooooooooon STANDARDO

ENCRYPTION DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDDDDDDMD4DMD5
Ooooooooooood MDSOMETHOD OO OOODOO OTPOOOOOOOOOOOO
goood

googggg

802.1X 000U ODO00O0OO Authenticator 0000 000000000000 OOOOO
Multi-Supplicant 0 0 0 0 MODE=MULTIO O 802.1X 000000000000 000000000OO
0000000000 Single-Supplicant 0 00 OMODE=SINGLEDO OO 00000000

802.1X 000 Multi-Supplicant 000000 MACOOOOOOOETHOOOOOOOOO0OO0OO00O00O0DO

gogggo

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 0 00O O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 0O O
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ENABLE RELEASE

ENABLE RELEASE

00000000000 /000000

ENABLE RELEASE=filename NUMBER=release-number [PASSWORD=password]

filename: 000 00O

release-number: D00 00 00xyOOO0Ox0 major 000000y O 65536 x interim O O O 0 O +minor 0 O
gooo

password: 000000160 000000000O0O0DDOO

g

gboooooboooobooobooboobboobo
gogggo

RELEASE 0000000000000 000000000000O0O0OO0O0O0O055-rrr.rezd 00 55-rrr.rel
O000000rr0 major 00000 minor 00000 0iInterim 0000000000000
O00000000mm-rrr0000a@MbcO00000000O000O00OOOOOO

PASSWORD 0O00000000O0CO0OOOCOO

NUMBER 000000O0OxyOO00O0x0O major000000y0O 65536x interim O 0 O O O +minor
0000000000000000000000 29.10000x=20y=65545065536x 10 9)00
NUMBER=2.655450 000

gogggo

DISABLE RELEASE0 223 0000
SHOW RELEASEO 4330000
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ENABLE SNMP

ENABLE SNMP

oooooooooog /SNMP

ENABLE SNMP

g

OSNMPv1l/v2¢/30SNMP OO0 O00O00000O0OO0O0O0OOOOOOOO

googod

DISABLE SNMPO 2240000

DISABLE SNMP COMMUNITYO 226 0 00 0O
ENABLE SNMP COMMUNITYO 2590 000
SHOW SNMPO 4370000

SHOW SNMP COMMUNITYOD 441 0000
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ENABLE SNMP AUTHENTICATE_TRAP

ENABLE SNMP AUTHENTICATE TRAP

00000000000 /SNMP

ENABLE SNMP AUTHENTICATE_TRAP

0o

OSNMPv1l/v2¢/30SNMP OO 0000000000000 0O0O0O0O0OO0O0O0OO

gooooon

0000000000 0oo0oo0ooUoooooooo0oooooooADD SNMP COMMUNITY
TRAPHOST=ipadd(D OO 000D 0000 DOOOENABLE SNMP COMMUNITY TRAPO O OO

goooon

DISABLE SNMPO 2240000

DISABLE SNMP AUTHENTICATE TRAPO 225000 O
ENABLE SNMPO 2570000

SHOW SNMPO 4370000
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ENABLE SNMP COMMUNITY

ENABLE SNMP COMMUNITY

00000000000 /SNMP

ENABLE SNMP COMMUNITY=community

community: SNMPOO0O0000001015000000000000000

0o

OSNMPvl/v2c0 00000 SNMPOOOOOODODODOOOOOO

goooon

COMMUNITY SNMPOOOOOOOO

goooon

DISABLE SNMPO 2240000

DISABLE SNMP COMMUNITYO 226 0 00O O
ENABLE SNMPO 2570000

SHOW SNMPO 4370000

SHOW SNMP COMMUNITYO 441 0000

googo
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ENABLE SNMP COMMUNITY TRAP

ENABLE SNMP COMMUNITY TRAP

00000000000 /SNMP

ENABLE SNMP COMMUNITY=community TRAP

community: SNMPOO0O0000001015000000000000000

g

OSNMPvl/v2c0 0000 SNMPOOOOOOOOOOO SNMPOOOOODO0OODOODOOOOOOO
gooooo

0000000000000 0000000O0TRAPHOSTOODOOODOOO

gogggo

COMMUNITY SNMPOOOOOOOO

u

s 0000000public0000000000O00000DO

ENABLE SNMP COMMUNITY=public TRAP

googggg

gooooobooooogoooboooooooboobboobooboobbobbboobbooobo
0000000000000 000000000000000000000000O0TENABLE INTERFACE
LINKTRAPOO OO OOOOOO
SNMPOOOOOOODODODOOODODODOO0OOUORESTARTOOODOOOOOOREBOOTOOOOOOOO
O0000000mMSWITCHOOOOOOD0OOD0O000000000000000000000 coldStart
O000000000O0warmStart OO0 O OORESETIPOOO0OOOOOOOOOOOOOOO

gogggo

DISABLE SNMP COMMUNITY TRAPO 227 0 00O
ENABLE INTERFACE LINKTRAPM O OO OO0OOO0OO0O0O 320000
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ENABLE SSH SERVER

ENABLE SSH SERVER

O000O0O0ooogo / Secure Shell

ENABLE SSH SERVER HOSTKEY=key-id SERVERKEY=key-id [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: 0 0 0 000 655350
hours: 0 O
seconds: 00000

0

SSHOOOOOOOOOoOOOOoOoOOooOooooooo
SSHOOOODOODOOOODOOHostKeyDOOOODOOOServerKeyDOOO 200 RSAOOOO
0000000000000 00o0O00 CREATEENCOKEYOD OOOOoooooooo

googgg

HOSTKEY 000000000000 O0000000 10240000CREATEENCOKEYOOOOO
0000 O0TYPE=RSAI

SERVERKEY 000000000000 0O00DOOOOOOOOO1280000000000000 512
O00U0U00O0D0DUUO0O0O0DUOO0OCREATEENCOKEYOOOOOOOOOOTYPE=RSAD

EXPIRYTIME 0000000000000 OO0O0O00O0O0O0O0O00O00O0O0O0OOO0OO0OO
0000000 0ooDo0oooo0ooooooooooooog oo

LOGINTIMEOUT 00000000000 0MO0OO0O00OO00OO0O00O00OOO0oOooooon
000000000o000oo00oooooooooooogoe00d

googggg

SSHOOOOOOOOOOOOOO0OO0O0O TelnetOOOOOO0OO0O0D0O00000O0O0OO0OTCPOOOOO
gooom

googgg

DISABLE SSH SERVERO 228 0 0 0O O
SET SSH SERVERO 333 00 00
SHOW SSHO 453 0000
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ENABLE SSH USER

ENABLE SSH USER

O000O0O0ooogo / Secure Shell

ENABLE SSH USER=username

username: 0000 001015000000000000

0o

00000 SSsHOOOoooooooo

ADDSSHUSERO UOOOOOUOUOOODODUOUOOOODODO0OO0O0O0OOOS500000000o0oo00oo
0000000000000 0000000000000000000000000oDUoOo SSsHoooO
gooooboodgo

goooon

USER SSHOOOOO

goooon

ADD SSH USERO 1470000
DELETE SSH USERO 2040 00O
DISABLE SSH USERO 229 00 0O O
SET SSH USERO 334 00 00O
SHOW SSH USERO 462 000 O
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ENABLE SYSTEM SECURITY_MODE

ENABLE SYSTEM SECURITY_MODE

00000000000 /0000000

ENABLE SYSTEM SECURITY _MODE

0o

oobooodoobooboooooooboooooooooooooon
00000000000000000000000 Security Officer 0 00 0000 O O Security Officer
coooooooooooooooooooooooooogo

goooon

ADD USERO 1510000

DISABLE SYSTEM SECURITY_-MODEO 230 0 0 0O O
SET USERO 3590000

SHOW SYSTEMO 4650 0 0O O

SHOW USERO 478 00 00O
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613-000273 Rev.K



ENABLE TELNET SERVER

ENABLE TELNET SERVER

00000000000 /000000000

ENABLE TELNET SERVER

g

Telnet 000 0OO00OO000O0DOOO0OOO0OOOOOOOO
0000 TelnetOOODOOOIPv6eOOODOOOO IPv60ODOO0O0O0O0O0OOOOOO

googod

DISABLE TELNET SERVERO 231000 0O
SHOW TELNETO 468 0 0 0O O
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ENABLE TRIGGER

ENABLE TRIGGER

O000oO0oo0ooooo /0000

ENABLE TRIGGER|[=trigger-id]

trigger-id: 0 0 00 00 010 2500

g

goooobooooboooobooboboooboobbooboobooo
0000000000000 0000000000000000OSTATE=DISABLEDOODOOOOOOOOO

gogggo

TRIGGER 00000000000 OO0OO0O0OOOOOOOOOOO

gogggo

ACTIVATE TRIGGERO 121 000 O
CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 1710000
CREATE TRIGGER INTERFACEO 1730 00O
CREATE TRIGGER MEMORYO 1750 00 O
CREATE TRIGGER MODULEO 177 0 0 0O
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 182 0 00O
CREATE TRIGGER TIMEO 184 000 0O O
DELETE TRIGGERO 2050 00O

DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000

PURGE TRIGGERO 2830000

SET TRIGGER CPUO 3420000

SET TRIGGER FIREWALLO 344 00 00O
SET TRIGGER INTERFACEO 346 0 0 O O
SET TRIGGER MEMORYO 348 0 0 O O

SET TRIGGER MODULEO 350 0 0O O

SET TRIGGER PERIODICO 3520 00 O

SET TRIGGER REBOOTO 354 0 0 0O O

SET TRIGGER TIMEO 356 0 O 0 O

SHOW TRIGGERO 4700000

googo

CentreCOM AR570S 0 0000000O00O0O 2.9
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ENABLE USER

ENABLE USER

ooooooooooon /oooooooooooo

ENABLE USER=login-name

login-name: 00000010640 0000000000000000D00D00D0ODODODODOO

g

ooooooooooooobooooodod
googog

USER 00000

googod

ADDUSERO 1510000
DELETE USERO 206 0 0 OO
DISABLE USERO 233 00 00O
PURGE USERO 284 00 00O
RESET USERO 2920000
SET USERO 3590000
SHOW USERDO 478 0 00O
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ENABLE USER RSO

ENABLE USER RSO

00000000000 /0000000

ENABLE USER RSO

0o

0000000000000 000Security Officer 00000000 Telnet0 0 O000000DO
0000000000000 00000000ADDUSERRSOODOOOOOOOO IPOOOOOOOO
0 O Security Officer 00D D 00000 Telnet 00 D000 00000000000000000MIO
00000000000 Security Officer 000000000 TelnetDOODODOOOOO

goooon

ADD USERRSOO 153 0000
DELETE USER RSO0 2070 00O
DISABLE USER RSO0 234 00 00O
SHOW USER RSO0 482000 O
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FLUSH LOG OUTPUT

FLUSH LOG OUTPUT

o0o0oooOoooooo /00

FLUSH LOG OUTPUT [={TEMPORARY|output-id}]

output-id: 0 00 IDO 10200

g

pobooooooooooooooobooooooooooooooooon
googog
OUTPUT 0OOOIDOOOOOOTEMPORARYODOODOOOODOOOODOOODOOOODOOOOO

00oo0oo0ooooooooooooooooo Ibo0o00oo0ooooooooon
oobobooooooooboooooogooooooooooon

googod

PURGE LOGO 2790000

268 | CentreCOM AR570S 0000000000 2.9 ooooad
613-000273 Rev.K



HELP

HELP

00000000000 /oooo

HELP [topic]

topic: 0000000

g

oooooooooooooon

000000000 oo0 SETHELPOOOOOOOOOOOOOOODOOODOOOOOOOOOOOO
SHOWSYSTEM O OO OOOO0OO0O0o0OO0

g

s(0000000o0o00ooo0ooon

HELP

s 000000000 IPOOOOOO

HELP IP

googod

SET HELPO 2960 00O
SHOW SYSTEMO 465 0 0 0 O
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IF THEN ELSE ENDIF

IF THEN ELSE ENDIF

O000oO0oo0oo0ooo /00o0oo0

IF stringl {EQNE} string2 THEN commands [ELSE commands] ENDIF

stringl: 000 0000010255000
string2: 000 0000010255000
commands: 00000

g

2000000stringl0string2000000000000000000O00O00O000O00O0O0O0O0O00O00
gooobooogog

000 EQU20000000000000CONED 2000000000000DODOOOOODDOOOO
gooooboooooooog

000 Ostringl {EQ|NE} string20 0 0 0 0 00 THEN O O THENO ENDIF O O O THENO ELSEQ O
OOooOoOoOoOoO ENDIFOODODOOODOOODOOOO

O00DO0O0O0O0OO0O0OOELSEDOOOO ELSEOOELSED ENDIFOOOOO0OO0OO0OO0O ENDIFOOOOO
goooobooooogooog

00000000000 ELSED 0000000 DOOO0O ENDIFOOOOOO

googggg

gooooboooooooog

gogggo

WAITO491 0000
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LOAD

LOAD

00000000000 /0000000000000

LOAD [METHOD=TFTP] [SERVER={hostname|ipadd}] [FILE=filename]
[DESTFILE=destfilename] [DESTINATION={FLASH|NVS}] [DELAY=seconds]

LOAD [METHOD={HTTP|WEB|WWW}] [SERVER={hostname|ipadd}]
[SERVPORT={1..65535|DEFAULT}] [FILE=filename] [DESTFILE=destfilename]
[DESTINATION={FLASH|NVS}] [HTTPPROXY={hostname|ipadd}]
[PROXYPORT=1..65535] [USERNAME=username] [PASSWORD=password]
[DELAY=seconds]

LOAD [METHOD=ZMODEM] [ASYN=asyn-number] [FILE=filename]
[DESTINATION={FLASH|NVS}] [DELAY=seconds]

hostname: 00 00

ipadd: IP 0000

filename: 00 000010100000
destfilename: 0 00000283000
seconds: 0 0 000 4294967295 O O
password: 0000001060000
username: D0 00001060000
asyn-number: 00000000000

g

000000000000 00TFTPOHTTPOZMODEM OO0 OD0OD0O /0000000000
O0000000U00O00D0DU0O0OO0OOSETLOADEROOODOOOOOOOOOOOOOOODOODOO

googgg

METHOD 00000000 TFITPOHTTPOWEBOWWW OO OMMZMODEMOOOOODOOOOOO

SERVER TFIP/Web OO U UOUOUOUOODODODODOODFQDNOO OO IPO OO OOMETHOD O TFTPO
HTTPOO OO WEBDWWWOOOOOOOODOOOOOFQDN O OOOOOOOADD IP DNS
00000 DNSOOOOOoOooooooooooo

SERVPORT WebOUOOOO TCPOOOOUOOMETHOD O HITPOOOO WEBODWWWOOOOO
ooooooooogooooo 8o

FILE 000000000000 000000000000ooooon

DESTFILE 0OO0OO0O0O0O0OO0OO0O0OOO

DESTINATION 00000000 000O00O00000O0O0ONVSI 0000000000 FLASHIO
0000000000000 0oo0o0oo0ooo FLASH

HTTPPROXY HTTPOOUOOOOUOUOOOOOOFQDNOOOO IPOOOOOMETHOD O HTTP
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LOAD

O000 WEBODWWWOOOOOOUOODODODUOODOFQDNOOOOOODUOOADDIPDNSOOOO
ODNSOOOOOooooooooooo

PROXYPORT HTTPOOOOOO TCPOOOOOOMETHOD O HTTPO O OO WEBO WWWO O
O00000000O0O0OHTTPPROXY D OODOOODOOOOODDOOOOODODO 80

DELAY 0000000000000 O00OOOOOOOOO

USERNAME HTTPBasicOOOOOOOOOOMETHOD O HTTPOO OO WEBODWWWOOOOO
oooooog

PASSWORD HTTPBasicOOOOOOOOOOMETHOD O HTTPO O OO WEBODWWWOOOOO
oooooog

ASYN 0OO0O0O0OOOOOOMETHODO ZMODEMOOOOOOOOOOO

u
s TFTP 0000 192.168.10.103 0000 00 ObasiccfgD 0000000000

LOAD METHOD=TFTP SERVER=192.168.10.103 FILE=basic.cfg

m Web O 0O 0 00Owww.example.ccomO O O 0 0 O O0Oexample-0001.cfgD 0 HITPO OO OO OO
O0ex000lcfg0 000000000 DO00000O0OODDD0O0O0OOODOD URLOOOOOODO
O http:/ /www.example.com/confdir/example-0001.cfg0 O O O O

ADD IP DNS PRIMARY=192.168.10.5
LOAD METHOD=HTTP SERVER=www.example.com FILE=/confdir/example-0001.cfg
DESTFILE=ex0001.cfg

googggg

HTITPOOOOOOOOOOOOOHTTPPROXY O PROXYPORT O SETLOADEROOOOOOOOO
oooooogoooooooon

gogggo

SET LOADERO298 0000
SHOW LOADERO 386 0 0O O
UPLOADO489 0000
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LOGIN

00000000000 /oooo

LOGIN [login-name]

login-name: 00000010640 0000000000000000D00D00D0ODODODODOO

g

oooooooboooooooooood

loginname 000000000000 000000000000O0O0D0O00Ologin:O0 login-name OO
cooooooooooboooooooooooobomooooooooooboooooooooooon
0000000000000 LOGOFFOOOOOOOOLOGONDOOO

goooogn

oooodooooooooboooobodboooooboooooooogobooboooooooognod
Telnet 00 0000000000000 O0Telnet0 000000000000 OOOO

googod

LOGOFFO 2740000
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LOGOFF

00000000000 /oooo

LOGOFF

g

O0oooooooooooooooooLoGouToono

googod

LOGINO 2730000

274 | CentreCOM AR570S 0000000000 2.9 ooooad
613-000273 Rev.K



MAIL

MAIL

O000oO0oo0oo0ooo /00o0oo0

MAIL TO=email-addr {FILE=filename|MESSAGE=string} [SUBJECT=string]

[ETRN=domain-name]

email-addr: 000000000
filename: 00000
domain-name: 0 0000
string: 000010131000

0

gopoooboooobooooboo
000 SETMAILOOOOOOOOOOOOODOOOOOOOOOO

gogggo

TO 0000000000 user@domain.xxx 0000 user@[192.168.100.510 00000000000
ODOODNSOOODUOOOUOODOOODADDIPDNSOOOOMOOoO IPOOOOOOOOOOO
D0000o0ooooooooMXm

FILE 0000000000000 00000000D000MESSAGED D OODOO0O0O00Ooooooon

MESSAGE COUOU0OO0OOUOOOOOFILEOOOOOOOOOOOOOOOO

SUBJECT O0OOOOooOoOnO

ETRN TOOUOOOOUOOOOOUOUOODODUOOEIRNOOOOOU0OOOODO0OO0O0O0O00Oo0oooooon
ogoooooooooog

g
® admin@mydomainxxx 00000000

MATL TO=admin@mydomain.xxx SUBJECT="test" MESSAGE="This is a test."

googggg

user@domainxxx 0000000000000 000ODNSOOOOOOODOOOOdomain.xxxdO MX
odoooooooooooo0oooooUdoooooooooooooogoooooogoooo MXO
JododoooooooobobobobooboboboboooboooogdooooooonobDooboooboo
DIPDDDDDDDDDDDDDuser@[ipaddress]DDDDDDDDDDDDDDDDDDDDDDD
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googod

DELETE MAILO 1930000
SET MAILO3080000O
SHOW MAILO 4040000
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MODIFY

MODIFY

00000000000 /0000000000000

MODIFY ADDRESS=address SIZE={BYTE|LONG|WORD} VALUE={value-list|string}
[SPACE={SD|SP|UD|UP|UR}]

address: 00 000000016000
value-list: 00 00016 000000000000 0O0OO0OO0ODOODS0O000
String:DDDDDDDDDDDDDDDlDlZDDD

0

goooobooogboogon
googgg

ADDRESS 0OOOO0OO0OOO

SIZE 00000 0BYTEOWORDOLONGOOOOO

VALUE 0000O0O00O0SIZEOOOOOOOOOOOOOOOOOO le0000oob5000000
VALUE=12,4ac,0,14e,6500 000 0000000000000 0O00O 120 00 O00VALUE="string”0
gooogo

SPACE CPUOOO0O0O000UD User DatallUP) User ProgramTUR] User Reserved (TSI Supervisor
Data SPO Supervisor ProgramO0 0000000000 SDO

googggg

goooooooooooooooboobboob bbb booboobbobbooo
gboooooboooboooobooooboooboo

gogggo

DUMPO236 00 0O
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MODIFY NVS

MODIFY NVS

00000000000 /0000000000000

MODIFY NVS BLOCK=block-id INDEX=index OFFSET=offset SIZE={BYTE|LONG|
WORD} VALUES=value-list

block-id: 0000 IDO16 00O

index: J000000000016000

offset: D0 OD0OO0O0O0OO16000

value-list: 00000160 0000000000000 OO0OO

0

BLOCKO INDEXOOOOOO NVSOOOOOoooooooo
googgg

BLOCK 0OO0OOO ID

INDEX 0O0O0OO0O0OO0O0OO0oOOo

OFFSET 00000000 000000

SIZE 0000000

VALUES 000000160000000000000000OVALUES=fe,a2(T]

googggg

goooooooooooooooboobboob bbb booboobbobbooo
gboooooboooboooobooooboooboo

gogggo

CLEARNVS TOTALLYO 156 0 O OO
DELETENVSO 1950000

DUMP NVSO 2380000

SHOW NVSO 4090000

SHOW NVS FREEO 411 0000
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PURGE LOG

PURGE LOG

O00oooooooo /00

PURGE LOG [={TEMPORARY|output-id}]

output-id: 0 00 IDO 10200

0o

goooooooooooooooboobboobboobooboboobnbooooo
goooooooooooooooboobboob bbb boooboobbobboon
goooooooooooooooboobboob bbb boooboobbobboon
goooooooooooooooboobbobbooboobboobnoooobo

goooon
LOG 0000000000000 0ugoooooooooooogooooooooooogg
gooooobooooboooooooooobooobooboob bbb booono

gooooboogobooobooooooobooobooboobbobbooboobboooboo
goooooogoo

gooooon

gooooboogobooooboooboon

goooon

DISABLE LOGO 214000 O
ENABLE LOGO 2440000
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PURGE NTP

PURGE NTP

0o0oooooooog /NTP

PURGE NTP

g

NTPOOOOOOOODOOODOOO

goooogn

ooooooooooooobooooodod

googod

DISABLENTPO 2190000
ENABLENTPO 2490000
RESET NTPO 2890000
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PURGE PORTAUTH PORT

PURGE PORTAUTH PORT

O000oO0oo0oo0ooo /00o0oo0

PURGE PORTAUTH [={8021X|MACBASED}] PORT={eth-port|port-list|ALL}

eth-port: ETHOODODOOODODOOeth0DDOOOOD
port-list: 1000000000100 0000000000DOOOODOOOO)

g

O000000000oo0oooooos1IXoooMACOODODOOOoooooooooooo
gogggo

PORTAUTH 000000 00O8021XH802.1X U0 MMACBASEDOMACOOOOOOOOOOOOO
0000 8IXooooooo
PORT OO0

googggg

O00000oooooooooooooo s1IXoooooooooooooooooooooooo
goboobobooobooobobooobooooboooboo

gogggo

DISABLE PORTAUTHO 220000 O
DISABLE PORTAUTH PORTO 2220 00 O
SHOW PORTAUTH PORTO 4190000
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PURGE SNMP

PURGE SNMP

00000000000 /SNMP

PURGE SNMP

g

OSNMPvl/v2¢/30SNMP OO 0000000000000 0000O000000000O00000000n
O00UoooOoooooSNMPOOOOOOOOODOOO

googggg

O00oO0ooooooooog SNMPOOOOOODODOOOOOOOODOOOOOOODODUOOODDODOOOO
gopoooboooooooboooobooo

00000000000 OENABLE SNMP AUTHENTICATE-TRAPO OO OOOOOOOOOOOOO
00000 00DISABLE SNMP AUTHENTICATE.-TRAPO OO OOOOOOOOO

googgg

ADD SNMP COMMUNITYDO 134000 O

ADD SNMP GROUPO 136 0 OO

ADD SNMP TARGETADDRO 138 0 0O O

ADD SNMP TARGETPARAMSO 140000 O

ADD SNMP USERO 1420000

ADD SNMP VIEWDO 1440000

CREATE SNMP COMMUNITYO 167 00 00O
DISABLE SNMP AUTHENTICATE TRAPO 225000 O
ENABLE SNMPO 2570000

ENABLE SNMP AUTHENTICATE TRAPO 258 0 00 O
ENABLE SNMP COMMUNITYO 259 0000

ENABLE SNMP COMMUNITY TRAPO 260 0 0 O O
SHOW SNMPO 4370000
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PURGE TRIGGER

PURGE TRIGGER

O000oO0oo0ooooo /0000

PURGE TRIGGER

g

gopoooboogoooooboooboon

gooooboboooooooooooboooboboobbooboon

googggg

gooooboogobooooboooboon

gogggo

CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 1710000
CREATE TRIGGER INTERFACEO 1730 00O
CREATE TRIGGER MEMORYO 1750 00 O
CREATE TRIGGER MODULEO 177 0 0 0O
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 1820 00O
CREATE TRIGGER TIMEO 184 000 0O O
DELETE TRIGGERO 2050 00O

DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 0O

SET TRIGGER CPUO 3420000

SET TRIGGER FIREWALLO 344 00 00O
SET TRIGGER INTERFACEO 346 0 0 O O
SET TRIGGER MEMORYO 348 0 0 O O

SET TRIGGER MODULEO 350 0 0O O

SET TRIGGER PERIODICO 3520 00 O

SET TRIGGER REBOOTO 354 0 0 0O O

SET TRIGGER TIMEO 356 0 O O O

SHOW TRIGGERO 470000 O

googo
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PURGE USER

PURGE USER

ooooooooooon /oooooooooooo

PURGE USER

g

MANAGEROOOOOOOOOOOODOOOODOOOOOOOODOOO
MANAGEROOOOOOOOOOOODO friend0000O

goooogn

ooooooooooooobooooodod

googod

ADDUSERO 1510000
DELETE USERO 206 0 0 OO
DISABLE USERO 233 00 00O
ENABLE USERO 266 0 0 O O
RESET USERO 2920000
SET USERO 3590000
SHOW USERDO 478 0 00O
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RECONNECT

RECONNECT

00000000000 /000000000

RECONNECT 1..5

g

oobooooooooooobooooood
00000000 SHOWSESSIONSOOOOoOOoooooono
g

s 0000000000000 20000000

RECONNECT 2

googod

DISCONNECTO 2350000
SHOW SESSIONSO 436 0 0 0O O
TELNETO 486 0O 0O O
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RENAME

RENAME

0oooooooooOo /0D000ooooooooon
RENAME src-filename dst-filename

sre-filename: 00000000
dst-filename: 00000000

g

ooooooooood

googod

DELETE FILED 1890 00 O
SHOW FILEO 3740000
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RESET FILE PERMANENTREDIRECT

RESET FILE PERMANENTREDIRECT

00000000000 /0000000000000

RESET FILE[=filename] PERMANENTREDIRECT

filename: 000 00O

g

goooooooooooooooboobboob bbb booboobbobbooo
goooooogoboooooo

ADDFILEO O OO0 CREATEFILEO OO OO PERMANENTREDIRECTO OO OOOOOOOOO
goooooogooooobooooboobboob bbb boobDbooboobbobbooo
gooooog

gogggo

FILE 0000000000000 00000000000000000000000000000000
gooooog

u
s J00000000000000000 ipdebugtxt0 0000000

RESET FILE=ipdebug.txt PERMANENTREDIRECT

googggg

O000U0O0DODUUODUODODO0DADDHFILEODOOOO CREATEFILEO O OO OO OOOOENABLE XXXX
DEBUGHOUOOO0OO0OO0O0O0OO0OOOOO0OU0O0OO0O00D0O00O0DO0O0OOOD OO DISABLE XXX
DEBUGHOOO0O0O0OO0OO0OO0ODOOOOOODOOOOOOOOOODOO

gogggo

ADDFILEO 1230000

CREATE FILEO 161 00 0O O

SHOW FILED 3740000

SHOW FILE PERMANENTREDIRECTO 376 00 OO

ooooo CentreCOM AR570S 0000000000 2.9 287
613-000273 Rev.K



RESET LOADER

RESET LOADER

00000000000 /OoooOoooooooooo

RESET LOADER

g

000000000000 LOADEROOOOOOOOOOOOO
coooodooboooobooooboooooooooooodooooooooooooooooooon
poboooooooooooooooon

googod

LOADO271 0000
SET LOADERO 2980000
SHOW LOADERO 386 0 0 O O
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RESET NTP

RESET NTP

0o0oooooooog /NTP

RESET NTP

g

NTPOOOOOOOODOODOOO
00000o0000o0o0o0oO0oO0o00ooo0oO0OoO0o0oOOooOONTPOODOOOOOOOOO

googod

DISABLENTPO 2190000
ENABLENTPO 2490000
PURGENTPO2800000O
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RESET PORTAUTH PORT

RESET PORTAUTH PORT

O000oO0oo0oo0ooo /00o0oo0

RESET PORTAUTH [={8021X|MACBASED}] PORT={eth-port|port-list|ALL}
[SUPPLICANTMAC=macadd]

eth-port:ETHl:ll:lI:IDI]I]I]I]I]I]ethOI:II:II:II:II:II:II:I
pOTt-liSt:ElI]|:||:||:||:|El|:||:|DlDDDDDDDDDDDDDDDDDDDDD)
macadd: MAC 0 0 O O O xX-XX-XX-Xx-xx-xx 0 0 00

0

O0000000ooooooooos1IXoooMACOODOOOOoooooooooooo
googgg

PORTAUTH 0000000 O08021X0802.1X00MMACBASEDOMACOOOOOOOO0O0OOOO0
0000 8021Xoooooono

PORT OO0

SUPPLICANTMAC Supplicant 0 MACO OO 00000000 OO OMulti-Supplicant O O O
OMODE=MULTID OO0 OO0OODOMACOOOOOOOOOOOOOOOODO

gogggo

DISABLE PORTAUTHO 220000 O

DISABLE PORTAUTH PORTO 222000 O

ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 0 00 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
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RESET PORTAUTH PORT MULTIMIB

RESET PORTAUTH PORT MULTIMIB

O000oO0oo0oo0ooo /00o0oo0

RESET PORTAUTH [={8021X|MACBASED}] PORT={eth-port|ALL} MULTIMIB

eth-port: ETHOODODOOODODOOeth0DDOOOOD

g

802.1X Multi-Supplicant 00 O O Authenticator 00 DO O0O0O0O0DMACOOO0O0000O00000OO
0000 SET PORTAUTH PORT SUPPLICANTMACO OO0ODOO000O0O0O0O Supplicant 00000
goooo

gogggo

PORTAUTH 000000 00O8021XH802.1X U0 MMACBASEDOMACOOODOOOOOOOOOO
0000 8IXooooooo

PORT 00000000000 Multi-Supplicant 000 0MODE=MULTID 0 O0O0O0O0O0OMACDOODO
oooooogoooogoooon

gogggo

DISABLE PORTAUTHO 220000 O

DISABLE PORTAUTH PORTO 222000 O

ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORT SUPPLICANTMACO 3170000
SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
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RESET USER

RESET USER

00000000000 /000000000000

RESET USER[=login-name] COUNTERS [={ALL|GLOBAL|USER}]

login-name: 00000010640 0000000000000000D00D00D0ODODODODOO

g

goooooooooooooooboobboob bbb booboobbobbooo
oono

gogggo

USER 0000000000000 0000O0O0O0O0O0O0O0OO0O0O0O0O00O0O0O000O0000000

COUNTERS 0000000000000 OOUSERODOOOOOOOOOOODOOOOOOOOOOO
ALLOOOO0O0O0O000O0MGLOBALDOODODODOOOODUOODMUSERDODOOODOoooooo
0000000000000 0USEROOOOOOODUOOO0O0ODO0O0O0D0O0O0OCOUNTERS OO
000000 USERDOOO0O0OO0OO0OoO0ooo0ooOoooOoOoOoO0oOoOoOoOoOooOooO

gogggo

ADD USERO 1510000
DELETE USERO 206 0 OO O
DISABLE USERO 233 0000
ENABLE USERO 266 0 0 0O O
PURGE USERO 284 0000
SET USERO 3590000
SHOW USERO 478 0000
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RESTART

RESTART

O000oO0oo0ooooo /0000

RESTART {REBOOT|ROUTER} [CONFIG={filename|NONE}]

filename: 0000000000 .scp O.cfgd

g

goooooogoog

gogggo

REBOOT COU0OU0OO0OO0OO0OOO0OOOOOOO0OOOOO0OOOO0OO0OO0OOOO CONFIGOOOOOOO
gooooog

ROUTER 0OO0O0O0O0O0O0OO0OO0OOOOO0OOOOOOOOOOOOCONFIGOOOOOOOOOOOO
gooooooobobooboboooobog

CONFIG 000000O000000000o000oO00o0oo000000O0OROUTEROOOOOOO
O0O0O0O0D0OO0OO0OONONEOODOOOOOOODUOOOooooooooooooogoooooooo
O00@D0O00000000000000000SETCONFIGO OO OODOooooooooooo
gooogoogoo

g
m00000000000

RESTART ROUTER

ml00000000000000

RESTART ROUTER CONFIG=NONE

1000 TEMPCFGOOOOOOOOOO

RESTART ROUTER CONFIG=TEMP.CFG

mJO0o0goooooogoooooo

RESTART REBOOT
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googod

SHOW CONFIGO 363 0 00O
SHOW EXCEPTIONO 3670 00O
SHOW STARTUPO 464 0 00 O
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SET CONFIG

SET CONFIG

00000000000 /0000000000

SET CONFIG=filename

filename: 0000000000 .scp O.cfgd

g

coooodoooooooooobooooooooooooooooooooooon

googod

CONFIG 000000000000.cfgD00.scpd

googod

CREATE CONFIGO 158 0 0 0O O
RESTARTO 2930000
SHOW CONFIGO 363 0 00 0O

ooooo
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SET HELP

SET HELP

00000000000 /oooo

SET HELP=filename

filename: 000 00O

g

HELPOOOOOOOOOOODOOODOOOOODOOO
000000 SHOWSYSTEMUOOOOOoOOooooo

goooog
HELP 00000000
o

s 000000000 helphlpO0O0OO0oO0QoooOO

SET HELP=help.hlp

googod

HELPO 2690000
SHOW SYSTEMO 4650 0 0O O
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SET INSTALL

SET INSTALL

00000000000 /000000

SET INSTALL={TEMPORARY|PREFERRED|DEFAULT} [RELEASE={filename|EPROM}]
[PATCH[=f1ilename] ]

filename: 00000

0

gooobobooobooobobooobooooboooboo
goooooooooooooooboobboob bbb boooboobbobboon
00000000000 o00000o0oO0000000000000000TEMPORARYDDDODOOO
0000000000000 00MPREFERREDOO OO OOOOOOOOOMmMDEFAULTOOOOOO
O00000O0D0DUODO0DEPROMOOOOOOOOOOOOOOOOOODOO

googgg

INSTALL 0OO0OOO0OOO0OOO
RELEASE 0000000000000 rezZd DEFAULTOOOOOOOOOO EPROMOOOOOO
PATCH 0O000O00O000D00OO .pazO

g

m 00000000 55-292rez0 0000000 55292-0l.paz0 0000000000000 O0O00OOO
goooooboodgn

SET INSTALL=PREFERRED RELEASE=55-292.rez PATCH=55292-01.paz

gogggo

DELETE INSTALLO 1900 00O
SHOW INSTALLO 384 000 O
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SET LOADER

SET LOADER

00000000000 /0000000000000

SET LOADER [METHOD={HTTP|TFTP|WEB|WWW|ZMODEM|DEFAULT}] [SERVER={hostname|
ipadd|DEFAULT}] [SERVPORT={1..65535|DEFAULT}] [FILE=filename]
[DESTINATION={FLASH|NVS|DEFAULT}] [HTTPPROXY={hostname|ipadd|DEFAULT}]
[PROXYPORT={1..65535|DEFAULT}] [ASYN={asyn-number| DEFAULT}]
[USERNAME=username] [PASSWORD=password] [DELAY={seconds|DEFAULT}]

hostname: 00 00

ipadd: IP 0000

filename: 000 00O

asyn-number: 00000000000
username: D0 00001060000
password: 0000001060000
seconds: 0 0 000 4294967295 0 O

0

LOADOOU00O0U0000000ooooooooooooooooooooooog
LOADOOOO0OO0O0OO0O0O0U0O00U00Uoooooo00o0o0ooooooooooooooooooog
gooooo

googgg

METHOD 00000000 TFITPOHTTPOWEBOWWW OO OMMZMODEMOOOOOOOOOOO
DEFAULTOOOOO0O0OOOOO0OOO TFTPOOO

SERVER TFIP/WebO OO OOOODOOOOOOFQDNOOOO IPOOODOODFQDNOODOODODOO
ADDIPDNSOOOOO DNSOOOOOOODUOODODODOOOOODODEFAULTOOOOOOOO
gbooboooboogbooooo

SERVPORT WebOUOOO TCPOOOUOODEFAULTOOOOUOOOOOOOOOO 80000

FILE 0000000000000

DESTINATION 00000000 000O00O00000O0O0ONVSI 0000000000 FLASHIO
O0000D00D0DU0D0OD0O0D0DUOO0ODEFAULTOOOOOOOOOOOOOO FLASHOOO

HTTPPROXY HTTPOUUOOOOOOOOOCOOFODNOOUOO IPOOOOOFQDNOOOOOO
OOADDIPDNSOOOOO DNSOUOOOOOOOODODODOOODOOODEFAULTOOOOOO
gooooboogoboooooo

PROXYPORT HTTPOOOOOO TCPOUOOOOODEFAULTOOOOOOOOOOODOOO 80O
ERN

ASYN 00000000 OZMODEMOOOUOUOOOOOOOOOOODEFAULTOOOOOOOOO
gooooooooooo

USERNAME HTTPBasic0OOOOOOOUOODEFAULTOOOOOOOOOOOOODOOOOOO
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g

PASSWORD HTIPBasicOOOOOOOOOODEFAULTOOOOOOOOOOOOOOOOOOO
oo

DELAY 00O0O0O0LOADOOOOOOO0OOO0OO0O0O00O000000O00@mMDEFAULTOOOO
ooooooooooooon

googod

LOADO271 0000
SHOW LOADERO 386 0 0 O O
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SET LOG OUTPUT

SET LOG OUTPUT

O00oooooooo /00

SET LOG OUTPUT={TEMPORARY| PERMANENT|output-id} [DESTINATION={EMAIL|
MEMORY|NVS|PORT|ROUTER|SYSLOG}] [FORMAT={FULL|MSGONLY|SUMMARY }]
[MAXQUEUESEVERITY=severity] [MESSAGES=count] [PASSWORD={password|NONE}]
[ASYN=asyn-number] [QUEUEONLY={YES|NO}] [SECURE={YES|NO}] [SERVER=ipadd]
[TO=email-addr] [ZONE={time-zone|utc-offset}] [FACILITY={DEFAULT|
LOCALL. .LOCAL7}]

output-id: 0 00 IDO 10200

severity: 0000000070

count: 000100

password: 0000001016000

asyn-number: 00000000000

ipadd: IP 0000

email-addr: 000000000

time-zone: D0 00000

utc-offset: 00D 0D OUTCOOOOOOODOD+23:59:590-23:59:590

g

gooooboooooooog
gogggo

OUTPUT 0OOO0OOIDO102000000000000000000TEMPORARYDRAMOOOO
OPERMANENTIONVSOO O 0000 TEMPORARY 0000000 OMAXQUEUESEVERITYD
QUEUEONLYO SECUREO O O0ODOO0O0000O0DOOODESTINATION O MEMORY 000
O0D0OO0OO0O0OO0O0O0OPERMANENTOOOOOOOOODESTINATIONO NVSOOOOOOOO
ONVSOOooooooooooooooooom

DESTINATION 0O0O0O000O0O0OO0O0OO0OEMAILOTOOOOOOOOOOOOOOOOOOOOOO
O0000OMEMORYORAMOOOOOOUTPUTOOOOOOO TEMPORARYODOOOOO
O0000mMNVSOOOoOoooooooooooUuTPUTO O OO0 O0O0 PERMANENT OO
000000000 mMPORTOASYNOOOOOOOOOOOOOODOOOODODMmMROUTER
OSERVEROOOOO0O00O000O000O00OO Secure Router Logging Protocol (SRLP) O 0O 0O O
OO0 MmMSYSLOGOSERVEROODOOO0O0OOO0O0DOO syslogOD 000000000 O0DODO syslog
ooboooooooooooooooogd

FORMAT 00O0O00O0O00O00O0O0O0O0O0O0OO0OO0OOOFULLOOOOOOOOOOO0100000
O00o000o0oo0o0ooo0oooo0oOo0oooo0ooomMSGONLYD D OoQOooOo
O0o0o00oo0mSUMMARYODOODOOOOOOOOOOOOOOOOOODOO0ODmMOooooo
0 SUMMARYO DESTINATION OO OOOO0OO PORTOOOOOOOOOOOO
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SET LOG OUTPUT

MAXQUEUESEVERITY QUEUEONLY OO OOOOO YESOOOOOOOOOOOOOOOOO
ggoobooooobooboobooboooooobooobbobobooboooobooDbo
0OO0QUEUEONLY O YESO O OO OMAXQUEUESEVERITY OO OOOOOOOO0OO0OO0OO0OO
0000000000 MESSAGESOOUOOOOO0OUOOUOOO0DO0DOODOOOooOOooooooon
MAXQUEUESEVERITY O O OO OQOOOOOOOO0OO0O000O0O0O0O0D0oooooooooo
0000000000000 0DESTINATIONOOOODOOO PORTO SYSLOGOOOOOOO
O000oOooOUTPUTOOOOOOO TEMPORARYDODOOOOOOOODOOODOOOOOO
ooooogooogoooo7oooooO0ooOf0ogoogoooooooooooooooooon
gooooooobooboboooooooooooboo

MESSAGES DESTINATION O SYSLOGUO O OOOO OO0 O00DESTINATION O NVSO MEM-
orRYOOOOODOOOOoOOOUOOOOOOO0OOODODOD0OO0OOOOODOO0OOOOOOOooooOo
000O0DESTINATIONO EMAILOOOOOOOOOOO0OOO0OO0OO0ODOODDESTINATION
OPORTOOOOOOODOOOOOOOOODOODOODESITINATIONO SYSLOGOOOOOOO
000 200MEMORY O OOOOOOOOO 2000 EMAILOODO0O 1000NVSOOOO 200

PASSWORD SRLPOOOO00O0O0O0O00O0O0O0O00O0O0OO0D0O0O0O0O0O0OOODODESTINATION
O ROUTEROOOOOOODOOOOOOOOOOOOOOOOO0OO0O0OooOoMDSOOOOOOO
gbooooobooboboboooooooooboooboooboo

ASYN 000000000 0O0O0O000OO0ODESTINATIONDO PORTOOOOOOOOOOOOO

QUEUEONLY 00000000000000000000000000000DESTINATION O PORT
O00000000oOoOooOUuUTPUT O TEMPORARY DO ODOOOOOOODOOOODDOOOOOO
00 0O0DESTINATION O SYSLOGUOOOOOOoOOoOooooooooooooooooooo
NODO

SECURE 0000000000000 O0O0O0O0OOONOOOOOOOOOOOOOOOOoooooO
O0000000ooooooooOUTPUT O TEMPORARY D OO OO ODODOOOODOOOOO
O00000000DESTINATION O ROUTER O PASSWORD O O OOOOoOoOoOOoOoooooo
DESTINATION O MEMORY O NVSOOOOOOOOOO YESOOODOOOOOOOOOOO
NODO

SERVER DESTINATION O ROUTER DO SYSLOGOOOOOOOOOOOOOIPOO0OOOOOOOOO
ROUTER O O 0 O OSRLPJ Secure Router Logging Protocol00 O 0O 00 UDP 5023 O ISYSLOG
0000 syslog0OO0O0OUDPS51400000000

TO DESTINATIONO EMAILOOOOOO0OO0OOOOOOOOOOOOOOOOOOO

ZONE 0O0O0OO0OOOOoooUTCOOooooooooooooo

FACILITY DESTINATION O SYSLOGOUOOOOOOO syslog0O0O00D0000D0OO0OO0O0OO0OO
OOOOODEFAULTOOOOOOUOO0OOOOUOO0ODOOO0OU0OOOOOODOOOOOOOD
0000000 syslog0 000000000000 O0OLOCALIOLOCAL7 0000000000
000000 syslogODO00000D00O000O0000O00O00000000000000ODO0ODO
DEFAULTOOOO0OOOO0OO00OO0OOO000OOOOoOooom

gogggo

CREATE LOG OUTPUTO 1640 0 0O O
DESTROY LOG OUTPUTO 208 0 OO O
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SHOW LOG OUTPUTO 3950000
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SET LOG OUTPUT FILTER

SET LOG OUTPUT FILTER

O00oooooooo /00

SET LOG OUTPUT={TEMPORARY PERMANENT|output-id} FILTER=entry-id
ACTION={PROCESS|IGNORE}] [ALL] [DATE=[opldate] [DEVICE=[op]ldevice]
FILE=[op]filename] [MASK=ipadd] [MSGTEXT=[op]string]

[
[
[MODULE=[op]lmodule-id] [ORIGIN=ipadd] [REFERENCE=[op]string]
[SEVERITY=[oplseverity] [SOURCELINE=[op]line-num]

[

SUBTYPE=[op] subtype-id] [TIME=[opltime] [TYPE=[op]type-id]

output-id: 0 00 IDO 10200

entry-id: 10000000100
Op:EII:II:IEII:IED<|:|:||:|I:IDl:l:l:l>|:|:||:||:||:|El]:l!l:l:ll:lEII:II:II:IEI]:IEI]EII:II:II:I]]%I:I:II:IDI:IDDDDDDD:I
date: 0 00 dd-mmm-yyyy 000 0dd 0001031 Mmmm0O00000000 300000APRMyyyyOOO00Od
device: 100000

filename: 0000001012000

ipudd:IPDDDDDDDDDDDDD

string: 00 0

module-id: 000000000000 000OO0OO0O?2550

severity: 0000000070

line-num: 0000100

subtype-id: 0000 0000000000000 ID

time: 00 Ohhmm:ss 00O O0hh 0000023 mm 00000590 ss 0000059
type-id:EII:II:II:IEII:II:II:II:II:II:II:II:II:II:I 1D

g

gooooobooobooooobooooboobboobboobuooboooboo
gogggo

OUTPUT COOOOIDO102000000000000000000TEMPORARY RAMOOOO
OPERMANENTOONVSO OOOOOO

FILTER 0000000000000 O0OO0O0OOOOOOOOOOOOOOOOOOOOOOOOOOO

ACTION 000000000000 U0OOO000O0OO0O00ODOO0O0O0OOOPROCESSOOOOO
OO0OOIGNORED UOOOOOOODOOO PROCESSO

ALL 0000000000000 O0000O0000000000000000O000oDOoO0ooooon

DATE COOOUOOOUOOOOOOO0O0O0O0O0O0O0O0Oooogog

DEVICE 0000000000 00O0O0O00OOO0OoooooO

FILE 0000000000000 00000000000logmain.cdO0000O00DOOOSHOW
LOGUOOOOO FULLOOOO0OO0O0O0O0oOo0o0oogooooooooooooooooooooo
gooog

MASK O0OO0OO0O0OO0OO0OOO0O0OO0O0OO0OO0OOOOIPODOOOOOOORIGINODOOOOOOOOOOOOO
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SET LOG OUTPUT FILTER

OO0O0O0O0O0O0O 2552552552550 00000

MSGTEXT 000000000 0O00O0000OO0O00OOO0OO0OOOO0OOO0O0O0OO

MODULE 000000000000000OOO0OO00OOO0O00OOO00OOOOOooOO

ORIGIN 000000 IPOOOOOMASKOOOOOOOOOOOOOOOOOOOOOOOOOOO
OooooIPOOO0OOOOOOOO

REFERENCE 000000000 O00OO00OOOO0OOOOOOOOO

SEVERITY 000000000000 0OOO0OO00OOOO0OOOOOOOOOO

SOURCELINE 000000000 0000O0O00O0OO0O000OO00OO0OO0O0OO00OOOOOOOOn
goo

SUBTYPE 00000000000 00O0O0OOO0OO0OO0OOO0OO0O0O0OOOOOOOOOOOOODODOOOOO

TIME O000O00O0O0O0OOOOOOOOOOOOOOOOOOO

TYPE 0000000000000 0D0OO000O0O0O0O0OD0O0O00O0O00O0O00000O0000

gogggo

ADD LOG OUTPUTO 126 D OO O
CREATE LOG OUTPUTO 1640 0 0O O
DESTROY LOG OUTPUTO 208 0 OO O
SHOW LOG OUTPUTO 395 0000
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SET LOG RECEIVE

SET LOG RECEIVE

O00oooooooo /00

SET LOG RECEIVE={ipadd|ANY} [MASK=ipadd] [ALLOW={YES|NO}] [PROTOCOL={ALL|
BOTH|NEW|OLD|SYSLOG}] [PASSWORD={password|NONE}]

ipadd: IPO0O000O0CO0DODOOO
password: 00000010160 00000000000DDOO0O0DOO0OO0DDOOOODOOOODOOOOD

0

gooooboogobooooboooboon
gogggo

RECEIVE 000000 IPO0OO0O0OOMASKOOODOOOOOOOOOOOOOOOOOANYOO0.0.00
ogoooolpPoOoooogog

MASK RECEIVEOOOOOOO0OOOOO0O0O0OO0OO0O0O0O0O0O0O0O0O0OO0OORECEIVE=ANYOOO
RECEIVE=0.0.0000000000000

ALLOW RECEIVE/MASKOOOO0OO IPOOO0OOOO0OO0OOOOODOOOOOOYESOOOOO
ooNOOOoOooooo

PROTOCOL RECEIVE/MASKOOOOOIPOOOOOO0OOOOOOOOOOOOOOOOOOO
00 OO0 0 OLDO Net Manage Message Protocol(lD NEWO SRLPI SYSLOGO BOTHO OLD O
NEWIM ALLOOLDO NEWO SYSLOG O oOoooooooooo

PASSWORD SRLPOOO0OOO0OO0O0O0OOO0OOOOOOOOO0OOOO0OOOOOOOOOOOOOOOOOO
0000000000000 000000000SRLPOOO0O0O0OO0OPROTOCOL=NEWOOO
BOTHO ALL 00O O M

gogggo

ADD LOG RECEIVEO 128 0 00 O
DELETE LOG RECEIVEO 19200 00O
SHOW LOG RECEIVEO 4000 0 0O
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SET LOG UTCOFFSET

SET LOG UTCOFFSET

O00oooooooo /00

SET LOG UTCOFFSET={time-zone|utc-offset}

time-zone: OO0 00000

306

utc-offset: 00D 0D OUTCOOOOOO0ODOD+23:59:590-23:59:590

g

goooO0oooooooUTCcooooooooo

gogggo

UTCOFFSET 0000000000000 00O0O0O0O000000O00ooooooooooooon
gdo000oO0OoOoooooooUTCoooooOoOooOoOoOoOoOUO+000O0OOOODOOOOOOO

go-oooobogo

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time

CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

TAIWAN +8:00 Taiwan

UTC +0:00 Universal Coordinated Time

CDT -5:00 US Central Daylight Time

CST -6:00 US Central Standard Time

EDT -4:00 US Eastern Daylight Time

CentreCOM AR570S 0000000000 2.9
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SET LOG UTCOFFSET

EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

03/: 000000000

u
s UTCOOO0OOOOOODOOOOOODOOOODOOMm

SET LOG UTCOFFSET=JST

s UTCOOOOOOOODOOODOOOOOOMm

SET LOG UTCOFFSET=+9:00:00

googgg

SHOW LOG STATUSD 4020000

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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SET MAIL

SET MAIL

O000oO0oo0oo0ooo /00o0oo0

SET MAIL HOSTNAME=hostname

hostname: 00 00

0o

gooooboooobooooooboobbobboonboo
oooooooSMTpPOOOOOOOOOOSMTPO HELOOOOODOOOOOODODOOOOOOOOO
OOMAILOOOOOOOO0DO0O000000000000000000000000000A0

goooon

HOSTNAME 00000000000000FQDN=Fully Qualified Domain NameO OO0 00000
000000000 NONEOQOODOODOO

g
m00000000000000000000whitemydomainxxxO00000

SET MAIL HOSTNAME=white.mydomain.xxx

goooon

SHOW MAILO 4040000
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SET MANAGER ASYN

SET MANAGER ASYN

00000000000 /0000000

SET MANAGER ASYN={asyn-number |NONE}

asyn-number: 00000000000

0o

goooooboooboooooooobooobboobboo
O0000000o000o0oooooo MANAGEROODOOOOOODODOOOOOOOSETASYNOOO
OO0 SECUREOOOOOOOOFFOUOODODMOOOOOOooooOOo100o0oo0ooooo

goooon

ASYN 0O00O0O0O0OO0U0O0OO0OU0OO0OU0O0U0OOU0OOU0OOUO0O0OOUDO0OOUODUOOUOOUOOUDOOO
goooooboooobobooobooooooobooobooboob bbb bobbooobo
OOOODUODODMNONEODOODODOOODOOODOOOOOOOOODOOOOOOO

goooon

LOGINO 2730000
SETASYND OOOOOoooooosoooOoo
SHOW MANAGER ASYNO 406 0O OO
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SET NTP UTCOFFSET

SET NTP UTCOFFSET

O0000000oooo /NTP

SET NTP UTCOFFSET={time-zone|utc-offset}

time-zone: OO0 00000

310

utc-offset: 00D 0D OUTCOOOOOO0ODOD+23:59:590-23:59:590

g

O000o00o0oooouTCOo0ooooooNTPOOOOOOOOOOO UTCOOoOoooooooo

goooooogooobod

gogggo

UTCOFFSET 0000000000000 00O0OO0O0O000000O00oooooooooooon
gdo000oO0oOooooooooUTCoooooOoOooOoOooOoOoOUO+000O0OOOODOOOOOOO

go-ogoobogo

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time

CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

TAIWAN +8:00 Taiwan

UTC +0:00 Universal Coordinated Time

CDT -5:00 US Central Daylight Time

CST -6:00 US Central Standard Time

CentreCOM AR570S 0000000000 2.9
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SET NTP UTCOFFSET

EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -
NONE - -
036000000000
g

s UTCOOO0OOOOOODOOOOOODOOOODOOMm

SET NTP UTCOFFSET=JST

s UTCOOODOOOOODOOOOOOOOOM

SET NTP UTCOFFSET=+9:00:00

gogggo

SHOW NTPO407 0000

googo

CentreCOM AR570S 0 0000000O00O0O 2.9
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SET PASSWORD

SET PASSWORD

ooooooooooon /oooooooooooo

SET PASSWORD

g

ooooooooooooodgd
oooooooooooooO0oooo0ooooOo0oooboo0ooooooooo200000000

googogooog

Manager > set password

0l1d password: abcabc 00000000000 O0ODDDOOOO00OOODODDOOOOODOODODOD
New password: xyzxyz O000000000D00O000O

Confirm: xyzxyz 0000000000000 O0O0O0OOOOOOO

0000000000 0000000D00OEnter00nng

googod

ADD USERO 1510000
SET USERO 3590000
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SET PORTAUTH PORT

SET PORTAUTH PORT

O000oO0oo0oo0ooo /00o0oo0

SET PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=AUTHENTICATOR
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10] [MODE={MULTI|
SINGLE}] [PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400]
[SERVERTIMEOUT=1..60] [SUPPTIMEOUT=I1..60] [TXPERIOD=1..65535]
[GUESTVLAN={vlanname|l..4085NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE} ]

SET PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=BOTH
[CONTROL={AUTHORISED|UNAUTHORISED|AUTO}] [MAXREQ=1..10] [MODE=SINGLE]
[PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|
FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60]
[SUPPTIMEOUT=1..60] [TXPERIOD=1..65535] [GUESTVLAN={vlannamel|l..4085|
NONE}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [AUTHPERIOD=1..60]
[HELDPERIOD=0..65535] [MAXSTART=1..10] [STARTPERIOD=1..60]
[USERNAME=1login-name PASSWORD=password [METHOD={OTP [ENCRYPTION={MD4|
MD5}]|STANDARD}] ]

SET PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..60] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Ilogin-name PASSWORD=password [METHOD={OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}] ]

SET PORTAUTH=MACBASED PORT={eth-port|ALL} [CONTROL={AUTHORISED|AUTO|
UNAUTHORISED}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}]
[REAUTHPERIOD=1..86400] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED)|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH]|
NONE} ]

eth-port: ETHO OO UOOOODODOOethODDOOOODO

port-list: 1000000000100 0000000000DOO0OO0ODOOOO)

login-name: 00000010640 000000000000

password: 0000001064 0000000000000

vlanname: VLAN O 0103200 0000000000000 10 0000000000000 O0O0OOOOOOOO

ooooo CentreCOM AR570S 0000000000 2.9 313
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SET PORTAUTH PORT

O00000000oooooooos1IXooooo MACOOODODOOOooooooooo

gogggo

PORTAUTH 00000000O8021X0802.1X00MMACBASEDOMACOOOODOOOOOOOO
0000 8IXooooooo

PORT 0OOO

TYPE 08021X00008021X00000000000000000AUTHENTICATORI Authenticator
0 0 0 MSUPPLICANTO Supplicant O O O (I BOTHDO Authenticator 0 0 0O O O Supplicant O O
0000000000000 000Multi-Supplicant 00 0 OMODE=MULTIO O 0OO0O00O000O
TYPE=BOTH O OO 000 0OTYPE=AUTHENTICATOROOOODODOOO

CONTROL [J802.1X Authenticator DD O OMACODOODOO0ODO0O0O0O0O0O0DOOD Authenticator
O000000AUTOODOO00D0O000O00O0@MUNAUTHORISEDD 00000 MAUTHORISED
O000000oo0ooooooooooo AUTOO OO0 AUTOOOOOOOODOOOORADIUS
000000000000 Authenticator 00 0000000000000 O000O AUTHORISED
goooooooooon

MAXREQ 0 802.1X Authenticator 0 O O O Supplicant 0 O 00 EAPOL-Request 0 00000000
ooooooooo 200

MODE 0 802.1X Authenticator O O O O Authenticator 0 0 00 0 0 0 0 Supplicant0 1000000
00000000000 Single-Supplicant O O 00 MODE=SINGLEOO OSupplicant 000000
000000000000 Multi-Supplicant 0 0 00 MODE=MULTIOO O O O Single-Supplicant
0000000000000000000000 Supplicant 0 000000000000ODO
Supplicant 00 0000000000000 0OPIGGYBACKODOODOOOOOO M Multi-
Supplicant 0 0 0000000000000 0000O000 Supplicant000000000000
0000 0Multi-Supplicant 00000000000 TYPEODOOODODO BOTHOOOOODO
00 AUTHENTICATOROOOOOOOOOOOOOO SINGLED

PIGGYBACK [ 802.1X Single-Supplicant Authenticator O O O [Single-Supplicant 0 O [0 MODE=SINGLEDO
0000000000000 Supplicant000000000000000O0DO00OOO0ODOODO
O00U00O0O0OD0O0OOOOTRUEDOOOOFALSEDOOOOETHOOOOO FALSEOOOOOO
000000 TRUED

QUIETPERIOD 00 802.1X Authenticator 0 OO UOMACO OO0OO0OO0O0DOOSupplicant 0000000
O0OSupplicant 0000000000000 DOO0O00O0O0OD0O00O0O0O0O000000000
ooooooeonO

REAUTHENABLED [J802.1X Authenticator 00 0 OMACOOOO0OO0OO0000000O0OOO Sup-
plicant 00 0000000000000 TRUEOOOODODOOOFALSED D OOOOOODOOODO
00O FALSEO

REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 0 D 000000
gooooooooo 200

REAUTHPERIOD [0 802.1X Authenticator 0 0 0 OMACO O0O0O0OO OO OSupplicant 00000
goomoooooo 360000

SERVERTIMEOUT 0 802.1X Authenticator 0 0 0O ORADIUSO OO OO Access-Request 0 0 0 00
OORADIUSOOOOOOOOOOOOOO0OOMODOOOOO 3000
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SET PORTAUTH PORT

SUPPTIMEOUT 0 802.1X Authenticator O O O (Supplicant O EAP-Request U 0 O 0 0 O OSupplicant
goooooOoooOooomoooooo 30oo

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
goooooa3ooo

GUESTVLAN 0 802.1X Single-Supplicant Authenticator 00 00000 VLANOOOOOODODO
00000000 VLANOOOO VLANIDOOOOOOOONONEOOOO VLANOOOOO
O00000O0DO0O0OEAPOLOOOOOO0OOOOOOOOOOOOOOOOOOOOD VLANOO
00000000 EAPOLO0OOOO0OOO0OOOOOOOOOOOO VLANOODODOOOGOoOo
000 VLANOOOOOOOOODOD OO0 OSingle-Supplicant 0 0 00 MODE=SINGLEO 0 O
0000000000 NONEO

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 0 0 0 OMACO DO 00000 0802.1X O
0 0 Multi-Supplicant 0000 MODE=MULTID 0 MACOOOOODOOOOOO VLANODO
00000000200000 Supplicant 00 0000000000000 000O0ONDODODO
00000200000 Supplicant0 0000000000 Supplicant000 VLANODODODO
O000O0000OCOFFOOOOOO0O0OOO0OO0 VLANOOOOOOOoooooooooooo
00200000 Supplicant 000 0000000000000 Supplicant000 VLANOODO
0000000000000 Multi-Supplicant 000 OMODE=MULTIO DOO0OOO0OOMACODO
O0000000000ooooooooooo ONO

VLANASSIGNMENT 0 802.1X Authenticator 0 D D OMACOOO0O0DODO00000O0OO0OO VLAN
000000000000RADIUSOO0OO0DOO0O0O00OUO Tunnel-Private-Group-ID 0000000
00000000 VLANOOOODOOUODOOOOoOooo ENABLEDO

MIBRESET [ 802.1X Multi-Supplicant Authenticator 0 DO OMACOODO0O0D000DO8021X 00
0 Multi-Supplicant 0 0 OO0 MODE=MULTIOO MACOOOO0O000O00O0000000000O
00 Supplicant 0000000000000 00000O0O0DO ENABLEDO

TRAP 0802.1X Authenticator U0 O UOMACOOO0OU00O0O0O0OO0O0D0O0OOOOOOOO SNMPOOO
00000000000SUCCESSODO00000000Supplicant00000000000000O0O
0000000000000 SNMPOOOOOOO0OODOFAILUREDOODOOOOOSupplicant
00000000000 SNMPOOUOOODODOODOUOBOTHOOOOOODOOOSUCCESS O
FAILUREOOOOOOOSNMPOUOOOOUOOOOONONECOODOODOOOODOOOOOOOO
00 NONEO

AUTHPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAP-Response 0 0000000000
Authenticator 000 0000000000000 O0O 3000

HELDPERIOD 00 802.1X Supplicant 0 0 000 0O 00O O JAuthenticator 0000000000000
ooooooeonO

MAXSTART 0802.1X Supplicant 0 O 0O 0 EAPOL-Start 0 0 0 0 00 000000 Supplicant 00 O
OO0 EAPOL-Start 0 0000 MAXSTARTOOOOO OO O OO O0OOO Authenticator 0 00 O
gooooooooooooooooooogooggogg 3o0o

STARTPERIOD [0 802.1X Supplicant O O O O Authenticator 0 EAPOL-Start 00000000000
ooomooooog 3000

USERNAME 0802.1X Supplicant 00 000000000000 Supplicant 00000000000
ooooOoOooo0o PASSWORDO OO O UOOOOOOOODODODODOOOOOOOOOOOOOO
O00000000O0SET PORTAUTHUSERNAMEO O OOOO0OO0O0OO0OO0OO0O0OO0OO0OOOOOOO
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SET PORTAUTH PORT

oo oobobobbobbobobooooooooog

PASSWORD DSOZ.lXSupplicantDDDDDDDDDDDDDD SupplicantDDDDDDDDDDD
O000D00000 USERNAMEOOOOOODODODODUODODUODUODODUODOMETHOD OO OGOOOO
STANDARDOOUOOOOOUOODOOOMETHODOOODOOOODOOOOOOoOooOeI63 0000
ODUOOUODO0OODOOMETHODOUOOUOOOO OTPOOOOOOOOOI003 000000000
0000000000 OTP Initialisation Password 0 00 0D 00000 000000000000
D000000000000SET PORTAUTH USERNAMED D OOOOO0O0O0OO0OO0OOO0OO
oo oboboboboboboboobobobboboboboooo0ooooooag

METHOD 0802.1X Supplicant 000000 000000000000 OSTANDARDD EAP-MD500
00 OTPI One-Time Password 0000000 ODOTPOOOO0ODO0OOOOENCRYPTIONO O OO
J00d0dododododododododododoooooooooooon STANDARDO

ENCRYPTION DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDDDDDDMD4DMD5
Dooooooooooodg MDSOMETHOD OO OOODOO OTPOOOOOOOOOOOO
goood

googggg

802.1X 000 Multi-Supplicant 000000 MACOOOOOOOETHOOOOOOOO0OO0OO0O00O00O0DO

googgg

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 0 00O O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 0O O
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMAC

O000oO0oo0oo0ooo /00o0oo0

SET PORTAUTH[=8021X] PORT={eth-port|ALL} SUPPLICANTMAC=macadd
CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10]
QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10]
REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60] [SUPPTIMEOUT=1..60]
TXPERIOD=1..65535] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH]|

[
[
[
[

NONE}] [DEFAULT]

SET PORTAUTH=MACBASED PORT={eth-port|ALL} SUPPLICANTMAC=macadd
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHPERIOD=1..86400] [SECUREVLAN={ON|
OFF}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [DEFAULT]

eth-port:ETHl:ll:lI:IDI]I]I]I]I]I]ethOI:II:II:II:II:II:II:I
macadd: MAC 0 0 0 O O xxX-XX-Xx-xx-xx-xx 0 0 0 0O

g

802.1X Multi-Supplicant 00 0000 0000 Authenticator DD 000D O0OMACOOOOOOOO
0000000 MACOOOOOOD Supplicant000000000000000

gogggo

PORTAUTH (00000 0008021X0802.1X00UMMACBASEDDMACOOOOOOODODDOOODO
0000 8IXooooooo

PORT 00000000000 Multi-Supplicant 000 0MODE=MULTID 0 O0O0O0O0O0OMACDOODO
goooooooobooboood

SUPPLICANTMAC Supplicant0 MACO OO OO

CONTROL 0802.1X Authenticator DD O OMACODODOO0ODO0O0OD0O0O0O0DOOD Authenticator
0000000AUTOODD0O000D00DO00MUNAUTHORISEDD 00 0 00 MAUTHORISED
O000000oo0ooooooooooo AUTOO OO0 AUTOOOOOOOODOOOORADIUS
000000000000 Authenticator 00 0000000000000 O000O AUTHORISED
goooooooooon

MAXREQ 0 802.1X Authenticator 0 U O O Supplicant 0 0 00 EAPOL-Request 0 00000000
ooooooooo 200

QUIETPERIOD [ 802.1X Authenticator 0 0 O OMACO OO0 OO OO OSupplicant 0000000
OO0OSupplicant 0000000000000 DOO0O00O0OO0OD0O00O0O0O0O0O000000000
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SET PORTAUTH PORT SUPPLICANTMAC

ooooooeonO

REAUTHENABLED [ 802.1X Authenticator 0D OOMACOODOO0OO0OD0O0000O0DOOO Sup-
plicant 0000000 OD0OO0O0O0O00C0TRUEOOOODODOOOFALSED D OOOOOODOOODO
000 FALSED

REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 0 D 000000
gooooooooo 200

REAUTHPERIOD 00 802.1X Authenticator 0 DO OMACUO D OO0O0O0O0OOSupplicant 00000
goomoooooo 360000

SERVERTIMEOUT 0 802.1X Authenticator 0 0 O ORADIUSO OO OO Access-Request 00 0 0O
OORADIUSOOOOOOOOOOOOOOOOMODOOOOO 3000

SUPPTIMEOUT 0 802.1X Authenticator 0 O O (Supplicant O EAP-Request U 0 O 0 0 O OSupplicant
gooooOoOoooooomoooooo 30oo

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
ooooooa3ooo

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 0 0 0 OMACO DO 00000 0802.1X DO
0 0 Multi-Supplicant 0000 MODE=MULTID 0 MACOOOOODOOOO0OOOO VLANODO
00000000200000 Supplicant 00 0000000000000 000O0ONDODODO
00000200000 Supplicant0 0000000000 Supplicant000 VLANOODODO
O000000D0DUOCOFFOOOOOO0O0OOOO0 VLANOOOOOOoooooooooooo
00200000 Supplicant 0 00 0000000000000 Supplicant000 VLANOODO
0000000000000 Multi-Supplicant 000 OMODE=MULTIO DOO0OOO0OOMACODO
O0000000000ooooooooooo ONO

VLANASSIGNMENT 0 802.1X Authenticator 0 D D OMACOOO0O0DODO00000O0OO0OO VLAN
000000000000RADIUSOOO0DOO0O0O00OUO Tunnel-Private-Group-ID 0000000
00000000 VLANOUOODOOOUODOOOOoOooo ENABLEDO

MIBRESET [ 802.1X Multi-Supplicant Authenticator 0 DO OMACOODO0O0D000DO8021X 00
0 Multi-Supplicant 0 0 OO0 MODE=MULTIOO MACOOOO0O000O000000000000O
00 Supplicant 0000000000000 00000O0O0DO ENABLEDO

TRAP 0802.1X Authenticator U0 O UOMACOOO0OU0O0O0OO0O0OO0O0D0O0OOOOOOOO SNMPOOO
00000000000SUCCESSODO00000000Supplicant00000000000000OO
0000000000000 SNMPOOOOOOO0OODOFAILUREDOODOOOOOSupplicant
00000000000 SNMPOOUOOODOOODOUOBOTHOOOOOODOOOSUCCESS O
FAILUREOOOOOOOSNMPOUOOOOOOOOONONECOODOODOOOODODOOOOOOO
00 NONEO

DEFAULT 0000 Supplicant 00 0000000000000 00O000O0O0DO

googgg

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORTO 313000 O
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SET PORTAUTH PORT SUPPLICANTMAC

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 0 00O O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 0O O
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SET PORTAUTH USERNAME

SET PORTAUTH USERNAME

O000oO0oo0oo0ooo /00o0oo0

SET PORTAUTH[=8021X] USERNAME=login-name PASSWORD=password [METHOD= {OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}]

login-name: 000 000106400000000000000000000D00DO0ODO0O
password: 000 0000000000000 0OO00OO0DOO0OOOOOO0DDOOOODOOOODOOOO

0

Supplicant 0 000 000000000000 000000O00O00O00000000000000000
gooooo
000000000000 0Supplicant 000 0000000000000 D0O0000D0O00O00OO
00000000000 0ENABLE PORTAUTH PORT 0 000 OSET PORTAUTH PORTO OO OO
Supplicant 0000 0000000000000 00000000000000O00OODOD OSupplicant
gopoooboooobooooboo

gogggo

PORTAUTH 0000000000000 O0O 8021XO8021XIOOODODUOOOOOOO 8021XO OO
Jjdddooooooooobooog

USERNAME 000000000000000000000 portAuthportAuth

PASSWORD 00000000 0OCOCOOOOOMETHODOOOOODOO STANDARDOOOOOO
Dd0de0e3 10000000 UOODOCOMETHODODODODUODOOO OTPOUOOOOOODOO10063
O000000000000000000 OTP Initialisation Password DO 0000000000
00000 portAuthportAuth

METHOD 000000000000 OOOSTANDARDOEAP-MD50O O 0O 0O OTPO One-Time Pass-
wordDJOOOOOOOOTPOOOOODOUDUOOOENCRYPTIONOD OO O OOODODOOODOOOOO
0000000 oo00ooo0ooooooooooog STANDARDO

ENCRYPTION 000000000000 0O0O0OO0OO0ODOOOMD4OMDSOOOOOOOOOOOOO
MD5SOMETHOD OO UOOOOO OTPOOOOOOOODOOOOOOOO

googggg

goooobooooboooobooboooboobboobooboobbooboo

gogggo

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O
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ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORTO 313000 O

SET PORTAUTH PORT SUPPLICANTMACO 3170000
SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 0 00O O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 0O O

SET PORTAUTH USERNAME
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SET RADIUS

SET RADIUS

00000000000 /000000

SET RADIUS [TIMEOUT=1..15] [DEADTIME=0..1440] [RETRANSMITCOUNT=1..5]

g

RADIUSO Remote Authentication Dial In User Server0 D0 00000000000 DOOOCOODOOO
good

gogggo

TIMEOUT RADIUSOCOO0OO0OO0O0U0OOO0OO0O0OO0OO0OOOOOOODmMOOOOO TIMEOUTOOOOO
000000000000 ooo0oooooooooooooooooo 600

DEADTIME RADIUSOOOOOOO0OO0OO0O0O0O0O0O1+RETRANSMITCOUNTOOOOOOOOO
goooooooboooobobooobobooboobobpboobooobooboobobboooom o
gooooooooooooooom

RETRANSMITCOUNT RADIUSOOO0O0O0O0O0O0O0O0OOORADIUSOOOOOOOOOOOOO
0000000000 RETRANSMITCOUNTOO OO OOOOOORETRANSMITCOUNT OO
O000000o0o0ooooooOo RADIUSOOOOOOOOOOOOOOOOOOOOOOOO
goodooooooboboboobobbobobbboombobbbobodoLooobUuL
DEADTIMEO O OOO0OOOO0OOOOOOOOOO 300

googggg

DEADTIMEO O OOO0O0O0OOOOOOOOOOO0OOO0OO0O00OO0OO0U0OOOooooooooooo
0000000oooooooooouooooooooUooo RADIUSOOODOOOOOOOOOOoO
goooooboooooooooooboobbob bbb booboobbobbooo
OODODUODO0OODEADTIMEOOOOOOOOOD 1000000000 0O0O0O0O0OO

gogggo

ADD RADIUS SERVERO 1310 00O
SHOW RADIUSDO 431 0000
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SET SCRIPT

SET SCRIPT

O000oO0oo0oo0ooo /00o0oo0

SET SCRIPT=filename LINE=line-num [AFTER=1ine-num] [BEFORE=1ine-num]
[TEXT=string]

filename: 0000000000 .scp O.cfgd
line-num: 0000100
string: 000010127000

0

gopoooboooooooboooobooa
gooooooooooooooobooboboobbooboono

gogggo

SCRIPT O0O00OO0OOOOOOO

LINE OOOOoOoOoOooOo

AFTER OUOUOUOOOLINEOOOUOOOOOAFTEROOOOOOOOOOOOOO
BEFORE OUUOUOUOOUOOLINEOOOOOOOOBEFOREODODOOOOOOOOOOO
TEXT OOO0OOO0OOO

g
m basic.scp 0 2000 Oreset ppp=00 000000

SET SCRIPT=basic.scp LINE=2 TEXT="reset ppp=0"

m advanced.scp0 100000 70000000000

SET SCRIPT=advanced.scp LINE=10 BEFORE=7

gogggo

ACTIVATE SCRIPTO 1200000
ADD SCRIPTO 1330000
DEACTIVATE SCRIPTO 186 0 O O O
DELETE SCRIPTO 1970000
SHOW SCRIPTO 434000 O
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SET SNMP ASNBERPADDING

SET SNMP ASNBERPADDING

00000000000 /SNMP

SET SNMP ASNBERPADDING={ON|YES|TRUE|OFF|NO|FALSE}

0o

SNMPOOOOOOOOOOOOOO
goooon

ASNBERPADDING SNMPOOUOOOOOOO GetOOOOOOOOOOOODOOOUOOOOOOOO
O00000000000000000 1Byte0 00000000000 OO0OO0O00O0O020000
00000000 %it000 100000032bit000000000 428657868804294967295(11
ONDOO0O0000000000000000D 1ByteD000O0O0O00CFFOOODOOO0OOOOOODO
0000 1ByteDODOOOOONDOYESOTRUEO OO OFFONOOFALSEOOOODOOOOOO
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SET SNMP COMMUNITY

SET SNMP COMMUNITY

00000000000 /SNMP

SET SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [OPEN={ON|OFF|YES|NO|
TRUE|FALSE}]

community: SNMPOO0O0000001015000000000000000

0

OSNMPv1l/v2cOSNMP O OO O0000D00000D000O0OOD0OOD0O0OO
gogggo

COMMUNITY SNMPOOOOOOOO

ACCESS 00000000000 O00D00O0O000READODOOOOOOOODDOgetOget-nextOD
O0ODO0O0OOWRITEODOODOOODOOGgetO get-nextOset0 000000

OPEN SNMPUOOOOOODOUOODOOOOOOOO0O0O0O0O0OO0OOO0OOOOONOOOOODOOOOO
MANAGERO OOOUOOOOOO0OODOO0OO00O0DO0O000O000000YESOOODODOoDOOoOog
OSNMPUOOOUOOODODOOONOYESOTRUEO OO OFFONOUFALSEOODOOOOOOOO

gogggo

CREATE SNMP COMMUNITYO 167 00 00O
DESTROY SNMP COMMUNITYD 2100000
SHOW SNMP COMMUNITYO 441 0000
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SET SNMP ENGINEID

SET SNMP ENGINEID

00000000000 /SNMP

SET SNMP ENGINEID=id

id: SNMPO OO0 IDO50320000 16000

g

OSNMPv3O 0000 IDOsnmpEnginelDO OO 0000
o0ooo0ooooooooooooSNMPOOOOOOOOOOOOOOOOOOOOOOOOOOO
odm

gogggo

ENGINEID SNMPOOOO IDO5SO320000 1600000000000 00000000OOOF
gooogoogoo

googggg

0000000000000 ID0000000000000000000IDO000 1100000000
000000000000000000000000000000
(1)010400000000000000000000000000000000CFM 1600100000 2070
00 1000000000000000000000800000CF0O0OOO

()0 500000000030 16000000000000 MACOOOOOOOOOOOOO

(3)OD 60110000 MACODOOODO

gogggo

SHOW SNMPO 4370000
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SET SNMP GROUP

SET SNMP GROUP

00000000000 /SNMP

SET SNMP GROUP=group SECURITYLEVEL={noAuthNoPriv|authNoPriv|authPriv}
[READVIEW=view] [WRITEVIEW=view] [NOTIFYVIEW=view]

group: SNMP OO 000010320 00000000000000
view: SNMPOOO0O0D01032000000000000000

0

OSNMPV3OD OOOoOooOoooooooooooo
gogggo

GROUP SNMPOOOOO

SECURITYLEVEL 000000000000 00O0O0OO0O0O000O000O0O0O0O00O000OOOOO00O
noAuthNoPrivl 0000000000 M authNoPrivl 0000000000 I authPrivd OO
ogoooooooooboooood

READVIEW OO0OO000OO000OO0O0O0O0O0OOCOOOCOMIBOOODOOODOOOOOODOOOOOOOO
D000 ADDSNMPVIEWOOOOOUOOOUOOREADVIEW O OOOOOOOoOooooog
oooooooooooMIBOOODOOoOOoOoOooooooo

WRITEVIEW 00000000000 000COOCOMIBOOOOOODOODOODOOOOOOOOOOd
D000 ADDSNMPVIEWOOOOUOOOOOOWRITEVIEW O OOOOUOOOOOOOooOOO
dooooooooooMIBOOOoDOoOoOoOooooooooo

NOTIFYVIEW 0000000000 00000000o00MIBOOODOOOOOOOOOoooOOooOoO
DO00ooooo ADDSNMP VIEW O OOOUOOOOOONOTIFYVIEW O OOOOOOOooOoOd
0000000000000 ooooMIBOOOOOODOOOOOODODOO0O0OoOoDoOooooooOog
goo

googgg

ADD SNMP GROUPO 136 0 OO
ADD SNMP USERO 1420000
ADD SNMP VIEWDO 1440000
DELETE SNMP GROUPO 19900 0O
SHOW SNMP GROUPO 4430 00 O
SHOW SNMP USERO 449 0000
SHOW SNMP VIEWO 451 00 00
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SET SNMP LOCAL

SET SNMP LOCAL

00000000000 /SNMP

SET SNMP LOCAL={NONE|1..15} [VERSION={V1|V2|V3|ALL}]

g

OSNMPvl/v2¢/30SNMP OO0 0000000000000 IPOOOOOOOOOOOOOOOOOOO
goooooogoog

gogggo

LOCAL SNMPUOOUOOOOOOOO0OOOO0OOIPOOOOOOODOOOOOOOOOIPOOOO
O000000ooOoOooSNMPOOOOOOOIPOOOOOOOOOOOOODOOOIPOOOO
00000 IPO0O0OO0O0O0O0OO0OO0OO0OO0 NONEDOOOOIPOOOOOOOOOOOOO
O000O0O0OOSNMPOOOOOOOIPOOOOOOOOOOODOOO

VERSION 00000 SNMPOOOOOOOOOOO ALLOOOOOOOOOOOOOMO

googgg

ADDIPLOCALMIPOO 1880000
ENABLE SNMPO 2570000
SETIPLOCALMIPOO 3790000
SHOW IP INTERFACEM IPO O 478 0 00O
SHOW SNMPO 4370000
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SET SNMP TARGETADDR

SET SNMP TARGETADDR

00000000000 /SNMP

SET SNMP TARGETADDR=target [PARAMS=params] [IP=ipadd] [UDP=port]

target: SNMP OO 0OD00001032000000000000000

params: SNMP OO 000000000000001032000000000000000
ipadd: IP 0000

port: UDP 00D 000102550

g

OSNMPV3D OOOOoOoOoOooooooooooooooooooooo
gogggo

TARGETADDR SNMPOOOOOO

PARAMS SNMPOOOOOOOOOOOOOOOOADDSNMP TARGETPARAMSOOOOOOO
oooooogoooooooboooooog

IP goooooIrpoood

UDP OOOOOOOCOOOOUDPOOOOIO250000000000000 162

googgg

ADD SNMP TARGETADDRO 138 0 0O O
ADD SNMP TARGETPARAMSO 140000 O
DELETE SNMP TARGETADDRO 200 0 0 O O
SHOW SNMP TARGETADDRDO 445 0 0 0O O
SHOW SNMP TARGETPARAMSO 447 00 0O 0O
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SET SNMP TARGETPARAMS

SET SNMP TARGETPARAMS

00000000000 /SNMP

SET SNMP TARGETPARAMS=params [SECURITYLEVEL={noAuthNoPriV|authNOPriV

authPriv}] [USER=username]

purumS:SNMPEIEIEII:II:II:II:II:II:IDDDDDDD1D32DDDDDDDDDDDDDDD
username: SNMP OO 000010320 00000000000000

0

OSNMPV3O OO0 O0O0oOoUoooooodooouoogooooooooooooogooooooon
goooobooobooooboooooooboo

gogggo

TARGETPARAMS SNMPOOOOOOOO0OOOOOOOO

SECURITYLEVEL 0OO0OOCO000O00000OO0OO0O0O0OO0000O0O000O00O0O00O0O0O0O0O0OOO00O0
00 noAuthNoPrivl 0000000000 MauthNoPrivl 000000000 O MauthPrivd O
0000000000000 0000USEROO0DO0000O00000000ooooooooon
ogodooooooobooooo

USER SNMPOUOOOOOADDSNMPUSEROODOOOOOOO0OO0OOOOOOOOOOO

gogggo

ADD SNMP TARGETPARAMSO 140000 O
DELETE SNMP TARGETPARAMSO 201 0O OO
SHOW SNMP TARGETPARAMSO 447 00 0O 0O
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SET SNMP TRAPDELAY

SET SNMP TRAPDELAY

oooooooooog /SNMP

SET SNMP TRAPDELAY=10..600

g

O0oOooooooooSNMPOOOOOOOOOOOOOOOOOOOO

googod

TRAPDELAY 0000 SNMPOOOOOOOOOOOOOOOOOO0O0OOO0OO0MOOOOOO 000
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SET SNMP USER

SET SNMP USER

00000000000 /SNMP

SET SNMP USER=username [GROUP=group] [AUTHPROTOCOL={NONE|MD5|SHA}]
[AUTHPASSWORD=password] [PRIVPROTOCOL={NONE|DES}]
[PRIVPASSWORD=password ]

username: SNMP 00000010320 00000000000000
group:SNMPDDDDDDlDSZDDDDDDDDDDDDDDD
password: 00000080320 00000000000DOO

g

OSNMPV3OD OOooooooooooo
gogggo

USER SNMPOOOOO

GROUP SNMPOOOOOOADDSNMPGROUPOOOOOOOOOOOOODOOOOODOO

AUTHPROTOCOL 0000000 OMDSOSHAONONBEIOOODOOOOOOOOOOOOO NONEDO

AUTHPASSWORD 000O00O00OOAUTHPROTOCOLO MD50 SHAOOOOUOOOOOOOO
ooooo

PRIVPROTOCOL 00000 O0OOOODESONONEDOOOODOOOOOOOOOODODO NONEO
AUTHPROTOCOL 0 NONEO O OOOOOOOPRIVPROTOCOLOO NONEOOOOOOO
ooooomooobooooboooooboooooboooobooooobooooom

PRIVPASSWORD 0000000 OOPRIVPROTOCOLO DESOOO0OOOOOOOOOOOOOO

gogggo

ADD SNMP USERO 1420000
DELETE SNMP USERO 2020000
SHOW SNMP USERO 449 0000
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SET SSH SERVER

SET SSH SERVER

O000O0O0ooogo / Secure Shell

SET SSH SERVER [HOSTKEY=key-id] [SERVERKEY=key-id] [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: O 0 0O 000 655350
hours: 0 O
seconds: 00000

0

SsHOOOOooooooooooo
googgg

HOSTKEY 000000000000 O0000000 10240000CREATEENCOKEYOOOOO
0000 O0TYPE=RSAI

SERVERKEY 000000000000 0O00DOOOOOOOOO1280000000000000 512
O00U000O0D0DUUO0O0O0DUOOCREATEENCOKEY OO OOOOOOOOTYPE=RSAD

EXPIRYTIME 0000000000000 OO0O0O00O0O0O0OO00O00O0O00OOO0OO0OO
0000000 0ooDo0oooo0ooooooooooooog oo

LOGINTIMEOUT 000000000000 MO0OO0O0OO00O0OO0O00OO00OOO0oOooooon
000000000o000oo00oooooooooooogoe00d

gogggo

DISABLE SSH SERVERO 228 0 0 O O
ENABLE SSH SERVERO 261 00 OO
SHOW SSHO 453 0000

ooooo CentreCOM AR570S 0000000000 2.9 333
613-000273 Rev.K



SET SSH USER

SET SSH USER

O000O0O0ooogo / Secure Shell

SET SSH USER=username {PASSWORD=password|KEYID=key-id} [IPADDRESS=ipadd]
[MASK=1padd]

username: 1000 001015000000000000
password: 0000001031000

key-id: O 0 0O 000 655350

ipadd: IPO0O0000CO0DODOOO

0

SsHOOOOooooooooo
googgg

USER SSHOOOOOO

PASSWORD SSHOUOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
0000000000000 000O0OKEYIDOOOOODOOOoOoooooooo

KEYID 00000 RSAOOODUOOOCREATEENCOKEYODOOOOOOOOODMmMRSAODOOOOO
O00000000OPASSWORDOOOOOOOOOOOOoooO

IPADDRESS 0O0O0O0O0OSSHOOOOOOOOIPOODODODODMASKOOOOOOOODODODOOOO
goboogboooboboooboooobooooboo

MASK 0OO0OO0OO0OOOOIPADDRESSOOO0O0O0O0OOOOOOOOOOOOOOOOOOOOOOOO
goo

googgg

ADD SSH USERO 1470000
DELETE SSH USERO 2040 00O
SHOW SSH USERO 462 000 O
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SET SYSTEM CONTACT

SET SYSTEM CONTACT

00000000000 /oooo
SET SYSTEM CONTACT=string
string: 0000102550 000000000000000000000!"#$%&"()*+,-./;<=>@[\]>"_
‘{|}OD 000000000000 000000000D00D0000000000000D0ODO0O000000ooOO

000000000 0”0000000000000000000000000000000OD0000000OD0OO
0o0?00000000

g

0000000000000 MIBODOOOO sysContact 00000000
googog

CONTACT 0O0O00O00O0O00O0O0sysContactd

g
m sysContact 000000

SET SYSTEM CONTACT="admin@lsys.mydomain.xxx"

googod

SET SYSTEM LOCATIONO 337 00 0 O
SET SYSTEM NAMEO 3380000
SHOW SYSTEMO 465 0 0 0 O
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SET SYSTEM DISTINGUISHEDNAME

SET SYSTEM DISTINGUISHEDNAME

O000oO0oo0ooooo /0000

SET SYSTEM DISTINGUISHEDNAME={dist-name|NONE }

dist-name: X.500 U O O O DN “en=myname,o=myorg,c=jp” 00 0 O

g

PKIOISAKMPOOOOO X5000000DNOOoOoooo
gooooo

DISTINGUISHEDNAME X5000000DNMLDAPOOOOOODOOOOOODOOOOOOODOOO
cnd Common NamelT] o0 Organization cO CountryD 0000000000000 O000O000O
god

o
m 0000000 cn=pote,o=orange,c=jpd 00 000

SET SYSTEM DISTINGUISHEDNAME="cn=pote,o=orange,c=jp"

googgg

CREATE PKI ENROLLMENTREQUESTI PKIO O 180000
SHOW SYSTEMO 4650 0 0O O
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SET SYSTEM LOCATION

SET SYSTEM LOCATION

00000000000 /oooo

SET SYSTEM LOCATION=string

string: 0000102550 000000000000000000000!"#$%&"()*+,-./;<=>@[\]>"_
‘{|}OD 000000000000 000000000D00D0000000000000D0ODO0O000000ooOO

000000000 0”0000000000000000000000000000000OD0000000OD0OO
0o0?00000000

g

000000000000 MIBOODOOO sysLocationO0 0000000
googog

LOCATION 00000000 0sysLocationd

g
m sysLocation 000000

SET SYSTEM LOCATION="8F, TTT Bldg."

googod

SET SYSTEM CONTACTO 3350000
SET SYSTEM NAMEO 3380000
SHOW SYSTEMO 465 0 0 0 O
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SET SYSTEM NAME

SET SYSTEM NAME

O000oO0oo0ooooo /0000

SET SYSTEM NAME=string

string: 0000102450 000000000000000000000!”7#$%&"()*+,-./:;<=>@[\]>"_
‘{|}D0000000000000000000D0D0000000D00000000D0000000D0000000
00000000 0070000000000000000000000000000000000000000000
00?00000000

g

O0o0ooo0oooooMIBOOOOOO sysNameOOOOOOOO
gogggo

NAME 0000O00OsysNamelOOOOOO0O0O00O0O00O00O0O0O0O00O0O0O0O0O0O

g
msysName OO OO 00

SET SYSTEM NAME="white.mydomain.xxx"

googggg

sysName D00 0000000000O0000O00O00O00O000000O00O0O0O00O0O0O0GOO0G00O00O0O0
O0ooooooIP00O0O0O0DNSOOOOOOO0DMOOOOOO0O0OOO0O0OO0O0OOO0OO00OO0
00000000000000000000000000000dsysName 00 myrouter.mydomain.xx.jpC]
000000000 M TELNET hispc00 000000000000 MM hispe.mydomain.xx.jpd O O O
ODNSOOOOOoOoooo

OOODHCPOOOUOODODOOOOODODOUOsysName U000 DHCP Discover/Request 0 00 00 O
HostName OO OO OO0OO0OO0O00O00O0O0O0O0O0DHCPOIPOOOOOOOOO ISPOOOOOHostName
00o00o0o0oo0ooooo/00000o0oooooooooooooooooo IsPo00oooong
ooooooooooooogd

gogggo

SET SYSTEM CONTACTO 3350000
SET SYSTEM LOCATIONO 337 0000
SHOW SYSTEMO 4650 0 0O O
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SET SYSTEM TERRITORY

SET SYSTEM TERRITORY

O000oO0oo0ooooo /0000

SET SYSTEM TERRITORY={AUSTRALIA|CHINA|EUROPE|JAPAN|KOREA|NEWZEALAND|USA}

g

0000000000000 00000000Q9310PRICODOOOOOOOOOOOOOOOOOODOO
O00000000ooooU JAPAN

gogggo

TERRITORY OO

googggg

goooooogoobod

gogggo

SETPRIDOOOOOOOOOOS70O0000

SET Q931 ISDNO O 410000

SET SYSTEM CONTACTO 3350000

SET SYSTEM LOCATIONO 337 0 00O

SET SYSTEM NAMEO 3380 0 0O

SHOW PRI CONFIGURATIONM OO OOOO0O0O0OOO930000
SHOW PRISTATELD OO0 OQOOOOoOoOo 11000000

SHOW Q931 ISDNO O 590000

SHOW SYSTEMO 4650 0 0O O
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SET TELNET

SET TELNET

00000000000 /000O000o0oo0

SET TELNET [TERMTYPE=string] [INSERTNULL={ON|OFF}] [LISTENPORT=port]
[MAXSESSIONS={1-32}]

string: 1 00010310000000000000000000000
port: TCP OO 000010655350

0

Telnet 0000000 Telnet 00 0000000000000
gogggo

TERMTYPE Telnet0OOO0O00000000000000000O000O00000O0O UNKNOWN O
goood

INSERTNULL CROOOO0OO0O0O0OO0OOO0O0OO0OO0OOOOOOOOOOO OFFO

LISTENPORT TelnetOOOODOOOOODO TCPOOOOODOOOO 23

MAXSESSIONS 0000000 Telnet0 0000000000000 00O000O0OOOOOOOO
gooooobouogoboooobooooooobooobooboobbobbooboobbooobo
oooooooooooooo 320

gogggo

ENABLE TELNET SERVERO 264 0 0 0O O
SHOW TELNETO 4680 0 0O O
TELNETO 486 0 00O O
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SET TIME

SET TIME

00000000000 /oooo

SET [TIME=time] [DATE=date]

time: 00 Dhhmm:ss 000 0hh 00000230 mm 0000059 ss 0000059
date: 0 00 dd-mmm-yyyy 00O 0dd0001031Mmmm0O00000000 300000APRMyyyyOO0O000Od

g

oooooooooooooogo
googog

TIME OO
DATE OO

g
0000000201 08090 190000000

SET DATE=9-Aug-2001 TIME=19:00:00

s JO0gogooooo

SET TIME=19:02:00

goooogn

NTPOOOOOOOOOOOOOOOOOOO

googod

ADD NTP PEERO 1300000
SHOW TIMEO 469 0 0O O O

ooooo CentreCOM AR570S 0000000000 2.9 | 341
613-000273 Rev.K



SET TRIGGER CPU

SET TRIGGER CPU

O000oO0oo0ooooo /0000

SET TRIGGER=trigger-id [CPU[=1..100]] [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

time: 00 0Dhhmm O0O0O0O0hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm0O00000000 300000APRMyyyyOO0O00Qd
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

g

cPuooOOOOooooooooooooooo
gogggo

TRIGGER 0OO0OO00OOO

CPU OJUOOODOCPUDOOOODOOOODOOOOOOO

DIRECTION 0OO0O0O0O0OUPODOOOO0O0OOOOOOOOOOOOMDOWNOOOOOOOOOOOO
O0000mANYOOOODOOOOODOoOOOoooooo ANYD

AFTER 0000000000000 O0O0O00O00O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
000020000000000000

BEFORE 0000000000000 0OO0U0OO0OOOU0OO0OOOO0O0OOOO0OO 0000 BEFORE
goboooboogoboooobooooboo

DATE 0000000000000 0000000000000000O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY O MON,TUE,WED,THU,FRI 0 0O 0O 00O O OWEEKEND O SAT,SUN OO OO ALL
0000000000000 ALLODATEODOOOOOOOOoOOoO

NAME O00U0OO0OO0OOSHOWTRIGGEROODOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
O0000O0O0ONOOONCEODODODUOOODODODODODOoooooooooooooooooooo
000000000000 000000000000D00O FOREVERD

TEST 0000000000000 O000000000O0OO0000000OO000000SCRIPTO
goboobooobobooboobobobobobbooobooboobDooooboobLbbDon
ACTIVATE TRIGGERO OO O OQOOOO0OO0O0ooooooooooooooooogooooo
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O00oooooooo NOO

gogggo

ACTIVATE TRIGGERO 121 0000
ADD TRIGGERO 1490000
CREATE TRIGGER CPUO 16900 0O
DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000
ENABLE TRIGGERO 2650 0 0O O
SHOW TRIGGERO 470000 O

googo

SET TRIGGER CPU
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SET TRIGGER FIREWALL

SET TRIGGER FIREWALL

O000oO0oo0ooooo /0000

SET TRIGGER=trigger-id [FIREWALL [={ALL|DOSATTACK|FRAGATTACK|/HOSTSCAN]
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK}]] [MODE={START|END|BOTH}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyyOOO00Od
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

g

gooooboogoooobooooboobbobboon
gogggo

TRIGGER 0OO0OO00OOO

FIREWALL COOOOO0OO00OO0OO0OO0OOCOOO0O00O0OOOOOO0O0O0OOOOOO0O0OooooooOgg
OOMODEOOUOOO0O0OOD0OO0ooooooooooooooooon

MODE 0000000000000 0O0O0O000000000000OSTARTOUOODOOOOENDOO
O0000BOTHOUOOOOOOOOODOUDOOOOODODOOOODODOOOOOoOO BOTHO

AFTER 0000000000000 O0O0O000O0O0O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
000020000000000000

BEFORE 0000000000000 0OO0U0OO0OOOU0O0OO0OOO0O0DOO0O0O0O0OO 0000 BEFORE
goboooboogoboooobooooboo

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OU0O0OO00O00OO0OOOU0U0OO0OOOOUUOOOO0OOOUOOOUO0OO0OOOUOUOOOODOOOOd
WEEKDAY O MON,TUE,WED,THU,FRI U 0O 0O 00O 0O OWEEKEND O SAT,SUN OO OO ALL
0000000000000 ALLODATEODOOOOOOOOooOO

NAME 00U0OO0OO0OOSHOWTRIGGEROOOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
O0000O0O0ONOOONCEODODODUOOODODODODODoooooooooooooooooooo
000000000000 00000000000000 FOREVERD

TEST 0000000000000 O000000000O0OO0000000OO000000SCRIPTO
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SET TRIGGER FIREWALL

goboobooobobooboobobobobbooobooboobDooooboobLbbDon
ACTIVATE TRIGGERO OO O OQOOOO0OO0O0ooooooooooooooooogooooo

O000ooooooo NOO

gogggo

ACTIVATE TRIGGERO 121 000 O

ADD TRIGGERO 1490000

CREATE TRIGGER FIREWALLO 1710000
DESTROY TRIGGERO 211 000 O

DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 0O O

SHOW TRIGGERO 470000 O

googo
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SET TRIGGER INTERFACE

SET TRIGGER INTERFACE

O000oO0oo0ooooo /0000

SET TRIGGER=trigger-id [INTERFACE[=interface]] EVENT={UP DOWN|FAIL|ANY}
[CP={BCP|CCP|IPCP|LCP}] [AFTER=time] [BEFORE=time] [{DATE=date]
DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[TEST={YES|NO|ON|OFF }]

trigger-id: 0 0 00 00 010 2500

interface: 100000000

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 00O 0dd0001031Mmmm 000000000 300000APRMyyyyODO0o0o0Qd
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

g

gooooboogoooobooooboobbobboon
gogggo

TRIGGER 0OO0OO00OO0OO

INTERFACE 0000000000000 00000000000000EthernetD 0000000
OethXIDVLANOOOOOOOOOvVIanXOPPPOOODOOOOOOpppXOOOOPPPOOODO
do0oooooocCPOoDOOOOODOOOOO

EVENT 00000000000000000000000000000000000000000gn
O00000UPODOOOOUOODOODOWNODUOOOUOODOUOOFAILODOOOOODOODOOOOANY
O0000000000000000000000EthernetO VLANOOODOOOODOOOUPD
DOWNOOOOO

CP 0OUUOOPPPOOUOOU0OOUUOOOOUOOOINTERFACEO PPPOOOOOOOOCOOOO
000000000000 000oo00oo0%loPPPOCOOOOOOODmM200000000
O000m»w30000oooo3000ooo00oon

AFTER 0000000000000 O0O0O000O00O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
000020000000000000

BEFORE 0000000000000 0OO0U0OOO0OOU0OO0OOO0O0DOO0O0O0O0OO 0000 BEFORE
goboooboogoboooobooooboo

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
oo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY 0O MON,TUE,WED,THU,FRI 0 0O 0O 00O 0O OWEEKEND O SATSUN OO OO ALL
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SET TRIGGER INTERFACE

0000000000000 ALLODATEODOOOOOOOOoooO

NAME 00U0OO0OO0OOSHOWTRIGGEROOOUOOOOOOOOOOOOOOOOOOO

REPEAT 0000000000 0OOO0OO0OOOOOO0O0O0ODOOO0O0OOOOODOOOOOOOOOOn
0000000000000 00000000YESO FOREVEROOOOOOOODODOOOOOO
O0000O0O0ONOOONCEODODODUOOODODODODOoooooooooooooooooooo
000000000000 00000000000000 FOREVERD

TEST 0000000000000 O00000000000OO000000OO000000SCRIPTO
goboobooobobooboobobobobobbooobooboobDooooboobLbbDon
ACTIVATE TRIGGERO O OO OQOOOO0OO0O0Oooooooooooooooooogooooo
O000ooooooo NOO

gogggo

ACTIVATE TRIGGERO 121 000 O

ADD TRIGGERO 1490000

CREATE TRIGGER INTERFACEO 173 0 00O
DESTROY TRIGGERO 211 000 O

DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 0O

SHOW TRIGGERO 470000 O
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SET TRIGGER MEMORY

SET TRIGGER MEMORY

O000oO0oo0ooooo /0000

SET TRIGGER=trigger-id [MEMORY[=1..100]] [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

time: 00 0Dhhmm O0O0O0O0hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm0O00000000 300000APRMyyyyOO0O00Qd
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

g

gobooooooboboooboooobooboon
gogggo

TRIGGER 0OO0OO00OOO

MEMORY 0O000O0O0OO0O0O0O0OO0OOOO0OOOOOOOOOOOOO

DIRECTION 0OO0O0O0O0OUPODOOOO0O0OOOOOOOOOOOOMDOWNOOOOOOOOOOOO
O0000mANYOOOODOOOOODOoOOOoooooo ANYD

AFTER 0000000000000 O0O0O00O00O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
000020000000000000

BEFORE 0000000000000 0OO0U0OO0OOOU0OO0OOOO0O0OOOO0OO 0000 BEFORE
goboooboogoboooobooooboo

DATE 0000000000000 0000000000000000O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY O MON,TUE,WED,THU,FRI 0 0O 0O 00O O OWEEKEND O SAT,SUN OO OO ALL
0000000000000 ALLODATEODOOOOOOOOoOOoO

NAME O00U0OO0OO0OOSHOWTRIGGEROODOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
O0000O0O0ONOOONCEODODODUOOODODODODODOoooooooooooooooooooo
000000000000 000000000000D00O FOREVERD

TEST 0000000000000 O000000000O0OO0000000OO000000SCRIPTO
goboobooobobooboobobobobobbooobooboobDooooboobLbbDon
ACTIVATE TRIGGERO OO O OQOOOO0OO0O0ooooooooooooooooogooooo
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O00oooooooo NOO

gogggo

ACTIVATE TRIGGERO 121 0000

ADD TRIGGERO 1490000

CREATE TRIGGER MEMORYO 1750 00 O
DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 0O O

SHOW TRIGGERO 470000 O

googo

SET TRIGGER MEMORY
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SET TRIGGER MODULE

SET TRIGGER MODULE

O000oO0oo0ooooo /0000

SET TRIGGER=trigger-id [MODULE] [module-parameters...] [AFTER=time]
[BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|
ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

module-parameters: 0000000000000

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 00O 0dd0001031Mmmm0O00000000 300000APRMyyyyOO0O000Od
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

g

gboooooboooobooobooboobboobo
gogggo

TRIGGER 0OO0OO00OO0OO

AFTER 0000000000000 O0O0O000O0O0O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
000020000000000000

BEFORE 0000000000000 OO0U0OOO0OOU00OO0OOOO0DO0OOO0O0OO 0000 BEFORE
goboooboogoboooobooooboo

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OU0O0OO00O00OO0OOOU0U0OO0OOOOUUOOOO0OOOUOOOUO0OO0OOOUOUOOOODOOOOd
WEEKDAY 00 MON,TUE,WED,THU,FRI U 0O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0O ALL
0000000000000 ALLODATEODOOOOOOOoOooO

NAME 00O0OO0OO0OO0OSHOWTRIGGEROODOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
O0000O0O0ONOOONCEODODODUOOODODODODODOoooooooooooooooooooo
000000000000 00000000000000 FOREVERD

TEST 0000000000000 O000000000O0OO000000OO000000SCRIPTO
goboobooobobooboobobobobobbooobooboobDooooboobLbbDon
ACTIVATE TRIGGERO O OO OQOOOO0OO0O0Oooooooooooooooooogooooo
O000ooooooo NOO
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gogggo

ACTIVATE TRIGGERO 121 000 O

ADD TRIGGERO 1490000

CREATE TRIGGER MODULEO 177 0 0 0O
DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 0O

SHOW TRIGGERO 470000 O

googo

SET TRIGGER MODULE
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SET TRIGGER PERIODIC

SET TRIGGER PERIODIC

O000oO0oo0ooooo /0000

SET TRIGGER=trigger-id [PERIODIC[=minutes]] [{DATE=date|DAYS=day-1list}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

minutes: 00 010143900

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm0O00000000 300000APRMyyyyOO0O00Qd
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059
String:Dl]|:||:I1I:I40I:II:IDDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

g

goooboobooobooobobooobooooog
gogggo

TRIGGER 0OO0OO00OO0OO

PERIODIC 0OO0OO0OO0OO0O0OOOOOOOOOOO

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
oo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY O MON,TUE,WED,THU,FRI U 0O 0O 00O 0O OWEEKEND O SAT,SUN OO OO ALL
0000000000000 ALLODATEODOOOOOOOOoOOoO

AFTER 0000000000000 O0O0O00O00O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
000020000000000000

BEFORE 0000000000000 0OO0U0OO0OOOU0OO0OOOO0O0OOOO0OO 0000 BEFORE
goboooboogoboooobooooboo

NAME 00U0OO0OO0OOSHOWTRIGGEROOOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
O0000O0O0ONOOONCEODODODUOOODODODODOOoooooooooooooooooooo
000000000000 000000000000D00O FOREVERD

TEST 0000000000000 O000000000O0O0OO000000OO000000SCRIPTO
gobooboooboboobobobobobobbooobooboobDooooboobLbbDOon
ACTIVATE TRIGGERO OO O OQOOOO0OO0O0ooooooooooooooooogooooo
O000ooooooo NOO
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gogggo

ACTIVATE TRIGGERO 121 000 O

ADD TRIGGERO 1490000

CREATE TRIGGER PERIODICO 1800 00O
DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 0O

SHOW TRIGGERO 470000 O

googo

SET TRIGGER PERIODIC
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SET TRIGGER REBOOT

SET TRIGGER REBOOT

O000oO0oo0ooooo /0000

SET TRIGGER=trigger-id [REBOOT [={RESTART|CRASH|ALL}]] [AFTER=time]
[BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|
ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 0 0 00 00 010 2500

time: 00 0Dhhmm O0O0O0O0hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm0O00000000 300000APRMyyyyOO0O00Qd
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

g

gboooooboooboooobooooboooboo
gogggo

TRIGGER 0OO0OO00OOO

REBOOT 0OUOU0OO0OO0OOO0OUU0OOOU0U0U0ODODODUUOOUDODODUOUOCRASHOODODDDODOODOODOODDOODOO
RESTARTOOOOOOOOOODOUOOOODODUOOOODODUODODALLOOOOOOOOOOOO

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY O MON,TUE,WED,THU,FRI U 0O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0O ALL
0000000000000 ALLODATEODOOOOOOOOoOOoO

AFTER 0000000000000 O0O0O000O00O0O0O0O0O0O0O0O0OUAFTEROOOOOOO
000020000000000000

BEFORE 0000000000000 0OO0U0OO0OOOU00OO0OOO0O0DO0OO0O0O0OO 0000 BEFORE
goboooboogoboooobooooboo

NAME 00U0OO0OO0OO0OSHOWTRIGGEROODOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0OO0OO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOODOOOOOOO
O0000O0O0ONOOONCEODODODUOOODODODODOoooooooooooooooooooo
000000000000 00000000000000 FOREVERD

TEST 0000000000000 O000000000O0OO0000000OO000000SCRIPTO
goboobooobobooboobobobobobbooobooboobDooooboobLbbDon
ACTIVATE TRIGGERO OO O OQOOOO0OO0O0ooooooooooooooooogooooo
O00oooooooo NOO
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gogggo

ACTIVATE TRIGGERO 121 000 O

ADD TRIGGERO 1490000

CREATE TRIGGER REBOOTO 182 0 00O
DESTROY TRIGGERO 211 000 O
DISABLE TRIGGERO 2320 000
ENABLE TRIGGERO 2650 0 0O

SHOW TRIGGERO 470000 O

googo

SET TRIGGER REBOOT

CentreCOM AR570S 0 0000000O00O0O 2.9
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SET TRIGGER TIME

SET TRIGGER TIME

O000oO0oo0ooooo /0000

SET TRIGGER=trigger-id [TIME[=time]] [{DATE=date|DAYS=day-list}]
[NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|
OFF}]

trigger-id: 0 0 00 00 010 2500

time: 00 0Dhhmm O0O0O0O0hh 00000230 mm 0000059

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm0O00000000 300000APRMyyyyOO0O00Qd
day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

String:|:||:||:||:|1|:|40|:||:|DDDDDDDDDDDDDDDDDDDD

count: 0 00 1042949672940

0

goooboobooobooobobooobooooog
gogggo

TRIGGER 0OO0OO00OOO

TIME 000000000000 000000O00O0O0DO0O0O0O0O0O0S000000000000000
O00500000000000000

DATE 0000000000000 000000000000000O0O0O0ODAYSOODODOOOOOO
goo

DAYS 0O0OO0OUO0O000O0OO0OOOU0U0OO0OOOOUUOOO0OOOUOOOU00OO0OOOUOUOOOODOOOOd
WEEKDAY O MON,TUE,WED,THU,FRI U 0O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0O ALL
0000000000000 ALLODATEODOOOOOOOOoOOoO

NAME 00U0OO0OO0OOSHOWTRIGGEROOOUOOOOOOOOOOOOOOOOOOO

REPEAT 0OO0O0OO0O0OOOOOOOOOOOOCOCOOOOOOO0OOOO0OO0O0O0O0000O0000000O0
0000000000000 00000000YESDO FOREVEROOOOOOOOOOOOOOO
O0000O0O0ONOOONCEODODODUOOOODODODODOoooooooooooooooooooo
000000000000 00000000000000 FOREVERD

TEST 0000000000000 O000000000O0O0OO000000OO000000SCRIPTO
goboobooobobooboobobobobobbooobooboobDooooboobLbbDon
ACTIVATE TRIGGERO OO O OQOOOO0OO0O0ooooooooooooooooogooooo
O000ooooooo NOO

gogggo

ACTIVATE TRIGGERO 121 000 O
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ADD TRIGGERO 149000 O

CREATE TRIGGER TIMEO 184 0 0 O O
DESTROY TRIGGERO 211 0O O O
DISABLE TRIGGERO 2320000
ENABLE TRIGGERO 265000 O
SHOW TRIGGERO 4700000

goooo
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SETTTY

SETTTY

00000000000 /000O000o0oo0

SET TTY [HISTORY=0..99] [PAGE=4..99] [PROMPT={string|DEFAULT|OFF}]
[TYPE={DUMB|VT100}]

string: 1 00010150000000000000000000000

0

00000 Telnet0 OO0 0OO0O0000000000000OOTIYOOOOODOODODODOODOOOOOO
gogggo

HISTORY 0000000000 OOOOO0DOOOOOOOOOOO099000000000OHISTORY
gooodgoboooobooobooooooobooobooboobbobbooboobbooonoo
O000OO0OO0O0ORESET ASYNHISTORY OO OOOOOOOOoooo 300

PAGE 000 1000000004099 000000000000000 2200FFO000O0OO0OOOOO
gboooobogobooooboooboboon

PROMPT 0OOO0OOOOCOOODEFAULTOOOOOOOOOOOOOOO

TYPE 0000000000 O0OOOOOOVTIOOODODODODOODOOoooOoOoO vVIeooooooooo
O0o0ooooooobuMBOOOOOOOOOvVII0OOODODOOOODOOOOOOOOOOOO
O000ooooooooooo vriood

googgg

SETASYND OOOOOoooooosoooOoo
SHOW ASYND OOOOoooooooeso0on
SHOW TTYD 4750000
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SET USER

SET USER

00000000000 /000000000000

SET USER=login-name [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}]
[DESCRIPTION=string] [PASSWORD=password] [PRIVILEGE={USER|MANAGER|
SECURITYOFFICER}] [TELNET={YES|NO}] [IPADDRESS=ipadd] [NETMASK=ipadd]
[MTU=40..1500]

SET USER [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}] [LOGINFAIL=1..10]
[LOCKOUTPD=1..30000] [MANPWDFAIL=1..5] [SECUREDELAY=10..3600]
[MINPWDLEN=1. . 23]

login-name: 0000 M 1064000000000000000000000000D0000%$%& ()*+,-./0123456789:;<=>@ABCDEFGH
password: 10001032000 00000000000000D0000D0IDO0OODOOODOOOO(")O
0000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]"‘abcdefghijklmnopqrstuvwxyz{| }
string: 00001024000

ipadd: IPO0O0000O0DODOOO

g

goooboooooooooobobooooooboooboboogobbbooobbooouno
goooobobooobooooboooobooboobbooboobouoomd

gogggo

USER 0000000000000 00O00O0O0O00O0O0000000000000O0U0O0Oguoooog
gooooobooobooboboooobbooboooooooLboobobbobobbbbbbobboobo
ooo

LOGIN USERODOOOO0OO0OO0OO0OO0OO0OO0OO0OO0OOOO0OO0O0O0O0O0O0OOOO0O0O0O000oooon
0000000000000 0 MANAGER/SECURITYOFFICEROODOOODOODOOODOOO
0000000000000 0ooUooUSERODODOOODOO0DOOOoOOOOODO0DOoooooooOo
000000000 USEROOOO0OO0OO0OO LOGINODODODOOOoooooooo

DESCRIPTION OOO0OOOOOOOOOO

PASSWORD 000000000000 O0O0O0OOOOOOOOO6DOOOOOOOOOOOOODO
gooogo

PRIVILEGE 0000000000000 MM USEROD O MM MANAGERISecurity Officet] SECURITYOFFICERD
gooooog

TELNET 000000 Telnet0O0OO0 0000000000000 O000 TELNETOOOOOOOOO
goooooogoog

IPADDRESS 0000000000 IPOOOOONETMASKOOOOOOOO

NETMASK 00000000000 0O0OO0OO0OOIPADDRESSOOOOOOOO

MTU 00000 MTUOO4001500000000000
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SET USER

LOGINFAIL 000000000000 000000O0O0S0000000000000 LOGINFAIL
O0000o00o00oo0UoOo0ooooo0ooooooUoooooo LOCKOUTPDO OO
O000Telnet 000 0000000000000 000O0000O Telnet 0 00O LOCKOUTPD O
gooooog

LOCKOUTPD LOGINFAILOOOOOOOOOUOOOOOOOOOOOOOOOOOOooOOoooooo
000000000 Telnet0 000000000000 000000000 TelnetDOOOOO
goooooooogeoodd

MANPWDFAIL 000000000000 ADDUSEROOOOODELETE USER OO OO OPURGE
USEROOOOOSET MANAGER ASYNOOOOOSETUSEROOOOOOOOOOOOOOO
0000000ooooooooooooo 30

SECUREDELAY 00000000000 O0OOOO0OOOOOOOOOO60OO

MINPWDLEN 000000000000 O00OOOO600O0O

u
m0000 secadmin0 00000000000

SET USER=secadmin PASSWORD=newpass

1000000000000 000000000000O0O0

SET USER MINPWDLEN=10

gogggo

ADD USERO 1510000

DELETE USERO 206 0 OO O

DISABLE SYSTEM SECURITY_-MODEO 230 0 0 OO
DISABLE USERO 233 0000

ENABLE SYSTEM SECURITY_-MODEO 263 0 0 0O O
ENABLE USERO 266 0 0 0O O

PURGE USERO 284 0000

RESET USERO 2920000

SHOW USERO 478 00 00O
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SHOW ALIAS

SHOW ALIAS

00000000000 /0000000000

SHOW ALIAS

g

ooboooooooooooooooon

googogooog

Manager > show alias
Alias ....... 1s

String .... show file
Alias ....... mv

String .... rename
ogoooon

ADD ALIASO 1220000
DELETE ALIASO 1870000
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SHOW BUFFER

SHOW BUFFER

O000oO0oo0ooooo /0000

SHOW BUFFER

gbooooboogoooooboooboobboobo

goodgoooon

Manager > show buffer

Memory ( DRAM ) .......... 65536 kB

Free MEmMOrY . ....ueeeuweun.. 77 %

Free fast buffers ........ 0

Total fast buffers ....... 0

Free buffers ............. 25094

Total buffers ............ 26668

Buffer level 3 ........... 125 (don’t process input frames)

Buffer level 2 ........... 250 (don’t do monitor or command output)
Buffer level 1 ........... 500 (don’t buffer up log messages)
Buffer level 0 ........... 1500 (warning via snmp trap)

Memory (DRAM 0O0OO0OO0OO0O00 DRAMOODOOOOOO
)

Free Memory DRAMOOOOO0ODOO%0O

Free fast buffer ooooooooooooooooooooo ooooooooooooog
O000000Free buffers0 00000000000

Total fast buffer O0o000o0ooooooooooooooo0oooooOobRAMODOOOO

godooobooooodoooooboboooboooooboobobooooo
godoooboooodoooooboboooboooooboooboooon
godoooboooodoooooboboooboooooboooboooon
0000000000000 0000OTotal fast buffer0 000 OO

Free buffers O00oooooooooon

Total Free buffers Oooooooooooo

Buffer level n gooooboogoooooboooobboobbobboobooboboobooo
goooobooooboooooboo

0 37:
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SHOW CONFIG

SHOW CONFIG
D00000000O0O0 /0000000000

SHOW CONFIG [DYNAMIC [=module-name]]

module-name: 000000

g

O00000ooooooooooogobDYNAMICOODODODOOOOOooooooooooooooo
gooooboooobooooboooboobboboboooboo

gogggo

DYNAMIC 0000000000000 O0OO00O0OOOUO0OODO0OO0O0ODODOOUODOOUOOODOOOO
SHOW CONFIG DYNAMIC=IPO O OOO0O0O0oOOO00oooooooooon

goodgoooon

Manager > show config

Boot configuration file: flash:ispfw.cfg (exists)

Current configuration: flash:ispfw.cfg
Manager > show config dynamic=firewall

#

# FIREWALL configuration

#

enable firewall

create firewall policy="net"

disable firewall policy="net" identproxy

enable firewall policy="net" log=inal, inde
enable firewall policy="net" icmp_f=all

add firewall policy="net" int=vlanl type=private
add firewall policy="net" int=ppp0 type=public
add firewall poli="net" nat=enhanced int=vlanl gblin=ppp0

Boot configuration file goboooooboobooouoboboooboobobooobobobobn
Oo00C0O0OO0O0o0OO0Oo0O0ODO0O0ODOUOO0O0OO0@™Notsetbooooon
Current Configuration O0O00000000000000000000OO0

0 38:
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googod

CREATE CONFIGO 158 0 0 O O
RESTARTO 2930000
SET CONFIGO 2950000
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SHOW CPU

SHOW CPU

O000oO0oo0ooooo /0000

SHOW CPU

ceruoooooooooon

goodgoooon

Manager > show cpu

CPU Utilisation ( as a percentage )
Maximum since router restarted ..... 31
Maximum over last 5 minutes ........ 31
Average since router restarted ..... 5
Average over last 5 minutes ........ 5
Average over last minute ........... 4
Average over last 10 seconds ....... 5

Average over last second ........... 13

Maximum since router restarted ooooag

Maximum over last 5 minutes 00500000000

Average since router restarted oo30000o000o00

Average over last 5 minutes oos00000000

Average over last minute 00100000000

Average over last 10 seconds oo1000000000

Average over last second 0o0l00000o0o00

googgg

SHOW BUFFERO 362 00 0O
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SHOW DEBUG

SHOW DEBUG

O000oO0oo0ooooo /0000

SHOW DEBUG [STACK]

goooooogoobod
googgg

STACK 0000000000O0000OOOOOOoOOoOOn

goodgoooon

Manager > show debug stack

Router RESTART occurred

Check exception table for restart cause

STACK DUMP

00001260: 00000000 00000580 00000001 00000001
00001270: 00010000 ffffffff 45464748 494a4dbdc
00001280: 005c8338 00001034 4d4e4£f50 51525354
00001290: 55565758 595a4142 00001449 45462000
000012a0: 20004344 4546c008 43444546 43444546
000012b0: 000el3£f8 000a00d6 4748494a 4bdc4ddde
000012c0: 4£505152 53545556 5758595a 41424344
000012d0: 45464748 494ad4bdc 4d4edf50 51525354
000012e0: 55565758 595a4142 43444546 4748494a
000012£0: 4b4cddde 4£505152 53545556 5758595a

gogggo

SHOW EXCEPTIONO 367 0 OO O
SHOW LOGO 3880000

SHOW STARTUPO 464 0 0 00O
SHOW SYSTEMO 4650 0 0O O
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SHOW EXCEPTION

SHOW EXCEPTION

O000oO0oo0ooooo /0000

SHOW EXCEPTION

goooooogoood

goodgoooon

Manager > show exception
Spurious interrupts = 0
Router exception list
No: 01
Offset/Type $008/Bus error Address $43444546
Time 12:49:15 on 28-Sep-2001 Clock Log 12:48:16 on 28-Sep-2001
SSwW $00d6 Fault Addr $43444546
No: 02
Offset/Type $07c/Watchdog timer Address $002cd46a
Time 12:46:19 on 28-Sep-2001 Clock Log 12:45:37 on 28-Sep-2001
No: 03
Offset/Type $008/Bus error Address $002dleda
Time 12:40:40 on 28-Sep-2001 Clock Log 12:40:38 on 28-Sep-2001
SSW $0045 Fault Addr $51009e18
No: 04
Offset/Type $008/Bus error Address $002dleda
Time 12:34:40 on 28-Sep-2001 Clock Log 12:34:22 on 28-Sep-2001
SSW $0045 Fault Addr $51009e20
No: 05
Offset/Type $008/Bus error Address $002dleda
Time 12:06:25 on 28-Sep-2001 Clock Log 12:06:05 on 28-Sep-2001
SSW $0045 Fault Addr $51009e18
No: 06
Offset/Type $008/Bus error Address $002dleda
Time 11:53:09 on 28-Sep-2001 Clock Log 11:52:09 on 28-Sep-2001
SSW $0045 Fault Addr $51009e18
No: 07
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Offset/Type : $008/Bus error Address : $002dleda

Time : 18:44:18 on 19-Sep-2001 Clock Log : 18:44:03 on 19-Sep-2001
SSW : $0045 Fault Addr : $51009e20
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SHOW FEATURE

SHOW FEATURE

00000000000 /000000

SHOW FEATURE [={featurename|index}]

featurename: 00 0000001012000
index: 100000000100

0o

gopoooboogoooooboooboon

goooon

FEATURE 0000000000 SHOWFEATUREODOOOOOOOODOOOOOOOOOOOOOO
gooooboogoboooboooooooboooobooboobbobboobboobbooono

gooooooon

Manager > show feature

The Special Feature Licences:

The current valid features :

Triple DES Encryption
Secure Shell

FIREWALL

IPv6

AES

Software QoS

Software QoS on Tunnels

googno
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SHOW FEATURE

Index gobooooobobooooobooooo
FeatureName ooooooo
Licence 000000000Full000D0 000000 password incorrectT] O

googoobooooooobooobooboo
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SHOW FEATURE

Period go0o0ooooooooooooboobooooooo-o
The current valid features OO0 O0000000OO0OOOOOOOO

0 40:

gogggo

DISABLE FEATUREO 2120000
ENABLE FEATUREO 242 00 00O
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SHOW FFILE

SHOW FFILE

00000000000 /0000000000000

SHOW FFILE[=filename] [CHECK]

filename: 0000000000000 OODOOO

g

00000000000 oUoFFSO0dooo0ooooUoooo0ooooooogoooogoooog
gogggo

FFILE 0000000000000 0000000000000000000000000000000n
go0o0ooooooOooOg28300opoooooooooooooo830ooooooooon
CHECK 0OO0O0O0O0OOoOoOoOooooooooo

goodgoooon

Manager > show ffile

module name type size file date & time address check
ud cfg 579 20-Apr-2010 15:51:44 F800006C -
55001d1 hlp 74019 20-Apr-2010 11:47:20 F83A12DO0 -
prefer ins 64 20-Apr-2010 22:05:32 F83A1008 -
longname 1fn 17 20-Apr-2010 12:09:10 F83B5124 -
random rnd 3904 20-Apr-2010 12:02:00 F83B4150 -
55001d1 scp 3292 20-Apr-2010 11:47:46 F83B3434 -
snmpengn sec 40 20-Apr-2010 11:45:40 F83A1268 -
inst release lic 32 20-Apr-2010 22:05:28 F83A0FAS8 -
load 55290105 rez 3804184 20-Apr-2010 22:03:51 F8000350 -

flash use:

files ...... 3886820 bytes (9 files)
garbage .... 660 bytes
free ....... 11710088 bytes
block size . 131072 bytes
total ...... 15728640 bytes
dev go0oooooooooooooon
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SHOW FFILE

creator goboodgoboooboooooboo
name goboogbobobboooboo
type goboogooooobooo

size

goboogooooobooo

file date & time

gooooood

address Oo0ooooooooooleoon
check 00000000000 CHECKOOOoOoooooooooooooo
files Ooo0oooooooooooooooo
garbage goo0o0ooooooooooooboboooobooog
free oooooooooooooo
block size o0oooooooooo
total ooooooooooooo
0 41:
ggooog

CREATE FFILEO 1590000
DELETE FFILEO 188 0 00 O

googo
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SHOW FILE

SHOW FILE

00000000000 /0000000000000

SHOW FILE|[=filename]

filename: 0000000000000 OODOOO

g

goooooooooooooooboooboobboobogboobboobnboooobo
gogggo

FILE 00000000000 000000000000000000000000000000000
goooooooobobooooooooooboooobooboobbobbooboobboooboo
goooooobbobooobboboooobbobbooobbbboobboooobbboooLo
0000000000 00oooooooo0ooo 80000000 oooooooooooDog
000000000000 longnameltn0000000000002830000000008.30
gbooooboogbooooo

goodgoooon

Manager > show file

Filename Device Size Created Locks
559122c0.rez flash 4151896 20-Apr-2010 20:22:59 0
dave55c.rez flash 4149372 20-Apr-2010 16:32:24 0
feature.lic flash 39 20-Apr-2010 16:33:31 0
help.hlp flash 130804 20-Apr-2010 16:33:30 0
longname.lfn flash 17 20-Apr-2010 16:33:23 0
prefer.ins flash 64 20-Apr-2010 20:24:29 0
release.lic flash 64 20-Apr-2010 20:24:23 0
syslda.cfg flash 101 20-Apr-2010 20:25:02 0
accsave.acc nvs 124 20-Apr-2010 09:02:42 0
random. rnd nvs 3904 20-Apr-2010 08:57:12 0
Filename ooooo

Device O0000000o0oOoo0oooOonoodflashdOn nvs

Size go0oooooooooo
CentreCOM AR570S 0000000000 2.9 ooood

613-000273 Rev.K



SHOW FILE

Created oooooooo
Locks gooooooooooobooooo

042 00000000000

u
] J0000oooooooooogobooa

SHOW FILE

m0000000.cfgD000D000

SHOW FILE=*.cfg

" 000000 ipcfg000000

SHOW FILE=ip.cfg

00002830 00000000830000000000

SHOW FILE=longname.lfn

gogggo

DELETE FILED 1890 00 O
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SHOW FILE PERMANENTREDIRECT

SHOW FILE PERMANENTREDIRECT
00000000000 /0000000000000

SHOW FILE[=filename] PERMANENTREDIRECT

filename: 000 00O

g

goooooooooooooooboobboob bbb booboobbobbooo
goooboobood

ADDFILEOOOOO CREATE FILEO 0000 PERMANENTREDIRECTO OOOOOO0OOO0OO0OO
0000000000000 0000000RESET FILE PERMANENTREDIRECTOOOOOOOOO

gooooooooooooboboooboobbob bbb boobDboooboobbobbooo
goooo

googgg

FILE 0000000000000 00000000000000000000000000000000
gooooog

goodgoooon

Manager > show file permanentredirect

TTY Current Limit File

Instance Size

17 3451 204800 ipdebug.txt

Manager > show file=ipdebug.txt permanentredirect

File............ ipdebug. txt
TTY Instance.... 17
Current size.... 5439
Limit........... 204800
Input(s)........ COMMAND="enable ip debug=all"
TTY Instance oooooooooTTYodo
Current Size oooooooooood
Limit gdoooooooooooooo
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SHOW FILE PERMANENTREDIRECT

File gooooood

043: 000000000

File gooooooa

TTY Instance OooooooooTrYoooO

Current size goboogoogoood

Limit gododoooooogoooog

Input(s) O000000000000000ADD FILEOOOOOCREATE FILECO OO

000000 COMMANDOSCRIPTOOOOOOOOOOOOOOOOOOO

04400000000

g
]l J0o0goooooogoooooo

SHOW FILE PERMANENTREDIRECT

m 000000000 ipdebugtxt0 00000000

SHOW FILE=ipdebug.txt PERMANENTREDIRECT

gogggo

ADDFILEO 1230000

CREATE FILEO 161 00 0O O

RESET FILE PERMANENTREDIRECTO 287 0 0 O O
SHOW FILED 3740000

SHOW TTYO 4750000
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SHOW FLASH

SHOW FLASH

00000000000 /0000000000000

SHOW FLASH

000000000000 UOFFSOOODOoOoOoOOOoOOOO

goodgoooon

Manager > show flash

FFS info:

global operation ...... none

flash autowrite ....... disabled

compaction count ...... 35

est compaction time ... 336 seconds

files ... ... 14606960 bytes (22 files)
garbage ..........c.00... 1600 bytes

free .. ... ... . 989008 bytes

required free block ... 131072 bytes

total ...... .. .. . . .. 15728640 bytes

diagnostic counters:

event successes failures
get 0 0
open 0 0
read 35103 0
close 10763 0
complete 31 0
write 473572 0
create 31 0
put 1 0
delete 10 0
check 34 0
erase 112 0
compact 1 0
verify 0 0
global operation 0000000000000000none0 restarting erasing] compacting

verifying 0000 O
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SHOW FLASH

compaction count

googoboooobooboboon

est compaction time

gooobooooboobbooobooooo

files

googooooboooog

garbage

goooobooooooooooobooo

free

googno

required free block

goooooooood

total

goooooooo

diagnostic counters

OO0 FFSOOO00O000ooo/0000

gogggo

0 45:

ACTIVATE FLASH COMPACTIONO 1170000
SHOW FLASH PHYSICALO 38000 00O

googo
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SHOW FLASH PHYSICAL

SHOW FLASH PHYSICAL

00000000000 /0000000000000

SHOW FLASH PHYSICAL

gopoooboogoooooboooboon

goodgoooon

Manager > show flash physical
total size ............ 16 MBytes
available to FFS ... 15 MBytes
available to boot 1 MBytes
device type ........... 28F128
devices ............... 1
location .............. built in
programming power ..... off
block erase time ...... 1000 milliseconds
total erase blocks 128
FFS erase blocks 120
Boot erase blocks .. 8
erase block size ...... 128 kBytes
erase bit state ....... 1
page buffers .......... 1
size of page buffer ... 32 bytes
total size oooo

available to FFS

000000000 UO0OOoUFFSOOOoOoDOOoOoOoOOoOO

available to boot

googobooooboooboon

device type

googooooboogoo

devices

goooooogoog

location

O00000000000000MmM SIMM stickO O O built in0

programming power

0000000000000 0on O off

block erase time

gooooooooobood

total erase blocks

googoog

erase block size

goooobooooogooog

erase bit state

gooooood

page buffers

goooooooo

size of page buffer

CentreCOM AR570S 0000000000 2.9
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goood



0 46:

googod

SHOW FLASHO 378 0000
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SHOW HTTP SERVER

SHOW HTTP SERVER

O000oO0oo0ooooo /0000

SHOW HTTP SERVER

HTTPOOOOUOOOUOOOUOOOOO0DO0OO0O0Ooooooooo

goodgoooon

Manager > show http server
HTTP Server
Status .ot e e Enabled
SSOL SECUTXILY ittt it et e e e OFF
SSL KeY ID tvteteteteeeeeee e e -
POrE e e e e e e e 80
Listen port ...ttt i e e e Open
Sessions opened . ... e 0
Sessions closed ...t e 0
Received requests ........ .. 0
Unknown requests .........iiiiiieeenn.. 0
Transmitted replies ...........couu.... 0
Aborted replies ...ttt e 0
Transmitted replies on bad session .... 0
Authorisation successes ............... 0
Authorisation failures ................ 0
Status HTTPO OO OO0 OO Enabled 00O 0O Disabled
SSL Security oooon
SSL Key ID oooon
Port ooooo
Listen port oooono
Sessions opened ooooo
Sessions closed ooooo
Received requests ooooo
Unknown requests ooooo
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SHOW HTTP SERVER

Transmitted replies ooooo

Aborted replies ooooo

Transmitted replies on bad session ooooo

Authorisation successes oooono

Authorisation failures ooooo
0 47:

gogggo

DISABLE HTTP SERVERO 2130000
ENABLE HTTP SERVERO 243 00 00O

googo
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SHOW INSTALL

SHOW INSTALL

00000000000 /000000

SHOW INSTALL

gooobobooobooobobooobooooboooboo

goodgoooon

Manager > show install

Install Release Patch GUI
Temporary - - -
Preferred flash:559200cl.rez - -
Default EPROM (55-1.0.7) - -

Preferred flash:559200cl.rez - -

No Temporary release selected
Preferred release selected

Preferred release successfully installed

Install 0000000000 TemporaryU Preferredd Default 0 0 0 0 O
Release ooooooon
Patch goooooo
GUI goood
Current install ooo0o0ooooooooooo
Install history 0000 INSTALLOOOODOOOOO
0 48:
gooobog

DELETE INSTALLO 1900 00O
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SET INSTALLO 2970000
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386

SHOW LOADER

SHOW LOADER

00000000000 /0000000000000

SHOW LOADER

LOADEROODOOOUOOUOOUOUUOOOO0OOO0OUOOOOOOOUOOoooooogoog

goodgoooon

Manager > show loader

Loader Information

Defaults:
Method ............. TFTP
File ............... -
Server ... -
HTTP Proxy ......... -
Proxy Port ......... Default ( 80 )
ASYIL vt ittt it e -
Destination ........ Flash
Delay (sec) ........ 0

Last Load:
Method ............. -
File ............... -
Destination ........ -
Delay (sec) ........ 0
Status ........0... Idle
Last Message ....... -

Defaults LOADOOOOO0O0OO UPLOADOOOOOOOOOOO

Current Load gbooooboobobobobooooooooon

Last Load gbooooboobobobobooooooooon

Method 00000000 TFTPO HTTPO WEBO WWWIMI ZMODEM O OO0 O
File goboooboogo

Server O0oooIPO000OOO0OOOOOOTFIPOOO HITPOOODOOOODO
HTTP Proxy HITPOOOOOO IPOOOODOOOOOOOOMETHOD=HTTPOOOOO

gooogoogoo
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SHOW LOADER

Proxy Port HTTPOOOOOO TCPOOOOOOMETHOD=HTIPOOOOOOOOOO
ooooo

Asyn 000000000METHOD=ZMODEM OOOOOOOO

Destination obooooooooao

Delay ooboboooobooooooooobooooooobooooooogg

Status LOADER OO 0000000 IdledWaitingOLoading0Load CompleteClLoad

Aborted 0 000 00SHOW LOADER OO 000 O Load Completel O 0 O
OLoad Aborted0 0000000000000 SHOW LOADEROOOOODOO
Status 0 O IdleD 0 OO

Load Level 000000000000%MMStatus0 LoadingD OO0 ODOO0O0OO

Last Message gooooboooodoboobobbuoooobbooodbbboooobbo
OLoadingD O D-000000DO

0 49:

gogggo

LOADO271 0000
SET LOADERO298 00 0O 0O
UPLOADDO489 0000

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
613-000273 Rev.K

387



SHOW LOG

SHOW LOG

O00oooooooo /00

SHOW LOG[=output-id] [DATE=[opldate] [DEVICE=[opldevice]
FILE=[op]filename] [FULL] [MASK=ipadd] [MODULE=[op]module-id] [MSGONLY]
MSGTEXT=[oplstring] [ORIGIN=ipadd] [REFERENCE=[op]string]

[
[
[REVERSE [=count]] [SEVERITY=[oplseverity] [SOURCELINE=[op]line-num]
[SUBTYPE=[op]l subtype-id] [TAIL[=count]] [TIME=[op]time]

[

TYPE=[op]ltype-id] [ZONE={time-zone|utc-offset}]

output-id: 0 00 IDO 10200
Op:EII:II:II:I|:||:|:|<|:|:||:||:IDl:l:l:l>|:|:||:||:||:|D]]!D]DDDDDD]]D]DDDED]%D]DDI]I]I]I]I]I]I]D:I
date: 0 00 dd-mmm-yyyy 00O 0dd0001031Mmmm 000000000 300000APRMyyyyODO0O00Qd
device: 100000

filename: 0000001012000

ipadd:IPDDDDDDDDDDDDD

string: 00 0

module-id: 000000000000 000OO0OO0O?2550

count: 000100

severity: 0000000070

line-num: 0000100

subtype-id: 0000000000000 O0OOO ID

time: 00 Ohhmm:ss 000 0Ohh 0000023 mm 00000590 ss 0000059
type-id:DDDDDDDDDDDDDDD 1D

time-zone: 0000000

utc-offset: 00D 0D OUTCOOOOOOODOD+23:59:590-23:59:590

g

gooooobooobooooobooooboobboobboobuooboooboo

gogggo

LOG 00000 Ibodooo TEMPORARYORAMOOOOOOODOOOOOOO

DATE COOOUOOOUOOOOOOO0O0O0O0O0O0O0O0OoOoogoog

DEVICE 0000000000 00O0O000OOO00oooooO

FILE 0000000000000 00000000000logmain.cdO0000O00DOOOSHOW
LOGUOOOOO FULLOOOO0OO0O0O0O0O0O00o0goooooooooooooooooooooo
gooo

FULL 0O0O0O0O0O0O0oO0OO0O0OOO0OoO0ooooooooooooooooooooooFULLOOOOO0
goboodoboooboboobooobobooboobobooboobobon

MASK O0OO0OO0O0OO0OO0OOO0O0OO0O0OO0OO0OOOOIPODOOOOOOORIGINODOOOOOOOOOOOOO
OO0D0O0O0O0O0O 2552552552550 00000

MSGONLY 000O0O000Uoo0oU0ooooooooooooooooooog
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SHOW LOG

MSGTEXT 0O0OO0OO0OO0O0O000O0O0O0O000O0OO0O0O0O0O0O000000O0OO0O0O0O0O0O00OOOO
go000oO0O0o0oO0O0oO0oO0OO0OODOOO0ODOOO0ODOOOOOO"MOO00O000O00O0O0O0)0ooog

MODULE 000000000000000OOO0OO00OOO0O00OOO00OOOOOooOO

ORIGIN 000000 IPOOOOOMASKOOOOOOOOOOOOOOOOOOOOOOOOOOO
OooooIPOOO0OOOOOOOO

REFERENCE 000000000 O0000O0OOO0O00OOO0OO00OOOOO0OOOOOOO

REVERSE 0000000000000 O0000O00OOO0OO0O0O00O0O00O0OO0O REVERSED
gooooooooooo

SEVERITY 000000000000 0OOO0OO00OOOOOOOOOOOOOO

SOURCELINE 000000000 0000O0O00O0OO0O000OO00O0OO0O0OO00OOO0OOOOn
ooo

SUBTYPE 00000000000 000O0O0OOO0OOO0OO0O0O0OOOOOOOOOOOOOODODOOOOO

TAIL 00000000000 O0OO000O0O00O0 TAILOOOODOOOOoOOO20000000000
000000000 oo0ooooo TAILOOoOoOoOoOoo

TIME 0000000000000 O0O0OO0OO0OOOO0OOOOO

TYPE 0000000000000 00D0OO000OO0OO0OD0O0O00O0O0O0O0O0O0O000O0000

ZONE 0O0O0OO0OO0OOOOOOOO

goodgoooon

Manager > show log

Date/Time S Mod Type SType Message

23 15:57:00 4 ENCO ENCO PAC M18X Security Engine Found.

23 15:57:00 4 ENCO ENCO PAC M18X Security Engine Initialised.

23 15:57:00 3 LOG IGMP packet trapping is active for IGMP
snooping, L3FILT is activated

23 15:57:00 6 FIRE FIRE ENBLD 23-Mar-2005 15:57:00 Firewall enabled

23 15:57:00 4 ENCO ENCO STAC STAC SW Initialised

23 15:57:00 7 SYS REST NORM Router startup, ver 2.7.1-00, 04-Mar-2005, Clock
Log: 15:56:23 on 23-Mar-2005

23 15:57:00 6 SYS SYSIN FAN Main fan status is not good

23 15:57:02 3 PPP VINT UP ppp0: Interface has come up and is able to send
and receive data

23 15:57:02 3 PPP AUTH OK ppp0: CHAP authentication over ethO-any
succeeded

23 15:57:02 3 PPP VINT UP pppl: Interface has come up and is able to send
and receive data

23 15:57:02 3 PPP AUTH OK pppl: CHAP authentication over ethl-any
succeeded

23 15:57:02 3 IPG CIRC CONF Remote request to set pppO0 IP to 10.0.0.200
accepted

23 15:57:02 3 IPG CIRC CONF Remote request to set pppl IP to 10.0.1.200
accepted

23 15:57:03 3 USER USER LON manager login on port0

ooooo CentreCOM AR570S 0000000000 2.9 389
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SHOW LOG

23 15:57:06 3 CH MSG WARN No patches found
23 15:58:17 4 FIRE FIRE INDTC TCP 10.100.10.5:1024 10.0.0.200:80
23 15:58:17 4 FIRE FIRE INDTC flow rejected by policy rule
23 15:59:07 6 FIRE FIRE ATTK 23-Mar-2005 15:59:07 Denial of service attack
from 10.100.10.5 is underway
Date/Time O000000oooooooooooolo3logoooog
S gobogboobobbooon
Mod gobogbobobbooon
Type gooooood
SType goboogobooooo
Message ooooooo
0 50:
Date/Time go00oOoooouooooUurcooooooooogoog
S gobooboooboogooo
Mod gobooboooboogooo
Type goboooood
SType goboogoboogoo
Dev Ooo0oooooooooooooooogoooooooo TTYoDoOoOooo
o
Origin O000000000000Lecal D0 000000000000 DOODOOOSRLP
OsyslogOO0O00000O0IPOOO0O
MSGID ooooo ID

Source File/Line

gobogbooooobooobooooboobbooobuoobbobboooboo

Ref

O0000000000000Referencel 00000

Flags 00000000 FlagsOOODO0O0OLOCTIMED SECUREDCMDOUT OO O
Message oooooono
051 FULLOOOODOOOO
o

s RAMOOOOOTEMPORARY D OO OOO

SHOW LOG

s J0000o0o0oooobogboooboo

613-000273 Rev.K
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SHOW LOG MODULE=FIRE

googod

PURGE LOGO 2790000
SHOW LOG STATUSO 4020000

goooo
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SHOW LOG COUNTER

SHOW LOG COUNTER

O00oooooooo /00

SHOW LOG COUNTER

gopoobobooooooobooobooo

goodgoooon

Manager > show log counter
Log Counters

TAle 100D PaASSES vttt ittt it ettt et e e e e e e 355
TransSmMit PASSES vttt ittt et et e et e e e e e e e 11
Messages Generated ........ it e e 103
Messages Received (SYySlog) . vviiiiii i iiieeineenn.

Messages Received (01d protocol) .................

Messages Received (New protocol, SRLP) ........... 0
Messages Rejected (SYSlog) vttt it i 0
Messages Rejected (01d protocol) ................. 0
Messages Rejected (New protocol, SRLP) ........... 0
Messages Rejected (Module disabled) .............. 0
Messages Rejected (Generation disabled) .......... 0
Messages Rejected (Reception disabled) ........... 0
Messages Rejected (Bad parameters) ............... 0
Messages with invalid time ............. . ... .... 0
Messages Transmitted (Syslog) ... ..o, 26
Messages Transmitted (New protocol, SRLP) ........ 10
Messages Retransmitted (New protocol, SRLP) ...... 7
ACKs Sent (New protoCol) ... ..ttt inennn. 0
ACKs Sent (01d protocol) . ...ttt inennn. 0
ACKs Received (New protocol, SRLP) . ....iivunnen... 6
Message transmissions failed (New protocol, SRLP) 0
Messages processed via OD 1 ................ 26 (Syslog)
Messages processed via OD 2 ... ..iiiinnn.. 11 (Router)
Messages processed via OD TE ... .. iiveiinnn.. 15 (Memory)

392 | CentreCOM AR570S 0000000000 2.9 ooooo

613-000273 Rev.K



SHOW LOG COUNTER

Idle loop passes

goobooobbooobboobobbooon
gobooboobobogooo

Transmit passes

gobbobobooboobooooboo

Messages Generated

gobobobobooon

Messages Received (Syslog)

syslog0 00000000 000OOOO

Messages Received (Old protocol)

Net Manage Message Protocol D000 000
goboboooo

Messages Received (New protocol, SRLP)

SRLR]J Secure Router Log Protocol00 00 OO
gobobooooooo

Messages Rejected (Syslog)

syslog0 00000000000 O0DOOO

Messages Rejected (Old protocol)

Net Manage Message Protocol D000 000
gboobooooo

Messages Rejected (New protocol, SRLP)

SRLR]J Secure Router Log Protocol00 00 OO
gbobooooooo

Messages Rejected (Module disabled)

goobooobbooobboobobooon
gobbobobooboobooooboo

Messages Rejected (Generation disabled)

goobooobbooobboobobbooon
goobooobooobbboobobooon
goobooboobooon

Messages Rejected (Reception disabled)

goobooobbooobboobobooon
gobbobobooboobooooboo

Messages Rejected (Bad parameters)

goobooobbooobboobobooon
gobobobboobuooboobobooboo

Messages with invalid time

godobobboobuooboobobooboo

Messages Transmitted (Syslog)

syslog0 000000000 0ODOO

Messages Transmitted (New protocol, SRLP)

SRLPOOOOOOOOOOOOOO

Messages Retransmitted (New protocol, SRLP)

SRLPOOOOOOOOOOOOOOO

ACKs Sent (New protocol)

SRLPOOOOOOOOOOOOOOOOOOO
O0ACKOOOO

ACKs Sent (Old protocol)

Net Manage Message Protocol 0000000
O0oo0o0ooo0oOoooDACKODOOO

ACKs Received (New protocol, SRLP)

SRLPOOOOOOOOOOOOOOOOOOO
O0ACKOOOO

Message transmissions failed

SRLPOOOOOOOO0OOOOOOOOOO

Messages processed via OD n

googo

gobooboboooboooooboobbooobo
gooboooboooobbbooboboooon

0 DESTINATIONO
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googod

SHOW LOGO 388 0 O O O

SHOW LOG OUTPUTO 3950000
SHOW LOG QUEUEO 398 0 0 0 O
SHOW LOG STATUSO 4020000

394 | CentreCOM AR570S 0000000000 2.9
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SHOW LOG OUTPUT

SHOW LOG OUTPUT

O00oooooooo /00

SHOW LOG OUTPUT [={TEMPORARY|PERMANENT|output-id}] [{FILTER=entry-id|
FULL}]

output-id: 0 00 IDO 10200
entry-id: 10000000100

0

gopoooboooobooooboo
gogggo

OUTPUT COOOOIDOOOOO0OOOO0OO0OOOOOOOOOOOOO

FILTER 0000000 O0OOOOO0OO0O00O00O0O0OOOOOFRFULLOO0OO0OO0OOOOOOOOOO0O0O0
goood

FULL 0000000000000 0O000OOFILTEROODOOOOOOOOOOOOOOOOOOOO

gooooooon

Manager > show log output

OD# Type Port Server Msg Zone Fmt Email Address ESQMP
PE NVS 0020 Default YY---
TE Memory 0200 Default YY---

Manager > show log output=temporary

Output Definition ............ Temporary

Enabled ......... ... .. ... ... Yes

72 T Memory

Max MEeSSATES « vttt vttt 200

Time ZONE .t vttt ittt e eeeeenn Not set

SECUTEe .. i ittt ittt ittt ee e Yes

OD# ooog ID

Type 0000 00 Memoryd NVSO Port RouterO Syslog D 0 0 0 O

Port DDDDDDDDDDDDDDDTypeDPortDDDDDDDD
ooooo CentreCOM AR570S 00 00O0O0ODOOO 2.9 | 395
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SHOW LOG OUTPUT

Server 000000 IPO0OD0O0OTypeO Router O SyslogO 0000000

Msg oo obooboboboboooobooooa

Zone O0000000DefautDGMTOUTCO-000O0MMOO0O0O0OOOO-23:59:59
0 +23:59:590

Fmt DDDDDDDDDDDDDDDDDDDDDDDDDFUHDSuml’nary

Email Address 00000000000000000TypeO Email 00000000

ESQMP ENABLEDOSECUREDQUEUEONLYOMAXQUEUESEVERITYIPASSWORD

000000000000 00ENABLEDD SECURED QUEUEONLY OO OO
YO YesUONO NoOO-0OOOUOOOOOMAXQUEUESEVERITY O 000
7O00000OOOOPASSWORDOO-OOOOOOOO*XO0OO0O0OOOOOO

0 53:

Output Definition

0000 IDO OO0 OPED PermanenttD TE (Temporary) 00 00O

Enabled

000000000 OEnabled O Disabled

Type

000000 Memoryd NVSO PortO RouterD Syslog D 00 0O O

IP Address (Server)

000000 IPO0OO0OOTypeO Router O SyslogO 0000000

Zone

0000000 DefaultOGMTOUTCONot set] O O O [11-23:59:590 +23:59:59
goooooooooo

Secure

goobogboboboboooog

Queue Only

goobooboobogooog

Max Messages

gobbobboboboooboboooobooobooboon

Filter # 0000000oooooooo0ooooooo0oooooooooooo
ODALLOO0O0O0000000000000000000000000 Process
0 Ignore 00000

Port 000000000000 00O0TypeO Port00OO0ODOODO

Format 0000000000000000000000000Full0 Summary

Email Address 00000000000000000TypeD Email 00000000

Password SRLPOOOO0OO0UO0O0O0OOO0OOOOOUOO0OOU0OOUONONE

goooooo

Max Queue Severity

00000000oo0ooooooooooooooooooooo7o000O

O54: FULLOODDOOOOOO

g
s J0000o0o0oooobogboooboo

SHOW LOG OUTPUT

s 00000100000000000O0
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SHOW LOG OUTPUT=1

SHOW LOG OUTPUT

s 0000010000000000000000000O00000000O0000

SHOW LOG OUTPUT=1 FULL

gogggo

ADD LOG OUTPUTO 126 D OO O
CREATE LOG OUTPUTO 1640 0 0O O
DELETE LOG OUTPUTO 191 00 00O
DESTROY LOG OUTPUTO 208 0 OO O
SET LOG OUTPUTO 3000 00O
SHOW LOG STATUSD 4020000

googo
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SHOW LOG QUEUE

SHOW LOG QUEUE

O00oooooooo /00

SHOW LOG QUEUE

goooboboooboogobooobooooboobbooboo

goodgoooon

Manager > show log gqueue

Queue RAM Messages NVS Messages Type

01 0000/0100 0000/0000 Syslog
02 000370100 0000/0000 Router
TE 0007/0200 0000/0000 Memory

Outstanding SRLP Messages (Sent but not acknowledged)

OD# Message ID Last Attempt Attempts Delay

02 1 979

02 2 979

02 979

Queue 0000 IDO10200 000 TEDO TEMPORARY PEO PERMANENTO

RAM Messages OO0 RAMOOOOOODOOODOO0OO0OODO0OO/RAMOOOOOOOOOOOOO
ad

NVS Messages OONVSOOOOOOOOOoOoOooooo/NvVsooooooooooooo
ad

Type 00000000000000Memoryd NVSO Port( Routert Syslog O O O
ad

OD# oooo ID

Message ID oooooIb

Last Attempt 000000000 00ooooooooo0ooooooon

Attempts goodooooooogod

Delay godddoooooobobooboooooo

0 55:
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googod

SHOW LOGO 388 0 O O O
SHOW LOG OUTPUTO 3950000
SHOW LOG STATUSO 4020000

goooo
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SHOW LOG RECEIVE

SHOW LOG RECEIVE

O00oooooooo /00

SHOW LOG RECEIVE[={ipadd|ANY}] [MASK=ipadd]

ipadd: IPOO000O0OO0DODOOO

g

goooboooobogbooboooog

gogggo

RECEIVE 000000 IPO0OOO0OOMASKOOUOOOOOOOOOOOOOOOOOOANYD 0.0.0.0
ogoooolpPoOoooogog

MASK RECEIVEOOOOOOUOOO0OO0O0O0O0OOOOOOOOOOOOOOORECEIVE=ANYOOO
RECEIVE=0.0000 0000000000

goodgoooon

Manager > show log receive

Type IP/Network Addr Netmask Protocol Password

Allow 192.168.1.1 255.255.255.255 OLD NEW ---

Type 000000000000 00000000000 Allowd 00 MReject] 000
IP/Network Addr 0OO0OO0O0000O0O0IPO0OO0OO0O0OAnyO0O0000IPOODOOOODO

Netmask IP/Network AddrO0 000000000

Protocol 00IP0O000O0000D0000DOO00O0O000O00OO0O0O0OLDONet Manage

Message Protocollll NEWO SRLPID SYSO syslogD 0 30000 O
Password SRLPOOO0O0000000O0O0O0OO0OOOO0
0 56:

ooooon

ADD LOG RECEIVED 128 0 0O O
DELETE LOG RECEIVEO 19200 00O
SET LOG RECEIVEO 3050 00O
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SHOW LOG STATUSO 4020000
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SHOW LOG STATUS

SHOW LOG STATUS

O00oooooooo /00

SHOW LOG STATUS

g

goooooogoboooooo

goodgoooon

Manager > show log status

Log System Status

Log Message Generation ............
Log Message Reception (via network)
Log Message Output ................
Local Time Offset (from UTC) ......

Number of Output Definitions ......

Log Module Status .................

Next Message ID ........iiiiiienenn.

.... Enabled
.... Enabled

. Enabled
.... Enabled

Log Module Status

gobogoogoo

Log Message Generation

gobogoogoo

Log Message Reception (via network)

gobogoogoo

Log Message Output

gobogoogoo

Local Time Offset (from UTC)

000000000000 UrCoooooo+23:59:59
0-23:59:5900-0 0000000

Next Message 1D

oooooooIb

Number of Output Definitions

goboooboogo

gogggo

DISABLE LOGO 214000 O

0 57:

DISABLE LOG GENERATIONO 2150000

DISABLE LOG OUTPUTO 216 DO OO
DISABLE LOG RECEPTIONO 2170 000
ENABLE LOGO 2440000

402 | CentreCOM AR570S 0000000000 2.9
613-000273 Rev.K

goood



ENABLE LOG GENERATIONO 2450000
ENABLE LOG OUTPUTO 246 0O OO
ENABLE LOG RECEPTIONO 247 000 O
SHOW LOGO 388 0 O O O
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SHOW MAIL

SHOW MAIL

O000oO0oo0oo0ooo /00o0oo0

SHOW MAIL

gooooooooooooooobooboboobbooboono

gooooooon

Manager > show mail
MAIL
Host Name ............ routerb. tw.mydomain.xxx
SMTP Server .......... not set
State ..., alive
Debug ................ disabled
Mails Sent ........... 4
Date/Time Id To Subject State Retries
5 11:11:15 0003 admin@is.mydomain.xxx Connect 0
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SHOW MAIL

Host Name OO0OO0OOOSETMAILOOOOOOOO

SMTP Server ooooo

State 0000000000 alivel OO0 OO DEAD - name server not set(l [
00 -DNSOOO OO DEAD - hostname notsettl OO0 -O0000000O
ad

Debug 000000000 enabledD O 0O O O disabledO

Mails Sent goddoooooooboooooo

Date/Time goddoooooooboooooo

Id OO0O0ooO IDODELETEMAILOOOOOOO0OOOOOOOOOOOOOOO
goood

To goooogoooo

Subject goooood

State DDDDDDDDDDDDDinitialDDDDDD]getMX—IPDMXDDDDD

OO0 get IPODNS OO DO M ConnectDO SMIPOODODOO TCPODOOO M
S-helad HELO 0000 OO O S-froni] MAIL FROM 000 OO O O OS-rept
ORCPTTO DO O0OODOOOMmMS-datald DATA 0000000 MIS-headerd O O
O00000000™SAile00000000000000OOMI S-bufferd 00
O000000000Slast0 0000000000000 00MMS-done 00O
0000000mS-quitDQUIT 000000000

Retries Oooooooooo
0 58:

goooono
DELETE MAILO 1930000
DISABLE MAIL DEBUGO 2180000
ENABLE MAIL DEBUGO 248 00 OO
MAILO2750000

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9

613-000273 Rev.K

405



SHOW MANAGER ASYN

SHOW MANAGER ASYN

00000000000 /0000000

SHOW MANAGER ASYN

0o

gooooobooobobooobooooboooboobboobogboobboobDboooboobbo

gooooooon

Manager > show manager asyn

No manager port is defined.

goooon

LOGINO 2730000
SETASYND OOOOOoooooosooooo
SET MANAGER ASYNO 3090 00O
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SHOW NTP

SHOW NTP

O0000000oooo /NTP

SHOW NTP

NTPOOOOOOOOOOO

goodgoooon

Manager > show ntp

Configured Peer

172.16.28.1

Counters

Packets Sent
Packets Received

Packets w/ head error :

Packets w/ data error :

Status : ENABLED

Host Address : 172.16.28.169

UTC offset : +09:00:00 (JST)

Last Updated : 11:19:38 on 03-Jul-2001
Last Delta : +0.94

0000000002
0000000002
0000000000
0000000000

Status NTPO OO O OO0 OOENABLED O DISABLEDDO
Host Address NTPOOOOOO IPOOOO

UTC offset oooooouTCcoooooooog
LastUpdated NTPOOOOOOOOODOOOOO

Last Delta goboooobooobooooobooao

Configured Peer

NTPOOOOO IPOOOO

Packets Sent

OO0 NTPOOOODO

Packets Received

OO0 NTPOOOOO

Packets w/ head error

googo

OO0 NTPOOOUOOOUOOUOODOUOODOOOOOOOOQ

CentreCOM AR570S 0 0000000O00O0O 2.9
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Packets w/ data error OO0NTPOOOOOOOODOODOOOOOODOODOOO

0 59:

googod

ADD NTPPEERO 1300000
SET NTP UTCOFFSETO 3100000
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SHOW NVS

00000000000 /0000000000000

SHOW NVS [BLOCK=block-id [INDEX=index]]

block-id: 0000 IDO16 000
index: J 0000000000160 00

g

NVSOOOooooooooooooooooooooooog

gogggo

BLOCK 0OO0OOO ID
INDEX 0O0O0OO0O0OO0O0OO0OOo

goodgoooon

Manager > show nvs
Block Index Size Creation Creator Block
D (bytes) Date ID Address
0000001a 00000003 0000001a 09-Apr-2001 00000012 ££fe00200
00000032 00000002 00000050 09-Apr-2001 00000022 ££fe00400
00000038 00000000 00000000 **—***_%**x* (0000021 ££e00000
00000043 00000001 0000004 05-Jul-2001 00000029 £ffe02c00
00000043 00000002 00000f78 05-Jul-2001 00000029 £ffe04200
00000043 00000003 00000058 05-Jul-2001 00000029 £ffe05400
00000045 000003fc 00000de4 05-Jul-2001 00000026 £ffe0l1lc00
00000045 000003fd 00000024 05-Jul-2001 00000026 ffe0l1lalO

Block ID ooooIbolend

Index 000ooO0oooooglend

Size (bytes) ooooooooooo™lenn

Creation Date oooooooom+=*=*=*QQopooo0oooooooooooo

Creator ID oooooooooooooogIb

Block Address oooooooo

googno
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googod

CLEARNVSTOTALLYO 156 0O OO
SHOW NVSFREEO 4110000
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SHOW NVS FREE

SHOW NVS FREE

00000000000 /OoooOoooooooooo

SHOW NVS FREE

g

NvSOOoOooOooooooooooooooooo

googogooog

Manager > show nvs free

Number of free sectors 232
Number of bytes in free sectors 114144

googod

CLEARNVSTOTALLYO 156 0O OO
SHOW NVSO409 0000

ooooo CentreCOM AR570S 0000000000 2.9 | 411
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SHOW PATCH

SHOW PATCH
DDODDD00000 /000000

SHOW PATCH

g

gopooobooooboogooboo

goodgoooon

Manager > show patch

Patch files

Name Device Size Version
55271-01.paz flash 8564 2.7-1
Name oooooooa
Device godoooooooooouooooooo
Size gooooooooooooooo
Version go0ooooooooooo
0 61:
goooono

DESTROY PATCHO 2090000
LOADO271 0000
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SHOW PORTAUTH

SHOW PORTAUTH

O000oO0oo0oo0ooo /00o0oo0

SHOW PORTAUTH [={8021X|MACBASED}]

O0000000s01XoooMACOOODOOODOOOOODoOOoOoOoooooooo

gogggo

PORTAUTH 00000000O8021XO802.1X0O0OMMACBASEDODMACOODOODOOOOOOOOO

0000 8IXooooooo

goodgoooon

Manager > show portauth=8021x

802.1x System

SystemAuthControl............ ENABLED

Global Username.............. portAuthPortAuth
Global Password.............. portAuthPortAuth
Global Encryption Method..... OTP

Global Encryption Type....... MD5

Number of Multi Supplicants.. 4 (limit 480)

Port PAE Capabilities Protocol Version
ethO None 1

ethl None 1

portl Supplicant 1

port2 Authenticator 1

port3 Both 1

portd None 1 1

Manager > show portauth=macbased

MAC Based Authentication System

SystemAuthControl............ ENABLED
Number of Supplicants......... 4 (limit 480)
Port PAE Capabilities Protocol Version
ogoooo CentreCOM AR570S 0000000000 2.9
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SHOW PORTAUTH

ethO None 1

ethl None 1

portl Supplicant 1

port2 Authenticator 1

port3 Both 1

portd None 1
SystemAuthControl 8021X0000000000

Global Username

Supplicant 0 0000000 Supplicant 000000000000
goooooooooboboooooboboobooobobuoooa
Joooobooooooboooooobooooobobuoooa
godoouoooooog

Global Password

Supplicant 0 0000000 Supplicant 000000000000
Joooobooooooboooooooboobooobobuoooa
Joooobooooooboooooobooooobobuoooa
godoouoooooog

Global Encryption Method

Supplicant 000000000000 0OStandard0OTP O 00O
0

Global Encryption Type

Supplicant 0000000000000 OTPOOOODOOOO
OoooooooooooooooooooMDb4oMDsOOoonO

Number of Multi Supplicants

Supplicant 0 D00 0000000000000 O0O000O Supplicant
ogoooo

Port

gooooogooboooooooog

PAE Capabilities

8021X0000OO00000O0O00DOOOOO Authenticatord Sup-
plicant0 BothO None DO 00O O

Protocol Version

EAPOLOOOOOOOOOO

0 62: PORTAUTH=8021X 1O 00O

SystemAuthControl

MACOOOODOOOOOOOOO

Number of Multi Supplicants

Supplicant 0 D00 0000000000000 O0O000O Supplicant
ogoooo

Port

gooooogooboooooooog

PAE Capabilities

go0o0o0ooOoooOoooo MACOOOoooooooo

gogggo

0 63: PORTAUTH=MACBASED 0 0

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O
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ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORTO 313000 O

SET PORTAUTH PORT SUPPLICANTMACO 3170000
SHOW PORTAUTH COUNTERO 416 0 00O O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 0O O

SHOW PORTAUTH

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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SHOW PORTAUTH COUNTER

SHOW PORTAUTH COUNTER

O000oO0oo0oo0ooo /00o0oo0

SHOW PORTAUTH[=8021X] COUNTER PORT={eth-port|port-list|ALL}

eth-port: ETHOODODOOODODOOeth0DDOOOOD
port-list: 1000000000100 0000000000DOOOODOOOO)

g

000000 8021XOOOOOODOoooOoOoo
gogggo

PORTAUTH 0000000000 OOOO0O 8021X0802.1XO0UOOOOOOOOOO 8021XO OO
goooobooooooboooooo
PORT OO0

gooooooon

Manager > show portauth counter port=3
802.1X Counters

port3
PAE TV i ittt et e eeeeeee e Authenticator
Last EAPOL Frame Version.... 1
Last EAPOL Frame Source..... 00-00-e2-59-56-48
Receive Transmit
EAPOL FramesS.......uoueeeeeo. 32 EAPOL FramesS............... 122
EAPOL Start Frames......... 0 EAP Reqg/Id Frames.......... 70
EAPOL Logoff Frames........ 0 EAP Request Frames......... 3
EAP Resp/Id Frames......... 29

EAP Response Frames........
EAP Length Error Frames....
Invalid EAPOL Frames.......

Manager > show portauth counter port=4
802.1X Counters

Authenticator - Attached Supplicant(s)
Last EAPOL Frame Source..... 00-00-£f4-95-30-6a
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MAC AdAresSS. v v v v v v teeeennnn

Last EAPOL Frame Version....

Receive

EAPOL Frames..........

EAPOL Start Frames....
EAPOL Logoff Frames...
EAP Resp/Id Frames....

EAP Response Frames...

00-00-e2-59-56-48

Transmit

EAP Length Error Frames....

Invalid EAPOL Frames..

MAC AdAresSS. v v v v v v ieeeennnn

Last EAPOL Frame Version....

Receive

EAPOL Frames..........

EAPOL Start Frames....
EAPOL Logoff Frames...
EAP Resp/Id Frames....

EAP Response Frames...

Transmit

EAP Length Error Frames....

Invalid EAPOL Frames..
Supplicant
Last EAPOL Frame Version....

Last EAPOL Frame Source.....

Receive

EAPOL Frames.............

EAP Req/Id Frames........
EAP Request Frames.......
Invalid EAPOL Frames.....

EAP Length Error Frames....

ff-ff-ff-ff-ff-ff

Transmit
EAPOL
EAPOL
EAPOL

Frames

o O O O O

EAPOL Frames............o...
EAP Req/Id Frames..........
EAP Request Frames.........

EAPOL Frames...............
EAP Reqg/Id Frames..........
EAP Request Frames.........

Start Frames.........
Logoff Frames........
EAP Resp/Id Frames.........

EAP Response Frames........

SHOW PORTAUTH COUNTER

O O O W Ww

Interface

gooooooobooboboooog

PAE Type

802.1X 000000000000 ODOOOO Authenticatord

Supplicant0 Both 000 00O

Authenticator 00O Q0O O

Last EAPOL Frame Version

0000000 EAPOLOOOOOOOOOO

MAC Address

000000000000 Supplicantd MACOOODO

Last EAPOL Frame Source

0000000 EAPOLOOOOOOOO MACOOOO

EAPOL Frames(Receive)

EAPOLOOOOOOOOO

EAPOL Start Frames(Receive)

EAPOL-Start 0 0O O OO OO

EAPOL Logoff Frames(Receive)

googo

EAPOL-Logoff 00 DO OOOO
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SHOW PORTAUTH COUNTER

EAP Resp/Id Frames(Receive)

EAP-Response/Identity 00000000

EAP Response Frames(Receive)

EAP-Response 00000000

EAP Length Error Frames(Receive)

0000 EAPOO0OOOO0OD0O0OLength 0000000000
gooogog

Invalid EAPOL Frames(Receive)

0000 EAPOLOOOOO0OO0OOType00D0O0OOODOO
gooooobood

EAPOL Frames(Transmit)

EAPOLOOOOOOOOO

EAP Req/Id Frames(Transmit)

EAPOL-Request/Identity 00 000000

EAP Request Frames(Transmit)

EAP-Request 0 000 000D

Supplicant 0 00000

EAPOL Frames(Receive)

EAPOLOOOOOOOO

EAP Req/Id Frames(Receive)

EAPOL-Request/Identity 00 000000

EAP Request Frames(Receive)

EAP-Request 0 0000000

Invalid EAPOL Frames(Receive)

0000 EAPOLOOOOOOOOType00D0O0OOODOO
gooooobood

EAP Length Error Frames(Receive)

0000 EAPOO0OOOO0OD0O0OLengthDOO0000D0O0O0O
gooogog

EAPOL Frames(Transmit)

EAPOLOOOOOOOOO

EAPOL Start Frames(Transmit)

EAPOL-Start 0 0O O OO OO

EAPOL Logoff Frames(Transmit)

EAPOL-Logoff 00D OOODO

EAP Resp/Id Frames(Transmit)

EAP-Response/Identity 00000000

EAP Response Frames(Transmit)

EAP-Response 00000000

gogggo

0 64:

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O

ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH PORTO 4190000
SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 0O O
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SHOW PORTAUTH PORT

SHOW PORTAUTH PORT

O000oO0oo0oo0ooo /00o0oo0

SHOW PORTAUTH [={8021X|MACBASED}] PORT={eth-port|port-list|ALL}

eth-port: ETHOODODOOODODOOeth0DDOOOOD

port-list: 1000000000100 0000000000DOOOODOOOO)

g

000000000000 0ooooOos1IXoooMACOODOODODOooooooooo

gogggo

PORTAUTH 00000000O8021XO802.1X0O0OMMACBASEDOMACOODOODOOOOOOOOO

0000 8IXooooooo
PORT OO0

gooooooon

Manager > show portauth=8021x port=1

802.1X Configuration

Interface: portl

PAE TYDPC. v vt vt eeeeenn. Authenticator
Authenticator PAE State.......
Port Status........... ... .. ...
Backend Authenticator State...
AuthControlPortControl........
quietPeriod...................
txPeriod..... ..o

suppTimeout...........uvuuun..

serverTimeout.................

reAuthEnabled.................
piggyBack....... . ...
keyTransmissionEnabled........

adminControlledDirections.....

googno

AUTHENTICATED
authorised
IDLE

(not supported)
(not supported)
(VLAN ID=0)

CentreCOM AR570S 0 0000000O00O0O 2.9
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SHOW PORTAUTH PORT

Manager > show portauth=8021x port=3

802.1X Configuration

Interface: port3

Multi-Supplicant Authenticator
Default Settings

AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod. ... ... ..o 30
suppTimeout....... ... 30
serverTimeout................. 30
MAXRET . v v e v vt et e et et e e 2
reAuthMax.......... .. .. ... 2
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan. .......c.ououueunnn.. On

L= @ TP None
mibReset........ ... .. ... ... Enabled
vlanAssignment................ Enabled

Attached Supplicant (s)

MAC AdAreSS. .« vt v v v viie e 00-00-e2-59-56-48
Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod...... ..o 30
suppTimeout..........ouiuuun.. 30
serverTimeout................. 30
MAXREQ . v v e v vt et e et et e e 2
reAuthMax.......... .. .. .. 2
reAuthPeriod.................. 3600
reAuthEnabled................. False
keyTransmissionEnabled........ False (not supported)
operControlledDirections...... False (not supported)
secureVlan. .......c.oououunnn.. On
L= @ TP None
mibReset........ ... .. ... ... Enabled
vlanAssignment................ Disabled

Manager > show portauth=macbased port=eth0

MAC Based Authentication Configuration

Interface: eth0

PAE Status............... Enabled
Number of Supplicants.... 1
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Default Settings

Attached Supplicant (s)

AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan........c.oeuunnn... On

Erap . e o e e e e e e None
mibReset.......... ... ... .. Enabled
vlanAssignment................ Enabled

MAC AdAressS. .....uoviiiuinnnen.. 00-00-£f4-42-01-6b

SHOW PORTAUTH PORT

Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan........c.oeuuiunnn.. On
L= @ T None
mibReset........ ... .. ... ... Enabled
vlanAssignment................ Enabled
Interface godooboooooooooooo

PAE Type

8021X000000000000000ODO0O AuthenticatorOSuppli-
cantOBoth O OO OO

Authenticator 00O 0O O

MAC Address

Supplicant 0 MACO DO OO

Authenticator PAE State

Authenticator 0 0 O 0O O O OINITIALISEO O O O 00 DISCON-
NECTED 0O 0 0 MCONNECTIN® 0 O O MAUTHENTICATING
0000 MM AUTHENTICATEDO O 0O 0O O I ABORTINGO O O O
OU0MMHELDO OO0 MmMFORCEAUTHIO O ODODOUOOUOOOO I
FORCEUNAUTHM OUOOODOOOOOoOOOoOooOo

Port Status

0000000 unauthorisedD 00 0O OO authorisedO OO OO0

Backend Authenticator State

00000000 IDLE O00 OMMINITIALISE O O O MRESPONSE
O Supplicant 000 00O MREQUESTO OO0 ODOO0O0OOOM
SUCCESSO OO O UOMmMFAILO OO OO TIMEOUTO O O OOO
oooooog

AuthControlPortControl

googo

000000000000 nDAutoc0 000 ooooooooooog
O M forceUnauthorisedd 0 0O O O O O [ forceAuthorisedd O O O
gooOoooooog
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SHOW PORTAUTH PORT

quietPeriod O00000Supplicant 0 0000000000000

txPeriod Supplicant 0 EAPOLO0OO0000000000000

suppTimeout Supplicant O EAP-Request 00 00 O 0O O Supplicant 0 00 OO
gooooooo

serverTimeout RADIUSOODO0OO Access-Request 0 00000 O0RADIUSO O
gooooooobooboboo

maxReq Supplicant 0 000 EAPOL-Request 0 DD 00000000

reAuthMax 00000000 EAPOL-Request 00000000000

reAuthPeriod Supplicant 0 0000000000

reAuthEnabled ooooooooo

piggyBack Single-Supplicant D 000000000000 000 Supplicant
goooboobooobooboboooooboobooboobobooooon

keyTransmissionEnabled ooooo

adminControlledDirections ooooo

secureVlan 000000 VLANOOOD20000000000 Supplicant O
00 VLANOOOOOOOO0OOOO Supplicant000000000O
goooboooobooboobo

trap O000oooOooooOoSNMPOOOOOOOOOOOOODOOOO
goooooooooobogo

mibReset 00 Supplicant 00 0000000000000

vlanAssignment 0oooooo VLANODOOOO

Supplicant 0 00000

heldPeriod 000000 Authenticator 00 000000000000

authPeriod Authenticator 0 EAP-Response 00 0000000 OO Authenti-
catorUO0O0O0O0OOOOOODOO

startPeriod Authenticator 0 EAPOL-Start 0 0 0000000000000

maxStart EAPOL-Start 0 0 D 00000 00O OSupplicant 0 000 O

EAPOL-Start 0 0 000 MAXSTARTOOOOOOOOOOOO
00 Authenticator 0 00 0000000000000 0O0OOO0OO
ERN

Supplicant PAE State

Supplicant O O O 0 0 O O Authorised O Unauthorised 0 0 00O

0 65: PORTAUTH=8021X 0O 00O
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SHOW PORTAUTH PORT

Interface goooooobooobooboboooo

PAE Status 0oooooooooooo MACOOOOOOOOOOO
Number of Supplicants MAC 00O Supplicant OO

MAC Address Supplicant 0 MAC OO OO

Authenticator PAE State Authenticator 0 0 0O O 0O 0O OINITIALISEO 0O O 0 00 DISCON-

NECTED 0 0 0 MCONNECTING 0O O O MAUTHENTICATING

0000 mMAUTHENTICATEDO O O O O M ABORTINGO O O O

OO0 MHELDOD OO O M FORCEAUTHM OO ooOoooooom

FORCEUNAUTHM O OOOOOOooooooooo

Port Status 0000000 unauthorisedD OO0 0O OO authorisedD OO OO0

Backend Authenticator State OO0OO0OOO0OOIDLE OO0 OOINITIALISE O 0O O (RESPONSE
DSupplicantDDDDDDD]REQUESTDDDDDDDDDDDDD]

SUCCESSO OO O UOMmMFAILO OO OO TIMEOUTO O O OOO
ooooooog

AuthControlPortControl 000000000000 DAutoc0 000 ooooooooooog
O M forceUnauthorisedd 0 0O O O O O [ forceAuthorisedd O O O
gooOoooooog

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD
reAuthPeriod Supplicant 0 0000000000

reAuthEnabled ooooooooo

secureVlan 000000 VLANOOOD20000000000 Supplicant O

00 VLANOOOOOOOO0OOOO Supplicant000000000
gooooboooooooog

trap O00o00oo0oooo0oOoSNMPOOOOODOOOODOOOOODOOO
googoooooooobogo

mibReset 00 Supplicant 00 0000000000000

vlanAssignment 0oooooo VLANODOOOO

0 66: PORTAUTH=MACBASED 0 0 [

gogggo

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORTO 313000 O

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 0 00O O

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 0O O
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SHOW PORTAUTH PORT MULTISUPPLICANT

SHOW PORTAUTH PORT MULTISUPPLICANT

O000oO0oo0oo0ooo /00o0oo0

SHOW PORTAUTH [={8021X|MACBASED}] MULTISUPPLICANT PORT={eth-port|ALL}
[SUPPLICANTMAC=macadd]

eth-port:ETHl:ll:lI:IDI]I]I]I]I]I]ethOI:II:II:II:II:II:II:I
macadd: MAC 0 0 0 O O xx-XX-XX-xx-xx-xx 0 0 00

g

802.1X Multi-Supplicant 00 0000 0000 Authenticator 0D 000D O0OOMACOOOOOOOO
000000000000 /0000000 Supplicant0 00000000

gogggo

PORTAUTH 00000000O08021X0802.1X 00 MMACBASEDOMACOOOODOOOOOOOO
0000 8IXooooooo

PORT 0OOO

SUPPLICANTMAC Supplicant 0 MACO OO O

gooooooon

Manager > show portauth multisupplicant port=eth0

802.1X Multi-Supplicant Configuration

Interface: ethO

Multi-Supplicant Authenticator
Number of Multi Supplicants........... 1
Default Settings
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod..... ..o 30
suppTimeout...........uvuuun.. 30
serverTimeout................. 30
MAXREQ . v v v v et et e et et e e 2
reAuthMax.......... .. .. ... 2
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan. .......c.ououueunnn.. On
L= @ TP None
mibReset........ ... .. ... ... Enabled
vlanAssignment................ Enabled
Attached Supplicant (s)
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SHOW PORTAUTH PORT MULTISUPPLICANT

MAC AdAreSS .« vt v i v ittt et 00-00-f4-95-30-6a
Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod...... ..o 30
suppTimeout........ ... 30
serverTimeout................. 30
MAXREQ . v v e e et et e et et e e 2
reAuthMax.......... .. .. . ... 2
reAuthPeriod.................. 1800
reAuthEnabled................. True
keyTransmissionEnabled........ False (not supported)
adminControlledDirections..... Both (not supported)
secureVlan. .......c.ououuevunnn.. On
L= @ TP None
mibReset........ ... .. ... .. ... Enabled
vlanAssignment................ Enabled

Manager > show portauth=macbased multisupplicant port=eth0

MAC Based Authentication Configuration

Interface: eth0

PAE Status............... Enabled

Number of Supplicants.... 1

Default Settings
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan........c.oeuuiuunnn.. On
L= @ T None
mibReset.......... ... ... . ... Enabled
vlanAssignment................ Enabled

Attached Supplicant (s)

MAC AdAresSsS. .. cuveiinenennnn. 00-00-f4-22-33-44
Authenticator PAE State....... INITIALISE
Port Status............. .. ..., unauthorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan........c.oeuuiunnn.. On
=Y o TP Both
mibReset........ ... .. ... ... Enabled
vlanAssignment................ Enabled
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SHOW PORTAUTH PORT MULTISUPPLICANT

Default Settings

00000000000 Supplicant 000000000000

Attached Supplicant(s)

00000000 Supplicant 000000000000 0000ODO
0000000000000 Supplicant0000 0

Authenticator PAE State

Authenticator 0 O O O O O OINITIALISED O O O 0O DISCON-
NECTEID O O 0O MCONNECTING 0O O O MAUTHENTICATING

0000 mMAUTHENTICATEDO O O O O M ABORTINGO O O O

OO0 MHELDOD OO O M FORCEAUTHM OO ooOoooooom
FORCEUNAUTHM OOoOOOOooooooooo

Port Status

0000000 unauthorisedD OO0 0O OO authorisedO OO OO0

Backend Authenticator State

O0000000IDLE OO0 0O INITIALISE! O O O MRESPONSE

O Supplicant 000 00O MREQUESTO OO0 ODOO0O0OOOM

SUCCESSO O OO UOMmMFAILO OO OO TIMEOUTO O O OOO
ooooooog

AuthControlPortControl

000000000000 nDAutoc0 000 ooooooooooog
0O M forceUnauthorisedd 0 0O O O O O [ forceAuthorisedd O O O
gooOoooooog

quietPeriod O00000Supplicant 0 0000000000000

txPeriod Supplicant 0 EAPOLO0OO0000000000000

suppTimeout Supplicant O EAP-Request 00 00 O 0O O Supplicant 0 00 OO
gooooooo

serverTimeout RADIUSOODO0OO Access-Request 0 00000 0RADIUSO 0O
gooooboooobooboobooo

maxReq Supplicant 0 000 EAPOL-Request 0 DD 00000000

reAuthMax 00000000 EAPOL-Request 00000000000

reAuthPeriod Supplicant 0 0000000000

reAuthEnabled ooooooooo

keyTransmissionEnabled ooooo

adminControlledDirections ooooo

secureVlan 000000 VLANOOOD20000000000 Supplicant O
00 VLANOOOOOOOO0OOOO Supplicant000000000O
goooboooobooboobo

trap O000oooOooooOoSNMPOOOOOOOOOOOOODOOOO
goooooooooobogo

mibReset 00 Supplicant 00 0000000000000

vlanAssignment 0oooooo VLANODOOOO

0 67: PORTAUTH=8021X 1O 00O

Default Settings

00000000000 Supplicant 000000000000

Attached Supplicant(s)

CentreCOM AR570S 0000000000 2.9
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00000000 Supplicant 000000000000 0000ODO
0000000000000 Supplicant0000 0

goood



SHOW PORTAUTH PORT MULTISUPPLICANT

Authenticator PAE State Authenticator 0 O 0O 0O O O OINITIALISEO O O O 00 DISCON-
NECTEID 00 0 MCONNECTING 0 0 0 MAUTHENTICATING
0000 AUTHENTICATEDO O 0O O O 0 ABORTINGO O O O
OUOMMHELDO OO0 MmMFORCEAUTHO OO ODOUOOUOOOO I
FORCEUNAUTHM OUOOODOOOOOoOOOOooOo
Port Status 000000 0unauthorisedd 000 00O authorisedOD OO0 00 O
Backend Authenticator State OO00000OOIDLE 00O O MINITIALISE O 0O O (TRESPONSE
DSupplicantDDDDDDD]REQUESTDDDDDDDDDDDDD]
SUCCESSO O OO0OUOMMFAILOO O OO MM TIMEOUTO O OO OO
ogoooooo
AuthControlPortControl 00000000000 Auwc 00 0000000000000
0 [ forceUnauthorisedd O 0 O 0 O O (D forceAuthorisedd O 0O O
ogooooooooao

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD
reAuthPeriod Supplicant 0 0000000000

reAuthEnabled ooooooooo

secureVlan 000000 VLANOOOD20000000000 Supplicant O

00 VLANOOOOOOOO0OOOO Supplicant000000000
gooooboooooooog

trap O00o00ooooo0oOoSNMPOOOOODOOOODOOOOODOOO
goooooooooobogo

mibReset 00 Supplicant 00 0000000000000

vlanAssignment 0ooooo VLANODOOOO

0 68: PORTAUTH=MACBASED 0 0 [

googgg

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 0 00O O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH TIMERO 428 0 0 0O O

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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SHOW PORTAUTH TIMER

SHOW PORTAUTH TIMER

00000000000 /O0O0oDOoO0OO
SHOW PORTAUTH [={8021X|MACBASED}] TIMER PORT={eth-port|port-list|ALL}

eth-port: ETHOODODOOODODOOeth0DDOOOOD
port-list: 1000000000100 0000000000DOOOODOOOO)

g

O0000o0o0oooooooooos21Xooooo MACOODOODOODoOOoOoOooooooooooo
goooo

gogggo

PORTAUTH 000000 0O0O8021XH802.1X U0 MMMACBASEDOMACOOODOOOOOOOOOO
0000 8IXooooooo
PORT OO0

goodgoooon

Manager > show portauth=8021x timer port=3
802.1X Timers

Interface: port3 PAE TYPE . vttt i eeeeeeenn Both
Authenticator
aWhile quietWhile reAuthWhen txWhen
00 00000 00048 00000
Supplicant
authwhile heldwhile startWhen
00 00000 20

Manager > show portauth=8021x timer port=4
802.1X Timers

Interface: port4 PAE TYPC. vt vt v vt ee e Both

Attached Supplicant: 00-00-e2-59-56-48
aWhile quietWhile reAuthWhen txWhen
00 00000 00000 00000

Attached Supplicant: 00-00-f4-95-30-6a
aWhile quietWhile reAuthWhen txWhen

428 | CentreCOM AR570S 0000000000 2.9 oooog
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SHOW PORTAUTH TIMER

00 00000 00000 00000
Supplicant

authWhile heldwhile startWhen

00 00000 26

Manager > show portauth=macbased timer port=ethO

MAC Based Authentication Timers

Interface: eth0

Supplicant quietWhile reAuthWhen
00-00-f4-42-01-6b 00000 00000
Interface gooooooooooooooono
PAE Type 8021X00000000000000000 AuthenticatorOSupplicantd

BothOOGOGOO

Authenticator 0 0 00O

aWhile Supplicant 0 EAP-Request 0 00 000 OSupplicant 0000000
000000 000RADIUSOODO OO Access-Request 0 00 0O
OOORADIUSOOOOOOOOOOOOOOOOmMmOOOOOOO
SUPPTIMEOUT O OOOOOOODOOOOOODOO SERVERTIMEOUT
ooooooooodd

quietWhile O000O0O0Supplicant 00 0000000000000 000ODO0OOO
QUIETPERIOD OO OOOOOOOOODOOOO

reAuthWhen Supplicant 000000000000 D0O00MMREAUTHPERIOD OO
gbooooooooooo

txWhen Supplicant 0 EAPOLO 00000000000 000OO0ODOMITX-

PERIOD OO OOOOOOOOOOOOO
Supplicant 00000

authWhile Authenticator 0 EAP-Response 0 00 00000 OO O Authenticator
000000000000 mAUTHPERIOD OO OOoOoOOoOooooo
good

heldWhile O000000Authenticator 0000 0000000000000 00OOOO
HELDPERIOD D OO0 OO0O0OOOOOoOoOOO

startWhen Authenticator 0 EAPOL-Start 0 00000 000000000000M

STARTPERIOD OO 0OO0OOOOOOOOOOO

0 69: PORTAUTH=8021X 10 00O

Interface ooooooooooooooooo
Supplicant MAC 000 Supplicant0 MACOOODO
ooooo CentreCOM AR570S 00 DO0OO0DO0O 2.9
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SHOW PORTAUTH TIMER

quietWhile O00000Supplicant0 000000000000 000000O000OQUI-
ETPERIOD O OO0O00OOOOOOOOOO
reAuthWhen Supplicant 0 00 000000000000 REAUTHPERIODOOOOOO

gobooboogo

0 70: PORTAUTH=MACBASE 0 OO

googgg

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 0 00O O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
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SHOW RADIUS

SHOW RADIUS

00000000000 /000000

SHOW RADIUS

0000000 RADIUSO Remote Authentication Dial In User ServerD OO0 00O 0OO0OOO0ODOO

goodgoooon

Manager > show radius

RADIUS Server Parameters

Server Retransmit Count....... 3

Server Timeout................ 6 sec

Server Dead Time.............. 5 min

Server Port AccPort Locallnterface Radius Accounting
Status Status

192.168.10.10 1645 1646 Not set Alive Alive

172.28.28.10 1645 1646 DNot set Dead (49sec) Alive

Server Retransmit Count RADIUSOOOO0OOO0OOO0OOOO

Server Timeout RADIUSOOOOOOOUOOUOOUOOOUOOO

Server Dead Time RADIUSOOOOOO0OOOOOOOOOL + Server Retransmit Count
Jododooobooboboboboobooooooooooooon
gdddooooooobooboooo

Server RADIUSOOOOO IPOOOO

Port godooooooood

AccPort Jjdddooooooooobooog

Secret RADIUSOOOO0OOOO0OO0OO0O0OOO0O0OO0O0OOOOOOOOOOOOO
good

Locallnterface RADIUSOOOOOODOOOOOOOOOOOIPODOOOOOOOO
OlocalXOOOOXOOOOO IPOOODOOODOOOOO1015M

Radius Status O000000000AliveDODOOOMDead0 O O0OOOOOOOOO

Dead 0000000000 ODOOOOOOOOOODOOOODOO
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SHOW RADIUS

Accounting Status 0000000000000 00O0AlivedOOOOMMDeadoOOO0O0O
O00O00O0ODead D000O0O0OCOO0OOOOOOODOOODOOOOO
ooag

0 71:
goooono

ADD RADIUS SERVERO 1310 00O
DELETE RADIUS SERVERO 196 0 0 0 O
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SHOW RELEASE

SHOW RELEASE
DDODDD00000 /000000

SHOW RELEASE

g

gobooobogoooobooooboobboobboon

goodgoooon

Manager > show release
Release Licence Period
55292-00.rez full -
Release go0oooooooooooa
Licence O00oo0oooooooofd@oocoooooooooooon
Period gd0oooooooooooooooa
0 72:
ooooon

DISABLE RELEASE0 223 0000
ENABLE RELEASE0 256 0 O O O

ooooo CentreCOM AR570S 0000000000 2.9 433
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SHOW SCRIPT

SHOW SCRIPT

O000oO0oo0oo0ooo /00o0oo0

SHOW SCRIPT[=filename]

filename: 0000000000 .scp O.cfgd

g

goooobooooooobooooboobbobbooboobobooobooo
gogggo

SCRIPT 0O0O0O0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOUOODOUOODOOO
goooobogo

goodgoooon

434 | CentreCOMAR570S 0000000000 2.9
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Manager > show script

Configuration Scripts:

Filename Device Size Created Locks
bekopstn.cfg flash 3234 10-Jun-2001 14:25:25 0
boot.cfg flash 357 11-Jan-2001 10:39:26 0
ipsec.cfg flash 5349 03-0ct-2001 14:07:32 0
ipsecl2t.cfg flash 5723 03-0ct-2001 19:16:16 0
ipsecudp.cfg flash 5654 03-0ct-2001 17:33:02 0
ipv6.cfg flash 4525 03-0ct-2001 16:45:18 0
ipvébad.cfg flash 4210 22-Jun-2001 01:43:07 0
rsasig.cfg flash 5615 04-0ct-2001 20:22:27 0
wak0712.cfg flash 3906 12-Jul-2001 21:45:12 0
wakadsl.cfg flash 3571 20-Jun-2001 22:03:23 0
wakadsl2.cfg flash 3896 30-Jun-2001 23:46:05 0
wakadsl3.cfg flash 3764 30-Jun-2001 12:00:51 0
wakpstn.cfg flash 3429 18-Jun-2001 00:57:53 0
General Scripts:

Filename Device Size Created Locks
doreset.scp flash 48 02-0ct-2001 14:00:54
sendmail.scp flash 30 22-Jul-2001 11:08:35

goood




SHOW SCRIPT

Manager > show script=sendmail.scp

File : sendmail.scp

l:mail to=%1 sub=%2 message=%3

Filename ooooooooog
Device 0000000000000 0000Onvs O flash
Size gooooooooooo
Created ooooooog
Locks gooooooooooooooono
0 73:
o

] J000go0ooooooooogbooobooooo

SHOW SCRIPT

lDDDDDDDDDDmyscript.schDDDDDDDDD

SHOW SCRIPT=myscript.scp

gogggo

ACTIVATE SCRIPTO 1200000
ADD SCRIPTO 1330000
DEACTIVATE SCRIPTO 186 0 O O O
DELETE SCRIPTO 1970000

SET SCRIPTO 3230000
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SHOW SESSIONS

SHOW SESSIONS

00000000000 /000O000o0oo0

SHOW SESSIONS

0o

O000000000000000000000000Telnet00O0 000000000 500000000
0000000000 TelnetOOOODOOOOO

0000000000000P00000TELNET ipaddo O O 00 TELNET hostnameTInot connected
gooooooboobobooooooooon

gooooooon

SecOff > show session

Session information for Asyn 0

connected to 192.168.10.103

not connected

session
session
session not connected

session not connected

U W N

session not connected

goooon

DISCONNECTO 2350000
RECONNECTO 2850000
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SHOW SNMP

SHOW SNMP

00000000000 /SNMP

SHOW SNMP

SNMPOOOOOOOOOOOOOO

goodgoooon

Manager > show snmp

SNMP configuration:

googno

Status ... Enabled
Authentication failure traps Enabled
Local Interface SNMPvl .......... Not Set
Local Interface SNMPvV2 .......... Not Set
Local Interface SNMPV3 .......... Not Set
CommMUNIEY + .ttt it e e public

ACCESS v ittt ittt et e e e e e read-only

Status ... ... e Enabled

TrADS t et ettt et e e e e Enabled

OPEN ACCESS vttt vttt te e e No

SNMPv3 engine information:

snmpEngineID ......... i 800000c£f030000cd123456

snmpEngineBoots ............... 6

snmpEngineTime ................ 1388

SNMP counters:

inPkts ... i 15006 outPkts ..... ... ... i, 15006
inBadVersions .........oiiine.o... 0 OULTOOBIgS + v vttt et i et e e e e en 0
inBadCommunityNames ............. 0 outNoSuchNames ..........oouuun.. 0
inBadCommunityUses .............. 0 outBadvValues . ........uiuennn.. 0
inASNParseErrs ..........c.ouuue.. 6 OULGENEYXTS ..t v ittt it e it ee e e 0
INTOOBIigS v v vttt it it i e e e 0 outGetRequests ......... ... ... ... 0
inNoSuchNames ................... 0 outGetNexts ........ ... 0
inBadValues ........uiiiumnennnnn 0 outSetRequests .................. 0
InReadlOnlys ... iiini e 0 outGetResponses ............. 14981
INGENErYS v ittt it i e e e e e 0 OULTTADS vttt ittt e e ettt e e et e e e 6
inTotalRegVars ............o.. 14977
inTotalSetVars .................. 0
inGetRequests .......ciii ... 0
inGetNexts .................. 14977
inSetRequests .......ciii ... 0
IiNGetREeSpPONSEeS ...t v it it v i ie e 0

CentreCOM AR570S 0 0000000O00O0O 2.9
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SHOW SNMP

inTraps

SNMPv3 counters:
UnsupportedSecLevels
NotInTimeWindows
UnknownUserNames
UnknownEngineIDs
WrongDigests

DecryptionErrors

UnknownSecModels
InvalidMsgs
UnknownPDUHandlers

SNMP configuration D 0 00O

SNMPOOOOOOOOOoOOOOooOOo

Status

SNMPOOOOODOODOOEnabled O Disabled

Authentication failure traps

goboogooooobod

Local Interface SNMPv1

SNMPvlOOOOOOOOOOODOoOoOOoOooIPOOOOOOOO
0000000000000 00mOOoDooO Not Set

Local Interface SNMPv2

SNMPv2cOOOOOOOO0OO0OOOOOOIPOOOOOOO
0000000000000 000mMObO0O00 Not Set

Local Interface SNMPv3

SNMPVv3OOOOOOOOooOoooooooIPOO0OOOoOO
0000000000000 00mOOoDooO Not Set

Community oooooooog

Access 0000ooooooooodiread-onlyld read-write 00 0 O O
Status 000000000 00Enabled O Disabled

Traps ooooogoooooo

Open access

Oo0000o0O00OoSNMPOOOOOOOOOOOOOOOOO
Yes 0 0 O NoSNMPv3 engine information 0 0 0O 0O O

snmpEnginelD oooo ID

snmpEngineBoots O00000oooooooooogoo IDoDoO0OoooOo 10
ad

snmpEngineTime oo0o0oooooboooooooo

SNMP counters D 00O 00O

SNMPOOOOOOOOoOoOOOOoooo

inPkts

OO0 SNMPOOOOO

inBadVersions

O00000U0Uooooogoog SNMPOODODOOOOOOO

inBadCommunityNames

O000oooooooooo SNMPOOOOOOOOOO

inBadCommunityUses DJo0oooooooooooooooogggdo SNMPOO
gooooooa

inASNParseErrs ASN.1000000000o0o00ooooog SNMPOOOOO
goood

inTooBigs 000000000000 tooBigDODOOO0OO0ODOOO0OSNMPOO
gooooooa

inNoSuchNames 0000000000 0OnoSuchNameO OO 000000

CentreCOM AR570S 0000000000 2.9
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SNMPOOOOOOOOOO
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SHOW SNMP

inBadValues 00000000000 ObadValueDOOOOOOOOO SNMP
coooodgoood

inReadOnlys 000000000000readOnlyD00000000O0O SNMP
coooodgoood

inGenErrs 000000000000genErrf00000000O00O SNMPOO
oooooooo

inTotalReqVars 0000 GetRequest 00 0O GetNextRequest 000D 0000
oooooooMIBOOOOoOOOOoOO

inTotalSetVars 0000 SetRequest 00 000000000000 MIBOOOO
oooodd

inGetRequests 0000 GetRequest 00 O0O0DO0DO0O

inGetNexts 0000 GetNextRequest 00O 0O OO0OO0

inSetRequests 0000 SetRequest 1000000

inGetResponses 0000 GetResponse0 OO0 O0O00O0

inTraps oooo0SNMPOODOOOOO

outPkts OO0 SNMPOOOOO

outTooBigs 00000000000O0tooBigDOODOOO0O0DOO0ODO SNMP
ooooogo

outNoSuchNames 0000000000 OddnoSuchNameO D0 00000000
OSNMPOOOOOOO

outBadValues 0000000000 00ObadValueDOOOOoOoOoooooOO
SNMPOOOOOOO

outGenkErrs 000000000000genErrf0000000O000OODO SNMP
ooooogo

outGetRequests 0000 GetRequest 00000000

outGetNexts 0000 GetNextRequest 0O OO OOOO0

outSetRequests 0000 SetRequest 00000000

outGetResponses 0000 GetResponse0 OO0 O0O00O0

outTraps oooo0SNMPOODOOOOO

SNMPv3 counters 0 0 O OO

SNMPv3OOOOOOoooooooooo

UnsupportedSecLevels 0000000000000000000 SNMPOOOOOOO

NotInTimeWindows 0000000Time Window DO OOOODOO0OO0OD0O SNMP O
gooogo

UnknownUserNames 000000ooooOooSNMPOOOOOOO

UnknownEnginelDs Oo0oooooIDOoooSNMPOOOOOOO

WrongDigests 0000000000000 0000o000ooooggg SNMP
gbobooood

DecryptionErrors 00000000 SNMPOOOOOOO

UnknownSecModels O00oU0oooo0o0oooooooooo SNMPOOOOOOO

ooooo CentreCOM AR570S DO O0OOOO000O 2.9
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SHOW SNMP

InvalidMsgs J00d00dooooooog SNMPOOOOoOoOoO
UnknownPDUHandlers O0oOoPDUOOOSNMPOOOODOOO

0 74:
ggooog

CREATE SNMP COMMUNITYO 167 00 00O

DISABLE SNMPO 2240000

DISABLE SNMP AUTHENTICATE TRAPO 225000 O
ENABLE SNMPO 2570000

ENABLE SNMP AUTHENTICATE TRAPO 258 0 00 O
SET SNMP ENGINEIDO 326 0 0O O

SET SNMP LOCALO 3280000

SHOW SNMP COMMUNITYO 441 0000
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SHOW SNMP COMMUNITY

SHOW SNMP COMMUNITY

00000000000 /SNMP

SHOW SNMP COMMUNITY=community

community: SNMPOO0O0000001015000000000000000

g

OSNMPv1l/v2cOSNMP O OOO0O0000O0000O0OO0O

gogggo

COMMUNITY SNMPOOOOOOOO

goodgoooon

Manager > show snmp community=public
SNMP community information:
11 = 11 public
ACCESS v vttt ettt e e e e e e e read-only
Status ... e Enabled
Bt o= Disabled
OPEN ACCESS vttt et ettt et et teeeean No
MANATEY t v et e et e e e e e e e 192.168.1.11
MANATEY v v v e e et e et e e e e 192.168.1.5
MANATEY v v et e et e e e e e e e 192.168.1.2
Trap host ..... ... .. ... 192.168.1.11
V2c Trap host ................... 192.168.1.11
V2c Trap host .......... .. .. ..... 192.168.1.5
Name oooooooad
Access 0000ooooooodnodread-onlyld read-write 00 0 O O
Status 000000000 O0Enabled O Disabled
TTaps go0oooooooooa
()pen,access J00D000O00O0oSNMPOOOOODOOODOODODOODODOOYesOOO No
Manager 0000000000000 0000000000D0U0UD0DOgOoDOSNMPOOO

goooolIpoOOonO

Trap host

SNMPvlOOOOOOoOoIPOOOO

V2c Trap host

googo

SNMPv2cOOOOOOOOIPOOOO
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googod

SHOW SNMPO 4370000
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SHOW SNMP GROUP

SHOW SNMP GROUP

00000000000 /SNMP

SHOW SNMP GROUP [=group]

group: SNMP OO 000010320 00000000000000

g

OSNMPV3D OOOoOoOoOoooooooooooooo
gogggo

GROUP SNMPOOOOOOOOOOOOOOOOOOOOOOOOO

goodgoooon

Manager > show snmp group

SNMP Group information:

Group Name . ..o v ve it et ee e een s admins
Security Level ................ authPriv
Read View ..........c... ... most
Write View ......... ... ... .. most
Notification View ............. most
Row Status .................... active

Group Name . .....c.ouviieenenennnnn mib2operators
Security Level ................ authNoPriv
Read View ..........c... ... standard

Write View ....... ... -

Notification View ............. most

Row Status .................... active
Group Name oooon
Security Level 00000000000noAuthNoPrivD DO 0000000 O M authNoPriv

00000000000 @M authPrivi0000000000000O0O0
Read View gbooooooooobogoogo
Write View gbooooooooobogoogo
Notification View 000000000000
Row Status 0000000 Oactivel notInService notReady 0 0 0 O O
0 76:
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googod

ADD SNMP GROUPO 136 0 O O O
SET SNMP GROUPO 327 0O O O
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SHOW SNMP TARGETADDR

SHOW SNMP TARGETADDR

00000000000 /SNMP

SHOW SNMP TARGETADDR|[=target]

target: SNMP OO 0OD00001032000000000000000

g

OSNMPV3O OOOOoOoOoooooooooooooooooooooooo

gogggo

TARGETADDR SNMPOOOOOO0OO0OO0OOOOOOOOOOOOOOOOOOOO

goodgoooon

Manager > show snmp target
SNMP target address information:
Target Address Name ............. mg2
IP addresSsS v v vttt e 172.28.28.16
UDP POTXt v ittt it it e e it et e e e 162
Target Address Params ......... psupervisor
Row Status .........c.ciuuunnn.. active
Target Address Name ............. tpR30
TP addresSsS v v v ittt e 172.28.28.156
UDP POTXt .ottt i it e i it et e e e 162
Target Address Params ......... pzein
Row Status .........c.ciuiunnnn.. active
Target Address Name oooooo
IP address IPOCOO
UDP port ubrooooo
Target Address Params oooooooooooooog
Row Status 00000000 0dactived notInServicell notReady O 0 0 0O O
0 77:
ooodoon

ADD SNMP TARGETADDRO 138 0 0O O
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ADD SNMP TARGETPARAMSO 140 00 0O O
DELETE SNMP TARGETADDRDO 200 0 0 0 O
SET SNMP TARGETADDRO 3290000
SHOW SNMP TARGETPARAMSO 447 0O 0O O
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SHOW SNMP TARGETPARAMS

SHOW SNMP TARGETPARAMS

00000000000 /SNMP

SHOW SNMP TARGETPARAMS [=params]

params: SNMP OO 000000000000001032000000000000000

g

OSNMPV3O OO0 O0O0oOoUoooooodooouoooooooooooooooogoooooooon
gboooobooooboooobooboobboobo

gogggo

TARGETPARAMS SNMPUOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
gooodo

goodgoooon

Manager > show snmp targetparams
SNMP target params information:

Target Params Name .............. psupervisor
Security Level ................ authPriv
User Name ........iiiiieenenn supervisor
Row Status .................... active

Target Params Name .............. pzein
Security Level ................ authNoPriv
User Name . ......uienimeneennn. zein
Row Status .................... active

Target Params Name 0O0000000000O00O0O0

Security Level 0000000000 0noAuthNoPring 00 0000 000 O MauthNoPriv
00000000000 @M authPrivi000000000000O0OO0

User Name oooono

Row Status 000000000000 00000 0activel notInService notReady O
oooo
0 78:
oodogd
ooooo CentreCOM AR570S 0000000000 2.9 | 447

613-000273 Rev.K



ADD SNMP TARGETPARAMSO 140 00 0O O
DELETE SNMP TARGETPARAMSO 201 0O OO
SET SNMP TARGETPARAMSO 330 000 O
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SHOW SNMP USER

SHOW SNMP USER

00000000000 /SNMP

SHOW SNMP USER|[=username]

username: SNMP OO 000010320 00000000000000

g

OSNMPV3OD OOooooooooooooo

gogggo

USER SNMPOOOOO

goodgoooon

Manager > show snmp user
SNMP User information:
User Name .. vt vt v ittt eeeee e zein
Group Name . .......uouuieeenenenn. mib2operators
Auth Protocol ................. SHA
Priv Protocol ................. NONE
Row Status .........c.ciuuunnn.. active
User Name .......oui it nennnenn supervisor
Group Name . .....uouveemeennnnn. admins
Auth Protocol ................. MD5
Priv Protocol ................. DES
Row Status .........c.ciuiunnnn.. active
User Name ooooo
Group Name ooooooon
Auth Protocol ooooooo
Priv Protocol oooooooo
Row Status 00000000 activel not in servicel not ready 0 000 0
0 79:
goooono

ADD SNMP USERO 1420000
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DELETE SNMP USERO 202 000 0O
SET SNMP USERO 3320000
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SHOW SNMP VIEW

SHOW SNMP VIEW
00000000000 /SNMP

SHOW SNMP VIEW[=view]

view: SNMPOOO0O001032000000000000000

g

OSNMPV3D OOoOooooooooooo
gogggo

VIEW SNMPUOOOOUOO0OOOOOO0OOOOOOO0OO0O00OOOO0O0O0OO00O00O0O0ooooooo
goooogbooobboooboooboobbooboobuoobboobo

goodgoooon

Manager > show snmp view

SNMP View information:
SNMP View name(s) :
most
standard

mib2notcpudp

Manager > show snmp view=mib2notcpudp

SNMP View information:

View Name . ........ouueumennnnn.. mib2notcpudp

OID ottt et e e e e e e e e 1.3.6.1.2.1
MIB .. e e e mib-2
1157 oY= include
Row Status .................. active

OID ottt e e e e e e e e e e e e 1.3.6.1.2.1.6
I tcp
L7 o 1 T exclude
Row Status .................. active

OID ottt et e e e e e e e e 1.3.6.1.2.1.7
0 udp
L7 o 1 T exclude
Row Status .................. active
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SHOW SNMP VIEW

View Name oooo

OID 000000000 Type=includeDO 0000 00 00 Type=excludeDOMIB 0O O
0 O OIDO Object Identifierd

MIB obOooooMIBOOOoooooIbooooooooooooooooo
gboooooobobgooo

Type olbo0DoooMIBOOOOODOOODOOODOOOOOOOOiIncdudeO 00O
OOexclude0OOOOOO

Row Status 0000000 activel not in servicel not ready 0 0 00 O

0 80:
gobooggn

go000oOoOooooo oIboooooooooooooooon

gogggo

ADD SNMP VIEWO 1440000
DELETE SNMP VIEWO 2030000
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SHOW SSH

SHOW SSH

O000O0O0ooogo / Secure Shell

SHOW SSH [COUNTERS]

SSHOOOOOoooooooooo

gogggo

goooobogooooobooooboo

COUNTERS SSHOOOUOOOOOUOODOOOUOOODOOOOOSSHOOOOOOOoooOoo

goodgoooon

Manager > show ssh

SSH Configuration

Version...........oiion. 1.5

Server Enabled............. TRUE

Maximum Sessions .......... 6

Port..... ... 22

Host Key ID. ... viiii .. 1

Host Key BitsS.............. 1024

Server Key ID.......cvuuunun. 2

Server Key Bits............ 768

Server Key Expiry(hours)... 1

Login Timeout(secs)........ 60

Idle Timeout(secs) ........ Off

Authentication Available... Password,RSA

Ciphers Available.......... DES

Services Available......... Shell, Cmd

Manager > show ssh counters

Secure Shell Counters:
inOctets 16866 outOctets 43477
rxPkt 743  txPkt 785
rxPktCheckFail 0 txPktFail 0
rxVersionID 9 txVersionID 9
rxMSGDisconnect 4 txMSGDisconnect 0
rxSMSGPublicKey 0 txSMSGPublicKey 9
rxCMSGSessionKey 5 txCMSGSessionKey 0
rxCMSGUser 5 txCMSGUser 0
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SHOW SSH

rxCMSGAuthRhosts
rxCMSGAuUthRSA
rxSMSGAuthRSAChallenge
rxCMSGAuthRSAResponse
rxCMSGAuthPassword
rxCMSGAuthRhostsRSA
rxSMSGSuccess
rxSMSGFailure
rxCMSGRegCompression
rxCMSGRegX1llForwarding
rxCMSGRegPortForwarding
rxCMSGRegAgentForwarding
rxCMSGRegPty
rxCMSGWindowSize
rxCMSGExecShell
rxCMSGExecCmd
rxCMSGStdInData
rxSMSGStdOutData
rxSMSGStdErrData
rxCMSGEOF
rxSMSGExitStatus
rxCMSGExitConfirmation
rxUnSupportedMsg
rxUnknownMsg

encodeSKSuccess
encodeSKFail
getHostKeyFail

serverKeyReGenerated

encodeRSAChallengeGood
encodeRSAChallengeFail
getUserKeyFail

encoConfigured
encoDetached
encoEncodeStart
encoEncoded
encoEncodeFail
encoEncodeResetDone
encoEncodeResetFail

encoEncodeDiscard

O O O O O O O 0 O F OF OO O O O o o N o O o o

o O O O

txCMSGAuthRhosts
txCMSGAUthRSA
txSMSGAuUthRSAChallenge
txCMSGAUthRSAResponse
txCMSGAuthPassword
txCMSGAuthRhostsRSA
txSMSGSuccess
txSMSGFailure
txCMSGRegCompression
txCMSGRegX1llForwarding
txCMSGRegPortForwarding
txCMSGRegAgentForwarding
txCMSGReqgPty
txCMSGWindowSize
txCMSGExecShell
txCMSGExecCmd
txCMSGStdInData
txSMSGStdOutData
txSMSGStdErrData
txCMSGEOF
txSMSGExitStatus
txCMSGExitConfirmation

decodeSKSuccess
decodeSKFail
getServerKeyFail

decodeRSAChallengeGood
decodeRSAChallengeFail

encoConfigureFail
encoDead
encoDecodeStart
encoDecoded
encoDecodeFail
encoDecodeResetDone
encoDecodeResetFail

encoDecodeDiscard

~N O O O O O O

.
W~

O O O O O O O O O O O O o O

Version

O00OoooSsSsHOOoooOoooooo

Server Enabled

SsHOOOOooooooooo

Maximum Sessions

Port SSHOOOOO TCPoOOOOOOOOOoooOoO 22

Host Key ID

CentreCOM AR570S 0000000000 2.9
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SHOW SSH

Host Key Bits

OOo0oO0oO0ooooOo7e8020480 000

Server Key ID

goooooooog

Server Key Bits

O000O00000O<=000000 -128000 OO >=51200

ERN

Server Key Expiry (hours)

goooooooooooood

Login Timeout (secs)

googooooboogoo

Idle Timeout (secs)

Authentication Available

0000000000 Password OO0 RSA

Ciphers Available

0000000000 UO0OOUDESOOO

Services Available

O0000000000ShellDOOO Cmd

O81:00000COUNTERSOODOOOOOO

inOctets gooooooo

outOctets gooooooo

rxPkt goooood

txPkt goooood

rxPktCheckFail goodoodoooooogoooogd

txPktFail godobdooogogoooooo

rxVersionlD Ooooo Ibooooooog

txVersionID Ooooo Ibooooooog

rxMSGDisconnect 00000000000 00SSHMSG.-DISCONNECTO 00O

txMSGDisconnect 00000000000 00SSHMSG.-DISCONNECTO 00O

rxSMSGPublicKey SSH.SMSG_PUBLICKEY O OO OOODOOODOOO SSHOOO
Joooodmoboooboooobodbooobooooooooo
gooooooooooooboobobbobbbobbooboooog
god

tXSMSGPubliCKey SSH SMSG_PUBLICKEYOOOOOOOOODOOO SSHOOOO
dodmodooogoboboobbbooogoboobbooooa
oo oooooboooboon

rxCMSGSessionKey SSH.CMSG_SESSIONKEY OO OOOOODOOO0OO00O SSHOO
Jodod@mooobobooooggooboooobooooooooo
0o00oo0oooooooooooooooeoonooooon
gooooooooooooboobobbobbbobbooboobooog
oo ooooboobooboooboo

txCMSGSessionKey SSH.CMSG_SESSIONKEYOOOOOOODOOO0OO0DO SSHOO
doodooombooooboooboboooooooobooo
0o000o0oo0o0ooooooooooooooooog 6400
gooooooooooooboobobbobbboobobooooog
Joooooooooooobooobbobbbobobooooog
goood

googo CentreCOM AR570S 0000 DOOODOO 2.9

613-000273 Rev.K

455



SHOW SSH

rxCMSGUser SSHCMSG.USEROOOODOOOOOOOOSSHOOoOoOoo
gmgoobgbobobobooooooobooboo

txCMSGUser SSHCMSG.USERO O OOOOOOOOOO SSHOOOOoOOO
gbmoobobobobobooooooobooboo

rxCMSGAuthRhosts 000SSHOOOOOOOO0OO0 SSH-.CMSG_AUTH_-RHOSTSO O
O0000000000000shosts00000000O0OOOOOO
0000000000000 txCMSGAuthRhosts

rxCMSGAuthRSA 00O SsHOOOOOOOOO SSHCMSG_AUTH-RSADOOO
go0o00oO0oOoOoOoOoOoOO00OOoOoOOoOoOoOoOOORSAOOOO
gooo

tXCMSGAuthRSA OoOosSsHOOOOOoOooooO SSH.CMSG_AUTH_-RSAO O

000000000o0o00oo0oooooooooono RSAOO
gooogo

rxXSMSGAuthRSAChallenge

O00SSHOOODUOOOOOODOOO SSHSMSG_AUTH_RSA.
CHALLENGEOOOOOOOOOOOOOOoOoOooooooo
gobboobbooboooboooboboooboo

txSMSGAuthRSAChallenge

000 SHUOOOODOODOUOO SSHSMSG_AUTH_RSA.
CHALLENGEO OOOOOOODOUOUOOOODOODOODOOO
gobbobobobbooobooobooobooo

rxCMSGAuthRSAResponse

000 SHOOOOODOOOO SSHCMSG_AUTH_RSA.
RESPONSE 000000000000 OOOOOOOOOOO
gooboboboooboogoooboo

txCMSGAuthRSAResponse

O00SSHOOODOOODODOOOO SSH.CMSG_AUTH_RSA.
RESPONSECO O O0O0OO0OO0OOO0O0O0O0O0OO0OOOOOOOOOO
gobbobobobboooboooboo

rxCMSGAuthPassword

O00SSHOOOOOOOOO SSH.CMSG_AUTH_PASSWORD
goooooooooooooooooooooooooooog
000000000 0xxCMSGAuthPassword

rxCMSGAuthRhostsRSA

000 SSHOOOODOOOOO SSH.CMSG_AUTH_RHOSTS.
RSAOO0O0OO0O0O0OOOUOOOOOOOOOODOOOOOUOOO
O0000O.rhosts/RSAOOODDODODOOOOOOOOOOODOO

txCMSGAuthRhostsRSA

O00SSHOODODOODOOOODOOO SSHCMSG_AUTH-
RHOSTSRSA OO OOOOOOOOOOOOOOOOOOOO
00000000000 O0.rhosts/RSAOODODODOOOODOOOO
gooooboo

rxSMSGSuccess

000 SSHOOOODOOUOOOOO SSHSMSG_SUCCESS OO
gobbgbobobbooobooooboooobooo

txSMSGSuccess

000 SSHOOODODOOOOO SSHSMSG_SUCCESS 0000
gobobobboobbooboobobooboo
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SHOW SSH

rxSMSGFailure Oo0OoSSHOOOOOOoOOoOOooOOoOoO SSHSMSGFAILURE O O
gbobooooboobobobobooooon

txSMSGFailure O0O0SSHOOOODODOOOO SSHSMSGFAILURED O OO O
gbobooooboobobooboboo

rxCMSGReqCompression 000 SSHOOODOODODOOO SSH.CMSGREQUEST-
COMPRESSION O OO OOOOOoOOoooooooooooo
gboboboooo

txCMSGReqCompression 000 SSHOOOOODOOODOO SSH.CMSG_REQUEST-

COMPRESSION O O OUOOOOOoOOoooooooooooo
gooooood

rxCMSGRegX11Forwarding

O00SSHOOOODOOOOO SSH.CMSG_X11_REQUEST-
FORWARDING OO OOOO0OOOODOUOOOO X11ooooo
gooooboogo

txCMSGReqX11Forwarding

O00SSHOOOODOOODOOOO SSH.CMSG_X11_REQUEST-
FORWARDING OO OOOOOOOoooooo X11gooooo
gooooood

rxCMSGReqPortForwarding

Oo0O0SSHOOOOOoOOOOO SSH.CMSG_PORT_FORWARD_
REQUESTOOOOOOOOOOOOOOOOOOOOOOOOO
goood

txCMSGReqPortForwarding

SSHOOOOoOoOoOooOo SSH.CMSG_PORT_-FORWARD_
REQUESTO O ODOOOODODOOODOOODODOOOOOOOO
gooooboo

rxCMSGReqAgentForwarding

000 SSHOOOOOOOOO SSH.CMSG_AGENT_REQUEST-
FORWARDINGOOOOOOOOOOOOoOoooooooooo
gobboobboobooooboooobooo

txCMSGReqAgentForwarding

O00SSHOODODODODODODOODOOO SSH.CMSG-AGENT-
REQUEST_-FORWARDING O OO OQOOOOOOoOoooog
goobobobobobooboooboooboooooog

rxCMSGReqPty

ODUOSSHOOODUOODOOOO SSH.CMSG_REQUEST_PTY OO
000000000 oooooogOoPseudo Terminald O OO O
gooooooooo

txCMSGReqPty

ODO0O0SSHOOOOODODOOOOO SSH.CMSG_REQUEST_PTY
00000000000 oooooooOPseudo Terminald OO
goooooooooon

rxCMSGWindowSize

googoo

O00SSHOOODOOOOOOOO SSH.CMSG-WINDOW SIZE
gooboooooooboobbboobbooobbooooo
goooooo

CentreCOM AR570S 0 0000000O00O0O 2.9
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SHOW SSH

txCMSGWindowSize

O0O0SSHOOOOOOOOO SSH.CMSG-WINDOW SIZEO O
goboboooooooboobbboobbooobbooooo
goood

rxCMSGExecShell

000 SSHOOOOOOOOO SSH.CMSG_EXEC_SHELL O O
goboboooooooboobbboobbooobbooooo
goobooboobobogooog

txCMSGExecShell

O00SSHOOOOOODOOOOO SSH.CMSG_EXEC_SHELL
gooboooooooboobbboobbooobbooooo
goooboobobobobooon

xCMSGExecCmd

O0O0SSHOODOOOOOOO SSH.CMSG_EXEC.CMDOOOO
gobbooooooboboobbboobbooobbooooo
a

txCMSGExecCmd

O0O0SSHOODOOOOOOOOO SSH.CMSG_EXEC.CMD O O
gobobooooooobobooobobboobbooobboooonoo
ggo

rxCMSGStdInData

O00SSHOOOOOOOOOOO SSH.CMSG_STDIN_DATA
goobooboboboboboboobobobuobuoboboo
gobobobobobbooobooobooobooo

txCMSGStdInData

O00SSHOOOOOoOOoOOoooO SSHSMSG.STDOUT_DATA
gooboooooooboobbboobbooobbooooo
gooboobooboboboooog

rxXSMSGStdOutData

000 SSHOOOOoOoOooo SSHSMSG.STDOUT_DATAO O
gobobooooooboboobobuooobboooboooonoo
0000000000000 txxSMSGStdOutData

rxXSMSGStdErrData

000 SSHOOOODOOOOOOO SSH.SMSG_STDERR_DATA
goobooboboboboboboobobobuobuoboboo
gogoboboobobobooboooboooboooog

txSMSGStdErrData

O00SSHOOOOOOOOO SSH.SMSG_STDERR_-DATA OO
gooboooboboboboooobobobuoboboboo
gobbobbooboboooboooboooboo

rxCMSGEOF

O00SSHOOOOOOOOO SSHCMSG_EOFOOOooono
gobbobobobobooooooobooobobooobboobboo

txCMSGEOF

000 SSHOOODODODOOOOOO SSHCMSG.EOFO o ooO
gobbooooooobobooobobuooobbooobboooonoo
ggno

rxSMSGExitStatus

O00SSHOOOOOODOOOOO SSHSMSG_EXITSTATUS
gobobooooooobooobobuooobbooobboooonoo
0000000000000 0D0DOtxSMSGEXxitStatus
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SHOW SSH

rxCMSGExitConfirmation

O00 SHOOOUODOOOUOUO O SSHLCMSG_EXIT-
CONFIRMATION OO0 O0oOoOoooooooooooo
000000000 SSHSMSG_EXITSTATUSO OO OOOoGOoO
a

txCMSGEXxitConfirmation

O00SSHOOODODODOOOODODO SSH.CMSG_EXIT-
CONFIRMATION O OO OOOoOoOUoooooooooooo
0 SSHSMSG_EXITSTATUSO O OOOOoooO

ernSupportedMsg OO0 SSHOOOOOOOoooooOoooooooooooooo
gogd

ernknownMsg OO0 SSHOOOOOOOoooooOoooooooooogoooo
0 O O encodeSKSuccess

decodeSKSuccess 00000000 RSAOOOOOOOOOO

encodeSKFail godobdooogogoooooo

decodeSKFail godobdooogogoooooo

getHOStKeyFail ENCOOUOOOOOOooooooooooooooon

getServerKeyFail ENCOOOOOODOooOOoooooooooooooooo

serverKeyReGenerated

goboboboboooboogoooboo

encodeRSAChallengeGood

O00U00ORSAOOOOOOOOOOOOOOOOO

decodeRSAChallengeGood

O00U00ORSAOOOOOOOOOOOOOOOOO

encodeRSAChallengeFail

O00U0O0RSAOOOOOOOODOOODOOOOOOOOO

decodeRSAChallengeFail

O00U0O0RSAOOOOOOOODOOODOOOOOOOOO

getUserKeyFail

00000 ENCOOOOOOOoooooo RSAODOOOOOO
ggo

encoEncodeConfigured

gobobobbooboooboooobobooboo

encoDecodeConfigured

gobobobbooboooboooobobooboo

encoEncodeConfigureFail

gobobobbooboooboooobobooboo

encoDecodeConfigureFail

gobobobbooboooboooobobooboo

encoEncodeDetached O000oooo0oooooooooooooooo
encoDecodeDetached O000oooo0oooooooooooooooo
encoEncodeDead O000oooo0ooooooooooon
encoDecodeDead O000oooo0ooooooooooon
encoEncodeStart ENCOUOUOOouUououoououooooooogogag
encoDecodeStart ENCOUOUOOoUoouoououooooouoogogag
encoEncoded ooooooooooooo

encoDecoded ooooooooooooo

encoEncodeFail Oo0ooooooooooooooo
encoDecodeFail Oo0ooooooooooooooo
encoEncodeResetDone 000o0oooooooooooog
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SHOW SSH

encoDecodeResetDone 000o0oooooooooooog
encoEncodeResetFail 00000000o0o0oooo0oooooooooooo
encoDecodeResetFail 00000000o0o0oooo0oooooooooooo
encoEncodeDiscard ENCOOOOOOooooooooooooooooooo
encoDecodeDiscard ENCOOOOOOooooooooooooooooooo

082:00000COUNTERSOODODOOOOO

gogggo

DISABLE SSH SERVERO 228 0 0 0O O
ENABLE SSH SERVERO 261 00 OO
SET SSH SERVERO 333 00 00

SHOW SSH SESSIONSO 461 00 OO
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SHOW SSH SESSIONS

SHOW SSH SESSIONS

O000O0O0ooogo / Secure Shell

SHOW SSH SESSIONS

g

O0000O0oOo SSHOOooooooooooo
gooooobooooooobooooboobboobboobogoonoo

goodgoooon

SecOff > show ssh sessions

Secure Shell Sessions

ID Type Dir Peer Address User State Octets In/Out
1 Shell In 172.16.28.126 manager OPEN 00003606/00004497
2 Shell Out 172.16.28.185 secoff OPEN 00001065/00000613
1D ooooo ID
Type O000000O0Listend 0000000000 MMIShelD DO OOOOOOOO
00000000 mCmdOOO0O0OO0OO0OO0OOOOOOOOOOO
Dir 00000000 mO0O00000o0oooooooooooooon Out
oo oboobobobobooooo
Peer Address OoooooooIPoOOO
User oo o-oboobooo
State 000000000 nitlaD 0000 MStartingd 000000000 Authen

0000000000 Request] 0000000000000 0OO0OM@MOpen
gooooboogooooood

Octets In/Out oo00oooooono
0 83:

ggooog
DISABLE SSH SERVERO 228 00O 0O
ENABLE SSH SERVERO 261 00 00O
SET SSH SERVERO 333 0000
SHOW SSHO 453 0000
ooooo CentreCOM AR570S 0000000000 2.9 461
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SHOW SSH USER

SHOW SSH USER
OO0O0O0O0oo0Oooogn / Secure Shell

SHOW SSH USER[=username]

username: 0000 001015000000000000

g

SSHOOOOooooooooo

gogggo

USER 0000 SSHOOODOOOOOOOOOOOOOOSSHOOODOOOOOoOOoOOoOooooooo
gooooboooooooboooooog

goodgoooon

Manager > show ssh user

Secure Shell User List

User IpAddr Authentication KeyId Status
admin 0.0.0.0 RSA 100 enabled
manager 0.0.0.0 Password 0 enabled

Manager > show ssh user=admin

USEL e vttt it e et et e admin

Status........ i .. Enabled

Authentication method..... RSA

RSA key ID. ... iiiin .. 100

Shell........ ... Yes

IPAdAYresSS . v v v v et et e ee e 0.0.0.0

MasK. .o it e 255.255.255.255

Failed Logins............. 2

User SSHOOOOO

IpAddr Jooooooooooo IPoOOO
Authentication 00000 Password 00O RSA
KeyId RSAOOOOOOOOO
CentreCOM AR570S O O000O0OOO0O 2.9 ooood
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SHOW SSH USER

Status 000000000 Enabled OO0 Disabled
08 000000000bOoboobOoDbOog

User SSHOOOOO

Status 000000000 Enabled OO0 Disabled

Authorisation method

000 00Password O OO RSA

RSA key ID RSAOOOOOOOOO

Shell 0000000000 TRUEODOO FALSE
IpAddress ooooooooooooIpPOoboOO
Mask IpAddress 0000000000

Failed Logins

gooooood

gogggo

ADD SSH USERO 1470000
DELETE SSH USERO 2040 00O
DISABLE SSH USERO 229 00 0O O
ENABLE SSH USERO 2620 0 0 O
SET SSH USERO 334 00 00O

googo

08: 000000000

CentreCOM AR570S 0 0000000O00O0O 2.9
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SHOW STARTUP

SHOW STARTUP

O000oO0oo0ooooo /0000

SHOW STARTUP

gooooobooobooooboooboobbobbooboo>bboob

gooooooon

Manager > show startup

Router Startup Status Flag is 00400400, which means:
65536k of RAM found
Router OK prior to this startup
Battery backed RAM battery OK
NVS not corrupted
Real time clock not corrupted
Real time clock, time set
Router software download OK

Router vector download OK

464 | CentreCOM AR570S 0000000000 2.9 oooog
613-000273 Rev.K



SHOW SYSTEM

SHOW SYSTEM

O000oO0oo0ooooo /0000

SHOW SYSTEM

goooooogoood

goodgoooon

Manager > show system

Router System Status

Board ID Bay Board Name
Base 257 AR570S
Memory - DRAM :131072 kB FLASH 32768 kB

Chip Revisions -

SysDescription

CentreCOM AR570S version 2.9.2-00 30-Jul-2010

SysContact

SysLocation

SysName

SysDistName

SysUpTime

1230 ( 00:00:12 )
Boot Image
Software Version:
Release Version
Patch Installed
Territory
Country

Help File

Main Fan
CPU Fan

Temperature
Main Fan Speed
CPU Fan Speed

570-104.fbr size 771920 16-Mar-2006
2.9.2-00 30-Jul-2010

2.9.2-00 30-Jul-2010

NONE

japan

none

help.hlp

On
On

43 Celsius
5921 RPM
6026 RPM

googno

Time 16:41:12 Date 17-Aug-2010.
Host Id Rev

Serial number

D16561013

CentreCOM AR570S 0 0000000O00O0O 2.9
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SHOW SYSTEM

Voltage Status ( Rail : Read )
1.2v : 1.18v 2.5V : 2.60V 3.3V : 3.33V
5.0V : 5.01v 12.0V : 11.99Vv

Battery voltage 3.26V

Configuration

Boot configuration file: None

Current configuration: None

Security Mode : Disabled

Board ooooo

1D oooID

Bay I0 Module 0 IC Module 0000000000000

Board Name ooooo

Rev oooooooooooooooooodod

Serial number ooooooooo

DRAM OooO0ooo DRAMOOOOOO

FLASH 0000000 FLASHOOOOOOO
SysDescription O0000o00000000000MIB-IIO sysDescrd
SysContact 000000MIB-IIO sysContactO

SysLocation 00000MIB-IIO sysLocationO

SysName 000000MIB-IIO sysNameld

SysDistName X.500 0 00 ODN = Distinguished Name[J
SysUpTime ooooooooooooooooood

Software Version

gooooood

Release Version

googoooooooooboo

Patch Installed

0000000000000 0000ONONEODODDOOOO

Territory 0 O O australiad chinaO europel japanO koreall newzealand O usall
Help File HELPOOOOOOOODOOODOODOOOO

Main Fan oooooo

Temperature Dooooooo0CelsiutsO0O0O0O0O

Main Fan Speed

goooOooOoOoRPMOOOOOOOOOO

Voltage Status

1.2vo25vo3.3vos.o0vo120vooooooooooo

Battery voltage

googoog

Boot configuration file

goooobooooboobooooog

Current configuration

goooobooooboobooooog

Security Mode

CentreCOM AR570S 0000000000 2.9
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SHOW SYSTEM

0 86:

gogggo

DISABLE SYSTEM SECURITY_-MODEO 230 0 0 O O
ENABLE SYSTEM SECURITY_-MODEO 263 0 0 0O O

SETHELPO 2960 00O

SET SYSTEM CONTACTO 3350000

SET SYSTEM DISTINGUISHEDNAMEO 336 0 0 O O
SET SYSTEM LOCATIONO 337 0 00O

SET SYSTEM NAMEO 3380 0 0O

ooooo CentreCOM AR570S 0000000000 2.9 467
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SHOW TELNET

SHOW TELNET

00000000000 /000O000o0oo0

SHOW TELNET

Telnet 0O OOOOODOOOOOOOO

goodgoooon

Manager > show telnet

TELNET Module Configuration

Telnet Server ...........c.c.oe.o... Enabled
Telnet Server Listen Port ...... 23
Telnet Terminal Type ........... UNKNOWN
Telnet Insert Null’'s ........... Off
Telnet Com Port Control ........ Disabled
Telnet Current Sessions ........ 0

Telnet Session Limit ........... 32
Telnet Idle Timeout ............ Off

Telnet Server

TelnetOOOOOOOOOO

Telnet Server Listen Port

Telnet 0000000000 TCPOOO

Telnet Terminal Type

Telnet 0000000000000 OOOOOOOOO

Telnet Insert Null’s

CROOOUOOOoUoOoooooooog

Telnet Com Port Control

googoo

Telnet Current Sessions

00000000 TelnetO OO OOO

Telnet Session Limit

0000000 TelmetOO OO OOOOO

Telnet Idle Timeout

Telnet 0O OO0OO0OO0O0OO0OO0OO0OOOOOOOOO

googgg

0 87:

DISABLE TELNET SERVERO 231 0000
ENABLE TELNET SERVERO 264 0 0 0O O
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SHOW TIME

SHOW TIME

00000000000 /oooo

SHOW TIME

g

ooooooooooooon

googogooog

Manager > show time

System time is 21:59:55 on Tuesday 20-Apr-2010.

googod

SETTIMED 3410000
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SHOW TRIGGER

SHOW TRIGGER

O000oO0oo0ooooo /0000

SHOW TRIGGER|[=trigger-id] [{COUNTER|FULL|STATUS|SUMMARY}]

trigger-id: 0 0 00 00 010 2500

g

gooooboooobooooooboobbobboonboo
gogggo

TRIGGER 00000000000O0000O0OOOOOOOOO0OOOOOO0OOOOOO
COUNTER O0O0O00O0OO0OO0O0OOOO0O0OOOO0OO0OOOOOOOOOOOOOOOOOOO
FULL 000000000 0O0oooooooon

STATUS 000000000 O0O0OO00OO0O0O00OOO00OOOOOOoOOoOoOooOO
SUMMARY 000000O0O0O0O0OO0O0OOOOOOOOOOOOO

gooooooon

Manager > show trigger

TR# Type & Details Name En Te Rept #Scr Days/Date
001 Reboot (All) Y N Yes 01 MTWTFSS
002 CPU (80 %) UP Y N Yes 01 MTWTFSS

Manager > show trigger counter

Trigger Module Counters

Polls (05 sec timer) ............... 28
Idle loop entry count .............. 0
Time trigger checks ................ 26
Time trigger queue rebuilds ........ 4
Trigger activations ................ 1
Time triggers activated today ...... 0
Periodic triggers activated today .. 0
Interface triggers activated today . 0
Resource triggers activated today .. 0
Module triggers activated today .... O
CentreCOM AR570S 0000000000 2.9 goooao

613-000273 Rev.K




SHOW TRIGGER

Manager > show trigger=2 full

Trigger ..ttt et i e e e 2
Name .......... ... -
Type and details ............ CPU (80 %) UP
DAY S ittt e e e e e Daily
Enabled ......... ... . . . .. Enabled
Test ...l e No
Repeat ......... . . ... Yes
Created/Modified ............ 13-Jul-2001 16:16:02
Number of Activations ....... 0
Last Activation ............. KX KKK KKKk Kk okok kK
Number of scripts ........... 1
mail.scp

Manager > show trigger status

Trigger Module Configuration

General
Trigger Module ........... Enabled
Triggers configured ...... 2
Queued Commands .......... 0

Time Triggers

Configured ............... 0
Active ... 0
Activated today .......... 0

Periodic Triggers

Configured ............... 0
Active ... e 0
Activated today .......... 0

Reboot Triggers
Configured ............... 1

Interface Triggers
Configured ............... 0

Resource Triggers

Configured ............... 1
Active ... e 1
Activated today .......... 0

Module Triggers

Configured ............... 0
Activated today .......... 0
ogoooo CentreCOM AR570S 0000000000 2.9
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SHOW TRIGGER

TR#

gooogo

Type & Details

gobodgboooooooog

Name goooogoooo

En googoogo

Te goooogooood

Rept DO000oooOooOYesOOMNoOOOOODODODODOOOOOoOooooooQoo
0000000000 NoOOOOOODODOODODOOOOODODOODOEnOOOOOODO
OO NODOOO

#Scr godoooooogoooogd

Days/Date 0000000000000 00o00Uo000OU0OoOMTWTESSOOOOO
gooddooooo-ogboooo

0 88:
Trigger oooooo
Name goooooooo

Type and details

googoooooooooog

Other parameters

goooobooooooooooobooo

Days 00000000000 WeekdaysO O O 0O [0 WeekendsO O O (1 Daily
O00mooooo0oooooddODaysd Date0 00000000
goooo

Date O0000000000Days Date0 0000000000000

Enabled gooooboooboooo

Test gooooboooboooo

Repeat O0000000O0YesOOMNoOOOOOODOODOOODOO

Created /Modified goooooooooooon

Number of Activations 000000000000 O0OOOOOOOOO

Last Activation

goooobooooboobooooog

Number of scripts

googoooooooooboo

0O8:FULLOOOOO

General D 00O OO

gobobogboobooboboooog

Trigger Module

gobbogoobooboogo

Triggers configured

goood

Queued commands

goooooboogan

Time Triggers 0 000 O oooooooooooo

Periodic Triggers 0 00 OO oooooooooooo

Reboot Triggers 0 0 000 ooooooooooooo

Interface Triggers D 000 O ooooooooooooooooon

Resource Triggers 0 00 OO cpUDOOO0OO00DOOOOODOOOODOO
CentreCOM AR570S 0000000000 2.9 oooono
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SHOW TRIGGER

Module Triggers 00 0O O ooo00o0oooooOoooooo
Configured ooooo

Active gobobooooooo
Activated today 0oo00o0ooooo

0 90: STATUS OO OOO

Polls (05 sec timer) O0000oo0o0ooooooooo

Idle loop entry count 00o0o00ooo00oooo0ooooooooo

Time trigger checks gooooooooooOoOOOOOOOOODODOOO

Time trigger queue rebuilds goo0o00o0ooo0000o0oo0o0oo0ooooooooooo
gobooboobooboooooooooobooobooooo

Trigger activations ooooooon

Time triggers activated today oooo0oooo0ooooooo

Periodic triggers activated today O0000000000000O0

Interface triggers activated today 000000000 000000000000O

Resource triggers activated today CPUOOO0ODO00O00000O0000O0O0O00O0O

Module triggers activated today O00000000000000000O0O

0 91: COUNTERO OO OO

gogggo

ACTIVATE TRIGGERO 121 000 O

ADD TRIGGERO 1490000

CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 1710000
CREATE TRIGGER INTERFACED 1730 00O
CREATE TRIGGER MEMORYO 1750 00 O
CREATE TRIGGER MODULEO 177 0 0 0O
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 1820 00O
CREATE TRIGGER TIMEO 184 000 O O
DELETE TRIGGERO 2050 00O

DESTROY TRIGGERO 211 000 O

DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 0O

PURGE TRIGGERO 283 0000

SET TRIGGER CPUO 3420000

SET TRIGGER FIREWALLO 344 00 00O

SET TRIGGER INTERFACEO 346 0 0 O O
SET TRIGGER MEMORYO 348 0 0 O O

ooooo CentreCOM AR570S 0 0000000O00O0O 2.9
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SET TRIGGER MODULEO 350 0 0 O O
SET TRIGGER PERIODICO 352000 O
SET TRIGGER REBOOTO 354 0 00 O
SET TRIGGER TIMEO 356 O 0 O O
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SHOW TTY

SHOW TTY

00000000000 /000O000o0oo0

SHOW TTY [=tty-number|ALL] [{SUMMARY| DEFAULT}]

tty-number: 00000000 OTTYODOO

g

goo0oooouooTIYoouoooooooo
O0000000000000000 TTYOOUOOOOOOTelnetDO OO OOODOO0OO0DO0O0ODO0OOOO
O00oooo TIYOooooooooo

gogggo

TTY 000000000000 000000000000000000000000O0O0ALLOOOO
000000000ooooooo0oo0oU0uoouoUSERODOOOOOOoU0Ooooooooon
goooogbooooboboooboooboooobooobooboobbobbooboobpboo ™

SUMMARY 000000000 100000000O0OO000O0OOO

DEFAULT TelnetOOOO0OO0O0O0O0O000000O0000000O000O00O0O0O0O0O0O0OOO0OO0O
O00o0oooooTIYOOoOOoOoOoOoooooo ALLOoooooooooooo

goodgoooon

SecOff > show tty

TTY information

Instance ...........cccoco.. 16
Login Name ........coeuunn.. secoff
Description ............... Asyn 0
SECUTE & vttt ittt et e et ee yves

Current connection ........ none

In flow state ............. on

Out flow state ............ on

Attached module ........... Terminal server
Attached module instance 0

L7 o 1T vT100

Service ..., none

Prompt ........i e default

Echo ....... .. ... ves

Attention ................. break

Manager . ......ii it yves

ooooo CentreCOM AR570S 0000000000 2.9 | 475
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SHOW TTY

Edit mode
History length

Page size

Instance

OooooooogTIYooOo

Login name

googobooooooobobooboboon

Description O0000000000000 SETASYNOOOOO NAMEOOOO
ERN
Secure gooobooooboboboobbooobbbooobobboogbbo

goobooobobooooboboooobbboobobobbooobo
goobooooooooobooobbbboobobooooooobo
O00000TelnetOOOOOOOOOOO0OOOOOOO

Connections to

gooooooooobood

Current connection

gooooboooooooboobboobuoobbobo

In flow state

goooobooooogooog

Out flow state

goooobooooogooog

Attached module

0000000000000 00000bO0O00o0Og Terminal Server
goooooooooboooonono

Attached module instance

googoooooboooboobbooboon

Type 00o0000dump000D0O00O0OO VT100

Service goboboobooboboooooooboooa

Prompt 000 00 0 defaultDoffOloginOpassword OconfirmOencapsulation
goboooooobobgood

Echo gooooood

Attention oboooooboooooooobobooooooooobn0dOnoned
breakO char 00 000

Manager MANAGEROOOOOOOODOO

Edit mode 000000?000 Minsert0 00000 M overstrikeD OO0 D OO

ERN

History length

gooooooooobood

Page size 10000000000000000000D00000 off
0 92:
TTY oooooooooTTYoOoOo
Description 00000000000000 SETASYNOOOOO NAMEOOOOOOOO

O0000O0Port#1 0000000 TelnetOO OO OOOOOO Telnet #1010
O000000000000000000000000 TelnetOOOO IPOOOO

User name

goobooogoogoog

Module

CentreCOM AR570S 0000000000 2.9
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SHOW TTY

Inst godoooooooooooooooo
Mgr MANAGEROOODOODODOOO
Connections gooooooooooo

0 93: SUMMARY O OO OO

History length

goboogoogoood

Page length

1000000000000000000000000 off

Prompt 0 000 O 0O defaultD off0 loginO password O confirm[ encapsulationd O 0
oooooooooooo
Type 000000dump000000O0DOO VTI00
0 94: DEFAULT O OO OO0
oodogd

SETASYND OOOOOoooooosoooOoo

SETTTYOD358 0000

SHOW ASYND OOOOoooooooeso0on

googo

CentreCOM AR570S 0 0000000O00O0O 2.9
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SHOW USER

SHOW USER

00000000000 /000000000000

SHOW USER|[=I1ogin-name] [CONFIGURATION]

login-name: 00000010640 0000000000000000D00D00D0ODODODODOO

g

goooooooooooooooboooboobboobogboobboobnboooobo
gogggo
USER 0OOO0OOO

CONFIGURATION 0000000000000 000OOO0OO0O0O0OO0O0OOOOUSEROOOOOOO
gooooboogoboooooo

goodgoooon

SecOff > show user

Number of logged in Security Officers currently active..... 1

User Authentication Database

Username: manager (Manager Account)
Status: enabled Privilege: manager Telnet: yes Login: yes
Logins: 2 Fails: O Sent: 0 Rcvd: 0
Authentications: 0 Fails: 0

Username: secoff ()
Status: enabled Privilege: Sec Off Telnet: no Login: yes
Logins: 1 Fails: O Sent: 0 Rcvd: 0

Authentications: 0 Fails: 0

Active (logged in) Users

User Port/Device
Login Time Location
secoff Asyn 0
08:47:50 20-Apr-2010 local
manager Telnet 2
478 | CentreCOMAR570S 0000000000 2.9 ooooo
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08:59:17 20-Apr-2010

192.168.1.200

SHOW USER

SecOff > show user configuration

User module configuration and counters

Security parameters

login failures before lockout ............

lockout period . .... ..t e

manager password failures before logoff

maximum security command interval ........

minimum password length ..................
TACACS retries ...t ittt itteennnnn.
TACACS timeout period ............ccoo....

semi-permanent manager port

Security counters
logins
managerPwdChanges
unknownLoginNames
totalPwdFails
managerPwdFails
securityCmdLogoffs

loginLockouts

5 (LOGINFAIL)

600 seconds (LOCKOUTPD)
3 (MANPWDFAIL)
600 seconds (SECURDELAY)

6 characters (MINPWDLEN)
3 (TACRETRIES)
5 seconds (TACTIMEOUT)

4 authentications 0
0 defaultAcctRecoveries 1
0 tacacsLoginReqgs 0
1 tacacsLoginRejs 0
0 tacacsRegTimeouts 0
0 tacacsRegFails 0
0 databaseClearTotallys 0

User Authentication Database 0 O

gog

gooooboooooooooo

Number of logged in Security Officers currently active

00000000 Security Officer OO
goooo0ooooooooooooo

OSECUREDELAYO OO OOGOOOOO

gooooboogoogoo

Username oooono

Status goooooooogoo

Privilege 0000000000 D0Sec Off
0 Security Officer(TImanager] 0 O O [T
userl 0D OOOO0OOOOOOOO

Telnet 000000 TELNETODOOOGOGOGO
goood

Logins ooooooono

Fails gooooooo

Sent goobogbgoobobogbooooo
oo

ooooo CentreCOM AR570S DO O0OOOO000O 2.9
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SHOW USER

Revd goobogbgoobobogbooooo
oo

Active (logged in) Users 0 0 0O 00O 00o00o0ooooOoooooooo
oo

User oooon

Port/Device 00000000000000M0 Asyn

x0T Telnet xOOD SSH xO O OO OO O
dodxgoooooooo
Location Joooooboooooooobooooo
Joooooobooboooooooga
O00OOlecalOooooooooon
oooooIPoooooooooo
Login Time oooooo

login failures before lockout O000000D0000O0O00LOGINFAILO D OO
O0mo00o0oo0ooooo0oooooooULoCcK-
ouTpbUOOO0O0O0O0ODOOOUOOOO0OOOOODOO

lockout period LOGINFAILOODOOOODODOOOODOO0OO0OO000O
Oo0oOooooooooLockouTPDOOOoooOo

manager password failures before logoff 000000000000 000O000O0000OOO
O0O0DO0DODO0OO0OOMANPWDFAILOOOOOOO

maximum security command interval oooooooDooooobDobDOoooao
OSECUREDELAY 0000000

minimum password length 0000000000 O0oMINPWDLENOOOOOOO

semi-permanent manager port oooooooooggo

logins gbobobooooooooo

managerPwdChanges Manager 0000000000000

unknownLoginNames ooooooooooooooooooon

totalPwdFails gooooboboobobooooboboobobooooo
goboboooo

managerPwdFails 0000000000000 00000o000000o
gboboboooo

securityCmdLogoffs 0000000000000 00000o000000o

O0000000OManager0 00000000000
goobooobobobooon
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SHOW USER

loginLockouts gboboboobobobogbbgobooobobbooboon
oooobogoo
databaseClearTotallys 00000000000 00000000

0 96: CONFIGURATION OO OO0OOO0OO

gogggo

ADD USERO 1510000

DELETE USERO 206 0 OO O

DISABLE SYSTEM SECURITY_-MODEO 230 0 0 0O O
DISABLE USERO 233 0000

ENABLE SYSTEM SECURITY_-MODEO 263 0 0 0O O
ENABLE USERO 266 0 0 0O O

PURGE USERO 284 0000

RESET USERO 2920000

SET USERO 3590000

ooooo CentreCOM AR570S 0000000000 2.9 481
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SHOW USER RSO

SHOW USER RSO

00000000000 /0000000

SHOW USER RSO

g

RSOO Remote Security Officer0 00000000000
RSOOODO0OOODO0000O000D00000D0000000OO0OSecurity Officer 00000 Telnet O
0000000o0o0ooo0ooo0oo0o0oo0ooooooOoRSOODOODOOOUOODOOOOO
00 Security Officer 0000 0000000000000 OO0O0OODO

goodgoooon

SecOff > show user rso

Remote Security Officer Access is enabled

Remote Security Officer Log

Remote Security Officer ... 172.16.28.126/255.255.255.255
Failed logins ............. 0

Last failed login ......... KHR KA KKK KK Kk Ak
Successful logins ......... 2

Last successful login ..... 10-Jul-2001 19:32:55

Illegal Login Attempts

IP Address Date/Time Attempts
172.16.28.103 10-Jul-2001 19:34:58
172.16.28.1 10-Jul-2001 19:33:47

Remote Security Officer Access is RSOUOOO0OO0O0O000O0O0OENABLE USERRSOOOOODO

good

Remote Security Officer RSOO IPOOOOOIPOOOO/0000O0DOO

Failed logins RSOOOOOOOO0OOO

Last failed login O0000000000M*-xexee*g0oOoOo0000
gbobooooooo

Successful logins RSOOOOOOOO0OOO

Last successful login 00000000000t o00000

goobooboobobogooog
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SHOW USER RSO

Illegal login attempts RSOOO0O0O0O00O0DODO Security Officer 10000000
IP address TemetDOOODOOIPOODOO
Date/time ooooooog
Attempts oooo
0 97:
gooobog

ADD USERRSOO 153 0000

DELETE USER RSO0 2070 00O

DISABLE SYSTEM SECURITY_-MODEO 230 0 0 0O O
DISABLE USER RSO0 234 0000

ENABLE SYSTEM SECURITY_-MODEO 263 0 0 0O O
ENABLE USER RSO0 267 00 00O

googo

CentreCOM AR570S 0 0000000O00O0O 2.9
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SSH

SSH

O000O0O0ooogo / Secure Shell

SSH ipadd USER=username {PASSWORD=password|KEYID=key-id}
[COMMAND=string]

ipadd: IP 0000

username: 1000 0010150000000
password: 0000001031000
key-id: O 0 0O 000 655350

string: 00001080000

0

SSHOOOOOOOOoOoooooooSSsHOOOOoooooooooooooo
OSSHOOOOOOOOOOOOoOOoOOoOOoOOOOoOOOOoOoOoOoOoooo
OSSHOOUOOOOooOOoOooooouoooooooooooooooououoooooooooooooo
OBreakD OO O0OTelnet 00 0000000000000 0000CH]-POOO0OOOOOOOOOOOO
0000000000000 000000000000000SET ASYNOOOOO ATTENTION OO
goooooogoog
O00000000000000000MCwl-X0000O0D00000000000000000M EnterO
O0D0DUOO0OO0OO0OOSHOWSESSIONS OO OOOODODUOO0OO0DOD0O0O0O0OOORECONNECTOOODOOO
goooo

gogggo

USER 0OOO0O0OOOOOO

PASSWORD 0OO0OO0O0O0OO0OO0O0OO0OO0OO0OOOOOOOO

KEYID RSAOUOOORSAOOOOOOOOOOOOOORSAODOOOOOOOOOOOOOOOOO
gooooboooboboobobooobooooog

COMMAND SSHOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOoOOOOoOoOooo
0000000000000 O000oU00U0U00doggoooooooooooOoSSsHoooooo
gooooboogoboooobooooboo

u
mSSHOOOD 192.168.101 000000 root0 00000 8nyara00OODOO0OOODO

SSH 192.168.10.1 USER=root PASSWORD=8nyara

mSSHOOOD 192.168.10.1 000000 rootORSA D 100000000000 OO
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SSH

SSH 192.168.10.1 USER=root KEYID=10

m SSHOO OO 192.168.10.1 0 0 OSHOW IP INTERFACED 00000 O0O0OO0O0oooOooooooo

SSH 192.168.10.1 USER=root PASSWORD=8nyara COMMAND="show ssh int"

googggg

0000000000000000Host key not recognised -saved asssh.keyD OO OO OOO0O0O000
coooooboobooodooboobodoooooooooboobooooooooooooooooon
00000000000000000000000sshkeyDO0ODOOD0O0D0O00D000000DO0ODOO
OO0OO0OCREATEENCOKEYODOOOOOOOODOOOODOOODOOOODOOODOOOoOoOOO TYPED
RSAOFORMAT O SSHOOOOOO

gogggo

CREATE ENCOKEYMOOOOOGOoo 180000
SHOW SSH SESSIONSO 461 00 0O O

ooooo CentreCOM AR570S 0000000000 2.9 485
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TELNET

TELNET

00000000000 /000O000o0oo0

TELNET {ipadd| hostname}

ipadd: IP 0000 0IPvA0 0D IPveO
hostname: 0000

g

00000000 TelnetO OO OO
goooooooooooooooboobboob bbb booboobbobbooo
O0o00ooCul-DO0O0O0OOO0OOOOOOOOOOOO
O000000000000000000000000000000000000000000000 BreakO
O0O00Telnet 00 0000000000000 000O0Cwl-POO00O0OO0OOOOOOOOOOOOO
0000000000000 00000000000OSETASYNOOOOO ATTENTIONOOOOOOO
gooooo
O00000000000000000MCwl-X000O0DO0D00000000000000000M EnterO
O0DO0DUOO0OO0OO0OOSHOWSESSIONSO OO OO0OODODUO0OO0DUOD0O0O0O0OOORECONNECTOOOOOO
goooo

goodgoooon

Manager ar.joge.net> telnet afrika

Info (105327): Resolving host name "afrika.joge.net" to IP address.

Info (105328): Host name resolved to 172.16.28.1.

Info (133256): Attempting Telnet connection to afrika.joge.net, Please wait ....

Telnet OO0 OOOOAO
U*IX (afrika.joge.net) (ttyp2)

login: usouser

Password:

[chkmail] You have new mail.

inbox
urgent
Total 9
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- Complete reference manual.

- Eat ramen.

afrika:”> 000 Break OO0OO0ODO ctrl-p OO00OO0OODOOOODOOOOODO

Session 1 to afrika.joge.net paused

opooooobooogo

Manager ar.joge.net> show ip int

Interface

Pri. Filt

Type
Pol.Filt

Static

Static

gobooboooooogo

Manager

Session

session
session
session

session

U W N

session

connected to afrika.joge.net

not
not
not

not

connected
connected
connected

connected

IP Address
Network Mask

Not set
Not set
10.10.10.100
255.255.255.0
172.16.28.160
255.255.255.0

ar.joge.net> show session

information for Telnet 1

Bc Fr PArp

MTU vJc
1500 -
1 n On
1500 -
1 n On
1500 -

Ctrl-X00OO0O000000OD0ODOO0O0O0O000b0O0Enterggy

Manager

Info

(136271) :

Reconnected to session 1

ar.joge.net> reconnect 1 (

afrika.joge.net )

Filt RIP Met.

OSPF Met.

01
0000000001
01
0000000001

[Enter]

( afrika.joge.net ).

Telnet JOOO0OOO0OO0OD0ODOOD0OOO0OOODODOOOOEnterdd

afrika:”> logout

goooooooooooooa
TELNET session now CLOSED.

googno

SAMode
DBcast

TELNET

CentreCOM AR570S 0 0000000O00O0O 2.9
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TELNET

Manager ar.joge.net>

googggg

O00000o00o0000ooooooo ADDIPDNSOOOOOODOOOOOOOOOOOOOOOO
000000000000 00000000000FQDNOOOOOOOODDOOO0O0DOOOSET SYSTEM
NAMEOOOOOOOOOOOOOOOO0O0OO0O000FQDNOOOOOO0O0O00000oo00oo0ooo
O000D0afrika0 000000000000

O000MsysName O OOOO0OO0O0O0000O0O0O0000O0O0O0O0O0O00O0O0O0O0O0O0OOO0O0OOO
0000000000000000000000 0sysName OO myroutermydomain.xx.jpll] myrouter
000000000000000000000000@M TELNET hispc00DO0000000000O0ODO
0 hispc.mydomain.xx.jp0 0000 DNSOOOOOOOODO

gogggo

ADDIPDNSMIPOO 1730000
ADDIPHOSTIPO O 1840000
DELETE IP HOST IPO O 2380000
DISCONNECTO 2350000
RECONNECTO 2850000
SETIPHOSTIPO O 3750000
SET SYSTEM NAMEO 3380 0 0O

SET TELNETO 3400000

SHOW IP HOSTI IPO O 475000 O
SHOW SESSIONSO 436 0O OO
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UPLOAD

UPLOAD

00000000000 /0000000000000

UPLOAD [METHOD={TFTP|ZMODEM}] [FILE=filename] [SERVER={hostname|ipadd}]
[ASYN=asyn-number]

filename: 00000

hostname: 00 00O

ipadd: IP 0000

asyn-number: 00000000000

0

TFTPOZMODEM O OO0 00000000000
0000000000000 U0O0O0OO0OSETLOADEROOOOOOOOOOOOOOOOOOOOOO

gogggo

METHOD O0O0OO0UOOOOOTFIPOOOO SERVEROOOOOOOOOOZMODEM OOOO ASYN
O0000oo0ooooooo TFTPO

FILE 0000000000000

SERVER TFTPOOOOOOOUOOOOOIPOOU0OOOOOOOODO0OOUOOOOADDIPDNSOO
000 DNSOOOOoOOoOoOooooooooooooooo

ASYN ZMODEMOOOOOOOOOOOOOO

g

0 0000000000000000000foobarscp0 TFTP OO OO D192.168.1.10300 000
ooooo

UPLOAD FILE=foobar.scp SERVER=192.168.1.103

m000000000000000000O0Obasiccfgd0000000 asyn0000000 ZMODEM
ooooo

UPLOAD FILE=basic.cfg METHOD=ZMODEM ASYN=0

gogggo

LOADO271 0000
SET LOADERO 298 0000

ooooo CentreCOM AR570S 0000000000 2.9 489
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SHOW FILEO 3740000
SHOW LOADERO 386 0 0 O O
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WAIT

WAIT

ooooo0ooooo /00000

WAIT seconds

seconds: 00 000

g

oobooooobooboooooobooooooooooooooooooon

goooogn

oooooooooooooon

googod

IF THEN ELSE ENDIFO 270 0 00O
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