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ooooooo

LDAPUO Lightweight Directory Access Protocol0 00 000000000000 O0OLDAPOO URL
0 Universal Resource Locator0 D000 0D O00O0OO0OOOLDAPURLOOOOOOOODOOOODOO

ldap://address|[:port]/[base-object]

address LDAPOOOOO IPOOOOOOOOO

port

LDAPOUOOOOOOODOODO10655350

base-object 00000000 0DNO
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PKI
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s 00000000000 RSAOOOODDOOOOOOOO CREATEENCOKEYOOOOmMoono
oooo 18oooooooooo

CREATE ENCO KEY=0 TYPE=RSA LENGTH=1024 .

s J00000000000000000000000 X.5000000DN = Distinguished Name[
O00000O0O0OO0OO0OO0OOoOOO0OOO00OO0OOSET SYSTEM DISTINGUISHEDNAME O 0 00 M O
00000038 000000doodbDNOOOOcdoOenO 00000 Ooooooooooon
gooooooooboood

SET SYSTEM DISTINGUISHEDNAME="cn=RouterA,o=birds,c=jp" J

s PKIODOOOOOOOOo UTCOOOOOoOOoOoOoOoO0oooUoooooooooooooooooo
urTCcoooooooooooooo

SET NTP UTCOFFSET=JST

m J0000000CSROOOOODOOOOCREATE PKI ENROLLMENTREQUESTO OO OO 18
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0O ENROLLMENTREQUESTO OO O OOOOO0OO0OO0DO00OO0O0O0OO.csTD0000O0OO0OO0OOOO
O000000o0oooooo PKCs#100oooooo
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ooooooo

CREATE PKI ENROLLMENTREQUEST=mycer PROTO=MANUAL KEYPAIR=0 TYPE=PKCS10
FORMAT=PEM .J

s 0000000000000 0000ooCcsSRUOOOoOOoooooooooooooooon
00000oo0oooooooooo CcCAodO0Oooooooooooooooooooooon
oono

UPLOAD FILE=mycer.cer SERVER=192.168.1.5 J

m JO000000000 CADUODODODOOCAO CMPO Certificate Management Protocol
000000 0oo00oo00ooo0ooOU00oooooO0ooo0 PKIXOOODOOOoOooooo
REFERENCEO OO0 O0OO00O SECRETOOOO0O0ODOOOOODOOCADOODOOOOOOOOOO
goooooo

CREATE PKI ENROLLMENTREQUEST=mycer PROTO=CMP KEYPAIR=0 REF=98765432
SECRET=fugafuga LOCATION=192.168.1.5 J

[ 0000000000000 00000OD0ODOO0O0O00DO000000000D0D0O0ODODODODODODOD
O0000000Entrust0000000OSLS7-6PNC-TWPRO OO O OOOOOOOODOOOOOOO
goboobooobobooobobboobboobOoooo

2. 0000000000000 0000O000000D0O0O0000
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0000000oooooooooo0o00oU00U0U0oo0oooo0oo0oooo00OUgTFIPOO
gooooobooooooooooooooboooboobogbbobboobnboooobo
g0o00oO00o0ooOoOoOo0OOoOO0OO00UoDOOooDUOODOUOODUoooCADODODODOOOOOOOO
Ooo cCAoUduoouooooogod

m 000 LDAPOOOOOOOOOOOOOOODOADD PKICERTIFICATEOOOOO13
g000o0oO0oooooOooooooOoooOooOooOoOoOoOooOOOoOoOOoOoOOoOooOOoOOoO CAOO
O000O0O00OO0OLOCATIONODOOOOOOOCADOODUDOO LDAPURLOOOOOOOOOO
CERTIFICATEC O OO0OOO0OO00O0OO0O0U0OOOOOOODOOO00OOOODUOOOOOOOOOOO
O0000000OTYPEQOOOODOOOD CAOODODODUOOOOOUOooCADODOOOOOO

ADD PKI CERTIFICATE=cacert LOCATION="ldap://172.16.10.1/o=test,c=jp"

TYPE=CA J

s 0000000000000 0000O00OOTFTPOOODOOOOODOOOOCAODODDOODOO
gooodbobooboobboobooboboobooobooboboobLDboooDOoUn.cerd
goog

LOAD FILE=ca.cer SERVER=192.168.1.5 J

goodoooooooboboboooogooboboboobooooobbbbbooooobbobo
TYPEOOOOOOOOD CAOOOOOOOooooocAODOoooooo
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ooooooo

PKI

ADD PKI CERTIFICATE=cacer LOCATION=ca.cer TYPE=CA J

s CAOOODOOOODOOOSHOW PKICERTIFICATEO OO OO043000000000 CAQOO
g0o000oO0O0oO0oOoO0oOoOoO0OOoOO0OO0ODOO0OO0OOO0OOOOOOOOOOOO CAOOOOOOOOOO
goooooogoog

SHOW PKI CERTIFICATE=cacer

[ N000000000000000O00000ooDoooOoODo00oooDOD

m J000000O0CACOOOOOOUOUOOUOOOOOOOOOUODOOODOUOODOOOOOOOOO
O000CAUOOOOcacerd 00000000 0OOODODOO0OO0OOOOOOOOOCADOOODOO
gooooog

SET PKI CERTIFICATE=cacer TRUSTED=TRUE .

(A0 O0O0O0O0O0O0OO0O0D0ODO00000O00000000000 CAUODODO0DO0OOooOOOooOooo
O00000O0OADDPKICERTIFICATED O OOD13000000000000 TRUSTED=TRUE
goboooobboobooooboooobobobboobOobooobOobOoooobobooboobd
gobooobooboooo

s CAOOOOOOOOOOOOO0OO0O000000000000000000oooooooo
O00O0O0O0O0O0O0ADDPKICERTIFICATEO OO O0O13000000000000000000OO
000000000000 0000000LOCATIOND OO0 O0OO0OO0ODoooooog LDAP
URLOOOOOOOOOOTYPEOOOOOODOOOOODODUOOOOODODUOOOOOOOSELFOO
gooogo

ADD PKI CERTIFICATE=mycert
LOCATION="1ldap://172.16.10.1/cn=RouterA, o=birds,c=jp" TYPE=SELF .

s 000000000000 00000OOOTFIPOOOODOOOOOOOODOOOOODOOOO
goobooooooobobooobbooobbbooobboobbuoobbbooobOod .cer
goood

LOAD FILE=mine.cer SERVER=192.168.1.5 J

gboooogoogoboooobooobbobboon

ADD PKI CERTIFICATE=mycer LOCATION=mine.cer TYPE=SELF .

O00000000OCRLOOOOOOO CRLOOODOOOoOoooooo

00000000 oooooCRLOO0OO0OO0OO0OOo0OO0oO0oU0o0uoo CRLooooogooooo
gooooooooboooooooooobooobooboob bbb bbb oobo
gooooobooooboooooooooobooobooboobbobbooboobboobo
0000000000000 000U00U0LDAPOOOOOOOOOOOOOOOOOOOOOOO
gobooobogobooobobooooboo
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ooooooo

s 00000000 LDAPOOOOOOOOOOOO0OOOOOUADDPKICRLOOOOO15
000000000000 000000000CRLO LDAPURLOOOOOOOOOOOODO
O00O0O0O0O0OO0OOLDAPOOOOOO CRLOODODOOOOODOOODOOOO CRLODOOOO
0000000000000 000000024000000SETPKIDOOOO3200000
CRLUPDATEPERIOD 00O OOOOOOOOOOOO

ADD PKI CRL=ourcrl
LOCATION="1ldap://172.16.10.1/cn=crll,o=test,c=jp" 4

s CRLOOOOOOODODOO0OO0D0OO0O0OOOTFIPOOOOOOOOOOOOCRLOODODOOOO
O000000000000000000000000000CRLOOOOO0O0OO0O.erlOOOOO

LOAD FILE=ca.crl SERVER=192.168.1.5 J

OO0 CRLOOODOOOOOOOCRLOOOOOOooOOoOoooooO

ADD PKI CRL=ca-crl LOCATION=ca.crl .

[ (RLOODOOOO0O0OO0O0O0O000O0O0OODOD0O00 CRLOODODODO0OO0O0O000O0O0O000O000000O0O
0000000000000 00ooooo0 CRLOOODOO0OoOoO0oOooooo

4. IPsecO0OOOOO
ISAKMPOOOOOOOODODOODODODOODOO RSAODOOOOOORSASIGOOOOOOOOO RSA
000000oooooooooooooooooooooo IPsec000000DO0OOoOooOoOOn
00 IPsec0000O0OISAKMP/IKEOOOOOOODOOODOODODOOODODOOOOOOOOOOO
oo obuobbobbobbobobobooooboooooooooooo

m [Psec0000000000IPOOOOOO0O0O0OOOO0O0OO0O0OO0OODOO ISAKMP OO
O0D0O0OODOOO0O0OPEEROUOUOOO0O0OOOOOOOOOAUTHTYPEOO RSAOOOOOOO
00 RSASIGOOLOCALRSAKEY OO O OO RSAOOOOOOOOOOOOOOO

CREATE ISAKMP POLICY=1 PEER=12.34.56.78 AUTHTYPE=RSASIG LOCALRSAKEY=1
SENDN=TRUE J

m 0000 Psec0000O00OOOOCO IPOO0OOOOOOOOOOOOOOOOOOOOOOO
gooogbooobobooobooooooobboooboo
0000000000000 000oo00ooo ISAKMPOOOOODOOOOOOPEEROOO
0000000000000 000 ANYOOOOOUOOO REMOTEIDODOOOOOOOOOOO
O0O0OOODO0OO0OO0OAUTHTYPEOO RSAOOOOOOOOO RSASIG OOLOCALRSAKEY O O
O00RSAOODOOOOOODOOOOoOOO

CREATE ISAKMP POLICY=1 PEER=ANY MODE=AGGRESSIVE AUTHTYPE=RSASIG
LOCALRSAKEY=1 SENDN=TRUE REMOTEID="cn=RouterB,o=birds,c=jp" J

00000000000 oo0oooooooooooO ISAKMPOOOOOOOO0ODOOPEER
O0oo000oooO0OoOoOoOoIPOOOOOOO0OOOOOAUTHTYPEDO O RSAOOOOOOOOO
RSASIGOOLOCALRSAKEYO OO OO RSAODOOOOOOOOOOOOOO
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PKI

CREATE ISAKMP POLICY=i PEER=12.34.43.21 MODE=AGGRESSIVE
AUTHTYPE=RSASIG LOCALRSAKEY=1 SENDN=TRUE .

gooooooon

0ooo0oooooooooooo0o0ooooo0ooooOo0oOooOoooOooOoD 100000
ooooooooooogo
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ADD PKI CERTIFICATE

ADD PKI CERTIFICATE

O0O0O0O0OO0OPKI/ODOODOOOOOO

ADD PKI CERTIFICATE=cert-name LOCATION={url|filename}
[PASSWORD=password] [PROXYADDRESS={hostname|ipadd}] [PROXYPORT=port]
[TRUSTED={TRUE|FALSE|YES|NO|ON|OFF}] [TYPE={CA|SELF|ENDENTITY|EE}]
[USERNAME=username]

cert-mame: 100001024 0000000000000000000000
url: URLO LDAP O 00O HTTPO

filename: 0000000000 .cerd

password: 0000001064000

hostname: 00 00O

ipadd: IP 0000

port: TCP OO 000010655350

username: 0000001064000

g

gboooooboooboooobooooboooboo
00000000000000000000.cerD0000000000O0OOOOOOO0OOOOO LDAP
000 HITPOOOOOOODOOOOOODOOOO

gogggo

CERTIFICATE 000000000000 O0O0OO0OO0OOOO00OOOOO0OOOOOOOOOOOOOOOO
gooo

LOCATION 00000000O00000O0OOOOOOO00000O00OOOOOOOOOUODOO
O0000.cerfD0 0000000000000 O0OO0ODOOOO0O0OODOOOOOLDAPOOOODO
HITPOOOOO URLOOOOOO

PASSWORD 0O0O00O0O0OO0O0O0O0O0OOOOO0OOOOOOO

PROXYADDRESS OHTTPOOUOOOOOOOOOIPOOOOOOOOOOO

PROXYPORT OHTTPOOOOOOOOOOOOOOOO

TRUSTED 00000000000 0000C0O0O0O00OOTRUEDYESOONOOOOOOOOOOOOO
goooooboooobooobooooooobooobooboobbobbooboobboobo
OOFALSEENOOOFFOOOOOODOoOooooooooooooooooooooooooooo
000000000000 0000000000O00000O00000O000 FALSEDODOooOoo
0000000000 0fingerprint00000000000000000O0DODO TRUSTED=FALSE
O0DO0DOOTRUSTEDOOOOOOOO0OO0O0OOOO M SHOW PKI CERTIFICATEO OO O OO
000000000000 OSET PKICERTIFICATEO 0000 TRUSTED=TRUEO OO OOOO
gbooooboogobooooboobbobboon

TYPE 0U0O0OO0OO0O0OU0OCAODCAOOODMMSELFOOO0O0O00OO0O0DO0OUO0OMmMEEDOO ENDENTITYO O
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ADD PKI CERTIFICATE

0000000000000 000000000000O0000 ENDENTITY
USERNAME 000000000000 OO0O0O0OOOOO0

g

s LDAP O 00O 192.168.10.5 00 0 DNO O O O [ cn=routera,o=myorg,c=jp0 0000000000
godoooooooooooo

ADD PKI CERTIFICATE=routera
LOCATION="1dap://192.168.10.5/cn=routera, o=myorg, c=Jjp" TYPE=SELF

gogggo

DELETE PKI CERTIFICATEO 220000
SET PKI CERTIFICATEO 330000
SHOW PKI CERTIFICATEO 43 00 00
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ADD PKI CRL

ADD PKI CRL

O0O0O0O0OO0OPKI/CRLOODOOOO

ADD PKI CRL=crl-name LOCATION={url|filename} [PASSWORD=password]
[PROXYADDRESS={hostname|ipadd}] [PROXYPORT=port] [USERNAME=username]

crl-name: CRLO 010240 000000000000000000000O
url: URLO LDAP O 00O HTTPO

filename: 0000000 O00O0O.crld

password: 0000001064000

hostname: 00 00O

ipadd: IP 0000

port: TCP OO 000010655350

username: 0000001064000

g

CRLOOOOOODOO0OO0OO0O0ODOO0OOCRL = Certificate Revocation List0 OO0 00 0O O
CRLOOODO0DO0OO0DO0O000O000O000O.erl00000000000000000000000O0O LDAP
OO0 HTTPOUOOOOOOOOODOOOOO

00000 00oooouo0 CRLOODUOOOoDooOoooCRLOOOODOOOO0OOO0OO0O00O0OO0O SET
PKIOOOOO CRLUPDATEPERIOD OO OO0 O UOOO0OOOOOO

gogggo

CRL CRLOOUOOOOUOOOOCRLOOOOOOO0OOOOOOOOOOOOOOOOOOOOODO

LOCATION CRLOOOUOOOO0OOO0OOOO0OOOO0OOOOOOOOO0OOO0ODOOOODOOOOOOOO
O00.cfl000000000000000000000000000000LDAPOODOO HTTP
ooooo uURLOOOOOO

PASSWORD 0OO0O00O0O0OO0O0OO0O0O0OOOOO0OOOOOOO

PROXYADDRESS OHTTPOOUOOOOOOOOOIPOOOOOOOOOOO

PROXYPORT OHTTPOOOOOOOOOOOOOOOO

USERNAME 000000000000 OO0O0O0OOOOO0

g

= LDAP O 000 192.168.10.5 0 0 0 DNO O O O [ en=potecrl,o=myorg,csjp0 0000000000
OOCRLOOOOOOOOOOOODOOO

ADD PKI CRL=potecrl
LOCATION="1ldap://192.168.10.5/cn=potecrl, o=myorg,c=Jjp"

PKI CentreCOM AR570S 0000000000 2.9 15
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googod

DELETE PKICRLO23 0000
SETPKIO 320000
SHOW PKICRLO46 0000
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ADD PKI LDAPREPOSITORY

ADD PKI LDAPREPOSITORY

O0O0O0O0OO0OPKI/ODOODOOOOOO

ADD PKI LDAPREPOSITORY=repos-name LOCATION=url [PASSWORD=password]
[USERNAME=username]

repos-nume:|:||:||:||:||:II:II:II:I1I:I24I:II:II:II:II:II:II:II:II:II:II:II:II:IDDDDDDDDD
url: URLO LDAPO

password: 0000001064000

username: 0000001064000

0

O0000o00ooo0ooooURLODOO0OOO00O0OO0DO0OOOO0OoooGg
goooooooooooooooboobboob bbb boobDboooboobbobboon
ooo

googgg

LDAPREPOSITORY 000000000000 O0OO0OO0OOOOOOOOOOOOOOOOOOOOO
gooogbooooooobooooog

LOCATION 0O0OO0OO0O0OOOLDAPOOOOOO URL

PASSWORD 0O0O00O0O0OO0O0OO0O0O0OOOOO0OOOOOOO

USERNAME 000000000000 OO0O0O0OOOOO

g
= LDAPO0OOO00000000

ADD PKI LDAPREPOSITORY=myorg_repository LOCATION="ldap://192.168.10.5"

gogggo

DELETE PKI LDAPREPOSITORYO 24 0 0 0 O
SET PKI LDAPREPOSITORYO 350000
SHOW PKI LDAPREPOSITORYO 51 0 00O

PKI CentreCOM AR570S 0000000000 2.9
613-000273 Rev.K
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CREATE PKI ENROLLMENTREQUEST

CREATE PKI ENROLLMENTREQUEST

O00O0O0OO0OPKI/ODOODOOOO

CREATE PKI ENROLLMENTREQUEST=csr-name KEYPAIR=key-id [FORMAT={DER|PEM|
BASE64}] [LOCATION={hostname|ipadd}] [PROTOCOL={CMP|MANUAL}]
[REFERENCENUMBER=refnum] [SECRETVALUE=password] [TYPE={PKCS10|PKIX}]

csr-name: 000 00000010240000000PROTOCOL=MANUALOOOO 108000
key-id: 0 0 0 000 655350

hostname: 00 00O

ipadd: IP 0000

refnum: 000001024000

password: 0000001024000

g

goooboooobogbooboooog
000000doo0000oooo0oo0ooooooooooooooCACODOD0DODOOooOOoooouoCMP
oo00o0oooooo cCAO00DU0OUOUOOOO0DU00UoooooUooooooD CAoggoooooao
00000000000 000000 SETSYSTEM DISTINGUISHEDNAME 00000000 ooQg
ODNODOOOoooooooood

gogggo

ENROLLMENTREQUEST 0000000000000 0O0O0O0OOO0OOOO0OOODOOOOOOO
gbobooobooboobooboobobobobbobib0 named 00000000 name.csr 000 M

KEYPAIR 000000000 U0OO RSAOODODODUOOOCREATEENCOKEYOOOOOUOGOOOO
god

FORMAT 00000000 0O0O0O0OOO0OO0O0O0OO0OOUOO00O0O0OOOOODEROOOOOOO DER
0 Distinguished Encoding RulesD0 O OPEM O BASE4 D OO0 0000000O000O0OO PEM
0 Privacy Enhanced MailO0O O OBASE64 00 00 BASE64 0000 0000000 OPROTOCOL
0O MANUALOOOOOOOODOOOOODODOOOO DER

LOCATION CAOOOOOO0OOOIPOOOOOPROTOCOLO CMPOOOOOOOOOOO

PROTOCOL 00000000 CAO0ODO0OODDOOOCMPOOOOOOOOOPKI Certificate Manage-
ment Protocol ICMPO OO0 0000 CAOUDODOODODODOODMANUALOOOOOOOOOOO
goo000o0o0oO0O0O0000000000000L0000DUoooooo000UENROLLMEN-
TREQUESTOOOODUOOOUOOOODUO0OO named0 00 Mname.csrt0 000000000000
00000o0o0fdoooooooooooo cCAoDoOO0UooOoUUoOoOoUooOOoUoOooOOn
0 CMPO

REFERENCENUMBER CMPOOO0OO0OOOOOO0OOOOOOOCAOOOOOOOOOOOOOOO
gooooooobooboobooooo

SECRETVALUE CMPOOUOOO0O0OO0O00OO0OO0OOO0OOOOOOOOO0DMCAODOOOODOOOOOO

CentreCOM AR570S 0000000000 2.9 PKI
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gooogoogoo

TYPE 000000000000 00O0OO0O00O0OO0OO0O0OOO0 PKCS100PKCS#100 0000 CMP
00000000000 PKIXORFC2511OOOOODODODCMPOOOOOO PKIXOOOOOOO

000000000 PKIXO

goodgoooon

CREATE PKI ENROLLMENTREQUEST

00000000 30 81 £9 30 81 84 02 01 00 30 00 30
00000010 09 2a 86 48 86 £7 0d 01 01 01 05 00
00000020 69 02 61 00 bf 65 95 3e 4f 79 9c c9
00000030 83 €9 47 bc de b2 06 6e 93 7f 96 16
00000040 cc 54 6b 92 £7 09 b9 b3 c3 6a 62 £f2
00000050 «c6 3b 35 e2 11 al 32 60 6e f4 24 9
00000060 24 f£f4 24 05 92 39 ba a4 2d e0 d5 55
00000070 c5 92 d8 df 52 c4 c9 8e «cf 27 5e dd
00000080 e2 de 6a 7d 02 04 00 01 00 01 30 04
00000090 48 86 £7 0d 01 01 05 05 00 03 61 00
000000a0 d6 Of b7 cb 71 de Oe cf db d9 78 6c¢c
000000b0 10 34 b2 c9 £3 0b 8e 62 6b 3f 7b 5c¢
000000cO 40 48 5a dd 57 34 06 a5 e4 3e 7c b8
000000d0 6e a5 90 34 d5 92 33 af 74 22 54 02
000000e0 74 £8 ae 89 bf 4b bb 7a a2 49 29 bc
000000£0 b4 90 40 a9 bc ff 18 68 ec 85 32 02
000000fc

m PEM0 Privacy Enhanced MailOl OO

MIHS5MIGEAQEAMAAwWETANBgkahkiGIwOBAQEFAANSADBpPAM
EAV2WVPKk95nMKkCQHSfg+1HVN6YBm6TE£5YWI ScKD8xUa5L3
Cbmzw2pi8sUZYXnGOzX1iEaEyYG70JJugeGGpIPQkBZI5uqg
Qt4NVV/Py3EMWS2N9SxMmOzyde3UOM8H/ i3mp9AgQAAQARB
MAOGCSQGSIb3DQEBBQUAA2EADMWUSsI9YPt8tx3g7P2914bM
8J0yoQNLLJI8wuO¥Yms/elyUgKXrQEha3VvVc0BgXkPny4vgsf
AG61kDTVkjOvdCIUAMOGP5B0+K6Jv0u7eqdJKbzkkmRutd
BAgbz/GGjshTIC

B Base64 00

MIHS5MIGEAQEAMAAwWETANBgkghkiGIwOBAQEFAANSADBpPAM
EAV2WVPKk95nMKkCQHSfg+1HVN6YBm6T£5YWI ScKD8xUa5L3
Cbmzw2pi8sUZYXnGOzX1iEaEyYG70JJugeGGpIPQkBZI5uqg
Qt4NVV/Py3EMWS2N9SxMmOzyde3UOM8H/ i3mp9AgQAAQARB
MAOGCSQGSIb3DQEBBQUAA2EADMWUSsI9YPt8tx3g7P2914bM
8J0yoQNLLJI8wuO¥Yms/elyUgKXrQEha3Vc0BgXkPny4vgsf
AG61kDTVkjOvdCIUAMOGP5B0+K6Jv0u7eqdJKbzkkmRutd

PKI

PROTOCOL=MANUALUOOOOOOOOOOOOOODOOOOODOODO

7d
03
02
£5
c5
aa
fc
43
06
Oc
cft
94
56
63
el

30
6c
40
27
19
78
fc
8c
09
c5
09
a8
ab
86
92

m DER[Distinguished Encoding RulesO0 0000000 OOOO0O

0d
00
74
Oa
61
61
b7
f0
2a
94
3b
ab
1f
a7
64

06
30
9f
0f
79
a9
10
7f
86
b3
2a
eb
00
90
6e

|0..0..... 0.030..|
| ¥ H.o.oooo... 1.0
|[i.a..e.>0y...@t.|
|..G. n..... o]
| . Tk...... jb...ay|
|.;5...2'n.$..xa.|
[$.5..9..-..U....]
|....R 0 LC ]
[..3). ... 0...*%.|
[Ho.ooooo. o a..... |
| d..... x1..;*|
|.4..... bk? {\....|

|@HZ . W4...>|.V...]|
[n..4..3.t"T.c...|
[t....K.z.I)...dn]|
[..e....h..2.|
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CREATE PKI ENROLLMENTREQUEST

BAgbz/GGjshTIC

g

s RSAO0D0O000O00O0000O0O0OOOOOO CAO192.168.10500000 00000 0O PKIX-CMP
O0o0ooooooooo cAOoooog

CREATE PKI ENROLL=mycert PROT=CMP KEYPATIR=0 REF=98765432 SEC=ABCDEFGH
LOC=192.168.10.5

ERSAO0OOCOO00O0OOOUUO0O0OO0O000O0OOU0O0OO00O00ODOOUUOOOOOOO PKCS#1000
0000000 PEMO0OO0OO0O00O0O00000O00000OOmycerreq.cst0 00000000000
000000 cCAo0UogUoogouooooooooOoOoooOooO

CREATE PKI ENROLL=mycerreq PROT=MANUAL KEYPAIR=0 FORMAT=PEM TYPE=PKCS10

googggg

goooooboooboooooooobooobboobboo
Entrust 00 CAODOOOODOOOO0XXXX-XXXX-XXXXOOOOOOOOOOSECRETVALUEO OO O
gooooobooooooooboboooboobbobbooboobobooobooo

gogggo

DESTROY PKI ENROLLMENTREQUESTO 250000
SET SYSTEM DISTINGUISHEDNAMEM 0000000 3360000
SHOW PKI ENROLLMENTREQUESTO 48 0 0 0O O
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CREATE PKI KEYUPDATEREQUEST

CREATE PKI KEYUPDATEREQUEST

O00O0O0OO0OPKI/ODOODOOOO

CREATE PKI KEYUPDATEREQUEST=reqg-name CERTIFICATE=cert-name
KEYPAIR=key-id [LOCATION={hostname|ipadd}]

Teq-nume:|:||:||:||:||:||:||:|1|:|24|:|DDDDDDDDDDDDDDDDDDDDD
cert-mame: 1000010240000 000000000000000000
key-id: O 0 0O 000 655350

hostname: 00 00O

ipadd: IP 0000

0

cCMPOOOOOOOOOUOOOOCADOOOOODOOOOOODOOOOODOOOOOODODO RSAODODO
goooooboodgo
gooooooooooooboboooboobboob bbb booobDboooboobbobboon
gooooooobooooooooboooboob bbb boobDbooboobbo

gogggo

KEYUPDATEREQUEST 00O OO0OO0OOO0OOOOOOOO

CERTIFICATE 0000000000 OO0OOO0OOOOO0OOOOOOOOOOOOOOOO
KEYPAIR OO0 RSAOOOOOO

LOCATION CAOOOODOOooOoIPOOOO

googgg

DESTROY PKI KEYUPDATEREQUESTO 26 0 0 O O
SHOW PKI KEYUPDATEREQUESTO 50 0 0 00O

PKI CentreCOM AR570S 0000000000 2.9
613-000273 Rev.K
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DELETE PKI CERTIFICATE

DELETE PKI CERTIFICATE

O0O0O0O0OO0OPKI/ODOODOOOOOO

DELETE PKI CERTIFICATE={cert-name|ALL}

cert-name: 0000010240000 000000000000000O000OO

0o

goodoboooOO0ooOOobOOoboOoboooooboooooooooo
goooon
CERTIFICATE COO0OO0OO0OO0O0O0ADDPKICERTIFICATECOOOOOOOOOOOO

goooon

ADD PKI CERTIFICATECO 130000
SET PKI CERTIFICATEO 330000
SHOW PKI CERTIFICATEO 43 00 00
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DELETE PKI CRL

DELETE PKI CRL

O0O0O0O0OPKI/CRLOOOOOO

DELETE PKI CRL={crl-name|ALL}

crl-name: CRLO 010240 00000000000000000DDOOO

g

CRLOOOOOO0OO0OO0OO0OO0OO0O0O0OO0OO0 CRLOOODOOO
googog
CRL CRLOOOOADDPKICRLOOOOOOOOOOOO

googod

ADD PKICRLO 150000
SET PKICRLO340000
SHOW PKICRLO46 0000
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DELETE PKI LDAPREPOSITORY

DELETE PKI LDAPREPOSITORY

O0O0O0O0OO0OPKI/ODOODOOOOOO

DELETE PKI LDAPREPOSITORY={repos-name|ALL}

repos-name: 000 0000010240000000000000000000000

0o

O0000o00ooo0ooooURLODOOODOO0OO00OOO0O0DO0OOOoOoOooog
goooon

LDAPREPOSITORY 00000000000 O000O0ADDPKILDAPREPOSITORY DOODOOOOO
gooo

goooon

ADD PKI LDAPREPOSITORYO 17 00 0O
SET PKI LDAPREPOSITORYO 350000
SHOW PKI LDAPREPOSITORYDO 51 0 00O
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DESTROY PKI ENROLLMENTREQUEST

DESTROY PKI ENROLLMENTREQUEST

O00O0O0OO0OPKI/ODOODOOOO

DESTROY PKI ENROLLMENTREQUEST={csr-name|ALL}

csr-name: 0000000010240 000000PROTOCOL=MANUALOOODO 108000

g

gopoooboooobooooboo
gogggo

ENROLLMENTREQUEST 00000 0O0OOOCREATE PKI ENROLLMENTREQUEST O OO OO
000000000 0ALLOOOOO00OO0O0O0O00O0OO0O00OooOo0ooooooooooon

o
e 00000000gimmecerd 000000

DESTROY PKI ENROLLMENTREQUEST=gimmecer

gogggo

CREATE PKI ENROLLMENTREQUESTO 18 0 0 0O O
SHOW PKI ENROLLMENTREQUESTO 48 0 0 0O O
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DESTROY PKI KEYUPDATEREQUEST

DESTROY PKI KEYUPDATEREQUEST

O00O0O0OO0OPKI/ODOODOOOO

DESTROY PKI KEYUPDATEREQUEST={reg-name|ALL}

reqg-name: 000 000010240000000000000000000000

0o

RSAODOOOOOOOOOOOO
goooon

KEYUPDATEREQUEST 0000 OO OCREATE PKI KEYUPDATEREQUESTO OO OOOOOO
O000DO0O0OALLOOOOOO0OOOO00OOO0O00OO0O00OOOOO0OoOooOOOn

goooon

CREATE PKI KEYUPDATEREQUESTO 21 0000
SHOW PKI KEYUPDATEREQUESTO 500 0 00O
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DISABLE PKI DEBUG

DISABLE PKI DEBUG

O00O0O0O0OPKI/ODOOOOO

DISABLE PKI DEBUG={ALL|CERTTRACE|CMDTRACE|CRTDBTRACE|CRTRUTRACE|
CRTVGSTATE|CRTVGTRACE|CRTVUSTATE|CRTVUTRACE |[MPPACKET MPPKT MPSTATE|
MPTRACE|OPHTTPTRACE|OPLDAPTRACE|OPPACKET|OPPKT|PACKET | PKT|STATE|
TRACE} [, ...]

g

PKIOOO0O0O00O0O0O0O0OO0OOOOOOOOOOOO
gogggo

DEBUG 000000000 O0O0O0OO0U0OO0OO0OO0OOOOUOOALLOOO0OOOOOOOOOOOOO
gooooboogboooon

CERTTRACE ogoodoooooooog

CMDTRACE ogoodooooooooooo

CRTDBTRACE ogoodooooooooooo

CRTRUTRACE ogoodooooooooooo

CRTVGSTATE ogoodooooooooooo

CRTVGTRACE ogoodooooooooooo

CRTVUSTATE ogoodooooooooooo

CRTVUTRACE ogoodooooooooooo

MPPACKET PKIOOOODOODOOOOOoOoOO

MPPKT MPPACKET 0O O O

MPSTATE PKIOOOODOOOOOOOO

MPTRACE PKIOOOODOOOOOOOO

OPHTTPTRACE HTTPOOOO

OPLDAPTRACE LDAPOOOO

OPPACKET ogodooobooobooooooooo

OPPKT OPPACKET O OO

PACKET 0000 PKIDODODODOOOOOOOO

PKT PACKET O OO

STATE ogooooooo

TRACE ogooooooo
0300000000000

PKI CentreCOM AR570S 0000000000 2.9
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googod

ENABLE PKIDEBUGO 290000
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ENABLE PKI DEBUG

ENABLE PKI DEBUG

O00O0O0O0OPKI/ODOOOOO

ENABLE PKI DEBUG={ALL|CERTTRACE|CMDTRACE|CRTDBTRACE|CRTRUTRACE|

CRTVGSTATE|CRTVGTRACE|CRTVUSTATE|CRTVUTRACE |[MPPACKET MPPKT MPSTATE|
MPTRACE|OPHTTPTRACE|OPLDAPTRACE|OPPACKET|OPPKT|PACKET | PKT|STATE|

TRACE} [, ..

g

-]

PKIDODOODOOOODOOOOOoDOoOooooooo

gogggo

DEBUG 000000000 O0O0O0OO0U0OO0OO0OO0OOOOUOOALLOOO0OOOOOOOOOOOOO

gooooboogboooon

CERTTRACE ogoodoooooooog

CMDTRACE ogoodooooooooooo

CRTDBTRACE ogoodooooooooooo

CRTRUTRACE ogoodooooooooooo

CRTVGSTATE ogoodooooooooooo

CRTVGTRACE ogoodooooooooooo

CRTVUSTATE ogoodooooooooooo

CRTVUTRACE ogoodooooooooooo

MPPACKET PKIOOOODOODOOOOOoOoOO

MPPKT MPPACKET 0O O O

MPSTATE PKIOOOODOOOOOOOO

MPTRACE PKIOOOODOOOOOOOO

OPHTTPTRACE HTTPOOOO

OPLDAPTRACE LDAPOOOO

OPPACKET ogodooobooobooooooooo

OPPKT OPPACKET O OO

PACKET 0000 PKIDODODODOOOOOOOO

PKT PACKET O OO

STATE ogooooooo

TRACE ogooooooo
0400000000000

PKI CentreCOM AR570S 0000000000 2.9
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goooogn

gooboooboooobooooooodoooooooooooooooooooooooooogoogg
oooooooooooooooooooooo

googod

DISABLE PKIDEBUGO 270000
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613-000273 Rev.K



PURGE PKI

PURGE PKI

O00O0O0O0OPKI/ODOOOOO

PURGE PKI

0o

PKIDODOOODODOODODOOOOoOooooO
O0000OO0LDAPOOOOOOOOODOOOOOOOOOOCRLOOOOOOODOOOOODOOOOO
0000000000000 00000000000000000000SETPKIODOOOOOOOOOO
gooooboooooooboooobooo

gooooon

00000000 ooooo PKIDODOOOODDO000000000000000000000000o0o0
gopoooboooobogoooo

goooon

SHOW PKIO36 0 00O

SHOW PKI CERTIFICATEO 43 00 00

SHOW PKICRLO46 0000

SHOW PKI ENROLLMENTREQUESTO 48 0 0 0O O
SHOW PKI KEYUPDATEREQUESTO 500 0 00O
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SET PKI

SET PKI

O00O0O0O0OPKI/ODOOOOO

SET PKI [CERTSTORELIMIT=12..256] [CMPRETRYMAX=0..10]
[CMPRETRYPERIOD=10..600] [CRLUPDATEPERIOD=1..168] [SUBJECTALTNAME={ipadd|

altname}]

ipadd: IP 0000
altname: 00 01064000000000000000O0O0OOOOO

g

PKIODODOOODODOODODOOOOOoOOoooooooooo
gogggo

CERTSTORELIMIT 0000000000000 O00O00O0O0OO0O0OO0OOO0OO0OOOOOOO0OO
000000000000 o00o00oO0oO00oO0o0oLD0o0oOOoooO0ooOOooDOo0DO 24

CMPRETRYMAX CMPOOOOOOOOOOOOOOOOOOOOOI1

CMPRETRYPERIOD CMPOOOO0OO0O0OO0O0OO0OO0O0OO0mMOOODOOO 300

CRLUPDATEPERIOD CRLOOOO0O0OO0O0OO0O0O0O0O0O0OO0O0O0O0CRLOOOOOOOOOOOOOOMO
00000024000

SUBJECTALTNAME 0000000000000 OOSubjectd Alternative NameD 0000000
ooooooooooIlpPO0boOoOO0O0OOOOBOOO

googgg

SHOW PKIO36 0 00O
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SET PKI CERTIFICATE

SET PKI CERTIFICATE

O0O0O0O0OO0OPKI/ODOODOOOOOO

SET PKI CERTIFICATE=cert-name [TRUSTED={TRUE|FALSE|YES|NO|ON|OFF}]
[TYPE={CA|SELF|ENDENTITY|EE}]

cert-name: 000 0010240000000000000000000O000OO

0

gobooooboooooooobooooboobboobbooboonboooonoo
gogggo

CERTIFICATE C0O0O0OO0OO0O0O0ADDPKICERTIFICATEOOOOOOOOOOO

TRUSTED 00000000 OOTRUEDYESOONO OO OOO OO OOFALSEDONOOOFF OO
O0000O0O0O0O0ADDPKICERTIFICATEO O OO OO0OO0O0OO0O0O0ODODODOOoooooooo
TRUSTED=TRUEC OO0 0000000 OSHOW PKICERTIFICATE 0 00O O O OO fingerprintO
0000000000000 0000000o0o0oo0ooO TRUSTED=TRUEOOOOOOOOO
oooooooooooooog

TYPE 0U0O0OO0OO0O0OU0OCADCAOOODMSELFOOO0O0O00O0O0DO0UO0OMmMEEDOO ENDENTITYO O
000000000000 00000000000000000 ENDENTITY

gogggo

ADD PKI CERTIFICATEO 130000
DELETE PKI CERTIFICATEO 220000
SHOW PKI CERTIFICATEO 43 00 00

PKI CentreCOM AR570S 0000000000 2.9
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SET PKI CRL

SET PKI CRL

O0O0O0O0OO0OPKI/CRLOODOOOO

SET PKI CRL=crl-name [LOCATION={url|filename}] [PASSWORD=password]
[USERNAME=username]

crl-name: CRLO 010240 000000000000000000000O
url: URLO LDAP O 00O HTTPO

filename: 0000000 O00O0O.crld

password: 0000001064000

username: 0000001064000

0

CRLOOOOOOOOO0OoOoOoOoooooouUoooCRLOODbOOooooooo
googgg

CRL CRLOOOOADDPKICRLOOOOOOOOOOO

LOCATION CRLOODUOOOO0OOO0OOO0OO0OOOO0OOOOO0OOOO0OOO0OOOOODOOOOOOOO
O00.cfl000000000000000000000000000000LDAPOODOO HTTP
ooooo uURLOOOOOO

PASSWORD 0O0O00O0O0OO0O0O0O0O0OOOOO0OOOOOOO

USERNAME 000000000000 OO0O0O0OOOOO

gogggo

ADDPKICRLO 150000
DELETE PKICRLO 230000
SHOW PKICRLO46 0000
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SET PKI LDAPREPOSITORY

SET PKI LDAPREPOSITORY

O0O0O0O0OO0OPKI/ODOODOOOOOO

SET PKI LDAPREPOSITORY=repos-name [LOCATION=url] [PASSWORD=password ]
[USERNAME=username]

repos-nume:|:||:||:||:||:II:II:II:I1I:I24I:II:II:II:II:II:II:II:II:II:II:II:II:IDDDDDDDDD
url: URLO LDAPO

password: 0000001064000

username: 0000001064000

0

O0000o00ooo0ooooURLODOO0OOO00O0OO0DO0OOOO0OoooGg
goooooboooboooooooooooboobboobogboobDboobDboooboobbo

gogggo

LDAPREPOSITORY 0000000000 OOOOADDPKILDAPREPOSITORY OOOOOOOO
ooo

LOCATION 00OO0OO0O0OOOLDAPOOOOCOO URL

PASSWORD 0O0O000O0OO00OO0O0O0OOOO0OOOOOOO

USERNAME 000000000000 OO0O0O0OOOOO

gogggo

ADD PKI LDAPREPOSITORYO 17 00 0O
DELETE PKI LDAPREPOSITORYO 24 0 0 0 O
SHOW PKI LDAPREPOSITORYDO 51 0 00O

PKI CentreCOM AR570S 0000000000 2.9
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SHOW PKiI

SHOW PKI

O00O0O0O0OPKI/ODOOOOO

SHOW PKI [COUNTERS]

PKIDODODOOODOODODOOOoOOoOoO

gogggo

COUNTERS PKIOOOOOOOOOOOOOOOOOOOOOOOOOOO

goodgoooon

SecOff bulbul> show pki

PKI Module parameters:

Debug types enabled: none

SecOff bulbul> show pki counters

PKI CERTIFICATE UNIT COUNTERS:

GENERAL COUNTERS:
checkExtractParseFail

createFingerprintFail

VALIDATION UNIT COUNTERS:
eventRequestNotFound
startRequest
stopRequestFail
gncicResultNoCIC
actionIllegal
startInitChecksTooDeep
startInitChecksIssNotCA
startInitChcksSSignNotCA
startInitChecksRevoked
startValCICCertNotFound
startValCICAlrdyVldating
startVerifyCertNotFound

36 | CentreCOM ARS70S 0000000000 2.9
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subjectAltName ..........

CRL update period ....... 24 seconds
CMP retry period ........ 30 seconds
CMP maximum retries ..... 1

Max. # of certificates .. 24

Debug device ............ 16

O O O O O O O O o O i+ o

checkExtractFieldGetFail

startRequestEquivRegFnd
stopRequestGood

startInitChecksBadTime
startInitChcksBadKeyUsge
startInitChcksSSgnUntrst

startvValCICAlreadyTrustd
startValCICStartVURgFail

startVerifyCertParseFail

PKI




startVerifyCrtF1ldGetFail
startVerifyCICParseFail
startVerifyFailImm
verifyCbackRegNotFound
verifyCallbackVerifyFail
createRequest

dbadd

dbFindFail
dbFindByCertFail

VALIDATION UNIT GET NEXT CANDIDATE
eventRequestNotFound
remoteRetrievdRegNotFnd

startGetRemoteFail

RETRIEVAL UNIT COUNTERS:
startOPStartFail
getFileNotExist
getFileReadFail

PKI CRL UNIT COUNTERS:
GENERAL COUNTERS:
retrievedNotFound
retrievedGetFieldsFail
timeoutRUStartFail
addAlreadyExists
addGood
setNotFound
setGood
deleteNotFound
purgeGood
showListParseFail

RETRIEVAL UNIT COUNTERS:
startOPStartFail
getFileNotExist
getFileReadFail

PKI MANAGEMENT UNIT COUNTERS:

CMP COUNTERS:
startedEnrollment
receivedPKIMessage
receivedTCPError
receivedMsgVerifyFail
requestFailed
receivedMessageDiscarded

timeoutEvent
MANUAL ENROLLMENT COUNTERS:

started
failed

PKI

SHOW PKiI

startVerifyCICF1ldGetFail
startVerifyStarted
verifyCallbackVerifyGood

destroyRequest
dbRemoveFail

dbFindByRequestorFail

R O & & O O O O O

ISSUER CERTIFICATE COUNTERS:
0 getNextCICNotFound

0 actionIllegal

0

retrievedRequestNotExist
getFileOpenFail
getFileCloseFail

retrievedParseFail
retrievedRUStartFail

addRUStartFail 0
setRUStartFail

setNothingSet
deleteGood

o O O O

showNotFound

O O O O O O O O o o

retrievedRequestNotExist
getFileOpenFail
getFileCloseFail

startedKeyUpdate
receivedPKIFIN
receivedMsgVerifyOK
illegalEvent
requestCompleted

retryEvent

O O O O O O o
O O O O O O o

requestQueueError

fileOpenFailed
completed

CentreCOM AR570S 0000000000 2.9
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SHOW PKiI

fileOpenOK 1 fileClosed
fileWriteFailed 0 CSRCreationError
SubjectAltName ogoddooboooboooooooon SubjectAltNameD oo

CRL update period

O000o0oOO0oOooCRLOODOOOoooOOO

CMP retry period

cMPOOOOOOOOOO

CMP maximum retries

cMPOOOOOOOOOOOOOO

Max. # of certificates

gooobboooboogbobooobooooog

Debug device

PKIODODOOODODOOODODOODOOooDOoOooooooog

Debug types enabled

goooooogoobod

0 5:

PKI CERTIFICATE UNIT
COUNTERS OO OOO

PKIODOOODODODOODODOODOOOOOoDOoOoooo

GENERAL COUNTERS

PKIDODODODODOOOODODOOOODOOooOO

checkExtractParseFail

gobodgbooobbobobooooooooooobooo

checkExtractFieldGetFail

gooboooooboooooobbbooobbboooobooboog
d

createFingerprintFail

gobodgobooobboooboooooooboo

VALIDATION UNIT
COUNTERS

PKIDODODODODOOOODODOOOODOOoOoO

eventRequestNotFound

goboobogbbobobooooooobooboboooog

startRequest

goboobooobbooboboooog

startRequestEquivReqFnd

gooboooooboooooobbbooobbboooobooboog
goboooobod

stopRequestFail goooboboboobooobooobooboobbbobobbooo
goooogo

stopRequestGood goooooooooooooooo

gncicResultNoCIC 0 no candidate issuer certificate foundD OO0 000000

actionlllegal gboooooboobobobobooooooooogoon

startInitChecksTooDeep

gobodgboooboboooobooooboobboooboobobon

startlnitChecksBad Time

goboobogbbobobooooooobooboboooog

startlnitChecksIssNotCA

O00U00oooooooUooooooo CAoUdOooooooo
goboogbooooooobooooog

startInitChcksBadKeyUsge

gooboooooboooooobbbooobbboooobooboog
gobooooooooogoooo

startInitChcksSSignNotCA

CAOUOO0OO0OO0OO0OOOO0UOOOOOOODUOOOOOOOooDUOOOoOn
goooooo
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SHOW PKiI

startInitChcksSSgnUntrst

gooboooooboooooobbbooobbboooobooboog
od

startlnitChecksRevoked

gobogboogboboooboboooboobboobooo

startValCICCertNotFound

gooboooooboooooobbbooobbboooobooboog
o

startValCICAlreadyTrustd

gobodgboooboboooobooobboobboobuoobboobo

startValCICAlrdyVldating

gooobooobobooooobbooooooboobobobbobooooooboo
googd

startValCICStartVURgFail

gooboooooooboboboboboooboboboobooonoog

startVerifyCertNotFound

gobodgboooboboooobooobboobboobuoobboobo

startVerifyCertParseFail

gooobooobobooooobbooooooboobobobbobooooooboo
goboogbooooooobooooog

startVerifyCrtFldGetFail

goobooobobooooobooooooooboboobobobboooobo
goboooboogoboooobooobbobboon

startVerifyCICParseFail

goobooobobooooobbooooooboobboobobobooooboo
gobogbooobboooboooooooboo

startVerifyCICFIdGetFail

goboooboooobooboboboooboobooboobooboboo
gobogboogboboooboboooboobboobooo

startVerifyFaillmm

goboobooobobooobooooooobooobooboo

startVerifyStarted

gobogboogboboooboboooboobboobooo

verifyCbackReqNotFound

goobooobooooobbooobobboboooouoboboooooo
gooooog

verifyCallbackVerifyGood

gobogboogoboooboooboobboo

verifyCallbackVerifyFail

gobogboogoboooboooboobboo

createRequest ooooooooogoooggo

destroyRequest ooooooooogoooggo

dbAdd ooobooooboooooooooooooooooon

dbRemoveFail coooobooooooooooooooooooooboogoooog
ooooogoood

dbFindFail bdbdoooooooooooooooooooooooooboon

oo

dbFindByRequestorFail

gooboooooboooooobbbooobbboooobooboog
goboooobod

dbFindByCertFail

gooboobobobobobobobobobobobooboobog
oo

VALIDATION UNIT GET
NEXT CANDIDATE IS-
SUER CERTIFICATE
COUNTERS

PKI

PKI O O get next candidate issuer certificate0 000000000
gboood
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SHOW PKiI

eventRequestNotFound

O get next candidate issuer certificate request00 00000000
gbooooooboobooboboooooooo

getNextCICNotFound

O get next candidate issuer certificate0 000000000000
gbooooooooogo

remoteRetrievdReqNotFnd

0 get next candidate issuer certificate request00 00000000
ooboooooooooooooooooooooo

actionlllegal O get next candidate issuer certificate0 000000000000
gboooooooo
startGetRemoteFail 0 get next candidate issuer certificate request00 00000000

gobooooboogoog

RETRIEVAL UNIT COUN-
TERS

PKIDODOODODOOOODODOOOODOOoOOoO

startOPStartFail

PKIODOOODODOOOODODOOOOOODOOODO0O0oDoOoOoooog

retrievedRequestNotExist

gobodgboooboboooobooooboobboooboobobon

getFileNotExist gooboooooboooooobbbooobbboooobooboog
gooogo

getFileOpenFail gooboooooboooooobbbooobbboooobooboog
goooooo

getFileReadFail gooboooooboooooobbbooobbboooobooboog
ogno

getFileCloseFail gooboooooboooooobbbooobbboooobooboog

goooooo

PKI CRL UNIT COUNTERS

PKICRLOOOOOOOOOOOOOO

GENERAL COUNTERS

PKICRLOOOOOOOOOOOOOOOO

retrievedNotFound

CRLOOOOOO CRLOODOODOOOOooooO

retrievedParseFail

00000000 oU0UoU0uog CRLOooooooooooo

retrievedGetFieldsFail

000000000 uooooooo CRLOOooooooogooo
googd

613-000273 Rev.K

retrievedRUStartFail CRLOODOOOOOOOO CRLOODOOODOOOOO

timeoutRUStartFail OU00o0o00 CRLOODOOoOooogd

addAlreadyExists CRLOODOOUOO0OODO0OO0O0O0 CRLOOOUOODOUOUOOODOCRLODO
ogooooooao

addRUStartFail O0000o0doooooo CRLOOOoooooo

addGood CRLOODOOOOOO CRLOOOOOO

setNotFound CRLOODOOODO0UOO0OO0OU0O0DO0OO0 CRLOODOODOUOOOOOOCRL
ooodoooooooog

setRUStartFail CRLOODOOOOO CRLOOODOOOOOOO

setGood CRLOODOOOOOO CRLOODOOOOODOoOoooo

setNothingSet CRLOOOOO0OOOOO0OOoO00ooooooooooooooo
godoooooobooooon
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SHOW PKiI

deleteNotFound CRLOOOOOO0OO000O0OO0OO0OO0 CRLOODODOOO0OO0OO0OO0OOCRL
goboogoboogoo

deleteGood CRLOOOOOOOO CRLOOOoooooooo

purgeGood CRLOOOOOOOOOOOODOOOOOOOOOODOO

showNotFound CRLOOOOOO0O0OO00DO0OO0OO0OO0 CRLOODODOOO0OOOOOOCRL
goboogoogoood

showListParseFail CRLOOOOOO0OOOO0OOOOoCRLOODOOODOOOOOOO

RETRIEVAL UNIT COUN-
TERS

PKICRLOOOOOOOOOOOOOOOO

startOPStartFail

PKIODOOOOOOOOO0O0O000000000000O0O0OCRLOO
gobooobod

retrievedRequestNotExist

CRLOOOOOOOOOOOOOOOOOOOOODOOOOO

getFileNotExist O000o0o0o0o0ooooooooooooboo CRLoooooo
goood

getFileOpenFail O000oo0o0dooooooooooooooooo CRLOOOOO
gooogo

getFileReadFail O00U0o0o0doOoooooooooooo CRLOODOooooooo
ud

getFileCloseFail O000oo0o0dooooooooooooooooo CRLOOOOO

gooogo

PKI MANAGEMENT UNIT

pKIOOOOO0OOOOOOOOOOO

COUNTERS

CMP COUNTERS cCMPUOOOOUOOOOOOOOOOOOOOOODOOO
startedEnrollment oooooooo

startedKeyUpdate oooooo

receivedPKIMessage PKICMPOOOOODOOO

received PKIFIN CMP Transport 000000 PKIFINODOOOOOO
received TCPError CMP Transport 00000000 TCPOODOOO
receivedMsgVerifyOK 000000000 00o00o0oo0oooooooo

receivedMsg VerifyFail

gobogboogoboooboooboobboo

illegalEvent gbooooooooobogoogo
requestFailed gboooooboobobobobooooooooogoon
requestCompleted 000000000 00o00o0oo0oooooooo

receivedMessageDiscarded

goobooogoogoog

retryEvent goooooooogoo
timeoutEvent o0oooooooooood
requestQueueError CMPODOOOOO0ODOOOOO0DOOOO

MANUAL ENROLLMENT
COUNTERS

PKI

PKIODODOODOOOODOOOOODOOOOoOOoOooO
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SHOW PKiI

started gobogbogobooooboooooo
fileOpenFailed gobooogooooboogoobooo

failed gobodgobooobboooboooooooboo
completed gobodgobooobboooboooooooboo
fileOpenOK gobooogooooboogoobooo

fileClosed gobooogooooboogoobooo

fileWriteFailed goboobooobbooboboooog
CSRCreationError gU000U0OooocCsSROODOoOoOoOoOoOoOoOOoOoOOOOO

0O 6: COUNTERSOOOODOOODO

gogggo

SETPKIO 320000
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SHOW PKI CERTIFICATE

SHOW PKI CERTIFICATE

O0O0O0O0OO0OPKI/ODOODOOOOOO

SHOW PKI CERTIFICATE [=cert-name]

cert-name: 0000010240000 000000000000000O000OO

g

goooooboooboooooooobooobboobboo

gogggo

CERTIFICATE 00OO0O0OO0OO0ADDPKICERTIFICATEO OO OOOOOOOOO

goodgoooon

SecOff bulbul> show pki certificate

Certificate Database: [ref.#: 12332-1396]

Name State MTrust Type Source

u0 (cn=RouterB, o=birds, c=jp) TRUSTED FALSE EE UM_ISAKMP
mycer TRUSTED FALSE SELF COMMAND
cacer TRUSTED TRUE CA COMMAND

SecOff bulbul> show pki certificate=cacer

Certificate:
NAME . .t vv it ee e e cacer
state ...... ..o oL TRUSTED
manually trusted .... TRUE
type ... e e CA
SOUYCE .. .vvvivennnnn COMMAND
version ............. V3

serial number .......

signature alg ....... MD5 with RSA
public key alg ...... RSA
not valid before .... 10:06:10 - 04-Oct-2001 (GMT)
not valid after ..... 10:06:10 - 04-0ct-2002 (GMT)
subject ............. cn=mycert, o=birds, c=jp
issuer .............. cn=mycert, o=birds, c=jp
PKI CentreCOM AR570S 0000000000 2.9
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SHOW PKI CERTIFICATE

(shal)

key fingerprint
(shal)

key usage ......

subject type .
path length ..
subject key ID .

validation path

Source Location:

cert. fingerprint ... 1478 £278 eabd al068 2adc

eff2 89f7 fde7 £729 415e

..... ab73 6ade e8f0 5d4b 9b95
5alb ef75 440b 6633 b095

..... {C}Digital Signature
Non Repudiation
Certificate Signing

CRL Signing

basic constraints {C}

..... CA
..... No constraint
..... 7fa5b7c05b62b7064c1582a2794aec9306065837

authority key ID .... 7fabb7c05b62b7064c1582a2794aec9306065837

..... [ manually trusted, self-signed ]

file ... ... L. ca.cer

Name goooboooooooooboobooobboboooobooobbbuoooooog
00000000000 Subject

State 0000000000 TRUSTEDOOOOO0OMM UNTRUSTEDO O OO O GOO
O0mM VALIDATINGO OOOOOODOOOOoOooooooooooooooo
000000000000000000 2048bitd256Byte0 000000000
Not Found 000D 00O

MTrust gooobooooobooooobooobbobooobobooobbbuoooobog
000UOTRUE QO FALSE

Type OUO0OO0OUOOOSELFOOO0OO0OO0OO0OOooooomCAODOOOOOOOMmEEDO
goboooboogoboooobooobooboon

Source O000o0o0o0o0ooo0doooooooodooo COMMANDO O OOOO

O00000mMVLD.UNIMOOOOOOOo0OO0oO00000o0muUMISAKMP

OISAKMPOOOOOMMMGMT PROTOCMPO OOOOOOOOOO

a7

Certificate 0 0 0O 0O O

googooooooooood

name

gooobooobooooooboooobbbooboboooogobobo
000000000000000 Subject

state

0000000000 TRUSTEDOD OOOOO MM UNTRUSTEDO O O
000000 VALIDATINGO OO OoOOOoooo

manually trusted

goobooobobooooobbooooobboobobobooobbo
0000000 OTRUEQO FALSE
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SHOW PKI CERTIFICATE

type

O0OD0DO0OO0OOOSELFO 0000000 oo0mcADDoDooooom
EED0D0O000000000D000000ooog

source

O000o0oo0oooooooo0ooooooooOoCOMMAND
000000000000 @mMVLD.UNITOODOOOoooooooooo
000 M UMISAKMPO ISAKMP 0 0 0 0 O MMGMT_PROTO CMP
goooooogoog

version

O00ooooooo Xs0000000

serial number

goooooooog

shal fingerprint

000000 SHAlOOOOOOOooooooooo

signature alg

googoooooboooboobbooboon

public key alg

goooboooobooobobooobooooa

not valid before

googobooooboooboon

not valid after

goooobooooboooboon

subject gobooooooooboooooooo
issuer ooooooooooo
key usage oooooooon

subject alt name

goooobooooooooooobod

validation path

goooobooooooooooobod

Source Location 0 OO QOO

googoboooooooboooboobooo

file

googooooooooood

type O000O0OC0OO0OLDAPO HTTPOOOOO
IP address IPOOOO

domain name oooo

distinguished name oooooooooooo

port ooooo

HTTP file name

HITPOOOOO

username

goooboooobooobobooobooooa

password

goooboooobooobobooobooooa

gogggo

0800000

ADD PKI CERTIFICATEO 130000
DELETE PKI CERTIFICATEO 220000
SET PKI CERTIFICATEO 330000

PKI
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SHOW PKI CRL

SHOW PKI CRL

O0O0O0O0OO0OPKI/CRLOODOOOO

SHOW PKI CRL|[=crl-name]

crl-name: CRLO 010240 000000000000000000O00OOO0

g

O0000000DOCRLOODOOOODOOO CRLOODOOOOooOOo
gogggo

CRL CRLOOOOADDPKICRLOOOOOOOOOOOO

Name CRL O

State CRLOOOOGETTINGFIRSTO O OO OO0 O MM GETTINGO 2000
000000000000 MmMNOTFOUNDFIRSTO OO OOO0OO0000MM
NOTFOUNDO20 000000000000 O0OO DM UPTODATE
OCRLOOOOO0OOOO0O00OOOOOmMNOTVALIDATEDD O 00O CRL
000000000 OUTOFDATED O OO CRLOOOOOO0OO0OOO
O UNRECFORMATO OOO CRLOOOOOOOOOOOOOOOO
oo

Minutes-to-next-update 000000000000

0o9:

PKI CRL CRL O

State CRLOOOOGETTINGFIRSTO 0000000 MmMGETTING 2000
000000000000 mMNOTFOUNDHFIRST 00 0oooooom
NOTFOUNDO 20 0000000000000 0OODO M UPTODATE
OCRLOOOOO0OO0OOOOO0OOOOOOMNOTVALIDATEDO O OO
CRLOOOOOODDOOOMMOUTOFDATED O OO CRLOOOOOO
00000 UNRECFORMATO O OO CRLOODOOOOOOOOO
ooooooog
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SHOW PKI CRL

Minutes to next update

gooooooooobood

Number of updates

goooooooo

Type CRLOOOOOOO0O00 CRLOD
Version X509 CRLOOODOO
Issuer CRLOOOOOOOOoOgcCAODDOOooOO

Signature algorithm

000 CAOCRLOOOOOOOOOOOODOOOOOO

Number of entries

CRLOOOOODOOoOOoOooooooooo

This update

000 CRLOOOOO

Next update

OO0 CRLOOOOOOOO

Source Location

CRLOOOO

Certificate List 0 0 0 OO

CRLOOODOOOOOOOOOOOOOODOO

Certificate Serial Number

goooobooooogooog

Revocation Date

goog

Revocation Reason

goog

gogggo

ADDPKICRLO 150000
DELETE PKICRLO 230000
SETPKICRLO34 0000

PKI

010: 00000
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SHOW PKI ENROLLMENTREQUEST

SHOW PKI ENROLLMENTREQUEST

O00O0O0OO0OPKI/ODOODOOOO

SHOW PKI ENROLLMENTREQUEST [=csr-name]

csr-name: 0000000010240 000000PROTOCOL=MANUALOOODO 108000

g

gooobobooooogobooobooooboobbooboo

gogggo

ENROLLMENTREQUEST 00000 0O0OOOCREATE PKI ENROLLMENTREQUEST O OO OO
gooooobooooboooooooooobooobooboobbobbooboobboobo
gbooobooboboooboooboboooboooboobooboboon

goodgoooon

Manager > show pki enrollmentrequest

Enrollment Requests

Name KeyId Protocol State

Manager > show pki enrollmentrequest=gimmecer

Enrollment Request:

Name .....oueeeennn.. gimmecer

KeyID .. vii i ieeennn 1

Protocol ............ CMP

State ... .. o oL WAIT_FOR_IP

Secret Value ........ abcdefgh

Reference Number .... 12345678

Location:

IP address ........ 192.168.1.100
Name godoooooooooooooooooa
KeyID O00000oo0ooooOo RSAOODOOO
48 | CentreCOM AR570S 000000000 DO0O 2.9 PKI
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SHOW PKI ENROLLMENTREQUEST

Protocol 000000000 CAODOOO0O0O000O0CMR PKI Certificate Management
Protocol 0O OO0DOOO MANUALDOOOODOOOOOO

State 0000000000 WAIT_FORIPOCA OO0 Initialisation Response Mes-
sage0 0000000 MWAIT_FORCERT-CHECKDOOOOOOOOODOO
0000 M WAIT_-FOR.CONFOK 0O CA 00 0 Confirmation OK Indication
ooooogoooooo

0 11:

Name oobooooooooooobooooogd

KeyID 00000000000 RSAOOOOOO

Protocol 000000000 CAOODO00O0O0000CMII PKI Certificate Management
Protocol 0O D O0DOOO MANUALOOOOOOOOOOO

State 0000000000 WAIT_FORIPOCA O OO Initialisation Response Mes-

sageJOOOOOO0O MWAIT_FOR_CERT.CHECKO O OOOOoDooooog
0000 OMWAIT_-FOR_.CONFOK O CA O 00O Confirmation OK Indication
gooooooooooo

Secret Value

goooogboobooooboooboooooooboo

Reference Number

goboooboogo

Location

CAOIPOOOOOIP addressd 000 00O O Odomain namel

googgg

012200000

CREATE PKI ENROLLMENTREQUESTO 18 0 0 0O O
DESTROY PKI ENROLLMENTREQUESTO 250000

PKI
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SHOW PKI KEYUPDATEREQUEST

SHOW PKI| KEYUPDATEREQUEST

O00O0O0OO0OPKI/ODOODOOOO

SHOW PKI KEYUPDATEREQUEST [=reg-name]

reqg-name: 000 000010240000000000000000000000

g

0000000000 RSAODOODODODODODOOOOOOOOO

gogggo

KEYUPDATEREQUEST 0000 OO OCREATE PKI KEYUPDATEREQUESTO OO OOOOOO
gooooboogobooooooooooboooobooboob bbb bbb ooobo
goooobooobobooobooobobooobooobooboo

Name gbooooooooobogoogo

KeyID 000 RSAOOOOOO

Certificate gbooooooooobogoogo

State 00000000000 WAIT_-FORIPI CAO OO Initialisation Response Mes-
sage 000000 00MWAIT_FORKUPOCA ODOO Key Update Response
Message 0 0 0 00000 MWAIT_FOR.CERT_.CHECKIOOOOOOOOOO
00000 MmMWAIT_-FOR.CONFOKO CA 0O OO Confirmation OK Indication
gboooooooboood

0 13:
Name gobooooooboooooo
KeyID OO0 RSACOOOOOO

Certificate Name

googoooooooooboo

Location

CAOIPOOOOOIP addressU 00O 00O OO O Odomain namel

googgg

01400000

CREATE PKI KEYUPDATEREQUESTO 21 0000
DESTROY PKI KEYUPDATEREQUESTO 26 0 0 O O
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SHOW PKI LDAPREPOSITORY

SHOW PKI LDAPREPOSITORY

O0O0O0O0OO0OPKI/ODOODOOOOOO

SHOW PKI LDAPREPOSITORY

g

0000000000000 o0ooooooURLODODOO0ODOOO000O0O0O00OD0OO00oOn

Index LDAPOOOODOOODOODODOOO
Name LDAPODOOOODOOODOOODODOODOOOODOO
Address LDAPOOOOCOOO IPODDOOODOOODOO
0 15:
ggooog

ADD PKI LDAPREPOSITORYO 17 00 0O
DELETE PKI LDAPREPOSITORYO 24 0 0 0O O
SET PKI LDAPREPOSITORYO 350000
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