HRNENRNRN

OO 3
OO000O0O0O0O0O0 o0 e e e e e e e e e e e e e e e s s e e s 3
0 P 3

DES . . 4
BDES . . 5
AES . 6
RSA . . 6
0 P 8
HMAC-MD5-96 . . . . . . o 8
HMAGC-SHA-1-96 . . . . . . . 8
0 P 9
OO0000O0O0O0O0 oo e e e e e e e e e e e e e e e e s s s e e s 9
0 0 PN 10
ISAKMPOOOOOUOOpre-sharedkeyld . .. ... ... .............. 10
0 P 10
PPPO STACLZSOOD . . o vttt e e e e e e e e e e e e e e e e e e e e 11
PPP O Predictor DO DO . . . . . ot e e e e e e e e e e e e e e e e 11
D0000000 FREODOODO .. . vt ot e e e e e e e e e e e e e e e 12
OO0000O0O0O0O0 o0 o e e e e e e e e e e e e e e e e e s s s e e s 12
STARODOODODOOOMO + . v e e e e e e e e e e e e e e e e e e e e e e 12

I O 17
OO0000O0O0O0O0 o0 o e e e e e e e e e e e e e e e e e s s s e e s 17
CREATE ENCOKEY . . . . . e e e e e s 18
CREATE STAR . . . . . o o e e e 22
DESTROY ENCOKEY . . . . . o e e e e e 24
DESTROY STAR . . . . . o e 25
DISABLE ENCO COMPSTATISTICS . . . . . . . . e e e e e 26
DISABLE ENCO DEBUGGING . . . . . . . . .. e e e 27
DISABLE STAR DEBUGGING . . . . . . . . . e e e e e e e 28
ENABLE ENCO COMPSTATISTICS . . . . . . . . e e e e e 29
ENABLE ENCO DEBUGGING . . . . . . .. . e e e 30
ENABLESTARDEBUGGING . . . . . . . . . e e e e e e e e e 31
ENABLE STAR MKTTRANSFER . . . . . . . . . . e 32
RESET ENCO COUNTERS . . . . . . . . e e e e e e s 33
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SET ENCO DHPADDING . . . . . . o e e e e e e 34

SET ENCO DHPRIORITY . . . . . . e e e e e e e e 35
SETENCOKEY . . . . . e 36
SETENCOSW . . . 37
SET STAR . . . . o 38
SHOW ENCO . . . . . 40
SHOW ENCO CHANNEL . . . . . . e 42
SHOW ENCO COUNTERS . . . . . . e e e 45
SHOW ENCOKEY . . . . . o e e e 48
SHOW STAR . . . . . 50
SHOW STARCOUNTERS . . . . . . . e e e 52
SHOW STARMKTTRANSFERLOG . . . . . ... . oo 54
SHOW STARNETKEY . . . . . . e e 56
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ooooooo

goooogg

00000000 00ENCO = Encryption and Compression0 00 0000000000000
ENCOOOOOOOOoooooooooooooooooooooooooooooooooodlPsec
OSSHOOODODODOODODoOOoOooPPPOOOOODOODODOOODOODODOOODDOOOOODOOO ENCO
ggdoooooooooobooo

ENCOOOOOooooooooooooooooon

e NUIDODOUOOLOObB6LO OO DESO1680 00 3DESO128/192/256 000 AESORSAUO OO OO
e 00D0UDOUDOHMAC-MD5-960 HMAC-SHA-1-96

e 000D OODOSTAC LZSO Predictor

e 000 O0OOODOODiffie-Hellman

o JOODOOONO

ENCOOODODOOOOooooooooooooooooO0o0OSHOWENCODODODOo40000000
gooo

[CO0000000o00o0o0oo0ooo0o0o0oo0o0ooo0oo0oooo0ooo0oooooooooo
oooooooooobooooooooooboboooooooboboobooo

ooboogood

ENCOUOUDDUUOODDDODUOOODOD0ODOUUDODENCODDUODODDoooooooooooooooon
gobooobooobooobooboobbon

m [Psecd ISAKMP/IKEO AHO ESPO
DESO3DESO AESO HMAC-MD5-960 HMAC-SHA-1-960 Diffie-Hellman 0000000000000
O0Psec000O0O0OOOOODODO

m SSH
DESO RSAOODOO0O0OO0OOOOO0OOO0OO0DODODOODOSecureShellDODOOOOODOO

s PPPO CCPO ECPO

STAC LZSO PredictorDO DESO O 00000000000 O STARODOOOOOOTCP/IPOOOOOO
OO0 IPO0O0ODOOO VJCOVanJacobson D00 0D00D00D000O00O0OD0OOOPPPOOOOOOOOO
00000000 oooooooooooogoIPoooooooooon

m [J00oogo

STACLZSODES OO O0OO0OO0OO0DO000O00DO0OoDoDO STARODODODODOOOODOoODoOOoooooooooo
goobooooboooogooobobooboboooboooobDooDoboboboboo
ODOODENCOUOUDODODDODDOODDODOODODOUODU0U000DU00DDoDoOODO0OOENCODDDODODOOn
goooooogobooobooboobobobbooboobobooboboobbobbobbooo
goobooooboogoo

oooogon

ooooag CentreCOM AR570S 0 000O0O0O0O00O0O 2.9 3
613-000273 Rev.J



ooooooo

ENCOOUODODUODDOD0DOOO DESIOO 56000 MM3DESI OO 1680 00 MMAES1O O 128/192/256
O000000000 RSAD OO 256020480 000 0000O0ODOOOODODO

DES

00000 DESO56 0000 0OIPsecd ESPLO ISAKMPO SSHOPPPO O OO OO OOOOODDOODOO
gbobooopoooobooobooboobbooo
DESOO0OD0O0OO0O0DOO0OO0ODOO0ODDOOCREATEENCOKEYO OO OO18OODODOO TYPEOODODOOOO
DESOO0OO0O0O0O0OD0OO0ODODOO0OO0O0OO0O0O0O0ODODOO000DOU0O0O00ODOOODODODODODODOODOOOO
goooon

s DESO00000000000O0O0ORANDOMODOOOOOOOOOO

CREATE ENCO KEY=1] TYPE=DES DESCRIPTION="my DES key" RANDOM .

[CAREATEENCOKEYDOOOOO180OOOO0OD0O00O000000000o0ooooooooooooooo
oooooooooooooooooooboOoooooooOooboooo

[CAREATEENCOKEYOOOOO1800O000O00O00000O000000O00o0oooooooooooooo
oooooooooooooooooooboboooooooOooboOooooOooOoOOobOOOoOooooOoooboOoOoo
oo

[Mo0o0o00000o0o00o00oo0o0o00o0oo0oooo0o00oo0oo0oo0oo0o0o0ooooooooa
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
ooooo

s 0000000000000 O00OSHOWENCOKEYDOOOOD48 0000000000 OO0O0O0OO
005000 ASCIIDOD le000OO0O0O0ODOOOOO

SHOW ENCO KEY=1

SecOff > show enco key=4
j7amxbbrhun48a

0x4F40CB84313D1BAF

IP Address:

s DESO0O000O0000000ODO0O00O00000O0O0O0O0O0O000000ODOD0OO0000OOODO0ODO
o00000ooO0oo0oOoOo0OOOoOOO0O0OO0ODODODDMOOXDODOODO lODODODDOUODDOUODDUDOODODO
05000 ASCIIODDDOOoOoDOooooooooO

le0 000000000 DODODODOOxODODDODODODDOODODOO 80000 ODODODOODDO
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ooooooo

CREATE ENCO KEY=1] TYPE=DES DESCRIPTION="DES key"
VALUE=0xF888CAC6C66ECF52

[CCOESOO0O0O0S000000000000000000000MOUOO0DO0OOog

5000 ASCIIO 00000000000 000 alz000020900000000000000000O
O000o0oo0oooooooo SHOWENCOKEYDOOOO480000ooooooooooooo
goboooboooobooooo

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key" VALUE=9cemvrwgnShvek

00000 3DESO168 00000 OIPsec ESPLOISAKMP O OO O OOOOODOOOOOOOO
SBDESO0000000O0O00O0OOCREATEENCOKEYODDOOOO18O0ODDOOO TYPEOO OO OO
O 3DESOUTEROO0OO00OO0ODOOOOOU0O000O0D0O0DODOOoODOODOOOOooD0oooooooon
gbobooooboooboo

m 3DESO00D0000O0O0O0O0O0O0O0ORANDOMOOOOOOOOOGOO

CREATE ENCO KEY=1 TYPE=3DESOUTER DESCRIPTION="my 3DES key" RANDOM .

[CAREATEENCOKEYDOOOOO180OO0OO0 000000000000 O00oooooooooooooo
oooooooooooooooooooboOoooooooOooboooo

[CAREATEENCOKEYOOOOO1800O00O00O00000O00000o0ooooooooooooooo
oooooooooooooooooooboboooooooOooboOooooOooOoOOobOOOoOooooOoooboOoOoo
oo

[Mo0o0o00000o0o00o00oo0o0o00o0oo0oooo0o00oo0oo0oo0oo0o0o0ooooooooa
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
ooooo

s 0000000000000 O00OSHOWENCOKEY DO OOO48 0000 0OO0DOOOOODO0O0OOO
005000 ASCIIDOD le0O00OO0O0O0ODOOOOO

SHOW ENCO KEY=1

m 3DESOO00000O0O00O0O0D00O0O0O0O00000N0N0N0N0N0N00000000000oooooon
000000ooO0ooO0oOooOoOOoOOoDOOOO0OOODODDMOXDODOODO lODODODDOUDODDOUODDUDDOODODO
05000 ASCIIODODDOOoOooOooooooooO
le0000000D0D0O0O0ODOODOOOxODDOODOODOODODOO 2400001920000000
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ooooooo

CREATE ENCO KEY=1] TYPE=DES DESCRIPTION="DES key"
VALUE=0x112233445566778811223344556677881122334455667788

[3DESO000 16800000000000000O000OO0O0O0O 192000000000

AES

00000 AESO128/192/256 00 000 OIPsecO ESPLOISAKMP OO OO0O0O0OO0OD0O0OOOOOOO
AESO0O0O0O0O0DO0OO0O0OODDOOOOCREATEENCOKEYDOODOO180O0O0O0O TYPEOOOOOOO
AES1280 AES1920 AES256 0 OO0 0O OODO0OOO0OOOODOOOOOOOOOODOOOODODODOOO
gobooboooboooboooo

m AESO0000000000000ORANDOMOOOOODOOOOOO

CREATE ENCO KEY=1 TYPE=AES192 DESCRIPTION="192-bit AES key" RANDOM ./

[CAREATEENCOKEYDOOOOO180OOOO0 000000000000 oooooooooooooooo
oooooooooooooooooooboOoooooooOooboooo

[CAREATEENCOKEYOOOOO1800O00O00O00000O000000O00O0oo0oooooooooooo
oooooooooooooooooooboboooooooOooboOooooOooOoOOobOOOoOooooOoooboOoOoo
oo

[Mo0o0o00000o0o00o00oo0o0o00o0oo0oooo0o00oo0oo0oo0oo0o0o0ooooooooa
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo

ooooo

n 0000000000000 00OSHOWENCOKEYODOOODO480000000O0O0OOAESODO 16
gbobooooboooboo

SHOW ENCO KEY=1

s AESO0O000O00000D00O00O00000000O0O0O00O00000oDooO00ooooooOO
0000000000000 0OU00LDU0OXDODODOog 160D ooo
le0 000000 DOO0ODOODOOOxODOODODOODOO

CREATE ENCO KEY=1 TYPE=AES DESCRIPTION="His 192-bit AES key"
VALUE=0x1a39dd7a7caa5523192138a5a4996347366879531329e0£8

[CAESOO0O0O0O0O00S5000 ASClooooonoooooo

RSA

RSAODOOODOSSHOOOOOODODOODODODODODODOODOOOOOooOOOoO
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ooooooo

B RSAOOOOOOOOOOOCREATEENCOKEYDOOOO18OODOOO TYPEOO D DOODOO RSA
OODO0DOOLENGTHOOOOUOODOOOODOOODDOOODODODOOOO 2560204800 000000000
O000000o0oooooo0000oo0oDoooD00000o0oDoDoooOO0OD 1024000000000
ugon

CREATE ENCO KEY=2 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair" J

[CREAOOO0O0D000000000000000000000000RSA Key Generation process started.[] 0
DDDDDDDDDDDDDCPUEIEIEI[I[I[IEIEIEIEIEIEIEIEIEIEIEIEIEIDRSAKeygenerationprocess
completed. 000000000

[CAREATEENCOKEYDOOOOO180OO0OO0 000000000000 O00oooooooooooooo
oooooooooooooooooooboOoooooooOooboooo

[CAREATEENCOKEYOOOOO1800O000O00O00000O000000O00o0oooooooooooooo
oooooooooooooooooooboboooooooOooboOooooOooOoOOobOOOoOooooOoooboOoOoo
oo

[Mo0o0o00000o0o00o00oo0o0o00o0oo0oooo0o00oo0oo0oo0oo0o0o0ooooooooa
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
ooooo

s 0000000000000 00000000000CREATEENCOKEYDOOOO1800000O
FILEOOODOO0OOODO0OO0O0OD00000000000keyDOODOODOKEYODOOOODODOOOOO
000000000000 ooo00oooo0UoDoo0U00 FORMATOODODODODODODOOOoOoooooon
gon

CREATE ENCO KEY=2 TYPE=RSA FILE=mypublic.key
s J000000000000O000O00CREATEENCOKEYOOOOO18O0O0OOOO FILEODOOO

000000000000 0000keyDOOOO0OOKEYODOODOOOOODOOOOOOODODOOOOOO
0000000000000 D0U0DUUUUO FORMATO DO ODODODODODODDODOODDOOOODOOO

CREATE ENCO KEY=3 TYPE=RSA FILE=hispublc.key DESCRIPTION="His public
key"
m 000000000 SHOWENCOKEYDOOOO480000o0o0oonoooo

SHOW ENCO KEY
SHOW ENCO KEY=3

Manager > show enco key

ID Type Length Digest Description Mod Ip
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ooooooo

1 DES 8 1F35B264 my DES key - -
2 RSA-PRIVATE 1024 EA83BD2C my key pair - -
3 RSA-PUBLIC 768 O0ADBE436 His public key - -

oooogon

ENCOOUDOODUooooooooouoooooooooooonD HMAC-MD5-96 0 HMAC-SHA-1-96
000000000000 ooo0o0oooooOO0IPsec AHOESPOO ISAKMPOOOOOOOOOO
goooon

goboooboogobooobooboobbobboobo

HMAC-MD5-96

HMAC-MD5-96 0001600001280 0000000000000

m (J0000boooboboboboooboooobon

CREATE ENCO KEY=10 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 key 1" J

m 0000 l6000000000DO0OOODOOOO0O

CREATE ENCO KEY=11 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
key 2" J

m 0000160000 160000000000 OOOOO

CREATE ENCO KEY=12 TYPE=GENERAL VALUE=0x000102030405060708090a0b0c0d0e0f
DESCR="My MD5 key 3" .

m 0000000000000 00SHOW ENCOKEYOD OOOO48 0000000000

SHOW ENCO KEY=10

SecOff > show enco key=10

0x281bd343a63e63d37b49£10c0b217dd2

IP Address:

HMAC-SHA-1-96

HMAC-SHA-1-96 0002000001600 0000000000000

m (J000o0booobobobobooooboooobon
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ooooooo

CREATE ENCO KEY=20 TYPE=GENERAL LENGTH=20 RANDOM DESCR="My SHA key 1" J

m J000200000000000000000000

CREATE ENCO KEY=21 TYPE=GENERAL VALUE="fugafugafugafugafuga" DESCR="My
SHA key 2" J

m 000200000 6000000000000 0O0OO

CREATE ENCO KEY=22 TYPE=GENERAL
VALUE=0x000102030405060708090a0b0c0d0e0£00010203 DESCR="My SHA key 3" J

m 0000000000000 00SHOW ENCOKEYOD OOOO48 0000000000

SHOW ENCO KEY=20 J

SecOff > show enco key=20

Oxcab59bad8cdielc8d5ed3ad62ce786758cb01dcf3

IP Address:

oooogon

ENCOUDOUDOUDOUOD0DD0D0D00D0000000OSTACLZSO Predictor 000000000000
go0o00oo0ooOooooPPPOODOOODOODODOOOOOOOODOOODODOOO

m STACLZSOPredictor 0000000000000 O0O0O00O0O0O0OO0O0OOO0O0OO0O0OOO0OOOOO
0000000000000 00000000SETENCOSWOOO0O0370000000000Predictor
O0000000 PREDCHANNELSOOOODOOOSTACLZSO OO OO O STACCHANNELS O O
O000000o0o0oooO0o0oo0boOoO0DDoOPREDCHANNELSO STACCHANNELSO O OO
ooo 4000

SET ENCO SW PREDCHANNELS=2
SET ENCO SW STACCHANNELS=1 J

[ O00000000000000CREATECONFIGO O OOmMOOOO0oOO 158000000000000
O0OOOOSETCONFIGOOOOMMOUOOOOoOOo2900000000000000000000000O0
oooooooooooooooooooboOooooooOoOoboOooooOoOoOOoOoOoOoooooobo

00000oooooooo000ooooooo00000ooDooooOoOU01l000o0D1000ooono20
000 20000000000000000000D0O0O0D0O0O0OCOOOOODOOODOOO
STACLZSOUODOODODOOUOD 100000 1BKBOOODODODOUOODODOOOOOOPredictor000000O
0100000 128KBO 00000000 Ogn
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ooooooo

ooboogood

ENCOODODOODODOUDUD0OO00000o00ooooono Diffie-HellmanODOOODODO0OO0O00000OO
gon

Diffie-Hellman 0 0000 000000000000 200000000000000000000000
0000000000000 0DU0UL0U000UDU00DOD0DODDODODODoDUo 200000000000
0000000000000 LDU0U0L0U00OD0DUDODUoDoDOoo20000000000000000
gobooobooooboobobooboobbobbooboobooon

000000000 ooooooooo CPUDDDODODDODODODDOOODODOOODODOOSET ENCO DHPRI-
ORITYOOUOOO35000000Di ffie-Hellman 0000 000000000000 00OOODOOOO
O000000000OHIGHOMEDIUMOLOW O 300000000000 HIGH OO O Diffie-Hellman
gobooboogooooobooboooboobbo

SET ENCO DHPRIORITY=LOW

ENCOUOUOOODOODiffie-Hellman D00 OD00000000000O00O0OORFC2412000000
0 O Diffie-HellmanO OAKLEYO O OO0 1076800 00000000 2010240000000000
goooon

oooogon

ENCOOODODOODODOOODOO0DO0D 1000000000000000000000000DOOoOODOOOO
gobooooboogn
O000000O0D0OO00O00OCREATEENCOKEYOOOOO18ODODODODOODODODODOENCODDDOO
gobboooobooobooobooboobobobbooboooboooboobbobbobbooo
gobboooobooobooobooboobobobbooboooboooboobbobbobbooo
O00000ooooooo0oooooonD RSAODODODDODOOOOUOODO0DOOOODODOODOOoOOoOn
goobooooboogn

OD0O0D0DO0ODDOOCREATECONFIGUOOOMMOOOOOOO 180 0000000000O0OO0OO0O
gobooooogobooobooboobobobbooboobobooboboobbobbobboon
gobooooogobooobooboobobobbooboobobooboboobbobbobboon
goooo
O000000000oo0oooo0o00U000o0oooDO0DDoDESO3DESO AESO RSAD MD50 SHA O
gobboooobogobooobooboobobobboobooobbooboboobbobbobboon
D000 ISAKMPOOOOOODOODODOODODOODDOOOOOOOOO

ISAKMP 0O 0 0O 00O O pre-shared keyO

ISAKMPOOOOOOODOODODOOoUODO0oooooooooooooooooooooooooooooo
gooo

CREATE ENCO KEY=30 TYPE=GENERAL VALUE="onetwothree" DESCRIPTION="ISAKMP
pre-shared key" J
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ooooooo

oooogon

Odooooooooooo PPPOOOOODOOOO0O0OOOOOOOOOOOOOOOOOOOOODODODO
OO0O0O0O00ORFC19620 RFC1978 000 000 00O CCPO Compression Control Protocol00 000 O O
O0000000O00O0O0UOPPPOO STACLZS O Predictord D000 0O OO0 FRE9O STAC LZSO
gooooooo

oo obobobobooboobobobooboobo

PPP O STACLZSO OO

PPPOO OO STACLZSOOOOOOOOOODOODOOOO

1. SETENCOSWOOOQOO3700000o0poooooooooooooooooooooooon
00000000 0ooUoooooooUloooo 1ooDoooDoo0o00

SET ENCO SW STACCHANNELS=1 .
2. 00o0O0Oo0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0O0OO0OO0OO0OODUOODUODUODUOUODUOODODOODODOOOOO0

CREATE CONFIG=linkcomp.cfg J
SET CONFIG=linkcomp.cfg
RESTART ROUTER

3. PPPOOOCOOOOOOOODOU0O0DOU0O0DUODO0O0DOOOOOO STACLZSOOOOOOO

SET PPP=0 COMPRESSION=ON COMPALGORITHM=STACLZS

PPP O Predictor0 0O O

PPPOD OO Predictor 000 0000000000000

1. SETENCOSWOOOQOO3700000o0poooooooooooooooooooooooon
00000000 0ooUoooooooUloooo 1ooDoooDoo0o00

SET ENCO SW PREDCHANNELS=1
2. 00o0O0Oo0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0O0OO0OO0OO0OODUOODUODUODUOUODUOODODOODODOOOOO0

CREATE CONFIG=linkcomp.cfg J
SET CONFIG=linkcomp.cfg
RESTART ROUTER

3. PPPOO0O0OODOCOOO0DOOO0ODOOO0ODDOOODDOOO Predictor0 000000

SET PPP=0 COMPRESSION=ON COMPALGORITHM=PREDICTOR

goooo CentreCOMAR570S 0000000000 2.9
613-000273 Rev.J

11



ooooooo

00000000 FREOQOODO

O00000O0OO FRESODODODDOOODOOODOOOOODOOOO

1. SETENCOSWOOOQOO3700000o0poooooooooooooooooooooooon
00000000 0ooUoooooooUloooo 1ooDoooDoo0o00

SET ENCO SW STACCHANNELS=1

2. 00oo0O0oOo0OO0O0OO0OO0OO0OO0OO0OO0OO0OO0O0OO0OO0OO0OODUOODUOODUDUOODUOODODOODODOOOO0

CREATE CONFIG=linkcomp.cfg J
SET CONFIG=linkcomp.cfg
RESTART ROUTER

3. 0oooOoOoOoOoOoO0OO0OO0OO0OO0O0O0OODU0OO0OOUO0U0OO0D0OODO0ODODODODODODODODODODOoOooOoo
o0ooo0oooooDbLCODooooooooOOoOoOO

SET FR=0 DEFCOMPRESSION=ON

ooboogood

0000000000 O0OOOPPPO DESOOODOOODOOODOOODOODODOODODOOOOOODOOO
0000000000000 0U000DU0DUUDUOSTARODODODODODODODODODODOODOO

STAROOOOOOOO

STAROOODOOOODO0OOO0ODOOOOU000DODOO000oDooOo0ooooooooOoooooooog
STAROOOOOOOO0DOO0DDOOOOOoOoooooooon

e JO0DDOODODODIDMODODODODODUODUUDDUDUDDUDOODOODO

e JODDDDDODDDUUDDUDIDIIOIDUIUOODDUOUODDODODODODDDODDODDOODOOO
gooo

e J0DDDDODODIDDUDMUDDULDUULDUULDUULUDODOUDODODDODODODOOOO

O0OO0OSTAROODOODODOODDOOOOOODODOODOOOODOOODOO

e JUDUODOUODDOUODODOODOODDLOODOODOUODDLDODDUODODOUDDOODO
goooooooooboooooooboobboobooboobbobboobboobobooobo
goooooooooboooooooboobboobooboobbobboobboobobooobo
gooogoo

e 00D DUODUODODITIODOUUODUDLDODUDODUDULDDOUDDODUOODUODOUODUODLDDOD
g0o00oo0o0o00o0oO0oOo0OoOoOoOoD 10000000 UUDDUO0DDUODDUDDODDODO
goboogooooobooooooboobboobooboobbobboobbobbooDbo
gooooooooboooboboobobobooboobooodooooooboobobbbbbbbobo
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ooooooo

oo
goooooooooboooooooboobboobooboobbobboobboobobooobo
goooooooooboooooooboobboobooboobbobboobboobobooobo
gobooobooobpoooboobbobbooboobboooobo

O00oooPPPOOODODOOODOOOOOOOOODOOOOOODOOOODODOOOOODOOODODOODOO
000000000 A0 BOODOUOOUOOoOoooOooooooooooo

gboooooo
goad

ooooB
gboooooo

0000 AD0D0DO0OoOoOooDoooDOoo

1.

o000 PPPOOODODOODOOO

SET BRI=0 MODE=TDM ACTIVATION=ALWAYS TDMSLOTS=1-2 .

CREATE TDM GROUP=remote INT=bri0 SLOTS=1-2 .

CREATE PPP=0 OVER=TDM-remote .l

ENABLE IP .

ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 4

ADD IP INT=ppp0 IP=0.0.0.0

ADD IP ROUTE=192.168.20.0 MASK=255.255.255.0 INT=pppO0 NEXT=0.0.0.0 4

2. STAROOOOOUOUOOOUOOoDUOO STAROOODOODODODOoOODODOOoO0OoooooooD Aoooo
O0000OOOOoMODEDODDODODO MASTEROODODOOOENCALGORITHM OOOO
00000000 oooooooooooon DESO O™
CREATE STAR=0 MODE=MASTER ENCALGORITHM=DES .

3. PPPO0OOO0ODDDO0O0O0O0DOUOOUODDUOODOODSTARENTITYODODDOOODOO STAROO
gooooooooooboboboooo
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ooooooo

SET PPP=0 ENCRYPTION=ON STARENTITY=0 .

4 0O00O0OO0OO0ODODDOOODOOOOOOOODOODOOOO0OOO0OO0OOO0OODODOOOOO0OOOOODOOOO
gobooobooboboooboooboobboobooboobbobboon

SET STAR=0 NETKEY RANDOM

5. 0000000000000 000D000D0D0D0D0DDOOD BOODODDODOODUDODOODOOOoOoOo
goboooboogooboooobooboobbooboo

SHOW STAR=0 NETKEY

Manager > show star=0 netkey

fbj5mbap7wasgd

6. DO00ODODO0ODOOO00ODODOODOOUODOOUODODDOODODODOOUODODOOODODODOODODOOO
oo000o0oooOoooOoooODOODOODODODO0OO0O0O00O0OO00OOPPPODOOOOOODODOODOO
gobooobogn

SET STAR=0 MKT RANDOM

goooooooooboooooooboobboobooboobbobboobboobobooobo
0701000000000000

7. 0000000DOO0OODOOOOOOOOOOOOOOOOODOOOOOOOOOOOODOOODOO
000000000000 oo00ooooo0ooooooooOooO PPPOOOOOODODOO
goboogooogooobooooooobooboboobooboobbobboobbobobooobo
gobooobooooooooboobbon

RESET PPP=0 J

§. JooOOoOoOOoOoOO0OO0OO0OO0OO0OO0OO0O0O0OO0O0ODU0OLDUODDUDUUDULDUODOODODOODOOO

SHOW STAR MKTTRANSFER LOG

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 RECEIVED 16:22:27 08-Nov-
2001 8

9. 0000O0ODODOODOODUODOO0DODUOOOODOODODOODOUODOODOOODODOODOMKT-
TRANSFERO OO OOOO0O0O0000000000oooooooooooooo
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ooooooo

ENABLE STAR MKTTRANSFER=41849368 .

10. DOD0OO0O0O00O SHOW STAR MKTTRANSFER LOG OO ODOO5MOOO0OOO0OOOOOODO
State 0 0 SENDINGO O OOOOCOMPLETED OO O OOOOOO

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 SENDING 16:22:27 08-Nov-
2001 48

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 COMPLETED 16:22:27 08-Nov-
2001 48

11. J0000000SHOWPPPOUOOOMPPPOO 74000000000000000000O0O0O
OO0OLCPOECPONCPOOOODO IPCPOOOOO OPENEDOOOOOOODDODOO

Manager > show ppp=0

Name Enabled ifIndex Over Ccp State
ppr0 YES 04 IPCP OPENED
ECP OPENED
acc-remote LCP OPENED

0000000000000 ooUoo 70100 D0DO0O0DOOO0DDOOOOOO

0000 BOOODODODOODOODODOOO

1. 0000 PPPOOODOODOOO
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ooooooo

SET BRI=0 MODE=TDM ACTIVATION=ALWAYS TDMSLOTS=1-2 .

CREATE TDM GROUP=remote INT=bri0 SLOTS=1-2 .

CREATE PPP=0 OVER=TDM-remote .l

ENABLE IP .

ADD IP INT=vlanl IP=192.168.20.1 MASK=255.255.255.0 4

ADD IP INT=ppp0 IP=0.0.0.0

ADD IP ROUTE=192.168.10.0 MASK=255.255.255.0 INT=pppO0 NEXT=0.0.0.0 4

2. STAROOUOODOOOOODOODOOD STARODOUOODUOODODOoOODODODOUODOoOOooooOo BooOO
0000000000000 00o00o0Do0o0D0OMODEDODODOODOOD SLAVEOODOOOOO
ENCALGORITHM OO OOOOOOOO0OOOOOO0O0O0000O0000o0oO DESOOMmM

CREATE STAR=0 MODE=SLAVE ENCALGORITHM=DES .

3. PPPOO0ODOOOODOOOO0O0ODOO0OODO0OOOODOSTARENTITYOOOOOODO STAROO
gobooboobooobooobo

SET PPP=0 ENCRYPTION=ON STARENTITY=0 .
4 0000OU0O0ODOUOODOUOODUOUOODOODUODOOODOODODOOOOO0

SET STAR=0 NETKEY VALUE=fbjbmbap7wasgd
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Doooooooood

ooboogood

gooooo
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CREATE ENCO KEY

CREATE ENCO KEY

O00000000oo /000000

CREATE ENCO KEY=key-id TYPE={DES|3DESOUTER|AES128|AES192|AES256|/GENERAL|
RSA} [DESCRIPTION=string] [FILE=filename] [FORMAT={HEX|NIQ|SSH}]
[IPADDRESS=1ipadd] [LENGTH=2..2048] [MODULE=module-id] [{RANDOM|

VALUE={enco-str|enco-5bit|enco-hex}]

key-id: 0 0 0 000 655350

string: 10 0010250000000000000000000000
filename: 0000000000 keyd

ipadd: IP 0000

module-id: 0 00 0000000000000 0O0O?2550

enco-str: 000

enco-5bit: 5000 ASCIID DO U0OOOO alzO0O0O 2090000000
enco-hex: 10000160 0000000xOOOOOODOO

g

gobooboooboooboooboo
RSAODOOODOODOOOOOOOOODOODODOOODOODOOOOOODOOOOODOOOOODOOO
ODUO0O0OD0OUODODDOOCREATECONFIGODOOOODODODODODODODODOOOODODODOODO0ooooooon
goooooogoobooobooboobobobboobooobooboboobbobbobboon
goboooboooobbooobooboon

goooog

KEY 00O

TYPE O 0OO00OODESO560 00 DESOM3DESOUTERO 168 O O O 3DES O [TJ AES12800 128 0 O O
AESOMAES19211920 00 AESO MAES256]1 256 0 0 0 AESO DO 000D OO0 ORANDOM
OoooOoOO0 VALUEDODOOOOOOOOORSAORSAOOOOOOOOOOOOOLENGTHO
OO0 FILEOOOODOOOOOOFILEDODOOOOOOUOOKEYODOODODODODODODOOoOooooo
goooooooooboobobobobbobboboooooooobDbb bbb bbobo
O000UOKEYODOOOOODODOoooooooooDooOoOoDOOODODUOODUOODODUOOUOOFILED
O0000 LENGTHOOOUOOODOODOUOOOODODOOOO RSAODODODOOOOoDOooooo
OO0OO0OOGENERALODOOOODODOOOODODODODODOOOOOLENGTHD VALUEO OO OOOO
GENERALOOOODOOOO0OODOOOO ISAKMPOOOOOOUO pre-shared keyDO O OO0
ugon

DESCRIPTION 0O00O0O00O0O0OOO

FILE RSAOOO0O0O0OO0O0O000000keyDODDODOO00000 FORMATODOOOOOOOOOOO
ODMKEYOOOOOODOOODODODRSAODODOODODOODODOOFILEODODODODOOODOOOOOOO
0000000000000 oDoooDoooKEYDODODODODUOoooooooooooo
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CREATE ENCO KEY

FILEOOOOOOODO0O0O00oooooooooooooooooooooooooooooon

FORMAT RSAOOODOOOOOOOO0OOOODOOUOOOFILEOOOOOOOOOODOOOSSH O
Secure Shell DOSSHOOODOODOOOODODODODOODOODDODMNIQUDOODODODODODDOODOOO
D000 RSAOUOODODUOUOOODUOOODODOODOHEXODODOODODOODODDUOODODODDODODODODDOODOO
00000000 oog HEXD

IPADDRESS 0OOOO0OOOOIPOOOOOISAKMPO SSHOOODODOOO RSAOOODOOOOOO
gooogo

LENGTH 000O0O0OO0OO0OO0OORSAODOOOOOOODOOODOOODOORSAOOOOOOO 320000
000000000000 oDoOo0O0 250204800 00000GENERALODODODODOOOODO
00000000000 oDUDODooDU 20640000

MODULE 0OO00O0O0OO0OO0O0O00OOOO

RANDOM 0000000000000 OOOOGENERALOOOOOLENGTHOOODOOOOOO
20000016000 000000000 DODO

VALUE 0O00O0OO0O0O0OOOCODESO3SDESOOOOOOSHOWENCOKEYODDODODODOOGOODOS
000 ASCIIO leJ00DO0O00O0O0OOO0OO0ODODOAESOODODODOOSHOW ENCOKEY [
000000000 le0000D0D0D0DD0ODOOO0leO0000D00ODO0OODXXDODODOODOODO
GENERALOOOOODOODOOOOO 1600000000 70000000000000000O0O0
0000000000000 o0000o0SHOWENCOKEYODODODOODOoooooo

g

e DESO0000000000D0DO000O00O0000 SHOWENCOKEYOOOOOOODOoOoOOoooo
0000000000000 0D0U00DUDUOUOoDOASCIioDooo leonooooon

CREATE ENCO KEY=1] TYPE=DES RANDOM DESCRIPTION="My DES key"

0000000000 DESOO0 1600000000000 00000 6UIOTOIOSIOIOIOIDESD
56 000000000000

CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"
VALUE=0xBB09BAC150913E82

s 0000000000 DESOOOOOOO0DOS000 ASCIIOOOOOOOOoooo
CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"

VALUE=xme5vgkgse9iem

m3DESOO0O00O0ODOO0OOOOODOOO

CREATE ENCO KEY=3 TYPE=3DESOUTER RANDOM DESCRIPTION="My 3DES key"

m1920000 AESODODOOODOOODOODOOOO

goooag CentreCOM AR570S 0 000O0O0O0O00O0O 2.9 19
613-000273 Rev.J



CREATE ENCO KEY

CREATE ENCO KEY=4 TYPE=AES192 RANDOM DESCRIPTION="My 192-bit AES key"

sSSHOOOOOODODODODODOUOODODODODDODODODUODODOoOooOooooooooooooooooooo
sshkeyOOOOODOODODODDODODODOOO0OO00OO0ODO0ODO0OD0O000000O0O0O0O0000000O FORMAT
OSSHOOODDOOO

CREATE ENCO KEY=100 TYPE=RSA FILE=ssh.key FORMAT=SSH

ERSADDDOO0O000000000000000 256020480000

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair"

m 0000 RSADOOOOO0OO0SSHOOOOODOOOOOO mypublickeyO0OOOO0O

CREATE ENCO KEY=3 TYPE=RSA FILE=mypublic.key FORMAT=SSH

s J0J0000000000000 hispubkeyDODOOO04000000000000

CREATE ENCO KEY=4 TYPE=RSA FILE=hispub.key FORMAT=SSH DESCRIPTION="His
public key"

ml60000MDSOOOOOOOOOOOOODO

CREATE ENCO KEY=5 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 Hash key"

mlo0000MDSOOODOOOOOOOOOODODO

CREATE ENCO KEY=5 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
Hash key"

m [SAKMP O OOODOOUOpre-shared keyD DO DO OO0

CREATE ENCO KEY=6 TYPE=GENERAL VALUE="fugafugafuga" DESCR="ISAKMP
pre-shared key"

goooognd

goooooobooboobboobbooooooooooboobobbobobbobboooooooobooDo
oo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
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obooobooooooooooooooooooooooooooooooon

googod

DESTROY ENCOKEYO 240000
SET ENCOKEYO 360000
SHOW ENCO KEYD 480000
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CREATE STAR

CREATE STAR

O00o0oooooooo /STAROOO

CREATE STAR=star-id MODE={MASTER|SLAVE|STANDBY} ENCALGORITHM={DES}

star-id: STARO OO0 D OO0 OO00O2550

g

00000000 ooooooo STARODOODOoooooooooo
STAROODODOOOOOOOSTARODOOODODOOODOOODO0DOD0000D000oooooooooooooo
1000000000000D0O000000 100000000000 DODO000DOODODODO0O000OOoOO
gobooobooobooobooobooboobbobboo

goooog

STAR STAROODOOODOOOO

MODE STAROOOOOUOOODODODODODOOSTARODODODODOODOOODODODOODODOOOODOOOO
MASTEROOOOO0OO0OOODOO0O0DO0OOO00O0OOOO00ODOODO0O0DOO0Oooooooooooo
SLAVEOOOODOUOO00ODO0OO000000000o0ooooooooooooooSTANDBY OO
goboooobooooboooobooobooboboobooboobbobboobooobo

ENCALGORITHM 000000000000 0OD0OOO00OOOODOOOODOODOOOODOOOOOO
DESOOO0OO0OO0OO0ODOUOOODOO

g
s 000000000 STARODODDOOODODOOOoOODODOOOoOQ

CREATE STAR=0 MODE=MASTER ENCALGORITHM=DES

s 000000000 STARODODDOOODODOOOoOOODOOOoOQ

CREATE STAR=0 MODE=SLAVE ENCALGORITHM=DES

goooog

DESTROY STARO 250000

DISABLE STAR DEBUGGINGO 28 0000
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O
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SET STARO 380000

SHOW STARO 500000

SHOW STAR COUNTERSO 520000

SHOW STAR MKTTRANSFER LOGO 54 00 00O
SHOW STARNETKEYO 56 0 00O
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DESTROY ENCO KEY

DESTROY ENCO KEY

O00000000oo /000000

DESTROY ENCO KEY=key-id

key-id: 0 0 0 000 655350

g

goooooooooo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon

goooog

KEY 00O

goooog

CREATE ENCOKEYD 18 O O OO
SETENCOKEYO36 0O OO0
SHOW ENCO KEYO 480 00O
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DESTRQOY STAR

DESTROY STAR

O00o0oooooooo /STAROOO

DESTROY STAR=star-id [NETKEY|MKT ]

star-id: STARO OO0 D OO0 OO00O2550

g

STAROODUOODOOODOOOD0ODO0OO00O0OOSTARODODODODODODODODODODOUOOooOooooooooo
gboobooooboooboo

goooog

STAR STAROODOOODOOOO

NETKEY 0000000000000 000000O000000D00O00000ooooooooooo
gobooooooobobooboo

MKT 0000000000000 0DOO00D0OO0O0D0O000DO00ODO0O0O0DO00DOOOoODOoOO
goboooboooboooboobbobboobuoon

goooog

CREATE STARO 220000

DISABLE STAR DEBUGGINGO 28 0000
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O
SETSTARO 380000

SHOW STAROS00 00O

SHOW STAR MKTTRANSFER LOGO 54 0 00O
SHOW STARNETKEYO 56 0 0 00O
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DISABLE ENCO COMPSTATISTICS

DISABLE ENCO COMPSTATISTICS

O00000000oo /000000

DISABLE ENCO COMPSTATISTICS

g

goboooboooboobobooboobbobbooboobooon

goooog

ENABLE ENCO COMPSTATISTICSO 2900 0O
SHOW ENCOU 400000
SHOW ENCO CHANNELO 420000
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DISABLE ENCO DEBUGGING

DISABLE ENCO DEBUGGING

O00000000oo /000000

DISABLE ENCO DEBUGGING={PACKET}

g

ODOODENCOODOODDOODODOODOOODUOODUDUOODOOD
goooog

DEBUGGING 00000000000 00ODDOOOO0O00ODOOO00OO0ODOOOO0ODDOOOO PACKET
OENCOOOOOOODOOoOooooooooooomm

goooog

ENABLE ENCO DEBUGGINGO 300000
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DISABLE STAR DEBUGGING

DISABLE STAR DEBUGGING

O00o0oooooooo /STAROOO

DISABLE STAR DEBUGGING

g

STAROUOOOD0OO0OO0D0O00DO0OO0O0DD0O0O0DO0O0OoOooooooooon

goooog

ENABLE STAR DEBUGGINGO 31 0000
SHOW STAROS00 00O
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ENABLE ENCO COMPSTATISTICS

ENABLE ENCO COMPSTATISTICS

O00000000oo /000000

ENABLE ENCO COMPSTATISTICS

g

goboooboooboobobooboobbobbooboobooon
000000 SHOWENCOCHANNELOOOOOODODODOOOOODO

goooog

DISABLE ENCO COMPSTATISTICSO 26 0 O OO
SHOW ENCOU 400000
SHOW ENCO CHANNELO 420000
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ENABLE ENCO DEBUGGING

ENABLE ENCO DEBUGGING

O00000000oo /000000

ENABLE ENCO DEBUGGING={PACKET}

g

ODOODENCOODOODDOODODOODOOODUOODUDUOODOOD
goboooboobogobooobooboobbobboobo

goooog

DEBUGGING 0000000000000 00000000O00 PACKETOOOOOOOENCOO
gobooobooobooobooooboobboobooboo

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo

goooog

DISABLE ENCO DEBUGGINGO 27 0000
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ENABLE STAR DEBUGGING

ENABLE STAR DEBUGGING

O00o0oooooooo /STAROOO

ENABLE STAR DEBUGGING

g

STAROUOOOD0OO0OO0D0O00DO0OO0O0DD0O0O0DO0O0OoOooooooooon

0000000000000 00000000000/0000000000000000000O00O0

gooo

gooooogono

Manager

Manager

Manager

Manager

Manager

Manager

enable star debugging

DEBUG - starEncode

DEBUG - starDecode

DEBUG - starEncode

DEBUG - starDecode

DEBUG - starEncode

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo

goooog

DISABLE STAR DEBUGGINGO 28 0000

SHOW STAROS00 00O

googn
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ENABLE STAR MKTTRANSFER

ENABLE STAR MKTTRANSFER

O00o0oooooooo /STAROOO

ENABLE STAR MKTTRANSFER=sernum

sernum: 00 00001015000000

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goboooboogoboobobooboobbobboo
00000 SHOW STAR MKTTRANSFER LOG O OO OO0 OO O OO State O [

goooog

MKTTRANSFER 00000000000 0C0O0O0OOOOOSHOW STARMKTTRANSFER LOG O
O000o0o0ooooooooooooooo0oDooooOoO0 SHOWSYSTEMOODOOOOO
gooo

g
s 0000000000000000000000D00D0 123456780 000000

ENABLE STAR MKTTRANSFER=12345678

goooog

SHOW STAR MKTTRANSFER LOGO 54 0 00O
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RESET ENCO COUNTERS

RESET ENCO COUNTERS

O00000000oo /000000

RESET ENCO COUNTERS={DES|DH|HMAC|JOBPROCESSING|RSA|USER|UTIL}

g

ODOODENCOODOODOODODOODOOODOOOODOODOOOODDDODDO
goooog

COUNTERS 00000000 USERODOUTILOJOBPROCCESSINGOOOODOOOOOENCOODDOOO
O0000o00o0oO0o0ooo0DESO DHOHMACORSAODOOOOOOOOOOOOOOOO

goooog

SHOW ENCO COUNTERSO 450000
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SET ENCO DHPADDING

SET ENCO DHPADDING

O00000000oo /000000

SET ENCO DHPADDING={ON|OFF}

g

Diffie Hellman O 000 0000000000000 0000000O0O0
goooog

DHPADDING 0000000ONOOOOOOOOODOOODOOODOOIPsecO0O0O0O0OO0OOFFO
0000000000000 0OD0ODO ARDOODODODOODOODOO IPsecO0OOOOO PFSODO
O000ooONODODODDOoDODoDoDOooDDOoDARODOODOODODOODOODODOODODOOOOOOO
O000000o0ooo0oo00000 ARODDDODODOOO0O0O0DODOOoDOooOOO0OoOoo0O OFFOO0O
000000000 ONO

goooog

CREATE IPSEC POLICYM IPsec0 0 410000
SET IPSEC POLICY[DI IPsecO O 820000
SHOW ENCOU 400000
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SET ENCO DHPRIORITY

SET ENCO DHPRIORITY

O00000000oo /000000

SET ENCO DHPRIORITY={HIGHMEDIUM|LOW}

g

Diffe Hellman 0000 0000000000000 0D0O0000DOO0OO0O0DOOO0OO
O0000o CPUOUDODODOOUOOODOIPsec0000ODODODO00DODODOODODOODODODOOOOODO
gobooobogoooobboooboobbo

goooog

DHPRIORITY 000000000 OHIGHDOMMEDIUMOO MmLowooooooooooooo
000 HIGHO

goooog

SHOW ENCOU 400000
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SET ENCO KEY

SET ENCO KEY

O00000000oo /000000

SET ENCO KEY=key-id [DESCRIPTION=string] [IPADDRESS=1ipadd]
[MODULE=module-id]

key-id: 0 0 0 000655350

string: 10 0010250000000000000000000000
ipadd: IP 0000

module-id: 0 00 0000000000000 0O0O?2550

0

gooooooIPOODODOODODOODOODOODOODODOOO
goooog

KEY 00O

DESCRIPTION 0000

IPADDRESS 0OOOO0OOOOIPOOOOOISAKMPO SSHOOODODOOO RSAOOODODOOOOO
gooogo

MODULE 0O00O0O0O00O0O0O0OOOO

goooog

CREATE ENCO KEYD 18 O O OO
DESTROY ENCOKEYO 240000
SHOW ENCO KEYO 480000

36 | CentreCOM AR570S D00 O0O0O0OOO 2.9 ooooog
613-000273 Rev.J



SET ENCO SW

SET ENCO SW

O00000000oo /000000

SET ENCO SW [PREDCHANNELS=0..4] [STACCHANNELS=0..4]

g

goboobooboobooobooobooboobbo
goooog

PREDCHANNELS Predictor00000000000100000000 128KBOOOOOOOOOO
oooo00ooooU0ooUo4MBUOODODODODODODODOODODOOD20000000

STACCHANNELS STACLZSOOOOOOOOOOO1000000001BKBOOODODOOOOOO
gooooboo

g
s STACLZSOOOODOOODOOODOOOODOODOO 200000000000

SET ENCO SW STACCHANNELS=2

goooodf

gooooobooobooobooboobobobbooboooboobboobbobbon

goooog

SHOW ENCOU 400000
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SET STAR

SET STAR

O00o0oooooooo /STAROOO

SET STAR=star-id {MODE={MASTER|SLAVE|STANDBY} NETKEY {RANDOM|
VALUE=string }/MKT RANDOM}

star-id: STARO OO0 DO OO 0OO00O2550
string: 10 0010140000000 a0z0002090000000001000000

0

STAROUOOOOOOOOOODOOOOooDU0ooooooooOoooo00ogooooooooooDoooo
goooog

STAR STAROODOOODOOOOO

MODE STAROOOOOOOODODOODODOOSTARODODODODOODOOODODODOODODOOOODODOOO
MASTEROOOOO0OOOODOO00D0OOO0O0DO0OOO0O00ODOOO0O0OO0ooooooooooo
SLAVEOOOODOUOO00ODO0OO000000000o0ooooooooooooooSTANDBY OO
goboooobooooboooobooobooboboobooboobbobboobooobo

NETKEY 00000000000 O0O0O0O0OOODOOODOOOOOO

RANDOM [0O000000O0CO0OODOOOOODOOOOO

VALUE 000000000 O0O0O0O0OO0

MKT 0000000000 16000 DESOOO00ODOODOOOOODODODOODO STARODODOOOOO
gobooobooooboooboobbobboobooobo

g
s 000000000 STARODODOOODOOODOODOOOOOO0O0DO0O0OoOoooooooo

SET STAR=0 NETKEY RANDOM

s JQopooooooooboobobobbooboobbobbooboooboobDbooboobbo
OSHOW STAR=0NETKEYO 000000000000 O0O0OO0O0ooo

SET STAR=0 NETKEY VALUE=fbjb5mbap7wasgd

] J0000oooooooboobboobooobobo

SET STAR=0 MKT RANDOM

CentreCOMAR570S 0000000000 2.9 ooooo
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goooog

CREATE STARO 220000

DESTROY STARO 250000

DISABLE STAR DEBUGGINGO 28 0000
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O
SHOW STAROS00 00O

SHOW STAR COUNTERSO 520000

SHOW STAR MKTTRANSFER LOGO 54 0 00O
SHOW STARNETKEYO 56 0 0 00O

googn

SET STAR
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SHOW ENCO

SHOW ENCO

O00000000oo /000000

SHOW ENCO

g

ODOODENCOODOODODODODDOODDDOOODDODODOD

gooooogono

Manager > show enco

ENCO Module Configuration:

Hardware . ... ..ttt ittt PRESENT
Lowest valid channel ................... 1
Highest valid channel .................. 2047
Compression Statistics ................. DISABLED
Diffie Hellman Priority ................ HIGH
Diffie Hellman Padding ................. ON

SW Processes available

SSL - Secure Socket Layer

HW Processes available

DES - DES Encryption
3DES - Triple DES Encryption
AES - AES Encryption
RSA - RSA Encryption
DH - Diffie Hellman

HMAC - Message Digest
IPSEC - IP Security

Hardware o00o0ooooooo

Lowest valid channel oo uoooonobobooooboooo

Highestvalidchannel oo oboboobboobboobooboooo

Compression Statistics 00000000o000o00oooooooo

Diffie Hellman Priority Diffie Hellman 000 0000000000000 OHIGHOMEDIUMO
LOwooooo

Diffie Hellman Padding  Diffie Hellman OO 00 0000000000000 00O000OOO

SW Processes available 000000oo0o0oooooooooo

HW Processes available 00000000000000000
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googod

SET ENCO DHPADDINGO 34 0000
SET ENCO DHPRIORITYO 350000
SHOW ENCO CHANNELO 420000
SHOW ENCO COUNTERSO 450000

ooooo

01
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SHOW ENCO CHANNEL

SHOW ENCO CHANNEL

O00000000oo /000000

SHOW ENCO CHANNEL [=channel] [COUNTERS]

channel: 00 000000001270

g

ODOODENCOODOODDOODODOODODOODOODOODODODOOODDODO

goooog

CHANNEL ENCOUOUOUOU0OO0O0O0000000000000000000000000000O0OO0
gobogboobboooboooboobooobo

COUNTERS 0O0O0O0OO0OO0OODODODOOOOOOO0O0OOOO0OODOOOOOODOODODOOOOOOOOOO0
oo

gooooogono

SecOff > show enco channel

Channel State User UserID MDL pktOverhead Process
UP IPSEC 00010000 1800 100 DES
UP IPSEC 00020000 1800 100 HMAC
UP IPSEC 00000001 1800 100 HMAC

SecOff > show enco channel=1

Channel ......... .. 1

75 T ENCODE/DECODE
State ... .. i UP

USer ... i e IPSEC

User ID ..ttt iiiie e 00010000
Maximum Data Length ............ 1800

Packet Overhead ................ 100

Process ... DES

Process Configuration:

Des TypP€...vuun.. DES - 56 bit
Channel Type...... ENCODE/DECODE
History Mode...... off
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SHOW ENCO CHANNEL

........... Specified

SecOff > show enco channel=1 counters

Channel Counters:

UP events ...ttt 1 DOWN events ......ouuieeeneennnn.. 0
start config ........ ... ... . .. ... 1 attach good ......... ... .. ... ... 1
encode NULL packets ............. 0 decode NULL packets ............. 0
enc bad priorities .............. 0 dec bad priorities .............. 0
encode bad length ............... 0 decode bad length ............... 0
encode actions sent .......... 1258 decode actions sent .......... 1283
good encodes ...t 1258 good decodes ......iiiii.n 1283
bad encodes ......... ... . ... 0 bad decodes ....... ..., 0
reset E actions sent ............ 0 reset D actions sent ............ 0
good encode resets .............. 0 good decode resets .............. 0
bad encode codes ........ ... ... 0 bad decode resets ............... 0
discarded enc jobs .............. 0 discarded dec jobs .............. 0
Channel ooooooo
State J000oooooouPOo DOWNO
User 0000000000 00000000O0OgSSHOISAKMPO IPSECO
UserID gooooobooboouooooouooouooooobooboooa
MDL 000000000000 00o0oo0oo0oo00o0o0000000DOOMaximum
Data Length(
pktOverhead gooooooooooooooobooooubooooo oo booooa
gooad pktOverheadI]DDDDDDDDDDDDDDDD
Process 0000000000000 0o00o000DoRSADODHODESO HMACO
0200000000000
Channel ooooooo
Type 00000000 O0ENCODE/DECODELD ENCODE ONLYD DECODE
ONLYDO
State O0o0oooooouUPOo DOWNDO
User 0000000000000 0000000SSHO ISAKMPO IPSECO
UserID gdooooooboooooobuooooooooodouoooog

Maximum Data Length 0O000000000000000000O0000OOO0OOO

Packet Overhead goooobobboboooboodbooboboboooobooboo

googn

000000 Packet Overhead 00D D0DO0OO0D0ODOODODODO
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SHOW ENCO CHANNEL

Process 0000000 oooo0ooo0oo0oOoonRSAODDHODESOHMACH

Process Configuration goooobooboooboobboboboobbobbon

CheCkType gooooooooobooo

Des Type ODESO0OODES OO0 00O DES - 56 bit(Il 3DES - 168 bit - outer
CBCOOooooO

Channel Type ODESOO0000DO00ODODOOENCODE/DECODEIDOENCODE ONLYD
DECODEONLYO OO OO

HiStOI‘yMOdE ODESOOUODESOU0O0OODOOO0OOOOOOOO

IV Type 0 DES 0O 0O 0OIVJ Initialisation VectordO O O O ZeroORandomOSpecified
ogoooo

RSA mode ORSAODOORSAOODOODOOPUBLIC O PRIVATE

Mode 0 DH O O O Diffie Hellman O O O 0 0O Phase 1 O Phase 2

Group Type DDHDDDOakleyDDDDDDDDDDDDD MODPOOOODOO

Group Oakley 0 0000512-bit MODPO O 0O 0O O 0 768-bit MODPUO O O O
O 1001024-bit MODPU OO OO 2000000

Algorithm OHMACOOOHMACOOOODOOOMDSO SHA

Key Length ODHMACOOOHMACODO

030000000000

goooog

SHOW ENCOU 400000
SHOW ENCO COUNTERSO 450000
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SHOW ENCO COUNTERS

SHOW ENCO COUNTERS

O00000000oo /000000

SHOW ENCO COUNTERS={AES|DES|DH/HARDWARE|HMAC|JOBPROCESSING RSA|USER|
UTIL}

0

OODODENCOO O OOOODDDOOOODODOOOOoDoOooOon

goooog

COUNTERS 0000000000000 O0OOOUSERDENCOODOOODODODOOOOOOOOOO
OMUTIO O 0000000000 MHARDWARE] OO O OO O OOO O MJOBPROCESSING

OODENCOOOUODODOODOUOOO0ODUOODOOAESODESODHN Diffie HellmanMHMACORSA
goboobooopoooboobbo

gooooogono

SecOff > show enco counters=des

ENCO Process DES/3DES Counters:

configGood ........... .. ... ... ... 6 configBad ........... ..., 0
configNoResource ..........uuu... 0 configNOtSSH . ... iiie i, 0
badBuffer .......... ... ... ... 0 badAlign . ... .. 0
badLength .......... ... 0., 0 NoOhistory ... iii ittt i i e 0
desJobs ... e 2710 3Des2KeyJobs ...t e 0
3DesInnerJobS ...t 0 d3DesOuterJobs .................. 0
noHistdobs ................... 2710 desMacdobs ...ttt i 0
badDesType . ...ttt 0 baddobType . ... ... 0
unknowndJob ...... ... L oL, 0 ETTOL ittt et e e e 0
reset .. e e 0 confNotDes .........ciiiiiinnen.. 0
commWaitTimeOut ................. 0 dataInnWaitTimeOut .............. 0
dataOutWaitTimeOut .............. 0

goodDecrypt ... 1368 goodEncrypt ... ..o 1342
badDecrypt . ... ... i e e 0 badEncrypt . ... e e 0

SecOff > show enco counters=dh

ENCO Process Diffie Hellman Counters:

goodPhasel .. ..... ..t nnn. 1 badPhasel .......... ..., 0

goodPhase2 ...ttt e 1 badPhase2 ......... ... 0

badGroupTyPe . v v v it it i i e 0 badGroup . ...... it e 0
ogoooo CentreCOM AR570S 0000000 OOO 2.9
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SHOW ENCO COUNTERS

badGroupParameters ..............

NORESOUrCesS .. ...ttt
SecOff > show enco counters=hmac

ENCO Process HMAC Counters:

goodConfigure ............0...o...
badAlgorithm ....................
badKeyLength ....................
badDataLength ...................

ENCO Queues

Immediate Input queue
Priority Input queue (high)
Priority Input queue
Priority Input queue
Priority Input queue
Priority Input queue

Priority

0
1
2
3
Priority 4 Input queue
5
6 Input queue
7

Priority Input queue
Priority 8 Input queue (low)

Output queue

SecOff > show enco counters=rsa

ENCO Process RSA Counters:
goodPublicEncrypt ...............
goodPrivateDecrypt ..............
goodPrivateEncrypt ..............
goodPublicDecrypt .........o......
goodGeneratekKey .........ciiii...
badDataLength ...................

SecOff > show enco counters=user
ENCO User Interface Counters:

startConfig ........ ... ... ... ...
attachGood ......................

attachNoConfig ..................

46 | CentreCOMAR570S 00000000 DO0O 2.9
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goodHashMD5 .................. 2877
goodHashSHA ..........ccuuiuu... 2877

Input queue length limit .........
Lowest input priority queue ......

Highest input priority queue .....

SecOff > show enco counters=jobprocessing

badDatalLength ................... 0
badHashMD5 .......... ... .. .. ... 0
badHashSHA .......... ... .. 0
badConfigure ......... ... ... 0
NORESOUTCES .t vttt it ittt een e 0
unknowndJob ........... . 0 0 oL 0
Queued Discarded Processed

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 9
0 0 8715
0 0 0
0 0 0
0 0 0
0 0 8724

250

5

0
badPublicEncrypt ................ 0
badPrivateDecrypt ............... 0
badPrivateEncrypt ............... 0
badPublicDecrypt ........c.o.u.... 0
badGenerateKey .......... ... 0
badKey . ... e 0
startReconfig ................... 0
attachFail .............. ... ..., 0
attachBadUserType . ......uuveun... 0

ogoooo




SHOW ENCO COUNTERS

attachedInvalidChan ............. attachedUnusedChan .............. 0
attachProcNotAvail ..............
reconfigInvalidChan ............. reconfigUnusedChan .............. 0
reconfigNoConfig ................
detachInvalidChannel ............ detachUnusedChannel ............. 0
detachedInvalidChan ............. detachedUnusedChan .............. 0
detachGood ........... .. .........
decodeInvalidChannel ............ decodeUnusedChannel ............. 0
encodeInvalidChannel ............ encodeUnusedChannel ............. 0
codedInvalidChannel ............. codedUnusedChannel .............. 0
resetInvalidChannel ............. resetUnusedChannel .............. 0
resetDoneInvalidChan ............ resetDoneUnusedChan ............. 0
configBadMode .............c...... configBadUserType .. ...ueeeunn... 0
configBadPktLength .............. configBadEncrType ..o nnn... 0
configBadCompType . ... eennn.. configBadHistoryMode ............ 0
configBadCheckType ..............
discardInvalidChan .............. discardUnusedChannel ............ 0
SecOff > show enco counters=util
ENCO Utility Counters:
codeNullPacket .................. codeBadPacketPriorit ............ 0
codeBadPacketLength ............. codeBadConfig ...........i.... 0
actionSentEncode ................ actionSentDecode ................ 0
configureGood ................... configureFail .............0...... 0
encodeGood . ...t decodeGood ...t e 3
encodeBad ......... it decodeBad . ...ttt e 0
ogoooo CentreCOM AR570S 0000000 OOO 2.9
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SHOW ENCO KEY

SHOW ENCO KEY

O00000000oo /000000

SHOW ENCO KEY[=key-1id]

key-id: 0 0 0 000 655350

g

goooooboogoo
goooog

KEY 000000000000 000000000000000000000000000000000
0000000000000 000000000O0DENCODDDDODDOODDODOODODODOOOOOOO
gooo

gooooogono

SecOff > show enco key

ID Type Length Digest Description Mod Ip
GENERAL 8 2DEB32E2 - - -
RSA-PRIVATE 1024 B18DFD5D My host_key - -
RSA-PRIVATE 768 E61EQF25 My server_key - -

SecOff > show enco key=2

1024

0x010001
0x961c0dc80c8728b6ed8faz2362bbac0b59basb69e28112bedc3e260bb359e0b651
2bdd539a5572529f6aa190984fabcdb3£19d6b9068e88f86adlee810ed499555
223025288091ebbe959596542235a5446a99600d969d9%a3e9%ec777f726a0d4dae
8bf542d7£38ae249¢c898c5471cb59addc66£79294494d39821828d9%9e2d647£d9

IP Address:

1D ogo
Type 0000 0DESO3DESOUTEROAES1280 AES1920 AES2560 RSA-PRIVATED
RSA-PUBLICO GENERAL O OO
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SHOW ENCO KEY

Length J00O0D0ORSADOOOOODOOOOOOOOOOOn
Digest goooboooooooooooo
Description O0O00O0CREATE ENCO KEY OO OO O DESCRIPTIONOOOODOODO
Mod goddooooooooooo
1P gooogoooooIPOO0OO
O 4:
ooooono

CREATE ENCO KEYD 18 O O OO
DESTROY ENCOKEYO 2400 00O
SETENCOKEYO36O0 OO0

ooooag CentreCOM AR570S 0000000000 2.9 |49
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SHOW STAR

SHOW STAR

O00o0oooooooo /STAROOO

SHOW STAR|[=star-id]

star-id: STARO OO0 D OO0 OO00O2550

g

STAROOOODOOO0DO0O0O0DOoOOoooooooon
goooog

STAR STAROOOOOOOOOOOO0OO0OOOOOOOODOOOOOOO0OOODODOODOOOOOOOO
goboobogoboooboobbobbooboon

gooooogono

Manager > show star

Star Entities

Manager > show star=0

Star ID ittt ittt e e 0
Star Mode ..........iiiiiiiiiinn. MASTER
Key Transfer Encryption Algorithm. DES - 56 bit
Netkey Valid ......... ... TRUE
Master Key Table Valid ........... TRUE
Netkey Digest .......c.iiiinennn.. 071e435b
Master Key Table Digest .......... 5214c3e0
Transfer State .......... ... ... ... INITIAL
Star ID STAROOOOOOOOO
Star Mode STAROODOODOOODODOODOODOOOOSLAVED STANDBYO

MASTEROOOOO

Key Transfer Encryption Algorithm 000000000000 O0O0O0OOOOOODES-
56 bit[BDES - 112 bit - outer CBCIBDES - 168 bit - inner
CBCoOooono
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SHOW STAR

Netkey Valid

goooopoooboobbo

Master Key Table Valid

goooobooobooobooobo

Netkey Digest

ooooooooo MDAODOOOOO

Master Key Table Digest

ooooooooooo MDAODOOODOO

Transfer State

000000000000 00O00D0DOINITIALD EN-
ABLEDUO DISABLEDO UNKNOWN OO OO O

goooog

CREATE STARO 220000
DESTROY STARO 250000

0 5:

DISABLE STAR DEBUGGINGO 28 0000
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O

SET STARO 380 00O 0O

SHOW STAR COUNTERSO 520000

SHOW STAR MKTTRANSFER LOGO 54 0 00O

SHOW STARNETKEYO 56 0 0 00O

googn
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SHOW STAR COUNTERS

SHOW STAR COUNTERS

O00o0oooooooo /STAROOO

SHOW STAR[=star-id] COUNTERS

star-id: STARO OO0 DO OO 0OO00O2550

g

STAROOOODOOO0O0O0OO0DO0OO0OOoDOooooooooon
goooog

STAR STAROOOOOOOODO

gooooogono

Manager > show star counters
General Star Counters
attachNoConfig 0 attachBadId 0
detachInvalidChannel 0 detachUnusedChannel 0
setCompInvalidChannel 0 setCompUnusedChannel 0
resetInvalidChannel 0 resetUnusedChannel 0
resetENoStar 0 resetDNoStar 0
encodeInvalidChannel 0 decodeInvalidChannel 0
encodeUnusedChannel 0 decodeUnusedChannel 0
encoEventUnusedChannel 0 encoEventStarUnused 0
getMKTUnusedChannel 0 getMKTInvalidChannel 0
getMKTGood 0 getMKTNoStar 0
setMKTUnusedChannel 0 setMKTInvalidChannel 0
setMKTGood 0 setMKTNoStar 0
getSKUnusedChannel 0 getSKNoStar 0
setSKUnusedChannel 0 setSKNoStar 0
getInfoUnusedChannel 8 getInfoNoStar 0
transferTimeoutChanUnused 0 transferTimeoutNoStar 0
transferRequestChanUnused 0 transferRequestNoStar 0
transferEnableChanUnused 0 transferEnableNoStar 1
transEndNotifyChanUnused 0 transferEndNotifyNoStar 0
sessTimeoutUnusedChannel 0 sessTimeoutNoStar 0
createStar 1 destroyStar 0
destroyNetKey 0 destroyMKT 0
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SHOW STAR COUNTERS

setStarMode 0 setStarEncAlgorithm
setStarNetKey 1 setStarMKTRandom

Manager > show star=0 counters
encrConfGood 3  compConfGood 0
confGood 3  compConfGoodDetachE 0
encrConfFail 0 compConfFail 0
confFail 0 compConfFailDetachE 0
encrDetached 2 compDetached 0
detached 2 detachedConfFail 0
encodeGood 210 encodeFailed 0
decodeGood 210 decodeFailed 0
encodeDiscarded 0 decodeDiscarded 0
resetGetSKAlreadyCurr 0 resetSetSKAlreadyCurr 0
resetDNoSessionKey 0 resetDBadMKTIndex 0
resetCompHist 0
getMKTAlreadyCurrent 0 getMKTStarInvalid 0
getMKTEncodeFailed 0 getMKTGood 4
setMKTNULLBuffer 0 setMKTAlreadyCurrent 0
setMKTNoStar 0 setMKTDecodeFailed 0
setMKTGood 0
getSKAlreadyCurrent 0 getSKMKTInvalid
getSKEncodeFailed 0 getSKResetFailed
getSKGood 66
setSKNULLBuffer setSKAlreadyCurrent
setSKDecodeFailed setSKMKTInvalid
setSKResetFailed setSKGood

ogooooo

CREATE STARO 220000

DESTROY STARO 250000

DISABLE STAR DEBUGGINGO 28 0000
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 32 0 0 0O O
SETSTARO 380000

SHOW STAROS00 00O

SHOW STAR MKTTRANSFER LOGO 54 0 00O
SHOW STARNETKEYO 56 0 0 00O

googn
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SHOW STAR MKTTRANSFER LOG

SHOW STAR MKTTRANSFER LOG

O00o0oooooooo /STAROOO

SHOW STAR MKTTRANSFER LOG

g

goboooobogoobooobooboobbobboobooobo

gooooogono

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests

Manager > show star mkttransfer log

Star Master Key Table transfer request log:

Serial Number StarID User UserID State Time Date Requests
41849368 0 PPP 0 COMPLETED 16:22:27 08-Nov-2001 48
Serial Number goooboooobooboouoooboooouooooouo
StarID STAROOOODOOOOO
User goooooooboouoooooobooooo
UserID Jo0ooobooooooooooooooooo ID
State 0000000000000 00000ORECEIVEID 0D OO0 OO0 OIMBADKEYD
SENDINGO O O 0 M FAILEDO COMPLETEDO OO OO O0OOoOdOod
Time gooooooooooooa
Date gooooooooooooa
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SHOW STAR MKTTRANSFER LOG

Requests pdooooooodoodo

0 6:

goooog

CREATE STARO 220000

DESTROY STARO 250000

DISABLE STAR DEBUGGINGO 28 0000
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O
SETSTARO 380000

SHOW STAROS00 00O

SHOW STAR COUNTERSO 520000
SHOW STARNETKEYO 56 0 0 00O

googn
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SHOW STAR NETKEY

SHOW STAR NETKEY

O00o0oooooooo /STAROOO

SHOW STAR=star-id NETKEY

star-id: STARO OO0 D OO0 OO00O2550

g

D000 STARODDODODDODOODOOOODODOOOO ASCIIDoODoOOooooooooooooooooon
googo

goooog

STAR STAROOOOOOOODOO

gooooogono

Manager > show star=0 netkey

fbj5mbap7wasgd

goooog

CREATE STARO 220000

DESTROY STARO 250000

DISABLE STAR DEBUGGINGO 28 00 00O
ENABLE STAR DEBUGGINGO 31 0000
ENABLE STAR MKTTRANSFERO 320 00O
SETSTARO 380000

SHOW STAROS00 00O

SHOW STAR COUNTERSO 520000

SHOW STAR MKTTRANSFER LOGO 54 0 00O
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