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5. GREOOOOOOOooooooo

gobooboooobooobooboobobon

s GREODOOODOOODODDOODODODOUOODDODOODODOODODDOO0O0DO0DoOO00o0O0 ENABLEGREDOOOO17
goooooboogoo

ENABLE GRE J

m GREOOOOOOOOOOOODADDGRETUNNELOOOOO130000000000REMOTEO
0000000000000 U000ooo00000DooD0UKEYOD DO ODooooooooooo
000000000 o0oooooD32000000000 800 1600000DDOOODOOOO 10O
FFFFFFFFO 000 0000000000000 0000000000000O0000000O0O

ADD GRE TUNNEL REMOTE=2.2.2.2 KEY=deadbeaf J

m 0000000000000 0O0000O0O0O0O0ADDGREOODODOONIOOOODOOOOODOGRE
0000000 1010000000000000000000192.168.10.0/24 - 192.168.20.0/240 000
0000000000000 0002222000000000000000000000000O0O0O0OO
GREOODOUOOO REMOTEOODOOO0OOOODODODODODOODOOODOOOOOOOOO

ADD GRE=1 SOURCE=192.168.10.0 SMASK=255.255.255.0
DESTINATION=192.168.20.0 DMASK=255.255.255.0 TARGET=2.2.2.2 J

s (J0gooobooooboooboboboboboooooboooopobobobobbooooDbOoD
00000000000000D0192.168.10.0/24 - 192.168.20.0/240 00000 2.2.2.200192.168.10.0/24
-192.168.30.0/240 00000 3.3330000000000000000000000O02.2220 3.3.33
OO0 GREODODODOOOOOOOOoooooom

ADD GRE=1 S0=192.168.10.0 SMASK=255.255.255.0 DEST=192.168.20.0
DMASK=255.255.255.0 TARGET=2.2.2.2 J

ADD GRE=1 S0=192.168.10.0 SMASK=255.255.255.0 DEST=192.168.30.0
DMASK=255.255.255.0 TARGET=3.3.3.3

s 0000 IPOO0O0OO0O0O0O0O0O0OO0O0O0000000000000000DOBOURCE/SMASKD
DESTINATION/DMASK OO OO0 INTERFACEO OO 0D 00000000000 D0O00O0O0O0O00OO0
O0000000000vIanl O0O0O0000000000000000000000000 2222000
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ADD GRE=1 INT=vlanl TARGET=2.2.2.2 J

s GREOOODOOOUOOUOODODODODODOOSETGREODODDOODO200000000000000000O
ENTRYOOOOOOOOODODODOSHOWGREOD OO OO2200000000000 M

ADD GRE=1 ENTRY=1 TARGET=2.2.2.1 J

s GREODOOOOQO IPODODOOODOOOOOODOOOOSETIPINTERFACED OO OMMIPO O 376

O0000DGREODODODDODODDODODODDODODGREODUOODODODOODODOOODODODODDODODODODDODDOODO
ODOODODOGREODDODODOOODODOODOODODOODOOODOOOOOOOODOOODUODOODUOODOOO

SET IP INT=vlanl GRE=1 J

m GREOOOOOOOOOOOODODODODOSHOWGREDO OO ODO220000000000

SHOW GRE

m GREOOODOOOOOOOOOOOODOSHOWGREOD OO ODO2200000 GENERALO OO OO
goooon

SHOW GRE GENERAL
m [PO0O0OOOOOOODOCOOOODO0O GREDOOOOOOSHOW IPINTERFACED OO0 MMIPODO

478000000000000GREOOODOOOOOODOOODOOMMGREODOOOOOOOOODOOOON
gooo

SHOW IP INT
SHOW IP INT=vlanl J

s GREOOOOOOODOOODDODOODODODODODODOOODELETEGREODOODOODI4000000000O0O

DELETE GRE=1 ENTRY=1 .
DELETE GRE=1 ENTRY=ALL .

s [PO0OOODOOODOOO GREODOODOODOOOODOODOOOODOOOSETIPINTERFACEOOO O MmMIPO
037600000 GREDOOOODODONONEODOODOODODO

SET IP INT=vlanl GRE=NONE .

s GREOOOOOOOOOOOOOODISABLEGREO OO OOl6e0O0O0OOOOODODO

DISABLE GRE
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ADD GRE TUNNEL REMOTE=1.1.1.1 KEY=bebeebee J
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0000000 AUl111 0000 GREODDODOOO100O0ooooo

ADD GRE=1 S0=192.168.20.0 SMASK=255.255.255.0 DEST=192.168.10.0
DMASK=255.255.255.0 TARGET=1.1.1.1

4, GREOOODODOOIOOvIanlDOOOOOO

SET IP INT=vlanl GRE=1 J
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ENABLE GRE .
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ADD GRE TUNNEL REMOTE=2.2.2.2 KEY=bebeebee J

3. 0000 LANO192.168.10.0/2400 00000 LANDO192.168.20.0/240 00000000000
0000000 BO22220000 GREODOOOoool1loooooooo

ADD GRE=1 S0=192.168.10.0 SMASK=255.255.255.0 DEST=192.168.20.0
DMASK=255.255.255.0 TARGET=2.2.2.2 J

4. GREOODOOOO1OOvIanlOOODOOODO
SET IP INT=vlanl GRE=1 .

5. IPNATODOOOOOODOOOOO
ENABLE IP NAT

6. D000 LANOOOODOOOODOIPOOODOOppp000000000000O0DOOOO0O
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ADD IP NAT IP=192.168.10.0 MASK=255.255.255.0 GBLINT=pppO0
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ENABLE GRE J

2. 00O0OD0 AD011110000000 GREOOOODQOODODODODODODOOOO0OO0O0OooOo Aoooo
00000 bebeebee DO DO OO

ADD GRE TUNNEL REMOTE=1.1.1.1 KEY=bebeebee J

3. 0000 LANO192.168.20.0/2400 00000 LANDO192.168.10.0/24000000000000
0000000 AUl111 0000 GREODDODOOO100O0ooooo

ADD GRE=1 S0=192.168.20.0 SMASK=255.255.255.0 DEST=192.168.10.0
DMASK=255.255.255.0 TARGET=1.1.1.1

4. GREOODOOOO1OOvIanlOOODOOOODO
SET IP INT=vlanl GRE=1 .

5. IPNATODOOOOOODOOOOO
ENABLE IP NAT

6. D000 LANOOOODOOOODOIPOOODOODppp0000000000O00O0DOOOO
D000 ENATOOODDOOOOO

ADD IP NAT IP=192.168.20.0 MASK=255.255.255.0 GBLINT=pppO0
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ENABLE GRE
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ADD GRE TUNNEL REMOTE=2.2.2.2 KEY=bebeebee J

3. 0000 LANO192.168.10.0/2400 00000 LANDO192.168.20.0/240 00000000000
0000000 BO22220000 GREOOOooOol1loooooooo

ADD GRE=1 S0=192.168.10.0 SMASK=255.255.255.0 DEST=192.168.20.0
DMASK=255.255.255.0 TARGET=2.2.2.2

4, GREOOODODOOIOOvIanlDOOOOOO
SET IP INT=vlanl GRE=1 J
5. 000000000000 O0O0OD ENATODDODDDODOO

ENABLE FIREWALL .J

CREATE FIREWALL POLICY=net

ENABLE FIREWALL POLICY=net ICMP_F=ALL

DISABLE FIREWALL POLICY=net IDENTPROXY .

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO

6. D00D0DDOOODDODODOODODOO GREDCOODOO NATOODOOOOOOOOO

ADD FIREWALL POLICY=net RU=1 AC=NONAT INT=pppO PROT=GRE .

7. 0000000000000 000000000D0O0DO0O0O0OOO0OU0ODO000OO0NATODDOOO
gooogo

ADD FIREWALL POLICY=net RU=2 AC=NONAT INT=vlanl PROT=ALL
IP=192.168.10.1-192.168.10.254 REM=192.168.20.1-192.168.20.254 J

ooooB
1. GREOOOOOOOooooono
ENABLE GRE .

2. O0O0OO0 AD11110000000 GREOOOODQOODODODODODODOOODO0OO0O0OooOo Aoooo
00000 bebeebee DO DO OO

ADD GRE TUNNEL REMOTE=1.1.1.1 KEY=bebeebee

3. 0000 LANO192.168.20.0/2400 00000 LANDO192.168.10.0/24000000000000
0000000 AUl111 0000 GREODDODOOOD100O0oooooo

ADD GRE=1 S0=192.168.20.0 SMASK=255.255.255.0 DEST=192.168.10.0
DMASK=255.255.255.0 TARGET=1.1.1.1
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4 GREOOODDOOIOOvIanlDOOOOOO

SET IP INT=vlanl GRE=1 J

5. 000D0O0O0ODOODO ENATOODODDODOODOODOO

ENABLE FIREWALL .J

CREATE FIREWALL POLICY=net

ENABLE FIREWALL POLICY=net ICMP_F=ALL

DISABLE FIREWALL POLICY=net IDENTPROXY .

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC .

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=ppp0O

6. 000000000000 0O00GREODOOOO NATOOOOOOOOOOO
ADD FIREWALL POLICY=net RU=1 AC=NONAT INT=ppp0 PROT=GRE

7. 0000000000000 000000000ODO0O0OOOOO0OU0ODO000OO0NATODDOOO
gooogo

ADD FIREWALL POLICY=net RU=2 AC=NONAT INT=vlanl PROT=ALL
IP=192.168.20.1-192.168.20.254 REM=192.168.10.1-192.168.10.254 J

GRE CentreCOM AR570S 000000000029 |9
613-000273 Rev.J



ogbooboguodd

ooboogood

oooooo
ADD GRE . . . e e e e 11
ADD GRETUNNEL . . . . . . e e e e e 13
DELETE GRE . . . . . . e e e e e e 14
DELETE GRE TUNNEL . . . . . . . . e e e e e e 15
DISABLEGRE . . . . . . e e e e e e 16
ENABLEGRE . . . . . . e e e 17
PURGEGRE . . . . e e e e 18
RESET GRE . . . . . e e e e e 19
SET GRE . . . . e e e e 20
SET GRE TUNNEL . . . . . . . e e e e e e e e e 21
SHOW GRE . . . . e e e e e 22
SHOW GRE TUNNEL . . . . . . .. e e e e e e e e 24
10 | CentreCOM AR570S 000D OO000DOO 2.9 GRE

613-000273 Rev.J



ADD GRE

ADD GRE

O0OD0D0DO0OOGRE/DOOOODO

ADD GRE=gre-number SOURCE=ipadd [SMASK=ipadd] [DESTINATION=ipadd]
[DMASK=1ipadd] TARGET=ipadd [ENTRY=entry-id]

ADD GRE=gre-number INTERFACE=interface TARGET=ipadd [ENTRY=entry-id]

gre-number: GREO 00O 00000101000
interface: IP 000000000 DOethod ppp0 0 OO
ipadd: IP 0000000000000

entry-id: 10000000100

g

GREOOUOODODOOODODOODDOOODDOOODOODOOOODOOOO

GREOOODOOUOODOOODODODADDGRETUNNELOOOOO GREODODODOOODDOODOOODOOOOO
00000000000 oDoODoDoODOoOoDOO0OD GREDDODODOODOOODOOADDIPINTERFACE OO
ODOOSETIPINTERFACED OOODUO GREODODUOUOOOO IPOODOODDOOODOOODOOODOOODOOO

goooog

GRE GREOOOOOOO

SOURCE ODO0OO0O0O0OO0O0OOOOooOoOoIPODOOOOSMASKOOOOOOOODODOOOODOD

SMASK SOURCEOOOOOOOOODODO

DESTINATION OCOO0OO00O0OO0OOOO0O0OO0OOOOOIPODOOOODMASKOOOOOOOOOODOO
uon

DMASK DESTINATIONOOOOOOOOOODODO

TARGET GREODODUOOOOOOOUOOODOODODOOOODOOOOOOOOOOIPODOOOOOOO
0000000000000 000D0000ADDGRETUNNELOOODOO REMOTED O OO
goboooboooopoooboobbo

ENTRY GREOOODOOOOODOOOOOODO

INTERFACE 0000000000000 000CO0IPOOC0OO0O0O0O0OO0OINTERFACEDOODOOOOO
00000000 0ooooo0oooIPO00OO0O0OO0O0O00OOOOOOO0ODDODOOOSOURCED
SMASKDO DESTINATIONO DMASK O OO O0O0O0ooooono

g

m 192.168.10.0/24 00 192.168.20.0/24 000 0000000000000 00O0O0O 222200000
GREOOOOODO1ODOOOODODO
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ADD GRE

ADD GRE=1 S0=192.168.10.0 SMA=255.255.255.0 DEST=192.168.20.0
DMA=255.255.255.0 TARGET=2.2.2.2

goooog

ADD GRETUNNELO 130000

ADD IP INTERFACEMI IPO O 1850000
DELETEGREO 140000

SET GREOD200 000

SET IP INTERFACE[I IPO O 376 0 O OO
SHOW GREC 220000

SHOW GRE TUNNELO 240000
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ADD GRE TUNNEL

ADD GRE TUNNEL

O0OD0D0DO0OOGRE/DOOOODO

ADD GRE TUNNEL REMOTE=ipadd [KEY={value|NONE}]

ipadd: IP 0000
valuee 00000000 800 160000000000 0O0ODO 10 FFFFFFFFO

g

GREOOOOOOOOOO

GREODUUOODUOUOOOODUOUOODODOD0ODO0OOD0D GREODDODODDODODODDODOODDOOODDOOODODOOOOOO
O000DDODODODO0DADDGREODDOOODO GREDOODOODOOODOOOADDIPINTERFACE O 00O O OSET
IPINTERFACEO O OUOUO GREDOOODOOO IPODOODOODOOOOOOOOOODOOO

goooog

REMOTE GREOUOOO0OOO0OOODOOOOOUOOOO0O0OO0OODOOOOOOOOOIPOODODOOOOO
ODOADDGREODOOOO TARGETO OO OOODOOODODODODDOOODOODODDOOODOODOOOOO
gooogooogon

KEY 0000000000800 160000000000 000O0 10FFFFFFFFODOOOOO0ODOOO
0000000000000 0D00D00D0D0D0OD0OONONEDODDDODODODOoOooooooooon
goboooboooooooboobbon

g
000000222200 GREODOOOODOOO0OO0O00DO0OOOOO 160000deadbeaf0 0000

ADD GRE TUNNEL REMOTE=2.2.2.2 KEY=deadbeaf

goooog

ADDGREO 110000
DELETEGREOD 140000

DELETE GRE TUNNELO 150000
SET GREOD200 000
SETGRETUNNELO21 0000
SHOW GRECO 220000

SHOW GRE TUNNELO 240000
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DELETE GRE

DELETE GRE

O0OD0D0DO0OOGRE/DOOOODO

DELETE GRE=gre-number ENTRY={entry-id|ALL}

gre-number: GREO 0000000101000
entry-id: 10000000100

g

GREOUDOUOODO0OODODODODOOODDOOODOOOOODODOOODODOOOODOOOO
goooog

GRE GREOOOOOOO
ENTRY GREOCOOODOOODOOOOOOOODOUDALLODOOODOOOOOOOOOOOOOOOOOOOOO

goooog

ADDGREO 110000

DELETE GRE TUNNELO 150000
SET GREOD200 000

SHOW GREO 220000

SHOW GRE TUNNELO 240000
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DELETE GRE TUNNEL

DELETE GRE TUNNEL

O0OD0D0DO0OOGRE/DOOOODO

DELETE GRE TUNNEL REMOTE=ipadd

ipadd: IP 0000

g

GREOOODOODOOOO
goooog

REMOTE GREOUOOO0OO0OOOODOOOOOOOOO0O0O0OO0OODOOOOOOOOOIPOODODOOOOO
O000U00000 TARGETOOUOOO GREODOOODDOODODDODODODODODODOODOOOGREODODODOO
O00D0DU0OO0DUO0DUOODELETEGREODODOODOD GREOODOOODOOOOOOOOO

goooog

ADDGRECO 110000

ADD GRETUNNELO 130000
DELETEGREO 140000

SHOW GREC 220000

SHOW GRE TUNNELO 240000
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DISABLE GRE

DISABLE GRE

O0OD0D0DO0OOGRE/DOOOODO

DISABLE GRE

g

GREOODOOOOOOODOODDOOODOOOOODOO

goooog

ENABLEGREO 170000
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ENABLE GRE

ENABLE GRE

O0OD0D0DO0OOGRE/DOOOODO

ENABLE GRE

g

GREOODOOOOOOODOODDOOODOOOOODOO

goooog

DISABLE GREO 16 00 OO

GRE CentreCOM AR570S DO OOOoOooOooo 29 |17
613-000273 Rev.J



PURGE GRE

PURGE GRE

O0OD0D0DO0OOGRE/DOOOODO

PURGE GRE

g

GREODODOOOOOODOOOOOO

goooodf

O0000000ooooo GREDOUOO0Ooooooooooooooooooooooooooooon
goboooboooboooboooboo

goooog

RESETGREO 190000
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RESET GRE

RESET GRE

O0OD0D0DO0OOGRE/DOOOODO

RESET GRE

g

GREODOODOOOODODDODODOO
DISABLEGREOOOOOENABLEGREO O OOODOOOODODDOOOOO

goooog

DISABLE GREO 16 00 O O
ENABLEGREO 170000
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SET GRE

SET GRE

O0OD0D0DO0OOGRE/DOOOODO

SET GRE=gre-number ENTRY=entry-id [SOURCE=ipadd] [SMASK=ipadd]
[DESTINATION=ipadd] [DMASK=ipadd] [TARGET=ipadd]

SET GRE=gre-number ENTRY=entry-id [INTERFACE=interface] [TARGET=ipadd]

gre-number: GREO 00O 00000101000
entry-id: 10000000100

ipadd: IP 0000000000000

interface: IP 000000000 DOeth0d ppp0 0 OO

g

GREOODOOOOOOOOOOOO
goooog

GRE GREOOOOOOO

ENTRY GREOOODOODOOOODOOOOOO

INTERFACE 0000000000000 O00IPOO0OOOCOUOOOINTERFACEDODODOOOQOO
ooooo0o0o00OooooooooIPOODOOO0O0ODO0O00O0O0O0O0O0O0ODDODOOSOURCED
SMASKDO DESTINATIONO DMASK O OO O0O0O0ooooono

SOURCE ODO0OO0O0O0OO0O0OOOOooOoOoIPODOOOOSMASKOOOOOOOODOOOOODODO

SMASK SOURCEOOOOOOOOODODO

DESTINATION OCOO00O0OO0OOOOO0OO0OOOOOIPODOOOODMASKOOOOOOOOOODOO
uon

DMASK DESTINATIONOOOOOOOOOODO

TARGET GREODODUOOOOOOOUOOODODODOOOODOOOOOODOOOOIPODOOOOOOO
0000000000000 000D0000ADDGRETUNNELOOODOO REMOTED O OO
goboooboooopoooboobbo

goooog

DELETEGREO 140000
SET IP INTERFACE[ IPO O 376 0 O OO
SHOW GREC 220000
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SET GRE TUNNEL

SET GRE TUNNEL

O0OD0D0DO0OOGRE/DOOOODO

SET GRE TUNNEL REMOTE=ipadd KEY={value|NONE}

ipadd: IP 0000
valuee 00000000 800 160000000000 0O0ODO 10 FFFFFFFFO

g

GREOOODOOOOODOODOD
goooog

REMOTE GREOODOOOOOODOOOOUOOOOOOOODOOODOOODOOOOIPODOOOOOO
ugon

KEY 0000000000800 1600000000000 00O0 10FFFFFFFFODOOOOO0ODOOO
0000000000000 0D00D00D0D0D0OD0OONONEDODDODODOOoOooooooooon
goboooboooooooboobbon

goooog

ADDGREO 110000

ADD GRETUNNELO 130000
DELETEGREO 140000

DELETE GRE TUNNELO 150000
SET GREOD200 000

SHOW GREC 220000

SHOW GRE TUNNELO 240000

GRE CentreCOM AR570S DO O00O0OOO0ODO 2.9
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SHOW GRE

SHOW GRE

O0OD0D0DO0OOGRE/DOOOODO

SHOW GRE [=gre-number] [GENERAL]

gre-number: GREO 0000000101000

g

GREOODUOUOODOODODODODODODODGREODODODOOOOOOOOOOO
goooog

GRE GREOOOOOODOOODOOODOOO GREODOODOOOODOOODUOODODOOOO
GENERAL GREOUOOOOODOOODODOODODODOOOGREODOODOOOOOOOOODOOOOOOOO
oo

gooooogono

Manager > show gre

GRE Entry Interface Source Destination Target
Source Mask Dest. Mask Match
1 1 - 192.168.10.0 192.168.20.0 172.31.28.186
255.255.255.0 255.255.255.0 2536
Requests: 2536 Translations: 2536

Manager > show gre general

GRE General Information
Status ... e e Enabled
Total GRE Pkts In .........c.ouuiuiuneeenn. 0

Total Discarded Pkts ..................
Invalid GRE Version Rcvd ..........
Invalid GRE Protocol Type Rcvd.....
Invalid GRE Key Value Rcvd.........
GRE Not Enabled Discard Pkts.......

Tunnel Unconfigured Discard Pkts...

o O O O O o
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SHOW GRE

GRE GREOOOOOOO

Entry gobbobbobboo

Interface gobobobboooboooboobbooboobm-oobobooobn
Source 00o00ooooooooooo IPooOoO

Source Mask

Source O ODO0OODODOOODO

Destination goooo0o0oooooooooo IPoooOO

Dest. Mask Destination0 000000000

Target GREOOOOOOoOoOo IPOODOO

Match opoooooo IPoOoOoOoOO

Requests goo0oooooogooooo IPoooooo

Translations 000000 GREODODDODDODODOODOODO IPOOOOOO
O 1:

Status GREOOOOOODOOOOO

Total GRE Pkts In

GREOOOOOOO

Total Discarded Pkts

00000000 GREODODODUOODOOODOOOOoOooooo
gobooooogn

Invalid GRE Version Rcvd

0000000000000 OO0D GREODOOOOO

Invalid GRE Protocol Type Revd

googoobbobboobobooboobobboobbo
0000000000 GREODODOOOO

Invalid GRE Key Value Revd

0000000000000 00DU0 GREODOOOOO

GRE Not Enabled Discard Pkts

GREODODOOODOOODODODODO0DO0DO0O GREODOOOODO

Tunnel Unconfigured Discard Pkts

O0000000oooDoooo00ooooooooO0g GRE
goooon

goooog

0O 2: GENERALOOOOO

ADDGRECO 110000
DELETEGREOD 140000

GRE

CentreCOMAR570S 0000000000 2.9
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SHOW GRE TUNNEL

SHOW GRE TUNNEL

O0OD0D0DO0OOGRE/DOOOODO

SHOW GRE TUNNEL

g

GREOUOOOOOOOOOOOO

gooooogono

Manager > show gre tunnel
Tunnel Remote End GRE Key
10.1.1.1 DEADBEAF
10.2.1.1 FEEDBEAF
10.3.1.1 BEBEEBEE
Tunnel Remote End GREOOOOOOOOIPOOOOOOOOODOOOIPOODOOO
GREKey oooooolenono
0 3:
ooooon
ADD GRE TUNNELO 130000
DELETE GRE TUNNELO 15000 O
SET GRE TUNNELO21 00 00O
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