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CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROT=ESP ENCALG=DES HASHALG=SHA
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ENABLE IPSEC J
ENABLE ISAKMP J
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ADD USER=secoff PASS=PasswordS PRIVILEGE=SECURITYOFFICER .J
10. Security Officer 00000 O0000DO0O00ODOO0O0OODOO

LOGIN secoff J
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SET CONFIG=ipsecvpn.cfg
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CREATE ENCO KEY=1 TYPE=DES RANDOM DESCRIPTION="IPsec DES key"
CREATE ENCO KEY=2 TYPE=GENERAL LENGTH=20 RANDOM DESCRIPTION="IPsec
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googd
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SecOff > show enco key=2
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m JO000oo0o0ooooboobbooboobbon

CREATE ENCO KEY=1 TYPE=DES VALUE=0xF888CAC6C66ECF52
DESCRIPTION="IPsec DES key" J
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SHA-1 key" J
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CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=MANUAL BUNDLE=1
PEER=2.2.2.2

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0
RAD=192.168.20.0 RMA=255.255.255.0
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6. [PsecOOOOOOOO

ENABLE IPSEC
7. Security Officer 00000000000 0DOO

ADD USER=gecoff PASS=PasswordS PRIVILEGE=SECURITYOFFICER
8. SecurityOfﬁcerDDDDDDDDDDDDDDDDDDDD

LOGIN secoff J

9. 0ooOOOoOOO0OO0OOO0OOOOO0OO0OO0OO0OOOOODUODDUOODOD

CREATE CONFIG=ipsecvpn.cfg J
SET CONFIG=ipsecvpn.cfg J

10. DOODOOODOODOOODOOODOOO

ENABLE SYSTEM SECURITY.MODE .
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[Security Officer 0 00 0000000000000 000000000000000O00OO0O0O0O
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m [Psec00 0000000 OENABLEIPSECOOOOO61 00000 IPsecO0 000000 OODOOO
goooooo

ENABLE IPSEC J
m JO00O0O0ISAKMP/IKED O OO OOUOOENABLEISAKMPOOOOO6500000 ISAKMP O
goooooboooboo

ENABLE ISAKMP J

m [Psec0000000OSHOWIPSECOOOODO200000000000O

SHOW IPSEC

n [SAKMPOOOOOOOOSHOWISAKMPOOOOON8OOODOOoooOOooooOo

SHOW ISAKMP .
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CREATE IPSEC POLICY=name INTERFACE=interface ACTION={DENY|IPSEC|PERMIT}

selectors... ipsecparams...
oooooo oad
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goooon ud

LADDRESS oooooIPoOoOO

LMASK LADDRESS O OO0 OOoOooOOOO

LNAME O0o00ooooooooooo 21bo

LPORT oooooooOoooooooooo TCPoO UDPOOOODOO
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00000 SA000000Oooooooooooo

KEYMANAGEMENT 0000000 oOoOOooISAKMPOOOOODOOOOOMANUALDD
gobooobobooooo
PEERADDRESS OO0 IPsec000000DODOOODODOOOOSADODODOODOOODOD

gobooboobooobooboobboobooboobbbo
0000000 SAOO0ODOOOOOOODDOOODODOODOOOOOOO
ug

O4:IPsecO0000000O0O
000000000000 IPsec0 00000000 DODO0O0OUOODDOOOODODCREATED SETOODO
go0o0oo0ooooooooobooooooboobooo

m [SAKMPOOOOOOOOOOOO UDPS000000000000000isab0 000 000ISAKMP/IKE
O00000Mmobo00oo0oo0oD00oo0o00odPsec 0000000 MM ACTION=IPSECO
goboooboooobooobooboon

CREATE IPSEC POLICY=isa INT=pppO ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP

0000000 @Mppp0 000000 IPOODOOOOOOOODOOOOOS0000 UDPODOOOO
[Psec0 000000000000 DO0O0O00ppp00 00000000000 0DOO0O0DOOODOO 5000
OUDPOOODOOO IPsec0 00000000000 OOOOOOOOODOOOOOODOODODO

m 00000 LANDO192.168.10.0/2400 000 00 LANO 192.168.20.0/2400 00000 IPsecO 0O
000000000vpnDOOOO0DOOIPsecO00000O0 BUNDLESPECIFICATIONOOOOOOO
0000 SAD0O000000D00000U0D000D0UOoDSADDODODDODDODODDODODODmMODOOO
0000000000000 oodIPsec 00000000 OODOO PEERADDRESSOOOOOOOO
goboooboooobooobooboon

OOO0OO0A 1.1.1A1 & 2222 00O0O0OB
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IPsecO0 00 00O
LANAOBOOIPOOODOOO
LAN A LAN B
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CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=2.2.2.2

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0 RAD=192.168.20.0
RMA=255.255.255.0 J

000000 mppp 00 O00DOIPODOOOOOOOOODODOO 192.168.10.0/240 192.168.10.0
0192.168.10.2550 000000000000 192.168.20.0/240 192.168.20.00 192.168.20.2550 0 0 O O
O000000oooooooolog IPsec0 00000000 OOOOOOO IPOODOOOOODOODO
000000 IPsecd0 2222000000000ppp0 00000 IPsecO00DO0OO0OO0ODOODOO
0000100000000 0000D00o0o00oo0o0oO0ODOD0O0000D000000000ooooOoOO
0 192.168.20.0/24 000000000000 192.168.10.0/240000000000000000000
oo

CO0000000KEYMANAGEMENTOOOOOOO MANUALOOOOOOOOOO

m (0000000000000 0D000 PEERADDRESSO DYNAMICO OOOOOOOOOOSAKMP
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gbobooooboooboo

CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC .

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0 RAD=192.168.20.0
RMA=255.255.255.0 J

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
O000000U0O0DU0DUUD0DUUD0ODUOUOUOPEERADDRESS 00 000 00oooooonQ

CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=1.1.1.1 J

SET IPSEC POLICY=vpn LAD=192.168.20.0 LMA=255.255.255.0 RAD=192.168.10.0
RMA=255.255.255.0 J

CO0000000000000 ISAKMP/IKED Aggressive D0 0000 XAUTHOOOOOOOOOOOO
ooooooooooooooooooo

m 00000 LANO192.168.10.0/2400 VPNOOODOOOO1.2340000000 IPsecO00000O0
000000 vpnciD 000000 OPEERADDRESSO RADDRESSOO0 000000000 0OO0OOO
O0000O0ORADDRESSORMASKO OO OOODODODOODOOOO0O0OOOOOODODODDODORMASK
O0000D00000 255.255.255.2550 0000
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O000A 1.1.1.1 & 1234
pppo \\\\\—/&\///// <\‘;%§g%§_/>

VPNOOOOOO

IPsecO0 0000
LANAOVPNOOOOOOODOIPOOOOOO

LAN A
192.168.10.0/24

CREATE IPSEC POLICY=vpncli INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=1.2.3.4 J
SET IPSEC POLICY=vpncli LAD=192.168.10.0 LMA=255.255.255.0 RAD=1.2.3.4 J

m VPNOOOOOOOOODDODODOOOODOODOO PEERADDRESSO DYNAMICOOODOOOOOOOO
ISAKMPOOODOOOOODODODOODODOODODO0ODOO0OO000oooooooooooooogooooogo
OD0O0DUOODOORADDRESSOOOOO RNAMEOOOOOOOO2IDO000O0OOOOOOOOOOOO
goboobogobooboboooboobbobbooboon

CREATE IPSEC POLICY=vpncli INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC J

SET IPSEC POLICY=vpncli LAD=192.168.10.0 LMA=255.255.255.0
RNAME=clientname

O0000VPNOOODODDODOODOOOODODDODODOOODOOooOOooooooooooooooooooon
O000U0OD0DU0ODU0DU0D0DU0DUOOOOPEERADDRESS 0 0000000000 0OO0DODOOOOOOOOO
O0000O0O0OLADDRESSOO 00O LNAMEODOOOOOOO 2IDO0O0OOOOO

CREATE IPSEC POLICY=vpncli INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=1.1.1.1 A

SET IPSEC POLICY=vpncli LNAME=clientname RAD=192.168.10.0
RMA=255.255.255.0 J

CO0000000000000 ISAKMP/IKED Aggressive 000000 XAUTHOOOOOOOOOOOO
ooooooooooooooooooo

m J00VPNOOOOOODOODOODODOOODOODODODODODOOODODOOO IPsec00D0ODOO0O0OOOOODO
0000000000000 00oooDoooo0o0000D0Do0Do0ooDo0 LNAMED RNAMEO OO
O00000000000003000000000clientlOclient20client300000000000000
[Psec000000DO0OD0000O0ODODOU0O0O0ODO0O0OOOBUNDLEDDODOOOODOOOODODOOO
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ooooooo

0000000000000 0000D0U0D00D0D000 LNAMEOOOODOOOQOOOQ

CREATE IPSEC POLICY=vl INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC .

SET IPSEC POLICY=vl LAD=192.168.10.0 LMA=255.255.255.0 RNAME=clientl .

CREATE IPSEC POLICY=v2 INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC .

SET IPSEC POLICY=v2 LAD=192.168.10.0 LMA=255.255.255.0 RNAME=client2 .

CREATE IPSEC POLICY=v3 INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC .

SET IPSEC POLICY=v3 LAD=192.168.10.0 LMA=255.255.255.0 RNAME=client3 J

m (0000000000000 000000000000000000LADDRESSO OO0 OOOOO0O
0000000 DO0O0O0ODODODODODOORADDRESSOOOO IPsec I 000 OOOPEERADDRESSO O O
O00000ooooooooo0o000 A0 VPNOOODDOOO IPOODOOOOOOOOOOOOO
OVPNOOODOOODOO LANAODOODOOOoooooomd

O0OODOA

1.1.11

VPNOOOOOO

\
g/’ IPsecOO00O00O0O0OOOO

******** goooAdOvPNOOOOOOOOPOCOCOODODO
LAN A

192.168.10.0/24

CREATE IPSEC POLICY=vpn INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=2
PEER=1.2.3.4 J
SET IPSEC POLICY=vpn LAD=1.1.1.1 RAD=1.2.3.4 J

0000000 @Mppp0 000000 IPODOOOOODOOOOOOODO 111100000000 1.234
0000000000 0ODO0ODODO0200 IPsec0000000OOODO IPsecO0 1234000000000
pppO0 00000 IPsecO000000O000O0DO0OOO0OO200000000000000000000
0000000000000 o0oooDo0D 123400000000 111100000000
goooooooooo

[CSAO000000000000000000000SA0OOO0OoOooooooooo

m (0000000000000 0000DInet00000000IPsecO00000O0DOOOOOODODO
goooooo0oo0oU00O0O00O0U0LDU00U00ULDU00DU0UDODODODODUDODOoODODOoOoo 1000
[Psec000000000D0ODODODOOO0O0O0O0O0OOODODODOOOOOOOOOODOODODOOOOOOOO
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ooooooo

O0000000oooooooooUoooooooooIPsec0 0000 DOOOODODODOOOOOODO
goboooopogobooobooboobobobboobooobooboboobbobbobboon

CREATE IPSEC POLICY=inet INT=ppp0 ACTION=PERMIT .

s SPDO0O0O0OOOOOO0O00O0ODOOOOO00O00ODOODOOO0O0O0ODODOOOOOOOOODOOD
goooooogoobooobooboobobobbooboooboobboobbobbobbooo
goooooogoobooobooboobobobbooboooboobboobbobbobbooo
0000000000000 oOoODENYDDOOOODOOooooooooooIPsecO0OOOOO0O
0000000000000 0DUU0DUUDUUODUOUOUOOPERMITD 000000000000 OQ

m SPDOO0OOOOOOOO SHOWIPSECPOLICY OO OOO102000000000000

SHOW IPSEC POLICY

s J000000000000000POLICYOODODODODODODODOD0oooooooog

SHOW IPSEC POLICY=vpn J

O0000D0O0DO0OO0 IPsecOD0ODODODSADDDOODOODODODODOODOOODOODO

SADO0O0O0

SAO00000000000000000000D00D00000SADDDODODODODOooDooDoooo
D000 SPID0OOOOOSADODDO CREATE IPSEC SASPECIFICATION OO OOO46 0000
O0000ooloosADoOoO0OO0OoU0O000oOoooDOooOoOOoOO0 1000000000 OoOoooDOoOOn
goboooopooobooobooboobobobbooboobobooboboobbobbobboon
000 1000000000000 000000OO00O0Om

CREATE IPSEC SASPECIFICATION=spec-id KEYMANAGEMENT={ISAKMP|MANUAL}
PROTOCOL={AH|ESP} [MODE={TRANSPORT|TUNNEL}] algorithms... keys...

spis... d

gbobooooboooboo

s JO00O0ESPOOODOOODOOODOOODOOOOOOO SAODOOOOCIO0O0O0O0O0O0OOESPODOOO
O000000O0O0DO0O0ODENCALGDODOOODODODODODODODHASHALGOOOOOOODOOOOMODE
0000000000000000000000000 SPI0O ISAKMP/IKEODOOOOOOOOOOODOOO
goobooobboo

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=DES HASHALG=SHA

m ESPO0O00O0OODOOOOOOOCOOCOO0O0O0O0O0000OUO0O0DONULLODDODODODOODODODOODOO
O0000oooooODO0O0D0O00000D0D0oODESODOODOODOODOODODOODOOOOODOOODOO
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ooooooo

goooooooooo

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=DES HASHALG=NULL

000000000 O0oONULLOOODOODOO0O0O0O0O0D0O000O00000000000000ESPOO
goooooboogn

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=NULL HASHALG=SHA

[ENCALGO HASHALGOUOOO NULLOOOOOOOOOOoooo

m D000 ESPOOODOODODOODOOOOOODOOOOO SAODOOOOIOOOOOOOODOOOODOOO
000000 ENCKEYM OOOOHASHKEYOD O O OO SPIOOUTSPID O OO SPIODINSPID O O OO
O00000O0O0OOO0OOINSPIO OUTSPIO OO0 IPsec0 000000 DOOOOODOOOOODODO

CREATE IPSEC SASPEC=1 KEYMAN=MANUAL PROTO=ESP ENCALG=DES HASHALG=SHA

ENCKEY=1 HASHKEY=2 INSPI=1000 OUTSPI=1001

m D000 AHOOODOODOODOODODOOOD SADOODOO200000000AHOODOOODOO
OD0O0OD0DO0ODODODDHASHALGOOODODODODODODODDOMODEODDODOODODOODODDODODDDODODDOODO
00000 SPIO ISAKMP/IKEOODODOOODODOOODOD0OO0O0O0D000O

CREATE IPSEC SASPEC=2 KEYMAN=ISAKMP PROTO=AH HASHALG=SHA .
s 0000 AHOOOOOOOOOOO0O000SAOOOOO020000000000000000000

OHASHKEYO O O OO SPIDOUTSPICD 0 OO SPIDINSPID D 00000000 O0OO0OOOOINSPT
O OUTSPID OO0 IPsec0 000000 DOOOOOODOOOOODO

CREATE IPSEC SASPEC=2 KEYMAN=MANUAL PROTO=AH HASHALG=SHA HASHKEY=2
INSPI=2000 OUTSPI=2001
m SAO0DO0O0O000DOOSHOW IPSEC SASPECIFICATIONOOOOO01le00000000000OO

SHOW IPSEC SASPECIFICATION
SHOW IPSEC SASPECIFICATION=1 J

R SAO0ODDO0OOOOOODOOODO SADOOO SHOWIPSECSADOOOOO10900 0000000
gon

SHOW IPSEC SA
SHOW IPSEC SA=1 J

googooogd

0000000000000 0000000000 SAD0D00O0DOOO0O0D0OOOOOODOOOOoooOon
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ooooooo

0000000000000 ooO000oooO0o0ooDOO0000000O0D 100000 ooooOO
000000000000 0o00oo0o0oo00oDOIPsec 0000000 DODOOOACTION=IPSECO
gobbooooogobooobooboobobobboobooobobooobo

000000000 CREATE IPSEC BUNDLESPECIFICATION O OO OO3900000000000

CREATE IPSEC BUNDLESPECIFICATION=bspec-id KEYMANAGEMENT={ISAKMHMANUAL} A
STRING="bundle-string" sa_lifetime... J

goooo00oU000OU00OU00DU0UD0DU0OUSADDDODOOOOOOOOOOOOOODOO
SAOD000DO0OO0ODOOOOOSIRINGOODOODOOUOOoO0Oooooooooooooooooooooo3
O0O0OD0DUODODANDODOROD , D000 OODOODODODODOOOOOOOOOUOODOOODOOODOODOOO
000000000 SAO0DU0O0UOUOOoDUUUoOooooOoooog

RN googn gooo gooo gooo
1 ESP DES SHA1 O
2 ESP DES MD5 O
3 AH O SHA1 O
4 AH O MD5 O

05SA000000000

m 00000 10000000000000000SADO0O0ODOOOO10000D0DDODO000O0O0O0
ODOESPODES+SHA1ODODODODOOUOO STRINGOOODOODOODODOODODOOODOOOOOO

||1|l ‘J

s JCANDOOOOOOOUOOO000000000000o000000D0mANDODOOOOGO SADODO
0000000000000 0000U0DUU00DU0U0D0U0U0DUOUESPODES + SHA1M AHO SHA1ODO
goboooooooooboooobooobo

"l and 3" J

000000000000 UO ESPOUAHOOOOOOO
ISAKMP/IKEOOOODODOODOOODDOODODODD00000D000000000000000000000
0000000000000 00000000000o00000DooooooDmOROOO,D0DO0ODOO
gobooobooooboooboobm

s JOROODOOOOO0ODODOODOOU0ODODOOOODOODODOOO0OODOODODOUOOODODDODO SA
0000000000000 0D00ESPDAHOOOODDODDODOODODODODODODODODAHOOODOOOooOOO
D00 SHA1OMDSOOOOODODODODODOOOOOODODOODOOODOoOO0OOO

"l and 3 or 4" J
m ,00000000000000O00000O0DO0O0O0DOO0000OOOOESPODES +SHA1M AH

OSHAIMOOOOODOOO 100MmESPODES + SHAIO AHOMDSIO O 0O 20 O I ESPO DES +
SHAIOOOO 300ooooooooooooo
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ooooooo

"l and 3, 1 and 4, 1" J

0000000000000 ODU0UDUUUDSADDODODOOODOODOUODUODODOO

m J000 ESPODES+SHAIOOODODOODODODOODOODO10O0OoOooooOoo

CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STR="1" .

m 0000 ESPODES + MD5D AHOMDSO OO OO O0oooOoooooooo200000000

CREATE IPSEC BUNDLE=2 KEYMAN=MANUAL STR="2 and 4" J

m [0 0000ESPODES + SHAIMMAHOSHAIM OO 100 M ESPODES+SHA1IMOOOO 2000
O0o00o0oooUoooo3nooooooon

CREATE IPSEC BUNDLE=3 KEYMAN=ISAKMP STR="1 and 3, 1" J

m J00000000000000SHOW IPSEC BUNDLESPECIFICATION O OO DOO9 00000

goooooo

SHOW IPSEC BUNDLESPECIFICATION .
SHOW IPSEC BUNDLESPECIFICATION=1 .

m 00000000 SADDOOOOOOOSHOW IPSEC POLICY DD O O0O10200000 SABUNDLE
goboobooooooon

SHOW IPSEC POLICY SABUNDLE
SHOW IPSEC POLICY=vl SABUNDLE

oooood

ISAKMP/IKEO O DODDOOOOo

O000o0oooo ISAKMPOOOOODOODOOODOOOISAKMPOOOOOOOOOO 10 ISAKMP
SAO0000O0ODO0DODOOOOU0O00000000D0ODODO0ODO0O0O0000000ISAKMP SAOO
gobooobogoooobboooboobbo
ISAKMPOOUODOOOUOUOODOOOOIPsecO 000000 0O0OODDOODOODOO0OODOOODODODODOOO
oo0ooo0oooo0oooU0U0ooU00ooOUUUoDooUoDl10Do0Do0D0oDoODoODUODoOOOOoOO
I[SAKMPSADOOOOODOOOODOO 20 ISAKMPSAOOOODOOOODO IPsecSACOOOOOOOO
goooooo

0000 1000000000000 00000D0000000D000DDOD0DODO00ODO0D0ODOOOOO
Opre-shared keyD O OO RSAOODOOOOOO0OO00O00000O00D0000OO00ODO0O0OOO
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ooooooo

[CRPAO0OO0O0O0O0O000O0 PKIDOODODOOOOODOOOOO0OO0OO0 PKIODOODOOOOOOOOOAT-FL-06
000 AT-FL-06-BO O OO OO0

I[SAKMPO O OOO CREATEISAKMP POLICY D DO OO0480 0000000000000 O0DODOOO
goooooboogobooobooboobobobbooboooboooboobbobbobbooo
0000000000000 00DU0mMSENDNOTIFY=TRUED 0 0000000000000 00O0OO0O0O

CREATE ISAKMP POLICY=name PEER={ipadd|aNY} [KEY=0..65535]
SENDNOTIFY=TRUE .

m (00000 CREATEENCOKEYDODODOODOOOMM 18000000000 MM TYPE=GENERALDO
gogooooobooooooboboobbbobbbbooboooooooooobbbbooobboDbDb DB
uon

CREATE ENCO KEY=1 TYPE=GENERAL VALUE="pobaetrpnjkakdf" J

000000 U00ooDooUooDOoO ISAKMPOOOOODOOOOOOOOO

m (0222200000 ISAKMP/IKEDO OOOOOOOODOOO ISAKMPOOOOOiOOOODODOO0OO0OOO
oooooooooploooooo

CREATE ISAKMP POLICY=1 PEER=2.2.2.2 KEY=1 SENDN=TRUE .

0000000 m222200000000000000000O01I0D0D000O0O0O0OOOOOOO

m 000000000000 000 PEEROANYOOOOOOODDOOODODOODODODODODOOOOO
gooooobogobooobooboobobobboobooobooboboobbobbobboon
oooooo IDO00000O0O000O0DOD00DODO0D0DODO0DODODODOODOOOO

0000000 0000000000IDO00000000000000 MainOOO0O0OOODAggressive
0000000000000 0000000o0ooooooISAKMPOOOODODODODODODOODOOOOO
goboobooobooooboooo
ODUO0OOD0O0OO0OOOOREMOTEID DO O0O0OOO0OOOOOIDODODOOOOOOOODOOOOOO IDOO
O0000o00 REMOTEIDOOOODODODODODODODODODODOODODOOOODODODO0O0O00O0O0O0OODODOODOO
gobooooboogn

CREATE ISAKMP POLICY=i PEER=ANY KEY=1 REMOTEID=client MODE=AGGRESSIVE
SENDN=TRUE

O000000mIDO0 cient000000000000000O0O0DOOO0OD10000000000
googoo
000000000000 UOLOCALIDOODODODOoDOoDoooo IDODOooooooooon

CREATE ISAKMP POLICY=i PEER=1.1.1.1 KEY=1 LOCALID=client MODE=AGGRESSIVE
SENDN=TRUE

[ IDCALIDOO0OO0OOO0OoOooooIboooooooooo IPo000oOoOooOoooooo

m (00000000000 DUOODUODOOODOISAKMPOODOOODDOOODDOOODOODODOOODOOO
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ooooooo

000000ooooooooo000ooooDoooDo0o0U00DoDooDooOoDOoOD22220 33330000
O00000O0O0O0222200000000000000000010003.3.330002000000000
googoo

CREATE ISAKMP POLICY=two PEER=2.2.2.2 KEY=1 SENDN=TRUE .
CREATE ISAKMP POLICY=three PEER=3.3.3.3 KEY=2 SENDN=TRUE

m 000000000000000DO00000000O0O0ODOO0DO0O0000OOIPODOOOOOOODO
0000000000000 ooo0oIDO0O0O0D0D0D0D000D0O0O0ODO0O00O0O00D0O0oOoOODoOOO
000000000000000000000000 AggressiveJ000000000000000OOO
0000000OpeerldDpeer20 000000000000 O0peerl000000000O000O0DOOOOO
0100 0peer20 0020000 0000000000000000000O0D000 IDOOLOCALID="peer1”0
goooooboogoo

CREATE ISAKMP POLICY=cl PEER=ANY KEY=1 REMOTEID=peerl MODE=AGGRESSIVE
SENDN=TRUE

CREATE ISAKMP POLICY=c2 PEER=ANY KEY=2 REMOTEID=peer2 MODE=AGGRESSIVE
SENDN=TRUE

m J000000000000000000000000O000 100XAUTH] Extended Authentication(
0000000000000 0000000000000 100000000 20000000000/0
goboooboooboooboooo

O00D0D0O0O0DOOOPEEROOOOOODO ANYOXAUTHOOOODOO SERVEROOOOOOoQOoOoOO
00000 ISAKMPOOOOOD 1000000000000 00O0OO0DDOODOOOOOODOOODOOOOO
goboooboooooooboooobo

CREATE ISAKMP POLICY=1 PEER=ANY KEY=1 SENDN=TRUE XAUTH=SERVER
ADD USER=clientl PASSWORD=passcliel LOGIN=NO .
ADD USER=client2 PASSWORD=passclie2 LOGIN=NO .

|

O0000000D0DO0OXAUTHOOOODOOODO CLIENTODOOOODODOOO0Oooooooooooooo
0000000000000 ooDooU00oooD10000D000 XAUTHOODOOOooooooooo
0000000000000 ODU0DUDUUDUOoDUoo1oDooo0 XAUTHOOOOooooooo

CREATE ISAKMP POLICY=i PEER=1.1.1.1 KEY=1 SENDN=TRUE XAUTH=CLIENT .
SET ISAKMP POLICY=i XAUTHNAME=clientl XAUTHPASS=passcliel

m 0000 RSAODODODODODOODOOODOODOOOOOAUTHTYPEOOOOODOO RSASIGOOOOO
LOCALRSAKEY OO OO0 O000oO0oooooooooooooooo
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ooooooo

CREATE ISAKMP POLICY=i1 PEER=2.2.2.2 AUTHTYPE=RSASIG LOCALRSAKEY=2
SENDN=TRUE

RSAODDOOODOOOOOOO IPsec0 00000000 OOPKIDODOOODOOODOOO

m 0000 1000000000 Diffie-Hellmand OakleyD O DO OO000O0O0O0O0OGROUPOOODO
O000oo0oooooooooD 10768000 MODPO OO DO

CREATE ISAKMP POLICY=i PEER=2.2.2.2 KEY=1 SENDN=TRUE GROUP=2 .

m [SAKMPOOOOOOOOOOOSHOWISAKMP POLICYOODOOO126000000000000

SHOW ISAKMP POLICY
SHOW ISAKMP POLICY=1i .

googn
ISAKMP/IKEOOOOOOOOOSAODSAODODDDOODOOOODOOODD0O0O0O0o00oo SPIoooO0n
gobooboooboooboooboo

m 00000 CREATEENCOKEYDODOOMMOOOOOOO 18000000000 0SADDDDD
goboooboooobooobooboobobobboobooobooboboobbobbobbooo
goboobooobooobooobo

m 00 SPI00O0O0OOCREATE IPSEC SASPECIFICATION D 00004600 000000000ODODO
OSACOO0OO0ODOOOOOODoOoDOOO

UDPOODOOOODOESP over UDPO

UDPOOOOOODOESPover UDPO OOIPsec0 00 OOESPOO UDPOOOOOOOOOOOOOO
00000000000 0oooooo000U00000DooDo0Oo NATOODOOOOooooO IPsecOn
goooon

COODO0ONATOOOO IPOOOOOOOOOOO0OO00OO00000000000000 AHOOOOOooOoo
00000O000DAHOOOOOOOOoOoOo IPOODOOOO0OO0OOOOOOOOOOO

[CEBPPover UDPUOOOUDODOOODDOD ISAKMP OO OO0 NAT-Traversal d NAT-TOO OO O OQOO0oOQ
00000000000 @mMNAT-TOOOOOOOOCREATE ISAKMP POLICY 0000048000 MISET
ISAKMP POLICY D OO OO88 00000 NATTRAVERSALO OO ODODOOOOOOOO

s UDPOOOOO0OODOOOODOD MO ACTION=IPSECO O IPsec 0 O 00 OO0 UDPTUNNEL=TRUEO
O0000oooooooooubPO 274600000 ESPover UDPOODOOODODOOOOODOOOOO
o000ooooUoooo UbPODOoOoOoOODOODODOODODOOOO
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ooooooo

SET IPSEC POLICY=vpn UDPTUNNEL=TRUE .

s NATOOOOOOOODODOODODODODOOOOOOooooooooooooo ubPooOoOoooooon
OoooUDPOOOODODOOONATODODOOODOOOODOODODODODODODOODOODOODODDOOOOO3000
goboooobooobooobooboobobobbooboooboobboobbobbobbooo
goooooooooo

SET IPSEC POLICY=vpn UDPHEARTBEAT=TRUE .

s UDPOO0O0O0O0O0ODOOO0OO0OO0ODOO0O0O0O0OO0O0O0O0O IPsecO0000O0OOOOESP over UDP
0000000000000 D00000000000000IPsecO0O0O0OO0DOOO0OO0ACTION=IPSECO
0000000000 UOOoUOISAKMPOODOODOOODODOoOoooooooom

CREATE IPSEC POLICY=udp INT=ppp0 ACTION=PERMIT LPORT=2746 TRANSPORT=UDP .

m UDPOOOOOOOOOOOESPoverUDPOOOOOOOO UDPOOO 27460000000000
000000000 OSETIPSEC UDPPORT D OO ODO87 000 MO OO OCREATE IPSEC POLICY O
000041 0000/SETIPSECPOLICY 00000800000 UDPPORTOOOOOOOOOOOO
0000000000000 00OOSETIPSECUDPPORT D OO OO87000000000OOOOODOO
5600000 UDPUOOOODDODOOODODODOOOOODOOODDODOOOODOD 345600000
goooooo

SET IPSEC UDPPORT=3456

0000000000000 0000oooooDoooUODOdIPsecOODODOOO0DODODOOOOOODO
00000000000IPsecO0D000vpnOOOO0UDPOOOODOODOOOOO0ODOOOOOPEERD
034560 0000000000

SET IPSEC POLICY=vpn UDPPORT=3456 .

[CUODPOOO0OO0OO0OOO0O0O0OOOOO0O0ODOOO0OOO0O0OO IPsecO00OO0OOOOOODOOOOOO
ooooo

m 0000000000000 0000D0OOWANDOODOOOOOOODODODODOoDO00oooooooooooo
O0000000000OO0IPsec00000D0DooooooooooooOOOn

IPsec NAT-Traversald NAT-TO

IPsec NAT-Traversal 0 NAT-TOO ONATOOODOOO IPsecO0000O0D00OO ISAKMP/IPsecC 00O
D00000O00OOVPNOODOODODOWiIndowsPCOOOODO IPsecO0000O0OO0OOOOOODOOO
D0O000OIPsecVPNOOOOOOODOODODODOVPNOOOODODOODDOOOODODOOO NAT-TOODO
D00000000O0 NATOODODDOOOODOOO IPsecOODOOOOOOO

NAT-TOOOOOOOONATOOOOOODOOOODOODODOD0OOO00O0O0OD0O0D00O0D0ODOO0OONATODO
0000000000 00oo000oo000o0000D000000U0O0ONAT-TOOOISAKMP O 0O
0100000000000 NATODOODODODODODOODONATOODOOOODODOOOOO IPsecOOOO
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ooooooo

OESPOO UDPOOOOODOOODODOOOONATOOODODOOODODOOOOO IPsecO0O0O00ESPOOO
O000000DooONATOODODOOOODDODODOODUOODODODODDODODOO0ODODOoODOooDODODODOoOooOoOn
O0O0ODODODONATODODOOODDOOODODOOODODODODOOOODODOODOOODOOODODODOO

D000 NAT-TOOODODOOOONAT-TOO VPNOOOOODOOODODOOOODODOODODOOooooO

[ NATOOODOOOOOoooIPOOOOOOOOO0O0OO0O000O0000000000000 AHOOOOOO
000000000 0AHOOOOOOOOOOOo IPOOOOOOOOOOOOOOOOO

[CEBPPover UDPOOOUDODOOODDOD ISAKMP OO OO0 NAT-Traversal d NAT-TOO OO O OQOO0oOOQO
00000000000 @mMNAT-TOOOOOOOOCREATE ISAKMP POLICY D00 O048000MISET
ISAKMP POLICY D OO OO88 00000 NATTRAVERSALO OO OODOOOOOOOO

NAT-TOOISAKMP O IPsec0 0000000000000 O0O0OO0ODOOODOOOOOO

1. SAKMPOOOO10000O0OONAT-TOOOOODODOOOOOO0OO VendorIDOOOOOO
0000000 UOD0ODUOO0NAT-TOODODODDOODDUOODUOODDUOODDOO

2. OO0 ISAKMPOODOO 100 0NAT-DODiscoveryD 0D OO0DO0O0O0O00O00O0DOOO NAT
gobooobooboboooboooboobooobooboobbobboo

3. OO0 NAT-TOOOOODODODODODOUOODODODOODDODODODOO NATODODDODODOODOODOoODODODODOOO
O000000O0OO0 ISAKMPOOOODOOOODOOODOOOIPsecO0O00ODOOOOOO

4 ODOONAT-TOOODODODOOOOODODOONATOOODOODOOOOODDOOODODOOO UDPOOO
OISAKMPOOOOOODOO0OO0OOODODOS00000 NAT-TODO 450000000000 4500000
00 ISAKMP O IPsecO ESPO 00O 0OO0O0OOOOOO

5. UDP45000 0 00000ISAKMPOOOOOOOOOO IPsecO00OESPOOOOOOODOOO
OO0O00O00ISAKMPOOOODOODOUOOOISAKMPOOODODOUOO non-ESPOCOOOOOO
00 IPsecOESPO OO OOOOO

6. NATOOOUOOODOOOODODOOUODOOOOODDODODODDODOODOD0O0ODOD0O0ODDOD0O0OD0OD0O0OONATOO
goboobogobooboooboobboobooboon

O0O0OO0NAT-TOOOOO IETFOODOOODOODOOOOO

e Negotiation of NAT-Traversal in the IKE
— draft-ietf-ipsec-nat-t-ike-02
— draft-ietf-ipsec-nat-t-ike-08
e UDP Encapsulation of IPsec Packets
— draft-ietf-ipsec-udp-encaps-02
— draft-ietf-ipsec-udp-encaps-08

m NAT-TOOOOOOOOISAKMPOOOOOOOOONATTRAVERSAL=TRUED O OOOOOOOO
OO0OOISAKMPO OO NAT-TOOO NATOODOOOOOOOOOOOUDPO 450000000000
ISAKMPO ESPOOO0OOOO0OOOOOOOOOOOO

SET ISAKMP POLICY=i NATTRAVERSAL=TRUE .

m NAT-TOOOOOOOODOOOOOIPsecO0 00 OO0O0OOOONAT-TOOOODODODDOOOODODOOODODODO
O000000000PsecO 0000000 OOACTION=IPSECO0ODOO0OOODOOODOOOISAKMP
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ooooooo

goboooboooboooboobm

CREATE IPSEC POLICY=natt INT=pppO ACTION=PERMIT LPORT=4500
TRANSPORT=UDP

R 0000000000000 00000OWANDOOOO NAT-TOOOOODODOOOODODDODOOOOO
O0000000OO0OIPsec0 00000000 OODOOODODOODOODOO

B WindowsXPOOO VPNOOOOOOOOODOOOOOOL2TPO IPsec0 000000000000
0000000000000 ooooDoo00000DoO0O000OU0000D0D0DDOD0O000D0OO0OVPNODO
0000000000000 UDDOVPNODOODOODOOODOoooooooooo

IPsecO0OD0000O000O0O0O

[Psec0 000000 0ODOODODOODODOOODOOOODOOOOOISAKMPOOODODO IPsec00O0O0OO0O
gobbooooooobooobooboobbobboobboooobo

000000000 DODONATOOOODODODOODODDODODODO0OOD LANODODODODOOO NATOODOOODODO
gobooobogooobooooo
O000000000000ooDOOIPsec0 00 0DDODODDOOODDOODODOODODOODODOODODOODOODODO
gooooooboooobbooboboooboobobooboboboobobboboboboobOoo
ODO0ODLANODOOODOOODDODOD0DO0D0DO0DO0D0ODOWANDOODOODODOODOoOooooOoDooooooooooo
000000000000 LANDOOODOOOO0OO0ODODOOO0O00000D0D00D00U0O0O0OWANDOODO
0000000000000 000000000D000Do0 ENATOOOOOOooooooo

ENABLE FIREWALL

CREATE FIREWALL POLICY=net

ENABLE FIREWALL POLICY=net ICMP_F=ALL

DISABLE FIREWALL POLICY=net IDENTPROXY

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO

O0000000OD0O0ODODOODODOODODOOIPsec0000OO0ODONONODONOOOOOOOOOOOOIPsec
O00000000D0D0O0OIPsec0 00 000O0OODDOOODDOOODDOODODOODODOOODOODOOODOODOO

m [SAKMP/IKEOOOOOOOODOOODOODODODOOOO ISAKMPOOODODOOODOODOO0OOOODOO
O000ooO0o0o0oooOooooooouUuppso00O0Ooooooom

ADD FIREWALL POLICY=net RULE=1 ACTION=ALLOW INT=pppO PROT=UDP GBLPORT=500
GBLIP=1.1.1.1 PORT=500 IP=1.1.1.1 4

s UDPOOOOOOOOOO0OO0OO0OOISAKMPOOOOOOOOESPOOOOODOOOOOOOOO

UDPOOOOOESPover UDPOOOOOOOOO0OOOOOOOOO UDP27460 0000000000

ADD FIREWALL POLICY=net RULE=2 ACTION=ALLOW INT=ppp0O PROT=UDP

GBLPORT=2746 GBLIP=1.1.1.1 PORT=2746 IP=1.1.1.1 J

m NAT-TOOOOOOODOOOISAKMPOOOOOOOONAT-TO UDPOOOOOOOOOODOODO
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ooooooo

O00oooooo UDpP45000 000000000 M

ADD FIREWALL POLICY=net RULE=3 ACTION=ALLOW INT=ppp0 PROT=UDP
GBLPORT=4500 GBLIP=1.1.1.1 PORT=4500 IP=1.1.1.1 J

m D000 LANODOUOOOO LANOOOOODOO NATOOOOODODOOOOoooooooooooo
0000000000 M@Mvlanl OODOOO IPO0O0OOD0O0OO0OOO0O 192.168.10.10192.168.10.254 0 O
000000 192.168.20.10192.168.20254 0 00000 NATO OO ODDODOODOOOOOOODO

ADD FIREWALL POLICY=net RULE=3 ACTION=NONAT INT=vlanl PROT=ALL
IP=192.168.10.1-192.168.10.254 A
SET FIREWALL POLICY=net RULE=3 REMOTEIP=192.168.20.1-192.168.20.254 J

m 0000000000000 IPsecO0000000000ODOOO0OOOODOOOOOOODOOODO
OENCAP=IPSECO O0OIPsec0 0 0000000000000 DODODOOOOOOOOOODODODOODOOO
0000000000000 D0000000000@™ ppp00 0000 IPsecO00OO0OO0OOOOOO
0000000 192168.10.10192.168.102540 000000000000 LANOODDODOO NATOOO
gobooobooboobbooboo

ADD FIREWALL POLICY=net RULE=4 ACTION=NONAT INT=pppO0 PROT=ALL
IP=192.168.10.1-192.168.10.254 ENCAP=IPSEC

Unnumbered IPO 0000000000000

[PsecO0 00000 0OIPODOOOOOOOOOOOOOOOOOOO0ODOO0OO0OOOOOOOOIPsecOO
O000000WANOOOOOOODOOO Unnumbered 000 000000000000 00OODOOO
[Psec0 0000000000000 0O0O0 Unnumbered 0000000000000 000O0OOOOO
goooboooooboobobobooobobooboboobooboboobobbobobbUobOoo
WAN O Unnumbered 0000000 LANOO ISPO0O0O0ODO0O0OO0O0O0O0OOOOOOOOOOO
D00 IPsecO0 0000000000000 ODOOOODOOO ADDIPINTERFACEO OO OMMIIPODO
8000000000000 ooDUoooo

s JOO0O00ooooooboobbobbooboobbonn
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ooooooo

Unnumbered

000O00O0ENAT

192.168.10.2 192.168.10.4
192.168.10.3

4.4.4.0/29 192.168.10.0/24

5.5

O0D00000OWANOODOODOODO0ppp00 0 Unnumbered 1000000000000 ppp0 0
000000 IPsec00000 ISAKMPOODOOOODODO0OO00000000000000000000
000000000000000000
0000000000000000000000000000000000000000000000
192.168.10.1 00000000000000000000000000000000000

ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0
ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
00004441 00000000000000000O000O00O00O

ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248
ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0

m J000000000000OWANDOO Unnumbered 000 00000000000 100000000
gobooobobooobbooboo
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ooooooo

pppO Unnumbered

=] 4444 4.4.46
4.4.4.3 4.4.4.5

9B 4 5
4.4.4.0/29 (4.4.4.0-44.4.7) |

m PPPOELAN OO OO OOWANO Unnumbered 00000000000 Unnumbered 0000000
O000D0O00D0O0DWANDOOOOODODOODODOODOODOooooooooooooooooooooo
WANOODOOOOOODODOOODOoooooooooooooooooooooooooooooooooon
oo oobobobbbobobobbbobdddoonoDLD oL oo
gooooooo

PPpPO

»
»
»
o
N
©
»
e

goipcpPoOnOO)

000o00ooooooong
00 0 Unnumbered

192.168.10.2 192.168.10.4
192.168.10.3

4.4.4.0/29 192.168.10.0/24

5.5

Psec000000O00ODOODODOODOODODO0ODO0ODOD0O0O0OO0ODOOOOOOODODODODODODO
DDDDDDDDDDDDDDDDDpppODDDDDDDDDDDDDDDDDDDDDDDDDDDD
Unnumbered DO 0 OO 0O
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ooooooo

ENABLE IP .

ENABLE IP REMOTEASSIGN .J

ADD IP INT=ppp0 IP=0.0.0.0

ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248 .
ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 4
ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXT=0.0.0.0 .

O0000PsecO0 00000000000 DOO0OO00O0O0DOO0OOO0OIPsec0DO0 ppp0000
0000000000000 ppp00000 Unnumbered 000000000 DOO00ODOO0ODOOO
O000000oooooooooD44400000000000000000000000O00OOOOISPO
000000000000 Ugo IPsec0DOODooOnooO

00000000000 OWANDDOOOUOOO0oooooooooooooooooooooooooon
gobooooboogooooooboooboobobobboobooboobboobbooobo

0000000000
pppO-10 000G A
pppO-171 | ppp0-0
4.446/32 | | 4.4.4.0/29(SPOOIPCPOOOOD)
------ 000000000000000

fﬁf*f*fé%{ 7: 192.168.10.1 |
| 4.441/29 | | |
[ l [
| |
| [ — | \: :
‘ —_— - :‘ D & ,:, l |
| = |
4442 = H 192.168.10.2 @ 192.168.10.4,
| 4443 192.168.10.3 |
- - - - - - ____1 L ____.
4.4.4.0/29 192.168.10.0/24

ENABLE IP .

ENABLE IP REMOTEASSIGN .J

ADD IP INT=ppp0-0 IP=0.0.0.0

ADD IP INT=pppO-1 IP=4.4.4.6 MASK=255.255.255.255
ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248 .l
ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 4
ADD IP ROUTE=0.0.0.0 INT=pppO-1 NEXT=0.0.0.0

00000000001 0000000000IPsecO0D000 ppp0-100000000000O00O0
0000000 4446000000000DDODODO

IPsec DPD
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ooooooo

IPsecDPDOOIPsec0 0000000000000 OOOO

O0000O0OIPsecSAD 0000000 OOOOOOODODOODOOODOOOOODODOOOODPDOOOO
gobboooobooobooobooboobobobbooboooboooboobbobbobbooo

gooooooU00oOoUooOUOoDoOUUOoDbPDODOODODOODOODOO

OooDPDOODOODODOODODOODOODOODODOO DPDACKOODOOODOOODDOODODDOODOODO

goboooboobooobbooboo

ISAKMP O 0 O ISAKMPOIPsec O
U

SAODO0O0OODOOoOoOoO
U

DPDOODOOODODOOOOODOO
oooobPDOODOODOOOODO
gobobobobo

DPD O OODPDMODE OO OO
000 receive 0 00 ObothO OO
OO0 ARODOODOOOOoODPDO
gobddooouoouoooooo

IPsec O O O O R-U-
THEREO OO DOOOO
goo

R-U-THEREO OO OOOOOOO
gobbobboo

DPD 0 OODPDMODE 0O 0O OO
000 bothOOODODO ARODOOO
goooooo

IPsecOOOOOOODODO
goooooogooo

dpdidletimer 000000000
goood

dpdidletimer 00 0O O
g

R-U-THERE IKE O O O O mes-
sagetoUOOOO0OOOOOOO

IPsec O O O O R-U-
THEREACK OO ODOO
gooooooo

dpdidletimer 000 00O

R-U-THERECO OO OO

R-U-THEREO OO OOOOOOO

0000000 RU- Omsgretrylimitdmessagebackoffl

THEREACK OO O OO
goooooboogn

msgtimeout 000000000
ug

gbobooboboon
0 R-U-THEREACK OO
gbobooboboon

O00o00o0O00oooOOoOoolIPsec
SAOISAKMP SAOOOOO

0 6: IPsec DPD OO O

m DPDO0ODOODOOOODOOOOOOOOODOOOOODOOO
0000000000 U0oUooOoOoOg 50120

IPsec

CentreCOMAR570S 0000000000 2.9
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ooooooo

IW—52—A JV—%—B

—— R-U-THERE #0 —»
<¢— R-U-THERE-ACK ——
¢ #0 & #1MDfEKE 20%) (DPDIDLETIMER{E)

—— R-U-THERE #1 —
¥ #1 C#2D kR 4%

—— R-U-THERE #2 —»
{ #2 £ #3D kR 8%

—— R-U-THERE #3—»
{ #3 & #ADMEME 167

—— R-U-THERE #4 —p>
¥ #4 £ #50DfEkE 248

——— R-U-THERE #5 —p
! #5 & #6 ORI 321

—— R-U-THERE #6 —p>
! #6 £ #7 ORI 407

—— R-U-THERE #7 —p>
J #7 £ #8DEkR 4810

—— R-U-THERE #8 —
! #8 & 9D RRE 561

—— R-U-THERE #9 —p>
¢ #9 & Delete DR 64

Delete

&5t 1 20%+470+8F+1670+2470+32F0+40#+4870+56T0+64#=312F (55 12%)

*{EMREIFE : ISAKMP POLICYDMSGTIMEQUT/YS X — 4 — EMSGBACKOFF/XT X — & —D{EIkTF
E(EEE : ISAKMP POLICYDMSGRETRYLIMIT/S S X — &2 — D{EICIKTF

Responder Rekey Extension

DPDO OO ISAKMP/IPsec0 000 0000000000000 OOOOOOOOOOOOOOOOO
gobooopooooboooobo

O000000oooooo0o0000oooooo0o00000oDoD SADODODODODOOoDOOO ISAKMP O
IPsecSAODOOODOOOODOOOOOOOODOODOOOOISAKMPOOODOOD 1000000000100
Ooooo00o0000oOooooo ISAKMPSAODOODO ISAKMPSADOOOOODOO IPsecSAOO
gooon

O0000oDoSAO000000O00DUO0O0OODODODO0DDOO0DO0D0D00DO0DO00ODOOD PCO VPNODODO
0000000000000 D SA00000DOD0oDOo0ooDooooooooo

s J0J0000000000PCOVPNOODDODODOODODOODDOODODODODODODODOODODODUODDOO
goooooo
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ooooooo

m Android 2.x/3x000 VPNOOOOOOOOOOOO ISAKMP/IPsecSAOOOODOOOOOOO
O0o000oooooo000oDooO0o00000D0o000000 SADDO 80D UUOoOoooDooOO
0000000000000 000oooo0oVPNOODOOOODODODODODOOOoOoooooooooooo
00000000000 SAODU0U0UOU0OUOO0100DODODODODOODOOODOSAODOOOOOO

s DPDOOO00O00000OOOOOOOODOOOO0O0O0O0O0000000O0D0O0OO0O0ODO0O0O0O0O0O
OooDPDOOO0OOODODOOOOOOOOO

oooogon

IPsecO0 00000000 DOOOOODOOOOOIPsecO0000D0OO0OODOOODODOOODODOOODOOOO
gooobooboo

oooood

m 000 PsecO0000000000000ODODOO00O0O0OO0OO0OOSHOWIPSECODOODOO9200
O00O00O000Module Status 0 ENABLED OO OO OOOO0O0O0OO0OOOOOOO

SHOW IPSEC
s [SAKMPOOOUOOOODOOOISAKMPOOOOOOODODODODODODODODODOODODODOODOO0OOOO

OO0OSHOWISAKMPO OO OO11800000 00 00O Module Status 0 ENABLEDOOOOO0OO0OO
goooooooooo

SHOW ISAKMP .
m JDOO0OOOISAKMP/IKEDOOOOOOODOOOIPsecSADDODOODDOOODODOOOGO 2000

O0OOISAKMPSAOOOOOOOOOOOOOOOO0O0O0OO0OO 1M SHOW ISAKMP SA 00O 000130
Oo0ooo ISAKMPSAOOOOOOOOODOOOOOOOOOOoOODOO

SHOW ISAKMP SA .

SecOff > show isakmp sa

Expiry Limits - hard/soft/used
SA Id PeerAddress EncA. HashA. Bytes Seconds

3 1.1.1.1 DES SHA -/=/- 86400/82080/1382

ISAKMPSAOOOO0OO0O0000O0O0O000O0DO00O0O0DO pre-shared keyD O ISAKMPODOOOOOO
000000o0ooooooooo0U0o0oooooooDo0oD0ooooooon ISAKMPOOOOOO
gobooopoooobooobo
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ooooooo

SHOW ENCO KEY=1

SHOW ISAKMP POLICY

SHOW ISAKMP POLICY=1i .

SHOW CONFIG DYNAMIC=ISAKMP .

s [SAKMPOOOODODODOOODODOUOOODODODODOOOOODOO0OO0OoDOoDOooOoooooooolISAKMP
SAO IPsecSAOOO0DODODOOODOO MM Exchange n: Completed successfullyD0 000000000
gooooooooooo

SHOW LOG MODULE=ISAK
oo

SHOW LOG TYPE=IKMP .

SecOff > show log module=isak

Date/Time S Mod Type SType Message

03 11:22:49 3 ISAK IKMP MSG ISAKMP has been enabled

03 11:31:10 3 ISAK IKMP XCHG Exchange 1: Phase 1 [init] started with peer
2.2.2.2

03 11:31:14 3 ISAK IKMP XCHG Exchange 1: Notification Received - DOI

03 11:31:14 3 ISAK IKMP XCHG Exchange 1: Completed successfully

03 11:31:14 3 ISAK IKMP XCHG Exchange 2: Phase 2 [init] started with peer
2.2.2.2

03 11:31:14 3 ISAK IKMP XCHG Exchange 2: Completed successfully

m SHOW ISAKMP EXCHANGEOD OO OO121000000000000000000 ISAKMP OO
goooooogoobooobooboobobobboobooobooboboobbobbobboon
goooooogoobooobooboobobobboobooobooboboobbobbobboon
oo

SHOW ISAKMP EXCHANGE

SecOff > show isakmp exchange
ISAKMP Exchanges
Id Phase State PeerAddress Type

3 4 WAIT HASH_SA_NONCE 2.2.2.2 QUICK

m [PsecO0000000000DODOO0ODOO0O0OIPsecSADDODODOOONOODODDOOOOOIPsecSA
0000000000000000000IPsecSAODDDOOOOOO ISAKMP/IKEDOOOOOOO
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ooooooo

00000020000 00000000000000000000DDODODO0D0DODOOODOO0DODODOOO0
SHOWIPSECSADDOOOO1090 0000 IPsecSADOOOODOOOOODDOOOODODOOOODODODO

SHOW IPSEC SA

SecOff > show ipsec sa

SA Id Policy Bundle State Protocol OutSPI InSPI
2 vl 1 vVvalid ESP 3154027431 4241764757
3 vl 1 vVvalid AH 1252362122 3221961085
4 vE3 1 vVvalid ESP 28060662 981246197
5 vfl 1 Vvalid ESP 51507534 3371320620

O0O0IPsecSAODDODODOOOO SHOW IPSECPOLICY D OO OD010200 000 SABUNDLE OO
goooooooooo

SecOff > show ipsec policy sabundle

Ipsec Policy SA Bundles

Bundle Expiry Limits - hard/soft/used
Index SA’s State Bytes Seconds
Policy .......... vl
0 2,3 VALID -/-/1728 28800/27360/2732
Policy .......... vx1l
Policy .......... vil
0 5 VALID -/=-/220 28800/27360/2004
Policy .......... vi2
Policy .......... vi3
0 4 VALID -/-/440 28800/27360/2052

ISAKMP/IKE O [PsecSAODODO0O0ODO0OO0OOOOO0OIPsec0000SADDDDOODDOODOODOO
OO0IPsec0 0000000000000 0O0OODOODOOOOO0OOOODOODOOOOOOOOOOOODO
OooooO0o000000oo0ooooooO0Oo0o000O0O0OnOSHOW ISAKMPSA D OO DOO130
00000 ISAKMPSAODODOOOOOOOOODOD0ODOOOODOOOOOISAKMPSADODODODOOOOO
OO0 IPsecSAOOOOODOOOOODOODOOOODODO

SHOW IPSEC SASPECIFICATION
SHOW IPSEC BUNDLESPECIFICATION .
SHOW IPSEC POLICY

SHOW CONFIG DYNAMIC=IPSEC .

0000000000000 oooooooooDooO00D SAODO0DO0O0U0ODOoDooooooooon
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ooooooo

gooo

m [Psec000000000DO0DOODOODODODODOOOOOOODOOOODOOODOODOOO

SHOW LOG MODULE=IPSE

oo

SHOW LOG TYPE=IPSC

SecOff > show log type=ipsc

Date/Time S Mod Type SType Message

17 07:54:36 3 IPSE IPSC MSG IPSEC has been enabled

17 07:55:29 3 IPSE IPSC MSG SA bundle created: Policy - vl
17 08:11:28 3 IPSE IPSC MSG SA bundle created: Policy - v£3
17 08:12:17 3 IPSE IPSC MSG SA bundle created: Policy - vfl

goooooood

s [SAKMPOOOODODOODODODDODODDODODODOOOISAKMPOOOOOODOODODDODOODDODOODOOOOO
0000000000000 D0000000000000000000D0O0ENABLE ISAKMP DEBUG O
Ooboes0O0O0O0OOOOOO

ENABLE ISAKMP DEBUG={ALL|DEFAULT|PACKET|PKT|PKTRAW|STATE|TRACE|TRACEMORE} J

O0PKTOOODODODODODODODODOODOOODDODODODODODO0DO0DO0DO0O00OoPKTOOODODODODOOOOOO ISAKMP
0000000000000 00000000000000ISAKMP/IKEODOOOODODOOOODOOOO
gobooobooooooon

SecOff > enable isakmp debug=pkt

Info (182057): ISAKMP Debugging has been enabled.

SecOff > ISAKMP Tx Message
Cookie’s: 5052045¢c2e566b81:0000000000000000
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ISAKMP(1l) #Trans: 1 SPI:
Transform#: 1

Transform Id .................. IKE(1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... SHA (2)
Authentication Method.......... PRESHARED (1)
Group Description.............. 768 (1)
Group TypPEe. . v i i ittt et et ee e MODP
34 | CentreCOM AR570S 0000000000 2.9 IPsec
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ooooooo

Expiry SecondsS.........ouuven.. 86400

m [Psec00000000000000D0DODODODOODOOIPODOOODOOOO IPsec000O0OO0OOOon
000000000oooDoo0000000D0000O000000DD0000O00000OENABLE IPSEC
POLICY DEBUGOOOOOe200000000O0O

ENABLE IPSEC POLICY=policy DEBUG={FILTER|PACKET|TRACE|ALL} .J

SecOff > ena ipsec policy=vpn debug=packet

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 45000028eb1040002006d908c0a81464c0a80102
TCP: 0429005005b7e65c01£faeed4c5004000038560000
data:

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b7£00004032£a573£f0c42e£01010101

ESP: 14f45fa300000b09:35d26e02458706623d9%aad%bt

data: 9fcdl8dl0a34ffeecb8b0£f574ddeaa820£8baldb36cd7a9£c0254£08215e2aa7ecdb34688
6193£17d39¢cc7£096276238bf262b668920b51c535d26e02458706623d9%aa%bf

goooood

O00000000O00IPsect ISAKMPOODODOODOODODODODODODODODDOODODODODOOOODODOOOOO
goooooogoobooobooboobobobboobooobooboboobbobbobboon
goobooooogoo

m [PsecO000000000000O0O0DODOO SHOW IPSEC COUNTERSOOD O OO OOO0OOOOO
O0OO0OOCOCOUNTERSOOOODDOOOOOOOOOO0OOOOO0OoOOOoOoOooOOoooo

SHOW IPSEC COUNTERS

s [SAKMPOOOOOOODOOOO SHOW ISAKMP COUNTERSO O OO O19000000000
uon

SHOW ISAKMP COUNTERS

s [SAKMPSAOOOOOOOOOOOOOD 10000000000Main0O0O0OMODE=MAIN 00O

00000000000 Aggressived 000 MODE=AGGRESSIVEODOOODOOOOO0O0O00O0O0OO

SHOW ISAKMP COUNTERS=MAIN .
SHOW ISAKMP COUNTERS=AGGRESSIVE .
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ooooooo

m [SAKMPSAOOOOOOOOIPsecSAODOODDOOOODDOOODOOO 200000000 00QUICK
goboooboooobooobooboo

SHOW ISAKMP COUNTERS=QUICK
m 00000 IPsec00000000000O0OO0O0OOO0OOOOSHOW IPSEC POLICY OO 0OO0O102
O0000 COUNTERSOOOODODODOOOOOOO

SHOW IPSEC POLICY=vpn COUNTERS .

m [PsecSAODOODODOOOOOSHOWIPSECSAODOOODO10900000 COUNTERSOODDDODO
gobooboboo

SHOW IPSEC SA
SHOW IPSEC SA=2
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Doooooooood

ooboogood

gooooo
DISABLEIPSEC . . . . . . . 57
ENABLEIPSEC . . . . . 61
PURGEIPSEC . . . . . . 74
RESET IPSEC COUNTER . . . . . . . e e e 75
RESET IPSEC SA COUNTER . . . . . . . .. e 78
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CREATE IPSEC BUNDLESPECIFICATION

CREATE IPSEC BUNDLESPECIFICATION

O000O0O0IPsec/SAODDOOOOOOO

CREATE IPSEC BUNDLESPECIFICATION=bspec-id KEYMANAGEMENT={ISAKMP|MANUAL}
STRING="bundle-string" [EXPIRYKBYTES=1..4193280]
[EXPIRYSECONDS=300..31449600]

bspec-id: SAD O 000000 0OODOOO250
bundle-string: SAU U000 0000010100000SA000O0000O00255000000000ANDOORDO

obooooooooooboogo

g

SAOD0000O0OO0DO0OOOooOOon

SAO0DOD0O00OO0OO0OOIPsecO 000000 SAODODDODOODOODODOOOOODOODOUOOODDODOOO
0000000000000 0DODOO0ODODOODESPOOODOD0DAHOODOOOODODODODODODOOOOOOO
OESPOOODOODOOODOOOODOOODOUODOOOO

goooog

BUNDLESPECIFICATION SAOO0OOOO0OOOOO

KEYMANAGEMENT 0O000O00SAOOOOOOOOCOOOOOOOMANUAL=00O0O0OMmM
ISAKMP/IKEOOOOOOOODODOOODODODOOOODOOOISAKMP=000000000000

STRING 0OOO0OO0OODOODOOD SADOODODOOOOODOOSAOODOOOOO ANDOOROODODDDO
0000000000000 0000000 200 SA00000 ANDOOODODODOOoOOOooO
SAO0OO00D0OOOODDOOO IPsecO00O0O0OESPOAHOOODODDODOOOODOOOODODODOSA
O000O01MESPOOO3MAHOOOOO SADOOOODOTAND3 DO ODODOOOOOOOO
O00000o0ooono ESPCAHOOOOOOOOODODODODODODODODODOOoOooSAODODoooon
g0000o0oO0oO0oOoOOoOoOoOOD VODODDODDODODDODODOODOOODOOOO0O0O0OOOOOOoOOOoO
ISAKMP/IKEOOOOODOODOOO0OODO0OO0D00SAOODDOO1I000200001 AND 20D 10
0020000000000010R2001000200000000100030000000O0M@M1
AND2,1TAND 3000000000 MANDOOODOOODODOODODODDOOODOOODDOOOOOOO
0000000000000 oODoDWORUDODODDODDODODDODODDODDODODDOODODODODOO
000000000000 WANDOD OO D00 00000000 ooog ESPODAHOOOOODO

EXPIRYKBYTES 00000 SAODOO0O0OOKbytelDOOOOOOOODDODOOO0OO0OOODOOO0O0OOO
OSAOOO0DDOOODOOODOOOODDOOKEYMANAGEMENTO OOOOOO ISAKMPOOOO
O000000041932800000000000000419328000000000000000000O

EXPIRYSECONDS 0OO0O0O0SAODODOO0O0OO0DMOOOOOOOOOODOOOOOOOOOOOOD
O0SAOO0DDOOO0DOO0DOOO0ODDOOOKEYMANAGEMENTOOOOOOO ISAKMPO OO
O00000o0o0oo0oooooo 2880000800 MM
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CREATE IPSEC BUNDLESPECIFICATION

g
000000 SA0D0DODODOODOODIDODOOOOOSADDOODOO1IOO0O200000000

CREATE IPSEC BUNDLE=1 KEYMAN=MANUAL STRING="1 AND 2"

000000 SAO00DOODODOOO20000000SA00000000O0O0OO30000000
oo

CREATE IPSEC BUNDLE=2 KEYMAN=ISAKMP STR="1 OR 2 AND 4, 1 OR 2, 3 AND 4"

goooog

DESTROY IPSEC BUNDLESPECIFICATIONO 53 000 O
SET IPSEC BUNDLESPECIFICATIONO 81 0 00O
SHOW IPSEC BUNDLESPECIFICATIONO 93 00 00O
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CREATE IPSEC POLICY

CREATE IPSEC POLICY

O0O00oO0OglIPsec /IPsecOODOO

CREATE IPSEC POLICY=policy INTERFACE=interface ACTION={DENY|IPSEC|
PERMIT} [IPVERSION={4|6}] [KEYMANAGEMENT={ISAKMPMANUAL}]
[BUNDLESPECIFICATION=bspec-id] [PEERADDRESS={ipv4add|ipvéadd|lhostname|
ANY|DYNAMIC}] [LADDRESS={ANY|ipv4add[-ipv4add]|ipvéadd[/prefix-length]]|
ipv6add-ipvé6add}] [LMASK=ipv4add] [LNAME={ANY|system-name}] [LPORT={ANY]
port}] [RADDRESS={ANY|ipv4add|[-ipv4add]|ipvéadd|/prefix-length]|
ipv6add-ipvé6add}] [RMASK=ipv4add] [RNAME={ANY|system-name}] [RPORT={ANY|
port}] [TRANSPORTPROTOCOL={ANY|ESP|GRE|ICMP|OSPF|RSVP|TCP|UDP|protocol}]
[DFBIT={SET|COPY|CLEAR}] [GROUP={0|1|2}] [ICMPTYPE=NDALL]
[IPROUTETEMPLATE=template] [ISAKMPPOLICY=1isakmp-policy]
[SRCINTERFACE=interface] [UDPHEARTBEAT={TRUE|FALSE}] [UDPPORT=port]
[UDPTUNNEL={TRUE|FALSE}] [USEPFSKEY={TRUE|FALSE}] [POSITION=pos]
[RESPONDBADSPI={TRUE|FALSE}]

policy: IPsec0 000001023000

interface: IP 000000000 DOethod ppp0 0 OO

bspec-id: SAD O 000000 0OODOOO2550

ipvdadd: IPvA0 000000000000

ipvbadd: IPve 0 000

hostname: 00 00

prefix-length: 00 0000000001280

system-name: 0000 00101200000000000000000000000
port: TCP/UDP 0 00 00O 000655350

protocol: IP 0 00 00000002550

template: 100 0000000010310000000000000000O
isakmp-policy: ISAKMP OO 0O0O0010240000000000000000000000O
pos: 000000000DOO101000

g

[PsecO000OOOOODODOO
IPsecO0O00OO0IPOOOODOIPOO0OOODOOOODUOODODOOOODOODODODOODDOODDOOOOO
O00O0IPsec0 000000000 OOOOOOODOOODOOODOOOODOODO

[Psec0 0000 IPOODOOODOOODOODOOODOODODOODOOO POSITIONOOOOOOOOOOO
0000000000000 oDUULOUoD 1ODDODOooDDOooDOoODODODOO0ODOOODODOOODOOO
O00O000O0OUOO0OODENYD UODOOoOooooooooooooooooooon
[Psec000000000DODODODOOO0O00O0O0OODODODOOOOOOOOODOODOODODOOODOOOOO
O000O0O0IPsecO0dOOn POSITIONODOODOODOOOOOOOOOOODOODOOOOOOOOOO
OO00D0D0DODODACTIONODDODODODOODOO
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CREATE IPSEC POLICY

goooog

POLICY IPsecO0O OO0

INTERFACE 0000000000000 0000O00O0OIPsecO000000OO0O0000OOOOONO
g oobooboobbobobobbboboboooUogog
OOWANDOOODOODODOOOODODODODOOOO

ACTION 0000000 LADDRESSILMASKILNAMEILPORTCRADDRESSIRMASKIRNAMED
RPORTITRANSPORTPROTOCOLMI 0000000 ODOOOODOOOODODOOIPSEC BUNDELSPECIFICATION
00000000000 SAODO0O0O0O0DODOO0O0O0MPERMITOIPsecO 000 O0OOOON
ODO00OD0D0OO0MDENYODOODOOOooDooooooooooIPSECOODOOOOOOOO0OO IPsec
000 IPOOOOOPEERADDRESSITISA OO 00000 OOBUNDLESPECIFICATIONOO O
0000 UOKEYMANAGEMENTO 0000000

IPVERSION O0O000O0OOCOOIPOOO0OOOOIPVAODOO40IPveO OO 600000000000
00 4

KEYMANAGEMENT SAO0OO00000O00OOO0OO00O00OOODOOOOMANUALO OO ISAKMPO
O000000BUNDLESPECIFICATIONO D OOOOOOOOO SAODDOOOOOOOoOOO
OD000D00O0O0O0ACTIONO IPSECOO0O0O0ODO0OOODODOOOOOOOn

BUNDLESPECIFICATION SAOO0O0OO0OO0OO0OO0OO0OOO0SAODOOOOOOOOOOOOOSAOOO
O0OIPsecO00D000DO0OD0O0OO0DOO0OOODOO0OOODOODOODDOODOOOOOOOONO
OD0O00D0D00O0OD0ACTIONO IPSECODO0O0O0ODOOO0O0OOOODOOODMOOOSADDOOOO
odooooooooooooooo KEYMANAGEMENTOOOOOODOOOODOOOOO

PEERADDRESS 00O IPsecO OO0 IPOO00OO000OOOO0OOOOOOOOODNSOOOOOOOO
ooooooIPO000O0o0O00OoOo0OoDoO0OoooO00oo0ooog DYNAMICOOOOOO
odooooooIPO0000O0O0OO0O0DO0ODOO0OOO ANYOODOOOODYNAMICO ANY OO
KEYMANAGEMENT O ISAKMPOOOOOOOOOOO

LADDRESS 0000000000000 00OO0OOOOOD1000000000000D000O000O00OA0O
O0oooIPO0D0O00OO0O0OO0COLMASKOOOODODODODODODODODOODODOOODO0O0OOOOOOO
00o0ooooooooooooooooooooooo ANYDOOOO

LMASK 000000 100LADDRESSOO000O0O0O0ODOOOOOOOOODOOO 255.255.255.255

LNAME 000000 100000000000000000000000000O000O0OOO0000
D0ooooooooISAKMPOOOOO2IDO000O0O0O0O0O0O0O0OOOOOOOO0 ANYOO
ggo

LPORT 000000 1000000000000 000O0O0 ANYOODOO

RADDRESS 000000 10000000000000000000D0O0DOODO IPOOOOORMASK
godoooobooooobobbtooonobobooooobbooobbboooob oo
oooo ANYOODOOO

RMASK 000000 100RADDRESSOO0O00O0OOOO0OOOOODOO 255.255.255.255

RNAME 000000 1000000000000000000O00D00O0O0O0O00OO0OOO0OOO0
odoooooooooooooooo ISAKMPOOOOO2ID0O00O00O0OOOOOO ANYOO
ggo

RPORT 000000 1000000000000000O00 ANYODOOOO

TRANSPORTPROTOCOL 000000 1000000000000 0OCO0O0OOIPOOOOOO
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CREATE IPSEC POLICY

OO0OALLOTCPOUDPOOOOOOOODOOOIPOOOODODOOOOODOOODOOOO ANYD O
gog

DFBIT 0OO0O0O00D0O0SAODOOOODIPOOOOD DFODon’tFragmentd0000000O000O
oooooooooooocopYoooooooooooIPOODoOoO0DFOODOOOOOODODOO
O00O0SETOOO0O0O0OO0O0O0OOO0O00O0OO0ODUODOOCLEAROOOODODOOOODODOOO
ooooooooUooooooooooooMIUDOOOOOOODOOODOOODDOOODOODEOO
000000000000 oooO00ooO00ooD00o0ooO0o0bOoO0O0bDOoOO0O0DO CLEARD
O000ooooOd CLEAR

GROUP IKEOOOO 20Quick 00000 O Diffie-Hellman OO0 000000 Oakley 0000 OPFS
O Perfect Forward SecrecyD 0 D00 000000 OUSEPFSKEY DOODOOOO TRUEOOOO
O0oo0oooooooooooooo1l

ICMPTYPE ICMPOOOOOOOOOOIPv6OOOODOONDALLOOODOOOOOPv6eOOODOOOO
000 ICMPO O O 133-136(RouterSolicitation/Router Advertisement /NeighborSolicitation / NeighborAdvertise
0000000000 IPsec00000 ActionO”permit’00000000000000D0O0O0
OIpv6 0000000000000 00O00ODODOOOOOO0ODOO IPsec00OOOOOOOOO
gbooooooo

IPROUTETEMPLATE IPO0O 00000000 OOO IPsecO0O0O0O00D0DOO0O IPsecSAODODOO
goboooboboobuoobbooboooboboobooobboboobooboobobooboon
O00IPsecSAOOODDOOIPOO0OO/00000D000D0O0OODOOOACTION O IPSEC
0 OPEERADDRESSO ANY O DYNAMICOOOOOOOOOOOISAKMPOOOOO PEERO
ANYOOOOOooooooo

ISAKMPPOLICY ISAKMPOOUOOOOACTIONO IPSECOOO0O0COOOODOOOOOOODOOO
00000000 PEEROOO ISAKMPOOOOOOOOODDOOOOOOO IPsecO0OOOO
Ooo0o ISAKMPOOOOOOOOODOOOOOOOOOO

SRCINTERFACE [PsecO0000000000OOCOOOO0O0O0OOODODODOOOOOOOOIPsecO
O0000o0ooooooooO0o0o0oooooo0o0o0o0oooooOoOooooOooooooOIPO
gbobobooooooooboooboobobobobobooooboboboobobobooboooboboon
O000000000000000 Unnumbered 00 0000000000000 0O0ODO0ODOOO
gbooooooo

UDPHEARTBEAT UDPCOOOOO0OCOOOOOODOOOOOUDPOOOOOOOOUDPOOOOOO
OESPoverUDPO OO OOOOOOOOOONATOOOODODDODOODODOODODDOOOODODOOODODO
000000000 TRUECOOOOOOOOOO IPsecODOOO UDPOODO 27460000 30
gboobooooooooboooboobobuoboboboooobobobooboboboobooboboboon
0000000000000 000O000O00O00O FALSE

UDPPORT UDPOOOOOOOESPoverUDPOOOOOOOODO UDPOOOOOOOOODO 27460

UDPTUNNEL UDPOOOOCOOOESPoverUDPOODOOOOOOOOOTRUEODOOODOOOOO
[PsecDESPO OO OOO UDPOOOOOOOOOODODODODODO 27460000 0UDPPORT OO
0000000000000 000000D0D0000IPsecd 00 NATODODDODOOOOOOOO
OIPsecO000000000O0ODAHODOODODODDODOOOOO FALSE

USEPFSKEY PFSO Perfect Forward SecrecyD0 D DOOUOOPFSOO0000D0O0000OO00O0OO0OO
00000000000 0000000PFSO0000000IPsecSAODOOOODODO Diffie-
Hellman OO D OD0O0O00000O0O000000O0ODOOOUOKEYMANAGEMENT=ISAKMPO
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CREATE IPSEC POLICY

00000000000 D FALSE

POSITION IPsecO0000000OO00O0OOOOO0OO0DOOODOOO0OODOOOOOODODOOOOODO
O000U0O0DU0DU0D0DU0O0DU0OUOOUINTERFACED D OO0 O0ooogo

RESPONDBADSPI 000000000000 OOSAOOOOOOOOSPIODOOOO IPsecOiOOO
O00000oD0OO0ODODOO0O000000000D0DOOODOO0O FALSEDOD0DO0Oooooooooooo
100 ISAKMPOOO0O0OD00O0DO0OO0D0O00O00O0O SADOOOOOINITIAL CONTACT message
0000000000000 000O0O0SENDNOTIFY OO OOOooo TRUEDODODODOGOGOGOO
O00000 AGGRESSIVEO O OO O0O0O0O0O0O0o0oooooooooooooooooooon

g

m 192.168.10.0/240192.168.20.0/24 0000000 IPsec0 000000000 vpnD OO OO0ODOOO
[PsecO0O0OOOOO0OOOIPOOOOD 22220PsecO000000 SAODDDOOODOOOOIOOOO
googoo

CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=2.2.2.2

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0 RAD=192.168.20.0
RMA=255.255.255.0

s 0000000 VPNOOOOOODOO LANOODODDOOD192.168.10.0/24000 VPNOODODO
000000ooovilDooooooooooooooooooooooooooooo2Ib0oooO
Ouserll 0000000

CREATE IPSEC POLICY=vl INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC
SET IPSEC POLICY=vl LAD=192.168.10.0 LMA=255.255.255.0 RNAME=userl

B0 [Psec00000000000000O0O0O0O0O0O0O0O0OOODOOOO0OOODONO IPsecOOOO0 inetd
0000000000000 gIPsec 000000000000 ODOODOOODOOODOODOOODODODODO
0000000 00ODO0O0DOODO0O00000000000DRADOOOODODOOOOOOOOODODODOO
gobooooooot

CREATE IPSEC POLICY=inet INT=ppp0 ACTION=PERMIT

goooodf

ESPover UDPOOODOOOOOOODO ISAKMPOOODOO NAT-Traversald NAT-TOOOOOOOOO
O00000O0O0D000ODMNAT-TOOOODDOOOCREATE ISAKMP POLICY O 0O 0O 0O OSET ISAKMP
POLICY OO OOO NATTRAVERSALOOOOOOODOOODOO
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CREATE IPSEC POLICY

goooog

ADD IP ROUTE TEMPLATE[D IPO O 1990000
DESTROY IPSEC POLICYO 540000

DISABLE IPSEC POLICY DEBUGO 58 0 00O
ENABLE IPSEC POLICY DEBUGO 620000

SET ENCO DHPADDINGM OOO0O0O000 340000
SET IPSEC POLICYO 820000

SHOW IPSEC POLICYD 1020000
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CREATE IPSEC SASPECIFICATION

CREATE IPSEC SASPECIFICATION

O000O00IPsec/SAOOOO

CREATE IPSEC SASPECIFICATION=saspec-id KEYMANAGEMENT={ISAKMP MANUAL}
PROTOCOL={AH|ESP} [MODE={TRANSPORT|TUNNEL}] [ENCALG={DES|3DESOUTER|
AES128|AES192|AES256|NULL}] [ENCKEY=key-id] [HASHALG={MD5|NULL|SHA}]
[HASHKEY=key-id] [INSPI=spi] [OUTSPI=spi] [ANTIREPLAYENABLED={TRUE]
FALSE}] [REPLAYWINDOWSIZE={32|64|128|256}]

saspec-id: SA 0000000002550
key-id: 0 0 0 000 655350
spi: SPI 0 000429496729500000002550000000000

g

SAOD0000O00OOO

SAO000OO0IPsecO0 0000000000 OOOOOOODOODODOODODODODOSADDDODODOOOOO
00000000 0mMoooo0o0oooo00mo0 /000000000000 /ESPOOO /JAHM O
O0000ODO0OO0OODESOMDSOSHA OO MSPID DO 00000 ODODODONDODODONDODoooooooo

goooog

SASPECIFICATION SAOCOOOOO

KEYMANAGEMENT 000000000 OOMANUALDOOOOOOOISAKMPOOOOOOOO

PROTOCOL IPsecO00OOOOESPOOOOOOOMMAHOOOODOOOODODODOODO SADOOO
O01000000000000000O0DO00OO0OIPsecO0000O0OOOOOOSADDOOOO
O0000O0OOSAODOoooOOoOOoODOOODOOODOOO

MODE SAOUOOOOOOTUNNELOOOOODOOOOO TRANSPORTO OO OOOOODOODOOOO
0000000 TUNNEL

ENCALG 0000000000 PROTOCOLO ESPOOOOOOOOODDOOOOOOOOOOD DES
056 000 DES 3DESOUTERDO 168 O O 0O 3DES[T1 AES12800 128 O 0 O AES[T) AES192[] 192
000 AESI AES2560 256 0 00 AESO O OO O OONULLONULLOOOOOOOOOOOO
ESPO00O0O0O000O0O0O0DOO0O0O0O0O0000O0O0000000OENCALGO HASHALGO
O0O0NULLODODOODODODDODOOODOOD

ENCKEY 00O0O0OO0OOPROTOCOLO ESP OO OOOKEYMANAGEMENT 00 MANUAL OO OO
goboogbooobooooo

HASHALG 0000000000000 O0OO0OOOOPROTOCOLO AHO ESPOOOOOOOO
O000O0OO0OO0OOONULLO ESPOOOOOOOOOOODOOOODOOODOODODDODODODDO
ENCALGO HASHALGOOOO NULLOOOOOOOOOOOO

HASHKEY 0 00000PROTOCOL O AHO ESP OO 00O O0KEYMANAGEMENT 0 MANUAL
goboogooooooooobooobo
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CREATE IPSEC SASPECIFICATION

INSPI 0000000000 SPIO Security Parameter Index0 O O PROTOCOL O AHO ESPO0OO
00 KEYMANAGEMENT 0 MANUALOOOOOODOOOOOO

OUTSPI 00000 DOOOO SPIO Security Parameter Indexd 0O O PROTOCOL O AH O ESP 0O
00 O0KEYMANAGEMENT 0 MANUALOOOOOODOOOODOOO

ANTIREPLAYENABLED 0000000000000 OO0PROTOCOLO COMPOOOOOOOOO
00o0o000ooooooooooooooood FALSE

REPLAYWINDOWSIZE 0000000000000 O0OO0OO0OOO0OOOO 3200000KEYMANAGE-
MENT O MANUALOOOOOOOOOO

g

000000 SAODDODOOOIOD0D0ODO0O0O0O0O0 SAODODODDOODOOOOOD ESPOOOOOOOOOn
O0000o0ooooOoOOooODOO DESO 00001000000 000000 SHADOOooD2moooo
SPID0OOO 100000000 10010000

CREATE IPSEC SASPEC=1 KEYMAN=MANUAL PROT=ESP ENCALG=DES ENCKEY=1
HASHALG=SHA HASHKEY=2 INSPI=1000 OUTSPI=1001

000000 SADDODOOO2000000000 SAODODODOODODOOOOD ESPOOOOOOOOO
O0000oooOoOoOoODOO0O00O0DESODO0000D000O0DODODODODDODD SHAODDODODODOOoOOoDOO
OO0 SPIDOOISAKMP/IKEO O OOOOODOOOOO0DODO0OO0O0O0DO0O000D0D00000

CREATE IPSEC SASPEC=2 KEYMAN=ISAKMP PROT=ESP ENCALG=DES HASHALG=SHA

mESPO0O0O0O0OOOOOOOOODOOODOOODOOOO NULLOOODDOODODOODOOOOOOO

CREATE IPSEC SASPEC=3 KEYMAN=ISAKMP PROT=ESP ENCALG=NULL HASHALG=SHA

goooog

DESTROY IPSEC SASPECIFICATIONO 55000 O
SET IPSEC SASPECIFICATIONO 86 0 O O O
SHOW IPSEC SASPECIFICATIONO 116 0O OO
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CREATE ISAKMP POLICY

CREATE ISAKMP POLICY

00 0000IPsec / ISAKMP

CREATE ISAKMP POLICY=policy PEER={ipadd|hostname|ANY} [IPVERSION=6]
[AUTHTYPE={PRESHARED|RSASIG}] [DELETEDELAY=0..30]
[DHEXPONENTLENGTH=160..1023] [DPDIDLETIMEOUT=1..86400] [DPDMODE={BOTH|
NONE|RECEIVE}] [ENCALG={DES|3DESOUTER|AES128|AES192|AES256}]
[EXPIRYKBYTES=1..1000] [EXPIRYSECONDS=600..31449600] [GROUP={0|1|2}]
[HASHALG={SHA|MD5}] [HEARTBEATMODE={BOTH|NONE|RECEIVE|SEND}]
[HYBRIDXAUTH={ON|OFF|TRUE|FALSE}] [KEY=0..65535] [LOCALID={ipadd|
domain-name|luserdomainname|dist-name}] [LOCALRSAKEY=0..65535]
[MODE={MAIN|AGGRESSIVE}] [MSGBACKOFF={INCREMENTAL|NONE}]
[MSGRETRYLIMIT=0..1024] [MSGTIMEOUT=1..86400] [NATTRAVERSAL={ON|OFF|TRUE]
FALSE}] [PHASE2XCHGLIMIT={NONE|l..1024}] [POLICYFILENAME=filename]
[PRENEGOTIATE={ON|OFF|TRUE|FALSE}] [REMOTEID={ipadd|domain-name|
userdomainname|dist-name}] [REKEY={ON|OFF|TRUE|FALSE}]
[RETRYIKEATTEMPTS={0. .16|CONTINUOUS}] [SENDDELETES={ON|OFF|TRUE|FALSE}]

[ SENDNOTIFY={ON|OFF|TRUE|FALSE}] [SENDIDALWAYS={ON|OFF|TRUE|FALSE}]
[SETCOMMITBIT={ON|OFF|TRUE|FALSE}] [SRCINTERFACE=interface]
[XAUTH={CLIENT|SERVER|NONE}] [XAUTHNAME=username]
[XAUTHPASSWORD=password] [XAUTHTYPE={GENERIC|RADIUS}]

policy: ISAKMP OO OODO0O1024000

ipadd: IP 0000

hostname: 00 00

domain-name: 0 0000

userdomainname: 0 000000000000 user@foo.barxxx 0000
dist-name: X.500 O O O O DN “ecn=myname,o=myorg,c=jp” 00 0 0
filename: 0000000000 .scpd

interface: IP 000000000 DOethod ppp0 0 OO

username: 1000001064000

password: 10000010640 0000000000000OO

0

I[SAKMPOOOOOOOOOO
I[SAKMPOOOOOOOISAKMPOOOOOOOOOOOISAKMPOOOOODOOOODOOOOOOOO
O0OISAKMP/IKEO OO OOOOODODO0O000D000000O
ISAKMPOOOOODODOOODODDODODODODDODOODDODOODOOODOODOOODOODODODOO

goooog

POLICY [SAKMPOOOOO
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CREATE ISAKMP POLICY

PEER I[SAKMPOOOOOOISAKMPOOOO IPOOO0OOOOOOODODOOOOOOOIPOODOODO
o0o00o0ooooooOoOO0O00O0DOoODO00000000ODOODODDODDODO0DDOO0ODANYODDODDOODOO
goboooobooooboooobooobooboboobooboobbobbooboobo

IPVERSION IPv6eOOO0OOODOOOOOD 600000

AUTHTYPE ISAKMPOOOUOOOOOPRESHAREDOOOOOOMMRSASIGODRSAODODOOOOOO
000000000000 PRESHAREDO

DELETEDELAY ISAKMPUOOOO 10200000000000ISAKMP ExchangeD OO OO0OOO
000000000000000000 ISAKMP Exchange 0D OD 0000000000 MmMO
ooooo 3000

DHEXPONENTLENGTH Diffie-HellmanOOOOOO0OO0OO00O0OO00OO0O00000O00O00000O0g
modp 0000 a0 0000000 MOOOODDOODO0OOODODOO0OODODOOODO0OOO0OO0
0U00000000000OakleyO OO0 0010200000000000 16000000000
000000 16000 0000000000000000O0000O0O0O OO/ NlIODODOODOOOOn1
O7670000000020 10230000

DPDIDLETIMEOUT SAOO0O0O00O0OO0O0OOOO0OOODOOOOOOOIPsecDPDOOOOCOOODO
O0O0O0DO0O0ODPDMODE O OOOODOO BOTHOOODODOODOODODOOOOO 200

DPDMODE DPDOOOO0OOOOOOBOTHOOOOOOODPDOOOOOODPDIDLETIMEOUT
0000000000000 ooooooonD R-U-THEREOODODODDODODODODOONONEDOODO
O00ODPDOOUOODOOOOORECEIVEOOODOOOOIPsecO0O0O00 R-U-THERED OO O
00 R-U-THEREACKOODODOODOODODODODDODODOOOO R-U-THEREDODODODODOOOOOODOO
0000000000 NONED

ENCALG [SAKMPOOOOOOOODOOOOOOOOOOOOOO DESO

EXPIRYKBYTES ISAKMPSAODOOOUOOKbytelDODODODOOODOOODOODOOODOOISAKMP SA
0000000000000 00000 NONEDOOO M

EXPIRYSECONDS ISAKMPSAOOOOOOOMMSAOOOOODOOOOOODODODOISAKMP SA
O000000o000oooooooon 840002400 M

GROUP 00000000 Diffie-HellmanOOakleyD OO OOODODOO0ODOO0O0O0O 00512000
MODPMIOOO0O 10768000 MODPLO OO OO 201024000 MODPOODOOOODOODO
oo0o0oo0oooo 1o

HASHALG [SAKMPOOOOOOOODOOOODOOOOOOOOODOOOODOODODO SHAD

HEARTBEATMODE ISAKMPOOOOOOOODOOOOOOOOISAKMPOOOOOOOODOODOOO
00000000oooooo sSAD0oDDOoOoOoOOOUOOO00ODO0OoUoDoDoooDooooon
O0ODOOOSENDOODOOODDODODO2000000000000000000OODODOODORECEIVE
odoo00oooUoooDo0oo0oooUoo0UooOoUooUOoooDOo3ooDUooooooOg
goboooobooooboooooobooboboobooboobbobboobbobbooobo
SAO0DDODOOOOOBOTHOOOODOOODODODDODDODOOODODODODODODONONEODODODDODDDO
000000000 000o0o0boooOoO0oooO NONED

HYBRIDXAUTH 0000000000000 XAUTHOOOOOOOOOOOAUTHTYPE O RSASIG
000000000000 oooooog OFFO

KEY [SAKMPOOOOOOODOOOODOUOODODODODOOOODOOOOPRESHAREDODOOOOOOOO
0000 GENERALOODOOOOODODODOOOOOORSASIGODODOOODOO ISAKMP OO0 RSA
O0000oooooooDoooDOooOoISAKMPOOOOOODODODODODODODODODODOOOOOCADDO
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CREATE ISAKMP POLICY

gobdbooooouoouogouoo

LOCALID [SAKMPOOOO 1000000000000 IDO0OO0OOOOOOOOOIDOOOOOO
DDDIPDDDDDDD172.16.10.5DDDDDDDDDDbar.mydomain.netl:DDDDDDDDDDD
0 000 OUjoger@barmydomain.nett] X.500 O O O O O O "cn=joge,o=ournet,c=jp”00 40 00
o0ooooooooooooISAKMPOOOOOODODOOOOOoIDOOD0DOOoOooooogn
O00000D0000RSASIGODO0OO0O0O0O00O0O0OOOOSET SYSTEM DISTINGUISHEDNAME
000000 00oooooooooDNOOODOoOooDooooooooooooooooon IPO
godoooooooooo

LOCALRSAKEY 000 RSAOOOOOO0OODOOODOOOOOOOOOOOORSASIGODOOOOOOO
0000000000000 0ENABLEISAKMP OO O OO LOCALRSAKEY DO OO0 OooOO
oo oobooobobobbobbobbooboboooooo

MODE [SAKMPOOOO 100000 IKEODODOOOOIDODODOODODODOO MAINOOOO IDOO
O000000 AGGRESSIVEDO OOODODODODOOOODODO0OOOO0OOOPRESHAREDOOOOOOO
0000000000000 00000000000dLOCALID/REMOTEIDO IPOOOOOO
OIDODODODOOCOAGGRESSIVEDOODODUOOODODODODOOODOODODODO0OO0O0O0 MAINODDOOO
o0oooooo MAINOODODO

MSGBACKOFF [SAKMPOOUOOOOUOOOODOOODOOODOOODOO0OOO0OO0O0O0ODOOODOOOOONONEOO
D000 oooooooMSGTIMEOUTO DO D OO OO0 00 OINCREMENTALO OO0OO
OOMSGTIMEOUTODOOODUOODUOOOOODODODODDOO0O0DO0000000O00O0 INCREMENTALO

MSGRETRYLIMIT [SAKMPOOOOOOOOODOOODOOOOO 8

MSGTIMEOUT I[SAKMPOOOOODUOOOODOOO 10000000000 000000200000
odooooooooooooooooooooo 40

NATTRAVERSAL [IPsec NAT-Traversal INAT-TO O 000 000000000000 FALSE

PHASE2XCHGLIMIT 0000000 OOO0OOO0O0OO0OO0OO ISAKMPSAODOOOOOOOOO IKE
0000 220000000000000 NONEOOOOOT

POLICYFILENAME AT-VPNC ClientOOOUOOOOOOOOOOOOOOOOODOOOOOOOOO
O00000000O0ENABLE ISAKMP 00 00O 0O POLICYSERVERENABLED 000 0000
TRUEOOOOOODOOOODOO0OO00O0 AT-VPN ClientOOOQOQOooooO

PRENEGOTIATE 000000000000 ENABLEISAKMPOOOOOUOOOOO IKEOOODO
O0o0o000oooooooo0oooooooooonDod FALSED

REMOTEID [SAKMPOOOO 1000000000000 000O0000O0 IDOOOOO0OO0OOOOO
IDOO0DDODOoDOoooIPOOD0OOO0172.16.105M0000000 Dbar.mydomain.netl:l]l] ogo
00000000000joger@bar.mydomain.net11X.500 0 0 00 00 “cn=joge,o=ournet,c=jp” [
040000000000000000D000O0O00O000O0 ISAKMPOOOOOOOOIPOOO
oo IDoOo0ooooodoooooooooooooooooooo IPO00oO0Oooooogg
ggo

REKEY IPsecSAOOO0OOOOOOOOISAKMPOOOOOOOOODOOODOOODOOOOOOOOO
OOIPsecSAOODDOODOODOODOOOODODOOODOOO ISAKMPOODOOOODODOOOOOOO
Dooooooodg ISAKMPSAOOO ISAKMPSAOOOOOOOO IPsecSAODOOOOONO
O00o000oooooo0oo00no PEERODOOOOOO ANYOOOODOOODOoOOoDoOooooo
ISAKMPSAODOOOOOO IPsecSAODDOOOO0ODDOOOODOOOOODOOOOO

RETRYIKEATTEMPTS ISAKMPOOOO 10000000000 000000O00000O0OOOO
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CREATE ISAKMP POLICY

O000000O0O0CONTINUOUSOOODOODDOoODOODoooooooomoooon240000
goo0oo0oDOoOooooo0ooooUoo0ooUoo0ooDCoooooooooooDoooog
0 00000MAIN/AGGRESSIVE/QUICKOODOOOODODODODODODOODOXAUTHOOOO
00000000000 oo IPO0DO0DOO0 ANYOOOOODOOOooooooooo

SENDDELETES SAOU0OUOO000O00O Delete 0000000000 0O0O0O0OOTRUEOODOD ONOD
000000000000 sA0D0O0O0O0U0O0000OOoDSA0DDODOOODUOODOoDoOooooon
0000000000 ooooooo sADODDOOoOODUOO0OU0ODO0OoDooDooooooooon
000 FALSEO

SENDNOTIFY IKEOOOODODODOODOOOOOOOO NotifyDDOODODODOODOODOOOOOO
00000 FALSEOD

SENDIDALWAYS [SAKMPSAOOOOUOOOODOOOOOIDODOOOOOOOOOOOOOOO
00000 FALSEOD

SETCOMMITBIT ISAKMPSAOOOOOOOOODOOOISAKMPOOOOO CommitD 000000
O000D0OO0OOTRUECOOOD ONOOOOOODOOOSADOOOOODODOOOODOOOODOOOOSA
0000000000000 0o000oo0oooooooon0 FALSEOD

SRCINTERFACE [SAKMPOOOUOOUOOOOOODOODOOOODOOOOOOOOOOODOOOOIP
O00000ooooooooooooooooo ISAKMPOOOODOOOOODOOO0DOOOOO
ooooooo IP00O0U0OoOoOooOoooooogo

XAUTH [SAKMPOOOO100000000O0XAUTHOOOOOOOOODOODODOOOODOOOOO
00000000 ooo0ooo0000000000000D00000000O000OSERVERD O
OOOISAKMPOOOOOO XAUTHOOOOOOUOOOCLIENTOOOOOISAKMP OO OO
O XAUTHOOOOOOODOOONONEOD XAUTHOOOOODOOOOOD O NONED

XAUTHNAME XAUTHOOOOOOOOOOOOOOOOOODOOOOOO

XAUTHPASSWORD XAUTHOOOOOOOOOODODOOOODOOOOODOODOODOO

XAUTHTYPE XAUTHUOUOOOOOOOOGENERALODOODODOOOOOOOOOOODODOO RADIUS
0000000000000 GENERICO

g

e500 SAKMPOOO0O0O0O000 @M xauthOO OO OO XAUTHDDDDDDDDDDDDDEDdynlD
Odyn2000000000 uwserlJuser2 00 00000000000000O00O0Aggressive0d 000
FODNUO IDOODOODfixX1MfixDO DO ODOD0OD0D0D0D000000000000000000O0OMain
odoooooooo IPO0O0O0OOO IDODOOMm
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CREATE ISAKMP POLICY

CREATE ISAKMP POLICY=xauth PEER=ANY KEY=0 XAUTH=SERVER SENDN=TRUE
SETC=TRUE

CREATE ISAKMP POLICY=dynl PEER=ANY KEY=1 MODE=AGGR SENDN=TRUE
REMOTEID=userl

CREATE ISAKMP POLICY=dyn2 PEER=ANY KEY=2 MODE=AGGR SENDN=TRUE
REMOTEID=user?2

CREATE ISAKMP POLICY=fixl PEER=1.1.1.1 KEY=11 SENDN=TRUE

CREATE ISAKMP POLICY=fix2 PEER=2.2.2.2 KEY=12 SENDN=TRUE

goooodf

0 PRENEGOTIATE=TRUED 000000 OOOENABLEISAKMPOOOOOOOOOOOODOOOO
O SAKMPOOUOOOOODODOODO0DO0DO0O0DO0DO0DO0D0D0OO0O0O0OOODO ENABLEISAKMPOOODOOOOO
CREATEISAKMP POLICY D DO OOOOOOOOO0OOO0ODOOOOO0OOOD EDITOOOOOOO
gboboobooooooon

REKEYDOOOOO EXPIRYKBYTESOOODOOOOOODOODOOOOOOO

goooog

DESTROY ISAKMP POLICYO 56 0 OO O
SET ISAKMP POLICYO 88 0 OO O
SHOW ISAKMP POLICYO 126 D O OO
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DESTROY IPSEC BUNDLESPECIFICATION

DESTROY IPSEC BUNDLESPECIFICATION

O000O0O0IPsec/SAODDOOOOOOO

DESTROY IPSEC BUNDLESPECIFICATION=bspec-id

bspec-id: SAD O 000000 0OODOOO250

g

SAODO00O0DOOOOOOoOoOOO
goooog
BUNDLESPECIFICATION SAOOOOO0OOOOO

goooog

CREATE IPSEC BUNDLESPECIFICATIONO 3900 00O
SET IPSEC BUNDLESPECIFICATIONO 81 0 00O
SHOW IPSEC BUNDLESPECIFICATIONO 93 00 00O
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DESTROQY IPSEC POLICY

DESTROY IPSEC POLICY

O0O00oO0OglIPsec /IPsecOODOO

DESTROY IPSEC POLICY=policy [SABUNDLE=bundle-id]

policy: IPsec0 000001023000
bundle-id: SA O 00 000000655350

g

[Psec0 00 0000000000000 0O0O0O0OOOOOOSADDOODOOODOOODO
[Psec0 000000000 ODOO0000ODODODOOOOOU0O0O0OO0ODOOODO SAODODODOODODODODOOO
uon

goooog

POLICY IPsecOODOO0O
SABUNDLE SAOO0O0O0OO0OOOSHOWIPSEC POLICYOOOOUO SABUNDLEOODODOOOGOQOO
goo

goooog

CREATE IPSEC POLICYO 41 0 00O
DISABLE IPSEC POLICY DEBUGO 58 0 00O
ENABLE IPSEC POLICY DEBUGO 620000
SET IPSEC POLICYO 820000

SHOW IPSEC POLICYD 1020000
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DESTROQOY IPSEC SASPECIFICATION

DESTROY IPSEC SASPECIFICATION

O000O00IPsec/SAOOOO

DESTROY IPSEC SASPECIFICATION=saspec-id

saspec-id: SA 0000000002550

g

SAODO00OO0ODDOOOOO
goooog

SASPECIFICATION SAOCOOOOO

goooog

CREATE IPSEC SASPECIFICATIONO 46 0 0 OO
SET IPSEC SASPECIFICATIONO 86 0 O O O
SHOW IPSEC SASPECIFICATIONO 116 0O OO
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DESTROY ISAKMP POLICY

DESTROY ISAKMP POLICY

00 0000IPsec / ISAKMP

DESTROY ISAKMP POLICY=policy

policy: ISAKMP OO ODO0OO1024000

g

ISAKMPOOOOOOOOOO
googgo
POLICY [SAKMPOOOOO

goooog

CREATE ISAKMP POLICYO 480000
SHOW ISAKMP POLICYO 126 D O OO
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DISABLE IPSEC

DISABLE IPSEC

O00000IPsec/ 000000

DISABLE IPSEC

g

IPsecO0000OO0OD0OODOODOODO
O00000 SAO00000D00000O0OOdIPsec00DnooooooOoOon

goooog

DISABLE IPSEC POLICY DEBUGO 58 0 00O
DISABLE ISAKMPO 59000 O

ENABLE IPSECO 610000

ENABLE IPSEC POLICY DEBUGO 620000
ENABLE ISAKMPO 65000 O
PURGEIPSECO740000

SHOW IPSECO 920000
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DISABLE IPSEC POLICY DEBUG

DISABLE IPSEC POLICY DEBUG

O0O00oO0OglIPsec /IPsecOODOO

DISABLE IPSEC POLICY={policy|ALL} DEBUG={ALL|FILTER|/PACKET|TRACE}
[DIRECTION={ALL|IN|OUT}] [DISPLAY={ALL|BUFFERHEADER|DATA|IPHEADER}]
[RESULT={ALL|FAIL|PASS}] [SELECTOR={ALL|LADDRESS|LNAME|LPORT|RADDRESS]
RNAME|RPORT|TRANSPORTPROTOCOL}] [WHERE={ALL|IPSEC|PROTOCOL}]

policy: IPsec0 0 00001023000

0

[PsecO0000000D0O0DODUODOODUDODOO
goooog

POLICY IPsecO0O OO0

DEBUG 000000000000 OOOCFILTEROOOODOOOOOOOOODOOM PACKETO IPsec
O000D000o00@TRACEDOODOODUOOOODMALLODODODODODODOOOOOO

DIRECTION 000000000000 O0O0O0O0O0O0OO0O0O0OO0OO0OO0INDODOOmMOUTOOODO M
BOTHO O ODOOOODODOOOOO

DISPLAY 00000 OO0OO0DEBUG=PACKETO OO0 O0OO0OO00O000OO0O0O0O0OODOOOOOOOO
OD0000O0O0ODDALLOO0O0ODOODOODOO00O00000DODOOO0BUFFERHEADERODATAD
IPHEADERO O OOOOOOOODODODOOOODOOOOoIPOOOOODOO0OOOOOOOOO

RESULT 000000 OO0OO0OODEBUG=FILTEROOOOOOOOOOOO0OO0OOOOO0OOOOOOOO
ODO00OD0O0DALLODOODOODO00DDOO0O0ODO0OD000O00000000FAILOPASSOOOO
g uobobbobobbbbbboboboddiooUoU o

SELECTOR 00000000 OO0DEBUG=FILTERODOOOO0OOOOO0OO0OO0OO0O0OOOOO0OOO
g ooooooobooo

WHERE 0000 O0OO0O0O00DEBUG=PACKETOOOOOOO0OOOO0OOO0OOOOOOOOOO0OOOOD
D000o0ooooooooodgIPSECO IPsec 0O OPROTOCOL OO IPsecO 0000 OO
ODODALLODOOOOOOO0O

goooog

ENABLE IPSEC POLICY DEBUGO 620000
SHOW IPSEC POLICYD 1020000
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DISABLE ISAKMP

DISABLE ISAKMP

00 0000IPsec / ISAKMP

DISABLE ISAKMP

g

I[SAKMPOOOOOOODOOOOO
Oooooo ISAKMPSAODOOOOOOOOO

goooog

DISABLE ISAKMP DEBUGO 60 0 0 0O O
ENABLE ISAKMPO 65000 O
ENABLE ISAKMP DEBUGO 66 0 0 0O O
SHOW ISAKMPO 1180 0 0 O
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DISABLE ISAKMP DEBUG

DISABLE ISAKMP DEBUG

00 0000IPsec / ISAKMP

DISABLE ISAKMP DEBUG={ALL|DEFAULT| PACKET|PKT|PKTRAW|STATE| TRACE|
TRACEMORE}

g

ISAKMPOOOOOODOODOODOODOOODDOOODOOODOOO
goooog

DEBUG 0000000000 OOODOOSTATEDISAKMPOOOOOOOOOMMPACKETOOO
PKTOISAKMPOOOOOOOOOOMPKTRAWOISAKMPOOOOOO 160000 MTRACE
OISAKMPOOOOOOOOMMTRACEMORHEI ISAKMP OO0 00 00O MMDEFAULT] TRACEO
STATED PACKETO OO OOOODOOMMALLOOOOOOODODOOOO

goooog

DISABLE ISAKMPO 59000 O
ENABLE ISAKMPO 65000 O
ENABLE ISAKMP DEBUGO 66 0 0 0O O
SHOW ISAKMPO 1180 0 0 O
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ENABLE IPSEC

ENABLE IPSEC

O00000IPsec/ 000000

ENABLE IPSEC

g

IPsecO0000OO0OD0OODOODOODO

goooog

DISABLE IPSECO 57 00 0O

DISABLE IPSEC POLICY DEBUGO 58 0 00O
DISABLE ISAKMPO 59000 O

ENABLE IPSEC POLICY DEBUGO 620000
ENABLE ISAKMPO 65000 O
PURGEIPSECO740000

SHOW IPSECO 920000

IPsec

CentreCOMAR570S 0000000000 2.9
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ENABLE IPSEC POLICY DEBUG

ENABLE IPSEC POLICY DEBUG

O0O00oO0OglIPsec /IPsecOODOO

ENABLE IPSEC POLICY[=policy] DEBUG={ALL|FILTER|PACKET| TRACE}
[DIRECTION={ALL|IN|OUT}] [DISPLAY={ALL|BUFFERHEADER|DATA|IPHEADER}]
[RESULT={ALL|FAIL|PASS}] [SELECTOR={ALL|LADDRESS|LNAME|LPORT|RADDRESS]
RNAME|RPORT|TRANSPORTPROTOCOL}] [WHERE={ALL|IPSEC|PROTOCOL}]

policy: IPsec0 0 00001023000

0

[PsecO0000000D0O0DODUODOODUDODOO
goooog

POLICY IPsecO0O OO0

DEBUG 000000000 0OOO0OOCOOFILTEROIPsecO0 0000000000 OODOODOOOOONO
OOO0OMMPACKETOIPsecO O OO0 16000000 M TRACEDIPsec0 0000 OODOOOMM
ALLOOODOOooooon

DIRECTION 000000000 0O0O00OO0O0OO0O0O0OO0O0O0OO0OO0OO0OINDODOOmMOUTOOODO MM
BOTHO O ODOOOODODOOOOO

DISPLAY 00000 OO0OO0DEBUG=PACKETO OO 0000000000000 ODOOOOOOOO
ODU00O0O0OD0D0OD0OODALLODODOOOO0O0O000OOO0O0OODOOODOOBUFFERHEADERD DATAO
IPHEADERO O OOOOOOODODODODODODOODOOOOoIPOOOOODOO0OOOOOOOOO

RESULT 000000 OO0OO0OODEBUG=FILTERODOOOOOOOOOOO0OO0OOOOOO0OOOOOOOO
ODO00OD0DO0OD0DALLOODDOODOO0O0ODO0O0ODO0OD000O00000000O0FAILOPASSOOO
bbb oboobobobbobbobobbbob0obooooogUg o

SELECTOR 00000000 OO0DEBUG=FILTERODOOOO0OOOOO0OO0OO0OO0O0OOOOO0OOO
g ooooooobooo

WHERE 0000 O0OO0O0O00ODEBUG=PACKETOOOOOOOOOOOOOOOOOOOOOO0OOOO
D000o0ooooooooodaIPSECO IPsec 0O OPROTOCOL OO IPsecO0 0000 OO
ODODALLODOOOOOOO0O

gooooogono

SecOff > ena ipsec policy=vpn debug=filter

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >
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ENABLE IPSEC POLICY DEBUG

IPSEC: filt: pass: laddr: pol vpn
pol 192.168.20.0:255.255.255.0, pkt 192.168.20.100

IPSEC: filt: pass: raddr: pol vpn
pol 192.168.1.0:255.255.255.0, pkt 192.168.1.2

IPSEC: filt: pass: laddr: sa 2
sa 192.168.20.0:255.255.255.0, pkt 192.168.20.100

IPSEC: filt: pass: raddr: sa 2
sa 192.168.1.0:255.255.255.0, pkt 192.168.1.2

SecOff > ena ipsec policy=vpn debug=packet

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 45000028eb1040002006d908c0a81464c0a80102
TCP: 0429005005b7e65c01£faeed4c5004000038560000
data:

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b7£00004032£a573£0c42e£3d737527

ESP: 14f45fa300000b09:35d26e02458706623d9%aad%bt

data: 9fcdl8dl0a34ffeecb8b0£f574ddeaa820£8baldb36cd7a9£c0254£08215e2aa7ecdb34688
6193£17d39¢cc7£096276238b£262b668920b51c535d26e02458706623d9%aa%bt

SecOff > ena ipsec policy=vpn debug=trace

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 4500002c£81040002006cc04c0a81464c0a80102
TCP: 042c005005b9¢354000000006002200013e60000
data: 020405b4

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b8000004032£fa563£f0c42e£3d737527

ESP: 14f45fa300000b0a:303cd3682ca0d4724d415643

data: f6bdc7fc7a25cbb885eb346lce3bcda’7bbf752aa3298a3b5efl1f3aae0d8b94aal19d769£5
95fc677£693c2bl0ecfel3abtfeae75b52430aa46d303cd3682ca0d4724d415643

SecOff >

IPSEC vpn: 2: IN: pre processing:

IP: 4500006052e800003732£f3ee3d7375273f0c42ef

ESP: 52d700££00000c8c:29109cc701lbee3a’76460a2eb

data: 993a2918084608c51648755a8f6ebd12d68£806a169d4c243a04c0741d50a3ab52493dcd
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ENABLE IPSEC POLICY DEBUG

069dlecl7al7349b9%9ec9£f6c6bb739a39b576298129109cc701bee3a76460a2eb

IPSEC vpn: 2: IN: post processing:

IP: 4500002c5a2e500003£068a30c0a80102c0a81464
TCP: 0050042cf254a5a005b9¢355601204009b7b0000
data: 02040218

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo
goooog

DISABLE IPSEC POLICY DEBUGO 58 0 00O
SHOW IPSEC POLICYD 1020000
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ENABLE ISAKMP

ENABLE ISAKMP

00 0000IPsec / ISAKMP

ENABLE ISAKMP [LOCALRSAKEY=key-1id] [POLICYSERVERENABLED={TRUE‘FALSE}]
[POLICYFILENAME=filename] [UDPPORT=port]

filename: 0000000000 .scpd
key-id: 0 0 0 000 655350
port: UDP 0 000 0010655350

0

I[SAKMPOOOOOOODOOOOO
PRENEGOTIATE=TRUE O ISAKMP O OO OOOO0OO0O0OO0O0OOOO0O0OOOOOODOOO 1000
gobooboooboooon

goooog

LOCALRSAKEY OO0 RSAOOOODOOOOOISAKMPOOOOOOOOODOOORSASIGOOO
gobooobooooboooboobbobboobooobo

POLICYSERVERENABLED 000000000000 00000D0O0O0O0OOO0OOOOOOOOO
AT-VPN C Client 00000000 OPOLICYFILENAME O OO OOD0OOD0OO0D0OO0OD0OODO0OO0O0OOO
00000 AT-VPNC Client0 OO OQOO0oQ0ooooooO

POLICYFILENAME 000O00O000000000000000O0O0O0OAT-VPNClientOOGoOGOoQOO
0000000 o0oOoOo0ISKAMPOOOOO POLICYFILENAMEO OO OOOOOOOOOOO
goboogoooooboooboobbobboo

UDPPORT [SAKMPOOOOOOOOOOOOODOUDPOOOOOOOODODO 5000

goooodf

PRENEGOTIATE=TRUED ISAKMPOOOOOOOO0O0000000O0 *.cfghd OO0 ENABLE ISAKMP
O0D00000 CREATEISAKMP POLICY DO O DO O0OO0OO0OOO0OOOOOOODDOOENABLE
I[SAKMPOOOOOOOO ISAKMPOOOOOOODOOOOODODOOOOO

goooog

DISABLE ISAKMPO 59000 O
DISABLE ISAKMP DEBUGO 600 0 0O O
ENABLE ISAKMP DEBUGO 66 0 0 O O
SHOW ISAKMPO 1180 0 0O
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ENABLE ISAKMP DEBUG

ENABLE ISAKMP DEBUG

00 0000IPsec / ISAKMP

ENABLE ISAKMP DEBUG={ALL|DEFAULT| PACKET|PKT|PKTRAW|STATE| TRACE|
TRACEMORE}

g

ISAKMPOOOOOODOODOODOODOOODDOOODOOODOOO

goooog

DEBUG 00000000000 O0OOOSTATEDISAKMPOOOOOOOOMMPACKET O OO PKT
OISAKMPOOOODODODODODOOOOOOMOMPKTRAWOISAKMPOOOOODO 16000000
OMTRACEDISAKMPO OO OOOOODOOMMTRACEMORED ISAKMPO O OOOOOOOO
00000 OMODEFAULTO TRACED STATEO PACKET O O OO OO OOOMMALLO DO OOOO
googd

goooogooon

SecOff > enable isakmp debug=packet

SecOff > ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:0000000000000000
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ISAKMP(1l) #Trans: 1 SPI:

Transform#: 1

Transform Id .................. IKE(1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... SHA (2)
Authentication Method.......... PRESHARED (1)
Group Description.............. 768 (1)

Group TypPEe. . vt i it it e et ee e MODP

Expiry SecondsS.........couuven.. 86400

SecOff > ISAKMP Rx Message
Cookie’s: £7£11£139bcf2de0:599d82efeda0l1228
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
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Proposal#: 1

ENABLE ISAKMP DEBUG

Protocol: ISAKMP(1l) #Trans: 1 SPI:

Transform#: 1

Transform Id
Encryption Algorithm...........
Authentication Algorithm.......
Authentication Method..........
Group Description..............
Group TypPEe. . vt i it it et et ee e
Expiry SecondsS.........uuuuen..

ISAKMP Tx Message

Cookie’s:
Xchg Type:
MessageID:
Payload #:
2d df 75
34 £5 58
52 7a c4
86 3a ce
ee 4e cb
Payload #:
06 b3 a8

SecOff > ISAKMP
Cookie’s:
Xchg Type:
MessageID:
Payload #:

bb 81 9f
42 45 da
8e 05 c3
86 79 ad
dé fc d4
Payload #:
65 ab 76

£7£11£139bcf2de0:599d82efeda01228

IDPROT(2) Ver: 10 Flags: 00

00000000 Total Length: 152

0 Length: 100 Type: Exchange
56 ed 00 6b a6 el 08 b3 77
ea b7 bl 0b df 7d 85 ae ce
fb 74 26 d7 ad 1b 83 fc 81
01 fe £6 50 43 c7 dd 4c f6 78 ce 2a
dé fd 78 94 c6 al 9e 4f 15 bl d6 21

1 Length: 24 Type: Nonce (NONCE)
3e 3a 04 d6 d8 16 7b 47 08 50 c9

(KE)
a0 53
21 5d
ea 1b
a0 eb6
ff

Key
47
22
97

19
80
Tc
af

68
d1
a2
£8

7f
30
33
93

11
32
13

ee
a3
18

ce 34 9d 3f 51 82
Rx Message
£7£11£139bcf2de0:599d82efeda01228
IDPROT(2) Ver: 10 Flags: 00
00000000 Total Length: 152
0 Length: 100 Type: Exchange
£f5 5c 89 4f 41 39 a8 92 lc 4b 2f
93 78 Oc 48 81 2a 71 ba 85 cf 9a
fe ca be 2f 95 c0 3c fa c5 1d 2b
fa c0 1f 3b 0d 87 e0 0Oc 7d 92 f4 £7
b9 05 ae c3 35 f1 27 78 b6 le 88 98
1 Length: 24 Type: Nonce (NONCE)

dl 57 db 46 36 d8 e3 e0 38 0f 2d dil

(KE)
27 8b
9c ed
28 87
a3 f8
8a

Key
74
1b
ct

6d
96
71
Oa

97
2d
21
fc

35
eb
75
5f

dl c3 5a d9 db

ISAKMP Tx Message

Cookie’s:
Xchg Type:
MessageID:
Payload #:
Type:
Value:
Payload #:
19 96 21
Payload #:
00 00 00
ed a0 12

SecOff > ISAKMP
Cookie’s:
Xchg Type:
MessageID:

IPsec

FQDN ProtocolId: 0

client

£7£11£139bcf2de0:599d82efeda01228
IDPROT (2) Ver: 10 00

00000000 Total Length:
0 Length: 14 Type:
Port: O

Flags:
94

Identification (ID)

1 Length: 24
3d 14 4f f£f1 3f
2 Length: 28
01 01 10 60 02
28

Hash (HASH)

3a ca 2c 8c c¢3 7c 03 e8 52 f2
Notification (N)

1f 13 9b cf 2d e0 59 9d 82 ef

Type:
16 bd
Type:
£7 f1

Rx Message (decrypted)
£7£11£139bcf2de0:599d82efeda0l1228

IDPROT(2) Ver: 10 Flags: 01

00000000 Total Length: 92
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ENABLE ISAKMP DEBUG

Payload #: 0 Length: 12 Type: Identification (ID)
Type: IPV4_ADDR ProtocolId: 0 Port: 0
Value: 1.1.1.1
Payload #: 1 Length: 24 Type: Hash (HASH)
79 33 1f ¢5 75 4b 8b 83 0f e9 bf b7 35 81 40 77 4c 34 3d 9a
Payload #: 2 Length: 28 Type: Notification (N)
00 00 00 01 01 10 60 02 £7 f1 1f 13 9b cf 2d e0 59 9d 82 ef
ed a0 12 28
ISAKMP Tx Message

Cookie’s: £7£11£139bcf2de0:599d82efeda0l1228
Xchg Type: QUICK(32) Ver: 10 Flags: 00
MessageID: 7736489b Total Length: 148
Payload #: 0 Length: 24 Type: Hash (HASH)

aa 05 O0b be 05 fb 74 2e 93 34 53 d8 fb 39 e0 le a5 8f 20 42
Payload #: 1 Length: 40 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ESP(3) #Trans: 1 SPI: 3f854d43

Transform#: 1

Transform Id .................. DES(2)
Group Description ............. MODP768 (1)
Encapsulation Mode ............ TUNNEL (1)
Authentication Algorithm ...... SHA (2)

Payload #: 2 Length: 24 Type: Nonce (NONCE)

b6 6b 17 23 dé £4 04 94 60 9d a9 84 b9 29 99 dé6 5c 05 79 e9
Payload #: 3 Length: 16 Type: Identification (ID)

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: O

Value: 192.168.20.0:255.255.255.0
Payload #: 4 Length: 16 Type: Identification (ID)

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: O

Value:

192.168.1.0:255.255.255.0

SecOff > ISAKMP Rx Message

(decrypted)

Cookie’s: £7£11£139%9bcf2de0:599d82efeda01228

Xchg Type: QUICK(32) Ver: 10 Flags: 01

68

MessageID:

7736489b

Total Length:

148

Payload #: 0 Length:
71 d5 87 4e 5c ec 75

24 Type: Hash (HASH)
fd 1f fc Oc 91 27 a0 70 79 5c 17 9c¢ £7

Payload #: 1 Length: 40 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ESP(3) #Trans: 1 SPI: 58dfddab

Transform#: 1

Transform Id .................. DES(2)
Group Description ............. MODP768 (1)
Encapsulation Mode ............ TUNNEL (1)
Authentication Algorithm ...... SHA (2)

Payload #: 2 Length: 24 Type: Nonce (NONCE)

e2 bc 6f 0b 49 00 55 70 d2 04 £5 99 fe cc 95 af f9 4b 16 4c
Payload #: 3 Length: 16 Type: Identification (ID)

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: O

Value: 192.168.20.0:255.255.255.0

Payload #: 4 Length: 16 Type: Identification (ID)

CentreCOMAR570S 0000000000 2.9
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ISAKMP

ENABLE ISAKMP DEBUG

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: O
Value: 192.168.1.0:255.255.255.0

Tx Message

Cookie’s: £7£11£139bcf2de0:599d82efeda01228
Xchg Type: QUICK(32) Ver: 10 Flags: 00
MessageID: 7736489b Total Length: 52
Payload #: 0 Length: 24 Type: Hash (HASH)

SecOff

79 2f 7b ec £1 02 d7 0d 49 47 cc 04 ce 7b 95 d4 03 47 da 21

> enable isakmp debug=state

Info (182057): ISAKMP Debugging has been enabled.

SecOff

ISAKMP

SecOff

ISAKMP

SecOff

ISAKMP

SecOff

ISAKMP

ISAKMP

SecOff
ISAKMP

ISAKMP
ISAKMP

SecOff

> ISAKMP MAIN exchange 11: New State: IDLE

MAIN exchange 11: New State: SASENT

> ISAKMP MAIN exchange 11: New State: SARECV

MAIN exchange 11: New State: KESENT

> ISAKMP MAIN exchange 11: New State: KERECV

MAIN exchange 11: New State: AUTHSENT

> ISAKMP MAIN exchange 11: New State: AUTHRECV

MAIN exchange 11: New State: UP

QUICK exchange 12: New State: SENDING_HASH_SA_NONCE

QUICK exchange 12: New State: RECEIVING_MESSAGE

QUICK exchange 12: New State: SENDING_HASH

QUICK exchange 12: New State: DONE

> enable isakmp debug=trace

Info (182057): ISAKMP Debugging has been enabled.

SecOff
ISAKMP
ISAKMP

IPsec

> sh pISAKMP: acquire - Create Phase 1 Exchange
MAIN: INIT: xchg 13: Started with peer 1.1.1.1

CORE: Aquire: equivalent acquire request in progress
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ENABLE ISAKMP DEBUG

SecOff > ISAKMP MAIN: INIT: xchg 13: Ni 1=20 v=baa95ac53c8b4d7al6cff9a81fd3dfo8bf
34c9729

ISAKMP MAIN: INIT: xchg 13: Nr 1=20 v=ed3b6400668c47c8361£853e998f£f0b4d20a24d5
ISAKMP MAIN: INIT: xchg 13: COOKIE_I 1=8 v=b8230e5ecac0212c

ISAKMP MAIN: INIT: xchg 13: COOKIE_R 1=8 v=af3b896d8blb2b76

ISAKMP MAIN: INIT: xchg 13: Key 1=8 v=686£f6765686£6765

ISAKMP MAIN: INIT: xchg 13: EncKey 1=8 v=f20facb52abb3e08

ISAKMP MAIN: INIT: xchg 13: IV 1=8 v=bdf0e35f5bb0459f

SecOff > ISAKMP InfoProcess: xchg 13: Rx Notification Message - DOI
ISAKMP MAIN: INIT: xchg 13: RemoteID=IPv4:1.1.1.1
ISAKMP CORE: Exchange 13 done

ISAKMP QUICK: INIT: xchg 14: Started with peer 1.1.1.1
ISAKMP QUICK: INIT: xchg 14: COOKIE_I 1=8 v=b8230eb5ecac0212c
ISAKMP QUICK: INIT: xchg 14: COOKIE_R 1=8 v=af3b896d8blb2b76
ISAKMP QUICK: INIT: xchg 14: MessageID=57339a70

ISAKMP QUICK: INIT: xchg 14: IV 1=8 v=a73675e6799eefl5

ISAKMP QI 14: HASH1: ID Payload Created

SecOff > ISAKMP QUICK: INIT: xchg 14: rx msg 1l: start
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP CORE: Exchange 14 done

prop policy done

TRAN 0,1 attributes good

TRAN 0,1 match

prop 0 match

: All proposals matched: (lpn 1)
payloads good:

I = T = W SR S S S SR Y

good

SecOff > enable isakmp debug=tracemore

Info (182057): ISAKMP Debugging has been enabled.

SecOff > ISAKMP MAIN: INIT: xchg 15: Started with peer 1.1.1.1

ISAKMP: acquire - Queue the acquire struct

ISAKMP: acquire - Queue the acquire struct

SecOff > ISAKMP MAIN: INIT: xchg 15: x 1=20 v=dee78c5e6d57a2b091e805d48b5cf4d7b6
2a6ebd

ISAKMP MAIN: INIT: xchg 15: g"x 1=96 v=fad431d749ddb3ebada8ef569f9da7960464a8ff7f
59465ee024e0bb130c77£468ad275cbbc62314bd0184a5£0ad9£170894ab56£666510df2bb7946¢cf
07167605fbafd634ba8bbebc7378cle06c5e9ad5000ffefc8d27904facla9131b29b09%e

ISAKMP MAIN: INIT: xchg 15: g’y 1=96 v=4bafa551598eb94183a7fdbe7deec732404b6330b
Obfc9ee9%ad4abb63bfd58£97d3c73320882e33984a4146£fad%9e29£f3e0d17262567f7fe612dfea2b9
7662808a3ef3e868£0482e73£f£550e96a39£33ebc9c4a929080529536aa569bb19a8£08

ISAKMP MAIN: INIT: xchg 15: g"xy 1=96 v=8c8al3el564abad8868b40fc7d5bcab2a6a79950
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ENABLE ISAKMP DEBUG

405d296d9523d061bfd866dala2ef286aac69939e6£1516£c5620ee2751420b88a64£86de0041875
feb0ed62a0328ale2£d7d90e01b42d0c3d315ece5d0167811b3d77dea899b8378edb2all

ISAKMP MAIN: INIT: xchg 15: Ni 1=20 v=8eleade9%adda0c95289025ad0b322520£7c00a93
ISAKMP MAIN: INIT: xchg 15: Nr 1=20 v=16e83cf248d4c890bee7ef266cfb82788d83557a
ISAKMP MAIN: INIT: xchg 15: COOKIE_I 1=8 v=c7fb026ba87dc835

ISAKMP MAIN: INIT: xchg 15: COOKIE_R 1=8 v=649adcdb744a7018

ISAKMP MAIN: INIT: xchg 15: Key 1=8 v=686£f6765686£6765

ISAKMP MAIN: INIT: xchg 15: SKEYID 1=20 v=073£f3d19abde74d9a3ab8584c99dc084c97929
e9

ISAKMP MAIN: INIT: xchg 15: SKEYID_d 1=20 v=dbdaf57885e0e76e580cf4e696c9c07312c9
3569

ISAKMP MAIN: INIT: xchg 15: SKEYID_a 1=20 v=6e6525££8853e3239c374c9e0b604956e420
84eb

ISAKMP MAIN: INIT: xchg 15: SKEYID_e 1=20 v=5483967a2001308d33adb5ff26a6allefd48
6c21

ISAKMP MAIN: INIT: xchg 15: EncKey 1=8 v=5483967a2001308d

ISAKMP MAIN: INIT: xchg 15: IV 1=8 v=a05ded8713462c0c

ISAKMP MAIN: INIT: xchg 15: Hi 1=20 v=3d202c887fb67a69bb5e8851606a5£9d7184faf7

SecOff > ISAKMP MAIN: INIT: xchg 15: RemoteID=IPv4:61.115.117.39
ISAKMP MAIN: INIT: xchg 15: Hr 1=20 v=77c2972f612e22418e867a30dbdbedadc729edbb
ISAKMP DOI: IPSEC: Exchange IDs from selectors:

IDi: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0a8l400f£f£f£f££00
IDr: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0a80100f£f£f£f££00

ISAKMP DOI: IPSEC: Aquire Info -> Local Policy
number of proposals 1
proposal 0: # 1, protId 3, #transforms 1
transform 0: # 1, id 2, sas 1
expiry: b 0-4294967295, s 0-28800
gr 1, mode 1, auth 2
ISAKMP QUICK: INIT: xchg 16: Started with peer 1.1.1.1
ISAKMP DOI: IPSEC: Exchange IDs not default:

initiatorAddress 63.12.66.122
IDi: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0a8l400f£f£f£f££00
responderAddress 1.1.1.1
IDr: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0a80100f£f£f£f££00

ISAKMP QI 16: HASH1: 00839044 100

204ebbl1d0a00002800000001000000010000001c01030401157652£200000010
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ENABLE ISAKMP DEBUG

01020000800400018005000205000018099£36cc5dfadc00c3c97a5£00ad334 £
7eae9c070500001004000000c0a81400££££££000000001004000000c0a80100
fE£E££00

ISAKMP QI 16: HASHl: result f21b2f7aa43130b98db2e8a3eccc6921855d10dd

SecOff > ISAKMP QUICK: INIT: xchg 16: rx msg 1l: start
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg

prop policy done

TRAN 0,1 attributes good

TRAN 0,1 match

prop 0 match

: All proposals matched: (lpn 1)
payloads good:

I = T = W SR S S S SR Y

good

ISAKMP QI 16: HASH2: 009c58d4 120
204ebbl1d099£f36cc5dfadc00c3c97a5£00ad334£7eae9c070a00002800000001
000000010000001c01030401227095¢c800000010010200008004000180050002
05000018a095527£8c5274284d602fbc4f865fcl1ae4490ea0500001004000000
c0a8l1400££££££000000001004000000c0a80100££££££00

ISAKMP QI 16: HASH2: result 52016de8012ee5ec2a74f60e6d571bcae6b25b8fe

ISAKMP QI 16: HASH INK1l: 009e40d4 45
03157652£2099f36cc5dfadc00c3c97a5£00ad334£f7eae9c07a095527£8c5274
284d602fbc4f865fclaed490ea

ISAKMP QI 16: HASH INKl: result 95e9b959fle819bcl2e896bf227eb78al84f8cba

ISAKMP QI 16: HASH OUTK1l: 009e40d4 45
03227095c8099f36cc5dfadc00c3c97a5£00ad334£f7eae9c07a095527£8c5274
284d602fbc4f865fclaed490ea

ISAKMP QI 16: HASH OUTK1l: result 8303f4ba30e24deldac0b835bl11046fbb5£f0£85f

ISAKMP QI 16: HASH INK2: 009e40c0 65
95e9b959£f1e819bcl2e896bf227eb78al184£8c6a03157652£2099f£36cc5dfadc
00c3c97a5£f00ad334£7eae9c07a095527£8c5274284d602fbc4f865fclaed490

ea

ISAKMP QI 16: HASH INKl: result 95e9b959fle819bcl2e896bf227eb78al84f8cba

ISAKMP QI 16: HASH OUTK1l: 009e40c0 65
8303f4ba30e24deldac0b835b11046fbb5£0£85£03227095c8099£36cc5dfadc
00c3c97a5£f00ad334£7eae9c07a095527£8c5274284d602fbc4£865fclaed490

ea

ISAKMP QI 16: HASH OUTK2: result 52112530c1000cc247cdea99096badl3fl9e25c9

ISAKMP QI 16: HASH3: 0080b0d4 45
00204ebb1d099£f36cc5dfadc00c3c97a5£00ad334£f7eae9c07a095527£8c5274
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ENABLE ISAKMP DEBUG

284d602fbc4f865fclaed490ea

ISAKMP QI 16: HASH3: result 14014£fd9c3a2749b6c65a0b42£0c558aeded13d2

goooognd

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo

goooog

DISABLE ISAKMPO 59 00 0 O
DISABLE ISAKMP DEBUGO 60 0 0 0O O
ENABLE ISAKMPO 65 00 0 O

SHOW ISAKMPO 1180 0 0O
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PURGE IPSEC

PURGE IPSEC

O00000IPsec/ 000000

PURGE IPSEC

g

PsecO0 00 00D0O0DOO0OOOOO

goooodf

000000000 0oogIPsec 00000000000 OODODOODOODODOOODOODOOODODODODO
gobooboooboooboooo

goooog

DESTROY IPSEC POLICYO 540000
DISABLE IPSECO 57 0000
ENABLE IPSECO 610000

SHOW IPSECO92 0000
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RESET IPSEC COUNTER

RESET IPSEC COUNTER

O00000IPsec/ 000000

RESET IPSEC COUNTER/[={AH|ALG|ESP|MAIN|SAD|SETUP|SPD}]

g

[Psec0 0000000000 OOOOOO
goooog

COUNTER 000000000000 0O0ODODOODOOOOOOOOOO ALLOOOOOOOOOOO
0000000000000 0000U00D0D0D0D0D0D0DAHOAHOODDOOODOMmM ALGO OO
O0000000000O00MmMESPOESPOOO0OOOOO0MMMAINCOIPsecO0 00000000
O0MMSADOSADOOOOOMMSETUPDSAD D OOODOmMSPDOOOODOOOOOODOOOO
goboooboobobooobooooboobboobooboo

goooog

SHOW IPSEC COUNTERSO 950000
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RESET IPSEC POLICY

RESET IPSEC POLICY

O0O00oO0OglIPsec /IPsecOODOO

RESET IPSEC POLICY=policy

policy: IPsec0 000001023000

g

D000 IPsec0 000000000000 0OOODOODODOOODOOOOOOOOOOSADOOODOODN
OSAODDOOOO

ooooono
POLICY IPsecOODOO0O

goooog

RESET IPSEC POLICY COUNTERO 770 00O
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RESET IPSEC POLICY COUNTER

RESET IPSEC POLICY COUNTER

O0O00oO0OglIPsec /IPsecOODOO

RESET IPSEC POLICY=policy COUNTER

policy: IPsec0 000001023000

g

ogood IPsecO00OD0OOODOODOODODOOOOO
ooooono
POLICY IPsecOODOO0O

goooog

SHOW IPSEC POLICYD 1020000
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RESET IPSEC SA COUNTER

RESET IPSEC SA COUNTER

O00000IPsec/ 000000

RESET IPSEC SA=sa-id COUNTER

sa-id: SA 0 0 000 655350

g

0000 SAO00000O00oooooooo
SAODDOOOSHOWIPSECSADOOODOOOOOODO

goooog
SA SAOO

goooog

SHOW IPSEC SAO 1090000
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RESET ISAKMP COUNTER

RESET ISAKMP COUNTER

00 0000IPsec / ISAKMP

RESET ISAKMP COUNTER [={GENERAL|MAIN|QUICK|SAD|SPD|XDB|IPSEC|INFO|
AGGRESSIVE|NETWORK|TRANSACTION}]

g

ISAKMPOOOOODOOODOOODOOODOOOOOO

goooog

COUNTER 0000000000 O0DOOO0O0OOODOO0O0DO0OO0ODOO0OO0OOODOO0ODOO0OOOOOOn
OD00000000O0GENERALD OO0 O MMAINGO Main O 000 O MQUICKO Quick OO0
OO0 MMSADOISAKMPSAO DO OOOMMSPDOISAKMPO OO OO0 oooooooooom
XDBO ISAKMP O OO OOOOOMMIIPSECOISAKMP O IPsec0 00000000 OOOO0OI
INFOUO Informational O O [0 AGGRESSIVED Aggressive 0 O O O O (0 NETWORKUO ISAKMP
O00000D00D0 M TRANSACTIOND Transaction 0 0D 0D 00O O

goooog

SHOW ISAKMP COUNTERSO 119000 O
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RESET ISAKMP POLICY

RESET ISAKMP POLICY

00 0000IPsec / ISAKMP

RESET ISAKMP POLICY=policy

policy: ISAKMP OO OO 0OO1023000

g

[SAKMPOOOOODOOOODOOODOOODODOODODOOODODOODODOOODOOODOOO SAODOOODOOOO SA
goooooo

goooog

POLICY [SAKMPOOOOO

goooodf

0000000000000 0CREATE ISAKMP POLICY OO0 00O /SET ISAKMP POLICY D000 O
0000 SENDDELETESOOU0O0O0O0O0O TRUEDOOONODOOOOOOOOOOOOOO Deleted O
goboooboooobooobooboon

goooog

RESET ISAKMP COUNTERS
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SET IPSEC BUNDLESPECIFICATION

SET IPSEC BUNDLESPECIFICATION

O000O0O0IPsec/SAODDOOOOOOO

SET IPSEC BUNDLESPECIFICATION=bspec-id [EXPIRYKBYTES=1..4193280]
[EXPIRYSECONDS=300..31449600]

bspec-id: SAD O 000000 0OODOOO2550

0

SAD000000D0D0O0D0OODOOOoOoOoOoOOOO
goooog

BUNDLESPECIFICATION SAOOOOO0OOOOO

EXPIRYKBYTES 00000 SAODOO0O0OOKbytelDOOOOOOOODDODOOO0OO0OOODOOO0OOOO
OSAOOO0DDOODODOOUODOOODODOOKEYMANAGEMENTO OOOOOO ISAKMPOOOO
O000000041932800000000000000419328000000000000000000O

EXPIRYSECONDS 0OO0O0O0SAOODO0OO0OO0DMOOOOOODOOOODOOOOOOOOOOOOD
O0SAOO0DDOOO0DOOO0DOOOODDOOOKEYMANAGEMENTOOOOOOO ISAKMPO OO
O00000o0o0o0ooooOoo 2880000800

goooog

CREATE IPSEC BUNDLESPECIFICATIONO 3900 00O
DESTROY IPSEC BUNDLESPECIFICATIONO 53 000 O
SHOW IPSEC BUNDLESPECIFICATIONO 93 00 00O
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SET IPSEC POLICY

SET IPSEC POLICY

O0O00oO0OglIPsec /IPsecOODOO

SET IPSEC POLICY=policy [ACTION={DENY|IPSEC|PERMIT}]
[BUNDLESPECIFICATION=bspec-id] [PEERADDRESS={ipv4add|ipvéadd|lhostname|
ANY|DYNAMIC}] [IPVERSION={4|6}] [LADDRESS={ANY|ipv4add |[-ipv4add]]
ipvé6add|/prefix-length]|ipvbadd-ipvéadd}] [LMASK=ipv4add] [LNAME={ANY]|
system-name}] [LPORT={ANY|port}] [RADDRESS={ANY|ipv4add|[-ipv4add]|
ipvé6add|/prefix-length]|ipvbadd-ipvéadd}] [RMASK=ipv4add] [RNAME={ANY]|
system-name}] [RPORT={ANY|port}] [TRANSPORTPROTOCOL={ANY|ESP|GRE|ICMP|
OSPF|RSVP|TCP|UDP|protocol}] [DFBIT={SET|COPY|CLEAR}] [GROUP={0|1|2}]
[ICMPTYPE=NDALL] [IPROUTETEMPLATE=template] [ISAKMPPOLICY=isakmp-policy]
[SRCINTERFACE=interface] [UDPHEARTBEAT={TRUE|FALSE}] [UDPPORT=port]
[UDPTUNNEL={TRUE|FALSE}] [USEPFSKEY={TRUE|FALSE}] [POSITION=pos]
[RESPONDBADSPI={TRUE|FALSE} ]

policy: IPsec0 000001023000

bspec-id: SAD O 000000 0OODOOO2550

ipvdadd: IPv4A0 000000000000

ipvbadd: IPve 0 000

hostname: 00 00

prefix-length: 00 0000000001280

system-name: 0000 00101200000000000000000000000
port: TCP/UDP 0 00 00 000655350

protocol: IP 0 00 00000002550

template: 100 000000001031000000000000000O
isakmp-policy: ISAKMP OO 0O0O0010240000000000000000000000O
interface: IP 0000000000 eth0od ppp0 0 OO

pos: 000000000 DOO101000

g

PsecO0 000000000 DOOOODODOOOO
goooog

POLICY IPsecO0 OO 0O

ACTION 0000000 LADDRESSILMASKILNAMEILPORTCRADDRESSIRMASKIRNAMED
RPORTITRANSPORTPROTOCOLMI 0000000 ODOOOOOODOODODOOIPSEC BUNDELSPECIFICATION
00000000000 SAODO0O0O0U0DODOO0OO0O0MPERMITOIPsecO0 000 O0OOOON
ODO00OD0D0ODOMmMDENYODODOODODODOOoOooDooooooo

BUNDLESPECIFICATION SAOO0O0OO0O0OO0OO0OO0OO0OOO0SAODOOOOOOOOOOOOOSAOOO
O0OIPsecO00D0000OD0OD0OO0DOOO0OOODOO0OOODDOODOODDOODOOOOOOOONO
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SET IPSEC POLICY

O000D0DO0O0O0OO0ACTIONO IPSECOO00O0ODODOOOOOOOOOOO

PEERADDRESS 00 IPsecO000 IPO0O0O0O0O0O0OOOOOOOOCOOODNSOOOOOOOO
OoooooIPO000O0OO0O00OO0O0OO00DOOO0O0ODOOOO0ODOODO DYNAMICOOODOOO
O0ooooooIPOOOO0O0O0OOOOOOOOOO ANYOOOOOODYNAMICO ANYD O
KEYMANAGEMENT O ISAKMP O OO OO0OD0O00000

IPVERSION 000000000 IPOOOOOOIPVAOD0O 40IPveO 0O 600000000000
0o 4

LADDRESS 0OO0OO0OO0OOOOOOOO0O0OOOOO0O0O0O100000000DODOOO0ODODODODOOOO
OooooIPOO0O0OOOOOOOLMASKOOOODOOODOOOOOOOOOODOOOOOOO
000000000 0o0o0o0o0ooO0o0ooooOoOoooD ANYDDODOOO

LMASK 000000 10O0LADDRESSOOO0OOOOOOODOOOOOOODOOO 255.255.255.255

LNAME 000000 100000000000000O0O0O00DODODOO00O0DOO00OCOO0ODOODO0OO
O000ooooooISAKMPOOOOO2IDO000O0O0OOO0O0O0O0O0O0OO0O0O0O ANYOO
gog

LPORT 000000 10000000000000000OD0O ANYODOOODO

RADDRESS 000000 100000000000000C000O0O00ODOO0OOIPOODOOORMASK
gooboooboobooobooooobooooboobooobooooobobooboobooobooboobo
0000 ANYODOOOO

RMASK 000000 100RADDRESSOOOOOOOOOOOOOODO 255.255.255.255

RNAME COO0OO0OO0OO0OO01000000000O0O0OOOOOOOO0O0O0O0OOOOOOOOOOOOO
O00ooooooooooooooo ISAKMPOOOOO2IDO000O0O0O0OOOOO ANYO O
gog

RPORT 000000 1000000000000D0O0OO0O00O ANYODOODODO

TRANSPORTPROTOCOL COO0O0O0OO0100000000000O0OO0OO0OO0OOOIPODOOOOO
OO0O0ALLOTCPOUDPOOOOOOOODOOOIPOOOODODOOOOODOOODOOOO ANYD O
gog

DFBIT 0000000 SAODOOOODIPOOOOD DFODon’tFragment00000000000O
oooooooooooocopYoooooooooooIPOODoOoO0DFOOOOOOOODOOO
O00O0SETOO0O0O0OOO0O0O0OOO0O0DOC0OO0OUODOOCLEAROOOODODOOOODODOODO
ooooooooUoooOoooooooooMIUDOOOOOOODOOODOOODDODOODOODEOO
000000000000 oooO00ooO0o0oDO00o0oDO0o0bDOo0O0bDODOO0O0DO CLEARD
O000ooooOd CLEAR

GROUP IKEOOOO 20Quick 00000 O Diffie-Hellman OO0 000000 Oakley 0000 OPFS
O Perfect Forward SecrecyD U D00 000000 OUSEPFSKEY DOODOOOO TRUEOOOO
O0oo0oooooooooooooo1l

ICMPTYPE ICMPOOOOOOOOOOIPv6OOOODOONDALLOOODOOOOOPv6eOOODOOOO
000 ICMPO O O 133-136(RouterSolicitation/Router Advertisement /NeighborSolicitation / Neighbor Advertise
0000000000 IPsec00000 ActionO”permit’00000000000000D0O0O0
OIpv6 0000000000000 0O0O0ODODOOOOOO0ODOO IPsec00OOOOOOOOO
gbooooooo

IPROUTETEMPLATE IPO0 00000000000 IPsecO0OO0O00OD0DOO0O IPsecSAODODOO
goboooboboobuoobbooboooboboobooobboboobooboobobooboon
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SET IPSEC POLICY

O0O0IPsecSAOUOOOOOIPODOOO/00000000O0O00O0O0DOOOACTION O IPSEC
0O OPEERADDRESS O ANY O DYNAMICOOOOOOOOOOOISAKMPOOOOO PEERD
ANYOODOOOODOoOOooooo

ISAKMPPOLICY ISAKMPOOOOOOACTIONO IPSECOO0O0O0OOO0OO00ODOOOOOOOO
00000000 PEEROOO ISAKMPOOOOOOOODOOOOOOOOO IPsecOdOO0OO
Ooo0ISAKMPOOOOOODODOOOoOoOoooooon

SRCINTERFACE IPsec00 0000000000000 0ODOOO0OODOOOOOOOOOODOIPsecO
odoooooooooooooooodoooooooooooooooooooooog IPO
oo oboobobobbobobobbbboboboooooogoog o
O00000000000000 Unnumbered D000 000000000000O0OOOOOOO
gooooooo

UDPHEARTBEAT UDPOCO0O0OOOO0OOO0OOOOOOCUDPOOOOOOOOUDPOOOOOO
OESPoverUDPO O OO OOOODOOOOONATOODODODODDODODOODOOODODOODOOOOOOO
D00D0D0Oo0o0TRUEODODOOOOOOOOO IPsecOD 000 UDPOODO 27460000 30
oo oboobobobobobobobbobobooooUogog
000o00o0ooooooooooooooood FALSE

UDPPORT UDPOOUOOOOOESPover UDPOOOOOOOOO UDPOODOODOOOOOD 27460

UDPTUNNEL UDPUOOOOOOOESPover UDPOOOODOOOOOOOTRUEODOOOOOOOO
IPsecOESPO OO OO0 UDPOOOOOODOOOOOOOOO 27460 00 00 UDPPORT O O
0000000000000 o0ooooooooooIPsecdO0d NATODOOODODOOOOO
OIPsec00000000O0O0O0OAHODODOODOOOOOOOO FALSE

USEPFSKEY PFSO Perfect Forward SecrecyD0 D DOOUOOPFSOO0O000D0O0000OO0O0ODOO0OO
D0000000000000000U0PFSO0O0O0O0OOOIPsecSADOOOOOOOO Diffie-
Helman 00O O00OOOO0O0O00O0O00O000O00OOOOCOKEYMANAGEMENT=ISAKMPO
O0o0o00oooooon FALSE

POSITION IPsec0000000000DO0O0O0ODOOO0DOOOODOOODOOOODOOODOOOODOOON
0000000000000 0ooo0d0oINTERFACED D ODOOOoooon

RESPONDBADSPI COO0O00O00000O00O0OO0OSADOOOOOODOOSPIOODOOO IPsecOOn
0d000o00ooooo000ooooo0ooooo0 FALSEDODOoDooooooooooo
100 ISAKMPOOO0O0OD00O0DO0O0D0O00O00O0O SADOOOOINITIAL CONTACT message
0000000000000 0o0o0OSENDNOTIFYOODOOOOO TRUEODODODODODOOOO
000000 AGGRESSIVED OODODOODOOOOOOoDOOooooooooooooooooon

goooodf

ESPover UDPO OO OODOOOODO ISAKMPOOODOO NAT-Traversal D NAT-TOO OO OOOOO
O00000D0D0000MmMNAT-TOOOODOOOCREATE ISAKMP POLICY OO O O OSET ISAKMP
POLICY OO O OO NATTRAVERSAL 000000000 QggnQ
O00o00ooooooooooooodgIPsec0 000000000 0OOOO0OODOODOODOOOOO
odoooooooo IPSecSAOODOOOOO
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SET IPSEC POLICY

goooog

ADD IP ROUTE TEMPLATE[D IPO O 1990000
CREATE IPSEC POLICYO 41 0 00O

DESTROY IPSEC POLICYO 540000

DISABLE IPSEC POLICY DEBUGO 58 0 00O
ENABLE IPSEC POLICY DEBUGO 620000

SET ENCO DHPADDINGMI OOO0O0O000 340000
SHOW IPSEC POLICYD 1020000
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SET IPSEC SASPECIFICATION

SET IPSEC SASPECIFICATION

O000O00IPsec/SAOOOO

SET IPSEC SASPECIFICATION=saspec-id [MODE={TRANSPORT|TUNNEL}]
[ENCALG={DES|3DESOUTER|AES128|AES192|AES256|NULL}] [ENCKEY=key-1id]
[HASHALG={MD5|NULL|SHA}] [HASHKEY=key-id] [INSPI=spi] [OUTSPI=spi]
[ANTIREPLAYENABLED={TRUE|FALSE}] [REPLAYWINDOWSIZE={32|64|128|256}]

saspec-id: SA 0000000002550
key-id: 0 0 0 000 655350
spi: SPI 0 000429496729500000002550000000000

g

SAD000000D0D0O0D0OOoDoOOoooon
goooog

SASPECIFICATION SAOOOOCOO

MODE SAOUCOUOOOOOCTUNNELOODOOOOOOOO TRANSPORTOOOODODOODOOOOOO
0000000 TUNNEL

ENCALG 000000000

ENCKEY 000000000000 ESPOOOODOOOOOO

HASHALG 000000000 O0O0O0OOOOOOOO

HASHKEY 000000000000 AHO ESPOOOO0OOOCOOOO

INSPI 0000000000 SPIO Security Parameter Index0 D OO0 00000 AHO ESPO0OODO

gooogo

OUTSPI 00000000 DOO SPIO Security Parameter Index0 DOO000000 AHO ESPO0ODO
goooooo

ANTIREPLAYENABLED 0000000000000 00000000000OOOOOOOODOOO
FALSE

REPLAYWINDOWSIZE 0000000000000 00000O0O0O0 3200000000000 AH
OESPOOOOODODOOOO

goooog

CREATE IPSEC SASPECIFICATIONO 46 0 0 OO
DESTROY IPSEC SASPECIFICATIONO 55000 O
SHOW IPSEC SASPECIFICATIONO 116 0 O OO
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SET IPSEC UDPPORT

SET IPSEC UDPPORT

O00000IPsec/ 000000

SET IPSEC UDPPORT=port

port: UDP O 00 00000655350

g

UDPOOOOOOOESPover UDPOO OO OOOOOOO UDPOOOOOOOODOOODOODODO 274600
goooog

UDPPORT UDPOOOOOOOOOOOO 2746

goooog

SHOW IPSECO 920000
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SET ISAKMP POLICY

SET ISAKMP POLICY

00 0000IPsec / ISAKMP

SET ISAKMP POLICY=policy [PEER={ipadd|hostname|ANY}]
[AUTHTYPE={PRESHARED|RSASIG}] [DELETEDELAY=0..30]
[DHEXPONENTLENGTH=160..1023] [DPDIDLETIMEOUT=1..86400] [DPDMODE={BOTH|
NONE|RECEIVE}] [ENCALG={DES|3DESOUTER|AES128|AES192|AES256}]
[EXPIRYKBYTES=1..1000] [EXPIRYSECONDS=600..31449600] [GROUP={0|1|2}]
[HASHALG={SHA|MD5}] [HEARTBEATMODE={BOTH|NONE|RECEIVE|SEND}]
[HYBRIDXAUTH={ON|OFF}] [KEY=0..65535] [LOCALID={ipadd|domain-name|
userdomainname|dist-name}] [LOCALRSAKEY=0..65535] [MODE={MAIN|
AGGRESSIVE}] [MSGBACKOFF={INCREMENTAL|NONE}] [MSGRETRYLIMIT=0..1024]
[MSGTIMEOUT=1..86400] [NATTRAVERSAL={ON|OFF|TRUE|FALSE}]
[PHASE2XCHGLIMIT={NONE|1..1024}] [POLICYFILENAME=filename]
[PRENEGOTIATE={TRUE|FALSE}] [REMOTEID={ipadd|domain-name|userdomainname|
dist-name}] [REKEY={ON|OFF|TRUE|FALSE}] [SENDDELETES={ON|OFF|TRUE]
FALSE}] [RETRYIKEATTEMPTS={0..16|CONTINUOUS}] [SENDDELETES={TRUE|FALSE}]
[SENDNOTIFY={TRUE|FALSE}] [SENDIDALWAYS={TRUE|FALSE}]
[SETCOMMITBIT={TRUE|FALSE}] [SRCINTERFACE=interface] [XAUTH={CLIENT|
SERVER|NONE}] [XAUTHNAME=username] [XAUTHPASSWORD=password]
[XAUTHTYPE={GENERIC|RADIUS}]

policy: ISAKMP OO OODO0O1024000

ipadd: IP 0000

hostname: 00 00

domain-name: 0 0000

userdomainname: 0 000000000000 user@foo.barxxx 0000
dist-name: X.500 O O O O DN “ecn=myname,o=myorg,c=jp” 00 0 0
filename: 0000000000 .scpd

interface: IP 000000000 DOethod ppp0 0 OO

username: 1000001064000

password: 10000010640 0000000000000OO

0

ISAKMPOOOOOOOODOOODODOOODOOOOOO

goooog

POLICY [SAKMPOOOOO

PEER [SAKMPOOOOOOISAKMPOOOO IPOOO0OO0OOOOOODODOOOOOOOIPODODOODO
o0o00o0ooooooOoOO0O00O0DOoODO00000000ODOODODDODDODO0DDOO0ODANYODDODDOODOO
goboooobooooboooobooobooboboobooboobbobbooboobo

88 | CentreCOM AR570S D00 O0OO0OOOO 2.9 IPsec
613-000273 Rev.J



SET ISAKMP POLICY

AUTHTYPE ISAKMPOOOOOOOOPRESHAREDDOOOOOOMMRSASIGORSAODOOOOOOO
O0o0o0o0oooooono PRESHAREDO

DELETEDELAY ISAKMPOOOO IDZDDDDDDDDDDDISAKMPEXChangeDDDDDDDD
DDDDDDDDDDDDDDDDDDISAKMPEXChangeDDDDDDDDDDDDDDEDD
oooooa300o

DHEXPONENTLENGTH Diffie—HellmanDDDDDDDDDDDDDDDDDDDDDDDDDDgAa
modpl]l]l]l]al]l]DDDDDDl:l]DDDDDDDDDDDDDDDDDDDDDDDDDDD
DDDDDDDDDDDDOakleyDDDDODlDZDDDDDDDDDDD160DDDDDDDD
oooooole000d00000oDO00oooooooooooooo oo blloooooooo 1
0770000000020 10230000

DPDIDLETIMEOUT SAOO0O000000000O00O000OOOO0O0OIPsecDPDOOOOOOOO
OO0O00DO0ODPDMODEODOOOOODO BOTHOODODOOODODOOOOOOO 200

DPDMODE DPDOOOO0ODO0OO0OOOBOTHOOODOOOODPDOOOOOODPDIDLETIMEOUT
0000000000000 oo0ooDo RU-THEREODODOOODODOOOOONONEO OO
OO0O0UODPDOODUOOOOOOORECEIVEOODOOOOIPsecd OO0 R-U-THERED O OO
00 R-U-THEREACKOOOOODOUOODODOOODOOOD R-U-THEREODOOODOOOOOOOO
O0O00o0O0oood NONEOD

ENCALG [SAKMPOOOOOOOODOOOOOOOOOOOOOOO DESO

EXPIRYKBYTES ISAKMPSADDDDDDKbyteI:DDDDDDDDDDDDDDDDDISAKMPSA
O00000oooooooooood NONEO OO Om

EXPIRYSECONDS ISAKMPSAOOOOOOOMMSAOOOOOOOOOOOOOOOISAKMP SA
O00000ooooooooonoog 86400024 00 M

GROUP ODO0ooooOod Diffie—HeﬂmanDOakleyDDDDDDDDDDDDDDD 00512000
MODP OOOO 10768000 MODPI OO OO 201024000 MODPO OO ODOOO OO
ooooooooo 10

HASHALG [SAKMPOUOOOOOOOOOO0OOOOOODOOOOODOOOO0OOOO SHADO

HEARTBEATMODE [SAKMPOOOOOOOOODOOOODOOOISAKMPOOOOODOOOOGOGOO
odoooooooooooosSAd0dDO0O00oooooooooooooooooooooog
ODOOODOSENDOOOOODOODO20000000000000000000000RECEIVE
0000000000000 o000dodoooooooooooo30no0nooonoooon
bbb oboobobobobobobobobbboboboooooogoo g
SAODODOOODO0UOOBOTHOOODOODOOODODODODOODODOODODODOONONEOODOODOO
000000000 o0oooooooooood NONED

HYBRIDXAUTH 00000000000 0OO0XAUTHOOOOOOOOOOOAUTHTYPE O RSASIG
odoooooooooooooooooo OFFO

KEY [SAKMPOOOOOOOODODOOOOODOODODOOOOODOODOOOOPRESHAREDOOOOOOOOO
0000 GENERALOODOODOOOODOOODOOORSASIGODOOOOOO ISAKMP OO0 RSA
odoooooooooooooooISAKMPOOOODOOOOODOOO0DO0DO00ODO0O00O0O0CAOO
gobdbooooouoouoouoo

LOCALID [SAKMPOOOO 1000000000000 IDOOO0OOOOOOOOOIDOOOOOO
DDDIPDDDDDDD172.16.10.5|:|D|]DDDDDDDbar.mydomain.netl:DDDDDDDDDDD
0 000 OUjoger@bar.mydomain.nett] X.500 O O O O O O “cn=joge,o=ournet,c=jp”00 4000
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SET ISAKMP POLICY

O0o0oo0o0oooOoOISAKMPOOOOO0OOO0OOOOOOIDODODOOOODOOOOOO0OO
0000000O00ORSASIGOODOO000000000O0OSETSYSTEM DISTINGUISHEDNAME
O00o000000o0o0o0o0ooo0O0oDNOOOOOOOO0oDOoooooooooooooonIPO
odooooooooooo

LOCALRSAKEY 000 RSAOO0OO0O0OO00O0O0O0O0O00O0O0O0O0O0OO0O0ORSASIGODOOOO0OOO
000000000000 O00ENABLEISAKMPOOOOO LOCALRSAKEYOOOOOOOO
gobobodoooooooodooodoooooooooooooooodon

MODE ISAKMPOOOO 100000 IKEOOOOOOIDOOOOOOO0O0 MAINOOOO IDOO
0000000 AGGRESSIVEO OOOOOOOO0OO0O0O0O0O0O0O0O0O0PRESHAREDOOOOOOO
0000000000000000000000000LOCALID/REMOTEIDO IPOODOOOO
OIDOOOOOAGGRESSIVEOOOOOOOOODOOOOOOOO00OO0O00O0 MAINODOOOO
O0oooooo MAINOOOO

MSGBACKOFF ISAKMPOOOOOOOOOOOOO0OO0OO0O0O0O00O0O0O0O0OOO0OOONONEDOO
0000000000000 MSGTIMEOUTODOOOODOO0O0O0O0O0OINCREMENTALOOOOO
OOMSGTIMEOUTOOOOOO0OOO0O00O0000000000000D00DO00 INCREMENTALD

MSGRETRYLIMIT [SAKMPOOOOOO0OOO0OOO0O0O0O0OO0OOS

MSGTIMEOUT I[SAKMPOOOO0OO0O0O0O0O00O010000000000000000200000
000000000000 00000000000 40

NATTRAVERSAL [IPsec NAT-Traversal ONAT-TO O O0O00O00000O0O0O00O0OO FALSE

PHASE2XCHGLIMIT 0000000 O00000O0O0O00ISAKMPSAOOOOOOOOOO IKE
000020000000000000 NONECOOOOMmM

POLICYFILENAME AT-VPNClientOOOOO0O0D00000O000000000DO00O0O0O0OO
000000000ENABLE ISAKMP O 0000 POLICYSERVERENABLED O 00 0000
TRUEOOOOOOOOOO0O0OO0O0O AT-VPNClientOOOOO0OOo0oOO

PRENEGOTIATE 000000000000 ENABLEISAKMPOOOOOOOODOOIKEODOOO
000000000000 000000000000000 FALSED

REMOTEID ISAKMPOOOO1000000000000000000001IDO0O0OO0O0O0O0O00O0O0
IDODDOOO0O000OIPOO0ODO00D172.16.10.500 0 0 000 O0Obarmydomain.nettIO 0 0O O
00000000000joger@bar.mydomain.net11X.500 0 0 00 00 “cn=joge,o=ournet,c=jp”[]
0400000000000000000O00O0O0O0O0O0O0O0ISAKMPOOOOOOOOIPOOO
o0 Iboo0o0oO0ooOO0O0oO0oOO0OOO0OOOO0OoOoDOOOoOOooOoIPODOO0OOOODOOO
oo

REKEY IPsecSAO0O00O0O0O0O0OO0ISAKMPOOOOO0OOOO0OO0O0OOOOOODOOOOO
OO0IPsecSAOOOOOOOOOOOOOODOODOOOOISAKMPOOOODOOOOODOOOOO
000000000 ISAKMPSAOOO ISAKMPSAOOOOOOOO IPsecSAOOODOOOO
00000000 00000000 PEEROOCOOOOO ANYOOOOODOOOOOOOOOOO
ISAKMPSAOOOOOOO IPsecSAOOOOOOOOOOODOOOOOOOOOO

RETRYIKEATTEMPTS ISAKMPOOUOO 1000000000000000000000O000O0O
O00000O00O0CONTINUOUSOOOOO0O0O0O0000000000mMmOonoo0240000
gooooooooooOoOOOOOOOOOOOOOOOmMODbOOOODOOOOOOOOOOO
0MO0000MAIN/AGGRESSIVE/QUICK OO OODOOO0OO0OO0O00DO0ODOXAUTHOODOO
O00o00o0o0oo0o0ooIPOOOOO ANYODOOOOODOOOODOOOOO

90 | CentreCOM AR570S D00 O0OOOOOO 2.9 IPsec
613-000273 Rev.J



SET ISAKMP POLICY

SENDDELETES SAOU0OUOO000O00O Delete 0000000000 0O0O0O0OOTRUEOODD ONOO
000000000000 sA0D0O0O0O0U00000OoDSsSAODDODOOODUOOoDOOoDoooooon
0000000000 ooooooo sADODDODOOODUO0OOODO0ooDooDoooDoooooon
000 FALSEO

SENDNOTIFY IKEOOOODODODOODOOOOOOOO NotifyDDOODODODOODOODOOODOOO
00000 FALSEOD

SENDIDALWAYS [SAKMPSAOOOOUOOOODOOOOOIDODOOOOOOOOOOOOOOO
00000 FALSEOD

SETCOMMITBIT ISAKMPSAOOOOOOOOOOOISAKMPOOOOO CommitD 000000
O000D0OO0OOTRUECOOD ONOOOOOODOOOSAODOOOOODODOOODOOOODOOOOSA
0000000000000 0o0000oo0oooooooon0 FALSED

SRCINTERFACE [SAKMPOOOOOUOOOOOODOODOOOOOOOOOOOOOOODOOOOIP
00000oooooooooooooooooo ISAKMPOOOODOOOOODOOO0DOOOOO
ooooooo IP00O0U0OoOoOooOoooooogo

XAUTH [SAKMPOOOO100000000O0XAUTHOOOODOOOOODOODODOOOODOOOOO
00000000 oo0oo0o00000000000D000000000O000OSERVERD O
OOOISAKMPOOOOOO XAUTHOOOOOOUOOOCLIENTOOOOOISAKMP OO OO
O XAUTHOOOOOOOOOONONEO XAUTHOOOOODOOOOOD O NONED

XAUTHNAME XAUTHOOOOOOOOOOOOOOOOODOOOOOO

XAUTHPASSWORD XAUTHOOOOOOOOOODODOOOODOOOOODOODOODOO

XAUTHTYPE XAUTHUOUOOOOOOOOGENERALODOODOODOOOOOOOOOOODODOO RADIUS
0000000000000 GENERICO

goooodf

REKEYDOOOOO EXPIRYKBYTESOOOOOOOOODOOOOOOODOOO

goooog

CREATE ISAKMP POLICYO 48 0 0 O O
DESTROY ISAKMP POLICYO 56 0 OO O
SHOW ISAKMP POLICYO 126 D O OO
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SHOW IPSEC

SHOW IPSEC

O00000IPsec/ 000000

SHOW IPSEC

g

PsecO0 00 00D0O0DOO0OOOOO

gooooogono

SecOff > show ipsec

IPSEC Module Configuration

Module Status ... ..t iee .. ENABLED
IPsec over UDP
Status ... e e CLOSED
Listen POrt . ...ttt iiinnnnnn. 2746
Module Status IPsecO0 0000000000
IPsec over UDP/Status UDPOOOOOOOESP over UDPO O OO ODOO
IPsec over UDP/Listen Port UDPOOOOOOOOOODOOOODOOODOO
a7
ooooono

DISABLE IPSECO 57 00 0O
ENABLE IPSECO 61 000 O
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SHOW IPSEC BUNDLESPECIFICATION

O000O0O0IPsec/SAODDOOOOOOO

SHOW IPSEC BUNDLESPECIFICATION [=bspec-id]

bspec-id: SAD O 000000 0OODOOO250

g

SAOD000000D0DO0O0DO0OOoOOOooOoOoOO

goooog

BUNDLESPECIFICATION SAOO0O0OO0O0O0O0O0DOOOOOOOOOOOSAODOOOOOOOOOO

SHOW IPSEC BUNDLESPECIFICATION

gobooboobbooboooboobboobooboobbobbooo

gooooogono

SecOff > show ipsec bundlespecification
ID KeyManagement ExpKBytes ExpSec
1 ISAKMP - 28800

SecOff > show ipsec bundlespecification=1

Bundle Specification

String

1 and 2

LI 1
Key Management ................. ISAKMP
SEriNg v e et e e e e e e 1 and 2
Expiry Kilobytes ............... -
Expiry Seconds .......iiiiiinia.. 28800
Num of Proposals................ 2
Proposal . ...t e e e 1
ProposalNumber ............. 1
Protocol ......... ... ... ESP
Number Of Transfroms ....... 1
Transform 0 ........... SA Spec Id 1
Proposal ...t e e e 2
ProposalNumber ............. 1
IPsec CentreCOM AR570S 0000000000 2.9
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SHOW IPSEC BUNDLESPECIFICATION

Protocol ......... ... ... AH
Number Of Transfroms ....... 1
Transform 0 ........... SA Spec Id 2
ID SAODO0O0D0OO0O0OO0D0OO
KeyManagement O000O0OMANUALOOODO ISAKMPOOOO
EXpKBytes SADDDDDDKByteEDDDDDDDDDDDDD SAO0DO0O000O0O00O0
ooo
EXpSeC SAODD0OO0OOO0O0OMSADOODOODOOOODODOOO SAODDODOOOOOOOO
ooo
String J0o00o0oboo0oono SAOO0ODOoOoOoOoo
08SAd0O00O0O00OO0O0OoooOon
Id SAO0D0OO0ODOO0O0OO0OOO

Key Management

O00O0DO0OMANUALOOOOO ISAKMPO O OO

String O00ooooooSA0DO0ODooOoOO

ExpiryKBytes SAODDOOOOKBytelOODOOODOOOO0ODOSAODDODODOOO
goooo

ExpirySeconds SAO0000D0O0OMSADODOODOODOOOOOOD SAODOOOODOOO
gooooo

Num of Proposals goooooboooooboboooo

Proposal ooooooo

Proposal Number

goooooobo

Protocol

[Psec000O0OOOESPODAHOOOOO

Number of Transforms OO0OO0O0O0ODO

Transform

o0o0o00o0o0oO0O0oO0ooOooDUOoD SAODOOOogo

goooog

09:SA00O00000O0OO0OO0

CREATE IPSEC BUNDLESPECIFICATIONO 3900 00O
DESTROY IPSEC BUNDLESPECIFICATIONO 53 000 O
SET IPSEC BUNDLESPECIFICATIONO 81 0 00O
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SHOW IPSEC COUNTERS

SHOW IPSEC COUNTERS

O00000IPsec/ 000000

SHOW IPSEC COUNTERS [={AH|ALG|ESP|MAIN|SAD|SETUP|SPD}]

0

[PsecO0 000000000 DOODODUDDUODOOO
goooog

COUNTERS 000000000000 O0ODODOODOOOOOOOOOOODOOOOOODOOOODOOD
000000000 0D0D0D0D0DAHODAHOOODDOOODODMmMALGODOOOODODODODODOOooOoOO
O0OMMESPOESPOOOOOOOOMMMAINOIPsecO 0000000000 SADOSADOO
ODO0DMmMSETUPODSA D OOOOOmMSPDOOOOOODOOODOODOODODOOODOODOODODOO
gobooobooooboooooboooobo

goooogooon

SecOff > show ipsec counters

SAD Counters
Good Failed
Find SA 1 0
Get SA 2088 2
Add SA 2
Delete SA 0 0

SPD Counters
Good Failed

policyMatchSelectors 822 1624
policyAdd

w

policyGet
policyDelete
policyGetConfig
policySetConfig
policyFindByPeer
saSpecAdd
saSpecGet
saSpecDelete
bundleSpecAdd
bundleSpecGet

o i P O O O P N O
O B O O N O O O O o W o

bundleSpecDelete

Policy Filter Counters

IPsec CentreCOM AR570S 0000000000 2.9
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SHOW IPSEC COUNTERS

localAddressMaskFailed
remoteAddressMaskFailed
localPortFailed
localNameFailed
transportProtoFailed
icmpTypeFailed

neighbourDiscFailed

setupGetSaSpecFail
setupStarted
setupSaSetupStarted
setupDone
setupBundleRemoving
removeStarted

removeDone

outProcessPkt
outNoPolicyFound

outProcessPktFinished

IPsec over UDP Counters
outPkt
outPktFail

outUdpHeartBeat

ESP setup/remove counters
setupGetSaFailed
setupHashSetupFailImm
setupFailed
removeGetSaFailed
removeHashFailImm

ESP outbound processing counters

613-000273 Rev.J

811

813

o O O o

IPsec bundle setup/remove counters:

o O O B N P O

0

1029

o O O o o

bufChainCopy 0
encryptionStart 1029
encDoneGetSaFail 0
encDoneSaBadState 0
hashStart 1029
hashDoneGetSaFail 0
hashDoneSaBadState 0
ESP inbound processing counters
bufChainCopy 0
paddingInvalid 0
hashStart 1054
hashDoneGetSaFail 0
hashDoneSaBadState 0
decryptionStart 1054
encDoneGetSaFail 0
encDoneSaBadState 0

96 | CentreCOM AR570S D00 O0OO0OOOO 2.9

localAddressRangeFailed
remoteAddressRangeFailed
remotePortFailed

remoteNameFailed

setupGetPolicyFail

setupSaSetupFail Imm
setupSaSetupFailed

setupFailed

removeSaSetupStarted

IPsec main packet processing counters:
1437

inProcessPkt
inNoPolicyFound

inProcessPktFinished

inPkt
inPktBadVersion
inPktNoPolicy
inUdpHeartBeat

setupEncSetupFailed
setupEncSetupBundleRm
setupDone
removeNothingDone

removeDone

segNumberCycled
encryptionFailImm
encryptionFail
encryptionGood
hashFailImm
hashFail

hashGood

icvInvalid
replayedPacket
hashFailImm
hashFail

hashGood
decryptionFailImm
decryptionFail
decryptionGood

o O O o

1466

1054

o O O o

o O r O O

o O O o

1054

1054

o O O o

IPsec



AH setup/remove counters

setupGetSaFailed 0 setupFailed
setupDone 1
removeGetSaFailed 0 removeNothingDone
removeDone 0

AH outbound processing counters
bufChainCopy 0
segNumberCycled 0 fragmentSeen
hashStart 1029 hashFailImm
hashDoneGetSaFail 0 hashFail
hashDoneSaBadState 0 hashGood

AH inbound processing counters
bufChainCopy
icvInvalid
hashStart
hashDoneGetSaFail
hashDoneSaBadState

COMP setup/remove counters:
setupGetSaFailed
setupDone
removeGetSaFailed

removeDone

0 replayedPacket

0 DbadPayloadLength
hashFailImm

0 hashFail

0 hashGood

setupFailed

removeNothingDone

o O O o

COMP outbound processing counters:

bufChainCopy

compTooSmall
nonExpansionBackoff
compressionStart
compDoneGetSaFail
compDoneSaBadState

COMP inbound processing counters:

bufChainCopy
decompressionStart
decompDoneGetSaFail

decompDoneSaBadState

General Algorithm Counters
nullKeymatProcessed
DES:
desKeymatProcessed
desAttachFail
desConfigureFail
desRemove
desEncodeGood
desEncodeFail
desEncodeDiscard
desEncodeGetInfoFail
TRIPLE DES INNER:
3DesInnerKeymatProcessed
3DesInnerAttachFail

IPsec

compFragment
dataExpansion
compressionFailImm

compressionFail

o O O O O o

compressionGood

decompressionFailImm

decompressionFail

o O O o

decompressionGood

1

0 desAttachGood

0 desConfigureGood

0 desDetached

8 desDecodeGood
desDecodeFail

desDecodeDiscard

3DesInnerAttachGood

SHOW IPSEC COUNTERS

1029

o O O o

1054

o O O o o
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SHOW IPSEC COUNTERS

3DesInnerConfigureFail
3DesInnerRemove
3DesInnerEncodeGood

3DesInnerEncodeFail

3DesInnerEncodeDiscard

3DesInnerEncGetInfoFail

TRIPLE DES OUTER:

3DesOuterKeymatProcessed

3DesOuterAttachFail
3DesOuterConfigureFail
3DesOuterRemove
3DesOuterEncodeGood

3DesOuterEncodeFail

3DesOuterEncodeDiscard
3DesOuterEncGetInfoFail

TRIPLE DES 2KEY:

3Des2KeyKeymatProcessed

3Des2KeyAttachFail
3Des2KeyConfigureFail
3Des2KeyRemove
3Des2KeyEncodeGood
3Des2KeyEncodeFail
3Des2KeyEncodeDiscard
3Des2KeyEncGetInfoFail
AES:
aesKeymatProcessed
aesAttachFail
aesConfigureFail
aesRemove
aesEncodeGood
aesEncodeFail
aesEncodeDiscard
aesEncodeGetInfoFail
SHA :
shaKeymatProcessed
shaAttachFail
shaConfigureFail
shaRemove
shaEncodeGood
shaEncodeFail
shaEncodeDiscard
MD5 :
md5KeymatProcessed
md5AttachFail
md5ConfigureFail
md5Remove
md5EncodeGood
md5EncodeFail
md5EncodeDiscard
DES-MAC:

desmacKeymatProcessed

98 | CentreCOM AR570S D00 O0OO0OOODO 2.9
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o

3DesInnerConfigureGood
3DesInnerDetached
3DesInnerDecodeGood
3DesInnerDecodeFail

3DesInnerDecodeDiscard

3DesOuterAttachGood
3DesOuterConfigureGood
3DesOuterDetached
3DesOuterDecodeGood
3DesOuterDecodeFail

3DesOuterDecodeDiscard

3Des2KeyAttachGood
3Des2KeyConfigureGood
3Des2KeyDetached
3Des2KeyDecodeGood
3Des2KeyDecodeFail
3Des2KeyDecodeDiscard

aesAttachGood
aesConfigureGood
aesDetached
aesDecodeGood
aesDecodeFail

aesDecodeDiscard

shaAttachGood
shaConfigureGood
shaDetached
shaDecodeGood
shaDecodeFail

shaDecodeDiscard

md5AttachGood
md5ConfigureGood
md5Detached
md5DecodeGood
md5DecodeFail

md5DecodeDiscard

o O O O o o o O O O O o o O O o o

o O O O O o




SHOW IPSEC COUNTERS

desmacAttachFail 0 desmacAttachGood 0
desmacConfigureFail 0 desmacConfigureGood 0
desmacRemove 0 desmacDetached 0
desmacEncodeGood 0 desmacDecodeGood 0
desmacEncodeFail 0 desmacDecodeFail 0
desmacEncodeDiscard 0 desmacDecodeDiscard 0
LZS:

lzsKeymatProcessed 0
lzsAttachFail 0 1lzsAttachGood 0
lzsConfigureFail 0 1lzsConfigureGood 0
lzsRemove 0 1lzsDetached 0
lzsEncodeGood 0 1lzsDecodeGood 0
lzsEncodeFail 0 1lzsDecodeFail 0
lzsEncodeDiscard 0 1lzsDecodeDiscard 0

ogooooo

SHOW IPSEC SAO 1090 00O
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SHOW IPSEC ISAKMP

SHOW IPSEC ISAKMP

O00000IPsec/ 000000

SHOW IPSEC ISAKMP

g

[PsecSAOOODODODOO ISAKMPSAODODOOOOOO

gooooogono

SecOff > show ipsec isakmp

IPSEC ISAKMP Expiry Limits - hard/soft/used
SA Id NAT-OA SA Id Peer Address DPD ISAKMP SA Lifetime (secs)
0o - 1 203.179.85.33 Act 86400/82076/356
1 - 2 222.228.212.43 Act 86400/75590/356
5 N/A (Tnl Mode) 7 200.200.200.254 IdIQR 600/569/304
6 N/A (Tnl Mode) 7 200.200.200.254 IdIQR 600/569/304
12 N/A (Tnl Mode) 13 200.200.200.254 1IdlQR 600/567/291
13 192.168.34.252 14 200.200.200.254 ©None 28800/27345/256
15 10.0.0.2 16 10.255.255.3 Act 3600/3413/49
IPSEC SA Id IPSec SA O ID
NAT-OA 000oOoIP00O0D0O0ODO0ODOODOOOOOOO N/A
ISAKMP SA Id 0000 ISAKMP SA O ID
Peer Address ISAKMPSAOOOOOO IPOOODO
DPD IPsec DPD 0 0000 0O O Act Activell) ActRx[0 ActiveReceive[ 1] IdIQy

0 IdleQueryMIdIQRO IdleQueryRetryl1 Dead D None IPsec DPD O O O
OO0 BOTHOODOOODDOOOOO IPsec DPD OO O OO NONEIO OO IPsec
DPDOOOOO NONEOD OO OOO

ISAKMP SA Lifetime ISAKMPSAOODOOOOO0D M OO0OD0OO0O0OoSAODOOOooomon
odooooSAD0U0OoO0oo0ooo0muoooooooooooog
gooogo

goooog

SHOW IPSEC SAO 1090000
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SHOW ISAKMP SA0 1300000
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SHOW IPSEC POLICY

SHOW IPSEC POLICY

O0O00oO0OglIPsec /IPsecOODOO

SHOW IPSEC POLICY|[=policy] [SABUNDLE] [COUNTERS]

policy: IPsec0 000001023000

g

[PsecO0 0000000 O0ODOOODOOO

goooog

POLICY IPsec0000000O0O0ODODODODO IPsecO0 00000000000 DOODODODODOODODOOO
goboogoooooobooooobo

SABUNDLE 00O [Psec000000O00O0O0O0DOODOSADDDOOODODODOOODODODOOO
COUNTERS OO IPsecO000O0O0OOOOODOOOOODODO

gooooogono

SecOff > show ipsec policy

Interface Name Action KeyManagement Position
eth0 isa PERMIT -

ethO vpn IPSEC ISAKMP

eth0 inet PERMIT -

SecOff > show ipsec policy=vpn

Ipsec Policy Information

Name ... ... it ittt ie e vpn

Interface ....... .. i ethO

Source Interface ................ -

Position ...........iiiiiiiia.. 2

Action ...t IPSEC

Key Management ................. ISAKMP

Isakmp Policy Name .............

Bundle Specification ........... 1

Peer IP Address Dynamic ........ FALSE

Peer IP Address ANY ..o, FALSE

Local IP Address Dynamic ....... FALSE

Peer IP AdAresSS ......eeuuuununn.. 192.168.100.2
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Local IP Address .........vuvvu..
Use PFS K&y ittt ittt iiieieeen
GrOUD e v v v e et ettt et e e et
Filter:

Local Address
Local Mask

Local Port

Local Name .......couovueemnennnn

Address
Mask

Remote

Remote

Remote

Remote Name

Transport Protocol ...........
Sa Selector From Pkt
DF Bit ittt i

UDP Tunnel

Peer Port .......... ... . ...
Peer IP Address ............
Internal IP Address

HeartBeats Enabled

Debug device

Filter debug flags

Packet debug flags

Trace debug flags

Packet debug length ............

Max Out Packet queue length

Number of Out Packets queued

Bundles
Bundle
Index SA’s State
0 0,1 VALID

Ipsec Policy SA Bundles

Bundle

Index SA'’s State
Policy .......... 12

0 1 VALID
Isakmp SA = 2

Setup/Remove Counters:

IPsec

SecOff > show ipsec policy sabundle

.168.
.255.

.168.
.255.

ANY

16
00000000
00000000
00000000
72

20

0

Expiry L
Bytes

-/-/268846

Expiry Limits - hard/soft/used

Bytes
Seconds

-/-/3123

28800/25196/7

SecOff > show ipsec policy=vpn counters

.100.1

SHOW IPSEC POLICY

1.0
255.0

10.0
255.0

imits - hard/soft/used

Seconds

28800/25200/11985

CentreCOM AR570S 0000000000 2.9
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SHOW IPSEC POLICY

setupStarted 1 setupSaSetupFailImm 0
setupSaSetupStarted 2 setupSaSetupFailed 0
setupDone 1 setupFailed 0
removeStarted 0 removeSaSetupStarted 0
removeDone 0

Outbound Packet Processing Counters:
outDeny 0 outPermit 0
outNoBundle 0 outNoBundleFail 0
outMakeSetupStrctFail 0 outSetupBundleFail 0
outBundleSoftExpire 0 outBundleExpire 0
outProcessStart 2058 outProcessFailImm 0
outBundleStateBad 0 outProcessFail 0
outProcessDone 2058

Inbound Packet Processing Counters:
inDeny 0 inPermit 0
inCompUncompressed 0 inActionIpsecFail 0
inBundleStateBad 0 inNotFirstSaInBundle 0
inProcessStart 2108 inProcessFailImm 0
inProcessFail 0 inProcessDone 2108
inEndOfBundle 0 inPrematureEndBundle 0
inBundleSaMatchFail 0 1inPolicyActionFail 0
inPolSelectMatchFail 0 inBundleReplaced 0
inBundleSoftExpire 0 inBundleExpire 0

Interface goooooooood

Name IPsecO00 OO0

Action O0O0O0O0OoIPSECOIPsec 0 0 M PERMITO OO M DENYOOOOOOOODO

KeyManagement O0000O0OMANUALOOODO ISAKMPOOOO

Position gooooooooo

O11:IPsecO0O000O0O0OO0O

Name IPsecO00 000

Interface goooooooood

Position gooooooooad

Action 00 0000IPSECOIPsec O O M PERMITO O O O DENYDO O

gooogooo

Key Management

O00O0O0OO0OMANUALODOOOO ISAKMPO O OO

Isakmp Policy Name

IKEOODOD 1000000000000 ooo ISAKMP OO
oo

Bundle Specification

o000 SAOO0U0OoOoUOoOooo

Peer IP Address Dynamic

CentreCOMAR570S 0000000000 2.9
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SHOW IPSEC POLICY

Peer IP Address Any

PEEROOOODOOO ANYODOOOOO IPOOOOODO IPsec
SAD000000000D0O0OD0O0OO0O0OOoDoOOooooooon

Local IP Address Dynamic

oooooIPO0000OO0OO0DOODOOOOOOO

Peer IP Address

OO0 IPsecO00O0IPOODOO0OMPsecd00O0O0OOODODODODO
googd

IP Route Template

IPOODOOOOOOOO

Local IP Address

O000O0IPOO0O0OO0OIPsecOD0000OOOODOOOOO
RN

Use PFS Key Perfect Forward Security (PFS) 000000000
Group Diffie-HellmanO OakleyO 0O 0 0O O
Filter IPsecO00000D0OODODODOODODOOOOOOOOOOOOOODO

gbooboooobooooboo

Local Address

oooooIPoOOO

Local Mask

oooooIPO00O0O0Ooooooong

Local Port

goboooboo

Local Name

goboooboogoo

Remote Address

oooooIPoOOO

Remote Mask

oooooIPO00O0O0OoOooooong

Remote Port

goboooboo

Remote Name

goboooboogoo

Transport Protocol

gbobogobogoooon

SA Selector From Pkt

gooogooobobobobbooooobobbbbboooooo
RN

DF Bit

OO0 IPO0O00O0O0ODOOOOOOOOODOOOOODE BitODOOO
COPYOD UOUOoOooDooo IPODODOOODODOOMSETOOODO
O CLEARODODOODODO

Debug device

goboooboooooobooobooobo

Filter debug flags

00000000000000000000000000O00/0
goboooboogoo

Packet debug flags

gooogooobobobobbooooobobbbbboooooo
goboooboooboooobooobooobo

Trace debug flags

gobooobooooboboooboobbon

Packet debug length

gobooobooooboboooboobbon

Max Out Packet queue length

gbobogobogoooon

Number of Out Packets queued

gobooobooooboooboobbo

Bundles 0000000000000 0DsSACDO0O0OOoODOOOOOOn
oono

Index SADOOO ID

SAs OoDoooOg SAID
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SHOW IPSEC POLICY

State

SAO0O00O0000O0VALIDOINVALIDOCREATINGOREMOV-
INGOODOOO

Expiry Limits - hard/soft/used

O0000SAUDODOODOODO SAUOOsoftlimit0 000000
O0000000Ohard limit00 000 SPDOODOOOOO

ExpiryBytes D000 sSAD00OoO0UooDo0muoooooooooon
OO0hard IimittD0 00000000000 soft imittDO OO0
goooooooo

ExpirySeconds O0000SAD00DDO000MOO0OD0000D000O0Ohard
ImittD 000000000000 softlimittD 00000000
O
012:PsecO00000000

Policy IPsecO0ODOO0O

Index ooooooSAoOoOoo ID

SAs oooooo SAID

State SAO00D0000O0VALIDO INVALIDO CREATINGO REMOV-

INGOOODOOoOD

Expiry Limits -

00000 SAOO0UOOOOSAOOsoftlimit00000000

hard/soft/used D0000O00Chard limit0O OO0 SPDOOCOOOCOO

ExpiryBytes 0000 SAD0O0ODO0OU0OoD@ooooooooooog
Ohard imittI 000000000000 soft limittD 000000
goooooo

ExpirySeconds O0000SA00DDO0O00O0MODO0O000D00000000hard
ImittD 00000000000 Osoft imittD 000000000

IsakmpSA Ddoooooooooooo ISAKMP SA O 1D

0 13: SABUNDLECO OO OOOOO

Setup/Remove Counters

SAO0O0D0OO0O0O0O0OOO0ODOOOOO0OOOOOO
0 O setupStarted

setupSaSetupStarted SADOO0OO0O0DOO0O0O00
setupDone SADO0O000D00OO0O000O000O0
removeStarted SADOO0OO0O0DOO0O0O00
removeDone SADOO0O0O0DOO0O0O00
setupSaSetupFaillmm SADO0O0D0O0O000DOOO0OO0O0
setupSaSetupFailed SAO0O0OO000O00D000
setupFailed SAOO000DODOOOO0OOOOOO
removeSaSetupStarted SAOO0OO0OO00O00

Outbound Packet Processing Counters 000 SAOO0OO0O0O0000000O0000O0OO0ODOOO
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SHOW IPSEC POLICY

outDeny 00000000 DENYODOOOOO IPsecO 0000
goooooo
outNoBundle 00000000 SADODOOOOOOO IPsecOd OO

goobooobooboo

outMakeSetupStrctFail

0000000000000 0oooDooOoooD SA
gobooooboooooobooobo

OutBundleSOftEXpire DdooooooooSAoOooooooooooog
goododoooooooooo

outProcessStart D0000o0oooooo IPsecOOODOOOOO

outBundleStateBad O00D00o0o00oooooooooooodon IPsec OO
gobooooogo

outProcessDone O0000o0oooooo IPsecOOODOOODOO

outPermit O0O000000 PERMITOOOOOO IPsecO OO0
gooooooo

outNoBundleFail DdoooooodIPsecODD0dDOOooOoOooOoOO
ggbdooogooooo

OutSetupBundleFaﬂ odooooooSAd0O0OoO0OOoOOoOooooOoooon

OutBundleEXpire odooooooooSsSA0doooooooooooon
gooooogo

outProcessFaillmm 0000000 UoogIPsecDbDODUOODDOO

outProcessFail O0000o0oooooo IPsecOOODOOODOO

Inbound Packet Processing Counters

D00 SAO000ODOOOUOO0OODDOOOOOOOoOOOn
U

inDeny

00000000 DENYODOOOOO IPsecOOOO0O
goooooo

inCompUncompressed

googoo

inBundleStateBad D0oo0ooooood IPsecODDOOOoOooOoOO
gooooooo

inProcessStart O0000o0oooooo IPsecOOODOOOOO

inProcessFail O0000o0oOooooo IPsecOOODOOOOO

inEndOfBundle OoodooopoooooSAoDO0DOoOoooooooooo
goboogooogg

inBundleSaMatchFail odoooooooooooosSAODooooooog
O

inPolSelectMatchFail D0ooodooo IPsecOd000oOoooooOoOoOO
gooooo

inBundleSoftEXpire DdooooooooSAoOooooooooooog
goododoooooooooo

inPermit O0000000 PERMITOOOOOO IPsecOOOO
gooooooo
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SHOW IPSEC POLICY

inActionIpsecFail O0000oooooo IPSECOO0OD0ODO IPsecOO
gobooooogo

inNotFirstSaInBundle odoooooooooooooooo SAoDoooog
gd

inProcessFaillmm 00000000 oogIPsecDDODUOODDOD

inProcessDone O0000o0oooooo IPsecOOODOOOOO

inPrematureEndBundle

O000o00oD0o0o SA0D00OOoOOoOooooooooo
gobooobooooooooo

inPolicyActionFail 000 IPsec000000DOODOOODODOOODOOOODO
inBundleReplaced 0oo0oooooooooosSADOoooooooOoo
O
inBundleEXpire J00ooooooooSAOO0DODOOO0O0OoUoUoOoOooO
goooooo
0 14: COUNTEROODOOODOOO
ooooono

CREATE IPSEC POLICYO 41 0 00O
DESTROY IPSEC POLICYO 540000
SET IPSEC POLICYO 820000
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SHOW IPSEC SA

SHOW IPSEC SA

O00000IPsec/ 000000

SHOW IPSEC SA[=sa-id] [COUNTERS]

sa-id: SA 0 0 000 655350

g

SAO000O0O0O0OSADODODOOOOOODOO

goooog

SA SAO0O000OO0OQOOOOO0OSAOODUOO0OOOOOOOODOOOOOOOOODOOSAODODOOO

gooogo
COUNTERS SAOO0O0OOOOOOOOOOO

gooooogono

SecOff > show ipsec sa

SA Id Policy Bundle State Protocol OutSPI InSPI
vpn 1 valid ESP 3577978286 3190700549
vpn 1 valid AH 3450680056 1070646111
SecOff > show ipsec sa=1
SA Td ot e e e e e e e 1
POLiCY ittt e e e e e e e vpn
Bundle ..... . i e e 1
SA Specification Used ................. 2
State ... e Valid
Protocol ... ... AH
MOAE &ttt e e e e e e e e e e e e e e TUNNEL
Outbound SPI . ... ...ttt 3450680056
Inbound SPI . ...ttt it 1070646111
Local tunnel IP address .........eeeo... 192.168.100.1
Remote tunnel IP address .............. 192.168.100.2
Hash algorithm .............. ... ....... MD5
Hash ENCO channel............. ... ..... 3
Filters
Local IP addreSS ... vviiiuinnnnnnn. 192.168.1.0
Local IP address mask ............... 255.255.255.0
Remote IP addreSS ......ueuuunnnnnn. 192.168.10.0
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SHOW IPSEC SA

Local Name .......oiiuuuunneennn
Remote Name ...................
DF Bit ottt e e

Debug device ..........iii..
Filter debug flags ..............
Packet debug flags ..............
Trace debug flags ...............

SecOff > show ipsec sa counters

SA: 0

outProcessStart 1029
outProcessFail 0
ESP:
espOutBufChainCopy 0
espEncryptionStart 1029
espEncryptionFail 0
espOutHashStart 1029
espOutHashFail 0
AH:
ahOutBufChainCopy 0
ahSegNumberCycled 0
ahOutHashStart 0
ahOutHashFail 0
IPCOMP:
compOutBufChainCopy 0
compTooSmall 0
nonExpansionBackoff 0
compressionStart 0
compressionFail 0

Inbound packet processing counters:

inProcessStart 1054
inProcessFail 0
ESP:
espInBufChainCopy 0
espInHashStart 1054
espInHashFail 0
espDecryptionStart 1054
espDecryptionFail 0
espIcvInvalid 0
AH:
ahInBufChainCopy 0
ahBadPayloadLength 0
ahInHashStart 0
ahInHashFail 0
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Remote IP address mask .........

Last sent sequence number ........

Anti-replay checking enabled .....

Packet debug length ..............

Outbound packet processing counters:

outProcessFailImm

outProcessDone

espEncryptionFailImm
espEncryptionGood
espOutHashFailImm
espOutHashGood

ahFragmentSeen
ahOutHashFailImm
ahOutHashGood

compFragment
dataExpansion
compressionFailImm

compressionGood

inProcessFailImm

inProcessDone

espReplayedPacket
espInHashFailImm
espInHashGood
espDecryptionFailImm
espDecryptionGood
espPaddingInvalid

ahReplayedPacket
ahTcvInvalid
ahInHashFailImm
ahInHashGood

1029

1029

1029

o O O o

1054

1054

1054

o O O o

IPsec



IPCOMP:
compInBufChainCopy
decompressionStart

decompressionFail

SA: 1

Outbound packet processing counters:

outProcessStart
outProcessFail

ESP:
espOutBufChainCopy
espEncryptionStart
espEncryptionFail
espOutHashStart
espOutHashFail

AH:
ahOutBufChainCopy
ahSegNumberCycled
ahOutHashStart
ahOutHashFail

IPCOMP:
compOutBufChainCopy
compTooSmall
nonExpansionBackoff
compressionStart

compressionFail

Inbound packet processing counters:

inProcessStart
inProcessFail

ESP:
espInBufChainCopy
espInHashStart
espInHashFail
espDecryptionStart
espDecryptionFail
espIcvInvalid

AH:
ahInBufChainCopy
ahBadPayloadLength
ahInHashStart
ahInHashFail

IPCOMP:
compInBufChainCopy
decompressionStart

decompressionFail

1029
0

o O O o o

1029

o O O o o

1054
0

o O O O O o

1054

decompressionFailImm

decompressionGood

outProcessFailImm

outProcessDone

espEncryptionFailImm
espEncryptionGood
espOutHashFailImm
espOutHashGood

ahFragmentSeen
ahOutHashFailImm
ahOutHashGood

compFragment
dataExpansion
compressionFailImm

compressionGood

inProcessFailImm

inProcessDone

espReplayedPacket
espInHashFailImm
espInHashGood
espDecryptionFailImm
espDecryptionGood
espPaddingInvalid

ahReplayedPacket
ahTcvInvalid
ahInHashFailImm
ahInHashGood

decompressionFailImm

decompressionGood

SHOW IPSEC SA

1029

o O O o

1029

o O O o

1054

o O O O O o

1054

SA Id SA ID

Policy

IPsec

O0SAODDOOOOO IPsecOOOOO
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SHOW IPSEC SA

Bundle SAODOOOOSAOOOO ID

State SA 0O 00 OUNDEFO VALIDO CREATINGO REMOVING OO OO DO

Protocol SADOOOO IPsecO 0 0OOOOESPOAHOOOOO

OutSPI 0000000000 SPIO Security Parameter IndexO

InSPI 0000000000 SPIO Security Parameter IndexO
015:SA0000

SA Id SA ID

Policy OO0 SAOO0OODOOOOO IPsecODDOOn

Bundle SAODOOOOSAOOOO ID

SA Specification Used

SAOD00000OO0OSAODODOOOO

State SA 0000 UNDEFO VALIDO CREATINGO REMOVING
googoo

Protocol SAOO0O000 IPsec000OOOESPODAHOODOODO

CPI googoo

Mode SAO0O00000TUNNEL O TRANSPORT

Outbound SPI

000000oood SPIO Security Parameter Index[

Inbound SPI

000000oood SPIO Security Parameter Index[

Local tunnel IP address

Psec0 00000000000 IPODOODOODOOOOOO
goobooobooboo

Remote tunnel IP address

Psec0 00000000000 IPODOODOODOOOOODO
goobooobooboo

Encryption algorithm

ESPSACOOOO0DOOOOOOOOOOESPSAOOOOO

Encryption ENCO channel

Oo0o0Oo0OO0O0ODDOODOD ENCOODODODODDDOESP SA
googoo

Hash algorithm

AHSADESPSAOODOOOOOODOOOODOOOODOOO
AHSAO ESPSACOOOO

Hash ENCO channel

O000000000o00O0 ENCOOOOOoOoOoOAH SA
OESPSAOOODOO

Compression algorithm

googoo

Compression ENCO channel

googoo

NAT-Traversal NAT-OA

NAT-Traversal I NAT-TOO OO O NAT-OAOOOOOOO
gooooooood

Peer original source IP address

oooooooooooooIPoooOO

Peer original destination IP address

oooooooooooooIPoooOO

Filters

SAOD0000OO0IPsec000000OODOODODOOODOONO
goobooooboogn

Local IP address

oooooIPooOOO

Local IP address mask

oooooIP00Ooooooooog

Remote IP address
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SHOW IPSEC SA

Remote IP address mask

oooooIP0O0O0oOooooooog

Local Name

goooooboogoo

Remote Name

goooooboogoo

Local port number

goooobboo

Remote port number

goooobboo

Transport protocol

goboooobooobogoo

DF Bit

OO0 IPOOODOO0OODOOOODOOOOOOODEBItODOOO
CcCOPYIOoOoOouooooIPODOO0OUODODOODDDOMmMCLEAR
OO00D0D0DmMSETOODOO0OODOODOOO

Last sent sequence number

SAD0000000000DO0DO0OO0Ooog

Anti-replay checking enabled

goboooboooooooo

Anti-replay window size

goboooboooooooo

Last received sequence number

SAD0000000000D0D0OO0OOoog

Anti-replay bitmap

goboobobooboboboobobooboboobo
gobooobobooboboobbuoobnbboobOooO
On0d0000D000O0O0OO0ODO0OO0OOO0OMOIoO0oOOonDGd
odddoooooooooooomoooooooooood

RN

Debug device

goboooboooooooboooboobo

Filter debug flags

oo uoo
0/00000000000

Packet debug flags

goboobobooboboobobobooboboobo
gbobooobogoooboooboboooboobbo

Trace debug flags

gobooobooooboobbooboon

Packet debug length

gobooobooooboobbooboon

016:SA000

outProcessStart 00000o0ooooooooooogo

outProcessFail 00000o0ooooooooooogo

outProcessFaillmm g ooonooooo

outProcessDone oo0o0o0o00o0oooooooooo

espOutBquhainCopy oooooooOo ESPOO0OO0OO0ODOO0OODOOOOODOOOOOOOOO
ao

espEncryptionStart ESpO0O0O0OooOooOoon

espEncryptionFail ESpO0OO00O0O0OO0O0O

espOutHaShStart ooooooooooo ESsPOoO0OoooOooon

espOutHaShFail ooooooooooo ESsPOoO0OoooOooon

espEncryptionFaillmm ESPOO000000O0ooon

espEncryptionGood ESpOo0O0ooOooOoon

espOutHashFailImm ooooooooooo ESPOOO0OOOOOOOOn

IPsec CentreCOM AR570S 0000000000 2.9

613-000273 Rev.J

113



SHOW IPSEC SA

espOutHashGood OooooooOooooD ESPoOOOOOODOO

ahOutBufChainCopy 00000000 AHOOODODOOOooOoOOoooooooooooooo
uo

ahOutHashStart Oo000oooO0o0o0D AHODOOoOoOOoooOo

ahOutHashFail O000oooO0o0o0D AHODOOOoOoOOoooOo

ahSeqNumberCycled AHOOOOOOODOOODODODOOoOOoOoooo

ahOutHashFaillmm Oo000oooO0o0oD AHODOODOoOOOooooooo

ahOutHashGood O000oooO0o0o0D AHODOOoOoOOoooOo

compOutBufChainCopy 0 O0OO0O00

nonExpansionBackoff oooono

compressionStart oooono

compressionFail

compTooSmall oooon

dataExpansion ooooo

compressionFaillmm oooon

compressionGood oooono

inProcessStart 0ooo0oooooOooooooon

inProcessFail ooboooooooooooooooooo

inProcessFaillmm oooooooo0oooooOoooboooooo

inProcessDone ooboooooooooooooooooo

espInBufChainCopy Oo0oooooOo ESPOOOOODOOOOOOOOOOOOODOOODOO
uo

espInHashStart Oo0oooooOooooD ESPoOoOOOooOOOOODOO

espInHashFail OooooooOo0oooD ESPoOOOO0OOOOOO

espDecryptionStart Oo0oooooOo0oOooD ESpPoOOOO0OOOOOOOO

espDecryptionFail OooooooOooooD ESPoOoOO0OoOoOOOOOO

esplcvinvalid ooO0oICvooo ESPOOOO0OOO

espReplayedPacket 0000000000O0o0D ESPO00OOOOO

espInHashFaillmm Oo0oooooOo0oooD ESpoOOO0O0OOOOOOOO

espInHashGood OooooooOo0oooD ESPoOOOO0OOOOOO

espDecryptionFaillmm 00000000000 ESPOO0O0OO0O0OOOODOOOOOO

espDecryptionGood 00000000000 ESPOOOODOOOOODOOO

espPaddingInvalid OoooooooOo ESPOOODOOOO

ahInBufChainCopy 00000000 AHOOODODOOOooOoOOoooooooooooooo
uo

ahBadPayloadLength Oo00ooooOoooooD AHOODODOOOO

ahInHashStart O000oooO0o0o0D AHODOOoOoOOoooOo

ahInHashFail Oo000oooO0o0o0D AHODOOoOoOoooOo
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SHOW IPSEC SA

ahReplayedPacket Oooooooo0oooO0 AHOOOOOoooo
ahlcvInvalid oooICvooo AHOOOOOOO
ahInHashFaillmm O000oooO0o0oD AHODOODOoOOoOooooOo
ahInHashGood Oo000oooO0o0o0D AHODOOoOoOoooOo
compInBufChainCopy ooooo

decompressionStart ooooo

decompressionFail ooooo

decompressionFaillmm 00000

decompressionGood ooooo

0 17.COUNTEROOOOOOOO

goooog

SHOW IPSECO 920000
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SHOW IPSEC SASPECIFICATION

SHOW IPSEC SASPECIFICATION

O000O00IPsec/SAOOOO

SHOW IPSEC SASPECIFICATION|=saspec-1id]

saspec-id: SA 0000000002550

g

SAOD00000000D0DO0OOOoog
goooog

SASPECIFICATION SAOO0O0OO00O00OOOOOOOOSADOOOOO0OOOOOOOOOOOOO
000000 SA000O0O0ooooooooog

gooooogono

SecOff > show ipsec saspecification

ID Proto KeyMan Mode EncAlg HashAlg CompAlg InSpi EncKey HashKey
ESP ISAKMP TUNNEL DES SHA - - - -
2 AH ISAKMP TUNNEL NULL MD5 - - - -

SecOff > show ipsec saspecification=1

Sa Specification

Id o e e 1
Protocol .......... ... ESP
Key Management ................. ISAKMP
MOde &t e e e e e e e e TUNNEL
Encryption Algorithm ........... DES
Hash Algorithm ................. SHA
Compression Algorithm .......... -

In SPT ittt e e e e e -

Out SPT ...ttt it -
Encryption Key .. ..., -

Hash Key ...ttt iiiii -
AntiReplay Enabled ............. FALSE
Replay Window Size ............. 32
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SHOW IPSEC SASPECIFICATION

1D SAOODOOOO

Protocol [Psec0 000000000000 ESMOO0O000000MAHIODOODOOOO
goooo

KeyMan ODO00OD0DO0DOMANUALDOOOOOO ISAKMPO OO O

Mode SAODOOOOOTUNNELOOOOOOODOOO TRANSPORTO OO OO OO
gooogo

EnCAIg ESPOCOO0OoooOooogg

HashAlg AHO ESPOO0O0O00OO0O00O0OOOOOOOO

CompAlg ooooo

InSpi 0000000000 SPIO Security Parameter IndexO

EncKey ooooo

HashKey oooooooooo

018&SA0D0O0OOooo0

Id

SADDOO0OOO

Protocol

[Psec0 000000000 OOOESPOOOOOOOOOMAHOOD
gobogooobooon

Key Management

O000DO0DOMANUALDOOOOODO ISAKMPO O OO

Mode SAODODODOOOTUNNELDOOODODODOO TRANSPORTO O OO
gooooooo
Encryption Algorithm ESPO0O0O0OO00O0OOO0OOoODOO

Hash Algorithm

AHO ESPO0O0OODOOODOOODOOOOOO

Compression Algorithm

gobogoo

In SPI

00o0o0o0ooooo SPIO Security Parameter Index[

Out SPI 0000000000 SPIO Security Parameter IndexO
Encryption Key ooooo
Hash Key goooooooon

AntiReplay Enabled

000000000000 TRUEM O OOFALSEOD

Replay Window Size

O00000oo0o0ooooOoO320640128025600000

goooog

019:SA0000000

CREATE IPSEC SASPECIFICATIONO 46 0 0 OO
DESTROY IPSEC SASPECIFICATIONO 55000 O
SET IPSEC SASPECIFICATIONO 86 0 O O O

IPsec
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SHOW ISAKMP

SHOW ISAKMP

00 0000IPsec / ISAKMP

SHOW ISAKMP

g

ISAKMPOOOOOOOOODOOODOOO

gooooogono

SecOff > show isakmp

ISAKMP Module Configuration

Module Status ......iiiiiii i ENABLED
UDP POTEL ittt ittt i i e e e e e e e e 500
DeEbUG Flag .. viiii ittt e e et e e 00000000
Global Debug Device ........ouieiieennn.. 0

LoCal RSA KeY vttt ittt ettt ettt eeeee e -

VPN Client Policy Server Enabled ....... FALSE

VPN Client Policy File Name ............

Module Status ISAKMPOOOOOOOOODOO
UDP Port ISAKMPOOODODOOOOOoOoo ubrPoOoO
DebugFlag gooooooooooboooooooooooooooooo

0000o00ooDooooooo oUW oooooooon
00 1000@Mo000oooooo3000moonooo

01000
Global Debug Device ooo00oO0ooooooooooo
Local RSA key 000000 RSAODOOOO
VPN Client Policy Server Enabled 0OO0O000D0O00O00000O0000O0O0O000O
VPN Client Policy File Name gboobooboboboboboobbooboboobobob
gooodg
0 20:
gbooood
DISABLE ISAKMPO 59 0 0 0 O
ENABLE ISAKMPO 650000
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SHOW ISAKMP COUNTERS

SHOW ISAKMP COUNTERS

00 0000IPsec / ISAKMP

SHOW ISAKMP COUNTERS [={AGGRESSIVE|GENERAL|DPD|HEARTBEAT|INFO|IPSEC|MAIN]|

NETWORK|QUICK|SAD|SPD|TRANSACTION|XDB}]

ISAKMPOOOODOODODOODOODOODODODODODODOODODOODOO

goooog

COUNTERS 000000000000 0000000OO000OO0OOOODOOOOOOOOOOOON

gooooogono

ISAKMP General Counters
acquire
acquireNoPolicy
acquireEquivFound
acgPhlXchgStartFailed

acquireQueued

acquirePrenegNoPolicy

badSpiRequests
badSpiInAggrMode

msgInitPhlp5StartFail

doneGood

doneSendConNoSa

msgTx
txEncryptNoExchange
msgTxStartEncrypt
txEncryptFail
msgTxEncryptExpKBytes

txRetryTxd
retryIkeAttemptsPhl

msgRxd

IPsec

o O O o o

o O O O O o O

o O

SecOff > show isakmp counters=general

acquireNoSa
acgPh2EquivInProgress
acgPh2XchgStartFailed

acgPeerAddrNameIncons

badSpiFromKnownPeer
badSpiSendNotifyUnset

donePhaselFailed

msgTxd

msgTxEncryptNoEncoPrc

txEncryptGood

txRetryXchgTimedOut
retryIkeAttemptsPh?2

o O O o
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SHOW ISAKMP COUNTERS

msgRxInconsistLengths 0 msgRxBadLength 0
msgRxBadReserved 0 msgRxBadVersion 0
msgRxBadNextPayload 0 msgRxUnexpectedMsg 0
msgRxNoExchange 0 msgRxNoExchangePhasel 0
msgRxP1NoXcgNotlstMsg 0 msgRxPhlUnkwnXchgType 0
msgRxPhlXchgStartFail 0 msgRxPhlMsgIdNotZero 0
msgRxP15XchgStartFail 0
msgRxPhase2NoSa 0 msgRxNoExchangePhase?2 0
msgRxPh2XchgStartFail 0 msgRxPh2UnkwnXchgType 0
msgRxEncrypted 0 msgRxEncryptdUnexpect 0
msgRxBadPad 0 msgRxBadPadLength 0
msgRxPayBadNextPay 0 msgRxPayBadReserved 0
msgRxDecryptNoEncoPrc 0 msgRxStartDecrypt 0
msgRxPlain 0 msgRxPlainUnexpected 0
msgRxBadPortIpChange 0 msgRxFailOldPort 0
msgRxPayBadLength 0
rxDecryptNoExchange 0 rxDecryptedBadLength 0
rxDecryptGood 0 rxDecryptFail 0
rxDecryptedBadPad 0 rxDecryptBadPadLength 0
rxDecrptPayBadNextPay 0 rxDecryptPayBadRsvd 0
rxDecryptPayBadLength 0
infoNoMatchingPolicy 0 infoPhlNotifyDisabled 0
infoPhlNoDelAllowed 0 1infoPhlExchgStartFail 0
infoPh2SANotFound 0 infoPh2SANotActive 0
infoPh2NotifyDisabled 0 infoPh2DeleteDisabled 0
infoPh2XchgStartFail 0
deleteDelayStarted 0 deleteDelayNotUsed 0
deleteDelayPktsRxd 0 deleteDelayRetrySent 0
deleteDelayConSent 0 deleteDelayConNoSA 0
deleteDelayTxExceeded 0 deleteDelayPktDiff 0

ogooooo

SHOW ISAKMP EXCHANGED 121 00 0O

SHOW ISAKMP SAC 130 00 0O
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SHOW ISAKMP EXCHANGE

SHOW ISAKMP EXCHANGE

00 0000IPsec / ISAKMP

SHOW ISAKMP EXCHANGE [=exchange-id]

exchange-id: ISAKMP Exchange 0 O 0 00 429496729501

g

ISAKMPOOOOODOOOODODDODOODDOODDODODODDOOODOOO

goooog

EXCHANGE ISAKMP Exchange OO

gooooogono

SecOff > show isakmp exchange

ISAKMP Exchanges

Id Phase State PeerAddress

SASENT 1.1.1.1

IPsec
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SHOW ISAKMP EXCHANGE

Id ISAKMP OO ID
Phase ISAKMPOOOGOGO10150200000
State 00000 0Main O O 00O Identity Protection O O 00 O

IDLEOSASENTOSARECVOKESENTOKERECVO AUTHSENTO
AUTHRECVOUP O O 0O O 0O OQuick O O O O O OSTART-
INGOWAIT_-HASH_SA _NONCEDO WAIT_HASHO RECEIVING.
MESSAGECSENDING_HASH _SA_NONCEOSENDING_-HASHO
DONE O O0OD 00 Aggressive I 000 Aggressive 100000
IDLEOSAKESENTOSAKERECVOSAKEAUTHSENTOSAKEAU-
THRECVO AUTHSENTO AUTHRECVO UP O 0O 0O 00O O Trans-
action 0 O 0O O 0OIDLEO REQSENTO REQRECVO REPSENTO
REPRECVOSETSENTOSETRECVOACKSENTO ACKRECVOUP
000000 Informational 0 00 O IDLEO SEND_RUTO WAIT-
RUTAOSEND RUTAODONEO OO OOOOOOOOOOOOO

gooobooooobboooooboooobbbooooo

0000000000000 ooooo DELETEDELAY OO O

gooo
Peer Address/Peer IP Ad- ISAKMPOOO IPOOODO
dress
Type 00 000D0MAINOAGGRESSIVED TRANSACTIONO INFOO
QuUICKODOOoOOoOO
0 21: Exchange 0 OO0 000
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SHOW ISAKMP EXCHANGE

ISAKMP Exchange

goboobobboon

Id

ISAKMP 00O ID

Phase

I[SAKMPOOOOOD101.50200000

State

00000 0Main O O OO Identity Protection 0 O 00O O
IDLEO SASENTO SARECVO KESENTO KERECVO AUTH-
SENTO AUTHRECVOUP O OO OO0O0OQuick 000000
STARTINGO WAIT_HASH_SA_NONCEO WAIT_HASHO
RECEIVING_MESSAGED SENDING_-HASH_SA_NONCED
SENDING_HASHO DONE 0O 0 0 O O 0 Aggressive 0 0 [
0 Aggressive 0 0 0O 0 0O O IDLED SAKESENTO SAKERECVO
SAKEAUTHSENTO SAKEAUTHRECVDO AUTHSENTO
AUTHRECVO UP O O0ODO OO Transaction 0 0 O O OIDLED
REQSENTOREQRECVOREPSENTOREPRECVOSETSENTO
SETRECVO ACKSENTO ACKRECVO UP O 00 00O O Infor-
mational 00 0 0O IDLEOSEND_RUTOWAIT_RUTAOSEND_
RUTAODONEOOOOOOOODOOOOOOODOOOOOOO
goooobbooobbooobbooboooogboooo
O000o00ooO0oooooo000 DELETEDELAY OO OO
ao

Type

000000 MAINCAGGRESSIVECTRANSACTIONOINFOO
QuICKOOoDOooo

Initiator

gobbobboobomoobobobboobboobo

DOI

DOIO Domain Of Interpretation[ IPsec 0 000 0O

Policy name

ISAKMPO OO OO

SA

ISAKMP SA OO

Peer Address/Peer IP Address

ISAKMPOODOODODODOODOODOOO IPODDOOO

Local IP Address

ISAKMPOODOODODODODODOODDODODOO

Encrypted

ISAKMP SAOO0OO0OO0OO0DOODOOOOOOOOO

Expecting message

gobbobboobooobooooboo

Has SA

ISAKMP SAOOOOOOOOOOOO

Initiator Cookie

000doooDoooooogoooooooo 8oooooon

Responder Cookie

o0o0o0ooooooooooooog 8gooooon

Message 1d

0000200000000000000040000000

Set Commit bit

D000 ISAKMPOODOOO Commit0 000000000
U

Commit bit received

D000o0oog Commit0O0O0O0O0OODOODOODODO

Send notifies

NotifyOUODOOOOODOOOOOO

Send deletes

Delete 00000000000 DOOO

Message Retry Limit

IPsec

gobbobbooboo
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SHOW ISAKMP EXCHANGE

Packet Retry Counter

gobbobboobooobooooboo

Initial Message Retry Timeout (s)

goboooboboooooooobo

Packet Retry Timer (time left(s))

gogbobobboobooobooboooboobbo

Main and Aggressive Mode

MainO OO0 Aggressive 00 0000000000000

ENCO Pass

ENCOOOoOoooooooooooo

Shared Key Id

ODUOO0UOOOPRESHAREDOD D OODODODOODOODOOO

Peer RSA Key Id

OO0 RSAOODOOO

Local RSA Key Id

OO0 RSADOOOOOO

Peer Certificate Id

oooooo ID

Local Certificate Id

oooooo ID

Local Policy

gooooon

Remote Policy

gooooon

Transform

Transform 0000 0000000000000

Transform Number

SAO0OO000D00000 Transform OO0 00000

Transform Id

Transform OO0 00O ID

Encryption Algorithm

gobbobobgo

Authentication Algorithm

gobobobbo

Authentication Method

0000100000000000000PRESHAREDD OO
O00O0OO0ORSASIGOOOOOO

Group Description

Diffie-HellmanO OakleyOO O O O O O OMODP7680
MODP10240 INVALIDO NONECO OO OO

Group Type

Diffie-HellmanO OakleyD O O OO 00O

DH Private Exponent Bits

DHOODODODODODODOODOODOOO

Expiry Seconds

0000o0oo0oooooosSADoDooooog

Expiry KBytes

00000000 ooooosSA00D0ooooooooo

Transaction Mode

Transaction OO OO0 0OO0O0O0O0O0O0ODOO

Mode Transaction 0 000 00O XAUTHOSETO REQ U OO OO
Id 0o ID

Quick Mode Status QuickDDUOO0OOOODOOoOooOOOO

SA id ISAKMP SA 00 ID

local address

oooooIPoOoOO

policy name

ISAKMPOOOODO

use PFS-KEY Perfect Forward Security for keys 000000000
use PFS-ID Perfect Forward Security for IDsUO O O0O00O000
DH group ID Diffie-HellmanO OakleyO 0O 0O O O ID

msg retry limit

gobbobbooboo

msg retry timeout

gogbobobboobooobooboooboobbo

IPSEC exchange info
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SHOW ISAKMP EXCHANGE

IDi oooIboooooo
type IDOOO

protocol Id ooooo ID

port oooID

data IDOOO

IDr oooIboooooo
group Id IPsecO0000 ID

Sa Definition Information

SAODDO0OO0DDOOODOOOOOOO

Authentication Type

SAODDOOOO

Encryption Algorithm SAODOO0OO0OO0ODOOOOO
HashAlgorithm SAOD0O0O0D0OO0O0DOOO0OO0ODO
group Type Diffie-HellmanO OakleyD O O OO 00O

group Description

Diffie-HellmanO OakleyOd 0O 0O O O

expiry seconds

O0o00ooooosSAdD0Doooogo

expiry kilobytes

0000o0oooosSA0DnDoooooooog

goooog

0 22: Exchange 00 00O

SHOW ISAKMP COUNTERSO 11900 0O

SHOW ISAKMP SA0 130 0000

IPsec
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SHOW ISAKMP POLICY

SHOW ISAKMP POLICY

00 0000IPsec / ISAKMP

SHOW ISAKMP POLICY [=policy]

policy: ISAKMPOOODOOO1024000

g

[SAKMPOOOOOOODOOOOODOOOO
goooog

POLICY [SAKMPOOOOO

gooooogono

SecOff > show isakmp policy

ISAKMP Policies

Name PeerAddress
Mode AuthType EncAlg HashAlg

my_policy 192.168.100.2
IDPROT PRESHARED DES SHA

SecOff > show isakmp policy=my_policy

ISAKMP Policy

NaME v vttt e e e e e e e e e e e e e e e e my_policy

Peer AdAreSS ..t i ittt it i i 202.36.163.201
Phasel Mode ........ouiiiiiiiniinneeenn. IDPROT
Authentication TYPE ..o ivii it i . PRESHARED
Extended Authentication ............... NONE

Extended Authentication Type .......... -
Extended Authentication User Name ..... -
Extended Authentication Password ...... -
Key Td ittt it it et e e e e e e e e e e e e e e 30
Local RSA KeY ittt ittt e et et e et e eeea -

Peer Certificate Id ................... -

Phase 2 Exchanges Limit ............... NONE
PreNegotiate ........ e, TRUE
DOT ottt e e e e e e e e e e e e e e e IPSEC
Send Notify Messages .......euvenunnnn. TRUE
Send Delete MeSSAgES vt v vt vetennennn. FALSE
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VPN Client Policy File Name

SA Specification

Always Send ID Messages ....
Commit Bit .................
Message Retry Limit ........
Message Time Out ...........
Message Back-off ...........
Exchange Delete Delay ......

Source Interface ...........

Local ID ..t viiii i
Remote ID ..................
DebugFlag .........ouiiii..
Retry IKE Attempts .........
Current IKE Retries ........
Required IKE Retry Phase ...
Rekey on SA Soft Expiry ....

Encryption Algorithm .......

SHOW ISAKMP POLICY

........... 30

Hash Algorithm ............. ... ....... SHA

Group Description .............ciiono... 1

DH Private Exponent Bits .............. 767

Heartbeat Mode ......... ... NONE

DPD MOAE .t ittt it it e e e e e e e e BOTH

DPD Idle Timeout .. ... vivennnnnenn. 300

GroUup TyYPE ot it ittt et e e e et e e et et e e MODP

EXpiry Seconds ...ttt e 86400

Expiry Kilobytes ....... ... 1000

NAT Traversal .. ...t inenneeennn. TRUE

Name ISAKMPOOOOO

Mode 0000 10000IDPROTOMainO 0000 AGGRO Aggressive 00 0

AuthType 0000 1000000000000 00 PRESHAREDO O O O O 00 RSASIGO

ogoooo

EnCAlg ISAKMP SAOO0OO0OO0OO0OO0OD0OO0ODODOO0OO

HashAlg ISAKMP SAOOOO0OO0OD0OO0O0DO0OO0OD0OO0O00OO0O0

PeerAdresss ISAKMPOOO IPOOOOOANYO IPOOOOO0OOOOODOOODOOO
0230000

Name ISAKMPOOOOO

Peer Adresss

ISAKMPO OO IPOOOODODANYO IPOOOOODOOO
gooboooon

Phasel Mode

0000 10000IDPROTOMain OO0 OO0 AGGR
0 Aggressive 0 0 0 0

Authentication Type

IPsec

0000 1000000000000 00PRESHAREDIT
O0O0O0O0DORSASIGOD OO OOO
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SHOW ISAKMP POLICY

Extended Authentication

ODO0D0DO0DOXAUTHOOOOOOOOCLIENTOODOOO
OO0 MMSERVERD OO OO OMMNONED XAUTHO O OO
goobooooo

Extended Authentication Type

000 00XAUTHOO O O RADIUS_.CHAPOGENERIC O
gooo

Extended Authentication User Name

XAUTHOOOOOooooooo

Extended Authentication Password

XAUTHOOOOOooooooo

Key Id

gooood

Local RSA key

000 RSAOODO

Peer Certificate Id

Ooooooooo ID

Phase 2 Exchanges Limit

ISAKMP SAOODQDOOOOOODOOOOO020000000
00002000000000000000ISAKMP SA O
goboobobboon

PreNegotiate Ooooooogo ISAKMPSAODOOOODOOOOoOOO
goooogd
DOI ISAKMP O 0 0O O 0O DOIO Domain of InterpretationC]

IPSECOOO0ODODO

Send Notify Messages

Notifty DU DODOOOO0OODOOO0OOO

Send Delete Messages

Delete 00000000000 DOOO

Always Send ID Messages

ISAKMP SAOOOOOOOOOOOIDOODODOOooOoOO
ogo

Commit Bit

D0000o0o0oo Commit0 000000 DOOODOOO

Message Retry Limit

ISAKMPOOOOODOODOOOODOO

Message Time Out

ISAKMPOOOOOOODOOO

Message Back-off

I[SAKMPOOOUOODOOOOUOOOOOOODOOO Back-off
gooo

Exchange Delete Delay

ISAKMPOOO SAODOOOO

Source Interface

[SAKMPOOOODOOOOOODOODODODOOODOOOOOO
Oo0oooIPO0O0O0OoDOoOoOoOoOooOOOn

DebugFlag

OO0 ISAKMPOOOOOODOOODOOOOOO

Retry IKE Attempts

ISAKMPOOOO 10000000000000000OO
Oo0oO0oo0ooooooodledddn continuous
SET ISAKMP POLICY O 000 O RETRYIKEATTEMPTS
gooboobobobooooboo

Current IKE Retries

I[SAKMPOOOOOOOO

Required IKE Retry Phase

IKEO OO 0O 0O Phase 1[Phase 2[Phases 1 & 2[No Phases
goooo

Rekey on SA Soft Expiry
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[PsecSAODOODDOOOOOOOOISAKMPOOOOOOOO
000000000000 00D0OCREATE ISAKMP POL-
ICY 00O 00O /SET ISAKMP POLICY O O O OO REKEY
gooboobobobooooboo
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SHOW ISAKMP POLICY

SA Specification

SAODO0O0O0DOOODDOOOOOOOOO

Encryption Algorithm

I[SAKMP SAOOOOOOOOOOODOO

Hash Algorithm

ISAKMP SAOOO0OO0OO0OODOOOOOOOOOO

Group Description

Diffie-HellmanO OakleyDOO OO OG0OO10 2

DH Private Exponent Bits

DHOOODODODODODOODOODOO

Heartbeat Mode

[SAKMPOOOOOUOODOODODODODOOOOISAKMP OO
0000000ooooooo0oo0oooooooon SAD
gobboobboobbooboboobooobobooobo
OD0O0ODOOOSENDOOODOODOODODO200000000
OU0OD0D0OD0ODODUDODODUOODOORECEIVEOOOODODOOOO
000000ooooooo0oDOooooooooooos3n
gobboobboobbooboboobooobobooobo
gobboobboobbooboboobooobobooobo
SAOO0D0ODOOODOOOBOTHOOOOODOOOOOODOOO
ODO0OD0ODODODONONEODODODOODODODOODoODODOooooO
gooboooon

DPD Mode

I[Psec DPD 00O 000 BOTHORECEIVEONONE O O OO
U

DPD Idle Timeout

OO0 R-U-THEREOOOOOOOOOODOOOOOoOoOoO

Group Type

Diffie-HellmanO OakleyD U O OO 000 OMODP OO O
ooo

Expiry Seconds

ISAKMP SAOOOOOOOO

Expiry Kilobytes

ISAKMP SAOOOOOOOOOOOO

NAT Traversal

IPsec NAT-Traversal O NAT-TO OO OOOOOODO

goooog

SHOW ISAKMPO 1180 0 0O

024:000

SHOW ISAKMP COUNTERSO 11900 0O

IPsec
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SHOW ISAKMP SA

SHOW ISAKMP SA

00 0000IPsec / ISAKMP

SHOW ISAKMP SA[=sa-1d]

sa-id: SA 0 0 000 655350

g

ISAKMPSAOOOOOODOOOOOO
googgo

SA SAOO

gooooogono

SecOff > show isakmp sa
Expiry Limits - hard/soft/used
SA Id PeerAddress EncA. HashA. Bytes Seconds
31.1.1.1 DES SHA -/=/- 86400/82080/538
SecOff > show isakmp sa=1
SA Td i e e 1
Initiator Cookie ........ ... ... ...... e418dba372510e53
Responder Cookie ..........iuiineu... 80c30ff4f2cb3£f29
5 IPSEC
PoliCy NAmMe . ... .t iit ettt e et e e e main
State ... e e ACTIVE
Local address ........cviiiiiiiinennn. 202.36.163.161
Remote Address ........... i 202.36.163.201
Time of establishment ...............
Commit bit set ........... ... .. ... .. FALSE
Send notifies ......... ... . . o, TRUE
Send deletes ........ i FALSE
Message Retry Limit ................. 5
Initial Message Retry Timeout (s) ... 20
Message Back-off ........ .. .. .. ... ... None
Exchange Delete Delay (s) ........... 30
Do Xauth ...... .. i i i i FALSE
Xauth Finished .................... TRUE
Expiry Limit (bytes) ................ 1024000
Soft Expiry Limit (bytes) ........... 896000
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Bytes seen

Expiry Limit (seconds)

(seconds) .........

Soft Expiry Limit
Seconds since creation ..............
Number of Phase 2 exchanges allowed
Number of acquires queued ...........
Sa Definition Information:
Authentication Type ...
Encryption Algorithm
Hash Algorithm
group Type
group Description

DH Private Exponent Bits

expiry seconds .......iiitii
expiry kilobytes ........... .. .......
XAauth Information:

Id
Next Message
Status
Type
Max Failed Attempts
Failed Attempts
NAT-Traversal Information:
NAT-T enabled
Peer NAT-T capable
NAT discovered

Heartbeat information:
Send Heartbeats

Next sequence number tx

Receive Heartbeats

Last sequence number X .............
DPD information:

DPD Mode
State

Retry Count

Idle Expiry (seconds)

Next sequence number tx

Last sequence number rx

SHOW ISAKMP SA

4294967295

PRESHARED
56 bit

IPsec
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SHOW ISAKMP SA

SA 1d SA ID

PeerAddress SAODODOOOOIPOOOO

EncA SAOD0DO0OoDOooooon

HashA SAO0DU0Oooooooooon

Bytes SAOD00O0DD0000mMUoDoOoooooSAdDDOoOoomooooog
OO0SAOD000DOO0O0ODO00ODMOO0O0000o0ooooooooooog
goo

Seconds SAJ0D000DO00MOoOoooooosSAdDOoooomooooono
OSAO00O0000DO000ODD@Moooooooooooooooooon

0250000

SA 1d SA ID

Initiator Cookie ooooooo

Responder Cookie ooooooo

DOI DOIO Domain Of Interpretation IPSECOO00 O OO
Policy name ISAKMPOOOOO
State ISAKMP SA O O O O0ACTIVEO EXPIREDO DOING.

NEW_GROUPO DOING_XAUTH OO O OO

Local Address

SAOD0OOOOOIPOOOO

Remote Address

SAOD0OOOOOIPOOOO

Time of establishment

SADDOOOO

Commit bit set

Commit0 0000000000 OOODOO

Send notifies

NotiftyOOOOOOOOOOO

Send deletes

Delete DO OO0 DO0O0OO0OO0

Message Retry Limit

gbobooooboooboo

Initial Message Retry Timeout (s)

goboooboogoboobobooboobbobboo

Message Back-off

ISAKMPOOOOQOOUOODOOoOOoDOoooooooooo
0O O Incremental O O O None

Exchange Delete Delay (s)

ISAKMPOOOO 10200000000 000ISAKMP
Exchange0 00000000000 00000ODODODOO
0000 ISAKMP Exchange 00D OOO0O0OO0O00OO
oo

Do Xauth

XAUTHOOOODODODOO

Xauth Finished

XAUTHOOOODODOODOODOODOODOO

Expiry Limit (bytes)

SAO0D0D0O000DDODDMSADOUOOODOoODOOOOOn
googoo

Soft Expiry Limit (bytes)

SAO0000OD00O0DMODOooOOOoOOooooooo
goooooo

Bytes seen

CentreCOMAR570S 0000000000 2.9
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SHOW ISAKMP SA

Expiry Limit (seconds)

SAO0DDO0O00O0DMmMSADDODODOUOOODoOoOOOOOn
RN

Soft Expiry Limit (seconds)

SAD000000MO0D000D0D0Doooooooooo
goooo

Seconds since creation

SAOD0000O0O0O0OOO

Number of Phase 2 exchanges allowed

O0SADO0U0O0O0O0O0OOoo2000000

Number of acquires queued

00000 IPSECSAOOODOOOOODODOO

Sa Definition Information

SAOD0000O0OO0DO0OOOooOOon

Authentication Type

goooon

Encryption Algorithm

SAOD000O0O0O0OO0

Hash Algorithm

SAOD0000DO0OO0DO0DOOOooOOoOn

group Type

Diffie-HellmanO OakleyDO OO OO0 O

group Description

Diffie-HellmanO OakleyO 0 0O 0O O

DH Private Exponent Bits

DHOOOOOOOOODOOO

expiry seconds

O0000o0oO0oO0oD SAOO0OUOOoOooo

expiry kilobytes

0000000 Uo SAOD0O0OoOoOoOooooog

XAuth Information

XAUTHOOOODODOODODODOO

Id

XAUTHOOOOOOOoOO ID

Next Message

ODo00o0oo0 XAUTHOOOOOOREQDO SETO OO
RN

Status

XAUTHOOOOOOOKO FAILOODOOO

Type

XAUTHOOOD OO O GENERIC O RADIUS-CHAP O
gooo

Max Failed Attempts

XAUTHOOODOODODDODOOODDOODOODOOODOOO
OSAO0O0O0O0O0

Failed Attempts

XAUTHOOOOOOO

NAT-Traversal Information

IPsec NAT-Traversal ONAT-TO O OO OO0OOOOOOO
O

NAT-T enabled

IPsec NAT-Traversal O NAT-TO O OO OOODO

Peer NAT-T capable

O0O0D0D0OO0ONAT-TOODODODOODODOOO

NAT discovered

IPsec

O0O0000NATOODODODODOODODODOONOOODO
OO0 MREMOTED OO OOOOOOMLOCALDOOO
O0000mMBOTHOODOOODODODODODDODOOODOODO MM
UNKNOWNO OO OOOO NAT-TOOODOOOOOoOO
OO0OO0ONAT Discovery D00 00000000O0OO
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SHOW ISAKMP SA

Heartbeat information

ISAKMPOOODOOODOODODOODDODOOOODOODO

Send Heartbeats

gobooboobboooboobbbooobbooobo
oo

Next sequence number tx

gobooboobbooobooobooboobbo

Receive Heartbeats

gobooboobboooboobbbooobbooobo
oo

Last sequence number rx

goboooboogoboobobooboobbobboo

DPD information

IPsec DPDOCOOODO

DPD Mode

[Psec DPD 0 00 OO0 BOTHORECEIVEONONE OO O
uo

State

IPsec DPD OO 0O OO0 O Activell ActiveReceivell Idle-
Query0O IdleQueryRetryd Dead None U0 0O O O O

Retry Count

R-U-THEREOODOOODOOODOODOO Stated Activel
ActiveReceiveO None D OO O 0

Idle Expiry (seconds)

State 0 Active 000000 R-U-THEREO OO OOOO
O000000000MmMStateD Active DOOOOO 0

Next sequence number tx

00 DPD Notify0ODDOOO0OOODODODOOO0OOODOO

Last sequence number rx

Oo0o0 DPD NetifyDODDODOOO0OO0OODDODOO0OO0OOODOO

026000

goooog

SHOW ISAKMP COUNTERSO 11900 0O
SHOW ISAKMP EXCHANGEO 121 00 00
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