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SHOW FLASH PHYSICAL

s 000000000000 O00O0O0O0O0OOO0OO0OOOO0O0OOOOO ACTIVATE FLASH
COMPACTION 0000011700000 0000 M Flash compaction successfully completed.[) 00 0
vdoooooodogooooooodoooooodooooooooooooooooooooooon
00o0ooo0o0o0o0o0o0ooO0o0oO0oO0o0o0o0oooo0 1I0500000000000M@

CentreCOMAR570S 0000000000 2.9 ooooo
613-000273 Rev.J



goooooooooooo

ACTIVATE FLASH COMPACTION .
[ 0o0000o000o00o00o0o0oo0o0ooo0ooo0o0oo0o0ooo0oooooooooooooo
ooooooooooooooooooobooo

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooobooooobooboooboobo

oooogon

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobooobooobooboobobobbooboooboobboobbobbon

goboooobooooobooooboooboobobobboobooboobboboboobo

device:filename.ext

device O00000flashD 00000000000 nvsONVSOOODOOOODOOOO
0000000000000000 flashOOOOOO0OOO0OOODOO
filename O0000oooooODODmOoDOoOo 102800000008 OOODODOOOOOO

gooboooboomooboooboooo™oooboooboobobo-0o
goobooobooooboobobbooobbboooobooobbboobobo
gobooboogn

ext 00o0o0oDo00ooo0oooo0oooOo00ooO0D0DoDoODOooDUoOoDO 1030
gogbooooogoboob-obbobboobboobooboobooon
gobogooooboooboobbobboo

0 2:

ggdoooooooooobooo

ggo goooooo

rez oo oooooobooo

paz goooobobobododogogobobboobboooooogoogo
gooooooooo

cfg vboooooodoooooodooooodoooooddscpoodoon
0000000000000 0000000000000000000 cfgOO
goo

googn CentreCOM AR570S D0 OO OOOOOO 2.9
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ooooooooooooo

scp 000000000000 cfg0 00000000000 00000D000onon
pdooooooodooooodoogooggodd secpddddd

hlp OU00O0D0D0D0O0ODODDODODODOSETHELPOOOUODODODODODUOHELPODDODODOODO
gooo

lic goboobobooboboobooboboobobooboobobooo
goboobooobooobooboobbooboobbobbooo

ins goboobobooobboooobbooobbbooobbooobbbooobo
o

dhc DHCPOOODOODODOODUOODOOO

txt

goboooobooooo

0 3:

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooobooooooooo

googoo ud

boot.cfg 0000000000000 00ODOOSETCONFIGOODOOODODO0O0OooO
goboobbodobUOnonel 0000000 DOO0ODLOODOODOODODO
goboobobooobooobobbooobboooobooobbooooobo
gobooboogn

config.ins goboooboooboooobobooobboooobooobbooooobo
ODUOODODUOOOSETCONFIGUODOOODODOoOooooooooooooon

prefer.ins gobooboooooooboobbobbooboobbooo

enabled.sec

goooooooooobooobobobbobbobobobbooboooobobobDbo
gobooboooooooboobbobbooboobbooo

random.rnd

[Psec000000000DODO0DOODODOODODOOOOOOOOOOUOOOODO
goboobooobbooobogoobo

release.lic

goboooboooboboooobbooobbboobbooobbooooobo
gobogoooooboooboobbobboo

feature.lic

goboooboooboboooobbooobbboobbooobbooooobo
goboooboooobooooboboobbobboon

longname.lfn

0000000083000 uooooooo283000000oooOOOO
000o00oo0ooooOoooOoOo8spooooooooDooooUooooooDdg
gobooboooboooobooboobbooboobbobbooo

dyndns.sec JOo0oOoooDNSOOODOUOOODOoOUoooDooooooooooooooo
OO0 DNSOOOOOoOooooIPO0OO0OO0OOOOOOODOOOOO
O 4:
goooooao

O0000000000oo0oOOfilename0 D 80000000000000000028300000

CentreCOMAR570S 0000000000 2.9
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ooooooooooooo

oooos300002000000000000000000D0DODODOOODODDODOODOODOOOOODODO
goooooboooobooobobooboobbobboobooboooboboobbooboobbo

e 00000 verylongfilename.cfg
e UOO0O0Overylo0.cfg

[Oo00o0o00o0000oo0o00o0ooo0o0o0o0ooo0o0o0oooooo0o0o0ooooooooo0ooo

obooooooooooooooooobooboOooooooOoobooOoOooOooooooo

00o000000o0o0000000000000000000000000 longnameln0O00000OO
longname.lfn O Ofilename 000 800 0000000000000 000O00D000O00ODO0O0OOO
goooooogoooo

O0Ofilename 00000 8000000000000 100008300000000

s SHOWFILEOOOOO374 0000000 000000000000000000O0O0O0O0O0O

SHOW FILE

s SHOWFFILEO O OO O3720000000M 0000000000000 0O0DOD00O0O00OO

SHOW FFILE

s 00000000000000000000SHOWFILEOOOO0OO037400000 longname.lfn 00
gooon

SHOW FILE=longname.lfn .

m 0000000000000 O0O0DO0ODO0DOO0O00DODO0DDLOO0OODO0oDDODOo0DbUOoUbOobDDOOoOoDO
ooooon

SET CONFIG=verylongfilename.cfg

oono

SET CONFIG=verylo~0.cfg J

[ DOELETEFFILEO O OO0O0188 00000 SHOWFFILEO OO O O37200000000000000000
oooooooooooooo

[CO0000000o00o0o0oo0ooo0o0o0oo0o0ooo0oo0oooo0ooo0oooooooooo
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
dodo000oooo0ooooon SHOWFILEDO OO 0037400000 longnamelin 0000000
ooooooooooooooooo

[ O000000000000000000CREATECONFIGOOOOO1800000000000000O0O
0000000000000 000000SHOWCONFIGOOOOO363 00000 DYNAMICOOOOO
ooooooooooooooooood

ooooag CentreCOM AR570S 0 000O0O0O0O00O0O 2.9 17
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ooo0ooOoooooooo

goooood

oddooo00oooooooooooDooOooooDOo*XODO0O00oODoOoOU0OoDoODOOoOODOD
odoooooooo0oo0oOo*Xo0obDo0oooO0UooOo0ooDOoooOoOoOOoOooOo

s 0000000000000 0ONVSOOOOOOO0OD0OOO0000O00000rezDOOODODODOO

SHOW FILE=*:*.rez J

m 000000000000000000000000O0O0devieeOODO flashOOO0OO0O0O00O

SHOW FILE=*.txt J

s NVSOOOOOoooooooooooo

DELETE FILE=nvs:*.scp J

m DELETEFILEOOOOOI189 00000 SHOWFILEO O ODOO37400000000000000
goooooboobobo

DELETE FILE=gw*.scp

[CO0000%base.cfg0 00000 0Ooo*cfgdOOOOOOO

m [J0000boobboboboobobooboboobooboon

e DELETEFFILEOOOODO188 0000
e DELETEFILEO O OOO189 0000
e SHOWFFILEO OO ODO3720000
e SHOWFILECO ODOOO3740000

goooood

goooobooobooobooboobbonoo

s 0000000 OSHOWEFILEOOOOO374000000000000

SHOW FILE

m (J00bo0boobobobbobobooooboobooobo

SHOW FILE=*.scp

e 00000000000 0OSHOW FILEOOOOO037400000000000000000000
O00D00OD0D0OD0O0D0D0OO0ODSHOW FILEOOOOO374000000000000000000000O
DDDDD.txtD.sch.cngDDDDDDD

SHOW FILE=mitai.cfg J

CentreCOMAR570S 0000000000 2.9 ooooo
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ooooooooooooo

m 00000000000 DELETEFILEOODO0ODO189 00000000000 0O0O0O0O0O0O0O0OOO0O
goboooboooboooboooo

DELETE FILE=iranai.cfg J
DELETE FILE=*.txt J

00000000000 00o0oo00o0o0ooooooo0oooooooooooooo

[—cdnfig.ins0 prefer.insO release.licl featurelic 0 000 0000000000000 O0O0O00O000O0OOO
Oo00o0ooooooao

[CO0000000o00o0o0oo0ooo0o0o0oo0o0ooo0oo0oooo0ooo0oooooooooo
ooooo

s 000000000000 RENAMEOOOOO286000 00000000

RENAME old.scp new.scp

s J000000000000000000EDITO0000240000MO0O0000000000O0O0O0O0O
goooon

EDIT myscript.scp 4

m (JO0ogoooobooboboooooobobobooooobobbbooooobbbboobbbboOoo
ODOODODODODOCREATEFILEODODOOO161 000 ADDFILEODOCOOO123 0000000000

e J0DODODODODODMSHOWXXXXODODODODDODODODOODODOUDDODOODODDODDOOOADD FILE O
000012300000 CREATEFILECO O OOO161 00000 PERMANENTREDIRECT O O
gooboogoobooooobo
- 00000000000 D00000D0D0D0D0D000000UOCREATEFILED OO OO16100

gobooooobooobbobboo

CREATE FILE=output.txt COMMAND="show system"

[ AREATEFILECO 0000161 00000000000000000O00O000O0O00O0OO0O0O0O0
0000000000000 00o0oooo0oo0oo0oo FORCEDOOOOoOoOoOoooQo
000000o00o00oo0o0ooooooooooooo00 ADDFILEDOOOO1230000
ooooooooo

- 0000000000000 0D0D0D00D000D0D0D0D0D00DUD0OCREATEFILEO O OO
Ol6l00000 FORCEODDODDOOODOODODDOOODOOO

CREATE FILE=output.txt FORCE COMMAND="show system" .

ooooag CentreCOM AR570S 0 000O0O0O0O00O0O 2.9 19
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ooooooooooooo

[CFORCEOOOODOOOOUOOOOOCREATEFILEOOOOO16100000000000000
ooooooooooooooooooo

- 0000000000000 00D00O0O0000D00D0DOD0O0DADDFILEDOOOD1230000
gobooobooooooooo

ADD FILE=output.txt COMMAND="show release" J

[ O000000000000000000000000000000CREATEFILEOOOOO161
oooooooooooooom

e J0IUIOODDODODDDDMENABLEXXXXDEBUGH O ODODODOOODODOOOOODODOOOO
OODADDFILEOOOODO12300000 CREATEFILED OO 0OO161 00000 PERMANEN-
TREDIRECTOOODODOODOUOODUOODOOO
gobobooboogoobooooboobobobboobuoobooobbooobo
1. ADDFILEODOODOO012300000 CREATEFILEO O OQOO161 0000000000

000000000000 000ENABLEXXXXDEBUGO O OODODODODOODOoOoOOOOO
PERMANENTREDIRECTO OO O OOOOODOOOOOOOOOOO

CREATE FILE=swidebug.txt COMMAND="enable switch debug=all"
PERMANENTREDIRECT J

0000000000000000 M@ enable switchdebug=allDOODOODOODOOOOOO
gooogoboooboooooobooboobbooboobbooboobobobooboo
swidebug txt DD 0000000000000 00O0000O0O0O0OUOswidebug.txtO 00O
goboooboogobooboooboobbobbobboobooobooobboobo

2. 000000000O0ODOO0O00000000000O0ORESET FILE PERMANENTREDIRECT
0000028700 000000000000DODODODODDOODDODODOOOOODOODOOOO
goboobooobobooobooboboobo

RESET FILE=swidebug.txt PERMANENTREDIRECT ./

000000000 00000000o0oo0ooo0o0ooooooo0oooooooooooo
oooooooooooooooooooooOoooooOooboooooOoboOoOooOboOoOoooboOoo
000000000000 00000ENABLEXXXXDEBUGOOOOOOOOOOoOoooOooOo
O0000000O0O0O0ENABLEXXXXDEBUGOOOOOOOODOOOODOOOoOoooooOo
oooooooooo

3. DU00ooUO0ooDo0U0DoOoU0DOooOO0O0DODO00D0O0U00DDUODDOODODUODODODODOoODOO0
oo

DISABLE SWITCH DEBUG=ALL .
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ooooooooooooo

s [OADOOO0O0O027100000000000000D0D00000000O0ODOOOODOOOOOO0
ooooooooo TFTPOODO 192168.1.11 00 longscp 000000000 DODOOO0DOOOOOO
000000000000 UHTTPOD ZMODEMOODOOODOOOOOO

LOAD FILE=long.scp SERVER=192.168.1.11 DEST=flash .

s UPLOADOOO0OO0OO04890000000000000000000O0O TFTPOOOOOOOOOOO
00000000000000000000000 taisetsu.cfgd TFIPOOODOOODOODOO0O0ODOO0OO
ZMODEM O OOOOOOOOOODOOOO

UPLOAD FILE=taisetsu.cfg SERVER=192.168.1.11

CTFTPOOO0O0OO0OO00O0OUNIXO OSO tftpd0000000000000000O0DOO0DOOOO0O0O000OO
oooooooooooooooooooboooooooOOoboOooooOooOoOObOO0OobooooOoOOoboOoOoo
oboooooooooooooOooooooooooboooooooooooOooooOoOoooboOoooboooooo
ooooooooooooooo

UNxXOS[1]# cd /tftpboot
UNxXOS[2]# touch karappo.cfg
UNxXOS[3]1# chmod 666 karappo.cfg

goooo CentreCOMAR570S 0000000000 2.9
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oooooooooo

Ooooooougoo

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooobboo

oooogon

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goooboboboobobooboboobooboobobooboboobobbobobbUobOoo

s 0000000000000 00000000O00CREATECONFIGOOOOO18000000OO0O
U00000000000.cfgD00.scpi 000000000000 0000O0DOOmynet.cfgdOO000
gooooopogobooobooboobobobboobooboboobboobbobbobbooo
gobooooogoo

CREATE CONFIG=mynet.cfg

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
00000000 o0oooooo ADDO SETOODOO0OODOODOOO0O0O000oooomoooooon
gooooooU0ooOoo0U00ODU00DLDUDU0UUDUODDOoooMDSODOODODOODODODOODOODODOOO

s (00000000000 00000000000000000000OSETCONFIGOOO00029 00
goboooobooobooobooboobobobbooboooboobboobbobbobbooo
goooboooooobooboooooo@ooboboboobobobDoooboboobDoDbooo
goooon

SET CONFIG=mynet.cfg J

s 0000000000000 0000O00ODOODO0O00 SHOWCONFIGOOOOO36300000
goooon

SHOW CONFIG o

m 0000000000000 0000000OSHOW CONFIGODOOOO36300000 DYNAMIC

gobboooboogobooobooboobbobboobooobobooobo

SHOW CONFIG DYNAMIC

s DYNAMICOOOOOOOODODOOOODODODODOoooooooooooooooooooooooo
goooo0ooOoOoooIPODOODODOODOOOOODOOOOODOOOO

SHOW CONFIG DYNAMIC=IP .

m (Jjo0goooooboboboobooobobboobooboboboobobboboboooobobooobo
O0000000D0000D0O0O0O0OSETCONFIGOODOOO29500000 NONEQOODOODooOoooo

CentreCOMAR570S 0000000000 2.9 ooooo
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oooooooooo

SET CONFIG=NONE .
m J0000000000000000O0MbootcfgiD00O0DODDODOO0OODODOOODOOOOO

goooooo

s (Jgogoooobobooooooboboboooooobobbboooobbobbooooobbbbooon
OORESTARTOOOOO293 00000 CONFIGOOODOOODOoooooooooooooooooo
O00000O0RESTART REBOOTO OO OOCONFIGO O OOODODOoOoOOoOooooo

RESTART ROUTER CONFIG=lkaikiri.cfg J

R 0000000000000 0000000000ORESTARTOODOOO293 00000 CONFIGODO
OU0OO0O0DO0ONONEOODOOOODOOO0OO0OO bootcfg DODDOOODODO

RESTART ROUTER CONFIG=NONE

goooo CentreCOMAR570S 0000000000 2.9
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oooooooooo

ogbooabggod

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
00000000000 TelnetD OO ODO0O0D0OO0OD0O0000O000OO0OD0O0O0O0OOOOOOOODOOO
gobooooooobooobooboobbobbooboooboobboobbobbon

oo

gogoooooooooboobbbbobbboooooooobbbbbbbbobboboobUoDD
O00000000000000000TelnetD OO O0D0DD0O000D0O0O0OOOOO

et 0000000000000 0DOOOO0OODOOOOOOOOOOOOOOIPOOOOOODOODOO
00000000o0000o0oooooo IPO00O0O0O0O0O0OO0O00OO0O0O0OOO0O0OOOO0OOO0OOO0OO
00o0o0oO0o0ooo0ooOoooOooolPo0DoOoOoOoOoooliPO0O0OOO0OOOOOnO

gobdbooooguoouoooo Telnetl]l]l]l]l]l]l:l]login:DDDDDDDDDDDDDDDDDD
0000000000000 ooooo0ooo000oo00oDo000o00d0 M Enter0 00000
gooooooogo

000000000 OManagerd 000000000000 Omanager00000000000D00O00O0
000000 friendd0 0 M login:000000 00000 managerdd M Password:00 0000000
ODUfriend0 00 0000000000000000O0O0OO0OO0OOOOOOOOOOOOOOOOO

login: manager
Password: friendD0O0O0O0O0OOOOOOO

Manager >

[CO0000000o00o0o0oo0ooo0o0o0oo0o0ooo0oo0oooo0ooo0oooooooooo
ooooooooooooooooooboboOooooooOoboboboOooooooOoboboOooooooo

CTnet0 0000000000000 00O00O0O00OO0 1000000000000 OTelnetOO0ODO0OOO
oooooo

0000000000 S000000000000000000000000000000O00DO0O0O0O0OO
01000000000000000000000000000TelnetD OO0 DO0OO0O0OOOOODOODOOOO
0000000000 TelnetDDOOOD0OO0ODO0OO0DO0O0O0O000O0O0O00D0O0O0O0O0ODOOOSET USER O
000035 00000 LOGINFAILO LOCKOUTPDOOOOOOOOOOOOoOO

ooboogood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
googoo

LCSETASYNOOOOMMOOOOOoOooooo 5000000 PROMPTOOOOOOOOOOOOO0OOOOO
ooooooooooooooooooobooooooooOoboboOooooooo
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oooooooooo

e UserOOO

>

e Manager 00O

Manager >

e Security Officer O O O

SecOff >

OO0OSETSYSTEMNAMEOD OOOO33800000000000sysNameOOOOOOOO0O0O00OM >0
goooooboogobooobooboobobobbooboooboooboobbobbobbooo
goboooboogobooobooboobbobboobo

Manager > set system name="GW/Saidaiji"

Info (134003): Operation successful.

Manager GW/Saidaiji>

ooggoougon

000000000oooooDoooooooooooooovTIcoOD DD DoooooooooooooOd

gd gd

- l1loo0oooo

- l1loo0oooo

Ctrl/A gooogd

Ctrl/E gooogd

Delete0 00O Backspace 00000000000 00O

Ctrl/U gooooooo

Ctrl/O oo obooboboboboobooooo

+ 000 Ctrl/B ggodoooooooo

L 000 Ctrl/F goodogoooog

TabO OO Ctrl/I goooooboooboobbboonoobogboooooooooo
gooogd

Ctrl/R godoooooooboboobbbobobobobooboobooo

Ctrl/Q SHOW XXXX OOooooooono

0 5:

oougoobogaon

goboooboogoboobobooboobbobboo

ooooag CentreCOM AR570S 0000000000 2.9 |25
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oooooooooo

m 1000000000000 O0OO00O0000OOOO0OO0O0O 1000000000000 DODOOOOOO
0000000000000 oD 10D0D0DoDoDOooDDOOoDDOO0oDOOO0DOO0ODOODODOOOODOOODOOO
O0000DO00DUOODUOADDO SETO O M

[SETSYSTEMNAMEOOOOO33800000000000000000000000000O00O00O00O0
oooo

s JADDODIPOOOO0OOOODOOODOO0OOO0OO0O0O0OOOO0O0OOODOODOODOO0O0N0OOOo
goooooogobooobooboobobobboobooobooboboobbobbobbooo
goooooogobooobooboobobobboobooobooboboobbobbobbooo
gobooooboogn

s 0000000000000 00ODO0000D0D0D0D0D0O00OSHOW FILEOOODOO374000000
goboooboooobooobooboon

SH FI J

[Oo00o000000000000ooo000o0ooo00ooo0oo0o00oo0o0ooUoooo0ooo
oooooooooooooom

m (JO0ogogooooboboooooobobooobbobbobooooobbbbooobbbooo
U0 Manager 00000000000 0000D00O0O00O0O0OO Security Officer 000000000
ugon

m (Jgpoooooooobooboobobobboboobooobbooobooobbooobbobobo
0000000000000 0o00o0o0000o000000D0000000D000OD0O0O0O0O0 CREATE
CONFIGUOOOUOO18 000000 00oooooooooooooooooooooooooooo
goboooboooobooobooboo

oougoobgd

goboooboogooboooboooboobbobbooboobooobooobboobo

Manager > add ip int=eth0 ip=192.168.10.1

Warning (2005267): The IP module is not enabled.

Manager > enable ip

Info (1005287): IP module has been enabled.

Manager > show ip interfaith

Error (3005012): Parameter "interfaith" not recognised.

m (J00bgo0boobobobobooboboooboo

oogo ((oo): 00
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oooooooooo

e JOOOODOODDODDODDOUOUDDUUODDLDOODDOODLDOD
- InfoO0O00D0O0O00DOO0OODOO0OO
- WarmningD OO O0OO0ODO0O000DO0O00O0D0O0O00O0D00O00O000O00O0000000
- Error: 00000000 DOOODOOODOOO

[ No0o00o000000o0o0000o0o0o00ooo0oooo0o0oooooo0oooomoooooo
000000000 o00o021/MSGOO D OO0 OOO001/INFOOD 002/WARNMID 003/ERRORO O O
00000000000 oo000o0ooo0ooO0oooo0oo00/000000DbOUOoOooOO

e NI0ODD3000000I00IOIOODZ0O00000ODODODOODODODO

sSmmmmnmnn

- 0Os00000000000000 1000000010 Infold20 Warningt 30 Error0 O 3 O
ggbddooouoooooooboooooobb
- OmmmO000000000O0O00O0OO0OO0DOOO 3000000000000 0O00O000OA0O
odoooooooooooo IDoooooooooooooogg
- OUnmnO 0000000000000 000O0300000000010255000000000A0
ooooog2609900000000000000000000O
e [OIDUIUODUODUOUUUUUUOUOO

oougoobgd

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooobooooooooo

e JOOOODOO
e JODOOODOO
o JOOOODOODOO

0000000000000 00000000000000WO00TABODOOOODODO0DO0DO0O0OOOoOoOO
goboobooobooooboooo

go gogo go
gbobooboooboobooboboon
?0 0O 0O 0O0O00O0OO0ODOOOOOR000TABOOO OOOODOOOOOOOOOOOODOO
<TAB> ugog gbooboooooogon
keywords 10000000000keywordsDO0O0O 000000000000 O00O0ODOOOO
?0 0 0O 0O0O0OO0OO0oOoOOoOOoOoOOoOoOoo?00 DoOoOOOO
keywords OTABOOOOOO
<TAB>
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oooooooooo

gobooobooooboooboobbo

partial- 00000000partial-keyword0O DO 000000000000 000OO0OO0O
keyword? 00o0000o0oo0o00000?0000 00 partial-keyword 000000000
googo
goooooogo
partial- 00000000partial-keywordOO OO 000000000000 O00O0OOOO
keyword<TABEDDDDDDDDDDDDDTABDDD DDpartial—keywordDDDDDDD 100
ooo 00000 Opartial-keyword D 00000

00000000000 partial-keyword
gobboobooooobooboooboboooo
gboobooooood
gboboobooooooo
keyword=? U000oodOkeyworddODOOOOOO keyword DOOOODOODODODOO
0O0O0key- 0D00=0000000000?000TABD 0ODO0O0O0O00O0O000O0O0O00O0OOO
word=<TAB> 00000 O

O600000000000000
gobooboobooooboooboobbobbooboo

goooood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000000 DODODO0O0DDO0O000000O0WOO0TABODOOOOODOOOOOOOO
goooon

[C?000TABOOOOO0OOO0O0O0O0O00O0O0O00O00O000000000000000000O0O00O0O00OO
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
ooooooooooooooooo

00000000000 100100000000 000000000D0O00000000O000ADDO
ENABLEOOOODOOOOOODODOUOOOOSYSTEMOIPOODOODOOOOOOODOOODOOOOOOO
gooo

gopoooooogoog

O0000ooooooo?2o00TABDO OO0 O0O0DODOO0O0OO00oooooooooooooooooon
goooo0ooUooo?2oO00TABOOOODOOOOOOOOOOOOOOOODOODUOODDUODOOO

s 0000000000000 000O?2000TABOOODOODOOODODOOOOOOOOOOOOOOO?O
goboboboobooooom

Manager > 2?0000 <TAB>0

ACTivate Cause an action to be taken immediately
ADD Add new items to existing objects or instances
CLear Erase memory (NVS or FLASH) totally - use with extreme caution!
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oooooooooo

Connect Connect to a named Telnet or interactive host service or asyn port
COPy Copy a file in NVS or FLASH memory

CREate Make a new object or new instance of an object

SHow Display states and settings of all parameters and objects

SSH Use Secure Shell to log into a remote device securely

STARt Start the packet generator for diagnostic purposes

STop Terminate a current ping, trace route, or packet generator

TELnet Use Telnet to login to a remote device

TRACe Use trace route to see what path packets take to a destination
UPLoad Transfer a file from FLASH or NVS memory to a remote server

Manager >

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goooobooooobboooobboooobboooobboo@mouoobDbpbboobbbooooDoo
goboooobooooobooobooobooboobboobooboon
gobooboobbooobooobooboobbo

[C?000TABOOOOO0OOO0O0O0O0O00O0O0O00O00O000000000000000000O0O00O0O00OO
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
ooooooooooooooooo

s 0000000000000 000O0OOO0O0OOSHOWOOOOooooooooooooooooo
00000000200 TABOODDODODOOODOOODOODOOOOODOO

Manager > show ?0 000 <TAB>U

ACC Display information about calls, scripts and domain name

ADSL Display information about an ADSL interface

ALIas List the currently-defined aliases for long command sequences
TRAce Display TRACE configuration and results of the latest command
TRIGger Display general trigger settings, or info about specific triggers
TTy Display information about one or all of the TTY devices present
UPNP Display the Universal Plug and Play state or configuration

USEr Display information about RSO or the User Authentication Facility
VLAN Display information about the specified VLAN or the debug mode
VOIP Display information about VOIP configuration or status

VRRP Display diagnostic information about VRRP virtual routers

WANLB Display information about WAN Load Balance, resources or sessions
X25C Display X25C information

X25T Display information about the X.25 DTE or call parameters

Manager > show

goooo CentreCOMAR570S 0000000000 2.9
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oooooooooo

m JO00OOSYSTEMOOODOUOOOODOODOOO0DO0D0D0O0OD0O00000000?2000TABOODOOODOOO
gbooboooooboobobo

Manager > show system 2?00 00O <TAB>[

<enter>
DUMP Display information that is dumped when an exception is generated
FACtory Display information of use to the factory

MANUfactured Display the date when the unit was manufactured
SErialnumber Display the hardware serial number of the base unit
STARTuUp Display the status of the unit after startup

Manager > show system

<enter>U DI ODU0O00OODO0OOUODO0OO0OOODOEnterD 00000000000 DODOODOODOOOOODO
0000000000000 000MmM@showsystemO0 0000000000000 000O00O0O0OO
gobooooboogn

goooopooooboogoog

0000000000000 00000000000000000OOo?2oo0o00000000000O0ODOO
gobooobpooobooboooboobbobboobooboobboon

m 0000000000000 0A0 0000000000000 00OODO200000000OoDOOODOO
oooooooUooo2o0ooUooom™

Manager > a-?

ACTivate Cause an action to be taken immediately

ADD Add new items to existing objects or instances

Manager > a

m J0Maddiph000000000?00000000000000000000

Manager > add ip h?

HElper Adds port/s to list of UDP ports to listen for on the interface

HOst Adds a user-defined name for an IP host to the host name table

Manager > add ip h

m 00000000000000000000000000000000000000000 M add ipO
vbbboghooooooodooooodoooooooogoon

Manager > add ip g

Error (3005012): The string "g" was not recognised as a parameter for this comma

nd. Either an invalid parameter was entered or the parameter was spelt incorrect

1y.
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oooooooooo

‘Manager >

oooooood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000000 O0DO0OOODOTABOODDODODDOODODOODODDODODOOODOOOOODOOO
000000000000 oOOooOUU 1DUDO0DoDDOooDoDOooDOoOoDOOoDOOOoDOOODOOOODOOO
0000000000000 0000000D0ooooooooooDoooDooDm?200000000000
gobooooboogn

s 00000000000000ad0000D0O0O00O00D00000000TABOODOOOODOOOOOO
goboooooooooooobobooobooooom

Manager > ad<TAB>

Manager > add

m 00Maddiph000000000TABOOOODOO0O0OO0D0Maddip00000hODOO0OODOOOO 2
goooo0ooU00ooU0oU00oDU0D0DM@2Wo0000DooOO0Mm

Manager > add ip h<TAB>

HElper Adds port/s to list of UDP ports to listen for on the interface

HOst Adds a user-defined name for an IP host to the host name table

Manager > add ip h

s 00000000000 00000000TABDOODODOODODODODODOD 1000000000000O0O
goooon

Manager > add ip ho<TAB>

Manager > add ip host

m J0ooooooboobooboobooboobobobboobobobobobbobbobobo
U00000mMaddip00000gh 000000000000 O00OOOOODODOO0OOOO

Manager > add ip g<TAB>

Manager > add ip g

ooooboooooo

0000000000000 0000000ooUD=0000000000?D00TABOODOOOOOOOO
gooooopogobooobooboobobobboobooboboobboobbobbobbooo

m 0000000000000 Osetswitchport=000000000?000TABOOODOOO0OOOOOO
OO0 PORTOOOODOODOOODOODOOODOOODOOODOOO
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oooooooooo

Manager > set switch port=?0000<TAB>[
required - the keyword ALL, an Ethernet switch port number, a range of Ethernet
switch port numbers separated by a hyphen, or a comma-separated list of Etherne

t switch port numbers and/or ranges

Manager > set switch port=

m J000TRUE/FALSEO ON/OFFO YES/NOO OO OOOOUOOODODOODODO0O0OO00O0DO0O0oooo
gobooooooobooobo

Manager > set switch port=1 speed=?0000<TAB>[
required - AUTOnegotiate 10MHALf 10MFUll 100MHALf 100MFU1l1l
1000MHALf 1000MFull 10MHAUto 10MFAuto 10MAUTo 100MHAUto 100MFAuto 100MAUto
1000MHAUto 1000MFAuto
Manager > set switch port=1 speed=
Manager > set portauth idtoggle=?00 00O <TAB>[

required - OFF ON

Manager > set portauth idtoggle=

s 000000000000000000000000000000000000 MenableipdOOdipd
goboooboooobooobooboon

Manager > enable ip=?0000<TAB>[

No value allowed

Manager > enable ip=

oooogon

O00O00D0O0OU0O0OO0OODUOHELPOODOOO2:90000000000O

s 00000000 HELPOODOOO2900000000000000000DODO0OO0OOOOOOO
gooo

HELP

m [J00gobooobooboooboooboobooobooboobbobboobboobo

HELP IP J

 JUpogooooobobooboobooboobobbobbooboboobboobobbOobobo
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oooooooooo

goooooooooo

HELP IP INTERFACE J

s 0000000000000 0O0ODO0ODODOD0O0OD0D0O0D0OD0ODHELPODOOOO2:90000000000
O00000OO0 SETHELPOOOODOO29% 000000000000

SET HELP=help.hlp J

ooooooboooood

0000000000000l 0000000oon 2200000000000000000000O0 2200
0000000 210000000000000000000D00OOO0000O0ODODODO0OOoO0OOOn
gooobboo

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

gobooobobooobbooboo

Space 001000000000

Enter ool10000000

C gooooooooooooo

q 0od0d0ooooooooooooo
a7

gobooboooobooobooboobobon

m 000000000 SETASYNODOOOmMOOOoooooooos500o0000o0o0o00oo

SET ASYN PAGE=30 J

s J000000000000000000PAGEODDODOOODO OFFOOOOOOO
SET ASYN PAGE=OFF
s JJ00JfgoocCoooooooooooooooooo000DO000DO0D0D0DUODDODODUDDOD

000000000000000000000000Cwl/QUCkl000I000O0O0D QUIUIUDOOOO
gbobooboobooooooobobooboboooboobogboboboboo ™

ooboogood

goboooboogooboooboooboobbobbooboobooobooobboobo

m 000000000 ADDALIASO0OODO0O01I2200000000000000MMs00000000
gobooboooobooobooboobbon

ADD ALIAS=1ls STRING="show file" J
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oooooooooooooooooboobooooooooooooonooooooooooooooon
oooooooooooooboooooobooooooooooog

m 000000000 SHOW ALIASOOO0O00361 000000000000

SHOW ALIAS J

m 000000000000 DELETEALIASOOO0O01870000000000

DELETE ALIAS=ls J
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gooooooooooo

ogobogodotdod

googgon

00000000000 0oooo0ooo03000000000000D0D0D0D0D0DODOD0DoODOOOOO
gooobooobobooboobooboobooboboboboboboobobbobobbobobobo
goboboobooboooooooboboobobobooboboboooDbobDoLDobOobOo

e User0O0O
e Manager 00O
e Security Officer O O O

UserDDOOOOODODOOODOOODODOOO0ODOOOODOOODOOODODOO0O0ODOO00ODOO00O0O00OO0O0O0O0O
Ododoo0oooooooooooooooooooooooooooooooooooodUserOO
OO0o0Dooo WANDOOOOOOOO PPPOOOOOOOODOOOOOOOOOOOOOOPPPOOODO
goooood

Manager0 0000000000000 D0O000DO0O000O00O0DOO0O0O00O000OO0O0DOOO0OOO0
0000000000000 00000000D00000D0000 ManagerODOOOOOO0OOO0DOOO
odoooo0ooo0oooooooooU0ooo2000000000000000000000000O
godooooouooooobobooboboooooboooo
SecurityOfﬁcerDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
goobooooobooobboooboboobob oo bbb boobboooobo
0000000000000 Security Officer 00000000000 DOODODODOOUO Security Officer
gododooooooooobooboobobobobbobbbbooooooooo

goooooood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
googoo

LCSETASYNOOOOMMOOOOOoOoooOoo 5000000 PROMPTOOOOOOOODOOOOO0OOOOO
ooooooooooooooooooobooooooooOoboboOooooooo

e UserOOO

>

e Manager 00

Manager >

e Security Officer O O O

SecOff >

OO0OSETSYSTEMNAMEOD OOOO33800000000000sysNameOOOOOOOO0O0O00OM >0
goooooboogobooobooboobobobbooboooboooboobbobbobbooo
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oooooooooooo

goboooboogobooobooboobbobboobo

Manager > set system name="GW/Saidaiji"

Info (134003): Operation successful.

Manager GW/Saidaiji>

oougoobgd

000D000000OManager 00000000 Omanager0 000000000000 0O00D0OOO
gobboooboogoboobbooboobbobboobooobbooobo

COo00000000000000o0oooan Security Officer 00 0000000000000 OOOOOO
0000000000 0Security Officer 1 0000000000000 O0DOODOOO0OD00O0OO0OOOOOO
ooooooomm

e U000 OUOmanager
e 000000 friend

gbooboboooobooboooboboboboboboboooobbbooobobboboboboo
0000000000000 D0ODUUDDUOOO SETPASSWORDOD DD OO3120000000000

Manager > set password

0l1ld password: abcabc 000000000000 OODOO0OOOOOODOODODOODOOOOOOO
New password: xyzxyz O0000000O00OOOOO

Confirm: xyzxyz 000000000000 0OO0OOO0OOOOOO

000000000000 0000000Entexrddgno

[Manager 00 000000000000000O0D000O0O0O00O0OOOO0ODODOOOOOOOO

0000000000000 000000000D0O0O0CREATECONFIGO ODOOO18 0000000
O000000OO0O0OOSETCONFIGO OO DOO29%50000000000000000ODO00O0O0DODOO
gooooboooboobboobooboobbooobo

Manager > create config=basic.cfg

Info (149003): Operation successful.

Manager > set config=basic.cfg

Info (149003): Operation successful.

ooggoougon

0000000000000 Do00D000D000D0000D00DODdRADIUSORemote Access
Dial-In User ServiceD 0 000 0000000000000 0000D00000DDO0O0O0OOO0O
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gooooooooooo

1. 0000oooooooo
2. RADIUSOOOOOADDRADIUSSERVERO OO OO13100000000000O

0000000000000 ooooooooo0oDooo00000ORADIUSOODOODO0DMOOOOOOO
goboooboobooobbobboo

oougoobogaon

000000000000000000000D00000 ManagerOOOODOOOOO0OO0OO0OOO0DOOO
O Security Officer 00 000000000000
goboooboooobobooobooboon

RN goobogo ogo RN

goooo USER uo 0000010 000oooooooon
goo

goooo PASSWORD uo O0o0ooooooD 103200000000

goooooboboboobbobbbbobooo
oddDelDODUOODDOOODDOD

0000000  PRIVILEGE 0ooooooog  Userd Manager Security Officer O O O O
00 Userd

gooogd LOGIN Userdd oo goooooooobooooooooooo
goo gooooooogo

Telnet 0 0 O TELNET goooooo O000oodoooo TELNETOOOODO

00000 NOO Uoooooooogo

gogo DESCRIPTION 0OO0OO0OO gobooooboobobo

O 8:

s 00000000000 ADDUSEROOOOO151000000000000000000 PRIVILEGE
000000000000 UDDUOO0 USEROD OO M

ADD USER=swadmin PRIVILEGE=MANAGER PASSWORD=s69ro028n

m [J0000boobboboboobobooboboobooboon

ADD USER=swadmin PRIVILEGE=MANAGER PASSWORD="voi4 dia 2390" J

s USEROODOO0OOOO0OO0OO0OODOO0O00OO0 LOGINDODODODODODODODODOODODDOoOOOOoooooDoo
0000000000000 0000000000000000000000000000PPPOOODODO
gooobooboobooboobooboobobbobobbobobobobobboboboboboobo
YESOTRUED 0000000

ADD USER=panp PRIVILEGE=USER PASSWORD=KER3ira6ai LOGIN=YES .

s J00000000000000O SETPASSWORDO OO OO312000000000000000O0O
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oooooooooooo

O000000D00000O0O0OOSETUSEROOOOO3 00000 PASSWORD O OOOOOOGOO
uon

SET USER=other PASSWORD=alapaKOre

[Co0O00000000000 manager10000000000000000000O0O00O0DOOO0OOOOO
O0b00000O00Omanager 0000000000000 00O0O00O00O0O0O0O0O0OOOOOOOOOO0O
000000000000 O00OCREATECONFIGOOOOO1580000000000000OSET CONFIG
0000029%000000000000000000000O00O0O0O00O0O00O0O0O0OO0OO0OOO0OO0O0
oooooooooooooooooooboboooooooOooboOooooOooOoOOobOOoooooOoOoooboOogo

[Manager 00 000000000000000O0D000O0O0O000OOO0O0ODODOOO0OOOOO

m 00000000 SHOWUSERO O OOO47800 0000000000
SHOW USER
s J00000000000000D0OD0OOOe000O0DODOOOO00ODODODOOOUOODDODODOODODOD

0000000000000 SETUSERODOOOO3 00000 MINPWDLENOOOOOOOOOO
gooo

SET USER MINPWDLEN=8 .

m Jpoooboooboooboobooboobbooboobobobbobbobobobbobbobobo
OOOOSETUSEROOOOO3 000000000000

n 0000000000000 000000OSHOW USEROODOOO4780 0000 CONFIGURATION
goboooboooobooobooboo

SHOW USER CONFIGURATION
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oooooo

oot

0000000000000 0o000000o0o00b0D00o00U0bDU0OUnoUoDoRADIUSO Remote
Authentication Dial In User ServiceD D 0D O 0O OO0OOD0OD0ODOODO

ooggoougon

gooooobuooobboooobobooobb bbb ooobobooobboobboooob o
oo booobb oo oo bbb oDoobbooobo
RADIUSOOOOO0OO0O0OO0OO0OOOOORADIUSOOOOOOOODOODOODOODOOO RADIUSO O
0000 Access-Reject 000D O0DO0D0O0DO0OO0ORADIUSOOOODODO Access-Acceptd 0000
ggboodoouoouoooo

RADIUS OO OO

RADIUSOOOOODOOOOODODOOOODOOODOOODOODOOOODODO0O0OoO0ooooooooooDoooo
gobooobooooobooobooboobbobbooboobooon

m RADIUSOOOOOO0ODODOOOCOOADD RADIUSSERVERO OO OO131 00000000000
RADIUSOOOOO IPOO0ODODOODOOOOOOOOODOOODOOOO

ADD RADIUS SERVER=192.168.10.10 SECRET=Valid8Me .

s 0000000000000 0000DOOUDPOOO 164500000000000000000DO0OO
0000000 1l46000000000000000O00O0O00O0OPORTOOOOOOOOOOO ACCPORT
0000000000000 0000000000ORFC28650 00000000 181200 RFC2866 0 O

O00000ooOooDooooD 18RBUOODODODODODODODRADIUSOODOODOOODOOODOODOOODOOOOO
gon

ADD RADIUS SERVER=192.168.10.10 PORT=1812 ACCPORT=1813 .

s RADIUSOOOOOO0O000O0O0O0DOOODELETE RADIUSSERVERO O OOO196000000OO0
gooo

DELETE RADIUS SERVER=192.168.10.10 J

s 0000000 RADIUSOOOOOOOOOODOOOOOSHOWRADIUSOOOOO43100000
goooon

SHOW RADIUS .

s RADIUSOODO0O000D000D0000000000D00000000000020 Service-Type D0 O
goooon

Service-Type 0 0 [ ooooooo
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oooooo

Administrative(6) Security Officer O O O
NAS Prompt(7) Manager 0 0 O
Login(1) User 00O 0O

0o9:

[Sérvice-Type 0000000000 000000000O0O0O0O0OOService-TypeO0 000000000000
OO0ORADIUSOOO00OO Access-Accept 0000000000000 0000O0DO0O0O0O0OODODOOOOO

s RADIUSO 000000000 0O0O0O00O0O0000000000oonoooooooooog RADIUS
gobooobooooboobooobo

[/etc/raddb/clients]

# client secret
192.168.10.1 RouterA
[/etc/raddb/users]

alpha Password = "PasswordA"

Framed-IP-Address = 192.168.10.240
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

beta Password = "PasswordB"
Framed-IP-Address = 192.168.10.241
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

O0000oO0ooooooo RADIUSCOOO

ggo goooooo oo
User-Name oo0o/0000o0ooo goooooooo
ggo
User-Password ooooo o0o0o0oooooo
CHAP-Password gooogd CHAPOOOODOODODOOODOOOOO
goooooooooo
NAS-IP-Address oo0o/0000o0ooo OoooooOo NASOoDOoooooo
ggo OoIPoOOOO
Framed-IP-Address 0000 Oacceptd O oooooIPoOOOO
Framed-IP-Netmask UO0000Oacceptd O gooooooooogo
Callback-Number 0000 Oacceptd O oooooooo
Framed-Route UO0000Oacceptd O O000D000oooooo0oo0 NASOO
googbobooguoooooo
Framed-IPX-Network UO0000Oacceptd O oooooIPXOoOooooooo
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oooooo

Session-Timeout

UO0000Oacceptd O

goboobobobbooobooobo

Idle-Timeout

UO0000Oacceptd O

googboobbobbobbobobo

Calling-Station-Id

googoo

NASOOOOoOooooooooooo
goboobobo

Framed-AppleTalk-Network

UO0000Oacceptd O

00000 AppleTalk 0000000
0

Framed-AppleTalk-Zone

UO0000Oacceptd O

0000000000 AppleTalk 00
0

CHAP-Challenge

googoo

NASOOOOoOooooooooooo
000 CHAPOODOOODO

Acct-Status-Type

goooooooooo

gobooobobooooooobo

Acct-Input-Octets

goooooooooo

gooooobobboobooooogo
goboooboooobo

Acct-Output-Octets

goooooooooo

gooooobobboobooooogo
ggboobobobobooon

Acct-Session-Id

oooooooooo/oo
gobooooboogn

ooooo ID

Acct-Authentic

goooooooooo

goboobooboon

Acct-Session-Time

goooooooooo

Framed User 00 0O OO O0OOO
oo

Acct-Input-Packets

goooooooooo

Framed User 0O OO 0000000
gboobooboobbooooooooboo
ogo

Acct-Output-Packets

goooooooooo

Framed User 0O OO 0000000
gbobooboobobooooobooon
goobogo

Acct-Terminate-Cause

goooooooooo

gobooobobooon

googn

0 10:
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ooooao

ooood

00000000000 LANODOODODooDoooooooooooooooooooooooooooon
gooooo0o0oO0oO000O0O00DU00UL0U0000U0D0U0DLD0D0D0D0DOD0DODODODO0ODOoOoOoooO 20
goooooboooboo

e [EEE802.1XIODOOOO8021XO OO
e MACOUDODOODDDODDOODODODOMACOODOOOO

802.1X 0O 0O O O EAPO Extensible Authentication Protocol0 00 0000000000000 DOOOO0
D0ooooooooo81Xoooooooooooooooooooooooooo 8021X0000O
gooooooogoo

ODOOMACOUOODODOOODDODODO MACOODOOODODOOODODODOOOOOOOooOOooooooooo
0000000 0oo0ooooooogN1Xoooooo 8021Xooooooooooooooooo
0doooooooooooooooooooooooos1IXoooooooooooooooooog
801X O DO MACOUDDODODOODDODODUOODOODODOODOoODODoOODoDoOOooDoooooooooooo
goooobbooobboobbobooooboodob b oo oo bbobbooob o
O0o0o0ooooo VECANOOOODOOOODoooooooooooo VLANCOOoODOoooooo
Supplicantl]l]l]l]l]l]DDDDI:JDDDDDDDDDDDDDDDDDDDDDDDDDDDD

000000 U00ooD0ooDUooDUOOo3gnDoooooooooOoOO

0000000
(RADIUSC OO O)

Authenticator

oooooon x oooooooo

-

gooooooo

@ 00 00O (authorised)1 O
X 802.1X Authenticatord O O [

@ 0000 (authorised) O
M MACOOODOOOOOO

@ 0 0 O (unauthorised)d O
X

D0000gpoo 0000 ggog Authenticatord 0 0 0

802.1XI1 g0z 1x1h 802.1X0  [gao_1x(l @ 0 O O (unauthorised)d O
0ool \goouwm 000 |gooo M MACOOODOODOOOD
Supplicant(PCO 0 ) (O ooooooo
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ooooo

° Authenticatorl]l]l]l]l]l]l]l]DDDDDDDDSupplicantl]l]l]l]l]l]l]l]l]DDDDDDDDD
DDDDDDDSOZ.lXDDDDEAPDDDDDDDDDDDDSupplicantl]l]l]l]l]l]l]l]l]l]
DDD]DDDMACDDDDDDDSupplicantl]MACDDDDDDDDDDDDDDDDDDD]
oo oboobobobbobobobobobbob0oboooooogog
DDDDDDDDDDDDDDDRADIUSDDDDDDDDDDDSupplicantDDDDDDDDDD
JoooooDooooDoooboooboooomm

e UDOUOUOUOORADIUSOODDOMM Authenticator 000000 0 0OSupplicant 00000000
odoooooooooooooooooooMACODOODOOOO VLANDOOOOOoOoooo
OD0O0O00OOAuthenticator 0000000000 OOODO RADIUSOOOOOOOOOO

° Supplicantl]l]l]l]DDDD]DDDDDDDDD Authenticator D 00000000 OCOOOO
DDDDDSOZ.lXDDDDDDDDDDDDSOZ.lXSupplicantDDDDDDDDDDDDDDD
802.1X5upp1icant|]|]|]|]|]|]|]OSDDDDDDDDDDDDDDDDDDDDDDDDDDDD
odoooooooooooooooooMACODOOODOODOOOOOODOOoOoOoOooOoOOoOooon

000000000000 /Ethernet 000000000 OO Authenticator O Supplicant 0 000000
00 00 Authenticator 0000000 Supplicant 000000000000 O000O0O0DODOORADIUS
gooooooooooboboooooooo

CO000000000 Supplicant000000000000O00Multi-Supplicant 00 00O Ethernet 010 O
O00000ooooooad

00000000 Authenticatord

00000000 Authenticator 0 D00 0000000000000 00O0O00OOOOOOOODODOO0O
gobooooboogn

goooooo gooooooogooo
OU0OO0O0oO0VLAN 000000 VLANOOOO
googd O

802.1X O O O Single-Supplicant 0 0 O O ETH/VLAN VLAN OO

802.1X 0O O O Multi-Supplicant 0 O 0 O ETHOO ooooo

MACOOODOOO Multi—Supplicant oooo ETHOO gooogd

O 11: Authenticator 00 0000000000000

e Single-Supplicant 0 OO0 O Supplicant 0 100000000000000000000O0OO

e Multi-Supplicant 0 000 000 Supplicant 00 000000000000

o JOODOMO VLANDDDDDDDDDDDDDDDDSupplicantDDDDD VLANOOOOOO
goooo

e UUIDODOO8NIXODUDOD MACOODODIDODDODOODOODOOD

e JIDDUOUUIDODOUDDDO VLANODODO VLANODOODOOODOOO
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ooooao

802.1X 0 00O OEAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO OO0 0O O0OO0O0OOOOOOOO
00000000000 8021X0ODDooOoo0oooooooDooU0o EAPOODOOODOOOOOOOOO

e Authenticator 0 0 EAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO EAP-OTP(MD4/MD5)
e Supplicant O 0 EAP-MD50 EAP-OTP(MD4/MD?5)

oo

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
O0000oooOo81XoooooooomooooooooooOOooOoOOODODODODODODODOOOD @™

Authenticator

0000 Authenticator 000 0000000000000 D0DO Authenticator000000000OIP
D000 RADIUSODOOODDOOODOOODOOO

0000000000000 VLANdefaut 0000000000000 00D0O 1030 8021X0O00O
O00D00D0OD0DUODO0DUOORADIUSOOOOOODOOD 40000000000000000000O0O0O00O

1. 802.1XO0O RADIUSOOODODODODDOOOOOOOODODOOODO RADIUSOOOOOOOOOOO
O0000000IPO0OO0OO0O0O0OO0OVLANdefault0 IPOOOO0O0OOOOOO

ENABLE IP J
ADD IP INT=vlan-default IP=192.168.10.5 MASK=255.255.255.0 J

[CO000 RADIUSOO OO0 VLANdefault 000 000000000000 0OO0 VLANOOOOO
OO0ORADIUSOOOODOOOOOOOOOOOOOOOOOO

2. RADIUSOOOOO IPOOODOO UDPOODOOOOOODODOUOODOODOO

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. 8021X0OOOoooOoooooO

ENABLE PORTAUTH=8021X .

4. 000 1030 8021X000000000000mTYPE=AUTHENTICATORO O OOODOOO
000 1030 AuthenticatorO OO QOO0 OOO

ENABLE PORTAUTH=8021X PORT=1-3 TYPE=AUTHENTICATOR
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ooooo

[C802.1X 000 Authenticator 0 D 00000 MACOOODOOODODOODODOOVRRPOOODOOODOOODOOO
802.1X 0 00O Authenticator 0 D00 D00 MACOUDOOODODOOOODODODOOOOOOOODODOOOOOOO

[RADIUSOOO00O00O0O000O000AuthenticatorJ0 00000000000 Authenticator00 00
O000000ENABLE PORTAUTHPORT OO OO DO2520000 /SET PORTAUTH PORT O O 0O 0O 0313
00000 CONTROLOOOODOO AUTHORISED OO O4OOOoOOoOdQg

Authenticator0 0 0 0O 0O 0O O VLAND

000000 VLANDO Dynamic VLAN Assignemnt0 D ORADIUS OO0 0000000000 O00O0O
0000000000 VLANOOOOOOO0ODO0O0O0000000008021X000 Single-Supplicant
gobooboogooooobooboooboobbo

0000000 Authenticator 0000000000000 000 VLANODODOODOOODOOOOOO
000000 Authenticator 000 000000IPOD0OO RADIUSOOO0OODOOOOOOOO
O000o0oooooooooOOoO 300 VLCANDAODBOODCOOOODODODODODODODOORADIUSOOOOO
O00000O0O VLCANOCROODOODODOODODODODODODOOOOOOODDODODODODODODODOORADIUSODOOO
000000 VLCANMDAODBOODCOOOooooooooooooooooo

00000000 1030 8021X00U0DD0DDODDODO0DUDUDODORADIUSOOOOOOVLANORODOD
goo0400000000000000ODUODDODOOO

1. VLCANOOOOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .
CREATE VLAN=C VID=30
CREATE VLAN=R VID=1000

2. RADIUSOOOOOOOOOOOO 40 VLANOCROOODODOOOOO

ADD VLAN=R PORT=4 .

3. 8021X00 RADIUSOOOOOOOOOODOOOOOOODODO RADIUSOOOOOODODOOOO
0000000 UIPOOCOO0O0OOO0O0O0OOOVLANOROO IPOOODOOOOOOOO

ENABLE IP J
ADD IP INT=vlan-R IP=192.168.10.5 MASK=255.255.255.0

[CO000 RADIUSOOOOO VLANOROOOOOOOOOOOOOOOO0OOO VLANOOOOOO
OORADIUSOOOOOOOO0OOOOOOOOOOO0OOO0

4. RADIUSOOOOOIPOODOODO UDPOOOOOOOODOOUOODOODOO
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ooooo

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. 8021X0O0OOO0O0OOOOOOOO

ENABLE PORTAUTH=8021X .

6. D00 1030 8021X0O000O0O0OO0OO00ODODOMMTYPE=AUTHENTICATORD OO O OOOO
000 1030 Authenticator 0000000000 0O M VLANASSIGNMENT=ENABLEDO O
000000000000 VLANOODOoODOoOOooOo

ENABLE PORTAUTH=8021X PORT=1-3 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED

CO000000000 VLANOOOO OO0 dSingle-Supplicant 0 0 0 0O Supplicantl D0 00000000
000000000000 0000000000000b0b0000o0000o00

[C802.1X 000 Authenticator 00 000000000000 O0O0O0OO0OOOO

[RADIUSOOO0O0O00O0O000O000Authenticator 0000000000000 Authenticator00 00
O00000ENABLE PORTAUTHPORT OO OO O2520000 /SET PORTAUTH PORT O O 0O 0O 0313
00000 CONTROLOOOODOO AUTHORISED OO OOOOOOoOQgd

m 00000 VLANODODODDODUOODDOODOOO

e Supplicant000000000000000O0O0O VLANIADD VLANPORT 0000 VLANO
011000000000 VLCANOOODOOOoOOoooooooooooDuooouooooo

e RADIUSOUODUODUOODODOD VLCANODOODODODDOODOODODODODODODDOO VLANODODDODOO
gobooobooooboooobooboobbooboo

e RADIUSOUOODUODUOODODO VLCANODOODODODDODODUOODODODODODODODOOO VLANODDDOODO
gobooobooobooooboobbobbooboobboooobo

e RADIUSOODDUOODD VLANODOOOOODDDOOOODOODOOODODODODODDOD VLANODODOO
goboooboooboooobooboobbooboo

e NIDDDDUUIUUDDDDDODODULDOUDUDODODDODOODUDUDUDODDODODD VLANDODO
gobooobooooobooooboobobobbooboobooobobooboboobo

e JID0DODODMMIODCCONTROL=UNAUTHORISED 00000 MM 00 CONTROL=AUTHORISED
o000 U000U0O0U00LDU00DODUUU0UO VLANOODDOooooo

m 000000000 VLCANOOOODODODOOOODOOOOADD VLAN PORT OO0 0O 0O VLANO
O 110o00ooooooooo0o VLCANOOOOODODOooooooooooooooooooooooo
00000 VLANDODOOOO VLANODODOOOoOoooooooo
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ooooo

o JOOOUODOODDODDODD

e JODOOODOODDOD

e J0O0DUIDDOODDOOUDOOUDDOODOODISABLE PORTAUTHPORT O OO ODO222000 OO
e J0D0DODUODDOOODODOOOODDODOOUODISABLE PORTAUTHO OO O O22000 000

Supplicant

0000 802.1XSupplicant 0 0 0000000000000 O0O0D00O00OODOOO0OOD 1000000
00000000 Supplicant 00000000000 0IPODOO0OOO0OO0OODOO0ODO

1. 8021XO0O0DOD0ODODODO0DODO0DO0DO0DOOOO

ENABLE PORTAUTH=8021X .

2. 00010000000000000000000000000000000O0O0O0O0OOO0O0O0O0
OO0O0MMTYPE=SUPPLICANTO OO DOO0O0O00000 10 Supplicant0 00000000

ENABLE PORTAUTH=8021X PORT=1 TYPE=SUPPLICANT USERNAME=atswitch
PASSWORD=atpasswd

oooood

0000000000000 00000000000ORADIUSO00D0000DO0DODO0DODO0OOOOOOO
gooo

00000000 00o0o0oo0o0ooo0oo0oooo0ooo0oooooooooooooooo

e 8021X0ODODODODODOOODODDOO VLCANODODODODOODOODODODODODODODOUOOODUOOooDooooo

goooooo
ooo ooo oo
User-Name 00000 0000000000000 "userl”, "userB”O

User-Password 00000 OEAP-MD5SOEAP-PEAPOEAP-TTLSOOO0OO0O0O0OOOO
00000000000 ”dbf8a9hve”, "hlmi2uDado” (I EAP-
TLSOOOOoOOoOoOooOooOoooooooooooooooo

0 12:8021X000000000 VLANOOO

CO000000 EAP-TLSOO0O0O0O0OORADIUSOOOOOOOOOOOOOOOOOOODOOO
oooooooooooooooooooboooobooOoooooooOoOoOoOoOoOoOoOoboOooOoboooo
EAP-PEAPOEAP-TTLSOOO0OO0OCORADIUSOOOO0OOOOOOOOOOOOOOOOOOO
dodo0o0ooo0o0o0o0ooo0oooo RADIUSOOO00OO0O Supplicantd OSO O
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ooooo

ooooooooooooooooocoooooooo

e MACOUDUODDDOODDOODDODOODOODDODODDODODODODODODOOOODDO

ggo goo gd

User-Name MACOOOO O000oooo0d MACOOOOOOO”00-00-f4-11-22-33" [
al0f0000oooO

User-Password MACOUOOO 0000000 MACOOOOOUser-NameOOOOOO
goood

013:MACOOOOOOOOODOOOO VLANOOO
e 00O81IXODUDODODODODODODO VLANOODODOODODODODODUODODODODODODODODOODOD 3000
goooooooooo

oo oo g

Tunnel-Type VLAN (13) goboobobbooobooboobbo

Tunnel-Medium-Type IEEE-802 (6) goboobobbooobooboobbo

Tunnel-Private-Group-ID VLAN 0 0 VLAN 000000000000 O0DOOOO
1D 0000000 0oo VLANDODOOO

VLAN IDO 0O O “sales”, 100

014000000 VLANOOOO
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goooooooooooo

ogboouguouotd

OOOOOTFTPOHTIPOZMODEM O 00000000 OODODOOODOOOOOOOODOOOOOO

gooogd

O000ooooOoOooooooIPOOOODOOOOO0O0OOOOTFTPOHTTPOO OO ODODOODOOOOO
ooooooooozZMODEMOODODUOODODOODOOOOODOOODODOODODOODODODODODODODODODOOO
gbobooooboooboo

ooobobooooooooooo

goooo0oooOoOoUoO0oO0DOOoOO0OOLDUIPOODODODODODODODODOOOOIPODODODOOOOOOOO
DNSOOOOODOODODODODODOODOOUOOUOOSERVEROODODOODOODODDODODDODODODODOOOO0oogo
oo0ooooooooIlPoo0ooDoooOoooooooon

s TFTPOODOO 192.168.105000000 myfilecfgDOO0O0ODOO0OO0OOO

LOAD METHOD=TFTP SERVER=192.168.10.5 FILE=myfile.cfg DESTINATION=FLASH .

m HTTPOWebO O O OO 19216810100 0000000000000 O0OODOUOOOODOOO
ODOOLOADOOOO0OO271 00000 FILEDOODODOODODOODOODODO0D000D0D00O0O000O00O
000000000000 000D000URLOOhttp://192.168.10.10/admin/myscript.scpd 0 O O
0 /~admin/myscript.scp0 D 000000

LOAD METHOD=HTTP SERVER=192.168.10.10 FILE=/"admin/myscript.scp
DESTINATION=FLASH .J

(000000 oL b bbouobnbboboobo
O00000o00oooooooooo2830000000000DESTFILECCDOOOOOOOOO
0000000000000 0000Web 00D OOUOOlonglonglonglongname.txt0O0O0 00000
DDDDDDl]longname.tXtDDDDDDDDDDDDDDDDDDDD

LOAD METHOD=HTTP SERVER=192.168.10.10 FILE=/doc/longlonglonglongname.txt
DESTFILE=1longname. txt DESTINATION=FLASH

s 000000000 FQDNOODODOODODDODOODO0DO0OO0D0D0Doooooooooon ADDIPDNS OO
O0mMmIPOO 17300000 DNSOOOODOOODODUODODODO0DOD0O0O0O0OODODODODODODOO DNSOoooO
000000 19216810500 000000000000
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ooooooooooooo

ADD IP DNS PRIMARY=192.168.10.5 4
LOAD METHOD=HTTP SERVER=www.example.com FILE=/index.html
DESTFILE=index.htm J

s HITPOOOOOODODOOOODOOOOOOOOHTTPPROXY O PROXYPORTO O OOOOOOOO
oooIPOO00000O0O0O0OOOOOOOOOOOOOOO

000000 LOADOODOD27100000000000000D0OO0DOO0O0O0OO0O0OO0OOOOOO
O0000 SETLOADERO OO OO298 00000 HTTPPROXY O PROXYPORTO OO OO O OOO
gobooboooboooon

SET LOADER HTTPPROXY=proxy.example.com PROXYPORT=3128 .J

[CHTTPPROXY O OO OOODOOODODOODODODADDIPDNSOOOOMMIIPOO 17300000 DNSOO OO
ooooooooooooooo

000000000000 o0oUOLoOADODOOOO271 00000 HTTPPROXY 0O PROXYPORT 0O 0O 0O
goooooooooo

LOAD METHOD=HTTP SERVER=www.example.com FILE=/conf/basic.cfg

0000000000000 000000000000000OSET LOADERO O ODOO298 00000
DEFAULTOOOODOOO

SET LOADER HTTPPROXY=DEFAULT PROXYPORT=DEFAULT .

m HTTPO BasicOO OO ODOOOO0OO0OO00ODOOOOOO0O0O0OODOOOOOOUSERNAMEOPASSWORD
goboobooboobooobooobooboobbo

LOAD METHOD=HTTP SERVER=www.example.com FILE=/private/michaya.cfg
USERNAME=mikan PASSWORD=cg23u5h8 J

m SETLOADEROOOO0O298 00 0000000000000 00O0OLOADERODO DD DOOOOOO
0 SHOW LOADERO OO OO38e 00O OO0OOOOOOO

SHOW LOADER !

ooobobooooooooooo

s ZMODEMUOUOOOOOOO0OO0ODOO0OOODOO0O00000000000000000*B0...000000
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goooooooooooo

o0o00ooooooooo000oooDoooDo0oOU0Uoo0 ZMODEMUOOODODODOOODOODOOOOO
00000000000 UUoooooooo ZMODEM OO OODODOOODOOODOOOOODOO

LOAD METHOD=ZMODEM ASYN=0

gooogd

O00oDooo0o UPLOADOOOOO4890000000000000000 TFTPO ZMODEM O OO0
0000000000000 0000000000000000000D00000.cfg0.txt000000

ooobobooooooooooo

goooo0oooO0oOoUoO0oO0DOO0OOO0OOoDUIPOODODOODODODUODODOODOOIPODODODOOODOOOOO

s TFTPO OO0 192.168.10.500 000 critical.cfg0 0000000000

UPLOAD METHOD=TFTP FILE=critical.cfg server=192.168.10.5 J

CTFTPO0OO0O0O0OO00O0OUNIXO OSO tftpd0000000000000000O0OO0DOOO0O0O000OO
oooooooooooooooooooboooooooOOoboOooooOooOoOObOO0OobooooOoOOoboOoOoo
oboooooooooooooOooooooooooboooooooooooOooooOoOoooboOoooboooooo
ooooooooooooooo

UNxXOS[1]# cd /tftpboot
UNxXOS[2]# touch critical.cfg
UNxXOS[3]# chmod 666 critical.cfg

ooobobooooooooooo

s ZMODEM O OOOOOOOOOOODODOOO

UPLOAD METHOD=ZMODEM FILE=ivaluabl.scp ASYN=0

ooooo CentreCOM AR570S 0 000O0O0O0O00O0O 2.9
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oooooao

oot

gobooobooobooobooboon

googn

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboobooooboooboobbobbooboo

oobobooooboboooobobooooad

00o00o00ooU0oo0oU00Do0oU0oDo0o00oo00o00Do00DoOU0DOoOD0DODo0o0O0DDOOO0OO 30000
0 majorminorinterimM OO00O0O000 2910000000000 @ major00000000000O000DO
Ominor0 0 0000000000000 intermI 000000000000 0ODO0OOOODOOOOO
goboooboogobooobooboobbobboobo
0000000000000 o0ooobsre REZDODODODOODDODOODOODOODOOOOMmMbB-000000
00000 rrr0 0O majorminorinterimd 000000000000 300000000000.REZO
0000000000000000000000000000mm-rrr J000aM@bMcO00O00D000O
gobooobooooooon

CO0o0o000o0000o0ombSrr-mm REZODODOOOOOO0OOOO0O0OOO0O0O0OO0O0O0OOO0OOOO
00000000 Mmajorminorinterim-mmM 0000000 29.1-23000000000 @M mmO000
oooooooooooooooooooboooooooOoOoboboooooOooOoOObOO0OoooooOoOOooboOoOoo
oooooooooooooooooooboooooooOoOoboboooooOooOoOObOO0OoooooOoOOooboOoOoo
ooooooo

goooood

000000000000 0000000000000000000000000000 0 mmrrr-pp.PAZO
oooooboobooboboobooboobobbobooDooDoDmmoboobDoobobDoDg
0000000000 00m@MO00000pp0000000D0O0O0O0O0DO0OO00DO0I00DO0O00O0
O0000O0b55-291.REZODODOODO0OODOOO0O0ONOOODOOOB5291-01.PAZODODOOOODODOOODO
go000o00ooOooOoOooOoolDOoDODOoDDODODDODOODOODODOOODODODOOODOODODOODOODOOO
0000000000000 ooooooooo100000M o000 .PAZDOODOOOOOOOOO
goboooboooobbooboo

[CO0000000o00o0o0oo0ooo0o0o0oo0o0ooo0oo0oooo0ooo0oooooooooo
oooooo

gooboboooobobooooboboogd

0000000000000 00D000000majorminorinterim PLpp00 0000000000000
0000000000000 000000000MppO 000000000 ODOOODOOOOODO291
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oooooo

PL1OD

oottt unoooud

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooooboogobooobooboobbobbooboobobooobobooobo

[ M0000000000000o0o00o0o0o0oooo0o0ooooooooooo

gooooooooobobobooobboobobooooooooooooooooooooooooooo
00000000 0majorminorinterim0 00000000

m 0000000000000 ENABLERELEASEO O OOO2560 000000000

ENABLE RELEASE=55-291.rez NUMBER=2.65545 PASSWORD=a689E8113492 .
NUMBEROOODOOOODOOOOxyDOOOOoOoOOoOOooOOoOoOOoOOoOOO

e IXxODODOOODODOOmMajor000D00000D0O0DOO0O0O00DOO0O0291002000000
e OyO00065536 x interim+minor00 0000000000 29.100065536x 10 90 65545 [
googod

[CN000027000000000000000000000000majorminord000000000000O00O
0o0o0o0ooooooo0oo0o000000000000 27400 275000000000000 00 major.minor(
000000027000000000027500000000000000000PASSWORDOOOOOO
O00O0OO0O0OO0OO0OO0OO0OOENABLERELEASEO OO OO256000000000000000O00O0000OO
oooooooooooooooooooooooooobobooooooooOobooOooooooOmm

s 000000000000 0000 SHOWRELEASEO O OOO433000000000000000

SHOW RELEASE .

oobooobooooooooouodad

googooooooboooooooobooboooooDobWooboooDoboboobDobboO
goobooooboogn
oooooooUoooooo3oooooooon

TEMPORARY goboopboooboobobooobooboo

PREFERRED Jdod0o0o0o0ooooooobooooooooon
DEFAULT 0000000000000 Uo0doEPROMOOCO0OO0OOOOOOOOOO
0 15:

000000000 0000o0o00o0o0o0oooo0o0oooooooooog

s 0000000000000 00O0 SETINSTALLOOOOO29700000000000

goooo CentreCOMAR570S 0000000000 2.9
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oooooao

SET INSTALL=PREFERRED RELEASE=55-291.rez PATCH=55291-01.paz J

s 0000000000000 00 DELETEINSTALLOOOODO1900000000000

DELETE INSTALL=PREFERRED .J

s 0000000000000 00000 SHOWINSTALLOOOOO384O0ooooooooo

SHOW INSTALL

ootudoobooooooood

gbooooobooboboooboooobobobooboboboobobobobobboobbon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goooooboogoo

s 0000000000000 000000O0ENABLEFEATURECOOOO2420000000000

ENABLE FEATURE=NOEX PASSWORD=jogefogojoge

s 00000000000000000000 SHOW FEATUREDOOOO39 000000000000

SHOW FEATURE
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ooooo

oogg

goooooooooobobbbbooboobooooobL bbb bbbboobooooDLbLDbDD
gooooboogooboobobooboobobobbooboobbooboboooboobbo
gobooobooooobooboooboobo

e [IUUIDUOUOUOUUOOOO

e MIMEOUDUODODUOODODODOODDOUOODDODOODODODOODOODOOM

e JD00D0DDOUDDODOUOUDDOUOManagerd000D0000ODODOO Security Officerd 0O OO
gobdboooouoouoouoo

° DDDDDDDDDDDDmanager@l]DDDDDDDDD(DDDDD SET MAIL 0O 00O 0O 0308
00000 HOSTNAMEO O OOOOOOooOOoOoO)

e POP before SMTPO SMTP AUTHOOOOOOOOOOO

e Submission0 00000000 OOOCOO

oo

gooooobooobooobooboobobobbooboooboobboobbobbon

00000000000 DoOoFQDNO gw.tw.example.com

ooooooooIPoOOO 192.168.28.1

goooooooooo admin@is.example.com
0 16:

0000000000000 0D0o0ooooo DNSOODoODoOooooooooo0oO0oo0oOUooOUog SET
MAILOOOOO30800O0MmMDNSOOODOO ADDIPDNSOOOOMmMIIPOO 173000000000
0000000 IPO000000OO0O0OO0O DNSODODOODOOODOOOOOODOOMm
o0o00oooo IPO000000O0O0O0OOODOOOOOOOOOOOOOOOOOOOON

1. 00000000000000000000000FQDN=Fully Qualified Domain NameO O O O
gooo

SET MAIL HOSTNAME=gw.tw.example.com
2. DNSOOOOOOOOOOOOoOOooooooooooao

ADD IP DNS PRIMARY=192.168.28.1

ooboogood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
MAILOOOOO2750000000000

 JUpoooooooboobooboobooboobobbobobobboboobbobobboobo
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ooooo

goooooooooo

MAIL TO=admin@is.example.com SUBJECT="testl" MESSAGE="This is a test" J

TOOOOOOODODOOOOOSUBJECTOOOODOOOOMESSAGEODDODODOOODODOOOOODOOOO
o000o0oooOoOO0o0oDO0O0ooODO0O0ODODO0000000000000000_0D0Do0OO 1B1o00oOO
goooo00o00oO0O00DUO0DU0LDUODUO 200000700000 000O0O0

m J00000000000000DNSOO0O0OO00000000000 is.example.comd O MXOOO
gooooobooobooobooboobobobboobooobooboboobobobbobbooo
OoooSMTPOODOOOOUOOOO0OODODODDOUOOOOO0DODDOODOODODOOOOODOO MXOOOO
gobooopoooobbooobooboobboon
O00ODNSOUOO0DO0DO0OO0D0DooooooooooIPOOODOOODOODODOOODOOOODOOODODOO
O0o000ooooooooo IPO0DO0O000O0ODOOOOOO0OODOOOOOODOODOOOOOOOOn
o0o00o0ooooooIPOoO0OOoOo 17216101000 00000000000

MAIL TO=admin@[172.16.10.100] SUBJECT="test2" MESSAGE="Koremo test
desu" J
m FILEODOOODOOO0OODOD000D00000000000.cfgD.scpU txtOOOODODOOOODOOO
00000000000000000000Obasiccfgd 0000000000000 OO0000O
MAIL TO=admin@is.example.com SUBJECT="config file" FILE=basic.cfg J
m 00000000000 0O0D0O000D0DO00DDOD000ODOO0O0DOOO0ODOO0OODDODOoODDODOa

O00000000CREATE TRIGGERREBOOTO OO OO18 2000000000 DOO00OOODODOO
gobooobooooooobpooobo

ENABLE TRIGGER
CREATE TRIGGER=1 REBOOT=ALL SCRIPT=mail.scp

00000 0mailscpO

MAIL TO=admin@is.example.com SUBJECT="%N rebooted" MESSAGE="$N(SN:%S) re-
booted at %D %T"

000000000 00oooooooO0000000000D0DDO00O0O0O0O0UO00000O0%NODO
O000000%SMO0n0%b0%T0 0000000000000 0ooooooooon
gboboooooooooon

Subject: arl rebooted

From: manager@gw.tw.example.com
To: <admin@is.example.com>
Date: Wed, 29 Aug 2001 23:59:40

arl (SN:41906093) rebooted at 29-Aug-2001 23:59:40

R 0000000000000 000000OCREATE TRIGGER FIREWALLOOOOO1710000000
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ooooo

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
00000ooooooo00oooooo00UoooDooU0oUooooooOoo IPOODODOOOOO
goooon

ENABLE TRIGGER
CREATE TRIGGER=2 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

Uo0O0O000pscans.scp 000

MAIL TO=admin@is.example.com SUBJECT="Portscan from %2 started"

m J000000000000DO0000O000OO000O0ODOO0O0D0O0O0ODO 1I00D0DO0DODO0ODOOOOO
000000000000 0000000CREATELOGOUTPUTOOOODO16400000 ADD LOG
OouTPUTOOOOO126 000 OO

CREATE LOG OUTPUT=1 DEST=email TO=admin@is.example.com MESS=10 J
ADD LOG OUTPUT=1 ALL

m 0000000000000 DODODODO0O0ODDODODOOO0 SHOWMAILODODOOD40400000DDDO
ugon

Manager > show mail
MAIL
Host Name ............ gw.tw.example.com
SMTP Server .......... not set
State ... ..., alive
Debug ..., disabled
Mails Sent ........... 4
Date/Time Id To Subject State Retries
5 11:11:15 0003 admin@is.example.com Connect 0

s J00000000000000000 DELETEMAILOOOO0193000000000000 SHOW
MAILOOOOO04040000000000000000000 1dO00003000000000O0O00O0O0O0
uon

DELETE MAIL=3 .
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ooooooo

oooogn

O00000oooO0o/oocooooon

0000000 20000000000000

oo ug

goooooo gobbobbobbooon

goooooboogoo gobobooboboobobobboobboobboobbooboobbo
gobobooboboobobobboobboobboobbooboobbo
000000000000 0ooooOIPsecO000O0O0O0OODOODOODO
gobooboobboon

o 17:
000000000000000000D000000000000000D0 0Manager 0000 Security
Officer 000000 DDO0DO00DOOODDO0ODOOODOODOO0DOOODOOD Security Officer OO
goooooooo

ggo goooooooog gooooooogooo gobooooouoouooog
User gd goooooooooogo goooboooboobooobn
goooooooooogo goooboooboobooobn
ggo O
Manager DDDDDmanager/ goooooooooogo gooobooobooboobn
OO00o00 friend goooooooooooo
Security gd goooooooooogo goooooooooooo
Officer
0 18:

0000000000000000000000D000 Security Officer 000000000000

e ACTIVATESCRIPTOOODODO1200000

e ADD FRAMERELAY DILCOOO0OMMOODOOOOODODO 1200 000 ENCRYPTION O O
gooo

e ADDIPINTERFACEO OOOMMIIPODO 1850000

e ADDPKICERTIFICATEO O OO MMPKIODD 130000

e ADDPKICRLOOOOMPKIODO 150000

e ADD PKI LDAPREPOSITORY 0O OO MMPKIDDO 170000

e ADDSCRIPTOOODOO1330000

e ADDSSHUSEROOOODO1470000

e ADDUSEROIODUOIODOI1IODDODO

e ADDUSERRSOOOOOO1530000
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ooooooo

e CLEARNVSTOTALLYOOOOO1560000

e CREATECONHFIGOOOOO1580000

e CREATEENCOKEYDODOOMmMOODOODODOD 180000

e CREATEFRAMERELAY OO0 OMMOOOOODOOOO 1400000 DEFENCRYPTION OO
gooo

e CREATE IPSEC BUNDLESPECIFICATION 00O O [MIPsec0 0 390000

e CREATEIPSECPOLICYOOOOMmMIPsecOO 410000

o CREATE IPSEC SASPECIFICATION OO0 OO M IPsecO 0 460000

e CREATEISAKMP POLICY 0 OO O IPsecd 0 480000

e CREATE PKI ENROLLMENTREQUEST O O OO M PKIODO 180000

e CREATE PKI KEYUPDATEREQUEST O O OO M PKIODO 210000

e CREATEPPPOOOOMMIPPPOO 370000

e CREATEPPP TEMPLATEO O OO PPPODO 430000

e CREATESNMP COMMUNITYOOOOO1670000

e CREATESTAROUDOODMmMOODODOODDOO 220000

e DEACTIVATE SCRIPTOOOODO186 0000

e DELETEFILEO O DOOO189 0000

e DELETENVSOOOOO195 0000

e DELETE PKICERTIFICATEO OO OMMPKIODO 220000

e DELETEPKICRLOOOOMPKIODDO 230000

e DELETE PKI LDAPREPOSITORY 0 O OO MM PKIODO 240000

e DELETESCRIPTOOOOO1970000

e DELETESSHUSEROOOODO2040000

e DELETEUSEROIOO0OO2060000

e DELETEUSERRSOOOOOO2070000

e DESTROYENCOKEYUOODOOMMOOOOOOO 240000

e DESTROY IPSEC BUNDLESPECIFICATION OO OO M IPsecd 0 530000

e DESTROY IPSECPOLICY D OO0 MM IPsec0d 540000

e DESTROY IPSEC SASPECIFICATION OO OO M IPsecO O 550000

e DESTROY ISAKMP POLICY OO OO M IPsecd 0 56 0 O OO

e DESTROY PKI ENROLLMENTREQUEST O OO O MM PKIOO 250000

e DESTROY PKI KEYUPDATEREQUEST O O OO M PKIODO 26 000 O

e DESTROYSTAROODOUOOMMOOOOOOO 250000

e DISABLE FEATUREO OO OO2120000

e DISABLEIPSECO O OO M IPsec 0 570000

e DISABLE IPSEC POLICY DEBUG OO0 O M IPsecOd 58 0000

e DISABLE ISAKMP OO OO M IPsecO 0 590000

e DISABLE ISAKMP DEBUG O OO0 M IPsecd 0 600000

e DISABLE PKIDEBUG OO OOMMPKIODO 270000

e DISABLESSHSERVEROOOOO2280000

e DISABLESSHUSEROOOOO2290000

e DISABLEUSERODOOODO2330000
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ooooooo

e DISABLEUSERRSOO O OOO2340000

e DUMPLOODOODO2360 000

e DUMPNVSODOOOO2380000

e EDITOODODOO2400000

e ENABLEFEATUREO OO OO2420000

e ENABLEIPSECOOOO M IPsecO O 610000

e ENABLE IPSEC POLICY DEBUG O OO O MM IPsecOd 620000
e ENABLEISAKMPOOOO M IPsecO O 650000

e ENABLE ISAKMP DEBUG OO OO M IPsecO 0 66 D OO O

e ENABLE PKIDEBUG O OOOMMPKIODO 290000

e ENABLEPPPDEBUGOOOCOMMPPPOO 570000

e ENABLE PPP TEMPLATE DEBUG O OO O MM PPPOO 590000
e ENABLESNMPOOOOO2570000

e ENABLESSHSERVERO OO OO2610000

e ENABLESSHUSERO O OOO2020000

e ENABLE STARDEBUGGING O OO OMOODODOOOO 310000
e ENABLE STARMKTTRANSFERO OO OMMOOOOOOO 320000
e ENABLEUSERO OO OO2660000

e ENABLEUSERRSOOOOOO2670000

e LOADDODOOODO271 0000

e MAILOODODOUOO2750000

e MODIFYODOOODO2770000

e MODIFYNVSOOOOO2780000

e PURGEIPSECOOOOMMIPsecd O 740000

e PURGEPKIOOOOMPKIODO 310000

e PURGEUSERODODODOO284 0000

e RENAMEOOOOO2860 000

e RESETENCOCOUNTERSOOOOmMOODODOOOO 330000

e RESET IPSEC COUNTERO OO0 MIPsecO O 750000

e RESET IPSEC POLICY COUNTER OO OO M IPsecO 0 770000
e RESET IPSEC SA COUNTERO O OO M IPsecO O 780000

e RESETUSEROOOOO2920000

e SETCONFIGUOOOO2950000

e SETENCOKEYDUOODmMODUOUOODUOUODO360OODOO

e SETFRAMERELAY DO OOMOOODOOOODOD 3700000 DEFENCRYPTIONOOOOOO
e SETFRAMERELAY DLCOOOOMOOOOOODOOD 4000000 ENCRYPTIONOOOOOO
e SETINSTALLODOODOO297 0000

e SETIPINTERFACED ODOOMMIIPODO 376 0000

e SET IPSEC BUNDLESPECIFICATION O OO O M IPsecO 0 81 0000
e SETIPSECPOLICY 0D ODOMMIPsecd 820000

e SETIPSEC SASPECIFICATION 0 00O IPsec0 0 860000

e SETIPSECUDPPORT O OO0 IPsecO 0 870000
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ooooooo

e SETPKIODOODOMPKIODO 320000

e SETPKICERTIFICATEO OO OMMPKIODO 330000

e SETPKICRLOOOOMPKIODO 340000

e SET PKILDAPREPOSITORY 0O OO MMPKIODDO 350000
e SETPPPOOOOMMIPPPODO 630000

e SETPPPTEMPLATECOOOMMIPPPOO 700000

e SETSCRIPTOOODOO3230000

e SETSNMPCOMMUNITYOOOOO3250000

e SETSSHSERVERO OO OO3330000

e SETSSHUSEROOOOO3340000

e SETSTARODDODD M OODDODOODD38DODOO

e SETUSERUIDODODO359 0000

e SHOWCONHFIGOOOOO3630000

e SHOWENCOKEYOD D OO M OOOOUOOoOD 480000

e SHOWFEATUREO OO DO O3690 000

e SHOWFILEO ODOOO3740000

e SHOWNVSOOODOO4090000

e SHOWPPPCONFIGO OO OMmMPPPOO 750000

e SHOWSTARU DD UM OOOOOOO 500000

e SHOW STARMKTTRANSFER LOG OO OO MM OODOOOODO 40000
e SHOWSTARNETKEYDOOOMMOODODOODOOO 60000
e UPLOADDODOD4890000

oooood

000000000000 00000000000080 Security Officer 00000000 D0O0ODOOO
000000000000 000000000000O0Manager0000020000000000000
gobooobooobooobooboobbobboon

1. Security Officer 00000 O000DDOO0OO0DODOO
ADD USER=gecoff PRIVILEGE=SECURITYOFFICER PASSWORD="top secret"

2. 000000000000 0000O0Telnet0O0O0O Security Officer 0000000000000
0000000000000000000000000000 RSOO Remote Security Officert O
O0000ooooooRSOODODOOO00OO0ODOODOODODOOODUOOODDOOOODOOOODOOOOO
Security Officer 00 00D 000O0DOO00ODOOO0OOO

ENABLE USER RSO
ADD USER RSO IP=192.168.10.5 4

3. 00000000000 D0O00D0DODO ENABLE SYSTEM SECURITYMODEOD OO 0026300
00000000000000000000000000000D00O0Oenabled.sec0000000
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ooooooo

goooooooooboooooooboobboobooboobbobboobboobobooobo
gobbooboooobooobboobobobbooboobooobbooobo

ENABLE SYSTEM SECURITY.MODE .

s 000000000000000 SHOWSYSTEMOODOO465000000000 0 Security
ModeO O Enabled D0 D00 O0000000ODisabled0 00000000000

m Security Officer DD 000000000000 000000D000OSecOff>00000000

m Security Officer 000 0000000000000 D00O0ODOOO0OO0OODOO0OO0OO0OOOOO0ODO
gooooobogobooobooboobobobboobooboboobboobbobbobbooo
000000000000000000000D00000000 Manager0OOOOO0OOO0OO0O0ODOOO
000000000000 0000000000000000000000 Security Officer 0000 00O
goooooooooo

s J000000000000000000eDO0000000000000OSETUSER OO DOOO359
O00O00O SECUREDELAY 000000 ooooogo

SET USER SECUREDELAY=90

m 000000000000 SETCONFIGOOOOO2%000000000000000O00O0O000O0O
O0000O0DDODDOO0OOSETCONFIGENONED O ODDOODODODOooooooooooooooooo
00000000000 000000000000000000000000000 00 Security Officer
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
000000 DODISABLE SYSTEM SECURITY-MODE O OO QOO230000000ooooooonOonO
oo

s 000000000000 DISABLE SYSTEM SECURITYMODEO OOOO2300 00000000
000000000000 00 @M enabledsec 000000000000

Remote Security Officer RSO

I:JDDDDDDDDDDDDSecurityOfﬁcerDDDDD TelnetOOOOOO0ODOOOOODODOODODOOO
Remote Security OfficerD RSOUD 000000000 DO0 IPO0O0ODOOOD Security Officer D00 OO
TelnetOOOODODOODODOOODOOO

1. RSOOO0 OO 0OSecurity Officer 00000 Telnet 000000 O00O0DOOOOENABLE USER
RSOOOOOO267000000000O0O

ENABLE USER RSO

2. Security Officer 00000 Telnet D000 DDO0O00DOO0OO0OORSOOOO0OOODOO0OOODOOO
ADDUSERRSOOOOOOI3 0000000000

ADD USER RSO IP=192.168.10.5 4

MASKOOOOOOODOOOOOOoOoOoOoooODOOooooooooooooooooooooooOd
o000 3200000000000 00D0DU0DDODOOO
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ooooooo

ADD USER RSO IP=172.16.10.0 MASK=255.255.255.0

s RSOOOO0OO0OO0O0O00OO0OO0O0 DELETEUSERRSOO O OOO2070000000000

DELETE USER RS0=172.16.10.0 J

m RSOOOO0O0O0O00O0000 SHOWUSERRSOOOOOO4820000000000

SHOW USER RSO

s RSOOODO0OO0O00O00OO0000 DISABLEUSERRSOO OO OO2340000000000

DISABLE USER RSO

ManagerOO O OO OOOOoOOoOOOOOO

Manager 0000 0000000000000 O0DOOO0O000O0O00O0DOOO0DOO0OO00O0DOOOOOOO
gobboooobooobooobooboobbobboobooobo

e ADDUSEROIODUOIODOI1IODDODO

e DELETEUSEROIIOODO2060000

e PURGEUSERODODODOO284 0000

e SETMANAGERASYNOOOOO3090000
e SETUSEROOIOOO3590000

gooooopooobooobooboobobobboobooobooboboobbobbobboon
OSETUSEROOOOO35900000 SECUREDELAY D00 00000000 ooooooooooo
0000000000000 0000000000000o00o0DoDooDDOo0o0OOO0O0DDOSET USER
ooooo3xooooo MANPWDFAILOODOOOOOOODOODODODDOODODDOOODODOOODOOODOOO
O00000Telnet0 00000000000 O0OOOM
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oo

gobooobooooboobooobo

O00000ooO0ooOoODO0D0ODOD0O00000D0D000D0DRAMO NVSOOOOOOODODOOOOoDODODOODOO
OoooooooooooSHOWLOGODOOOO388sooooooooooooooo
000000o00000000o0o0o0oo00000syslog0 00000000000 DOO0OO0DOODOOOOO
goooooooobooobooboobobobbooboobobooboboobbobbobboon
gbobooboooboooon

oougoobgd

000000000 02000000000TEMPORARYOUOOPERMANENTO OOODOOOOODOOO
gobooobogobooobooboobbobboon

e OTEMPORARYMOOOOO3IINFOOOOOOODOODOOO RAMOO 200000000000
goooooogon

e PERMANENTIOOOOOCO 3DINFOOOOOODOOOOONVSOODOOODODODOOOODO 20
goboogooooooooobooobo

OooooooSsHOWLOGODOOOO38 o oooooooooooooo

s RAMOOOOOTEMPORARYOD D ODODODODODODODODODODODOOO
SHOW LOG
oo

SHOW LOG=TEMPORARY[] SHOW LOG=TEO UOODOOOOO 4

s NVSOOOOOPERMANENTO OO0 OOO0OOOOOOOOO

SHOW LOG=PERMANENT[ SHOW LOG=PEL UOODOOOOO J

SETLOGOUTPUT O ODOOO300000 M ADD LOGOUTPUT DO OOO126 0000000000
O000000oooooo000oooDoRAMOOONVSOODOODODODODODODODODODODODOODODOOOO
goboooobpooobooboooboobbobboobooboobbooo

s RAMOOOOODOOODOOO0DO000000o0o000 20DETAILO00000OOOOOO0O0O0O0OO
uon

SET LOG OUTPUT=TEMPORARY FILTER=1 SEVERITY=>2 J

s J0J00000000RAMUOOOOOODODOOOOOOOoooooooog

SET LOG OUTPUT=TEMPORARY FILTER=1 ALL

s RAMOOOOODOOOODOOODOOOOSA0 0000000000000 000
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od

SET LOG OUTPUT=TEMPORARY MESSAGES=500

googn

O0DO0ODODRAMONVSOOOOOOOOOO SHOWLOGOOOOO38s O ooooooooo

m (J00bo0booobobobbobboon

SHOW LOG

m (J00bgo0boobobobobooboboooboo

SHOW LOG TAIL

s TAILOOODODODOOOOOOOODOODODODOOOO xO00OO0D0D00O000D0D0O0000o0oooooD 200
goooboboo

SHOW LOG TAIL=50 J

m J000000000000000000 REVERSEOOOODOODODODOODODOOOOOOOOO

SHOW LOG REVERSE

m REVERSEO OO OODOOOOOODOOODOOODO xOODO0ODO0DO00000000000000

SHOW LOG REVERSE=20

m (J00o0boobobobobobboobooooboooDoo

SHOW LOG MODULE=FIRE

ooooooboooood

000000 U0UoD200000000000000000O00DO00OO0O

1. DDDI:JI:JI:JI:JI:JI:JI:JI:JI:JI:JI:JRAMI:JDDI:JI:JI:JI:JI:JI:szSIOgI:JDDDDDDDDDDDDDDD
oo ooboboobobbobbobboboooooooog
e 1I0DDOUODDDOORAMO
e IIDDOUDODOOONVSO
e IDOOIDODDODO
e JODDOO
o syslogOUO0OODOsyslogd00 000000000 syslogOD 000000000000 OOO
e SRLPO Secure Router Logging Protocol0 00 00000000

2. 000000000 0O00o000oo00oo0oooOooooo0ooDOoooooOooooOOoon
bbb oo oboobobobbobobobobobboboboo0ooUogo g

goooo CentreCOMAR570S 0000000000 2.9
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oo

gobooboooooboooboobooboobboobooboobbooo

gobooboooobooobooboobobon

oooooood

O000000O0O0DO0DOoRAMONVSOODODOOODDODODOODOODODODOODODOOOOOOOOOO
000000 CREATELOGOUTPUTOOOODO1M40 0000000000 DOO0DODODODOODODODODOO
10200000 IDOO0DO0O0OOO

gobooobooooobooooo

m syslog 0000000000000 O000DESTINATIONDOOOODODO SYSLOGOUOSERVERO O
00000 syslogODOO0O0OO IPOOO0OOOOOOOOO

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5 J

e J000000000000DESTINATIONODOOODOOOO EMAILOOTOOOODOOOOODOOO
Jooooooooooooao

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@is.example.com .

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
o000o00ooUooooo1000DoDoDooooooDoooooooOoOO

gooooooOoooo 10000000000 DU0D0DUODDUOODDDODDODDDODDOODODOOO
000000000 MESSAGESOOODODUOUOO0ODO0O0O0DO0D0OO0O0DO0DOoOO0oooooooooooon
goo0o0oo0 ooooooDoOOo0O0O0DODODUODDOO

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@is.example.com
MESSAGES=10

s 0000000000000 0000000000OSETLOGOUTPUTOOOOO300000000O0
00000000 00000100syslog0 0000000000000 0000ODODOOOOOO

SET LOG OUTPUT=1 SERVER=192.168.10.100 J

m 0000000000000 00 SHOWLOGOUTPUTOOOOO39% 0000ooooon

SHOW LOG OUTPUT

s OUTPUTOOOOOOOOOOD IDOODOOO00O0O0DODO0O0D0DO0ODODO0ooOooogo

SHOW LOG OUTPUT=1 J
SHOW LOG OUTPUT=TEMPORARY .

s J00FULLOOODOOOOOO0OODODOOOO0000000O00O0000000000ooooon
gobooobobooobbooboo
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od

SHOW LOG OUTPUT FULL
SHOW LOG OUTPUT=1 FULL

s 0000000000000 00 DESTROY LOGOUTPUTOOOODO208000000000O0

DESTROY LOG OUTPUT=3 .

ooooboooooood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000 0o0ooooD0o0oDOo0o0U0D0000U000DDODoOODDODDODO0D0D0D00000 ADD LOG
OUTPUTOOO0O0O01260 0000000001 00000000000000O0OOODOOOODOOOO
goooooboogn

s J000000000000000000 ALLOOOOO000
ADD LOG OUTPUT=1 ALL J
s J0J000000000000000000000U0O0DUOOMODULED D OO0 0oooooo IDO

gobboooobogobooobooboobobobboobooobbooboboobbobbobboon
goboobooooooon

ADD LOG OUTPUT=2 MODULE=FIREWALL

ooooo IbDDoooDOoooDoooDOoomoDooOoO IDODDO0O0O0O0ODOO0OOOOOOOO

s 00000000000 DOO00WbO00oo 0o oooboboboooooo
o0000oooOoooOoOoOODOO0O0D0O0000000000000000000O00OODDOODOODOOO
oo

ADD LOG OUTPUT=3 MODULE=!FIREWALL
goboooobooooobooooboooboobobobboobooboobboboboobo
m J00006IURGENTO DO DODODODODODOODOOODOODODOODODODODODOODODO
ADD LOG OUTPUT=4 SEVERITY=>6

goboooboogobooobooboobbobboobo

m 0000000000 0unknownD 0000000000000 00000D0000DOD0O0O0OO0O0
goboooooobobooobooobooobo

ADD LOG OUTPUT=5 MSGTEXT=%unknown .J

s 0000000000000 0000000O0DO00O0DO0DOD0OO0O0ODOOoO0oODOoDOoOge
OCURGENTO OOOOOO0OO0O0DO0000000o0oooooooooooo
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oo

ADD LOG OUTPUT=6 MODULE=FIREWALL SEVERITY=>6

m 00000000000 0000000000OSHOW LOGOUTPUTOOOOO39 00000 FULL
goooooooooo

SHOW LOG OUTPUT FULL
SHOW LOG OUTPUT=1 FULL

s 0000000000000 0000000 DELETELOGOUTPUTOOOOO91 0000000
OOOFILTEROOOOODOOOOUOOO0O0O0000O00ooooooooooooooooooooon
000 ADDLOGOUTPUTOOOOO12600 0000000000000 0O0DODOOOOODODOOOO
SHOW LOGOUTPUT O OO OO39% 00000 FULLOODODOOOoooooooo

DELETE LOG OUTPUT=3 FILTER=1 J
DELETE LOG OUTPUT=3 FILTER=ALL J

goooood

m 000000000 SHOWLOGOUTPUTOOOOO39% 00000000000 TEI TEMPORARYD
gobooooooooobooobooobo

Manager > show log output

OD# Type Port Server Msg Zone Fmt Email Address ESQMP
01 Email 0002 - S admin@fried-telesi YNN--
PE NVS 0020 Default YY---
TE Memory 0200 Default YY---

s 0000000000000 000000000DDODDODODODDODODODDOODOO0OOOSHOW LOG
ouTPUTOODOOO3% 00000 FULLOOODOOoOOOoooo

Manager > show log output=1 full

Output Definition ............ 1

Enabled ........... .. . Yes

7 YT Email

Max MEeSSATES « vttt vt eeeennenn 2

Time Zone ........uiiiiueeon.. Not set

Format ..........ciiiiiiiiin.. Full

Email Address .......iiiini... admin@is.example.com
SECUXEe . ittt it i No

Queue ONnly . ...t No
CentreCOM AR570S 0000000000 2.9 goooo
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Filter 1:
ALL

m 0000000000000 0O0SHOW LOGSTATUSOODOOO4020 00000000000

Manager > show log status

Log System Status

Log Module Status ...........c0iiii... Enabled
Log Message Generation ................ Enabled
Log Message Reception (via network) ... Enabled
Log Message Output ............cocuo... Enabled
Local Time Offset (from UTC) .......... Not set
Next Messade ID . vt ittt tete et 338
Number of Output Definitions .......... 3

syslog0 000000000

000000000000 syslogD 0000000000000 O0DOOOOOIPODOOOOO0OODOOO
goooooo
1. 0000000000000 00O0O0OsyslogO0O00O 192.168.105000000000000000

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5 J

2. 00poO0OO0O0O0OO0O0O0OO0OO0OO0OO0O0OO0OO0O0OO0OO0OOODUOODUOODUODOOO

ADD LOG OUTPUT=1 ALL J

syslog0 00000000000 DOO0O00O000O0O0O0DOO0ODOO0ODOO0OO0O00O0O0ODOO0O0O00O0
0000000 syslogD0O00ODO0O00000O000O0O000O0DODOOsyslog00000000OOO
0000000000000 Osyslogd 0000000 /ete/syslogeconf 0000000000000
syslogDU0DOO0000O0D000000OD00O000D00O0D00D0O000ON syslogd(8)0syslog.conf(5)0
syslog(1)Ologger(1) D0 0O 000000

goboooboogobooobooboobbobboobo

1. 0000000oooooooooo

ooooag CentreCOM AR570S 0 000O0O0O0O00O0O 2.9 69
613-000273 Rev.J



oo

SET MAIL HOSTNAME=gw.tw.example.com
ADD IP DNS PRIMARY=192.168.1.1 J

2. 000000000000 0DODDODOO0DDODO0ODDOOD 1I0ODDODOOO0DDOOOODODOO ad-
min@is.example.coml]DDDDDDDDDDDD

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@is.example.com
MESSAGE=10

[CO000000000000 MESSAGEOODOOOOODOOOODOOOOO0OOOOoOOoooooao
MESSAGEOODOO0OOO0O0OO0O0O0O0OOO0OoOooooo 1000000o0oooooooo
oooooooooooooooo

3. 0oooOoOooOOoOoOoO0OO0OOO0OO0OO0O0O0OO0OO0OOODUODDUODUDOOD

ADD LOG OUTPUT=2 ALL J

[CO0000000o00o0o0oo0ooo0o0o0oo0o0ooo0oo0oooo0ooo0oooooooooo
o0oo0oo0oo0l1000000o0oo0o0oooooo

oooobooooooo

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooooooobooobooboobbobbuooboooboooboobbo

goooo gooboooao go

Msg ID 4 oooooIb

Flags 2 gboooooooon

Date 2 gbobooboooooooboobobooboo

Time 3 gbobooboooooooboobobooboo
Origin IP 4 oooooooooIPooOO

Module 2 gbooooooboobooobao

Type 2 00000000

SubType 2 oooooooooo

Source File 12 gbogoboooboobooboboboooooooog
Source Line 2 gbooooboobooboboboobooooobooooobo
Reference 15 O0ooooOoooooIsbNOooooooo
Message 80 ooooooo
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od

03-JUL-2001

manager

0 19:
Date/Time Mod Type SType Dev Origin MSGID Source File/Line
09:52:27 3 USER USER LON 00016 Local 00063 usermain.c:2709

LOCTIME

manager login on port0

gobooooboooboobooobooobooboobboobooboon

goooog bo RN

7 CRITICAL gobooooooobobooboo

6 URGENT goboogoobooobooooboobbobbooboobboooobo
gobooooboogn

5 IMPORTANT gobogboobboooboooboobooobo

4 NOTICE gobooooooooooobooobo

3 INFO goboooboogobooobooboobbooboo

2 DETAIL goboogoobooobooooboobbobbooboobboooobo
gooboobgoo

1 TRIVIAL gooboobgoo

0 DEBUG goboogoobooobooooboobbobbooboobboooobo

oo

0 20:

oobobooooboboooobobooooad

googn
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oo

oo U RN

<gobo0og SEVERITY=<B0OOOO0O0O S50 OOO0O0OO0OO0OOOOOODOOOOOO
RN ugon

>0000d SEVERITY=>60 000000 60 OOO0OO0OOOOOODODOOOOOO
RN ugon

Doooooo TYPE=ICMDO OOOOOOOO0OO0 0OODO0OO0DOO0OO0OOO0OOOOOOOO

cMDOOOoooooOo

gon

gobooooboogn

MODULE=FIREWALL

gooobobboooooobbooo
oo

0000000000

MSGTEXT=%failedJ 000000
O0Ofailled0 0000
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oo

0 21:

000000 000o0oo=0000000

00000 IDoODoooOoOgd

ooooooo IboodooOooooooooooo

[ O000000o000oooooooooooooo

ID gooooo gd

0 NONE

1 - good

2 FR, FRAMERELAY OO0O0OO0OO0OO0CO DTEODOOOOOOOOOOOOOO

3 PPP PPPO Point-to-Point Protocol0D 00 00 O

4  APPLE AppleTalk 00000000000

5 1P, IPG IPO Internet ProtocolU D 0 000 DO DO OO O O ORIPOICMPO UDPO
SNMP O 00O

6 IPX Novell IPXOOOOOODOOOOOO

7 SYN DDDSynChronousDDDDDDDDDDDDDDDDDDDD

8 DNT, DECNET DECnet0D 000000000 OO0OOOOO

9 - good

10 - good

11 - good

12 - good

13 X25C X255 DCEODOOOO 300o0oo0oooooon

14 Q931 ITU-TOO Q931 ISDNO OO

15 - good

16 - good

17 LAPB LAPBOOODOOODOOODOODOOOOOX250 00000

18 TEST goooooooboobobobobobobogooooonoonooooo
goooooo

19 LAPD LAPDOOOOOOOODOO0O0OOOOISDNDOOOOOOO

20 STT STTO Synchronous Tunnelling over TCPO DO O0O0O0O0O00O0O0O

21 STRM, STREAM Streem 0000000000000

22 TCP TCPO Transmission Control Protocol0 0 00 00O

23 ETH Ethernet 0 0000000000000 O0O0OO

24  PERM Permanent assignments 0 0000000000

25 TS, TSERVER ggddoooooooooo
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oo

26 LPD LPDO Line Printer DaemonO0 0 000 000000000000 0OOO
0

27 BRG goooooooo

28 COMP goooooo

29 - good

30 X25T X255 DTEOD O OO0 3000000o0oooon

31 FLASH FLASHOOOOODOOOO

32 - good

33  TLNT, TELNET Telnet 0 OO OO

34 SYS, SYSTEM goooooooooo

35 CH goodogoooog

36 TTY D0000000000TelnetOO OO OUOOOO

37 ICC, ISDNCC ISDNOOOOOoOooo

38  MIOX MIOXO Multiprotocol Interconnect Over X.250 0000000000
O

39  BOOTP BOOTPOOOOO

40 NTP NTPO Network Time Protocol0 000 00O

41 BRI ISDNBRIODOOODOOOODODOOOOOOOO

42 PRI ISDN PRICOOOOOOOOOOOOOOOO

43 PORT gjddooooooooooooboooon

44  ENC, ENCRYPT ooooooo

45 USER goddooooooooboobobbobobobobobobobooboooo

46 ACC odoooooooooooACCOoooon

47 ASYN gjddooooooooooooboooon

48 LOAD LOADEROOIDOODOOO0OOODODOO0OOODOODOOOOOOOOOOn
goddoooooooooobobbobobbobooboboboooo

49 INST, INSTALL D00000000000ROMOFLASHONVSOOOOOOOOOO
good

50  OSPF OSPFO Open Shortest Path FirstO OO0 OO O

51 RAD, RADIUS RADIUSOOOOO

52  GRE GREUO Generic Routing Encapsulation0 O 000 O

53  TRG, TRIGGER Oo0oooooon

54 SCR goodogoooog

55 TDM TDMUO Time Division MultiplexingD 00 0 O O

56 FILE goodogoooog

57 LOG goooooooo

58 PING 00000000 PingDOOOO

59 SNMP SNMPOOOOOOOOOOO
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oo

60 SCC scCCoooon

61 PBX PBXOOOODOOOOOOOODOOO

62 SA SAO Security Association0 0 00 00O

63  SYNCC Synchronous Call Control

64 NAT NATO Network Address TranslationD 000 00

65 - good

66 IPVé6 IPv60 Internet Protocol Version 60 0 00 OO

67 L2TP L2TPO Layer Two Tunnelling ProtocolD 0 00O O

68 - good

69 HOSTMIB Host Resources MIB

70  DHCP DHCPO Dynamic Host Configuration Protocold 0O 0 0 O O

71 INTERFACE goooooooooooo

72 - good

73 ENCO goodogoooog

74  STAR STAROOOOO

75 SSH SSHO Secure ShellD OO OO0O0O /000000000

76  RSVP RSVPO Resource Reservation Protocold 00O 0 00O

77 FIREWALL goooooooooooo

78 MAIL SMTPOODOOOOOOOOOOOO0OOO

79  TPAD TPADUO Transaction Packet Assembler/Disassembler00 0 00 0O

80 - good

81  IPSEC [PsecO0 0000

82 ISAKMP ISAKMPO O OOO

83  FINGER FINGEROOODOODODOOOOOo

84 HTTP HTTPOOUOOOO/000000000

85  DCP DCPO Device Control Protocol

86 RMON RMONUO Remote MonitoringD 00 0000

87 SWITCH 0ooo30000o0o0oooao

88  VRRP VRRPO Virtual Router Redundancy Protocol0 00 O O O

89 VLAN VLANOOOOOO LANDO

90 PCI PCIOOOOO

91 GARP GARPO Generic Attribute Registration Protocol0 0 0O 0 OO

92  STP STPO Spanning Tree Protocol0 0 O O OO

93 GUI Web OO OOOOOO

94  OSI OSIO Open Systems Interconnection

95 PKI PKIO Public Key Infrastructure0 OO0 00O

96 LDAP LDAPO Lightweight Directory Access Protocold 00 00O

97 PIM PIMO Protocol Independent MulticastD O 0 O 0 O
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oo

98 DVMRP DVMRPO Distance Vector Multicast Routing Protocoll 0 0 0 0 O
9 - oooo

100 - oooo

101 - oooo

102 - oooo

103 BGP BGP-40 Border Gateway Protocol version 40

O00/0000a0

0 22:

goboobooboobooobooobooboobbo

[COoo0000oo00o0oo0/00000o0oooooog

000 Ib/0o goooo OooooIb/oo gbooogooo
000/NULL Oooooooooo  000/NULL gobooooooo
goooo gobooooooo
gobooooooo
gbobooboooooon
001/REST ooo 001/NORM oooooo
002/CRASH gbobooboooooon
003/FAIL gooboooboooon
gog
002/PINT ooooooooo 001/0P goooao
0 O BRIOO SYN1O
PORTIOETHOO OO
002/DOWN oooooo
003/WARN gbooobogooo
004/ERROR oooo
005/RESET oooo
006/NTON CARD=x LINE=y.
NT has power.
007 /NTOFF CARD=x LINE=y.
NT power failure.
008/CREATE gobooooooo
009/DEST gobooooooo
003/CALL ISDN 0O 0O O OACC 001/UP oo

goo
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oo

002/DOWN 00
003/WARN ogooooon
004/ERROR oooo
005/RESET oooo
004 /DLINK ooooooooo o01/uUp gooogo
0000 O00LAPBO
LAPDO
002/DOWN gooogo
003/WARN ogooooon
004/ERROR oooo
005/RESET oooo
006/PNORM CARD=x LINE=y
PER normal.
007 /PHIGH CARD=x LINE=y
PER limit exceeded.
008/ACT 00
009/DEACT 00
005/VINT O0oOooo0oooo 001/Up ogooooo
00000 odPPPoO
FR10 SLIP20)
002/DOWN gooogo
003/WARN ogooooon
004/ERROR oooo
005/RESET oooo
006/ACT gooooooood
goooooo
007 /CREATE goooooobooo
O0CREATEDDO OO
008/DEST gooooooood
00 DESTROYO O O
O
006/CIRC oodooooooooo 001/UP ogooooo
OoODLAOO00Om
002/DOWN gooogo
003/WARN ogooooon
004/ERROR oooo
005/RESET oooo
googo CentreCOM AR570S D0 OO OOOOOO 2.9
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oo

006/CONF gooooooood
goooooooo
007/ATT Oo0o0oooooo 001/ATTCH gooooooood
ggo
002/DETCH gooooooood
ggo
003/FAIL gooooooood
googo
008/EXCEP O0000o0ooooO  000/RESET ggo
gd
001/EXTNO External contact
open.
002/EXTNC External contact
closed.
008/BUS googo
012/ADDR goooooo
016/INSTR ooooo
032/PRIV oooo
040/LINEA Line A emulator
044 /LINEF Line F emulator
096/SPUR Spurious interrupt
128/ TRAPO Trap #0 (fatal)
132/TRAP1 Trap #1 (restart)
136/ TRAP2 Trap #2 (assert)
009/BUFF good 001/LEV1 gooooooood
gooooil1oo0oo
0
002/LEV2 gooooooood
ooooo20000
0
003/LEV3 gooooooood
oooog3ooono
0
010/LIC goooooo 001/REL gooooooood
O
002/COMP gooooooood
googo
011/AUTH 00 001/0K 0 0 0O 00LOGINO
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oo

002/FAIL oooo
003/RFAIL gooooooo
012/BATCH oooo/ooooo0 001/ACT oooo/00000
ggo
002/CMD oooo/00000
good
003/0UT oooo/00000
ggo
014/LPD LPDOOOOOOO0
ggo
015/SYSLOG syslog0 00000  000/KERN 0 0 0O 00LOG.
gobooooood KERNDO
gooooooogo
goooooooo
008 /USER gooogoooao
0 LOG.USERD
016/MAIL goooooooo
0 LOG-MAILO
024/DAEMON Oo0oDooooo
0 LOG-DAEMONUO
032/AUTH ooooooo/o
0000 00LOG.
AUTHO
040/SYSLOG syslog O O O O
O syslogd M LOG_
SYSLOGO
048/LPR gooooooood
O00o0o0o0o0LOG.
LPDO
056/NEWS gooooooood
00 M LOG.NEWSO
064/0UCP vuCrooooon
0 LOG-UUCPO
072/CRON ogoooooao
0 O crond( LOG_
CRONO
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oo

080/ AUTHPRIV 00oooooo/o0
goooooooo
gbobooooooo
000000 mLOG-
AUTHPRIVO

128 /LOCALO oooooooao

0 LOG_LOCALOO
136/LOCAL1 oooooooao
0LOG_LOCAL1O
144/LOCAL2 oooooooao
0LOG_LOCAL20O
152/LOCAL3 oooooooao
0LOG_LOCAL3DO
160/LOCAL4 oooooooao
0LOG_LOCALA4O
168/LOCAL5 gooooooao
0 LOG_LOCALS5O
176 /LOCAL6 gooooooao
0 LOG_LOCAL6O
184/LOCAL7 gooooooao
0LOG_LOCAL7O
016/ACC O000ooooO0  001/SCR gboobooooooo
00D0D0ACCO RN

002/CALL ACCOODDOODOO
ugon

003/PORT gobooooboogn

004/ACT oo

005/DEACT oo

006/DIAL gboobooooooo
U

017/NVS NVSOOOooooo  001/RFAIL NVSOOoooooo
o0/0000000
002/WEFAIL NVSOoOooooo
gooogoo
003/CFAIL NVSOOoooooo
ugon
018/FLASH FLASHOOOO
019/USER 001/LON gooooooobon
002/LOFF oooo
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oo

003/ADD goooooo
004/DEL goooooo
005/PWCHG goooooo
006/PWERR gooooooood
gd
007 /PWSET gooooooood
gd
008/LOOP gooooooood
goooooooo
009/TACQ TACACSODO
010/TACR TACACSODO
011/LEAIL oooooo
020/CMD oooodooooog 001/MGR goooooo
002/USER gooooooood
021/MSG Oo0o0oooooo  001/INFO gooogo
002/WARN 00
003/ERROR ooo
022/CONFIG oooo/00000  001/TOPO goooooooo
gobooooood googd
oooooooo/o
0
002/NTNUM goooooooo
0 00 IPXOAppleTalk
ggo
003/NTNAM gooooooood
0 AppleTalk O O O
004 /SWINS gooooooood
O
005/SWIN gooooooood
gd
006/SWOUT gooooooood
ggo
007/SWDEL gooooooood
gooooooooo
gd
023/1PFILT IPOOOODO 001/PASS IPOODOODOOOO
gooogo
002/FAIL IPOOOOOOOO
gooogo
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oo

003/DUMP IPOODOODOODOO
goooooo
004/FRAG IPOODOODOODOO
gbobooooooo
RN
005/SA SAOODOIPOOOO
RN
006/SRCRT IPOODOODOODOO
gbobooooooo
RN
007/RECRT IPOODOODOODOO
RN
024 /INTERR 000oo0oooooo  001/BDPKT gboobooooooo
gooboobgoo
002/IVPAR gboobooooooo
RN
003/BDATT gboobooooooo
RN
025/IPNAT IPNATO O O O 001/FAIL NATOOOOODOOO
NATO RN
002/INTCP oooooo TCPO
gooogooo
003/INUDP Oooooo ubPO
gooo
004/0OUTTCP oooooo TCPO
gooogooo
005/0UTUDP Oooooo ubPO
gooo
026 /LIMIT OooO0oooooo 001/IPXSV IPXOOooooooo
RN goooooo
002/IPXRT IPXOOoooooo
gooogoo
003/SWCMP gboobooooooo
gboobooooooo
027/DHCP DHCP 001/BIND gobooooooo
gooo
002/FREE gboobooooooo
oo
003/FAIL gboobooooooo
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oo

028/PBX PBXIOO0OOO0OOOO 001/0IF goooooobooo
ogoooo
002/ONEF goooooobooo
oo
003/00K oooo
004 /11F goooooobooo
ogoooo
005/INF goooooobooo
oo
006/I0K oooo
007/0OVER goooooooog
oo
008/POVER goooooobooo
0
009/HOOK Extension on/ off
hook
010/FEAT PBXOOODODOOOO
0
029/RSO ooooooooo  001/ADD RSOOOOOOO
00000 om RSO0
002/DELETE RSOOOOOOO
003/ENABLED RSOO OO
004/DISABLED RSOO OO
005/ACCEPT RSOOODOOOOO
006 /REJECT RSOOODOOOOO
030 oooo
031/ENCO ENCOO O oOoooo 001/9711 Hifin 9711 0 0 O O
ogoooo ogoooo
002/STACSW STACSWOOOOO
0
003/CRYP Cryptech0 O OO0
oooo
004/PAC PACOOODOOOO
oo
005/MAC MACOOODOOOO
oo
032/RSVP RSVP 001/PATH_REMOVE Path O O
002/PATH_ADDED Path O O
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oo

003/SESSION_REMOVED OO0OO0O00O0O0
004/SESSION_ADDED ooooooo
005/RESV_ADDED oooooo
006/RESV_REMOVED oooooo

007 /RESV_DENIED_RES oooooooooo

oo

033/SSH Secure Shell 001/USER_ADD SSHOOOOOO
002/USER_DELETE SSHOOOOOO
003/USER_SET SSHOOODOOOO
oo
004/ENABLED SSHOOOOOoOOO
005/DISABLED SSHOOOOOoOOO
006/ ACCEPT SSHOOOO
007/REJECT SSHOOOO
008 /DISCONNECT SSHOOOO
034/TPAD TPAD 001/TCONN TPADOOODODOOO
oo
002/TDISC TPADOOODODOOO
oo
003/CALL TPAD O X.25000
ogoooo
004/CLEAR TPADO OOOOOO
X25000000
005/FAIL X250000000
oo
006/ONLINE goooooobooo
goooooobooo
007/OFFLINE oooooooo
035/MAIL goooooooo 001/SUBMIT SMTPOOOOOOO
ogoooo
002/START SMTPOOOOOOO
ogooooo
003/END SMTPOOOOOOO
ogooooo
004/ERROR SMTPOOOOOOO
ogoooo
036 /FIREWALL gooooooo 001/INATCP oooooooao
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oo

googo

002/INAUDP gooooooao
ubrPoOoOoOO
003/INAICMP gooooooao
ICMPOOOODO
004/INAOTHER oooooooooo
OPo0oooo
005/OUTATCP ooooooboon
TCPOOOOOOO
006/OUTAUDP ooooooboon
ubrPoOoOoOO
007/OUTAICMP goboooban
ICMPOOOODO
008/OUTAOTHER oooooooooo
OPo0oooo
009/INDTCP ooooooboon
TCPOODODOODOO
U
010/INDUDP gooooooao
ubroOoOoooo
011/INDICMP goboooban
ICMPOOOOOO
012/INDOTHER gboobooooooo
OIPoooogo
013/0OUTDTCP gooooooao
TCPOODODOODOO
U
014/0UTDUDP gooooooao
ubroOoOoooo
015/0OUTDICMP goboooban
ICMPOOOOOO
016/OUTDOTHER oooooooooo
OIPoooogo
017/ATTACK gbooooooo
018/ENABLE oooooooooo
U
019/DISABLE oooooooooo
U
020/DESTROY gobooooooo

gooo
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oo

022/SYNQCHNG 00000000 Syn
gooboobgoo
023/HTTP HITPOODOO
024 /NOSESSION oooooo TCPO
gooogo
025/NEWSESSION Oooo TCPOOOO
oo
026/SIPALG ALGOOOOOO
027 /LIMITRULE oooooooooo
oo
037/ACCOUNTING 00000000 001/START gboobooooooo
U
002/UPDATE gboobooooooo
gooo
003/END gboobooooooo
U
038/FEATURE O0o00ooooooo  001/EXP gboobooooooo
U gooboobgoo
039 gooo
040 gooo
041 gooo
042 /IPSEC IPsec 001/MSG ooon
002/INERR goooooo
003/OUTERR goooooo
043 /ISAKMP ISAKMP 001/XCHG ISAKMPOOOOO
RN
002/SA SA
003/ERROR ooo
004/MSG oooo
044/BOOTP BOOTP 001/ETHCONF Ethernet 0 00O O O
gooogn
045/HTTP HITPOOODO 001/GETOK GETO O
002/GETFAIL GETO O
003/EXCPT gooogoo
046 /VRRP VRRP 001/MRET oooooooooo
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oo

002/MNEW

goooboooo
goooo

003/BADAD

O O O Advertise-
ment O O O O O
O

004/NOIP

IPOODOODOODOO
RN

005/RISMAST

gboobooooooo
U

006/PRIORITY

gobooooboogn

047 /PPPOE

PPPoE

001/SNA

gboobooooooo
goooooo

002/NAS

gboobooooooo
goooo

048/FILE

gooo

001/DIR

goooboooo
gboobooooooo
RN

002/CREATE

gooogoo

003/DELETE

gooogoo

004/RENAME

goooooo

049 /1IPv6FILTER

IPve 0 OODOO

001/FILT_PASS

IPve0O0O0DOO0OO
goooooo

002/FILT_FAIL

IPve0O0O0D0OO0OO
goooooo

003/FILT_DUMP

IPve0OO0D0O0OO
gobooobgoo

050/PKI

googn

PKIO Public Key

Infrastructured

001/PKI_CERT

PKIODOODODOOO
0 O PKI certificate

messagell

002/PKI_CRL

PKIOODOOOOOO
00 0000PKI cer-
tificate revocation

list messageU

003/PKI-OP

PKIDOOOOOO
uoododgoood
0 0 PKI operational

protocol messagel]
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oo

004/PKI_MP PKIDODOOOOO
uoododgoood
0 PKI management
protocol messagel]
051/SYSINFO oooooooooo 001/PS ooooodo
U
002/FAN ggooodoo
003/TEMP ooooodo
052/DNS DNSOOOOO DNSOOOOO
075/5Q0S SQOS$I Software Qo-  001/PAUS oDoooooooo
SO oo
002/UNPAUS uoodogoood
ooooo
003/QEXCE ooooodo
004/DCEXCE DARODOOOOOO
gdoo
077/WANLB WANDOOODOOOO  001/RESSTSTE ooo0o00000
002/NORES uoodogoood
RN
003/HEALTHCHECK oDoooooooo
ooooo
004/DNSFAILURE DNsOOOOOOO
092/MSG 000000 DNS 001/INFO 000000 DNSO
gooodoooo
002/WARN 000000 DNSO
uoododgoood
U
0 23:

syslogOOOOoOQO

00000000 syslog0 00000000000 000O0OOD syslogOD 0000000000 OOOOO

000000 syslogODODOOOO0OOOO

000000000000000syslog0 0000000000000 O00000ODOO

ooooo syslog 00O
7 (CRITICAL) LOG_EMER
6 (URGENT) LOG_ALERT
5 (IMPORTANT) LOG_CRI
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oo

4 (NOTICE) LOG_ERR
3 (INFO) LOG_-WARNING
2 (DETAIL) LOG.NOTICE
1 (TRIVIAL) LOG.INFO
0 (DEBUG) LOG_DEBUG
0 24:

000000000 syslogD 0000000000

00000000000o00000syslog0D 0 0000000000000 000O0OODOO0OOOO

gooobboo syslogO 0000 O0O RN

000/NULL LOG_USER gooooboooboobbon

010/LIC LOG_USER ooooooo

011/AUTH LOG_AUTH oo

012/BATCH LOG_CRON oooo/00000

014/LPD LOG.LPR LpPDOOOOOOOOO

001/REST LOG_LOCAL? ooo

008/EXCEP LOG_LOCAL? oooo

009/BUFF LOG_LOCAL? oooo

002/PINT LOG_LOCALS6 0000000000 0OBRIOSYNOPORT OO0
004/DLINK LOG_LOCALS6 00000000 0o0ooOLAPBOLAPDO
003/CALL LOG_LOCAL5 ISDNOOOOACCOOO

005/VINT LOG_LOCAL5 00000000 0oooOPPPOSLIPOFROOO
006/CIRC LOG_.LOCAL4 gooooooooooo DLCooo

007/ATT LOG_LOCAL4 000oo0oooooo/o0000

gog LOG_USER gooooooooboooo

0 25:

s (JgoooooboboooooobobboooooobobbboooobboooobDbbbboooooo
O0000LOG.LOCALIO LOG.LOCAL7ZOD O OO O OOOO0OO0OOOODOOCREATE LOG OUTPUT
00000164000 MMSETLOGOUTPUTO OO OO30000000 FACILITYOODDODODOOOODOOO
000000 OsyslogO 000 192168.10500000000000000000000LOG-LOCAL1O

goboooboooooboobooobo

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5
FACILITY=LOCALl J

googn
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ooooo

ooood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
00000000000 0000000000000000000000000000/00000000
gooobbooobobobooooboooobobobooobbobboobbbbooobbboooobbooo
gobooobooooboobobooboobbobboo
0000000000000 0scpU.cfg0 00000000 OODO0O0O0ODODOOOOOO0OO0DOODOOO
0000000000000 .cfg0 0000000000000 D000O0scp0O0DOOOO0OO0DOODOOO
gobooopoooobbooobooboobboon

m [J0000boobobooboooboobbooboo
e NIDODDDDDDOODDUOEDITOOODOD2A40000MMODODOODODOODN

EDIT myscript.scp

e ADDSCRIPTOOOCOOI33000MSETSCRIPTOOOOO3230 0000000000000
googd

ADD SCRIPT=simple.scp TEXT="show file"

e LOADUIDIDODDO2710000000000D0DDOUUODODOOOODOOODOUODDOOOOODODODO
oo

LOAD METHOD=TFTP FILE=basic.scp SERVER=192.168.1.3 DEST=FLASH .

m [J00bog0booobooboobobooonoo

e JODODODODDDDO ACTIVATESCRIPTOOOODOI1200000000000O0O

ACTIVATE SCRIPT=gogo.scp

e JODDODOOOOSETCONFIGOOODOO25 0000000000000 O0O0O0O0O0O0O0OO
gooogooo
o JOOOODOODLDOODDO

OOObootcfg0 0D ODOODOODDOOOOOOOOOOODOOOOODOODOOOOODDOOODOOO
SETCONFIGO O OO O2% 000000000000 ooogoooooom

m J0ogooooboobooboobobooboobobbooboobobboboboooobo
0000000000000 000000000000000000O0Oboot.cfgDOOO0OODOOO
goooooo

s J000000000000000000000000000Oboot.cfg0000ODOOODOOODODO
goboooboooobooobooboo
OO0OO0ACTIVATESCRIPTOOOOD1200000000000000000000OUTPUT=LOG OO
gobooboobobooobooobooboobbo

[CO000000000000000000000000000 20DETAILOOOOOOOOOOOOOOOO
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ooooo

oooooooooooooooo

s J0000000080000D0O00DOOO00ODOOOO
goboooboooobooobooboobbobboobo

ACTIVATE SCRIPT=getargs.scp argl arg2 arg3 argd arg5 argb6 arg7 arg8

00000000000 10arglDO080arg80000%10%800000000000000000000
gobooobogoobooobobooboobbo

00000 310000000000000000031000000000000

go0oo0o0o00O00o00OU00ODU00DUDU0UDUOU 40000000000

goo Ood

%D 0000000dd-mmm-yyyy 000

%T 0000000 hhmm:ssO0O0O

%N O0O0O0OO0OOSET SYSTEM NAMEO ODOQOOQOOoooog

%S O00D00O0OOOSHOW SYSTEMOUOUOUOUOOoooooooooo

0260000000000
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000000 00O0000000001000%10000000000000000000
02000%200000000 IPO000OO0OOOOO0OOOOOOOODOOOOOOOOOOODOOOO
goobooboboo

m 0000000000000 0O0O IFTHENELSEENDIFOOOOOOOO

IF stringl {EQ|NE} string2 THEN
commands. . .

ELSE
commands. .

ENDIF

ELSEOODOOOOODOO
EQUNEOODODOODODODODO0DOooooooooooooooooooooooooooooooooooo
O000000o0ooooo0ooooo0 THENOOOOOOOO ELSEDDOOOOOO0OOooon
IFTHENENDIFO OOOOOOOoooooooo

m 000000000000 0000000O0O0WAITODODOOOD4910000000000000000O
goboobooooooon

WAIT 5

m 0000000000000 0000000OSHOWSCRIPTOOOODO4340000000000

SHOW SCRIPT=myscript.scp
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oooo

Ooon

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goboooboooobooobooboo

gobooobobooobbooboo

RN ug

crUOoOooOo cPUOOO0OO0ODO0OO0ODOODUODUOODDOODOOO

gooobboo gogbooboboobooobooboooboobbo

gobooooboooooboodo boobbooboobobobbobboobboobooobobo

goooooo gobogoboobooooobooooo

gobooooboogon goboobobooopoboobbobooobboobooobobbboobo
goboogo

gooobboo 000000000 looooooooooooooo

goooon gobogobobobbooon

goooooooobod boboboboboboboooboboooobobobbooobobon
gobooobobobboobooobo

o 27:
Jdd0o0o0o0ooooooOoooDobDoboObOoOoOoo0oO0o0o00o00000o0o0oooooooDooDoooDon
J0d000oo0oooooos0000000o0oooooooooom

m JOgoooooooooobooboooooboobooobobobbooobbobobboboooo
uon

ENABLE TRIGGER

m [J00gobooobooboooboooboobooobooboobbobboobboobo

CPUDOODOO 80%O00000cpuwarnscp 00000 CPUDOOOO1IDO0OO
CREATE TRIGGER=1 CPU=80 DIRECTION=UP SCRIPT=cpuwarn.scp

e J0ODODOOOO30%ODOO0O00mMemwarnscp00000000000D00O020000
CREATE TRIGGER=2 MEMORY=30 DIRECTION=DOWN SCRIPT=memwarn.scp

e DDDOUO0DODODDOOfwmailscpOOO00DDDDOOO0O0OODDDO0O0O0OODOOOOOO30O
ugon

CREATE TRIGGER=3 FIREWALL=ALL MODE=START SCRIPT=mail.scp
o [IUODUOUOUOUOOO Cras}LSCF)[][]D 000000000 o0ooooooooou4o000

CREATE TRIGGER=4 REBOOT=CRASH SCRIPT=crash.scp

92 | CentreCOM AR570S D00 O0OO0OOODO 2.9 ooooo
613-000273 Rev.J



oooo

00000000000 00o0oooo00000UUbemasterscp000000000ODOO
ooos50000

CREATE TRIGGER=5 MODULE=VRRP EVENT=UPMASTER VRID=10
SCRIPT=bemaster.scp

300000 patrolscp 000000000000 DOO60000

CREATE TRIGGER=6 PERIODIC=180 SCRIPT=patrol.scp

000 1100 ppponscp 00000 PPPOOOOODOODOOOODOOO7Z0000
CREATE TRIGGER=7 TIME=23:00 SCRIPT=pppon.scp

PPPOODOOO0ODOOOODOOO0OOODOOLCPOODODO0OODpppdownscp000000
oooooooooooosooon

CREATE TRIGGER=8 INTERFACE=pppO0 CP=LCP EVENT=DOWN
SCRIPT=pppdown.scp

m 0000000000000 0000O00000 ACTIVATETRIGGEROOOOO121000000
gooo

ACTIVATE TRIGGER=1

R 0000000000000 00000ADDTRIGGEROOOOO1490000000000

ADD TRIGGER=2 SCRIPT=second.scp

m 0000000000000 O000O0ODELETE TRIGGERO OO OO2050000000000
NUMBEROOOOOOOODODODOODOOODDOOOOOOOOODOOOOOO

DELETE TRIGGER=2 NUMBER=2 .

R 000000000000DESTROY TRIGGEROODOOO211 0000000000

DESTROY TRIGGER=5 .

R 0000000000000 0O0SHOW TRIGGERO OO ODO04700000000000

SHOW
SHOW
SHOW
SHOW
SHOW

goo

TRIGGER=3
TRIGGER=3 FULL J
TRIGGER=3 SUMMARY
TRIGGER=3 STATUS
TRIGGER=3 COUNT

oo CentreCOMAR570S 0000000000 2.9
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SNMP

SNMP

000000000000000000 SNMPO Simple Network Management Protocol0 0 000 00O
1IO0SNMPvIDO OOOOO 2c0SNMPv2c O OO OO 30SNMPv3O OO Oooooon

SNMPV3O OOOooooooooMIBOOOOODODDODOOODOODoDoOoOooooooooooooooo
0000000000 102c00000030000000000000000000O00OOO0O0O00O0O
Ol102c000000000000000030000000000000

SNMPv1/SNMPv2c

O00O00O0OSNMPv1/SNMPv2c 00000000000 DO0O0OO

O0O0O0OSNMPvl/SNMPv2c00 0000000000000 00000DO0OD0O0O0O0O0O0OOOIPO
gobooobobooobbooboo

SNMPOOOOOOO viewersD O OO QOOQOO
SNMPOOOOOOvIOO IPOOODO 192.168.10.5
SNMPOOOOOOv2c00 IPOOOO 192.168.10.6
SNMPOOOOOOOOvIOO IPOOODO 192.168.10.5
SNMPOOOOOOOOv2c00 IPOOOO 192.168.10.6

0 28:

1. SN\MPOOUOO0O00000000000000oooooooooooooog SNMPOOOOO
gobooobooooooooboobbon

ENABLE SNMP
ENABLE SNMP AUTHENTICATE_TRAP

2. SNMPOOOUOODOODODODODOODOO0O0DODODODOOOO0O0OO0DDOOOOOOODOODNDOviewersd
gobooobogn

CREATE SNMP COMMUNITY=viewers ACCESS=READ ./

[0o00o0000o00o0o0o0oooo0ooo0oooooooooo

[COoo0ooooooSNMPOOOOOOOOOOOOOOOOOOOOOOO0OO0O0OOO0O0OO0OOO
oooooooooooooooooooooooooooOoboobo0oooOoooooooooooooo
oooooooooooooooooooooooOoOooOoOoOCOO0OOOO0OooooooooooOooOooon
oooooooo

[CO000o0oo0o0oo0o SNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
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SNMP

O0000O00publicd000000000000D0D00D0O0000O0Oprivated000000000O
ooooooo

3. SNMPOOOOOOOOviewersDOOODOOOODODOOOODODOOOODODOOO
000000000 oooOD0O0o0oo0ooooDOo SNMPOOOOOODOOOODOOOOOOOOO
00000 SNMPvIOSNMPv2c O DO O O0OO0O0O0O0O0OOSNMPvIODOOODOOOO SNMPv1
OOSNMPv2cO00O0OO0ODOOO SNMPv2cOOOOODODO
gbooboboboobooooobobobooooobobobooobobobobobobobboooDbo
0000000 SNMPvIOSNMPv2c OO0 D00 000000000000 0000O0SNMPv1OO
000000000 000o000 TRAPHOSTD VITRAPHOSTO O O OO OO0 00O OSNMPv2c
0000000000000 ooOO V2CTRAPHOSTOOOODDODODODODODODODODODOOO

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.5
TRAPHOST=192.168.10.5

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.6
V2CTRAPHOST=192.168.10.6 J

4. OviewersD OO ODOOODOODODOOODOOODODOOOOOOODOOOODOOODOUODODODOO

ENABLE SNMP COMMUNITY=viewers TRAP .

[COo0o00o00000o0o0o0ooo0ooooooooooo

[CCSNMPOOOOOOOOOODOODOOOOOORESTARTOOOOO293000000000REBOOT
0000000000000 000@ROUTEROOOOOOOOOOOOOOOOOOOOOOoooo
O00000coldStart 00000000000 OwarmStart 00000 ORESETIPO OO0 OMMIIPODO
3370000000000000000000

goooooboogoo
O0000OOSNMPOOOOOOO0DODODODOMIBOODDODOODODODODODOooooooooooooooooo
SNMPOOOOOODOODOOODOOODOODODOOODOODODOOO

s 0000000000000 0000000ADDSNMP COMMUNITYOOOOO134000000
O0000000000DoOooOoDOoOviewersOOO OO O0O0O192.168.10.1000 00 00000 SNMPv1
0019216810100 000000000

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.10 TRAPHOST=192.168.10.10 J

[CO0000000000000OSNMPvIOSNMPv2c 0000000000000 MANAGEROOOOOO
000000000000 000000000000000OSNMPVIOOOOO0OOODODOOOOOOOO
0 TRAPHOSTO OO 0O VITRAPHOSTOO OO OOOOSNMPv2c DO OO00O0O0OO0OOOOOOOOOO
V2CTRAPHOSTO O OOOOOOOoOOoooooOo
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SNMP

0000000000000 192.168.20.0/2400 0 0000000000000 00O0O0DDOOUOODO
ooooooooooooooooooooo

m 000000000000 00O0OC0DODODODOOOOCREATE SNMP COMMUNITY O 0000167
00000 ACCESSOOOOODDOWRITEDODOODOODOOODACCESSOODODODOOoDOoooooooo
ODO0DO0OO0OREADO OO MM

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=192.168.10.5 .
s JOJ0OO0SNMPOOOOODOODOOOOO0OO0O0DO0DO0D0DO0DO0DO0DO0DODOOODDOODODOODOOODOOODOOO

OSNMPOOODOOOOO0DOO0O00O00DO0O0O0DO0O0000DOOO OPENO open accesst] 00
O0000OYESOODODOODOOooOOoOOoooooOoOoO

e DDDODDDOODDOOODO OPEN=YESOOOOOOOO OPEN=NOOOOOOO
CREATE SNMP COMMUNITY=viewers ACCESS=READ OPEN=YES .J
e DDDODODOODOOODO SETSNMPCOMMUNITYOOOOO3250000000000

SET SNMP COMMUNITY=viewers OPEN=YES .

m OO000OOSNMPv1OOODOO SNMPv1 OOSNMPv2cOOOO0O SNMPv2cOOOOOOOOOO
O00DO0OSNMPOOOOOOODDOOODOOODOOOOO0OODODOOOOOOOODDOOOOODOOODOOOOO
o0000oo0ooDOooooU0oooDUooooOviov2cOOODODODODODODODODODODODODDOODOODO
000 OCREATE SNMP COMMUNITY OO 000167 000 M ADD SNMP COMMUNITY O 0 00O

013400000 TRAPHOSTO 00 O VITRAPHOSTM V2CTRAPHOST O OO OoooOoOoooO

00000192.168.10.1000 SNMPv1 OO0 00000000 O192.168.10.200 0 SNMPv2cO O OO OO
goboooboooooboooboooobo

ADD SNMP COMMUNITY=viewers TRAPHOST=192.168.10.10
V2CTRAPHOST=192.168.10.20 J

s SNMPOOOOOOOOOOOSHOW SNMPO OO OO437 000 M0SHOW SNMP COMMUNITY
Ooooo410000000000

SHOW SNMP .
SHOW SNMP COMMUNITY=viewers

SNMPv3

O00OOOSNMPv3OOOOOOOOOOOOOOO

O000OOSNMPVv3O 0000000000000 00O0O0O0O00D00O00OODOOOoOIPOOOOOOO
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SNMP

oo

goo

goooooo

SNMPOOODOOODOOOOODOOOOOODODOOODOOOODOODOODOODDODODOOSNMPOOOOO
gobooobooooooooboobbon

ENABLE SNMP
ENABLE SNMP AUTHENTICATE_TRAP

ooooo00oo0ooU0ooUooMIBOOD OO O00ooooooooooooooooooooo
O0O00Ointernet 0 000 1.3.6.1000000000000most00 Omib-200001.3.6.1.2.10
O000000000OO0standard0 0000000

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE ./
ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE ./

CO000000000o0oMIBOOOODO1.3.6.1.2100 00 0 OIDO Object Identifierd 00 00 00
O0Mmib-200000000000000000000CIDODOODOOOOO ADDSNMP VIEW O
ooo014o000000lDo00o0ooooooooooooo MIBoOoooooooooooo
ocooooooooooooooooooooooooooOoOoOOOOObOOOOOoOooooooooo
O00OO0O0DOO0OOADDSNMPVIEWOOOOOM44 000000000000000000OO0

000000000 o00ooooooooooooooo

0000000000000 O0OSNMPYV3D 00 000000000000 oooooooooDoO
o00oD000oo00oooooooooooooooooooooooo
00000000000 0admins0000000O0O00Ooperators00000000admins000
0boob0ood0Ud0OmostOODOO0ODODOODODDODODODODOOODODODODODODODODO
000000000000 Ooperators 00000000000 Ostandard000000000O0
o0o0oDooooooooooooooooooooogd

ADD SNMP GROUP=admins SECURITYLEVEL=authPriv READVIEW=most
WRITEVIEW=most NOTIFYVIEW=most
ADD SNMP GROUP=operators SECURITYLEVEL=authNoPriv READVIEW=standard

goooooooooooooooboboboooooooooooooobooooobbooboooooo
goooooooooobooobobobooooooobooooooooooobooobooOoobooboouoo
O0000adminsO0O0O00O0O0ODOO supervisor [ operators 00 0000000 zeinO0O OO
goo
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SNMP

ADD SNMP USER=supervisor GROUP=admins AUTHPROTOCOL=SHA
AUTHPASSWORD=jogejoge PRIVPROTOCOL=DES PRIVPASSWORD=mugomugo

ADD SNMP USER=zein GROUP=operators AUTHPROTOCOL=MD5
AUTHPASSWORD=fugafuga

5. 000000000000 0000000SNMPvl/v2cO00000000000OO0O000O0OOO
goboogoobooooboooooooboobboobooboobbobboobbobboobo
goooobooooobooooboobbobboobooboooboooboobbo
e HNODUOODOODOOODDppsuperiddooddooooodooooooooogn

gobooooogooboobbooboobbobbobboobooobooobo
O00000000000000000000 supervisorJOO00O00000O0O00O0O0O
oo

ADD SNMP TARGETPARAMS=psuper SECURITYLEVEL=authPriv

USER=supervisor

e IIDUIDDODDDODDODOIOODODDODOIPODUDDODODUODDODDODDOODOOODODOOO
000000000000 00000000000000D00 tpR30MM

ADD SNMP TARGETADDR=tpR30 PARAMS=psuper IP=172.28.28.156 J

[CCSNMPOOOOOOOOOODOOOOOOOORESTARTOOOOO293000000000REBOOT
0000000000000 000@ROUTEROOOOOOOOOOOOOOOOOOOOOoooo
O00000coldStart 00000000000 OwarmStart 00000 ORESETIPO OO OMMIIPODO
3370000000000000000000

goooooboogoo
O00D0OO0OOSNMPV3OOOO0D0D0D000000O0D0D0D0OoMIBOOOODODODODODODOOoooooooDoOO
O000O0ODOSNMPOOOOOOODOODOOODOOODOOODOOODOOO

s SNMPOOOOIDOODOOOOOOSETSNMPENGINEID O OOOO32600000000000
000000000000 U0DDUODODOSNMPOODOODDODODOODOODOOOOOO

SET SNMP ENGINEID=001122334455667788

SNMPvi/v2c/v3 0O 0 00O O

m J00000/0000000000000000000000D000000D0O0O0O0O0ODOOO0O0O0
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SNMP

000O0O0ENABLE INTERFACELINKTRAPO O OO M OOO0OOOODOOOO 320000000000
vbboboo0U0portxDxOoooooooooooooogd

ENABLE INT=portl LINKTRAP .

s VLANOOOOOOOOOODODODO0O0o0o0ooooooooooooo0ooooodENABLE INTER-
FACELINKTRAPO O OO OODOOOOOOOO 320000000VLANOOOOO O vlan-whiteO
gobooboooooboobobooboobbo

ENABLE INT=vlanl0 LINKTRAP

CVMLANOOOOO0OO0O0O0O000o0oooooooooooooooooooooooooooooooooo
OOVLANOOOOOO 10000000000 ooooooo VLCANOOOOOooooooooooooo
000000000000 00O0O0OVLANOOOOOOOOOoOoOoooOooO0o0OSHOW INTERFACE OO
00@mo0o0ooo0ooo8Uooooooooooo

m 0000000000000 D00D0 SHOW INTERFACEO DO OO M Oooooooooog 8900
0000000 mMifLinkUpDownTrapEnableD O O O Enabled0 00 0000000000000
SHOW INT=portl .

[ ] DDDDDDDDDDSYStem.SysName.ODDDDDDDD SET SYSTEM NAME 0000033800
gooooooo

SET SYSTEM NAME=kkRouter

0000000000000 0D0000000O0TELNETO DO OO48 0000000000000
DDDDDDDDDDDDDDDDDDDDDDDDDDDDkkRouter.example.ComDDDDDDDDD
TELNETUOOOOO486 0 00 UOOTELNET bulbulD D0 00000000000 O0OO Obulbuld O
00 OO example.comO O 0O 0 O [ bulbul.example.comO OO OO DNSOOOOOOO0OOO

m 000000000system.sysLocation.00 0000000 SET SYSTEM LOCATION 0 O 0 O 0337
gooooooood

SET SYSTEM LOCATION="8F, TTC Bldg"

m 0000000000Osystem.sysContact.000 000000 SETSYSTEM CONTACT 000 00335
goooooboogoo

SET SYSTEM CONTACT="Taro ARAIDO (Ext 2602)" J

goooo CentreCOMAR570S 0000000000 2.9
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NTP

NTP

NTPO Network Time Protocol D00 0000000000000 NTPOOODODOODOOOODODOOOOO
000000000000 DO0O0D0O0O00000000000000000000000000000ONTP
gbobooooboooboo

oo

NTPOOODOODODODODOOOOOO000ODOOOO0O00O0DO0OO0O0ODOO000D0O0DOOODO00DOoooDoOoOOO
oooolPODODOODODODODODODODOODOO

NTPOOOOO IPOOOO 192.168.10.5
ooooooourcooooooooo JSTO +9:00:0000

1. NTPOOODODOODOODOOO
ENABLE NTP J
2. NTPOOOODO IPOOOOOOOOOOOOOUOOOD 1OD0DOODOODOO

ADD NTP PEER=192.168.10.5 J

3. oooooooUTCOOODOO0DDOODOO0DDOODONTPODOODOODODOOODODOO UTCOOOO
O00000oooooooooooOooo0ooooooooooJsToo UTCOO 9Y000oooO
goboogoooooboooobo

SET NTP UTCOFFSET=+9:00:00 J
gobooobooboboooboooboobooobooboobbobboo
SET NTP UTCOFFSET=JST

4 0O0OO0OONTPOOODODOODODODODOOOOOOOOO

RESET NTP J

goooooboogoo
O000000oooo NTPOOOODODODODOODDOOOOODOODODO0DO0DO0DO0DODDOOOOODOOOODOOOO
gooo

m 00000 SHOWTIMEO OOOO46900000000000

Manager > SHOW TIME

System time is 11:17:41 on Tuesday 03-Jul-2001.

s NTPOOOOOODO SHOWNTPOOOOO40700000000000
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Manager > SHOW NTP

Status : ENABLED

Host Address : 192.168.10.169

UTC offset : +09:00:00 (JST)

Last Updated : 11:19:38 on 03-Jul-2001
Last Delta : +0.94

Configured Peer

192.168.10.5

Counters
Packets Sent : 0000000002
Packets Received : 0000000002

Packets w/ head error : 0000000000
Packets w/ data error : 0000000000

NTPOOODOODOOOOO

D000 NTPOODOODODODmMODOODODDODDOOODODODODODODUODODOODODODODDODDODODDOODOODOO
0000000000000 000000ONTPOOOOOOOOODOOODODODOODODODOOOOOOODODO
gobooobooooboobobooboobbobboo

D000 NTPOOODODOODOUODOOODOODUODODUOODODUOOOOODODODODODOODODONTPODODODDOODOO
000000000000 oo0oo00000o0oo0o0ADDNTP PEEROODOOO1300000000O
O0ooo IPO00000000O0O0OOOOOOOOOOODOOODOOOOOODOOODOIMm

000000000000 NIPOOODOO0OOO0O0O000O000000000000O0 NTPOOOOOOO
0000000000000 000000000WindowsOOO OSOOONTPOOODOOODOOODOOOOO
oooooooooooooooooooboOoOoooooOOooOoOoooOoOboO0oOoOoOooooDobobOOoo

oooobooooooooad

ASIA +8:00 Asia
ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
ooooag CentreCOM AR570S 0000000000 2.9 101
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NTP

AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time
CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

TAIWAN +8:00 Taiwan

UTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

030:000000000
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Secure Shell

Secure Shell

Secure ShellUSSHO O OO ODODODOOODODODODO0OO0O0DO0DDD00000000000000O0O0OOOOO
goooooogobooobooboobobobboobooobooboboobbobbobbooo
0000000000000 000D0D000D00OoooOOSSHvlooooooooooo

000 Telnet 0000000000000 0O0000D0O0000O000OO0OO00OOOODOOOOODOOO
O000000o0o0oooo0Telnet0 00O SSHOOODOOOODODOOODOO

D000 SSHOOODODOoOooooooooooooooooo

e SSHOOODODOSSHOOODOODOO

e [0 512020480000 RSADDUDODODIUOOODODODODODODODODOOOODOOOOODOOOOOO
gobooooooooboooobo

e I0ODDDODODDODDODODDODDODUDDOD DESOODO

o JOOOOUDOODLDODDOUDDOODDOODDO

oo

O000000ooSSHOOOOO192.168150000 SSHOODODOODODODODoooooooooooo
goooooogoooo

oooood

0000000000200 RSAOD0DODOO0OOOODUOODUODODUOODOOOOOO

1. 000000000000000000000000 Security Officer 0000000000 DOOO
gobooooooooboooooooboobboobooboobbobboobbobbooobo
000000000000 0000000000000000 Security Officer 000000000
goboogbooobooooo

ADD USER=secoff PASSWORD=PasswordS PRIVILEGE=SECURITYOFFICER

2. 00000OHostKeyD OOOOOODOOOOODOODOOOORSAODDOODOOOODOOODO
10240 00000SSHOODODOODODOoooooooooooooooooooooooooooo
gobooogoboooboooobooooboobboobooboobbobboobbobbooobo
gobooobogn

CREATE ENCO KEY=1] TYPE=RSA LENGTH=1024 DESCRIPTION="My host_key"

3. DO0DOOO0OServerKeyDODOODOOOOOOODODO SSHOOOOOODOOODOOODODO
OO0 RSAODODODODOOUOOOODDOOOOOOOOOODOOOOOOOOODOOOOOOOOOOn
0000000200 00000000000O0DOO 128000000000000O0OODOODO

CREATE ENCO KEY=2 TYPE=RSA LENGTH=768 DESCRIPTION="My server_key" .

m JJ0Q0ogesk3snooonoooooooooooooooooooo00D0D00D0UDUDDOD

goooo CentreCOM AR570S 0000000000 2.9
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Secure Shell

O00000OO0ODESCRIPTIONOD0O0O0O0OODOODOOODODODOOOOOOODOOOOOOOOoOoOOO
O00000oo00 SHOWENCOKEYOD O OO mMOooooooo 40000000000 ooooo
goooboboo

m RSAODO0D0000O0DOODODOOO0O0000D0000000000ORSA Key Generation process
started D0 0000000000000 000O00O00DO00O00DOO0O0O0OOOCPUOOODOOO
000000000000000000D000000000000000D0000D0RSA Key generation
process completed. 000000000

s 000000000 SHOWENCOKEYDOOODmMoOoooooo 4000000000000

SHOW ENCO KEY
SHOW ENCO KEY=1

s 0000000000000 0000O0ENABLE SYSTEM SECURITY MODEO OO O O2630 000
0000000000000 Security Officer 00 0000000000000 00OODO0OODOOO
00000000000000000000000000000000000 Security Officer 0 O O O
goboooboooobooobooboobobobbooboooboooboobbobbobbooo
goboooobooooboobooobo

ENABLE SYSTEM SECURITY.MODE

o000ooooooooOooODOOoDOOO0o0oOoOoOoSSHOOODODODODOODODOODODOOoooooooooo
goboooboooobooobooboo

m J00001M0O00000200000 SSHOOODOODODOOOOOO

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 .

s J000000000000000000000000000O00000000D00000EXPIRYTIME
0000000000 0DD0O0O00O0OD0O0ODEXPIRYTIMEO OO OODODODOODOOOMODOOOOOO
0000000000024 0001 000000000000000O0000O00O00

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 EXPIRYTIME=24 .

[CO0000000o00o0o0oo0ooo0o0o0oo0o0ooo0oo0oooo0ooo0oooooooooo
ooooooooooooooooo

CSPHOOOOUOOOOOOOoOoooooO Temet0ODOODODO0OOD0OODOO0OOOOODOOODODOO

s SSHOOOOOODODOOOODODODOOSHOWSSHOOOOO453 0000000000

SHOW SSH
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Secure Shell

SSHOOODOOOODOOODOOSSHOODODOOO ADDSSHUSERO OO OD147000000000SSH
000000000000 ooooSSHoOODoODOoooooooooooSsHOODoOoooooooo
goboooboooobooobooboo
SSHOOOODOOOOOOoOOooOooooOoooooooooooooooooooooooooooooo
O0000oooo USEROODODO0O0O0OoooooOU0oooooooSSHOODOooooooooooooo
000000000000 ooDoooo00ooooDooOooU0oDoOooDooOO0g SSHoOOoODOoooo
goooon
SSHOOODODODOODODODOoooooooooooooooooooooooooooooooooo 20
goooooo

o JOOOODODDDODDOUDDOODLDDOUUODDOODOO
e RSAUODODDOODDODDODDODODDO

10000000000000 100000000000

goooooogon

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
O000oOoSSHOOOODODOOOoDODOoooooooooooooooooooooooooooooooo
gooobboo

m (J000o0ooo

ADD SSH USER=kuro PASSWORD=testpasswdl

0000000000 00oo000O000D0DDOD0O0SSHOOODODOOUSERODODOODODOOoOoOoOOO
0000000000000 00000DO0000ODO0000ODODODDO0000D000000000 USER
O00oO0oOoSSHOOOOO USEROOOOOOOoOO

m Manager 000000000000

ADD USER=shiro PASSWORD=testpasswd2 PRIVILEGE=MANAGER
ADD SSH USER=shiro PASSWORD=testpasswd2 .

[ O00000000000o00o0oo0o0o0o0ocADDUSEROOOOOBI0000000000000O00
000000 SsHOOOOOOoOoOoOoooOoooOoOooooooooooooooooooooooooo
O0000000OO00ADDSSHUSEROOOOO14700000 PASSWORDOOODOOOOOooOoOooo
ooooOosSsHOOOOoOoOoOoooooooooooooooo

m SSHOODOOO SHOWSSHUSEROD O OO O4620 0000000000

SHOW SSH USER
SHOW SSH USER=shiro

ooooag CentreCOM AR570S 0000000000 2.9 105
613-000273 Rev.J



Secure Shell

RSAODODODOO

RSAOODOOSSHOOOODODODODODODODO RSAOODODODOODODOOOOOOOoOoODODoOoOoOoooDooOoOoO
O0000OSSsHOOODOODOoOooooooooooooooooooooooooooooo
RSAODODDOOOOOOOOSSHOOOODODOODOOOODODODODDODODODODOOooooooooooooo
D00 SSHOODOODODOooooooooooooooo

m 0000SSHOOODODODODODODODOODODOODODODODOoODoDODDODOooooooo CREATEENCOKEY OO
00@moo00o0oU00o0 180000000 ooooogog

1. RSAOODODODOOOOODOOODOSI20000000000000000 1024000000000
goboogoooooboooooooboobboobooboobbobboobo

CREATE ENCO KEY=100 TYPE=RSA LENGTH=1024 .

2. 000000000000 SSHOOOOODODODDODODDODODODODODODODODOODOKEYOOOoooo
O0000000D00OO0OOO0OFILEDOOODODODOOoODO0oooooooooooooooooon
U00000keyOOOODDODODOFORMATOOODOODOOODOO0OOOODO0OODOOOOO
OO0O0OSSHOOOOOO SSHOOOoOOoOO

CREATE ENCO KEY=100 TYPE=RSA FILE=pote.key FORMAT=SSH J

m 0000000 PCOO00O00DOOSSHOOOOOOOOODO ssh-keygenOOOOODOODOOOOO
goooooogobooobooboobobobboobooobooboboobbobbobbooo
0000000000000 00000000000000000 Ossh-keygen0OO0000OMmM

pote@clientpc: "> ssh-keygen -t rsal -C pote@clientpc

Generating RSA keys: Key generation complete.

Enter file in which to save the key (/home/pote/.ssh/identity):
Enter passphrase (empty for no passphrase) :

Enter same passphrase again:

Your identification has been saved in /home/pote/.ssh/identity.
Your public key has been saved in /home/pote/.ssh/identity.pub.
The key fingerprint is:
e9:0e:68:2a:8a:a3:75:dd:£f1:61:37:09:fc:f6:a3:b2pote@clientpc

m (000000000000 0000000000D0O0O0000SSHOODODODOOOOOOOOTFETP
gobooobobooobbooboo
goooooo

1. 0000000000000 00OUPLOADOODOOO4890000000000000000000O
OO0 TFTPOOO0OO0ODOOOOO0O0ODDOOOOOOO TFTPOODOODO IPOODOODO 192.168.10.5
goooo

UPLOAD FILE=pote.key SERVER=192.168.10.5 J

0000000 PCOOODUOOOOTFIPOODOOODODDOODOOODOO TFTIPOOODOOOOODO
OO0O0OoOTFTPOOOODOOOODOOOO TFIPOOODOODDOOOODOOOOOODOOOOOOO
0000000000000 keyDOO0OOODOODODOO
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Secure Shell

googoo

1. 0O0SSHOODODODOD LOADODODOOO271000000000TFITPOOOOOODOOODOOO
gobooboobooobooobo

LOAD FILE=pote.key SERVER=192.168.10.5 DESTINATION=FLASH

2. 0000000000000 0000D0D0O00O0000CREATEENCOKEYODODOO M OoogQ
000 1 8000000000000 000UDDODODUDODOO

CREATE ENCO KEY=100 TYPE=RSA FILE=pote.key FORMAT=SSH J

[CAREATEENCOKEY O OOOMOOOOOOO0 1800000 FILEOOOOODOOOoooooo

oooooooooooooooooooooooooooboobo0ooooooooooooooooo
O0o0OoKEYOOOOOOOOOoOooooooooooooooooooooo

3. SSHOOODODOODDODOODOODDOODODOODODOOOoOODOOOOoODoD KEYooooooooooooo
goobooooboogn

ADD SSH USER=bote KEYID=100
Managerl]l]l]l]l]l]l]l]l]l]l]l]

ADD USER=pote PASSWORD=testpasswd3 PRIVILEGE=MANAGER
ADD SSH USER=pote KEYID=100

[CRFAOOOOOOOODADDUSEROOOOO151 00000 PASSWORDOOOOOOOOooooo
0000000000000 0000000000000 TelnetOOOOOOODOOOOM

m SSHOODOOO SHOWSSHUSEROD O OO O4620 0000000000

SHOW SSH USER
SHOW SSH USER=pote

SSHOOOooOoooooo

m (JJ00bg0booooboobbooboobbooobbooboobbobboo
goooooboogoo

SSH 192.168.10.1 USER=shiro PASS=testpasswd2 J

RSADOOOO

SSH 192.168.10.1 USER=pote KEYID=100

[CO00SSsHOOOOoODoooooooooooooooooooooooooooooooo

goooo CentreCOM AR570S 0000000000 2.9
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Secure Shell

Host key not recognised - saved as ssh.key

SSH. Session closed.

O0000000ooOSSHOOOOOOD SSHOODODODODOoooooooooooooooooooooo
0000000000000 0000000000000000000000000OsshkeyDOO00O
00000000000 oooooooooOoOU00UOUoOSSsHOOODooooDoooooooooooo
SSHOOOODDODOODOODOoODOoODoDOoODOOoOOoOO

CREATE ENCO KEY=10 TYPE=RSA FILE=ssh.key DESCRIPTION="SSH server's
hostkey" FORMAT=SSH .

gobooooooobooobooboobbobbuooboooboooboobbo

s 000000 PCOODODOOOOPCOOSSHOOODODODODODODODODOOODDODDODODODODODOODoooo
O00000ooooooo0o00oooDooO0000DoDoODoDUoDUooooOoO SSHOoODoODoDoDoooooo
gooooboogobooobooboobbobboo

00000000000 o0o0o0 DESOO000O00O00O0o0o0o0o0oooooooo0ooooooooo
000000000o0o0o0o0ooo0o0ooooo0oooDbDESOO0OoOo0o0ooooooooooonoooo
ooooooooo

m SSHOOOOOODDODOO SHOWSSHSESSIONSO O OOOo461 000000000000

SHOW SSH SESSIONS

s CREATEENCOKEYODODUOOMOOODODOOO 180000000000 ooooooooooooo
000000000 0000000000000CREATECONFIGO O0O0O015800000000000
000000000 000oooooooODoO ENCOOOODOD0oooooooooooomoooooon
0000000000000 000000000000000000D000000000000A0 Security
Officer 0000000000 DO0O0ODDOO0ODDOOODDOOOODDOOO

s SSHOOODOOODODOODODOODOODADDSSHUSEROOOOO14700000 SSHOOODOOOOO
O000000ooooooooOoSSsHOODODoODoODoOoooooooooSSsHOOooooooooooo
0000000000000 00D000D0D0OOSHOWSSHUSEROD OO OO4620 00000000000
O00000ooDooooOSSsHOOODODoDoODoDoOOoooooomSSHOoDooooooooooooo
SSHOOOOOoOooooooooo

m SSHOOOOOSO0ODOODDODODODODODOODODODOODODoODoOOoO0ooooooooooooooooooo
0000000000000 000000000000000o0o0o000o0o000 ENABLE SSH USER O
ooopo26e20000000000000000A0

ENABLE SSH USER=carelessuser

m SSHOOOOOODOODOOO SHOWSSHUSERO OO OO4620 00000000000
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SHOW SSH USER
SHOW SSH USER=carelessuser

m SSHOOOODOOODODODOODOOO SSHOODODODOOoIPOODOODOOOooooOooooooooooo
OO0O0OO0ADDSSHUSERO OO OO 14700 0 MMSETSSH USER 00 0003340 00 00 IPADDRESSO
MASKOODOODODOODODODOODODODODOODOOODOOOSSHOODOODOOoooooooooooooo
OO0 pote00O0OIPOODODO 1921681010000 0000000000000000000000000
goooon

ADD SSH USER=pote PASSWORD=passpote IPADDRESS=192.168.10.100 J
D0000000000000000000192168.10.0/240 0000000000000 0OOOO
ADD SSH USER=pote PASSWORD=passpote IPADDRESS=192.168.10.0

MASK=255.255.255.0

m 0000000 SSHOOOODODOODODODOOOSSHOOODOD484 0O OODODOOoooooooooo
gobooopoooobooobo

SSH 192.168.10.5 USER=pote PASSWORD=passpote

RSAOODOOOOOCREATEENCOKEYDODOOD M OOOOODOO 180000000 O0DOOOO0OO
goboooooobooobooobooobo

SSH 192.168.10.5 USER=pote KEYID=10 .

s (JO00g0o0boooboooboobooboobooboobobbooobboobobbOoDbobo
000000000 Manager0ODDOODOO0OO0DOOO0O0O000O0O00O0DOSSHODOOO Manager
0000000000000 DU0DUMSSHOODDOODOooDUoooDooooo

SSH 192.168.10.5 USER=pote PASSWORD=passpote COMMAND="show firewall
event=deny" J
m SSHOOODOOOOOOSSHOOOODOODOODOODOOoOoo4ooo

e SSHOODODODDODOODOODDODOODO
e SSHOODOOODOOODODOODDO
e SSHOODOODODODOODODODDODODO

goooo CentreCOM AR570S 0000000000 2.9
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Doooooooood

ooboogood

gooo
DISABLEHTTP SERVER . . . . . . . . e 213
EDIT . . 240
ENABLEHTTPSERVER . . . . . . . o e 243
HELP . . o 269
LOGIN . . o 273
LOGOFF . . . 274
RESTART . . . . 293
SETHELP . . . . e 296
SETSYSTEM CONTACT . . . . . . .. 335
SET SYSTEM DISTINGUISHEDNAME . . . . ... ... ... ... . .. ... ... 336
SETSYSTEM LOCATION . . . . . .. e 337
SETSYSTEM NAME . . . . . e 338
SET SYSTEM TERRITORY . . . . . . . e 339
SETTIME . . . 341
SHOW BUFFER . . . . . . 362
SHOW CPU . . . . e 365
SHOW DEBUG . . . . . . 366
SHOW EXCEPTION . . . . . e e e 367
SHOW HTTP SERVER . . . . . . . o e e 382
SHOW STARTUP . . . . . . e e 464
SHOW SYSTEM . . . . . o 465
SHOW TIME . . . . . 469

goboobooooooon

ACTIVATE FLASH COMPACTION . . . . . . . e e e e e 117
ADDFILE . . . . . e 123
CLEAR FLASH TOTALLY . . . . . . . e e e e s e 155
CLEARNVS TOTALLY . . . . . e e e e e s e 156
COPY . . 157
CREATE FFILE . . . . . . o o s e e 159
CREATE FILE . . . . . . e e 161
DELETE FFILE . . . . . . . o e e 188
DELETE FILE . . . . . . . e 189
DELETE NVS . . . . 195
DUMP . . 236
DUMP NVS . . 238
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MODIFY . . . 277

MODIFY NVS . 278
RENAME . . . o 286
RESET FILE PERMANENTREDIRECT . . . . . . . ... ... o oo .. 287
SHOW FFILE . . . . . 372
SHOW FILE . . . . o 374
SHOW FILE PERMANENTREDIRECT . .. ... ... ... ... ... ..... 376
SHOW FLASH . . . . . . . e 378
SHOW FLASH PHYSICAL . . . . . . e e 380
SHOW NVS . . 409
SHOW NVSEREE . . . . . . 411

goooooboogoo

CREATE CONFIG . . . . . . o e 158
SET CONFIG . . . . o e 295
SHOW CONFIG . . . . . ... 363

goooooboogoo

ADD ALIAS . . . 122
DELETE ALIAS . . . . . e 187
SHOW ALIAS . . . . 361

gbobooooboooboo

ADDUSER . . . . . . 151
DELETEUSER . . . . . . . o e e 206
DISABLE USER . . . . . . 233
ENABLE USER . . . . . . 266
PURGE USER . . . . . e 284
RESET USER . . . . . . s e e 292
SET PASSWORD . . . . . o 312
SETUSER . . . . . 359
SHOW USER . . . . . 478
gooooo
ADD RADIUSSERVER . . . . . . . e 131
DELETE RADIUSSERVER . . . . . . . . st 196
SETRADIUS . . . . . 322
SHOW RADIUS . . . . . s e e e 431
gooogd
ACTIVATE PORTAUTH PORT REAUTHENTICATE . . . ... ... ... ........ 118
DISABLE PORTAUTH . . . . . . . . e e e 220
DISABLE PORTAUTH DEBUG . . . . . . . . . . et 221
DISABLE PORTAUTH PORT . . . . . . . .. . e 222
ENABLE PORTAUTH . . . . . . . e e e s e 250
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ENABLE PORTAUTH DEBUG . . . .. ... . . et 251

ENABLE PORTAUTH PORT . . . . . . . .. e 252
PURGE PORTAUTHPORT . . . . . . e 281
RESET PORTAUTHDPORT . . . . . . . e 290
RESET PORTAUTH PORT MULTIMIB . . . . . . . ... ... o oo . 291
SET PORTAUTHPORT . . . . . . . o e e e 313
SET PORTAUTH PORT SUPPLICANTMAC . .. ... ... ... ... .. ... . .... 317
SET PORTAUTH USERNAME . . . .. .. ... . . 320
SHOW PORTAUTH . . . . . . e e e 413
SHOW PORTAUTH COUNTER . . .. ... ... ... . . 416
SHOW PORTAUTHPORT . . . . . . o e e 419
SHOW PORTAUTH PORT MULTISUPPLICANT . . . . .. ... .. ... .. ....... 424
SHOW PORTAUTH TIMER . . . . . . . e 428

goboobooooooon

LOAD . . . e 271
RESET LOADER . . . . . 288
SET LOADER . . . . . 298
SHOW LOADER . . . . . . s 386
UPLOAD . . . . 489
gooooo
DELETE INSTALL . . . . . . e e e e s e 190
DESTROY PATCH . . . . . . s e e e s 209
DISABLE FEATURE . . . . . . . . e 212
DISABLE RELEASE . . . . . . . . e 223
ENABLE FEATURE . . . . . . . . e e 242
ENABLE RELEASE . . . . . . . 256
SETINSTALL . . . . . e 297
SHOW FEATURE . . . . . . . e e e s 369
SHOW INSTALL . . . . . s e e e e s 384
SHOW PATCH . . . . . e e e s 412
SHOW RELEASE . . . . . . e 433
gooogd
DELETE MAIL . . . . . s e e e 193
DISABLEMAIL DEBUG . . . . . . . . e e e e 218
ENABLE MAIL DEBUG . . . . . . . e e e s 248
MAIL . . . 275
SETMAIL . . . . 308
SHOW MAIL . . . . . s 404
goooooo
ADDUSERRSO . . . . . o 153
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DELETEUSERRSO . . . . . . . e 207

DISABLE SYSTEM SECURITY_-MODE . . . . . .. ... .. ... ... 230
DISABLEUSER RSO . . . . . . . . e 234
ENABLE SYSTEM SECURITY_-MODE . . . . ... ... ... ... .. 263
ENABLEUSER RSO . . . . . . s 267
SET MANAGER ASYN . . . . . . e 309
SHOW MANAGER ASYN . . . . . e s 406
SHOW USER RSO . . . . . o e e s 482
gd
ADD LOG OUTPUT . . . . . e e e e e e 126
ADDLOGRECEIVE . . . . . e 128
CREATE LOG OUTPUT . . . . . . e e e e e s 164
DELETE LOG OUTPUT . . . . . . . e e e e e s e e 191
DELETE LOG RECEIVE . . . . . . . . e 192
DESTROY LOG OUTPUT . . . . . . e e e e 208
DISABLELOG . . . . . . . 214
DISABLE LOG GENERATION . . . . . . .. . e e 215
DISABLELOG OUTPUT . . . . . . . e s e e 216
DISABLE LOG RECEPTION . . . . . . . . . . e e 217
ENABLELOG . . . . . . 244
ENABLE LOG GENERATION . . . . . . .. e e e 245
ENABLE LOG OUTPUT . . . . . . . e e e e e e e e 246
ENABLE LOG RECEPTION . . . . . . . e e e e 247
FLUSHLOG OUTPUT . . . . . . e e e e e e e e 268
PURGELOG . . . . . . s e e 279
SETLOG OUTPUT . . . . . . s e e e e e s 300
SET LOG OUTPUT FILTER . . . . . . . o e e e s e 303
SETLOGRECEIVE . . . . . . e e 305
SET LOG UTCOFFSET . . . . . . . e e e e e e e e 306
SHOW LOG . . . . . 388
SHOW LOG COUNTER . . . . . . . e e e e e 392
SHOW LOG OUTPUT . . . . .. e e e e e s s e 395
SHOW LOGQUEUE . . . . . . e e e s 398
SHOW LOGRECEIVE . . . . . . e e 400
SHOW LOG STATUS . . . . . . s e e e e s 402
gooogd
ACTIVATE SCRIPT . . . . . . o s e e e e s 120
ADD SCRIPT . . . . 133
DEACTIVATE SCRIPT . . . . . . . e e e e e e e e 186
DELETE SCRIPT . . . . . . o e s e e e e e s 197
IFTHEN ELSE ENDIF . . . . . . . . e e e e e 270
googn CentreCOM AR570S 00000000 OO 2.9
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SHOW SCRIPT . . . . . e e e s 434
WAIT . . e 491
googd
ACTIVATE TRIGGER . . . . . . . e e e e 121
ADD TRIGGER . . . . . . e 149
CREATE TRIGGER CPU . . . . . . . e e e e s e 169
CREATE TRIGGER FIREWALL . . . . . . .. . s 171
CREATE TRIGGER INTERFACE . . . . . .. . .. e 173
CREATE TRIGGERMEMORY . . . . . . . .. e e 175
CREATE TRIGGERMODULE . . . . . . . .. e 177
CREATE TRIGGER PERIODIC . . . . . . .. . e 180
CREATE TRIGGER REBOOT . . . . . . . .. i 182
CREATE TRIGGERTIME . . . . . . . i e e 184
DELETE TRIGGER . . . . . . .. e s 205
DESTROY TRIGGER . . . . . . . e e e e 211
DISABLETRIGGER . . . . . . . . . e 232
ENABLE TRIGGER . . . . . . .. e 265
PURGETRIGGER . . . . . . . . e e e s 283
SET TRIGGER CPU . . . . . . . e e e s e 342
SET TRIGGER FIREWALL . . . . . . . . e e e 344
SET TRIGGER INTERFACE . . . . . . . . e 346
SET TRIGGER MEMORY . . . . . . . e e 348
SET TRIGGERMODULE . . . . . . . . e e 350
SET TRIGGER PERIODIC . . . . . . . e i 352
SET TRIGGER REBOOT . . . . . . . s 354
SET TRIGGERTIME . . . . . .. . e e 356
SHOW TRIGGER . . . . . . o e e e 470
SNMP
ADD SNMP COMMUNITY . . . . . e e e e e e 134
ADDSNMP GROUP . . . . . . 136
ADD SNMP TARGETADDR . . . . . . . . o e e 138
ADD SNMP TARGETPARAMS . . . . . . o . e 140
ADDSNMP USER . . . . . e 142
ADD SNMP VIEW . . . . o e 144
CREATE SNMP COMMUNITY . . . . . . . e e 167
DELETE SNMP COMMUNITY . . . . . . .. e e e 198
DELETESNMP GROUP . . . . . . . e e 199
DELETE SNMP TARGETADDR . . . . . . . . .. st 200
DELETE SNMP TARGETPARAMS . . . . . . . . e 201
DELETE SNMP USER . . . . . . . . e e 202
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NTP

DELETESNMP VIEW . . . . . o o e 203

DESTROY SNMP COMMUNITY . . ... ... . . 210
DISABLESNMP . . . . . . e 224
DISABLE SNMP AUTHENTICATE.-TRAP . . .. ... ... ... .. .. .... 225
DISABLE SNMP COMMUNITY . ... ... .. . .. . 226
DISABLE SNMP COMMUNITY TRAP . . . . . .. ..o oo oo 227
ENABLESNMP . . . . . e 257
ENABLE SNMP AUTHENTICATE.-TRAP . . . . . ... ... o .. 258
ENABLESNMP COMMUNITY . . . . . . ... 259
ENABLE SNMP COMMUNITY TRAP . . . . . .. ..o oo oo 260
PURGESNMP . . . . 282
SET SNMP ASNBERPADDING . . . . . . .. e 324
SETSNMP COMMUNITY . . . . ... 325
SETSNMP ENGINEID . . . . . .. o e 326
SETSNMP GROUP . . . . . . e e 327
SETSNMP LOCAL . . . . . e e 328
SET SNMP TARGETADDR . . . . . . . et 329
SET SNMP TARGETPARAMS . . . . . . . . . e 330
SET SNMP TRAPDELAY . . . . . . o o e e 331
SETSNMP USER . . . . . 332
SHOW SNMP . . . 437
SHOW SNMP COMMUNITY . . . . ... . o 441
SHOWSNMP GROUP . . . ... .. 443
SHOW SNMP TARGETADDR. . . . . . . .. e 445
SHOW SNMP TARGETPARAMS . . . . . . . e 447
SHOWSNMP USER . . . . ... . e 449
SHOW SNMP VIEW . . . . . 451
ADDNTPPEER . . . . .. e 130
DELETENTPPEER . . . . . . . e 194
DISABLENTP . . . . . o 219
ENABLENTP . . . . . 249
PURGENTP . . . . 280
RESET NTP . . . . 289
SET NTP UTCOFFESET . . . . . . o e e 310
SHOW NTP . . . 407

gobooooboogon

DISABLE TELNET SERVER . . . . . . . . e e e 231
DISCONNECT . . . . e e e e 235
ENABLE TELNET SERVER . . . . . . . e e e e 264
RECONNECT . . . . . e s s s e s s 285
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SET TELNET . . . . . o 340

SETTTY . . o 358
SHOW SESSIONS . . . . . . . 436
SHOW TELNET . . . . . . o e 468
SHOW TTY . . o 475
TELNET . . . 486

Secure Shell

ADDSSHUSER . . . . . . o e 147
DELETESSH USER . . . . . . . . e e e e s 204
DISABLESSH SERVER . . . . . . . . . e 228
DISABLE SSH USER . . . . . . . . e e e 229
ENABLESSH SERVER . . . . . . . . 261
ENABLESSH USER . . . . . . . . e e e e 262
SETSSHSERVER . . . . . . . e 333
SETSSHUSER . . . . . . e 334
SHOW SSH . . . . . e 453
SHOW SSH SESSIONS . . . . . . . e e e e s 461
SHOWSSHUSER . . . . . . . e e e e 462
SSH . . 484
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ACTIVATE FLASH COMPACTION

ACTIVATE FLASH COMPACTION

00000000000 /0000000000000

ACTIVATE FLASH COMPACTION

g

godooooooooodooooobbobooooooboooooobooo
00000000000000000000 00 Flash compaction successfully completed.00 OO0 00O
godmooooooooooobo0ooododoooDooDooDoOoDooOoOoDODObOOobOObOOo0oOoOooOo
ogodoooooooodooooooboboooooboooob0 bbb oooobooboo
oooo

goooogooon

Manager bulbul> activate flash compaction

Info (1031260): Flash compacting...

DO NOT restart the router, or power down until compaction is completed.

Manager bulbul>
Info (1031261): Flash compaction successfully completed.

goooodf

gooobooooboooobooboobobbobobbobobobobobboboboboboobobo
gobooobobooobbooboo
gooobbooobobboooboooooboboooobbooobbobbooobbbboobbooo
gobooobooooobooboooboobo

goooog

SHOW FFILEO 3720000
SHOW FLASHO 378 0000
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ACTIVATE PORTAUTH PORT REAUTHENTICATE

ACTIVATE PORTAUTH PORT REAUTHENTICATE

0000oo0oo0oo0o0ooo /00000

ACTIVATE PORTAUTH[={8021X|MACBASED}] PORT={eth-port|port-list|ALL}
REAUTHENTICATE [SUPPLICANTMAC=macadd]

eth-port:ETH[IDDDDDDDDDethODDDDDDD
port—list:[l[l[l[l[I[I[I[I[IDlDDDDDDDDDDDDDDDDDDDDD)
macadd: MAC 0 0 0 O O xX-XX-XX-xx-xx-xx 0 0 0 0

0

0000000000000 Supplicant0000000
goooog

PORTAUTH 0000000OO8021XO802.1X T OMMACBASEDOMACODODOOODOODODOOOOO
oooos81IXooooooo

PORT 0000 O0O0ODOOOO0OOOO0OOOOO0OOOPORTAUTHOOOODOOOODODOOOODODOOOOO
OU0000000000O0OPORTAUTHDO 8021X O OO0 OO0 OO Authenticator 0 OO0 0
O00000000TYPE=AUTHENTICATORO OO TYPE=BOTHO O OO OOOOOOOOO
gooogo

SUPPLICANTMAC Supplicant 0 MACO OO OO0 OO0 OO OO OMulti-Supplicant O O O
OMODE=MULTID OOOO0ODOMACODOOOOOOODODOOOOOOOO

g
s 00400000000 802.1X Supplicant0 000000

ACTIVATE PORTAUTH PORT=4 REAUTHENTICATE

methOO0OO0O0OO0000000 MACOODO Supplicant0000000

ACTIVATE PORTAUTH=MACBASED PORT=ethO REAUTHENTICATE

goooog

ENABLE PORTAUTHO 250 000 O
ENABLE PORTAUTH PORTO 252000 O
SHOW PORTAUTH PORTO 4190000
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SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
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ACTIVATE SCRIPT

ACTIVATE SCRIPT

0000oo0oo0oo0o0ooo /00000

ACTIVATE SCRIPT=filename [OUTPUT={LOG}] [parameters]

filename: 0000000000 .scp O.cfgh
parameters: 00 000000000000000000 8000000000000 O0O0%10%80000000

g

goboooopoooboooobo
goooog
SCRIPT 00OU0O0O0O000O00000O0O0scp00D0.cfgl 00000000000 .scp0OOO0O0OO

OUTPUT 00000000000 U0O0O0O0OODOOODOODOOODLOGLOOODODDODOOOODODOOODOOO
ooooo TIYOOoooooooooooo

o
m 00200000000 sendmailscp000000

ACTIVATE SCRIPT=sendmail.scp "someone@somewhere.xxx" "warning"

goooognd

OUTPUT=LOG OO OOO0O0O0OOOOO0OODODO SHOWLOGO OO O oooooooooooooooo
0000000000 DODODDODODODODOO0ODODO0ODOOSEVERITYD O 2000000000000000O
o0o0o0o0ooUooo300DoooDoooDoooOooOoOOODOODODOODOOODODOO0ODOODOODOOO
gooooo 3loooooo0o0o0O0O0ODUO0DUOD 3l00DDDOoDOODOD

goooog

ADD SCRIPTO 1330000
DEACTIVATE SCRIPTO 186 0 0 O O
DELETE SCRIPTO 197 00 0 O

SET SCRIPTO 3230000

SHOW SCRIPTO 4340000
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ACTIVATE TRIGGER

ACTIVATE TRIGGER

O000oo0oo0ooooo /0000

ACTIVATE TRIGGER=trigger-id

trigger-id: 10 0 0 00 010 2500

g

gobooboooboooboooboo

OOO0ODO0OO0OO0OODISABLETRIGGEROODODOODODOODODO0ODOODOODODODODOOOOOOOOOOOOOn

TEST=ONOOOOO0O00O0OO0OO0OSCRIPTOOOOO0O0O0OODOODOOOOOOODODOOOOOOOOOO

TEST=ONOOOOO0OO0OO0OO0O0O0OO0O0O00OO0U0O0O0000oooooooooooooo M

0000000000000 0000ooo0o0o00000DoDooOoO0 REPEATODOOOOOOOOOO

goooooooooo

goooog

TRIGGER 000000

o
=" 0000020000000

ACTIVATE TRIGGER=2

goooog

CREATE TRIGGER CPUO 1690000
CREATE TRIGGER FIREWALLO 171 0000
CREATE TRIGGER INTERFACEO 173 0 0 00
CREATE TRIGGER MEMORYDO 1750 00 O
CREATE TRIGGER MODULECO 1770000
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 182 0 000
CREATE TRIGGER TIMEC 184 0 O O O
DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 00O

SHOW TRIGGERO 470000 O

googn
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ADD ALIAS

ADD ALIAS

00000000000 /0000000000
ADD ALIAS=alias STRING=string

alins: 00 000001013200 00000000000000000000O00DOO0O0DOOOODOOODO
string: 10 00101320000000000000000000000

g

gobooobooobooobooboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gbobooooboooooobobooobooboooboogboobobOobooODoOUbDoDOoDOm

goooog

ALIAS 0OO0OO0OO0OOO
STRING 0OOO0O0O0OOOOODOO

g
s 00000000000000000s0000000

ADD ALIAS=1ls STRING="show file"

goooog

DELETE ALIASO 187 0 00O
SHOW ALIASO361 0000
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ADD FILE

ADD FILE

00000000000 /0000000000000

ADD FILE=filename [COMMAND=string] [SCRIPT=filename] [PERMANENTREDIRECT]
[LIMIT=0..1048576]

filename: 00 000
string: 10 00102550000000000000000000000

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
googoo

goooog

FILE 00000000 DODODOO0O00000000ogooooooooooooooooooooo
CREATEFILEO 000000000000

COMMAND 000000000000 00D00O0OO0O0OSHOWXXXXOOOODOOOOoDoOoooo
0000000000000 00U0OogSCRIPTOO 0000000 ODO0DO0DODOoooooooQ

SCRIPT 0000000 OOOOODOOOCOMMANDOOOOOOOOOODOOOODODOOOOOD

PERMANENTREDIRECT 000000000000 000000O0OODOODOOOOOOOOOOOO
0000000000 0ooDoo0oCOMMAND O ODDODODODOODDODODOODOODODODOOOOO
OENABLE XXXXDEBUGHO OOOOOODOODOOODOOOOOSCRIPTOOOOOOOOENABLE
XXXXDEBUGO O OOODOODOODOoOOOODOOODUOOO0OO0O0oooooooooooooooo
OOFILEOODOOOOO0O0ODOOOOO0O0ODOOODOO00O0oooooooooooooooon
gobooooooooboooooooboobboobooboobbobboobboobboobo
0000000000000 000000RESET FILE PERMANENTREDIRECT OO0 00000
gooo

LIMIT 000000000000 00O0O000DO00MmMmOOO0O 204800000

gooooogono

Manager > show file=time.txt

File : time.txt

1:

2

3:System time is 11:18:48 on Thursday 01-Nov-2007.

Manager > add file=time.txt command="show time"
Info (1056003): Operation successful.
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ADD FILE

Manager > show file=time.txt

File : time.txt

:System time is 11:18:48 on Thursday 01-Nov-2007.

:System time is 11:19:00 on Thursday 01-Nov-2007.

Manager > add file=time.txt command="enable ip debug=all" permanentredirect

Info (1056003): Operation successful.

Manager > reset file=time.txt permanentredirect

Info (1056278): time.txt redirection - operation complete.

Manager > show file=time.txt

File : time.txt

:System time is 11:18:48 on Thursday 01-Nov-2007.

:System time is 11:19:00 on Thursday 01-Nov-2007.

<~ o U W N

8:
9:Info (1005287): All IP debugging has been enabled.
10:<I/C/B=vlanl/2/0, 1=60, ttl=128, p=1, addr=192.168.20.11>192.168.20.1

12:<I/C/B=vlanl/2/0, 1=60, ttl=128, p=1, addr=192.168.20.11>192.168.20.1

Manager > disable ip debug=all
Info (1087003): Operation successful.

11:>I/C/T/R/Id=Loc/0/fw/??/61533, 1=60, ttl=64, p=1, addr=192.168.20.1>192.168.20|.

13:>I/C/T/R/Id=Loc/0/fw/??/61534, 1=60, ttl=64, p=1, addr=192.168.20.1>192.168.20|.

g

IDDDDDDiproute.txtl]l]l]l]l]DDshowiprouteDDDDDDDDDDDDDDDiproute.txtl]
goooooooouooooooo

ADD FILE=iproute.txt COMMAND="show ip route"

m 000000 ipdebugtxt0 00000000 Oenableip debug=all0 0000000000 O0O00O0O
0000000000000 00000000RESET FILE PERMANENTREDIRECTO OO OO00OGO0O
00000000000 o0000000000000000000000000000000Odisableip
debug=all0 DD 0000000 ODOO0OO0OO0O0DOODOOO
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ADD FILE

ADD FILE=ipdebug.txt COMMAND="enable ip debug=all" PERMANENTREDIRECT

goooodf

COMMANDOOOOOOODOOOODODOOOOOOSCRIPTOOOOOOOOOOOODOOOODOOOO
goboooboobooobbooboo

OSHOWXXXXO D OOODUOODODOOODOOOoOO0oDOoOoOO0ODOOo0OPERMANENTREDIRECTO OO O OO
000000000000 000DooU0o00oooooo0oOoSHOW XXXXOODODOooooooooo
O000000000000D0O0O00DSHOW XXXXODODODODDODooooooooooooooooooo
ODOSHOW XXXXOOODOoOUoooooooooooooooooooooooooooooooooo
gobooobooooooobooobo

OENABLE XXXXDEBUGO O OO OOOODUOO0DO0O0O00DO0O0O0D0O0OO0OO0OO0OOoODOoOoOOOO PERMA-
NENTREDIRECTO O OUOODOUOODOOODDOOOODO0O0OOOOODDDODENABLE XXXX DEBUGO O
goboooboooobooobooboobobobboobooobooboboobbobbobbooo
gobooboooobooobooboobbon
OENABLEXXXXDEBUGD U OOOOOOOOOODODODODODO0DO0DO0DO0000ooooooooooooo
0000000000000 000000000000OPERMANENTREDIRECTOOOOOOOOOOO
0000000000000 0OOoOO0OO0DO0OOODOOODODODDOODDOOODOENABLE XXXX DEBUGH
0000000000000 00000o00000000ENABLE XXXXDEBUGO OOODOOoOoonO
goboooooooboobooobooobo

OENABLE XXXX DEBUGD U000 0000000000000 ODODOOO00OOO0OOO0OOOooOooo
0000000000000 0000o00000000PERMANENTREDIRECTOOOOOOOOOO
0000000000000 0Doo0U00000D00000000D0OO00000DDOOdDISABLE XXX
DEBUGH O 0000000000000 0O0ooooooooooog

goooog

CREATE FILEO 161 0 0 OO

RESET FILE PERMANENTREDIRECTO 287 0 0 0 O
SHOW FILEDO 3740000

SHOW FILE PERMANENTREDIRECTO 376 0 0 OO
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ADD LOG OUTPUT

ADD LOG OUTPUT

o0o0ooooooooo /00

ADD LOG OUTPUT={TEMPORARY|PERMANENT output-id} [FILTER=entry-id]
[ACTION={PROCESS|IGNORE}] [ALL] [DATE=[opldate] [DEVICE=[opldevice]
[FILE=[op] filename] [MASK=ipadd] [MSGTEXT=[oplstring]
[MODULE=[op]lmodule-id] [ORIGIN=ipadd] [REFERENCE=[op]string]
[SEVERITY=[oplseverity] [SOURCELINE=[op]line-num]

[SUBTYPE=[op] subtype-id] [TIME=[opltime] [TYPE=[op]type-id]

output-id: 0 0 00 IDO 10200

entry-id: 10000000100

op: 00000 M<KMOODO0OOD>MO00OD!MO0000OD M O000D%M000000000Mm
date: 000 dd-mmm-yyyy 0000dd 0001031Mmmm 000000000 300000APRMyyyy 00000
device: 100000

filename: 0000001012000

ipadd: IP 0000000000000

string: 00 0O

module-id: 000 0000000000000 0O0O?2550

severity: 0000000070

line-num: 0000100

subtype-id: 0000 0000000000000 ID

time: 00 O hhmm:ss 000 O0hh 000002300 mm 00 00059 ss 00 000590

type-id: 000 000000000000 ID

g

goooooooobooobooboobbobbooboobbooboboobobobbobboo
CREATELOGOUTPUTOOODOOOOOUOOO0O0O0O0DODODODOODDOODODOODODOOODOOOOOOOO
gobooobooooboobobooboobbobboo

goooog

OUTPUT 00000 IDOIO200000000000000000O0TEMPORARYM RAMOOOO
O PERMANENTONVSO OO OOOO

FILTER 00000000000 O0DOO0OO0000OO00ODOO00O0DOO000O0O0OoDoOooooonodg

ACTION 000000000000 00OODO0O000DOO000O0DODOO0OO0O0OPROCESSOOOOO
OO0OOIGNORED D ODODOOODODODOOO PROCESSO

AlL 0000000000000 O0DOOOO00O0OOO00DOODO00DODODO0OODODOODODDOO0OODOOOn

DATE 00000000000 0OO0ODOOODODOOOOOOOOOn

DEVICE 000000000000000000000OO000OO0O

FILE 0000000000000 00000000000logmain.cO0000O000O0OOOSHOW
LOGOODOOoOOoO FULLODDODODODOOOODU0o0ooooooooooooooooooooogo
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ADD LOG OUTPUT

gooo

MASK 0000000000 O00O00OO0OIPODDOOOOOO0ORIGINODOODODODDODOODODODOOO
00000000 255.255.255.2550 0 0000 M

MSGTEXT 000000000000 000000O00000D0ODOO000DOO00000oODOO
0000000000000 000000000000000"00000000000)0000

MODULE 000000000000 00000000000000000000O0OooOgg

ORIGIN 0OO0OO0OO0O0O0OIPOODOOOMASKOOOOODODODODODODODODOOOOODOOOODODOO0OOOO
oooooIPOO0O0O0OoOoOooooO

REFERENCE 0000000000000 0O0O0O0OOOOOOOOO

SEVERITY 0000000000000 00000000000000O0O0OO0OO

SOURCELINE 0OO0OO0OO0O0O0OO0O00O0OO0OO000O0O00O0O0O0O0ODOODOO0OO0DOO0OO0O000000000OOO
oo

SUBTYPE 000000000000 OOODOOOOOOO0OOOODODOOOOOOOODOOOOOOOO

TIME 0000000 O00O0OOOO0ODOOOO0ODOOOOODOOO0

TYPE 0000000000000 O0DOOOOOOOOOOOODOOOOOOOODOOOODOOO

g
s 000000000000 0C0O00ODOO0O0DOO0O00ODO0OO0DODO0O00ODOOO3000oo0g

ADD LOG OUTPUT=3 MODULE=FIREWALL

0000 60000000000000ODOO0O0OOOOODOOO0OOOO0OO0OO0OOO4000000R0

ADD LOG OUTPUT=4 SEVERITY=>6

goooog

CREATE LOG OUTPUTO 16400 0O
DELETE LOG OUTPUTO 191 0000
SET LOG OUTPUTO 3000 00O
SHOW LOG OUTPUTO 3950000
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ADD LOG RECEIVE

ADD LOG RECEIVE

o0o0ooooooooo /00

ADD LOG RECEIVE={ipadd|ANY} [MASK=ipadd] [ALLOW={YES|NO}] [PROTOCOL={ALL|
BOTH|NEW|OLD|SYSLOG}] [PASSWORD={password|NONE}]

ipadd: IP 0000000000000
password: 1000001016 000000000000000O00OOO0OOO0ODOOO0OOOOOODOOOOO

g

gobooobooobooobooboon

ooooooooOoOooo IPOODOOOOODODOOODOOOOODOOOODOOOOOOOOOOO0O0OOO
000000000000 ooooooIPO0O0O0O/00000000000000CO0O0OOODOOO0O
gooo
ooooooIPO0O0O00OO0OOOOOOOODOODODOOOOOOOOOOOOOOOO0O0OOOOOOO
gbobooboobobooooooboboboooboogooogboobooobobbooooogDoDoD ™

goooog

RECEIVE 000000 IPO0O0OO0OOMASKOOOOOOOOOO0OOO0O0O0O0O0O0OO0ANYO 0.0.00
oooooIP0oOOooOOOO

MASK RECEIVEOOUOOOOOO0OOO0O0O0OO0OO0O0OOOOOOIPODOOOOOOOOOOOOOO0
00 0000RECEIVE=ANY 000 RECEIVE=0.0.0.00000000000000000RECEIVE
00000 IPOO0OOOOODO AODBOCOOO0OOOOOOOODOOOOOOODOODOOOOOOO
0000 255.255.255.2550 0000000000

ALLOW RECEIVE/MASKOOOO0OO0 IPOOOO0OD00OO0OD0OOOOODOOOOOOYESOODOOO
OONOODDOOOODOOOOoOO YESO

PROTOCOL RECEIVE/MASKOOOOOIPOO0OOO0O0O0OO0OO0O0OO0O0ODOOOOOOOODOOO
0 000 0OLDO Net Manage Message Protocol (11 NEW 0 SRLPT] SYSLOGO BOTHO OLD O
NEWI ALLOOLDO NEWO SYSLOGUO O OO000o000o0000000 BOTHO

PASSWORD SRLPO0OO0O0OO00OO0OO00O0O0O0OOOOOOOOOOOOOO0O0OO0O0O0O0O00O0O
000000000000 0000000000SRLPOODOO0DOO0O0O0PROTOCOL=NEW OOO
BOTHO ALL 00 O 1

g
m[PO0O0O 19216811 000000000000000 SRLPOOOOOO

ADD LOG RECEIVE=192.168.1.1 PROTOCOL=NEW
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googod

DELETE LOG RECEIVEOD 19200 00O
SET LOG RECEIVEO 3050000
SHOW LOG RECEIVED 4000 000

ooooo

CentreCOM AR570S 0000000000 2.9
613-000273 Rev.J

129



ADD NTP PEER

ADD NTP PEER

O000oO0oO0oo0oooo /NTP

ADD NTP PEER=ipadd

ipadd: IP 0000

g

O0000O0OO0NTPOOOOOIPOODOODDOOODOOONTPOOOOOD 10000000000
goooog

PEER NTPOOOOOIPOOOO

g
s NTP OO 0001921681050 0 000 0000000000000 O0O0O0OO]JST +09:000

ENABLE NTP

ADD NTP PEER=192.168.10.5
SET NTP UTCOFFSET=JST
RESET NTP

goooog

DELETE NTP PEERO 1940 0 0 O
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ADD RADIUS SERVER

ADD RADIUS SERVER

O00000000oo /000000

ADD RADIUS SERVER=ipadd SECRET=password [PORT=port] [ACCPORT=port]
[LOCAL={NONE|1. .15}]

ipadd: IP 0000

password: 10000010630 00000000000000O0000DOO00OO0OLOOOODOOOODOOO
oboooooooooooooooo

port: UDP 0 000 0000655350

0

0000000000 RADIUSO Remote Authentication Dial In User Serverd DO OO OO0 OO0
RADIUSOODOO0O0OO00OO0U0OOODODODODO0O0O000O0DOoUoDoDODOo0ooooooooDoOooDoooooo
goooooooouooooo

goooog

SERVER RADIUSOOOCCOO IPOOOOO

SECRET RADIUSOOOOOOOOOOOOOOOOOOO

PORT RADIUSOOOOOOOOUDPOOOOOOOOOODOOOOOORADIUSOOOOOOOO
0000000000000 0U00U00L 0000000000 ooo 14500000

ACCPORT RADIUSOOOOOOOODOOOOOOUDPOOOODOOOOOOOOOODORADIUS
000000000 0oooo000ooooo000ooo000oooo0ooooDoDoOOn 1646
goooo

LOCAL 0O RADIUSOOOO0OO0OODOOOUOOOODOOOO IPODODOOOOODOODOOOOOOOIPO
O000000ooDooooo00U0 RADIUSOOOOODOOOOOOOOOOIPODOOOOOOO
00000000 IPO00D00O0O0O0IPODO0O0O0OOOOODODONAS-IP-Address 000
O0o00oooo IPOOODOODOOOO IPOO0O0OOODOODODOODOODODO NONEODODOOO IP
0000000000000 U0oUUooUooooooo IPOODODOOODOODOOODOOm

g
s 000000000 RADIUSOOODO 192.1681050000000000000pOR8GAO

ADD RADIUS SERVER=192.168.10.5 SECRET=pOR8Gd

s RADIUSOOOOOO0OO0OOOODODOUOODOUOODOO
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ADD RADIUS SERVER

ADD RADIUS SERVER=192.168.10.5 SECRET=pOR8Gd PORT=0

goooodf

RFC28650 RFC2866 D D D OO OO 181201813 0 RADIUSO OO OO OOOOOOODOOOOOOO
00000000000 0PORTOACCPORTOOOODOOOODOODOOOO

goooog

ADDIPLOCALMIIPODO 1880000
DELETE RADIUS SERVERO 196 0 0 0O
SET RADIUSO 3220000

SHOW IP INTERFACEI PO O 478 0 O OO
SHOW RADIUSO 431 0000
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ADD SCRIPT

ADD SCRIPT

00000000000 /00000
ADD SCRIPT=filename TEXT=string [LINE=1ine-num]
filename: 0000000000 .scp O.cfgh

string: 100010127000
line-num: 0000100

g

gobooboooobooobooboobobon
goooog
SCRIPT 0000000000000 O0O.cfg0.scp00000000000O.scp000DO0OO

TEXT 00000000
LINE 0000000000 000000DooO00ooooooooooooon

g
s J000000000handmadescp0 00000000000

ADD SCRIPT=handmade.scp TEXT="show file"

goooognd

O000o0oooD0oO000ooOO0ODODOO0O0O0O0OOO EDITOODOOOOOOOODOOOOOOOODOOOO
PC/WSOODODOODODODODOODODODO0OO0OOO TFTPOOOOOOODOOOO
gooooboooobooobooboobobobboobooobooboboobbobbobboon
Ooo.CFGOOOooOoooOoOoOoOoO0OO0OOO0OO0OO0ODO0UO0DUODODOOO

goooog

ACTIVATE SCRIPTO 120000 O
DEACTIVATE SCRIPTO 186 0 0 O O
DELETE SCRIPTO 197 00 0 O

SET SCRIPTO 3230000

SHOW SCRIPTO 4340000
WAITO491 0000
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ADD SNMP COMMUNITY

ADD SNMP COMMUNITY

O0000000o00oooO /SNMP

ADD SNMP COMMUNITY=community [MANAGER=ipadd|[/masklen]] [TRAPHOST=ipadd]
[VITRAPHOST=ipadd] [V2CTRAPHOST=ipadd]

Community:SNMPD[l[I[I[IDDDDlDlSDDDDDDDDDDDDDDD
ipadd: IP 0000
masklen: 0 0 0 0000320

g

OSNMPv1l/v2cOSNMPOOO0OD00000D00O0O0OD0O0O0O0OD0O0OOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

MANAGER SNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOODODOOODOOODOOO
O000D0DO0DOD0O0O0O0OOMANAGEROOOOOODDODOOOOOOOOSNMPOOOOOOOO
O00O0O0OSNMPOOOOOOOOOPENODOOODOOO YESOOOODOMANAGERODOOO
O000oo0oo0oooooboo SNMPOOOOOOOO

TRAPHOST SNMPv1OOOOOOOOOOOOOOOOOOOOOOOOSNMPvIOOOOOOO
goooooo

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2c OO0 OOOO0O0OO0OO0O0O0O0O0O0OODOOODOOOO SNMPv2cOOOO
goooooogon

g
s SNMPUOOOOOOOOpublic000000000O0D0O00OOO

ADD SNMP COMMUNITY=public MANAGER=192.168.20.5

goooognd

SNMP 0O 000 00ENABLE SNMP COMMUNITY TRAPOOOOODOOOOOOOOOOOOOOO
gobooboobbooobooobooboobbo
TRAPHOSTO 0O 00O VITRAPHOSTO OO V2CTRAPHOSTO O O OO OOooOOOOOOO

goooog
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CREATE SNMP COMMUNITYO 167 0000
DELETE SNMP COMMUNITYO 198 00 00O
DESTROY SNMP COMMUNITYO 2100000
DISABLE SNMP COMMUNITYO 226 0 00O O
DISABLE SNMP COMMUNITY TRAPO 227 0 00O
ENABLE SNMP COMMUNITYO 259 0000
ENABLE SNMP COMMUNITY TRAPO 260 0 0 OO
SET SNMP COMMUNITYO 3250000

SHOW SNMP COMMUNITYO 441 0000

googn

ADD SNMP COMMUNITY
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ADD SNMP GROUP

ADD SNMP GROUP

O0000000o00oooO /SNMP

ADD SNMP GROUP=group SECURITYLEVEL={noAuthNoPriv|authNoPriv|authPriv}
[READVIEW=view] [WRITEVIEW=view] [NOTIFYVIEW=view]

group: SNMP OO 0O00D01032000000000000000
view: SNMPOOO0O001032000000000000000

0

OSNMPV3OD OO0 ooooooooooono
gobbooooogoobooobooboobbobboobooobobooobo

goooog

GROUP SNMPOOOODO

SECURITYLEVEL 0000000000000 O0O0O0O0O0O0OO00O0O0O0OO00O0OOO0OO0O0O0DOO00O0OO0
noAuthNoPrivl 0000000000 M authNoPrivo 0000000000 I authPrivl 00
gddtbooooouoouoouoo

READVIEW 0000000000000 O0O0OO0COOMIBOODOOOOOOOOODODOOODOOOOO
0000 ADDSNMPVIEWOOOOOUOOOOOREADVIEWO OOODOODOOOOOOooOooOO
odoooooooooMIBOOOOoooooooooo

WRITEVIEW 0000000000000 O0O0O0COOMIBOOOOOODOOODOOOODODOOOOOOO
0000 ADDSNMPVIEWOOOOOOOOOOWRITEVIEWOOOOODOOOOODODOOOO
odoooooooooMIBOOOooooooooooooog

NOTIFYVIEW 00000000000 0000000o0ooMIBOODOOOODOOODoOoOoOoOoOoOoO
Oo0oooono ADDSNMPVIEW O OODOOOOOOONOTIFYVIEWODOODOOOOOooOO
odoooooooooooooooMIBOOOooOoooooooooo

g

s SNMPOOOO0OODadminsOO 0000000000000 000 authPrivoO000000000@MO
000000000000 00000000d0internet00001.3.61000000000000000
goboooboooobooooo

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE
ADD SNMP GROUP=admins SECURITYLEVEL=authPriv READVIEW=most WRITEVIEW=most
NOTIFYVIEW=most
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ADD SNMP GROUP

m SNMP O 0 000 mib2operators D0 00 00000000000000 authNoPrivhOOOOOOO
D000 Mmib-200001.3.6.1210 00000000000000OO

ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE
ADD SNMP GROUP=mib2operators SECURITYLEVEL=authNoPriv READVIEW=standard

goooog

ADD SNMP USERO 1420000
ADD SNMP VIEWO 1440000
DELETE SNMP GROUPO 1990000
SET SNMP GROUPO 3270000
SHOW SNMPO 4370000

SHOW SNMP GROUPO 443000 O
SHOW SNMP USERO 4490000
SHOW SNMP VIEWO 451 00 00
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ADD SNMP TARGETADDR

ADD SNMP TARGETADDR

O0000000o00oooO /SNMP

ADD SNMP TARGETADDR=target PARAMS=params IP=ipadd [UDP=port]

target: SNMP O 000 0D001032000000000000000

params: SNMP OO O000000000000001032000000000000000
ipadd: IP 0000

port: UDP O 00000102550

g

OSNMPV3OD OO0 oOOoOoo0ooooooooooooooooo
goooog

TARGETADDR SNMPOOOOOO

PARAMS SNMPOOOOOOOOOOOOOOOOADDSNMP TARGETPARAMS O O OOOOO
gboboooboooooooboobbon

P ooooooIPoooO

UDP OO0O0O000O0O0OOOOUDPOOODO102550000000000000 162

g

s SNMPOOOOOO0tpRIOOOOOOOD000DO0O0O0OO00O0IPOOOODO 172.28.28.1560UDP O OO
0000001620 00000000000000000000000pzein000000000DOOO
0000 authNoPrivOD 0D 0O0OO0O0D00DMMODODO0O0O0 zeinO

ADD SNMP TARGETPARAMS=pzein SECURITYLEVEL=authNoPriv USER=zein
ADD SNMP TARGETADDR=tpR30 PARAMS=pzein IP=172.28.28.156

goooodf

0000000000000 00000000000000000000D0000000 NOTIFYVIEW O
O0O0O0DO0OOADDSNMPGROUPOOOOODOOODOOOODOOOODOOOODODOOODOADDSNMP
TARGETPARAMS OO O 0OOOOODOOOO0ODOOO0OO0DDO0O000O00O0ADDSNMP USEROOO
OO0 GROUPOOOOOOOODDOOO

goooog

ADD SNMP GROUPO 136 D 0O O

138 | CentreCOM AR570S D OO0 0000000 2.9 ooooog
613-000273 Rev.J



ADD SNMP TARGETADDR

ADD SNMP TARGETPARAMSO 140000 O
ADD SNMP USERO 1420000

ADD SNMP VIEWO 1440000

DELETE SNMP TARGETADDRO 200 0 0 O O
SHOW SNMPO 4370000

SHOW SNMP GROUPO 4430 00 O

SHOW SNMP TARGETADDRDO 445 0 0 0O O
SHOW SNMP TARGETPARAMSO 447 0 0 O O
SHOW SNMP USERO 4490000

SHOW SNMP VIEWO 451 00 00

ooooag CentreCOM AR570S 0000000000 2.9 139
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ADD SNMP TARGETPARAMS

ADD SNMP TARGETPARAMS

O0000000o00oooO /SNMP

ADD SNMP TARGETPARAMS=params SECURITYLEVEL={noAuthNoPriV|authNoPriV

authPriv} USER=username

params:SNMP[I[I[I[I[I[I[I[I[I[I[IDDDDD1D3ZDDDDDDDDDDDDDDD
username: SNMP OO 000010320 00000000000000

0

OSNMPv3O OO O0O0OO0O000O0o0o0o00ooo0oooooooooooooooooooooooon
goboooboooobooobooboo

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOO

SECURITYLEVEL 0000000000000 O000O0O0O0O0O0OOO0O0OOO0OO0D0OOOOOOOO0
0 0noAuthNoPrivl 0000000000 MauthNoPrivl 000000000 0O M authPrivd O
00000000000 ooooooUSEROODOODOO0O0D0DOO0O0Oo0oo0ooooooooog
ggdodoooooooooo

USER SNMPOOOOOOADDSNMPUSERODOOOODOOOOOOOOOOOOOOO

g

s SNMPUOOOODOO0OO0D0000000O0pzeinD0000000000000000O authNoPrivO O
00000 00oo0ooooon zemdOOO

ADD SNMP TARGETPARAMS=pzein SECURITYLEVEL=authNoPriv USER=zein

goooog

ADD SNMP GROUPO 136 D 0O O

ADD SNMP TARGETADDRO 138 0 0 OO

ADD SNMP USERO 1420000

ADD SNMP VIEWO 1440000

DELETE SNMP TARGETPARAMSO 201 0000
SHOW SNMPO 4370000

SHOW SNMP GROUPD 4430 00O

SHOW SNMP TARGETADDRDO 445 0 0 0O O
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SHOW SNMP TARGETPARAMSO 447 000 O
SHOW SNMP USERO449 0 0 00O
SHOW SNMP VIEWO 451 0000
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ADD SNMP USER

ADD SNMP USER

O0000000o00oooO /SNMP

ADD SNMP USER=username [GROUP=group] [AUTHPROTOCOL={NONE|MD5|SHA}]
[AUTHPASSWORD=password] [PRIVPROTOCOL={NONE|DES}]
[PRIVPASSWORD=password ]

username: SNMP OO0 000010320 00000000000000
group: SNMP OO O000D01032000000000000000
password: 10000080320 0000000000000O

g

OSNMPV3D OO0 oooooooo
goooog

USER SNMPOOOODO

GROUP SNMPOOOOOOADDSNMPGROUPOOOOOOOOOOOOODOOOOODODO

AUTHPROTOCOL 0000000 OMDSOSHAONONRIOOODOOODODOOOODOODOODO NONED

AUTHPASSWORD 0O0000000OAUTHPROTOCOLO MD50 SHADODOOODODODOOOOO
googod

PRIVPROTOCOL 00000 O0OCOOODESONONEDODOOODODOOODODODDOODODDDO NONEO
AUTHPROTOCOL 0 NONEO O OOODOOOOPRIVPROTOCOLOO NONEO OO OOOO
obobomobobobooooboobooboboobooooDoDooDo O

PRIVPASSWORD 0000000 O0O0PRIVPROTOCOLO DESOOO0OOOOOOOOOOOODOO

g

s SNMP OO0 O0supervisorUO0O0 000000000 00adminsO000000000OOOO authPriv
goboooobobooooboboobouooboboobobooboobbboobooboobobbOobbo
goooooooooo

ADD SNMP USER=supervisor GROUP=admins AUTHPROTOCOL=MD5
AUTHPASSWORD=cugacuga PRIVPROTOCOL=DES PRIVPASSWORD=mugomugo

s SNMPOOO M zeintD O00O00O0000DO M mib2operatorstD 00000000000 authNoPriv
goooooooobotbobooooooooooooooooooboooooboooboooooo
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ADD SNMP USER=zein GROUP=mib2operators AUTHPROTOCOL=SHA
AUTHPASSWORD=jogejoge

goooog

ADD SNMP GROUPO 136 D 0 OO

ADD SNMP TARGETPARAMSO 140000 O
DELETE SNMP USERO 2020000

SET SNMP USERO 3320000

SHOW SNMP GROUPO 4430 00 O

SHOW SNMP USERO 4490000

ADD SNMP USER

goooo CentreCOM AR570S 0000000000 2.9
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ADD SNMP VIEW

ADD SNMP VIEW

O0000000o00oooO /SNMP

ADD SNMP VIEW=view OID=node-oid [TYPE={INCLUDE|EXCLUDE}]

ADD SNMP VIEW=view MIB=node-name [TYPE={INCLUDE|EXCLUDE}]

view:SNMP O O0OOO1032000000000000000
node-oid: MIBO OO OIDO136.1000000000000000000000000 32000000000
node-name: MIBO OO OO ODOOO0O0OOOOOOOOO

g

OSNMPV3D OO0 ooooooooooooo

0000000000000 oooooooooooooooMIBOoODoo OIboooooono
0000000000000 0O0INCLUDED EXCLUDED 0D OOoOO

oo OlDO00o0ooOoDOooDoDoooooooo OoIDODoDOD0D0D0D0D0D0000O0O0O0D0000INCLUDED
EXCLUDED 000000000000 moooooooooooooooooooooooon
Ooo00o0O0ooooooooooooooooOIDO0O0ONODOOOODODODDOOSHOW SNMP VIEW
gooooooogobmooobooooboboooooboobOboboDUobObDoboboobDobboO
goboboooobooogooooom

goooog

VIEW SNMPOOOO

OID MIB OO 00O OIDO Object Identifier D MIBO OO OO0O00DO00000000ODOO

MIB MIBOOOOOOOODODOODOOODOoODOOoOoOoOIDOOooooooOIbooooooooogo
o0o000oooooo0o0Uo0oooooo0UoooooDU0oDUoDoDoDoODoOoDoooOoD OIbOoO
googd

TYPE 0000 MIBOOODOOODOODOOOOOOOOINCLUDED OO0 MM EXCLUDEDOOOOO
00000000000 INCLUDED

googd OID

internet 1.3.6.1

mib-2 1.3.6.1.2.1

system 1.3.6.1.2.1.1

interfaces 1.3.6.1.2.1.2

at 1.3.6.1.2.1.3

ip 1.3.6.1.2.1.4

icmp 1.3.6.1.2.1.5
CentreCOM AR570S D00 00OO0OOO 2.9 gooog
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ADD SNMP VIEW

tcp 1.3.6.1.2.1.6
udp 1.3.6.1.2.1.7
egp 1.3.6.1.2.1.8
transmission 1.3.6.1.2.1.10
snmp 1.3.6.1.2.1.11
bgp 1.3.6.1.2.1.15
rmon 1.3.6.1.2.1.16
bridge 1.3.6.1.2.1.17
host 1.3.6.1.2.1.25
mau 1.3.6.1.2.1.26
if 1.3.6.1.2.1.31
private 1.3.6.14
alliedTelesyn 1.3.6.1.4.1.207
snmpV2 1.3.6.1.6
snmpModules 1.3.6.1.6.3
snmpFramework 1.3.6.1.6.3.10
snmpMPD 1.3.6.1.6.3.11
snmpTarget 1.3.6.1.6.3.12
snmpUsm 1.3.6.1.6.3.15
snmpVacm 1.3.6.1.6.3.16
03:000MIBOOOO
0

minternet 000013610 0000000000000 SNMPOOOOmost0 0O OOOO

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE

mmib-200001.3.6.1210 0000000000000 SNMPOOOOstandard00 00000

ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE

m 00000 mib-200001.3.61210000000000000000tcp00001.3.6.1.2.1.600 udp
00001.3.6.121.700000000 SNMP OO0 00 mib2notcpudp0 000000000000 OIDO
o0o0o0o000ooo0ooo0o0oooU0OooDo0oDooOU00ooOoOO0oDoOOoOOoo 30D0D00ooo
gobooboooboooboooboo

ADD SNMP VIEW=mib2notcpudp MIB=mib-2 TYPE=INCLUDE
ADD SNMP VIEW=mib2notcpudp MIB=tcp TYPE=EXCLUDE
ADD SNMP VIEW=mib2notcpudp MIB=udp TYPE=EXCLUDE

goooo CentreCOM AR570S 0000000000 2.9
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googod

ADD SNMP GROUPO 136 DO OO
DELETE SNMP VIEWO 2030000
SHOW SNMP GROUPO 4430000
SHOW SNMP VIEWO 451 0000
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ADD SSH USER

ADD SSH USER

00000000000 / Secure Shell

ADD SSH USER=username {PASSWORD=password| KEYID=key-id} [IPADDRESS=ipadd]
[MASK=1padd]

username: 1000001015000
password: 1000001031000
key-id: 0 0 0 000 655350

ipadd: IP 0000000000000

0

SSHOOOOoOOoooooo

0000000000000 0U0DUDUUDUOO RSADOODDOOODOOO
O0000oOoOoSSHOODODODOOoOoooooooooooooooooooossHOOoooooo
00000000000 UOooDO SSHoOoDoooooooooo

00000000 oOoODO00D0O000000000000000000000DOOOSSHOODODDODOOODOO
O000000oooo0o00oooo0o00000ooDoOoO0o000D0o0ooDooOoDOoOO SSHOOOOO
D00 USERODODODOODOO

goooog

USER SSHOOOOOO

PASSWORD SSHOOOOOOOOOOOOOODOOODOOOOOOODOOOOOOOOOODOOODOOO
0000000000000 00UUOKEYIDODODODDODODODODODoODoODOoOoDOOoOOoOO

KEYID 00000 RSAOODOOOOCREATEENCOKEYDOODOOODOOOODMmMRSADODOOOO
O0000000O0PASSWORDOOOOOODOODOOOOOODOO

IPADDRESS 0OO0O0OO00OOSSHOOODOODOOO IPOODODODOMASKOOODOOOOODODODOOOO
gboboobooooooobboooboobbo

MASK 0OO0O0OO0OOOOIPADDRESSOOO0000DOOOOOO00O0OOODOOOOOOOODODOOOOO
oo

g

m Manager 00000000 0admin00 SSHOOOODODODOOOODODORSAOOM OOODOO RSA
ODO0DODODENCOUOODOODOOoOoooolooooooooooooo

ADD USER=admin PASSWORD=jogefoge PRIVILEGE=MANAGER
ADD SSH USER=admin KEYID=10
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mJ0000sshuser0000000000000000000OO

ADD SSH USER=sshuser PASSWORD=sshpasswd

googod

CREATEENCOKEYI OOOOOOO 180000
DELETE SSH USERO204 0000

SET SSH USERO 334 0000

SHOW SSH USERD 462 000 O
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ADD TRIGGER

ADD TRIGGER

O000oo0oo0ooooo /0000

ADD TRIGGER=trigger-id SCRIPT=filename... [NUMBER=index]

trigger-id: 10 0 0 00 010 2500
filename: 0000000000 .scp O.cfgh
index: 000000001050

g

gobooobobooobbooboo

goooog

TRIGGER 000000

SCRIPT 000000000 O0O0.scpO00.cfgtSCRIPTOOO0OODODOOO10000000000O
0000000000000 o000UU1l000000000000o0o0ooooooooO 500

NUMBER 000000 0O0D0OOO0O0OOOOODOOOO0ODOOO0OODOOOODOOOOODOO

o
e 0000200000000000 step.scp O jump.scp D000 OO

ADD TRIGGER=2 SCRIPT=step.scp SCRIPT=jump.Scp

goooog

CREATE TRIGGER CPUO 1690000
CREATE TRIGGER FIREWALLO 171 0000
CREATE TRIGGER INTERFACEO 173 0 0 00
CREATE TRIGGER MEMORYD 1750 00 O
CREATE TRIGGER MODULECO 177 0000
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 182 0 000
CREATE TRIGGER TIMEC 184 O O O O
DELETE TRIGGERO 2050 00 O

DISABLE TRIGGERO 2320 00 0O

ENABLE TRIGGERO 2650 0 00O

SET TRIGGER CPUO 3420000

goooo CentreCOM AR570S 0000000000 2.9
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ADD TRIGGER

SET TRIGGER FIREWALLO 344 0 0 0O O
SET TRIGGER INTERFACEO 346 0 0 O O
SET TRIGGER MEMORYO 348 0 0 O O
SET TRIGGER MODULEO 350 0 0 OO
SET TRIGGER PERIODICO 3520 00 O
SET TRIGGER REBOOTO 354 0 0 0
SET TRIGGER TIMEO 356 0 0 O O
SHOW TRIGGERO 470000 O
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ADD USER

ADD USER

00000000000 /000000000000

ADD USER=login-name PASSWORD=password [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}]
[DESCRIPTION=string] [PRIVILEGE={USER|MANAGER|SECURITYOFFICER}]
[TELNET={YES|NO}] [IPADDRESS=ipadd] [NETMASK=ipadd] [MTU=40..1500]

login-name: 00000010 6400000000000000D00O0O0O0DO0OOO0DOOOOOOOODOOOO

0 010123456789 ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz [

password: 100010 320000000000000000000000O0000O000O0OO0OOOOOO (O

00000000 00%$%& ()*+,-./0123456789:;<=>@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]"-‘abcdefghijklmnopqrstuvwxyz{| }
string: 10001024000

ipadd: IP 0000000000000

g

goboooboooobooobooboo
goooog

USER 0000000000 OOOOOOODOO

PASSWORD 0000000000000 OOOOOOO0ODOOOO0Oé0ODUIOLIODDOOOODDODDOD
gooogo

LOGIN 0000000 000oooO0oooooo0ooooo0ooooDOOOPRIVILEGE OO
00000000000 O0oO PRIVILEGEDOOODOOO USEROODOOOODOOOOOOOOO
0000 MANAGER/SECURITYOFFICERO OO OO0 O00O0O00O00O0O0DO0OODO0OODOOO
gobooobgoo

DESCRIPTION 000000000000

PRIVILEGE 0000000000000 MM USEROD O MM MANAGERISecurity Officet] SECURITYOFFICERD
O0000oooO0oo USEROOOO

TELNET 000000 Telnet 000 000000000000 O0DOO0OTELNETOOOOOOOOO
O000oooooooooOon NOO

IPADDRESS 0000000000 IPOOOOOPPPOOOOOODONONONONOONONOOOOOOOOO
OOONETMASK O OOOOOO

NETMASK 0OO0O0O00O0O0O0OO0O0O0OOCOOO0OOIPADDRESSOOOOOOOO

MTU 00000 MTUODO4001500000000000

g

m Manager 00 O000000HIYOUODODOOOOOOOODOOUO{IOvEba7
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ADD USER

ADD USER=HIYO PASSWORD=ilOvEba7 PRIVILEGE=MANAGER

m Security Officer DD 000D 0O Osuperd 000000

ADD USER=super DESCRIPTION="super user" PASSWORD=ureBus
PRIVILEGE=SECURITYOFFICER

e PPPO000O UserADDODOOO0O0DO0D0OOODOOOOOOOOOOOOOOO

ADD USER=UserA PASSWORD=arappap LOGIN=NO

mPPPO0O0O0O UserBOOOOOOIPOODODO 19216810231 00000000000

ADD USER=UserB PASSWORD=araraynoh IP=192.168.10.231
NETMASK=255.255.255.255 LOGIN=NO

goooog

DELETE USERO206 0O OO

DISABLE SYSTEM SECURITY_-MODEO 230 00 OO
DISABLE USERO 233 0000

ENABLE SYSTEM SECURITY_-MODEO 263 00 0O
ENABLE USERO 266 0 0 OO

PURGE USERO 284 0000

RESET USERO 2920000

SET USERO 3590 000

SHOW USERO 478 0000

152 | CentreCOM AR570S D OO0 0000000 2.9 ooooo
613-000273 Rev.J



ADD USER RSO

ADD USER RSO

O0000o0o0o0o0ooo /0000000

ADD USER RSO IP=ipadd [MASK=ipadd]

ipadd: IP 0000000000000

g

goooooobooooo SecurityOfﬁcerDDD Telnet 00 JOOOO0OOO0OO0IPOOOOORSO OO
0 O O RSO=Remote Security Officerd O 00 00 O

oo ooboboobbobbobobbbobddddonoDLb oL oo
0O Security Officer 0000 Telnet 000D O O0O0O0DOO

goooog
IP RSOODOOODOooOOOOOoOOOoOooDoOODOO

MASK 000000000 000O00000O0O0DO0OO0000000O0O0255.255.255.2550 0000000
goboobooboooon

g
m 000 172.16.10.6 O Remote Security Officer 0000000

ADD USER RSO IP=172.16.10.6

= 000000 192.168.200.0/24 0000 000 Remote Security Officer 00 00D 00O

ADD USER RSO IP=192.168.200.0 MASK=255.255.255.0

m 00000 Remote Security Officer 0000000

ADD USER RSO IP=0.0.0.0 MASK=0.0.0.0

goooodf

[POOOOCOOOO00000MASKOOOOODODOOOO0ODDDOOODOODOOODDOOODOOOODODOO
OIPO0 Telnet 00 D000 00D00000000000D00O0O000D0O0O00OO0OD0O0O0O0OODOO0OO
gooo
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ADD USER RSO

goooog

DELETE USER RSO0 2070000

DISABLE SYSTEM SECURITY_MODEO 230 00 OO
DISABLE USERRSOO 2340000

ENABLE SYSTEM SECURITY_-MODEO 263 00 0O
ENABLE USERRSOO 2670000

SHOW USER RSO0 4820000
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CLEAR FLASH TOTALLY

CLEAR FLASH TOTALLY

00000000000 /0000000000000

CLEAR FLASH TOTALLY

g

goboooboooobooobooboo

goooodf

gobooboboboobobooboboobobooboobooboboobobbobobboobOoo

goooog

SHOW FLASHO 378 0000
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CLEAR NVS TOTALLY

CLEAR NVS TOTALLY

00000000000 /0000000000000

CLEAR NVS TOTALLY

g

O0000O0OOoDOONvVSOoDooooooooo

goooodf

NvVSOOoooooooOoooOoOoOoOoOOoUOoOOODOUODUODODUOODUOUODoDOODOoOooOooo

goooog

SHOW NVSO 4090000
SHOW NVSFREEO 411 0000
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COPY

COPY

00000000000 /0000000000000

COPY src-filename dst-filename

sre-filename: 00 00 0000 0O [device:]filename.ext 0 0 0O O device:D 000 flash:0000oo00n
dst-filename: 000 0000000 [device:]filename.ext 0 0 0 Odevice:D DO 0 flash:0 000000

g

goooooooooo

g
s J00000000000000 curcfgO curbak.cfgO0O000D0O000ODO0O

COPY cur.cfg curbak.cfg

goooog

RENAMEDO286 0 00O
SHOW FILEO 3740000
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CREATE CONFIG

CREATE CONFIG

00000000000 /0000000000

CREATE CONFIG=filename [SET]

filename: 0000000000 .scp O.cfgh

g

gobboooboogobooobooboobbobboobooobobooobo
goooog

CONFIG 00O0O0OO0OOO0OooooooooooOo.CFGOOoOoSCPmoioooooooooonoon
gbbooobooboboooboooboobboobooboo

SET 00000000000 000O000D0D000D0O000ooooooooDooDoooDoooOoOn
0000000000000 ooooooooooooono SETCONFIGODODOODOoOoooon
oo

g

m 0000000 basicefg0 0000000000000 0O0DO0O0O0O0O0ODOOSETOOODOOODO
00 100000000000 m

CREATE CONFIG=basic.cfg

SET CONFIG=basic.cfg

oo

CREATE CONFIG=basic.cfg SET

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooooboogon

goooog

RESTARTO 2930 00O
SET CONFIGO 2950000
SHOW CONFIGO 363 0000

158 | CentreCOM AR570S D OO0 0000000 2.9 ooooog
613-000273 Rev.J



CREATE FFILE

CREATE FFILE

00000000000 /0000000000000

CREATE FFILE=filename {DATA=value-list|ADDRESS=address LENGTH=length}

filename: 00 000

value-list: 00000160001 000000000000000O0 800000
address: 0000000016000

length: 00 0O0O0le00O0O

g

goboobooboobooobooobooboobbo
DATAOODOODOOODOOOOODODOOODOUOUODODODODOODOOADDRESSOOD 00000 LENGTHOOOO
gobooobooobooboooboobbobboobooboobbooo

goooog

FFILE 00000000000

DATA 00000000 160000000000 0O0OCOODOOODATA=50,4E54,45,4E,45,4B,4F0 0 0
0000000 le000000DO0DU0ODDUODDUOODODOODOOOOOO

ADDRESS 0O0O00O0OO0OO0OO0OOO0OOOOOOOOOO

LENGTH 0O0O0OO0O0O0OO0OODOOO0OODOOOO

g
m 8000000 0x50,0x4F,0x54,0x45,0x4E,0x45,0x4B,0x4F0 O O O O O TINY.ITXTO OO O OO O

CREATE FFILE=TINY.TXT DATA=50,4F,54,45,4E,645,4B,4F

m000000x000000 0xCo000D OOOOBIGFILOOOODOOOO

CREATE FFILE=BIG.FIL ADDRESS=0 LENGTH=C0000

goooognd

goooooboogoo

goooog

DELETE FFILEO 188 0 O O O
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SHOW FFILEO 3720000
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CREATE FILE

CREATE FILE

00000000000 /0000000000000

CREATE FILE=filename [FORCE] [COMMAND=string] [SCRIPT=filename]
[PERMANENTREDIRECT] [LIMIT=0..1048576]

filename: 00 000
string: 10 00102550000000000000000000000

0

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
googoo

goooog

FILE 0000000000000 000D00O0O0000O00o0goooooooooooooooooo
000000000000 UUD0DUUOUFORCEDDOODDDOODDOODDODODODODODODODOO

FORCE FILEOOOOOOOOOOOOODODODOOOOOOO0OO0OO0OO0ODOOOOODOOODOOOO
OO0O0O0DUODO0OOOUOFLEDODOODOODOOODOOOOODOOOOOooODOOoooooOoDoOn

COMMAND 000000000000 00D00O0OO0O0OSHOWXXXXOOOODOOOOoDoOoooo
0000000000000 00U0OogSCRIPTOO OO 00000 ODO0DO0ODOoooooogoQ

SCRIPT 0000000 OOOOODOOOCOMMANDOOOOODOOOOODOOOOODOOOODOD

PERMANENTREDIRECT 0000000000000 00OOO0OOODOOOOOOOOOOOOO
O00000o0ooDoo0oU0ooDooDoCOMMAND O ODODOODODOODDODODODODOOOOOO
OOOOENABLEXXXX DEBUGD OO 0DO0O0O0O0O00OO0OO0O0O0OOOOSCRIPTOOOOOOO
OENABLE XXXXDEBUGO OO D OQOOOOOODOODODDOODODDOODODDODOODOOOOOOOOOO
OO0OUO0OO0OFILEDODOODDOOOUOO0O0DOOOOO00ooooooooooooooooon
goboogoobooooboooooooboobboobooboobbobboobbobboobo
0000000000000 00000000D0O0OORESET FILE PERMANENTREDIRECT 0O O
goboobogn

LIMIT 000000000000 00O0O000DO00MmMmOOO0O 204800000

gooooogono

Manager > create file=time.txt command="show time"
Info (1056003): Operation successful.

Manager > show file=time.txt
File : time.txt

1:

2
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613-000273 Rev.J

161



CREATE FILE

3:System time is 11:13:59 on Thursday 01-Nov-2007.

Manager > create file=time.txt command="show time"
Error (3056063): time.txt already exists.

Manager > create file=time.txt force command="show time"
Info (1056003): Operation successful.

Manager > show file=time.txt

File : time.txt

1:

2

3:System time is 11:14:14 on Thursday 01-Nov-2007.

Manager > create file=ipdebug.txt command="enable ip debug=all" permanentredirect
Info (1056003): Operation successful.

Manager > reset file=ipdebug.txt permanentredirect

Info (1056278): ipdebug.txt redirection - operation complete.

Manager > show file=ipdebug.txt
File : ipdebug.txt

:Info (1005287): All IP debugging has been enabled.

:<I/C/B=vlanl/2/0, 1=60, ttl=128, p=1, addr=192.168.20.11>192.168.20.1
:>I/C/T/R/Id=Loc/0/fw/??/61533, 1=60, ttl=64, p=1, addr=192.168.20.1>192.168.20.
:<I/C/B=vlanl/2/0, 1=60, ttl=128, p=1, addr=192.168.20.11>192.168.20.1
:>I/C/T/R/Id=Loc/0/fw/??/61534, 1=60, ttl=64, p=1, addr=192.168.20.1>192.168.20.

<N o U W N

Manager > disable ip debug=all
Info (1087003): Operation successful.

g

00000 iproute.txtl]DDDDDDDDDDShowiprouteDDDDDDDDDDDDiproute.txtD
gooooooooooboboboooooo

CREATE FILE=iproute.txt COMMAND="show ip route"

s 0000000000000 0000O0FORCED DO OOO0OONOONDODOODDOODODODODOODODOODO
ODOOODODADDFILEODOOOOOOO

CREATE FILE=iproute.txt FORCE COMMAND="show ip route"

m 00000 ipdebugtxtO000000O0OOenableipdebug=all00000000000000OOO
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CREATE FILE

0000000000000 D0O0000RESET FILE PERMANENTREDIRECTO O OO OOOOOOO
000000000000 000000000000000000000000000disableip debug=alld
goboobpooobooobooboobbon

CREATE FILE=ipdebug.txt COMMAND="enable ip debug=all" PERMANENTREDIRECT

goooodf

COMMANDOOOOODOODOOOODODOOOOOOSCRIPTOOOOODOOOOOOODOOOODOOOO
goboooboobooobbooboo

OSHOWXXXXO D OOODUOODOOODOOOoOO0oDOoOoOO0ODOOo0OPERMANENTREDIRECTO OO O OO
000000000000 00DooU0o00oooooo00OoSHOW XXXXOODODooooooooo
O000000000000O0O000SHOW XXXXODODODODDODODooooooooooooooooooo
ODOSHOW XXXXOOODOOoUoooooooooooooooooooooooooooooooooo
gobooobooooooobooobo

OENABLE XXXXDEBUGO OO OO ODOOODUOO0DO0DU0O00DO0O0O0D0OOO0OO0OOOODOoOoOOOO PERMA-
NENTREDIRECTOODOUOODOUOODOOODODODOOODO0O0OOOOODDDODENABLE XXXX DEBUGO O
goboooboooobooobooboobobobboobooobooboboobbobbobbooo
gobooboooobooobooboobbon
OENABLEXXXXDEBUGD U OOOOOOOOOODODODODODODO0DO0DO00O000oooooooooooo
0000000000000 000000000000OPERMANENTREDIRECTOOOOOOOOOOO
0000000000000 0DOO0OO0DO0OO0OODODOODODODDOODDOOODOENABLE XXXX DEBUGH
0000000000000 0000o0o00000D0o0ENABLE XXXXDEBUGDO OOODOOOOooO
goboooooooboobooobooobo

OENABLE XXXX DEBUGD U000 000000000000 O0DODODOODO0O0OO0OO0OOOOOooOoog
0000000000000 000o0o00000000PERMANENTREDIRECTOOOOODOOOONO
0000000000000 0Doo0U00000D00000000D0OO00000DDOOdDISABLE XXX
DEBUGH O 000D U0O0OO0OU0O0O0000O0000oooooooooog

goooog

ADDFILEOD 1230000

RESET FILE PERMANENTREDIRECTO 287 0 0 0 O
SHOW FILEO 3740000

SHOW FILE PERMANENTREDIRECTO 376 0 0 OO
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CREATE LOG OUTPUT

CREATE LOG OUTPUT

o0o0ooooooooo /00

CREATE LOG OUTPUT={TEMPORARY| PERMANENT| output-id} DESTINATION={EMAIL|
MEMORY |NVS|PORT|ROUTER |SYSLOG} [FORMAT={FULL|MSGONLY|SUMMARY }]
[MAXQUEUESEVERITY=severity] [MESSAGES=count] [PASSWORD={password|NONE}]
[ASYN=asyn-number] [QUEUEONLY={YES|NO}] [SECURE={YES|NO}] [SERVER=ipadd]
[TO=email-addr] [ZONE={time-zone|utc-offset}] [FACILITY={DEFAULT|
LOCAL1. .LOCAL7}]

output-id: 0 0 00 IDO 10200

severity: 0000000070

count: 100100

password: 1000001016000

asyn-number: 00000000000

ipadd: IP 0000

email-addr:- 000000000

time-zone: 0000000

utc-offset: 100 00O OUTCOODODOOOODODOO+23:59:590-23:59:590

g

gbobooooboooboo
O0000ooooADDLOGOUTPUTOOODOOODODOODODODODO0O0DODO0DO0O0DO0ODODODDOODODOODOO
goboooboooooooboooobo

goooog

OUTPUT 00000 IDO102000000000000000O00O0O0OTEMPORARYD RAMODOODO
0O PERMANENTIM NVSOO OO OO0 OTEMPORARY U0 00O 00O OOMAXQUEUESEVERITYD
QUEUEONLYOSECUREO O OOO0OO0OODO0OO0OODDOOODESTINATION O MEMORY 00O
OD0O0DU0U0DOODODOPERMANENTOOOOODOOOODESTINATIONO NVSOOOOOOoooO
ONVSOOOOoooooooooooooooom

DESTINATION COOO0OO0OO0OOODOOOOODEMAILOTOOOOOOOODOOODOOOOOOOOOOO
0000 MMEMORYORAMOOOODOOUTPUTOOODODOOO TEMPORARY OO OOOO
OO0000DMmMNVSOODOODooooooooooOUTPUTOO OO OOO PERMANENT OO
O000000D00DmMPORTOASYNOODOOUODODODODODUODODODODODODODODOOD MM ROUTER
OSERVERODODOOO0OOODODOODO Secure Router Logging Protocol (SRLP) O O O O
OO0 MMSYSLOGUOSERVEROUODOOODOOOOODO syslogODO0O0DDO00O0O0O0OOOO syslog
gobddbooguoooonooooo

FORMAT 0000000000000 0OO0OOO0OO0O0ODOOOFULLOODOODODOOOOODIDODODOOO
0000000000000 oooooooooooDooo0oD0mMSGONLYDODOOoOooO
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CREATE LOG OUTPUT

D0o0ooooomSUMMARYDOOOOODOOODOOoODOooOoooooooooomooooo
0O SUMMARYO DESTINATION OO OOOOO PORTOO OO OODOOOOOO

MAXQUEUESEVERITY QUEUEONLY OO OOOOO YESOOOOOODODOOODODODOOOoOO
goobooooooboboob bbb bbb booobbbooobooo
0O OQUEUEONLY O YESO O OO OMAXQUEUESEVERITY OO OOOOOQoOoooooon
Dooooooooo MESSAGESODODODODODOUOODOoOOOODODODODOOOoooooooooon
MAXQUEUESEVERITY O OO OOODOoOoOooooooooooooooooooooooog
D000000000000O0DESTINATIONOOOOOODO PORTO SYSLOGUOOOOOOO
O000ooooOUTPUTODOODOOOO TEMPORARY DO DD OODODODOOODOOOOOOOO
odood0ooodooo0 70000o00ooU0oooU0OooOUOOOoOUoOooOOOooOOoooOoOO
ggdodooooooobobooboooboobooo

MESSAGES DESTINATION O SYSLOGUO O OOOO OO O OO O DESTINATION O NVS O MEM-
ORYDODODODODOODODDODOODODODOODOODODODODODODODODODOOOOoOooooooooo
OO00O0DESTINATIONO EMAILOOOODOODODOOO0OOOO0OO0OOOOOODESTINATION
OPORTOOOOUOODOOODOOOOOODOOOOOODESITINATION O SYSLOGOOOOOOO
000 200MEMORY D OOOOOOOOO 2000 EMAILOOOCO 1000NVSOOOO 200

PASSWORD SRLPOOCOOOO0O0O0O0OOOOOOO0OO0OOOOOOOODOOODODOODESTINATION
OROUTERODOOODOOOOOOODOOOOOODOOOODOOOOOOOO MDSODOOOOOO
oo oobobobobooobooboooo

ASYN 000000000 00000O000DESTINATIONDO PORTOOOODOOOOOOOOO

QUEUEONLY 000000dopooooooooooooooonooooddDESTINATION O PORT
0000000000 o0oOUTPUTO TEMPORARY DD 0D DO OOODO0OO0OOOOOOOOO
OO0 O00ODESTINATION O SYSLOG OO OOODODOoooooooooooooooooooogo
NOO

SECURE 0000000000000 0OO00OO0O00OONODOODDODODOOODODOOOOODOoooOGg
00000000000 oooooOUTPUTD TEMPORARY D DD ODOOOOOOOOOOOO
0000000 ODESTINATION O ROUTER O PASSWORD DO OO ODOQoOUOOoOoOooooO
DESTINATION O MEMORY O NVSO OO OOOOOOO YESOODOODODOODOOOoOOOO
NOO

SERVER DESTINATION O ROUTER O SYSLOG U OO OODODODODODOOOOO IPOODOOOOO
0 0O 0ROUTER O O O O OSRLPO Secure Router Logging Protocol0 0O O 0O O O UDP 5023 O (T
SYSLOG OO OO SySlOgDDDDDUDP514DDDDDDDD

TO DESTINATIONO EMAILOOOOOOOODOOOOODOOOO0OOOOOOOOO

ZONE OO0OO0OO0OOODO0OOOoOoUTCOOODOOODoOooOooooon

FACILITY DESTINATION O SYSLOGOOOOOOOO SySlOgDDDDDDDDDDDDDDDD
ODOOODODEFAULTOOODOO0DO0OO0DOODOOODOODOOODOOOO0Oo0o00oooooooog
DDDDDDDSySlOgDDDDDDDDDDDDDDLOCALlDLOCAL7DDDDDDDDDD
DDDDDDSySlOgDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
DEFAULTO O OOOODOO0ODOO00OODO0O00O00OO0Mm

| O

ooooag CentreCOM AR570S 0000000000 2.9 165
613-000273 Rev.J



CREATE LOG OUTPUT

m 0000000 syslogOO000 192.168.1.2000

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.1.2
ADD LOG OUTPUT=1 FILTER=1 ALL

goooog

ADD LOG OUTPUTO 126 D O OO
DELETE LOG OUTPUTO 191 0000
DESTROY LOG OUTPUTO 208 0 OO O
DISABLE LOG OUTPUTO 216 DO OO
ENABLE LOG OUTPUTO 246 D O OO
SET LOG OUTPUTO 3000 00O
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY

O0000000o00oooO /SNMP

CREATE SNMP COMMUNITY=community [ACCESS={READ|WRITE}]
[MANAGER=1padd|[/masklen]] [TRAPHOST=ipadd] [VITRAPHOST=ipadd]
[V2CTRAPHOST=1ipadd] [OPEN={ON|OFF|YES|NO|TRUE|FALSE}]

Community:SNMPD[l[I[I[IDDDDlDlSDDDDDDDDDDDDDDD
ipadd: IP 0000
masklen: 00 0 0000320

g

OSNMPv1l/v2cOSNMPOOO0OOD0O0O0O0OO0OOO
goooog

COMMUNITY SNMPOOOOOOOO

ACCESS 0000000 D0O0D0O0DDO0O0O0O0OOREADDOOOOOOOODOOOOOODOOWRITE
gbbooboobooon

MANAGER SNMPOOOOOOOOOOOOOOOOOO0OOOOOOOO0OOOOOOOOOOO
O00O0DO0DO0DODOOMANAGEROOODOODOOOODODODOOOOO SNMPOOOODODOOOOOO
OOOSNMPOOOOOODOOOPENODOOODDOOO YESOOODODOMANAGEROOODOOOO
O00000ooooooo SNMPOOOODOOODODDODODOODODODODOODODOOODOOOOO
O000oooood ADDSNMP COMMUNITY OO O OO0

TRAPHOST SNMPv1OOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOO
0000000 DOCREATESNMP COMMUNITY O OOOODO 1000000000000O00O
O000oooooooooooooooooooon ADDSNMP COMMUNITY D000 O0OO
oo

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2c OO0 OO0OO0O0O0O0OO0O00O0O0O0OODOOODOOOO SNMPv2cOOOO
goooooogon

OPEN SNMPOOOOOOOOOODOOOODOOOODOOOOOOOOOOONOODODOODOOOOD
MANAGEROODOOOODOO0OD0OOUOOOO0OODODOOODODO0OO0DO0O0O0OOYESOODODOOooOoooo
OSNMPOOOOOOOODOONOYESOTRUEO OO OFFONOUFALSEO O OOOOOOOO

g

s SNMPOOOOOOOOpublichOO0O0OO
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY=public

00000000 SNMPOOOOO0O000admins000000000000000D0OOOOOOO
00 1722011000000

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=172.20.1.1
TRAPHOST=172.20.1.1

goooodf

SNMP 0O 000 00ENABLE SNMP COMMUNITY TRAPO OOOODOOOOOOOOODOOOOOO
gobooboobbooobooobooboobbo

goooog

ADD SNMP COMMUNITYO 1340000

DELETE SNMP COMMUNITYO 198 00 00O
DESTROY SNMP COMMUNITYO 2100000
DISABLE SNMPO 2240000

DISABLE SNMP COMMUNITYO 226 D 00O O
DISABLE SNMP COMMUNITY TRAPO 227 000 O
ENABLE SNMPO 2570000

ENABLE SNMP COMMUNITYO 259 0000
ENABLE SNMP COMMUNITY TRAPO 260 0 0 OO
SET SNMP COMMUNITYO 3250000

SHOW SNMP COMMUNITYO 441 0000
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CREATE TRIGGER CPU

CREATE TRIGGER CPU

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id CPU=1..100 [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 0102500

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

g

ceruooooooooono

ceUOoOoOooOOoOoCPUDDOOOOODOOOOODODOOOOOOOOODIRECTIONODOODODDODOOOOO
gbooooobooboboobooooboboboobbboboboobobobobbooobon
000000000000 0%D000MmM%T000mM%NOODDDD0mM%SO00000ooooooon

goooog

TRIGGER 000000

CPU OO0OOOCPUDOOOODODOOODODOOODOD

DIRECTION 0O00O0O0OUPODOOOOOOOOODOOOOOOOMDOWNOOOOOOOOOOOO
O00D0DU0DmMANYODODDODDODODDODODOODODODODOOO ANYOD

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 00000000000 000D0O0OO0OD0O0O0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 000oooo0YESO FOREVEROODOOOODODODODODOOOOO
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CREATE TRIGGER CPU

O0000D0DO0DONOODONCEODDODUOODODOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD

SCRIPT 0000000000 OO0U0000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 00o0oo00000o0Do00000ADDTRIGGEROODOOOOOOOO
oo0ooU00o0o0o0ooUlo0o0Uo0oDU0oo0oooooooooo 500

STATE 000000000000 0D00OD0O0CO0OO0O00 ENABLEDD 000000 0oooooooon
ODO0D0DUOOO0OOACTIVATE TRIGGEROD OO D ODOUOOoooooooooo

TEST 0000000000000 000O00O0O0DODO00DO0O00O00D0O0D0ODO0OODOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

o
s CPUOOOD 80%O000000cpuwarnscp 00000 CPUDOOOO1I00000O0

CREATE TRIGGER=1 CPU=80 DIRECTION=UP SCRIPT=cpuwarn.scp

goooog

ACTIVATE TRIGGERO 121 000 O
ADD TRIGGERO 149000 0O
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00O
ENABLE TRIGGERO 2650 0 00O
SET TRIGGER CPUO 3420000
SHOW TRIGGERO 470000 O
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CREATE TRIGGER FIREWALL

CREATE TRIGGER FIREWALL

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id FIREWALL={ALL|DOSATTACK|FRAGATTACK HOSTSCAN|
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK} [MODE={START|END|BOTH}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 010 2500

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

0

gobooobooooboobooobo
gooooobogobooobooboobobobboobooobooboboobbobbobboon
0000000000000 o00U00000D0oD0O0O0ODO0000000D0ODDO0OOOO%DboO0O
OM%TOOD0M%NODDODODODODMmM%SO0D000000000oodooooooooooooooon
000000000000 20000000000 10%100000000000000000O0 20%?20
oooooIPooooo

goooog

TRIGGER 000000

FIREWALL 000000000 0O0OO0O0ODOO0OO0OOO0OO0OO0OOO00DO0OO0ODOOO0OODOOOOODOOOO
OOMODEODODODODOODODODODODODODODODODOOoDooooooooooon

MODE 0000000000000 000000000000000OSTARTOOOOOOOENDOO
O000U0BOTHOOOODODODODODODODODODODDODOODDODODODODDODODODDODODOOOOOO BOTHO

AFTER 0000000000000 O00000O0O0O0OD0O0O0O0O00000O00OOAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000ODO0OO0OD0OO0OO00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
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CREATE TRIGGER FIREWALL

0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODODOOOOOOOOO

REPEAT 00000000000 OO0ODOODOODOUOOOO0OOOOO0OOOOOODOOOOODOOOOO
0000000000000 0000o0oo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0D0ODONOODONCEDDODUOODOOoooooooooooooooooooooooo
000000000000 00o00000ooo0oood FOREVERD

SCRIPT 0000000000000 O000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 0ooo0000o0oDo0 0000 ADDTRIGGEROODOOOOOOOO
000000000000l oooooo 500

STATE 000000000000 0D00O0O0O0OO000 ENABLEDD 000000 0oooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGERO OO D OO UOOoooooooooo

TEST 0000000000000 000O000O0DODO00DO0O00O000O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

g

sj00g0oooboboobooboooboooboobobooboobbooboobbobbobboOon
00000000 oOU0oDU0ooDoUooo IPOODOOO0DOODOODOOODOOODOOODOOOO

CREATE TRIGGER=1 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

m 000000 pscans.scpU 000

MAIL TO=admin@mydomain.xxx SUBJECT="Portscan from %2 (Policy: %1)"

goooog

ACTIVATE TRIGGERO 121 000 O

ADD TRIGGERO 149000 0O

DESTROY TRIGGERO 211 0 OO O

DISABLE TRIGGERO 2320 00 0O

ENABLE TRIGGERO 2650 0 00O

SET FIREWALL POLICY ATTACKI O O OO OO0OO0OO0OO00O 1310000
SET TRIGGER FIREWALLO 344 0 0 OO

SHOW TRIGGERO 470000 O
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CREATE TRIGGER INTERFACE

CREATE TRIGGER INTERFACE

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id INTERFACE=interface EVENT={UP DOWN|FAIL|ANY}
[CP={BCP|CCP|IPCP|LCP}] [AFTER=time] [BEFORE=time] [{DATE=date]
DAYS=day-1ist}] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[SCRIPT=filename...] [STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 0102500

interface: 1 00000000

time: 00 Dhhmm 00O 0hh 00 000230 mm O 00005900

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00O 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

g

gobooobooooboobooobo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000000 0D0O0D0O0O0ODOODOODO%DOOU0mM%TOOOMmM%YNODODOODOOMm
SO00000000000000

goooog

TRIGGER 000000

INTERFACE 00000000000 0000000000C0O0000O0Ethernet0 0000000
OethXODVLANOOOOOOOOOvIanXOPPPOOODOOOOOpppXOOODOPPPODO OO
ooooooooocCPoOobOOOODDODOO

EVENT 0000000000000 0000000000000O0000000000O00000O000n
Oo0ooooUPODODODODOODUODODOWNOOODODODODOOFAILOOODODODOOODOOOOANY
0000000000000000000000EthernetO VLANOODOOOODOOOUPDO
DOWNDOOOOO

CP 0U0O0OO0OPPPOOODOOODOOOOOOOOODOOINTERFACED PPPOOOOOOOOOOOO
0000000000000 00000000%10PPPOOOOOODOOODM%200000000
O000mM%30000000030000000000

AFTER 0000000000000 O00000O0O0O0OD0O0O0O0O00000O00OOAFTEROOODOOOO
o000 240000000000DOO

BEFORE 00000000000 000D0O0OO0OD0O0O0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo
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CREATE TRIGGER INTERFACE

DATE 000000000000 0O00000O00D0O0O00ODOOO0ODOODAYSOOODDODOOOO
uon

DAYS 00000000 0O0OO0OOOO0O0O0ODOOOOO0O00O0ODOOOOOOOODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO0 OALL
0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOODOOOOO

REPEAT 00000000000 OODOODOOODOOOO0OO0ODOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 000o0ooo0YESO FOREVERODOOOODODODODODOOOoOO
O0000DO0DO0DONOODONCEDDODOODOOoooooooooooooooooooooooo
000000000000 00o00000ooo0oood FOREVERD

SCRIPT 0000000000000 000O0DOODODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 00o0oo00000o0Do0 0000 ADDTRIGGEROODOOOOOOOO
oo0ooU00o0o0o0ooUlo0o0Uo0oDU0oo0oooooooooo 500

STATE 000000000000 D0D0O0OD0OC0O0OO0O00 ENABLEDD 000000 0oooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGEROD OO D ODOOoooooooooo

TEST 0000000000000 000O00O0O0DODO00DO0O00O00D0O0D0ODO0OODOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoooOoOooooooooooooooooooooooogo
O000ooooooo NOO

goooog

ACTIVATE TRIGGERO 121 00O O
ADD TRIGGERO 149000 O

DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 000
ENABLE TRIGGERO 2650 0 00O

SET TRIGGER INTERFACEO 346 0 0 O O
SHOW TRIGGERO 470000 O
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CREATE TRIGGER MEMORY

CREATE TRIGGER MEMORY

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id MEMORY=1..100 [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 0102500

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

g

gobooobooooooooo

000000000000 DOO0O00000000000000000O0O0000DIRECTIONODOOOOO
gooooobogoobooobooboobobobbooboooboooboobbobbobbooo
0000000000000 00000%DO00M%To00M%NOODODoDoDom»Soooooooo
goooon

goooog

TRIGGER 000000

MEMORY 0000000000O0O0DOOODOOOOCOOOOOOOO

DIRECTION 0O00O0O0OUPODOOOOOOOOODOOOOOOOMDOWNOOOOOOOOODOOOO
O00D0DU0DmMANYODODDODDODDODODOODODODODOOO ANYOD

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O000000O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000D0O0O0OD0OO0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROODOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
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CREATE TRIGGER MEMORY

0000000000000 0000oooo0YESO FOREVERODOOOODODODODODOOOOO
O0000DO0DO0DONOODONCEODDODUOODOoooooooooooooooooooooooo
000000000000 00o000000o0o0od FOREVERD

SCRIPT 00000000000 O0U0000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 00oooo0000o0oDo00000ADDTRIGGEROODOOOOOOOO
000000000000l oooooo 500

STATE 000000000000 0D00OD0OC0O0OO0O00 ENABLEDD 0000000 ooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGEROD OO D OO UOOoOooooooooo

TEST 0000000000000 000OO000O0O0O00DO0O00O000O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoooOoOooooooooooooooooooooooogo
O000ooooooo NOO

g
000000000 20%000000memwarnscp 0000000000000010000000

CREATE TRIGGER=1 MEMORY=20 DIRECTION=DOWN SCRIPT=memwarn.sScp

goooog

ACTIVATE TRIGGERO 121 000 O
ADD TRIGGERO 149000 0O
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00 0O
ENABLE TRIGGERO 2650 0 00O

SET TRIGGER MEMORYO 348 0 0 O O
SHOW TRIGGERO 470000 O
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CREATE TRIGGER MODULE

CREATE TRIGGER MODULE

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id MODULE=module-name EVENT=event
[module-parameters...] [AFTER=time] [BEFORE=time] [{DATE=date]
DAYS=day-1list}] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[SCRIPT=filename...] [STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 010 2500

module-name: D00 000

event: 10 000000O00OO00O0OO

module-parameters: 0000000000000

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 0O 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO OO
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

g

goboooopoooboooobo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
00%DO00MM%TO00M%NOODODDODODM %S0 0000000000000
goooooogobooobooboobobobboobooobooboboobbobbobboon
gobooobogooboobooboooboobbo

goooog

TRIGGER 000000

MODULE 000000

EVENT 0O00O000O0OO0OO0OO0OOO0

AFTER 0000000000000 O000O00O0O0O0OD0O0O0O0O00000O0O0OOAFTEROOODOOOO
o000 240000000000DOO

BEFORE 00000000000 000D00OO0OD0OO0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATED O DD ODooooooo
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CREATE TRIGGER MODULE

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOODOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000ooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEDDODOODODoooooooooooooooooooooooo
000000000000 00o000000o0o0od FOREVERD

SCRIPT 000000000000 U0000O0DOOODOOOOOOSCRIPTOOOOOOOOIOOO
000000000000 0oooo0000o0oDo0 0000 ADDTRIGGEROODOOOOOOOO
ooooU00o0oU0oU0ooUlooo0Uo0oU0oo0oooooooooo 500

STATE 000000000000 0D00O0O0CO0OO0O00 ENABLEDD 000000 0oooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGEROD OO D ODOUOOoooooooooo

TEST 0000000000000 000000O0O0O00DO0O00O00D0O0D0ODO0OODOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

gbooboo ooboobo goboobgoo gooo

SWITCH LINKDOWN PORT gooboooooobooobogog
LINKUP PORT gooboooooobooobogog

BGP MEMORY uo OoooooooOoBGPOOOOO
PEERSTATE PEER, BGPSTATE, BGPOOODOOOOOODOODOO

DIRECTION

PING DEVICEDOWN POLL gbooboooooobogn
DEVICEUP POLL gogbooboobooon

VRRP DOWNMASTER  VRID gbooboooooooboboobobo
UPMASTER VRID gobooboooooooooboooobo

032:.00000000000000000000000000

g
s J0J00000000100000000000000000bemasterscp 00000000000000

ugon

CREATE TRIGGER=1 MODULE=VRRP EVENT=UPMASTER VRID=10 SCRIPT=bemaster.scp

goooog

ACTIVATE TRIGGERO 121 00O O
ADD TRIGGERO 149000 0O
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00 0O
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ENABLE TRIGGERDO 2650 0 0O O
SET TRIGGER MODULEO 350 D 00O
SHOW TRIGGERO 4700000
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CREATE TRIGGER PERIODIC

CREATE TRIGGER PERIODIC

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id PERIODIC=minutes [{DATE=date|DAYS=day-1ist}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 0102500

minutes: 00 010143900

date: 0 00 dd-mmm-yyyy 000 0dd0001031MmmmO00000000 3000 00APRMyyyy0 0000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
oo0o0oooooooooooon

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

filename: 0000000000 .scp O.cfgh

g

gobooobooooooooo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
O000000%DO00MM%To 00 M %NOIODODODODOMmM %S0 0000000000000

goooog

TRIGGER 000000

PERIODIC OO0O0OQ0OO0O0OO0O0OOOODOOOODOOOO

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATED OO D ODOooooooo

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O0000O0O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000ODO0OO0OD0OO0OO00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

NAME 000OO0O0OOSHOWTRIGGEROODOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 000oooo0YESO FOREVEROODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEODDODODUOODOOoooooDooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD
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CREATE TRIGGER PERIODIC

SCRIPT 000000000 OOO0U0000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 0ooo00000oDo00000ADDTRIGGEROODOOOOOOOO
000000000000l oooooo 500

STATE 000000000000 0D00O0O0CO0OO0O00 ENABLEDD 000000 0ooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGEROD OO D ODO0UOOoooooooooo

TEST 0000000000000 000OO00O0O0DO0O00DO0O00O00D0O00ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

g
m300000 patrolscp00000000D0O000ODO1I000O0O

CREATE TRIGGER=1 PERIODIC=180 SCRIPT=patrol.scp

goooog

ACTIVATE TRIGGERO 121 00O O
ADD TRIGGERO 149000 0O
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00 0O
ENABLE TRIGGERO 2650 0 00O

SET TRIGGER PERIODICO 3520 00 O
SHOW TRIGGERO 470000 O
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CREATE TRIGGER REBOOT

CREATE TRIGGER REBOOT

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id REBOOT={RESTART|CRASH|ALL} [{DATE=date]|
DAYS=day-list}] [AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}]
[NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename. ..]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 0102500

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

g

goboobooooooon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
D0000%DO000MmM%TO00M%NOODODODDOOMmMm %S0 0000000000000

goooog

TRIGGER 000000

REBOOT 0000000000000 O0O0ODOOOODOOOODOOCRASHOOODOOOODOOOOOO
RESTARTOOOOOOOODODOOODODOOODOOOOOOOOOALLOOOOOOOOOOOO

DATE 000000000000 00000000D0O0O0O00OO0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODooooooo

AFTER 0000000000000 O00000O0O0O0OD0O0O0O0O00000O00OOAFTEROOODOOOO
o000 240000000000DOO

BEFORE 0000000000 0000D0OO0OD0OO0OO00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOO0O0OOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0D0ODONOODONCEDDODUOODOOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD
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CREATE TRIGGER REBOOT

SCRIPT 000000000 OOO0U0000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 0ooo00000oDo00000ADDTRIGGEROODOOOOOOOO
000000000000l oooooo 500

STATE 000000000000 0D00O0O0CO0OO0O00 ENABLEDD 000000 0ooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGEROD OO D ODO0UOOoooooooooo

TEST 0000000000000 000OO00O0O0DO0O00DO0O00O00D0O00ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

g
m 00000000000 crashscp0000000000000D000O0DODO0O0ODODI00OO

CREATE TRIGGER=1 REBOOT=CRASH SCRIPT=crash.scp

goooog

ACTIVATE TRIGGERO 121 00O O
ADD TRIGGERO 149000 0O
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00 0O
ENABLE TRIGGERO 2650 0 00O
SET TRIGGER REBOOTO 354 0 0 0O
SHOW TRIGGERO 470000 O

goooo CentreCOM AR570S 0000000000 2.9
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CREATE TRIGGER TIME

CREATE TRIGGER TIME

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id TIME=time [{DATE=date|DAYS=day-list}]
[SCRIPT=filename...] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 010 2500

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUED WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

filename: 0000000000 .scp O.cfgh

string: 10 0010400000000000000000000000

count: 0 0 010 42949672940

g

gbobooooboooboo
gooobooboobbooobbooooobobooobobboobbbbooobbbooobbooo
%DO00M%TO0O0MmM%NODDDDDMmM%SO0o0o0oooooooooOO

goooog

TRIGGER 000000

TIME 0000000000000 0OO0OU0O0000000000O0S0000000OD00DOD0OOOOO
Oo0os0000000000D0O0O0OO

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODOoOoooooo

SCRIPT 000000000 OOO0U0000O0OOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 0ooo00000oDo00000ADDTRIGGEROODOOOOOOOO
oo0ooU00o0o0o0ooUlo0o0Uo0oDU0oo0oooooooooo 500

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OO0ODOODOODOOOO0OO0ODOOOO0OO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEODDODODUOODOOoooooDooooooooooooooooooo
000000000000 00o00000ooo0o0od FOREVERD

STATE 000000000000 0D00O0O0CO0OO0O00 ENABLEDD 000000 0oooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGERO OO D OO UOOoooooooooo
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CREATE TRIGGER TIME

TEST 0000000000000 000O000O0DO0O00DO0O00O00D0O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoOoooOoooooooooooooooooooooogo
O00o0ooooooo NOO

g
m000 1100 ppponscp 00000 PPPODOOOODOOOOOOOOOOIOOO0

CREATE TRIGGER=1 TIME=23:00 SCRIPT=pppon.scp

goooog

ACTIVATE TRIGGERO 121 000 O
ADD TRIGGERO 149000 0O
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00 0O
ENABLE TRIGGERO 2650 0 00O
SET TRIGGER TIMEO 356 0 0 O O
SHOW TRIGGERO 470000 O

goooo CentreCOM AR570S 0000000000 2.9
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DEACTIVATE SCRIPT

DEACTIVATE SCRIPT

0000oo0oo0oo0o0ooo /00000

DEACTIVATE SCRIPT=filename

filename: 0000000000 .scp O.cfgh

g

gobooobobooobbooboo
goooog

SCRIPT O0O0OO0OO0OOOOOOO

o
R 000000000runrun.scpl 0000000

DEACTIVATE SCRIPT=runrun.scp

goooog

ACTIVATE SCRIPTO 1200000
ADD SCRIPTO 1330000
DELETE SCRIPTO 197 00 0 O
SET SCRIPTO 3230000
SHOW SCRIPTO 4340000
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DELETE ALIAS

DELETE ALIAS

00000000000 /0000000000

DELETE ALIAS=alias

alins: 00 000001013200 00000000000000000000O00DOO0O0DOOOODOOODO

g

gobooobooobooobooboon
goooog

ALIAS 0OODOOOOO

g

s 000000ls0000000

DELETE ALIAS=ls

goooog

ADD ALIASO 1220000
SHOW ALIASO361 0000
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DELETE FFILE

DELETE FFILE

00000000000 /0000000000000

DELETE FFILE=filename

filename: 0000000000000 O0OO0OO

g

goboobooboobooobooobooboobbo
goooog

FFILE 0000000000000 000000*M000000000002830000000000
ooooooos83puooooooooo

goooog

CREATE FFILEO 1590000
SHOW FFILEO 3720000
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DELETE FILE

DELETE FILE

00000000000 /0000000000000

DELETE FILE=filename

filename: 0000000000000 O0OO0OO

g

goooooboogoo

goooog

FILE 00000000000000*00o0o0o00
g

m noneed.cfg 000000

DELETE FILE=noneed.cfg

000 xtdgoooooooooooo

DELETE FILE=*.txt

goooog

RENAMEDO286 0 00O
SHOW FILEO 3740000

googn
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DELETE INSTALL

DELETE INSTALL

O00000000oo /000000

DELETE INSTALL={TEMPORARY| PREFERRED|DEFAULT}

g

goboobooboobooobooobooboobbo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000oooooooo000U00000D00D00D0oD000O0O0TEMPORARYODOODODO
O000000000O0O0D0D0ODODMPREFERREDOODOOCOOOOODOODODOmMDEFAULTOOODODO
0000000 UOO0DODUOEPROMOOOOO0ODOOOODOODOOOODODODODOO

goooog

INSTALL 0000000000000 00000O0DEFAULTOOOODOOOO0OOOODODOOODOOO
gooooobooooo

goooog

SETINSTALLO 2970000
SHOW INSTALLO 384 000 O
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DELETE LOG OUTPUT

DELETE LOG OUTPUT

00o00oooooooo /oo
DELETE LOG OUTPUT={TEMPORARY PERMANENT|output-id} FILTER={ALL|entry-id}

output-id: 0 0 00 IDO 10200
entry-id: 10000000100

g

goboooobogoobooobooboobbobboobooobo

goooog

OUTPUT 00000 IDOIO2000000000000000000TEMPORARYM RAMOOOO
O PERMANENTONVSO OO OOOO

FILTER 0000000000000 00000O0ALLOO0O000000O0O0O0ODO0O0O0O000O0O
goboooboooopoooboobbon

g
s 000000010000 000000000O0D0D0oooo20000000

DELETE LOG OUTPUT=1 FILTER=2

s 0000000200000000000000000000000O00

DELETE LOG OUTPUT=2 FILTER=ALL

goooog

ADD LOG OUTPUTO 126 D O OO
SHOW LOG OUTPUTO 3950000

goooo CentreCOM AR570S 0000000000 2.9
613-000273 Rev.J

191



DELETE LOG RECEIVE

DELETE LOG RECEIVE

o0o0ooooooooo /00

DELETE LOG RECEIVE={ipadd|ANY}

ipadd: IP 0000

g

gobooobooooobooboooboobo
goooog

RECEIVE 0000000000000 O0O0O0OIPOOOOOOOOOOANYDO 000000000 1P
goboobooobooobooobo

g
m[PO0O0O0O 19216811 000000000000000000O0O0ODO

DELETE LOG RECEIVE=192.168.1.1

goooog

ADD LOG RECEIVEOD 128 0 00 O
SET LOG RECEIVEO 3050000
SHOW LOG RECEIVEOD 4000 0 0O O
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DELETE MAIL

DELETE MAIL

0000oo0oo0oo0o0ooo /00000

DELETE MAIL=message-id

message-id: 0 0000001600000 ffHHO

g

goboooboooobooobooboo
goooog

MAIL OO0O0OO0OOOSHOWMAILOOOOOOOOOO

g
s 00000000008Bf000000n00nonn

DELETE MAIL=8c3f

goooog

MAILO 2750000
SETMAILO 3080000
SHOW MAILO 4040000

goooo CentreCOM AR570S 0000000000 2.9
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DELETE NTP PEER

DELETE NTP PEER

O000oO0oO0oo0oooo /NTP

DELETE NTP PEER=ipadd

ipadd: IP 0000

g

NTPOOOOO IPOODOOOOOOODO
goooog
PEER NTPOOOOOIPOOOO

goooog

ADD NTP PEERO 130000 O
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DELETE NVS

DELETE NVS

00000000000 /0000000000000

DELETE NVS BLOCK=block-id INDEX=index

block-id: 0000 IDO16 000
index: J 0000000000160 00

g

BLOCKO INDEXOOOOOO NVSOODODOOOoOoooo
goooog

BLOCK OO0O0O0O ID
INDEX 0000000000

goooog

CLEARNVS TOTALLYO 156 0 O OO
DUMP NVSO2380000

MODIFY NVSO278 0000

SHOW NVSO 4090000

SHOW NVSFREEO 411 0000
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DELETE RADIUS SERVER

DELETE RADIUS SERVER

O00000000oo /000000

DELETE RADIUS SERVER=ipadd

ipadd: IP 0000

g

00000000000 RADIUSO Remote Authentication Dial In User Server0 O 0O OO0 OO0 OO
ooooono

SERVER RADIUSOOOOO IPOOODO

o

s 00000000000 RADIUSOOOO 192.168.105000000

DELETE RADIUS SERVER=192.168.10.5

goooog

ADD RADIUS SERVERO 1310000
SHOW RADIUSO431 0000
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DELETE SCRIPT

DELETE SCRIPT

0000000000 /Jooooo
DELETE SCRIPT=filename [LINE=Iine-num]

filename: 0000000000 .scp O.cfgh
line-num: 0000100

g

gooooobooobooobooboobobobbooboooboobboobbobbon
LINEOOOOOODODODDOOO0ODOO0O0OD0O00O0O00000000000000ooooooooooo

goooog

SCRIPT OOO0OOOOOOOO
LINE OO0O00O0O0O0O000ODOD0000000oooooooooooooogoooooooooooon

g
m basic.cfg 0 500000000

DELETE SCRIPT=basic.cfg LINE=5

m advanced.cfg 000000

DELETE SCRIPT=advanced.cfg

goooog

ACTIVATE SCRIPTO 120000 O
ADD SCRIPTO 1330000
DEACTIVATE SCRIPTO 186 0 O O O
DELETE FILED 189 0 0O O O

SET SCRIPTO 3230000

SHOW SCRIPTO 4340000
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DELETE SNMP COMMUNITY

DELETE SNMP COMMUNITY

O0000000o00oooO /SNMP

DELETE SNMP COMMUNITY=community [MANAGER=ipadd|[/masklen]]
[TRAPHOST=ipadd] [V1ITRAPHOST=ipadd] [V2CTRAPHOST=1ipadd]

Community:SNMPD[l[I[I[IDDDDlDlSDDDDDDDDDDDDDDD
ipadd: IP 0000
masklen: 0 0 0 0000320

0

OSNMPv1l/v2cOSNMPOOO0OOD000O0O00000O0O0O00O0O00O0O0O0O0O0OOOO
goooog

COMMUNITY SNMPOOOOOOOO

MANAGER SNMPOOOOOOOOOOOOOOOOOO0O0O0DOOO00O0OO0O0O0O0OOOOOOO
0000000000000 O0OMANAGERODOOODDODOOOOOOOOOD SNMPOOOOOO
O00000O0OOSNMPOOOOOOOOOPENOODOOOOD YESOOOOOMANAGERO O
O00oooooooooooboooo SNMPOOOOOOOO

TRAPHOST SNMPv1OOOOOOOOOOO

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2cOOOOOOOOOOO

goooog

ADD SNMP COMMUNITYO 1340000
CREATE SNMP COMMUNITYO 167 00 00O
DESTROY SNMP COMMUNITYO 2100000
DISABLE SNMP COMMUNITYO 226 D 00O O
ENABLE SNMP COMMUNITYO 259 0000
SET SNMP COMMUNITYO 3250000
SHOW SNMP COMMUNITYO 441 0000
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DELETE SNMP GROUP

DELETE SNMP GROUP

O0000000o00oooO /SNMP

DELETE SNMP GROUP=group SECURITYLEVEL={noAuthNoPriv|authNoPriv|authPriv}

group: SNMP OO O0O00D01032000000000000000

g

OSNMPV3D OO0 ooooooooooon
goooog

GROUP SNMPOOOOO
SECURITYLEVEL COOO0OO0OO0OOOOOOOADDSNMPGROUPOOOOOOODOODODODOODDDD
gooboooboo

goooog

ADD SNMP GROUPO 136 D 0O O
SET SNMP GROUPO 327 0000
SHOW SNMP GROUPD 4430 00O
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DELETE SNMP TARGETADDR

DELETE SNMP TARGETADDR

O0000000o00oooO /SNMP

DELETE SNMP TARGETADDR=target

target: SNMP O 000 0D001032000000000000000

g

OSNMPV3OD OO OoOoOooO0ooooooooooooooooo
goooog
TARGETADDR SNMPOOOOOO

goooog

ADD SNMP TARGETADDRO 138 0 0 OO
SET SNMP TARGETADDRO 3290 00O
SHOW SNMP TARGETADDRDO 445 0 0 0O O
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DELETE SNMP TARGETPARAMS

DELETE SNMP TARGETPARAMS

O0000000o00oooO /SNMP

DELETE SNMP TARGETPARAMS=params

params: SNMP OO 000000000000001032000000000000000

g

OSNMPvV3O OO O0O0OO0O0000oo0o0ooo0oooooooooooooooooooooooon
goboooboooobooobooboo

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOO

goooog

ADD SNMP TARGETPARAMSO 140000 O
SET SNMP TARGETPARAMSO 330000 O
SHOW SNMP TARGETPARAMSO 447 0 0 0 O
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DELETE SNMP USER

DELETE SNMP USER

O0000000o00oooO /SNMP

DELETE SNMP USER=username

username: SNMP OO 000010320 00000000000000

g

OSNMPvV3D OOOoOooooooo
goooog
USER SNMPOOOOO

goooog

ADD SNMP USERO 1420000
SET SNMP USERO 3320000
SHOW SNMP USERO 4490000
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DELETE SNMP VIEW

DELETE SNMP VIEW

O0000000o00oooO /SNMP

DELETE SNMP VIEW=view OID=node-oid

DELETE SNMP VIEW=view MIB={node-name|ALL}

view: SNMPOOO0O001032000000000000000
node-oid: MIBO OO OIDO13.6.10000000000000000000O0OO000OO 32000000000
node-name: MIBOOUOOUDODOODUOOODODADDSNMP VIEW DO OOOOQOoOGOQ

g

OSNMPV3D OOOOO0O0O0O0O000O0O00000000 00D ooooooogo
goooog

VIEW SNMPOOOO

OID MIB OO 00O OIDO Object Identifier D MIBO OO OO0O00DO00000000ODOO

MIB MIBOOOOOOOOOODODOODODODODOOO OIDO ADDSNMP VIEWOOOODODODOOOO
ob0O00000000000U0DULDUOUALLO00D0DD0DODoDoDoooDoooooooon

o
m SNMP 000 Ovarious0 OO private 0 0001.3.6.140 000000000000

DELETE SNMP VIEW=various MIB=private

s SNMPOOOOmost0 DO OOOO

DELETE SNMP VIEW=most MIB=ALL

goooog

ADD SNMP VIEWO 1440000
SHOW SNMP VIEWO 451 00 00

ooooag CentreCOM AR570S 0000000000 2.9 203
613-000273 Rev.J



DELETE SSH USER

DELETE SSH USER

00000000000 / Secure Shell

DELETE SSH USER=username

username: 0000001015 000000000000

g

SSHOOOOoOOoOooooo
goooog
USER SSHOOOOO

goooog

ADD SSH USERO 1470000
SET SSH USERO 3340000
SHOW SSH USERO 462 000 O
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DELETE TRIGGER

DELETE TRIGGER

O000oo0oo0ooooo /0000

DELETE TRIGGER=trigger-id NUMBER=index

index: 100000001050
trigger-id: 10 0 0 00 010 2500

g

gobooboooboooboooboo

goooog

TRIGGER 000000
NUMBER 00000000

goooog

ADD TRIGGERO 149000 0O

CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 171 0000
CREATE TRIGGER INTERFACEO 173 0 000
CREATE TRIGGER MEMORYDO 1750 00 O
CREATE TRIGGER MODULEO 1770000
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 182 0 000
CREATE TRIGGER TIMEC 184 O O O O
DESTROY TRIGGERO 211 0 OO O

SET TRIGGER CPUO 3420000

SET TRIGGER FIREWALLO 344 0 0 OO

SET TRIGGER INTERFACEO 346 0 0 O O
SET TRIGGER MEMORYO 348 0 0 O O

SET TRIGGER MODULEO 350 0 0 OO

SET TRIGGER PERIODICO 3520 00 O

SET TRIGGER REBOOTO 354 0 0 0O

SET TRIGGER TIMEO 356 0 0 O O

SHOW TRIGGERO 470000 O

googn
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DELETE USER

DELETE USER

00000000000 /000000000000

DELETE USER=login-name

login-name: 0000001064 0000000000000000DO00O0OOOOODODOOOOO

g

goooobooobooobooboobbonoo
goooog

USER 0000000000000 O0OOODOO0O

o
= 0000 fly00ooooo

DELETE USER=fly

goooog

ADD USERO 151 0000
DISABLE USERO 233 0000
ENABLE USERO 266 0 0 OO
PURGE USERO 284 0000
RESET USERO 2920000
SET USERO 3590000
SHOW USERO 478 0000
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DELETE USER RSO

DELETE USER RSO

O0000o0o0o0o0ooo /0000000

DELETE USER RSO IP=ipadd

ipadd: IP 0000

g

goooooobooooo SecurityOfﬁcerDDD Telnet 00 JOOOO0OOO0OO0IPOOOOORSO OO
0 O O RSO=Remote Security Officerd O 00 00 O
odooooooooooooooRSO0DoOooooooooooooooog SecurityOfﬁcerDDDD
Telnet OO O OO0 OQOOO

goooog

IP RSOOOOOOOOOOOOO

goooog

ADD USERRSOO 153 0000
DISABLE USERRSOO 2340000
ENABLE USERRSOO 2670000
SHOW USER RSO0 4820000
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DESTROY LOG OUTPUT

DESTROY LOG OUTPUT

o0o0ooooooooo /00

DESTROY LOG OUTPUT={TEMPORARY| PERMANENT|output-id}

output-id: 0 0 00 IDO 10200

g

gobooobooooooooo
goooog

OUTPUT 00000 IDOIO2000000000000000000TEMPORARYM RAMOOOO
OPERMANENTOONVSO OO OOOO

g
s 000000010 000000

DESTROY LOG OUTPUT=1

goooog

CREATE LOG OUTPUTO 16400 0O
SHOW LOG OUTPUTO 3950000
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DESTROY PATCH

DESTROY PATCH

O00000000oo /000000

DESTROY PATCH=filename

filename: 00 000

g

gobooboooboooboooboo

goooog

PATCH 00000000

goooog

DELETE FILED 189 0 0O O O
LOADO271 0000
SHOW PATCHO 4120000

googn
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DESTROY SNMP COMMUNITY

DESTROY SNMP COMMUNITY

O0000000o00oooO /SNMP

DESTROY SNMP COMMUNITY=community

community: SNMPOOO00O000001015000000000000000

g

OSNMPv1l/v2cOSNMPOOOO0OOD0O0OO0O0OO0OOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

ADD SNMP COMMUNITYO 1340000
CREATE SNMP COMMUNITYO 167 0000
DISABLE SNMP COMMUNITYO 226 D 00O O
ENABLE SNMP COMMUNITYO 259 0000
SET SNMP COMMUNITYO 3250000
SHOW SNMP COMMUNITYO 441 0000
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DESTROY TRIGGER

DESTROY TRIGGER

O000oo0oo0ooooo /0000

DESTROY TRIGGER=trigger-id

trigger-id: 10 0 0 00 010 2500

g

goooooboogoo

goooog

TRIGGER 000000

goooog

ADD TRIGGERO 149000 0O

CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 171 0000
CREATE TRIGGER INTERFACEO 173 0 000
CREATE TRIGGER MEMORYDO 1750 00 O
CREATE TRIGGER MODULECO 1770000
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 182 0 0 00O
CREATE TRIGGER TIMEC 184 0 O O O
DELETE TRIGGERO 2050 00 O

DISABLE TRIGGERO 2320 00 0O

ENABLE TRIGGERO 2650 0 00O

PURGE TRIGGERO 2830000

SHOW TRIGGERO 470000 O

googn
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DISABLE FEATURE

DISABLE FEATURE

O00000000oo /000000

DISABLE FEATURE={featurename|index}

featurename: 10 0000001012000
index: 000000000100

g

gobooobooooboobooobo
goooog
FEATURE 0000000000 SHOWFEATUREDOOOOOOOOOOOOODOOOOO

goooog

ENABLE FEATUREO 242 00 00O
SHOW FEATUREO 369 0 0O O
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DISABLE HTTP SERVER

DISABLE HTTP SERVER

O000oo0oo0ooooo /0000

DISABLE HTTP SERVER

g

HTTPOOODOUOOOOODODOODOODODOOOOO

00000000 oOoO HTTPOODOODODODODODODODODODOOOODOOODOODODOOIPODODOO TCPODO
0800000000000 U000000D00000D0 00000000000 HTTIPOOODO
gobooooboogn

goooog

ENABLE HTTP SERVERO 243 000 O
SHOW HTTP SERVERO 382000 O
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DISABLE LOG

DISABLE LOG

o0o0ooooooooo /00

DISABLE LOG

g

gobooobooobooobooboon

goooog

DISABLE LOG GENERATIONO 2150000
DISABLE LOG OUTPUTO 216 DO OO
DISABLE LOG RECEPTIONO 2170000
ENABLE LOGO 2440000
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DISABLE LOG GENERATION

DISABLE LOG GENERATION

o0o0ooooooooo /00

DISABLE LOG GENERATION

g

gbobooooboooboo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon

goooog

DISABLE LOGO 2140000

DISABLE LOG OUTPUTO 216 DO OO
DISABLE LOG RECEPTIONO 2170000
ENABLE LOG GENERATIONO 245 00 00O
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DISABLE LOG OUTPUT

DISABLE LOG OUTPUT

o0o0ooooooooo /00

DISABLE LOG OUTPUT [={TEMPORARY|output-id}]

output-id: 0 0 00 IDO 10200

g

goooobooobooobooboobbonoo
goooog

OUTPUT 000000000 O0O0000O0ODODODOOOOOOO0O00OOOOTEMPORARYODDOODOODO
gooooobooooobo

goooog

DISABLE LOGO 2140000

DISABLE LOG GENERATIONO 2150000
DISABLE LOG RECEPTIONO 2170000
ENABLE LOG OUTPUTO 246 D O OO
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DISABLE LOG RECEPTION

DISABLE LOG RECEPTION

o0o0ooooooooo /00

DISABLE LOG RECEPTION

g

00000000 syslogd SRLPO Net Manage Message Protocol0 0000000
gooootoooobotooooooboooooboobobooobooooo

goooog

DISABLE LOGO 2140000

DISABLE LOG GENERATIONO 2150000
DISABLE LOG OUTPUTO 216 DO OO
ENABLE LOG RECEPTIONO 247 0 0 0O O
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DISABLE MAIL DEBUG

DISABLE MAIL DEBUG

0000oo0oo0oo0o0ooo /00000

DISABLE MAIL DEBUG

g

gobooobooooboobooobo

goooog

ENABLE MAIL DEBUGO 248 00 OO
SHOW MAILO 4040000
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DISABLE NTP

DISABLE NTP

O000oO0oO0ooooo /NTP

DISABLE NTP

g

NTPOOOOOODOODOOODOODODOODOOOOO

goooog

ENABLENTPO 2490000
PURGENTPO 2800000
RESET NTPO 2890000
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DISABLE PORTAUTH

DISABLE PORTAUTH

0000oo0oo0oo0o0ooo /00000

DISABLE PORTAUTH [={8021X|MACBASED}]

g

O000oooooeIXooooo MACOODODDODODDODODDODODDODDODODDDODODDOODODOO

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOOODOOOOOOOOOO
o000 8IXooooooo

goooog

DISABLE PORTAUTH PORTO 222000 O

ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 000 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 4240 00 O
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DISABLE PORTAUTH DEBUG

DISABLE PORTAUTH DEBUG

0000oo0oo0oo0o0ooo /00000

DISABLE PORTAUTH[={8021X|MACBASED}] DEBUG={ALL|PACKET|STATE}
PORT={eth-port|port-list|ALL}

eth-port: ETHO OO OOOO0OOOOeth0OOOOOOO
port-list: 1000000000100 000000000OO0O0OOOO0ON)

0

oo0oDooooooDoODODOOO8021XOooDoo MACODODODODODODDODODODODODODODODODOOOOOO
gobooooboogn

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODOOOOOOOOOO
Oooo8RIXooooooo

DEBUG (000000 O0OO0OO0OO0DALLOOOOMMPACKETD OOOOOOOMSTATEDOOOOOOOO
O000O0PACKETOOPORTAUTHO 821X OO OOOOOOOOOO

PORT OO0

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo

goooog

ENABLE PORTAUTHO 250 0 00 O
ENABLE PORTAUTH DEBUGO 251 00 00O
ENABLE PORTAUTH PORTO 252 000 O
SHOW PORTAUTH PORTO 4190000
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DISABLE PORTAUTH PORT

DISABLE PORTAUTH PORT

0000oo0oo0oo0o0ooo /00000

DISABLE PORTAUTH[={8021X|MACBASED}] PORT={eth-port|port-list|ALL}

eth-port: ETHO OO OOOO0OOOOeth0OOOOOOO
port-list: 1000000000100 000000000OO0O0OOOO0ON)

g

oo0oDooooooDooODODOOO8021XOoODoo MACODODODODODODDODODODODODODODODOOOooOOOO
gooo

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODODOOOOOOOOO
o000 8IXooooooo
PORT OO0

goooog

DISABLE PORTAUTHO 2200 0 0O O
ENABLE PORTAUTHO 250 000 O
ENABLE PORTAUTH PORTO 252 000 O
SHOW PORTAUTH PORTO 4190000
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DISABLE RELEASE

DISABLE RELEASE

O00000000oo /000000

DISABLE RELEASE=filename

filename: 00 000

g

gobooobogobooobooboobbobboon

goooog

RELEASE 00O0O0O0OO0OOO

goooog

ENABLE RELEASEC 256 0 0 0O O
SHOW RELEASEO 4330000
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DISABLE SNMP

DISABLE SNMP

O0000000o00oooO /SNMP

DISABLE SNMP

g

OSNMPv1l/v2c/30SNMP O O0000000D0OD0O0OO0OODOOOOO

goooog

DISABLE SNMP COMMUNITYO 226 D 00O O
ENABLE SNMPO 2570000

ENABLE SNMP COMMUNITYO 259 0000
SHOW SNMPO 4370000

SHOW SNMP COMMUNITYO 441 0000
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DISABLE SNMP AUTHENTICATE_TRAP

DISABLE SNMP AUTHENTICATE TRAP

O0000000o00oooO /SNMP

DISABLE SNMP AUTHENTICATE_TRAP

g

OSNMPv1l/v2c/30SNMP O O000000000O000O0OOD0O0O0O0OO0O0OOO

goooog

DISABLE SNMPO 224 0000

ENABLE SNMPO 2570000

ENABLE SNMP AUTHENTICATE TRAPO 258 0 00 O
SHOW SNMPO 4370000
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DISABLE SNMP COMMUNITY

DISABLE SNMP COMMUNITY

O0000000o00oooO /SNMP

DISABLE SNMP COMMUNITY=community

community: SNMPOOO00O000001015000000000000000

g

OSNMPvl/v2c0 0000 SNMPOOOOO0OOD0O0OO0OOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

DISABLE SNMPO 2240000

ENABLE SNMPO 2570000

ENABLE SNMP COMMUNITYO 259 0000
SHOW SNMPO 4370000

SHOW SNMP COMMUNITYO 441 0000
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DISABLE SNMP COMMUNITY TRAP

DISABLE SNMP COMMUNITY TRAP

O0000000o00oooO /SNMP

DISABLE SNMP COMMUNITY=community TRAP

community: SNMPOOO00O000001015000000000000000

g

OSNMPvl/v2c0 0000 SNMPOOOODO0O0O0O0DODO0O000OOD0O0O0O0OODOO0OOODOOOOOO
gon

goooog
COMMUNITY SNMP 00000000
g

s J0000000public0000000000O00000ODOOO

DISABLE SNMP COMMUNITY=public TRAP

goooog

ENABLE SNMP COMMUNITY TRAPO 260 0 0 OO
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DISABLE SSH SERVER

DISABLE SSH SERVER

00000000000 / Secure Shell

DISABLE SSH SERVER

g

SSHOOOOODODOODOoOODOoOODODOoOOoOODODoDOoOooDOoOOo

goooodf

SSHOOOODODODOODOOOO0OOOOO0OO TelnetOOOOODOOOODODO

goooog

ENABLE SSH SERVERO 261 00 OO
SET SSH SERVERO 333 0000
SHOW SSHO 453 0000
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DISABLE SSH USER

DISABLE SSH USER

00000000000 / Secure Shell

DISABLE SSH USER=username

username: 0000001015 000000000000

g

D000 SSsHOOODODooooooooooo

ADDSSHUSERO OO ODOODOOODODOODDOOODOODODOOOO0OOOS000000000000gno
O00O0D0O0D0DUOD0DU0DUUOODOUDUOOUENABLESSHUSERO O OO OODODOoOooooooooooO
D00 SSHOOOOoooooooooo

goooog

USER SSHOOOOO

goooog

ADD SSH USERO 1470000
DELETE SSH USERO 2040 00O
ENABLE SSH USERO 2620 00O
SET SSH USERO 3340000
SHOW SSH USERO 462 000 O
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DISABLE SYSTEM SECURITY_MODE

DISABLE SYSTEM SECURITY MODE

O0000o0o0o0o0ooo /0000000

DISABLE SYSTEM SECURITY_MODE

g

gobooooooobooobooboobbobboobooobooobo
gooooobogoobooobooboobbooboobooboboobboobbobbobbooo
oo

goooog

ADDUSERO 1510000

ENABLE SYSTEM SECURITY_-MODEO 263 00 0O O
SET USERO 3590000

SHOW SYSTEMO 4650 00 O

SHOW USERO 478 0000

230 | CentreCOM AR570S 0000000000 2.9 ooooog
613-000273 Rev.J



DISABLE TELNET SERVER

DISABLE TELNET SERVER

00000000000 /000000000

DISABLE TELNET SERVER

g

Telnet 000 0000000000000 0D0DOOOO

goooog

ENABLE TELNET SERVERO 264 00 0 0 O
SHOW TELNETO 4680 0 0O O
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DISABLE TRIGGER

DISABLE TRIGGER

O000oo0oo0ooooo /0000

DISABLE TRIGGER|[=trigger-id]

trigger-id: 10 0 0 00 010 2500

g

goboobooooobooboooboobbobboobooboobbooo
0000000000000 00000000000000O0OSTATE=DISABLEDOOOOODOOQOOOO

goooog

TRIGGER 0000000000000 O0DOOOOOOOOOOOO

goooog

ACTIVATE TRIGGERO 121 000 O
DELETE TRIGGERO 2050 00 O
DESTROY TRIGGERO 211 0 OO O
ENABLE TRIGGERO 2650 0 00O
PURGE TRIGGERO 2830000
SHOW TRIGGERO 470000 O

232 | CentreCOM AR570S 0000000000 2.9 ooooo
613-000273 Rev.J



DISABLE USER

DISABLE USER

00000000000 /000000000000

DISABLE USER=1ogin-name

login-name: 0000001064 0000000000000000DO00O0OOOOODODOOOOO

g

goooobooobooobooboobbonoo
goooog

USER 0 0O0O0OO

goooog

ADD USERO 1510000
DELETE USERO 206 0 O O O
ENABLE USERO 266 0 0 OO
PURGE USERO 284 0000
RESET USERO 2920000
SET USERO 3590000
SHOW USERO 478 0000
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DISABLE USER RSO

DISABLE USER RSO

O0000o0o0o0o0ooo /0000000

DISABLE USER RSO

g

gooooooboobooooo SecurityOfﬁcerDDDDD Telnet0 OO ODOODOO0OOD0ODOOOOOODOOO
0000000000 TelnetO0D OO DO OODO Serucity Officer 00000000 O0OO0ODO Security
Officer000O0O0OO

goooog

ADD USERRSOO 1530000
DELETE USER RSO0 2070000
ENABLE USERRSOO 2670000
SHOW USER RSO0 4820000
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DISCONNECT

DISCONNECT

00000000000 /000000000

DISCONNECT 1..5

g

gobooobooooooooo

O00ooooDOOO0oOOO0oDoOoOOODDOOO0 SHOWSESSIONSODOOoooooooo
g

s 0000002000000

DISCONNECT 2

goooog

RECONNECTO 2850000
SHOW SESSIONSO 436 00 OO
TELNETO 486 0 00O O
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DUMP

DUMP

00000000000 /0000000000000

DUMP [ADDRESS=address] [LENGTH=Iength] [SIZE={BYTE|WORD|LONG}]
[SPACE={SD|SP|UD|UP|UR}]

address: 00 000000016000
lengi’h:[l[l[l[l[ll6[|[|[|

g

oooooooglle0oo0oooDOO
goooog

ADDRESS 00O00O0000000O00O00O0O0O0O0OO0O0OO0O0O00O00O00O000000000
ADDRESSOOO0O000O00O0O0O0O0O0OOO0OO0OOOOOOO0O0

LENGTH 0O00000O0000le00000O000O0O0OOOOO0ODOOOOOOOOO

SIZE 00000000000000000000BYTEOWORDOLONGOOOODOODOOOOOOO
O000o0o0oooooOoOoSIZEODODODOoOoOOooooooooooooooooooooooo
00000000 LENGTHOOOOOOODODOOOODOOLENGTHOOODOOOOSIZEO O
gboboooobooboobobobooboooooooooboon

SPACE 000000 CPUOOODDOOUD User DatalDUR] User Program[TURJ User Reserved
SDO Supervisor Data] SPO Supervisor ProgramO0 0000000

gooooogono

Manager > dump address=0 length=80 size=long

00000000 00021ee4 55551111 55551111 55551111 ....U0U..UU..UU..
00000010 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000020 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000030 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000040 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000050 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000060 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
00000070 55551111 55551111 55551111 55551111 UU..UU..UU. .UU. .
o

s FFOOO 000256 00000000000000O0
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DUMP ADDRESS=FF00 LENGTH=FF SIZE=WORD

googodo

oooooooooooooooooboobooooooooooooonooooooooooooooon
ooooooooooooobooooooooo

googod

MODIFYO 2770000
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DUMP NVS

DUMP NVS

00000000000 /0000000000000

DUMP NVS [BLOCK=block-id] [INDEX=index] [LENGTH=Iength] [OFFSET=offset]
[SIZE={BYTE|WORD|LONG}]

block-id: 0000 IDO1600O0O
index: 100 0000000016000
lengi’h:[l[l[l[l[ll6[|[|[|
Ojfset:[l[l[l[l[l[l[l[l[ll6[l[l[l

0

NVSOODOoOoooooleooooooo
00000000000 o0oo0BLOCKODINDEXO LENGTHOOODODODODOODUOOO200000000
goboobogobooobooboobbobboon

goooog

BLOCK 0000 IDOSHOWNVSOOOOOOOOOOO

INDEX 0000000000 OSHOWNVSOOOOOOOoooOo

LENGTH 00000000000

OFFSET 0O0O0O0O0O0OO

SIZE D0O0O0000O0000O0000000D0OBYTEODWORDOLONGODOOOODOODODOOOOO
O00000oD0OD00o000OSIZEDODDODODODODODODOoooooooooooooooooooo
00000000 LENGTHOODODOOODUOOUODODODODODOLENGTHOOOOOOOOSIZEOD O
gobooobooooboooboobbobboobooobo

ID oooo ID
Index gooooooooo
Offset goooooooooooo
Length ooooooo
Size 00000000 BYTED LONGOWORDOOOOO
Offset goooooooo
Data ooooleoooO
ASCII O0OOOASCIIODO
0 33:
ooooooo
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oooooooooooooooooboobooooooooooooonooooooooooooooon
ooooooooooooobooooooooo

googod

CLEARNVS TOTALLYO 156 0 O OO
DELETENVSO195 0000
MODIFY NVSO 2780000

SHOW NVSO 4090000

SHOW NVSFREEO 4110000
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EDIT

EDIT

O000oo0oo0ooooo /0000

EDIT [ filename]

filename: 00 000

g

gobooobooobooobooboon
000000000000 Cel/COOOODOOOO Cul/K, Crl/XOOOODODODODO0O0O0O0ODODOD0O0OOO

240

uon

o

Ctrl/O

OCtrl00D0000000000000000000Ctrl/EODOm CtrlDO O
OO00D00OO0DO0DEDOODDOODOODODOOOO

Ctrl/0, Ctrl/o

OCtrl/DODCtrl/o DDO0DD0DMMCwIDODDO0O0O0D0O0O0O0OO0OOOO
0000000Ctl/K, Cirl/X0 O M Crel/KOD Ctrl/XOOOOOO OO
googo

gooooo
+ 000 Ctrl/Z 100000
L 000 Cul/X 100000
- l1loo0oooo
- l1loo0oooo
Ctrl/B goooooooo
Ctrl/D D00O0oO0ooooooUTelmetDOOOOO Cl/DO00OOOOOOO

gogoooooooooooon
Ctrl/A gooogd
Ctrl/E gooogd
Ctrl/U l1o0oooo
Ctrl/V l1o0oooo
Ctrl/F l1o0oooo
ao

Delete0 00O Backspace 00O0O0O0000O00000O
Ctrl/Y gooooo
Ctrl/T 10000

gooooo

Ctrl/K, Ctrl/B

goooooboogoo

Ctrl/K, Ctrl/D

CentreCOMAR570S 0000000000 2.9
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goooooboogoo

gooood



EDIT

Ctrl/K, Ctrl/U goooopooooboooo
Ctrl/K, Ctrl/C goooooobo
Ctrl/K, Ctrl/Y goooooo
Ctrl/K, Ctrl/V goooobooobooobooobo

o
Ctrl/K, Ctrl/F 00
Ctrl/L gooo

googn
Ctrl/K, Ctrl/X gooooooon
Ctrl/C gooooooon
gobooobogn

Ctrl/1 gboooobooboo
Ctrl/O goooon

ogo
Ctrl/W goooon
Ctrl/K, Ctrl/H goooobooobooobooobo
Ctrl/K, Ctrl/O goooooo

034:Edit000000ooooo

g
00000000000 BASICCFGOOOOOO

EDIT BASIC.CFG

goooognd

000 WindowsOOOOOOOOOD0D0D0000DD0D0000D000O0O

goooog

DELETE FILED 189 0 0O O O
LOADO271 0000
SHOW FILEO 3740000

goooo CentreCOM AR570S 0000000000 2.9
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ENABLE FEATURE

ENABLE FEATURE

O00000000oo /000000

ENABLE FEATURE=featurename PASSWORD=password

featurename: 00 0000001012000
password: 1000001600000 16000

g

gobooobooooboobooobo
goooog

FEATURE 0OO0OOO0OOO
PASSWORD COO0OO0O0O0COOOOOOOOOOO

goooog

DISABLE FEATUREO 2120000
SHOW FEATUREO 369 0 00O O
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ENABLE HTTP SERVER

ENABLE HTTP SERVER

O000oo0oo0ooooo /0000
goooobobooobbooboo

ENABLE HTTP SERVER

g

HTTPOOOOUOOOOODODOODOODODOOOOO

00000000 oOoO HTTPOODOODODODODODODODODODOOOODOODODDOODODOOIPODODOO TCPOO
0800000000000 00DDND0oDOO0O00O0DISABLEHTTPSERVERO OO OODO
OOODO0OHTITPOOODODODODOOOOOOO

goooog

DISABLE HTTP SERVERO 213000 O
SHOW HTTP SERVERO 382000 O
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ENABLE LOG

ENABLE LOG

o0o0ooooooooo /00

ENABLE LOG

g

gobooobooobooobooboon

goooog

DISABLE LOGO 2140000

ENABLE LOG GENERATIONO 245 00 00O
ENABLE LOG OUTPUTO 246 D 0O OO
ENABLE LOG RECEPTIONO 247 0 0 0O O
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ENABLE LOG GENERATION

ENABLE LOG GENERATION

o0o0ooooooooo /00

ENABLE LOG GENERATION

g

gobooobooooobooboooboobo

goooog

DISABLE LOG GENERATIONO 2150000
ENABLE LOGO 2440000

ENABLE LOG OUTPUTO 246 D 0O OO
ENABLE LOG RECEPTIONO 247 0 0 0O O

ooooag CentreCOM AR570S 0000000000 2.9 245
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ENABLE LOG OUTPUT

ENABLE LOG OUTPUT

o0o0ooooooooo /00

ENABLE LOG OUTPUT [={TEMPORARY|output-id}]

output-id: 0 0 00 IDO 10200

g

gobooboogooooobooboooboobbo
goooog

OUTPUT 000000000 O0O0000O0ODODODOOOOOOO0O00OOOOTEMPORARYODDOODOODO
gooooobooooobo

goooog

DISABLE LOG OUTPUTO 216 DO OO
ENABLE LOGO 2440000

ENABLE LOG GENERATIONO 245 00 00O
ENABLE LOG RECEPTIONO 247 0 0 0O O
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ENABLE LOG RECEPTION

ENABLE LOG RECEPTION

o0o0ooooooooo /00

ENABLE LOG RECEPTION

g

00000000 syslogd SRLPO Net Manage Message Protocol0 00 00 000000000000

goooog

DISABLE LOG RECEPTIONO 2170000
ENABLE LOGO 2440000

ENABLE LOG GENERATIONO 245 00 00O
ENABLE LOG OUTPUTO 246 DO OO

ooooao CentreCOM AR570S 0000000000 2.9 247
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ENABLE MAIL DEBUG

ENABLE MAIL DEBUG

0000oo0oo0oo0o0ooo /00000

ENABLE MAIL DEBUG

g

goboooboooobooobooboo
gooooobooobooobooboobobobbooboooboobboobbobbon

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo
goooog

DISABLE MAIL DEBUGO 21800 O O
SHOW MAILO 4040000
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ENABLE NTP

ENABLE NTP

O000oO0oO0oo0oooo /NTP

ENABLE NTP

g

NTPOOOOOODOODOOODOOODOOOOOOO

goooog

DISABLE NTPO 2190000
PURGENTPO 2800000
RESET NTPO 2890000
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ENABLE PORTAUTH

ENABLE PORTAUTH

0000oo0oo0oo0o0ooo /00000

ENABLE PORTAUTH [={8021X|MACBASED}]

g

O00000O0DOgNIXooooo MACOODODODDODODDODODDODDODODDODODDDODODODOOOODO
gbobooboobobooboboooboobobobobooboobooboboboboboobon
0O ENABLE PORTAUTH PORT 0O O O O [1J

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODOOOOOOOOOO
o000 8IXooooooo

goooog

DISABLE PORTAUTHO 2200 0 0O O

DISABLE PORTAUTH PORTO 222000 O

ENABLE PORTAUTH PORTO 252000 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
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ENABLE PORTAUTH DEBUG

ENABLE PORTAUTH DEBUG

0000oo0oo0oo0o0ooo /00000

ENABLE PORTAUTH[={8021X|MACBASED}] DEBUG={ALL|PACKET|STATE}
PORT={eth-port|port-list|ALL}

eth-port: ETHO OO OOOO0OOOOeth0OOOOOOO
port-list: 1000000000100 000000000OO0O0OOOO0ON)

0

oo0oDooooooDoODODOOO8021XOooDoo MACODODODODODODDODODODODODODODODODOOOOOO
gobooooboogn

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODOOOOOOOOOO
Oooo8RIXooooooo

DEBUG (000000 O0OO0OO0OO0DALLOOOOMMPACKETD OOOOOOOMSTATEDOOOOOOOO
O000O0PACKETOOPORTAUTHO 821X OO OOOOOOOOOO

PORT OO0

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo

goooog

DISABLE PORTAUTH DEBUGO 221 00 00O
ENABLE PORTAUTHO 250 000 O
ENABLE PORTAUTH PORTO 252 000 O
SHOW PORTAUTH PORTO 4190000
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ENABLE PORTAUTH PORT

ENABLE PORTAUTH PORT

0000oo0oo0oo0o0ooo /00000

ENABLE PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=AUTHENTICATOR
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10] [MODE={MULTI|
SINGLE}] [PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400]
[SERVERTIMEOUT=1..60] [SUPPTIMEOUT=1..60] [TXPERIOD=1..65535]
[GUESTVLAN={vIanname|l..4085|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}]

ENABLE PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=BOTH
[CONTROL={AUTHORISED|UNAUTHORISED|AUTO}] [MAXREQ=1..10] [MODE=SINGLE]
[PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|
FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60]
[SUPPTIMEOUT=1..60] [TXPERIOD=1..65535] [GUESTVLAN={vIanname|l..4085|
NONE}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [AUTHPERIOD=1..60]
[HELDPERIOD=0..65535] [MAXSTART=1..10] [STARTPERIOD=1..60]
[USERNAME=1login-name PASSWORD=password [METHOD={OTP [ENCRYPTION={MD4|
MD5}]|STANDARD}] ]

ENABLE PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..60] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Iogin-name PASSWORD=password [METHOD={OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}] ]

ENABLE PORTAUTH=MACBASED PORT={eth-port|ALL} [CONTROL={AUTHORISED|AUTO|
UNAUTHORISED}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}]
[REAUTHPERIOD=1..86400] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH|

NONE} ]

eth-port: ETHO OO UOOOO0OOOOeth0OOOOOOO

port-list: 00000000010 000000000O0O0O0OOOOOOOO)

vlanname: VLAN O 0103200 0000000000000 000000000000 00O0O00O0OOODOOO
login-name: 0000001064 0000000000000

password: 10000010640 000000000000

252 | CentreCOM AR570S 0000000000 2.9 ooooo
613-000273 Rev.J



ENABLE PORTAUTH PORT

00000000 00000008021X00000 MACODOODOOOOODOOOO0O0O0O0D0O0O0DOO0802.1X
O0o0oMACOOOODOOOOOODOODOOOODOODOO0OO0OO0O0008021XO000000D00000000O
0 Authenticator Supplicant(] Authenticator 0 O Supplicant (Both) D000 00000000000
ggooodooooo

goooog

PORTAUTH 0000000OO8021XO802.1X T OIMMACBASEDOMACODODOOODOODOOOOOO
oooos81IXooooooo

PORT OO0

TYPE 08021X000M08021XIODOUODOOUDUOOUDUOOOOOOAUTHENTICATORI Authenticator
0 0 0 MSUPPLICANTO Supplicant O O O (I BOTHDO Authenticator O O 0 O O Supplicant O O
DDDDDDDDDDDDDDDDMulti—SupplicantDDDDMODE:MULTIDDDDDDDDD
TYPE=BOTHO OO O OO OOTYPE=AUTHENTICATORO OO OOOOO

CONTROL 0802.1X Authenticator 00O OMACOOODODODOO0OO0OO0O0ODDDOOO Authenticator
O00D00D00DAUTOO 000000000 O0MMUNAUTHORISEDD 00 000 MAUTHORISED
ooooooDooododooooooooo AUTOO OO0 AUTOODOOOOOOOOOORADIUS
O00000000000 Authenticator 00D 0000000000000 OOOO AUTHORISED
goodooooogogo

MAXREQ 0 802.1X Authenticator 0 0 0O O Supplicant 0 0 O O EAPOL-Request 000000000
ooooooooo 200

MODE 0 802.1X Authenticator O U O O Authenticator 0 0 O 0 00 0O O Supplicant0 1000000
00000000000 Single-Supplicant O O OO0 MODE=SINGLEOO OSupplicant 0 0000 O
000000000000 Multi-Supplicant 0 0 00 MODE=MULTIO O O O O Single-Supplicant
goobooobobboooooboboooboobo Supplicantl]DDDDDDDDDDDDDD
Supplicantl]DDDDDDDDDDDDDDDPIGGYBACKDDDDDDDDDDDEDMuIti—
SupplicantDDDDDDDDDDDDDDDDDDDDDD SupplicantDDDDDDDDDDDD
DDDDDMulti—SupplicantDDDDDDDDDDDTYFEDDDDDDDD BOTHOOOOOO
00 AUTHENTICATOROO OO ODOO0OO0DO0O0O0OO SINGLED

PIGGYBACK 0 802.1X Single-Supplicant Authenticator O O O [5ingle-Supplicant 0 O (0 MODE=SINGLEDO
gooooooobooooo SupplicantDDDDDDDDDDDDDDDDDDDDDDDDDD
O000D00D00O0O0D00TRUEDOODOOFALSEOOOOOETHOOOOO FALSEOD O OO0OO
000000 TRUEOD

QUIETPERIOD 0 802.1X Authenticator 0 OO UOMACOOO0OO0OO0O0DOOSupplicant 0000000
DDDSupplicantDDDDDDDDDDDDDI:DDDDDDDDDDDDDDDDDDDDDDDD
0oooooe0nn

REAUTHENABLED 0 802.1X Authenticator 00O OMACOOOO0OODDO0O0O00O0O0O0O0OO Sup-
plicantDDDDDDDDDDDDDDDTRUEDDDDDDDDFALSEDDDDDDDDDDDD
000 FALSEO

REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 00000000
odoooooooo200

REAUTHPERIOD 0 802.1X Authenticator 0 DO OMACUO DO OO0OOO0ODOOSupplicant0 0000
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ENABLE PORTAUTH PORT

O00moooood 360000

SERVERTIMEOUT 0 802.1X Authenticator O O O ORADIUSO OO0 O Access-Request 0 00 00O
ODORADIUSODOOOODOO00OOOOODOOOMOOOOOO 3000

SUPPTIMEOUT 0O 802.1X Authenticator 0 0 O OSupplicant 0 EAP-Request 00 O O O O OSupplicant
Jo00ooooooooo0moooooo 3000

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
ooooogo 3000

GUESTVLAN 0 802.1X Single-Supplicant Authenticator 0 00000 VLANOOOOODOOODO
00000000 VLANOOOO VLANIDOOOOOOOONONEDOOO VLANOOOOO
ODO00OD0D0OD0D0ODOD0DEAPOLOOOCOOOOODOOOOOODOOOOOOOOODOOOO VLANDOO
O0o0oo0ooo EAPOLO0O0ODOOOOOO00ODOOO0OO0OOO0OO0O VLANOOOOOOOoOOO
ggo VLANDDDDDDDDDDDI]I]DDSingle—SupplicantDDDDMODE:SINGLEDDD
000000000 d NONED

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 000 OMAC OO0 D0 0000 O0802.1X0
gd Multi—SupplicantD OO0O0OMODE=MULTID 0 MACOUOODODOOOODOOOO VLANODO
DDDDDDDDZDDDDDSupplicantl]l]DDDDDDDDDDDDDDDDD ONOODOO
00000200000 Supplicant0 0000000000 Supplicant000 VLANODODOODO
O000D0o0o0ooOFFO00000000D0O0O VECANOOODODOoOoooooooooooo
00200000 Supplicant 00 0000000000000O Supplicant000 VLANOODO
I]DDI]I]I]DDDDDDDMuIti—SupplicantDDDDMODE:MULTIDDDDDDDMACDD
odooooooooooooooooooo ONO

VLANASSIGNMENT [0802.1X Authenticator U0 0 OMACOOOOODOOOOUOO0OOOOO VLAN
D0000o0o00ooooRADIUSOODODOOOOOOO Tunnel—Private—Group—IDDDDDDDD
00000000 VLANODOODODODOODOOOOOO ENABLEDO

MIBRESET 0 802.1X Multi-Supplicant Authenticator 0 DO OMACOOO0O00O0O00DO08021X0OO
DMulti—SupplicantDDDDMODE:MULTIDD MACOOOOOOOOOOOOoOoDoOoOOoOooOg
gd Supplicantl]l]DDDDDDDDDDDDDDDDDDDD ENABLEDO

TRAP 0802.1X Authenticator DD U OMACUOUOOOO0OO0O0OOOODOODOOOOOOOO SNMPOOO
DDDDDDDDDDDSUCCESSDDDDDDDDDSupplicantDDDDDDDDDDDDDDD
DDDDDDDDDDDDDSNMPDDDDDDDDDDFAILUREDDDDDDDDDSupplicant
OoooooDoDoOoO0oOSNMPOOOOOOODODOOBOTHO OOOODOOOOSUCCESS O
FAILUREOOOOOOOSNMPOOOODOUOODODOONONEDOODODODODOODODODOOOOOO
00 NONED

AUTHPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAP-Response 0 0000000000
Authenticator U0 D0 00000000 OOOOOO 3000

HELDPERIOD 0 802.1X Supplicant 0 O 0 000 00 O DAuthenticator 0 D0 0000000000
Joooooe0nn

MAXSTART 0 802.1X Supplicant 0 000 EAPOL-Start 0 00000000000 Supplicant 00 O
ODOEAPOL-Start 0 0000 MAXSTARTUOUOUOOOOOODOOO OO Authenticator D 00O O
000o0ooooooooooooooooooooooo30d

STARTPERIOD 0 802.1X Supplicant O O O O Authenticator O EAPOL-Start 00000000000
Joo0moooooo 3000
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ENABLE PORTAUTH PORT

USERNAME 0802.1X Supplicant 00 000000000000 Supplicant 00000000000
O0o00ooooo PASSWORDOD OOUOOODOODOODODODODODOODODODOODODOOOOOOOO
000000000 0SET PORTAUTHUSERNAME D O OODOODOOO0O0O0DO0O0O000Oooooo
bbb oooboboobobbobobboboboobooo

PASSWORD 0 802.1X Supplicant 0 0000000000000 Supplicant00000000000O
D0oooooodg USERNAMEOOOODOODODODODODODODOO0OODOMETHOD ODOODGOOOO
STANDARDOD OOOODOODUOODOOOMETHODODODOOOOODODOOOOODOoOODODeI63 0000
ODO0O0O0DO0DODOOMETHODOOOOOOO OTPOOOODOOOOOI00D3 000000000
O000000000 OTP Initialisation Password 0 D 000 0000000000000 OOO
000000000000 0SET PORTAUTH USERNAMEOD O OODO0OO0OO0O0O0O0OO0OO00OOO
oo oobobuobbobobbbbbbobobooooogo

METHOD DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDSTANDARD] EAP-MD500
00 OTPO One-Time Password DO O OO0 OO OOTPUOO OO0 OO OOENCRYPTION OO OO
Joo0dodododooooooodogoooooooooooooooooon STANDARDO

ENCRYPTION DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDDDDDDMD4DMD5
ooooooooooooo MDSOMETHOD O OOOOOO OTPOOOODOOOOOOOO
googo

goooodf

802.1X 00000000 Authenticator 000 0000000000000 ODOOOO
Multi-Supplicant O 0 0 0 MODE=MULTIO O 8021X 0000000000000 00000000OO
0000000000 Single-Supplicant 000 OMODE=SINGLED DO O0O0O0000O0O

802.1X 00 0 Multi-Supplicant 000000 MACOOOUOOOOETHOOODOOOODOODOODO0OOOODO

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 000 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 0O O

goooo CentreCOM AR570S 0000000000 2.9
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ENABLE RELEASE

ENABLE RELEASE

O00000000oo /000000

ENABLE RELEASE=filename NUMBER=release-number [PASSWORD=password]

filename: 00 000

release-number: 000 000xyO0O000Ox0 major 000000y O 65536 x interim 0 O 0 O O +minor 0 O
oooad

password: 0000 00le0 00000000000 OOOO

g

goooobooobooobooboobbonoo

goooog

RELEASE 0000000000000 0000000000000O0OOOOO55-rrrrezd 00 55-rrr.rel
00000000 major J00000minor 00000 0iInterim 0000000000000
D000U000U0U0Omm-rrr D00 0a@MbMc000000O0O0OO0OODOOOOOOOOO

PASSWORD 000000000 O0OO0OOOO

NUMBER 0000000xyOO0O0Ox0 major000000y0O 65536x interim 0 0 0O O +minor
000000000000000000D0000 291000 0x=20y=655450 65536 x 10900

NUMBER=2.65545 0000
goooog

DISABLE RELEASEC 223 0 0 00
SHOW RELEASEO 4330000
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ENABLE SNMP

ENABLE SNMP

O0000000o00oooO /SNMP

ENABLE SNMP

g

OSNMPv1l/v2c/30SNMP O O0000000D0OD0O0OO0OODOOOOO

goooog

DISABLE SNMPO 2240000

DISABLE SNMP COMMUNITYO 226 D 00O O
ENABLE SNMP COMMUNITYO 259 0000
SHOW SNMPO 4370000

SHOW SNMP COMMUNITYO 441 0000
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ENABLE SNMP AUTHENTICATE_TRAP

ENABLE SNMP AUTHENTICATE TRAP

O0000000o00oooO /SNMP

ENABLE SNMP AUTHENTICATE_TRAP

g

OSNMPv1l/v2c/30SNMP O O000000000O000O0OOD0O0O0O0OO0O0OOO

goooodf

O000o0o0oo0oooooooo0ooDoooboooooooooDooADD SNMP COMMUNITY
TRAPHOST=ipadd[(D DO 0000000 DOOOENABLE SNMP COMMUNITY TRAPO OO O

goooog

DISABLE SNMPO 2240000

DISABLE SNMP AUTHENTICATE TRAPO 225000 O
ENABLE SNMPO 2570000

SHOW SNMPO 4370000
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ENABLE SNMP COMMUNITY

ENABLE SNMP COMMUNITY

O0000000o00oooO /SNMP

ENABLE SNMP COMMUNITY=community

community: SNMPOOO00O000001015000000000000000

g

OSNMPvl/v2c0 00000 SNMPOOOOOODOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

DISABLE SNMPO 2240000

DISABLE SNMP COMMUNITYO 226 D 00O O
ENABLE SNMPO 2570000

SHOW SNMPO 4370000

SHOW SNMP COMMUNITYO 441 0000

goooag CentreCOM AR570S 0000000000 2.9 259
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ENABLE SNMP COMMUNITY TRAP

ENABLE SNMP COMMUNITY TRAP

O0000000o00oooO /SNMP

ENABLE SNMP COMMUNITY=community TRAP

community: SNMPOOO00O000001015000000000000000

g

OSNMPvl/v2c0 0000 SNMPOOOOOOOODOOO SNMPOOOODOOODOODODOOOOOO
goooon

0000000000000 0DUUD0DUUDUOTRAPHOSTO DO ODDDOODO

goooog

COMMUNITY SNMPOOOOOOOO

g

s J0J000000public0000000000O0O0000O

ENABLE SNMP COMMUNITY=public TRAP

goooognd

gobooooogooboooboooboobobobboobooboobboobbooboboobo
000000000000 00000000000000000000000DDUOCENABLE INTERFACE
LINKTRAPO O OO QOGOOoogog
SNMPOOOOOODODODOODODODOOOOOOORESTARTOOOOOOOOOREBOOTOOOOOOOO
O0000000MSWITCHOOUOOUOODOOO0O0O0000000000000000000 coldStart
O000000000O0warmStart OO0 O OORESETIPOOODOOOOO0OOOOOODOOOO

goooog

DISABLE SNMP COMMUNITY TRAPO 227 0000
ENABLE INTERFACE LINKTRAPMI O O OO OO0O0O0OOO 320000
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ENABLE SSH SERVER

ENABLE SSH SERVER

00000000000 / Secure Shell

ENABLE SSH SERVER HOSTKEY=key-id SERVERKEY=key-id [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: 0 0 0 000655350
hours: 0 0
seconds: 00000

0

SSHOOOOODODOODOoOOoODOoODODOoOOoOODODoDOoOooDOoOOo
SSHOOOODOODOOOODOOHostKeyDOOOOOOOServer KeyDOOO 200 RSAOOOO
0000000000000 U0DU0U00 CREATEENCOKEYDODOOoOOoOoOooooO

goooog

HOSTKEY 000000000000 0O0O0O0O0O0OD 10240000CREATEENCOKEYOOOOO
0000 OTYPE=RSAM

SERVERKEY 000000000000 0D0O0O0OOOO0O0OOOO128000000000000 512
O0000000000000O0CREATEENCOKEYODOOOODOOODOTYPE=RSA

EXPIRYTIME 0000000000000 OO00O0O0O0000000O0O0ODO0O0O000O0O0OODOO0O0O
gooo000o0O0O0O0O0DU00DU0ODUODDUODUOUODOOD 0O

LOGINTIMEOUT 000000000000 MOOOO0OOO0OO0O0OO0DOOO0ODOOoOooOO
0000000000000 LOU0oDU0oDUUoDoooOoO 6000

goooodf

SSHOOODOODODOODODODO0OO0OO0OO0OO0OO0 TelnetDOODOO0O0D0D0D000D00O0OTCPOOOOO
oooom

goooog

DISABLE SSH SERVERO 228 00 O O
SET SSH SERVERO 333 0000
SHOW SSHO 453 0000
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ENABLE SSH USER

ENABLE SSH USER

00000000000 / Secure Shell

ENABLE SSH USER=username

username: 0000001015 000000000000

g

O000ooSSsHOOOoooooooo

ADDSSHUSERO OO ODOODOOODODOODDOOODOODODOOOO0OOOS000000000000gno
0000000000000 00000000000ODO0O0D0DO000000000000OO0 SSHOOOO
gobooooboogn

goooog

USER SSHOOOOO

goooog

ADD SSH USERO 1470000
DELETE SSH USERO 2040 00O
DISABLE SSH USERO 229 00 00O
SET SSH USERO 3340000
SHOW SSH USERO 462 000 O
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ENABLE SYSTEM SECURITY_MODE

ENABLE SYSTEM SECURITY MODE

O0000o0o0o0o0ooo /0000000

ENABLE SYSTEM SECURITY _MODE

g

goboooobogoobooobooboobbobboobooobo
00000000000000000000000 Security Officer 0 00 00 OO O O Security Officer
gobooboobooooboooboobbobbooboo

goooog

ADDUSERO 1510000

DISABLE SYSTEM SECURITY_-MODEO 230 00 OO
SET USERO 3590000

SHOW SYSTEMO 4650 00 O

SHOW USERO 478 0000
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ENABLE TELNET SERVER

ENABLE TELNET SERVER

00000000000 /000000000

ENABLE TELNET SERVER

g

Telnet 000 0000000000000 0D0DOOOO
0000 TelnetOODOOOOIPv6OO 00000 IPv6e0 000000000000

goooog

DISABLE TELNET SERVERO 231 000 0O
SHOW TELNETO 468 0 0 0O O
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ENABLE TRIGGER

ENABLE TRIGGER

O000oo0oo0ooooo /0000

ENABLE TRIGGER|[=trigger-id]

trigger-id: 10 0 0 00 010 2500

g

gobooooboooboobooobooobooboobboobooboon
0000000000000 00000000000000O0OSTATE=DISABLEDOOOOODOOQOOOO

goooog

TRIGGER 0000000000000 O0DOOOOOOOOOOOO

goooog

ACTIVATE TRIGGERO 121 000 O
CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 171 0000
CREATE TRIGGER INTERFACEO 173 0000
CREATE TRIGGER MEMORYDO 1750 00 O
CREATE TRIGGER MODULEO 1770000
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 182 0 000
CREATE TRIGGER TIMEC 184 0 O O O
DELETE TRIGGERO 2050 00 O

DESTROY TRIGGERO 211 0 OO 0O
DISABLE TRIGGERO 2320 00 0O

PURGE TRIGGERO 2830000

SET TRIGGER CPUO 3420000

SET TRIGGER FIREWALLO 344 0 0 OO
SET TRIGGER INTERFACEO 346 0 0 O O
SET TRIGGER MEMORYO 348 0 0 O O

SET TRIGGER MODULEO 350 0 0 OO

SET TRIGGER PERIODICO 3520 00 O

SET TRIGGER REBOOTO 354 0 0 0O

SET TRIGGER TIMEO 356 0 0 O O

SHOW TRIGGERO 470000 O

googn
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ENABLE USER

ENABLE USER

00000000000 /000000000000

ENABLE USER=login-name

login-name: 0000001064 0000000000000000DO00O0OOOOODODOOOOO

g

gobooobooobooobooboon
goooog

USER 0 0O0O0OO

goooog

ADD USERO 1510000
DELETE USERO 206 0 O O O
DISABLE USERO 233 0000
PURGE USERO 284 0000
RESET USERO 2920000
SET USERO 3590000
SHOW USERO 478 0000
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ENABLE USER RSO

ENABLE USER RSO

O0000o0o0o0o0ooo /0000000

ENABLE USER RSO

g

0000000000000000Security Officer 00000000 TelnetOOOO0O0O0O000ODO
O00000000ooooooo0o0Ud0doADDUSERRSOOOODODODOOOO IPOOOOOOOO
0 O Security Officer 00O D 00000 Telnet00ODO00OD0OO00000O0D00O0000O0OO00O0O0OOMIO
00000000000 Security Officer D000 0D0000 TelnetOOODODOOOOOO

goooog

ADD USERRSOO 153 0000
DELETE USER RSO0 2070000
DISABLE USER RSO0 2340000
SHOW USER RSO0 4820000
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FLUSH LOG OUTPUT

FLUSH LOG OUTPUT

o0o0ooooooooo /00

FLUSH LOG OUTPUT [={TEMPORARY|output-id}]

output-id: 0 0 00 IDO 10200

g

goboooboooboobobooboobbobbooboobooon
goooog
OUTPUT 0UO0OO0OIDOODODODOOTEMPORARY OODOODOODODOODOODOOOODDOOOOOODOOD

O00000ooooooooo0o0ooooDoooo IDOD0DO0DODO0DODOOOODOOODOOOOOn
gobogbogoboooboobooboobboobooboon

goooog

PURGE LOGO 2790000
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HELP

HELP

O000oo0oo0ooooo /0000

HELP [topic]

topic: 0000000

g

gobooobooooooooo

O000000oDoDooO00 SETHELPOOOODOODODODOODODOODDOOOOODODOODOOOOOOOOO
SHOW SYSTEM O OOOOOooooO

g

nJ0o0ooooooooobooobo

HELP

s 00000000 IPOOOOOO

HELP TIP

goooog

SET HELPO 2960 00O
SHOW SYSTEMO 4650 0 0O

ooooag CentreCOM AR570S 0000000000 2.9 269
613-000273 Rev.J



IF THEN ELSE ENDIF

IF THEN ELSE ENDIF

0000oo0oo0oo0o0ooo /00000

IF stringl {EQ|NE} string2 THEN commands [ELSE commands] ENDIF

Stringl:DDDDDDDDlDZSSDDD
StringZ:DDDDDDDDlDZSSDDD
commands: 00000

g

2000000stringl0string200000000000000000DO0O000O0DOOO00O00O00O0
goobooooboogoo

OO0 EQU20000000000U0U0ONED 2000000000000 00O0DO0O0DDOODODOODO
goboooboogoooboooo

0 00 Ostringl {EQ|NE} string20 0 0 0 0 00 THEN O O THENO ENDIF O 0 O THENO ELSED O
O00O00OO0O0OOENDIFOODDODODODODODODDODOO

O00D0D0D0ODDODOOOELSED 0000 ELSEOOELSED ENDIFOOOO0OO0OO0O0O0O0DO ENDIFOOOODO
goboooboooobooooo

O00O0D0D0O0DUOOOD ELSE0DDOODOODOODO ENDIFOOOOOO

goooognd

gobooobooooooooo

goooog

WAITO491 000 O
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LOAD

LOAD

00000000000 /0000000000000

LOAD [METHOD=TFTP] [SERVER={hostname|ipadd}] [FILE=filename]
[DESTFILE=destfilename] [DESTINATION={FLASH|NVS}] [DELAY=seconds]

LOAD [METHOD={HTTP|WEB|WWW}] [SERVER={hostname|ipadd}]
[SERVPORT={1..65535|DEFAULT}] [FILE=filename] [DESTFILE=destfilename]
[DESTINATION={FLASH|NVS}] [HTTPPROXY={hostname|ipadd}]
[PROXYPORT=1..65535] [USERNAME=username] [PASSWORD=password]
[DELAY=seconds]

LOAD [METHOD=ZMODEM] [ASYN=asyn-number] [FILE=filename]
[DESTINATION={FLASH|NVS}] [DELAY=seconds]

hostname: 00 00

ipadd: IP 0000

filename: 0 0000010100000
destfilename: 00 0000283000
seconds: 0 0 0004294967295 0 O
password: 1000001060000
username: 000001060000
asyn-number: 00000000000

g

0000000000000 0TFTPOHTTPOZMODEM OO OOOOO /0000000000
O000000DU0O0DU0DUO0DUOOOSETLOADERD 00000000000 ooooooooog

goooog

METHOD 00000000 TFTPOHTIPOWEBODWWW OO OMMZMODEMOOOOODOOOOOO

SERVER TFTP/WebO OO DD ODODOOOOOOFQDNOO OO IPO OO OOMETHOD O TFTPO
HITPOO OO WEBDWWWOOOOOOOODODODOODOOOFQDN O OOODODODOOADD IP DNS
00000 DNSOOOOOOooooooooooo

SERVPORT Web OO OOO TCPOOOOOOMETHOD O HTTPOOOO WEBODWWWOOOOO
O0ooooooooooooo 80

FILE 0000000000000 O00O0DO0ogoooooooooon

DESTFILE 0000000000000

DESTINATION OCO0000C0O0O00O0OO0OO0DOO0O0O0OOONVYSOO0OOO0O0OOO0O0O0 FLASHOO
000000000000 U0o0DoDUoUUog FLASH

HTTPPROXY HTTPOOOOOOOOOOOOOOFQDNOOOO IPOOOOOMETHOD O HTTP
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LOAD

0000 WEBOWWWOOOOOOODOOODODOOFQDNOOOODODODODOADDIPDNSOOOO
ODNSOOOOOoOooOOoooooooo

PROXYPORT HTTPOOOOOO TCPOOOOOOMETHOD O HTITPO OO0 WEBDO WWWO O
000000000 0O0HTTPPROXY D ODOOODOODOOOODDODODOOODODO 80

DELAY 00000000000000000000000O0O

USERNAME HTTPBasicOOOOOOOOOOMETHOD O HTTPO O OO WEBDWWWOOOOO
goooooo

PASSWORD HTTPBasicOOOODOOOOOOMETHODO HTTPO OO O WEBDWWWOOOOO
goooooo

ASYN 0OO0O0O0OOOOOOMETHODO ZMODEMOOOOOOOOOOO

g
s TFTP OO 00O 192.168.10.1030 00000 Obasic.cfgD 0000000000

LOAD METHOD=TFTP SERVER=192.168.10.103 FILE=basic.cfg

m Web 0 0 0 0O0Owww.example.comU O 0O O O O O 0Oexample-0001.cfg0 0 HTTPO O O DO OO
DDeXOOOl.CngDDDDDDDDDDDDDDDDDDDDDDDDDDD URLODODDODOOOO
0 http:/ /www.example.com/confdir/example-0001.cfg0 0 0O O O

ADD IP DNS PRIMARY=192.168.10.5
LOAD METHOD=HTTP SERVER=www.example.com FILE=/confdir/example-0001.cfg
DESTFILE=ex0001.cfg

goooodf

HITPOOOOODOOOODOOOOHTTPPROXY O PROXYPORT O SETLOADERO OOOOOOOO
gobooobooooooooo

goooog

SET LOADERO298 00 O O
SHOW LOADERO 386 0 OO O
UPLOADO489 0000
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LOGIN

LOGIN

O000oo0oo0ooooo /0000

LOGIN [login-name]

login-name: 0000001064 0000000000000000DO00O0OOOOODODOOOOO

g

gjoodooooooooobooboob

loginname 0 00000000000 0000000000O0O0ODOO0O0Ologin:00 login-name OO
0ooooboooobooooobooDobobD b oooboobOoDoobOooDbOooOoDooDbOon
0000000000 ooo LOGOFFOOOODOOO0OO0OLOGONOOO

goooognd

gogooooobobooooboboboooooooobobbobbbooooooobbbbobooboboboo
Telnet 000 0000000000000 TelnetD 000000000000 0OOO0O

goooog

LOGOFFO 2740000
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LOGOFF

LOGOFF

O000oo0oo0ooooo /0000

LOGOFF

g

O000oo0o0ooooooooooooLoGOUTO OO

goooog

LOGINO 2730000
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MAIL

MAIL

0000oo0oo0oo0o0ooo /00000

MAIL TO=email-addr {FILE=filename|MESSAGE=string} [SUBJECT=string]

[ETRN=domain-name]

email-addr: 000000000
filename: 00 000
domain-name: 0 0000
string: 100010131000

0

gobooobobooobbooboo
OO0 SETMAILOOOOODOOODOOODOOOOODOODOOOOOO

goooog

TO 0000000000 user@domain.xxx 0000 user@[192.168.100510 00000000000
OO0 DNSOODOODODODUOOOODODADDIPDNSOODOOMMOOO IPOOOOOOOOOOO
O0o00o00ooooooooMX

FILE 0000000000000 0000000O0000MESSAGEDODODOOO0O0DOO0O0O00Ooooon

MESSAGE 0U00OO0OO0OOOO0OOCOFILEODOOOOOOOOODOOOOOO

SUBJECT 0O0OO0OO0OO0OOOO

ETRN TOOOOOOOOOOOUOODOOODOETRNOOOOOODOOOOOOOOO0ODOO00O0O0OO0OOn
gooooooogooo

o
m admin@mydomainxxx 00000000

MAIL TO=admin@mydomain.xxx SUBJECT="test" MESSAGE="This is a test."

goooognd

user@domainxxx 00 0000000000000 O00ODNSOOOOOOOOODOdomainxxxdO MX
odoooooooooooooooo0ooooooooooooooooooooo0ononD MXO
godoooooooobobobbbbobbbbobddononLD oD OO
DIPDDDDDDDDDDDDDuser@[ipaddress]Dl]DDDDDDDDDDDDDDDDDDDDD
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googod

DELETE MAILO 1930000
SET MAILO308 0000
SHOW MAILDO404 0000
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MODIFY

MODIFY

00000000000 /0000000000000

MODIFY ADDRESS=address SIZE={BYTE|LONG|WORD} VALUE={value-list|string}
[SPACE={SD|SP|UD|UP|UR}]

address: 00 000000016000
value-list: 00 00016 0000000000 0ODOOOOOOOOOSO0O00
String:DDDDDDDDDDDDDDDlDlZDDD

0

goboobooooooon
goooog

ADDRESS 0000000

SIZE 00000 O0BYTEOWORDOLONGOOODOO

VALUE 0O00000O0O0SIZEOOOOOOODOOOOOOOOOOOle0000o0o5000000
VALUE=12,4ac,0,14e,6500 000 0000000000000 DO0O 12000 O00VALUE="string”0
goooao

SPACE CPUOUDOO0ODUD User DatalllUP] User ProgramTIUR] User Reserved[I5ID Supervisor
Data SPO Supervisor ProgramO0 0000000000 SDO

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo

goooog

DUMPO236 00 00O
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MODIFY NVS

MODIFY NVS

00000000000 /0000000000000

MODIFY NVS BLOCK=block-id INDEX=index OFFSET=offset SIZE={BYTE|LONG|
WORD} VALUES=value-list

block-id: 0000 IDO1600O0O

index: 100 0000000016000
Ojfset:[l[l[l[l[l[l[l[l[ll6[l[l[l

value-list: 0000016 000000000000 0OOOOOO

0

BLOCKO INDEXOOODOOOO NVSOOOOODDODOoOoOOOOO
goooog

BLOCK OO0O0O0O ID

INDEX O0OO0OO0O0OO0O0O0OO0oO0

OFFSET 000000000 00O0OO00

SIZE OOO0OO0O0oo

VALUES 0000001600000000000000O0OVALUES=fe,a2(T]

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo

goooog

CLEARNVS TOTALLYO 156 0 O OO
DELETENVSO 1950000

DUMP NVSO2380000

SHOW NVSO 4090000

SHOW NVSFREEO 411 0000
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PURGE LOG

PURGE LOG

o0o0ooooooooo /00

PURGE LOG [={TEMPORARY|output-id}]

output-id: 0 0 00 IDO 10200

g

gobooooboogobooobooboobbobbooboobobooobobooobo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooooboogobooobooboobbobbooboobobooobobooobo

goooog
LOG 0000000000000 00oooooooooooo0oooooooooooooo
gobooogobooooboooooooboobboobooboobbobboobbobbooobo

gobooogobooooboooooooboobboobooboobbobboobbobbooobo
goooooooon

goooodf

gobooobooobooobooboon

goooog

DISABLE LOGO 2140000
ENABLE LOGO 2440000
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PURGE NTP

PURGE NTP

O000oO0oO0ooooo /NTP

PURGE NTP

g

NTPOOOOODOOODOOOOOO

goooodf

gobooobooobooobooboon

goooog

DISABLE NTPO 2190000
ENABLENTPO 2490000
RESET NTPO 2890000
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PURGE PORTAUTH PORT

PURGE PORTAUTH PORT

0000oo0oo0oo0o0ooo /00000

PURGE PORTAUTH [={8021X|MACBASED}] PORT={eth-port|port-list|ALL}

eth-port: ETHO OO OOOO0OOOOeth0OOOOOOO
port-list: 1000000000100 000000000OO0O0OOOO0ON)

g

000000000000 00oogeNIXoooMACOODODODODODODODoooooooooo
goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODOOOOOOOOOO
OooO08IXooooooo
PORT OO0

goooognd

O00000ooooooo0oooooo s1IXoooooooooooooooooooooooo
gobooboobbooobooobooboobbo

goooog

DISABLE PORTAUTHO 2200 0 O O
DISABLE PORTAUTH PORTO 222000 O
SHOW PORTAUTH PORTO 4190000
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PURGE SNMP

PURGE SNMP

O0000000o00oooO /SNMP

PURGE SNMP

g

OSNMPv1/v2c/30SNMPO O 00000000000 DO0D000OOD0O00000000O0O0O0O0OOOOO0
O000000U0OoDOoOSNMPOOODODOODOOOOGOO

goooodf

O0000oooooooo SNMPOOODODOODOODODODDODOODODOODODODODODODODODODODODOOOOO
goboooboooobooboooobo

00000000000 OENABLE SNMP AUTHENTICATE TRAPO OO OOOOOOOOOODOOO
000000 O0ODISABLE SNMP AUTHENTICATE. TRAPO OO OOOOOOOOO

goooog

ADD SNMP COMMUNITYO 1340000

ADD SNMP GROUPO 136 D 0O O

ADD SNMP TARGETADDRO 138 0 0 OO

ADD SNMP TARGETPARAMSO 140000 O

ADD SNMP USERO 1420000

ADD SNMP VIEWO 1440000

CREATE SNMP COMMUNITYO 167 00 00O
DISABLE SNMP AUTHENTICATE TRAPO 225000 O
ENABLE SNMPO 2570000

ENABLE SNMP AUTHENTICATE TRAPO 258 0 00 O
ENABLE SNMP COMMUNITYO 259 0000

ENABLE SNMP COMMUNITY TRAPO 260 0 0 OO
SHOW SNMPO 4370000
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PURGE TRIGGER

PURGE TRIGGER

O000oo0oo0ooooo /0000

PURGE TRIGGER

g

gobooobooobooobooboon

gobooboogobooboboooboobbobbooboon

goooodf

gobooobooobooobooboon

goooog

CREATE TRIGGER CPUO 1690000
CREATE TRIGGER FIREWALLO 171 0000
CREATE TRIGGER INTERFACEO 173 0000
CREATE TRIGGER MEMORYDO 1750 00 O
CREATE TRIGGER MODULECO 177 0 00O
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 182 0 000
CREATE TRIGGER TIMEC 184 0 O O O
DELETE TRIGGERO 2050 00 O

DESTROY TRIGGERO 211 0 OO 0O
DISABLE TRIGGERO 2320 00 0O

ENABLE TRIGGERO 2650 0 00O

SET TRIGGER CPUO 3420000

SET TRIGGER FIREWALLO 344 0 0 OO
SET TRIGGER INTERFACEO 346 0 0 O O
SET TRIGGER MEMORYO 348 0 0 O O

SET TRIGGER MODULEO 350 0 0 OO

SET TRIGGER PERIODICO 3520 00 O

SET TRIGGER REBOOTO 354 0 0 0O

SET TRIGGER TIMEO 356 0 0 O O

SHOW TRIGGERO 470000 O

googn
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PURGE USER

PURGE USER

00000000000 /000000000000

PURGE USER

g

MANAGEROOOOOOO0DO0OO0OO0DO0DOODOOODOOOOOOOOOOO
MANAGEROOOOODOOOODOOO friend0000

goooodf

gobooobooobooobooboon

goooog

ADD USERO 1510000
DELETE USERO 206 0 O OO
DISABLE USERO 233 0000
ENABLE USERO 266 0 0 OO
RESET USERO 2920000
SET USERO 3590000
SHOW USERO 478 0000
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RECONNECT

RECONNECT

00000000000 /000000000

RECONNECT 1..5

g

gobooobooobooobooboon
O000o0o00o0O SHOWSESSIONS OO ooooooooo
g

s 000000000000 20000000

RECONNECT 2

goooog

DISCONNECTO 2350000
SHOW SESSIONSO 436 00 OO
TELNETO 486 0 00O O
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RENAME

RENAME

00000000000 /oOooooooooooooo
RENAME src-filename dst-filename

sre-filename: 00000000
dst-filename: 00000000

g

goooooooooo

goooog

DELETE FILED 189 0 0O O O
SHOW FILEO 3740000
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RESET FILE PERMANENTREDIRECT

RESET FILE PERMANENTREDIRECT

00000000000 /0000000000000

RESET FILE[=filename] PERMANENTREDIRECT

filename: 00 000

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goboooopoooboooobo

ADDFILEO DO OO O CREATE FILE O 0O 000 PERMANENTREDIRECTO O OO OOOOOOOO
goooooogobooobooboobobobboobooobooboboobbobbobbooo
goooooo

goooog

FILE 0000000000000 0000O0000oo0oooooooooooooooooooon
goooooo

g
s J00000000000000000 ipdebugtxt0 0000000

RESET FILE=ipdebug.txt PERMANENTREDIRECT

goooodf

O0000D0D0OD0UODO0ODUOADDFILEDOOOO CREATEFILEO OO OO0 OO0 OENABLE XXXX
DEBUGHOOO00O00O0O0O0ODOO0O000O0DO0O0ODO0O0000O0O0O0O0O00000000OdDISABLE XXX
DEBUGH O 0000000000000 0000ooooooooo

goooog

ADDFILEO 1230000

CREATE FILEO 161 0 0 OO

SHOW FILEO 3740000

SHOW FILE PERMANENTREDIRECTO 376 0 0 00O
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RESET LOADER

RESET LOADER

00000000000 /0000000000000

RESET LOADER

g

000000000000 LOADERODDDODODODODODDOO
gooooopogobooobooboobobobboobooobooobboobbobbobbooo
gobooobooooboooboooobo

goooog

LOADO271 0000
SET LOADERO 2980000
SHOW LOADERO 386 0 OO O

288 | CentreCOM AR570S 0000000000 2.9 ooooog
613-000273 Rev.J



RESET NTP

RESET NTP

O000oO0oO0ooooo /NTP

RESET NTP

g

NTPOOOOOODODOOOoOooo
0000000000000 000000000D0000000000000ONTPODOOOOOODOOOO

goooog

DISABLE NTPO 2190000
ENABLENTPO 2490000
PURGENTPO 2800000
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RESET PORTAUTH PORT

RESET PORTAUTH PORT

0000oo0oo0oo0o0ooo /00000

RESET PORTAUTH [={8021X|MACBASED}] PORT={eth-port|port-1list|ALL}
[SUPPLICANTMAC=macadd]

eth-port:ETH[IDDDDDDDDDethODDDDDDD
port—list:[I[I[I[I[I[I[I[I[IDlDDDDDDDDDDDDDDDDDDDDD)
macadd: MAC 0 0 0 O O xX-XX-XX-xx-xx-xx 0 0 0 0

0

0000000000000 0DOOeNIXoooMACOODOODODODOooooooooooo
goooog

PORTAUTH 0000000OO8021XO802.1X T OMMACBASEDOMACODODOOODOODODOOOOO
oooos81IXooooooo

PORT OO0

SUPPLICANTMAC Supplicant 0 MACO OO OO0 OO0 OO OO OMulti-Supplicant O O O
OMODE=MULTID O OO0 ODOMACODOOODOODOOODODOOOOOOOO

goooog

DISABLE PORTAUTHO 2200 0 O O

DISABLE PORTAUTH PORTO 222000 O

ENABLE PORTAUTHO 250 000 O

ENABLE PORTAUTH PORTO 252 000 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
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RESET PORTAUTH PORT MULTIMIB

RESET PORTAUTH PORT MULTIMIB

0000oo0oo0oo0o0ooo /00000

RESET PORTAUTH [={8021X|MACBASED}] PORT={eth-port|ALL} MULTIMIB

eth-port: ETHO OO OOOO0OOOOeth0OOOOOOO

g

802.1X Multi-Supplicant 0 0 O O Authenticator 0000000 O0OMACOOO0O0O000O0O000O0OO
0000 SET PORTAUTH PORT SUPPLICANTMACOOODOOO000O0O0OO Supplicant 00000
goood

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODODOOOOOOOOO
OooOo8RIXooooooo

PORT 00000000 DO0OOMulti-Supplicant 000 0MODE=MULTID 0OO0O0O0O0O0OMACOODO
gboboogbooobooooo

goooog

DISABLE PORTAUTHO 2200 0 O O

DISABLE PORTAUTH PORTO 222000 O

ENABLE PORTAUTHO 250 000 O

ENABLE PORTAUTH PORTO 252 000 O

SET PORTAUTH PORT SUPPLICANTMACO 3170000
SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
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RESET USER

RESET USER

00000000000 /000000000000

RESET USER[=login-name] COUNTERS [={ALL|GLOBAL|USER}]

login-name: 0000001064 0000000000000000DO00O0OOOOODODOOOOO

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
oo

goooog

USER 0000000000000 00000O0OOO0OO0OOO0OOO0ODOOOOOO0O0OO0OO0OO0OO0

COUNTERS 0000000000 OOOOOUSEROOOOOODOOOOOOOOODOOOOOODOO
ALLODDOODODODODOODODODMGLOBALD D OO ODODODUODO0DODODMmMUSERDOODODOOOODOOOO
0000000000000 0USEROOOOOOOOOOODDOO0D0D0OOOCOUNTERS OO
O000oO0o USERODOOODOOOOOOOOOOO0OO0OO0O0OO0ODODOOODODOODOO

goooog

ADD USERO 151 0000
DELETE USERO 206 0 O OO
DISABLE USERO 233 0000
ENABLE USERO 266 0 0 OO
PURGE USERO 284 0000
SET USERO 3590000
SHOW USERO 478 0000
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RESTART

RESTART

O000oo0oo0ooooo /0000

RESTART {REBOOT|ROUTER} [CONFIG={filename|NONE}]

filename: 0000000000 .scp O.cfgh

g

goooooooooo

goooog

REBOOT 0000000000 OO0000ODOODOOOO0O0DOODOOOODODDO CONFIGOODOODODOO
goooooo

ROUTER 000000000000 00D0O0O0DOOOOOCOO0O0O0OCONFIGODOOOO0O0O00oooo
goboobooobooobooobo

CONFIG 000000000000000000000000000000O0ROUTEROOOOOOO
O0O0O0D0D0ODOONONECOODODDODOODDODODODODODOOoOOOODODO0D0D0ooooooooooo
O00@MOo0000ODoO0ODODDOD0ODDOD0O0DDO0O0OSETCONFIGO OO ODOODODODOODODOODOODOO
goooooboogon

o
=" 00000000000

RESTART ROUTER

ml0000000000O0O00O0

RESTART ROUTER CONFIG=NONE

1000 TEMPCFGOOOOOOOOODO

RESTART ROUTER CONFIG=TEMP.CFG

nJ0o0ooooooooobooobo

RESTART REBOOT
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googod

SHOW CONFIGO 363 0 000
SHOW EXCEPTIONO 367 0 O OO
SHOW STARTUPO 464 0000
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SET CONFIG

SET CONFIG

00000000000 /0000000000

SET CONFIG=filename

filename: 0000000000 .scp O.cfgh

g

gobooooogobooobooboobboobooboobbooobboobo

goooog

CONFIG 00000000 000D0.cfgD00.scp™d

goooog

CREATE CONFIGO 1580 0 00O
RESTARTO 2930000
SHOW CONFIGO 363 0000

googn
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SET HELP

SET HELP

O000oo0oo0ooooo /0000

SET HELP=filename

filename: 00 000

g

HELPOOOOOUOOOOODODODODODODOOoOooooo
O00000 SHOWSYSTEM OO O Ooooooooo

googgo
HELP 00000000
o

s 000000000 helphlpOo0oOoOoOooooOO

SET HELP=help.hlp

goooog

HELPO 2690000
SHOW SYSTEMO 4650 0 0O
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SET INSTALL

SET INSTALL

O00000000oo /000000

SET INSTALL={TEMPORARY|PREFERRED|DEFAULT} [RELEASE={filename|EPROM}]
[PATCH[=f1ilename]]

filename: 00 000

0

goboobooboobooobooobooboobbo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
000000000o0oooooooo0o00U00000D00D00oD0OD00O0O0TEMPORARYD OO DOODO
O00000000D0O0O0D0D0OODMMPREFERREDOCOOOOOOOODOOOMmMDEFAULTOOOOODO
O000D0DO0OD0DUOODODEPROMOOOODDOODOOODOODODOODODOO

goooog

INSTALL OOOO0OOOOO
RELEASE 0000000000000 rezlDEFAULTOODOOOOOOOO EPROMOOOOOO
PATCH 0O00000O000O00OO .pazO

g

00000000 55-292rez0 0000000 55292-0l.paz0 0000000000000 O0O0O0ODO
goobooooboogn

SET INSTALL=PREFERRED RELEASE=55-292.rez PATCH=55292-01.paz

goooog

DELETE INSTALLO 1900 00 O
SHOW INSTALLO 384 000 O
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SET LOADER

SET LOADER

00000000000 /0000000000000

SET LOADER [METHOD={HTTP|TFTP|WEB|WWW|ZMODEM|DEFAULT}] [SERVER={hostname|
1padd|DEFAULT}] [SERVPORT={1..65535|DEFAULT}] [FILE=filename]
[DESTINATION={FLASH|NVS|DEFAULT}] [HTTPPROXY={hostname|ipadd|DEFAULT}]
[PROXYPORT={1..65535DEFAULT}] [ASYN={asyn-number|DEFAULT}]
[USERNAME=username] [PASSWORD=password] [DELAY={seconds|DEFAULT}]

hostname: 00 00

ipadd: IP 0000

filename: 00 000

asyn-number: 00000000000
username: 000001060000
password: 1000001060000
seconds: 0 0 0004294967295 0 O

0

LOADO 0000000000000 oooooooooooooooooo
LOADODOOO0O0OO0ODO0O0D0000N0D0O0oo0oDODO00D00D0D00D0D0o0oD0o0ooooooDooo
goooon

goooog

METHOD 00000000 TFTPOHTIPOWEBODWWW OO OMMZMODEMOOOOOOOOOOO
DEFAULTOOOOODOOOOOOODOOD TFTPO OO

SERVER TFTP/Web OO OOOOODOOOODOODFQDNOOOO IPOOODOODFQDNOODOODOODOO
ADDIPDNSOOOOO DNSOOOOOODODODODODODODODOOOODEFAULTOOOOOODODO
gboboobooboooon

SERVPORT WebOUOUO TCPOOUOOOUDEFAULTOUOOOOOODOOOOODOD 80ODOO

FILE 0000000000000

DESTINATION OO00000O0O00O00OO0DO0OO0O0OOONVYSOO0OOO0OOO0O0O0 FLASHOO
O00O0DU0O0DU0ODU0U0D0DU0UOODEFAULTO 0000000000000 FLASHOOO

HTTPPROXY HTTPOOOOOOODOOOOOOOEFQDNOOOO IPOOOOOFQDNOOOOOO
OOADDIPDNSOOOOO DNSOOOODOOOOOODODODODOOOOODEFAULTOOOOOO
goboooooooobooobo

PROXYPORT HTTPOOOOOO TCPOOOOOODEFAULTOOOOOODODDODOODODOOO 80O
RN

ASYN 00000000 OZMODEMOOOOOOOOOOOODOOODEFAULTOOOOOOOOO
gooooobooooobo

USERNAME HTTPBasicOOOOOOOOOODEFAULTOOOOOOOODOOOOOOOOOOOO
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oo

PASSWORD HTIPBasicOOOOOOOOOODEFAULTOOOOOOOOOOOOOOOOOOO
oo

DELAY 0O0O0O0O0OLOADOOOODO0ODOO0DOOO00DODO0OO0ODO0O0DO0MDEFAULTOOOO
oo0oooooooooooo

googod

LOADO271 0000
SHOW LOADERD 386 0O 0 O O
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SET LOG OUTPUT

SET LOG OUTPUT

o0o0ooooooooo /00

SET LOG OUTPUT={TEMPORARY| PERMANENT|output-id} [DESTINATION={EMATIL|
MEMORY|NVS|PORT|ROUTER|SYSLOG}] [FORMAT={FULL|MSGONLY|SUMMARY }]
[MAXQUEUESEVERITY=severity] [MESSAGES=count] [PASSWORD={password|NONE}]
[ASYN=asyn-number] [QUEUEONLY={YES|NO}] [SECURE={YES|NO}] [SERVER=ipadd]
[TO=email-addr] [ZONE={time-zone|utc-offset}] [FACILITY={DEFAULT|
LOCAL1. .LOCAL7}]

output-id: 0 0 00 IDO 10200

severity: 0000000070

count: 100100

password: 1000001016000

asyn-number: 00000000000

ipadd: IP 0000

email-addr:- 000000000

time-zone: 0000000

utc-offset: 100 00O OUTCOODODOOOODODOO+23:59:590-23:59:590

g

gobooobooooooooo
goooog

OUTPUT 00000 IDO102000000000000000O00O0O0OTEMPORARYD RAMODOOUO
0O PERMANENTIMNVSOO OO OO0 OTEMPORARY OO0 0000 OOMAXQUEUESEVERITYD
QUEUEONLYOSECUREO O OO0 OODO0OO0OODDOOODESTINATION O MEMORY 00O
OD0O0DU0U0DOODODOPERMANENTOOOOOOOOODESTINATIONO NVSOOOOOOooO
ONVSOOOOoooooooooooooooom

DESTINATION COOO0OO0OO0OOODOOOOOEMAILOTOOOOOOOODOOODOOOOOOOOOOO
0000 MMEMORYORAMOOOODOOUTPUTOOODODOOO TEMPORARYOOOOOO
OO0000DMmMNVSOODOODooooooooooOUTPUTOO OO OOO PERMANENT OO
O000000D0D0DmMPORTOASYNOODOOUODODODODODUODODODODODODODODOOD MM ROUTER
OSERVERODODOOO0OOODOODOODO Secure Router Logging Protocol (SRLP) O O O O
OO0 MMSYSLOGUOSERVEROUODOOOOOOOODO syslogDOO0O0DDO0O0O0O0OOOO syslog
gobddbooguoooonooooo

FORMAT 0000000000000 0OO0OOO0OO0O0ODOOOFULLOODOODODOOOOODIDODODOOO
0000000000000 oooooooooooDooo0oD0mMSGONLYDODOOoOooO
O0000o0oomSUMMARYO O OO OOoooooooooooooooooomooooon
0 SUMMARYO DESTINATION OO OOOOO PORTOOOOOOOOOOOO
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SET LOG OUTPUT

MAXQUEUESEVERITY QUEUEONLY OO OOOOO YESOOOODOODODOOOODODODOOoOOO
goobooooooboboob bbb bbb booobbbooobooo
00 QUEUEONLY O YESO O OO OMAXQUEUESEVERITY 0O OO0 0000000000
Dooooooooo MESSAGESODODODODODOUOOOoOOOODODDODODOoOoooooooooon
MAXQUEUESEVERITY O OO OOOOoOOoOooooooooooooooooooooooog
D000000000000O0DESTINATIONOOOOOODO PORTO SYSLOGUOOOOOOO
O0O00ooooOUTPUTODOODOOOO TEMPORARY DO DD OODODODODOODOOOOOOOO
odood0oodooo0 70000o00ooU0oooU0OooOUO0OOoOUoOooODOOooOOoooOoOO
ggdodooooooobobooboooboobooo

MESSAGES DESTINATION O SYSLOG OO OOOOO D000 0ODESTINATION O NVS O MEM-
ORYDODODODODOODODDOODOODODODOODDOODODODODDODODODOOOOoOoooooooog
000 0ODESTINATIONO EMAILOOOODO0O000000O0O0O0O000O0OOUODESTINATION
OPORTOOOODOUOODOOOOOOOOODOOOOOODESITINATION O SYSLOGOOOOOOO
000 200MEMORY D OOOOOOOOO 2000EMAILOOOCO 1000NVSOOOO 200

PASSWORD SRLPOOCOO0OO0O0O0OO0OOOOO0OO0OOOOOOOODOOODODOODESTINATION
OROUTERODUOOODOOOOOOODOODOOOOODOOOOODOOOOOOOO MDSODOOOOOO
oo oobobobobooobooboooo

ASYN 0000000000000 O0000DESTINATIONDO PORTOOOODOOOOOOOOO

QUEUEONLY 000000dopooooooooooooooonooooddDESTINATION O PORT
0000000000 o0oOUTPUTO TEMPORARY DD DD O UOOODOOOO0OOOOOOOOO
OO0 O00ODESTINATION O SYSLOG OO OOOOoOoooooooooooooooooooogg
NODO

SECURE 0000000000000 0OO00OO0O00OONODOODODOODOODOOOOODOoooOO
00000000000 oooooOUTPUTO TEMPORARY D DD OO0 OO0DOOOOOOO
00 000000DESTINATION O ROUTER O PASSWORD OO OO O OO OOooooooo
DESTINATION 0 MEMORY O NVSO OO OOOOOOO YESOODOODODOODGOOOOoOOOO
NODO

SERVER DESTINATION O ROUTERDO SYSLOGOOOOODODOOODOOOOIPOOODOOOODOOO
ROUTER O 0O 0 0O OSRLPJ Secure Router Logging ProtocolD0 O O 00 UDP 5023 O COSYSLOG
DDDDSySlOgDDDDDUDP514DDDDDDDD

TO DESTINATIONO EMAILOOOOOOOO0OOOOOODOOOOODOOOOOOOOO

ZONE OO0OO0OO0OOODO0OOOoOoUTCOOODOOODoOooOooooon

FACILITY DESTINATION O SYSLOGOOOOOOOO SySlOgDDDDDDDDDDDDDDDD
ODOOODODEFAULTOOODOO0DOODOODOOODOODOOODOOOO0Oo0o0oooooooog
DDDDDDDSySlOgDDDDDDDDDDDDDDLOCALlDLOCAL7DDDDDDDDDD
DDDDDDSySlOgDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
DEFAULTO O OOOODOO0ODOO00OODO0O00O00OO0Mm

goooog

CREATE LOG OUTPUTO 16400 0O
DESTROY LOG OUTPUTO 208 0 OO O
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SHOW LOG OUTPUTO 3950000
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SET LOG OUTPUT FILTER

SET LOG OUTPUT FILTER

o0o0ooooooooo /00

SET LOG OUTPUT={TEMPORARY| PERMANENT|output-id} FILTER=entry-id
[ACTION={PROCESS|IGNORE}] [ALL] [DATE=[opldate] [DEVICE=[opldevice]
[FILE=[op] filename] [MASK=ipadd] [MSGTEXT=[oplstring]
[MODULE=[op]lmodule-id] [ORIGIN=ipadd] [REFERENCE=[op]string]
[SEVERITY=[oplseverity] [SOURCELINE=[op]line-num]

[SUBTYPE=[op] subtype-id] [TIME=[opltime] [TYPE=[op]type-id]

output-id: 0 0 00 IDO 10200

entry-id: 10000000100

op: 00000 M<KMOODO0OOD>MO00OD!MO0000OD M O000D%M000000000Mm
date: 000 dd-mmm-yyyy 0000dd 0001031Mmmm 000000000 300000APRMyyyy 00000
device: 100000

filename: 0000001012000

ipadd: IP 0000000000000

string: 00 0O

module-id: 000 0000000000000 0O0O?2550

severity: 0000000070

line-num: 0000100

subtype-id: 0000 0000000000000 ID

time: 00 O hhmm:ss 000 O0hh 000002300 mm 00 00059 ss 00 000590

type-id: 000 000000000000 ID

g

goboooboooboobobooboobbobbooboobooon
goooog

OUTPUT 00000 IDOIO2000000000000000000TEMPORARYM RAMOOOO
OPERMANENTOONVSO OO OOOO

FILTER 00000000000 O0DO0OO0000OO00ODOO00O0DOO0000OO00ODoOooooodg

ACTION 000000000000 0O0ODODO0OO000DOO000O0DODODO0OO0OOPROCESSOOOOO
OO0OOIGNORED D ODODOOODODODOOO PROCESSO

AlL 0000000000000 O0DOOOO000OOO00DODODO00DODOD0OODODO0ODODDOO0OODOOOn

DATE 00000000000 0OO0ODOOODODOOOOOOOOOn

DEVICE 000000000000000000000OO000OO0O

FILE 0000000000000 00000000000logmain.cO0000O000O0OOOSHOW
LOGOODOOoOOoO FULLODDODODODOOOODU0o0ooooooooooooooooooooogo
gooo

MASK 0000000000000 O0O0O0IPOOOOOOODORIGINODOOODODOOODODOOOOO
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SET LOG OUTPUT FILTER

00000000 255.255.255.2550 0 0000 M

MSGTEXT 0000000000000 0000000000O000O0O0O0O0O0O0O0O0O0O0

MODULE 000000000000 0000000000000000000D0O0O0OOgg

ORIGIN 0OO0OO0OO0O0O0OIPOODOOOMASKOOOOODODODODODODODODOOOOODOOOODODOO0OOOO
oooooIPOO0O0O0OoOoOooooO

REFERENCE 0000000000000 0O0O0O0OOOOOOOOO

SEVERITY 0000000000000 00000000000000O0O0OO0OO

SOURCELINE 0OO0OO0OO0O0O0OO0O0OO0O0OO0OO0O00O0O00O00O0O0ODOODO0O0DO0OO0000000000OO0OO
oo

SUBTYPE 000000000000 OOODOOOOOOOOOOODOOOOOOOOODOOOOOOOO

TIME 0000000 O00O0OOOO0ODOOOO0ODOOOOODOOO0

TYPE 0000000000000 O0DOOOOOOOOOOOODOOOOOOOODOOOODOOO

goooog

ADD LOG OUTPUTO 126 D O OO
CREATE LOG OUTPUTO 16400 0O
DESTROY LOG OUTPUTO 208 0 OO O
SHOW LOG OUTPUTO 3950000
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SET LOG RECEIVE

SET LOG RECEIVE

o0o0ooooooooo /00

SET LOG RECEIVE={ipadd|ANY} [MASK=ipadd] [ALLOW={YES|NO}] [PROTOCOL={ALL|
BOTH|NEW|OLD|SYSLOG}] [PASSWORD={password|NONE}]

ipadd: IP 0000000000000
password: 1000 0010le000000000000D0O000OO0OO0ODOOOOOOO0OOOOOOOO

0

gobooobooobooobooboon
goooog

RECEIVE 000000 IPO0O0OO0OOMASKOOOOOOOOOO0OOO0OO0O0O0O0OO0ANYO 0.0.00
oooooIP0oOooOOOO

MASK RECEIVEOOOOOOOO0OO0OO0OO0O0OO0OO0O0O0O0O0O00O0O0OO0O0ORECEIVE=ANYOOO
RECEIVE=0.0.0000000000000

ALLOW RECEIVE/MASKOOOO0OO0 IPOOO0OO0DO0O0ODO0OOOOODOOOOOOYESOODOOO
ooNOODOOOoooo

PROTOCOL RECEIVE/MASKOOOOOIPOOO0OO0O0O0OO0OO0O0O0O0ODOOOOOOOOOOOO
0 000 0OLDO Net Manage Message Protocol (11 NEW 0 SRLPT] SYSLOGO BOTHO OLD O
NEWI ALLOOLDO NEWO SYSLOG O OOOooooooooo

PASSWORD SRLPO0OO0O0OO00OO0O0OO00O0O0O0OO0OOOOOOOOOOOO0O0OO0OO0O0O00O0O
0000000000000000000000SRLPOODOO0DO0O0O0O0PROTOCOL=NEW OOO
BOTHO ALL 00 O 1

goooog

ADD LOG RECEIVEOD 128 0 00O
DELETE LOG RECEIVED 19200 00O
SHOW LOG RECEIVEOD 4000 0 0O
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SET LOG UTCOFFSET

SET LOG UTCOFFSET

o0o0ooooooooo /00

SET LOG UTCOFFSET={time-zone|utc-offset}

time-zone: 0000000

utc-offset: 100 00O OUTCOODODOOOODODOO+23:59:590-23:59:590

g

gooooooooooUTrCcooooooooo

goooog

UTCOFFSET 00000000000 0000O000000D0O0000D00O0O0O0O00oooooog
goooooooooooooUTCoooooooooooooDOo+0DO0DDODODDODODODODOO

go-0boboboo

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time

CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

TAIWAN +8:00 Taiwan

UTC +0:00 Universal Coordinated Time

CDT -5:00 US Central Daylight Time

CST -6:00 US Central Standard Time

EDT -4:00 US Eastern Daylight Time

CentreCOMAR570S 0000000000 2.9
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SET LOG UTCOFFSET

EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

03%:000000000

g
s UTCOOOOOO0OODOODOOODOOODOODODOOMm

SET LOG UTCOFFSET=JST

s UTCOOOODDOOODOODOOODOODODOOMm

SET LOG UTCOFFSET=+9:00:00

goooog

SHOW LOG STATUSO 4020000
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SET MAIL

SET MAIL

0000oo0oo0oo0o0ooo /00000

SET MAIL HOSTNAME=hostname

hostname: 00 00

g

goboooboogobooobooboobbobboobo
oo0ooooosMTPOOODOOODOUOOOSMTPO HELOOODODODUOODOOOOODOoOoooooooOoO
OOMAILOOODOODODOOO0DO0OO0OO00O0OO0O0O0OO0O0OO0O0O0O0O0O00O0O0O0O0O0O0O0O0O0O0O0

goooog

HOSTNAME 0000000000000 OFQDN=Fully Qualified Domain NameO OO OO0 00
J000Oooooo NONEOOODOOO

g
s J0J000000000000000000whitemydomainxxxO 00000

SET MAIL HOSTNAME=white.mydomain.xxx

goooog

SHOW MAILO 4040000
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SET MANAGER ASYN

SET MANAGER ASYN

O0000o0o0o0o0ooo /0000000

SET MANAGER ASYN={asyn-number |NONE}

asyn-number: 00000000000

g

goboooboogoboobobooboobbobboo
O0000ooooDOooooDoDooODDOO0O0 MANAGERDOOOOOOOOODODOOOOOSETASYNOODO
OO0 SECUREDOU0OO0OUOOOFFOODODODMUOODODOOoUooUo 1ooooooooon

goooog

ASYN 0000000000000 O00O00O00OO00O00OO0DO0O0OO00O0ODODO0ODODODODOUODODOO
gobooooboooboooooooboobboobooboobbobboobbobbooobo
ODOODODUOODMNONEDDDODDDODDDOODDOODODODOODDODOODDOO

goooog

LOGINO 2730000
SETASYND OOODODOODOOODOOOoOb0DOODO
SHOW MANAGER ASYNO 406 00 OO
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SET NTP UTCOFFSET

SET NTP UTCOFFSET

O000oO0oO0ooooo /NTP

SET NTP UTCOFFSET={time-zone|lutc-offset}

time-zone: 0000000

310

utc-offset: 100 00O OUTCOODODOOOODODOO+23:59:590-23:59:590

g

oooooooooooUTCOODODDODOOODOONTPOOODOOODODOODO UTCOOODOODODOODOO

goobooooobooboo

goooog

UTCOFFSET 00000000000 0000O000000D0O0000D00O0O0O0O00oooooog
goooooooooooooUTCoooooooooooooDOo+0DO0DDODODDODODODODOO

go-0boboboo

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time

CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

TAIWAN +8:00 Taiwan

UTC +0:00 Universal Coordinated Time

CDT -5:00 US Central Daylight Time

CST -6:00 US Central Standard Time

CentreCOMAR570S 0000000000 2.9
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SET NTP UTCOFFSET

EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -
NONE - -
03000000000
o

s UTCOOOOOO0OODOODOOODOOODOODODOOMm

SET NTP UTCOFFSET=JST

s UTCOOOODDOOODOODOOODOODODOOMm

SET NTP UTCOFFSET=+9:00:00

goooog

SHOW NTPO 4070000

googn
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SET PASSWORD

SET PASSWORD

00000000000 /000000000000

SET PASSWORD

g

goboooopoooboooobo
0000000000000 0U00000000D00D0D0D0D0D0D00D0D0ooDoo200000000

gooooogono

Manager > set password

0l1d password: abcabc 00000000000 OO0OOOOOODOOODOODOOODOOOOOOO
New password: xyzxyz 00000000 OO0O0O0O

Confirm: xyzxyz 0000000000000 O0O0OOOOOOOOO

0000000000000 00000D0Entexr00gn

goooog

ADD USERO 151 0000
SET USERO 3590000
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SET PORTAUTH PORT

SET PORTAUTH PORT

0000oo0oo0oo0o0ooo /00000

SET PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=AUTHENTICATOR
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10] [MODE={MULTI]|
SINGLE}] [PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400]
[SERVERTIMEOUT=1..60] [SUPPTIMEOUT=1..60] [TXPERIOD=1..65535]
[GUESTVLAN={vIanname|l..4085|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}]

SET PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=BOTH
[CONTROL={AUTHORISED|UNAUTHORISED|AUTO}] [MAXREQ=1..10] [MODE=SINGLE]
[PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|
FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60]
[SUPPTIMEOUT=1..60] [TXPERIOD=1..65535] [GUESTVLAN={vIanname|l..4085|
NONE}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [AUTHPERIOD=1..60]
[HELDPERIOD=0..65535] [MAXSTART=1..10] [STARTPERIOD=1..60]
[USERNAME=1login-name PASSWORD=password [METHOD={OTP [ENCRYPTION={MD4|
MD5}]|STANDARD}] ]

SET PORTAUTH[=8021X] PORT={eth-port|port-list|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..60] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Iogin-name PASSWORD=password [METHOD={OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}] ]

SET PORTAUTH=MACBASED PORT={eth-port|ALL} [CONTROL={AUTHORISED|AUTO|
UNAUTHORISED}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}]
[REAUTHPERIOD=1..86400] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH|
NONE} ]

eth-port: ETHO OO UOOOO0OOOOeth0OOOOOOO

port-list: 00000000010 000000000O0O0O0OOOOOOOO)

login-name: 0000001064 0000000000000

password: 10000010640 000000000000

vlanname: VLAN O 0103200 0000000000000 000000000000 0O0O0O00O0OODOOO

ooooag CentreCOM AR570S 0000000000 2.9 313
613-000273 Rev.J



SET PORTAUTH PORT

000000000000 0ooDogeNRIXooooo MACOODDODDODDODODDDODODDOOO

goooog

PORTAUTH 0000000OO8021XO802.1X T OIMMACBASEDOMACODODOOODOODODOOOOO
oooos81IXooooooo

PORT OO0

TYPE 08021X00U0M08021XIODOUODOOUDUOOUDUOOODOOOAUTHENTICATORD Authenticator
0 0 0 @MSUPPLICANTO Supplicant O 0O O (I BOTHDO Authenticator O O 0 O O Supplicant O O
DDDDDDDDDDDDDDDDMulti—SupplicantDDDDMODE:MULTIDDDDDDDDD
TYPE=BOTHO OO O OO OOTYPE=AUTHENTICATORO OO OOOOO

CONTROL 0802.1X Authenticator 00O OMACOOODODODOO0OO0OO0OO0ODDDOOO Authenticator
O00D00D00DAUTOO 000000000 O0MMUNAUTHORISEDD 00 000 MAUTHORISED
ooooooDooooodooooooooo AUTOO OO0 AUTOODOOOOOOOOOORADIUS
D00000000000 Authenticator 00 0000000000000 OOOO AUTHORISED
goodooooogogo

MAXREQ 0 802.1X Authenticator 0 0O 0O O Supplicant 0 0 O O EAPOL-Request 000000000
ooooooooo 200

MODE 0 802.1X Authenticator O U O O Authenticator 0 0 O 0 00 0O O Supplicant0 1000000
00000000000 Single-Supplicant O O OO0 MODE=SINGLEOO OSupplicant 0 000 0 O
000000000000 Multi-Supplicant 0 0 00 MODE=MULTIO O O O O Single-Supplicant
goobooobobboooooboboooboobo SupplicantDDDDDDDDDDDDDDD
Supplicantl]DDDDDDDDDDDDDDDPIGGYBACKDDDDDDDDDDDEDMuIti—
Supplicantl]l]l]l]DDDDDDDDDDDDDDDDDD SupplicantDDDDDDDDDDDD
DDDDDMulti—SupplicantDDDDDDDDDDDTYPEDDDDDDDD BOTHOOOOOO
00 AUTHENTICATOROO OO ODOO0OO0DO0O0O0OO SINGLED

PIGGYBACK 0 802.1X Single-Supplicant Authenticator O O O [5ingle-Supplicant 0 O (0 MODE=SINGLEDO
gooooooobooooo SupplicantDDDDDDDDDDDDDDDDDDDDDDDDDD
O000D00D00O0O0D00TRUEDOODOOFALSEOOOOOETHOOOOO FALSEOD O OO0OO
000000 TRUEOD

QUIETPERIOD 0 802.1X Authenticator 0 OO UOMACOOO0OO0OO0O0DOOSupplicant 0000000
DDDSupplicantDDDDDDDDDDDDDEDDDDDDDDDDDDDDDDDDDDDDDD
0oooooe0nn

REAUTHENABLED 0 802.1X Authenticator 00O OMACOOOO0OO0ODO0O0O00O0O0O0O0OO Sup-
plicantDDDDDDDDDDDDDDDTRUEDDDDDDDDFALSEDDDDDDDDDDDD
000 FALSEO

REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 00000000
odoooooooo200

REAUTHPERIOD 0 802.1X Authenticator 0 D O OMACUO O OO0OO0O0ODOOSupplicant0 0000
O00mooooog 360000

SERVERTIMEOUT 0 802.1X Authenticator O O O ORADIUSO OO0 O Access-Request 0 0 00O
ODORADIUSODOOODO0OO00OOOOODOOOOMOOOOOO 3000
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SET PORTAUTH PORT

SUPPTIMEOUT 0O 802.1X Authenticator 0 0 O OSupplicant O EAP-Request 00 O O O O OSupplicant
Jo00ooooooooo0moooooo 3000

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
ooooogo 3000

GUESTVLAN 0 802.1X Single-Supplicant Authenticator 0 00000 VLANOOOOODOOODO
00000000 VLANOOOO VLANIDOOOOOOOONONEDOOO VLANOOOOO
ODO00OD0D0O0D0ODOD0DEAPOLOOOOOOOODOOOOOODOOOOOOOODOOOO VLANDOO
O0o0oo0ooo EAPOLO0O0ODOOOOOO0O0DOOO0OO0OOO0OO0O VLANOOOOOOOOO
ggo VLANDDDDDDDDDDDDDDDSingle—SupplicantDDDDMODE:SINGLEDDD
0000000 ood NONED

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 00O OMAC OO DD 0000 O0802.1X0
gd Multi—SupplicantD OO0OO0OMODE=MULTID 0 MACOUOODODOOOODOOOO VLANOD
DDDDDDDDZDDDDDSupplicantl]l]DDDDDDDDDDDDDDDDDONDDDD
00000200000 Supplicant0 0000000000 Supplicant000 VLANODODOODO
OD000D00o0ooOFFO00000000D0O0O VECANOOODODOOoooooooooooo
00200000 Supplicant 00 0000000000000DO Supplicant000 VLANOOUDO
DDDDDDDDDDDDDMuIti—SupplicantDDDDMODE:MULTIDDDDDDDMACDD
odooooooooooooooooooo ONO

VLANASSIGNMENT [802.1X Authenticator 00O OMACOOOOODOOOOUO0OOOOOO VLAN
D0000o0o00ooooRADIUSOODODOOOOOOO Tunnel—Private—Group—IDDDDDDDD
00000000 VLANODDOODODODOODOOOODOO ENABLEDO

MIBRESET 0 802.1X Multi-Supplicant Authenticator U DD OMACOOO0OO00O000DO08021X0OO
DMulti—SupplicantDDDDMODE:MULTIDD MACOOOOOOOOOOOOoOoDoOoOOoOooOg
DDSupplicantl]l]DDDDDDDDDDDDDDDDDDDDENABLEDD

TRAP 0802.1X Authenticator DD D OMACOUOOO0OO0OODOOODOODODOOOOOOO SNMPOOO
DDDDDDDDDDDSUCCESSDDDDDDDDDSupplicantDDDDDDDDDDDDDDD
DDDDDDDDDDDDDSNMPDDDDDDDDDDFAILUREDDDDDDDDDSupplicant
OoooooDoDooO0oOoSNMPOOOOOOODODOOBOTHO OOOODOOOOSUCCESS O
FAILUREOOOOOOOSNMPOOOODOUOODODOONONEDOOODODODODOODODODOOOOOO
00 NONED

AUTHPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAP-Response 0 0000000000
Authenticator U0 DD 00000000 OO0OOOOO 3000

HELDPERIOD [ 802.1X Supplicant 0 O 0 000 00 O OAuthenticator 0 D0 0000000000
Joooooe0nn

MAXSTART 0 802.1X Supplicant 0 0 0 O EAPOL-Start 0 0000000 00 00 Supplicant 00 O
ODOEAPOL-Start 00000 MAXSTARTUOUOUOOOOOODOOO OO Authenticator D 00O O
000o0ooooooooooooooooooooooo30d

STARTPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAPOL-Start 00000000000
Joo0moooooo 3000

USERNAME 0802.1X Supplicant 00 000000000000 Supplicant 00000000000
O0o00ooooo PASSWORDOD OOUOOODOODOODODODODODOODODODOODODOOOOOOOO
000000000 0SET PORTAUTHUSERNAME D O OODOODOOO0O0OO0DO0OO0O00oO0Oooooon
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SET PORTAUTH PORT

oo oouoboobobobbobobobobooboobooo

PASSWORD 0 802.1X Supplicant 00 000000000000 Supplicant00000000000O
O0oooooodg USERNAMEOOOODOODODODODODODODOO0OODOMETHOD ODOODGOOOO
STANDARDOD OOOODOODUOODOOOMETHODODOOOOODODOOOOODOoOODODeI63 0000
ODO00OO0DO0DODOOMETHODOOOOOOO OTPOOOODOOOOOI00De3 000000000
O000000000 OTP Initialisation Password D D 000 0000000000000 OOO
000000000000 0SET PORTAUTH USERNAMEOD O OO0 OO0O0O0O00OO0OO00OOO
oo oobobuobbobobbbbbbobobooooogo

METHOD DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDSTANDARD] EAP-MD500
00 OTPO One-Time Password DO O OO0 OO OOTPUOO OO0 OO OOENCRYPTION OO OO
Joo0dodododooooooodogoooooooooooooooooon STANDARDO

ENCRYPTION DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDDDDDDMD4DMD5
ooooooooooooo MDSOMETHOD OO OOOOO OTPOOOODOOOOOOOO
googo

goooognd

802.1X 00 0 Multi-Supplicant 000000 MACOOOUOOOOETHOOODOOOODOODOODO0OOOODO

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 000 O

ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 000 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 0O O
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMAC

0000oo0oo0oo0o0ooo /00000

SET PORTAUTH[=8021X] PORT={eth-port|ALL} SUPPLICANTMAC=macadd
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10]
[QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10]
[REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60] [SUPPTIMEOUT=1..60]
[TXPERIOD=1..65535] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH|
NONE}] [DEFAULT]

SET PORTAUTH=MACBASED PORT={eth-port|ALL} SUPPLICANTMAC=macadd
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHPERIOD=1..86400] [SECUREVLAN={ON]|
OFF}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [DEFAULT]

eth-port:ETH[IDDDDDDDDDethODDDDDDD
macadd: MAC 0 0 0 O O xxX-XX-XX-Xx-xx-xx 0 0 0 0

g

802.1X Multi-Supplicant 00 D0 000000 Authenticator DO 00D ODOOMACOOOOO0OOO
ggooooo MACOOOOOooOoo Supplicantl]DDDDDDDDDDDDDD

goooog

PORTAUTH 0000000OO8021XO802.1X T OMMACBASEDOMACODODOOODOODODOOOOO
oooos81IXooooooo

PORT EJI:JI]I]I]EJI]I]I]DDMulti—Supplicantl]l]DDMODE:MULTII]DDDDDDMACDDD
gogboboogouoouoooo

SUPPLICANTMAC Supplicant0 MACO OO OO

CONTROL 0802.1X Authenticator 00O OMACOOODODODOO0OO0OO0OO0ODDDOOO Authenticator
O00D00D00DAUTOO 000000000 O0MMUNAUTHORISEDD 00 000 MAUTHORISED
ooooooDooodooooooooooo AUTOO OO0 AUTOODOOOOOOOOOORADIUS
OD00000000000 Authenticator 00 0000000000000 OOOO AUTHORISED
goodooooogogo

MAXREQ 0 802.1X Authenticator O O O O Supplicant O O 0 0 EAPOL-Request 0 00 000000
ooooooooo 200

QUIETPERIOD 0 802.1X Authenticator 0 OO UOMACOOO0OO0OO0O0DOOSupplicant 0000000
DI:JDSupplicantDDDDDDDDDDDDDEDDDDDDDDDDDDDDDDDDDDDDDD
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SET PORTAUTH PORT SUPPLICANTMAC

0oooooe0nn

REAUTHENABLED 0 802.1X Authenticator 00O OMACOOOO0OO0ODO0O0O00O0O0O00OO Sup-
plicantDDDDDDDDDDDDDDDTRUEDDDDDDDDFALSEDDDDDDDDDDDD
000 FALSEO

REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 00000000
odoooooooo200

REAUTHPERIOD 0 802.1X Authenticator 0 D O OMACUO DO OO0OO0O0ODOOSupplicant 00000
O00mooooog 360000

SERVERTIMEOUT 0 802.1X Authenticator O O O ORADIUSO O OO O Access-Request 0 00 00O
ODORADIUSODOOODOO00OOOOODOOOMOOOOOO 3000

SUPPTIMEOUT 0 802.1X Authenticator 0 0 O OSupplicant 0 EAP-Request 00 O O O O OSupplicant
Jo00ooooooooo0moooooo 3000

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
ooooogo 3000

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 000 OMAC OO DD 0000 O0802.1X0
gd Multi—SupplicantD OO0OO0OMODE=MULTID 0 MACOUOODODOOOOOOOO VLANODO
DDDDDDDDZDDDDDSupplicantDDDDDDDDDDDDDDDDDDD ONOODOO
00000200000 Supplicant0 0000000000 Supplicant000 VLANODODOODO
OD000D00o0oooOFFO00000000D0O0O VECANOODDODODOoOoooooooooooo
00200000 Supplicant 00 0000000000000DO Supplicant000 VLANOOUDO
DDDDDDDDDDDDDMuIti—SupplicantDDDDMODE:MULTIDDDDDDDMACDD
odooooooooooooooooooo ONO

VLANASSIGNMENT [0802.1X Authenticator U0 O OMACOOOOOOOOOUO0OOOOOO VLAN
OD0000o0o00ooooRADIUSOODODOOOOOOO Tunnel—Private—Group—IDDDDDDDD
00000000 VLANODOODODODOODOODOOODOO ENABLEDO

MIBRESET 0 802.1X Multi-Supplicant Authenticator U DD OMACOOO0O00O0O00DO08021X0OO
DMulti—SupplicantDDDDMODE:MULTIDD MACOOOOOOOOOOOOoOoDoOoOoOooOg
DDSupplicantl]l]DDDDDDDDDDDDDDDDDDDDENABLEDD

TRAP 0802.1X Authenticator DD D OMACUOUOOOOO0OODOOODOODODOOOOOOO SNMPOOO
DDDDDDDDDDDSUCCESSDDDDDDDDDSupplicantDDDDDDDDDDDDDDD
DDDDDDDDDDDDDSNMPDDDDDDDDDDFAILUREDDDDDDDDDSupplicant
OoooooDoDooO0oOSNMPOOOOOOODODOOBOTHO OOOODOOOOSUCCESS O
FAILUREOOOOOOOSNMPOOOODOUOODODOONONEDOODODODODOODODODOOOOOO
00 NONED

DEFAULT DDDDSupplicantDDDDDDDDDDDDDDDDDDDDDDD

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 000 O

SET PORTAUTH PORTO 3130000
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SET PORTAUTH PORT SUPPLICANTMAC

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 000 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 O O
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SET PORTAUTH USERNAME

SET PORTAUTH USERNAME

0000oo0oo0oo0o0ooo /00000

SET PORTAUTH[=8021X] USERNAME=login-name PASSWORD=password [METHOD= {OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}]

login-name: 0000001064 00000000000000000O0OO0O0DODOOOO
password: 10 0000000000000 00O00000O0O00OOOOODOOOOOOOOOODOOO

0

Supplicant 0 0 0000000000000 000O0O00O0OO0O00O00O0O0O00O000000O0000
goooon
000000000000 O0Supplicant 000 0000000000000 O0O00O0OO0DOO0O0OOO
000000000000 ENABLE PORTAUTH PORT O 0O 0O 0O OSET PORTAUTH PORT O OO 0O 0O
Supplicant 000 0000000000000 ODO0O00000000000000O00O0ODOOOOSupplicant
gobooobobooobbooboo

goooog

PORTAUTH 0O0000000O00000O00 8021X0802.1XO00O0O0O00000000O 8021XO0OO
goboodooooooooooood

USERNAME 000000000000000000000 portAuthportAuth

PASSWORD 0000000000 O00O0O0OMETHODOOOOOOO STANDARDOOOODOO
0006063000000 DO00OOOMETHODOODOODOOO OTPOOOODOODOO10063
0000000000000000000 OTP Initialisation Password 0 00000000000
00000 portAuthportAuth

METHOD 00000000000O00000STANDARDOEAP-MD50 00O OTPO One-Time Pass-
word0OODOOOO0OOTPOOOOOODOOOENCRYPTIOND OO OOOODODOOOOOOO
000000000000 000000000000000 STANDARDO

ENCRYPTION O0OO00O0O00O00O00O0O0O0O0O0O0O0OO0OOMD4OMDSOOOO0O0O0OO0O0OO0OOO
MDSOMETHOD OO OO0OO0OO0O0 OIPOO0O0OO0O0OO0O0O0OO0O0OO0O00OO0OO00

goooodf

goboobooooobooboooboobbobboobooboobbooo

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 000 O
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ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000
SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 000 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 O O

SET PORTAUTH USERNAME

goooo CentreCOM AR570S 0000000000 2.9
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SET RADIUS

SET RADIUS

O00000000oo /000000

SET RADIUS [TIMEOUT=1..15] [DEADTIME=0..1440] [RETRANSMITCOUNT=I1..5]

g

RADIUSO Remote Authentication DialIn User Server0 D0 00000000000 DOOOOODOO
goog

goooog

TIMEOUT RADIUSOOOOOOO0OO0OODOOOODO0OOOOOOODmMOOOOO TIMEOUTOOOOO
0000oD00o0oo0ooooooooooooooooooooooog enn

DEADTIME RADIUSOOCOOOO0OOO0OO0O0OO1+RETRANSMITCOUNTOOOOOOOOO
goboboboobooboooooboooobobooboobobooDUbbOobooboobDobDDLDoo O
oo0ooooopoooooooom

RETRANSMITCOUNT RADIUSOOO0OOOOOOOOOORADIUSOOOOOOOOOOOOO
O000000000 RETRANSMITCOUNTOO OO DO OOOOORETRANSMITCOUNT O O
0000000000000 0oU0Oo RADIUSOOOODODODODODODOOODO0DODODODOOOOOOOO
goooooboooboooboobbobobooobhmooboboobooobbooboDbOoo
DEADTIMEO O OOOOOOOOOODOOOOODOO 300

goooognd

DEADTIMEO OO0O0OOU0OO0OOO0OO0ODOOODOOO0UODDOODODDODOODODODODODOODODOOODDOOOOOOO
O000000oooooooo0o0ooooDoooDoo0U0oo RADIUSOOOOOODOOOOOOOO
gooooopogobooobooboobobobboobooboboobboobbobbobbooo
ODOODODODODEADTIMEOOODODOOODOO 10000000000 0DO0OODOOO

goooog

ADD RADIUS SERVERO 1310000
SHOW RADIUSO431 0000
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SET SCRIPT

SET SCRIPT

0000oo0oo0oo0o0ooo /00000

SET SCRIPT=filename LINE=line-num [AFTER=1ine-num] [BEFORE=1ine-num]
[TEXT=string]

filename: 0000000000 .scp O.cfgh
line-num: 0000100
string: 100010127000

0

gobooobooooboobooobo
goboooobogoobooobooboobbobboobooobo

goooog

SCRIPT O0O0OO0O0OOOOOOO

LINE OoOO0O0OO0OOoOoogno

AFTER ODO0OCOOOCOLINEOODODOODOOOAFTEROODOOOOOOOOODOO
BEFORE OU0OO0OCOOOOCLINEODODUODOOUOOOBEFOREODOOODDOOODOOOOOO
TEXT 00000000

g
m basic.scp 0 20 00 Oreset ppp=00 000000

SET SCRIPT=basic.scp LINE=2 TEXT="reset ppp=0"

m advanced.scp0 100000 70000000000

SET SCRIPT=advanced.scp LINE=10 BEFORE=7

goooog

ACTIVATE SCRIPTO 1200000
ADD SCRIPTO 1330000
DEACTIVATE SCRIPTO 186 0 0 O O
DELETE SCRIPTO 197 00 0 O
SHOW SCRIPTO 4340000
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SET SNMP ASNBERPADDING

SET SNMP ASNBERPADDING

O0000000o00oooO /SNMP

SET SNMP ASNBERPADDING={ON|YES| TRUE|OFF|NO|FALSE}

g

SNMPOOOODOOOOOOOOOO
goooog

ASNBERPADDING SNMPOOOOOOOOO GetOOOODOOOOOOOOOOOOOOOODOOO
000000000 00000000 1ByteD D O000O0D0DOO00O0O0MMOOO0OO0O0O0O0O020000
00000000 %it000 100000032bit000000000 428657868804294967295(11
ONDOO0O00000000000000000 1Byte000O0DOO0OCOFFOOODOOO0OO0OOOO
0000 1ByteD0ODOOOONDYESOTRUEO DO OFFONOOFALSEO DO OOO0ODOOOO
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SET SNMP COMMUNITY

SET SNMP COMMUNITY

O0000000o00oooO /SNMP

SET SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [OPEN={ON|OFF|YES|NO|
TRUE|FALSE}]

community: SNMPOOO00O000001015000000000000000

0

OSNMPv1l/v2cOSNMPOUOOOO0O00O0OO0O0D0O0OO0OOD0OODOOO
goooog

COMMUNITY SNMPOOOOOOOO

ACCESS 00000000000 00D0O0O000OREADODOODOODOOOOOgetOget-nextdd
O0DO0O0OWRITEDOODOOOOgetO get-nextDset0 000000

OPEN SNMPOOOOOOOOOODOOOODOOOODOOOOOOOOOOONOODODOODOOOOD
MANAGEROODOOOODOO0OD0OOUOOOO0OODODOOODODO0OO0DO0O0O0OOYESOODODOOooOoooo
OSNMPOOOOOOOODOONOYESOTRUEO OO OFFONOUFALSEO OO OOOOOOO

goooog

CREATE SNMP COMMUNITYO 167 0000
DESTROY SNMP COMMUNITYO 2100000
SHOW SNMP COMMUNITYO 441 0000
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SET SNMP ENGINEID

SET SNMP ENGINEID

O0000000o00oooO /SNMP

SET SNMP ENGINEID=id

id: SNMPO OO0 IDO50320000 16000

g

OSNMPv30 0000 IDO snmpEnginelDO 00 OO0 O
0000000000000 Ooo SNMPOOOOOOODODDODODODDODOODODOUODOUOUOUOOODODOO
00 m

goooog

ENGINEID SNMPOOOO IDO5SO320000 1600000000000 0000000000OOF
goooooogon

goooodf

0000000000000 IDO0O00O000000000000000IDO000 1100000000
000000000000000000000000000000
(1)010400000000000000000000000000000000CFM 1600100000 2070
001000000000000000000000800000CFO0O00O0O0

()0 500000000030 16000000000000 MACOOOOOOOOOOOOO

(3)0 60110000 MACOOOODO

goooog

SHOW SNMPO 4370000
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SET SNMP GROUP

SET SNMP GROUP

O0000000o00oooO /SNMP

SET SNMP GROUP=group SECURITYLEVEL={noAuthNoPriv|authNoPriv|authPriv}
[READVIEW=view] [WRITEVIEW=view] [NOTIFYVIEW=view]

group: SNMP OO 0O00D01032000000000000000
view: SNMPOOO0O001032000000000000000

0

OSNMPV3OD OO0 O0oo0ooooooooooo
goooog

GROUP SNMPOOOODO

SECURITYLEVEL 0000000000000 O0O0O0O0O0O0OO00O0OO0O000O0OOO0O0O0O0DOO00O0OO0
noAuthNoPrivl 0000000000 M authNoPrivl 0000000000 I authPrivl 00
gddtbooooouoouoouoo

READVIEW 0000000000000 O0O0OO0COOMIBOODOOOOOOOODODODOOOOOOOO
0000 ADDSNMPVIEWOOOOOUOOOOOREADVIEWO OOODOODOOOOoOOoOOoooOO
odoooooooooMIBOOOOoooooooooo

WRITEVIEW 0000000000000 O0O0O0OO0OMIBOOOOODOOOOOOODODOOOOOOO
0000 ADDSNMPVIEWOOOOOOOOOOWRITEVIEWOOOOODOOOOODOOOOO
odoooooooooMIBOOOoOoooooooooooOg

NOTIFYVIEW 00000000000 00000000ooMIBOODOOOODOOODOoOoOoOoOoOoO
O0oooono ADDSNMPVIEW O OODOOOOOOONOTIFYVIEWODOOOOOOOoOoOO
odoooooooooooooooMIBOODODODOOODOODOODoOOoOoooooooooooo
ooo

goooog

ADD SNMP GROUPO 136 D 0O O
ADD SNMP USERO 1420000
ADD SNMP VIEWO 1440000
DELETE SNMP GROUPO 1990000
SHOW SNMP GROUPD 4430 00O
SHOW SNMP USERO 4490000
SHOW SNMP VIEWO 451 0000
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SET SNMP LOCAL

SET SNMP LOCAL

O0000000o00oooO /SNMP

SET SNMP LOCAL={NONE|1l..15} [VERSION={V1|V2|V3|ALL}]

g

OSNMPv1l/v2c/30SNMP OO0 0000000000000 IPOOOOOOOOOOOOOOOOOOO
goooooooooo

goooog

LOCAL SNMPOUOOOOOODODOODOOOODOODOOOIPOO0ODOOOOOOOODOOOOOIPODOOO
oo0oooooooooOoOSNMPOOODOOOOIPOOOOODOOOOOOOOOOOIPODOOO
00000 IPOOO00000ODODOOOOOO0 NONEDOODODOD IPOOODODOOOOOOOOO
O000DU00ODOSNMPOOOODUOOO IPOODOODOOODODODOOOOO

VERSION 00000 SNMPOOOOOOOODOOO ALLDOOOOOOOOOOOOMO

goooog

ADDIPLOCALMIIPODO 1880000
ENABLE SNMPO 2570000

SETIP LOCALMIIPO O 3790000
SHOW IP INTERFACEI PO O 478 0 O OO
SHOW SNMPO 4370000
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SET SNMP TARGETADDR

SET SNMP TARGETADDR

O0000000o00oooO /SNMP

SET SNMP TARGETADDR=target [PARAMS=params] [IP=ipadd] [UDP=port]

target: SNMP O 000 0D001032000000000000000

params: SNMP OO 000000000000001032000000000000000
ipadd: IP 0000

port: UDP 000 000102550

g

OSNMPV3D OO0 OOooOoooooooooooooooooooooo
goooog

TARGETADDR SNMPOOOOOO

PARAMS SNMPOOOOOOOOOOOOOOOOADDSNMP TARGETPARAMS O O OOOOO
gboboooboooooooboobbon

P ooooooIPoooO

UDP OO0O0O000O0O0OOOOUDPOOODO102550000000000000 162

goooog

ADD SNMP TARGETADDRO 138 0 0 OO
ADD SNMP TARGETPARAMSO 140000 O
DELETE SNMP TARGETADDRO 200 00 0O O
SHOW SNMP TARGETADDRDO 445 0 0 0O O
SHOW SNMP TARGETPARAMSO 447 0 0 0O O
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SET SNMP TARGETPARAMS

SET SNMP TARGETPARAMS

O0000000o00oooO /SNMP

SET SNMP TARGETPARAMS=params [SECURITYLEVEL={nOAuthNoPriV|authNOPriV

authPriv}] [USER=username]

params:SNMP[I[I[I[I[I[I[I[I[I[I[IDDDDD1D32DDDDDDDDDDDDDDD
username: SNMP OO 000010320 00000000000000

0

OSNMPv3O OO O0O0OO0O000O0o0o0o00ooo0oooooooooooooooooooooooon
gobooobogooobooboboooboobbo

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOO

SECURITYLEVEL 0000000000000 O000O0O0O0O0O0OOO0O0OOO0OO0D0OOOOOOOO0
0 0noAuthNoPrivl 0000000000 MauthNoPrivl 000000000 0O M authPrivd O
00000000000 ooooooUSEROODOODOO0O0D0DOO0O0Oo0oo0ooooooooog
ggdodoooooooooo

USER SNMPOOOOOOADDSNMPUSERODOOOODOOOOOOOOOOOOOOO

goooog

ADD SNMP TARGETPARAMSO 140000 O
DELETE SNMP TARGETPARAMSO 201 0000
SHOW SNMP TARGETPARAMSO 447 0 0 0O O
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SET SNMP TRAPDELAY

SET SNMP TRAPDELAY

O0000000o00oooO /SNMP

SET SNMP TRAPDELAY=10..600

g

0000000 U00ODODOSNMPOOOODOODODODODODOODOODUODDOO
goooog

TRAPDELAY 0000 SNMPOOOOOOO0OO0ODOOOO0OODOOOOO0ODOODODO0DmMOOOOOO 1000
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SET SNMP USER

SET SNMP USER

O0000000o00oooO /SNMP

SET SNMP USER=username [GROUP=group] [AUTHPROTOCOL={NONE|MD5|SHA}]
[AUTHPASSWORD=password] [PRIVPROTOCOL={NONE|DES}]
[PRIVPASSWORD=password ]

username: SNMP OO0 000010320 00000000000000
group: SNMP OO O000D01032000000000000000
password: 1000 00803200000000000000O0

g

OSNMPV3D OO0 Ooooooooooon
goooog

USER SNMPOOOODO

GROUP SNMPOOOOOOADDSNMPGROUPOOOOOOOOOOOOODOOOOODODO

AUTHPROTOCOL 0000000 OMDSOSHAONONRIOOODOOODODOOOODOODOODO NONED

AUTHPASSWORD 0O0000000OAUTHPROTOCOLO MD50 SHADODOOODODODOOOOO
googod

PRIVPROTOCOL 00000 O0OCOOODESONONEDODOOODODOOODODODDOODODDDO NONEO
AUTHPROTOCOL 0 NONEO O OOODOOOOPRIVPROTOCOLOO NONEO OO OOOO
obobomobobobooooboobooboboobooooDoDooDo O

PRIVPASSWORD 0000000 O0O0PRIVPROTOCOLO DESOOO0OOOOOOOOOOOODOO

goooog

ADD SNMP USERO 1420000
DELETE SNMP USERO 2020000
SHOW SNMP USERO 4490000
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SET SSH SERVER

SET SSH SERVER

00000000000 / Secure Shell

SET SSH SERVER [HOSTKEY=key-id] [SERVERKEY=key-id] [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: 0 0 0 000655350
hours: 0 0
seconds: 00000

0

SSHOOOOOoooOoooooooo
goooog

HOSTKEY 000000000000 0O00O0O0O0ODO 10240000CREATEENCOKEYOOOOO
0000 OTYPE=RSAM

SERVERKEY 000000000000 0D0O0O0OOOO0O0OOOO128000000000000 512
O0000000000000O0CREATEENCOKEYODOOOODOOODOOTYPE=RSA

EXPIRYTIME 0000000000000 OO00O0O0O0000000O0OODO0O00O00O0O0OODOO0OO
gooo000o0oO0O0O0ODUO00DU00DUODDUDUOUODUOOD 0O

LOGINTIMEOUT 000000000000 MOOOO0OOO0OO00OO0DOOO0ODOOoOoOO
0000000000000 LOU0oDU0oDUUoDoooOoO 6000

goooog

DISABLE SSH SERVERO 228 00 O O
ENABLE SSH SERVERO 261 00 OO
SHOW SSHO 453 0000
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SET SSH USER

SET SSH USER

00000000000 / Secure Shell

SET SSH USER=username {PASSWORD=password|KEYID=key-id} [IPADDRESS=ipadd]
[MASK=1padd]

username: 000 0001015000000000000
password: 1000001031000

key-id: 0 0 0 000 655350

ipadd: IP 0000000000000

0

SSHOOOOOoooOoooooo
goooog

USER SSHOOOOOO

PASSWORD SSHOOOOOOOOOOODOOOOODOOOOOOODOOOOOOOOOODOOODOOO
0000000000000 00UUOKEYIDODODODDODODODODODoODoODODoODDOOOO

KEYID 00000 RSAOODOOOOCREATEENCOKEYDOODOOODDOOOODMmMRSADOOOOO
O00000000OPASSWORDOOOOOOOODOOOOOODOO

IPADDRESS 0OO0O0O0OO0OOSSHOOODOODOOO IPOODODODOMASKOODODODOOOODODODOOOO
gboboobooooooobboooboobbo

MASK 0OO0OO0OO0OO0OOOIPADDRESSOOO0000DOOODOOO00O0OOODOOOOOOOODODOOOOO
oo

goooog

ADD SSH USERO 1470000
DELETE SSH USERO 2040 00O
SHOW SSH USERO 462 000 O
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SET SYSTEM CONTACT

SET SYSTEM CONTACT

O000oo0oo0ooooo /0000
SET SYSTEM CONTACT=string
string: 0000102550 000000000000000000000!"#$%&"()*+,-./:;<=>@[\]>"_
‘{|}MDo0o00000000000000000000000000000000000D0000O00000000Q

00o0o0o0ooo0”00o0000o0ooo00o0o0o0o0ooo0Oo0ooOo0Oooooooo0oO0ooo0nooooo
o0?200000000

g

0000000000000 MIBODOOOO sysContact 00000000
goooog

CONTACT 00000000000 sysContactdd

g
m sysContact 000000

SET SYSTEM CONTACT="admin@lsys.mydomain.xxx"

goooog

SET SYSTEM LOCATIONO 3370000
SET SYSTEM NAMEO 3380 0 00O
SHOW SYSTEMO 4650 0 0O
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SET SYSTEM DISTINGUISHEDNAME

SET SYSTEM DISTINGUISHEDNAME

O000oo0oo0ooooo /0000

SET SYSTEM DISTINGUISHEDNAME={dist-name|NONE }

dist-name: X.500 O O O O DN “ecn=myname,o=myorg,c=jp” 00 0 0

g

PKIOISAKMPOODOODO X5000000DNOOOOOOO
googgo

DISTINGUISHEDNAME X5000C000DNMMLDAPOOOODOOOODOOOOOOOOODDODOOOO
cnl0 Common Name[T] ol Organization[ cO CountryD 000 0000000000000 0OO
goo

=
m 0000000 cn=pote,o=orange,c=jpl OO0 000

SET SYSTEM DISTINGUISHEDNAME="cn=pote, o=orange,c=jp"

goooog

CREATE PKI ENROLLMENTREQUESTD PKIO O 180000
SHOW SYSTEMO 4650 0 0O
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SET SYSTEM LOCATION

SET SYSTEM LOCATION

O000oo0oo0ooooo /0000

SET SYSTEM LOCATION=string

string: 0000102550 000000000000000000000!"#$%&"()*+,-./:;<=>@[\]>"_
‘{|}MDo0o00000000000000000000000000000000000D0000O00000000Q

00o0o0o0ooo0”00o0000o0ooo00o0o0o0o0ooo0Oo0ooOo0Oooooooo0oO0ooo0nooooo
o0?200000000

g

000000000000 MIBOODOOO sysLocationO0 0000000
goooog

LOCATION 00000000 OsysLocationOd

g
m sysLocation D0 0000

SET SYSTEM LOCATION="8F, TTT Bldg."

goooog

SET SYSTEM CONTACTO 3350000
SET SYSTEM NAMEO 3380 0 00O
SHOW SYSTEMO 4650 0 0O
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SET SYSTEM NAME

SET SYSTEM NAME

O000oo0oo0ooooo /0000

SET SYSTEM NAME=string

string: 0000102450 000000000000000000000!"#$%&"()*+,-./:;<=>@[\]>"_
‘{|}Do0o00000000000000000D000000000000000000D00D00O00000000O
00o0o0o0ooo0”00o0000o0ooo00o0o0o0o0ooo0Oo0ooOo0Oooooooo0oO0ooo0nooooo
o0?00000000

g

0000000000 MIBOOOODOO sysNameOOOOOOOO

goooog

NAME 0O0000OO0OsysName[DOOOODOOOO0O0O0O0O00O00O0O0O0OO0O0DOO
g

m sysName 0O O 000

SET SYSTEM NAME="white.mydomain.xxx"

goooodf

sysName D0 O DO00D000000000D000O000O0O00O00O0OO00O000O0O00O0O00O0O00O0
odooooooIPOO0O0OODNSOODODODOODDMOODO0OOoDOooO0ooooooooooooog
00o000000000000000000000000000sysName 00 myrouter.mydomain.xx.jpd
U00000000MTELNET hispc00 000000000000 hispe.mydomain.xx.jpd O O O
ODNSOOOOooooo

UOODHCPOOOODDOODOODOUOsysName 0000 DHCP Discover/Request 0 00 00O
HostName OO O OOOODODOOOOOOOODODDHCPO IPOOOOOOOOO ISPOOOOOHostName
J000U000oooooo/0000o0Oo0OoU0O0U0U000UO0oUoDooooOoOoOOoOIsPOOOOOOO
ggoodooooooooon

goooog

SET SYSTEM CONTACTO 3350000
SET SYSTEM LOCATIONO 3370000
SHOW SYSTEMO 4650 0 0O
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SET SYSTEM TERRITORY

SET SYSTEM TERRITORY

O000oo0oo0ooooo /0000

SET SYSTEM TERRITORY={AUSTRALIA|CHINA|EUROPE|JAPAN|KOREA|NEWZEALAND| USA}

g

0000000000000 00000000QY3IUPRIDODDODODODODOOODDOOOOOOOOODODO
000000000000 UOD JAPAN

goooog

TERRITORY OO

goooodf

gbobooooboooboo

goooog

SETPRIDOOOOODOOOOOS7ZO000

SETQ931MISDNO O 410000

SET SYSTEM CONTACTO 3350000

SET SYSTEM LOCATIONO 3370000

SET SYSTEM NAMEO 338 0 0 0O

SHOW PRI CONFIGURATIOND OO O0OO0O0O0O000O0 930000
SHOW PRISTATELO OO0 OOOOOOO 1000000

SHOW Q931 ISDNO O 590000

SHOW SYSTEMO 4650 0 0O
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SET TELNET

SET TELNET

00000000000 /000000000

SET TELNET [TERMTYPE=string] [INSERTNULL={ON|OFF}] [LISTENPORT=port]
[MAXSESSIONS={1-32}]

string: 10 001031000000000000000000000O0
port: TCP OO 000010655350

0

Telnet 0000000 Telnet 00 0000000000000
goooog

TERMTYPE Telnet0O0 0000000000000 000000O000O00O0OOO UNKNOWN O
googod

INSERTNULL CROOOO0OOO0OOOOO0OOOOOOOOOOOOOO OFFO

LISTENPORT TelnetOOOUOOODOOO TCPOOOOOODOOOO 23

MAXSESSIONS 0000000 Telnet00D0O000D000000O00O0ODO0O0O0OOOOOOOOO
goboogoobooooboooooooboobboobooboobbobboobbobboobo
o0ooo0ooooooooo 320

goooog

ENABLE TELNET SERVERO 264 00 0 0 O
SHOW TELNETO 4680 0 0O O
TELNETO 486 D OO O
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SET TIME

SET TIME

O000oo0oo0ooooo /0000

SET [TIME=time] [DATE=date]

time: 00 0 hh:mm:ss 0 000 hh 00 000230 mm 00 0005900 ss 0 00 00590
date: 0 00 dd-mmm-yyyy 000 0dd0001031MmmmO00000000 3000 00APRMyyyy 00000

g

gobooobobooobbooboo
goooog

TIME 00O
DATE OO

g
0000000201080 90 190000000

SET DATE=9-Aug-2001 TIME=19:00:00

] J0o0goooon

SET TIME=19:02:00

goooodf

NTPOOOOODOODODOO0DODOODOOOOOO

goooog

ADD NTP PEERO 130000 O
SHOW TIMED 469 0 0 OO
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SET TRIGGER CPU

SET TRIGGER CPU

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [CPU[=1..100]] [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 010 2500

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

date: 000 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyy0 0000
day-list: 0 0 0 0 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

g

cPUDOODOODODOOOOODODUODOUDODOO
goooog

TRIGGER 000000

CPU OO0OOOCPUDOOOODODOOODODOOOODOD

DIRECTION 0O00O0O0OUPODOOOOOOOOODOOOOOOOMDOWNOOOOOOOOOOOO
O00D0DU0DmMANYODODDODDODDODODOODODODODOOO ANYOD

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000DO0OO0OD0O0OO0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODOooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oo0oo0YESO FOREVEROODOOOODODODODODOOOOO
O0000DO0DO0DONOODONCEODDODUOODOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD

TEST 0000000000000 000OO000O0DODO00DO0O00O0O0D0O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoOoooOoooooooooooooooooooooogo
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O000ooooooo NOO

goooog

ACTIVATE TRIGGERO 121 000 O
ADD TRIGGERO 149000 0O
CREATE TRIGGER CPUO 1690000
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00 0O
ENABLE TRIGGERO 2650 0 00O
SHOW TRIGGERO 470000 O

googn

SET TRIGGER CPU
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SET TRIGGER FIREWALL

SET TRIGGER FIREWALL

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [FIREWALL [={ALL|DOSATTACK|FRAGATTACK|HOSTSCAN|
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK}]] [MODE={START|END|BOTH}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 0102500

time: 00 0Ohhmm 000 0Ohh 00000230 mm 000005910

date: 000 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyy0 0000
day-list: 0 0 0 0O 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

g

gobooobogobooobooboobbobboon
goooog

TRIGGER 000000

FIREWALL 000000000 0O0OO0O0ODOOO0OOO0OO0OOO0OOO00DOO0OO0ODOO0OODOOOOODOOOO
OOMODEODODODODOODODODODODODODODODODOOoDooooooooooon

MODE 0000000000000 000000000000000OSTARTOOOOOOOENDOO
O000U0BOTHOOOODODODODODOODODODODDODOODDODDODODDODODODDODODOOOOOO BOTHO

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 00000000000 000D00OO0OD0OO0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATED O DD ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oo0oo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0D0ODONOODONCEDDODUOODOOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD

TEST 0000000000000 000OO000O0DODO00DO0O00O0O0D0O0D0ODO0OO0DOOOOSCRIPTO

344 | CentreCOM AR570S 0000000000 2.9 ooooo
613-000273 Rev.J



SET TRIGGER FIREWALL

gooooboooboboobobbobobobbooboobobbboboobobobboboD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo

O000ooooooo NOO

goooog

ACTIVATE TRIGGERO 121 00O O

ADD TRIGGERO 149000 0O

CREATE TRIGGER FIREWALLO 171 0000
DESTROY TRIGGERO 211 0 OO O

DISABLE TRIGGERO 2320 00 0O

ENABLE TRIGGERO 2650 0 00O

SHOW TRIGGERO 470000 O

googn
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SET TRIGGER INTERFACE

SET TRIGGER INTERFACE

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [INTERFACE[=interface]] EVENT={UP DOWN|FAIL|ANY}
[CP={BCP|CCP|IPCP|LCP}] [AFTER=time] [BEFORE=time] [{DATE=date]
DAYS=day-1ist}] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[TEST={YES|NO|ON|OFF }]

trigger-id: 10 0 0 00 0102500

interface: 1 00000000

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 000590100

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00O 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

g

gobooobogobooobooboobbobboon
goooog

TRIGGER 000000

INTERFACE 00000000000 0000000000C0OO0000O0Ethernet0 0000000
OethXODVLANOOOOOOOOOvIanXOPPPOOODOOOOOpppXOOODOPPPODO OO
ooooooooocCPooOOOOODDODOO

EVENT 0000000000000 0000000000000O0000000000O00000O000n
Oo0ooooUPODODODODOODUODODOWNOOODODODODOOFAILOOODODODOOODOOOOANY
0000000000000 000000000EthernetO VLANOODOOOODOOOUPDO
DOWNDOOOOO

CP 0U0O0OO0OPPPOOODOOODOOUOOOOOOODOOINTERFACEOD PPPOOOOOOOOOOOO
0000000000000 00000000%10PPPOOOOOODOOODM%200000000
O000mM%30000000030000000000

AFTER 0000000000000 O00000O0O0O0OD0O0O0O0O00000O00OOAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000ODO0OO0OD0OO0OO00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
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SET TRIGGER INTERFACE

0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODODOOOOOOOOO

REPEAT 00000000000 OO0ODOODOODOUOOOO0OOOOO0OOOOOODOOOOODOOOOO
0000000000000 0000o0oo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0D0ODONOODONCEDDODUOODOOoooooooooooooooooooooooo
000000000000 00o00000ooo0oood FOREVERD

TEST 0000000000000 000O000O0O0O00DO0O00O00D0O0D0ODO0OO0DOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O00O0ooooooo NOO

goooog

ACTIVATE TRIGGERO 121 00O O

ADD TRIGGERO 149000 O

CREATE TRIGGER INTERFACEO 173 0 0 00
DESTROY TRIGGERO 211 0 OO O

DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 00O

SHOW TRIGGERO 470000 O
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SET TRIGGER MEMORY

SET TRIGGER MEMORY

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [MEMORY[=1..100]] [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 010 2500

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

date: 000 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyy0 0000
day-list: 0 0 0 0 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

g

gobooboooobooobooboobobon
goooog

TRIGGER 000000

MEMORY 00000000000O0DOOODOOOOCOOOOOOOO

DIRECTION 0O00O0O0OUPODOOOOOOOOODOOOOOOOMDOWNOOOOOOOOOOOO
O00D0DU0DmMANYODODDODDODDODODOODODODODOOO ANYOD

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000DO0OO0OD0O0OO0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODOooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oo0oo0YESO FOREVEROODOOOODODODODODOOOOO
O0000DO0DO0DONOODONCEODDODUOODOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD

TEST 0000000000000 000OO000O0DODO00DO0O00O0O0D0O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoOoooOoooooooooooooooooooooogo
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O000ooooooo NOO

goooog

ACTIVATE TRIGGERO 121 000 O

ADD TRIGGERO 149000 0O

CREATE TRIGGER MEMORYDO 1750 00 O
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00 0O

ENABLE TRIGGERO 2650 0 00O

SHOW TRIGGERO 470000 O

googn

SET TRIGGER MEMORY

CentreCOM AR570S 0000000000 2.9
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SET TRIGGER MODULE

SET TRIGGER MODULE

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [MODULE] [module-parameters...] [AFTER=time]
[BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|
ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 010 2500

module-parameters: 0000000000000

time: 00 Dhhmm 00O 0hh 00 000230 mm O 00005900

date: 000 dd-mmm-yyyy 0000dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00O 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0 010 42949672940

g

goooobooobooobooboobbonoo
goooog

TRIGGER 000000

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 00000000000 000D0O0OO0OD0O0O0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODOoOoooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 000o0ooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEDDODOODODOoooooooooooooooooooooooo
000000000000 00o00000ooo0o0od FOREVERD

TEST 0000000000000 000O00O0O0DODO00DO0O00O00D0O0D0ODO0OODOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoOoOoOoOoooooooooooooooooooooogo
O00O0ooooooo NOO
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goooog

ACTIVATE TRIGGERO 121 00O O

ADD TRIGGERO 149000 0O

CREATE TRIGGER MODULEO 1770000
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00 0O
ENABLE TRIGGERO 2650 0 00O

SHOW TRIGGERO 470000 O

googn

SET TRIGGER MODULE
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SET TRIGGER PERIODIC

SET TRIGGER PERIODIC

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [PERIODIC[=minutes]] [{DATE=date|DAYS=day-1ist}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 010 2500

minutes: 00 010143900

date: 0 00 dd-mmm-yyyy 000 0dd0001031MmmmO00000000 3000 00APRMyyyy 00000
day-list: 0 0 0 0 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
gdoddoooooooooooono

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

string: 10 0010400000000000000000000000

count: [0 0 0 10 4294967294

g

gobooobooooobooboooboobo
goooog

TRIGGER 000000

PERIODIC OO0O0OQ0OO0O0OO0O0OOOODOOOODOOOO

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODOooooooo

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000DO0OO0OD0O0OO0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

NAME 000OO0O0OOSHOWTRIGGEROODOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 000o0ooo0YESO FOREVERODOOOODODODODODOOOoOO
O0000D0DO0DONOODONCEODDODODUOODOOoooooDooooooooooooooooooo
000000000000 00o00000ooo0o0od FOREVERD

TEST 0000000000000 000OO000O0DODO00DO0O00O0O0D0O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O00O0ooooooo NOO
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goooog

ACTIVATE TRIGGERO 121 00O O

ADD TRIGGERO 149000 0O

CREATE TRIGGER PERIODICO 1800 00 O
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00 0O

ENABLE TRIGGERO 2650 0 00O

SHOW TRIGGERO 470000 O

googn

SET TRIGGER PERIODIC
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SET TRIGGER REBOOT

SET TRIGGER REBOOT

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [REBOOT [={RESTART|CRASH|ALL}]] [AFTER=time]
[BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|
ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 010 2500

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

date: 000 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyy0 0000
day-list: 0 0 0 0 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

g

gobooboogooooobooboooboobbo
goooog

TRIGGER 000000

REBOOT 0000000000000 O0O0ODOOOODOOOODOOCRASHOOODOOOODOOOOOO
RESTARTOOOOOOOODODOOODODOOODOOOOOOOOOALLOOOOOOOOOOOO

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
000000000000 U00 ALLODATEOD OO D ODOoOoooooo

AFTER 0000000000000 O00000O0O0O0OD0O0O0O0O00000O00OOAFTEROOODOOOO
o000 240000000000DOO

BEFORE 0000000000 0000D0OO0OD0OO0OO00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OO0ODOODOODOOOO0OO0ODOOOO0OO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0D0ODONOODONCEDDODUOODOOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD

TEST 0000000000000 000OO000O0DO0O00DO0O00O000O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoooOoOoooooooooooooooooooooogo
O00O0ooooooo NOO
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goooog

ACTIVATE TRIGGERO 121 00O O

ADD TRIGGERO 149000 0O

CREATE TRIGGER REBOOTO 182 0 000
DESTROY TRIGGERO 211 0 OO O
DISABLE TRIGGERO 2320 00 0O
ENABLE TRIGGERO 2650 0 00O

SHOW TRIGGERO 470000 O

googn

SET TRIGGER REBOOT
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SET TRIGGER TIME

SET TRIGGER TIME

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [TIME[=time]] [{DATE=date|DAYS=day-1list}]
[NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|
OFF}]

trigger-id: 10 0 0 00 010 2500

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

date: 000 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyy0 0000
day-list: 0 0 0 0O 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

0

gobooobooooobooboooboobo
goooog

TRIGGER 000000

TIME 0000000000000 0OO0OU0O0000000000O0S0000000OD00DOD0OOOOO
Oo0os0000000000D0DOO0OO

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
000000000000 U00 ALLODATEOD OO D ODOoOoooooo

NAME 000OO0O0OOSHOWTRIGGEROODOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEODDODODUOODOOoooooDooooooooooooooooooo
000000000000 00o00000ooo0o0od FOREVERD

TEST 0000000000000 000000O0DODO00DO0O00O000O0D0ODO0OO0DOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O00O0ooooooo NOO

goooog

ACTIVATE TRIGGERO 121 00O O
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ADD TRIGGERO 1490000

CREATE TRIGGER TIMEO 184 0 O O O
DESTROY TRIGGERD 211 0000
DISABLE TRIGGERO 2320 000
ENABLE TRIGGERDO 2650 0 0O O
SHOW TRIGGERO 4700000

ooooo
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SETTTY

SETTTY

00000000000 /000000000

SET TTY [HISTORY=0..99] [PAGE=4..99] [PROMPT={string|DEFAULT|OFF}]
[TYPE={DUMB|VT100}]

string: 10 0010150000000000000000000000

0

00000 Telnet 0 0000000000000 0D00O0O0OOTIYOOOOOODODOOOODODOOODO
goooog

HISTORY 00000000000 OOOO0OOOOOOOOOOOO99000000000OHISTORY
goooooooooboooooooboobboobooboobbobboobboobobooobo
O00O0OO0OO0ORESET ASYNHISTORY OO ODOODOODOOOODOOD 300

PAGE 000 100000000409 000000000000000 2200FF00000O0DOOO
goboooboooooooboobbon

PROMPT 0O0O0O0O0OO0OOOODEFAULTOOOOOOOOODOODOO

TYPE 00000000000 OOOOOOVIIO0ODODOODODOoOoOoooooD vrieooooooooo
oo0ooooooobuUMBOOOOOOOOOVTIOODOODODODODODOOoOooooooooooon
Ooooooooooooooon vTiood

goooog

SETASYND OOOOOOooooos0o0o000
SHOW ASYND O OOOooooooes0000
SHOW TTYD 4750000
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SET USER

SET USER

00000000000 /000000000000

SET USER=login-name [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}]
[DESCRIPTION=string] [PASSWORD=password] [PRIVILEGE={USERMANAGER
SECURITYOFFICER}] [TELNET={YES|NO}] [IPADDRESS=ipadd] [NETMASK=ipadd]
[MTU=40..1500]

SET USER [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}] [LOGINFAIL=1..10]
[LOCKOUTPD=1..30000] [MANPWDFAIL=1..5] [SECUREDELAY=10..3600]
[MINPWDLEN=1..23]

login-name: 00000010 64 00000000000000D00D0O0O0DO0OOO0DOOOODOOOODOOO

0 010123456789 ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz [

password: 00010 320000000000000000000000O00I0OO00O0OO0OOOOOO (O

00000000 00%$%& ()*+,-./0123456789:;<=>@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]"-‘abcdefghijklmnopqrstuvwxyz{| }
string: 10001024000

ipadd: IP 0000000000000

0

gbobooooooboooboboboobobobobDoob™@WoooDboobobDobDooboDbUbDb O
gooboooobooooooboboobobbooboooobDooooboom

goooog

USER 0000000000000 0O0DOODODOOODOOO0O0O0O0O0O000O00O000O0000oooo
gooogooobooobooboboobobbobboboooooooboobbobbbbbbbbobo
oo

LOGIN USERODOOOO0O0OO0OOO0000DOO0ODOOO00000DOOOO00ooDooooooooooo
0000000000000 0 MANAGER/SECURITYOFFICEROODOOODOOODOOODOOO
O00000oooooo0o0oooooUSERODODOODOO0O0O0ODOOOO0O0DO0ODOoDOOOOOO
000000000 USEROODOOOOODOOO0 LOGINDODODOOOoooooooo

DESCRIPTION 0O00O0O0OO0OO0O0O0OOO

PASSWORD 00000000000 0D0OOOOOOOO0ODOOOO0Oé0ODUIDODDOOOLODDODDOD
gooogo

PRIVILEGE 0000000000000 MM USEROD O MM MANAGERISecurity Officet] SECURITYOFFICERD
goooooo

TELNET 000000 Telnet0 D00 0O0000000000O00O00 TELNETOOOOOOOOO
goooooooooo

IPADDRESS 0OO0O0O0O0O0O0OOOIPOOOOONETMASKOOODOOOOO

NETMASK 0OO0O0O000O0O0OO00O0OO0OOO0OOOIPADDRESSOOOOOOOO
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SET USER

MTU OO0OO0OO0O0 MTUOO4001500000000000

LOGINFAIL 000000000000 00O000OO0O00O0S0000000000000 LOGINFAIL
0000000000000 0oo00000ooDooODOD00D0D0D0D0o00 LOCKOUTPDO OO
O000Telnet0 0000000000000 00000D000O0 Telnet O 0O LOCKOUTPD O
goooooo

LOCKOUTPD LOGINFAILOOOOOOOOOODOOOODOOOODOODOOOOOOOOOOooOoDOO
O00000000@MTelnet0 000000000000 000D00000 TelnetDOOOOO
O0o0oooooooetonn

MANPWDFAIL COO0O00O0O0O0OO0O00OOADDUSEROOOOODELETE USER OO OO OPURGE
USER O 00O OSET MANAGERASYNOOOOOSETUSEROO OO OOOOODOOOOOO
00o0oooooooooooooooon 30

SECUREDELAY 000000000 O000O0D0DOOOOOODOOOOO6000

MINPWDLEN 00000000000000O000O0 6000

g
mJ000secadmin0 00000000000

SET USER=secadmin PASSWORD=newpass

10000000000 D0DOO0O0DOOOOODOOODODOOO

SET USER MINPWDLEN=10

goooog

ADD USERO 1510000

DELETE USERO206 0O OO

DISABLE SYSTEM SECURITY_-MODEO 230 00 OO
DISABLE USERO 233 0000

ENABLE SYSTEM SECURITY_-MODEO 263 00 0O O
ENABLE USERO 266 0 0 OO

PURGE USERO 284 0000

RESET USERO 2920000

SHOW USERO 478 0000
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SHOW ALIAS

SHOW ALIAS

00000000000 /0000000000

SHOW ALIAS

g

gobooobooooboobooobo

gooooogono

Manager > show alias
Alias ....... 1s

String .... show file
Alias ....... mv

String .... rename
ooooon

ADD ALIASO 1220000
DELETE ALIASO 187 0 00O
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SHOW BUFFER

SHOW BUFFER

O000oo0oo0ooooo /0000

SHOW BUFFER

g

goooobooobooobooboobbonoo

gooooogono

Manager > show buffer

Memory ( DRAM ) .......... 65536 kB

Free Memory .......oeeueo.. 77 %

Free fast buffers ........ 0

Total fast buffers ....... 0

Free buffers ............. 25094

Total buffers ............ 26668

Buffer level 3 ........... 125 (don’t process input frames)

Buffer level 2 ........... 250 (don’t do monitor or command output)
Buffer level 1 ........... 500 (don’t buffer up log messages)
Buffer level 0 ........... 1500 (warning via snmp trap)

Memory ( DRAM 000000 DRAMOOOOOOOO
)

Free Memory DRAMODOOOO0O0DOO%0

Free fast buffer oooo0ooooooooooOoooooo oo oooooooooDO
O000000Free buffers0 00000000000

Total fast buffer OooooooooooooooooooooooooooobRAMOCOOOO

gobooobooooboooboobbobbobboobooobooobo
gobooobooooboooboobbobbobboobooobooobo
gobooobooooboooboobbobbobboobooobooobo
000000000000000000Total fast buffer0 00000

Free buffers goooooooouooooo
Total Free buffers oooooooooooog
Buffer level n gooooooooouoooboboooooooboooobooboobooooooog

goboooboooobbooboo

0 37:
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SHOW CONFIG

SHOW CONFIG

00000000000 /0000000000

SHOW CONFIG [DYNAMIC [=module-name]]

module-name: 000000

g

O0000oooooooo0ooooobDYNAMICOODODODODODODODOOooDoOoOoOooOooooooo
goboooboooobooobooboobbobboobo

goooog

DYNAMIC 0000000000000 O0O0OO0OOO0DDOOODOODOO0OO0OOOOOODODOOOOO
SHOW CONFIG DYNAMIC=IPO O OOO0OO0O0O0OO0000oO0O00ooooon

gooooogono

Manager > show config

Boot configuration file: flash:ispfw.cfg (exists)

Current configuration: flash:ispfw.cfg
Manager > show config dynamic=firewall

#

# FIREWALL configuration

#

enable firewall

create firewall policy="net"

disable firewall policy="net" identproxy

enable firewall policy="net" log=inal, inde
enable firewall policy="net" icmp_f=all

add firewall policy="net" int=vlanl type=private
add firewall policy="net" int=ppp0 type=public
add firewall poli="net" nat=enhanced int=vlanl gblin=ppp0

Boot configuration file gboobooobobobooooobooboobooboobobboobooboobod
0000000000000 U000DU0UUOOM™NotsetbOoooonO
Current Configuration gobooopoobooboobboobbooboo

0 38:
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googod

CREATE CONFIGO 158 00 00O
RESTARTO 2930000
SET CONFIGO 2950000
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SHOW CPU

SHOW CPU

O000oo0oo0ooooo /0000

SHOW CPU

g

ceruoooooooooon

gooooogono

Manager > show cpu

CPU Utilisation ( as a percentage )
Maximum since router restarted ..... 31
Maximum over last 5 minutes ........ 31
Average since router restarted ..... 5
Average over last 5 minutes ........ 5
Average over last minute ........... 4
Average over last 10 seconds ....... 5

Average over last second ........... 13

Maximum since router restarted oooogo

Maximum over last 5 minutes oos500000000

Average since router restarted oo30000o0000

Average over last 5 minutes 00500000000

Average over last minute 00100000000

Average over last 10 seconds oo10o0o0000000

Average over last second o0l00000000

0 39:

goooog

SHOW BUFFERO 362 00 0O
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SHOW DEBUG

SHOW DEBUG

O000oo0oo0ooooo /0000

SHOW DEBUG [STACK]

gbobooooboooboo
goooog

STACK O000O00O0O000O0O0O0OO0O0OO0ODUO0ODOooooo

gooooogono

Manager > show debug stack

Router RESTART occurred

Check exception table for restart cause

STACK DUMP

00001260: 00000000 00000580 00000001 00000001
00001270: 00010000 ffffffff 45464748 494a4dbdc
00001280: 005c8338 00001034 4d4e4f50 51525354
00001290: 55565758 595a4142 00001449 45462000
000012a0: 20004344 4546c008 43444546 43444546
000012b0: 000el3£f8 000a00d6 4748494a 4bdcddde
000012c0: 4£505152 53545556 5758595a 41424344
000012d0: 45464748 494adbdc 4d4e4f50 51525354
000012e0: 55565758 595a4142 43444546 474849%4a
000012£0: 4b4cddde 4£505152 53545556 5758595a

goooog

SHOW EXCEPTIONO 367 D OO O
SHOW LOGO 3880000

SHOW STARTUPO 4640000
SHOW SYSTEMO 4650 0 0O
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SHOW EXCEPTION

SHOW EXCEPTION

O000oo0oo0ooooo /0000

SHOW EXCEPTION

gbobooooboooboo

gooooogono

Manager > show exception
Spurious interrupts = 0
Router exception list
No: 01
Offset/Type $008/Bus error Address $43444546
Time 12:49:15 on 28-Sep-2001 Clock Log 12:48:16 on 28-Sep-2001
SSW $00d6 Fault Addr $43444546
No: 02
Offset/Type $07c/Watchdog timer Address $002cd46a
Time 12:46:19 on 28-Sep-2001 Clock Log 12:45:37 on 28-Sep-2001
No: 03
Offset/Type $008/Bus error Address $002dleda
Time 12:40:40 on 28-Sep-2001 Clock Log 12:40:38 on 28-Sep-2001
SSW $0045 Fault Addr $51009e18
No: 04
Offset/Type $008/Bus error Address $002dleda
Time 12:34:40 on 28-Sep-2001 Clock Log 12:34:22 on 28-Sep-2001
SSW $0045 Fault Addr $51009e20
No: 05
Offset/Type $008/Bus error Address $002dleda
Time 12:06:25 on 28-Sep-2001 Clock Log 12:06:05 on 28-Sep-2001
SSW $0045 Fault Addr $51009e18
No: 06
Offset/Type $008/Bus error Address $002dleda
Time 11:53:09 on 28-Sep-2001 Clock Log 11:52:09 on 28-Sep-2001
SSW $0045 Fault Addr $51009e18
No: 07
ooooo CentreCOM AR570S 0000000000 2.9 | 367
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Offset/Type : $008/Bus error Address : $002dleda

Time : 18:44:18 on 19-Sep-2001 Clock Log : 18:44:03 on 19-Sep-2001
SSW : $0045 Fault Addr : $51009e20
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SHOW FEATURE

SHOW FEATURE

O00000000oo /000000

SHOW FEATURE [={featurename|index}]

featurename: 10 0000001012000
index: 000000000100

g

gobooobooobooobooboon

goooog

FEATURE 0OO0O0OO0OO0OO0OO0OO0OOO SHOWEFEATUREOOODODOOOOOOOOODODOODOOOOOOO
goobooobooooboooooooboobboobooboobbobboobbobboobo

gooooogono

Manager > show feature

The Special Feature Licences:

The current valid features

Triple DES Encryption
Secure Shell

FIREWALL

IPvV6

AES

Software QoS

Software QoS on Tunnels

googn
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SHOW FEATURE

Index goooooooooobooooooooo
FeatureName ooooooo
Licence U00000000Full00D000000 00 password incorrect] O

gooooooooboobbobboo
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SHOW FEATURE

Period goooooooooobooooooooouooo-d
The current valid features OO0 O00000OOOOOOOODOODOO

O 40:

goooog

DISABLE FEATUREO 2120000
ENABLE FEATUREO 242 00 00O

ooooao CentreCOM AR570S 0000000000 2.9 371
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SHOW FFILE

SHOW FFILE

00000000000 /0000000000000

SHOW FFILE[=filename] [CHECK]

filename: 0000000000000 O0OOOO

g

000000000000 0O0oFFSO0 0000000000000 UooDo00DUoDooDoUoooOoO
goooog
FFILE 0000000000000 00OO000DO0000O00oo0ooooooooooooooo

O00000oo0ooooOg283000000000O00ODO0OODOOO8300000OODOODOOO
CHECK 00000000000000000

gooooogono

Manager > show ffile

module name type size file date & time address check
ud cfg 579 20-Apr-2010 15:51:44 F800006C -
55001d1 hlp 74019 20-Apr-2010 11:47:20 F83A12DO0 -
prefer ins 64 20-Apr-2010 22:05:32 F83A1008 -
longname 1fn 17 20-Apr-2010 12:09:10 F83B5124 -
random rnd 3904 20-Apr-2010 12:02:00 F83B4150 -
55001d1 scp 3292 20-Apr-2010 11:47:46 F83B3434 -
snmpengn sec 40 20-Apr-2010 11:45:40 F83Al1l268 -
inst release lic 32 20-Apr-2010 22:05:28 F83A0FAS8 -
load 55290105 rez 3804184 20-Apr-2010 22:03:51 F8000350 -

flash use:

files ...... 3886820 bytes (9 files)
garbage .... 660 bytes
free ....... 11710088 bytes
block size . 131072 bytes
total ...... 15728640 bytes
dev gooooooooouooooon
372 | CentreCOM AR570S 0000000000 2.9 goooag

613-000273 Rev.J



SHOW FFILE

creator goboobobooboboobbo
name gogboobobobobooon
type gobooobooooobo

size

gobooobooooobo

file date & time

gobooobobo

address Jdooododooooogdledooo
check 00000000000 CHECKOOOOOODOOoOoDooooooo
files godddoooooooooooooo
garbage godddooooooooooobooooooooo
free gooooooooooooo
block size goooooooooo
total goooooooooooo
O 41:
ooooono

CREATE FFILEO 1590000
DELETE FFILED 188 0 O O O

googn
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374

SHOW FILE

SHOW FILE

00000000000 /0000000000000

SHOW FILE|[=filename]

filename: 0000000000000 O0OOOO

g

goboooboogooboooboooboobbobbooboobooobooobboobo
goooog

FILE 00000000000 0000oo0ooooooooooooooooooooooooooo
gobooooboooobooooooobooboboobooboobbobboobbobobooobo
gooobooobobobooboboobboobbobboobbbboobbooooobbbooooo
0000000000000 U0ooDUoooo 8ooDoooDoooDoooDoOoOoOoOoODOOOO
000000000000 longnameltn000000000000283000000000830
goboobooobooon

gooooogono

Manager > show file

Filename Device Size Created Locks
559122c0.rez flash 4151896 20-Apr-2010 20:22:59 0
dave55c.rez flash 4149372 20-Apr-2010 16:32:24 0
feature.lic flash 39 20-Apr-2010 16:33:31 0
help.hlp flash 130804 20-Apr-2010 16:33:30 0
longname.1lfn flash 17 20-Apr-2010 16:33:23 0
prefer.ins flash 64 20-Apr-2010 20:24:29 0
release.lic flash 64 20-Apr-2010 20:24:23 0
syslda.cfg flash 101 20-Apr-2010 20:25:02 0
accsave.acc nvs 124 20-Apr-2010 09:02:42 0
random. rnd nvs 3904 20-Apr-2010 08:57:12 0
Filename gooog

Device 000000000 00oDoo0oDOodflashdOnO nvs

Size gooooooooooa
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SHOW FILE

Created oooooooo
Locks gooooooooooboboboooo

042:.00000000000

g
sj0000b0oobbo0booboon

SHOW FILE

s J000000.cfgD000D000

SHOW FILE=*.cfg

" 000000 ipcfgl0D000D0

SHOW FILE=ip.cfg

00000283 00000000083000000O0O0O0OO

SHOW FILE=longname.lfn

goooog

DELETE FILED 189 0 O O O

ooooag CentreCOM AR570S 0000000000 2.9 375
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SHOW FILE PERMANENTREDIRECT

SHOW FILE PERMANENTREDIRECT
00000000000 /0000000000000

SHOW FILE[=filename] PERMANENTREDIRECT

filename: 00 000

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooobboo

ADDFILEODO OO OO CREATEFILECO OO 00 PERMANENTREDIRECTO OO OOOOOOOOO

0000000000000 O0000000RESET FILE PERMANENTREDIRECTOO OO OOOOO

gooooobooobooobooboobobobboobooboboooboobbobbobbooo
googo

goooog

FILE 0000000000000 0000O0000oOo0ooooooooooooooooooooo
goooooo

gooooogono

Manager > show file permanentredirect

TTY Current Limit File
Instance Size

17 3451 204800 ipdebug.txt

Manager > show file=ipdebug.txt permanentredirect

File............ ipdebug. txt
TTY Instance.... 17
Current size.... 5439
Limit........... 204800
Input(s)........ COMMAND="enable ip debug=all"
TTY Instance JooooooooTTYoDQoo
Current Size gooooooooooa
Limit gdoooooooooooooa
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SHOW FILE PERMANENTREDIRECT

File goooooobo

043: 000000000

File gooogoooo

TTY Instance O0o0ooooogoTTYDODO

Current size oooooooooooo

Limit googbdoooguogouoooo

Input(s) D00000000o0oo000ooADD FILEOOOOOCREATE FILEO OO

ODo0oo0oo0 COMMANDOSCRIPTOOODOOODOOOOOOOOOOOOO

044: 00000000

g
sj00ooboobooobooobboooobon

SHOW FILE PERMANENTREDIRECT

m 0000000000 ipdebugtxt0 00000000

SHOW FILE=ipdebug.txt PERMANENTREDIRECT

goooog

ADDFILEOD 1230000

CREATE FILEO 161 0 0 OO

RESET FILE PERMANENTREDIRECTO 287 0 0 0 O
SHOW FILEO 3740000

SHOW TTYO 4750000

ooooag CentreCOM AR570S 0000000000 2.9 377
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SHOW FLASH

SHOW FLASH

00000000000 /0000000000000

SHOW FLASH

000000000 0D0O0DUOFFSOODODODDODOODODOODOO

gooooogono

Manager > show flash

FFS info:

global operation ...... none

flash autowrite ....... disabled

compaction count ...... 35

est compaction time ... 336 seconds

files ..., 14606960 bytes (22 files)
garbage ........c..00... 1600 bytes

free .. ... .. . . i .. 989008 bytes

required free block ... 131072 bytes

total ...... ... .. 15728640 bytes

diagnostic counters:

event successes failures
get 0 0
open 0 0
read 35103 0
close 10763 0
complete 31 0
write 473572 0
create 31 0
put 1 0
delete 10 0
check 34 0
erase 112 0
compact 1 0
verify 0 0
global operation 0000000D00000D0O0Ononedrestarting erasing] compacting

verifying 0000 O
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SHOW FLASH

compaction count

gooooboooboobbon

est compaction time

goooooooboooboobooobo

files

googooooboooo

garbage

goooopboooboooboobbo

free

googn

required free block

goooooooobo

total

gooooooon

diagnostic counters

OO0 FFSOO000oo00ooooo/0000

goooog

0 45:

ACTIVATE FLASH COMPACTIONO 1170000
SHOW FLASH PHYSICALO 3800000

googn
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SHOW FLASH PHYSICAL

SHOW FLASH PHYSICAL

00000000000 /0000000000000

SHOW FLASH PHYSICAL

g

gobooobooobooobooboon

gooooogono

Manager > show flash physical
total size ............ 16 MBytes
available to FFS ... 15 MBytes
available to boot 1 MBytes
device type ........... 28F128
devices ............... 1
location .............. built in
programming power ..... off
block erase time ...... 1000 milliseconds
total erase blocks 128
FFS erase blocks 120
Boot erase blocks 8
erase block size ...... 128 kBytes
erase bit state ....... 1
page buffers .......... 1
size of page buffer ... 32 bytes
total size oooO

available to FFS

000000000 UOoODUOFFSODODODDODODODOO

available to boot

goooobooooboobbon

device type

googooooobogon

devices

goooooooooo

location

0000000000000 0mSIMM stickO O O built in0

programming power

0000000000000 Oon O off

block erase time

gbooooobooboo

total erase blocks

goooooo

erase block size

goooobooooooooo

erase bit state

goooooobo

page bulffers

gooooooon

size of page buffer

CentreCOMAR570S 0000000000 2.9
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0 46:

googod

SHOW FLASHO 3780000
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613-000273 Rev.J



SHOW HTTP SERVER

SHOW HTTP SERVER

O000oo0oo0ooooo /0000

SHOW HTTP SERVER

g

HTTPOOOOUOODOODODODOO0DO0DO00DO0000O000O0O0O00O00

gooooogono

Manager > show http server
HTTP Server
Status ... e Enabled
SSL SECUTILY v vt ittt e e et e e et OFF
SSL KeY ID i ittt ittt et et et et e e -
POr e e e e e e e 80
Listen port ...ttt e e e Open
Sessions opened . ...t 0
Sessions closed . ...t e e 0
Received requests . ..., 0
Unknown requestsS . ... ..ot eneennn 0
Transmitted replies ......... ... 0
Aborted replies ...ttt e e 0
Transmitted replies on bad session .... 0
Authorisation successes ............... 0
Authorisation failures ................ 0
Status HTTPO OO O OO OO Enabled O 0O O Disabled
SSL Security oooon
SSLKeyID goooo
Port goooo
Listen port ooooo
Sessions opened ooooo
Sessions closed ooooo
Received requests ooooo
Unknown requests ooooo
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SHOW HTTP SERVER

Transmitted replies ooooo

Aborted replies ooooo

Transmitted replies on bad session ooooo

Authorisation successes oooono

Authorisation failures oooon
0 47:

goooog

DISABLE HTTP SERVERO 213000 O
ENABLE HTTP SERVERO 243 000 O

googn
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SHOW INSTALL

SHOW INSTALL

O00000000oo /000000

SHOW INSTALL

g

goboobooboobooobooobooboobbo

gooooogono

Manager > show install

Install Release Patch GUI
Temporary - - -
Preferred flash:559200cl.rez - -
Default EPROM (55-1.0.7) - -

Preferred flash:559200cl.rez - -

No Temporary release selected
Preferred release selected

Preferred release successfully installed

Install 0000000000 Temporaryd Preferredd Default 0 00 0O O
Release oooooooo
Patch goooooo
GUI goooo
Current install goooooooouoooooo
Install history D000 INSTALLOOODOODOOOOO
0 48:
ooooono

DELETE INSTALLO 1900 00 O
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SET INSTALLO297 0000
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SHOW LOADER

SHOW LOADER

00000000000 /0000000000000

SHOW LOADER

g

LOADEROODOUODUOODUODOU0OO0U0ODO0O0O0O0O0O00000ooooooooooog

gooooogono

Manager > show loader

Loader Information

Defaults:
Method ............. TFTP
File ............... -
Server ... -
HTTP Proxy ......... -
Proxy Port ......... Default ( 80 )
ASYIL vttt et et e -
Destination ........ Flash
Delay (sec) ........ 0

Last Load:
Method ............. -
File ........... ... -
Destination ........ -
Delay (sec) ........ 0
Status ... Idle
Last Message ....... -

Defaults LOADOOOOOOO UPLOADOOOODOOOOODOD

Current Load goboooboooobooooboboobbobboon

Last Load goboooboooobooooboboobbobboon

Method 00000000 TFTPO HTTPO WEBO WWWIMI ZMODEM O OO O O
File gobooobogn

Server 00000 IPO0000O0OOD0OOOOOTFTPOOO HTTPOODOOODOOO
HTTP Proxy HTTPOOOOUOO IPOOO0O0O0DO0O0O0O0OOOMETHOD=HTTPOOOOO

goboooogon
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SHOW LOADER

Proxy Port HTTPOOOOOO TCPOOOOOOMETHOD=HTTPOOOOOOOOOO
goooo

Asyn 000000000 METHOD=ZMODEM OOOOOOO0O

Destination gooooooooogo

Delay oo ouoooboboobobobobooooobobo

Status LOADER 000000000 IdleOWaitingOLoadingLoad CompleteCLoad

Aborted 00 00 00SHOW LOADER OO0 000 O Load Completed O O O
OLoad Aborted 00 000000000000 SHOW LOADERO OO O OOO
Status D O IdleD 000

Load Level D00000000000 %M Status O LoadingDDDDDDDDDD

Last Message gbobooooooobobooggboboboooobbbbbooooo
DLoadingDDD—DDDDDDD

O 49:

goooog

LOADO271 0000
SET LOADERO298 00 O O
UPLOADO489 0000

goooo CentreCOM AR570S 0000000000 2.9
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SHOW LOG

SHOW LOG

o0o0ooooooooo /00

SHOW LOG[=output-id] [DATE=[opldate] [DEVICE=[opldevice]
[FILE=[op] filename] [FULL] [MASK=ipadd] [MODULE=[op]lmodule-id] [MSGONLY]
[MSGTEXT=[oplstring] [ORIGIN=ipadd] [REFERENCE=[op]string]
[REVERSE [=count]] [SEVERITY=[oplseverity] [SOURCELINE=[op]line-num]
[SUBTYPE=[op] subtype-id] [TAIL[=count]] [TIME=[op]time]
[TYPE=[op] type-id] [ZONE={time-zone|lutc-offset}]

output-id: 0 0 00 IDO 10200

op: 00000 M<KMOODO0OOO>MO00OD!MO0000OD M O000D%MO000000000Mm
date: 0 00 dd-mmm-yyyy 000 0dd0001031MmmmO00000000 3000 00APRMyyyy 00000
device: 100000

filename: 0000001012000

ipadd: IP 0000000000000

string: 00 O

module-id: 0 00 0000000000000 0O0O?2550

count: 000100

severity: 0000000070

line-num: 0000100

subtype-id: 0000 0000000000000 ID

time: 00 O hhmm:ss 000 O0hh 000002300 mm 00 00059 ss O 0000590

type-id: 000 000000000000 ID

time-zone: 0000000

utc-offset: 100 00O OUTCOODOOOOODODOO+23:59:590-23:59:590

g

goboooboooboobobooboobbobbooboobooon

goooog

LOG 00000 Ibooooo TEMPORARYORAMUOODOODODODODOODOODODODOO

DATE 00000000000 0OO0ODOOODODOOOOOOOOOn

DEVICE 000000000000000000000OO000OO0O

FILE 0000000000000 00000000000logmain.cO0000O000O0OOOSHOW
LOGOODOOoOOoO FULLODDODOODODODOOOoOODU0o0oooooooooooooooooogooogo
gooo

FULL 0000000000000 000000000000000000000oooFULLOOOOO
gbbogoboooboboooboooboobobobobooboobbon

MASK 0000000000000 O0O0O0IPOOOOOODOORIGINODOOOODOOODODOOOOO
00000000 255.255.255.2550 0 0000 M

MSGONLY 000000000000 00000000000000000000
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SHOW LOG

MSGTEXT 0000000000000 00000O000000DDOO000D0O0O0000DOoODOO
0000000000000 000000000000000"00000000000)0000

MODULE 000000000000 0000000000000000000D0O0O0OOgg

ORIGIN 0OO0OO0OO0O0O0OIPOODOOOMASKOOOOODODODODODODODODOOOOODOOOODODOO0OOOO
oooooIPOO0O0O0OoOoOooooO

REFERENCE 0000000000000 0O0O0O0DOOOOOOOOODOOOOOOOOO

REVERSE 0000000000000 000O00000O0O0O00O0O0O0O0000000O00O REVERSE O
goboooobooooo

SEVERITY 0000000000000 00000000000000O0O0OO0OO

SOURCELINE 0OO0OO0O0O0O0OO0O00O0OO0OO0000O00O0O00O0ODOODOO0OO0DOO0O0000000000OOO
oo

SUBTYPE 0000000000 OOOOODOOOOOOO0OOOOODOOOOOOOOODOOOOOOOO

TAIL 00000000000000000000 TAILOODODOOOOOOOO?20000000000
00000000000 oDUooDO TAILODODDODODOODOO

TIME 00000000000 OO0ODOOO0ODOOOOODOOO0

TYPE 0000000000000 O0DOOOOOOOOODOOODOOOOOOOODOOOODOOO

ZONE O0OO0O0OO0DOOOOOO

gooooogono

Manager > show log

Date/Time S Mod Type SType Message
23 15:57:00 4 ENCO ENCO PAC M18X Security Engine Found.
23 15:57:00 4 ENCO ENCO PAC M18X Security Engine Initialised.

23 15:57:00 3 LOG IGMP packet trapping is active for IGMP
snooping, L3FILT is activated
23 15:57:00 6 FIRE FIRE ENBLD 23-Mar-2005 15:57:00 Firewall enabled

23 15:57:00 4 ENCO ENCO STAC STAC SW Initialised

23 15:57:00 7 SYS REST NORM Router startup, ver 2.7.1-00, 04-Mar-2005, Clock
Log: 15:56:23 on 23-Mar-2005

23 15:57:00 6 SYS SYSIN FAN Main fan status is not good

23 15:57:02 3 PPP VINT UP ppp0: Interface has come up and is able to send
and receive data

23 15:57:02 3 PPP AUTH OK ppp0: CHAP authentication over ethO-any
succeeded

23 15:57:02 3 PPP VINT UP pppl: Interface has come up and is able to send
and receive data

23 15:57:02 3 PPP AUTH OK pppl: CHAP authentication over ethl-any
succeeded

23 15:57:02 3 IPG CIRC CONF Remote request to set ppp0 IP to 10.0.0.200
accepted

23 15:57:02 3 IPG CIRC CONF Remote request to set pppl IP to 10.0.1.200
accepted

23 15:57:03 3 USER USER LON manager login on port0
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SHOW LOG

23 15:57:06 3 CH MSG  WARN No patches found
23 15:58:17 4 FIRE FIRE INDTC TCP 10.100.10.5:1024 10.0.0.200:80
23 15:58:17 4 FIRE FIRE INDTC flow rejected by policy rule
23 15:59:07 6 FIRE FIRE ATTK 23-Mar-2005 15:59:07 Denial of service attack
from 10.100.10.5 is underway
Date/Time O0o0o0o0oo0o0oooooooo1o3looooono
S ooooooooooooon
Mod ooooooooooooon
Type goooodoo
SType gooooooood
Message oooooono
0 50:
Date/Time ooooooooooooourCcooooooonoooon
S oooodooooooooon
Mod oooodooooooooon
Type goooodoo
SType gooooooood
Dev O0o0oo0ooo0o0o0ooO0ooO0ooo0oooooooOoo TIYOODOOOo
oo
Origin 000000000000Local 00 0000000000000 O0O0DOOSRLP
OsyslogOO0O0O0O0O0O0OIPOOOO
MSGID oooooID

Source File/Line

gobooboooooboooboobbobboobuoobbobobooobo

Ref 000000000000 0OReferenced 00000
Flags 00000000 FlagsU OO0 DO 0O0LOCTIMEOD SECUREDCMDOUT OO O
Message ooooooo
O51: FULLOODOOOoooo
o

m RAMOOOOOTEMPORARY DO OO O OO

SHOW LOG

sj0000bboboboobooboooboboon
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SHOW LOG MODULE=FIRE

googod

PURGE LOGO 2790000
SHOW LOG STATUSDO 402 0000

ooooo
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SHOW LOG COUNTER

SHOW LOG COUNTER

o0o0ooooooooo /00

SHOW LOG COUNTER

gobooobooooboobooobo

gooooogono

Manager > show log counter
Log Counters

TAdle 100D PASSES vttt ittt it ettt e et e e e e e e 355
TranSmMit PASSES v ittt i ittt ettt ettt e et e e 11
Messages Generated .. ...... .t e 103
Messages Received (SysSlog) . .iviiii i i,

Messages Received (0l1d protocol) .................

Messages Received (New protocol, SRLP) ........... 0
Messages Rejected (SysSlog) . vvviiiii it enneenn. 0
Messages Rejected (0l1d protocol) ................. 0
Messages Rejected (New protocol, SRLP) ........... 0
Messages Rejected (Module disabled) .............. 0
Messages Rejected (Generation disabled) .......... 0
Messages Rejected (Reception disabled) ........... 0
Messages Rejected (Bad parameters) ............... 0
Messages with invalid time ....................... 0
Messages Transmitted (Syslog) .. ..., 26
Messages Transmitted (New protocol, SRLP) ........ 10
Messages Retransmitted (New protocol, SRLP) ...... 7
ACKs Sent (New protoCol) . ...t ittt 0
ACKs Sent (0ld protocol) . ...ttt 0
ACKs Received (New protocol, SRLP) . ......iuunen... 6
Message transmissions failed (New protocol, SRLP) 0
Messages processed via OD 1 ................ 26 (Syslog)
Messages processed via OD 2 ... iiininnnn.. 11 (Router)
Messages processed via OD TE ... oivie i ... 15 (Memory)
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SHOW LOG COUNTER

Idle loop passes

goobboobbooobbobooobbooon
gooboobobbooooboo

Transmit passes

gobbobbooboobooon

Messages Generated

goboobobboon

Messages Received (Syslog)

syslogD 00O O000O0O0OO000OOO

Messages Received (Old protocol)

Net Manage Message Protocol D0 00000
gbooboooao

Messages Received (New protocol, SRLP)

SRLIM Secure Router Log Protocol 0 0 0 0 O
ooboodooodd

Messages Rejected (Syslog)

syslog0 00000000000 ODOO

Messages Rejected (Old protocol)

Net Manage Message Protocol D0 000 OO
gbooboobobo

Messages Rejected (New protocol, SRLP)

SRLIM Secure Router Log Protocol 0 0 0 0 O
goooodooodd

Messages Rejected (Module disabled)

gogobboobbooobbobooobbooon
gobbobbooboobooon

Messages Rejected (Generation disabled)

goobboobbooobbobooobbooon
goobboobooobbbooobbooon
goboobobboon

Messages Rejected (Reception disabled)

gogobboobbooobbobooobbooon
gobbobbooboobooon

Messages Rejected (Bad parameters)

gogobboobbooobbobooobbooon
gobbobboobuoobooobboon

Messages with invalid time

gobbobboobuoobooobboon

Messages Transmitted (Syslog)

syslogD 0000000 O0O00OO0OO

Messages Transmitted (New protocol, SRLP)

SRLPOOOODOOODOOODOOOO

Messages Retransmitted (New protocol, SRLP)

SRLPOOOOOODOOODOOOOOO

ACKs Sent (New protocol)

SRLPOODOOOODOOOOOODOOOOOOO
ODOACKODDOO

ACKs Sent (Old protocol)

Net Manage Message Protocol D0 00000
Oo0000ooOO0o0o0oooOoDACKOOOO

ACKSs Received (New protocol, SRLP)

SRLPOODOOOODOOOOOODOOOOOOO
ODO0ACKODDOO

Message transmissions failed

SRLPOOOOOOOOOOOOOOODOOO

Messages processed via OD n

googn

gbobobooobooobooboobbobb
goobbooboooobbbooobobooon

0O DESTINATIONO
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googod

SHOW LOGO 3880000

SHOW LOG OUTPUTO 3950000
SHOW LOG QUEUEO 398 00 00O
SHOW LOG STATUSDO 402 0000
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SHOW LOG OUTPUT

SHOW LOG OUTPUT

o0o0ooooooooo /00

SHOW LOG OUTPUT [={TEMPORARY|PERMANENT|output-id}] [{FILTER=entry-id|
FULL}]

output-id: 0 0 00 IDO 10200
entry-id: 10000000100

0

gobooobobooobbooboo
goooog

OUTPUT 00000 IDOOOOOOOUOOODOODOOUOODDUODOOO

FILTER 000000000000 00000D0O0O0O0O0O0O0CFULLOOOOODOODOOOODOOO0O0
goobogd

FULL 0000000000000 000O0OFILTEROODOODO0O0000000000000000O0

goooogooon

Manager > show log output

OD# Type Port Server Msg Zone Fmt Email Address ESQMP
PE NVS 0020 Default YY---
TE Memory 0200 Default YY---

Manager > show log output=temporary

Output Definition ............ Temporary

Enabled ........... .. .. . ... ... Yes

72 © T Memory

Max MEeSSATES « vttt vt eeeennnnn 200

Time ZONe ... ..t iutiunnnnnn. Not set

SECUTE vt ittt ittt et e et Yes

OD# oooo ID

Type 0000 00Memoryl NVSO Port Router Syslog 00 0 0O O

Port DDDDDDDDDDDDDDDTypeDPortl]l]l]l]l]l]l]l]
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SHOW LOG OUTPUT

Server 000000 IPOO0ODOOTypeO Router O SyslogO 0000000

Msg oo ooboobobooobooboooo

Zone OD000000DefaultGMTOUTCO-UUO0O M OO0O0O0OOOO-23:59:59
0 +23:59:590

Fmt DDDDDDDDDDDDDDDDDDDDDDDDDFuHDSummary

Email Address 0000000000000000D0 TypeO Emaill D00 00000

ESQMP ENABLEDOSECUREOQUEUEONLYIMAXQUEUESEVERITYPASSWORD

000000000000 00ENABLEDD SECURED QUEUEONLY OO OO
YO YesOONO NoOO-O00OOODOOODOOMAXQUEUESEVERITY O 000
700000000PASSWORDO O-0J0ODO0OOOOO*XOO0OO0DODOOOOO

0 53:

Output Definition

0000 IDO0OO00OPED PermanenttD TE (Temporary) 00 00O

Enabled

0000000000 Enabled O Disabled

Type

0 00000 Memoryd NVSO PortO Router Syslog 0 0 0 0O O

IP Address (Server)

000000 IPO0O0OO0OTypeO Router O SyslogO 0000000

Zone

0000000 DefaultOGMTOUTCONot set] O O O [11-23:59:590 +23:59:59
goooooooood

Secure

gogbobobbooboooo

Queue Only

goboobobobooooo

Max Messages

gogbobobboobooobooobooboobbon

Filter # gobbooobboouoboooubbooobbboobboooboooo
DALLOOODOOOO000D000O000000000000O000DOOO Process
0 Ignore 00000

Port 000000000000000TypeO Port000OO0O0OODO

Format 0000000000000 00000u00uddFrdlO Summary

Email Address 00000000000000000TypeO Emaill 00000000

Password SRLPOOODO0OODOOOO0O0O0OOODO0OOO0OO0OODOOOONONE

gooooon

Max Queue Severity

0000000000000 oooooooooooooo70000

054: FULLOOOOOOOO

g
sj0000bboboboobooboooboboon

SHOW LOG OUTPUT

s 000001000 00DO000DO0OO
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SHOW LOG OUTPUT=1

SHOW LOG OUTPUT

s 00001000000 00D0O00OC0OO0C0O0OO00OO0OO0O0OODOOOOOOODOOD

SHOW LOG OUTPUT=1 FULL

goooog

ADD LOG OUTPUTO 126 D O OO
CREATE LOG OUTPUTO 16400 0O
DELETE LOG OUTPUTO 191 0000
DESTROY LOG OUTPUTO 208 0 OO O
SET LOG OUTPUTO 3000 00O
SHOW LOG STATUSO 4020000

googn
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SHOW LOG QUEUE

SHOW LOG QUEUE

o0o0ooooooooo /00

SHOW LOG QUEUE

g

gobooboobooooboooboobbobbooboo

gooooogono

Manager > show log queue

Queue RAM Messages NVS Messages Type

01 000070100 0000/0000 Syslog
02 000370100 0000/0000 Router
TE 000770200 0000/0000 Memory

Outstanding SRLP Messages (Sent but not acknowledged)

OD# Message ID Last Attempt Attempts Delay

02 1 979

02 2 979

02 979

Queue 0000 IDO10200 000 TED TEMPORARY PEO PERMANENTO

RAM Messages OO0 RAMOOUOOOOOOOODODOODODODO/RAMOUOOOOOOOOOOOO
ao

NVS Messages OONVSOOUOODODOOUOUOOoDoooO/NVSOOoUooooooooooo
oo

Type 0000000000000 0Memoryd NVSO Port Routerl Syslog O O O
ao

OD# ooooID

Message 1D ooooo ID

Last Attempt ooooooooooooooooooooonooooooon

Attempts goooboogooooo

Delay oo oooobobooo

0 55:
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googod

SHOW LOGO 3880000
SHOW LOG OUTPUTO 3950000
SHOW LOG STATUSO 402 0000

ooooo

CentreCOM AR570S 0000000000 2.9
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SHOW LOG RECEIVE

SHOW LOG RECEIVE

o0o0ooooooooo /00

SHOW LOG RECEIVE [={ipadd|ANY}] [MASK=ipadd]

ipadd: IP 0000000000000

g

gobooboooboooboooboo

goooog

RECEIVE 000000 IPOOOCOOMASKOOOOOODOOOOODOOOOOOOOOANYD 0.0.0.0
oooooIPOoO0Ooooooo

MASK RECEIVEOOOOOOOOO0OOO0OOOOOOOOODOOOOOODORECEIVE=ANYO OO
RECEIVE=0.00000000000000O

gooooogono

Manager > show log receive

Type IP/Network Addr Netmask Protocol Password

Allow 192.168.1.1 255.255.255.255 OLD NEW ---

Type EJEJI]EJEJEJEJDDEJEJEJEJI]EJEJDDDDDDDAHOWDDDEDRejeCﬂ]DDD
IP/Network Addr 000000000 IPDDDDDAnyDDDDD IPOOODOOOO

Netmask IP/Network AddrO0 000000000

Protocol 00 IPOO0000000D0000D0O0O0O0DO0OOO0O0OOLDd Net Manage

Message Protocolld NEWDO SRLPI SYSO syslogh 0O 300000
Password SRLPOOO0OO0O0D0OO0O0OO0OOODOOOOOODOOO
0 56:

ogooooo

ADD LOG RECEIVEOD 128 0 00O
DELETE LOG RECEIVEO 19200 0 O
SET LOG RECEIVEO 3050 00O
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SHOW LOG STATUSDO 4020000

ooooo CentreCOM AR570S OO OO0D0OODOO 29 | 401
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SHOW LOG STATUS

SHOW LOG STATUS

o0o0ooooooooo /00

SHOW LOG STATUS

g

goboooopoooboooobo

gooooogono

Manager > show log status

Log System Status

Log Module Status ...........c0iiiii.n.. Enabled
Log Message Generation ................ Enabled
Log Message Reception (via network) ... Enabled
Log Message Output ............cocuoo.. Enabled
Local Time Offset (from UTC) .......... Not set
Next Messade ID . i it i teie et 59
Number of Output Definitions .......... 2
Log Module Status oooooooooo
Log Message Generation oooooooooo
Log Message Reception (via network) OO0OO0O00000OO
Log Message Output oooooooooo
Local Time Offset (from UTC) 000000 oooooo UrCoonooo+23:59:59
0-23:595900-00000000
Next Message ID ooooooo Ib
Number of Output Definitions ooooooooo
0 57:
ooooon

DISABLE LOGO 2140000

DISABLE LOG GENERATIONO 2150000
DISABLE LOG OUTPUTO 216 DO OO
DISABLE LOG RECEPTIONO 2170000
ENABLE LOGO 2440000
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ENABLE LOG GENERATIONO 2450 0 00O
ENABLE LOG OUTPUTO 246 DO OO
ENABLE LOG RECEPTIONO 247 0O OO
SHOW LOGO 3880000

ooooo CentreCOM AR570S DO OOO0OOO0OO 29 | 403
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SHOW MAIL

SHOW MAIL

0000oo0oo0oo0o0ooo /00000

SHOW MAIL

g

goboooobogoobooobooboobbobboobooobo

gooooogono

Manager > show mail
MAIL
Host Name ............ routerb. tw.mydomain.xxx
SMTP Server .......... not set
State ... ... alive
Debug ..., disabled
Mails Sent ........... 4
Date/Time Id To Subject State Retries
5 11:11:15 0003 admin@is.mydomain.xxx Connect 0
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SHOW MAIL

Host Name ODOO0OOOSET MAILOODOOOOOO

SMTP Server ooooo

State 0000000000 alivelD 000 OO0 DEAD - name server not set(l] [J
00 -DNSOOO O DEAD - hostname notsett D00 -0 000000
ao

Debug 000000000 enabledO O 0O O O disabledO

Mails Sent gooddooooooooooooo

Date/Time gooddooooooooooooo

Id OO0oo0O IDODELETEMAILOOOOOOOOODOOODOOOOOOOOO
goooo

To goooooooo

Subject ooooooo

State DDDDDDDDDDDDDinitiall]l]l]l]l]D]getMX—IPDMXDDDDD

00 get IPODNSO0OD M ConnectD SMIP O OO OO0 TCPODOODO M
S-helad HELO 0000 O O O OS-fronid MAIL FROM 0000 O O O S-rept
ORCPT TOODOUOUOUOMIS-datad DATA U000 00O MIS-headerd O O
O0000000mMSAile0 0000000000000 DOOMI S-bufferd 00
000000000 MSlast0 0000000000000 00MmMS-doned OO
0000000@MS-quitDQUIT 000000000

Retries Ooooooobooon
0 58:

ooooono
DELETE MAILO 1930000
DISABLE MAIL DEBUGO 21800 00O
ENABLE MAIL DEBUGO 248 000 0O
MAILO2750000
goooo CentreCOM AR570S 0000000000 2.9
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SHOW MANAGER ASYN

SHOW MANAGER ASYN

O0000o0o0o0o0ooo /0000000

SHOW MANAGER ASYN

g

goooooboooboooobobooboobbobboobooboooboboobbooboobbo

gooooogono

Manager > show manager asyn

No manager port is defined.

goooog

LOGINO 2730000
SETASYND OOODODOODOOODOODOoOb0DOODO
SET MANAGER ASYNO 3090 00O
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SHOW NTP

SHOW NTP

O000oO0oO0ooooo /NTP

SHOW NTP

g

NTPOOOOOOOOOOO

gooooogono

Manager > show ntp

Configured Peer

172.16.28.1

Counters

Packets Sent
Packets Received

Packets w/ head error :

Packets w/ data error :

Status : ENABLED

Host Address : 172.16.28.169

UTC offset : +09:00:00 (JST)

Last Updated : 11:19:38 on 03-Jul-2001
Last Delta : +0.94

0000000002
0000000002
0000000000
0000000000

Status NTPO OO O OO0 OOENABLED O DISABLEDO
Host Address NTPOOOOOO IPODDODO

UTC offset oooooouTrTCcooooooooo
LastUpdated NTPOOOOOOOOOOOOoOo

Last Delta gobooooooooooooooo

Configured Peer

NTPOOOOO IPOOODO

Packets Sent

OO0 NTPODOOOO

Packets Received

OO0 NTPODOOOO

Packets w/ head error

googn

OO0ONTPOODOUOODODUOODODODODODOOOooooooo
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613-000273 Rev.J

407



Packets w/ data error OO0 NTPOOOOODODODODODOOOOODOD

0 59:

googod

ADDNTPPEERO 1300000
SET NTP UTCOFFSETO 310 00 00
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SHOW NVS

SHOW NVS

00000000000 /0000000000000

SHOW NVS [BLOCK=block-id [INDEX=index]]

block-id: 0000 IDO16 000
index: J 0000000000160 00

g

NVSOOOoooooooooooooooooooooooo

goooog

BLOCK OO0O0O0O ID
INDEX 0000000000

gooooogono

Manager > show nvs

Block Index Size Creation Creator Block
ID (bytes) Date ID Address
0000001a 00000003 0000001a 09-Apr-2001 00000012 ££e00200
00000032 00000002 00000050 09-Apr-2001 00000022 ££e00400
00000038 00000000 00000000 **—x*x*_****x (0000021 ££e00000
00000043 00000001 000000b4 05-Jul-2001 00000029 ££fe02c00
00000043 00000002 00000f£78 05-Jul-2001 00000029 ££fe04200
00000043 00000003 00000058 05-Jul-2001 00000029 ££fe05400
00000045 000003fc 00000de4 05-Jul-2001 00000026 f£fe01lc00
00000045 000003fd 00000024 05-Jul-2001 00000026 ffe0l1lal0

Block ID gooo IbOo16e00O

Index ooooboooooolenO

Size (bytes) ooooooooooomilenno

Creation Date o0o0Doooom+=*»**=*00000000000000000n

Creator ID Oo0o0oo0oooooooooo ID

Block Address oooooooo

0 60:

googn
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googod

CLEARNVS TOTALLYO 156 0 O OO
SHOW NVSFREEO 4110000
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SHOW NVS FREE

SHOW NVS FREE

00000000000 /0000000000000

SHOW NVS FREE

g

NVSOOOooooooooooooooooooo

gooooogono

Manager > show nvs free

Number of free sectors 232
Number of bytes in free sectors 114144

goooog

CLEARNVS TOTALLYO 156 0 O OO
SHOW NVSO 4090000

googo
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SHOW PATCH

SHOW PATCH
00000000000 /000000

SHOW PATCH

g

gobooobobooobbooboo

gooooogono

Manager > show patch

Patch files

Name Device Size Version
55271-01.paz flash 8564 2.7-1
Name gooooooa
Device gooobooooboououoooooo
Size gooouoooooooooooo
Version pgoooooooooooo
0 61:
ooooono

DESTROY PATCHO 2090000
LOADO271 0000
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SHOW PORTAUTH

SHOW PORTAUTH

0000oo0oo0oo0o0ooo /00000

SHOW PORTAUTH [={8021X|MACBASED}]

g

0000000 O08IXoooMACOODODUODUOUODODUDooooooooooo

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOOODOOOOOOOOOO

o000 8IXooooooo

gooooogono

Manager > show portauth=8021x

802.1x System

SystemAuthControl............ ENABLED

Global Username.............. portAuthPortAuth
Global Password.............. portAuthPortAuth
Global Encryption Method..... OTP

Global Encryption Type....... MD5

Number of Multi Supplicants.. 4 (limit 480)

Port PAE Capabilities Protocol Version
ethO None 1

ethl None 1

portl Supplicant 1

port2 Authenticator 1

port3 Both 1

portd None 1 1

Manager > show portauth=macbased

MAC Based Authentication System

SystemAuthControl............ ENABLED
Number of Supplicants......... 4 (1limit 480)
Port PAE Capabilities Protocol Version
ogoooo CentreCOM AR570S 0000000000 2.9
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SHOW PORTAUTH

ethO None 1

ethl None 1

portl Supplicant 1

port2 Authenticator 1

port3 Both 1

portd None 1
SystemAuthControl 8021X0000000000

Global Username

Supplicant 0 0000000 Supplicant 000000000000
gooobooooobbooooobobooooobbobooogo
gooobooooobboooobboooobobbouogo
ggoooooooooo

Global Password

Supplicant 0 0000000 Supplicant 000000000000
gooobooooobbooooobobooooobbobooogo
gooobooooobboooobboooobobbouogo
ggoooooooooo

Global Encryption Method

Supplicant 000000000000 OStandard0 OTP O 00O
O

Global Encryption Type

Supplicant 0000000000000 OTPOOOODOOOOO
O000o00o0o0oooooooooooooMbD4oMD500000O

Number of Multi Supplicants

Supplicant0 D000 0000000000000 O00O0 Supplicant
goood

Port

gooooobooboooboobo

PAE Capabilities

8021X00000000000000000OAuthenticatorD Sup-
plicant0 BothO0 None 0 0 0O 0 O

Protocol Version

EAPOLOOOODOODOOOO

0 62: PORTAUTH=8021X0O OO

SystemAuthControl

MACOOOODOODODOOOOOO

Number of Multi Supplicants

Supplicant 0 000 0000000000000 O0O000 Supplicant
goood

Port

gooooobooboooboobo

PAE Capabilities

oooo00o0o0ooOo0oo0o0D MACOODODoDoDOOoooOO

goooog

63: PORTAUTH=MACBASED 00 O

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 000 O
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ENABLE PORTAUTH PORTO 252 0 00 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000
SHOW PORTAUTH COUNTERO 416 000 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 O O

SHOW PORTAUTH

goooo CentreCOM AR570S 0000000000 2.9
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SHOW PORTAUTH COUNTER

SHOW PORTAUTH COUNTER

0000oo0oo0oo0o0ooo /00000

SHOW PORTAUTH[=8021X] COUNTER PORT={eth-port|port-list|ALL}

eth-port: ETHO OO OOOO0OOOOeth0OOOOOOO
port-list: 1000000000100 000000000OO0O0OOOO0ON)

g

000000 8021XOODooooooooooo
goooog

PORTAUTH 0000000000 OCOOO0O 8021X0802.1XODODOOOOOOOODODO 8021XO OO
gobooobooooboooobooobo
PORT OO0

goooogooon

Manager > show portauth counter port=3
802 .1X Counters

port3
PAE Ty v e e et et e et eeeeeee Authenticator
Last EAPOL Frame Version.... 1
Last EAPOL Frame Source..... 00-00-e2-59-56-48
Receive Transmit
EAPOL FramesS. . ......ueeeeuu. 32 EAPOL Frames............... 122
EAPOL Start Frames......... 0 EAP Reqg/Id Frames.......... 70
EAPOL Logoff Frames........ 0 EAP Request Frames......... 3
EAP Resp/Id Frames......... 29

EAP Response Frames........
EAP Length Error Frames....
Invalid EAPOL Frames.......

Manager > show portauth counter port=4
802 .1X Counters

Authenticator - Attached Supplicant(s)
Last EAPOL Frame Source..... 00-00-£f4-95-30-6a
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MAC Address
Last EAPOL Frame Version....

Receive
EAPOL Frames
EAPOL Start Frames
EAPOL Logoff Frames
EAP Resp/Id Frames

EAP Response Frames

Invalid EAPOL Frames..
MAC Address
Last EAPOL Frame Version....

Receive
EAPOL Frames
EAPOL Start Frames
EAPOL Logoff Frames
EAP Resp/Id Frames

EAP Response Frames

Invalid EAPOL Frames..
Supplicant
Last EAPOL Frame Version....
Last EAPOL Frame Source.....

Receive
EAPOL Frames
EAP Req/Id Frames........

EAP Request Frames
Invalid EAPOL Frames

EAP Length Error Frames....

00-00-e2-59-56-48

Transmit

EAP Length Error Frames....

Transmit

EAP Length Error Frames....

Transmit
EAPOL Frames

o O O o o

EAPOL Frames
EAP Req/Id Frames
EAP Request Frames

EAPOL Frames
EAP Req/Id Frames
EAP Request Frames

EAPOL Start Frames
EAPOL Logoff Frames
EAP Resp/Id Frames

EAP Response Frames

SHOW PORTAUTH COUNTER

O O O W Ww

Interface

gobooboobooobooobo

PAE Type

802.1X 0000000000000 UDDO Authenticatord

Supplicant0 Both 00 0O 00O

Authenticator 000 00O

Last EAPOL Frame Version

O000ooo EAPOLOOODODOODOOO

MAC Address

00o00ooooooooo Supplicantd MACOOOO

Last EAPOL Frame Source

0000000 EAPOLOODOOOOOO MACOOODO

EAPOL Frames(Receive)

EAPOLOOOOOOOOO

EAPOL Start Frames(Receive)

EAPOL-Start 0 0 OO OOOO

EAPOL Logoff Frames(Receive)

googn

EAPOL-Logoff 00D 00000
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SHOW PORTAUTH COUNTER

EAP Resp/Id Frames(Receive)

EAP-Response/Identity 00000000

EAP Response Frames(Receive)

EAP-Response D 0000000

EAP Length Error Frames(Receive)

U000 EAPOODOOO0ODOO0OLengthDO0O00O0O0OOOO
gooogooo

Invalid EAPOL Frames(Receive)

0000 EAPOLOOOOO0OOOTyped00DOOOODOO
gobooobgoo

EAPOL Frames(Transmit)

EAPOLOOOOOOOOO

EAP Req/Id Frames(Transmit)

EAPOL-Request/Identity D0 000000

EAP Request Frames(Transmit)

EAP-Request 0 0000000

Supplicant 0 00000

EAPOL Frames(Receive)

EAPOLOOOOODODOO

EAP Req/Id Frames(Receive)

EAPOL-Request/Identity D0 000000

EAP Request Frames(Receive)

EAP-Request 0 0000000

Invalid EAPOL Frames(Receive)

0000 EAPOLOOOOOO0OOOTyped0O0DOOOODOO
gobooobgoo

EAP Length Error Frames(Receive)

U000 EAPOODOOO0ODOO0OLengthDO0O00O0O0OOO0O
gooogooo

EAPOL Frames(Transmit)

EAPOLOOOOOOOOO

EAPOL Start Frames(Transmit)

EAPOL-Start 0 0 OO OO OO

EAPOL Logoff Frames(Transmit)

EAPOL-Logoff 00O 0O0OO

EAP Resp/Id Frames(Transmit)

EAP-Response/Identity 00000000

EAP Response Frames(Transmit)

EAP-Response D 0000000

goooog

0 64:

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O

ENABLE PORTAUTHO 250 000 O

ENABLE PORTAUTH PORTO 252 000 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH PORTO 4190000
SHOW PORTAUTH PORT MULTISUPPLICANTO 424000 O
SHOW PORTAUTH TIMERO 428 0 0 0O O
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SHOW PORTAUTH PORT

SHOW PORTAUTH PORT

0000oo0oo0oo0o0ooo /00000

SHOW PORTAUTH [={8021X|MACBASED}] PORT={eth-port|port-1list|ALL}

eth-port: ETHO OO OOOO0OOOOeth0OOOOOOO

port-list: 1000000000100 000000000OO0O0OOOO0ON)

g

000000000000 0ooogeNIXoooMACOODODODODODOooooooooo

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODOOOOOOOOOO

OooO08IXooooooo
PORT OO0

goooogooon

Manager > show portauth=8021x port=1

802.1X Configuration

Interface: portl

PAE TYD . st o et eeeeen
Authenticator PAE State.......
Port Status........... ... ...
Backend Authenticator State...
AuthControlPortControl........

quietPeriod...................

Authenticator

txPeriod. .. ..ot
suppTimeout........ouiveunn..

serverTimeout.................

reAuthEnabled.................

piggyBack. ... ... ... ...
keyTransmissionEnabled........

adminControlledDirections.....

googn

AUTHENTICATED
authorised
IDLE

(not supported)
(not supported)
(VLAN ID=0)

CentreCOM AR570S 0000000000 2.9
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SHOW PORTAUTH PORT

Manager > show portauth=8021x port=3

802.1X Configuration

Interface: port3

Multi-Supplicant Authenticator
Default Settings

AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod..... ..o 30
suppTimeout .. ... ..coviivennn.. 30
serverTimeout................. 30
MAXREQ . v v v e et et e et et e e 2
reAuthMax.......... .. .. 2
reAuthPeriod........ ... ... ... 3600
reAuthEnabled................. False
secureVlan. .........ouvuunnn.. On

Crap. ..ottt i e e e None
mibReset.......... ... ... ... Enabled
vlanAssignment................ Enabled

Attached Supplicant (s)

MAC AdAressS. ... ..ot en.. 00-00-e2-59-56-48
Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod..... ..o 30
suppTimeout........ouiveunn.. 30
serverTimeout................. 30
MAXREQ . « v vt et et e et et e 2
reAuthMax.......... ... 2
reAuthPeriod........ ... ... ... 3600
reAuthEnabled................. False
keyTransmissionEnabled........ False (not supported)
operControlledDirections...... False (not supported)
secureVlan. ........ououvuuiunnn.. On
Crap. ..o it e e e None
mibReset.......... ... ... . ... Enabled
vlanAssignment................ Disabled

Manager > show portauth=macbased port=ethO

MAC Based Authentication Configuration

Interface: ethO

PAE Status............... Enabled
Number of Supplicants.... 1
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Default Settings

SHOW PORTAUTH PORT

AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan. .......ooueeieeeenn. On
Crap. ..ot e e None
mibReset..... ... ... ... ... ... Enabled
vlanAssignment................ Enabled
Attached Supplicant (s)
MAC AddreSS. v v v vt ettt eeeeeee e 00-00-f4-42-01-6b

Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan. .. .....ouueeieeennnn On
Crap. ..ottt e e None
mibReset....... ... ... ... Enabled
vlanAssignment................ Enabled

Interface goooooooooooooood

PAE Type 8021X0000000000000000O0 AuthenticatorOSuppli-

cantOBoth O OO0 00O
Authenticator 000 00O O
MAC Address Supplicant 0 MAC OO OO
Authenticator PAE State Authenticator 0 0 0 0O O O O INITIALISEC O O O 00 DISCON-

NECTED 0 0 0 MCONNECTING O O O MAUTHENTICATING

0000 MmAUTHENTICATEDOD O O O O 0 ABORTINGO O 0 O
O0mMHELDOOOOMMFORCEAUTHIM OO ODODODODODOO O M
FORCEUNAUTHM OOODDODODDODDODODODODOODOOO

Port Status 0000000 unauthorisedd OO0 0O OO authorised0 OO OO DO

Backend Authenticator State 00000 UUOOIDLE OO0 O MINITIALISE O O O MRESPONSE
O Supplicant 000 00O MMREQUESTO 000D OO0O0O0ODOM
SUCCESSO OO O OMmMFAILO OO OO MM TIMEOUTO O O OOO

goooooo

AuthControlPortControl J000oooDoooooDnDAuto0 000D oooooooooo
0 M forceUnauthorisedd 0O 0O O O O O [ forceAuthorisedd O O O
gooooooood

googn
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SHOW PORTAUTH PORT

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD

txPeriod Supplicant O EAPOLOO0O0OOO0OODOOOOOOOO

suppTimeout Supplicant O EAP-Request 00 00 O O O Supplicant 0 00 OO
gooooooo

serverTimeout RADIUSOOD OO Access-Request 0 0000 0 ORADIUSO O
ggoodoooooooooo

maxReq Supplicant 0 000 EAPOL-Request 0 DO 00000000

reAuthMax 00000000 EAPOL-Request 00000000000

reAuthPeriod Supplicant 0 0000000000

reAuthEnabled goooooooo

piggyBack Single-Supplicant D 00 0000000000000 Supplicant O
oo oooobobooboobbooboboboooog

keyTransmissionEnabled ooooo

adminControlledDirections ooooo

secureVlan 000000 VLANOODOO20000000000 Supplicant O
OO0 VLANDOOODDODOoooooo SupplicantDDDDDDDDD
ggboogoooouoooo

trap O0oo0ooooooo SNMPOOOOOODOODOOOOODOOOOO
godoooooooooo

mibReset DDSupplicantDDDDDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODODDOOO

Supplicant 0 00000

heldPeriod OD0O0000Authenticator U 0000000000000

authPeriod Authenticator O EAP-Response 0 0000 0000 OO Authenti-
cator U000 OoooooOoO

startPeriod Authenticator 0 EAPOL-Start 000 000000000000

maxStart EAPOL-Start 0 0 D0 OO0 O0O00OO OSupplicant 0 00O O

EAPOL-Start 0 0 000 MAXSTARTO OO OOOOOOOOO
00 Authenticator 0 000 000000000000 0O0OO0DO0OO
RN

Supplicant PAE State

Supplicant O O O 0 0 O O Authorised O Unauthorised O O 00O O

0 65: PORTAUTH=8021X0O OO
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SHOW PORTAUTH PORT

Interface

goboooboooboooboooo

PAE Status

00000 oUooUooo MACODODOoDoOODOODOOO

Number of Supplicants

MAC 00O Supplicant 0 O

MAC Address

Supplicant 0 MAC OO OO

Authenticator PAE State

Authenticator 0 0 0O O O O OINITIALISEO O O O 00 DISCON-
NECTEN O 0 O MCONNECTING 0 O 0 MAUTHENTICATING
0000 MmMAUTHENTICATEDO O 0O 0 O I ABORTINGO O O O
OO0MMHELDO OO0 MMFORCEAUTHIO O ODODODOOO OO O M
FORCEUNAUTHM OOOODOOOOOOOOoOoOoO

Port Status

0000000 unauthorisedd OO0 0O OO authorised0 O OO OO

Backend Authenticator State

00000000 IDLE OO0 OINITIALISE O O O MRESPONSE
O Supplicant 000 00O MMREQUESTO 000D OO00O0ODOM
SUCCESSO OO O OMmMFAILO OO OO MM TIMEOUTO D OOOO
goooooo

AuthControlPortControl

J0o0oooDoooooDnDAutc0 0 0oDoooooooooooo
0 M forceUnauthorisedd 0O 0O O O O O [ forceAuthorisedd O O O
gooooooood

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD

reAuthPeriod Supplicant 0 0000000000

reAuthEnabled goooooooo

secureVlan 000000 VLANOODOO20000000000 Supplicant O
OO0 VLCANDOOOODOoOooooo SupplicantDDDDDDDDD
ggboogoooouoooo

trap O0ooo00ooooo SNMPOOOOOODOODOOOOODOOOOO
godoooooooooo

mibReset gd Supplicantl]l]l]DDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODODDOO
0 66: PORTAUTH=MACBASED 0 0

ogooooo

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 000 O

ENABLE PORTAUTH PORTO 252 000 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 000 O

SHOW PORTAUTH PORT MULTISUPPLICANTO 4240 00 O
SHOW PORTAUTH TIMERO 428 0 0 O O

googn
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SHOW PORTAUTH PORT MULTISUPPLICANT

SHOW PORTAUTH PORT MULTISUPPLICANT

0000oo0oo0oo0o0ooo /00000

SHOW PORTAUTH [={8021X|MACBASED}] MULTISUPPLICANT PORT={eth-port|ALL}
[SUPPLICANTMAC=macadd]

eth-port:ETH[IDDDDDDDDDethODDDDDDD
macadd: MAC 0 0 0 O O xxX-XX-XX-xx-xx-xx 0 0 0 0

g

802.1X Multi-Supplicant 00 D0 0000 00 Authenticator DO 00D ODOOMACOOOO0O0OOO
000o0oooooooo/onoooooo Supplicantl]l]l]l]l]l]l]l]l]

goooog

PORTAUTH 000000O0OO8021XO802.1X T OMMACBASEDOMACODODOOODOODOOOOOO
oooos81IXooooooo

PORT OO0

SUPPLICANTMAC Supplicant0 MACO OO0

goooogooon

Manager > show portauth multisupplicant port=ethO

802.1X Multi-Supplicant Configuration

Interface: ethO

Multi-Supplicant Authenticator
Number of Multi Supplicants........... 1
Default Settings
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod...... ..o 30
suppTimeout .. ... ..coviieennn.. 30
serverTimeout................. 30
MAXRET . « v v e et et e et et e 2
reAuthMax.......... .. .. 2
reAuthPeriod........ ... ... ... ... 3600
reAuthEnabled................. False
secureVlan. ........ououvuuiunnn.. On
Crap. ..o it e e e None
mibReset.......... ... ... . ... Enabled
vlanAssignment................ Enabled
Attached Supplicant (s)
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MAC Address
Authenticator PAE State
Port Status
Backend Authenticator State.
AuthControlPortControl

quietPeriod

txPeriod
suppTimeout
serverTimeout
maxReq
reAuthMax
reAuthPeriod................
reAuthEnabled

keyTransmissionEnabled

adminControlledDirections

secureVlan. ..........ooue.e...

MAC Based Authentication Configuration

Interface: ethO
PAE Status............... Enabled
Number of Supplicants.... 1

Default Settings
AuthControlPortControl
quietPeriod...................
reAuthPeriod............... ...
reAuthEnabled

secureVlan. .......ouueeieeennnn

Attached Supplicant (s)
MAC Address

.. IDLE

Manager > show portauth=macbased multisupplicant port=eth0

00-

SHOW PORTAUTH PORT MULTISUPPLICANT

00-00-£f4-95-30-6a
AUTHENTICATED

.. authorised

False
Both

(not supported)
.. (not supported)

Enabled
Enabled

00-£f4-22-33-44

Authenticator PAE State....... INITIALISE
Port Status............ .. ..., unauthorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod............... ... 3600
reAuthEnabled................. False
secureVlan.........ououvuviunnn.. On
Lt © TS Both
mibReset........ ... ... ... ... Enabled
vlanAssignment................ Enabled
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SHOW PORTAUTH PORT MULTISUPPLICANT

Default Settings

00000000000 Supplicant 000000000000

Attached Supplicant(s)

00000000 Supplicant 000000000000 0O00OODO
0000000000000 Supplicant00 000

Authenticator PAE State

Authenticator 0 0 0O O O O OINITIALISEO O O O 00 DISCON-
NECTEN O 0 O MCONNECTING 0 O 0 MAUTHENTICATING
0000 MmMAUTHENTICATEDO O 0O 0 O I ABORTINGO 0O O O
OO0MMHELDO OO0 MMFORCEAUTHIO O ODODODOOO OO O M
FORCEUNAUTHM OOOODOOOOOOOoOoOoO

Port Status

0000000 unauthorisedd OO0 0O OO authorised0 OO OO DO

Backend Authenticator State

00000000 IDLE OO0 OMINITIALISE O O O RESPONSE
O Supplicant 000 00O MMREQUESTO 000D OO0O0O0ODOM
SUCCESSO OO O OMmMFAILO OO OO MM TIMEOUTO O OOOO
goooooo

AuthControlPortControl

J0o0oooDoooooDnDAutc0 0 0oDoooooooooooo
0 M forceUnauthorisedd 0O 0O O O O O [ forceAuthorisedd O O O
gooooooood

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD

txPeriod Supplicant O EAPOLOO0O0OOO0OOOOOOOOO

suppTimeout Supplicant O EAP-Request 00 00O O O O Supplicant 0 00 OO
gooooooo

serverTimeout RADIUSOOD OO Access-Request 0 0000 0 ORADIUSO O
ggoodoooooooooo

maxReq Supplicant 0 000 EAPOL-Request 0 DO 00000000

reAuthMax 00000000 EAPOL-Request 000 0000D0OO0O

reAuthPeriod Supplicant 0 0000000000

reAuthEnabled goooooooo

keyTransmissionEnabled ooooo

adminControlledDirections ooooo

secureVlan 000000 VLANOODOO20000000000 Supplicant O
OO0 VLANDOOODODOoOooooo Supplicantl]l]l]l]l]l]l]l]l]
ggboogoooouoooo

trap O0oo0ooooooo SNMPOOOOOODOODOOOOODOOOOO
godoooooooooo

mibReset gd Supplicantl]l]l]DDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODODDOOO

0 67: PORTAUTH=8021X0O OO

Default Settings

00000000000 Supplicant 000000000000

Attached Supplicant(s)

CentreCOMAR570S 0000000000 2.9
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SHOW PORTAUTH PORT MULTISUPPLICANT

Authenticator PAE State Authenticator 0 O O O O O OINITIALISED O O O 0O DISCON-
NECTEIDD O 0 O MCONNECTIN@G 0O 0 O MAUTHENTICATING

0000 MM AUTHENTICATEDD O O O O 0 ABORTINGO O 0 O

O0MHELDODOOO M FORCEAUTHM O OO OOOOOOO MM

FORCEUNAUTHM OO OOOODODOOOOOOODOO

Port Status 0000000 unauthorisedd OO0 0O OO authorised0 OO OO DO

Backend Authenticator State 00000 UUOOIDLE OO0 O MINITIALISE O 0O O MRESPONSE
O Supplicant 000 00O MMREQUESTO 000000000 DOM

SUCCESSO OO O OMmMFAILO OO OO MM TIMEOUTO O O OOO
goooooo

AuthControlPortControl J00ooooDoooooDDAutc0 000D oooooooooo
0 M forceUnauthorisedd 0O 0O O O O O [ forceAuthorisedd O O O
gooooooood

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD
reAuthPeriod Supplicant 0 D 000000000

reAuthEnabled goooooooo

secureVlan 000000 VLANODODOO20000000000 Supplicant O

00 VLANOODOOOODOOOOO Supplicant000000000O
goboooboooobooooo

trap O0oo0o0oooooo SNMPOOOOOODODODOOOOODOOOOO
godoooooooooo

mibReset gd Supplicantl]l]l]DDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODODDOO

0 68: PORTAUTH=MACBASED 00O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 000 O

ENABLE PORTAUTH PORTO 252 000 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 000 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH TIMERO 428 0 0 O O

goooo CentreCOM AR570S 0000000000 2.9
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SHOW PORTAUTH TIMER

SHOW PORTAUTH TIMER

000000o0oooo /ooooo
SHOW PORTAUTH [={8021X|MACBASED}] TIMER PORT={eth-port|port-list|ALL}

eth-port: ETHO OO OOOO0OOOOeth0OOOOOOO
port-list: 1000000000100 000000000OO0O0OOOO0ON)

g

0000000000000 ooOOo8N21IXDODODDOD MACOODODODODODODODODOODODODOOOOOOO
googoo

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODODOOOOOOOOO
o000 8IXooooooo
PORT OO0

gooooogono

Manager > show portauth=8021x timer port=3
802.1X Timers

Interface: port3 PAE TYPE . vttt teeeeeeenn Both
Authenticator
awhile quietWhile reAuthWhen txWhen
00 00000 00048 00000
Supplicant
authwhile heldwhile startWhen
00 00000 20

Manager > show portauth=8021x timer port=4
802.1X Timers

Interface: portd PAE TYPC. vttt v it veeeean Both

Attached Supplicant: 00-00-e2-59-56-48
awhile quietWhile reAuthWhen txWhen
00 00000 00000 00000

Attached Supplicant: 00-00-f4-95-30-6a
awhile quietWhile reAuthWhen txWhen
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SHOW PORTAUTH TIMER

00 00000 00000 00000
Supplicant

authwhile heldwhile startWhen

00 00000 26

Manager > show portauth=macbased timer port=ethO

MAC Based Authentication Timers

Interface: ethO

Supplicant quietWhile reAuthWhen
00-00-f4-42-01-6b 00000 00000
Interface gooooooocooooboooon
PAE Type 8021X 000000000000 0000O0O AuthenticatorOSupplicantd

BothOOGO OO

Authenticator 0 0 00O O

aWhile Supplicant 0 EAP-Request 000 00O U Supplicant 0000000
O0000MOO0OO0OORADIUSOOO OO Access-Request 0 00 O
OOORADIUSOOOOODOOODOOOOOOOUOO0OMOOODOOOOO
SUPPTIMEOUTO OO 000D O0OODOOOOOO SERVERTIMEOUT
ogoooooboooood

quietWhile DDDDDDSupplicantDDDDDDDDDDDDDDDDDDDDDD
QUIETPERIOD D OO0 ODOOOOOOOOOOO

reAuthWhen Supplicant 0 00000000000 D00O00MMREAUTHPERIOD OO
goodoooooooooo

txWhen Supplicantl] EAPOLOOOOOOOOODOOOOOOOOOOOOMTX-

PERIOD OO OOOOOOOOODOOOO
Supplicant 000 0O

authWhile Authenticator O EAP-Response U 00 0O 00 00O OO O Authenticator
000000000000 mAUTHPERIOD OO OOOoOoOoOoooQo
oo

heldWhile ODO000O0OAuthenticator 0000 000000000000 OCOOOOO
HELDPERIOD O OOOOOOOOOOOOOO

startWhen Authenticator 0 EAPOL-Start 0 0000000000000 000OOI

STARTPERIOD OO OOOOOOOODOOOOO

0 69: PORTAUTH=8021X0O OO

Interface vooooooooooooooon
Supplicant MAC OO0 Supplicant0 MACO O OO
ooooo CentreCOM AR570S DO DO 0OOOOOO 2.9
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SHOW PORTAUTH TIMER

quietWhile DDDDDDSupplicantDDDDDDDDDDDDDDDDDDDDDDQUI—
ETPERIOD O 0000000 OOUOOOOO
reAuthWhen Supplicant 0 00 000000000000 REAUTHPERIODOOOOOO

goboobogn

0 70: PORTAUTH=MACBASE O 0O O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1180 0 0O O
ENABLE PORTAUTHO 250 0 00 O

ENABLE PORTAUTH PORTO 252 000 O

SET PORTAUTH PORTO 3130000

SET PORTAUTH PORT SUPPLICANTMACO 3170000

SHOW PORTAUTHO 4130000

SHOW PORTAUTH COUNTERO 416 000 O

SHOW PORTAUTH PORTO 4190000

SHOW PORTAUTH PORT MULTISUPPLICANTO 4240 00 O
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SHOW RADIUS

SHOW RADIUS

O00000000oo /000000

SHOW RADIUS

g

0000000 RADIUSO Remote Authentication Dial In User ServerD DO 0O OO0OOO0OD0ODOO

gooooogono

Manager > show radius

RADIUS Server Parameters

Server Retransmit Count....... 3

Server Timeout................ 6 sec

Server Dead Time.............. 5 min

Server Port AccPort LocalInterface Radius Accounting
Status Status

192.168.10.10 1645 1646 Not set Alive Alive

172.28.28.10 1645 1646 Not set Dead (49sec) Alive

Server Retransmit Count RADIUSOOO0000O0O0O0O0OO

Server Timeout RADIUSOOOOODOO0OOOOOOOOOOOO

Server Dead Time RADIUSOOODOOOODOOOO0OO0OL + Server Retransmit Count
gooooooooooobobobbobbobbgooooooboboob
ggdddooooooooooboo

Server RADIUSOOOOO IPOOOO

Port gooboboogooooo

AccPort gogbddbdoooououoooooo

Secret RADIUSOOOOOOOO0OOOODOO0OOOODOODOOOOOOOOOOO
googd

Locallnterface RADIUSOOOOOOOOOOOOODOOOOOIPOOOOOOOOO
ODlocal X DUODOXOOOOO IPOOODOODODOODOOO1O015M

Radius Status D000000O00DAliveDDOOUOMMDeadd DO OOOOOOOOO

Dead 0000000000000 0OO0O0DOOOODOOOODO
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SHOW RADIUS

Accounting Status 0000000000000 0D00Alivel D00 OMMDeadd 00000
O00D000ODead D00 000000000 DOOODOODOOOODO
ooo
o 71:
ooooono

ADD RADIUS SERVERO 131 0 00 0O
DELETE RADIUS SERVERO 196 0 0 0O
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SHOW RELEASE

SHOW RELEASE
00000000000 /000000

SHOW RELEASE

g

gobooobogobooobooboobbobboon

gooooogono

Manager > show release
Release Licence Period
55292-00.rez full -
Release gooooooooooooa
Licence o0o0ooooooooofqdooooooooooonoon
Period gooooooooooooooooa
o 72:
ooooon

DISABLE RELEASEC 223 0 0 00
ENABLE RELEASE0 256 0 0 0O O
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SHOW SCRIPT

SHOW SCRIPT

0000oo0oo0oo0o0ooo /00000

SHOW SCRIPT|[=filename]

filename: 0000000000 .scp O.cfgh

g

gobooooooobooobooboobbobboobooobooobo
goooog

SCRIPT 00000000000 OO0OOOODOOOOOODOOOOOOOOOOOODOOODOOODOOO
goboobogn

gooooogono
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Manager > show script

Configuration Scripts:

Filename Device Size Created Locks
bekopstn.cfg flash 3234 10-Jun-2001 14:25:25 0
boot.cfg flash 357 11-Jan-2001 10:39:26 0
ipsec.cfg flash 5349 03-0ct-2001 14:07:32 0
ipsecl2t.cfg flash 5723 03-0ct-2001 19:16:16 0
ipsecudp.cfg flash 5654 03-0ct-2001 17:33:02 0
ipve.cfg flash 4525 03-0ct-2001 16:45:18 0
ipvéebad.cfg flash 4210 22-Jun-2001 01:43:07 0
rsasig.cfg flash 5615 04-0ct-2001 20:22:27 0
wak0712.cfg flash 3906 12-Jul-2001 21:45:12 0
wakadsl.cfg flash 3571 20-Jun-2001 22:03:23 0
wakadsl2.cfg flash 3896 30-Jun-2001 23:46:05 0
wakadsl3.cfg flash 3764 30-Jun-2001 12:00:51 0
wakpstn.cfg flash 3429 18-Jun-2001 00:57:53 0
General Scripts:

Filename Device Size Created Locks
doreset.scp flash 48 02-0ct-2001 14:00:54
sendmail.scp flash 30 22-Jul-2001 11:08:35

gooood




SHOW SCRIPT

Manager > show script=sendmail.scp

File : sendmail.scp

l:mail to=%1 sub=%2 message=%3

Filename oooooooooo
Device 0000000000o0o0b0oooo0oOnvsO flash
Size goooooooouooo
Created ooooooog
Locks goooooooooboboboooon
0 73:
o

sj0000obooboboboobooobooboboobobo

SHOW SCRIPT

lDDDDDDDDDDmyscript.schDDDDDDDDD

SHOW SCRIPT=myscript.scp

goooog

ACTIVATE SCRIPTO 120000 O
ADD SCRIPTO 1330000
DEACTIVATE SCRIPTO 186 0 0 O O
DELETE SCRIPTO 197 00 0 O

SET SCRIPTO 3230000
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SHOW SESSIONS

SHOW SESSIONS

00000000000 /000000000

SHOW SESSIONS

g

0000000000000 00000000000Telnet0 00000000000 S500000000
0000000000 TelnetDOOOOODODOODO

00000000000 00P00000TELNET ipaddo 0 0 00 TELNET hostname Tinot connected
vdboooooooooooodgooodd

gooooogono

SecOff > show session

Session information for Asyn O

connected to 192.168.10.103

not connected

session
session
session not connected

session not connected

ua o W N

session not connected

goooog

DISCONNECTO 2350000
RECONNECTO 2850000
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SHOW SNMP

SHOW SNMP

00000000000 /SNMP

SHOW SNMP

SNMPOOOODOOOOOOOOOO

gooooogono

googn

Manager > show snmp
SNMP configuration:
Status .. e Enabled
Authentication failure traps Enabled
Local Interface SNMPv1l .......... Not Set
Local Interface SNMPvV2 .......... Not Set
Local Interface SNMPV3 .......... Not Set
CoOmMMUNIEY v vttt et et et e e ee e ee e public
ACCESS vttt ettt et et et read-only
Status ...l e Enabled
o= o 1= Enabled
OPEIN ACCESS v vttt ettt e No
SNMPv3 engine information:
snmpEngineID ...........00.... 800000cf030000cd123456
snmpEngineBoots ............... 6
snmpEngineTime ................ 1388
SNMP counters:
inPkts ... .o i 15006 outPkts ....... . .. i, 15006
InBadVersions .........oueeuuenen.. 0 OULTOOBIgS &t i ittt ettt e et e ens 0
inBadCommunityNames ............. 0 outNoSuchNames .................. 0
inBadCommunityUses .............. 0 outBadvValues ..........ouueuune... 0
iINnASNPaArseErrS . ......coeuuunen.. 6 OULGENEXTS ...t i ittt i ii it 0
INTOOBigS v v ittt et e e e 0 outGetRequests .................. 0
inNoSuchNames ................... 0 outGetNexts ........ ... 0
inBadvValues .........uouueeueeenn. 0 outSetRequests .................. 0
inReadOnlys . ...vviii i ... 0 outGetResponses ............. 14981
INGENEYTYS & i ittt et e et 0 OULTTADS v vttt ittt ettt et e e 6
inTotalRegVars .........ou... 14977
inTotalSetVars .................. 0
inGetRequests ........c.iiin... 0
inGetNexts ............ooo.. 14977
inSetRequests .........iin... 0
INGEetREeSPONSES v v v vt i it i e eeean 0
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SHOW SNMP

inTraps

SNMPv3 counters:
UnsupportedSecLevels
NotInTimeWindows
UnknownUserNames
UnknownEngineIDs
WrongDigests

DecryptionErrors

UnknownSecModels
InvalidMsgs
UnknownPDUHandlers

SNMP configuration 0 0 00O

SNMPOOODOOODOOODOODOODOO

Status

SNMP O OO OOOOUOOEnabled O Disabled

Authentication failure traps

goboogooobooobobo

Local Interface SNMPv1

SNMPv1 OO OOOOODODODODODODODODOoOoIPOOOOOOOO
0000000000000 00MmMmOODDoO Not Set

Local Interface SNMPv2

SNMPv2c 00000000000 DOOOOO IPOODOOOOO
0000000000000 000MmODoOoO Not Set

Local Interface SNMPv3

SNMPv3O O OOOOoOooOoOoooooooIPo00OOOOOO
0000000000000 00MmOODDoO Not Set

Community gooogoogo

Access 0000000000000 0read-onlyd read-write 00 O O O
Status 00000000000 Enabled O Disabled

Traps gooooobooooo

Open access

0o000oooooo SNMPOOODDOODODUOODOOOoOODOO
Yes O O 0 NoSNMPv3 engine information 0 O O 0 O

snmpEnginelD oooo ID

snmpEngineBoots ooooooooooooooooooo IDoDoOoooo 10
g

snmpEngineTime ooopoooooooooooon

SNMP counters 0 OO0 00O

SNMPOOODOOODOOODOODOODOO

inPkts

OO0 SNMPOOOOO

inBadVersions

00000000oooooooo SNMPOOODDODOOODOOOO

inBadCommunityNames

000000000 ooooo SNMPOOOODOOOOOO

inBadCommunityUses odooooooooooooooooooooogd SNMPOO
gooooogo

inASNParseErrs ASN.1 00000000000 0o0oooog SNMPOOOOO
goooo

inTooBigs 000000000000 tooBigDODOOOOOO0O0O SNMPOO
gooooogo

inNoSuchNames 0000000000 00OnoSuchNameO OO O OOO0O0O00O
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SHOW SNMP

inBadValues 00000000000 0ObadValueDOOOOOODOOO SNMP
gbooobooooooo

inReadOnlys 000000000000 readOnlyD0 000000000 SNMP
gbooobooooooo

inGenErrs 000000000000genErrf000D0D0O0O0OO SNMPODO
gooobooooo

inTotalReqVars 0000 GetRequest 00 0 GetNextRequest 100D 0000
oooooooMIBOOoooooooo

inTotalSetVars 0000 SetRequest 10 000000000000 MIBOOODO
goooao

inGetRequests 0000 GetRequest 00 OO O0OOO

inGetNexts 0000 GetNextRequest 0D OO OO0O0O

inSetRequests 0000 SetRequest 0000000

inGetResponses 0000 GetResponse0 OO O0O0O0O0

inTraps O0oOoSNMPOOOOOOO

outPkts OO0 SNMPOOOOO

outTooBigs 000000000000tooBigdOODOOO0O0DOOO0ODO SNMP
gboobooogd

outNoSuchNames 00000000000 O0noSuchNameO 0000000000
OSNMPOOOOOOO

outBadValues 0000000000 00badValueDOOODODOOOOOOO
SNMPOOOOOOO

outGenErrs 000000000000genEnr00000O0D0O00OODODO SNMP
gboobooogd

outGetRequests 0000 GetRequest DD OO0ODOO0O

outGetNexts 0000 GetNextRequest 0O OO OOOO

outSetRequests 0000 SetRequest 00000000

outGetResponses 0000 GetResponse0 OO O0O0O0O0

outTraps 0000 SNMPOODOODODO

SNMPv3 counters D 0 OO O

SNMPv3O O OOOO0oooooooooo

UnsupportedSecLevels 00000000000o00000o00o0 SNMPOOOODOOO

NotInTimeWindows 0000000 Time Window OOOOOO0OO0O0O0OO0O SNMP O
gooogo

UnknownUserNames 000000 oooogo SNMPOOOOOOO

UnknownEnginelDs DoooooolIbood SNMPOOODOOOO

WrongDigests 0000000000000 ooooooOooooogn SNMP
goooooo

DecryptionErrors O000oo0oogSNMPOOOOOODO

UnknownSecModels Oooooooooooooooooog SNMPOOOOOOO
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SHOW SNMP

InvalidMsgs Jo0000o0ooooogoo SNMPOOODOOO
UnknownPDUHandlers oo PDUOOOSNMPOOOOODOO

0 74:
ooooono

CREATE SNMP COMMUNITYO 167 000 0O

DISABLE SNMPO 224 000 0O

DISABLE SNMP AUTHENTICATE TRAPO 225000 O
ENABLE SNMPO 2570000

ENABLE SNMP AUTHENTICATE TRAPO 258 0 00 O
SET SNMP ENGINEIDO 326 0 00O O

SET SNMP LOCALO 3280000

SHOW SNMP COMMUNITYO 441 0000
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SHOW SNMP COMMUNITY

SHOW SNMP COMMUNITY

O0000000o00oooO /SNMP

SHOW SNMP COMMUNITY=community

community: SNMPOOO00O000001015000000000000000

g

OSNMPv1l/v2cOSNMPOOOOOD0O0O0O0OO0OOOOOO

goooog

COMMUNITY SNMPOOOOOOOO

gooooogono

Manager > show snmp community=public
SNMP community information:
1= 11 public
ACCESS v vttt ettt et e e e e e e e read-only
Status .. ... e Enabled
L= o ¥ Disabled
OPEIN GCCESS 4 vttt ettt e te it et No
MANATEL « v v e et e et e e e e e e 192.168.1.11
MANATEL « v vt ettt e e e e e e e 192.168.1.5
MANATEL « v vt et e et e e e e e e 192.168.1.2
Trap host ..... ... ... 192.168.1.11
V2c Trap host .......... .. ....... 192.168.1.11
V2c Trap host .......... .. .. ..... 192.168.1.5
Name gooooooa
Access 0000000000000 0Oread-onlyd read-write 00 0O 0 O
Status 00000000000 Enabled O Disabled
Traps gooooooooooa
Openaccess J00000O0oOoO0oSNMPOOOODODOODDOODODODOOOYesOOO No
Manager 0000000000000 000000O00b00o0b0D0o0O0OSNMP OO DO

oooooIPoOoOO

Trap host

SNMPv1OOOOOOoooIPOOOO

V2c Trap host

googn

SNMPv2cOOOOOOOOIPOODODO
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googod

SHOW SNMPO 4370000
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SHOW SNMP GROUP

SHOW SNMP GROUP

O0000000o00oooO /SNMP

SHOW SNMP GROUP [=group]

group: SNMP OO O0O00D01032000000000000000

g

OSNMPV3D OO OooOoooooooooooooo
goooog

GROUP SNMPOOOOOOODOOOOODODOOOOOODOOOODOO

gooooogono

Manager > show snmp group

SNMP Group information:

Group Name . ..o vvve it iee et admins
Security Level ................ authPriv
Read View ...........itiiinn.. most
Write View .................... most
Notification View ............. most
Row Status .................... active

Group Name . .....uuviienenenenn. mib2operators
Security Level ................ authNoPriv
Read View ...........itiinn.. standard

Write View ........... ... -

Notification View ............. most

Row Status .........c.iininn.. active
Group Name oooono
Security Level 0000000000 O0noAuthNoPrivl OO OOD O DO OO M authNoPriv

00000000000 mauthPrivb O 0OO0O0OO0OO0OOO0OOOOOOOOO
Read View gooooooobooooood
Write View gooooooobooooood
Notification View gooooooooooa
Row Status 0000000 Oactived notInService notReady O 0 0 O O
0 76:
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googod

ADD SNMP GROUPO 136 DO OO
SET SNMP GROUPO 327 0000
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SHOW SNMP TARGETADDR

SHOW SNMP TARGETADDR

O0000000o00oooO /SNMP

SHOW SNMP TARGETADDR|[=target]

target: SNMP O 000 0D001032000000000000000

g

OSNMPvV3O OO0 O0O000000o0ooooooooooooooooo

goooog

TARGETADDR SNMPOOOOOOOO0OOOOOOOOOOOOOOOOOODOO

gooooogono

Manager > show snmp target
SNMP target address information:
Target Address Name ............. mg?2
IP addresSsS .« v v v mee ittt 172.28.28.16
UDP DPOTXtL vt ittt it it et it et ee e e 162
Target Address Params ......... psupervisor
Row Status .............cco... active
Target Address Name ............. tpR30
IP addresSsS .« v v v v meiie e 172.28.28.156
UDP DPOTYtL vt ittt it it et it eeee e e 162
Target Address Params ......... pzein
Row Status ..............cco... active
Target Address Name oooooo
IP address IPOOOO
UDP port ubDrPOOGOoQOO
Target Address Params oooo0oooo0ooooooo
Row Status 00000000 Oactived notInServicell notReady 0 0 0 0 O
a 77:
ooooon

ADD SNMP TARGETADDRO 138 0 0 OO
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ADD SNMP TARGETPARAMSO 140 00 O O
DELETE SNMP TARGETADDRO 200 000 O
SET SNMP TARGETADDRO 329 0 O O O
SHOW SNMP TARGETPARAMSO 447 000 O
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SHOW SNMP TARGETPARAMS

SHOW SNMP TARGETPARAMS

O0000000o00oooO /SNMP

SHOW SNMP TARGETPARAMS [=params]

params: SNMP OO O000000000000001032000000000000000

g

OSNMPvV3O OO O0O0OO0O0000oo0o0ooo0oooooooooooooooooooooooon
goboooboooobooobooboobbooo

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOOOOO
gooogo

gooooogono

Manager > show snmp targetparams
SNMP target params information:

Target Params Name .............. psupervisor
Security Level ................ authPriv
User Name ........ctiiiweeeenenns supervisor
Row Status .................... active

Target Params Name .............. pzein
Security Level ................ authNoPriv
User Name ........couuiuiuueenenn. zein
Row Status .................... active

Target Params Name 0O000000000000O00O

Security Level O00000000000noAuthNoPrivd 0 00000 0000 MauthNoPriv
D0000000000@M authPrivi 0000000000000 O0O0O

User Name ooooo

Row Status 00000000000000D0 000 actived notInServicell notReady O
goog
0 78:
ooooono
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ADD SNMP TARGETPARAMSO 140 00 O O
DELETE SNMP TARGETPARAMSO 201 0000
SET SNMP TARGETPARAMSO 330 0 0 0 O
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SHOW SNMP USER

SHOW SNMP USER

O0000000o00oooO /SNMP

SHOW SNMP USER|[=username]

username: SNMP OO 000010320 00000000000000

g

OSNMPV3OD OO0 Oooooooooooooo

goooog

USER SNMPOOOOO

gooooogono

Manager > show snmp user
SNMP User information:
User Name ...t v v v v i et iee e zein
Group Name . .......uuuueeeneenn. mib2operators
Auth Protocol ................. SHA
Priv Protocol ................. NONE
Row Status .............cco... active
User Name ... ...ttt eeenenens supervisor
Group Name .. ... ennnennn admins
Auth Protocol ................. MD5
Priv Protocol ................. DES
Row Status ..............cco... active
User Name ooooo
Group Name ooooooon
Auth Protocol goooooo
Priv Protocol ooooooog
Row Status 00000000 actived not in servicell not ready 0 00 0 O
0 79:
ooooono

ADD SNMP USERO 1420000
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DELETE SNMP USERO 2020000
SET SNMP USERO 3320000
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SHOW SNMP VIEW

SHOW SNMP VIEW
00000000000 /SNMP

SHOW SNMP VIEW[=view]

view: SNMPOOO0O001032000000000000000

g

OSNMPV3D OO0 ooooooooooon
goooog

VIEW SNMPOOOOO0O0OO0OOO0O0O0OO0OOO000OO0OOO00000OD0OO0OO000O0OOO0OO0ooooogo
goboooboooobooobobooboobboobooboobobooo

gooooogono

Manager > show snmp view

SNMP View information:
SNMP View name(s) :
most
standard

mib2notcpudp

Manager > show snmp view=mib2notcpudp

SNMP View information:

View Name .........ciuuuuneunnnne.. mib2notcpudp

OID ot et e e et e e e e e e 1.3.6.1.2.1
D mib-2
7 YT include
Row Status .................. active

OID ottt et e e e e e e e e e e 1.3.6.1.2.1.6
MIB .ot e e e e e e e tcp
H1 Y5 o 1 T exclude
Row Status .................. active

OID ottt e e e et e e e e e 1.3.6.1.2.1.7
MIB vttt ettt e e e e e e udp
H1 Y5 o T exclude
Row Status .................. active
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SHOW SNMP VIEW

View Name oooo

OID 00000ooooType=includeDOO OO OO OO OO0 Type=excludeDOMIB O O
0 O OIDO Object Identifiertd

MIB olDboDoodooMIBOOODODOODOoOOIDODODOOODODODODODOOOOOOOO
gooobooooouoooo

Type OlDO0OU0DUOO0OMIBOUOUOOOOOOODODUOOUOOOUOOOOOIncludeO O OO
OO0exclude0DOOOOO

Row Status 0000000 actived not in servicel not ready 0 0 00 O

0 80:
ogooooon

Oo000oooooooooOoIbooooooDoooooODOoOODOOO

goooog

ADD SNMP VIEWO 144000 O
DELETE SNMP VIEWO 2030000
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SHOW SSH

SHOW SSH

00000000000 / Secure Shell

SHOW SSH [COUNTERS]

SSHOOOOOOOOOoOODOOoOOoDODOoOOoOoOOoOOoOoOOOoOOOoOOOOODOODOOo

goooog

COUNTERS SSHOOOOODODOOODODODOOODODOOOOO SSHOOOOOOOoOooOOO

gooooogono

Manager > show ssh

SSH Configuration

Version..........ooiii.. 1.5

Server Enabled............. TRUE

Maximum Sessions .......... 6

Port.... ... 22

Host Key ID. ... i, 1

Host Key Bits.............. 1024

Server Key ID........c.uv.u.. 2

Server Key Bits............ 768

Server Key Expiry(hours)... 1

Login Timeout(secs)........ 60

Idle Timeout(secs) ........ Off

Authentication Available... Password, RSA

Ciphers Available.......... DES

Services Available......... Shell, Cmd

Manager > show ssh counters

Secure Shell Counters:
inOctets 16866 outOctets 43477
rxPkt 743  txPkt 785
rxPktCheckFail 0 txPktFail 0
rxVersionID 9 txVersionID 9
rxMSGDisconnect 4 txMSGDisconnect 0
rxSMSGPublicKey 0 txSMSGPublicKey 9
rxCMSGSessionKey 5 txCMSGSessionKey 0
rxCMSGUser 5 txCMSGUser 0
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SHOW SSH

rxCMSGAuthRhosts
rxCMSGAUthRSA
rxSMSGAuthRSAChallenge
rxCMSGAuthRSAResponse
rxCMSGAuthPassword
rxCMSGAuthRhostsRSA
rxSMSGSuccess
rxSMSGFailure
rxCMSGRegCompression
rxCMSGRegX1llForwarding
rxCMSGRegPortForwarding
rxCMSGRegAgentForwarding
rxCMSGRegPty
rxCMSGWindowSize
rxCMSGExecShell
rxCMSGExecCmd
rxCMSGStdInData
rxSMSGStdOutData
rxSMSGStdErrData
rxCMSGEOF
rxSMSGExitStatus
rxCMSGExitConfirmation
rxUnSupportedMsg
rxUnknownMsg

encodeSKSuccess
encodeSKFail
getHostKeyFail

serverKeyReGenerated

encodeRSAChallengeGood
encodeRSAChallengeFail
getUserKeyFail

encoConfigured
encoDetached
encoEncodeStart
encoEncoded
encoEncodeFail
encoEncodeResetDone
encoEncodeResetFail

encoEncodeDiscard

O O O O O O O 0 O P O F OO O O O o o NN o o o o

o O O o

o

767
767

o O o

txCMSGAuthRhosts
txCMSGAUthRSA
txSMSGAuUthRSAChallenge
txCMSGAuUthRSAResponse
txCMSGAuthPassword
txCMSGAuthRhostsRSA
txSMSGSuccess
txSMSGFailure
txCMSGRegCompression
txCMSGRegX1llForwarding
txCMSGRegPortForwarding
txCMSGRegAgentForwarding
txCMSGReqgPty
txCMSGWindowSize
txCMSGExecShell
txCMSGExecCmd
txCMSGStdInData
txSMSGStdOutData
txSMSGStdErrData
txCMSGEOF
txSMSGExitStatus
txCMSGExitConfirmation

decodeSKSuccess
decodeSKFail
getServerKeyFail

decodeRSAChallengeGood
decodeRSAChallengeFail

encoConfigureFail
encoDead
encoDecodeStart
encoDecoded
encoDecodeFail
encoDecodeResetDone
encoDecodeResetFail

encoDecodeDiscard

O O O O 0 O O O O O O O O O ik J o o o o o o

729
729

o O o

Version

O00DO00o0O SSsHOOOooooooooo

Server Enabled

SSHOOOOoOoOoooooooo

Maximum Sessions

Port SSHOOOOO TCPOOOOODODOODDOOOOOOO 22

Host Key ID

CentreCOMAR570S 0000000000 2.9
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SHOW SSH

Host Key Bits

O0000o0o0oO0oOo7e8020480 000

Server Key ID

goooooboogoo

Server Key Bits

000000000 0<=000000 -128000 OO >=51200

RN

Server Key Expiry (hours)

goooopooobooobbo

Login Timeout (secs)

googooooobogon

Idle Timeout (secs)

Authentication Available

0000000000 Password OO O RSA

Ciphers Available

0000000000 UOODUODESOOO

Services Available

O0000000000ShellDOO Cmd

081:00000COUNTERSOODOODOOOO

inOctets oooooooo

outOctets oooooooo

rxPkt goooooo

txPkt goooooo

rxPktCheckFail gooooobooouoooooo

txPktFail goooooboogoouoouoooo

rxVersionID oooooIboooooooo

txVersionID oooooIboooooooo

rxMSGDisconnect 00000000000 00SSHMSG_DISCONNECTOD 000

txMSGDisconnect D0o0oo0ooooooooSSHMSG_DISCONNECTO OO0

rxSMSGPublicKey SSH.SMSG_PUBLIC KEY O OO OOUOOOOOOO SSHOOO
gobboomoboobbooooooooobboobboooo
gooooobooobbobbobbboboboboooooooo
goo

txSMSGPublicKey SSH SMSG_PUBLICKEYOOOOOOODOODOOO SSHOO OO
oo bbb booobooobo
oo oooboob

rxCMSGSessionKey SSH.CMSG_SESSIONKEY OO OOOO0O0O00000 SSHOO
o ooobobobooooooboobobobbbooooooobo
oooo0oo0o0oodoooooooooooedooooooon
gooooobooboobobbbbboboboboooooooo
g oonboobooo

txCMSGSessionKey SSH.CMSG_SESSIONKEY OO OOO0OO0O000000 SSHOO
goooobobmoooob oo boobooobooo
0o00ooooooDooooooooooooooooOge4nn
goooooboobbbbbbbobob oo ooooo
goooooboboobobbobbbobobooooooooog
gooog
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SHOW SSH

rxCMSGUser SSHCMSG.USERO O OO OODOOOOOOSSHOOOOOO
gmooobooboobbooboobbobbon

txCMSGUser SSHCMSG.USERO OOODODOOOODOOO SSHOOOOOOO
gomobooboobbooboobbobboon

rxCMSGAuthRhosts OO0O0SSHOODODOODOOO SSH.CMSG_AUTH_RHOSTS O O
0000000000000 shostsI000O00OO0O0OOOOOODO
0000000000000 xxCMSGAuthRhosts

rxCMSGAuthRSA O00SSHOODOODOOODO SSH.CMSG_AUTH-RSAO O OO
0000000000000 oo00ooooO RSAODODOO
gooo

tXCMSGAuthRSA O00OSSHOODODODOOODOOO SSH.CMSG_AUTH_-RSA O O

000000000000 0ooDooo000ooooonDonD RSADOO
gooooo

rxXSMSGAuthRSAChallenge

O0O0SSHOOODODODODOODOO SSHSMSG_AUTH_RSA.
CHALLENGEOOOOOOOODODOODOOoOoOOoooooooO
gobooboboboobooobooobooboo

txSMSGAuthRSAChallenge

000 SSHOOODDODDOODODO SSHSMSG_AUTH_RSA.
CHALLENGEOOOUOOOOODOODOOODODOODOODOOO
gobbobbobobooobbooobooobo

rxCMSGAuthRSAResponse

000 SSHOODODDODDODOOOD SSHCMSG_AUTH_RSA.
RESPONSE OO 00O OO0OO0ODOOOOOOOOOODOODOOO
gobobobobooboboobbo

txCMSGAuthRSAResponse

O00SSHOODODODOODODODOO SSH.CMSG_AUTH_RSA.
RESPONSE O OO0 0OO0OO0OOO0OO0OO0OO0OOOOOOOOOOO
gobbobbobboobooon

rxCMSGAuthPassword

O0O0SSHODODODOOOOOO SSH.CMSG_AUTH_PASSWORD
goooooootooooooooobbooooooooooo
0000000000 xxCMSGAuthPassword

rxCMSGAuthRhostsRSA

O00SSHOODDODODOOOOO SSH.CMSG_AUTH_RHOSTS_
RSAODDOOODODOODOOOOO0OODOOODOOOODOOOOOOOO
O0000O.rhosts/RSAOOO0DOOOODOOODOOOOOODOO

txCMSGAuthRhostsRSA

000 SSHOODODODOODOODOOOO SSH.CMSG_AUTH-
RHOSTSRSA OO OOOOOODODOOODOOOODODOODOOO
00000000000 O0.rhosts/RSAODODOOOODODOO
gooboooon

rxSMSGSuccess

OO0 SSHOODODDODDODOOOOO SSHSMSG_SUCCESS 0 O
gogbobobboobooboboobooobo

txSMSGSuccess

OO0 SSHOODODDDOOOO SSH.SMSG_SUCCESS 0000
gobbobobobboobooboboon
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SHOW SSH

rxSMSGFailure O00SSHOOODODOOOOOOO SSH.SMSG_FAILURE 0O O
g oooonooo

txSMSGFailure O00SSHOOOOODOOOO SSHSMSG_FAILUREO OO OO
goooboooooooooooooo

rxCMSGReqCompression OO0 SSHOOODOODOOODO SSH.CMSG_REQUEST-
COMPRESSION O OO0 OOoOoOOOoOO0DOoooOoOooDoooOO
gooooogo

txCMSGReqCompression 000 SSHOODODOODOODOOO SSH.CMSG_REQUEST-

COMPRESSION O OO OOOOODOO0OOOOOOooOOoOooOoO
gobobobobo

rxCMSGRegX11Forwarding

O00SSHOOOODDOOODO SSH.CMSG_X11_REQUEST-
FORWARDING OO OOODODOODOODOOO X11ooooo
gobobobobon

txCMSGReqX11Forwarding

O00SSHOOOODDODOOODOOO SSH.CMSG_X11_REQUEST-
FORWARDING OO OODOOOODODOooooOO X11oooooo
gobobobbo

rxCMSGReqPortForwarding

O0O0SSHOOODDODDDOO SSH.CMSG_PORT_-FORWARD.
REQUESTOOOOOOOOOOOOODOOODDOOOOOOOOO
goood

txCMSGReqPortForwarding

SSHOOODODODOOOOOO SSH.CMSG_PORT_-FORWARD._
REQUESTO OO OODODODODOOODODOODODODODDOODOODOO
goobooooo

rxCMSGReqAgentForwarding

O00SSHOOOODDOODOOO SSH.CMSG_AGENT_REQUEST-
FORWARDING O OOODOOOODOOooooooooooooo
gogboobobbooobpooobooobo

txCMSGReqAgentForwarding

D00 SSHOODDODODDODODODODODO SSH.CMSG-AGENT-
REQUEST_.FORWARDING 0D 0 OO 0000 O0Oooooooo
gobobobbobbooobooobooobooobo

rxCMSGReqPty

O00SSHOOODODOODODOO SSH.CMSG_REQUEST_PTY OO
000000000000 00000Pseudo Terminald 00 00O
goboobobboon

txCMSGReqPty

D00 SSHOOOODODOOOOOO SSH.CMSG_REQUEST_PTY
00000000000000000O00Pseudo Terminald OO
gobbobbobboo

rxCMSGWindowSize

googn

O00SSHOODOOOOOODO SSH.CMSG-WINDOW SIZE
gobooboooboooboobobboobbooobbooobo
gooboooon
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SHOW SSH

txCMSGWindowSize

O00SSHOOODOOODOO SSH.-CMSG_WINDOW SIZEO O
gobooboboobooobooobboobbooobbooobo
goood

rxCMSGExecShell

OO0 SSHOOOODDDOOO SSH.CMSG_EXEC_SHELL 0O O
goboobooobooobooobboobbooobbooobo
goobooobbooooo

txCMSGExecShell

O00SSHOOODODODODOODOD SSH.CMSG_EXEC.SHELL
gobooboooboooboobobboobbooobbooobo
gobbobbobbooon

rxCMSGExecCmd

O00SSHOODOOOOOOO SSH.CMSG_EXEC.CMD OO OO
gobbooobooobooobboobbooobbooobo
U

txCMSGExecCmd

O00OSSHOODOOOOOOOOO SSH.CMSG_EXEC.CMD O O
goboobooobooobooobboobbooobbooobo
ogo

rxCMSGStdInData

OO00SSHOODOOODODOODOO SSH.CMSG._STDIN_DATA
goobobobobobobobooooboboboboboon
gogbbobbobobooobbooobooobo

txCMSGStdInData

O00SSHOOODODODOODODODO SSHSMSG_STDOUT_DATA
gobooboooboooboobobboobbooobbooobo
gogboobobbooboooo

rxXSMSGStdOutData

OO0 SSHOOOODODODO SSH.SMSG.STDOUT_DATA O O
goobooboooboooboobobooobbooobbooobo
0000000000000 txSMSGStdOutData

rxSMSGStdErrData

D00 SSHOOOODODOOOOOO SSH.SMSG_STDERR_DATA
goobobobobobobobooooboboboboboon
goobobobbobbooboooboooboobo

txSMSGStdErrData

O00SSHOOODODOOOODOO SSH.SMSG_STDERR_DATA OO0
gbobooobooboboboooooobobooboboboon
gobooboboboobooobooobooboo

rxCMSGEQOF

D00 SSHOOOOOOOOO SSHCMSG. EOFO OOooooo
gobbobboobooobooboobooboobbobboo

txCMSGEOF

D00 SSHOOODODOODOODOOoOO SSHCMSG_.EOFO O ooOo
gobboooboooboobobooobbooobboooboo
ogo

rxSMSGEXxitStatus

O00SSHOODODOOODOODOO SSHSMSG_EXITSTATUS
gobooboooboooboobobooobbooobbooobo
O000000O000D00000DDtxSMSGEXxitStatus
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SHOW SSH

rxCMSGExitConfirmation

OO0 SSHODODOODODOOO DO SSHLCMSG.EXIT-
CONFIRMATION O OO0 0 ooOoooopoooooooo
000000000 SSHSMSG_EXITSTATUSO OO OOoOoo
U

txCMSGEXxitConfirmation

OO0 SSHOODODODODDODODODOODODO SSH.CMSG_EXIT-
CONFIRMATION O OO OOOOOODoOOoooooooooo
0 SSH.SMSG_EXITSTATUS OO OOOOOOO

ernSupportedMsg oooSSHOOOOoOooooooooooooooooooooo
gogo

rXUnknownMsg oooSSHOOOOoOooooooooooooooooooooo
0 O O encodeSKSuccess

decodeSKSuccess 00000000 RSADODOOOODDOOOO

encodeSKFail goooooboogoouoouoooo

decodeSKFail goooooboogoouoouoooo

getHOStKeyFaﬂ ENCOOOOODOOooooooooooooooooon

getServerKeyFail ENCOODOOOODOooOOooDoooooonooooo

serverKeyReGenerated

gobobobbooboboobbo

encodeRSAChallengeGood

ODU00D00ORSAODDOODODDOOOOOODOOOOOOO

decodeRSAChallengeGood

ODU00D00ORSAODDOODODDOOOOOODOOOOOOO

encodeRSAChallengeFail

O00D00RSAODODODOOODOOODOOOOODOOOOOO

decodeRSAChallengeFail

ODU00D00RSAODODODOOODOOODOOOOODOOOOOO

getUserKeyFail

O0000 ENCOOODDOOODODOOOODRSADODOOOODO
ogo

encoEncodeConfigured

gogbooboboboobooobooobooboo

encoDecodeConfigured

gogbooboboboobooobooobooboo

encoEncodeConfigureFail

gogbooboboboobooobooobooboo

encoDecodeConfigureFail

gogbooboboboobooobooobooboo

encoEncodeDetached 0000000000000 0o0o0oo00o0ooo0o
encoDecodeDetached 0000000000000 0o0o0oo00o0ooo0o
encoEncodeDead 0000000000000 o0oooon
encoDecodeDead 0000000000000 o0oooon
encoEncodeStart ENCOUDOUOOOoUoooooooooooooooo
encoDecodeStart ENCOUODUOOOooooooooooooooogo
encoEncoded 0000ooo0oooooo

encoDecoded 0000ooo0oooooo

encoEncodeFail O0o00ooooooooooooo
encoDecodeFail 00000oo0o0o0oooooooon
encoEncodeResetDone 00000o0oooooooooooo
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SHOW SSH

encoDecodeResetDone 00000o0oooooooooooo
encoEncodeResetFail 00000000000 oooooooooooogo
encoDecodeResetFail 00000000000 oooooooooooogo
encoEncodeDiscard ENCOUODOODOOOOooooooooooooooooo
encoDecodeDiscard ENCOUODOODOOOOooooooooooooooooo

08:0J0000COUNTERSOOOOOOOO

goooog

DISABLE SSH SERVERO 228 00 O O
ENABLE SSH SERVERO 261 00 OO
SET SSH SERVERO 333 0000

SHOW SSH SESSIONSO 461 00 O O
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SHOW SSH SESSIONS

SHOW SSH SESSIONS

00000000000 / Secure Shell

SHOW SSH SESSIONS

g

O0000oooOgSSHOODooooooooooo
goboooobooobooobooboobbobboobooobo

gooooogono

SecOff > show ssh sessions

Secure Shell Sessions

ID Type Dir Peer Address User State Octets In/Out

1 Shell In 172.16.28.126 manager OPEN 00003606/00004497

2 Shell Out 172.16.28.185 secoff OPEN 00001065/00000613

1D ooooo ID

Type O0000000Listen00000000000MMShelDOODOOODO0OOO
00000000 mCmd0 0000000000 D0DO0O0O0O0

Dir 0000000000000 0000000ooooDoDoooDo0o0O0O0g Out
gobooobooobobooobooobooobo

Peer Address ooooooooIPoogO

User gobooobooooooob-obobogoo

State 000000000 nitla0 0000 MStartingd 00000000 O Authen

0000000000 MRequest]I 000000000000 O0O0DOO0OM@INOpen
goboogooooobooobo

Octets In/Out ooooooooo
0 83:

ooooono
DISABLE SSH SERVERO 228 0 O 0O O
ENABLE SSH SERVERO 261 00O OO
SET SSH SERVERO 3330000
SHOW SSHO 453 0000
ooooag CentreCOM AR570S 0000000000 2.9 461
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SHOW SSH USER

SHOW SSH USER

00000000000 / Secure Shell

SHOW SSH USER|[=username]

username: 0000001015 000000000000

g

SSHOOOOOoooOoooooo
goooog

USER 0000 SSHOOOOODODODOOOOODODDODOODODOOODOD SSHOOOOOOODOOoOooooooooo
gobooobooooobooooooobo

gooooogono

Manager > show ssh user

Secure Shell User List

User IpAddr Authentication KeyId Status
admin 0.0.0.0 RSA 100 enabled
manager 0.0.0.0 Password 0 enabled

Manager > show ssh user=admin

USET e v it et et e e et e admin

Status......... .. . .. Enabled

Authentication method..... RSA

RSA key ID. ... ... 100

Shell........ ..., Yes

TPAddresSS . v v vt vt et e e e e 0.0.0.0
Mask......ooiiiiiiinn.. 255.255.255.255

Failed Logins............. 2

User SSHOOOOO

IpAddr oo00oo0ooooooooIPOO0OO
Authentication 00000 Password 0O 0O RSA
KeyId RSAOOODOOOODOO
CentreCOM AR570S 0000000 OOO 2.9 ogoooo
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SHOW SSH USER

Status 000000000 Enabled O OO Disabled
08 0000000000oooooboo

User SSHOOOOO

Status 000000000 Enabled O OO Disabled

Authorisation method

00000Password O 00O RSA

RSAkeyID RSAOOOOOOOOO

Shell 0000000000 TRUEO OO FALSE
IpAddress JoooooooooooIP0OOOO
Mask IpAddress0 000000000

Failed Logins

goooooobo

goooog

ADDSSH USERO 1470000
DELETE SSH USERO 2040 00O
DISABLE SSH USERO 229 00 00O
ENABLE SSH USERO 2620 00O
SET SSH USERO 3340000

googn

08:000000oog

CentreCOM AR570S 0000000000 2.9
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SHOW STARTUP

SHOW STARTUP

O000oo0oo0ooooo /0000

SHOW STARTUP

goboooboogoboobobooboobbobboobodg>bboon

gooooogono

Manager > show startup

Router Startup Status Flag is 00400400, which means:
65536k of RAM found
Router OK prior to this startup
Battery backed RAM battery OK
NVS not corrupted
Real time clock not corrupted
Real time clock, time set
Router software download OK

Router vector download OK
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SHOW SYSTEM

SHOW SYSTEM

O000oo0oo0ooooo /0000

SHOW SYSTEM

gbobooooboooboo

gooooogono

Chip Revisions -

SysDescription

SysContact

SysLocation

SysName

SysDistName

SysUpTime

1230 ( 00:00:12 )
Boot Image
Software Version:
Release Version
Patch Installed
Territory
Country

Help File

Main Fan
CPU Fan

Temperature
Main Fan Speed
CPU Fan Speed

googn

Router System Status

Manager > show system

CentreCOM AR570S version 2.9.2-00 30-Jul-2010

570-104.fbr size 771920 16-Mar-2006
2.9.2-00 30-Jul-2010

2.9.2-00 30-Jul-2010

NONE

japan

none

help.hlp

On
On

43 Celsius
5921 RPM
6026 RPM

Time 16:41:12 Date 17-Aug-2010.
Host Id Rev Serial number

0 M2-0 D16561013

Board ID Bay Board Name
Base 257 AR570S
Memory - DRAM :131072 kB FLASH : 32768 kB

CentreCOM AR570S 0000000000 2.9
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466

SHOW SYSTEM

Voltage Status ( Rail : Read )
1.2v : 1.18V 2.5V : 2.60V 3.3V : 3.33V
5.0V : 5.01v 12.0V : 11.99Vv

Battery voltage 3.26V

Configuration

Boot configuration file: None

Current configuration: None

Security Mode : Disabled

Board ooooo

1D ooo ID

Bay IO Module ICModuleOOOOOODOODOODOODO

Board Name

googn

Rev

gooooboooboobbobboon

Serial number

gooooooon

DRAM O0o0oo0o0 DRAMOOOOOO

FLASH 0000000 FLASHOOOOOOO
SysDescription 0000000000000 00O0MIB-IIO sysDescrl
SysContact 000000MIB-IIO sysContactO

SysLocation 00000MIB-IIO sysLocation

SysName 000000MIB-IIO sysNamel

SysDistName X.500 0 0 0 ODN = Distinguished Name(]
SysUpTime gdoooooooodoooooood

Software Version

goooooobo

Release Version

gooooopoooboobbo

Patch Installed

O00D0D0D0O0D0DO0D0DO0ODO0DODODODUOONONEDDODODDO

Territory 0 O O australiad chinaO europel japanO koreall newzealand usall
Help File HELPOOOOOOOOOODODDODOOOOO

Main Fan oooooo

Temperature 000oooo0oCelsius000O000

Main Fan Speed

O00D0D0D0OD0DO0ORPMOODOODOODOO

Voltage Status

1.2vo2.5vo33vos.0vo10vo0oooooooooo

Battery voltage

goooooo

Boot configuration file

goooobooobooobooobo

Current configuration

goooobooobooobooobo

Security Mode

CentreCOMAR570S 0000000000 2.9
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SHOW SYSTEM

0 86:

goooog

DISABLE SYSTEM SECURITY_-MODEO 230 00 OO
ENABLE SYSTEM SECURITY_-MODEO 263 00 0O

SET HELPO 29 0O 00O

SET SYSTEM CONTACTO 3350000

SET SYSTEM DISTINGUISHEDNAMEO 336 0 0 OO
SET SYSTEM LOCATIONO 3370000

SET SYSTEM NAMEO 338 0 0 0O

ooooao CentreCOM AR570S 0000000000 2.9 467
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SHOW TELNET

SHOW TELNET

00000000000 /000000000

SHOW TELNET

g

Telnet 00O OO0OO0ODOO0O0OODOOO

gooooogono

Manager > show telnet

TELNET Module Configuration

Telnet Server .................. Enabled
Telnet Server Listen Port ...... 23
Telnet Terminal Type ........... UNKNOWN
Telnet Insert Null’s ........... Off
Telnet Com Port Control ........ Disabled
Telnet Current Sessions ........ 0

Telnet Session Limit ........... 32
Telnet Idle Timeout ............ Off

Telnet Server

Telnet 0O OOOOO0OOO

Telnet Server Listen Port

Telnet0O0O0OODOOOO0OO TCPOOO

Telnet Terminal Type

Telnet 0000000000000 O0000DODOOOO

Telnet Insert Null’s

CROO0DO0O0OoO0OoOooooooooo

Telnet Com Port Control

googoo

Telnet Current Sessions

00000000 TelnetOO OO OO

Telnet Session Limit

0000000 TelmetOOOODOOOODO

Telnet Idle Timeout

Telnet 0000000000000 DO0O0O0OOO

goooog

0 87:

DISABLE TELNET SERVERO 231 000 0O
ENABLE TELNET SERVERO 264 0 0 0 O
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SHOW TIME

SHOW TIME

O000oo0oo0ooooo /0000

SHOW TIME

g

gobooobooooooooo

gooooogono

Manager > show time

System time is 21:59:55 on Tuesday 20-Apr-2010.

goooog

SETTIMEO 3410000

ooooag CentreCOM AR570S 0000000000 2.9 469
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SHOW TRIGGER

SHOW TRIGGER

O000oo0oo0ooooo /0000

SHOW TRIGGER|[=trigger-id] [{COUNTER|FULL|STATUS|SUMMARY}]

trigger-id: 10 0 0 00 0102500

g

goboooboogobooobooboobbobboobo
goooog

TRIGGER 0000000000000 OODOOOOCOOOOOOOOOOODOOOODOO
COUNTER 000000000000 O0O0ODODOOOOOODOOODOOOOOOOODODOOO
FULL 000000000 0DOO0000O0OO000O0

STATUS OO0O0O0OO0O0OO0OO0OO0OO0OO0OO0OO0OO0OO0OOU0O0OOU0ODUODUOUOODODOODODOOOOo
SUMMARY 0O0000O0OO0O0OOOOOOOOOOOOOOOOOO

goooogooon

Manager > show trigger

TR# Type & Details Name En Te Rept #Scr Days/Date
001 Reboot (All) Y N Yes 01 MTWTFSS
002 CPU (80 %) UP Y N Yes 01 MTWTFSS

Manager > show trigger counter

Trigger Module Counters

Polls (05 sec timer) ............... 28
Idle loop entry count .............. 0
Time trigger checks ................ 26
Time trigger queue rebuilds ........ 4
Trigger activations ................ 1
Time triggers activated today ...... 0
Periodic triggers activated today .. 0
Interface triggers activated today . 0
Resource triggers activated today .. 0
Module triggers activated today .... 0
CentreCOM AR570S 0000000000 2.9 goooo
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SHOW TRIGGER

Manager > show trigger=2 full

Trigger v v v ittt ettt eeeeee e 2
Name ........... ... ... -
Type and details ............ CPU (80 %) UP
DAY S ittt e e e e e Daily
Enabled ........... . . L. Enabled
Test ... e No
Repeat ....... ... . . ... Yes
Created/Modified ............ 13-Jul-2001 16:16:02
Number of Activations ....... 0
Last Activation ............. FH KoKk _kkokok kok g kok kK
Number of scripts ........... 1
mail.scp

Manager > show trigger status

Trigger Module Configuration

General
Trigger Module ........... Enabled
Triggers configured ...... 2
Queued Commands .......... 0

Time Triggers

Configured ............... 0
Active ... e 0
Activated today .......... 0

Periodic Triggers

Configured ............... 0
Active ... e 0
Activated today .......... 0

Reboot Triggers
Configured ............... 1

Interface Triggers

Configured ............... 0

Resource Triggers

Configured ............... 1
Active ... e 1
Activated today .......... 0

Module Triggers

Configured ............... 0
Activated today .......... 0
ogoooo CentreCOM AR570S 0000000000 2.9

613-000273 Rev.J

471



472

SHOW TRIGGER

TR# goboogoo

Type & Details goboogobooobooooo

Name gobooobogn

En goboogoo

Te goboooboogon

Rept D0000000O0YesOUOMNoOOODODODODODODODODODDODDODDODOODO
0000000000 NoODOODODODODUUOODODODOODODODODEnDDODDODOODO
O0ONOOD

#Scr goboogobooobooooo

Days/Date 000000000000 oOoO0O0O000000000OMTWTESSO OO OO

gogboooooboo-oooobo

0 88:

Trigger

goooon

Name

gooooooon

Type and details

goooopooooboooo

Other parameters

goooopboooboooboobbo

Days 00000000000 WeekdaysO O O O (I WeekendsO O O [0 Daily
000@MO0OD000000000000Daysd Date0 00000000
gooogd

Date 0000000000 0ODaysO Date00 000000000000

Enabled goodogoooog

Test goodogoooog

Repeat D0oooooooYesOOMmMNoOOODOODODOODDODOOOO

Created /Modified O00ooo0ooooooon

Number of Activations

goooooooboooboobooobo

Last Activation

goooobooobooobooobo

Number of scripts

gooooopoooboobbo

08:FULLOOOODO

General 0 0O OO

gogbobobbooboooo

Trigger Module

gobbobbobogo

Triggers configured

gooood

Queued commands

goboboboobon

Time Triggers 0 000 O

gobbobbobboo

Periodic Triggers 0 0 0 O O oooooooooooo

RebootTriggersDDDDD goooooooooooo

Interface Triggers 0 0 00O do0oo0ooooooooooooao
ResourceTriggersDDDDD CcChUOOoDOooDooooooooooooog
CentreCOMAR570S 0000000000 2.9 ooooo
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SHOW TRIGGER

Module Triggers 00 O O O gbooboooboooooooogn
Configured ooooo

Active gboobooooooo
Activated today ooooooooo

0 90: STATUSOOOODO

Polls (05 sec timer) oooooooooooodd

Idle loop entry count vooooooooodooooooooooon

Time trigger checks 0000000000000 000000000000

Time trigger queue rebuilds gooooooobooooooodoooooooooooon
vdoooooooodoooooooooooodgon

Trigger activations oooooooo

Time triggers activated today ooooO0ooo0O0ooooo

Periodic triggers activated today 0000000000 00O0O0O

Interface triggers activated today 00000000000 00000O0O000O

Resource triggers activated today CPUOOO0DOO0O0O0O000O00000O0O0O00O

Module triggers activated today O0000000000000000OO

0 91: COUNTERO OO OO

goooog

ACTIVATE TRIGGERO 121 00O O

ADD TRIGGERO 149000 0O

CREATE TRIGGER CPUO 16900 0O
CREATE TRIGGER FIREWALLO 171 0000
CREATE TRIGGER INTERFACEO 173 0 0 00
CREATE TRIGGER MEMORYDO 1750 00 O
CREATE TRIGGER MODULEO 177 0 000
CREATE TRIGGER PERIODICO 1800 00O
CREATE TRIGGER REBOOTO 182 0 000
CREATE TRIGGER TIMEC 184 O O O O
DELETE TRIGGERO 205000 O

DESTROY TRIGGERO 211 0 OO O

DISABLE TRIGGERO 2320 000

ENABLE TRIGGERO 2650 0 00O

PURGE TRIGGERO 2830000

SET TRIGGER CPUO 3420000

SET TRIGGER FIREWALLO 344 0 0 OO

SET TRIGGER INTERFACEO 346 0 0 O O
SET TRIGGER MEMORYO 348 0 0 O O

goooo CentreCOM AR570S 0000000000 2.9
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SET TRIGGER MODULEO 350 D O OO
SET TRIGGER PERIODICO 3520 00O
SET TRIGGER REBOOTO 354 0 0 O O
SET TRIGGER TIMEO 356 D 0 O O
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SHOW TTY

SHOW TTY

00000000000 /000000000

SHOW TTY[=tty-number|ALL] [{SUMMARY|DEFAULT}]

tty-number: 0000000 0O0TTYDDOO

g

O000oo0ooooTIYOoooDooooooo
0000000000000 000TIYOOOOOOOOOTelnetD OO OOOOOODODODOOOOOO
oo0oooo TTYOOooooooooo

goooog

TTY 000000000000 0000000000000000000000000O0ALLODOO0
O0000000oooooooooU0o000DooooUSERODODODDOODODODO0Oo0oooooon
gobobobooboooooobobooobooobboobogbobDobobobooooDooD M

SUMMARY 0O00000OCOO 1000000000O0O0O0O0OOO

DEFAULT TelnetO0 OO ODO0O0OO0OO0O0D0O000O0O000OOO00DOOO0ODOOOOOOODOOOOO
0000000 oUoTIYOOODUOODODUOooooo ALLODDODOOoOOoooooooo

gooooogono

SecOff > show tty

TTY information

Instance ..........oovvinnn 16
Login Name ........ouuunn.. secoff
Description ............... Asyn 0
SECUTYE i it ittt ittt eeeeen yes

Current connection ........ none

In flow state ............. on

Out flow state ............ on

Attached module ........... Terminal server
Attached module instance 0

55 © = T vT100

Service ..., none

Prompt ... e default

Echo ........ ... ves

Attention ................. break

Manager .. ...t yves

ooooo CentreCOM AR570S 0000000000 2.9 | 475
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SHOW TTY

Edit mode
History length

Page size

Instance

oooooooooTTYO OO

Login name

gobooopooooboobbobboon

Description O000000O000O0DOoOO0 SETASYNOOOOO NAMEOOOO
RN
Secure goboobobooobobboobbboobbboooobbooobbo

gobobooobboooobbooobbbooobbbooobo
gobobooooboboooboobboobbbbooobbooooobo
O00000Telnet00D0O0000000D00O0OO0ODOO

Connections to

gbooooobooboo

Current connection

goooopboooboobbobbooboobbonn

In flow state

goooobooooooooo

Out flow state

goooobooooooooo

Attached module

000000000000000D0000000000 Terminal Server
gooooboooboobbon

Attached module instance

goooopboooboobbobbooboon

Type ooo00O0dump000OO0O0OOO VT100

Service gooooooooooooooooooon

Prompt 000 00 0 defaultDoffOloginOpassword OconfirmOencapsulation
goooodoooooooo

Echo gooooooo

Attention bobobooobooodoooooboooboooodob0dOnoned
breakO char 00 000

Manager MANAGEROOOO0O0DOOOO

Edit mode 000000?000 Minsert0 00000 M overstrikeD OO0 OO

uo

History length

gbooooobooboo

Pagesize 1000000000000 000D0000O0OoOoOoO off
g 92:
TTY 0ooooooooTTYD DO
Description 00000000 oooOoono SETASYNOODODOO NAMEOODOOOQOOO
O00000OPort#ID0 000000 TelnetO O DO DO OODO OO Telnet # O
0000000000000 0D000oo0ooOooOn TelnetoO oo IPOOOO
User name goooooooooo
Module goooooooooobboboood

CentreCOMAR570S 0000000000 2.9
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SHOW TTY

Inst goooooooboouooooooo
Mgr MANAGEROOOOODODOOODO
Connections gooooooooooa

0 93: SUMMARY O OOOO

History length

goboooobooooo

Page length

1000000000000000000000000 off

Prompt 0 O 00 O O defaultO off0 loginO password confirmO encapsulationd O O
gooooooooooo
Type 000000dump0d 00000000 VT100
0 94: DEFAULTO OODOO
ooooono

SETASYN[D OOOOOOoooos0o0000

SETTTYOD 3580000

SHOW ASYND OOOOooooooes0000

googo

CentreCOM AR570S 0000000000 2.9
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SHOW USER

SHOW USER

00000000000 /000000000000

SHOW USER|[=I1ogin-name] [CONFIGURATION]

login-name: 0000001064 0000000000000000DO00O0OOOOODODOOOOO

g

goboooboogooboooboooboobbobbooboobooobooobboobo
goooog
USER 0 0O0O0OO

CONFIGURATION 0000000000000 00O0OOOO0O0OOOOOUSEROOOOOOO
goboogooooobooooobo

gooooogono

SecOff > show user

Number of logged in Security Officers currently active..... 1

User Authentication Database

Username: manager (Manager Account)
Status: enabled Privilege: manager Telnet: yes Login: vyes
Logins: 2 Fails: O Sent: 0 Rcvd: 0
Authentications: 0 Fails: 0

Username: secoff ()
Status: enabled Privilege: Sec Off Telnet: no Login: vyes
Logins: 1 Fails: O Sent: 0 Rcvd: 0

Authentications: 0 Fails: 0

Active (logged in) Users

User Port/Device
Login Time Location
secoff Asyn 0
08:47:50 20-Apr-2010 local
manager Telnet 2
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08:59:17 20-Apr-2010

Security parameters
login failures before locko

lockout period

minimum password length
TACACS retries
TACACS timeout period

semi-permanent manager port

Security counters
logins
managerPwdChanges
unknownLoginNames
totalPwdFails
managerPwdFails
securityCmdLogoffs

loginLockouts

maximum security command interval

192.168.1.200

SecOff > show user configuration

User module configuration and counters

manager password failures before logoff

ut ..o o 5 (LOGINFAIL)
600 seconds (LOCKOUTPD)

3 (MANPWDFAIL)

........ 600 seconds (SECURDELAY)
.................. 6 characters (MINPWDLEN)
3 (TACRETRIES)

.................... 5 seconds (TACTIMEOUT)
4 authentications 0

0 defaultAcctRecoveries 1

0 tacacsLoginRedgs 0

1 tacacsLoginRejs 0

0 tacacsRegTimeouts 0

0 tacacsRegFails 0

0 databaseClearTotallys 0

SHOW USER

User Authentication Database [ [

goo

goboogoooooboooobo

Number of logged in Security Officers currently active

00000000 Security Officer 0 O
gooooooooooooooooo

OSECUREDELAYO O OOOOOOOO

gboboobooooooon

Username ooooo

Status gooooooogooo

Privilege O00000000 0 00Sec Off
0 Security Officer(IImanager] 0 O O [T
user 0O OOOODOOOOOO

Telnet O0o0o0oo0 TELNETOOOOOOO
gogogo

Logins oooooooo

Fails gooooooo

Sent goooobbobooboooooogo
gd

googn CentreCOM AR570S 00000000 OO 2.9
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SHOW USER

Revd goooobbobooboooooogo
gd

Active(loggedin)UsersDDDDD gooooobbobouoboooooogo
gd

User ooooo

Port/Device 00000000000000MO Asyn

x(I Telnet xOD SSH xOO OO O OO
godxgoooooooo
Location gobboooooobobooonooon
goooobbobooboooooogo
OD00OC0lecalld0OODOOOOODODO
oooooIPOOOOOOOOOO
Login Time oooogd

login failures before lockout 000000000000 DOLOGINFAILOODOO
00000000000 oo0oo0nDDogLoOCK-
ouTpPbUOOO0O0ODO0OU0OODU0DOODUOODUODODOLODOO

lockout period LOGINFAILOODOOODODOOOODOOO0OO0OO000O0
OoooooooooooLockouTPDOOOOOODO

manager password failures before logoff 0000000000 00000O0O00O0O00O0DOOO
O0000ODO0DODOMANPWDFAILOOOOOOO

maximum security command interval 0oo0ooo0oo0DooooDoDoobDoooao
OSECUREDELAY DOO0ODOO

minimum password length 000000000 000MINPWDLENOOOOOOO

semi-permanent manager port vooooooogooo

logins gbooobooooooooo

managerPwdChanges Manager 0000000000 DOOO

unknownLoginNames oooooooOooooooooooooo

totalPwdFails gbobodoboobooboboobobobooboboo
gbooobooooo

managerPwdFails gbooboodboboooobobooboobobobobob
gooboooao

securityCmdLogoffs gbooboodboboooobobooboobobobobob

00000000O0OManager 000000000000
gobbobbobbooon
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SHOW USER

loginLockouts gbooboodboboooobobooboobobobobob
goooboao
databaseClearTotallys o0000o0oo0o0o0oOo0oooooooon

0 96: CONFIGURATION O OOOOOOO

goooog

ADD USERO 151 0000

DELETE USERO 206 0 O OO

DISABLE SYSTEM SECURITY_MODEO 230 00 OO
DISABLE USERO 233 0000

ENABLE SYSTEM SECURITY_-MODEO 263 00 0O O
ENABLE USERO 266 0 0 OO

PURGE USERO 284 0000

RESET USERO 2920000

SET USERO 3590 000
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SHOW USER RSO

SHOW USER RSO

O0000o0o0o0o0ooo /0000000

SHOW USER RSO

g

RSOO Remote Security Officer0 00000000000
RSODDDDDDDDDDDDDDDDDDDDDDDDDDDDDSecurityOfﬁcerDDDDD Telnet O
O00ooo0ooooooooooooooooooo0oooooOoRSO0D0O0Doooooooooo
gd SecurityOfﬁcerDDDDDDDDDDDDDDDDDDDDDDD

gooooogono

SecOff > show user rso

Remote Security Officer Access is enabled

Remote Security Officer Log

Remote Security Officer ... 172.16.28.126/255.255.255.255
Failed logins ............. 0

Last failed login ......... ok _kkok_dokokd kok g okok o kk
Successful logins ......... 2

Last successful login ..... 10-Jul-2001 19:32:55

Illegal Login Attempts

IP Address Date/Time Attempts
172.16.28.103 10-Jul-2001 19:34:58
172.16.28.1 10-Jul-2001 19:33:47

Remote Security Officer Access is RSOUOO0O000000O0O0OENABLE USERRSOOOO0OOO

god

Remote Security Officer RSOO IPOOCOOOIPODOD/0O00O0O0OO

Failed logins RSOOOOOOOOOO

Last failed login 00000000000 0000000
gbooboooboooooon

Successful logins RSOOOOOOOO0OO

Last successful login 00000000000 mms-eeeex et 0000000

gooboobobbooooo
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SHOW USER RSO

Illegal login attempts RSOOO0O0OO0OO000ODO Security Officer 00000000
IP address TelnetDOOOOOOIPODOOO
Date/time oooooooo
Attempts ooono
a 97:
gbooood

ADD USERRSOO 1530000

DELETE USER RSO0 2070000

DISABLE SYSTEM SECURITY_-MODEO 230 00 OO
DISABLE USERRSOO 2340000

ENABLE SYSTEM SECURITY_-MODEO 263 00 0O
ENABLE USERRSOO 2670000

googn
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SSH

00000000000 / Secure Shell

SSH ipadd USER=username {PASSWORD=password KEYID=key-id}
[COMMAND=string]

ipadd: IP 0000

username: 100 00010150000000
password: 1000001031000

key-id: 0 0 0 000 655350

string: 10001080000

0

SSHOOODOOODDODOOODODOODODODO SSHOOODOOOoOooooooooooo
OoSSHOOOODOOOOoDOOoOOOODOOODOODOOODODODODOO
OSSHOOOOODOOOooooooooooooooooooooooooooooooooooooon
OBreakD OO OOTelnet 0 0000000000000 0000OCwl-POO0COOOOOOODDOOO
0000000000000 000000000000000OSET ASYNOOOOO ATTENTION OO
goooooooooo

0000000000000 00000CHl-X000OO00DO00O00oo0o0ooo0oo0o000000M Enterd
O00O0O0O0OO0OOSHOWSESSIONSOOODOOODODODOOODO0DDOOO0OOO0ORECONNECTOOODOOO
googo

goooog

USER 000000000

PASSWORD 000000000 O0ODOOOOOOOOO

KEYID RSAOOOORSAODOOOO0OOOOOOUOOORSAODOODOOOOOOOOODOODOOO
gobooobooobobooobooobooobo

COMMAND SSHOOOOOOOOOOOOOOODOOOOOOOOOOOOOOOoOooDOOOOoOoOO
O00000o0ooooOD00D00000000000000000DOoOoDoOOSSHOODODOOO
goboogoboogopoooboobbo

g
mSSHOOODO 192.168.101 000000 root0 00000 8nyara0 OO0 OO0 OO0

SSH 192.168.10.1 USER=root PASSWORD=8nyara

mSSHOOODO 192.168.10.1 000000 rootORSAD 100000000000 ODO
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SSH

SSH 192.168.10.1 USER=root KEYID=10

mSSHOO OO 192.168.10.1 O 0O OSHOW IP INTERFACED 00 0O O0O000O0O0OO0O0O0OOOOOO

SSH 192.168.10.1 USER=root PASSWORD=8nyara COMMAND="show ssh int"

goooodf

00000000000 00000Host key not recognised - saved assshkeyDO O OOO0O0OO0O0O0O00O
oo b oo o bbb Do b o
DDDDDDDDDDDDDDDDDDDDDDDSSh.keyDDDDDDDDDDDDDDDDDDDDD
ODOOCREATEENCOKEYODOUOODOOODOODODOOODODODOODODODODODODODODOOOOO TYPED
RSAOFORMAT O SSHOOOOODO

goooog

CREATE ENCOKEYMOOOOOOO 180000
SHOW SSH SESSIONSO 461 00 O O
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TELNET

TELNET

00000000000 /000000000

TELNET {ipadd|hostname}

ipadd: IP00000IPv4A0 00 IPveO
hostname: D000

g

00000000 TelnetO OO OO
gooooopogobooobooboobobobboobooobooboboobbobbobboon
OoooooCul-DO0ODDOO0O0ODODO0O0ODDO0O0OOO
00000000000000000000000000000000000000000000 00 BreakO
O000OTelnet00 0000000000000 0OO0O0OCH->POOOO0ODOOOODOOOODOOO
0000000000000 000D00D0D0ODOOOSETASYNODODOO ATTENTIONODODODOOODO
goooon

0000000000000 00000CHl-X00O0O0DO0DO00O00oo0o0ooo0o0o000000M Enterd
O00O0O0OO0OO0OOSHOWSESSIONS OO D OOODODODOOODODDOO0OOO0ORECONNECTOOODODOO
googo

gooooogono

Manager ar.joge.net> telnet afrika

Info (105327): Resolving host name "afrika.joge.net" to IP address.

Info (105328): Host name resolved to 172.16.28.1.

Info (133256): Attempting Telnet connection to afrika.joge.net, Please wait

TelnetOOOOOOOO
U*IX (afrika.joge.net) (ttyp2)

login: usouser

Password:

[chkmail] You have new mail.

inbox
urgent
Total 9
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- Complete reference manual.

- Eat ramen.

afrika:”> 000 Break 000000 ctrl-p OO0OO0OOO0OO0OO0O0O0OCOOOOOOO

Session 1 to afrika.joge.net paused

ooooooooo

Manager ar.joge.net> show ip int

TELNET

Interface Type IP Address Bc Fr PArp Filt RIP Met. SAMode IPSc
Pri. Filt Pol.Filt Network Mask MTU vJc GRE OSPF Met. DBcast Mul
Local —-—= Not set - - - -——=  —= Pass -=
-—- -—- Not set 1500 - -——— -- -—- -—-
eth0 Static 10.10.10.100 1 n On --- 01 Pass No
-—- -—- 255.255.255.0 1500 - --- 0000000001 No Rec
ethl Static 172.16.28.160 1 n On --- 01 Pass No
-—- -—- 255.255.255.0 1500 - --- 0000000001 No Rec
gooooooooooag

Manager ar.joge.net> show session

Session information for Telnet 1

session 1 connected to afrika.joge.net

session 2 not connected

session 3 not connected

session 4 not connected

session 5 not connected

Ctrl-X0O0OO0OOO0OOOD0OODODDODODOOOO0OOEnterdogd

Manager ar.joge.net> reconnect 1 ( afrika.joge.net ) [Enter]

Info (136271): Reconnected to session 1 ( afrika.joge.net ).

Telnet JOOODOO0OO0DO0OO0O0OO0OO0OO0DODOOO0O0OOO0OOOEnterddg

afrika:”> logout

goooooooooooooa

TELNET session now CLOSED.

ogoooo CentreCOM AR570S 0000000000 2.9
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TELNET

Manager ar.joge.net>

goooodf

000000000 ooooooooo ADDIPDNSOOOOOUOODODOOOOODOOODOooOoOoOn
000000000000 00D0o0U000D0ODO0FEDNODOODODOOO0O0O0OO0ODOO00OOSET SYSTEM
NAMEOOOOOOODOOOOUOOOODODODODODODODODERDNOODOOODODDODODODODOODOO0oOooogo
O000O0afrika0 000000000 ODOO

O000MsysName 0000000000000 0O000O0O0O0OOO0DOO0O0DO0DO0O0DO0OO
00000000000000000000D000sysName OO myroutermydomain.xx.jpll] myrouter
0000000000000 00000000000MTELNET hispcD D000 000O0O0O0O0OODO
0 hispc.mydomain.xxjp0 0000 DNSOOOOOOOOO

goooog

ADDIPDNSIIPO O 1730000
ADDIPHOSTMIPO O 184000 O
DELETE IP HOSTO IPO O 23800 0 O
DISCONNECTO 2350000
RECONNECTO 2850000
SETIPHOSTIPO O 3750000
SET SYSTEM NAMEO 338 0 0 00O

SET TELNETO 340000 O

SHOW IP HOSTI IPO O 475000 O
SHOW SESSIONSO 436 00 OO
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UPLOAD

UPLOAD

00000000000 /0000000000000

UPLOAD [METHOD={TFTP|ZMODEM}] [FILE=filename] [SERVER={hostname|ipadd}]
[ASYN=asyn-number]

filename: 00 000

hostname: 00 00

ipadd: IP 0000

asyn-number: 00000000000

0

TFTPOZMODEM OO0 0000000000000
O000000U0O0DU0DUUODUOO0OOSETLOADERD 0000000000000 Ooooooon

goooog

METHOD 0000 O0OO0O0OOTFIPOOOO SERVEROODOOOOOOOODZMODEMOOOO ASYN
O000U00ooooooog TFTPO

FILE 0000000000000

SERVER TFTPOOOO000O00O0O0OOIPOOOOOOOOOOODODOOOOOOADDIPDNSOO
D00 DNSOOUOOOUOooooooooooooooo

ASYN ZMODEMOOOOOOOOODOOOOOO

g

000000000000 0000000foobarscp00 TFTP OO DO 0192.168.1.10300000
googon

UPLOAD FILE=foobar.scp SERVER=192.168.1.103

s J0000000000000000000basicefgd 0000000 asyn00 00000 ZMODEM
googoo

UPLOAD FILE=basic.cfg METHOD=ZMODEM ASYN=0

goooog

LOADO271 0000
SET LOADERO298 00 O O

ooooag CentreCOM AR570S 0000000000 2.9 489
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SHOW FILEO 3740000
SHOW LOADERD 386 0 0 0 O
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WAIT

WAIT

0000oo0oo0oo0o0ooo /00000

WAIT seconds

seconds: 00000

g

gobboooboogobooobooboobbobboobooobobooobo

goooognd

gobooobooooooooo

goooog

IF THEN ELSE ENDIFO 270 00 0O
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