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TYPE=CA O

m 0000000000000 O00000OTFTPOODOOOOOOOOOOCADOOOOOO
coooboodoobooooooooobooooooooooobbooooooooboooood.cerd
oooo

LOAD FI LE=ca. cer SERVER=192.168.1.5 [

cooooobooooobobooobooooobooboobobobooobooooooooooooboo
TYPEQOOOOOOOO CAQOOOOOOOOOUOOOCADOOOOOOO
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00000o0oO0oo00o00oo0o0oo0oooOoCRLOODODOOOOOODOO

4. IPsecOODODOODO
ISAKMPOOOOUOOOOOODODODUOOOOO RSAOOOOOOORSASIGOODOOOOOOO RSA
0000000000000 00o0o00ooooooog IPsecO000D0OD0OOOOOODOOO
OO0 IPsecO000O0O0OISAKMP/IKEO OO OOOODOOOODODOODODODODOODOOOOOOOO
goooooboooooooooooooobbooobooboob bbb oobo

m |PsecO000000O0000IPOOOOOOOOOOOOOOOOOOOOOO ISAKMPOO
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ooooooo

CREATE | SAKMP PCLI CY=i PEER=12. 34.43.21 AUTHTYPE=RSASI G LOCALRSAKEY=1
SENDN=TRUE [

00000000 RSADODODOOOOODOODOODOOOOOODOODOODO Aggressive000
00000000o0oooooooo MainODOOOOODOOO
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ADD PKI CERTIFICATE

ADD PKI| CERTIFICATE

O00000OPKIZOODOODOOODOO
00000 AR300 V20 AR300L V20 AR7200 AR740

ADD PKI CERTI FI CATE=cert - nane LOCATI ON={ur! |fi | enane}
[ PASSWORD=passwor d] [ PROXYADDRESS={host nane|i padd}] [ PROXYPORT=port]
[ TRUSTED={ TRUE|FAL SE|YES|NOON|OFF}] [ TYPE={CA|SELF|ENDENTI TY|EE}]
[ USERNANVE=uSser nane]

cert-name: 0000010240000 00000000000000000O0
url: URLO LDAP O OO HTTPO

filename: 00 OO0 O0OOOO.cerd

password: 0000001064000

hostname: DO OO

ipadd: IPO OO0

port: TCP OO 00O 010655350

username: 00 00001064000

00

cooooooobooooooboooooooooon
O00oo0o0oo0oo0o0o0oo0O0o.cer0000OO0OO0DOOO0O0OOOODOOOOOODO LDAP
OO0 HTTPOOOOOODOOOOOOOOOO

goooog

CERTIFICATE 000000000000 OO0OOOOOOOOOOOOOOOOOOOOOOOOOO
oooo

LOCATION 0O0OO0OO0OO0O0O0OOO0OO0OO0OOOOO0O0O0DOOOO0OO0OO0O0DOOOOOO0OOOOOODOO
O000O0.cerd00o0o00oooOo0oooOo0ooooO0oooO0O000LDAPODOOODO
HTTPOOOOO URLOOOOOO

PASSWORD OO0O0OO0OO0O0OO0O0O0O0OOOOO0OOOOOOO

PROXYADDRESS UHTTPUOOUOOOOOUOOOIPOOOOOOOOOOO

PROXYPORT OHTTPOOOOOOOOOODOOOOOO

TRUSTED 0O0O0O0O00O00O00O00O00O00O0O0OO0OOTRUEDYESOONOOOOOOOOOOOOO
coooboooooooooooooooooobooooooooooooobooooooooogg
O0OFALSEE NOOOFFOOODOODOOOOOOODOOOOOO0ODOODOOOOO0ODOOOOOOoOoon
oooU0o0o0oU0o0oOooOooooOoooo0ooO0ooOoDO0ooo0ooO0n FALSEDODODOOO
Oo0oooOoooooofingerprint0 0000000000000 O0O00ODOOO TRUSTED=FALSE
OU0OO0OOTRUSTEDOOOOOOOOOOODOOOMMSHOW PKICERTIFICATEO D OOOO
00000000000 OOSETPKICERTIFICATEOOOOO TRUSTED=TRUECO OOOOOO
coboboooooooobooooooooooooo
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ADD PKI CERTIFICATE

TYPE DUOOOOUOCAOCAQOUOOMMSELFOOOOOUOOOOOUOMEEO DD ENDENTITYOO
000000000000 00000000000000000 ENDENTITY
USERNAME 00000000000 O00O00O0O00O00O0

o
m LDAP OO OO 192.168.10.5 00 0 DNO O O O I cn=routera,o=myorg,c=jp0 0 0 00000000

oooooooooooboogd

ADD PKI CERTI FI CATE=r out er a
LOCATI ON="1 dap: //192. 168. 10. 5/ cn=r out er a, o=nyor g, c=j p" TYPE=SELF

goooog

DELETE PKI CERTIFICATED 22000 O
SET PKI CERTIFICATED 330000
SHOW PKI CERTIFICATED 430000
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ADD PKI CRL

ADD PKI| CRL

O000O00OPKI/ZCRLODOOOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

ADD PKI CRL=cr/-name LOCATI ON={url |fil enane} [ PASSWORD=passwor d]
[ PROXYADDRESS={host nane|i padd}] [ PROXYPORT=port] [USERNAME=user nane]

crl-name: CRLO 0102400 0000000000000000000O0O
url: URLO LDAP O OO HTTPO

filename: DO O OO OOOOO.crlO

password: 0000001064000

hostname: OO OO

ipadd: IPO OO0

port: TCP OO OO O O10655350

username: 00 00001064000

g0

CRLOOODODOO0OOOODOO0OODDOOCRL = Certificate Revocation Listo 000000
CRLOOODOOODOOOOOODOOOD.criDDD0O00DDOO0DDO0O0D0D0OO0O0O0ODOOOOO LDAP
OO0 HdATTPOOOODOOOOOOODOOOOO

O0000o0oOoOooOoOooOO0 CRLOUODOUOOOUOOOCRLOODDOOODOODODOOOUOOOOOO SET
PKIODOOOO CRLUPDATEPERIOD DO OOOOOOOOOOO

goooog

CRL CRLOOOOOOOOOOCRLOODOOOOOOOOOOOODOOOOODOODOOODOOODO

LOCATION CRLOOUOOOOOOOOOOOOOOOOOOOOODOOOODOODOODOOOOOOOO
O0C.cri0D0000D00000000O0000000000O00000OLDAPOOODOO HTTP
00000 uURLOOOOOO

PASSWORD OO0O0OO0OO0O0OO0O0O0O0OOOOO0OOOOOOO

PROXYADDRESS UOHTTPUOOUOOOOOUOOOIPOOOOOOOOOOO

PROXYPORT OHTTPOOOOOOODOOOOOOOOO

USERNAME 00000000000 O00O00O0O0000O0

g

m LDAPO O OO 192.168.10.5 0 0 O DNDO O O O [T cn=potecrl,o=myorg,c=jp0 000000000 O
OOCRLOODODOOOOOOOOOOOO

PKI CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3 15
J613-M0274-00 Rev.K



ADD PKI CRL=potecrl
LOCATI ON="1 dap: //192. 168. 10. 5/ cn=pot ecr | , o=nyor g, c=j p"

googod

DELETEPKICRLO 230000
SETPKIO320000
SHOW PKICRLO46 0000
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ADD PKI LDAPREPOSITORY

ADD PKI| LDAPREPOSITORY

O00000OPKIZOODOODOOODOO
00000 AR300 V20 AR300L V20 AR7200 AR740

ADD PKI LDAPREPGCSI TORY=r epos- nane LOCATI ON=ur| [ PASSWORD=passwor d]
[ USERNANVE=user nane]

repos-name: 000000001024 0000000000000000000000
url: URLO LDAPO

password: 0000001064000

username: 00 00001064000

g0

oooooooooooooouRLOOOO0ODOOO0OO0DOOOOO0DOOOOO
cooooooboobooooooboooooobobooooooooboooobooobooOooooboooon
ooo

goooog

LDAPREPOSITORY O0U0OOO0OO0OO0O0OOOOOO0OOOOOOOOOOOOOOOOOOOOOOO
ooboboooooboooobooooood

LOCATION 0OO0OO0OO0OO0OOOLDAPOOOODOO URL

PASSWORD OO0O0OO0OO0O0OO0O0O0O0OOOOOOOOOOOO

USERNAME 00000000000 O00O00O0O0000O0

o
m LDAP 000000000000

ADD PKI LDAPREPGCSI TORY=nyor g_repository LOCATI ON="I|dap://192.168.10.5"

goooog

DELETE PKI LDAPREPOSITORYD 2400 0O
SET PKI LDAPREPOSITORYO 350000
SHOW PKI LDAPREPOSITORYO 510000

PKI CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3 17
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CREATE PKI ENROLLMENTREQUEST

CREATE PKI ENROLLMENTREQUEST

O000O00OPKIZOOOODOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

CREATE PKI ENRCLLMENTREQUEST=csr - nane KEYPAI R=key-id [ FORMAT={DER|PEM
BASE64}] [ LOCATI ON={host nane|i padd}] [ PROTOCOL={CVP|MANUAL }]
[ REFERENCENUVBER=r ef nuni [ SECRETVALUE=passwor d] [ TYPE={PKCS10|PKI X}]

csr-name: D0 0000000102400 00000PROTOCOL=MANUALOOOO 108000
key-id: O 0 0 000 655350

hostname: OO OO

ipadd: IPO OO0

refnum: 000001024000

password: 0000001024000

g0

oooooooooboooooboooo
Oo0o0ooOooU0oUooooooooooo0o0o0oOoooOooCcAOODODOOOoOOoooooCMP
oooUooooUooUocAfOOOOOOOUOOOOOOOOOOOOOOoDOOoOO CADODOODOOOOD
O0000O0000000000o0oO SET SYSTEM DISTINGUISHEDNAMEO OO OOOOOOOO
ODNOOOOoOOoOOoOoooooooo

goooog

ENROLLMENTREQUEST 0OO0O0OO0O0OO0OO0OO0O0O0OO0O00OO0OOO0O0O0OO0O0O0OO00O0OO0OOOOOOOOO
goboooboogbobooobboobboobbotdbnamed 00000000 name.csr 00O M

KEYPAIR 00000000000 RSAOODUOOOUOOCREATEENCOKEYODOODOOOUOOGOO
ooo

FORMAT 000000000000 0OO0O00OO0OO0O0OO00OO0OO00OO0OUOOOUODEROOOOOOO DER
0 Distinguished Encoding RulesD O O OPEM O BASE64A D D OO D OO0ODOOOOOOOO PEM
0 Privacy Enhanced MailDO O OBASE6G4 00 00 BASEG4 DD DO OO OO OOOOPROTOCOL
O MANUALOODOODOOOOOOODOOOOOOOO DER

LOCATION CAOOCOOOOOOIPOOOOOPROTOCOLO CMPUOUOOOOOOOOOO

PROTOCOL 0O0O0O0O0OOO0OOCADODOOOOODOOCMPOOOOOOOOOPKI Certificate Manage-
ment Protocol DCMPOOOO0OO0OO0OO CAOOOOOODODODOMANUALDOOODOOOODOOOO
000000000000 000oooU0000o000000000U00O0O00dUdENROLLMEN-
TREQUESTOOOOOOUOOOUOOOO named OO M namecsr 000000000000
goo0ooooOooOoO0OOOOOOO0OOOO0 CAOOOOOOOOOOOOOOOOOOOOOOO
0 CMPO

REFERENCENUMBER CMPUOOUOOUOOOUOOOUOOUOOOCAOOOOOOOOOOOOOOO
gooooboooboboobobooooboo

CentreCOM AR300/AR700 0000 DOOOO0DOOOD 2.3 PKI
J613-M0274-00 Rev.K



SECRETVALUE CMPLOOOOOOOOOOOUOOOOOODOODOODmMCADOOOODOOOOO

cooooooood

TYPE 0UOO0OO0OO0O0OOOOOO0OO0OOU0OO0OO0OOOO0O0OO PKCS1I0OPKCS#100O OO OCMP
00000000000 PKIXORFC2511OOOOOOOCMPOOOOOO PKIXOOODOOOO

000000000 PKIXO

gooooggoo

CREATE PKI ENROLLMENTREQUEST

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0
000000c0
000000d0
000000e0
000000f 0
000000f ¢

30
09
69
83
cc
c6
24
c5
e2
48
dé
10
40
6e
74
b4

81
2a
02
e9
54
3b
fa
92
de
86
of

34
48
ab
f8
90

fo
86
61
47
6b

30 81
48 86
00 bf
bc de
92 f7
35 e2 11
24 05 92
d8 df 52
6a 7d 02
f7 0d 01
b7 cb 71
b2 c9 3
5a dd 57
90 34 d5
ae 89 bf
40 a9 bc

84
f7
65
b2
09
al
39
c4
04
01
de
0b
34

02
od
95
06
b9
32
ba
c9

01
01
3e
6e
b3

00
01 01
af 79
93 7f
c3 6a
60 6e f4
a4 2d e0
8e cf 27
00 01 00 01
05 05 00 03
Oe cf db d9
8e 62 6b 3f
06 a5 e4 3e
92 33 af 74 22
4b bb 7a a2 49
ff 18 68 ec 85

30 00
05
9c
96
62
24
d5
5e
30
61
78
7b
7c
54
29
32

30
00
c9
16
f2
9b
55
dd
od
00
6¢C
5¢
b8
02
bc
02

m PEMIPrivacy Enhanced MailO OO

----- BEG N CERTI FI CATE REQUEST- - - - -

M H5M GEAgEAMAAWF TANBgk ghki GOWOBAQEFAANS ADBpAm
EAV2W/Pk 95nM«CQHSf g+l Hv N6y BB Tf 5YWD ScKD8x Ua5L.3
Conzw2pi 8sUZYXnGOz Xi EaEy YG70JJuqeGGpJPQkBZI 5uq
Q 4NVV/ Py 3BEMAB2NISX MOz y de3UOVBH/ i 3np9Ag QAAQAB
MAOGCSqGS| b3DQEBBQUAA2 EADMAUS 9 YPt 8t x3g7P291 4bM
8JOyoQNLLI8WUOYns/ ely UgKXr QEha3Vc0BgXk Pny4Vqsf

AGB| kDTVKj OvdCJUANMOGP5B0+K6JvOu7eqlIJKbzkkmRut J

BAgbz/ GG shTI C

----- END CERTI FI CATE REQUEST- - - - -

m Base64 00

M H5M GEAgEAMAAWF TANBgk ghki GOWOBAQEFAANS ADBpAmM
EAV 2W/Pk 95n Mk CQHSf g+l Hv N6y BB Tf 5YWD ScKD8x Ua5L3
Conzw2pi 8sUZYXnGOz Xi EaEy YG70JJuqeGGpJPQkBZI 5uq
Q 4NVV/ Py BEMAB2N9 Sx MOz y de 3UOMBH/ i 3np9Ag QAAQAB
MAOGCSqGS| b3DQEBBQUAA2 EADMAUS9YPt 8t x3g7P291 4bM
8JOyoQNLLI8WUOYns/ ely UgKXr QEha3Vc0BgXk Pny4Vqsf

AGB| kDTVkj OvdCJUAMOGP5B0+K6Jv0u7eqd JKbzkknmRut J

PKI

PROTOCCL=MANUALO O O O00O00O00O0O0000O000O000OO0

7d
03
02
f5
c5
aa
fc
43
06
Oc
cf

94
56
63
ed

30
6¢C
40
27
19
78
fc
8c
09
c5
09
a8
ab
86
92

m DERODi sti ngui shed Encoding Rules0 0000000 OO0OOO

od
00
74
Oa
61
61
b7
fo
2a
94
3b
ab
1f

a7
64

06
30
of
of
79
a9
10
7f
86
b3
2a
eb
00
90
6e

0..0..... 0.0}0. .|
OH I. 0|
i.a..e.>0y...@.|
.G...n..... o
Tk jb...ay|
.;5...2'n. $. . xa. |
$.8..9..-..U .. |
R “LCo
it 0...%.|
Ho........ a. . ... |
A s P xI. . *|
A bk2{\....|
|@HZ. WA, . . >| . V.. .|
|n..4..3.t"T.c...|
[t....Kz.1)...dn|
..@...h..2.|
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CREATE PKI ENROLLMENTREQUEST

BAgbz/ GG shTI C

g
mRSAOOOOOOOOOOOOOOOOOOODO CAD192.168.10500000000000PKIX-CMP

Ooooooooooo cAOooooo

CREATE PKI ENROLL=nycert PROT=CMP KEYPAlI R=0 REF=98765432 SEC=ABCDEFGH
LOC=192. 168. 10. 5

s RSAOO00OOOOOOOOOOOOOOODOOOO0ODOOO0DODOO0OODOOODOODOO PKCS#100O
O000oo0oPEMODOOOODOOOOODOOOOOOOOOmMycerreqcsrt0 00000000000
OooOooo cAdUOUoOooooUoooUboOoooUoOoooooO

CREATE PKI ENROLL=nycerreq PROT=MANUAL KEYPAI R=0 FORVAT=PEM TYPE=PKCS10

goooogn

cooooooboobooboooooobooooobooon
Entrust0D0 CAODOOOOO0ODO OO XXXX-XXXX-XXXXOOOOOOOOOOSECRETVALUEDO O OO
oobooooooboooboooobobooooboooobooooobooooboogd

goooog

DESTROY PKI ENROLLMENTREQUESTO 250 00O
SET SYSTEM DISTINGUISHEDNAME[D 0000000 2790000
SHOW PKI ENROLLMENTREQUESTO 480000

20 | CentreCOM AR300/AR700 0000 O DODOO0O0ODOOO 2.3 PKI
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CREATE PKI KEYUPDATEREQUEST

CREATE PKI KEYUPDATEREQUEST

O000O00OPKIZOOOODOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

CREATE PKI KEYUPDATEREQUEST=r eq- nane CERTI FI CATE=cert - nane
KEYPAI R=key-i d [ LOCATI ON={host nane|i padd}]

reg-name: 00000001024 0000000000000000000000
cert-name: 0000010240000 00000000000000000O0
key-id: O 0 0 000655350

hostname: DO OO

ipadd: IPO OO0

g0

CMPOOUOOOOODOOOUOOCADOOODOODOOODOODOODOODOOOOODOOO RSAOOO
ooooooooon
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon
oooooooooooooooooboooooooobooooooboooooooooooobooon

goooog

KEYUPDATEREQUEST 0OO0OO0OO0OO0O0O0O0OOOOOOO

CERTIFICATE 0O0OO0O0O0OO0O0O0OOO0OOOO0OOOOOOOO0OOOOOOOOOOOOOO
KEYPAIR OO0 RSAOOOOOO

LOCATION CAOOOOOOOOIPOOOO

goooog

DESTROY PKI KEYUPDATEREQUESTU 26 0 0 O O
SHOW PKI KEYUPDATEREQUESTO 500 0 0O O

PKI CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
J613-M0274-00 Rev.K
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DELETE PKI CERTIFICATE

DELETE PKI CERTIFICATE

O00000OPKIZOODOODOOODOO
00000 AR300 V20 AR300L V20 AR7200 AR740

DELETE PKI CERTI FI CATE={cert - nane|ALL}

cert-name: 000 0D0102400000000000000000000O00

00

pooooooooboooooooooooooboooooogon
goooog
CERTIFICATE 0O0OOOOOOADDPKICERTIFICATEOODOOOOOOOOOO

goooog

ADD PKI CERTIFICATED 130000
SET PKI CERTIFICATED 330000
SHOW PKI CERTIFICATED 430000

22 | CentreCOM AR300/AR700 0000 ODODOO0O0ODOOO 2.3 PKI
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DELETE PKI CRL

DELETE PKI CRL

O000O00OPKI/ZCRLODOOOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

DELETE PKI CRL={cr!-nane|ALL}

crl-name: CRLO 010240 0000000000000000DODOOO

00

CRLOOOOOOOOOOOODOOOOOCRLOOODOOO

goooog

CRL CRLOOOOADDPKICRLOOOOOOOOOOOO

goooog

ADD PKICRLO 150000
SETPKICRLO340000O
SHOW PKICRLO46 0 00O

PKI CentreCOM AR300/AR700 0000 ODOO0O00OODOOO0O 2.3 |23
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DELETE PKI LDAPREPOSITORY

DELETE PKI LDAPREPOSITORY

O00000OPKIZOODOODOOODOO
00000 AR300 V20 AR300L V20 AR7200 AR740

DELETE PKI LDAPREPCSI TORY={r epos- nanme|ALL}

repos-name: 0000000102400 00000000000000000000

00

oooooooooooooouRLOOOO0ODOOO0OO0DOOOOO0OOOOO
goooog

LDAPREPOSITORY 0O0OO0O0OO0O0O0O0OO0OOOOADDPKILDAPREPOSITORYDOOOOOOO
oooo

goooog

ADD PKI LDAPREPOSITORYO 17 0000
SET PKI LDAPREPOSITORYO 350000
SHOW PKI LDAPREPOSITORYO 510000

24 | CentreCOM AR300/AR700 0000 O DODOO0O0DOOO 2.3 PKI
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DESTROY PKI ENROLLMENTREQUEST

DESTROY PKI ENROLLMENTREQUEST

O000O00OPKIZOOOODOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

DESTROY PKI ENROLLMENTREQUEST={csr - name|ALL}

csr-name: J 0000000010240 000000PROTOCOL=MANUALOOOO 108000

00

cooooooooooooogo
goooog

ENROLLMENTREQUEST 00000 O0O0OOCREATE PKI ENROLLMENTREQUESTO O OO
000000000 oALLOODOO00DOO0O00OO0O00OO0000O0O0O00bO0O0O0O

g
m0000000gimmecerd 000000

DESTROY PKI ENRCLLMENTREQUEST=gi mmecer

goooog

CREATE PKI ENROLLMENTREQUESTO 180 00O
SHOW PKI ENROLLMENTREQUESTO 480000

PKI CentreCOM AR300/AR700 0000 ODO0O0O00OOOOO0O 23 |25
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DESTROY PKI KEYUPDATEREQUEST

DESTROY PKI KEYUPDATEREQUEST

O000O00OPKIZOOOODOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

DESTROY PKI KEYUPDATEREQUEST={r eq- nane|ALL}

reg-name: 00000001024 000000000000000000000O00

00

RSAOOOOOOOOOOOOO
goooog

KEYUPDATEREQUEST 0000000 CREATE PKI KEYUPDATEREQUESTO O OO OQOQOQOO
O000O00ALLODOOOO0DOOO0O0DOOO00ODOO00O0O0O00O0O0O00O

goooog

CREATE PKI KEYUPDATEREQUESTO 210 00O
SHOW PKI KEYUPDATEREQUESTO 500 0 OO

26 | CentreCOM AR300/AR700 0000 ODODOO0O0DOOO 2.3 PKI
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DISABLE PKI DEBUG

DISABLE PKI DEBUG

O0000OPKIZOOOOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

DI SABLE PKI DEBUG={ALL|CERTTRACE|CVDTRACE|CRTDBTRACE| CRTRUTRACE]|
CRTVGSTATE|CRTVGTRACE| CRTVUSTATE| CRTVUTRACE| MPPACKET | MPPKT |[MPSTATE|
MPTRACE|OPHT TPTRACE| OPL DAPTRACE|CPPACKET | OPPKT|PACKET |PKT|STATE|

TRACE) , . . . ]

00

PKIOODOOOODOOOOOOOOOOOOOO0ODO

goooog

DEBUG O0O0O0O00O00O0OO0O0O0O0OOOOOOOOOOOOOALLOOOOOOOOOOOOOOOO

ooooooooooooon

CERTTRACE oooooooooooo
CMDTRACE ooooooooooooon
CRTDBTRACE ooooooooooooon
CRTRUTRACE ooooooooooooon
CRTVGSTATE ooooooooooooon
CRTVGTRACE ooooooooooooon
CRTVUSTATE ooooooooooooon
CRTVUTRACE ooooooooooooon
MPPACKET PKIODODOOOODODDOOOOOOO
MPPKT MPPACKET O OO

MPSTATE PKIDDODOOOODODOOOOO
MPTRACE PKIDDODOOOODODOOOOO
OPHTTPTRACE HTTPOODOO

OPLDAPTRACE LDAPOOODO

OPPACKET ooobooooboooooooooogo
OPPKT OPPACKET O OO

PACKET OoooPKIODOOODOOOOOOOO
PKT PACKET O OO

STATE oooooogo

TRACE oooooogo

PKI CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3
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0300000000000

googod

ENABLE PKIDEBUGO 290 00O
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ENABLE PKI DEBUG

ENABLE PKI DEBUG

O0000OPKIZOOOOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

ENABLE PKI DEBUG={ALL|CERTTRACE|CVDTRACE|CRTDBTRACE| CRTRUTRACE|
CRTVGSTATE|CRTVGTRACE| CRTVUSTATE| CRTVUTRACE| MPPACKET | MPPKT |[MPSTATE]|
MPTRACE|OPHT TPTRACE| OPL DAPTRACE|CPPACKET | OPPKT|PACKET |PKT|STATE|

TRACE) , . . . ]

00

PKIOODOOOODOOOOOOOOOOOOOO0ODO

goooog

DEBUG O0O0O0O00O00O0OO0O0O0O0OOOOOOOOOOOOOALLOOOOOOOOOOOOOOOO

ooooooooooooon

CERTTRACE oooooooooooo
CMDTRACE ooooooooooooon
CRTDBTRACE ooooooooooooon
CRTRUTRACE ooooooooooooon
CRTVGSTATE ooooooooooooon
CRTVGTRACE ooooooooooooon
CRTVUSTATE ooooooooooooon
CRTVUTRACE ooooooooooooon
MPPACKET PKIODODOOOODODDOOOOOOO
MPPKT MPPACKET O OO

MPSTATE PKIDDODOOOODODOOOOO
MPTRACE PKIDDODOOOODODOOOOO
OPHTTPTRACE HTTPOODOO

OPLDAPTRACE LDAPOOODO

OPPACKET ooobooooboooooooooogo
OPPKT OPPACKET O OO

PACKET OoooPKIODOOODOOOOOOOO
PKT PACKET O OO

STATE oooooogo

TRACE oooooogo

PKI CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3
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0400000000000

googod

DISABLE PKIDEBUGO 270 00O
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PURGE PKI

PURGE PKI

O0000OPKIZOOOOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

PURCE PKI

g0

PKIODODOOOODOOOOODOOO
O0o0UOOoLDAPOOOOOOOOOOOOOOOOOOOCRLMODOOODOOOOODOOODOODODO
O0o0o0o0ooU0o0oooo0o0ooo0o0o0oo0o0o0oOoOSETPKIDOOOOOOOOOO
poooooooooobooooboon

goooogn

ooooooooooOoooPKIDOOODOOOODOOOOOOOOOODOOOOODOOODOOOODDOO
cooooooooooooogo

goooog

SHOW PKIO 36 0 00O

SHOW PKI CERTIFICATED 430000

SHOW PKICRLO46 0 00O

SHOW PKI ENROLLMENTREQUESTO 480000
SHOW PKI KEYUPDATEREQUESTO 500 0 OO

PKI CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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SET PKI

SET PKI

O0000OPKIZOOOOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SET PKI [ CERTSTORELI M T=12..256] [ CMPRETRYMAX=0. . 10]
[ CVPRETRYPERI OD=10. . 600] [ CRLUPDATEPERI OD=1. . 168] [ SUBJECTALTNAVE={i padd|
al t nane}]

ipadd: IPO OO0
altname: 00010640 00000000000000O0O0OOOOO

00

PKIDODOOOODOOOOODOOOOOOOOOODOOOO
goooog

CERTSTORELIMIT 0000000000000 OO0O0OOOOOOOOOOOOOOOOOOOOOO
O0o0oo0oooooooooUooooUooooUooooUooooUoOooO 24

CMPRETRYMAX CMPOOOOOOOOOODOOOOODOOOOOOI

CMPRETRYPERIOD CMPLOOOOUDOOODOODOODmMOOODOO 30O

CRLUPDATEPERIOD CRLOOOO0OOO0OOOOOOOOOOOOCRLOOOOOOOOOOOOOOM
OooOooo24000

SUBJECTALTNAME 0000000000 OOODOSubjectD Alternative NameDO OO 00000
oooooooooolPOboOOOOOOOOODOO

goooog

SHOW PKIO 36 0 00O
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SET PKI CERTIFICATE

SET PKI CERTIFICATE

O00000OPKIZOODOODOOODOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SET PKI CERTI FI CATE=cert - nane [ TRUSTED={TRUE|FALSE|YES|NO|ON|OFF}]
[ TYPE={CA|SELF|ENDENTI TY|EE}]

cert-name: 000 0D0102400000000000000000000O00

g0

coboooooooooooooooooooboboobooooooboooon
goooog

CERTIFICATE 0O0OOO0OOOOADDPKICERTIFICATEOOOODOOOOOOO

TRUSTED 0OUOOO0OUOOOUOOOTRUEDYESOONOOOOOOOOOOFRALSED NOOOFF OO
O0OO0O0OOO0OOOADDPKICERTIFICATEDODOODOOOODOOODOOOOOOOOOOOOO
TRUSTED=TRUEO O OOO0OO0ODOOOSHOW PKICERTIFICATED OO 0O O OO fingerprintd
000000000000 o0ooo0o0ooo0oOoooO TRUSTED=TRUEOOOOOOOOO
oooooooooooboogd

TYPE DUOOOOUOCAOCAQOUOOMMSELFOOOOOOOOOOUOMEEO OO ENDENTITYOO
0000000000000 0000000000000000 ENDENTITY

goooog

ADD PKI CERTIFICATED 130000
DELETE PKI CERTIFICATED 22000 O
SHOW PKI CERTIFICATED 430000

PKI CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
J613-M0274-00 Rev.K
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SET PKI CRL

SET PKI CRL

O000O00OPKI/ZCRLODOOOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SET PKI CRL=cr/-nane [ LOCATI ON={url |fil enane}] [ PASSWORD=passwor d]
[ USERNANVE=user nane]

crl-name: CRLO 0102400 0000000000000000000O0O
url: URLO LDAP O OO HTTPO

filename: DO O OO OOOOO.crlO

password: 0000001064000
username: 00 00001064000

g0

CRLOOOOOUOOOOOOOOOOOOOOOODOOCRLOOOOOOOOOO
goooog

CRL CRLOOOOADDPKICRLOOOOOODOOOOO

LOCATION CRLOOUOOOOOOOOOOOOOOOOOOOOODOOOODOODOODOOOOOOOO
O0C.cri0D0000D00000000O0000000000O00000OLDAPOOODOO HTTP
00000 uURLOOOOOO

PASSWORD OO0O0OO0OO0OO0OO0O0O0O0OOOOOOOOOOOO

USERNAME 00000000000 O00O00O0O0000O0

goooog

ADD PKICRLO 150000
DELETEPKICRLO230000O
SHOW PKICRLO46 0 00O
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SET PKI LDAPREPOSITORY

SET PKI LDAPREPOSITORY

O00000OPKIZOODOODOOODOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SET PKI LDAPREPOSI TORY=r epos-nane [ LOCATI ON=url] [ PASSWORD=passwor d]
[ USERNANVE=uSser nane]

repos-name: 000000001024 0000000000000000000000
url: URLO LDAPO

password: 0000001064000

username: 00 00001064000

g0

oooooooooooooouRLOOOO0ODOOO0OO0DOOOOO0DOOOOO
oooooooooooboooooobcooooooooooooboooooooooooobooon

goooog

LDAPREPOSITORY 0O0OO0O0OO0O0O0O0OO0OOOOADDPKILDAPREPOSITORYDOOOOOOO
ooo

LOCATION 0OO0OO0OO0OO0OOOLDAPOOOODOO URL

PASSWORD OO0O0OO0OO0O0OO0O0O0O0OOOO0OOOOOOO

USERNAME 00000000000 O00O00O0O0000O0

goooog

ADD PKI LDAPREPOSITORYO 17 0000
DELETE PKI LDAPREPOSITORYD 24000
SHOW PKI LDAPREPOSITORYO 510000

PKI CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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SHOW PKI

SHOW PKI

O0000OPKIZOOOOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW PKI [ COUNTERS]

g0

PKIODODOOOODOOOOOOOOOODO
goooog

COUNTERS PKIOOOOOOOOOOODOOOOOOOOOODOOOOOO

gooooggoo

SecOr f bul bul > show pki

PKI Modul e paraneters:
subjectAltName ..........

CRL update period ....... 24 seconds
CWP retry period ........ 30 seconds
CWP nexi mumretries ..... 1
Max. # of certificates .. 24
Debug device ............ 16

Debug types enabl ed: none

SecOr f bul bul > show pki counters
PKI  CERTI FI CATE UNI T COUNTERS:
GENERAL COUNTERS:
checkExt r act Par seFai | 0 checkExtractFiel dGet Fai | 0

creat eFi nger print Fai l 0
VALI DATI ON UNI T COUNTERS:

event Request Not Found 0

st art Request 4 startRequest Equi vReqFnd 0
st opRequest Fai | 0 stopRequest Good 0
gnci cResul t NoCI C 0

actionlll egal 0

startlnitChecksTooDeep 0 startlnitChecksBadTi ne 0
startlnit Checksl ssNot CA 0 startlnitChcksBadKeyUsge
startlnitChcksSSi gnNot CA 0 startlnitChcksSSgnUntrst 1
startlnit ChecksRevoked 0

st art Val Cl CCer t Not Found 0 startVal CI CAl readyTrustd 2
startVal Cl CAl rdyVl dati ng 0 startVal CICStart VURgFai | 0
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start Veri fyCertNot Found
startVeri fyCrtFl dGet Fai |
start Veri fyCl CPar seFai |
startVerifyFaillmm

veri f yCbhackReqNot Found
verifyCal | backVeri fyFai l
creat eRequest

dbAdd

dbFi ndFai |

dbFi ndByCert Fai |

VALI DATI ON UNI T GET NEXT CANDI DATE

event Request Not Found
renot eRet ri evdRegNot Fnd
st art Get Renot eFai |

RETRI EVAL UNI T COUNTERS:
start OPSt art Fai |
get Fi | eNot Exi st
get Fi | eReadFai |

PKI CRL UNI' T COUNTERS:
GENERAL COUNTERS:

retrievedNot Found
retrievedGCet Fi el dsFai |
ti meout RUSt art Fai |
addAl readyExi sts
addGood
set Not Found
set Good
del et eNot Found
pur geGood
showLi st Par seFai |

RETRI EVAL UNI T COUNTERS:
start OPSt art Fai |
get Fi | eNot Exi st
get Fi | eReadFai |

PKI MANAGEMENT UNI T COUNTERS:

CMP COUNTERS:
startedEnrol | ment
recei vedPKI Message
recei vedTCPErr or
recei vedMsgVeri f yFai |
request Fai | ed

recei vedMessageDi scar ded

ti meout Event

MANUAL ENROLLMENT COUNTERS:

started

PKI

O MM OOOOOO

0
0
0

o

O O O OO oo o o o

O O O O o o o

startVerifyCert ParseFai |

startVerifyCl CFl dGet Fai |
startVerifyStarted
verifyCal | backVeri f yGood

dest r oyRequest
dbRenoveFai |
dbFi ndByRequest or Fai |

get Next Cl CNot Found
actionlllegal

retri evedRequest Not Exi st
get Fi | eOpenFai |
get Fi |l eCl oseFai |

retrievedParseFai l
retrievedRUSt art Fai |

addRUSt ar t Fai |

set RUSt art Fai |
set Not hi ngSet
del et eGood
showNot Found

retri evedRequest Not Exi st
get Fi | eOpenFai |
get Fi |l eCl oseFai |

st art edKeyUpdat e
recei vedPKI FI N
recei vedMsgVeri f yOK
i Il egal Event

request Conpl et ed
retryEvent

request QueuekError

fil eOpenFail ed

SHOW PKI

| SSUER CERTI FI CATE COUNTERS:

o

o O O o

O O O O o o o

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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SHOW PKI

failed
fileOpendK
fileWiteFailed

0 conpleted 1
1 filed osed 1
0 CSRCreationError 0

subjectAltName

0000000000000000000 SubjectAltNamed 0 0 O

CRL update period

ooooooooocrRLOODOOOOOOO

CMP retry period

cCMpPOOUOUOOOOODOO

CMP maximum retries

CMPOOUOOOOOOOODOOOO

Max. # of certificates

poooooooboooobooooboobooon

Debug device

PKIODODOOOODOOOOOOOOOODOOOOOoOOoOO

Debug types enabled

ocooooooooooo

0 5:

PKI CERTIFICATE UNIT
COUNTERSOOOOO

PKIDODODOOOOOOOOOOOOOoOoOOOoOoOo

GENERAL COUNTERS

PKIODODODOOODOOOOODODOOOOOOO

checkExtractParseFail

coooboooooooooboooooooooboooo

checkExtractFieldGetFail

coboboobooboooooboooooooboooogoooon
O

createFingerprintFail

ooooooobooooobooooobooooon

VALIDATION UNIT

PKIODODOOOODODOOOODODOOOOOOO

COUNTERS
eventRequestNotFound oooboooooboooboboooooooooooooogn
startRequest coooooooooooooooo

startRequestEquivReqFnd

coboboobooboooooboooooooboooogoooon
oooooogo

stopRequestFail cobooboooooooooboooooooobooboogoooog
oooodd
stopRequestGood coooooooooooooooo

gncicResultNoCIC

O no candidate issuer certificate foundO OO OO OO OO

actionlllegal

coooboooobooooooooobooooooooon

startInitChecksTooDeep

oobobooooobooboboooooooooooooooooon

startInitChecksBadTime

oooboooooboooboboooooooooooooogn

startInitCheckslssNotCA

O0ooo0oo0oooOooooUooooo cCAOODOooOooooo
oobobooooobooobooooood

startInitChcksBadKeyUsge

coboboobooboooooboooooooboooogoooon
oooooooooooooooo

startInitChcksSSignNotCA

CAO0O0OO0OO0OO0OOUOO0OO0OO0OOOOOOoOOoDOoODOO
ooooogd
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SHOW PKI

startInitChcksSSgnUntrst

coboboobooboooooboooooooboooogoooon
od

startInitChecksRevoked

ooboboooooooooooooooooooooood

startValCICCertNotFound

coboboobooboooooboooooooboooogoooon
od

startValCICAlreadyTrustd

oooboooooboobooboooboodoooooooooooood

startValCICAlrdyVldating

coboobooooobooooooodooooboobOogoboooodg
ooooo

startValCICStartVURgFail

ooboooooooooooboooodbobooooooooooon

startVerifyCertNotFound

oooboooooboobooboooboodoooooooooooood

startVerifyCertParseFail

coboobooooobooooooodooooboobOogoboooodg
oooobooooobooobooooood

startVerifyCrtFldGetFail

coboobooooobooooooodoooobooboobooood
cobooboooooboooooooooooooooo

startVerifyCICParseFail

cobooboooooboooobooooooooboobooboooog
ooooooobooooobooooobooooon

startVerifyCICFIdGetFail

oobooobooooooooobooooooboooooboooooog
ooboboooooooooooooooooooooood

startVerifyFaillmm

ooooboooooooooboooooooooboooooooon

startVerifyStarted

ooboboooooooooooooooooooooood

verifyCbackReqNotFound

cobooboooooboooobooooobooboobogoooodg
ooooogd

verifyCallbackVerifyGood

cooboooooooooooooooooood

verifyCallback\erifyFail

cooboooooooooooooooooood

createRequest ooooooooooooogo

destroyRequest ooooooooooooogo

dbAdd coooboooobooooooooobooooooooon

dbRemoveFail coboobooooobooooooodooooboobOogoboooodg
cooooooood

dbFindFail odbodbboooooooooooooooooooooboobobon

ooo

dbFindByRequestorFail

coboboobooboooooboooooooboooogoooon
oooooogo

dbFindByCertFail

odbodbboooooooooooooooooooooboobobon
ooo

VALIDATION UNIT GET
NEXT CANDIDATE IS-
SUER CERTIFICATE
COUNTERS

PKI

PKI O O get next candidate issuer certificateO 000000000
goood

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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SHOW PKI

eventRequestNotFound

O get next candidate issuer certificate requestd0 00000000
goboooboogoboooboobboboboo

getNextCICNotFound

0 get next candidate issuer certificate0 D 0 O 000000000
gobooobooobooooo

remoteRetrievdRegNotFnd

O get next candidate issuer certificate requestd0 00000000
gobooooooobooooboobbobobooo

actionlllegal 0 get next candidate issuer certificate0 D 00000000000
goboooboogo
startGetRemoteFail 0 get next candidate issuer certificate requestd0 00000000

ooooooooogd

RETRIEVAL UNIT COUN-
TERS

PKIOODODOOODOOOOODODOOOOOOO

startOPStartFail

PKIDODOOOODODOOOODOOOOOoOoOOoOooooooooo

retrievedRequestNotExist

oobobooooobooboboooooooooooooooooon

getFileNotExist

coboboobooboooooboooooooboooogoooon
oooodd

getFileOpenFail

coboboobooboooooboooooooboooogoooon
ooooogd

getFileReadFail

coboboobooboooooboooooooboooogoooon
ooo

getFileCloseFail

coboboobooboooooboooooooboooogoooon
ooooogd

PKI CRL UNIT COUNTERS

PKICRLOOOOUOOOOOOOOOO

GENERAL COUNTERS

PKICRLOOOOOOOOOOOOOOOO

retrievedNotFound

CRLOOOOOOCRLOOOOOOOOOOOOO

retrievedParseFail

OO0oooo0oooooooooo cRLOOOOOOOOOOO

retrievedGetFieldsFail

oo0oooooooOoooooOoOo CRLOOOOOODOOOOOO
ooooo

retrievedRUStartFail

CRLOOOOOOOOOOCRLOOOODOOOOOO

timeoutRUStartFail

oooooocRLOOOOOOOOO

addAlreadyExists

CRLOOOOOOOODOODOCRLOOOOODOOOOOOCRLOO
oooooogo

addRUStartFail O0ooooooooooocCcRLOOOODOODOOO

addGood CRLOOOOOOOOCRLOOOOOO

setNotFound CRLOOOUDOOUOOOODOOO CRLOODOOUOOOODOOOCRL
oooooooooooo

setRUStartFail CRLOOOOOOOCRLOOOOODOOOOO

setGood CRLOOOOOOOOCRLOODOOOODOOOOOO

setNothingSet
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SHOW PKI

deleteNotFound

CRLOOOUOOUOOOUODOOO CRLOODOOOUDOOODOOOCRL
cooooooood

deleteGood CRLOOOOOOOOCRLOODOOOODOOOO
purgeGood CRLOOOOOOOOOOOOOOOODOOOOOoOOO
showNotFound CRLOOOUDOOUOOOODOOO CRLOODOOUOOOODOOOCRL

oooooooooooo

showListParseFail

CRLOOOOOOOOOOUOOOOCRLOODOOOOODOOOOO

RETRIEVAL UNIT COUN-
TERS

PKICRLOOOOOOOOOOOOOOOO

startOPStartFail

PKIDOOOOOOOOOOOOOOOOOOOOOOOOCRLOO
oooooogo

retrievedRequestNotExist

CRLOOOOOOOOOOUOOOOOUOOOOOooDOoOooOOn

getFileNotExist

O000000o00o0o0o0ooooooooo0 cCcRLOOOOOO
ooooo

getFileOpenFail

O000000o00o0o0o0oooooooooUo CRLOOOOO
oooodd

getFileReadFail

O0000o00o0oooooooooooo cCcRLOOOOOOOOO
od

getFileCloseFail

O000000o00o0o0o0oooooooooUo CRLOOOOO
oooodd

PKI MANAGEMENT UNIT

COUNTERS

PKIODDODOOOODODDOOOODOOOOO

CMP COUNTERS

cMpPUOUOOOOOOOOOOODOOOOOOOOOO

startedEnrollment

oooooogo

startedKeyUpdate

oooodd

receivedPKIMessage

PKICMPOOOODOOOO

receivedPKIFIN

CMP Transport 00O OO0 PKIFINOOOOOOO

receivedTCPError

CMP Transport 000 OO0 OoO TCPOOOOO

receivedMsgVerifyOK cooboooooooooooooooooood
receivedMsgVerifyFail cooboooooooooooooooooood
illegalEvent ooooooooooooogo

requestFailed

coooboooobooooooooobooooooooon

requestCompleted

cooboooooooooooooooooood

receivedMessageDiscarded

ooooooooogd

retryEvent

oooooooooooo

timeoutEvent

ooooooooooooon

requestQueueError

CMpPUOOUOOOOOODOOOOOOOO

MANUAL ENROLLMENT
COUNTERS

PKI

PKIODODOOOODOOOOODOOOOOOOOO0O0O

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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SHOW PKI

started

ooobooooboooooooooodoo

fileOpenFailed

oooooooooooooooo

failed ooooooobooooobooooobooooon
completed ooooooobooooobooooobooooon
fileOpenOK oooooooooooooooo
fileClosed oooooooooooooooo

fileWriteFailed

coooooooooooooooo

CSRCreationError

oooOooooocsROOOOoOoOoOoOooOoooOooon

goooog

SETPKIO320000

0 6: COUNTERSUODODOOOO
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SHOW PKI CERTIFICATE

SHOW PKI CERTIFICATE

O00000OPKIZOODOODOOODOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW PKI CERTI FI CATE[ =cert - nane]

cert-name: 000 0D0102400000000000000000000O00

00

cooooooboobooboooooobooooobooon

goooog

CERTIFICATE 0O0OOOOOOADDPKICERTIFICATEOODOOOOOOOOOO

gooooggoo

SecOr f bul bul > show pki certificate

Certificate Database: [ref.#: 12332-1396]

Nane State MIrust Type Sour ce

u0 (cn=RouterB, o=birds, c=jp) TRUSTED FALSE EE UM | SAKMP
nmycer TRUSTED FALSE SELF  COVVAND
cacer TRUSTED TRUE CA COMVAND

SecOr f bul bul > show pki certificate=cacer

Certificate:
name ................ cacer
state ............... TRUSTED
manual |y trusted .... TRUE
type ... . CA
SOUrCe . .....ovvn... COVIVAND
version ............. V3
serial number .......
signature alg ....... MD5 with RSA
public key alg ...... RSA
not valid before .... 10:06:10 - 04-Cct-2001 (QwI)
not valid after ..... 10: 06: 10 - 04-Cct-2002 (@)
subject ............. cn=nycert, o=birds, c=jp
PKI CentreCOM AR300/AR700 0 000 ODOOOOOOOOO 2.3
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SHOW PKI CERTIFICATE

key fingerprint
(shal)

key usage ......

subj ect type .
path length ..
subj ect key ID .

val i dation path

Source Locati on:

isSsuer .............. cn=nycert, o=birds, c=jp
cert. fingerprint ... 1478 f278 ea6d a068 2adc
(shal) eff2 89f7 fde7 f729 415e

..... ab73 6a4e e8f0 5d4b 9b95
5alb ef 75 440b 6633 b095

..... {CDigital Signature
Non Repudi ati on
Certificate Signing
CRL Signing

basic constraints {C}

..... No constrai nt
..... 7f a5b7¢c05b62b7064c1582a2794aec9306065837

authority key ID.... 7fab5b7c05b62b7064c1582a2794aec9306065837

..... [ manually trusted, self-signed ]

file ....... ... ... ca. cer

Name O000ooooooooooooooooooooooooooooooooon
00000000000 Subject

State O00000O0O000TRUSTEDODODOO OO UNTRUSTEDOD O OO OOO
00 VALIDATINGO OO OOOoOoooo

MTrust O000ooooooooooooooooo0oooooooooooooooon
0O00UOTRUEDO FALSE

Type O0O0DUOO0OOSELFOOD0 00000000 M CAODDDDOOOODOMmMEED O
o0o00oooooooooooooooon

Source 0000o00o0o0oooooo0oooooodogCOMMANDD DOOOO

O00000mMVLD.UNITmOOOOO0OO0000000000 MUMUIISAKMP

OISAKMPOOOOOMMMGMT.PROTOCMPOOOOOOOOOOO

o7

Certificate D OO0 OO

ooooooooooooodod

name odbobooobooooobooooboobooobooooboooboooog
0000000000000 00 Subject
state 00000000 OOTRUSTEDOOOOOO MM UNTRUSTEDO OO

000000 VALIDATINGOD OO DODOOOOOO

manually trusted

odboooooboooooooooboobooboooobooooooog
O00000O0OTRUED FALSE
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SHOW PKI CERTIFICATE

type

OO0O00OO0OSELFOO0DOO0O0O0OoOooOomCcCADODOoDooomm
EEDO000O0OO0O0O0OOOO0O0OOOO0ODOOO

source

oooooooooooo0o0o0Oo0o0000000oOOCOMMAND
O00ooO0o0ooooomvLD.UNITODODDOOODOOoOO0oooo0o
000 MUMISAKMPO ISAKMP O 00 0 O MMGMT_PROTO CMP

ooooooooood

version

OooOooooooo Xs0ooo0oo

serial number

oooooooooo

shal fingerprint

000000 SHAlOOOOoOOoOoOoooooooooo

signature alg

coooooooobooooooooooooon

public key alg

oooooooooooooboooooboooo

not valid before

oooooooooooooogd

not valid after

oooooooooooooogd

subject googooogobooobobooboobooo
issuer goooooooooo
key usage ooooooooo

subject alt name

ooooooooooooooooon

validation path

ooooooooooooooooon

Source LocationO O OO0

ooooooooooooooooooo

file

ooooooooooooogod

type OO0000O000LDAPO HTTPOOOODO

IP address IPOOOO

domain name oooo

distinguished name Oooooooooooo

port ooooo

HTTP file name HTTPOOOODO

username gooobooooboooobooobooooo

password gooobooooboooobooobooooo
08o0o0ooo

goodoo

ADD PKI CERTIFICATED 130000
DELETE PKI CERTIFICATED 22000 O
SET PKI CERTIFICATED 330000

PKI

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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SHOW PKI CRL

SHOW PKI CRL

O000O00OPKI/ZCRLODOOOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW PKI CRL[ =cr! - nane]

crl-name: CRLO 010240 0000000000000000DODOOO

00

O0oO0ooo0oOoCRLOODOOOOOOO CRLOODOODOOOOO
goooog

CRL CRLOOOOADDPKICRLOOOOOOOOOOOO

Name CRL O

State CRLOOOOGETTINGFIRSTOOOOOOOO MM GETTINGO2000
000000000000 MNOTFOUNDFRIRSTO O OO OO OO OO
NOTFOUNDO20 00000000000 CO0OO0OQO I UPTODATE
OCRLOODUOOOOOUOOOUOOOOUOMmMNOTVALIDATEDO O OO CRL
O00000000mMOUTOFDATED U OO CRLOOOOOOooooo
O M UNRECFORMATOOOO CRLOOOOOOOOOoUOOoooooo
od

Minutes-to-next-update O OO0O00O0O00O00O0O

0o

PKI CRL CRL O

State CRLOOOOGETTINGFIRSTU OO OOUOOOMGETTINGI 2000
000000000000 OMNOTFOUNDFIRSD OOOOOOoooOom
NOTFOUNDO 20 0000000000000 000MMUPTODATE
OCRLOOOUOOOODDOOODDOOODOMNOTVALIDATEDODOOO
CRLOODOOOUOOUMMOUTOFDATED O OO CRLOOOOOO
OOO0OOOMMUNRECFORMATD O OO CRLOOOOOOODOOOO
ooooogd
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SHOW PKI CRL

Minutes to next update

oooooooooooo

Number of updates

ooooooooo

Type CRLODDOOODDDO CRLOD
Version X509 CRLOOOOOO
Issuer CRLOOOODOODOOCADDDOO

Signature algorithm

OO0 CAOCRLOOOODOOOOOOOUODODOODO

Number of entries

CRLOOOOOOOOoOOoOoOooooo

This update

OO0 CRLOOOOO

Next update

OO0 CRLOOOOOOOO

Source Location

CRLODOOO

Certificate ListO0 O O OO

CRLOOOOOOOOOOOOOOOoOoOOO

Certificate Serial Number

oooooooooocoooon

Revocation Date

oooo

Revocation Reason

oooo

goooog

ADD PKICRLO 150000

DELETEPKICRLO230000O

SETPKICRLO340000O

PKI

01000000

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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SHOW PKI ENROLLMENTREQUEST

SHOW PKI ENROLLMENTREQUEST

O000O00OPKIZOOOODOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW PKI  ENROLLMENTREQUEST[ =csr - nane]

csr-name: J 0000000010240 000000PROTOCOL=MANUALOOOO 108000

g0

pooooooooboooooooooooooboooooogon
goooog

ENROLLMENTREQUEST 00000 O0O0OOCREATE PKI ENROLLMENTREQUESTO OOOO
coobooooboooooooooooooobooooooooooooobooooooooogg
oobooooooboooboooobooooooooobooooooooon

gooooggon

Manager > show pki enrol |l nentrequest

Enrol | mrent Requests
Nare Keyl d Pr ot ocol State

Manager > show pki enrol | nentrequest =gi mecer

Enrol | mrent Request:

Name ................ gi mecer

KeylD ... 1

Protocol ............ CWP

State ............... VAIT_FOR I P

Secret Value ........ abcdef gh

Ref erence Nunber .... 12345678

Locati on:

| P address ........ 192.168.1.100
Name 00o0o0o0oo0oooooooooonooon
KeyID 00000000000 RSAODOOOOO
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SHOW PKI ENROLLMENTREQUEST

Protocol 000000000 CADOODOODOOOOOCMR PKI Certificate Management
Protocol DO DO OOOOO MANUALOODOOOOOOOOO

State O000000000WAIT_FOR_IPOCA O OO Initialisation Response Mes-
sage 1 0000000 MMWAIT.FOR.CERT.CHECKU O OO OOOOOOGOO
0000 MM WAIT_.FOR_CONFOK 0O CA O 00O Confirmation OK Indication
gooogooooooo

O 11:

Name gooooboogoboooboobbon

KeyID O000o00ooooOo RSAODODOOOO

Protocol OD0000000D0CAOOOODOOOOODOCMPIPKI Certificate Management
Protocol DO DO OOOOO MANUALOODOOOOOOOOO

State O0000000000WAIT_FOR_LIFOCADO OO Initialisation Response Mes-

sage I 0000000 MMWAIT.FOR CERT.CHECKO O OO OOOOoooQo
0000 mMmWAIT_FOR.CONFOK O CA OO0 Confirmation OK Indication
gooooooooooa

Secret Value

cooboooooooooobooooooooooooo

Reference Number

ooooogooon

Location

CAO IPOOOOOIP addressO 0 00O 00O 0O OOdomain nameld

goooog

012200000

CREATE PKI ENROLLMENTREQUESTO 180 00O
DESTROY PKI ENROLLMENTREQUESTO 250 00O

PKI

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
J613-M0274-00 Rev.K

49



SHOW PKI KEYUPDATEREQUEST

SHOW PKI KEYUPDATEREQUEST

O000O00OPKIZOOOODOOO
00000 AR300 V20 AR300L V20 AR7200 AR740

SHOW PKI  KEYUPDATEREQUEST] =r eq- nane]

reg-name: 00000001024 000000000000000000000O00

00

0000000000 RSAOOOOOOOOOOOOOOOO
googgg
KEYUPDATEREQUEST 0000000 CREATE PKI KEYUPDATEREQUESTO O OO OQOQOQOO

cooboooooooooooooooooobooooooooooooobooooooooogg
oobobooooooooooooooooooboooooogn

Name gobooooogooooooo

KeyID OO0 RSAOOOOOO

Certificate gobooooogooooooo

State O0000000000WAIT_FOR_IPI CADO OO Initialisation Response Mes-

sage 00000000 MWAIT_FOR.KUPO CA O OO Key Update Response
Message 0 0000000 MMWAIT_FOR.CERT.CHECKI OO OOOoouoono
00000 MMWAIT_-FOR_.CONFOKD CA 0O OO Confirmation OK Indication
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