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cooboooooooooooooooooood

feature.lic coboboooboboobooobooooboooooooogoboobooooboooog

oobooboooooboooooooooooooooo

goooooo

0 4:

ooooooooooooooooooboooooooo*xoooooooooooooooooooog
ooooooooooooooo*x;mOo0o0oooo0oooooooooooooooooon
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ooooooooooooo

m J00000000000000ONVSOOOOOOO0O0O00O000000000wrezDOOODOOO

SHOW FI LE=*:*.rez 0O

m J000000000000000000000000OdeviceOOOO flashooooOooOO

SHOW FI LE=*. txt [

s NVSOOOOOOooOoOooooooooo

DELETE FI LE=nvs: *.scp O

m DELETEFILEOOOOOIIO00000 SHOWFILEOOOOO3190 0000000000000
oooooooooooo

DELETE FI LE=gw*. scp O

0O OO0O0OO*asecfg000OOOO*oo*cfgo OO OOOO

s (JO0000000oooogoobooooooooogooboooon

e DELETEFFILEOOOODO1600000O
e DELETEFILEQOOOOO1610000
e SHOWFFILEOOOOO3170000
e SHOWFILEOOODOO31900O0OO

goooooo

coooooooooooboooooboobooooogo
m JO00000O000OSHOWFILED OOOO319000000o0ooooo

SHOW FI LE O

s (JO00000000oboooooboooobooooboogoon
SHOW FI LE=*. scp O
m 000000000000O0SHOWFILEO OO OO31900000000000000000000

000000000000 OoOSHOWFRILEDODODOO3190000oooooooooooooooooo
00000.txtO.scpO.cfg0 0000000

SHOW FI LE=mi tai .cfg O

m 00000000000 DELETEFILECDOOOO16100000000000000000DOOOOO
cooooooooboooooboooo
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oooooooooooon

DELETE Fl LE=iranai.cfg 0O
DELETE FI LE=*.txt O

U 0ooO0oOooo0oo0o0o0o0o0oo0ooO0o0o0o0ooo0oo0ooooooooon

O config.insO prefer.insO release.licO featurelic 00 000000000000 O0O0O0OO0OOOOOOOOOO
oobooobooood

U 0DoooooooooOo0oo0o0oO0o0ooO0o0OOoOo0O0oO00O0o0oO0OoO0O0oOoO0OoO0ooO0ooO0oOoooon
ooooo

m (00000000000 RENAMEOOOOO290000000000

RENAME ol d. scp new. scp O

s 0000000000000000000OEDITOOO0O0207000M0O0O00000OO0O00OOOO0O0O0O
gooooo

EDI T nyscript.scp O

m LOADUOOO0O0O0O2400000000000000000000000ODOOOOOOOOOOOOO

000000000 TFTPOODODO 19216811100 longscp0 00000000 DO0ODOOOODOOOO
O0o0oo0o0oooUOodTTPO ZMODEMOOOOOOOOOOO

LOAD FI LE=l ong. scp SERVER=192. 168. 1. 11 DEST=fl ash O

s UPLOADOOOOO41100000000000000000000O0 TFTPOOOOOODOOOOO
00000000000000000000000 taisetsucfgd TFTPOOOODOODOODOOOODOO
ZMODEM OO OOOOOOOODOOOOO

UPLOAD FI LE=t ai setsu. cfg SERVER=192.168.1.11 O

O TFTPOOOOUOOOOUNIXD OSO tftpd00000C000DOO0ODDOO0ODO0OO0DOO0DDOOODOO
gboooooooooboooooOoooooooooOoo0o0oooooooo0oooooooooooooon
gooooooOoooO0o0ooooooooooo0ooo0ooooooooooooooooooooooon
goooooooooooooo

UNXXOS[ 1] # cd /tftpboot
UNXXOS[ 2] # touch karappo.cfg
UNXXOS[ 3] # chnod 666 karappo. cfg
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oooooooooo

oooooooon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooogo

Dobooogd

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooobobooooooooboogoooooboooobooooooobooooooooboooooooog

s 000000000000 000O0000O000CREATECONFIGOODODO13200000000
000000000000 .cfg0O0.scp0 0000000000000 0000OO0mMynetcfgd 0000
coooooobooooooooboooooobobooooogoobooooboooooooooboooon
oooooooooo

CREATE CONFI G=nynet . cfg O

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0oooooooUooooooo ADDO SETOOOOOODOOOOODOOOOOODmOoOooooo
ooooooO0oOoooooooooOooooooooboooooMDSOOOODODOOOO0O0O0O000O

s (00000000000000000000000000000O0O0OSETCONFIGOOOOO25500
cooooooobooooooooooboooobooooooooobooooboooooooooboooon
pooooooooooboooooboomoboooooboonooooooonooodooooooon
oooood

SET CONFI G=nynet.cfg O

s 0000000000000 000000O0O0O00OO0 SHOW CONFIGOOOOOo30800000
gooooo

SHOW CONFI G O

s (0000000000000 0000UO00OSHOW CONFIGO O OO O30800000 DYNAMIC
goooooooobooobooooboobbobboobogonbooooboo

SHOW CONFI G DYNAM C O

s DYNAMICOOOOOOOOOOOOoooooooooooooooooooooooooooooo
oo0oooooooooliPO0O0OODOOOOOOOOOOOODOOO

SHOW CONFI G DYNAM C=I P O

s JO000000oboodoooooboooboooooobooooooobooooooooooobooon
0000000000000 00O0OSETCONFIGOODOOO25500000 NONEQOOODOOOOOOO
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oooooooooo

SET CONFI G=NONE [

m 000000000000000000@Mbootcfgl0O00D0DDO0OODOODOODOODOOOOODO
ooooogd

m J0000o0oboooocooooooooooobooboooboooooboooooboooooboogn
OORESTARTOOOOO25300000 CONFIGOOOOOODOOODOOOOOoOoOooooooooo
O0O0OOO0RESTART REBOOTO O OUOOCONFIGUOOOOODOOOOOOOOO

RESTART ROUTER CONFI G=1kai kiri.cfg O

s 0000000000000 000000O000RESTARTOOOOO25300000 CONFIGOO
00000 NONEOOODODOOODOOOO bootefgOOOOOOODOO

RESTART ROUTER CONFI G=NONE [

20 | CentreCOM AR300/AR700 0000 ODDODOO0ODOOO 2.3 gooogd
J613-M0274-00 Rev.K



oooooooooo

oooooooon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
00000000000 TelnetDOOODODO0OOOD0O0OO0OO0O0DOOOOOOODOOOOOOOOOOODOOO
oooooooooooboooooooooobooobooooooboooobooooooooon

oood

coooooboobooooboboooooooooboooboobooooooboooobooboooon
0000000000000 00O0OOTelnetODODOOO0OODODOOODODOOOODO

O TelnetOOOOOOOOOOOOODOOODOODUOOODOOODOODOOOIPOOODOOODOO
oooooOo0oooO0oO0ooOo0oooOoOoO IPOODOOOODOOOOOOOOOOOCOOOOOOOOOOOO
oo0ooo0oOoooOooo0oooOoolPO0OOOOOOOOIPOOOOOOOOOOO

0000000000000 000 TelnetDOOOOOMlogin: 00000000 OD0OOO0OOOOOOO
00000000000 0o0oo0o0oo00oooooooo00oDo000oo0M™Enter0 00000
gooooboogo
D00000o0000OManagerd 000000000000 OmManageri 0000000000 O0OO0O0O
O00o0O00friendDOO M loginO0 0000000000 mManagerdd M Password:00 0000000
OOfriendD0O00000O000O0O0O0O0O0OOOOOOOOOOOOOOOOOOOOOOOO0

| ogi n: manager
Password: friendOOOOOOOOOOOOO

Manager >

U 0DoooooooooOo0oo0o0oO0o0ooO0o0OOoOo0O0oO00O0o0oO0OoO0O0oOoO0OoO0ooO0ooO0oOoooon
gboooooooooooooooooOooooooOoo0ooonoooooo0ooonoooooOon

O TelnetOOOODODDOOOODOOOODOOOOO0ODDOOOO1000000D000000OOTelnetoODOOOOO
oooooo

U 0o0oo0o0oooosob00o0o0o0ooooooooboooooo0o0o0ooooooooooooon
0100000000000 000000000D0O0O0DOOTelnetO DO OOOODODOOODOOODO
0000000000 TelnetOOOOOOODOD0ODOOO0ODOOO0ODOO0ODOODODOODOOOSETUSERDO
000030300000 LOGINFAILOLOCKOUTPD OO OOOOOOoOooooag

Dobooooggnd

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooo

0O SETASYNOUOOOWMOODODOOOOOOOS100000 PROMPTOOOOOOOODOOODOOOODOOO
gooooooooobooooooooOooooooOo0o0oOoonoooooaon

goooo CentreCOM AR300/AR700 0 000 0DO0O000ODODOOOO 23 |21
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22

oooooooooo

e UserO OO

>

e Manager 00O

Manager >

e Security Officer 00O

SecOFf >

OOOSETSYSTEMNAMEO O OOO2810000000000O00sysNameJO 000000000 >0
coooooooboooooooooooooobobooooooooboooobooboooooooboooon
coooooooobooobooooooooobooooogog

Manager > set system nane="GW Sai daiji"

Info (134003): Operation successful.

Manager GW Sai daiji >

Doboooooaoon

Oo0ooooooooooooooooooooooooovricoooooooooooooooooom

BRN BRN

- loooooo

- loooooo

Ctri/A googn

Ctrl/E googn

Delete0 00 Backspace O OO0O0ODOOO0OOOOOOO

Ctrl/U gooooood

Ctrl/70 googooooobooobboobobooboooo

1 0oog Ctrl/B gooooooooboo

1 0oo Ctri/F gooooooooo

Ctrl/C 00000000 O0OSHOW ASYN HISTORYODOOOOooooooQO
00000000 RESET ASYN HISTORYOOOGOooOoOwOGO

TabO OO Ctri/l googobooooboobboobboobuoobboboo

0 5:

Dobooooooood

cooooooboobooboooooobooooobooon

m 100000000000000000000000000 121000000000000000 10
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oooooooooo

oo0ooooooo0o0ooo0o0ooU0ooooOo0oooOoOo00oooooOoOooooOADD O SET
oom

0O SETSYSTEMNAMEOUOOOO281000000000000000O000O000O0O0O0OOO0OO0OOOO
oooo

s JADDOD IPOOOOO0OOOO00O0O0OO0ODO0O00O0O00000DO0O0O00O0O0O0O0DO0O0DO0O0OO
cooooooboooooooooooooobobooooooooboooobooobooooooboooon
cooooooboooooooooooooobobooooooooboooobooobooooooboooon
ooooooooon

s J000000000000000000000000000OSHOW FFILEODOOO319000000
oooooooooboooobooooood

SH FI O

m J0000o0oboooocoooooooboooooooooooooooboooooboooobooogn
00 Manager 0000000000000 0DO0OO0O0O0ODOOOO Security Officer00 0000000
ooo

(00000000 0000000000000000000o0o000oo0ooogoooooogn
O00o0ooooooooooOoOoO0000oOoOoOooOoOoOOoO0oOOOOO0O0OO0OOoOoOoO0OOO CREATE
CONFIGOOOODOI1320000000000000000000O000O0O0OOO0OOODDOOOO
cooooooboooooooooood

Dooboooooon

cdoooooooooooooooooooobooooooooooooboooooogon

Manager > add ip int=ethO ip=192.168.10.1

War ni ng (2005267): The I P nodule is not enabl ed.
Manager > enable ip

Info (1005287): | P nodul e has been enabl ed.
Manager > show ip interfaith

Error (3005012): Paraneter "interfaith" not recognised.

m (J000000000000000000004

ooo (o00): 00

o JUIODOOODOOOOODOOOOOOOOOOOOOOOOOOOOOO
- InfoOOOOOOODOO0OOOOOODOO
- WarningDOOOOOOOOOOODODOOOOODOOOOODOOOOODO0OOO0O0O0O00O0
- Errorr0000000000O0O0O0DOOOO

goooo CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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oooooooooo

U 000000000000000000o0o0ooo0oo0oo0ooo0ooo0ooooo0omooooon
00000ooooooo021/MsGUO 0 00 D DOO001/INFOLD 002/WARNCL 003/ERRORO O O
o0o0o0oob0o00o0oo0DmoOo00oobO0oo0obOo0ooLDbO0O0O/000000O0O0O0OO0DOOO

e OUI0OO3000O00OOODOODOY7OOOODODODODLOODODO

smmmnn

- 0OsO0000000000000 1000000010 Infoltl20 Warning 30 Errord 0 30
googoooooboobbooboobobooboo
- OmmmOUOO0O000000000000O00OO0O 300000000000 OoOoooon
000o0oooooooooo IbooO00oooOooooooooog
- OnnNO 000000000000 000003000000000102550000000000d@
O00Q0oOo2560999 0000000000 oooogog
e JDUODOOODOUDDOUDLDOO

ODOo00O0bOOO0bOOoOobOooooobo?o

oooOooOoooooo?2oo00o0o0ooooooo0o0ooooooooooooooooooo
cooooooooooooogo

s (0000000000000 0O00?PM00000000000000000M?W00000000

Manager > ?

Options : ACTivate ADD Connect Clear CREate DEACTI vate DELete DESTroy
Dl Sabl e Di sconnect DUVP EDit ENAbl e FI NGer FLUsh Hel p LOAd MAIL MODi fy
Pl NG PURge RENane Reconnect RESET RESTART SET SHow SSH STArt STop TELnet
TRAce UPLoad LOG N LOGON LOgof f LOgout

Manager >

OOptions: 000000000000 DO0DO0O0DO0ODOODOODOODDOOODOODOOODOODOOOOO
oobooooooooooboooboobooooooooooooooooooomogoooooooog
ooboooooooboooooooooooobobooooogooobooooboooo

0 0?2000000000000000000000000000O00O0O0O0O00O0OO0O00O0ODO0ODOO0O0
gboooooooooboooooOooOoOodooooOoo0oooooooo0o0oooooooooooooon
goooooooogoo

s (0000000000000 O00O00O0O0O0OOoSHOWOOOOOooooooooooooooo
ooooooooo?2w0o0oo0oooooooooooon

0 0000o0o0oo0oo0oooo?200000000000000000000000DOD0O00O00OD?2000
goooooooogd

Manager > show ?

24 | CentreCOM AR300/AR700 0000 O DODOO0O0DOOO 2.3 gooogd
J613-M0274-00 Rev.K



oooooooooo

Options : ACC ALl as APPl etal k BGP BOOTp BRI Dge BRI BUFfer CLNS CONfig CPU
DECnet DEBug DHCP DTe DVM p ENCo ETH EXception Flle FEAture FIREwall FFlle
FLash FRanerel ay GRE GUI HTTP INSTall |INTerface IP IPV6 | PSec |PX | SAknp
| SDN L2TP LAPB LAPD LDAP LQAder LOG LPD MAnager MAIL M OX NTP NVS OSPF
PATch PERM PI M PI NG PKT ASYn POrt PKI PPP PRI (@31 RADi us RELease RSVP SA
SCript SERvice SNmp SSH STAR STARTup STReam STT SWtch SYN SYStem TELnet
TPAD TRAce TRI Gger SESsions TCP TEST Tlne TTy UPNP TACacs USEr VLAN VRRP
X25C X25T TDM

Manager > show

Dobooogd

000000000000 O00OHELPOODOOO231 0000000000

m 0000000 HELPOOOOO23100000000000000000000O0O0O0O0OOOOO
oooo

HELP O

s (JO00000o00o0ooooooooooooooogooboooooooooooooogn

HELP IP O

m JO00000o0o0o00o0ooooooooboooooooooooooooooooooooooooon
ooooooooood

HELP | P | NTERFACE O

s (00000000000 000000000000000OHELPODOOOO2310000000000
0000000 SETHELPOOOOO25600000O00000OO

SET HELP=234-03.hlp O

Dobooooooboad

O0o0oo0oooooOoolooooooooo2200000000000000000000 2200
ooooooo2l000000000o0o0oo0oo0oooooooooooOoobLOoULOoOoo
oooooogo

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

cooooooooooooogo

Space ool000o0o0000o

Enter oolo00o0o00

c oooooooooooooon

ooooo CentreCOM AR300/AR700 0 000 0000000000 2.3
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oooooooooo

q cooooooooooooboooo

0 6:
000000000 o0o0o0oooooooonooon

m 00000000 SETASYNODOOOMOOODOOOOOOOS1lo0o0oooooooooooo
0000000000000 0000Telnet0 0D O0OO0DO0OO0O0OO0OD0OO0OO0ODOOO0ODOOODOOOOO
oooood

SET ASYN PACE=30 O

m (000000000000 000O000OPAGEQOODOOOOO OFFOOOOOOO

SET ASYN PAGE=CFF 0O

Dobooooogd

cdoooooooooooooooooooobooooooooooooboooooogon

m 000000000 ADDALIASOODOO01000000000000000MMIIsD0000O0O0O
coooooobooboooobooooooooon

ADD AL| AS=l s STRI NG="show file" [

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
coooooooobooobooooobooooboooboooooon

m (00000000 SHOWALIASOOOOO306000ooooooooo

SHOW ALI AS [

m (00000000000 DELETEALIASOOOOO190000000000

DELETE ALI AS=Is O
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oooooooooooo

Doooogodouod

Doooogd

ooooooooUooooooooOooo30oooooooooooooooooooooooooo
oooobooooooooooooooobooboooobobodoooboooooooboooooooooOog
pobooooooooboboooobooobooooooooboooooooooooon

e UserOdnO
e Manager0 00
e Security Officer 00O

UserDOOOOOOOOOOOOOOOOOOOOOOOOO0DOOOOOO0O00ODOO0OO0O0OO0ODOOO0OO
o0oooo0oo0ooooo0oo0ooooooooo0ooO00oo0ooo0DoO0bDoOUserod
000000 WANDOOOOOOOOO PPPOOOOOOOOOODOOOOOOOODODOOPPPOOOO
ooooogd

ManagerD DO O0OO0O0OO0O0O0O0O0O0OOOO0OO0O0OOO0OOOO00O0O00OOOO00OOOO0DODOOO
O000oooo0oooooo0o00ooo0o0oooo0o0d ManagerJOOOOOoOooooOOOO
ooooooUooO0ooOoooU0ooooUoooo 2000000000000 0OOOOODODOO0OO
oooooooooooboooooobooooooooog

Security Officer 0000000000 D0O000DO0OODOOOODOOOOOODOOODOOOOOODOO
coooboooooboobooboodooboboooooooboobooooboobooooobooboonooon
0000000000000 Security Officer 000000000000 OODOOOO DO Security Officer
coooooobooooooooooooooobooooboooooooobobooon

gogooboobooon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooo

0O SETASYNOUOOOWMOODODOOOOOOOS100000 PROMPTOOOOOOOODOOODOOOODOOO
gooooooooobooooooooOooooooOo0o0oOoonoooooaon

e UserOOO

>

e Manager 00O

Manager >

e Security Officer 00O

SecOFf >

OOOSETSYSTEMNAMEO O OOO2810000000000O00sysNameJO 000000000 >0
coooooooboooooooooooooobobooooooooboooobooboooooooboooon
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oooooooooooo

cooooooooboooboooooboooobooooogog

Manager > set system nane="GW Sai daiji"
Info (134003): Operation successful.

Manager GW Sai daiji >

Dooboooooon

O000000000Manager 0000000 Omanageri 000000000000 000O0O0O0OO
cooooooooooobooooooooobooobooooooboooon

0O 000000000000 D0000000D Security Officer000000000000DODOOOODOOO
0000000000 0Security Officer 00 0000000000000 O0O0DOOODOODDOOODO
ooooooomm

e [0 0000 manager
e JOIOOOOfriend

cobodboooooooooooboooobobodbboooooooooooooboobooboboooboooboon
00000000000 000ooooU0oOooon SETPASSWORDOOOOO2710 000000000

Manager > set password

O d password: abcabc 0000000000000 OOOOOOOONODNON0O00O000O0000
New password: xyzxyz 0000000000000

Confirm xyzxyz 000000000000000000000O0O0
00000000000000000O00Enter000n

0 Manager0O0OOO0OOO0OO0OOO0OO0O0OO0OOO0OOO0OO0OOOO0OOO0OOO0OO0OO0O0O0O

0000000000000 00O0000000000OCREATECONFIGO OO OO1320000000
O0000O0OO0O0OO0OOSETCONRIGD OOOO25000000000000000000000000OO
oooooooooooooooooooooooooogd

Manager > create config=basic.cfg
Info (149003): Operation successful.
Manager > set config=basic.cfg

Info (149003): Operation successful.

Doboooooaoon

000000000000 oooooo0ooo0U0o0o0O0U0o0OodooRADIUSORemote Access
Dial-In User Serviced O O O 0O O TACACSO Terminal Access Controller Access SystemO 000000
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oooooooooooo

cooooooooboooboooooboooobooooogog

1. 0000oo0ooooog
2. RADIUSOOUOOOADDRADIUSSERVERO OO OO1l60 00000000000
3. TACACSOUOUOOUOADDTACACSSERVEROD OO OO1230 00000000000

0000000000000 o0o000o0o00oO000O0D00O0ORADIUSOTACACSOODOOOMmMO
cooooooooooobooooooooon

Dobooooooood

000000000000 ooo0o00ooo0o00UD Managero OO0 O0O00oO0O0O0OooooOOOO
O Security Officer 000 D000 0O0OOOOOO
oooooooooboooobooooood

od oooodd ooo od

ooooo USER od 00000 loe000oooooooon
ooo

ooooo PASSWORD od O0oO0o0oooooD 103200000000

ocooooooooooboobooooogo
ooooen0oUOODOUDOOO

O0O0ooooO0  PRIVILEGE 0000000  Userd Managerd Security Officer 0 00 O
000 Userd
googoo LOGIN User0OO0O OUser0O0000000O0O0O0OO0DOOO
gooo gooooboogoboobbooboo
TelnetO OO TELNET O00D00 0O0OO00oOoooooooTELNETOOOOO
gooobooob goobooooooobo
NOO
gooo DESCRIPTION goood goooooogoooboo
o

m (0000000000 ADDUSEROOOOO1260000000000000000O0O PRIVILEGE
O0o00oo0o0ooo0ooooO0 USEROO O

ADD USER=swadmi n PRI VI LEGE=EMANACGER PASSWORD=s69r 028n [

s (JO0000000oooogoobooooooooogooboooon

ADD USER=swadm n PRI VI LEGE=MANAGER PASSWORD="voi 4 di a 2390" 0O

m USEROOOOOOOOOO0OOOOOOO LOGINDOOOODOOO0ooooooooooooooo
oooooo0oooooooooooooooooooooooooOoobooooooooPPPODDOOO
cooooooboooooooobooooooooboooooooboooooooobooooooooogg
YESO TRUED O OOOOOO
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oooooooooooo

ADD USER=panp PRI VI LEGE=USER PASSWORD=KER3i r a6ai LOG N=YES [

m J00000000000000 SETPASSWORDOOOOO2710000000000000000O
000000000000 00O0SETUSEROODOOO30300000 PASSWORDOOOOOOGOOO
ooo

SET USER=o0t her PASSWORD=alapaKOre [

U 0000000000000 manager000000000O000O0O00O0O00OO0O0OOOOOOOOOOOO
gboooooooOOmanager00000ooooooooooooooooooooooooooooooon
O000000D0O00O0000OCREATECONFIGODOO013200000000000000OSET CONFIG
000002 000000000000000000000000D000O00O0O0O0O0O0O000DO0O0O0
gbooooooooooooooOoooOooooooOoo0ooooooooooooooooooooooon

U Manager0O0OO0OO0OO0OO0OO0OO0OO0OO0OO0OOO0OOO0OO0OOOO0OOOOOO0OO0OO0O0O0O

m 00000000 SHOWUSEROOOOO400000000000000

SHOW USER [

m (000000000000000000600000000000000000O00OOOOOODOOO
000000000000 O0SETUSEROOOOO30300000 MINPWDLENOOOOOOOOOO
oooo

SET USER M NPWDLEN=8 [
m JO0000000O0O0b000oo0oooooooooooooooobooooooooooobOooon

OOOOSETUSEROOUOOO30300000O00000OO0

s J0000000000000000000OSHOWUSEROODOOO4000 0000 CONFIGURATION
ooooooooboooooooooood

SHOW USER CONFI GURATI ON [
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oooooo

ogood

0000000000000 oUooUo00o0000U0ooo0U0o00ooUoRADIUSORemote
Authentication Dial In User Servicelld O 0 O O TACACSI Terminal Access Controller Access System
googoooogoboooooo

Doboooooaoon

cooooooboobooodooboboooooooobooooobooboooobobooooooobooonn
cbooobooobooooooboodooobooooboooooooooooobooboobbOoboboOon
ORADIUSOOUOUOOOOOOOOOOORADIUSOOOODOODOOOOOOOODODODOO RADIUS
000000 Reject000000O0O0OOOTACACSOOUDDOOODOODODDOOORADIUSODOOO
TACACSOOODOOOOOOO Aceept0 000000 D0OOODODOODOODOO Reject00OO0O
ooooooooood

RADIUS O OOO

RADIUSO OOO0OOO0OOOOOOOOO0OOODOOO0OO0OOO0ODO0O00O0o0ooooooooo
poboooooooooobooooobooooooboboooooobooon
O0DOOOOORADIUSOOOOO IPODODOO 192168101000 0000000 ValiddMe OO OO
ooooo

m RADIUSOOOOUOOOOOOOOADDRADIUSSERVEROOOOO11600000000000O
ADD RADI US SERVER=192. 168. 10. 10 SECRET=Val i d8Me [

s J000000000000000000OUDPOOO1645000000000000000O00O00O0OO
0000000 le600000000000O00O00O0O0OO0OOPORTHOOOOOOOOOO ACCPORT
0000000000000 00000000O0ORRC2865 000000000 181200 RFC2866 00

O0o0ooU0o0oooo 18130000 nooUOoRrRADIUSOOOODOOOOODOOOOOOOOOOD
ooo

ADD RADI US SERVER=192. 168. 10. 10 PORT=1812 ACCPORT=1813 [

m RADIUSOOOO0O0OOO0OO0OOODELETERADIUSSERVERD DD OO1680 0000000000

DELETE RADI US SERVER=192. 168. 10.10 O

m 000000 RADIUSOODOOOOOOOODOOOOOSHOWRADIUSOODOOO36000000

oooood

SHOW RADI US [J

= RADIUSOOOO0OO0O0O000O00O00O0O000O00O00oo0oooooooooooon RADIUS

ooooobooooooooooooobooobooooooboooooobooooooooobooobooOog
oooooogo
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oooooo

[/etc/raddb/clients]

# client secr et
192.168.10. 1 Rout er A
[/etc/raddb/users]

al pha Password = "Passwor dA"

Franed- | P- Address = 192. 168. 10. 240
Franed- | P- Net mask = 255. 255. 255. 255
I dl e-Ti meout = 120

bet a Password = "Passwor dB"
Franed- | P- Address = 192. 168. 10. 241
Franed- | P- Net mask = 255. 255. 255. 255
I dl e-Ti meout = 120

TACACS O OOO

OO0O0OOO0OOTACACSOOOOOIPOOOOO 192168.1030 00000000

m TACACSOUOOOOOOOOOOADDTACACSSERVERO OO OO1230 0000000000

ADD TACACS SERVER=192. 168.10.3 [

m TACACSUOUOUDOUOOOOOUOODELETE TACACSSERVERD OO OO 17200000000000O
DELETE TACACS SERVER=192.168.10.3 [

m 0000000 TACACSUUOOOOODOOOODODOOOOSHOW TACACSSERVERD OO 00388
ooooooooooo

SHOW TACACS SERVER [

m TACACSOUOOUOOUOOODOOOOUO0O0OUO00O0O0DO0OOSETUSERODOODO30300

ogoooooUooUooUoooooooO0oUoUoOoOooOo oOO0bOoO0OUOO070D0000O0DOOOODO
oooooooooso0o030000

SET USER TACTI MEQUT=10 TACRETRI ES=7 [

RADIUSO Remote Authentication Dial In User ServiceD O 00O 0O O O OO O NAS = Network Access
Server0 000000000000 DOD0OOO0O0ODO0OO0OOO0ODOOODOODOOODOOODOODDOO
OO0 RFC2866 00D DOODDOO0O

CentreCOM AR300/AR700 0000 DOOOO0DOOOD 2.3 gooogd
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oooooo

oooooggooon

RADIUSOOOOO UDPOUOOOOOOOOORRC28650 00000000000 18120000000

0000000 1e450000000000000000000000D00O00000O0O0O 1645000

0000000000000 o000ubP1813000U0UOORRC2866I 00D DOOIDOOOODODO 1646

O0oO0oo0ooOooooooooile46b0000oOoooooooo

0 1 2 3
01234567890123456789012345678901
Code Identifier Length
Authenticator
Attributes...

googoo gooo oo

Code 8 gooooooobobooobooobooboboobobon

Identifier 8 ooooo IibOboooooooooooooon

Length 16 RADIUSOOOO0OODOOOODO0OODOOOmMCoded D OOOOOOOOOO
O00000oooooooooooooooooo 200409600000

Authenticator 128 O000000000000000000000000OAccess-Request]
000000000000 00000ORequest Authenticatorfl 0 000
gobobooooobobobooooobboboooooobboooobobo
00000000000 DDDOAccess-Acceptd Access-Reject] Access-
ChallengeD0 D 0000000 MD50000OOO0OOO OO Response
AuthenticatorQ

Attributes... od go00oO0ooO0oOooOoO0ooOoOOO0OUOO0OUOOoOoOoOOoOORADIUSOOO
goooooogooo

08
googn CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3
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oooooo

ooo gooon oo

1 Access-Request NASOOODOODODOOooDOoDooooooooooooo
O000000000000000 User-NameO OO OO
00 00 User-Password 0 CHAP-Password0 NAS 0 O
00000 NAS-IP-Address O NAS-Identifierd NAS O
O00O000 NAS-PortO NAS-Port-TypeO OO0 OO0
gooo

2 Access-Accept OO0000 NASOOOODOoOOoOOoOoooooooooono
ODOOONASOODOOODOODOOOO0OOOO0oOoooon
googoooogobooooboo

3 Access-Reject OO0000 NASOOOODOoOOoOOoOoooooooooono
O00000000OReply-Message DO OOOoooooOnO
goooooooboogoo

4 Accounting-Request NASOOODOOOOoOOoOoDOoooooooooooooon
gooooobood
5 Accounting-Response O0000 NASOOODO Accounting-Request 00 0 00

000000000000 Accounting-Request0 0000
Ooooooooooooooo

11 Access-Challenge OooO0oONASOOODOODOOOOO CHAPOOOOO
0000000 OReply-Message O State D 0 00000
d

12 Status-Server (experimental) -

13 Status-Client (experimental) -

255 Reserved -

0 9:RADIUSOOOOO

RADIUS O O

RADIUSOODOOO Attributes 000 0000000000000 O0OOONASOODODOODOOOOOO
O00000O0O0Attribute0 00 0000000000000 0O0O0OO0OOOOOOO

0 1 2
012345678901234567890
Type Length Value... I
goooo bDooo oo
Type 8 goooooooobooooboo
Length 8 00000000000 Typed LengthOValueOOOOooooOOO
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Value od oooO0o4000000000000000O00DODOOOOO00OO0OOODOOO
000 LengthOOODOODODOOODODOODOOOOOOODOOO NULDO
oooodd
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oooooo

ooo

ooo

od

User-Name

O0000000000Access-RequestD 0000000000
oooo

User-Password

O0000000000Access-RequestD 0000000000
O000oooooooooooooooooo

CHAP-Password

CHAPOOUODOOOOODODOOOOODODODOODDODOOO OO
Access-Request 0 00000000000

NAS-IP-Address

00000000000 NASO IPOOOOO Access-Request
oooooooooooo

NAS-Port

NASOOOOODOODOOAccess-RequestD 000D OO0OO
ooo

Service-Type

O00oo0o0oooooooooooooooooooooo
000000000 Access-Request 00 00O 0O Access-Accept
oooooooooooooooo

Framed-Protocol

O0000000000PPPOLMISLIPO2000 00 OO Access-
Request 0 00 00O Access-Accept0 000 o0odnoood

Framed-1P-Address

0000000000 IPOOCOOOXFFFFFFFFO OO OOO
000000000000 00U0OXFFFFFFFE D NASO O O
gooooobboobboobbooobboobboooono
Access-Request 0 0 00 0 Access-Accept 0 0000 odon
BRN

Framed-IP-Netmask

O00MO0000MOoo00D000o0O00doo Access-Request
00000 Access-Acceptd 00 oo onooog

10

Framed-Routing

goooooboboboboboboboboboobbooboooooo
googobooboooboboobobobooobuoobobouobooboo
000MoO 0010 Uo 2000003000 O O Access-Accept
gooooooooobooo

11

Filter-1d

ooo0o0oooooUoooooooooooooooooo
OO Access-Accept0 0000 0Oonoon

12

Framed-MTU

00000 MTUO Maximum Tranmission Unitt PPP O O
0000000000000 00000000000 0 Access-
Request 0 00 00O Access-Accept0 000 0odnoood

13

Framed-Compression

0000000000000 000000000MTCP/ZIPOO
oooooviIC1mIPXOOOOOoOOo2 STAC LZSO 30
00O 00O Access-Request 0 00O 00O Access-Accept 0 0 00O
gooogo
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oooooo

14

Login-IP-Host

000000000 IPOOOOOOXFFFFFFFFO OO OOOO
0000000000000 0OXFFFFFFFE O NASO OO O
goooooobooobobbooogobboooooboboogo
Access-Request 0 0 00 0O Access-Accept0 0000 oon
BRN

15

Login-Service

Login-IP-Host DO O OO OO OO0OOOO0O Telnefl O(IRIogin
010000000 Access-Accept0 00000 oonooong

16

Login-TCP-Port

0000000 TCPOOUOODOAccess-Acceptonoonog
oooooo

17

(unassigned)

18

Reply-Message

gooooooobuoobobboboboboboobooogoo
00000 Access-Accept 0 00 0O 0O Access-Reject 0 0 0 0 O
Access-Challenge0 000000000

19

Callback-Number

oooooooooooooooUoooUoooooooo
O O Access-Request 0 0 0 O O Access-Accept 0 00000
oooo

20

Callback-Id

oooooooooUooooooUoooooooooooo
OO000OAccess-Accept0 000 0onooong

21

(unassigned)

22

Framed-Route

O0000o00ooOo NASOODOOOoooooooooooo
D00000000Access-Accept0o0dooooon

23

Framed-IPX-Network

OO0000 IPXOODOOOODOOOAccess-Acceptd0 000
ooooo

24

State

Access-Challenge 0 0 0O 0O 0O Access-Accept D 000000
D000 NASOOODODODOOoOooooooooooooono
000 Access-Request 1 00000000 ONASO State O
gooooboooooooboooooo

25

Class

Access-Accept0 0000000000 NASOODOOOOOO
00000000000 0000 Accounting-Request O 0 O
O0O0DOODO0OONASO ClassOOOooooooooooon
gooo

26

ooooo

Vendor-Specific

O0oDo000o0ooooooooooooooogoooiIiboono
0 00O SMI Network Management Private Enterprise Codell
goooboboooboboboobooboobuoobobboobo
googoboobooobobooboobbobuobobobooboo
gooo
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oooooo

27

Session-Timeout

gooooobboobboobbooobboobboooono
O000000000000000Access-Acceptdonon
Access-Challenge0 000000000

28

Idle-Timeout

O00D0DO0 NASOODOOoOODOoooooooooooooo
O0000000000000000Access-Acceptodnon
Access-Challenge0 000000000

29

Termination-Action

O000000O0 NASOODOOOoDooooooooooono
000000000 RADIUS-Request] 1000 O O O Access-Accept
gooooooooobooo

30

Called-Station-1d

O0000000000000000000 Access-Request
ooooooooooo

31

Calling-Station-Id

OO00DONASOOOOOOO0DOO000000D0O000Access-
Request 00O O0O0OOOOOOO

32

NAS-Identifier

NAS OO DOOAccess-Request 0 0000 NASOOOOOO
0000000000000 00OREC2865 O 0O O Access-
Request 0 O 0O 0O O NAS-ldentifier 0 NAS-IP-Address 0 O
goood

33

Proxy-State

NASO RADIUSOOOOOOOOOOOOOOOOOOOO
cooboooooboooooooooogoo

34

Login-LAT-Service

LAT O OO 0O O Access-Request 0 0 0O O O Access-Accept O
ooooooooo

35

Login-LAT-Node

LATO O OO Access-Request 00 00 O Access-Acceptd 00
ooooooo

36

Login-LAT-Group

LATOOODODOO OAccess-Request 0 0O O 0O O Access-
Accept0 00O OOOOOO

37

Framed-AppleTalk-Link

goooboboooboboboobobobuooboboboooobooboo
AppleTalk DO OO0OO0000OOAccess-Accept 0000000
googod

38

Framed-AppleTalk-
Network

000000000000 ogooNASOODODOOOoooon
000 AppleTalk DO OO OO0 OO Access-Accept 0 0 0 0O
goooobogod

39

Framed-AppleTalk-
Zone

0000000000 AppleTalk OO O ODOOOOOOO
Access-Accept0 0000000000 nO

40

Acct-Status-Type

gbogbobooboooooboboobobopoboboobobo
0 0 O OStart 10Stod) 2[MInterim-Update] 3[TJAccounting-
On0O 700 Accounting-Off0 80 0 00 0 O

41
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oooooo

42

Acct-Input-Octets

Ooo0o0ooooooooooooooooooooooooond
00000000 Acct-Status-Type O StopO O Accounting-
Request 00O OOOOOO

43

Acct-Output-Octets

O00o00o0oooooooooooooooooooooom
00000000 Acct-Status-Type O StopO O Accounting-
Request 00O OOOOOO

44

Acct-Session-Id

coooboooobooobogoboooooooooooogon
oooooogo

45

Acct-Authentic

O000oo0o0ooo0o0oooO0o0oOoonnDoRrRADIUS
Ol NASOOOOOO200000000000000030
ooo

46

Acct-Session-Time

000000 000ooooooomooooooooAcct-
Status-Type O Stop0 O Accounting-Request 00 000 OO
oo

47

Acct-Input-Packets

Oo0o0oooooooooPPPOOOODODOOOOOOOOO
OFramed UserO O OO0 O0OODOO0OO0O0O0OO0O0O0OO0OOOOOOO
00 Acct-Status-Type O StopOO Accounting-Request 0 00 [
gooogo

48

Acct-Output-Packets

Oo0o0oooooooooPPPOOOODODOOOOOOOOO
OFramed UserO O OO0 O0OODOOO0O0O0OO0O0OO0OO0OOOOOOO
0O Acct-Status-Type 0O Stop0 O Accounting-Request 0 0 O O
googod

49

Acct-Terminate-Cause

O0o000oooooooooooooooooooooooo
0000 00 Acct-Status-Type O Stop[d Accounting-Request
ooooooooo

50

Acct-Multi-Session-Id

coooboooobooobogoboooooooooooogon
ooooogooon

51

Acct-Link-Count

ooooogd

40-59

(reserved for account-
ing)

oooooooooooooon

60

CHAP-Challenge

NASO PPPOOOIOOOOOO CHAPUOOOO OO Access-
Request 00O O0O0OOOOOOO

61

NAS-Port-Type

NASOODOOOODOODOODOODOODOAccess-Request 000
ooooooooo

62

ooooo

Port-Limit

O000ooooo0oooooooooooooo PPPOOO
0000000000000 0000Access-Request 000
O Access-Accept0 000 0O0ooog

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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63

Login-LAT-Port

0000000000 LATODODO O Access-Request 0 000
O Access-Accept0 000 0Ooooog

192-223

mental use)

(reserved for experi-

224-240  (reserved for
implementation-specific

use)

241-255

not be used)

(reserved and should

0 11: RADIUSOOOO

oooo ooo

od

text

1025300000

0000000 OuUTE8d

string 1025300000

ooooooooooooxeoooxffoooOooO

address 32000

oooooliPooOOOOOO

integer 32000

0003200000000000

time 32000 ooo19700 1010 000GMTOOOOOODOOOOOOOOO32
O0O000O0000000ORRC286500000000000000OO
oooo

0O 12 RADIUSOOO0OOOOOO

O od od

1 Login ooooogooon

2 Framed ooooooooooooooooPPPOSLIPOOO

3 Callback Login cooboooooooooooooobooooood

4 Callback Framed coboooboooooooooooobobooooobooooooon

od

J613-M0274-00 Rev.K

5 Outbound goboobooobooooo

6 Administrative NASOOOODODOoOoooooooooooog

7 NAS Prompt NASOOODOODOOoOooOoooooooooooo

8 Authenticate Only goboooboooooooboooooo

9 Callback NAS Prompt O000000oooooooo NASOODODoODoDoooooooo
gooogoo

10 Call Check O000000o0o NASOODDODOOODOoOooooooooooooo
000000000 Calling-Station-ldD 000000000000
0 0O Access-Acceptll O O O O Access-Reject 0 0 0

11  Callback Administrative O000000oooooooo NASOOODoODoDoooooooo
googod
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oooooo

0 13: Service-Type 0 0O O

d oo oo
1 User Request O0000000000000LCP Terminate-Request0 00000000
2 Lost Carrier NASOOOO DCDOOOOOoOoooOoO
3 Lost Service gooobooooboogoooooo
4 Idle Timeout gooobooooboogoooooo
5 Session Timeout O000000o00ooooooo
6 Admin Reset NASOOOODODOODooooooooooooooog
7 Admin Reboot NASOOOODODOOOooOoOooooooooooo
8 Port Error NASOOOODOoooooooo
9 NAS Error NASOOOODOoODOooooooooooo
10 NAS Request NASOOOODOOOOooOoOooooooooooo
11 NAS Reboot NASOOOODOOOOooOoOooooooooooo
12 Port Unneeded BODUOUOOOUOOUODOOUODUOODOODUOOoOooouoooouoooo
goooooooo
13  Port Preempted 000000000000 00oo0oo0oogooNASOODOOoOon
googno
14  Port Suspended NASOOOODOoOOoOoooooooooooodg
15 Service Unavailable NASOOOOOOOOOOOOOOOOOOO
16 Callback 0000000000 0ONASODOOOO0ODOOO0O0oO
17  User Error gooooobooooooobooboboobuoobbobobooooboo
18 Host Request gooobooooboooobooobooooo
0 14: Acct-Terminate-Cause 0 0 O
0 Async
1 Sync
2 ISDN Sync
3 ISDN Async V.120
4 ISDN Async V.110
5 VirtualOTCPOOOOOOOOOOOOOOOODOO
6 PIAFS
7 HDLC Clear Channel
8 X.25
9 X.75
10 G.3 Fax
11 SDSL - Symmetric DSL
googn CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3
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oooooo

12 ADSL-CAP - Asymmetric DSL, Carrierless Amplitude Phase Modulation
13 ADSL-DMT - Asymmetric DSL, Discrete Multi-Tone

14 IDSL - ISDN Digital Subscriber Line

15 Ethernet

16 xDSL - Digital Subscriber Line of unknown type

17 Cable

18 Wireless - Other

19 Wireless - IEEE 802.11

0 15: NAS-Port-Type 0 O O

000000000000 RADIUSOOOO

ooo

ooooodgd

od

User-Name

oooo/000o0oooo
ooo

ooooogooon

User-Password

ooooo

ooooogoood

CHAP-Password

ooooo

CHAPOOOOOOOOOODOOOO
ooooooooogd

NAS-IP-Address

oooo/000o0oooo
ooo

0000000 NASOoOOoOooooo
oIPOOOO

Framed-1P-Address

0o0oo0Odacceptd O

oooooiPooOO

Framed-IP-Netmask

0odooOdacceptd O

ooooooooogd

Callback-Number

0odoo0Odacceptd O

oooooooo

Framed-Route

0 odoo0dacceptd O

O0000oooO0o0ooooO NASOO
oooooooooooooooo

Framed-IPX-Network

0odoo0Odacceptd O

oooooIiPXoooooooo

Session-Timeout

0 odoo0dacceptd O

coooooooooooooooo

Idle-Timeout

0 odoo0dacceptd O

pooooboooooooobooooooo

Calling-Station-Id

ooooo

NASOOOOOOoooooooooo
oooooooo

Framed-AppleTalk-Network

0 odoo0dacceptd O

00000 AppleTalk 0000000
O

Framed-AppleTalk-Zone

0 odoo0dacceptd O

0000000000 AppleTalk 0O
O

CHAP-Challenge

ooooo

NASO OOOOOooooooooono
Oo0o0CHAPOODOOO

Acct-Status-Type

ooooooooood

ooooooooooooogo

Acct-Input-Octets

J613-M0274-00 Rev.K
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oooooo

Acct-Output-Octets

ooooooooood

cbooboooooooogobooood
ooooooooooooon

Acct-Session-Id

oooooooooo/oo

ooooogoooon

oooooiIb

Acct-Authentic

ooooooooood

ooooogooon

Acct-Session-Time

ooooooooood

Framed User DO OO OO0OOCOOO
ooao

Acct-Input-Packets

ooooooooood

Framed User0 O OO QOO0O0OQOoOnO
gooooooooooooooooa
ooao

Acct-Output-Packets

ooooooooood

Framed User0 O OO QOO0O0OQOoGOnO
goooooooooooobooooa
ooooo

Acct-Terminate-Cause

ooooooooood

ooooogoood

ooooo

0 16:

CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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44

oooooooooooon

Jogoogooguououd

OO0 0OOTFTPO Trivial File Transfer ProtocolD 0 ZMODEM OO O OO OCOO0OO0OOOOOOOOOO
goooooooooo

Doooad

00000ooooo0oo0oIPOOO0O0DDOOO0OO0OOOTFTPOHTTPOLDAPOOOOOOOO
ooooooUoooooooooooooozZMODEMOOOOODOOOOOOODOOOOOOOOOOO
cooooooobooboooobooooooooon

ggoobbboooobooboooon

ooooooOoOoooooOooooooooooIPOOOOOOOOOOODOOIIPOODODOOOOOODOO
DNSOOOOOOOOOOOOO0OO0OOO0OO0OOSERVEROODOOOOOOOOOODOOODOOOOOOO
oooooooooolPOO00ooOooooooooooon

m TFTPODOODO 192.168.105000000 myfilecfgO O OO OODOOOOO

LOAD METHOD=TFTP SERVER=192.168. 10.5 FI LE=nyfile. cfg DESTI NATI ON=FLASH [

m HTTPOWebO DO O OO 1921681010000 0000000000000 O0OO0OOOOOOOOO
OUOO0OLOADOUOODOO2400000 FILEOOODUOODOOUOODODOOODOOOODOOOOOOOO
000000000000 000000URL OO http://192.168.10.10/"admin/myscript.scpt 0 O O
0/ admin/myscript.scp0 0000000

LOAD METHOD=HTTP SERVER=192. 168.10. 10 FI LE=/"adm n/ myscri pt.scp
DESTI NATI ON=FLASH O

m (JOO0joooooboobobooooopobooooobobobbOooooobDbDbbogbDbbboOog
g000000000O0O000ODO0O0O0O0O0 830UUUUUUUOUODESTFILEOOOOOOOOOOO
O000000000000000000WebOOOODOOOlonglonglonglongname.txto OO O 0000
OO0O0O0OoO0Olongnametxt0 DO OOO0 000000 OOOOOOOOO

LOAD METHOD=HTTP SERVER=192. 168. 10. 10 FI LE=/ doc/ | ongl ongl ongl ongnane. t xt
DESTFI LE=I ongnane. t xt DESTI NATI ON=FLASH O

s J000000000FQRDNOOOOOO0O0O00D0O0O0O0O0O00O00000o00 ADDIPDNSOO
OO IPOO 16300000 DNSOOOOO0OODOOOOO0OODOO0OOOOOODOOOODNSOOOO
000000 1921681050 0000000000000
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ooooooooooooo

ADD | P DNS PRI MARY=192. 168.10.5 O
LOAD METHOD=HTTP SERVER=www. exanpl e. com FI LE=/i ndex. ht m
DESTFI LE=i ndex. ht m [

m HTTPOOOOOOOOOOOOOOOOOOOHTTPPROXY O PROXYPORTD OO OOOOOOO
oooIPoOOO0OO0DOOOO0O0DODOO0O0DOOOO0OOOOO

O0ooO0oOoLoADOOOOO234 0000000000000 O00000LO0O0DOO0O0O0OO0OD
O0o00U0ooUoodHTTPOOOUOOOO0OOOOOUODOOOO SETLOADEROOOOO2580 000
0O HTTPPROXY O PROXYPORT OO O OUOOOOOUOOOOUOOOOOOOO

SET LOADER HTTPPROXY=pr oxy. exanpl e. com PROXYPORT=3128 [

O HTTPPROXYOOUOUOODOUOOUOOODOADDIPDNSOOOOMIPOO 16300000 DNSOO OO
goooooooooooooo

00000000000 oU0oOLOADOOOOO2340 0000 HTTPPROXY O PROXYPORT O OO
ooooooooood

LOAD METHOD=HTTP SERVER=www. exanpl e. com FI LE=/ conf/ basic.cfg O

0000000000000 00ooo00000000O0O0O0SETLOADERO OO OO258 00000
DEFAULTOOOOOOO

SET LOADER HTTPPROXY=DEFAULT PROXYPORT=DEFAULT [

m HTTPO BasicUOOOODOOOOOODOODOOOOOOOOOOOOOOOUSERNAMEOPASSWORD
cooooooooooooooooocooooboooo

LOAD METHOD=HTTP SERVER=www. exanpl e. com FI LE=/ pri vat e/ mi chaya. cfg
USERNAME=m kan PASSWORD=cq23u5h8 0O

m LDAPOOODO 192.168.10200 0 CAOOOOODODOOOODODOO0OOOODDODOOOOOOSERVER
00000000 0DOO0OOATTRIBUTEDOOODOOOOOOOOOODOOOOOOOOOOOOO
BASEOBJECTUUOOODOODODO DNOXS5000 0 0O0OO0ODESTFILEO OO ODOOOODOODOOOOOO
ooooo

LOAD METHOD=LDAP SERVER=192. 168. 10. 20 ATTRI BUTE=CACERT
BASEOBJECT="0=bi rds, c=j p" DESTFI LE=ca. cer [

m SETLOADEROIOODO280 0000000000000 0O0OO0OLOADERODOODOOOOO
0O SHOW LOADERI OO OO3320 00000000000

goooo CentreCOM AR300/AR7000 000 0000000000 23 |45
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ooooooooooooo

SHOW LOADER [J

gbooboboooboboooooboo

s ZMODEMOOUOOOOOOOOOO0O0OO0DO0O00O0O00O00Oo0oooooo*=B0.000000
oooooooOoooOoooOoUoOo0ooUooooo0 ZMODEMOOOOOOOOOODOOODOO
ooooooooooooooooooooo0 ZzMODEMOODOOOOOOOOOOOODOOOO

LOAD METHOD=ZMODEM ASYN=0 [
s 0000000000000 00000000000O0O0O0O00O0O0OFILEDODDOODOOODODOOO
000000000 o0o0oooo00ooOoo0oo0ooo0ooooooooooooo Crl-POOO0DOOO

LOAD METHOD=NONE ASYN=0 FIl LE=nyfile.txt O

Doooad

OooOooOoouPLOADOOOOO41000000O00OOOOOOOOO TFTPO ZMODEMO O OO
0000000000000 00000000000000000000000000.cfg0.xt0OO0000

gbooboboooboboooooboo

ooooooOoOoooooOooooooooooIPOOOOOOOOOOODOOIIPOODODOOOOOODOO

m TFTPODO0O 192.168.10500000 critical.cfgO OO 00000000

UPLOAD METHOD=TFTP FI LE=critical.cfg server=192.168.10.5 O

O TFTPOOOOUOOOOUNIXD OSO tftpd00000C000DOO0ODDOO0ODO0OO0DOO0DDOOODOO
gboooooooooboooooOoooooooooOoo0o0oooooooo0oooooooooooooon
gooooooOoooO0o0ooooooooooo0ooo0ooooooooooooooooooooooon
goooooooooooooo

UNXXOS[ 1] # cd /tftpboot
UNXXOS[ 2] # touch critical.cfg
UNXXOS[ 3] # chnod 666 critical.cfg

gbooboboooboboooooboo

s ZMODEM OOOOOOOOOOOODOOOO

UPLOAD METHOD=ZMODEM FI LE=i val uabl . scp ASYN=0 0O
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ogood

oooooooooboooobooooood

ooood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
pooooooooboooooooooooooboooooogon

goobbooobbbooooboboooon

goo0ooUooU0ooo0Uoooooo0ooUoooUoUooUooDUooUoooOooo 30o00on
O major.minor.interim OO0 0000 22200 00000000 majord0 000000000000
Ominor0 00 000000000000 interimO 000000000000 OOOOOOOOOOO
goooooogoboooboooboobboboboooboo
O00ooooooooooooodmm-rrrh REZODODOOO000000000000Mmm-000000
O000AR30000000AR300 V20 AR300L V20 AR3200 0 O 811 AR400 0 O O O O AR410 V20 O
00 AR7000 0000 AR7200AR7400 0052000 00 O M rrrd O O major.minor.interimC 0 0 0 O
oo00o0oooo0300000000000.REZODODOOOOOOOOOOOOOOOOOOOOOODOO
ooo

gooboood

00000o0o0oo0o0oo0oooo0ooo0ooob0oooooooo0ognD mmrrr-pp.PAZD
cooobooooobobooodooboooboobooooooooooooodmm@Ioooogooooon
Oooo0oooooOoUOm@mO0oooopplO0oO0U0OOOOOOOoOOOOoIDOUOOOODOO
000052-222REZO0 0000000000 OOOOODOONOS52222-0L.PAZOOOOOOOOOOOOO
ooooooooooooolooooUoOoooUoUoooooooooUoOOoLDOoooULOoLOoOo
o00oooooooooo0ooooooooo 100000 oooo.PAZOOOOOOOODODOOOO
oooooooooooboogd

gooboboooobbooobobbood

00000000000000000000O0major.minorinterimPLpp000000000000OO0O
OO00ooO0U0oooUoooUooooooo@mppbbooOooooUoODOOOOoOOOOOn222
PL3OT

Dobboooooboboboooobbbbdoood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
coooooobooooooooooooooobooooboooooooobobooon

U 0o0oooooo0ooo0o0o0o0oo0oo0oO0o0oO0ooo0ooooooon

goooo CentreCOM AR300/AR7000 000 0000000000 23 |47
J613-M0274-00 Rev.K



48

oooooo

gooooooobboobobbbbotoddooboobbbDbbbObbbobobboooobL UL
O00000000O0majorminorinterimO0 00000000

m 000000000000 ENABLERELEASED O OODO2180000000000O
ENABLE RELEASE=52-221.rez NUMBER=2. 65538 PASSWORD=a689E8113492 [
NUMBERO O OOOODODOOOODOOxyoOOooooOooooooooo

e UXOODODDOODODOOMaor00D0000DOD0OOOOOODOOD 221002000000

e [y O65536x interim+minor00 0000000000 22100065536x 10 20 655380
ooooo

m J000000000000000 SHOW RELEASEOOOOO3(1 000000 ODOODOOOOO

SHOW RELEASE [

Dobooooooobobooooon

cooooboooooooobooooobobooooboboooooomoooobooooobooooooon
ooooooooo
ooooooooooooo3oooooooo

TEMPORARY coooooooooooooooooooon

PREFERRED JooodoooooOoooobooboobooooon
DEFAULT O00000000000000goEPROMOOOOOOOOOOOOOOO
0 17:

U 0o0oooooo0ooo0o0o0o0oo0oo0oO0o0oO0ooo0ooooooon

m J000000000000000 SETINSTALLOOOOO2700000000000

SET | NSTALL=PREFERRED RELEASE=52-221.rez PATCH=52221-01.paz U

m J00000000000000 DELETEINSTALLOOOOO1620000000000

DELETE | NSTALL=PREFERRED [

m J00000000000000000 SHOW INSTALLOOOOO3260000000000

SHOW | NSTALL [O

Doboooooooboboood

cobooooboooooooooooobooboooooooooooboooooooooooboboOooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
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s 000000000000 000O000O0ENABLEFEATUREDO O OODO2090000000000O

ENABLE FEATURE=NOEX PASSWORD=j ogef ogoj oge [

s J0000000000000000000 SHOWFEATUREDOODOO315000000000000O

SHOW FEATURE [
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ooooo

googog

cooooobooboooooobooooooobooooooooooobooboooobooboooon
ooooooooooobooooboobooooooooboooooobooobooooobooooon
coooooooboooboooobobooon

o JUOODOODLOODLDODODOO

e MIMEOOODODOOOOODUOODOOOOOOOODODOODOOODODOOMO

e J0ID0DU0DOOODODOOODODOManagerd 0000000000 Security Officer0 000
cooooooooooooogo

oood

ooooooooooooooooooooobooobooooooboooobooooooooon

000000000000 UFQDNO gw.tw.example.com

ooooooooiPOOOO 192.168.28.1

ooooooooooo admin@is.example.com
O 18:

O0o000o0ooooooo0oOoooO0DNSOODOOOOoOoooOooooooooooooon SET
MAILOOOOO267000M0MDNSOOO0OO0 ADDIPDNSOOOOMMIIPOO 163000000000
OOooOooooIiPOOO0UOOOOOOOOODNSOOOODOOOOODOOOOOOO
oooooooIPO0OOO0O0DOOO0OODOOOOODOOOOODOOOOODOOOOOO

1. 00000000000 00000000000O0FQDN=Fully Qualified Domain NameO 0 0 O
oooo

SET MAI L HOSTNAME=gw. t w. exanpl e. com [

2. DNSOOOOOOOOOOOOoOoOoooOooooooooo

ADD | P DNS PRI MARY=192. 168.28.1 [

Dobooooggnd

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
MAILOOOOO2390000000000

m JO00000o0o0o000ooooooooboooooooooooooooooooooooooooon
ooooooooood

MAI L TO=admi n@s. exanpl e. com SUBJECT="t est 1" MESSAGE="This is a test" [
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ooooo

TOOUOUOOOOOOOUOOSUBJECTOOUOUOOOOMESSAGED O ODODOUOOOOOOOOOOOO
oooooooooooooooooooooooooooobooooooo 00o0oo 1310000
ooooooooooooooooooooo 20000000 0o0oooooo

m (0000000000000 O0DNSOOOODOO0OODODO0ODOOO isexamplecomdD MXOOO
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon
oooosMTPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO0O0OO0 MXoOooo
coboooooooooboooooboobooooogo
OoooDNSOOOOOOooOooooooooUooo IiPOOOOOODOOOOODOODOODODOOD
oooOoooooooooo PO00O0O0OOOOOO0O0O0O0O0OOOOOOOOOODOODODODOOOO
OoooooooooIPOO0OOO 172161010000 0000000000

MAI L TO=admi n@ 172. 16. 10. 100] SUBJECT="t est 2" MESSAGE="Koreno test

desu" 0O

m FILEOOOOOOOOOOODOO0OO0OO0O0O0O00000O.cfgd.sep txtOOODOOOOOOOODO
0000000000000000000O0Obasiccfg0 000000000000 DOO0ODOOOO

MAI L TO=admi n@s. exanpl e. com SUBJECT="config file" FILE=basic.cfg O
s JJ0Q00ooooogboboobbooobooobooobDogb bbb bbb o

O0OO0O0OOOOO0CREATETRIGGERREBOOT D OO OO OO0 ODOOOOOOOOOOOOOO
poooooooooobooooboon

ENABLE TRI GGER [
CREATE TRI GGER=1 REBOOT=ALL SCRI PT=nmail.scp O

00000 0mailscpO

MAI L TO=admi n@ s. exanpl e. com SUBJECT="9%N r eboot ed" MESSAGE="%N( SN: ¥8) re-
booted at % %™

0000oooo00oooo0o00oooO0000oo0000Uoo0000oo0O0O0000%NOO
O0ooooowSmooowbowToOODOoODOoO0o0ooooooooooooooooooooooo
oooooooboooooon

Subj ect: arl rebooted

From nmanager @w. t w. exanpl e. com
To: <adm n@s. exanpl e. conp

Date: Wed, 29 Aug 2001 23:59:40

ar 1( SN: 41906093) rebooted at 29- Aug-2001 23:59: 40

m 0000000000000 00000CREATETRIGGERFIREWALLOOOOO144000M0M0
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon
oooooooooooooooooooooooooooooooooooooo IPODODOOOOOO
oooood
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ooooo

ENABLE TRI GGER [
CREATE TRI GCER=2 FI REWALL=PORTSCAN MODE=START SCRI PT=pscans.scp U

000000pscans.sepd O 0 O

MAI L TO=admi n@ s. exanpl e. com SUBJECT="Port scan from % started"

s 000000000000 00000000000O0O00O0OO0O0OO0 1000000000000
00000000000 00U000O00O0CREATELOGOUTPUTOOOOO13500000 ADD LOG
OouTPUTOOOOONIOODO OO

CREATE LOG QUTPUT=1 DEST=enmi| TO=adm n@s. exanpl e. com MESS=10 O
ADD LOG QUTPUT=1 ALL O

s 0000000000000 000000000000 SHOW MAILOOOOO31 0000000
ooo

Manager > show mai |

MAI L
Host Nanme ............ gw. t w. exanpl e. com
State ........... ... .. alive
Debug ................ di sabl ed

Dat e/ Ti ne Id To Subj ect State Retries

5 11:11:15 0003 adnin@s. exanpl e.com Connect 0

s J00000000000000000 DELETEMAILOOOOO165000000000000 SHOW
MAILOODOOO3/10000000000000000000O doOooo300oooooooooooo
ooo

DELETE MAIL=3 O
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oooood

Oo0o0o0o0oO0oO0OoOo/ooooood

oooooooo2000000000000O

ooo od

ooooodgd ooooogooooooon

poooooooofb OooooooobooooodooooboboooboooboboOoooboooooboOooon
cooboooboooobooooobooooboooboooooooooooon
Oo000000oo0ooooooooOoglIPsecOOOOOOOOOOOOOO
coooogoood

0 19:
000000000000 00000000000000000O000000Manager0000 Security
Officer00 0000000000000 OOOODOOOOOOOOOODODODODOO Security Officer 0 O
ooooooooon

ooo gooooooooo goooooogooo goooobooooooooo
User BRN goooooobooboo bobbobobooooooobo
goooooobooboo bobbobobooooooobo
ooo d
Manager 00000 manager/ 0000000000000 OOO0O0OOOOOOOOOOO
ooooo friend goooooooboogoo
Security BRN gooooooboobobo booboobbobboo
Officer
0 20:

0000000000000000000000000 Security Officer00 0000000000

e ACTIVATESCRIPTOOODOD1080000O

e ADD FRAMERELAY DLCUOUOOO0MMOIOOOOOOODO 1300000 ENCRYPTION OO
oooo

e ADDIPINTERFACECO OOOMMIIPOO 1750000

e ADDPKICERTIFICATEOODOOMMPKIOO 130000

e ADDPKICRLOOOOMPKIOO 150000

e ADD PKILDAPREPOSITORY U OO OMPKIODO 170000

e ADDSCRIPTOOOOO18000O

e ADDSSHUSERODOOOO1210000

e ADDUSEROOIODOO1260000

e ADDUSERRSOODOOOO1280 000
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ooooooo

e CLEARNVSTOTALLYOOOOO130000O0O

e CREATECONFIGOOOOO1320000

e CREATEENCOKEYOOOUDmMUOOOOOO18OUOOO

e CREATEFRAMERELAY D00 OMMOOO0O0OO0OOOO 1500000 DEFENCRYPTION OO
oooo

e CREATE IPSEC BUNDLESPECIFICATION OO OO MM IPsecO 0 370000

e CREATEIPSECPOLICY OO OO IPsecO O 390000

e CREATE IPSEC SASPECIFICATION O OO O IPsecO 0 430000

e CREATEISAKMPPOLICYOOOOMmMIIPsecO O 450000

e CREATE PKI ENROLLMENTREQUESTO OO OMMIPKIOO 180000

e CREATE PKI KEYUPDATEREQUESTO OO UMM PKIOO 210000

e CREATEPPPOOOOMPPPOO 400000

e CREATEPPP TEMPLATEOOOOMMPPPOO 450000

e CREATESNMPCOMMUNITYOOOOO1400000

e CREATESTAROUOOMMOIOOOOOO 210000

e DEACTIVATE SCRIPTOOOOO18 0000

e DELETEFILEOOODO1610000

e DELETENVSOOOOOl670000O

e DELETEPKICERTIFICATEOOOOMPKIOD 220000

e DELETEPKICRLOOOOMPKIOD 230000

e DELETE PKI LDAPREPOSITORY DO OOMMPKIOO 240000

e DELETESCRIPTOOOOO1690 00O

e DELETESSHUSEROUOOO1710000

e DELETEUSEROODOODO1740000

e DELETEUSERRSOOUOOOO1750000

e DESTROYENCOKEYOOOOMmMOOODOOOOO 230000

e DESTROY IPSEC BUNDLESPECIFICATION OO OO IPsecO O 490000

e DESTROY IPSECPOLICY DO OO MM IPsecO O 500000

e DESTROY IPSEC SASPECIFICATION OO OO IPsecO 0 510000

e DESTROY ISAKMP POLICY DO OO IPsecO O 520000

e DESTROY PKIENROLLMENTREQUESTO O OO MPKIOO 250000

e DESTROY PKI KEYUPDATEREQUEST OO OOMMIPKIOO 26 0000

e DESTROYSTARIUOODOMmMOOODOODOO 240000

e DISABLEFEATUREOOODODO1810000O

e DISABLEIPSECOO OO IPsecd O 530000

e DISABLE IPSEC POLICY DEBUG OO OO MM IPsecO 0 540000

e DISABLE ISAKMP OO OO IPsecO O 56 0 000

e DISABLE ISAKMP DEBUG OO OO IPsecO O 570000

e DISABLEPKIDEBUGLOOOOMMPKIOO 270000

e DISABLESSHSERVEROI OO OO1950000

e DISABLESSHUSEROOOOO19 0000

e DISABLEUSEROOOOO2000000
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ooooooo

e DISABLEUSERRSOOOOOO2010000

e DUMPOOIOODO2030 00O

e DUMPNVSOOOOO2050000

e EDITOOOODO207000O0O

e ENABLEFEATUREOOODODO2090000O

e ENABLEIPSECOOOOMIPsecO D 580000

e ENABLE IPSEC POLICY DEBUG O O OO IPsecO 0 590000
e ENABLEISAKMPOOOOMMIIPsecO O 620000

e ENABLE ISAKMP DEBUG OO OO IPsecOd 640000

e ENABLEPKIDEBUGLOOOOMMPKIOO 290000

e ENABLEPPPDEBUGIOOOMMPPPOO 590000

e ENABLE PPP TEMPLATEDEBUG O OOOMMPPPOO 610000
e ENABLESNMPOOOOO2190000

e ENABLESSHSERVERO OO OO2230000

e ENABLESSHUSEROOOOO2240000

e ENABLE STARDEBUGGING O OOOMmMOIOODOOOO 300000
e ENABLE STARMKTTRANSFER OO OO OOOOOOO 310000
e ENABLEUSEROOOOO2280000

e ENABLEUSERRSOOOODOO2290000

e LOADOOOOO2340000O

e MAILODOODOO2390000O

e MODIFYOUOODO2410000

e MODIFYNVSOUOOOO2420000

e PURGEIPSECOOOOMIPsecOOd 720000

e PURGEPKIOOOOMMPKIOOD 310000

e PURGEUSEROIOOOO2470000

e RENAMEOOODO2490000

e RESETENCOCOUNTERUOODUDIMmMOIOODOOOO 320000

e RESETIPSECCOUNTERO O OO IPsec O 730000

e RESET IPSEC POLICY COUNTER OO OO IPsecO O 740000
e RESETIPSECSACOUNTEROO OO IPsecO O 750000

e RESETUSEROIOODOO2520000

e SETCONFIGOOODOO250000

e SETENCOKEYDOODOMOODOOOOO 340000

e SETFRAMERELAYDOOOMOOOOOOODOO 3800000 DEFENCRYPTIONOODOOOO
e SETFRAMERELAY DLCOOOOMOOOOOODOOD 4100000 ENCRYPTIONOOOOOO
e SETINSTALLOOOOO2570000

e SETIPINTERFACECO OOOMIIPOO 3210000

e SET IPSEC BUNDLESPECIFICATION OO OO IPsecO O 770000
e SETIPSECPOLICYIOODOMMIPsecOOd 780000

e SET IPSEC SASPECIFICATION OO OO MM IPsecO 0 810000

e SETIPSECUDPPORT OO OO IPsecO O 830000
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ooooooo

e SETPKIOOOUOMPKIOO 320000

e SETPKICERTIFICATEOOOOMMPKIOO 330000

e SETPKICRLOODOOMPKIOO 340000

e SET PKILDAPREPOSITORY U OO OMPKIODO 350000
e SETPPPOOUOMIPPPOO 650000

e SETPPPTEMPLATEOUOOOMMIPPPOO 710000

e SETSCRIPTOOUOOO2720000

e SETSNMP COMMUNITYOOOOO2750000

e SETSSHSERVEROOOOO276 0000

e SETSSHUSERO O ODOO2770000O

e SETSTARODOODOMmMOOOOOOO37r0OOO

e SETUSEROODOO303000O0O

e SHOWCONFIGOOODOO308OODODO

e SHOWENCOKEYOOOUmMOUOUOoooo40D0O0OO

e SHOWFEATUREDOUOOOO3150000

e SHOWFILEOOODOO319O000OO

e SHOWNVSOOOOO35 0000

e SHOWPPPCONFIGUOOOMmMPPPOO 770000

e SHOWSTAROUOOD M OOOOOOOSB10000

e SHOW STAR MKTTRANSFERLOGUOOUmMOIOOOOOOS0000
e SHOWSTARNETKEYOOOOMmMOOODOOOOS70000
e UPLOADLDOOODO4110000

gooooo

0000000000000000000000000 Security Offcer000000000O00OOOOO
O0o00o000o0ooooUooooUooooOOManager00O0020000000000000
coooooooooobooooooboooooooood

1. Security Officer 000000000000 ODOO
ADD USER=secof f PRI VI LEGE=SECURI TYOFFI CER PASSWORD="t op secret" [

2. 0000000000000 O00O0OTelnetOOODO Security Officer 0000000000000
0000000000000 0D00000000000000 RSOORemote Security Officerd O
oooooOoooooRsSO0OOO0OOOO0OOOOOOOOOOOO0DOOOOOOOOOOOn
Security Officer 000000000 D0OOOOOOOODO

ENABLE USER RSO [
ADD USER RSO | P=192. 168.10.5 O

3. 0000000000000 0DOO ENABLE SYSTEM SECURITY.MODEO OO OO22500
0000000000000000000000000000000O0enabled.sec000O0000
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ooooooo

coobooooboooooooooooooobooooooooooooobooooooooogg
cobobooooobooooooobobooooobooooooooooooon

ENABLE SYSTEM SECURI TY_MODE [J

m J00000000000000 SHOW SYSTEMOOOOO38 0000000000 Security
ModeO O Enabled D0 OO0 ODO0O0O0OO0O0OODIsabled00O00O00O0OOOOODO

m Security Officer 00D 0000000000000 D0D0ODO0O0OOODOSecOff >00000000O

m Security Officer 000000000 DO00O00OD0OO0O0OOD0OO0OODOOO0OOODOOOOOOOODO
cooooooobooooooooboooooooboboooooooooooobooobooOooooboooon
0000oooo0oooooo0o00ooo0oooooooO0 ManagerJOOOO0OO0OO0O0O0oOOOOO
0000000000000 00000000000000000D0000 Security Officer000000
ooooooooood

s (000000000000 0O00O00060D0O0000000O0O0O0O0OOOSETUSERODODOO303
00000 SECUREDELAY DO OO OOOOOOOOO

SET USER SECUREDELAY=90 [

m (00000000000 SETCONFIGOD OO OO255000000000000000000000
00000000000 OSETCONFIGENONEO O OOOOOOOOOOOOOOODOOOOOOODO
00000000000000000000000000000000000D 0000 Security Officer
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O00O00O000ODISABLE SYSTEM SECURITY.MODEO OO OO197000000000000OO
ooo

m 00000000000 DISABLE SYSTEM SECURITY_MODEOOOODO197000000000O
0000000000000 0@Menabledsecc 000000000000

Remote Security Officerdd RSOO

0000000000000 Security Officer0 0000 TelnetDODOOOOODOO0OO0OODOOODOOOOO
Remote Security Officer0 RSO0 0000000000 IPOOOOOOODO Security Officer0 0000
TelnetOODOOODOODOOOOOOO

1. RSOOODOODOSecurity Officer 00000 TelnetOODODOOOOOOODODOENABLE USER
RSOOOOOO2290000000000

ENABLE USER RSO [

2. Security Officer00 000 TelnetD OO OODOODOODODOODDORSOODOODOOOOODOOOOO
ADDUSERRSOOOOOOI1280000000000O

ADD USER RSO | P=192. 168.10.5 [

MASKOOOOOOOOUOOUOoOOoOooooooOoooooooooooooooooooooom
0000 32000000000000000000000O
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ooooooo

ADD USER RSO | P=172.16. 10. 0 MASK=255. 255.255.0 [

m RSOUOO0OO0OO0O0OO0O0O0O DELETEUSERRSOOOOOO1750000000000

DELETE USER RSO=172.16.10.0 O

m RSOUOO0OO0O0OOO0OOOO SHOWUSERRSOO O OO O4040000000000

SHOW USER RSO [

m RSOUOOOOO0OO0OO0O0OO0OO DISABLEUSERRSOOOOOO2010000000000O

DI SABLE USER RSO O

ManagerOOOOOO0OO0OOOOODOODOOO

ManagerO OO0 0OO0OO0O0000D0OOO0OOOOO0OOO00OOOO0DOOO0OOOO0OOOODOOOODOOO
coboooooooooobooooobooooboooboooooon

e ADD TACACSSERVERO D OO O1230000

e ADDUSEROOIODOO1260000

e DELETETACACSSERVEROOOOO1720000
e DELETEUSEROODOODO1740000

e PURGEUSEROIOOODO2470000

e SET MANAGERASYNOOOOO2680 000

e SETUSEROOODOO303000O0O

cooooooobooooooooboooooobobooooooooboooooooooooooboooon
OSETUSEROIOOODO3030 0000 SECUREDELAY D00 UOO0OOOO0OO0OO0OOOOOOOOOOO
O0o0oo0ooooooooooooUo0ooU0oO0ooUoO0oUO0oO0o0o00O0OUSET USER
OooOoo3300000 MANPWDFAILO OO OOODOOOODOOOOOOOOOooOoOoooooo
O000O00OTelnet0OOOODOOOOOOOOOOOM
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oo

pooooooooooboooooon

O0o00o0oooU0oU0o0o0oO000o0U00o00ORAMO NVSOOOOOOOOOooOOooooooo
oooooooooooosHow LoGoOOOOO33Booooooooooooooo
0000000000000 D000000O000syslog 000000000 DODOO0OODOOOO0ODOOO

cooooooobooooooooooooooboboooooooobooooboooooOooooboooon
oooooooboooooon

Dooboooooon

000000000020 00000000TEMPORARYUUOOPERMANENTO O OOOOOOOOOO
coooooooooobooooooboooooooood

e OTEMPORARYMI I OOOO3OINFOOOOODOOOOODORAMOO 200000000000
cooooooood

e OPERMANENTIOOOOOO 3TINFOOOOOOOOODOONVSDOOODOOODOOOOO 20
ooboooooobooobooooobood

O NVSOOOUUOOUOOOOUOOOPERMANENTOOOOOODOOOOOO
ooooooosHowLoOGU OOOoOo33ksooooooooooooooo
s RAMOUOOOOTEMPORARYO ODUOOOOOOOOOOOO
SHOW LOG [

ooo

SHOW LOG=TEMPORARYL SHOW LOG=TEO O OO O OO0 O

s NVSOOOOOPERMANENTO O OO0OOO0OOOOOOOOOO

SHOW LOG=PERVANENTL SHOW LOG=PECO 0 OOOD OO0 O

SETLOGOUTPUTOOOOO2600 00 M ADDLOGOUTPUT D OO OO0 O00ODOO0OOOO
000000000000 oOOoUoo0ORAMOOO NVSOOODOOODOOODOOOOOOODOOODOO
cooooooooooobooooooboooobooooooooobooooogon

s RAMOOOOOOO0OO0OO0O000O00000000 20DETAILODOODOO0O0OOOOOOOOOOO
ooo

SET LOG OQUTPUT=TEMPCRARY FI LTER=1 SEVERI TY=>2 [

s 0000000000 RAMOOOOODOOOODODOOOODDOOOODODODOO

SET LOG OQUTPUT=TEMPCORARY FI LTER=1 ALL [

s RAMOOOOOOOOOoOoooos0oooooooooooooo
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oo

SET LOG OQUTPUT=TEMPCRARY MESSAGES=500 [

ooood

OOOOORAMONVSOOOOOOOOOO SHOWLOGLOOUOOO33BooUooooooo

m JO00000000o0o000ooocooon

SHOW LOG [

s (JO0000000oooooobooooogd

SHOW LOG TAIL O

s TAILOOOOOOOOOOOOOOOOOOOxOoooooooooooooooooooo 200
oooooogo

SHOW LOG TAI L=50 O

s J000000000000000000 REVERSEODOOOOOOOOOOOOOOOOOOO

SHOW LOG REVERSE [J

m REVERSEO O OOOOUOOOOOOOODOOOOO xOOOOOOOOOOoooooooooo

SHOW LOG REVERSE=20 [

s (JO00000000o0o00goooooboooooogoon

SHOW LOG MODULE=FI RE [

Dobooooooboad

oooooooo0o20000000000000OO0O0OUOOOO

1. 00D00000000DO0O0O0ORAMOOOOOOOOOsyslogOODOOO0OO0OOO0OOOOOOO
coboboooooboooooooboooooobooooooooooooon

000000000 0RAMO

O00O0O0O0O0OONvVsSO

gooooobogoo

googoo

syslogO0 OO0 O0OsyslogdD 0000000000 syslog0 00000000000 O0000
SRLPO Secure Router Logging ProtocolD DD OO0 OO0 OO0

2. 0J00oU0OoOoOoUOoOooOOOOO0OOUOO0DOO0OOOOO0OOO0ODOO0OOOOO0OOOOOOOn
coobooooboooooooooooooobooooooooooooobooooooooogg
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od

pobobooooooooboooobooooooooobooogoooooon

cooooooobooboooobooooooooon

gogooboood

000000000 O0ORAMONVSOOOOOOOOOOOOODOOOOOOOOOOOOOOOOOO
000000 CREATELOGOUTPUTOOOODO1B0000O000O0O0O00O0O0O0O0OOOO0OO
200000 IDO0OOOoOO

ooooooooooooon

msyslog0 0000000000000 0OO0ODESTINATIONOODOODOO SYSLOGOOSERVERO O
00000 syslogODODOOO IPOOOOOOOOOODO

CREATE LOG QUTPUT=1 DESTI NATI ON=SYSLOG SERVER=192. 168. 10.5 [
m JO000000O0O0O0O0O0OODESTINATIONOOOODOOO EMAILOOTOOOOOODOOOOOO
oooooooooooooo

CREATE LOG OQUTPUT=2 DESTI NATI ON=EMAI L TO=admi n@s. exanpl e. com [

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooooooooooo0ooooooooooooooooon
ooooooooooolo0ooooUooooooooooooooo0ooooooooooooo
000000000 MESSAGESOOUOOO0OOODOOOODOOOOO0OOOOO0OoOoooooooo
ooooooi100o0o0oooooooooOooon

CREATE LOG QUTPUT=2 DESTI NATI ON=EMAI L TO=admi n@ s. exanpl e. com
MESSAGES=10 O

s 0000000000000 0000000000OSETLOGOUTPUTOOOOO260000000O
00000000o0ooooloOdsyslog0 0000000000000 OOOOOOOOOOOO

SET LOG QUTPUT=1 SERVER=192. 168.10. 100 O

m JO00000000000000 SHOW LOGOUTPUTOOOOO3420000000000

SHOW LOG QUTPUT [

s OUTPUTOOUOOOOOOOO IDOOOOOOOOOOOOOOOODOOOOOOOOO

SHOW LOG QUTPUT=1 [O
SHOW LOG OQUTPUT=TEMPCRARY [J

s JO0RULLODOOOOOOODOOOOO0O0O0O00OODOODOO000O0O0DODODOODOOOOO0OO0OO
cooooooooooooogo
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oo

SHOW LOG QUTPUT FULL O
SHOW LOG OQUTPUT=1 FULL O

m J00000000000000 DESTROYLOGOUTPUTOOOOO760O00OO00O0OOOO

DESTROY LOG QUTPUT=3 [

gooobobooobobood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooUooU0o0oooooooooUoUoUoUooooooooUoUoUoUoooO ADD LOG
ouTPUTOOOOONMIOOOOOOOOOO10000O0O0O0OO0OO0O0OOOODOOOOOOOOO
ooooogoooon

s 0000000000000 00O0000ALLODOOOO0ODO

ADD LOG QUTPUT=1 ALL O

s 000000000000 O00000000O0000O0DOOMODULEDOOOODOOOOOOOIDO
coooooooboooooooooooooobooooooooobooooboooooooooboooon
coooooooboooooon

ADD LOG QUTPUT=2 MODULE=FI REWALL [

oooooibobooOooooooooomoooooIboooooooooooooooo

m 000000000000 00bob00moobomoobomooooomobooooooooon
oooooooooooooooooooooooooooooooooboooooooooooioboo
ooo

ADD LOG QUTPUT=3 MODULE=! FI REWALL [
coboooooooboooooooobooooboboooooooobooooboooobooOog
m 0000 60URGENTOOOOOOOOOODOOOODOOOOODOODOODOOO
ADD LOG QUTPUT=4 SEVERI TY=>6 [

cooooooooboooboooooboooobooooogog

m 0000000000 0OunknownD 0000000000000 O0DO0OO0O0O0OOOOOOOOOO
coooooooooobooooboobooon

ADD LOG QUTPUT=5 MSGTEXT=%unknown [J

s 0000000000000 000000O0000000000000D00O00O0OO0OOO0O0O0O6G6
OURGENTO OOOOOOOOOOOOOO0OOOODOOOOOOoOooO
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od

ADD LOG QUTPUT=6 MODULE=FI REWALL SEVERI TY=>6 [

m (000000000000 00O00O000OO0OSHOW LOGOUTPUTOOOOO3420 0000 FULL
ooooooooood

SHOW LOG QUTPUT FULL O
SHOW LOG QUTPUT=1 FULL O

m J00000000000000000000 DELETELOGOUTPUTOOOOO63000000O
OOOFILTERODOOOOOOOOOOOOOOO0OOO0OOOO00O0O0OO0O0O0DOOO0O0O0DODOOOO
000 ADDLOGOUTPUTOOUOOONMMIOOOODOOOOOOOOO0DOOO0ooooouoooooo
SHOW LOG OUTPUT OO OO34200000 FULLOODOODOOOOOOODOOO

DELETE LOG QUTPUT=3 FILTER=1 O
DELETE LOG QUTPUT=3 FI LTER=ALL O

goooooo

m (00000000 SHOWLOGOUTPUTOUOOOO34200000000000PHI PERMANENTO
0O TEODTEMPORARYU O OOOOOOOOODOOOOOOOOOOO

Manager > show | og out put

ob# Type Port Server Msg Zone Fnt Enmil Address ESQWP
01 Emil 0002 - S adnmin@ried-tel esi YNN--
PE NvVS 0020 Default YY- - -
TE Menory 0200 Defaul t YY---

s (00000000000 000000DO0DO0O00O00O0DO0O000O00O0O00O000OSHOW LOG
OuTPUTOOOOO34200000 FULLOODOOOOODOOO

Manager > show | og output=1 full

Qutput Definition ............ 1

Enabled ...................... Yes

TYPE vt Eni |

Max Messages ................. 2

Time Zone ............coouo... Not set

Format ....................... Ful |

Email Address ................ adm n@s. exanpl e. com
SECUre ..o No

Queue Only ................... No

ooooo CentreCOM AR300/AR700 0 000 ODOOOOOOOOO 2.3
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oo

Filter 1:
ALL

m J00000000000000SHOW LOGSTATUSOOOOO349000000000ooon

Manager > show | og status

Log System Status

Log Module Status ..................... Enabl ed
Log Message Generation ................ Enabl ed
Log Message Reception (via network) ... Enabled
Log Message Qutput .................... Enabl ed
Local Time Ofset (fromUTCQ .......... Not set
Next Message ID .......... ... ... ...... 338
Nurmber of CQutput Definitions .......... 3

syslogOOOOOOOOOO

000000000000 syslogO 00000000 DOO0OOOOOOOOIPOOOOOOODOOOO
ooooogd

1. 0000000000000 00000syslog0 000 192.168.105000000000000000
CREATE LOG QUTPUT=1 DESTI NATI ON=SYSLOG SERVER=192. 168. 10.5 [

2. JOo0oUoOoooOooOooOoUOOOOUOOOOUOOOOUODOOOO

ADD LOG QUTPUT=1 ALL O

syslogD 0000000000000 0O000O0O0ODODOO0000O0OO000000000000000
O000O0O0OO00syslogODO0OO0O000OD0O0O0O0O0DOOOOO0OO0O0OOsyslogOOO0O0O0O0OOOOO
O00O000oOoOoooooooOsyslogdOOOOOO0O Zete/syslogeconfOO00OO0O0OOO0OOOOOOO
syslogD 0 0000000000000 000000000OO0O0O0O0000 syslogd(8)0 syslog.conf(5)0
syslog(1)Tlogger(l)) DO OO OOOOOO

cooooooooboooboooooboooobooooogog

1. 000000000 oo0oooooo

CentreCOM AR300/AR700 0000 DOOOO0DOOOD 2.3 gooogd
J613-M0274-00 Rev.K



od

SET MAI L HOSTNAME=gw. t w. exanpl e. com [
ADD | P DNS PRI MARY=192.168.1.1 O

2. 0000000000000 D0DO0O000O0O0O0OO0ODOOO0 0000000000000 ad-
min@is.example.com 0000000000000

CREATE LOG QUTPUT=2 DESTI NATI ON=EMAI L TO=adm n@ s. exanpl e. com
MESSAGE=10 O

0 0000000000000 MESSAGEODOOOOOOOOOOOODODODOODODOODOOOO
MESSAGEO O OU0D0O00O0000000O00OD0O0OOD 0000000000000 000
ooooooooooooooon

3. JooUuoOoooUoooooUooooUoOooUoDOoooUoOoo

ADD LOG QUTPUT=2 ALL O

gooobobooooboo

cooooooobooooooooboooooooooooooooooooboooooOooooboooon

pooooooooooboooobooboooobooooboooooboboooooooonoog

googoo goooooboood RN
Msg ID 4 ooooo b
Flags 2 gooooboogo
Date 2 goooooogobooobboooboo
Time 3 goooooogobooobboooboo
Origin IP 4 oooooooooliPoOOOO
Module 2 googoooogobooooboo
Type 2 Oooooooo
SubType 2 Oooooooooog
Source File 12 gooooooooboobboooboobboon
Source Line 2 gooooboogobooobboooboobbobboboo
Reference 15 g00oooooooolsbNOoOoooooo
Message 80 ooooooo
0 21:
Dat e/ Ti ne Mod Type SType Dev Oigin MSGA D Source Fil e/ Line
googn CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3
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09:52:27 3 USER USER LON 00016 Local
03-JUL- 2001 nmnager LOCTI ME
manager | ogin on portO

oo

00063 usermain.c: 2709

pobooooooooooooooboobooooooobooooooooo

ooodoo oo od
7 CRITICAL cooooooooooooogo
6 URGENT ooboobooooooooooooooboooooboooobooooogod

ooooogooon

5 IMPORTANT (000000000000 O0OOOOOOOOOOOOO

4 NOTICE O0ooooooooooooooooo

3 INFO 0000oo0oooooooooooooooooooo

2 DETAIL 0000000000o0o0oooooooooooooooooooo
oooooooo

1 TRIVIAL oooooooo

0 DEBUG 0000000000o0o0oooooooooooooooooooo
ooo

0 22

ggoobbboooobboooboboboood

ooo O od

<0oood SEVERITY=<B00OOO0OO0OOS50 OOO0O00O0O0OO0OO0OOO0OOOOOO
od ooo

>000d SEVERITY=>60 00000060 OOO0OO0OO0OOOOOOOOOOOO
od ooo

iooooooo TYPE=ICMDO OOOOOOOOO OO0OO0O0O0OOOOOOOOOOOO
cMboOoooooooo ooo

ooooogooon MODULE=FIREWALL ooooboooooooooboooodg

ooo

%OOO0ODO0O0OOO0O0O0 MSGTEXT=%failedd 000000
OO00OfailledDOOOO

oooooboooooooooboooog
ooooobooooooooboooog
ooooodd

0 23:

U 0DooooooooooooOo=0000000
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od

CoOoOoOo Ibooooooo

oooooooIboooooooooooooooo

U 0DooooOooo0oo0oOooooooooooon

ID googoo BRN

0 NONE

1 - gooo

2 FR, FRAMERELAY 0O000O0COO0O DTEOOODOOOOOOOODOOO

3 PPP PPPO Point-to-Point Protocol0 DO 00O

4 APPLE AppleTalk 00000000000

5 IP, IPG IPO Internet Protocol0 000000000 O0OORIPOEGPO ICMPO
UDPOSNMP O OO

6 IPX Novell IPXOOODOOOOOOOO

7 SYN O00SynchronousO D OO O0O0O0O0OO0OOOOO

8 DNT, DECNET DECnetU 00000000 ooooooog

9 - gooo

10 - gooo

11 - gooo

12 - gooo

13 X25C X225 DCE0 00003000 oooooooa

14 Q931 ITU-TOO Q931 ISDN OO

15 - gooo

16 - gooo

17 LAPB LAPBOOOOOOOOOOOOOOOOX250@0OoOooO

18 TEST gooooooobooboboboooobooobbobobooobooooo
googooo

19 LAPD LAPDOOUOOO0OO0OOOOoooooooISDNDOOOOOOO

20 STT STTO Synchronous Tunnelling over TCPO OO OOOOOOOOO

21 STRM, STREAM Streem0 0000000000 Og

22 TCP TCPO Transmission Control ProtocolD 000 0O

23 ETH EthernetD0 D DO OO0D0ODOOOOODOOOOOO

24  PERM Permanent assignments 0 0000000000

25 TS, TSERVER goooooooooooog

26 LPD LPDO Line Printer Daemon00 00 0000000000000 OO0O
d

27 BRG gooooooon

28 COMP googooo

29 - gooo

googno CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3
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oo

30 X25T X255 DTED O OO0 30000000ooooon

31 FLASH FLASHOOOOOOGOOO

32 - gooo

33 TLNT, TELNET TelnetO OO OO

34 SYS, SYSTEM goooooooooo

35 CH gooooooooo

36 TTY O00000000O0O0TelnetDOOOOooOOO

37 ICC, ISDNCC ISDNOOOOODoOoQg

38  MIOX MIOXO Multiprotocol Interconnect Over X.250 0 000000000
g

39 BOOTP BOOTPO OO OO

40 NTP NTPO Network Time Protocol0 0 0000

41 BRI ISDNBRIOOODOODOOOODOOODOOOOOO

42 PRI ISDN PRIDOODOOOOODOOOOOOOOO

43 PORT goooooooboooobooboboooboo

44  ENC, ENCRYPT ooooooo

45 USER O00U000ooooooUoooooooouoooooTACACSO
googooo

46 ACC 000000000 UOOACCOooooOo

47 ASYN goooooooboooobooboboooboo

48 LOAD LOADERO O OO0 Ooooooooooooouoouoogogg
googooooooboobbobobooboobobooooboo

49 INST, INSTALL 00000000000 0OROMOFLASHONVSOOOOOOOOOO
gooo

50 OSPF OSPFO Open Shortest Path FirstO 00 0 00O

51 RAD, RADIUS RADIUSOOOODO

52 GRE GRED Generic Routing Encapsulation0 0 0000

53 TRG, TRIGGER ooooooooo

54 SCR gooooooooo

55 TDM TDMUO Time Division MultiplexingDd OO0 00O

56 FILE gooooooooo

57 LOG gooooooon

58 PING 00000000 PingODOooOO

59 SNMP SNMPOODOODUOOOOOO

60 SCC sccoooon

61 PBX PBXOOODOOODOOOOOOOO

62 SA SAD Security AssociationO0 0 0000

63 SYNCC Synchronous Call Control
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od

64 NAT NATO Network Address Translation0 000 00O
65 - gooo
66 IPV6 IPv6O Internet Protocol Version 60 000 00
67 L2TP L2TPO Layer Two Tunnelling ProtocolD O O O 0O O
68 - gooo
69 HOSTMIB Host Resources MIB
70 DHCP DHCPO Dynamic Host Configuration Protocold O O 0O 0O O
71 INTERFACE gooooooooogoo
72 - gooo
73 ENCO gooooooooo
74  STAR STAROOOOO
75 SSH SSHO Secure ShellD DO OOOO/000000000
76  RSVP RSVPO Resource Reservation ProtocolD 00000
77 FIREWALL gooooooooogoo
78 MAIL SMTPOOOODOOOODOOOOOOOO
79 TPAD TPADUO Transaction Packet Assembler/Disassembler0 00000
80 - gooo
81 IPSEC IPsecO0O0O0O
82 ISAKMP ISAKMPOOOOD
83 FINGER FINGEROOOOOOOOOOO
84 HTTP HTTPOOOOOO/Z000000000
85 DCP DCPO Device Control ProtocolO
86 RMON RMONUO Remote MonitoringD 0O OO0 00O
87 SWITCH oo0oo300000000000
88 VRRP VRRPO Virtual Router Redundancy Protocol0 0 0O 0O 0O 0O
89 VLAN VLANOOOOOO LANO
90 PCI PClODODOO
91 GARP GARPO Generic Attribute Registration Protocol0 OO0 0O O
92 STP STPO Spanning Tree ProtocolD OO0 OO
93 GUI WebOOOoOOOGOO
94  OSlI OSI0O Open Systems Interconnectiont
95  PKI PKIO Public Key Infrastructure0 0 0 O 00O
96 LDAP LDAPO Lightweight Directory Access ProtocolD 0000 O
97 PIM PIMO Protocol Independent MulticastO 0O 000
98 DVMRP DVMRPO Distance Vector Multicast Routing ProtocolD OO0 0 O
99 - gooo
100 - gooo
101 - gooo
googno CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3

J613-M0274-00 Rev.K

69



oo

102 - oooo

103 BGP BGP-40 Border Gateway Protocol version 40

0 24:

O00/00000

cooooooooooooooooocooooboooo

0 DoobO0O00obO0oO0oDO/00000000D0O0O00OD
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od

OO0 ID/OO googo Oo00oooIb/oo goooooo
000/NULL O0ooooooog  000/NULL goooooooon
googn goooooooon
goooooooon
goooobogo
001/REST goo 001/NORM gooogoo
002/CRASH goooobogo
003/FAIL gooooogoooo
ooo
002/PINT O0o0ooooooo  001/UP gooogoo
0 0O BRIOO SYN1O
PORTIOETHOO OO
002/DOWN gooogoo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
006/NTON CARD=x LINE=y.
NT has powver.
007/NTOFF CARD=x LINE=y.
NT power failure.
008/CREATE goooooooon
009/DEST goooooooon
003/CALL ISDN O 0O O OACC 001/UP oo
goo
002/DOWN oo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
004/DLINK O0o0ooooooo  001/UP gooogoo
0000 O00LAPBO
LAPDO
002/DOWN gooogoo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
006/PNORM CARD=x LINE=y
PER normal.
007/PHIGH CARD=x LINE=y
PER limit exceeded.
googn CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3
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oo

008/ACT oo
009/DEACT oo
005/VINT OO0O0O0OOoo0ooOo  001/UP gooogoo
Oo0o00oooPPPOO
FR1O SLIP20)
002/DOWN gooogoo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
006/ACT goooooooon
goooooo
007/CREATE goooooooon
OO CREATEOOOO
008/DEST goooooooon
00 DESTROYO OO
d
006/CIRC O000Dooooooo 001/UP gooogoo
ooobL@oooom
002/DOWN gooogoo
003/WARN goooooo
004/ERROR oooo
005/RESET oooo
006/CONF goooooooon
goooobogo
007/ATT O0o00ooooooO  001L/ATTCH goooooooon
ooo
002/DETCH goooooooon
ooo
003/FAIL goooooooon
goood
008/EXCEP O00O0oooooO  000/RESET ooo
BRN
001/EXTNO External contact
open.
002/EXTNC External contact
closed.
008/BUS goood
012/ADDR goooooo
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od

016/INSTR oooono
032/PRIV oooo
040/LINEA Line A emulator
044/LINEF Line F emulator
096/SPUR Spurious interrupt
128/TRAPO Trap #0 (fatal)
132/TRAP1 Trap #1 (restart)
136/ TRAP2 Trap #2 (assert)
009/BUFF gooo 001/LEV1 goooooooon
ooooo1000d
d
002/LEV?2 goooooooon
ooooo20000
d
003/LEV3 goooooooon
ooooo3000d
d
010/LIC googooo 001/REL goooooooon
d
002/COMP goooooooon
goood
011/AUTH oo 001/0K 00 0O 00OLOGINO
CONNECTO OO
002/FAIL oooo
003/RFAIL goooobogod
012/BATCH oooo/00000 001/ACT oooo/00000
ooo
002/CMD oooo/00000
gooo
003/0UT oooo/00000
ooo
014/LPD LPDOOOODOOO
goo
015/SYSLOG syslog0 OO OO0 O000/KERN 0 O 0O 0OD0OLOG.
gooooboobon KERNO
goooboooboon
goooooooo
googo CentreCOM AR300/AR700 0000 DODOODOODOODOO 2.3
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oo

008/USER gooooood
0 LOG_USERDO

016/MAIL goooboobooogd
0 LOG_MAILO

024/DAEMON gooooood
0 LOG_DAEMONO

032/AUTH O0O0ooO0oo/o
O00000LOG.
AUTHDO

040/SYSLOG syslog O O O O
0 syslogdT LOG._
SYSLOGO

048/LPR goooooooon
O0O0o0o00dLOG.
LPDO

056/NEWS goooooooon
00 LOG_NEWSO

064/UUCP UuCPOUOGQoGQoono
0 LOG_UUCPO

072/CRON gooboboogaod

O O crond LOG_
CRONO

080/AUTHPRIV

ooooooo/o0
ocoooooogoo
oooooogoood
000000 mLOG.
AUTHPRIVO

128/LOCALO

ocooooooao
0 LOG_LOCALOO

136/LOCAL1

ocooooooao
0LOG_LOCAL1O

144/1.OCAL2

ocooooooao
0LOG_LOCAL20O

152/LOCAL3

ocooooooao
0 LOG_LOCAL3O

160/LOCAL4
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od

168/LOCALS5 ooooooogao
0 LOG_LOCALS5O
176/LOCALG ooooooogao
0 LOG_LOCALGO
184/LOCAL7 ooooooogao
0O LOG_LOCALTO
016/ACC 00oooOooOoo  001/SCR oooooooooo
OooogAcco oo
002/CALL ACCOOOOoOOonO
ooo
003/PORT ooooooooo
004/ACT oo
005/DEACT oo
006/DIAL oooooooooo
O
017/NVS NvSOOOOOOO 001/RFAIL NvSOOoooooo
ooo oo/0000000
002/WFAIL NvSOOoooooo
oooooo
003/CFAIL NvSOOoooooo
ooo
018/FLASH FLASHO O OO
019/USER oooo 001/LON oooooooooo
002/LOFF oooo
003/ADD ooooooo
004/DEL ooooooo
005/PWCHG ooooooo
006/PWERR oooooooooo
oo
007/PWSET oooooooooo
oo
008/LOOP oooooooooo
ooooooooo
009/TACQ TACACS OO
010/TACR TACACS OO
011/LFAIL oooooo
020/CMD oooooooooo  001/MGR ooooooo
002/USER oooooooooo
021/MSG 000oOoooooo  001/INFO oooooo
ooooo CentreCOM AR300/AR700 0000 DO0O0O0ODDOOO 2.3
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oo

002/WARN oo
003/ERROR ooo
022/CONFIG oooo/o00000  00L/TOPO goooboobooogd
goooobooboon gooo
oooooooo/Zo
d
002/NTNUM goooboobooogd
0 00 IPXOAppleTalk
ooo
003/NTNAM goooooooon
0O AppleTalk O 0O O
004/SWINS goooooooon
d
005/SWIN goooooooon
BRN
006/SWOUT goooooooon
ooo
007/SWDEL goooooooon
goooobogoooo
BRN
023/1PFILT IPOOOODO 001/PASS IPOOOOOOOO
gooogo
002/FAIL IPOO0OOOOOO
gooogo
003/DUMP IPOOO0OOOOOO
goooooo
004/FRAG IPOOO0OOOOOO
gooogooooon
mRN
005/SA SAOOOIPOOOO
BRN
006/SRCRT IPOO0OOOOOO
gooogooooon
mRN
007/RECRT IPOO0OOOOOO
mRN
024/INTERR O000ooooooO  001/BDPKT goooooooon
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od

002/1VPAR ooboooooood
od
003/BDATT ooboooooood
od
025/1PNAT IPNATO O O O 001/FAIL NATOOOODOO
NATO od
002/INTCP oooooo TCPO
ooooogd
003/INUDP O0O00oo ubpPO
oooo
004/0UTTCP oooooo TCPO
ooooogd
005/0UTUDP O0O00ooo ubpPO
oooo
026/LIMIT 000ooooooo  001/1PXSV IPXOOoOooooo
od ooooogd
002/1PXRT IPXOOooOooooo
oooodd
003/SWCMP ooboooooood
ooboooooood
027/DHCP DHCP 001/BIND ooboooooood
oooo
002/FREE ooboooooood
ooo
003/FAIL ooboooooood
ooooogd
028/PBX PBXIOO0O0OOOOO 001/0IF ooboooooood
ooooo
002/0ONF ooboooooood
od
003/00K oooo
004/11F ooboooooood
ooooo
005/1INF ooboooooood
od
006/10K oooo
007/0OVER cooooooooo
ooo
008/POVER ooboooooood
O
ooooo CentreCOM AR300/AR700 0 000 0000000000 2.3
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oo

009/HOOK Extension on/off
hook
010/FEAT PBXOOOOOOO
d
029/RSO O00O0oooooo  001/ADD RSOOOOOGOU
000000 RSOO
002/DELETE RSOOOOOOO
003/ENABLED RSOOOO
004/DISABLED RSOOOO
005/ACCEPT RSOOOOOOODO
006/REJECT RSOOOOOOODO
030 gooo
031/ENCO ENCOOOOOOOQO 00179711 Hifin 9711 0 0 0O O
googon googod
002/STACSW STAC SWOoOoooag
d
003/CRYP CryptechO O ononQ
gooo
004/PAC PACOODOOOD
BRN
005/MAC MACOOOOOOO
BRN
032/RSVP RSVP 001/PATH_REMOVE Path O O
002/PATH_ADDED Path O O
003/SESSION_REMOVED 0OOOOO0OOO
004/SESSION_ADDED ooooooo
005/RESV_ADDED oooooo
006/RESV_REMOVED oooooo
007/RESV_DENIED_RES oooooooooo
ooo
033/SSH Secure Shell 001/USER_ADD SSHOOOOOO

002/USER_DELETE

sSsHOOOOooOo

003/USER_SET

SSHOOOOOoOOO
od

004/ENABLED ssHOOOoooOo
005/DISABLED ssHOOOoooOO
006/ACCEPT SSHOOOO
007/REJECT SSHOOOO
ooooo
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od

008/DISCONNECT SSHOOOO
034/TPAD TPAD 001/TCONN TPADOOODOODOO
oo
002/TDISC TPADOOODOODOO
oo
003/CALL TPAD O X.25000
ooooo
004/CLEAR TPADOOODOODOO
X25000000
005/FAIL X20000oOooo
oo
006/0ONLINE oooooooooo
oooooooooo
007/0OFFLINE oooooooo
035/MAIL ooooooooo 001/SUBMIT SMTPOOOOOOO
ooooo
002/START SMTPOOOOOOO
oooooo
003/END SMTPOOOOOOO
oooooo
004/ERROR SMTPOOOOOOO
ooooo
036/FIREWALL oooooooo 001/INATCP ooooooogao
TCPOOOOOOO
002/INAUDP ooooooogao
ubPOOOoO0O0O
003/INAICMP ooooooogao

ooooo

ICMPOOOOO

004/INAOCTHER

ooboooooood
olpPOOO0OO

005/0UTATCP

ocooooooao
TCPOOOOOOO

006/0OUTAUDP

ocooooooao
ubPOOOo0O0O

007/0OUTAICMP

ocooooooao
ICMPOOOOO

008/0OUTAOTHER

ooboooooood
OlpPOO0OO0OO

009/INDTCP

ocooooooao
TCPOOUODOOO
O
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oo

010/INDUDP ooooooogao
ubPOOoOoOO
011/INDICMP ooooooogao

ICMPOODOOOO

012/INDOTHER

ooboooooood
OlPOOODOOO

013/0UTDTCP ooooooogao
TCPOOOOODOO
O

014/0UTDUDP ooooooogao

ubPOOoOoOO

015/0UTDICMP

ocooooooao
ICMPOODOOOO

016/0OUTDOTHER oooOooooooo
OlPOOODOOO

017/ATTACK oooooooo

018/ENABLE oooOooooooo

O

019/DISABLE

ooboooooood
O

020/DESTROY oooooooooo
oooo
037/ACCOUNTING OCOOOO0OOO 001/START oooooooooo
O
002/UPDATE oooooooooo
oooo
003/END oooooooooo
O
038/FEATURE oooooooooo  001/EXP oooooooooo
O oooooooo
039 oooo
040 oooo
041 oooo
042/1PSEC IPsec 001/MSG oooo
002/INERR ooooooo
003/0UTERR ooooooo
043/1SAKMP ISAKMP 001/XCHG ISAKMP OO OOO
oo
002/SA SA
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od

003/ERROR ooo
004/MSG oooo
044/BOOTP BOOTP 001/ETHCONF Ethernet0 0O 0O O
gooogo
045/HTTP HTTPOOOO 001/GETOK GETOO
002/GETFAIL GETOO
003/EXCPT gooogoo
046/VRRP VRRP 001/MRET oooooooooo
goooooooon
ooo
002/MNEW goooboobooogd
goood
003/BADAD 0O O O Advertise-
ment O 0O 0O OO
d
004/NOIP IPOOO0OOOOOO
mRN
005/RISMAST goooooooon
d
006/PRIORITY goooobogo
047/PPPOE PPPoE 001/SNA oooooooooo
goooooo
002/NAS goooooooon
goood
048/FILE gooo 001/DIR goooboobooogd
goooooooon
BRN
002/CREATE oooooo
003/DELETE oooooo
004/RENAME ooooooo
049/1PV6FILTER IPv6 0O OO0 001/FILT_PASS IPv6 0000000
goooooo
002/FILT_FAIL IPv6 0000000
goooooo

003/FILT_DUMP

iPv6 0000000
oooooogo

050/PKI

ooooo

PKIO Public Key
Infrastructured

001/PKI_CERT

PKIODOODOOO
O O PKI certificate
messagel]
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82

oo

002/PKI_CRL

PKIODOODOOOOO
OO0D0O0OO0OPKI cer-
tificate revocation
list messagel

003/PKI_OP

PKIDODODOOOO
goooooooon
0 O PKI operational
protocol messagel

004/PKI_MP

PKIDODODOOOO
goooooooon
O PKI management

protocol messagel

051/SYSINFO

oooooboodoogd
O

001/PS

ooooogd

002/FAN

oooooogo

003/TEMP

ooooogd

052/1PDNS

DNSOOOOO

DNSOOOOO

syslogO OO OO0

0 25:

00000000 syslog0DODOOOO000D00OO00O0OOO0OOSsyslogO0 000000000 OO0OOO

000000 syslogOOOO0OOOOO

0000000000000 O0O0syslog0 0000000000000 O00DO0O0OOO

ooooo syslog 00O
7 (CRITICAL) LOG_ALERT
6 (URGENT) LOG_CRIT
5 (IMPORTANT) LOG_ERR
4 (NOTICE) LOG_ERR
3 (INFO) LOG_WARNING
2 (DETAIL) LOG_NOTICE
1 (TRIVIAL) LOG_INFO
0 (DEBUG) LOG_DEBUG
0 26:

000000000 syslogDO0OO0OoOOooooO

000000000000o0o0O0OsyslogO 0000000000000 O0OOO0OODOOOOOOO
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od

oooooooo syslog0 OO 0000 oo
000/NULL LOG_USER Oooooooooooooooo
010/LIC LOG_USER ooooooo
011/AUTH LOG_AUTH oo
012/BATCH LOG_CRON oooo/00000
014/LPD LOG_LPR LPDOOOOOOOOO
001/REST LOG_LOCAL7Y ooo
008/EXCEP LOG_LOCAL7Y oooo
009/BUFF LOG_LOCAL7Y oooo
002/PINT LOG_LOCALSG 000000000 00OBRIOSYNOPORT O OO
004/DLINK LOG_LOCALSG O0000o0O0000ooodLAPBOLAPDO
003/CALL LOG_LOCALS5S ISDNOOOOACCOOO
005/VINT LOG_LOCALS5S O000o0O0000oooOgPPPOSLIPODFROODO
006/CIRC LOG_LOCAL4 Oooooooooooo bLcoOon
007/ATT LOG_LOCAL4 0000o0ooooo/0000
ooo LOG_USER oooooooooooog
0o 27
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ooooo

doogd

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
000000000 o0oo0oo0o00o0ooo0ooo0ooo00ooooooo/0000DOo0Oo
cobooooooboobooooooodooooboooooooooooobooooobooboooog
cooooooboooobooooooooooobooon

00000000000 000scpO.cfg 0000000000000 O00ODOOO0ODOO0ODOO0ODOO
000000000000 00.cfg00000000000000000O.scpOOOO0DODOOOOOOO
cobooooooooobooooboobooooogo

s (JO0000o0oooooooooooooobooooboogn

e OUIOOOOUOODOOUEDITOOOOO27000MMOOOOOOODO

EDI T nyscript.scp O

e ADDSCRIPTOOUOOOI80OOMSETSCRIPTOOOOO27200000000000000O
ooooo

ADD SCRI PT=si npl e. scp TEXT="show file" O

e LOADIDOOOO2400000000O0O0DOOOODDOOODOOODOOOODOOOO
ooo

LOAD METHOD=TFTP FI LE=basi c. scp SERVER=192. 168. 1. 3 DEST=FLASH 0O

m [J000o0booboboobooooo
e JOODODODDDODO ACTIVATESCRIPTOOOODO10800OO0ODOOOOOOO
ACTI VATE SCRI PT=gogo. scp O

e NOUOOOUOOSETCONFIGOOOOO250000000000000000000O000OO
ooooogd
e JUOODOOODOOOODODOOO

OO0ObootcfgD0OODO0DOODO0DODOODOODOODOOODOOOOODODOOOOOOODOOOOOOO
SETCONFIGOUOOO250000000000000000O00000O0O0ODDO

m JO00000000000O0000o0o0o0bo00oooooooobooooooboooooooboooon
0000000000000 0000000000000000000O0Obootcfg0OOO0OOOOO
ooooogd

m 000000000000 000000000000000O0Obootcfg0 00 DOO0OODOOOOODO
oooooooboooooooooood

OOOACTIVATESCRIPTOOOOO1080 0000000000000 O0OO0OOOUTPUT=LOGODO
coooooooooooooooobooooboooo

0 0000000000000 000000000000000 20DETAILOOOOODOOOOODOOOOOO
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ooooo

gooobooooobooooooon
m 0000000080000 000O0DO0ODO0OOOO
cooooooooboooboooooboooobooooogg

ACTI VATE SCRI PT=getargs.scp argl arg2 arg3 arg4 argb arg6 arg7 arg8 O

00000000000 10argl0O80arg80 000 %1l0%80 0000000000000 000000O
coooooooooooboooooooooon
oooooo0ooooooOooooO0UoOoooOooooo 4000000000

oo oo

%D O000000dd-mmm-yyyy 00O

%T O00O00O0O0hhmm:sssO0OO

%N O0O00O0O0SET SYSTEM NAMEO OOOOOOOOOO

%S O000O00OO0OSHOW SYSTEMOOOOOOOO0OOOOO0Oon

028 000000o0o0oo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O00o0oooO0oOo0ooooOo0ooooo0oooo0 1000%locoo0ooooooooooooooo
02000%200000000IPOOO0OOOOOOOUOOUOOOOOOOOOOOOOOOOOOOOO
oooooogo

s 000000000000000 IFTHENELSEENDIFOODOOOOODO

IF stringl {EQ NE} string2 THEN
comands. . .

ELSE
comands. .

ENDI F

ELSEOO0DDOOOO0DOO
EQUNEOODOOUOOUOOODOOOOOODOODOOO0OOODOO0ODOO0O0OOOOoOOoOoOOooOoOOoOO
0000ooooo0o0o000oooo00 THENOOOOOOOO ELSEDOOOOOOOOOOO0OO
IFTHENENDIFOOOOOOODOOOOODOOO

s 00000000000000000000WAITOOODOO41300000000000000000
ooooooooboooooon

VWAIT 5 0O

m J0000000000000000000SHOW SCRIPTOOOOO3620000000000

SHOW SCRI PT=nyscri pt.scp O

goooo CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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oooo

Ooon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooooooboooooooooood

cooooooooooooogo

od od

cpPuOOOO cPuOOOUOOOOOODOOOOODOODOOOOO

oooooogo ooooboooobooooobooobooboooooboooon

ooooooooooob oooobooooobooobooooobooboooobooobobooooon

ooooodgd ooboooooboobooooboogoood

ooooooooo oooboooboooooooooooobooooooooooobooon
oooodd

oooooogo ooooooooool1ooo00o0ooooooooon

oooood oooooooooooon

pooooooooobob ooooooooooboooboobobobobobdobooooooooboobon
coooooooooobooboooo

0 29:
0000000000000 00000o0oDoO0o0oO0o0D0ooooooo0oooo0ooDoOooooOon
000000000 000oS5000000000000000o000nm

m JO00do0ooooooooooboobocobobooobooobooooooooobooooooooboogn
ooo

ENABLE TRI GGER [

m [J0000dboobobooboooboboobooobooboob bbb boobo
e CPUDUDO 8O UDOODOOcpuwarnscp OO OO0 CPUDOOOOIOOONO
CREATE TRI GGER=1 CPU=80 DI RECTI ON=UP SCRI PT=cpuwar n. scp O
e JODDODDODOUD3WOIOUOOOmMemwarnscpUOOOOOOOOOOOOO20000
CREATE TRI GGER=2 MEMORY=30 DI RECTI ON=DOWN SCRI PT=nemnar n. scp O

e J0DDODODODUUOOfwmallscp0DOODOODOOODODODODOODOOOOODOODODOO30O
ooo

CREATE TRI GGER=3 FI REMALL=ALL MODE=START SCRI PT=nmmi |l .scp O
e J00IDODO0DOOOOC crashscp0ODOOOODOOODDOODOODODODODOOD400OOO

CREATE TRI GGER=4 REBOOT=CRASH SCRI PT=cr ash. scp 0O
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oooo

e J00ID0DODODODIOIOODOODODODOUODODODObemasterscp0 000000 OOODOO
ooosgoooo

CREATE TRI GGER=5 MODULE=VRRP EVENT=UPMASTER VRI D=10
SCRI PT=benaster.scp O

e 300000 patrolscp OO0 DDOOOODDOOOGBOODOO
CREATE TRI GGER=6 PERI ODI C=180 SCRI PT=patrol.scp O

e U0 1100 ppponscp0 0000 PPPOOOOODOODODODOOODOODOOYOODODO
CREATE TRI GGER=7 Tl ME=23: 00 SCRI PT=pppon.scp O

e PPPOODODOODCUOOIODOOUIODOLCPOOIDODODODOpppdownscplO00000
oooooooooooosooon

CREATE TRI GGER=8 | NTERFACE=ppp0 CP=LCP EVENT=DOMN
SCRI PT=pppdown. scp [

s 000000000000 0000000000 ACTIVATETRIGGEROD OO D109000000O
oooo

ACTI VATE TRI GGER=1 [

s J00000000000000000ADDTRIGGEROOOOO1240000000000

ADD TRI GGER=2 SCRI PT=second. scp [0

m 0000000000000 0O0CO0OO0O0OODELETE TRIGGERO OO OO173 0000000000
NUMBERDO D OUOODODOOODODODOODODOODOODOODODOOOOOOOO

DELETE TRI GGER=2 NUMBER=2 [

m JO0000000000O0DESTROY TRIGGEROOOOD1800 000000000

DESTROY TRI GCER=5 0

m J00000000000000SHOW TRIGGEROOOOO391 0000000000

SHOW TRI GGER=3 [

SHOW TRI GGER=3 FULL [
SHOW TRI GGER=3 SUMVARY [
SHOW TRI GGER=3 STATUS [
SHOW TRI GGER=3 COUNT [

goooo CentreCOM AR300/AR700 0 000 0DO0O000OOOOOO 2.3 | 87
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SNMP

SNMP

OOoooOSNMPOUOOOUOOOUOOOOOOOOOODOOODOOOOOOOOODOOOOIPOOOODO
oooooooooooo

SNMPOOOOOOO viewersDOOOooooQ
SNMPOOOOOO IPOODOO 192.168.10.5
SNMPOOOOOOOO IPOOOO 192.168.10.5

0 30:

192.168.10.1

192.168.10.2 192.168.10.4 192.168.10.6

192.168.10.3 192.168.10.5
(SNMP Manager)

—n e P
| 192.168.10.0/24 |

1. SNMPOOOOUOOUOOOUOOODOOOOUOOOOOOOO0OO0OOOOOOO SNMPOOOOO
cobooooooooooobooooogod

ENABLE SNWVP [
ENABLE SNVP AUTHENTI CATE_TRAP [

2. SNMPOOO0OO0ODDOOOODOOODOOODDOODOUOODOODODOODOOODODOODOviewersdD
ooooogoooon

CREATE SNWVP COVMUNI TY=vi ewer s ACCESS=READ [

U 0o0oo00o0o0oooooooooOoOo0ooOooo0ooooooooo

0 000000000 SNMPOOOOOODO0OOOO0OO0OOODOOOOOOOOOOOODOOOOOODOO
ooooooooooooooooooooooooooodooooonooooooooooooaon
gooooooooooooooodooooboooO0ooo0oooooooooooooOooDoooo0o0n
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SNMP

gooooodoo

0O 00000000000 o SNMPOOODOOOOOODOODOOODOODOODOOOODOOOOOO
O000000public00000OO0D0OO00DOO0O0DOOO0ODOO0ODOOprivateD00DOO0O0DOO
goooooo

3. SNMPOOOOOOOOviewersDOOOOODOODODODOODOOOODOODDOODOODOODOOODOOO
oooooooOoooooooo SNMPOOOOOODOOOOOODOOOOOOOOOOOOOO
coooboooooooooooooo

ADD SNVP COVMMUNI TY=vi ewer s TRAPHOST=192. 168. 10. 5
MANAGER=192. 168. 10.5 [

4, OviewersDOOOOOOOOOOOOOOOOOOOOOOOOOODOOODOODOOOOO

ENABLE SNMP COMMUNI TY=vi ewers TRAP [

U 0DoooooooOooooooooooooooooo

oooooooooo
OO0O00OO0OOSNMPOOOOOOO192168.10500 00000 MIBOOODOOOooooooooooo
O0oOoooooSNMPOOOUOOOOOOOODOOOOODOOOOODOOOO

m (0000000000000 O00O00O0OADD SNMPCOMMUNITYOOOOO1190000
00000000000 000000O0O0viewersDOOOODODOO192.168.10.100 0000000
0192.168.10.100 000000000

ADD SNVP COVMUNI TY=vi ewer s MANACER=192. 168. 10. 10 TRAPHOST=192. 168. 10. 10 O
s 00000000000 000000000000O0CREATE SNMP COMMUNITY 00000140

00000 ACCESSUOUOOOOOWRITEDODOOOOOOACCESSOODOOOOOOOoOoOoooo
O0O0O0OREADOOO M

CREATE SNVP COVMUNI TY=adm ns ACCESS=WRI TE MANACER=192. 168. 10.5 O
m 000 SNMPOOOOODOOODOOOOODOOOOODOOODOOOOODOOOOODOOOOOOOO

OSNMPOOOOOUOOOOODOOODOOOODDOOOOOOODOOODODOO OPEND open accessd OO
OooooyYESOOOOOODOOOOoooOoooo

e IIOOIDOOOUDOODO OPEN=YESOUOOODOODO OPEN=NOOOOOOO
CREATE SNVP COVMMUNI TY=vi ewer s ACCESS=READ OPEN=YES [

e OUIOODOOOUDOODO SETSNMPCOMMUNITYOOOODO2750000000000

SET SNVP COVMMUNI TY=vi ewers OPEN=YES [
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SNMP

s SNMPOOOOOOOOOOOSHOW SNMPOOOOO367000M0MSHOW SNMP COMMUNITY
ooooo37oooooooooon

SHOW SNWVP [
SHOW SNVP COMMUNI TY=vi ewers [

m J00000/0000000000000000000000000O0O0O00O0OOOOOOOOOO
O0OOOOENABLE INTERFACELINKTRAPOOOODmMOOODOOOOOOO 340000000000

ENABLE | NT=ppp0 LI NKTRAP [
ENABLE | NT=fr0 LI NKTRAP O

m J0000000000000000 SHOWINTERFACELD OO M Ooooooooooo 880
oooooogo

SHOW I NT=fr0 0O
m 0000000000system.ssysNameOOO OO OOOO SETSYSTEMNAMEOOOOO28100
oooooogo

SET SYSTEM NAME=hqgw O

d0000oO0O0o0oO0O0o0oO00oOoO0OO0OO0O0OOOODNSOODUODOODUODUOODOOODOOOoOoOoOoOoOoooooo
OD000000gw.example.comOOOOOOOOOTELNETODOOOO4080 00 000 TELNET bulbulO
O00000000000000000bulbulDO00O00example.comOO O OO 0 bulbul.example.comO
0000 DNSOOOOouooooo

m 000000000system.sysLocation.00O 000000 SETSYSTEM LOCATION OO 000280
goooooogoo

SET SYSTEM LOCATI ON="8F, TTC Bl dg" O

m J000000000system.sysContact.000 000000 SETSYSTEM CONTACTO OO O O278
oooooooooo

SET SYSTEM CONTACT="Dai suke Arai (Ext 2602)" O
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NTPO Network Time ProtocolDD 0 0000000000000 NTPOOOOOODOOOODOODOOOO
0000o000o0o00oo0ooo0ooo00oo000o000o0o00D0o0000O00ONTP
pcooooooooooo

oood

NTPOOOOOOOOOOOODODOOOO0OOO0OO0OO0O0OOO0O0O0000000O0O00O0O0000000
ooooliPOOoOOOODOOOO0OOOOOOO

NTPOOOOO IPOOOO 192.168.10.5
oooooooutcooooooooo JSTO +9:00:000

1. NTPOOOODODOOOODOOO

ENABLE NTP O

2. NTPOOOOO IPOOOOOOOOOUOOOOOUOODIO0OOOOOOOOOO

ADD NTP PEER=192.168.10.5 [

3. JooUoooouTCOUOUOUoOOoooUoOooOoONTPOODOOOOOOOOO UTCODOODO
oooo0ooo0oooooOoooooooooooooooolsTog uTCcoo 9ooooon
oooooooooooboogd

SET NTP UTCOFFSET=+9: 00: 00 [

coboboooooboooooooooooooooooooooooooooodg

SET NTP UTCOFFSET=JST 0O

4, JOOONTPOOOODODOOOODDOOOODODOOO

RESET NTP 0O

oooooooooo
0000000000 NTPOOOOOOOOOOOOOODOOOOOOODOOOOOOOOODOOOOO
oooo

m 00000 SHOWTIMEOOOOO3000000000000

Manager > SHOW Tl VE

Systemtinme is 11:17:41 on Tuesday 03-Jul -2001.

s NTPOOOOOOO SHOWNTPOOOOO3400000000000
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NTP

Manager > SHOW NTP

St at us . ENABLED

Host Address : 192.168.10. 169

UTC of f set : +09: 00: 00 (JST)

Last Updat ed :11:19: 38 on 03-Jul -2001
Last Delta . +0.94

Confi gured Peer

192.168.10. 5

Count ers

Packet s Sent ;0000000002
Packet s Received ;0000000002

Packets w head error : 0000000000
Packets w data error : 0000000000

ggoobobboooobooog

ASIA +8:00 Asia
ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time
CHINA +8:00 China
GMT +0:00 Greenwich Mean Time
UK +0:00 Greenwich Mean Time
HK +8:00 Hong Kong
JST +9:00 Japan Standard Time
MET +1:00 Mid-European time
NzZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore
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NTP

TAIWAN +8:00 Taiwan

uTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

032000000000
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Secure Shell

Secure Shell

Secure ShellDSSHO O OO OOOOODOODOOODOOOOOODOODOODOOOOOOODOOOOOOOO
coooooooboooooooooooooobobooooooooboooobooboooooooboooon
ocoooooooooooooooboobooooogo

0O SSHO ARoO0 0 0O0O0O0O00OO0OOooOo

000 TelnetOOODOOOOOO0ODOOOODOOOOOOOODOOOOODOOODOOOOOOOOOODOOO
0000000000000 TelnetOODO SSHOODODODODOOODOODOOOO
oooosSssHOOOOOoOooOOoOooOoooOooooooooo

e SSHOOODOOSSHOOOOOO

e [10512020480 000 RSAOIOOOIOOOOODOOOOODOOODOOOOODOODOOODOOO
oooooooooooboogd

e OUIOODOODDOODOODOUDOODOODODESOOO

e JOOOOODOOOODOOOOODOOOODOODOODO

oood

O0o00o0oOoosSSsHOOOOO0192168.150000 SSHOOODOOOOOoOoooooooooooo
ooooooooood

gooooo

O0oO0oo0o0bD 200 RSAODOODOOOOOOOOOOOOOOOoOOOO

1. 0000000000000 00000000000 Security Offcer0000000000O0OOO
coobooooooooooooooooooboooooooooooooooooooooogg
0000000000000000000000000000 Security Officer0 00000000
oooooooooooooon

ADD USER=secof f PASSWORD=Passwor dS PRI VI LEGE=SECURI TYOFFI CER [

2. D0OOOOHostKeyD DO OOOOODOOOOOODOOOOORSADODOOOOOOOOODODOO
10240 00000SSHOOOOOOOOOOOOODOO0OO0OOOOOOOOOODOOOoOOO
coobooooboooooooooooooobooooooooooooobooooooooogg
ooooogooo

CREATE ENCO KEY=1 TYPE=RSA LENGTH=1024 DESCRI PTI ON="M/ host key" 0O

3. DOO0OO0OOD0ServerKeyD D OOOOOOOOOOOO SSHOOOOOOOOOOOODOOODOO
OO0 RSAOOOO0OOOOOOOOOO0OOOOOO0OOOOOO0ODOOO0OOOOOOOOOOO
O0oOoooOosl20000000000000000 1280000000000000O00OO

CREATE ENCO KEY=2 TYPE=RSA LENGTH=768 DESCRI PTI ON="M/ server key" 0O
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Secure Shell

m 00000065530 0000000000000000000000O0O0O0DOOOODDOOOOO
OUOOUOOOOODESCRIPTIONOOOOOOOOOOOOOOOOOOOOOOOOOODOODOOOODO
000000000 SHOWENCOKEYODOOUDmMOoOooooo 4o00o0ooooooooooo
oooooogo

m RSAODODOODOODOOODOOOODOOOOOOOO0DOOODOOOOORSA Key Generation process
started. 0000 0000000000000 O0OOOO0O0O0OOOOO0OOOOOOO CPUOOOOOO
00000000000 00000000000000000000000000ORSA Key generation
process completed.0 00000000

m 000000000 SHOWENCOKEY OO OO M OOOOOOO 4000000000000

SHOW ENCO KEY [
SHOW ENCO KEY=1 [

m 000000000000 00000ENABLESYSTEM SECURITY_-MODEO OOOO2250000
00000000000000 Security Officer000000000000DO0DO0O0O0O0OO0OOOOOO
0000000000000 0000000000000000000000 Security Officer00 00
coooooooboooooooooooooobooooooooobooooboooooooooboooon
poboooooooooboooooon

ENABLE SYSTEM SECURI TY_MODE [

ooooooooooUooOoooooooOooOoosSSsHooooooOooOooooooooooooooo
coooooooboooooooooooa

s (00001000000 0200000 SSHOoOUOOOOoOOoOOooOOo

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 [J

s 000000000000000000000000000000000000000O00EXPIRYTIME
0000000000000 000000000EXPIRYTIMEQDODODOOOOOOOOOMOOOOOOO
O0o00oo00o0oo24000100000000000000O00DOO0DOOO

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 EXPI RYTI ME=24 [

U 0DoooooooooOo0oo0o0oO0o0ooO0o0OOoOo0O0oO00O0o0oO0OoO0O0oOoO0OoO0ooO0ooO0oOoooon
gboooooooooooooooo

O sSHOOOOOOODODODOOODOOOOD TelnetOOODOOOODOOOOOOOODDO

m SSHOOOOOOOOOOOoOoooSHOWSSHOOOOOo3720000000000
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SHOW SSH [

SSHOOOOOOOOoOooOoSSHOOOOoOO ADDSSHUSERO OO OO121000000000SSH
oooooooOoooooooUoosSsHOoooOOoOoOoOooOoooooosSsHooooooooooo
ooooooooooooooooooo
ssHOOOOOOOOoOooooOoooooooooooooooooooooooooooooooooo
00000000 USEROOOO0OO0OOO0OOO0O0oOoooOoOoSSHooooooooooooooo
oooooooo0oooooooooo0oo0oooooUoooooOooooo ssHoOoooooo
oooood
ssHOOOOOOOOOooOOooooooOooOoooooooooooooooooooooooooo 20
ooooogd

e JOOOOOODOOOOOOOOOOODOOOODOOOOOON
e RSAOODDOODUOODOODODOODO

l000oooo0ooooo0 100ooo0ooooo

ooooodgoon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooSssHOoOOoOOoOooUOoOooOooOoooooooooooooooooooooooooooo
cooooogo

s JO00o0ooogo

ADD SSH USER=kur o PASSWORD=t est passwdl [

O00oUooooOooooooooooooooooOoSSHOOOUOOOUSERODOOOOOOOOoooO
Oo0o0ooUooooooooooooU0oooooo0oUoOoooUOoO0oUOUOO0DOn USER
OooOooosSsHOOOOO USEROOOOOOoOooOOo

m Manager0 OO OOOoOooooOnO

ADD USER=shi ro PASSWORD=t est passwd2 PRI VI LEGEEMANAGER [
ADD SSH USER=shi ro PASSWORD=t est passwd2 [

U0 0000000000000 00000000000oADDUSEROODOOO1I2600000000000000
000000 SssHoOOoOOoOOooOoo0ooOO0o0o0oo0oo0o00o00o0o00D0o0oU0o0oooOooO0oooo
O00D00D0O0ODO0O0ODO0ADDSSHUSEROOODOO12100000 PASSWORDOOOOOOOQOOooooQ
ooooosSsHOOoOOoOOoOoOooOooUOooOooooooooo

m SSHOOOOO SHOWSSHUSERUO OO OO3820 0000000000

CentreCOM AR300/AR700 0000 DOOOO0DOOOD 2.3 gooogd
J613-M0274-00 Rev.K



Secure Shell

SHOW SSH USER [
SHOW SSH USER=shi ro O

RSAOOOOO

RSAOOOOSSHOOOOOOOOOOO RSAOOOOOOOOOOOOOOOOOOOOOOOOOO
oooOoossHoOOOOOooOoooOoooooooooooooooooooooooooo
RSAOOOOOOOOOOOSSHOOOOOOOOOOOOOOOOOOoOoOOoOooooooooooo
ooosSsHOOOOOOOooOOoooOooooooooo

m J000SSHOOOOOUOOOOOOOO0OO0OoOoooooooooO CREATEENCOKEY OO
O0mooooooo180ooo0oooooooooooooo

1. RSAOOUOOUOO0OO0OOOOOS1200000000000000001024000000000
ooboboooooooooooooboooooboooooogooooooooon

CREATE ENCO KEY=100 TYPE=RSA LENGIH=1024 [

2. JO00O0OOOoU0OOoUOoOoOoSSHOOOOOOOOOOOOODOoOOoOOooOoOOoOKEYODOOOOO
O000000ooooOo0O0FILEOOOOODODODOOOO0OO0OOO0O0O0ODOOO0O00000000
O000000.keyOOOODOOODORORMATOOOOOOODOOODODOOODODOOODOOOO
oooSssHOOoOoOoOoSSsHOoOoOooOoOo

CREATE ENCO KEY=100 TYPE=RSA FI LE=pot e. key FORVAT=SSH [

m 000000 PCOOOOOOOSSHOOODOODOOOODO ssh-keygenOOOOOOOOOOOO
cooooooobooooooooboooooobobooooooooooooboooooooooboooon
0000000000000 0000000o0oo0oooooooossh-keygenO D000 0OMM

pote@l i ent pc: "> ssh-keygen -C pote@lientpc

Generating RSA keys: Key generation conplete.

Enter file in which to save the key (/honme/pote/.ssh/identity):
Enter passphrase (enpty for no passphrase):

Enter sanme passphrase again:

Your identification has been saved in /hone/pote/.ssh/identity.
Your public key has been saved in /hone/pote/.ssh/identity. pub.
The key fingerprint is:

€9: 0e: 68: 2a: 8a: a3: 75:dd: f1:61: 37: 09: fc: f6: a3: b2pote@l i ent pc

s 0000000000000 0DO0O0000O0DOO00O0O0O0SSHOOODOOOOOOOOOTFTP
cooooooooooooogo
ooooodgd

1. J0O0O0O0OoU0oOooOooUOOoOuPLOADOOOOO4ll00000U0OUOOUOOUODOODOOOOO
OO0 TFTPOOO0OO0OOOOOOO0OOOOOO TFTPOOODOO IPOOOODO 192.168.10.5

goooo CentreCOM AR300/AR700 0000 DOOODOOOOO 2.3
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ooooo

UPLOAD FI LE=pot e. key SERVER=192.168.10.5 [

ooooooopPCOOOOOOOTFTPOOOOOODOOOODOOOO TFTPOOODOOOOOO
oooOoOoOTFTPOOOOOOOOODOOOTFTPOOOOOOOOOOOOOOOOOOOOOO
00000000000oO0O.keyODO0OO0OODOOODOO

ooooo

1. O0SSHOOOOOO LOADOOUOOO23400000000OoTFTPOOOOOOOOOOOO
coooboooooooooooooo

LOAD FI LE=pot e. key SERVER=192. 168. 10. 5 DESTI NATI ON=FLASH [

2. 000000000000 OOU0O0OUOO0OO0O0OOO0OCREATEENCOKEYDOODODMmMOOOO
000 1800000o0o0ooo0ooooOoooooooon

CREATE ENCO KEY=100 TYPE=RSA FI LE=pot e. key FORVAT=SSH [

0O CREATEENCOKEYUOU OO OOOUOOOD 1800000 FILEOOODOODODOOODOOOOO
goooooooooooooooooooboOoOoO0ooOo0oooooooooooooooooOn
O00O0OKEYOOOOOOOOOOOOOOOOOOOoooOooooooooo

3. SSHOOOUOOOOUOOOOoooOoooooooooooo KEYODOOooooooooooo
ooooogooon

ADD SSH USER=bot e KEYI D=100 0
Manager 000000000000

ADD USER=pot e PASSWORD=t est passwd3 PRI VI LEGE=MANAGER [
ADD SSH USER=pot e KEYI D=100 O

0O RSAOOUOOOOODADDUSEROUOODO12600000 PASSWORDODOOOOGOOooooo
000000000000 00DDO000DO0O00DDO TelnetDOODOODOOOOM

m SSHOOOOO SHOWSSHUSERUO OO OO3820 0000000000

SHOW SSH USER [
SHOW SSH USER=pote O

SSHOOOOOOOODOOO

s JO0000o0o0oooooooooooogooooooooooooooodg
oooooooooo
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SSH 192. 168. 10. 1 USER=shi ro PASS=t est passwd2 [
RSAOOOOO

SSH 192. 168. 10. 1 USER=pot e KEYI D=100 O

0 0ooosSsHOOOoOoOooOooOoOooOoooooOooOooooooo0oooooooooooo

Host key not recogni sed - saved as ssh. key
SSH. Sessi on cl osed.

ooooooooooOoSssHOOoOooo SssHoOooOOooooooooooooooooooooooo
0000000000000 000000000000000000000o00oooOsshkeyooooo
O0o0o0oooooooUooUooooooooooosSSsHooooooooooooooooooo
SSHOOOOOOoOOoOoooooooooo

CREATE ENCO KEY=10 TYPE=RSA FI LE=ssh. key DESCRI PTI ON="SSH server’s
host key" FORMAT=SSH [

pooooooooooboooobooboooobooooboooooboboooooooonoog

m (000000 PCOOOOOOOPCOOSSHOOOOOODOODOODOOOOOOOOOoOoOooooO
oooooOooOoUooOoUooOoUooUooOoooOoOoooOoooOoooOo SSHoOoooooooooo
cooooooboooobooooooooooobooon

0 00o0O0o0o0o0o0oo0ooDbESO0O0O00O0O00O0OO0OO0O0OO0O0OO0O0OOOOO0OODOOO0OOO
00o0o00o0o0o0oo00oo00o00oo0O0oo0oOo0oo0UDbESODOODOOUO0OOO0DODOOODOOOOoOOO
goooooood

m SSHOOOOOOOOO SHOW SSHSESSIONSOOOOO3800o0ooooooooon

SHOW SSH SESSI ONS [

m CREATEENCOKEYOOOOMmMOOOOOoOO 18ooooooooooooooooooooooo
0000000000000 U00O0D0OUO0OO0OOCREATECONFIGD OO OO13200000000000O
oooU0oooooUoU0OoOoOooOObOO0ENCODOOOOOOOOODOOOOOOODMOoOoOoooo
0000000000000000000000000000000000000000000O0 Security
OfficerC0 0000000000 D0OOO00ODOOOODOOOOOOOOOOOO

m SSHOOOOOOOOOOOOOOADDSSHUSERDOOOOO12100000 SSHOOODOOOOO
oooooooOoooooooossHooooooooooooooosSsHOooooooooooooo
O00000o0o0o0oo0oo0o0o0oOSHOWSSHUSEROOOOO382000000000000
OoooOoooOoooooossHooooOoooooooooomssHoOooooooouoooooo
SSHOOOOOOoOooooooo
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m SSHOOOOOS0000000000000000000000000O0000O0O0OO0OO0OO
O0o0oooUoo0o0oo0o0o0o0ooo0o0oO0oo0o0oo0oDO0n ENABLESSH USERD
000022 00000000000000000

ENABLE SSH USER=car el essuser 0O

m SSHOOOOOOOOOOO SHOWSSHUSERODOOOO382000000000000

SHOW SSH USER [
SHOW SSH USER=car el essuser 0O

m SSHOOOOOOOOOOOOOooSSsHOOOooOoooIiPOOoOooOooooooooooooooooo
O0OOOADDSSHUSERDO OO OO121000MmMSETSSHUSERO OO OO277000 00 IPADDRESSO
MASKOOOOOOOOOOOOoooooooooosSSHOoooooooooooooooooooo
OO0 pote0OOOIPOOODO 1921681010000 0000000000000 0000O0DOO0OO0OO
oooood

ADD SSH USER=pot e PASSWORD=passpot e | PADDRESS=192. 168. 10. 100 O

O0000000000000000000 192.168.10.0/24000000000000000000O
ADD SSH USER=pot e PASSWORD=passpot e | PADDRESS=192. 168.10.0

MASK=255. 255. 255. 0 [
m 000000 SSHOOODODODODOOODOOOSSHOOOOO40600000O00O0O0OOOOOOOO

ooooooooooooboogd

SSH 192. 168. 10. 5 USER=pot e PASSWORD=passpote 0O

RSAOOUOOOOOCREATEENCOKEYODOODOD M OOOOOOO 1800000000000 0O0OO
oooooooooooboooobobooon

SSH 192. 168. 10. 5 USER=pot e KEYI D=10 [
m JO00000000000O00000b0000o0ooo0ooooogoooooboooooboooooon

000000000 ManagerJODOOOO0OO0O0O0OO0O0O0O0O0O0OOO0OO0OO0OOSSHODOOOO Manager
ooooooooooooooooooomsSsHOoooooooooooooooo

SSH 192. 168. 10. 5 USER=pot e PASSWORD=passpot e COMVAND="show firewal |

event =deny" 0O

m SSHOOOOOOOOOSSHOOOOOOOOoooooooooo

e SSHOOODOODOODOODOOOOO
e SSHOOUDOUOOODOOUOO
e SSHOOODOODOODOODOOOOO
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oooogooogon

Dobooooggnd

oooo

DISABLEHTTP SERVER . . . . . . . . 182
EDIT 207
ENABLEHTTP SERVER . . . . . . . . e 210
HELP . . . 231
LOGIN . . o 237
LOGOFF . . 238
RESTART . . . . e 253
SETHELP . . . 256
SETSYSTEM CONTACT . . . . . . e 278
SET SYSTEM DISTINGUISHEDNAME . . . . . . ... . . . 279
SET SYSTEM LOCATION . . . . . e e 280
SETSYSTEM NAME . . . . . . 281
SET SYSTEM RPSMONITOR . . . . . . . e 282
SET SYSTEM TERRITORY . . . . . . 283
SETTIME . . . 285
SHOW BUFFER . . . . . . 307
SHOW CPU . . . . 310
SHOW DEBUG . . . . . . 311
SHOW EXCEPTION . . . . . . 313
SHOW HTTP SERVER . . . . . . . e 324
SHOW STARTUP . . . . e 384
SHOW SYSTEM . . . . . 385
SHOW TIME . . . . . 390

cooooooboooooon

ACTIVATE FLASH COMPACTION . . . . . . e e 107
CLEARFLASH TOTALLY . . . . . e 129
CLEARNVS TOTALLY . . . e 130
CREATEFFILE . . . . . 133
DELETEFFILE . . . . . 160
DELETEFILE . . . . . 161
DELETE NVS . . . 167
DUMP . 203
DUMP NVS . 205
MODIFY . . 241
MODIFY NVS . . 242
ooooo CentreCOM AR300/AR700 0000 ODOOO0ODOOO 2.3
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RENAME . . . . 249

SHOW FFILE . . . . 317
SHOWFILE . . . . 319
SHOW FLASH . . . . 321
SHOW FLASH PHYSICAL . . . . . 323
SHOW NVS . . 356
SHOW NVSFREE . . . . . . . 358

oooooooooo

CREATECONFIG . . . . . . e 132
SETCONFIG . . . 255
SHOW CONFIG . . . . . 308

oooooooooo

ADD ALIAS . . 110
DELETE ALIAS . . . 159
SHOW ALIAS . . . 306

pcooooooooooo

ADD USER . . . . 126
DELETEUSER . . . . . . . 174
DISABLEUSER . . . . . . e 200
ENABLEUSER . . . . . . e 228
PURGEUSER . . . . . e 247
RESETUSER . . . . . . e 252
SETPASSWORD . . . . . 271
SETUSER . . . . 303
SHOW USER . . . . . 400
oooooo
ADD RADIUSSERVER . . . . . . 116
ADD TACACSSERVER . . . . . 123
DELETERADIUSSERVER . . . . . . . . 168
DELETETACACSSERVER . . . . . . . e 172
SHOW RADIUS . . . . . 360
SHOW TACACS SERVER . . . . . . 388

cooooooboooooon

DISABLELDAP DEBUG . . . . . . . . 183
ENABLE LDAP DEBUG . . . . . . . . 211
LOAD . . . 234
PURGE LDAP . . . . 243
RESET LOADER . . . . . e 250
SET LOADER . . . . . 258
SHOW LDAP . . . 328
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SHOW LDAP REQUEST . . . . . . . e e 330

SHOW LOADER . . . . . 332
UPLOAD . . . 411
oooooo
DELETE INSTALL . . . . . e 162
DESTROY PATCH . . . . . e 177
DISABLE FEATURE . . . . . . . e 181
DISABLE RELEASE . . . . . . . 190
ENABLEFEATURE . . . . . . . . 209
ENABLE RELEASE . . . . . . . 218
SETINSTALL . . . 257
SHOW FEATURE . . . . . . 315
SHOW INSTALL . . . . 326
SHOW PATCH . . . . 359
SHOW RELEASE . . . . . . 361
ooooo
DELETEMAIL . . . . 165
DISABLE MAIL DEBUG . . . . . . . . 188
ENABLE MAIL DEBUG . . . . . . . . 216
MAIL . . 239
SET MAIL . . . 267
SHOW MAIL . . . 351
ooooooo
ADD USERRSO . . . . . . 128
DELETEUSERRSO . . . . . . . 175
DISABLE SYSTEM SECURITY_MODE . . . . . . ... ... .. . . 197
DISABLEUSER RSO . . . . . . . 201
ENABLE SYSTEM SECURITY_MODE . . . . . .. .. ... . . . i 225
ENABLEUSERRSO . . . . . . . e 229
SET MANAGERASYN . . . . . 268
SHOW MANAGER ASYN . . . . . 353
SHOW USERRSO . . . . . . 404
oo
ADD LOG OUTPUT . . . . e e 111
ADD LOG RECEIVE . . . . . 113
CREATE LOG OQUTPUT . . . . . . e 135
DELETE LOG OUTPUT . . . . . . . e e 163
DELETELOGRECEIVE . . . . . . . 164
DESTROY LOG OUTPUT . . . . . . e e e e e 176
DISABLELOG . . . . . . 184
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DISABLE LOG GENERATION . . . . . . . . e 185

DISABLELOG OUTPUT . . . . . . e e e e 186
DISABLELOG RECEPTION . . . . . . . . e 187
ENABLELOG . . . . . . e 212
ENABLE LOG GENERATION . . . . . . . e 213
ENABLE LOG OQUTPUT . . . . . . e e e e 214
ENABLE LOG RECEPTION . . . . . . . . e 215
FLUSH LOG OUTPUT . . . . . e e e e e e e e 230
PURGE LOG . . . . . . 244
SETLOG OUTPUT . . . . . e 260
SET LOG OUTPUTFILTER . . . . . . e 262
SETLOGRECEIVE . . . . . 264
SETLOG UTCOFFSET . . . . . . e e 265
SHOW LOG . . . . . 335
SHOW LOG COUNTER . . . . . . . e 339
SHOW LOG OQUTPUT . . . . . e e e e 342
SHOW LOG QUEUE . . . . . . . 345
SHOW LOGRECEIVE . . . . . . . e 347
SHOW LOG STATUS . . . . . e 349
ooooo
ACTIVATE SCRIPT . . . . 108
ADD SCRIPT . . . 118
DEACTIVATE SCRIPT . . . . . e e e 158
DELETESCRIPT . . . . . e 169
IFTHENELSEENDIF . ... .. . . 233
SET SCRIPT . . . 272
SHOW  SCRIPT . . . . 362
WAIT 413
oooo
ACTIVATE TRIGGER . . . . . . e 109
ADD TRIGGER . . . . . 124
CREATETRIGGER CPU . . . . . . . 142
CREATE TRIGGER FIREWALL . . . . . . . e 144
CREATE TRIGGER INTERFACE . . . . . . . . e 146
CREATE TRIGGER MEMORY . . . . . . . . e 148
CREATE TRIGGER MODULE . . . . . . . . . . e 150
CREATE TRIGGER PERIODIC . . . . . . .. . e 152
CREATE TRIGGER REBOOT . . . . . . . . e 154
CREATETRIGGERTIME . . . . . . . . 156
DELETETRIGGER . . . . . . . 173
DESTROY TRIGGER . . . . . . . 180
104 | CentreCOM AR300/AR700 0000 ODOOOOOOOOO 2.3 ooooo

J613-M0274-00 Rev.K



DISABLETRIGGER . . . . . . . 199

ENABLETRIGGER . . . . . . . . 227
PURGETRIGGER . . . . . . 246
SETTRIGGER CPU . . . . . . 286
SET TRIGGER FIREWALL . . . . . . e e 288
SET TRIGGER INTERFACE . . . . . . . e 290
SET TRIGGER MEMORY . . . . . . 292
SETTRIGGERMODULE . . . . . . . . e 294
SET TRIGGERPERIODIC . . . . . . . e 296
SET TRIGGER REBOOT . . . . . . . s 298
SETTRIGGERTIME . . . . . . 300
SHOW TRIGGER . . . . . . 391
SNMP
ADD SNMP COMMUNITY . . . . e 119
CREATE SNMP COMMUNITY . . . . . . e e 140
DELETESNMP COMMUNITY . . . . .. e 170
DESTROY SNMP COMMUNITY . . . . . e e 179
DISABLESNMP . . . . . e 191
DISABLE SNMP AUTHENTICATE.TRAP . . . . . . . . 192
DISABLE SNMP COMMUNITY . . . .. e 193
DISABLE SNMP COMMUNITY TRAP . . . . . . . e 194
ENABLESNMP . . . . e 219
ENABLE SNMP AUTHENTICATE.TRAP . . . . . . . . e 220
ENABLE SNMP COMMUNITY . . . . . . e e 221
ENABLE SNMP COMMUNITY TRAP . . . . . . . e e 222
SETSNMP COMMUNITY . . . . . . e 275
SHOW SNMP . . . 367
SHOW SNMP COMMUNITY . . . .. e e e 370
NTP
ADD NTPPEER . . . . . . 115
DELETENTPPEER . . . . . . . . 166
DISABLENTP . . . . o 189
ENABLENTP . . . 217
PURGE NTP . . . . e 245
RESET NTP . . . . 251
SET NTPUTCOFFSET . . . . . . 269
SHOW NTP . . o 354

ooooooooo

CONNECT . . . . 131

CREATESERVICE . . . . . . 138

DESTROY SERVICE . . . . . . e 178
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DISABLE TELNET SERVER . . . . . . . . . . e 198

DISCONNECT . . . . e e 202
ENABLE TELNET SERVER . . . . . . . . . e e, 226
RECONNECT . . . . . e 248
SETSERVICE . . . . . 274
SET TELNET . . . . . o e 284
SET TTY o 302
SHOW SERVICE . . . . . . e 364
SHOW SESSIONS . . . . . . 366
SHOW TELNET . . . . . . o e e e 389
SHOW TTY . . o e s 396
TELNET . . . 408
Secure Shell
ADD SSHUSER . . . . . . 121
DELETESSHUSER . . . . . . . . e e 171
DISABLESSH SERVER . . . . . . . . 195
DISABLESSH USER . . . . . . . e 196
ENABLESSH SERVER . . . . . . . 223
ENABLESSHUSER . . . . . . . 224
SETSSHSERVER . . . . . . 276
SETSSHUSER . . . . . e 277
SHOW SSH . . . . 372
SHOW SSH SESSIONS . . . . . . e 380
SHOW SSHUSER . . . . . . . e e e e 382
SSH . . 406
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ACTIVATE FLASH COMPACTION

ACTIVATE FLASH COMPACTION

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ACTI VATE FLASH COVPACTI ON

g0

googooooooboooboboooboobbobbooboobnbooooboo
0000000000000 000000000OFlash compaction successfully completed. 00 0000
goomoobobooboobbooobooooboob bbb bbb boub b o
goooooogoobooooboooboobbobbooboobobooboboobboobbobbooo
gooo

gooooggoo

Manager bul bul > activate flash conpaction

Info (1031260): Flash conpacting. ..
DO NOT restart the router, or power down until conpaction is conpleted.

Manager bul bul >
Info (1031261): Flash conpacti on successfully conpl et ed.

goooogn

coooooobooooooooboogooooobooooooobooooooooboooooooboogg
cooooooooooooogo
pobobooooobooobooooooodooooboooboooooooooboooobobooooboooog
coooooooboooboooobobooon

goooog

SHOW FFILEO 3170000
SHOW FLASHO 3210000
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ACTIVATE SCRIPT

ACTIVATE SCRIPT

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ACTI VATE SCRI PT=fi | ename [ OUTPUT={LOG}] [ paraneters]

filename: 00 OO0 OOO0OO.scp O.cfgd
parameters: 0000 0000000000000 000 800000000000 OOO%10%80 000000

00

ooooooooooooogd
goooog
SCRIPT 0000000 O00DOOO0DOOO.scpOOD.cfgl0OO00OO0OOOOO.scpOOO0OODOO

OUTPUT 0OO0OOO0O0OO0O0O0OOO0OOO0OOO0OOOOOOOOOLOGLOOOOOOODOOOOOOOOO
OoooooTTYDOOoOOoOoOOoooooooo

o
000200000000 sendmail.scpd0 00000

ACTI VATE SCRI PT=sendnai | . scp "soneone@onewhere. xxx" "war ni ng"

goooogn

OUTPUT=LOGUOOOOOOOOOOOOOSHOWLOGUOOOOOOOOOoOoooooooooo
0000000000000 0000000000O0SEVERITYOD 2000000000000000OO
ooooooooooo30ooooooooooooooooooooooLoooooooooOn

goooog

ADD SCRIPTO 1180 000
DEACTIVATE SCRIPTO 158 00 OO
DELETE SCRIPTO 1690000

SET SCRIPTO 2720000

SHOW SCRIPTO 3620000
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ACTIVATE TRIGGER

ACTIVATE TRIGGER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ACTI VATE TRI GGER=tri gger-id

trigger-id: 00 00 000101000

00

oooooooooboooooboooo
O0OOOO0OOUOODISABLETRIGGERO OO ODOOOODOOOODOOOODOOOODOOOOOOODOOO
TEST=ONOOOOOOOOOOSCRIPTOOOOOOOODOOODOOODOOODOOODOOODOOOOOO
TEST=ONOOOUOOOOO0OOO0OO0O0OOO0OO00OO0OO0o0o0oooooooooom
00000oooooo0o00oooooO0O00oooo0O000000 REPEATOOOOOOOOOOO
ooooooooood

goooog

TRIGGER 0OOOOOO

o
0000020000000

ACTI VATE TRI GCER=2

goooog

CREATE TRIGGER CPULO 1420000
CREATE TRIGGER FIREWALLO 1440000
CREATE TRIGGER INTERFACEO 146 D O O O
CREATE TRIGGER MEMORYO 148 0 00 O
CREATE TRIGGER MODULEO 1500 0 0O
CREATE TRIGGER PERIODICO 1520 000
CREATE TRIGGER REBOOTO 154 00 00
CREATE TRIGGER TIMEO 156 0 O O [
DISABLE TRIGGERI 1990000

ENABLE TRIGGERO 2270 00 O

SHOW TRIGGERO 3910000
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ADD ALIAS

ADD ALIAS

00000000000 /0000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD ALI AS=al i as STRI NG=stri ng

alias: 0000000101200 0000000000000D0000DOOOOODOO0OODOOODD
string: 0 000101320000000000000000D0O0O0O0OD

00

oooooooooboooobooooood
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooooooooooooooooboooooooooboooobooooooooobooom

goooog

ALIAS 000000
STRING OO0O0OO0O0OOO0OOOOOO

g
s (00000000000000O00O0Is0000000

ADD AL| AS=l s STRI NG="show file"

goooog

ADD ALIASO 1100000
DELETE ALIASO 1590000
SHOW ALIASO 306 0 OO O
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ADD LOG OUTPUT

ADD LOG OUTPUT

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD LOG OQUTPUT={TEMPORARY|PERVANENT |out put -id} [ FI LTER=entry-i d]
[ ACTI ON={PRCCESS|I GNORE}] [ALL] [ DATE=[ op] date] [ DEVI CE=[ op] devi ce]
[FILE=[ op] fil enane] [ MASK=i padd] [ MSGTEXT=[ op]stri ng]
[ MODULE=[ op] nodul e-i d] [ ORI G N=i padd] [ REFERENCE=[ op] stri ng]
[ SEVERI TY=[ op] severity] [SOURCELI NE=[ op]!|i ne-num
[ SUBTYPE=[ op] subtype-id] [TIME=[op]tinme] [TYPE=[op]type-id]

output-id: 0O OO 1DO 10200

entry-id: JO00O00000100

op: 00000 M<MDONDDOD>MO00IDNMDOD0O000 DN MDOD0OOD%MO 000000000
date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
device: DO OOOO

filename: 0000001012000

ipadd: IPOO0O000OOOOOOOO

string: 00O

module-id: 0000000000000 OOODOOO2550

severity: 0000000070

line-num: 0000100

subtype-id: DO OO0O0O0OO0O0OO0OOOOOOOO ID

time: 000 hh:mm:ssO000O0hhO00002300mm 00 0005900 ss 0000059

type-id: 000000 OOOOOOOOO ID

g0

coobooooobooooooooooooooboooooooooboooobooooboooooboobooon
CREATELOGOUTPUT LU OOOOOOOOUOOODOOOOODOOODOOOOODOOOOOOOOOOO
cooooooboooobooooooooooobooon

goooog

OUTPUT 0OOOOOIDO10200000000000000000OTEMPORARYRAMIOOO
OPERMANENTIO NVSO O OOOOO

FILTER OO00O0O0OO0OO0OO0O0O0OO0OO0OO0O0OOO0O0O0OOO000OOO000DOOO00OOO0OODOOO

ACTION 00000000 O0O00O00O0OO0O0OO0O0O00O0O0O0O0O0O0OO00O0OPROCESSOOOOO
OOOIGNORED O UODOOOOOOOOO PROCESSO

ALL 0O00000O0O0O0OO0O000O0OO0O000O0OO0OO000O0O0OO000DOOO00DOOO0O0OOO0OODOO

DATE 00000000000 DOOO0O0OOO0OO0OOO0O0O

DEVICE 0000000000000 O0OO0OO0OO0OOOOOO

FILE DO0OO00O0DO0OO0O0DO0O0O0O0OO0O0O0OO0OO0O0DOOO0OOlogmainec@OO0OoooOoooSHOW
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ADD LOG OUTPUT

LoGUOUOo0OO rRULLOOODOOODOO0OOO0ODOOO0DOO0O0OOO0OO0OOoOooOOoDoOOO
oooo

MASK 000000000000 OO0O0OO0IPOOOOOOOORIGINDOOOODOOOODOOOOO
00000000 255.255.255.2550 0 0 00 0

MSGTEXT 000000000000 OO0O0OO0OO0OO0OO0OOO0OOOOOOOOO

MODULE 000000000000 O0O0O0O00O0O0000O00O000O0O0O0OOO00O0O0

ORIGIN O0O0OO0O0OO0OOIPOOOOOMASKOOOODOOOODOOOOOOOOOOOOOOOOOOO
oooooiiPoOOODDOOOODOOO

REFERENCE 0OO0O0O0O0O0O0O0OO0O0O0O0OO0OOOOOOOOOOOOO

SEVERITY O0O0O0O00O0O0O0OO0O0OO0OOOOOOOOOOOOOOOODOOOO

SOURCELINE 000000000000 O0OO0OO0OOOOO0OOOOOOO0O0OOO0OOOOOOOOO
ooo

SUBTYPE OO0OO0OO0OO0OO0O0OOOO0OO0OO0OO0OOOOOOOOOOOOOOOOOOOOOOOOOO

TIME 0O00O0OO0O0O0O0OOOO0O0OOOOOOOOOOOOO

TYPE 00000000000 O0DOOOOOOOOOOOOOOODOOOOODOOOOODOO0OO0

g
s 0000000000000000000000O0000O00O00O0O0O0O0OODO30000000

ADD LOG QUTPUT=3 MODULE=FI REWALL

s 0000600000000 OOO0ODOODOODOOOOOOODOODOODOOODOODOOD40DOODOOO

ADD LOG QUTPUT=4 SEVERI TY=>6

goooog

CREATE LOG OUTPUTO 1350000
DELETE LOG OUTPUTO 1630000
SET LOG OUTPUTO 2600 00O
SHOW LOG OUTPUTO 3420000
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ADD LOG RECEIVE

ADD LOG RECEIVE

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD LOG RECEI VE={i padd|ANY} [ MASK=i padd] [ ALLOM{YES|NO}] [PROTOCOL={ALL|
BOTHNEWOLD|SYSLOG}] [ PASSWORD={passwor d|NONE}]

ipadd: IPOO00D0OCO0O0OOOOODO
password: 0000001016000 000000000000O0DO0OODOOOUOODOOOOOOUOODDO

g0

oooooooooboooobooooood
o0ooooooooooIiPOO0O0OOO0O0OOOOO0DOOOOODOOOOOOOOOO0OOO0OOO0O0O
00o0o00o0o00oooooooooo IPOOOO/00DOO0O0OOOOOOODOOOOOOOOOOOOO
oooo
oooooowpoOoOooOO0oOOO0OOO0O0OOO0O0DOO0OOOO0DOO0O0OOOOOOOO0DOOO
poooooooooooooooobooooboooobooooooboooooooobooooobooboom

goooog

RECEIVE 0OOOOOOIPOOOOOMASKOOOOOOUOOOOOOUOOOOOOOOANYDO 0.0.0.0
oooooIiPOOOOOOOO

MASK RECEIVEOOUOOOOOOOOOOOOOOOOOOOOOIPOOOOOOOOOOOOODOO
O0000ORECEIVE=EANY U OO RECEIVE=0.00000000000000000O0OORECEIVE
0000 IPO0OOOOOOOD AUBOCOOOODOOODUOODODODOOODODOOOOOOOOOOO
0000 255.255.255.2550 0000000000

ALLOW RECEIVE/ZMASKOOOOO IPOOODOOOOO0O0OO0OOOODDOOOOOOYESOOOOO
OONOOUOOODOOODOUOOD YESO

PROTOCOL RECEIVE/MASKOOOOOIPOOOODOOOOOOOOOOOOOOOOOOOOO
0000 0O OLDO Net Manage Message Protocol (D NEWO SRLPITI SYSLOGO BOTHO OLD O
NEWL ALLO OLDO NEWO SYSLOG U OOoooooooooooooo BOTHO

PASSWORD SRLPOOOOOO0OO0OO0OU0OCOOOOOOOOOOOO0OOOOOOOOOOOOOO
0000000000000 000000000SRLPOOOOOOOOPROTOCOL=NEWOOO
BOTHOALLO OO M

g

mIPO0OO0O 19216811 000000000000000 SRLPOOOOOO
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ADD LOG RECEI VE=192. 168. 1. 1 PROTOCOL=NEW

googod

DELETE LOG RECEIVED 164 00 0O
SET LOG RECEIVED 2640 00 O
SHOW LOG RECEIVEO 3470000
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ADD NTP PEER

ADD NTP PEER

00000O0ooooo /ZNTP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD NTP PEER=/ padd

ipadd: IPO OO0

g0

0000000 NTPOOOOOD IPOOOOOOOOOONTPOOOOO 10000000000
goooog

PEER NTPOOOOOIPODOOO

g
s NTPOOOOD0192168.10500000000000000000000000OJST +09:000

ENABLE NTP

ADD NTP PEER=192. 168. 10. 5
SET NTP UTCOFFSET=JST
RESET NTP

goooog

DELETE NTP PEERO 166 0 OO O
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ADD RADIUS SERVER

ADD RADIUS SERVER

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD RADI US SERVER=/ padd SECRET=password [ PORT=port] [ACCPORT=port]

ipadd: IPO OO0
password: 0000001063000
port: UDP OO0 0O 0000655350

00

0000000000 RADIUSO Remote Authentication Dial InUser Server0 0000000000
RADIUSOOODOOOOOODOODOOODOODOOOO0ODDOODO0ODO0ODDODOOO0ODO0ogooDooogo
gooooooooooooa

goooog

SERVER RADIUSOOOOO IPOOOOO

SECRET RADIUSOOOOOOOOOOOOOOOOOOO

PORT RADIUSOOOOOOOOUDPOOOOOOOOODOOOOOOORADIUSOOOOOOOO
O0o000o0o0o0o0oooo0o0ooo0oooo0ooo0oDoOoO 164500000

ACCPORT RADIUSOUOOOOOOOOOOOOOUDPOOOOOOOOOOOOOOOURADIUS
O00o0o0o0oo0o0oo0o0oo0oo0o0oo0o0oo0oo0ooooOo0oOoOnDo 1646
ooooo

g
000000000 RADIUSODODODO 1921681050 000000000000 pOR8GdO

ADD RADI US SERVER=192. 168. 10. 5 SECRET=pOR8Cd

m RADIUSO OOOO0OOO0OO0OOO0ooOoooooooo

ADD RADI US SERVER=192. 168. 10. 5 SECRET=pOR8CGd PORT=0

goooogn

RFC28650RFC2866 D 00 00 OO 1812018130 RADIUSO O OOOOOOOOOOOOOOOOO
0000000000 00OPORTOACCPORTOOOOOOOODOOODOOO
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googod

DELETE RADIUS SERVERO 168 0 0 0O O
SHOW RADIUSO 360 0 0 OO
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ADD SCRIPT

ADD SCRIPT

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD SCRI PT=fil enane TEXT=string [LINE=Iine-nun

filename: 00O 0O0OOOO0OO.scp O.cfgd
string: 000010127000
line-num: 0000100

g0

cooooooooboooobooooooooon

goooog

SCRIPT OO0OO00O0OOO0OOO0DOOODOOO.cfgO.scp
TEXT ODOO0OO0OO0OOO
LINE 0000000000000 000000000O00000O00O0000O

g
00000000 O0handmadescp0 00000000000

ADD SCRI PT=handnade. scp TEXT="show fil e"

goooogn

oo0oooooooooooooooo0oo0o EDITOOOOOOOOOOOOOODODOOOOODOOO
PC/WSOOOOODOOOODOOODOODO TFTPOOODOODOOODOODOO
cooooooobooooooooboooooobobooooboooobooooboooooooooboooon
ooo.cCrGOOUOO00OUOOoooUoOoooUoOoooUooooOo

goooog

ACTIVATE SCRIPTO 108 0 OO O
DEACTIVATE SCRIPTO 158 00 OO
DELETE SCRIPTO 1690000

SET SCRIPTO 2720000

SHOW SCRIPTO 3620000
WAITO 4130000
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ADD SNMP COMMUNITY

ADD SNMP COMMUNITY

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD SNVP COVMUNI TY=conmuni ty [ TRAPHOST=/ padd] [ MANAGER=/ padd]

community: SNMPOOOO0OO0OD0OO0OOD1015000000000000000
ipadd: IPO OO0

00

SNMPOOOOODOODOOOOOOOOOOOODOOODOODOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

TRAPHOST SNMPOOUOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOODOOO

MANAGER SNMPOOOOOOO0OO0OO0OOOOOOOOOOOOOOOOOOOMANAGERODO
0000000000000 SNMPOOOOOOOOOOOUOOOSNMPOOOOOOOO OPEN
0000000 YESOODODOOMANAGEROOOOOOODOODODOOOOOOOODOO SNMPO
ooooogd

g
s SNMPOOODOOOOOOpublicCOOOOOODOOOOODOOOO

ADD SNVP COVMUNI TY=publ i ¢ MANAGER=192. 168. 20. 5

goooogn

SNMP OO O0OOOENABLE SNMP COMMUNITY TRAPOOOOODOOOOODOOOOODOOOOO
coooooooooooobooooobooooboooo

goooog

CREATE SNMP COMMUNITYO 140000 O
DELETE SNMP COMMUNITYO 1700000
DESTROY SNMP COMMUNITYO 1790000
DISABLE SNMP COMMUNITYD 1930 00O
DISABLE SNMP COMMUNITY TRAPO 1940000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 119
J613-M0274-00 Rev.K



ADD SNMP COMMUNITY

ENABLE SNMP COMMUNITYO 2210000
ENABLE SNMP COMMUNITY TRAPO 2220000
SET SNMP COMMUNITYO 2750000

SHOW SNMP COMMUNITYO 370000 O
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ADD SSH USER

ADD SSH USER

OOoOooooooooo / Secure Shell
00 000AR7200 AR740

ADD SSH USER=user name {PASSWORD=passwor d|KEYl D=key-i d} [| PADDRESS=i padd]
[ MASK=/ padd]

username: 0000001015000
password: 0000001031000
key-id: O 0 0 000655350

ipadd: IPOO0O0O0O0OOOOOOO

g0

ssHOOOOOoooooo

O0o0oooooooo0ooooU0ooooU0oOoo RSAOOOOOOODODO
oooooooosSsHOOoOoooUooOoooooooooooooooooooosSsHOoooooooo
OooooooooooooooosSsHOoOoOooooooooo
ooo0oooooooUooU0oooooo0o0o0ooooooU0oUooooosSSHoooooooo
oooooooOooooU0oooUooOo0ooU0oooooooooooooooooo SSsHooooo
OO0 USEROOOOOOO

goooog

USER SSHOOOOOO

PASSWORD SSHOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000000 oo0o0ooooOKEYIDODOOODODOOOOOOOOODOO

KEYID 0O0OO0OO0O0O RSAOOOOOOCREATEENCOKEYOOOOOOOOOOMRSAODOOOOO
0000000 OoOPASSWORDOD OOOOODOOOOODOOOOO

IPADDRESS 00OO0OO0OO0OOSSHOOOOOOOOIPOOOOOMASKOOOOOOOOOOOoOoOO
cooooooooooobooooooooon

MASK OO0OO0OO0OOOOIPADDRESSOOOO0ODOOOOOOOOOOOOOOOOOOOOOOOODO
ooo

g

m Manager 00000 00000adminD0 SSHOODOOODOODOOODOORSAOOMOODOOO RSA
OOOOOENCOOUOOOOOOOOI0OOOOUOOoooooo
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ADD SSH USER

ADD USER=admi n PASSWORD=j ogef oge PRI VI LEGE=MANAGER
ADD SSH USER=admi n KEYI D=10

m00000sshuser0 0000000000000 OOOOODO

ADD SSH USER=sshuser PASSWORD=sshpasswd

goooog

CREATEENCOKEY OOOOOOO 180000
DELETESSH USERO 1710000

SET SSHUSERO 2770000

SHOW SSH USERO 3820000
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ADD TACACS SERVER

ADD TACACS SERVER

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD TACACS SERVER=/ padd

ipadd: IPO OO0

00

O000000000 TACACSO Terminal Access Controller Accesss SystemO OO0 00000000
goodoo

SERVER TACACSOOOOO IPOOOD

o

0000000000 TACACSOOODO 192.168.1030 00000

ADD TACACS SERVER=192. 168. 10. 3

goooogn

TACACSOOOOUOOOUOOOO0OOU0O0O0OO0OO0OUOOO0OOSETUSERO OO OO TACTIMEOUTO
TACRETRIESOOOOOOOOODOOOO

goooog

DELETE TACACS SERVERO 1720000
SET USERO 3030000
SHOW TACACS SERVERO 388 0 00 [
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ADD TRIGGER

ADD TRIGGER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD TRI GGER=tri gger-id SCRI PT=fil enane... [ NUMBER=/ ndex]

trigger-id: 00 00 000101000
filename: 00O 0OO0OOO0OO.scp O.cfgd
index 000000001050

00

cooooooooooooogo
goooog

TRIGGER 0OOOOOO

SCRIPT OO0O0O0O0O0OOOOOO.scpO0OD.cfglDSCRIPTOOOOOODO1I00000DOO0OOODO
o00oooo0ooooo0ooooo0ooloooooo0oooooOoo0oooOooooooOsS500

NUMBER 00000000 O0OO0O0OOOOO0ODOOOO0OOOOO0OOOOO0OOOOO

o
m 00000200000000000 step.scp O jump.scp 000000

ADD TRI GGER=2 SCRI PT=st ep. scp SCRI PT=j unp. scp

goooog

CREATE TRIGGER CPULO 1420000
CREATE TRIGGER FIREWALLO 1440000
CREATE TRIGGER INTERFACEO 146 D OO O
CREATE TRIGGER MEMORYO 1480 00 O
CREATE TRIGGER MODULEDO 1500 0 0O
CREATE TRIGGER PERIODICO 1520 000
CREATE TRIGGER REBOOTU 154 00 00
CREATE TRIGGER TIMEO 156 0 O O [
DELETE TRIGGERO 1730000

DISABLE TRIGGERI 1990000

ENABLE TRIGGERO 2270 00 O
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SET TRIGGER CPUL 286 00 O O

SET TRIGGER FIREWALLO 28800 00O
SET TRIGGER INTERFACED 2900 0 0O O
SET TRIGGER MEMORY 29200 0O O
SET TRIGGER MODULEO 2940000
SET TRIGGER PERIODICO 296 0 O O O
SET TRIGGER REBOOTO 298 0 O O [
SET TRIGGER TIMEO 3000 0 OO
SHOW TRIGGERO 3910000

ooooo

ADD TRIGGER
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ADD USER

ADD USER

00000000000 /000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD USER=/ ogi n- name PASSWORD=passwor d [ LOG N={TRUE|FALSE|ON|OFF| YES|NO}]
[ CALLI NGNUMBER=i sdn- nunber] [ CBNUMBER=el64nunber] [ DESCRI PTI ON=stri ng]
[ PRI VI LEGE={USER|MANAGER| SECURI TYOFFI CER}] [ TELNET={YES|NO}]
[ | PADDRESS=i padd] [| PXNETWORK=/ pxnet] [ NETMASK=i padd] [MrU=40.. 1500]

login-name: 00000010640 00000000000000000000O0O0OOOOOOO0O
password: 00000010320 00000000000000

isdn-number: ISDNO 001032000

el64number: E.164 0000

string: 00001024000

ipadd: IPOO0O000OOOOOOOO

ipxnet: IPXOOOOOOOOO3200000160000 8000000 0000000

00

ooooooooboooooooooood
goooog

USER 0O0O0O00O0O0O0OO00O0OOO0OOOOO

PASSWORD 0OO0OO0OO0OO0O0OO0O0O0O0O0OO0OOOOOO

LOGIN USEROOOOOOOO0DOOO0OO0OOO0O0OO0O0OOO0ODOOOO0DOOO0OOOOoOoOoo
OUOOUOOOPRIVILEGEOODOOODOOOODOOOOOOOPRIVILEGEOOODOODOO USERO
cooooooood

CALLINGNUMBER 00000000000 00DO0O0OOOOODOISDN/L2TPOOO0OOOOODO
oooodd

CBNUMBER OO0OO0OO0OO0O0OO0O0OO0OOUOOOOOUOOOOOOOOOOOOO

DESCRIPTION OOOOO0OOOOOOOO

PRIVILEGE 0000000000000 USEROD O MANAGERISecurity Officell SECURITYOFFICERD
O0o00oU0o0ooooUSEROOOO

TELNET 000000 TelnetOODOOODOODOOODOOODODODOOOOTELNETOODOOOOODOO
O0o00oo0o0oooooooon NOoOo

IPADDRESS 0 0OOUOOOOOOOIPOOOOOPPPOUOOOOOOOOOUOOOOOOUODOOOO
OOONETMASKOOOOOOO

IPXNETWORK 0000000000 IPXOOOUOOOOUOOOOUOOOOUOOOOONONEDDO
ooo

NETMASK 0OO0O0O0O0O000O00OO0O0OO0O0OOIPADDRESSOOOOOOOO

MTU 00000 MTUOO 4001500000000000
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g
m Manager D000 OO0O0OHIYOOOOOOOODOOOOOOOIOvEba7

ADD USER=H YO PASSWORD=i | OvEba7 PRI VI LEGE=MVANAGER

m Security Officer 00 0O OO0 Osuperd 000000

ADD USER=super DESCRI PTI ON="super user" PASSWORD=ur eBus
PRI VI LEGE=SECURI TYOFFI CER

mPPPO0OOO UserADODOOOODODOOOO0DODOOOODOOOOODOOOOODO

ADD USER=User A PASSWORD=ar appap LOd N=NO

mPPPOOO0O UserBOOOOOOIPOODODO 19216810231 00000000000

ADD USER=User B PASSWORD=ar ar aynoh | P=192. 168. 10. 231
NETMASK=255. 255. 255. 255 LOGE N=NO

goooog

DELETEUSERO 1740000

DISABLE SYSTEM SECURITY_MODEO 197 0 00O
DISABLE USERT 20000 OO

ENABLE SYSTEM SECURITY_MODEDO 225000
ENABLE USERO 228 00 00O

PURGEUSERO 2470000

RESET USERO 2520 00 O

SET USERO 3030000

SHOW USERT 4000000

ADD USER
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ADD USER RSO

ADD USER RSO

00o00o0o0ooOoooo /0000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ADD USER RSO | P=i padd [ MASK=i padd]

ipadd: IPOO00CO0O0OOOOODO

00

000000000000 Security Officer000 TelnetO OO OOOOOODOO IPOOOOORSOOO
0 O O RSO=Remote Security Officer0 OO0 00 O
goooooogobooooboooboobbobboobogbbooboboobboobbobbooo
00 Security Officer0 000 TelnetOOOOOOOOOO

goooog

IP RSOOOOOOOOOOOOOOOOOOO
MASK 00000000000000O00D0000000000000255.255.255.2550 0000000
ooooooooooooon

o
m 000 172.16.10.6 O Remote Security Officer0 000000

ADD USER RSO | P=172.16. 10. 6

m 000000 192.168.200.0/24 0 00 0 0 00O Remote Security Officer0 000000

ADD USER RSO | P=192. 168. 200. 0 MASK=255. 255. 255. 0

goooog

DELETEUSERRSOO 1750000

DISABLE SYSTEM SECURITY_MODEO 197 0 00O
DISABLE USERRSOO 2010000

ENABLE SYSTEM SECURITY_MODEDO 225000
ENABLE USERRSOO 229000

SHOW USER RSO0 404000 0O
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CLEAR FLASH TOTALLY

CLEAR FLASH TOTALLY

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CLEAR FLASH TOTALLY

g0

ooooooooboooooooooood

goooogn

coooboboooooooobooooooooooooobooooooooooooooboooooooog

goooog

SHOW FLASHO 3210000
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CLEAR NVS TOTALLY

CLEAR NVS TOTALLY

00000000000 /0000000000000
00 000AR7200 AR740

CLEAR NVS TOTALLY

g0

OooooooooNvSOoooooooooo

goooogn

NvSOOOoOooooooooooooooooooooooooooooooooooooo

goooog

SHOW NVSO 356 0000
SHOW NVSFREEO 358 0 0 00
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CONNECT

CONNECT

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CONNECT servi ce- nane

service-name: 0000000010150 00000000000000000DOO0OO0OO0DDOO

00

0000000000000 000000000000 TelnetOOOOOOOOOOODO
O0000D0O0D0O0OD0O0OO0OSECUREENOODOODOOO TelnetO D OOODOODOOOODOOOO
O0O00OOTelnetDODOODOO0OOOO0DOO TelnetOODOODOODOOOO TELNETOODOOOO
YESOOOOOOOO
cobooooooooooobooboooooooooooooooooooboobooboooooooooon
0000000000000 000000BreakM TelnetD 0O O0O0ODO0OOODOODOOCI-POOODOO
0000000000000 0000000000000000SETASYNOOODOO ATTENTIONOO
0000000000000 000000000ODISCONNECTOOODOOOOOOOOOOOoooooo
oooooooooocooooooon

g
m000000OtelnetOSXOODOOOODO

CONNECT t el net OSX

goooog

CONNECTPORTIMOOODOODOODO 240000
CREATE SERVICED 1380000

DISCONNECTO 2020 00O

RECONNECTO 2480000

SETASYND OOOOOOoOOooos510000
SHOW SERVICEO 3640000

SHOW SESSIONSO 366 0 O O O

TELNETO 4080000
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CREATE CONFIG

CREATE CONFIG

00000000000 /0000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE CONFI G=fi | enane

filename: 00 OO0 OOO0OO.scp O.cfgd

00

coboooooooooooooooooooboboobooooooboooon
goooog

CONFIG OO0OU0OO0OO0OOO0O0OOoOOOoOOoOoO.CRGOUO.SCPMOUIOODOOOOOOOOOO
coobooooooooooooooooooboooooogn

g
m 0000000 basicefgOO0ODO0OO0OODOOODOOODOODOOODOOOOO

CREATE CONFI G=basi c. cfg
SET CONFI G=basi c. cfg

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooooooo

goooog

RESTARTO 2530000
SET CONFIGO 2550000
SHOW CONFIGDO 308 0 0 O O
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CREATE FFILE

CREATE FFILE

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE FFI LE=fil enane {DATA=val ue-1i st | ADDRESS=address LENGTH=/ engt h}

filename: DO O OO

value-list: 00000160001 0000000000000000 800000
address: 000D O0OO0OO0O16000

length 0000016000

00

cooooooooooooooooocooooboooo
DATAOOOUOOOOOOUOOOOOOOUOOOODOOOADDRESSOOOOOOO LENGTHOODODO
ooooooooooobooooooboooobooooooooobooooogon

goooog

FFILE OO0OO0OO0OOOO0OO0OOO

DATA 00000000 160000000000 O0O0ODOOOMOD DATA=50,4F54,454E,45,4B,4F0 00
0000000 lsooUoOoooUooooUooooUooooooO

ADDRESS 0O0U0O0OO0O0O0O0O0OOOOOOOOO

LENGTH 0OO0OO0OO0OO0O0OO0O0OO0OO0OOO0OoOn

g
m 80 0000 O0x50,0x4F,0x54,0x45,0x4E,0x45,0x4B,0x4F0 OO O O O TINY.TXTO OO OO OO

CREATE FFI LE=TI NY. TXT DATA=50, 4F, 54, 45, 4E, 45, 4B, 4F

m000000x0000 00 OxCoo00OO D OOOBIGFILOODODOOOOO

CREATE FFI LE=BI G FI L ADDRESS=0 LENGTH=C0000

goooogn

oooooooooo

goooog
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DELETE FFILED 1600 00O
SHOW FFILEO 3170000
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CREATE LOG OUTPUT

CREATE LOG OUTPUT

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE LOG OUTPUT={TEMPORARY|PERMANENT|out put - i d} DESTI NATI ON={EMAI L |
MVEMORY|NVS|PORT|ROUTER|SYSLOG} [ FORVAT={FULL |[MSGONLY|SUMVARY }]
[ MAXQUEUESEVERI TY=severity] [ MESSAGES=count] [ PASSWORD={passwor d|NONE}]
[ ASYN=asyn- nunber] [ QUEUEONLY={YES|NO}] [ SECURE={YES|NO}] [ SERVER=/ padd]
[ TO=enmi | -addr] [ZONE={ti ne-zone|ut c- of f set }]

output-id: 00O OO 1DO 10200

severity: 0000000070

count: 0 00O 100

password: 0000001016000

asyn-number: 00000000 Qo0OO

ipadd: IPO OO0

email-addr: 000000000

time-zone: 00O ODODO

utc-offset: 000D DD OUTCOOODOOOODOOO+23:59:590-23:59:5900

g0

pcooooooooooo
OoooooooUOADDLOGOUTPUTOOOOOOOOOOOOOODOOOOOOOOODOODOOOD
poooooooooooooooon

goooog

OUTPUT O0OO0OO0OO0 IDO1O20000000000000000O00O00OTEMPORARYMRAMOOOO
0OPERMANENTIONVSO OO OO OOTEMPORARY 000000 O0OMAXQUEUESEVERITYO
QUEUEONLYOSECUREOD D0 ODODOOODODOOODESTINATIONO MEMORY OO O
O0O0OUOUOOOUOOPERMANENTOOOOOOOOODESTINATIONO NVSOOOoOOooooO
ONVSOOOOoooooooooooooooom

DESTINATION 000000OO0OOOOOOEMAILOTOOOOOOOOOOODOOOOOOOOOOO
O000mMMEMORYORAMOOOOOOUTPUTOOOOOOO TEMPORARY OO OO OO
OO00O0OMmMNVSOOOOOUOO0oOoooooooOUTPUTOO OO OOO PERMANENT OO
OU000O0U0UOO0DmMPORTUASYNOOOODUODOOODOUOODODOUODODOOODO M ROUTER
OSERVERO D UOOOOODODOOOOOODOO Secure Router Logging Protocol (SRLP) O O 0O O
O0MMSYSLOGOSERVERO DD ODOOOOOODO syslogO 00000000 OOODODO syslog
gooooboogobooooboobbon

FORMAT 0O0O0OO00000OOQCUOO0O0OO0OO0O0OO0OO0OOCOOORULLOOOOOOOOOOOlIOO0O0O0O
000000 0UooooooooooooooooooooooomMSGONLYODODOooono
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CREATE LOG OUTPUT

O0o00uoooomSUMMARYO O OOOooooooooooooooooooomooooo
0O SUMMARYO DESTINATIONOOOOOOO PORTOOOODUOOOUOOOOO

MAXQUEUESEVERITY QUEUEONLY O OOOOUOO YESOOOOOOOOODOOOOOOOO
gooooooooboobooboooooboboboboooobo bbb bobobooo
00 QUEUEONLY O YESOO OO OMAXQUEUESEVERITY OO OUOOOODODOODOOOOO
O000o0o0ooooOo MESSAGESOOUOOOUOOODOOOUOOOUOoOoOoooooooooao
MAXQUEUESEVERITYO OO OOOOOOOUOOOUOOooOoooooouoooooooooon
0000000000000 OODESTINATIONOOOOOOO PORTOOOOOOOOOOOOOO
OUTPUTOUOOODOOO TEMPORARY OO OO UUOOUOOODOUOUOUUOODOOODOUOUOOOOO
000000 7000000000000000000O0000O000O0O0ODOOO0OOOODOOO
goooobooooooobooooboo

MESSAGES DESTINATIONO NVSO MEMORY O OO OGUOOOOOOOOOOOOOOOOOOO
O0000000oooooooo0o0o00uooouoDESTINATIONDO EMAILOOOOOOO
0000000000000 ODESTINATIOND PORTOOUOOOOOOOODOOOOOOOOOO
DESITINATION O MEMORY O OOUOOOOODO 2000EMAILO OO0 1000NVSOO OO
500

PASSWORD SRLPOOCUOO0OO0O0U0O0OOODOOOOOUOO0OOOOOOOODOOUDESTINATION
O ROUTEROODOOOOOUOOUOUOOUOUOOODOOOOOOOOOOOoOo MDSOoooooono
goooobogobooobobooobboobboobuooo

ASYN 0OU0O0OO0OUOUOOUUOOUOOUOUOODESTINATIOND PORTOOOOOOOOOOOOO

QUEUEONLY 000000000000 0O0O0O0O0O000O0O0O00000C DESTINATIONO PORT
O00000O0O0DoDOoOoooOUTPUTO TEMPORARY DO OODOOODOOOOOOOOOOOODOO
O00O0O0O0O0OO0oo Noo

SECURE 0O00C0UOO0OO00O0OO0O0OOO0O0OOOOOONOOOOOUOODODUOOOUOOOOUOOOOOO
O000U00oo0ooouooogOUTPUTO TEMPORARY DO ODOUOODOOOOOUOOOOO
0000000 UODESTINATION O ROUTERO PASSWORD O OO UOODGUOOUOoOUooooQoQ
DESTINATION O MEMORY O NVSOOUOOOOUOOOO YESOOOOODOOOoOoOOooOoOoOO
NOO

SERVER DESTINATION O ROUTER O SYSLOGU OO OOODOOODODOOOOIPOOOOOOD
00 O0OROUTER OO OO OSRLPO Secure Router Logging Protocold O O O O O UDP 5023 00 [T
SYSLOGOOOO syslogOD OO OOUDPS400000000O

TO DESTINATIONO EMAILOOOOOOOOO0OOOO0OOO0OOOOOOOoOoOoQ

ZONE OO0OO0O0OO0OOOOoOouUTCOOOOOOOoOoooooon

g
m 000000 syslogO OO0 192.168.1.2000

CREATE LOG QUTPUT=1 DESTI NATI ON=SYSLOG SERVER=192. 168. 1. 2
ADD LOG QUTPUT=1 FILTER=1 ALL
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goooog

ADD LOG OUTPUTO 1110000
DELETE LOG OUTPUTO 1630000
DESTROY LOG OUTPUTO 176 0 OO O
DISABLE LOG OUTPUTO 186 0 O O O
ENABLE LOG OUTPUTO 2140000
SET LOG OUTPUTO 2600 00O

ooooo

CREATE LOG OUTPUT
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CREATE SERVICE

CREATE SERVICE

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE SERVI CE=ser vi ce- name TYPE={l NTERACTI VE|TELBI N TELNET}
[ DESCRI PTI ON=st ring] [ | PADDRESS=i padd] [Vl SI BLE={ON|OFF}]

service-name: 0000000101500 000000000000000000000000O0
string: 00001039 000000000000000000O0O0OO0O
ipadd: IPO OO0

g0

O0o0oo0o0ooU0o0ooU0o0oo0oOooo0OoO CONNECTOOOODOOODO
goooog

SERVICE 0OO0OO0OO0OOOOO

DESCRIPTION OO0OO0OO0OO0OO0O0OOOOOOOOOOOOOOOOO

TYPE O0O0OO0UOOUOOOOOOOTELNETOTELBIND8O OO TELNETLDINTERACTIVEE OO OO
OU00O0OO0O0O0OOO0OOTELNETOTELBINOOOO IPADDRESSOOOOOOOOOOO IPOOO
O0O0OOO0OOINTERACTIVEOODOOOSET ASYN OO OOO SERVICED DEFAULTSERVICE
pobooooooboooobooooooooooooobooooooooo

IPADDRESS TYPEDO TELNETO TELBINOOOOOOOOOTelnetO OO OO IPOOODDOOOO
ooo

VISIBLE 000000000000 O00O00O00O00000000OONOOOOOOOOOOOOOFRFD
000000000 SHOWSERVICEDOOOOOOOOOOOOOOOOO

g
m 00 OSXOIPOOOO 172.16.28.19000 Telnet0 DO OO O0OOO0OOtelnetOSXOO O OOOO

CREATE SERVI CE=t el net OSX DESCRI PTI ON="t el net to OSX" TYPE=TELNET
| P=172. 16. 28. 190

00000 10asynlD0000000000000O000O00O000DO0O0000O0O0O0OmodemOO
ooooo

CREATE SERVI CE=nodem TYPE=| NTERACTI VE
SET ASYN=1 SERVI CE=npdem
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goooog

CONNECTO 1310000

DESTROY SERVICEO 178 0 0 O O
DISCONNECTO 2020 00O
SETASYNDOOOOOOoOOooos510000
SET SERVICED 2740000
SHOWASYN OO OOoOooooO 620000
SHOW SERVICEO 3640000

CREATE SERVICE

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE SNVP COMMUNI TY=conmuni ty [ ACCESS={READWRI TE}] [ TRAPHOST=/ padd]
[ MANAGER=/ padd] [ OPEN={ON|/OFF|YES|NO TRUE|FALSE}]

community: SNMPOOOO0O0OOD0OO0OOD1015000000000000000
ipadd: IPO OO0

g0

SNMPOOOOOOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

ACCESS 00OUO0OUO0UOUOUOUOUOUOUREADODOUOOOOOOOOOOOgetOget-nextdd
OODODOOWRITEOODOOOOOgetOget-nextOset0 000000

TRAPHOST SNMPUOOUOOOOOOOOOOOOOUOOUOOOOOOOUOOOOOOOOOOO
O0O0OO0OO0OO0OO0OCREATESNMP COMMUNITYO OOOODO 1000000000000 0O00O0O
O0oO0o0oooooooooooooooog ADDSNMPCOMMUNITYOOOOOOOOOO

MANAGER SNMPOOUOOOOOOOOOOOOOOOOOOOOOOOOOOMANAGEROODO
OO0O00ooOoooooOo SNMPOOOOOUOOOOOOOOOSNMPOOOOOOOO OPEN
0000000 YESOOODOOMANAGEROOOOOOOOODODODDODDOOOOOODODO SNMP
oooOooooOooooOo0ooo0o0ooOo0LoooOo00ooooOooooo0 ADD SNMP
COMMUNITY O OOOOO

OPEN SNMPOOUOOOOOOOOOOOOOOOOOOOOOOOOOONODOOOOOOOO
MANAGEROOOOOOOOOOOOOOOOOOOOOOOODOOOYESOOOOOOOOOO
OSNMPUOOOOUOOOOONOYESODTRUEO OO OFFONOOFALSEO OO OODOOOOO

g
s SNMPOOOOOOOOpublichOOOOOO

CREATE SNWVP COVMUNI TY=publ i c

00000000 SNMPOOODOOOOadminsDO 0000000000 DO0OOO0ODOOOOODO
00 1722011000000
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CREATE SNMP COMMUNITY

CREATE SNVP COVMUNI TY=adm ns ACCESS=WRI TE MANAGER=172.20.1.1
TRAPHOST=172.20. 1.1

goooogn

SNMP OO O0OOOENABLE SNMP COMMUNITY TRAPOOOOODOOODOODOOOOOOOOOO
coooooooooooobooooobooooboooo

goooog

ADD SNMP COMMUNITYDO 1190000

DELETE SNMP COMMUNITYO 1700000
DESTROY SNMP COMMUNITYO 1790000
DISABLE SNMPO 1910 00O

DISABLE SNMP COMMUNITYD 1930 00O
DISABLE SNMP COMMUNITY TRAPO 1940000
ENABLE SNMPO 2190 00O

ENABLE SNMP COMMUNITYO 2210000
ENABLE SNMP COMMUNITY TRAPO 2220000
SET SNMP COMMUNITYO 2750000

SHOW SNMP COMMUNITYO 370000 O
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CREATE TRIGGER CPU

CREATE TRIGGER CPU

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE TRI GGER=t ri gger-id CPU=1.. 100 [ DI RECTI ON={UP|DOANANY}]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ SCRI PT=fil enane. . .]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00 0hh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00O 1042949672940

filename: 00 OO0 OOO0OO.scp O.cfgd

00

cPuOoOoooOoooo
cPuOOOUOOOCPULOOOOOODOOOOODOUOUODOOOOODIRECTIONODOOOOOOOO
cobooooooooooooooooooooooobodboooooooooboooooooooooon
OUo0o0ooooooowboOoM»iooODM%NOooooomw»Soooooooooooooo

goooog

TRIGGER OOOOOO

CPU OO0OO0OCPUDOOOOOOOOOOODOOOOO

DIRECTION OO0OO0OO0OOUPODOOOOOOOODOOOOOOOOOMDOWNOOOOOOOOOOOO
O0000MANYOOODDOOOODODOOOOOOO0OO ANYD

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OOO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME O0OO0O0OO0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
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CREATE TRIGGER CPU

000000000000 0000O0000O0YESO FOREVEROOOOOOOOOOOOOOO
O00OO00O00OONOO ONCEOOOODODOUODOOODOOODOOOODOOODOOODOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

SCRIPT 000000000 U0OOOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOO0ADD TRIGGERODOOOOOOOOO
o00ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O000OO0O0O0OO0O00 ENABLEDD OOOODOOOOOOOOOOO
OOOOUOO0OOOACTIVATE TRIGGEROODUOOOOOOOOOOOOOO

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO O OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g
s CPUOOODO80%OOO0OO0cpuwarnscp 0000 CPUOOODOOIODOOOOOO

CREATE TRI GGER=1 CPU=80 DI RECTI ON=UP SCRI PT=cpuwar n. scp

goooog

ACTIVATE TRIGGERO 109000 O
ADD TRIGGERO 1240000
DESTROY TRIGGERO 1800 0 OO
DISABLE TRIGGERI 1990000
ENABLE TRIGGERO 2270 00 O
SET TRIGGER CPUL 286 00 O O
SHOW TRIGGERO 3910000
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CREATE TRIGGER FIREWALL

CREATE TRIGGER FIREWALL

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE TRI GGER=t ri gger-i d Fl REWALL={ALL|DOSATTACK|FRAGATTACK|HOSTSCAN|
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK} [ MODE={START|END|BOTH}]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ SCRI PT=fil enane. . .]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00 0Ohh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00O 1042949672940

filename: 00O 0O0OOOO0OO.scp O.cfgd

g0

pooooooooooboooooon
coooooooboooooooobooboooobobooooodooooooboooooooooboooon
000oo0oooo0ooooooo0oooooooUooooO0o0oooooO0oooooDoOoOOo%boOO
OM%»TUo0m%NoOOODooomwSooooooooooooooooooooooooooooo
000000000000 20000000000 10%1000000000000000000 20 %20
oooooIiPOOOOO

goooog

TRIGGER 0OOOOOO

FIREWALL OOO0O0OO0O0O0OO0OO0OO0OOOOO0O0O0O0O0OO0O0O0O0O0O0O0OOO000000000000O
ooMODEOODOOOOOOODOOOOODOOOOOOOOOODOOOOOO

MODE 000000000000 0O00O0O0O0DO0O0D0O00O0O0OOSTARTOOUOOOOOENDDODO
oooooBOTHOUOOOOOOOOOOODOOOOODOODOOOOODOOOOO BOTHO

AFTER 0000000000 O0OO0O0O0O000OO00DO0O0O0DO0O000O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOO0OOODOOOOOOOOOOODOOOOOOODO BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0O0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000 0OOO0OOOOOO0OOOUOOOOOO0OOOUOOOOOOOOOO
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CREATE TRIGGER FIREWALL

WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 00000000O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOOOOOOOOOOO
O00OO00O00OONOO ONCEOOOODODOUODOOODOOODOOOODOOOODOODOOOOooOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

SCRIPT 00000000000 OOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOO0OADDTRIGGERODOOOODOOOOO
ooooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O0O00OO0O0OO0O0O00 ENABLEDD OOOODOOOOOOOOOOO
OOOOUOO0OOOACTIVATE TRIGGEROODUOOOOOOOOOOOOOOO

TEST 0000000000000 O0O00O00OO0OO0O0O000O0OO0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g

s00d0o0o0ooobooooooooobooooooooogoooooooooooboooobooon
ooooooooooooOooooOoooo IiPOOO0DOOOOODOOODODOOOODODOOOOO

CREATE TRI GCER=1 FI REWALL=PORTSCAN MODE=START SCRI PT=pscans. scp

m 000000 pscans.scpd 000

MAI L TO=admi n@vydonai n. xxx SUBJECT="Portscan from% (Policy: %)"

goooog

ACTIVATE TRIGGERO 109000 O

ADD TRIGGERO 1240000

DESTROY TRIGGERO 180 0 0 OO

DISABLE TRIGGERO 1990000

ENABLE TRIGGERO 2270 00 O

SET FIREWALL POLICY ATTACKIL O OOOoOoooOooo 111gooo
SET TRIGGER FIREWALLO 28800 00O

SHOW TRIGGERO 3910000
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CREATE TRIGGER INTERFACE

CREATE TRIGGER INTERFACE

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE TRI GCER=tri gger-id | NTERFACE=i nt er face EVENT={UP|DOAN FAI L|ANY}
[ CP={ APPL E|ATCP|BCP| CCP|DCP|DNCP|I PCP|I PXCP|LCP}] [DLCI =d/ ci]
[ AFTER=ti ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ SCRI PT=fil enane. . .]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

interface: J OO 000000

dlci: DLCIO 00O 10230

time: 00O0Ohh:mmOO0OOO0hhO0O0023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00 1042949672940

filename: 00 OO0 OOO0OO.scp O.cfgd

00

pooooooooooboooooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
0000000000000 00000000000000%D000M%TO0D0M%»NOOOOOOMm
wSoooooooooooooo

goooog

TRIGGER 0OOOOOO

INTERFACE 00000000000 O0O00OO0OOOO0U0OOOOOOOOoOooooooooobLCl
Oo0ooooooooooooopPPPOOOOODOODOOODOOOCPOOOOOOOOODOOO

EVENT 0000000000000 OO00000O0O00000000000000O000000DOOO
OooUooouPOOOOOOUOOODOWNODOOOOOOOOFAILOOOOOOODOOOOANY
0000000000000000000000EthernetOBRIOCPRICOOOSYNOOOOODOOO
OO0oOouPO DOWNOOOOO

CP O0O0OUOOPPPOUOUOUOUOOOOOOOOOINTERFACEOD PPPOOOOOCDOOOOOO
0000000000000 00o0o0oO%lOPPPOOOODOONDOODM®»2O 0000000
Oooo0mwddooooooo30ooooooooo

DLCI ODO0O0OO0OO0U0O0O0O0O0OO00OO0O0OO0OODLCIDOOOOODOINTERFACEDOODOODOOODODO
oooooO0oo00ooOoOooooooO000ooooooooo%wiooooooooooon
O0o000mw20DLCIM %30 00000on 300000 oooon
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CREATE TRIGGER INTERFACE

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OOO0OOOOOOOO0OOODOOOOOOOOOOODOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0O0OOOO0OO0DOOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000 0OOO0OOOOOOO0OOUOOOOOO0OOOUOOOOUOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00OO00O00OONOO ONCEODOOODOOUODOOODODOODOOOODOOOOOODOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

SCRIPT 000000000 U0OOOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOO0OADD TRIGGERODOOOODOOOODO
o00ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O0O00OO0O0OO0O0O00 ENABLEDD OOOODOOOOOOOOOOO
OOOOUOO0OOOACTIVATE TRIGGERO ODUOOOOOOOOOOOOOO

TEST 0000000000000 O0O00O00OO0O0O000O0OO0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO O OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

goooog

ACTIVATE TRIGGERO 109000 O
ADD TRIGGERO 1240000

DESTROY TRIGGERO 1800 0 OO
DISABLE TRIGGERO 1990000
ENABLE TRIGGERO 2270 00 O

SET TRIGGER INTERFACED 2900 0 0O O
SHOW TRIGGERO 3910000
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CREATE TRIGGER MEMORY

CREATE TRIGGER MEMORY

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE TRI GGER=t ri gger-i d MEMORY=1.. 100 [ DI RECTI ON={UP|DOAN/ANY}]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ SCRI PT=fil enane. . .]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00 0hh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00O 1042949672940

filename: 00 OO0 OOO0OO.scp O.cfgd

00

oooooooooooooon
O000o0o0oo0ooo0ooo00o0o0o0o0o0ooO0o00O0ODIRECTIONODOOOOO
cooooooobooboooooooooooobooooooooobooooboooooooooboooon
000000000000 000000%D000M%T0O0mM%NOODOO000m%Soooooooo
oooood

goooog

TRIGGER OOOOOO

MEMORY O0O0OO0O0OO0OO0OOOOOOOOOOOOOOOOOO

DIRECTION OO0OO0OO0OOUPODOOOOOOOOOOOOOOOOOMDOWNOOOOOOOOOOOO
O0000MANYOOODDOOOODODOOOOOOO0OO ANYD

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0O0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO
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CREATE TRIGGER MEMORY

REPEAT 00000000O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

SCRIPT 000000000 U0OOOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOO0OADD TRIGGERODOOOODOOOODO
o00ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O0O0OO0O0O0O0OO0O0O0O ENABLEDD OOOODOOOOOOOOOOO
OO0OOUOO0OOOACTIVATE TRIGGERO ODUOOOOOOOOOOOOOOO

TEST 0000000000000 O0O00O00OO0OO0O0O000O0OO0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g
000000000 20%000000memwarnscp0 0000000000000 10000000O

CREATE TRI GCER=1 MEMORY=20 DI RECTI ON=DOWN SCRI PT=nemwar n. scp

goooog

ACTIVATE TRIGGERO 109000 O
ADD TRIGGERO 1240000
DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERI 1990000
ENABLE TRIGGERO 2270 00 O

SET TRIGGER MEMORY 292 00 0O O
SHOW TRIGGERO 3910000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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CREATE TRIGGER MODULE

CREATE TRIGGER MODULE

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE TRI GGER=tri gger-i d MODULE=npdul e- nane EVENT=event
[ nodul e- paraneters...] [AFTER=tine] [BEFORE=tine] [{DATE=dat e|
DAYS=day-Iist}] [NAME=string] [ REPEAT={YES|NOONCE|FOREVER|count }]
[ SCRI PT=fi | enane. ..] [ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

module-name: 000000

event: 0 O00O0D0O0ODOODOOOO

module-parameters: 00 000000000000

time: 00 0hh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00O 1042949672940

filename: 00 OO0 OOO0OO.scp O.cfgd

g0

ooooooooooooogd
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0%DOO0MM%TO00mM%NOODOooDoo0mw»SOooooooooooooon

goooog

TRIGGER 0OOOOOO

MODULE OOOOOO

EVENT 0000000000000

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OOO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME O0OO0O0OO0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO
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CREATE TRIGGER MODULE

REPEAT 00000000O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

SCRIPT 000000000 U0OOOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOO0OADD TRIGGERODOOOODOOOODO
o00ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O0O0OO0O0O0O0OO0O0O0O ENABLEDD OOOODOOOOOOOOOOO
OO0OOUOO0OOOACTIVATE TRIGGERO ODUOOOOOOOOOOOOOOO

TEST 0000000000000 O0O00O00OO0OO0O0O000O0OO0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g

0000000001000 0000000000000Obemasterscp00000000000O00O0ODO
ooo

CREATE TRI GGER=1 MODULE=VRRP EVENT=UPMASTER VRI D=10 SCRI PT=bemaster. scp

goooog

ACTIVATE TRIGGERO 109000 O
ADD TRIGGERO 1240000
DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERO 1990000
ENABLE TRIGGERO 2270 00 O

SET TRIGGER MODULEO 2940000
SHOW TRIGGERO 3910000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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CREATE TRIGGER PERIODIC

CREATE TRIGGER PERIODIC

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE TRI GCER=tri gger-id PERI QDI C=ni nut es [ {DATE=dat e|DAYS=day- /i st }]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ SCRI PT=fil enane. . .]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

minutes: 00010143900

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

time: 00O0Ohh:mmOO0OOO0hhO0O00023M mm OO 000590

string: 00 001040000000000000000000O0OO0O

count: 0 00 1042949672940

filename: 00O 0OO0OOO0OO.scp O.cfgd

00

oooooooooooooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O000o0o00%bOO0mM%To0omM%NOoDOooDoomu»Soooooooooooooon

goooog

TRIGGER 0OOOOOO

PERIODIC 000000000 OOOOOOOO

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000 0OOO0OOOOOO0OOOUOOOOOO0OOOUOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

NAME O0OO0O0OO0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
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CREATE TRIGGER PERIODIC

O0o0000o0o0o0o0oooo0oooo0oono FOREVERD

SCRIPT 000000000 U0OOOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOO0OADDTRIGGERODOOOODOOOOO
o00ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O000OO0O0O0OO0O00 ENABLEDD OOOODOOOOOOOOOOO
OOOOUOOOOACTIVATE TRIGGEROODUOOOOOOOOOOOOOO

TEST 0000000000000 O0O00O00OO0OO0O0O000O0OO0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g
m300000 patrolscp0000000000DOOO0OI0000O

CREATE TRI GGER=1 PERI ODI C=180 SCRI PT=patrol.scp

goooog

ACTIVATE TRIGGERO 109000 O
ADD TRIGGERO 1240000
DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERI 1990000
ENABLE TRIGGERO 2270 00 O

SET TRIGGER PERIODICO 296 0 O O O
SHOW TRIGGERO 3910000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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CREATE TRIGGER REBOOT

CREATE TRIGGER REBOOT

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE TRI GGER=t ri gger - i d REBOOT={RESTART|CRASHALL} [ {DATE=dat €|
DAYS=day-|ist}] [AFTER=tine] [BEFORE=tine] [{DATE=date|DAYS=day-!i st}]
[ NAME=st ring] [ REPEAT={YES|NOONCE|FOREVER|count}] [SCRI PT=filenane. . .]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDOALLO OO OO
ooooooobobobobooood

time: 00 0hh:mmO000hhD0O0O 0002300 mm 00000590

string: 00 001040000000000000000000O0OO0O

count: 0 00O 1042949672940

filename: 00 OO0 OOO0OO.scp O.cfgd

00

cooooooboooooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0000%DO00O0M%TO00M%NOOODoOo0mM%S0o0oooooooonoon

goooog

TRIGGER 0OOOOOO

REBOOT 00000000 OOOOO0OOOOOOOOOOOOOCRASHOOOOOOOOOOODOO
RESTARTOOOOOOOOOOOOOOOOODOOOOODOALLODOODOOOOOOOO

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 20000000000000

BEFORE 0O0O0O00O0O0OO0OOO0OOOOOOOO0OOODOOOOOOOOOOODOOOOOOOD BEFORE
ooobooooboooooooooogoo

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEOOOODODOUODOOODOOODOOOODOOOOOOOOOOOOO
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CREATE TRIGGER REBOOT

O0o0000o0o0o0o0oooo0oooo0oono FOREVERD

SCRIPT 000000000 U0OOOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOO0OADDTRIGGERODOOOODOOOOO
o00ooooooooooolooooooooooooooooooOoooosS0O0

STATE 000000000000 O000OO0O0O0OO0O00 ENABLEDD OOOODOOOOOOOOOOO
OOOOUOOOOACTIVATE TRIGGEROODUOOOOOOOOOOOOOO

TEST 0000000000000 O0O00O00OO0OO0O0O000O0OO0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g
0000000000 crashscpO0 000000000000 DOOO0OOOODO0ODIO0OOO

CREATE TRI GGER=1 REBOOT=CRASH SCRI PT=cr ash. scp

goooog

ACTIVATE TRIGGERO 109000 O
ADD TRIGGERO 1240000
DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERI 1990000
ENABLE TRIGGERO 2270 00 O
SET TRIGGER REBOOTO 298 0 0 O [
SHOW TRIGGERO 3910000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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CREATE TRIGGER TIME

CREATE TRIGGER TIME

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

CREATE TRI GCER=trigger-id Tl ME=tine [ {DATE=dat e|DAYS=day- /i st}]
[ SCRI PT=fil enane...] [NAME=string] [ REPEAT={YES|NOONCE|FOREVER|count }]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00 0Ohh:mmO000hh 000002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

filename: 00O 0O0OOOO0OO.scp O.cfgd

string: 00 001040000000000000000000O0OOO

count: 0 00O 1042949672940

g0

pcooooooooooo
pobooooooboobooooooodbooooboooooobooooooobooooooboooboooog
wWDOOODM%»TOOOM%NOOODOoOoOMmM%Sooooooooooooon

goooog

TRIGGER OOOOOO

TIME 0O00O0OO0OO0O0O0O0O0OOOO0O0OOO0OOO0O0OOOOO00OOOO0S0O0000000000000O0O
ooos500000000000000

DATE 0000000000000 OO0OOO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

SCRIPT 00000000000 OOOOOOOOOODOOOOOOSCRIPTOOOOOOOOIOOO
0000000000000 o0o00o0o0oo000oOOo0ADD TRIGGEROOOOOOOOOO
o0ooooooooooolooooooooooooooooooOoooosS0O0

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 00000000O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

STATE 000000000000 O0O00OO0O0OO0O0O0O0O ENABLEDD OOOODOOOOOOOOOOO
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CREATE TRIGGER TIME

OU0OOOUOO0OOOACTIVATE TRIGGERO ODUOOOOOOOOOOOOOOO

TEST 0000000000000 O0O00O00OO0OO0O0O000O0OO0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

g
m 0001100 ppponscp0 0000 PPPOOOOOOOOOOODODOOOOI0OO0O

CREATE TRI GGER=1 TI ME=23: 00 SCRI PT=pppon. scp

goooog

ACTIVATE TRIGGERO 109000 O
ADD TRIGGERO 1240000
DESTROY TRIGGERO 1800 0 OO
DISABLE TRIGGERI 1990000
ENABLE TRIGGERO 2270 00 O
SET TRIGGER TIMEO 3000 0 OO
SHOW TRIGGERO 3910000
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DEACTIVATE SCRIPT

DEACTIVATE SCRIPT

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DEACTI VATE SCRI PT=fi | enane

filename: 00 OO0 OOO0OO.scp O.cfgd

00

cooooooooooooogo
goooog

SCRIPT OOOOOOOOOO

g
(0000000000 runrunscp 0000000

DEACTI VATE SCRI PT=runr un. scp

goooog

ACTIVATE SCRIPTO 108 0 OO O
ADD SCRIPTO 1180 00O
DELETE SCRIPTO 1690000
SET SCRIPTO 2720000
SHOW SCRIPTO 3620000
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DELETE ALIAS

DELETE ALIAS

00000000000 /0000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE ALI AS=al i as

alias: 0000000101200 0000000000000D0000DOOOOODOO0OODOOODD

00

oooooooooboooobooooood
goooog

ALIAS 000000

g

m00000IsD000000

DELETE ALI AS=l s

goooog

ADD ALIASO 1100000
SHOW ALIASO 306 0 OO O
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DELETE FFILE

DELETE FFILE

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE FFI LE=fi | enane

filename: 00 0D0OO0O0O0D0OOO0ODOOOOODDO

g0

cooooooooooooooooocooooboooo
goooog
FFILE ODO0O0O0OOOO0OO0OOOO00OOO0O00O*00000

goooog

CREATE FFILED 1330000
SHOW FFILEO 3170000
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DELETE FILE

DELETE FILE

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE FI LE=fi | enane

filename: 00 0D0OO0O0O0D0OOO0ODOOOOODDO

g0

oooooooooo

goooog

FILE OO0OO0DOO0OO0O0O0DO0O00O0*0O0000

g

m noneed.cfg0 00000

DELETE FI LE=noneed. cfg

(000 xtoooooooooogoon

DELETE FI LE=*. t xt

goooog

RENAMED 2490000
SHOW FILEO 3190000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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DELETE INSTALL

DELETE INSTALL

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE | NSTALL={TEMPORARY|PREFERRED|DEFAULT}

g0

cooooooooooooooooocooooboooo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0o0oo0oooooooU0oo0oo0o0o0o0oo0oO00oO0000o0TEMPORARYODODODO
0000000000000 000MMPREFERREDOOOOOOOOOOOOOMmMDEFAULTODOOO
oooooooooooEPROMUOOOOOOOOOOOOOOOOOOOO

goooog

INSTALL OO0O0OO00O0O0O0OO0O0O0O000O0O0O0ODEFAULTOOOOOOOOOOOOOOOOOO
oooooooooooo

goooog

SET INSTALLO 2570000
SHOW INSTALLO 326 00 OO
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DELETE LOG OUTPUT

DELETE LOG OUTPUT

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE LOG OUTPUT={TEMPORARY|PERVANENT|out put - i d} FI LTER={ALL|entry-id}

output-id: 0O OO 1DO 10200
entry-id: JO0O000000100

00

coooooooobooobooooobooooboooboooooon
goooog

OUTPUT 0OOOOOIDO102000000000000000000OTEMPORARYRAMIOOO
OPERMANENTIO NVSO O OOOOO

FILTER 00000000000 0O0000O00O0ALLOOOODOOOO0OO0000O00000000O0
oobooboooooooooobooooogod

g
s 0000000010 00000000000O00000O00020000000

DELETE LOG QUTPUT=1 FI LTER=2

s 00000000200000000000000000O000000OO

DELETE LOG QUTPUT=2 FI LTER=ALL

goooog

ADD LOGOUTPUTO 1110000
SHOW LOG OUTPUTO 3420000
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DELETE LOG RECEIVE

DELETE LOG RECEIVE

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE LOG RECEI VE={i padd|ANY}

ipadd: IPO OO0

00

coooooooboooboooobobooon
goooog

RECEIVE 0000000000000 OOOOIPOOOODOOOOOOANYDOO0O00ODOODOOIP
coooooooooooooooo

g
mIPO0OO0O 192168110 00000000000000000000O

DELETE LOG RECEI VE=192.168.1.1

goooog

ADD LOG RECEIVED 1130000
SET LOG RECEIVED 2640000
SHOW LOG RECEIVEO 3470 00O
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DELETE MAIL

DELETE MAIL

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE MAI L=nessage-id

message-id: 000000001600 000 ffffO

g0

ooooooooboooooooooood

goooog

MAIL 0O00O000O0O0OSHOWMAILOODOOOoOoooo

g
0000000008300 DDODOnO

DELETE MAI L=8c3f

goooog

MAILO 2390000
SET MAILO 2670000
SHOW MAILO 3510000
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DELETE NTP PEER

DELETE NTP PEER

00000O0ooooo /ZNTP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE NTP PEER=/ padd

ipadd: IPO OO0

g0

NTPOOOOO IPOOOODODOOOOO
goooog
PEER NTPOOOOOIPODOOO

goooog

ADD NTPPEERO 1150000
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DELETE NVS

DELETE NVS

00000000000 /0000000000000
00 000AR7200 AR740

DELETE NVS BLOCK=bl ock-i d | NDEX=i ndex

block-id: 00O DOO IDO160 00O
index 0000000 0O0DO16000

00

BLOCK O INDEXOOOOOO NVSOOOOODOOOoOO
googgg

BLOCK OOUOO ID
INDEX 0O0O0O0O0OO0O0O0DOO

goooog

CLEARNVS TOTALLYD 1300 OO0
DUMP NVSO 2050000

MODIFY NVSO 2420000

SHOW NVSO 356 0000

SHOW NVSFREEO 358 0 0 00
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DELETE RADIUS SERVER

DELETE RADIUS SERVER

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE RADI US SERVER=/ padd

ipadd: IPO OO0

00

00000000000 RADIUSO Remote Authentication Dial InUser Server0 OO0 O0O0O0O0OO0O
goooono

SERVER RADIUSOOOOO IPOOOO

o

00000000000 RADIUSOOODO 192.168.105000000

DELETE RADI US SERVER=192. 168. 10. 5

goooog

ADD RADIUS SERVERDO 116 0O OO
SHOW RADIUSO 3600 000
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DELETE SCRIPT

DELETE SCRIPT

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE SCRI PT=fil enane [ LI NE=/i ne- num

filename: 00 OO0 OOO0OO.scp O.cfgd
line-num: 0000100

00

ooooooooooooooooooooobooobooooooboooobooooooooon
LINEOODOOOOOOOO0O0O0oooooooooooooooooooooooooooooooooo

goooog

SCRIPT OOOOOOOOOO
LINE 00000000000 000000000ooooooooooooooooooooooooo

o
m basiccfgO 500000000

DELETE SCRI PT=basi c.cfg LI NE=5

m advanced.cfgO 0o o000

DELETE SCRI PT=advanced. cfg

goooog

ACTIVATE SCRIPTO 108 0 OO O
ADD SCRIPTO 1180 00O
DEACTIVATE SCRIPTO 158 00 OO
DELETEFILED 1610000

SET SCRIPTO 2720000

SHOW SCRIPTO 3620000
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DELETE SNMP COMMUNITY

DELETE SNMP COMMUNITY

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE SNMP COVMMUNI TY=conmuni ty [ TRAPHOST=/ padd] [ MANAGER=/ padd]

community: SNMPOOOO0OO0OD0OO0OOD1015000000000000000
ipadd: IPO OO0

00

SNMPOOOOUOOUOOOOOOOOOOOOODOOOOODOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

TRAPHOST SNMPOOUOOOOUOOOOOOOOOO

MANAGER SNMPOUOOOUOOOUOOOUOOOOOOOOOOOOUOOOOOOOODOOOMANAGER
O0000ooo0ooooooo SNMPOOOOODOOOOODODOOOSNMPOOOOOOOO
OPENOUOUOUOOO YESOODODOOMANAGERODOOOOOOODODOOOOOOOOOOO
SNMPOOOOOOOO

goooog

ADD SNMP COMMUNITYDO 1190000
CREATE SNMP COMMUNITYO 140000 O
DESTROY SNMP COMMUNITYO 1790000
DISABLE SNMP COMMUNITYD 1930 00O
ENABLE SNMP COMMUNITYO 2210000
SET SNMP COMMUNITYO 2750000
SHOW SNMP COMMUNITYO 370000 O
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DELETE SSH USER

DELETE SSH USER

OOoOooooooooo / Secure Shell
00 000AR7200 AR740

DELETE SSH USER=user nane

username: 00 00001015000000000000

00

ssHOOOOOoOooooo
googgg
USER SSHOOOOO

goooog

ADD SSHUSERO 1210000
SET SSHUSERO 2770000
SHOW SSH USERO 3820000
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DELETE TACACS SERVER

DELETE TACACS SERVER

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE TACACS SERVER=/ padd

ipadd: IPO OO0

00

00000000000 TACACSO Terminal Access Controller Accesss SystemO O 000000000
goodoo

SERVER TACACSOOOOO IPOOOD

o

00000000000 TACACSOOODO 172.16.103000000

DELETE TACACS SERVER=172.16. 10. 3

goooog

ADD TACACS SERVERO 1230000
SHOW TACACS SERVERO 388 0 00 [
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DELETE TRIGGER

DELETE TRIGGER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE TRI GGER=tri gger-i d NUMBER=/ ndex

index 000000001050
trigger-id: 00 00 000101000

00

oooooooooboooooboooo

goooog

TRIGGER OOOOOO
NUMBER 0OO0O0OO0OO0OOO

goooog

ADD TRIGGERO 1240000

CREATE TRIGGER CPULO 1420000
CREATE TRIGGER FIREWALLO 1440000
CREATE TRIGGER INTERFACEO 146 D O O O
CREATE TRIGGER MEMORYO 148 0 00 O
CREATE TRIGGER MODULEO 1500 0 0O
CREATE TRIGGER PERIODICO 1520 000
CREATE TRIGGER REBOOTU 154 00 00
CREATE TRIGGER TIMEO 156 0 O O
DESTROY TRIGGERO 1800 0 OO

SET TRIGGER CPUL 286 00 O O

SET TRIGGER FIREWALLO 28800 00O

SET TRIGGER INTERFACED 2900 0 O O
SET TRIGGER MEMORY 29200 0O O

SET TRIGGER MODULEO 2940000

SET TRIGGER PERIODICO 296 0 O O O

SET TRIGGER REBOOTO 298 0 0 O [

SET TRIGGER TIMEO 3000 0 OO

SHOW TRIGGERO 3910000
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DELETE USER

DELETE USER

00000000000 /000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE USER=/ ogi n- nane

login-name: 00000010640 0000000000000000DDO0O0ODOOOOODOOO

00

coooooooooooboooooboobooooogo
goooog

USER 000000000000 O0OO0OOOOOO

o
" 0000 flyoooooo

DELETE USER=fly

goooog

ADD USERO 126 0 0 OO
DISABLE USERT 20000 OO
ENABLE USERO 228 00 00O
PURGEUSERO 2470000
RESET USERO 2520 00 O
SET USERO 3030000
SHOW USERT 4000000
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DELETE USER RSO

DELETE USER RSO

00o00o0o0ooOoooo /0000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DELETE USER RSO | P=i padd

ipadd: IPO OO0

00

000000000000 Security Officer000 TelnetO OO OOOOOODOO IPOOOOORSOOO
0 O O RSO=Remote Security Officer0 OO0 00 O

00000000000 00000RSOUODOOOODOOODOOOOOOODO Security Officer00 00
TelnetOODOOOOOOOO

goooog

IP RSOOOOOOOOOOOOO

goooog

ADD USERRSOO 128 00 OO
DISABLE USERRSOO 2010000
ENABLE USERRSO0 229000
SHOW USER RSO0 404000 0O
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DESTROY LOG OUTPUT

DESTROY LOG OUTPUT

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DESTROY LOG OUTPUT={TEMPORARY|PERVANENT]| out put - i d}

output-id: 0O OO 1DO 10200

00

oooooooooooooon
goooog

OUTPUT 0OOOOOIDO102000000000000000000OTEMPORARYRAMIOOO
OPERMANENTIO NVSO O OOOOO

g
s 0000000010 000000

DESTROY LOG QUTPUT=1

goooog

CREATE LOG OUTPUTO 1350000
SHOW LOG OUTPUTO 3420000
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DESTROY PATCH

DESTROY PATCH

00o00oo0oOoooo /000000

00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DESTROY PATCH=fi | enane

filename: DO 00O

00

oooooooooboooooboooo

goooog

PATCH O0OOOO0OOO

goooog

DELETEFILED 1610000
LOADO?234 0000
SHOW PATCHO 3590000

ooooo
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DESTROY SERVICE

DESTROY SERVICE

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DESTROY SERVI CE=ser vi ce- nane

service-name: 0000000010150 00000000000000000DOO0OO0OO0DDOO

00

pcooooooooooo
goooog

SERVICE 0OO0OOOOOO

goooog

CREATE SERVICED 1380000

SET SERVICED 2740000
SHOWASYN OO OOoOooooooe20000
SHOW SERVICEO 3640000
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DESTROY SNMP COMMUNITY

DESTROY SNMP COMMUNITY

000o0oOooooog /ZSNMP

00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DESTROY SNVP COVMUNI TY=conmuni ty

community: SNMPOOOO0O0O0CO0O101500000000000000DO

00

SNMPOOOOOOOOOOOOO

goooog

COMMUNITY SNMPOOOOOOOO

goooog

ADD SNMP COMMUNITYDO 1190000
CREATE SNMP COMMUNITYO 140000 O
DISABLE SNMP COMMUNITYD 1930 00O
ENABLE SNMP COMMUNITYO 2210000
SET SNMP COMMUNITYO 2750000
SHOW SNMP COMMUNITYO 370000 O
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DESTROY TRIGGER

DESTROY TRIGGER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DESTROY TRI GGER=tri gger-id

trigger-id: 00 00 000101000

00

oooooooooo
goooog

TRIGGER 0OOOOOO

goooog

ADD TRIGGERO 1240000

CREATE TRIGGER CPULO 1420000
CREATE TRIGGER FIREWALLO 1440000
CREATE TRIGGER INTERFACEO 146 D O O O
CREATE TRIGGER MEMORYO 1480 00 O
CREATE TRIGGER MODULEDO 1500 0 0O
CREATE TRIGGER PERIODICO 1520 000
CREATE TRIGGER REBOOTO 154 00 00
CREATE TRIGGER TIMEO 156 0 O O [
DELETE TRIGGERO 1730000

DISABLE TRIGGERO 1990000

ENABLE TRIGGERO 2270 00 O

PURGE TRIGGERO 246 0 0 O [

SHOW TRIGGERO 3910000
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DISABLE FEATURE

DISABLE FEATURE

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE FEATURE={f eat ur enane|i ndex }

featurename: 00 0000001012000
index 000000000100

00

pooooooooooboooooon
goooog
FEATURE 0OOO0OO0OOOOOO SHOWFEATUREOODOOOOOOOOOOOODOOOO

goooog

ENABLE FEATURED 2090 0 0O O
SHOW FEATUREO 315000 O
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DISABLE HTTP SERVER

DISABLE HTTP SERVER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE HTTP SERVER

g0

HTTPOOOOOOOOOOOOO0ODOOOO0O0OO
O0o0ooooUooHTTPOOOOOOOOOOOOOOOOOOODOOOOOOIPOOOO TCPODO
osoUo0UiooUooUoooooUooooooo0ooo0oooOUoOoOUDOOoUOOdTTPOOODO
ooooooooon

goooog

ENABLE HTTP SERVERO 21000 0O
SHOW HTTP SERVERO 324000 O
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DISABLE LDAP DEBUG

DISABLE LDAP DEBUG

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE LDAP DEBUG

g0

LDAPOOOOOOOOOOOODOOOOODOOOOODO

goooog

ENABLE LDAP DEBUGD 211 0000
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DISABLE LOG

DISABLE LOG

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE LOG

g0

oooooooooboooobooooood

goooog

DISABLE LOG GENERATIONO 1850000
DISABLE LOG OUTPUTO 186 0 O OO
DISABLE LOG RECEPTIONO 1870000
ENABLE LOGO 2120000
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DISABLE LOG GENERATION

DISABLE LOG GENERATION

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

Dl SABLE LOG GENERATI ON

g0

pcooooooooooo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon

goooog

DISABLE LOGDO 184000 O

DISABLE LOG OUTPUTO 186 0 O OO
DISABLE LOG RECEPTIONO 1870000
ENABLE LOG GENERATIONDO 2130000
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DISABLE LOG OUTPUT

DISABLE LOG OUTPUT

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE LOG QUTPUT[ ={TEMPORARY|PERVANENT| out put - i d}]

output-id: 0O OO 1DO 10200

00

coooooooooooboooooboobooooogo
goooog

OUTPUT 0OOOU00O0OO0OO0OOOOO0O0O0OOOOOOOOO0O0OOOTEMPORARY O PERMANENT
ooboooooobooobooooobood

goooog

DISABLE LOGDO 184000 O

DISABLE LOG GENERATIONO 1850000
DISABLE LOG RECEPTIONO 1870000
ENABLE LOG OUTPUTO 2140000
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DISABLE LOG RECEPTION

DISABLE LOG RECEPTION

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE LOG RECEPTI ON

g0

0000000 0syslogh SRLPO Net Manage Message ProtocolD DO OO OO0
goooooboooobooooboooboobbobbuoobogoo

goooog

DISABLE LOGDO 184000 O

DISABLE LOG GENERATIONO 1850000
DISABLE LOG OUTPUTO 186 0 O OO
ENABLE LOG RECEPTIONO 2150000
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DISABLE MAIL DEBUG

DISABLE MAIL DEBUG

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE MAI L DEBUG

g0

pooooooooooboooooon

goooog

ENABLE MAIL DEBUGO 216 00O OO
SHOW MAILO 3510000
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DISABLE NTP

DISABLE NTP

000000oooooo /ZNTP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE NTP

g0

NTPOOOODOOOOODOOOOODOOOOODOO

goooog

ENABLE NTPO 2170000
PURGE NTPO 2450000
RESET NTPO 2510000
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DISABLE RELEASE

DISABLE RELEASE

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE RELEASE=fi | enane

filename: DO 00O

00

ooooooooooobooooooboooooooood
goooog
RELEASE 0OOO0OO0OOOOOO

goooog

ENABLE RELEASEO 218 00 00O
SHOW RELEASEO 3610000
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DISABLE SNMP

DISABLE SNMP

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE SNWP

g0

SNMPOOOOOOUOOOOOODOOOOOOOOO

goooog

DISABLE SNMP COMMUNITYD 1930 00O
ENABLE SNMPO 2190 00O

ENABLE SNMP COMMUNITYO 2210000
SHOW SNMPO 367 000 O

SHOW SNMP COMMUNITYO 370000 O
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DISABLE SNMP AUTHENTICATE_TRAP

DISABLE SNMP AUTHENTICATE _TRAP

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE SNVP AUTHENTI CATE_TRAP

g0

SNMPOOOOOOODOOOOODOOOOOOOOOODOO

goooog

DISABLE SNMPO 1910 00O

ENABLE SNMPO 2190 00O

ENABLE SNMP AUTHENTICATE_TRAPO 2200000
SHOW SNMPO 367 000 O
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DISABLE SNMP COMMUNITY

DISABLE SNMP COMMUNITY

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE SNMP COMMUNI TY=conmuni ty

community: SNMPOOOO0O0O0CO0O101500000000000000DO

00

oooOoSNMPOOOOOOOODOOOOODOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

DISABLE SNMPO 1910 00O

ENABLE SNMPO 2190 00O

ENABLE SNMP COMMUNITYO 2210000
SHOW SNMPO 367 000 O

SHOW SNMP COMMUNITYO 370000 O
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DISABLE SNMP COMMUNITY TRAP

DISABLE SNMP COMMUNITY TRAP

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE SNVP COVMUNI TY=conmuni ty TRAP

community: SNMPOOOO0O0O0CO0O101500000000000000DO

00

OooOoSNMPOOUOOOOOODOOOOOOODOOOOODOOOOODOOOOODOOOO
goooog

COMMUNITY SNMPOOOOOOOO

g

s 0000000publicc00000000000O0O00O0O0OO

DI SABLE SNVP COVWUNI TY=publ i ¢ TRAP

goooog

ENABLE SNMP COMMUNITY TRAPO 2220000
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DISABLE SSH SERVER

DISABLE SSH SERVER

OOoOooooooooo / Secure Shell
00 000AR7200 AR740

Dl SABLE SSH SERVER

g0

SSHOOUOOOOOOoOooooooooooooo

goooog

ENABLE SSH SERVERO 2230000
SET SSH SERVERO 276 0D 0 O [
SHOW SSHO 3720000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 195
J613-M0274-00 Rev.K



DISABLE SSH USER

DISABLE SSH USER

OOoOooooooooo / Secure Shell
00 000AR7200 AR740

DI SABLE SSH USER=user nane

username: 00 00001015000000000000

00

oooossHOooOooOoooooooooo
ADDSSHUSEROUOOOOUOOOOOUOOOUOOOOOUOOOOOOS0000000000000O
000000000000 O0O0O0O00O0O0OENABLESSHUSEROOOOOOOOOOOOoOoOooooo
ooosSsHOoOoooOooooooooo

goooog

USER SSHOOOOO

goooog

ADD SSHUSERO 1210000
DELETESSH USERO 1710000
ENABLE SSHUSERO 2240 00O
SET SSHUSERO 2770000
SHOW SSH USERO 3820000
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DISABLE SYSTEM SECURITY_MODE

DISABLE SYSTEM SECURITY_MODE

00o00o0o0ooOoooo /0000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE SYSTEM SECURI TY_MODE

g0

ooooooooooooooobooboooboooboobooooobooooboogd
cobooooooboobooooooboooooobooooooooobooooboooooooooboooon
ooo

goooog

ADD USERO 126 0 O OO

ENABLE SYSTEM SECURITY_MODEDO 225000
SET USERO 3030000

SHOW SYSTEMO 3850 00 O

SHOW USERT 4000000
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DISABLE TELNET SERVER

DISABLE TELNET SERVER

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE TELNET SERVER

g0

TelnetOOOODOODOOOOODOOOOOOOOOOOO

goooog

ENABLE TELNET SERVERO 226 D OO O
SHOW TELNETO 3890 00 O
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DISABLE TRIGGER

DISABLE TRIGGER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE TRI GGER|[ =t ri gger-i d]

trigger-id: 00 00 000101000

00

cooooooooooboooooobooooboobooboooooobooooogon
0000000000000 0000000000000U0OSTATE=DISABLEDOOOOOOOOOOO

goooog

TRIGGER O0OU0OO0OO0O0OO0U0OO0OOO0OOOOOOOOOOOOOOO

goooog

ACTIVATE TRIGGERO 109000 O
DELETE TRIGGERO 1730000
DESTROY TRIGGERO 180 0 0 OO
ENABLE TRIGGERO 2270 00 O
PURGE TRIGGERO 246 0 0 O [
SHOW TRIGGERO 3910000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 199
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DISABLE USER

DISABLE USER

00000000000 /000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE USER=/ ogi n- nane

login-name: 00000010640 0000000000000000DDO0O0ODOOOOODOOO

00

coooooooooooboooooboobooooogo
goooog

USER 0OO0OO0OOO

goooog

ADD USERO 126 0 O OO
DELETEUSERO 1740000
ENABLE USERO 228 0000
PURGEUSERO 2470000
RESET USERO 2520 00 O
SET USERO 3030000
SHOW USERT 4000000
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DISABLE USER RSO

DISABLE USER RSO

00o00o0o0ooOoooo /0000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SABLE USER RSO

g0

O0000000000000 Security Officer00 000 TelnetOOODODODOO0OODOOOOOOOOOO
0000000000 TelnetO D OO DOOOO Serucity Officer0 0000000000 OO Security
Officer0 000000

goooog

ADD USERRSOO 128 00 OO
DELETEUSERRSOO 1750000
ENABLE USERRSO0 229000
SHOW USER RSO0 404000 0O

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 201
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DISCONNECT

DISCONNECT

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DI SCONNECT 1..5

g0

oooooooooooooon
O0o0oooDO00OO0U0Oo0oO0o0oOooo0n0 SHOWSESSIONSOOOOooooooo

g
0000000 2000000

DI SCONNECT 2

goooog

CONNECTO 1310000
CONNECTPORTIMOOODOODOODOO 240000
RECONNECTO 2480000

SHOW SERVICEO 3640000

SHOW SESSIONSO 366 0 0 O O

TELNETO 4080000
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DUMP

DUMP

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

DUMP [ ADDRESS=addr ess] [LENGTH=/ ength] [ Sl ZE={BYTE|WWORD|LONG}]
[ SPACE={SD|SP|UD|UP|UR}]

address: 000000000160 00
length 0000016000

g0

ooooooooleoooooon
goooog

ADDRESS 00000000000 0O0O0O0O0OO0OO0OOOOOO0OO0O0OO0O0OOOOOOOOOOOOOO
ADDRESSO0OO0O0O000O0O0OO0OOOOOOOOOOOOOOODOOO

LENGTH 0000000000600 000000O0O0O0UOOoOoUOoooooooggg

SIZE 0000000000000 000O0O0OOOBYTEODWORDOLONGUOOOOOOOOOOOO
oo0ooo0oooooooOoooSIZEDOODODODUOOOOoooooooooooooooooooo
00000000 LENGTHOOOUOUOUOOOOOUOUOODOLENGTHOOOOOGOOOSIZEODO
gooooboogobooooboobbobbooboooboo

SPACE 000000 CPUOOODOOOUDI User DatallUR] User ProgramTUR] User Reserved[[
SDUO Supervisor DatalTl SPO Supervisor ProgramO 0000000

gooooggoo

Manager > dunp address=0 | engt h=80 si ze=l ong

00000000 00021ee4 55551111 55551111 55551111 ... UL UL L UU.
00000010 55551111 55551111 55551111 55551111 UU. . UU. . UU. . UU.
00000020 55551111 55551111 55551111 55551111 UU. . UU. . UU. . UU.
00000030 55551111 55551111 55551111 55551111 UU. . UU. . UU. . UU.
00000040 55551111 55551111 55551111 55551111 UU. . UU. . UU. . UU.
00000050 55551111 55551111 55551111 55551111 UU. . UU. . UU. . UU.
00000060 55551111 55551111 55551111 55551111 UU. . UU. . UU. . UU.
00000070 55551111 55551111 55551111 55551111 UU. . UU. . UU. . UU.
o

mFFO0C 00O 2560000000000 000O0OO
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DUMP ADDRESS=FFO00 LENGTH=FF SI ZE=WORD

googod

MODIFYDO 2410000
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DUMP NVS

DUMP NVS

00000000000 /0000000000000
00 000AR7200 AR740

DUVMP NVS [ BLOCK=b!/ ock-id] [1NDEX=i ndex] [LENGTH=/ ength] [ OFFSET=offset]
[ SI ZE={BYTE|WWORD|LONG}]

block-id: 00O DOO IDO160 00O
index 0000000 0O0DO16000
length DO OOO016000

offset: 0 DDOOOOD1600DO

g0

NvSOOOoOOoooooileooooooo
0000000000000 O0BLOCKU INDEXOD LENGTHOOOOOOOOOOD200000000
ooooooooooobooooooboooooooood

goooog

BLOCK OOOO IDOSHOWNVSOOOOOOOOOOO

INDEX OO0OO0O0O0OO0O0O0O0O0OSHOWNVSOOOOOoOooOoooo

LENGTH OOOOOOoOooooo

OFFSET OO0OO0OO0OO0OOO

SIZE 0000000000000 O000000O0BYTEOWORDOLONGOOOODOODOOOOOOO
oooOoooooooooooSiZzEOODoOOoOoOoOoOooOoooooooooooooooo
00000000 LENGTHOOOODOOOODOOOOOOLENGTHOOODOOOOOSIZEOO
ooobooooooooobooooooooobooooogd

ID oooo b
Index oooooooooo
Offset oo0oooooooooon
Length ooooooo
Size O000O0000OBYTEDO LONGOWORD OO OOO
Offset ooooooooo
Data ooooleooonO
ASCII OOogoAsSClHOOO
0 33:
ooooon
ooooo CentreCOM AR300/AR700 0 000 ODO0O00O0O0O0OOO 2.3
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CLEARNVS TOTALLYDO 1300 O OO
DELETENVSO 1670000
MODIFY NVSO 2420000

SHOW NVSO 356 0000

SHOW NVSFREEO 358 0000
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EDIT

EDIT

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

EDIT [ fil enane]

filename: DO 00O

g0

oooooooooboooobooooood

00o0o0oooooooo cri/CO000O0O0OO Cul/K, Cri/XOOODODODOOD0ODOOO0O0O0ODO0OOO

ooo

od

Ctrl/0

octrlD0 0000000 oOo0o0ooooooooCriZJEODOm Ctrio0 O
O0o0ooooeE0OO0O0OOOOODOOO

Ctrl/0, Ctrl/o

OCtri/OODCtri/o DOOODOO0OMCrIO0D0D0OODO0OO0OOO0OOOODOO
000ooooctri/K, Cirl/XD O M Ctri/KOD Cri/XO OO0 o000 0O
ooooo

googooo
1 0oo Ctri/z 100000
1 0oo Ctri/ZX 100000
- loooooo
- loooooo
Ctrl/B gooooooon
Ctrl/D O0000000O0O0OTelnetoOOOOOO Cri/DO0OOOOOODOOO

googoooooboooboo
Ctri/A googn
Ctrl/E googn
Ctrl/U loooooo
Ctrl/v loooooo
Ctrl/F loooooo
od

Delete0 00 Backspace O OO0O0ODOOO0OOOOOO
Ctrl/y googoo
Ctri/T 10000

googooo

Ctrl/K, Ctrl/B

ooooo

oooooooooo
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EDIT

Ctrl/K, Ctrl/D gooooooooo
Ctrl/K, Ctrl/U gooooooooooooo
Ctrl/K, Ctri/C gooooood
Ctrl/K, CtriZY googooo
Ctrl/K, Ctri/Vv goooboooobooooooooo

od
CtrI/K, Ctri/F 00
Ctrl/L gooo

googoo
CtrI/K, Ctri/X gooooooon
Ctrl/C gooooooon

goboooboogo

Ctrl/1 gooooooooboo
Ctrl/0 googoo

ogo
Ctrl/wW googoo
Ctrl/K, CtrI/H goooboooobooooooooo
Ctrl/K, Ctrl/0 googooo

034 Edit00D000DDOOO

g
s 00000000000 BASICCFGOUODOOOO

EDI T BASI C. CFG

goooogn

000 WindowsOOOOOOOOOOOOOoOooDOooooooooo

goooog

DELETEFILED 161000 O
LOADO?234 0000
SHOW FILEO 3190000
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ENABLE FEATURE

ENABLE FEATURE

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE FEATURE=f eat ur ename PASSWORD=passwor d

featurename: 00 0000001012000
password: 0000001600000 16000

g0

pooooooooooboooooon

goooog

FEATURE OOOOOOO
PASSWORD OO0OUOO0OO0OO0O0OOOOOOOOOO

goooog

DISABLE FEATUREO 1810 00O
SHOW FEATUREO 315000 O
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ENABLE HTTP SERVER

ENABLE HTTP SERVER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740
cooooooooooooogo

ENABLE HTTP SERVER

00

HTTPOOOOOOOOOOOOO0ODOOOO0O0OO
O0o0ooooUoodHTTPOOOOOOOOOOOOOOOOOOODOOOOOOIPOOOO TCPODO
080000000 oO0000DO000O0Doo0O00O0O0ODODISABLEHTTPSERVEROOOODODO
OO0OoodHTTPOOODOOOOODOOOOO

goooog

DISABLE HTTP SERVERO 1820 00 [
SHOW HTTP SERVERO 324000 O
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ENABLE LDAP DEBUG

ENABLE LDAP DEBUG

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE LDAP DEBUG

g0

LDAPOOOOOOOOOOOODOOOOODOOOOODO

goooog

DISABLE LDAP DEBUGO 1830000
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ENABLE LOG

ENABLE LOG

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE LOG

g0

oooooooooboooobooooood

goooog

DISABLE LOGDO 184000 O

ENABLE LOG GENERATIONDO 2130000
ENABLE LOG OUTPUTO 2140000
ENABLE LOG RECEPTIONO 2150000
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ENABLE LOG GENERATION

ENABLE LOG GENERATION

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE LOG GENERATI ON

g0

coooooooboooboooobobooon

goooog

DISABLE LOG GENERATIONO 1850000
ENABLE LOGO 2120000

ENABLE LOG OUTPUTO 2140000
ENABLE LOG RECEPTIONO 2150000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 213
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ENABLE LOG OUTPUT

ENABLE LOG OUTPUT

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE LOG QUTPUT[ ={TEMPORARY|PERVANENT]| out put - i d}]

output-id: 0O OO 1DO 10200

00

cooooooobooooooboooooooooon
goooog

OUTPUT 0OOOU00O0OO0OO0OOOOO0O0O0OOOOOOOOO0O0OOOTEMPORARY O PERMANENT
ooboooooobooobooooobood

goooog

DISABLE LOG OUTPUTO 186 0 O O O
ENABLE LOGO 2120000

ENABLE LOG GENERATIONDO 2130000
ENABLE LOG RECEPTIONO 2150000
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ENABLE LOG RECEPTION

ENABLE LOG RECEPTION

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE LOG RECEPTI ON

g0

00 000000syslogh SRLPO Net Manage Message ProtocolD DO OO0 000000000000

goooog

DISABLE LOG RECEPTIONO 1870000
ENABLE LOGO 2120000

ENABLE LOG GENERATIONDO 2130000
ENABLE LOG OUTPUTO 2140000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 215
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ENABLE MAIL DEBUG

ENABLE MAIL DEBUG

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE MAI L DEBUG

g0

ooooooooboooooooooood
ooooooooooooooooooooobooobooooooboooobooooooooon
goooog

DISABLE MAIL DEBUGO 188 00 0O
SHOW MAILO 3510000
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ENABLE NTP

ENABLE NTP

00000O0ooooo /ZNTP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE NTP

g0

NTPOOOODOOOOODOOOOODOOOOODOO

goooog

DISABLE NTPO 189000 O
PURGE NTPO 2450000
RESET NTPO 2510000
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ENABLE RELEASE

ENABLE RELEASE

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE RELEASE=fi /| ename NUMBER=r el ease- nunber [ PASSWORD=passwor d]

filename: 0O OO0

release-number: 0O O00000OxyOOOOXxO major000000y 0O 65536 % interim0 00 OO +minor 00
oooo

password: 00000160 000000000000O0OOO

00

coooooooooooboooooboobooooogo
goooog

RELEASE 0000000000000 O0O0OO0OO0OOUOOOOUOOOOUOOOOUOmMMm-rrrrez000
mm-rrirrel 000000000 0wezOOODDOOOOOODOOOOwelDOODDOOODODDODOOOO
O00OmmOOO0O0O0O0O0O0O0AR3000000008MAR4AOOOOOOOO AR700O OO
O005200000rrd majorD00000minord00000InterimO0000000000OO0
goooobood

PASSWORD 0O00O000O0O0O0OOOOOOO

NUMBER 00000O0O0OxyOOOOxO major000000y0O 65536 interim 00 0O 0O O+minor
O0000000000000000000000 2.0.10000x=20y=655360065536x 10 0)00
NUMBER=2.65536 0 0 O O

goooog

DISABLE RELEASED 19000 00O
SHOW RELEASEO 3610000
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ENABLE SNMP

ENABLE SNMP

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE SNWP

g0

SNMPOOOOOOUOOOOOODOOOOOOOOO

goooog

DISABLE SNMPO 1910 00O

DISABLE SNMP COMMUNITYD 1930 00O
ENABLE SNMP COMMUNITYO 2210000
SHOW SNMPO 367 000 O

SHOW SNMP COMMUNITYO 370000 O
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ENABLE SNMP AUTHENTICATE_TRAP

ENABLE SNMP AUTHENTICATE _TRAP

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE SNVP AUTHENTI CATE_TRAP

g0

SNMPOOOOOOODOOOOODOOOOOOOOOODOO

goooogn

Oo0o0o0ooooooo0o0o0oobooooooooo0ooodooADD SNMP COMMUNITY
TRAPHOST=ipaddD 000000000000 OENABLE SNMP COMMUNITY TRAPO O OO

goooog

DISABLE SNMPO 1910 00O

DISABLE SNMP AUTHENTICATE.TRAPO 192000 O
ENABLE SNMPO 2190 00O

SHOW SNMPO 367 000 O
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ENABLE SNMP COMMUNITY

ENABLE SNMP COMMUNITY

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE SNMP COVMMUNI TY=conmuni ty

community: SNMPOOOO0O0O0CO0O101500000000000000DO

00

OO0oO0oSNMPOUOOOOOOOOOOOOODOOODOODOOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

DISABLE SNMPO 1910 00O

DISABLE SNMP COMMUNITYD 1930 00O
ENABLE SNMPO 2190 00O

SHOW SNMPO 367 000 O

SHOW SNMP COMMUNITYO 370000 O

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 221
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ENABLE SNMP COMMUNITY TRAP

ENABLE SNMP COMMUNITY TRAP

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE SNMP COMMUNI TY=cormunity TRAP

community: SNMPOOOO0O0O0CO0O101500000000000000DO

00

O0o0O0SNMPOOUOOOOOOOOSNMPOOOOOOOOOOOOOODOOOOODOOOO
0000000 o0ooo0o0ooUOoOOooOTRAPHOSTOOOOOOOO

goooog
COMMUNITY SNMPOOOO0000
g

s 0000000publicc0000000000OO0OO0OO

ENABLE SNMP COMMUNI TY=publ i ¢ TRAP

goooogn

coooooooooooooooooooooboooooooooooobooooooooooa

goooog

DISABLE SNMP COMMUNITY TRAPO 1940000
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ENABLE SSH SERVER

ENABLE SSH SERVER

OOoOooooooooo / Secure Shell
00 000AR7200 AR740

ENABLE SSH SERVER HOSTKEY=key-i d SERVERKEY=key-id [ EXPlI RYTI ME=hour s]
[ LOG NTI MEQUT=seconds]

key-id: O 0 0 000 655350
hours: 0 0O
seconds: 00 OO0

g0

SSHOOUOOOOOOooOooooooooooooo
SSHOOUOOUOOOUOUOOOOOOOHostKeyD DOOOOOOServer KeyDO OO 200 RSAODOO
000000000000 000000 CREATEENCOKEYD OOOOUOOoOoooooo

goooog

HOSTKEY 0000000000 O0OO000DO0OO0OO0DO 10240000CREATEENCOKEYDOODODO
00 000OTYPE=RSA

SERVERKEY 0000000000000 O0OO0OOOO0OO0OOO12800000000000R0 512
000000000 UO0OUOOOOCREATEENCOKEY D DOOOOOOOOOTYPE=RSA

EXPIRYTIME 00000000000 OO0OMOOOOOO0DOOO0OOO00OOODOOOOOO0O0O00DOO
ooooooUooOoOoO0oOoooO0LOoooOooOoooOo oo

LOGINTIMEOUT 000000000000 MOO00O00O0O0O0O0OO0OO0OO0O000on
Oooooooooooooooo0ooooooooooooeodO

goooogn

SSHOOOOODOOODOODOOOOOOO TelnetOOOODOODOOOOODOOOOODOOTCPOOOODO
oooo

goooog

DISABLE SSH SERVERO 1950000
SET SSH SERVERO 276 D 0 O O
SHOW SSHO 3720000
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ENABLE SSH USER

ENABLE SSH USER

OOoOooooooooo / Secure Shell
00 000AR7200 AR740

ENABLE SSH USER=user nane

username: 00 00001015000000000000

00

ooooossHooOooooooooo
ADDSSHUSEROUOOOOUOOOOOUOOOUOOOOOUOOOOOOS0000000000000O
ooo0o0ooooooooooooUooooooooooooooooooooooo SsSsHOooOo
ooooooooo

goooog

USER SSHOOOOO

goooog

ADD SSHUSERO 1210000
DELETESSH USERO 1710000
DISABLE SSHUSERO 196 D 0 O O
SET SSHUSERO 2770000
SHOW SSH USERO 3820000
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ENABLE SYSTEM SECURITY_MODE

ENABLE SYSTEM SECURITY_MODE

00o00o0o0ooOoooo /0000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE SYSTEM SECURI TY_MODE

g0

coooooooobooobooooobooooboooboooooon
000000000000000D00000000 Security Officer 0 000 00O 0O O Security Officer
pooooooooboooooooooooooboooooogon

goooog

ADD USERO 126 0 O OO

DISABLE SYSTEM SECURITY_MODEO 197 0 00O
SET USERO 3030000

SHOW SYSTEMO 3850 00 O

SHOW USERT 4000000
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ENABLE TELNET SERVER

ENABLE TELNET SERVER

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE TELNET SERVER

g0

TelnetOOOODOODOOOOODOOOOOOOOOOOO
0000 TelnetOODOOOOIPV6OOODOOOOIPV6OODOOOOOOOOOOO

goooog

DISABLE TELNET SERVERO 1980 00O
SHOW TELNETO 3890 00 O
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ENABLE TRIGGER

ENABLE TRIGGER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE TRI GGER[ =t ri gger-i d]

trigger-id: 00 00 000101000

00

pobooooooooooooooboobooooooobooooooooo

0000000000000 0000000000000U0OSTATE=DISABLEDOODOOOOOOOOO

goooog

TRIGGER 0OU0OO0OO0O0OO0U0OO0OOO0OOOOOOOOOOOOOOO

goooog

ACTIVATE TRIGGERO 109000 O
CREATE TRIGGER CPULO 1420000
CREATE TRIGGER FIREWALLO 1440000
CREATE TRIGGER INTERFACEO 146 D O O O
CREATE TRIGGER MEMORYO 1480 00 O
CREATE TRIGGER MODULEDO 1500 0 0O
CREATE TRIGGER PERIODICO 1520 000
CREATE TRIGGER REBOOTO 154 00 00
CREATE TRIGGER TIMEO 156 0 O O
DELETE TRIGGERO 1730000

DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERI 1990000

PURGE TRIGGERO 246 0 0 O [

SET TRIGGER CPUL 286 00 O O

SET TRIGGER FIREWALLO 28800 00O
SET TRIGGER INTERFACED 2900 0 O O
SET TRIGGER MEMORY 29200 0O O

SET TRIGGER MODULEO 2940000

SET TRIGGER PERIODICO 296 0 O O O

SET TRIGGER REBOOTO 298 0 0 O [

SET TRIGGER TIMEO 3000 0 OO

SHOW TRIGGERO 3910000
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ENABLE USER

ENABLE USER

00000000000 /000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE USER=/ ogi n- nane

login-name: 00000010640 0000000000000000DDO0O0ODOOOOODOOO

00

oooooooooboooobooooood
goooog

USER 0OO0OO0OOO

goooog

ADD USERO 126 0 O OO
DELETEUSERO 1740000
DISABLE USERT 20000 OO
PURGEUSERO 2470000
RESET USERO 2520 00 O
SET USERO 3030000
SHOW USERT 4000000
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ENABLE USER RSO

ENABLE USER RSO

00o00o0o0ooOoooo /0000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

ENABLE USER RSO

g0

0000000000000 000Security Officer00000000 TelnetOODOOODOOOOO
O0o0oU0o0o0o0o0o0oooooo0OoOOoOADDUSERRSOODODOOOOOOO IPOOODOOOOO
OO0 Security Officer DO D ODODO0OO TelnetOODOODOODD0DOO0OODOOOODOOODOOOOOOO
00000000000 Security Officer0 00000000 TelnetOOOODOOOOODO

goooog

ADD USERRSOO 128 00 OO
DELETEUSERRSOO 1750000
DISABLE USERRSOO 2010000
SHOW USER RSO0 40400 00O
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FLUSH LOG OUTPUT

FLUSH LOG OUTPUT

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

FLUSH LOG OUTPUT[ ={TEMPORARY|PERVANENT|out put - i d}]

output-id: 0O OO 1DO 10200

00

pobooooooooooboooooboooobooboboooooobooon
goooog
OUTPUT 0OOOOIDOOOOOOTEMPORARYODOODOOOODOOOODOOOODOOODOOOO

o0oooooooooooooooo0oooooo0 IDOOOOO0OO0OO0O0O0OOOO0O00O000
oobobooooobooobooogooooooooooooooon

goooog

PURGE LOGO 2440000
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HELP

HELP

00o0ooO0oooooo /0000

00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

HELP [ t opi c]

topic: DO O OOQOQO

g0

oooooooooooooon

Oooo0oooOooooOo SETHELPOOOOODOOOOOOODOOOOOODOOOOOOOOOODOO

SHOW SYSTEM O OO OOOOO

gooooggoo

ooo

Manager > hel p

AR300/ AR700 O OODO

This online help is witt

Hel p Qperation
Help I Nterface
Hel p 1 Sdn
Hel p Tdm

Hel p ACc

Hel p FRanerel ay
Hel p PPp

Hel p Bridge
Help I P

Hel p | PV6
Hel p I PMul ti cast
Hel p | PX

Hel p APpl et al k
Hel p Flrewal |
Help Vrrp
Hel p Rsvp
Hel p Dhcp
Help Ge

Help L2tp
Hel p | PSec
Hel p PKi

ooooo

gooooooo

en in Japanese (Shift-JIS).

goooooooooooooooodao
0000000o00oo0o0o0o0O0oO0"HELP OPERATION' O

ooooooSNWwOOOooOoooooooooooog
O0D0DO0O0D0OO0OOETHOBRIOPRI OO0

| SDN

ooo
oooooo
ooooooo
PPP

oooooo
IPORIPOCSPFO I POOOOOOODO
I Pv6
IPOOOOOODO
| PX

Appl eTal k
oooooobooo
VRRP

RSVP
DHCPO O OO
GRE

L2TP

| Psec

PKI
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HELP

Hel p Enco
Hel p PBx

Hel p Keybi nd

Manager > help ipv6

AR300/ AR700 O OODO

Hel p 1 PV6 Cener al
Help I PV6 Interface
Help 1 PV6 RQute
Help IPV6 RIp

Hel p 1 PV6 Dns

Help IPV6 Filter

ooooo
oooooo

oooooo

oooooooo - V2.3 Rev. 01 2002/12/13

oooooo
IPv600000000
000000000000
00000R Pngd
oooo
IPv600000

g

e(0000000o0o00oooooon

HELP

s 000000000 IPOOOOOO

HELP I P

goooog

SETHELPO 256 0 OO O
SHOW SYSTEMO 3850 00 O
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IF THEN ELSE ENDIF

IF THEN ELSE ENDIF

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

| F stringl {EQNE} string2 THEN conmands [ ELSE conmands] ENDI F

stringl: 00 00000010255000
string2, 000 0000010255000
commands: 00000

00

2000000stringlOstring2000 0000000000000 0OO0O0O0DOO00OO0OOO0O0OOO0OOO
oooooooooo

OU00OEQU 2000000000 DOOUOONED 200000000000 DOO0DOOODOOOODODO
ooooooooooooon

00 O 0Ostringl {EQINE} string20 0 000 00 THEN OO THEND ENDIF O OO THENO ELSED O
00000000 ENDIFODOOOODDOOOODOOO

OU0000O0OO0O0OO0OELSEOODOODO ELSEODELSEDENDIFOOODOO0DOO0O0OO ENDIFODOOOO
oooooooooooooon

00000000000 ELSEDODOODOOOOOOOD ENDIFOODOOOO

goooogn

oooooooooooooon

goooog

WAITO 4130000
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LOAD

LOAD

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

LOAD [ METHOD=TFTP] [ SERVER={host nane|i padd}] [FILE=filenane]
[ DESTFI LE=dest fil enane] [ DESTI NATI ON={FLASHNVS}] [ DELAY=seconds]
LOAD
[ METHOD={HTTP|VEB|WW\}] [ SERVER={host nane|i padd}] [ SERVPORT={1.. 65535
DEFAULT}] [FILE=filenane] [DESTFI LE=destfilenane] [ DESTI NATI ON={FLASH|
NVS}] [ HTTPPROXY={host nane|i padd}] [ PROXYPORT=1.. 65535]
[ USERNANVE=user nane] [ PASSWORD=passwor d] [ DELAY=seconds]
LOAD
[ METHOD=LDAP] [ SERVER={host nane|i padd}] [ SERVPORT={1..65535|DEFAULT}]
[ ATTRI BUTE={CERT|CRL|CACERT}] [ BASEOBJECT=di st - nane]
[ DESTFI LE=dest fil enane] [ DESTI NATI ON={FLASHNVS}] [ DELAY=seconds]
LOAD
[ METHOD=NONE] [ ASYN=asyn-nunber] [FlLE=filenane] [ DESTI NATI ON={FLASH|
NVS}] [ DELAY=seconds]
LOAD [ METHOD=ZMODEM [ ASYN=asyn- nunber ]
[ FILE=fil enane] [ DESTI NATI ON={FLASHNVS}] [ DELAY=seconds]

hostname: OO OO

ipadd: IPO OO0

filename: 00 000010100000

destfilename: 00 OO0 001012000

seconds: 0 0 0004294967295 0 O

password: 000001060000

username: 00 00001060000

dist-name: X.500 0O O O 0 DN “cn=myname,o=myorg,c=jp” 00 00
asyn-number: 00000000 Qo0OO

00

0000000000000 O0TFTPOHTTPOLDAPO O OOODZMODEM O OOOOOO/00000OO
oooo
000000000000 00000O0SETLOADERODOOOOOOOOOOOOOODOOOOOO

googgg
METHOD O0O0O00O00O0OTFTPOHTTPO WEBOWWW O 00O M LDAPONONEDZMODEM OO

ooooogoooon
SERVER TFTP/Web/LDAPOO0O0OO0ODOODOOOOFQDNOODO IPOOODOOMETHOD O
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LOAD

TFTPOHTTPO OO O WEBDWWWMM LDAPO OO OOOOOOOUOORRDNOOOOOOOO
ADDIPDNSOOOOODNSOOOOOOOOOOOOOOOO

SERVPORT Web/LDAPOOOODO TCPOOODOOOMETHODO HTTPO O OO WEBOWWWOO
LDAPOOOOO0OOOOOOOOOODOOD 800WebD OO DO 3890 LDAPLH

FILE OO0O0OO0O0O0D0DO0O0000O00000O000000000

DESTFILE OOOO0OO0OO0OO0OOOOOO

DESTINATION 0O0000000O00O00O00O0OO0OO0O0ONVOOOO0OOO0DO00O FLASHIO
00000oo0000ooooo0oooo0ooo FLASH

HTTPPROXY HTTPOUOUOOOOOOOOUOOOFEDNOOOO IPOOOOOMETHODO HTTP
0000 WEBOWWWOOOOOOOUOOOODODORQDNOOOOOOOOADDIPDNSOOOO
ODNSOOOOOOoOOooooooooo

PROXYPORT HTTPOOOOOO TCPOOOOOOMETHOD O HTTPO O OO WEBOWWWOO
O0o000oooOooodTTPPROXY D UDOUOOOOOOOOOOOOOODO 80

DELAY 00000O0O0O0O0O0O00O0O0OO0OO0O0O0OO0O0O0O0

USERNAME HTTPBasicOODOOOOOOOMETHOD O HTTPOO OO WEBOWWWOOOOO
ooooogd

PASSWORD HTTPBasicOOOODOOOOOOMETHODO HTTPOO OO WEBOWWWOOOOO
ooooogd

ATTRIBUTE 0000000O00O0O0O0OOOO0OOOOOOOO

BASEOBJECT 0UOO0OO0OOO0OUOOO LDAPO DNOOOOOOOOOOOO

ASYN 0O00O00O0OO0OOMETHODO NONEO ZzMODEMOOOOOOOOOOO

CERT userCertificate
CRL certificateReservationList
CACERT cACertificate

0 35: METHOD=LDAP OO ATTRIBUTEO O OOOOUOOD0OOOOOOOD0OOOOOOOOOODOOOOO

g
m TFTPO OO0 192.168.10.1030 00000 0basiccfg0 0000000000

LOAD METHOD=TFTP SERVER=192. 168. 10. 103 FI LE=basi c.cfg

m Web O O 0O 0O0Owww.example.comO O O 0O 0O 0O 0O0Oexample-0001l.cfg0 0 HTTPO OO OO OO
O0ex000l.cfgO D ODOO0DODO0OOOODDODDOODODOOOODODOOOODODODODURLODOOOOOO
0 http://www.example.com/confdir/example-0001.cfg0 0 0 O O
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LOAD

ADD | P DNS PRI MARY=192. 168. 10. 5
LOAD METHOD=HTTP SERVER=www. exanpl e. com FI LE=/ conf di r/ exanpl e- 0001. cfg
DESTFI LE=ex0001. cfg

goooogn

HTTPOUOOOOOOOOOOOOHTTPPROXY O PROXYPORTO SETLOADERIOODOOOOOO
ooooooooooooon

goooog

SET LOADERO 258 0 00 O
SHOW LOADERO 3320000
UPLOADO411 0000
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LOGIN

LOGIN

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

LOA N [/ ogi n- nane]

login-name: 00000010640 0000000000000000DDO0O0ODOOOOODOOO

00

gooooboogobooobooboo

login-name 0 00D 0O000000000O000O0O0OO0OO0O0OO0OOOOOOOOIogin:O0O login-name 00O
goooooboobooobgobooboboboobbo™@ooobobbobooobobobobboboboo
000000000000 Ud LOGOFFO OO OOOUOLOGONDO OO

goooogn

cooooooboboooobooooboobooooobooooooooobobooboboooobooognog
Telnet OO OODODOOO0OODODOOOO0OOTelnetDOOODO0ODOOOOOOOOOOOO

goooog

LOGOFFO 2380000
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LOGOFF

LOGOFF

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

LOGOFF

g0

oooooooooooooooooooLroGouToono

goooog

LOGINO 2370000

238 | CentreCOM AR300/AR700 0000 ODODOO0O0OOOO 2.3 gooogd
J613-M0274-00 Rev.K



MAIL

MAIL

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

MAI L TO=enmi |l - addr {FI LE=fi| enane|MESSAGE=string} [ SUBJECT=stri ng]
[ ETRN=donai n- nane]

email-addr: 0OO0O0O0OO0OOOO
filename: DO O OO
domain-name: 0 OO0 OO
string: 000010131000

g0

cooooooooooooogo
000 SETMAILOOOOOOOOOOOOOOOOOOOOOOO

goooog

TO 000000000 Ouser@domain.xxx 0000 user@[192.168.1005]0 00000000000
OO0 DNSOOOOOOOODOOOADDIPDNSOOOOMMOoOO IPOO0OOOOOOOOO
0000000000000 0MXM

FILE DOUOO0OU0OO0OO0DOO0O0O0O00O00O00O0O0O0O0O0OMESSAGEDDODODOODOOOOOOOOOO

MESSAGE 0O0O0O00OO0OUOOOOFLECOOOOOOOOOODOOOOOO

SUBJECT 0OOOO0OODOOO

ETRN TOOUOOOOOOOOOOUOOOOOETRNOOOOOOOOOOOOOOOOODOOOOOO
ooooooooogd

o
m admin@mydomainxxx D0 000000

MAI L TO=admi n@wydonai n. xxx SUBJECT="test" MESSAGE="This is a test."

goooogn

user@domainxxx 00D 000000000000 0ODNSOOOOOOOOOOOdomainxxxdd MX
oo0ooooo0ooooo0oooo00oooo0ooOO0boOoO0oOoOO00ooO0bDO0OO0DO MXO
coooooooboooooooooooooobooooooooobooooboooooooooboooon
OIPOOO0ODOODOO0ODOODOuser@ipaddress] 00 000000000000 O0OOOOOOO
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googod

DELETE MAILO 1650000
SET MAILO 2670000
SHOW MAILO 3510000
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MODIFY

MODIFY

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

MODI FY ADDRESS=addr ess S| ZE={BYTE|LONGWORD} VALUE={val ue-/i st|string}
[ SPACE={SD|SP|UD|UP|UR}]

address: 000000000160 00
value-list: 00000160 000000000000000O0O0OOS0000
string: 0000000000000 001012000

g0

cooooooboooooon
goooog

ADDRESS OOOOOOO

SIZE 0O00OO0OOUOBYTEOWORDOLONGOOOOO

VALUE 0000000O0CSIZEOODOOOOUOOOOOOOUOOOOO le000000S5000000
VALUE=124ac,0,14e,6500 DO D ODO0O0O0DO00ODOOO0O0O0O00OO 12000 00VALUE="string”0]
gooogoo

SPACE CPUOOOOOOOUD User DatalMUP! User ProgramTIURI User Reserved(ISDI Supervisor
Datall] SPO Supervisor Programd 0 000000000 SDO

goooog

DUMPO 2030000
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MODIFY NVS

MODIFY NVS

00000000000 /0000000000000
00 000AR7200 AR740

MODI FY NVS BLOCK=b!/ ock-i d | NDEX=i ndex OFFSET=of f set S| ZE={BYTE|LONG|
WORD} VALUES=val ue-1i st

block-id: 00O DOO IDO160 00O

index 0000000 0O0DO16000

offset: 10 DDOOOOD1600DO

value-list: 00000160 0000000000000DDOO

g0

BLOCK O INDEXOODOOODO NVSOOOOOOOOOoOoooOo
goooog

BLOCK OOUOO ID

INDEX 0O0O0O0O0OO0O0O0DOO

OFFSET 00000000000 OOO

SIZE 0O0OO0OOOoO0OO

VALUES 000000160 0000000000000O0O0OVALUES=fe,a2(m

goooog

CLEARNVS TOTALLYD 1300 OO0
DELETENVSO 1670000

DUMP NVSO 2050000

SHOW NVSO 356 0000

SHOW NVSFREEO 358 0 0 00
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PURGE LDAP

PURGE LDAP

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

PURCGE LDAP

g0

LDAPOOOOOOOOOOOOO

goooog

SHOW LDAPO 32800 00
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PURGE LOG

PURGE LOG

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

PURGE LOG ={TEMPORARY|PERVANENT |out put - i d}]

output-id: 0O OO 1DO 10200

00

coooooobooooooooooooooobooooboooooooobobooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
coooooobooooooooooooooobooooboooooooobobooon

goooog
LOG OO00U0OooO00oO00ooOoO0ooU0ooOo0ooOo0oOooooOo0ooooooooooOn
coobooooboooooooooooooobooooooooooooobooooooooogn

coobooooboooooooooooooobooooooooooooobooooooooogn
cooooooood

goooogn

oooooooooboooobooooood

goooog

DISABLE LOGO 184000 O
ENABLE LOGO 2120000
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PURGE NTP

PURGE NTP

000000oooooo /ZNTP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

PURCE NTP

g0

NTPOOOODOOOOODOOOOODOOOOO
NTPOOOOOOOOOOOODODOOOO0OO0OO0OO0OO0O0O0OOOO0000000O0OO0O0000000
0000o0ooo00o0ooooOoNTPOOOOOOOODOOOOOOOOOOOOOOOODOOOOO
ooo

goooogn

oooooooobooooooooooooooooboooooooog

goooog

DISABLE NTPO 189000 O
ENABLE NTPO 2170000
RESET NTPO 2510000
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PURGE TRIGGER

PURGE TRIGGER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

PURCE TRI GGER

g0

oooooooooboooobooooood
goboooooobooobooooooboooooooobooooon

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
pooooooooooboooooon

goooog

CREATE TRIGGER CPULO 1420000
CREATE TRIGGER FIREWALLO 1440000
CREATE TRIGGER INTERFACEO 146 D O O O
CREATE TRIGGER MEMORYO 148 0 00 [
CREATE TRIGGER MODULEDO 1500 0 0O
CREATE TRIGGER PERIODICO 1520 000
CREATE TRIGGER REBOOTU 154 00 00
CREATE TRIGGER TIMEO 156 0 O O
DELETE TRIGGERO 1730000

DESTROY TRIGGERO 1800 0 OO
DISABLE TRIGGERI 1990000

ENABLE TRIGGERO 2270 00 O

SET TRIGGER CPUL 286 00 O O

SET TRIGGER FIREWALLO 28800 00O
SET TRIGGER INTERFACED 2900 0 O O
SET TRIGGER MEMORY 29200 0O O

SET TRIGGER MODULEO 2940000

SET TRIGGER PERIODICO 296 0 O O O

SET TRIGGER REBOOTO 298 0 0 O [

SET TRIGGER TIMEO 3000 0 OO

SHOW TRIGGERO 3910000
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PURGE USER

PURGE USER

00000000000 /000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

PURCE USER

g0

MANAGEROOOOOOOOOUOOOOOUOOOOOUOOOOOOOO
MANAGERO OO OODOOODOODODOO friend0O00O

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
pooooooooooboooooon

goooog

ADD USERO 126 0 O OO
DELETEUSERO 1740000
DISABLE USERI 20000 OO
ENABLE USERO 228 00 00O
RESET USERO 2520 00 O
SET USERO 3030000
SHOW USERT 4000000
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RECONNECT

RECONNECT

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

RECONNECT 1..5

g0

oooooooooboooobooooood
00000000 SHOWSESSIONSOOOOoOoooooo

g

s 0000000000000 20000000

RECONNECT 2

goooog

CONNECTO 1310000
DISCONNECTO 2020 00O
SHOW SESSIONSO 366 0 O O O
TELNETO 4080000
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RENAME

RENAME

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

RENAVE src-fil enane dst-fil enane

src-filename: 00 000000
dst-filename: 00000000

g0

ooooooooood

goooog

DELETEFILED 1610000
SHOW FILEO 3190000
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RESET LOADER

RESET LOADER

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

RESET LOADER

g0

O0o00oo0oooo0 LOADEROODOOOOOOOOODOO
cooooooobooooooooooooooboboooooooobooooboooooooooboooon
pooooooooooboooooon

goooog

LOADO?234 0000
SET LOADERO 258 000 O
SHOW LOADERO 3320000
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RESET NTP

RESET NTP

000000oooooo /ZNTP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

RESET NTP

g0

NTPOOOOOOOOODOOOO
00000000000 b0ooooo0oo0boooo0o0oooooONTPOOOOOOOODODOO

goooog

DISABLE NTPO 1890 00O
ENABLE NTPO 2170000
PURGE NTPO 2450000
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RESET USER

RESET USER

00000000000 /000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

RESET USER] =/ ogi n- nane] COUNTERS[ ={ALL|GLOBAL|USER}]

login-name: 00000010640 0000000000000000DDO0O0ODOOOOODOOO

00

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooo

goooog

USER 000000000 0O0O0OO00O00O00O0O0O00O0O0O0OO0OO0OO0OOOoOOo

COUNTERS 0O0O0O00O0OO0O0OO0OO0DOOOOUSEROOOOOOOODOOOOOOOOOOODODOOO
ALLOOOO0O0OO0O0O00O0MMGLOBALD D OO ODOOOOOODMUSERDOODOOOOoOooo
000000000000 00USEROOODOODOO0O0OO0OOO0DO0ODO0OO0O0OOCOUNTERSOO
000000 USERODOOOOOO0O0OO0OO0O0O0O0O0oO0ooooooooooooo

goooog

ADD USERO 126 0 0 OO
DELETEUSERO 1740000
DISABLE USERI 20000 OO
ENABLE USERO 228 0000
PURGEUSERO 2470000
SET USERO 3030000
SHOW USERT 4000000
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RESTART

RESTART

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

RESTART {REBQOT|ROUTER} [ CONFI G={fi | enane|NONE}]

filename: 00 OO0 OOO0OO.scp O.cfgd

g0

ooooooooood
goooog

REBOOT 000000 OOOOOO0OOOOO0OOODOOOOOOOOOOCONFIGOOOOOOO
ooooogd

ROUTER 000000 OO0OOOOOOOOOOOOOODOOOOCONFIGOOOOOOOOOOOO
coooooooooooooooo

CONFIG 00000000000 00OU0O0O0O0O00D0O0O0O00O00O00OROUTEROOOOOOO
OU00O0OO0O0OO0OO0OONONEOOOOOOOOOOOOOOOOOOO0OOO0OOOOOOOOoOoOO
O00Mo0o000000o000000000OSETCONFIGOOOODOOOOOOOOOOOO
cooooooood

g
" 00000000000

RESTART ROUTER

ml00000000000000

RESTART ROUTER CONFI G=NONE

w1000 TEMPCFGOOUOOOOOOO

RESTART ROUTER CONFI G=TEMP. CFG

e(0000000o0o00oooooon

RESTART REBOOT
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googod

SHOW CONFIGO 308 0 0 OO
SHOW EXCEPTIONO 3130 00O
SHOW STARTUPLO 3840 000
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SET CONFIG

SET CONFIG

00000000000 /0000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET CONFI G=fi |l enane

filename: 00 OO0 OOO0OO.scp O.cfgd

00

cooooooobooooooooooooooooooobooooooooobooon
goooog
CONFIG 00000000000 O.cfglOn.scpd

goooog

CREATE CONFIGO 1320000
RESTARTO 2530000
SHOW CONFIGD 308 0 0 O O
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SET HELP

SET HELP

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET HELP=fi I enane

filename: DO 00O

00

HELPOOOOOOOOOOOOOOOOOOOOOO
O0oO0oo0 SHOWSYSTEMOUOOOOoOooooo

googgg
HELP 00000000
o

0000000000 23201 HLPOOOOOOOOOO

SET HELP=232-01. HLP

goooog

HELPO 2310000
SHOW SYSTEMO 3850 00 O
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SET INSTALL

SET INSTALL

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET | NSTALL={TEMPORARY|PREFERRED|DEFAULT} [ RELEASE={fi | ename|EPROM}]
[ PATCH] =fi | enane] ]

filename: DO 00O

g0

cooooooooooooooooocooooboooo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0o0o0o0o0o0ooU0o0o0o0o0o00o0o0O00O0000000OTEMPORARYODDODODODO
0000000000000 00MMPREFERREDOOOODOOOOOOOOOMmMDEFAULTOODDOOO
OO0o0oooU0oOooOEPROMOOOOOOOOOOOOOOOOOOOO

goooog

INSTALL O0OO0OO0OO0OO0O0OOO0O

RELEASE 0000000000 O0O52-232rezZl0 DEFAULTOO0OOOOODOOO EPROMOOO
ooo

PATCH 0O0O0O0O00O00O0OOO52232-02.paz0d

g

m 00000000 52-232rez0 0000000 52232-02paz0 0000000000000 0OO0OOO
ooooooooo

SET | NSTALL=PREFERRED RELEASE=52-232.rez PATCH=52232-02. paz

goooog

DELETE INSTALLO 1620000
SHOW INSTALLO 326 00 OO
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SET LOADER

SET LOADER

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET LOADER [ METHCOD={HTTP|LDAP|TFTP|WEB|WANZMODEMNONE|DEFAULT}]
[ SERVER={host nane|i padd|DEFAULT}] [ SERVPORT={1.. 65535/DEFAULT}]
[ FI LE=fi | enane] [ DESTI NATI ON={FLASHNVS|DEFAULT}] [ HTTPPROXY={host nane|
i padd|DEFAULT}] [ PROXYPORT={1.. 65535|DEFAULT}] [ATTRI BUTE={CERT|CRL|
CACERT|DEFAULT}] [ BASEOBJECT={di st - nane|DEFAULT}] [ ASYN={asyn-nunber |
DEFAULT}] [ USERNAME=usernanme] [ PASSWORD=password] [ DELAY={seconds]
DEFAULT}]

hostname: OO OO

ipadd: IPO OO0

filename: DO O OO

dist-name: X.500 0 O O 0 DN “cn=myname,o=myorg,c=jp” 00 00
asyn-number: 00000000 QOooQ

username: 00 00001060000

password: 0000001060000

seconds: 0 0 0004294967295 00 O

g0

LoADOOOOOOU0OO0ooUooooUooooUooooooooouoooo
LoADOOOU0OOUOO0OOOOO0OOoOOooooooooooooooooooooUoooUooOooo
oooood

goooog

METHOD O0O0O0OO0O0OO0OOTFTPOHTTPO WEBOWWW OO0 M LDAPOZMODEMO NONEO O
0000000000000 0ODEFAULTOOOODOOOOODOOOOO TFRTPODOO

SERVER TFTP/Web/LDAPOODO0DODOO0ODOUOOORRDNOOOO IPOODOOORRDNDOODO
OUOOOOADDIPDNSOOOOO DNSOOOOOOOOOOOOODOOOODEFAULTOOO
ooboooooobooobooooood

SERVPORT Web/LDAPOOO0OOO TCPOOOOOODEFAULTOOODODOODOOOOOOODO 800
od

FILE OOO0O0DOO0OO0OO0O0DO0O0O0

DESTINATION O0O0000000O00O00O00O0OO0OO0O0ONVOOOO0OOO0O00O FLASHIO
000000000000 000ODEFAULTOOOOO0OO0OO0DO0OOOO FLASHOOO

HTTPPROXY HTTPOOOUOOOOUOOOUOOOOFQDNOOOO IPOOOOOFRQDNOOOOOO
OOADDIPDNSOOOOO DNSOOOOOOOOODOOODODOOOODEFAULTOOOOOO
ooooooooooooodgd
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SET LOADER

PROXYPORT HTTPOOOOOO TCPOOOUOOODEFAULTOOOOODODOOOOODODOO 80O
od

ATTRIBUTE 000000000000 OOOOOOOLOADOOOOOOOOO

BASEOBJECT 0OUOO0OO0OOO0OUOOOO LDAPO DNOOOOOOOOOOOO

ASYN 0O0O0O0OO0O0O0OO0OO0OzZMODEMOUOOOOOOODOOODOOUOOOOOOODEFAULTOOO
ooboooooobooobooooood

USERNAME HTTPBasicOOOOOOOODOODEFAULTOOOODOOODOODOOOODOODOOO
od

PASSWORD HTTPBasicOOOUOOOOODOUOODEFAULTOODOOOOOOODOOOODOODOOOO
od

DELAY O0OO0OO0OLOADOUOOOOOOO0OOOOOOOOOOOODOOOOOMDEFAULTOOOO
ooooooooooooon

goooog

LOADO?234 0000
SHOW LOADERO 3320000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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SET LOG OUTPUT

SET LOG OUTPUT

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET LOG OUTPUT={TEMPORARY|PERVANENT |out put -i d} [ DESTI NATI ON={EMAI L|
MVEMORY|NVS|PORT|ROUTER|SYSLOG}] [ FORMAT={FULL |VSGONLY|SUMVARY}]
[ MAXQUEUESEVERI TY=severity] [ MESSAGES=count] [ PASSWORD={passwor d|NONE}]
[ ASYN=asyn- nunber] [ QUEUEONLY={YES|NO}] [ SECURE={YES|NO}] [ SERVER=/ padd]
[ TO=enmi | -addr] [ZONE={ti ne-zone|ut c- of f set }]

output-id: 00O OO 1DO 10200

severity: 0000000070

count: 0 00O 100

password: 0000001016000

asyn-number: 00000000 Qo0OO

ipadd: IPO OO0

email-addr: 000000000

time-zone: 00O ODODO

utc-offset: 000D DD OUTCOOODOOOODOOO+23:59:590-23:59:5900

g0

oooooooooooooon
goooog

OUTPUT 0O0OU0OO0OO0 IDO1O20000000000000000O00OOTEMPORARYM RAMOOOO
0OPERMANENTIONVSOO O OO OOTEMPORARY 0000000 OMAXQUEUESEVERITYO
QUEUEONLYOSECUREOD D0 ODODOODODOOODESTINATIONO MEMORY OO O
O0O0OUOUOOOUOOPERMANENTOOOOOOOOODESTINATIONO NVSOOOoOOoooO
ONVSOOOOoooooooooooooooom

DESTINATION 00000O0OO0OO0OOOOOEMAILOTOOOOOOOOOOOOOOOOOOOOOO
O000mMMEMORYORAMOOOOOOUTPUTOOOOOOO TEMPORARY OO OO OO
OO00O0OMmMNVSOOOOOUOO0oOoooooooOUTPUTOO OO OOO PERMANENT OO
OU0000U0UO0UOO0DmMPORTUASYNOOOODUODOOODOUOODODOUODOOOOOD M ROUTER
OSERVERO D UOOOOODODOOOOOODODO Secure Router Logging Protocol (SRLP) O O 0O O
O0MMSYSLOGOSERVERO DD ODOOOOOODO syslogO 00000000 OOODODO syslog
gooooboogobooooboobbon

FORMAT 0O0O0OO00000OOQCUOO0O0OO0OO0O0OO0OO0OOCOOORULLOOOOOOOOOOOlIOO0O0O0O
0000000000000 oooooooooooooooomMSGONLYODOOoooo
O0o00oooomSUMMARYDO O OOOooooooooooooooooooomooooo
0O SUMMARYO DESTINATIONOOOOOOO PORTOOOODUOOOUOOOOO
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SET LOG OUTPUT

MAXQUEUESEVERITY QUEUEONLY O OOOOOO YESOOOOOOOOODOOOOOOOO
gooooooooboobooboooooboboboboooobo bbb bobobooo
00 QUEUEONLY O YESOO OO OMAXQUEUESEVERITY OO OUDOOODODOODOOOOO
O000o0o0ooooOo MESSAGESOOUOOOUOOODOOOUOOoOUOoOooooooooooao
MAXQUEUESEVERITYO OO OOOOOOOUOOOUOOooOoooooooooooooooo
000000000 UO0OUOOODESTINATIONOOOOOOO PORTOOOOOOOOOOOOOO
OUTPUTOUOOODOOO TEMPORARY OO OO UUOOUOOODOUOUOUUOOOOODOUOUOOOOO
000000 7000000000000000000O0000O000O0O0ODOOO0OOOODOOO
goooobooooooobooooboo

MESSAGES DESTINATIONO NVSO MEMORY O OO OGOOOOOOOOOOOOOOOOOODOO
O0000000oooooooo0o0o00uoouoDESTINATIONDO EMAILOOOOOOO
0000000000000 0ODESTINATIOND PORTOOUOOOOOOOOOOOOOOOOOO
DESITINATION O MEMORY OO OUOOOOODO 2000EMAILO OO0 1000NVSOO OO
500

PASSWORD SRLPOOCUOO0OO0O0U0O0OOOOOOOUOO0OOOOOOOODOOUDESTINATION
O ROUTEROOOOOOOUOOUOUOOOUOOODOOOOOOOOOOOoOo MDD Ooooooono
goooobogobooobobooobboobboobuooo

ASYN 0OU0O0OO0OUOUOOUUOOUOOUOUOODESTINATIOND PORTOOOOOOOOOOOOO

QUEUEONLY 000000000000 0O0O0O0O0O000O0O0O0O0O000C DESTINATIONO PORT
O000000O0DoDOoOOoOooOUTPUTO TEMPORARYD O OODOOODOOODOOOOOOOODOO
000000000 O Noo

SECURE 0O00C0UOO0O00O0OO0OOOU0O0OOOOOONOOOOOUOODODUOOOUOOOOUOOOOOO
O000U00oouooouoooogOUTPUTO TEMPORARY DO ODOUOODOOOOOUOOOOO
0000000 UODESTINATION O ROUTERO PASSWORD O OO UOOGOOUOoUoUooGoQoQ
DESTINATION O MEMORY O NVSOOUOOOUOUOOOO YESOOOOODOOOoOOoOoOO
NOO

SERVER DESTINATIONO ROUTERO SYSLOGU OO OOOoOOoOUOOoooo IPOOOOoOoOoOoooO
ROUTER 0O O O 0O OSRLPO Secure Router Logging ProtocolJ0 0O 0 OO UDP 5023 0 [TISYSLOG
O00O0OsyslogOOOOOUDPS40000000O

TO DESTINATIONO EMAILOOOOOOOOO0OO0OOOOOOOOOOOOOOOO

ZONE OO0OO0O0OO0OOOOoOouUTCOOOOOOOoOoooooon

goooog

CREATE LOG OUTPUTO 1350000
DESTROY LOG OUTPUTO 176 0 OO O
SHOW LOG OUTPUTO 3420000
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SET LOG OUTPUT FILTER

SET LOG OUTPUT FILTER

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET LOG OUTPUT={TEMPORARY|PERMANENT |out put -i d} FI LTER=entry-id
[ ACTI ON={PRCCESS|I GNORE}] [ALL] [ DATE=[ op] date] [ DEVI CE=[ op] devi ce]
[FILE=[ op] fil enane] [ MASK=i padd] [ MSGTEXT=[ op]stri ng]
[ MODULE=[ op] nodul e-i d] [ ORI G N=i padd] [ REFERENCE=[ op] stri ng]
[ SEVERI TY=[ op] severity] [SOURCELI NE=[ op]!|i ne-num
[ SUBTYPE=[ op] subtype-id] [TIME=[op]tinme] [TYPE=[op]type-id]

output-id: 0O OO 1DO 10200

entry-id: JO00O00000100

op: 00000 M<MDONDDOD>MO00IDNMDOD0O000 DN MDOD0OOD%MO 000000000
date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
device: DO OOOO

filename: 0000001012000

ipadd: IPOO0O000OOOOOOOO

string: 00O

module-id: 0000000000000 OOODOOO2550

severity: 0000000070

line-num: 0000100

subtype-id: DO OO0O0O0OO0O0OO0OOOOOOOO ID

time: 000 hh:mm:ssO000O0hhO00002300mm 00 0005900 ss 0000059

type-id: 000000 OOOOOOOOO ID

g0

pobooooooooooboooooboooobooboboooooobooon
goooog

OUTPUT 0OOOOOIDO102000000000000000000OTEMPORARYRAMIOOO
OPERMANENTIO NVSO O OOOOO

FILTER OO00O0O0OO0OO0OO0O0O0OO0OO0OO0O0OOO0O0O0OOO000OOO000DOOO00OOO0OODOOO

ACTION 00000000 O0O00O00O0OO00OO00O000O0O0O0O0O000O0O0OPROCESSOOOOO
OOOIGNORED O UODOOOOOOOOO PROCESSO

ALL 0O00000O0O0O0OO0O000O0OO0O000O0OO0OO000O0O0OO000DOOO00DOOO0O0OOO0OODOO

DATE 00000000000 DOOO0O0OOO0OO0OOO0O0O

DEVICE 0000000000000 O0OO0OO0OO0OOOOOO

FILE DO0OO00O0DO0OO0O0DO0O0O0O0OO0O0O0OO0OO0O0DOOO0OOlogmainec@OO0OoooOoooSHOW
LoGUOUOo0OO rRULLOOODOOODOO0OOO0ODOOO0OO0O0OOO0OO0OOoOoOOoDoOOO
oooo
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SET LOG OUTPUT FILTER

MASK 000000000000 OOOO0IPOODOOOOOORIGINDOOOODDOOOODOOOOO
00000000 255.255.255.2550 0 0 00 0

MSGTEXT 000000000000 OO0O0OO0OO0OOOO0OO0ODOO0OO0OO0OOOOO

MODULE 000000000000 O0O0O0OO0O0O0O0O000O0O0O0O00O0OO0OOO0OO0On

ORIGIN O0O0OO0O0OO0OOIPOOOOOMASKOOOODOOOODOOOOOOOOOOOOOOOOOOO
oooooiiPoOOODDOOOODODOO

REFERENCE 000000000 O0O0O0OOOOOOOOOOOOOO

SEVERITY 0O0O0O0O0O0O0O0OOO0OO0OOOOOOOOOOOOOOOODOOOOD

SOURCELINE 0000000000 OO0O0OO0OO0OOOOO0OOOOOOO0O0OO0OO0OOOOOOOO
ooo

SUBTYPE 0OUOO0O0O0OOO0OOOO0OO0OO0OO0OOOOOO0OOOOOOOOOOOOOOOOOOOO

TIME 0O00O0OO0O0O0O0OOOO0O0OOOOOOOOOOOOO

TYPE 00000000000 O0DOOOOOOOOOOOOOOODOOOOODOOOOODOO0OO0

goooog

ADD LOG OUTPUTO 1110000
CREATE LOG OUTPUTO 1350000
DESTROY LOG OUTPUTO 176 0 OO O
SHOW LOG OUTPUTO 3420000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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SET LOG RECEIVE

SET LOG RECEIVE

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET LOG RECEI VE={i padd|ANY} [ MASK=i padd] [ ALLOW={YES|NO}] [ PROTOCOL={ALL|
BOTHNEWOLD|SYSLOG}] [ PASSWORD={passwor d|NONE}]

ipadd: IPOO00D0OCO0O0OOOOODO
password: 0000001016000 000000000000O0DO0OODOOOUOODOOOOOOUOODDO

g0

oooooooooboooobooooood
goooog

RECEIVE 0OOOOOOIPOOOOOMASKOOOOOOUOOOOOOUOOOOOOOOANYDO 0.0.0.0
oooooIiPOOOOOOOO

MASK RECEIVEOOOUOOOOOOOOOOOOOOOOOO0OOOOOOORECEIVEEANY O OO
RECEIVE=0.0.000 0000000000

ALLOW RECEIVE/ZMASKOOOOO IPOOODOOOOO0O0OO0OOOODDOOOOOOYESOOOOO
OONOOOOOoOoDOoOo

PROTOCOL RECEIVE/MASKOOOOOIPOOODODOOOOOOOOOOOOOOOOOOOOO
0000 0O OLDO Net Manage Message Protocol (D NEWO SRLPITI SYSLOGO BOTHO OLD O
NEWL ALLO OLDO NEWO SYSLoOG O oooooooooono

PASSWORD SRLPOOOOOO0OO0OO0OO0OCOOOOOOOOOOOO0OOOOOOOOOOOOOO
0000000000000 000000000SRLPOOOOOOOOPROTOCOL=NEWOOO
BOTHOALLO OO M

goooog

ADD LOG RECEIVED 1130000
DELETE LOG RECEIVEO 16400 00O
SHOW LOG RECEIVEO 3470000
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SET LOG UTCOFFSET

SET LOG UTCOFFSET

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET LOG UTCOFFSET={ti ne- zone|ut c- of f set }

time-zone: DO 0O0OOOO
utc-offset: D00 DO OUTCOOOOOOODODO+23:59:590-23:59:590

00

ooooooooooouTChboooooooo
goooog
UTCOFFSET OOOO0OO0OO0OOOO0OOO0OO0OOOO0DOO0OOOO0DOOO0O0OOO0OO0DOOOOOOOO

oooooooooooooouTCcOoooooooooooooo+00o0ooooooooon
oo-oooogo

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time

ACST +9:30 Australian Central Standard Time

AEDT +11:00 Australian Eastern Daylight Time

AEST +10:00 Australian Eastern Standard Time

AWST +8:00 Australian Western Standard Time

BST +1:00 British Standard Time

CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NzZDT +13:00 New Zealand Daylight Time

NZST +12:00 New Zealand Standard Time

SING +8:00 Singapore

TAIWAN +8:00 Taiwan

uTC +0:00 Universal Coordinated Time

CDT -5:00 US Central Daylight Time

CST -6:00 US Central Standard Time
googn CentreCOM AR300/AR700 0 000 DODOODOODOOODO 2.3
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SET LOG UTCOFFSET

EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

03000000000

g
sUTCOOOOOOOOOODOOOOODOOOOOMm

SET LOG UTCOFFSET=JST
sUTCOOOOOOOOOODOOOOOOOM

SET LOG UTCOFFSET=+9: 00: 00

goooog

SHOW LOG STATUSO 3490000
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SET MAIL

SET MAIL

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET MAI L HOSTNAME=host nane

hostname: 00 OO

00

cooooooooboooboooooboooobooooogog
ooooooosSMTPOOOOOOOOOOSMTPO HELOOOOOOOOOOOOOOOOOOODOO
OOMAILOODOOOOOOO0OO0O0OOO0OO0OO0OOOO0OO0DOO0O00ODO0O00ODO0O00O

goooog

HOSTNAME 000000000000 0OOFQDN=Fully Qualified Domain NameJ O OO o o0
D00000000 NONEOOOOOO

g
0000000000000 0000O00OwhitemydomainxxxOOO0O0O0O

SET MAI L HOSTNAME=whi t e. nydonai n. Xxx

goooog

SHOW MAILO 3510000
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SET MANAGER ASYN

SET MANAGER ASYN

00o00o0o0ooOoooo /0000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET MANAGER ASYN={asyn- nunmber |[NONE}

asyn-number: 00000000 QOooQ

00

cooooooboobooboooooobooooobooon
O000o0oooooooo0o0od MANAGERD OO OOOOOOODODOOOOOSETASYNOODO
OO0 SECUREOOOOOOOOFFOOOOMOOOODOOOOOD 10000O0O000On

goooog

ASYN 0000000000000 00000O0OOOOOOOO0000O0O0O0O00000OOO0o
cooboooooooooooooooooobooooooooooooobooooooooood
OUOOOOO0OMMNONEOOOOODOOOOOOOOOOOOoOOoooooooo

goooog

LOGINO 2370000
SETASYNDOOOOOOOOoos510000
SHOW MANAGER ASYNO 3530000
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SET NTP UTCOFFSET

SET NTP UTCOFFSET

000000oooooo /ZNTP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET NTP UTCOFFSET={ti ne- zone|ut c- of f set }

time-zone: DO 0O0OOOO

utc-offset: D00 DD OUTCOUODODOOODDO+23:59:590 -23:59:590)

00

oooOoooooooouTCooOoUoOoUoONTPOOODOOOOOOOOUTCOOOOODOOOOO

oooooooooooo

goooog

UTCOFFSET OOO0OOOO0OO0OOOO0OOO0OO0OOOO0DOO0OOOO0DOOO0O0OOO0OO0OOOOOOOO
oooooooooooooouTCcOoooooooooooooo+00o0oooooooooon

oo-oooogo

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time

ACST +9:30 Australian Central Standard Time

AEDT +11:00 Australian Eastern Daylight Time

AEST +10:00 Australian Eastern Standard Time

AWST +8:00 Australian Western Standard Time

BST +1:00 British Standard Time

CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NzZDT +13:00 New Zealand Daylight Time

NZST +12:00 New Zealand Standard Time

SING +8:00 Singapore

TAIWAN +8:00 Taiwan

uTC +0:00 Universal Coordinated Time

CDT -5:00 US Central Daylight Time
googn CentreCOM AR300/AR700 0 000 DODOODOODOOODO 2.3
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SET NTP UTCOFFSET

CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

037000000000

g
sUTCOOOOOOOOOODOOOOODOOOOOMm

SET NTP UTCOFFSET=JST
sUTCOOOOOOOOOODOOOOOOOM

SET NTP UTCOFFSET=+9: 00: 00

goooog

SHOW NTPO 3540000
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SET PASSWORD

SET PASSWORD

00000000000 /000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET PASSWWORD

g0

ooooooooooooogd
ooooooooooo0oooo0ooooU0oOooo0oOoLDOo0oOoLDOo0 200000000

gooooggoo

Manager > set password

O d password: abcabc 000000000000 OOONOO0ONODNOO00000000000OO0
New password: xyzxyz 0000000000000

Confirm xyzxyz 000000000000000000O0O0OO0
0000000000000000000Enter0000

goooog

ADD USERO 126 0 O OO
SET USERO 3030000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 271
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SET SCRIPT

SET SCRIPT

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET SCRI PT=fil enanme LI NE=/ine-num [ AFTER=/ | ne- nun] [ BEFORE=!/i ne- nun
[ TEXT=stri ng]

filename: 00O 0O0OOOO0OO.scp O.cfgd
line-num: 0000100
string: 000010127000

g0

pooooooooooboooooon
coooooooobooobooooobooooboooboooooon

goooog

SCRIPT OOOOOOOOOO

LINE 000000000

AFTER OOUOUOOOOLINEDOOUOOOOOAFTERODOOOODOOOOODOOO
BEFORE OOUOOOOLINEOOOUOOOOOBEFOREODOOOOODOOODOODOO
TEXT OOO0OO0OO0OOO

o
m basic.scpd 2000 0resetppp=00 000000

SET SCRI PT=basi c.scp LI NE=2 TEXT="reset ppp=0"

madvanced.scpd 100000 70000000000

SET SCRI PT=advanced. scp LI NE=10 BEFORE=7

goooog

ACTIVATE SCRIPTO 108 0 OO O
ADD SCRIPTO 1180 000
DEACTIVATE SCRIPTO 158 00 OO
DELETE SCRIPTO 1690000
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SHOW SCRIPTO 3620 00O
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SET SERVICE

SET SERVICE

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET SERVI CE=servi ce-nane [ DESCRI PTI ON=stri ng] [| PADDRESS=i padd]
[ VI SI BLE={ON|OFF}]

service-name: 0000000101500 000000000000000000000000O0
string: 00001039 000000000000000000O0O0OO0O
ipadd: IPO OO0

g0

oooooooooboooooboooo
goooog

SERVICE 0OO0OO0OO0OOOOO

DESCRIPTION OO0OO0OO0OO0OO0O0OOOOOOOOOOOOOOOOO

IPADDRESS TYPEO TELNETO TELBINOOOOOTelnetO0 O OOO IPOODODODODOOO

VISIBLE 000000000000 O00O00O00O00000000OONOODOOO0OOOOOOOOFRFD
000000000 SHOWSERVICEDOOOOOOOOOOOOOOOOO

goooog

CREATE SERVICEC 1380000

DESTROY SERVICEO 178 0 0 O O
SHOWASYN OO OOoOooooooe20000
SHOW SERVICEO 3640000
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SET SNMP COMMUNITY

SET SNMP COMMUNITY

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET SNVP COMMUNI TY=communi ty [ ACCESS={READWRI TE}] [ OPEN={ON|OFF|YES|NO
TRUE|FALSE}]

community: SNMPOOOO0O0O0CO0O101500000000000000DO

g0

SNMPOOOOOOOOOOOODOOODOODOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

ACCESS U0OUO0OUO0UOUOUOUOUOUOUREADODOUOOOOOOOOOOOgetOget-nextdOd
OODODOOWRITEOODOOOOOgetOget-nextOset0 000000

OPEN SNMPOOUOOOOOOOOOOOOOOOOOOOOOOOOOONODOOOOOOOO
MANAGEROOOOOOOOOOOOOOOOOOOOOOOODOOOYESOOOOOOOOOO
OSNMPUOOOOUOOOOONOYESOTRUEO OO OFFONOOFALSEO OO OODOOOOO

goooog

CREATE SNMP COMMUNITYO 140000 O
DESTROY SNMP COMMUNITYO 1790000
SHOW SNMP COMMUNITYO 370000 O
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SET SSH SERVER

SET SSH SERVER

OOoOooooooooo / Secure Shell
00 000AR7200 AR740

SET SSH SERVER [ HOSTKEY=key-i d] [ SERVERKEY=key-i d] [ EXPI RYTI ME=hour s]
[ LOG NTI MEQUT=seconds]

key-id: O 0 0 000 655350
hours: 0 0O
seconds: 00 OO0

g0

ssHOOOOOOooooooooo
goooog

HOSTKEY 0000000000 O0OO000DOOO0OO0DO 10240000CREATEENCOKEYDOODODO
00 000OTYPE=RSA

SERVERKEY 0000000000000 O0OO0OOOO0OO0OOO12800000000000R0 512
000000000 UO0OUOOOOCREATEENCOKEY D DODOOOOOOOOTYPE=RSA

EXPIRYTIME 00000000000 OO0OMOO0OOOO0OOO0OOO00OOODOOOOOO0O0O00O0DOO
ooooooUioOoOoO0oOoooO0boOoooOooOoooOo oo

LOGINTIMEOUT 000000000000 MOO00O00O0O0O0O0O0OO0O0O000on
O0oooooooooooooo0ooooooooooooeodn

goooog

DISABLE SSH SERVERO 1950000
ENABLE SSH SERVERO 2230000
SHOW SSHO 3720000
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SET SSH USER

SET SSH USER

OOoOooooooooo / Secure Shell
00 000AR7200 AR740

SET SSH USER=user nane {PASSWORD=passwor d|KEY| D=key-i d} [ | PADDRESS=i padd]
[ MASK=/ padd]

username: 00000010150 00000000000
password: 0000001031000

key-id: O 0 0 000655350

ipadd: IPOO0O0O0O0OOOOOOO

g0

sSHOOOOOOOooooooo
goooog

USER SSHOOOOOO

PASSWORD SSHOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000000 oo0o0ooooOKEYIDODOOOODOOOOOOOOODOO

KEYID 0O0OO0OO0O0O RSAOOOOOOCREATEENCOKEYOOOOOOOOOOMRSAODOOOOO
0000000 OoOPASSWORDOD OOOOODOOOOODOOOOO

IPADDRESS 0 0OO0OO0OO0OOSSHOOOOOOOOIPOOOOOMASKOOOOOOOOOOOoOoOO
cooooooooooobooooooooon

MASK 0OO0OO0OO0OOOOIPADDRESSOOOO0ODOOOOOOOOOOOOOOOOOOOOOOOOO
ooo

goooog

ADD SSHUSERO 1210000
DELETESSH USERO 1710000
SHOW SSH USERO 3820000
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SET SYSTEM CONTACT

SET SYSTEM CONTACT

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET SYSTEM CONTACT=stri ng

string: 0001080000 00000000DDOO0OOOO0O0ODD

00

O0oooooooooooMIBOOOOOO sysContactD OO0 OOOQO
goooog

CONTACT 0OOUOOOOOUOOOOOsysContactO

o
msysContact 0 0O OO0

SET SYSTEM CONTACT="adm n@sys. mydonai n. xxx"

goooog

SET SYSTEM LOCATIONDO 280 0 00O O
SET SYSTEM NAMEO 2810000
SHOW SYSTEMO 3850 00 O
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SET SYSTEM DISTINGUISHEDNAME

SET SYSTEM DISTINGUISHEDNAME

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET SYSTEM DI STI NGUI SHEDNAME={di st - name|NONE}

dist-name: X.500 0 O O 0 DN “cn=myname,o=myorg,c=jp” 00 00

00

PKIOISAKMP OO OOO X5000000DNOOOOOOO
googgg

DISTINGUISHEDNAME X5000000DNMLDAPOOOOOOOOOOOOOOOOOOOOOO
cnd Common Name[Tl o0 Organization(D cO CountryD DO 000 0000000000000
ooo

o
= 0000000 cn=pote,o=orange,c=jp0 0 0 000

SET SYSTEM DI STI NGUI SHEDNAME=" cnh=pot e, o=0r ange, c=j p"

goooog

CREATE PKI ENROLLMENTREQUESTIMI PKIO O 180000
SHOW SYSTEMO 3850 00 O
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SET SYSTEM LOCATION

SET SYSTEM LOCATION

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET SYSTEM LOCATI ON=stri ng

string: 0001080000 00000000DDOO0OOOO0O0ODD

00

00000o0oo0o0ooooMIBOOODOOO sysLocationOD D OO0 O0O00d
goooog

LOCATION 00000000 OsysLocationO

o
m sysLocationO0 OO OO0

SET SYSTEM LOCATI ON="8F, TTT Bldg."

goooog

SET SYSTEM CONTACTO 278 0000
SET SYSTEM NAMEO 2810000
SHOW SYSTEMO 3850 00 O
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SET SYSTEM NAME

SET SYSTEM NAME

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET SYSTEM NAMVE=stri ng

string: 0001080000 00000000DDOO0OOOO0O0ODD

00

O0ooooooooMIBOOOOOO sysNameO OO OOGOO

goooog

NAME 0O00O0O00OsysNameDOOOOOOOOOOOOO0OOOOOOOOOODOO
g

msysName OO OO OO

SET SYSTEM NAME="whi t e. mydonmai n. xxx"

goooogn

sysNameOOOOOOOOOO0DO0OO0O0O0O0O0OOO0000D00OO00O0O00O0O0000000000000
O00O0oooooIPO0OO0OODNSOOUOOOOODmMOOOOODOODODOODO0ooooooooooog
O000000000000000000000000000OsysName OO0 myrouter.mydomain.xx.jp]
000000000 TELNET hispcOOOOOOO0O0O00OOOODO I hispe.mydomain.xx.jpd O 0O O
ODNSOOOOOooooo

O0OODHCPOOOODODDDOOOOOOOSsSysName OO OO DHCP Discover/Request0 00000
HostNameO O OO OOOOOOOUOOOOOODHCPO IPOOOOOOOOO ISPOOOOOHostName
0000000000000 /000000000000000000O0000O0OOO ISsPOOOOOOO
goooooogoboooooo

goooog

SET SYSTEM CONTACTO 278 0000
SET SYSTEM LOCATIONDO 280 0 00O O
SHOW SYSTEMO 3850 00 O
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SET SYSTEM RPSMONITOR

SET SYSTEM RPSMONITOR

00o0ooO0oooooo /0000
00 000AR740

SET SYSTEM RPSMONI TOR={ON|OFF}

g0

O0o0ooUoooooooOoRPSODOOOOODOOOOOOODOOOOOOOOOSHOW SYSTEMOO
OO0O0ORPSOOUOOOOOOOUOOOOOOOOOD LEDOOOOOOOOOOOOOOO

googgg
RPSMONITOR 0OO0OO0OO0O0OO0O0O0OO

goooog

SHOW SYSTEMO 3850 00 O
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SET SYSTEM TERRITORY

SET SYSTEM TERRITORY

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET SYSTEM TERRI TORY={AUSTRALI A|CHI NA| EUROPE|J APAN| KOREA NEWZEAL AND| USA}

g0

000000000000 000000000QY310PRIOPBXOOOOODOOOODOOOOOOOOODO
oooooooooooooOooo JAPAN

goooog

TERRITORY OO

goooogn

pcooooooooooo

goooog

SETPBXLI ODOOOOOOO 340000
SETPRIDOOOOODOOOOOS8O00O0OO

SET Q931 ISDNO O 46 00 00O

SET SYSTEM CONTACTO 278 0000

SET SYSTEM LOCATIONDO 280 0 00O O

SET SYSTEM NAMEO 2810000
SHOwWPBXM O OOOOOOO 410000

SHOW PRI CONFIGURATIONM O OO OOOOOOO 920000
SHOW PRISTATELD O OO OOOOOOO 90000
SHOW Q931 ISDNO O 670000

SHOW SYSTEMO 3850 00 O
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SET TELNET

SET TELNET

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET TELNET [ TERMIYPE=string] [|NSERTNULL={ON|OFF}] [LI STENPORT=port]

string: 0 000103100000000000D000000OO0O0DD
port: TCP OO OO 0010655350

00

TelnetOOOOOOOTelnetOOOOOODOOOOOOOOO
goooog

TERMTYPE TelnetOOOOOODOOOOO0OODOOOOOODODOO0ODOOOOOOOOOOO UNKNOWN O
ooooo

INSERTNULL CROOOUOOOOOOOOOODOOODOODOOODOOO OFFO

LISTENPORT TelnetOOOOOOOOOO TCPOUOODOOODODOO 23

goooog

ENABLE TELNET SERVERO 226 D OO O
TELNETO 4080000
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SET TIME

SET TIME

00o0ooO0oooooo /0000

00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET [TI ME=tine] [DATE=dat €]

time: J0O0Ohh:mm:ssO0000hhO000023M mmOO0O0059Mss 0000059
date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000

00

cooooooooooooogo

goooog

TIME OO
DATE OO

g
s 0000000 200108090 190000000

SET DATE=9- Aug-2001 TI ME=19: 00: 00

s JOgogooooo

SET TI ME=19: 02: 00

goooogn

NTPOOOODOOOOODOOOOODOOOOO

goooog

ADD NTPPEERO 1150000
SHOW TIMEO 3900 0 00O
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SET TRIGGER CPU

SET TRIGGER CPU

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET TRIGGER=trigger-id [CPU =1..100]] [ DI RECTI ON={UP|DOWN|ANY}]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 0O00Ohh:mmOO0OOO0hhO0O00023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0O0OOO

count: 0 00 1042949672940

g0

cPuOOO0OOUOOOOOODOODOOOOO
goooog

TRIGGER 0OOOOOO

CPU OOOO0OCPUDOOOOOOOOODOODOOOOO

DIRECTION OO0OO0OO0OOUPODOOOOOOOODOOOOOOOOOMDOWNOOOOOOOOOOOO
O000O0mMANYOOODDOOOODODOOOOOOOO ANYD

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME O0OO0O0OO0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
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SET TRIGGER CPU

ACTIVATE TRIGGERO OO D OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo

O0oOoooooooo NoOo

goooog

ACTIVATE TRIGGERDO 109000 O
ADD TRIGGERO 1240000
CREATE TRIGGER CPULO 1420000
DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERIO 1990000
ENABLE TRIGGERO 2270 00 O
SHOW TRIGGERO 3910000

ooooo
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SET TRIGGER FIREWALL

SET TRIGGER FIREWALL

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET TRI GGER=tri gger-id [ Fl REWALL[ ={ALL|DOSATTACK|FRAGATTACK|HOSTSCAN|
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK}] ] [ MODE={START|END|BOTH}]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 00O 0Ohh:mmOO0OOO0hhO0O0023M mm OO 00059

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00 1042949672940

00

ooooooooooobooooooboooooooood
goooog

TRIGGER 0OOOOOO

FIREWALL OOO0O0OO0O0O0OO0OO0OO0OOOOO0O0O0O0O0OO0O0O0O0O0O0O0OOO0O0000000000O0O
ooMODEOODOOOOOOODOOOOODOOOOODOOOOODOOOOOO

MODE 000000000000 0O00O0O0O0DO0O0D0O00O0O0OOSTARTOOUOOOOOENDDODO
oooooBOTHOUOOOOOOOOOOODOOOOODOODOOOOODOOOOO BOTHO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOO0OOODOOOOOOOOOOODOOOOOOODO BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0O0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD
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SET TRIGGER FIREWALL

TEST 0000000000000 O0O00O00OO0O0O000O0OO0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO O OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0oOoooooooo NoOo

goooog

ACTIVATE TRIGGERO 109000 O

ADD TRIGGERO 1240000

CREATE TRIGGER FIREWALLO 1440000
DESTROY TRIGGERO 180 0 0 OO

DISABLE TRIGGERI 199000 0O

ENABLE TRIGGERO 2270 00 O

SHOW TRIGGERO 3910000
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SET TRIGGER INTERFACE

SET TRIGGER INTERFACE

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET TRI GGER=tri gger-id [|NTERFACE[ =i nterface]] EVENT={UP|DOMN|FAI L|ANY}
[ CP={ APPL E|ATCP|BCP|CCP|DCP|DNCP|I PCP|I PXCP|LCP}] [DLCI =d/ ci]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

interface: J OO 000000

dlci: DLCIO 00 10230

time: 0O00Ohh:mmOO0OOO0hhO0O00023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0OO0O

count: 0 00 1042949672940

00

ooooooooooobooooooboooooooood
goooog

TRIGGER OOOOOO

INTERFACE 00000000000 O0O00OO0OOOO0U0OOOOOOOOoOooooooooobLCl
Oo0ooooooooooooopPPPOOOOODOODOOODOOOCPOOOOOOOOODOOO

EVENT 0000000000000 DOO000000O0O0000000000000O00000O0DOOO
OooUooouPOOOOOOUOOODOWNODOOOOOOOOFAILOOOOOOODOOOOANY
0000000000000000000000EthernetOBRIOPRICOOOSYNOOOOODOOO
OO0oOouPO DOWNOOOOO

CP O0O0OUOOPPPOUOUOUOUOOOOOOOOOINTERFACEOD PPPOOOOOODOOOOOO
0000000000000 00o0o0oO%lOPPPOOOODOONDOODM®»2O 0000000
Oooo0mwddooooooo30ooooooooo

DLCI ODO0O0OO0OO0U0O0O0O0O0OO00OO0O0OO0OODLCIDOOOOODOINTERFACEDOODOODOOODODO
oooooO0oo00ooOoOooooooO000ooooooooo%wiooooooooooon
O0o000mw20DLCIM %30 00000on 300000 oooon

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 20000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo
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SET TRIGGER INTERFACE

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODODOOO

NAME O0OO0O0O0OOOSHOWTRIGGEROODOOOOOOOODOOOOODOOOOOOO

REPEAT 00000000O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00OO00O00OONOO ONCEOOOODODOUODOOODOOODOOOODOOOODOODOOOOooOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGEROD OO O OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
O0ooooooooo Noo

goooog

ACTIVATE TRIGGERO 109000 O

ADD TRIGGERO 1240000

CREATE TRIGGER INTERFACEO 146 D O O O
DESTROY TRIGGERO 180 0 0 OO

DISABLE TRIGGERO 1990000

ENABLE TRIGGERO 2270 00 O

SHOW TRIGGERO 3910000
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SET TRIGGER MEMORY

SET TRIGGER MEMORY

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET TRI GGER=trigger-id [ MEMORY[ =1..100]] [ DI RECTI ON={UP|DOANANY}]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-/ist}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

time: 0O00Ohh:mmOO0OOO0hhO0O00023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0O0OOO

count: 0 00 1042949672940

g0

cooooooooboooobooooooooon
goooog

TRIGGER 0OOOOOO

MEMORY O0O0OO0O0O0OO0O0OO0OOOOOOOOOOOOOOOOOO

DIRECTION OO0OO0OO0OOUPODOOOOOOOODOOOOOOOOOMDOWNOOOOOOOOOOOO
O000O0mMANYOOODDOOOODODOOOOOOOO ANYD

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME O0OO0O0OO0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
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SET TRIGGER MEMORY

ACTIVATE TRIGGERO OO D OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo

O0oOoooooooo NoOo

goooog

ACTIVATE TRIGGERDO 109000 O

ADD TRIGGERO 1240000

CREATE TRIGGER MEMORYO 148 0 00 O
DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERIO 1990000

ENABLE TRIGGERO 2270 00 O

SHOW TRIGGERO 3910000
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SET TRIGGER MODULE

SET TRIGGER MODULE

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET TRI GGER=trigger-id [ MODULE] [ nodul e-paraneters...] [AFTER=ti ne]
[ BEFORE=ti ne] [ {DATE=dat e|DAYS=day-!ist}] [ NAME=string] [REPEAT={YES|NO
ONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

module-parameters: 00 000000000000

time: 00 0hh:mmO000hhD0O0O 0002300 mm 00000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
gobooobOooooboooboono

string: 00 001040000000000000000000O0OOO

count: 0 00O 1042949672940

g0

coooooooooooboooooboobooooogo
goooog

TRIGGER 0OOOOOO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOO0OOODOOOOOOOOOOODOOOOOOODO BEFORE
ooobooooboooooooooogoo

DATE 0000000000000 OO0OOO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME O0OO0O0OO0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOODODOOODOOODOOOODOOODOOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO O OOODOOOOOOOOOOOOOOOOOOO0OOoOoooooo
O0ooooooooo Noo
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goooog

ACTIVATE TRIGGERO 109000 O

ADD TRIGGERO 1240000

CREATE TRIGGER MODULEDO 1500 0 0O
DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERI 1990000

ENABLE TRIGGERO 2270 00 O

SHOW TRIGGERO 3910000

SET TRIGGER MODULE

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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SET TRIGGER PERIODIC

SET TRIGGER PERIODIC

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET TRI GGER=tri gger-id [ PERI ODI C[ =ni nut es]] [ {DATE=dat e|DAYS=day- /i st }]
[ AFTER=t i ne] [BEFORE=ti ne] [ {DATE=dat e|DAYS=day-list}] [NAVE=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ TEST={YES|NOON|OFF}]

trigger-id: 00 00 000101000

minutes: 00010143900

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

time: 00O 0Ohh:mmOO0OOO0hhO0O00023M mm OO 000590

string: 00 001040000000000000000000O0OOO

count: 0 00 1042949672940

g0

coooooooboooboooobobooon
goooog

TRIGGER 0OOOOOO

PERIODIC O00OO0OO0O0OO0O0O0OO0OOOOOOOO

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000 0OOO0OOOOOO0OOOUOOOOOO0OOOUOOOOOOOOOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOOO0OOODOOOOOOOOOOOOOOOOOOD BEFORE
ooobooooboooooooooogoo

NAME O0OO0O0OO0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOODODOOODOOODOOOODOOODOOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
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O0o0Ooooooooo Noo

goooog

ACTIVATE TRIGGERO 109000 O

ADD TRIGGERO 1240000

CREATE TRIGGER PERIODICO 1520 000
DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERIO 1990000

ENABLE TRIGGERO 2270 00 O

SHOW TRIGGERO 3910000

SET TRIGGER PERIODIC

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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SET TRIGGER REBOOT

SET TRIGGER REBOOT

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET TRI GGER=tri gger-id [ REBOOT[ ={RESTART|CRASH|ALL}]] [ AFTER=ti ne]
[ BEFORE=t i ne] [ {DATE=dat e|DAYS=day-!ist}] [ NAME=string] [REPEAT={YES|NO
ONCE|FOREVER|count }] [ TEST={YES|NOQON|OFF}]

trigger-id: 00 00 000101000

time: 0O00Ohh:mmOO0OOO0hhO0O00023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0O0OOO

count: 0 00 1042949672940

g0

cooooooobooooooboooooooooon
goooog

TRIGGER 0OOOOOO

REBOOT 00000000 OOOOO0OOOOOOOOOOOOCRASHOOOOOOOOOOODOO
RESTARTOOOOOOOOOOOOOOOOODOOOOODOALLODOODOOOOOOOO

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

AFTER 0000000000 DOOO0O0O0O000OO00DO0O0O0DO0O0O00O000OAFTEROOODOOOO
0000 2d0000000000000

BEFORE 0O0O0O00O0O0OO0OO0OOOOOOO0OOODOOOOOOOOOOODOOOOOOODO BEFORE
ooobooooboooooooooogoo

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOODOOOOODOOOOODOOOOOOO

REPEAT 000000O0O0O0O0O0OOO0OOOOOOOOOOOOOOOOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOOUODOOODOOODODOOODOOODOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
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O0o0Ooooooooo Noo

goooog

ACTIVATE TRIGGERO 109000 O

ADD TRIGGERO 1240000

CREATE TRIGGER REBOOTU 154 00 00
DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERIO 1990000
ENABLE TRIGGERO 2270 00 O

SHOW TRIGGERO 3910000

SET TRIGGER REBOOT

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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SET TRIGGER TIME

SET TRIGGER TIME

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET TRI GGER=trigger-id [TINME[=tine]] [{DATE=date|DAYS=day-!i st}]
[ NAVE=st ring] [ REPEAT={YES|NOONCE|FOREVER|count}] [ TEST={YES|NOON|
OFF}]

trigger-id: 00 00 000101000

time: 0O00Ohh:mmOO0OOO0hhO0O00023M mm OO 000590

date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

string: 00 001040000000000000000000O0O0OOO

count: 0 00 1042949672940

g0

coooooooboooboooobobooon
goooog

TRIGGER 0OOOOOO

TIME 0O00O0OO0O0OO0O0O0O0OO0OO0OO0O0OOO0OOO0O0OOOOO0O0OOOS0O0000000000000O0O
ooos500000000000000

DATE 0000000000000 OO0OO0OO0OOOO0OO0OOOO0OO0O0OODAYSOOOOOOOOO
ooo

DAYS 0000000000000 O0OOOOOO0OOOUOOO0OOO0OOOUOOOOOOOODOO
WEEKDAY 0 MON,TUE,WED,THU,FRI 000000 OWEEKEND O SAT,SUN OO OOALL
0000000000000 ALLODATEODOOODOOOOODOOOO

NAME 0OO0O0O0OOOSHOWTRIGGEROODOOOOOOOODOOOOODOOOOOOO

REPEAT 00000000O0O0O0OOO0OOOOOOOOOOOOO0O0OOOO0OOOO0O0DOO0OO0OO
000000000000 0000O0000O0YESO FOREVEROOOOOODOOOOODOOOO
O00O00O00OONOO ONCEODOOODOODODOOODOOODOOOODOOODOOOOOOOOOO
0000000 o0o0o0oooo0o0ooo0oono FOREVERD

TEST 0000000000000 O0O0O0O00OO0O0O000O0O0O0O0000000000OSCRIPTO
cbooboooooobobooooooooobooboboooooooOobboooooooboboooon
ACTIVATE TRIGGERO OO D OOODOOUOOOOOOOOOOOOOOOOO0OOoOoooooo
O0ooooooooo Noo

goooog
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SET TRIGGER TIME

ACTIVATE TRIGGERO 109000 O
ADD TRIGGERO 1240000

CREATE TRIGGER TIMEO 156 0 O O [
DESTROY TRIGGERO 180 0 0 OO
DISABLE TRIGGERI 1990000
ENABLE TRIGGERO 2270 00 O
SHOW TRIGGERO 3910000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 301
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SETTTY

SETTTY

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET TTY [HI STORY=0..99] [PAGE=4..99] [PROVPT={string|DEFAULT|OFF}]
[ TYPE={DUVB|VT100}]

string: 000101500 000000000000000000DDO

g0

00000 Telnet0ODOOODODOOOOO0ODOOOOOOOOOTTYOOODODOOOOODOOOOOOO
goooog

HISTORY 0OU0OOO0O0O0OO0OOO0OOO0OOOOOOOOOOOOOOO9UIO0O0OODOOHISTORY
coobooooboooooooooooooobooooooooooooobooooooooogg
OUOOOOOORESET ASYNHISTORY OOOOOOOOOOoOOoOO 300

PAGE 000 100000000409 000000000000000 200FFO000O0O0OOOO
ooooooooooooobooooogod

PROMPT O0OOOOOUOOODEFAULTOOOOODOOOOODOOOOO

TYPE O0OO0OO0OOOOOOOOOOOOvVTIO0ODOOOOOOOOOoOOvriecooooooooo
ooooooooobuMBOOOOOOOOOvVTIOOODOOOOOOOOOODOOOOOOOO
Ooooooooooooooo vriood

goooog

SETASYNDOOOOOOoOOooos510000
SHOWASYN OO OOoOoooooo 620000
SHOW TTYO 3% 0000
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SET USER

SET USER

00000000000 /000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SET USER=/ ogi n- nane [ LOG N={TRUE|FALSE|ON|OFF|YES|NO}]
[ CALLI NGNUMBER=i sdn- nunber] [ CBNUMBER=el64nunber] [ DESCRI PTI ON=stri ng]
[ PASSWORD=passwor d] [ PRI VI LEGE={USER|MANAGER|SECURI TYOFFI CER}]
[ TELNET={YES|INO}] [| PADDRESS=/ padd] [ PXNETWORK=j pxnet] [ NETMASK=i padd]
[ MTU=40. . 1500]
SET USER [ LOG N={TRUE|FALSE|ON|OFF|YES|NO}]
[LOG NFAI L=1.. 10] [LOCKQOUTPD=0..30000] [ MANPVWDFAI L=1.. 5]
[ SECUREDELAY=10. . 600] [ M NPWDLEN=1.. 23] [ TACRETRI ES=0.. 10]
[ TACTI MEQUT=1. . 60]

login-name: 00000010640 000000000000000000000O0O0OOOOOO0O
isdn-number: ISDNO 001032000

el64number: E.164 0000

string: 00001024000

password: 00000010320 00000000000000

ipadd: IPOO0O00OO0OOOOOOO

ipxnet: IPXOOOOOOOOO3200000160000 8000000 0000000

g0

coooooooobooooboooboobooooooooomobooooobooboooobonboonn
cooooooooboobooooboobooooobooooooooobooom

goooog

USER 0000000000 OOOO0OO0O0OO0OOO0O0O0O0DOO0OO0DOO0DOO0OOO0OOOOOn
coooboooboobobodoobobooooooboooboboooboboooooooboooboooooag
ooo

LOGIN USEROOOOOOOO0DOOO0OOU0OOO0O0OO0O0OOO0ODOOO0OOO0OOOOoOoOoo
O00000OUSEROOOOOO0DOODOOO0OO0ODOO0O0OOO0OO0DO0O0O0O0DO0ODoOO0n USER
OoooooooOooLroGINODoDoooooooooo

CALLINGNUMBER 00000000000 00DO0O0OOOOODOISDN/L2TPOOO0OOOOODO
oooodd

CBNUMBER OO0OO0OOO0O0OO0O0OO0OOUOOOOOOOOOOOOOOOOOO

DESCRIPTION OOOOOOOOOOOO

PASSWORD 0OO0OO0OO0OO0O0OO0O0OO0O0OOOOOOOO

PRIVILEGE 0000000000000 USEROD O MANAGERISecurity Officell SECURITYOFFICERD
ooooogd

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 303
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SET USER

TELNET 0O0OOO0OO TelnetOODOOODOODODOOO0ODOOODOOOODO TELNETOODOOOODOO
ooooooooogd

IPADDRESS 00OO0OU0OO0OOO0OOIPOOOOONETMASKOOOOOOOO

IPXNETWORK 0000000000 IPXOOOUOOOOUOOOOUOOOOUOOOOONONEDDO
ooo

NETMASK 00000000000 O0OO0O0OOOIPADDRESSOOOOOOOO

MTU 00000 MTUOO 4001500000000000

LOGINFAIL 0O0OO0OO0O0O0O0O0O0O0OO0OOO0OO0O0OO0OO0S0000000000000 LOGINFAIL
O0o00o00o0oo0oo0oo0ooo0o0oooooo0ooooo0oooooOo LoCckouTPDO OO
O00O0TelnetOOODOODOODOODOOOODOO0OOOODOODO TelnetD OO LOCKOUTPD O
ooooogd

LOCKOUTPD LOGINFAILOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOO
000000000 MmMTelnetOOO0OOO0OOO0O0OO0DOOODOODODOODOOOO TelnetDOOOOO
Ooooooooooeono

MANPWDFAIL 000000000000 ADDTACACSSERVEROOOOOADDUSEROOOOO
DELETE TACACS SERVER O U OO ODELETEUSEROOOOOPURGEUSERO OO O OSET
MANAGER ASYNOOOOOSETUSEROOOOOOOOOOOOOOOOOOOOOOOOO
Oooooooooo 3o

SECUREDELAY OO0OO0O0OO0O0OO0O0OO0OOOOOOOOOOOOOOOeGOOO

MINPWDLEN OO0OO0O0OO0OO0OO0OO0O0OOOOOOOOOGOOO

TACRETRIES TACACSOOOOUOOOOOUOOOOOOUOOOOOOOO 300

TACTIMEOUT TACACSUOOOOUOOOOOOOOOOUOOODmMOUOOooOOsSoO

g
m000 secadmin0 00000000 O0ODO

SET USER=secadmi n PASSWORD=newpass

m1000000000000000O00000OO0O0O0O0

SET USER M NPWDLEN=10

goooog

ADD USERO 126 0 O OO

DELETEUSERO 1740000

DISABLE SYSTEM SECURITY_MODEO 197 0 00O
DISABLE USERI 20000 OO

ENABLE SYSTEM SECURITY_MODEDO 225000
ENABLE USERO 228 0000
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PURGEUSERO 2470000
RESET USERO 2520 00 O
SHOW USERO 4000 000
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SHOW ALIAS

SHOW ALIAS

00000000000 /0000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW ALI AS

g0

pooooooooooboooooon

gooooggoo

Manager > show ali as
Alias ....... I's
String .... showfile
Alias ....... nmv
String .... renane
googoo

ADD ALIASO 1100000
DELETE ALIASO 1590000
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SHOW BUFFER

SHOW BUFFER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW BUFFER

g0

coooooooooooboooooboobooooogo

gooooggoo

Buf fer |evel

Manager > show buffer

Memory ( DRAM ) .......... 16384 kB
Free Menory .............. 48 %
Free fast buffers ........ 655
Total fast buffers ....... 1164
Free buffers ............. 3949
Total buffers ............ 4096

Buf fer |evel 3
Buf fer |evel 2

........... 125 (don't process input franes)
........... 250 (don’t do nonitor or conmmand out put)
........... 500 (don’t buffer up | og nessages)

Memory ( DRAM
)

Ooooooo DRAMOOOODOOOO

Free Memory

DRAMOOOOOO0OOO%O

Free fast buffer

oooooooooooOooooooooooooUooooUUooooO
O00O00OOFree buffers0000000000OO0

Total fast buffer

ooooooooooooooooooooo0oo0ooodObDRAMOOOOO
ooboooooobooobooooboooooooooooooobooooogd
ooboooooobooobooooboooooooooooooobooooogd
ooboooooobooobooooboooooooooooooobooooogd
000000000000000000TTotal fast buffer0 00000

Free buffers

ooooooooooooon

Total Free buffers

cooooooooooo

Buffer level n

oobobooooooooboooobooooooooboobooooobooooogd
cooooooooooooboogo

ooooo

0 38:
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SHOW CONFIG

SHOW CONFIG

00000000000 /0000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW CONFI G [ DYNAM ([ =npdul e- nane] ]

module-name: DO 0000

00

ooooU0ooUoooUoooooOooobYNAMICOOOOOOOOOODOOOOODOOOOOOOO
cooooooooboooboooooboooobooooogog

goooog

DYNAMIC OOO0OOOOOOOOOOOOOOOOOOODOO0OOOOOOOODODODODODOODOO
SHOW CONFIG DYNAMIC=IPO D OO0 OO0O0O0oO0oooooooooooon

gooooggoo

Manager > show config

Boot configuration file: ispfw cfg (exists)
Current configuration: ispfw.cfg

Manager > show config dynam c=firewall

#

# FI REWALL configuration

#

enabl e firewall

create firewall policy="net"

di sable firewal|l policy="net" identproxy

enable firewall policy="net" |og=inal,inde
enable firewall policy="net" icnp_f=al

add firewall policy="net" int=ethO type=private
add firewall policy="net" int=ppp0 type=public
add firewall poli="net" nat=enhanced int=eth0 gblin=ppp0

Boot configuration file pooooboooooobooooooooobooboooooboooooot
O0000oo0o000oo0o0ooo0o00oo0@m@MNotsetd0O0OO0O0O
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SHOW CONFIG

Current Configuration 0000000000000 OOO0OOOOOO

0 39:
ooooon
CREATE CONFIGO 1320000
RESTARTO 2530000
SET CONFIGO 2550000
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SHOW CPU

SHOW CPU

00o0ooO0oooooo /0000

00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW CPU

g0

cPuOOOOOOOOOOO

gooooggoo

Manager > show cpu

CPU Uilisation ( as a percentage )

Maxi mum since router restarted ..... 100

Average since router restarted ..... 23

Average over last mnute ........... 20

Aver age over last 10 seconds ....... 20

Average over last second ........... 31

Maximum since router restarted ooooo

Average since router restarted ooooo

Average over last minute O0l00000000

Average over last 10 seconds o0 l1000000000

Average over last second O0l00000000
0 40:

goooog

SHOW BUFFERO 30700 0O
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SHOW DEBUG

SHOW DEBUG

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW DEBUG [ STACK]

00

pcooooooooooo
goooog

STACK 0O0O0O00O0oO0oOoOooOooooooooooooon

gooooggon

Manager > show debug stack

Rout er RESTART occurred
Check exception table for restart cause

STACK DUMP

00001260: 00000000 00000580 00000001 00000001
00001270: 00010000 ffffffff 45464748 494adb4ic
00001280: 005c8338 00001034 4d4e4f50 51525354
00001290: 55565758 595a4142 00001449 45462000
000012a0: 20004344 4546¢c008 43444546 43444546
000012b0: 000el13f8 000a00d6 4748494a 4b4c4dde
000012c0: 4f505152 53545556 5758595a 41424344
000012d0: 45464748 494a4b4c 4d4edf50 51525354
000012e0: 55565758 595a4142 43444546 4748494a
000012f 0: 4b4c4d4e 4f505152 53545556 5758595a

goooog

SHOW EXCEPTIONO 3130000
SHOW LOGO 3350000
SHOW STARTUPLO 3840 00 O
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SHOW SYSTEMO 3850000
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SHOW EXCEPTION

SHOW EXCEPTION

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW EXCEPTI ON

g0

pcooooooooooo

gooooggoo

Manager >

Ti me
SSW

No: 02

Ti me

No: 03

Ti me
SSW

No: 04

Ti me
SSW

No: 05

Ti me
SSW

No: 06

Ti me
SSW

ooooo

O fset/ Type :

O fset/ Type :

O fset/ Type :

O fset/ Type :

O fset/ Type :

O fset/ Type :

show excepti on

Spurious interrupts =0

Rout er exception |ist

$008/ Bus
12:49: 15
$00d6

error
on 28- Sep-2001

$07c/ Wat chdog ti ner

12:46: 19

$008/ Bus
12:40: 40
$0045

$008/ Bus
12: 34: 40
$0045

$008/ Bus
12: 06: 25
$0045

$008/ Bus
11:53: 09
$0045

on 28- Sep-2001

error
on 28- Sep-2001

error
on 28- Sep-2001

error
on 28- Sep-2001

error
on 28- Sep-2001

CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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Addr ess
Cl ock Log
Faul t Addr

Addr ess
Cl ock Log

Addr ess
Cl ock Log
Faul t Addr

Addr ess
Cl ock Log
Faul t Addr

Addr ess
Cl ock Log
Faul t Addr

Addr ess
Cl ock Log
Faul t Addr

$43444546
12:48:16 on
$43444546

$002cd46a
12: 45: 37 on

$002d1leda
12:40: 38 on
$51009e18

$002d1leda
12: 34: 22 on
$51009e20

$002d1leda
12: 06: 05 on
$51009e18

$002d1leda
11:52: 09 on
$51009e18

28- Sep- 2001

28- Sep- 2001

28- Sep- 2001

28- Sep- 2001

28- Sep- 2001

28- Sep- 2001
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SHOW EXCEPTION

No: 07
O fset/ Type : $008/Bus error Addr ess : $002dleda
Ti me : 18:44:18 on 19-Sep-2001 Clock Log : 18:44:03 on 19-Sep-2001
SSW : $0045 Fault Addr : $51009e20
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SHOW FEATURE

SHOW FEATURE

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW FEATURE[ ={f eat ur enane|i ndex }]

featurename: 00 0000001012000
index 000000000100

g0

oooooooooboooobooooood
goooog

FEATURE 0OUOO0OO0OOO0OOOOO SHOWFEATUREOOOOOOOOOOOOOOOOOOOOOOO
cooboooooooooooooooooobooooooooooooobooooooooogg

gooooggoo

Manager > show feature

The Speci al Feature Licences:

I ndex Feat ur eNane Li cence Peri od
1 pki full -
2 ssh full -
3 t est full -

The current valid features :

Secure Shell

FI REWALL

PKI

Index dododooooooooooooooo

FeatureName ooooooo

Licence O000000O00FRUlOOOOODOO O™ password incorrectT O
gododooooooooooooon
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SHOW FEATURE

Period gooooooooooooooooooooon-o
The current valid features 00000000 OO00COCOOOOOO

0 41:
ooooon
DISABLE FEATURED 181 0 00O O
ENABLE FEATUREO 209 0 00 0O
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SHOW FFILE

SHOW FFILE

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW FFI LE[ =fi | enane] [ CHECK]

filename: 00 0D0OO0O0O0D0OOO0ODOOOOODDO

00

Oo0o0ooo0ooooUoOooFrFSO0O0O0O0OOOUOoOooUooooUooooUooooUooO
goooog
FFILE ODO0O000O0O0000OO0O000OOO00000OO0000O0O000O0O0O00O00O0O0O0O00ODOO

ooooogd
CHECK OO0O0OO00OOoOoooooOoooooo

gooooggoo

Manager > show ffile
dev creator nane type si ze file date & tinme address check
fl ash easyconf cfg 2494 04-Cct-2001 21:01:32 O01D4EF0O0O -
fl ash config gui 80 31-Cct-2000 11:46:15 01D80AOC -
flash 221-01 hl p 139682 12-Jun-2001 11:00:40 01081214 -
fl ash t est ht m 174 04-Sep-2001 08:49:34 01D4B140 -
fl ash config ins 32 12-Sep-2001 17:26:46 01D4D400 -
fl ash prefer ins 64 23-Jul -2001 14:08:17 01D43444 -
fl ash feature lic 117 14-Sep-2001 19:20: 46 01D4D460 -
fl ash ppp!l i nk | og 40 01-Cct-2001 13:07:02 01D4EESS8 -
flash random rnd 3904 01-Cct-2001 11:53:10 01D4DF18 -
fl ash nai | scp 92 11-Jul -2001 20: 33:50 01DA5248 -
fl ash resetlim scp 30 27-Cct-2000 08:26:19 01D80050 -
flash inst rel ease lic 96 23-Jul -2001 14:08:16 01D433A4 -
flash |oad 8222-01 paz 12264 28- Aug-2001 12:46:32 01D48118 -
flash |oad 8- 222 rez 1668860 23-Jul -2001 14:05:24 01DABC68 -
flash use:

files ..... 1828916 bytes (14 files)

gar bage ... 69836 bytes

free ...... 198400 bytes

total ..... 2097152 bytes
ooooo CentreCOM AR300/AR700 0000 0000000000 2.3 | 317
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SHOW FFILE

dev gooooooooooooooon
creator goooooooooooooon
name gooooooooooon
type gooooooooooa
size gooooooooooa
file date & time ooooooono
address 0o00oooooooooilenoon
check 000000000 O0OCHECKOUOODDODOODOODODODOoOooDoogo
files go0oooooooooooooooon
garbage goooooooooboooooooooooooon
free gooooooooooooa
total gooooooooooon
0 42:
goooono
CREATE FFILEO 1330000
DELETE FFILEO 1600 00 O
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SHOW FILE

SHOW FILE

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW FI LE[ =fi | enane]

filename: 00 0DO00OO000OOO0ODOOOOODODO

00

cdoooooooooooooooooooobooooooooooooboooooogon

goooog

FILE OOOOOOO0OO0O0O00oooooooooooboOoOoOoOoOoOooOoooDOODbOODODODODOO
coobooooboooooooooooooobooooooooooooobooooooooogn

coboboooooobooobooooooodbobooooooooooooooooboooobooogon
cooooooood

gooooggon

Manager > show file

Fi | enanme Devi ce Si ze Creat ed Locks
52-222.rez flash 2062232 21- Aug-2001 13:20:12 0
52222-03. paz flash 21148 21- Aug- 2001 13:20:59 0
52222-04. paz flash 87992 04- Cct-2001 18:58:48 0
adduser. scp fl ash 24 11- Sep-2001 15:22: 30 0
basic.cfg fl ash 2131 12- Sep-2001 16:42:18 0
ca. cer flash 403 04- Cct - 2001 18: 46: 45 0
di al . nds flash 34 03-Cct-2001 10:08: 24 0
dvnrp.cfg fl ash 2262 21- Aug- 2001 13:57:28 0
feature.lic flash 117 04- Cct-2001 19:11:56 0
grefwnat.cfg fl ash 2789 08- Sep- 2001 15:00: 10 0
hel p. hl p fl ash 123428 05-Jun-2001 16:19: 31 0
i psecisa.cfg fl ash 2767 06- Sep- 2001 09: 54: 30 0
ispfw. cfg fl ash 2959 04-Cct-2001 19:56:53 0
| 2i pi px.cfg fl ash 2469 06- Sep- 2001 19:06: 18 0
nanager . key fl ash 326 13- Sep-2001 11:54:23 0
nyreq2. csr fl ash 586 04-Cct-2001 19:17:59 0
radfw. cfg fl ash 2722 08- Sep- 2001 18: 39: 45 0
release.lic fl ash 96 21- Aug- 2001 13:21:02 0
reset. nds flash 11 03-Cct-2001 10:08: 30 0
routerb. cer flash 472 04- Cct-2001 19:19: 35 0
ooooo CentreCOM AR300/AR700 0000 0000000000 2.3 | 319
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SHOW FILE

rsasig.cfg fl ash 3941 04- Cct-2001 19:37:07 0
ssh. key fl ash 321 13- Sep-2001 12:01: 39 0
accsave. acc nvs 248 04- Cct-2001 19:55: 07 0
config.ins nvs 32 04- Cct-2001 19:55: 04 0
ppplink. 1 og nvs 40 04- Cct-2001 19:57:57 0
random r nd nvs 3904 04- Cct-2001 19:55:07 0

Filename ooooo

Device O000o00o00ooooooooooOflashOoOO nvs

Size oooooooooooo

Created oooooooo

043 00000000000

o

e 000000o0ooooooooooon

SHOW FI LE

m000000.cfg0OO000n

SHOW FI LE=*. cf g

m 000000 ipcfg00O0O0nn

SHOW FI LE=i p. cfg

goooog

DELETEFILED 161000 O
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SHOW FLASH

SHOW FLASH

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW FLASH

g0

O0o0oo0o0oooooOFFSO0OOO0OOooOoooon

gooooggoo

Manager > show fl ash

FFS i nfo:

gl obal operation ...... none

conpaction count ...... 2

est conpaction tinme ... 160 seconds

files ... ... ... ... ... 2423600 bytes (61 files)
garbage ............... 99300 bytes

free ...... ... .. ... ..., 1540332 bytes

required free block ... 131072 bytes

total ................. 4194304 bytes

di agnosti c counters:

event successes failures
get 0 0
open 0 0
read 11 0
cl ose 7 0
conpl ete 2 0
wite 21 0
create 2 0
put 0 0
del ete 2 0
check 1 0
erase 0 0
conpact 0 0
verify 0 0
global operation 0000000000000 000noned restartingl erasingd compactingd

verifyingoO 000 0O

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 321
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SHOW FLASH

compaction count

ooooooooooooboogo

est compaction time

oooooooooooooooooboooo

files goooooooooooo
garbage gooooooooooooooooa
free ooooo

required free block

ooooooooodod

total

ooooooooo

diagnostic counters

OO0 FFSODO0OO0O0ODOODOO/0000

goooog

0 44.

ACTIVATE FLASH COMPACTIONO 1070000
SHOW FLASH PHYSICALO 3230000

322 | CentreCOM AR300/AR700 0000 ODODOO0O0OOOO 2.3
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SHOW FLASH PHYSICAL

SHOW FLASH PHYSICAL

00000000000 /0000000000000

00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW FLASH PHYSI CAL

g0

oooooooooboooobooooood

gooooggoo

program ng power

Manager > show fl ash physica
total size ............
device type ...........
devices ...............
location ..............

4 MBytes
28F008

bl ock erase tine ......
total erase blocks ....
erase block size ......
erase bit state .......
page buffers ..........

size of page buffer 0 bytes

total size oooo

device type oo0oooooooooono

devices oooooooooog

location O0000000000000Mm SIMM stickd O O built inO

programming power

00000oo00oO0ooooOdOonO off

block erase time

oooooooooooo

total erase blocks

ooooogd

erase block size

oooooooooocoooon

erase bit state

oooooooo

page buffers

ooooooooo

size of page buffer

oooooooooooooogd

goooog

SHOW FLASHO 3210000

ooooo

0 45:

CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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SHOW HTTP SERVER

SHOW HTTP SERVER

00o0ooO0oooooo /0000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW HTTP SERVER

g0

HTTPOOOOOOOOOOOOOO0OOO0O00OO0OO0O0O0DO0O0OO0

gooooggoo

Manager > show http server
HTTP Server
Status ... Enabl ed
SSL Security ........ ... . ... OFF
SSL KeY ID oo -
Port .. 80
Listen port ........ . ... .. Open
Sessions opened ......... .. ... ... ..., 77
Sessions closed .......... ... .. ... . .... 76
Received requests ..................... 1324
Unknown requests ...................... 0
Transmitted replies ................... 1323
Aborted replies .......... ... ... ...... 0
Transmitted replies on bad session .... 1
Aut hori sation successes ............... 1317
Aut horisation failures ................ 7
Status HTTPO OO O OO OO Enabled OO0 Disabled
SSL Security ooooo
SSL Key ID ooooo
Port ooooo
Listen port ooooo
Sessions opened ooooo
Sessions closed ooooo
Received requests ooooo
324 | CentreCOM AR300/AR700 0000 OOODODOOOOO 2.3 ooooo
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SHOW HTTP SERVER

Unknown requests ooooo
Transmitted replies ooooo
Aborted replies ooooo
Transmitted replies on bad session ooooo
Authorisation successes oooo0o
Authorisation failures oooo0o
0 46:
goodoo

DISABLE HTTP SERVERO 1820 00 [
ENABLE HTTP SERVERO 21000 00O
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SHOW INSTALL

SHOW INSTALL

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW | NSTALL

g0

cooooooooooooooooocooooboooo

gooooggoo

Manager > show install

I nstall Rel ease Pat ch Dnp
Tenporary - - -
Preferred flash: 52-222.rez flash: 52222-04. paz -
Def aul t EPROM ( PR1- 1. 0. 3) - -

Current install

Preferred flash: 52-222.rez flash: 52222-04. paz -

Install history

No Tenporary rel ease sel ected

Preferred rel ease sel ected

Preferred patch sel ected

Preferred rel ease successfully installed
Preferred patch successfully installed

Install 0000000000 Temporaryd Preferredd Default 0 00 O 0O
Release 00000000
Patch goooooo
Dmp 00000000 Data Manipulation ProgramO 000 O O
Current install 0000000 oooon
Install history 0000 INSTALLOOODOOODOOOOO
O 47:
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googod

DELETE INSTALLO 1620000
SET INSTALLO 2570000

ooooo CentreCOM AR300/AR700 0 000 O000OOO0OODOO 23 | 327
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SHOW LDAP

SHOW LDAP

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW LDAP [ DEBUG

g0

LDAPOOOOOOOOOOOODOO
goooog

DEBUG LDAPOOUOOOOOOOOOOOOODOOOOOOOOOOOOODOOO

gooooggoo

Manager > show | dap

LDAP Modul e | nfornmati on:
Nurmber of outstandi ng requests: 0

LDAP nodul e trace debuggi ng:
Current Status .... DI SABLED
Debug Device ...... 16

Number of outstanding requests OO OO00O LDAPOOODOOO

Request ID oooooog

Level 000000000000 Top LevelDOOLDAPOODODO
O00000000000000000MO Subordinated O LDAP
gooobooooooooboooboooooo

Status 00000000 BINDING TO SERVEROD LDAPO O OO
000000000000 oooooo00OdmdWAITING
FORRESULTOOOOOUOODOOOUODODOOOOOOOOOO
OABANDONEDO OO OOOOOOOUOOOOOOOOOOO
gooo

328 | CentreCOM AR300/AR700 0000 ODODOO0O0OOOO 2.3 gooogd
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SHOW LDAP

Current Status LDAPODOOODOOOOOOODOOOODOOODOOOO
Debug Device oooooooooooooo

J 48:
ooooon

SHOW LDAP REQUESTO 3300000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 329
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SHOW LDAP REQUEST

SHOW LDAP REQUEST

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW LDAP REQUEST[ ={ALL|r eg- i d}]

reg-id: LDAPOOOOO ID

00

LDAPOOOOOOOOOOOODOOOOO
goooog

REQUEST LDAPOOOOO IDODOOOOOODOOOOODOOOOOOOOOOOOOOO

gooooggoo

Manager > show | dap request

There are no LDAP requests currently open.

Schema Oo0oooooo LDAPOOOO

Operation O000000MMReadID SearchO 0O OO0

Request Level 000000000000 Top LevelDOOLDAPOODOOOOOOOOO
goooooogoo

Request Status 00000000 BINDING TO SERVEROD LDAPOOOOOOOOOOO

00000000000 000@mMWAITING FORRESULTOOOOOOOOO
O0o00000O0oU0o0mABANDONEDOOOOOOOOOOOOOOOO
ooooogooon

Host IP/Port LDAPOOOOO IPOOOOOOODODOO

BindDN/User ooooooooooooon

Password ooooooooooooon

Base Object DN 00000 LDAPOOOOOOOOOOODOOOOOOOXS5000000
Scope O0000000oOoooo Xs0000000000000000oomBase

Object Onlyl@ 0 000000 OO OO OmW Single Level 1 0 0 0 O Om Whole
Subtreell 00D OOO0OODDOOOOOOO
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SHOW LDAP REQUEST

Return Objects ReadOSearch D00 0000000 DOOOODOOOOODOOOOOOO
Get Names Only 0000000000 oo0ooo0oOdTue@ OO0 O0DO0OO0DOOOODOOOO
0 False
Search Filter O00oooooooo LDAPOODOO
0 49:
goodoo

SHOW LDAPO 32800 00

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 331
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SHOW LOADER

SHOW LOADER

00000000000 /0000000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW LOADER

g0

LOADEROOIOIOOOOODOOOOOOOOOOOODOOOOODOOOOOOOOOOoOOO

gooooggoo

Manager > show | oader

Loader Information

Def aul ts:
Method ............. TFTP
File ............... -
Server ............. -
HTTP Proxy ......... -
Proxy Port ......... Default ( 80 )
Asyn ... ... -
Destination ........ Fl ash
Delay (sec) ........ 0

Last Load:
Method ............. -
File ............... -
Destination ........ -
Delay (sec) ........ 0
Status ............. Idle
Last Message ....... -
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SHOW LOADER

Defaults

LOADOOOOOOO UPLOADOOOOOOOOOOO

Current Load

oobooboooooboooooooooooooooo

Last Load oobooboooooboooooooooooooooo

Method O0ooooOooTFTPO HTTPO WEBD WWWILI ZMODEMO NONE O OO
od

File ooooogooon

Server Ooooo IPOOODOOOOODOOOOTFTPOOO HTTPOODOOOOODO

HTTP Proxy HTTPOOOOOO IPOOOOODOOOOOOOMETHOD=HTTPOOOOO
cooooooood

ooooo CentreCOM AR300/AR700 0000 0000000000 2.3
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SHOW LOADER

Proxy Port HTTPOOOOOO TCPOOOOOOMETHOD=HTTPOOOOOOOOOO
googod

Asyn 0000000 o0oQMETHOD=ZMODEMOOO NONEOOOOOOUOO

Destination O000000000000FLASHO NVS

Delay gobogoooboogooooobooobbobobooboobobooonoo

Status LOADERDO O OO OO ODOO IdleOWaitingOLoadinglLoad Completel]Load

Aborted 00000 0OSHOW LOADER OO OO O OLoad Completed O 0O O
OLoad AbortedD 0 OO0 DO0OO0OO0OOOOO SHOW LOADEROOOOODOO
StatusO O Idled 0 OO

Load Level O00000000000%MStatus LoadingOD O OO OooOOOnO

Last Message gooobooooooobbooodbbooodgbbDbooogbbo
OLoadingD O O-0000000O

0 50:
ooooon
LOADO 2340000
SET LOADERO 25800 00O
UPLOADCO411 0000
334 | CentreCOM AR300/AR700 0000 D O0O0OO0O0OOOOOO 2.3 ooooad
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SHOW LOG

SHOW LOG

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW LOJ =out put -i d] [ DATE=[ op] dat e] [ DEVI CE=[ op] devi ce]
[FILE=[ op] fil enane] [FULL] [ MASK=ipadd] [ MODULE=[ op] nodul e-id] [ MSGONLY]
[ MSGTEXT=[ op] string] [ORI G N=i padd] [ REFERENCE=[ op] stri ng]
[ REVERSE[ =count]] [SEVERI TY=[ op] severity] [SOURCELI NE=[ op]!| i ne-nuni
[ SUBTYPE=[ op] subtype-id] [TAIL[=count]] [TINME=[op]tine]
[ TYPE=[ op] type-id] [ZONE={ti ne-zone|utc- of fset}]

output-id: 0O OO 1DO 10200

op: 00000 M<MO0NDDOD>MO00IDNMDOD0O000 DD MOD0OOD%MO 000000000
date: 0 00 dd-mmm-yyyy 00 00dd 0001031 MmmmO00000000 300000APRMyyyyO 0000
device: DO OOOO

filename: 00 0O 0O001012000

ipadd: IPOO0O00OO0OOOOOOO

string: 00O

module-id: 0000000000000 OOODOOO2550

count: 0 00O 100

severity: 0000000070

line-num: 0000100

subtype-id: D0 0O0O0O0OO0O0OO0OOOOOOOO ID

time: 000 hh:mm:ssO000O0hhO00002300mm 00 000590 ss 0000059

type-id: 000000 ODOOOOOOOO ID

time-zone: OO O OO OO

utc-offset: 000D DD OUTCOOODOOOODOOO+23:59:590-23:59:5900

g0

pobooooooooooboooooboooobooboboooooobooon
goooog

LOG OO0OO0OoOIboDOoood TEMPORARYORAMOOOODOOOOODOOOOO

DATE 00000000000 DOOO0O0OOO0OO0OOO0O0O

DEVICE 0000000000 O0O0O0OO0O0OO0OO0OOOOOn

FILE DO0OO00O0DO0OO0O0DO0O0O0O0OO0O0O0OO0OO0O0DOOO0OOlogmainec@OO0OoooOoooSHOW
LoGUOUOo0OO rRULLOOODOOODOOOOO0ODOOO0OO0O0ODOO0OO0OOoOOOoOoOOO
oooo

FULL OO0OO0OO0OO0O0O0OO0OO0OO0O0O0O0DOOO0000000O000000000000000RULLOODOOO
ooboboooooboooooooooooooooobooooooooon

MASK 000000000000 OOO0OO0IPOOOOOOOORIGINDOOOODDOOOODOOOOO
00000000 255.255.255.2550 0 0 00 0
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SHOW LOG

MSGONLY 0OO0O0O0O00O00O0O0OoO0oo0oOooOoOoooooOooooooon

MSGTEXT 000000000000 OO0O0OO0OO0OO0OO0OOO0OOOOOOOOO

MODULE 000000000000 O0O0O0O00O0O0000O00O000O0O0O0OOO00O0O0

ORIGIN O0O0OO0O0OO0OOIPOOOOOMASKOOOODOOOODOOOOOOOOOOOOOOOOOOO
oooooiiPoOOODDOOOODODOO

REFERENCE 0O0O0O0O0O0O0O0O0O0O0O0OOO0OO0O0O0OOO0OOO0OOOO0OOOOOOOODOOO

REVERSE 0000000 OO0OOOO0O0OOOOO0OO0O0O0OO0DO0DO0O0O0O0O000O REVERSED
oooooooooooo

SEVERITY 0O0O0O0OO0O0O0O0OOO0OOOOOOOOOOOOOOOOODOOOO

SOURCELINE 0000000000 OO0O0OO0OO0OOOOO0OOOOOOO0O0OOO0OOOOOOOOO
ooo

SUBTYPE OOO0OO0OO0OO0O0OOOO0OO0OO0OO0OOOOOOOOOO0OOOOOOOOOOOOOOOO

TAIL 00000000000 OO0OO0OOUOOO TAILOOOOOOOOOOO2000000000
0000oo0o0ooooooooo TAILOODOOOOO0O

TIME 0O00O0OO0O0O0O0OOOO0O0OOOOOOOOOOOOO

TYPE 00000000000 O0DOOOOOOOOOOOOOOODOOOOODOOOOODOO0OO0

ZONE 0OO0O0OO0O0OO0O0OO0OO0OO0OOO

gooooggoo

Manager > show | og

Dat e/ Ti ne S Mbd Type SType Message

04 19:55:07 4 ENCO ENCO STAC STAC SWinitialised

04 19:55:07 4 ENCO ENCO CRYP Cryptek Chip Startup Test Passed

04 19:55:07 7 SYS REST NORM Router startup, ver 2.2.2-00, 20-Jun-2001, d ock
Log: 19:54:14 on 04-Cct-2001

04 19:55:07 4 USER USER ADD A new user root has been added to the user
dat abase

04 19:55:07 3 FIRE FIRE QUTDO Prot 0 0.0.0.0 0.0.0.0

04 19:55:12 3 USER USER LON nmanager login on portO

04 19:56:21 3 ACC CALL UP Cal | ACTIVE, direction outgoing, asynl

04 19:56:21 3 ACC ACC ACT Call isp, activated on asynl

04 19:56:55 3 PPP VINT UP ppp0: Interface has cone up and is able to send

and receive data
04 19:56:55 3 PPP AUTH K ppp0: CHAP aut hentication over acc-isp succeeded
04 19:56:55 3 IPG CIRC CONF Renpte request to set pppO IP to 87.65.43.21
accept ed

04 19:56:55 3 FIRE VINT ACTIV ppp0: DoD interface activated by IP traffic
04 19:56:55 3 FIRE VINT ACTIV UDP s=192. 168. 20. 100: 1040 d=12. 34. 56. 78: 53
04 19:57:37 4 FIRE FIRE [INDTC TCP 111.111.111.111:22222 87.65.43.21:80

04 19:57:37 4 FIRE FIRE |INDTC flow rejected by policy rule

04 19:57:57 3 ACC CALL DOM Asynl 04-Cct-2001 19:56:21 to 04-Cct-2001

19:57:57 0:01: 36 Successfu
04 19:57:57 3 ACC CALL DOM Asynl out 37:754 in 17:1147
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SHOW LOG

04 19:57:57 ACC ACC DEACT Call isp, on asynl deactivated
04 19:57:57 PPP VINT DOM ppp0: Interface has gone down and is unable to
send or receive data
04 19:57:57 IPG CIRC CONF Local request to reset pppO IP accepted
04 19:58:08 TLNT AUTH K Tel net connection accepted from 192. 168. 20. 100
(TTY 18)
04 19:58:12 USER USER LON nmnager login on TTY18
04 19:58:12 CH MG WARN User 'nmanager’ is already |ogged in on Asyn O
04 19:58:12 CH MG WARN User 'manager’ has logged in on Telnet 1
Manager > show | og nodul e=acc full
Dat e/ Ti ne Mod Type SType Dev Oigin MSGA D Source Fil e/ Line
19:56:21 3 ACC CALL UP 00000 Local 00064 accnain.c: 2178
04- OCT- 2001 isp LOCTI ME
Cal |l ACTIVE, direction outgoing, asynl
19:56:21 3 ACC ACC ACT 00000 Local 00065 accuser. c: 2527
04- OCT- 2001 isp LOCTI ME
Call isp, activated on asynl
19:57: 57 3 ACC CALL DOW 00000 Local 00088 accnai n. c: 1933
04- OCT- 2001 isp LOCTI ME
Asynl 04-Cct-2001 19:56:21 to 04-Cct-2001 19:57:57 0:01: 36
Successf ul
19:57:57 3 ACC CALL DOW 00000 Local 00089 accnmin.c: 1972
04- OCT- 2001 isp LOCTI ME
Asynl out 37:754 in 17:1147
19:57: 57 3 ACC ACC DEACT 00000 Local 00091 accuser.c: 2771
04- OCT- 2001 isp LOCTI ME
Call isp, on asynl deactivated
Date/Time O00o0o0oooooooooooolo3logoooog
S oo0o00ooooooooon
Mod oo0o00ooooooooon
Type oooooooo
SType oooooooooo
Message oooooono
0 51:
Date/Time go00ooooouoooouTCcogoooooooooo
S ooo0oooooooogo
Mod ooo0oooooooogo
Type oooooooo
ooooo CentreCOM AR300/AR700 0 000 DODOODOODOOODO 2.3
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SHOW LOG

SType oooo0ooooon

Dev 0000000 0oooooooooooooooooogo TTYODODOOoOoOo
ad

Origin O00000000000Lecal DOO0ODOO0DOOOOODOOOOOODOOSRLP
OsyslogO0OOooooooIPOOOO

MSGID ooooo b

Source File/Line gobooobooooobooooboooboobboobogbbobobooooboo

Ref 000000000000 0ReferenceD 00000

Flags 00000000 FlagsO OO O0OOLOCTIMEOD SECUREDCMDOUT OO O

Message oooooog

052 FULLOOODO0OOOO

o
= NVS O 0000PERMANENT 000000

SHOW L OG=PERVANENT

s00000000oo0oooooooocooon

SHOW LOG MODULE=FI RE

goooog

PURGE LOGO 2440000
SHOW LOG STATUSO 3490000
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SHOW LOG COUNTER

SHOW LOG COUNTER

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW LOG COUNTER

g0

pooooooooooboooooon

gooooggoo

Manager > show | og counter
Log Counters

Idle 100p PasSeS . ...t
Transmt PaSSEeS ...ttt

Messages Generated ............ ...

Messages Received (Syslog) .......................
Messages Received (O d protocol) .................
Messages Received (New protocol, SRLP) ...........

Messages Rejected (Syslog) .......................
Messages Rejected (Od protocol) .................
Messages Rejected (New protocol, SRLP) ...........
Messages Rejected (Module disabled) ..............
Messages Rejected (CGeneration disabled) ..........
Messages Rejected (Reception disabled) ...........
Messages Rejected (Bad paraneters) ...............

Messages with invalid tinme .......................

Messages Transmitted (Syslog) ....................
Messages Transmitted (New protocol, SRLP) ........

Messages Retransmitted (New protocol, SRLP) ......
ACKs Sent (New protocol) .........................
ACKs Sent (O d protocol) ........... ... ... ........
ACKs Received (New protocol, SRLP) ...............

Message transm ssions failed (New protocol, SRLP)

Messages processed via OD 1 ................
Messages processed via OD 2 ................

o

O O O O o oo

26
10

o O O N

26 (Syslog)

11 (Router)

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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SHOW LOG COUNTER

Messages processed via OD TE ..........

15 (Menory)

Idle loop passes

ooobooobooooooooobooooboooo
ooooooooogd

Transmit passes

ooooooobooooooooon

Messages Generated

coooogoogd

Messages Received (Syslog)

syslogD OO0 O0O0O0O0OO0O0OOOOODO

Messages Received (Old protocol)

Net Manage Message Protocol 0000000
oooooooo

Messages Received (New protocol, SRLP)

SRLRA] Secure Router Log ProtocolDO OO 00O
oooooooooo

Messages Rejected (Syslog)

syslogD OO0 O000O0O0DOO0O0OOOO

Messages Rejected (Old protocol)

Net Manage Message Protocol 0000000
ooooooooo

Messages Rejected (New protocol, SRLP)

SRLRA] Secure Router Log ProtocolDO OO 00O
ooooooooooo

Messages Rejected (Module disabled)

ooobooooooooooooobooooboooon
ooooooobooooooooon

Messages Rejected (Generation disabled)

ooobooobooooooooobooooboooo
ooobooooooooooooobooooooon
coooogoogd

Messages Rejected (Reception disabled)

ooobooooooooooooobooooboooon
ooooooobooooooooon

Messages Rejected (Bad parameters)

ooobooooooooooooobooooboooon
oobooooobooooooooooogon

Messages with invalid time

oobooooobooooooooooogon

Messages Transmitted (Syslog)

syslogD OO0 O0O00O0O0OO0OOO

Messages Transmitted (New protocol, SRLP)

SRLPOOOOOOOOOOODODODO

Messages Retransmitted (New protocol, SRLP)

SRLPOOOOOOOOOOODODOOO

ACKs Sent (New protocol)

SRLPOOOO0O0OOO0O0O0O0ODODOOOOOO
OOACKOOOO

ACKs Sent (Old protocol)

Net Manage Message Protocol 0000000
0000000000000 0DACKOOOO

ACKs Received (New protocol, SRLP)

SRLPOOOOOOOOO0O0O0ODODOOOOOO
OOACKOOOO

Message transmissions failed

SRLPOOOOOOODOOOODODOOOOODO

Messages processed via OD n

oooboooooooboboooooooooobooo
ooobooobooooooooooboooooon

0O DESTINATIONC
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J613-M0274-00 Rev.K



googod

SHOW LOGUO 3350000

SHOW LOG OUTPUTO 3420000
SHOW LOG QUEUED 3450000
SHOW LOG STATUSO 3490000

ooooo

CentreCOM AR300/AR700 0 000 0000000000 2.3
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SHOW LOG OUTPUT

SHOW LOG OUTPUT

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW LOG OUTPUT[ ={ TEMPORARY|PERVANENT| out put - i d}] [ {FI LTER=ent ry-i d|
FULL}]

output-id: 0O 00O 1DO 10200
entry-id: D0 000000100

g0

cooooooooooooogo

goooog

OUTPUT 0OOOOO IDODOOOOOO0OO0ODOOOOODOOOOODOOOO

FILTER 000000000000 OO0OO0O000OOO0000RULLOOOOOOOOOO0O0O0ODOO0OO

ooooo
FULL OO0O0OO0O00OO0O0O0O00O0O0O0OO0O0OOFILTERODOOODODOOOODODOOOODOOOOODOO

gooooggoo

Manager > show | og out put

ob# Type Port Server Msg Zone Fnt Enmil Address ESQWP
PE NvVS 0020 Default YY- - -
TE Menory 0200 Defaul t YY---

Manager > show | og out put =tenporary

Qutput Definition ............ Tenporary
Enabled ............... ... ... Yes
TYype . Menory
Max Messages ................. 200
Time Zone .................... Not set
SecuUre ... Yes
OD# oooo IbD
Type 000000 Memoryd NVSO Portd Routerd Syslog D O 00 O
342 | CentreCOM AR300/AR700 0000 OOODOODOOOOO 2.3 gooooad
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SHOW LOG OUTPUT

Port O00000000000000TypeD PortDO0ooooon

Server O000O00 IPOOOOOTypeO Routerd SyslogOOooooonO

Msg goboobogobooooboboooboboobboobooo

Zone 0000000 DefautDGMTOUTCO -0 000 OO0O0O0OONOO-23:59:59
0 +23:59:590

Fmt 0000000000000 000000000000Fulld Summary

Email Address 0000000000000 0000TypeD EmaillO OO OOOOO

ESQMP ENABLEDOSECUREOQUEUEONLYOMAXQUEUESEVERITYOPASSWORD

0000000000000 0ENABLEDD SECURED QUEUEONLY D O OO
YO YesOONO NoOO-0O00OOOO0OOOMAXQUEUESEVERITY O 000
70000000O0PASSWORDODO-0OO0O0OO0OOO*OOODOOOOO

0 54:

Output Definition

0000 IDO0OOOPEDPermanentl TE (Temporary) D 0 000

Enabled

0000000000 Enabled O Disabled

Type

000000 Memoryd NVSO Port Routerd Syslog 0 O 0 0 O

IP Address (Server)

000000 IPOO0OOOTyped Routerd Syslog0 0000000

Zone

0000000 DefaultOGMTOUTCONot set] O 0 O [1-23:59:590 +23:59:59
ooooooooogd

Secure

ooooooooooooon

Queue Only

ooooooooogd

Max Messages

ooooogoooooboooobooooobooooboogd

Filter # goobogooobooboooboboobooooboboboboboboboboouobo
CALLOODOOOO0000D0OO0O000000000000000O0O Process
O lgnored 0000

Port 00000000000 0000TypeD Port0oooooon

Format O000000O000000000000000000FullO Summary

Email Address 0000000000000 0000TypeD EmaillOOOOOOOO

Password SRLPOOOO0O0O0OO0U0O0OU0OO0OU0OOUOOOOOOOOOOOUOOONONE

ooooogo

Max Queue Severity

ooooU0o0o0oooooooooooooooooDoOooo7ooon

g

o6 FULLOOOODOOOO

s00000000oo0oooooooocooon

SHOW LOG QUTPUT

s 0000001000000000000

ooooo

CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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SHOW LOG OUTPUT

SHOW LOG OQUTPUT=1

s 0000001000000000000000O0DOO000OO0O0O0DOO0O0OO

SHOW LOG QUTPUT=1 FULL

goooog

ADD LOG OUTPUTO 1110000
CREATE LOG OUTPUTO 1350000
DELETE LOG OUTPUTO 1630000
DESTROY LOG OUTPUTO 176 0 OO O
SET LOG OUTPUTO 2600 00O
SHOW LOG STATUSO 3490000

344 | CentreCOM AR300/AR700 0000 ODODOO0O0OOOO 2.3 gooogd
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SHOW LOG QUEUE

SHOW LOG QUEUE

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW LOG QUEUE

g0

pooooooooboooooooooooooboooooogon

gooooggoo

Manager > show | og queue

Queue RAM Messages NVS Messages Type

01 0000/ 0100 0000/ 0000 Sysl og
02 0003/ 0100 0000/ 0000 Rout er
TE 0007/ 0200 0000/ 0000 Menory

Oob#  Message | D Last Attenpt Attenpts Del ay
02 1 979 1 1
02 2 979 1 1
02 3 979 1 1
Queue 0000 Ib010200000 TEDO TEMPORARY PEO PERMANENTO
RAM Messages OO0 RAMOOOOODODOOODOOOODOO/ZRAMOOOOOOOOOOOOO
o
NVS Messages OONVSOOOOOOOOOOOOoDooo/NvVSOOoOoooooooooo
od
Type O0000000000000Memoryd NVSO Portd Routert Syslog O O O
o
OD# oooo b
Message 1D ooooo b
Last Attempt go00d000oOoooUooUooooooooooooooo
Attempts gooogooooooo
Delay goboooboooboboobobooobobooooo
googno CentreCOM AR300/AR700 0 000 DODOODOODOOODO 2.3
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J 56:

googod

SHOW LOGUO 3350000
SHOW LOG OUTPUTO 3420000
SHOW LOG STATUSO 3490000
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SHOW LOG RECEIVE

SHOW LOG RECEIVE

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW LOG RECEI VE[ ={i padd|ANY}] [ MASK=i padd]

ipadd: IPOO00CO0O0OOOOODO

00

oooooooooboooooboooo

goooog

RECEIVE 0OOO0OO0OOOIPOOOOOMASKOOOOOOOOODOOOOODOOOOOOANYDOO0.000
oooooiPoOOODOOOO

MASK RECEIVEOOOOOOOOOOOOOOOOOOOOOOOOOOORECEIVE=EANYDOO
RECEIVE=0.0.000000000000O00

gooooggon

Manager > show | og receive
Type | P/ Networ k Addr Net nask Pr ot ocol Passwor d
Allow 192.168.1.1 255. 255. 255. 255 OLD NEW - - -
Type O0000o0o0ooooooooooooooooAllowd OO MReject] 000
IP/Network Addr OO00O0OO0OO0OOOIPOOOOOAnyOOOO0O0OIPOOOOOOO
Netmask IP/Network AddrO 0D OO0 O0oooOnO
Protocol OO0 IPO0000O0OO0O0O0O0OOOOOOOO0OOOOOOOLDO Net Manage
Message Protocol(T1 NEWO SRLPITI SYSO syslogD 0 30000 O
Password SRLPOOOUOUOUOOOUOOOOOoOooooog
0 57:
ooooon

ADD LOG RECEIVED 1130000
DELETE LOG RECEIVEO 16400 00O

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 347
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SET LOG RECEIVEOD 264 0 00 O
SHOW LOG STATUSO 3490000

348 | CentreCOM AR300/AR700 0000 00000 OO0DOO 2.3 ooooo
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SHOW LOG STATUS

SHOW LOG STATUS

00ooooOoooooo /00
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW LOG STATUS

g0

ooooooooooooogd

gooooggoo

Manager > show | og status

Log System Status

Log Module Status ..................... Enabl ed
Log Message Generation ................ Enabl ed
Log Message Reception (via network) ... Enabled
Log Message Qutput .................... Enabl ed
Local Time Ofset (fromUTCQ .......... Not set
Next Message ID .......... ... ... ...... 59
Number of Qutput Definitions .......... 2
Log Module Status Oooooooooo
Log Message Generation ooooooooog
Log Message Reception (vianetwork) OOOOO0OO0O00O0O0O
Log Message Output gooooooooo
Local Time Offset (from UTC) 000000000000 UuUTCOOOOOO+23:59:59
0-23595900-0 0000000
Next Message ID ooooooo ID
Number of Output Definitions ooooooooo
0 58:
ooooon

DISABLE LOGDO 184000 O

DISABLE LOG GENERATIONO 1850000
DISABLE LOG OUTPUTO 186 0 O O O
DISABLE LOG RECEPTIONO 1870000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3
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ENABLE LOGO 2120000

ENABLE LOG GENERATIONDO 2130000
ENABLE LOG OUTPUTO 2140000
ENABLE LOG RECEPTIONO 2150000
SHOW LOGO 3350000

350 | CentreCOM AR300/AR700 0000 00O0O0D0OO0DOO 2.3 ooooo
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SHOW MAIL

SHOW MAIL

ooooo0oooooo /00000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW MAI L

g0

coooooooobooobooooobooooboooboooooon

gooooggoo

Manager > show mai |

VAI L

Host Nane ............ rout erb. tw. nydonai n. xxx
State ........... ... .. alive
Debug ................ di sabl ed

Dat e/ Ti ne Id To Subj ect State Retries

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 351
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SHOW MAIL

Host Name ODO0O0OO0OOSET MAILOODOOODOO

State 0000000000 mIalivel 000 OO0 DEAD - name server not set O
00 -DNSOOO O DEAD - hostname notsett D OO0 -0000000
ad

Debug 000000000 enabledD OO O O disabledd

Mails Sent goboobooobobooobobooooboo

Date/Time goboobooobobooobobooooboo

Id OO00O00O IDODELETEMAILOODOOOODOODOOODOOOOOODOOO
googod

To goboooboogo

Subject goooooo

State O00000000000O0IntiRD 0000 MmMget MX-IPOMXOOOOO

O0MmMget IPODNSO OO Connect SMTPOOOOODO TCPOO OO M
S-helad HELO 0 00000 O MS-fromd MAIL FROM 000000 O IS-rept
ORCPTTO DD ODDOOMMS-datal DATA DD O 0DOOOIS-headerd OO
0000oO00ooomsSAfileD0000D00000D00O0O00OO M S-buffero 00
000000000 mMS-last000 0000000000000 OIS-doned 00
0000000 mS-quitDQUITOODODOOOOO

Retries cooooooood

goooog

DELETE MAILO 165000 O
DISABLE MAIL DEBUGO 188 00 0O
ENABLE MAIL DEBUGO 216 0 OO O
MAILO 2390000

SHOW MAILO 3510000
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SHOW MANAGER ASYN

SHOW MANAGER ASYN

00o00o0o0ooOoooo /0000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW MANAGER ASYN

g0

ooooooooooboboooooobooooboooooooooboooooooooooobooon

gooooggoo

Manager > show manager asyn

No manager port is defined.

goooog

LOGINO 2370000
SETASYNDOOOOOOOOoos510000
SET MANAGER ASYNO 268 0000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 353
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SHOW NTP

SHOW NTP

000000oooooo /ZNTP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW NTP

g0

NTPOOOODOOOOODOO

gooooggoo

Manager > show ntp

St at us . ENABLED

Host Address : 172.16.28.169

UTC of f set : +09: 00: 00 (JST)

Last Updat ed :11:19: 38 on 03-Jul -2001
Last Delta . +0.94

Confi gured Peer

172.16.28.1

Count ers

Packet s Sent ;0000000002
Packet s Received ;0000000002

Packets w head error : 0000000000
Packets w data error : 0000000000

Status NTPOOOOOODOOENABLED O DISABLEDO
Host Address NTPOOOOOOD IPOOOO
UTC offset gooooouTCooooooooo
Last Updated NTPOOODOOODOOOOOOO
Last Delta googoobooooooobooboo
Configured Peer NTPOOOOO IPOOOO
Packets Sent OO0 NTPOOOOD
Packets Received OO0 NTPOOOOD
354 | CentreCOM AR300/AR700 0000 OOODOODOOOOO 2.3 goood
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SHOW NTP

Packets w/ head error OONTPOODOOOOOOOOOOOOODOOOODOOO

Packets w/ data error OONTPOODOOOODOOOOODOOOODOOOOOO
0 60:

goooono

ADD NTPPEERO 1150000
SET NTP UTCOFFSETO 269 00 00O

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 355
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SHOW NVS

SHOW NVS

00000000000 /0000000000000
00 000AR7200 AR740

SHOW NVS [ BLOCK=b! ock-i d [ | NDEX=i ndex] ]

block-id: 00O DOO IDO160 00O
index 0000000 0O0DO16000

00

NvSOOOoooUooOoooooooooooooooooooo
goooog

BLOCK OOUOO ID
INDEX 0O0O0O0O0OO0O0O0DOO

gooooggon

Manager > show nvs

Bl ock I ndex Si ze Creation Creator Bl ock

1D (bytes) Dat e 1D Addr ess
0000001a 00000003 0000001a 09-Apr-2001 00000012 ffe00200
00000032 00000002 00000050 09-Apr-2001 00000022 ffe00400
00000038 00000000 00000000 **-***.x=x%x (00000021 ffe00000
00000043 00000001 000000b4 05-Jul-2001 00000029 ffe02c00
00000043 00000002 00000f78 05-Jul-2001 00000029 ffe04200
00000043 00000003 00000058 05-Jul-2001 00000029 ffe05400
00000045 000003fc 00000de4 05-Jul-2001 00000026 ffe0lc00
00000045 000003fd 00000024 05-Jul-2001 00000026 ffe01a00

Block ID Oooo IboleoO
Index goo0ooooooooleod
Size (bytes) 00000000000 1600
Creation Date Oo00o0oooom**»*>***O00000000000000000
Creator 1D Ooooooooooooooo ID
Block Address 00o0o0o0ooon
356 | CentreCOM AR300/AR700 0000 O OODOODOOOOO 2.3 goood
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0 61:

googod

CLEARNVS TOTALLYD 1300 OO0
SHOW NVSFREEO 358 0000

ooooo CentreCOM AR300/AR700 0 000 O000OOO0OODOO 23 | 357
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SHOW NVS FREE

SHOW NVS FREE

00000000000 /0000000000000
00 000AR7200 AR740

SHOW NVS FREE

g0

NvSO OOoooooOoooooooooooooo

gooooggoo

Manager > show nvs free

Nurmber of free sectors 232
Nurmber of bytes in free sectors 114144

goooog

CLEARNVS TOTALLYD 1300 O OO
SHOW NVSO 356 0000

358 | CentreCOM AR300/AR700 0000 ODDOO0O00OOOO 2.3 gooogd
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SHOW PATCH

SHOW PATCH

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW PATCH

g0

cooooooooooooogo

gooooggoo

Manager > show patch
Patch files
Nane Devi ce Si ze Ver si on
52222-03. paz flash 21148 2.2-3
52222-04. paz flash 87992 2.2-4
Name ogooooooao
Device Jooooooooooooooboooo
Size goo0ooooooooooooa
Version goo0oooooooooa
0 62:
ooooon
DESTROY PATCHO 1770000
LOADO2340 000
ooooad CentreCOM AR300/AR700 0 000 ODO0O0OOOOOOOO 2.3 359
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SHOW RADIUS

SHOW RADIUS

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW RADI US

g0

0000000 RADIUSO Remote Authentication Dial InUser Server0 D0 OO0 000000000

gooooggoo

Manager > show radi us
Server Port AccPort Secret
200. 100.10.1 1645 1646 Fxxxxx*
Server RADIUSOOOOO IPOOOO
Port Jooooooooooa
AccPort Jododoooooooboobooboo
Secret RADIUSOOOO0OO0OO0OO0OOOOOOOOOO0DO0O0O0O0OOO0OOO0OOO0OO0O0O00g
0 63:
ooooon

ADD RADIUS SERVERDO 116 00 O O
DELETE RADIUS SERVERO 168 0 O 0O O

360 | CentreCOM AR300/AR700 0000 ODDOOO0O00OOOO 2.3 gooogd
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SHOW RELEASE

SHOW RELEASE

00o00oo0oOoooo /000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW RELEASE

g0

ooooooooooobooooooboooooooood

gooooggoo

Manager > show rel ease
Rel ease Li cence Peri od
flash: |l oad\ 52-222.rez full -
flash: | oad\ 52-206.rez full -
flash: |l oad\ 52-203.rez full -
Release Jooooooooooooa
Licence OooooooooooofuloocO0o0oOoOoOooooOooon
Period Joodoooooooooboobooboo
0 64:
ooooon

DISABLE RELEASED 19000 00O
ENABLE RELEASEO 218 00 00O

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 361
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SHOW SCRIPT

SHOW SCRIPT

ooooo0oooooo /00000

00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW SCRI PT[ =fi | enane]

filename: 00 OO0 OOO0OO.scp O.cfgd

00

ooooooooooooooobooboooboooboobooooobooooboogd

goooog

SCRIPT 00OO0OU0O0O0OO0O0OOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOOOO

ooooogooon

gooooggoo

362 | CentreCOM AR300/AR700 0000 ODDOOO0O00OOOO 2.3
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Manager > show scri pt

Configuration Scripts:

Fi | enanme Devi ce Si ze Creat ed Locks
bekopstn. cfg fl ash 3234 10- Jun- 2001 14:25:25 0
boot. cfg fl ash 357 11-Jan-2001 10: 39: 26 0

i psec.cfg fl ash 5349 03-Cct-2001 14:07: 32 0

i psecl 2t.cfg fl ash 5723 03-Cct-2001 19:16: 16 0

i psecudp. cfg fl ash 5654 03-Cct-2001 17:33:02 0

i pv6.cfg fl ash 4525 03-Cct-2001 16:45:18 0

i pv6bad. cfg fl ash 4210 22-Jun-2001 01:43:07 0
rsasig.cfg fl ash 5615 04-Cct - 2001 20: 22: 27 0
wak0712. cfg flash 3906 12-Jul -2001 21:45:12 0
wakadsl . cfg fl ash 3571 20-Jun- 2001 22:03: 23 0
wakadsl 2. cf g fl ash 3896 30-Jun- 2001 23:46: 05 0
wakadsl 3. cfg fl ash 3764 30-Jun-2001 12:00: 51 0
wakpstn. cfg fl ash 3429 18- Jun-2001 00: 57: 53 0
General Scripts:

Fi | enanme Devi ce Si ze Creat ed Locks
doreset. scp fl ash 48 02-Cct-2001 14:00: 54 0

ooooo




SHOW SCRIPT

sendnmi | . scp fl ash 30 22-Jul -2001 11:08: 35 0
Manager > show scri pt=sendmail . scp
File : sendmail.scp

l:mail to=% sub=% nessage=9%38

Filename oooooooooo
Device 0000000oOooOooOoooooognvsO flash
Size gooooooooooa
Created ooooooono
0 65:
o

s(l000000ooobooooooooobooooooon

SHOW SCRI PT

0000000000 myscriptscp0 000000000

SHOW SCRI PT=nyscri pt. scp

goooog

ACTIVATE SCRIPTO 108 0 OO O
ADD SCRIPTO 1180 00O
DEACTIVATE SCRIPTO 158 00 OO
DELETE SCRIPTO 1690000

SET SCRIPTO 2720000

goooo CentreCOM AR300/AR700 0000 DOOODODOOOOO 2.3 363
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SHOW SERVICE

SHOW SERVICE

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW SERVI CE[ =ser vi ce- nane] [ TYPE={TELNET|l NTERACTI VE|TELBI N}]

service-name: 0000000010150 00000000000000000DOO0OO0OO0DDOO

00

coooooooooooboooooboobooooogo
goooog

SERVICE 0000000000000 OOOOO0OOOOOOOO
TYPE 000000000000 OOOOOOOOOOOOOOO

gooooggoo

Manager > show service
Servi ce nane Type Vi si bl e | P address
nodem Interactive ON -
Connect to the noden{asynl)
Tel Afri ka Tel bin ON 172.16.28.1
Tel net to afrika
Tel PServ Tel net ON 0.0.0.0
Service name ooooo
Type 00000000 Interactived Telnetd TelbinO O O OO
Visible oo0o0oooooooooooooooog
IP address TelnetOOOOO IPOOOO
Description ooooooo
0 66:
ogoooon

CONNECTO 1310000

364 | CentreCOM AR300/AR700 0000 ODDOOO0O00OOOO 2.3 gooogd
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CREATE SERVICED 1380000

DESTROY SERVICEO 178 0 OO O
DISCONNECTOD 2020 00O
SETASYN OO OOOOUOOOOS510000
SET SERVICEO 2740000

ooooo CentreCOM AR300/AR700 0 000 0000000000 2.3
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SHOW SESSIONS

SHOW SESSIONS

00o0o00o0ooooo /000000000
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW SESSI ONS

g0

0000000000000 0000000000O0TelnetDOO0DO0OOO0OOOOS00000000
0000000000 000000000 TelnetOOOOOOODOO
000000000000 O00000000CONNECTPORTO OO OO0 CONNECT servicenamel

IPOOOOOTELNET ipaddfl 0 0O 0O OO TELNET hosthamelll notconnectedd 00 00O O O0OOO
goooooogo

gooooggoo

Manager > show sessi ons
Session information for Telnet 1

session 1 connected to Port 1
session 2 connected to NBSD
session 3 connected to 192.168.1.8
session 4 not connected

session 5 not connected

goooog

CONNECTO 1310000
DISCONNECTO 2020 00O
RECONNECTO 2480000
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SHOW SNMP

SHOW SNMP

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW SNVP

g0

SNMPOOOOUOOUOOOOOOOO

gooooggoo

Manager > show snnp

SNMVP confi guration:

Status ... Enabl ed
Aut hentication failure traps .... Enabled
Community .......... ... ... .... public

ACCESS ..ot read-only

Status ... Enabl ed

Traps ..o Enabl ed

Qpen acCessS ... No

SNVP counters:
inPkts ... 87 OUtPKES ... .. 87
inBadVersions ................... 0 outTooBigs ............ ... ... ..... 0
i nBadConmuni tyNames ............. 0 out NoSuchNanmes .................. 0
inBadCommuni tyUses .............. 0 outBadvalues .................... 0
inASNParseErrs .................. 0 outGenErrs ... ... 0
inTooBigs ....................... 0 outGetRequests .................. 0
inNoSuchNames ................... 0 outGetNexts ........ ... .. 0
inBadvalues ..................... 0 out SetRequests .................. 0
inReadOnlys ..................... 0 out Get Responses ................ 78
inGenErrs ....... ... .. ... .. . 0 outTraps . ..o 9
inTotal ReqVars ................. 78
inTotal SetVars .................. 0
inGetRequests .................. 11
inGetNexts ........ ... ..., 67
inSetRequests ................... 0
inGetResponses .................. 0
inTraps ... 0
Status SNMPOOOOOOOOOOEnabled O Disabled

Authentication failure traps

ooooo

oooooooooooo
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SHOW SNMP

Community oooooooo

Access 000000000000 00read-onlyOread-write 0O 000
Status 0000000000 0Enabled O Disabled

Traps gooogooooboo

Open access

O000ooooO0SNMPOOOOOOOODOOOOOODODO Yes
000 No

inPkts

OO0 SNMPOODOOO

inBad\ersions

ooooooooooooo0oo SNMPOOOOOOOOOO

inBadCommunityNames

oo0ooooooooooog SNMPOOOODOOOOOO

inBadCommunityUses

000000000 0oooooooo0obb000000 SNMPOO
oooooogo

inASNParseErrs ASN.100OO0OO0OO00O0O0O0O00ooooooo SNMPOOOOOO
gooo

inTooBigs O000000000000teoBigdOOOOOODOOO SNMPOO
gobooobogoo

inNoSuchNames O000000000000noSuchNameO O OO OOOOOO SNMP
gooogoogoo

inBadValues O000000000O00badValueDOOOOOOOOO SNMP OO
gobooobogoo

inReadOnlys 000000000000 readOnly0 000000000 SNMPOO
gobooobogoo

inGenErrs O00000000000genEMD00OOODOOOO SNMP OO

oooooogo

inTotalReqVars

0000 GetRequest 00 0 GetNextRequest DO OO OO0 OO0O0O0O
oooooMIBOOOOODOoOoOOOO

inTotalSetVars O000 SetRequest 1 D000 O0DOO0OOOOOO MIBOOOODO
googod

inGetRequests D000 GetRequest DO OO O OO0

inGetNexts 0000 GetNextRequest D DD O OO OO

inSetRequests 0000 SetRequestD O OO OO0

inGetResponses 0000 GetResponse D 0O O OO OO

inTraps D000 SNMPOOOODOOO

outPkts OO0 SNMPOOOOO

outTooBigs 00000000000 0tooBigDODOOOOODOOOOO SNMP
goooooo

outNoSuchNames O000000000000noSuchNameO 00000000000

SNMPOOOOOOO

outBadValues

000000000 00O0badValueOOODOOOOOOOOO SNMP
ooooogd
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SHOW SNMP

outGenErrs 00000000000 0genEM0 00000000000 SNMP
ooooooo
outGetRequests D000 GetRequest DO O OO OO0
outGetNexts 0000 GetNextRequest DD OO OO OO
outSetRequests 0000 SetRequestD O OO O OO0
outGetResponses 0000 GetResponse D 0O OO0 OO
outTraps ooooSNMPOOOOOOO
0 67:
googoo

SHOW SNMP COMMUNITYO 370000 O

ooooo
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SHOW SNMP COMMUNITY

SHOW SNMP COMMUNITY

000o0oOooooog /ZSNMP
00 00O0AR300 V20 AR300L V20 AR3200 AR7200 AR740

SHOW SNVP  COVMUNI TY=conmuni t y

community: SNMPOOOO0OO0O0CO0O101500000000000000DO

00

SNMPOOOOUOOODOOOOOOOOO

goooog

COMMUNITY SNMPOOOOOOOO

gooooggoo

Manager > show snnp conmunity=public
SNVP conmuni ty i nformation:
Name . ........ .. public
ACCESS .ottt read-only
Status ... Enabl ed
Traps ..o Di sabl ed
QPEN ACCESS .. vt i No
Manager .......... ... 192.168.1.11
Manager ......... ... .. 192.168.1.5
Manager ......... .. ... 192.168.1.2
Name ooooooono
Access O0000000000000read-onlyd read-write 00 00 O
Status 0000000000 0Enabled O Disabled
Traps ooooooooooono
Open access O00000O0O0Oo SNMPOOOOOOOOOOODOOOOOOOYesOOO No
Manager g0000o0O0oO0oOoOoO0oOoO0OoO0OO0O0oO0oOO0OO0OO0OOOOODODOOOSNMPOOO
oooooiPOOOO
Trap host O000o000ooooooooooooo IiPOOOO
0 68:
ooooon
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SHOW SNMPO 367000 O
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SHOW SSH

SHOW SSH

OOoOooooooooo / Secure Shell
00 000AR7200 AR740

SHOW SSH [ COUNTERS]

g0

SssSHOOOOOOOOoOOoooooooooooooooooooooooo
goooog

COUNTERS SSHOOOOOOOOOOOOOOOOOOODOOSSHOOOOOOOoOoooOo

gooooggoo

Manager > show ssh

SSH Configuration

Version................... 1.5
Server Enabled............ TRUE
Port...................... 22

Host Key ID............... 1

Host Key Bits............. 1024
Server Key ID............. 2

Server Key Bits........... 768
Server Key Expiry(hours).. 1

Login Timeout(secs)....... 60

Aut hentication Avail abl e.. Password, RSA
Ci phers Available......... DES
Services Available........ Shel |, Cd

Manager > show ssh counters

Secure Shell Counters:

inCctets 16866 outCctets 43477
r xPkt 743 t xPkt 785
r xPkt CheckFai | 0 txPktFail 0
rxVer sionl D 9 txVersionlD 9

r xMSGEDi sconnect 4 txMBGDi sconnect 0
r xSMSGPubl i cKey 0 txSMSGPubl i cKey 9
r xCMSGSessi onKey 5 txCMBGSessi onKey 0
r xCMSGUser 5 txCvsGUser 0
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r xCMBGAuUt hRhost s 0 txCMBGAuUt hRhosts 0
r xCMBGAUt hRSA 8 t xCVBGAUt hRSA 0
r xSMS5GAUt hRSAChal | enge 0 txSMSGAuUt hRSAChal | enge 0
r xCMBGAUt hRSAResponse 0 txCVBGAUt hRSAResponse 0
r xCMBGAut hPasswor d 2 t xCVBGAuUt hPasswor d 0
r xCMBGAUt hRhost sRSA 0 txCVBGAUt hRhost sRSA 0
r xSMSGSuccess 0 txSMsCGSuccess 7
r xSMBGFai | ur e 0 txSMsGFailure 14
r xCMBGReqConpr essi on 0 txCVBGReqConpr ession 0
r xCMBGRegX11For war di ng 0 txCVBGRegXl1lForwarding 0
r xCMBGReqPor t For war di ng 0 txCVBGReqPort Forwar di ng 0
r xCMBGReqAgent For war di ng 0 txCVBGReqAgent For war di ng 0
r xCMSGRegPt y 1 txCVBGReqPty 0
r xCVBGW ndowSi ze 0 txCVBGW ndowSi ze 0
r xCMBGExecShel | 1 txCVBSGExecShel | 0
r x CMBGEx e c Cnd 0 txCVBGExecCnd 0
r xCVBGSt dI nDat a 708 txCMSGSt dl nDat a 0
r xSMSGSt dCut Dat a 0 txSMSGSt dCQut Dat a 746
r xSMSGSt dEr r Dat a 0 txSMSGSt dErr Dat a 0
r x CMSGECOF 0 txCVSCGEOF 0
r xSMSGEXi t St at us 0 txSMSGEXit Status 0
r xCMBGEXi t Confirmation 0 txCVBGEXitConfirmation 0
r xUnSuppor t edVsg 0

r xUnknownMsg 0

encodeSKSuccess 0 decodeSKSuccess 5
encodeSKFai | 0 decodeSKFai l 0
get Host KeyFai | 0 get Server KeyFai | 0
server KeyReGener at ed 0

encodeRSAChal | engeGood 0 decodeRSAChal | engeGood 0
encodeRSAChal | engeFai | 0 decodeRSAChal | engeFai | 0
get User KeyFai | 0

encoConfi gured 5 encoConfi gureFai l 0
encoDet ached 0 encoDead 0
encoEncodeSt ar t 767 encoDecodeStart 729
encoEncoded 767 encoDecoded 729
encoEncodeFai | 0 encoDecodeFai l 0
encoEncodeReset Done 0 encoDecodeReset Done 0
encoEncodeReset Fai | 0 encoDecodeReset Fai | 0
encoEncodeDi scar d 0 encoDecodeDi scard 0

SHOW SSH

Version oooooossHOOoooOoooooo

Server Enabled SSHOOOOOOoOooooooo

Port SSHOOOOO TCPOODOOUOOODOOOODOO 22

Host Key ID ooooooooo

Host Key Bits OooO0ooooOovesn20480 000
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SHOW SSH

Server Key ID

oooooooooo

Server Key Bits

0000000000<=000000 -128000 00O »>=51200

od

Server Key Expiry (hours)

ooooooooooooogod

Login Timeout (secs)

ooooooooooooo

Authentication Available

0000000000 Password 000 RSA

Ciphers Available

oooOoooooOoooooOoDbESOOO

Services Available

0oooooooooshellooo Cmd

069 00000COUNTERSOOOOOOOO

inOctets O0o0o0oon

outOctets gooooobooo

rxPkt goooooo

txPkt goooooo

rxPktCheckFail gooboooooobooooboo
txPktFail goobobbooooooboooooo
rxVersionlD oooooIiboooooooo
txVersionlD oooooIbooooooog

rxMSGDisconnect

000000000000 0SSH-MSG_DISCONNECTO OO0

txMSGDisconnect

000000000000 0SSH-MSG_DISCONNECTO OO0

rxSMSGPublicKey

SSH.SMSG_PUBLICKEYODOOOOOOOOOOO SSHOOO
odbibomuoooooooooooooooooooooooo
ooboboooobooobooooboobobooooboooboooogd
ooo

tXSMSGPublicKey

SSH.SMSG_PUBLICKEYOOOOOOOODOOO SSHOOOO
cobomooooooboodoooooooobooooooboooon
coooooooboooooooboooooobooon

rxCMSGSessionKey

SSH.CMSG_SESSIONKEY OO OO0 OO0OO0O0O0O00 SSHO O
coooomooooooboooooobooooooboooooo
oooooooooooooooooooooeApOoUoOoOno
oobobooooboooboooobooboboooobooooooogd
cobooooooboooooboooboboooooboooon

tXCMSGSessionKey

J613-M0274-00 Rev.K
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SSH.CMSG_SESSIONKEY OO OO0 OOO0O0Oooo SSHOO
cboooobomoooobooooooooooobooooooon
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SHOW SSH

rxCMSGUser SSHCMSG.USERO O OO OOoOoOoOoOooosSsHoooooo
omoooooooooooooooooobooon

txCMSGUser SSH.CMSG.USERO O OOOOOOOooOoo SSsHOooooooo
comooooooooooooooooooooon

rxCMSGAuthRhosts ooosSsHOOOoOOoOoooo SSH.CMSG_AUTH_.RHOSTSO O
0000000000O0O00ohosts0OO0O0ODOOODOOOOOODO
000000000000 0txCMSGAuUthRhosts

rXCMSGAUthRSA ooOosSsHOOOOODOOOO SSHCMSG_AUTH.RSADOOO
gooooooooOoooOOOoOoOOOOOOOORSADOOOO
oooo

tXCMSGAUthRSA ooOosSsHOOOOOODOoOooO SSHCMSG_AUTH.RSAO O

gooooooooOooOoOOOoOOOOOOOOOO RSAOO
oooodd

rxSMSGAuthRSAChallenge

OOoosSSHOOOOOOOOOOO SSH.SMSG_AUTH_RSA_
CHALLENGEOODOOOOODOOOOOOOOOODOOOOOO
cooboogooooooooobobooooood

tXSMSGAuUthRSAChallenge

Oo0O0OSSHOODODOOODOODODO SSH.SMSG_AUTH_RSA_
CHALLENGEODOOOOOOODOOOOOOOOOoOoOooOOoO
cobooooooboooooboooboooooon

rxCMSGAuUthRSAResponse

OoO0SSHOOOOOOOOO SSH.CMSG_AUTH_RSA_
RESPONSEO O OOUOOOODODOOOOOOOOOOOOOO
oooooooooooooboooo

tXCMSGAuUthRSAResponse

OOoOoSSsHOOOOODODOOoOOOO SSH.CMSG_AUTH_RSA_
RESPONSED O OO0OOOODOOOOOOOOOOODOOOOO
ooooodoooooooooon

rxCMSGAuthPassword

O00SSHOOOOOOOOO SSH.CMSG_AUTH_PASSWORD
gooooooooooooooooooooooooooooa
O00O000O0o0ogtxCMSGAuthPassword

rxCMSGAuthRhostsRSA

OoOosSsHOOOOOooOooO SSH.CMSG_AUTH_RHOSTS.
RSAOOOOO0OOOOOOOODOOODOOOOOOO0DODOOOO
O0O0O0O.rhosts/RSADDODOOOOD0ODOOOOOOOOOODO

tXCMSGAuUthRhostsRSA

Ooo0SSHOOODOOOOoOoOoOoOo SSHCMSG_AUTH.
RHOSTSRSAUOUOOOOOOOOOOOOOOOOOOOoOoO
0000oOoooooooOshosts/RSAOCDOOODOOOOOODO
ooooogo

rxSMSGSuccess

OoOosSHOOOOOooOooOoOoO SSH.SMSG_SUCCESS 0
coboooooooooobooobobooooon

txSMSGSuccess

ooooo

OoOsSSHOOOOOOOOO SSH.SMSG_SUCCESSO O OO
ooooooooooooooobooogon
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SHOW SSH

rxSMSGFailure

DoosSsHOOOOOOOOOOO SSH.SMSG_FAILUREO O
oooooooooooobooobobooooon

txSMSGFailure

OooSsHOOOOOOOoOO SSHSMSG_FAILUREDOOOO
oooooooobooooooooboogo

rxCMSGReqCompression

OO0O0SSHOOOOOODOOODOUO SSH.CMSG_-REQUEST.
COMPRESSION OO0 O0O0OO0OOOOOOOOOOOOOOOOO
oooooooo

tXCMSGReqCompression

OoOosSSHOOODOOOOOOOO SSH.CMSG_-REQUEST.
COMPRESSION O O0O0O0O0OOOOOOOOOOOOOOOOO
oooooooo

rxCMSGRegX11Forwarding

OooSSHOODOOOOOOO SSH.CMSG_X11_REQUEST.
FORWARDING DO OOOOOOOOOOOO X11ooooo
ooooogooon

tXCMSGRegX11Forwarding

OOoosSSHOOOOOOOOOOO SSH.CMSG_X11_REQUEST.
FORWARDINGOOOODOOOOODOOODOO X1loooooo
cooooooo

rxCMSGReqgPortForwarding

ooOosSsHoOOOOooOoOOoO SSH.CMSG_PORT_.FORWARD._
REQUESTOOUOOOOOOOOOODOOOOODOODOOOOOO
ooooo

tXxCMSGReqPortForwarding

SSHOOOOOOOOooOOO SSH.CMSG_PORT_FORWARD_
REQUESTO U OUOOOUOOOOOODOOOOODOOOOO
ooooogo

rxCMSGRegAgentForwarding

OooSsHOOOOOOOOO SSH.CMSG_AGENT_REQUEST_
FORWARDINGOOOOOOOOOOOOOOOOOOOOOO
oooooooobooooooooboodgo

txCMSGRegAgentForwarding

OO0O0SSHOOOOODOODOODOO SSH.CMSG_AGENT.
REQUEST_.FORWARDING O OO OOOOOoOoOooooooo
oooooooobooobooooboooooobooon

rxCMSGReqPty OoosSsHOOOOoOOooOO SSH.CMSG_REQUEST_PTY OO
000000000000 00000Pseudo Terminald 0000
coooogoood

tXCMSGReqPty OOoosSsHOOoOOoOooOooooo SSH.CMSG_REQUEST_PTY

000000000000 0000000Pseudo Terminald OO
ooooogoooooon

rxCMSGWindowsSize
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SHOW SSH

tXxCMSGWindowsSize

OOoOosSSHOOOOOOOOO SSH.CMSG_.WINDOW . SIZEO O
ooboboooobooobooooboooboboooobooooooogd
ooooo

rxCMSGExecShell

OoOosSHOOOOoOoOOoOoOO SSH.CMSG_EXEC_SHELL OO
oobobooooboooboooobooboboooobooooooogd
ooooooooogd

tXxCMSGExecShell

ooosSsHoOOOOooOooooOoOd SSH.CMSG_EXEC_SHELL
oobobooooboooboooobooboboooobooooooogd
oobooogooooooon

rxCMSGExecCmd

OoOosSsHOOOOoOOoooO SSH.CMSG_EXEC.CMDOOOO
oobooooobooobooooboooboboooobooooooogd
O

tXxCMSGExecCmd

OOoOosSSHOOOOOOOOOOO SSH.CMSG_EXEC.CMDUO O
ooboboooobooobooooboobobooooboooboooogd
ooo

rxCMSGStdInData

ODooSSsHOOOOOOOOOOO SSH.CMSG_STDIN_DATA
oobdbbdobooooooooooooooooooooooood
coooooooooooboooboooooon

txCMSGStdInData

OooSsHOOOOOoOOoOOoOO SSH.SMSG_STDOUT_DATA
oobobooooboooboooobooboboooobooooooogd
ooooooooooooon

rxSMSGStdOutData

OO0 sSSHOOOOOOOoOO SSH.SMSG_STDOUT_DATAO O
ooboboooobooobooooboooboooobooooooogd
0000000000000 txSMSGStdOutData

rxSMSGStdErrData

OO0 sSSHOOOOOOOODOoOO SSH.SMSG_STDERR_DATA
oobdbbdobooooooooooooooooooooooood
oooooooobooooboooboooooobooon

txSMSGStdErrData

OOooSSsHOOOOOOOOO SSH.SMSG_STDERR_DATA OO
ooboboooooooooooooooooooooooood
cooboogooooooooobobooooood

rxCMSGEOF

ooOosSsHoOOOOOOoooo SSHCMSG.EEOFO OO oooQo
oobooooooooooooooboooooooooobooon

tXCMSGEOF

ooosSHOOUOOOoOOoooOoo SSHCMSG.EEOFO OO OO
cobobooooboooobooobooobooooboobooooogd
ooo

rxSMSGEXxitStatus

ooooo

OO0 SSHOOOOOOOOOOO SSH.SMSG_EXITSTATUS
ooboboooobooobooooboooboooobooooooogd
000000000000 0000DtxSMSGEXitStatus
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SHOW SSH

rxCMSGEXxitConfirmation

OO0 SSHUOOOOOO®DOOZDBO SSHCMSGEXIT.
CONFIRMATION O O OO OoQOOoOooOoooooooon
O0000O0000 SSH.SMSG_EXITSTATUSOOOOOOOO
O

tXCMSGEXxitConfirmation

Oo0osSSHOOODODOODOOODOODO SSHCMSGEXIT.
CONFIRMATIONOOOOOOOOOOOOOoOOoOooooO
0 SSH.SMSG_EXITSTATUSOOOOOOOOO

rxUnSupportedMsg OooSSHOOOOOooooooooooooooooooooo
gooo

rxUnknownMsg OooSSHOOOOoOooooooooooooooooooooo
0 O O encodeSKSuccess

decodeSKSuccess 00000000 RSAOOODOODOOOOO

encodeSKFail goobobbooooooboooooo

decodeSKFail goobobbooooooboooooo

getHostKeyFail ENCOOOOOOOOOOoOoOoOoOoOoOoOoOoooooo

getServerKeyFail ENCOOUOOOOOOoOoOoooooooooooooon

serverKeyReGenerated ooooooooooooooon

encodeRSAChallengeGood

00000 RSAOOOOOOOODODOOOODODOOO

decodeRSAChallengeGood

00000 RSAOOOOOOOODODOOOODODOOO

encodeRSAChallengeFail

00000 RSAOOOOOOOODODOOOOOOOOOOO

decodeRSAChallengeFail

00000 RSAOOOOOOOODODOOOOOOOOOOO

getUserKeyFail

00000 ENCOOUOOOODOODOOOORSAOOOOOOO
ooo

encoEncodeConfigured

cooboogooooooooobobooooood

encoDecodeConfigured

cooboogooooooooobobooooood

encoEncodeConfigureFail

cooboogooooooooobobooooood

encoDecodeConfigureFail

cooboogooooooooobobooooood

encoEncodeDetached 00000000000000000000000
encoDecodeDetached 00000000000000000000000
encoEncodeDead 0000000000000000000
encoDecodeDead 0000000000000000000
encoEncodeStart ENCOOOOOoOoOoOoooooooooooooon
encoDecodeStart ENCOOOOOoOoOoOoooooooooooooon
encoEncoded 000o00o00oooooon

encoDecoded 000o00o00oooooon

encoEncodeFail 00000000000000000
encoDecodeFail 00000000000000000
encoEncodeResetDone Oooo0ooooooooooooog
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SHOW SSH

encoDecodeResetDone oo0oo0oOoooooooooooooo
encoEncodeResetFail O0o0o0ooooooooOoooOooOooDoooooo
encoDecodeResetFail O0o0o0ooooooooOoooOooOooDoooooo

encoEncodeDiscard

ENCOOOUDDOUOOOOoOooooooooooooon

encoDecodeDiscard

ENCOUOOUDDOUOOOOoOooooooooooooon

goooog

070:00000COUNTERSOOOOOOOO

DISABLE SSH SERVERO 1950000
ENABLE SSH SERVERO 2230000
SET SSH SERVERO 276 0 0 O O

SHOW SSH SESSIONSO 380 0 0 O [0

ooooo
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SHOW SSH SESSIONS

SHOW SSH SESSIONS

OOoOooooooooo / Secure Shell
00 000AR7200 AR740

SHOW SSH SESSI ONS

g0

oooOooooossHooooooooooooo
coooooooooooboooooboooobooobooogooon

gooooggoo

SecOFf > show ssh sessions

Secure Shell Sessions

1D Type Dir Peer Address User State Cctets | n/Qut
1 Shell I'n 172.16. 28. 126 manager OPEN 00003606/ 00004497
2 Shel l Qut 172.16. 28. 185 secof f OPEN 00001065/ 00000613
1D ooooo b
Type O00O0O0OO0O0ShellDODODOO0DOOOOOOOOOOOOOOOO CmdOO
gobooooogoo
Dir Oo0oU0ooooomoboooooooU0ooooooooooooogg Out
gooooboooooooboooboooooo
Peer Address ooooooooiPOOOO
User gobooboooobooobo-obbooooo
State O00000000InitiAlD 0000 MStartingd 0000000000 Authen

OU000000000MRequest D0 000000000000 DOOOMOMIOpPeN
ooooooooooooogd
Octets In/Out ooooogooon

0o 71

goooog

DISABLE SSH SERVERO 1950000
ENABLE SSH SERVERO 2230000
SET SSH SERVERO 