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AT, R — N2y - B — FE2EETH I LI0L ) IPsec %M L7220 VPN
(Virtual Private Network) %HETE 9,

IPsec i3T5 &, ROLH) BRI EDWHEIZL D £9,

o IPEEDHHFAL IP i) T XTO@EE (WWW, FIP, Telnet %2 &) #Hi5 b Tc&EFd, IPET
ity 2720, EOIP 77 ) 7= a Y8 IPsec 1B L TWALEEH ) THA, T2, K5
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HHLEMTECTHAL I LEHATETT,

o IPHEDOIN AT I V—F =TTy 2 A T7$THILIZED, TIA4XR=F% v |k
77— 7 MO P BEAFUREICED T (VPN),

T, RELICBUIT S IPsec DIERZEFEIZOWTHEIL 9,
& IPsec # 9 4 121%, WIET— % OB FAL L HFLEIT ) TRTON—F — 12K R — N F 7213055 - FEfi R —

HAETBLENDHY £

HEARETE
IPsec 12X % VPN (LLF, IPsec VPN) DR Z RIR L F 4, ARG %> T IPsec VPN % 44
57-0121d, mIERROEG LW -TLESH Y T7,

o AEM2HIIHEGR- FPEEINTVLI L
o ABGFELAIP CEHBETELZ L
o Ml —FON—F—DT FLADPREEIN TSI L

W—F—A 1111 m 2222 JL—4—B

7z
W ——y }

(

IPsec b > L
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- PR ITIEBTITANR=PIP T FLADEK
— IPsec 12 & 2 H5a b & FBEET — & 110
o A ¥ —%v heD (GlEH®) IPWHE

UToRETIE, FRloiEARERIZHEI X, IPsec DEEHFEIZOWTHHL ¥,

ISAKMP/IKE (Z & % IPsec VPN

ZZTlE, HEEERIZX S IPsec VPN HESEOBE S 23 L £ 47,
ISAKMP/IKE =il 3 28513, LTFOBRENFLETT,

o IKE+TVT—Yar&ir)zonikiE (ISAKMP K ¥ —)
o IPsec BEEDHARMIEDHEE (SA Ay 7 L SANY FIVARY 7)
o IPsec BED&iFHIEE (IPsec K1) ¥ —)

1. IPsec VPN iz, V=% — (£Fa2UF4—F—+v=4) BTIP My A VEEDLZLICL > TEHA
ENET, ZODIF, V—F—HTIPOMEENFTE R TEIRY A, KV—F —DEHIE
BIZIBLT, BEOIPRETTETEETEBVTLEE N,

2. SEW 7O b3V ISAKMP/IKE O EEITVE T TS, V—F —TRIEEZIT) & S12flH F
At A8 (pre-shared key) ZPEL £, AEZDOT, HOEIIM DOV —5 —TRLTHLT
Ea)FRA, BESEIRZoTNTINTVELTA,

CREATE ENCO KEY=1 TYPE=GENERAL VALUE="jogefoge"

3. ISAKMP £V > =%/l L. IKE A T>L— 3 v OMFEL—¥ —% %5 L 3, PEER ICHF L —
5—0OIP7 FL A%, KEY ICHFAIAEHOTFFEZI/BEL TSV,

CREATE ISAKMP POLICY=i PEER=2.2.2.2 KEY=1 SENDN=TRUE .

BB, MFEL—F—DT7 FLAHRELSA1E PEER I ANY 2382 L. b ITHFLV— % —0
ID (FEOXF4)) % [REMOTEID="RouterB”| ® X H |ZfFE L TL 28w, MlFI—4% —flIT
X, B2 O ID % [LOCALID="RouterB”| ® X 3 1245 L TL 72 &,

E7z. RO T B L APAREZRY; 613, IMODE=AGGRESSIVE] % ff7% L C Aggressive £— F %
ffi) X IZLTL 28w (HIEFEIE Main €— FIi24& ) F9),

o 7 FL AMREM

CREATE ISAKMP POLICY=i PEER=ANY KEY=1 SENDN=TRUE
REMOTEID="RouterB" MODE=AGGRESSIVE .

o 7 FLAAEM

CREATE ISAKMP POLICY=i PEER=1.1.1.1 KEY=1 SENDN=TRUE
LOCALID="RouterB" MODE=AGGRESSIVE .

S WHDONV—5—DT FLANRELEEE, IPsec VPN 2 EHIYICHERH T2 2L 3 TEEH A, #@FEOD
HHTE, 2B EBAMOT FLABEEIC 2> TR ALESH Y 3,

4. IZ IPsec SA (IPsec DIEEMARE) DHZEFEITVEF T SA ARy 7 & SANY LAY 7 %K
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L. IPsec i#ECHMTA2LF2) T4 =70 AV ET LT RALOMAGHLEERELT T, &
ZTid, ESP (IP W5 ~_XA 10— F) ZffioTIP 87 v OB HALLFERERAT ) 720D EE R L £
T BEIECOBRETHELZNTLE I,

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROT=ESP ENCALG=DES HASHALG=SHA .
CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1" .

ZIh5 IPsec R ¥ — (IPsec D#H#EP) DOFEEITVE T, MICISAKMP £ vt —3 (I
B A LB UDPS00 %) 2 FEL T AODE) L —EERL T, IPsec K1) ¥ —DEE
TEREIZAT DB 720, ISAKMP/IKE 24 255 134T R DBRTEEZIT-> TLZ S v,
INTERFACE /XF X — % — 21X, WANMI A > % =7 =2 —A%ZiBELE T, TOMIIFID LB Y TH
BTY,

CREATE IPSEC POLICY=isa INT=pppO ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP ./

R IPsec &3+ 584 v b D&tk (IPsec VPN O 7 F L Z#ifH) %82 L $9, IPsec VPN T

&, 774 X— 1} LAN BO@E7217 % [Psec DR ELE T, PLEL 2D F3, RERIUTO

INT A= —FEBROBEEIIEbETIREL TSV,

e INTERFACE: V—% —O WANHIA > &% —7 = —2A

e BUNDLE: T4 CIER L7z SA N Y RV ARy 7 D5

e PEER. M FN—%—DIP 7 NL A, HITOT7 FLANREL L &1Z DYNAMIC %$55%E L T <
7280,

e LAD,LMA : u—#J)Vll LAN O#ip, LAD Ay FT—=27T7 FL X%, LMA 24 v F< A
JaREELE T,

e RAD,RMA : VJE— Ml LAN Oo#ipl, RADIZ% v FT—2T7 FL A%, RMAIZ* Y h< A
JERBELE T,

CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=2.2.2.2 J

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0
RAD=192.168.20.0 RMA=255.255.255.0

ZOBITIE, 192.168.10.0/24 & 192.168.20.0/24 M D852 IPsec Z#H L TWE 3,
RO VPN BEDSNO Ty M2 FBLT LK) V=2 B LT3, ZORKEF. 1 ¥ =%y b
NDT 7 LAPLE R G EREKLTOr T I A

CREATE IPSEC POLICY=inet INT=pppO ACTION=PERMIT .
N ZOKTIHLANMHIOI Y Ea—F —|12F 74 X=F 7 FLAPERESN TS0, EEIZLAN »
LAV =3y AT 72 AT HIZIENAT OFENLETT, 7L IE [IPsec & 77 4T 74— VD

BRI 2 ZE 728w,

IPsec & ISAKMP #A#hi2L 3,
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ENABLE IPSEC
ENABLE ISAKMP .

Security Officer L VDL —HF— 2 F5EL £ 5,

ADD USER=secoff PASS=PasswordS PRIVILEGE=SECURITYOFFICER .
Security Officer L NVO L —HF—Tu s 4 LaBLET,

LOGIN secoff

HENE AT L. KIOGEERFICHAATINDG ) ITRREL T,

CREATE CONFIG=ipsecvpn.cfg
SET CONFIG=ipsecvpn.cfg J

tFxFa2) T4 —F— FIIBITLET,

ENABLE SYSTEM SECURITY_MODE

% Security Officer L NV DI —H =G HEN TV RnE, EFa2) 71 —F— NIZBITTE THA,

WM IPsec £ 774774 — X NAT ZH T 25513, BMOBENLEIZZRY) £ 7L < [TPsec &
T7AT T A= VO] 2ITEZE3V Tz, BAENLREMNIZOWTERENEEZ ZE LS,

FEEICL S IPsec VPN

CCClE, FEIAEIC X 5 [Psec VPN BESE OB 2 3L £ 4,
TFHCTHOEEEZITH) LA, LTORENLETT,

IPsec s#1E T ) M558 - FERESEEOIEK
IPsec jBE DIEARHEREDFHRE (SA ARy 7L SANY FIVARY 7)
IPsec i85 D &iPAIEE (IPsec K1) ¥ —)

N THEAEILAE. WOV —F =07 FLAHPFEEEN TR TER ) A, K0T FLAPRER

Yitrid, ISAKMP/IKE (2 & 2 HEpE# 2 T < 723 v,

1. IPsec VPN X, V—%— (kF2UF 1= —rvxA) MTIP b2 VEELIEIZL- TEH
ENFET, ZOLDITIE, V—F—HTIP DEENFTE R TUIRY T A, KV —F —DEHIE
RIS T, @BEOIPHRETTETIRTBVTLZE N,

2. IPsec s@fE T ) Wi oo L R 2 ER L £, 22Tl B51256 ¥ v + DES %, #iFlC SHA-1
b0 LFET, INLOBIIILERLOT, WOV —F —TRILCIZR S L) ITEELTLE
Ky, 72720, #FEFIRLZ > T TIRT VIR A, BEROFMIIOVWTIE, 85 - Eii] 0=
FTEL TSN,
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BEEE FoV—% =TT FhI@rERL, ZOMHEED ) —HOV—F —ZFEANLET,

CREATE ENCO KEY=1 TYPE=DES RANDOM DESCRIPTION="IPsec DES key" J
CREATE ENCO KEY=2 TYPE=GENERAL LENGTH=20 RANDOM DESCRIPTION="IPsec
SHA-1 key" J

W R L 7o OE % R & E 5121, SHOW ENCOKEY a2 v > F ([Ky%5 - [Efi| 048 =) %
g,

Manager > show enco key=1

9cemvrwgnshvek
O0xF888CAC6C66ECFEF52

Manager > show enco key=2

0x431d62cd3cb76fb8101dacaf43aa4dbfb919e957

Bb) o= —ICTFHTHIEE AT LI T,

CREATE ENCO KEY=1 TYPE=DES VALUE=0xF888CAC6C66ECF52
DESCRIPTION="IPsec DES key" J

CREATE ENCO KEY=2 TYPE=GENERAL
VALUE=0x431d62cd3cb76fb8101dacaf43aa4dbfb919e957 DESCRITION="IPsec
SHA-1 key" J

JIZ IPsec SA (IPsec DEfEHAE) DREEITVE T, SA ARy 7 & SANY RIVARY 7 ZERK
L. IPsec BEETHHTA2LF2) T4 =TT MINETLTY XLAOHMAE DY, Bio-5 b UG,
A E - MM E O SPLHE (256~4294967295) %#4R%E L £3 . 22 Tid, ESP (IP Hi5_ A1 u—F)
o TIP X7 v F OB AL L FREER4T) 720 D% EE R LT T, BEIEIZORETHELZVWTL &
9o TV —% —TId, INSPI & OUTSPI Ofi# ANz TL f:éb‘o

CREATE IPSEC SASPEC=1 KEYMAN=MANUAL PROT=ESP ENCALG=DES ENCKEY=1
HASHALG=SHA HASHKEY=2 INSPI=1000 OUTSPI=1001
CREATE IPSEC BUNDLE=1 KEYMAN=MANUAL STRING="1" .

Z 25 IPsec K ¥ — (IPsec D#iH#EIFH) Of¢EZITVE§, il IPsec Z#H S %787 v b
D% (IPsec VPN @ 7 KL A#ipH) %482 L F 9, IPsec VPN Tlt, 7'J 1 X— I LAN B O#EE
2% IPsec ORMRELTT, PLELS L) FTH, mIEKBUTONRT A =7 -2 EBORBEIZAD
FTIELTL LS v,

INTERFACE : W —% —® WANfllf > % —7 = — A

BUNDLE : FJH 4 TER L7z SA NV KV ARy 7 DFr

PEER : #HiF V=% —DIP 7 FL A, WIFOT FLADPAER & S EFHBIIHFEHTE LA,
LAD, LMA . v — 7 Vil LAN O#ipl, LAD 2ty b7 —=2T7 FL A%, LMAIZA v b X
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I REELT T,
e RAD,RMA : JE— MMl LAN O#il, RADIZAy b7 =27 KL X%, RMA 2%y F <A
I REELT T,

CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=MANUAL BUNDLE=1
PEER=2.2.2.2 J

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0
RAD=192.168.20.0 RMA=255.255.255.0

ZOBITIE, 192.168.10.0/24 & 192.168.20.0/24 [ D #1512 TPsec Z#H LTV d,
5. WKBRICVPNBEDSHNDO NNy 2 FBLTLR) V—2FlLEd. TOREF. 1 ¥ =%y b
NDT 7R APLERWGEIEBL LIV ERA,

CREATE IPSEC POLICY=inet INT=ppp0 ACTION=PERMIT .
S ZOWMBETIRLANMOI Y Ea =y =127 74 R= 7 FLAPKESN TS0, FEBIZLAN »
LA YE =4y bNT 72 AT LA NAT OFREVLETT, L IE MPsec & 77477+ — LD
BEH] 2 TE723 0,
6. IPsec ZHxNIZL 3,
ENABLE IPSEC J
7. Security Officer L NV DL —H — % FH L 3,
ADD USER=secoff PASS=PasswordS PRIVILEGE=SECURITYOFFICER
8. Security Officer L XV DL —F—Tu /(v LiaBLET,
LOGIN secoff
9. RENEZRAEL. ROEBEFICHEAAETNDL L) ITHEELT T,

CREATE CONFIG=ipsecvpn.cfg
SET CONFIG=ipsecvpn.cfg J

10. &¥a2)F4—F— FIZBITLET,

ENABLE SYSTEM SECURITY_MODE

% Security Officer L NV DI —H =G HEN TRV E, EFa2) 71 —F— FIZBITTE THA,

WM IPsec £ 774774 — X NAT ZH$ 25513, BMOBEFLEIZZR) £§. 7L < [TPsec &
T7AT T A= VO] 2ITEZE3 WV Tz, BAENLREMNIZOWTERENEEZ ZE{ LS v,
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IPsec IZ[H9 A &K FHREOFHMIZOWTHILFT T, e DT A—F —1ZOonTlE, I~y Ky 77L ¥
Axn TEL 728V,

IPsec/ISAKMP £ 1 —IILDOBENE

M [Psec % 9 57-9121&, ENABLEIPSEC 2~ >~ K (59 *—7) TIPsec £V 22— V= AT 54
Bhd ) 9,

ENABLE IPSEC .
W s (ISAKMP/IKE) %19 413, ENABLEISAKMP 2+v > F (63 X—3) TISAKMP &
Va— Vb EMICLET,

ENABLE ISAKMP .

W IPsec DA% - &I, SHOWIPSEC 2~ > F (89 X—3) THRTEE T,

SHOW IPSEC

B ISAKMP OF%) - #Ex)iZ, SHOW ISAKMP 2~ >~ F (114 *—) THERTE T,

SHOW ISAKMP .

IPsec K') > — (SPD)

X274 —R) Y —=F—=FX=2 (SPD) &, /%7 v MIED L) LA ) e E#RT LT —F
N=ATY, WM - #ET7 FLARLTa bal, F— bt d iy ekl L, 35247 5045
FLET, IPsec lZBIT AT v b T4V F—LEZTHLIWTLLE ),

SPD (3l # @ IPsec K T — I & o T E L E§, IPsec AV ¥ — DT, CREATE IPSEC POLICY
avryF 40R=Y) THwIT,

IPsec RV ¥ —id, w/MRUTOEETHEINE T,

CREATE IPSEC POLICY=name INTERFACE=interface ACTION={DENY|IPSEC|PERMIT}

selectors... 1ipsecparams... J
INT A= — AR
POLICY R V=% IEETY
INTERFACE WHA Y =72 —A, IPsec R V=13 V=72 — AT EIZEELE T, K

)Y —OMEIZ, X7y IR EA VI — T2 —ADLEEEINLEE, BLOY,
BEA VY — T2 —ATZELLEZITbNE T, @FIEIWANHO A > & —
Tr—ARBELET
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ACTION Ny M T A (727 av), IPseciffl, i, G0 3HEEIH Y T
T ERZBR), K v —0EF IR AT TLEZEn

selectors... STy FOFRMHEENT A =8 —o MR- AT FLVA, Jabal, -4k
ELory VEGETA00&NERELET IERSR)

ipsec_params... [Psec LHIZBIT /8T A =% —, T2 ar e LT [[Psec#iH] %ERL-L

SRTH|ELTY GRS

# 1: IPsec RV & —DIEARINTG X — % —

Ny M DOSEMIRE (selectors...) 12iE, ITONTG X =% —%flivvEd, ZZ2ToO [m—h )Vl &,
WEENT Y NTIEREE, SENT Y FTIEREOZ L2 ER LT, 72 [UE— M DEET, BEN
Ty NTIEHIE, BTy FTRBHEOZLIIH D E9, IPsec TRINLDT A NVF ) v 7kl x [+

L7y —] LIFATHET,

INT X —%& — SRR

LADDRESS O—A VTP 7 R L A

LMASK LADDRESS |24 7§ % % v h < A2

LNAME O—# VY A7 4% (7x2—X21D)

LPORT O—H VK= FS (72 2 VATCP 2 UDP D& XD H)
RADDRESS )E—MITIP 7 FL A

RMASK RADDRESS (1Zx}$ % % v h<v A2

RNAME )E— MUY AT L% (72—X21D)

RPORT )E— MilE— &S (70 2UHTCP 4 UDP ® L XD H)
TRANSPORTPROTOCOL IP 70 havs 47 (TCP, UDP % &)

£ 2:Psec R ¥ —DEMI8TFT A —F —

72, Xy F LNy MO A 0EIE ACTION 89 A —% —TieE L £9.

Ty r FiEA

PERMIT Ny b REE S5 (IPsec Za#fH L 7%&\»)

IPSEC 787 M2 IPsec MLFL% #H 4 5 (BUNDLESPECIFICATION /85 A — % —T
2B L72SANY FILVOME 2 #H$5)

DENY Ny N EET S

#3:IPsec R v —DT7 27 av

[Psec LHL % f552 L 7- 554 (ACTION=IPSEC) (&, & 5 IZLLF O IPsec Bi#/¥F X — ¥ — (ipsec_params...)

LIFEL T T,

INT A —&— Bkl

BUNDLESPECIFICATION SA NV FIVARY 7, IPsec MLEE (SA Ay 7 Titik) OHAEHHE
HEIRL7ZSANY FLARYy 7 OFB4IELTT

KEYMANAGEMENT EMA, #r HE) ISAKMP) CTE#H T % 2F8 (MANUAL) ©
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PEERADDRESS xF1H [Psec #8207 KL A, M ¥ RIVE— FSA O¥&lE, H 7L
L7287y Fo%EDE (M2 Vo) 2RELEd. £/, VT
AR—NE— FSA DAL, HE T v b OmEN L RELTREL
e

# 4: IPsec B/ Y7 X — & —
PITF., BARHIZRL T T, IPsec R ¥ —DixEI~ Y NIZEL L) H DT, CREATE & SET |24571T
TWIET, /2, HEAKE Y SHH 723 v,

W ISAKMP 737 v b (b - #5 & b UDP500 %) % il S ¥ %K) ¥ —[isa| 2/E L 9, ISAKMP/IKE
) LI LT IOR) V= 2ER L TLEE v, 2D & & IPsec 2§ %KY ¥ — (ACTION=IPSEC)
LOBANCZOR) ¥ =2 BENTLZE 0,

CREATE IPSEC POLICY=isa INT=pppO ACTION=PERMIT LPORT=500 RPORT=500
TRANSPORT=UDP ./

Zoaxy Fid, Tppp0 25 %MT 2 P87 v b S b fhed - #piR— 25500 &0 UDP /87 v ki
IPsec L TICZDE FHERET S, 72, ppp0 THAZ L7287 v b9 B IE8 - #5AR— 1+ 7500 %
O UDP /3% v M2iE IPsec DEFLUE ZEHHETICZOF T ZITANDL ] OFRIZE D £,

B — 7 )Vl LAN (192.168.10.0/24) &) E— M LAN (192.168.20.0/24) O [#®i#151Z [Psec LB %
HMHS 581 v — [vpnl Z1E L 3, [Psec WH DN (Z BUNDLESPECIFICATION /85 %X — 4 —T
FAELZZSANY PV ARy 712X o TERL T GEllIX [SABHORE] 283 W), oy
= FHOKR) =BT, £/, [Psec WEHZ D/ v b D% J:1d PEERADDRESS 787 X — % — T
ELET, SITREHBRZME>TWIT,

W—F—A 1111 m 2222 JL—4—B

IPsec b > xJL

LAN A - BEIDIP&E(E Z{R:E&
LAN A FE'EJ fBeiR LAN B
192.168.10.0/24 192.168.20.0/24

(

CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=2.2.2.2 J

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0 RAD=192.168.20.0
RMA=255.255.255.0

Zoa<ry FiE, [ppp0 25535 P8y o) b MGRT FLA25192.168.10.0/24 (192.168.10.0
~192.168.10.255) DO#iPHT, K7 FL Z25192.168.20.0/24 (192.168.20.0~192.168.20.255) D& D
DKL, WY FIVARY 7 [1] ©IPsec ¥ % Jii L7z ET/87 v MTHLWIP (MY Rb) Ny F—

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6 11
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2T, W IPsec #47 2222 12T 5. 72, ppp0 TRAEL 72 IPsec /87 v F D) B, N KV A
Ry 7 1] OMEAEEFEL TW2 O L TRFIE 217w, B tiko Ty FOmmE7 N A
73192.168.20.0/24 OFEFAT, #HT F L A23192.168.10.0/24 OHFITHNITZIF AND | OFEERIZR D
EQE RS

& FEEOYEIE. KEYMANAGEMENT 787 2 —4 — (2 MANUAL Z 82 L T 723\,

WAEFLV—% —D7 FLADPAER & %212 PEERADDRESS I DYNAMIC ##8%& L3, Z#id, ISAKMP
DA HENXALTHTFOT FLAZER LTS, SOLI) % — AT, FIZT FLAARNEH DS 58E 25
HBEaNAZ EIZRD ET,

CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0 RAD=192.168.20.0
RMA=255.255.255.0

ZOLE, HTNV—%— (7T FLAREM) OFeTER) P —13RDEIIZHEDVET, 7 FLAREMT
BHFELV—%—DT FLADbDr>TWnEDT, PEERADDRESS IZI3[E%E7 FLADBAD $3,

CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=1.1.1.1 J

SET IPSEC POLICY=vpn LAD=192.168.20.0 LMA=255.255.255.0 RAD=192.168.10.0
RMA=255.255.255.0

& Ko7 FLADARER & Z21d ISAKMP/IKE (Aggressive E— F 7213 XAUTH) %o T 728w, 7 F
VADARER & X THRIIMEZ A,

W= — 7 )Vl LAN (192.168.10.0/24) & VPN 7 74 7 >~} (1.2.3.4) O Dilf512 IPsec WLIL % 58 3
%KY v — [vpnci) #fEH L 3. PEERADDRESS & RADDRESS 28[F LIZ 2o Twah 2 & &, ) E—
M7 F LA (RADDRESS, RMASK) #3%F A M7 FLAIZ7% 5 TWAIIZIER LTS v (RMASK
BWEFFIEAR A f~ X7 255.255.255.255 L ) £9),

I—2—=A 1.1.1.1 m 1.2.34
\_/\_/ N i

VPN 472 b

~/

IPsec b > JL
LANA : VPN7 51 7> FNEDIPREIE & 1R:E

LAN A
192.168.10.0/24

12 | CentreCOM AR740 O~ > KU 77 L > X 2.6 IPsec
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CREATE IPSEC POLICY=vpncli INT=pppO0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=1.2.3.4 J
SET IPSEC POLICY=vpncli LAD=192.168.10.0 LMA=255.255.255.0 RAD=1.2.3.4

BVPN 7 747> DT FLAPAE% & &3 PEERADDRESS 12 DYNAMIC ##8% L £9, 2,
ISAKMP OFFGEZ /SA L7MTFOT7 FLAZEKRL T, 720 X7y bERAED) E—-MIT FLABA
N7 % 728, RADDRESS Of{H 1) IZ RNAME (HiF0 7 = —X21ID) Zfivi§, 2o L)% —2A

Tk, WIZT FLAREM»SBESHEBINLZ L ICE) T,

CREATE IPSEC POLICY=vpncli INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC J

SET IPSEC POLICY=vpncli LAD=192.168.10.0 LMA=255.255.255.0
RNAME=clientname

CDEE, VPN 27947 v MIORIETBE) Y —3RDEHCHDFES, 2947~ MITIIHEFL —
Y —DT7 FLADho>TW5SDT, PEERADDRESS IZIZEET FLADRAN T3, 7272L. BHDOT K
L ZADAE = O T LADDRESS Oft b ) 12 LNAME (A%® 7 = —X21D) 2finEd,

CREATE IPSEC POLICY=vpncli INT=ppp0O ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=1.1.1.1 J

SET IPSEC POLICY=vpncli LNAME=clientname RAD=192.168.10.0
RMA=255.255.255.0

& Ko7 FLADAER & Z1d ISAKMP/IKE (Aggressive E— F 7213 XAUTH) %o T 728w, 7 F
VADARER & X THRIIMEZ A,

WMEHBDOVPN 7 74T PeBETLLEEIE, 7747 FTLIZIPsec R ¥ — %2 BT 2L ED D
NET, 7947 DT FUVADPAERLEEIX, 7947 T EIZRZL 5 LNAME, RNAME % %%
LTLZE v, ROFITIE, 32027547~ b (cientl, client2, client3) & D#EfHZHEL TWwE T,
IPsec WELONEFIIE7 T4 7 v M @EEEE L TWwWAH 726, BUNDLE (ZIE[FE LYY FIVAXRY 7 Z355%E
LTWwWET, 7747 MIlOFEETH, ZTNENxInT 5 LNAME Z$8E L TL &0,

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
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CREATE IPSEC POLICY=vl INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC

SET IPSEC POLICY=vl LAD=192.168.10.0 LMA=255.255.255.0 RNAME=clientl J

CREATE IPSEC POLICY=v2 INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC

SET IPSEC POLICY=v2 LAD=192.168.10.0 LMA=255.255.255.0 RNAME=client2 J

CREATE IPSEC POLICY=v3 INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC

SET IPSEC POLICY=v3 LAD=192.168.10.0 LMA=255.255.255.0 RNAME=client3 J

BT AR=NE=FOYAIE, X7 v NEfFou—2 Vil 7 LA (LADDRESS) 2SH5O 7T KL A
ERLCIZZRD, JVE= M7 FL A (RADDRESS) %5tfIf) IPsec #%: 7 N L 2 (PEERADDRESS) & |
LIz Ed, CORETIE, V=% —ALVPNZIA7 > MO P BELTIREOSFZLER) £5
(VPN 7 947 2 F25 LANA T 78 ATEEHA),

—%F—A 1.1.1.1

~/

VPN A7 > b
IPsech 7> XKR—FE—FK

b - — - : IW—52—A-VPN7 547> FNEDIPEIE & 135E
LAN A 47> ME IERRES

192.168.10.0/24

CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=2
PEER=1.2.3.4 J
SET IPSEC POLICY=vpn LAD=1.1.1.1 RAD=1.2.3.4 J

Zoav > Fid, [ppp0 225 iF 5 IP /37 v b0 b, #4147 FL AN 1111 THRAT FL A 1.23.4
DHDITHF L, Ny FIVANRy 7 [2] O IPsec L Z fitg L 72 [ CTxffA] IPsec #aF 1.2.3.4 IT%ET 5, 72,
ppp0 T35 L7z Psec /87 v b D) b, Ny FIVARY 7 [2] OMENZEL G LTWDE bk LTHE
AL 2 AT, HALBEO Ty NOIEET FLUAH1.2.34 THRET FL A 1.1.1.1 THIIZIT AN
5] OFRICED T,

& SAARY 7 NV FNVARY ZDOFFEIZOWTIE [SATFROZE] 2 TBELE LW,

BARETIN I VAR—=PFE=F 2@ —RAFENTTH, L2TP EOFHT A E XIZIE T Y AKR— T
T— FPEE ST, Bl L TRDLH % L2TP VPN 2 E 2 3,

CentreCOM AR740 O~ > R 77L>X26 IPsec
613-000215 Rev.C



%
W
i
2
£
i

L2TP k> %L E DIRABPPPY > %
(ppp1 * ppp1fED)

—%—A 1.1.1.1% 2222 J—%5—B

—

\
|

pppPO \// |op|00ppIO1 eth0 |
| |

L2TP k> 2L | ==

(1.1.1.1:1701/udp + 2.2.2.2:1701/udp) " — — — - == -

LAN A LANA - BEID&EIER ho x> d LAN B
192.168.10.0/24 (%2117 —KEBEIZ L) 192.168.20.0/24
IPX network 10 IPX network 20

ZOMBTIEN =5 — A-BRIZL2TP @ b ¥ 7L %> C, LAN A - BHoOi#fE (IP & IPX) # b ¥ *
VY7 LTwET, L2TP I PPP % b > 2 ) ¥ /4 2 -0BMO 70 b I VA BT 2 LA TE T T, K5
b - fBRE EDEF 2 74 —EREIEH ) ¥ A L2TP P AV F 2 ) 714 — 2T 5121E, b
VAR—FE—FDIPsec #EHL T,

L2TP F > AV O%EMIE, v—5— A-BH®O UDP /S v b (fAs - #0558 5121701 %) T, Zhidl
1 OWBERDT, TONT Y MIET Y AR—=FE— FO IPsec %M T UL L2TP b ¥ 2L 2K 5{LT
Xz bt T,

7

L2TP k> %L O{RAEPPPY > %
(ppp1 * ppp1fEl)

I—%F—A 1.1.1.1 L H—%y bk 2222 JV—4—B

IPsec CREEAELL ZL2TP k> R JL

bom oo ’ (1.1.1.1:1701/udp + 2.2.2.2:1701/udp) "~~~ — — — ~ ’
LAN A LANA - BEID&EIER ho UL d LAN B

192.168.10.0/24  (IPsecH % 2 U 7 1 — % 124 192.168.20.0/24

IPX network 10 IPX network 20

CREATE IPSEC POLICY=12 INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=3
PEER=2.2.2.2 J

SET IPSEC POLICY=vpn LAD=1.1.1.1 LPORT=1701 RAD=2.2.2.2 RPORT=1701
TRANSPORT=UDP ./

Zoawy R, [ppp0 25T 5 IP /87 v 0 b, T FLA LLLL, K= b 1701, #5857
FL 22222, #pAR— 11701 ® UDP /87 v M3 L, 2Ny RV ARy 7 [3] O IPsec MPL % it L 72
ECx1A) IPsec B 45 2.2.2.2 IC3E1E T 5. E72, ppp0 TZAE L7z Psec /ST v bD ) B /NY KV ARy
7 [3] ORENEFLEFHL TWD SO L TRZFILLE 27\, B3tk 7 v b OIGET KL AN
2222, EpiAR— FH31701, #57 FLADS 1111, #5EAR— 251701, 72 h 2)uH UDP Thids

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
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FANS ] OFERIZZD £

B _To7ry br@wEEsR) ¥ — [inet] Z1EK L 3, IPsec &Y D37 v MIxf LTl
WOBEZHITT 52561, REIZZOKR) V—2ERLTLZE W, A =7 2— AL T1IOTH
IPsec KV ¥ —%{ERTAH L, KU —1JAPDERRIZTRTONNT v b EWET ZREOKR) ¥ — MR
ENTT, FORH, TieORY ¥ —Z2ER L R wi&EE, IPsec BREDOHPINTIEE -7 CBENTE
Fho TOBIDEINNT v FEUNT A=Y —%BELLEVEER [TXTONT v M #EIRLE T,

CREATE IPSEC POLICY=inet INT=pppO ACTION=PERMIT .J

BWSPDOF v 7k, R Y —PREINTNEA I =Tz —A LTy bEEZETAHLEIATD
NEF, TOLE, T=IN=ANDOER) ¥ =R L ZMIHRE S, -3 L 728 ¥ —THE
SNTMHEDITONE T, 2072, KV —DIHFIIETHHEEL TS, £/, KV Y=Y A IO

KEIZIETRTONr v M 2fEE (DENY) §AREBROKRY) ¥ =25 T 5720, IPsec # @M L& vilfE
AT AL EIE, RRICTRTONNT v ha@lsd % (PERMIT) KR =21 L T2 &0,

B SPD KV ¥ —D—%) & SHOW IPSEC POLICY 2~ ¥ F (97 R—3) THERTEE T,

SHOW IPSEC POLICY J

B %) v — Ol 2 #ERR T 5121k, POLICY /87 A =% — 12K ) V=4 faeE L7,

SHOW IPSEC POLICY=vpn

SA 15D EE

Ny M T 5 IPsec LD FEIL, SA Ay 7 &NV FIVARYy 7 TEELT T,

SA ANy Y

SAZANRY 7 TIRBEHT A7 Fal, TLT) X4, #EHLA, SAE—-FEfEL., FEROYEGIES

2§ & SPI b4R%E L ¥, SA X 7 X CREATE IPSEC SASPECIFICATION 2v > K (44 X—7)
TEHRLTIT, 1ODSAARY 7 Tld, 7O PIVRLTVIT) AL % 1 DL RETCETEA, HEDT
O FIVERAGDEENVE X3, BRTENY FLARY 7 THASHOEZIBELET (7T b
N1 DL VEXTENY FIVANRY 7 3B TT),

CREATE IPSEC SASPECIFICATION=spec-id KEYMANAGEMENT={ISAKMP|MANUAL}
PROTOCOL={AH|COMP|ESP} [MODE={TRANSPORT|TUNNEL}] algorithms... keys...
spis... d

P, BRI RLE Y,

W HE#ETESP b v AVE— FICX DB EALEFRAER AT SA ARy 7 [1] Z1E L ¥, BSP %) &
i3, 573 Xa (ENCALG) &FFE7 VT X4 (HASHALG) %2iBE L TL 728w, MODE
INT A= —BUERHE N AVE—-FIC% Y 9, #L SPIIZISAKMP/IKE |2 & > THEIWIZ A T2 = —
varaihid,

CentreCOM AR740 O~ > R 77L>X26 IPsec
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CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=DES HASHALG=SHA .

B ESP T3 oAb L REGEOMBRE Z I CE 945, 7V T) XLIINULL 2 8ET 2 &, E660—)
PEM) LOBRETAHILHTEET, 72k 21X, DES I X 2B S22 247\ RERERERE 2 D %2 W)
HFlEXROEHIZLES,

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=DES HASHALG=NULL .

T 72, 52473 (NULL B 51k) 123RarERe 72 2 ) ek X HicLEd, 2hid, ESPOF
2N TIAEFI T,

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=NULL HASHALG=SHA .

% ENCALG & HASHALG Oii 5IZ NULL 2829452 L3 TE A,

W FE#TESP b > AVE— ML DL EREEEZ AT ) SA Axy 7 [1] 21ERL £§. TEHOLE
5% (ENCKEY). 72iE# (HASHKEY) &i%f3H SPI (OUTSPI)\ % /8¢ SPI (INSPI) % FHjC
T BN B ) T3, INSPI & OUTSPI 13, a1 IPsec B#r L1272 % &9 128 L TL 723 vy,

CREATE IPSEC SASPEC=1 KEYMAN=MANUAL PROTO=ESP ENCALG=DES HASHALG=SHA

ENCKEY=1 HASHKEY=2 INSPI=1000 OUTSPI=1001

W EFETAH P A LVE— NICKBAZ2IT) SA ARy 7 [2] #ER LT T, AH 2§ & &3, #
SE7 V) X2 (HASHALG) Zf8%ELTL 7723w, MODE /89 X — ¥ —ZBEEE F v A VE— FIZR D)
F9, #L SPIIZISAKMP/IKE 2k o CHEMIZAT -2 a vy EnFEd,

CREATE IPSEC SASPEC=2 KEYMAN=ISAKMP PROTO=AH HASHALG=SHA .

B FHETAH P AVE- FICKBFGE21T) SA Ay 7 [2] 2B L E, FEEOYAIE, ik
(HASHKEY) & 3%f5 R SPI (OUTSPI) . %8k SPI (INSPI) % FHEjTHET A LEND D i@“o INSPI
& OUTSPT i, *f 1 IPsec # & & i BEITHELTLZE N,

CREATE IPSEC SASPEC=2 KEYMAN=MANUAL PROTO=AH HASHALG=SHA HASHKEY=2
INSPI=2000 OUTSPI=2001

B 855 T IPComp |2 & 51 10— FEHi©47) SA A~y 7 [3] 2L £, IPComp &) & &
E FE#ET IV T) X4 [LZS] 2 &g LTS v,

CREATE IPSEC SASPEC=3 KEYMAN=ISAKMP PROTO=COMP COMPALG=LZS .

% IPComp %9 & S, JEMAOY 7 b7 = 7F ¥ ¥ 2V R HFEREEI 22 ) % 1 F v v FOVHER LT
(728w, ZNUZIESETENCOSW 2~ > K ([l - Ffi] @ 36 <—2) & STACCHANNELS /35 X — 4 —
EHNEY, Ty Y AVHEROBE>V -5 —ZHEIH L LV EARIIR) TLADTIFERECZ SV, &b,
BT - iR — NERE L TV AAEARI~ Y FILEH ) TEA (FTTH L X T —OEEKICZR) £5),

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
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SET ENCO SW STACCHANNELS=1

W FH# T IPComp 12 £ 21 10— FEMZIT) SA Ay 7 [3] #{ER LT,

CREATE IPSEC SASPEC=3 KEYMAN=MANUAL PROTO=COMP COMPALG=LZS .

W SA 2y 7 OFENE L, SHOW IPSEC SASPECIFICATION 2~ > F (111 X—%) THERETE 3,

SHOW IPSEC SASPECIFICATION
SHOW IPSEC SASPECIFICATION=1

W SA Ay 72D TN S 72 SA OFE#HIE SHOW IPSEC SA 2 < > F (104 *—¥) THERT &
EJE

SHOW IPSEC SA J
SHOW IPSEC SA=1 .

N RILZANYy T

INYRVARy 7 ClE, 7O MIANVTEIZEFR L SA ARy 7 DMAGDLEEIBELE T, /N FILiE,
oy MIRHLTHEED 7O b aVEEATA720D A ZALTTA, 7O ba Lz 1OLEbRVWEET
HoTHENY FWVARY 72 ERT LLENHY T3, IPsec K) ¥ —D7 7 ¥ 3 T [ACTION=IPSEC]
FIETH L X, WENEENY FIVARY 7 OFESTTRETL7-0TT,

NV RV A~y 713 CREATE IPSEC BUNDLESPECIFICATION 22w > K (38 *—3) TEHL 7,

CREATE IPSEC BUNDLESPECIFICATION=bspec-id KEYMANAGEMENT={ISAKMP|MANUAL} o
STRING="bundle-string" sa_lifetime... d

IR, Ny RV ARy 73K, #EHEG, SA ARy 7 OHMAEHLEEIREL TL S0,

SA ARy 7 DMAEDLEILSTRING /XT7 A= —THRELT T, ZONTA—F—%IBETHL X, 3
oS [AND], [OR], [,] #ffi) & T&FEF, YT, ThEhoffvlzRLET, I I T,
FHHDIZDRD L) 7% SA ARy I PEHRENTVDLLDEEL T T,

xS A= =PV BSAR ABRL A EHEAR

1 ESP DES SHA1 -

2 ESP DES MD5 —

3 AH - SHA1 -

4 AH — MD5 -

5 IPComp - - STAC LZS

#5:5A 2y DT

18 | CentreCOM AR740 O~ > KU 77 L > X 2.6 IPsec
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B7otarzlole#lLangaid, BT SAARY 7OFGE1DZTRELT T, 2Lz
(X, ESP (DES +SHA1) ##H ¥ % & I STRING /87 A =% —1ZRDO X ) ITHREL £ 7,

Illll ‘J
B [AND] &, ftHT A2 70 baloliasbe t#EETE 2R LT T, [AND| TO%IF5 SA Ay

JREENETNREL L 70 Pal TR TUIRD) A, 728 213, IPComp (LZS). ESP (DES + SHA1).
AH (SHA1) OMEIZEHT 251, KO L) ITREL 55

"5 and 1 and 3" J

7u b 2V OBRNERE L, 8% IPComp, ESP. AH OJHE L %3, IPComp W44 ol L7 < Tix
%Y FEA

ISAKMP/IKE #ffi 3 2813, 7H b aVOHMAELEL AT T2 a vIiZi-oTRESNTE T, £
DIz, NV FIVARy 7 TRITREGMAAGDE () 2GR TE 3, [OR] & [, 32700
HETY (TEEOLZRIMEITEA),

B [OR] X, BHTAT7LVITY XL0EREEZRTHDOT, A—7TT I NVTT NI XAHPFRLED SA
ANy 7 2igE LEd, 728 21, IPComp, ESP., AH DOJHIZ7 1 k2 )Vi#EH§ 2354 T. AH OREGET
VT AL ELTSHAL 22 MD5 D &5 6 p— &z wigaid, ROLH)ICHEELET,

"5 and 1 and 3 or 4" J
B (=) E MAaEbE Ny — 2GR L2 E &I E ¢, [TPComp (LZS). ESP (DES

+SHA1). AH (SHA1)| O#laabEn 15, [ESP (DES + SHA1). AH (SHA1) | %55 2 f5d.
[ESP (DES + SHA1) | D& 0% 3 Bz 5RO &) 1I2HE L7,

"5 and 1 and 3, 1 and 3, 1" Jd

PUTF, N FIVARYy 7 OFERBIZ R L E3, SA ARy 73l Eonflzb &1L ET,
W HEi < ESP (DES + SHA1) #ffi) /N KV ARy 7 [1] #EL 5,

CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STR="1" J

B F#)% T ESP (DES+MD5). AH (MD5) DJEIZ#EHT 53> BV Ay 7 [2] ZERLE T,

CREATE IPSEC BUNDLE=2 KEYMAN=MANUAL STR="2 and 4" .

| BEEIE e fIPComp (LZS). ESP (DES +SHA1) | %% 1 f##i. [ESP (DES +SHA1) | O &% 4 2 f&
WET AN VAR 7 (3] 25K L 3,
CREATE IPSEC BUNDLE=3 KEYMAN=ISAKMP STR="5 and 1, 1" .

WY FvARy 7 OENEIE. SHOW IPSEC BUNDLESPECIFICATION 2v > F (90 *—3) T
MR TE 9,

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6 19
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SHOW IPSEC BUNDLESPECIFICATION .
SHOW IPSEC BUNDLESPECIFICATION=1

W ERRICHES 7z SA N Y RV o iERkiE, SHOW IPSEC POLICY 2~ » K (97 *—) ® SABUNDLE
j‘7/5 /Tﬁ@; T%ij_o

SHOW IPSEC POLICY SABUNDLE
SHOW IPSEC POLICY=v1l SABUNDLE

REEDRTE

Ko

ISAKMP/IKE |Z & 3 BEp#EE

HEEEHOBREIL ISAKMP R ¥ — 12X > TITWE 5, ISAKMP R ¥ —1E, 7 —X17TISAKMP
SA ZHEN T H7200DI8T A — 5 — %%%?é%@f MFHEEO T F L ARRAESA . ISAKMP SA | T
FHT AT IVT) AL R EIZOVWTHRELT T,

ISAKMP K1) ¥ — % g% L THBIFE, Psec WHOVEE L8 v MAI Sz L Z12, @Y 2 0P
EOBTHBWICAT Y 2= a VBB ENE T, 27— X1 PFHBS TR wE Jid, RIS
ISAKMP SA %5 L, 2Dtk 7 = — X 2 TISAKMP SA Off#% 5217 = h5 IPsecSA DA T T — 3
YERITVET,

7r—=A1DFATY L= a3 YIZBFEMFERIEDOHNE LTIE, EFE AT L — XX % Har kA
(pre-shared key) /& RSA 7V ¥ WEL R EMMTE T, 77 40 MIFHFERT AT,

& RSA TV NVELFNCTEPKIEY 2 —VEfMHT 5720, JI5ED PKI 7 4 —F ¥ —7 1 & X (AT-FL-06)
ﬁfiz‘g‘@j_o

ISAKMP &1 o —1Z CREATE ISAKMP POLICY 2~ >~ F (46 *—2) TIERL £¥, FaidtaahT
MTFRIAEELT) HE. BIRRLELNT X =5 —ZRDOEBY T, KU ¥ =%, WHFHEEOT FL A, F
AIAEEHOTF T 2 e L TL 728 v, [SENDNOTIFY=TRUE| M AEFEFED 72D DI/INT A —F —TF,
CREATE ISAKMP POLICY=name PEER={ipadd|ANY} [KEY=0..65535]

SENDNOTIFY=TRUE

W SaidA# 1L CREATEENCOKEY 2+ » F ([l - JEAE D 18 _— ) TR 3 % JLH# (TYPE=GENERAL)
TYo ROLHIICLTHERL TS v HOERITEDOREMICOWTIX [% - Efi] O®mE I8 2
A

CREATE ENCO KEY=1 TYPE=GENERAL VALUE="pobaetrpnjkakdf" .

DI, Faidt a8 2 i 9 35E6 O ISAKMP K1) ¥ — Dl 2R L £ §,
W 12222 OB TISAKMP/IKE D+ T3 Z—3 3 ¥ %479 ISAKMP K1) ¥ — [i] #Ek L5, &

20 | CentreCOM AR740 O~ > K77 L > X 26 IPsec
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AEA#EOFSIE 1] L LET,

CREATE ISAKMP POLICY=i PEER=2.2.2.2 KEY=1 SENDN=TRUE .

Coa~vy NI, (2222 04Ty 2—3 g3 o CIAERLERE 1) 2HWA ] oFRICZ Y T4,

W HTHEEOT FUADNAER & SIXPEER ICANY #38EL T, T, EOT FLARLD AT
I—=2a VERTHoTHIZITANLZLEZRLTET, LAL, SUTEHFOHNSITE Rnizd, 7K
LVAAEMTID R4 10— FONFZIRMICIEET 2 2 L THFZHNL I3,

ZOEHIZ FMOT L AHAETIDRBREZAT ) eid. 777 4 )V @ Main £ — FTld7% <, Aggressive
E-FEMIDLEXH)FT, T2, TOL) BT —ATiE, [SAKMP £+ T T~ 3 VIIFIZT FLAR
ERASHBEINDZ L) 5,

7 F L AREZEMTIE, REMOTEID /87 2 — % —THFOID #HEL T3, HFLLZ M- 721D A
O — FOHHH REMOTEID TigE L7fEE —Z L TB Y, B2, FRiEHOEN L ThiuLiz
FERT &7 ) 9

CREATE ISAKMP POLICY=i PEER=ANY KEY=1 REMOTEID=client MODE=AGGRESSIVE
SENDN=TRUE

Coa<y P, [IDfEF cdient THAMHTFEDFTY T —3 3 o CIIHEFIEEE [1] ZHWA | OFRIC
) FET,
F/2. T FLUAREMTIE, LOCALID /85 X —% —TH%Z® ID #H/RIIZIEE L T3,

CREATE ISAKMP POLICY=i PEER=1.1.1.1 KEY=1] LOCALID=client MODE=AGGRESSIVE
SENDN=TRUE

& LOCALID #38E L ah o728, ID XA O —FIZEHSDOIP 7 LAYy bENT T,

B EBOMT LT 5563, BEMTORZT ISAKMP K1) ¥ —2Ed L, #hLF@IcFmits
HARELIT, TO7 FLADEELZSIE, ko LH1cL ¥, 22 TlE, 2222 & 3.3.3.3 & D
FRELTVET, 2222 LDATY T3 3 v TIREFERE (1) %, 3333 L3 [2) #flio TR %
g,

CREATE ISAKMP POLICY=two PEER=2.2.2.2 KEY=1 SENDN=TRUE .
CREATE ISAKMP POLICY=three PEER=3.3.3.3 KEY=2 SENDN=TRUE .

B EROMT L HEHT 256 THTOT FLADPREDL A, KDL ITLET IPT FLATEMTZ
AT E BV, TP E-TLHID N U= FOEE —HOL—H =4 (HHWVIEFZ M) & LTH
ALET. SOLIHMOT FLUANAE R & &L Aggressive E— FAWETT, I TlE, 7 FLAR
E DT [peerl]. [peer2] & D#EHiaEEL TWE T, peerl LD X TY T — 5 ¥ TIIHF AR
[1] %, peer2 & 13 [2] Zffio CRFEEZITVE T, ZOWE, HFMTIEESO ID % [LOCALID="peerl” |
DEIIHREL T,
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CREATE ISAKMP POLICY=cl PEER=ANY KEY=1 REMOTEID=peerl MODE=AGGRESSIVE
SENDN=TRUE

CREATE ISAKMP POLICY=c2 PEER=ANY KEY=2 REMOTEID=peer2 MODE=AGGRESSIVE
SENDN=TRUE

W7 FUAPAER & ZITHTEEET A 532 LTidd 9 12, XAUTH (Extended Authentication,
PHRARGE) EIFEN D HENFH D T, ThE, 72— X 1% THh, 72— X2 OFBENIC L —F =% /%
AT = Fie EORGEE 4T 9 T,

7 N L ABEE[ T, PEER /87 * —% —IZ ANY, XAUTH /87 X — % —|Z SERVER (FFiE% ZRK9 A1)
ZIRE L2 ISAKMP R) =% 1 2720 E L £ 3, $72. HFOL—HF—-HL AT =L —H -7
FET = N— AR L TBE T,

CREATE ISAKMP POLICY=1 PEER=ANY KEY=1 SENDN=TRUE XAUTH=SERVER .
ADD USER=clientl PASSWORD=passcliel LOGIN=NO .
ADD USER=client2 PASSWORD=passclie2 LOGIN=NO .

Lod

7 R L AAREMTIZ, XAUTH /85 x — % —2 CLIENT (FEiE%2 217 5M) 2$BE LI+, T2, BOD
:L—’rf—%t/\"xv—b“mb*tia“o T —X1OFEFEAEH#EIIXAUTH iz 275 3TXTCO7 T4
7 v Tt HVFEFT, WADZIFA Ty  OFFHIZT 2 — R 152 THD XAUTH I X > TH b E T,

CREATE ISAKMP POLICY=i PEER=1.1.1.1 KEY=1] SENDN=TRUE XAUTH=CLIENT .
SET ISAKMP POLICY=i XAUTHNAME=clientl XAUTHPASS=passcliel .

B AHTFREREIC RSA 79 ¥ VEXZ AR MR T 55461&. AUTHTYPE /87 X — % — |2 RSASIG ##5% L
LOCALRSAKEY 787 * — % — CHFDRHENRT OF G 2EL £,

CREATE ISAKMP POLICY=i PEER=2.2.2.2 AUTHTYPE=RSASIG LOCALRSAKEY=2
SENDN=TRUE

RSA 7 % VE4 & FH L7z IPsec DREHEIZOWTIE [PKI) 0EE ZE L ZE 0,

W7 - — X1 O§EZRTHEMT % Diffie-Hellman (Oakley) 7V —7%ZH$ %121&, GROUP /87 X —
—EffnEd, AMERIZ V-1 (768 € v s MODP) T3,

CREATE ISAKMP POLICY=i PEER=2.2.2.2 KEY=1 SENDN=TRUE GROUP=2 .

W ISAKMP RV ¥ — D% ENE 1. SHOW ISAKMP POLICY Zv > F (122 %—%) THERETE T,

SHOW ISAKMP POLICY
SHOW ISAKMP POLICY=i .
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BE - BARRE

FHRERE
ISAKMP/IKE Zfib 72 Wifaid, SA (SA A~y 7)) TEIZTFHTH (o8 & F0REH#) & SPT (Uhi &,
WNE) ZRETLLEFH) 7,

W #ED{E L CREATE ENCOKEY 2~ >~ F ([K5 - JEfE] & 18 =) TITWE ¥, SA THfT %
BRI TRTHARTTOT, WG TR CEZEHT2 L) I2L TR S v, #OMERITEIZOW TR
[ - Ml OBE ZHZE v,

W # & SPI iR 3. CREATE IPSEC SASPECIFICATION 2~ ¥ F (44 X—2) TITWE T, affllid
[SA T DRE] & THZE v,

|

UDP k> %1 >% (ESP over UDP)

UDP + » 4V » 72 (ESP over UDP) (&, IPsec/¥7 v + (ESP) % UDP /37 v MIh 72N b L Tk
B A2AREMMADOKE TS, ZofiEeM) &, V—2% — M2 NAT #E0HFET 556 T IPsec & Fl
HTx$7,

& NAT HBMARHT23HAE3IP ANy V¥ —DPBEHENL 20, kF2)F4—7ahale LTAH &5 2 i
TEFIHA, TNiE, AHOF— ¥ BA#HFAISIMIIP N v ¥ — (O—¥) #&8L720TT,

% ESP over UDP ##i 9 3413, %244 5 ISAKMP KV ¥ — T NAT-Traversal (NAT-T) % ici&kE L TL 72
W (F7 4V MMERD) . NAT-T O4%) - #4551, CREATE ISAKMP POLICY 2~ > F (46 X—3), SET
ISAKMP POLICY 2<v > F (85~<—7%) @ NATTRAVERSAL /85 X —% —TiREL 7,

B UDP b > 2 v 7 %2HT A121%, [ACTION=IPSEC] @ IPsec K ¥ —C [UDPTUNNEL=TRUE]
FIRELT T, 22X, UDP ® 2746 TR — h T ESP over UDP X7 v DREZEEITH) LH 12k
T3, MAIONL—% =L UDP k>3 Y72/ L TLEE N,

SET IPSEC POLICY=vpn UDPTUNNEL=TRUE .|
B NAT BE OB RICMET 2V —8 —Tld, EHIZKOIY Y FE2ETLTUDP N— P E— M2 HRIZ
Liffo UDP /— M ¥ — Md, NAT E#OZEHET — TV h o1 v ¥ a VFEROSHIBR S N2 H . 30T

WCHFN—F =B CIHEEINLESNT Yy T, vy v a VIREZ T2 HE T 4720, ZELTH Y
;&&Iﬁ% MfrbhFHA,

SET IPSEC POLICY=vpn UDPHEARTBEAT=TRUE

BUDP b)) o 72+ 5L &1E, WOV —7 =12 T IPsec K ¥ — %380 L. ESP over UDP
N7y PERBBEEALEHIIZLTLEZI WV, KR ¥ —1&, IPsec Z#H 3 %K) +— (ACTION=IPSEC)
LY BHENCEVTLZE W (ISAKMP /8% v h 2 @il S5 K ¥ — LK),

CREATE IPSEC POLICY=udp INT=ppp0 ACTION=PERMIT LPORT=2746 TRANSPORT=UDP .

BUDP + >4 ¥ 278 v I+ (ESPover UDP) (&, #5215 & & UDP & — b 2746 HFafiiv 3, &
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%75 &% 5213, SETIPSEC UDPPORT 77> F (84 <—3), X U, CREATE IPSEC POLICY
< F (40 <—%) /SETIPSEC POLICY 2~ > I (79 <—3) ® UDPPORT /87 A — % — %\ 4,

0= A Vl# — b #ZH T %1212, SETIPSEC UDPPORT =¥ > F (84 —) ¥+, JHUc kb,
3456 AR~ P TUDP b > 42 ¥ /%y bEZET L6 D £ F, REFD 3456 FH — b
HREMLET,

SET IPSEC UDPPORT=3456

JE—= MR- MIMHFV - - T LICHET LLEDPH L7720, IPsec K ¥ —D/8F X —4— L LTk
ELFET, TMTL D, IPsec BY ¥ — [vpn] Tk, UDP b >4V ¥ 737 v b %H#F IV — 4% — (PEER)
D 3456 FAR— MIERELET,

SET IPSEC POLICY=vpn UDPPORT=3456

& UDPKR—FA2LEHELZZEXE, Fra) Iy Ne@#&ws IPsec K ¥ — DML ENTICETE LT
A

W7 74— VafEHLTVwAEE &I, WANHILSD MY AU 7Ny M E@EBIELIL—)LEih
ML TL &, 3L [TPsec E 7 74 77+ — VO] 28720,

IPsec NAT-Traversal (NAT-T)

IPsec NAT-Traversal (NAT-T) (%, NAT #2+#%H T ® IPsec i#15 % W FE12 9 % ISAKMP /IPsec DILaRNE
RETY o AEkEEIZ, VPN 2 54 7 ¥ I+ (Windows PC % &) 205 IPsec xflpv— & —|Z#kd A1) E— |k
7 72 ZHD IPsec VPN # B IHZELTWE T, VPN 7 74 7 » b &V —% —DOMjE D NAT-T (25
LT, mEMIC NAT B FEE S 2556 T [Psec OfE W EE T,

NAT-T #3254, NAT #H3@EEREK Lo ZICHFEL T T T nET A, 72, NAT e
PEBAIELTWTDL, HDWVIE, Fo/HFELELTH 2T EH A, NAT-T Tlt, ISAKMP 7 = —
Z1DFTY T~ 3 VT NAT BEROF1E & il L. NAT A7 LTV 5 & %13 IPsec 737 v |
(ESP) % UDP T7 7t ML L TiE%fE L. NAT B fE L T e\ & X 1d IPsec /7 v b (ESP) %@
HEBYEZELET. NATEEOERICH S LI LMo, Eicx—7774 787 v k
ZREELT, NATEEOEBRT — 7 bty ¥ 3 VIEESEIBREN 2w E LT,

AEEHE NAT-T IS L CTB Y . NAT-T e VPN 7 74 7~ b5 Ot & 2 2 2 L Tc& £9,

N NAT #Ea 2 R T AL AT IP ANy F—DPEBENLZD, EFa) 5T —70ba)E LTAH %) 2 L&
TEFIHA, THiE, AHOF— ¥ BA#HFAISIMIIP N v ¥ — (O—¥) #&58L720TT,

% ESP over UDP ##i 9 3413, %244 5 ISAKMP KV ¥ — T NAT-Traversal (NAT-T) %% E L TL 72
W (F7 4V MERD) . NAT-T O4%) - #4551, CREATE ISAKMP POLICY 2~ > F (46 X—3), SET
ISAKMP POLICY 2v > F (85~x—7¥) @ NATTRAVERSAL /85 X —% —TiREL 7,

NAT-T (&, ISAKMP & IPsec (2RO & 9 e REILEZAT) S LICL o THEHES ATV E T,

1. ISAKMP 7 = — X 1 OB I12, NAT-T O35/ — Y 3 & 273 4% 7% Vendor ID < f 0 — %
B LT, AHFED NAT-T ISHIE L TWA L) a2l 9,
2. [AL ¢ ISAKMP 7 = — X 1 4112, NAT-D (Discovery) <A 10— F4& 2%l L, ilf5#E# 112 NAT
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BEEDPEAEL TVENE ) D, HFELTWEY ZhBrEBELE T,

3. HIF2SNAT-T I3 LT, H 5\, uénéi%i 12 NAT B AFEAE L T &Il L 72
WA, BEEBY ISAKMP O T T— 3 3 v &7, IPsec D@EZIEL T3,

4. HFLNAT-TISHIELTEY, B0, NAT #E2ROFAE &Mt L2 %A1d, i3 % UDP &—
% ISAKMP O 77 # )V s F— + TH % 500 %2> 5 NAT-T D 4500 F (225 L, Lik 4500 & R —
I TISAKMP & IPsec (ESP) Olj ) OilfE #4717 F 3,

5. UDP 4500 %R — k Tlx, ISAKMP £ v+ — Y717 T% < IPsec 7—% (ESP) /37 v bbb &)
ENFTAH, ISAKMP 2 vt — VD41, ISAKMP N v ' —OFijiZ non-ESP v — % — % & { =
& CTIPsec (ESP) &IXBILFET,

6. NAT BE#ORTIZH 2 E@BFER L2, EHMICF—77T 74 7 X vt —T%%E LT, NAT
DET =TSty ¥a AAFRPHIREI N ZVWEHIZLE T,

AT NAT-T (2. LTFOIETF K5 7 MZESWwWTWwWE T,

e Negotiation of NAT-Traversal in the IKE
- draft-ietf-ipsec-nat-t-ike-02
- draft-ietf-ipsec-nat-t-ike-08
e UDP Encapsulation of IPsec Packets
- draft-ietf-ipsec-udp-encaps-02
- draft-ietf-ipsec-udp-encaps-08

B NAT-T =5 4 121%, ISAKMP R ¥ —Di%%E T INATTRAVERSAL=TRUE] #f8ZEL ¥, IN
2X b, ISAKMP ¥ 7 ® NAT-T xfIt & NAT #25 DFAE % #H L7234, UDP @ 4500 AR — k &flio T
ISAKMP & ESP /87 v hOREZEXITH) )12k 9,

SET ISAKMP POLICY=i NATTRAVERSAL=TRUE .

B NAT-T 2 Hd 5 & &3, LTDIPsec R ¥ —%BML . NAT-T /%7 v F @ 3¢5 L 912 LTL 72
v, RRY =13, IPsec Z#H S %K) ¥ — (ACTION=IPSEC) XV HHE[IZEWVT7ZE v (ISAKMP
Ny b R EE SR LR D= LEER) .

CREATE IPSEC POLICY=natt INT=pppO ACTION=PERMIT LPORT=4500
TRANSPORT=UDP ./

B 77— VEMHLTWS L XiE, WAN 25O NAT-T /87 v b & @@ S5 )V— )b xBnL
TLEZ&E W, H#lE [TPsec & 77 A4 77+ — VO] # TEL 7280w,

B Windows XP f2#D VPN 7 54 7~ s =il $ 5841%, L2TP & IPsec (F T Y AKR—F+E—=F) %
BT ALERHY T3, V—F —lORETFEIIONWTIE, REFEL2TEL7ZE v, $72, VPN 7 7
A7 2 MADFEHIREIZOWTIE, VPN Z 947 hOY=a Tk ZELZ S0,

IPsec & 774 7 74— LD

IPsec V=% —=FETT7 74T+ = VeI LTWAE ZIZ, ISAKMP /347 v % IPsec /N7 v b ST 7
AT — VTHEMENEWES . V= LEZBINT 208 H ) F4,
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Fo, 774774 =V NAT Zffi> TV AEAIE, 774 X— b LAN B ®/ 57 v M2 NAT 258 S
WEIIZT B EBRLETT,

DR, Bk [HEAMER] 23 &12, IPsec £ 774774+ —VEHHT L2200 EREZHPL 3,
TITIE, SEEFED [HEAREE] 12, ROEI BT 7 AT I+ = VOREEZBMLAEDOERELET, =
. LANJIZ 5087 v NI Tl S, WANJI2 5087y MISRTIES S5 77477 + —
NVORERHRETT, /2. LANfIZ o= =DA% =%y MIT27EATEL L), WAN Ml 1 ~
Y =T 2= ADT7U—=NVT RLAZFIALZZSA4F3Iv 7 ENATOREDEENTVT T,

ENABLE FIREWALL

CREATE FIREWALL POLICY=net

ENABLE FIREWALL POLICY=net ICMP_ F=ALL

DISABLE FIREWALL POLICY=net IDENTPROXY

ADD FIREWALL POLICY=net INT=ethO TYPE=PRIVATE

ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

ADD FIREWALL POLICY=net NAT=ENHANCED INT=ethO GBLINT=pppO

CDEI LT AT T —NikEE TS L, IPsec BEICLELR/NT v NETENENTLE ) 729, IPsec
DBEVNTE RN T3, IPsec ) Haid, THEHOTEIIIL L TUTFOBREZBIMLTL7ZE v,

B ISAKMP/IKE #flio> TWA¥&1E, TV —% =25 D ISAKMP /37 v b ASERF SN w5 12kD
A= EHELET Ob—%—0 UDP500 &% C/ 87 v N % FF)),

ADD FIREWALL POLICY=net RULE=1 ACTION=ALLOW INT=pppO PROT=UDP GBLPORT=500
GBLIP=1.1.1.1 PORT=500 IP=1.1.1.1 J

BUDP F 2 v 7 &ffio T B 541, [SAKMP 287 v b kR, ESP 87 v &2 7R L LT 5
UDP /3% » I (ESPover UDP) b & ) \ZfkE L £§ OV —% —® UDP2746 H56C X7 v M & FFH]),

ADD FIREWALL POLICY=net RULE=2 ACTION=ALLOW INT=pppO PROT=UDP
GBLPORT=2746 GBLIP=1.1.1.1 PORT=2746 IP=1.1.1.1

B NAT-T Z > TW 25413, ISAKMP X7 v b LAk, NAT-T ® UDP 287 v M bl T X9 IZFkE L
9 Ov—% —® UDP4500 #3506 C/ 87 v M 2 #F1)),

ADD FIREWALL POLICY=net RULE=3 ACTION=ALLOW INT=pppO PROT=UDP
GBLPORT=4500 GBLIP=1.1.1.1 PORT=4500 IP=1.1.1.1

B2—7VLAN 25— F LAN~OS7 v MM NATEH I NG WX, RO XD BV — &8
LETo SOL—NIE, [ethO TZELLZIP T v D9 b, #5555 192.168.10.1 ~192.168.10.254 7 #i
T, #EAY192.168.20.1 ~192.168.20.254 O#iFHZ: 51X NAT % 2T e\ | OERICR D £9,

ADD FIREWALL POLICY=net RULE=4 ACTION=NONAT INT=ethO PROT=ALL
IP=192.168.10.1-192.168.10.254
SET FIREWALL POLICY=net RULE=4 REMOTEIP=192.168.20.1-192.168.20.254

BTV —DoELNTE A Psec /37 v BRI SN WIS, ROL ) ZVv—vazBIMLET,
[ENCAP=IPSEC] &, IPsec /37 v b6 AV I F Vo7 y PRI LcH LTI ON— IV E@EHT
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BIEERLET. LA oT, MTFOI <y Fid, [ppp0 T%{8 L7z IPsec /$4 v b A& HLY i L7273
4y N ORGA 192.168.10.1~192.168.10.254 OB, § 7 b5 10— 7 LI LAN 56 C % & 1F NAT Z#0
HENETH] OBRIZEY ET,

ADD FIREWALL POLICY=net RULE=5 ACTION=NONAT INT=pppO PROT=ALL
IP=192.168.10.1-192.168.10.254 ENCAP=IPSEC .

Unnumbered IP 1 > % —7 = —X{EABEDIE

IPsec #ffi5 & X213, IP/S7 v bOIEET FLAL LTV—F—HEDOT FLADPibNLL 720, [Psec R
—%@HT A5 WAN Ml f >~ % —7 = — X5 Unnumbered D& id, W OPEETREZEDDH ) T7,
IPsec /87 v M &% T 54 » % —7 = — A7 Unnumbered D4, 157 FLAE LTEMAET LA
Bz, ZOMDA ¥ 5 =7 2= ZADPT—HFIRAIRE SN2 T FUADPMERT FL AL LTS
nE 9,

WAN #ll Unnumbered ® & % 1d, j@% LANMIIZISP 22 5& ) B THNZ/a— NV EHEELEFTH, 2
DL X IPsec /37 v bOI{EE LTV T FL 2% #)I2 ADD IP INTERFACE 2~ >~ F ([IP] @
172 =) TRETHLIHIFEELTLZ S v,

B DL GMEPEETLDIIRD &) koL 2TY,

Unnumbered

5473y JENAT

o eth0-0 T | 192.168.10.1 ]
‘ 4.4.41 | |

! I
- = ! ‘
| [ | |

‘ [
= =1 (o 0L
: 4.4.40 = :\ 192.168.10.2 @ 192.168.10.4:
i 4443 192.168.10.3 |
4.4.4.0/29 192.168.10.0/24

O TIE, WANIA >4 —7 = —Z (ppp0) %% Unnumbered (27> TWE ¥, D720, ppp0 2
Skt &b IPsec /37 v MR ISAKMP /37 v b DT KL A2, oA > 5 —7 2 — 2O H T
ICHESNT FLAPHSNE T,

ZTORDOROMFTT FLAZRET DL, V=5 —HIDPERFETH37 v PTRIIBHET FLAELT
192.168.10.1 2¥ffibnTL W, £ ¥ =% v P L TOMEEPTE 2 Z>TLEIVET,

ADD IP INT=ethO-1 IP=192.168.10.1 MASK=255.255.255.0

ADD IP INT=ethO-0 IP=4.4.4.1 MASK=255.255.255.248 .

CODL)BIRREET D70, TOF—ATIERDIEFTT FLARBEET AL IFELTLESw, Th
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WX, 4441 DT FLAE LTEDLNE LHI2% ) 3,

ADD IP INT=ethO-0 IP=4.4.4.1 MASK=255.255.255.248 .
ADD IP INT=ethO-1 IP=192.168.10.1 MASK=255.255.255.0

W 7B, kD XD i Tld. WAN I 25 Unnumbered T&H > THZ DD T FLAD 1D L7720,
Lo L) ZEEIEEEL FEA,

pppO Unnumbered

4.4.4.0/29 (4.4.4.0-4.44.7)

B PPPoE LAN Bl ¢ ld, WAN il Unnumbered &9 b D0, ZE21E Unnumbered Tld 7% < % v
FI—=27 FLADBWANMHNZE D B TOENDLTr—ADBHH L) T, TOHEIF, BBET FLAELT
WAN A > % =7 2= AZHESN2A Yy PT =2 T FL A (GRA T FLAL LTIRER) %ffik) &
FTL0, MDA V5 =T 2= ADT FVADPIEEIL A L) TR TIR LTSV, RO L) ZilE %
BICIEHL 7,

pppO
4.4.4.0/29 (ISPH 5IPCPTEV) X T)

------- BRAT7 FLZELTREA LRV

N TEE EUnnumbered

o eth0-0 T | 192.168.10.1 |
| 4.4.4.1/29 | 543y 7ENAT]'
& | |
| [ 1

= — @ ,EI/‘ :
4442 = :3 192.168.10.2 @ 192.168.10.4,
| 4443 | 192.168.10.3 |
4.4.4.0/29 192.168.10.0/24

IPsec %% ffibhWwiiea OV—F—BEBNA v F—2y MINSry P& RETLZEDRLBWEE) E. K
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DEIICHELTOMED Y TE A, ppp0 DT FLAZFA M7 FL AL LTIEMN 720, FEHMIZIE
Unnumbered 127 0 9,

ENABLE IP .

ENABLE IP REMOTEASSIGN .

ADD IP INT=ppp0 IP=0.0.0.0 .

ADD IP INT=ethO-0 IP=4.4.4.1 MASK=255.255.255.248 .l
ADD IP INT=ethO-1 IP=192.168.10.1 MASK=255.255.255.0 .
ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXT=0.0.0.0 .

L2 L. IPsec 29 W& I3HIRCO & ) ZEEDPFEEL £ 3. ZOETIE, [Psec /37 v MY ppp0 205 1%
HENETH. 207 — AT ppp0 5%k 2 Unnumbered T7Z 728, KA M7 FL AL L TIIAKE
e T DAy b7 =2 T FLA (444.0) DMHERT LA LTEDRATLEVWE S, 2070, ISPl
D=8 =TT v M HEFE S IPsec DBENTE LD T,

INENEET 272D120E, WANMIA v =T 2= A&V Fh—3I V7 LTHRGRAAMT FLAZHE
L, 74NV V= bENRT FLAZFEOS v =Tz —A%ML ) ICEELET,

TF7A+ILNIL— %
pppO-1iZM@} 3 A

pppO-1
4.4.4.6/32

ppp0-0
4.4.4.0/29 (ISP%* 5IPCPTEV) %4 T)

| eth0-0 T | eth0-17192.168.10.1

| 4441029 | 543y 7ENAT]'
|

- = ! ‘

| [ ] | |
‘ [

= =1 g/ g/ |

: 4.4.40 = :\ 192.168.10.2 @192.168.10.4:

i 4443 192.168.10.3 |

4.4.4.0/29 192.168.10.0/24

ENABLE IP .

ENABLE IP REMOTEASSIGN .

ADD IP INT=ppp0-0 IP=0.0.0.0 .

ADD IP INT=pppO-1 IP=4.4.4.6 MASK=255.255.255.255 .l
ADD IP INT=ethO-0 IP=4.4.4.1 MASK=255.255.255.248 .l
ADD IP INT=ethO-1 IP=192.168.10.1 MASK=255.255.255.0 .
ADD IP ROUTE=0.0.0.0 INT=pppO-1 NEXT=0.0.0.0 .

ZOYE. T FLVAD 1 DEBKIC ) 325, IPsec /87 v M5 ppp0-1 2% SN B 720, M T N L

AL LTHMN: 4446 DMfEDND X )12 1) £,
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ZXTE DFEER

IPsec DENERIREZTERT 26, H DV, [Psec DBENTE 2 WEAE., LTOKEHZF v 27 L
THATLEE W,

HEHARM 5 153R

W59 [Psec EY 2 — VASEMIIE > TWEDEI) xR LT3, SHOWIPSEC 2~ > F (89 ~<—
2) %947 L. Module Status 7S ENABLED 127 > TW 52 &9 2 LT 728,

SHOW IPSEC

B ISAKMP #1fio>Twa & &1k, ISAKMP £ 2 — LSENIC o TW A REI P LHERLTHAT L &

9o SHOWISAKMP a2< > | (114 *—¥) %9447 L. Module Status 7° ENABLED |27 o> T\ %7 &
) BPRERL TL 2SN,

SHOW ISAKMP .J
W OBER (ISAKMP/IKE) ZffioTwa & X3, [PsecSADA T -3y (7x—X2) 2%

V5, ISAKMPSA DA Ty 2— aypftbhEd (7x—X1), SHOWISAKMP SA =< > F (125
N—) TISAKMP SA D ENTWEDRE ) DEEEL TS v,

SHOW ISAKMP SA

SecOff > show isakmp sa

Expiry Limits - hard/soft/used
SA Id PeerAddress EncA. HashA. Bytes Seconds

3 1.1.1.1 DES SHA -/-/- 86400/82080/1382

ISAKMP SA D7 RS % 5 b 2RI, HATIHE (pre-shared key) % ISAKMP K1) ¥ — D
SATY, FMEARIPMTONL—F —TRICIZRESNTVDE D, £V —F—DISAKMP R ¥ —IZF
JES R\ EHER L T2 E v,

SHOW ENCO KEY=1 .

SHOW ISAKMP POLICY

SHOW ISAKMP POLICY=i .

SHOW CONFIG DYNAMIC=ISAKMP .

B ISAKMP D 4 N> Pdu 72 didssnd 4o LEICR L Tu 7 2l L TL 723w, ISAKMP
SA % IPsec SA OHEIZET) L T il [Exchange n: Completed successfully | @ &9 722 X v £ — %3
RSN TNBIETTY,

SHOW LOG MODULE=ISAK .
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SHOW LOG TYPE=IKMP .

SecOff > show log module=isak

Date/Time S Mod Type SType Message

03 11:22:49 3 ISAK IKMP MSG ISAKMP has been enabled

03 11:31:10 3 ISAK IKMP XCHG Exchange 1: Phase 1 [init] started with peer
2.2.2.2

03 11:31:14 3 ISAK IKMP XCHG Exchange 1: Notification Received - DOI

03 11:31:14 3 ISAK IKMP XCHG Exchange 1: Completed successfully

03 11:31:14 3 ISAK IKMP XCHG Exchange 2: Phase 2 [init] started with peer
2.2.2.2

03 11:31:14 3 ISAK IKMP XCHG Exchange 2: Completed successfully

B SHOW ISAKMP EXCHANGE 2~ > F (118 *—2) 2FEf7T5 L, ET LTW&WISAKMP % I
I—=2arPebhE)PeHRTEET, WOllRoTH, MUFERIFEREND LS, £ T 1 —
ayiFERTIE > TLE S TWAHREDSRTY, @FIE, COIvry FEETLTOMOFRINT
Ao

SHOW ISAKMP EXCHANGE .

SecOff > show isakmp exchange
ISAKMP Exchanges
Id Phase State PeerAddress Type

3 4 WAIT HASH SA NONCE 2.2.2.2 QUICK

B IPsec lEDATHN L 720121, V— % — 12 IPsec SA VL. ENTWABLENDH Y 9, IPsec SA
BRI 5270 ba VT EICHELE T, IPsec SA X, HEI#EEH TIL ISAKMP/IKE D A T T —3 3
Y A(7x2=R2) Lo THEWIIMLENE T, —F. FE#EOL 2&, EHEDVEEMISZEL T,
SHOW IPSECSA 2~ > F (104 *—73) TIPsec SA DHFEV. EN TV ANE I PR L TL 23w,

SHOW IPSEC SA J

SecOff > show ipsec sa
SA Id Policy Bundle State Protocol OutSPI InSPI
2 vl 1 Valid ESP 3154027431 4241764757
3 vl 1 Valid AH 1252362122 3221961085
4 vE3 1 Valid ESP 28060662 981246197
5 wvfl 1 Valid ESP 51507534 3371320620
IPsec CentreCOM AR740 a~v> KU 77L>X26 | 31
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% 72, IPsec SA /N FLOfE#HIE SHOW IPSEC POLICY 2~ » F (97 *—%) ® SABUNDLE * 7' 5
YCHERETE 9,

SecOff > show ipsec policy sabundle
Ipsec Policy SA Bundles
Bundle Expiry Limits - hard/soft/used
Index SA’s State Bytes Seconds
Policy .......... vl
0 2,3 VALID -/-/1728 28800/27360/2732
Policy .......... vx1l
Policy .......... vil
0 5 VALID -/-/220 28800/27360/2004
Policy .......... vi2
Policy .......... vi3
0 4 VALID -/-/440 28800/27360/2052

ISAKMP/IKE T IPsec SA OWE 2T 5B RIE AL, IPsec Di%%E (SA ARy 7 )NV RV ARy
7. IPsec K1) ¥ —) HFWH DIV —% —THEVESTVWLILETT, ROEKZEIYY FTHEDIV— 5 —Dik
FEWLTEDR R VPR L TL S, 72, gl OFIHIZ L7255, SHOW ISAKMP SA =2~ » F (125
N—7) TISAKMP SA V. ENTWE D E) DHIERL TL 728w, ISAKMP SA 2. ST
W IPsecSAD ATV T—3 3 v EEI TR EE A

SHOW IPSEC SASPECIFICATION
SHOW IPSEC BUNDLESPECIFICATION .
SHOW IPSEC POLICY

SHOW CONFIG DYNAMIC=IPSEC .

72, FHEOELADLLEOIY Y FEFETL T, V—F —HTSARKRY) ¥ —IIFEP VR LT
2E W,

B IPsec IO A XY MIu 72 b s E 7, LB L TH 7 ZER L TL 280w,
SHOW LOG MODULE=IPSE
F 72

SHOW LOG TYPE=IPSC

SecOff > show log type=ipsc

Date/Time S Mod Type SType Message

32 | CentreCOM AR740 OA~v> K J77L > X 26 IPsec
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3 IPSE IPSC MSG IPSEC has been enabled

3 IPSE IPSC MSG SA bundle created: Policy - vl
17 08:11:28 3 IPSE IPSC MSG SA bundle created: Policy - v£3

3 IPSE IPSC MSG SA bundle created: Policy - vfl

FNyGFTar

B ISAKMP O 7Ny 74 7 a Y2 IS 5 & ISAKMP /37 v b QR FTON S 720N, a vy —
WAZT Ny TIERDPFRENT T, TNy 7+ T v 3 Y 2F#ICT 5121E. ENABLE ISAKMP DEBUG =
~r k(65 —Y) VI T,

ENABLE ISAKMP DEBUG={ALL|DEFAULT|PACKET|PKT|PKTRAW|STATE|TRACE|TRACEMORE} .

KIZPKT A+ 7y a v E2FEMC Lz EOWMEERFIZR LT, PKTd, V—% —25%%ET 5 ISAKMP
Ayt —I%Fa— FLCEHMICHFHERT AT 73 T, ISAKMP/IKE # T3 2—3 a3 v OET 2L
CEET LI ENTET T,

SecOff > enable isakmp debug=pkt

Info (182057): ISAKMP Debugging has been enabled.

SecOff > ISAKMP Tx Message
Cookie’s: 5052045c2e566b81:0000000000000000
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ISAKMP (1) #Trans: 1 SPI:
Transform#: 1

Transform Id .................. IKE (1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... SHA (2)
Authentication Method.......... PRESHARED (1)
Group Description.............. 768 (1)

Group Type...... .. MODP

Expiry SecondS.........c..o.. . 86400

B [Psec R Y —DF Ny ZFX 7 ar&ET5E, IP S v Mxt LT IPsec DALELA T OIS 7208
12, Y= VT Ny FIERPERENT T, TRy 7+ 7L a vy 2 HH2T 4121&. ENABLE IPSEC
POLICY DEBUG 2~ >~ F (60 *X—7) ZfHiwvwF {4,

ENABLE IPSEC POLICY=policy DEBUG={FILTER|PACKET|TRACE|ALL} .

SecOff > ena ipsec policy=vpn debug=packet

Info (181057): IPSEC Policy Debugging has been enabled.

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
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SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 45000028eb1040002006d908c0a81464c0a80102
TCP: 0429005005b7e65c01faee4c5004000038560000
data:

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b7£00004032fa573£f0c42e£01010101

ESP: 14f45fa300000b09:35d26e02458706623d9%9aa9%bf

data: 9fcdl8d0a34ffeecb8b0f574ddeaa820f8ba0db36cd7a9fc0254£f08215e2aa7ecdb34688
6193£17d39cc7£096276238bf262b668920b51c535d26e02458706623d9%9aa9bf

Hetho > a—

UTo%ga~ >y FTIE, IPsec R ISAKMP IZB T AEI DT v ¥ — %R THIENTEET, £ DD
Y F =3V — F — ONERILEZ 2 b BIEFITH D WIER T A, BELO NI TV =T 4 Y IR
TOobDLHY FT,

W [Psec D&M EEICEET 2 5 7 » % —1Z SHOW IPSEC COUNTERS 2~ > F (92 X—2) Tk
T&3F9, COUNTERS 8T X =4 —THED A Y ¥ § —E 2 FIREEL I EHTEET,

SHOW IPSEC COUNTERS

B ISAKMP B:ED e 7 7 » ¥ — 13 SHOW ISAKMP COUNTERS 2+¥ » F (116 *—¥) THERTEZ
E3E A

SHOW ISAKMP COUNTERS

B ISAKMPSA DA T L— a3y (7x2—X1) IZEKT 2541, Main €— F (MODE=MAIN ® &
&, 774 N) 7213 Aggressive E— F (MODE=AGGRESSIVE) @717 > % —IZ{EH L TL 728wy,

SHOW ISAKMP COUNTERS=MAIN .
SHOW ISAKMP COUNTERS=AGGRESSIVE .

B ISAKMP SA (3. TE72H, IPsecSAD AT T — 3y (7z2—R2) 120U d 584613, QUICK
E—F DAY 7 —IZEH LTSN,

SHOW ISAKMP COUNTERS=QUICK

W T ZThDIPsec K ¥ —TED L9 A [EFT DIz 701d, SHOW IPSEC POLICY 27 > F (97
~N—7) ® COUNTERS * 73 3  CHERTE 9,
SHOW IPSEC POLICY=vpn COUNTERS .|

W IPsec SA Ot » ¥ —1&, SHOW IPSEC SA 2~ > F (104 *—) @ COUNTERS #+ 7 3 ~
TR TEE7,
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SHOW IPSEC SA
SHOW IPSEC SA=2
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—fFav> R

DISABLEIPSEC . . . . . . . 54
ENABLEIPSEC . . . . . . 59
PURGEIPSEC . . . . . 73
RESET IPSEC COUNTER . . . . . . . e e 74
RESET IPSEC SA COUNTER . . . . . . . . e 76
SETIPSEC UDPPORT . . . . . . . e e 84
SHOW IPSEC . . . . . e 89
SHOW IPSEC COUNTERS . . . . . . . e e 92
SHOW IPSEC SA . . . . . 104

IPsec K)o —

CREATEIPSEC POLICY . . . . . o ottt e e e e e e e e e e e e e 40
DESTROY IPSECPOLICY . . . . . o e e e e e e e 51
DISABLE IPSEC POLICY DEBUG . . . . . . .. o ittt e e e 55
ENABLEIPSECPOLICY DEBUG . . . . . . . oottt e e e e 60
RESET IPSEC POLICY COUNTER . . . . . . ... e 75
SETIPSEC POLICY . . . . . o ot i e e e e e e e e e e e e e e 79
SHOW IPSEC POLICY . . . . . . ot e e e e e e e e e e e e 97
SA AXy Y
CREATE IPSEC SASPECIFICATION . . . . . . . e e e e e e 44
DESTROY IPSEC SASPECIFICATION . . . . . . . .. e e e 52
SET IPSEC SASPECIFICATION . . . . . . . e e e e e e e e 82
SHOW IPSEC SASPECIFICATION . . . . . . . . e e e e e e e 111

SANY RILANYy Y

CREATE IPSEC BUNDLESPECIFICATION . . . . . . . .. e 38
DESTROY IPSEC BUNDLESPECIFICATION . . . . . . .. ... i 50
SET IPSEC BUNDLESPECIFICATION . . . . . . . . . e e 78
SHOW IPSEC BUNDLESPECIFICATION . . . . . . . . . .ttt 90
ISAKMP
CREATE ISAKMP POLICY . . . . . . e e e e 46
DESTROY ISAKMP POLICY . . . . . . e e e e e e e e 53
DISABLEISAKMP . . . . . e 57
DISABLE ISAKMP DEBUG . . . . . . . e e e e e e e 58
ENABLEISAKMP . . . . . 63
ENABLE ISAKMP DEBUG . . . . . . e e e e e e e e 65
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RESET ISAKMP COUNTER . . . . . . ... e 77

SETISAKMP POLICY . . . . . . e e e 85
SHOW ISAKMP . . . . . . 114
SHOW ISAKMP COUNTERS . . . . . .. ... 116
SHOW ISAKMP EXCHANGE . . . . . .. ... 118
SHOW ISAKMP POLICY . . . . . . . e e 122
SHOW ISAKMP SA . . . . . . 125
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CREATE IPSEC BUNDLESPECIFICATION

CREATE IPSEC BUNDLESPECIFICATION

HF T —:1IPsec /SA /XY RIVAXRY 7

CREATE IPSEC BUNDLESPECIFICATION=bspec-id KEYMANAGEMENT:{ISAKMP|MAN'UAL}
STRING="bundle-string" [EXPIRYKBYTES=1..2000000000]
[EXPIRYSECONDS=300..31449600]

bspec-id: SA /N> FIV A~y 7 %5 (0~255)
bundle-string: SA Ay 7 $gE L TH] (1~100 LT SA ARy 735 (0~255) #+k/SL—%— (AND. OR. 7
¥) TRY - THERZD0)

FER

SANY FIVARY 7 #VEHT 5o

SANY FNVANXY 7%, IPsec ETHHT S SA ARy 7 (7B b2V OMAELEZIRET LD
Do ZNZED, BB FT7 4 v 7IZI3EEEAL (ESP) L4GE (AH) %ML, BIO M T 7 4 v 7 ICI3EAE
(IPComp) & HKsifl (ESP) &M ¥ 5 &\ o 72 AT REIC 22 b

ING A —&—

BUNDLESPECIFICATION SA /N> FILAXy 7 F5

KEYMANAGEMENT #%&# 53\, SA N> FVOEK % T8 T1T9 20 MANUAL=T-FH# &) |
ISAKMP/IKE ® 4 T3 X —3 3 Y2 &> THBIWIZAT ) 2 ISAKMP=HEEH) 21ET 5o

STRING /3> PV ZEHEKT A SA ARy 7 Dfflaa b, SA A~y 735 % AND, OR, 7 < TI[X
Yo TRtk %, FHBEHOLAIE, K3 MHDSA Ay 7% AND T > THRET 5. % SA
Ay 713, ZhEnG o Psec 71 b 2)b (ESP, AH, IPComp) TZ < Tldiab%\w, 7282
X SA A~y 7 [1] (IPComp) & [3] (ESP) »57%% SA vy Fvid [1AND 3] @ X9 I8
Tho ZOWE, 37 v MIx LT IPComp. ESP DJHIZILEA O NS, HEEEHOY AL, SA
ARy 7 DA GO E N X)) THREBEMIRE T S 5o EEIZE DNy FVEERAEHH S d
iE, ISAKMP/IKE DA T T— 3 3 YIZE o TikE S, SAAXy 7 [1] & [2] %5 [1 AND
2/, (1) 2 2] o&EB56p0H%S [TOR2], [1] & [2] 2%~ < (1] & [3] %58 s
5, [1TAND2,1AND3]| ® X ) 2tk 3%, [AND] 3BHT 2570 FavzigEd b0 TEN
ENDFER 70 P AN THRLETEIZRS 2\, [OR] E7 VT ) AL DFERFZRT SO THL 71
FanTial{TE%ELRV, $72, [AND] I2&5% 70 b 2 Vo#HIER L, #% [PComp. ESP.
AH DJEE § 5, [PComp (33T  TdA b v,

EXPIRYKBYTES /3> PV SA OFFHIR (Kbyte), #ET— 5 B I CTIRELICEIGET S L. %
BSANY FIVIEHATYZ—FENb, KEYMANAGEMENT 785 X —% —|Z ISAKMP % 55 L
el ERTAER). T 7 4V MIEHIR,

EXPIRYSECONDS /3> FIVN SA OFMPIR (7)o /3> PRSI 2 2 THRE L7228l § 5 &
U SANY FVIEFAT Y- F &b, KEYMANAGEMENT /85 X — % —|Z ISAKMP % $&55¢
L7z& &2 %). 77 4 v ML 28800 > (8 KFH) o
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CREATE IPSEC BUNDLESPECIFICATION

1
WFEEE A DO SANY FVARYy 7 [1] 2T 5, SA ARy 7% 11] & [2] 2T %,

CREATE IPSEC BUNDLE=1 KEYMAN=MANUAL STRING="1 AND 2"
WASREEBEHO SANY PV ARy 7 [2] ZEKT %o SA ARy 7 OfAG DRI, 3 ODOHMEIRE

j_;ﬁ)o

CREATE IPSEC BUNDLE=2 KEYMAN=ISAKMP STR="1 OR 2 AND 4, 1 OR 2, 3 AND 4"

% - TBER

IPsec ¥ A121%, BET—F OB FALEEHTALEZIT ) TRTON—F — IR 5 K- FE YT - 1+
MR — NE$EETLLEDND L,

BEIVYR

DESTROY IPSEC BUNDLESPECIFICATION (50 ~<—3)
SET IPSEC BUNDLESPECIFICATION (78 ~<—3)
SHOW IPSEC BUNDLESPECIFICATION (90 ~<—%)

IPsec CentreCOM AR740 v > K77 L>226 | 39
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CREATE IPSEC POLICY

CREATE IPSEC POLICY

HF 31— :IPsec / IPsec K ¥ —

CREATE IPSEC POLICY=policy INTERFACE=interface ACTION={DENY|IPSEC]
PERMIT} [KEYMANAGEMENT={ISAKMP|MANUAL}] [BUNDLESPECIFICATION=bspec-id]
[PEERADDRESS={ipadd|ANY|DYNAMIC}] [LADDRESS={ANY|ipadd [-ipadd]}]
[LMASK=ipadd] [LNAME={ANY|system-name}] [LPORT={ANY|port}]
[RADDRESS={ANY|ipadd [- ipadd]}] [RMASK=ipadd] [RNAME={ANY|system-name}]
[RPORT={ANY|port}] [TRANSPORTPROTOCOL={ANY|ESP|GRE|ICMP|OSPF|RSVP|TCP
UDP|protocol}] [DFBIT={SET|COPY|CLEAR}] [GROUP={0|1|2}]
[IPROUTETEMPLATE=template] [ISAKMPPOLICY=isakmp-policy]
[SRCINTERFACE=interface] [UDPHEARTBEAT={TRUE|FALSE}] [UDPPORT=port]
[UDPTUNNEL={TRUE|FALSE}] [USEPFSKEY={TRUE|FALSE}] [POSITION=pos]

policy: IPsec XY ¥ —4% (1~23 30F)

interface: IP 1 » % —7 = — A% (ethO. ppp0 % &)

bspec-id: SA /N> Flv A~y 7 %5 (0~255)

ipadd: 1P 7 FL A /234y Fv A

system-name: » A7 L% (1~120 XF, ZHEEUHERY 7V + — P THD)

port: TCP/UDP & — %5 (0~65535)

protocol: IP 7' b 2 )L 75 (0~255)

template: V— b7 > 7L — b (1~31 LFo KLT/ALTERBIL %)

isakmp-policy: ISAKMP K1) ¥ —% (1~24 7, ZA%GUGHERT TV + — F THE)
pos: R ¥ — ) — L OfrE (1~50)

FEa

IPsec R ¥ —%#EHT %,

IPsec R =13, IP7 FL A -IP 70 ha)b - K= h 2 &L o TREBI SN 87 v Mizxt L, ED X9
L (IPsec M. i, HE) 2T 042 ET 52O 7 4 Ly —L—,

IPsec K1) ¥ =3P A ¥ ¥ —72— AT LICHEH SN, EEE 7212 POSITION /85 £ — % — CigE L 72
EHE CHMRBEEND A V=T 2= RAXFLTIDOTOR) V=2l T 4 &, R T—JAMDEKRREIZT
NTOT v P &FFE (DENY) §5BBOR) 2 —AWER SN 5 DO THEEISLE,

IPsec KV 3 —DHEENTNEA V¥ =T 2 — AT Y NS E3THH., UM vy —7x— AT
E SN TV A IPsec K1) ¥ — 25 POSITION FHF5 OFWVIHICHRZRE 4L, @i~y FL7zR1) ¥ —TIRES
NTWBHLHE (ACTION) »FEfT8N b,

ING A —&—

POLICY IPsec K ¥ —%

INTERFACE ZOKRY) v—%@#H$54 =72 =A%, IPsec K1) =&, fgEL72A > 9 —7 =—
AMSNTry FEERTALEE, A4V =T 2= ATy b2ZE L SICUHEEINS, &
HIEWANJIOAL 7 —T7 2 =A% f/ET S

CentreCOM AR740 O~ > R 77L>X26 IPsec
613-000215 Rev.C



CREATE IPSEC POLICY

ACTION A1) ¥ —0%fF (LADDRESS.LMASK, LNAME, LPORT,RADDRESS.RMASK.RNAME,
RPORT.TRANSPORTPROTOCOL) |Z# & L7278 v MIxhd 2B 4455 $ 5, IPSEC(BUNDELSPECIFICATION
INT A= & —THRE L2 SA NV RV & > TS %), PERMIT (IPsec % b 7 il D /37
NMLEEZ4T ), DENY (%7 v D EBEFET 5) 5 5@ $ 5, IPSEC %55 L 285413, % IPsec
#=ED P 7 FL A (PEERADDRESS). SA /N> KL 2~y 7 (BUNDLESPECIFICATION) . #
5. (KEYMANAGEMENT) bi8Ed 52 &

KEYMANAGEMENT SA /N> FOERBEO@ER XA 1§E T %, T8 (MANUAL) . F&) (ISAKMP)
75 3## ¥ 5, BUNDLESPECIFICATION /85 # — % — THRE L7z SA Ny KL ARy 7 LA L)
XEHET S L, ACTION 2 IPSEC % ¥55E L2 & D AER) (0 D07H)

BUNDLESPECIFICATION SA /N> FUEKIRIZH VA SA NV FIVARY 7 %§ET b, SA/NY K
JViZ, IPsec THATAEF 2 T4 —7OFINRT LI ALDEREVDEFEDIZLEL D,
A%F A —4% —1%, ACTION |2 IPSEC %355 L 725 & DA ER (h2WH) s %P, SANY FILA
Ry 7 OEER )T, Aa< Y FO KEYMANAGEMENT /85 X — % — & —FH L TWwh I &

PEERADDRESS xf[f] IPsec #{&ED IP 7 KL A, MF-DIP 7 F L ADRANELDBIIZZLT 25413
DYNAMIC %238 T 5, $72. BEOREEIP 7 FL ADOMFLEFT 254613 ANY 28¢5,
DYNAMIC & ANY i3, KEYMANAGEMENT (2 ISAKMP % 5% L 72858 D A A %)

LADDRESS /37 v FEIFSTA—F— (EL 277 —) D12, )y —O@EHRERLNTr Y D
O—ANVHIIP 7 FLA%IEET 5o LMASK LHAGHLETH 74y b2IRELLD, N TV T
T RLVAOHBMAIRET AL TE D, BRI ANY (7X70)

LMASK +tL27%—®12, LADDRESS |2x}§ 2% v b~ A7 {58 T 5o AWML 255.255.255.255

LNAME L 7%—D12, U=W VAT AT LAE/ET So ANTA—F—3AT FLADPARED L
EIHRETHLDOT, ISAKMP ®»7 = — X 21D & L CHEEEICEE S b, BAIEEHT ANY (F
/\‘“()

LPORT Ll 7% —®12, 0—A VIR — b5, AERFIZ ANY (3X70)

RADDRESS tL 27 %—=012, FY ¥ —O@HGEE LS/ v o) E— MIIP 7 FL 2, RMASK
LHIALGDETH TRy FEIEELZD. N 7Y TT FLADHPZIEET AL O TE L, A
ik ANY (97)70C)

RMASK +L 2% —»12, RADDRESS I2x§ 5% * v b~ 27, AWEHEE 255.255.255.255

RNAME L7 4%—D12, VE—-MIVATLAAEIRET bo KNT A —F —IIXMEEDT FL A
HARED L X ZHETH LD T, HIFDISAKMP @7 = — X 21D #48ET 5, AT ANY (§
/\‘“()

RPORT 127 %—012, JE—MIF— M5, WKL ANY (§7T)

TRANSPORTPROTOCOL +L 2% —D12, Ky =@ LAy O IP 70 ha L ¥
A 7o ALL, TCP, UDP 7% L DE#HFE AL FFHI N IP 70 b 2V FS TIRET 5o AT ANY (F
/\‘“()

DFBIT + >4 E— FSAIZBWT, S IP ~v ¥~ DF (Don’t Fragment) Y v MZX 0D X ) %fH
RRET A0 EIEET b COPY 2 L7k, WP~y ¥ —DDF ¥y bOfEE 20 F
¥ %o SET Z48%€ L HAd, #I2E Y b2 4 12T H, CLEAR %48 L72Ha1E, WicEy b
RFTIT Do A F—% v N EIZIERRD MTU 2824 v b7 — 27 RAEL TWA 728, DF ¥ v
RO TWENT Y MET T 7 A Y MATIZ L VSN D RENED S 5 720, #7% 13 CLEAR %
fBET 5, AL CLEAR

GROUP IKE 7 = — X2 (Quick €— F) T Diffie-Hellman $#2¢#2 25 ] % Oakley 2 )V — 7, PFS
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CREATE IPSEC POLICY

(Perfect Forward Secrecy) % A#%hiZ LT\ 554 (USEPFSKEY /¥ #* — 4% —1Z TRUE #48% L
729E) DAER, ARV —T 1

IPROUTETEMPLATE IPV— 7 7L — M4, 2D IPsec K1) ¥ —I2H:DWT IPsec SA 23ERL & 1L
L XICHBEHSTOIRBEI Y M) 0T v L= NERET b BESNIBEOWHT KL A
i3, IPsecSA DYV E—MUIP 7 FV A/ A7 &b, AKo¥T XA —4% —1%, ACTION 7° IPSEC T,
PEERADDRESS 7% ANY 72 DYNAMIC ® & & D AER), AL L

ISAKMPPOLICY ISAKMP K1) ¥ —%, ACTION (2 IPSEC #f5% L7285 DA AR, HEEIEET 54
FUI WA, 6 L PEER %32 ISAKMP K1) ¥ =P HEEAAET A L X212, 2D IPsec K ¥ —T/ff
M9 % ISAKMP KV ¥ — 2 BRIICHRE L 720G A1 9

SRCINTERFACE [IPsec X7 v FDIGH A ¥ 7 —T = — A, KNT XA =¥ —%4g%E L72¥4H . IPsec /¥
Ty bOIBET FVAICZZITHRELEA VI =T 2 —ADT FUAMMER SN 5, AR, /3
Ty beBERTAA Y =T 21— ADT FLAMEHEI NS, A % —7 = — Z% Unnumbered
DG BNT A= =Tl 7 FLAZBIRIICHRET 5 &£ Lw

UDPHEARTBEAT UDP "— tE— 23509 5, UDP"— bt —HtiE, UDP b 1) ¥ 7
(ESP over UDP) ffiHFFIZ v ¥ 3 Y IEHAS NAT B 0L T — 7V b2 TLE) T &<
AREGOMARRE, TRUE Z48% L7263, &1 [Psec W — % —® UDP K — F 2746 %1 T2 30
BERECTHN— = STy bEREET L, 2Oy Mty Ta VHFZ02EBE LTS
O, ZE L THEN R IZ Tb N v, ZIEEEIE FALSE

UDPPORT UDP + > 41U ¥ 7 (ESPover UDP) /87 v F®3%EH UDP K — b, 77 4 )V M3 2746 &

UDPTUNNEL UDP k> # » 2 (ESPover UDP) %flifl§ %% &9 », TRUE % 485% L7261,
IPsec (ESP) /3% v k% UDP T% 7ML L THIAV— & —® 2746 %A — b (UDPPORT /%5
A= —THEEUE) WTICHERBT S, ZNITLD, [Psec ZEMIC NAT #2505 5 L 9 % EBEET
b IPsec #fiHCT& %, 7272L. AHIZEH T & 7%, AWK X FALSE

USEPFSKEY PFS (Perfect Forward Secrecy) DA% - %)), PFS &1, & % # O3 D8 O 5 0
FEPDITHoBWE ) R EEE ). PFS #AMIZT % &, IPsec SA #D AR - B IC Diffie-
Hellman 7V T XA &2 BFETT L L)% 5, AL (KEYMANAGEMENT=ISAKMP)
DL EDHAR). AL FALSE

POSITION IPsec KV ¥ —1 A MRIZBIFLARRY ¥ —DOfiiE, BIEEFIZY) X NORBREIENS NS,
R Y= A ML, #HA % —7x—A (INTERFACE) ZrIZHBIERS NG

1

W192.168.10.0/24 - 192.168.20.0/24 [Ei®> /3% v M2 IPsec Z#H T 5 K1) T — ernJ VRS 5o XTI
IPsec V—% —D 7@ — NV IP 7 LAk 2222, IPsec WELOHZIE SA NV PV ARy 7 [1] TIRE
LTw3,

CREATE IPSEC POLICY=vpn INT=pppO ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=2.2.2.2

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0 RAD=192.168.20.0
RMA=255.255.255.0

W7 FLARED VPN 7747 >~ a6 LANfl A v M7 —2 (192.168.10.0/24) ~® VPN #fit & %

CentreCOM AR740 O~ > R 77L>X26 IPsec
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CREATE IPSEC POLICY

FANBEEY ¥ — [vl] 2ET 2. 2547~ Foikilld, HEIG#:->TL A 72—X2ID (ZZTlk
[userl]) 12X >THFIH,

CREATE IPSEC POLICY=vl INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC
SET IPSEC POLICY=vl LAD=192.168.10.0 LMA=255.255.255.0 RNAME=userl

W [Psec R ¥ —ICY v F L2728 v M a$_XTHEL CEGHE) S84 [Psec K ¥ — [inet]
VR %o FREDH A b Lid IPsec THEE L, ZOMOH A b LT TEE L2WHEIR, REOKRY
V=L LT IIRTHT] OR) =2 HETALEDNDHL (RAD % EOFUERE L Ao [§
T OFERIZE ),

CREATE IPSEC POLICY=inet INT=ppp0 ACTION=PERMIT

% - TBER

IPsec 9 5 121F, WET— ¥ OB HILEETLEIT) TRTCDOV—F — |5 K- FFEEKS - &
Wi — R BT HLLENRD 5,

ESP over UDP % f#i 9 #5471, 54243 % ISAKMP KV o — T NAT-Traversal (NAT-T) % #EI27%ET 5
& (F7 40 MR . NAT-T OFR) - #xh1X, CREATE ISAKMP POLICY 2~ ~ F, SET ISAKMP
POLICY a2~ > F®O NATTRAVERSAL /89 A — % —TIRET %,

BEIVYR

ADD IP ROUTE TEMPLATE ([TP] @ 184 ~—7)
DESTROY IPSEC POLICY (51 ~<—7)
DISABLE IPSEC POLICY DEBUG (55 ~<— %)
ENABLE IPSEC POLICY DEBUG (60 ~<—%)
SET IPSEC POLICY (79 ~—73)

SHOW IPSEC POLICY (97 <—7)

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
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CREATE IPSEC SASPECIFICATION

CREATE IPSEC SASPECIFICATION

HF 31— :1IPsec / SA ARy 7

CREATE IPSEC SASPECIFICATION=saspec-id KEYMANAGEMENT={ISAKMP|MANUAL}
PROTOCOL={AH|COMP|ESP} [MODE={TRANSPORT|TUNNEL}] [COMPALG=LZS]
[ENCALG={DES|3DESOUTER|NULL}] [ENCKEY=key-id] [HASHALG={MD5|NULL|SHA}]
[HASHKEY=key-id] [INSPI=spi] [OUTSPI=spi] [ANTIREPLAYENABLED={TRUE
FALSE}] [REPLAYWINDOWSIZE={32|64|128|256}]

saspec-id: SA A~ v 7 5 (0~255)
key-id: #7775 (0~65535)
spi: SPIE (0~4294967295, 7272 L, 0~255 I3l § N & T W)

FER

SA ARy 7 EIERT b,

SA A~y 7 & IPsec BEDALALR (%7 v MIEH T 20H) 2E#T 5D T, SADHEE—F (br 4
Vo T rAKR—= b)) @#EMK (T, A8, L/ 7o banv (Beft - fEEE/ESP. #iF/AH., T
fii /TPComp) . ffifi 7 )b =) X2 (DES, MD5, SHA 7% &), SPI (FE#EDHE) B EDINT A — 5 —
TEET 5o

INGA—&—

SASPECIFICATION SA Ay 7 %5

KEYMANAGEMENT @& . Fa#%E (MANUAL) »HE#%E (ISAKMP) 7 55#IR$ %,

PROTOCOL [IPsec 71 k)b, ESP (Kafb&325E) . AH (REGE). COMP (IPComp JEAfi) 25 R
T2, flADSA ANy 7 TIE12OLD7H I VEIRETE R WD, EEIC [Psec BIEDHE X AT
)L EIE, SAARY VOHMAEDLEE [SANY FVARYy 7| & LTRET S

MODE SA ®O#{E€— F, TUNNEL (bt > #)LE—F) & TRANSPORT (k5 ¥ AH—FE—F) 2
»Hbo BT TUNNEL

COMPALG [EfF7 VT R L, ZRFIE LZS DA 725, PROTOCOL 12 COMP % #85E L 72 & & 13078

ENCALG H#i=51t7 Vv a1 X4, PROTOCOL |2 ESP #8%E L 7238 OWLEINT A — % —, @% X DES
(56 ¥v ~ DES) #*3DESOUTER (168 ¥ » b 3DES) # #5594 %, NULL (NULL #51L7 v =
) A L) &, BSP OREGEMEESZ T 2o n e SR TNy S ET) & EIZHEET 5. ENCALG &
HASHALG Offi /712 NULL #48%E$AZ L3 TE 2 W

ENCKEY K58 % 5, PROTOCOL iZ ESP # {55 L. KEYMANAGEMENT (2 MANUAL # g% L
B OBER) (DOUIH)

HASHALG * vt —VREEH Oy ¥ 27 )T X2, PROTOCOL |2 AH 7 ESP % g% L 72346 D
WX T A —% —, NULL % ESP OB 5L EE72 1T % v, FRAEEBE 2 b 2 VI & IC8E T %,
ENCALG & HASHALG @7l /512 NULL ##55E 945 Z L1 TE AW

HASHKEY FiF$#% 5o PROTOCOL 12 AH 2 ESP ##&% L. KEYMANAGEMENT (2 MANUAL

CentreCOM AR740 O~ > R 77L>X26 IPsec
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CREATE IPSEC SASPECIFICATION

IRELIZGEICORAER) (hOWHE)

INSPI W& 7 74 v 27 ®SPI (Security Parameter Index) i, PROTOCOL |2 AH #* ESP % &3
L. KEYMANAGEMENT |2 MANUAL % 8% L 723565 12D AL EE

OUTSPI #4al&E +5 7 4 v 7@ SPI (Security Parameter Index) ff, PROTOCOL |2 AH #* ESP % 4§
iE L. KEYMANAGEMENT 12 MANUAL Z4585% L 72 & I D HAL B

ANTIREPLAYENABLED ) 7'L 1 [ lbBRED A %) - #5%), PROTOCOL 12 COMP % $57E L7236, B
KO, FEIEEEEA M A 13RS, 77 4V b FALSE

REPLAYWINDOWSIZE V) 7V Ak 1 ¥ FoH A4 Xy 77 40 M 3287 v+, PROTOCOL (2
COMP %igE L726A. B LU, KEYMANAGEMENT (2 MANUAL %85 L 72355 13 5%)

1

WTEREHO SA 22y 7 [1] 2T 5, 2D SA TlE, b Y F3ILE— N ESP 2L A5 L %3

A7)0 Wig 7 VT X 4I2IE DES (%5 (1)) &, REE7 VT X 4I2IESHA (%5 [2]) ZHw,
SPI I & 1000, A4 &A51001 &9 %,

CREATE IPSEC SASPEC=1 KEYMAN=MANUAL PROT=ESP ENCALG=DES ENCKEY=1
HASHALG=SHA HASHKEY=2 INSPI=1000 OUTSPI=1001

WEBREHO SA A<y 7 [2] 2T 5, 2D SA TlE, b Y FILE— N ESP 2L BHE51L L 73

AT o B b7 V) AAICIEDES %, ANy a7 VT A AICIESHA WA, K5 - #53
#t & SPI L. ISAKMP/IKE ® 4 T3 T —3 3 Y2k o> THBMWICEIT A 7-0E L 5w

CREATE IPSEC SASPEC=2 KEYMAN=ISAKMP PROT=ESP ENCALG=DES HASHALG=SHA
WESP O 73y 7 %479 7280, EBIZII 7247 H % v NULL B 5 (L7 )V T XA 2 i %

CREATE IPSEC SASPEC=3 KEYMAN=ISAKMP PROT=ESP ENCALG=NULL HASHALG=SHA

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON—F — IR 5 K- FE RS - 1+
MR — NE$EETLLEDND L,

BEIYR

DESTROY IPSEC SASPECIFICATION (52 ~<—%)
SET IPSEC SASPECIFICATION (82 ~<X—7%)
SHOW IPSEC SASPECIFICATION (111 ~<—%7)

IPsec CentreCOM AR740 v > K77 L>226 |45
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CREATE ISAKMP POLICY

CREATE ISAKMP POLICY

A7 Y — : IPsec / ISAKMP

CREATE ISAKMP POLICY=policy PEER={ipadd|ANY} [AUTHTYPE={PRESHARED|
RSASIG}] [DHEXPONENTLENGTH=160..1023] [ENCALG={DES|3DESOUTER}]
[EXPIRYKBYTES=1..1000] [EXPIRYSECONDS=600..31449600] [GROUP={0|1|2}]
[HASHALG={SHA|MD5}] [HEARTBEATMODE={BOTH|NONE|RECEIVE|SEND}]
[HYBRIDXAUTH={ON|OFF|TRUE|FALSE}] [KEY=0..65535] [LOCALID={ipadd)|
domain-name|luserdomainname|dist-name}] [LOCALRSAKEY=0..65535]
[MODE={MAIN|AGGRESSIVE}] [MSGRETRYLIMIT=0..1024] [MSGTIMEOUT=1..86400]
[NATTRAVERSAL={ON|OFF|TRUE|FALSE}] [PHASE2XCHGLIMIT={NONE|I..1024}]
[POLICYFILENAME=filename] [PRENEGOTIATE={ON|OFF|TRUE|FALSE}]
[REMOTEID={ipadd|domain-name|luserdomainname|dist-name}] [SENDDELETES={ON|
OFF|TRUE|FALSE}] [SENDNOTIFY={ON|OFF|TRUE|FALSE}] [SENDIDALWAYS={ON|OFF|
TRUE|FALSE}] [SETCOMMITBIT={ON|OFF|TRUE|FALSE}] [SRCINTERFACE=interface]
[XAUTH={CLIENT|SERVER|NONE}] [XAUTHNAME=usernamel]
[XAUTHPASSWORD=password] [XAUTHTYPE={GENERIC|RADIUS}]

policy: ISAKMP 1) & —%; (1~24 37)

ipadd: IP 7 F L A

domain-name: K * A > %

userdomainname: L—F —%4fH & N 2 4 v % (user@foo.barxxx D)
dist-name: X.500 #3% (DN) (“cn=myname,o=myorg,c=jp” DI
filename: 7 7 4 V% LAk T 1d.scp)

interface: IP 1 » % —7 = — A% (ethO. ppp0 % &)

username: L—¥ —% (1~64 F)

password: /XA — F (1~64 7. KIXF/ILFEKNT5)

FER

ISAKMP Y ¥ — 283 %,

ISAKMP £V ¥ —7Tlt. ISAKMP 2 v t— IO T (ISAKMP ¥'7) R L0270 T XL 7%
&, ISAKMP/IKE [CB 4 5 & FERE/ ST A —F — 2 EFHT D,

ISAKMP Tid#a@# (£ I x—2 a3 Y ZRad 5M) LISEEDXHDD %

ING A —&—

POLICY ISAKMP &1 ¥ —%

PEER ISAKMP ®#fEMT (ISAKMP E7) OIP 7 FLAZIRET 5, IP 7 FL A %4858 L 725413,
WHEE, IWEEDELLMIZL RN ) D, —F. ANY (EOMTEASL THEREZIIAND) &iE
L72R) = TRLTIREEM (2 ANEH) %5,

AUTHTYPE ISAKMP ¥ 7 ®#¥iF /i, PRESHARED (FH#fdA#) . RSASIG (RSA 7 ¥ VEL)
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CREATE ISAKMP POLICY

L#ERT B, 77+ )V bl PRESHARED,

DHEXPONENTLENGTH Diffie-Hellman #5#7 L ) X A2 BWT, &4 FE D BB 08 (ga
modp IZBI1T% a) DES (Ev Mo HEARSWVIEZEAER L 2HOLZEMDET 55, #OZRIZ
R 23200 % &£ 9 127% %5, Oakley 7V —70, 1. 2WFNOGEbR/MEIZ 160 €Y by 77 4
MEDF L 160 ¥y bo iKRMEIF N —TICLoTERY, ZV—701E511 Y b, 7 V—71
3767 €y b, FV—72131023 € b,

ENCALG ISAKMP * vt — Y OlEGALT VT XL, 77 4 )V bt DES,

EXPIRYKBYTES ISAKMP SA O F#HIR (Kbyte) . #f57 — & mAaE®IZE T 5 & ISAKMP SA
EHEATYI—-FEND, 774 )V MENONE (FEHR),

EXPIRYSECONDS ISAKMP SA O FHIR (7). SA VEif%, EERM A FE#E§ 2 &, ISAKMP SA
BHEATYI—FEND, T7 40 Mid 86400 (24 IR,

GROUP #7125 Diffie-Hellman (Oakley) 7' )V — 7% 48E 35, 7V —70 (512 € v b
MODP), ZV—71 (768 £ v F MODP), Z)V—72 (1024 ¥ v s MODP) 25 &#R$ 5%, 7
TANV MRV —T 1,

HASHALG ISAKMP # v t—YOFEGEHNY 27V T) Xk, 77 4 Mid SHA,

HEARTBEATMODE ISAKMP /\— b ¥ — k2 H$ %720 & 9 H ISAKMP N— FE— MiE, V—% —
HOMEMEMZ 72 & ZI2H W SATERATRS WV X ) 12T A2 ARG OME KR, i e or
PEid 7 SEND 2455 L7285 61d, 20 BHET/HN— b — b X v &=V 2 %E7 %5, RECEIVE
ERELZHER N =M Ay b= VORELZTEIT) . ZEMIE, 3 EERL T/HN— FE—
FNEZETE Lo GG RBEVP AR R 720D LHE LT, AL —5 —LOMIZES N
SA & _THIMRYT 5, BOTH 2f5€ L7z L SI3REE L ZEOM A %179, NONE i3/n—FE— |
Ay =T MHLENWI EERT, 77+ )V Fid NONE,

HYBRIDXAUTH /1 7Y v FEIOPHERLGE (XAUTH) % $ %72 & 9 2. AUTHTYPE |2 RSASIG
IRE LG EIZOBER. 77 4 v b id OFF,

KEY ISAKMP ¥ 7 OFFEICH W2 #OF G ZIEET 5. FaiAE (PRESHARED) oW aI3£ Y
74k GENERAL # (W/H) %=, 7Y% VES (RSASIG) HRDY;4 13 ISAKMP E 7 RSA
N IGET 5o EIEDOYA L, ISAKMP £ v & — Y CHTFOABEEHEZ ZR L, CAGEH
Frflio TROIELELHEET 5,

LOCALID ISAKMP 7 = —X 1BV T, MFIZHEET S ID A u— FONE (B0 IDFEHR) zfd
%, IP7 FLA (61:172.16.10.5), FA A ¥4 (Bl . barmydomainnet), Z—H—%ff & Fx 4
> % (il joger@parmydomain.net), X.500 ik5l% (1 . “ecn=joge,o=ournet,c=jp”) @ 4 LA
fHT& %, 774 bTlE, ISAKMP X7 v bOIEHE T FLADSID & LCffibhis, 72, #iF
FRREIC T Y 7 VEA (RSASIG) HZfiio T b 8413, SET SYSTEM DISTINGUISHEDNAME
A NTRELIY AT LM% (DN) SN2, 20T 2= =13, BLIZAZDIP T
N L ADBRERGEH) o

LOCALRSAKEY H7%r® RSA f#H#EZIRET 5o MFRELICT Y ¥ VEH (RSASIG) Kzl ) %G
DWGEINTG A— % —, 7272, ENABLE ISAKMP 2~ > F®O LOCALRSAKEY /87 X — % — T
74V MEEREL TV AL EREWITRR. TOWE. 774V MNEPEDN L,

MODE ISAKMP 7 = — X 1 CTffill 9 4% IKE ZZHE — Vo ID [EHAMR#E S b MAIN £ — F & ID 1§5#k
ARG S v AGGRESSIVE £ — F93d% %, MIFREGEICHATILA# (PRESHARED) Jal% fiiv:,
LB»rO, KONV —4% =0T FLABPAELYE&1E. LOCALID/REMOTEID CTIP 7 N L A LA
D ID %45% L. AGGRESSIVE £ — F&ffi) LENFH %, ZNLIOSE 3T MAIN £ — F &l

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
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CREATE ISAKMP POLICY

Jo 774 MEMAIN E— F,

MSGRETRYLIMIT ISAKMP % vt — Y O %R, 77+ )V ME5

MSGTIMEOUT ISAKMP % vt —2 % %F5 L 25 1 HOFHZEZAT) £ TORELREM, 2 [ HIED
FRFLRMIE NI DRSS, 774V M3 20R

NATTRAVERSAL IPsec NAT-Traversal (NAT-T) #3559 2o 77 4V & FALSE

PHASE2XCHGLIMIT Z®:KY ¥ —|ZHED W THET. & 1172 ISAKMP SA ECTf79) 2 & DT &% IKE
72— R 25RO AR 77 4V MiE NONE (#lFR7% L),

POLICYFILENAME AT-VPN Client I2%5 ¥ 2) 74 —FK) =T 7 A VOZATEZIRET o Ak
Rex i3 %1213, ENABLE ISAKMP 2~ » F® POLICYSERVERENABLED /85 X — % —|Z
TRUE % % E T 5 LU H 5, 7Eflid AT-VPN Client O~ = 2 7V &2 &M,

PRENEGOTIATE ) — % —il2#iF (IEA (21X ENABLE ISAKMP 2~ > FOFEATI) 12 IKE O % T3
L= a3 vEfFoTBLA LI DEIRET S, 77 4V Mid FALSE,

REMOTEID ISAKMP 7 = — X 1IZBW T MF2H2TA 2 L 2 ifF 34 ID )M 10— FONE (HFD
ID 15#) #gEd %, [P 7 FL A (B1:172.16.10.5). KX A >4 (Bl :barmydomain.net), L——
& N AL % (B joger@bar.mydomain.net), X.500 @&l % (£ : “cn=joge,0o=ournet,c=jp”)
DAFRKDPHENTE Lo 774V b Tl MF 52T 72 ISAKMP * v £ — VO IP 7 F L
A% IDMEE LTHIfFS 20 2ONRT A==, BUIMTV—F—DIP 7 FL ADPAE LG EIC
9o

SENDDELETES SA O#lkx% #$ % Delete XA 0 — F&%E T 55 L) % TRUE %7213 ON %7
L7210 — A VT SA TEHASHIFE SN2 A 10324 SA 25 3R AR THh W I L 2 HF L —

=BT S, MUK D, MR SAIC N T T4 v D INENE T ERIETE L, T 4
)V & FALSE,

SENDNOTIFY IKE D A7 —% XA LT —FH %z @S 5 Notify "4 0 — F2 R ET 509 0. 7
7 # )V b FALSE,

SENDIDALWAYS ISAKMPSA O 4 T3 L—2 3 VIFIZHEIZID XA O — N2 kEBETH20E) e 7
7 # )V b FALSE,

SETCOMMITBIT ISAKMPSA ® T3 T —3 3 YERIZISAKMP v % —® Commit ¥ v M &4 ~ I
57 E ) % TRUE £7213 ON Z487%E L7235 613, SATELOfEEA v £ — T 2217 iA T, SA

IFTTA v IBREEIN LN EPRIES NS, 77 4 )b M & FALSE,

SRCINTERFACE ISAKMP X vt — DUk A 5 — 72— R, 8ELIA ¥ ¥ —7 2 —AHER) % 1P
T RVADRRESN TR E1R, 20T FLAHNISAKMP X v =Y OMBmT FL AL LTfED
N5b,

XAUTH [SAKMP 7 = — X 1 # T#IZHERZEGE (XAUTH) 23 220089 200 AT 2545139 —
N— RBEES 2. 7747 N @EEEZT M) bbbl f‘éybxéra*b*a“é SERVER &7
Bfid, ISAKMP Y7 12xF L€ XAUTH OREGEZE R % % 5, CLIENT 8% . ISAKMP ¥ 7 205
® XAUTH REGEZ SR % BIfE 4 %5, NONE i3 XAUTH &b 7% v, 77 + )L Md NONE,

XAUTHNAME XAUTH#EHFOL—F—%, 7747 ¥ MIDPIRET %,

XAUTHPASSWORD XAUTH ffHEED/SZA T — R, 7547 » MIDPIEET %0

XAUTHTYPE XAUTH I OFEFES o GENERAL (L—H —FFE7 — % X—A) F 7213 RADIUS
OIS 5, 77 4V MiE GENERIC,
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CREATE ISAKMP POLICY

1

W5 SO ISAKMP R ¥ — 2§ %, [xauth| 13§ _XTDOXAUTH 2—%—% £4°% 9 K1) ¥ —, [dynl]
[dyn2] &7 FLVAARED userl, user2 7*5 Dz F AND72HD K1) ¥ — (Aggressive £— N T
FQDN & ID 2 f), [fix1] [fix2| (&7 FLAEZEOMF 2 SHHE ST ANL 720D KR ¥ — (Main
E-FTTF74 L EOIP 7 FLAEADID 2HH) o

CREATE ISAKMP POLICY=xauth PEER=ANY KEY=0 XAUTH=SERVER SENDN=TRUE
SETC=TRUE

CREATE ISAKMP POLICY=dynl PEER=ANY KEY=1 MODE=AGGR SENDN=TRUE
REMOTEID=userl

CREATE ISAKMP POLICY=dyn2 PEER=ANY KEY=2 MODE=AGGR SENDN=TRUE
REMOTEID=user2

CREATE ISAKMP POLICY=fixl PEER=1.1.1.1 KEY=11] SENDN=TRUE

CREATE ISAKMP POLICY=fix2 PEER=2.2.2.2 KEY=12 SENDN=TRUE

% - TBER

IPsec # i3 %121k, BET— 7 OB F L L HZLEZIT ) TRXTON—F — 5K — FE 21305 - 1E
Wi — R BT LULENRD 5,

[PRENEGOTIATE=TRUE| #%#{8% 3 413, ENABLE ISAKMP 2~ » FAFETENL L EIZ, §T
IZISAKMP R & —DEFR SN T L TR S5, BRNIZIEZ ENABLE ISAKMP 2~ >~ F X D ajic
CREATE ISAKMP POLICY 2~ ¥ FOSET SN TELE SR\, €7 74 V% EDIT 2~ F&ETHR
ET2LITFEETLHIL,

BEIYR

DESTROY ISAKMP POLICY (53 ~<—3)
SET ISAKMP POLICY (85 ~<—3)
SHOW ISAKMP POLICY (122 ~<—7%)

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
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DESTROY IPSEC BUNDLESPECIFICATION

DESTROY IPSEC BUNDLESPECIFICATION

BT T — 1 IPsec /SAINY FIVARY 7

DESTROY IPSEC BUNDLESPECIFICATION=bspec-id

bspec-id: SA /N> Flv A~y 7 %5 (0~255)

FEa

SANY FIVARY 7 2HIBT 5,
ING A —&—
BUNDLESPECIFICATION SA /N> KL A~y 7 %5

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON —F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEI~> K

CREATE IPSEC BUNDLESPECIFICATION (38 ~<—3)
SET IPSEC BUNDLESPECIFICATION (78 ~<—3)
SHOW IPSEC BUNDLESPECIFICATION (90 ~<—%)
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DESTROQY IPSEC POLICY

DESTROY IPSEC POLICY

HF 31— :IPsec / IPsec K ¥ —

DESTROY IPSEC POLICY=policy [SABUNDLE=bundle-id]

policy: IPsec FV ¥ —% (1~23 3C'7)
bundle-id: SA /N> F V&5 (0~65535)

BER

IPsec K ¥ —, F720%, fRERY) ¥ —IZEDWTER SN2 SANY FIVEHIERT %,
IPsec KV ¥ —=Z2DbDEHIBRELGEE, FHR) =127 774 772 SANY FUb §_THIR S
N5b,

ING A —&—
POLICY IPsec KV ¥ —%

SABUNDLE SA /N FV &5 (SHOW IPSEC POLICY 2~ » F® SABUNDLE # 73 3 > CHEFET
&%)

% - TBER

IPsec ¥ A121%, BET— 7 OB AL L EHFALEZIT ) TRTON—F — IR 5 K- FE RS - 1+
MR — N2 AT LLEND D,

BEI~> K

CREATE IPSEC POLICY (40 <*—7%)
DISABLE IPSEC POLICY DEBUG (55 <—7%)
ENABLE IPSEC POLICY DEBUG (60 ~<—7%)
SET IPSEC POLICY (79 ~<—7%)

SHOW IPSEC POLICY (97 ~<—7%)

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
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DESTROQOY IPSEC SASPECIFICATION

DESTROY IPSEC SASPECIFICATION

HF 31— :1IPsec / SA ARy 7

DESTROY IPSEC SASPECIFICATION=saspec-id

saspec-id: SA A% 7 % (0~255)

FEa

SA Ay 7 ZHIERT 5,
ING A —&—
SASPECIFICATION SA Ay 7 &5

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON —F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEI~> K

CREATE IPSEC SASPECIFICATION (44 ~—7%)
SET IPSEC SASPECIFICATION (82 ~<X—7%)
SHOW IPSEC SASPECIFICATION (111 ~<—%7)
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DESTROY ISAKMP POLICY

DESTROY ISAKMP POLICY

A7 Y — : IPsec / ISAKMP

DESTROY ISAKMP POLICY=policy

policy: ISAKMP 1) ¥ —%; (1~24 37)

FEa

ISAKMP &Y ¥ — % HIlB3 %,
ING A —&—

POLICY ISAKMP KV ¥ —%;

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON —F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,
BEI~> K

CREATE ISAKMP POLICY (46 ~<—2)
SHOW ISAKMP POLICY (122 <_—7%)
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DISABLE IPSEC

DISABLE IPSEC

HFI)—IPsec/ —fka~F

DISABLE IPSEC

FEa

IPsec £ 2 — V& IERNICT 5,
T 7T A TR SANY FIVITTRTHIBRENS, IPsec R ¥ —IdHIBR S e wv,

% - TBER

IPsec ¥ A 121%, BET— 7 OB AL L EHTALEZIT ) TRTON—F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEI~> K

DISABLE IPSEC POLICY DEBUG (55 ~<—7%)
DISABLE ISAKMP (57 ~—%)

ENABLE IPSEC (59 ~<—7%)

ENABLE IPSEC POLICY DEBUG (60 ~<—7%)
ENABLE ISAKMP (63 ~—%)

PURGE IPSEC (73 ~<—7%)

SHOW IPSEC (89 ~<—7)
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DISABLE IPSEC POLICY DEBUG

DISABLE IPSEC POLICY DEBUG

HF 31— :IPsec / IPsec K ¥ —

DISABLE IPSEC POLICY={policy|ALL} DEBUG={ALL|FILTER|PACKET|TRACE}
[DIRECTION={ALL|IN|OUT}] [DISPLAY={ALL|BUFFERHEADER|DATA|IPHEADER}]
[RESULT={ALL|FAIL|PASS}] [SELECTOR={ALL|LADDRESS|LNAME|LPORT|RADDRESS|
RNAME|RPORT|TRANSPORTPROTOCOL}] [WHERE={ALL|IPSEC|PROTOCOL}]

policy: IPsec FV ¥ —% (1~23 3C'7)

ER

IPsec K > —DF Ny 7+ 7 a vy WGt s,
INT A —Z—

POLICY IPsec K ¥ —%

DEBUG #ExhIZ$ A7 /3Ny 747 a v, FILTER RV ¥ =74 v —D7/3y 7)), PACKET (IPsec
X7y 7Ty 7)), TRACE (L —AF 3Ny 7). ALL (§X7TC) 7 53@EIRT 5,

DIRECTION 7Ny 747 a2 W3 b b7 74y 70mME, IN (HME), OUT (b &),
BOTH (BUJ51f1) %5 #4RT %,

DISPLAY /%7 v + 5%y 7 (DEBUG=PACKET) 12BWT, 787 v bDO—ERIZDOWTERRZIH L 72w
EEITHEET B ALL 23883 5 & X7 v FERDMTH N4 { %2 5, BUFFERHEADER, DATA,
IPHEADER &, ZNZENNy 77—~ v &= T—=F PNy ¥ —DOFRIETFTHENIT 5,

RESULT 7 1 V% —7/vv 7 (DEBUG=FILTER) 2BV T, FE/X7 v bOT Ny ZE | L7k &
WHRET b ALLZI8ET AL, 74NV T =T Ny FINTXCTEYGIZHR S, FAIL, PASS 2. #h
ENTANT—IIx v F LGahotXry b v FL7XT v bOT Ny F72F R EIZT 5,

SELECTOR 7 1 V% —75/3v 7 (DEBUG=FILTER) I2BWT, HE7 1 V¥ =& (L2 ¥ —) I
DWTREF TNy F2ERIZ LI E SITHRET 5,

WHERE /37 v h 73y 77 (DEBUG=PACKET) I2BWT, HFED 7T F 2 VILHEERIZOWTDOATIN Y
TR Lo E ZITRET S IPSEC 13 IPsec ALEEER, PROTOCOL 1345 IPsec 7’1 b TV DAL
HER, ALL 39 _XTx BT %,

% - TBER

IPsec ¥ A121%, BET— 7 O AL L EHTALEZIT ) TRTON—F — IR 5 K- FE YT - +
MR — N2 AT LLEND D,

BEIYR

ENABLE IPSEC POLICY DEBUG (60 ~<—7%)

IPsec CentreCOM AR740 a~v> K77 L>2X26 |55
613-000215 Rev.C



SHOW IPSEC POLICY (97 ~<—%)
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DISABLE ISAKMP

DISABLE ISAKMP

A7 Y — : IPsec / ISAKMP

DISABLE ISAKMP

FEa

ISAKMP €3 2 — VAT 5,
77 T4 7 7% ISAKMP SA 33X CHIEES L5,

% - TBER

IPsec ¥ A 121%, BET— 7 OB AL L EHTALEZIT ) TRTON—F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEI~Vv> K

DISABLE ISAKMP DEBUG (58 ~<— %)
ENABLE ISAKMP (63 ~—7%)
ENABLE ISAKMP DEBUG (65 ~<— )
SHOW ISAKMP (114 ~<—7%)
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DISABLE ISAKMP DEBUG

DISABLE ISAKMP DEBUG

A7 Y — : IPsec / ISAKMP

DISABLE ISAKMP DEBUG={ALL|DEFAULT|PACKET|PKT|PKTRAW|STATE|TRACE|
TRACEMORE}

FER

ISAKMP €3 22— VOF Ny 7+ T3 3 v %Wt 5,

ING A —&—

DEBUG %1245 73y 74 7+ 3 », STATE (ISAKMP OIKfE#ER 73 7). PACKET % 721
PKT (ISAKMP * vt — D 5/vy 7). PKTRAW (ISAKMP * v t—2 D 16445 >~ 7). TRACE

(ISAKMP + L —2773y 7)) TRACEMORE (ISAKMP 5144t 73> 7). DEFAULT (TRACE.
STATE. PACKET Z#8EL7z2D LML), ALL (9_T) »5:ERT 5,

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON—F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEIVYR

DISABLE ISAKMP (57 ~—%)
ENABLE ISAKMP (63 ~—%)
ENABLE ISAKMP DEBUG (65 ~<— )
SHOW ISAKMP (114 ~<—7)
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ENABLE IPSEC

ENABLE IPSEC

HFI)—IPsec/ —fka~F

ENABLE IPSEC

FEa

IPsec EY 2 —VEHRICT S,

% - TBER

IPsec ¥ A121E, BET— 7 OB FALEEHTLEZIT ) TRTON—F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEI~v> K

DISABLE IPSEC (54 ~—7%)

DISABLE IPSEC POLICY DEBUG (55 ~<—7%)
DISABLE ISAKMP (57 ~—%)

ENABLE IPSEC POLICY DEBUG (60 ~<—7%)
ENABLE ISAKMP (63 ~<—7%)

PURGE IPSEC (73 ~<—7%)

SHOW IPSEC (89 ~<—7)
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ENABLE IPSEC POLICY DEBUG

ENABLE IPSEC POLICY DEBUG

HF 31— :IPsec / IPsec K ¥ —

ENABLE IPSEC POLICY [=policy] DEBUG={ALL|FILTER|PACKET|TRACE}
[DIRECTION={ALL|IN|OUT}] [DISPLAY={ALL|BUFFERHEADER|DATA|IPHEADER}]
[RESULT={ALL|FAIL|PASS}] [SELECTOR={ALL|LADDRESS|LNAME|LPORT|RADDRESS|
RNAME|RPORT|TRANSPORTPROTOCOL}] [WHERE={ALL|IPSEC|PROTOCOL}]

policy: IPsec FV ¥ —% (1~23 3C'7)

ER

IPsec R > —DF Ny FF 7 a s BT 5,
INT A —Z—

POLICY IPsec K ¥ —%

DEBUG A#Zd 57Ny 74+ 7 3, FILTER (IPsec R ¥ —\2X A7y v 74 vy ) v 7 oltE
%3%7) . PACKET (IPsec /8% v M % 16345 > 7%m%). TRACE (IPsec LFED @A L —R),
ALL (FXT) »5H#IRT %,

DIRECTION 7Ny 7472 a2 BMITHET 74 v 70mME, IN (HME), OUT (b &),
BOTH (BUJ51f1) %5 #4RT %,

DISPLAY /%% v b7y 7 (DEBUG=PACKET) 2B\ T, /37 v bO—FRIZOWTEREAEMIZ L7
We XIRET S, ALL 38T 5 &, §XTOERDI A 2% %, BUFFERHEADER, DATA,
IPHEADER (X, Z1ENhNy 77—~ ¥ — F—=% PNy ¥ —DFRIEZTEHMNICT 5,

RESULT 7 4 V% —7/3y 27 (DEBUG=FILTER) IZBWT, ¥E/XT v hOT Ny ZFEHHZLIzwE
X/ ET S ALLZIRETHE, 74 NI =T Ny FRTXTHERII%: 5, FAIL, PASS i&, %
NENT AN =II v F LaholzNry by Xy F LTy FOT Ny 72T 2 BT %,

SELECTOR 7 1 V% —75 /3y 7 (DEBUG=FILTER) I2BWT, HE7 1 V¥ =& (L2 ¥—) I
DWTREF TNy Z2EPIZ LI E SITIRET 5,

WHERE /37 v h 73y 77 (DEBUG=PACKET) I2BWT, HFED 7T F 2 VLHEERIZOWTDOATIN Y
TEAII LIV E ZITRET S IPSEC 13 IPsec LEEER, PROTOCOL 1345 [Psec 7’1 b I )L DAL
HES, ALL 397 _XTx BT %,

AR - H - EEH

SecOff > ena ipsec policy=vpn debug=filter

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >
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ENABLE IPSEC POLICY DEBUG

IPSEC: filt: pass: laddr: pol vpn
pol 192.168.20.0:255.255.255.0, pkt 192.168.20.100

IPSEC: filt: pass: raddr: pol vpn
pol 192.168.1.0:255.255.255.0, pkt 192.168.1.2

IPSEC: filt: pass: laddr: sa 2
sa 192.168.20.0:255.255.255.0, pkt 192.168.20.100

IPSEC: filt: pass: raddr: sa 2
sa 192.168.1.0:255.255.255.0, pkt 192.168.1.2

SecOff > ena ipsec policy=vpn debug=packet

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 45000028eb1040002006d908c0a81464c0a80102
TCP: 0429005005b7e65c01faee4c5004000038560000
data:

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b7£00004032fa573£f0c42e£3d737527

ESP: 14f45fa300000b09:35d26e02458706623d9%9aa9%bf

data: 9fcdl8d0a34ffeecb8b0f574ddeaa820f8ba0db36cd7a9fc0254£f08215e2aa7ecdb34688
6193£17d39cc7£096276238bf262b668920b51c535d26e02458706623d9%9aad9bf

SecOff > ena ipsec policy=vpn debug=trace

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 4500002cf£81040002006cc04c0a81464c0a80102
TCP: 042c005005b9c354000000006002200013e60000
data: 020405b4

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b8000004032fa563£f0c42e£3d737527

ESP: 14f45fa300000b0a:303cd3682ca0d4724d415643

data: febdc7fc7a25cbb885eb346lcel3bcda’7bbf752aa3298a3b5efl1f3aae0d8b94aal9d769£5
95fc677£693c2bl0ecfel3abfeae75b52430aa46d303cd3682ca0d4724d415643

SecOff >
IPSEC vpn: 2: IN: pre processing:
IP: 450000605ae800003732£f3ee3d7375273£f0c42ef

ESP: 52d700££00000c8c:29109cc701lbee3a76460a2eb
data: 993a2918084608c51648755a8f6ebd12d68£806a169d4c243a04c0741d50a3ab52493dcd
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ENABLE IPSEC POLICY DEBUG

069dlecl7al7349b9%ec9f6c6bb739a39b576298129109cc701bee3a76460a2eb

IPSEC vpn: 2: IN: post processing:

IP: 4500002c5ae500003£068a30c0a80102c0a81464
TCP: 0050042cf254a5a005b9c355601204009b7b0000
data: 02040218

% - TBER

KAy NI, VTNV a—T 4 YRR E, NEEROWRISLEZEZRBE L2 0TI T,

FEZEE L B H 2512 SRR C 728 v

IPsec #fEH§ A 121%, BET— 7 OB FALEEHTLEZIT) TRTON—F — IR 5 K- FE YT - 1+

WiR— &35 T 2 0LEND %,

BEIVYR

DISABLE IPSEC POLICY DEBUG (55 ~<— %)
SHOW IPSEC POLICY (97 ~<—3)
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ENABLE ISAKMP

ENABLE ISAKMP

A7 Y — : IPsec / ISAKMP

ENABLE ISAKMP [LOCALRSAKEY=key-1id] [POLICYSERVERENABLED={TRUE\FALSE}]
[POLICYFILENAME=filename] [UDPPORT=port]

filename: 7 7 4 V% LAk T 1d.scp)
key-id: %% (0~65535)
port: UDP K — M %5 (1~65535)

ER

ISAKMP €3 2 — VA HHIT 5,
PRENEGOTIATE=TRUE ® ISAKMP RV ¥ =0 HFET AGEE, ARSI L L7z — A1 D4rT
VI—Ya yHHBENS,

ING A —&—

LOCALRSAKEY FH4%® RSA fl## %1827 5o ISAKMP O TREFEIZ T Y ¥ VES (RSASIG) S
ZloTw0AgGG, CCTRELIEDET 74V MEE LD

POLICYSERVERENABLED -t ¥ 21) 7 4 — &) ¥ == N—EEL AT 5089 o AHEEEIL
AT-VPN Client 75 ®%3kZxt L, POLICYFILENAME CigE L7z R ¥ — 774»%Lm¢é&
ik, FEMIE AT-VPN Client D<= 27 VEZBIROZ &,

POLICYFILENAME -t ¥ =) 7 1 =K1 ===t L TOHEREIZ, AT-VPN Client |23%53 % K
)Y =774 VD%H . ISKAMP K1) ¥ —® POLICYFILENAME /85 XA — % —T7 7 { V4 % 1§
ELTWAIGAEIE, 250 2MEEMITHE NS,

UDPPORT ISAKMP % v +— Y D%EZFIZMHT % UDP K— ko, 77+ )b b id 500,

% - TBER

PRENEGOTIATE=TRUE @ ISAKMP K1) ¥ —%% b 5565, i 7 7 4 WV (*.cfg) #1Ci1d ENABLE ISAKMP
a< v FOF[IZ CREATE ISAKMP POLICY 27~ F»K L Lk H12956Z &, Witz %5 &, ENABLE
ISAKMP 2 < ¥ RO ISAKMP Bl 2~ > Fick b L) icdiud kv,

IPsec # ¥ 2 121E, WET— 5 OB S L HBALEAT) T_XCOIV— ¥ — |ZBF 5 R — FF 7213855 - JE
fiAR— F2HEETLLENRD 5,

BEIYR

DISABLE ISAKMP (57 ~—%)
DISABLE ISAKMP DEBUG (58 ~<— %)
ENABLE ISAKMP DEBUG (65 ~<— )
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SHOW ISAKMP (114 ~<—7%)
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ENABLE ISAKMP DEBUG

ENABLE ISAKMP DEBUG

A7 Y — : IPsec / ISAKMP

ENABLE ISAKMP DEBUG={ALL|DEFAULT|PACKET|PKT|PKTRAW|STATE|TRACE
TRACEMORE}

FER

ISAKMP E3 2= VDOFNy F+X T a v wHIT 5,

ING A —&—

DEBUG HA#Zd 57 /3Ny 747 a3, STATE (ISAKMP OIKEER & #R) . PACKET % 7213 PKT
(ISAKMP * v =3 % 73— FLT#/R), PKTRAW (ISAKMP # v+t —Y % 16 #%5 » 7 TH

/R). TRACE (ISAKMP DiL#Efe % ~ L —Z), TRACEMORE (ISAKMP D RLEL#FE 2 & 1) Z:5
2 b L—2Z), DEFAULT (TRACE. STATE. PACKET Z#5& L7zD L[F L), ALL (§XT) 25
IR %o

AN - H - EEH

SecOff > enable isakmp debug=packet

SecOff > ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:0000000000000000
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ISAKMP (1) #Trans: 1 SPI:

Transform#: 1

Transform Id .................. IKE (1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... SHA (2)
Authentication Method.......... PRESHARED (1)
Group Description.............. 768 (1)

Group Type. .... ... MODP

Expiry SecondS................. 86400

SecOff > ISAKMP Rx Message
Cookie’s: £7£11£139bcf2de0:599d82efe4a01228
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)

DOI: IPSEC(0) Situation: 00000001

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
613-000215 Rev.C

65



ENABLE ISAKMP DEBUG

Proposal#: 1 Protocol: ISAKMP (1) #Trans:
Transform#: 1
Transform Id .................. IKE (1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... SHA (2)

Group Description.............. 768 (1)
Group Type. ..... .. MODP
Expiry SecondS................. 86400
ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:599d82efe4a01228
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 152
Payload #: 0 Length: 100 Type: Key Exchange
2d df 75 56 ed ee 00 6b 11 a6 e0 47 08 b3 77
34 £f5 58 ea b7 a3 bl 0b 32 df 7d 22 85 ae ce
52 7a c4 fb 74 18 26 d7 13 ad 1b 97 83 fc 81
86 3a ce 01 fe f6 50 43 c7 dd 4c f6 78 ce 2a
ee 4e cb d6 fd 78 94 c6 al 9e 4f 15 bl de6 21
Payload #: 1 Length: 24 Type: Nonce (NONCE)
06 b3 a8 ce 3e 3a 04 d6 d8 16 7b 47 08 50 c9

SecOff > ISAKMP Rx Message
Cookie’s: £7£11£139bcf2de0:599d82efe4a01228
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 152
Payload #: 0 Length: 100 Type: Key Exchange
bb 81 9f f£5 5c 89 4f 41 39 a8 92 74 1lc 4b 2f
42 45 da 93 78 0Oc 48 81 2a 71 ba 1b 85 cf 9a
8e 05 c3 fe ca be 2f 95 c0 3c fa cf c5 1d 2b
86 79 ad fa c0 1f 3b 0d 87 e0 0Oc 7d 92 f4 f7
dée fc d4 b9 05 ae c3 35 f1 27 78 b6 le 88 98
Payload #: 1 Length: 24 Type: Nonce (NONCE)
65 ab 76 dl1 57 db 46 36 d8 e3 e0 38 0f 2d di
ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:599d82efe4a01228
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 94

Type: FQDN ProtocolId: 0 Port: 0
Value: client
Payload #: 1 Length: 24 Type: Hash (HASH)

Payload #: 2 Length: 28 Type: Notification
e4 a0 12 28
SecOff > ISAKMP Rx Message (decrypted)
Cookie’s: £7£11£139bcf2de0:599d82efe4a01228

Xchg Type: IDPROT(2) Ver: 10 Flags: 01
MessageID: 00000000 Total Length: 92
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Payload #: 0 Length: 14 Type: Identification

1

SPI:

Authentication Method.......... PRESHARED (1)

(KE)

al
21
ea
al
ff

34

53
5d
1b
e6

9d

(KE)

27
Sc
28
as3
8a

d1

(N)

8b
ed
87
f8

c3

(ID)

19
80
7¢c
af

3f

6d
96
71
Oa

5a

68
di
a2
£8

51

97
2d
21
fc

ds

7f
30
33
93

82

35
e6
75
5f

db

19 96 21 3d 14 4f f1 3f 16 bd 3a ca 2c 8c c3 7c 03 e8 52 f2

00 00 00 01 01 10 60 02 £7 £f1 1f 13 9b cf 2d e0 59 9d 82 ef
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Payload #: 0 Length: 12 Type: Identification (ID)
Type: IPV4 ADDR ProtocolId: 0 Port: 0
Value: 1.1.1.1
Payload #: 1 Length: 24 Type: Hash (HASH)
79 33 1f c¢5 75 4b 8b 83 0f e9 bf b7 35 81 40 77 4c 34 3d 9a
Payload #: 2 Length: 28 Type: Notification (N)
00 00 00 01 01 10 60 02 f£7 f£f1 1f 13 9b cf 2d e0 59 9d 82 ef
e4 a0 12 28
ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:599d82efe4a01228
Xchg Type: QUICK(32) Ver: 10 Flags: 00
MessageID: 7736489b Total Length: 148
Payload #: 0 Length: 24 Type: Hash (HASH)
aa 05 0b be 05 fb 74 2e 93 34 53 d8 fb 39 e0 le a5 8f 20 42
Payload #: 1 Length: 40 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ESP(3) #Trans: 1 SPI: 3f£854d43
Transform#: 1
Transform Id .................. DES (2)
Group Description ............. MODP768 (1)
Encapsulation Mode ............ TUNNEL (1)
Authentication Algorithm ...... SHA (2)
Payload #: 2 Length: 24 Type: Nonce (NONCE)
b6 6b 17 23 de6 f4 04 9d 60 9d a9 84 b9 29 99 d6 5c 05 79 e9
Payload #: 3 Length: 16 Type: Identification (ID)
Type: IPV4 ADDR SUBNET ProtocolId: 0 Port: 0
Value: 192.168.20.0:255.255.255.0
Payload #: 4 Length: 16 Type: Identification (ID)
Type: IPV4 ADDR SUBNET ProtocolId: 0 Port: 0
Value: 192.168.1.0:255.255.255.0
SecOff > ISAKMP Rx Message (decrypted)
Cookie’s: £7£11£139bcf2de0:599d82efe4a01228
Xchg Type: QUICK(32) Ver: 10 Flags: 01
MessageID: 7736489b Total Length: 148
Payload #: 0 Length: 24 Type: Hash (HASH)
71 d5 87 4e 5c ec 75 fd 1f fc 0O0c 91 27 a0 70 79 5c¢ 17 9c £f7
Payload #: 1 Length: 40 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ESP(3) #Trans: 1 SPI: 58dfddas
Transform#: 1
Transform Id .................. DES (2)
Group Description ............. MODP768 (1)
Encapsulation Mode ............ TUNNEL (1)
Authentication Algorithm ...... SHA (2)
Payload #: 2 Length: 24 Type: Nonce (NONCE)
e2 bc 6f 0b 49 00 55 70 d2 0d £5 99 fe cc 95 af f9 4b 16 4c
Payload #: 3 Length: 16 Type: Identification (ID)
Type: IPV4 ADDR SUBNET ProtocolId: 0 Port: 0
Value: 192.168.20.0:255.255.255.0
Payload #: 4 Length: 16 Type: Identification (ID)

ENABLE ISAKMP DEBUG
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ENABLE ISAKMP DEBUG

Type: IPV4 ADDR SUBNET ProtocolId: 0 Port: 0
Value: 192.168.1.0:255.255.255.0
ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:599d82efe4a01228
Xchg Type: QUICK(32) Ver: 10 Flags: 00
MessageID: 7736489b Total Length: 52
Payload #: 0 Length: 24 Type: Hash (HASH)

79 2f 7b ec f£1 02 d7 0d 49 47 cc 04 ce 7b 95 d4 03 47 da 21

SecOff > enable isakmp debug=state

Info (182057): ISAKMP Debugging has been enabled.

SecOff > ISAKMP MAIN exchange 11: New State: IDLE

ISAKMP MAIN exchange 11: New State: SASENT

SecOff > ISAKMP MAIN exchange 11: New State: SARECV

ISAKMP MAIN exchange 11: New State: KESENT

SecOff > ISAKMP MAIN exchange 11: New State: KERECV

ISAKMP MAIN exchange 11: New State: AUTHSENT

SecOff > ISAKMP MAIN exchange 11: New State: AUTHRECV

ISAKMP MAIN exchange 11: New State: UP

ISAKMP QUICK exchange 12: New State: SENDING HASH SA NONCE

SecOff >
ISAKMP QUICK exchange 12: New State: RECEIVING MESSAGE

ISAKMP QUICK exchange 12: New State: SENDING HASH
ISAKMP QUICK exchange 12: New State: DONE

SecOff > enable isakmp debug=trace

Info (182057): ISAKMP Debugging has

been enabled.

SecOff > sh pISAKMP:
ISAKMP MAIN: INIT: xc
ISAKMP CORE: Aquire:
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acquire - Create Phase 1 Exchange
hg 13: Started with peer 1.1.1.1

equivalent acquire request in progress

V77L2>X26
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SecOff > ISAKMP MAIN:

34c9729

ISAKMP MAIN:
ISAKMP MAIN:
ISAKMP MAIN:
ISAKMP MAIN:
ISAKMP MAIN:
ISAKMP MAIN:

SecOff > ISAKMP InfoProcess: xchg 13: Rx Notification Message - DOI

ISAKMP MAIN:

ISAKMP CORE: Exchange 13 done

ISAKMP QUICK:
ISAKMP QUICK:
ISAKMP QUICK:
ISAKMP QUICK:
ISAKMP QUICK:

ISAKMP QI 14:

SecOff > ISAKMP QUICK:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:
INIT:

ISAKMP QUICK:
ISAKMP QUICK:
ISAKMP QUICK:
ISAKMP QUICK:
ISAKMP QUICK:
ISAKMP QUICK:
ISAKMP QUICK:

INIT:
INIT:
INIT:
INIT:
INIT:
INIT:

xchg
xchg
xchg
xchg
xchg
xchg

INIT:

13:
13:
13:
13:
13:
13:

INIT: xchg 13:

INIT:
INIT:
INIT:
INIT:
INIT:

HASH1 :

xchg 14: Started with peer 1.1.1.1
xchg 14: COOKIE I 1=8 v=b8230e5ecac021l2c
xchg 14: COOKIE R 1=8 v=af3b896d8blb2b76
xchg 14: MessageID=57339a70
xchg 14: IV 1=8 v=a73675e6799%eefl5
ID Payload Created

INIT: xchg 14: rx msg 1l: start
xchg 14: rx msg 1: prop policy done
xchg 14: rx msg 1: TRAN 0,1 attributes good
xchg 14: rx msg 1: TRAN 0,1 match
xchg 14: rx msg 1: prop 0 match
xchg 14: rx msg 1: All proposals matched: (lpn 1)
xchg 14: rx msg 1l: payloads good:
xchg 14: rx msg 1: good

done

ISAKMP CORE: Exchange 14

SecOff > enable isakmp debug=tracemore

Info (182057)

SecOff > ISAKMP

ISAKMP: acquire

ISAKMP: acquire

SecOff > ISAKMP

2a6e5d
ISAKMP MAIN:

59465ee024e0bb130c77f468ad275cbbc62314bd0184a5£0ad9£170894ab56£666510df2bb7946cf
07167605fbaf4634ba8b6ebc7378cle06c5e9ad5000£ffefc8d27904facla9131b29b09%e

ISAKMP MAIN:

Obfc9ee9ad4abb63bfd58£97d3c73320882e33984a4146fad%e29f3e0d17262567f7fe612dfea2b?
7662808a3ef3e868£0482e73££550e96a39f33ebc9c4a929080529536aa569bb19a8£08

ISAKMP MAIN:

IPsec

: ISAKMP Debugging has been enabled.

MAIN:

MAIN:

INIT: xchg 15: Started with peer 1.1.1.1

- Queue the acquire struct

- Queue the acquire struct

INIT: xchg 15: x 1=20 v=dee78c5e6d57a2b091e805d48b5cf4d7b6

INIT: xchg 15:

INIT: xchg 15:

INIT: xchg 15:

ENABLE ISAKMP DEBUG

xchg 13: Ni 1=20 v=baa95ac53c8b47ale6cff9a81£fd3dfo8bf

Nr 1=20 v=ed3b6400668c47c8361£853e998ff0b4d20a24d5
COOKIE I 1=8 v=b8230e5ecac02l2c

COOKIE R 1=8 v=af3b896d8blb2b76

Key 1=8 v=686£f6765686£6765

EncKey 1=8 v=f20facb52abb3e08

IV 1=8 v=bdf0e35f5bb0459f

RemoteID=IPv4:1.1.1.1

g°x 1=96 v=fa431d749ddb3ebada8ef569f9da7960464a8ff7f

gy 1=96 v=4bafa551598eb94183a7fdbe7deec732404b6330b

g°xy 1=96 v=8c8al03el564abad8868b40fc7d5bcab2a6a79950
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ENABLE ISAKMP DEBUG

405d296d9523d061bfd866dala2ef286aac69939e6f1516fc5620ee2751420b88a64£f86de0041875
feb0ed62a0328a1e2fd7d90e01b42d0c3d315ece5d0167811b3d77dea899b8378edb2all

ISAKMP MAIN: INIT: xchg 15: Ni 1=20 v=8eleade9adda0c95289025ad0b322520£7c00a93
ISAKMP MAIN: INIT: xchg 15: Nr 1=20 v=16e83cf248d4c890bee7ef266cfb82788d83557a
ISAKMP MAIN: INIT: xchg 15: COOKIE I 1=8 v=c7fb026ba87dc835

ISAKMP MAIN: INIT: xchg 15: COOKIE R 1=8 v=649adcdb744a7018

ISAKMP MAIN: INIT: xchg 15: Key 1=8 v=686£f6765686£6765

ISAKMP MAIN: INIT: xchg 15: SKEYID 1=20 v=073f3d19abde74d9a3ab8584c99dc084c97929
e9

ISAKMP MAIN: INIT: xchg 15: SKEYID d 1=20 v=dbdaf57885e0e76e580cf4e696c9c07312c9
3569

ISAKMP MAIN: INIT: xchg 15: SKEYID a 1=20 v=6e6525f£8853e3239c374c9e0b604956e420
84eb

ISAKMP MAIN: INIT: xchg 15: SKEYID e 1=20 v=5483967a2001308d33adb5ff26a6all0efd4s8
6c21

ISAKMP MAIN: INIT: xchg 15: EncKey 1=8 v=5483967a2001308d

ISAKMP MAIN: INIT: xchg 15: IV 1=8 v=a05ded8713462c0c

ISAKMP MAIN: INIT: xchg 15: Hi 1=20 v=3d202c887fb67a69bb5e8851606a5£9d7184faf7

SecOff > ISAKMP MAIN: INIT: xchg 15: RemoteID=IPv4:61.115.117.39
ISAKMP MAIN: INIT: xchg 15: Hr 1=20 v=77c2972f612e22418e867a30dbdbeda4c729edb6
ISAKMP DOI: IPSEC: Exchange IDs from selectors:

IDi: type IPV4 _ADDR_SUBNET
protocol Id 0
port 0
data c0a81400f£f££££00
IDr: type IPV4 _ADDR_SUBNET
protocol Id 0
port 0
data c0a80100f£f££££00

ISAKMP DOI: IPSEC: Aquire Info -> Local Policy
number of proposals 1
proposal 0: # 1, protId 3, #transforms 1
transform 0: # 1, id 2, sas 1
expiry: b 0-4294967295, s 0-28800
gr 1, mode 1, auth 2
ISAKMP QUICK: INIT: xchg 16: Started with peer 1.1.1.1
ISAKMP DOI: IPSEC: Exchange IDs not default:

initiatorAddress 63.12.66.122
IDi: type IPV4 _ADDR_SUBNET
protocol Id 0
port 0
data c0a81400f£f££££00
responderAddress 1.1.1.1
IDr: type IPV4 _ADDR_SUBNET
protocol Id 0
port 0
data c0a80100f£f££££00

ISAKMP QI 16: HASH1: 008390d4 100
204ebb1d0a00002800000001000000010000001c01030401157652£200000010
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ENABLE ISAKMP DEBUG

01020000800400018005000205000018099f36cc5dfa4c00c3c97a5£00ad334 £
7eae9c070500001004000000c0a81400££££££000000001004000000c0a80100
f£££££00

ISAKMP QI 16: HASH1: result f21b2f7aa43130b98db2e8al3eccc6921855d10dd

SecOff > ISAKMP QUICK: INIT: xchg 16: rx msg 1l: start
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg

prop policy done

TRAN 0,1 attributes good

TRAN 0,1 match

prop 0 match

All proposals matched: (lpn 1)
payloads good:

[ i =

good

ISAKMP QI 16: HASH2: 009c58d4 120
204ebb1d099f36cc5dfa4c00c3c97a5£00ad334£7eae9c070a00002800000001
000000010000001c01030401227095¢c800000010010200008004000180050002
05000018a095527£8c5274284d602fbc4f865fc1ae4490ea0500001004000000
c0a81400£f£f££££000000001004000000c0a80100££££££00

ISAKMP QI 16: HASH2: result 52016de80l2eeSec2a74f60e6d571bcae625b8fe

ISAKMP QI 16: HASH INK1l: 009e40d4 45
03157652f£f2099f36cc5dfad4c00c3c97a5f00adl334f7eae9c07a095527£8¢c5274
284d602fbc4af865fclaed490ea

ISAKMP QI 16: HASH INK1l: result 95e9b959fle819bcl2e896bf227eb78al1l84f8c6a

ISAKMP QI 16: HASH OUTK1l: 009e40d4 45
03227095¢c8099f36cc5dfad4c00c3c97a5f00adl334f7eae9c07a095527£8¢c5274
284d602fbc4af865fclaed490ea

ISAKMP QI 16: HASH OUTK1l: result 8303f4ba30e24deldac0b835bl11046fbb5£f0£85f

ISAKMP QI 16: HASH INK2: 009e40c0 65
95e9b959f1e819bcl2e896bf227eb78a184£8c6a03157652£2099f36cc5dfa4c
00c3c97a5f00ad334f7eae9c07a095527£8c5274284d602fbc4f865fclae4490

ea

ISAKMP QI 16: HASH INKl: result 95e9b959fle819bcl2e896bf227eb78al184f8c6a
ISAKMP QI 16: HASH OUTK1: 009e40c0 65
8303f4ba30e24deldac0b835b11046fbb5£0£85£03227095c8099f36cc5dfa4c
00c3c97a5f00ad334f7eae9c07a095527£8c5274284d602fbc4f865fclae4490

ea

ISAKMP QI 16: HASH OUTK2: result 52112530c1000cc247cdea99096badl3fl9e25c9

ISAKMP QI 16: HASH3: 0080b0d4 45
00204ebb1d099f36cc5dfa4c00c3c97a5£00ad334f7eae9c07a095527£8c5274
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ENABLE ISAKMP DEBUG

284d602fbc4af865fclaed490ea

ISAKMP QI 16: HASH3: result 14014fdS9c3a2749b6c65a0b42f0c558aede913d2

% - TBER

RKa<wr Fid, PITNYa—T 1 YTl Y, NEEROEREPLERGEZBELZbDTTOT, &
FERNZES U TR BB 2 12 T C 728 v

IPsec # i3 %121k, WBET— & OB L L HZLEZIT ) TRXTON—F — 5K — FE 21305 - 1E
Wi — R BT HLULEDNRD 5,

BEIVYR

DISABLE ISAKMP (57 ~=—73)
DISABLE ISAKMP DEBUG (58 ~<— )
ENABLE ISAKMP (63 ~x—3)
SHOW ISAKMP (114 ~<—73)
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PURGE IPSEC

PURGE IPSEC

HFI)—IPsec/ —fka~F

PURGE IPSEC

FEa

IPsec D% EE#HE TXTHIRT %,

% - TBER

FTUHALAE)—LIZH S IPsec EOREN TR CEHIREINDL 20, EHFOI AT LTRIAvYY FE
FEATHLE I THICERETSHI L,

IPsec # i3 %121k, BET— 7 OB F L L HZLEZIT ) TRXTON—F — 5K — FE 21305 - 1E
MiR— NE2EETL2UEND L,

BEI~Vv> K

DESTROY IPSEC POLICY (51 *—7%)
DISABLE IPSEC (54 ~—7%)

ENABLE IPSEC (59 ~<—7%)

SHOW IPSEC (89 ~<—7)
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RESET IPSEC COUNTER

RESET IPSEC COUNTER

HFI)—IPsec/ —fka~F

RESET IPSEC COUNTER [={AH|ALG|COMP|ESP|MAIN|SAD|SETUP|SPD}]

FEa

IPsec BEDETH T v ¥ —% 27U T ¥ 5,
INT A —Z—

COUNTER 7 V7§ 5075 —0OhTT) —%48ET 5, BB L ALL 2482 L 72545133 C
DHT Y E =) T ENDL, ZOMA T TY —121&, AH (AH 70 b 2)VILEER) . ALG (B354 -
FEFET OV T) X L RLEEES) . COMP (IPComp 71k ZVALEEER) . ESP (ESP 71 b 2 )V ALHEET) |
MAIN (IPsec # 1 > 71 b 2 )VILEER) . SAD (SA 7— % ~X—2Z), SETUP (SA DS LHIER) .
SPD (kF 274 —K)I—=F—=FRX=R) Db, H7 IV —dh XYY THEEIRE T HE,

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON—F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEI~> K

SHOW IPSEC COUNTERS (92 ~<—7)
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RESET IPSEC POLICY COUNTER

RESET IPSEC POLICY COUNTER

HF 31— :IPsec / IPsec K ¥ —

RESET IPSEC POLICY=policy COUNTER

policy: IPsec FV ¥ —% (1~23 3C'7)

FEa

e L7z IPsec R ¥ — Dt i 7 v 5 —% 7)) 75 5,
INT A —Z—

POLICY [IPsec RV ¥ —%;

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON —F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEI~Vv> K

SHOW IPSEC POLICY (97 ~<—%)
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RESET IPSEC SA COUNTER

RESET IPSEC SA COUNTER

HFI)—IPsec/ —fka~F

RESET IPSEC SA=sa-id COUNTER

sa-id: SA #F5 (0~65535)

FEa

BELLZSADKE I v —% 27 ) TT 5,
SA O»—& |3 SHOW IPSECSA 2~ NCHATEX %,

INGA—&—

SA SAFE

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON—F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEI~Vv> K

SHOW IPSEC SA (104 ~—7%)
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RESET ISAKMP COUNTER

RESET ISAKMP COUNTER

A7 Y — : IPsec / ISAKMP

RESET ISAKMP COUNTER [={GENERAL|MAIN|QUICK|SAD|SPD|XDB|IPSEC|INFO|
AGGRESSIVE|NETWORK|TRANSACTION}]

FER

ISAKMP €Y 2= VO#at A7 v % =% 2 ) 7§ %,
ING A —&—

COUNTER 7 V7S50 —0OhT7T) —%2EET b, AFEEIITRTOIT =7 )73
bo BT I =121k, GENERAL (—#%{&#H) . MAIN (Main € — FZZ#), QUICK (Quick E— F
2542) . SAD (ISAKMP SA 7— % X—2), SPD (ISAKMP ¥ 21 7 1 =K1 ¥ —=F =8 RX—2),
XDB (ISAKMP i7" — % X— Z), IPSEC (ISAKMP & IPsec DA » ¥ —T = —AN T V5 —),
INFO (Informational Z&#t). AGGRESSIVE (Aggressive E— Fzgifi) ., NETWORK (ISAKMP
A=Y D3%%ZE), TRANSACTION (Transaction Z8#t) 75% %

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON—F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEIYR

SHOW ISAKMP COUNTERS (116 ~<—%)
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SET IPSEC BUNDLESPECIFICATION

SET IPSEC BUNDLESPECIFICATION

HF T —:1IPsec /SA /XY RIVAXRY 7

SET IPSEC BUNDLESPECIFICATION=bspec-id [EXPIRYKBYTES=1..2000000000]
[EXPIRYSECONDS=300..31449600]

bspec-id: SA /N> FIv A~y 7 %5 (0~255)

ER

SA/NY FIVARY 7 DFRENT A= —%EHT b,
INGA—&—

BUNDLESPECIFICATION SA /XY FIVARYy 7 %K

EXPIRYKBYTES /3> PV SA OFFHIR (Kbyte), #ET - B I CTIRELICEIGET S L. ¥
MSANY FVIFEATYZ— FEN5, KEYMANAGEMENT /85 2 — % —|Z ISAKMP % 5% L
T ERTER. 77 4V NI,

EXPIRYSECONDS /N> FIVNSA OFIIIR (7)o /N> FIVIERTAZ 2 CHag LR F 8T 5 & |
M SANY FIVIEE AT L— FE3Nb, KEYMANAGEMENT 787 2 — % — (2 ISAKMP % 18%
L7z 200 ER)., 774V I 28800 F (8 i),

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON—F — IR 5 K- FE RS - 1+
MR — N2 AT LLEND D,

BEIYR

CREATE IPSEC BUNDLESPECIFICATION (38 ~<— <)
DESTROY IPSEC BUNDLESPECIFICATION (50 ~<—3)
SHOW IPSEC BUNDLESPECIFICATION (90 ~<—%)
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SET IPSEC POLICY

SET IPSEC POLICY

HF 31— :IPsec / IPsec K ¥ —

SET IPSEC POLICY=policy [ACTION={DENY|IPSEC|PERMIT}]
[BUNDLESPECIFICATION=bspec-id] [PEERADDRESS={ipadd|ANY|DYNAMIC}]
[LADDRESS={ANY|ipadd [- ipadd]}] [LMASK=ipadd] [LNAME={ANY|system-name}]
[LPORT={ANY|port}] [RADDRESS={ANY|ipadd[-ipadd]}] [RMASK=ipadd]
[RNAME={ANY|system-name}] [RPORT={ANY|port}] [TRANSPORTPROTOCOL={ANY|ESP|
GRE|ICMP|OSPF|RSVP|TCP|UDP|protocol}] [DFBIT={SET|COPY|CLEAR}] [GROUP={0|
1|2}] [IPROUTETEMPLATE=template] [ISAKMPPOLICY=isakmp-policy]
[SRCINTERFACE=interface] [UDPHEARTBEAT={TRUE|FALSE}] [UDPPORT=port]
[UDPTUNNEL={TRUE|FALSE}] [USEPFSKEY={TRUE|FALSE}] [POSITION=pos]

policy: IPsec XY ¥ —4%44 (1~23 30F)

bspec-id: SA /N> Flv A~y 7 %5 (0~255)

ipadd:IP 7 FL A /234y Fv A

system-name: » A7 L% (1~120 XF, ZHEEUHERY 7V 7 + — P THD)

port: TCP/UDP & — %5 (0~65535)

protocol: IP 7' b 2 )L &7 (0~255)

template: V— b7 > 7L — b (1~31 LT KLTALTERBIL %)

isakmp-policy: ISAKMP K1) ¥ —% (1~24 7, ZA%GUGHERT TV + — F THD)
interface: IP 1 » % —7 = — A% (ethO. ppp0 % &)

pos: R ¥ — ) — L OfrE (1~50)

FER

IPsec R ¥ —DiRENTA—F —%EHT 5,
INT A —Z—

POLICY IPsec KV ¥ —%

ACTION AR ¥ —D5AF (LADDRESS,LMASK,LNAME, LPORT,RADDRESS,RMASK,RNAME,
RPORT.TRANSPORTPROTOCOL) |Z# & L 72784 v MIxhd 2B 4455 $ 5, IPSEC(BUNDELSPECIFICATION
ST A= —THELZSANY FIVIZE - TUE %), PERMIT (IPsec % fiih 7\l 0 784
ML A7), DENY ON7 v M 23T %) 205EIRT %,

BUNDLESPECIFICATION SA /N> FUERIRIZH VA SA N Y FIVARY 7 %§ET b, SANY K
JViZ, IPsec THATAEF 2 T4 —7OFINRTLITY) ALDEREVDEFEDIZLL D,
K¥F X —4%—1k, ACTION |2 IPSEC % 487E L 72 5E DO AER) (0 D407H) .

PEERADDRESS xt1f] IPsec #ED IP 7 F L A, HIFDIP 7 F L ADPAREPOBICZELT 25461
DYNAMIC %#46% 3 5, 72, (LEOEEIP 7 FL ZDMT L T 25413 ANY 248587 5,
DYNAMIC & ANY &, KEYMANAGEMENT |2 ISAKMP #3485 L7236 D A AR

LADDRESS /X% v NEIFRNSTFTX—F— (kL2 ¥ —) D12, KT —D@HRNRELR L8372 b O
O—ANVHIP 7 FLAZIRET S, LMASK L fllAGHLETH T4y bEfRELZD, N 72T
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SET IPSEC POLICY

T RLAOHBMAIRET A L TE D, BHERIE ANY (37X70)

LMASK tL 7% —®12, LADDRESS IZ33 % % v b~ A7 &5ET 5o AMEHFIE 255.255.255.255

LNAME L7 4%—D12, =AML AT LG/ ET S KXT A= —IZAT FLAPARED &
EIHRETHLDT, ISAKMP ®»7 = — X 21D & L TR IEE Sh b, AEEHT ANY (7
/\‘“()

LPORT L2 % =012, U= VHlHR— MG, AL ANY (§XC)

RADDRESS +* L7 %—012, K v —DiiHxR L2587y ho)E— MIIP 7 FL A, RMASK
EHAEDETH T Ay VEIRELLZD, N T TT FLAOHIPZIRET S L HTE DL, A
ik ANY (97)70C)

RMASK +L 2% —®12, RADDRESS (Zk7 % % v N A2, gk 255.255.255.255

RNAME +t L7 4%—D12, VE—-MIVATLAAEIRET bo KNT A —F — I MEEDT FL A
HAREDE X IIEET L LD T, HFDOISAKMP © 7 = — X 21D #48%E T 5, BT ANY (§
/\‘“()

RPORT tlL 2% —D12, VE— MIE- ES, HEHIEANY (370)

TRANSPORTPROTOCOL +tLlL 2% —D12, K y—0ilifixtgéns/ 8y o IP 7a kaLy
17, ALL, TCP, UDP % L OEFRFZEALTHINIP 71 F I VFS TIRET 5. AMEEHL ANY (F
/\‘“()

DFBIT |+ 4 )VE— FSAIZBWT, #MIIIP ~v ¥~ DF (Don’t Fragment) ¥ v MI&ED X %2l
ERET L0 EEET S, COPY 248E L7Ha1E, WHIIP ANy ¥ —DDF Yy bOfE%x 2D F 1§
¥ %0 SET #fg5E L7zAid, ®IZE Yy M2 4 I12F 5%, CLEAR #igE L7 H&A1d, ®iZEy b
EXTICT A, AV =%y N EIZIEELREZMTU 28524y T — 7 REL TS9O, DFE Y
IS TWENT y MEIT T 7 A2 PATIZL DBEESI NSNS H 5720, #H (L CLEAR %
e T 5. AMEHE CLEAR

GROUP IKE 7 = — X2 (Quick E— F) T Diffie-Hellman #5342 {fi/l 3% Oakley "V — 7, PFS
(Perfect Forward Secrecy) % A#%hiZ LT\ 554 (USEPFSKEY /¥ * — 4% —1Z TRUE #48% L
729E) DARER, ARV —T 1

IPROUTETEMPLATE [P V— b7 > 7L — 4. 2O IPsec K ¥ —I|2#DWT IPsec SA 25E & v
L EICHBERTARBI Y N —DF v T L= b2 BET b, BEINLIBEHROELT FL A
lZ, IPsecSA D) E—MHIP 7 KL A/~Y A2 &b, A8 A—% —i%, ACTION #* IPSEC T,
PEERADDRESS 75 ANY %* DYNAMIC O & & D A4 %, B L

ISAKMPPOLICY ISAKMP 1) ¥ —%, ACTION |2 IPSEC % 55 L 72356 D A A%, MiEtaed 50
xS, [d L PEER %42 ISAKMP K1) ¥ — ST 5 & &2, 20 IPsec A1) ¥ — T
M % ISAKMP K'Y ¥ — ZBIRIGICIEE L 72 A12f8 9

SRCINTERFACE IPsec /8% v M DIf A ¥ 5 — 7 2 — A, AT X =% — %45 L4, IPsec /¥
Ty NOIBET FLVAICZZTIRELA VY =T 2—ADT NLUADEH SN L, BIEHEE, /3
Ty NERERTEAL VY =T 2 —ADT FLAMEH SN S, kA % —7 = — XA Unnumbered
DEAENE, BT A= =TI T FLVAZBRIICIRET 5 & L w

UDPHEARTBEAT UDP — hE—F2fHT 25 L9 % UDP/N\— FE— i, UDP Fo %) v 7
(ESP over UDP) fEIRFICt v ¥ 3 V1EHA NAT 5O EMT — 7 U2 5H2TLE) 2L
AREmOMEARRE. TRUE %#8% L7563, 5\ [Psec v — % — @ UDP K — b 2746 F%E T2 30
BTN — =287 v N2REET L, TONNTy Mty Ta VHRZDZHE L TCwE T
B, 25 LT ORI b L v, A RERF I FALSE
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SET IPSEC POLICY

UDPPORT UDP b > 41~ % (ESPover UDP) /87 v F@#%EH UDP A — b 77 4 b M E 2746 %

UDPTUNNEL UDP k> 4 » 7 (ESPover UDP) #ffifl3 %7 &9 % TRUE % {85€ L7254 13,
IPsec (ESP) /3% v k% UDP T% 7t )L L Txifj v — % — D 2746 % K —  (UDPPORT /%5
A= —THEBERE) WTICHEET S TIUTL Y, IPsec M2 NAT #4759 5 £ 9 % B3ET
b IPsec ZHTE 5, 72720, AHIIMEHTE v, 4WEH: L FALSE

USEPFSKEY PFS (Perfect Forward Secrecy) DA% - %)), PES &1, & % OG0 M DO 50
FUDPNITHORVE) LEEF ). PFS AT 5 &, IPsec SA #DERK - TEHFFIZ Diffie-
Hellman 7V T AL % BEATT 5 L) X% %, ABEEH (KEYMANAGEMENT=ISAKMP)
DEEDHAR.. AR FALSE

POSITION [IPsec K" ¥ —1) A NHIZBIF 2 ARER) ¥ —DfLiE, BHEFEZ) A MORBEISEME NS,
RY =1 A ML, @A % —7x—A (INTERFACE) Z & &IN5

% - TBER

IPsec 9 5 121F, WET— ¥ OB HILEETLEIT) TRTCDOV—F — |5 K- FFE 2 EKS - &
Wi — R BT LLENRD 5,

ESP over UDP % f#i 9 #5471, 54243 % ISAKMP KV o — T NAT-Traversal (NAT-T) % #ExI27%ET 5
& (F7 40 MR . NAT-T OFR) - #xh1X, CREATE ISAKMP POLICY 2~ ~ F, SET ISAKMP
POLICY a2~ > F®O NATTRAVERSAL /89 A — 4% —TIRET %,

BEIYR

ADD IP ROUTE TEMPLATE ([TP] @ 184 ~—7)
CREATE IPSEC POLICY (40 ~<—3)

DESTROY IPSEC POLICY (51 ~<—7)

DISABLE IPSEC POLICY DEBUG (55 ~<— %)
ENABLE IPSEC POLICY DEBUG (60 ~<—%)
SHOW IPSEC POLICY (97 *—7)

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
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SET IPSEC SASPECIFICATION

SET IPSEC SASPECIFICATION
HF 31— :1IPsec / SA ARy 7

SET IPSEC SASPECIFICATION=saspec-id [MODE={TRANSPORT|TUNNEL}]
[COMPALG=LZS] [ENCALG={DES|3DESOUTER|NULL}] [ENCKEY=key-id]
[HASHALG={MD5|NULL|SHA}] [HASHKEY=key-id] [INSPI=spi] [OUTSPI=spil
[ANTIREPLAYENABLED={TRUE|FALSE}] [REPLAYWINDOWSIZE={32|64|128|256}]

saspec-id: SA A~y 7 5 (0~255)
key-id: #%7 (0~65535)
spi: SPIE (0~4294967295, 7272 L, 0~255 (Xfif§ N & T W)

FER

SA ARy 7 DRE/NTA—F —%EET L,
ING A —&—

SASPECIFICATION SA Ay 7 F5

MODE SA O#fE€— F, TUNNEL (b > A2 IVE—F) & TRANSPORT (hF ¥ AK—FE—=TF) 28
b5, AL TUNNEL

COMPALG [EfiF7 N T X L, BIRFEIE LZS DA

ENCALG Mofb7 Ty X4

ENCKEY W55, FH#EH TESP 2 ) 5& Il 0HER)

HASHALG X v t— VRGO NY a7 T X4

HASHKEY FEiF#%E5, FEIEHC AH 2 ESP 2§ 9) 155 12O AER)

INSPI W& +5 71 v 27 ®SPL (Security Parameter Index) i, FEj#EH T AH 7> ESP % 19 ¥
FIZOHRER

OUTSPI 44 & b5 7 4 v 20 SPI (Security Parameter Index) . F#)# ¢ AH 2 ESP %1 )
BEIZORER

ANTIREPLAYENABLED U 7'L A [iIL#REDH %) - Hx), PROTOCOL 12 COMP % 8% L7236, 5
LU, TEUEE A ) 54138, 77 4 & FALSE

REPLAYWINDOWSIZE V7L A 4 ¥ RO A Xy 7740V ME322%7 v b, AEp#EEIT AH
72 ESP &A1) B3 & 12D AR

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHFALEZIT ) TRTON—F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEIYR

CentreCOM AR740 O~ > R 77L>X26 IPsec
613-000215 Rev.C



CREATE IPSEC SASPECIFICATION (44 ~<—7%)
DESTROY IPSEC SASPECIFICATION (52 ~<—7%)
SHOW IPSEC SASPECIFICATION (111 ~<—%)

IPsec CentreCOM AR740 v > KU 77L>226 |83
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SET IPSEC UDPPORT

SET IPSEC UDPPORT

HFI)—IPsec/ —fka~F

SET IPSEC UDPPORT=port

port: UDP K — } %5 (0~65535)

FEa

UDP k> #') > 7 (ESPover UDP) /3% v k%3525 UDP #— k2 ZEH$ 5, 774 )b b3 2746 %
ING A —&—

UDPPORT UDP F*— &5, 77 4 )b M3 2746

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON —F — IR 5 K- FE IS - 1+
MR — N2 AT LLEND D,

BEI~Vv> K

SHOW IPSEC (89 ~<—7)

84 | CentreCOM AR740 OA~v> K J77L > X 26 IPsec
613-000215 Rev.C



SET ISAKMP POLICY

SET ISAKMP POLICY

A7 Y — : IPsec / ISAKMP

SET ISAKMP POLICY=policy [AUTHTYPE={PRESHARED|RSASIG}]
[DHEXPONENTLENGTH=160..1023] [ENCALG={DES|3DESOUTER}]
[EXPIRYKBYTES=1..1000] [EXPIRYSECONDS=600..31449600] [GROUP={0|1|2}]
[HASHALG={SHA|MD5}] [HEARTBEATMODE={BOTH|NONE|RECEIVE|SEND}]
[HYBRIDXAUTH={ON|OFF}] [KEY=0..65535] [LOCALID={ipadd|domain-name|
userdomainname|dist-name}] [LOCALRSAKEY=0..65535] [MODE={MAIN]|
AGGRESSIVE}] [MSGRETRYLIMIT=0..1024] [MSGTIMEOUT=1..86400]
[NATTRAVERSAL={ON|OFF|TRUE|FALSE}] [PHASE2XCHGLIMIT={NONE|I..1024}]
[POLICYFILENAME=filename] [PRENEGOTIATE={TRUE|FALSE}] [REMOTEID={ipadd|
domain-name|luserdomainname|dist-name}] [SENDDELETES={TRUE|FALSE}]
[SENDNOTIFY={TRUE|FALSE}] [SENDIDALWAYS={TRUE|FALSE}]
[SETCOMMITBIT={TRUE|FALSE}] [SRCINTERFACE=interface] [XAUTH={CLIENT|
SERVER|NONE}] [XAUTHNAME=username] [XAUTHPASSWORD=password]
[XAUTHTYPE={GENERIC|RADIUS}]

policy: ISAKMP 1) & —%; (1~24 37)

ipadd: IP 7 F L A

domain-name: K * A > %

userdomainname: L—F —%4fH & N 2 4 v % (user@foo.barxxx D)
dist-name: X.500 #3% (DN) (“cn=myname,o=myorg,c=jp” DI
filename: 7 7 4 V% LAk T 1d.scp)

interface: IP 1 » % —7 = — A% (ethO. ppp0 % &)

username: L—¥ —% (1~64 F)

password: /XA — F (1~64 7. KIXF/ILFEKNT5)

FER

ISAKMP K ¥ —=DFEENT A =8 =2 EET 5,

ING A —&—

POLICY ISAKMP KV ¥ —%;

AUTHTYPE ISAKMP ¥ 7 O:%iE 3, PRESHARED (FHaidtA#). RSASIG (RSA 7V % VEY) o
LERT 5, 77+ )V bl PRESHARED,

DHEXPONENTLENGTH Diffie-Hellman #25c#t7 )L T XLIZB T, ELRHFZDAELT 565 (gha
modp IZB1F% a) DES (Ev N, HEPFRKEVCIZEAER L ROZEWDE T 557, #OEHIC
KA 0% £ 9127 %o Oakley 7V — 70, 1, 2V RDGELRMEZ 160 Y b 77 4V
MEBFE L 160 ¥y b IARMBEIZ IV -T2 oTERLZY, Z7V—701F511 v b, 7V —71
3767 €y b, FV—72131023 € b,

IPsec CentreCOM AR740 O~ > KU 7 7L > X 2.6
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SET ISAKMP POLICY

ENCALG ISAKMP * vt — Y OlEGALT VT XL, 77 4 )V bt DES,

EXPIRYKBYTES ISAKMP SA O F#HIR (Kbyte) . #f57 — & mAaE®IZE T 5 & . ISAKMP SA
EHEATYI—-FENB, 774 )V MENONE (FEHR),

EXPIRYSECONDS ISAKMP SA O FHIR (7). SA VERif%, EERMFE#E 2 &, ISAKMP SA
BHEATYI—FEND, T7 40 Mid 86400 (24 IR,

GROUP #ZLHlE 12 H v % Diffie-Hellman (Oakley) 7' )V — 7% 48E 35, Vv —70 (512 € v
MODP), ZV—71 (768 £ v » MODP), Z)V—72 (1024 ¥ v s MODP) 25 &#R$ 5%, 7
TAN PRIV —T 1,

HASHALG ISAKMP # v t—YOFEGEHNY 27V T) Xk, 77 4V Mid SHA,

HEARTBEATMODE ISAKMP /\— b ¥ — k2 H$ %720 & 9 H ISAKMP /N— hE— MiE, V—% —
BOBEDEMZ 728 S12H W SA MRS 2\ X ) 12T 2 REEOM AR, Mhitih s or
PTEid 7 SEND 2457 L7285 81d, 20 BHET/HN— b — b X v &=V 2 %E7 %5, RECEIVE
ERELZHER. N =M Ay b= VORELZTEIT) . ZEMIE, 3 EERL T/HN— FE—
FNEZETE Lo GG RBEVPATRII R 720D L HE LT, WML —5 —LOMIZES N
SA & _THIRYT 5, BOTH 2@ L7z L SI3REE L ZEOM A %179, NONE i3/n—FE— |
Ay =V EMHLENWI LERT, 774V I NONE,

HYBRIDXAUTH /1 7Y v FEIOPHEREGE (XAUTH) % $ %72 & 9 2. AUTHTYPE |2 RSASIG
ERELIHEIZDOAER. 77 4V Mk OFF,

KEY ISAKMP ¥ 7 OFFEICH W2 #OF G ZIEET 5. FaidA#E (PRESHARED) Floia134 Y
74k GENERAL # (W/H) %, 7Y% VES (RSASIG) HRDY;4 13 ISAKMP E 7 D RSA
ANHEEIRET 5 BIREOY AL, ISAKMP £ v+ — YV THTEOABEIEHE % 2ok L, CAGEH
FHEMo TROELEZRELT 5.

LOCALID ISAKMP 7 ==X 1128V T, MFIZHEET S ID XA u— FONE (B0 IDFEHR) &
%, IP7 FLA (61:172.16.10.5), F A A ¥4 (Bl . barmydomainnet), Z—H—%ff & Fx 1
% (il joger@parmydomain.net), X.500 ik5l% (1 : “ecn=joge,o=ournet,c=jp”) @ 4 L A*
HHTE%, 774 b T, ISAKMP /87 v b OIGRT FLAHID & LCTlibI s, 72, MF
FRREIZ T Y 7 WES (RSASIG) FA&fiio T b 8413, SET SYSTEM DISTINGUISHEDNAME
vy NTRELY AT L% (DN) 2SNz, 20T 2= =13, BLIZAZDIP T
N L ADBRERGEIH) o

LOCALRSAKEY H7%r® RSA f#H#EZIRET 5o MHFRELICT Y ¥ VEH (RSASIG) Kz -)%h6E
DWGEINTG A— % —, 7272, ENABLE ISAKMP 2~ > F®O LOCALRSAKEY /85 X — % — T
74V NREEHREL TV AGEIIEEITRE, €O%a. 774 v MDA,

MODE ISAKMP 7 = — X 1 CTffifl 9 % IKE i€ — Vo ID {EHAMR#E S b MAIN € — F & ID 1§k
ARG S v AGGRESSIVE £ — F93d% %, MIFREGEICHATILA# (PRESHARED) Jal% fiiv,
LB, KONV =45 =0T FLABPAELYE&1E. LOCALID/REMOTEID CTIP 7 F L A LA
D ID #48% L. AGGRESSIVE £ — N2 i) %A %, NP OS5 I8 MAIN £ — N2l
Jo 774 MEMAIN E— F,

MSGRETRYLIMIT ISAKMP % v+t — Y OF%ERE, 77+ )V ME5

MSGTIMEOUT ISAKMP % v t—2 %5 L T2 5 1 HOFHZEZAT) £ TORELREM, 2 [ HIED
FHREGFORMEINEIY bR 2D, 774V NI 208

NATTRAVERSAL IPsec NAT-Traversal (NAT-T) #3559 2o 77 4V & FALSE

PHASE2XCHGLIMIT Z®:KY ¥ —|ZHED W THET. S 1172 ISAKMP SA ECTf79) 2 & DT &% IKE

CentreCOM AR740 O~ > R 77L>X26 IPsec
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SET ISAKMP POLICY

7z =R 25RO AR 77 4V MZ NONE (#lFE% L),

POLICYFILENAME AT-VPN Client I2%5 ¥ 2) 74 —FR) =T 7 A VOZATZIRET 5o A%
e % i H 3 %1213, ENABLE ISAKMP 2~ » F® POLICYSERVERENABLED /85 X — % —|Z
TRUE % #%E T 5L U1 H 5, 7Eflid AT-VPN Client O~ = 27V &2 &M,

PRENEGOTIATE L — % —j2@jie (11213 ENABLE ISAKMP 2~ > FOFEATIRE) IZIKE O % T
L= avEfFoTBLA LI DEIRET S, 77 4V Mid FALSE,

REMOTEID ISAKMP 7 = — X 1IZBWC MF2H2TA 2 L 2 IfF 3 4 ID )1 10— FONE (HFD
ID &%) #8ET %, IP 7 FL A (f1:172.16.10.5). Fx 1 % (#]:barmydomain.net), Z—H—
& F AL % (B joger@bar.mydomain.net), X.500 @&l % (£ © “cn=joge,0o=ournet,c=jp”)
DAFKPENTE L, 77 40 b TR T 5ZITW- 72 ISAKMP * v £ — Y O IP 7 F L
A% IDMEE LTI 20 SONRXTA=8—id BUIHMTV—F—DIP 7 FLADPREL LI
9o

SENDDELETES SA O#lkx% #H$ % Delete XA 0 — F&%E T 55 L) % TRUE %7213 ON %7
L 72Se. 10— VT SA TEHADTHIBR SN E IS SA D BRAM TRV L2 MF I —

— BT S, UKD, R SAIC N T T4 v D INENE T ERIETE L, T 4
)V~ FALSE,

SENDNOTIFY IKE D A7 —% XA LT —I1FH %z @S 5 Notify R4 0 — F2 R ET 509 0. 7
7 4 )V & FALSE,

SENDIDALWAYS ISAKMPSA O 4 T3 L —2 3 VIFIZHEIZID XA O — N2 kEBETH20E) e 7
7 4 )V & FALSE,

SETCOMMITBIT ISAKMPSA ® T T —3 3 YERIZISAKMP v % —® Commit ¥ v M &4 ~ I
57 E9 % TRUE $7213 ON %€ L7236 13, SATE.OMGE A v £ — Y 22T iA £ T, SA

CFTTA v IRREEIN LN EPRIES NS, 77 4V M id FALSE,

SRCINTERFACE ISAKMP X vt — VDA 5 — T 2 — R, 8ELIA ¥ 7 —7 2 —AZHER) % 1P
T RVADRRESN TR ER, 20T FLAHNISAKMP X v =Y OMHmT FL AL LTfD
N5b,

XAUTH [SAKMP 7 = — X 1 # T#IZHEREGE (XAUTH) &M 3 220089 20 AT 2545139 —
N— RBEES 2 7747 > N (@EEEZTAM) OLb51242 7% EEY 5. SERVER fi7E

i1k, ISAKMP ¥ 724 L T XAUTH DREGEEK % 3% %, CLIENT 7€ R 3, ISAKMP ¥'7 %5
® XAUTH EGEZ SR % BIfE 4 %5, NONE i3 XAUTH % b 7% v, 77 + )L Md NONE,

XAUTHNAME XAUTH#EHFOL—F %, 7747 ¥ MIDPIRET %,

XAUTHPASSWORD XAUTH ffHEED/SZA T — R, 7547 » MIDPIEET %,

XAUTHTYPE XAUTH I OFEFE o GENERAL (L—H —FFE7 — % X—A) %7213 RADIUS
PHEIRT 5, 77 )V MiE GENERIC,

% - TBER

IPsec 2§ 21213, BET— 2 OEESILEEGLEIT) TRTOIV—F — 2SR — NI 221305 - E
HiR— &35 T 2 0LEND %,

BEIYR
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CREATE ISAKMP POLICY (46 ~<—%)
DESTROY ISAKMP POLICY (53 ~<—%)
SHOW ISAKMP POLICY (122 ~<—7%)
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SHOW IPSEC

BT T —:IPsec/ —fxa~ K

SHOW IPSEC

FEa

IPsec €Y 2 — VODIRFER FRT 5,

AN - H - EEH

SHOW IPSEC

SecOff > show ipsec

IPSEC Module Configuration

IPsec over UDP

Module Status ..............

Status ..... .. i oL,

Listen Port ..............

Module Status

IPsec €Y 2 — VO ER) - %)

IPsec over UDP /Status

UDP bt > #1 » % (ESP over UDP) DA% - %)

IPsec over UDP/Listen Port

UDP k> 2 v 787y FDO#EZER— Fe

% - TBER

IPsec #fHHT % 121%. #BETF— ¥ OS5

MR — NZEHETLLEND L,

BEIYR

DISABLE IPSEC (54 ~—7%)
ENABLE IPSEC (59 ~<—7%)

IPsec

# 6:

LT FAL2dT ) TRTON—F — ICHE TR — FE 72385 - 1+

CentreCOM AR740 O~ > K 77L>X 26
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SHOW IPSEC BUNDLESPECIFICATION

SHOW IPSEC BUNDLESPECIFICATION

HF T —:1IPsec /SA /XY RIVAXRY 7

SHOW IPSEC BUNDLESPECIFICATION [=bspec-id]

bspec-id: SA /N> Flv A~y 7 %5 (0~255)

FEa

SA NV RN ANy 71T BIEHE RN %o

ING A —&—

BUNDLESPECIFICATION SA /N> PV ARy 735, BRI TN TD SA N RV ANy 7 DI
PRI ER SIS, JEREL, B3 KRRy 7 OFSIEAER S h 2,

AN - H - EEH

SecOff > show ipsec bundlespecification

ID KeyManagement ExpKBytes ExpSec String

SecOff > show ipsec bundlespecification=1

Bundle Specification

I 1
Key Management ................. ISAKMP
String ... e 1
Expiry Kilobytes ............... -
Expiry SecondsS ................. 28800
Num of Proposals................ 1
Proposal .......... ... 1
ProposalNumber ............. 1
Protocol ................ ... ESP
Number Of Transfroms ....... 1
Transform 0 ........... SA Spec Id 1
ID SANY FIVAXYy 775
90 | CentreCOM AR740 %> K77 L > X 2.6 IPsec
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SHOW IPSEC BUNDLESPECIFICATION

KeyManagement #4810, MANUAL (F&)) 2 ISAKMP (H#))

ExpKBytes SA DM (KByte), #EEAZDMEZBR 5 L SA DA T T— )T
bbb

ExpSec SA DHEMMIE (7)o SATEEZ DREMAFERT 5 & SA DFA TV T— kAT
bbb

String INY PV ERE S S SA ARy 7 DY A b

KT SANY FVARY 7 T RIGER
Id SA/NY FVARY 5

Key Management

HEH TR, MANUAL (T#) # ISAKMP (H#&h)

String

N RIVERER T A SA ARy 7D A K

ExpiryKBytes

SA DAEMWIR (KByte) . BERNZDEZMA 5 L SA DFATY T— b
PITbh s

ExpirySeconds

SA DHEMPIR (7)o SAMERRZ OREAE®RT 5 & SA DA T T—
AT %

Num of Proposals

NV RIVARy 72O T 0 R =)V

Proposal

TR

Proposal Number

THR—FNF

Protocol

IPsec 71t k 2 )V, ESP, AH, COMP O3 2

Number of Transforms

N7 YAT F—LHK

Transform

FNTUVAT k=TT EHET S SA ARy 7K

% - TBER

% 8: SA NV PV ARy 7 Fe 18y

IPsec ¥ A121%, BET—F OB FALEEHTALEZIT ) TRTON—F — IR 5 K- FE YT - 1+
MR — NEHEETLLEDND L,

BEIVYR

CREATE IPSEC BUNDLESPECIFICATION (38 ~<—<)
DESTROY IPSEC BUNDLESPECIFICATION (50 ~<—*)
SET IPSEC BUNDLESPECIFICATION (78 ~<—3)

IPsec

CentreCOM AR740 O~ > K 77L>X 26
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SHOW IPSEC COUNTERS

SHOW IPSEC COUNTERS

BT T —:IPsec/ —fxa~ K

SHOW IPSEC COUNTERS [={AH|ALG|COMP|ESP|MAIN|SAD|SETUP|SPD}]

FEa

IPsec €V 2= VDT Ny FHIERI Y v ¥ —%FRT 5,
INT A —Z—

COUNTERS FER§AMt I v —DH 7T — 2488 T 5o BMEEE LT ALL 248% L 25813 T
RCOW T I —=PFERENDL, ZOMA T T) —12i&, AH (AH 71 F 2)VILEER) . ALG (B 5
b - RERE TV =) X 2 LEEES) . COMP (IPComp 7B+ 2 )VLEEER) | ESP (ESP 71 b 2 )L jL#f
#8). MAIN (IPsec # £ » 70 b I VILELER) . SAD (SA 7— % ~X—A), SETUP (SA O & H

Fx). SPD (tF¥ 274 —K) I —=F—FR=R) BHb, h7I)—3h > ~RYH THEEFRE
GG

AN - H - EEH

SecOff > show ipsec counters
SAD Counters
Good Failed
Find SA 3407 0
Get SA 18110 0
Add SA 8
Delete SA 7 0
SPD Counters
Good Failed
policyMatchSelectors 11361 18812
policyAdd 3 0
policyGet 20 3
policyDelete 0 0
policyGetConfig 2 0
policySetConfig 1 0
policyFindByPeer 0 0
saSpecAdd 1 0
saSpecGet 17 1
saSpecDelete 0 0
bundleSpecAdd 0
bundleSpecGet 10 1
bundleSpecDelete 0 0
92 | CentreCOM AR740 a~%¥ > K77 L > X 2.6 IPsec
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Policy Filter Counters
localAddressMaskFailed
remoteAddressMaskFailed
localPortFailed
localNameFailed

transportProtoFailed

IPsec bundle setup/remove counters:

setupGetSaSpecFail
setupStarted
setupSaSetupStarted
setupDone
setupBundleRemoving

removeStarted

<N 9 O 0 o o O

removeDone

7523

11289

SHOW IPSEC COUNTERS

localAddressRangeFailed
remoteAddressRangeFailed
remotePortFailed

remoteNameFailed

setupGetPolicyFail
setupSaSetupFailImm
setupSaSetupFailed
setupFailed

removeSaSetupStarted

IPsec main packet processing counters:

8001
outNoPolicyFound 0
3766

outProcessPkt

outProcessPktFinished

IPsec over UDP Counters
outPkt
outPktFail

outUdpHeartBeat 0

ESP setup/remove counters
setupGetSaFailed
setupHashSetupFailImm
setupFailed
removeGetSaFailed

O O O o o

removeHashFail Imm

ESP outbound processing counters

bufChainCopy 0
encryptionStart 3766
encDoneGetSaFail 0
encDoneSaBadState 0
hashStart 3766
hashDoneGetSaFail 0
hashDoneSaBadState 0
ESP inbound processing counters
bufChainCopy 0
paddingInvalid 0
hashStart 3391
hashDoneGetSaFail 0
hashDoneSaBadState 0
decryptionStart 3391
encDoneGetSaFail 0
encDoneSaBadState 0
IPsec

inProcessPkt
inNoPolicyFound

inProcessPktFinished

inPkt
inPktBadVersion
inPktNoPolicy
inUdpHeartBeat

setupEncSetupFailed
setupEncSetupBundleRm
setupDone
removeNothingDone

removeDone

segNumberCycled
encryptionFailImm
encryptionFail
encryptionGood
hashFailImm
hashFail

hashGood

icvInvalid
replayedPacket
hashFailImm
hashFail

hashGood
decryptionFail Imm
decryptionFail
decryptionGood

o O O o

o O O o

6767

3391

o O O o

<N O © O O

o O O o

3391

3391
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SHOW IPSEC COUNTERS

613-000215 Rev.C

AH setup/remove counters
setupGetSaFailed 0 setupFailed 0
setupDone 0
removeGetSaFailed 0 removeNothingDone 0
removeDone 0

AH outbound processing counters
bufChainCopy 0
segNumberCycled 0 fragmentSeen 0
hashStart 0 hashFailImm 0
hashDoneGetSaFail 0 hashFail 0
hashDoneSaBadState 0 hashGood 0

AH inbound processing counters

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

bufChainCopy 0 replayedPacket 0
icvInvalid 0 DbadPayloadLength 0
hashStart 0 hashFailImm 0
hashDoneGetSaFail 0 hashFail 0
hashDoneSaBadState 0 hashGood 0

COMP setup/remove counters:
setupGetSaFailed 0 setupFailed 0
setupDone 0
removeGetSaFailed 0 removeNothingDone 0
removeDone 0

COMP outbound processing counters:
bufChainCopy 0
compTooSmall 0 compFragment 0
nonExpansionBackoff 0 dataExpansion 0
compressionStart 0 compressionFailImm 0
compDoneGetSaFail 0 compressionFail 0
compDoneSaBadState 0 compressionGood 0

COMP inbound processing counters:
bufChainCopy 0
decompressionStart decompressionFailImm
decompDoneGetSaFail decompressionFail

dec

ompDoneSaBadState decompressionGood

General Algorithm Counters
nullKeymatProcessed 0
DES:
desKeymatProcessed 8
desAttachFail 0 desAttachGood 8
desConfigureFail 0 desConfigureGood 8
desRemove 7 desDetached 7
desEncodeGood 7532 desDecodeGood 6782
desEncodeFail desDecodeFail 0
desEncodeDiscard desDecodeDiscard 0
desEncodeGetInfoFail
TRIPLE DES INNER:
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SHOW IPSEC COUNTERS

3DesInnerKeymatProcessed 0
3DesInnerAttachFail 0 3DesInnerAttachGood 0
3DesInnerConfigureFail 0 3DesInnerConfigureGood 0
3DesInnerRemove 0 3DesInnerDetached 0
3DesInnerEncodeGood 0 3DesInnerDecodeGood 0
3DesInnerEncodeFail 0 3DesInnerDecodeFail 0
3DesInnerEncodeDiscard 0 3DesInnerDecodeDiscard 0
3DesInnerEncGetInfoFail 0
TRIPLE DES OUTER:
3DesOuterKeymatProcessed 0
3DesOuterAttachFail 0 3DesOuterAttachGood 0
3DesOuterConfigureFail 0 3DesOuterConfigureGood 0
3DesOuterRemove 0 3DesOuterDetached 0
3DesOuterEncodeGood 0 3DesOuterDecodeGood 0
3DesOuterEncodeFail 0 3DesOuterDecodeFail 0
3DesOuterEncodeDiscard 0 3DesOuterDecodeDiscard 0
3DesOuterEncGetInfoFail 0
TRIPLE DES 2KEY:
3Des2KeyKeymatProcessed 0
3Des2KeyAttachFail 0 3Des2KeyAttachGood 0
3Des2KeyConfigureFail 0 3Des2KeyConfigureGood 0
3Des2KeyRemove 0 3Des2KeyDetached 0
3Des2KeyEncodeGood 0 3Des2KeyDecodeGood 0
3Des2KeyEncodeFail 0 3Des2KeyDecodeFail 0
3Des2KeyEncodeDiscard 0 3Des2KeyDecodeDiscard 0
3Des2KeyEncGetInfoFail 0
SHA:
shaKeymatProcessed 8
shaAttachFail 0 shaAttachGood 8
shaConfigureFail 0 shaConfigureGood 8
shaRemove 7 shaDetached 7
shaEncodeGood 7532 shaDecodeGood 6782
shaEncodeFail 0 shaDecodeFail 0
shaEncodeDiscard 0 shaDecodeDiscard 0
MD5:
md5KeymatProcessed 0
md5AttachFail 0 md5AttachGood 0
md5ConfigureFail 0 md5ConfigureGood 0
md5Remove 0 md5Detached 0
md5EncodeGood 0 md5DecodeGood 0
md5EncodeFail 0 md5DecodeFail 0
md5EncodeDiscard 0 md5DecodeDiscard 0
DES-MAC:
desmacKeymatProcessed 0
desmacAttachFail 0 desmacAttachGood 0
desmacConfigureFail 0 desmacConfigureGood 0
desmacRemove 0 desmacDetached 0
desmacEncodeGood 0 desmacDecodeGood 0
desmacEncodeFail 0 desmacDecodeFail 0
desmacEncodeDiscard 0 desmacDecodeDiscard 0
LZS:
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SHOW IPSEC COUNTERS

lzsKeymatProcessed
lzsAttachFail
lzsConfigureFail
lzsRemove
lzsEncodeGood
lzsEncodeFail

lzsEncodeDiscard

O O O O o o o

lzsAttachGood
lzsConfigureGood
lzsDetached
lzsDecodeGood
lzsDecodeFail

lzsDecodeDiscard

O O O O O o

% - TBER

IPsec # i3 %121k, BET— 7 OB L L EFALEZIT ) TRTON—F — |25 R — B F 7213

HiR— &35 T 2 0LEND %,

BEIYR

SHOW IPSEC SA (104 ~<— %)
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SHOW IPSEC POLICY

SHOW IPSEC POLICY
HF 31— :IPsec / IPsec K ¥ —

SHOW IPSEC POLICY[=policy] [SABUNDLE] [COUNTERS]

policy: IPsec FV ¥ —% (1~23 3C'7)

FEa

IPsec &) ¥ — 2T A1E R F#RT 5,

NIA=Z=

POLICY [IPsec K ¥ —%, BWEIITRTD IPsec B ¥ —DIERZHRICERT 5, 1CEIE, 34
R T — OFMERTFRRT 5,

SABUNDLE %34 IPsec &) ¥ — 2D W THER S N2 SA N Y FVOIERIZT 2 FRT %,
COUNTERS # Y4 IPsec KV ¥ —Dfiat 1o v ¥ —%FRd %,

AR - H - EEf

SecOff > show ipsec policy

Interface Name Action KeyManagement Position
PPpP0 isa PERMIT - 1
pppPro vpn IPSEC ISAKMP

PPpP0 inet PERMIT -

SecOff > show ipsec policy=vpn

Ipsec Policy Information

Name ........ ... vpn
Interface ....... ... ... .. jejejelt)
Position ......... ... . . . ... 2
Action . ...t e IPSEC
Key Management ................. ISAKMP
Isakmp Policy Name .............
Bundle Specification ........... 1
Peer IP Address Dynamic ........ FALSE
Peer IP Address ANy ............ FALSE
Local IP Address Dynamic ....... TRUE
Lower Layer Available .......... TRUE
Activating Lower Layer ......... FALSE
Peer IP Address ................ 1.1.1.1
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SHOW IPSEC POLICY

Local IP Address ............... 63.12.66.74
Use PFS Key ........ . FALSE
GroOUP. « vttt it it it et e e 1
Filter:
Local Address ................ 192.168.20.0
Local Mask ................... 255.255.255.0
Local Port ................... ANY
Local Name ..........ccccuenn.. ANY
Remote Address ............... 192.168.1.0
Remote Mask .................. 255.255.255.0
Remote Port .................. ANY
Remote Name .................. ANY
Transport Protocol ........... ANY
Sa Selector From Pkt ......... 00000000
DF Bit ..ttt i CLEAR
UDP Tunnel .............oiiieonon. FALSE

Peer Port ............ ... ... -
Peer IP Address ............ -
Internal IP Address ........ -
HeartBeats Enabled ......... -

Debug device ........... ... . ... 16
Filter debug flags ............. 00000000
Packet debug flags ............. 00000000
Trace debug flags .............. 00000000
Packet debug length ............ 72
Max Out Packet queue length .... 20
Number of Out Packets queued ... 0
Bundles
Bundle Expiry Limits - hard/soft/used
Index SA’s State Bytes Seconds
0 1 VALID -/-/34910 28800/27360/109

SecOff > show ipsec policy sabundle

Ipsec Policy SA Bundles

Bundle Expiry Limits - hard/soft/used
Index SA’s State Bytes Seconds
Policy .......... vpn

0 1 VALID -/-/302062 28800/27360/446

SecOff > show ipsec policy=vpn counters

Setup/Remove Counters:

setupStarted 2 setupSaSetupFailImm
setupSaSetupStarted 2 setupSaSetupFailed
setupDone 2 setupFailed
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removeStarted

removeDone

SHOW IPSEC POLICY

removeSaSetupStarted 0

Outbound Packet Processing Counters:

outDeny 0 outPermit 0
outNoBundle 12 outNoBundleFail 0
outMakeSetupStrctFail 0 outSetupBundleFail 0
outBundleSoftExpire 0 outBundleExpire 0
outProcessStart 514 outProcessFaillImm 0
outBundleStateBad 0 outProcessFail 0
outProcessDone 514

Inbound Packet Processing Counters:
inDeny 0 1inPermit 0
inCompUncompressed 0 1inActionIpsecFail 0
inBundleStateBad 0 inNotFirstSaInBundle 0
inProcessStart 522 inProcessFailImm 0
inProcessFail 0 inProcessDone 522
inEndOfBundle 0 inPrematureEndBundle 0
inBundleSaMatchFail 0 1inPolicyActionFail 0
inPolSelectMatchFail 0 1inBundleReplaced 0
inBundleSoftExpire 0 1inBundleExpire 0

Interface WNRA T H—T =A%

Name IPsec ;K1) ¥ —%

Action 7 7 3, IPSEC (IPsec /). PERMIT (5@3#), DENY (#:3) v

KeyManagement #4830, MANUAL (F&)) 2> ISAKMP (H#))

Position R =T (V&)

#9: IPsec K1) ¥ — % RIREM

Name IPsec RV ¥ —%

Interface WRA VH—T 2 — A%

Position R =T (V&)

Action 727 v ar, IPSEC (IPsec ). PERMIT (@i#t)., DENY (i

Iw) OnFhp,

Key Management

HE )X, MANUAL (T-#)) # ISAKMP (H))

Isakmp Policy Name

IKE7 =z—X10O4ATTT— a3 YEILHEHT A ISAKMP K1)
v

Bundle Specification

BT SA Ny FILARY 7R

Peer IP Address Dynamic

PEER /$7 X — % —|Z DYNAMIC (IP 7 K L 2A58il91-2:{k§ %
WELTEZIANG) FIRELIAED B

Peer IP Address Any

IPsec

PEER /$7 2 — % —2 ANY (fEEO[ IP 7 FL 245 IPsec
SADATY I -3 VERESIANL) FIGE LI ED
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SHOW IPSEC POLICY

Local IP Address Dynamic

H—H VP 7 FLABBIICIES D089 7

Peer IP Address

x) [Psec @D IP 7 FL A (IPsec b ¥ 2DV E— k{HIF
7 KL R)

IP Route Template

IPLV—F+For7FL— 4

Local IP Address

O—# VTP 7 KL A (IPsec b ¥ Ao ua — 7 Wll#% 7 N L
A)

Use PFS Key Perfect Forward Security (PFS) ZfiH§ % 7> &9 2
Group Diffie-Hellman (Oakley) 7V —7
Filter IPsec ) ¥ —#HA RO/ v b E#NT L7405 — (L7

5 —) DFWPFEREING

Local Address

O—70VHElNIP 7 F LA

Local Mask O—ANVHIP 7 FL AT B~ A Y
Local Port O — #JUHIE— R

Local Name =7Vl AT L%

Remote Address JE—MIIP7 FL A

Remote Mask JE—MIIP 7 FLAIZHT <A

Remote Port

) E— MR- b

=

Remote Name

JE— MY AT L%

Transport Protocol

NI UAR= BT O ban

SA Selector From Pkt

Ny NADED T 4 — )V FERBIHEMNT 0% RTEY b7
57

DF Bit

HMANTP Ny ¥ =123 5% 75 7 2~ AT 75 7 (DF Bit) OfH,
COPY (NWHIOF ) TFNVIP A~y =05 a¥—), SET (iFi24
~). CLEAR (124 7)

Debug device

TNy FIEROBIETNA A (B—1) Fe

Filter debug flags

TANT =TIy TPRF VICHESNTWA XL 7 ¥ — LA /4R
BOMREERT 77

Packet debug flags

NIy NTNY IHF VIZERE ST WA MLEE L 37 v F oW
ERRT TV, 7y hO—ELFEREND

Trace debug flags

FL—=AFNy TDF Y - FTERTTI

Packet debug length

Ny TNy FTRHICERENE T— 7 RS

Max Out Packet queue length

WSy b¥Fa—-—oRKE

Number of Out Packets queued

BAEHTF2—1CA>TWAENT v D%

Bundles KRR =12 WTER E N7z SA N Y FVICET 2 15 TR
Nnb

Index SA /N KV ID

SAs N FIVND SA ID

State SA/NY FVoIRHEE, VALID, INVALID, CREATING, REMOV-
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SHOW IPSEC POLICY

Expiry Limits - hard/soft/used 73> FIVIN SA OFFIR, % SA 1. soft limit Wz % & F 4
Ty L— M EN, hadr limit Zi# 2 % & SPD 2o HlkRE S

ExpiryBytes INY ROV SA DRI ONA M) o MEIZ/EA SIS, H BRI
fR (hard limit), B+ T2 x—3 3 YR (soft limit), BIfEE T
DILFLFE IS A 5

ExpirySeconds INY BN SA DAHZIAR (1) o fEIRED S MEIZ, BIBHIER (hard
limit), AT x—2 3 YHI (soft limit) . HAEE TORER

% 10: IPsec K ¥ —ZI8E M

Policy IPsec K1) ¥ =%

Index RV ¥ —=HlDSA N FVID

SAs INY FIVAO SA ID

State SA N FVDIREE, VALID, INVALID. CREATING. REMOV-
ING D \Wgih

Expiry Limits - INY RV SA DA, % SA 1, soft limit # 2 2 & A T

hard /soft/used X — b &N, hadr limit #2825 & SPD 5 HIBRE 5

ExpiryBytes INY RV SA DFERIIR (N4 M) o MBIZZED SN, HIBEHIR

(hard limit), 4+ T 12— 3 VHAR (soft limit), BIfEF THM
LTV EY

ExpirySeconds NV RV SA OFEIR (1) o X/ SN, BB (hard
limit), AT L —2 3 YHIR (soft limit), H7EF TORELE

7 11: SABUNDLE % 7' 3 » {5 R

Setup/Remove Counters SANY FVOERKEHIRIZES 277 ¥ & =hFoREh
%o setupStarted

setupSaSetupStarted SA Oty b7 v 7EMGEE

setupDone SANY FVDXy b7 T

removeStarted SA /N v OHIERBH G R

removeDone SA /N RV OHI BRI 1%

setupSaSetupFaillmm SA Oty +7 v 7RI M %L

setupSaSetupFailed SA vy N7 v 7RME %

setupFailed SANY FVDty b7y THH b

removeSaSetupStarted SA DOHIExBIAA 1R

Outbound Packet Processing Counters 4} & SA /N2 FVOMBIZES 57 ¥ & —HiFIRE
%

outDeny A& 28y FAYDENY 727 ¥ 3 v @ IPsec K1 ¥ — (2

< v F LR

IPsec CentreCOM AR740 O~ > KU 7 7L > X 26 101
613-000215 Rev.C



102

SHOW IPSEC POLICY

outNoBundle

FHE &2 RASSA NV RV FR727 v IPsec R ¥ —
\2v v F L7z

outMakeSetupStrctFail

oy b7y SHEEEAOMEICL Y, M E A Y FHSA
N FVDEXy b7y TR L 72 hl#

outBundleSoftExpire HHmE Sy MIZX ) SANY FLOFAT Y -3 v
W ONA M) 12FE L 72l

outProcessStart AR & 28 Mk L T IPsec LI % BiAG L 72101 %%

outBundleStateBad FR &Sy N ASE RN N Y ROV R 572 220 IPsec K Y
V=i F L

outProcessDone R & 28y MK % IPsec LHELATSE T L 72l %%

outPermit G & 8w MSPERMIT 727 ¥ 3 » @ IPsec R ¥ —
=y F L7zl

outNoBundleFail INY RVEFEZR W IPsec B ¥ =127y F L7z 7200 %
ERANAY IS = PAL AR O

outSetupBundleFail A &Sy NHSANY Fvoty b7 v 74 M

outBundleExpire B E 7Sy MIZE ) SA Ny FVOFRIIIR 0S4 M)
VZEE L 72K

outProcessFaillmm G &3 M2xtd % IPsec ALERASRIREE L 72 [0 4K

outProcessFail R & 28 MK % IPsec LIS L 72 [l %%

Inbound Packet Processing Counters

HNIME SANY FIVOWMBIZET 27 v ¥ —0FREN
5

inDeny

W E/28%7 v SBSDENY 7727 3 3 > IPsec K ¥ — I
© oy F LA

inCompUncompressed

IPComp SA LECTHEHME N TR/ v P &2E L7z

inBundleStateBad HRh7/Ny BV il IPsec R ¥ —Zv v F L7=A
& /87y bo%

inProcessStart MR & 734w M Ixt LT [Psec LEE % BAZG L 72 [l %%

inProcessFail AR E 737 v MIxts 5 [Psec LEEIZ e L 72 [l %%

inEndOfBundle M E 287y M2xt L. SA N> RV & 2 BSR4 £
TAT 7 20 o 728K

inBundleSaMatchFail A& S Y AN Y FIVHD SA 127 v F L d - 720

inPolSelectMatchFail AEE 87y v IPsec B V=Dt L7 ¥ —1Z<vvFL
7o 72l

inBundleSoftExpire WIRE ST Y MZE) SANY FVOBATY -2 3
W ONA M) 12FE L 72l

inPermit WH&37 v ASPERMIT 7 7 ¥ 3 » O IPsec K1) ¥ —
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SHOW IPSEC POLICY

inActionlpsecFail Wi & OFL3 » bAYIPSEC 7 7 ¥ 3 » @ IPsec KV
v—=lzvy F Lz

inNotFirstSaInBundle NI E STy NN FVOJEH TR WSA 1w vy F L7z
ol %4

inProcessFaillmm NI & 237 MIXd % IPsec WLEEASRNIRZE [ L 72 (0154

inProcessDone WM & 287y MY 5 [Psec MLEEASSE T L 72 [ml%%k

inPrematureEndBundle INY FIVADTRTO SADMEH S NAHEIS, W&/ 37
XS 2 W25 T L 72 [0l

inPolicy ActionFail WA & IPsec 787 v FASRY 2 =127 v F Lo 7z [l%

inBundleReplaced WA & /87y MIZE D v SA /Ny FIVASHIBR S hu7zlal

inBundleExpire NI E 287y M2 ) SANY FIVOAMIIR ON14 k)
(ZH)E L7z [0

72 12: COUNTER #* 72 a3 V{5l

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTLEZIT ) TRTON—F — IR 5 K- FE YT - 1+
MR — NEHEETLLEND L,

BEIVYR

CREATE IPSEC POLICY (40 ~—73)
DESTROY IPSEC POLICY (51 ~<—7%)
SET IPSEC POLICY (79 ~<—73)
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SHOW IPSEC SA

SHOW IPSEC SA

BT T —:IPsec/ —fxa~ K

SHOW IPSEC SA[=sa-id] [COUNTERS]

sa-id: SA F5 (0~65535)

FEa

SA F— % ~N—2Z (SAD) WD SA I[ZH¥ ATH#E FRT 5,
ING A —&—
SA SAFT, BWEEHITRTOSA ICHT AHEMEMRBICERT b, IREMHIZE4T 5 SA OFEIIEHR

TRIRT 5o
COUNTERS SA Digatnw ¥4 =% &R %,

AN - H - EEH

SecOff > show ipsec sa
SA Id Policy Bundle State Protocol OutSPI InSPI
12 1 Valid IPCOMP 3 3
12 1 Valid ESP 1194036652 3877490456
SecOff > show ipsec sa=1
SA Id . e e e e 1
POLliCY v it e e 12
Bundle ... ... e 1
SA Specification Used ................. 2
State ... e Valid
Protocol . ... ... ESP
ROle .. e RESPONDER
Mode . ... e TUNNEL
Outbound SPI ........... ..., 1194036652
Inbound SPI ... ...ttt 3877490456
Local tunnel IP address ............... 63.12.123.233
Remote tunnel IP address .............. 1.1.1.1
Encryption algorithm .................. DES
Encryption ENCO channel................ 2
Hash algorithm ........... ... .. ... ... MD5
Hash ENCO channel...................... 3
Filters
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Remote IP address
Remote IP address

Local port number

Remote port number

Transport protocol

Local Name
Remote Name
DF Bit

Last sent sequence number

Anti-replay checking enabled

Debug device
Filter debug flags
Packet debug flags
Trace debug flags .
Packet debug length

mask ..............

SHOW IPSEC SA

00000000
00000000
00000000

SecOff > show ipsec sa counters

SA: 0
Outbound packet processing counters:
outProcessStart 373 outProcessFailImm 0
outProcessFail 0 outProcessDone 373
ESP:
espOutBufChainCopy 0
espEncryptionStart 0 espEncryptionFailImm 0
espEncryptionFail 0 espEncryptionGood 0
espOutHashStart 0 espOutHashFailImm 0
espOutHashFail 0 espOutHashGood 0
AH:
ahOutBufChainCopy 0
ahSegNumberCycled 0 ahFragmentSeen
ahOutHashStart 0 ahOutHashFailImm
ahOutHashFail 0 ahOutHashGood
IPCOMP:
compOutBufChainCopy 340
compTooSmall 0 compFragment 0
nonExpansionBackoff 20 dataExpansion 341
compressionStart 353 compressionFailImm 0
compressionFail 0 compressionGood 353
Inbound packet processing counters:
inProcessStart 8 inProcessFailImm
inProcessFail 0 inProcessDone 8
ESP:
espInBufChainCopy 0 espReplayedPacket 0
espInHashStart 0 espInHashFailImm 0
espInHashFail 0 espInHashGood 0
espDecryptionStart 0 espDecryptionFailImm 0
espDecryptionFail 0 espDecryptionGood 0
espIcvInvalid 0 espPaddingInvalid 0
AH:
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SHOW IPSEC SA

ahInBufChainCopy
ahBadPayloadLength
ahInHashStart
ahInHashFail
IPCOMP:
compInBufChainCopy
decompressionStart

decompressionFail

SA: 1

Outbound packet processing counters:

outProcessStart
outProcessFail

ESP:
espOutBufChainCopy
espEncryptionStart
espEncryptionFail
espOutHashStart
espOutHashFail

AH:
ahOutBufChainCopy
ahSegNumberCycled
ahOutHashStart
ahOutHashFail

IPCOMP:
compOutBufChainCopy
compTooSmall
nonExpansionBackoff
compressionStart

compressionFail

Inbound packet processing counters:

inProcessStart
inProcessFail

ESP:
espInBufChainCopy
espInHashStart
espInHashFail
espDecryptionStart
espDecryptionFail
espIcvInvalid

AH:
ahInBufChainCopy
ahBadPayloadLength
ahInHashStart
ahInHashFail

IPCOMP:
compInBufChainCopy
decompressionStart

decompressionFail

o O O o

o

373
0

18
373

373

o O O o

o O o o o

363
0

363

363

o O o o

o

ahReplayedPacket
ahIcvInvalid
ahInHashFailImm
ahInHashGood

decompressionFailImm

decompressionGood

outProcessFailImm

outProcessDone

espEncryptionFailImm
espEncryptionGood
espOutHashFailImm
espOutHashGood

ahFragmentSeen
ahOutHashFailImm
ahOutHashGood

compFragment
dataExpansion
compressionFailImm

compressionGood

inProcessFailImm

inProcessDone

espReplayedPacket
espInHashFailImm
espInHashGood
espDecryptionFailImm
espDecryptionGood
espPaddingInvalid

ahReplayedPacket
ahIcvInvalid
ahInHashFailImm
ahInHashGood

decompressionFailImm

decompressionGood

o O O o

373

373

373

o O O o

363

363

363

o O O o
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SHOW IPSEC SA

SA Id SA ID

Policy FUSA DL LIl o7z Psec R ¥ —4

Bundle SA 7°ptl&$ % SA N NV ID

State SA ®IKiE, UNDEF, VALID. CREATING. REMOVING O\ §
Protocol SA MM ¥ % IPsec 71 k )b, ESP, AH, IPCOMP D¢ 7
OutSPI A E 57 4 v 2O SPI (Security Parameter Index)

InSPI W& 74 v 27 ® SPIL (Security Parameter Index)

7 13: SA AR E R

SA 1d SA ID
Policy M SA DD LIl o7z IPsec K ¥ —4
Bundle SA D FrkE$ 5 SA /N v ID

SA Specification Used

SA OIESIAH L7z SA Ay 7 %K 5

State

SA DIk, UNDEF, VALID, CREATING. REMOVING
DI

Protocol SA MM 4 IPsec 71 b )b, ESP, AH, IPCOMP D>
ER A%/

CPI IPComp SA @ CPI (Compression Parameter Index) , IP-
Comp SA TDHFEIR

Role inE)# (INITIATOR) . %% (RESPONDER) O &5 65T
B %

Mode SA #)ff€— F, TUNNEL, TRANSPORT, UDP_ENCAP_

TUNNEL. UDP_ENCAP_TRANSPORT O\ ¢ L7

Outbound SPI

A E 7 4 v 7O SPI (Security Parameter Index)

Inbound SPI

Wi & 74 v 27 ® SPlL (Security Parameter Index)

Local tunnel IP address

IPsec b A voua— g )Vl IP 7 FL A, b ¥ R IVE—
F O E 0 AR

Remote tunnel IP address

IPsec b A VD ) E— Ml mwIP 7 FL A, b ¥ R IVE—
F O a0 AR

Encryption algorithm

ESP SA 25§ B2 7 )L T XL, BESP SA T AFET

Encryption ENCO channel

FoAb 7o A9+ 5 ENCO F v » # V%5, ESP SA
T AR

Hash algorithm

AH SA. ESP SA %™ § 2 FFEH /Ny 27V T1) X L
AH SA & ESP SA TOD AFIR

Hash ENCO channel

Ny va 7w AT 5 ENCO F v » f V5, AH SA
& ESP SA TOAFR

Compression algorithm

IPComp SA 2MEH T % [E4E 7V T1) X4, IPComp SA TD
AR

Compression ENCO channel

IPsec

JEAE 70 2 ZAHMEH § % ENCO F v ~ % V5, IPComp
SA THOAFIR
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SHOW IPSEC SA

NAT-Traversal NAT-OA

NAT-Traversal (NAT-T) (28175 NAT-OA <1 0 — N2}
T 5 IHFWAFEREINS

Peer original source IP address

VE—MIOF) TFNVIGEHIP 7 LA

Peer original destination IP address

JE— MIOF Y JFLEEIP 7 FL A

Filters

SA DILIZT o7z 1Psec K1) =Dy bt L 7 & —IZBF
LIERPFEREIND

Local IP address

O—A VP 7 N LA

Local IP address mask O—ANVHIP 7 L AT <A
Remote IP address JE—FMIIIP 7 FL A

Remote IP address mask JE—=MIIP 7 FLAIZKHT LY AT
Local Name =AWl AT L%

Remote Name JE=MITAT 2%

Local port number

o — A VIR — b

=

Remote port number

)& — MR — b

Transport protocol

NG UAR—=NETO ban

DF Bit

MEIIP Ny ¥ —D 757 x> NAT 75 %7 (DF Bit) Off,
COPY (HAloF+ ) Y+ VIP Ay ¥ —Dfix a¥—), CLEAR
(#1124 7), SET (#I24 ) ownwgFnns

Last sent sequence number

SA AL LA Sy ) ROy — 12 A%

Anti-replay checking enabled

U7 VA BERRED AR - M)

Anti-replay window size

V7 UABkY 4 v B A X

Last received sequence number

SA ML LIRSy ) MDY~ 2 AER

Anti-replay bitmap

V7V ABIEY 4 Y Ry v~y 7, By b~y 7I3) 7
VARGIEY 4 Y Ry A XERUES UWTFn&$5) T, #
EnGOY =7 Y AFSERIEL TV D, (1) 34 —
Ty AT Oy MSEFEAR, [0] ERZETHLI LR
ZNE R

Debug device

TNy FIFEROBIETNA A (B—1) Fe

Filter debug flags

TANY =T Ny TRFNRESN T L L 7 ¥ —LFF
/RGO EERT 7T

Packet debug flags

Ny NTNY TSF VICEEE SN T W AR L 3 v o
MEERTTI T, 837y FO—EbEREND

Trace debug flags

NL—2FNy FOF Y - FTRRTT I

Packet debug length

NI R TFENy TBICERENL TF— 7 FE&

& 14: SA f5E IR

outProcessStart AR E 28y MRS 5 L & BAGA L 721815
outProcessFail AR E 28y MRS 5 LERAS M L 721815
outProcessFaillmm AR E 28y MRS 2 AUERASRDREIC i L 72 [al 5%
outProcessDone AR E 28y MRS 5 e T 1%k
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SHOW IPSEC SA

espOutBufChainCopy SR &Sy RAESP LD 7200 F = 4 Y BNy 77 —lZa¥— S
EEs

espEncryptionStart ESP 5 {LALEE o> Bl A3 1] £

espEncryptionFail ESP 5 {LALEE o> I e[l £

espOutHashStart HRE & 23y M % ESP REGELEL o BAG [l

espOutHashFail SR & 23y MY % ESP REGELEL 0 Je i [l

espEncryptionFaillmm

ESP 5 LALBE o BV [ A 1] 4%

espEncryptionGood ESP 5 {LALEE o> B Ty [l £

espOutHashFaillmm SR & 23y M % ESP R2AERLEL 0 RIS JC i [0 %

espOutHashGood SR & 23y M % ESP REGELEL 0 BB [l

ahOutBufChainCopy HHAIE Xy S AH LD 720 F = 4 6Ny 77 —IZa¥— S
EEs

ahOutHashStart I & 23y MO 5 AH FRREALELO RG]

ahOutHashFail 9*@ &Ny MO 5 AH REEELE O J: B 01 ¥

ahSeqNumberCycled AL D > —r v A N —=5—K L 7z [0l %%

ahOutHashFaillmm 9*@ &8y MO 2 AH REREALEE RNl L 72 [l £

ahOutHashGood I E 23y MO 5 AH FRREALEE O BT ] £

compOutBufChainCopy ~ #H& /857 v AT IPComp MDD /=0 F = 4 Y bHNy 77 =122 —&
N7zl

nonExpansionBackoff non-expansion backoff D72/ v b A S 7% 0o 7z [0 5K

compressionStart SR & 28y MO % IPComp FEAiAL L o> B 45 [0 %

compressionFail SR & 28y M % IPComp FEARMLEL > J: B a1 %

compTooSmall 2Ny b AVNE T E B 728 IPComp EMELEEA T D 75 2 5 7= (015K

dataExpansion FEAEIZ & o T80 M A XHTHER L 7z [0l

compressionFaillmm AR &8y Mt d A IPComp FEARRLELASENREIC B L 7 1%k

compressionGood SR & 23y M % IPComp FEARAL L o B [0 %

inProcessStart I & 285y M2 2 ALBR B 4G 0] 44

inProcessFail WA & 285y MO 2 LB g L 7z [l %

inProcessFaillmm WA & 285y M2k 2 BLSHNREC B L 72 [l

inProcessDone I & 285y MO 2 LB ) L 72 (a1 %

espInBufChainCopy W E 87y PSESP LD 7200 F = 4 V6N y 77 —IZa ¥ —Shi:
EEs

espInHashStart WA &8 v MOk % BESP #ERELELASBRAG S 7z a4k

espInHashFail WIA &85y M3 % ESP #2GELEE AR L 72 [0l 4

espDecryptionStart WA &3y M § A ESP A2 {LALEL 2 Filhs & 7z a4

espDecryptionFail WIA &8y MO % ESP 85 {LALEE 232 B L 72 [n1 4%

esplcvinvalid %) 7% ICV %42 ESP /87 v %154

espReplayedPacket W7 > — 7 v A% 52 FD2 ESP /37 v b ZAF
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SHOW IPSEC SA

espInHashFaillmm

WA & 237 MIxt s % ESP AREALHLASEIR 2 L 72 [0l %%

espInHashGood

MR & 287y M % ESP RRGEALE ALY L 72 1%L

espDecryptionFaillmm

WA & 737y M § A ESP 875 {LAL BRI L 72 [l 5

espDecryptionGood WIA &8 MO % ESP 85 {LALEE S ) L 72 [0 4%
espPaddingInvalid INT A 2 TSR 7 BSP 28 b5 R
ahInBufChainCopy WIAE STy PSS AHRBED720F = 4 Y 5Ny 77 —12a¥—Shi:
EEs
ahBadPayloadLength WAy 70— FRZFD AH T v M 2fE%
ahInHashStart WIA &8y MO %5 AH REEELEL O B 4501 %
ahInHashFail WIA &8y MO %5 AH FEEELE 0 J: B ol %
ahReplayedPacket W7 — 0 v A/ G e Ro AH Y v M ZE R
ahlcvInvalid Ry 7 ICV 282 AH /87 v+ 32f3%
ahInHashFaillmm WIA &8y MI$ %5 AH FEGELEL O RIIREJE B ol %
ahInHashGood WIA &8y MO %5 AH REEERLE O B [o] %
compInBufChainCopy W& 257 v M AT IPComp WD 7z F = 4 Y prbNy 77 — 2T E—&
N7zl
decompressionStart WIA & 28y MO % TPComp H:#f B AL B2 o> B 46 [0l %
decompressionFail WIA &8y MO % IPComp F: i B B o> 2 B a1 %
decompressionFaillmm  WIA & /3% v M3 % IPComp FE#f i B 2 o> RIREJE i [l %
decompressionGood WIA &85y MO % TPComp H: i B AL B2 o> B D [l %
7 15: COUNTER #* 72 a3 » {5l
5% - EBEE

IPsec Z i3 % 12

& BfE T -

¥ OB EAL L E 5L EIT D) TRTCON— & — |[ZIE5 K — F 72135 -

WiR— &35 T 2 0LEND %o

BEIVYR

SHOW IPSEC (89 ~— )
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SHOW IPSEC SASPECIFICATION

SHOW IPSEC SASPECIFICATION

HF 31— :1IPsec / SA ARy 7

SHOW IPSEC SASPECIFICATION [=saspec-1id]

saspec-id: SA A% 7 % (0~255)

FEa

SA ARy 71T B 1EHE FRT Do

ING A —&—

SASPECIFICATION SA Ay 75, BEKIETXTD SA ARy 7 O % R ICERT 5. f7E

FRIEE%4 T 5 SA Ay 7 OFFMITERE FRT %,

AN - H - EEH

SecOff > show ipsec saspecification=2

Sa Specification

I 2
Protocol .............. . . . .. ESP
Key Management ................. ISAKMP
Mode . ......i i TUNNEL
Encryption Algorithm ........... DES
Hash Algorithm ................. MD5
Compression Algorithm .......... -

In SPT ... .. it -

Out SPT ..... ... .. -
Encryption Key ................. -

Hash Key ....... ... -
AntiReplay Enabled ............. FALSE
Replay Window Size ............. 32

HashAlg CompAlg

SecOff > show ipsec saspecification
ID Proto KeyMan Mode EncAlg
1 COMP TISAKMP - NULL NULL
ESP ISAKMP TUNNEL DES MD5

InSpi EncKey HashKey

IPsec
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SHOW IPSEC SASPECIFICATION

D SA Ay T

Protocol

IPsec t¥ =) 51 —7ua k2, ESP (K

Tt m—F), AH GERE~N» 7—).,

COMP (IPComp. IP J#ii) @b‘fﬂﬁ‘

KeyMan #EI)T . MANUAL (F8) 7213 ISAKMP (H%))
Mode SA #ff€— F, TUNNEL (b > #)VE—F) 2 TRANSPORT (k7 ¥ AK—
bE— )
EncAlg ESP 7 9 B 5L 7 v A 4
HashAlg AH & ESP A ) RBGERH Ny 27 v T X4
CompAlg IPComp 7l 5 i 7 )b 1) X 2
InSpi MIfj& ~ 774 v 27 ®SPL (Security Parameter Index)
EncKey i%ﬁﬁ%%
HashKey FREH N v & 2 G5
#16: SA Ay 7 MEARGER
Id SA Ay 7
Protocol IPsec t %2151 —78 k2, ESP (BFefbxfa—F)., AH (GLiE

~vy % —), COMP (IPComp. IP r%ﬁ) DVF IR

Key Management

#EMS N, MANUAL (F#E)) F 7213 ISAKMP (HE))

Mode

SA%W%—F;nmNmmh/m»%—F)#ﬂ%N%OMWF%y
AR—=PFE-F)

Encryption Algorithm

ESP %% 9 b5 b7 v 31) X 4

Hash Algorithm

AH & BSP M) #EEEH Ny a7 VT A L4

Compression Algorithm

IPComp 7l 5 FEAfi 7 )b 1) X 2

In SPI

Wi & ~ 77 14 v 27 ®SPL (Security Parameter Index)

Out SPI A& ~ 77 4 v 7 ® SPIL (Security Parameter Index)
Encryption Key i%ﬁﬁ%%
Hash Key RREH N v & 2 G5

AntiReplay Enabled

U 7L A Pk ERE O A% (TRUE), #£%) (FALSE)

Replay Window Size

VT VABEY 4 2 794 X, 32, 64, 128, 256 D\ g L

% - TBER

#17: SA Ay 7 iBER

IPsec & MHT 5 \2HE, HIE7— ¥ OB BALLHBALEAT) F_TON—5 —
iR — KRBT D LEND B

g R— FE 23S - R

BEIYR

CREATE IPSEC SASPECIFICATION (44 ~<—7%)
DESTROY IPSEC SASPECIFICATION (52 <—7%)
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SET IPSEC SASPECIFICATION (82 ~<—%)
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SHOW ISAKMP

SHOW ISAKMP

A7 Y — : IPsec / ISAKMP

SHOW ISAKMP

FEa

ISAKMP £ 2 — VORESR % E5T 5,

AN - H - EEH

SecOff > show isakmp

ISAKMP Module Configuration

Module Status
UDP Port

Debug Flag .................

Global Debug Device
Local RSA Key

VPN Client Policy File Name

VPN Client Policy Server Enabled

Module Status

ISAKMP &3 2 — VO FR) - %)

UDP Port ISAKMP * v & — ¥ D325 124 UDP A— |k
Debug Flag BTN TH T a O - BRI ERTEy Mo BTid—

TIPS, Ty NFNRy 7 (B0 Y b)), KREERTF Ny 7
(FE1Ey M), FNL=—ATNv 7 B3y M), B0 ITELR,
511 3E%

Global Debug Device

TNy RO e — b

Local RSA key

77 4V b D RSA &g+

VPN Client Policy Server Enabled

¥ T4 =R T —F =N RROER) - B

VPN Client Policy File Name

IIAT VY MIERBETALATFT 74V OEF )T 4 —FRY) T —
T 7 ANV

% - TEHIR

IPsec # i3 %121k, BET— & OB F L L EFTLEZIT ) TRTON—F — [ZHE5 R — N 72138

MR — NZEHETDLEND L,
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BEEIYKR

DISABLE ISAKMP (57 ~<—3)
ENABLE ISAKMP (63 ~<—7%)
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SHOW ISAKMP COUNTERS

SHOW ISAKMP COUNTERS

A7 Y — : IPsec / ISAKMP

SHOW ISAKMP COUNTERS [={GENERAL|MAIN|QUICK|SAD|SPD|XDB|IPSEC|INFO|
AGGRESSIVE|NETWORK|TRANSACTION}]

FER

ISAKMP €Y 2 — VDT )Ny RS v % — % FRT 5,

ING A —&—

COUNTERS it 77 >4 =077 T =% i5ET bo AWM TNTONY =D FREN5,

AR - H - EEH

ISAKMP General Counters
acquire
acquireNoPolicy
acquireEquivFound
acgPhlXchgStartFailed

acquireQueued

w o o o o

acquirePrenegNoPolicy 0

msgInitPhlp5StartFail 0

doneGood

o

doneSendConNoSa

msgTx 1
txEncryptNoExchange
msgTxStartEncrypt
txEncryptFail

o O vV o u

msgTxEncrypt ExpKBytes

txRetryTxd 0

msgRxd 12
msgRxInconsistLengths
msgRxBadReserved

msgRxBadNextPayload

o O O o

msgRxNoExchange

116 | CentreCOM AR740 O~ > K 77 L > X 2.6
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SecOff > show isakmp counters=general

acquireNoSa
acgPh2EquivInProgress
acgPh2XchgStartFailed

acgPeerAddrNameIncons

donePhaselFailed

msgTxd

msgTxEncryptNoEncoPrc

txEncryptGood

txRetryXchgTimedOut

msgRxBadLength
msgRxBadVersion
msgRxUnexpectedMsg
msgRxNoExchangePhasel

o O w w

o O O o

IPsec



msgRxP1NoXcgNotlstMsg
msgRxPhlXchgStartFail
msgRxP15XchgStartFail
msgRxPhase2NoSa
msgRxPh2XchgStartFail
msgRxEncrypted
msgRxBadPad
msgRxPayBadNextPay
msgRxDecryptNoEncoPrc
msgRxPlain
rxDecryptNoExchange
rxDecryptGood
rxDecryptedBadPad

O O Oh O OO O O O 0h O O O O O

rxDecrptPayBadNextPay

infoNoMatchingPolicy
infoPhlNoDelAllowed
infoPh2SANot Found
infoPh2NotifyDisabled
infoPh2XchgStartFail

o o & O O

msgRxPh1UnkwnXchgType
msgRxPh1lMsgIdNotZero

msgRxNoExchangePhase?2
msgRxPh2UnkwnXchgType
msgRxEncryptdUnexpect
msgRxBadPadLength
msgRxPayBadReserved
msgRxStartDecrypt
msgRxPlainUnexpected
rxDecryptedBadLength
rxDecryptFail
rxDecryptBadPadLength
rxDecryptPayBadRsvd

infoPhlNotifyDisabled
infoPhlExchgStartFail
infoPh2SANotActive

infoPh2DeleteDisabled

SHOW ISAKMP COUNTERS

o

O O O O O 0h O O O O o

o O O o

% - TBER

IPsec # i3 %121k, BET— ¥ OB 7L L EF L EZAT ) TRTON—F — [ZHE5 R — N 7213k 5

HiR— &35 T 2 0LEND %,

BEIYR

SHOW ISAKMP EXCHANGE (118 ~<— %)
SHOW ISAKMP SA (125 ~<—73)

IPsec

-
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SHOW ISAKMP EXCHANGE

SHOW ISAKMP EXCHANGE

A7 Y — : IPsec / ISAKMP

SHOW ISAKMP EXCHANGE [=exchange-id]

exchange-id: ISAKMP Exchange %5 (0~4294967295)

FEa

ISAKMP 7c#a (—#E D X v b — I55#) OEREFERT S,
ING A —&—

EXCHANGE ISAKMP Exchange %%

AR - H - EEf

SecOff > sh isakmp exchange

ISAKMP Exchanges

Id Phase State PeerAddress Type
7 1 SASENT 1.1.1.1 MAIN
Id ISAKMP Z&# ID
Phase ISAKMP 7 = — X, 1, 1.5, 20w ih
State 28t o IR B . Main € — F (Identity Protection %8 #ft) T I&

IDLE. SASENT. SARECV. KESENT. KERECV. AUTHSENT,
AUTHRECV, UP @ \» § 7L %, Quick £ — F Tid, START-
ING. WAIT_HASH_SA_NONCE., WAIT_HASH. RECEIVING.
MESSAGE. SENDING_HASH_SA_NONCE, SENDING_HASH,
DONE D\ g7, Aggressive £ — F (Aggressive Z&#t) Tl
IDLE. SAKESENT, SAKERECV, SAKEAUTHSENT, SAKEAU-
THRECV., AUTHSENT. AUTHRECV, UP O3 12>, Trans-
action 7¢ #: T & . IDLE. REQSENT. REQRECV, REPSENT,
REPRECV, SETSENT, SETRECV, ACKSENT. ACKRECV, UP
DI, Informational 2 TI3 IDLE & 72 %
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SHOW ISAKMP EXCHANGE

Peer Address/Peer IP Ad-

dress

ISAKMP E7DIP 7 FL A

Type

iRy 4 7. MAIN, AGGRESSIVE, TRANSACTION, INFO,
QUICK D i

#: 19: Exchange % 515

ISAKMP Exchange

ZCHUZ B A — M fEH

Id

ISAKMP Z& 4t ID

Phase

ISAKMP 7 = — X, 1, 1.5, 2DWw¥Fhy

State

D IRHEE . Main € — I (Identity Protection %8 42) T
IDLE. SASENT. SARECV. KESENT. KERECV. AUTH-
SENT. AUTHRECV, UP ® \»§ 7%, Quick € — F T,
STARTING. WAIT_HASH_SA_NONCE., WAIT_HASH,
RECEIVING_-MESSAGE. SENDING_HASH _SA_NONCE,
SENDING_HASH. DONE ® ¢ #17>, Aggressive & — N
(Aggressive 2#t) Tid, IDLE, SAKESENT, SAKERECV,
SAKEAUTHSENT, SAKEAUTHRECV. AUTHSENT,
AUTHRECV, UP ®\W§ LA, Transaction 24 Tid, IDLE,
REQSENT. REQRECV, REPSENT. REPRECV, SETSENT,
SETRECV, ACKSENT. ACKRECV, UP ®  § i1 #» ,
Informational Z&# T3 IDLE & 72 %

Type

2y A 7. MAIN, AGGRESSIVE, TRANSACTION, INFO,
QUICK D\ § i

Initiator

WhENE (=X —5—) - JB&E (LARYY—) DY

DOI

DOI (Domain Of Interpretation), IPsec ® &1 — k

Policy name

ISAKMP KV ¥ —%#

SA

ISAKMP SA #7

Peer Address/Peer IP Address

ISAKMP # vt —Y 01 E— MIIP 7 FL &

Local IP Address

ISAKMP #* vt —20ou—7aVHll7 FL A

Encrypted

ISAKMP SA |2 £ 2R/ RIS N TV L) B>

Expecting message

HLV Ay L=V ERHo TR E) B

Has SA

ISAKMP SA H¥HEV. ENT WD E)

Initiator Cookie

TGENE 7 v F —o ZCH % FlMG L7224 L 72 8 /34~ OFELEE

Responder Cookie

INEH 7 v *—o ZHROISEM A AR L7z 8 /34 b OFELEIE

Message Id

72— R 2N T A 72O H NS 484 b OFLILAE

Set Commit bit

EERFIZ ISAKMP v % —® Commit ¥ v P&V TH0E)
n

Commit bit received

ZAEA v — YO Commit ¥y AT o TWEHE)

Send notifies

IPsec

Notify XA 0 — F& % ET L0 L) »

CentreCOM AR740 a~v > K1) 77L > X 26
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120

SHOW ISAKMP EXCHANGE

Send deletes

Delete A 0 — F&%EETLHEH H

Message Retry Limit

Ay — Y O KA

Packet Retry Counter

BAERABTO X v £ — Y O kR

Initial Message Retry Timeout (s)

PIRLEER O FEFE IR (7))

Packet Retry Timer (time left(s))

HWHERETDO XAy =V % FH®ETLHETORY B (7))

Main and Aggressive Mode

Main € — F & Aggressive £— FIZHT 2 EMOIFREND

ENCO Pass

ENCO ®Y 2=z k5 [/X2] [

Shared Key Id

HurdeA# (PRESHARED) #RETH W% LG #F S

Peer RSA Key Id

HFD RSA A%

Local RSA Key Id

H 5 ® RSA ABSERT Fm

Peer Certificate Id T OFEHE ID
Local Certificate Id B4 OFEEZE ID
Local Policy HODRD) ¥ —
Remote Policy HEOR) ¥ —

Transform

Transform X1 T — FIZT A IERBERENS

Transform Number

SA R4 O— F|Z&FN A Transform X T — KDE

Transform Id

Transform X1 17— F ID

Encryption Algorithm

e A= R A

Authentication Algorithm

HELT LT X L

Authentication Method

7 2 — X1 OMTFREEE A Fajdia# (PRESHARED), 7¥
¥ IVES (RSASIG) DWWy

Group Description

Diffie-Hellman (Oakley) 2 Vv — 7 % % . MODP768.
MODP1024. INVALID, NONE O3

Group Type

Diffie-Hellman (Oakley) 7'V —7% 47

DH Private Exponent Bits

DH ##NSHFLEOLY v M

Expiry Seconds

H3 DR ¥ —THRE S 7z SA DERIIR (7))

Expiry KBytes

B0 FR) Y —THE SN2 SA ODAEMPIR (Fa/31 )

Transaction Mode

Transaction L2 R A [GHMAFERENS

Mode Transaction ZZ#2E— F, XAUTH., SET. REQ O\ § iz
Id &4 1D

Quick Mode Status Quick £ — FIZBT AERPERENS

SA id ISAKMP SA ® 1D

local address

o—7)VHElNIP 7 F L A

policy name

ISAKMP KV ¥ —%#

use PFS-KEY Perfect Forward Security for keys ZfiH ¥ % 72 &) 7
use PFS-ID Perfect Forward Security for IDs Z 5 % 72> &9 7
DH group ID Diffie-Hellman (Oakley) 7V —7 1D

msg retry limit

CentreCOM AR740 O~v> KU 77L > X 26
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SHOW ISAKMP EXCHANGE

msg retry timeout

Ay =T OHEIRERED S iR O %L TORR (1)

IPSEC exchange info

IPsec BLEGHRAER SN S

IDi

faEhE ID (S ¥ A 155

type ID¥%147

protocol Id 7u b a)vID

port A—1HID

data ID 7—7%

IDr IBEH ID (2B 2 ik
group Id IPsec 7V —7 1D

Sa Definition Information

SAERIZHT AIFEWMATREING

Authentication Type

SA DOFEFE)T

Encryption Algorithm

SA DIEFFALT VT X L

Hash Algorithm

SA OGNy 27 VT X L

group Type

Diffie-Hellman (Oakley) 7'V —7% 47

group Description

Diffie-Hellman (Oakley) 7V —7

expiry seconds

FTYIT— N EN7SA DERIBIR (7))

expiry kilobytes

ATY I b ENTZSA DEMBIM (FENA 1)

% - TBER

# 20: Exchange % 5155E H

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON—F — IR 5 K- FE RS - 1+

WiR— &35 T 2 0LEND %,

BEIYR

SHOW ISAKMP COUNTERS (116 ~<— %)

SHOW ISAKMP SA (125 ~<—73)

IPsec
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SHOW ISAKMP POLICY

SHOW ISAKMP POLICY

A7 Y — : IPsec / ISAKMP

SHOW ISAKMP POLICY [=policy]

policy: ISAKMP 1) & —%; (1~24 37)

FER

ISAKMP R ¥ — 12T 5 1FHE KR %o
INGX—F—

POLICY ISAKMP KV ¥ —%;

AN - H - EEH

SecOff > show isakmp policy

ISAKMP Policies
Name Mode AuthType EncAlg HashAlg PeerAddress
s IDEROT PRESHARED DES  SHA  1.0.1.1

SecOff > show isakmp policy=i

ISAKMP Policy

NamME . ottt e e e e e e e e e e i

Peer AdAreSS ..ttt i ittt i 1.1.1.1
Peer Port ........ . ... ... e 500
Phasel Mode ........ i, IDPROT
Authentication Type ................... PRESHARED
Extended Authentication ............... NONE

Extended Authentication Type .......... -
Extended Authentication User Name ..... -
Extended Authentication Password ...... -

Key Td .ottt e e e e e e e 1

Local RSA KEY it ittt iiiii e -

Phase 2 Exchanges Limit ............... NONE

PreNegotiate ......... ..., FALSE
DOT . e e e IPSEC
SendNotify Messages ................... TRUE

Send Delete MesSSages ...........c.covo.. FALSE
Always Send ID MeSSagesS ... .evvunnnnn. FALSE
Commit Bit .. ... FALSE
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Message Retry Limit
Message Time Out
Source Interface
Local ID

Remote ID

DebugFlag

SA Specification

Encryption Algorithm

VPN Client Policy File Name ..

Hash Algorithm .......... ... .. ....... SHA
Group Description ..................... 1

DH Private Exponent Bits .............. 160
Heartbeat Mode ................ . ....... NONE
Group Type ... e MODP
Expiry SecondsS . ...t 86400
Expiry Kilobytes .............. ... . ... -

NAT Traversal ................. ... TRUE

SHOW ISAKMP POLICY

Name ISAKMP K1) ¥ —%#
Mode 7 x—A1%—F, IDPROT (MainE— F) 72> AGGR (Aggressive E— F)
AuthType 7 = — X 1 QTR SR, FHiA# (PRESHARED), 7Y ¥ L B4 (RSASIG)
DT I
EncAlg ISAKMP SA 2MEH§ A5 7V T1) A L
HashAlg ISAKMP SA 73§ ARZAEH /Ny 22 7 v T X 4
PeerAdresss ISAKMP ¥ 7D IP 7 FL A, ANY I ZIP 7 FLADPAETHAHZ L E2RT
% 21: Wi e
Name ISAKMP RV ¥ —%4

Peer Adresss

ISAKMP ¥ 7DIP 7 FL A, ANY X IP 7 FL ADAET
HDHIEERT

Phasel Mode

7 = —X1%— F, IDPROT (Main € — F) #» AGGR
(Aggressive £— F)

Authentication Type

72— X1 OMFRAET X FardtA# (PRESHARED) .
TV IVEY (RSASIG) OV ip

Extended Authentication

PLiRFERE (XAUTH) 1281) 1%, CLIENT (RERE% %1

AMl). SERVER (FERET Afl) . NONE (XAUTH % ffib 7%
W) owiny

Extended Authentication Type

IRESAE (XAUTH) 43, RADIUS_.CHAP, GENERIC ®
Wiy

Extended Authentication User Name

XAUTH D27 54 7~ ha—H—%

Extended Authentication Password

IPsec

XAUTH © %2 547 > F)SA T — F
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SHOW ISAKMP POLICY

Key Id FRREHE T
Local RSA key H 450 RSA #% 5
Peer Certificate Id TN BH#EFEAE ID

Phase 2 Exchanges Limit

ISAKMP SA ECTEITHFHFEND 7 = — X 2 O K,
72— X2 ZBOREBA I DfEE R B £ ISAKMP SA 7%
BAIT - FEND

PreNegotiate V— % =@ ISAKMP SA D4+ T Z—3 3 ¥ %ffo
THBLE)I M
DOI ISAKMP &1 ¥ — @ DOI (Domain of Interpretation) .

IPSEC O & A — b

Send Notify Messages

Notify 4 1 — FDEAE & 7§ 5 0

Send Delete Messages

Delete X 1 10— KDRE[E % FFu] 4 5 H

Always Send ID Messages

ISAKMP SA O % I L — MREIZLT ID XA B — F&%EE
SRR

Commit Bit

Ay —VRERIZCommitEy bRy FT AL N

Message Retry Limit

ISAKMP * v & — ¥ Ok % E K

Message Time Out

ISAKMP * v & — 3 O %M

Source Interface

ISAKMP % vt — 3V DIEEA v 5 —T 2 — AR, DA ¥ —
T r—ADIP 7 FLAMIEET NL AL 5

DebugFlag

B ISAKMP 7Ny 7% 7Y a Y ems 777

SA Specification

SA ARy Z\ZHT BIEBRPEREIND

Encryption Algorithm

ISAKMP SA MM § 255 7 )b T1) X 4

Hash Algorithm

ISAKMP SA M5 2585y 27031 X4

Group Description

Diffie-Hellman (Oakley) 7'V — 7%, 1752

DH Private Exponent Bits

DH ##NSFHOLY v M

Group Type

Diffie-Hellman (Oakley) 7'V —7% 4 7, MODP @ &
F— 1

Expiry Seconds

ISAKMP SA OEZDIHE (7))

Expiry Kilobytes

ISAKMP SA DA (Fo/3A ~)

NAT Traversal

IPsec NAT-Traversal (NAT-T) Z{HifH§ 22029 5

% - TBER

7 22: fanEly

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON—F — IR 5 K- FE RS - 1+

HiR— &35 T 2 0LEND %

BEIYR

SHOW ISAKMP (114 ~<—7)

SHOW ISAKMP COUNTERS (116 ~<— %)

613-000215 Rev.C
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SHOW ISAKMP SA

SHOW ISAKMP SA

A7 Y — : IPsec / ISAKMP

SHOW ISAKMP SA[=sa-id]

sa-id: SA F5 (0~65535)

FER

ISAKMP SA IZBT A1 A FRT 5,
INGA—&—

SA SAFE

AN - H - EEH

SecOff > show isakmp sa

Expiry Limits - hard/soft/used
SA Id PeerAddress EncA. HashA. Bytes Seconds

3 1.1.1.1 DES SHA -/-/- 86400/82080/538

SecOff > show isakmp sa=3

S T ittt e e e e e e e e 3
Initiator Cookie ........ ... .. ....... c551ea94ccl52a8d
Responder Cookie .................... 9b7bf67d53e85104
DOT . e e e e e IPSEC
Policy name ..........ciiiiiiennnn.. i
State ... e e ACTIVE
Local address ..........iiiiiia.. 63.12.66.239
Remote Address ............. .. 1.1.1.1
Remote Port ............ ... .. .. ... ... 500
Time of establishment ............... 03-0ct-2001:11:54:05
Commit bit set ........... ... ... ... FALSE
Send notifies .......... . .. Lo, TRUE
Send deletes ....... ... ... i i FALSE
Always send ID ...t ii i FALSE
Message Retry Limit ................. 5
Initial Message Retry Timeout (s) ... 20
Do Xauth ... ... e FALSE
Xauth Finished .................... TRUE

Expiry Limit (bytes) ................ -

Soft Expiry Limit (bytes) ........... -

IPsec CentreCOM AR740 O~ > KU 7 7L > X 26
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SHOW ISAKMP SA

Bytes seen ...... .. ... il -
Expiry Limit (seconds) .............. 86400
Soft Expiry Limit (seconds) ......... 82080
Seconds since creation .............. 549
Number of Phase 2 exchanges allowed . 4294967294
Number of acquires queued ........... 0
Sa Definition Information:
Authentication Type ................. PRESHARED
Encryption Algorithm ................ DES - 56 bit
Hash Algorithm ...................... SHA
group Type .. ... e e MODP
group Description ................... MODP768
DH Private Exponent Bits ............ 160
expiry seconds ...........iiiiiin. 86400
expiry kilobytes .......... ... .. ..., -
XAuth Information:
L 0
Next Message .........oiiiiiiiinnnenn. UNKNOWN
Status ... FAIL
1% 1P Generic
Max Failed Attempts.................. 0
Failed Attempts...................... 0
NAT-Traversal Information:
NAT-T enabled ....................... YES
Peer NAT-T capable .................. YES (v8)
NAT discovered ..............cvueon.. REMOTE
Heartbeat information:
Send Heartbeats ..................... NO
Next sequence number tx ............. 1
Receive Heartbeats .................. NO
Last sequence number rX ............. 0
SA 1d SA ID
PeerAddress SADY)E—HMIIP T FL A
EncA SA DEEFALT VT ) X L
HashA SA OFEFENY 2T IV T AL
Bytes SA DA N4 F)o N—FY I v~ SAHIBETFTOMER)., V7M1 Iy
M SAHATY T PITOHR) . BAEE TR S N723 1 MEDNAIZFIR
b
Seconds SA DEMPK () N—F1J) Iy b (SAHBRITOME), v7h1) Iy b

SAFATY—FFTOMR)., BHAEFETIC

it LR BOIHIZFIR SN

3 23: MEARER
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SHOW ISAKMP SA

SA Id

SA ID

Initiator Cookie

ImEE s v x

Responder Cookie

ICEH 7 v

DOI DOI (Domain Of Interpretation), IPSEC ® &K —
Policy name ISAKMP K1) ¥ —4,
State ISAKMP SA o IR & . ACTIVE., EXPIRED. DOING.

NEW_GROUP, DOING_XAUTH ®\:§ h

Local Address

SADou—HhVHIIP T FL A

Remote Address

SADY)E—

FMUIP 7 KL A

Time of establishment

SA OYERCH

Commit bit set

Commit ¥ v

FASEY FENTWENE D D

Send notifies

Notify <4 0 — F%&%ET %75

Send deletes

Delete <4 T — K% 3%ET 5

Message Retry Limit

Ay E—=TD

LNk

Initial Message Retry Timeout (s)

Ay =T O EERERED S i) D% £ TORER (7))

Do Xauth

XAUTH #¥GEZ ) 7 &9 »

Xauth Finished

XAUTH &A% T L7 29 7

Expiry Limit (bytes)

SA DEMIIE (N1 M) o SAHRIER T TOHE (—F

J3Ivh)

Soft Expiry Limit (bytes)

SA DEMPIR O Mo HATYT— T TOMHK (v

AR

)

Bytes seen

BUE £ TIZSA DML L 7281 M %

Expiry Limit (seconds)

SA DERIR (7)o SARIBRE TOME (Hh—FJ Iy

M)

Soft Expiry Limit (seconds)

SA DEMME (F), HAr T —FETOHR (V7 b

J3Ivh)

Seconds since creation

SA TRtk OFEBIFH (1))

Number of Phase 2 exchanges allowed

D SA ETFEATIRE: 7 = — X 2 58D IR KE

Number of acquires queued

M o IPSEC SA I3 T— 3 3 » 3R

Sa Definition Information

SA ERICHT AIEMATR S NS

Authentication Type

FT-REAE T 5

Encryption Algorithm

SA OEFF 7 IV T1) X L

Hash Algorithm

SA OFREFHNY 27V T X L

group Type

Diffie-Hellman (Oakley) 7' )V —7% 17

group Description

Diffie-Hellman (Oakley) 7V —7

DH Private Exponent Bits

DH f#~ &

FHOL Yy M E

expiry seconds

AT T— |

N7z SA DARMIR (1)

expiry kilobytes

IPsec

AT LT— |

N7 SA DAFMIR (Frusvq )
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SHOW ISAKMP SA

XAuth Information XAUTH IZH 9 2 EHRAIFEREND

Id XAUTH fERED £ v £ — 2 1D

Next Message RIZHEAE N5 XAUTH # v &£ —, REQ 2 SET DWW
AN

Status XAUTH FZiEDIKEE, OK 2 FAIL O\ 4u7»

Type XAUTH #%iE» ¥ 14 75 GENERIC 7 RADIUS-CHAP @
W

Max Failed Attempts XAUTH FZGED e RfATIR . Z O RE % 8B 2 TR %
& SA DRSNS

Failed Attempts XAUTH FZRED Sl %

NAT-Traversal Information IPsec NAT-Traversal (NAT-T) |ZB9 2 FHasERr S
5%

NAT-T enabled IPsec NAT-Traversal (NAT-T) 2SFxpfbe 9 »

Peer NAT-T capable 1) E— MMAIA NAT-T 13 L TW A 20089 2

NAT discovered SRR 1o NAT #2r 2 b L7272 &9 0 NO (Bl

7). REMOTE (Y €— MiIZ#H), LOCAL (10 —7
VRNZHH) . BOTH (B—#b - U E— N BUFICHH) .
UNKNOWN () E— MIAY NAT-T 123 L T 22w,
F 7213, NAT Discovery 7356 | L TWa ) Owgip

Heartbeat information ISAKMP /"— F E— MY 2IEMOZRE N5

Send Heartbeats N=hE=F Ay E=VEEFETLLIBRESN TV LD
&9

Next sequence number tx RICEETAN—PME—= MRy b—=TDY—7 v A%

Receive Heartbeats N=FE—= Ay 2=V 2RZETLLIRESN TN D
£

Last sequence number rx KBICZELIN—PE— MRy tk—YDY =7 v A%

% - TBER

IPsec ¥ A121%, BET— 7 OB FALEEHTALEZIT ) TRTON —F — IR 5 K- FE IS - 1+
iR — N2EETLLEND D,
BEIYR

SHOW ISAKMP COUNTERS (116 ~<— %)
SHOW ISAKMP EXCHANGE (118 ~<— %)
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