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IPsec VPN O#i2E % K — b § % PKI (Public Key Infrastructure) €3 2 — )V IZOWTHHL L £, PKI
EVa—Veffi) &, IPsec (ISAKMP) DAHFFFEIZ RSA 7 4 V%4, (RSA Signature) ZFIH T %
D ES,

& PKIEY 22— VafHT 512374 —F ¥ —F 1+ A AT-FL-06 "L E T,

PKI &

PKI (Public Key Infrastructure) (. ZAB#EE 5 % 20 L CRIH T 5 720 O FEMEHAM T3, AR5 D
B, HHT2R8MBPARLIGREDOLDTH LN IHAFL TET, PKI ¥ A7 4Tl L7
(CA) P FATT HARBEHEICL Y, AREL ZOMEEOBR LR T A2 MAREE SN TE T,
ABGLTIX, £ 7230074 —F v —F 4R AT-FL-06 % THEA 7272 2 L2 XY, ITU-T X.509
@%@m@é“%ﬁﬁ%iéﬂﬁtme>x%A%ﬁﬁ¢é*tﬁf%iﬁomﬂ%yl—w%ﬁi‘
I2& D, IPsec VPN OHF I — & —FBFFIC RSA 7V ¥ VEZEZFIHTE L X H12% 0 3,

IPsec & PKI

IPsec VPN Tid, @ERHI2ETE ISAKMP 7 = — X 1 THFHEG OW—%—R VPN 2ZI74 7 F) O
REALZATV E o ARG A — F LT A MFRGEES X3RO 2 2T,

|

o FifidA# (pre-shared key) Ji3k
HENPLOFKEN—F —IZATLTBWIZNRA 7L =R (UFE) %o THTZEET 5 R, Bk
HOBPZTHE#ELZHZ T L TBLLEND L, bo b b RN LRFHLFNTHY, £ 7305 LT
ATz %,

e RSA 7V % VE% (RSA Signature) )3\
WEPOZTWo 72TV I VEREBAT 52 L2 8 o THFEERRIET 2 e BAEIZ4% 2 X.509
ANHEGEHEFIZEA L —MICATTE 5700, it L IHERE B L TB (LEF RV, IE4%
T2 E ) i, FRFERITEHEEZBIT L T b hEINIc Lo THEN D, PKI 74 —F v —F
A& ADWEL,

VPN B D BN E K e 12 L7zhd v, FHEidig# 7Nk ) & RSA 7V VEHFTRDIT ) HEiRT &
BOBDPB L b7, PR INLEMNSH ) 25, EE5D0HEEZHVEETH IPsec VPN
DEERERMICERIID Y i)@/v

RSA 77V % WEZ T WD A1, VPN’H:%E@WJ X.509 SEHEDFITRMEZIT) Iy ¥ —F =
DB 7 B8, HaTdk ﬁ%@%ﬁﬁ\ﬂf’ IZHART VPN Y AT L OB KE L 2D | EHEOHERE

HOaAMPFEELET,

L2 L. PKUEARBE G AR — b4 5% IPsec VPN 72137 T7% £, SSL/TLS ' S/MIME % £t F 217 7 1 —
TIVr—=2aryTOMHATEAZ NS, $TICPKIZR—RELAtF a7 4 —KR)—Db LTI
LT T = a Y EN TV EEEIE, AESIZE S IPsec VPN 2 20K ¥ —|ZitETE S
ANy MHY T,
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PKI DEZERICVLEL DD

AHLEL D IPsec VPN T PKI # i 27200121%, LTOLOBLEIZRY) T4,

BN —5 —1Zx LT, ubnE)%QENDT/9)&%%%5&L7’”‘Faﬁ§ﬁ£%i% ﬁbi‘fo T 72 ARG AT
(M) & 7 o ZREIE O —BE GEWIERR Y A ) ZEHT 5EEHH ) 5, @, AR IE UNIX ®
Windows % &D OS ECTEfEST 277 ) r—2a>»vV 7 7 27Td, [CA (Certlflcatlon Authority) |
R [EGEEREE ] 2l HINE DD T,

SERRE LK S b —

FRRER ASFEAT L 72 N B EE A CREH AN ) A F 2 RE L TV A Y —N—TF, #@%. LDAP 2 & D71
L7 M) —=H—nN=HENFd, Fi/EeAL, av¥a—— LTy 5177) 75 —23» T
Fo iR EMLary¥a—— ETEHESEL5EL. lOayEa -y —CTEESE25E607H Y £
o FRRARICE o TE, VARV M) —2Fed, BITLCHEHELZ 7 7 A VICESHTZTOb Db H
DNEd,

IPsec 70 h 2 V% R— 35 VPN BEH OV — % —TF, REGIE, B R — FF 720305 - EfE
R—NEHEETLHILIZEY), IPsecV—% — & LTHERELE T, VPN ILV—F— Fa2) 74 —F—}
T ALREEENSEZEOHD FT, T2, PKIOAFETIE, PKIZFIHTA2b DL ) BTy FT
> %1% 1— (EE=EndEntity) &M-0°F+, @%. PKIIFR (CA). fMAHELEY b —, 2o F
Tr7474— (BE) O3 EHRTHHRSINT T,
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FEL/ (CA) SIFAEL AR M —
CA-1 LDAP server-2
FIEAE LN V| X M EIR

]
/4= @

BiTR) L —
] o BEFIE _
SRERTER -
SERREmE
CAZ&I%iL
AD AT ' BOARERNT
sA oA J— %A 70\‘:2 CK‘:: C{p?i
L “1=ommmmonm | —| s SRR
== Q==
APREFBEEA | —| grEeong |—|  dHEFEEB
(Z>RI>T171—) (I RI>T471—)

AL B S ORI ETY . MTOLARESHE V2 (RFARODDOTH LI LERLTWET, CA
AEMIE L, REGER AR ﬁbf’ﬂﬁ@)l/ Y —DFHAFEVPIEL WS DTH L0 E) DEEIET 57201 HwH
9. ABEIEHEICIEL, #5014 (DN = Distinguished Name) & IHEN2 ZRiAfHTF S TwE T, CA
AEAEOY A, WG CADARNICRY £, F72. CAFHFIIAEMIIRs #E SN TnE T, &
FA 1oLz, CARENEGGELRE S HE L TR T4 2 L1220 ¥, MEGILR S 25
Fld, AR E Y ) — FORRBHEICL T, RLORERAT T ORIER OGENEEZFITLEY, v -0

I EALICRLE S 2RI B0 B Y TREEE AT L I3 W BV ORELR 2 )V — NEEER LY, 20
nbnﬁ%@nﬁfﬁi IV — b+ CAGEHE LI E S, AR 1 D Loz wiha, € OGEHE IV — ~ CA GEH

LR ES,

IKFRIT«171—ilFAE

IYRNLYT 474 —=THAbIPsec V—5 —DRAFIENE T FV—5 =0 bDEKREZIF T, iR
AT LE T V=% — A DORFAFENFIL, BETORFHEPNV - —ADLDTHAHZ & 2iEW¥ 5 30#H
TY o AEHAZICIEEFEIRO TV I VEADE SN TV L7020, K —% —Tid, CAIEEICRMF ST
LABFERDONHBEEH VT, FZH L AUELEN T EVWDHRT A LN TEET, TV NV T4
74 —REMEF I, HNV =8 — 2 XG5 720 OkI4 (DN = Distinguished Name) & M-I 2 44 A
ffronTwEd, F/o, TV Py 747 4 —iEBHFIEAEMPIRI R E SN T T T,

FEBAE R X b

TS PDBEIC L) BMRATICER) L Zofoy Ny T4 74 —fFAFEO—ETT, KRDIHL LT
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F, AEHEFRBAR (7T FLR%) OBEESLHLLY FLU T 474 —OEREILR EFBITFoE S, G
HERAY A ME, RREERVEET 20T, R LAZEHEO D ) 7TAFFHPFIEINTVWE T, @
L GEHELARY MY - RICEINTBY, FX Y Py T4 74 =R v u— FLTHHTEE9,
CRL (Certificate Revocation List) & & I E §,

KFISRENIE 121, GEIE ISR SN2 ARBOREE Z RS AHPHT O TwE ¥, 728 21, v—
5 — A ORFIBGENFICE, V= — AZ—RICHITEZ2AFPHT b TS, oA Z#IY
(DN = Distinguished Name) & IF0°F 9, #&Bl4id. ¢ (H). o (Hfk). &l (cn) L) nsF&ER
BHEZMAEDEZLOT, ETHLNLZENRA V5 — 4y NTibIL AL Y/ EPMTHE T, 72
ERE V= — ADRRHE LT, ROL ) 4RI TEET,

cn=RouterA,o=allied, c=jp

NI RD L) L TRLI S,

DISTNAME= “[cn=common-name, ]
[list of [dc=domain-name-component, ]]
[ou=organisation-unit-name, ] [o=organisation-name, ]
[street=street-address, ] [st=state-or-province-name, ]

[l1=locality-name, ] [c=country-name, 1”

BER B Bkl
cn Common Name (—f%%) e RN e
dc Domain Component ( F* 1 > i) 15 =32y P FAAL VHOMBRER%

<R THELELLD, 728 2,
foo.bar.com £\ F X A 4123 ed 5 de
J& 1%, “de=foo, dc=bar, dc=com”® & 9 IZ

%%
ou Organisation Unit
o Organisation (#l##%) MLk % R 9 30T
street  Street Address (#[X{EfT) PrEdy ((EAT) %R 9 30F5)
st State (/7% &) FriEs (FEAT) 278§ 3055
1 Locality Name
C Country Name (%) Ea—F (ISO3166)

#1: X.500 #5314 OB IE
WA TIE, BUEOIHFEPEELER AL T T, @FIE, 200 (niy) 26KkEF2Ab0 (¢
) ONECFER L FE T,
AKELEL D IPsec VPN Tld, 4 DV — % — 04 3EBESRE LT T, AHTLEIEROR) ¥ —
WL o THATEZ2BEICHIEDS S 27:0, BiEROFEME LKL THROTLZE v,
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LDAP (Lightweight Directory Access Protocol) 71 L' 7 b 1) — LD 7 7 4 )Lk, LDAP i @ URL
(Universal Resource Locator) T#H$ Z & A T&£3, LDAPURL i3RD &) #HXITAHD 7,

ldap://address|[:port] / [base-object]

address LDAP %=/ N—=® 1P 7 FL AH A M £
port LDAP # =N =D R — F &5 (1~65535)
base-object 7 7 AV 0G4 (DN)

%< 2: LDAP URL D%

IPsec VPN #2ED /- D PKI| sXEFE
FU 4 NEL I LT VPN 25T 25803 E TV THE L 3,

1. REGEERICFEHEOFRATZ ERT 5,
AL 384T 35k 13 . RSA Laboratories D EH 5 PKCS#HIO R 7 7 A MICX B2 75 14 VER &
RFC2510 2 ¥ TED LN TV A PKIX-CMP 7O N a2k b4y 94 VERDPBH N T, EHHD
FHREMTT 21, BAEROEEZ ICTHRL 28w, 2B, iEHHEYERT 212H72-> T, FE
x4 L 75 A5 B8O RSA AT 2B L, 72, B 0O#@NAEZRE L TBALENSH D
9,

W EOFRATR L % b RSA 2SBH#E~ 7 #1585 1212 CREATE ENCOKEY a2~ > F ([#5 -
JEfE] D18 =) HflivEd,

CREATE ENCO KEY=0 TYPE=RSA LENGTH=1024

W ABHEAEE OFATZ ERKY 51213, v — 7 —HH? X500 #3514 (DN = Distinguished Name)
FERELTBLENS Y £, Z1id. SET SYSTEM DISTINGUISHEDNAME 2+~ > & ([
H - BB D266 <X—Y) TITWEd, DNOJENM (v oy en % &) (/NFTRLBT 2L EDH )
ITOTIEELA LS,

SET SYSTEM DISTINGUISHEDNAME="cn=RouterA,o=birds,c=jp" J

B PKI T S 52013 UTC (st fg) 0T, Vv—% —2H L Tw 2 Ro Bk &
UTC L DlgEeRE L TB & E7,

SET NTP UTCOFFSET=JST

W GEIESEATESR (CSR) #1Ed %1213, CREATE PKI ENROLLMENTREQUEST =< > F (18
=) ZivET, TEHRX (PROTOCOL=MANUAL) Tid, BITERPE 7 7 1 LIcEHSHE
NEFTOT, 20T 7 A NEFIER (CA) WELGEHEORITZKFL TLEE VW, 774 V4
(& ENROLLMENTREQUEST /%7 x — & —[Z48% L 724N T [Lest) 2 w/zdolli b £
T 720 77 A VOEAUL PKCS#HI0 AL LE7,

PKI CentreCOM AR740 O~ > KUY J77L > X 26
613-000215 Rev.C



%
o
i
2
£
Fi

CREATE PKI ENROLLMENTREQUEST=mycer PROTO=MANUAL KEYPAIR=0 TYPE=PKCS10
FORMAT=PEM

W TE R oga, 1Rk L 2iEHERITER (CSR) 77 A valoary¥a—%—127 vy 7u—F
LET. 7v7U0—=FL7T77ANVECAT T r—a L, iFHEORIT2MKEEL T 72
YA

UPLOAD FILE=mycer.cer SERVER=192.168.1.5 J

W GEIE AT R & CA 10T 5121, CA A CMP (Certificate Management Protocol)
EHR=FLTO2LEFHY T5, 2O%E, SENFORNEPKIX (7740 F) L LET,
REFERENCE (2H#75) & SECRET (K22 — F) I22oWTid, CA OEFHZ IR L 72 L TAT
LTL7Z8 v,

CREATE PKI ENROLLMENTREQUEST=mycer PROTO=CMP KEYPAIR=0 REF=98765432
SECRET=fugafuga LOCATION=192.168.1.5 .

& STHIHOBIRICL > TE, REI—FD7+—< v MPEBGOMEL TV DL BRELEEDH
T4, 72& 212, Entrust D 1E [SLS7-6PNC-TWPR] ® X ) %7 4 —~< v b TEA, ZOHE
INA TV EREMTOF 2y 7 A M) Y TIRATIANETT,

2. FATENTGEHEEZ OV —F — OFFHE T — 5 N— A ITBHT S,
R & o THRATENEME R, FEIEL R Y M) — (LDAP H—1N\—74 &) I[CEIPNLEA L,
T7ANTREINDIEAEDNH D FT, LAY M —LIZEPN TV LHE1E, LDAPIZL > Tiv—
¥ —OFEHET — ¥ R— R ZHEFET - FTEET, —FH., 77 A VTRES A, TFIP % T
W ZAN=F =D T 7 ANY AT L EIZEEE L7 BT, GEHET - RX—=2IZ8H LT,
WTNOED, B— FLAZIEHESIEL WA L) D EMGEET 5720, CAGEHESLEICZ) 7,
RANC CA GEBIEZ BH L TL 7280,
WiEHESLDAP LAEY MY —IZ@E2NTWAE4 1L, ADD PKI CERTIFICATE 2~ ~ F (13
R=Y) ZHoT, LRY M) =POEETFT—IR=AZWY AL EHTET T, 5 CAFEH
TEBFL T3, LOCATION /85 X2 — % — |2, CAGEM#E% /7T LDAP URL #f5%E L TL 7280,
CERTIFICATE /87 X — % —ZHRET 5 0 FHIE, GEHET — & X—=ZA N TEKIEHEZ RN S 5720
DHMTHEETT . TYPE /ST 2 — 4 —ZIE CAGEHETH L2 L %27 [CA] #fHEL T T,

ADD PKI CERTIFICATE=cacert LOCATION="ldap://172.16.10.1/o=test,c=jp"

TYPE=CA

WrHES 7 7 A VTIREIN TV AEAIE, TFIPH— =2 2L T, CAIFEHET7 7 4L
ENolAN—F—DT7ANYATLEIZF 78— FLET, dFHEZ 7 4 VOILE T d.cer &
LT,

LOAD FILE=ca.cer SERVER=192.168.1.5 J

KIZ, ¥ ovua— RNLERHEROITHET 7 AV E AT LADIFRHETFT -y X— 21285 L T,
TYPE X5 A —% — 121X CAFFBHETH A Z L 2”7 [CA| #EL T,
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ADD PKI CERTIFICATE=cacer LOCATION=ca.cer TYPE=CA J

B CAGEH#E 258k L 725, SHOW PKI CERTIFICATE a2~ » F (43 X—%) %547 L T CA it
HFONEEZFR L, JIBBATL27) 2 b7 PEEREN, BEWER  CADREIETH L0 L)
PEBREL T E 3V,

SHOW PKI CERTIFICATE=cacer .

D FEENBTOBELTEEIZD VT, AR OB BIH IC THERLC 228 vy,

B #EESTESL, CAIEHEZEHTE2bDE LTRITANL 2O, ROIA~ Y FEFETLET,
i, CAGEW# [cacer] ZEET AL V) BEFIRTY, The#EffLlawve, CAGEYEFZMH
HTEIEA,

SET PKI CERTIFICATE=cacer TRUSTED=TRUE

& CAGEHEZ BT A, BEEEFLR 2 ST AF L7720 LT CAGEHFOEEMEI MO TRV EE
z5bNb & &ix, ADDPKICERTIFICATE a2~ > F (13 %—) %947¥ % & |2 TRUSTED=TRUE
A2 LT, EAEORREEANET LI LN TEE T, 72720, FEHET VERED ) X7 & 15578
L7z ET o T By,

W CAGH®E LB L0 KRS N H A OLIE L BELE T, AWERLEY b ) —10E
P TWAHEA L, ADD PKI CERTIFICATE 2~ > F (13 R—2) #flio T, LAY M) —»5iEEE
T = R=Z WY AL 2 EHNTEF T, LOCATION /8T 2 — % — |2, HAOiEHEZ /R LDAP
URL 2#8F L TL 728\, TYPENN T X — ¥ —|[ZIZH7 HE OFHETH 5 Z &£ #/~9 [SELF] %
faE LT

ADD PKI CERTIFICATE=mycert
LOCATION="1ldap://172.16.10.1/cn=RouterA,o=birds,c=jp" TYPE=SELF .

WrER7 7 AV TIREINTWAEEIE, TFIPY — =% 2 FH LT, B OiaEWHET 7 4
WE WS AN —F =D T 7 ANV AT L LIZY Y ya—FLET, SFHET7 7 A VOIETd.cer
ELET,

LOAD FILE=mine.cer SERVER=192.168.1.5 J
RICAGTHEOMRHEL T -y RX—AIZEHLE T,
ADD PKI CERTIFICATE=mycer LOCATION=mine.cer TYPE=SELF .

FEES ) A b (CRL) % )v—% —® CRL 7 — % N— A& 5,

AR AGER#E LY A b (CRL) 2% R—FLTWwAHAE, VA% CRL F— ¥ RX—A 20— F
THILICED, MEOEHENEN L T ) PEHRETEL L)) T3, EHELM
VAN, LRIV M) —IZEPNLLELE 7 7 A NVTRIEESNASGEDXDH D T3, ilHEO O — F &
FIREDEMETY 2 M %285 L TL & W, LDAP LAY b —IZEPNTWAGEIE, e L HiE

TYAMCHBEHTHZ LT,
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WEHELR) A FASLDAP LAY MY —ICE2NTWAE4A1E., ADDPKICRL 2< > F (15
f\°—7> EHEF— 7 R— A 285 TEE T, CRL ® LDAP URL (22w T, iR OEHE

THERR L 728 v, LDAP H—/N—%5 CRL % &#k L 728413, —EDO BT CRL O HEHEUS -
Eﬂia@ﬁff PNET, BHFMBEOT 7 40 ME24 R TT 25, SETPKI 2~ F 32X—Y) @
CRLUPDATEPERIOD /%5 * — % — TZH L i feTY,

ADD PKI CRL=ourcrl
LOCATION="1ldap://172.16.10.1/cn=crll,o=test,c=jp"

BCRLA 77 A VTIRMEEN TV BEAIL, TFIPF—NN—%E%2FHL T, CRL77 A V%WV o
PAN=F—DT 7 ANVIATAFIZF Y0 —=FLET, CRL7 7 A VOLEFIZcerl & LFET,

LOAD FILE=ca.crl SERVER=192.168.1.5 J

RIZCRL 774 VEREL T, CRLZ7— 7 X— 2 |2BsL 7,

ADD PKI CRL=ca.crl LOCATION=ca.crl J

& CRL %7 74V 5B LA, BARA CRL 2 BH§ 57202V — ¥ —OEREDRTH T IO
FNEZFHET L, V—F—DF—F¥X—A LD CRL #BHHTHLEN DY) 3,

4. IPsec DF¥EXITH
ISAKMP R ¥ —OFERFRIZ, 8RR E L TRSA 73 7 VES (RSASIG) #18%E L. H5 D RSA
ABERTEZBETHILICE) TV NVELEFH L Psec PFHTES L) 12H ) 9, %
B2 IPsec #ERi121%, ISAKMP/IKE 71 s 2 V2 X 0, EHHTOMHEL HEIICHEE L 9,
TP, B — FESNZAEAERIEHELRN ) A b2 W CERMHTFORGE Y HEIISIT W E T,

W IPsec)V—%—D7U—)N)VIP 7 FLADPBEESINTWEEAE, XD L HIZL TISAKMP KRV
=% E L $9, PEER ICIZMHFNVN—% —DT7 L A%, AUTHTYPE |21 RSA 73V % VEZ %
~3 RSASIG %, LOCALRSAKEY (213 H% D RSA RNE#RT7T OF 5 =BEL T T,

CREATE ISAKMP POLICY=i PEER=12.34.56.78 AUTHTYPE=RSASIG LOCALRSAKEY=1
SENDN=TRUE

WD IPsec V=% —O7a—N)VIP 7 FLARBEE SN TR WEE (54 YVT v 75ES
%E) 1E, 7 FL A IE@IJ}:TE@J SRREN R D F T,

T RVADR—EDX & —HTIE, kDX HIZLTISAKMP R ¥ —%#{F% L ¥ 3. PEER 12134
FN—=F—=DT FLADPARERT=D ANY 2H5E L. & 512 REMOTEID /87 X — % — CTHFED#5
% tiE LE¥ . AUTHTYPE 1213 RSA 72 ¥ V&4 %7k RSASIG %, LOCALRSAKEY (21
H45® RSA KRBT OFFEBEL T,

CREATE ISAKMP POLICY=1 PEER=ANY AUTHTYPE=RSASIG LOCALRSAKEY=1
SENDN=TRUE REMOTEID="cn=RouterB,o=birds,c=jp"

— 5. 7T FLAPREDY E— MATIE, RO L HIZLTISAKMP K ¥ — 2/ L £3, PEER
Widter sy —flin—4—0IP 7 K 1/7\%? ELET, AUTHTYPE IZIE RSA 7V 4 VEXZRT
RSASIG #. LOCALRSAKEY (213 H 45 RSA AH#ENRTOF T2 e LT 7o
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CREATE ISAKMP POLICY=i PEER=12.34.43.21 AUTHTYPE=RSASIG LOCALRSAKEY=1
SENDN=TRUE

LB, BAESNICRSA TV VEXZM) L E1F, FHOT FLADPAETD Aggressive £— N &
) LEEHY) A, 774V hO Main T— FEHHL T T,

5. FEEZEHT 5
AEHE IR S 5 720, Mkt L TR 235 &1 3A R A% T3 20 FIE 1 55 O FIE
AT ) LEFH Y 5o
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SHOW PKICRL . . . . . . o e e e 46
AIRAEL R b —
ADD PKILDAPREPOSITORY . . . . . . . e e e 17
DELETE PKI LDAPREPOSITORY . . . . . . . e e e e e 24
SET PKI LDAPREPOSITORY . . . . . . . e e e e e e e e 35
SHOW PKILDAPREPOSITORY . . . . . . . . et ettt 51
CentreCOM AR740 Ov> KU J77L > X 26 PKI

613-000215 Rev.C



ADD PKI CERTIFICATE

ADD PKI CERTIFICATE

A7 IV — I PKI/GEHE T — 4 X=X

ADD PKI CERTIFICATE=cert-name LOCATION={url|filename}
[PASSWORD=password] [PROXYADDRESS={hostname|ipadd}] [PROXYPORT=port]
[TRUSTED={TRUE|FALSE|YES|NO|ON|OFF}] [TYPE={CA|SELF|ENDENTITY|EE}]
[USERNAME=username]

cert-name: FEHES (1~24 LT, ZHZEHOHEX STV 7 +— M THD)
url: URL (LDAP Z 7213 HTTP)

filename: 7 7 4 V% (JLERT-1d.cer)

password: /XA T — F (1~643C'7)

hostname: = A + %

ipadd: IP 7 N L A

port: TCP K — + %5 (1~65535)

username: L—¥ —% (1~64 F)

FER

AL 7 — & N — A ABARE N & BT Ao
AEREIE, 77 ANV AT LALEDT 7 AV (cer) 2HMYAGIEL, JE-FDOLFRY M) =25 LDAP
TG HTTP #HTEERY AL LTS %,

ING A —&—

CERTIFICATE GtHHEOD AR, v AT 4 L CiEHEZ BT 572 00b 0T, FEOAHI T 5 2 &8
T& %,

LOCATION GiEHEDH 2%, 77 ANV AT ALEOT—=A VT 7 4 VHSY At & &3, AHE
77 AN (cer) DHREIZIRET o LRY M) =5 Fyru—F§5E&Ed, LDAP —/N—7
HTTP #—/3—®» URL #8%E ¥ %,

PASSWORD L KY N =277 RATLH720DI/SAT —F

PROXYADDRESS (HTTP) 7u ¥y —#—N—0DIP7 FLAF/I3FA M

PROXYPORT (HTTP) 77U % —H#—N—0DFK— &7

TRUSTED &4 9 % iEWE % HEIYICERE T 55 &9 % TRUE (YES, ON & [H L) ¥ L7243,
AEHEDOERDSAIETH o 2V RN %2 Ko Tz ) LIZBAETH, LG TRETE200E LTH
9o FALSE (NO. OFF b6 L) z48& L7254, BT 2 ofEHEF ICHEOLFENTIZL S
B HoTIILOT, ZOHHELZREETEL3DERLT, 774V MIFALSE, A SPD)
FEIZ X D EEHEORKL (fingerprint) % A CE % & &1k, A3~ ¥ FFE4THFIZ TRUSTED=FALSE
%% L (TRUSTED /87 X — % — %40 LT b [ L), SHOW PKI CERTIFICATE 22~ > K THE
WEDONEZ MR L TH 5, SET PKI CERTIFICATE 2~ > KT TRUSTED=TRUE # 55 L CZF¥]
HEREHECTELLDL L TRHETAILDILEE LV,

TYPE GEH#EOMM, CA (CAGEWE), SELF Ov—% —HHOREHE), EE %7213 ENDENTITY (ft

PKI CentreCOM AR740 O~ > KU 7 7L > X 2.6
613-000215 Rev.C
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ADD PKI CERTIFICATE

DIy NLYF 474 —OFHE) »58RT %, 774V Md ENDENTITY
USERNAME L#Y } =127 7 2 AT 572D L —H—4

1

BMLDAP #—/v—192.168.10.5 2*5. DN (#Jl4%) [cn=routera,o=myorg,c=jp) %> H% H & Dk
EHEFY a— FLTERT %,

ADD PKI CERTIFICATE=routera
LOCATION="1dap://192.168.10.5/cn=routera, o=myorg, c=jp" TYPE=SELF

BEIYR

DELETE PKI CERTIFICATE (22 <—7%)
SET PKI CERTIFICATE (33 ~<— %)
SHOW PKI CERTIFICATE (43 <*—7%)

14 | CentreCOM AR740 O~ > KU 77 L > X 2.6 PKI
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ADD PKI CRL

ADD PKI CRL

A73Y—:PKI/CRL 7— % ~X—2

ADD PKI CRL=crl-name LOCATION={url|filename} [PASSWORD=password]
[PROXYADDRESS={hostname|ipadd}] [PROXYPORT=port] [USERNAME=usernamel]

crl-name: CRL % (1~24 X7, BHEEUHAET TNV +— N THT)
url: URL (LDAP Z 7213 HTTP)

filename: 7 7 4 V% (JLERT-1d.crl)

password: /XA 7T — F (1~643C'7)

hostname: = A + %

ipadd:IP 7 N L A

port: TCP K — + %5 (1~65535)

username: L—¥ —% (1~64 F)

FER

CRL 7— & N\ — A ZFEHESRh 1) 2 b (CRL = Certificate Revocation List) % &$%3 %,

CRLIE, 77 ANV AT LLEDT7 74 (crl) MY AGIEL, VE—FDLARY MY =755 LDAP
I HTTP Rl THEERY AL LB TE S,

=% — 3R E SN2 S CRL 2 @] ICI Y A, CRL 7— ¥ X— A& HH§ %5, HHHFEIESET
PKI 2~ > F® CRLUPDATEPERIOD /835 A — % —CHEHTZX %,

ING A —&—

CRL CRL %o ¥ 27 4 ETCRL 255 572:00% 0T, fFEEOXE 2152 LN TE 5,

LOCATION CRL D& A tc 77 ANV AT ALEOT—=H V7 7 A VDS At L i, FEHET 7
AN (erl) OAFIEIRET 5, LRI M) —=ho ¥y ru—F35& x1d, LDAP H—/3—7» HTTP
H— =0 URL #48ET %,

PASSWORD LKV M) =277 LA HLDDNAT— N

PROXYADDRESS (HTTP) 70 %y —H#—N—DIP 7 FLAFE/2IdHRA M4

PROXYPORT (HTTP) 7oy —H#—N—0DF— &5

USERNAME L&Y M) —IZ7 27 2T 572001 —F—%

1

BLDAP # —/¥—192.168.10.5 7* 5. DN (3l44) [cn=potecrl,o=myorg,c=jp| % FFOFEWIEFLR) A
F (CRL) #%w>»u—RLTEHT S,

ADD PKI CRL=potecrl
LOCATION="1ldap://192.168.10.5/cn=potecrl, o=myorg, c=jp"

PKI CentreCOM AR740 O~ > KU 7 7L > X 2.6 15
613-000215 Rev.C



BEEIYKR

DELETE PKI CRL (23 ~=— %)
SET PKI (32 ~x—7)
SHOW PKICRL (46 ~<—7%)

16 | CentreCOM AR740 O~> RU77L > X 26
613-000215 Rev.C
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ADD PKI LDAPREPOSITORY

ADD PKI LDAPREPOSITORY

#5AY— I PKI/ GEWE LAY by —

ADD PKI LDAPREPOSITORY=repos-name LOCATION=url [PASSWORD=password]
[USERNAME=username]

repos-name: L KT M) —% (1~24 0% ZOEGUHEGRI YTV + — F THE)
url: URL (LDAP)

password: /3A 77— F (1~643C'7)

username: L—W—% (1~64 L7F)

ER

JE—=PFLRY M) —FEHR (URL, —H =%, AT —F) 28435,
KAV FTLEI M) =2 BHLTVWAEES., VAT AILELRIEHES LAY M) —5» 5 AEIc U
T 5,

INGA—&—

LDAPREPOSITORY V) E£— bt LAY M) —DHH, Y ATLETLERY M) =2l 5720080
T, BEOXAHI 21T A5 ENTE 5,

LOCATION LU K¥ b1 — (LDAP #—/3¥—) ® URL

PASSWORD L HEY M) =27 7R ATHI2ODI/INAT —F

USERNAME LAY M) =727 AT H720DI—H—%

1
BLDAP LAY N — %8585 5,

ADD PKI LDAPREPOSITORY=myorg repository LOCATION="ldap://192.168.10.5"

BEIYR

DELETE PKI LDAPREPOSITORY (24 ~<— <)
SET PKI LDAPREPOSITORY (35 ~<—7%)
SHOW PKI LDAPREPOSITORY (51 ~<—%)

PKI CentreCOM AR740 O~ > KU 7 7L > X 2.6
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CREATE PKI ENROLLMENTREQUEST

CREATE PKI ENROLLMENTREQUEST
#7 Y- PKIL/ GBS RATE R

CREATE PKI ENROLLMENTREQUEST=csr-name KEYPAIR=key-id [FORMAT={DER|PEM|
BASE64}] [LOCATION={hostname|ipadd}] [PROTOCOL={CMP|MANUAL}]
[REFERENCENUMBER=refnum] [SECRETVALUE=password] [TYPE={PKCS10|PKIX}]

csr-name: FEWEFATE RS (1~24 0, 72721, PROTOCOL=MANUAL ® & &+ 1~8 37)
key-id: %% (0~65535)

hostname: = A + %

ipadd: IP 7 N L A

refnum: ZRES (1~24 LF)

password: /XA 7T — F (1~243'7)

FER

NFHRREE O FATE R AT %o

FATERIZ, B OAREEART I 2 LB EOER 2GR (CA) I[IKET 57200 b 0T, CMP
T aVIZE Y EHECAIRET A HEL, BITERE 7 7 AMICESHLTHTCAIZET HEND %,
FBATE R ZAER T 51213, & 55 L® SET SYSTEM DISTINGUISHEDNAME 2~ > FTHZG D5 %
(DN) Z#EL TBLLEDPDH S,

INGA—&—

ENROLLMENTREQUEST fil # OFEH#EFATE R % B 5 -0 O %Hi, FEIHATIX. OB/
TTERTZ 7ANDOR=ZAT 74 NVHIZS %55 (AHIH name %5, 7 7 4 V413 name.csr £ 7% %),

KEYPAIR GEHAEFEDO RIS L % 5 RSA #7 OFF 5 (CREATE ENCO KEY 2~ » FCTHiE L 728
#T)

FORMAT FEjhRIcBIT5, EAZRBITER 7 7 A voxry a— FENX, DER /¥4 51 —® DER
(Distinguished Encoding Rules) 2. PEM (3 BASE64 = > I — F LHi{%\Z~— 2 Zffi} 72 PEM
(Privacy Enhanced Mail) J£., BASE64 134kt 7% BASE64 XX, A/8F 2 — % —id, PROTOCOL
IZ MANUAL 28 L72 L EDOARER), 77 4 )V Md DER

LOCATION CA DFKA M4 FE/LIP 7 FL A, PROTOCOL |2 CMP 2 48E L72 & 2 DA ER)

PROTOCOL FEMFEFATERZ CAIZIEH T % Jiike CMP Z48%€ L 728614, PKI Certificate Manage-
ment Protocol (CMP) #ffi o TlE#: CA ICE K% %E T 5. MANUAL % $5% L 725613, F84T
FEREV—S—DT7ANVIATALAEIZT 7 AVE L TEEHT, 771 V%&IE, ENROLLMEN-
TREQUEST /¥ A — % — T L2 %Hi % name & L C, [name.csr] D& %%, FRHOHE
. COT 7 ANE L ALDPDOTEIZE > TCAILHED I L CHEHEDREITEZKET 5, 774V b
I CMP,

REFERENCENUMBER CMP (2 & 2 AN TUELSRES, CADOEHEIZL > TIREESINLZDD
Z AT o FEHADEEGIAE,

SECRETVALUE CMP 242 HE A TLELRARI—F (A7 —F), CAOEFIHEIZL > TIEES

CentreCOM AR740 O~ > R 77L>X26 PKI
613-000215 Rev.C



N7zbDz A3 %,
TYPE

vy, 77 40 b lE PKIX,

AR - H - EEf

CREATE PKI ENROLLMENTREQUEST

FEHEFATEROEN, 7 7 A VICX 5 FH H A Tfibh s PKCS10 (PKCS#10 ) &, CMP
7a bV S5 PKIX (REC2511) BXA® %5, CMP 2ffi9) & I3 PKIX T TE%A b

00000000 30 81 £9 30 81 84 02 01 00 30 00 30
00000010 09 2a 86 48 86 £7 0d 01 01 01 05 00
00000020 69 02 61 00 bf 65 95 3e 4f 79 9c c9
00000030 83 €9 47 bc de b2 06 6e 93 7f 96 16
00000040 <cc 54 6b 92 £7 09 b9 b3 c¢3 6a 62 f2
00000050 c¢6 3b 35 e2 11 al 32 60 6e f4 24 9b
00000060 24 f4 24 05 92 39 ba a4 2d e0 d5 55
00000070 <¢5 92 d8 df 52 c4 c9 8e cf 27 5e dd
00000080 e2 de 6a 7d 02 04 00 01 00 01 30 oOd
00000090 48 86 f£7 0d 01 01 05 05 00 03 61 00
000000a0 dé6 O0f b7 cb 71 de 0Oe cf db d9 78 6c
000000b0 10 34 b2 c9 £3 0b 8e 62 6b 3f 7b 5c
000000cO 40 48 5a dd 57 34 06 a5 e4 3e 7c b8
000000d0 6e a5 90 34 d5 92 33 af 74 22 54 02
000000e0 74 f£8 ae 89 bf 4b bb 7a a2 49 29 bc
000000f0 b4 90 40 a9 bc ff 18 68 ec 85 32 02
000000fc

M pEM (Privacy Enhanced Mail) 30

MIHS5MIGEAgGEAMAAwETANBgkghkiG9wOBAQEFAANSADBpPAm
EAV2WVPk95nMkCQHSfg+1HVN6YyBm6TE5YWIScKD8xUa5L3
Cbmzw2pi8sUZYXnGOzXiEaEyYG70JJugeGGpdPQkBZI5ug
Qt4NVV/Py3EMWS2N9SxMmOzyde3UOM8H/13mp9AgQAAQAB
MAOGCSgGSIb3DQEBBQUAA2EADMWUSOYPt8tx3g7P2914bM
8J0yoQNLLJI8wuOYms/elyUgKXrQEha3Vc0BgXkPny4Vvgst
AG61kDTVkjOvdCIUAMOGPS5B0+K6Jv0ou7eqdJKbzkkmRutJ
BAgbz/GGjshTIC

M Base64 45X

MIHS5MIGEAgGEAMAAwETANBgkghkiG9wOBAQEFAANSADBpPAmM
EAV2WVPk95nMkCQHSfg+1HVN6YyBm6TE5YWIScKD8xUa5L3
Cbmzw2pi8sUZYXnGOzXiEaEyYG70JJugeGGpdPQkBZI5ug
Qt4NVV/Py3EMWS2N9SxMmOzyde3UOM8H/13mp9AgQAAQAB
MAOGCSgGSIb3DQEBBQUAA2EADMWUSOYPt8tx3g7P2914bM
8J0yoQNLLJI8wuOYms/elyUgKXrQEha3Vc0BgXkPny4Vgst
AG61kDTVkjOvdCIUAMOGPS5B0+K6Jv0ou7eqdJKbzkkmRutJ

PKI

PROTOCOL=MANUAL BCEEH S h ZFAAERTER 7 7 1 ILDOFK

7d
03
02
£5
ch
aa
fc
43
06
Oc
cf
94
56
63
ed

CentreCOM AR740 O~ > K 77L>X 26
613-000215 Rev.C

30
6c
40
27
19
78
fc
8c
09
ch
09
a8
ab
86
92

B DER (Distinguished Encoding Rules) R (N1 FU =427

od
00
74
Oa
61
61
b7
fo
2a
94
3b
ab
1f
a7
64

06
30
9f
0f
79
as
10
7£
86
b3
2a
eb
00
90
6e

[0..0..... 0.0}0..]
[ % Hooooo.. .. 1.0
|[i.a..e.>0y...et. |
|..G. n..... oL
| .Tk...... jb...ay|
|.;5...2'n.$..xa. |
[$.8..9..-..U....|
|....R oLe |
[ T 0...%.]|
[ S a..... |
| o PR x1..;%|
[ .4..... bk?{\....]|

|@HZ . W4...>|.V.. .|
|n..4..3.t"T.c...|
[t....K.z.I)...dn|
|..@e....h..2.]|
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CREATE PKI ENROLLMENTREQUEST

BAgbz/GGjshTIC

1

BRSA X7 [0] 123 A 08#EHEDIITZ CA 1192.168.10.5] 2%k § 5, ZERix, PKIX-CMP
70 b a)EfF o CEE CAILEET 5,

CREATE PKI ENROLL=mycert PROT=CMP KEYPAIR=0 REF=98765432 SEC=ABCDEFGH
LOC=192.168.10.5

BRSA #X7 [0) 1239 2 ARBEEHEDOFATER 7 7 A V2 E T 5o 7 7 4 V3L PKCS#10 T,
A= WVIRHHOPEM > a—74 7 %2i8%ET 5. 7 74V [mycerreq.cst] OHFITIER S NS, &
DT 7ANE CAICHED I ETHERT [0] OFEHERATEKETE 5,

CREATE PKI ENROLL=mycerreq PROT=MANUAL KEYPAIR=0 FORMAT=PEM TYPE=PKCS10

% - TBER

AKa< Y FIZRE7 7 A WVIZEEER L TH R 7 O TiER,
Entrust #£® CA Tid, K2 — FA% [ XXXX-XXXX-XXXX ] D & 9 %72 A5, SECRETVALUE /85 X —
F—TIRETAELEIRINA TV ERBHTOF 2y 7 a—FIZAT LA L TE N,

BEIYR

DESTROY PKI ENROLLMENTREQUEST (25 <*—%)
SET SYSTEM DISTINGUISHEDNAME ([:#£H - EH ] @ 266 <—)
SHOW PKI ENROLLMENTREQUEST (48 ~<— <)

20 | CentreCOM AR740 O~ > K77 L > X 26 PKI
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CREATE PKI KEYUPDATEREQUEST

CREATE PKI KEYUPDATEREQUEST
A7 3 — I PKI/ ABHEEEHER

CREATE PKI KEYUPDATEREQUEST=reqg-name CERTIFICATE=cert-name
KEYPAIR=key-id [LOCATION={hostname|ipadd}]

req-name: I ZRY, (1~24 LF, ZHEEUEEY 7V + — P THED)
cert-name: FEMEZFY (1~24 T ZHEZEOHEE YTV + — b CTHT)
key-id: %% (0~65535)

hostname: = A + %

ipadd: IP 7 N L A

Ea

CMP %ZH KR —F LTWBRIEF (CA) 123 LT, FATIE A DO NHBEIEE ISR ST 5 RSA AR
DEH % FRKT 5,

Ko<y FEFETT LT, BOORESRT IO 5 AMBIEHABEI TSN TE Y, 2V — 5 — DFEH
FET IR ZAIBGRENT DL LEDNH S, 72, ARBEAEHZIDVSGRHRAN TR TE RS2,

ING A —&—

KEYUPDATEREQUEST B 23K & il 3 % 720 D 44 i

CERTIFICATE x4 & 7 5 AHBEAEIFEOXH AEHEHET— I X—ADBHA ZIBET 5,
KEYPAIR # L\» RSA #~<7 O

LOCATION CADFKAM/E/ZEIPT FLA

BEIYR

DESTROY PKI KEYUPDATEREQUEST (26 ~<—7%)
SHOW PKI KEYUPDATEREQUEST (50 ~<—%)

PKI CentreCOM AR740 a~v>KU77L>226 |21
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DELETE PKI CERTIFICATE

DELETE PKI CERTIFICATE

A7 IV — I PKI/GEHE T — 4 X=X

DELETE PKI CERTIFICATE={cert-name|ALL}

cert-name: FJFHZEY (1~24 LF, ZHEEOYHEIE Y7V +— b THE)

FEa

FFHE T — ¥ N— 2 Z B SN T WA ABEEIFHE 2 HIRT 5,
ING A —&—
CERTIFICATE iFHH#D %47, ADD PKICERTIFICATE 2~ > FTRELZZH D,

BEI~Vv> K

ADD PKI CERTIFICATE (13 *—7%)
SET PKI CERTIFICATE (33 ~<— %)
SHOW PKI CERTIFICATE (43 <*—7%)

22 | CentreCOM AR740 O~ > K77 L > X 26 PKI
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DELETE PKI CRL

DELETE PKI CRL

A73Y—:PKI/CRL 7— % ~X—2

DELETE PKI CRL={crl-name|ALL}

crl-name: CRL % (1~24 XF, ZA% GUHEIT TN +— N THE)

FEa

CRL GEHA#EZER#HY A b) 7= X—2A205 CRL ZHIFT 5,
INGX—F—
CRL CRL ®%Hi, ADDPKICRL 2~ ¥ FTHE L72d D,

BEI~Vv> K

ADD PKICRL (15 <—7%)
SET PKICRL (34 ~<—7%)
SHOW PKICRL (46 ~<—7%)

PKI CentreCOM AR740 a~v>KU77L>226 |23
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DELETE PKI LDAPREPOSITORY

DELETE PKI LDAPREPOSITORY

#5AY— I PKI/ GEWE LAY by —

DELETE PKI LDAPREPOSITORY={repos-name|ALL}

repos-name: L KT M) =% (1~24 LF, ZHZEOCYFRY TV 4+ — FCHE)

FEa

JE—=PFLARY M) —=DOfFE#HR (URL, —H—%, XZXT—F) ZHIKRT 5,

ING A —&—

LDAPREPOSITORY 'JE— F LAY M) —D%Hi, ADD PKILDAPREPOSITORY 2~ FTHE L
723 Do

BEI~> K

ADD PKI LDAPREPOSITORY (17 <*—7%)
SET PKI LDAPREPOSITORY (35 ~<—7%)
SHOW PKI LDAPREPOSITORY (51 ~<—7%)

24 | CentreCOM AR740 O~ > KU J77L > X 26 PKI
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DESTROY PKI ENROLLMENTREQUEST

DESTROY PKI ENROLLMENTREQUEST

A7 3 — 1 PKI/ GEWIE AT ER

DESTROY PKI ENROLLMENTREQUEST={csr-name|ALL}

csr-name: FAEWITRATE RS (1~24 %, 7272 L, PROTOCOL=MANUAL ® & X3 1~8 )

FEa

NPASERENIESATEOR E Y 169

ING A —&—

ENROLLMENTREQUEST GEH]#E %47 %K% . CREATE PKI ENROLLMENTREQUEST 2< > KT

fRE LcARioZ Lo ALL 248 L7 a1d, RRBEN TORnIITERE § XTI .

I
W E T 20K [gimmecer] ZHUD H T,

DESTROY PKI ENROLLMENTREQUEST=gimmecer

BEI~> K

CREATE PKI ENROLLMENTREQUEST (18 <*—7%)
SHOW PKI ENROLLMENTREQUEST (48 ~<— <)

PKI

CentreCOM AR740 O~ > K 77L>X 26
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DESTROY PKI KEYUPDATEREQUEST

DESTROY PKI KEYUPDATEREQUEST

A7 3 U= PKI / B EK

DESTROY PKI KEYUPDATEREQUEST={reqg-name|ALL}

req-name: I ERY, (1~24 XF, ZHEEUEEY 7V + — P THED)

FEa

RSA AFHS#EFHZRE Y HT -

ING A —&—
KEYUPDATEREQUEST # i # %k 4% ., CREATE PKI KEYUPDATEREQUEST =~ » FCigE L7

ZHIDZ Lo ALL 2455 L72a1d, TZRBE SN Tu R WERZER 2§ XTI ¥,

BEI~> K

CREATE PKI KEYUPDATEREQUEST (21 *—%)
SHOW PKI KEYUPDATEREQUEST (50 ~<—*)

26 | CentreCOM AR740 O~ > K77 L > X 26 PKI
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DISABLE PKI DEBUG

DISABLE PKI DEBUG

HFI)—:IPKI/ —fka~F

DISABLE PKI DEBUG={ALL|CERTTRACE|CMDTRACE|CRTDBTRACE|CRTRUTRACE|

CRTVGSTATE|CRTVGTRACE|CRTVUSTATE| CRTVUTRACE|MPPACKET MPPKT|MPSTATE|
MPTRACE|OPHTTPTRACE|OPLDAPTRACE|OPPACKET| OPPKT|PACKET|PKT|STATE|

TRACE} [, ...]

BER

PKIEY 2= NVDTINy FF T arz®ificy b,

INGA—&—

DEBUG 7 /1\v 7 F 7y ar, 71y <XYY) THEGREN THE. ALL Z45€ L72haid, $XTO7T/y

TF T a R B,

CERTTRACE FEHFEL=y PO ML — A
CMDTRACE AN RI—=DFL—RA
CRTDBTRACE FEHE T RX—=Z2D F L — A
CRTRUTRACE FERHEN S L=y O ML — 2R
CRTVGSTATE FERAEARGE 7' 1 2 2 DIREELIR
CRTVGTRACE SFHEMGE 70 A0 F L — A
CRTVUSTATE FEBAERRGGE L = v b DIREEFIR
CRTVUTRACE FEBEERRE L=y PO ML — A
MPPACKET PKIEH 70 ka7 v FOFER
MPPKT MPPACKET & [H]

MPSTATE PKI&H 70 b 2V OIRFEEIR
MPTRACE PKIZEH 7o haro L —2A
OPHTTPTRACE HTTP L — X

OPLDAPTRACE LDAP FL— A

OPPACKET ARV =T ar7uabanwiry bOFRR
OPPKT OPPACKET & 6] L

PACKET TRTOPKI 71 b awo¥r v bOFIR

PKT PACKET &AL

STATE TRTOIRREF IR
TRACE TXRTHO ML — X
K3 TNy T FTvar—8&
PKI CentreCOM AR740 O~ > KU 7 7L > X 2.6
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BEEIYKR

ENABLE PKI DEBUG (29 ~<—7%)

28 | CentreCOM AR740 O~¥> KU 77L > X 26 PKI
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ENABLE PKI DEBUG

ENABLE PKI DEBUG

HFI)—:IPKI/ —fka~F

ENABLE PKI DEBUG={ALL|CERTTRACE|CMDTRACE|CRTDBTRACE|CRTRUTRACE|
CRTVGSTATE|CRTVGTRACE|CRTVUSTATE| CRTVUTRACE|MPPACKET [MPPKT|MPSTATE|
MPTRACE|OPHTTPTRACE|OPLDAPTRACE|OPPACKET| OPPKT|PACKET|PKT|STATE|

TRACE} [, ...]

BER

PKIEY 2= NVDTF NNy 7FF T a sz FGhT b,

INGA—&—

DEBUG 7 /1\v 7 F 7y ar, 71y <XYY) THEGREN THE. ALL Z45€ L72haid, $XTO7T/y

TF T a IEN b,

CERTTRACE FEHFEL=y PO ML — A
CMDTRACE AN RI—=DFL—RA
CRTDBTRACE FEHE T RX—=Z2D F L — A
CRTRUTRACE FERHEN S L=y O ML — 2R
CRTVGSTATE FERAEARGE 7' 1 2 2 DIREELIR
CRTVGTRACE SFHEMGE 70 A0 F L — A
CRTVUSTATE FEBAERRGGE L = v b DIREEFIR
CRTVUTRACE FEBEERRE L=y PO ML — A
MPPACKET PKIEH 70 ka7 v FOFER
MPPKT MPPACKET & [H]

MPSTATE PKI&H 70 b 2V OIRFEEIR
MPTRACE PKIZEH 7o haro L —2A
OPHTTPTRACE HTTP L — X

OPLDAPTRACE LDAP FL— A

OPPACKET ARV =T ar7uabanwiry bOFRR
OPPKT OPPACKET & 6] L

PACKET TRTOPKI 71 b awo¥r v bOFIR

PKT PACKET &AL

STATE TRTOIRREF IR
TRACE TXRTHO ML — X
Td TNy ITF T ar—&
PKI CentreCOM AR740 O~ > KU 7 7L > X 2.6
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&% - FBEER

Kaxr FiE, b7V a—T 4 2 7R e, NEROWEREPLELRYGE2-E LSO TEOT, &
FEATIZHE LTI A B 2412 TR C 228 s

BEEI~YR

DISABLE PKI DEBUG (27 ~<—7%)
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PURGE PKI

PURGE PKI

A7FIYV—IPKI/ —fga~x > F

PURGE PKI

FEa

PKI O @ %E X CHIEET %,

FERAEEH. LDAP LAY M) —OfEH. fEHELLS ) 2 & (CRL) . FEMAFZRATER, #EHERZ EO
THHRITTRTERDbNL, Tl TNV 7 F 72 a VIETRTERIZR Y, SETPKI 2~ > FTER L7285
A—=F = FT_XTT7 4+ ) MEIZRES .

% - TBER

FUIALAEY) = LIZH D PKIBEOREN T RTHIBR SN L7720, SHTOY AT L TR~y FaE
TTrLE 3R HoIcEETs2 e,

BEI~Vv> K

SHOW PKI (36 ~<—7%)

SHOW PKI CERTIFICATE (43 *—7%)

SHOW PKICRL (46 ~<—7%)

SHOW PKI ENROLLMENTREQUEST (48 ~<— <)
SHOW PKI KEYUPDATEREQUEST (50 ~<—*)

PKI CentreCOM AR740 O~ > KU 7 7L > X 2.6
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SET PKI

SET PKI

A7FIYV—IPKI/ —fga~x > F

SET PKI [CERTSTORELIMIT=12..256] [CMPRETRYMAX=0..10]
[CMPRETRYPERIOD=10..600] [CRLUPDATEPERIOD=1..168] [SUBJECTALTNAME={ipadd|

altname}]

ipadd: IP 7 N L A
altname: %1 (1~64 305, EA GO Y 7V 2 +— F THD)

FER

PKIEY 2= VD F O —N)VEEENT A —F — % BHT 5,
ING A —&—

CERTSTORELIMIT GEFH#H T — % X— AT iEBEOR KA TRET 5o itBHEFO BRI HmAME %
R 72E EIE, HEIZIUG LZGEREO ) 5 TR VO DODHEIREEN S, 774 )1 M i 24

CMPRETRYMAX CMP X vt —TVDfEE) P70, 774V Il

CMPRETRYPERIOD CMP % v+ — YO %R (7). 77 4V MI 30 #

CRLUPDATEPERIOD CRL 7— ¥ X—ANOFFA#EIAY 2 b (CRL) % Hindkihi T 5 MM (R o
T7 v M d 24 BRI,

SUBJECTALTNAME GEHI# D347 % 2k $ % & 212, Subject @ Alternative Name (Fi & D5 4)
ELTIRET A 400, IP 7 RL AR CI|RET 5,

BEI~> K

SHOW PKI (36 ~<—7%)
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SET PKI CERTIFICATE

SET PKI CERTIFICATE

A7 IV — I PKI/GEHE T — 4 X=X

SET PKI CERTIFICATE=cert-name [TRUSTED={TRUE|FALSE|YES|NO|ON|OFF}]
[TYPE={CA|SELF|ENDENTITY|EE}]

cert-name: FJFHEY (1~24 LF, ZHEEOYHEE Y7V +— b THE)

ER

FEE T — N —= 2B SN TV L RER TN EOEHL NNV EEET %,

INGA—&—

CERTIFICATE GEHHEO%HI, ADD PKI CERTIFICATE 2~ > RCTIEELZb D

TRUSTED GrBi#EDfE4E L X)LV, TRUE (YES, ON & [f L) 3469 4. FALSE (NO. OFF % [
L) 3EMEL %, ADD PKI CERTIFICATE 2~ FCiFlHEZ 7 — ¥ N— A 1IBT 5 & & 12,
TRUSTED=TRUE % f&7& L % 2> - 72854 SHOW PKI CERTIFICATE 2~ > FTHif (fingerprint)
LT AHHEONERMIL T, A~ FTTRUSTED=TRUE # 5% L CilHE%
BHTE2bDL LTHET 5,

TYPE GEHAZEOfEH, CA (CAFEBHRE), SELF (v— % —H 5 0itiH#E), EE ¥ 7:13 ENDENTITY (fitt
DIV FILYTF 454 —OIFFHE) »5BIRT L, 77 4 b i3 ENDENTITY

BEIYR

ADD PKI CERTIFICATE (13 *—%)
DELETE PKI CERTIFICATE (22 <—7%)
SHOW PKI CERTIFICATE (43 <*—7%)

PKI CentreCOM AR740 O~ > KU 7 7L > X 2.6
613-000215 Rev.C
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SET PKI CRL

SET PKI CRL

A73Y—:PKI/CRL 7— % ~X—2

SET PKI CRL=crl-name [LOCATION={url|filename}] [PASSWORD=password]
[USERNAME=username]

crl-name: CRL % (1~24 X7, BHEEUHAET TNV +— N THT)
url: URL (LDAP Z 7213 HTTP)

filename: 7 7 4 V% (JLERT-1d.crl)

password: /XA 7T — F (1~643C'7)

username: L—W—% (1~64 LF)

Ea

CRL 7= N— 2B SN TV AFEMELRM Y A b (CRL) DIEHRELET S,

ING A —&—

CRL CRL ®%Hio ADDPKICRL 2¥ ¥ FCIgEL/-d D

LOCATION CRL ®& 58, 77 A VY AF A EOU—H LT 7 4 Lir bR At & X1, GEE 7 7
AN (erl) DHFEIZIRTET S0 LRI M) =B ¥ u— 5 5L XiE, LDAP % —/v—7% HTTP
H—N—?D URL 28E 7T %,

PASSWORD LKV b1 =272 AT B7200/NAT = F

USERNAME L&Y M) =127 2 ¥ AT 572001 —F—%

BEI~> K

ADD PKICRL (15 <—7%)
DELETE PKI CRL (23 ~=— %)
SHOW PKICRL (46 ~<—7%)
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SET PKI LDAPREPOSITORY

SET PKI LDAPREPOSITORY
A7 — 1 PKI/ FEHELED b —

SET PKI LDAPREPOSITORY=repos-name [LOCATION=url] [PASSWORD=password]
[USERNAME=username]

repos-name: L KT M) —% (1~24 0% ZOEGUHEGRI YTV + — F THE)
url: URL (LDAP)

password: /3A 77— F (1~643C'7)

username: L—W—% (1~64 L7F)

ER

JE—PFLRY M) —FEHR (URL, ==&, AT —F) 2ZHT 5,
VEY MY —HBEBENTORHA, VAT AFLERTREL LAY M) =20 HBICIEET 5,

INGA—&—

LDAPREPOSITORY 'JE— F LAY M) —D%Hi, ADD PKILDAPREPOSITORY 2~ FTHE L
72b D

LOCATION LK b)Y — (LDAP #—,v—) @ URL

PASSWORD L AKY M) —IZT7 7 AT H72DD/NAT —F

USERNAME LRI N —|ZT7 7 AT h57DDIL—H—%

BEIVYR

ADD PKI LDAPREPOSITORY (17 <*—7%)
DELETE PKI LDAPREPOSITORY (24 ~<— <)
SHOW PKI LDAPREPOSITORY (51 ~<—%)

PKI CentreCOM AR740 O~ > KU 7 7L > X 2.6
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SHOW PKiI

SHOW PKI

A7FIYV—IPKI/ —fga~x > F

SHOW PKI [COUNTERS]

FEa

PKIEY 2 — VICET 2 1EHME FTRT 5,

INGA—&—

COUNTERS PKIE®Y 2= VOt 7 ¥ ¥ — 2 FREEH L SITHRET 5o

AN - H - EEH

SecOff bulbuls> show pki

PKI Module parameters:

Debug types enabled: none

SecOff bulbul> show pki counters

PKI CERTIFICATE UNIT COUNTERS:

GENERAL COUNTERS:
checkExtractParseFail

createFingerprintFail

VALIDATION UNIT COUNTERS:
eventRequestNotFound
startRequest
stopRequestFail
gncicResultNoCIC
actionIllegal
startInitChecksTooDeep
startInitChecksIssNotCA
startInitChcksSSignNotCA
startInitChecksRevoked
startValCICCertNotFound
startValCICAlrdyVldating
startVerifyCertNotFound

36 | CentreCOM AR740 OA~v> K J77L > X 26
613-000215 Rev.C

subjectAltName ..........

CRL update period ....... 24 seconds
CMP retry period ........ 30 seconds
CMP maximum retries ..... 1

Max. # of certificates .. 24

Debug device ............ 16

O O O O O O O O O O » O

checkExtractFieldGetFail

startRequestEquivRegFnd
stopRequestGood

startInitChecksBadTime
startInitChcksBadKeyUsge
startInitChcksSSgnUntrst

startValCICAlreadyTrustd
startValCICStartVURgFail

startVerifyCertParseFail

PKI




startVerifyCrtFldGetFail
startVerifyCICParseFail
startVerifyFailImm
verifyCbackRegNotFound
verifyCallbackVerifyFail
createRequest

dbAdd

dbFindFail
dbFindByCertFail

VALIDATION UNIT GET NEXT CANDIDATE
eventRequestNotFound
remoteRetrievdRegNotFnd
startGetRemoteFail

RETRIEVAL UNIT COUNTERS:
startOPStartFail
getFileNotExist
getFileReadFail

PKI CRL UNIT COUNTERS:
GENERAL COUNTERS:
retrievedNotFound
retrievedGetFieldsFail
timeoutRUStartFail
addAlreadyExists
addGood
setNotFound
setGood
deleteNotFound
purgeGood
showListParseFail

RETRIEVAL UNIT COUNTERS:
startOPStartFail
getFileNotExist
getFileReadFail

PKI MANAGEMENT UNIT COUNTERS :

CMP COUNTERS:
startedEnrollment
receivedPKIMessage
receivedTCPError
receivedMsgVerifyFail
requestFailed
receivedMessageDiscarded

timeoutEvent
MANUAL ENROLLMENT COUNTERS:

started
failed

PKI

SHOW PKiI

dbFindByRequestorFail

0

0 startVerifyCICFldGetFail
0 startVerifyStarted

0 verifyCallbackVerifyGood
0

4 destroyRequest

4 dbRemoveFail

0

1

ISSUER CERTIFICATE COUNTERS:
0 getNextCICNotFound
0 actionIllegal

retrievedRequestNotExist
getFileOpenFail
getFileCloseFail

retrievedParseFail
retrievedRUStartFail

addRUStartFail 0
setRUStartFail

setNothingSet
deleteGood

o O O o

showNotFound

O O O O O O O o o o

retrievedRequestNotExist
getFileOpenFail
getFileCloseFail

startedKeyUpdate
receivedPKIFIN
receivedMsgVerifyOK
illegalEvent
requestCompleted

retryEvent

O O O O o o o
O O O O o o o

requestQueueError

fileOpenFailed
completed

CentreCOM AR740 O~ > K 77L>X 26
613-000215 Rev.C
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SHOW PKiI

fileOpenOK 1 fileClosed
fileWriteFailed 0 CSRCreationError
subjectAltName V=% —BHY ORI EF IS 15 SubjectAltName (51144)

CRL update period

FEBEJAN ) A b (CRL) O 534 A A [H B

CMP retry period

CMP % v+ — 2 D%

CMP maximum retries

CMP X vt—TYDHE%ED) ~J 1 [

Max. # of certificates

AL 7 — & N = AUSHERN S A REAE O R

Debug device

PKIEY 2a—VOT7 Ny ZiEHRE M35 7134 ZA0%FK 5

Debug types enabled

HN TNy T a v

# 5:

PKI CERTIFICATE UNIT
COUNTERS 7 ¥ 3 ~

PKIGFHEL =Y bOAXRY MY v —=DEREND

GENERAL COUNTERS

PKIGEW#FL =y PO A NS bAY 28—

checkExtractParseFail

T A=<y ML T —D7OFEHEDMBITISN L 7B

checkExtractFieldGetFail

T+ =< PLT—DOFHED 7 4 — )V FHARAIZIM L 720

%

createFingerprintFail

SEED T 4 v — 7)) v MERICM L 72 014

VALIDATION UNIT
COUNTERS

PKIGE#EMGEL =y bOA XY b A Y5 —

eventRequestNotFound

D S NREHEFRGEEZE RIS LT A X P AvgsA L7z [ol

startRequest

AEEARAE SR O BA6 12 L 72 [l 4

startRequestEquivReqFnd

[d] UEFBHE X 9 AR R ST CTIUICAAE L CWic oo 72 Bk %
H & %o 721813

stopRequestFail AEBHEMGEE SR ST CICHIBR S T iz7z0, BUY i LERAS T —
& o7z

stopRequestGood AEEARAE SR O 1112 L 72 [l %

gncicResultNoCIC [no candidate issuer certificate found| £ N> b52f5 %%

actionlllegal AEHEMGEIREEE MR IE R 7 7 ¥ 3 v 2SR S

startInitChecksTooDeep

WEEF = — > 25 < 1 ) § X 7= 7= 0 aE BBl B R A5k L 7= 124

startInitChecksBad Time

FEBAE DGR T %2 20 o 7272 O\ GEBHFMGEZ R 3 I M L 72 [0l 5%

startInitChecksIssNotCA

FEBRE SR OFEE OF L I T2 CA OFEE T 2 h o
72720\ ZREHEMGEEZ R AR L 72 [0 %%

startInitChcksBadKeyUsge

AEHHEDF OFEHF DOZ LI b T WP E/ADPEL SN TWz7k
ORI E R 2R AT L 72 [l

startInitChcksSSignNotCA

613-000215 Rev.C

CAGEHETRVIZE b5 FTHE SN TV 220, FEHIHFBREEZE K
AR L 72 [l %
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SHOW PKiI

startInitChcksSSgnUntrst

HEINTWEREBHIN TR WO ZEEHEREEE R L2
[EE

startInitChecksRevoked

FERHE DA L T 727200 | REHEMGEE SR AV U 72 [0l

startValCICCertNotFound

FEPHEFEATE OREHED R 29 5 2 W 72 O REHEMRGEE SR AL L 72
[

startValCICAlreadyTrustd

AEBIEREEZSR 120 L, FATHE OB T & 2R ED R 2% - 72

startValCICAlrdyVldating

FATH OFEWE L IZHEET OB 12D 5 728D, GEIEREEZR AR
M L 7z ol

startValCICStartVURqFail

FATHE OFEHEDORGEIZRM L 72720, FEHEMGEEZ R A I L 72 [0l

startVerifyCertNotFound

FEIEDHIBE S T Wiz7z), GEMIEOZEY 2 HEET & %25 - 720l

startVerifyCertParseFail

74—y LT —OFREYEE T E T, WO EY £ T
T ST IR RS L 7

startVerifyCrtFldGetFail

T =<y LT —DOHHED 7 4+ — )V FEFsADT, FFEHHE
DEL % WGEET & I CFEIEMREEE SR 255 0 L 72 [ 4

startVerifyCICParseFail

74 =% v NI —DORITEOMNE BT TS, ENECE
F % WGEET & § I CREMI B RREE 2R 3R e L 72 [l 4

startVerifyCICFldGetFail

T+ =Y NLT—=DORITHDIAHED 7 4 =)V R i Arhd T,
SEE D B4 % MEE © & I EEIE MR R A% B L 7z [ 4%

startVerifyFaillmm

FARGE RN IR L 7272 RERIERRGE 2R A3 e L 72 [l 5

startVerifyStarted

AEMIEBRE LR 12 B 1) 2 2 4 OBEEA IE R (2 filfn S 7z [l

verifyCbackReqNotFound

AEHEOFELMEEISE T L7zds, F ORI CREHE MR 25 I )
XN TW A

verifyCallbackVerifyGood

AEBIEREEESR 12 B 1T 2 2 4 OMEEZ BT L 72 [

verifyCallbackVerifyFail

AEBIERREER 1B 1T 2 F A OBEEI M L 7204

createRequest AE AR RE B R AR R S L7z [l 8%

destroyRequest IR 2o s ] e AW A I

dbAdd AL GE R 7 — & N — ZLHGEERANBIN & M7z [

dbRemoveFail fa5E S NIREHBEBFEE RSO 5 e vizd, MEFER T — & X —
A5 HIER S 7zl

dbFindFail B & N REEMGREE R D REE K 7 — 4 X = AW D95 Zdp o

AR B~

dbFindByRequestorFail

FAE SN BORE OREWEMGEEE R P HEEE R 77— 7 X— AW/ 2
Mo o 7zl

dbFindByCertFail

B8 SN T AHEEE SRS T — ¥ RX— ZAAIZH O 5 o
AR B~

VALIDATION UNIT GET
NEXT CANDIDATE IS-
SUER CERTIFICATE
COUNTERS

PKI

PKI @ [get next candidate issuer certificate] L= FD A X |
AT Y=

CentreCOM AR740 O~ > K 77L>X 26
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SHOW PKiI

eventRequestNotFound

[ get next candidate issuer certificate request] (2B % 1 x> b &
ZAG L 72 A5, WERATTICR I S T 7zl

getNextCICNotFound

[ get next candidate issuer certificate| L= v 23D F47 G
X T ACID Y (Y Nl E=¢

remoteRetrievdReqNotFnd

[get next candidate issuer certificate request] |2l U CREHIE % T
FRL7Z8, 20 & IR H STz mlE

actionlllegal [get next candidate issuer certificate | IREEFMAOSRIELT 27 ¥ 5
¥ ERGEA S
startGetRemoteFail [ get next candidate issuer certificate request] (2 & % ') & — FiEH

FHORUFIZRM L 721014

RETRIEVAL UNIT COUN-
TERS

PKIZEBI B 2= F DA XY M7 v 5 —

startOPStartFail

PKI # XL —3 3 )70 ha)u|2 X 4 EEH IRk o) 2 i [l i

retrievedRequestNotExist

AEHE OGS T L7z & SIZERATTIZI) {H ST 72l

getFileNotExist T T ANPHFEL TG h o7zl 7 7 A Vh b OFEMFER Y A A
e U 7z ol

getFileOpenFail T7ANE =T TELRDPo72720OT 7 A N5 OFEHEFIY A A
(R L 72 ol

getFileReadFail T ANERD R 0I2]0T 7 A NH D OFEHEIY AKIK L
72 1m

getFileCloseFail TT7ANE IR TELDPo77207 7 4 Vb OFEHEIY A A

(2RI L 7z [l

PKI CRL UNIT COUNTERS

PKICRL 2=y bDAXRY b AT VF —

GENERAL COUNTERS

PKICRL 2=y FO— A XY b v 5 —

retrievedNotFound

CRL % % L 722" CRL 2R {5 S w7z [l

retrievedParseFail

T4 =<y bLT—DORE L7 CRL 2 ##FC & k- 720

retrievedGetFieldsFail

TH =<y NI —D7ORE L2 CRL D7 1 — )V F&FHAAD %
ﬁ‘of:@%{

retrievedRUStartFail CRL ZRVZET & 72728 CRL OBUSIZ I L 72 1%

timeoutRUStartFail SE IR CRL 2ERIZC L 72 014K

addAlreadyExists CRL 7— % X—ZAWIZ[A—? CRL #EFk S LT /z2728, CRL D38
Bzl U 7z [al %4

addRUStartFail T = N — ZANOB NI CRL B2 M L 721815k

addGood CRL 7 — % N — A~0 CRL BN 014

setNotFound CRL 7— % X—AWIZH/R &7z CRL AFEE L e o 72728, CRL
D IEMEZE TS L 72 [l

setRUStartFail CRL 15#HOZEH %12 CRL ORUS 1240 L 72 [0

setGood CRL 7— % N—AN® CRL OIEHRZEHE 2T L 72 0%

setNothingSet CRL MO ERIR D S - 72708, 48E SN GRS E AL TH -
7272 OB WA T DN 2o 7[5
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SHOW PKiI

deleteNotFound CRL 7— % X—AWIZH/R &7z CRL AFE L e o 72728, CRL
DEIBRIZ M L 7z [0l 5%

deleteGood CRL 7— 4% X— A7 5 CRL OFI BRI L 72 [0

purgeGood CRL 7= RX=ZHh 54> M) — ORI L7z 0%

showNotFound CRL 7— % X—AWIZH/R &7z CRL AFE L e o 72728, CRL
DIERE RN L[ L 72 1%k

showListParseFail CRLDO 74—~y bT T =070, CRL OIEHRERIIM L7z %K

RETRIEVAL UNIT COUN-
TERS

PKI CRLIUZ =y b DAXRY b H o v 5 —

startOPStartFail

PKI <L —3 3+ h7a hajizk 2aFBEELLY A & (CRL) B
FRRLBE 0> Je ik [m] 3%

retrievedRequestNotExist

CRL OHUSA5E T L7z & SIZHUS RPN i S hTw 7zl

getFileNotExist T 7 ANDPIIEL T aholzlzd 7 7 A VHh 50O CRL LY iAARIZH
M L 7z ol

getFileOpenFail T7ANEF =T TELDo727207 745D CRL LY AKIZ
Jef L7z nl%

getFileReadFail T 7 ANEGD LN oTT0 T 7 ANV 5D CRLELY AAIZIM L7z
Il £

getFileCloseFail T7ANE IO =X TELD»o7272807 74 V5O CRLILY IAKIC

JeMe L7z 1n1%%

PKI MANAGEMENT UNIT
COUNTERS

PKIEH =y bDAXRY I I T F —

CMP COUNTERS

CMP 2L 2 ABATER L=y DAXRY MY 25—

startedEnrollment Ak PR TEAT 2R £

startedKeyUpdate S EHT 2R EL

receivedPKIMessage PKI CMP * vt — Y% EH

received PKIFIN CMP Transport 7> 5 %15 L7z PKI FIN X v £ — 2 0%
received TCPError CMP Transport |2 & > TREN7ZTCP =7 —DF
receivedMsg VerifyOK ZEA =TV D) ENEPAENTH 725 DX

receivedMsgVerifyFail

ZEAVE=TVD) ENEPERTH-72b DDE

illegalEvent WERCTRAE LR A N ML
requestFailed IR ALEE S N7 A o FZREE S8 AT SR & S B 2R 0 &
requestCompleted IR IZALEE S N7 RE I ST 2R & BT 2R D &

receivedMessageDiscarded

ZAERA v b — IR K

retryEvent DR TA AN MR
timeoutEvent TALT T MR LR
requestQueueError CMP V) 7T A ¥ a—TT—0%AERK

MANUAL ENROLLMENT
COUNTERS

PKI

PKI FEFATERIER L=y bOA XY MY v —

CentreCOM AR740 O~ > K 77L>X 26
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SHOW PKiI

started F B )7 N OFEA FFEAT SR O AL P B 4G [0
fileOpenFailed T 7 ANDF— T KM L

failed FH TN OFEHFFATER OIS M L 72 [01%
completed FE TR OGEFRATE R OLBLAE T L 72 [ml L
fileOpenOK T 7 ANDF =T I L7z

fileClosed T 7 AND T — ZZEE) L7 K

fileWriteFailed 7 7 ANNOFEZ RPN L 7z %K

CSRCreationError FEAEFEATESR (CSR) ORI T 7 — 23584 L 72 [0l

#¢ 6: COUNTERS # 7' ¥ a » {5k

BEIYR

SET PKI (32 %—7)
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SHOW PKI CERTIFICATE

SHOW PKI CERTIFICATE

A7 IV — I PKI/GEHE T — 4 X=X

SHOW PKI CERTIFICATE [=cert-name]

cert-name: FJFHEY (1~24 LF, ZHEEOYHIE Y7V +— b THE)

FER

AL 7= 7 N = AN OFEWIEIC BT B HHZ RRT %,
INGX—F—

CERTIFICATE GEHHED 41T, ADD PKI CERTIFICATE a2~ > FTHE L7z D,

AN - H - EEH

SecOff bulbul> show pki certificate

Certificate Database: [ref.#: 12332-1396]

Name State MTrust Type Source
u0 (cn=RouterB, o=birds, c=jp) TRUSTED FALSE EE UM_ISAKMP
mycer TRUSTED FALSE SELF COMMAND
cacer TRUSTED TRUE CA COMMAND

SecOff bulbul> show pki certificate=cacer

Certificate:
NamMe . ..vvveennnnnn.. cacer
state ..... ... L. TRUSTED
manually trusted .... TRUE
type ... .o oo CA
SOUXCE ... vvvvvn v COMMAND
version ............. V3

serial number .......

signature alg ....... MD5 with RSA
public key alg ...... RSA
not valid before .... 10:06:10 - 04-Oct-2001 (GMT)
not valid after ..... 10:06:10 - 04-Oct-2002 (GMT)
subject ........ . ..., cn=mycert, o=birds, c=jp
issuer .............. cn=mycert, o=birds, c=jp
PKI CentreCOM AR740 v > K77 L > X 2.6
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SHOW PKI CERTIFICATE

cert. fingerprint ... 1478 £278 ea6d a068 2adc
(shal) eff2 89f7 fde7 £729 415e
key fingerprint ..... ab73 6ad4e e8f0 5d4b 9b95
(shal) 5alb ef75 440b 6633 b095
key usage ........... {c}pigital Signature

Non Repudiation
Certificate Signing
CRL Signing

basic constraints {C}

subject type ...... CcA

path length ....... No constraint
subject key ID ...... 7fa5b7c05b62b7064c1582a2794aec9306065837
authority key ID .... 7fa5b7c05b62b7064c1582a2794aec9306065837
validation path ..... [ manually trusted, self-signed ]

Source Location:

file ... ... . .. L. ca.cer

Name FEAEFE D AR, =W =20 72b O, HHWIE, V—F = HEIIZIE L 72
Ak O 556 LREE O Subject

State FEHE O L NV, TRUSTED (E#HT& %), UNTRUSTED (F 72T
%%\y), VALIDATING (#Ed) Owghde

MTrust L—HF—DAT Y FANIZE > TFHT [FETEL] doL LTEREShLH,
&9 5. TRUE %* FALSE

Type RO, SELE (V— 5 —H Y OMIE) . CA (RaROMENE) . EE (2
DTy R F 4 514 —OFHE) 255 5

Source FEREESED L H 2L TT— ¥ R—=AIEFRE 722 COMMAND (Z—H—0

2~ > FAJI). VLD_UNIT GEWI#FHGEL = v M2 X 5 HEE) , UMISAKMP
(ISAKMP & ¥ 2 — V), MGMT_PROT (CMP 71 k2 V) OwFhr

xR

Certificate £ 7 ¥ 3 ~ AL ISR AT FR S N D

name FAEFEO LR, L= =202 b D, HDHIE, V— ¥ —HHBIC
IS L 72RE I O 556 1 3REE O Subject

state FEHEOFE LNV, TRUSTED (f#T& %), UNTRUSTED (%72
BT & %% \y), VALIDATING (#GEH) Owg s

manually trusted A—HF—Da<w Y FANIZLoTFHT [FETEL] oL LTikE
Sh7zeh &9 ». TRUE 7% FALSE

type AEWAE O, SELF Ov— % —HZOFEWH) . CA (REER OEWH) .

EE (20fbry v 7 4 7 4 — OiHE) 2°5 5
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SHOW PKI CERTIFICATE

source

HBHESED LI IZLTTF =y R— 2B EN72h, COMMAND
(=¥ —ma~<> FAJ)., VLD_UNIT GEHERIEL=y MZXbHH
BIE) . UMISAKMP (ISAKMP &3 = — V), MGMT_PROT (CMP
Fahal) owngis

version

FERBEASEHLL T B X509 DN— 5

serial number

AFAEO D) TV EE

shal fingerprint

Ny Y 2B SHAL IZ X BREHFEO 7 « 7 —71) » b

signature alg

FEHE O T AETEAIH VWO NT T X L4

public key alg

FEFEDTATHR TH A RO T IV T1) X L

not valid before

AEE O ARG H (GERH)

not valid after

AEEOHIEE T H (JAhH)

subject AEHEOAES (7Y b)) O
issuer AL OFEATHE OB A
key usage OGS D IE 4 7 3

subject alt name

AEREAEE (M7 Y 27 ) ofE4

validation path

AEWIE ORGE/ S A Z MRS 5 REWIH — 5

Source Location 7 ¥ 3 ~

AEIHE ONURICIZ B A FMAFR S5

file

TT7ANVY AT L LEDT 74NV

type 7 L ADHSH, LDAP 2 HTTP O w§ i
IP address IP7FLA

domain name FA M

distinguished name AL D55t % kb1 4

port K— M

HTTP file name HTTP 7 7 1 V4

username LRI M) =T 7R ATH-ODL—F—%4
password VRV M) =27 728 A$H720D/NAT — F

AEa~v> R

K 8: ViHifRER

ADD PKI CERTIFICATE (13 *—7%)
DELETE PKI CERTIFICATE (22 ~<—7%)
SET PKI CERTIFICATE (33 ~<— %)

PKI
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SHOW PKI CRL

SHOW PKI CRL

A73Y—:PKI/CRL 7— % ~X—2

SHOW PKI CRL[=crl-name]

crl-name: CRL % (1~24 XF, ZA% GUHEIT TN +— N THE)

FEa

FERAERA ) A & (CRL) 7— 4% X—ZHN D CRL OfFHR % FERT 5,
ING A —&"—

CRL CRL ®#Hi, ADDPKICRL 2~ >~ FTIRE LD D,

Name CRL #

State CRL ®ik#E, GETTINGFIRST (#[alo>u— K1), GETTING (2 [l H L
BEOHH O 7201 — Kift) | NOTFOUNDFIRST (¥ 01 — FIZ4:00) |
NOTFOUND (2 mH U EDEH D 720 1 — Fi2%: ). UPTODATE
(CRL (A DIREEIZ S b . BAEEH ), NOTVALIDATED (5> CRL
EMGET & T2 \v) . OUTOFDATE (8 CRL & BIRF T CIXA R T2
v»), UNRECFORMAT (##® CRLIZ7 +#—< v MIZIF—HH5)
»H5b

Minutes-to-next-update K[ HH F TOREM (53)

#9:

PKI CRL CRL %

State CRL »ik%E, GETTINGFIRST ([l w — Fri)  GETTING (2 [ul H L
D HEH O 2001 — Fft)  NOTFOUNDFIRST (#)[alo 1 — Fiz2Jei) |
NOTFOUND (2 [alH LAEDEFH D 720 D11 — N2k . UPTODATE
(CRL (3 D IRFEICH 1) . BEMEHH) . NOTVALIDATED (5 @
CRL 3MFET & TWwi ), OUTOFDATE (5c#i @ CRL X B 5 Tl
A& T% V), UNRECFORMAT (5#d CRLIZ7 + =< v MILT—
o) Bdb
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SHOW PKI CRL

Minutes to next update

KIOEH £ TORER (4)

Number of updates

INF TOFEFMEE

Type CRL D%, Bl AT CRL DA
Version X.509 CRL ®O/)N— 3 ~
Issuer CRL %547 L7-303E" (CA) D%

Signature algorithm

FBATTCCADCRLICEZTAESIHH LT VT XL

Number of entries

CRL IZE#i SN T WALy L7-iEBHE D%

This update

BIfE » CRL D347 H

Next update

RIZ CRL 233847 S % HIFE

Source Location

CRL OIS0

Certificate List £ 7 ¥ 3 ~

CRL IZREHi SN TW ARy LziEHEO Y X b

Certificate Serial Number

KR LUEHED V) 7 IVE5

Revocation Date S H R
Revocation Reason Zeh P

BEIYR

ADD PKICRL (15 ~<—7%)
DELETE PKI CRL (23 ~<—7%)
SET PKICRL (34 ~<—7%)

PKI

7 10: ARiTEER
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SHOW PKI ENROLLMENTREQUEST

SHOW PKI ENROLLMENTREQUEST
HF U= PKI/ GEHESATER

SHOW PKI ENROLLMENTREQUEST [=csr-name]

csr-name: FAEWITRATE RS (1~24 %, 7272 L, PROTOCOL=MANUAL ® & X3 1~8 )

FEa

ALEEASSE T L T2 WARSEREHERITE R OB R EFRT 5,
ING A —&—
ENROLLMENTREQUEST iFW #5647 %5k %, CREATE PKI ENROLLMENTREQUEST 2~ > F T

THE LIZHRID Z Lo ZRIZIRE L2, FS T 2 BITZROFEME R % ARlEiEE L%
Mol AlE, FRMBEEN TV RWT X TORITERT ~ERRT 5,

AN - H - EEH

Manager > show pki enrollmentrequest

Enrollment Requests

Name KeyId Protocol State

Manager > show pki enrollmentrequest=gimmecer

Enrollment Request:

Name .........oouo... gimmecer

KeyID ............... 1

Protocol ............ CMP

State ..., WAIT FOR IP

Secret Value ........ abcdefgh

Reference Number .... 12345678

Location:

IP address ........ 192.168.1.100
Name N ISERE A FEATER & fk B 3 5 7280 D 44T
KeyID FEFHED ST G L 7 B RSA HERT OF
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SHOW PKI ENROLLMENTREQUEST

Protocol FATER LR (CA) 12§ 720D 7K. CMP (PKI Certificate Management
Protocol 12 & % H# /=) »» MANUAL (T8 /) o&s 575

State FATER ORI, WAIT_FORIP (CA 25 @ Initialisation Response Mes-
sage % fF- TV 5 IREE) . WAIT_FOR_CERT_-CHECK (# L \WGEBH® & #E L T
V5 REE) . WAIT_FOR_.CONFOK (CA %5 @ Confirmation OK Indication
o TWAIRE) 25

# 11

Name O PASERE S 84T SR 2 WA 5 4 7250 O F4 i

KeylD FEHAE DTG L 7 5 RSA AT OF

Protocol FATERZFRALR (CA) 121§ 720D )7 CMP (PKI Certificate Management
Protocol |12 & 2 H#) /i) 7» MANUAL (T80 oLt 55

State

FATER ORILRIL, WAIT_FORIP (CA %5 @ Initialisation Response Mes-
sage % ff- TV 5 1K) . WAIT_-FOR_.CERT_CHECK (# L\ iEBH## % #RGE L T
V5 IREE) . WAIT_FOR_.CONFOK (CA 75 @ Confirmation OK Indication
o TwAIRE) 7°h 5

Secret Value

BB AP LTV 5 = & RG5O 0&RT — N

Reference Number

FATEROSIF T

Location

CADIP 7 FLVA (IP address) F 7213+ A +4% (domain name)

BEIVYR

712 ZRiEER

CREATE PKI ENROLLMENTREQUEST (18 <*—7%)
DESTROY PKI ENROLLMENTREQUEST (25 <*—%)

PKI
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SHOW PKI KEYUPDATEREQUEST

SHOW PKI| KEYUPDATEREQUEST

#7331 — 1 PKI/ ABISEEHER

SHOW PKI KEYUPDATEREQUEST [=reg-name]

req-name: I ERY, (1~24 XF, ZHEEUEEY 7V + — P THED)

FEa

ALEEASSE T LT\ Ze v RSA AR E T 2RO TER * TR T 5,
ING A —&—
KEYUPDATEREQUEST # i # %k 4% ., CREATE PKI KEYUPDATEREQUEST =~ » FCigE L7

FHTDZ Lo HATEARE L72mE 1 E, FN T A EROFEM 2 KR 50 HATZIRE L LD o7
i, TR IN TRV R TOERERE ~HERT %,

Name SRR 2 Bk A 720 D 44T

KeyID 7 Lu RSA T O

Certificate BT B A N BASERE IS O 44 i

State ST SR ORLEIRIL, WAIT_FOR_IP (CA %5 ® Initialisation Response Mes-

sage ZfE-> T\ 5 1REE) . WAIT_FORKUP (CA %5 ® Key Update Response
Message % f#- T\ % IK%E) . WAIT_FOR_CERT_-CHECK (#7 L W GEBA A #45E L
TW2IKEE) . WAIT_-FOR.CONFOK (CA 75 ® Confirmation OK Indication
o TWwAIRE) 7°h 5

% 13:
Name SERCH R & Rk 9 A 720 O 4T
KeyID L RSA #ERT D5
Certificate Name S HHTS A AR E O 4]
Location CADIP 7 FL A (IP address) F7:13+F A +4 (domain name)

* 14: AHiRER

BEIYR

CREATE PKI KEYUPDATEREQUEST (21 <*—%)
DESTROY PKI KEYUPDATEREQUEST (26 ~<—7%)
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SHOW PKI LDAPREPOSITORY

SHOW PKI LDAPREPOSITORY

#5AY— I PKI/ GEWE LAY by —

SHOW PKI LDAPREPOSITORY

BESH
BEENTWAYE—- LAY M) —DfEH (URL, —H%—%, SAT—F) 2FRT 5,

Index LDAP LRY N =D A Ty 7 AFK5
Name LDAP LRY b —D4F] (= —=23D01F72d D)
Address LDAP L RY MU —DIP 7 FLADKA MG

# 15:

BEI~> K

ADD PKI LDAPREPOSITORY (17 <*—7%)
DELETE PKI LDAPREPOSITORY (24 ~<— %)
SET PKI LDAPREPOSITORY (35 ~<—7%)
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