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ADD FIREWALL POLICY DYNAMIC . . . . . .. .. e 57

ADD FIREWALL POLICY HTTPFILTER . . . . . . . . . .. .. .. . . ... 59
ADD FIREWALL POLICY INTERFACE . . . ... .. .. .. ... . . .. 60
ADD FIREWALL POLICY LIST . . . . . . . . . e e e e e e e e e e 62
ADD FIREWALL POLICY NAT . . . . . . . e e e e e e e 64
ADD FIREWALL POLICY PROXY . . . . . . . e e e e 67
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CREATE FIREWALL POLICY . . . . . . . e e e e e e e e e e e 76
CREATE FIREWALL POLICY DYNAMIC . . . . . . . . ... . e 77
DELETE FIREWALL POLICY APPRULE . . ... ... .. ... ... .. ......... 78
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EILBOEG DL N2, T 7 AT 7+ — IVITIENAT DFEFRED A SN TVE T, AREGICIE P EY 22—
VO NAT B (LY U NAT) BN FTH8, 77477+ =V EfHISAE, LYY NAT 32 FEA,
T AT F = VDO NAT e > T 28w, 774774 — VO NATHREIZIZ, 1 5 —T 2 —
AHMCHETIA I —Tz—ANAT &, 7747 75—V —LO—E8E LTieikd %)L — )L NAT
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BB, T7AT I r—NVEIP 74V —3fHTEL 20, BRI G X2 74 —OWRIZE 7747
Tx—=)VEFG, T AT 74— VTHIEITE v ICMP O 5l 72 &) % IP 7 4 V¥ — T ) X E
LHHETT,

EAREHE
AREET 7477+ = E LCHIT 2 ECRIERLERFIERO L BY TFo 23 TERD &) 2l
WOy NI =7 #BELTOET, P ORET CHEDoTVD 4D LRELET,

Internet

ISP

PUBLIC | ,er
= Firewall
et el el il sl GREE R R L L
PRIVATE |

724 ~N— hLAN

L 774774+ WEEEZAEMICL T T,
ENABLE FIREWALL .J

2. 77ATUA=NE) = ERLET, ) Y —HEFAEBCHT ST,
CREATE FIREWALL POLICY=mynet .|

3. 77474 =NVR)Y—D@EHENGEELDLIPA Y —T7 2 —A%IBEL T, NHl%E PRIVATE,
A4l % PUBLIC (2 E L ¥,

ADD FIREWALL POLICY=mynet INT=ethO TYPE=PRIVATE .
ADD FIREWALL POLICY=mynet INT=pppO TYPE=PUBLIC .

FEARFREIZLETT,

CHIZEY, FH3THRELZA VY =T 2 —ABDONT 7 4 v 7RV — VH5wEH &, 445
(PUBLIC) #»*5ME8 (PRIVATE) (123787 v ISR SN ) £9, —J, W S48~ 0@fE 1k
HEIAT) 2EDTEET AT— P INA VAR a3 28 ), WP LBELHBLzEZIZI3ZD
REFTREESIND 2O, BV T v bl d 720 i ae x5 0%83H ) A,

AEETIE, LRROEAREITHAOL — VBT AZ LT, WNEHEAEDOA 5 =T 2 —ABDOR ) &
DEREL 9,
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B FRROREARREZT TH HAEMN R EHP TR T, TROREZEMTHI LIZL), 5120
T2 ENTEET, SITREIZTZRLES, f#Fllidfhots v ar e ITEGZ3 v,

o ICMP /X7y NP7 747 74— )VEEHTELL)IZLET, AV TIE, ICMP /37 v M
ELHDKMCb T o7z mREINTEA (WH2LDPing bl 2O TERELTLLESI W),

ENABLE FIREWALL POLICY=mynet ICMP_F=PING,UNREACH .

o Ident 70T —#fEE 4+ 7IZL T, A7 =%y b FORXA =)= N=LD@EENITIER {IfTbhh
LrolcLEY,

DISABLE FIREWALL POLICY=mynet IDENTPROXY .J
o HHRLZ/Ty bousikl)iznild, Xoa~vy FEEITLET,
ENABLE FIREWALL POLICY=mynet LOG=DENY .J
o VERMIEEEED U= NVT RLADR 1D LR WEEIE, #4F 3y 27 ENAT # v,

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=ethO GBLINT=pppO

CCETRHEARELER TV T NPT nIEEA,

1>8—Tx1—REERIL—I

T AT I+ =D V¥ —T 2 — AR O 3FHEIH Y 3,

e PRIVATE (N#f) A ¥4 —Tx—RA . 77477+ = VTRETRENLAY NI =212 57—
7 = — A, TYPE=PRIVATE THY ¥ —(ZBN&EN/f vy ¥ =Tz —ADZ &

e PUBLIC (W}#B) A ¥4 =T =2 —A . 7747 74— VONMIIMNET LA 5 —Tx—A
TYPE=PUBLIC THY ¥y —lBMEN/f ¥ ¥ =T 2= ADT L

o TOMDA LYY =T 2= T7 AT T+ —VOEHIR TRV, V¥ —T 2 —A

BAVI =T 2= ADBTIZHLFA MHOMETRIERDOEB) T, 72720 ICMP IR EEd,
KE TICMP 787 v b O] 2 TE L2 &0,

FH 1

ol

EfET—5E 5% PRIVATE PUBLIC Z DAt
PRIVATE O O X
PUBLIC X O O
Z DAt X O O

RLA Yy =72 AMOBETE ICMP % k<)
PRIVATE il & PUBLIC #il~{3:81 % fil#h T & £ 34%. PRIVATE DAt 1 » 4 —7 = — A (PUBLIC,
ZOf) 5 PRIVATE flINO@E X CERT L 4, TRV — L Td,

T AT — VOB EE S 52 < I L7243, ADD FIREWALL POLICY RULE 2 v > F
(70 <—<) TPRIVATE #»PUBLIC £ > % — 7 = — A |JME LV — Vv EBINL 3, MEL— VIR0
HHHY E7,
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ANTRRET B o

o M=) I AN VTIHENSNE VT T4 v 7 EREBESE S, @ PUBLIC A ¥ —7 = —
ANTRRET B o

e NAT V—)V : )b— )V NAT OZHIL — V& EFHET 5,

& [ZOM] 1 —T 2= RIHEAN— LV ERETLILIITETH A,

ICMP /3y + D3R

TP AT+ —IE, BiEOERL—VEHEANLN =V L2 T T 714 v 7 Z2HI8 L F 325, ICMP
XAy TRV — VOB NE D T, T7 4 b oEE (ICMP &%+ 7)) Tld. PRIVATE -
PUBLIC [#3 & OF PRIVATE - #OBETIZICMP 2 &b 5 X IC bk SNt A,

EfET—5E 5% PRIVATE PUBLIC Z DAt
PRIVATE O X X
PUBLIC X O O
Z D1t X O O

7 2: ICMP OBfEW & (fnkt 7 1)
PRIVATE - PUBLIC ] CICMP 737 v b DAY rbN 5 £ 9125 % 121d, ENABLE FIREWALL POLICY
a< ¥ F (100 =) ® ICMP_FORWARDING /85 A — % —|2#53% T 5 ICMP A v £t =Y D% 4 7%1]
ELFET. ICMP A v = V%I RTHETHS ALLZBEL 9, kx4 VI L7z & 20 ICMP 0EfF
HHRIERO L)1) 9,

EfET—5E 5% PRIVATE PUBLIC Z DAt
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PUBLIC O O O
Z D1t X O O

32 3: ICMP OBET S (fnik 4 )

& ICMP D% 4 12 L Th, PRIVATE - 2O Cldizk E & A (PRIVATE - 2 Oflifii Tik, ICMP %
FO. Vo EWVEENTE IHEA),

& ICMP EBAIE @D, o072 BERVPDRELDPTEIEA, 774774 —VOMENL—ILTH
ICMP /37w + @il - R EHIHTE TEADT, PP 5 DHET &) ZikET LI2WBEILIP 714 V8 —
AL TLZ S,

AEA 2 —T 1 —RWTDEE

I, BA V=T 2= AR TROREGEDA ¥ —7 2 — AT DMIE (Telnet 7 &) THEIZRDEBD
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EfET—58 5k I/F PRIVATE PUBLIC Z D1t
PRIVATE O O X
PUBLIC X X X
Z DAt X O O

LAY =T 2= AR TPORMEA ¥ 5 —7 2 — A5 TOBF

& [Z2OM] A Y5 —7 2= AR T2 SRR LT Telnet ATHEZ IZ THE 28 v,

JL—IJLDIEN

MIREDIEARFEE N\ E IV — v & 381§ % 121k, ADD FIREWALL POLICY RULE 2~ > F (70 *—3) %
i, LF, wW{opBzRLET,

S V=BT AL &d, RULE/ST X =8 —THRET 2NV —VESHPELLZVE ) IIL T ZE v, F72,
W= DF v 7 EFEFO/NS VI TDIL, I~y F L2bOFEH S ND720, V- VOIFFIC b E
LT3,

& TTAT I A=WV VOFRETIEIATY FIA VPR R IVPELOT, BEABEELHWL L)L TLE
SV, LTOBITy BRI LM > TwEd,

274 v 7 %HIRT S

77 4 )V FTEWNED SIHBAND/8 T v b 2T RTEL 325 ICMP 2k <) TR ERO T
Wiz, NERNT T4 v 72 BlT A2 ENTEET,

B kOB TIE, HNER (eth0) 205 MS-Networks /3% v b (Windows & v b7 — 27 72 ECffiH 53
o R) BELTVWEST, 7747 74— VOIERLV—VIZEY, FOMONTy MIIhTFTEBY @
BT ENE T,

ADD FIREWALL POLICY=mynet RULE=1 AC=DENY INT=ethO PROT=TCP PORT=135
ADD FIREWALL POLICY=mynet RULE=2 AC=DENY INT=ethO PROT=UDP PORT=135
ADD FIREWALL POLICY=mynet RULE=3 AC=DENY INT=ethO PROT=TCP PORT=137-139 J
ADD FIREWALL POLICY=mynet RULE=4 AC=DENY INT=ethO PROT=UDP PORT=137-139 J
ADD FIREWALL POLICY=mynet RULE=5 AC=DENY INT=ethO PROT=TCP PORT=445

5o00a<y L, [ethOf v % —7 2 —AT%{E L7 TCP, UDP /X7 v b D) b, #&ER— M55 135.
137~139 Db D, BLW, TCP/S7 v bD ) LR ER= N FEFM5FEOD DEWIET L] OFRIZARD
F9,

BEET FLANDOT 72 22352 b T ET, ZDH4E1E REMOTEIP /85 4 — % — T A IP

TRLAZIBELET, IPT7 FLAIZHPTIEET 522 L QA ETT, ROFITIEZ, FEEH» S 12.34.56.0~
12.34.56.255 O#FPI~NDT 7 L A &2 L L TwE$,
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ADD FIREWALL POLICY=mynet RULE=1 AC=DENY INT=ethO PROT=ALL
REMOTEIP=12.34.56.0-12.34.56.255

Coaxy R, [ethOA v % =72 —ATHELLZIP N7y FDSH b, #EIP 7 FL AHS12.34.56.0~
12.34.56.255 Db D ZWHEHET 5 | OEMIZE D T9,

™ FT7ANPTIHICMPE7 747 74— Vve@@ml IHA, ICMP DRz 4129 %1213, ENABLE
FIREWALL POLICY 2=~ F (100 *—%) @ ICMP_FORWARDING % 7> 3 v %9 LEFH ) 5,

B FEOHEARANIIEICT 7B ATELVWEIICT AL TEET, ZOHAIFIP /ST X —
G —TIEEIP 7 FLAZIEEL T T, IP 7 FLARHMTIRET S22 LB TEETT ., ROBITIE, WEB+
Z b 192.168.103 225087 v M E#ET L L IR ELTWE T,

ADD FIREWALL POLICY=mynet RULE=1 AC=DENY INT=ethO PROT=ALL
IP=192.168.10.3

Coa<xyFiE, lethOf % =72 —ATEFELZIP STy O 6, 18 IP 7 F L AH%192.168.10.3
DHDEWHFT S| OFRIZZ) T,

B> T 74y 7%l A2 LEEDTRA—F—DIREHEETLOTT

192.168.10.4 192.168.10.6
192.168.10.3 192.168.10.5

192.168.10.0/24

Iy

NTA—5— EET 2 NE

ACTION PI 2 SN~ OIS R AT % 720 DENY 2L 3

INTERFACE MN#8 (PRIVATE) 1 >4 —7 = —A%iREL T

PROTOCOL WREGRL 7O balvetaE L 9, TCP, UDP zi5% L 725413 PORT O

EHVETY . ALL 28E L7258 ICMP 2§ XTOIP 287 v P4
ERNET, T2, TR P INVEFICLLIEELTRTY
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REMOTEIP WITIP 7 KL R N7y bOSESEE 2 BHHBRA PO IP 7 FLATTY (HiFAE
EN) o BAMEIFIETRTOMEIP 7 FL ARG L) 5

PORT WA — M, Ty MO LE R BHHRA POR— MESTT (#AETE
7)o PROTOCOL (2 TCP % UDP %85 L 723 &2 D ALETT

IP GHIP 7 LA, X7y bOREBEILERDLNEAAMDOIP 7 FLATY (HiH

FREN) . AMERHITRTOWBREIP 7 LA R E LD T T

SOURCEPORT WEAR= NE5. N7y FOREBILE R DHNEEARA POKR— bESTY (HPHTE
5£1) o PROTOCOL |2 TCP 7% UDP % {55 L 72358 DA Ao AWML T T
DIEEAR— MR ER) T

# 5:

77 tRXEEFAIT B

T 7 4V bTRANR S D8 v M ETRTIER L E T, WEBO Web H— = 127215137 7 £ A ¥ 7
WE)BRBEEIC, BEDIP T FLA, $23. IPT7T FLA - F— METO/Yr v s DOA@E % F§ 5%
ENRTEET, 720, ATy Ve T2 837747 74— VIIREHITLHZIETHD,
LX) T4 —KTD) A7 DPECETOTHREIIT T THERE SN,

B XD Tld, PRIVATE - PUBLIC [T NAT 2 L TWiawnwZ & 2 Hifeil, M8 (ppp0) 25 MNEk+
AN 4AA2~NDT 7 AFEFHFITLTVEST, 774 T 7+ —VOERL—VIZLY, FOMDEK A MIH
THLT 7R AZINFTEBYVIESESNT T,

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=pppO PROT=ALL IP=4.4.4.2 J

ZOaATY R, [ppp0 A ¥ 8 =7 == ATEHELEIP /87y b b, TP 7 FL AN 444200
DE@EHIEDL ] OFRIZED T,

% PROTOCOL=ALL 3T XTHOIP 71 F I VDOEKRTT2, ICMP 3& I N T A, ICMP 122w T3
[PROTOCOL=ALL]| %##§& LTz & LTh, IR ICMP DEE#EE BN L TBR Ve T 74 T I+ — %
HHTE T A, ICMP Ok % A #512§ % 121E, ENABLE FIREWALL POLICY Z< » F (100 *—3) O
ICMP_FORWARDING % 72 3 ¥ & ) EFH ) £,

W XOBITIX, H1EE (ppp0) 205 HED Web F—/3— (4442 D TCP H—+ 80 %) ~DT 7 L ADH%
FHLTWET, 7747 74— VOIERLV—IIZLY), ZOMOT FLA - K=+ ~\OT7 723N F
TEBYIELGSINET,

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=pppO PROT=TCP IP=4.4.4.2
PORT=80

Zoawy KiE, [ppp0 4 ¥4 =7 2= ATHELZTCP /N7 v kD9 b, #EIP 7 FL A4 4442 T,
EAR— P80 DL DEBBEES | DEKITED T,

BMEERANDPLORT 72 AT HREDWIETT . ZMIZIEREMOTEIP /85 A —4% — % L
To ROBITIE, DR A b 12.34.56.78 75 D ANES (PRIVATE fll) ~O7 7 2 %F#F L TwE T,
TrAT I = VORIV —VIZEY), ZOMDERAIROLDT 7L AIINETEBYIESESNTE T,
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ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=ppp0 PROT=ALL
REMOTEIP=12.34.56.78 J

Zoa<wry R, mmm4y9—7l—xf%%LiJPﬂ7vb@i%\%ﬁﬂP?vaﬁﬂ2M5am
DHYDOEBHESEL] OFRIZED FT,

BENAT#HHLTCWAEA Yy =T 2= A%BELTT 7L A% Z T ANLHEE, NAT OZEHF £ O )
DT RVARIBET ALEND Y T3, 728 213, 192.168.1.2 & 4442 % —xf —CEWT LAT T4 v 7
NAT %5 LT 5546, 448 (ppp0) 205 4.4.4.2 (FFE13192.168.1.2) ~OT 7 L A% FF[§ 5 121EK
DEIWILET 77AT 74— VOIERLV—VIZLY), ZOMDKFAMIHT L7 7R IINETES
DIER ST T,

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=pppO PROT=ALL GBLIP=4.4.4.2
IP=192.168.1.2

Zoaxy R, [ppp0 1 ¥ =72 —=ATZELZIP X7y bD )b, #ITIP 7 FL 25744420
DE, HET FLA% 19216812 IZH XM 72 L THB S L | OFRIZR D 95

N ZORENHERET L7201, HONPLDAYT 1 v NAT OREDVPLETT, ZOBITIE, kD L) ke
W) FT, F720 TRROAY T 1 v 27 NAT OfREXZ T TR, 70— SVl S0y v 57 7477 4 —
WVDFERL =V THEM END 720, BiRD L) BFETILV—VLUHETT, X771 v 27 NAT O eIz o

Tk, [R% 71 v 27 NAT] # TEL 2 &,

ADD FIREWALL POLICY=mynet NAT=STANDARD INT=ethO IP=192.168.1.2
GBLINT=ppp0 GBLIP=4.4.4.2 .

BAY7 47 NAT ZfH L TWAEE, BIBIOLHIZTRTOIP N v A EBSEL%EZ T TR

CVHEFED N T 74y 7T R BHEEELREDRETT, 72L& 21X, 192.168.1.2 & 44.42 % —xf—T%H

Wy bA5 T4 v 2 NAT 2 i%E L TR A4, #M8 (ppp0) 705 4.4.4.2 (FH1E 192.168.1.2) ~? Web

TR (BEAR— NP TCPSO ) R EFHTAIIERDIICLET, 7747 74— VOIEAR)L —
&, ZOMORAMIATET 7L AFINETEBVIEGEINE T,

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=pppO PROT=TCP GBLIP=4.4.4.2
GBLPORT=80 IP=192.168.1.2 PORT=80

ZOaTY R, [ppp0 4 ¥ ¥ =7 2= ATHELZIP /87 v bD I b, #HIP 7 FL AN 4442 TH
B — b AS80 D TCP /S 7 v M, # T FL A% 192.168.1.2 Il & ez 72 LTl S 45 | ORI
=0 E,

B NAT ZfEH L T2l VOB S V=5 —BHIIHT L8 v MR EE S-S WA, GBLIP &

PIZELCT FL A% %Lij_o T2l ZIE, V=% — (4.4.4.1) TOISAKMP /87 v b (B AR — b
UDP500%§) EZIF AN WIGEIIROLHICLET, Thd, BEIEHRICK 5 IPsec & 774 T 7 4 —
VGRS 258 1 0HDE %“C?Lo FEANE [IPsec| Mm% ZE L 728\,

T7A4T7J+—Ib CentreCOM AR740 <% > KU 77 L > X 2.6
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ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=pppO PROT=UDP GBLIP=4.4.4.1
GBLPORT=500 IP=4.4.4.1 PORT=500 .

Zoaxy P, [ppp0f ¥ =72 —ATZEFELLIP X7 v FO) b, #EIPT FLADPV—Y —HY
(444.1) TRER— 25500 FD UDP /S7 v M &SZIFANS | OBEKRIZEY $9,

BABPOED T T4 v 7 2HATHEEONRTI A=Y —DIRESLEETLOTT

INT A =5 — BET2HE

ACTION R & RN DL & 77§ 5 7280 ALLOW #4858 L £§

INTERFACE S8 (PUBLIC) £ > % — 72— A% ELIT

PROTOCOL WHRELLTO NV ERELET, TCP, UDP #38% L 728413 PORT O
EDLETT, ALL Z48E L 728813 ICMP % $XTO IP /87 v M 25ad4
L ET, Fo, THFINVEFICEBEELTHETT

IP WITIP 7 KL R N7y bOSESEE BB NEAA MO IP 7 FLATTY (HiFAE
E) o BWEHHITRCTOMMIP 7 FLAY MR L) 5

PORT MR — MEB. 7y MO L R ZNEER A bOR— MRS TY (RS
i), PROTOCOL |2 TCP % UDP ##55€ L 72581l D ALETY

REMOTEIP I IP 7 RV A, 287 v bOREITLL R BIHBAA MO IP 7 FLATY (&P
BB BRI TRTOBRHIP 7 LA R E LD T T

SOURCEPORT ERAR— NES. STy NOREILE B AIHNREA NOR— N EFTT (FPHIE
5£7) o PROTOCOL |2 TCP 7% UDP % 4§85 L 72358 D Ao AWML T T
DIEHA— bR E LY 5

# 6: NAT 2ffi > T2 WA

INTA—B— BETI2HE

ACTION YR & RN DL & 77§ 5 7280 ALLOW #4858 L £§

INTERFACE S8 (PUBLIC) £ > % — 72— A% BELTT

PROTOCOL NRELDTO N INERELET, TCP, UDP %*#8% L7243 GBLPORT,
PORT OREd L TT o ALL #4852 L7284 13 ICMP % B < 3T IP /¥
o MG ERY I, 2, O P INVEFICLAIRELTRETT

Ip RO EIP 7 FL R, X7y b ORBENRLEEE DT T A RX=FT FL A
T, WEBR A MZEBIZEI DB THNTWAST FLA%/RLET, GBLIP Tig%E
L7270 —=NV7 FLA WS RREIP 7 FLA) ISHIET 27 FLAZE
FELTLEEN

PORT Bk AOR AR — MES, X7y PORMENRILE % 5 K- M5 T, WEE

12 | CentreCOM AR740 O~ > KU 77 L > X 2.6
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GBLIP RO 70—V IP 7 L A, A5 B75E0# 8 IP 7 FL AT,
NAT ZHieD 774 X— b7 FL A (& 7%5085067 FL ) (ZIP/XF X — 4 —
THELIT

GBLPORT LRI O T 70— VR — b5, SN2 D /GG O# IR — M FESTY,

NAT et D 77 A N— F K — bMET (k725806 — 1) (3 PORT /87 £ —
y—TiRELTT

REMOTEIP AEIP 7 FL A, Ty FORETELBNEBEAPDIP 7 FLATYT (%
1BEW) . BRI TNTOEEIP 7 FLADPGRELRD 5
SOURCEPORT AER— S, X7 v POREEITLE LRANEMEA FOKR— ST (P

5£1) o PROTOCOL |2 TCP % UDP Z$57€ L 72355 DA E R, BEIREIL ST
DGR AR — PR ERDY £F

K7 NAT 2> TV 258

AREFDOT 7 AT+ —=NVIIE, A V=T 22— AHRNTHRETHA Y —T7xc—ANAT &, 7 FL ZH
ALCHRET A — )V NAT O 2 fH O NAT SRESFEE SN TVWE T,

V=)V NAT Ti&Z, 1 % —7 = —ZNAT & ) P WHIEHIUEETT A, ZO5EE MR F3,
JIE T Lo EDAEA vy — 72— ZANAT 2489 X H 12 L TL 2 & v, T2, WFif
HIFETT DS, HEORBLAEL R )P L 20T, @FEEIELEL2—FH7Z2T02M) L) I2 LTS,

& A ¥ —7xz—ANAT &V—)VNAT Ol 5 % %% L7z%E . V—IV NAT O3 PERmICEH s E 3, 7%
FOHBLEITA720128, BERELLLHOAE THEHLZE W,

4045 —=7x2—ANAT OFETIX, FiZ22o04 % —7=x—A (INT. GBLINT) 2{5E7 5LEINDH
NET NTy FPINE200D4 5 =7 2 — AW THEINTZLEIZR > TT FLAZEPfTTONLE,
EVIDDPA =T 2= ANATDORA ¥ M) F9,

A0 —=72—=ANATE, 7 FLVAZTIREDOINY — 2L > TRO 4 FEICHGEHTE T,

o A% 71 v7 NAT
o Y17+ 3Ivs NAT
e ¥ 17+ 3Iv7 ENAT
o A% 7 1 v 27 ENAT

LT, NAT OB T LB 28T 53 L7

X271y 7 NAT

25747 NAT I, 7I9AX=F 7 FL A% 70— NV7 FL A2 181 CTEZEMIZERET S NAT TF,
7 RLAPEELDT, 7I7A4X= M, 70— VHOELEELEL2LLTHBEELHKBTEEST (2L, 7
=NV 5EEE BT E A L)1 21213, WIRMZGFFTV—VOREPLETT ) 774 X— |
TRUVATEHALTWAY—N—%, 774774 = VONPLIETO—NLVT FLAZFSTWEH0D X
JWCHENTAZENTET T,

WAY7 4y 7 NAT OFEIE) 8T A—=F —ZKDEBYTY, 22T [AIF] IZPRIVATE 1 >~ ¥ —

T7A4T7 4= CentreCOM AR740 <% > KU 77 L > X 2.6
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7 x—A, [#IF] I PUBLIC A ¥ % —7 = — A, [NIP] I NATHID 774 X—b+T7 FL A, [41IP] &
NAT #0270 —N\V7 FLAZRLET,

ADD FIREWALL POLICY=net NAT=STANDARD INT=W IF GBLINT=%} IF IP=N IP GBLIP=%}
Ip

o Ny & [NIE] 25 [HHIF] Ik L7z &, I IP 7 FL XA [WIP] Thhud [HHIP] (12
HFEHR I,
o N7y & [HIF] TZELALLE, #IP T FLAD [HHIP] ThHhUL [NIP] IHFZBR 5,

WA55 1927 NAT O%Ex LTWTh, FMI2 S AHIANO@BEIZER L — VICE VIELGE SR T4, F
o OMERIEFTEEIZT 1213, [FFIF] 1RO XD iFi L — V23w LT L 72 &,

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=%} IF PROTOCOL=70A h3JJL IP=NIP
GBLIP=%4} IP

BB\ &, PUBLIC f ¥4 —7 = — A %K) ¥ —12BMT % & &2 [METHOD=PASSALL] %#8%&d 57
FEbd I, TG, RV —VIEIAETT,

B A% 51y 27 NAT 2469 %4, [#1F] %% Ethernet ® & %13 [44IP] ~® ARP (Zxf L CTAREFACEE
IBE S HULENPDHY T, €020, [HIP] ZFET ANV TFHR—Lf 8 =T —A2ER L., £
DAy —=T7x—A% [HIF] ITRELTLES v, $72, [HHEIP 7 FLA] = [NIP] @87 v baAS
[WIF] 5 [HIF] ICERSNAE L), R =T 4 V7 —%2%E L TLE SV, BEMIEKELD T OB
Bla TH 72 S v,

WAy 5 127 NAT O%Elx, Z7a—nWllf > % —7 = — AW PPP T 5% 7 Ethernet TH A2k -
TELZNVES, DT, FNFNDOFr—RAIZDODVWTAY T4 v 7 NATOREFExF DTS,
ST RDEI Ay VTR IREL T,

o ISP/ u— L7 FLA8MH (1.1.1.0/29 =1.1.1.0~1.1.1.7) 20 L T 5%

o 774 X—IMil (eth0)) &> FT7—27 FL 213 192.168.10.0/24

o TI7AN—IMUDOHF—/v— (192.168.10.5) A& 74 v 7 NAT 2L D 1.1.1.5 & L CTHERIC AR
j_;ﬁ)o

71— N VIS PPP D354, ADD FIREWALL POLICY NAT 2~ > K (64 RX—3) TA¥ 71 v 27 NAT
V=V oixE x4 7\, ADD FIREWALL POLICY RULE 27> K (70 *—) TH—/N—=~O/7r v M %
WSSV EEML 1,

1. 192.168.105 > 1.1.15D A% 71 v 7 NAT V— Vv &2ZFEL T T, A¥ 71 v 7 NAT &, INT
(eth0) TZAEL72IP /%7 » bA*GBLINT (ppp0) HliZV—7 1 ¥ 7 Ehze siZfrbiEd,

ADD FIREWALL POLICY=net NAT=STANDARD INT=ethO IP=192.168.10.5
GBLINT=ppp0 GBLIP=1.1.1.5 .

2. 1.1.1.5 (192.168.10.5) 56 C /87 v b @B S L)V — )L EEBIML 9,

14 | CentreCOM AR740 O~ > K77 L > X 26 T7A4T7J+—Ib
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ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=pppO PROT=ALL
GBLIP=1.1.1.5 IP=192.168.10.5

B, 1115 DEFER— FEZITICEER2RE S-S, PROTOCOL /8T XA —% —T>7 1 k
TNV EEEL. GBLPORT /85 A — % —TZ7 0 —NUAlE— FF2% . PORT 85 XA — % —T7 54
N— MIR= P+ FEFZIRELT T, ROBITIEHTTIP 22727 LTWFE 3,

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=pppO PROT=TCP
GBLIP=1.1.1.5 GBLPO=HTTP IP=192.168.10.5 PO=HTTP

W INLEDOV—VEHELRVE, 77 AT T 4= VOERL—VIZEY, 11155 TH/37 v 25 ppp0
A7 =7z —ATHFEINTLEVET,

71— 35Ul A3 Ethernet D413, PPP D& 2 X ) S FIEAS3 D2 3, 22T, WANfil (eth1-0)
127 a—=nNL7 FL A 1.1.1.1/29 #. LAN il (eth0) (2794 X— ;7 FL A 192.168.10.1/24 %% 1 24
TTHH5DELET, T/, 74N M= 7247 FLRAIX1116THLELET,

1. W, WANHIA v % =7 2= A%< VFA—3I 7L, NATHZ 0=V 7 FLA% 32Ky
FY A7 THRELT T, ThiE, WANMIEZ A2 PZBWT, = N—DZ7a—N)L7 FL A
(1.1.1.5) ~® ARP ZRIZIGE T 57201 L ELEHETT . 2T, ethl-0 12V —% —AKDT F
LA (1.1.1.1/29) %% 4T, ethl-112A% 751 v 2 NAT o7 —"v7 FL A (1.1.1.5/32)
RED BT TCVET

ADD IP INT=ethl-1 IP=1.1.1.5 MASK=255.255.255.255 .

2. NATHA Y9 =72 =A% 77477+ =AY —=I1EML £3, TYPE |[Zi3#% PUBLIC % {5
ELET,

ADD FIREWALL POLICY=net INT=ethl-1 TYPE=PUBLIC

3. 192.168.105 > 1115 DA% 7 1 v 7 NAT V— V%2 E LT T, COLGE, A¥ T4 v 7 NATE
ik, INT (eth0) T=f5 L7227 v F2SGBLINT (ethl-1) fllic)V—7 4 ¥ 7 &N/ Zifrbin
T ZOZENFMES DEEICHRLTE IS,

ADD FIREWALL POLICY=net NAT=STANDARD INT=ethO IP=192.168.10.5
GBLINT=ethl-1 GBLIP=1.1.1.5

4. 1.1.1.5 (192.168.10.5) 58T/ ¥7 v P 2@ S LV — )V EBEIML 5,

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=ethl-1 PROT=ALL
GBLIP=1.1.1.5 IP=192.168.10.5

B, 1115 DEFER— FE2ITICEER2RE S-S, PROTOCOL /8T XA —% —T>71 k
TNV EEEL. GBLPORT /85 A — % —TCTZ7 0 —NUAlE— FF2% . PORT /85 XA —% —T7 54
NR—= MR-+ FES2BELTI T, XOFTIEHTTIP 23 2#F T LTwE T,

T7A4T7 74— CentreCOM AR740 O~ > KRy7»L>2x26 | 15
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ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=ethl-1 PROT=TCP
GBLIP=1.1.1.5 GBLPO=HTTP IP=192.168.10.5 PO=HTTP

N INEDL—VEBELEVE, T7AT I+ —VOEERL—LVICEY, 1.1.1.558TD/347 v FdSethl-1
A7 =7z —ATHFEINTLEVET,

5. LANfllo NAT x5 A2 b (192.168.10.5) 2250847 v bH5, A% 54 v 27 NATA ¥ —7 = —
A (ethl-1) IZV—F 14 v 7&NbLH, KU —T74 0% —[100] #%EL T+, KU —T71
¥—D7 4 NVF—FK51L100~199 T,

ADD IP FILTER=100 SOURCE=192.168.10.5 SMASK=255.255.255.255
POLICY=1 J

6. RJ)—740%— [100] # LANMIA > % —7c—AZ@EHLET,

SET IP INT=ethO POLICYFILTER=100

7. KV =T4VF =12k o TRESNTREBEERE) & — 12RO TV —T 1 Y I thbhis X9
TT7 AN M= ORI Y M) —xBInL F3,
o RMGEINAY ¥ — [1] 2Fo/87 v b (192.168.105 5087 v k) OF 7 4 )V b v— %
ethl-1 2 F 9, ZAUT LD, H—/3— (192.168.10.5) 2°5H D347 v kid ethl-1 |28k S,
A% —=7x2—=A% GBLINT £ 5 A%75 1 v 27 NAT L= L5l s E ¥,

ADD IP ROUTE=0.0.0.0 INT=ethl-1 NEXTHOP=1.1.1.6 POLICY=1

N RY =T AN —DFERTDEVE, F—N—{PSBEFEBLZE X187 v F S ethl-1 1287
HEENT, T3 DAY 74 v 7 NAT V— VSl SN WIREEN S ) 5. 72& Z1E, ethl-0 127
FAT Y MDY A F 3 v 7 ENAT BEFME N TV A, $—/S—2 50 87 v M ethl-0 I2853%
ENDE H=N=5D7y b FAF Iy 7 ENATHT FLAIERISATLE T T, 24U,
{5 —=7x—ANAT O7 FLA%H75, INT 7>5 GBLINT (2787 v FoSinsk S ivfz & S1f7bils
72T B, WANMIQSY — =12 L CEEZRG LSS, A8 714 v 7 NAT V=D E
BOIERENTE T, $72, Y= N~ 50MBFEICAY T 4 v 7 NAT 258 S ik C CHORELZ WL
ElE, R =TV —DFEEIARETT,

NI ETY,

214733y 7 NAT

¥4+ 3y 7 NATIZ, T7I9AXR—MIA V¥ =T 2 —ATHELINT Yy bOBET KL A%, 600
DT =N ENZa—=NLT FLAROFH ENTWRWT LA ICENZEHRT 540440 NAT T, 7
O—NLT7 RLUADREIE TRV, Z0— Ul S @8E2 AT 52 LI TETHA,

N ¥4Iy 7 NAT &, D NAT [ZHARTAY v bALawnwizodb I hfiibh A,

CentreCOM AR740 O~%> Ky 77 L > X 2.6 T7A4T7J+—Ib
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WY1y NATOREIH )N T A—=F —ZRkDEB Y TT, 2T, [WIF] (I PRIVATE 1 ¥ —
7z —A, [ IF] I3 PUBLIC £ ¥ % —7 = —Z, [HLIP &P ] 3 NAT &7 a—s3v7 KL AL LT
I7 FLAHEHZRL T,

ADD FIREWALL POLICY=net NAT=STANDARD INT=WN IF GBLINT=4%} IF GBLIP=4%} IP &M

o Ny & [NIE] 226 [HHF] ICHGEL72E &, BRIP 7 FL A% [HHIP #iPH] ADZENWTWw2
TRVAICEEZBZ £, $720 BRGHOT FLAOMBELE (NIP -4 1P) % 7 — 7 IVICE S
LEd,

o X7y % [HIF| TELALE, &EIPT FLADS S IPHFA| NThNIE, 7 — 7TV EiEE
L. #EIP7 FL A% [WIP] ICHESHBR I,

WY 1) 3y NAT 249 %4, [4HIF] 25 Ethernet 7» VLAN @ & 13 [44IP #ipH] ~® ARP | ’i‘ﬂ,
TAREMPRIEE T LLEVH ) T3, 207012, [FHIPHPH] ~DOR Y 7 1 v 7§ % BEE 0
B L TLZE v,

e RIE Fa=nV 7 FLAELTL1112~1114 %9 514+ I v 7 NAT 23 256, KD L)
LR AEEFL TS (PRIVATEMIA % —7 2 — A% eth0 & L$§), [PREF=0] # &z L)
THEELLE SV,

ADD FIREWALL POLICY=net NAT=STANDARD INT=ethO GBLINT=ethl
GBLIP=1.1.1.2-1.1.1.4 J

ADD IP ROUTE=1.1.1.2 MASK=255.255.255.255 INT=ethO NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.3 MASK=255.255.255.255 INT=ethO0 NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.4 MASK=255.255.255.255 INT=ethO NEXT=0.0.0.0 PREF=0

N ZOWE ([HIP] ~NDR Y T 4 v 78 % B85S 5 HEE) &, 70— NVHlH» 5 OBERIEERiTtE TH A4
TAv I NATOE XI3fExFHA AT 4 v 7 NAT DL SE, FIfliOEBYINTFHR—I 7 ER) T —
TANY —=ZPHLTLZE W,

2133 v 7 ENAT

%4+ 3 v 7 ENAT (Network Address Translation) (&, V—% =% Ok /) — FTIP /87 v DT
FLALR=MEFEFITEZZ22L12ED, T7I9AX=DFIP 7 FLALDELRWEZ M2S7a -3
A2y M= T 7R ATEDLL)IZTAHAERETT, 70— 2NV T7 FLAZ THLA2E Y L TEN TR WY
ETH, ENAT 252 LICENECDRA MBI/ T =NV Ay NI =2 2T 7 A TEDL LI IR
9. #1453y 7 ENAT TR70— NVl SEEZMGT 2 2 L3 TEIXAD, RED [R5 71
7 ENAT]| ZBEHSTIE7a— NV ElA» S 0@E L T,

W51 53y 27 ENAT OB )T A= —1ZkDEBY T, 22T, [WIF] & PRIVATE 1 ~
5 —7x—A, [4IF] IZPUBLIC f % — 7 = — A, [#}IP] I NAT #0702 — L7 FL AR LT T,

T7A4T7J+—I)b CentreCOM AR740 <% > KU 77 L > X 2.6
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ADD FIREWALL POLICY=net NAT=ENHANCED INT=W IF GBLINT=%} IF [GBLIP=%} IP]

o X7 v bx [NIF] 75 [HIF]) [ZEmk Lz &, T IP 7 FL A% [HFIF] o7 FL A (GBLIP
PHREENT WD & & [HHIP)) 12, S R—- b2 REHOR - bFFICEESWR T4, T2, £H
AIEOT7 KL A - B—= hoflaagbE (NIP- NR— b -4 IP-HR—1) 27— 7VIEHLET,

o Ny % [HHIF] TZELLEE, #EIP T FLAD HFIF] @7 FL A (GBLIP 285 ST
WhE X HIP)) ThHIUL, BRER— I 2F—I2F7— 7V EREL, KEIP7 FL A% [WIP]
2, BEAR— bR [AR— M 0B &HEZ T,

W ROFITIE, AEBA > 7 — 7 2 —ZOERZX D, HBA 25— 7 2 —RAIZH Y BTERZTHO
O—NVIP7 FLAZEELTHRLBEFLET (EFT7 740 73K - MFEFICLo TRAIESNET),
PEMBI DR A b ASFIRR /MR & 815 T & £ 3, INTERFACE (INT &4H%) 85 2 =8 — 1275 1 N—
Nl > % —7 = — A% %, GBLINTERFACE (GBLINT & %) /85 A—4% —2Z70— NVl { > ¥ —
T r— A% EREL TS,

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=ethO GBLINT=pppO

Zoax s FiE, leth0 DA > =7 2= ATZELZIP 2N v b8 ppp0 flIZV—TF 1 ¥ 7 ENDHE,
BT NL A% ppp0 D4 ¥ & =7 2= AT D B THRTWE 70—V IP 7 R L AISH SR TRET
5] OFRIZEDET, T AELLOR) Ny M, EET FLRAEREOT FLAZHR (Fu—
INV—>TFTANR= ) Zfi L7z ECHEDORBILICEY RSN E T,

WO — NVIP 280 B THNLHEHMER D L 912, GBLINT TIRELA ¥ ¥ — 7 2 — AN
Unnumbered D355 13, GBLIP 87 A —% —T#¥ 453 v 7 ENATHOIP 7 FL A WHRT B0LED0H 1)
9, ISPHE N B THN/ZTT—NVT FLADH) LD T%EfEE L TS v, %28, Unnumbered,
Numbered (277 59, GBLINT (213 NAT ZEHHF 1287 v M 2D ITA v 5 =T 2 — A%/ EL T
AR-IN

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=ethO-1 GBLINT=pppO
GBLIP=1.2.3.6

Zoaxy Nid, [eth0-1 DA > 8 =7 2= A TRELZIP /ST A ppp0 WIIZ Vv —TF 1 ¥ 7 SN DA,
AIET FLAZ ISP 2 HE ) B THNTWAZT—NVIP 7 FLA1.23.6 ICEHXEZ THRET 2] OFEK
D F5, T SRS DRY Xy M, BT FLRIZHEIE DT L ALHR (Fa—n\v—>77
AN=1) ZfEL7z ETHEORETIEY BEINT T,

AZT 1 v T ENAT

RO LI ICTH LA Z =NV T FLAREWEETH-TH, A¥ T4 v 27 ENAT (K—1+/7
Ok I VEERE) BERER VA LICE Y, Fa— Sl vy — T 2 — ADERER— P TIZHES N8
oy N, NEBERA N ORFER— MIERT LI EDNTEET, COBREZFMETLE, FO—NLVT FL
A1 DL DR VERETH, HEOT— = (=Y R) 2SR TLIEFTEET,

B 2571y 27 ENAT 3HEMTIIHHTE A, LIRMIZT 1T I v 27 ENAT OREE T 5LEDNDH

CentreCOM AR740 O~%> Ky 77 L > X 2.6 T7A4T7J+—Ib
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D5, BIEOFIIOBEY R LIZR ) TIH, BESAF I v 7 ENAT OREIZLELRINT A —F — &5
TFE,

ADD FIREWALL POLICY=net NAT=ENHANCED INT=A IF GBLINT=%} IF .

W A%5 127 ENAT OFEIMH 8T A= —1ZkDEB) T, 22T, [4#IF] i3 PUBLIC £ >~ % —
Jrx—A, [ san] ZTCP, UDP & & Ffir7a s an, [HHIP]) 12 7a— v 7 FL A, [FER— ]
BEEETOR— FES, [NIP] 375 AX—1F7 FLA, [NFE— M| 350 E— M ESE2RLET,

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=%} IF PROT=70 b3JL GBLIP=%}IP
GBLPORT=%K— b IP= IP PORT=RAK—F J

o N7 vk [HIF| TZELEXx, yubhavy [Fabhal] ¢, &SP 7 KL AD [4IP].
KERE— D [HR— 1] THE, #nEn [WNIP] [WAR— M) I2EEHBEZ T,

& A% 74 v 27 ENAT Ol ADD FIREWALL POLICY RULE 2v > F (70 *—¥) Tfiw 3,

N A% T4 v 7 ENAT BT CE LA, 351+ v 7 ENAT LA GHLETHRELTLZE 0,

B iopITIE, V—%—D (PPPA >4 —7x—A®D) 80 FHR— MW T SN/ TCP /¥4 v b %, LAN
fl> Web #—/v— (192.168.102 ® 80 A — 1) 1Tt L CWE§, T2, v—F —D 253K A — MIST
5N/ TCP /87 v + &, LANIO A — )b — 3= (192.168.103 D 25 FAR— b) ICEk L TwFEd, &
O TIE, 17 —% v PEOFA M 2HIE, V=7 —HEDN Web == X =V —N—Tdh 5% H»
DEICRZFTH, EBIZIZTIANRX=FIP 7 FLRAZFEOHNEO —N—E L FT,

ISP

[1.2.3.4:80] [1.2.3.4:25]

- Fe2—=. oynamic ENaT] Fireva

192.168.10.4 192.168.10.6
192.168.10.3 192.168.10.5

B, 5

192.168.10.0/24

DF, axy R4 U RELGBDMEHRAEE 2o T T,
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1. 2% 74 v 7 ENAT 3, ¥4+ 3 v 27 ENAT il L TwA 2 iR & &) 9, 2 2 Tid,
LAN (eth0) o4k 2 FA5, WAN (ppp0) BIZEI D B THN/Z7 10— 30T B LR & fli o THHR
CHETEAL)ITHEL T,

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=ethO GBLINT=pppO

2. W=7 —D80FER— MIJFW7=37r v b a, LAN D Web H— /35— (192.168.10.2) Z85%d 572
OONV—=NVEREL T T,

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=pppO PROT=TCP GBLIP=1.2.3.4
GBLPO=80 IP=192.168.10.2 PORT=80 .

Zoavy P [ppp0 £ ¥4 =7 2= ATZELZTCP X7 v F D) 5, i IP 7 FL AN
1234 TREKR= 80 Db D%, 7 FLAZHEL THZ b 192.168.10.2 @ 80 #H AR — b IZHi%ET
5] OBHKRIZED E9, F72, BT —AN—250R) Ty NI, BINEOT FLAZR (774
N—=r>70—=N0) ZfE L7z ETRHRETISEY RENFE T,

N =NV IP 7 FLADPHIICE Y B TENLE43, GBLIP 120.0.00 282 L 9,

3. V= —=D25F K= MImw7z3r v + %, LAN o X — )4 — 33— (192.168.10.3) (Z#EET 5
72O —VEHRELTT,

ADD FIRE POLI=mynet RU=2 AC=ALLOW INT=pppO PROT=TCP GBLIP=1.2.3.4
GBLPO=25 IP=192.168.10.3 PORT=25 .

Coawy Rk, [ppp0 A ¥ ¥ — 72— ZATZELETCP 847 v hDS b, #EIP 7 FL AN
1234 TREX =I5 00 0%, 7 FLAZ L CTHAZ b 192.168.10.3 25 % — b IZHE%ET
A1 OFRIZR) 9,

B 7] U Well-known R — b Zffi ) ¥ — /N — 2 45N L7‘W>f%/a\ HERD 6 DT 7 Aldw < B ZERIIYIC
%Y 95, GBLPORT % —/N\N—CTLIZZAZ L ETHREE LD £§, 22 Tld, WEBIZ 192.168.10.5.
192.168.10.10 ® 2 2D Web  —N—=»hH bbb DL LE 7, /k@%“(“ I, A5 1.2.3.4 o TCP F— | 80
FNDT 71 A13192.168.10.5 12, A L <K — » 8080 HF~D T 7+ 213 192.168.10.10 » Web #— £ Z (2
kL E9,

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=pppO PROT=TCP GBLIP=1.2.3.4
GBLPO=80 IP=192.168.10.5 PORT=80 .

ADD FIRE POLI=mynet RU=2 AC=ALLOW INT=pppO PROT=TCP GBLIP=1.2.3.4
GBLPO=8080 IP=192.168.10.10 PORT=80

COHA ERA S 192.168.10.10 D Web H—/N— |27 7 £ 23 5121, URL O CTHR— P FE 8080 %18
ETHLERHVET, 777 =D URLMWIZKD L HIZATILET,

http://1.2.3.4:8080/ ... (EBE1E 192.168.10.10 DWeb Y —N— 7T X FTB 2 &I
%3)

192.168.10.5 ® Web #— /N — (3D Web +—E AR = TH S 80 FHZ > T 5HDT, URL TH— b
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FoeiRET HLE XD THEA,

http://1.2.3.4/ ... (R 192.168.10.5 D Web $—N—IZT7 T EXAT B EICL D)

B UEsR T —ATTH, TCP/UDP R— ’EFTIE%L, IPAy =070 haVFEriE b L I2HNE
ANDEEREFITH) 2L TEE T, ROBITIE, PRIVATE fllicd % IPv6 )L — % — (192.168.10.2) 7%, IPv4
A% —=%v b EDIPv6 F v F ¥ —N— (12.34.56.78) L DRI b A%, LAN % IPv6 4 v k
T—= 272 AV LTWET,

—~—— IPv6 Tunnel Server
3ffe:a:a:a::1 12.34.56.78

Internet

(IPv4)

IPv6 Tunnel
ISP

[1.2.3.4 proto:41(IPv6)|

pppO 1.2.34
Frm3zzrn, Dynamic ENaT] el

ethO 192.168.10.1

3ffe:a:b:c::1 — jg —
él 192.168.10.4 D 192.168.10.6

IPv6 Router 192.168.10.5

Lo

192.168.10.0/24(1Pv4) 3ffe:a:b:c::/64(IPv6)

= o

40 —=Fy P EICP A LVEELIZE, PYALVOMIY FIZEWIZHEFER 7T — N7 KL 2D
BCTA, COBRETIEILANMOIPV6 LV —% =270 —NLT RLADH Y T8 A, £ITL ATT 1Y
7 ENAT ® 7’1 b I VEEEBEEEZ R LT, AFEO WANHIA >~ % —7 = — 2 (1.2.3.4) 58 CTIZJ@W72
IPv6over IPv4 t > 41 > 784y b (IP 782 b2 41) &, LANHO IPv6 )V — % — |Z85%T B ke %
fTuEd, SHICED, PRV TF—N=D5EREFDOPPP 1~ % —7 = —AD, LAN HICHFET 5
IPv6o V=% —DA v § =Tz —ARZET,

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=pppO PROTO=41 REMOTEIP=12.34.56.78
GBLIP=1.2.3.4 IP=192.168.10.2 J

Zoaxy R, [ppp0 1 ¥ ¥ =7 2 —ATEFE L7270 FaVFES 41 (IPve) OIP /X7 v D9 b IHE
IP7 FLAA312.34.56.78 THEIP 7 KL AH 1234 Db D%, 7 KL AZ LT LAN fllo 192.168.10.2
W% T 4] OFRICZD T, T2, WEH2ALORY Ny M, #mEoT7 FLALH (79 4 X— b
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=70 —=N)) ZREL7: ETRETISEYRINET,

B 2571y 27 ENAT OREICBIT LT X =8 —Dfggliike Lo F¥ (51453 v 27 ENAT OffH
DULIHTY)

INT A =5 — EBET AR

ACTION HLER 2 & NERNDERRE 2 7R 05 2 O THIZ ALLOW &2 ) 9

INTERFACE AR (PUBLIC) £ ¥4 — 7 x—A%$EELET

PROTOCOL kT A270 baViERE Ll I, #@FIETCP 7> UDP TY, € D4,

GBLPORT & PORT DfFEDLETT, /2, 70 FINFFICLLBED
WHETY, 72750, A% 7 1 v 7 ENAT Tl3¥87% 5 MNEIC ICMP 2 #5%$ 5 &
LIITEIRA

GBLIP WM ORKEIP 7 FL A, AMEA 7 =7 2= A ZE D B ToHRra—u
IP7 FLA%EEL 9, IPCP (PPP) ¥ DHCP 7% & CEIWICZT FL A %R
LTWaH4120.000 248 LET

GBLPORT HEERT OISR — FF 5. PROTOCOL 12 TCP % UDP %55 L 7235 & 12 D Al
2Ty

IP HERRDOREIP 7 FL A, BEEGERA MDD T IFIANX=FIPT7 FLATY

PORT BERGORER— N T, EXLD R — +F5T¥, PROTOCOL (2 TCP #
UDP %355 L 72358 1O ALETT

REMOTEIP BEIP 7 FL A, AHBOBEEZOIP 7 FLATY (HPEET), BT T~
TOWHEEIP 7 FLARKRIZARY $F

SOURCEPORT GriR— MRS, HHEOREHEDOR— bEETY (#HPEE). PROTOCOL 12
TCP 2> UDP % 48% L7238 D AAR) . BRI T RTOMHIKR — F A0 L %
D FET

#8:

=)V NAT X, 7 FL AX—20 NAT #f T3, ADD FIREWALL POLICY RULE 2~ > F (70 ~<—
Y) @ ACTION |2 NAT Z48E T 5 Z L IC L o TRHRERITVE T

W= NAT Tlid, 1 % —7 = —ANAT & ) {2 VT2 TTRETT 25, D5 E b FHMIC R £, @
IR O HEHA 5 =T 2= ANAT & T 728, V=V NAT I, 1% —7 x—ANAT T
BT ERVEBRRRETT VWA ICORER L TL 280w,

& JV—J)V NAT &, ADD FIREWALL POLICY NAT 2~ > K (64 X—3) THET A4 ¥ —7x—ANAT &
D HESEMISEHE SN TS,

W=V NAT 121, KDX )BT FUVAEEISy — 3B ) T, T2, TiRDEK/SY — 2 LA GHET,
IP7 FLADOY Ty MNRZF 2% T 45 [ 74y b NAT] dH[EETT,

e A% % — K NAT:PRIVATE — PUBLIC ®#55i7 N L A, PUBLIC — PRIVATE O# 17 F L A
T —CEBRT 5,
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o TIUNYZAFNAT: HEDWEHIP 7 FLAZ 1HOLHT FLAHEFOR— FFZICEIRT 2,

e J/¥—Z NAT : PUBLIC — PRIVATE O3 v P OIGH T NV A %2243 %, £72. PRIVATE —
PUBLIC /37 b DR ET RV A 2241 5o

o SV 7NAT ! Ihm, HEOM T & ZHT 5,

V=V NAT 1ZJ5RI & LC—HIZOAMEH L E$, $74bbH, PUBLIC £ % — 7 = — AIZ%E L 72 NAT
JU—)ix, PUBLIC — PRIVATE ®/37 v s & ZFDREY 8 v MZOARMEH L E ¥, F72. PRIVATE 1 ~
¥ —7 2 — A% L7z NAT )V —J)Lix, PRIVATE — PUBLIC ®/3%7 v b EFDRY 257 7 2D A/EH
LEd,

& V—IDT 77 a2 NAT, NONAT 2#ET5 2 L1k, ALLOW A S7 v M504 52 &127% 5D TE
BELTLES W,

DT, &% 47D NAT HEIZOWTHIZ T B3 L £,

28 >4 — K NAT

A% % — K NAT (NATTYPE=STANDARD) &, IP 7 FL A% —3xf—TCHMICEBLET, 1 ¥ —

Tr—ANATIZBIFS [A¥ T4 v 27 NAT] [A% 7 14 v 27 ENAT] IZHH L 5,

PRIVATE fl® & X s #SPUBLIC {1128 % & ) IR AT 7204, PUBLIC A 9 — 7 2 — AIZRD L9
A HF—=FNAT V—VZE#EHLET,

¢ PROTOCOL iz ALL
e 7 FLAZHLZ GBLIP (Fa—\)) —1IP (7514 X—})
Bl PRIVATE il & » 192.168.10.100 %, PUBLIC ] TiZ 1.1.1.100 @ & 9 (ZH 8 72\i541d, PUBLIC
A7 =Tz —=ARKDI DB A7 %= FNAT V=LV %E2@EHLE T,
ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=ppp0 PROT=ALL
GBLIP=1.1.1.100 IP=192.168.10.100 .
W E U T, A D 192.168.10.100 @ Telnet — ¥ A 721F # /5B T A 1213k L H I LT T,
ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=ppp0 PROT=TCP

GBLIP=1.1.1.100 GBLPO=23 IP=192.168.10.100 PO=23

B PUBLIC il £ > % — 7 = — A% Ethernet ®¥;413. V—% —251.1.1.100 234§ % ARP ZRIAHILE
THLEPHY T3 (1.1.1.100 5V — ¥ —HHDOT FLAT% #)o Z£MiZid, ADDIP ROUTE 2+
8 (ITP] @180 ~—%) ZffioTRD L) it M) —%ﬁ‘ﬁb 9,

ADD IP ROUTE=1.1.1.100 MASK=255.255.255.255 INT=ethO0 NEXT=0.0.0.0
PREF=0

JL— )L NAT (& —HATTe LA T, W= Z2EDAL ¥ —T7 22— AHEPAT 0L o> THRER
BESELR Y ia“o

e PUBLIC 1 v % —7 = — RV —)VEEH L7ZHAEIE. >Ny hofli T NV A% GBLIP
—HTBHEI, AT FLADIP ICEERZ O N T T,
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e PRIVATE 1 > % — 7 = — RNV —)Vv&@l L72BEI1E. N=>oRxTy bOIGHRT RUADNIP & —
HTAH,EI. BT FLUAANGBLIP IC#H Sz b g,

LREORBERE, PUBLIC {725 BENAE S S Z LA FHRE L, SA—>H057 v P EZDRDIZONT
DI LFLV =)V % L % 9. PRIVATE fil 07k 2 b ASHUCIBAE & Bl L 7235613 LRdy — VI S
4 Ao

B lC N0 E2iTvwE X1, PRIVATE A4 ~ % — 7 = — A2 NAT LV — L ZBIL TL 72 & vy,

ADD FIREWALL POLICY=net RULE=2 AC=NAT NATTYPE=STANDARD INT=ethO PROT=ALL
IP=192.168.10.100 GBLIP=1.1.1.100

WY 74y MELTAY » 45— FNAT O 2179 1213, NATMASK /87 X =% =Tt v b <Y ZX 7 &ig
ELET, (M7 %y MR TNAT 2179 ] L3 IP7 FLAOH T4y MEZETEEHB L, AX M3 Z
DEFICTHIELERLET,

192.168.10.17~192.168.10.30 (192.168.10.16/28) & 1.1.1.17~1.1.1.30 (1.1.1.16/28) % —*f— T
BICIE KD EHIZL FT,

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=ethO PROT=ALL
IP=192.168.10.16 GBLIP=1.1.1.16 NATMASK=255.255.255.240 J

I/ X MNAT

TN A~ NAT (NATTYPE=ENHANCED) &, 8@ L7A v % =T 2= ATZELL/7 v bOIk
HIP7 RFLAZMO IO IP 7 KL A28+ 5 NAT T4 RETOMMIE, ZHBICR L A5 K —
FNEEAF)ZLICE o TERLES,

MethO THELA/XTr v FPOIRRT FLAZ L1110 ICHF SRR 5IERDLH T LT, HrA— MR
Ty v ay TEICABMIZHY Y TON T T,

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=ENHANCED INT=ethO PROT=ALL
GBLIP=1.1.1.10

M ppp0 TRELZ/T v b Uk—=W) DT FL A% 192.168.10.200 12#H &t 2 £

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=ENHANCED INT=pppO PROT=ALL
REMOTEIP=192.168.10.200

1) /N —Z NAT

1) 3= A NAT (NATTYPE=REVERSE) I# 87 FL A& #HEXZ $9, —HIICERA S TS NAT
TR, Xy FEBEDKRAMIUSA L7 M T HHETT,

M eth0 TZE L7287 v oI 1.1.1.126 D¥E, iz 1.1.1.10 [mMfilnyIc#H Sz $3,
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ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=REVERSE INT=ethO
REMOTEIP=1.1.1.126 GBLREMOTEIP=1.1.1.10 PROT=ALL .

4 7L NAT

57 NAT (NATTYPE=DOUBLE) (3#,7 - # O 2&H 2 9,
M /657 192.168.10.100 & 1.1.1.100 (2 # & 2 . ¥z 1.1.1.10 ICEH SR £5,

ADD FIRE POLI=net RU=1 AC=NAT NATT=DOUBLE INT=ethO IP=192.168.10.100
GBLIP=1.1.1.100 PROT=ALL GBLREM=1.1.1.10 J

IW=ILNATDEED

V=V NAT OZREY — 2 1ZonTE LD ET,

RED [TI7AX= M| [70—=5VHll] ICEPNTWE DI, IP ST v OB - #E7 FLATY,
[A—BJ] £#n5a, TA] 25065, [B) 2557 FLA%RLEY, 72, [IPJ [GBLIP] [REMOTEIP
[GBLREMOTEIP] &, ADD FIREWALL POLICY RULE 2~ > K (70 =) O/)XF A—=F—=TF, &
77754y ([) THENRTWAEINT XA —F — 3Bl IRER L 2R LTWwWET,

72L 213, PRIVATEA % — 7 = —AIZ#HA L7z A% %= KNAT V=V TlE, [fAf ¥ =7 2—ATx%
BLSr Y NOIRET FLADS [IP] THRET FL A [REMOTEIP] %5, #557 KL A% [GBLIP]
CEEHZ 9,

NAT #&5l| mE (/F#R) T4 ~xX—k JO—/IJufl K3
12
Ay =K N4 IP — [RE- GBLIP — IGHE7 LU A% IP 225 GBLIP (2
(PRIVATE) MOTEIP] [REMOTEIP] 253t
IS IRAN IP < [RE- GBLIP — W7 FL A% GBLIP 2256 IP 12
(PUBLIC) MOTEIP] [REMOTEIP]  Z:fft
IUNVARN [IP] > [RE- GBLIP — 16157 L A% IP %5 GBLIP I
(PRIVATE) MOTEIP] [REMOTEIP] It (R — b 224
TR [[P] < RE-  [IP] « 4157 N L 2 % GBLREMOTEIP
(PUBLIC) MOTEIP [GBLRE- 225 REMOTEIP (2258 (R — +
MOTEIP] b L)
) N— 2 - bt [IP] > [RE- [IP] > GBLRE- #/7 FL A% REMOTEIP 7°5
(PRIVATE) MOTEIP] MOTEIP GBLREMOTEIP (2%
TR [[P] < RE-  [IP] « 4157 L 2 % GBLREMOTEIP
(PUBLIC) MOTEIP [GBLRE- 725 REMOTEIP (222
MOTEIP]
T7A4T7I+—Ib CentreCOM AR740 v > K77 L>%x26 |25
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5TV N — 4t IP — RE- GBLIP — B 7 NV A% IP 5 65 GBLIP
(PRIVATE) MOTEIP GBLRE- 2, #3157 F L A% REMOTEIP
MOTEIP 75 GBLREMOTEIP 2%
W < 4t IP < RE- GBLIP < fiml7 N L A% GBLREMOTEIP
(PUBLIC) MOTEIP GBLRE- 26 REMOTEIP |2, #1587 N L
MOTEIP Z % GBLIP %5 IP |ZZ:3
#9:

TIEAVZXRMIKBIL—=I

ADD FIREWALL POLICY RULE 2 ¥~ F (70 X—2) TL— IV &xBENTAE &, 774 VIRl L7z—
HOT FLAH LTV =V ERETAILLTEET, CORKEE (T7 LAV AN E, LT FL AN
ZVIGEIERNTT, 22 TEFIE LT, NEAY bT =226 T 7R A MIGE#H LT FLANDT
s AEELT AV VERELET,

1. W, T2 AERLL VW7 FLAO—E%#{E LT, EDIT 2~ F

([FEf7 - &8 o
197 R=2) 2 HWTRDE) BT FAN T 7ANVEERLTLEE W, T2 TlE7

T ANV E
[denylist.txt] & LE7,
# Access-list "denylist.txt"
# HOST or NETWORK NICKNAME
10.20.30.40
22.33.44.55 henna-server
123.45.67.0 - 123.45.67.255 henna-network # comment
JART 7 AV, —FTIC—lT7 FLA%EZ TS, 7 FLRAZIERD 220X DY) 9,

e H—7FLZ (f:10.20.30.40)
o T FLAHP (fl:123.45.67.0 - 123.45.67.255, 2 2D IP 7 KL A% /4 7 ¥ TRY>72H D
(NA 7 7 DHIRICAR=ADPLERO THEELTLEZEW)

FBEAOLIIC, TRLVAORKRICHEZFHE ANL 2 &b TEF T, LTI IE SHOW
FIREWALL POLICY 2<% > F (120 %—¥) T7 27t A) A PONEERL & XIZERENTT,
# (Vv —7) DREZaxy FTY,

2. RIZTZEAVAMER) V=128 LET, SN, 727 AV AN EBBTLELEXE T 740
% CT% C LIST /8T A —% —CTeE L7z 4R (22Tt [denytol) %ffivE 3,

ADD FIREWALL POLICY=mynet LIST=denyto FILE=denylist.txt TYPE=IP J

3. WBIZTZ7EAV AN HWTIHGEV—VEEINLET, ZOBITIE, LANfl (eth0) 226727 %
AV AL [denyto] IZREHENTWET FLANO IP #BELZTXTHESGLTVWI T,

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=ethO PROTO=ALL
LIST=denyto

T77EAVAMADIP 7 FL ZZBEOMEIZL > TROL ) IHERINE T,
o Hhm & E (PRIVATE — PUBLIC) O3 i M7 KL A, UAMFDT RLANDT 71 A
S| S A B €= O] B A
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e WA xi#ifE (PUBLIC — PRIVATE) OB4 (55T KL A, JARNFDOT FLADLDT 7+
A% F XTI A,

LoT, FlE3 DI~y Nid, BHRMIZIZROa~ Y FERLCIZRD 9,

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=ethO PROTO=ALL
REMOTEIP=10.20.30.40 J

ADD FIREWALL POLICY=mynet RULE=2 ACTION=DENY INT=ethO PROTO=ALL
REMOTEIP=22.33.44.55 J

ADD FIREWALL POLICY=mynet RULE=3 ACTION=DENY INT=ethO PROTO=ALL
REMOTEIP=123.45.67.0-123.45.67.255

T2 778XV AMIEMACT FLAZFIZETHZ LS TEET, ZOE, ADDFIREWALL POLICY
LIST a2~ > F (62X—%) O TYPE /87 A —% —|21Z ADDRESS &gE L TL 728w, A Mo MAC
7 RLVARFERFTMACT FLA L LTHRbNLET,

RADIUS #+—/N\—#%#F|E L =)L—IL

RADIUSHFEH —N—=%2FH L TT7 74 774+ = VD7 72 Al %2479 2 &b TEEd, 2L, RADIUS
P—= =T AL DIP 7 FLAZ L IBFEORF - G2 EHL THLHDOT, [EF LAV ] Web 4
FDOY AN ERRCTEIRT S L) RGEIHER T,

A RADIUS ¥ — N—llORE LTV E T, LLITIE2E220 RADIUS ¥ — /N — D ERI T, EREORE
HFEIZODWTIE, ZfHO RADIUS = /N—D3 =27V x TEL 7280w,

1. RADIUSH —NN—D7 747 M)A MIAREZZEBMLET, T2, == 2F74T7 > MED
SEETHHET A LG SAT - FHEELET,
CZTIE, AEEOIP 7 FL A% 192.168.10.1, A2 — F% himitsu & L 3,

# client secret
192.168.10.1 himitsu

2. RKIZRADIUS H—N—D L —HF —F— ¥ XR— 227 7 L AKIHF LD T N L X L - IELDO%

BEFLIT,
RADIUS 2§ % & 9 BoE L72Ba, ARhEZE L7237y FTEIZRO L) BFEEGEY) 7 T A b
(Access-Request 737 v b) % RADIUS #—/3— 2% ) £§,

User-Name [ipadd], User-Password allowdeny

Thbb, —H—-%ELLTIPT7TFLAZAL->Z ([]) THAZLDEZ, XA T—FELT
[allowdeny | Zi% b, FEEEZZRL 9

ipadd (21, 4 %581 (PRIVATE — PUBLIC) 0¥ i3#i7 FL A, W %:EfE (PUBLIC
— PRIVATE) DA MG T7 FLADAD 9,

RADIUS = NWN—DFET7 7 ANVEMEL T, 727 L AHHFRDOIP 7 FLAZT EIRD X H %A
BEOIL—H -2 M) —ZERLTL 228w, EBRORET 7 4 VOsLik ikl owTid, RADIUS
= N=DFF2 AV FESHL TSN,
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User-Name [ipadd]

User-Password allowdeny

Framed-IP-Address 157% 5 0.0.0.0, 7% 5 ipadd
# 10:

ZITIE, BlELTROEI Y M) —%B5kL7-b DL LE T, Framed-IP-Address 25 0.0.0.0
DT, k‘%%%?ﬁéﬁl/l“)—“@?o

[49.49.49.49] Password = "allowdeny"
Framed-IP-Address = 0.0.0.0

[18.18.18.4] Password = "allowdeny"
Framed-IP-Address = 0.0.0.0

3. M) =oM% T L7265, RADIUS % — /N — 2 FlEH) L T 728,
RIZ, KRB RADIUS =N —%ffi) L) IZxE LT, 22Tk, RADIUSH—/"—DIP 7
FL A% 192.168.10.5 & L £9,

ADD RADIUS SERVER=192.168.10.5 SECRET=himitsu

5. RIZ. 77 AT+ =M=V EERLT, RADIUS % —/N—%fli) X HfE LT3,
ZofiTid, LANM (eth0) 226008 ~%6N15 HITP O T 7 4 v 71220V T, #1557 FL A%
I—H—%% LTRADIUS %= NN—Z@EOTHEZMHWEHLEE 3, ACTION |2 DENY %H§7%E L
HEET 74V MO — )L 7% ) RADIUS 7 — % X— A |2 Framed-IP-Address [0.0.0.0]
ELTEHEINTVWET FLALZIFEAR SN T T, —F. ACTION 12 ALLOW % {85% L 725613
F7 4N MEGO L =)L &%) | Framed-IP-Address 7"HZHE D7 L A& =T 5 b D720
A ST T,

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=ethO PROTO=TCP
PORT=80 LIST=RADIUS

& ALLOW #° [77 4V MEEG] T, DENY 2% [F7 4V b0 ] LW Do L H i B2 305
ALLOW (& [RADIUS % —/3— FECEF[§54 & ) B INTnwA b D721 )] # 30, DENY | i [RADIUS
F=N=ETHGTL L) BRINTVEHDET] 2IEGR, LI EHRGVICRY 3,

B RADIUS =N =H 5 DIEEIRD L) IfFERE N7,
e ACTION 78 ALLOW (77 # )V HEEE) %5, RADIUS # —/¥—7% Access-Reject %23 7>,
IP7FLZX00.00%RLTEGAIE. 7e—%2ELRLET,
e ACTION #* ALLOW (77 %+ )V HEK) T. RADIUS # —/Y—%% Access-Accept i L. 72
Bho, AREIP T FLAZBRLTE2gEE, 70-2fFTLET,
e ACTION 2° DENY (77 %)V FiFi[) T, RADIUS # —/¥—%% Access-Reject &3 7>, Hx)
BRIP7 FLAZBLCELSA, 70—%2FTLET,
e ACTION #°*DENY (77 # )V F#FH]) T, RADIUS # —/¥—2% Access-Accept %3& L, 7% 3
2o, IP7 FLZ0.00.0 8L TE72848, 70— 3EsIET,
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BE - BARRE

JU— )L RS HIRR

FE OMEH RCRFHAT 72V — Ve BT H LB TSI, ZoezFHTL, FHOEERHRAIC
o THER 5 D Web 7 7 2 A&/l § % &\ o 72iE@ i RET ¥, RefHlR DR E 13, ADD FIREWALL
POLICY RULE a2~ > F (70 ~%—%) ® AFTER. BEFORE. DAYS /X7 X —% — it ¥,

B kopITiE, FH (H~4) @ 9:00~20:00 (2R Y, #8525 NERD Web —/3— (123207 7 t
AEFTN LTS, FNUMNOEEIE. 77477+ = VOERL—VIZI D FTRTOT 7 L ADHELE SN
9,

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=pppO PROT=TCP IP=1.2.3.2 PORT=80
DAYS=WEEKDAY AFT=9:00 BEF=20:00

Zoaxry FiE, [ppp0 A ¥ =7 2= ATZEFELETCP X7 v FDIH b, #mIP 7 FL AN 1232 T
HER—F280 Db D%, FH (H~4) ®9:00~20:00 DRIIZR - Tl &5 | OFHRIZRY ¥,
B77 4775 —LTld, TILS9 A —% —TIL— LVOEMIM%IEE T L2 TE T4, TTL

BEOLV—NVIZ, B LD THVERET 7 A MICBRAEEINT A, I~ FANHETIL TIRE L 72
AT 2 LIRS T T,

V—ILDFERR - 1B1E - HIRR

W7 4774 VR Y= I|TRESNTV—VONFZiERT 51213, SHOW FIREWALL POLICY o
YR (120 %=2) 2fivnEd,

WV — )V &{51ET % 121d SET FIREWALL POLICY RULE 2= > F (110 =) ZffivE 7,
WV — V% HIF$ %1213 DELETE FIREWALL POLICY RULE 2~ > F (85 X—%) #ffiv g9,

W= ILDILEERF

1. LIy varvEigrza— (LT, 70— LFT) OMEICL->T, v v FThIL—
WSl pofzb EDOT 7 4V N OB PE SN FE T, PRIVATE £ » ¥ — 7 = — ZAH S RGBS L
7o70—&7 7 4 )V bEFE, PUBLIC 2SS N7 00— 377+ )V MEG &2 ) 5, Dk,
FEONEVDLDOPLIAICV— VD F 2y 7 ENTVWETET, DYy FTEL—UDRLno7:
WEE, RO T 7 0 s O#EETVET,

2. i 7u—o7uranrsy 47 (PROTOCOL) & —HT 52V =Lk whrFoy 7 LET, 70b
INDP—HFT BNV =N ol 6, 774NV bOBEEZEITL T T,

3. 70 b a VA TCP % UDP o4, #EKR—1 (PORT) #2F v 27 LFEFT, KT LHL— L%
Mo HEET 74V N OEEEETLET,

4. 7 a3 TCP » UDP ¥4, iGriR— b+ (SOURCEPORT) #Fxv 27 LEd, —HT 5NV —
WD o2 EE T 74V bOEEEZFEITLE T,

5. JE—=FIP 7 FLA (REMOTEIP) #F v 7 LE3, PRIVATEfllZ2:5 D 70— TS IP 7 K
L A, PUBLIC 25 ®» 70 —TI3#55IP 7 L ATY . —HT AV =P Lno &7 7 4
VI OBERETLF T,

6. U—ANVIPT FLA (IP 7213 GBLIP) #F = v 27 L%7, PRIVATE fll2> 5 ® 7 1 — Tl34h 4 IP

T7A4T7J+—I)b CentreCOM AR740 <% > KU 77 L > X 2.6
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7 FL A, PUBLICHIZ 6070 —TIE#EIP 7 FLATY, #&HIP 7 FLAIE, NAT M L
TV 54513 PUBLIC IO ETA A PSR A 70— 3V IP 7 FL A (GBLIP), NAT % /]
LTV WA PRIVATEfIAA PO IP 7 FL A (IP) 1270 T3,

7. IP7 FLAD—=H LG, KHET =y 7 LET, BUERRIDOV — VHER) T2 IR 2 5
E, RV ViiEvy FLERA,

8. Ethernet f ¥ ¥ —7 x—RIZHH SN2V =V TH—=F7 =27 (MACT7 FLR) R MPHrESH
TWVRIGAE, I 70 —DEETMAC T FLAIZ—FT A7 FLADY XA MIRHEINTWENE
INEF VI LET, —HTET LA L oBE13T 7+ IV FOBEEZFEITLE T,

9. W—ILTIPJ A MPRE SN TS 4, PRIVATE I 50 710 — TII# S IP 7 F L 273, PUBLIC
ML 70—TRHERIP T FLAZF 2y 7 LET, IP) A M RADIUS = N— b S
TWRWEE, V= VDT 73 ») ALLOW 7% 518, CORTTHE 7 0 — 3@l zaF ] S
To 72 a B DENY 5 IIHFESNE T, FERIZ, IPY A NIy F957 FLADEHRS L
TWwWzhiab, 727 v a2 ALLOW 7 5571, DENY 256831 £9,

10. IPJA NIy F$57 FLAD% L, RADIUS Y == b ESN TV RWIGEIL, 727V a v
2 ALLOW Z 63l 7 a — 3 nEd, 77 v 3 Y DENY 7% 61X, PRIVATE il & Bigs &
N7z7u0—3FF s, ENDHOEEET 7+ Vv FOBEEFEITLET,

1. IPYA NIy F$57 FLADL L, RADIUS = N=2ZE SN TV A4, #7710 —oifk
HIP7 FLA (PRIVATEfll25 D710 —) &5 \WIidiEaIP 7 FL A (PUBLIC il 65071 —)
I22W T, RADIUS #—/"=ZfjwEbE 247 £, RADIUS #—/N—DInEd, KO X 9 IZfF
MLET,

o 72 ariALLOW (77 4V ME®R) 75, RADIUS #—/3—7% Access-Reject % 23 2,
IP7FLZX00.00%RLTEGAIE. 7e—%2ELRLET,

o 72 arHALLOW (77 + ) ME®) T, RADIUS # —/¥—%% Access-Accept & L, 7
BroO, AMEIP 7T FLAZBRLTEGEGE, 7u—25F0 LI,

o 77 aYHDENY (774 biFu) T, RADIUS % —/¥—7%% Access-Reject i3 7%, A
MEIP 7 FLAZRLCERGA, 70—%23F L Ed,

o 77 a i DENY (774 )V bgFaf) T, RADIUS #—/3—7% Access-Accept L L, 735
o, IP7 FLA00.0.0 2L TE726, 70 —3kHES T T,

T74AT 94— ILOENEELR

T7AT T+ —=VOBERIZHz>TIE, V= Va2 EY»PDIELLRETLAIEIFLBAATTN., 7747
T A= VORI TED X ) BIEHAITTON T VL2 R 2D EETT, AEG OO 7 ERER BB
R, MU T —HEReR Ex AT IE, S0 XD REMEEE IR 2N TE T T,

T7ATYI + = VOFEREMRTAEA, B713db o & bR BRI TS, 740 FTld, BE
HEDERANRNYNLDEEEINFHEADT, UTOa~xry FeEFLTLELRT T T a v 2821
TL7ZE W,

W77+ VTHEENN Yy hoaZ % & 51213, ENABLE FIREWALL POLICY a2< > K
(100 *—=2) O LOG /8T X —% — 2308k $ 587 v "OMEEEIREL T, 2L 21E 7747 75—
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THEBINZTRXTONNT v PEFLEFT HI121E, RO LHIZLET,

ENABLE FIREWALL POLICY=mynet LOG=DENY .

LOG /8T A =4 — 2330 S FEE LA T2 a vV aiETEE 9, LOG /YT A — % — 123K OHE

N RGN THRET AL TEET,

v I MRINT Y b

INATCP 446 (PUBLIC #ll) 75 ® TCP £ v ¥ 3 ¥ Bl % 7l

INAUDP IEBA 5 o UDP 7 1 — Bilfh % &0

INAICMP ARER A 5 O ICMP 23K % #Faf

INAOTHER Y5 o IP 7 a—Fids (TCP, UDP, ICMP bbb % # ]

INALLOW WS Dt v va /7 u—[if% i, INATCP, INAUDP, INAICMP,
INAOTHER % §XNTHE L7202 L w

OUTATCP M# (PRIVATE #ll) 705 ® TCP £ v ¥ 3 ¥ B4 % 7]

OUTAUDP W25 © UDP 7 1 — Bi#G % )

OUTAICMP HE 5 O ICMP %5k % 77 )

OUTAOTHER WEEA S o IP 7 0 —Fiit (TCP, UDP, ICMP DAt) % &l

OUTALLOW NE»S Oy a3 y/7u—[ia% i, OUTATCP, OUTAUDP, OUT-
AICMP, OUTAOTHER % ¢ R THEE L7205 L

ALLOW WA S DYy g v/ 7a—RliE%

INDTCP W5 0 TCP & v & 2 Bl % M

INDUDP SRS o UDP 7 1 — Bl %

INDICMP SRR A & D ICMP %3k % 31 7

INDOTHER Y5 O IP 7 1 —Fids (TCP, UDP, ICMP LIbk) % sk

INDENY W6 Dt v v a v /78 —FiE%ER ., INDTCP, INDUDP, INDICMP,
INDOTHER % § N THE L7202 Lw

OUTDTCP MEA S D TCP & v ¥ 3 Bl % T

OUTDUDP W25 0 UDP 7 1 — BiiG % S

OUTDICMP ER 7 & O ICMP B3k % 3 i

OUTDOTHER WEEA S O TP 7 0 —Riit (TCP, UDP, ICMP Dt) % il

OUTDENY WE» 50X v v a v /70— RiG% R, OUTDTCP, OUTDUDP, OUT-
DICMP, OUTDOTHER % §XTH5E L7225 L

DENY NS DYy 2 g v /7 a—BlE% R

INDDTCP WSO TCP vy ¥ a YRGBT L, TP 237 v N OHHR K 192 /31 + %
FLE%

INDDUDP YR 5 @ UDP 7 0 — Bl %l L, IP 254 v k OSEEERAK 192 /54 b % iét

INDDICMP LR 5 O ICMP B3R 258K L, IP 287 v bk OSeHEIRR 192 /31 b % 7iék

INDDOTHER SR O IP 7 1 — B (TCP. UDP, ICMP DY) #3ElF L, IP /37 v b

T7A4T7J+—Ib

JeBAIRR 192 /31 » & FLsk
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INDDUMP SR o0ty va v /7u—fiGEER L, IP X7 v FOJGEHEK 192 /314 »
% RoEk

OUTDDTCP WES2» 5 D TCP & v ¥ a Y BlsGZ R L, IP 787 v b OSGHHRAK 192 31 + %
RLEK

OuUTDDUDP N5 O UDP 7 1 —Ffh 28l L, IP X7 v b OSEFERK 192 /31 b % 5idk

OUTDDICMP N5 O ICMP ZER 2l L, IP 237 v b OSBRI 192 /31 + & fisR

OUTDDOTHER WEk2 50 IP 71 — kg (TCP, UDP, ICMP DAY) zaflkr L, IP 787 v b o
JeRK 192 /84 b & gk

OUTDDUMP WE» DXy v a v /7a—Fiaz kL, IP 37 v b OJgHHRK 192 /31 F
% ok

DENYDUMP WP DX Y v ar/7a—Fiaz kL, IP 237 v b OJglHRK 192 /31 F
% ok

1 77A 79+ — voursr*r 7 ar—E

B A7+ VICETR2U7IEROaAY Y FTRAZ LN TEET,

SHOW LOG MODULE=FIRE .J

EQAEs

SHOW LOG TYPE=FIRE .

BAEOU T Xy = IPREHSINTVDIEEL LI, DXy =V 2 RowEgaE, TAIL + 7
varEMfITET,

SHOW LOG MODULE=FIRE TAIL (RHD 20 * v t—T%FKRK)
SHOW LOG MODULE=FIRE TAIL=10 (A10 Xvt—TY%KR)

Manager > show log module=fire

Date/Time S Mod Type SType Message

28 10:39:45 4 FIRE FIRE INDIC ICMP - Source 172.16.28.32 Dest 172.16.28.255
Type 9 Code 0

28 10:39:45 4 FIRE FIRE INDIC bad ICMP message type to pass

28 10:40:05 4 FIRE FIRE INDUD UDP - Source 172.16.28.120:137 Dest
172.16.28.255:137

28 10:40:05 4 FIRE FIRE INDUD flow rejected by policy rule

28 10:40:06 4 FIRE FIRE INDUD UDP - Source 172.16.28.120:137 Dest
172.16.28.255:137

28 10:40:06 4 FIRE FIRE INDUD flow rejected by policy rule

28 10:40:41 3 FIRE FIRE OUTDT TCP - Source 192.168.10.1:1045 Dest
172.16.28.1:139

28 10:40:41 3 FIRE FIRE OUTDT flow rejected by policy rule

CentreCOM AR740 O~%> Ky 77 L > X 2.6 T7A4T7J+—Ib
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M7 7477 +—VOus*+7v a0 5, INATCP, INAUDP, INAICMP, INAOTHER, INALLOW
(BT 5 X v —YDu s L)L (Severity) 132 TYo HI/EEEDT 7 4V PHETIE, BZ LNV 3
PEDRA Y =V RETH L2k >Tnh7zo, SHOWLOG 2~ > F ([EH - FH] 0 316 ~—
V) #FEATLCORIGLD A v b=V B EREINERHA, INOLDA vy =TI PREHIND L HIZT LTI,
Q7 Ay b—=V 74N —ORELEET LLENFH) 7,

ol ZE, ROAX Y FEFEFTTIUL, 7747 74— VEED X v £—JIETXCT, B LANVIZERE
{ [TEMPORARY] 77 (RAM LIZE#gkEns07) IZBRfFEND L) I2%D T3,

ADD LOG OUTPUT=TEMPORARY MODULE=FIRE .

AN MEH
BEARGRANY b (WEFBRE) 2BE8NIENT 5 X9 #%%ET 5121&,. ENABLE FIREWALL NOTIFY
A< K (99 R—=Y) #ffinEd, ANV bOBEAGEE LTI, KOLORHY) T4,

e MANAGER : Manager #MTH 74 > L TV A§XTOUKBEIZ A vt — 2 % 1)
e SNMP: H562L0OKELTBW/A Ty FHRAMISNMP k7 v 7% %G

o MAIL: 57 LOIREL TBVAA—ILT FLAIZA—VEHERF

e PORT : FEFMIHR—MIA v =T % HT

FRAEIIBEINCF >~ - F 7 TEF T, 77 4V b TE, B N2 PSR I Manager LAV TH S A
YLTWRAYY = VIIA =V DPERENDL LI h>TVET,

B AR NEERICERZICA V2L IR0 LH 12l T4,
1. A= VEEDZODRERITVE T FEAlE EH - FH] o [ X - VEE] £ TEL S W,

SET MAIL HOSTNAME=gw.example.com .
ADD IP DNS PRIMARY=192.168.10.5 .

2.A—=VT FLAZEBEL, A= NVICX @A E L1,

ENABLE FIREWALL NOTIFY=MAIL TO=admin@is.example.com .

SYynT ¥ vy RHIIE BISELNTE A= L]

Subject: Firewall message

From: manager@gw.example.com

To: <admin@is.example.com>

Date: Sun, 22 Jul 2001 13:33:19 +0900

22-Jul-2001 13:33:19

SYN attack from 1xx.43.12.xxx is underway

N X = )VBHIEEDICT HICE, HOEDLORA—VEEDODIEREE (HAA b4, DNSH— = DikE) »°
DETT, FElE HEH - S8 o [X—=VEE] 2TEL S0,

T7A4T7J+—I)b CentreCOM AR740 <% > KU 77 L > X 2.6
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WY MNEAERFIZSNMP b7 v 7% EIFAI2IEROLHICLET, 22T, M Ty TEERE LT,
SNMP ¥ &+ —3 ¥ — 192.168.105 i E L T ¥,
1. SNMP OfFZEx TV E 3, fHflid [ - ] o [SNMP] %= ZE L 7280w,

ENABLE SNMP J
CREATE SNMP COMMUNITY=public MANAGER=192.168.10.5 TRAPHOST=192.168.10.5 J
ENABLE SNMP COMMUNITY=public TRAP J

2.SNMP F7 v FI2E A XY MBHIZANILE T,

ENABLE FIREWALL NOTIFY=SNMP .

Ko FAR X VRS EBICELNTEL LT Y TOH

172.16.10.1: Enterprise Specific Trap (1) Uptime: 2:19:50
enterprises.207.8.4.4.4.77.1.0 = OCTET STRING: "22-Jul-2001 14:15:47..

Port scan from 12.xx.xx.xxX is underway"

& SNMP +J v FIZX B@HE AT D21, 50 Db SNMP O HARHE (SNMP EV - VOFML, 2
32T A—DFH, ¥ A=V x—/ Ty TRANDIRE. N Ty TOEIE) BLETT, AN [EH - E
] o [SNMP| # TE 728w,

W A 7 o TV BB T 5 1214, SHOW FIREWALL 3 <> F (114 x— ) #5471 %
¥ [Enabled Notlfy Options | IZH R = BAEDFIREN T T,

WX MEAE A 7123 51213 DISABLE FIREWALL NOTIFY 2~ > F (91 *—3¥) 2ffivid,
DISABLE FIREWALL NOTIFY=MAIL .

W77 A7 74— VARY FOREREE R 21213, SHOW FIREWALL EVENT 2< > F (118 x—¥) #ff
WE T,

SHOW FIREWALL EVENT J

RELPUT T, AR MUIKROIEHADH ) 5, BRI FEETTHE, $XTOAARY FHER
INE Y,

e @Al (Notify) £ X} WBOMBRH T, JEOHHIZOW TR E SR
o {5 (Deny) ARV b 77477+ —VTHESN Ny b
o i (Allow) ANV b 77 AT T+ — VOl %] SN T vk

FFEA NV VOB TR A1I2EROLH I LET,
SHOW FIREWALL EVENT=NOTIFY

WHIA N MZERD &) ZHBEFGFIENT T,

W AR
DoS Flood ANERNT T4y 7 THBESEAEL, Ay VI —0HF—UCAZGETS
CentreCOM AR740 O~%> Ky 77 L > X 2.6 T7A4T7J+—Ib
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Fragment Attack

ERBRTITAY NRHBETELWT I T AL MEEN)DITA

Host Scan

WA Y kT — 7 TREFOR A & BN

IP Spoofing

WETIP 7 FL AR EERT 5

Land Attack

AEEKEIZE LT FLAZZRELZIP YT v 2L 5 DOS H#, ¥ &
FLDNTw#HD

Ping of Death

VAT LDONT DL bDT, FFEFA XD Ping 87 v M &%E) DTS
TEIEYVIRAT LRI Ty V2 EE D

Port Scan

FA N LETHEThOY— R EFHNL

SMTP Third-party Relay

A= VORIERFHE, 2855 E EEROL VAL VDX — )b —3—ZFH
LTA=IVEREFET S, spam A — VDREEHEDVREEBILE T 72012 H
5L

Smurf Attack

HIET FLAZFER (BHWO7 FLAZ#ETS) L7z Ping /37 v b &
Hk A FhOFA L2774 7O —FF v ZA N7 KL AZED, ks A
MBS A MIRKED) 794 2% )DIFEE5

Spam

wmni—woK%&X—W%%DOH%O@%qmmtﬁ&?#@%%
HREo AREGMTIE, spam ) A P TIRESNIZF AL ¥, X=VT FL
AMBD A=)V % spam A — V& B g

Syn Attack

TCP @ Syn /37 » b ZWiihIIZk ) 2, N—=T7F =T 0arr 3
YEREIERL (RHET FLAZFERT 5720 Syn/Ack ~NDIEE 13 7%
W), BT ATLAOAR S Y a vFa—EiBEES

Tiny Fragment Attack

W2 7S A FRHWCTCP 75 7% 2MMBD 75 7 A~ MZAR,
Syn 37y DT ANE ) TR RITE ) LTS

UDP Port Scan

UDPIZEBFR—=PAF v

TFATTF = M) H =%, ZFHEBEOBIER - R THICAZ ) P2 ETELENTETT,
7747 % +—) 1+ #H—It, CREATE TRIGGER FIREWALL 2~ F ([5&£/ - &3 | » 135 <—) T

TR L9,

BAOBITIE, K= MAX Y Y OBBEHRH L2 JICEHEIIA - Ve XL L )RELE T, A—VIiEH
T2 DEREL, T7AT 4=V T =D EEFHLTH TV 27 MIHEZDOIP T KL AL

F12: p—E

RN =B ALEHITLET,

ENABLE TRIGGER
CREATE TRIGGER=1 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

AZ )7+ [pscans.scp| D%

MAIL TO=admin@is.example.com SUBJECT="Portscan from %2 started

(Policy %1)"

PR M)A —I2E o TESNTELA=LDB]

T7A4T7J+—I)b
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Subject: Portscan from 1xx.xx.3x.180 started (Policy mynet)
From: manager@gw.example.com

To: <admin@is.example.com>

Date: Sun, 22 Jul 2001 14:37:21 +0900

S A—VIEREEHT 720123, 50 LOA—VIEEDZOOIEREE (HFA M4, DNS ¥ —/N—0Of5E)
PLETY o NG [GER - EE| O [X—Vi#EfE] & IT07E S0,
W SCER O L & WEiE SET FIREWALL POLICY ATTACK 2~ > | (107 X—¥) TEHETEE7,
W BRI O L 2V Eld SHOW FIREWALL POLICY ATTACK 2w >~ F (128 X—) THERRTEZ £,

Tho T4

FHY T4y TR ARSI, B —SE T T4y DREEEAL I ENTE T,
W75 1713 ENABLE FIREWALL POLICY 2~ > F (100 *—¥) ®» ACCOUNTING # 7
TarvTHEMICLET,

ENABLE FIREWALL POLICY=mynet ACCOUNTING

W7 YT 4y 7ERE A% I121E SHOW FIREWALL ACCOUNTING 2% > F (116 —) %ffiv
9,

Manager > show firewall accounting

Policy : mynet
Date/Time Event Dir Prot IP:Port <-> Dest IP:Port /Traffic statistics

22 14:42:17 END ouT UDP 172.16.28.160:2060 172.16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END ouT TCP 172.16.28.160:36399 172.16.48.16:25

Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192.168.10.5:65406 172.16.28.1:53

22 14:44:33 END OouUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:34 END OouUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END OouUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END OouUT ICMP 192.168.10.5 172.16.28.1

Traffic out 1:84 in 1:84
22 14:47:16 START OUT TCP 192.168.10.50:1031 172.16.28.5:80
22 14:47:17 START OUT TCP 192.168.10.50:1032 172.16.28.5:80
22 14:47:44 END IN ICMP 172.16.28.180 172.16.28.160
Traffic out 1:28 in 1:28

B7hY T4y ZERIOIORHFESINE T, O LARXNVEB3 T, 7AT Y T4 I HEHRIZTERS
RO LI L FEFT,
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SHOW LOG TYPE=ACCO

Manager > show log type=acco

Date/Time S Mod Type SType Message

22 14:42:18 3 FIRE ACCO END UDP 172.16.28.160:2060 172.16.28.1:53 Flow
terminated

22 14:42:18 3 FIRE ACCO END Flow traffic out 1:66 in 1:118

22 14:42:18 3 FIRE ACCO END TCP 172.16.28.160:36399 172.16.48.16:25 Flow
terminated

22 14:42:18 3 FIRE ACCO END Flow traffic out 13:846 in 12:967

22 14:44:33 3 FIRE ACCO START UDP 192.168.10.5:65406 172.16.28.1:53 Flow
started

22 14:44:33 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated
22 14:44:33 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:34 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated
22 14:44:34 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:35 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated
22 14:44:35 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:36 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated
22 14:44:36 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:47:15 3 FIRE ACCO START TCP 192.168.10.50:1031 172.16.28.5:80 Flow

started

22 14:47:16 3 FIRE ACCO START TCP 192.168.10.50:1032 172.16.28.5:80 Flow
started

22 14:47:44 3 FIRE ACCO END ICMP 172.16.28.180 172.16.28.160 Flow
terminated

22 14:47:44 3 FIRE ACCO END Flow traffic out 1:28 in 1:28

22 14:49:35 3 FIRE ACCO END UDP 192.168.10.5:65406 172.16.28.1:53 Flow
terminated

22 14:49:35 3 FIRE ACCO END Flow traffic out 1:70 in 1:190

T AT+ — VRS —DF Ny FF T a i+ 123 5121E. ENABLE FIREWALL POLICY =~
Y F (100 *—=%) @ DEBUG /89 A —% —%{ffinEd, 73 avi2id, v ¥ v 703K (PKT)
Lok 2 0FR (PROCESS) 8 0 9,

& DEBUG /87 X =% —1d, NI TNTa—T 14 v 7HERE, WHIHEROMREPLELRGEZE L2 DTTD
Ty S ERTCES LBl 2 12 STHIRR < 228 0,

WMoy 747 aryPKT #4235 E, V= NVIZIP YT v FPOJEES6 N1 P16 # Y » 7 &
NoH &R T3,

ENABLE FIREWALL POLICY=mynet DEBUG=PKT .
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Manager >
FIRE ICMP

Manager >
FIRE TCP

45000024 c6070000 01018e04 acl0lc20 aclO0lcff 0900421le 01020168
96571c20 00000000

4500003c c87c4000 40060c3d aclOlcb4 acl0lca0 05e70017 3398573f
00000000 a0027d78 19d20000 020405b4 0402080a 0d82ac62 00000000

BNy 74723 YPROCESS 4 2546, a2V —IVIZIP /37 v b OMEBEEDSBERFIRENS
oz £9,

ENABLE FIREWALL POLICY=mynet DEBUG=PROCESS .

FIRE UDP

FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL

FIRE UDP

FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL

FIRE TCP

FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL
FIREWALL

4500004d 218a0000 4011dcl0 c0a80a05 acl01lc0l ££780035 00393422
067£0100 00010000 00000000 076£6374 6£766572 0274770e 616c6C69

new flow - UDP - session ID 8b2e

packet sent to UDP handler

flow 8b2e found for packet

packet sent to UDP handler

packet passed - UDP OUT - passed by rule 0

4500004d 218b0000 4011dc0f c0a80a05 acl01lc0l ££770035 00394f22
06800100 00010000 00000000 076£6374 6£766572 0274770e 616c6Cc69

new flow - UDP - session ID 9al4

packet sent to UDP handler

flow 9al4 found for packet

packet sent to UDP handler

packet passed - TCP OUT - passed by rule 0

4500003c 218c0000 4006db77 c0a80a05 acl0lcb4 2360017 d71d45199
00000000 20024000 1d930000 020405b4 01030300 0101080a 000064b7

new flow - TCP - session ID a9c5

packet sent to TCP handler

flow a9c5 found for packet

packet sent to TCP handler direction IN
flow a9c5 found for packet

packet sent to TCP handler direction OUT
flow a9c5 found for packet

packet sent to TCP handler direction OUT
flow a9c5 found for packet

packet sent to TCP handler direction IN
flow a9c5 found for packet

packet sent to TCP handler direction IN

BNy 7t Ty 3 v EREICT A2, DISABLE FIREWALL POLICY 2<% > F (92 X—%) @ DEBUG
T A—=F —%finEd,
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DISABLE FIREWALL POLICY=mynet DEBUG=PKT .

B SEER R T/Ny 7472 3 213 SHOW FIREWALL POLICY 2~ > F (120 *—¥) THEREL 3,
[Enabled Debug Options | IZA %%+ 7' v a ¥ BFIREN T T,

vy DR

BEET77AT 74— VENLTUTOILTWAEEY Y ¥ 3 v 2R 51213 SHOW FIREWALL SESSION
a< sk (130 =) BfVWET,

Manager > show firewall session

Policy : net
Current Sessions

3612 UDP IP: 192.168.10.100:64499 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:13842 Gbl Remote IP: 172.17.28.1:53
Start time .......... ... 17:44:35 07-Mar-2002
Seconds to deletion .................. 264
158f UDP IP: 192.168.10.100:64500 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:5519 Gbl Remote IP: 172.17.28.1:53
Start time .......... ... 17:44:13 07-Mar-2002
Seconds to deletion .................. 246
7527 UDP IP: 192.168.10.100:64501 Remote IP: 172.17.28.1:53

Gbl IP: 172.17.28.185:29991 Gbl Remote IP: 172.17.28.1:53
Start time ...... . ... i 17:41:11 07-Mar-2002

Seconds to deletion .................. 60
5e9e TCP IP: 192.168.10.100:65484 Remote IP: 172.17.28.103:22
Gbl IP: 172.17.28.185:24222 Gbl Remote IP: 172.17.28.103:22
TCP state ... ... e closed
Start time .......... ... 17:35:17 07-Mar-2002
Seconds to deletion .................. 54

W&ty yaryoRiliEHemE+ 41213, SHOW FIREWALL SESSION Z2< » K (130 *—) (2
COUNTER # 7> 3 v #4174,

Manager > show firewall session counter

Policy : net
Current Sessions

43fa TCP IP: 192.168.10.100:65480 Remote IP: 172.17.22.10:80
Gbl IP: 172.17.28.185:17402 Gbl Remote IP: 172.17.22.10:80
Packets from private IP .............. 8
Octets from private IP ............... 558
Packets to private IP ................ 8
Octets to private IP ................. 6881
TCP state ...... ... .. . . ... . . closed
T7AT7I4—I CentreCOM AR740 %> K77 L > 226
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Start time ..... .. .. 17:51:26 07-Mar-2002
Seconds to deletion .................. 300
c296 TCP IP: 192.168.10.100:65483 Remote IP: 172.17.24.1:23
Gbl IP: 172.17.28.185:49814 Gbl Remote IP: 172.17.24.1:23
Packets from private IP .............. 11
Octets from private IP ............... 555
Packets to private IP ................ 12
Octets to private IP ................. 554
TCP state ...... i timeWait
Start time ..... ... 17:49:33 07-Mar-2002
Seconds to deletion .................. 246
ea27 UDP IP: 192.168.10.100:64433 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:59943 Gbl Remote IP: 172.17.28.1:53
Packets from private IP .............. 1
Octets from private IP ............... 75
Packets to private IP ................ 1
Octets to private IP ................. 149
Start time ..... .. .. 17:50:05 07-Mar-2002
Seconds to deletion .................. 270

WEEDYy v a v 2mHlliciT S8 5121, SHOW FIREWALL SESSION 2~ F (130 *—3) T
FMUty T aroIDEHERL TS, kOoa<wry FEETLEY,

DELETE FIREWALL SESSION=c296

FALFIyI74>2—T1—2R

T7AT Y F = VEMEHT 57201213, ADD FIREWALL POLICY INTERFACE 227~ F (60 *—¥) T
BERRRA V=7 2= ARBETILEDPHNE T, 7200 77477+ = V=V ElT 5L &R,
NAT V= VA EETHELEEICHA V5 — 72— AL EDPVLETT,

eth0, ppp0 ® & ) ICFEEMICHESNTVAE A ¥ ¥ — 7 2= ADHFE, WIS V¥ — T 2 — A%/ I{E
FTHLETTIN, AP T ATYNVT v T2ZIT T 5 L9 BG4, BINICIERSNEG A v ¥ —7 = —
A (PPP 77 L= bl T ENEA VF =T 2—R) REDLHIZLTIRET L20H M E %
DET,

BIIERESND PPP A 9 =T 2= A% 77 AT 74— VE#EI~Y Y FCHEHATA L &, [F4F 3
IA4YE =T 2= AT T L= b HMlAa VTS, ZOMEMATEE) &, e - -0k L
TELL IR ENIHWA > — 7 2= AIMEBEOLTE (7T V— 1 4) 2362808 TEET,
72ER2IE 2—H— [pon] 2t LT E72L SITHERENA PPP A » 4 —7 = — X2 [pon-if] &) %
A& fHF 5 E 3, ADDFIREWALL POLICY INTERFACE 2~ >~ F (60 X—2) &, 7747 74—
WOBREIAR Y FTA VY =T 2 — A% ETHL &E, [DYN-] +7 7L — b THRET A I LHT
EF9,

T 7L — FDIERR

W77 A7 74— VTHENZPPP A ¥ —7x—A%H & &id, &I CREATE FIREWALL POLICY
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DYNAMIC a~x ¥ F (77 X—=%) TT v 7VL—bE{ERLET, 77— MAIEAHTY,

CREATE FIREWALL POLICY=net DYNAMIC=dialup-if

WA, CO7F 0T L— b CEBRT LA VY — 72— ADR L~ —% ADD FIREWALL POLICY
DYNAMIC 2v ¥ F (57 X—=2) TBMLET, 72L& 21F, 2—F—white ¥4 Y V7 v 7L T&7L
SR ENBA Yy =72 — A%, 77 L— 1 [dialupif] & LTEHLZWEEX, kO L)L
ESENS

ADD FIREWALL POLICY=net DYNAMIC=dialup-if USER=white J

S AL —AEEBEOT T L —MIEIDBTHILIITEI A,

B PPP OFEGER L TR SN2 A v 9 — 7 = — A2 B § 555613, USER /%7 * —% —|Z NONE %z #§&

LT, T, FFiFz0EBLE LEWTRTOPPPA v % — 72— A% 452 &R LTET,
ADD FIREWALL POLICY=net DYNAMIC=noauth_if USER=NONE .

W PPP O %2 722 —HF— T RCEHLE LT LHA13, USER ¥5 2 —% — |12 ANY #fEL T,

ADD FIREWALL POLICY=net DYNAMIC=alluser USER=ANY .

M1OoD7 7 VL—= M THREBOL-F-Z2HRIITHILLTEET, TOHAEIX. ADD FIREWALL
POLICY DYNAMIC a2~ > F (57 X—=7) ZHMEFET L T2 S v, 72 2, HEFRDP YA VL
Ty T LTEREEIERENL A ¥ —T 2= A% [sales.if] &\ ZRICHRMBT L E LET, BHFIBIC
(X, hayashi. kobayashi. oobayyashi &\19) 3 L= =25 & L7zEIE, ROL ) ITRELE T,

CREATE FIREWALL POLICY=net DYNAMIC=sales if

ADD FIREWALL POLICY=net DYNAMIC=sales_if USER=hayashi J
ADD FIREWALL POLICY=net DYNAMIC=sales_if USER=kobayashi
ADD FIREWALL POLICY=net DYNAMIC=sales_if USER=oobayashi

BIOAN I 7 ANVEfHio T -2 FLOTIRETAI LB TEET, WHIZEDIT 2~ F ([EH -
B D197 =) ETRDIILTFAN T 7ANVEERL TLZE W, 14711 D2 —F—%ZHB L
9, Mk Fidaxt T,

7 7 4 )V newusers.txt

nakata
nakano
nakao
nakajima
nakamura

nakayama

774 VELEKR L7 5. ADD FIREWALL POLICY DYNAMIC 2~ F (57 _*—%) @ FILE /85 X —
F—TT7ANVAEIREL T T,
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ADD FIREWALL POLICY=net DYNAMIC=sales_if FILE=newusers.txt J

774 ) (FILE) TiEL7-2—%—%, USER/3F A —¥% —CHEL-1—F—13&fFETE T,

WY FIv 428 —=7x—AT7 YT L= oL —F—2HkEd 51213, DELETE FIREWALL
POLICY DYNAMIC 2% > F (79 =) mflivE 3,

DELETE FIREWALL POLICY=net DYNAMIC=sales_if USER:oobayashi o

Wy AF3Iv A0y —T72—AF T L—Fhba—F—1) 2+ ZHIKET 5121%, DELETE FIREWALL
POLICY DYNAMIC 2~ ¥ K (79 %—3) O FILE /8T A — % — % ffivF 9,

DELETE FIREWALL POLICY=net DYNAMIC=sales_if FILE=newusers.txt

By AF3Iv 4% —7x—AF>7L— FiE, DESTROY FIREWALL POLICY DYNAMIC 2~ » F
(89 =) THIBELE T, T 7L — ML —F—DEEENTVAEATOYIBRIETEETY,

DESTROY FIREWALL POLICY=net DYNAMIC=dialup-if

Fo 7L — hDOER
R L7z AF I v A —T2—AT 0y FTL—NNE, 77479+ —VEEI< L KTA 5% —T7 =2 —
AL EBETLEI O EITOHHTEET, 0L %, [DYN-] +7 7L — b O TIREL T
To LT, BlZRLET,

W77 A7 74— VR) T —ICEA 5 =T 2 — A %EIMNT %,

ADD FIREWALL POLICY=net INTERFACE=DYN-dialup-if TYPE=PRIVATE .

WAy —72—A05 Web = N—51TD/7 v b a @&z,

ADD FIREWALL POLICY=net RULE=1 AC=DENY INT=DYN-dialup-if PROTO=TCP
PORT=WWW

& FAFIvIA VI —T2—AF T L= b2 NAT L= LDZ O =NV ¥ —T7x2—AL LTHETHI &
I T FHA,

Z DAhEXTE
RO T 7 A T4 =)V, I~ Y Faflio THPVWEEOZEHAHFETY, 2 2 TIRTFELZEI
OWVWTOARHHBPLET, FMZa~ FY T 7Ly AR TELF SN,

M Ping /%7 v  (ICMP echo. echoreply) & ICMP Destination Unreachable % @7 (213, KD X9 (2
LEde 774NV FCTIEICMP IZTRTHELEIEA V=% —HH D Ping IZIZIEEL ),

ENABLE FIREWALL POLICY=mynet ICMP_F=PING,UNREACH

CentreCOM AR740 O~%> Ky 77 L > X 2.6 T7A4T7J+—Ib
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% ICMP Destination Unreachable * v +—3 (ICMP % A 7' 3) &, IP & A b BERIE LOR K/ S v M A
A (PathMTU) ZHILZHWMTHEHT A2 DY T, 20720, KA v v —T%Hll§5 L, —HOH¥A b
W7 72 ATE L ZAURREYPH Y 7,

ICMP_FORWARDING (2 ALL #45%€9 % & (Ping 7217 T4 <) §XTOICMP X v =T %@ &9 12
ZOETH, EFa) T4 I BEIODTEEEA,

BB, T7AT T 4= T ICMP 2OV T HAOHIEATE A, ThbH, ICMP /37 v MIM
e bBTh, o2 BERVPORELNTESIEA,

M2 5 @ Ping (echo) (i@ 2%, #H25 @ Ping (Echo) 3G 2 L vo/eig e LzwWiaE, IP
TANE —EPFHLTLZE W, IP 7 45 —TILICMP 37 v MIxts AW flf 251 5E T3, 448
(ppp0) 725 DA Ping 2B T AI121E, ROLI L7 AV —%FHEL T3, IP 74 V¥ —DFEMICOW
Tk, [IP] 0&EE TE LS,

ADD IP FILTER=0 SO=0.0.0.0 PROTO=ICMP ICMPTYPE=ECHO ACTION=EXCLUDE .l
ADD IP FILTER=0 SO=0.0.0.0 ACTION=INCLUDE .l
SET IP INT=pppO FILTER=0 .

M Ping Ok % 4 7129 51213, Roa~vy FEETLET,

DISABLE FIREWALL POLICY=mynet ICMP_F=PING

B ARG E SO, S D Ping IZIEEL 2V EHIZTH12E, KO EHIZLET, 774 b TRIEE
LEd, 72, WEAH SO Ping ICIEHIIBEL 9,

DISABLE FIREWALL POLICY=mynet PING

W /M2 5 @ ident (TCP 113 AR — 1) ZERIZH LT, RST 2§ L) I2F 22RO L HIZLE9,
TI7ANRTIE, 77477+ = WIERD SMTP (X —)v) = 3—=7% &5 O ident TaRITH L TR
PRBEIEE L9 (ident 70 % 2 —#8f8) o L2 L., JMHED SMTP (£ —)b) H—/3— 7 ENOF IR
A H 0§ XS54, DISABLE FIREWALL POLICY IDENTPROXY 2~ >~ F (95 )—¥) #3471
Tident 7B ¥ ¥ =% 4 7IZLTHATLZE WV, THIZED, SHBA 5 @ ident 2RI L T72725 12 RST
TEFT LR ET (THELDOEEDIT) P—HkR L) TE),

DISABLE FIREWALL POLICY=mynet IDENTPROXY .J

%P, ident 7 F T —HREELA L DL Z1Z, ident TRITH L TARE Y proxyuser &\ L—H—#%
BEELIT,

B7747Y4=VO7T7 4V b Tld, PUBLIC - PRIVATE 1 > % —7 = — Ao TCP + v ¥ 3 Vi
SHFIZ TCP Syn 237 v 8 ORBULEZAT VI, —#O7 7 r—va v TRIOFE ((REIEE) 12
FoCHENPELLIENDHY T,

D413, DISABLE FIREWALL POLICY TCPSETUPPROXY 2 > F (97 *—7¥) TIUBILE % M
RIZLTLEE W,

DISABLE FIREWALL POLICY=mynet TCPSETUPPROXY .
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W 72 AERHIZ LRI S 2 BEA A — 723 41213, ENABLE FIREWALL POLICY TCPSETUP-
PROXY 2<v > F (105 X%—7) #fivwFd,

ENABLE FIREWALL POLICY=mynet TCPSETUPPROXY .
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77 or=28 2= p G w4

VAR e I sl Ny I i

KBGO T 7 AT+ —=VIZE, AT— b TVA VAR D a3 VIZE BBy 7405 2712
ASTTIVr—varyr— bz A OERENSHD 7,

TIVr—=varr—=ry ek, KRB —N— - 7 T4 T2 b (@O —N—) ROHEIEE AP
L. 7707 =2 a VB CTHEEBOHIMEATIHETT (AT —FIMA VAR D a v iEBLICA Y b —
V) NT Y AR METORHE), Bl TR, 77U r—Yaryubare LT, &EFA-IVEEHD
SMTP (Simple Mail Transfer Protocol) & WWW i@ HTTP (Hyper Text Transfer Protocol) (Z*fii
LTwEd,

ZITR, T ay = b A DR LEHHTEICOWTHEL T,

& KEEREIZA TV a v Thoin, THHICIE T 4 —F v — GEINER) 711> 20 THAPLETT,

SMTP 70 % > —

SMTP 7u ¥ —id, A= (SMTP) =— = MEOBEZARELPMNT S ET, A= IVORIER
. spam A — V7% EEBIET AEEETT,

& SMTP 7B %3 —%H$ 5121371 —F v — 54t A AT-FL-04 75045 TY,

SMTP 7'u % ¥ —i3, A2 5 P9ANZ W) 72 SMTP ilifg (MBS H KA A Y ~D X — V%) &, Al
SAMANZ AT 72 SMTP s@E (NS F X 4 <D A — VERTE) O HICxF LT RES ¢ 2 2 LA TX
T3,

N 1207 7AT 4= VR)I—=IZBVWTE, HE, ARZOEL 50— OREHITFETT,

SMTP 71 % ¥ — &4 & 178 L2 a, REIENME (LANJH) £ > % — 72— TSMTP #—/3—
DEIRLFNE T, ZOBE, Wl (AFXAY) 2250 SMTP ERK%ZZJ1F, HS DNS 3% L
TR SMTP H— /N —1C A =V EEE L F9, ZOL &, SMTP OlENEEZHET LI LI2LD,
PR AN OARIEAT A (spam A — )b, RIEFfkZ L) 2Fhlk3T5 2 TEF T,

SMTP 7' & ¥ — 2 WA & 12508 L7226, Ayl WANH#) 1 >4 —7 = — 2 TSMTP #—/\—
DEIIIRDT|ENE T, TOWE, IR (R A A ) 2050 SMTP ZRk%E S FF1), [P /3T XA — % —Tig
ESNTZNED (KYD) SMTP H—/N— I A=V xEEELE T, 20L&, SMTP O#lfENEX RET 5

ZE D A 5 NEBANOANIEAT 2 (spam A — b, ANIEHHEZ &) 2Bk 5 52 &5 T&ET,

EAHTE

SMTP 7B X —i, #@ED T 7 AT 7+ = VEPHTEZRTHEHLES. W7 747 7+ — VDR
BMEFT TR T I TBVTL S,

N 1207 7AT 4= VR)I—=ZBVWTE, &, AAZXOEL 50— OREHITFETT,
B AN & SMTP 7u ¥ 2 — DI KRZEILDTOEBY TY,

1. HRAAL U453 ELTET, NINESMTIP 7aF > —d, HFNAA VT ThEWA—VEIEALE T,
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SET FIREWALL POLICY=net SMTPDOMAIN=example.com .J

2. SMTP 7a &% o —2FMZ L E§, INT IZIdMNE, GBLINT 238D 1 > 4 —7 2 — X248 L
F9, T2, IPITIEAEHA =V —1N—D7 FL A%, DIRECTION (ZiZ 70 ¥ —2 G129 5

HmE (ZZTIRIN) #8EL T T,

ADD FIREWALL POLICY=net PROXY=SMTP INT=ethO GBLINT=pppO
IP=192.168.10.100 DIRECTION=IN .

W /L& SMTP 7u ¥ 3 —DMAREEIID T LB ) TY,

1. WWIZDNSH—1N=7 FLAZHEL T, FHAIE DO SMTP 71 % ¥ — 2§ % 7201213, DNS
P—=N—=T N L ADFEEIWHATT,

ADD IP DNS PRIMARY=10.1.1.5 SECONDARY=10.1.1.6

2. HARNAA U4EHELTT, SMAESMIP 7ux 3 —id, AFAA VETHEWA—LVEELEL TS,
SET FIREWALL POLICY=net SMTPDOMAIN=example.com .J

3. SMTIP 7ux 3 —a2FmZ LT, INT IZIENE, GBLINT IZX4 DA >~ 9 — 7 = — A& 48%E
LFFd, ¥7, DIRECTION (2l 70 ¥ =242 9 540 (22 TEOUT) 2#fELFE T,
DIRECTION=OUT ® & &1, IP/¥F A — % —IIARETT,

ADD FIREWALL POLICY=net PROXY=SMTP INT=ethO GBLINT=pppO
DIRECTION=OUT o

M spam X — VEGIERREZ ) 5613, i spam U A M 77 A VEHEL TS v, THUE, spam
BETTDO AL P A= VT FLAZ TATICTERBR LT F A D7 7 A VT, ik fidspa & LTKL
7ZEe RICBIERL T,

list.spa

gomi.mail .xxx
Spammers . XXX
foo@honyarara.xxx

Z®Dspam ') A bid, FAA ¥ gomimail.xxx, spammers.xxx 75N A — ) FXT &, XA —)L7 FL X
foo@honyarara.xxx 7*5H D A — L & ST S W20 DFEIC R ) 5, BRNIZ1E, MAIL FROM: T L
FRORAL L EGLT FLA, 721, EROA—LVT FLAZHRELTELYE, SMIP 7% v —i3
SMIP D5 —a—F&EL Tty varaL 7§,

spam U A FEHE LS, RO Y FCHZ 74 VH3MEDLILD L9 IZE L 7,

ADD FIREWALL POLICY=net SPAMSOURCES=list.spa

1207747 74— VAE) T —IZRETE S spam ) A MMIAK ST,
3B, spam ) A M ONEF % ZEH T S L &1k, DELETE FIREWALL POLICY SPAMSOURCES 2 v > F
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86 X—=2) TYUAPFZ7ANEVSAHIBRL T OMEL. MESEDoOHEBMLTLZS W,
BZT7 7 A VERET L7219 TlE, SMTP 72 ¥ 2 —OBfEICIE SN E A,

HBHWIE, spam VA M EMELLZHETV—F—2HEFHLTINITIEA (2L, B#HEmHIIw
EHVHEDT L EHERICKEL SLTHENH ) FTOTIEECZE W, 2L 21, PPPoE T ISP
WZEE L T B 41, DISABLEPPP 2~ > F ([PPPJ) @50 *—2) % FET L CTHH LU - Th b Hike
BL TSN,

B SMTP 7’0 % 2 — DA X bkl
AREX—Y) L —

Manager >
Warning (277257): 22-Oct-2001 17:58:01
SMTP third party relay attack from 11.22.33.1 is underway.

spam A — )

Manager >
Warning (277257): 22-Oct-2001 19:32:52
SMTP spam attack from 1.1.1.1 is underway.

HTTP 7o %2 —

HTTP 7u ¥ —iZ, Web—/3—- 27347 (Web 7774 —) B HTIP BEXMANT4Z L1
L0, HEURLANDT 7 A% L7720 (URL 74 V%) v 7). H—3—550 Cookie TR &4 L
72035 (Cookie 74 V%Y 7)) KEfeTd,

& HTTP 79 ¥ 3 — 2T 512371 —F ¥ — 51+t~ A AT-FL-05 253 T,

@ B LTWA 7 E F2)ViE HTTP (http:) ®ATY, HTTPS % FTP % & l2idxtic L CWwE A, F72, HTTP
THoTh, EETRWVWER—F BOFEDIHOR— ) ~O@EEICEIHL L TWET A,

& HTITP 7u x> —id. WD 7 F4 7~ b 540 HTTP H— /N—~DfE % 4 - BT 28581, M8
S NEANO HTTP 58E120F L CIEERFE L T AN TIVEE L 758y,

& HTTP 7u v —%2FfHT2 27547 (Web 75 7% —) 12i&, [HTTP 7uF v — ] & L TAELD
PRIVATEMIf > % — 7 2 —AZIFEL TL S v, K= FF5IE 80 F T,

EAHTE

HTTP 7uF* o —d, #@ED 77 A7 7+ —VEPHTERTHEHLE S &WICT7 747 7+ — VDR
MEFTATIETBVTLEE N,
DT, AR ETIEE TR LET, 774794 = VORERBEEITIITATHE DL EL T,

1. WAIDNSH—N=7 FLAZ&E L £3, HTTP 7u % ¥ — 2l 5720121, DNS #—/3—
7 KL ADBENLEATT
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ADD IP DNS PRIMARY=10.1.1.5 SECONDARY=10.1.1.6

2. HTIP 7u ¥ > — %4312 L 9. INTERFACE 1213 PRIVATE il 4 > ¥ — 7 = — Z % . GBLIN-
TERFACE (21X PUBLICfll f > % — 7 = — 2 %8 L 9, DIRECTION (i3 70 %Y — % H/IC
ToLHMAIRELETA, HITP 708 F 3 —TIZ OUT LB ETXFHADOTIEE L 78\,

ADD FIREWALL POLICY=net PROXY=HTTP INT=ethO GBLINT=pppO
DIRECTION=OUT o

& HTTP 7H XY —ik, WD 27 547 » b SFNEO HTTP 3 — /N —~OlfE % (- BT 28T
T o HMERD S PIEEA~ O HTTP lfE 14 L TIEARE L £+ Ao DIRECTION /85 £ — % — 21343 OUT
#3852 LT 75 v, DIRECTION /85 A —% — (2 OUT MWt 2482 L CH B L728EIC 2 ) A
DTTEELZE

3. URL74MVZ—7 74 VEERLET, URL 74 V% —7 7 A4 Vi, A - 45 URL ® URL
HOXF—T— R, FAAL X EXTRLETFANT7 740 GBETFIEext) T3, EDIT2~ > F
(GER - S8 0197 —) TR T 50, floa v Ya—¥— TR L7-bDEy Y u—F
LTL7ZE W,

& URL 74 NV7 =7 7 A VOERXICOWTIE, K [URL 74 V7 =7 740V ] # ZTELZEW,

4 URL 74 NV% =774 VEHELZS, ADD FIREWALL POLICY HTTPFILTER 2~ > F (59
NR=V) TT7ANHERELET T,

ADD FIREWALL POLICY=net HTTPFILTER=urllist.txt DIRECTION=OUT .

N 12D T 7 AT T4 —=)VR) = ETELURL 74 V% —7 74 VIR AKSMHTY,

BMURL 74 V% —7 74 VO % & Y 28 5121%. DELETE FIREWALL POLICY HTTPFILTER 2~
YR 80R—Y) fEvET,

DELETE FIREWALL POLICY=net HTTPFILTER=urllist.txt DIRECTION=OUT .

BMURL 714 V¥ —7 74 )V&ZHS 5 L %13, DELETE FIREWALL POLICY HTTPFILTER 2~ » F
B0R—=2) TTZT7ANEVSTZAFIBRLTrOMmMEL, MEISRDSLF/EBML TS, HiZT77
ANV mEST L7210 Tld, HTTP 7u o —offEIcid K snF A,

DELETE FIREWALL POLICY=net HTTPFILTER=urllist.txt DIRECTION=OUT .
EDIT urllist.txt J
ADD FIREWALL POLICY=net HTTPFILTER=urllist.txt DIRECTION=OUT .

CentreCOM AR740 O~%> Ky 77 L > X 2.6 T7A4T7J+—Ib
613-000215 Rev.C



77 or=28 2= p G w4

HHWE, URL7ANI =T 7 A Vi Lzhbl TV =y —2HEHLTLI2NTVETA (7L, O
MBRPICVEZ DRI T 2 L HBERICEEZZTHALH D I TOTIEEL SV, 28 218,
PPPoE T ISP I2## L T\ A ¥4 1&, DISABLEPPP 2~ > F ([PPP] ®» 50 *—) %947 L Tk
o THhLHEFL TLZI W),

B X T?» Cookie ZERK #4535 121%, DISABLE FIREWALL POLICY HTTPCOOKIES 2~ >~ F (94
R=) ZfivEd, F740V FTlE, URL 74V %—7 7 4 )T [nocookies| #F55E L 72—/ =LAt
725 ® Cookie ERIFTRTCTuF T —%2 @B L 9,

DISABLE FIREWALL POLICY=net HTTPCOOKIES

B HTTP 7uF > — DA X @l
F—U—-NIZXBTANVE) T

Warning (2077257): 03-Sep-2003 01:10:26 Url deny on keyword
HTTP://WWW.EXAMPLE .COM/PRIVATE/QUICKMONEY.HTML from 192.168.10.130.

URL & D71 Vv5 ) 07

Warning (2077257): 03-Sep-2003 01:19:25 Blocked URL
HTTP://WWW.EVIL.XXX/ requested by 192.168.10.130.

URL 71 ILZ—=T 71

URL 74 V% —7 7 A Vid, 86 - 3095 URLR URLHADF—T—F, FAAL %tk LzT
FZRMNT AN @EEEFIT.xt) T,

FryvIDAEE

BMURL 74 V5 ) 70Ty 734 THTTP ) 7 =2 b AND URL XFH]] T3,
7ol ZE HTTP 70X =030 FA T Y I HhBRO L) 7)) 7 A 22 L72EA.

GET http://www.example.com/ HTTP/1.1

Host: www.example.com

oo [http:/ /www.example.com/ ] &9 3FH &, URL 7 4 V¥ — 7 7 A JVIZFLIR & 723055
g ENE T,

By 7 3FEICTFNOREE L TITbNAZ EIZEFEELTLZE W, 728 21, 1192.168.10.1] &
[www.example.com] AF LH—n"—%2 3 LTWwbELET, TIT, KDEH) RV I TAMEZELL

R

GET http://192.168.10.1/ HTTP/1.1
Host: 192.168.10.1
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[http://192.168.10.1/1 &9 3550 &, URL 74 V¥ —7 7 A VADLFHI B S §, URL H#
DRAAL Y ETP 7 FLAPHBMIZAR SN DT TIEDH ) A,

L72ARoT, 2OV 7T AMEHBT A&, URL 74 V¥ — 7 7 4 VAIZ [192.168.10.1] & F <
LENHY T, URL 74 V¥ — 7 7 4 VIZ [www.example.com] &#HWTd | ([192.168.10.1] &
[www.example.com] IFFLH—N"=%2 S LTWETH) ZOV I X PEESETLILIITEIEAD
TIERLS LS,

BHOLY—N=DEHD AL 5, IP T FLARFo TWAHE, 20T —/N=~DT 7 &A% 584l
FTHIE IRTORAL 2%, IPT FLAZ URL 74 v % =7 7 A )VIZRLE L T 7280,
DUF, B2 TURL] &wo7zigE1d, [HTTP Y 7 2 A i URL XF51] 2RTHDELFET,

X

KIZURL 7 4 V& —7 7 A )V urllistixt OB 2R L FE T, [#] THFEZTIEI X2 FTY,

### keywords £V ¥ar: UTOX—T7—RFEEC URLICIET7 7 & XEE
### 72720 urls E7>3>® allow #7723 > THIS &R S 2 & ETEE
keywords:

money drug

### TAIRA— R (*) ¥ —7— ROKEE /- 138 TOHEFHTTAE
iy F—TU— FORBACEOIBE, $—7— K& [URLKR] LOhBEL S
*crack.html *.mp3

### URLs €7 ¥ 3>: UTOHY—N— Fo LI M)—ICRT77XELL
urls:

# H—NN—DTILKASLH

www.evil.xxx

www . pandora . Xxxx

# Y—N—F+FA LI M)— BELAETALIZMN)=LUTICOAHT 7 XEIE
www . howto .xxx/crackyis

www .nandemo .xx .xx/users/al2345/eroero

# EEYA b (O—8F) EHISHICEFRIL 72V EZIE allow #7723 %MD
www.drugstore.xxx : allow

www . pandora .xxx/flux/chaos/anguish/sorrow/hope : allow

# Cookie RTEEXKZ T %IEE T SIC1E nocookies 73> %FS
www.hiscompany.xxx : nocookies

www . moneymanagement .xxx : allow nocookies

¢ URL74 V¥ —=77A4VIE keywords 7 v arturlstr7 v a>n2o0kr v a s THIKES
NTWET, 7 v a YORBIHFIZSRE Y EH ) TEA, T2, EL00—Ti0ts 2 a Y 2T
bhFInEEA,

e URLDOF v 7id, urlst” a3, keywords £7 ¥ 3 »DJHIZAT I E T,

o Fxv I HREOURLAM urlst 7 ¥ a HOBHDOIZY M) -3y FToEEd, bo L baElz
BEDINTWALLY M) =D FRHEINE T, 72& 21X, 5 URLAD, ==L FOLY M) —
ELH=N=H+T4L7 M) —ZOLY P —OWFIZY y FT 5551, BREVERHINE T,
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o Fry RO URL P urls k27 ¥ 3y WOR—LNVOFEHS 2 HOBHOT Y P — 127y FF
B4, allow ¥ M) =039 PR ENE T,

o T v LD URL Furls 7 ¥ 3 YHOFFA (allow) T> M —IZx v F L72H4E, keywords
trvariEFavrEInEtA,

D F—7— FRURLIE, KXFPALFEZEINL T A
UT., &t27 2 a ryoitddAEICOWTHALET,

keywords 7 3> [keyword:] Tl 2t ¥ a v i2ld, [EiEF—7—F] 258 L ¥,
FoT—=FRITIZIETOEL D AR=ATEY > TIERTL ZE v, RICFACFEXH L A,

B URL (ZEEF—T = FPEEN TV EHE, %E URL~NO T 7 L 23 ERN & LTk s,
FIRCOBITIE, URL A (==, T4 L7 M) =%, 77404 7%E) 12 [money] [drug] &)
FHIAS GRrmIcTd) EENDYE, SU URLANOT 7 L ADEG ST, £oT RO URLNET
JEATE IR A

e http://www.makemoney.xxx/

e http://www.underground.xx.xx/enjoy_drug.html

WL -7 FOKEHIZ [*] (TAYVAZ) 2RHT5EG B —BOBEL R 7,
RRCOBITIE, 7747~ FOgE T 5 URL KRS [crackhtml] [.mp3] L X277t AZESL £
¥ URL XZ%* [crackhtml-1] [.mp3.gz] O¥&Ed~y FLIEA,

N TAYVAZEX =T = FOGHEICIREL L EZ2 TR LER (B %) 286 T3, [adultr] <
[find*software] O &£ RfgEL L7oH&E, s wFE (TAYVAZHE) L LTHbLET,

% URL [http:/ /www.example.com] ~D7 7t A% ¥—7— FCTHIE$2 & &, [*com] LFNTHHAEL %
WIEDHNET, TOLILHAE [fcom/] EFNTLLES WV, Web 777 —D% {1d, KA ML TH
H 5 URL R sz, KRIZ [/] Ov—=rF 1 L7 b =) ZABIHINL £,

WEEF—T7— N2 URL TH-Th, urls t7 ¥ 3> ($ah) Tallow ENTW5B N AL L IZHFHY
WP SN E T,

urls €7 >3 lurlsy) TlEFEFA1 7 a vilid, 77 A%2 - LY== (K4 04F
ZEIP T RFLR) 25139, 723 >0C, F=—N"—FLOF4 L7 M) —%ETAHILHUEETT,
F—=N=ZF LT IATIC T T OENTL SV, KNI L 8 A,

Burlst7 a2 ox>y b)) —filble/RL T3, EANY —2ITRD2DOTY,

e host
¥ == [host] ~D7 7 X %41k, URL Ok 2 MBICFHIA [host] &—Fd 2554, 7% URL
NOT 7R AR ST T,
[host] (& [www.example.com] ® & 9 7% F x4 v &4 [192.168.1.1] 0L H % IP 7 FL &
B TiEEL £,

& FAALVGHEIP T FLAOHBERIIITONT A, 728 21X, 79472 FO$EwE L7z URL 25 F 2
LR oE. FAL VABROZ Y N — 12~y F LTS, —J. 2547 bOEEL
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URL2YIP 7 FLABA L HIX, IP 7 FLAEAOZ Y M) =223~y F LET,

AR OB TIE Twww.evilxxx] [www.pandora.xxx] &9 FX A Y G{EFFOHF —N=~DT 7 &

AxZFEELTVWET,
e host/path

H—3—= Thost] L7 4 L7 MY — [/path] LF~DT 7 & X% E|k, URL ® 7k A FECTFIL
[host] &—%L. %¥5»>, URL O/SAEHY [ /path] Z& 486, [/path] KO TFo71 L2 b
J—=~D7T7 7t AFELHENT T,

[host] (& [www.example.com] ® & 9 7% F x4 &4 [192.168.1.1] 0L H % IP 7 FL &
EATHELE ¥,
[/path IZ5eE—HDT 1 L7 M) =S TIRET L LEPH Y 5, 72& 21 [www.example.com/path/to/dirl |
Ewy 1) —id, Thttp://www.example.com/path/to/dirl /bad.txt] (2~ v 7 L £ 3 2%,
[http:/ /www.example.com/path/to/dirla/bad.txt| 1Zld~ v FLEEA,
RFLOBITIE, KD L) R URL~DT 7 v AR5 LTwE T,

- http://www.howto.xxx/crackyis/

- http://www.howto.xxx/crackyis/ firststep.html

- http://www.nandemo.xx.xx/users/al2345/eroero /xxxxxxx.jpg

B keywords, urls it 7 ¥ 3 v D% LTy M) —I2BA ERT - WEEE uls 7 a0y b —
W[ A7var] ZBEIEELE T,

F 7 a2l [allow] & [nocookies| @2 Fi¥EANH ) T3, [H—1N=%], [F—=—1N=K+T1L 7}
V=% &F T a rOMIPEADAR=ZA+ TRy +AR=Z (1) TRYY FF, WhHo+7Tvarz
BELLWHAEA T a v et 7o a v B AR=ZATKY £3,

o Jfallow] #7 v avid, 82 L7 URL~OT 7 £ X & BIHYICEHFT T 5I8ETT,
— host: allow
H—s3— Thost] ~D7 7 £ XA & BIFHYIZFFIT, URL I2ZEEF— 7 — FAE I T T, URL
DOARAMRA Thost] &—F L TWIE, L URL~NOT 7 L AEFFII SN E T,
ARCOBITIE, ZiE¥—7—Fo [drug) 2&% [www.drugstorexxx] ~0O7 7 & 2 & i}
BIZEFI LT E 9§,
- host/path : allow
H—3— Thost| L7 1 L7 b)) — [/path] LLF~O7 7 & A 2 BISMYICFF], Sikd—7—
FAEENTWS URL, 50, urtls 2 ¥ a yADMoT Y ) — Tk ShTwb URL
THh->TH, URL DK A MBS [host] &—F L. B>, SZHD [ /path] & &LHEIL,
[/path] XV FDOT4 L2 M) —=~DT 7 2 ADFHIFFT S E T,
AFCOBITIE [www.pandora.xxx |13 &1L A 2 T A% [ /flux/chaos/anguish /sorrow /hope |
TALVZ M) =UTIR-oT, 727822 LTI,
e [nocookies| #+ 7 a i, #8E L7z —/3—%2 5 ? Cookie ¥ EE K2 2GR T 2I8ETT . M
P —N=~DT7 7t AL (urls, keywords £ 7 ¥ 3 v THE SN TR WED) FiT LT3,
— host: nocookies
#—/3— Thost] 75 ® Cookie X EER7ZT 24EA L 36 Thost] ~D7 7 £ 214, (keywords.
urls 27 ¥ a Y THEEINRTWARWVWIRDY ) FlshEd,
AIRCOBITIE. Twww.hiscompany.xxx] #*5 @ Cookie X EERZIEL L TV E T (A —/v—
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NDT X AT o

— host: allow nocookies
FoU—=FIZLoTT 72 ADPEL SN T DY —/3= Thost] ~O7 7 & 2 & BISHHIZFFT L
72T, [Thost] 205 ® Cookie B ERZITZHH L T3,
RIRCOBITIE, FElkF — 7 — FO [money] %% [www.moneymanagement.xxx] ~D7 7
LA ZBIHMYIZFFT L2 BT, WY =¥ =25 Cookie 721} AR L TV E 5,

& F 74NV NTlE, URL 71 V% —7 7 4 LT [nocookies | #385E L 721 — /3= LYD& @ Cookie %

RiFTRTTu X —%Z@BEL £9, 7T Cookie ZK %4 51213, DISABLE FIREWALL
POLICY HTTPCOOKIES 2 v » F (94 R—2) ZETLTL S0,
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Av 2 R T77L 2Rk
HEBERI O < > NRE|

—fFav> R

DISABLE FIREWALL . . . . . . . . e e e 90
ENABLE FIREWALL . . . . . .. e e e 98
SHOW FIREWALL . . . . . . e e e 114
SHOW FIREWALL ACCOUNTING . . ... ... .. e 116

T7AT T4 —IVR) T —

ADD FIREWALL POLICY DYNAMIC . . . . . .. .. e 57
ADD FIREWALL POLICY INTERFACE . . . . . ... ... ... ... .. ... .... 60
CREATE FIREWALL POLICY . . . . . . . e e 76
CREATE FIREWALL POLICY DYNAMIC . . . . . ... o 77
DELETE FIREWALL POLICY DYNAMIC . . . . ... .. ... . . . 79
DELETE FIREWALL POLICY INTERFACE . . . ... ... .. ... .. . ... ..... 81
DESTROY FIREWALL POLICY . . . . . . .. . e e 88
DESTROY FIREWALL POLICY DYNAMIC . . . . .. .. ... . o o 89
DISABLE FIREWALL POLICY . . . . . . .. e e 92
DISABLE FIREWALL POLICY TCPSETUPPROXY . . . . . .. .. ... ... ... .. 97
ENABLE FIREWALL POLICY . . . . . . . . e e e 100
ENABLE FIREWALL POLICY TCPSETUPPROXY . . . .. .. ... ... ... ...... 105
SET FIREWALL POLICY . . . . . . . e e e 106
SHOW FIREWALL POLICY . . . . . . e e e 120

PERIZ- AN 2%

ADD FIREWALL POLICY APPRULE . . .. ... ... . .. ... . .. ... 56
ADD FIREWALLPOLICYRULE . . . . . .. ... . e 70
DELETE FIREWALL POLICY APPRULE . . .. ... ... ... .. ... ......... 78
DELETE FIREWALL POLICY RULE . . . .. ... .. .. .. ... .. 85
SET FIREWALLPOLICYRULE . . . . . . .. . . . e e 110
7 AT 74—V NAT
ADD FIREWALL POLICY NAT . . . . . . . . e e e e e e 64
DELETE FIREWALL POLICY NAT . . . . . . . . . . e e e 83

AN MNEIR

DISABLE FIREWALL NOTIFY . . . . . . . . .. e e e e 91
ENABLE FIREWALL NOTIEY . . . . . . . . . . e e e e e e e 99
SET FIREWALL POLICY ATTACK . . . . . . . . . e e e e 107
SHOW FIREWALL EVENT . . . . . . . . . h e e e 118
SHOW FIREWALL POLICY ATTACK . . . . . . . . . i e 128
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ADD FIREWALL POLICY LIST . . . . . . . e e e e e 62

DELETE FIREWALL POLICY LIST . . . . . . . s e e e 82
ident 7’0O0% 2 —

DISABLE FIREWALL POLICY IDENTPROXY . . . . . . . . o s i e e 95

ENABLE FIREWALL POLICY IDENTPROXY . . . . . . . o o s e e e 103

T7A4T7 94— Ivty 3>
DELETE FIREWALL SESSION . . . . . . . e e e e e e 87
SHOW FIREWALL SESSION . . . . . . e s s e s e e e 130

7TV r=Yarr—rozA

ADD FIREWALL POLICY HTTPFILTER . . . . . . . . . . . . ... . . .. ... 59
ADD FIREWALL POLICY PROXY . . . . . . . . e et e 67
ADD FIREWALL POLICY SPAMSOURCES . . . . . . .. ... ... . . ... ... 74
DELETE FIREWALL POLICY HTTPFILTER . . . . . . . . . .. ... ... ... ...... 80
DELETE FIREWALL POLICY PROXY . . . . . . . . . it e 84
DELETE FIREWALL POLICY SPAMSOURCES . . . . . . . ... ... ... ........ 86
DISABLE FIREWALL POLICY HTTPCOOKIES . . . . . .. ... ... ... ........ 94
DISABLE FIREWALL POLICY SMTPRELAY . . ... ... ... ... . . ......... 96
ENABLE FIREWALL POLICY HTTPCOOKIES . . . . . . . ... ... ... ........ 102
ENABLE FIREWALL POLICY SMTPRELAY . .. ... .. ... .. ... ......... 104
SET FIREWALL POLICY SMTPDOMAIN . . . . . . . . . .. . it 112
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ADD FIREWALL POLICY APPRULE

ADD FIREWALL POLICY APPRULE

HFIV—1 774704+ —V /) TA4NT—)b—)

ADD FIREWALL POLICY=policy APPRULE=app-rule-id ACTION={ALLOW/DENY}
INTERFACE=interface APPLICATION={FTP} [COMMAND={GET|PUT}] [PORT=port]

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT vy —2a7 = MHATiE)
app-rule-id: 7 7) r— > 3 v v — &5 (1~299)

interface: IP 1 » % —7 = — A% (ethO. ppp0 % &)

port: TCP/UDP & — %5 (0~65535)

ER

T7AT T4 —=VE) =7 T)r—2a = IV&EINT 5,
77— a3y i—)uid, FTP ® STOR (PUT). RETR (GET) o X2, 77V r—3 a v@To@EE
BRI A 720DV — v, B TIE FTP IO A L TWwb,

INGA—&—

POLICY 774794+ — VK1) ¥ =4

APPRULE 7 7V 77— a3y Vv—Viks

ACTION 7733y, g43AT7 7N r—2ary 774 v 7 %@ (ALLOW) ¥ 2575, 5% (DENY)
TAEDPEIET %o

INTERFACE IP f > % —7 x— 2%

APPLICATION 77U 4o—ar7ubal, HELATIEFIP OAS K- b,

COMMAND 77V —vary7ubrapiiBiyba~xy N, BEETlE FIP © GET (RETR) &
PUT (STOR) &A% HK— b, A¥F X —% —1d, APPLICATION=FTP O¥& 12D BAHF),

PORT APPLICATION TIRELZ7 7V r— a3 Y HAMEHT 5K — b, ENTRZWR— M2 LT
WDEIIRET %o

Bl
MpppO 25 ® FTP PUT (STOR) #%#%:1k9 %,

ADD FIREWALL POLI=mynet APPRULE=1 ACT=DENY INT=pppO APP=FTP COMMAND=PUT

BEIYR

DELETE FIREWALL POLICY APPRULE (78 ~<— %)
SHOW FIREWALL POLICY (120 ~<—%)
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ADD FIREWALL POLICY DYNAMIC

ADD FIREWALL POLICY DYNAMIC

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

ADD FIREWALL POLICY=policy DYNAMIC=template {FILE:filename
USER={username|ANY|NONE} }

policy: 77 A7 v+ —VE) =% (1~15 5. EFL7 ¥ —2a7 2 AHTHE)

template: 54 F I v 745 —T7x—AT7 T L — 14 (1~15F. ZAEGOCHEIT TV +— FCTHD)
filename: 7 7 4 V% (JEERT-1d.txt)

username: L—W—% (1~63 LF)

ER

TAFIv A8 =T 2—AT 7T L= MIWRLI—F—%8INT %,

TAFPIv AV =T —AT T L =M, Z=HF =¥ ALYV T v TEH L TE72L ZITHIIER
ENBPPPA VI =T 2R T 7 AT 75— )VR) L —|ZBNTH720D0bD, Kavr FNTRELZ
==L TELE X IERE N A ¥ % —7 = — A1d, ADD FIREWALL POLICY INTERFACE
2< Y FTIX [DYN-] +57 > 7L — bATEl s N5,

MU= —2HHDT 7L — MIBMT A LI TER Y,

INGA—&—

POLICY 774774+ —)VK) =%

DYNAMIC ¥4+ 3v 24> —7x2—AF5 7 L— 4% (CREATE FIREWALL POLICY DYNAMIC
< FTER)

FILE Z—H%—1J A M7 74 ), EITIZ1 2 —=F=FO5R L72d D, IiETItxte 2D 7 7 4 VTR
SNz —F =R LT EGE, BINIERSNAA vy —T7 2 — 2 [DYN-] +7 7L —
N A TR S B,

USER ¥4 F3Iv /A vy —7x—ADL—HF—%, NONE FFEGEEZLEE L, ¥ —T x— A,
ANY FFEFFEADTRTOL—H —, TOL—HF =26 L TE 72546, BIl/ER SNz v ¥ —
7x—2Z1% [DYN-] +7 7L — b4 THMEN D,

1

WPPP 12— — [pon] OO T A YL > TEHIAERENTZPPP A ¥ 5 =T 2 =A%, 77477+
K1) ¥ — [net] WTIE [ponif] DHARTTHINTE 2 L1255,

CREATE FIREWALL POLICY=net DYNAMIC=ponif
ADD FIREWALL POLICY=net DYNAMIC=ponif USER=pon
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ADD FIREWALL POLICY DYNAMIC

% - TBER

T7AT I+ = VK] Y=o F 4 F3Iv 7408 —Tx— AL LTH#EBINEZ-OIZIE, PPP LXLT

2P —BAEEATD % T % b2, BIZIE, PPP 7> 7L — ¢ AUTHENTICATION /35 £ —
% —|2 EITHER. CHAP, PAP O\ hp%48E+ 52 L,

BEIVYR

DELETE FIREWALL POLICY DYNAMIC (79 <*—%)
SHOW FIREWALL POLICY (120 ~<—%)
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ADD FIREWALL POLICY HTTPFILTER

ADD FIREWALL POLICY HTTPFILTER

HFAU=— 1T T AT E =N [ T T =gy by A

ADD FIREWALL POLICY=policy HTTPFILTER=filename [DIRECTION=OUT]

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT7 vy —2a7 2 MATi)
filename: 7 7 4 V% (JEERT-1d.txt)

BER

T AT+ —=VR)—=ICHTIP 70 % —®DURL 74 V¥ —7 74 VEBINT 5,
URL 74 V% —7 7 A VOFEMIZOWTIZ, MIimEr oz L,

ING A —&—

POLICY 774774+ — VK1) I —%4

HTTPFILTER URL 74 V% =774 ), PrikTidtxte 1207 7 A4 T 74— VKR T —IZEMTES
TANEY =T 7ANVIE5EDFET,

DIRECTION URL 74 V% =% %5 bT77 4 v 27O E, ADD FIREWALL POLICY PROXY
~ Y FODIRECTION /87 A =% — LRI LM E 2ET S 2 Lo HIROUT DAY K-+, AWEHEE
b OUT (0% hAmET]),

% - TBER

TANY =T 7 A VOAFZZHE L7 & 21d, DELETE FIREWALL POLICY HTTPFILTER 2~ > FCT#
BYANT7ANE Vo2 AR L7, KI~ Y FTROTGEMT 2LENH L, VA NT 74V %%k
T 57217 Tld, HTTP 72 ¥ ¥ — OB EIC KBS L o TR,

BEIYR

ADD FIREWALL POLICY PROXY (67 _—7%)

CREATE FIREWALL POLICY (76 _— <)

DELETE FIREWALL POLICY HTTPFILTER (80 ~<— <)
DELETE FIREWALL POLICY PROXY (84 ~<—2)
DISABLE FIREWALL POLICY HTTPCOOKIES (94 ~<—3)
ENABLE FIREWALL POLICY HTTPCOOKIES (102 ~<— )
SHOW FIREWALL POLICY (120 ~<—%)
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ADD FIREWALL POLICY INTERFACE

ADD FIREWALL POLICY INTERFACE

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

ADD FIREWALL POLICY=policy INTERFACE=interface TYPE={PUBLIC|PRIVATE}
[METHOD={DYNAMIC|PASSALL}]

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT vy —2a7 = MHATiE)
interface: IP 1 » % —7 = — A% (ethO. ppp0 % &)

TT7AT I+ = IVR) =2 V¥ =T 2= A%BIMNT 5,

T7AT T A= IVRY T —DHERET 4 720 121E, PRIVATE (NEB) & PUBLIC (W) oA v 5 —7 2 — A
MBENETNIRAK—D T DL YL,

HHEA VI =T 2= ABEHBDOR) Y —TPRIVATE A V¥ — 7 2 — AIZHETAHZ LI TERVD, AL
A5 =7 2—A%BEHDOFE) Y —TPUBLICA ¥ ¥ — 72— AL LTHRETAHIELIITE S, [A—KY
¥ —WIZPRIVATE £ ¥ — 7 = — ADPKEEAAET 5 ¥4, PRIVATE 1 » ¥ — 7 = — AR O@E 13 HIPR &
ARV

ING A —&—

POLICY 774774+ —)VK) =%

INTERFACE IP A v % =7 z2—A%o ¥A4F3Iv 245 —=T7 =Rk, [DYN-] +514F3Iv 271>
Yy—Tx2—A7 7T L= bATRET %S (] : DYN-pon)

TYPE 1 v % —7 x— A}, PUBLIC (4}&8) & PRIVATE (N#f) 2%, 77477+ — VOIER
=)L Tlix, PRIVATE %% PUBLIC ~®/%% v b Z3XCTi@7 2%, PUBLIC %% PRIVATE ~®
Ny METRTERT 5, Z0O3A)L—)VE D &2, ADD FIREWALL POLICY RULE 27 > K
THEO V=)V GE#, EWEE) 28BN, 77477+ = VOBEE N AY <A X5 ENT
&b,

METHOD PUBLIC { » % —7 = —ZAD#ExE T 50 DYNAMIC (77 4V }) TlE, ¥4+ 3 v 78
Ty 8T ANy ) &)  PRIVATE 2 5 BlG S L7zt v & a3 YIZfRY) PUBLIC il 5 PRIVATE
2287y b EERES B, PASSALL 2R L72EE. 77477+ —VIZXB 7405 ¥ 73T
bie\vig AF 74 v 7 NAT 29 4. 70— fllf v % —7 = — A% METHOD=PASSALL
ICBRETHIET, HFUNL—VORELZELIENTE L,

1

W7 71774 —)VE) T —[net] DAEM (PRIVATE) 1 > % —7 = — A & LT eth0 %, #1&0 (PUBLIC)
A% —=7x2—2&LTppp0 ZBINT %,
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ADD FIREWALL POLICY=net INT=ethO0 TYPE=PRIVATE
ADD FIREWALL POLICY=net INT=ppp0O TYPE=PUBLIC

BEIYR

CREATE FIREWALL POLICY (76 _— 7<)

CREATE FIREWALL POLICY DYNAMIC (77 ~<—2)
DELETE FIREWALL POLICY INTERFACE (81 <*—7%)
SHOW FIREWALL POLICY (120 ~<—%)

ADD FIREWALL POLICY INTERFACE
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ADD FIREWALL POLICY LIST

ADD FIREWALL POLICY LIST

AFIV—1 77479+ —=N /T I7EA) AL

ADD FIREWALL POLICY=policy LIST=list-name FILE=filename TYPE={IP|
ADDRESS}

policy: 77 A7 7+ —IVE) ¥ —% (1~15 T, EHTFLT ¥ ¥ — A3 7 2 fHHATHE)
list-name: 77 2 A1) A b4 (1~15 05 7L T v ¥ —Aa7 2 MHTHE)
filename: 7 7 4 V% (JEERT-1d.txt)

ER

T7AT T+ = NVR) T —=IZT7 7 A) AL (IPEIEMACT FLAO—ENRREN/ 2T FA N7 7 4
V) BB D,

BEk L7277+ A1) X M, ADD FIREWALL POLICY RULE 2~ > KTV —VZEBIMT 5 & EIEHT
EbL, T7RAVAMNEI—AT—LI=FOTFFA L7714,

ING A —&—

POLICY 774774+ =K —%

LIST 77+t Z) A My ORI, MO~y FTT27EAY A N5IBET 2 & XIMHT 2,

FILE 727+t2UAMDT 74 V%, JEFILixto

TYPE 77t AV A OMEY/RY, IPIZIP7 KL AY A+, ADDRESS i3 MAC 7 KL AV A k%
NI

i
W)Y — Thql 2P 7 FL XY A+ [floorl] Z%§k§ 5. ) A 77 4)id [floorlac.txt]o

ADD FIREWALL POLICY=hg LIST=floorl TYPE=IP FILE=floorlac.txt

WP 7 FLAYRANDOHF T

172.16.10.3 # B—FKIX D IPT7 KL X

172.30.64.5 www.joge.xxx # IP7 KL X, ZH (2T7F/~EANR—-X) KX pZ

172.16.12.0 - 172.16.12.255 foo.bar.xxx network # IP7RL X - IP7 KL X
2y hT=0% (T2 32)

BEMAC 7 LAY X MDH T I)v
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ADD FIREWALL POLICY LIST

00-00-f4-42-01-6b # BE—KX MOMACT KL X
00-50-56-d9-23-68 vm.birds.net # B—KIX R DOMACT KL X, A, KX g

BEIYR

CREATE FIREWALL POLICY (76 _— 7<)
DELETE FIREWALL POLICY LIST (82 ~<—7%)
SHOW FIREWALL POLICY (120 ~<—7%)
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ADD FIREWALL POLICY NAT

ADD FIREWALL POLICY NAT

AFIV—=1 7747 9=/ T7A4T7 7+ =) NAT

ADD FIREWALL POLICY=policy NAT:{ENH.ANCED|STANDARD} INTERFACE=interface
GBLINTERFACE=interface [IP=ipadd] [GBLIP=ipadd[-ipadd]]

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT vy —2a7 = MHATiE)
interface: IP 1 » % —7 = — A% (ethO. ppp0 % &)
ipadd: IP 7 N L A

ER

T7AT I+ =R =12 V=T 2= AXN=AD NAT V=V ZBINT 5,

REGHO NAT BEEIZIE, IPEYV 2 — VDO IPNAT &, 77 A7 74— VEV 2= VNED 7 747
7+ =)V NAT ’H 505, WMHEFEEHTE 2w, 77477+ = VefHTLLEE 774774+ —
NAT %, Z9 Thwk &3 IP NAT #149 ,

F72. 77AT7 7=V NATICIX, £ V9 =T 2 — AHBNTHRETHLI VI —Tz—ANAT &, 7K L
AW TIRET ANV — NV NAT 255 5, V—IV NAT D139 D52 i@ DI RE 7205, B OB TIEA ~
¥ —7 2 —ANAT THe LIFEBLHEE LIzwEEDINIA v 7 — 72— ANAT 2 BHIOT 5, %
7o, WHIPEHUREZD, REORBELAEL 250 TELLN—HZFIZLZE)NEE L, 15—
7z —ANAT 3K 27> KT, —) NAT iZ ADD FIREWALL POLICY RULE 2~V >~ FC&HET %,
A% —7x2—ANAT OFETIE, HIZ220D4 % —7x—A (INT, GBLINT) #{ET2LELND
Bo Ty MBINSE 20D ¥ — 72— AW TEEINTLEIIR - TT FLAZBEP TS, v
VDA ¥ —7 2 —ANAT OAFOHKTHH Y, BELKA VI TLdH 5,

A5 —7x2—ANAT OFZBIZLERINT A= —ENAT OFFIZ L > TERE L,

A% 74 v 27 NAT (IP 7 FL A% 141 CHEHEMIZER) OB41E. NAT=STANDARD % 85 L .
IP (77 4~x—}FIP), INTERFACE (77 4 X— Millf ¥ % —7 x—2Z), GBLIP (71— IP),
GBLINTERFACE (ZFa— NVl f » 4% =7 = —R) &2EET 5,

¥ A4F3I v NAT (IP 7 FL 2% x4 TEIRICAE) 04613, NAT=STANDARD % 8% L .
INTERFACE (75 4 X— Mil{f >4 —7 = —Z), GBLINTERFACE (71— SVl > % —7 = —X),
GBLIP (71—, IP O#iH, xxx.a-xxxb) Z#ET 5, ZDWG, INTERFACEHOT 7 4 X— |7
FL 2%, GBLIP T L 7-# I T2\ T WA T — NV T FLAICERS S, 72721, {1 NAT (21
RCAY y 3wz, HE Dbz,

- A%54v 27 ENAT (IP7 FLA, Zu bhal (, K= b) % 1x1 CEREMICER) 3, Ra<r T
74+ 3 v 7 ENAT Of%E% L72 ¢, ADDFIREWALL POLICY RULE 2~ > FCi#%ET %,

A4 F Iy Z7ENAT IP7 FL A, 7o bran (, K—=1F) 2404 THNICEER) O,
NAT=ENHANCED #% #§% L. INTERFACE (77 1 X— Milf » ¥ —7 = — Z), GBLINTERFACE
(ZFa— Wl 4 % —7x—R), GBLIP (Fu— ")V IP, 7 av) 28T 5, SN, B2
A= MEIY B TIZL Y, GBLINTERFACE (2] ) B THN/z1 2D 70 —/"\VT FL A, 7213, GBLIP
TIELZT FL A%, INTERFACEHIO 75 A RXR— 7 FLAZFDOHRA MITHAET 5,

B, Ka~vr FTIRETHAM % —7x—A (INTERFACE, GBLINTERFACE) &, & 57L& ADD
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ADD FIREWALL POLICY NAT

FIREWALL POLICY INTERFACE 2~ > FTHY ¥ — 12BN TBLLELR D 5,
ING A —&—

POLICY 7747w+ —IVE) =%

NAT NAT Off%i, STANDARD IZIP 7 FL ZDADZEHZITHI DT, FIA4X—F1&f7ra—n)
1DA% T4 v 27 NAT, 7213, BT IAX= MBI —n"Vvo 7 (453 v 7 NAT 249 3
FIZH8ET S ENHANCED I3 IP 7 L A & R— bEFSOEMEEIT) ¥4+ 3 v 7 ENAT i #;
IZHRET %o

INTERFACE 794 X— IIPA Y ¥ =T x—RAR, 2DA ¥ =72 —ATZELIP 87 v biE,
GBLINTERFACE THE &N/ v ¥ — 7 2 — AR SN2 L &7 FL ABBRON R E %5,

GBLINTERFACE 27O — \VHIIP A > ¥ —Tx2—R, TDA ¥ —T72—ATZELLIP N7 v b,
INTERFACE TI8E &EN2A ¥ ¥ — 72— ATPEENBHNICT FLAZEHE NS,

IP A%714v27 (Ix1) NATHO 7 I 4 X—=MIIP 7 FL A%5ET 5. NAT=STANDARD D}
HEDHER) . NAT=STANDARD Tb . GBLIP 2B D IP 7 FL AZEE LG (54 F3Iv 7
NAT D¥;4) (3R,

GBLIP 2% 71 v 27 NATHOZa— "Ll IP 7 KL A (NAT=STANDARD T IP /85 * — % —
W17 FLAZELLEE). ¥4+ 32 NATHOZ7a— NV IP 7 FL Z20#H
(NAT=STANDARD), 3 X0, ¥4+ 3 v 27 ENATHOZ7O—NVIP 7 FLA%$RET 5,

1

WethO WO 77 A X=+7 FL A% ppp0 ICH ) BTHNL7O—NVT FLAIZERT LA F Iy
ENAT Z#% &S %o

ADD FIREWALL POLICY=net NAT=ENHANCED INT=ethO GBLINT=pppO

WPPP 1 > % — 7 = — A% Unnumbered D413, GBLIP /85 A —% — %80 L T, ISP 2 5# ) HTS
NTWEZa—NVIPT7 FLAD 1 2%I8ET 5,

ADD FIREWALL POLICY=net NAT=ENHANCED INT=ethO GBLINT=pppO
GBLIP=200.100.10.1

WY 153y 7 ENATIZA% 7 1 v 27 ENAT O%E 2Nz 726, ppp0 (2EI ) B THI727 FLAD TCP
R—=FBOFEILCTHNINT v b, 7T 4= Ml A 192.168.10.5 DA — F 80 FIZEi%ET %,

ADD FIREWALL POLICY=net NAT=ENHANCED INT=ethO GBLINT=pppO
ADD FIRE POLI=net RU=1 AC=ALLOW INT=pppO0 PROT=TCP GBLIP=0.0.0.0
GBLPORT=80 IP=192.168.10.5 PORT=80

M192.168.10.5 &£ 200.100.10.5 M HZH T 2 A ¥ 7 1 v 7 NAT Ok ppp0 34MI A4 > ¥ —7 2 — A
DT, @HEIZIPUBLIC ISERESINTW AT, TOGEEIE, ABIO X ) IRV -V EHRELZWVE
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ADD FIREWALL POLICY NAT

P HBELZHIBTELRVOTEENLE (HE VI, A7V —T7x2—A%FK) v —12BINT5 L &2
METHOD=PASSALL %#4§5% L T &), F7:. GBLINT #° Ethernet ®¥;413 ARP %)V — 7 1 77z
EOBEENNPLATL D20, BIZLINVTFHR=3IVFRR) V=T 4 VI —DREVDLEIZR D, T
fEFm e o 2 L,

ADD FIREWALL POLICY=net NAT=STANDARD INT=ethO IP=192.168.10.5 GBLINT=pppO
GBLIP=200.100.10.5

ADD FIREWALL POLICY=net RULE=1 ACTION=ALLOW INT=pppO PROT=ALL
IP=192.168.10.5 GBLIP=200.100.10.5

BAED LAN il kO 77 A X= 7 FL A% 11T ~11L1A3 OFRMEHT F L AT 5 4 1 F
I v 7 NAT Ok, ethl flli2BT 1.1.1.11~1.1.1.13 ~® ARP IZfRBIEE T 5720, 7u ¥ 2 — ARP
DFETEN W72 FIZTE R

ADD FIREWALL POLICY=net NAT=STANDARD INT=ethO GBLINT=ethl
GBLIP=1.1.1.11-1.1.1.13

ADD IP ROUTE=1.1.1.11 MASK=255.255.255.255 INT=ethO0 NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.12 MASK=255.255.255.255 INT=eth0 NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.13 MASK=255.255.255.255 INT=eth0 NEXT=0.0.0.0 PREF=0

% - TBER

A8 74 v 27 ENAT (K= 7+ 7—74 »7) O#%%ElL, ADDFIREWALL POLICY RULE 2<% > FC
15 (2= FlxEm),

BEIVYR

CREATE FIREWALL POLICY (76 _— <)
DELETE FIREWALL POLICY NAT (83 *—7%)
SHOW FIREWALL POLICY (120 ~<—7%)
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ADD FIREWALL POLICY PROXY

ADD FIREWALL POLICY PROXY

HFAU=— 1T T AT E =N [ T T =gy by A

ADD FIREWALL POLICY=policy PROXY=HTTP INTERFACE=interface
GBLINTERFACE=interface DIRECTION=OUT [DAYS=day-1list] [AFTER=time]
[BEFORE=time]

ADD FIREWALL POLICY=policy PROXY=SMTP INTERFACE=interface
GBLINTERFACE=interface DIRECTION={IN|OUT} [IP=ipadd] [DAYS=day-list]
[AFTER=time] [BEFORE=time]

policy: 77 A7 74— VR =% (1~150F, ¥Fe 7 vy —Aa7 =2 HAT5)

interface: IP 1 % —7 = — A% (ethO. ppp0 % &)

ipadd: IP 7 N L A

day-list: l£H') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL O#fl& &b
o BHIRERII 3 TR 2)

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

R

Tr7ATIF =R =TT ) r—2ary7udxs —OREZBINT 5,

TV r—varyuxy—id, kv FI—2K BIIPTRLR) R T AKR— Mg (f]: TCP/UDP
K= MFFR Syn/Ack 77 7) TiE%l, LY EMEOTT)r—2a vk (] : SMTP ©® MAIL FROM:
2 HTTP ® GET 7%= &) % R L CTiHlfs = #lil 4 5 #ae.

HTTP 7' % ¥ —i3, WA 54U 72 HTTP @ {5 126 LT O AR %

HTTP 70 % ¥ — 2GS L7236, Aagidmfll (LAN#) >4 —7=2—ZXTHTIP 7u® -t L
TIRDE) o ZOH4. PH (LAN ) 750 HTTP 70 %3 —ER% 20, BS DNS ##HE L T
WY AR HTTP == 127 72 AL, #ER% 2 947~ MIE%T 5, 2ok &, HTTP O@ENE%
Btd 52T, HFE URL~NDT 7 A% L7720, H—3—=7%5? Cookie ZEREZFHF L7205
EDTE b,

—7J5. SMTP 7'u ¥ o —id, #MAH 5 AN 72 SMTP @1E (WM~ SHH KA A U ~NO A — VELE) &,
P> &S AMANZ ALY 72 SMTP 5842 (FERD Sl N X A o A~D A —)VFE3E) O I L THRE S 85 2 &%
T& 5%,

FE12ODT7 7477+ —=)VRY V—I2BWTIE, A&, A& EL S —T 0 AfE T,

SMTP 71 % ¥ — T DIRECTION=OUT %85 L 74, AEdA (LANf) £ > % —7x2—2ZT
SMTP H—=N=D L) IZkA %) o ZOWa, WMl (HF AL 2) 05D SMTP 2Kz 20 fF1F, H5 DNS
IR LGl 28 SMTP H — /N =12 A =V & ingk § 5, 20L&, SMIP OiEfEAEZHREST 52 &
Z& Y PEBD AN AN DAIEAT A (spam A — )b AIEH#KEE &) BT 5 2 L 05T& 5,

SMTP 71 ¥ > — T DIRECTION=IN % 5% L 72354, ABS 340 WANMH) £ > 4% —7 2 —ZT
SMTP = /N—=D L) IZHRA ) o TOHE. FHB (B R X A >) 26 D SMTP k% 74T, TP /X7
A= —TIRESNTZHNED (RBD) SMTP = N— A= VxE%ET L, Z0OL X, SMIP OEEHNE
AT AH I LIZE D B S NEANOARIEAT S (spam A — )V, ARIEHfkZ &) 2Fhlk35 2 L0 TE 5,
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ADD FIREWALL POLICY PROXY

INGA—&—

POLICY 7747w+ —IVE) =%

PROXY T 277V r—var7u¥xs—, BEETIEHTTP & SMTP & #%K— b+ LCT\w%, HTTP
TuF L=, URL 7 A VT ) 7 yd—7 4% 1) v 7O EIRMT 5, SMTP 70 ¥ 3 —
E. VAR TZ 7 ANIHED Cspam A— VDT AV F Y ¥ 7L A= VORIEFHKE; IEFERE % S it
5,

INTERFACE 774774 —=VD7I74X=}k (NE) WP A > —7x—2A

GBLINTERFACE 77 A 774 —=NVO87 Y v (UG WIIP A > % —7 2 —2A

DIRECTION 7 7)) 7= a3y 7%y — %S 2 He IN IV S NEE~0EE, OUT & PIER
POIMBNOBE I LT TOF L — 2S5, HTTP 70 % ¥ — %l ¥ % & & 13409 OUT
EETHI L, T, SMIP 70 F v — %2 i35 L 2T INA»OUT 2482352 & ZOMHD
Fizdee Lo E 3R L8 Lo Tk,

P (SMTP 70 %3 —D&H) 774 T 74— VDT T4 X—=F (HNE) HWIZdH b SMTP % —3—0 P
T RLU A, AP AREG (FuF o —) ITHLTESNAZSMIP Y 2 a vid, TTTHRELLT
FLAZHfkE b, PROXY 785 A —% —ZSMTP %, DIRECTION /85 % — 4% — |2 IN % {87E L
72D AE R, DIRECTION=OUT O & X (3f5EAE,

DAYS MEHZIEE, 7 v ~XE) THEEE T, 70F v —RBEE LABHICOAER &2 5,
WEEKDAY (¥ [MON,TUE,WED,THU,FRL| & [, %7:, WEEKEND I [SAT,SUN] & [f]#.
BT ALL

AFTER Hi#%RE. 70 ¥ ¥ —EFAHHOIRE L 728 LI IC O A G %)

BEFORE W%l % 8%, 70 ¥ ¥ — LA HHhOIRE L 2B LA DA A%,

1

W77 1774+ — VK1) — office CSMIP 7B ¥ — (NNE) OFEEEMT 5, HFN A1 V1
example.com, WEE SMTP % —/N—dD IP 7 F L 213 192.168.1.10 £ %, SMTP 71 ¥ ¥ — %A & T
BT 2L &, B AL YHENBSMTIP == IP 7 FLAZLTHET S Lo

SET FIREWALL POLICY=office SMTPDOMAIN=example.com
ADD FIREWALL POLICY=office PROXY=SMTP GBLINTERFACE=ppp0 INTERFACE=ethO
IP=192.168.1.10 DIRECTION=IN

W7 747 7+— )K= office | SMTP 7u o — (JHa &) OExBIMNY %5, DNSH—/1"—=7 F
L 21310.1.1.1, H F A A ~id example.com &9 %, SMIP 70 ¥ ¥ — 244 & T % & &1d, DNS
= N—=T FLVALHRNAA Y HE2LTHETAHI L,

ADD IP DNS PRIMARY=10.1.1.1

SET FIREWALL POLICY=office SMTPDOMAIN=example.com

ADD FIREWALL POLICY=o0ffice PROXY=SMTP INTERFACE=ethO GBLINTERFACE=pppO
DIRECTION=OUT
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ADD FIREWALL POLICY PROXY

W77 A7 74— VAR — office IZHTTIP 70 ¥ ¥ —DFEFEMT 5, DNSH—/N—7 KL 21
10.1.1.1 £ 3%, HTTP 710 F ¥ — 1ZNE D HAMEA~D @G 123t L TOAERET % DT, DIRECTION (2%
OUT #i8ET AL, 72 DNSH—NR—7 FL AZWLTHETAHI L,

ADD IP DNS PRIMARY=10.1.1.1
ADD FIREWALL POLICY=office PROXY=HTTP INTERFACE=ethO GBLINTERFACE=pppO
DIRECTION=0OUT

% - TBER

SMTP 711 % ¥ — % DIRECTION=IN TfH$ % & X, HF A A D DNSH—/"—{Zx LT, flid Fx
AYPORARPERPA NI I AT 2T x— (MX) & LTHREEIND LR EL TBLLENFH S,
SMTP 71 & — % DIRECTION=IN TfiH] ¥ % & &iX. SET FIREWALL POLICY SMTPDOMAIN =
XYY PFNTHNAA VZEZRELTBL I L,

SMTP 71 ¥ ¥ — % DIRECTION=OUT THH$ 2 & Zid, PREIDO X =V 27 547 > ML, #EA—
VAP =N =& LTARBGONEH A > 5 =7 2= ADIP 7 FLA (7213 F AL ¥ 4) 29 LHHET 2
Z,

SMTP 71 % I — % DIRECTION=OUT THfiH]§ % & i3, ADDIPDNS 2<% > FTDNS % —/\—0D7
FLAZHELTHL T, 72, SET FIREWALL POLICY SMTPDOMAIN 2~ >~ FTH A A ¥ %%
HELTBLZ L,

HTTP 7u ¥ ¥ =232 & 23, WEMO&KHTTIP 7 747 > & (Web 77 ¥ —7% &) 123 L, [7
O& === | OREETLLEND D BARRIZIEL, fHTTP7°DﬂE“/—J & LT, ARG OPHERE A
Y —=T7x2=ADIP T FLVRA ($723FAA 2%) 2fET 5, 72, K= MFFITE80 24RET 5, %
B, REGIEHTTP DAt 7o b2y, 722 213, HTTPS (Secure, Securlty) % FTP, Gopher 7 &'|2
BHIELTW VDT, SRHEDF—ERIIHT L THF Y — & LTARBMEREL Tk 5%\,
HTTP Vv ¥ — %45 L %21, ADDIPDNS 2~ > FCDNS#—"N—D7 FLA%2&EELTHL
Z,

BEIVYR

ADD FIREWALL POLICY SPAMSOURCES (74 ~<— %)
ADDIPDNS ([TP]| ® 161 <—7)

DELETE FIREWALL POLICY PROXY (84 ~<—3)
DELETE FIREWALL POLICY SPAMSOURCES (86 ~<— )
DISABLE FIREWALL POLICY SMTPRELAY (96 ~<—%)
ENABLE FIREWALL POLICY SMTPRELAY (104 ~<— %)
SET FIREWALL POLICY SMTPDOMAIN (112 ~<— )
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ADD FIREWALL POLICY RULE

ADD FIREWALL POLICY RULE
HFIV—1 774704+ —V /) TA4NT—)b—)

ADD FIREWALL POLICY=policy RULE=rule-id ACTION={ALLOW|DENY|NAT|NONAT}
INTERFACE=interface PROTOCOL={protocol|ALL|GRE|OSPF|SA|TCP|UDP}
[IP=ipadd[-ipadd]] [PORT={ALL|port [-port]|port-name}] [GBLIP=ipadd]
[GBLPORT={ALL|port [-port] |port-name}] [REMOTEIP=ipadd [-ipadd]]
[SOURCEPORT={ALL|port [-port] |port-name}] [GBLREMOTEIP=ipadd [-ipadd]]
[LIST={1ist-name|RADIUS}] [NATTYPE={DOUBLE|ENHANCED|REVERSE|STANDARD}]
[NATMASK=ipadd] [ENCAPSULATION={NONE|IPSEC}] [AFTER=time] [BEFORE=time]
[DAYS=day-1ist] [TTL=hour:minute]

policy: 77 A7 7+ —VE) =% (1~15F. EFL7 ¥ —2a7 2 MHTHE)
rule-id: V—VES (1~299)

interface: IP 1 » % —7 = — A% (ethO. ppp0 % &)

protocol: IP 7’1 b 2 )L &7 (0~255)

ipadd: IP 7 FL A /234 v Fv A

port: TCP/UDP K — M7 (0~65535)

port-name: % — ¥ A%,

list-name: 77 £ AV A M4 (1~15 Fe HHTET ¥ ¥ — A3 7 2 EHTHE)
time: B%] (hhomm O, hh 138 (0~23). mm 135 (0~59))

day-list: iEH ') A b (MON, TUE., WED, THU, FRI, SAT. SUN., WEEKDAY., WEEKEND, ALL ®#l& &b
&, WHIRERE Y V< TR )

hour: W[

minute: W5l (43)

FER

TFAT T+ —ER) = IHE L=V BN 5,

IR - B IP 7 FL AR KR — M, 71 b2, EHSLRHIEEIZS £O &, PRIVATE - PUBLIC 1 >~ ¥ —
72— AMO LT 74 v ZHIE GFA - 54 - NAT#H) 25158 V— VIIFZDOHEWVIHICHRER S, &Y
Wy F L0 E N5,

T7A4T7 4= VONATHEED ) B, V—IV NAT OFEFIATIY Y RTHFH) T L TE L, V—)V NAT
LA 5 =72 —ANAT 2 L T AEA1E, v—)v NAT 2MELRICEA SN b, 72720, RilLAs
WL RADT, MEIEELLL—F2TEMEIITINL V. T2, V= NAT IZREPEME L DT, — K
B HETIEA % — 72— ANAT 29 2 & 2 BEho T 5,

B, 4% —7x—ZNAT (ADD FIREWALL POLICY NAT 2~ > K) T% 1 J 3 v 7 ENAT O#%E
LTV EAEE, Kax Y FTAY 74 v 27 ENAT (GR—b/70 s a)Vinik) OREZEBNT S LD
T&h, /2, A9 —=72—ANAT TA% 7 1 v 27 NAT (—xf—NAT) OfFEx LTWAHE1E, K
AYYRTAY T4 v 7 NATHRT FL ARSIy bE@lEsEs L )#HE LR TE AR bR,

ING A —&—
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ADD FIREWALL POLICY RULE

POLICY 774774+ —)VK)I—%

RULE ) — V&5

ACTION 773, ALLOW (ifi#s), DENY (%) . NONAT (NAT % 72*J7%&\v), NAT (b—)b
NAT #Z3#H) 75N %5, NAT 245 L 728613, NATTYPE /87 2 — % —T NAT Oz
f8E 3 %, V—IV NAT &, ADD FIREWALL POLICY NAT 2~ > FCi&E LA ¥ ¥ —T7 = — A
NAT & 0 & BMICET S5, NONAT, NAT #15E L7254, MO 20RT/N87r v b @l
AT LI LR BDTEE,

INTERFACE NV—V%HTAIPA v —T 2 =A% 77 AT 74 =R T —DOEHNSRTHRWA
VH =T z—A (R)TV—=I1ZBIMENTVWEWnL D) IEETE LV, AT XA—=F—|2 ([ F—
72— ANAT D) A% 54 v 27 NAT D7 d— Ul f >~ % —7 =— A (GBLINTERFACE) #%i§
& L72Had, GBLIP /¥F 4 — 4 —Dfg5%E b I

PROTOCOL IP 7H kI, EFFADTH b I N7 E + 2 VF5THRE. TCP, UDP % 5% L 7-
& &1k, PORT /85 4 — % — b 4L7H

IP ©—#MVMAIIP7 FL A, PUBLICA ¥ % —7 2 —ADL— IV TIEKET FL A, PRIVATE 1 >~ ¥ —
T —ADN—VTIIEHRT FVAZIRET 5, N 7 v XY ) THIPATEE b 7THE, PUBLIC 1 ~
F—=T 2= ANV =V ERETLIGAE, A4 5 =T 2= ANBNAT D7 0=\l f v 5 —7 x—
ATHA% S, GBLIP /87 A =% —TrZa =NV HT FLAZIREL, IPXFTA—=F =TT
AN— MUFET7 NLAZIRET 5,

PORT #piR— FHESE72IIH—E 2%, N 7 VX)) THIPIGED T g, PUBLIC 4 % — 7 = — A
V=V ET %A, WA Y5 —T2—ABNATO 70—Vl V5 =T 2 —ATHbED,
GBLPORT /85 2 — % — T/ u— "V HlO#E s AR — M5 EEEL, PORT 8T A =% =TT 714
N— MUDOHER— NESEIRET %,

GBLIP NAT o 70— Vil 57 K L A, INTERFACE /85 A —4 —|Z PUBLIC £ » ¥ — 7 = —
AxfgE L, 222, PUBLICA % =7 2 — AP NAT O 70—Vl A V& —T7 2 — A Th DY
DHENo 7T A RN—MIKET FLAEIP 8T X — & —TIRET S,

GBLPORT NAT R0 710 — OVl R — b5 £ 72139 — E 24, INTERFACE /89 X — % —(C
PUBLIC f ¥ —7 = — A %f{E L. 222, PUBLIC 4 ¥ —7 = — ZA2NAT ® 7 1 — )Ll 1
VY =T 1= ATHIGEDRER. 7T A N— Ml AR — FFE 513 PORT /87 2 — % —TI{%E
T5,

REMOTEIP VE— MAIIP 7 FL A, PUBLIC A > % —7 = —ZAD)L— L TIZMEAE T L A, PRIVATE
A0 =T 2= ADNV—=VTIEHET FLAZRET 5, NA 7 XYY THIPIFEE D HE. Ak
FTRTOT7 FLADPKRIZR S

SOURCEPORT /friAR— b5 F721d— A%, NI 7 VXY ) THPAEE 2 1 HE. PROTOCOL |2
TCP % UDP %48%E L7256 D A AR, BRI T X TOMHEKR — PO RIZ% S

GBLREMOTEIP ) /¥—Z NAT. ¥ 7V NAT D) £— MUIIP 7 KL A, PUBLIC A ¥ —7 = —
2D NAT V=NV Tld, ZEST Y bOIBIET FLA%IRET S, PRIVATEA ¥ ¥ — 7 =2 — A D
NAT V=V Tid, NAT Z#EOREIP 7 FL AR IBET 5o A/8F A —% —1k, ACTION 75 NAT
T. NATTYPE #* REVERSE % DOUBLE @ & & 7217 £%),

LIST 774 AV X MA%EIRET 5. RADIUS Z45% L. %852, RADIUS ¥ —N—=%% g SN T 5
Yitld, RADIUS = N—2ffioT7 7 v Al 2479, 727 AV AME 120K ) ¥ —I124>
FCIREWHRE, IP 7 FL A1) A Mid, PUBLIC 2*5 PRIVATE ~® 7 0 — T3 7 FLA L LT,
PRIVATE 75 PUBLIC ~® 70— TI3#& A7 FL AL LT EN S, £/, MACT7 FL A X
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ADD FIREWALL POLICY RULE

N & Ethernet £ % — 7 = — ZZBEAHT 5NV =V TORAER T, HEMACT7 FL AL LT
RSN 5,

NATTYPE NAT ofif, DOUBLE, ENHANCED, REVERSE. STANDARD #'% %, ACTION /¥
X —%—|ZNAT #f8E L2 & EDOAER). BWEHIZ STANDARD,

NATMASK NAT D~ 227, ACTION 785 * — % —|Z NAT #4§% L. NATTYPE /§5 % — % —
DOUBLE, REVERSE, STANDARD O W N 2% 48E L7172 & & DORAER,

ENCAPSULATION IPSEC % 48% L7284, IPsec 237 v b 64 1) YV F VD IP 37 v ME) L7
HETION—VPHEHEINS, IPsec b & FNWHEED TP 7 F L AHEE S I TW R W& 7 Sl
9o W% 13 NONE,

AFTER WFHI % 8%, V— VIZFEH P OEE L2 RZILIEEIZ O BAE ),

BEFORE 4% i, )V — VLI H R oigE L 72RZI LR O HE %,

DAYS WEH #4858, 7 v ~XY) ) THEIRETHE, V—VIZIEE LZBBICOAER & 7 5, WEEKDAY
& [IMON,TUE,WED,THU,FRI]| & [i3%, %7:. WEEKEND I3 [SAT,SUN| &[5, Am&HE X ALL

TTL AV — )V oa%0E ()

H—EXH R— + &S
ECHO 7
DISCARD 9
FTP 21
TELNET 23
SMTP 25
TIME 37
DNS 53
BOOTPS 67
BOOTPC 68
TFTP 69
GOPHER 70
FINGER 79
WWW 80
HTTP 80
KERBEROS 88
RTELNET 107
POP2 109
POP3 110
SNMPTRAP 162
SNMP 161
BGP 179
RIP 520
L2TP 1701
72 | CentreCOM AR740 Ov> K7 7L > X 26 T7AT7T4—I
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ADD FIREWALL POLICY RULE

VDOLIVE 7000
REALAUDIO 7070
REALVIDEO 7070

#13: EFRFADOT — Y A% & TCP/UDP K— Mo

1
BLAN (eth0) 125 ® MS-Networks 737 v b (#fEAR— 1+ 137~139) % EK$ 5,

ADD FIREWALL POLICY=mynet RULE=1 AC=DENY INT=ethO PROT=UDP PORT=137-139
ADD FIREWALL POLICY=mynet RULE=2 AC=DENY INT=ethO PROT=TCP PORT=137-139

W7 F L Z57200.100.10.10 Db OIZER Y . ppp0 fl2 5 D/57 v b %58l S 5,

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=ppp0 PROT=ALL
IP=200.100.10.10

W57 L A7 200.100.10.5 THEAK— F 45 TCP 80 HD b DI Y . ppp0 Hl2> 5 03 v b 4 jilislh &
&5,

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=ppp0 PROT=TCP
IP=200.100.10.5 PORT=80

W77 tAY AL [myguest] IZREBENTVDEIP 7 FLADPSDH, ppp0 W25 DT 7 2 X 271§ %

ADD FIREWALL POLICY=mynet RULE=1 ACTION=ALLOW INT=pppO PROTO=ALL
LIST=myguest

BEIYR

CREATE FIREWALL POLICY (76 _— <)

CREATE FIREWALL POLICY DYNAMIC (77 ~<—2)
DELETE FIREWALL POLICY RULE (85 ~<—%)

SET FIREWALL POLICY RULE (110 ~<—%)

SHOW FIREWALL POLICY (120 ~<—%)
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ADD FIREWALL POLICY SPAMSOURCES

ADD FIREWALL POLICY SPAMSOURCES
HFdV—1 7747 r =N/ TTUr—arr—rvxoA

ADD FIREWALL POLICY=policy SPAMSOURCES=filename

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT7 vy —2a7 2 MATi)
filename: 7 7 4 V% (LK T-1d.spa)

BER

T7 AT A =AY Y —IZSMTP 7u ¥ ¥ —HD spam ) A b Z3BMT %,
INTA—Z—

POLICY 774774+ —EK) T —4

SPAMSOURCES spam ') A+ 7 7 1 )b, spam A —VOEFILER LT A—NVT FLAFZIE R AL~
#h AT BT ORI L7z T FA DT 7 AV R ldspa L35, 1207747 74— VAR
Y—IZEMTE % spam ) A P77 A )VIE5 DT,

Bl
W7 74775 —)VAR) Y — [mynet] |Zspam ) A b [list.spal ZiEHNT %

ADD FIREWALL POLICY=mynet SPAMSOURCES=spam.spa

Mspam ) X b7 7 £ L O]

# SMTP Proxy spam sources file list.spa
quickbuck@spammer.net

Spammerzone .xxx.au
wesayspam@spamcentral . Xxx

buymystuff@spaspaspam.co.jx

% - TBER

spam ) A b DN & ZH L7z & 313, DELETE FIREWALL POLICY SPAMSOURCES 2+ > KT
JARTZ 7 ANV EVSTZARIBRE L2, Rax Yy FTHO CEMT 52 LE P H L. VA N7 74V e d
57217 Tld, SMTP 71 % ¥ — D EEIC B S 2 v TR,

BEIYR

CentreCOM AR740 O~%> Ky 77 L > X 2.6 T7A4T7J+—Ib
613-000215 Rev.C



ADD FIREWALL POLICY PROXY (67 ~<— %)

DELETE FIREWALL POLICY PROXY (84 ~<—3)
DELETE FIREWALL POLICY SPAMSOURCES (86 ~<—3)
DISABLE FIREWALL (90 ~<— )

ENABLE FIREWALL (98 <*— )

SET FIREWALL POLICY SMTPDOMAIN (112 ~<— %)
SHOW FIREWALL (114 ~<—7)

ADD FIREWALL POLICY SPAMSOURCES
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CREATE FIREWALL POLICY

CREATE FIREWALL POLICY

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

CREATE FIREWALL POLICY=policy

policy: 77 A7 7+ —IVE) ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)

FEa

T7AT I+ = VOEZHETE 77 AT 74— ILE) ¥ —%2{E%T 5,
7277 L. ADD FIREWALL POLICY INTERFACE =~ > FC PUBLIC & PRIVATE D /{ > ¥ —7 = — %
FEIMTLETE. 774774 —)VE LTOEBEIZL V.

ING A —&—

POLICY 774794+ — VK1) ¥ =4

Bl
W77 A7 74— VR — [mynet] 21ET %,

CREATE FIREWALL POLICY=mynet

BEIYR

ADD FIREWALL POLICY INTERFACE (60 <—%)
ADD FIREWALL POLICY LIST (62 ~<—7%)

ADD FIREWALL POLICY NAT (64 *—%)

ADD FIREWALL POLICY RULE (70 ~<— <)
DESTROY FIREWALL POLICY (88 ~<— 7<)
DISABLE FIREWALL POLICY (92 ~<—7%)
ENABLE FIREWALL POLICY (100 ~<—7%)
SHOW FIREWALL POLICY (120 ~<—%)
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CREATE FIREWALL POLICY DYNAMIC

CREATE FIREWALL POLICY DYNAMIC

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

CREATE FIREWALL POLICY=policy DYNAMIC=template

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT7 vy —2a7 2 MATi)
template: 54 F I v 745 —T7x—AT7 7L — 14 (1~150F. ZOEGOCHEIT TV +— FCTHD)

BER

FAFIv A8 —Tx—AT T —bEEET S,

A4 FIv A8 =T 2—AT7 T L — M, == A4VIVT v THH L TE7L ZITHEIIER S
NBHPPPA VY —T2—A&T7AT 74— VKR) T —|GEMT 27200 D,

Ka<y FCHR L7275~ 7L — b2, ADD FIREWALL POLICY DYNAMIC 2 < ¥ K ChG 2 —+—
FEBMTHILICE), BELAZ—F =D ERLTCELL S IERENIS Y5 —T 2 — A%, ADD
FIREWALL POLICY INTERFACE 2=~ >~ FTiE [DYN-] +7 7L — MATH#HNTEL L4 %,

INGA—&—

POLICY 774794+ — VK1) ¥ =4
DYNAMIC 7> 7L — 4%

1

BWPPP —#F— [joge| 7"t L CE /& JIZEHMERENL PPP A 9 =T = — A%, 77477 4 —
VE) ¥ — [net] ®PRIVATE £ > ¥ — 7 = — ZIZREET Ao

CREATE FIREWALL POLICY=net DYNAMIC=pppif
ADD FIREWALL POLICY=net DYNAMIC=pppif USER=joge
ADD FIREWALL POLICY=net INTERFACE=dyn-pppif TYPE=PRIVATE

BEIYR

ADD FIREWALL POLICY DYNAMIC (57 <—7%)
DELETE FIREWALL POLICY DYNAMIC (79 <*—%)
DESTROY FIREWALL POLICY DYNAMIC (89 ~—2)
SHOW FIREWALL POLICY (120 ~<—7%)
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DELETE FIREWALL POLICY APPRULE

DELETE FIREWALL POLICY APPRULE

HFIV—1 774704+ —V /) TA4NT—)b—)

DELETE FIREWALL POLICY=policy APPRULE=app-rule-id

policy: 77 A7 74— IR ¥ =% (1~153F, EHFLT ¥ ¥ —2a7 2R ThE)
app-rule-id: 7 71) r— > 3 ¥ V=) &F5 (1~299)

BER

TT7AT T4 —=IVR) =T T ) r—2ary = VaxHlkd 5,
INGA—&—

POLICY 774794+ — VK1) ¥ =%
APPRULE 7 7V 7 — 3y Vv— Vs

BEI~Vv> K

ADD FIREWALL POLICY APPRULE (56 ~<—3)
SHOW FIREWALL POLICY (120 ~<—7%)
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DELETE FIREWALL POLICY DYNAMIC

DELETE FIREWALL POLICY DYNAMIC

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

DELETE FIREWALL POLICY=policy DYNAMIC=template {FILE:filename
USER={username|ALL|NONE}}

policy: 77 A7 74— VR ¥ =% (1~15F, ¥Fe 7 vy —Aa7 =2 HAT5)

template: ¥4 F Iy 745 =7 2—A7 7= (1~15 LF, ZHEZGUGYEIRY 7Vs +— FTHD)
filename: 7 7 4 V% (JEERT-1d.txt)

username: 1—¥—% (1~63 XLF)

ER

FAFIv oA —T2—ATF T L= oG ——%2HlB3 5,
ING A —&—

POLICY 774774+ —JVKRY) =%

DYNAMIC ¥4 F3Iv 749 —Tx2—ATTL—1 %

FILE Z—H%—1JA N7 74, FATIZ1T Z—HF =3O8k L7z b D, RT3 txto

USER L —%—%, NONE ZfiEZ L EE LA v ¥ —7 2 — A, ANY FEGEFEADTRTO

l—ﬂi‘—o

BEIVYR

ADD FIREWALL POLICY DYNAMIC (57 <—7%)
DELETE FIREWALL POLICY DYNAMIC (79 <—%)
DESTROY FIREWALL POLICY DYNAMIC (89 ~—2)
SHOW FIREWALL POLICY (120 ~<—%)
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DELETE FIREWALL POLICY HTTPFILTER

DELETE FIREWALL POLICY HTTPFILTER

HFAU=— 1T T AT E =N [ T T =gy by A

DELETE FIREWALL POLICY=policy HTTPFILTER=filename DIRECTION:{OUT}

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT7 vy —2a7 2 MATi)
filename: 7 7 4 V% (JEERT-1d.txt)

BER

T7AT I+ —=WVER) =5 HITP 70 %> =D URL 74 V¥ —7 7 A VEHIET %,
TANY =T 7 ANVIEKR) =D OHIESINLLET T, 77AVZEDLOPHIEEINEDIT TRV,

ING A —&—

POLICY 774794+ — VK1) —%

HTTPFILTER URL 7 4 V% —7 7 A )b, $LiE 113 .txt

DIRECTION URL 74 V¥ —%3#@H+5 b7 74 v 7 D&, ADD FIREWALL POLICY HTTPFIL-
TER 2~ FO DIRECTION /87 X — % — L[ LI & 2 f5E 5 %o BUK OUT O AH K — ko B0
i 12 DIRECTION /37 * — ¥ — 20 L 72366 OUT Z48E ¥ 5.

BEIVYR

ADD FIREWALL POLICY HTTPFILTER (59 ~<—7*)

ADD FIREWALL POLICY PROXY (67 _—7<)

CREATE FIREWALL POLICY (76 _— %)

DELETE FIREWALL POLICY PROXY (84 ~<—72)
DISABLE FIREWALL POLICY HTTPCOOKIES (94 ~<—3)
ENABLE FIREWALL POLICY HTTPCOOKIES (102 ~<— )
SHOW FIREWALL POLICY (120 ~<—%)
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DELETE FIREWALL POLICY INTERFACE

DELETE FIREWALL POLICY INTERFACE

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

DELETE FIREWALL POLICY=policy INTERFACE=interface

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT7 vy —2a7 2 MATi)
interface: IP 1 » % —7 = — A% (ethO. ppp0 % &)

BER

T7AT T4+ —=NVR) =05 =T x2—=A%HIKRT5,
INGA—&—
POLICY 774774 —LVE) ¥ —%

INTERFACE IP f > % —7 x— X%

BEI~> K

ADD FIREWALL POLICY INTERFACE (60 <—%)
CREATE FIREWALL POLICY DYNAMIC (77 ~<—2)
SHOW FIREWALL POLICY (120 ~<—%)
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DELETE FIREWALL POLICY LIST

DELETE FIREWALL POLICY LIST

AFIV—1 77479+ —=N /T I7EA) AL

DELETE FIREWALL POLICY=policy LIST=1ist-name

policy: 77 AT 7+ —VR) v =% (1~15 LT &F LT v ¥ —RAa7 k)
list-name: 77 AV A M4 (1~15 LT BT L T v ¥ —Aa 7 2 fHHHE)

BER

T7AT I+ —NVR) =0T 72 A NOBGEHET 5,
INGA—&—

POLICY 774794+ — VK1) ¥ =%
LIST 77 tA) A%

BEI~Vv> K

ADD FIREWALL POLICY LIST (62 ~<—%)
SHOW FIREWALL POLICY (120 ~<—7%)
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DELETE FIREWALL POLICY NAT

DELETE FIREWALL POLICY NAT

AFIV—=1 7747 9=/ T7A4T7 7+ =) NAT

DELETE FIREWALL POLICY=policy NAT={ENHANCED|STANDARD}
INTERFACE=interface GBLINTERFACE=interface [IP=ipadd]

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT vy —2a7 = MHATiE)
interface: IP 1 » % —7 = — A% (ethO. ppp0 % &)
ipadd: IP 7 N L A

ER

T7AT 7 4=NVR) =69 —=72—ZANAT V=LV EHIKRT 5,
INTG XA —& —

POLICY 7747w+ —IVE) =%

NAT NAT Off3H, STANDARD % 7-i3 ENHANCED

INTERFACE 754 N—MIIIPA > % —7x—2A

IP R¥74v7 (141 NATRKOT I 4= MIIP 7 FLA%$EET 5. NAT=STANDARD D
HD IR

GBLINTERFACE 7O — LI IP A v % —7 x— 2

BEIYR

ADD FIREWALL POLICY NAT (64 *—%)
CREATE FIREWALL POLICY DYNAMIC (77 ~<—2)
SHOW FIREWALL POLICY (120 ~<—%)
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DELETE FIREWALL POLICY PROXY

DELETE FIREWALL POLICY PROXY

HTFIV— 1 T7AT I+ =N/ TT)r—=arr—rrxA
DELETE FIREWALL POLICY=policy PROXY=HTTP INTERFACE=interface

GBLINTERFACE=interface DIRECTION=0OUT

DELETE FIREWALL POLICY=policy PROXY=SMTP INTERFACE=interface
GBLINTERFACE=interface DIRECTION={IN|OUT} [IP=ipadd]

policy: 77 A7 74 —VR) =% (1~15 0T EBFLT vy —2a7 =2 HHATihE)
interface: IP 1 » ¥ —7 = — A% (ethO. ppp0 % &)
ipadd: IP 7 N L A

FER

T7AT T4 —=NVR) =7 T)r—ar7ax s —0OREZHIRT 5,
ING A —&—

POLICY 774774+ —JVRY =%

PROXY #EZHBIKRTA7 7)) r—2ary7ux s —ofd#E (HTTP % SMTP),

INTERFACE 77 A7 74— VDT I74X—=F (HH) MIPA ¥ —Txz—A

GBLINTERFACE 77 A7 74 —=Vox7 ) vy (458) MIP A ¥ —7 2 — R

DIRECTION 7 74— a3y 7u¥x s —aiKiEs 5 )M, ADDFIREWALL POLICY PROXY 2+
YRTTRF U -—ORELEBMLAZLELALMEZFET S & ARICE D, HTTP 7u ¥ —
DL OUT, SMTP 7 % ¥ — D313 IN 2 OUT & %42 5,

IP (SMTP 70 ¥ > —DHR) 77 AT T+ —=NDT T4 X=}F (NER) AWIZHbH SMTP H—/N—0 IP
7 RV A, HgH,

i
W7 714774 —)VRY) T— office » 5AME SMTP 70 F ¥ — DR EXHIRT 4,

DELETE FIREWALL POLICY=office PROXY=SMTP INTERFACE=ethO GBLINTERFACE=ppp0
DIRECTION=IN

BEIYR

ADD FIREWALL POLICY PROXY (67 _—<)
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DELETE FIREWALL POLICY RULE

DELETE FIREWALL POLICY RULE

HFIV—1 774704+ —V /) TA4NT—)b—)

DELETE FIREWALL POLICY=policy RULE=rule-id

policy: 77 AT 7+ —VR) v =% (1~15 LT &F LT v ¥ —RAa7 k)
rule-id: W — VF5 (1~299)

BER

T AT+ =R =S MEAL—VEEIRT 5,
INGA—&—

POLICY 774794+ — VK1) ¥ =%
RULE V— V%5

BEI~Vv> K

ADD FIREWALL POLICY RULE (70 _— %)
SET FIREWALL POLICY RULE (110 ~<—%)
SHOW FIREWALL POLICY (120 ~<—%)
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DELETE FIREWALL POLICY SPAMSOURCES

DELETE FIREWALL POLICY SPAMSOURCES

HTFIV— 1 T7AT I+ =N/ TT)r—=arr—rrxA
DELETE FIREWALL POLICY=policy SPAMSOURCES=filename

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT7 vy —2a7 2 MATi)
filename: 7 7 4 V% (LK T-1d.spa)

BER

T7 AT A = VKR =05 SMIP 77U ¥ —HO spam U A b & HIET %,
spam U A MIARY) V=D OHIBREINL7ZITT, 77 ANVZDLDPHIEREN DL DIFTIEZR W,

ING A —&—

POLICY 774774 —)VK) =%
SPAMSOURCES spam ') A } 7 7 1 v, $L5k§-1d.spa

% - TBER

spam VA M7 7 A VONFEEH Lz Zd, KA~y FTHELV) AP T 74 Ve volz AHIBRL 72,
ADD FIREWALL POLICY SPAMSOURCES 2~ » F T TEMT 2LENH L, VA N7 74 )V Z i
£ 27217 Tl SMTP 7B ¥ ¥ — OFEIC KL S 2\ O TR,

BEIYR

ADD FIREWALL POLICY PROXY (67 _—<)

ADD FIREWALL POLICY SPAMSOURCES (74 <*—7%)
DELETE FIREWALL POLICY PROXY (84 ~<—2)
DISABLE FIREWALL (90 ~<—3)

ENABLE FIREWALL (98 *—7%)

SHOW FIREWALL (114 ~<—7)
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DELETE FIREWALL SESSION

DELETE FIREWALL SESSION

HTFI)—i T7AT7 94—V /) T7AT7 75—ty g

DELETE FIREWALL SESSION={session-id|ALL}

session-id: £ v > 2 > ID

FEa

T7ATI+—VEN LT TONTWAEEY Yy Y3 v Emblik T4 5,

ING A —&—

SESSION +t v ¥ 3 ID, SHOW FIREWALL SESSION 2~ » F TR TE 5, ALL 247 L7256

iF. TRTOEy v arz2lhTEe5,

BEI~v> K

SHOW FIREWALL SESSION (130 ~<—3)
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DESTROY FIREWALL POLICY

DESTROY FIREWALL POLICY

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

DESTROY FIREWALL POLICY=policy

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT7 vy —2a7 2 MATi)

FEa

TrAT T+ —=IVR) —FHIBRT 5,
ING A —&—

POLICY 774794+ — VK1) —%

BEI~Vv> K

CREATE FIREWALL POLICY (76 _— %)
DISABLE FIREWALL POLICY (92 ~<—7%)
ENABLE FIREWALL POLICY (100 ~<—%)
SHOW FIREWALL POLICY (120 ~<—7%)
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DESTROY FIREWALL POLICY DYNAMIC

DESTROY FIREWALL POLICY DYNAMIC

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

DESTROY FIREWALL POLICY=policy DYNAMIC=template

policy: 77 A7 74— IR ¥ =% (1~153F, EHFLT ¥ ¥ —2a7 2R ThE)
template: ¥4 F I v 7428 —7x2—ZA7 7L — M (1~15 LF. ZHZZCHEIY TV +— FTHE)

BER

A FIv A0 —T2—AF 7L — b %BIET 5,
INT A —Z—

POLICY 774794+ — VK1) ¥ =%
DYNAMIC ¥4 F3Iv 7408 —Tx2—AT7 T L—1%

BEI~> K

ADD FIREWALL POLICY DYNAMIC (57 <—7%)
CREATE FIREWALL POLICY DYNAMIC (77 ~<—2)
DELETE FIREWALL POLICY DYNAMIC (79 <*—%)
SHOW FIREWALL POLICY (120 ~<—%)
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DISABLE FIREWALL

DISABLE FIREWALL

AFIdV—1 7747 74—/ —fka~x s R

DISABLE FIREWALL

FEa

T7AT T = VIKEER RS 5, 77 4V MIER),

BEI~v> K

DISABLE FIREWALL NOTIFY (91 _—%)
DISABLE FIREWALL POLICY (92 <—7%)

ENABLE FIREWALL (98 *—7%)

ENABLE FIREWALL NOTIFY (99 <—7%)

ENABLE FIREWALL POLICY (100 ~<—%)
SHOW FIREWALL (114 ~<—7)
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DISABLE FIREWALL NOTIFY

DISABLE FIREWALL NOTIFY

HFTIV—:1 77 AT T — ) ANV FNER

DISABLE FIREWALL NOTIFY={ALL|MAIL|MANAGER|PORT|SNMP}

FEa

BELWEND T 7 AT+ — ANy @Az ERT 5,

INGA—&—

NOTIFY #HGEZIRE. ALL ZiFE T AL, ANV MEMDPATON R R b,

BEI~> K

DISABLE FIREWALL (90 ~<— )
DISABLE FIREWALL POLICY (92 <—7%)
ENABLE FIREWALL (98 *—7%)

ENABLE FIREWALL NOTIFY (99 <—7%)
ENABLE FIREWALL POLICY (100 ~<—%)
SHOW FIREWALL (114 ~<—7)
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92

DISABLE FIREWALL POLICY

DISABLE FIREWALL POLICY

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

DISABLE FIREWALL POLICY=policy [ACCOUNTING] [DEBUG={ALL|HTTP|PACKET|PKT
PROCESS|PROXY|SMTP}] [FRAGMENT={UDP|ICMP}] [ICMP_FORWARDING={ALL
PARAMETER|PING|SOURCEQUENCH|TIMEEXCEEDED| TIMESTAMP|UNREACHABLE }]
[LOG={ALLOW|DENY|DENYDUMP|INAICMP|INALLOW|INAOTHER| INATCP|INAUDP
INDDICMP|INDDOTHER|INDDTCP|INDDUDP|INDDUMP|INDENY|INDICMP|INDOTHER
INDTCP|INDUDP|OUTAICMP|OUTALLOW|OUTAOTHER|OUTATCP|OUTAUDP|OUTDDICMP|
OUTDDOTHER |OUTDDTCP|OUTDDUDP|OUTDDUMP|OUTDENY| OUTDICMP|OUTDOTHER|OUTDTCP
OUTDUDP}] [OPTIONS={ALL|RECORD ROUTE|SECURITY|SOURCEROUTE|TIMESTAMP}]
[PING]

policy: 77 A7 7+ =R ¥ —% (1~15 5, EKTFLT ¥ ¥ — A3 7 2 fHHATHE)

Ea

T7AT I+ —VE) S —OR[F 7 a UEEEEE EICT 5,
F 7 a v2iE, ICMP A v b — Y OEET A, TNy e, ThH YT T 4 RS, 4 N2 b o S EERE,
IPHTYaroinwkEOEENH S,

INGA—&—

POLICY 77477 +—VE)Y—%

ACCOUNTING 7Hh oy 74 v /i EERCT 2L XI28ET 5

DEBUG 42§57 /Ny 74 73 3 v, PKT, PACKET (/3% » NEHE 56 N4 b D ¥ >~ 7FIR) .,
PROCESS (/¥4 v MiELEFE0FER) . HTTP (HTTP 7’1 ¥ ¥ — O£ /R) . SMTP (SMTP & v
Yaravy FOFER), PROXY (FoF sy —o@ifE#R). ALL (§XC) »5#ERT 5,

FRAGMENT #8727 0 a VD757 A2 MSry b2EBLEVWEIHET S, 77+ LT
L BB O IP 7= 54 X (L4987 v A X) AS1780 N4 MMz 287 v MET7 74T
Vo = )VCHESI NS,

ICMP_FORWARDING #2% L& WICMP A vt —3Y % A 7HIGET S, B ¥ <X ) THEIGE T8,
ALL 248E L7235 A1E, $XRTOICMP A vt — Y %%k L% b (F740V Mo

LOG T/ ~DREEHEEILTLE T 7 AT 74— VAN MEIEET 5, 7 ¥ <X ) THEHESEET R,

OPTIONS P47y ar, ELAA T ar2&GIP Xy FORMEELS 2 (IP+ 7Y 3 &
Ny NEWETL L)L), I <RE) THEERRES T, 774V b TIRIP A 7Y 3 A
ENTy MITRTHE SRS,

PING H#%HHIIKT 5 Ping /37 v b (ICMP ECHO/ECHO REPLY) DM %142 (BT 5 &
I D)o T 74 P TIHHGHEND PING IZI0ET %,
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DISABLE FIREWALL POLICY

Bl
WPing /37 v b DX E ST 5,

DISABLE FIREWALL POLICY=mypolicy ICMP_FOWARDING=PING

% - TBER

ENAT i 12 PING % 71 £ — 7 W29 %5 &, ICMP_.FORWARDING % H&JIZ L TWTHHNEH»H D

PING D& BE%L k5,

BEIYR

DISABLE FIREWALL (90 ~—<%)
DISABLE FIREWALL NOTIFY (91 }—%)
ENABLE FIREWALL (98 ~—7%)

ENABLE FIREWALL NOTIFY (99 <—7%)
ENABLE FIREWALL POLICY (100 ~<—%)
SHOW FIREWALL (114 ~<—7)

SHOW FIREWALL POLICY (120 ~<—%)
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DISABLE FIREWALL POLICY HTTPCOOKIES

DISABLE FIREWALL POLICY HTTPCOOKIES

HFAU=— 1T T AT E =N [ T T =gy by A

DISABLE FIREWALL POLICY=policy HTTPCOOKIES

policy: 77 A7 7+ —IVE) ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)

FEa

AR HTTP H — /=225 @ Cookie B ERE T XTIHEET S L O BRET b0 774NV hTlE, URL 7 4
V¥ —77A4NVT [nocookies| Di%ER L7zt — =LAt 5 D Cookie ZRIFTRTT O F ¥ — %l
5,

Cookie i D% EIX, HTTP 7H ¥ ¥ =G M > TV A HEIZO AR E FiD,

ING A —&—

POLICY 774794+ — VK1) —4

BEIYR

ADD FIREWALL POLICY HTTPFILTER (59 ~<—7*)

ADD FIREWALL POLICY PROXY (67 _—%)

CREATE FIREWALL POLICY (76 _— <)

DELETE FIREWALL POLICY HTTPFILTER (80 ~<— <)
DELETE FIREWALL POLICY PROXY (84 ~<—2)

ENABLE FIREWALL POLICY HTTPCOOKIES (102 ~<— )
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DISABLE FIREWALL POLICY IDENTPROXY

DISABLE FIREWALL POLICY IDENTPROXY

HFIV—1 77477+ =) /ident 70 F T —

DISABLE FIREWALL POLICY=policy IDENTPROXY

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT7 vy —2a7 2 MATi)

FEa

ident 70 % ¥ — BB Z HAYICT S,

ident 7% =13, 77477+ = VERKIZ, FHBA 5D ident(RFC1413) 2RI L THUHIE
BT AiE. ERIFIL, ident #EHRE RIS LTRST #aR L, TCP I A2 v a v 2272 LIl T &5, 7
7 4V MEER,

ING A —&—
POLICY 7747w+ =LK —%

BEI~> K

ENABLE FIREWALL POLICY IDENTPROXY (103 ~*—%)
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DISABLE FIREWALL POLICY SMTPRELAY

DISABLE FIREWALL POLICY SMTPRELAY

AFIY—1 T 7 AT T x =N [ TTVr—varr— koA

DISABLE FIREWALL POLICY=policy SMTPRELAY

policy: 77 A7 74 —VR) =% (1~15 0T #BFLT7 vy —2a7 2 MATi)

FEa

SMTP 7u ¥ —##HALEIHMA -V L—24ET2, 77+ MIHES,
ING A —&—

POLICY 774794+ — VK1) —%

BEI~> K

ADD FIREWALL POLICY PROXY (67 _—%)

ADD FIREWALL POLICY SPAMSOURCES (74 <*—7%)
DELETE FIREWALL POLICY PROXY (84 ~<—72)
DELETE FIREWALL POLICY SPAMSOURCES (86 ~<—3)
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DISABLE FIREWALL POLICY TCPSETUPPROXY

DISABLE FIREWALL POLICY TCPSETUPPROXY

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

DISABLE FIREWALL POLICY=policy TCPSETUPPROXY

policy: 77 A7 7+ —IVE) ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)

FEa

BELLET7AT Y4 —VE) =23 T, PUBLIC 25 ® TCP SYN /37 » b Ikt 4 BCHIEE % M
WM 5, 7740V MIER.

TFAT T H—NVDFT 4V F&EETIE, PUBLIC - PRIVATE £ > % —7 = — Af® TCP £ v ¥ = V{37,
K2 TCP SYN 237 v s OfRBULEZAT I A5, —HO7 7 ) r—2a » I 2o ((REILE) 12&-T
FIEPELLZ DD D, FOBEIE, Ko~y FORBIBEXITh LWL I BETE D,

ING A —&—
POLICY 7747w+ =LK —%

BEI~> K

ENABLE FIREWALL POLICY TCPSETUPPROXY (105 ~<—%)
SHOW FIREWALL (114 ~<—7)
SHOW FIREWALL POLICY (120 ~<—%)
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ENABLE FIREWALL

ENABLE FIREWALL

AFIdV—1 7747 74—/ —fka~ s R

ENABLE FIREWALL

BER

TIAT Y A= VEREER AT 2o 77 4V ML),

BEI~v> K

DISABLE FIREWALL (90 ~<— %)
DISABLE FIREWALL NOTIFY (91 ~<—%)
DISABLE FIREWALL POLICY (92 ~<—%)
ENABLE FIREWALL NOTIFY (99 ~<—%)
ENABLE FIREWALL POLICY (100 ~<—%)
SHOW FIREWALL (114 ~<—7)
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ENABLE FIREWALL NOTIFY

ENABLE FIREWALL NOTIFY

HFTIV—:1 77 AT T — ) ANV FNER

ENABLE FIREWALL NOTIFY={ALL|MAIL|MANAGER|PORT|SNMP}[, ...]
[PORT=asyn-number] [TO=email-addr]

email-addr: & A — V7 FL A
asyn-number: IEFH A — +F5 (0~)

Ea

TTAT T A= VAXY FOBHGEEEHCT 5,
77 # )V F Tld Manager #RTH 74 > LTWETRTOL—HF—DiKIZA v =T 2T 5,

ING A —&—

NOTIFY AN FO@HAGEIES 50 7 ¥ < XE) ) THEEIEEH T EE. MANAGER (&, Manager f#
[RTO7 4 Y LTnbTRTOL—F—iRISEAMA v —Y %2 M NT 5, MAIL (X —Vilfl) %
ELLEGER, TONT A= —TA—=LVT FLAZRIBET S, $72. A—VEEBEOZKE DL
%, PORT (FEMEIAR— M) 2igE L% E1E, PORT /87 2 — % —CIHFEMA— + 0F 5%
BET Ho MR- MIWRERICHLZREICR > TV LLEDNDH L, SNMP % 55E L7254 13,
SNMP kJ v 7HRZ MISNMP 7 v TH%EEEN L, 77 4 FiE MANAGER,

PORT #1 4 v+t — Y OHIIIERA— b NOTIFY=PORT O & & D AH%)

TO @MXA Y=Y DX—=VERERT FL A, NOTIFY=MAIL ® & & D AHE)

BEIVYR

DISABLE FIREWALL (90 ~<— )
DISABLE FIREWALL NOTIFY (91 }—%)
DISABLE FIREWALL POLICY (92 ~<—7%)
ENABLE FIREWALL (98 <*—7%)

ENABLE FIREWALL POLICY (100 ~<—7%)
SHOW FIREWALL (114 ~<—7)
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ENABLE FIREWALL POLICY

ENABLE FIREWALL POLICY

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

ENABLE FIREWALL POLICY=policy [ACCOUNTING] [DEBUG={ALL|HTTP|PACKET|PKT
PROCESS|PROXY|SMTP}] [FRAGMENT={UDP|ICMP}] [ICMP_FORWARDING={ALL
PARAMETER|PING|SOURCEQUENCH|TIMEEXCEEDED| TIMESTAMP|UNREACHABLE }]
[LOG={ALLOW|DENY|DENYDUMP|INAICMP|INALLOW|INAOTHER| INATCP|INAUDP
INDDICMP|INDDOTHER|INDDTCP|INDDUDP|INDDUMP|INDENY|INDICMP|INDOTHER
INDTCP|INDUDP|OUTAICMP|OUTALLOW|OUTAOTHER|OUTATCP|OUTAUDP|OUTDDICMP|
OUTDDOTHER |OUTDDTCP|OUTDDUDP|OUTDDUMP|OUTDENY| OUTDICMP|OUTDOTHER|OUTDTCP
OUTDUDP}] [OPTIONS={ALL|RECORD ROUTE|SECURITY|SOURCEROUTE|TIMESTAMP}]
[PING]

policy: 77 A7 7+ =R ¥ —% (1~15 5, EKTFLT ¥ ¥ — A3 7 2 fHHATHE)

Ea

Tr7AT T+ —=IVR) —DFMF T a SRR AT S,
ICMP X vt —IDiingk, TN X FTar, 7Thy i v 7R, ANV a7, IP+ 73~
O A7 EOFREEENT X D,

INGA—&—

POLICY 7747w+ —IVE) =%

ACCOUNTING 777 v 74 v AT L L EIIRET 5. THY VT4 Y 7ERIIE IS
HhEns (27 L~uiE3 (INFO)),

DEBUG AT 571Ny 7+ 7 a v, PKT, PACKET (/3% v MHE 56 /N4 b D ¥ v FHEIR) |
PROCESS (¥4 v ML EFE0FER) . HTTP (HTTP 7’1 ¥ ¥ — O{E#£/R) . SMTP (SMTP & v
Yaraxy Fo#ER), PROXY (Fox v — oK), ALL ($XT) »5%8IRT 5,

FRAGMENT $EL7270 a7 77Xy MENTr v b2E#T5 L I)RET 5. 774 T,
FHHEREDOIP 77— A X (L4 /87 v b A X) 251780 54 b2z 587y MET 74T 7 4 —
NAQTE AW

ICMP_FORWARDING #:3% 35 ICMP X vt —3V % 4 TRIGET S, 7 ¥ <X THEEE TR,
ALL #3582 L2813, §RXTOICMP A v b=V %EER TS (EF 2 74 —WICIEBEIOTE
BV)o T AN ETIE, ICMP A v =3 SWilink L v,

LOG U Zli#T 57 74T 74— WARY bEEET Do B ¥ X)) THEEIRE T HE.

OPTIONS ZCCIEL7ZIP AT a &0y y 2 EE 2 L) #ET 2. H v ~XKU Y CHK
WEDPTH, 74V TRIPA Ty 3 &7y I3 TRTHEET S,

PING H%HHIZx$ % Ping 8% v b (ICMP ECHO/ECHO REPLY) 2% 9 % &9 #ET 5. 7
A I N
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ENABLE FIREWALL POLICY

I
BMICMP (3 Ping (Echo/EchoReply) & Unreachable ® i &%,

ENABLE FIREWALL POLICY=mypolicy ICMP_FOWARDING=PING, UNREACH

W77 A7 74—V TT7ay 7 ENNNTry bead Z Il oL )R ETH

ENABLE FIREWALL POLICY=mypollicy LOG=DENY

BEIVYR

DISABLE FIREWALL (90 ~—7%)
DISABLE FIREWALL NOTIFY (91 _—%)
DISABLE FIREWALL POLICY (92 <—7%)
ENABLE FIREWALL (98 ~—7%)
ENABLE FIREWALL NOTIFY (99 <—7%)
SHOW FIREWALL (114 ~<—7)

SHOW FIREWALL POLICY (120 ~<—%)
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ENABLE FIREWALL POLICY HTTPCOOKIES

ENABLE FIREWALL POLICY HTTPCOOKIES

HFAU=— 1T T AT E =N [ T T =gy by A

ENABLE FIREWALL POLICY=policy HTTPCOOKIES

policy: 77 A7 7+ —IVE) ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)

FEa

458 HTTP #— /3 —%5 @ Cookie ¥ EERKZ @M S5, 77+ NV TlE, URL74 VI =774V T
[nocookies| D#kE%L L7z —/3=DA 5D Cookie HERIZTRTCT7OF T —2@HT 5,
AEEIL, HTTP 70 ¥ 2 —=PEMICE > T b & ZOAER LT FFO,

ING A —&—

POLICY 774794+ — VK1) ¥ =4

BEIVYR

ADD FIREWALL POLICY HTTPFILTER (59 ~<—7*)

ADD FIREWALL POLICY PROXY (67 _— <)

CREATE FIREWALL POLICY (76 _— <)

DELETE FIREWALL POLICY HTTPFILTER (80 ~<— <)
DELETE FIREWALL POLICY PROXY (84 ~<—2)
DISABLE FIREWALL POLICY HTTPCOOKIES (94 ~<—3)
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ENABLE FIREWALL POLICY IDENTPROXY

ENABLE FIREWALL POLICY IDENTPROXY

HFIV—1 77477+ =) /ident 70 F T —

ENABLE FIREWALL POLICY=policy IDENTPROXY

policy: 77 A7 7+ —IVE) ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)

FEa

ident 70 % > —#REEL AWM %o
ident 70 F ¥ =13, 77477+ = VEMEEIZ, FHEED S NERAN O ident(RFC1413) ZRIZxE L THUBLIE
BT LHRE. L — W —% proxyuser TRET 5, 77 IV MEIAR,

ING A —&—

POLICY 774794+ — VK1) ¥ =4

% - TBER

AR 5 @ ident #4379 51213, DISABLE FIREWALL POLICY IDENTPROXY 2~ > FZ 3473 %,
D6, ident DEEHEERIZHT LT RST 2k LEE#HE 4 TS5 L1205,

BEI~> K

DISABLE FIREWALL POLICY IDENTPROXY (95 <*—%)
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ENABLE FIREWALL POLICY SMTPRELAY

ENABLE FIREWALL POLICY SMTPRELAY

HFAU=— 1T T AT E =N [ T T =gy by A

ENABLE FIREWALL POLICY=policy SMTPRELAY

policy: 77 A7 7+ —IVE) ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)

FEa

SMTP 70 ¥ —##HALIEIHMA—NVI L—2F0+5, 77+ MIHEL,
ING A —&—

POLICY 774794+ — VK1) —%

% - TBER

TNy ZHWZRE, I35 2 LB TE 2y,

BEI~> K

ADD FIREWALL POLICY PROXY (67 _—7<)

ADD FIREWALL POLICY SPAMSOURCES (74 <*—7%)
DELETE FIREWALL POLICY PROXY (84 ~<—2)
DELETE FIREWALL POLICY SPAMSOURCES (86 ~<—3)
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ENABLE FIREWALL POLICY TCPSETUPPROXY

ENABLE FIREWALL POLICY TCPSETUPPROXY

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

ENABLE FIREWALL POLICY=policy TCPSETUPPROXY

policy: 77 A7 7+ —IVE) ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)

FEa

ELET7AT 74— VE) —I2BWwT, PUBLIC fll7»5® TCP SYN /37 v MIxt¢ ACHIEE % A
WM 5, 7740V MIER.

TFAT T H—NVDFT 4V F&EETIE, PUBLIC - PRIVATE £ > % —7 = — Af® TCP £ v ¥ = V{37,
K2 TCP SYN 237 v s OfRBULEZAT I A5, —HO7 7 ) r—2a » I 2o ((REILE) 12&-T
FEDVEL B DS B, +DY41E, DISABLE FIREWALL POLICY TCPSETUPPROXY 2 > T
HWIRExfTbh WL IHETE 5,

ING A —&—
POLICY 7747w+ =LK —%

BEIVYR

DISABLE FIREWALL POLICY TCPSETUPPROXY (97 ~<—*)
SHOW FIREWALL (114 ~<—7)
SHOW FIREWALL POLICY (120 ~<—%)
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SET FIREWALL POLICY

SET FIREWALL POLICY

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

SET FIREWALL POLICY=policy [TCPTIMEOUT=minutes] [UDPTIMEOUT=minutes]
[OTHERTIMEOUT=minutes]

minutes: W[ (0~43200 57 01X 30 HOERIZH5)
policy: 77 AT+ —NVERY Y =% (1~15307, BHTELT v ¥ —Aa 7 & MHTE)

Ea

T7AT T =ty TarORFFERHFEHEZETET 5,
—EEMEEM TN o2y v a it By v arTr—T7AabHEE N5,

ING A —&—

POLICY 774794+ — VK1) —4

TCPTIMEOUT TCP v ¥ 3 » ORI (55). 77 4V M 605

UDPTIMEOUT UDP t v ¥ = ¥ OFERH (57) 77 4V M2 20 550 A3¥T X — & —DFeEld, UDP
v va vORGR. SMNE - NMEOLE L0 v A5 MEIGELZOL . HIACERZE <
SHIZ1 %7y PR SN OB I NS, TNETOM, v ¥ a3 YREFREHIL 5 0[5

OTHERTIMEOUT TCP. UDP DA D+t v ¥ a » ORFEEER (45). 77 4V Mid 20 4

BEI~> K

DELETE FIREWALL SESSION (87 ~<— )
SHOW FIREWALL POLICY (120 ~<—%)
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SET FIREWALL POLICY ATTACK

SET FIREWALL POLICY ATTACK

HFTIV—:1 77 AT T — ) ANV FNER

SET FIREWALL POLICY=policy ATTACK={DOSFLOOD|FRAGMENT HOSTSCAN|IPSPOOF|
LAND|PINGOFDEATH|PORTSCAN|SMTPRELAY|SMURF|SMURFAMP|SPAM|SYNATTACK|
TCPTINY|UDPATTACK} [INTRIGGER=count] [OUTTRIGGER=count] [DETAIL=count]
[TIME=minutes]

policy: 77 AT+ —NVERY =% (1~1537F, BHTELT v —Aa 7 & MHTE)
count: % (0~4294967295)
minutes: W (1~4294967295 47)

FER

YRR D L S WEE RET S,

WIEANY SOBENLEWEZ B E1E, @A XY MeREL, $27 74794V )T —%
T 5o

LEaWEDRGEIR, HEZFHT 2700 08EHH (7)) & HIRNOA XY MIERET A LI T
79 L &WwEld, PUBLIC fll7» 5 OB 5 b 0 &, PRIVATE fll2 5 OB IS5 5 b 0 & {1
A E 1 e

T7ATYr =i, EERI LIS XY P OREEEE T v 7 L, BEATL S WEER LS L8
HA N2 b [start of attack ] (WEBME) #FESE L, T, WREAKBO 7 7 AT+ =L M) F—%ie
B2,

BEBIGRTA D A XY P OBHEA L & WEE LB T TW A %A, FHERIM & 1@ A x> b Tattack
in progress | (BHEHEATH) ZFAESE L,

ZFOH, HEMEHNO A XY ML EWEE T - 2841k, @A N> b [end of attack ] (BB T)
EEESE, FLBMBRTOT7 74T 4=V M) T —%EHT 5,

INGA—&—

POLICY 774774+ —VEK) T —%4

ATTACK XHBEOMME, jlEkz 2

INTRIGGER PUBLIC il 2> 5 DK 3 5 L & W lH, TIME /87 * — % — TgE L 72 A1C IN-
TRIGGER fil % i 2 5 PUBLIC 7> & O & A N2 b ASFlsk SN 726, @AM N P A5EE) &
Nb,

OUTTRIGGER PRIVATE il & QR E 26§ 5 L & Wi, TIME /87 X — % — THg L7z I
OUTTRIGGER 1l % # 2 5 PRIVATE fll 7> 5 OB B A X2 hSFLgk S N6, @EA X S A5EH)
SNb,

DETAIL @A N2 PREARFICRFEL TBL T v PO, RIEES N8 v P OHRE L SHOW
FIREWALL EVENT 2~ > FCTH A Z L5 T& %,

TIME XA XY M OBEZFET 5720 0MMEHH (5)
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SET FIREWALL POLICY ATTACK

DOSFLOOD F—v2WiE (DOS) W, AELRNT T4 v 7&K DTS

FRAGMENT TITA IR, BERGET I A PR TELRWT T T AL M k) D
\J %

HOSTSCAN FAMAF Y Vo WAy N7 =27 THREFOKRA 25

IPSPOOF IPAT =747 i IP 7 FLAZFERT S

LAND LAND W%, fHm eI/ 7 FLAZig L7z IP 237 v 2L % DOS %
B, SATLONT W) D

PINGOFDEATH FET A ZXDOPING X7 v bEE)DIF LI LIV VAT LRI Ty v adH
bo YATLADNTEN) D

PORTSCAN R—=FAFx 2, KA ETHEHOF - XA 2HM<5

SMTPRELAY A=) L= BRDOBEVE AL YDA =A== ZJ] KA A Z5ETH X — )b
AHfksE L) LT B

SMURF Smurf K%, BT NV AL (BEHOT7 FLAL#HET S) L7z Ping /37 v
FEHHEY A POT ALY T FT U= FE Yy XA PT FLAIZED Bk A b
POHEHY A MIKEDOY 774 2% )2 SHE 5

SMURFAMP Smurf Amp %#, TCP Syn |2 & % Smurf (%

SPAM spam 4 —vo AER A=)V 2k DTS

SYNATTACK Syn 77 v Fo MmiIP 7 F L A% FFFR L 72 TCP Syn 787 v b & Wik ) o
. BT AT LADOTCP 247 v a vFa—%figsEs

TCPTINY Tiny Fragment (%, /h% 77 7 A b2 HWCTCP 77 7% 2fMHD 7 7
TAYTMIAN, Syn X7 v bOTA NI ) 7L YRTE) ET S

UDPATTACK UDPIZLBKR—bPAF¥ »

F 14 W5

ATTACK INTRIGGER OUTTRIGGER TIME  DETAIL I X2 bR

DOSFLOOD 80 160 2 5 DOSATTACK

FRAGMENT 1 1 2 0 FRAGMENT

HOSTSCAN 64 128 2 5 HOSTSCAN

IPSPOOF 1 1 2 0 DOSATTACK

LAND 1 1 2 0 DOSATTACK

OTHER 64 128 2 5 DOSATTACK

PINGOFDEATH 1 1 2 0 DOSATTACK

PORTSCAN 64 128 2 5 PORTSCAN

SMTPRELAY 1 1 2 5 SMTPATTACK

SMURF 1 1 2 0 SMURFATTACK

SMURFAMP 1 1 2 5 SMTPATTACK

SPAM 1 1 2 5 SMTPATTACK

SYNATTACK 32 128 2 5 SYNATTACK

TCPTINY 1 1 2 0 TCPATTACK
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SET FIREWALL POLICY ATTACK

UDPATTACK 32 128 2 5 DOSATTACK

F15: WEHRHB LEWEOT 7 + U ke

1
WP SEDR =M ZAF v AR 55100 M EFEL-5@MT 5 L) RET S

SET FIREWALL POLICY=mypolicy ATTACK=PORTSCAN INTRIGGER=100 TIME=5

% - TBER

A X b OEAYEIE ENABLE FIREWALL NOTIFY 2<%~ FTERETS %0

BEIYR

CREATE TRIGGER FIREWALL ([:£H - HE] » 135 <—2)
ENABLE FIREWALL NOTIFY (99 ~<—7%)
SHOW FIREWALL POLICY ATTACK (128 *—7%)
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SET FIREWALL POLICY RULE

SET FIREWALL POLICY RULE

HFIV—1 774704+ —V /) TA4NT—)b—)

SET FIREWALL POLICY=policy RULE=rule-id [PROTOCOL={protocol|ALL|GRE|OSPF
SA|TCP|UDP}] [IP=ipadd[-ipadd]] [PORT={ALL|port [-port]|port-name}]
[GBLIP=ipadd] [GBLPORT={ALL|port [-port]|port-name}]

[REMOTEIP=1ipadd [-ipadd]] [SOURCEPORT={ALL|port [-port] |port-name}]
[GBLREMOTEIP=ipadd [-ipadd]] [NATMASK=ipadd] [ENCAPSULATION={NONE|IPSEC}]
[AFTER=time] [BEFORE=time] [DAYS=day-list] [TTL=hour:minutes]

policy: 77 A7 v+ —VE) =% (1~15F. EFL7 ¥ —2a7 2 AHTHE)

rule-id: V—VES (1~299)

protocol: IP 71 b 2 )L &7 (0~255)

ipadd: 1P 7 FL A /234 v Fv A

port: TCP/UDP K — M7 (0~65535)

port-name: % — ¥ A%,

time: B%] (hhomm DR, hh 138 (0~23). mm 135 (0~59))

day-list: iEH ') A b (MON, TUE., WED, THU, FRI, SAT. SUN., WEEKDAY., WEEKEND, ALL ®#l& &b
&, WHIRERE Y V< TR S)

hour: W[

minutes: Wi (4)

FEa

T7AT I+ — I — VORELEHT 5,
ING A —&—

POLICY 774774+ —)VKR) =%

RULE ) — V&5

PROTOCOL IP 71 b a)b, EFFADT U b I VLT 0 b aVFS THRE, TCP. UDP % 48%E L7:
& &3, PORT /85 A —% — b W78

IP v—#VlIP7 FL A, PUBLICA ¥ % — 72— 2DV — )V Tld#& 57 N L A, PRIVATE 1 >~ ¥ —
T 2= ADN—=)VTIIIEHET FLVARIRET 5o NA 7 XY ) CHPATEE b WHE, PUBLIC 1 »~
Y =T 2= AN = VERETAHE, WA =T 2= ARNAT O/ a—\Vfllf v 5 —7 x—
ATHDH%E5, GBLIP /8T A =4 =T/ H—= U T FLAZREL, IPNTA—F =TT J
A N— MIRET FLAZIRET 5o

PORT #EAR—FESI2RY—E 2%, N1 7 VXYY THIPIFEEA W RE, PUBLIC A > ¥ —7 = — A
V=V EZETAHE WA =T 2= ABNAT D70 —=NVH [ V5 —T 2= A THhED,
GBLPORT /85 # — 4 =T/ U —=NVHIO# TR - M5 adEE L, PORT 87 A =5 =TT 54
N MO LR = N EIRET S,

GBLIP NAT il 70— Vil 57 K L A, INTERFACE /85 A —4 —|Z PUBLIC £ » ¥ — 7 = —
AxfgE L, 22, PUBLICA % — 72— AR NAT O 70—Vl A V& —7 2 — A Th DY
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SET FIREWALL POLICY RULE

DHEMo 7T A RX—MUKET FLAEIP 8T X — & —TIRET S,

GBLPORT NAT D 7 1 — NV ll# R — 5 F 72138 — ¥ A4, INTERFACE /87 X — % — (2
PUBLIC f ¥ ¥ —7 = — A %f{E L. 222, PUBLIC 4 ¥ —7 = — ZA2NAT ® 7 1 — Uil 1
VY =T 21— ATHIGEDRER. 7T A N— Ml A — M5 PORT /87 2 — % —TI{%E
T4,

REMOTEIP VE— MAIIP 7 FL A, PUBLIC A > % —7 = —ZAD)L— L TIZEAE T L A, PRIVATE
A0 =T 2= ADNV—=VTIEHET FLAZIRET 5, NA 7 XYY THIPITEE b T HE. Ak
BIRTOT7 RLADHRIZE D

SOURCEPORT /friAR— bF5F721d — A%, N1 7 VXYY THPFAEE 2 1 HE. PROTOCOL |2
TCP % UDP %48%E L7256 D A AR, BIEHHI T X TOMHEKR — PO RIZ% 5

GBLREMOTEIP ) /¥—Z NAT. ¥ 7V NAT D) €£— MAIIP 7 L A, PUBLIC A % —7 = —
2D NAT V=NV Tld, ZEST Y bOIBIET FLA%IRET S, PRIVATEA ¥ % —T7 =2 — A D
NAT V=V Tid, NAT Z#EOREIP 7 FLARIBET 5o A/3F A —% —1k, ACTION 75 NAT
T. NATTYPE #* REVERSE % DOUBLE @ & & 7217 £%),

NATMASK NAT #E»~ 27, ADD FIREWALL POLICY RULE @< > F® ACTION /85 X — % —|(Z
NAT % $§% L. NATTYPE /Y5 x — % —|Z DOUBLE, REVERSE, STANDARD O\ 12 % &
ELE EDORER,

ENCAPSULATION IPSEC % 48% L7284, IPsec 237 v b6 4 1) VF VO IP 37 v ME) L7
HETION—=NVPHEHEINS, IPsec b & A NWHEED TP 7 F L AHEE ST W2 W& 7 Sl
9o W% 13 NONE,

AFTER W% $8E. V— VIEEH P ORE L7z RH P O A EG K)o

BEFORE 4% i, )V —VIEIE H P oigwE L 7zRZI LR O HEG %,

DAYS WEH #4858, 7 v ~XY) ) THEIRETHE, V—VIZIEE LB ICOAER & 7% 5, WEEKDAY
& [IMON,TUE,WED,THU,FRI]| &[5, %7:. WEEKEND I3 [SAT,SUN/ &[5, Am&HE X ALL

TTL AV —)Voa%nE ()

BEIYR

ADD FIREWALL POLICY RULE (70 <— %)
DELETE FIREWALL POLICY RULE (85 ~<—%)
SHOW FIREWALL POLICY (120 ~<—%)
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SET FIREWALL POLICY SMTPDOMAIN

SET FIREWALL POLICY SMTPDOMAIN

HFAU=— 1T T AT E =N [ T T =gy by A

SET FIREWALL POLICY=policy SMTPDOMAIN={domain-name|NONE}

policy: 77 A7 7+ —IVE) ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)
domain-name: N XA >4

BER

SMTP 7u o —|2B1F5 [HFNAL 4] 2%ET 5o

NI & SMTP 7B ¥ 2 — &, #HB2 H5NEA~ND SMTP £ v ¥ 3 Y IZBWT, %8567 FL A (RCPT TO: )
ELTITHERNAL V] DAPRESN TG AICEy v a v 2l T sS85,

—7J7. AM & SMTP 71 % ¥ —id, WD 5/HE~D SMTP £ v ¥ 3 Y28 T, #FL7 FL A (MAIL
FROM:) &L T [H XA Y] DADHRESA TGy v a V2Rl T SE 5,

SMTP 7B X —2fHTH L ZE, LTARITYI FTRAS D ZRETHI L, AL VX ZHELT
W WAL, SMTP v ¥ 3 ¥ & \vo ST T 2 WO TR,

ING A —&—
POLICY 7747w+ —LKYI—%

SMTPDOMAIN SMTP 7u ¥ —12817% [HFX A %], NONE 245E 3 % & Rk wikiEIZ 2 %,
RAAL YEDFEEEIN TR nE ZE, SMTP £ v ¥ 3 VAT RTIER END O THEEILE,

AN - H - EEH

Manager >
Warning (277257): 22-Oct-2001 17:58:01
SMTP third party relay attack from 11.22.33.1 is underway.

Bl
BWSMTP 7u %o —d [HFAA 4] £ LT [example.ccom| Z&&ET %o

SET FIREWALL POLICY=foobar SMTPDOAMIN=example.com

% - TBER

AL YADFEEEIN T RnE SMTP v ¥ 3 YA TRTIER S N5 O THEEILE,
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BEIYR

ADD FIREWALL POLICY PROXY (67 _— <)

ADD FIREWALL POLICY SPAMSOURCES (74 <*—7%)
DELETE FIREWALL POLICY PROXY (84 ~<—2)
DELETE FIREWALL POLICY SPAMSOURCES (86 ~<—3)
DISABLE FIREWALL POLICY SMTPRELAY (96 ~<X—3)
ENABLE FIREWALL POLICY SMTPRELAY (104 ~<—3)

T7A4T7 74—

SET FIREWALL POLICY SMTPDOMAIN
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SHOW FIREWALL

SHOW FIREWALL

AFIdV—1 7747 74—/ —fka~x s R

SHOW FIREWALL

FEa

T7 AT T+ = VDT U—NVREL R —D—&%FRT 5,

AN - H - EEH

Manager > show firewall

Firewall Configuration

Status ....... oo L enabled
Enabled Notify Options manager
Maximum Packet Fragments .. 20

Policy : net

TCP Timeout (S) ...t
UDP Timeout (s) ...........o...
Other Timeout (s) .................
Spam Source Files: ................
SMTP DOMAIN & vt vttt ittt et et e et
SMTP Relaying .....................
TCP Setup Proxy ...................
Private Interface : etho

Public Interface : pppl
Method ........... .. .. ..
NAT .o e e e e
Method ............ ... ... . ...
Private Interface .............
Global IP ..... ...

Public Interface : pppO
Method ........... .. .. ...
NAT .o e e e e
Method ............ ... ... ...
Private Interface .............
Global IP ..... ...

list.spa
example.com
disabled
enabled

dynamic

enhanced

enhanced interface
etho

172.26.201.30

dynamic

enhanced
enhanced dynamic
etho
10.36.173.29
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SHOW FIREWALL

Status

T 7 AT F —IVEREEDAER) (enabled) - %) (disabled)

Enabled Notify Options

TIAT T A=V ANY OB/ T mail (A =T FLA),
manager (Manager H#RTH 7 1 » L CTW5A L —H—OIlifi) . port (I
A — 1), snmp (SNMP + 7 v 7)., all (¥XT), none (%L) 2%
»H5b

Notify Port

AR MEAGSEOIERBIAR — b o BHTEI port AE TN TV B EDAFK
REND

Notify Mail To

ARV NBHGEA—VT FL A, @A maill BEEFN TV LEEDOREK
REND

Policy

TIAT T A= VR =4

TCP Timeout (s)

TCP v ¥ 3 » OfRFREH

UDP Timeout (s)

UDP 2 v ¥ 3 » OfRRFEH

Other Timeout (s)

TCP/UDP LSO+t v ¥ 3 » ORI

Spam Source Files

spam J A~ 77 AV

SMTP Domain

SMTP 7u & ¥ =235 F AL X%

SMTP Relaying

(SMTP 70 ¥ —) A— N L—%FUF 500

TCP Setup Proxy

PUBLIC fll2>5 @ TCP SYN 784 v M Zat$ A (B2 4%hE (TCP £ v b
Ty TTuxy—) O - EX

Private Interface

PRIVATE (H#8) IP A >4 —7 = — 2%

Public Interface

PUBLIC (#}&6) IP A >4 — 7 = — A%,

Method PUBLIC-PRIVATE [ @ /%% v b #5% A, dynamic (51 F 3 v 7%
Ty NT7AaNy ) 7)) dppassall (7405 2T L)

Proxy TV r—varyr— M 7o AOMKETT NN

NAT NAT Offjl, standard (7 FL A%Ht) % enhanced (7 FL A - K—
) o U, NAT AR O K 3R

NAT /Method NAT #7755, static, dynamic, enhanced static, enhanced dynamic,

enhanced interface ® >3 17>

NAT /Private Interface

NAT D7 F7 A X—= MIf > 5 —Tz—A

NAT/IP

NAT D77 4 X—=MUIIP 7 FL A

NAT Global IP

NAT O Za— NVl IP 7 R L A

BEIYR

# 16:

ADD FIREWALL POLICY INTERFACE (60 <—%)
CREATE FIREWALL POLICY (76 _— %)

DELETE FIREWALL POLICY INTERFACE (81 <*—%)
DESTROY FIREWALL POLICY (88 ~<— %)

DISABLE FIREWALL (90 ~—7%)

ENABLE FIREWALL (98 ~—7%)
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SHOW FIREWALL ACCOUNTING

SHOW FIREWALL ACCOUNTING

AFIdV—1 7747 74—/ —fka~x s R

SHOW FIREWALL ACCOUNTING [POLICY=policy] [REVERSE=count] [TAIL=count]

policy: 77 A7 7+ —IVE) ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)
count: 8% (1~60)

BER

T7AT I+ = VDT AT V54 v FidgkEFRT 5,
ThAT T4y T EAEMICT A2, ENABLE FIREWALL POLICY 2 < >~ F® ACCOUNTING # 7
Tarifiio,

ING A —&—
POLICY 7747w+ —LKYI—%
REVERSE L 22— F%iili (rLWIH) TFERT S, BEEZIBELLEE, HELLEOL 3 — N2

FRIN D,
TAIL gL a— F220Z2FRT 5. BUEZfRE L7726, MELLBO L a— FETFERREN 5,

AN - H - EEH

Manager > show firewall accounting

Policy : mynet
Date/Time Event Dir Prot IP:Port <-> Dest IP:Port /Traffic statistics

22 14:42:17 END ouT UDP 172.16.28.160:2060 172.16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END ouT TCP 172.16.28.160:36399 172.16.48.16:25

Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192.168.10.5:65406 172.16.28.1:53

22 14:44:33 END OouUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:34 END OouUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END OouUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END OouUT ICMP 192.168.10.5 172.16.28.1

Traffic out 1:84 in 1:84
22 14:47:16 START OUT TCP 192.168.10.50:1031 172.16.28.5:80
22 14:47:17 START OUT TCP 192.168.10.50:1032 172.16.28.5:80
22 14:47:44 END IN ICMP 172.16.28.180 172.16.28.160
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SHOW FIREWALL ACCOUNTING

Traffic out 1:28 in 1:28

Policy T7AT =R =4

Date/Time H i

Event A4 X ko START 7» END

Dir N7 4 vz 7a—0)H, IN » OUT

Prot 7a ka3, ICMP, TCP, UDP %% Wit IP 7 u b 2 V%5
IP:Port M IP 7 KL A & R— b

Dest IP:Port W IP 7 FLAEHR— b

Traffic statistics HMNT T4y s Ta—0 Y V- o Ty NEGET. [ o8y M
77 v Mgl oI

#17:

% - TBER

THD YT 4 ZEHRIET 72 L)L 3 (INFO) Titgksi s,

BEIVYR

DISABLE FIREWALL POLICY (92 <—7%)
ENABLE FIREWALL POLICY (100 ~<—%)
SHOW FIREWALL POLICY (120 ~<—%)
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SHOW FIREWALL EVENT

SHOW FIREWALL EVENT

HFTIV—:1 77 AT T — ) ANV FNER

SHOW FIREWALL EVENT [={ALLOW|DENY|NOTIFY}] [POLICY=policy]
[REVERSE=count] [TAIL=count]

policy: 77 A7 7+ —IVE) ¥ —% (1~15 T, EHTFLT ¥ ¥ — A3 7 2 fHHATHE)
count: 8% (1~60)

Ea

T7AT T4+ —= VARV hNOREFREFRRT S,
INTG A —Z —

EVENT FRT 54N FofEf% g, ALLOW (FFif 4 x> ), DENY (341 ~X> ), NOTIFY
GEHIA NV b WERLE) DOER, BEERITXTONNRY FEERRT S,

POLICY 77477 +—IVE)Y—%

REVERSE L a— F&iillf GfrLWVIH) CTHERT 2. BEEZEELLHE, HELZHBOL I — RTINS
FIREN D,

TAIL &HiL 23— FRETRRRT 5, BEXIRELEE. MELLRO L I— FEFPEREN S,

AR - H - EEf

Manager > show firewall event

Policy : fish - Notify Events:

No event information currently recorded

Policy : fish - Deny Events:
Date/Time Dir Prot Number IP:Port <map> Dest IP:Port /Reason /IP header
1 08:03:35 IN TCP 3 194.84.221.83:2891 200.100.10.1:111
Policy rejected
4500003Cc caa44000 2e062fd5 c254dd53 c8640a01 0b4b006f 21b46235
00000000 a0027d78 94570000 020405b4 0402080a 0al24a3f 00000000 O

1030300
3 09:25:12 IN TCP 2 202.84.198.12:2561 200.100.10.1:53
Policy rejected
4500003c e7444000 33061d7c cab54c60c c8640a0l 0a010035 8340fec2
00000000 a0027d78 67740000 020405b4 0402080a 0dOe86ce 00000000 O
1030300
5 18:01:28 IN TCP 1 211.251.62.2:1755 200.100.10.1:111
Policy rejected
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SHOW FIREWALL EVENT

4500003c 125c4000 300673c8 d3fb3e02 c8640a0l 06db006f e6277340
00000000 a0027d78 £5990000 020405b4 0402080a 02b7acf3 00000000 O
1030300

Policy : fish - Allow Events:
Date/Time Dir Prot Number IP:Port <map> Dest IP:Port /Reason /IP header

5 22:13:59 IN TCP 1 100.10.248.90:3131 8999 192.168.102.2:80
TCP session started
5 22:53:22 OUT UDP 1 192.168.102.11:123 27786 80.3.102.102:123

UDP flow started

Policy T7AT T — VR Y=

Date/Time H i

Dir N7 74y 7a=0Jh, IN % OUT

Prot a3, ICMP, TCP, UDP & 4z IP 7 u b 2 V&5

Number A R MK

IP:Port W IP 7 RLAER— |

Dest IP:Port W IP7 FLAEER— b

Reason ARy MREEROHET

IP Header ANV PEFEESELIP Ny by =D 16#ES VT
#18:

BEIYR

DISABLE FIREWALL NOTIFY (91 _—%)
ENABLE FIREWALL NOTIFY (99 <—7%)
SHOW FIREWALL ACCOUNTING (116 <—%)
SHOW FIREWALL POLICY (120 ~<—%)
SHOW FIREWALL SESSION (130 ~<—3)

T7A4T7J+—I)b CentreCOM AR740 A% > KU 7 7L > X 2.6
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SHOW FIREWALL POLICY

SHOW FIREWALL POLICY

HFdAV—1 774774 =IV /) T7AT 74+ —=)VK)I—

SHOW FIREWALL POLICY=policy [COUNTER] [DYNAMIC] [LIST] [SUMMARY] [USER]

policy: 77 A7 7+ =K ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)

FER

T7ATY A=Y Y~ OFHGREN - MRS T %o

ING A —&—

POLICY 774774+ —)VK) =%

COUNTER #ath ™ v & — &% FRT %,

DYNAMIC 5 A4 F 392408 —=T72—AF7 T L— hOFEREERT 5,
LIST 77+ A) A FDERZFERT S,

SUMMARY H~V — 5% £RT 5,

USER 514 F3Iv 7425 —T7 21— AD1—F—{EHEERT S,

AN - H - EEH

Manager > show firewall policy

Policy : fish
TCP Timeout (s) .............. ... .. 3600
UDP Timeout (S) .............co.... 1200
Other Timeout (s) ................. 1200
Accounting ........... ..o disabled
Enabled Logging Options ........... inaother deny
Enabled Debug Options ............. none
Identification Protocol Proxy ..... disabled
Enabled IP options ................ none
Enhanced Fragment Handling ........ none
Enabled ICMP forwarding ........... unreachable ping timeexceeded
Receive of ICMP PINGS ............. enabled
Number of Notifications ........... 0
Number of Deny Events ............. 6
Number of Allow Events ............ 2560
Number of Active TCP Opens ........ 0
Number of Active Sessions ......... 9
Cache Hits ........ ... ... . . ... 111235
Discarded ICMP Packets ............ 0
Spam Source Files ................. spam. spa
SMTP DOMAINsS . . vvvtiiiieee i example.com
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SHOW FIREWALL POLICY

SMTP Relaying ..................... disabled
TCP Setup ProXy .. ...iiiiuininnnen.. enabled
Private Interface etho
Rule ...... ... .. .. 1
Action ....... ..l deny
Protocol ............. ... ... TCP
Port ... ... e 137 - 139
Global Port ................... all
DAYS 4ttt e e e e e e e all
Rule ...... ... ... 2
Action ....... ... deny
Protocol .............. ... ... UDP
Port ... ... e 137 - 139
Global Port ................... all
DAYS 4ttt e e e e e e e e all
Rule ...... ... ... 3
Action ....... ... deny
Protocol .............. ... ... TCP
Port ... ... e 445
Global Port ................... all
DAYS 4ttt e e e e e e e e all
Rule ...... ... .. 4
Action ....... ..l deny
Protocol ............. ... ... UDP
Port ... ... 445
Global Port ................... all
DAYS 4ttt e e e e e e e e all
Public Interface PPpPO
Method ........... .. .. ... dynamic
ProxXy . ... e smtp
Private Interface ............. etho
e 192.168.102.10
Direction ..................... both
DAYS 4ttt e e e e e e e e all
NAT ot e e e e e e e e enhanced
Method ......... ... .. ... ... ... enhanced dynamic
Private Interface ............. etho
Global IP .........cciiiiuennn. 200.100.10.1
Rule ...... ... .. 5
Action ....... ..l deny
Protocol .............. .. . ... TCP
Port ... ... e 22
Global Port ................... all
DAYS 4ttt e e e e e e e e all
Policy T7AT T —=NVR) Y=

TCP Timeout

TCP vy avos A7y~ (1)

UDP Timeout

T7A4T7J+—I)b

UDP 7u—D¥ A 577~ (})

CentreCOM AR740 a~v > K1) 77L > X 26
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SHOW FIREWALL POLICY

Other Timeout

TCP. UDP UMD 70—y L 577 b (7))

Accounting

ThHY T4 Y TEERED AR - MR

Enabled Logging Options

O 7RSS 54 N b O—F, allow. deny. denydump. in-
aicmp. inallow, inaother, inatcp. inaudp. inddicmp. inddother,
inddtcp. inddudp. inddump. indeny. indicmp. indother, in-
dtcp.indudp. outaicmp . outallow,outaother . outatcp . outaudp.
outddicmp. outddother, outddtcp. outddudp. outddump. out-
deny. outdicmp. outdother, outdtcp. outdudp. none #*% %

Enabled Debug Options

R TNy 7 7 a ¥ O—%, all, packet, process, none

Identification Protocol Proxy

ident 710 % > — e O H R - XD

Enabled IP options

W% 9 % IP 4 72 3 > O—%, all, record_route, security. sourcer-

oute, timestamp. none

Enhanced Fragment Handling

777 A MbERFUT A 70 ha)

Enabled ICMP forwarding

#r% 9 % ICMP £ vt —Y®—%, all, parameter, ping, redirect,

sourcequench, timeexceeded. timestamp. unreachable, none

Receive of ICMP PINGS

F 4% Co Ping /5% v b & IMELF 5720 & 9 A

Number of Notifications

A XY MBS R

Number of Deny Events

oA N M

Number of Allow Events

FFaf A N M E

Number of Active TCP Opens

BT 2757475 TCP Yy v ar

Number of Active Sessions

HET 774 7%ty a ¥

Cache Hits

TUO—MEROF Yy vy 2k v ML

Discarded ICMP Packets

WIEL 72 ICMP 787 v ¥

Spam Source Files

spam ') A b7 7 A

SMTP Domain

NER SMTP - —/N—D F X f V44

SMTP Relaying

(SMTP 70 %3 —) A=V L—%2F0UT 50 »

TCP Setup Proxy

PUBLIC fl|5> 5 @ TCP SYN /84 v M Zxd$ A (CHIZHERe (TCP
ty b7y IO ERT—) OFR) - EX)

Proxy TV r—Yaryrraxs—s47
Proxy/IP PRIVATE (i) #1771 r—+ 2 v H— "= IP 7 FL A
Proxy /Direction T A= gy TaF Y — OWEFT N

Dynamic Template

KRY) V= ICH#EN TN AFIv A =T 2= AT
L—14%

IP List

KR Y — AT SN IP 7 LAY A R

Hardware List

AKAR) = ICHEFT SN MAC 7 FL A X M

File name

VAN 74NV

Number IP hosts

JAPMZEHEINTWBEIPFA M

Number Networks

CentreCOM AR740 O~ > K77 L
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SHOW FIREWALL POLICY

Number MAC addresses

A MIEEENTWSE MAC 7 FLA¥

Private Interface

PRIVATE (NE) 4~ % —7 2 — A%

Public Interface

PUBLIC (J}B) A v % —7 = — 2%

Method

PUBLIC-PRIVATE [ ® /8% v Mz )7, dynamic 7 passall

NAT

NAT O, standard (7 FL A%3#) % enhanced (7 FL X -

R— M) o NAT BRIFEO HFTR

NAT /Method

NAT » 75X, static, dynamic, enhanced static., enhanced dy-

namic. enhanced interface ®\»§ i1 2>

NAT /Private Interface

NAT D774 X— M MiAf > —T7x—2A

NAT/IP NAT D7 Z A4 X—MIIP 7 FL A

NAT/Global IP NAT O Z7a—/N)VlIP 7 KL A

Rule V— VT

Action V=V DT 7 ar, allow 7 deny

IP List KV—=NVHBFHTAEIP7 FLA) A (BXUT7 74 )V4)
Hardware List ANV—=VHHHTEMACT FLAY AN (BXU774V%)
P a—A VP 7 LA

Protocol PraravyA7

Port FemiR— b

Global IP NAT BRI D 70 — 3V 7 B LA

Global Port NAT ARIEED 71 — 23U #% 55 R — b

Remote IP JE—FMIIIP 7 FL A

Source Port

IR — b

Days V=V G#) % Ho mon, tue, wed, thu, fri, sat, sun, all ®
VWL

Apprule TV —2a = VES

Application TV = ary7abain

Action V—=NVDT 7 ar, allow 7 deny

Command TV r—aravry®

After U ke o P LS | PPN e S

Before V=V HER =g,  OREH LLETIZ AR

T7A4T7J+—I)b

#19:
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SHOW FIREWALL POLICY

Policy T7AT T —NVER) Y=

TCP Timeout TCP v arDs 4 L7+ (B)

UDP Timeout UDP 7u—05 4577+ (1)

Other Timeout TCP, UDP Bt 70 =08 L 577 b ()

Accounting TATYTA Y THEBEDHER) - WA

Enabled Logging Options 0 7IZREY A 4N b O—E, allow, deny, denydump,

inaicmp, inallow, inaother, inatcp. inaudp. inddicmp. in-
ddother, inddtcp. inddudp. inddump. indeny. indicmp.
indother, indtcp. indudp. outaicmp. outallow. outaother,
outatcp, outaudp. outddicmp. outddother, outddtcp, outd-
dudp. outddump. outdeny. outdicmp. outdother. outdtcp.
outdudp. none 7°® %

Enabled Debug Options BTNy 74 T a v O—%, all, packet, process, none
Identification Protocol Proxy ident 7’11 % ¥ —#EEDER) - MR
Enabled IP options k9 % IP 47 v 3 »O—F, all, record_route, security,

sourceroute, timestamp. none

Enhanced Fragment Handling 757 A Mbar e+ As e ba

Enabled ICMP forwarding 3% 3 %5 ICMP X v £ — Y ®—5, all, parameter, ping.
redirect, sourcequench, timeexceeded, timestamp . unreach-
able, none

Receive of ICMP PINGS HHCO Ping /37 v b & WUET %20 &9 »

Number of Notifications AR EAIOFEA AL

Number of Deny Events EEA NS M

Number of Allow Events FFA R MR

Number of Active TCP Opens BAET 774 7% TCP v v a %

Number of Active Sessions BT 774 7%ty va g

Cache Hits TU—REROF Y vty MY

Discarded ICMP Packets WL 72 ICMP /37 v MK

Spam Source Files spam J A 77 AV

SMTP Domain W SMTP #—/N—D KX 4 v %

SMTP Relaying (SMTP 70 % ¥ —) A=) L—ZFT§H0E)»

TCP Setup Proxy PUBLIC | 5> 5 @ TCP SYN /%7 v M ZH 9 % (RG24 5% it
(TCP & v b7 v 7 7ux—) OKFL) - W)

Proxy TV r—varrua¥xs—547

Proxy /IP PRIVATE (N&) 7 70— a v —nN—DIP 7 FL &

Proxy /Direction TN =3y TaFxy —OBEF N

Dynamic Template AR = ICHEMSITONTTAFIv A =T =T
YTV M4

IP List KA = |ZHEMFIT SN IP T FLAY X M
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SHOW FIREWALL POLICY

Hardware List

KA ¥ —|ZHEMFIT SN MAC T FLAY A M

File name

VANT 74NV

Number IP hosts

JAMIEHENTWEIP R M

Number Networks

JARMIEHBHENTWVBIP &y T — 2

Number MAC addresses

A MIEHRSNTWS MAC 7 FL A¥

Private Interface

PRIVATE (&) 4 4% —7 = — A%

Public Interface

PUBLIC (J}%F) 4 v % — 72— A%

Total Packets Received

FE o MEE

Number Flows Started

s 7 v —%

Number Cache Hits

THO—EFr v by M

Number Dropped Packets

SEEWIE ST M

Number Unknown IP Protocols

IP 70 b I VAHDZE T v M

Number Bad ICMP Packets

ICMP =7 — %7 v b5 %

Number Dumped ICMP Packets

7T L7225 ICMP /87 v M %

Number Spoofing Packets

Smurf WEDIHE T FL AFEHR T v M2 EE

Number Dropped GBLIP Zero

Fa—=N)VIP 7 FLADBYOD0F T LI25Z337 v MK

Number No Spare Entries

AEY—REDTDY T LI2ENT v MK

Number FTP Port Commands

H#)7 FTP [PORT] a~ ¥ 2%

Number Bad FTP Port Commands

%7 FTP [PORT] 2~ ¥ 2%

Method

PUBLIC-PRIVATE | /3% » Mk /i3, dynamic 7 passall

NAT

NAT Ofihl), standard (7 KL AZEH#) 7 enhanced (7 FL
A R— MNEHR) . NAT ARIFD AFIR

NAT /Method

NAT #7753, static, dynamic, enhanced static, enhanced

dynamic, enhanced interface ®\v>§"117)»

NAT /Private Interface

NAT DT Z7 A X—= MIf > 5 =T z—A

NAT/IP NAT D7 ZA4X—=FMIIP7 FL A

NAT Global IP NATOZ7a— NV IP 7 KL &

Rule V= VFm

Action V—=VDT 7 ar, alow 7 deny

IP List RKV—=IHEHTLIP 7 FLAY A (BXO7 7 4 V%)

Hardware List AV— VTS MACT LAY A MG (BXO7 740
%)

IP a—7)VEITP 7 R LA

Protocol P7atavya4rs

Port FeriR— b

Global IP NAT ARk D 710 — V57 N LA

Global Port NAT A%#hEED 710 — 7NV R — k

Remote IP JE—-FMIIPT7 FLA

T7A4T7J+—Ib
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SHOW FIREWALL POLICY

Source Port BREAR—

Number Hits SO

Days V=V SE®7% M H, mon, tue. wed, thu, fri, sat, sun,
all owg i

After V=V HERM R Z DR LR ICHR)

Before V= VDGR R R . & DR LRI AR

7 20: COUNTER #+ 7'¥ 3 ~»

Policy T7AT T — VR Y=

Dynamic Template AR V= ICHEM TSNS A F I v s AV =T 2= AT v TL— M4
File name/Users Ty 7= MIEENTONZ—F ) AT AN E - —F—E
Users 77 L= MIEEMST SN - 40—

7 21: DYNAMIC #+ 72 3 ~»

Policy T7AT T =R =4

Hardware List ANV —=VHEHTSEMACT FLAY A MG (BXU774V4%)

IP List KV—=NVBHEHTAIPT FLA) A (BXUT77404)

MAC address MAC7 FL A A MIREHEINTZMACT FLAD—E

IP IP7 FLAYAMIGEENZIPT FLA, 2y FT—27T7 FLADO—EK
Label 7 F LA SRR M 4

F22:.LISTH 7Y a >

Policy T7AT T+ —NVER) Y=
Dynamic Template AR = CHES TN AFIv A= T 2= AT T L=
Users 77— MIEEM T S e —F =20

#23: USER *+ 7v a ~»

BEIYR

ADD FIREWALL POLICY INTERFACE (60 <—%)
ADD FIREWALL POLICY LIST (62 ~<—%)

ADD FIREWALL POLICY NAT (64 *—%)

ADD FIREWALL POLICY RULE (70 <— %)

CREATE FIREWALL POLICY (76 _— <)

DELETE FIREWALL POLICY INTERFACE (81 <*—%)
DELETE FIREWALL POLICY LIST (82 ~<—7%)
DELETE FIREWALL POLICY NAT (83 ~<*—7%)
DELETE FIREWALL POLICY RULE (85 ~<—%)
DESTROY FIREWALL POLICY (88 ~<— 7<)
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DISABLE FIREWALL NOTIFY
DISABLE FIREWALL POLICY
ENABLE FIREWALL NOTIFY (99 ~<—%)
ENABLE FIREWALL POLICY (100 ~<—%)
SET FIREWALL POLICY RULE (110 ~<—%)
SHOW FIREWALL (114 ~<—7)

SHOW FIREWALL EVENT (118 ~<—3)

—~

91 "—¥)

92 ~—3)

~ o~

747 J+—I)b

SHOW FIREWALL POLICY

CentreCOM AR740 a~v > K1) 77L > X 26
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SHOW FIREWALL POLICY ATTACK

SHOW FIREWALL POLICY ATTACK

HFTIV—:1 77 AT T — ) ANV FNER

SHOW FIREWALL POLICY[=policy] ATTACK

policy: 77 A7 7+ —IVE) ¥ —% (1~15 5, EHTLT ¥ ¥ — A3 7 2 fHHATHE)

FEa

BRI DR EZ FIRT b

ING A —&—

POLICY 774794+ — VK1) —%

AR - H - EEf

Manager > show firewall policy attack

Policy : fish

Current Attack Setup

Attack In Trigger Out Tigger Time Period (mins) Detailed Logged
dosflood 80 160 2 5
fragment 1 1 2 0
hostscan 64 128 2 5
ipspoof 1 1 2 0
land 1 1 2 0
other 64 128 2 5
pingofdeath 1 1 2 0
portscan 64 128 2 5
smurf 1 1 2 0
synattack 32 128 2 5
tcptiny 1 1 2 0
udpattack 32 128 2 5
smtprelay 2 5
smurfamp 2 5
spam 2 5
Policy T7ATT+—IVER) =%

Attack Logged 07 \ZRCERY B BB DR
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SHOW FIREWALL POLICY ATTACK

In Trigger PUBLIC I 5 OBEIZH % L & Wil

Out Trigger PRIVATE 7> 5 OB I3 § 5 L & W iE

Time Period (mins) AXRY N Ty —OEFHA

Detailed HHA RS M F 2 —ZRLERT 587 v P O%
5 24:

BEIVYR

SET FIREWALL POLICY ATTACK (107 ~<_— %)

747 T+—I)b CentreCOM AR740 O~ >Ry 77L>226 | 129
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SHOW FIREWALL SESSION

SHOW FIREWALL SESSION

HTFI)—i T7AT7 94—V /) T7AT7 75—ty g

SHOW FIREWALL SESSION|[=session-id] [POLICY=policy] [COUNTER]
[PORT={port [-port] |port-name}] [PROTOCOL={protocol|ALL|ICMP|OSPF|TCP]
UDP}] [SUMMARY]

session-id: ¥ v ¥ a » 1D

policy: 77 A7 7+ —VR) =% (1~15 0T #BFLT7 vy —2a7 2 MATihE)
port: TCP/UDP & — %5 (0~65535)

port-name: % — ¥ A%,

protocol: IP 7' b 2 )L &7 (0~255)

FER

T7AT I+ = LE2NLTILNThEEELy 3 O—&E2ERT 5,
INTG XA —& —

SESSION +t v ¥z ID, ZHHITRTHOL Yy v a yAIEREND,

POLICY 7747w+ —IE) =%

COUNTER %t v a v otz £rd %,

PORT TCP/UDP KR— bFamE i — A%, A 7 XU THRFAFRED e, fBERIL, 4K —
N/ —E2EMHT by a3 VBTN EREN D,

PROTOCOL IP 71 b2 )b, $REREFHEHL T b 2Dty ¥ a Y ZTHEREN 5,

SUMMARY <) —{5#%EFRT 5,

AR - H - EEf

Manager > show firewall session

Policy : tuna
Current Sessions

e33a UDP IP: 192.168.10.100:64521 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:58170 Gbl Remote IP: 172.17.28.1:53
Start time .......... ... 17:17:50 07-Mar-2002
Seconds to deletion .................. 300
7c81 UDP IP: 192.168.10.100:64525 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:31873 Gbl Remote IP: 172.17.28.1:53
Start time .......... ... 17:17:41 07-Mar-2002
Seconds to deletion .................. 288
60ed UDP IP: 192.168.10.100:64526 Remote IP: 172.17.28.1:53

Gbl IP: 172.17.28.185:24813 Gbl Remote IP: 172.17.28.1:53
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Start time

Seconds to deletion

4272 TCP IP: 192.168.10.100:65489
Gbl IP: 172.17.28.185:17010 Gbl
TCP state ...... .. i i
Start time ..... .. ..
Seconds to deletion ..................
a9be TCP IP: 192.168.10.100:65487
Gbl IP: 172.17.28.185:43454 Gbl
TCP state ..... ... . i
Start time ..... ...
Seconds to deletion ..................
e245 TCP IP: 192.168.10.100:65486
Gbl IP: 172.17.28.185:57925 Gbl
TCP state ..... ... . i i
Start time ..... .. ...
Seconds to deletion ..................
Manager > show firewall session counter
Policy net
Current Sessions
fb3b UDP IP: 192.168.10.100:64505
Gbl IP: 172.17.28.185:64315 Gbl
Packets from private IP ..............
Octets from private IP ...............
Packets to private IP ................
Octets to private IP .................
Start time ..... ...
Seconds to deletion ..................
5e9e TCP IP: 192.168.10.100:65484
Gbl IP: 172.17.28.185:24222 Gbl
Packets from private IP ..............
Octets from private IP ...............
Packets to private IP ................
Octets to private IP .................
TCP state ...... .. i
Start time ..... .. ...
Seconds to deletion ..................
28c7 TCP IP: 192.168.10.100:65485
Gbl IP: 172.17.28.185:10439 Gbl

Packets from private IP
Octets from private IP ...............
Packets to private IP ................
Octets to private IP
TCP state

Start time

SHOW FIREWALL SESSION

17:17:41 07-Mar-2002

288

Remote IP: 172.17.17.31:3128
Remote IP: 172.17.17.31:3128
closed

17:17:04 07-Mar-2002

252

Remote IP: 172.29.188.31:23
Remote IP: 172.29.188.31:23
established

17:21:33 07-Mar-2002

3600

Remote IP: 10.1.2.103:22
Remote IP: 10.1.2.103:22
established

17:22:39 07-Mar-2002

3594

Remote IP: 172.17.28.1:53
Remote IP: 172.17.28.1:53

1

75

1

152

17:35:09 07-Mar-2002

282

Remote IP: 172.29.28.103:22
Remote IP: 172.29.28.103:22
12

1123

11

1176

established

17:35:17 07-Mar-2002

3594

Remote IP: 172.29.28.103:22
Remote IP: 172.29.28.103:22
11

859

9

840

timeWait

17:35:09 07-Mar-2002

282

T7A4T7J+—I)b
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SHOW FIREWALL SESSION

Policy T7AT T+ —NVER) Y=

hex-num tviariID

TCP/UDP /number IP 7u b3 (TCP, UDP, IP 7H b I LFFZOVT D)

P R &8 M TGS IP 7 L AR =~ NI & /87 v b TS TP
7 RVA A= b, WihLd PRIVATE f » ¥ —7 = — A CTRA7 FL X

Remote IP SR &Ny P TIIHEIP 7 FL AR — b, A& 87 v b Tl ah TP
7 RLVAAR—= b, WihLd PRIVATE f » ¥ —7 = — A CRA7 FL X

Gbl IP A E Ny NTRAAHEIP 7 FL AR =, WM& 87 v M TIRIEA TP
7 RLVAAR=F, Wiy PUBLIC A v ¥ — 7 = — A CTRAT FL A

Gbl Remote IP SR & Ny P TIEHEIP 7 FL AR — b, A& 87 v b Tl ah TP

7 RV AR —=bo WLy PUBLIC A ¥ ¥ —7 == AMITRZZT FL A
Packets from private IP {8 (PRIVATE) 7544 (PUBLIC) 2% S 7287 v b O%
Octets from private IP A SHMBICHR SN 7 7 v M
Packets to private IP SR B NERIZHRE S 7287 v | DX

Octets to private IP SR HNERIZERR S 7 T v MK
TCP state TCP t v ¥ 3 » ®ikfE, free. closed. listen, synSent. synReceived,

established, finWait1, finWait2, closeWait, lastAck, closing. timeWait.
deleteTCB. synSent, synReceived. RADIUS query ®\>§ 117>

Start time SV il
Seconds to deletion Yy va iR E ToRYER (7))
% 25:

BEIVYR

DELETE FIREWALL SESSION (87 ~<— )
SHOW FIREWALL EVENT (118 *—%)
SHOW FIREWALL POLICY (120 ~<—%)
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