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VAT L
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KRBT A ER, 3>V —FE—F GERMIT U 7V R—N) ZHHEL-ay Y-y —3IFb, F
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T2V =V = IV EERT 50 Telnet THART 5 &\ [login: | L\woHr s A4 >7asy 7 bPFRaEn
T VYUY =3I FNVEERLTOOTA X T0 Y T IFRRENGE WA, [Enter] %[l 4
LTATLEE v,

CHEARFOIRAETIE, Manager (BH#) LNV OL—+— [manager] 7217 2EHIN T E T, WIS
A= Fid [friend] T9, [login:] (24 L T2 —H—% [manager] % . [Password:| (2 L T/SA T —
F [friend] Z AL TLZE W, 7 A XY §AE, axry F7ar T pFEREnT§,

login: manager
Password: friend (EREICIERREhELA)

Manager >

& FTANIONAT = REFWEITLZ LIEEFa) T4 —FFF L HY TREADT, HElar A VEHIEE
THIEEBEOLET, A ER - &P O [2—F—FFF— I R—2| ZTELE S0,

& Telnet #HiDWA, U7 A 70y T RPFRENTHS 15U AIca s v Lawe, Telnet £y ¥ a ¥ %)
e Ed,

& BENM (F7 40 ME5M) @l car S LIk se, aryy— vy —3IFNVTIE—ERH (F7+ Vb
31047) arzAry7ary 7 FRENLL RN T, $72, Telnet HfiOL & E Yy ¥ a U2k s, ¥
M7 IA4T 2 b5 Telnet #H ZoRK2SH CHIBHES SN A L1220 £9, Ibo#%EliX. SET USER o
< F (290 *—7) ® LOGINFAIL, LOCKOUTPD /85 * —% —CEBETX ¥7,

FCE

AT AR FHEEIT A 1213 RESTART 2~ >~ F (240 <—3) %#ffivF 3,

&N FHRBTETT LRI, HEOBRENET 7 7 A MIBRAE L7200 890k SHER L 28w, BREDRFIZDONT
. EH -SR] o [ar 77 b—Yav] RTELEEN,

M- VFAZ—F (hN=FY7 =270kt ) 2E7T 51213 REBOOT #+ 7 2 » &ffivE4,

RESTART REBOOT
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VAT L

=)V RAZ—bFTlE, N—=FY27WI2) &y b2, HEZHT A N0FEfF, V7 by 70oa—F
BATo2th, BEIAZ ) TN EHAAATER LT T,

BYr—22%—bF (V7b7270tky M) 2FEF95I2IEROUTER + 7 3 Y 2w 4,

RESTART ROUTER

A —LAY— PTIE, BERA ) T METEGHAE L TRETNEL L, EEA Y 7 ML SET
CONFIG 2~ ¥ F (242 *—7) TIREL ¥, BEOEEZ 7 1) 7+ id SHOW CONFIG 2~ >~ F (295
/\o‘_‘:‘/‘> Tﬁ@n Tgij_o

B —2A7—MFIZIE, HARAALBTHE7 74 )V% CONFIG /3T A —% —TIgET AT LD

T&F 9, CONFIG /8T A =% —CTIRE LEET 7 A VE—HZTAMTT, RICHEHT S L X

(CONFIG 787 2 — % — CTHERE LR WRD) SET CONFIG 2v » F (242 *—7) a&%lﬂ“t@ﬂ\
7)) T IR AAENT T,

RESTART ROUTER CONFIG=test.cfg J

¥ 2T LEFETDERTE

PERRT O B L% 42 & bE 5 121IE SETTIME 2~ » K (272 X—2) 2ffivE§,
A TH-A-41, B2 (k] o TRE L 9. JIEREARORE3 P THE L9, K
LT ORBIED ) A,

17 (January) Jan
2 /1 (February) Feb
3 1 (March) Mar
4J] (April) Apr
5J1 (May) May
6 H (June) Jun
71 (July) Jul
8 1 (August) Aug
91 (September) Sep
10 A (October) Oct
11 A (November) Nov
12 A (December) Dec
#1:

WO ERAZRET HIERDE LTS, T2 TIE20014E8 H9H 19 RICRREL 7,

SET DATE=9-Aug-2001 TIME=19:00:00

B2 2IBIEL £,
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AT I

SET TIME=19:02:00

B HE7ZTZBIEL $§,

SET DATE=18-Apr-2001

B B0 B LR 2 iR T 5121 SHOW TIME < > F (369 *—3) #FEATLE T,

B NTP (Network Time Protocol) (ZHEHL L 724 — N — 2 FIH LT, MR 2 EfEICROZ DTS E
To aflid [EM - 8] o [NTP] 2 TELC 7280,

VAT LZDERTE
VAT LY (MIBIL A7 227 k sysName) #ET AL, 27 Y 7OV T MIY AT ALHFER SN
55912% ) ¥, SNMP (Simple Network Management Protocol) %ffiffl L 2 Wi&ETh-Td, B

BOVATLAZEHL TWAHLEIL, BVAT LR AL ZHRELTBLE, EDVATFAICAT A Y
LTW20005bn) 23 %) EFTY,

B A7 2% (sysName) %% T 5121& SETSYSTEMNAME 2 v > F (268 *—3) &#ffivEd,
SET SYSTEM NAME:omiya pl

sysName |2 R A M Z GO AL Y% %E L THE L, DNSHEHFHC N X A YoM b
T§, 72& 21X, sysName (2 [gw.example.com] % &5E L72%4. TELNET 2 <> F (387 x—¥) %
[TELNET bulbul] @ X 9129475 % &, vk A b4 [bulbull @& & 12 [example.com] (sysName (2
L7270V R XA 2 p BRHER Y v 72b o) 3#ib i, [bulbul.example.com] (2xf LT DNS
BEFfTTOIE T,

¥7:. DHCP 7 7 4 7 >~ MEREZ 3 23561213, DHCP Discover/Request £ v - — 2 ® HostName
TA—=NVRIZYAT LGNy NENFET, DHCPCIP 7 FLAZEATZ ISP (f ¥ —F% v bH—¥
A7aNA F—) OFIZiE, HostName 7 4 — WV K& T 47~ bR /il x4t TWb & T A
BHYET TOL) LHEZ, YATLHELTISP POEESNIAA MEHREL TSV,

%B. SNMP OiEllonTid [FEH - ] o [SNMP] # ZE 728w, £72. IP OARIFEIIZOWT
&, [IP] o [#HE] 2 TR 728 v,

HTTP % —/N— (#R— bXRS) DOEIME

AL T 7 4 T HTTP =23 (78— MR BHRI % - T b 7o, IP AL TCP A — b
BOHENA—T Y LTI, Fa) 74 —zEMT L4613, DISABLE HTTP SERVER 2v >~ | (173
N—=T) ZFETLT, HITP = =% W) I L T2 S vy,

& HTTP %= /N— 377 4V F THMIC G o TV ET D, R — bdghb T3,

B HTTP % —/y— (FF— bdgsh) 28l £9,

DISABLE HTTP SERVER
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VAT L

W HTTP ¥ — /N— DK IZ SHOW HTTP SERVER 2 v > F (310 X—¥) THEATE 9,

SHOW HTTP SERVER .

VATLFT VT
VAT LDIEREREERT A OO FERMLE T,

B AT 204 EHIE SHOW SYSTEM 2~ » B (365 <—3) THATX 4,

B A728Z73SHOWLOG 27> F (3l6%—) THEATE T, FllicowTix [EH - &3] o
(o] 2287780,

W AR O AT KT A b OREFRIL SHOW STARTUP 2v >~ F (364 X—3) THERETEE T,
W RO S AT 71d SHOW EXCEPTION 2 < >~ F (299 X—3) THEAL 9,

B A7 LAOFEM R ERZ LT 51213 SHOW DEBUG 2v >~ F (298 *—2) #FETL £,

B AE) — 12T 515 SHOW BUFFER 2~ > F (294 *—) THERAL 9,

B CPU offifj=ix SHOW CPU a2~ >~ F (297 *—) THERELE 7,
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RREBETI7 MV XT L

SCEREEE T 7AIINI AT L

N
‘9
I

KB D 2 REEERE L T 7 A VY AT HIZOWTHBHL T,

MIBTINA X

mld, VAT AFHIREEZ D 7 4 RS IS 2 KRR E L LT, NVS (Non-Volatile Storage) &
77//JX%U—%%ﬁLTwi¢O

INEDTNAALIZE T 7 ANV AT LPHEEINTBY), 77 A VENTT =527 782§ 5T L
WRETT, LRI [77ANVY AT L] 2TEL 7230,

NVS (Non-Volatile Storage)

NVS Ny 7 1) =Ny 77 v 7EN7ZCMOS £ —) I/NEEOFBEEE T, EVa2a—-VOar7 47
L—2ars—70LRe, NuvFT74), AZ)T T 7 ANVRERRETEET,

’
3

%

B NVS D7y 7 EREMHET AI2IZSHOWNVS 2 <~ F (337 ~— ) #fiivEd,

SHOW NVS

B NVS 072 &Rl 7 &1 SHOW NVSFREE 2 >~ F (339 X—3) THRTEZET,

SHOW NVS FREE

Ty arXEl)—

759 YA AT — I RREDOSEEEET, 77—247x27 (J)—=R) 774, Xy FT 74,
REAZV TN T 7 AN 2T 572012 FEd,

BEDOT 7 ANVEIEZZOAE) —I13F LTITWE T, RikT 27 7 A VOFRETIX, 751 A% 2 [ W
HETTY VA RAEY—FEDOT 7 ANIHTLEEE LD T,

W75 a2 AE) =0T 7ANVY AT LT AEHIZ SHOW FLASH 2 < > F (307 X—) Th
HTEET,

SHOW FLASH

W77y yaXE) —OYEIERE MR T 5213 SHOW FLASH PHYSICAL 2~ > F (309 *—2) %
flEnEd,

SHOW FLASH PHYSICAL

W77y arxE)—0ar)Nyary (A€)— Lo IHIBE) %479 1213 ACTIVATE FLASH
COMPACTION z2v ¥ F (98 X—¥) Zffiv:Z 9, [Flash compaction successfully completed.] & \»
VA= VHEIRENDLET, VAT LEMRE LD 77 A MR, W Uk — A BB EodRE
EATo720 LW TLEEW (RIICE-TIE, 208233 v TETI~300hb2Ehb0 E3),
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HREBEE T 7MY T L

ACTIVATE FLASH COMPACTION .
N TN T a YEHRIE, ATV AT AOBERR T T v v a AT —IIRTAEE (774 VER., R,
JoA—24, HIBRZ:E) 24T 0nT L&,

IRy a Y BLEIDSCTHBETINS 2O, @EENTRI0a~ Y FeFETT5LEEIH ) I8
AP, BEREDPRY) TWDL L) IR LI D2DbOET 774/ Ve ou— FTE&R0nEnos 72K T
3 K<Y FOFEFIZL VRS BHRELNDH) 5. COL) RV, 7727272 EF A XD
REWVWT7ANVEHIBRLIZERISEZ D 5,

T7AIV AT L

KB TIE, WHETNA AL T 7 AN T AT APRHEEEINTBY), TNAALOT—=%% [774)V] &
LCT7 27 RATLIEDTRETT, ZOEE, WHTNA ADE T HHTLLEEIDH ) THA,

T 7 ANVGIEROERTEENT T, 4L 27 )= (737 —) OWMEEIH) THA,

device:filename.ext

device FNA A%, flash (799 2 XE)—) 2rnvs (NVS) OEL 5 H, KILF/N
LHEOXNEH ) T A, AT flash Z2I8E L2210k T4
filename T7ANEG (N=2A%) o XFEIT1~16 T 72720, 8 W EHMZ AGE138F

Baeihn ez Iy ((Rw7 7408 220 FAEEFEENI 7Y (1) #F
R FS KT - ALFEORFNISH ) AN, FIRIIEKRILFE - /IFOX
B2 S g g

ext WETe 77 ANVGBICBLTHET 22020 E D) 3, LFHIT1~3 X
Fo FHRETENA T () PERATT, RLF - ALFOXBIH Y THA
5 FORIZIERIT - ALFOXGIR B S L §

£2
RIZBY RPRTFO—EEZRLET,

HARF T7ANEAT

rez EER o7y =227 (JY—=R) 774

paz FEMEARD /Sy F 77 M) VAT LDPEETHEEIZ, 77— 727126 L
TEHMIEASNE T

cfg HEAZ )TN T 7ANe VAT LOFRERHME RS L L5 scp & DRICHIHE
RIS ) TEAD, EEIE L TRENEZRFTHAZ ) 7 M2 cfg Zf
WY

G
3
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e
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SEREBE T 7MY RT L

scp FAFAT )T P T 7 A, cfg L DBICHIERIXHNES ) THAD, HEBIE LTH
VH=A7 )T MRNyF 77 ANVHRZAZ )T Mlidsep 2EVET

mds ETLAZ)T N T 7 ANV, FEFEMIT Y 7R — MEHTOME ZHIf$ %5 ACC
EVA—UDHHTBEAZ YT b, EFLREREEDF vy b —F v X &
WLFET

hlp FrIA4 VT 774, SET HELP 2~ > FCi#kwE L, HELP 2~ >~ FTH
BELET

lic FTAXY AT 7 AN 77— T () —R) RBINHEE (71 —Fv—) O
TAE Y AEREEMNLTODE T 74V TT, HAHIHIBRLZWTL 28w

ins B ICHARAD 77— LT 2 TREET 7 A VOEREEMH L TWD 7 74V
T¥

dhc DHCP 4 — N—D@GE M7 7 A v Ty

txt FL—=VFFANT 7 AL

#3:

UTO7 7 AV HE 2R E 3, o7 7 A VS EFETTA. 77 A VO vy (B, Y % —
L7 E) IIETHEELES W,

TG =&
boot.cfg 774V OREEAZ ) T b7 7 AV, SET CONFIG 2~ > FTEgEiAs )7

FASEEE ENT WA (none) & &, A7 7 A VHHEAE L TSR B
BEITEINE T, BEAZ ) T EPRESNTHWELGEIE, #ESNTWE 77

ANDEFEINET

config.ins EERFICHAADREAZ )TN (BE)A 2 T ) 774 VOEHRERAFL T
W5 774V, SET CONFIG 2~ > F&F4T$ 5 LFk (L#E) ShEd

prefer.ins RERFICO—FT277 =47 27 77 A VOERERGFLTET

enabled.sec X2 T4 == FNOBITRICHEERN S NS 77 4V Y AT LI L.
REFIC X2 ) 74 —E— P BT I REZLZRT 774V TT

random.rnd IPsec %= EOMFL T END 7 7 4 VT o HEIICIER - B &N b 720,
=W —DEHTLILEEIH) A

release.lic JY—=AFGA4 LV AT 7 AN T7—=272x7 (V) —=R) DT AL+ AR
FOo77 40T, HIRL WX ) THEECLES W

feature.lic TA4—Fx—F4C AT 74V, BIEE (71 —Fv—) Ot AEH
EFROT7TANTY BIBRL WL ) THEECLESY

longname.lfn Bw7 7408 831N LEVWT 7404 (163 ) OBz HFEL T

Fo 77ANVH (R=RA%) TR0 8 LFEHBR LT 7 A NVEIERT 5 & HEIHY
AR S, DREBERICER SN 3, HIBRL 2w X ) THEECLES W,

4.

EWI771)1L%E

]
I
g
2
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SEBEBE T ANV RT L

77 ANE (N=24) &5 (LUF. filename) 258 LFEBA A 774 Vi, BEW&ET (16.3R) L4
WEHT (83X) D2 007 i b T, HUAHIE, EWAHiz —EOEEIZ LTy 270
DTT, BOHHIOT 7 ANV T 5 L, BOARIPHEIWIAERSNEFT, RIC—FIERLET,

o WA  verylongfilename.cfg

o FWHHI  verylo0.cfg

D HHOWY 20, BEFFD 7 7 AV EAFHNER L ZWELIZE L TTbE§, 2D, 5774 V4
(RWail) 256, HIZHCAH (Feab) MRS HEhabIITidd ) A,

77 ANY AT LBAF EN D DI CHETT, ROWAHTIIF % 7 7 1)V longname.Ifn IZfRfF S §
longname.lfn i&, filename #53758 LT AR 57 7 4 M ERMNNE- 72 & ZICHBIICMER S v, Dk
HEIRICER ST

%, filename 725 #7» 5 8 LFLN DY A E, ATiid 1 2720 (8.3 B 721F) TY.

B SHOWFILE 2v > F (305 X—=2) Tt (RWHAHILHZ L 1) ROAHITIREINE T,

SHOW FILE J

B SHOW FFILE ¥ > F (303 =) Tk, (RWAHIDH->TH) HOMHTERRINIT,

SHOW FFILE J

W AE L BCARTONIE 2 2T %1213, SHOW FILE 2~ >~ F (305 ~<—%) T longname.lfn %45
ELET,

SHOW FILE=longname.lfn

MoV FIAYTTI7ANREIET 2L S, AL LTRWART EHVARTOEE 6 THRE L TH
TVIHA,

SET CONFIG=verylongfilename.cfg

EQ/AAES

SET CONFIG=verylo~0.cfg J

@ DELETEFFILE 2~ >~ F (151 ¢—%) & SHOW FFILE 2~ >~ F (303 <—¥) FIRVWARZ#E#HL T A.
FOXHITHRE L T 7280,

& FHWERTHE, EVWERTZES7 7 A VEER L2 ZICHBIWICAER ENT T, FICRLARICT Y 205 h
BZOIFTEDHY EFHA, TTIUETE 7 7 ANVELRDPEELZVE ) ITERENT T, RWHART2HRO7 7
AN WALECTIRET 5 & &1k, 243 SHOW FILE 2~ F (305 X—7) T longname.lfn % {85 L CHIE
KEMRL TOHIEE LTS,

& Tv Y FEFHICEVWENTZ#EE L Th ., CREATECONFIG 2~ > F (123 %—Y) TR LBEAZ ) T
FTREWARTIIC RS 2 EDH Y T4 (SHOW CONFIG 2~ >~ F (295 *—¥) o DYNAMIC 73 3~
TFRENDLHEAZ YT FLFEETT),

16 | CentreCOM AR740 v > KU 77 L > 2.6 EA - I8
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RREBETI7 MV XT L

TA4IVRKH—FK

T7ANEBET 53~ FOHIZIE, TANVEA—F (%) 2o THEDO 7 7/ Ve —EITfEETE5 b
DHBHYETo TAVFA—F () I MEROXTH] Z2RTEDT, ROL )T,

M7 VAT L (79v 2, NVS) LOEMEAD 77— 27774 (rez) %3 XTHER

SHOW FILE=*:* . rez

B757 3 aAE)—FOTFFAMNTI 7 A VO—E %3 (device B flash & A7 S B)

SHOW FILE=*.txt

BNVS FOAZ7 )T w7740V %&FTXTHIER

DELETE FILE=nvs:*.scp

B DELETE FILE 2~ > F (152 X—%) & SHOW FILE 2~ >~ F (305 X—2) Tid, kD k9 ZfqeE
(HI5—30) bHRET,

DELETE FILE=gw*.scp

& )73 (*base.cfg) P —H (*foo*.cfg) IR T H A,

WAV —F iz 53~y FIZIZDTOL ) Zdborsh) 4,

e DELETEFFILE 2~ > F (151 *—7?)
e DELETEFILE 2~ > F (152 %—7)
e SHOW FFILE 2 ~v > F (303 *—7)
e SHOWFILE 2~ > F (305 %—7)

BT ANVEEICOwWTCa~w Yy FEla R LET,
B M Vvo—&i1x, SHOW FILE 2~ > K (305 *—Y) THERTxFT,

SHOW FILE J

BEE7 7 AVO—Er A ETAN D — FEffvEd,

SHOW FILE=*.scp

W77 AVORNEE 5121, SHOWFILE 2~ > F 305X%—%) T (VA NV FA—=RThHW) 774
VEERELE T, 72720, SHOWFILE 2<%~ F (305 %—2) TRAZENFTE201E7F A MEAD
774V (ixt, scp. .cfg = &) 7217 TY,

SHOW FILE=mitai.cfg J

G
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i
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SEBEBE T ANV RT L

W77 A VEHIBRS 512IE DELETEFILE 2~ > F (152 %—2) &ffivid, V4V A — FTHEET7 7
ANVEFTEDOTHTILLARETT,

DELETE FILE=iranai.cfg
DELETE FILE=*.txt

& HIBELZ27 7 AVETRIRT S LI TE T A, 77 A VIRERHIE T EEE L > T2 S v,

% config.ins. preferins. releaselic. featurelic i, ¥ AT ADEMWEICLEL 7 7 4 VT, o THIERL 2w
L9 THEELZE W,

N TANVKI—=FaffioTT7 7 AVERIRTLE &, BERT77AVETHIRLTLEDRWE ) I IER
L&,

W77 AVREETETAHIZIERENAME 27~ F (236 *—2) #ffivEd,

RENAME old.scp new.scp o

B2 MNERDT7 7 AV EHETAHIZIE, EDIT 2~ Y F (197 %—=Y) (N7 VA2 ) =251 % —)
2T,

EDIT myscript.scp

BMILOAD 2~ F (223—) %#ffio T, DI Ea—F—2bT7 745k F 00— FT52EHT

39, ROBITIEE TFTP ¥ —/3¥— 192.168.1.11 7°5 long.scp & 77 v ¥ 2 XA E) —Z¥ 7 > a— FL T
WwWE$, ¥y ru— N2k, HTTP ® ZMODEM % ffi-) 2 & b T 7,

LOAD FILE=long.scp SERVER=192.168.1.11 DEST=flash J

B UPLOAD 2~ > F (390 %—7) 2z, 7F*A MO 774 V& TFIP #—/"—I27 v 70—
TH5ILENTEET, ROBITIE, FEAZ ) T b taisetsu.cfg & TFTP ¥ —/N—127 v 70— FLE T,
ZMODEM |2 %57 v 72— L AEETT,

UPLOAD FILE=taisetsu.cfg SERVER=192.168.1.11 .

& TFIP H—/"—0%%E (UNIX R OS @ titpd % &) 2Lk o TE, == Lo oD LD 7 7 A VEERL T
BPHhWET7ANVDT v TU—= P TERVLEONH N T, UL, 7 74 VOFHIEBI LT 5720 T
T COLIBEAEE VN ETEO T 7 ANVEERL, TRXTOL—F—ICHEARERE 5.2 TH2 5
Ty 7TH—=RNLTATLES N,

UNxXOS [1]# cd /tftpboot
UNxXOS [2] # touch karappo.cfg
UNxXOS [3] # chmod 666 karappo.cfg

f
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a>I749Jb—=>3>

a>Jq47Lb—Y3>

ABETIE, Iy FANCE o THRELEZNEZ, TFAMNEROAZ YT v 774 VE LTS A2
ENRTEF T, SFSFRBEFRLLLZHO 77 ANE LTHALTBE, LEICBLUTY Y2 TS
ZENUEETY

BEDRIFEETT

ZVV—W&E#%ﬂﬁbfWEuﬁV&%AX%U—L’%éf@ VAT LAETREHTAEHATLE
WET, REDED R UEEEZ VWG, RENEEZAZ ) T 77 A VICRGET ALENH Y 9,
B AT — FOBRENEE 7 74 VIS 51213, CREATE CONFIG 2~ > F (123 <—3) ZffivE
Fo 77 ANVDIIRTE [efg] 7 [scpl & LET . 72 21, BUEDORENEE [mynet.cfg| IZPR1FT
BIIE ROEIICLFEFT BELL T 7 A WD L R WIS EIEBIER S L, $TICHEAEL TWhW izl
GlxbExEINTET,

CREATE CONFIG=mynet.cfg J
KaA<y FTERLZZ7 7 A VICE, RENABENAZ ) T MEXNTRESNE T, 272L, A7) 7 hON
FE—EDIEIZ L7z o 72 JC *?ﬁ@éﬂ“(b\é%&) AR RIAYTANLIZ D ET 572 M LT

EHhEFEA (ZEzIE BWTIZ ADD & SET O &) IZEBATICH T TRIESNE §). L L. RIS
NTVBERIIFE LTS, 72, v A 82T = FidlEZIt MD5 44 Y =X ) LTREESNET,

W% 7 7 A VICRAE L 727200 Tl MREIFRICAEE LS A SET CONFIG 27 > F (242 <R—
V) Eflio T MAFELAREAZ ) 7 MASRIEEEFFICHEAAEND L7 %#éz%#%niﬁotﬁh
AR EFNDFEEAZ )T O b x, [REA 2 ) 7], RE7 7 A V], [REFREET 7 1 V] %
IO E T,

SET CONFIG=mynet.cfg J

B AEORIAZ ) T M EERTHI2E, 723 % LTSHOW CONFIG v~ F (295 =) %
FATLET,

SHOW CONFIG .

W UED A EY) — LORENEEHERT 5121, SHOW CONFIG 2~ » F (295 *—2) |2 DYNAMIC
AT a eI TENT LIS, REAFNVAZ ) 7T FEATFEREINT T,

SHOW CONFIG DYNAMIC .

B DYNAMIC + 72> a YICEDV 2= VEHEE G252 LICE )| FFEEY 2 — VORRERT 2 fERT A L
bTEET, 2L 2E IPORELTEMHRTLITERDLHIIILET,

SHOW CONFIG DYNAMIC=IP .

WKkl ZZORETRHSEVE XL, BHAZ Y72 [ZL] IZLET, Thid, ZEzWbERrLR
DB LizvwE &% EI2RTYT, SET CONFIG 2~ > F (242 =) IZNONE 2 L TL 28w,

CentreCOM AR740 O~¥> KU 77L > X 26 19
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a>7«49L—>3>

SET CONFIG=NONE .

WEHAZ ) 7% [ L] IZRELTS, [bootefg] LI KED T 7 A VDAAET B & BRI HE)
FATSNE T,

WEHAZ) S NOREELHEETIZ, —ELRITHNOERET7 7T ANVTHRER (Y+—2A%—1F) T4
1%, RESTART 2~ > F (240 *—3) ® CONFIG /$T A — % —IZRE T 7 ANV EIREL T T, 2—
FZ % — bk (RESTART REBOOT) H:lZid, CONFIG /85 A —% — 3B ETE T A,

RESTART ROUTER CONFIG=1lkaikiri.cfg

W AR, —ERZTZEORE THIEE) L 72w e Zid, RESTART 2> F (240 *—2) @ CONFIG 7¥7
A —%—|ZNONE #f8€ L $3, ZD& & boot.cfg (FFTENFEE A,

RESTART ROUTER CONFIG=NONE .
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av > R7O0tyH—

av> K70ty 4 —

ABE T A #HEL, 2y —VFE—b GEREIS Y 7UR—F) IR L-ay Y=Ly —3IF 0, F
723, Ay b I—27 FDTelnet 7547 b, avr FFakyr— (A< K94 A7 —T x2—
Z) W77 ALTHVWET, 22T a~y FANICHET 2 EANZFMRIOWTHBAL 3,

Ay Rty =277 ATAHICIE, 2= E—F FERWT ) 7UR—N) ICERELa Y
V=V =3I FAh5a s AT 5h, Telnet BHTOE A VT H50EFHD T3,

& Telnet ZfEHT A2, HO5LLOI Y= VF—IFAho0r (L, REGZIP 7 FLA%E2HEL T
BLUEPSH) T4, THABRORETIZIP 2SHIC R > T aw/zn, gana 74 YEEhdary—upy
SOZAYyTHIENE)TT, BB, IPOEEIZOWTIE [IP] 0BEE2 TEL 7280,

T2V = — I TV EERT 0 Telnet THART 5 &\ [login: | L) s 4> 7usy 7 MPFRaEn
T AYV—MI=IFNEEHRLTHIU T A 2T T I PRRIREN R EIE, [Enter] % a2
LTATLLZE W,

CHEARFOIRAETIE, Manager (BH#) LNV OL—H— [manager] 7217 AEHIN T E T, WIS
AT — K& [friend] T, [login:| 124 L T2 —4—%; [manager] % [Password:] |Zxf L T/S2 7 —
F [friend| ZANLTLZE . OV VT DL, avy F7ury FhPFREnE 4,

login: manager
Password: friend (EREICIERREhITLA)

Manager >

& FTANPIONAT = REFWEEITLZ LIEEFa) T4 —FFFLLHY) TRADT, HElar A VEHIEE
TAHLZ LB L T, i HGEH - B8 o [ -7 —N—2| 2 TEBLEEW,

& Telnet #HDOWA, U7 A 70y T RPFRENTHS 15UAIca s v Lawe, Telnet £y ¥ a v »34)
e Ed,

S BEENHL (77 4V M5 ) L Ta s A AR s, Y=y — I F VTR (7740 b
31040) azZ Ay 70y 7P FRRENLL LD T, T72, Telnet FEfog Al Yy ¥ a y A s e, &%
M7 FAT M5O Telnet i E R AR CHBHES SN2 L9120 9, o0 L, SET USER =
<Y F (290 *—7) ® LOGINFAIL, LOCKOUTPD /85 # —% —CEHETX¥7,

av > R7O>7 b
FTFINMDEETIE, EOL—F—L XL TaTAL L TWnENICLoTa~vy R 707 FDOFERDE
7N ET,

& SETASYN a< Y F ([f % —7xz—Z] ®50~—7) O PROMPT /85 X —% —C7 07 b LFH| %20
LTWAEAIE, ==L )VIZEDLY) % CREE LT FRSNFE T,

EH - B CentreCOM AR740 O~ > Ky 77L>ZX26 |21
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e User L' X)L

av > R7O0tyH—

>

e Manager L\

Manager >

e Security Officer L\

SecOff >

%3, SETSYSTEM NAME 27 > F (268 X—3) TY AT L% (sysName) %ikE LT\ 5 & &1k, [>]

DHIZV AT LAHPERENE T, BEOV AT LZEFHL TWAE L) RgGE,

VAT LGOI DR TN

LETEFITTBLELE T AT LR X LT L 2 0 EF T,

Info (134003):

Manager > set system name="GW/Saidaiji"

Operation successful.

Manager GW/Saidaiji>

Ov > R4 U iREFx—

AR RT7A4 TR, DTOMERRELZM) 225 T& 9 (VTI00 EHROmATL I 2 L — % =D WETT ),

*- HERE

- 1A ICEE)
- 1372 H)
Ctrl/A ITHICHEH)
Ctrl/E FIRICHEE)

Delete % 7213 Backspace

7= VDN B KR

Ctrl/U

a< Y FATOWFE

Ctrl/O

HAE—F (F74)b) EFEEXE—-FOYHFHR

t ¥ 7213 Ctrl/B

axy VEEz 2905

| F7213 Ctrl/F

avr FEREZED L

Ctrl/C

a~ v FEEDZFTR (SHOW ASYN HISTORY 2~ > F&EFTLTH[H
Uo BIEDEIK:L RESET ASYN HISTORY 2~ >~ FT/19)

Tab % 7213 Ctrl/1

ANERO I~ N~y FThE0Oa~ r NEhtrFRR

# 5:

O< > FAHOBDFESEIA

I Y FANRIEDTFO Z R HITFERE L TL 23,
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av > R7O0tyH—

RTEH, a~xy MRS 2D 17128356 20EE1R, av Y FOEREZME) 2, o~ ¥ N2
23T T 723w (ADD & SET % &),

& SETSYSTEMNAME av > F (268 X—3) TY AT A% EHEL TWAEEIE. Y AT ALOGETH %
DEd.

B [ADD|, [IP] ZEDF—7—F (PR BRLFANLFEXHLZVWOT, EH55TANLTENE
WERHA, —H, T A=F =L LTHZAEOFIZIE, NAT = RO LI IZRILFNILFEZXNT 550
b ==L ) ITKUFNLFEX N LWL ORH ) T4, a~v 2 ) 77 LY 2AETIHRO L
AL TL7ZE w0,

WMo~y FE—EICHEITE 2P THIEEET T, 72& 21X SHOW FILE 2v > F (305 *—2) 13K
DEHIEMLTANT S ZENTEET,

SH FI

MUy oS ra—F—OHR (Z—F L) Lo TETTELI~V Y FHFRED T3, @ OFH
%13 Manager L XV TITWE§, F72, ¥ 29 7 4 —F— FTId Security Officer L~V DR ATV B
T,

B~ FOMRIE (27 =220 ANERICHLDNE T, BEHZELZTILEIDH ) A,
2L, BRENSFEHESHTALEHEATCLE)OT, BRH BRI LEEL V72w e &2 CREATE
CONFIG 2~ ¥ F (123 %—Y) T7Z 7 A VIZRAEL TL 228 v, JEflE D8 - &8 o [a> 747
L—2ar]| hEEBEIZLTLEE N,

V= IbAytE—3

v Y FANR. FATRRRPML LT — 2 b8 Ay b —UPFEREINDLZ DD T,

Manager > add ip int=eth0 ip=192.168.10.1

Warning (2005267): The IP module is not enabled.

Manager > enable ip

Info (1005287): IP module has been enabled.

Manager > show ip interfaith

Error (3005012): Parameter "interfaith" not recognised.

W= kol IR Tw0E T,

LN (ES): X

o (L] BAYE—VOEEELZ/RTHEET, XKOENDPIZH) £,
- Info: <> FOEFTIIE LT L 2RT
- Warning : 2~ > FOETIZIIEI L72dS, BET 2 FMICTEEIREENHH 2 L 2R
- Error: 2~ Y FOFEITIZRKL 722 & 2R
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av > R7O0tyH—

& AYV—WAvE—VD LRV F, B Avte—Y0 [uarZLNv] IERER) 3, [Lv] iF
a7 Avt—Y% 47 [021/MSG] ®% 7% 47 [001/INFOJ, [002/WARN ., [003/ERROR | (Zx%}
JIBLTWE T, LR, DEA - &8 o (07 ] 1255 (547 /3754 7] 2TEL7ZE W,

o [FH|l WE320T7 14—V E7HOAyE—Ya— RTY,

Smmmmnnmn

- Is]i3xAvyt—VOEEEZRT 1HOHKTTT, 1 (Info), 2 (Warning). 3 (Error) ® 3
EHRHY T3, BREEHRDO LV ERLETY,
- [mmm| BAv =V EHNLEEY 2= VERT SHOBFTYT, 3L I, 8 - &8
D7 IZeHs [EVa—NVIDEEYa—VH| 2TECEZS v,
- Innn] 3EAD X v =T 2T 57200 3HOKTFTTT 001~255 E&EY 2 —ikEn
Ay t—T, 256~999 1FEY 2= VT LIZREDL Ay =T TT,
o [AX] EAvE—YARL (X)) T,

WERAIREL X — T — FERRT 3 [?7]

<Y ROATJERT [?2] F—%233 &, RIERA] F—J—F (A R8T RA=F =%, T T
varvg) O—EFFRENTT,

Bl ziE, av sy FIA4VOEHET [?2] F—%2MF koL ) cERsnFEFT (2] 3FRENEFLA),

Manager > °?

Options : ACTivate ADD Connect CLear CREate DEACTivate DELete DESTroy
DISable Disconnect DUMP EDit ENAble FINGer FLUsh Help LOAd MAIL MODify
PING PURge REName Reconnect RESET RESTART SET SHow SSH STArt STop TELnet
TRAce UPLoad LOGIN LOGON LOgoff LOgout

Manager >

[Options: ] UL TFIZHIZEENTWEDA, Iy FI4 VOREHF -7 — FL L THENEHFEO—ETT
(BAREHIEESLY 7 by 27 ON—Ya VLo TREL RN D ) $7), KLTOEHSIE, K5 —
7= N —RIZHT 5700, RIERAD L2 TR SHVEGERLTWE T,

N [?2] F—THERENLF—T—FOHIZIE, ¥FR- g0 0b T T, FHIE LT, Aa<x> FY
T LY AR EN TV ARVWIY Y FRF =T — N, B R— bxadgdte 20 97, Al ) ) -2/ —
b7 & CTHERR L 72 8 vy

WOoXiZ, a7 FIA4 Y TLEEDF—T—F—E25 [SHOW| 2 AL, E5IZFEMANR— 2% — T
AL LETHE [?2] F—23L, ROLHITFEREINT T,

S ATSDPOLTHIE AT L% T [?] F—%24§ & &, LFHNOBRAIEAR=ZEZ AT LTHS [?7] *—
BT LEDPDHY T,

Manager > show ?
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av > R7O0tyH—

Options : ACC ALIas APPletalk BGP BOOTp BRIDge BRI BUFfer CLNS CONfig CPU
DECnet DEBug DHCP DTe DVMrp ENCo ETH EXception FIle FEAture FIREwall FFIle
FLash FRamerelay GRE GUI HTTP INSTall INTerface IP IPV6 IPSec IPX ISAkmp
ISDN L2TP LAPB LAPD LDAP LOAder LOG LPD MAnager MAIL MIOX NTP NVS OSPF
PATch PERM PIM PING PKT ASYn POrt PKI PPP PRI Q931 RADius RELease RSVP SA
SCript SERvice SNmp SSH STAR STARTup STReam STT SWItch SYN SYStem TELnet
TPAD TRAce TRIGger SESsions TCP TEST TIme TTy UPNP TACacs USEr VLAN VRRP
X25C X25T TDM

Manager > show

oS4 AT
F U4V TERAIZIE, HELP 2~ F (220 *—) v 4,

Bt 72 a2 L THELP a2~y K (220%—2) 2F[TTLE, AVTT7ANVD Ny TR=IHPERS
nFEd,

HELP .
By TR=VOEIILA, FREEW My 7 R IEET S ERBEAPFERENE T,
HELP IP .

BrEY 7 IlEoTRELICRERVEETS 256030 £9. TOREGRBEHOFRIILIZNF>TIE Y 7
YEEZBTIRELE T,

HELP IP INTERFACE J

BT 7740y 7 a7l IlBEAINTWEY, HELP 27> F (220 X—3) 2MEHT 5~
V777 AWIEZSETHELP 2~ > F (243 *—Y) TEHETXF 4,

SET HELP=234-03.hlp J

SHRBED N — 27 ) 15

77 ) P DEKEETIE, 1 R=VH7ZVTED 22 ITHESNTWE T, I~ FORIRIRD 2217 &
DHFEVHEIZ2UATTE ISR —RHFIE L, RTFATICRO L) Ay 2= UWFoREN, F-ANFEDL
WREICR) T4,

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

ZZTIERDOF —HEDWHET T,

Space RD1IR=TVaFRLET

Enter KDO1iTHRFRLIET

C BOIRTE—RICERLET
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av> K70ty H—

q FRaemEL, 7ury T MR £

3 6:
—EREIREINTATE S HIDITHLZ EIITEERA,

B AR-VEDITBIESETASYN a<v > F ([f 29 —=7x2—A] O50R"—Y) TEETE I,

SET ASYN PAGE=30 .

B <=V HL ORI 2 BRI T 5 121d, PAGE /87 2 —% —|ZOFF #48E L £ 9,

SET ASYN PAGE=OFF

I1Y7ZX (Bl8)

XY NIAY T AREEZFAT AL, Rwa~y FMrcEwllA 252 L3 TEEd,

B ()7 ADEFHIT ADD ALIAS 27~ F (101 X—2) TlrwEd, 72L&z, [Is] T77 4 V—8
DWFERENDZ LT HIE, XKOLHITLFET,

ADD ALIAS=1ls STRING="show file" .

IAN) T AIANERIC—REZFRE SN, 20K a~ Y FIFERISES T T, BESN-a2~ 2 FTIC
IANVTAPGEENTOWTOEIRMIZERSINLZ EIEH ) FHA,

B {)7AD—EIXSHOW ALIAS 2~ > F (293 *—7) THEETEE 7,

SHOW ALIAS J

B )7 A%HIBRd %1213 DELETE ALIAS 2~ > F (150 X—) ZffivEs,

DELETE ALIAS=1ls J

26 | CentreCOM AR740 O~ > KU J77L > X 26
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1 -BHEF—4~—2

11— —Bal 7 — 2N — X

a1—H¥—-L AN

I—H—TH T M, HRICE > TRD3DDOLARVIZHTONT T, KLNVOHERIZ, BifEE—F
(/=< NVE—FEEF2)T4—F—F) Lo T ELRNVET, 774NV NOEE—-FIZ/ -~V E—
FTYo BIfEE— FOFEMIZOWTIZ, HEH - BH] o [F2) 574 —] 2 TELEZE 0,

o User LN
e Manager L\
e Security Officer L\

User (—fg1—+—) LNVOL—H—F, /=< LE—F, £X2) 714 —FE—-FDELLTH-Th,
HOEFICET 238 GRRRESR/SAT —F) ZEICRONa~v Y FLaFETTE 4 A, User LA
Vi, BHIC WAN REHCTHAe LT < % PPP 21— % — 2 38GET 5720 1w £, 5fflliZ [PPPJ) 0% %
TR EE v,

Manager (FH%E) LAV OLZ—F—iF, /=T LE= FIIBWTITRNTOaAY Yy FEETTLHERZHD
T¥, ML AROREFER GO, 1L ALOER - FElFEIE Manager LNVO T /1 & b & L
TITVET, 72720, 2F 2714 —F— FTIEE2MOLANVICER SN, vF2) 74—l 5a~
YF (BF 2T —av v R) FEFTERLS D ET,

Security Officer L NV DL —H— L, /= VE=FIZBVWTINTOI~Y Y FEETTHHEELZHD
¥, T4, EF 2T A —E—FTLIRTCOIAVY FEEFTTEDREMDOL—F—TT, LF 2
74 —F— FTOFHEEL Security Officer L NV 7 A7 v b & LT $ 3, Security Officer
LARVDL—=HF=EgInTnizne, tXFa) 71 —FE— FIIEBTTEIEA,

av>RK7a>7 b
T FIVEOBRETIE, EOL—F—L XU TOZ A LTnANIIL>Tavy F7ury 7 bOFRRIVE
T FET,

& SETASYN a<>YF ([f % —=7xz—Z] ®50~<~—7) ® PROMPT /85 X —% —C7 07 b LFh| %20
LTWaAEAE, 2= =LV Y 74 CRE LU RIRFRENT T,

e User L' X)L

>

e Manager L\

Manager >

e Security Officer L\

SecOff >

%3, SETSYSTEM NAME 27 > F (268 X—3) TY AT L% (sysName) %@ LT\ 5 & &1k, [>]
DRI AT LHDERENE T ROV AT LEFHLTVD L) LG, VAT LAIIDORYRTW
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21— BT -4 N— X

SETEFITTBLER VAT AR LR L 20 fERTT,

Manager > set system name="GW/Saidaiji"

Info (134003): Operation successful.

Manager GW/Saidaiji>

TIFINTATL b

CHEAREOIREETIZ, Manager LNV —4 — [manager| 28RS N TWE T, WS AREORRENE
HEEMGO, BLALOFER - REMRIZOTHY Y PEFHLTUTVWET,

& kFaVT A —F—- FEMEHT L E &1, JUiE Security Officer LXVOT o v b &AEE L, 2DT A7~ b
THIEEEZITVE T (Security Officer L NV O L —HF=HHHEIN TV AEWnE, £Fa) 71 —F— FIZiE
BITCEEETA),

e 11— —%  manager
o /XA — I ! friend

TT AN PDONRAT = Rl 2 ZEidtFa) 74 —EiFE L H ) TEADT, HIRIT 7 A VHFICE
HIHZLeBEIO LTS, SAT7— FOLEHIZIZSETPASSWORD 2w > F (258 X—Y) ZfivE§,

Manager > set password

0l1d password: abcabc (FRED/XXT—RFEAN, ADULAENIT— FEEBRICERRE G W)
New password: xyzxyz (FILWIXXT—K%AAN)

Confirm: xyzxyz (FERBDSH. FLWIIXT—-KEHI—FEAN)

TOLYT MRREINEVWEEZIFZZT [Enter] &7

% Manager LRXIVOSAT — FEEhb EETEEHA, /SAT — FPEARRIIE TR (230w,

REGEEIFICHELE L8 A T — FEMIZR A L9, CREATE CONFIG 2~ > F (123 *—73) TKE
77 A NVIERFE L, SETCONFIG 27> F (242 R—7) TEEIZA 7 ) 7 MIRE L TS Wv, #HillX
GEH - B o [av74 7 b —=vary] #TELZE W,

Manager > create config=basic.cfg

Info (149003): Operation successful.

Manager > set config=basic.cfg

Info (149003): Operation successful.

71—+ — R OIER

ARE G —Y —FRRERRE L LT, =W —FRET — & X— 27217 T7% <, RADIUS (Remote Access
Dial-In User Service) % —/Y—& TACACS (Terminal Access Controller Access System) #—/3—I|Z%

CentreCOM AR740 O~ > KU T 7L > X 26 EA - 518
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1-Y-BEF—EN—2

FBLTWEY, B A YREORFEZXRDIEF TITbh ¥,

L 2= GET— 5 N
2. RADIUS #—/i— (ADD RADIUSSERVER =¥ F (107 X—%) THEL/H0)
3. TACACS #—/3— (ADD TACACSSERVER =< > | (114 <—3) THEL72H D)

WENDPD R Ty FTHEEICEI S hEn 7 4 2 HFF S ivE 4, RADIUS, TACACS (22 Tid, [E
M- o [FEEEY —N—] 2 ZTEC LS v,

A—Y—-—ThHr NOEIE

Z—F—=T7 A7 v bOBEMPLHIERIE, / — <V E— FTiE Manager LXVELE, ¥Fa2) 74 —EFE—FT
l& Security Officer LX)V DL —H =TTV 7,
L— P —AEEF IZIE L T OE RS L E T,

154k INT X =B — IR ? AFS

== USER VI BT 1~64 30 RILF/NLFO X5
37 L

IXAT —F PASSWORD WA PP D LR 1~32 T, Z2H, K

LN LFOXB DY o 77 4V b Tldi/h
FEHED 6 L FICHIBRE N TWw B

AL—#—L~)k  PRIVILEGE + 7 ar (4 User. Manager. Security Officer 2 &R
& i3 User)
EEARS LOGIN User L XV @ (User LNLDH) 37 FI4 24 08—
Y B AL T L= ANOUTA Y EFTTDHE D B
Telnet %/7H  TELNET F 7 3 v U/AYLfa—#—|ZTELNET 27> KO
(F7 4V MNE FETEFTTL0ED 2
NO)
242 b DESCRIPTION % 7% = » T AR
x7:

B —¥— %583 51213 ADDUSER 2~ > F (117 <—3) #fivE4, 12—+ —L~)ix PRIVILEGE
INT A= —THEL ¥ (HWEHHE USER L),

ADD USER=swadmin PRIVILEGE=MANAGER PASSWORD=s69ro28n .

BT —NIZEBHZE0OLEXET TN T 5= FTHATLZE Y,

ADD USER=swadmin PRIVILEGE=MANAGER PASSWORD="voi4 dia 2390o" .

B USER LNV DL —HF—Z{ET 5 & &IZ LOGIN /85 X — % —DIRENWIETT ZDINT A —4F —
E, Aa~x Y FIA A Y =T 2= ANDT 7 A%ZFF0 T 2089 xR ETH DT, PPP 1—H%—7
ERTA Y ORER L= IIRGEHERE G2 VLT 0D TY, U7 v —F—DAEIE,
YES (TRUE) #Z#gwEL ¥,
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A—Y—BFT —ZN—X

ADD USER=panp PRIVILEGE=USER PASSWORD=KER3ira6ai LOGIN=YES ./

B EGDNSAT— F2EHT 51213 SET PASSWORD 2~ ¥ F (258 X—3) ZffivEd, oL —+H—
DINAT— FEEHFT L L &1, SETUSER 27 > F (290 ®*—73) @ PASSWORD 787 A — % — % ffiv
EJE

SET USER=other PASSWORD=alapaKOre .

& TT7ANITHY Y THD manager DAL O L —F —fEHiE. MoOREHHREFET > ¥ 1 4 2F) — RICE
WENFE T, 72, manager 747 ¥ FONXAT — R BHE LGSR TT, 20720, VAT 4% FHiLH)
TLEHZTLEFVWETHOT, CREATE CONFIG 2v ~ F (123 X—3) T7 7 4 )WVIZERAE L. SET CONFIG
AN (242 R—Y) TREFFICZ - —ERAIEILC SN D LI LTS, ElliE ER - &8 o [2
IATV=vary]| EZELEES G, BB, REAZ ) T MRTRSAT = NS LS N TRIEENE T,

% Manager LRXIVOSAT — FEEhb EETEEHA, /SAT — FERRIIE TR (230w,

B—F—»—&IZISHOWUSER 2~v > F (379 *—) THHETxT ¥,
SHOW USER .
WO T 7 + )V FRE T, 6 LT LV EHVSAT — FIIHTE WL ) Il > TnIE T,

ISA T — FOE/NCFEIE, SETUSER 2<% > F (290 X—3) @ MINPWDLEN /X7 X — % — CZEHT
E3E SN

SET USER MINPWDLEN=8 .
W 2of, 22— =D 70— NV RikENT A—F — (T 7 A ROy 77 M EEE 2
&) &, SETUSER 2~ F (290 R—Y) CTEHETEF T,

W L — AR O &R R E R AEHIL . SHOW USER v > F (379 ~<— %) |2 CONFIGURATION
F T arEMTAZETERTET T,

SHOW USER CONFIGURATION

30 | CentreCOM AR740 OA<%> K J77L > X 26
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BBEE 4 — /3

FOAL F — /N —

AREGIE, WAL LT, WO - —FFET — ¥ X— 2|2z T, RADIUS (Remote
Authentication Dial In User Service) # —/Y— & TACACS (Terminal Access Controller Access System)
== HF-bPLTVIT,

3 —Y —sBE B DIER

BT A Y HENRAT = FEZITWo 2R RS, RIS —F —RFET— Y N— A RKRLET, v v F
THLLY M) =Dholch B3R TR E 2D T, ¥ v T35 M) —=Bhhoslla
& RADIUS # — N —|ZR8fE2 R L £ 9, RADIUS = N—=2" 8 S LT 2w, & 5% it RADIUS
I —3=75 Reject 75 - T & 725 1E. TACACS H — /N —IZRGEE 2K L £ 9. RADIUS % —/3v—,
TACACS =3 =DV b Accept AR - T & 786 3REGERY) . £ 5705 b Reject SN72H6E
SREGERM E 2 ) £,

RADIUS # —/\—

RADIUS % —/N— 1, 2= —=fEICfHTE 513D, 77 A7 74 —=VDT 7 A=)V EEREHT 5
HTHMHTET T, 365l (77477 +—)V] OBEEZITELLEF SN,

B RADIUS # — /¥ — % & #3 5 121&. ADD RADIUS SERVER 2~ >~ F (107 *—2) &L 7,
RADIUS #—=/—=DIP 7 FL A LA NRAT — F g L TS,

ADD RADIUS SERVER=192.168.10.10 SECRET=Valid8Me .

W E2EE Xy FORYIY IZIET 7 4 )V N TUDP A= M 1645 HEAMEHENE S, 2. THAY T4 27
23y MCIEE 1646 FHAMEH SN E T INHZEET 51213, PORT 787 X — % — (G%E) & ACCPORT
INTGRAXA=F—= (THhyrT14>27) ZfHL T3, REC2865 TIIFZAEMH AR — b % 1812 #F. RFC2866 Tl
ThI T4 Y THA-F21813%F & LTWwEd, RADIUS = N— D g sl L CGEEZEHE L TL 72
S,

ADD RADIUS SERVER=192.168.10.10 PORT=1812 ACCPORT=1813 .J

B RADIUS # —/\— D56k % fifbr 3 % 1213, DELETE RADIUS SERVER 2~ >~ F (159 ~—72) #ZffiH
LEd,

DELETE RADIUS SERVER=192.168.10.10

B 58S T % RADIUS H—\—D—§i 2 FIR§ % 121d, SHOW RADIUS 2v > F (341 *—¥) %
EHLET,

SHOW RADIUS .J

B RADIUS #—/N—=D 2 FA4 7 ¥ MEHRT 7 A Ve 2—F—FHT7 7 A VOFlZRLE T, #FilliE RADIUS

= N—DT =2 T VETEL &N,
[/etc/raddb/clients]
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ALY —/S—

# client secret
192.168.10.1 RouterA
[/etc/raddb/users]

alpha Password = "PasswordA"

Framed-IP-Address = 192.168.10.240
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

beta Password = "PasswordB"
Framed-IP-Address = 192.168.10.241
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

TACACS #r—/\—

LT oBITid, TACACS #—x—0 1P 7 FL A % 192.168.10.3 & i L T ¥ 1,

B TACACS #—/\— % %444 %1213, ADD TACACSSERVER 2~ > F (114 x—) %#fEHLET.
ADD TACACS SERVER=192.168.10.3

B TACACS #— /N — D %$}% #I5¥ 5 121d, DELETE TACACS SERVER 2+~ F (163 <— ) % i
LET,

DELETE TACACS SERVER=192.168.10.3 J

W %5 2T TACACS % — /N — 0 —§i % %757 %1213, SHOW TACACS SERVER 21 < > F (367
N=Y) EEHLET,

SHOW TACACS SERVER J

B TACACS # — N— |2 L BREAED 720D 5 A 7% b e b F 4 [H%E, SETUSER 27> F (290 ~—

V) THELET, UTOBITIE, IEDIYA LTI 2108, ) FIA0EE 7ICEELTCWES, 7
TN MEFENFNS L 3ETY,

SET USER TACTIMEOUT=10 TACRETRIES=7 .

AEZHPHYR— L T35 RADIUS BiE—E

B {EH & h B EEHER SiiAA
User-Name PSSR/ T A T4 vy BT A -4
SR
32 | CentreCOM AR740 a~%> Ky 77 L > X 2.6 EA - B
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(o2
k=117

4 — /5 —

User-Password FRRIE SERIRE R AV AV

CHAP-Password FRRIE SR IRE CHAP FBFEIRED/SZA T — K (F v L~
I TEHLARY A)

NAS-IP-Address RAEESR /T A T4 v 7 AR ERT S NAS (7747 2 )

PR IRy

DIPTFLVA

Framed-IP-Address

Hj:

FRREZ B

I—HF—-DIPT FL A

(accept) I
Framed-IP-Netmask FRAESCH (accept) M 2= —=Df v PYAY
Callback-Number FRAESCH (accept) M I— Ny I F
Framed-Route FRREZ . (accept) FRRE S NIz —F = D72 IZNAS (7

TAT V) DREET NS AR E
Framed-IPX-Network FAREZEL (accept) I Z—HF—DIPX 4 v NT =&
Session-Timeout FRREZ P (accept) I—H—tyarOaRHR #)
Idle-Timeout FAREZEL (accept) I SEEROY Yy a4 L7 8 (B)
Calling-Station-Id AL SRR NAS (7747 ) 12k LT&E7

1= —DORFF

Framed-AppleTalk-Network

FRAEZ . (accept) W

Z—H%— AppleTalk * v b7 — 2%

ajn

Framed-AppleTalk-Zone

FRAEZ . (accept) W

=% =077+ )} AppleTalk V' —

v

CHAP-Challenge ORI BRI NAS (7 747 ¥ F) »SL—H—T#%
4% CHAP 7v L ¥

Acct-Status-Type TAHA YT A YT BRIGRE Y—YADRMG, RTREERY

Acct-Input-Octets TAT YT A Y TETHE B —EZRMEPICHKE LA - FTEEL
Ter—%& (X775 v 1)

Acct-Output-Octets TAT YT AV TRETH Y= EARMAPIZE LR — 0 6%E
L7zr—%% (X277 b)

Acct-Session-1d TAT YT AYTEWG/ T kv ia v ID

PR s

Acct-Authentic TA YT A YT BRIGRE 2= —FRED T

Acct-Session-Time THT T4 VTR Framed User ~ ® 4 — ¥ Z i i [
)

Acct-Input-Packets TAHYT T4 TR Framed User ~®# — ¥ 2 {2 {1125
BR- I PORELLT—5& O3y
N0

Acct-Output-Packets THT YT A TR R Framed User ~® % — E 2§24l i1 125%

]
I
g
2
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Acct-Terminate-Cause THT T4 v TR T Yy ia YHTOEH

#*8:
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7y7A—K-49>0—F

7y JA—K-&4y>O—FK

A#LEE, TFTP, HTTP, ZMODEM ZF|H L7277 A VD7 v 7u— F, ¥ 10— RA T EETY,

gryrod—FK

TrANDFT Yy ya— Fi2id, IP & v b7 — 2849 ik (TFTP, HTTP) &, JERAZ v v — VR —
FMEHTIT ) JiE (ZMODEM) %) ¥4, MIFLED 7 74 VY AT JZEmrb L, FED7 71V
By ou— FTEF9,

Ty hT—URETOHOEY>O—-K

Fy bT =7 8EMTT 7 A VEREZAT) 72O IP OREPLETT #hfllid [TP] OFEZ TR S W,
DNS#—=/"N=7 FL A% #&%E L TWAE&1d, SERVER /ST X =% — KA M (7 R AL U %) &if
ECTEE T, T [IP) o [#aifd] 2 TE 72 S v,

B TFTP 4 —/x— 192.168.10.5 2°5 7 7 1 ) myfile.cfg # ¥ > 0 — F L5,

LOAD METHOD=TFTP SERVER=192.168.10.5 FILE=myfile.cfg DESTINATION=FLASH .

Bl HTTP (Web) #—/v—192.168.1010 5 7 7 A V&2 ¥ 7 v uU—FLE¥, ¥ u— K457 7
A4V (LOAD 2% > K (223 =) OFILE/ ST A =% —) 3, = N"N—FEDOFFa x> Mlb—
5D 7 NWISATIRELE T, 72& 213, URL #° [http://192.168.10.10/"admin/myscript.scp] 7% 5
[ /~admin/myscript.scp) LiEEL F 7,

LOAD METHOD=HTTP SERVER=192.168.10.10 FILE=/"admin/myscript.scp
DESTINATION=FLASH

WYY u—Ry57 7 AVOHHEH, KRGO T 7 A VY AT LTRR B WEROSE (FF—-FShT
WRWIERTF P VWTWD 77 A VAN 163 2R 5, % &) (&, DESTFILE /87 X — % — TRAFHR D
TTANVKHERETEE T, 7oL 213, Web #—/v— 11T [longlonglonglongname.txt] &\ %Hi % §F
27 74 V% [longname.txt] & LTHRAFT ZI21E, RDIHIZLET,

LOAD METHOD=HTTP SERVER=192.168.10.10 FILE=/doc/longlonglonglongname.txt
DESTFILE=longname.txt DESTINATION=FLASH .

B ——%FKZ M (FQDN) THRETAZ L TEET, 2OHEIE. 52 C®H ADDIPDNS 2+
Y F ([TP] @161 =) TDNSH—N—%ZiREL TBLLENFHY T, 7714~ — DNSH—/\—
DT FLZAH192.168.10.5 THNIE, KD X HIZLFT,

G
3
m
e

CentreCOM AR740 O~ > KU77L>226 | 35
613-000215 Rev.C



36

7yZ7A—K-450-F

ADD IP DNS PRIMARY=192.168.10.5
LOAD METHOD=HTTP SERVER=www.example.com FILE=/index.html
DESTFILE=index.htm

B HITP 7o > —#H T >y u— F§425121&, HTTPPROXY & PROXYPORT /85 x —% —CT7 0%
V—OIP7 FLA (F7213FAR) ER-FEEELET,

TJuF L —ZLOAD ax > F (223 R—=2) THREL T 0T WEEAD, BEANT 2 OIHEHE %D T,
KD & 912 SETLOADER < > K (245 <*—) T HTTPPROXY & PROXYPORT O 7 7 #+ )V Ml % 7%
FELTBLEIWTL LI,

SET LOADER HTTPPROXY=proxy.example.com PROXYPORT=3128 .

& HTTPPROXY 12K X 4% 48E T 524413, ADDIPDNS 2>~ F ([IP] o 161 ~<—3%) T DNS #—/v—
RRELTBLALENDY T3,

T 74 ) MEZFE L TBITIE, LOAD 2~ >~ F (223 X—2) THTTPPROXY & PROXYPORT Df5%E
AL ENTEET,

LOAD METHOD=HTTP SERVER=www.example.com FILE=/conf/basic.cfg J

TNV MEE LTHELINT A=Y =% ) T7$ 5121, SET LOADER 2~ F (245 %—) T
DEFAULT % fg& L 7,

SET LOADER HTTPPROXY=DEFAULT PROXYPORT=DEFAULT ./

B HTTP @ Basic i2iEx 2K 55 A4 b6 7 74 V% ¥ a— N9 5121&, USERNAME, PASSWORD
INT A= = TaL—HF—HENRAT - FEfELTT,

LOAD METHOD=HTTP SERVER=www.example.com FILE=/private/michaya.cfg
USERNAME=mikan PASSWORD=cg23u5h8

B SETLOADER 27> F (245 X—2) TREL/ZT7 4V MiEZ% &, LOADER £ 2 — VO & Fli5E
1Z SHOW LOADER 27~ F (314 R—Y) THHFETEET,

SHOW LOADER !

FEEPR— MEBRTOZY>AO—-F

B ZMODEM T7 7 A V& ¥y »u—FLES, RO~ N2 AT 2 LW [**B0..] O L) %L
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7y7H—K-4yrO0—FK

FHIDFIREN, ZEEBREICLZL2D T, 2V — )Vl ZMODEM O%E 7 A %) L TL 72 S
Vo RS =3I F VY T M eb, AZa— I ZMODEM #5345 D L) 2~ Y FHH 513§ T,

LOAD METHOD=ZMODEM ASYN=0

7 v 7 u— FIZ UPLOAD 2~ > F (390 *—%) T3, 71 2 )L TFTP & ZMODEM 725fi 2 &
To BB, Fyru—FEIGEN, Ty TO—RTEL7 74 METFAPT 740 (cfg Raxt) 7213 TY,

Ty bT7—UBETOTyT7O-FK

Fy T =7 #EHTT7 7 A VEREERAT) 72DIZIF IP OFRENLETT, #fllix [TP] o2 TEL S v,
B TFTP # —/3— 192.168.10.5 |27 7 A )V critical.cfg # 7 v 7u— F L £7,

UPLOAD METHOD=TFTP FILE=critical.cfg server=192.168.10.5 J

& TFTP #—/v—0%%E (UNIX R OS 0 tftpd % &) Ik o TE, = N— LIl on Lo 7 7 A VAR LT
BhuWwE T 7 ANVOT v 7O = FPTELVLONH ) T3, THE, 774 VOFHUMERICKKT 5720 T
To ZOLIREGAEE, = N—LETEDOT 7 A VEERL, IXRTOL—F - |IHFZAARHERLT 52 THD
Ty TH—=RFLTATLEE N,

UNxXOS[1]# cd /tftpboot
UNxXOS[2] # touch critical.cfg
UNxXOS [3]# chmod 666 critical.cfg

FEEIR— MERTOT7 vy 7A—F

B ZMODEM CT7 7 A V&7 vy 7u—FLE7,

UPLOAD METHOD=ZMODEM FILE=ivaluabl.scp ASYN=0 J
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JIRIIT

VIR T
KB DOY 7 by 2T IZOWTHBL 4,

T7M4IE

|

REEDOYV T I 2T7E, 77— 7277740 (J)=AT7AN) X0 FT7 7 A IVTHEEINTY
T4, NN=TVa LRy F I AN ELH ) T,

T7—LyzT7 774 (UY—=XT71))

VIFT 2T ORECTT, 77— 72T 77 AMDON=David, €A+ FTREYSN73 D0 T
[major.minor.interim] (f: /N\—2 3 > 222) OFXTEENT T, [major| AT v == 3 YFG,
[minor] 13~ 4 F— /"= 3 Y F 5T, [interim] 13, FEABEREOD IR SN TV Ny F
TTANDET 7 =27 2T I ENZZR T SN E

AEGEDT 7 =LY 27 774 NVIE ITmm-rrr.REZ] &9 7 7 A VA TREESHE T, Tmm-] (38
AL, REEE [52] &40 9, [rrr] 13 [major.minorinterim | 75 ¥ 1) 5 F 2T bR 72 347D
BAETY . kT [ REZ] BEMENZZERAD) V=277 AV THbH I LERLET,

Ny FTFAI

Ny FT T AN T 7= LT 2T B RN ARGBIED 720 S A b DT, [mmrrr-pp PAZ ]
EV) T T ANVATRIEENT T, Xy F 77 A VEIE, EAEELZRT (mml, Xy FoRLELE%2)
V= ADN=2 3 yF [reel, Xy FES [ppl THE SIS, Sy FH5E [01) 254630 5,
Bz 18 [52-222.REZ ] 12kt LT, o TR SN 58y F1F [52222-01.PAZ| &%) F3, o8y F
77 ANE, Ny FFHE [01] 2O AREEBESNIZNEDOTRTraUbRATRESES (HRERS
77 =L = TIGER RNy T7 7 ANVIE 1D TY), LR [LPAZ] BIEHMS N2/ 8y 7
T7ANVTHHLIEERLET,

ty N7y TV —ILIHBITBIN— 5 KD

Y M7y TV TIE, N—=T 3 YF5 % [majorminorinterim PLpp] X 9 IR L £§, £8EIE L
ROET 7 A VEIITOEE L AMETT. 22 L. [pp) O+OROKO [0] WERLEEA (B [222
PL3]),

T7 =L 2T % HHTA72DCETIA R ADPUETT, 77— 72T 774NV T Ty aXE —
IZFra—RLTh, 942 AERE AT L CTHMLT S TR TEEHA,

S UTOEEEEY Ty 7Y — VS HEINIATWETOT, WFREILEDH) A,

77T TEAMLT A2, TA Y ANRAT = FEN=T 3 Y FEFOFRPLETT, T2 TR
N— 3 vF 5% [majorminorinterim] OEAE LE T,
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VI bhJxT

B 77— 27 27DOEMICIZ ENABLE RELEASE 2~ » F (207 *—3) #fwnwE 4,
ENABLE RELEASE=52-221.rez NUMBER=2.65538 PASSWORD=a689E8113492 J
NUMBER /87 X — % — (2§52 T A1 [x.y] &, KO X HICLTROF T,

o Ix]E77—4YxT7Dmajor/N—V 3T, mEziE N=Tar221 5562180 ET,
e [yl & 165536 X interim+minor| TRD L § o /N—3 221 7% 5, 65536 X 1+ 2 T 65538 |2
") EY,

B 772727514ty ADEHIZSHOW RELEASE 2~ > F (342 X—) TRAZENTET T,

SHOW RELEASE ./

A= (T7—LYxTT7HER) 155

BEEFICE— FIRET 77— T 2T T 7ANENRNYF T 7 ANE, [ A P=V] ERELTY AT LI
EEINTWE T,
A VA= VBRI T O 3HELEH Y $9,

TEMPORARY —FELMEH SN T A NHA YA b= UEHR

PREFERRED EEHHT A 77— LT Xy F T 7 AVDER

DEFAULT BENRCHEH T4 v A b= )UEH, EPROM LD 77— 247 = 72 5iEE§ 4
#*9:

S UTOEEEEY Ty 7Y = VS HEIMIZATWETOT, WFREILEDH) A,

W OEEFEICEHT L7 7 — 247 2 7IESETINSTALL 2~ > F (244 R—2) Tt L 7,

SET INSTALL=PREFERRED RELEASE=52-221.rez PATCH=52221-01.paz .

WA= ViEREEIERT 5 121X DELETE INSTALL 2~ > F (153 X—¥) %#fHvF 4,

DELETE INSTALL=PREFERRED .

WA VOREEREMERT 5 I121E SHOW INSTALL 2~ >~ F (312 %—3) ZffivEd,

SHOW INSTALL .

74 —Fv— (BIKEEE) 21t X

AT, AN %EEE 74 2 AFITRIEE L T TS, SsoamErMH T 572012, 71—
Fry—I94 Yy AWAL, 714X AZHILT H2LEDVDH Y T MOV TIE, T2 AED
LHEZITBLZE W,

W7 —Fv—F4 L A%xEHMLT 5I21E, ENABLE FEATURE 2~ >~ F (199 X—2) %fliv 4,

G
3
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e
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ENABLE FEATURE=NOEX PASSWORD=jogefogojoge .

BB EAMLESNTYS 7 4 —F v —O—EId SHOW FEATURE a2~ >~ F (301 *—2) THERTE 7,

SHOW FEATURE

40 | CentreCOM AR740 v > Ky 77 L > X 2.6 EA - T8
613-000215 Rev.C



A — VMR

X —JVik(E

AEGIHHWE LA —VEGEHKE (A—V 27472 ) 2z TwEd, Zokied, PIT—%
flio TANY FOFEZERZEIBEALZ), B7 2 X -V THERBLAY T2 L SITHEATT,
ARELGn D A = VARBEIZ IR OHIR YD D T9

o REEDATEZFEIITERV,

e MIME =» 3= F&HHF—FLTuRW (HAFHED A vt =Y bR),

o IXYFIAUMBLA—NEH#5IZIE, Manager (/ —<)VE— FE) 7 Security Officer (&% 2
T4 == Fi) OHERDLE,

EAEH

A=V DRBITLE R RN LB OWTHEML T, 22 TIRRRO L) e BEL 9,

IIJII|I

V=58 —=D7) KA1 % (FQDN) gw.tw.example.com

F—= P —=N=DIPT FL X 192.168.28.1

FEHEDA—NVT LA admin@is.example.com
# 10:

A= UHSEER T 51213, HR AL Y4 E DNSH —NN—7 L ADBEVLETT, FAAL %13 SET
MAIL 2< > F (254 *—%), DNS #—/3—13 ADDIPDNS 2~ > F ([TP] ® 161 ~*—¥) T#HEL
T (7FRLVAZIP 7T FLATIRET AL EIIDNSH—N—DFERILEDH ) TEA),

B, TITIRIPRMEDORE (7 FLARERKERHE) 3T TLTWwhsbDELET,

1. V=9 —AHDREERFAN (7 F A4 %, FQDN=Fully Qualified Domain Name) % &
LEd,

SET MAIL HOSTNAME=gw.tw.example.com .
2. DNSH#H—n— (h—2aH%—=1"=) OF FLZAZHELFT,

ADD IP DNS PRIMARY=192.168.28.1

X — JVRERE D (E A I

INTA—NVEELIZODBRERIET TTo LT, A= VEEROEBROBHBIZRL T, A —IVORERFI
MAIL 2v > F (227 =) TTwEd,

B FIA VPN — XAy b= ELIZIERDEHIICLTET, BHEDOT FLAIZT A XA —
WEFEsTHTL LI,

MAIL TO=admin@is.example.com SUBJECT="testl" MESSAGE="This is a test" J
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X — V(S

TO 12585eD A =)V T FL A, SUBJECT IZH 7P =27 ;M MESSAGE IZX vt — YV ARLAELE T, A v
b= DI TX AR, PAERTE AR ZABLNT =237 () T, B3R 131 wEF T
T o Ay b—TVHIZAR=Z% ANLGEIL2EFHE (7) THATLZE WV,

W OREGDOA—V s F47 2 M, DNS %o THisk F 2 1~ (BTl is.example.com) ® MX L 2 —
FEBRBEL, A—NVIIZAF2y X —ICEBEA—VERELEIT, WG A—LVIIA T FDEHIC
HREIH O SMTP - —/N— (GEEA = VH—nN=) ZHFHA, ZOD, BEHEFALOMX LI—F
FHF R VERETEA—VEEDL ZENTE I A,

72720, DNS25B 137 Th, 58X =T —N=DIP 7 FL AN bh o> T bEIE, A—LT7 KL A
DRAL VT —=N=DIP T FLVAZ 7Ty NCHATELZ L TA-VEENTRETT,, KOG
T, T —N—DIP 7 F L Z275172.16.10.100 TH % ERE L TV FE T,

MAIL TO=admin@[172.16.10.100] SUBJECT="test2" MESSAGE="Koremo test

desu"
B FILE 8T 2 =% — 2T L, 7F A MERXOT7 71V (cfg. scp. .txt) &A= VAL E L TES
CEWNRTEET, ROFITIE, BET 7 1)V [basicefg] & XA — VAL E LTEBHEICEE LTI,
MAIL TO=admin@is.example.com SUBJECT="config file" FILE=basic.cfg J
BN TR FIHTIUE, AN MR A - VEHBNISEET L LD TE TS, ROFITIE,

gy b #— (CREATE TRIGGER REBOOT 22~ > F (145 *—7)) #ffio T, I—IV FA ¥ — MERIC
HHFIIXA -V EEL L IBRELET,

ENABLE TRIGGER
CREATE TRIGGER=1 REBOOT=ALL SCRIPT=mail.scp

A2 1) 7 I [mail.scp]

MAIL TO=admin@is.example.com SUBJECT="%N rebooted" MESSAGE="%N (SN:%S) re-
booted at %D %T"

CZTIEH M)A =R ) T MEEEFFIE SN D55 25 5 Efi-> T, BRI LV AT 204 (%N) <
) TIVES (%S). HEE (%D, %T) # X —VOH 7Y 227 b EARTICHODAATHET, KIZ, X —)
Avt—=TOFlxRLET,

Subject: arl rebooted

From: manager@gw.tw.example.com
To: <admin@is.example.com>
Date: Wed, 29 Aug 2001 23:59:40

arl(SN:41906093) rebooted at 29-Aug-2001 23:59:40

W ikoOBITIE, 7747 74— ) H— (CREATE TRIGGER FIREWALL 2~ > F (135 %—%)) %
FoT, K= FAF ¥ VOBREEHRE L7 ZJIEHZE ANV 2 EZLIIRELET, A= VIEH 7TV
JhOREL, 77 AT = VM) T =58 EFHLTH T 27 MIHEEDIP 7T FLANKASL L
IZLET,

CentreCOM AR740 O~v> KU 77L > X 26
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X —JVIRfE

ENABLE TRIGGER
CREATE TRIGGER=2 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

A7 U7 b [pscans.scp) DHE

MAIL TO=admin@is.example.com SUBJECT="Portscan from %2 started"

MO X VTHEETAIELTEET, ROBITIE, 372y =V 10 FALTLIZA—LT
BHEZICEEINL L H)EELTWEYT (CREATE LOG OUTPUT 2< > K (126 *—¥) & ADD LOG
OUTPUT 2~ > F (102 %—3)),

CREATE LOG OUTPUT=1 DEST=email TO=admin@is.example.com MESS=10
ADD LOG OUTPUT=1 ALL J

B A VBREORER A =V F 2 —DIREEZLRT 51213 SHOW MAIL 2~ >~ F (332 *—7) Zffiwv
ERE

Manager > show mail
MAIL
Host Name ............ gw.tw.example.com
State ....... ... . alive
Debug ........o.... disabled
Mails Sent ........... 4
Date/Time Id To Subject State Retries
5 11:11:15 0003 admin@is.example.com Connect 0

B2 LF2—HDOA—VEEIET 5121 DELETE MAIL 2~ >~ F (156 *—¥) #fwvF 4, 32 SHOW
MAIL 2~ > K (332 X—) OHHIBITERENTWSE A=)V Id [0003] ZHIEETAI121E, ROXH 2L
F9,

DELETE MAIL=3 .

]
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2
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e PP

tXa )74 —F—FKF//—<ILE-FK

KBTI, RO2OOHEE— FPHY £9,

E-F EE

J == )E—-F T 74NV NOEE— FTY

X274 —FE—F IVEVEFL)F4—LALVEERATLEONDE—NTT, B4 ykFa
V74 —RERIY Y FOFATHES L CHIBRESNE T, V—2% —DEHICH
TLEFXa) T4 —%EOWEES, IPsec 2 EDXF ) 7 1 —HRAEEF)
H¥ 5L E12ffivEd

# 11
EE—NICLoTT 7 ALV OHRDPZEDY) £, /—<VE— N, Manager L'“\)L & Security
Officer L \VIZASEOHERZFFL £ 325, ¥ 2 714 —F— FTIEZE  DIEAEIC Security Officer HEFR
LB R ET,

LAY FIAIWNTHIL N =7 E— NEEOER tFx a7 —E— FEOER
User %L I—Y—HFICHT e I—F—HHIHETLIHERE
EZl—Hoaxr ForFE  TL—EHOav s FORFET]
17l hE HE
Manager  L—%—% manager/ TXTOHOIYY FEFEIFE t¥2) 71 —-37r Frk<
JSAT — K friend FTRTOaA~ Y e EFTI R
Security L IRTOIAY Y P ETIRE $XRTO I~ N2 EITIRE
Officer
#12

LF )T A4 —F— FRHZIE, DUF O 3 > FOFEATIC Security Officer DHERRATLE L 70 1) 97

e ACTIVATE SCRIPT 2~ > F (99 *—7)

e ADD FRAMERELAY DLC 2=~ > F ([7LV =249 L —] ® 13 =) ® ENCRYPTION /%7
A= =

e ADDIPINTERFACE 2~ > F ([IP] ® 172 *—2)

e ADD PKI CERTIFICATE =~ > F ([PKI] ® 13 }—72)

e ADDPKICRL 2~ F ([PKI] ®15x—%)

e ADD PKI LDAPREPOSITORY 2~ >~ F ([PKI] ® 17 *—%)

e ADDSCRIPT 2v > F (109 *—73)

e ADDSSHUSER 2% F (112 %—7)

e ADDUSER a2~ F (117 *—7Y)

e ADDUSERRSO 2w F (119 *—7)
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X1 UTq—

-
3

CLEAR NVSTOTALLY 2~ > F (121 ®—?)

CREATE CONFIG 2~¥ ~ F (123 ®*—7)

CREATE ENCOKEY a~v ~ F ([#5 - Efil 018 —)

CREATE FRAMERELAY 2~ > F ([7L—2Y L—] ®15—) ® DEFENCRYPTION /%5
A—=F =

CREATE IPSEC BUNDLESPECIFICATION 2~ > F ([1Psec] @ 38 *—7)
CREATE IPSEC POLICY 2~ >~ F ([IPsec] ® 40 *—7%)

CREATE IPSEC SASPECIFICATION 2~ » F ([IPsec| @ 44 ~X—)
CREATE ISAKMP POLICY 2~ >~ K ([IPsec] ® 46 ~<—7)

CREATE PKI ENROLLMENTREQUEST =~ > F ([PKI] ® 18 X—)
CREATE PKI KEYUPDATEREQUEST 2~ >~ F ([PKI] ® 21 <_—7%)
CREATEPPP 2~ F ([PPP] @38 X—7)

CREATE PPP TEMPLATE 2~ > F ([PPP] @ 43 ~—73)

CREATE SNMP COMMUNITY 2~ > F (131 *—%)

CREATE STAR a2~ » F ([Bi5 - Efi] @21 _—7)

DEACTIVATE SCRIPT =~ > F (149 *—7)

DELETEFILE 2<% >~ F (152 *—73)

DELETENVS 2~v > F (158 *—7)

DELETE PKI CERTIFICATE =2~ > F ([PKI] ® 22 =)
DELETEPKICRL 2~ > F ([PKI] ® 23 R—7)

DELETE PKI LDAPREPOSITORY 2~ > F ([PKIJ @24 <_—7)
DELETE SCRIPT =2~ >~ F (160 *—73)

DELETESSH USER 22~ >~ F (162 *—73)

DELETEUSER 2 ¥ > F (165 R—7)

DELETE USER RSO 2~ >~ F (166 ~*—73)

DESTROY ENCO KEY 22~ > F ([#75 - EfF] @23 =)
DESTROY IPSEC BUNDLESPECIFICATION 2~ >~ F ([IPsec] ® 50 ~<—7%)
DESTROY IPSEC POLICY 2~ >~ F ([IPsec] @ 51 ~<_—73)

DESTROY IPSEC SASPECIFICATION 2~ >~ F ([TPsec| @ 52 ~<—3)
DESTROY ISAKMP POLICY 2~ » F ([IPsec] @ 53 _—)
DESTROY PKI ENROLLMENTREQUEST 2~ > F ([PKIL| & 25 ~X—)
DESTROY PKI KEYUPDATEREQUEST 2~ > F ([PKI] 26 ~X—7)
DESTROY STAR 2~ ¥ F ([ - JEfi] @24 *—2)

DISABLE FEATURE 2~ > F (172 }—7)

DISABLE IPSEC =~ >~ F ([IPsec] ® 54 ~<—7)

DISABLE IPSEC POLICY DEBUG 2~ ~ F ([IPsec| @ 55 ~—3)
DISABLE ISAKMP 2~ >~ F ([IPsec] ® 57 ~*—73)

DISABLE ISAKMP DEBUG 2~ ~ F ([IPsec] ® 58 ~X—3)

DISABLE PKIDEBUG 2+ > F ([PKL] ® 27 <_—73)

DISABLE SSH SERVER 2~ » F (185 *—7)

DISABLE SSHUSER 2~ » F (186 X— )

DISABLE USER 2v > F (190 *—7)

. EIE CentreCOM AR740 7> K77 L > X 26
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e DISABLE USERRSO 2~ » F (191 *—72)

e DUMP 2< > F (193 *—7)

e DUMPNVS 2% F (195 %—7)

e EDIT a2~ F (197 *—7)

e ENABLE FEATURE 2~ ¥ F (199 *—72)

e ENABLEIPSEC 2~ > F ([IPsec] ® 59 ~<—7)

e ENABLE IPSEC POLICY DEBUG 2~ > F ([IPsec] ® 60 <*—7)

e ENABLEISAKMP 2~ > F ([IPsec] ® 63 *—3)

e ENABLE ISAKMP DEBUG 2~ » F ([IPsec] ® 65 X—73)

e ENABLE PKIDEBUG 2~ > F ([PKI] ®29 *—72)

e ENABLE PPP DEBUG 2~ > F ([PPP] ® 54 R—73)

e ENABLE PPP TEMPLATE DEBUG 2~ > F ([PPP] ® 56 <—)
e ENABLESNMP 2+v > F (208 *—7)

e ENABLESSHSERVER Z~¥ > F (212 %—7)

e ENABLESSHUSER Z~v > F (213 %—7)

e ENABLE STAR DEBUGGING 2~ > F ([#5 - FEfE] @30 —2)
e ENABLE STAR MKTTRANSFER 2~ >~ F ([W75 - iG] @ 31 *—2)
e ENABLEUSER 2v Y F (217 ®*—72)

e ENABLE USERRSO =~ » F (218 *—7)

e LOAD I~ > F (223 %—7)

e MAIL 2~v > F (227 =)

e MODIFY 2~v >~ K (229 }*—7))

e MODIFYNVS 2~v > F (230 *—7)

e PURGEIPSEC 2~v > F ([IPsec] ® 73 _—73)

e PURGEPKI 2~ K ([PKI] ®31~x—7)

e PURGEUSER Z2~v > F (234 *—7)

e RENAME 2~v >~ F (236 *—7)

e RESET ENCO COUNTER 2~ ¥ F ([K75 - FEfig] o 32 x—=7)

e RESET IPSEC COUNTER 2~ > F ([IPsec| ® 74 _—3)

e RESET IPSEC POLICY COUNTER 2~ ¥ F ([IPsec] ® 75 <_—7)
e RESET IPSEC SA COUNTER 2~ > F ([IPsec] ® 76 <—7%)

e RESETUSER 2~ F (239 <*—73)

e SETCONFIG 2~v > F (242 R—7)

e SETENCOKEY a2~ F ([W5 - EfE] O35 —)

e SETFRAMERELAY 2~ > F ([7L—2417 L —]®38X—7) ® DEFENCRYPTION /87 % — ¥ —
e SETFRAMERELAY DLC 2~ > F ([7L =241 L—]® 41 =) ® ENCRYPTION /837 X — % —
e SETINSTALL 2~ > F (244 *—7)

e SETIPINTERFACE 2~ > F ([IP] ® 318 *—7)

e SET IPSEC BUNDLESPECIFICATION =~ >~ F ([IPsec] ® 78 _—7)
e SETIPSEC POLICY 2~ > F ([IPsec] ®» 79 ~<*—7%)

e SET IPSEC SASPECIFICATION 2~ > F ([IPsec] @ 82 ~<—%)

e SETIPSEC UDPPORT =~ > F ([IPsec| ® 84 _—7)
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SETPKI 2~ > F ([PKI] @32 ~X—)

SET PKI CERTIFICATE 2~ > F ([PKI] ® 33 ~<}—7)
SETPKICRL 2~ > F ([PKI] 34 X—2)

SET PKI LDAPREPOSITORY =~ > F ([PKI] ® 35 ~<X—3)
SETPPP 2~ > F ([PPP] ® 60 <—7%)

SET PPP TEMPLATE 2~ > § ([PPP] ® 66 <—7)

SET SCRIPT 2~ > K (259 _—73))

SET SNMP COMMUNITY 2<% > F (262 _—7)

SET SSH SERVER 2v » F (263 *—7)

SETSSHUSER 2~ > K (264 X—73)

SETSTAR a2~ > F ([Wi5 - Efig] @ 37 _—7)

SET USER 2~ > F (290 <*—73)

SHOW CONFIG 2% >~ F (295 *—73)

SHOW ENCOKEY 2~ > F ([B75 - JEfi] @48 *—72)
SHOW FEATURE 2~ > F (301 *—7)

SHOW FILE 2~ > K (305 <*—7)

SHOW NVS 2~< >~ F (337 _—7))

SHOW PPP CONFIG 2~ > § ([PPP] ®» 72 _—7)
SHOW STAR 2~ > F ([B5 - FEfE] 50 R—72)

SHOW STAR MKTTRANSFER LOG 2~ ~ F ([I75 - [EfE] 54 =)
SHOW STARNETKEY 2~ > F ([Bi5 - Efi| © 56 <—73)
UPLOAD a2v > F (390 *—7)

T—FOEE
X2 T4 —F— FICBATT 527201213, & 52 Lo Security Officer L NV D 2 —F—Z{EH L TH <

VEPHY) T, ¥ 274 —F— FIIBITT S &, Manager LNV IEEE 2 (L OMER L~V IZBEAR S 41,
LX) T4 — Il TAIY Y FREFTERL DT,

1.

-
3

Security Officer L VDL —HF— 2 {E L £ 3,
ADD USER=sgecoff PRIVILEGE=SECURITYOFFICER PASSWORD="top secret" .J

tF2) T4 —F— FICBITT % & Telnet 4 Tl Security Officer L XV TR A X T& 7% {72
5 (oL NV bua s A ) OT, LEIN L THKT 2 RSO (Remote Security Officer) O
HEEZLTHEET, RSO, HOPLOI/ELLZT FLADPLDAEF2) T4 —FE— FRETH
Security Officer L XV CTO T A ¥ % #F i § HHRETT

ENABLE USER RSO
ADD USER RSO IP=192.168.10.5 J

¥ 2514 —F— NIZEITT 51213 ENABLE SYSTEM SECURITY_-MODE 27~ F (214 ~<~—
V) BEFLET, TOavr FEFETTLE, 774V AT L FIZ [enabled.sec] 7 7 A4 VaME
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e PP

WENFT, VAT LEBIFICRKR 7 7 AV FETNEEF 2 T4 —FE—FERVET, ZDT 7
AIWVEHIBRLZYD, BIE, ME, a¥—, JA—2%%20bh 0T En,

ENABLE SYSTEM SECURITY_MODE

BB EOFEE— FE2MEZRT 51213 SHOW SYSTEM 2 <> F 365 *—Y) #FETLFT, rSecurity
Mode]| #%Enabled %25t % 21 7 4 —%— KN, Disabled 5/ —~<JVE— FT3,

M Security Officer LNV TR A > L BT L, ax > F7ar 7 b8 [SecOff >] 12ZEDY £,

B Security Officer L XV TRV A §5L, tFXF2) T4 —FAX—DVAY—PLET, DI A~ =
X2 )T Iy FEEFT L) by PERET, —@Mt® o) T —a<y FEEST
LBWnWEZ A =PI A LT ML, B7 A 2 —F—DHERIE Manager L NV TIFS N E T, T
JFENTRETEF 2 ) 74 —av Y FEFEITLE) L5 5H L, & 5728 T Security Officer L)L D /$ A
7= FERERSNET,

BtF2) 74— A<—DF 74V MEZ60H TS, ZOMEELES H121F, SETUSER a2v > F (290
~N—73) ® SECUREDELAY /X7 A — 4% — %[l L £ 7,

SET USER SECUREDELAY=90

Btx=7714—F— FEIZSETCONFIG a2~ > F (242 R—7) TRHAZ ) SN2 KET L & X37E
LB TY, 728 21X, SET CONFIG=NONE % %479 % & EZHA 7 U 7 MIZEIZR ) 355, BifE
EFE-FEEF2) T4 —E-FOFFIIRDET, CORETY AT L2 T % &, Security Officer
LARNVDL=HF=HPHEL BN LIl bTd, H0axy FPEFTE L) £, 20X ) 2IRE
27 > 7235413, DISABLE SYSTEM SECURITY_-MODE 22~ > F (187 *—3) #FE T T5L2db b &
Ao

B —<)VE— FIZJEAIZ1E DISABLE SYSTEM SECURITY MODE 2~ F (187 R—7) #FE4TL T
T, ZDa<y FEFEFTTHE, [enabled.sec] 77 A VIR ENT T,

Remote Security Officer (RSO)

¥ 1) 71 —F— FTIE, Security Officer L X)LT? Telnet 1 74 ¥ 3 FHI & L TEIE ST E§,
Remote Security Officer (RSO) (&, BT & 245ED IP 7 F L A 2B - T Security Officer L X)L TD
Telnet 1 7 1 > 27§ HHEEETY .

1. RSO 77 t A (Security Officer L' X)L T® Telnet 171 ») ZHx)2¢ %1213, ENABLE USER
RSO ax ¥ F QI8 X—¥) ZffivEd,

ENABLE USER RSO

2. Security Officer LX)V T? Telnet B 7 1 > 71§57 FL A (RSO 7 FL A) ZBINY 51214,
ADDUSERRSO =~ > F (119 *—7¥) v,

ADD USER RSO IP=192.168.10.5 J

MASK XF A =% —%fliz X, FWTAT7 FLAZEIRETAZEDTEET (72 y bR E),
BEIFIZ32 Y N A7 (B—FA L NDIEE) L% 0DF9,
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ADD USER RSO IP=172.16.10.0 MASK=255.255.255.0

B RSO 7 FL A% HIFd 4121 DELETE USER RSO 2~ >~ F (166 X— ) %flivF 4,

DELETE USER RS0=172.16.10.0

BRSO 7 FLAD—E% 51213 SHOW USERRSO 2~ >~ F (383 X—2) #ffivEd,

SHOW USER RSO

B RSO 7 7 £ A & Ex)2 9 51213 DISABLEUSER RSO 2<% > F (191 X—2) Zfivgd,

DISABLE USER RSO

Manager LNV TCOEFx 171 —21~7—

Manager LNV THZ A Y LTWAEEE, DTFTOavy FyieFa )71 —a~vr FeRASh, %2

V54 —F— FELREFEOEF 2 T —F A~ —DEHS TS,

NSOy FeREFThALeFa) T4 =43 —3 )ty bENTET, Thooav sy e —EREH
(SETUSER 22~ > F (290 *—73) @ SECUREDELAY /89 X —% —) FAT LW e I A Y—BI AL LT
T hL, RIZINGDIAYY FEFEITLIZEZIISAT = FOAT RO N F T, HEMEE (SET USER
I N (290 X—=¥) ® MANPWDFAIL /37 A =% —) 07 A4 AZRM$ % &, mifiligica 77 b &
HHNFET (Telnet DB AIF LY P a vl EnE ),

[

ADD TACACS SERVER 2~ > F (114 _—7)
ADDUSER 2~¥ > F (117 R—7)

DELETE TACACS SERVER 2~ » F (163 *—7)
DELETEUSER 2 ¥ > F (165 R*—)

PURGE USER 2~ > F (234 _—7))

SET MANAGER ASYN 2~ F (255 X—2)
SET USER 2~ > F (290 <*—73)

g
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KBGO T ZEEERIZOWTHBHL T3,

O ZHEREIL T 7 4V P THMIC R > TEBY, AE)— (RAM & NVS) LIZfffEhb kofkEsntng
T, XAEY)—Foosii, SHOWLOG 27>~ F (Bl6 X—Y) TRAZENTEE T,

Tz, BT Ay E—=DId, MIEDOREICL o Tsyslog —/N—IZH%E L), AV THRELAENTHT
ELTEET, AvE—V 74Ny —%flioT, BEOEMHEMA LAyt — IR 2 RAF - kT 5 &
IRETHIELTETY,

FI7AIMNOOTEHTE

THE AR OIREETIE, 2 D08k 1% [TEMPORARY | & [PERMANENT] 23%8sh By, DT
DHEMETH T Ay =TV T2 LB ESNTE T,

e [TEMPORARY] : B 7L~V 3 (INFO) DLED Ay t—T% RAM [I2 200 £ Cilsk, B|iliA4
YORMPZIRFFES NG

e [PERMANENT/ : B 7 LX)V 3 (INFO) PlED Xy t—T % NVS (AMEFEMEAE) —) EIZ20
¥ TRtk BEZ W THHREFSIND

INHouZIFSHOWLOG 2~v > F (316 R—3) THRLZZENTEZ T T,
B RAM ot 7 (TEMPORARY) % RAIZIEROLHIZLET,

SHOW LOG

EQALES

SHOW LOG=TEMPORARY (SHOW LOG=TE &&EETZEZT) J

B NVS ton 7 (PERMANENT) Z#H5I1ICIEROLH LT,

SHOW LOG=PERMANENT (SHOW LOG=PE & &EETZZT) J

SET LOG OUTPUT 2~ > F (247 ~—<), ADD LOG OUTPUT 2~ F (102 %—%) TIN5DH
PEERONEBEZEET LI EIZED, RAMBEUNVS FICIREENE Ay b — VDML 52
EVTEE T, UTICWL OB 2R L E T, iBIEU TOLKE * ZE 28w,

B RAM FIZfFEENs20 7 A vb—T0oa 7 LN)L% 2 (DETAIL) DL LFICZEH T AI121E, KoLk H 2L
9,

SET LOG OUTPUT=TEMPORARY FILTER=1 SEVERITY=>2 .

B XTORA Y=V RAM LIZBRAFENL L) IZTHITIERDLHIZLET,

SET LOG OUTPUT=TEMPORARY FILTER=1 ALL

B RAM EIZBHRAET B A v =Y 0% 500 12812k L 512 LTS,
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SET LOG OUTPUT=TEMPORARY MESSAGES=500

XE1)— (RAM, NVS) FouZ7 #4121 SHOWLOG 2~ F 3l6 R—Y) ZfivwFEd,
B RTou72/R51I2Ek0EH12LFET,

SHOW LOG

B Eou s 2% RA1I2k0 L)L ET,

SHOW LOG TAIL J

B TAIL 37 % — & —|ZHfEZfaE 31U, o x 7202 15 2 L3 T& £, AgkI3RM D 20 fH
PEIRENE T,

SHOW LOG TAIL=50 o

WE GFLWIE) 129 7 2% K& 5121E REVERSE 2w $ 4, s@w b wWHICERE TS,

SHOW LOG REVERSE .

B REVERSE /87 x — & — I8 E T L, o x @725 25 LWIEICH S 2 & TE 9,

SHOW LOG REVERSE=20

WFEEY 22— VourslEZgxillznwt 2IIROLHIILET,

SHOW LOG MODULE=FIRE .

BREDHXLZ2~<A XFIE

O 7 DFE, RD2ODEEEMAGHLEL I LIZL > TITVWE T,

1. HhkoEkR: ur7ol%k RAM, 2=V 7 FL A, syslog F—/"N—=7%&) 7 +—~<v b
ERERLEI T, B7OHRTIRICEUTOTFNA AR5k 2 BETS £,
o F7r¥45xE)— (RAM)
o HEFEMEAED — (NVS)
o IVV—JFKR—F
o X — )LiEfE
o syslog —/3— (syslogd) IZE5i%, A v+t — ik syslog Bl S Nz ECTRE SN,
e SRLP (Secure Router Logging Protocol) THlD IV — % —|Z#z%

2. XAvk—=U 74N —OBEM I HeOOT Xy =V ONE Ay b=V FAT, FTILT, 0y
LAz l) KIBRET, AT 5 - LeweiE Ly, HILOERICA Yy -V 71 Vs — %K
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HFTLAZLILLoTHOTHT Ay =V NENL L) IR T,

DT, EFMHIZOWTHZ BTl MEH L 5,

77 4V b UALOHEHT (RAM, NVS DAV 120 72 M4 5121, RSB NE T @R T H2LENH D F
Fo ZMIZIE CREATE LOG OUTPUT a2v ¥ F (126 X—) #fivE ¥, T—HF—»E# T2 H ki
1~20 D1 ID TRAIL 95

DTFiCw ol R LT T,

M syslog — /=121 7 2§53 53413, DESTINATION /X7 £ — % —|Z SYSLOG %, SERVER /%7
A =% —|Zsyslog ¥y —N—DIP7 FLAZEELF T,

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5 J

W% X TikbE4L. DESTINATION /87 X — % — (2 EMAIL %, TO /¥ X — % — 35RO
A=VT FLAZREELET,

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@is.example.com

A= VEERHE, —HBOX =L TW20ur Xy t— V% hET IR ETAI ENTETY, 77+
VT, B Ay =Y P10004725 5 L ICA—USEEESNTE T,

WIZE)EA Y=V 100HF72F 5 FTA—UDREFINELADT, LNV TUIALAICAYv -V %
ZAFHLY 72w & Z1E MESSAGES 789 X — 4 — C—FEICEET A A v =V H 2 Wb LET. ROBITIE
Ay b—=VUR10MH72FEAT LI A—VTEELE T,

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@is.example.com
MESSAGES=10

B EER LR DEERONELTEBR L/2wE 21k, SET LOG OUTPUT a2~ > F (247 *—3) % fli
WEY, e zIE %k (1] @ syslog h—/"—=7 FLAZEHLzwE SR LH LT,

SET LOG OUTPUT=1 SERVER=192.168.10.100

W LD ENE LT 4 121E SHOW LOG OUTPUT a2~ > F (323 X—3) v g,

SHOW LOG OUTPUT

B OUTPUT /87 A =% — 2L ID 245E 5 &, X VFElZRERERAZ LT ET,

SHOW LOG OUTPUT=1
SHOW LOG OUTPUT=TEMPORARY ./

BES5ICFULLA 7Y a v 2ff0aE, Avt—U 7408 —OFRBFIRENDL LHITH) 5, 74
V= ZO W TERET TN E T,
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SHOW LOG OUTPUT FULL ./
SHOW LOG OUTPUT=1 FULL

W7 oE#E 2B 5121 DESTROY LOG OUTPUT 2v » F (167 %—¥) #fiv 3,

DESTROY LOG OUTPUT=3

AytE—TT 0 ILEZ—DEN

W EaEF L2 TlE, 7 Ay b=V ENTEA, BIEERICA vy =7 40 V7 — %8
1, BT RERA v = VOHEEARETALENH NV ET, A v =Y 717 —DEIE ADD LOG
OUTPUT 2= > F (102 %—=2) THHVWE T, 1 20OB LI L THEBDO 74 Vv —2 0 V) =2 RET
HZLEBHHEETT,

B RXTourAyt—YaMT555 13 ALL 2BEL 9,

ADD LOG OUTPUT=1 ALL J

BECOE 22— VICET AU 72T 2B SE70nwE X213, MODULE /89 A —% —|ZE Y 2— L ID 5

EVa—VHEIRELT T, 722, 77477 3= V5207202 S0 RD L9
HRI7A4NT—=%FBMLET,

ADD LOG OUTPUT=2 MODULE=FIREWALL .

EVa—NVID, EYV2—NVKIZOWTIE, [FV2—VIDEEYV2— V| #TEL S0,

B4y t—VT7 407 —DFRETIE, [REW] [V [EHELW] [HELLBW] [~%2&0] % ED i
BTa2 3T, 77477+ — VA OO 772152 ) S80I EIZRD X ) ICTHEEET [ ZHn
T3,

ADD LOG OUTPUT=3 MODULE=!FIREWALL .

HBGEAEFIZOWTIE [B7 74 08 —DFMREICHER 2 EBHA ] £ TECLES v,
Bos 1L~V 6 (URGENT) lbou 77232 Bl €70 IEko L2 L FT,
ADD LOG OUTPUT=4 SEVERITY=>6

7 LARLVO—EIZOoWTIE [B7 LNV 2B L&,

By 2y t—VKRLIC [unknown] &V LFEHINEENDL A v =TV T EHR LW E XKD L
L FETo KL XLTFIERA ST A,

ADD LOG OUTPUT=5 MSGTEXT=%unknown

B EBOLTERIBICIRETAZEDTETT, 77477+ —NVIZHTAO7D) L, O LANLD6
(URGENT) PlEDO X vt =Y EHILIzwEZIZROLHIIZLET,
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ADD LOG OUTPUT=6 MODULE=FIREWALL SEVERITY=>6 .

WAyt —U 7400V —ORETTHERET 5121, SHOW LOG OUTPUT 27> K (323 *—7) @ FULL
*TvarveflinviEd,

SHOW LOG OUTPUT FULL ./
SHOW LOG OUTPUT=1 FULL

B HeEHER,rS v 7 4 vy —%FI9 51213 DELETE LOG OUTPUT 2 v > K (154 X—7) Zffin
3, FILTER 87 A— % =274 vy —Z 2y M) —DOFSEIE LT T 774NV PTIE, 714058 —
F71X ADD LOG OUTPUT 2~v > F (102 %—3) TEIMLZEIIFITONE T, HFF5aiils 5120E,
SHOW LOG OUTPUT 2~ >~ K (323~X—7) # FULL A4 7 a YR ETHEITLET,

DELETE LOG OUTPUT=3 FILTER=1
DELETE LOG OUTPUT=3 FILTER=ALL

o
(s3]

Ko

O J %€ DHE

71

W o 7ol JieEFRE SHOW LOG OUTPUT 2v > F (323 X—%) THEFEL £9, PE (PERMANENT)
& TE (TEMPORARY) &, 77 4 )V b TEFREN TV A LTI,

Manager > show log output

OD# Type Port Server Msg Zone Fmt Email Address ESQMP
01 Email 0002 - S adminefried-telesi YNN--
PE NVS 0020 Default YY---
TE Memory 0200 Default YY---

B &L EROFEMP. MEMITONTVDE Ay =T 74V —DAREHEET 51213, SHOW LOG
OUTPUT 2~ F (323<—%) ICFULL 47 ¥ 3 vy #fF £,

Manager > show log output=1 full

Output Definition ............ 1

Enabled ........ ... ... .. .. Yes

TP e e e e e e e e e e e e e Email

Max Messages .........ovueuveunnn 2

Time Zone ...........ouiieo... Not set

Format ............ ... ... .... Full

Email Address ................ admin@is.example.com
Secure ... e No

Queue Only ..........c.cuo.... No

CentreCOM AR740 <> K) 7 7L > 2 2.6 EH - g1
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Filter 1:
ALL

B/ EV2—VDOATF—4% A3, SHOW LOG STATUS a2~ > F (330 *—Y) THERATET T,

Manager > show log status

Log System Status

Log Module Status ............iii... Enabled
Log Message Generation ................ Enabled
Log Message Reception (via network) ... Enabled
Log Message Output .................... Enabled
Local Time Offset (from UTC) .......... Not set
Next Message ID ............iiinn. 338
Number of Output Definitions .......... 3
=X

syslog # —/N\—A M O 7 #xi%

CITI, IRTOB S % gyslog H—/N—ICHEE T 27200 EE R LT T, [IPHEOREIHEDLo> TV5
borLEd,

1. uZ7oMNkEERLET. 2 I T, syslog #—/¥—192.168.105 120 7 X v —V&HnE L 9,
CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5 .
2. IRTCOUT Ay —=VEMNTEA v L=V 74 Wy —ZBIML E
ADD LOG OUTPUT=1 ALL J
syslog ' —/N—=7%") £ — b L O Z T A L) HESNTWRIE, V=7 —DAERT S5 FXTO
07 Ay = syslog h—/N—IZE 5N, LEFSNDL L% Y T, syslog ==L TERX v £ —
IHRED L ITE SN L 2L, syslogd Dk 7 7 A )V /ete/syslog.conf DNFIZ L > THkE D 9,

syslog ' —/N—DEMIZOVTIE, ==Y AT L LDV =27 )= syslogd(8). syslog.conf(5).
syslog(1). logger(1) 5 %& T2 { 728wy,

A —JLxfE
O Ayt —=V% A=V THEY)IZVESIZROLIIZLFT,

1. A—VkRfEHEEOEAREEZ LT,
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SET MAIL HOSTNAME=gw.tw.example.com .
ADD IP DNS PRIMARY=192.168.1.1

2. U/ OWNEEERLFEF T, ST, B Ay E—VUAR10H-F AT LI, A — LT ad-

min@is.example.com IZ%ET 2 L IRREL T

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@is.example.com
MESSAGE=10

W A—VIE, BF Ay k= VNMESSAGE /87 A — % —CHREL Mz E o B ThRB I E T,
MESSAGE /87 * =% — &8 L e Do 72355137 7 4V MED 100 R E b7z, 3 Clid A —
VAR S NBEW I L BB Y £

3. IRTOUT A=V EMNTHAY =T T4 NT —%ZBIMLET,

ADD LOG OUTPUT=2 ALL .

=ger
Ayt— 74—y b

7 Xyt =D FRDT 4 =)V FTHEREINTWET, 7272 LBRICIE, HOLEEOARIZLY, —
DT 4 =V RPN ERENSZY, T4+ =<9 MW EINDTEZ 0B Y T3,

74 =LK YA4X (S K) HAA
Msg ID 4 Avt—=21D
Flags 2 T rEn s LN
Date 2 Ay = VHEREN-BA (BIHRER)
Time 3 Xy —=IUDERE N (B HbEER)
Origin IP 4 Ay e—VHEREDIP T FL A
Module 2 Ay =TV RERLIZEY 2 -V
Type 2 Avk—=UF AT
SubType 2 A=V HTEA4T
Source File 12 A=V EERLETOTTL) AT 7 AN
Source Line 2 A=V LETOS TN —AT 7 A VHNOITTEE
Reference 15 ZHEEH (22— =%, ISDN 2— 14 7% &)
Message 80 Ay r—=IKRYL
% 13:
Date/Time Mod Type SType Dev Origin MSGID Source File/Line
56 | CentreCOM AR740 %> KU 77L>X 26 EH - B8
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09:52:27 3 USER USER LON 00016 Local 00063 usermain.c:2709
03-JUL-2001 manager LOCTIME

manager login on porto0

07 X2yt —2F, ARV MOEEEIZL S TRO L) IIHHEINT T,

A7 LA MR iR
7 CRITICAL ELOTERZEENPEEL TV
6 URGENT RO ETHEH. BEPREL, VAT LOHEIIHEEGZE (5

Z72) WREME D B

5 IMPORTANT  EHFOER T 2 5 HELHH. BEOWRNELND 5

4 NOTICE EHBZOEBRLZET 200 Lz WK

3 INFO KA N DDA, B EHZRT SO TEIMEI R W

2 DETAIL PR 2 TE R, EEERARICIIER L TO AT b, HICyoZ b
HoH0H LN

1 TRIVIAL S5 TR 2 TR i

0 DEBUG TNy THO E o TR 2 EHH. KED XA v 12— U0 S5
6220

# 14:

A7 7402 —DFRMHIEEICHER D LHEBERT

EEF £l B
< (LLF) SEVERITY=<5 (U7 LU 2S5L 7 4 — )b ROMAIHEEML FOEHAIC
™) <y F
> (Lk) SEVERITY=>6 (U7 LXu2s6 Ll 74—V ROMIMEEML LOEAEIC
) ~ v
PELLRW) TYPE=ICMD (X vt =Y %4725 74 =)V FOMENIEEMEEEZELNIT
CMD TZ g~ v ) ~vF
fBEZL (FELW) MODULE=FIREWALL 74 =) ol siEEMEE FE LTI
< T
% (BB 3CrE&t)  MSGTEXT=%failed (£ vt —UA 74 — )b NOMEIZIRE L 72 075254
X2 [failed| % &) FINTuNE~YyFo TFANT 4 —

VR TOIRER)

# 15:

o

S REEATOMICRLTES (=) PLETT,

4
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EV2-IVIDEETL I

KIZEV2a—NVID EEV2a—VEO—E%2RLET,

& —EIZIERTR—PDETV 22— LML ETNTVET,

ID EJa-% iR

0 NONE

1 - TFHRITE A

2 FR, FRAMERELAY 7L—24YL—DIET—%J> 7L AY—FETa—)

3 PPP PPP (Point-to-Point Protocol) €3 2 — )L

4 APPLE AppleTalk V—F 1 ¥ 7 ET 2 — )V

5 IP, IPG IP (Internet Protocol) V—7 1 ¥ 7€ 2 — )L, RIP, ICMP, UDP,
SNMP % & t»

6 IPX Novell IPX V—7F 4 ¥ 7 &Y 2 —)b

7  SYN Ml (Synchronous) ¥ % —7 = —ZA FJ 4 /3—

8 DNT, DECNET DECnet V—7 1 ¥ 7 &Y 22—, KIR— b

9 - THRIE A

10 - THRITE A

1 - THRITE A

12 - THRIE A

13 X25C X25DCE (LAY —3) NV FT7—, KHF K-}

14 Q931 ITU-T #E#E Q.931 ISDN -l {f)

15 - THRITE A

16 - THRITE A

17 LAPB LAPB7—%1) Y7 LAY —FET2—)V (X25H)o K¥K—1

18  TEST =8 —NEDN—F 727 (¥ —Tx—A, asaty¥h-—5%F) 7
AMEY 2

19 LAPD LAPD 7 —% 1) 7L AX¥—EFY 22— (ISDN D F x>+ IVH)

20 STIT STT (Synchronous Tunnelling over TCP) €3 = —b, KH¥ K- |

21  STRM, STREAM Stream 7V VT4 ¥ o KPR—1

22 TCP TCP (Transmission Control Protocol) €3 2 — )b

23 ETH Ethernet N7 A /N — L) ¥ ZHIHIE Y 2 — v

24  PERM Permanent assignments €3 = — )b, KH¥H— b

25 TS, TSERVER F—3IFNH—N—FT2—)

26 LPD LPD (Line Printer Daemon) 7 ) v % —% —/N—F T 12— )b, K K—
K

27  BRG TNy IVETa—)

28 COMP JEAGEY 22—

29 - THRITE A
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30 X25T X25 DTE (LA ¥ —3) "y FF—, £H¥HK—-1

31 FLASH FLASH 7814 Z K 4 /N—

32 - T A

33  TLNT, TELNET Telnet €2 2 —

34  SYS, SYSTEM MY AT LET 2=

35 CH axy R7aty -

36 TTY ¥ —=3IF NV 7 43— (Telnet, FEFHIHR— )

37 ICC, ISDNCC ISDN Il € ¥ 2 — v

38  MIOX MIOX (Multiprotocol Interconnect Over X.25) ¥ 2 —)b, KHFK—
K

39  BOOTP BOOTP £ 2 — )V

40 NTP NTP (Network Time Protocol) €3 2 — )b

41 BRI ISDNBRIAf > % =7 2 —=AFT/)NA AR T A /)N—

42 PRI ISDNPRIA ¥ ¥ =7 2= AT NA ARFTF fI/)N—

43  PORT FEREIAE— FEY 22— (F3A ZIEAFE )

44  ENC, ENCRYPT EEEY -

45 USER AI=W—UT A V2o =W —FELT— ¥ N— A, TACACS £
Va—-VrEt

46 ACC FEFa—rarru— (ACC) £Va—)

47  ASYN FERPIAR— bED 2=V (T35 RIS

48 LOAD LOADER £V 2= ) =RAT7 AN, N T 774 NVDFT U=
o ZOMDT 7 A NDT v Tu—F, ¥y ru— FELZHEL

49  INST, INSTALL A A=V EY2—), ROM, FLASH, NVS 26D 7— A F T >
TEE %

50  OSPF OSPF (Open Shortest Path First) €3 2 — )b

51 RAD, RADIUS RADIUS £¥ 2 — )b

52 GRE GRE (Generic Routing Encapsulation) €3 2 —V

53  TRG, TRIGGER F)H—FEY 22—V

54 SCR A7) T PEY -

55 TDM TDM (Time Division Multiplexing) €% =2 —V

56  FILE T7ANVTT VAT A

57  LOG (B e 4

58  PING ~X)NF 71 b3 Ping Y 2 —)b

59  SNMP SNMP =.—2 = PEY 22—l

60 SCC SCC FZ A /38—

61 PBX PBXEVa2—)V (THus/ R —1)

62 SA SA (Security Association) €3 2 —)

63 SYNCC Synchronous Call Control
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64 NAT NAT (Network Address Translation) €3 2 —)b

65 - T A

66  IPV6 IPv6 (Internet Protocol Version 6) &3 = —)b

67  L2TP L2TP (Layer Two Tunnelling Protocol) &3 = —V

68 - T A

69  HOSTMIB Host Resources MIB

70  DHCP DHCP (Dynamic Host Configuration Protocol) €3 2 —)
71 INTERFACE A =TT x—AETa—)b

72 - T A

73 ENCO g s AT Y 2 — b

74 STAR STAR €2 2 —

75 SSH SSH (Secure Shell) 7547~ b/ —=IN—=FT 22—

76 RSVP RSVP (Resource Reservation Protocol) & = —)b

77  FIREWALL T7AT T A= VEY -

78  MAIL SMTP (A=) 7 74T Y FETa—)

79  TPAD TPAD (Transaction Packet Assembler/Disassembler) &3 =2 — )l
80 - T A

81 IPSEC IPsec £ 2 —

82  ISAKMP ISAKMP £¥ 2 —)V

83  FINGER FINGER 7 74 7 ¥ FEY 22— )b

84 HTTP HITP 7 947 ¥ b/H—N=FT 2 -

85 DCP DCP (Device Control Protocol)

86 RMON RMON (Remote Monitoring) *—3 x> b

87  SWITCH LAY —=3AA v F Y TET2—

88  VRRP VRRP (Virtual Router Redundancy Protocol) €3 2 — )b
89 VLAN VLAN (/¥—F ¥ ) LAN)

90 PCI PCI FZ A /3—

91 GARP GARP (Generic Attribute Registration Protocol) € =2 —)b
92 STP STP (Spanning Tree Protocol) €3 1 —)b

93 GUI Web 4% —7x—2A

94 OsI OSI (Open Systems Interconnection)

95 PKI PKI (Public Key Infrastructure) €3 2 —)b

96 LDAP LDAP (Lightweight Directory Access Protocol) € =2 — )b
97 PIM PIM (Protocol Independent Multicast) €3 = —)b

98 DVMRP DVMRP (Distance Vector Multicast Routing Protocol) €3 = — b
99 - T A

100 - T A

101 - T A

60 | CentreCOM AR740 A~ K J77L > X 26

613-000215 Rev.C

f
I
g
2



ayJ

102 - THIFE A

103 BGP

BGP-4 (Border Gateway Protocol version 4)

# 16:

24T/ T 24T

U7 Ayt —=D7 AT, ¥ 754 TIERO@E)TT,

S CEILERFHE—bOS A T/FT A T ETATOET,
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24 7 |ID/&F5 24 TR %7 %1 7 D/ Y7 &1 TERAA
000/NULL BT LH547, 7 000/NULL Ay —T 8 A4 T
4 7%L B LTV RWEN=Y
IO T AT LD
ER LIz A Y=Y
001/REST FEEHE) 001/NORM JHH O P E)
002/CRASH 77y v bR
003/FAIL gy - V77 X b
PN (8
002/PINT WAy —7x— 001/U0P Vo7 v
Z (BRIO, SYNT,
PORT1, ETHO % &)
002/DOWN Vo yy
003/WARN fEE DD D
004/ERROR P A
005/RESET )t b
006/NTON CARD=x LINE=y.
NT has power.
007 /NTOFF CARD=x LINE=y.
NT power failure.
008/CREATE THHIREE TOY T
009/DEST THHREETOH Y 41 L
003/CALL ISDN =z — )V, ACC 001/UP A
a— )b
002/DOWN LT
003/WARN DS D
004/ERROR P A
005/RESET )t b
004/DLINK T—=%1)ryr7BEY 001/UP Vo7 v
2 — v (#l : LAPB.
LAPD)
002/DOWN Vo vy
003/WARN R Dk fES D
004/ERROR P A
005/RESET )t b
006/PNORM CARD=x LINE=y
PER normal.
007 /PHIGH CARD=x LINE=y

62 | CentreCOM AR740 O~ K J77L > X 26
613-000215 Rev.C

PER limit exceeded.

f
I
g
2



nyJ

008/ACT ELH)
009/DEACT LT
005/VINT KW %4> % — 001/UP Vo7 vT
7 = —Z (f ; PPPO,
FR1., SLIP2)
002/DOWN Vo yy s
003/WARN (TP 7% 2%
004/ERROR I S A
005/RESET v b
006/ACT TV RA Vv —
7z — ADFH
007/CREATE L8 —=T 2 —AWME
% (CREATE) &7:
008/DEST 428 —=T7x—ADH|
K (DESTROY) &
7z
006/CIRC AR (—% v ) 001/UP Vo7 vT
(B1: DLC (G# ¥ 2))
002/DOWN Vo yy
003/WARN [P 7% 2%
004/ERROR I S A
005/RESET )t b
006/CONF AEjRERCA 7o a v
DATYT— 3y
007/ATT EVa— VDT % vF  001/ATTCH EVa—=VT Y v T
Y
002/DETCH EVa—VITY v T
SNz
003/FAIL EVa—VDTE vF
WML 7z
008/EXCEP THIL 2 whlsbkEED  000/RESET FEH)
Mo
001/EXTNO External contact
open.
002/EXTNC External contact
closed.
008/BUS INA LT —
012/ADDR 7RKLALT—
EH - &1 CentreCOM AR740 Av> KU 7 7L > X 2.6
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016/INSTR ARIE % 4y
032/PRIV HERR & S
040/LINEA Line A emulator
044 /LINEF Line F emulator
096/SPUR Spurious interrupt
128/TRAPO Trap #0 (fatal)
132/TRAP1 Trap #1 (restart)
136/ TRAP2 Trap #2 (assert)
009/BUFF AE) — 001/LEV1 ZBERXEY) DNy T
7 =LV 1 % -
7z
002/LEV2 ZBERXEY) DNy T
77— LX)V 2 % Flal-
7z
003/LEV3 ZBERXEY) DNy T
77— LX)V 3 % Fla-
7z
010/LIC I 4t AEH 001/REL 1) =274ty A E
e
002/COMP VTN =TT A
¥ A EHR
011/AUTH AR 001/0K 72 FE B B (LOGIN,
CONNECT % &)
002/FAIL FRRES M
003/RFAIL A1 70 RERIE R
012/BATCH M)A —=/ A7) 7~ 001/ACT N A=/ A7) T b
DB
002/CMD N A=/ A7) T b
a< v K
003/0UT N A=/ A7) T b
D]
014/LPD LPD (7)) v ¥ —+—
IN—)
015/SYSLOG syslog #H1 T35 L 000/KERN #— v (LOG.

IAve—=TD7 7Y
V54— (XAvt—=o
HERITGEY 2—)b)
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-
3

m®

008/USER

- =700 r X
(LOG_USER)

016/MAIL

A=NVH TV AT L
(LOG.MAIL)

024/DAEMON

VAT LT —F v
(LOG_DAEMON)

032/AUTH

tEF ) F 40—/
2 A5 A (LOG.
AUTH)

040/SYSLOG

syslog 7 — € ~
(syslogd) (LOG.
SYSLOG)

048/LPR

TN = AT —F—
72574 (LOG.
LPD)

056/NEWS

Py hoa— AT
25 2 (LOG_NEWS)

064/UUCP

UUCP %7 ¥ AT A
(LOG_UUCP)

072/CRON

M E AT T —
> (crond) (LOG._
CRON)

080/ AUTHPRIV

tF o) 71— /3

VAT L (FrEa—
Y= 0500 5 &9
I3 _EH o) (LOG.
AUTHPRIV)

128 /LOCALO

o= IVHIZTH
(LOG_LOCALO)

136/LOCAL1

o= IVHIZTH
(LOG_LOCAL1)

144/LOCAL2

o= IVHIZTH
(LOG_LOCAL2)

152/LOCAL3

o= IVHIZTH
(LOG_LOCALS3)

160/LOCAL4

o= IVHIZTH
(LOG_LOCALA4)
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168/LOCALS5 0= VHIZFH
(LOG_LOCALS5)
176/LOCAL6 0O—# VHIZFH
(LOG_LOCALS®6)
184/LOCAL7 0O—F VHIZFH
(LOG_LOCAL?)
016/ACC R a—na b 001/SCR A7) T MR PS
o—) (ACC) 7\
002/CALL ACC a— Vi o
57\
003/PORT R— MPHFIEL 2\
004/ACT )
005/DEACT B
006/DIAL T A XA BT
A
017/NVS NVS (R#E%7 2 €  001/RFAIL NVS 71a v 7 o % —
1) =) T FAAIR T T —
002/WFAIL NVS 71 v 7 ~pE
EIAARLTT —
003/CFAIL NVS 71 v 7 OEk
I —
018/FLASH FLASH * £1) —
019/USER 2= — 001/LON nrsty (mrAy)
002/LOFF 0s k7
003/ADD T v MBn
004/DEL Ty MK
005/PWCHG ISAT — FZEH
006/PWERR EHEINAT — FEH
Jef
007 /PWSET EHEINAT — FEH
L)
008/LOOP s A ry7ary 7 rT
DIV — TNy 7Gx
009/TACQ TACACS %3k
010/TACR TACACS It%
011/LFAIL 074 vk
020/CMD a<ry F7aty¥—  001/MGR O~ F
002/USER —fr—F—a<w K
021/MSG avy—JLAvt— 001/INFO — M 22 TR
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002/WARN z7h
003/ERROR 7 —
022/CONFIG V—%—/%v b7 — 001/TOPO v T =27 hARDO
ypaAvT4 T L= v —BItR
3 VBT A IEHw/ E
i
002/NTNUM v NI =0 FKFOD
=# (IPX, AppleTalk
&)
003/NTNAM v NI =7 ZBOEHE
(AppleTalk 7 &)
004/SWINS THRIREE T O AR — N
A
005/SWIN IR TO AT v T
A
006/SWOUT TR TO AT v 7
77 b
007/SWDEL THRIREECTO AR — P25
e GO b DI
)
023/IPFILT IP714V%— 001/PASS P74V —12L5%
AT/ T 51!
002/FAIL P74V —12Lk5%
RULRY
003/DUMP P74V —12L5%
WNory VYT
004/FRAG P77 7 X274
WE—\ZX By b
iz
005/SA SAIZLBIP/N7 v b
iz
006/SRCRT IPV—A)V—F74«
WE—IZX By b
iz
007/RECRT IP #E&FLE/ S 7 v b
LIRES
024 /INTERR FHILZWHELZZ—  001/BDPKT VAT A= FHTA
NVAY AV N2 ]
B - Bl CentreCOM AR740 %> K7 7L > X 2.6
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002/IVPAR RIEEZRINT X =% —%
res]
003/BDATT THBADT 5 v FI2
P
025/IPNAT IPNAT ( L » ¥ 001/FAIL NAT 2 X 5784 v b
NAT) %=
002/INTCP Y& o TCP o
7 a VB
003/INUDP Y& i~o UDP 7
o — ik
004/OUTTCP 1 54k~ TCP 2
AR
005/OUTUDP 17 5 4k~d UDP 7
o — Bk
026 /LIMIT PIER I 72 il BRAE 4+ —  001/IPXSV IPXH—E AT =7
IN— DEEFEED
002/IPXRT IPX b — b 57— 7LD
YOS S
003/SWCMP V7 Ny 2 T v
Y ANDF ST
027 /DHCP DHCP 001/BIND FNA AT KL A%
EIUERS
002/FREE FNA A5 T R LA
xR
003/FAIL FINA ANDT KL A
B BTEIER
028/PBX PBX (7F+uZ#—1F) 001/OIF N— & — ORI X
RNl
002/ONF KR ORI X 1 FEE
P
003/00K FEIF T
004 /IIF N— & —lOREIC X
RGN
005/INF KA O RIRELC X ) A0
P
006/I0K 75 - Ty
007/OVER BHEFE F—n—7
1K)
008/POVER B — N =T A
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009/HOOK Extension on/off
hook
010/FEAT PBX O % T A% 58 A %D
1t
029/RSO JE—FtFa2)7 001/ADD RSO 7 F L Z38H0
1 =47 14— (RSO)
002/DELETE RSO 7 F L A HlJ k&
003/ENABLED RSO Bk
004/DISABLED RSO &%h1k
005/ ACCEPT RSO 7 7 ¥ A% =
006/REJECT RSO 7 7 & A % §if5
030 FHRIFE A
031/ENCO ENCO (K% - E#F) 001/9711 Hifin 9711 7 v 7%
T2 TV AT A
002/STACSW STACSWH 7 v 27
A
003/CRYP Cryptech v 7% 7
VAT A
004/PAC PAC #— FH 7 A
VAR
005/MAC MAC 71— F¥ 7
VAR
032/RSVP RSVP 001/PATH_REMOVE Path HllF5x
002/PATH_ADDED Path :&870
003/SESSION_REMOVED t v a VHIE
004/SESSION_ADDED v a v
005/RESV_ADDED e SRIENII
006/RESV_REMOVED e Ol
007/RESV_DENIED_RES Y —=AARIZE ST
FFES
033/SSH Secure Shell 001/USER_ADD SSH =.—+—38I
002/USER_DELETE SSH = — 4 —HlJ k&
003/USER_SET SSH . — ' — D%
AL
004/ENABLED SSH # — "—H w1t
005/DISABLED SSH # —/y—Exh 1L
006/ ACCEPT SSH e 2
007/REJECT SSH #fiidbi &5
EH - B3 CentreCOM AR740 Av> KU 7 7L > X 2.6
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008/DISCONNECT SSH #z#e b it
034/TPAD TPAD 001/TCONN TPAD Kty v a >~
et
002/TDISC TPAD ikt v v a3 »
B
003/CALL TPAD 75 X.25 12 & %
FEI- % AT
004/CLEAR TPAD Z 72134812 X b
X.25 I — v & Y
005 /FAIL X.25 I — VD FMIZ
Jef
006/ONLINE I— )V, hT W
7 voa Y IGERE T
007 /OFFLINE I—VET - YT
035/MAIL A= VBT IAT A 001/SUBMIT SMTP #—/3—1Z X
- V%E
002/START SMTP #—/\— & D+
v oa v
003/END SMTP #—/\— & D+
v a3 vy
004/ERROR SMTP #— /=5 T
T —%%AE
036/FIREWALL TFAT T F =) 001/INATCP GEER A 5 PIER -~ @
TCP t v ¥ 3 » Bk
002/INAUDP GEER A 5 PIER -~ @
UDP 7 1 —Bi%G
003/INAICMP GEER A 5 PIER N @
ICMP 7 1 —BiiG
004/INAOTHER AR & A~ D Z D
fis IP 7 0 — Bi%G
005/OUTATCP W2 5~ O
TCP t v ¥ 3 » Bk
006/OUTAUDP N2 5 A~ o
UDP 7 1 —Bi%G
007 /OUTAICMP N2 5 A~ O
ICMP 7 1 — G
008/OUTAOTHER &2 B AR~ D Z D
it IP 7 0 — Bi%G
009/INDTCP GEER A 5 PIER -~ @
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010/INDUDP SLER 22 & ER N O
UDP 7 1 — % i
011/INDICMP SLER 22 & ER N O
ICMP 7 1 — %45
012/INDOTHER IR & NERAD Z 0
fit IP 7 1 — %475
013/OUTDTCP P 2 5 G~ o
TCP v v a v &ih
il
014/OUTDUDP P 2 5 G~ o
UDP 7 1 — % i
015/OUTDICMP P 2 5 G~ o
ICMP 7 1 — %45
016/OUTDOTHER PR 5 M~ D Z D
fi IP 7 1 — %4 75
017/ATTACK BRAZIF TS
018/ENABLE 77 AT x = VAR
1t
019/DISABLE 77 AT — V)
1t
020/DESTROY 77 AT xR
> —HlkR
037/ACCOUNTING 7#7>7 47 001/START NT T4y Tu—
I
002/UPDATE NTT 4 v TH=D
AT HHT
003/END A A=l
T
038/FEATURE 74 —=Fv—=F4+>¥ 001/EXP T4—Fx—T4kY
A A D ARG T
039 TAIFER
040 TAIFER
041 TAIFER
042/IPSEC IPsec 001/MSG —in
002/INERR IR =R
003/OUTERR S & 7t 2
043/ISAKMP ISAKMP 001/XCHG ISAKMP =7 2 F =
¥y
002/SA SA
B - BHE CentreCOM AR740 37> K77 L > 2.6
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003/ERROR 7 —
004/MSG — I
044/BOOTP BOOTP 001/ETHCONF Ethernet f >~ % — 7
T — ADKE
045/HTTP HTTP % —/3— 001/GETOK GET &%)
002/GETFAIL GET Z:li
003/EXCPT B A X2 b
046/VRRP VRRP 001/MRET RAY = )v—F —n5
N T T T — 58—
2T
002/MNEW FLVWIAY — )L —
5 — D
003/BADAD M % 7% Advertise-
ment /S 7 v b %
&
004/NOIP IPA>y—7xz—R
=L
005/RISMAST < AH— =5 — B
17
006/PRIORITY V— & — IR
047 /PPPOE PPPoE 001/SNA gUREN T —E R
BUEAL AT e
002/NAS FoRENZHF —E AN
fFIEL 22\
048/FILE 77 AN 001/DIR TALV 7 M) -2 »
kY — o3, HlkET
5
002/CREATE 7 7 A WAERK
003/DELETE 7 7 A VHI B
004/RENAME 77 A NVEER
049 /1IPv6FILTER IPv6 7 1 V% — 001/FILT_PASS IPve 74 V7 — 12 &
VAT A SR
002/FILT_FAIL IPve 7 4 V7 — 12 &
BNy M
003/FILT_DUMP IPve 74 V7 — 2 &
BINT Yy WY T
050/PKI PKI (Public Key 001/PKI_CERT PKI GEHHFE x v & —

Infrastructure)
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002/PKI_CRL PKI GEBHZEIAR) ) A b
A vt — (PKI cer-
tificate revocation

list message)

003/PKI_OP PKI # XL — 3+
Vra baliy —
¥ (PKI operational

protocol message)

004/PKI_MP PKI ¥ 4= X b
Jaharryk—v
(PKI management

protocol message)

051/SYSINFO SAFLAF—4 AN 001/PS BRI DZAL
e
002/FAN 77 REEOZEAL
003/ TEMP IRk DZAL
052 /IPDNS DNS % % v & =2 DNS %+ v ¥ =
#17:
syslog X\ D ZE#2

07 Ayt —T%syslog h—/N—IZHEk T 5L &3, HO5D L syslog BRITA v =V En T

BT LA E syslog LNILDY y ELT

07 Ayt—=y0u7LNViE, syslog®d [LANV] IZUTFO@Y) vy Er 7S ET

A7 LN syslog L\

7 (CRITICAL) LOG_ALERT

6 (URGENT) LOG._CRIT

5 (IMPORTANT) LOG_ERR

4 (NOTICE) LOG_ERR

3 (INFO) LOG_WARNING

2 (DETAIL) LOG_NOTICE

1 (TRIVIAL) LOG_INFO

0 (DEBUG) LOG_DEBUG
#*18:

Xyt—Ta14TEsyslog 77T 1 —DIIETR

AREGmOU T XAy =I5 4 T1E, syslogD [772 074 —] D To#@EY)~vyErr7angd,

]
I
g
i
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Ayt—=U8147

syslog 77> UT 14—

B

000/NULL LOG_USER Ayl =VFATHLDAy =D

010/LIC LOG_USER I A4 & v ATEHR

011/AUTH LOG_AUTH B

012/BATCH LOG_CRON N)H—=/ AT b

014/LPD LOG_LPR LPD 7' ¥ ¥ —H— /N —

001/REST LOG_LOCAL7? FHELE)

008/EXCEP LOG_LOCAL7? BIALIR B

009/BUFF LOG_LOCAL7? AE —

002/PINT LOG_LOCALS6 WP A >4 —7x—2Z (BRI, SYN, PORT % &)
004/DLINK LOG_LOCALS6 F—%12BEY2—) (LAPB. LAPD)
003/CALL LOG_LOCALS5 ISDN 22—, ACC 22— )L

005/VINT LOG_LOCALS5 A8y 7% 4 >~ % —7 = — A (PPP, SLIP, FR 7 &)
006/CIRC LOG_LOCALA4 AR (7L —2410 L —DLC %& &)

007/ATT LOG_LOCALA4 EVA-VDT I v F /T F

Z DAl LOG_USER RO A Yy —T 5 4T

#19:
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27 )T MERRIE, HO5P LD T A NVICRRR SN~ DI Y Fe L TETTHETT. A2
7 N ERBCETERORAFIIAE D (320, HEIAT) EORHZ T LDV 2 VA7) T /Ny FT7 74 VE)
%R L2, M)A L MAGDE TNy MEERICRALPONEE HBIET S 2D &
TRRETSESELHBIZ R N DL HEH LT,

A7) T T 7 AR T D5scp cfg D7 7 A VT, WEBNV—F —OFHI~ Y FEFIE LT F A
N7 7ANTT, HBIE LT, ofg 3RREHRERET AREAZ ) T b, scp 3Ny F 774V RAY
D7 MBI EIH, MR KNS ) A

BA7) 777 AN 51213, ROTTEDFH Y £,
o WAV —vx57 14— (EDIT a~> F (197 %—)) THER - fiEs 5
EDIT myscript.scp

e ADDSCRIPT 2<% > F (109 %—¥), SETSCRIPT 2<% > F (259 *—%) Ta~vry K74 rhbH
TERS %6

ADD SCRIPT=simple.scp TEXT="show file"
o LOAD a2~ F (2283 X—) #flioCloa s ¥a—%—ETERLZZT77ANVEY Y O—F
j_éo

LOAD METHOD=TFTP FILE=basic.scp SERVER=192.168.1.3 DEST=FLASH J

B A7) 7 MERDESIZETEINT S,
o I YNNI A UhH ACTIVATE SCRIPT 2~ > F (99 R—2) ZFEITLI-L &
ACTIVATE SCRIPT=gogo.scp

o —¥—OiEHEF (SET CONFIG 2~ ¥ F (242 X—7) TIRESINTEE A 7 ) T s 5Fi sl £
NFETEIND)
o MNUF—DLIF SN L &

% B, bootcfg LV I HRIDAZ ) 7 MIFFFET, b LAAEL COILUTEEIFICHBFEITSNE T (727210
SET CONFIG 2~ ¥ F (242 R—2) TREIREFEE 7 74 VAMEE SN Tnink &),

B2 T NADETEFTTH LS, —ATFEFTHLITLIH Y =24 FAD TF, Zhid, 2207
NOFEATH Y AT BARDOEEIZG 2 5 EE LR T H720TT, %8, bootcfg 7Z1F1d7 =4 M LT
FArENFE T,

W A7) 7 I L23CENE, @ R B 2 ) S E . boot.ofg 72U I3FFHIT, 77 4V Tk
NS L)y EESNTwET,

F72. ACTIVATE SCRIPT 2~ > K (99 =) TAZ )7 M&2FEfT3 54 L &3, OUTPUT=LOG #% #1

ETAHILICEY, BAR U IC%kL I ENTEET,

& 2L, A2V T I T AR XAy =T 0ou s LRV 2 (DETAIL) THh A7, 77 4V MikETIE

]
I
g
2
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VAT AU IS N T A,

BA7) 7 MR K8ODETHHELGER LI ETEET,
A RIAUHIEATTLEEIE, ROL ) ITHBELE T,

ACTIVATE SCRIPT=getargs.scp argl arg2 arg3 arg4 arg5 argé arg7 arg8 .J

A7) T MHRTIE, 5% (argl) ~8 (arg8) #ZH%1~%8 & LTZMTE LT, TNHDEHIIAZ Y
7N OFETEAMICEBEOEICESI BRI ONT T,

N JIBOREHI LT EBAY G A7) T RT3 XFICW Y FEO ST T,

72, A7 VT MRTIE B = NV ERAERE L TRD4DEFHTE TS,

ZHE AR

%D Y AT L Hft. dd-mmm-yyyy O

%T ¥ AT LG, hh:mm:ss OTE

%N Y AT L%, SET SYSTEM NAME 2~ » FCRELLD D

%S )T NVEE, SHOW SYSTEM 27~ RCTERENLHDEFHL

#20: A7) 7 b OFFHRER
F)A=HERA27) 7 IEUH ENL L&, M)V —ORHICL > TEZ ZHOT HAHBIR I S
NET, 72ERIE 774774 =V MUT—E, B15E (%) ELTTI7A4T 74— VE) v—%%,
B2518 (%2) L LTHEEDIP T FLAZAZ ) 7 MIELE T, sffllix EH - E8] o [ M) F—]
T LTIV,

B X7 7 NTIE, Sl IF THEN ELSE ENDIF 2 H T & $97

IF stringl {EQ|NE} string2 THEN
commands. . .

ELSE
commands. .

ENDIF

ELSE fil3AMETE £,

EQ. NE I XFFIHLBIGHAT T, ZNEFNF L, FLLAWERL 9 BRI TGN
SNFR A FHHBOKEISETHILL THEN Hins, B THIULELSEH (FETIHA, ZwE &
IF THEN ENDIF & & 12He5) DSET SN E T,

BA7) T IORTRIFHEATESLa~Y Y FIZWAIT 2~ F 392x—2) "o ¥, ThidEELL:
WREIZTFES 25 DT,

WAIT 5 J

WA7) TN T7 7 A NVONEERMERT 5121E, SHOW SCRIPT 2 v~ F (343 X—3) ZffivEd,

SHOW SCRIPT=myscript.scp
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N —HEREIE, 0 SN ED A NV M PRE L EEIZ, EEOA YY) TN HEFETT A1
BT, COMREZFIHTNE, BREFEICL-o TV -9 —DRELERTD, WBEZF-LEIIA—LT
EWEIEMLZDTAIENTEET,

MY T—ICIEROFEE G DH Y T T,

158 L)

CPU h #'— CPU Ol L EWER#BR 72 L 2 ITEFHIND

AEY =) T — AE)—OEIFEEPLEVHEEBR 2L ZITEH IS

T7ATI A=V NI H— T7AT T4+ —ARY b (WERAZRE) OFERIGES SIS

R b)) - VAT LS (FHES) FREISEINS

TV 2=V MY T — BTV 2= NVARY FPOFARFITEE SND, ANV FARIZEY 2 — VI
FoTHERLD

ERIFEAT M) A — —EOBM (722 X 1RM L) THDEURH SN

SEIRE 1) A — RO LNTRZNEB) S b

A0 —T2—AMN)H— BELIA VI —T2—AD) Y 7 AT—F AL LI (Voo Ty
TV oy rRE) ISkEEENS

# 21:
B MNIT—=IZZEHOAZ )T 2 AZ R TETET, /20 )T —OFEFTHEICHIR Z2 3% 5
CERHEETY (Fo& X, SHFEFTEINLSL M) F—2WHIIT L% L),

Wb BT BT, b YA E Y 2 VAT A BEA DY E T, 7T 4 b IR
<,

ENABLE TRIGGER
BN T IR0 avy FEfWEST, DT, P A —0fBEHI L IR LET,
o CPU DHfiFH 80% %A 725, cpuwarn.scp & FEA73 5 CPU MU 7 — [1] Z1ER
CREATE TRIGGER=1 CPU=80 DIRECTION=UP SCRIPT=cpuwarn.scp
o ZEEXREVY—FEN30%EYIo75, memwarn.scp ¥ FETTHAEY — b A — [2] BER
CREATE TRIGGER=2 MEMORY=30 DIRECTION=DOWN SCRIPT=memwarn.scp

o WEBMGEMAM L7725, fwmailscp ZFET L TEHEBEIIA— V2L T 7 AT+ =)V M) — [3]
R

CREATE TRIGGER=3 FIREWALL=ALL MODE=START SCRIPT=mail.scp
o VAT LY T v vafkllcrashisep 2 FAT L CEHEIZA -V 2% 5 HEE) M) 7 — [4] Z1FK

CREATE TRIGGER=4 REBOOT=CRASH SCRIPT=crash.scp

[
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NUP B

NW=Fx v —%—[10] DX AY =) —% =% 5725, bemaster.scp 2 F4TT HET 2 - b1
= [5] &{Em

CREATE TRIGGER=5 MODULE=VRRP EVENT=UPMASTER VRID=10
SCRIPT=bemaster.scp

3 12—l patrol.scp & 9EAT9 2 EMIFEAT b U A — 6] ZIEM

CREATE TRIGGER=6 PERIODIC=180 SCRIPT=patrol.scp

5 H A 11 B2 pppon.scp 29T LT PPP a4 7 ¥ a v 2B @l M) — [7]) %{Fk
CREATE TRIGGER=7 TIME=23:00 SCRIPT=pppon.scp

PPPA 4 —7=—RA[0] )25y (LCPA¥ o) Lizb, pppdown.scp % FE4T9 % A
¥y =7 x—=AM)H— [8] BIEH

CREATE TRIGGER=8 INTERFACE=pppO CP=LCP EVENT=DOWN
SCRIPT=pppdown.scp

WA NEEDRD, N F—%TE)CRE ¢ 21213 ACTIVATE TRIGGER 2+v > F (100 *—) % ff
WE T,

ACTIVATE TRIGGER=1 J

B rYA—ICAZ )T M EEINT 51213, ADD TRIGGER 2~ > F (115 %—=2) ZffivEd,

ADD TRIGGER=2 SCRIPT=second.scp

BN 5HA27) 7 EEIBT A121&, DELETE TRIGGER 2 v > F (164 X—2) ZffiwvF 9,
NUMBER /8T X =% —|2i&, A7) T DA Y7y 7 AFxaaeiiE L7,

DELETE TRIGGER=2 NUMBER=2

B Y7 —%HIBEY 51213, DESTROY TRIGGER a2~ > F (171 =) ZffivEd,

DESTROY TRIGGER=5 .

B )T —oFHRE#RT 5121d SHOW TRIGGER 2% > F (370 X—¥) #ffivEd,

SHOW
SHOW
SHOW
SHOW
SHOW
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TRIGGER=3 COUNT

f
I
g
2

613-000215 Rev.C



SNMP

ZZTld, SNMP #REEZFH T 272D B/ NEOREXBMALE T, LTFOBITIE, IP DFREIT#
}9’)(\/‘%) %)@k Lij_o

SNMP 23 2 =5 1 — viewers (At LD &H)
SNMP &E#HAAMDIP 7 KL A 192.168.10.5
SNMP b v 7RAPDIP T KL A 192.168.10.5

#22

192.168.10.1

192.168.10.2 192.168.10.4 192.168.10.6

192.168.10.3 192.168.10.5
(SNMP Manager)

192.168.10.0/24

B .5 Lo

1. SNMP =Yz b2 ARICLET, /2, BEENT v 724 2 I2 LT, AlE% SNMP 7 7 + R (2
LCThTy TEBETLHEIIZRELTT,

ENABLE SNMP J
ENABLE SNMP AUTHENTICATE_TRAP

2. SNMPa23z2=514—%EHLET, 22Tk, GiAHLOADTRELR T I 225 1 — [viewers]
R L TWET,

CREATE SNMP COMMUNITY=viewers ACCESS=READ .
® TI2 T A —HRRLFEANLF RS HOTIEE 728,

& TI2ZTF 4 —ZIESNMP ICBWT/SA T — FD &) s 28034, L(E2- Tl Tl
72V, FRZ, BERAAMERODH LTI 227 4 —FOBEIKTEENLETT, AHEICE S AAER
DHDHIAI =T A4 —FEETHE, V—F —DERELZIEPOEFEINTLE Y WEEF D) TTOT
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SNMP

THE L7230,

N DRy NI —ZHERRPSNMP v+ — Y v —V 7 M2, BRIl L CHEA LEROAD T I 2=
74 —& LT [public] 2%, #HERAAMERD Y DI I 2=5 1 — & LT [private] 577 # )V b THEE
EnTwEd,

3. SNMP 23 2=75 1 — [viewers] [CEHEIAME Ty THRAMZEMLET, T—TY ¥ M,
CCTIELLEFHARAZ MDPSLDO SNMP BERICZTIBE LT T, $/2bFy Fid, S TRELL
oy RAMIDIREESINT T,

ADD SNMP COMMUNITY=viewers TRAPHOST=192.168.10.5
MANAGER=192.168.10.5

4. [viewers| I3 2254 —FEDO NI v THRANMINTE N T vy TOREEEIZL T T,

ENABLE SNMP COMMUNITY=viewers TRAP .

N KAV REFETLEVE NIy THPREINTELA,

HEARBEFL L TT,
ZHIZE D, SNMP ¥ 4 — ¥ v — (192.168.10.5) 75 AREEDO MIBIE#MENGFTE L)1) £, £
7oy ABEGIPEOSNMP b7 v TR A=Yy —IIEEENL LIk £,

WEARZNRLNZ v 7RADMEZBINTA121E, ADD SNMP COMMUNITY 2+v >~ F (110 *— )
EHEVET, ROBITIE, 2I2=7 1 — [viewers] IZFHFA + [192.168.10.10]. +F v 7K A b
[192.168.10.10] #ZBML TV E 7,

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.10 TRAPHOST=192.168.10.10 .
B EEAAEROH L T I 2 =7 14— 2/EKT 5121E, CREATE SNMP COMMUNITY 2~ > F (131

R—=7) O ACCESS /87 * —% —|Z [WRITE] Z#5E L ¥ (ACCESS /87 * — & — K OHEFR I3 FE A
rHDH (READ) T ),

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=192.168.10.5 .
BARFBOSNMP T—2 x> MI, T74 )V FCREHAA L LTEREINI L Ea -5 =DA0D

D SNMP ERIZIFIBE L 8 A, ZOHIIE % I, 23225 1 —® OPEN (open access) /<7
A—=% =% YESIZL E¥. KRICEMAGIZZETFET,

o 3o 4 —{EFEC OPEN=YES #i§% (&M Z OPEN=NO & % 1) £§)
CREATE SNMP COMMUNITY=viewers ACCESS=READ OPEN=YES .
o I3 a2=7 1 —1Eifld SET SNMP COMMUNITY 2<%~ F (262 *—3) %flivF 3,

SET SNMP COMMUNITY=viewers OPEN=YES .
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B SNMP O E# A3 5121%, SHOW SNMP 2~ >~ F (348 ~<— <), SHOW SNMP COMMUNITY
avrF (351 R—Y) VTS,

SHOW SNMP
SHOW SNMP COMMUNITY=viewers

W) o707 /)08 Ty TE, T74NVITREE 7 h>TwEST, Vo7 Ty TEAMIC
9 5 121%, ENABLE INTERFACE LINKTRAP 2~ > F ([f ¥ % =72 —A] ®33X—=7) #fFVFT,

ENABLE INT=ppp0O LINKTRAP .
ENABLE INT=fr0 LINKTRAP .l

W) 7 Moy TORERMERT 51213 SHOW INTERFACE 2<% > F ([f v ¥ —T7 2 — | @ 85 ~<—
V) fnET,

SHOW INT=pppO0

B ARG D Y 2T 5% (system.sysName.0) % #&ET 51213 SET SYSTEM NAME 2 v > | (268 X —
V) VI T,

SET SYSTEM NAME=hqgw .l

VAT LTV R AL 2R HRELTE L, DNSHHAKEIZ FX 4 Y HOMErirbiEd, 728 213,
VAT L4 [gwexample.com | %@ L7234, TELNET 2~ >~ F (387 ~X—) % [TELNET bulbul|
DEIZFEATT B &, kA M4 [bulbull @ &2 [example.com] 25471, [bulbul.example.com |
(2% LT DNS R AT b E ¥

B ARG OFERPT (system.sysLocation.0) %% &E$ % (21d SET SYSTEM LOCATION v~ K (267
N=V) VI,

SET SYSTEM LOCATION="8F, TTC Bldg"

B ARm O (system.sysContact.0) % 7%5Ed %1213 SET SYSTEM CONTACT 2v > | (265
N=Y) 2fvET,

SET SYSTEM CONTACT="Daisuke Arai (Ext 2602)" J

]
I
g
2
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NTP

NTP

NTP (Network Time Protocol) ZFIH$ 5 &, &y N7 —27 EO NTP F— N—2HEAIER>TUS L., &~
AT LAOWETZ FICIEFEICH D TBL L TE ¥, B % EOFLERA R Z IEFEICIR D 7290128 . NTP
OMMEBTTOLET,

EARKTE

NTP #ffiH 3 2 7= DI RERLELRZREERLE T, TITIERO L) ROy b T =27 ZFEL T
WET, IPOREIERDoTWELDELTT,

NTP #—/"—=DIP 7 FL A 192.168.10.5
yAL—v (UICHhHDF 71y 1) JST (+9:00:00)

1. NTPEV 2= VaxFML T,
ENABLE NTP .

2. NIPH—="N—DIP7 FLAZEELEFT, = "—d1OLhEETEETEA,
ADD NTP PEER=192.168.10.5 .

3. ALV =Y (UICHLDF 71y ) 2@ LT T, NTP 25445 N A REZIEHRIZ UTC (et
R 0T, BFF 71y PEIBEL T3V, BAERER (JST) X UTC X 1 9 A T
DT, ROLHIHELET,

SET NTP UTCOFFSET=+9:00:00 .
T, EREADIA LY = H o TROL ) IHHET L LB TE LT,
SET NTP UTCOFFSET=JST .J
4. OO NTPEYa—NVxwo/zAty FLET,
RESET NTP .
AR EE L TY,

I D EBIIZ NTP = N—= IR WEDbE 2T\, VAT LA O PHBINICHRESNS L) 12k
DEd,

W BAERZ)IE SHOW TIME 2< > F (369 X—3) THERL I,

Manager > SHOW TIME

System time is 11:17:41 on Tuesday 03-Jul-2001.

B NTP IZF5 2 15HIESHOWNTP 2~ >~ F (335 %—) THERELET,
|
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NTP

Manager > SHOW NTP

Status : ENABLED

Host Address : 192.168.10.169

UTC offset : +09:00:00 (JST)

Last Updated : 11:19:38 on 03-Jul-2001
Last Delta : +0.94

Configured Peer

192.168.10.5

Counters
Packets Sent : 0000000002
Packets Received : 0000000002

Packets w/ head error : 0000000000
Packets w/ data error : 0000000000

BE:;

ERFADEAL—F—8

ASIA +8:00 Asia
ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time
CHINA +8:00 China
GMT +0:00 Greenwich Mean Time
UK +0:00 Greenwich Mean Time
HK +8:00 Hong Kong
JST +9:00 Japan Standard Time
MET +1:00 Mid-European time
NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

EH - &1 CentreCOM AR740 Av> KU 7 7L > X 2.6
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NTP

TAIWAN +8:00 Taiwan

UTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -
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Secure Shell

Secure Shell

Secure Shell (SSH) (&, B5HMZFHL Ty NI —2BHAOT T A VR B2 REIAT) 72071 b
INTY, BEAFOREZILICE ) B SAZR IR, —/N—h X PR — W —DFRIEREFEIC L -
THRDTEFLICLDUBEHHT 2L TEET,

kD Telnet TIE, NAT — F2 GLEEABEIFXOETI Ay b7 =27 EZENATLE) 720, £F 21
T4 =R EHTLEETIE, Telnet T% < SSH 2ffi~7213 ) 2L W TL & 9,

KB D SSH £ 2 — VDT OREEZ %4 — F LTWET,

e SSHH#—/N—,SSHZ 747>k

o R 512~2048 ¥ v D RSA A, V—% — L TERLZ#EEZ 7 7 A WANFESHTILR, 77
ANPHREEZY AL Z L bk

o v ¥aroOFLIZIZ B 7 VT X 4 DES % ]

o UKty arLEITHL, avy FOERBET S THE

JUrs
X JE

Bk

VN

i

T, ABEE SSH ¥ — /35— (192.168.1.5) BXUSSH 7547~ b & LCEAEES B L7200 DHARZ
FBIZOWTHBALE T,

BIZ, == T2DOD RSAFENRT (RA MEEH— =) ZFRLET,

1. ®¥2) 74 —F— FCEHEMEELIT) 2 & DTE 5 Security Officer L VDL —HF — 2 Ei L F
o W= — ETER LR Z#IEE, £XF2) 74 —E—FTRVEL—F —FHEFICL > THES
NTLIVET, £F 274 —F— FIZBITT 2720121, Security Officer L NV DL —H—%
BERLTBLEDNSH) 9,

ADD USER=secoff PASSWORD=PasswordS PRIVILEGE=SECURITYOFFICER .

2. KA ME (HostKey) #MEHL T, ZO8IIT—/"—HEHD RSA ABERT TT, MR L
1024 € M T, SSH 247 3 ¥ ORMEREIZIE, KA MERTORMENS 7 74T ¥ MZHELN
9. /94T Y MRIOEETF 2y 7 FHILICLY, HERMHFSER LAY —N=ThborL)
PEMRTEET,

CREATE ENCO KEY=1 TYPE=RSA LENGTH=1024 DESCRIPTION="My host_key" J

3. H—s—g (Server Key) ZPEBL £¥, H—/"—8IISSH 24 7 ¥ a3 » FMERE ORI H NS
N 5% RSA REBART TTo F—N—OREICL), —EDOHMBTHLMEVES NI T, -1 —
BORSIRANSI2 N T, ZBho, A MELD 1288y U EE A TERY $HA,

CREATE ENCO KEY=2 TYPE=RSA LENGTH=768 DESCRIPTION="My server key" .
W #7713 0~65535 OFPTHMIZAHT ST o Dk, #IIFZZTTHRINT L2 LI22b20, #E
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Secure Shell

e 34 & Zid, DESCRIPTION /XT A — % —%ffio T, #OHELRETI XY M 2T TBLELIWTL &
S DA AV MISHOWENCOKEY a2~ > F ([B5 - JEfi| 048 v—Y) TH—E»FRT HE X
WCERRENTE T,

B RSA @EDOERICIERFH 2220 9, Lita < ¥ F& A5 & [RSA Key Generation process
started. | LFIRIN, Ny 77T Y FTROAERLBEA BT ) £9, #OMEEPIE CPU AfgATH < %
D, XY= oDFX— AT HUEAHL 2 0) 5. FOVERA DS & [RSA Key generation
process completed.] & FRINT T,

W Rk L 728 o IE SHOW ENCOKEY 2~ > F ([%5 - [Efi] ©48 x—) THHATE T,

SHOW ENCO KEY
SHOW ENCO KEY=1 .

Bt¥x=) 71 —F— FIZBfTT5121E, ENABLE SYSTEM SECURITY MODE 2 v >~ F (214 X—7)
W E T, 7272 L, BATH I Security Officer L NV Thw & KHRLEAAT AR () FTOTIEEL
ZEW, Fa) T4 —F— FELEET HMMOREZIT) Ba i, &I Security Officer L X)L d
I—H—ZERLTBE, /- NVE- FOTIREREZITV, TRTOREN LT LTHOTEF 2]
7 A == FIZBATS 2 DDA TY,

ENABLE SYSTEM SECURITY_MODE .

Y= N—= ECTHRAMREES = N2/ L726, SSHY —N—2REEHLEIT, ZOL &, FAMELEY—
N—BOFGEIRET HLENH Y £,

WA (1), == [2] 2o TSSHY —N—2HBEHIE I,

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 .

W77+ Tl = "—SOABE I TN T A, HEIES 2479 X 912351213, EXPIRYTIME
NG X — & —CHHFFEE () 232 L0 3. EXPIRYTIME /85 X — % —DOEMEHHZ 0 (B L) &
0 FET, ROBITIE, 24058 (1 H) TEICEZEHTLL)BRELTVTET,

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 EXPIRYTIME=24 .

S BEOEBIZAM ORI DT, AEEH 217 BE3RER E N T 714 v 2 AR OL RV I 5 &)
Bz AT L wTL &9,

& SSH #—N—%i#f§54 &, V—% =N Telnet = /N—=~D7 7 L 2ZTE RN T,

B SSH # — /N —DIREZ AT 51213, SHOWSSH 2< > F (353 *—¥) zfivEd,

SHOW SSH
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SSH 21 —#— D&%

SSH ¥ —/N—%FJH$ %121k, SSH % —/N— ETADDSSHUSER 2 < >~ F (112 }—Y) %547 L, SSH
=W =% BT LLEDNDHY T, SSHY—N—=2F5T %> T ThH, SSH L —F—2EHF I N T
HBWEH—N—ZIZT7 7 ATEEH A,

SSH Z—H#—13, REFOL—F I T — ¥ N= A IBFIN TR THRTVELADN, ZogAT
A CROHERIE USER LX)V (g —H—H#EBR) &) 9, SSH Z—%—L[F LAROL—H =23
V=8 —DFT = I RXR=AEFHFENTVEGEIL, 2= =T = RXR—ATOMERMSSH 1 7 1 »12% 18
HaEhFEd,

SSH 1 —#— D EEE, HHT 2074 YRR L > TRR) £, 74 hRIid, ko2 H#
HHHY E7,

o XA — FNEF 1 L —H =4 LI)NA T — FIZ X AR TT,
(] RSApL,n f&ﬁﬁf@ﬂi m.nEji—tVCj_o

la—H¥—iZx L, @FREARE T 22T LrERTE A,

INZA T — REBREDIHE

INAT—REFEE, 72947 ¥ b= =L ENA T — FEF—N—|23%), TNa—N—2FEET 5
JiECTd, SSH Tld/NA Y — Rl b L CTEL 72D, &y bT—27 ETHNAY — Fa2ii T N5 FEMEIME
<fd:’)‘(l/\ij_o

I e B Ok 2

ADD SSH USER=kuro PASSWORD=testpasswdl

=W =T — I N— A ZBEHFEN TV WO SSH 22— —1%, USER L X&) T4, F/2,
I—H—BIATFT— Y R—ABFENTVAELE R L THoThH, BEEEN T b1 —HF—DOHEE A USER
LX)V 6, SSH 22— —3% USER LX)V &7 ) 9,

B Manager H#[R % 21— — D5k

ADD USER=shiro PASSWORD=testpasswd2 PRIVILEGE=MANAGER .
ADD SSH USER=shiro PASSWORD=testpasswd2 .

QN W7 - I N—= A IEBFEINTWAS - — (ADDUSER 27> F (117 X—=Y) TEFLI2—F—)
ERUAARIO SSH L —H— %2 B L7ca, T— W —HRIZT— 4 RX=ZALFELIZZ) 32, NAT— Fid
& 1ZfEETE £3, ADD SSH USER :7/% (112 =) ®» PASSWORD /85 * — % — TH55E L 72/3 A
J— KNk, SSH B 7 A VDS A ) — FRFETORMEH ST,

W SSH = —#%— X SHOW SSHUSER 2~ >~ F (362 X—3) THEAL E9,

SHOW SSH USER
SHOW SSH USER=shiro J
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RSA BB DEE

RSA FHEIX, SSH 7 747 ¥ b2 —4%—® RSA RFH#ERT 2 FH L TRRALZ AT ) T, MERZFR -
TWVDLDOHNSSH 2 —HF =7 THAH L) HHEICL> T, = N=P2—HF—ZFFEL T3,

RSA Gt 5 L &3, SSHZ 74 7Y MITH O Lo —H —ORIEM AT 2 HE L
Pt % SSH H — /N — LIZE SR L TBLEDFH ) £5,

WARGESSH Y 947 2 MI§h5E&E, 7947 Feb)l—%— 1 TCREATEENCOKEY a2+
& (% - M O 18 _—=2) #9471, R EIERL T3,

1. RSAS#ENXTZERLET, #EFS12E Y PLUEIZL 9, HERRAMEIXL1024 ¥y b T, ZhLL
FREZREILTH, RBEIE 225 2 TEEMHEIZREEMELZVWE ) T,

CREATE ENCO KEY=100 TYPE=RSA LENGTH=1024 .

2. VR L7-8ERT ORB#EEZ SSH —N— 2% 5 720, 774 IVICEEHRLET, KEY /87 A— % —
FEEHLVEOE S, FILEXT A —F —[CEEHEHLEO T 7 A VEERELT T, 7714
NVOPEEIEkey £ LET, £72, FORMAT /87 A — % —ICEHEHTBEO 7 +—< v FEIFEL
¥4, SSH Tffi ) &£ Z1ZSSH #4E L ¥,

CREATE ENCO KEY=100 TYPE=RSA FILE=pote.key FORMAT=SSH

B 74720 PCGEDYEIF. SSH Sy 7 —VIZ& £ 15 ssh-keygen % EOHAER T 7T L%
o T —DORBBERT2EN TT. BERLTE ST LOBNHIZOWTIR, THS T LFEO~Y =2
TNVEE TEL RSV, ZSTHEITFTVW201EH FTH—HITT (ssh-keygen 2~ » FOH),

pote@clientpc:”> ssh-keygen -C pote@clientpc

Generating RSA keys: Key generation complete.

Enter file in which to save the key (/home/pote/.ssh/identity) :
Enter passphrase (empty for no passphrase) :

Enter same passphrase again:

Your identification has been saved in /home/pote/.ssh/identity.
Your public key has been saved in /home/pote/.ssh/identity.pub.
The key fingerprint is:
e9:0e:68:2a:8a:a3:75:dd:£1:61:37:09:fc:f6:a3:b2pote@clientpc

W51 7 MITRIAEZER LS, #XTO) LONEHEE SSH ¥ — /N—ll12#53% L3, TFIP
HHATEZTAORINTLE)
7547 M

1. 729472 MR OEAIZ, UPLOAD 2<% > F (390 X—2) %ffio TL—HF—DRFIET 7 1
Va TFIPH—nN—=1Z7 v 7ua—FLEd, CCTIETFIPH— "= IP 7 FL X % 192.168.10.5
ELET,

UPLOAD FILE=pote.key SERVER=192.168.10.5

7947 ¥ MPPC % EDYE1E, TFIP — "= %85 L CHZH 2 TFTP % — /N — 2% % 20,
HHWIE, TFIP 7 54 7 » + 2 flio THlD TETP % — N—IZAREE 7 7 A V& ink L T2 S v,
ZOLE, 77 ANVDOYIRFE key IZLTHBNTLZE W,
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Secure Shell

=N —1l

1. XKIZSSH Y —/N—HITLOAD 2<v > F 223 R—Y) #FEfTL., TFIP H— =51 —F—D K
B 74V ey oa—FLET,

LOAD FILE=pote.key SERVER=192.168.10.5 DESTINATION=FLASH .

2. 77 ANIE, Fyru— L2 TiRfliz F94A, CREATEENCOKEY 27> F ([K5 -
fiil D18 =) TT7ANPL#EEZY ALLENH ) 1,

CREATE ENCO KEY=100 TYPE=RSA FILE=pote.key FORMAT=SSH
% CREATE ENCO KEY o< > F (% - Effi] © 18 X—¥) TFILE /87 *x —% — 2% L7254,

TIANDPHET DL &, ZOT 7 A VDL IEREGARATHEERLE T 77 A VHPHFEL R
L EE, KEY 289 2 — % —CIRE LT O#EEHREY 7 7 A VICEZHL T T,

3. SSH2—%—%%#HL ¥, 20L&, 2—F—0ORHEFET%2 KEY YT X =¥ —TiREL T T,
—f L — W — D E R

ADD SSH USER=bote KEYID=100 .
Manager #R % #5221 — ' — D 55k

ADD USER=pote PASSWORD=testpasswd3 PRIVILEGE=MANAGER
ADD SSH USER=pote KEYID=100

& RSA #HaE# i) ¥4, ADDUSER 2< > F (117 X—) @ PASSWORD /85 x — % — CHg%E L7273
27— R3fFEHENTBA (2 —hs0urf R Telneta 7/ 4 » THEFENTT),

B SSH = —#% — X SHOW SSHUSER 2~ >~ F (362 X—3) THEALE9,

SHOW SSH USER
SHOW SSH USER=pote

SSH 77147 > b5 DEfE

B 747 Y PPERBEBDOEGEZ 7747 MITUTOa~xY FEETLIET,
INA T — NREGEDS &

SSH 192.168.10.1 USER=shiro PASS=testpasswd2 J

RSA FEREDH 65

SSH 192.168.10.1 USER=pote KEYID=100

D MOTSSH Y —/N— T L7z &id, LFUTORX v & — U FR S ERIRL £
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Host key not recognised - saved as ssh.key

SSH. Session closed.

NI —Td%, SSHY —=N="5SSHZ 747 » METIZHRA MEFRELNIZZ EZHLED X Y
=V TY, TNZEY, = N—DFXMRP 7 FAT > D77 ANVTY AT 4 EIC [sshkey| v 4
BICHRAFENE T, LREDO XA Yy b= UPFIRENIYEIE, SSHZ 747 ¥ MITROa < > FEFETL,
SSHH —=/N—=DFRA MEZEFRL TS0,

CREATE ENCO KEY=10 TYPE=RSA FILE=ssh.key DESCRIPTION="SSH server’s
hostkey" FORMAT=SSH

—EIOaYY FEEFLIRIE, FERa~xy R BICEETX2E912: 0 3,
W54 7 D PCHuEDEEIZ, PCADOSSH Z S5 A7 Y7 by o7 i LT — /N — 1CHEf L

TR S, B WEHRRC A MEOWBATDNE T THIOSSH 2 T4 7 ¥ bOv =27
NETEIZRY . F—N—FEBOTNEL 4T > T L7280,

& ARBINIRES 7NV ITY AL ELTDES LAY R—FLTWETA, ) FLEHTELVWEZEF, 279472 b
DFETHFTAEG TN T) AL EHELTLEE WV, DES # T2 L) FESN TV RWIEAIE, FEE
ZEHLTL 7230,

B SSH t v & 3 » ®IKfEIZ SHOW SSH SESSIONS 2~ » F (361 *—¥) THERTZ ¥,

SHOW SSH SESSIONS

B CREATE ENCOKEY 2~ > § ([W%5 - FEfi] © 18 =) TIEp - BFE LB 5 # I3 ¥ 2 714 —
VATLD ] L b EERERTH 5720, CREATE CONFIG 27 > F (123 )—) TIEH T 2% E
77 ANVEEHNRAESRE S (BOEHIIENCO (B5 - Eiffi) €22 —VoREITY), 72720, ¥
V74 —F— FTRWERERDPFHREEIZL > THIBR SN TL ) 20, Bo# 23 53613 Security
Officer LRXVODZ—HF—Z/EH LT, £F 271 —F— FICBITL TL S0,

BWSSHY —/n—2us 4 4521, ADDSSHUSER 2> F (112X—%) TSSH D1 —H— %%
FLTBP R TERY) FHA, SSHY = N=DEMIZ %> TWTH, SSH Z—F =2 FHF I Twiwn
.- —-durs (4 TCEFEFHA, SHOWSSHUSER 2 v > F (362 %—3) #FITLTHL—
F—=DFRENLWE ZIX, SSHZ—H =2 FHINTWIEHA, [SSH Z2—HF—DFH| 2 ZEICLT
SSH Z—H—% Bt L T 723,

W SSH 2 — =5 kL Ta s 4 SRk 2 e, Fba—F—3HBNICENRE (071 T&
\VIRRE) 1240 3, ERNREO L — W — 2 HEARICT 5I21E, ¥ —v— 1. T ENABLE SSH USER 2
<UFK <213 N=D) RFEFTLLENDH) 7,

ENABLE SSH USER=carelessuser J

B SSH = — % — D F%) - #4513 SHOW SSHUSER 2~ > F (362 —3) THATE F4,

G
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Secure Shell

SHOW SSH USER
SHOW SSH USER=carelessuser J

B SSH ¥ — N— DT 2 ENDSSH 2 947~ b (IPT7 KL A) ZIFICHIRT sz b Tc&Ed, 2
i, ADDSSH USER 27 >~ K (112 %—2), SETSSH USER 2~ > F (264 ~*—) & IPADDRESS,
MASK /87 X =4 —%flivE T, 7747 ¥ MHlRIZSSH 21— H—Z L IZEELEFT, 72L& 21F, 21—
¥— pote Ik L, IP 7 FL A 192.168.10.100 D A k56 D AR ZFFI T2 L ) ET H121d, KD &
ICLET,

ADD SSH USER=pote PASSWORD=passpote IPADDRESS=192.168.10.100 J

o, B TEA7 747 v b7 Ay P 192.168.10.0/24 FIZHIRS 51213, RO LHIZLET,

ADD SSH USER=pote PASSWORD=passpote IPADDRESS=192.168.10.0
MASK=255.255.255.0

W AR SO SSH H— N — 1286t $ 5 121&, SSH 2~ ¥ F (385 X—2) &flivigd, /X217 — FiE

FAEDOY AR, RDOEH LT,

SSH 192.168.10.5 USER=pote PASSWORD=passpote

RSA FERED Y 41%. CREATE ENCOKEY 2~ > F ([K5 - [L#fi] D18 X—2) THZDOE|EIEK - &
FL72 LT, ROL)IZREFER/EL I,

SSH 192.168.10.5 USER=pote KEYID=10 .J
WMoy AP —N=ECHMOa< Y R 2ETEE0IEEIR. ko L)zl T, 2720, &

P2~ > FHEATIZIE Manager L ~NVEL EOMERALE TS O T IR 728 v, SSH Z— ¥ — |2 Manager
LARVEL EORER % 52 2 oW Tlid, [SSH 22— — D& k] # TEL 723w,

SSH 192.168.10.5 USER=pote PASSWORD=passpote COMMAND="show firewall

event=deny"

B SSH f HFIZ1E, LT SSH B A X2 bAvm 7 IZEcsk ST 5,

e SSH —H—m3a, Bk, XEEE
e SSH #— N—oHt., w1k
e SSHI%7 Y aryolth, ¥7T. A

]
I
g
2
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Av 2 R T77L 2Rk
HEBERI O < > NRE|

VAT L
DISABLEHTTP SERVER . . . . . . . . e 173
EDIT . . . 197
ENABLEHTTP SERVER . . . . . . .. e e 200
HELP . . . 220
LOGIN . . 225
LOGOEFF . . . 226
RESTART . . . . 240
SETHELP . . . . 243
SETSYSTEM CONTACT . . . . . . . e 265
SET SYSTEM DISTINGUISHEDNAME . . . ... ... ... . ... ... . .... 266
SETSYSTEM LOCATION . . . . . . . e e 267
SETSYSTEM NAME . . . . . 268
SET SYSTEM RPSMONITOR . . . . . ... e 269
SETSYSTEM TERRITORY . . . . . . . . et 270
SETTIME . . . . 272
SHOW BUFFER . . . . . . . 294
SHOW CPU . . . . e e s 297
SHOW DEBUG . . . . . . . e 298
SHOW EXCEPTION . . . . . . . e e e 299
SHOW HTTP SERVER . . . . . . e 310
SHOW STARTUP . . . . . . e 364
SHOW SYSTEM . . . . . . o 365
SHOWTIME . . . . . 369

HEREETFAILYXT L

ACTIVATE FLASH COMPACTION . . . . . . .. e 98
CLEARFLASH TOTALLY . . . . . . oottt e e 120
CLEARNVSTOTALLY . . . . . .ottt e 121
CREATEFFILE . . . . . . . s s e 124
DELETEFFILE . . . . . . .ot e e e e e s 151
DELETEFILE . . . . . . ot e e 152
DELETENVS . . . . 158
DUMP . . . 193
DUMP NVS . . . 195
MODIFY . . . . 229
MODIFY NVS . . . 230
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RENAME . . . . 236

SHOW FFILE . . . . . 303
SHOW FILE . . . . . 305
SHOW FLASH . . . . . . . 307
SHOW FLASH PHYSICAL . . . . . . e e 309
SHOW NVS . o 337
SHOW NVSFREE . . . . . . 339

aA>7q49L—v3>

CREATECONFIG . . . . . .. e 123
SETCONFIG . . . . 242
SHOW CONFIG . . . . . . . e 295

v K70ty —

ADD ALIAS . . . . 101
DELETE ALIAS . . . . 150
SHOW ALIAS . . . o 293

1Y — BT —HN— 2

ADD USER . . . . . 117
DELETE USER . . . . . . . . 165
DISABLE USER . . . . . . . 190
ENABLE USER . . . . . . 217
PURGEUSER . . . . . 234
RESET USER . . . . . . 239
SETPASSWORD . . . . . 258
SETUSER . . . . 290
SHOW USER . . . . . 379
FREEY —/N—
ADD RADIUSSERVER . . . . . . e 107
ADD TACACSSERVER . . . . . . 114
DELETE RADIUSSERVER . . . . . . . .. e 159
DELETE TACACSSERVER . . . . . . . e 163
SHOW RADIUS . . . . . . 341
SHOW TACACSSERVER . . . . . . . e 367

7y7A—-K4d>a-FK

LOAD . . o o e 223

RESET LOADER . . . . . o e 237

SETLOADER . . . . . 245

SHOW LOADER . . . . oo e e e 314

UPLOAD . . . o e 390
JyI7 b7

DELETE INSTALL . . . . . o e e s s s 153
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DESTROY PATCH . . . . . . e e e 168

DISABLE FEATURE . . . . . . . e e 172
DISABLERELEASE . . . . . . .. 180
ENABLEFEATURE . . . . . . . 199
ENABLERELEASE . . . . . . e 207
SETINSTALL . . . . 244
SHOW FEATURE . . . . . . . e 301
SHOW INSTALL . . . . . . e e e 312
SHOW PATCH . . . . . . e e 340
SHOW RELEASE . . . . . . 342

X —JL%(E

DELETEMAIL . . . . . ottt e e 156
DISABLEMAILDEBUG . . . . . . .ot et e e e e 178
ENABLE MAIL DEBUG . . . . . . ottt e e e e 205
MAIL . . . 227
SETMAIL . . . .ot e e e e e e e 254
SHOW MAIL . . . . oo e e e e e e e e e e s 332
tXaVTq—
ADDUSERRSO . . . . . .ot 119
DELETEUSERRSO . . . . . . .t e e e e 166
DISABLE SYSTEM SECURITY_MODE . . . . . . . .. .ottt 187
DISABLEUSERRSO . . . . . . .t e e e 191
ENABLE SYSTEM SECURITY_-MODE . . . . . . . ..ttt 214
ENABLEUSERRSO . . . . . . . e e e 218
SET MANAGERASYN . . . . . . .o e e e 255
SHOW MANAGER ASYN . . . . . oot e e e e e e e e 334
SHOW USERRSO . . . . ottt e e e s e 383
ayJ
ADDLOGOUTPUT . . . .ottt et e e e e e e 102
ADDLOGRECEIVE . . . . .. it e e e s 104
CREATELOG OUTPUT . . . . . ottt e e e e e e e e e 126
DELETELOG OUTPUT . . . . . .ottt e e e e 154
DELETELOGRECEIVE . . . . . . . o e e e 155
DESTROY LOG OUTPUT . . . . .ottt e e e e e e e e e 167
DISABLELOG . . . . . ottt e e e e e 174
DISABLE LOG GENERATION . . . . . . .ttt e e e e 175
DISABLELOG OUTPUT . . . . . .ottt e e e e e e e e 176
DISABLELOG RECEPTION . . . . . . . . ittt e e e e e e 177
ENABLELOG . . . . . ottt e e e e e 201
ENABLE LOG GENERATION . . . . . . . ottt e 202
ENABLELOG OUTPUT . . . . . ..o e e e e 203
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ENABLE LOG RECEPTION . . . . . . . . . e e 204

FLUSHLOGOUTPUT . . . . .. oottt e e 219
PURGELOG . . . . . e s 231
SETLOG OUTPUT . . . oo o e e e e e e e e e 247
SET LOG OUTPUT FILTER . . . . . . . . . . e 249
SETLOGRECEIVE . . . . . . o it e e s e e 251
SETLOGUTCOFFSET . . . . . . ottt e e e e e 252
SHOW LOG . . . o e e e e e e e 316
SHOW LOG COUNTER . . . . . ...ttt 320
SHOW LOG OUTPUT . . . . o oo et e e e e e e e 323
SHOW LOGQUEUE . . . . . o vttt e s e e 326
SHOW LOGRECEIVE . . . . .. ..ttt 328
SHOW LOGSTATUS . . . . . oo oo e e e e e e 330
27Tk
ACTIVATE SCRIPT . . . . . o oo oo e e e e e e e s e 99
ADD SCRIPT . . . .t e e e e e 109
DEACTIVATE SCRIPT . . . . . o o oottt e e e 149
DELETE SCRIPT . . . . it e e e e e e e e e 160
IFTHENELSEENDIF . . . . .. .. ... s 222
SETSCRIPT . . . . ottt et e e e e e e e 259
SHOW SCRIPT . . . . oot e e e e e e e s e 343
WAIT . . o 392
MU A—
ACTIVATE TRIGGER . . . . . . . oot s 100
ADDTRIGGER . . . . ..ot 115
CREATETRIGGER CPU . . . . . .ottt 133
CREATE TRIGGERFIREWALL . . . . . . . . ottt et e e 135
CREATE TRIGGERINTERFACE . . . . . . . . . . e 137
CREATE TRIGGERMEMORY . . . . . . . oo e 139
CREATETRIGGERMODULE . . . . . . ... . i 141
CREATE TRIGGER PERIODIC . . . . . . .. ... e 143
CREATE TRIGGERREBOOT . . . . . . . ittt e e 145
CREATETRIGGERTIME . . . . . ... .. i 147
DELETETRIGGER . . . . . . .. oottt 164
DESTROY TRIGGER . . . . . .. ottt 171
DISABLETRIGGER . . . . . . .o ottt s 189
ENABLETRIGGER . . . . . . ..ottt e e 216
PURGETRIGGER . . . . . . oottt s e 233
SETTRIGGERCPU . . . . . . oottt s e 273
SET TRIGGERFIREWALL . . . . . . . .ttt e e e e 275
SET TRIGGERINTERFACE . . . . . . . . . . e 277
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SET TRIGGER MEMORY . . . . . .. 279

SET TRIGGERMODULE . . . . . . . ... 281
SET TRIGGERPERIODIC . . . . . . .. .. 283
SET TRIGGER REBOOT . . . . . . . o e e e 285
SETTRIGGERTIME . . . .. .. .. e e 287
SHOW TRIGGER . . . . . . oottt s e 370
SNMP
ADDSNMP COMMUNITY . . . . . ..ot e e 110
CREATESNMP COMMUNITY . . . . . . .. e 131
DELETESNMP COMMUNITY . . . . . ... e 161
DESTROY SNMP COMMUNITY . . . . . . . e 170
DISABLESNMP . . . . . . et 181
DISABLE SNMP AUTHENTICATE.TRAP . . . . . .. .. .. .. 182
DISABLE SNMP COMMUNITY . . . . . . . . 183
DISABLESNMP COMMUNITY TRAP . . . . . . . . e 184
ENABLESNMP . . . . . e 208
ENABLE SNMP AUTHENTICATE.TRAP . . . . . . . . .. .. 209
ENABLESNMP COMMUNITY . . . . . . .. e e 210
ENABLESNMP COMMUNITY TRAP . . . . . ... e 211
SET SNMP ASNBERPADDING . . . . . ..o 261
SETSNMP COMMUNITY . . . . . . oottt e e 262
SHOW SNMP . . . . e e e 348
SHOW SNMP COMMUNITY . . . . . .ottt e e e e 351
NTP
ADDNTPPEER . . . . . .. 106
DELETENTPPEER . . . . . . . . oot e e e e e 157
DISABLENTP . . . . . . e 179
ENABLENTP . . . . e 206
PURGENTP . . . . . s 232
RESETNTP . . . . e e e s 238
SETNTP UTCOFFSET . . . . . . o ot e 256
SHOW NTP . . . . ot e e e e e e e e e s s 335
2—3IFIH—EZR
CONNECT . . . . e 122
CREATESERVICE . . . . . . ittt s e 129
DESTROY SERVICE . . . . . .o ittt e 169
DISABLE TELNET SERVER . . . . . . . . . . e e 188
DISCONNECT . . . . e e e e e s e 192
ENABLE TELNET SERVER . . . . . . . . . e 215
RECONNECT . . . . e e e s e e 235
SETSERVICE . . . . . it e e s 260
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SETTELNET . . . . . 271

SETTTY . . 289
SHOW SERVICE . . . . . . 345
SHOW SESSIONS . . . . . . 347
SHOW TELNET . . . . . . e 368
SHOW TTY . . . o e 375
TELNET . . . o 387

Secure Shell

[

m®

ADDSSHUSER . . . . . .o e e e 112
DELETESSH USER . . . . . . . ot e e e e e e e e e e e 162
DISABLESSH SERVER . . . . . . . . . e e e e 185
DISABLESSH USER . . . . . . . . e e e e e e e 186
ENABLESSH SERVER . . . . . . . . e e e e e e 212
ENABLESSH USER . . . . . . . e e e e e e e 213
SETSSHSERVER . . . . . . . e e e 263
SETSSHUSER . . . . . e e e e e e e 264
SHOW SSH . . . . . 353
SHOW SSH SESSIONS . . . . . . . e e e e e e e e e e 361
SHOW SSHUSER . . . . . . . e e e e e e e e e e e e 362
SSH . . e 385
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ACTIVATE FLASH COMPACTION

ACTIVATE FLASH COMPACTION
HFI)— Gl EH/ RUEEEL T T ANT AT A

ACTIVATE FLASH COMPACTION

FEa

77V aRrE)—0AYNT v ay (XE) - EOTIHIR) 2FETT S,

AUNr T ardETTAET (2 Y —)VIZ [Flash compaction successfully completed. | & 2R &L
53T), BEKMRPHER, 77 v a2 XT) -1 H%E (77 4AWER, W%, V) A—24, HIERZ D)
o THE SR\, 3287 Y 3 YIAEIE L THBIICATPNAOT, BHIOIYY KM LE
7w,

AR - H - EEH

Manager bulbuls> activate flash compaction

Info (1031260): Flash compacting. ..

DO NOT restart the router, or power down until compaction is completed.

Manager bulbuls>
Info (1031261): Flash compaction successfully completed.

% - TBER

T7ANT T = FREIZT Ty P aXE) —DREFEDPRELEWVE V) Ay = VPFEREINLLEL.
RAT Y FEFEFTLTAL L L,

TN g yHE, MY AT AHEHCERE. 77 v Y aXE) - H8E (77 A VAR,
M. ) A —ao, HIERZRE) 2iTbhRnwlt,

BEIVYR

SHOW FFILE (303 ~<— %)
SHOW FLASH (307 ~<— %)
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ACTIVATE SCRIPT

ACTIVATE SCRIPT
Hrdy)— i EH-E®/ A7V T b

ACTIVATE SCRIPT=filename [OUTPUT={LOG}] [parameters]

filename: 7 7 A V% (LT 1d.scp #.cfg)
parameters: 227 ) 7 MG 5515 (AX—ARE) TEME T, 227 ) 7 M TIIEE%1~%8 TEWTE %)

BER

BELIZAZ ) 7 M EFEATT 5,
INTA—Z—
SCRIPT A7) 7 +77 4 V% (LHETEscp F7213.cfg) o HRT %AW L 728G dscp L AR SN D,

OUTPUT A7) 7 b2SHIIT A LFEHO% D S, HEF R TIE LOG (T 7)) OAYR— b, f5EDT
WA TTY Grskimim) ([CH S b,

Bl
W5 5% 2>5L% 221 7 sendmail.scp # %179 %,

ACTIVATE SCRIPT=sendmail.scp "someone@somewhere.xxx" "warning"

% - TBER

OUTPUT=LOG ##%ELTd, 774V TR SHOWLOG a2~ ¥ KTA2Z ) 7 N DETRHER L &
WCTERV, ZHUE, A7) 7 o T 7L~y (SEVERITY) 252 THLDIIXF L, T TEED T 7 +
WIRRETERZ LNV EDRA v =T Lt L2V E ) BT AV —DERINTVDL 0,
BIMORESH 3 LFEeBAEAE, A2 ) 7 hTIE 31 LRIy ED s L,

BEIYR

ADD SCRIPT (109 ~<—7¥)
DEACTIVATE SCRIPT (149 ~<— )
DELETE SCRIPT (160 ~<—%)

SET SCRIPT (259 ~<—7%)

SHOW SCRIPT (343 ~<—7)
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ACTIVATE TRIGGER

ACTIVATE TRIGGER
AFTY— S -/ b -

ACTIVATE TRIGGER=trigger-id

trigger-id: MV 7 —F 5 (1~100)

FEa

fBELZ M) -2 FETREHT 2,

AKa< > FTId, DISABLE TRIGGER 2~ > FTHEMIRFEIZLZZ M) H—ThHho THRHTE 2, T/,
TEST=ON & ) 7 —=DH65b . SCRIPT 87 XA =¥ —TIRE LA 7 ) T M PEBITEE S b (5K,
TEST=ON & F ) /=&, EE)S N2 D 7KL 23T, A7) 7 MIFETI MR ),

ZRL, Aoy FCRB LGER. N AT —0FEITEEZ T 5 REPEAT 717 ¥ & — R ifl S ATH
I OMEITZEE SN,

ING A —&—

TRIGGER ) 77 —%%

1
WLy y— 2] 2&EHT S,

ACTIVATE TRIGGER=2

BEIVYR

CREATE TRIGGER CPU (133 *—7%)
CREATE TRIGGER FIREWALL (135 <*—7%)
CREATE TRIGGER INTERFACE (137 <—7%)
CREATE TRIGGER MEMORY (139 ~<—7%)
CREATE TRIGGER MODULE (141 <—7%)
CREATE TRIGGER PERIODIC (143 ~<—7<)
CREATE TRIGGER REBOOT (145 <— %)
CREATE TRIGGER TIME (147 <*—%)
DISABLE TRIGGER (189 ~<—7%)

ENABLE TRIGGER (216 ~<—7)

SHOW TRIGGER (370 ~—%)
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ADD ALIAS

ADD ALIAS
AFTdU—EH-EH/ axry R Saky ¥ —

ADD ALIAS=alias STRING=string

alias: =4 ) 7 A% (1~132 T RIXF/IXFEXN L v, ZHZEUHEIEY 7V +— F THD)
string: LA (1~132 7. AR GUQHEZT TV 7 5 — FTHE)

BER

a2 RFoE (R4 VT A) 2EFRT S,
IV RIA VDS DAITICZA ) T ARG TN TWIZE, I< v FBEIRETICIZ A ) 7 2 H5E T8
BRSNS, ERIZ—EZTTbNs (BEEOTFINCIA ) TAREETN T THEH SR V),

ING A —&—

ALIAS =17 A%
STRING EHEZEOLFF|ZET

1

W77 AV—EEFRTHIA) TR [Is] 2ERT 5,

ADD ALIAS=1ls STRING="show file"

BEI~Vv> K

ADD ALIAS (101 ~<—%)
DELETE ALIAS (150 ~<—7%)
SHOW ALIAS (293 <—7)
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ADD LOG OUTPUT

ADD LOG OUTPUT

ArdU—EH - EE /uy

ADD LOG OUTPUT={TEMPORARY|PERMANENT|output-id} [FILTER=entry-id]
[ACTION={PROCESS|IGNORE}] [ALL] [DATE=[op]date] [DEVICE=[op]device]
[FILE=[op] filename] [MASK=ipadd] [MSGTEXT=[op]string]

[MODULE= [op] module-1id] [ORIGIN=ipadd] [REFERENCE=[op]string]
[SEVERITY=[op] severity] [SOURCELINE= [op]line-num]
[SUBTYPE= [op] subtype-id] [TIME=[op]ltime] [TYPE=[op]type-id]

output-id: 17 1177 ID (1~20)

entry-id: => 1) —%F5 (1~)

op: WHHEH T ([<] (UhEW), [>] (R&w), [ EELLCAW)L [ GEELW)L (%] (TFoXssz &)
date: B} (dd-mmm-yyyy O, dd&H (1~31), mmm & GEFEA O3 LT Bl APR). yyyy I$HEAF)
device: 731 A%

filename: 7 7 A V% (1~12307)

ipadd: IP 7 FL A /234 v Fv A

string: 375

module-id: T 2 — V% F7213EY 2 —VF S (0~255)

severity: 17 L~V (0~7)

line-num: 17875 (1~)

subtype-id: 17 X v =Y O¥ 75 4 T ELID

time: F5%) (hhimm:ss O hh 13#F (0~23), mm (&5 (0~59). ss i&# (0~59))

type-id: U7 A v —T DY A THEIEID

FER

O7MAEIZA Y =D T4V —DT Y M) =% BIL, BNT207 Ay b=V ORAZIHET %o
CREATE LOG OUTPUT 2% ¥ F T % L7221 Tl 07 & v = VRIS A, Ao
Y FTHAT 2 A7 &=V O EATES D LEND Do

ING A —&—

OUTPUT w714 1D, 1~20 DEEDHFF . Fi#kZa ¥ —7 — F [TEMPORARY] (RAM) F7zid
[PERMANENT] (NVS) z#8%&Ed %,

FILTER Xy t—Y 74 V¥ —Dx > ) —FG, AL, =2 b)) -1 X PoKRBISEMS NS,

ACTION 74 W8 =727 av, SOV M) =¥y FLizAy =% (PROCESS) ¥ 475,
. (IGNORE) ¥ % »%f57E, AWsiEL PROCESS,

ALL §XRTOAY =V IIR v FSE0ESITIRET 5o MOFRMGLERICIEEST 2 2 LI3TE RV,

DATE * v t—UOH, BMEHITXTORMNIIY Y 7§ %,

DEVICE 734 A5, BRI TRTOT NS AIZ~YyF T 5,

FILE #4EJ2—VDYV—ATUTTLT 7 AN (B logmainc). ¥V —A7 74 )IV&iE, SHOW
LOG a2~ FIZFULL 7> a »y 2 filf7- & BIZHEREND, BRI TRTOT 74 VFIZT Y
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ADD LOG OUTPUT

F9 5,

MASK %y F< A7, Avt—YOEEITLIP 7 FL A% /R”T ORIGIN /85 X — % — Ll A& bE Tl
M3 %, AWEEEE 255.255.255.255 (H—HK A k),

MSGTEXT X vt — VAR E BT 5 LT, BEEEHETXTORX v —=Ilv vy F5 5,

MODULE £V a2 —VFH5F7IEET 2 — V%, BRIFIZTRTOEY 2 —VIZv v FT5,

ORIGIN T ZHEEITEDIP 7 KL A, MASK /85 X — % — Ll &b CHIPIEEM i, 77 4+ V b T
FFRTOIP 7 FLAICY Yy F§ 5,

REFERENCE * vt — VHOBEER, BERKITTTIIY Yy F§ 5,

SEVERITY A vt—y0uZ LN, BBEEEZTXTOTZLNVIZT Yy FF 5,

SOURCELINE X v t—V%EH LAV —ATOT T L7 74 VOITET. BRI TXTOITICY Y F
T5,

SUBTYPE X v t—YDH 754 74EEH 754 TG, BRI TRTOF 754 F12< vy FT 5,

TIME £ v t— YO, BRI TRTOBINI~Y Yy F4 5,

TYPE X vt—UD¥ A THEREYTH A TH T, ARIEEITXTOY TSI AT IZx v T 5%,

il
W77 A7+ —Nour7Zxt s 740y —2 ) —%, a7 Bh%eeEsk 3] 128Nt %,

ADD LOG OUTPUT=3 MODULE=FIREWALL

W LARLV 6L EDA Yy =T 22T A T4 Vs —2 0 M) —%, a s hdeeEs 4] 1Eemd 5,

ADD LOG OUTPUT=4 SEVERITY=>6

BEIYR

CREATE LOG OUTPUT (126 ~*—7%)
DELETE LOG OUTPUT (154 ~<—3)
SET LOG OUTPUT (247 ~—73)

SHOW LOG OUTPUT (323 <—7%)
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ADD LOG RECEIVE

ADD LOG RECEIVE
HFIY— S - EE /vy

ADD LOG RECEIVE={ipadd|ANY} [MASK=ipadd] [ALLOW={YES|NO}] [PROTOCOL={ALL
BOTH|NEW|OLD|SYSLOG}] [PASSWORD={password|NONE}]

ipadd: 1P 7 FL A /234y Fv A
password: /XA T — F (1~16 XF, FEEOHRIM R T 2 AT, ZH2E0HERY 7V + — FTHD)

FER

07 ZEF—7MIZT Y M) — %80T 5,

Oy ZEF—TNE, EOIP T FLARL, EOTO I, EONAT — FTaF2SET 205 58T
b0, FIY R —IE, OFERTEOIP T KLA/YAS b, ZEUE, 702k, 27— KTl
SN b,

UUEREEOIP 7 K LABBHOTY 1) =127 7 FT B4R, ol bTAZ DR (HRT FLAN
Lo L bBESRA) T b YIS LA TREERD (T by —OBIIEFIZERE b7k ),

INGA—&—

RECEIVE 1t 7 3#EIOIP 7 FL A, MASK EflAGhE THIPHZEE S 5 2 & b EE, ANY & 0.0.0.0
FFRTOIPT7 FLA%ERT,

MASK RECEIVE 87 X —% —THELZT FLAIIHNTAY AV, IPT FLAZ#HHIEET 5 & ZI12f#
9o 7272L. RECEIVE=ANY % 7213 RECEIVE=0.0.0.0 ® & X I3fFE T & %\, AMEIFIE, RECEIVE
THRELZIPT FLVARZ FAA B, CORY NT=0 T FLALLK Y FADIFEYAY | Th
DA 7 & 255.255.255.255 (H—FKA ) &b,

ALLOW RECEIVE/MASK THREL/IP 7 FLADLDOU 7% AL E 9 H YES % b F A
. NO %2 5% T %, AR YES,

PROTOCOL RECEIVE/MASK THEL/ZIP 7 FLANL, EOTU barvcurszgif ANb 0%
f#7E 3 %, OLD (Net Manage Message Protocol). NEW (SRLP). SYSLOG. BOTH (OLD &
NEW). ALL (OLD. NEW, SYSLOG ®3-XT) 2 5:&ERT 5, AT BOTH,

PASSWORD SRLP 7H b 2 VIZBWT, B R ETZHAET A 720D/ AT — N2 a8 5. AT
INATT — FREGEZRATD Ve A28 X =% —13, SRLP kDO A 4%) (PROTOCOL=NEW I 72i3
BOTH., ALL® & %),

1
HMIP 7 FL % 192.168.1.1 D2 HHnk SN TE7-0 7% SRLP T%ET %,

ADD LOG RECEIVE=192.168.1.1 PROTOCOL=NEW

104 | CentreCOM AR740 O~ > K J77L > X 2.6
613-000215 Rev.C

G
3
m
e



BEEIYKR

DELETE LOG RECEIVE (155 ~<— %)
SET LOG RECEIVE (251 ~<—%)
SHOW LOG RECEIVE (328 ~<—72)
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ADD NTP PEER

ADD NTP PEER
A7 — R - 5/ NTP

ADD NTP PEER=ipadd

ipadd: IP 7 N L A

B %E & 2 NTP = N—=DIP 7 FL A% EET Ho NIP I —1N—Z 1D LPHETE 2\,
ING A —&—

PEER NTP #—"—®DIP 7 FL A

1
BNTP 4 —/3— [192.168.10.5] #fli- CTHZ % &b b, ¥4 4V = ZHA (JST +09:00)

ENABLE NTP

ADD NTP PEER=192.168.10.5
SET NTP UTCOFFSET=JST
RESET NTP

BEI~Vv> K

DELETE NTP PEER (157 <—%)
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ADD RADIUS SERVER

ADD RADIUS SERVER
Ard)—EH - EH /R — N -

ADD RADIUS SERVER=ipadd SECRET=password [PORT=port] [ACCPORT=port]

ipadd: IP 7 N L A
password: /XA 7T — F (1~633C'7)
port: UDP K — %5 (0~65535)

FER

FREEY—/3—1) 2 12 RADIUS (Remote Authentication Dial In User Server) #—/N—%B019 5,
RADIUS % —/N—i3, =W —FFEHHTEZ21E30, 77 AT 74— VDT 7t ANV — )i EREHRT 2
HCTHHTA2Z LD TES,

ING A —&—

SERVER RADIUS #—=/"N—=DIP 7 KL A,

SECRET RADIUS #—/3—& Ol fEI12ffi ) /¥ 27 — K,

PORT RADIUS ¥ —/¥—®OF¥GEH UDP A — . 0 Z45%E L7284 1E, RADIUS —/1N—D7 71
YT A Y TR 2R L, REEERERE IS D v BRI T T 4V b D 1645 F 2D .

ACCPORT RADIUS == 7 H 774 > 7HUDP K- e, 0 245 L72&1d. RADIUS
Y= N—DORFRERLZTEMH L. TH T T 1 Y ERIIED R, BIKEEIET 7 4V kD 1646
TR o

1
FUEEY—/y—1) 2 pIZ RADIUS #—/3— 192.168.10.5 BT 5, /YA T — KlZ rpORSGdJ

ADD RADIUS SERVER=192.168.10.5 SECRET=pOR8Gd

BRADIUS = N—DT7 o 5714~ TR 2+ 5

ADD RADIUS SERVER=192.168.10.5 SECRET=pOR8Gd PORT=0

% - TBER

RFC2865. RFC2866 Tid— 75 1812, 1813 # RADIUS IZH| ) BT Twb, TNHDKR— F &{fi)
F—= =% MM 5121&, PORT. ACCPORT /837 X =¥ —%f7E 35 2 &,
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BEEIYKR

DELETE RADIUS SERVER (159 ~¢— )
SHOW RADIUS (341 ~<—73)
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ADD SCRIPT

ADD SCRIPT

AFrdU—EH BB/ A2 YT b

ADD SCRIPT=filename TEXT=string [LINE=1ine-num]

filename: 7 7 A V% (LT 1d.scp #.cfg)
string: LFH (1~127 L°F)
line-num: 17875 (1~)

FER

A7V TN T 7 ANICTFA N5 % BI1T 5,
ING A —Z—
SCRIPT A2 VU7 b7 74 NV%, YLikT1d.cfg H.scp

TEXT BNd 57 FA b
LINE 7 %A MEJHAT AETOTHET. BIEIFIET 7 4 VOEKRBIEME NS,

Bl
Wx7Y 7774 [handmade.scp]) (27 F A P ZBINT 5,

ADD SCRIPT=handmade.scp TEXT="show file"

% - TBER

FRICBRDS WY . 2270 7 FOfER - #EICEEDIT a~ > F (WA Z ) — Y571 7 —) %ffi) H.
PC/WS LoffiviEniz= 7 1 ¥ — Tk L T TFTP % CTonk 3% 13 9 AMEF,

RKa<wy Fid, uZ A v LRETII Y RFIA U PLENFTLIILERZMELTVWD, FEAZY TN T 7
AV (CFG) b LA BRI LRI S 2WT L% 5 D TR,

BEIYR

ACTIVATE SCRIPT (99 <*—7)
DEACTIVATE SCRIPT (149 ~<— %)
DELETE SCRIPT (160 ~<— %)

SET SCRIPT (259 ~<—7%)

SHOW SCRIPT (343 ~<—7)

WAIT (392 <—7)
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ADD SNMP COMMUNITY

ADD SNMP COMMUNITY

AFdU— R - &R/ SNMP

ADD SNMP COMMUNITY=community [TRAPHOST=ipadd] [MANAGER=ipadd]

community: SNMP I 3 2 =5 1 —% (1~15 307 KT/ LTFH KT 2)
ipadd: IP 7 N L A

BER

SNMP 22254 —[ZEHATF—T 3y, FIvy FHRAMZEMNT S,
INGA—&—

COMMUNITY SNMP 23 2= 1 —%

TRAPHOST SNMP 7 v 7O%ERERAA M, bTv FTIEIITHRE LA MIZIFRES NS,

MANAGER SNMP *+ XL —3 3 Y &fF[§ 55 HMAT— 3 v, K-V = ME, MANAGER 125
FESN TV VAR M5O SNMP ZRICIIEE L\, 72720, SNMP 2 3 2 =7 1 —® OPEN
)85 X — & —HYES D413, MANAGER /85 4 — % —DOFEIC»HD 5T, $XTD SNMP %
KICIBET 5o

1
BSNMP 23 2=7 1 — rpubliCJ ICEHAT—2avy&2BNT 5,

ADD SNMP COMMUNITY=public MANAGER=192.168.20.5

% - TBER

SNMP F Z v 7'1Z, ENABLE SNMP COMMUNITY TRAP 2~ ¥ FZ347 LTI 32 =74 —D T v
TREEHAMI LRV EREINLVO TEEILE,

BEIYR

CREATE SNMP COMMUNITY (131 <_—%)
DELETE SNMP COMMUNITY (161 ~<—%)
DESTROY SNMP COMMUNITY (170 ~<— <)
DISABLE SNMP COMMUNITY (183 ~<—73)
DISABLE SNMP COMMUNITY TRAP (184 ~<*—%)
ENABLE SNMP COMMUNITY (210 <—%)
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ENABLE SNMP COMMUNITY TRAP (211 ~<—7%)
SET SNMP COMMUNITY (262 ~<—3)
SHOW SNMP COMMUNITY (351 ~<—3%)
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ADD SSH USER

ADD SSH USER
HFTY— B - & / Secure Shell

ADD SSH USER=username {PASSWORD=password|/KEYID=key-id} [IPADDRESS=ipadd]
[MASK=1padd]

username: L—¥ —% (1~15 7))
password: /XA 77— F (1~313C7)
key-id: %% (0~65535)

ipadd: 1P 7 FL A /234y Fv A

ER

SSH L —H—% B3 5%,

oL E, FYI—F—0OFFENE /XA T — FlGEE RSA FERE2 H#IRT 5,

V=8 —=1T4AH5SSHT7 7 AlZ, Zoa~xy FCEHLILZ—VF—IZRON 5, SSH Z—HF =235k S
NTWRWE, V—% — 29 % SSH #fild T X THE S b,

L—H—FBIET = I XA BFREINTVWLL D EFE LT A Y FEEE LA, SSH 2 —H— 12137 —
FN=ALF L a—F—HRPEHE NS, —J, EET— % X— A y‘fiénfmwaSH:L F—0
MERRI1Z USER LNV & 72 5

ING A —&—

USER SSH 1—H—%;,

PASSWORD SSH /82T — Ko /NA7T — NGEZ A2 & SITHET b0 2 —HF—JFET—FX— A
DAY= FEFLTRL TS v, KEYID LRIFFICIEET 5 2 LIETE vy,

KEYID 1—%—® RSA AH#%E S (CREATEENCOKEY TA ¥ R— b L72b D), RSA AT
5L EITIRIET 5. PASSWORD & [FIFIZIRET A2 L3 TE 2w

IPADDRESS ©Z 1 »5t (SSHZ 747 >~ 1) OIP 7 FL A, MASK LllAGHbE T, /1 rit%x
MRS 2 & 2129, 77 40 b TIRHIRZ L,

MASK #v F~A7%7, IPADDRESS /87 X —% — LflAGhET, /4 YIuKRA PERIRT 2 & &1
9o

1

BManager #4551 —4— [admin| % SSH Z—#—& L TEET 5 (RSA #FE). L—H—0 RSA
ABgEIE, ENCO €Y 2 —Vvo@EFs [10] & LTEHFIN TV,

ADD USER=admin PASSWORD=jogefoge PRIVILEGE=MANAGER
ADD SSH USER=admin KEYID=10
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ADD SSH USER

i

?JIEO

7

Tl

B — 9 — [sshuser| #%4§k7 %, slil I/ ¥ AT — F

b=l

ADD SSH USER=sshuser PASSWORD=sshpasswd

BEIYR

CREATE ENCOKEY ([H5%5 - FEfi| @ 18 =—)
DELETE SSH USER (162 ~<—7%)

SET SSH USER (264 ~<—73)

SHOW SSH USER (362 ~<—3)
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ADD TACACS SERVER

ADD TACACS SERVER

A7) — EN - EE/ RREY — N —

ADD TACACS SERVER=ipadd

ipadd: IP 7 N L A

FEa

FRAEY — ¥ —1) 2 M2 TACACS (Terminal Access Controller Accesss System) #—/3—%B17 %,
INT A —Z—

SERVER TACACS %= "N—0DIP 7 FL A

il

WFZGEY — /N —1) 2 M2 TACACS #— /73— 192.168.10.3 =83 % o

ADD TACACS SERVER=192.168.10.3

% - TBER

TACACS H—/N—IZ X BFERED Z A 477 b &) T A [al#id, SET USER 2~ > F® TACTIMEOUT,
TACRETRIES /87 X — % —TZHTZ %,

BEI~> K

DELETE TACACS SERVER (163 ~<—7%)
SET USER (290 x—7)
SHOW TACACS SERVER (367 *—3)
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ADD TRIGGER

ADD TRIGGER
AFTY— S -/ b -

ADD TRIGGER=trigger-id SCRIPT=filename... [NUMBER=index]

trigger-id: MV 7 —F 5 (1~100)
filename: 7 7 A V% (LT 1d.scp #.cfg)
index: A2V 7 M5 (1~5)

FER

M) HF—=IZZA27 )T NEBINT S,
ING A —&—

TRIGGER ) 7 —F%%5

SCRIPT A7) 777414 (scp F721d.cfg) o SCRIPT /8T A —% —1x, 1 3~ ¥ NI A IZHEIRE
BETE2, A7) T MOFATIEFRARNE, 120 b T —IZHEFTENE A7) 7 MdixE 5 .

NUMBER &5 25 A7) 7 FOffiALE, BiEKIEAZ D)7 M)A MOKRBISEME NS,

Bl
WY A— (2] IZA2 )7 b7 74 step.scp & jump.scp ZBIT %,

ADD TRIGGER=2 SCRIPT=step.scp SCRIPT=jump.scp

BEIYR

CREATE TRIGGER CPU (133 *—7%)
CREATE TRIGGER FIREWALL (135 <*—%)
CREATE TRIGGER INTERFACE (137 <—7%)
CREATE TRIGGER MEMORY (139 ~<—7%)
CREATE TRIGGER MODULE (141 <—7%)
CREATE TRIGGER PERIODIC (143 ~<—73)
CREATE TRIGGER REBOOT (145 <— %)
CREATE TRIGGER TIME (147 <*—%)
DELETE TRIGGER (164 ~<—7%)

DISABLE TRIGGER (189 ~<—%)

ENABLE TRIGGER (216 ~<—7)

SET TRIGGER CPU (273 ~—7)
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ADD TRIGGER

SET TRIGGER FIREWALL (275 ~<— %)
SET TRIGGER INTERFACE (277 ~<— %)
SET TRIGGER MEMORY (279 ~<—3)
SET TRIGGER MODULE (281 ~<—7%)
SET TRIGGER PERIODIC (283 <—73)
SET TRIGGER REBOOT (285 ~<— %)
SET TRIGGER TIME (287 ~<—73)
SHOW TRIGGER (370 *—73)
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ADD USER

ADD USER

HFIAY— M - EH ) - T — Y N — R

ADD USER=login-name PASSWORD=password [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}]
[CALLINGNUMBER=1sdn-number] [CBNUMBER=el64number] [DESCRIPTION=string]
[PRIVILEGE={USER|MANAGER|SECURITYOFFICER}] [TELNET={YES|NO}]
[IPADDRESS=ipadd] [IPXNETWORK=ipxnet] [NETMASK=ipadd] [MTU=40..1500]

login-name: 174 > % (1~64 LFo EHTFTOHMEM IR, KLT/NLTEXFIL 2o ZEAART)
password: /XA 7 — F (1~32 3%, RXF/ILFEKNT5)

isdn-number: ISDN %75 (1~32 L)

el64number: E.164 Ei575 5

string: LT (1~24 37)

ipadd: 1P 7 FL A /234y Fv A

ipxnet: IPX * v F 7 — 2735 (32 € v MR, 16 #BIRK 8 T, FEIHD 0 13 EMITHE)

FER

RALT — 8 N = AL == E5EIT %o
INTA=Z—

USER W17 A Y%, RILF/NLFEXBIL v,

PASSWORD /327 — F, RXF/PMLTEXHT 5,

LOGIN USER (—f1—%—=) LNV DI—F—2aTL FIAL A VT =T 2—ANDUT1{ V%7
FHED Dy PRIVILEGE /3T X — % — %80 L 728648 L ' PRIVILEGE /Y7 # — % —|Z USER %
faE L7 a3 28,

CALLINGNUMBER L—H#—0O3EEF T, i, 22— =250 ISDN/L2TP 2 — UEM-FEFEEEIC
Aoz,

CBNUMBER I— W \y 735, FS1—H—Za—-V Ny 7 §5LEDF5,

DESCRIPTION —H#—(Zfd¥ A2 X b

PRIVILEGE 1—#— L, —fz2—#— (USER).%##% (MANAGER).Security Officer (SECURITYOFFICER)
1B ERT B, BWERF L USER L)L,

TELNET JIH&A PO Telnet 7740 & ) 200 BT A v L7z —H%—|Z, TELNET 2~ » FEfH S &
BME) DEIRET 5. AL NO,

IPADDRESS —H%#—(1ZEDVHTHIP 7 RL A, PPP 2 & T L C& 72 —H—I1ZE N B TH-0HD
b D, NETMASK D55 b ¥,

IPXNETWORK 1 —H—IZ#|) B TLIPX v N T =75, xEx K+ 4% %13, NONE % {5%E
5,

NETMASK Z—H% =23 ~XZ %t v b~ X2, IPADDRESS & CTHRET %,

MTU 2—%—0O MTU E%* 40~1500 O&HiPHTIEET 5.
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ADD USER

i
BMManager # R0 1—+— [HIYO! Z{E$ %5, /A7 — Fid [il0vEbaZ ],

ADD USER=HIYO PASSWORD=1il0vEba7 PRIVILEGE=MANAGER

MSecurity Officer HEBR D L —+ — [super] ZEHT %,

ADD USER=super DESCRIPTION="super user" PASSWORD=ureBus
PRIVILEGE=SECURITYOFFICER

HPPP L — % — UserA # B5%$ 5, I~ NI A4 o~OT 74 FF L,

ADD USER=UserA PASSWORD=arappap LOGIN=NO

WPPP = —— UserB # &3 %, IP 7 FL A 192.168.10.231 ZEEMICE ) B T2,

ADD USER=UserB PASSWORD=araraynoh IP=192.168.10.231
NETMASK=255.255.255.255 LOGIN=NO

BEIVYR

DELETE USER (165 ~x—7)

DISABLE SYSTEM SECURITY_MODE (187 ~<—%)
DISABLE USER (190 ~*— )

ENABLE SYSTEM SECURITY_-MODE (214 ~<—3)
ENABLE USER (217 ~x—7)
PURGE USER (234 ~<x—7)

RESET USER (239 ~<x—7)

SET USER (290 ~<—73)

SHOW USER (379 ~<—7)
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ADD USER RSO

ADD USER RSO

HFId)— @B/ kX)) T —

ADD USER RSO IP=ipadd [MASK=ipadd]

ipadd: 1P 7 FL A /234y Fv A

FEa

tF21) 74 —F— FIIZ Security Officer #R T Telnet 7 274 > TZ 5FA MDIP 7 FLA (RSO 7 F
L X, RSO=Remote Security Officer) %#Ed %o

Py PYAZICKBHPARE D ThE, ¥ 1) 74 —F— FTld, Kavx v FCTRELZT FLAHFAH
5 1d Security Officer #fET? Telnet T 2" 1 ¥ 3T & %2\,

ING A —&—

IP RSO7FLADONR—AT KL AZEET S,
MASK RX—=ZA7 FLAIZHT S22y NYAZEEZRET 5o AMEERIX, 255.255.255.255 (Hi—FK A ) %
BELLZDDEAL END,

Bl
Wk 2+ 172.16.10.6 % Remote Security Officer & L TikEd %

ADD USER RSO IP=172.16.10.6

W+ v M7 —2192.168.200.0/24 F.o4k A ;% Remote Security Officer & L THET %

ADD USER RSO IP=192.168.200.0 MASK=255.255.255.0

BEIVYR

DELETE USER RSO (166 ~<—%)

DISABLE SYSTEM SECURITY_MODE (187 ~<—7%)
DISABLE USER RSO (191 <*—7%)

ENABLE SYSTEM SECURITY_MODE (214 ~<—%)
ENABLE USER RSO (218 <—7%)

SHOW USER RSO (383 ~<—7)

EH - B CentreCOM AR740 a~v> K77 L >226 | 119
613-000215 Rev.C



CLEAR FLASH TOTALLY

CLEAR FLASH TOTALLY
HFI)— Gl EH/ RUEEEL T T ANT AT A

CLEAR FLASH TOTALLY

FEa

Ty aRAE)—ONEEEHET S,

% - TBER

TI 9V aRE) = FEOTRTOTF—=70gkbh bz, FiaBRadAa~ry FeEfT LAV E ) TR,

BEI~v> K

SHOW FLASH (307 ~<— %)
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CLEAR NVS TOTALLY

CLEAR NVS TOTALLY

Hrdy)— i ER - EH/ REREEL T AN AT A

CLEAR NVS TOTALLY

FEa

AEFEEAEY) — (NVS) ONFZEHET 5o

% - TBER

NVS EOFRTOTF =y i3kbh b7z, FleBliz (Ra~ Y FEFEIT LRV L) ER,.

BEI~v> K

SHOW NVS (337 <—7)
SHOW NVS FREE (339 ~<—7)
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CONNECT

CONNECT
HFFU— R EH /5= IS AT LR

CONNECT service-name

service-name: SRV — Y A% (1~15 T, LHEIEET, KT/ LTFEXF LRV, ZZHAT)

FEa

WBELEEYr—E2 GERR— 1ty arEid Telnet vy 3 v) I2EHET 5.

074 v OL%ENRRVER— b (SECURE=ENO OFK— 1) 25 Telnet v 3 Y IZHHT5 2 L1ETE L
W, 72, Telnet v ¥ a 255K A MAD Telnet 1, @7 {4 2 —4—® TELNET /85 2 — % — 7%
YES @ & & 7213 g,

WEREY Y arypSTO Ty S MIRAIZ[TTFyyarFy Iy —] # ANT 5, FEEGIFE— b
WLz 507 4 v LTwWAEEd [Break], Telnet T 74 ¥ L TWwW A AL [Ctrl-Pl 2577 + )L
NOT T arExNI 08— TTyvardFxy 774 —13, SET ASYN 2~ FO ATTENTION /3Z
A= —TEHTES, 7HYT MIRE-7256, DISCONNECT 2~ > RTE4t vy a vy 2k T35,
B, RKavwr NIk [Cl LEMBTE L,

Bl
Wi kY — E 2 [telnetOSX | 12864 5,

CONNECT telnetOSX

BEI~> K

CONNECTPORT ([f v % —7x—Z]| D23 ~<~—3)
CREATE SERVICE (129 ~x—3)
DISCONNECT (192 <—7%)
RECONNECT (235 ~<—7)

SETASYN ([f % =7 x—2Z] ®50~R—=Y)
SHOW SERVICE (345 ~<—3)

SHOW SESSIONS (347 ~—73)
TELNET (387 ~—2)
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CREATE CONFIG

CREATE CONFIG

HFdV—EH -EW /a4 7L —=vay

CREATE CONFIG=filename

filename: 7 7 A V% (LT 1d.scp #.cfg)

FEa

HWIEDOBRENE (AT — FLOBREAE) 2 X270 T b7 74 IVIRET %,
ING A —&—
CONFIG #%EAZ VT b7 74NV, EEFIE [.CEG] 70 1.SCPl, 8E L7277 7 A VDT TITHAE L

TV EREHEE SNL, FELZWEER>IHBIER S NS,

1

WL DR EH T basic.ofg IZRAE L. FREER S F LRGENEDN D L) 12§ 5,

CREATE CONFIG=basic.cfg
SET CONFIG=basic.cfg

% - TBER

REAFE—EDOFEANI L7205 o TR ) T MEEh b 720, LT LOANIL7za~x Y FPZ0F FHRAFS
B LIRS v,

BEI~> K

RESTART (240 ~<—7)
SET CONFIG (242 ~—7%)
SHOW CONFIG (295 ~<—73)
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CREATE FFILE

CREATE FFILE

AT - EN B RREEL T AN AT A

CREATE FFILE=filename {DATA=value-list|ADDRESS=address LENGTH=length}
filename: 7 7 4 V%

value-list: 54 +5) (16 %, 154 T &2h < TR B, HA 80 /N1 1)

address: X € —7 FL A (16 #%%)
length: x4 MR (16 %)

FER

T30 aT7ANYATFAFICT 7 A VEERT A,
DATA /87 X =% —T 7 7 A VONEEZRET 5 ks, ADDRESS /87 x — 4% — & LENGTH /¥F * —
F—TCIT = DMNELKESEIREL, R T77 AN =T L HERD 5,

INGA—&—

FFILE {E % 7 7 4 L O 4

DATA 77 A4 VOREZ 16 #RFTLONNA Ml L THRET 4, [DATA=50,4F54,45,4E,454B4F| O X
SN M2 16 HMCTEL, N FTEITH VTR - TIEET %,

ADDRESS V—AT7T—YOFKET NLAEZIBET 5,

LENGTH V—A2A7—%0OEX%IRET S,

1
WS DD /3 1 k [0x50,0x4F,0x54,0x45,0x4E,0x45,0x4B,0x4F] 7°57: % [TINY.TXT]) %{EHd %,

CREATE FFILE=TINY.TXT DATA=50,4F,54,45,4E,45,4B,4F

W7 FLA [0x00] 205 @ 0xC0000 /31 k% [BIG.FIL] I2a3¥—9 5,

CREATE FFILE=BIG.FIL ADDRESS=0 LENGTH=C0000

% - TBER

W) LENI v,

BEIYR

DELETE FFILE (151 ~<—%)
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SHOW FFILE (303 ~<— %)
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CREATE LOG OUTPUT

CREATE LOG OUTPUT
HFIY— S - EE /vy

CREATE LOG OUTPUT={TEMPORARY|PERMANENT|output-id} DESTINATION={EMAIL
MEMORY|NVS|PORT|ROUTER|SYSLOG} [FORMAT={FULL|MSGONLY|SUMMARY }]
[MAXQUEUESEVERITY=severity] [MESSAGES=count] [PASSWORD={password|NONE}]
[ASYN=asyn-number] [QUEUEONLY={YES|NO}] [SECURE={YES|NO}] [SERVER=1ipadd]
[TO=email-addr] [ZONE={time-zone|utc-offset}]

output-id: 17 117) ID (1~20)

severity: 17 L~V (0~7)

count: %L (1~)

password: /XA T — F (1~16 3X'7)

asyn-number: IEFH A — +F5 (0~)

ipadd: IP 7 N L A

email-addr: 1 XA —)V7 FL A

time-zone: ¥ 1 L'— V%4

utc-offset: o Filks (UTC) 6o+ 7+ v b (4+23:59:59 ~-23:59:59)

ER

07O EERT bo
Mo HEHIZ. ADDLOGOUTPUT 2~ FTA vt =T 74 V7 —%BML., EDXH Ay —
VM T AV RIRETEILEND B,

ING A —&—

OUTPUT w715 1D, 1~20 DEEDOE T A, ¥k *—7— F [TEMPORARY| (RAM) F7:id
[PERMANENT/| (NVS) %#g%E 3 %, TEMPORARY % #5% L 7234, MAXQUEUESEVERITY,
QUEUEONLY, SECURE D% /%7 X —% —Id3f57%& T & ¥, DESTINATION & MEMORY L #4&
ETE R\, F72. PERMANENT %45% L7 & 213, DESTINATION 12 NVS L g T& &\
(NVS (RFEMEA T —) HEEBETOLER) o

DESTINATION 1T 7 X v t—J0OH e, EMAIL (TO /X7 X — % —TIREIN/ZT FLAIZET A —
JVT#%fE). MEMORY (RAM EIZfRfF. OUTPUT /87 #* — % —|Z TEMPORARY %#fgE L7z &
EDHAR) . NVS (REFEME 2 £ — EIRFE, OUTPUT 787 X — % — (2 PERMANENT #% fi&
E L7k EOBRAR)) . PORT (ASYN /85 2 —% — Tl L2 JE M+ — M) . ROUTER
(SERVER /87 X — % —THg5E L 72 )b — ¥ —|Z Secure Router Logging Protocol (SRLP) % fifi o T
#i3%) . SYSLOG (SERVER /87 X — % — THg5E L7z syslog ¥ — /3N — 285k, A v £ — Vid syslog
TA =y MIEBREND) h5ERT B,

FORMAT JEFIIA— MM Tru7 2 vt — YDA, FULL (§XTOEHREFR, 17 b
) = HEEATICHE > TERIREN D, T2 M) —DXEI Y27 %), MSGONLY (7F A kA v
=TV DHEFIR), SUMMARY (31 —%2FER, FRENBWVWT A=V RbHD), 77+ b
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CREATE LOG OUTPUT

¥ SUMMARY., DESTINATION /%7 x — % —|Z PORT %48% L 7256 DA HF .

MAXQUEUESEVERITY QUEUEONLY /89 X —% —IZYES #48Z L7z (F2 =2 o lfWil% b
ITureHANLaw) L&, $CRHANETIEF 2 —IZANLRAROT 7 LNV EIRET
%, QUEUEONLY 7% YES @ & %13, MAXQUEUESEVERITY & O k27 L X)L 2 v+ —
VI, F2 DR EHDPMESSAGES 8T A =¥ —DEIZETHETCTFa—A 2 7ENb, — .
MAXQUEUESEVERITY D Lot 7L XV EFDO A v b=V ER SN ZiX, 7272610 F 2 —
W77y va (L) E1s, DESTINATION /87 £ —% —|ZPORT 282 L TWwWa & &, BXU,
OUTPUT /87 #* — % —|Z TEMPORARY %45 L T\ 5b & &id, AXT X =¥ —1IHRETE &y,
T7HNVMI7, TabbFa—Dol@VIZRb%w) bIMEINL DI, kEOT T LNV %
FORXA Yy —UASRIEE T ER D,

MESSAGES DESTINATION 7% NVS 2* MEMORY O & X &, fR{F3 5 A vt — Y DOm k. Al
FEL72EEE, WAy = U2 BIEEFICHIEE 15, DESTINATION 725 EMAIL D413, — &
WZEFE I N D A v t— TV D%, DESTINATION % PORT & & X%, AT X =% —IHHET E &\,
DESITINATION 7% MEMORY @ & 2@ 7 7 4 )V ;X 200, EMAIL @ & %1% 100, NVS ® & X%
20,

PASSWORD SRLP TU 7 % ¥iik 3 A B, Snikeh bl &5 ) 570 D/¥ A7 — K, DESTINATION
A3 ROUTER O EIZDABER), /SAT— FZDdDEFRESIT, DY IZTMD5I12L 5 X v+ —
VAT 2 AMPEENDL, T F IV MINAT = R% L,

ASYN v 7 a3 2IERPAAR— FDF5, DESTINATION 2 PORT % 5% L 7235812 D A A5

QUEUEONLY F o= ol@WIZZbFETA v =TV ZAHE L 2212 & 9 20, DESTINATION (2 PORT
ZigE L7256, B LU, OUTPUT 12 TEMPORARY %45%E L7263, A8F 2 —F —13f{ET
E\, 774V MENO,

SECURE CZDOHIkD [R4E] »hE)DEIBET 5. NO e L7726, AT — FEHEZ E—HoO
Ay =V BN %%, OUTPUT |2 TEMPORARY % 5% L728&1d, AT X —F —
138 T & %2\, DESTINATION 7% ROUTER T PASSWORD 2 2N T 584, B LU,
DESTINATION 7% MEMORY 72° NVS O35 07 7 4+ )V MME YES, ZOMDEE&D T 7 + v ki
NO,

SERVER DESTINATION %% ROUTER 7%* SYSLOG O¥;5 12, A vt — VD% IP 7 FL A2 igE
3%, ROUTER ®#541&. SRLP (Secure Router Logging Protocol) # —/¥— (UDP 5023 %) .
SYSLOG 0¥ 14 syslog #—/3¥— (UDP 514 %) %48%ET %,

TO DESTINATION 2 EMAIL Z487%¢ L7 &I 50 A = VT FLARIBET %,

ZONE % ALV —2%F723UTC 60471y bEEET S,

I
W3 <XTou s % syslog #—/3—192.168.1.2 I23% %

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.1.2
ADD LOG OUTPUT=1 FILTER=1 ALL

]
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2
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CREATE LOG OUTPUT

BEIYR

ADD LOG OUTPUT (102 ~<—7")
DELETE LOG OUTPUT (154 ~<—73)
DESTROY LOG OUTPUT (167 ~<—7)
DISABLE LOG OUTPUT (176 ~<— )
ENABLE LOG OUTPUT (203 ~x—3)
SET LOG OUTPUT (247 =—7)
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CREATE SERVICE

CREATE SERVICE
HFIAY— A EH /S 3P AL R

CREATE SERVICE=service-name TYPE={INTERACTIVE|TELBIN|TELNET}
[DESCRIPTION=string] [IPADDRESS=ipadd] [VISIBLE={ON|OFF}]

service-name: WK — A% (1~15 T LIFITHET, KT/ LTFE KB L % \ve ZZHAT)
string: LT (1~39 T, A GUHEIEY 7V 7 + — F THD)
ipadd: IP 7 N L A

ER

RV 2AEEFT S, VER LR Y — ¥ R ICEET 41213 CONNECT a2~ > Faflio,
INGA—&—

SERVICE i K# — E A%,

DESCRIPTION #—VEADBEZ/RTTFA M ZHET 5. A,

TYPE H—bE2XOMH#%IEET 5, TELNET, TELBIN (8 ¥ v F TELNET). INTERACTIVE (¥ 7V
R— MEAH) HH %S, TELNET. TELBIN ®¥;4 13 IPADDRESS /87 X — 4 — THftded IP 7 F L
Az fiET H. INTERACTIVE O¥5413. SET ASYN 2~ Ko SERVICE, DEFAULTSERVICE
INT A= 5 —%Affio T, AER L2 — AR IEMBIAR— MBES T 5,

IPADDRESS TYPE (2 TELNET 7 TELBIN % #i% L 725512, Telnet ' —/N—D IP 7 F L A Z 457
5o

VISIBLE —ft1—H =Y —EAZHRT 509 afEd b, ON (77 4V k) %5, OFF 7%
5IERR BRI SHOW SERVICE 2~ » FCTENBH —EADPER SN D,

1
WA NOSX (IP7 FLZ172.16.28.190) | Telnet ##i9 A¥i K — ¥ A [telnetOSX] Z1ET 5,

CREATE SERVICE=telnetOSX DESCRIPTION="telnet to OSX" TYPE=TELNET
IP=172.16.28.190

WJEFIIAR— b1 (asynl) RSN TR ETFTLALOHKREL Y ¥ a V2T 5% — YA [modem]| #
TR %o

CREATE SERVICE=modem TYPE=INTERACTIVE
SET ASYN=1 SERVICE=modem
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CREATE SERVICE

BEIYR

CONNECT (122 x—7)

DESTROY SERVICE (169 ~x—3)
DISCONNECT (192 <—7)

SETASYN ([ v % —7x—Z]| ®50~x—3)
SET SERVICE (260 ~x—3)

SHOW ASYN ([f > % —7x2—2] ®6l<—%)
SHOW SERVICE (345 ~<—3)

130 | CentreCOM AR740 O~ > K77 L > X 2.6
613-000215 Rev.C

-

m®



CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY

AFdU— R - &R/ SNMP

CREATE SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [TRAPHOST=ipadd]
[MANAGER=1ipadd] [OPEN={ON|OFF|YES|NO|TRUE|FALSE}]

community: SNMP I 3 2 =5 1 —% (1~15 307 KXLT/RLTFH KT 2)
ipadd: IP 7 N L A

SNMP 22 2=5 1 — %7+ 5%,
ING A —&—

COMMUNITY SNMP 2 3=a2=71—%

ACCESS 232=714—D7 7t AMZIRET 5. READ (F7+ L 1) @it L (get, get-next) ®
H%&FFul, WRITE (35 & &5 (get, get-mext, set) Z&aFil§ 5,

TRAPHOST SNMP +7 v 7OFEEHAA P ERET o TI2=T 4 —ICBBEHO T v THRA &
8% T & 525, CREATE SNMP COMMUNITY 2~ > FTIEE 12 0BETE v, HEONT v
FRA NI, T3 225 1 —EK#%Z ADD SNMP COMMUNITY =< > K CEMT 5,

MANAGER SNMP 4RV —3 9 Y &7 §5FA M 2faET 5. AL, MANAGER IZ5#HS T
WA M5O SNMP ZRICIHIGE L eV, 72720, SNMP 2 3 2 =7 1 — D OPEN /¥ 7 X —
7 —D3YES O¥51d. MANAGER /87 X — & —DRFEIZHh D 5T, $XTD SNMP ZERICIGE T
bo NT7 v TRA MK, HEIRET AEGEITT I 2 =T 4 —{ER#£ I ADD SNMP COMMUNITY
TEMY %o

OPEN SNMP # XL =33 » & §XTORA MRS 25089 »%7RT. NO (774 1) &,
MANAGER /87 A — % —TIREL72R A FOAITHIRT 52 & 2" T, YES ZfRETH L, TXCT
@ SNMP %k %517 Aits, ON, YES, TRUE B X U8 OFF, NO, FALSE (&# 121 U &k,

%1
BSNMP =1 3 2 =5 ¢ — [public] % 2.

CREATE SNMP COMMUNITY=public

W X AARMERDSH 5 SNMP 2 3 2 =5 4 — [admins | /KL, HFHAT—>a v bI v FHRA ML
L T172.20.1.1 #¥8E 7 %,

G
3
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e
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=172.20.1.1
TRAPHOST=172.20.1.1

% - TBER

SNMP F 7 v 7'1&, ENABLE SNMP COMMUNITY TRAP 2~ > F&2F47 LTI 32 =74 —DFT v
TREEHAMI LRV EREINLVO TEEILE,

BEIYR

ADD SNMP COMMUNITY (110 ~X—3)
DELETE SNMP COMMUNITY (161 ~<— %)
DESTROY SNMP COMMUNITY (170 ~<— %)
DISABLE SNMP (181 <—3)

DISABLE SNMP COMMUNITY (183 ~<—3)
DISABLE SNMP COMMUNITY TRAP (184 ~<—3)
ENABLE SNMP (208 ~x—7)

ENABLE SNMP COMMUNITY (210 ~<—3)
ENABLE SNMP COMMUNITY TRAP (211 ~<— )
SET SNMP COMMUNITY (262 ~<—3)

SHOW SNMP COMMUNITY (351 ~<—73)

f
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2
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CREATE TRIGGER CPU

CREATE TRIGGER CPU
AFTY— S -/ b -

CREATE TRIGGER=trigger-id CPU=1..100 [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

time: ¥4 (hhomm O, hh (Z# (0~23), mm 135> (0~59))

date: B} (dd-mmm-yyyy O, dd1&H (1~31), mmm & GEFEA SO 3 30T Bl APR). yyyy IEHEAF)
day-list: liEH') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl& &b
o BHIRERII 3 TR 2)

string: LT (1~40 LT, ZHEEUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

filename: 7 7 A V% (LT 1d.scp #.cfg)

FER

CPU U H—%1ET 5,

CPU + U #—i3, CPU &M EI;IEEME MY - 72 & X |ZEF XN %, DIRECTION /85 X — ¥ — 2k b,
Eo7zb &, Fllozk &, B2k &L TFH-728 EOEENTRE N T —DoFEFTENLAL )T
M, Fsk R e LT, %D (HAF) . %T (B, %N (Y AT A%), %S () 7 VES) RESN L,

INGA—&—

TRIGGER 7 —%F%5

CPU L &wWl, CPUAMFELZ /-t T =T THRET %,

DIRECTION #2845, UP (LEWHEFE TEANAA El->7-2 &), DOWN (LEWEFZ TTF2A550TF
o7& &), ANY (Wli)) 2»58IRT 2, 774V Md ANY,

AFTER —H®9 5 b H =R BB %2 HIR T % /85 2 —% —, + ) #—I1L, AFTER TI&E L 72H%)
MOVRI 24 KEE CORMZZTER E 4 50

BEFORE —H®) & M) X =GR R A IR 287 2 — % —, bYA=, %K 0 K25 BEFORE
TIRELEH T TOMPZTENE %5,

DATE —#09) b5 NI A —=PEEHE —HZFIZHIEREST 5/87 2 — % —, DAYS & FIFFICIZIEETE
e\,

DAYS —HED) b M) F =05 AEHIRT /89 2 —% —, 7>~ XY ) THEEED %15 E 7 ik,
WEEKDAY & MON,TUE,WED,THU,FRI & g%, F7:. WEEKEND I SAT,SUN & [[#, ALL
T RTOWEH, 774V M ALL, DATE & [ABRICIZIRETE v,

NAME ) #—%, SHOW TRIGGER 2> FTHERENLHDT, AEL LT,

REPEAT VW —%—FZFETT L0, Thed, METLHYBELETTI0HIRET 5o DKL
R THAE. DR LOREDIEETE %, YES & FOREVER Z[A3% T, FEATMEIIHIBR % 71

G
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CREATE TRIGGER CPU

VI k%)Y, NO & ONCE I3[[A5% T, —H7Z0) L 2FETZ2HFT LAV E2RT, Bz EE
L7234 E, e E CHEITZ#F§ 5, 77 4V b2 FOREVER,

SCRIPT VU #—lEHEICETT LA )T N 77 A V%8 ET S, SCRIPT /85 A—% —l3, 1 a< >
NI A4 VICHEBRfRETE %, £720 MU —ETRICH . ADD TRIGGER 22~ > F TN RE,
A7) T M OFETIEFRIE, 1O0 M) F—ICHEEMTH5NE A7) 7 MakeE 5 .

STATE ) 7 —OHR) - R, DT 7 + )L MEIZ ENABLED, EZDIREED N V) & — 13 HEHIIZI1E
#eHE) S M2 vdht, ACTIVATE TRIGGER a2 < > K2 2 (ITFH TR T %,

TEST P A —%2T7AME—-FNIZTAHENE) D TAME-FO M) =T N TH, SCRIPT /¥
FA—=F—T/ELLAZ VT 2EGET, a7 M) F—oRE 27T 267200, 72721,
ACTIVATE TRIGGER 27 ¥ FCTHEE SNG4, TANE=FTH-oTHAZ ) 7 hhvE
TEND, 774 M NO,

Bl
BCPU OHf 72 80% % #2725, cpuwarn.scp #3479 % CPU + V) & — [1] 2/E7 %,

CREATE TRIGGER=1 CPU=80 DIRECTION=UP SCRIPT=cpuwarn.scp

BEIVYR

ACTIVATE TRIGGER (100 ~<—7%)
ADD TRIGGER (115 *—7)

DESTROY TRIGGER (171 ~<—7%)
DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)
SET TRIGGER CPU (273 ~<—7)
SHOW TRIGGER (370 ~<x—7%)
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CREATE TRIGGER FIREWALL

CREATE TRIGGER FIREWALL
ArdU—ER R/ M) -

CREATE TRIGGER=trigger-id FIREWALL={ALL|DOSATTACK|FRAGATTACK HOSTSCAN
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK} [MODE={START|END|BOTH}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

date: B} (dd-mmm-yyyy O, dd1&H (1~31), mmm & GEFEALOE 3 LT Bl APR). yyyy IEHEF)
day-list: l#H') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl&&h
o BHIRERII 3 TR 2)

string: LT (1~40 LT, ZHEEUHEEY 7V 7 +— F THD)

count: 014 (1~4294967294)

filename: 7 7 A V% (LT 1d.scp B .cfg)

R

T7AT T+ =) T —=%ERT %,

T7AT T A=) T—=IE, FBELLZT7AT I+ =AY b (REBCEORG, &7, 23200
W) RELLLEESICEHENS, NIAT—DLFEFTENDL AT T MIIE, BRI E LT, %D (H
1), %T (Bg)), %N (Y AT 2L4), %S (VT VES) MEENL, $/2, 77477 +—V ) F—
i, BEITAHEAZY T MI2OD5IEEET, 511 (%) 3774774 —VKRY =%, 5152 (%2)
EEEITLOIP 7 F LA,

INGA—&—

TRIGGER ) 7 —F%%5
FIREWALL 774774 —VOBEAS XY b 78 L7TBEA N FOFFERFIZ N T — 255 S h
%o MODE /87 2 —% —L{lAfbEL I LX), L) VIRED T HE,
MODE WBEOLD5 4 Iy 7Th)H—%RE ST L0 248ET 5o START IZHUEFAGEE, END (33
B TR, BOTH (3B GG & BB TR I M) 7 — 2B § %, 77 4V Md BOTH,
AFTER —H®9 5 b F =R 2B 2 HIR T % /85 2 —% —, + ) #—1L, AFTER TI&E L 72H%)
MOFER 24T TOMZIAENE R D,

BEFORE —H®9) & M) F =GR RIER 2 HIET /87 A =% —, M) F =1, % 0 K2 5 BEFORE
TIRELEH T TOMPZTENE 5,

DATE —#0) b M) —2E57% % —HZTICHIBRT 585 2 — % —, DAYS & [AFCI3IgE T
8\,

DAYS —SHBOIH M) F—=ER R B EHIRT 289 A =% —, # < XYY CHEMEH %452 7Tk,
WEEKDAY (& MON,TUE,WED,THU,FRI ¢ 5%, %7:. WEEKEND (& SAT,SUN & [al#. ALL

G
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CREATE TRIGGER FIREWALL

ETRTOWH, 77 4 )V MM ALL. DATE & FERCIZEETE 2\,

NAME Y #'—%, SHOW TRIGGER 2~ > FTERENLLDT, AEL LTHI,

REPEAT U W —%—FZFETT L0, Thed, METLHYBELETTI0HIRET 5o YKL
RETHAR. MV ELOREDLIRETE 5, YES £ FOREVER 3 [F#% T, TR HIBE % %)
W k%)Y, NO & ONCE I3[[A5% T, —H7Z0 L 2FETE2HFT LAV E2RT, Bz EE
L7234 E, IERE CHEITZ#F§ 5, 77 4V b2 FOREVER,

SCRIPT VU #—lE#ICETTEAZ )T N 77 A V%8 ET S, SCRIPT 85 A—% —l3, 1 a< >
NI A4V ICHEBIRfRETE 5, £720 MU —ERICH . ADD TRIGGER 22~ > F BN RE,
A7) T M OFEATEFRIE, 1O0 M) F—ICHEEMTH5NE A7) 7 MadkeE 5 .

STATE )7 —OHR) - R, EEEED T 7 + )L MEIZ ENABLED, #EZDIREED N V) & — 13 HEHIIZI1E
#HE) S M2 Aht, ACTIVATE TRIGGER 2 < > K2 2 (ITFH TR T& %,

TEST P A —%2T7AME—-FNIZTHENE) D TAME—FO M) F—ITREENTH, SCRIPT /¥
FA—=F—T/ELLAZ V)T M2EGET, a7 M) F—oREZRlEHRT 67200, 72721,
ACTIVATE TRIGGER 27 ¥ FCTHEE SNG4, TANE=FTHoTH AL ) 7 hhvE
TEND, 77 1) M NO,

1

WE— M2y CHBEOMBEICEREICA —VEREDL T AT 74—V M) —=%ENT 5, A— VI
T2 MDHe TV 27 MIGIHBEZEDIP 7T FLAE, 77 AT 74— VR =GB A5b,

CREATE TRIGGER=1 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

W22 7 [pscans.scp| D%

MAIL TO=admin@mydomain.xxx SUBJECT="Portscan from %2 (Policy: %1)"

BEIVYR

ACTIVATE TRIGGER (100 ~<—7%)

ADD TRIGGER (115 *—7)

DESTROY TRIGGER (171 ~<—7%)

DISABLE TRIGGER (189 ~x—3)

ENABLE TRIGGER (216 ~x—3)

SET FIREWALL POLICY ATTACK ([7 74 7™+ — )| ® 107 =—)
SET TRIGGER FIREWALL (275 ~<— %)

SHOW TRIGGER (370 ~<—7%)
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CREATE TRIGGER INTERFACE

CREATE TRIGGER INTERFACE
HF Y= R R/ ) -

CREATE TRIGGER=trigger-id INTERFACE=interface EVENT={UP|DOWN|FAIL|ANY}
[CP={APPLE|ATCP|BCP|CCP|DCP|DNCP|IPCP|IPXCP|LCP}] [DLCI=dlci]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

interface: 1 >~ % —7 = — A%

dlci: DLCI (0~1023)

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA SO 3 LT Bl APR). yyyy IEHEAF)
day-list: l£H') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL O#fl& &b
o BHIRERII 23 TR 2)

string: LT (1~40 LT, ZHEGUHEEY 7V 7 +— F THD)

count: 014 (1~4294967294)

filename: 7 7 A V% (LT 1d.scp B .cfg)

ER

A5 —=T7x2=A )T —=ZEHRT 5,

AV =7 2=A I H—F, BEA VI =T 2= AD) Y I AT = I AL Lz L SIliE#Enb, b
DA =pHFEFENDE A7) T M, FHERGIEE LT, %D (HA). %T (KF). %N (¥ A7 L%4),
%S ()T NVET) BESND,

INGA—&—

TRIGGER V7 —%%5

INTERFACE Eitld 514245 —7 2= A% ET bo 7L —L) L—A ¥ =72 =204, DLC
8T A= — L8 EW R, £/, PPP A Y% —7 2 —ADHE1E, CP/XT A —F — b IgEThE,

EVENT #4A V9 —T2—AD) Y 7 AT —=FABED L )IZELL2HAEI M) A —a g S22 h
RIET Do UPIZY » 27 v 7, DOWN XY > 7 5 Vi, FAIL 13 v 27 7 v 7, ANY
T RCOY) ¥ 7 A5 — % AT % 35K § %, Ethernet, BRI, PRI, ] (SYN) 1~ % —7 = —
A Tlx, UP & DOWN OAAE#,

CP WH$THPPPay bu— 70 PaVEET S, INTERFACEIZPPP f > % —7 = — A &REL
WAL DORER, N A—=A2 )T ML, %l (PPPA Y5 —Tx—A%), %2 (¥ fa—)L7
OhaV), %3 (AU M) O3ODFHDWESIND,

DLCI #3271V —2YUL—mH/ 2%%5 (DLCD) %53 %, INTERFACEIC7L—24) L —1 ~
¥ =7 2= ARBELIZHECORER) PIFT—A27 ) TN, %l (FL—=2)Lb—A ¥ —
7 x =A%), %2 (DLCD. %3 (f XY }44) D3 DOD5I Kz ESNL,
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CREATE TRIGGER INTERFACE

AFTER —H®9 5 b H =R BB %2 HIR T % /89 2 — % —, + ) #—1L, AFTER TI&E L 72H%)
MPOFER 24T TOMPZIAENE R D,

BEFORE —H®) & M) X =GR R A IR 287 2 — % —, U A=, %K 0 K25 BEFORE
TIRELEH T TOMPZTENE 25,

DATE —#0) b M) —2Ex37% % —HEZTICHIBRT 585 2 — % —, DAYS L [AICIZIgE T &
R\,

DAYS —SHBOIH M) F—=ERRHBEHIRT 259 A =% —, B < XY ) CHEMEH %452 T e,
WEEKDAY (& MON,TUE,WED,THU,FRI & [d3%, %7z, WEEKEND I3 SAT,SUN & [A]3%. ALL
T RTOWEH, 774V Md ALL, DATE & [AERICIZIRETE v,

NAME Y #'—%, SHOW TRIGGER 2~ > FTERENLLDT, AEL LTHI,

REPEAT VW —%—FZFETT L0, Thed, METLHYBELETTI0HIRET 5o DKL
REETHAR. MV ELOREDLIRETE 5, YES £ FOREVER 3 [F#% T, TR HIBR % %)
VI k%R T, NO & ONCE I3[[A5% T, —H7Z0 L 2FET2HFT LAV E2RT, Bz EE
L7236 E, e E CHEIT2#F§ 5, 77 4V M2 FOREVER,

SCRIPT VU #—lE#ICETTLEAZ )T N 77 A V%$8ET S, SCRIPT 85 A—% —l3, 1 a< >
NI A4V ICHEBIRfRETE 5, £720 MU —ERICH . ADD TRIGGER 22~ > F BN RE,
A7) T M OFEFEFRIE, 1O0 M) F—ICHEEMTH5NE A7) 7 MakeE 5 .

STATE ) 7 —OHR) - R, EEEED T 7 + )L MEIZ ENABLED, EZGIREED N V) & — 13 HEHIYIZI1E
#eE) S M vdt, ACTIVATE TRIGGER a2 < > K2 2 (I TFH TR T& %,

TEST P A —%T7AME—-FNIZTENE) D TAME—FO M) F—ITREEENTH, SCRIPT /¥
FA—=F—T/ELLAZV T 2EGET, a7 M) F—oRE 2T 267200, 72721,
ACTIVATE TRIGGER 27 ¥ FCTHEE S NG E1E, TAMNE-FTH-oTHAZ ) 7 hhvE
TEND, 774 M NO,

BEIYR

ACTIVATE TRIGGER (100 ~<—7%)
ADD TRIGGER (115 *—7)

DESTROY TRIGGER (171 ~<—7%)
DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)

SET TRIGGER INTERFACE (277 ~<— %)
SHOW TRIGGER (370 ~<x—7%)
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CREATE TRIGGER MEMORY

CREATE TRIGGER MEMORY
ArdU—ER R/ M) -

CREATE TRIGGER=trigger-id MEMORY=1..100 [DIRECTION={UP|DOWN|ANY }]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

time: ¥4 (hhomm O, hh (Z# (0~23), mm 135> (0~59))

date: B} (dd-mmm-yyyy O, dd1&H (1~31), mmm & GEFEA SO 3 30T Bl APR). yyyy IEHEAF)
day-list: liEH') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl& &b
o BHIRERII 3 TR 2)

string: LT (1~40 LT, ZHEEUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

filename: 7 7 A V% (LT 1d.scp #.cfg)

FER

AEY = M) H—EEET B

AEY = P H =, BERXAE) —FRAIREMEMY 72 & S ITEFH S5, DIRECTION /87 X — % —
W2& 0, ko7&, FhloZz& &, Lo/ b X2 & T8 XDREDNTHE, M) T —PHETIN
A7) T MIE, BRI E LT, %D (HfH) . %T (B4, %N (Y AT 24%). %S () 7 IVES)
SN,

ING A —&—

TRIGGER V7 —%%5

MEMORY L&, ZEXAE) —FRE /-y T— IV THRET %,

DIRECTION #&%ff, UP (L& WEFE TLEA A2 Eal-72¢4 &), DOWN (L& WEE TF2 55T
o7k &), ANY (i) 25@R¥ %, 774 M ANY,

AFTER —H®) 5 M) A=A R A HIRS 5/89 2 —%—, M) #—I, AFTER TIRE L 724
MORI 24 FEE CORMZTER E 4 50

BEFORE —H®) & M) =GR R A IR 287 2 — % —, U A=, %K 0 K25 BEFORE
THE LR L TOMZFENE 2 5,

DATE —4#09 b M) F—=2F% 7% % —H7ZTIZHIRT 585 2 — % —, DAYS & [FEIFICIZIEETE
8\,

DAYS —HED) B M) F =05 BEHIRT 289 2 —% —, 7>~ XY ) THEEED % 15E 7 ik,
WEEKDAY & MON,TUE,WED,THU,FRI & [fl#%, F7:. WEEKEND I SAT,SUN & [[#, ALL
T RTOWEH, 774 )V M ALL, DATE & [ABRIZIZIRETE v,

NAME ) #—%, SHOW TRIGGER 2~ > FTHERENLHDT, AEL LT,

REPEAT VW —%—FZFETT L0, Thed, METLHYBELETTI0%IRET 5o YKL

G
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CREATE TRIGGER MEMORY

AT HAR. MV ELOREDLIRETE 5, YES & FOREVER 3 [F#% T, TR HIBE % %)
VI k%)Y, NO & ONCE I3[[A35% T, —H7Z0 L 2FEFT2HFT LAV E2RT, Bz EE
L7234 E, e E CHEITEZ#F§ 5, 77 4V b2 FOREVER,

SCRIPT VU #—lEHEICETT LA )T N 77 A V%8 ET S, SCRIPT 85 A—% —l3, 1 a< >
NI A4 VIR ETE %, £720 MU —ETRICH . ADD TRIGGER 22~ > F BN RE,
A7) T M OFETEFRIE, 120 M) F—IZHEEMT 5N E A7) 7 MakeE 5 i

STATE ) 7 —OHR) - R, EEEEO T 7 + )L MEIZ ENABLED, #ERDIREED N V) & — 13 HEHIIZI1E
#eHE) S M vdt, ACTIVATE TRIGGER 2 < > K2 2 (I TFH TR T& %,

TEST P A —%T7AME—FNIZTENE) D TAME—FO M) F—IZREEENTH, SCRIPT /¥
FTA—=F—T/ELLAZV T 2EGET, a7 M) F—oRE 2T L7200, 72721,
ACTIVATE TRIGGER 27 ¥ FCTHEE SNG4, TAMNE=FTH-oTH AL 7 hhvE
TEND, 774 M NO,

Bl
WEXAE) —FED20% %5725, memwarn.scp % FEITT A AEY — M) F— [1] 21EKT %,

CREATE TRIGGER=1 MEMORY=20 DIRECTION=DOWN SCRIPT=memwarn.sScp

BEIVYR

ACTIVATE TRIGGER (100 ~<—7%)
ADD TRIGGER (115 *—7)
DESTROY TRIGGER (171 ~<—7%)
DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)

SET TRIGGER MEMORY (279 ~<—3)
SHOW TRIGGER (370 ~<x—7%)
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CREATE TRIGGER MODULE

CREATE TRIGGER MODULE
ArdU—ER R/ M) -

CREATE TRIGGER=trigger-id MODULE=module-name EVENT=event
[module-parameters...] [AFTER=time] [BEFORE=time] [{DATE=date|
DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[SCRIPT=filename...] [STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

module-name: €3 1 — V%

event: TV 2 — VHED A XY M

module-parameters: €Y 2 — VHIHD/NT A — 5 —

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA O3 LT Bl APR). yyyy IEHEF)
day-list: liEH') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl& &b
Eo BHIRERII 3 TR 2)

string: LT (1~40 LT, ZHEGUHEEY 7V +— F THD)

count: 0% (1~4294967294)

filename: 7 7 A V% (LT 1d.scp #.cfg)

FER

EV 2=V N A=EET b,

TV M=, REEV 2 VDA R MAE L SR SNDL, EV 2=V b A= D
TA=F—F, BETV 2L TRE L, NIA—DOETIND A2 ) T M, BETIEE L
T, %D (Bff). %T (B4, %N (Y A7 24%). %S (V) 7 VES) PESND,

ING A —&—

TRIGGER 7 —%F%5

MODULE £V 2—)L%

EVENT EJa2— VAN XY M4

AFTER —H®D) 5 b)) A=A R A HIRS 5/89 2 —% —, M) #—1, AFTER TIRE L 724
MOVRI 24 KE E CTORZZTER E 4 50

BEFORE —H®) & M) X =GR R A IR 287 2 — % —, bYA=, %K 0 K25 BEFORE
THE LR L TOMZFENE 2 5,

DATE —4#09 b M) F—=2F%7% % —H7ZITIZHIRT 585 2 — % —, DAYS & [FEIFICIZIEETE
e\,

DAYS —HED) b M) F =05 AEHIRT /89 2 —% —, 7>~ XY ) THEEED %15 E 7 ik,
WEEKDAY (& MON,TUE,WED,THU,FRI & [fl#%, F7:. WEEKEND I SAT,SUN & [[#, ALL
T RTOWEH, 774V M ALL, DATE & [ABRICIZIRETE v,

NAME ) #—%, SHOW TRIGGER 2~ > FTHERENLHDT, AEL LT,

REPEAT VW —%—FZFETT L0, Thed, METLHYBELETTI0HIRET 5o DKL
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CREATE TRIGGER MODULE

AT HAR. MV ELOREDLIRETE 5, YES & FOREVER 3 [F#% T, TR HIBE % %)
VI k%)Y, NO & ONCE I3[[A35% T, —H7Z0 L 2FEFT2HFT LAV E2RT, Bz EE
L7234 E, e E CHEITEZ#F§ 5, 77 4V b2 FOREVER,

SCRIPT VU #—lEHEICETT LA )T N 77 A V%8 ET S, SCRIPT 85 A—% —l3, 1 a< >
NI A4 VIR ETE %, £720 MU —ETRICH . ADD TRIGGER 22~ > F BN RE,
A7) T M OFETEFRIE, 120 M) F—IZHEEMT 5N E A7) 7 MakeE 5 i

STATE ) 7 —OHR) - R, EEEEO T 7 + )L MEIZ ENABLED, #ERDIREED N V) & — 13 HEHIIZI1E
#eHE) S M vdt, ACTIVATE TRIGGER 2 < > K2 2 (I TFH TR T& %,

TEST P A —%T7AME—FNIZTENE) D TAME—FO M) F—IZREEENTH, SCRIPT /¥
FTA—=F—T/ELLAZV T 2EGET, a7 M) F—oRE 2T L7200, 72721,
ACTIVATE TRIGGER 27 ¥ FCTHEE SNG4, TAMNE=FTH-oTH AL 7 hhvE
TEND, 774 M NO,

1

WA—F vV —%—[10] DFYAY =) —% =l >7:5, bemaster.scp FEITTHEY 2 — ) M) 7—
= 1EIK

CREATE TRIGGER=1 MODULE=VRRP EVENT=UPMASTER VRID=10 SCRIPT=bemaster.scp

BEIYR

ACTIVATE TRIGGER (100 ~<—7%)
ADD TRIGGER (115 *—7)
DESTROY TRIGGER (171 ~<—7%)
DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)

SET TRIGGER MODULE (281 ~<—7%)
SHOW TRIGGER (370 ~<—7%)

f
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CREATE TRIGGER PERIODIC

CREATE TRIGGER PERIODIC
ArdU—ER R/ M) -

CREATE TRIGGER=trigger-id PERIODIC=minutes [{DATE=date|DAYS=day-list}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

minutes: I (1~1439 57)

date: B} (dd-mmm-yyyy O, dd1&H (1~31), mmm & GEFEA SO 3 30T Bl APR). yyyy IEHEAF)
day-list: liEH') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl& &b
o BHIRERII 3 TR 2)

time: ¥4 (hhomm O, hh (EH (0~23), mm 1£5> (0~59))

string: LT (1~40 LT, ZEHEEUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

filename: 7 7 A V% (LT 1d.scp #.cfg)

INGA—&—

TRIGGER V7 —%%5

PERIODIC % —0OEFFE% 5 THET 5o

DATE —#09 b N F—=2F%7% % —H7ZITIZHIRT 585 2 — % —, DAYS & [FEIFICIZIEETE
e\,

DAYS —HED) B M) F =25 BEHIRT 285 2 —% —, 7>~ XY ) THEEED %15 E 7 ik,
WEEKDAY & MON,TUE,WED,THU,FRI & g%, F7:. WEEKEND I SAT,SUN & [[#, ALL
ETRTOWEH, 774V M ALL, DATE & [AERIZIZIRETE v,

AFTER —H®D) 5 M) A=A R A HIRS 589 2 —% —, M) #—1. AFTER TIEE L 72l
MORI 24 FEE CORZTER E 4 50

BEFORE —H® ) & M) F =GR R A IR 287 2 — % —, U A=, %K 0 K25 BEFORE
TIRE LR L TOMPZFE»NE 2 5,

NAME ) #—%, SHOW TRIGGER 2% > FTERENLHDT, AEL LT,

REPEAT VW —%—FZFETT L0, Thed, METLHYBELETTI20%IRET 5o YKL
R THAE. DR LOREDIEETE %, YES & FOREVER Z[A3% T, FEATMEIIHIBR % 71
HWZ EERT, NO & ONCE 2[5 T, —RIZT L2ETERFT LW E2RT, BIEEIRE
L7234 E, IRERE CHEIT2#§ 5, 77 4V b3 FOREVER,

G
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CREATE TRIGGER PERIODIC

SCRIPT VU #—lE#ICETTLEAZ )T N 77 A V%8 ET S, SCRIPT 85 A—% —l3, 1 a< >
NI A4V ICHEBIRtRETE %, £720 MU —EfRICH . ADD TRIGGER 22~ > F TN RE,
A7) T M OFETIEFRIE, 1O0 M) F—ICHEEMTH5NE A7) 7 MakeE 5 .

STATE ) 7 —OHR) - R, EEEEO T 7 + )L MEIZ ENABLED, #ERDIREED N V) & — 13 HEHIIZI1E
#eE) SN vdt, ACTIVATE TRIGGER 2 < > K2 2 (I TFH TR T& %,

TEST P A —%T7AME—-FNIZTENE) Do TAME-FO M) F—ITREENTH, SCRIPT /¥
FA—=F—TI/ELLAZV) T M2EGET, a7 ) F—oRE 2T L7200, 72721,
ACTIVATE TRIGGER 27 ¥ FCTHEE SNG4, TAMNE=FTH-oTHAZ ) 7 hhvE
TEND, 774 M NO,

Bl
W3 5 12 —[a] patrol.scp % %2479 A 5@ IFEAT M U A — 1] Z{EM

CREATE TRIGGER=1 PERIODIC=180 SCRIPT=patrol.scp

BEIVYR

ACTIVATE TRIGGER (100 ~<—7%)
ADD TRIGGER (115 <*—7)
DESTROY TRIGGER (171 ~<—7%)
DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)

SET TRIGGER PERIODIC (283 ~<—7%)
SHOW TRIGGER (370 ~<—7%)

f
I
g
2
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CREATE TRIGGER REBOOT

CREATE TRIGGER REBOOT
ArdU—ER R/ M) -

CREATE TRIGGER=trigger-id REBOOT={RESTART|CRASH|ALL} [{DATE=date]
DAYS=day-list}] [AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1list}]
[NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA SO 3 30T Bl APR). yyyy IEHEAF)
day-list: liEH') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL O#fl& &b
o BHIGERII 3 TR 2)

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

string: LT (1~40 LT, ZHEEUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

filename: 7 7 A V% (LT 1d.scp #.cfg)

FER

R b = EER T 5,
TR MY T —1E, AT LOFRHIFICETENS, MIFT—DPOFTEINE A7) T M, FFkEs]
e LT, %D (EMT‘D\ %T (H%%D\ %N (“/Z?L\%)\ %S (9‘)7)V%§7‘%> DPEI NG,

ING A —&—

TRIGGER 7 —%F%5

REBOOT V) #—DieEhsite 7 b HlEE A N> M 248E T 5, CRASH 137 7 v ¥ 212 X % FEH),
RESTART 137 7 v ¥ 2 DAL ORFIC & 2 ks & BK T %, ALL 13T _TOMESZRT,

DATE —#09 b M) F—=2F%7% % —H7ZTIZHIRT 585 2 — % —, DAYS & [FEIFICIZIEETE
8\,

DAYS —HED) b M) F =25 AEHIRT 289 2 —% —, 7>~ XY ) THEEED %15 E 7 ik,
WEEKDAY & MON,TUE,WED,THU,FRI & g%, F7:. WEEKEND I SAT,SUN & [[#, ALL
T RTOWEH, 774V M ALL, DATE & [ABRICIZIRETE v,

AFTER —H® )5 M) A=A R A HIRS /89 2 —% —, M) #—1. AFTER TIRE L 72l
MORI 24 FEE CORZZTER E 2 50

BEFORE —H®) & M) X =GR R A IR 287 2 — 4% —, U A=, %K 0 K25 BEFORE
TIRE LR ETOMPZFENE 2 5,

NAME ) #—%, SHOW TRIGGER 2~ > FTHERENLHDT, AEL LT,

REPEAT VW —%—FEZFETT L0, Thed, METLHYBELETTI20%IRET 5o YKL
EEFTHAE. DR LOREDIEETE %, YES & FOREVER Z[A3% T, FEATMEIIHIBR % 71
HWZ EERT, NO & ONCE 238 T, —RIZ L2ETERT LW E2RT, BIEEIRE
L7234 E, e E CHEITZ#F T § 5, 77 4V b2 FOREVER,
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CREATE TRIGGER REBOOT

SCRIPT VU #—lE#ICETTLEAZ )T N 77 A V%8 ET S, SCRIPT 85 A—% —l3, 1 a< >
NI A4V ICHEBIRtRETE %, £720 MU —EfRICH . ADD TRIGGER 22~ > F TN RE,
A7) T M OFETIEFRIE, 1O0 M) F—ICHEEMTH5NE A7) 7 MakeE 5 .

STATE ) 7 —OHR) - R, EEEEO T 7 + )L MEIZ ENABLED, #ERDIREED N V) & — 13 HEHIIZI1E
#eE) SN vdt, ACTIVATE TRIGGER 2 < > K2 2 (I TFH TR T& %,

TEST P A —%T7AME—-FNIZTENE) Do TAME-FO M) F—ITREENTH, SCRIPT /¥
FA—=F—TI/ELLAZV) T M2EGET, a7 ) F—oRE 2T L7200, 72721,
ACTIVATE TRIGGER 27 ¥ FCTHEE SNG4, TAMNE=FTH-oTHAZ ) 7 hhvE
TEND, 774 M NO,

i
W A7 L4277y a2tk crashscp & 94T L TEHF I X — V2% 5 FHES) ) 7 — [1] 21k

CREATE TRIGGER=1 REBOOT=CRASH SCRIPT=crash.scp

BEIVYR

ACTIVATE TRIGGER (100 ~<—7%)
ADD TRIGGER (115 <*—7)
DESTROY TRIGGER (171 ~<—7%)
DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)
SET TRIGGER REBOOT (285 ~<— %)
SHOW TRIGGER (370 ~<—7%)

f
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CREATE TRIGGER TIME

CREATE TRIGGER TIME
ArdU—ER R/ M) -

CREATE TRIGGER=trigger-id TIME=time [{DATE=date|DAYS=day-1list}]
[SCRIPT=filename...] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA SO 3 LT Bl APR). yyyy IEHEAF)
day-list: lEH') 2 + (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl& &b
o BHIRERIIS ¥ 3 TR 2)

filename: 7 7 A V% (LT 1d.scp B .cfg)

string: LT (1~40 LT, ZEHEEUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

FER

BN A —EENT 5,
ERE N YA —IIIRE LR INIGEBI SN L, N —DOFEFENELE A2 T ME, FEkRylEe LT,
%D (EMT‘D\ %T (H%%D\ %N (“/Z?L\%)\ %S (9‘)7)V%§7‘%> DPEI NG,

ING A —&—

TRIGGER V7 —%%5

TIME b+ 7 —ORBFANZIEET %, 5F TIRETE 525 i 5 BORENH L, —HIICITIEE
B0 5 BRICRE SN 5 2 L%,

DATE —4#09 b M) F—=2F%7% % —HZTIZHIRT 585 2 — % —, DAYS & [FEIFICIZIEETE
8\,

DAYS —HED) b M) F =05 BEHIRT 285 2 —% —, 7>~ XY ) THEEED %15 E 7 ik,
WEEKDAY & MON,TUE,WED,THU,FRI & [fl#%, F7:. WEEKEND I SAT,SUN & [[#, ALL
T RTOWEH, 774 )V M ALL, DATE & [ABRZIZIRETE 2\,

SCRIPT VU A —REWFICEITTLAZ )T N7 7 ANEIRET S, SCRIPT /85 A—%—1F, 1a< >
FI A4 CHEBIEIRE CE %, 720 M)A —1Ef%ICH . ADD TRIGGER 2~ » F TN HE,
A7) 7 POFEFFEBIE, 120 MY F—ICB#EMT SNB A7) 7 MMk 5 .

NAME ) #—%, SHOW TRIGGER 2~ > FTHERENLHDT, AEL LT,

REPEAT U W —%—FZFETT L0, Thed, METLHYBELETTI20%IRET 5o VKL
EEFTHAE. DR LOREDIEETE %, YES & FOREVER Z[A5% T, FEATMEIIHIBR % 71
HWZ EERT, NO & ONCE 2[5 T, —RIZ L2ETERTLEWI E2RT, BIEEIRE
L7236 d, e E CHEITZ#§ 5, 77 4V b3 FOREVER,

STATE ) 7 —DO4%) - M%), BWEED T 7 + )V Ml ENABLED, EMIRFED b 1) & — 13 HEIIYIZ1Z
#eE) S M vdht, ACTIVATE TRIGGER 2 < > K2 2 (ITFH TR T& %,
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CREATE TRIGGER TIME

TEST P A —%2T7AME—-FIZTENE) D TAME-FO M) =T TH, SCRIPT /¥
FA—=F—THELLAZV T 2 EGET, a7 M) F—oRE 2T L7200, 72721,
ACTIVATE TRIGGER 27 ¥ FCTHEE SNG4, TAMNE=FTH-oTHAZ ) 7 hhvE
TEND, 774 M NO,

i
W3 H 7% 11 #512 pppon.scp # 4T LCPPP 247 ¥ 3 » @R M) 77— (1] 1Rk

CREATE TRIGGER=1 TIME=23:00 SCRIPT=pppon.scp

BEIYR

ACTIVATE TRIGGER (100 ~<—7%)
ADD TRIGGER (115 *—7)

DESTROY TRIGGER (171 ~<—7%)
DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)
SET TRIGGER TIME (287 ~<—7)
SHOW TRIGGER (370 ~<—7%)

f
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2
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DEACTIVATE SCRIPT

DEACTIVATE SCRIPT

AFrdU—EH BB/ A2 YT b

DEACTIVATE SCRIPT=filename

filename: 7 7 A V% (LT 1d.scp #.cfg)

i

FATHOZA 7 ) T hEFIESE 5,

il

ING A —&—

SCRIPT A2 )7 h+77 4%

Bl
WEfTHD A2 ) 7 [runrunscp) ZE1ESE 5%,

DEACTIVATE SCRIPT=runrun.scp

BEI~Vv> K

ACTIVATE SCRIPT (99 <*—7)
ADD SCRIPT (109 ~<—7¥)
DELETE SCRIPT (160 ~<—%)
SET SCRIPT (259 ~<—7%)
SHOW SCRIPT (343 ~<—7)
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DELETE ALIAS

DELETE ALIAS

AFTdU—EH-EH/ axry R Saky ¥ —

DELETE ALIAS=alias

alias: =4 ) 7 A% (1~132 LFo KLFNALTEXBIL v, BHEEOLAIX YTV +— b THT)

FEa

I~y FONS (4 )7 R) ZHIET 5,

ING A —&—

ALIAS =4V 7T 2%

1
W) 7 A [ls] 2HIRT 5,

DELETE ALIAS=ls

BEI~v> K

ADD ALIAS (101 ~<—%)
SHOW ALIAS (293 <—7)
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DELETE FFILE

DELETE FFILE
Hrdy)— ER - EH/ REREEL T AN AT A

DELETE FFILE=filename

filename: 7 7 4 V4 (7 AV K7 — FIEERE)

T390 aT7ANYATALFED T 74 VEHIET 5,
ING A —&—

FFILE 7 7 A VHZRET 50 TANFA—F () bEETiE. BRuaml (1630 FalL 2w o
T, HoaE 831 THRETAZ L.

BEI~Vv> K

CREATE FFILE (124 ~<—7)
SHOW FFILE (303 ~<—7%)
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DELETE FILE

DELETE FILE

Hrdy)— ER - EH/ REREEL T AN AT A

DELETE FILE=filename

filename: 7 7 4 V4 (7 AV K7 — FIEERE)

T ANEHIRT 5,

NTA=Z—

FILE 7740V %, TALKA—F (%) bi8Efe
I

Mnoneed.cfg ZHIET %

DELETE FILE=noneed.cfg

WIETF2Rtxt D7 74V ETRTHIBRT S,

DELETE FILE=*.txt

BEI~Vv> K

RENAME (236 ~—73)
SHOW FILE (305 ~<— %)
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DELETE INSTALL

DELETE INSTALL

HFdV— I EH-EF®/ V7 b7

DELETE INSTALL={TEMPORARY|PREFERRED|DEFAULT}

FEa

AV A M= (77—27 = THER) EREEBRT %0

(4 A P—V] 121F, BEEICO—-F3RET77 =47 27 OEHR, BEAWIZIZY ) —A 7740 E%y
FI7AN (F7vay) OMAEHLEILEHEIN TS, £ ¥ A b—)ViZiZ, TEMPORARY (—J L 2
RSN T A MHA YA b—)V), PREFERRED GEE®H$ 21 > A ~—)), DEFAULT (B2
fFH$TH4 A M=y EPROM LD 7 7 =L 7 2 T7HhHEHT L) 2% 5,

ING A —&—

INSTALL HIBR3T 54 Y A M= NVOHE*I8ET 5, DEFAULT 4 ¥ XA b=V OEEIE, v F 774
DIEFHRD ADHIFE S NG,

BEI~> K

SET INSTALL (244 ~<—7)
SHOW INSTALL (312 x—%)

G
3
m
e

CentreCOM AR740 a~v > K1) 77L > X 26
613-000215 Rev.C

153



DELETE LOG OUTPUT

DELETE LOG OUTPUT

ArdU—EH - EE /uy

DELETE LOG OUTPUT={TEMPORARY|PERMANENT|output-id} FILTER={ALL|entry-id}

output-id: 17 117) ID (1~20)
entry-id: => 1) —%F5 (1~)

BER

07D EHEPO A v =V T AN =Ty M) —5HIRET 5,
INGA—&—

OUTPUT = 71D, 1~20 DR OFE G2, k% ¥ —7 — F [TEMPORARY] (RAM) F7:1%
[PERMANENT/| (NVS) #igEd %,

FILTER X vt—Y 74 V5 —Dxry b)) —F5, ALL 282 L72H&1E, e Lzn 7 liE®mrs ¥
RTCDTANY =Ty M) —=DHIRE N5,

il
WMo h%ERE (1] 226, Avke—V 740y -2 ) — [2] ZHIBRT S,

DELETE LOG OUTPUT=1 FILTER=2

W 7R %ER (2] 60 $XTOTANVY =22 M) —%HIRT %,

DELETE LOG OUTPUT=2 FILTER=ALL

BEI~> K

ADD LOG OUTPUT (102 ~<—7)
SHOW LOG OUTPUT (323 _—7%)
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DELETE LOG RECEIVE

DELETE LOG RECEIVE

ArdU—EH - EE /uy

DELETE LOG RECEIVE={ipadd|ANY}

ipadd: IP 7 N L A

FEa

OV ZET—TAh6Ty M) —%HIKRT 5,
INT X =2 —

RECEIVE {3 A52FAMNEREAY P T—=2DIP T FLAZIEET A, ANY & 0.0.0.0 1ZFTXTDIP
TRLAICHTAIZY M) —%5d,

il
WP 7 N1 2 192.168.1.1 OB DT 7 R v b — VEE 2 4E1ET 5,

DELETE LOG RECEIVE=192.168.1.1

BEI~Vv> K

ADD LOG RECEIVE (104 ~<—7%)
SET LOG RECEIVE (251 <—7%)
SHOW LOG RECEIVE (328 <—7%)
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DELETE MAIL

DELETE MAIL

A7 — DEH B A —VRfE

DELETE MAIL=message-id

message-id: A v t— V%5 (16 #4%, 0~ffff)

A= NVEFEF2—HNDOX—VEHIET 5,
ING A —&—

MAIL *v+—2%%, SHOW MAIL a2~ > N TR HE,

15l
B VEEF2—D5 8B HED X =V aHlRT 5,

DELETE MAIL=8c3f

BEI~v> K

MAIL (227 ~—72)
SET MAIL (254 ~<—72)
SHOW MAIL (332 ~<—7%)
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DELETE NTP PEER

DELETE NTP PEER

Hrdy)— 1 EH - EH / NTP

DELETE NTP PEER=ipadd

ipadd: IP 7 N L A

NTP #—=/N—=D P 7 FL A& HIkT %,
NIA=F—=
PEER NTP 4 —"\—®IP 7 FL &

BEI~Vv> K

ADD NTP PEER (106 ~<—72)
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DELETE NVS

DELETE NVS

Hrdy)— i ER - EH/ REREEL T AN AT A

DELETE NVS BLOCK=block-id INDEX=index

block-id: 71 v 7 ID (16 %)
index: 79y 74 7y 7 A (16 #%)

BER

BLOCK & INDEX Ti6&E &7z NVS 71 v 7 ZHls %,
INGA—&—

BLOCK 7wy 7 ID
INDEX 7uv 747y 7R

BEI~Vv> K

CLEAR NVS TOTALLY (121 ~<—7%)
DUMP NVS (195 ~<—7)
MODIFY NVS (230 <—73)

SHOW NVS (337 ~<—2)

SHOW NVS FREE (339 ~<x—3)
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DELETE RADIUS SERVER

DELETE RADIUS SERVER

HF U= R/ A — N

DELETE RADIUS SERVER=ipadd

ipadd: IP 7 N L A

FEa

FEEY— 3—1) 2 55 RADIUS (Remote Authentication Dial In User Server) ¥ —/S—# |k d 5%,

ING A —&—

SERVER RADIUS #—/ "= IP 7 KL A

1
WA — N —1) 2 b5 RADIUS H—/3— 192.168.10.5 ZHI& 5 4%,

DELETE RADIUS SERVER=192.168.10.5

BEI~> K

ADD RADIUS SERVER (107 <—7%)
SHOW RADIUS (341 <—7)
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DELETE SCRIPT

DELETE SCRIPT

AFrdU—EH BB/ A2 YT b

DELETE SCRIPT=filename [LINE=1ine-num]

filename: 7 7 A V% (LT 1d.scp #.cfg)
line-num: 17875 (1~)

BER

AT VT P77 ANDPSIRETEHRT 5. HEWE, A7) TET77AVED LD EHIRT 5,
LINE Z4RE L7 L SIIREITDHR, 77 ANLZLPIREL Lo 72 S T7 7 ANVZD LD HIRE N5,

ING A —&—

SCRIPT A2 )7 h+7 744
LINE HIF§ 2170078 5. fRERIIIRETOADTHIRINL, BFHE T 7 A V2D L ODHIFREIN 5,

Bl
Wbasic.cfg ® 517H ZHIKET %,

DELETE SCRIPT=basic.cfg LINE=5

Madvanced.cfg ZHIFET %,

DELETE SCRIPT=advanced.cfg

BEI~> K

ACTIVATE SCRIPT (99 <*—7%)
ADD SCRIPT (109 ~<—7¥)
DEACTIVATE SCRIPT (149 ~<— %)
DELETE FILE (152 ~X—7%)

SET SCRIPT (259 ~<—7%)

SHOW SCRIPT (343 ~<—7)
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DELETE SNMP COMMUNITY

DELETE SNMP COMMUNITY
HF Y — A - 5 / SNMP

DELETE SNMP COMMUNITY=community [TRAPHOST=ipadd] [MANAGER=ipadd]

community: SNMP I 3 2 =5 1 —% (1~15 307 KT/ LTFH KT 2)
ipadd: IP 7 N L A

BER

SNMP 232254 —DbEHAF—Tary, by FRAMNEHIERT 5,
INGA—&—

COMMUNITY SNMP 23 2=5 1 —%

TRAPHOST SNMP + 5 v 7O%EERFA N EIRET 5o

MANAGER SNMP A XL —3 3 Y &FF 0§25 MAT— ¥ 3 Y &2EET 5. AL, MANAGER
IZBHFENTOARWEZ M50 SNMP ERIZIZIEE LV, 72720, SNMP 23 2251 —®D
OPEN /%5 A —% — 7% YES O#41&, MANAGER /85 % — % — OB L b 5T, $TXTD
SNMP ZRIZINET 5,

BEIVYR

ADD SNMP COMMUNITY (110 *—%)
CREATE SNMP COMMUNITY (131 <_—7%)
DESTROY SNMP COMMUNITY (170 ~<— <)
DISABLE SNMP COMMUNITY (183 ~<—3)
ENABLE SNMP COMMUNITY (210 <—%)
SET SNMP COMMUNITY (262 <*—3)
SHOW SNMP COMMUNITY (351 ~<—7%)
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DELETE SSH USER

DELETE SSH USER

HFTY— B - & / Secure Shell

DELETE SSH USER=username

username: L—F—% (1~15 L5, BT, ZHAT)

FEa

SSH . —H%—%ZHIRd %,
ING A —&—
USER SSH z.—+#—%

BEI~Vv> K

ADD SSH USER (112 <—7%)
SET SSH USER (264 ~<— %)
SHOW SSH USER (362 ~<—%)
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DELETE TACACS SERVER

DELETE TACACS SERVER

HF U= R/ A — N

DELETE TACACS SERVER=ipadd

ipadd: IP 7 N L A

FEa

FAREH —/3—1 Z k205 TACACS (Terminal Access Controller Accesss System) #—/3N— % ¥ d %,

ING A —&—

SERVER TACACS == IP 7 FL A

1
Wi — =1 2 b5 TACACS H—/3—172.16.10.3 # HIER$ %,

DELETE TACACS SERVER=172.16.10.3

BEI~v> K

ADD TACACS SERVER (114 <—7%)
SHOW TACACS SERVER (367 *—3)
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DELETE TRIGGER

DELETE TRIGGER
AFTY— S -/ b -

DELETE TRIGGER=trigger-id NUMBER=index

index: A2V 7 M5 (1~5)
trigger-id: M) 7 —F 5 (1~100)

BER

MN)H—=DBA27) T MaHIBRET 5,
INGA—&—

TRIGGER ) 77 —%%5
NUMBER A7V 7 &5,

BEIVYR

ADD TRIGGER (115 *—7)

CREATE TRIGGER CPU (133 ~<—73)
CREATE TRIGGER FIREWALL (135 ~<—3)
CREATE TRIGGER INTERFACE (137 < —73)
CREATE TRIGGER MEMORY (139 ~<— %)
CREATE TRIGGER MODULE (141 ~<—7%)
CREATE TRIGGER PERIODIC (143 ~<— %)
CREATE TRIGGER REBOOT (145 ~<—73)
CREATE TRIGGER TIME (147 ~<—%)
DESTROY TRIGGER (171 ~<— )

SET TRIGGER CPU (273 ~<—7)

SET TRIGGER FIREWALL (275 ~<— %)

SET TRIGGER INTERFACE (277 ~<— %)
SET TRIGGER MEMORY (279 ~<— %)

SET TRIGGER MODULE (281 ~<—7%)

SET TRIGGER PERIODIC (283 ~<— %)

SET TRIGGER REBOOT (285 ~<— )

SET TRIGGER TIME (287 ~<—7)

SHOW TRIGGER (370 ~<—7%)
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DELETE USER

DELETE USER

HFAY— ) - AT — 5 = 2

DELETE USER=login-name

login-name: 07 A >4 (1~64 37 EHTORMEETRE, KT/ LFEEXBIL Ao ZEHAT)

FEa

A= =T — I N=A 51— —2HlET 5,
ING A —&—

USER Wl 51— —0u s (4 X HEifET %,

1
W - fly & HIRT %,

DELETE USER=fly

BEI~Vv> K

ADD USER (117 ~<—7%)
DISABLE USER (190 ~<—2)
ENABLE USER (217 ~—7%)
PURGE USER (234 ~<—7)
RESET USER (239 ~<—7%)
SET USER (290 <x—7)
SHOW USER (379 ~<—7)
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DELETE USER RSO

DELETE USER RSO

HFId)— @B/ kX)) T —

DELETE USER RSO IP=ipadd

ipadd: IP 7 N L A

FEa

¥ 21 7 4 —F— FEKIC Security Officer BT Telnet 1 71 ¥ T& 5 +KA PO IP 7 FL A (RSO 7 F
L X, RSO=Remote Security Officer) ZHIFEd %,

¥ a7 4 —F— FCEEPIE, RSO & LCEGHINT P L AHPAYEA S 13 Security Officer #EfR T D
Telnet T 27" f ¥ 3T & %2\,

ING A —&—

IP RSO7FLADXR—=AT FLA

BEI~> K

ADD USERRSO (119 ~<—7¥)
DISABLE USER RSO (191 <*—72)
ENABLE USER RSO (218 _—7%)
SHOW USER RSO (383 ~<—7)
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DESTROY LOG OUTPUT

DESTROY LOG OUTPUT
HFIY— S - EE /vy

DESTROY LOG OUTPUT={TEMPORARY|PERMANENT|output-id}

output-id: 17 117) ID (1~20)

BEER
07O ERTHIRT 5,
ING A —&—

OUTPUT v 7 HJ)5E 1D, 1~20 DIEEOEHE 54 Fi%k% ¥ —7 — F [TEMPORARY] (RAM) F7z1
[PERMANENT/| (NVS) %Z#5%Ed %o

1

WMo 7 ieEsk 11 2HRd 5.

DESTROY LOG OUTPUT=1

BEI~> K

CREATE LOG OUTPUT (126 *—7%)
SHOW LOG OUTPUT (323 _—7%)
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DESTRQOY PATCH

DESTROY PATCH

HFdV— I EH-EF®/ V7 b7

DESTROY PATCH=filename

filename: 7 7 4 V%

FEa

BELLyF 774 VBT 5,
ING A —&—
PATCH /SvF7 7144

BEI~Vv> K

DELETE FILE (152 ~%—7)
LOAD (223 <—7)
SHOW PATCH (340 ~<—7%)
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DESTROY SERVICE

DESTROY SERVICE

AFrd)— R -ER /-3 —E A

DESTROY SERVICE=service-name

service-name: SRV — Y A% (1~15 T, LHEIEET, KT/ LTFEXF LRV, ZZHAT)

FEa

AR —EAZHIRY 5,

ING A —&—

SERVICE ¥iK# —E 24

BEI~Vv> K

CREATE SERVICE (129 ~x—3)

SET SERVICE (260 ~<— )

SHOW ASYN ([f v % —7x—2Z] D61 R—Y)
SHOW SERVICE (345 ~<—3)
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DESTROY SNMP COMMUNITY

DESTROY SNMP COMMUNITY

AFdU— R - &R/ SNMP

DESTROY SNMP COMMUNITY=community

community: SNMP I 3 2 =5 1 —% (1~15 307 KT/ LTFH KT 2)

FEa

SNMP 22 2=5 1 —%HIBd 5%,
ING A —&—

COMMUNITY SNMP 2 3=a2=71—%

BEI~> K

ADD SNMP COMMUNITY (110 *—%)
CREATE SNMP COMMUNITY (131 <_—%)
DISABLE SNMP COMMUNITY (183 ~<—3)
ENABLE SNMP COMMUNITY (210 <—%)
SET SNMP COMMUNITY (262 <*—3)
SHOW SNMP COMMUNITY (351 ~<—7%)
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DESTROY TRIGGER

DESTROY TRIGGER

ArdU—ER R/ M) -

DESTROY TRIGGER=trigger-id

trigger-id: MV 7 —F 5 (1~100)

FEa

M) —ZHIRT 5,
ING A —&—

TRIGGER ) 77—

BEIYR

ADD TRIGGER (115 *—7)

CREATE TRIGGER CPU (133 ~<—73)
CREATE TRIGGER FIREWALL (135 ~<—3)
CREATE TRIGGER INTERFACE (137 ~<—73)
CREATE TRIGGER MEMORY (139 ~<— %)
CREATE TRIGGER MODULE (141 ~<—7%)
CREATE TRIGGER PERIODIC (143 ~<— %)
CREATE TRIGGER REBOOT (145 ~<—73)
CREATE TRIGGER TIME (147 ~<—%)
DELETE TRIGGER (164 ~<—3)

DISABLE TRIGGER (189 ~<—7%)

ENABLE TRIGGER (216 ~x—3)

PURGE TRIGGER (233 ~<—7%)

SHOW TRIGGER (370 ~<—7%)

CentreCOM AR740 a~v > K1) 77L > X 26
613-000215 Rev.C

171



DISABLE FEATURE

DISABLE FEATURE

HFdV— I EH-EF®/ V7 b7

DISABLE FEATURE={featurename|index}

featurename: 7 4 —F ¥ —% (1~1230'7)
index: 7 1 —F v —F5 (1~)

BER

T4 —F v =54ty AREHT S,
INGA—&—
FEATURE 7 1 —F ¥ —4%%7:13 SHOW FEATURE 2~ » RTERENDL T4 —F ¥ —F5

BEI~Vv> K

ENABLE FEATURE (199 ~<—%)
SHOW FEATURE (301 ~<—%)
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DISABLE HTTP SERVER

DISABLE HTTP SERVER
Hrdy)— i EH-EH /AT L

DISABLE HTTP SERVER

FEa

HTTP #— 3= (R — MGl 2wzt s,

ARELERET 7 4V b THTTP == (R — M Ghh) AR > T b 720, TP AR TCP K —
FBOFEN ATV LT, £Fa) T4 —%EMTLLEIE, KA~y FE2FEFLT, HTTP H—/3—
W T BT L,

BEI~v> K

ENABLE HTTP SERVER (200 <—%)
SHOW HTTP SERVER (310 ~<—7%)

E2H - B CentreCOM AR740 a~v> K77 L > 226 | 173
613-000215 Rev.C



DISABLE LOG

DISABLE LOG

ArdU—EH - EE /uy

DISABLE LOG

FEa

O SRR NI 5, 77 4V MR

BEI~v> K

DISABLE LOG GENERATION (175 ~<—%)
DISABLE LOG OUTPUT (176 ~<— <)
DISABLE LOG RECEPTION (177 ~X—%)
ENABLE LOG (201 ~—%)
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DISABLE LOG GENERATION

DISABLE LOG GENERATION

ArdU—EH - EE /uy

DISABLE LOG GENERATION

FEa

O 7 DR &R 5,

DN =% =Po5DTU TRy t—VZERZFE LAy =T OB

BEI~v> K

DISABLE LOG (174 ~—7)

DISABLE LOG OUTPUT (176 ~<— <)
DISABLE LOG RECEPTION (177 ~<—7%)
ENABLE LOG GENERATION (202 ~<—3)

N
pi=s

L7y, 77 4V MEER.
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DISABLE LOG OUTPUT

DISABLE LOG OUTPUT

ArdU—EH - EE /uy

DISABLE LOG OUTPUT [={TEMPORARY|PERMANENT|output-id}]

output-id: 17 117) ID (1~20)

FEa

BE LW lide~on 7)) % —FgIcmhic 4 4,

ING A —&—

OUTPUT )25 % 1 7 IWEEsk e 48E S 5o o L&ed > 72 & &3, TEMPORARY & PERMANENT
T RTOu WA ENIC R L,

BEI~> K

DISABLE LOG (174 ~—7)

DISABLE LOG GENERATION (175 ~<—%)
DISABLE LOG RECEPTION (177 ~<—%)
ENABLE LOG OUTPUT (203 ~<— %)
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DISABLE LOG RECEPTION

DISABLE LOG RECEPTION

ArdU—EH - EE /uy

DISABLE LOG RECEPTION

FEa

07 OZfEHRE (syslog. SRLP. Net Manage Message Protocol) % #4123 %,
VAT LANTORZERELIICIIEE L %\, 77 4V M3FRD.

BEI~v> K

DISABLE LOG (174 ~—7)

DISABLE LOG GENERATION (175 ~<—7%)
DISABLE LOG OUTPUT (176 ~<— <)
ENABLE LOG RECEPTION (204 ~<—%)
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DISABLE MAIL DEBUG

DISABLE MAIL DEBUG

A7 — DEH B A —ViRfE

DISABLE MAIL DEBUG

FEa

A= VRERERREDO TNy 72 fFIET 5,

BEI~v> K

ENABLE MAIL DEBUG (205 ~<—7%)
SHOW MAIL (332 ~<—7%)
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DISABLE NTP

DISABLE NTP

H7rdy)— 1 EH - EH / NTP

DISABLE NTP

R

NTP €3 2= VEEHIZT 5, 77+ )V MMIES),

BEI~v> K

ENABLE NTP (206 ~<— %)
PURGE NTP (232 ~—%)
RESET NTP (238 x—7)

E2H - B CentreCOM AR740 a~v> K77 L > 226 | 179
613-000215 Rev.C



DISABLE RELEASE

DISABLE RELEASE

HFdV— I EH-EF®/ V7 b7

DISABLE RELEASE=filename

filename: 7 7 4 V%

FEa

BELZV)—AT77ANVICETAIA Ly AT 5,

ING A —&—

RELEASE ) ) —Z277 4 )V4

BEI~Vv> K

ENABLE RELEASE (207 <— %)
SHOW RELEASE (342 ~<—72)
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DISABLE SNMP

DISABLE SNMP

AFdU— R - &R/ SNMP

DISABLE SNMP

FEa

SNMP €V 2 — Vashicd 5, 77+ Mg,

BEI~v> K

DISABLE SNMP COMMUNITY (183 ~<—7%)
ENABLE SNMP (208 ~<—7%)

ENABLE SNMP COMMUNITY (210 <—%)
SHOW SNMP (348 ~<—7)

SHOW SNMP COMMUNITY (351 ~<—7%)
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DISABLE SNMP AUTHENTICATE_TRAP

DISABLE SNMP AUTHENTICATE TRAP

AFdU— R - &R/ SNMP

DISABLE SNMP AUTHENTICATE_TRAP

FEa

SNMP FFiE b7 v 7OEREZ NS 5, 77 4V MMIER,

BEI~v> K

DISABLE SNMP (181 ~<—%)

ENABLE SNMP (208 ~<—7%)

ENABLE SNMP AUTHENTICATE TRAP (209 <*—3)
SHOW SNMP (348 ~<—7)
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DISABLE SNMP COMMUNITY

DISABLE SNMP COMMUNITY

AFdU— R - &R/ SNMP

DISABLE SNMP COMMUNITY=community

community: SNMP I 3 2 =5 1 —% (1~15 307 KT/ LTFH KT 2)

FEa

ELZSNMP 2 3 225 4 — % —FIcmahic+ 5,
ING A —&—

COMMUNITY SNMP 2 3=a2=71—%

BEI~> K

DISABLE SNMP (181 ~<—%)

ENABLE SNMP (208 ~<—7%)

ENABLE SNMP COMMUNITY (210 <—%)
SHOW SNMP (348 ~<—7)

SHOW SNMP COMMUNITY (351 ~<—%)
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DISABLE SNMP COMMUNITY TRAP

DISABLE SNMP COMMUNITY TRAP

AFdU— R - &R/ SNMP

DISABLE SNMP COMMUNITY=community TRAP

community: SNMP I 3 2 =5 1 —% (1~15 307 KT/ LTFH KT 2)

FEa

IBELEZSNMP 232254 —2BIFA Ty 7OEKREEMNZT L, 77 4V MMIER,
ING A —&—

COMMUNITY SNMP 23 2=5 1 —%

il

Ma3a2=7+— [public] IZBF5 T v TOEREZERGIZT S,

DISABLE SNMP COMMUNITY=public TRAP

BEI~> K

ENABLE SNMP COMMUNITY TRAP (211 <_— )
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DISABLE SSH SERVER

DISABLE SSH SERVER

HFTY— B - & / Secure Shell

DISABLE SSH SERVER

FEa

SSH ¥ — /N—#REZ A2 B0 77 4+ )b MR,

BEI~v> K

ENABLE SSH SERVER (212 ~<— )
SET SSH SERVER (263 ~<—7)
SHOW SSH (353 ~<—72)
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DISABLE SSH USER

DISABLE SSH USER

HFTY— B - & / Secure Shell

DISABLE SSH USER=username

username: L—%—%; (1~15 X5, T, ZHARH)

FEa

8% L7z SSH L — W — % —KF IR 1§ %,

ADDSSH USER 2~V » FIZ L 2 BINERIIAERN I >Twd, 72721, 5k L Tu 71 L2kt %
& HBIIZHERDIRREIC 2 5, Z D4 1E, ENABLE SSHUSER 2~ » N CHEAMILT 2 T, 441
F—IISSHIZL 2074 VAR TER W,

ING A —&—

USER SSH 1—#—%;

BEI~> K

ADD SSH USER (112 <—7%)
DELETE SSH USER (162 ~<—7%)
ENABLE SSH USER (213 ~<—7)
SET SSH USER (264 ~<— %)
SHOW SSH USER (362 ~<—7)
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DISABLE SYSTEM SECURITY_MODE

DISABLE SYSTEM SECURITY MODE

HFId)— @B/ kX)) T —

DISABLE SYSTEM SECURITY_MODE

FEa

VATLDENEE—FNEEF 2 T4 —F— NP6/ —<IE— NIIEFET 5L,
LX) T4 —FE— FCTORMMEWTHELR 77 AN (BEFEET 7 A VR E) d, Ra~y FETICLDHIBRS
ns,

BEI~Vv> K

ADD USER (117 ~%—7)

ENABLE SYSTEM SECURITY_MODE (214 ~<—3)
SET USER (290 =—7%)

SHOW SYSTEM (365 ~<*—3)

SHOW USER (379 ~<—7)
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DISABLE TELNET SERVER

DISABLE TELNET SERVER

AFd)— Gl R/ Y- I F TR

DISABLE TELNET SERVER

FEa

Telnet ¥ — /N—HREEX RN T 5, 77 4 )V MIEXD.

BEI~v> K

ENABLE TELNET SERVER (215 *—%)
SHOW TELNET (368 ~<—3%)
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DISABLE TRIGGER

DISABLE TRIGGER
AFTY— S -/ b -

DISABLE TRIGGER [=trigger-id]

trigger-id: MV 7 —F 5 (1~100)

FEa

M)A —HRREE NI T B, HH VI, FRE L M) T — 2 — RIS 5,
T7 AN T MBI IER) . (EUER D M) T —I13, STATE=DISABLED % f&5€ L 72 W) A5D,

INGA—&—

TRIGGER V=75, BT DU A — AR A RN IZ % %,

BEI~> K

ACTIVATE TRIGGER (100 ~<—7%)
DELETE TRIGGER (164 ~<—7)
DESTROY TRIGGER (171 *—7%)
ENABLE TRIGGER (216 ~<—7)
PURGE TRIGGER (233 ~<—72)
SHOW TRIGGER (370 ~—%)
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DISABLE USER

DISABLE USER

HFAY— ) - AT — 5 = 2

DISABLE USER=login-name

login-name: 07 A >4 (1~64 37 EHTORMEETRE, KT/ LFEEXBIL Ao ZEHAT)

FEa

BELIZ—F—=TH 7 bW s,
ING A —&—

USER "B 71 %

BEI~Vv> K

ADD USER (117 ~%—7)
DELETE USER (165 ~x—7)
ENABLE USER (217 *—7)
PURGE USER (234 ~<— )
RESET USER (239 ~<—73)
SET USER (290 =—7%)
SHOW USER (379 ~<—72)
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DISABLE USER RSO

DISABLE USER RSO

HFId)— @B/ kX)) T —

DISABLE USER RSO

FEa

¥ 27 4 —F— FIZBWT Security Officer —#—® Telnet 1 7' 1 ¥ %251k %, 77+ )b bid%Ek,
Ka<r FOFEITHEIZ Telnet 1 7 A » L T\ 7z Serucity Officer LX)V D 2 —+ — %, H b |Z Security
Officer DHEMRZ %9 o

BEI~Vv> K

ADD USERRSO (119 ~<—7¥)
DELETE USER RSO (166 ~<—%)
ENABLE USER RSO (218 _—7%)
SHOW USER RSO (383 ~<—7)
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DISCONNECT

DISCONNECT

AFrd)— R -ER /-3 —E A

DISCONNECT 1..5

FEa

WALy a v ERT S,
Ka<wr it [D] &8 TE5, £y ¥ar&Fesid SHOW SESSIONS 2v > FTHERT 5.

Bl
Wiiktyary2a%T745,

DISCONNECT 2

BEI~Vv> K

CONNECT (122 %—7)
CONNECTPORT ([f v % —7x—Z]| D23 ~<~—3)
RECONNECT (235 ~<—7)

SHOW SERVICE (345 ~<—3)

SHOW SESSIONS (347 ~—73)
TELNET (387 ~—2)
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DUMP

DUMP

Hrdy)— ER - EH/ REREEL T AN AT A

DUMP [ADDRESS=address] [LENGTH=length] [SIZE={BYTE|WORD|LONG}]
[SPACE={SD|SP|UD|UP|UR}]

address: X €) —7 FL A (16 #%%)
length: x4 ME (16 3#%)

FER

AEY)—ONEE 165> T 5,
ING A —&—

ADDRESS % ¥ 7HHIaT FL A, Bk EREIE 5 > 7 LZ#EHORDOT LA kb, 72, F—T—F
ADDRESS 721} #5€ L72 081, BiEEFA LT FLADPRRE R o

LENGTH 5 > 7§ 2/54 Mo 16 #ERTIRET 5o Ak AT & F CEAEHR S 5,

SIZE 7—% %A FT2F LD TERT 5% BYTE, WORD. LONG 7 5:#IRY %, AMEIE 3770
R UEPSER S NS, B, SIZE/ST X =¥ -3 FRFERRET A2 THY), ¥ 7357 —
¥ OEZHEY A LENGTH /87 X — % — LIdBFRA 7o LENGTH /Y5 4 — % —id, SIZE /%5
A= 5 —DIEIZH DL, DRIINA NHEALTRET %,

SPACE % > 71%d CPU 7 FL A%, UD (User Data). UP (User Program) . UR (User Reserved) .
SD (Supervisor Data). SP (Supervisor Program) 7 5#R¥ %,

AN - H - EEH

Manager > dump address=0 length=80 size=long

00000000 00021lee4 55551111 55551111 55551111 ....00..00..UC..
00000010 55551111 55551111 55551111 55551111 UU..UU..UU. .UU..
00000020 55551111 55551111 55551111 55551111 UU..UU..UU. .UU..
00000030 55551111 55551111 55551111 55551111 UU..UU..UU. .UU..
00000040 55551111 55551111 55551111 55551111 UU..UU..UU. .UU..
00000050 55551111 55551111 55551111 55551111 UU..UU..UU. .UU..
00000060 55551111 55551111 55551111 55551111 UU..UU..UU. .UU..
00000070 55551111 55551111 55551111 55551111 UU..UU..UU. .UU..
il

WFEF00 FHh2r 5 256 /N4 M &7 — FHAITY > 795
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DUMP ADDRESS=FF00 LENGTH=FF SIZE=WORD

BEEI~Y>R

MODIFY (229 ~—7%)
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DUMP NVS

DUMP NVS

Hrdy)— i ER - EH/ REREEL T AN AT A

DUMP NVS [BLOCK=block-id] [INDEX=index] [LENGTH=Iength] [OFFSET=o0ffset]
[SIZE={BYTE|WORD|LONG}]

block-id: 71 v 7 1D (16 &%)
index: 70y 74 V5 7 A (16 )
length: /N1 ME (16 #%)

offset: 4 bF 7t v b (16 )

ER

NVS 7u vy 7 OWNEZ 16 5> 7§ %,
EE RO THEITS 5 & &3, BLOCK, INDEX, LENGTH %8 d 2 L %A H 5, 2 [ HLRIZ, 8¢
L0728 A =4 —1ZOWTIEREIRIOEAMEH S b,

INGA—&—

BLOCK 7uv 72 ID, SHOWNVS a~v > FTHETE %,

INDEX 7oy 74 r7v 27 A, SHOWNVS a2~ RCHRATE 5,

LENGTH %7957 —70DEX

OFFSET % » 7BtahiE

SIZE 7 — % %A bFOF LD THERT S0, BYTE, WORD, LONG 7 5 3#IR$ 5, AWEHR AT
EFRCEIEH EN S, B, SIZE/NT A =% —3FRGEEIFET LT THY, ¥ T 57—
¥ DR FIRET H LENGTH /85 % — % — L3R % vy, LENGTH /85 % — % —1, SIZE /85
A—=F —DIREP DD LT, DRI, PR THRET 5,

D 7av 7 ID
Index Ty ATy 7 A
Offset 7o TRIEMNEOF 7 v b
Length LA e S =3
Size 7 — ¥ FRHEAL, BYTE. LONG. WORD D¢
Offset LT OF Ty b
Data 7 —% (16 #FER)
ASCII 7—% (ASCII /1)
< 25:
BEIv> KR
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CLEARNVS TOTALLY (121 ~<—7%)
DELETE NVS (158 ~<— )
MODIFY NVS (230 <—73)

SHOW NVS (337 ~—7)

SHOW NVS FREE (339 ~<x—3)

196 | CentreCOM AR740 v > Ky 77 L > X 2.6 EA - T8
613-000215 Rev.C



EDIT

EDIT

AFrdU— R -ER ) VAT L

EDIT [filename]

filename: 7 7 4 V%

FER

W T IVAZ ) =Y 5714 7 — %85,
EHNEZWIHEL TR TIECtrl/C. R L TR TIE Ctrl /K, Ctrl /X, 822 F— 31 ¥ FIdJIEEZ SO

Z&
— o

JLB

Ctrl/ A

[Ctrl| F—ZM L2 5AF— %4, 722 21X [Ctrl/E] &, [Ctrl] *—
EMLGYS [El ¥—2W§ 2L 2ERT S

Ctrl/ 2, Ctrl/O

[Ctrl/ Al [Ctrl/OJ DR, [Ctrl)] F— 3 LzT T TO I bR
Vo 72& 21 [Crl/K, Ctrl/X] 1, [Ctrl/K], [Ctrl/X] DNEIZH5 Z &
BIRY 5

H—VILiEE
P E 7213 Crl/Z 147 B2 H
} 7213 Ctrl/X 14T FIcRE)
— 1 3P RE)

-«

137 2B H)

Ctrl/B 77 A VEHICEH)
Ctrl/D 77 ANOEKEBIZEE) (Telnet 1 74 Y HFIZ Ctrl/D 235 &+ v 2a » 28

KTEELNTLE ) DTHEE)
Ctrl/A TR IR E)
Ctrl/E ITRIZFEH
Ctrl/U (IR 4
Ctrl/V 1 B T ISR E)
Ctrl/F 1 HEEG IR H)

HlIRR
Delete ¥ 7-1% Backspace 71—V VD JEIZd % LT % Hlkk
Ctrl/Y BUEAT %2 HI b
Ctrl/T 1 HEEHIER
70y 7iRE

Ctrl/K, Ctrl/B

Tay r<—7 %k

Ctrl/K, Ctrl/D

]
I
s
i

Ty =7 KT
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EDIT

Ctrl/K, Ctrl/U Tay %Ay~ (FHEDY)
Ctrl/K, Ctrl/C Tuy kI —
Ctrl/K, Ctrl/Y Ty 7 EHE
Ctrl/K, Ctrl/V H— I MBI = A N (5 Y 1)

1&sR
Ctrl/K, Ctrl/F TR
Ctrl/L R AR

RIF - 8T
Ctrl/K, Ctrl/X TR L THRT
Ctrl/C BRHERRFEL TRT
ANE— RYIWEZ

Ctrl/1 HAE=F (F74V 1)
Ctrl/O EEXE-F

Z DOfth
Ctrl/W T8} TE % P T
Ctrl/K, Ctrl/H ITFA T —=DF T NI THRFIR
Ctrl/K, Ctrl/O 77 ANV L

#26: Edit a~ > FOF—)3f » F

1
WEEA27 )7 b7 741 BASIC.CFG = #id %,

EDIT BASIC.CFG

% - TBER

HAGE Windows 1 JE D/ A 78— & — 3 F )V TIRIEFIF =2 2 2w,

BEa~v> R

DELETE FILE (152 ~<—7%)
LOAD (223 <~—7%)
SHOW FILE (305 ~<— %)
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ENABLE FEATURE

ENABLE FEATURE

HFdV—EH-EF®/ VT by T

ENABLE FEATURE=featurename PASSWORD=password

featurename: 7 4 —F ¥ —% (1~12307)
password: /X277 — F (16 #H. /16 F)

FER

TA—Fv—F3 A4 AR HRT B,
INGA—&—

FEATURE 71 —Fv—%
PASSWORD 74 —=Fx =74 AD/)IXAT—F

BEI~v> K

DISABLE FEATURE (172 _—7%)
SHOW FEATURE (301 ~<—%)
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ENABLE HTTP SERVER

ENABLE HTTP SERVER

AFrdU— R -ER ) VAT L
fEE RIS F— P gyfc T

ENABLE HTTP SERVER

FER

HTTP % —/3— (K= PRI 2HMT 5,

KRB E 77 4V 8 THITP % — 3= (3R = MERIY) BB > T b720, IP AL TCP K —
FBOFHENA =T LT Wb, LX) T 1 —%EMT L5413, DISABLE HTTP SERVER 2 v » F% 5
ITLT, HTTP H—N—% W45 &,

BEI~v> K

DISABLE HTTP SERVER (173 <—7%)
SHOW HTTP SERVER (310 ~<—7%)
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ENABLE LOG

ENABLE LOG

ArdU—EH - EE /uy

ENABLE LOG

FEa

O 7 HRER BEMIZT B 77 4V MEER,

BEI~v> K

DISABLE LOG (174 ~—7)

ENABLE LOG GENERATION (202 ~<—3)
ENABLE LOG OUTPUT (203 ~<— %)
ENABLE LOG RECEPTION (204 ~<—%)
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ENABLE LOG GENERATION

ENABLE LOG GENERATION

ArdU—EH - EE /uy

ENABLE LOG GENERATION

FEa

O 7 DEREEZT B, T 7 4V MIER.

BEI~v> K

DISABLE LOG GENERATION (175 ~<—%)
ENABLE LOG (201 <—%)

ENABLE LOG OUTPUT (203 ~<— %)
ENABLE LOG RECEPTION (204 ~<—%)
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ENABLE LOG OUTPUT

ENABLE LOG OUTPUT

ArdU—EH - EE /uy

ENABLE LOG OUTPUT [={TEMPORARY|PERMANENT|output-id}]

output-id: 17 117) ID (1~20)

FEa

fee Lo he~on 7 2 HEAMIZT %,

ING A —&—

OUTPUT A/IZ§ 20/ IMIEEskeiREd 5o o L&ed > 72 & &3, TEMPORARY & PERMANENT
I RTOU I IBEN % B,

BEI~v> K

DISABLE LOG OUTPUT (176 ~<— <)
ENABLE LOG (201 ~—%¥)

ENABLE LOG GENERATION (202 ~<—3)
ENABLE LOG RECEPTION (204 ~<—%)

G
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ENABLE LOG RECEPTION

ENABLE LOG RECEPTION

ArdU—EH - EE /uy

ENABLE LOG RECEPTION

FEa

07 OZfEHRE (syslog. SRLP. Net Manage Message Protocol) & HZNZT %o 77 4 )V MIHH,

BEI~v> K

DISABLE LOG RECEPTION (177 ~<—%)
ENABLE LOG (201 <—%)

ENABLE LOG GENERATION (202 ~<—3)
ENABLE LOG OUTPUT (203 ~<— %)
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ENABLE MAIL DEBUG

ENABLE MAIL DEBUG

A7 — DEH B A —ViRfE

ENABLE MAIL DEBUG

FEa

A= VRERBED TNy T EAENZT 5,
BHREEICIE, A= VOREBEN I~ Y P2 FEIT LW ERICE ~FREN DL, T 7 4 )V MIEER),

% - TBER

KAy NI, VI TNVva—T 4 YRR E, NEEROWRISLEZEZRBE L2 0 TToT,
RS U CUE B Al 4H 24 12 THIRR < 72 8
BEI~> K

DISABLE MAIL DEBUG (178 *—7%)
SHOW MAIL (332 ~<—7%)
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ENABLE NTP

ENABLE NTP

Hrdy)— 1 EH - EH / NTP

ENABLE NTP

NTP €2 2= Ve BT b 77 4V MIER),

BEI~v> K

DISABLE NTP (179 ~<—73)
PURGE NTP (232 ~—%)
RESET NTP (238 <x—73)

206 | CentreCOM AR740 O~v> KU 7 7L > X 2.6 EA - B
613-000215 Rev.C



ENABLE RELEASE

ENABLE RELEASE

AFrdV—ER-EH/ VTN T

ENABLE RELEASE=filename NUMBER=release-number [PASSWORD=password]

filename: 7 7 4 V%

release-number: 1) 1) — A5 (x.y DK, x 1& major /¥— T 3 ¥, y Id 65536 X interim /N — < 3 ~ +minor /¥ —

Tav)
password: /XA 7 — F (16 #%. KLFNLFERRL%2v)

FER

T7—b7x7 (J)—=AT7A4NV) #HGMWZT 5,
ING A —&—

RELEASE 77 —27x7 (V=27 74)\V) %, KO T7 7—24 7« 71E, mm-rrrrez ¥ 7213
mm-rrrrel DR E % %, Likfrez ZEMERNO 7 7 —2 7 27, rel ZIEMBEAD 7 7 — 4
VLT, mm EETIVEHERE T, AR300 ¥V — A1 [8]. AR400 ¥V —AB LT AR700 +) —
A& [52] &7 %, rrrid major /N— 2 3 ¥, minor /N—¥ 3 ¥, interim /N— ¥ 3 ¥ OTFE DR
F72 b DERT,

PASSWORD VY —ZAFA4 LY ANAT— R,

NUMBER V') —Z2%%5, xy DR, x 13 major N —2 3 >~
W=V arTROENL, 72L 21T W= 32201 %51F, x=2, y=65536 (65536 X 1+ 0) T,
NUMBER=2.65536 & 7 5%,

o y & 65536 X interim /¥— 3/ = ~+minor

BEIYR

DISABLE RELEASE (180 ~<—7%)
SHOW RELEASE (342 ~<—72)
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ENABLE SNMP

ENABLE SNMP

AFdU— R - &R/ SNMP

ENABLE SNMP

FEa

SNMP £¥ 2 — VEEMIZT S, 77 40 b3S,

BEI~v> K

DISABLE SNMP (181 ~<—%)

DISABLE SNMP COMMUNITY (183 ~<—73)
ENABLE SNMP COMMUNITY (210 <—%)
SHOW SNMP (348 ~<—7)

SHOW SNMP COMMUNITY (351 ~<—7%)
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ENABLE SNMP AUTHENTICATE_TRAP

ENABLE SNMP AUTHENTICATE TRAP

AFdU— R - &R/ SNMP

ENABLE SNMP AUTHENTICATE_TRAP

FEa

SNMP FFiE ~ 7 v TOERE BT 5. 77 4V MIER),

% - TBER

FEBIZ M T v TPREFEEND LHICTHI2E, Ty RGBS A F0ikE (ADD SNMP COMMUNITY
TRAPHOST=ipadd). 8L U, + 7 v 7OE# (ENABLE SNMP COMMUNITY TRAP) A34%

BEI~> K

DISABLE SNMP (181 <—%)

DISABLE SNMP AUTHENTICATE_TRAP (182 <*—%)
ENABLE SNMP (208 ~<—7%)

SHOW SNMP (348 ~<—7)
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ENABLE SNMP COMMUNITY

ENABLE SNMP COMMUNITY

AFdU— R - &R/ SNMP

ENABLE SNMP COMMUNITY=community

community: SNMP I 3 2 =5 1 —% (1~15 307 KT/ LTFH KT 2)

FEa

HEANIRAED SNMP 2 3 2 =5 4 =2 GMNICT B, 77 + )V MIIER),
ING A —&—

COMMUNITY SNMP 2 3=a2=71—%

BEI~> K

DISABLE SNMP (181 ~<—%)

DISABLE SNMP COMMUNITY (183 ~<—73)
ENABLE SNMP (208 ~<—7%)

SHOW SNMP (348 ~<—7)

SHOW SNMP COMMUNITY (351 ~<—%)
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ENABLE SNMP COMMUNITY TRAP

ENABLE SNMP COMMUNITY TRAP

AFdU— R - &R/ SNMP

ENABLE SNMP COMMUNITY=community TRAP

community: SNMP I 3 2 =5 1 —% (1~15 307 KT/ LTFH KT 2)

FEa

BaELZSNMP 232254 —IZBIJASNMP b J v F7OEKEAEMNCT S, 77+ )V MIER),
FSyFlZaiazrs—Db5 v FHRARM (TRAPHOST) 2 EE N5,

INGA—&—
COMMUNITY SNMP 23 2=7 1 —%
il

M2 32=7+1— [public)] TFT7v 7OEREAMNIT S,

ENABLE SNMP COMMUNITY=public TRAP

% - TBER

NI TRAMERELTO, KAy F2FETLEVE P T v THPRE SNRVOTHEEILE,

BEI~> K

DISABLE SNMP COMMUNITY TRAP (184 <*—%)
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ENABLE SSH SERVER

ENABLE SSH SERVER

HFTY— B - & / Secure Shell

ENABLE SSH SERVER HOSTKEY=key-id SERVERKEY=key-id [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: %% (0~65535)
hours: I [H
seconds: Wil ()

ER

SSH = N—#REx AT 50 77 4 v MR
SSH # — /N —#eHF; 21k, AR M (Host Key) &4 —/v—§ (Server Key) &\29 2 D0 RSA A~
TEBETLLENH L, b DL CREATE ENCOKEY THh 620 UDOER L THB <,

ING A —&—

HOSTKEY kA MEOEFFHIBET 5o fEIEHREIL1024 © v b, CREATE ENCOKEY 2~v > KT
e 3% (TYPE=RSA),

SERVERKEY Y —N—#O#FSTZIRET o HRIIFAMELDY 128 €y MU R, ZBHD 512
¥y MU ETHR TR S %\, CREATEENCOKEY 2< ¥ FTIEk$ % (TYPE=RSA),
EXPIRYTIME - —/N—$#OERNHH (K)o T — =83, FRIMHEE 5 & B8 (FFER)

ENB, 01TEME (ABHEH L 2\v) 2RT. 774V ME0,
LOGINTIMEOUT v Z 4 Y%A L7 7~ (B), Hhthig, 22 CiE LRMAILa 74 > Leho
AR =Nl R a UMY A, 77 40 M 60 s

% - TBER

SSH #—/N—%i2g ¥ % &, b—% —WNig Telnet F —/N—~D7 7 £ AFTER A2 (TCP K— b 25H
Lond),

BEIYR

DISABLE SSH SERVER (185 ~<— )
SET SSH SERVER (263 ~<—3)
SHOW SSH (353 ~<— %)
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ENABLE SSH USER

ENABLE SSH USER

HFTY— B - & / Secure Shell

ENABLE SSH USER=username

username: L—%—%; (1~15 X5, T, ZHARH)

FEa

R IRAED SSH 1. —HF— 2 AT %,

ADD SSH USER 27 > RIZX ZBINERIIARIC R > Twh, 72720, 5HdiEL T s A L2kt 5
CEBIICERIIRAEIC 2 B, FOBEAIE, Ao~y FTHEGSLTAE T, FY32—HF—13SSH Ik 51
TA Y TER,

ING A —&—

USER SSH 1—#—%;

BEI~> K

ADD SSH USER (112 <—7%)
DELETE SSH USER (162 ~<—7%)
DISABLE SSH USER (186 ~<—7%)
SET SSH USER (264 ~<— %)
SHOW SSH USER (362 ~<—7)
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ENABLE SYSTEM SECURITY_MODE

ENABLE SYSTEM SECURITY MODE

HFId)— @B/ kX)) T —

ENABLE SYSTEM SECURITY_MODE

FEa

MEE—FZ ) —<IVE—FK2btFal) T 1 —F— NIIEITT S,
¥V T A —F- FTEZ DI FOETI Security Officer HERA™L% & % % o Security Officer
LNV —HF =R EN T ARVwE R Y FIdRld 5,

BEI~Vv> K

ADD USER (117 ~%—7)

DISABLE SYSTEM SECURITY_MODE (187 ~<—%)
SET USER (290 =—7%)

SHOW SYSTEM (365 ~<*—3)

SHOW USER (379 ~<—7)
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ENABLE TELNET SERVER

ENABLE TELNET SERVER

AFrd)— R -ER /-3 —E A

ENABLE TELNET SERVER

FEa

Telnet — /N—FEFEXBRICT B 77 4 )V MIAR
AL O Telnet 4 — /3=, IPv6 25H )T T IPv6 #EH T Ok

BEI~v> K

DISABLE TELNET SERVER (188 ~<—7%)
SHOW TELNET (368 ~<—3%)

bz ANS,

EH - B8 CentreCOM AR740 O~ > Ky 7 7L > X 2.6
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ENABLE TRIGGER

ENABLE TRIGGER
AFTY— S -/ b -

ENABLE TRIGGER |[=trigger-id]

trigger-id: MV 7 —F 5 (1~100)

FEa

MY —BEBET AT 5. AW, BELLZ NI T -2 HRIIT 5,
T7 AN T MBI IER) . (EUER D M) T —I13, STATE=DISABLED % f&5€ L 72 W) A5D,

INGA—&—

TRIGGER V=75, BT DU A — AR A RN IZ % %,

BEIVYR

ACTIVATE TRIGGER (100 ~<—3)
CREATE TRIGGER CPU (133 ~<—73)
CREATE TRIGGER FIREWALL (135 ~<—3)
CREATE TRIGGER INTERFACE (137 ~<—73)
CREATE TRIGGER MEMORY (139 ~<— %)
CREATE TRIGGER MODULE (141 ~<—7%)
CREATE TRIGGER PERIODIC (143 ~<— %)
CREATE TRIGGER REBOOT (145 ~<—73)
CREATE TRIGGER TIME (147 ~<—%)
DELETE TRIGGER (164 ~<—73)

DESTROY TRIGGER (171 ~<— )
DISABLE TRIGGER (189 ~<—%)

PURGE TRIGGER (233 ~<—7%)

SET TRIGGER CPU (273 ~<—7)

SET TRIGGER FIREWALL (275 ~<— %)
SET TRIGGER INTERFACE (277 ~<— %)
SET TRIGGER MEMORY (279 ~<—%)

SET TRIGGER MODULE (281 ~<—7%)

SET TRIGGER PERIODIC (283 ~<— %)

SET TRIGGER REBOOT (285 ~<— %)

SET TRIGGER TIME (287 ~<—7)

SHOW TRIGGER (370 ~<—7%)
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ENABLE USER

ENABLE USER

HFAY— ) - AT — 5 = 2

ENABLE USER=login-name

login-name: 07 A >4 (1~64 37 EHTORMEETRE, KT/ LFEEXBIL Ao ZEHAT)

FEa

IBELI L= —Th 7 beBFENCT S,
ING A —&—

USER "B 71 %

BEI~Vv> K

ADD USER (117 ~%—7)
DELETE USER (165 ~x—7)
DISABLE USER (190 ~%— )
PURGE USER (234 ~<— )
RESET USER (239 ~<—73)
SET USER (290 =—7%)
SHOW USER (379 ~<—72)
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ENABLE USER RSO

ENABLE USER RSO

HFId)— @B/ kX)) T —

ENABLE USER RSO

FEa

¥ 21) 74 —F— FThoTd, Security Officer L NV L —H—D Telnet U 7' 1 » % FF0[§ 5%,
PR, EF¥ 2 T4 —F— FIZBWTS, ADDUSERRSO 2~ RTHRELZZIP 7T FL A LR
Y. Security Officer L NV DL —H—T Telnet B 7 1 ¥ 50 fE, FTLCWAWEE (F74)0V ), &
F 21 7 4 —%F— FTId Security Officer L' )V D2 —H— 3 Telnet 1 71 ¥ H3T & %\,

BEI~v> K

ADD USERRSO (119 ~<—7¥)
DELETE USER RSO (166 ~<—%)
DISABLE USER RSO (191 <*—7%)
SHOW USER RSO (383 ~<—7)
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FLUSH LOG OUTPUT

FLUSH LOG OUTPUT
HFAY— -/ ny

FLUSH LOG OUTPUT [={TEMPORARY|PERMANENT|output-id}]

output-id: 17 117) ID (1~20)

FEa

O Ay —VF 22— IR EINTVBE Ay =T %2775 TS5,
ING A —&—
OUTPUT uw ZHHID %2i8% 5, TEMPORARY #48%E L72Haid. A E) — Eoa 7+ X THIR

END, FNUNEBE LB, BELAZTZ7HNIDDOA v =V Fa—0bT7 5y ad
Nb, EIBEOEAE, TRTOAYE—IUPT Ty aE8Nb,

BEI~Vv> K

PURGE LOG (231 ~<—7)
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HELP

HELP

AFrdU— R -ER ) VAT L

HELP [topic]

topic: ~NVT Y v

FER

FUIA NN TEERT D,

HHTZ2~NVT 774 )VIZSETHELP 2~ > RTERTE L, 72, BIEFEHLTHwEALVT 7 7 4 )ViF

SHOW SYSTEM 2~ ~ FTCHEET

AR - H - EEf

&5,

Manager > help

ANILTIERD RE Y 7 &2 FEAL TV
ANRBKLFOHR7Z T THhENE

Help Operation
Help INterface
Help ISdn

Help Tdm

Help ACc

Help FRamerelay
Help PPp

Help Bridge
Help IP

Help IPVe6

Help IPMulticast
Help IPX

Help APpletalk
Help FIrewall
Help Vrrp

Help Rsvp

Help Dhcp

Help Gre

Help L2tp

Help IPSec
Help PKi

Help Enco

220 | CentreCOM AR740 O~ > KU 77
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This online help is written in Japanese

AR740 2 Z4A4 AT - V2.6 Rev.01l 2005/06/17

(Shift-JI8) .

7,
€A ("HELP OPERATION" (& "H o"& &EER]),
EH - g8
12— 1—2X
ISDN

Esh
FEREAT—IL
JL—L)L—
PPP

TNy yg

Ip

IPve
IPYILFHF X b
IPX
AppleTalk
T7AT 7 +—)b
VRRP

RSVP

DHCP H#—/\—
GRE

L2TP

IPsec

PKI

BES - [LHE

L>X26




Help Keybind AN

1
WA AVTD by TR=V %R D

HELP

W74~V TOIP OIHE % /L5

HELP IP

BEEIYKR

SET HELP (243 ~<—7%)
SHOW SYSTEM (365 ~<—3)

CentreCOM AR740 a~v > K1) 77L > X 26
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IF THEN ELSE ENDIF

IF THEN ELSE ENDIF
Hrdy)— i EH-E®/ A7V T b

IF stringl {EQINE} string2 THEN commands [ELSE commands] ENDIF

stringl: LB L3075 (1~255 3LF)
string2: LB L3075 (1~255 3F)

commands: 23~ R4

FER

2 ODOFF (stringl, string2) O HEGERIZIED & &Mrl 217 720 ORIE S AfE, 2207
N T OB T RE,

HETFEQUE 2200 XFHIAE L WE EZIZH, NER2 2O FHIHEH L Avd XICHEZE T, ki
RICFANLFHEHE Lz,

%145 (string] {EQ|NE} string2) 750 & (% THEN # (THEN~ENDIF % 721 THEN~ELSE) #¢
FAT SN, ZD% ENDIF O 55 FATH B S b,

G0 L 213, ELSE HiAd UL ELSE i (ELSE~ENDIF) 25%47 &1, D% ENDIF X755 A
7 ) 7 b OETBE S N Do

GHERDME T, ZBH D ELSE #idsh v & X, 7272512 ENDIF O:X IR 5,

% - TBER

227 T OREH T fE,

BEI~> K

WAIT (392 <—7)

222 | CentreCOM AR740 OA~<> K 77L>X 26
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LOAD

LOAD
HFdY—EH - EW /7Ty Ju—F- ¥y ru—F

LOAD [METHOD=TFTP] [SERVER={hostname|ipadd}] [FILE=filename]
[DESTFILE=destfilename] [DESTINATION={FLASH[NVS}] [DELAY=seconds]

LOAD [METHOD={HTTP|WEB|WWW}] [SERVER={hostname|ipadd}]
[SERVPORT={1..65535|DEFAULT}] [FILE=filename] [DESTFILE=destfilename]
[DESTINATION={FLASH|NVS}] [HTTPPROXY={hostname|ipadd}]
[PROXYPORT=1..65535] [USERNAME=username] [PASSWORD=password]
[DELAY=seconds]

LOAD [METHOD=ZMODEM] [ASYN=asyn-number] [FILE=filename]
[DESTINATION={FLASH|NVS}] [DELAY=seconds]

hostname: = A + %

ipadd: IP 7 F L A

filename: 7 7 4 V% (1~100 3C'7°)
destfilename: 7 7 1 V4% (16.3 &)
seconds: W (0~4294967295 )
password: /XA 77— F (1~60 3'7)
username: L—W—% (1~60 X7F)
asyn-number: IEFH A — FF5 (0~)

FER

77 ANVEY 00— 8T 5%, TFTP, HTTP. ZMODEM D& 71 » 2)b /4 — N =3 g,
BELLPolcA 7Y a  iZonTid, SETLOADER 2~ ¥ FTRELZT 7 4V MEAMEH S S,

ING A —&—

METHOD #53% 72 b2 )b, TFTP, HTTP (WEB, WWW [ L), ZMODEM OWIF N ZIFET 5,

SERVER TFTIP/Web % —/X—® 7 )V F 2 1 » % (FQDN) F 7213 IP 7 F L A, METHOD |2 TFTP,
HTTP (F7:13 WEB, WWW) %2J8E L7 ZDAEFR, FQDN = {8%E 3 4 121X, ADD IP DNS
2% RTDNS ¥ —N—%2 % L TBLLEDXDH S

SERVPORT Web #—/¥—® TCP ;K— b F5, METHOD |2 HTTP (Z7:1X WEB, WWW) %#J8EL
oL EDRER, 77 4V M 80

FILE %> u—FWR7 74 V4, —N—LEDO T VNATIRET A

DESTFILE %7 >u—FEDO7 7 4)IV%

DESTINATION ¥ >u—FL727 7 A VORI T/NA A, NVS (M52 €Y —) 2 FLASH (7
Ty vaXAE) =) BIRET S, 77+ I FLASH

HTTPPROXY HTIP 7u* =D 7))V N4 4 »% (FQDN) %7:1XIP 7 FL A, METHOD 2 HTTP

EH - B CentreCOM AR740 a~v> K77 L > X226 | 223
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224 | CentreCOM AR740 O~<> K 77L>X 26

LOAD

(F7213 WEB, WWW) Z48E L7z & EDOAEW. FQDN #48%E T 51213, ADDIPDNS 2~ > K
TDNS == %iiE L THBLLEDND S

PROXYPORT HTTP 71 %3 —® TCP K — +F%5. METHOD (2 HTTP (%7213 WEB, WWW) %
e L7z L E0AAR. HTTPPROXY %#385%E L TV A A DOARE R, Al 80

DELAY <> F#ANS Y Y yu— FEKBE TORR (7))

USERNAME HTTP Basic f2iEH D1 —4—%, METHOD 2 HTTP (% 7:1Z WEB, WWW) # {55 L
7L EDARGE)

PASSWORD HTTP Basic #iHD/¥2 7 — F, METHOD |2 HTTP (% 7:13 WEB, WWW) #f&%& L
7L EDARGR)

ASYN JE[H+E— %5, METHOD |2 ZMODEM % #85E L7z & & DAY

1
BTFTIP % —/3Y— 192.168.10.103 2° 5 7 7 1 )V rbasic.cfgj B ru— K35,

LOAD METHOD=TFTP SERVER=192.168.10.103 FILE=basic.cfg

BWeb # — /¥ — [www.example.com] D 7 7 1 )V [example-0001.cfg] # HTTP T% 7 > 1 — F
L. ex0001.cfg X\ 9 %R CHRAFT o 70— FHL7 74 V% 7% URL THET 2 &,
[http:/ /www.example.com/confdir/example-0001.cfg | 127 %,

ADD IP DNS PRIMARY=192.168.10.5
LOAD METHOD=HTTP SERVER=www.example.com FILE=/confdir/example-0001.cfg
DESTFILE=ex0001.cfg

% - TBER

HTTP v % > —%2FH$ 24, HTTPPROXY & PROXYPORT (& SET LOADER 2~ » N CTF 7 #+ )b
MEE LTHRET DD L\,

BEIVYR

SET LOADER (245 ~<—3)
SHOW LOADER (314 ~<—3)
UPLOAD (390 ~—73)

f
I
g
2

613-000215 Rev.C



LOGIN

LOGIN
AFrdU— R -ER ) VAT L

LOGIN [login-namel

login-name: 07 A >4 (1~64 37 EHTORMEETRE, KT/ LFEEXBIL Ao ZEHAT)

FEa

fBEL—F—DERTr 74 v LiaBT,

login-name Z#gE L7z & &3, woZcAn s 7o ML, B7 477 (login:) T login-name % A
NLIEBROIRIEIZ R B (SAT = FANFELIZH D). BT A Y HERELGP-72E1R, B4 70
Y7 MIRBZST, HE L LOGOFF 27 ¥ FEFE L, LOGON b [[F%

% - TBER

KAX TV F2FETTHE, BIEOQ T A vy 2 a Bl nolz ARTEEONAE I EIIHETE, Thbb,
Telnet #Hilf oA I~ v 23735 L, Telnet £y ¥ a Y BEIUM SN TLE ),

BEI~Vv> K

LOGOFF (226 ~<X—7)
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LOGOFF

LOGOFF

AFrdU— R -ER ) VAT L

LOGOFF

R

s A ykyyarrsasry bt5, LOGOUT b [H#

BEa~ > K

LOGIN (225 ~<—72)

226 | CentreCOM AR740 O~ > KU 7 7L > X 2.6 EA - B
613-000215 Rev.C



MAIL

MAIL
A7) - E - EE ) A ViRfE

MAIL TO=email-addr {FILE=filename|MESSAGE=string} [SUBJECT=string]

[ETRN=domain-name]

email-addr: 1 A —)V7 FL A
filename: 7 7 4 V%
domain-name: N XA 2%
string: LFH (1~131 X°F)

ER

BET FLAIZEL A=V &%
AT %TMMLZV/FTQTZF%% REL TBLLEND S,

ING A —&—

TO %A —VT FL A, user@domain.xxx D2 user@[192.168.100.5] DA TIHRET 5. HIED
BAIE DNS =N =0 E b L% (ADDIPDNS 2~ ¥ F), BHEDIP 7 FL AT F A1~
DA=NIIAF T v — (MX),

FILE 7FA N7 74 0V%. XA—IVARLE L THERFBSNS, MESSAGE & [FFRFIZIRET A Z LIETE vy,

MESSAGE A — VAXDOLFH, FILE & FFICIEE T 52 &IETE v,

SUBJECT X—LVD% A kv

ETRN TO TIRELZ A=V —N=Z3F L, ETRN TIHRZE L7 F AL YDA =N %2 TRTF2—05
FEIT 5 L) EERT 5,

1
Badmin@mydomain.xxx {2 X — )b & 3%

MAIL TO=admin@mydomain.xxx SUBJECT="test" MESSAGE="This is a test."

% - TBER

user@domain.xxx DN TT7 FL 2 %48%E L 728413, DNS 2> T2 F 2 {4 > (domain.xxx) ® MX
La—FaR#EL, A—NVIIAF 2y Vv —JEEA Ve RET S, TO0, 5K AL O MX L
I—=FEBITRVERETIIA—VERL LN TERV, 2L, ZORBATOA—NVIIAF 2T v—
DIP 7 FL ADb oo Twilld, user@[ipaddress] DIEXTT FL AZHET 5 Z L1 X ) #E 16,
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BEEIYKR

DELETE MAIL (156 ~<— %)
SET MAIL (254 ~<— %)
SHOW MAIL (332 ~<— %)
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MODIFY

MODIFY
Hrdy)— i ER - EH/ REREEL T AN AT A

MODIFY ADDRESS=address SIZE={BYTE|LONG/WORD} VALUE={value-list|string}
[SPACE={SD|SP|UD|UP|UR}]

address: X €1)—7 FL A (16 %)
value-list: 51 Ny (16 #E8, BEHAL T LI v TR A, KB /N1 1)
string: 7Y (#7027 +— FCHT, 1~12 307)

ER

AE)—ONEXEHT 5,
INGA—&—

ADDRESS ~NX—AZ7 KL X

SIZE fEd» k&S, BYTE. WORD. LONG 75 :#4R,

VALUE ZHHEDT =5, SIZE T LA T 812 v < TR 5 72 16 55 (k554 +o il
VALUE=12,4ac,0,14¢,65) %, ¥ 7V 7  — b THAZZCTFH] (k12 L% 1 VALUE="string”)
THES %o

SPACE CPU 7 FL 2%, UD(User Data),UP (User Program) ., UR (User Reserved) .SD (Supervisor
Data). SP (Supervisor Program) &€ fE, W&k 13 SD,

BEI~> K

DUMP (193 ~<—7)
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MODIFY NVS

MODIFY NVS

Hrdy)— i ER - EH/ REREEL T AN AT A

MODIFY NVS BLOCK=block-id INDEX=index OFFSET=offset SIZE={BYTE|LONG]
WORD} VALUES=value-list

block-id: 71 v 7 1D (16 &%)

index: 70y 74 V5 7 A (16 )

offset: 4 bF 7t v b (16 )

value-list: x4 M5 (16 #5, FHEHM T LITH V< TRYIS)

ER

BLOCK & INDEX T8 217 NVS 71 v 7 ONKEXZEFT 5,
ING A —&—

BLOCK 7wuv 7 ID

INDEX 7uv 747y 7R

OFFSET 7uv ZEHENPLDF 71y b

SIZE FHxALH 4 X

VALUES #&AOMH, 16 5% » >~ X)) T2 (] : VALUES=fe,a2) .

BEI~> K

CLEAR NVS TOTALLY (121 ~<—7%)
DELETE NVS (158 ~x— %)
DUMP NVS (195 ~<—7)

SHOW NVS (337 ~<—2)

SHOW NVS FREE (339 ~<x—3)
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PURGE LOG

PURGE LOG
HFAY— -/ ny

PURGE LOG [={TEMPORARY|PERMANENT|output-1id}]

output-id: 17 117) ID (1~20)

FEa

O 7RISR 2E 2 HIbR, H2W0id, 7B Fa—NO Xy =TV ZHIBRT 5,
MR IEE L h o A, O 7 BEOREDN T 7 4V MIRESL, 2—F—EHRDOH BT TR THIKR S
N, B7HNF2—HNOO 7 Ay =D 3T _RUEEEND, HkEIEELHE Fa -0l
TWARHLITIEITO R v = D72 DHIER S, 1O IHEREORREIIEH SN,

ING A —&—
LOG "W xigEdT 5o BERIE, F2—ITHMENTWEEYH I TO X v £ — T 721 H%H]
a3, OV EREDOBREBRIEEING V. BEL o728 Eld, UTEREEORENTXTT 7 4 )L

MIRA, 20HE, 1-F—EROHNERT S THIR SR, 0/ HIFa—NOTT X vb—Y
BT TR SN D,

% - TBER

AHBICARI Y F2FT Lawv X ) ERE,

BEI~> K

DISABLE LOG (174 ~—7)
ENABLE LOG (201 <—%)
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PURGE NTP

PURGE NTP

H7rdy)— 1 EH - EH / NTP

PURGE NTP

FEa

NTP €7 2 — VOREFHRE T XTHIRT 5,

NTIP €3 2= VHFENIZR > TOREFIF Vo AL, 1453y 7 RfEH],. A5 74 v 7 RE#R
EBITHIBRT A0 I~ Y FETHICNTP €2 2 — WSARI7Z o 7285813, T XCOREHIRARTEARIC
T 5,

% - TBER

WHPD Y AT L TRIAT Y FEFETTAHEEZHHITERET LI L,

BEI~Vv> K

DISABLE NTP (179 ~<—7)
ENABLE NTP (206 ~<—%)
RESET NTP (238 ~<—7%)
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PURGE TRIGGER

PURGE TRIGGER
AFTY— S -/ b -

PURGE TRIGGER

FEa

N —REORERE T TN THIRRY %0
PERCL 72 b ) =13 _THIBR S AL, b ) 7 —BRRR IS IRDIC %2 B

% - TBER

7

YIALRAEY—FIZHB M) T —EEORESTXTHIBE SN 20, EHRO Y AT ATRa<w YK
=

THEESRITHIERT S L,

BEIYR

CREATE TRIGGER CPU (133 ~<—73)
CREATE TRIGGER FIREWALL (135 ~<—3)
CREATE TRIGGER INTERFACE (137 < —73)
CREATE TRIGGER MEMORY (139 ~<— %)
CREATE TRIGGER MODULE (141 ~<—7%)
CREATE TRIGGER PERIODIC (143 ~<— %)
CREATE TRIGGER REBOOT (145 ~<—73)
CREATE TRIGGER TIME (147 ~<—%)
DELETE TRIGGER (164 ~<—73)

DESTROY TRIGGER (171 ~<— )
DISABLE TRIGGER (189 ~<—7%)

ENABLE TRIGGER (216 ~x—3)

SET TRIGGER CPU (273 ~<—7)

SET TRIGGER FIREWALL (275 ~<— %)
SET TRIGGER INTERFACE (277 ~<— %)
SET TRIGGER MEMORY (279 ~<—%)

SET TRIGGER MODULE (281 ~<—7%)

SET TRIGGER PERIODIC (283 ~<— %)

SET TRIGGER REBOOT (285 ~<— )

SET TRIGGER TIME (287 ~<—7)

SHOW TRIGGER (370 ~<—7%)
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PURGE USER

PURGE USER

HFAY— ) - AT — 5 = 2

PURGE USER

FEa

MANAGER # B { §RTHOL—F— 4 F— ¥ RXR— 20 LHIBET 5,
MANAGER ®/3A 7 — R 77 4 )V b D friend 125

% - TBER

7

VHALAE) - EIZH AL —EOBREN TR YR ENL 720, BEHFOY AT L TRIa<v s R
AT

THEESRITHIERT S L,

BEI~Vv> K

ADD USER (117 ~%—7)
DELETE USER (165 ~x—7)
DISABLE USER (190 ~%— )
ENABLE USER (217 *—7)
RESET USER (239 ~<—73)
SET USER (290 =—7%)
SHOW USER (379 ~<—72)
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RECONNECT

RECONNECT

AFrd)— R -ER /-3 —E A

RECONNECT 1..5

FEa

—HER L om AR v Va3 VISR A,
v ¥ a Y3513 SHOW SESSIONS 2~ » RTHEATE %,

I
Wl LTkt Yy v a v 2 ICHERT 5,

RECONNECT 2

BEI~Vv> K

CONNECT (122 <—7%)
DISCONNECT (192 <—7%)
SHOW SESSIONS (347 ~<—7%)
TELNET (387 ~—%)
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RENAME

RENAME
Hrdy)— ER - EH/ REREEL T AN AT A

RENAME src-filename dst-filename

sre-filename: ZZH[ 7 7 A V44
dst-filename: W% 7 7 4 V4,

FER

TP ANGEEERES S,

BEI~Vv> K

DELETE FILE (152 ~<—7%)
SHOW FILE (305 ~<— %)
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RESET LOADER

RESET LOADER

AFAY— - EE /Ty Sa— k- gy ra—

RESET LOADER

FEa

T ANEEREEOPEESL LOADER £V a— L&) vy b4 5,
FATHD T 7 A VEEIZTRTHET SN, 7 7 A VERICHWSEN TV ) V= AF TR THRE NG, £
72 EGETR D 7 7 A VIdHIBR S LA,

BEI~Vv> K

LOAD (223 ~<—7%)
SET LOADER (245 ~<—3)
SHOW LOADER (314 ~<—%)
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RESET NTP

RESET NTP

H7rdy)— 1 EH - EH / NTP

RESET NTP

FEa

NIPEYa— Nz )ty M b,
FAF Iy R EERe T _THIBRL, 2AF 71 v 7 ik ElfmeiisE L, NITP ) 7 22 M 23253 %,

EEIv> R

DISABLE NTP (179 ~<—%)
ENABLE NTP (206 ~<—%)
PURGE NTP (232 <—7)
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RESET USER

RESET USER

HFIAY— M - EH ) - T — Y N — R

RESET USER|[=login-name] COUNTERS [={ALL|GLOBAL|USER}]

login-name: 07 A >4 (1~64 37 EHTORMEETRE, KT/ LFEEXBIL Ao ZEHAT)

FEa

I—F—Trous{ vEEh vy —, LWL, - SO — NNV h Y b —% ) kb
T 5,

INGA—&—

USER 174 YZ&EIBE LA, Sba—Y—ou s Vet v 5 =728y M &b,

COUNTERS V-tvy bF 5475 —OffH, USER /ST XA =% =120 74 Y ZEi/E L h o258,
ALL (§XRCToH 7% —), GLOBAL (Fu—,\)Vh» % —), USER (&L—HF—Dua 1 ¥
Bt vy =) PEETE S, USER /N A —% =20 s A v xfgE L7-¥f. COUNTERS /37
A—=% =123 USER (EY1—H—0us( Vigath v > ¥ —) LPRETE 2\,

BEI~> K

ADD USER (117 ~—72)
DELETE USER (165 ~x—7)
DISABLE USER (190 ~%— )
ENABLE USER (217 *—7)
PURGE USER (234 ~<— )
SET USER (290 =—7%)
SHOW USER (379 ~<—72)
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RESTART

RESTART

AFrdU— R -ER ) VAT L

RESTART {REBOOT|ROUTER} [CONFIG={filename|NONE}]

filename: 7 7 A V% (LT 1d.scp #.cfg)

BEER
VAT L EFHERT L,
ING A —&—

REBOOT ZI— )V FAF—F (h=Foyxz7Vtv ) 2FET35, ZTOHH CONFIG /87 X — 4 —Ii
FBETE 2\,

ROUTER 7+ —24A%—bF (V7727 )ty ) 2947¢ %, CONFIG /37 A — & — THEH %I
AR CHET 7ANZIRETE b,

CONFIG MEEIFFIZHAAGEERA ) T 8T 74 Ve 74— LAY — M (ROUTER * 73 3 5
) OARIEENRE. NONE Z48%E L 72 d#E 7 7 1 v EGHALETITEE T 5 (ZOHETILDL
EB)e KA T a Y ERIBE LG o7 E1E, SET CONFIG 27 » FCilsE L 7B S 7 7
ANDFTHRIRE NS,

151
By +—2 A% — 145,

RESTART ROUTER

W1 L2 ZOFETHERT 4,

RESTART ROUTER CONFIG=NONE

W1 7217 TEMP.CFG D¢ THREEI§ 5,

RESTART ROUTER CONFIG=TEMP.CFG

WV —5—%nN—F 727ty F¥ 5,

RESTART REBOOT
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BEEIYKR

SHOW CONFIG (295 ~<—3)
SHOW EXCEPTION (299 ~<— %)
SHOW STARTUP (364 ~<— %)

CentreCOM AR740 a~v > K1) 77L > X 26
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241



SET CONFIG

SET CONFIG

HFdV—EH -EW /a4 7L —=vay

SET CONFIG=filename

filename: 7 7 A V% (LT 1d.scp #.cfg)

FEa

BRI AARATINAET 74V bOHRET 7 AN GEEEZE 7 74V) 2/ ET 5,

ING A —&—

CONFIG #EAZ )T 774V (cfg F72id.scp)o

BEI~Vv> K

CREATE CONFIG (123 ~<—3)
RESTART (240 <—7)
SHOW CONFIG (295 ~<—73)
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SET HELP

SET HELP
Hrdy)— i EH-EH /AT L

SET HELP=filename

filename: 7 7 4 V%

FEa

HELP 2~ > F2MEH$T AL T 7 7 A VEIRET 5,
BIEDOFHE L SHOW SYSTEM 2~ » N TR T X 5,

INTG XA —& —
HELP ALV 77 7A41V%
15

WLV 7 77 A40ELT232-0lLHLP #ff5 L )%k ET 5,

SET HELP=232-01.HLP

BEI~Vv> K

HELP (220 ~<—7%)
SHOW SYSTEM (365 ~<—3)

EH - B CentreCOM AR740 a~v> Ky 77 L > X226 | 243
613-000215 Rev.C



SET INSTALL

SET INSTALL

AFIV—EH-ER/ V7T
SET INSTALL={TEMPORARY|PREFERRED|DEFAULT} [RELEASE={filename|EPROM}]

[PATCH [=filename] ]

filename: 7 7 4 V%

ER

AYA M= (77—=27 2 THER) E#REEHET L,

[4 A bP=0] ICIFREFFICO— FIRET 7 — 27 2 7OEHR, BAWIZIZV Y =27 74NV ESy T
TrAN (X TV ay) OMAEDLEDPLEENTVS, £ ¥ A F—VI21Z, TEMPORARY (—J L2
Hahzwr A MHA A F—)), PREFERRED GEFfHT %A » 2 b—)), DEFAULT (52K
354 A=y EPROM LO7 7 =27 =7 06EIT L) b b,

ING A —&—

INSTALL 1 > A s — )L OfE%

RELEASE ) —A7 71 )4% (fi:52-232.rez) . DEFAULT 1 ~ A b — L O ¥4 1% EPROM % 852
T,

PATCH /Sy 577 A )V% (#l:52232-02.paz)

1

W) ) — A7 7A)V52-232.rez, /8y F 7 7 A )V 52232-02.paz DilAFHLE L @FEHFHT L7 7 -4 7 =
7ELTHRET %o

SET INSTALL=PREFERRED RELEASE=52-232.rez PATCH=52232-02.paz

BEI~> K

DELETE INSTALL (153 ~<—7)
SHOW INSTALL (312 x—%)

G
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e
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SET LOADER

SET LOADER
AFdU—ER-EB /Ty Fu—F -y oa—§

SET LOADER [METHOD={HTTP|TFTP|WEB|WWW|ZMODEM|DEFAULT}] [SERVER={hostname|
ipadd|DEFAULT}] [SERVPORT={1..65535/DEFAULT}] [FILE=filename]
[DESTINATION={FLASH|NVS|DEFAULT}] [HTTPPROXY={hostname|ipadd|DEFAULT}]
[PROXYPORT={1..65535|DEFAULT}] [ASYN={asyn-number|DEFAULT}]
[USERNAME=username] [PASSWORD=password] [DELAY={seconds|DEFAULT}]

hostname: = A %

ipadd: IP 7 F L A

filename: 7 7 4 V%

asyn-number: IEFH A — FF5 (0~)
username: L—W—% (1~60 XF)
password: /3A 77— F (1~603'7)
seconds: W (0~4294967295 )

ER

LOAD v > FDOZINTGT A= =277 4+ Ml (BWIIHEHT 28 #3%ET 5,
LOAD 2~ FETHCIBE SN G o 723F XA —F — 2O\ TId, Ka<x v FTHRELLT 7 4V MEDS
s,

ING A —&—

METHOD %71 b 2)v, TFTP, HTTP (WEB, WWW & [F L), ZMODEM OWIF N % fEET 5o
DEFAULT %#fgE L7 A1E 77 4V b O TFTP 2R %

SERVER TFTIP/Web H—/N\—®D 7 )V F x4 >4 (FQDN) F72131IP 7 FL A, FQDN % f8%€ 7 % 1213,
ADDIPDNS 2% FTDNS#H —N—% % ZE L TBLLENH S, DEFAULT 2452 L 725 E 1
KikE (F74V b)) ITRED

SERVPORT Web #—/Y—® TCP ~— 5, DEFAULT #fRE L7-5&1E 77+ v F D 80 IIR 5

FILE ¥ >u— K87 74V

DESTINATION ¥ >u—FL727 7 A VORFHLETINA A, NVS (52 €Y —) 2 FLASH (7
Ty vaAE)—) ZIRET S, DEFAULT % 45% L 7286137 7 + )V @ FLASH IZE %

HTTPPROXY HTTP Yu X —D7)V Fx A1 »% (FQDN) 7213 IP 7 FL A, FQDN % 48%E7 % |2
i3, ADDIPDNS 2<% FTDNS H—N—% %% L TB LN DH S, DEFAULT % f7% L7255
HlakEE (F74V ) 1IRS

PROXYPORT HTTP 7u ¥ — o TCP ;K— b5, DEFAULT %35 L72846137 7 4V @D 80 I
=)

ASYN LA — FFES., ZMODEM T¥ ™ > u— K45 & X |2ffi 95, DEFAULT %2485 L 723413
HE (F7HNVDN) IR

USERNAME HTTP Basic il O 1 —+— %, DEFAULT 2 f8E L =583 Ki#%E (7740 M) 12
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SET LOADER

A

PASSWORD HTTP Basic #ZiEH D /XA 7 — F, DEFAULT % 8% L 72 a3 kixe (77 1V b)) 12
%

DELAY v > F (LOAD 2<% ¥ F) A6 ¥ 7 u— NG E TOREM (8), DEFAULT %48% L

BAIETF 7NV RO 0ICES

BEa~v> R

LOAD (223 <~—7)
SHOW LOADER (314 ~<—3)

f
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2
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SET LOG OUTPUT

SET LOG OUTPUT

ArdU—EH - EE /uy

SET LOG OUTPUT={TEMPORARY|PERMANENT|output-id} [DESTINATION={EMAIL
MEMORY|NVS|PORT|ROUTER|SYSLOG}] [FORMAT={FULL|MSGONLY|SUMMARY}]
[MAXQUEUESEVERITY=severity] [MESSAGES=count] [PASSWORD={password|NONE}]
[ASYN=asyn-number] [QUEUEONLY={YES|NO}] [SECURE={YES|NO}] [SERVER=1ipadd]
[TO=email-addr] [ZONE={time-zone|utc-offset}]

output-id: 17 117) ID (1~20)

severity: 17 L~V (0~7)

count: %L (1~)

password: /XA T — F (1~16 3X'7)

asyn-number: IEFH A — +F5 (0~)

ipadd: IP 7 N L A

email-addr: 1 XA —)V7 FL A

time-zone: ¥ 1 L'— V%4

utc-offset: o Filks (UTC) 6o+ 7+ v b (4+23:59:59 ~-23:59:59)

BEER
O DEREETT D,
INGA—&—

OUTPUT w7 {15 1D, 1~20 DEEDOEZH. ¥k *—7— F [TEMPORARY| (RAM) 721
[PERMANENT/| (NVS) %4823 %, TEMPORARY % f5% L 7234, MAXQUEUESEVERITY,
QUEUEONLY, SECURE D% /%7 X —% —Id3f55%¢ T & ¥, DESTINATION & MEMORY L #4&
ETE R\, 72, PERMANENT %45% L7 & 13, DESTINATION 12 NVS L g T& &\
(NVS (RHFEMEA T —) #EEBETOLER)) o

DESTINATION 1T 7 X v t—J0OH e, EMAIL (TO /X7 X — % —TIRESIN/ZT FLAIZET A —
JVT#%fE). MEMORY (RAM EIZfRfF. OUTPUT /87 #* — % —|Z TEMPORARY %#fgE L7z &
EDHAR) . NVS (A5 2 €Y — EIRFE, OUTPUT /87 X — % — (2 PERMANENT #% f&
E L7z L EOBRAR)) . PORT (ASYN /85 2 — % — Tl L7 JE A — M) . ROUTER
(SERVER /87 X — % —THg5E L 72 )b — ¥ —|Z Secure Router Logging Protocol (SRLP) % fifi o T
#i3%) . SYSLOG (SERVER /87 X —% — THi5E L7z syslog ¥ —/ N — 285k, A v £ — Vid syslog
TA =y MIEBREND) h5ERT B,

FORMAT JEFIIA— MM HTru7 2 vt — YDA, FULL (§XTOEHREFR, 17 b
) = HEEATICHE > TERIREN D, T2 M) —DXEI Y I274 %), MSGONLY (7% A kA v
Y=V DHEFIR), SUMMARY (31 —%2FER, FRENBWVWT A=V RbHD), 77+ b
& SUMMARY, DESTINATION /¥ * —% —|Z PORT %485 L 72356 O A B o

MAXQUEUESEVERITY QUEUEONLY /87 X —% —|ZYES #gE L7z (Fa—Hvoldwniii s

E2H - B CentreCOM AR740 a~v> K77 L > X 26 | 247
613-000215 Rev.C



248 | CentreCOM AR740 OA~<v> K 77L > X 2.6

SET LOG OUTPUT

ITuseHANLRY) L3I, $CRHANETICF 2 —IZANL RO 7 LNV ERET
%, QUEUEONLY #° YES @ & %1%, MAXQUEUESEVERITY & ) 3 kv 7 LX)V X vt —
JIE, ¥ 2 —DE IOV MESSAGES /37 A — ¥ —DEIZET A I TCHFa—A 2 T7EN5b, —,
MAXQUEUESEVERITY D Lot 7L XV aFDO XA v b= I ER SN ZiX, 7272610 F 2 —
W77y va (E) b, DESTINATION /89 X —% —(ZPORT #48E L TWwb & &, BLU,
OUTPUT /87 #* — % —|Z TEMPORARY %45 L T\ 5b & &id, AXT XA =¥ —1IHRETE &y,
T7HNVMI7, TabbFa—Pol@VIZRbwv) bIZMEINL DI, kEOT 7 LNV %
FORXA Yy —UASRILEE T ER D,

MESSAGES DESTINATION 75 NVS 7 MEMORY O & X3, fRFET 2 X vt — VDK mARMHEIC
ELZE S, WXy =V SIEFICHIRR E 15, DESTINATION 25 EMAIL O¥41E, — &
IZEEENAE Ay v— VD%, DESTINATION 25 PORT @ & Z1d, AXF A =% —(TH{ETE L\,
DESITINATION 7% MEMORY @ & 2@ 7 7 4 )V ;M it 200, EMAIL @ & %213 100, NVS ® & X%
20,

PASSWORD SRLP TU 7 % ¥iik 3 A8, Snikdeh bt & 527 570 D/ A7 — K, DESTINATION
A3 ROUTER O EIZDABER), /SAT— FZDLDEFRESHT, DY ITMD5I12L % X v+ —
VAT I AN ELNDL, T7 4V MINAT— N L,

ASYN v 7 a3 5IERMPAAR— FDF5, DESTINATION 2 PORT % 5% L 7235812 D A A5

QUEUEONLY Fz2—2"Wol@WilibEFTAYy =TV ZWE L Z2\wpE 9 2, DESTINATION (2 PORT
ZigE L7256, B LU, OUTPUT (12 TEMPORARY %45 L7263, A8F 2 —F —13f{ET
E v, 774V MENO,

SECURE CZ DD [R4E] hE)DEIBET 5. NO e L72hG, AT — FEHEZ E—HoO
Ay =M E N %A, OUTPUT |2 TEMPORARY % #5% L72E1E, AT 2 —F —
138 T & %2\, DESTINATION 7° ROUTER T PASSWORD 2 2N T2 84, B LU,
DESTINATION 7%* MEMORY 72° NVS O35 07 7 4+ )V MME YES, ZOMDEED 7 7 + v ki
NO.

SERVER DESTINATION 7 ROUTER 72 SYSLOG D56, A vt — TV DekiEIP 7 FLAZIEET 5,
ROUTER ®¥;414, SRLP (Secure Router Logging Protocol) 4 —/¥— (UDP 5023 %) . SYSLOG
D413 syslog #—/3— (UDP 514 %) &48ET %o

TO DESTINATION 2 EMAIL Z48%¢ L7260, EELXA—VT FLAZIBET %,

ZONE % ALV —2%F723UTC 604712y bEEET S,

BEIYR

CREATE LOG OUTPUT (126 ~<— %)
DESTROY LOG OUTPUT (167 ~<—73)
SHOW LOG OUTPUT (323 ~<—7%)

f
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SET LOG OUTPUT FILTER

SET LOG OUTPUT FILTER
HFAY— -/ ny

SET LOG OUTPUT={TEMPORARY|PERMANENT|output-id} FILTER=entry-id
[ACTION={PROCESS|IGNORE}] [ALL] [DATE=[op]date] [DEVICE=[op]devicel
[FILE=[op] filename] [MASK=ipadd] [MSGTEXT=[op]string]

[MODULE= [op] module-1id] [ORIGIN=ipadd] [REFERENCE=[op]string]
[SEVERITY=[op] severity] [SOURCELINE= [op]line-num]
[SUBTYPE= [op] subtype-id] [TIME=[op]ltime] [TYPE=[op]type-id]

output-id: 17 1177 ID (1~20)

entry-id: => 1) —%F5 (1~)

op: WHHEH T ([<] (UhEW), [>] (R&w), [ EELLCAW)L [ GEELW)L (%] (TFoXssz &)
date: B} (dd-mmm-yyyy O, dd&H (1~31), mmm & GEFEA O3 LT Bl APR). yyyy I$HEAF)
device: 731 A%

filename: 7 7 A V% (1~12307)

ipadd: IP 7 FL A /234 v Fv A

string: 375

module-id: T 2 — V% F7213EY 2 —VF S (0~255)

severity: 17 L~V (0~7)

line-num: 17875 (1~)

subtype-id: 17 X v =Y O¥ 75 4 T ELID

time: F5%) (hhimm:ss O hh 13#F (0~23), mm (&5 (0~59). ss i&# (0~59))

type-id: U7 A v —T DY A THEIEID

FER

O HEICEEMITONTB T Ay k=T T4V — DREEFLEHT S,

ING A —&—

OUTPUT w714 1D, 1~20 DEEDHFF . FiikZa ¥ —7 — F [TEMPORARY] (RAM) F7zik
[PERMANENT] (NVS) z4#8%&Ed %,

FILTER Xy t—Y 74 V¥ —Dx > ) —FG, ABEE, 7108 —1) X POKRRBIZEMS S,

ACTION 74Ny =T av, SOV M) =2y FL7zAyE—I% 0 (PROCESS) ¥ %7°,
. (IGNORE) ¥ % »%f55E, AWsiEL PROCESS,

ALL §XRTOAY £ —=VIIR v FSE0ESITIRET 5o MOFRMGLFERICIEEST 22 LI TE 2V,

DATE * v t—UOH, BMEIETXTORMNIIY Y 7§ %,

DEVICE 734 A5, BRI TRTOTNA A~y T35,

FILE #4ET2—VDYV—ATUTTLT 7 AN (Bl logmainc). ¥V —A7 74 )IV&IE, SHOW
LOG a2~ FIZCFULL 7> a »y 2 filf7- & BIZEREND, BBEREITRTOT 74 VEIZT Y
F9 %,

MASK #v hYA%Z, Avt—=VDOEEITLIP 7 FL A% /KT ORIGIN /85 X — % — L A GbH Tl
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SET LOG OUTPUT FILTER

¥ %, AWML 255.255.255.255 (H—HR A k),

MSGTEXT X vt — VAR E BT 5 LT, BEEEHETXTORX v —=Ilv vy F5 5,

MODULE £V a2 —VHFH5F7IEET 2 — V%, BRIFIZTRTOEY 2= VIZv v FF5,

ORIGIN T ZHEEITEDIP 7 LA, MASK /85 X — % — L A& b CHIPEED i, 77+ V b T
FTRTOIP 7 FLAICY Yy F§ 5,

REFERENCE * vt — VHOBEER, BERKITTTIIY Yy 7§ 5,

SEVERITY A vt—y0uZ LN, BBEEEZTXTOTZLNVIZT Yy FF 5,

SOURCELINE X v t—V%EH LAV —=AT0T T L7 74 VOITE T BRI TXTOITICY Y F
5,

SUBTYPE X v t—YDH 754 74E3V 754 TG, BRI TRTOF 754 F12< vy FT 5,

TIME £ v t— YO, BRI TRTOBINIY Yy F 45,

TYPE X vt—YD¥ A THEEIYTH A TH T, AIFEITXTOY TSI LTIy T 5%,

BEIYR

ADD LOG OUTPUT (102 ~<x—3)
CREATE LOG OUTPUT (126 ~*—7%)
DESTROY LOG OUTPUT (167 ~<—7)
SHOW LOG OUTPUT (323 <—7%)

f
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SET LOG RECEIVE

SET LOG RECEIVE

ArdU—EH - EE /uy

SET LOG RECEIVE={ipadd|ANY} [MASK=ipadd] [ALLOW={YES|NO}] [PROTOCOL={ALL|
BOTH|NEW|OLD|SYSLOG}] [PASSWORD={password|NONE}]

ipadd: 1P 7 FL A /234y P A
password: /XA T — F (1~16 XF, EEOHRIM R T 2 AT, ZH2E0HERY 7 Vs + — FTHD)

Ea

Oy 55—V N —2KHT 5,
Nox=2=

RECEIVE 1t 77 3#EIOIP 7 FL A, MASK LA EhE THIPHZEE S 5 2 & b EE, ANY & 0.0.0.0
FFRCTOIP 7 FLAZIRT,

MASK RECEIVE 87 A =% —T{RELLT FL AT A5~ A7, 7272 L., RECEIVE=ANY 721
RECEIVE=0.0.0.0 ® & ZI3fRE T E 2\,

ALLOW RECEIVE/MASK THgEL/IP 7 FLADLDOU 7% AL E 9 H YES % b F A
. NO %2 5HHET 5,

PROTOCOL RECEIVE/MASK THEL/ZIP 7 FLANL, EOTU barvcurszgif ANb 0%
f#E 9 %, OLD (Net Manage Message Protocol). NEW (SRLP). SYSLOG. BOTH (OLD &
NEW). ALL (OLD. NEW, SYSLOG ®§XT) »5H#RT %,

PASSWORD SRLP 7H b 2 WIZBWT, B R ETZAET 720D/ AT — N2 a8 5. AL
INATT — FREGEZRATD Ve A28 X =% —13, SRLP kO A 4%) (PROTOCOL=NEW I 72i3
BOTH. ALL® & &),

BEIVYR

ADD LOG RECEIVE (104 ~<—3)
DELETE LOG RECEIVE (155 ~<— )
SHOW LOG RECEIVE (328 ~<— %)
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SET LOG UTCOFFSET

SET LOG UTCOFFSET

ArdU—EH - EE /uy

SET LOG UTCOFFSET={time-zone|lutc-offset}

time-zone: ¥ 4 L)'— V%

utc-offset: el (UTC) 25D+ 7+ v b (+23:59:59 ~-23:59:59)

BER

BUBIE & e ity (UTC) OEZHET %o

INGA—&—

UTCOFFSET gt 604 71y b EIRET o ERIFAD Y A LV = H T 23R RETHRE
T 5, WHETEETA2HE. UTC LD EATWIREEEITIA (+4) 2, BRUTWAIEAIEI~Y AT

A (=) BT 5
ASIA +8:00 Asia
ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time
CHINA +8:00 China
GMT +0:00 Greenwich Mean Time
UK +0:00 Greenwich Mean Time
HK +8:00 Hong Kong
JST +9:00 Japan Standard Time
MET +1:00 Mid-European time
NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore
TAIWAN +8:00 Taiwan
UTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
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SET LOG UTCOFFSET

EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

#2754 8=/

il
BUTC 7ty 429 AL —rTiETS (HA),

SET LOG UTCOFFSET=JST
BUTC 4+ 7t v M EFHETEET S (HEK),

SET LOG UTCOFFSET=+9:00:00

BEIYR

SHOW LOG STATUS (330 ~<— )

]
I
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i
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SET MAIL

SET MAIL
AFIU— Gl XA VEE
SET MAIL HOSTNAME=hostname

hostname: & A 4

FEa

A=V —=N— L OBERICHEHTL2HERA MAERET b0

Wy

X e

F&Z P4k, SMTP & v ¥ 3 Y BAEIC, SMTP » HELO a2~ > K5 [ & LTH#E
£ MAIL 2~ F) #9479 5121, Ka~v v FTHKR Mg %
INTG A —H —

SNb, A=k
LTBLLEND L,
HOSTNAME

HAR M, 7V A4 % (FQDN=Fully Qualified Domain Name) THi%E7T %,
ExRMET 5 E EIENONE 218E+ 5,

1

WA — VEERICHE T2 HAZ 4L LT, whitemydomain.xxx & i&E 3 %o
SET MAIL HOSTNAME=white.mydomain.xxx

BEI~> K

SHOW MAIL (332 ~<—7%)
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SET MANAGER ASYN

SET MANAGER ASYN

HFId)— @B/ kX)) T —

SET MANAGER ASYN={asyn-number|NONE}

asyn-number: IEFH A — +F5 (0~)

FEa

BELIEFRHAR - P2 A=Y v —FR— MIEET S,
Y A=Yy —FKR— I, OrAf rEFIC MANAGER (B5HLE) RSN 5K — b (SET ASYN 2+~
F® SECURE 787 X =% =B OFF DR — b)), Y42 =TV ¥ —K—=MI1DLNHEETE RV,

ING A —&—

ASYN JERIIAR = b5, feE LR =P ~v 2 =T v = K= PMI% b, §TIIMDOKR— FH~ % —
Ty —AR— MIRESNTWIEGAE, TOR— P MEIYA—TV ¥ =R THh{%D (EFaTE-F
WA 127 %B)o NONE Z48E L7236, v A — Vv —FK— MIFFEL R & b,

BEI~> K

LOGIN (225 ~—73)
SETASYN ([f % —7x—Z| ®50~<—)
SHOW MANAGER ASYN (334 ~<— 7))

G
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i
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SET NTP UTCOFFSET

SET NTP UTCOFFSET

H7rdy)— 1 EH - EH / NTP

SET NTP UTCOFFSET={time-zone|lutc-offset}

time-zone: ¥ 4 L)'— V%

utc-offset: el (UTC) 25D+ 7+ v b (+23:59:59 ~-23:59:59)

BER

IR & e 5 (UTC) 02 ET S, NTP THb N AEEMIE$TRTUTC DT, ¥4+ 71y

N RET DLEND D,

ING A —&—

UTCOFFSET gt 604 71y b ZIRET o BRFAD Y A LV = H T 23R RETHRE
T5, WHETEET2HE. UTC LV EATWIEEEITIA (+4) 2, BRULTWAIEAIEI~Y AT

A (=) BT 5,
ASIA +8:00 Asia
ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time
CHINA +8:00 China
GMT +0:00 Greenwich Mean Time
UK +0:00 Greenwich Mean Time
HK +8:00 Hong Kong
JST +9:00 Japan Standard Time
MET +1:00 Mid-European time
NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore
TAIWAN +8:00 Taiwan
UTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
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SET NTP UTCOFFSET

EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -
NONE - -
F28: AL
1

BUTC 7ty 4294 L= TiETS (HA),

SET NTP UTCOFFSET=JST

BUTC 4+ 7t v M EFHETEET S (HEK),

SET NTP UTCOFFSET=+9:00:00

BEIVYR

SHOW NTP (335 ~<—3)

]
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i
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SET PASSWORD

SET PASSWORD

HFAY— ) - AT — 5 = 2

SET PASSWORD

FEa

O7 A4 SAY — R&EEHST 5,
Ta YT IDPERENDLDT, BIEONRA T — FEHLWIAT —F (HAO-»210) % AT 5,

AR - H - EEf

Manager > set password

0l1d password: abcabc RED/INXXT—RKEAN, AN UAENIT— FEEBRICIEFRREN L)
New password: xyzxyz (FHILWIXIXT—RK%EAN)

Confirm: xyzxyz (HERADLH. FLWNIXT—-KEHI—FEAN)
TACTIMPRRENGEVWEEZIWEZZT [Enter] #HT

BEI~> K

ADD USER (117 ~<—7%)
SET USER (290 <x—7)
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SET SCRIPT

SET SCRIPT
Hrdy)— i EH-E®/ A7V T b

SET SCRIPT=filename LINE=line-num [AFTER=1ine-num] [BEFORE=I1ine-num]
[TEXT=string]

filename: 7 7 A V% (LT 1d.scp #.cfg)
line-num: 17%%5 (1~)
string: LA (1~127 L°F)

ER

272 VT P77 ANNOITREHRT B,
BESTONEEZER LY RETEZMOITE ANZEZ /) TE 5,

ING A —&—

SCRIPT A2 Y777 4V%
LINE ZHEx 50 %5,
AFTER 17# 7% &4, LINE TR L 72474%, AFTER THRE L72ATO®R A ICHET %
BEFORE 17#% %5 % 8%, LINE TR L7247%%, BEFORE TH8% L 74T ORI BE T 5
TEXT ZHZDOT FA b

Bl
Wbasic.scp D 217H % [reset ppp=0] IZEHT %,

SET SCRIPT=basic.scp LINE=2 TEXT="reset ppp=0"

Madvanced.scp @ 10 TH #H 71TH ORI HE T 5,

SET SCRIPT=advanced.scp LINE=10 BEFORE=7

BEIYR

ACTIVATE SCRIPT (99 <*—7)
ADD SCRIPT (109 ~<—7¥)
DEACTIVATE SCRIPT (149 ~<— %)
DELETE SCRIPT (160 ~<—%)
SHOW SCRIPT (343 ~<—7)
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SET SERVICE

SET SERVICE

AFrd)— R -ER /-3 —E A

SET SERVICE=service-name [DESCRIPTION=string] [IPADDRESS=1ipadd]
[VISIBLE={ON|OFF}]

service-name: WK — A% (1~15 T LIFITHET, KT/ LTFE KB L % \ve ZZHAT)
string: SLTH) (1~39 XFe ZAEEULHARST TV + — b THE)
ipadd: IP 7 N L A

ER

IMARY —EADERNEELLT %o

INGA—&—

SERVICE i K# — E A%,

DESCRIPTION #—VEADBEZ/RTTFA M ZHET 5. A,

IPADDRESS TYPE 7* TELNET 7 TELBIN O¥5412, Telnet +—/N—®DIP 7 L AR {RET 5,

VISIBLE —ft1—H— ¥ — A2 579 »efEd b, ON (77 4V 1) % S5Hlk, OFF 7%
5 IER. BAfEE X SHOW SERVICE 2 ¥ » R CTRESY —E AN TR EN S,

BEI~> K

CREATE SERVICE (129 ~x—3)

DESTROY SERVICE (169 ~<—3)

SHOW ASYN ([f v % —7x—2Z] D61 R—Y)
SHOW SERVICE (345 ~<—3)
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SET SNMP ASNBERPADDING

SET SNMP ASNBERPADDING
HF Y — A - 5 / SNMP

SET SNMP ASNBERPADDING={ON|YES|TRUE|OFF|NO|FALSE}

FEa

SNMP O x> a— N %A EZET 5o
INGA—&—

ASNBERPADDING SNMP ¥4 — ¥ =750 Get BRIZx L, BET A (77 ¥ ¥ —(f) 24ED
HIHIZH B0, 7Y v 5 —(EOSKH Ibyte ZHMEST 25 &) hERd o (FFEDHI & &, 2 EHTE
O L7285 A TS0 9bit 7S T 1 & 7% B KKl 32bit Y v & — DA 1% 4286578688 ~4294967295,)
ON (F7 4V ) OFE, hy s —EOJHE lbyte  EM L%\, OFF 2883 5L, 77~
5 —fEDJGH byte %4 %, ON, YES, TRUE # X 0F OFF, NO, FALSE 13 L2 U ik,

G
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i
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SET SNMP COMMUNITY

SET SNMP COMMUNITY

AFdU— R - &R/ SNMP
SET SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [OPEN={ON|OFF|YES|NO|

TRUE|FALSE}]

community: SNMP I 3 2 =5 1 —% (1~15 307 KXLT/RLTFH KT 2)

ER

SNMP 2 3 2 =5 1 —D#FENT A— 5 =% EHT 5,
INTG A —Z—

COMMUNITY SNMP 2 3=a2=71—%

ACCESS 232=714—D7 7t AMZIRET 5. READ (F7+ L 1) @it L (get, get-next) ®
H &g, WRITE (35 & &5 (get, get-mext, set) Z&aFi§ 5,

OPEN SNMP # XL =23 23 _XTOFAMIHART22E) 2R”d, NO (F7+ )V 1) (&,
MANAGER /87 A =% = THREL72HR A PDOAITHIRS 5 2 L 2/RF, YES ZiRET A&, $XT
@ SNMP %k %517 Ats, ON, YES, TRUE B X U OFF, NO, FALSE (&# 121 Uk,

BEIVYR

CREATE SNMP COMMUNITY (131 <_—%)
DESTROY SNMP COMMUNITY (170 ~<— <)
SHOW SNMP COMMUNITY (351 ~<—7%)

G
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SET SSH SERVER

SET SSH SERVER

HFTY— B - & / Secure Shell

SET SSH SERVER [HOSTKEY=key—id] [SERVERKEY=key—id] [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: %% (0~65535)
hours: I [H
seconds: Wil ()

ER

SSH H— N—1EEDRELTEHT 5,
INGA—&—

HOSTKEY KA MEOEFSZIET 5o HESRHEEIL 1024 ¥ v b, CREATEENCOKEY 27 ¥ KT
el % (TYPE=RSA),

SERVERKEY — N—#0O#EFS2EET S, BEFIRA ML 128y P EFEL, B2 512
Yy MAETAR L TIE% 5%, CREATEENCOKEY 2v > FTERT 5 (TYPE=RSA),
EXPIRYTIME 4 — N—#OA MM (FERH) o — N—g1d, A 58 X 2 & BEh I8 (AR

ENb, OEEIR (ABEH L 2) 2R3, 774 ME0
LOGINTIMEOUT uz 4 »%4L77 (B), i ith, & 2Tl LZMAIZT 74 ¥ Lado
AR —N—lHroatxr T arEUMT S, 7740V T 607,

BEIVYR

DISABLE SSH SERVER (185 ~<— )
ENABLE SSH SERVER (212 ~<— %)
SHOW SSH (353 ~<— %)

G
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SET SSH USER

SET SSH USER

HFTY— B - & / Secure Shell

SET SSH USER=username {PASSWORD=password|KEYID=key-id} [IPADDRESS=ipadd]
[MASK=1padd]

username: 1—Y—% (1~15 5, FHF, ZHRT)
password: /XA 77— F (1~313C7)

key-id: %% (0~65535)

ipadd: 1P 7 FL A /234y Fv A

ER

SSH 1 —H% — DR EXEHT 5,
ING A —&—

USER SSH —#—4%,

PASSWORD SSH /¥A7 — Ko /NAT — FFEGEZHHT 2 L SICHRET b T—F—fHil7— ¥ N— 2
DINAT = FERLETZLTH L, KEYID & FBEICIEET 252 EI3TE 2V,

KEYID —+%—® RSA AR#%ES (CREATEENCOKEY TA »F—FL72b D), RSA #aE %+
B EEITHET Bo PASSWORD & [AHHIZIEET A LIZTE LV,

IPADDRESS 172 A >5G (SSHZ 547 > b) ®IP 7 KL A, MASK L#lAafbET, 0r( vtk
HIBRT 5 & i) 77 40 M TIEHIBRZ Lo

MASK % v b~ 22, IPADDRESS /85 A —% — L flAhGbET, O/ 4 Yk A b EHIET 5 & X2
9,

BEIYR

ADD SSH USER (112 <—7%)
DELETE SSH USER (162 ~<—7%)
SHOW SSH USER (362 ~<—7)

G
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SET SYSTEM CONTACT

SET SYSTEM CONTACT

HFTY— B/ R A
SET SYSTEM CONTACT=string

string: SFH) (1~255 05, MR TR EAIRT, FATE (7#8%& () +,-. /1;<=>@[\]>"_
LD B, CFBIORTIC Y TS 4 — R MIT A EIETERG, $7, RIS AT AE. H

BES TN =+ (") THOCLEND L, ZOWE, XTHHIZT TN 7 3 — M EaEATELR L2V, 72, PR
FO?IIHHTELR W)

FER

VAT LOERFMTHEEZRT MIB 4+ 7Y =7 | sysContact DA% ET 5o
INT A —Z—

CONTACT ¥ A7 A% EMEEY (sysContact)

Bl
MsysContact % 7%5E 3 5.

SET SYSTEM CONTACT="admin@lsys.mydomain.xxx"

BEI~> K

SET SYSTEM LOCATION (267 ~¢— %)
SET SYSTEM NAME (268 ~<— %)
SHOW SYSTEM (365 ~<—3)
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SET SYSTEM DISTINGUISHEDNAME

SET SYSTEM DISTINGUISHEDNAME

AFrdU— R -ER ) VAT L

SET SYSTEM DISTINGUISHEDNAME={dist-name|NONE }

dist-name: X.500 #3514 (DN) (”cn=myname,o=myorg,c=jp” D)

FEa

PKI, ISAKMP TffiH$ % X.500 i#54% (DN) %#%ET 5.
ING A —&—

DISTINGUISHEDNAME X.500 #5l4 (DN), LDAP O &fEVEZ 7 >~ TR - THIZEL72H 0,
cn (Common Name). o (Organization)., ¢ (Country) 7% & D JEPEAEIZ/NC T TRLR§ 2 46 %A
Hho

Bl
WiL54% & LT [en=pote,o=orange,c=jp| ZikET 5

SET SYSTEM DISTINGUISHEDNAME='"cn=pote,o=orange,c=jp"

BEI~> K

CREATE PKI ENROLLMENTREQUEST ([PKI] @ 18 ~— %)
SHOW SYSTEM (365 ~<—3)

266 | CentreCOM AR740 x> KU 77 L > X 26 EA - I8
613-000215 Rev.C



SET SYSTEM LOCATION

SET SYSTEM LOCATION

HFTY— B/ R A
SET SYSTEM LOCATION=string

string: SFH) (1~255 05, MR TR EAIRT, FATE (7#8%& () +,-. /1;<=>@[\]>"_
LD B, CFBIORTIC Y TS 4 — R MIT A EIETERG, $7, RIS AT AE. H

BES TN =+ (") THOCLEND L, ZOWE, XTHHIZT TN 7 3 — M EaEATELR L2V, 72, PR
FO?IIHHTELR W)

i

VAT LOERELITERT MIB 4 7Y = 7 I sysLocation D% i%E T %o
INT A —Z—

LOCATION ¥ 27 L#kiE¥;t (sysLocation)

Bl
BMsysLocation % #%5E 3 %,

SET SYSTEM LOCATION="8F, TTT Bldg."

BEI~> K

SET SYSTEM CONTACT (265 ~<— )
SET SYSTEM NAME (268 ~<— %)
SHOW SYSTEM (365 ~<—3)
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SET SYSTEM NAME

SET SYSTEM NAME

HFTdU—EH - EH ) VAT A

SET SYSTEM NAME=string

string: SLFH (1~245 CF MAWREZ CFIEPFMEEF, Fails ("#$% & () +,-. /;<=>@[\]>"_
LD EAEE. CFRIOREIC Y TN+ — FEEIHT A C EETERVG, o, CFRICREA R G UEAI. §

BES TN =+ (") THOLEND L, ZOWE, XTHHIZT TN 5 — M EaEATIELR L2V, 72, PR
FO?IIHHTELR W)

FER

VAT ADEFERT MIB A 7Y 7 b sysName D% % E T 5o

INTG XA —& —

NAME P A7 2% (sysName), %@ L7cT AT L% TH Y 7 N ORIHEICFEREND,
1

MsysName % #ET %,

SET SYSTEM NAME="white.mydomain.xxx"

% - TBER

sysName (2 — % —D TV KA A 2% (R Ma2GLRER FAL Y 4) 2RELTBLE, Py b ed
VAR MHOIP 7 FL A% DNS TR T ABRIZ, [ 70 FAL Y HhbLEHEHR (RAOF Y M ET)
EIY L7z b O 2 BFSFR AR M AT 5, 72L& 21E, sysName (2 [myrouter.mydomain.xx.jpJ
RiE LT A4, [TELNET hispc) &9 2< ¥ F2947$ % &, [hispc.mydomain.xx.jp] 2% L
T DNS ORRHD T hN %o

¥7:. DHCP 7 74 7 ~ MEfez 9 56, sysName D% % DHCP Discover/Request X v £ — 2 ®
HostName 7 ¢ — )b FIZ#EE SN THFE SN b, DHCP TIP 7 FL A& AT 5 ISP O H1i2iE, HostName
WL oToZ 747 Y b eihl/FRAE L TWB L2 AD DB, TOREIE. Ko< ¥ FTISP 2 5ffE St
RANLERES BLEND 5

BEIYR

SET SYSTEM CONTACT (265 ~<— )
SET SYSTEM LOCATION (267 ~<— %)
SHOW SYSTEM (365 ~<— )

G
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SET SYSTEM RPSMONITOR

SET SYSTEM RPSMONITOR
Hrdy)— i EH-EH /AT L

SET SYSTEM RPSMONITOR={ON|OFF}

FEa

VY yF Y bNT =T T4 (RPS) OREEMEL > - A 735, DL Xid, SHOW SYSTEM 2~
v FTRPS OIREAFLR SN, F72, HIREEERIZ LED 2750089 %0 77 4V MIA 7,

INGX—F—
RPSMONITOR REEEHO L > - F 7

BEI~Vv> K

SHOW SYSTEM (365 ~<—3)
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SET SYSTEM TERRITORY

SET SYSTEM TERRITORY

AFrdU— R -ER ) VAT L

SET SYSTEM TERRITORY={AUSTRALIA|CHINA|EUROPE|JAPAN|/KOREA|NEWZEALAND|USA}

FEa

B S MR A ET 5. ZOfHIZ, Q931. PRIEY 2 — LAMIRIZHE L7 7 + b MEZ
27015, 77 4L ik JAPAN

j—

Re
gh

ING A —&—

TERRITORY  Hids

% - TBER

WHEET LT %0,

BEIVYR

SET PBX

SETPRI ([f>%—7x—A] ®57 =)

SET Q931 ([ISDN] o 45 ~—73)

SET SYSTEM CONTACT (265 ~<— )

SET SYSTEM LOCATION (267 ~<— )

SET SYSTEM NAME (268 ~<—73)

SHOW PBX

SHOW PRI CONFIGURATION ([ ¥ % —7 = —A] ® 89 ~~—7)
SHOW PRISTATE ([f > % —7 x—Z] D96 ~<—3)
SHOW Q931 ([ISDN] @ 63 ~<—73)

SHOW SYSTEM (365 ~*—3)
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SET TELNET

SET TELNET
HFIAY— A EH /S 3P AL R

SET TELNET [TERMTYPE=string] [INSERTNULL={ON‘OFF}] [LISTENPORT=port]

string: XTFH] (1~31 T, BHEGUHAIEY 7V 7 +— F THD)
port: TCP K — M5 (1~65535)

BER

Telnet 7 514 7~ k., Telnet  — /N—tEFEDREXEH T 5,
INT A —Z—

TERMTYPE Telnet ¥ — /N —~DEHF IZEE T AWK S 4 7T 77 4 )V b Tid UNKNOWN %%
EbND,

INSERTNULL CR D& & IZX VL TFRIFATHHE) D 77 4 )V ME OFF,

LISTENPORT Telnet #—/N—®V) A =>7 TCP :R— F, 774V M 23

BEI~> K

ENABLE TELNET SERVER (215 <*—%)
TELNET (387 ~—%/)
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SET TIME

SET TIME

AFrdU— R -ER ) VAT L

SET [TIME=time] [DATE=date]

time: B4 (hh:mm:ss DI, hh (& (0~23), mm E5 (0~59). ss Z# (0~59))
date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA SO 3 LT Bl APR). yyyy IEHEAF)

BER

PIBERERT O FI & W1 % 52T %
INGA—&—

TIME ¥l
DATE Hf¥

1

W A7 25T % 2001 48 H 9 H 19 FRICERET 4,

SET DATE=9-Aug-2001 TIME=19:00:00

WiFZ) 720 25155 %,

SET TIME=19:02:00

% - TBER

NTP % ffi> THZ 2 IEFEICIRDO Z L TE 5o

BEI~Vv> K

ADD NTP PEER (106 ~<—72)
SHOW TIME (369 ~<—)
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SET TRIGGER CPU

SET TRIGGER CPU
AFTY— S -/ b -

SET TRIGGER=trigger-id [CPU[=1..100]] [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA SO 3 LT Bl APR). yyyy IEHEAF)
day-list: lEH') 2 + (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl& &b
o BHIRERIIS ¥ 3 TR 2)

string: LT (1~40 LT, ZHEGUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

FER

CPU MW —DBRENRT A=Y —%2EHT 5,
ING A —&—

TRIGGER 7 —%F%5

CPU L &wWl, CPUAMFELZ /=t 7T =TI THRET %,

DIRECTION #2845, UP (LEWHEFE TEASAA El->7-2 &), DOWN (LEWEFZ TTFA550TF
o7& &), ANY (Wi)) 258 IRT 5, 774V Md ANY,

AFTER —H®9 5 b F =R BB %2 GRS % /89 2 — % —, + ) #—I1L, AFTER TI&E L 72H%)
MORIE 24 FEE CTORMZZTER E 4 50

BEFORE —H®) & M) F =GR R A IR 287 2 — % —, U A=, %K 0 K25 BEFORE
TIRELEH T TOMPZTENE 5,

DATE —#09) b5 NI A —=PEEHE —HZFIZHIEREST 5/87 2 — % —, DAYS & FIFFICIZIEETE
e\,

DAYS —HEDH) B M) F =05 BEHIRT 289 2 —% —, 7 >~ XY ) THEEED % 15E 7 ik,
WEEKDAY & MON,TUE,WED,THU,FRI & g%, F7:. WEEKEND I SAT,SUN & [[#, ALL
ETRTOWEH, 774V M ALL, DATE & [ABRZIZIRETE vy,

NAME ) #—%, SHOW TRIGGER 2> FTHERENLHDT, AEL LT,

REPEAT VW —%—FZFETT L0, Thed, METLHYBELETTI0HIRET 5o DKL
EEFTHAE. DR LOREDIEETE %, YES & FOREVER Z[A3% T, FEATMEIIHIBR % 71
HWZ EERT, NO & ONCE 238 T, —RIZT L2ETERFT LW E2RT, BIEEIRE
L7234 d, e E CHEITE2 7§ 5, 77 4V M3 FOREVER,

TEST hFUA—%FAME=FIZTINEI Do TARNE=FO M) F—I3RE SN TH, SCRIPT /¥
FA=F —TIRELZAZ YT M2, a7l M) A —0RE) 258k 5721, 727201,
ACTIVATE TRIGGER 2 ~¥ ¥ RCTTFHEFH S NZHEIE, TANE—FTHoTHAZ Y 7 FHE

G
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SET TRIGGER CPU

TaENB, 774V M NO,

BEIYR

ACTIVATE TRIGGER (100 ~<—7%)
ADD TRIGGER (115 *—7)
CREATE TRIGGER CPU (133 ~<—7)
DESTROY TRIGGER (171 ~<—7%)
DISABLE TRIGGER (189 ~<—3)
ENABLE TRIGGER (216 ~x—3)
SHOW TRIGGER (370 ~<—7%)
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SET TRIGGER FIREWALL

SET TRIGGER FIREWALL
ArdU—ER R/ M) -

SET TRIGGER=trigger-id [FIREWALL [={ALL|DOSATTACK|FRAGATTACK|HOSTSCAN|
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK}]] [MODE={START|END|BOTH}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

time: ¥4 (hhomm O, hh (Z# (0~23), mm 135> (0~59))

date: B} (dd-mmm-yyyy O, dd1&H (1~31), mmm & GEFEA SO 3 30T Bl APR). yyyy IEHEAF)
day-list: liEH') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl& &b
o BHIRERII 3 TR 2)

string: LT (1~40 LT, ZHEEUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

FER

T7AT T+ =N ) H—=DRENTA—F =% EHT 5,
INGA—&—

TRIGGER 7 —%F%5

FIREWALL 774774 —VOBEA XY b 78 L7TBEA N FOFFERFIZ N T — 258 S h
%o MODE /8T A —% — L flAabEb 2 o128, L DA VIgE 1 hE,

MODE KEOEDY 4 Iy 7 TR N —%RBSEL0%I5ET 5o START IFECERIMGK:, END 131K
B TR, BOTH (3B BHAGIE & BB TR 12 M) 7 — 2B § %5, 77 + )V Md BOTH,

AFTER —H®9 5 b F =R BB %2 HIR T %/85 2 — % —, ) & —1L, AFTER TI&E L 72H%)
DPOWKR 24 BT TOMPETERE R B,

BEFORE —H®) & M) =GR R A IR 287 2 — % —, U A=, %K 0 K25 BEFORE
TIRELEH T TOMPZTENE %5,

DATE —4ED) b M) =2 EMAHEZ—HZTICHIRT 535 A — % —, DAYS & [FEHZIZIBETE
8\,

DAYS —SHBOIH M) F—=ER R B EHIRT 289 A =% —, # < XYY CHEMEH %4552 T e,
WEEKDAY & MON,TUE,WED,THU,FRI & [fl#%, F7:. WEEKEND I SAT,SUN & [[#, ALL
T RTOWEH, 774 )V M ALL, DATE & [AERZIZIRETE v,

NAME ) #—%, SHOW TRIGGER 2~ > FTHERENLHDT, AEL LT,

REPEAT VW —%—FZFETT L0, Thed, METLHYBELETTI20%IRET 5o YKL
AT HAIR. MV ELOREDLIRETE 5, YES & FOREVER 3 [F3% T, TR HIBRE % %)
HWZ EERT, NO & ONCE 1235 T, —RIZT L2ETERT LW E2RT, BIEEIRE
L7234 E, e E CHEITZ#F T § 5, 77 4V b2 FOREVER,

TEST bPIUH—%TAPME=FNIZTENE)I D TAME—-FO MY F—FREF SN TH, SCRIPT /¥
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SET TRIGGER FIREWALL

TA—=F—TI/RELIZAZ ) T M2 ETET, a I V) V—OEx kT 5720, 727201,
ACTIVATE TRIGGER 2~ » FCEHRHIN-BEIE. TAME—FTHoTLAZ ) T M H3E
T&8Nb, 7 4 I NO,

BEIYR

ACTIVATE TRIGGER (100 ~<—7%)

ADD TRIGGER (115 %—7)

CREATE TRIGGER FIREWALL (135 ~<—73)
DESTROY TRIGGER (171 ~<—7%)

DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)

SHOW TRIGGER (370 ~<—7%)
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SET TRIGGER INTERFACE

SET TRIGGER INTERFACE
ArdU—ER R/ M) -

SET TRIGGER=trigger-id [INTERFACE [=interface]] EVENT={UP|DOWN|FAIL|ANY}
[CP={APPLE|ATCP|BCP|CCP|DCP|DNCP|IPCP|IPXCP|LCP}] [DLCI=dlci]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

interface: 1 >~ % —7 = — A%

dlci: DLCI (0~1023)

time: ¥4 (hh:mm O, hh (EH (0~23), mm 1£5> (0~59))

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA O3 LT Bl APR). yyyy IEHEF)
day-list: liEH') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl& &b
Eo BHIRERII 3 TR 2)

string: LT (1~40 LT, ZHEZGUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

FER

AV =T 2= A M) H—DFENTA—F —%FHT 5,
ING A —&—

TRIGGER ) 7 —F%%5

INTERFACE B#id 25405 — 72— A%/%BET S, 7L—2)Lb—A ¥ —7x—ADOHHIE, DLCI
ST A—F —LIGETRE, 72, PPP A > ¥ — 7 2 — A0, CP /3T A — ¥ — L 18E ke,

EVENT #M4A V9 —Tx2—AD) Y 2 AT —=FANED L HIZEALLIGEIC Y F—Z2RE S5 H
#I8ETH, UPIZY » 27y 7, DOWN XY > 7 ¥ Vi, FAIL XY > 7 7 v 7R, ANY
ETRTDY) v 7 A5 — % A% L% BT %, Ethernet, BRI, PRI, [@#] (SYN) 1 > % —7 = —
A TlE, UP & DOWN O &A%,

CP HifldAPPParybtu—n70banzdgEd b, INTERFACEIZPPP £ v % —7 = — A% fgEL
TG EIZDARER, V)T —=A271) Tk, %l (PPPA Y% =7 x2—RA%), %2 (2 hu—L7
Oha), %3 (AU M%) O3ODFHDWESIND,

DLCI E#d27L—2Y L —im# 2% 5 (DLCI) %48% 7 %, INTERFACEIZ7 L —LA1) L—1 ~
Y =T 2= AERBELLGAEIZORER), NIHT—A 270 T MIE, %l (FL—2)L—A ¥ —
T =A%), %2 (DLCI). %3 (/XY b)) D3 OO BAESI5,

AFTER —H®9 5 b F =R BB 2 GRS % /89 2 — % —, + ) #—I1L, AFTER TI&E L 72H%)
MPOFER 24T TOMPZIAENE R D,

BEFORE —H®) & M) X =GR R A IR 287 2 — 4% —, U A=, %K 0 K25 BEFORE
TIRELEH T TOMPZTENE 25,

DATE —#0) b5 M) —2E%7% % —HEZTICHIBRT 585 2 — % —, DAYS & [AFICIZIgETE
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SET TRIGGER INTERFACE

e\,

DAYS —SHBOIH M) F—ER R B EHIRT 289 A =% —, H < XY ) CHEMEH %452 T e,
WEEKDAY (& MON,TUE,WED,THU,FRI & [d5%, %7z, WEEKEND I3 SAT,SUN & [A]5%., ALL
ETRTOWEH, 77 4 )V MM ALL. DATE & FERZIZEETE 2\,

NAME ) #—%, SHOW TRIGGER 2% > FTHERENLHDT, AEL LT,

REPEAT ) #—%—E72FETT A0, Zhed, [AETOHRYELIETTL2EHET 5, MOEL
RAETHAR, BB LORELIEE TE S, YES & FOREVER 13 [A28 T, FEATRIEICHIR % %1
VI k%)Y, NO & ONCE I3[[A5% T, —H7Z0) L 2EFTE2HFT LAV E2RT, Bz EE
L7zsaid, REnE CETZFF§ 5, 77 4 b id FOREVER,

TEST P A —%T7AME—=FNIZTHENE) D TAME—FO M) F—ITREEENTH, SCRIPT /¥
FA—=F—T/ELLAZV T 2 EGET, a7 ) F—oRE 2T 267200, 72721,
ACTIVATE TRIGGER 27 ¥ FCTHEE S NG E1E, TANE-FTH-oTH AL ) 7 hhvE
TEND, 77 ) M NO,

BEIVYR

ACTIVATE TRIGGER (100 ~<—7%)

ADD TRIGGER (115 *—7)

CREATE TRIGGER INTERFACE (137 ~<—73)
DESTROY TRIGGER (171 ~<—7%)

DISABLE TRIGGER (189 ~x—3)

ENABLE TRIGGER (216 ~x—3)

SHOW TRIGGER (370 ~<—7%)
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SET TRIGGER MEMORY

SET TRIGGER MEMORY
AFTY— S -/ b -

SET TRIGGER=trigger-id [MEMORY[=1..100]] [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA SO 3 LT Bl APR). yyyy IEHEAF)
day-list: lEH') 2 + (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl& &b
o BHIRERIIS ¥ 3 TR 2)

string: LT (1~40 LT, ZHEGUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

FER

AEY—= M) T—DFRENT A= —%EHT b,
NTA=—Z—

TRIGGER 7 —%F%5

MEMORY L&, ZEXAE) —FRE /-y T— IV THRET %,

DIRECTION #&%ff, UP (L& WEFE TLEA S EAl-724 &), DOWN (LEWEE TF2 55T
o7k &), ANY (i) 25@R¥ %, 774 M ANY,

AFTER —H®D) 5 b)) A=A R A HIRS 5/89 2 —% —, M) #—1, AFTER TIRE L 724
MORIE 24 FEE CTORMZZTER E 4 50

BEFORE —H®) & M) F =GR R A IR 287 2 — % —, U A=, %K 0 K25 BEFORE
THRE LR L TOMPZFENE 2 5,

DATE —4#09 b M) F—=2F%7% % —H7ZITIZHIRT 585 2 — % —, DAYS & [FEIFICIZIEETE
e\,

DAYS —HEDH) B M) F =05 BEHIRT 289 2 —% —, 7 >~ XY ) THEEED % 15E 7 ik,
WEEKDAY & MON,TUE,WED,THU,FRI & g%, F7:. WEEKEND I SAT,SUN & [[#, ALL
ETRTOWEH, 774V M ALL, DATE & [ABRZIZIRETE vy,

NAME ) #—%, SHOW TRIGGER 2> FTHERENLHDT, AEL LT,

REPEAT VW —%—FZFETT L0, Thed, METLHYBELETTI0HIRET 5o DKL
EEFTHAE. DR LOREDIEETE %, YES & FOREVER Z[A3% T, FEATMEIIHIBR % 71
HWZ EERT, NO & ONCE 238 T, —RIZT L2ETERFT LW E2RT, BIEEIRE
L7234 d, e E CHEITE2 7§ 5, 77 4V M3 FOREVER,

TEST hFUA—%FAME=FIZTINEI Do TARNE=FO M) F—I3RE SN TH, SCRIPT /¥
FA=F —TIRELZAZ YT M2, a7l M) A —0RE) 258k 5721, 727201,
ACTIVATE TRIGGER 2 ~¥ ¥ RCTTFHEFH S NZHEIE, TANE—FTHoTHAZ Y 7 FHE
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SET TRIGGER MEMORY

TaENB, 774V M NO,

BEIYR

ACTIVATE TRIGGER (100 ~<—7%)

ADD TRIGGER (115 *—7)

CREATE TRIGGER MEMORY (139 ~<— %)
DESTROY TRIGGER (171 ~<—7%)
DISABLE TRIGGER (189 ~<—3)
ENABLE TRIGGER (216 ~x—3)

SHOW TRIGGER (370 ~<—7%)
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SET TRIGGER MODULE

SET TRIGGER MODULE
AFTY— S -/ b -

SET TRIGGER=trigger-id [MODULE] [module-parameters...] [AFTER=time]
[BEFORE=time] [{DATE=date|DAYS=day-1list}] [NAME=string] [REPEAT={YES|NO|
ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

module-parameters: €Y 2 — VHIHD/NT A — 5 —

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEALOE 3 LT Bl APR). yyyy IEHEAF)
day-list: liEH') 2  (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL O#fl& &b
o BHIRERII 3 TR 2)

string: LT (1~40 LT, ZEHEEUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

FER

T2 M) H—OBIENT A5 —EEET B,
Nox=2=

TRIGGER V7 —%%5

AFTER —H®D) 5 M) A=A R A SRS 5/85 2 —% —, M) #—1, AFTER TIEE L 724
MORI 24 FEE CORZTER E 4 5,

BEFORE —H®) & M) X =GR R A IR 287 2 — % —, U A=, %K 0 K25 BEFORE
THRE LR ETOMPZFENE 2 5,

DATE —4#09 b M) F—=2F%7% % —HZTIZHIRT 585 2 — % —, DAYS & [FEIFICIZIEETE
8\,

DAYS —HED) b M) F =05 BEHIRT 285 2 —% —, 7>~ XY ) THEEED %15 E 7 ik,
WEEKDAY & MON,TUE,WED,THU,FRI & [fl#%, F7:. WEEKEND I SAT,SUN & [[#, ALL
T RTOWEH, 774 )V M ALL, DATE & [ABRZIZIRETE 2\,

NAME ) #—%, SHOW TRIGGER 2% > FTHERENLHDT, AEL LT,

REPEAT VW —%—FZFETT L0, Thed, METLHYBELETTI20%IRET 5o YKL
R THAE. VR LOREDIEETE %, YES & FOREVER Z[A3% T, FEATMEIIHIBRZ 71
HWZ EERT, NO & ONCE 1235 T, —RI7Z L2ETERFT LW E2RT, BIEEIRE
L7234 E, e E CHEITZ#F§ 5, 77 4V M2 FOREVER,

TEST hFUA—%FAME=FIZTINEI Do TANE=FO M) F—I3RE SN TH, SCRIPT /¥
FA=F —TRELZAZ YT M2, a7l M) A —0RE) 258k T 5721, 727201,
ACTIVATE TRIGGER ¥ ¥ RCTTFHEF S N72HEIE, TAIE—FTHoTHAZ ) 7 FHE
TEND, 77 ) M NO,
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SET TRIGGER MODULE

BEIYR

ACTIVATE TRIGGER (100 ~<—7%)

ADD TRIGGER (115 *—7)

CREATE TRIGGER MODULE (141 ~<—7%)
DESTROY TRIGGER (171 ~<—73)
DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)

SHOW TRIGGER (370 ~<—7%)
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SET TRIGGER PERIODIC

SET TRIGGER PERIODIC
ArdU—ER R/ M) -

SET TRIGGER=trigger-id [PERIODIC [=minutes]] [{DATE=date|DAYS=day-list}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

minutes: Wi (1~1439 47)

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA SO 3 LT Bl APR). yyyy IEHEAF)
day-list: iEH ') A b (MON, TUE, WED, THU, FRI, SAT. SUN., WEEKDAY., WEEKEND., ALL ®#l& &b
&, WHIRERE Y V< TR S)

time: 1%] (hhomm O, hh 138 (0~23). mm 135 (0~59))

string: LT (1~40 LT, ZEHEEUHEEY 7V 7 +— F THD)

count: 011 (1~4294967294)

FER

SEHI N A —DIREIRNTA— Y — R EET L,
INTA=Z—

TRIGGER ) 7 —F%%5

PERIODIC )7 —oi#E4s 5 CiRET %,

DATE —4ED) b M) H—2EMAHEZ—HZTICHIRT 535 A — % —, DAYS & [FEHZIZIBETE
8\,

DAYS —SHBOIH M) F—=ER R B EHIRT 257 A =% —, H < XYY CHEMEH %452 7Tk,
WEEKDAY (& MON,TUE,WED,THU,FRI ¢ 5%, %7:. WEEKEND (& SAT,SUN & [al#. ALL
ETRTOWEH, 77 4 )V MM ALL. DATE & FERZIZEETE 2\,

AFTER —H®9 5 b H =R BB 2 HIR T %/89 2 — % —, + ) & —I1L, AFTER TI&E L 72H%)
MPOFER 24T TOMZIAENE R D,

BEFORE —H®) & M) F =GR R A IR 287 2 — % —, U A=, %K 0 K25 BEFORE
TIRELEH T TOMPZTENE 25,

NAME ) #—%, SHOW TRIGGER 2~ > FTHERENLHDT, AEL LT,

REPEAT VW —%—FZFETT L0, Thed, METIHYBELETTI20HIRET 5o YKL
REETHAR. MV ELOREDLIRETE 5, YES & FOREVER 3 [F#% T, TR HIBE % %)
HWZ EERT, NO & ONCE 1238 T, —RIZ L2ETERFT L2V E2RT, BIEEIRE
L7235 ad, e E CHEITZ#F§ 5, 77 4V M2 FOREVER,

TEST bPUH—%TAME—=FNIZTENE)I D TAME—-FO MY F—idREFS N TH, SCRIPT /¥
FA—=F—T/ELLAZV T 2EGET, a7 M) F—oRE 2T L7200, 72721,
ACTIVATE TRIGGER 27 ¥ FCTHEE SNG4, TANE=FTH-oTHAZ ) 7 hhvE
TEND, 774 M NO,
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SET TRIGGER PERIODIC

BEIYR

ACTIVATE TRIGGER (100 ~<—7%)

ADD TRIGGER (115 *—7)

CREATE TRIGGER PERIODIC (143 ~<— %)
DESTROY TRIGGER (171 ~<—73)
DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)

SHOW TRIGGER (370 ~<—7%)
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SET TRIGGER REBOOT

SET TRIGGER REBOOT
AFTY— S -/ b -

SET TRIGGER=trigger-id [REBOOT [={RESTART|CRASH|ALL}]] [AFTER=time]
[BEFORE=time] [{DATE=date|DAYS=day-1list}] [NAME=string] [REPEAT={YES|NO|
ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: M) 7 —F 5 (1~100)

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA SO 3 LT Bl APR). yyyy IEHEAF)
day-list: lEH') 2 + (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL ®O#fl& &b
o BHIRERIIS ¥ 3 TR 2)

string: LT (1~40 LT, ZHEGUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

FER

FHEB) D) A — DFRENT A =5 =2 KHT 5,

ING A —&—

TRIGGER 7 —%F%5

REBOOT V) #—DieEhsite 7 b HlEEA N> M 248E T 5, CRASH 137 7 v ¥ 212 X % FEH),
RESTART 137 7 v ¥ 2 DAL ORFIC & 2 s & BK T %, ALL 13T _TOMESZRT,

DATE —4#09 b M) F—=2F% 7% % —H7ZTIZHIRT 585 2 — % —, DAYS & [FEIFICIZIEETE
8\,

DAYS —HED) B M) F =25 BEHIRT 289 2 —% —, 7>~ XY ) THEEED %15 E 7 ik,
WEEKDAY & MON,TUE,WED,THU,FRI & g%, F7:. WEEKEND I SAT,SUN & [[#, ALL
T RTOWEH, 774V M ALL, DATE & [ABRZIZIRETE v,

AFTER —H®) 5 M) A=A R A HIRS 5/89 2 —% —, M) #—1, AFTER TIRE L 72l
MORI 24 FEE CORZTER E 4 5o

BEFORE —H®) & M) X =GR R A IR 287 2 — 4% —, U A=, %K 0 K25 BEFORE
TIRE LR L TOMPZFE»NE 2 5,

NAME ) #—%, SHOW TRIGGER 2% > FTHERENLHDT, AEL LT,

REPEAT U W —%—FZFETT L0, Thed, METLHYBELETTI20HIRET 5o YKL
R THAE. BV ELOREDIEETE %, YES & FOREVER Z[A3% T, FEATMEIIHIBRZ 71
HWZ EERT, NO & ONCE 12358 T, —RIZ L2ETERT LW E2RT, BIEEIRE
L7234 E, e E CHEITZ#F T § 5, 77 4V b2 FOREVER,

TEST hFUA—%FAME=FIZTINEI Do TARNE=FO M) F—I3RE SN TH, SCRIPT /¥
FA=F —TIRELZAZ YT M2, a7l M) AW —0RE) 258k 5721, 72721,
ACTIVATE TRIGGER ¥ ¥ RCTTFHEFH S NZHEIE, TANE—FTHoTHAZ Y 7 FHE
TEND, 77 ) M NO,
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SET TRIGGER REBOOT

BEIYR

ACTIVATE TRIGGER (100 ~<—7%)

ADD TRIGGER (115 *—7)

CREATE TRIGGER REBOOT (145 ~<—73)
DESTROY TRIGGER (171 ~<—73)
DISABLE TRIGGER (189 ~x—3)
ENABLE TRIGGER (216 ~x—3)

SHOW TRIGGER (370 ~<—7%)
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SET TRIGGER TIME

SET TRIGGER TIME
AFTY— S -/ b -

SET TRIGGER=trigger-id [TIME [=time]] [{DATE=date|DAYS=day-list}]
[NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|
OFF}]

trigger-id: M) 7 —F 5 (1~100)

time: ¥4 (hhomm O, hh (E# (0~23), mm 1£5> (0~59))

date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA SO 3 LT Bl APR). yyyy IEHEAF)
day-list: lEH') 2 + (MON. TUE. WED, THU, FRI. SAT. SUN. WEEKDAY. WEEKEND. ALL Ol &b
Eo BHIRERII 3 TR 2)

string: LT (1~40 LT, ZHEGUHEEY 7V 7 +— F THD)

count: 0% (1~4294967294)

R

ER N T —DRENNT A=Y —%EHT D,
ING A —&—

TRIGGER V7 —%%5

TIME Y7 —ORBFANZIEET %, 5 F TRETE 525 AiEl 5 BORENH L, —HIICITIEE
B0 5 HRISRE SN 5 2 L D%,

DATE —4#09 b M) F—=2F% 7% % —H7ZTIZHIRT 585 2 — % —, DAYS & [FEIFICIZIEETE
8\,

DAYS —HEDH) B M) F =05 BEHIRT 289 2 —% —, 7>~ XY ) THEEED %15 E 7 ik,
WEEKDAY & MON,TUE,WED,THU,FRI & g%, F7:. WEEKEND I SAT,SUN & [[#, ALL
T RTOWEH, 774V M ALL, DATE & [ABRZIZIRETE v,

NAME ) #—%, SHOW TRIGGER 2 ~¥ > FTHERENLHDT, AEL LT,

REPEAT U W —%—FZFETT L0, Thed, METLHYBELETTI0HIRET 5o KL
EEFTHAE. DR LOREDIEETE %, YES & FOREVER Z[A3% T, FEATMEIIHIBR % 71
HWZ EERT, NO & ONCE 235 T, —RI7Z L2ETERT L2V E2RT, BIEEIRE
L7234 E, e E CHEIT2#§ 5, 77 4V b2 FOREVER,

TEST hFUA—%FAME=FIZTINEI Do TARNE=FO M) F—I3RE SN TH, SCRIPT /¥
FA=F —TIRELZAZ YT M2, a7l M) AW —0RE) 2508k T 5721, 72721,
ACTIVATE TRIGGER ¥ ¥ RCTTFHEF S N2HEIE. TANE—FTHoTHAZ Y 7 FHE
TEND, 77 ) M NO,

BEIYR

ACTIVATE TRIGGER (100 ~<—7%)

G
3
m
e

CentreCOM AR740 O~ > KU77L>226 | 287
613-000215 Rev.C



ADD TRIGGER (115 x—7%)

CREATE TRIGGER TIME (147 ~<—%)
DESTROY TRIGGER (171 ~<—3)
DISABLE TRIGGER (189 ~x—)
ENABLE TRIGGER (216 ~x—)
SHOW TRIGGER (370 ~x—%)
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SETTTY

SETTTY

AFrd)— R -ER /-3 —E A

SET TTY [HISTORY=0..99] [PAGE=4..99] [PROMPT={string|DEFAULT|OFF}]
[TYPE={DUMB|VT100}]

string: L5 (1~15 XFe ZAEEULHAR YTV 7 + — P THE)

ER

HLER 22 & O Telnet £ #ehe (BRI VERL & N AR 734 2 (TTY) OF 7 4V MEMEZBES 50

INGA—&—

HISTORY =~ KNy 77— X535 a3~y FEEOR KK 0~99 O#ii TiRE T %, HISTORY
NI A= —=|2¥u%ty LTS, ITIAET LI~y FEEBIHEES AR, ax Y FEREL
HIE 3 41213, RESET ASYN HISTORY 2~ > F%2ff9, 77 + )V it 30,

PAGE GiiKD 1 W L7278 % 4~99 OHEHPITIRET 5. 77 4V ME 22, OFF Zi8% L72a 13,
N—=VHATO—FfEIED T Th N R R b,

PROMPT 7't > 7 bF%), DEFAULT #8356 & 77 4V MR 5,

TYPE JEFIAR— MR T 2RO, VI100 2485E L72%4A, EilElN % VT100 TA 7 — 73 —7
YAMERE NS, DUMB IZ#E L7285 Aid, VI100 T AT — 7 2 =7 v A%, ¥ A0k
E— FCEIMET 5. 774V bid VT100,

BEI~> K

SETASYN ([f % —7x—Z| ®»50~x—)
SHOW ASYN ([f % —7x—A] ®61R—D)
SHOW TTY (375 ~<—%)
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SET USER

SET USER

HFIAY— M - EH ) - T — Y N — R

SET USER=login-name [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}]
[CALLINGNUMBER=1sdn-number] [CBNUMBER=el64number] [DESCRIPTION=string]
[PASSWORD=password] [PRIVILEGE={USER|MANAGER|SECURITYOFFICER}]
[TELNET={YES|NO}] [IPADDRESS=ipadd] [IPXNETWORK=ipxnet] [NETMASK=1ipadd]
[MTU=40..1500]

SET USER [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}] [LOGINFAIL=1..10]
[LOCKOUTPD=0. .30000] [MANPWDFAIL=1..5] [SECUREDELAY=10..600]
[MINPWDLEN=1..23] [TACRETRIES=0..10] [TACTIMEOUT=1..60]

login-name: 074 > % (1~64 LFo EHTFTOHMEM IR, KLT/NLTEXFIL 2o ZZAART)
isdn-number: ISDN %75 (1~32 )

el64number: E.164 HiE7H 5

string: LT (1~24 37)

password: /XA 7 — F (1~32 3%, KRIXF/ILFEKNT5)

ipadd: 1P 7 FL A /234y Fv A

ipxnet: IPX * v F 7 — 2735 (32 € v MR, 16 #HBIRK 8 T, FEIHD 0 13 EMTTHE)

FER

BAF L= —DIEMEEET L (= —Z2iBELEE), HAWE, 2= =T —IN—AD T
O—NVRENTA—F —2EHT L (2—F—ZEREL o7zl X)),

ING A —&—

USER T/ A v %, KLF/ILTFEXI LRV, B4 YA fE Lz &, FS1—F—0%Er %
We b, a7y BeREleholzdld, - -7 = RX—2D 70— NV e W
5,

LOGIN USER (—fg1—%—) LANVDOL—F—2av s KT A5 =T 2= AOUT AL V% §F
FhE) D, USER 8T A =8 —Tu s A Y aefad Lar o it BUEEH ST USER
LAVDOELEL—HF =D LOGIN /8T A — & —=DEHEN L,

CALLINGNUMBER 1—H#—0OREER T, TN, 2—F =750 ISDN/L2TP I — VAEMREEEEE
Aoz,

CBNUMBER I — Ny 7 &G, 82— —1la— Ny 735 LE2DFT,

DESCRIPTION L—H#—(Z3 232>+

PASSWORD /Y27 — F, RXF/NLT 2K 5,

PRIVILEGE L—#—L ), —ft2—4— (USER).&EH#H (MANAGER).Security Officer (SECURITYOFFICER)
5 EIRT %,

TELNET JBIH&A MO Telnet #7354 & ) 200 B A ¥ L7z —H—|Z TELNET 2~ » F&fif &+
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SET USER

BIE) DEIGET Ho

IPADDRESS 1—+#—|Z%1)4 T2 IP 7 FL 2, NETMASK &#TIRET %o

IPXNETWORK 1—H#— (28 B THIPX v M7 — 27 &K5, R EX MY 5L &1k, NONE %48%
T4,

NETMASK 1—%—»iH4+ &% v b~ A2, IPADDRESS & #l TIEET 5,

MTU Z—4%—® MTU fE#% 40~1500 O#PTIRET %,

LOGINFAIL #ifEL 702 1 VKO KR, 77 4V ME5E, 2>V —)L%—3F)LTLOGINFAIL
G L Ca A VKT 5 e, kou s Ay 7uy 7 s HFER S5 F T LOCKOUTPD #f72
SN b, Telnet #fihfidt v 2 a Y Ml S, 344K A F 225 @ Telnet #4454 LOCKOUTPD #
MR SN,

LOCKOUTPD LOGINFAIL [m#fE L Ca 7 4 ARM L2510, kou s A »7ary 7 28R $5
F TORERH (7). Telnet ¥ To 7 A ¥t Mg 135% 4K X P 55 D Telnet #fn 2 583
DR, 77 4V M 600 #,

MANPWDFAIL +t% =275 1—2v> F (ADDTACACSSERVER 2+v > F, ADDUSER a2< > K,
DELETE TACACS SERVER 2~ >~ F, DELETE USER 2~ > F, PURGE USER 2~ > F, SET
MANAGER ASYN 2~ > F, SETUSER 2~ > KN) AJJWEDOI/NA T — AT TRUDTHFEN S
K%, 774V M3,

SECUREDELAY +t* 254 —a< Y FDF¥A LT ho 774 M3 60,

MINPWDLEN /XA 7 — ROERNLTH 77 4V M 6 LT

TACRETRIES TACACS #—/N\—~0D1) 7 T A b E%EEH, 77 4V & 3 [,

TACTIMEOUT TACACS #—"N\—H50D L AKX AL (), 774 )V M358,

i
B — % — secadmin ®/S A — F&ZLHS 5,

SET USER=secadmin PASSWORD=newpass

W0 LFL BN ZAT = FERETE LWL IIZT S,

SET USER MINPWDLEN=10

BEIYR

ADD USER (117 ~<—7)
DELETE USER (165 ~x—7)

DISABLE SYSTEM SECURITY_MODE (187 ~<—%)
DISABLE USER (190 ~*— )

ENABLE SYSTEM SECURITY_-MODE (214 ~<—3)
ENABLE USER (217 ~—7)
PURGE USER (234 ~<—7)

f
I
g
i
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RESET USER (239 ~<—7%)
SHOW USER (379 ~<—73)
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SHOW ALIAS

SHOW ALIAS

AFTdU—EH-EH/ axry R Saky ¥ —

SHOW ALIAS

LT

ERHFHALAN T AD—EEEKIRNT b,

ol

AN - H - EEH

Manager > show alias
Alias ....... 1s
String .... show file
Alias ....... mv
String .... rename

BEI~Vv> K

ADD ALIAS (101 ~<—%)
DELETE ALIAS (150 ~<—7%)

CentreCOM AR740 a~v > K1) 77L > X 26
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SHOW BUFFER

SHOW BUFFER

AFrdU— R -ER ) VAT L

SHOW BUFFER

FEa

BAAEY —, 25T — % EOWREFRT 5,

AN - H - EEH

Manager > show buffer

Memory ( DRAM ) .......... 16384 kB
Free Memory .............. 48 %
Free fast buffers ........ 655
Total fast buffers ....... 1164
Free buffers ............. 3949
Total buffers ............ 4096

Buffer level 3
Buffer level 2
Buffer level 1

........... 125 (don’t process input frames)
........... 250 (don’'t do monitor or command output)

........... 500 (don’t buffer up log messages)

Memory ( DRAM
)

FIEENTWS DRAM X £ —DOREE

Free Memory

DRAM A€V —DZ%2% (%)

Free fast buffer

FAEHDOEEAEY) =Ny 77—, COMEP0TH->Td, BHEDAEY —
3w 77— (Free buffers) 7322\ CTWILIZRIEZ W

Total fast buffer

AT =Ny T 7 — DK, WA E) =Ny 7 7 —IL, DRAM LOFFEH
BWICHER S NIy 7 7 —C, MOFRICHER S NNy 77— L) b EdEL T
7R AN, U= RSNV ) =R T 74NN FT7AVDORESITL -
T @EAEY) =N 77 —O@RBUIEHT 5, 72, HEAE) =Ny 77—
AT EWREED H S (Z0H;4 . Total fast buffer 120 & 7% %)

Free buffers

REHDO AT =Ny 77—

Total Free buffers

AE) =Ny T 7— DK

Buffer level n

FHHDORAE) =Ny 77—, HLANLVTERELEHDTICRRE, Hva
PUCFR SN T WA ULEE 442 14 2

# 29:
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SHOW CONFIG

SHOW CONFIG

HFdV—EH -EW /a4 7L —=vay

SHOW CONFIG [DYNAMIC [=module-name] ]

module-name: €3 2. — V%

FEa

EEEIRFRRE 7 7 A VA FIRT Bo 720 DYNAMIC # 7' ¥ a3 v 247 L7 Ed. BUEDOREN

) - EOBENE) 2RE7 7 ANVERUBEATERT %,

INGA—&—

DYNAMIC HBAEDRENEFZREAZ ) T MOEKNTERT b, TV 2 -V HeiE LY

SHOW CONFIG DYNAMIC=IP) (&, #FBEY 2 — VORELZTVFREINS,

AN - H - EEH

(4

&

Manager > show config

Boot configuration file: ispfw.cfg (exists)

Current configuration: ispfw.cfg

Manager > show config dynamic=firewall

#

# FIREWALL configuration

#

enable firewall

create firewall policy="net"

disable firewall policy="net" identproxy

enable firewall policy="net" log=inal, inde
enable firewall policy="net" icmp f=all

add firewall policy="net" int=eth0 type=private
add firewall policy="net" int=ppp0 type=public
add firewall poli="net" nat=enhanced int=ethO0 gblin=ppp0

Boot configuration file — EEIRFE 7 7 A VH (o ZHIZELE 7 7 A VAPFAEL TV D0 E) )6
RENEE 7 7 A Vg ST v & &id, [Not set] L #REND

Current Configuration %D () EHFFIZGHAAATLHET 74 V5

7 30:
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BEEIYKR

CREATE CONFIG (123 ~<—7%)
RESTART (240 ~<—7)
SET CONFIG (242 ~<—73)
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SHOW CPU

SHOW CPU

AFrdU— R -ER ) VAT L

SHOW CPU

FEa

CPU ORI Z TR %0

AN - H - EEH

Manager > show cpu

CPU Utilisation ( as a percentage )

Maximum since router restarted ..... 100

Average since router restarted ..... 23

Average over last minute ........... 20

Average over last 10 seconds ....... 20

Average over last second ........... 31

Maximum since router restarted N =P

Average since router restarted TR

Average over last minute WFE 1 0 OB

Average over last 10 seconds W8 F 10 2 O B 3

Average over last second W3 1R OFEHAE
% 31:

BEIYR

SHOW BUFFER (294 ~<—2)
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SHOW DEBUG

SHOW DEBUG

AFrdU— R -ER ) VAT L

SHOW DEBUG [STACK]

FER

TNy TIEHE FRT %o

ING A —&—

STACK HilnlZ 7 v alicbkEDARY v 7 ¥ T2 ERT 5,

AN - H - EEH

Manager > show debug stack

Router RESTART occurred

Check exception table for restart cause

STACK DUMP

00001260: 00000000 00000580 00000001 0OOOOOOO1
00001270: 00010000 ffffffff 45464748 494a4bdc
00001280: 005c8338 00001034 4d4e4f50 51525354
00001290: 55565758 595a4142 00001449 45462000
000012a0: 20004344 4546c008 43444546 43444546
000012b0: 000el3f8 000a00d6 4748494a 4b4dc4dde
000012c0: 4£f505152 53545556 5758595a 41424344
000012d0: 45464748 494a4bdc 4d4e4f50 51525354
000012e0: 55565758 595a4142 43444546 4748494a
000012f0: 4b4c4d4e 4£505152 53545556 5758595a

BEIYR

SHOW EXCEPTION (299 ~x—3)
SHOW LOG (316 ~<—)

SHOW STARTUP (364 ~<—3)
SHOW SYSTEM (365 ~*—3)
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SHOW EXCEPTION

SHOW EXCEPTION

AFrdU— R -ER ) VAT L

SHOW EXCEPTION

FEa

BIss ST 7 % R B

AN - H - EEH

Manager >

No: 01
Offset/Type $008/Bus error Address $43444546
Time 12:49:15 on 28-Sep-2001 Clock Log 12:48:16 on 28-Sep-2001
SSW s$00deé6 Fault Addr $43444546
No: 02
Offset/Type $07c/Watchdog timer Address $002cd46a
Time 12:46:19 on 28-Sep-2001 Clock Log 12:45:37 on 28-Sep-2001
No: 03
Offset/Type $008/Bus error Address $002dleda
Time 12:40:40 on 28-Sep-2001 Clock Log 12:40:38 on 28-Sep-2001
SSW $0045 Fault Addr $51009e18
No: 04
Offset/Type $008/Bus error Address $002dleda
Time 12:34:40 on 28-Sep-2001 Clock Log 12:34:22 on 28-Sep-2001
SSW $0045 Fault Addr $51009e20
No: 05
Offset/Type $008/Bus error Address $002dleda
Time 12:06:25 on 28-Sep-2001 Clock Log 12:06:05 on 28-Sep-2001
SSW $0045 Fault Addr $51009e18
No: 06
Offset/Type $008/Bus error Address $002dleda
Time 11:53:09 on 28-Sep-2001 Clock Log 11:52:09 on 28-Sep-2001
SSW $0045 Fault Addr $51009e18
No: 07
EH - BI1E CentreCOM AR740 %> KU 7 7L > X 2.6

show exception

Spurious interrupts = 0

Router exception list
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Offset/Type : $008/Bus error Address : $002dleda

Time : 18:44:18 on 19-Sep-2001 Clock Log : 18:44:03 on 19-Sep-2001
SSW : $0045 Fault Addr : $51009e20
300 | CentreCOM AR740 1v> KU 77 L > 2 2.6 B - B
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SHOW FEATURE

SHOW FEATURE
HFd)— - EB/ VT by T

SHOW FEATURE [={featurename|index}]

featurename: 7 4 —F ¥ —% (1~1230'7)
index: 7 1 —F v —F5 (1~)

BER

T4 —F %=Lt ADERE FFET Do
INGA—&—

FEATURE 7 4 —F ¥ —% %7213 SHOW FEATURE 2~ > FCTHEREINDL 7 4 —F ¥ —F 5, AL
TRTDT 4 =F ¥ —OBEPFREN L, FRERIEREY 7 1 —F ¥ — Ol 2 H#IFR SN %,

AN - H - EEH

Manager > show feature

The Special Feature Licences:

Index FeatureName Licence Period
pki full -
ssh full -
test full -

The current valid features :

Secure Shell

FIREWALL
PKI
Index TA—TF =4 ADAL VT 7 AFKET
FeatureName T4 —F¥—%
Licence T4y A, Full (7)V7 1+t~ R), [password incorrect] (/¥
AT — FER D72 D HAT]) Oy
ER - g8 CentreCOM AR740 Iv > KU Z77L>226 | 301
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SHOW FEATURE

Period SAL Ly AOARMM. 7VIAky ADEEIT [-]

The current valid features A&F A > A2 X )i HufE kgD —&

3% 32:

BEIYR

DISABLE FEATURE (172 ~<—7)
ENABLE FEATURE (199 ~<—72)
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SHOW FFILE

SHOW FFILE

Hrdy)— i ER - EH/ REREEL T AN AT A

SHOW FFILE [=filename] [CHECK]

filename: 7 7 4 V4 (7 AV K7 — FIEEHE)

ER

759327 7ANYATL (FFS) FOT7 7 ANV—EBINTIv T aAE) —DREFELETYERT A,
INGA—&—
FFILE 77 ANV —2 (JANVEH—FR) F2E37 7 ANVEEI_ET D BREEEIZTRTOT7 74

WEREND, EWHET (163X G L 2o T, HusE 83 FX) THRET LI &,
CHECK 774 MVNDF v 7 L%xBETS,

AN - H - EEH

Manager > show ffile

dev creator name type size file date & time address check
flash easyconf cfg 2494 04-0Oct-2001 21:01:32 01D4EF00 -
flash config gui 80 31-Oct-2000 11:46:15 O01D80OAOC -
flash 221-01 hlp 139682 12-Jun-2001 11:00:40 01D81214 -
flash test htm 174 04-Sep-2001 08:49:34 01D4B140 -
flash config ins 32 12-Sep-2001 17:26:46 01D4D400 -
flash prefer ins 64 23-Jul-2001 14:08:17 01D43444 -
flash feature lic 117 14-Sep-2001 19:20:46 01D4D460 -
flash ppplink  log 40 01-Oct-2001 13:07:02 01D4EE98 -
flash random rnd 3904 01-Oct-2001 11:53:10 O01D4DF18 -
flash mail scp 92 11-Jul-2001 20:33:50 01DA5248 -
flash resetlim scp 30 27-0ct-2000 08:26:19 01D80050 -
flash inst release lic 96 23-Jul-2001 14:08:16 01D433A4 -
flash 1load 8222-01 paz 12264 28-Aug-2001 12:46:32 01D48118 -
flash 1load 8-222 rez 1668860 23-Jul-2001 14:05:24 O01DABCe8 -

files ..... 1828916 bytes (14 files)
garbage ... 69836 bytes
free ...... 198400 bytes
total ..... 2097152 bytes
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SHOW FFILE

dev 77 AN ST WD TN, A%
creator T 7 ANVOVERE (£ 2—V4E)
name 77 ANG LR EBR<)

type TrANE AT GEET)

size T7ANYAX (O8N M)

file date & time

7 7 A IVAERL H FF

address 77 ANVOREET FLA (16 #5)

check T=8F v 7 OR (CHECK *+ 7Y 3 VRERICOARFREIN D)
files 77y arA®) L0774 NVERERE

garbage 77y aXE) - LEOHIBRT 7 AV (T3) HAERE

free 7Ty aRE) —DEEFRE

total 7Ty v a AT —OREE

BEIYR

3% 33:

CREATE FFILE (124 ~<—7)
DELETE FFILE (151 «¢%—7%)
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SHOW FILE

SHOW FILE

Hrdy)— i ER - EH/ REREEL T AN AT A

SHOW FILE [=filename]

filename: 7 7 4 V4 (7 AV K7 — FIEEHE)

FEa

T7ANVATLALED T 7 AN—E, HLVIEELLTFA N T 7 ANVOABTEERT 5,

ING A —&—

FILE 77 ANVGRy—2 (TANVEFEH—F) $2E377ANVEERET D, AREILZ 7 7 4 )V —E)5%
IREND, NF —VIBERZ, v FTLT77ANDO—ENRERINL, 77 ANV TIE LTLGE

3. FYU T AN TFA N T 7 ANGESZONENERENL, TF A7 74 VTRV,
FOENERENS,

AR - H - EEf

Manager > show file

Filename Device Size Created Locks
52-222.rez flash 2062232 21-Aug-2001 13:20:12 0
52222-03.paz flash 21148 21-Aug-2001 13:20:59 0
52222-04 .paz flash 87992 04-0Oct-2001 18:58:48 0
adduser.scp flash 24 11-Sep-2001 15:22:30 0
basic.cfg flash 2131 12-Sep-2001 16:42:18 0
ca.cer flash 403 04-Oct-2001 18:46:45 0
dial.mds flash 34 03-0ct-2001 10:08:24 0
dvmrp.cfg flash 2262 21-Aug-2001 13:57:28 0
feature.lic flash 117 04-Oct-2001 19:11:56 0
grefwnat.cfg flash 2789 08-Sep-2001 15:00:10 0
help.hlp flash 123428 05-Jun-2001 16:19:31 0
ipsecisa.cfg flash 2767 06-Sep-2001 09:54:30 0
ispfw.cfg flash 2959 04-0ct-2001 19:56:53 0
12ipipx.cfg flash 2469 06-Sep-2001 19:06:18 0
manager.key flash 326 13-Sep-2001 11:54:23 0
myreqg2.csr flash 586 04-0Oct-2001 19:17:59 0
radfw.cfg flash 2722 08-Sep-2001 18:39:45 0
release.lic flash 96 21-Aug-2001 13:21:02 0
reset.mds flash 11 03-0Oct-2001 10:08:30 0
routerb.cer flash 472 04-0Oct-2001 19:19:35 0
rsasig.cfg flash 3941 04-0Oct-2001 19:37:07 0
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SHOW FILE

ssh.key flash 321 13-Sep-2001 12:01:39 0
accsave.acc nvs 248 04-0Oct-2001 19:55:07 0
config.ins nvs 32 04-0ct-2001 19:55:04 0
ppplink.log nvs 40 04-0Oct-2001 19:57:57 0
random. rnd nvs 3904 04-0ct-2001 19:55:07 0
Filename 77 ANV

Device T 7 ANDHE ENTWE TN, 24, flash T 7213 nvs
Size T ANVFARX OSA )

Created 7 7 A VAR H e

#34: 77 A NV—EDOFIREH

1
W77 I VATLALEDT7 7 ANV—E%R KR

SHOW FILE

Wc7 71V (cfg) O—E%E LR

SHOW FILE=*.cfg
W E 7 7 1V ip.cfg DNE & FoR

SHOW FILE=ip.cfg

BEIVYR

DELETE FILE (152 ~<—7%)
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SHOW FLASH

SHOW FLASH

Hrdy)— i ER - EH/ REREEL T AN AT A

SHOW FLASH

FEa

7593277 ANy AT L (FFS) ICMT ARy ERT 5,

AN - H - EEH

Manager > show flash

FFS info:
global operation ...... none
compaction count ...... 2

est compaction time 160 seconds

files ... ... ... 2423600 bytes
garbage ............... 99300 bytes
free ...l 1540332 bytes

required free block
total

131072 bytes
................. 4194304 bytes
diagnostic counters:

event successes failures

get

open

read 1
close

complete

write 2

0 0
0 0
1 0
7 0
2 0
1 0
create 2 0
put 0 0
delete 2 0
check 1 0
erase 0 0
compact 0 0

0 0

verify

(61 files)

global operation
verifying O\ 32

77 v 2|k L TEATHR DML, none, restarting. erasing. compacting.

compaction count

BB N a v

FAT %

CentreCOM AR740 a~v > K1) 77L > X 26
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SHOW FLASH

est compaction time

BB A 3 %7 3 3 v OHEE T B

files T ANDPEHL T bR
garbage MRS 727 7 A VAME L TR B %R
free R

required free block

W7y 7 A X

total

B A=)

T YR E

diagnostic counters

#FE FFS 4L — 3 3 » O/l a %

BEIVYR

3 35:

ACTIVATE FLASH COMPACTION (98 ~—3)
SHOW FLASH PHYSICAL (309 ~<— %)
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SHOW FLASH PHYSICAL

SHOW FLASH PHYSICAL
HFI)— Gl EH/ RUEEEL T T ANT AT A

SHOW FLASH PHYSICAL

FEa

77y vaXE) - OYEEREFRT b

AN - H - EEH

Manager > show flash physical

total size ............ 4 MBytes

device type ........... 28F008

devices ............... 4

location .............. built in

programming power ..... off

block erase time ...... 1600 milliseconds

total erase blocks .... 32

erase block size ...... 128 kBytes

erase bit state ....... 1

page buffers .......... 0

size of page buffer ... 0 bytes

total size HERTAE

device type 7T aTINAADY AT

devices 7T aTINA XD

location 77 v vaAE) —DEERRE, [SIMM stick] 2> [built in]
programming power TU7 73y 78T —0OIREE, on # off
block erase time HE7 Ty 7 EPr IR

total erase blocks WE7uy 7

erase block size W7y 794X (O31 +)

erase bit state HEE Y ~DIRRE

page buffers N=U Ny 77—

size of page buffer NR=UNy T 7—=H AL X S })

3 36:

g~ K
SHOW FLASH (307 ~<—7%)
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SHOW HTTP SERVER

SHOW HTTP SERVER

AFrdU— R -ER ) VAT L

SHOW HTTP SERVER

FEa

HTTP #—N— (K= MGRHL) OfeEs LOREEZ EZRT %o

AN - H - EEH

Manager > show http server
HTTP Server
Status ... e Enabled
SSL Security ... ...t e OFF
SSL KEY ID 't ottt e e -
POrt .. e 80
Listen port ........ ... Open
Sessions opened ..........iiiii oo, 77
Sessions closed ......... ... ... ... 76
Received requests .................. 1324
Unknown requests ..................0... 0
Transmitted replies ................... 1323
Aborted replies ...... ... 0
Transmitted replies on bad session .... 1
Authorisation successes ............... 1317
Authorisation failures ................ 7
Status HTTP ¥ —/"— DIk, Enabled % 7:13 Disabled
SSL Security ARHYHR— b
SSL Key ID ARHYHR— b
Port ARHYHR— b
Listen port ARHYHR— b
Sessions opened ARHYHR— b
Sessions closed FKHAR— b
Received requests ARHYHR— b
Unknown requests ARHYHR— b
310 | CentreCOM AR740 I¥> KU 77 L > X 2.6 EH - g1
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SHOW HTTP SERVER

Transmitted replies FHE—

Aborted replies K FE— b

Transmitted replies on bad session KIKR—+F

Authorisation successes K R—H

Authorisation failures FHE—
7 37:

BEIVYR

DISABLE HTTP SERVER (173 <—7%)
ENABLE HTTP SERVER (200 <—%)

]
I
g
i
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SHOW INSTALL

SHOW INSTALL

HFdV— I EH-EF®/ V7 b7

SHOW INSTALL

FER

AYAR=N (77 =27 T ElEIRT %,

AN - H - EEH

Manager > show install

Install Release Patch Dmp
Temporary - - -
Preferred flash:52-222.rez flash:52222-04 .paz -
Default EPROM (PR1-1.0.3) - -

Preferred flash:52-222.rez flash:52222-04 .paz -

No Temporary release selected

Preferred release selected

Preferred patch selected

Preferred release successfully installed

Preferred patch successfully installed

Install A ¥ A k=)D, Temporary, Preferred. Default ® 3§ 7
Release JY—=A7 74
Patch Ny FT 7 AN
Dmp RA AR — k
Current install HEFATHOA Y A b=V
Install history FEIFF O INSTALL € ¥ 2 — L O BifERl i
# 38:

BEIYR
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DELETE INSTALL (153 ~<—7%)
SET INSTALL (244 ~<—7)
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SHOW LOADER

SHOW LOADER

HFdY—EH - EW /7Ty Ju—F- ¥y ru—F

SHOW LOADER

FEa

LOADER EY 22— VDT 7 4 )V MR EMEB L OHEITHO 7 7 4 VEREMEOIREL FRT 5,

AN - H - EEH

Manager > show loader

Loader Information

Defaults:
Method ............. TFTP
File ............... -
Server ............. -
HTTP Proxy ......... -
Proxy Port ......... Default ( 80 )
ASYN o v iii i -
Destination ........ Flash
Delay (sec) ........ 0

Last Load:
Method ............. -
File ............... -
Destination ........ -
Delay (sec) ........ 0
Status ............. Idle
Last Message ....... -

Defaults LOAD 2<% FBX U UPLOAD 2~ > FOT 7 4V MHA

Current Load B ATHON TN D T 7 A VELEHE D /8T X — & —

Last Load OO 7 7 A WEGEHE T S 7285 X — % —fl

Method fnk 70~ a)v, TFTP, HTTP (WEB, WWW), ZMODEM O\ g iih

File kD 7 7 4 V4

Server F=N—DIP T FLAF/IdRA M4 (TFIP £ 7213 HTTP ® & & O HA %))
HTTP Proxy HTTP 7u %> —®OIP 7 KL XA F /213K X b4 (METHOD=HTTP ¢, 7%

VO REGR)
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SHOW LOADER

Proxy Port HTTP 71 % ¥ —® TCP A — &5 (METHOD=HTTP T, 71> —{fifk
DHAEH))

Asyn JEFHAR — F 5 (METHOD=ZMODEM D54 O AH%))

Destination ¥y ou— 734 X, FLASH % NVS

Delay Oy R HERIZT 7 4 VIERLELZ FliR§ 5 T TORMH (1)

Status LOADER £ 2 — )V DIKEE, Idle, Waiting, Loading. Load Complete, Load
Aborted D\ ¥ A, SHOW LOADER 2+ >~ FT [Load Complete| %7z
[Load Aborted] & #R&Nn/zd &, b9 —E SHOW LOADER % %179 % & |
Status (3 [Idle] (27 %

Load Level 7 7 A VEREDHEATIRUL (%) Status 7% Loading D & 721 R EN 5

Last Message

MEO7 7 A VEZRLERO X v -V, BEEHB L %I
(Loading) & [-] &FREN 2

BEIVYR

LOAD (223 <~—7)

% 39:

SET LOADER (245 ~<—3)

UPLOAD (390 ~—73)

]
I
s
i
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SHOW LOG

SHOW LOG

ArdU—EH - EE /uy

SHOW LOG [=output-id] [DATE=[op]date] [DEVICE=[op]device]
[FILE=[op] filename] [FULL] [MASK=ipadd] [MODULE=[op]module-id] [MSGONLY]
[MSGTEXT=[op]l string] [ORIGIN=ipadd] [REFERENCE=[op]string]
[REVERSE [=count]] [SEVERITY=[op]lseverity] [SOURCELINE= [op]line-num]
[SUBTYPE= [op] subtype-id] [TAIL[=count]] I[TIME=[op]time]
[TYPE= [op] type-1id] [ZONE={time-zone|lutc-offset}]

output-id: 17 117) ID (1~20)

op: HBEH T (T<] UhEW). [>] (R&Ew), T ELLC AW T] (EFELw), (%] IToxsslz &)
date: B} (dd-mmm-yyyy O3, dd1&H (1~31), mmm & GEFEA O3 LT Bl APR). yyyy IEHEAF)
device: 754 A

filename: 7 7 A V% (1~12307)

ipadd: IP 7 FL A /234 v Fv A

string: 375

module-id: € 2 — V4 E7213E Y 2 —LF5 (0~255)

count: %L (1~)

severity: 17 L~V (0~7)

line-num: 17%% (1~)

subtype-id: 17 X v =Y O¥ 754 THELID

time: ¥4 (hh:mm:ss O, hh 13 (0~23). mm 134 (0~59). ss (& (0~59))

type-id: U7 A v —T DY A THEIEID

time-zone: ¥ 1 L'— V%,

utc-offset: o Filks (UTC) 6o+ 7+ v b (423:59:59 ~-23:59:59)

FER

07 %3R5, KMEFZIREL T, REEEZRI AL LB TE 2,

ING A —&—

LOG uZHHID, AikHiiE TEMPORARY (RAM Lot ) HERNRE R D,

DATE * v t—UOH, BMEIHETXTORMNIIY Y 7§ %,

DEVICE 734 A5, BRI TRTOT NS AIZ~YyF T 5,

FILE #4EJ2—VDYV—ATUTTLT 7 AN (Bl logmainc)s ¥V —A7 74 )IV&IE, SHOW
LOG a2~ FIZCFULL 7> a »y 2 filf7- & BIZHEREN D, BRI TRTOT 74 VFIZT Y
79 %,

FULL U7Xy t—30&74—VRERRT L, FAvt— T3 CTREYoND, FULLA 7Y a3~
R RWE EIE, EA Y - VAEE LY ) —FE— FTEREI NS,

MASK #v hYA%Z, Avt—=VDOEEITLIP 7 FL A% /KT ORIGIN /85 X — % — L A G b Tl
M %o AWEHFIE 255.255.255.255 (H.—K A b),

MSGONLY T Xy t—TYDAyvt—IVRLPEF2FERSE0E IR ET S,
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SHOW LOG

MSGTEXT X vt — VAR E BT 5 LT, BT TXTORX v —=2Ilv vy F5 5,

MODULE £V a2 —LVFH5F7IEET 2 — V%, BRIFIZTRTOEY 2= VIZv v FF5,

ORIGIN T ZHEWITEDIP 7 KL A, MASK /85 X — % — Ll &b CHRIPIIEEA e, 77 4+ V b T
FTRTOIP 7 FLAICY Yy F§ 5,

REFERENCE A v t—JHDY) 77 Ly A, BRI TXTDY 7 7L Y Ay F§ 5,

REVERSE 17 % v t— %l (B LWIH) (I2FRT 5, Bl zdae L72mE13, &#r® REVERSE 1
D LWIEICE RSN A,

SEVERITY *vt—y0uZ LN, BBEEEZTXTOTZLNVIZT Yy FF 5,

SOURCELINE X v t—V%EH LAV —=AT0T T L7 74 VOITE T BRI TXTOITICY Y F
T4,

SUBTYPE X v t—YDH 754 74EEH 754 TG, BRI TRTOT 754 F12< v FT 5,

TAIL 5#Hous 2yt =V 2FRT 5, HIZ TAIL L 48E L2 E IERFT D 20 A v £ — UDFERS
Mo, e Lzt 23, o TAIL HsFR S5,

TIME £ v t— YO, BRI TRTOBINI~Y Yy F 45,

TYPE X vt—YD¥ A THELREYTH A TH T, AMEEITXTOY TSI AT IZx v T 5%,

ZONE %A1 LV —C%¥8ET S,

AN - H - EEH

Manager > show log

Date/Time S Mod Type SType Message

04 19:55:07 4 ENCO ENCO STAC STAC SW Initialised

04 19:55:07 4 ENCO ENCO CRYP Cryptek Chip Startup Test Passed

04 19:55:07 7 SYS REST NORM Router startup, ver 2.2.2-00, 20-Jun-2001, Clock
Log: 19:54:14 on 04-0Oct-2001

04 19:55:07 4 USER USER ADD A new user root has been added to the user

database

04 19:55:07 3 FIRE FIRE OUTDO Prot 0 0.0.0.0 0.0.0.0

04 19:55:12 3 USER USER LON manager login on port0

04 19:56:21 3 ACC CALL UP Call ACTIVE, direction outgoing, asynl

04 19:56:21 3 ACC AcCC ACT Call isp, activated on asynl

04 19:56:55 3 PPP VINT UP ppp0: Interface has come up and is able to send
and receive data

04 19:56:55 3 PPP AUTH OK ppp0: CHAP authentication over acc-isp succeeded

04 19:56:55 3 IPG CIRC CONF Remote request to set pppO IP to 87.65.43.21
accepted

04 19:56:55 3 FIRE VINT ACTIV pppO: DoD interface activated by IP traffic

04 19:56:55 3 FIRE VINT ACTIV UDP s=192.168.20.100:1040 d=12.34.56.78:53

04 19:57:37 4 FIRE FIRE INDTC TCP 111.111.111.111:22222 87.65.43.21:80

04 19:57:37 4 FIRE FIRE INDTC flow rejected by policy rule

04 19:57:57 3 ACC CALL DOWN Asynl 04-Oct-2001 19:56:21 to 04-Oct-2001

19:57:57 0:01:36 Successful
04 19:57:57 3 ACC CALL DOWN Asynl out 37:754 in 17:1147

04 19:57:57 3 ACC AcCC DEACT Call isp, on asynl deactivated

EH - B8 CentreCOM AR740 O~ > Ky 7 7L > X 2.6
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SHOW LOG

04 19:57:57 5 PPP VINT DOWN pppO: Interface has gone down and is unable to
send or receive data

04 19:57:57 3 IPG CIRC CONF Local request to reset ppp0O IP accepted

04 19:58:08 3 TLNT AUTH OK Telnet connection accepted from 192.168.20.100
(TTY 18)

04 19:58:12 3 USER USER LON manager login on TTY18

04 19:58:12 3 CH MSG WARN User ’‘manager’ 1is already logged in on Asyn 0

04 19:58:12 3 CH MSG WARN User ’‘manager’ has logged in on Telnet 1

Manager > show log module=acc full

Date/Time Mod Type SType Dev Origin MSGID Source File/Line
19:56:21 3 ACC CALL UP 00000 Local 00064 accmain.c:2178
04-0CT-2001 1isp LOCTIME

Call ACTIVE, direction outgoing, asynl
19:56:21 3 ACC ACC ACT 00000 Local 00065 accuser.c:2527
04-0CT-2001 1isp LOCTIME

Call isp, activated on asynl
19:57:57 3 ACC CALL DOWN 00000 Local 00088 accmain.c:1933
04-0CT-2001 1isp LOCTIME

Asynl 04-0Oct-2001 19:56:21 to 04-Oct-2001 19:57:57 0:01:36

Successful
19:57:57 3 ACC CALL DOWN 00000 Local 00089 accmain.c:1972
04-0CT-2001 1isp LOCTIME

Asynl out 37:754 in 17:1147
19:57:57 3 ACC ACC DEACT 00000 Local 00091 accuser.c:2771
04-0CT-2001 1isp LOCTIME

Call isp, on asynl deactivated

Date/Time 07Xy t—YOAMHK, BffidH (1~31) OADFR
S a7 xAyt—00u7 LX)
Mod 07 ekl 728y 2=V
Type Ayvte—I547
SType Ay—=TH% T84T
Message Ay = VR
% 40:
Date/Time O Ay t—Y0EMHEE, UTC 4 7ty b 23 ) ;AR FEA
S a7 xAyt—=y007 LX)
Mod 07 ekl L7zEY 2=
Type Avt—I54F
SType Ay—=TH% T84T
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SHOW LOG

Dev 07Xyt =YDOMN)H=Ehkof27NA A GERIA - R TIY £y ¥ a v %
&)

Origin 07Xy t—YOERIC, Local (A7 HENER) 7213 €= &AL (SRLP
% syslog 12 & AH5i%7C) O IP 7 FL A

MSGID Ay t—2 1D

Source File/Line

O Ayt —V%ER LT 2= VDY —ATATTNT 7ANVEGEFTHET

Ref

072y +t—DEEHR (Reference) 7 14—V K

Flags 07Xy +t—®Flags 7 1 —)V Fo LOCTIME, SECURE, CMDOUT #*#% %
Message A= AR
#41: FULL # 7' 3 Vg%
1

ENVS Fou s (PERMANENT 27) #H%

SHOW LOG=PERMANENT

BEHO7 7477+ — VET 7 Xy -T2 HA

SHOW LOG MODULE=FIRE

BEIVYR

PURGE LOG (231 ~¢—7)
SHOW LOG STATUS (330 ~<— )

]
I
s
2

CentreCOM AR740 a~v > K1) 77L > X 26
613-000215 Rev.C

319



SHOW LOG COUNTER

SHOW LOG COUNTER

ArdU—EH - EE /uy

SHOW LOG COUNTER

FER

O ERROBW N Y v 5 — R FRT D

AR - H - EEf

Manager > show log counter
Log Counters

Idle 1OOP PaASSES ittt it ittt e e e e e e e 355
Transmit PasSesS . ...ttt e e e 11
Messages Generated .......... ...t 103
Messages Received (Syslog) . .......iiiininno...

Messages Received (0ld protocol) .................

Messages Received (New protocol, SRLP) ........... 0
Messages Rejected (Syslog) . .......iiiininn... 0
Messages Rejected (0ld protocol) ................. 0
Messages Rejected (New protocol, SRLP) ........... 0
Messages Rejected (Module disabled) .............. 0
Messages Rejected (Generation disabled) .......... 0
Messages Rejected (Reception disabled) ........... 0
Messages Rejected (Bad parameters) ............... 0
Messages with invalid time ....................... 0
Messages Transmitted (Syslog) .................... 26
Messages Transmitted (New protocol, SRLP) ........ 10
Messages Retransmitted (New protocol, SRLP) ...... 7
ACKs Sent (New protocol) . ... ...t nnnn.. 0
ACKs Sent (0ld protocol) . ... ...t 0
ACKs Received (New protocol, SRLP) ............... 6
Message transmissions failed (New protocol, SRLP) 0
Messages processed via OD 1 ................ 26 (Syslog)
Messages processed via OD 2 ................ 11 (Router)
Messages processed via OD TE ................ 15 (Memory)
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SHOW LOG COUNTER

Idle loop passes

TARVLV=Thbul Ayt =Ny NI —7
Ot Z 5k E) S 7z mlK

Transmit passes

07Xy t— U%E 70 AR

Messages Generated

RO 7 Ay b— %

Messages Received (Syslog)

syslog lZ L W ZELcO 7 Xy =%

Messages Received (Old protocol)

Net Manage Message Protocol 12 & V) 545 L 7-
07 xyt—I%

Messages Received (New protocol, SRLP)

SRLP (Secure Router Log Protocol) 12 & ) 5213
L7za 7 Xy t—%

Messages Rejected (Syslog)

syslog X v =Y D) bZE =G L7

Messages Rejected (Old protocol)

Net Manage Message Protocol X v £ —3 D)
bREZELG LK

Messages Rejected (New protocol, SRLP)

SRLP (Secure Router Log Protocol) x v t—<
D) LEAE RIS LK

Messages Rejected (Module disabled)

ZELZA T AyE—T0) b, B IR
RREZ S 77D IS N D%

Messages Rejected (Generation disabled)

VIMTZTEZ 2= HODOUT Ay E—TD
Ib. BT Xy k= Y OERDPERIRRET 5 727
DRFEINTZHDDOE

Messages Rejected (Reception disabled)

ZELZOZAyE—TUDI) L, O rZENEY
REETZZ S 7272 DITHEE SN2 DDY

Messages Rejected (Bad parameters)

ZRELIEUT Ay =D b, WRRINT A—
Y= E ATV DIIEINTLDODE

Messages with invalid time

FALAY VTWHNIZ o7 20— 0¥

Messages Transmitted (Syslog)

syslog THELT T Xy =T DF

Messages Transmitted (New protocol, SRLP)

SRLP THEEL-T T Ay E—TDF

Messages Retransmitted (New protocol, SRLP)

SRLP THREELZR I Ay =D

ACKSs Sent (New protocol)

SRLP CxAfEL72u 7 Ay t—ITh¥ 2RI
% (ACK) #%#fE5%

ACKSs Sent (Old protocol)

Net Manage Message Protocol T5f5 L7-1 7
A= VIS 2 iERIRE (ACK) %E%

ACKSs Received (New protocol, SRLP)

SRLP C#fg L7zu 7 A vt — V1§ 2 iR
% (ACK) %%

Message transmissions failed

SRLP TohOu s 2 vt—I%EICHM L 720K

Messages processed via OD n

]
I
g
2

FMT LU B NERICL o T E N A Y
=M, Avk—T0HEDho THITH I
(DESTINATION)
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BEEI~YR

SHOW LOG (316 *—7)

SHOW LOG OUTPUT (323 *—7)
SHOW LOG QUEUE (326 ~x— %)
SHOW LOG STATUS (330 ~<—3)
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SHOW LOG OUTPUT

SHOW LOG OUTPUT
HFAY— -/ ny

SHOW LOG OUTPUT [={TEMPORARY|PERMANENT|output-id}] [{FILTER=entry-id|
FULL}]

output-id: 1 7'i11J) ID (1~20)
entry-id: > b)) =75 (1~)

Ea

O M DEENEEFRRT b,
ING A —&—
OUTPUT u 751D, AMHIE TN Toa S EBENEREN D,

FILTER 8E L7740V ¥ — 12T 25l 15 %A FRT 4, FULL A 72 3 v EFIIFICIBET 5 2 L it
TX 7\,

FULL &GO ERNE & fMICFRRT 50 FILTER 287 XA — 4 — L AFRICIRET 5 2 LT TE B\,

AR - H - EEH

Manager > show log output

OD# Type Port Server Msg Zone Fmt Email Address ESQMP
PE NVS 0020 Default YY---
TE Memory 0200 Default YY---

Manager > show log output=temporary

Output Definition ............ Temporary

Enabled ............ ... ... ... Yes

TYPE vttt e Memory

Max Messages .........ooueueunnn 200

Time Zone ...........ciioin... Not set

SeCuUre ........... i, Yes

OD# o 7)) ID

Type o 7 )15, Memory, NVS, Port, Router, Syslog ®\x§ 12

Port 1 7SRO A — M. Type 2% Port D12 O A A%
EH - &1 CentreCOM AR740 v > KU77L>226 | 323
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SHOW LOG OUTPUT

Server 0 7k IP 7 KL A, Type %% Router 7% Syslog O 12D A A%

Msg FUTERICBV TR 2 — 1IN TEDIRARA v = V¥

Zone 54 L= (Default, GMT, UTC, - CKi&iE), ¥ 1 4= %, -23:59:59
~+23:59:59)

Fmt BUMBNERIIBITAE S Ay =Y DT+ —< v b, Full » Summary

Email Address 07 %R EROEF A —IVT FL R, Type #° Email D& 12D HAR)

ESQMP ENABLED, SECURE. QUEUEONLY, MAXQUEUESEVERITY, PASSWORD

BINF A —¥ —DFHERRT, ENABLED, SECURE. QUEUEONLY D54,
Y 1Z Yes #. N i3 No %, -l35#HA %54, MAXQUEUESEVERITY (&, 0~
7007 L)%, PASSWORD (&, - CGEitg) F7203* (BREEA) ©R7

3% 43:

Output Definition 0 777 ID £721%. PE (Permanent). TE (Temporary) ®\x§ 17

Enabled 0 7 J)EF D IRAEE, Enabled 7> Disabled

Type o 7 7). Memory, NVS, Port, Router, Syslog O3 172

IP Address (Server) — H Z#zik%e0 IP 7 F L A, Type 7% Router 2* Syslog D¥; 412D AA %)

Zone % 4 27— (Default, GMT, UTC, Not set (Ki&i&) . -23:59:59 ~+23:59:59
BLUOY A= %)

Secure Zou ZWRNENEENE D) D

Queue Only Fa— O K E ) I

Max Messages FUMTVER BV TR 2 —ITHMNTEDIRRRA v = V¥

Filter # U7 A= T4V =T, 74NV =5k v FREDT 7 v a v, 54

[ALL] 33 XRTORX v —=JIIv v F T 5T E%RT, 773 i3 Process
» Ignore D &6 5

Port 0 7D IRFIF — MG Type #* Port D& 120 AEH)

Format BUMB N ERIIBTLE Ay =T DT +—< v b, Full » Summary

Email Address 07 %R EROEF A —VT FL R, Type #° Email D¥;E 12D AA4%)

Password SRLP THiD IV — & — 2§k § B a1 REEE 21T % 720 D78 27 — K NONE
ERFEZRT

Max Queue Severity MELINFIZF2—4 Y FENLHAOT LN, 0 (k) ~7 ()

#44: FULL £ 72 a Y {aER

1
BHAEEHR SN T LI 7 MO~ EE2RRT 5,

SHOW LOG OUTPUT

WMo 756 (1) oFMEHRZFRT 5.

f
I
g
2
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SHOW LOG OUTPUT=1

SHOW LOG OUTPUT

WMo 75 (1] oS SIZFElAHER (Aye—U 71008 —2&8) Z2FRT b,

SHOW LOG OUTPUT=1 FULL

BEIVYR

ADD LOG OUTPUT (102 ~<—3)
CREATE LOG OUTPUT (126 ~*—7%)
DELETE LOG OUTPUT (154 ~<—73)
DESTROY LOG OUTPUT (167 ~<—7)
SET LOG OUTPUT (247 ~—73)
SHOW LOG STATUS (330 ~x—3)

J
I
g
i
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326

SHOW LOG QUEUE

SHOW LOG QUEUE

ArdU—EH - EE /uy

SHOW LOG QUEUE

FEa

Q7 Ayt —VF2—HNDOAyb—JICHTAIEREFRT S,

AN - H - EEH

Manager > show log queue

Queue RAM Messages NVS Messages Type

01 0000/0100 0000/0000 Syslog
02 0003/0100 0000/0000 Router
TE 0007/0200 0000/0000 Memory

Outstanding SRLP Messages (Sent but not acknowledged)

OD# Message ID Last Attempt Attempts Delay

02 979

02 979

02 979
Queue O /W ID (1~20) %7:13 TE (TEMPORARY). PE (PERMANENT)
RAM Messages B RAM FICRGFEENTWE X v b —V#H/RAM FICREAREG IR A v £ —
NVS Messages BAENVS FICREENTWD A v — TV /NVS ISR RERRRA v B —
Type Ayt — Y DR R %EE . Memory, NVS, Port, Router, Syslog ® 9

na
OD# 1 7 i ID
Message 1D Avt—=21D
Last Attempt WBIZA v — VRE R AR, WK 0 2 & OF%#E 55K
Attempts Ay t— Y OREFATIHE
Delay B ORERITH 5 RORE T TOME (5)
5 45:
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BEEIYKR

SHOW LOG (316 ~<— %)
SHOW LOG OUTPUT (323 ~<—%)
SHOW LOG STATUS (330 ~<— %)
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SHOW LOG RECEIVE

SHOW LOG RECEIVE

ArdU—EH - EE /uy

SHOW LOG RECEIVE [={ipadd|ANY}] [MASK=ipadd]

ipadd: 1P 7 FL A /234y Fv A

FEa

U7 ETF—TVONEEFERT S,

ING A —&—

RECEIVE 1t/ #ETOIP 7 FL A, MASK LA GHETHPEZIEET S 2 & EE, ANY & 0.0.0.0
BT RTOIP 7 FLAZRT,

MASK RECEIVE 87 A —4% —T{RELLT FL AT A5~ A7, 7272 L., RECEIVE=ANY 721
RECEIVE=0.0.0.0 ® & ZI3$5%¢ T & %\,

AR - H - EEf

Manager > show log receive

Type IP/Network Addr Netmask Protocol Password

Allow 192.168.1.1 255.255.255.255 OLD NEW ---

Type FLT FLADLOU T ZERFT L0089 s Allow (FFH)). Reject (Fi75)
IP/Network Addr B Z7#ETLOR—=AIP 7 FL A, Any 33 _XTOIP 7 FLAZRT

Netmask IP/Network Addr {26355+ b A~

Protocol FHBIP T FLANLR 72255 AL &1 71 ka2, OLD (Net Manage

Message Protocol). NEW (SRLP). SYS (syslog) @ 3 H¥i»d %
Password SRLP ffi I DFREE/ S AT — N, K EE 322
% 46:

BEIYR

ADD LOG RECEIVE (104 ~<—73)
DELETE LOG RECEIVE (155 ~<— %)
SET LOG RECEIVE (251 ~¢—3)
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SHOW LOG STATUS (330 ~<— %)
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SHOW LOG STATUS

SHOW LOG STATUS

ArdU—EH - EE /uy

SHOW LOG STATUS

FEa

0 7 HBED RETTHE R T %o

AN - H - EEH

Manager > show log status

Log System Status

Log Module Status .............. ... Enabled
Log Message Generation ................ Enabled
Log Message Reception (via network) ... Enabled
Log Message Output .................... Enabled
Local Time Offset (from UTC) .......... Not set
Next Message ID ............iiinn. 59
Number of Output Definitions .......... 2
Log Module Status 0 ZHERED AR - MER)
Log Message Generation 0 7R OER) - HR)
Log Message Reception (via network) — © 755 DA% - HEx)
Log Message Output a7 OER) - ER)
Local Time Offset (from UTC) 07 EYa— VAT 2 UICA 71y b (+23:59:59
~-23:59:59), [-] 3B EEZRT
Next Message ID RDA Y= 1D
Number of Output Definitions EFF IO
5 47:

BEIYR

DISABLE LOG (174 ~—7)

DISABLE LOG GENERATION (175 ~<—7%)
DISABLE LOG OUTPUT (176 ~<— <)
DISABLE LOG RECEPTION (177 ~<—%)
ENABLE LOG (201 <—%)
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ENABLE LOG GENERATION (202 ~<—3)
ENABLE LOG OUTPUT (203 ~x— %)
ENABLE LOG RECEPTION (204 ~<—7%)
SHOW LOG (316 *—)

EA - B8 CentreCOM AR740 Ov> RU77L>226 | 331
613-000215 Rev.C



SHOW MAIL

SHOW MAIL

A7 — DEH B A —ViRfE

SHOW MAIL

FEa

A= VA EHREOREBIUREF 2 —NOX - V—EE2FRT S,

AN - H - EEH

Manager > show mail
MAIL
Host Name ............ routerb. tw.mydomain.xxx
SMTP Server .......... not set
State ....... ... .. alive
Debug ........o.... disabled
Mails Sent ........... 4
Date/Time Id To Subject State Retries
5 11:11:15 0003 admin@is.mydomain.xxx Connect 0
332 | CentreCOM AR740 I¥> KU 77 L > X 2.6 &R - B
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SHOW MAIL

Host Name

B2 M4 (SET MAIL 2~ > FC&R%E)

SMTP Server

Rt — |

State

A — VR EHEREDIKRE, Talive] (EjfEH). TDEAD - name server not set] ({1
1EH - DNS %#%%). [DEAD - hostname not set] (fs£1EH - & A M%K%

7E)

Debug TNy T HEREDIREE, [enabled] %7:13 [disabled

Mails Sent HI R OFRE R IZERF LA — L%

Date/Time Ay = UPAT =)V ENT I

Id A v+t —T 1D, DELETE MAIL 2<% > FTAT =26 A= VaxHllRT 4L &
\ZHEET %

To S A — VT FL A

Subject A= A MV

State FA Ay =V OREIRE, initial (LEFL) . get MX-IP (MX L a2 — i
F). get IP (DNS ##%+1). Connect (SMTP # —/3— & & TCP #H#chfr) |
S-helo (HELO 2+ > Fi%fEH1), S-from (MAIL FROM 2~ > F#%fEH), S-rept
(RCPT TO =~ ¥ FifEH) . S-data (DATA 2~ » Fi%fEH). S-header (# —
Ny F—%fEH), Sfile (77 4 IVH 5 A= VAL % %EH), S-buffer (v
t— VAR EREED), Slast (X v E— TGO Ky b E%EH), S-done (X
= VEEET). S-quit (QUIT a2~ > Fa#kEFH)

Retries Ayt — T ORI

BEIVYR

3% 48:

DELETE MAIL (156 ~<—3)
DISABLE MAIL DEBUG (178 ~<— )
ENABLE MAIL DEBUG (205 ~<— )

MAIL (227 ~—7)

SHOW MAIL (332 <—7%)

]
I
s
2
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SHOW MANAGER ASYN

SHOW MANAGER ASYN

HFId)— @B/ kX)) T —

SHOW MANAGER ASYN

FEa

A=V v —FR—F (BT ALK -) L LTRESNTOVLIEFAPFR - FOFZ2FRT 5,

AN - H - EEH

Manager > show manager asyn

No manager port is defined.

BEI~Vv> K

LOGIN (225 ~—73)
SET ASYN ([f v % —7=z—Z| ®50~2—7)
SET MANAGER ASYN (255 ~<— %)

G
3
m
e
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SHOW NTP

SHOW NTP

H7rdy)— 1 EH - EH / NTP

SHOW NTP

FEa

NTP OixEfffiz FRd %o

AN - H - EEH

Manager > show ntp

NTP Module Configurations

Status : ENABLED

Host Address : 172.16.28.169
UTC offset : +09:00:00 (JST)
Last Updated : 11:19:38 on 03-Jul-2001
Last Delta : +0.94

Configured Peer

172.16.28.1

Counters

Packets Sent : 0000000002
Packets Received : 0000000002
Packets w/ head error : 0000000000
Packets w/ data error : 0000000000

Status NTP € = — Vv olkiE (ENABLED 7% DISABLED)
Host Address NIP £ 2= )VDIP 7 FL A

UTC offset et iy (UTC) oot 7k vy b

Last Updated NTP (2 & % PkiReit o e S H IR

Last Delta A ERREONERGET OB IERE FRE)

Configured Peer

NIP#—"—DIP 7 FL A

Packets Sent

28 NTP 37 v MK

Packets Received

218 NTP 737 v Mk

Packets w/ head error

ZENIP X7y bD) BNV ¥ —LF =3 o725 DD
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SHOW NTP

Packets w/ data error

ZENIP X7 Y DI LT =5 L5 =P hHo72bDDE

BEIYR

ADD NTP PEER (106 ~<— )
SET NTP UTCOFFSET (256 ~<— )
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SHOW NVS

Hrdy)— i ER - EH/ REREEL T AN AT A

SHOW NVS [BLOCK=block-id [INDEX=index]]

block-id: 71 v 7 ID (16 %)
index: 79y 74 7y 7 A (16 #%)

BER

NVS (REEFEEATY —) OAFTY =70 v 7HEREFRT Do
INGA—&—

BLOCK 7wy 7 ID
INDEX 7uv 747y 7R

AN - H - EEH

Manager > show nvs

Block Index Size Creation Creator Block

ID (bytes) Date ID Address
0000001a 00000003 0000001la 09-Apr-2001 00000012 £f£fe00200
00000032 00000002 00000050 09-Apr-2001 00000022 £fe00400
00000038 00000000 00000000 **-**xx_*x**x*x (00000021 ££fe00000
00000043 00000001 000000b4 05-Jul-2001 00000029 ffe02c0O0
00000043 00000002 00000f78 05-Jul-2001 00000029 £ffe04200
00000043 00000003 00000058 05-Jul-2001 00000029 £ffe05400
00000045 000003fc 00000de4 05-Jul-2001 00000026 ffe0lcOO
00000045 000003fd 00000024 05-Jul-2001 00000026 ffe0laloO

Block ID 71y 27 ID (16 i)
Index Ty s A4 rFy s A (16 #)
Size (bytes) Ty 74X (N1 F) (16 i)
Creation Date Ta Y7 OFEH, ¥ | 3ERE PR ERTHALHI L 2RT
Creator 1D Ty 7 wffRL7zEY 2= D ID
Block Address Jay 77 RLA
% 50:
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BEEIYKR

CLEAR NVS TOTALLY (121 ~<~— %)
SHOW NVS FREE (339 ~<—3)
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SHOW NVS FREE

SHOW NVS FREE

Hrdy)— i ER - EH/ REREEL T AN AT A

SHOW NVS FREE

FEa

NVS (REEFEMEA T —) OZRERE

AN - H - EEH

TFRINT Bo

Manager > show nvs free

Number of free sectors

232

Number of bytes in free sectors 114144

BEI~Vv> K

CLEAR NVS TOTALLY (121 <_—7%)

SHOW NVS (337 <—7)
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SHOW PATCH

SHOW PATCH
HFd)— - EB/ VT by T

SHOW PATCH

FEa

N FT 7 ANVOEREFIRT b,

AN - H - EEH

Manager > show patch

Patch files

Name Device Size Version
52222-03.paz flash 21148 2.2-3
52222-04.paz flash 87992 2.2-4
Name Ny FT 7 ANV
Device N TF T 7 ANDIEANE N TN B TINA A
Size IS FT7ANDYFAL X (N1 b)
Version N FT7ANDIN—=T 3~
% 51:

AEa~v> R

DESTROY PATCH (168 ~<—7%)
LOAD (223 <—7)
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SHOW RADIUS

SHOW RADIUS
HF A= ER R R -

SHOW RADIUS

FEa

BEEENTW A RADIUS (Remote Authentication Dial In User Server) #—/N—D—& % F/RT 5,

AN - H - EEH

Manager > show radius
Server Port AccPort Secret
200.100.10.1 1645 1646  *FxEkxk*k
Server RADIUS =/ N"—DIP 7 N L A
Port L — N —DR— b
AccPort THT VT AT —=N—DR— +FKH5
Secret RADIUS H—/ 83— & OifEICH WA IEINAT — K, TAZ Y A7 TFRREND
3% 52:

BEIVYR

ADD RADIUS SERVER (107 ~<—7%)
DELETE RADIUS SERVER (159 ~<— %)
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SHOW RELEASE

SHOW RELEASE
HFd)— - EB/ VT by T

SHOW RELEASE

FEa

V)= (77 =LY xT) 94y ADEREETRT 5o

AN - H - EEH

Manager > show release
Release Licence Period
flash:1load\52-222.rez full -
flash:1load\52-206.rez full -
flash:1oad\52-203.rez full -
Release VI —=AT 7 AINVDTINVINAZ
Licence T4y AR, WE [fulll] (7V5A4 82 R) EFREND
Period T4ty 2AOFMNE GHRDO%E)
3% 53:

BEIVYR

DISABLE RELEASE (180 ~<—7%)
ENABLE RELEASE (207 <— %)
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SHOW SCRIPT

SHOW SCRIPT

AFrdU—EH BB/ A2 YT b

SHOW SCRIPT [=filename]

filename: 7 7 A V% (LT 1d.scp #.cfg)

FEa

AIVT NI 7AND—E, HEWIE, BELIAZ ) T NORNEEFERT 5,
ING A —&—

SCRIPT FHRTAHAZY TN T 7 A INVDELTT. BMIFHI T 7 ANV AT ALICHALAZ )TN T 740D
—ERFEREN5,

AN - H - EEH

Manager > show script

Configuration Scripts:

Filename Device Size Created Locks
bekopstn.cfg flash 3234 10-Jun-2001 14:25:25 0
boot.cfg flash 357 11-Jan-2001 10:39:26 0
ipsec.cfg flash 5349 03-0ct-2001 14:07:32 0
ipsecl2t.cfg flash 5723 03-0Oct-2001 19:16:16 0
ipsecudp.cfg flash 5654 03-0ct-2001 17:33:02 0
ipvée.cfg flash 4525 03-0ct-2001 16:45:18 0
ipvébad.cfg flash 4210 22-Jun-2001 01:43:07 0
rsasig.cfg flash 5615 04-0ct-2001 20:22:27 0
wak0712.cfg flash 3906 12-Jul-2001 21:45:12 0
wakadsl.cfg flash 3571 20-Jun-2001 22:03:23 0
wakadsl2.cfg flash 3896 30-Jun-2001 23:46:05 0
wakadsl3.cfg flash 3764 30-Jun-2001 12:00:51 0
wakpstn.cfg flash 3429 18-Jun-2001 00:57:53 0
General Scripts:

Filename Device Size Created Locks
doreset.scp flash 48 02-0ct-2001 14:00:54 0
sendmail. scp flash 30 22-Jul-2001 11:08:35 0
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SHOW SCRIPT

Manager > show script=sendmail.scp

File : sendmail.scp

l:mail to=%1 sub=%2 message=%3

Filename AV TNT ANV
Device A7) T N7 7 AINVOEMIETINA X, nvs 2> flash
Size T ANTFA X (O8S1 b)
Created 7 7 A WAER H
% 54:
Bl

W7 ANVIATLEIZHDLAZ) T FO—ExERT D,

SHOW SCRIPT

W22 7774\ [myscriptscp] ONEEZFRRT %,

SHOW SCRIPT=myscript.scp

BEIYR

ACTIVATE SCRIPT (99 ~<—7)
ADD SCRIPT (109 ~x—3)
DEACTIVATE SCRIPT (149 ~<—7)
DELETE SCRIPT (160 ~x—3)
SET SCRIPT (259 ~%—3)
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SHOW SERVICE

SHOW SERVICE

AFrd)— R -ER /-3 —E A

SHOW SERVICE [=service-name] [TYPE={TELNET|INTERACTIVE|TELBIN }]

service-name: SRV — Y A% (1~15 T, LHEIEET, KT/ LTFEXF LRV, ZZHAT)

FEa

BUEER SN TV DR —EAD—HEFIRT 5,
ING A —&"—

SERVICE #—V 2%, BMEIFETRTCOY - CARFERIND,
TYPE ¥ —VY A% A7, BUEIFIITRTOF -V ANEREINS,

AN - H - EEH

Manager > show service

Service name Type Visible IP address

modem Interactive ON -

Connect to the modem(asynl)

TelAfrika Telbin ON 172.16.28.1
Telnet to afrika

TelPServ Telnet ON 0.0.0.0
Service name HF—Y A%
Type F—VY A% 17, Interactive, Telnet, Telbin D¢ 417>
Visible L= == RAEHT AL
IP address Telnet #—/N—®DIP 7 F L A
Description = EADHM

% 55:

BEIYR

CONNECT (122 %—7%)
CREATE SERVICE (129 ~<—7)
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DESTROY SERVICE (169 ~<— %)
DISCONNECT (192 ~<—73)

SET ASYN ([f > % —7x—2Z] ®»50 =)
SET SERVICE (260 ~x—%)
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SHOW SESSIONS

SHOW SESSIONS

AFrd)— R -ER /-3 —E A

SHOW SESSIONS

FEa

WrEours4 vy vay (aryy— vty var, Telnettyar) THETRZEZ S 2OEREKEE v
var (- s R ME X N D Telnet) DIRAEZ FRT %,

v varAxay bZEC FEREAR — M5 (CONNECT PORT) ., #— € 24 (CONNECT servicename) .
IP 7 FL A (TELNET ipadd). A 4 (TELNET hostname). not connected (Ri#Z%#i) DOWV§ 1D
THMAFIREN S,

AR - H - EEH

Manager > show sessions
Session information for Telnet 1

connected to Port 1
connected to NBSD

session 1
2

session 3 connected to 192.168.1.8
4
5

session
session not connected

session not connected

BEI~> K

CONNECT (122 *—7)
DISCONNECT (192 ~—7%)
RECONNECT (235 ~<—73)
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SHOW SNMP

SHOW SNMP

AFdU— R - &R/ SNMP

SHOW SNMP

FEa

SNMP & ¥ 2 = VOFHE FRT %o

AN - H - EEH

Manager > show snmp

SNMP configuration:

Status ... Enabled

ASN.01 BER Padding .............. On

Authentication failure traps .... Enabled

CommuNity . ..., public
ACCESS 4ttt ettt ettt ettt e read-only
Status ... o i Enabled
TraADS ettt et e e e e e e Enabled
Open acCCeSS .. .. iii e No

SNMPv3 engine information:

snmpEngineID .................. 800000cf030009414cecfO
snmpEngineBoots ............... 2
snmpEngineTime ................ 369

SNMP counters:

inPkts ... ... 1260 outPkts ....... ..ol 1248
inBadVersions ................... 0 outTooBigs . .......i .. 0
inBadCommunityNames ............ 22 outNoSuchNames .................. 0
inBadCommunityUses .............. 0 outBadvValues .................... 0
inASNParseErrs ..........c..ovou... 0 outGenErrs ............. ... 0
inTooBigs .. ...t 0 outGetRequests .................. 0
inNoSuchNames ................... 0 outGetNexts ..................... 0
inBadValues .......... ... 0 outSetRequests .................. 0
inReadOnlys ......... ... 0 outGetResponses .............. 1238
inGenErrs ....... ... 0 OULTYAPS - vt e et e e e ettt e e e e e e e 10
inTotalRegVars ............... 1238
inTotalSetVars .................. 0
inGetRequests ............. .. ... 0
inGetNexts ......... ... ....... 1238
inSetRequests ............ ... ..., 0
inGetResponses .................. 0
InTraps .ottt i e 0
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SHOW SNMP

SNMPv3 counters:
UnsupportedSecLevels ............ 0 UnknownSecModels ................ 0
NotInTimeWindows ................ 0 InvalidMsgs . ... ...t 0
UnknownUserNames ................ 0 UnknownPDUHandlers .............. 0
UnknownEngineIDs ................ 0
WrongDigests ............... ... 0
DecryptionErrors ................ 0

Status SNMP L.— 2 = » } ®IREE, Enabled 7 Disabled

ASN.01 BER Padding

SNMP » T » 2 — F J7 &, (SET SNMP ASNBER-
PADDING 2~ > F) O, On 7213 Off

Authentication failure traps

FAEE N T v TOHER) - X))

Community I32=T14-%

Access D327 4 —DT 2t A, read-only, read-write M
EL 5

Status I3 2=7 1 —?iKiEE, Enabled 7 Disabled

Traps NT oy THEBEOER) - HER)

Open access

FTRTORA MNP SNMP 12X AT 7 AT 50
&9 7% Yes F 7213 No

SNMPv3 engine information £ 2 ¥ 3 >~

et A —

inPkts

55 SNMP /347 v b %

inBadVersions

K KR—=boON= 3

57, = YN K
ZAEHE

HFEEDOSNMP A vk —T D

inBadCommunityNames

AT 225 4 —%%FD SNMP £ v+ — Y D%fF

A, S

inBadCommunityUses TI2=T74 LI RL—2a VOMERF—FLEW
SNMP 2 v & — ¥ DZE#HH

inASNParseErrs ASNI XTI —12& ) 73— FT&7%0 o7 SNMP
A=Y DOZERE

inTooBigs 7 —IREE7 1 — )V FIZ [tooBigl| 25t v F STz
SNMP # v t— Y D%

inNoSuchNames 7 —JKRE7 1 — )V FIZ [noSuchName] 3t v b &4
TW72SNMP X v+ — 2 DZEHE

inBadValues 7 —IKRE7 4 — ) FIZ [badValue| 25t > b S Tw
72 SNMP x v & — T D E#%

inReadOnlys T 7 —IRE7 4 =V FIZ [readOnly] A*t > b &R T
72 SNMP x v & — T D E#%

inGenErrs 7 —iREE7 1 — ) FIZ [genErr| 25t » b STz
SNMP # v t— Y D E#%

inTotalReqVars %15 L 72 GetRequest B & U GetNextRequest * v £ —
JWIIB U THAH SN/ MIB 4 7Y =7 bOAFEK
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SHOW SNMP

inTotalSetVars 45 L7z SetRequest A v+ — P25 U TZEH S 17z MIB
*7Y 7 PO

inGetRequests 215 L7z GetRequest X v & — T D#¥

inGetNexts 45 L 72 GetNextRequest # v+ — ¥ D%

inSetRequests A5 L7z SetRequest £ v & — Y D%

inGetResponses 45 L7z GetResponse 2 v — Y OHHk

inTraps 15 L7 SNMP + 7 v 7 Oifek

outPkts %5 SNMP 787 v b %

outTooBigs I7—IREE7 1 — )V FIZ [tooBig) &t M LTHERFE S
72SNMP # v £— D%

outNoSuchNames 7 —iKRE7 1 — )V FIZ [noSuchName] #+t v F LT
HEEENIZSNMP % v & — VD%

outBadValues 7 —IREE7 4 — )V FIZ [badValue] %t b LTHEE
ENT/ZSNMP * v £ — D%

outGenErrs I —IREE7 14—V FIZ [genErr] &ty P LTHESH
72SNMP £ » £— D%

outGetRequests %15 L7z GetRequest # vt — T D%k

outGetNexts %15 L 72 GetNextRequest * vt — ¥ D%

outSetRequests 715 L7z SetRequest A v & — ¥ D%

outGetResponses 715 L7z GetResponse * v £ — ¥ O#%

outTraps #f5 L72SNMP | 7 v 7 OfEH

SNMPv3 counters 7 v 3 FHE— T

7 56:

BEIVYR

SHOW SNMP COMMUNITY (351 ~<—7%)
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SHOW SNMP COMMUNITY

SHOW SNMP COMMUNITY

AFdU— R - &R/ SNMP

SHOW SNMP COMMUNITY=community

community: SNMP I 3 2 =5 1 —% (1~15 307 KT/ LTFH KT 2)

FEa

SNMP 23 2= 14 —DEREFERT S,
NTX=F—

COMMUNITY SNMP 2 3=a2=71—%

AR - H - EEf

Manager > show snmp community=public

SNMP community information:

Name ..ottt e e e e e e public
ACCESS t ittt ettt e et e e e read-only
Status ... e Enabled
TEAPS « e et et e e e e e e e e e e e Disabled
Open aCCeSS ... v it ii i nnn. No
Manager . .........iiiiiitin 192.168.1.11
Manager . .........iiiiiiitin 192.168.1.5
Manager . .........iiiiiitina.n 192.168.1.2
Name J3I2=F1—%4
Access TIa2=74—DT 7 tAME, read-only. read-write D &H 5 H
Status a3 a7 1 —0OIKEE, Enabled #» Disabled
Traps NT o THEBOER) - R
Open access FTRTOARAMPS SNMP 2L AT 7 A% FF T 50L 9 % Yes 7213 No
Manager ARIAI2=274=HTOT 7L AZFTENIEHAT— 3> (SNMP < 4 —
Jry—) OIPT FLA
Trap host KII2=274 -8B Ty TRELXDOIP T FLX
#* 57

BEIYR
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SHOW SNMP (348 ~<—7%)
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SHOW SSH

SHOW SSH

HFTY— B - & / Secure Shell

SHOW SSH [COUNTERS]

FER

SSHY—N—=BLU7 747~ MERROREFRT 2 IIMeHEmr FRT 5%,
ING A —&—

COUNTERS SSH IZBT AHtat A 7 > & — 2 FERT %o AWML SSH DR EFMI TR I NS,

AR - H - EEf

Manager > show ssh

SSH Configuration

Version................... 1.5
Server Enabled............ TRUE
Port....... ... ... .. 22
Host Key ID............... 1
Host Key Bits............. 1024
Server Key ID............. 2
Server Key Bits........... 768
Server Key Expiry(hours).. 1
Login Timeout (secs)....... 60

Authentication Available.. Password,RSA
Ciphers Available......... DES
Services Available........ Shell, Cmd

Manager > show ssh counters

Secure Shell Counters:

inOctets 16866 outOctets 43477
rxPkt 743 txPkt 785
rxPktCheckFail txPktFail

rxVersionID txVersionID

rxMSGDisconnect 4 txMSGDisconnect 0
rxSMSGPublicKey 0 txSMSGPublicKey 9
rxCMSGSessionKey 5 txCMSGSessionKey 0
rxCMSGUser 5 txCMSGUser 0
rxCMSGAuthRhosts 0 txCMSGAuthRhosts 0
rxCMSGAUthRSA 8 txCMSGAuthRSA 0
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354

SHOW SSH

rxSMSGAuthRSAChallenge 0 txSMSGAuthRSAChallenge 0
rxCMSGAuthRSAResponse 0 txCMSGAuthRSAResponse 0
rxCMSGAuthPassword 2 txCMSGAuthPassword 0
rxCMSGAuthRhostsRSA 0 txCMSGAuthRhostsRSA 0
rxSMSGSuccess 0 txSMSGSuccess 7
rxSMSGFailure 0 txSMSGFailure 14
rxCMSGRegCompression 0 txCMSGRegCompression 0
rxCMSGRegX1llForwarding 0 txCMSGRegXllForwarding 0
rxCMSGRegPortForwarding 0 txCMSGRegPortForwarding 0
rxCMSGRegAgent Forwarding 0 txCMSGRegAgentForwarding 0
rxCMSGRegPty 1 txCMSGRegPty 0
rxCMSGWindowSize 0 txCMSGWindowSize 0
rxCMSGExecShell 1 txCMSGExecShell 0
rxCMSGExecCmd 0 txCMSGExecCmd 0
rxCMSGStdInData 708 txCMSGStdInData 0
rxSMSGStdOutData 0 txSMSGStdOutData 746
rxSMSGStdErrData 0 txSMSGStdErrData 0
rxCMSGEOF 0 txCMSGEOF 0
rxSMSGExitStatus 0 txSMSGExitStatus 0
rxCMSGExitConfirmation 0 txCMSGExitConfirmation 0
rxUnSupportedMsg 0
rxUnknownMsg 0
encodeSKSuccess 0 decodeSKSuccess
encodeSKFail 0 decodeSKFail
getHostKeyFail 0 getServerKeyFail
serverKeyReGenerated 0
encodeRSAChallengeGood 0 decodeRSAChallengeGood
encodeRSAChallengeFail decodeRSAChallengeFail
getUserKeyFail
encoConfigured 5 encoConfigureFail 0
encoDetached 0 encoDead 0
encokncodeStart 767 encoDecodeStart 729
encokEncoded 767 encoDecoded 729
encoEncodeFail 0 encoDecodeFail 0
encokEncodeResetDone 0 encoDecodeResetDone 0
encoEncodeResetFail 0 encoDecodeResetFail 0
encoEncodeDiscard 0 encoDecodeDiscard 0

Version XIGLTWwWASSH 70 ha)voN—3 3 »

Server Enabled SSH # — /N—tREEAH R &) H

Port SSHH == TCP VA=Y HR—ry 774 MiE22

Host Key ID FA M F—DHES

Host Key Bits FAPF-—DES (768~2048 € v )

Server Key 1D H—N—F — DR
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SHOW SSH

Server Key Bits

F—N—F—DOREE (<= FAMF—F-128Ev b »D >=512E
M)

Server Key Expiry (hours)

= 8= % — DA (F)

Login Timeout (secs)

s A4y A4 L7 (1)

Authentication Available

i F ] )i, Password F 7213 RSA

Ciphers Available

Services Available

R4S
T R 7% %ﬁ?»:UZA(M£®&)
HHWHEZ Y — ¥ X, Shell 721% Cmd

% 58: #EHH (COUNTERS + 7 a v 7%= L)

inOctets ZlE+ 7T MR

outOctets EEL 7TV MK

rxPkt ZENT Y MK

txPkt EENT Y M

rxPktCheckFail Frv s ALT =8y MRER

txPktFail EERHE STy ML (27125 3)

rxVersionID W= a3 v ID X v t—I%EE

txVersionID W= arvID Avt—TkEE

rxMSGDisconnect vy a Pz v -3 (SSHMSG_DISCONNECT) %%

txXMSGDisconnect Yy a iz v -3 (SSHMSG_DISCONNECT) #%/E%

rxSMSGPublicKey SSH_SMSG_PUBLIC_KEY * v+t — V%5 (Ko SSH 7 7 4
TYMIEB) FXA Yy =121, UE— M= N=DFZ FF—,
N F =B, W RER RS TV ) X 4 LR E
Ins

txSMSGPublicKey SSH_SMSG_PUBLIC_KEY * v t— V%E8 (A#D SSH # — /31—
2EB), FAAYyE=DI12IE, BEOKRA MF—, = —F—2AH
B BATRE RS TV T XA LA G EN D

rxCMSGSessionKey SSH_.CMSG_SESSION KEY # v & — ¥ ZE¥ (A#o SSH # —
NWN—=I2& D)o AAYE=DI2iE, VE=DFNZTAT ¥ FONEIRL T2
%%7)1/:1 AL, H=N—flroZIWo764 Y M7 v F—0D
aAV—., 794 T OTANANT T T, F—N—DFKA b F—
L —N—F —CTHFfbsN/zy arF—NEETNL

txCMSGSessionKey SSH_.CMSG_SESSION KEY % v & — YV #E% (K#D SSH 7 7
ATV ML) FAXyE—=I21F, KD T 47 >~ FHER
LB s 7 VT AL, VE—= M= N=05LFZIFNo7-64 ¥ v
Ny FR—oa¥—, s34 T OTANINVT T JE—b
F=N—DFAPF—LF—N=F—THREGLLZEtY L a¥F—
WEEND
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SHOW SSH

rxCMSGUser

SSH_.CMSG_USER * v t— V2% (K#o SSH —/3— 12 X
D)o A A E—TI2IZO s A v —YF—ZhEEND

txCMSGUser

SSH.CMSG_USER * » t— V%58 (KD SSH 7 7147 >~ M
£%)e Ay E—VICER TS v —F -4 EENS

rxCMSGAuthRhosts

A SSH - — /3—7352/2 L 72 SSH_.CMSG_AUTH_RHOSTS * >
=V, WA vt—2ldrhosts AT VE—b I IA4T
Moo= =20 EG5 TN 5, txCMSGAuthRhosts

rxCMSGAuthRSA

Ak SSH ¥ — N — 2033245 L 72 SSH.CMSG_AUTH_RSA * v+ —
Do WAy E—T12E, VE— M2 54T~ bDRSA A
HEIns

tXCMSGAuthRSA

AN SSH 7 54 7~ %2 L72 SSH.CMSG_AUTH_RSA * v
b=V, FAvtE—T12F, U—H V7 F347 >~ bd RSA L
WREENS

rxXSMSGAuthRSAChallenge

A¥DSSH 7 747 » b H%43 L 72 SSH.SMSG_AUTH_RSA_
CHALLENGE £ v t—Y#, FXvtv—I121%, Befbshey
F— M= N—DF v L VI RAvtk—IUDNEITN5S

tXSMSGAuthRSAChallenge

KD SSH H — /N — 9 £ 5 L 72 SSH.SMSG_AUTH_RSA_
CHALLENGE % v =%, MA v t—212F, VE—}+2 T
A7V MECOF X LY I Ay b=V EGFEN5

rxCMSGAuthRSAResponse

A D SSH H — /N — 285 fZ L 72 SSH.CMSG_AUTH_RSA._
RESPONSE X v t— %, WA v E—I2F 7947 b0 b
DFxX LV LVARVAWEGEENS

txCMSGAuthRSAResponse

AK¥eD SSH 7 47 » b 2%kME L 72 SSH.CMSG_AUTH_RSA_
RESPONSE % vt —J %, A Y =2 dH—"N"—D25DF ¥
Ly DT ADLVARYANEGETNS

rxCMSGAuthPassword

KB SSH H— /" —7035%42 L 72 SSH.CMSG_AUTH_PASSWORD
Ayt =T, AXAvE—=2I12F, VE=NIIFAT 2 FOFIN
AT — F23&FN5h, txCMSGAuthPassword

rxCMSGAuthRhostsRSA

AK¥gD SSH H — /N — 35242 L 72 SSH.CMSG_AUTH_RHOSTS_
RSA X v t—V#, MAYyE—VI2IZ)E— 24T FDI—
H—4 L. rhosts/RSA FFAFHDO KA M F— (KNBHEE) »EIns

txCMSGAuthRhostsRSA

AKEgo SSH 7 74 7 ~ b 233 L 72 SSH.CMSG_AUTH.
RHOSTSRSA #* vt — %, WAy L—2I2F, u—AaNVr 3
A7 v hDOL—F =% &, rhosts/RSA FEFEH DA A b F— (456
#) PEENnG

rxSMSGSuccess

K¥gD SSH 7 74 7 » s 3%f3 L 72 SSH.SMSG_SUCCESS * >
=V WXy -3 7 TR MY ERT

txSMSGSuccess
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SHOW SSH

rXxSMSGFailure K¥EDSSH 7 74 7~ M348 L 72 SSH.SMSG_FAILURE x v
=V MAAvE—V13) 7 2R MERERT

txSMSGFailure AEED SSH ¥ — /N — %3415 L 72 SSH.SMSG_FAILURE #* v £ —3
Bo WAy L= 7 A MRGART

rxCMSGReqCompression A # o SSH ¥ — N — 78 % 5 L 72 SSH.CMSG_REQUEST.
COMPRESSION % v =%, WAy t—=2E, 247 a >
DA & BRT 5

txCMSGReqCompression KD SSH 7 74 7 ¥ F k{3 L 72 SSH.CMSG_REQUEST_

COMPRESSION #* v =T #, WAy —=TF, 347 v ar
DA 7 HRK T %

rxCMSGReqX11Forwarding

A SSH H — /N — 3% 15 L 72 SSH.CMSG_X11_REQUEST_
FORWARDING A v £t —Y#, MAvt—YE X1l 2427 >3
Y DEREEERT L

txCMSGRegX11Forwarding

KD SSH 7 47 >~ b H%34(E L7z SSH.CMSG_X11_REQUEST-
FORWARDING * v =Y #, WAy t—TE X1l a4 s ar
DL % WK %

rxCMSGReqPortForwarding

KB SSH 4 — /¥ —7%%3%215 L 72 SSH.CMSG_PORT_FORWARD_
REQUEST 2 vt =%, FA Y =P 3 KR—bbT7+T =T 1 7
T ERY D

txCMSGReqPortForwarding

SSH 7 7 4 7 ¥ b H %45 L 72 SSH_.CMSG_PORT_FORWARD_
REQUEST A v t— V8o A v =V IdHE—F 747 —F+4
VI RYRT A

rxCMSGReqAgentForwarding

KA D SSH H— /3= 3545 L 72 SSH.CMSG_AGENT_REQUEST_
FORWARDING # v =Y %, WAyt —VIF, atr7varz
FRRET — Y = ¥ MIFRE§ A £ ) BRT 5

txCMSGReqAgentForwarding

KD SSH 7 7 4 7 ¥ B #%AE L 72 SSH.CMSG_AGENT_
REQUEST_FORWARDING # vt =TV H, F A v t—2%, 2
AT a v ERIL -T2y MCEET DL X ERT S

rxCMSGReqPty

AHgED SSH H— /3N —23%45 L 72 SSH.CMSG_REQUEST_PTY £ v
Y= [ Ay —VI3EEDI R (Pseudo Terminal) 7734 A
DEN) Y CTHFERT 5

txCMSGReqPty

KD SSH 7 7 A4 7 >~ b H%%EAE L7z SSH.CMSG_REQUEST_PTY
At =% WAy v—=J38M0EER (Pseudo Terminal) 7 /%
A ZDE N B THEKT S

rxCMSGWindowSize

]
I
g
2

AMEDSSH 7 54 7 ~ M D%EE L 72 SSH.CMSG_WINDOW SIZE
A=V BAY =V 7 IA4AT L OH LWVT 1~ K
A X%t ET 5

CentreCOM AR740 a~v > K1) 77L > X 26
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SHOW SSH

txCMSGWindowSize

AKEgD SSH H— 3N—h3542 L 72 SSH_.CMSG_WINDOW SIZE * v
=8, MAYy =37 I5A4AT7 Y O LT 4 R4 X
ZIRET A

rxCMSGExecShell

AKEgD SSH H— N — 23542 L 72 SSH.CMSG_EXEC_SHELL * v
=V, AAv =B A YT 771 TRty arzh
WS 57O I

txCMSGExecShell

KD SSH 7 747 » MskfE L 72 SSH.CMSG_EXEC_SHELL
At =V, FAAvE—2B3A VYT 754 T iRty ar
RGBT A ENS

xCMSGExecCmd

KA SSH H — /3N —=H3345 L 72 SSH.CMSG_EXEC_.CMD % v t—
T A Y = TIE N ETHETTREAT Y FE TN
%

txCMSGExecCmd

AKEEDSSH 7 7 4 7 » Mg L7z SSH.CMSG_EXEC_CMD X v
=V, FAY =TI —N— FETEFIRETT Y P
Inb

rxCMSGStdInData

KD SSH 7 74 7 > F 3545 L 72 SSH.CMSG_STDIN_DATA
Avt =T, FAvyE—=2I2E, VE= N —N—=LDOT 7)) r—
a v B ICEIRAAR T I NETENA

txCMSGStdInData

AKeD SSH 7 5 1 7 » b H53%4E L7z SSH.SMSG_STDOUT_DATA
Ay =V, FAY =120, )E— M —N—DEH#E A 12
HEXATNLETF—IDEINS

rxSMSGStdOutData

AFeD SSH H— /3 —=723542 L 72 SSH_.SMSG_STDOUT_DATA * v
b=V, AAYE—DIE, T— I — N — O Ay 1oE X
AFNLETFT—FHE TN 5, txXSMSGStdOutData

rxSMSGStdErrData

KE§D SSH 7 4 7 » +93%18 L 72 SSH.SMSG_STDERR_DATA
Ar—=V8, MAyE—=—TI2d VE—- M —N=LOT7 7 r—
Da RIS —MNICEEZRAALT I EEND

txSMSGStdErrData

KD SSH H— /3= %3445 L 72 SSH_ SMSG_STDERR_DATA *
=V, Ay E—JIid, B= NP == DT ) r— 3
YHRREL S IS HSAALET -y EEND

rxCMSGEOF

A SSH H — /N— 935242 L 72 SSH.CMSG_EOF * v+ — VY #,
FAYy =3V E— b2 FA T2 MDD TFT—% ATKT 2RT

txCMSGEOF

AK¥ED SSH 7 54 7 >~ F%59%1E L7z SSH.CMSG_EOF * v £ —¥
Bo WA E—=VF, =BV ZFAT VIO TF—% ANKT
R

rxSMSGEXxitStatus
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SHOW SSH

rxCMSGExitConfirmation

A o SSH ¥ — N — N % 2 L 72 SSH.CMSG_EXIT.
CONFIRMATION £ v+ — Y%, TN, = 1N"N—=»27 3
47 v MIZFEE L 72 SSH.SMSG_EXITSTATUS * vt — Y~

A
E=y

txCMSGEXxitConfirmation

Ktk SSH 7 7 4 7 » b %45 L 72 SSH.CMSG_EXIT_
CONFIRMATION % v £ — Y%, Zhid, +— "= 562F L
72 SSH SMSG_EXITSTATUS * v & — I ~\DILE

rxUnSupportedMsg BEED SSH ¥ — W= F L7eRY K= b T v a v ~0ZRk 2 v
%

rxUnknownMsg KD SSH ¥ —N=32fF L72AM A T2 a3 Y ~OER X v £ —
Y #. encodeSKSuccess

decodeSKSuccess v ¥ ayF -0 RSAEFLISHI) L7z bl

encodeSKFail A I Ol (AN S By i ¢

decodeSKFail v ¥a rF - IR L7z

getHostKeyFail ENCO £V 22—V H 5 DR A bF - L7z [k

getServerKeyFail ENCO 2 2= )b b O — N —F =TI LM L 72 [

serverKeyReGenerated

= N—F— 2R LB L7zEE

encodeRSAChallengeGood

Y= N—=DIRSA FHAHDOF v L > ¥ W51k L 72015k

decodeRSAChallengeGood

H— N —7S RSA ¥ o ﬁﬁ@‘?"’r V//%?E%ﬂ:bf:@iﬁ

encodeRSAChallengeFail

P = N—=PRSA BIHDF ¥ L v VOB 5L L 7204

decodeRSAChallengeFail

P — N—ARSA FIAHDOF ¥ L v TV OESALI M L 7281 %%

getUserKeyFail

F—=N=NENCO T 22— V5L ——D RSA SIS 126 L
715

encoEncodeConfigured

Y a VHICEE S LT ¥ A VDERE SNzl

encoDecodeConfigured

Yoy va VHIETILTF v U A VHNERE SNz

encoEncodeConfigureFail

P = N=DBE LT v AV ORE IR L 720

encoDecodeConfigureFail

Y= N=E LT v ¥ AV OFREIRM L 7z [m 5

encoEncodeDetached v va YHOBFLF v v AOVHHEIR S Lzl
encoDecodeDetached v va VHOEGTF ¥ ¥ AIVHHEIE S L zE
encoEncodeDead by Y SEEIC XD IR L 22K
encoDecodeDead (R | N = NP - o DA T </
encoEncodeStart ENCO 7 v » 2V L TR 3 703546 S 7zl
encoDecodeStart ENCO F v ¥ 3 )V ETHEZFLY 3 7HBMG S 7zl 5
encoEncoded ity a 7% T L7zl
encoDecoded Bty a 7% T L7z hl%Kk
encoEncodeFail Wiy a 7H%5E T T & =ro 7204k
encoDecodeFail ity a 7H5E T TE ah o7zl
encoEncodeResetDone e o A AP | /AR IR A2 N A WA [E
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SHOW SSH

encoDecodeResetDone

HEALTF v > R UDY £y b XA

encoEncodeResetFail

P N PEEGALTF v ANV D ) Ly MR L 7 E%

encoDecodeResetFail

P N—=PEBALTF ¥ ANV D ) Ly MR L 7 E%

encoEncodeDiscard

ENCO £ 2= VI &k o THESILY 3 7% S 7zl

encoDecodeDiscard

ENCO 3 2= W& > THFILY 3 7250 S L7z [m#

£ 59: kit (COUNTERS #7¥a v b))

BEa~v> R

DISABLE SSH SERVER (185 ~<— %)
ENABLE SSH SERVER (212 ~<— %)

SET SSH SERVER (263 ~<— )

SHOW SSH SESSIONS (361 < — )
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SHOW SSH SESSIONS

SHOW SSH SESSIONS

HFTY— B - & / Secure Shell

SHOW SSH SESSIONS

FEa

A —FT oD SSHE Y Y a vr—ExERT 5,
HF—N—kyarb 547y a VOMERERENS,

AR - H - EEf

SecOff > show ssh sessions

Secure Shell Sessions

ID Type Dir Peer Address User State Octets In/Out
1 Shell In 172.16.28.126 manager OPEN 00003606/00004497
2 Shell Out 172.16.28.185 secoff OPEN 00001065/00000613
1D tvyiarID
Type v a M, Shell (£ %5774 7%murs 4ty ary) »»Cmd (Y
E—Favr FEF)
Dir tyvaryojhe In (VE-F7 7472 b5 BEEY—/N—~) F7213 Out

(B2 947 2 b5 ) = b —3=~)

Peer Address

JE—-PZFDOIPT FLA

User I—H—% RAET THNE [-] EFREND
State t v v a yOIREE, Initial (#HE6iBILG) . Starting (kA b HGEREEATH) . Authen

(= —FEREFEATHY) | Request (£ ¥ 3 YO A T2 —2 3 1), Open
(kv ¥ a YHELH) owvghe

Octets In/Out

EZREA Ty MK

BEIVYR

% 60:

DISABLE SSH SERVER (185 ~<*— )
ENABLE SSH SERVER (212 ~<— )
SET SSH SERVER (263 ~<—73)
SHOW SSH (353 ~x—7%)

CentreCOM AR740 a~v > K1) 77L > X 26
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SHOW SSH USER

SHOW SSH USER

HFTY— B - & / Secure Shell

SHOW SSH USER [=username]

username: 1——% (1~15 5 WhT. ZEHAT)

FEa

SSH 1 —H%# — D F#x FRT 5,
ING A —&—

USER #/~9 5% SSH L —H =% g, AMHEIETRTHOSSH 21— —D—EPFRINL, e
F = - OFMIERA TR S NS,

AN - H - EEH

Manager > show ssh user

Secure Shell User List

User IpAddr Authentication KeyId Status
admin 0.0.0.0 RSA 100 enabled
manager 0.0.0.0 Password 0 enabled

Manager > show ssh user=admin

L =T admin

Status......... ... . .. Enabled

Authentication method..... RSA

RSA key ID.. ..., 100

Shell........ .. ... Yes

IPAddress .. ..o i it i i 0.0.0.0

Mask......i i 255.255.255.255

Failed Logins............. 2

User SSH 1 —#%—%

IpAddr 07 A YHFHFTEATHLIP T FL A
Authentication FREE )7, Password ¥ 7-1% RSA
Keyld RSA FZFETH W % #75

CentreCOM AR740 I<% > KU 77 L > X 2.6 EH - EE
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SHOW SSH USER

Status 77 b OIRAE, Enabled F 7213 Disabled

Fol: 2 —F—MEE (—FEFR) O

S
o>

b

2]

User SSH . —+—#

Status 7 H 7 v s OIREE, Enabled ¥ 7214 Disabled
Authorisation method FUFE) . Password F 7213 RSA

RSA key ID RSA FZFETH W % 7 5

Shell Tz VR FIHTRED s TRUE % 7213 FALSE
IpAddress Oy A YHFFIENTWALIP 7 FL X
Mask IpAddress |24 9 5 & v N AZ

Failed Logins B I S AT

F62: - —EDHH

BEIVYR

ADD SSH USER (112 <—7%)
DELETE SSH USER (162 ~<—7%)
DISABLE SSH USER (186 ~<—%)
ENABLE SSH USER (213 ~<—7)
SET SSH USER (264 ~<— %)

f
I
s
i
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SHOW STARTUP

SHOW STARTUP
HFIY— S VAT A

SHOW STARTUP

FEa

REIRO Y AT ABWHEREFIRS 5o L7 —2/RTHEIZE [>] 2 <,

AN - H - EEH

Manager > show startup

Router Startup Status Flag is 00400100, which means:
16384k of RAM found
Router OK prior to this startup
Battery backed RAM battery OK
Battery backed RAM not corrupted
Real time clock not corrupted
Real time clock, time set
Router software download OK

Router vector download OK
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SHOW SYSTEM

SHOW SYSTEM

AFrdU— R -ER ) VAT L

SHOW SYSTEM

VAT LEREFRRT Do

AN - H - EEH

Manager RouterB> show system

Router System Status

CentreCOM AR740 version 2.6.7-00 01-Jun-2005
SysContact

sein

SysLocation

Deskside

SysName

RouterB

SysDistName

cn=RouterB, o=birds, c=jp

SysUpTime

14996 ( 00:02:29 )

Software Version: 2.6.7-00 01-Jun-2005
Release Version : 2.6.7-00 01-Jun-2005
Patch Installed : NONE

Territory : japan
Help File : help.hlp
Configuration

Boot configuration file: fwnat.cfg (exists)

Current configuration: fwnat.cfg

Security Mode : Disabled

Warning (2048284): No patches found.

Board ID Bay Board Name
pase 70 amo
MAC 66 AR010 EMAC
Nemory - DRAN : 16384 kKB FLASH : 6144 KB
syseseription

Time 07:50:06 Date 21-Jun-2005.

Rev Serial number

M3-0 46691840
M2-0 50078928

EH - B8 CentreCOM AR740 O~ > Ky 7 7L > X 2.6
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SHOW SYSTEM

Board HARDIEN, Base, Expansion, Engine, GenericlO, IO Module, IC Mod-
ule, MAC %*% %

1D D ID

Bay IO Module % IC Module 252 & T % X1 D75

Board Name HAR D 2 F5

Rev DIy arn—Fy = 7dEL N

Serial number RO T NES

DRAM FHEINTWES DRAM 2 €Y —F =

FLASH FHEINTWS FLASH X £ —DOF=E
SysDescription B L7 7 —27 27 OWME (MIB-II @ sysDescr)
SysContact HHFME (MIB-II @ sysContact)

SysLocation BT (MIB-II @ sysLocation)

SysName Y AT L% (MIB-II @ sysName)

SysDistName X.500 #%5% (DN = Distinguished Name)
SysUpTime BEERH (R 7 — b LTh 5 ORFH)

Software Version INYFN=T g v

Release Version V7M7) —=AN=T a3y

Patch Installed A VAN=IVENTWVENYy FOHH, NONE (2/8y 772 L

Territory Mid (australia. china. europe. japan. korea. newzealand. usa)

Help File HELP a2~ FAEMHT ANV T 7 7 104

Boot configuration file  EE)RFIZFHAATNLHET 7 1V H

Current configuration — HAEDHED b &L L o727 71V %,

Security Mode

t¥a21) 51 —F— FTEEL TW5AA, enabled T 7-13 disabled

Patch files

A VARV ENTWEIYy F7 7 AT A5

Name Ny FT 7 AN
Device 9577 A MBS T 734 Ao nws 7 flash
Size Ny F T 7 ANDH} A X

Version N FTrANDIN— 3 >

3 63:

BEIYR

DISABLE SYSTEM SECURITY_MODE (187 ~<—%)
ENABLE SYSTEM SECURITY_MODE (214 ~<—3)
SET HELP (243 <x—7)

SET SYSTEM CONTACT (265 ~<— )

SET SYSTEM DISTINGUISHEDNAME (266 ~<— )
SET SYSTEM LOCATION (267 ~<— )

SET SYSTEM NAME (268 ~<— )

SET SYSTEM RPSMONITOR (269 ~<— %)

SET SYSTEM TERRITORY (270 ~<—3)
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SHOW TACACS SERVER

SHOW TACACS SERVER

HF U= R/ A — N

SHOW TACACS SERVER

FEa

B3 Twb TACACS (Terminal Access Controller Access System) 4 —/N\—D—E % FIRT 5,

AN - H - EEH

Manager > show tacacs server

TACACS server addresses

172.18.100.5
172.18.120.5

BEI~> K

ADD TACACS SERVER (114 <—7%)
DELETE TACACS SERVER (163 ~<—7%)

E2H - B CentreCOM AR740 a~v> Ky 77 L > 226 | 367
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SHOW TELNET

SHOW TELNET

AFrd)— R -ER /-3 —E A

SHOW TELNET

FEa

Telnet ¥ —/N—DIRAER &% £IRT 5,

AN - H - EEH

Manager > show telnet

TELNET Module Configuration

Telnet Server .................. Enabled
Telnet Server Listen Port ...... 23
Telnet Terminal Type ........... UNKNOWN
Telnet Insert Null’s ........... Off

BEI~> K

DISABLE TELNET SERVER (188 ~<—7%)
ENABLE TELNET SERVER (215 R*—%)
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SHOW TIME

SHOW TIME
HFIY— S VAT A

SHOW TIME

FEa

BAED A ERR 2 RS %o

AN - H - EEH

Manager > show time

System time is 21:59:55 on Thursday 05-Jul-2001.

BEI~Vv> K

SET TIME (272 X—2)

EH - B CentreCOM AR740 a~v> Ky 77 L > 226 | 369
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SHOW TRIGGER

SHOW TRIGGER

ArdU—ER R/ M) -

SHOW TRIGGER [=trigger-id] [{COUNTER|FULL|STATUS|SUMMARY}]

trigger-id: M) 7 —F 5 (1~100)

FER

M)A —BIP N T —FY 22— VT 2150 E Rt 5,
ING A —&—

TRIGGER V47— 5. BRI TXTO M)A —ICHS 59~ — S FEREN D,
COUNTER N W — eSO 7 & =0 FIREN L, M) T —FFIIHBEETE 2\,
FULL + 7 —IZB3 2R ERIFREIND,

STATUS V% — ki DRE T 2 IEWMOFIRE NS, M) —FFTIIRETE 2,
SUMMARY 7§ XTO M) A—IZETLY <) —EMPFEREN D,

AR - H - EEH

Manager > show trigger

Manager > show trigger counter

Trigger Module Counters

Polls (05 sec timer) ............... 28
Idle loop entry count .............. 0
Time trigger checks ................ 26
Time trigger queue rebuilds ........ 4
Trigger activations ................ 1
Time triggers activated today ...... 0
Periodic triggers activated today .. O
Interface triggers activated today . 0
Resource triggers activated today .. 0
Module triggers activated today .... 0
CentreCOM AR740 %> Ry Z77L>X 26 EHA -
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TR# Type & Details Name En Te Rept #Scr Days/Date
001 Reboot (All) Y N Yes 01 MTWTFSS
002 CPU (80 %) UP Y N Yes 01 MTWTFSS




SHOW TRIGGER

Manager > show trigger=2 full

Trigger ... ... 2
Name ......... .. -
Type and details ............ CPU (80 %) UP
DaAYS 4ttt e e e e e Daily
Enabled ........ ... ... ... Enabled
Test ... .. e No
Repeat ........... .. .. .. ... .. Yes
Created/Modified ............ 13-Jul-2001 16:16:02
Number of Activations ....... 0
Last Activation ............. Ak _kkk_kkkk kk kk o kk
Number of scripts ........... 1
mail.scp

Manager > show trigger status

Trigger Module Configuration

General
Trigger Module ........... Enabled
Triggers configured ...... 2
Queued Commands .......... 0

Time Triggers

Configured ............... 0
Active ... 0
Activated today .......... 0

Periodic Triggers

Configured ............... 0
Active ... 0
Activated today .......... 0

Reboot Triggers
Configured ............... 1

Interface Triggers

Configured ............... 0

Resource Triggers

Configured ............... 1
Active ... 1
Activated today .......... 0

Module Triggers

Configured ............... 0
Activated today .......... 0
EH - B3 CentreCOM AR740 v > KU 7 7L > X 2.6
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SHOW TRIGGER

TR# N —Fm

Type & Details N I — DR & Z DORBOEHR

Name M=% (XFE)

En B E D H

Te TAME=FRE) P

Rept B FEAT O E Yes (7). No (RHT) & 25\ I3k D FATIE, 5k 1 F247[01 %L
A% B EFARA N ICR ), bI)FETTE AR ARDE, En 74 =V FOK
RN 225

#Scr RESNTVAERZY T D%

Days/Date NUH—DER R F 7T HEE, AR % EHAECT (MTWTESS) Tk &

b W [-] TREND

# 64:

Trigger

b

Name

M)A =% (X F)

Type and details

Y — DR & FOMOTEHR

Other parameters

EV a2V MY T—HMADIT A= 5 —

Days NI —=HER % H. Weekdays (H~4). Weekends (1.H). Daily
(BEH). 5 VIEEEHLPEREN S, Days & Date 13 &5 55 —J DA
FRENS

Date A —=HER) % Bt Days & Date &5 50— DAFREND

Enabled N AT —DHR) - R

Test TANE= L)

Repeat BRI FEITO S, Yes (1), No (R0]) &5\ Idsk ) FE47H%

Created /Modified VERE H e & A W IE I A% 1E H Ry

Number of Activations

N =R S N (FTE O PR %)

Last Activation

BAGEE HE (TEESIZEORV)

Number of scripts

A7) T INEEAZ) T L5

#65: FULL + 72 a ~

General 7 ¥ 3 » h ) —BERE R I B A R
Trigger Module NI —HRERED AR - MR
Triggers configured =%

Queued commands

FIEEba~ vy P&

Time Triggers ¥ 7 2 3 »

RN ) H— 2B B IEHR

Periodic Triggers £ 7 > 3

)T —I1ZB Y A TR

Reboot Triggers 7 > = ~

FHEHE) b ) T —I2B Y B R

Interface Triggers 7 > 3 »

A0 =T 2—=AN)H—=IZHT LR

Resource Triggers &7 > = >~

CentreCOM AR740 O~v> KU 77L > X 26

613-000215 Rev.C

CPUBLIUAEY — M) F =BT 5 1EH

[
I8

m®



SHOW TRIGGER

Module Triggers 7 > 3 >~

EV 2V MUY SR

Configured U H =%
Active BUIEAR % b U A — %
Activated today A HFET S 7zE

7 66: STATUS + 72 a »

Polls (05 sec timer) F)H—=A XY FOF = v 7 A

Idle loop entry count N H—FET 2= VAT~ FELT RN L 7[5

Time trigger checks M) =T 2= VHVER M)A —%F =y 7 L7z0K

Time trigger queue rebuilds SERE U A= OB, Wbk, ZE, HLHVIE, Y AT LAAROZE
WS 7272012, ERF ) A —F 2 — 2 P L 72 [1%L

Trigger activations N 77— Bl

Time triggers activated today SERE N ) T — OB (KH)

Periodic triggers activated today ] M U 7 — e (KH)

Interface triggers activated today { >~ % —7 = —A M) 7 —O#EEEE (4RH)

Resource triggers activated today CPU F7ziZ A E1) — U —oiedhnl$ (KH)

Module triggers activated today €22 —)L b — 0B (AKH)

% 67: COUNTER #+ 7'+ 3 »

BEa~v> R

ACTIVATE TRIGGER (100 ~x—3)

ADD TRIGGER (115 %—7)

CREATE TRIGGER CPU (133 ~<—7)
CREATE TRIGGER FIREWALL (135 ~<—3)
CREATE TRIGGER INTERFACE (137 < —73)
CREATE TRIGGER MEMORY (139 ~<— %)
CREATE TRIGGER MODULE (141 ~<—7%)
CREATE TRIGGER PERIODIC (143 ~<— %)
CREATE TRIGGER REBOOT (145 ~<—73)
CREATE TRIGGER TIME (147 ~<—%)
DELETE TRIGGER (164 ~<—73)
DESTROY TRIGGER (171 ~x—7)

DISABLE TRIGGER (189 ~x—7)
ENABLE TRIGGER (216 ~%—7)

PURGE TRIGGER (233 ~<—7Y)

SET TRIGGER CPU (273 <— )

SET TRIGGER FIREWALL (275 ~<— %)

SET TRIGGER INTERFACE (277 ~<— %)
SET TRIGGER MEMORY (279 ~<—3)

]
I
g
2
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SET TRIGGER MODULE (281 ~<—7%)
SET TRIGGER PERIODIC (283 ~<—7%)
SET TRIGGER REBOOT (285 ~<—7%)
SET TRIGGER TIME (287 ~<—3)
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SHOW TTY

SHOW TTY

AFrd)— R -ER /-3 —E A

SHOW TTY [=tty-number|ALL] [{SUMMARY|DEFAULT}]

tty-number: MK T /N4 A (TTY) H5

FEa

BAEm AR TN A (TTY) DIERELRRT %,
PR - M2, ENENEHO TTY 28T %o T72, Telnet £ v ¥ 3 Y RUKY — €A DRIAR I
. TNENTTY PEHIIAER S N,

ING A —&—

TTY WRTNA AFS, ABFHFEI Y FE AN LR TN ADOERAIEREN S, ALL 2455 L
A TRTOHRTNA ADERDSFEREIN S, USER (—fg1—H—) HEROR— 5%
T35 L &3, MAFFIIBETEL VY (FITR— POIKRT NS AT 2 ERASEREND ),

SUMMARY KT /NA AT L2 1ATOARDY <) —1EHE FRT 5,

DEFAULT Telnet #H: (CBIIE R SN DR T NA AD T T 4 )V FiRENT A= =% FR$ b, A
Tvoa VARERZ. TTY 289 X =4 — 120 Akf 5% ALL 248635 2 LIETE v,

AR - H - EEf

Manager > show tty=all

TTY information

Instance .................. 16
Login Name ................
Description ............... Port 0
Secure ........ . 0o n e yves
Connections to ............

Current connection ........ none

In flow state ............. on

Out flow state ............ on

Attached module ........... Terminal server
Attached module instance .. 0

TYPE v ittt i i e VT100

Service ..., none

Prompt .............o....... login

Echo .......... ... . .. yes

Attention ................. break

Manager ...........c.oooea.. no

Edit mode ......... ... ..., insert

EH - B3 CentreCOM AR740 %> KU 7 7L > X 2.6
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SHOW TTY

History length ............ 20

Page size ............. ... 22

TTY information

Instance .................. 17
Login Name ................
Description ............... Port 1
Secure ......... oo o e yves
Connections to ............
Current connection ........ none
In flow state ............. on

Out flow state ............ on
Attached module ........... ASYN Call Control
Attached module instance .. 1

TYPE vt ittt i e VT100
Service ..., none
Prompt . ..........iiaa.. login
Echo .......... ... . .. no
Attention ................. break
Manager ............ooo0o... no
Edit mode ......... ... ..., insert
History length ............ 20
Page size ............. ... 22

TTY information

Instance .................. 18
Login Name ................ manager
Description ............... Telnet 1
Secure ........ . 0o n e yves
Connections to ............

Current connection ........ none

In flow state ............. on

Out flow state ............ on
Attached module ........... Telnet
Attached module instance .. 1

TYPE v ittt i i e VT100
Service ..., none
Prompt .............o....... default
Echo .......... ... . .. yes
Attention ................. char
Manager ............o0oeo... yes
Edit mode ............. ..., insert
History length ............ 20

Page size ............. ... 22
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SHOW TTY

Instance

s T84 A (TTY) HH

Login name

COWRIZTTA L TWE = —DLE

Description WA Ao JEEMIA — b D413 SET ASYN 2<% >~ FO NAME /87 X —
y__
Secure ¥ 27 E- FOAFR - R, ¥ 27 E— FPEHOEHE. ZNinK

TNAZADSAR Y Ty =27 7 2 AT 5123, i a s A
?/ﬁi“,lz‘%:o 3'5@,3)373‘:— I\aii—7 + I\VC“E;L\’:L‘T“‘E‘— ]\“f)i‘ﬁ&i}}b:&of
Wb, F72, Telnet v ¥ a YIdEICEF 27— FAER

Connections to

Fheh O AR TINA A 5L

Current connection

BT OWMETNA A0, BIET 7274 7% 00%E S

In flow state

ZAERE 7 v —HE O FR) - ML)

Out flow state

HAERE 7 O — I OA R - R

Attached module

TYvFEINTWLL—Y—FTJ 12— ), 77+ ) bI& Terminal Server
(F—=3IFNHF—=N=FT2—))

Attached module instance

TEIFENTVWEEI 2= VDAL VY RY v AFKT

Type MRS A 7o dump (¥ LK) F 7213 VT100

Service KUK 754 ZD)E L T Bk — ¥ 24

Prompt 717 b, default, off, login, password. confirm, encapsulation,
BB\ N FL—H—EFRKDIL Y

Echo AN FD T =

Attention WAty Y arpoiilysrlonT Ty sy ¥y 72 % —, none,
break. char D\ §nh

Manager MANAGER (58#) HBR oA

Edit mode AJIE—Fo ? (OFRH), insert (3 AE— F), overstrike (L#&E—

)

History length

I~ ¥ NEREO R AR

Page size 1=V M0 DI, R—T % —BEEDF 7 D & J13 off
% 68:
TTY RAESE R 754 A (TTY) FHa
Description Wk FEFEBE— P OB IESET ASYN 2~ > FONAME /85 A —% — (5
73V Mt [Port#])o W—% —~D Telnet & v ¥ 3 » O& 1% [Telnet #1, 5l
= PNOER O &3 — E A%, SHTARZ PO Telnet D H1EIP 7 FL X
User name 07 A v a——D4H
Module T TFEINTWAL—F—FT2—)b
Inst I—HP—FJa2a—NVDA LV AY v AT
Mgr MANAGER (¥ %) HROA K
Connections Wb oMK TN A—E
#* 69: SUMMARY #+ 7' 3 ~
ER - &8 CentreCOM AR740 I% > RU 7 7L > 226
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SHOW TTY

I~ ¥ NIBEED R R
1 X=VB720) DI, R—T v —1REED 4 7D L X off
717k, default, off, login, password. confirm, encapsulation, & %

History length
Page length

Prompt
VIR — = D LTS

WK 47, dump (¥ 488K) %7214 VT100

Type

% 70: DEFAULT * 7' a ~

BEIYR

SET ASYN ([f v % =7 x2—ZA ] ®50~xX—7)

SET TTY (289 ~—7)
SHOW ASYN (4 v % —T7 x2—A] 61 R—=7)

-
3
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SHOW USER

SHOW USER
DR iRt WERL RS & S A

SHOW USER [=login-name] [CONFIGURATION]

login-name: 07 A >4 (1~64 37 EHTORMEETRE, KT/ LFEEXBIL Ao ZEHAT)

L= —FBAET = N—=ZDFHR, Floid, =V —FAETY 2 - VOREIHEREFRRT b,
ING A —&—
USER L—H—%

CONFIGURATION 1—H#—gHREE ¥ 2 — VOiRE B & ittt e £Rd %5, USER/XT X — 4 — &
FRFICIRET 5 2 L3 TE vy,

AN - H - EEH

Manager > show user

User Authentication Database

Username: joge ()

Status: enabled Privilege: user Telnet: no

Logins: 0 Fails: 0 Sent: 0 Rcvd: 0
Username: manager (Manager Account)

Status: enabled Privilege: manager Telnet: yes

Logins: 5 Fails: 1 Sent: 0 Rcvd: 0

Active (logged in) Users

User Port/Device Location Login Time

manager Telnet 1 172.16.28.126 20:48:24 05-Jul-2001

Manager > show user configuration

User module configuration and counters

Security parameters
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SHOW USER

login failures before lockout ............ 5 (LOGINFAIL)

lockout period ....... ... ... ... 600 seconds (LOCKOUTPD)

manager password failures before logoff 3 (MANPWDFATIL)
maximum security command interval ........ 60 seconds (SECURDELAY)
minimum password length .................. 6 characters (MINPWDLEN)

TACACS retries ... ...ttt 3 (TACRETRIES)
TACACS timeout period .................... 5 seconds (TACTIMEOUT)
semi-permanent manager port .............. none

Security counters

logins 1 authentications 0

managerPwdChanges 1 defaultAcctRecoveries 1

unknownLoginNames 0 tacacsLoginReqgs 0

totalPwdFails 0 tacacsLoginRejs 0

managerPwdFails 0 tacacsRegTimeouts 0

securityCmdLogoffs 0 tacacsRegFails 0

loginLockouts 0 databaseClearTotallys 0

User Authentication Database &7 ¥ 3 »

BikL— Y —DIFRASFEREINS

Number of logged in Security Officers currently active

BAea 7 4 > o Security Officer L X
VD= —, X274 —F(~<—
(SECUREDELAY) ifi 12 & ) #EfR % 2
S TWABI—HF =13 R %W

Username B g

Status THT Y NORR) - ER)

Privilege I —H — LX) (HEB) . Sec Off
(Security Officer). manager (&#¥#) .,
user (—#L—H—) DVFhHy

Telnet fis 2 b~ TELNET 2530 S it Tw
LIrED

Logins a7 A 23 al

Fails =R/ NS ke

Sent L= =D AAL v FANDEEL T T v
N

Revd AA Y FHO L= —~DEEFEL 7T v

N

Active (logged in) Users £ 7 ¥ a ~

R 74 oL - ——E)PFRE
ns

User

asA 4

Port/Device
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SHOW USER

Location

I—HF =PRI nou s A LT 5D,
A= VR=b2b0r A4 LTV
& &3 [locall, VE— MO s 4 VIpZT
TAYTRDIPT RLADPEREING

Login Time

o sA s HE

# 71:

login failures before lockout

i L7ou 7 Ay odeih$ (LOGINFAIL /85 £ —
¥ =), ZomFGERKLTaZ A SIZkT 5 &, LOCK-
OUTPD #llidu 74 > C&x %< %b (By 777 )

lockout period

LOGINFAIL 55 LT 0 7 2R L 7 ficn 7
1 YRS 7 R (LOCKOUTPD /85 A — % —)

manager password failures before logoff

¥ a2) 74 =3y FATKEO/SZA T — F AT ¢ohic
RSN A% (MANPWDFAIL /85 4 — % —)

maximum security command interval

t ¥ 254 —ax s FDOY A4 LT b
(SECUREDELAY /85 % — % —)

minimum password length

ISAT — RO/NCTH (MINPWDLEN 85 X — % —)

TACACS retries

TACACS #+ — N =~ D ) 7 = A b H % [\ &
(TACRETRIES /87 £ — % —)

TACACS timeout period

TACACS ¥ — N =25 DLV ARy AHEL B %
(TACTIMEOUT)

semi-permanent manager port

~h— Y —F— F &

logins V=% —~our A rak

managerPwdChanges Manager L~V D78 AT — FZEHH %

unknownLoginNames FIEL v —H =4 Ton s {4 ¥ ifTh

tacacsLoginReqs TACACS #—/N—~D1) 7 T Z b [A1#

totalPwdPFails (AT A4 Y41 LT) ELL BVSAT — F
AT STzl %

tacacsLoginRejs TACACS #—/ =75 Reject & A5 L 7z[01%

managerPwdFails LX) T4 =7y FETRIZIEL S BWNAT = F
AT STzl

tacacsReqTimeouts TACACS = /N=~D ) 7 T A MHPFZ AL LT bLTz
EEs

securityCmdLogoffs LX) T4 =7y FEFRIZIEL S BWNAT = F
AAN ENFz728, Manager L )b D L —H — A5l i)
[ = A R O A [EI e
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SHOW USER

tacacsReqFails TACACS F—=/N=38 A 577 ML7z/zom 7 A I
JMeL 7zl %
loginLockouts L FA YA n AN VN { R I = B R = I A ) i

7 & Rk

databaseClearTotallys

LT y R— 22 T XN EK

#¢ 72: CONFIGURATION # 7' a » {55l

BEIYR

ADD USER (117 ~<—%)
DELETE USER (165 ~<— %)

DISABLE SYSTEM SECURITY_MODE (187 ~<—7%)

DISABLE USER (190 ~<— )

ENABLE SYSTEM SECURITY_MODE (214 ~<—7%)

ENABLE USER (217 ~—7)
PURGE USER (234 ~<—7)
RESET USER (239 ~<x—7)
SET USER (290 ~<—73)
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SHOW USER RSO

SHOW USER RSO

HFId)— @B/ kX)) T —

SHOW USER RSO

FER

RSO (Remote Security Officer) D#EEHREERT 50

RSO ki, Y AT 45t F 274 —F— FTHEHIELTWwA L X2, Security Officer L' X)L T Telnet 1
TAVEFITEINTVERA MDD L, £F 2 74 —F— FFRFIZIE, RSO & LTEERSNIAR PSS

5 & Security Officer L XV TOU T A YR TELWE ) IZH>Twb,

AN - H - EEH

SecOff > show user rso

Remote Security Officer Access is enabled

Remote Security Officer Log

Remote Security Officer ... 172.16.28.126/255.255.255.255
Failed logins ............. 0

Last failed login ......... Hk_dkkk_kkkk kk o kk kK
Successful logins ......... 2

Last successful login ..... 10-Jul-2001 19:32:55

Illegal Login Attempts

IP Address Date/Time Attempts
172.16.28.103 10-Jul-2001 19:34:58 2
172.16.28.1 10-Jul-2001 19:33:47 1

Remote Security Officer Access is RSO B2 1 > DFH%) - %) (ENABLE USER RSO 2v > KT

AHIE)

Remote Security Officer RSODIP7 FLA (IP7 FLA/% v hY A7)

Failed logins RSO ® 1 7 4 » Jefklnl %k

Last failed login WHT DT T A R H R, [t sttt | 30 7 2 kM
DFLED RN L ZRT

Successful logins RSO » v 7 4 > B3 nl¥k

Last successful login W OT 7 A VPR oo st | 30 7 A VR

DFLED RN L 2RT
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SHOW USER RSO

Illegal login attempts RSO 7 F L A LA 5 @ Security Officer 1 7 4 > 54T RCH*
IP address Telnet 7 747 FDIP 7 KL A
Date/time 07 A v #AT HI
Attempts AT [l £
# 73:

BEIVYR

ADD USERRSO (119 ~<—7¥)

DELETE USER RSO (166 ~<—%)

DISABLE SYSTEM SECURITY_MODE (187 ~<—7%)
DISABLE USER RSO (191 ~<—7%)

ENABLE SYSTEM SECURITY_MODE (214 ~<—%)
ENABLE USER RSO (218 ~<—7%)

-
3
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SSH

SSH
HFTY— B - & / Secure Shell

SSH ipadd USER=username {PASSWORD=password|KEYID=key-id}
[COMMAND=string]

ipadd: IP 7 F L A

username: L—H—% (1~15 3%, FHKT)
password: /XA 77— F (1~313C7)

key-id: #75 (0~65535)

string: LT (1~80 3L7)

Ea

SSH Y —nN—2u s {35, $7213SSH Y — =L Ta~v>r FzFETEHE 5,

“SSH t v ¥a v 7385123, B A M2our 77 M4 5%,

“SSH t v ¥ 3 6 =Rk T7a 7 MR A2, PR -t r6m 71 Y LTwaEgEI1E
[Break | #%f3. Telnet THIHFA b hb0 7 A4 v LTWwaAEAIR [Cul-P] * AT 5, vy varnrsbs
OY 7T NIRLIZOOXF: (TT7vvary¥FryI274%—) &, SET ASYN 2~ » Ko ATTENTION /%5
A= —TEHTE S,

gl Loy Vg YIRS, [Crrl-X] 2Rl L T4 T 51y v a v &2FIR S, [Enter)
9, F7-13, SHOW SESSIONS 2~ > F Tt v v a ro—&ExiEl L., RECONNECT 2~ FTH
Pt d %,

INGA—&—

USER 1B/ 1 ra—H—%

PASSWORD /SA7 — FREFECTEI a7 A 2827 — 8

KEYID RSA #7775, RSA FHiF Cfli 9 H O E#FE 5, RSARIETlE, 27947 v Milllc2—%—»
S, — Nl — = DSBS

COMMAND SSH # —/\— L TEFEEZ 7Y FI4 ¥, ANTA— S — kil Lk 5ld, av >
FEARIZTA S Y 3 v SN Do AT A= — R L o2& &1E, SSHY —/3—1cn
UA Y LCHER Y v Y a v R BT B

i
WSSH #—/3—192.168.10.1 (22— % —% root, /YA — K 8nyara TH ' 1 ¥ § %,

SSH 192.168.10.1 USER=root PASSWORD=8nyara

WSSH #—/3—192.168.10.1 (2 — % —% root, RSA # 10 FxflioTu s A ¥ %,

G
3
m
i
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SSH

SSH 192.168.10.1 USER=root KEYID=10

WSSH # — 73— 192.168.10.1 I- T [SHOW IP INTERFACE] %347 L. fRZ U AKBIEICH I SE 5,

SSH 192.168.10.1 USER=root PASSWORD=8nyara COMMAND="show ssh int"

% - TBER

=N — 12D THHE L 72 & %1 [Host key not recognised - saved as ssh.key ] &9 2 v 42— IR
ENTEY Y a rFUENED, THEFELT—N—DFRA MREZHNOTZITI M2 L 2RTIOTT
T=Tldk\v, ZOYE, F—/N—DFZ MED [sshkey] LV AR CTHBWIZRAESN TV EIET A
DT, CREATEENCOKEY 27> FZFEITLTH—N—DFKA MNEZEEFRTH, TOL Z#D TYPE &
RSA. FORMAT (X SSH #18%€ 7 %o

BEIVYR

CREATE ENCOKEY ([Hi5 - JEffi] @ 18 =—3)
SHOW SSH SESSIONS (361 ~<— )

f
I
g
2
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TELNET

TELNET

AFrd)— R -ER /-3 —E A

TELNET {ipadd|hostname}

ipadd: IP 7 KL A (IPv4 % 7213 IPv6)
hostname: & A 4

FER

155 L7z AR A M2 Telnet #6356

v a VERBRT IR, BEERAN2Lu ST N5, T2, ERMIA - bu s LT
WAHEEIE [Cl-D] 24 L THERA WL LA TE 5,

sy v a vy s —RIgTTTa Y MRS, ERBR—- 25T A v LTWw A4 E [Break]
Zi%1E. Telnet THIAA b6 u 74 Y LTwaEEIR [Cl-Pl 2 ANT5, £y arhb7us 7 b
WKCRLI2ODOXFE (TTryarydy7274%—) &, SET ASYN 2<% FO ATTENTION /85 X — 4 —T
EHRTE %,

gl Loty Vg YIRS, [Crrel-X] 2Rl L T4 T 5y v v &2FIR S, [Enter)
9, F7-13, SHOW SESSIONS 2~ > F Tt v v a ro—&xiEil L, RECONNECT 2~ FTH
Pt d %,

AN - H - EEH

Manager ar.joge.net> telnet afrika

Info (105327): Resolving host name "afrika.joge.net" to IP address.

Info (105328): Host name resolved to 172.16.28.1.

Info (133256): Attempting Telnet connection to afrika.joge.net, Please wait ....

Telnet v ¥ 3 > HHEIL
U*IX (afrika.joge.net) (ttyp2)

login: usouser

Password:

[chkmail] You have new mail.

inbox

urgent
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TELNET

Session

session
session
session
session

session

- Eat ramen.

7O T MIR-

Manager ar.joge.net> show ip int

Interface
Pri. Filt

Type
Pol.Filt

Static

Static

WAty ar—EEHSR

Manager ar.joge.net> show session

- Complete reference manual.

Session 1 to afrika.joge.net paused

IP Address
Network Mask

Not set

Not set
10.10.10.100
255.255.255.0
172.16.28.160
255.255.255.0

information for Telnet 1

not
not

not

(62 N O R S

not

Info (136271):

connected
connected
connected

connected

Manager ar.joge.net> reconnect 1

Reconnected to session 1

afrika:"> logout

connected to afrika.joge.net

A7 Ty a3 a&T
TELNET session now CLOSED.
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Ctrl-X 2L THLET Sty a3 2RS¥, Enter 2T

( afrika.joge.net )

afrika:"> 22 TCtrl-P %L, —BHICEy > a>h»5ikitD

PArp Filt RIP Met.

vagc GRE OSPF Met.

On -——- 01

- -——- 0000000001

On -——- 01

- -——- 0000000001
[Enter]

( afrika.joge.net ).

Telnet Ty ¥ a3 IlR- 7/, ABTRINAVE XL, Enter 2T

SAMode IPSc
DBcast Mul
Pass --
Pass No
No Rec
Pass No
No Rec
B - &




TELNET

Manager ar.joge.net>

% - TBER

T2 MG ERET HHEE, 52 L0 ADDIPDNS 27> FTAHA— LAY —N—DT FLAZHELT
BLENRDH B AR MHITEF 7V N A A 4% (FQDN) TiE L% < Tid7Z% 5% \»h', SET SYSTEM
NAME a2< ¥ FCTHA M2 ELEE% FX 4 4% (FQDN) %@ L CThITIE, ik & L TEwvwE R
N4 (Bl : afrika) ZHFETAHIE B TE D,

o4, [sysName I[CHEE L7277V K AL Y EPLEEER (RYO RNy FET) 2RV BVH 0]
PIRFHR R A FADBRIAIME NS, 72& 21, sysName |2 [myroutermydomain.xx.jp| (myrouter
BNV ——HFDHENAEA M) ZiEL TwahYa, [TELNET hispe] &v) a~< s FEFETT A L,
[hispc.mydomain.xx.jp| (2% L T DNS DfFE 1N %,

BEIYR

ADDIPDNS ([TP] @ 161 ~<—3)
ADD IP HOST ([TP] ® 171 ~=—7%)
CONNECT (122 x—7?)

DELETE IP HOST ([TP] » 216 ~<— %)
DISCONNECT (192 *—7%)
RECONNECT (235 ~<—7)

SET IP HOST ([TP] @ 317 ~—7)
SET SYSTEM NAME (268 ~<—3)
SET TELNET (271 }—7)

SHOW IP HOST ([TP] @ 383 ~<—7%)
SHOW SESSIONS (347 ~—73)

]
I
g
i
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UPLOAD

UPLOAD

HFdY—EH - EW /7Ty Ju—F- ¥y ru—F

UPLOAD [METHOD={TFTP|ZMODEM}] [FILE=filename] [SERVER={hostname|ipadd}]
[ASYN=asyn-number]

filename: 7 7 4 V%

hostname: = A + %

ipadd: IP 7 F L A

asyn-number: IEFH A — FFH5 (0~)

TFTP. ZMODEM T7 7 A V% 7 v 70— R4 %,
BELGZDP o728 A =% =220\ TiE, SETLOADER 2~ > FTRELZT 7 4V MEAFHWSE NS,

ING A —&—

METHOD #£3% 70 k 2)b, TFTP ®¥4 13 SERVER Of8E 2505, ¥ 72, ZMODEM D413 ASYN
DIRED W, 77 + )V ~d TFTP,

FILE 7 v 70— K457 741V%

SERVER TFIPH—NN—DFA M4 F 7213 IP 7 FL A, FA MLEIEETAE4613. ADDIPDNS 2<%
Y FTDNSH—N—7 FLZA%ZHELTBLLENH 5,

ASYN ZMODEM T ¥ 2IERPIAR— s DF 5

1

W77932774ANVYATALLEDT7 7 A [foobarscp| % TFIP # —/¥— [192.168.1.103] 127 v 7
0—F¥5

UPLOAD FILE=foobar.scp SERVER=192.168.1.103

W79 277ANVY AT L EDT 74V [basicefg] ZIEFBIA — b asyn0 #&H Tl 4 12 ZMODEM
%Y %o

UPLOAD FILE=basic.cfg METHOD=ZMODEM ASYN=0

BEIYR

LOAD (223 ~<—7%)
SET LOADER (245 ~<—3)
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SHOW FILE (305 ~<—3)
SHOW LOADER (314 ~<—73)
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WAIT

WAIT
AFrdU—EH-E® /A2 YT b

WAIT seconds

seconds: Wil ()

BESNTBHY A b5, Kaxy FIZAZ Y TR TORERD,

% - TBER

277 T OREH T fE,

BEI~v> K

IF THEN ELSE ENDIF (222 <X—%)
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