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Security/Source Address Table

(0 Main MenulJ->[0 System configurationd ->[0 Security/Source Address Tabled 0 [0 0 [0 O
000O0Do0ooooog

IrHE REE F®TW BEQ mED NI

Source Address Learning Mode:

* futomatic: source address learning enahled; no intruder protection
Limited: intruder protection when port MAC address limit exceeded
Secure: source address table locked: intruder protection enahled

Security ohject paort ALL
Canfiz MAC address limit per port

Return to System Configuration Menu ...
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Source Address Learning Mode: Automatic/Limited/Secure
MACOODOUOODOUODoDOooOoooooobooooooooooooooooood
0000000 oooodboAuomaticO 000000000000 O0O0O00O00ODOO0O

Automatic

MACOUOOUOOOOUOOUOOUOoOUOoOOoooooooooo
ogdodododoooooMACOUOOODODUOOOOUOOOOOOOOOOO
OO0O0OMACOOOO ODOOOUOOOOooooboooon
gddoudoudoudoddouoouoooooooouooouoooa
OO0 MACOOOOODOOOODOooOoODOoOoooooooao

Limited

gdodododooooouoouoooooon
godddoooooooooooooooooooMACOO0OOOoooono
ogood MACOOUOOOOO MACOOOOOODODOOOODOoOOoad
gdodddoooooMACOOOOOOOOOUOUOUOUOUOOUUOOOOOUOOO
goodoooMACOOUDOOOODODOOOOODOoOooOoMACOOOODOOO
MACOUOUOOOODUOOOOOoooooooooooMACOODOOOoooao
ogoogo
goddobodooooooMACOODOOODODOoOooOooooooooao
ddddooMACOOOO0O0O0O0O0OO0O00oooooooooooooono
oo

Secure

gdododooooooooooon
ogdodododooooouoouooMACOODOODOOOODOOOOOOO
gobodooobooooobooooMACOOODODoooMACOOOODOOO
goooodoodo
goddoodooooooooMACOODOOODUODOooOoOoooboooooa
dddddddddddddoooooMACOOOO0OO0OO0O0oOoOoooOoooa
O0000AutomaticO O OO0 O0O0OOO

Security object port
doooboodoooooooboooooooobooooooooALLO OO
0000000 oOoodddLimited/Secured O O
gooooooooboooboooooooooooooooooooooood
O0000AuomaticO OO0 O0O0O0OOooooooooooooa

bDDDDDDDDDDD MACOUOUODOOODOOOOODOOODOU Security
objectport U0 000O0OO0O0ODOOOOODOOOODLDOOO
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Config MAC address limit per port

000000000000 LmitedDO000O0OOO0OOOOOOMACOOODODOOO
dododoooooooboooooooooMACOOOOOOooOMACODOOO
JooddooopoooooobooMACOOODDODDODODODDODOoODOoOo0oooooad
dooodomoMACOOODDODODoDoODoDooooooooooo

Intruder Protection: Transmit an SNMP Trap/No SNMP Trap
oo oMACOODODODODoooooooSNMPO OO
O000OTrapO OO0 0O0O0OD0OOOODOO0OOOOOO0OODODOOOONONO NoSNMP
Trap O 0O O

Transmit an SNMP Trap

oo MACOOOOOOODDODODODDODOOSNMPOODDODOOOOOOO Trap
oodooooooooo

TrapO O OO OOOOSNMPMIBOOOOOOOOOOOOOODODODOOOO
godoobooooooooooboooooMACOODOOOoooooao
goooono
gooooooooooobooooooooomrboooooooooooo
goooooboooon

EEh cooooooo0O00OD/ZPOOOODOODO

No SNMP Trap
oo MACOOOOOOOODODODDODOOSNMPOODODODOOOOOO Trap
godooooooooot

Intruder Protection: Disable the port/Port state unchanged
0000000000000 000O0OMACODODODODOODODODODOOODOO0OD
000000000000 00000D000000O0O0O Port state unchanged [0 00 O

Disable the port
dododoMACOOOOOOODODoODODDODODooooooooooooooon
0odoobooooooooooooooog

b Oooboboooooobbobo0MDbisabledl D DO00O0OOO0OOODOOO
O0MEnabled 0000000000 DOOOOO0OODOOOODOOODOOO
gooo

EEh coooo000DO00D /2000000

Port state unchanged
goooMACODODOODODOOOoOoOoOoooooooooooooooooa
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l> Limited/Secure 000000

1 [ Security object porttJ0 O O O O OO Limited/Secure D O O OO0 OO OOOOO
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EO000000Securityobjectport 0 0000000000 OO0OOODOOOO

2 EeJ0000000->0000000000000

3 0O->0
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4 Limitedd O 0O 00O O O M Config MAC address limitperporttD D OO0 0 OO OO
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Part MAC Address Limit
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5 0000000000 Port MAC Address Limit Menu O 0 O O O (10 MAC
Address Limitl Apply this limittoallportscD O O OO0 00000 OOOOO

-::-i_ v =k
JrME REE R®TA O EE0 EED AT

Port MAC Address Limit Menu
Part 1
M&G bddress Limit =¥ 3_

fipply this limit to all ports

Return to previous menu ...

MAC Address Limit
MACOOOOODOOOOODOoOooOooood

1 MOOOOOOODODOO0ODODOO0ODOOO0OOOO0O0O0OO0OO0

2 EeeJ0000000->00000000000000
O->00000boobgoog2ss0obopobobnkEee0boboboono
O00MoOooobOobO0LImmitedd D O0OO00ODOODOOMACOODODOO
gboobobobobooboobuooboobobooboMACODOOD
gobbbooobbbuoooobbod

Apply this limit to all ports
0o0dooboooooooodoonooooooooooooooooon

AOODO00Ee 0 0000000
gbobodbboMACODbODOObDooobooobooobooobuoonboba
gooboood

'_ J
B REE ®TW GBEC FED ~JIH

Port MAC Address Limit

[0 — 0D 00 =] O O] e 3 D —
Lol o ol e o o ol ol o e o e T ol o

More ...

/ Source dddress Table ...
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MACOOODOOOODODOOOODODO Security objectportd 000000
000000000000 0D0000DO0DbO0O0O0

6 [ Source Address Learning Mode:[00 [0 Secure 0 O 0 0 O O OO Secure10 O Lim-
itedD00000O0LImitedd00000D00OD0OO00ODOOOODOODODOOO
oood

7 U Limited/Secure0 0 000000 DO OO O I Intruder Protection:10 0 0 0 0O O
dooooooooooooooMACOOOOOOOOOOODODOSNMPO
O00000 TrapOODDODOOOOODODODOOOO Transmitan SNMP Trap O O
0000000000000 000DO0ODisabletheport 00 O0O0DOOO

..;:.i e
JrilkE RRE #®TM BED &EED ATE

Source Address Learning Mode:
futomatic: source address learning enahled; no intruder protection
> Limited: intruder protection when port WAC address limit exceeded
Secure: source address table locked: intruder protection enabled

Security ohject port ALL
Config MAC address limit per port

Intruder Protection:

Transmit an SHMP Trap if an intruder is detected
> Mo SNMP Trap if an intruder is detected

Digable the port if an intruder is detected
> Port state unchanged if an intruder is detected

4

DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
g

O 0000000000 Port Trunking in the 10/100M Speed Port[d
O RRP 00 00O 00O I Router Redundancy Protocol Snoopingld
O 00000 VLAN O 10 Multiple Vlan Mode[
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Router Redundancy Protocol Snooping

OO00O0O00OCentrecOMS000 0000000 O0ODO0O0OOODODODOOOOOODO
0 O ERRPI Enterprise Router Redundancy Protocol(l O OO0 O OO O0OOOO
OO0O0DOERRPOOODOOODOOODDOODOODODOOODDOOORRPODOO
000000000000 00000000D00DO00O00000000 HelloO
OO000OVLANOODODDOOODDOOO0ODODOOoOoooooooooooooooo
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IPOO0O0DERRPODDOOMACOOOOODON
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0ooooooooooD
HelloOOOOOOOO
VLAN Sales
opoooo
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VLAN Sales
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O00O0OOO0OOOVLAN SalesUOD0DDOOOD0ODOOOERRPOODDOOO 200
CenreCOM 85181 1 0 085181 U D OO OODORRP Snooping DO OO ODOODO
gobboooogboo

20085180000 ERRPHellocD DM OODOOODOODOO MACOODODOM
gobbbooobobobboooobbboooobbbuooubbbssi8l VELAN
SalesUOD 0000000 MMOO0ODOODODOODOODbODOOOODODOODDbObDODO
ggoboomosssguonouggboboogooonbooobooooooon
goboobooodn

0008180 UNUOUOERRPHello D DO D OODODOODOODOODOODO
gobboboooobbbuoooobbbuoooobobbbooob™ebBL O
gobboooobbbooobbobuoooobbboooobbobooooboo
gboo4b09b000b0b0b0bO0o0oboobOoon

O000o00oOoboOoboOORellocDOOOODOOOMACOOODOOODODODOOODOO

| 00:e0:2b:00:00:80
O 00:a0:d2:eb:ff:80

godbi100 vieANOOOOoooboooouooodd VvVLANOO OO RRP O
gobboboooobbbooooboo

l> RRPOOOOOOOD

1 0 Main Menu[-*] System configuration(J-*] System Switch configuration(}-*] Router
Recuncancy Protocol Snooping] RRPS[IO D OO0 00O OOOOOOOOOO

- nd =3
B REE #=TW B0 ImED 2

RRF Snooping Configuration Menu

Parts for RRP Snooming (1 - 24) Hull (not confizured)

2 [(EOO0000PortsforRRPSnoopingD 00000000000 OOOOOOOO

3 EeeJ0000000->0000000000000
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4 O0->00000000000RRPOUHOOODOODOODOODODOOODOND Hented
gooboboood

gooooboooo

- gboobgbobobbooboobuoobmgsmogonooooon
gobooboooon

- gbboobboobboobboobm-smobbuabbogn
gogooobod

- gboooboobobobobbobaiobooboon

- 100o0bbodgooobogda

- 100gooobooogoobooo

'_ |"._||.'|
e B REE FTW GBEEQ EED ~NIH

RRP Snooping Configuration Menu

Ports for RRP Swooping (1 - 24)  -> 1,3_

Return to Svstem Switch Confizuration Menu ...

RRPOODOUOODD DO OO NulIl not configuredl IO OO DO OO MI->0000
0000000 00Db00b000bO00D00DOUOe==]000 0 Center
oooooooo

bRRPDDDDDDDDDDDDDDDDDDDDDDDRRPSDDDDDD
ggooobog

-::-i_ Ay
IrVE REE R®TA EEC EED ~ANTH

Port Status Menu

Part Link Status Mode

: RRF& Offline Enabled huto negotiate
0ffline Enabled huto nezotiate
: RRP& 0ffline Enahled huto negzotiate
0ffline Enabled huto nezotiate
Offline Enahled futo nezotiate

I e 00D —

P RRPULDOODOLOOUOOUOOOOOOO0uObDubooobooboobuobooboond

0000000000 Security/Source Address
00000000000 Port Trunking in the 20/100M Speed Portld
00000 VLAN O 10 Multiple Vlan Mode[

000000000 Port spanning tree configuration

Oooogno

FDDDDDDDDD RRPUOOOODOOOOOODOOOOOO
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00000 VLAN
Multiple Vlan Mode

gobbobuoodbbvVLANODODoOuogoooboooobobooogboo
gobbboodgobbbooogbbboodvLANODOODooooooooo
gobboooodgboo

(0 Main MenuJ ->0 Virtual LANs/QoS[ ->[1 Change The Vlan Mode! 802.1Q Vlan or Mul-
tipeVlanlD OO0 00O O0OO0OO0OO0DODODOOOO

IJPIHE REE &TW GBEQ FED ~NIH

Yl1an Mode

> B0Z2.19 Tag Ylan mode
Multiple YWlan Wode (Static Configuration)

(This setting will be effective after rebooting the svsten.)

Return to Yirtual LAW Menu ...

802.1Q Tag Vlan mode/Multiple Vlan Mode
VLANOOOODO8021.QU O VLANOD OO ODOOOUOOVLANOD OODOOOOO
O0O0o0ooonon 802.1Q Tag Vlan mode O I I

802.1Q Tag Vlan mode
802.1QU 0 VLANO O DOOOOODOod

Multiple Vlan Mode
OO00D00OVLANOODOODOoooooooooooooooooogoo

0000000000 VLANODOO VLANOODOOoooonoboono

00000000000 b00b00U0b00o0obobO0ODDbOond Virtual LANs/
QoSO I DDDDDOIDDIDOIOOOOOONO DO Assign Port Priorityd Priority
Weight configuration0 O 0 000000000000 O0OODOODO O I Priority
Weight configuration 0 0 0 00000000000 DMIODOOO0OOOOO

F REE &TW BEGS mED ANTH

Yirtual LAN Menu

Yirtual L&N definitions

hssign Port Priority

Priority Weight confizuration

Change The ¥lan Mode (B0Z.1Q Ylan ar Multiple ¥lan)

Gateway MAC address for Multiple YLAW MNull {not configured)

Feturn to Main Menu ...
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goboobodod VLANO OO

Multiple VlanMode O D 0D OO O OOO0OOOOOOOO VLANOO DO OO VLANO
gobbobuodvLANOOOOooooooooboooobobooooboo
gobboboogobbbodvLANDOOogooboooobobooooboo
gobbboogobobooooobuoooobbbooobboboooobobo
gobboboogoboobogao
gbogsaXpopoooooooomoobodbVLAND D ODOOD O VLAN
gogooo

O0DDDOOVLANOODOOOVLANO OO
0000000000 2400000 1 VLANl
VLANOOVLAN IDO| DOO0ODOO 2 VLAN2
VLAN T 10 1, 240

3 VLAN 3
VLAN 2] 20 2,240

VLAN B 30 3, 240 g
VLAN 40 40 4,240 VLAN 24 (24)7
VLAN 5] 50 3, 240

DI
0oo 00 DSDDDD
s

ooo oo

O
VLAN 22] 220 22, 240 22 VLAN 22
VLAN 23 230 23, 240
VLAN 240 240 ALL 23 VLAN 23

JPHE REE FTW GBEC FED ~NIH

YLAN Definition Menu
Page 1

YLAN Mame ID All Parts On Vlan

11,24
22,24
303,24
4 4,24
a05,24
VE 6,24
7T,
g 8,24
9 9,24
10 10,24
111,24
12 12,24

Next page

Return to Yirtual LAW Menu ...
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Joobodd VLAN

l> gooobod MACOODOODOOO

1 [0 Main Menu ->0 Virtual LANs/QoSO D O DO OO0 OOO0oOOoOooonogd

g o po—t—3t
LB RRE &TA BEC @EED ALTH

Yirtual LAN Menu

Yirtual L&N definitions

hssign Port Priority

Priority Weight confizuration

Change The ¥lan Mode (B0Z.1Q Ylan ar Multiple ¥lan)
Gateway MAC address for Multiple YLAN -> 0090931bG0d6_

Return to Main Menu ...

2 (@0 00000 Gateway MAC address for Multiple VLANO O 0 00000000
OO00oO0oooogo

3 0000000 ->0000000000000

4 O0->0000000000 XXXXXXXXXXXXOOOO 16000000 Center
gobobooon

O Nulll not configured DO OO OO0 M ->0000000000O000000O0O
000 MACOUODOODODO O 0000000000000 DO OO MEed OO O OO
00

bDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
gobib VLANDOOOOoDOoOo

DDDDDDDDDDDDDDDDDDDDDDDDD[DSNMPDPingDDD
gobbboogobobbogo

PDDDDD VLANDOOOOOooooooooobooooboog

O 0000000000 Port Trunking in the 20/100M Speed Portl]
O 0000000000 Security/Source Address
O RRP 00 00O 00O I Router Redundancy Protocol Snoopingld
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MAC O 0O OO OO O
Clear dynamic MAC table

gboooboobobb MACOODODODODODOoDOOoDOoOoD

[> MACOOOOOODO

1 0O Main Menu ->0 MAC Address Tabled ->[1 Clear dynamic MAC table(] 00 O [
000000DO0oOoooog

(==l

TrME) REE T BEQ EED AL

Clear dynamic M&C table now?  (Yes or Nol:

2 (JOoboboooobobboooobobod

Yes/No
MACOUOOUODOOUODOOOODOOOODOOoOooODoOoooDoOoOooogdd No
Jdo0dodoogog NoOODODODOOooOoboboobooa

Yes
MACUOUOUOODDODOOOOOoooDoodod

No
goboobooogn
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Doodddbooodd VEANDODOO
Assign Management Port To VLAN

gobbooogbbbuooboboboooobbbouooobbobooooboo
O0b0o0boOoooooogboodDtenetC00 00D O0OO0ODOOODOOOOODOO
gobbboogobobbogd
O000oopDo0bobo0o0oooo0DU0bOdDefault VLAN IDO 10000 O
OO0D00O0ODefault VLANO OO VLANO OO ODOOOOOOOODOOODOOODOOO
gobbbooooobobbodoodbbob VLAND IDODDOoooggooo

gobbbooobobobuoooobbobooobobbbooodbveANO DD OO
gobbbooobobbuooobobbboodbbvLAND DD Oooooooog
gobbbooogbobobuooooboboooobbbuoooboboboooobobo
gobbbodd veANOODoOooooooooooo

l> goboboboooddl VLANDOO

1 0O Main MenuJ->J Virtual LANs/QoS[J->] Assign Management Port To VLANO O
0000000oooboooo

==3F
& p-3t)
JrHE FEE FTA GEBEC fED ANdH

bszizn Management Part Ta Ylan

NOTE : Input Port Used must he on same YLAN as the Manazment Port
or Wanagement Connection will bhe lost!!

Manazement Port Ylan -x 10_

Return to Yirtual LAN Menu ...

2 M™MOODOOODOOOoOoImOoOooooOooooood

3 0 00000MM->0000000000000

4 0O0->JgdobbbdgobbboogobobodVvYLANO IDODOOgOgooo
goobooood
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iGMPLOOOO0OOO0OOOOOOO
IGMP Snooping Aging Time(Minutes)

iGMPUOODODOOOOOUOODDODOOOOOOOoOLObLbObOO0Oo0 YOO
goooboboobooboboiieMPOObObObOOoObOOoDbOOOODLODO
gooiiGMpOLODO M OOOO0OODOO0ODLDMODODOOOOLODOOOLODOOO
gobbobuooogbbobogo

IE>> IGMPOUODOOODO ODOOOO0DOO00OO

1 0O Main Menu-*] System configurationJ-*] System Switch Configuration[-*1 IGMP
Snooping configurationD O 0 OO0 000000 OOOOOO

2 WO0OO000O0OOIGMP Snooping Aging Timel MinutescD O O OO0 0000
O0ooooooboooon

==t

FVE REE #®TW BE0 EED ~NTE

IGHP Snooping Configuration Menu

IGHP Snooping
> Ho IGMP Snooping

IGMP Snooping fzing TimelMinutes) -> 3_

Return to System Switch Configuration Menu ...

3 EeeJ0000000->00000000000000
O->M00000bobooigom iMoot Eedd 00 0o0onon
000@oO00x00000eed0 0000000000000 OOO
gbmogboboogbobooboobbobooobuoobboobuooboon
gobboooobbm
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Jooooooooon
Priority Weight configuration

O00000000OOHghONoermalD D OO OOOoOO8OOoooooooon
00000000 Mode 4] High-600Normal-1C11 00 O

Mode 10 Mode 700000 0O OO I High-NI 1, 2, 4, 6, 8, 10, 12[0: Normal-10 00 O
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Mode 7 (High-12 : Normal-1)
Mode 8 (A1 pkt transmit from High, Opkt from Normal)

Return to Yirtual LAH Menu ...
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