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ooooo
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ooo

ADD SW TCH L3FI LTER MATCH=SI PADDR SCLASS=HOST [
ADD SW TCH L3FI LTER MATCH=DI PADDR DCLASS=HOST [

4, JOo0oO0oO00OooOoOoO0oOoOoOoO0oO0OoOOoOO0O0obooOO0O0oOOO00oOOOOoOooOoOoOoOoLooOOO
O0o0o0o0o00o0O0192168.1050 00000000000 IPOODOODOODO192.168.1050000
o0 POOOOOOO0OOOOODOOODOOOOOOOOOOOSENDMIRROROOOOOOOO
oomoooooo

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10.5 ACTI ON=SENDM RROR [
ADD SW TCH L3FI LTER=2 ENTRY DI PADDR=192. 168. 10. 5 ACTI ON=SENDM RROR [

oooooogo

s 0000000000000 0000O00O0OOOTOSOUOOOOOODOOODOOODOOOOOOO
O000000o0o0o0oooUoooo 40 ACTIONDOOOODOOOOODOOOOOOOODOODOO
oooooooooo

ADD SW TCH L3FI LTER=1 ENTRY S| PADDR=192. 168. 10.5 PRI ORI TY=7
ACTI ON=SENDM RROR, SETPRIORI TY [

ADD SW TCH L3FI LTER=2 ENTRY DI PADDR=192. 168. 10.5 PRI ORI TY=7
ACTI ON=SENDM RROR, SETPRIORI TY [

coooboboooooooobooooooooooooobbooooobooooooooboooooooog
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
000o0ooooooooo0ooo 1050000000000 000000000000ODODOOO0OO
coooooooobooooooooooooboooooogo

ADD SW TCH L3FI LTER=1 ENTRY S| PADDR=192. 168. 10.5 PRI ORI TY=7
ACTI ONESETPRI ORI TY [

ADD SW TCH L3FI LTER=2 ENTRY DI PADDR=192. 168. 10.5 PRI ORI TY=7
ACTI ONESETPRI ORI TY [

0000000000000 DENYODOOOOOOODDOOOOOODOO0O000O0O00000000O DENY
oooooooOooooOoOooooOoOoOooooOoooo IPOOOOOODDOODOO
ooooooIPO0D0DOOOO0DODOOO0OO0ODODmMOOOOOOIPODOOOODOOOODOOOO

Dooboooooon

ooooooooooooMACOOOOOOOODOOOOOOOOOOOOO0OODOOOOOOOOOD
ooo0ooooooU0oU0o0oooooooo0o0o0oo0DoOoDOOobOOo0oOSNMPOOOODO
cooooooooooobooooobocoooboooo
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ooo

OOOOOSETSWITCHPORTOOOUODO2160 0000 LEARNOOODOOOOODOOOOOOOOO
OO0 MACOOOOOOOOOO2s60 0000000000000 0DO0O000O0O0OOO0OO MACO
ooo0oooo0ooooooooo0oooooo0oooo MACOOOOOOOOoOooooooo
coooooooobooobooooooooobooooogg

0000000000000 00DOSETSWITCHPORTOODOOO216000 00 INTRUSIONACTION
oooooooooo

oooood od

DISCARD ooooooooooooon

TRAP O0oooooooooOSNMPOOOOOOOOOO

DISABLE ooooooooooooSNMPOOUOOOOOOOODOODOOOOODOOOO
oooodd

[

m 000000000 MACOOOOOOUOOOOODOOOUOOOOOO0OOOO0O0O0O0O0OOOSET
SWITCHPORTOOOUOO216000000000000000OO00OO 30 MACOOOODOOOOOO
02000000000 DISABLEOOOOOOOOOOOOOOOO

SET SW TCH PORT=3 LEARN=20 | NTRUSI ONACTI ON=DI SABLE O

SETSWITCHPORT OO UOOO21600000 LEARNOOOOODOOOOODOOOOOOODOOOOO
ooooobooooooooobobooooooooooooooooboobooooooooooooboOog
cooooooobooooooooooooooobooon

O0oOooooooU0oo0oooo0 MACOOOODOOOOOSETSWITCHPORTOOOOO21600
000 RELEARNOOOOOOOOO0DOOOOO0OOOOO

e RELEARNDODODDOOOONODODODDDDDODOODODOOUODOODODDmMODOOD MACO
Oooooo0oO0o0oO0oOo MACODOOODODODOOOOOOODOODODDOOOOOOOOOOODynamic
Limited O 0O 0O O

e RELEARNDOOOOOOO OFFOOOOOOOOOOOOOOOOOOOOOOOO MACOOOO
0000000 MACOOOOODOOODODOOOODODOOOODO0O0O0ODOOD00DO0LLimitedOOO M

U 0Do0ooooooooOooo0ooOo0ooOoooOoooOooOooooooon

OUOOOOOUOORELEARNOOOOOOOOFFOOOOOO MACODOUODOODOODOOOO MACODO
coooooobooooooooooooooobooon
cooooooobooooooooooooooboooooogooooooboooooooooboooon
OOOOOINTRUSIONACTIONOOOOOOOOOOOOOOoOooOO
O000o0U0oU0oOODISABLEDDOOODOOOOOO0OOO0OOO0ODOO0OO0OO0OoO0oOooooooo
ooooooooooooooobobooobobooboobooooobooooboogd

Manager >
I ntrusi on TRAP for 00-05-02-69-a0-49 port 3

gooooo CentreCOM 8624EL DD DDDODOOODOO 2.8 | 15
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ooo

Intrusion event. Disabling port 3

m 0000000000000 0000SHOW SWITCHFILTEROOOODO2730000000000
0000000000000 000000000000000OSource0d0learnD 00000000

SHOW SW TCH FI LTER O
SHOW SW TCH FI LTER PORT=3 [

m 0000000000000000 SHOWSWITCHPORTOOOOO27/9000000000000O
OLearn IimitO0 0 0000000000000 Intrusionaction0O0000000O0000O0OOO
0000000000000 Current learned, lock stateD 0 0000000000000 DO0OOOO
0000000000000 0000000000000000D0D0000000o00m RelearnOdO
OOOLEARNOOOOOOOOODOOOOOO0OOOO MACOOOOOOOODODOOOOOOOOOO
ooooooooon

SHOW SW TCH PORT O
SHOW SW TCH PORT=3 [

m 00000000 MACOOOOO SHOW SWITCH PORT INTRUSIONOD OO OO2860 00000
oooood

SHOW SW TCH PORT | NTRUSI ON [
SWOW SW TCH PORT=3 | NTRUSI ON [

s 0000000000000 0000000000000000000 ACTIVATE SWITCH PORT
LoCcKOoOooooeoooooooooooooooo SETSWITCHPORTOOOODO2160000000
coooooooooooooooobooooboooo

SET SW TCH PORT=ALL LEARN=256 | NTRUSI ONACTI ON=DI SCARD [
ACTI VATE SW TCH PORT=ALL LOCK [O

m 000000000000 000o0o0o0bo0ooobocoooooooooooooobooboooooon
0000000000000 000O000O0ADDSWITCHFILTEROOOODO9700000 LEARNDO
coooooooboooooooooooooobooooooooobooooboooooooooboooon
coooooooboooooon

ADD SW TCH FI LTER DESTADDR=00- 00- f 4- 88- 88- 88 PORT=3 ACTI ON=FORWARD
LEARN [

U LEARNOOOOO0OO0O0O0O00O0O00O00000000000000000000000000000000
gooooooooooooooooooooooooooooooon
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ooo

m J00000000000000 DELETESWITCH FILTEROODOOOD121 0000000000
ENTRY O OO SHOW SWITCHFILTERO O OO O27300000000000000

DELETE SW TCH FI LTER ENTRY=3 PORT=3 [

s (0000000000000 000000000000000000000000OSET SWITCHPORT
000002160 000000000000O00OLEARNOOOOODOOOOOOOOOOOOOODOO
coooooooboooooooobooooooboboooooooobooooboooooooooboooon
oooooogo

SET SW TCH PORT=3 LEARN=0 0

s JO000000000000000000O0O0O0O0O0D0O000O0O0O0O0O000O0 ENABLE SWITCH
PORTOUOOOO17000000000000000O00DOO0OOOOOSETSWITCHPORTDOOO
021600000 LEARNOOOOODOOOOOOOOOOOOOUOOOOOOUOOOOOOOOOOOO
oooood

Manager > enable switch port=3

Error (387312): Port 3 has been disabled by the Port Security feature.

0O RELEARNOODOOOO0OOONOOOOOODO0OOOO0OD0OO0OO0D0OO0O0O0O0D00O00O000o00oa
0000000000000 00INTRUSIONACTIONO DISABLEOD O OOOUOOOOOOOOOOOooOQ
goooooooooooooooOooooooooooooooooo

s J0000000000000000000000O00000000 CREATECONFIGOOOOmMOOO
0000 128000000000000000SETSWITCHPORTOOOOO21600000 RELEARN
OoooooO oOFFOOOM

Doboooooobboood

000000000 o0O0o0o0o0o0oOooo0ooooo0ooo0ooo0oo/0000000/00000
coooooooboooooooobooooooboboooooooobooooboooooooooboooon
coooooooboooooooobooooooboboooooooobooooboooooooooboooon
oooooogo

cooooooobooooooooooooooobooon

e OO 108

e 00O 9016

e 100 17024

e 0D 250000O0ODOODO
e 0D 260000O00O0OO

ooooooooooooooobooboooboooboobooooobooooboogd

e IUIOOOOUOOOOUOBCLIMITO
e OUIOOOOUDOOOCOMCLIMITO
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ooo

e JODOOODDDOOODODOOODLFLIMITO

oooooooooooloooooooo0oobil0oo00ooooooooooooooooooooDo
oooooOooolo000/0000000000000000O000DOODOO0OOOODOOOOODOOO
goooooloo00/00000000000000DO0O0O0DOO0DOODOO0OOOOOO

m 000000000 SETSWITCHPORTO OOOO2160000000000000000000O00OO
0180000000000 O0DOO0UOO0DOODOOOOlIO0OOO000000D00O0OO

SET SW TCH PORT=1-8 BCLI M T=1000 O

s J000000000000000000 NONEODOODODOOO

SET SW TCH PORT=1-8 BCLI M T=NONE [

s 0000000000000 0000000 SHOW SWITCHPORTODOODODOR2790 000000
O 0O O O O Broadcast rate limit(ID Multicast rate limit(I'D DLF rate imitC O OO0 O0O000O

Dobooooggnd

coooooobooooooooooooooobooooboooooooobobooon

O0oo0O0ooO SETSWITCHPORT O OOOO216 00000 INGRESSLIMITO O OO O OO0
EGRESSLIMITO O O0ODOOOODOOOOOODODOOOOOOOOOO0/100MO 1000MO0OOO0O
ooooooooooobooooooboooooooood

m 00010000000 20480KbpsC 20Mbps00 0000000000000 0DOOOOOOOOODO
00010/7100M 0000000 6401270000 Kbps[D1000M OO0 O 00O 8010160 MbpsO O OO O
oooood

SET SW TCH PORT=1 | NGRESSLI M T=20480 O

0O 10/7100M 00000000 1000KbpsO OO OOODODOOOOOO0ODOOO 64KbpsO OO OOODODOOO
000ooooolo/iooMO0000000 1000Kbps D D OO DO O1000Kbps DO OO OOO0OOODOO
ooooooploooMOOOOOooDOO8SMbpsOODOOO0DODOOODOOODDOO

m 000 2511000BASE-TO OO DODOOOAT-A400000000000000000DOOOO 500Mbps
00000000o0o00oo0oo0o0o0oooo0oooooooool1o/io00MOOO0OOOD 10000 127000
OKbpsfD1000M OO OOOO0OO 8010160MbpsO D OO O OOOOODO

SET SW TCH PORT=25 EGRESSLI M T=500 0O

0O 10/7100MO00000000000000000D000DO10000127000KbpsO0 00000000000 DOO0O
0640 127000Kbps0 00000000 DOOOODDOO

0O 10/7100M 00000000 1000KbpsO OO DOOOOOOOODDOOODDOOO 1000KbpsO O OO0
oooooooOoOooooiooMOO0OO0OOOO8MbpsOOODDOOOODOOOODDOOOD
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ooo

0 0000000000000000AT-A46000AUTONEGOTIATED OO O0O0OO0O0OO0O0OO0O0O0OOOO 1000M
gooooooooooooon

m J000000000000000000 NONEO 0OOO0OOOO

SET SW TCH PORT=25 EGRESSLI M T=NONE [

m 00000000000 O0OOO SHOW SWITCHPORTOOOOO2790 0000000 Oooon
O Ingress rate limit(IT Egress rate limitO 00000000

oood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooooooo
coooooboobooodoooooooobooboooboooboooboooboooooooboobooooon
ooooooooo

CREATE TRIGGER MODULEO O OOMMOOOOOOO 137000 SET TRIGGER MODULE O O
O0mooooooo 2760 000000000000 DOO0O0O0O0O0DOOOO0ODOODOO0ODOOOOD
ooooooooood

CREATE TRI GCER=tri gger-i d MODULE=SW TCH EVENT={LI NKDOMN|LI NKUP} PORT=port
[ NAME=string] [ REPEAT={YES|NOONCE|FOREVER|count }] [ SCRI PT=fil enare. . .]
[ STATE={ENABLED|DI SABLED}] [ TEST={YES|NOON|OFF}]

SET TRI GGER=trigger-id PORT=port [NAME=stri ng]
[ REPEAT={YES|NOONCE|FOREVER|count }] [ TEST={YES|NOQON|OFF}]

PORTOOOOOODOOODDOOODOOOOOOOOEVENTOOOODOOOO LINKDOWNOOOOOO
OO0 LINKUPODOOOOOOOODOOOOODODOOOOO
OoooooooPORTUOOUOOUOOUOOUOOUOOUOOUOOOOOOOOOOOOOOEVENT=LINKUP
O00MMO0000O00O000EVENT=LINKDOWNOOOOOOOOOOOOOOOO
0000000000000 00000000000000%D0O0O0M%TODO0M%»NOOOODOOMm
wSooooooUooooooooooooowloooooooooooooooooooo
0000000000000 00000000 30000000000 linkdownscpOOODOOOOOO
OO0 linkupscpO0O00DO000D00D0000D00O0O0O0000O0O0O00OMAILOOOODMOOOOOO
02600000000000000000000000O0O00OO
oooliPOO0O0OOO0OO0OOOOO0OOOOODOOOOOIPOOOOOOODOOIPOODODOOOODODODOO
coooooooooobooooooboooobooooooooobooooogon

1. 000000000 oo000o

gooooo CentreCOM 8624EL 0000 DO0OOOO 2.8
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ooo

ENABLE TRI GGER [

2. 00000000 linkdownscpOOOOOOOOOO01000OOO0OOO

CREATE TRI GGER=1 MODULE=SW TCH EVENT=LI| NKDOMN PORT=3
SCRI PT=l i nkdown. scp O

3. D0O00O0O0OD linkupscpOOOODODOOO0OODO200000000

CREATE TRI GGER=2 MODULE=SW TCH EVENT=LI NKUP PORT=3
SCRI PT=l i nkup. scp O

000000 linkdown.scpr

MAI L TO=admi n@ s. exanpl e. com SUBJECT="%N #% | i nkdown" MNES-
SAGE="%D % 9%N\N( SN: %6) Port 9% |i nkdown"

000000 linkup.scpd

MAI L TO=admi n@ s. exanpl e. com SUBJECT="9N #%L | i nkup" MES-
SAGE="9%D 9% 9\N(SN: %8) Port 9% |inkup"

0000oooo00ooooo0o00ooo000ooo0o0o0o0ooo0o0o0ooooO0O0%NOOOO
O0000%SmooowbO%TOOO0O0O0O00000000o0000o0o00ooo0o0ooooDooo
ooooooooood

Subj ect: ud-sw #3 | i nkdown
From nmanager @d-sw. exanpl e. com
To: <adm n@s. exanpl e. conp
Date: Thu, 23 May 2002 19:02:41

23- May- 2002 19:02: 41 ud-sw( SN: 123806040195) Port 3 |inkdown
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LACPUO IEEE 802.3ad

LACPO IEEE 802.3adl]

LACPO IEEE 802.3ad Link Aggregation Control ProtocolD D0 0000000000000 ODOOOO
goooooboooooooboooobooobooobobo

0O LACPOOO0OOOO0OOOODOOOOOOODOOOOOODOOOOO0OLAGMOOOOOOOOOoooooa
goooooooooooooooooogoon

U 0000000000000 00000Mo0o00o0onoo0o0o0o0oooomoooooooooOy

LACPOOUOOOOOOOOOOOOOOOOODOOOODOOOOOOOOO0OOO0OODOOoOOOOoOo
0loo0oooooooooooooooooooooooOoooboooooooOooobooOoobooOO
cooooooooooooooooocoooboooo
LACPOOUOOOOOOOOODOOOODOOOOODOOODOODOO0OOOOOODODD

e JOOODOO
e OO VLANDOODO
e JOOODOO
e JOOODOO

U 0DoooooooooOo0oo0o0oO0o0ooO0o0OOoOo0O0oO00O0o0oO0OoO0O0oOoO0OoO0ooO0ooO0oOoooon
0 1000BASE-SX OO0 O 1000BASE-LX OO OOOOUOOODO0OOOO0O0OODOOOOOOOOO

ooooooooooooU0oooooebUibO0iOODOO0bOOOOOOOOD8OOOOODODOD
00000000o0o0o0oooo0o0o0oo0o00o0ooo0oooooo 10/100M 0000 1000M
pooooooooooboooooon
ooooooUooooooo9UooooUooUboooooo0ooooUoobLooooooooD 8OO
ooooogd

1. 0000oo000oooooooooooo
2. JOo0oUOOoOooOo0OoOooOoUOOOOOUOOOOUOODOOOUOO

cooooooobooooooooboooooobobooooooooooooboooooOooooboooon
cooooooobooooooooboooooobobooooooooooooboooooOooooboooon
cooooooooooooooooooooboooooooooboooobooooboooooboobooon
O0o0oooooo0o LACPOUOOOOUOOOOOODOOODOOODOOOD LACPOOOODOODODO
ooooo

e 000D OOOODUODOUOUICREATESWITCHTRUNKOOODOO114000MADD SWITCH
TRUNKOOOOO110000M
e Half DuplexDOOOOODOOOOO

oood

m LACPOOOOUOOOOENABLELACPOD D OODOIBOOODOOOOOO LACPOOOODOOOO

gooooo CentreCOM 8624EL 00 000DOOOO00 28 |21
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LACPUO IEEE 802.3adl

O00o00oo00oo0@moooooooo0ooo0oo0 LACPOOOODODOOODOOOODOO
LACPOOOOOOOOOOOOOOOOOODOO0OODO0OO0DO0O0OOO0OOOOOOOO

ENABLE LACP [

s J000000000000000000000 LACPOOODOOODOOOOOODOOOOOOOOO
000 LACPOOUOOODOOOOOOOOOODOOO 104000 LACPOOOODDODOOODDELETE
LACPPORTOOUDOONS0OOOOODOOOOODODOOOODO LACPOOODOODOODOOO

DELETE LACP PORT=5-24 [

ooooooooooooooobooboooboooboobooooobooooboogd

DELETE LACP PORT=ALL O
ADD LACP PORT=1-4 [

m 100000000000000O00000O0DO0O000 800000000 DODOOOODOON LACP
oooU0o0ooooooooooo0oU0o0oooooooobLO0obLO0o0o0oO0DO 10100 LACPO
cooooooooooooogo

DELETE LACP PORT=ALL O
ADD LACP PORT=1-10 O

ooooU0ooUooU0ooooooolosoooooooooooooooooouIoOUboODo
oooooooooooooilio0oooooooo0oUooUoUbooooUooooD100o
ooo0ooooo0olo0o0o0ooooooooo9noooooooooooOo

s LACPOOOOOOODOOOSHOW LACPOOOODO229000000000000

SHOW LACP [

s LACPOOO0OO0OOOOOOOOOOSHOW LACPPORTOOOOO2300000000000O00O

SHOW LACP PORT [
SHOW LACP PORT=1 O

s LACPOOOOOOO0OOOOOOOOOO0O0O0O0O0O0OSHOW LACPTRUNKOOOOO23400
000000000000 oOSHOWSWITCHTRUNKOOOOO2870000000000000
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LACPUO IEEE 802.3ad

SHOW LACP TRUNK [
SHOW SW TCH TRUNK [

0O LACPOOO0OOOO0OODOOOOOO0OODOOOOOODOODOOOOO

0O LACPOOUDO0OOOOO STPOLACPOOOUDOODUOOOOOUOOLACPOOODDODOODOOOOODOOO
00000oo0ooooo STPOO0OOOODOOOOOODO

s LACPOOOOO0OO0OOO0OOO0OO0OODOOODOOOOO0OO0O0OO0O0OOO0OOO0OO MACT
oooooo MACOOUOOOOOOOOOOOOOOODOOOOOOOoOO0oOOooOoooooooooo
ooooooIPOO0DOOOOOOOOOOOIPOODOOOOODOOOOODOOOOOOOOOODOMO

cooooooobooooooooooooooboboooooooobooooboooooooooboooon
oooo

gooooo CentreCOM 8624EL 00 000DOOOO00O 2.8 |23
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00000 LAN

00000 LANOVLANOOOOOOOOOOOOooooooooooooooooooooooooo
oooooooo200000000 MACOOOOOOOOOOOOoOoOOoOOooOoOooooooooo
ooooooUooooooooooooooU0ooo0oooo MACOOOOODOOOOOOOooOoOoo
000000000oO/000000000000000000000000CVLANDOOOOODOOOOO
coooooooboooooooooooooobobooooooooboooobooboooooooboooon
ooooooooboooooooooooo

ooooooUooO0oooooooo 200000000000 0000LOO0DOO0OOODODOODOOO0OD
ooooooooooobooooboobooooooobooooooboooooooobooooon

OO0000O VLAN

00000000000000000 VLANdefaultOVID=100 0000000000000 0O000O0OO
oooooooooooo

VLAN default (1)

OO0 VLAN

000 VLANOOOODOODOOO VLANOOOOOOOOOoooooooOo VLANDODOOOOD 1040
VLANredOOODO 5080 VLANwhiteO OO OOOOOOoOoOOOO

1. 000 VLANOOOOOOO CREATEVLANOOOODO116000000000O0VLANDO OO
OOOVLANOO VLAN IDOVIDOOOOOOODOOOOOODOOVLANDOOOOOODOOOO
000000000000defaultDALLOODOODOO0O0OO00MMVIDDO 2040400000000
000010 VLANdefault 00D OO O0O0O000MmM300 VLAND ADVID=1010 BO VID=20[11
covib=3oooooooooooooooooo
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00000 LAN

CREATE VLAN=A VI D=10 O
CREATE VLAN=B VI D=20 O
CREATE VLAN=C VI D=30 O

OODO0DOOVLANOOOOOODOOO VLANDOVIDOOOODOOOOoOooooooooooo
000 VLANOOOOOOO

2. VLANOOOOOOOADDVLANPORTOOOOONIOODOOO VLANOOOODOOOOOO
OUOOOOOOVLANADOOOO10800VLANBOOOO9OI1600VLANCOODOO 17024
oooooogo

ADD VLAN=A PORT=1-8 O
ADD VLAN=B PORT=9-16 [O
ADD VLAN=C PORT=17-24 [

00000000000 Default 000 VLANOOODODODOOOOODDOODOOOOO VLAN
default 000000000000 DO0OO0O0ODOOOOO0OO VLANdefaultDOOoOOooOOoO 10
ooooooooood

OOOA

VLAN A (10) VLANB (20) VLAN C (30)

000000000 lo0oooo0oooo0oooooo0ooo300o0ooooooooooo
O0O0O0O0O00OOVLANAOBOCOOUOUOOODOUOOOOOUOOOOUOOooOoOOOO

s VLANOOOOOOOOOOOSHOWVLANDOOOOO2890000000000

s VLANOOOOOOUOOUOOOOODELETEVLANPORT OO OOO1250000000000000
000007080 VLANAOODOOODOOODOODODOOODOOODefaultD0O0 VLANOOODOOO
0000000000 VLANdefaultOOOoOooooO

DELETE VLAN=A PORT=7-8 [

s VLANOOOOOOOODESTROY VLANOOOOO1280000000000VLANDOOOOOO
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00000 LAN

Ooo0ooooooooooooooo0ooUoOVLANCOOOOUOOoOooooooooooo

DELETE VLAN=C PORT=ALL 0O
DESTROY VLAN=C [

O VLANdefaultOOOOQOOOOO

00O VLAN

OO0 VLANOOOOOOO01000000000 VLANOOOOOoooooooooooooooo
O00o0oooo0VLANIDODDODOOOOOOOOOO0Ooooo0O0O0 VLANOOOOOOoooooooo
O000000000008021QVLAND O OO M OO VLANDOOOODO VLANOOOOOOoOoooo
O00o0o0oo00o0o0oos21QUiibodofdion VLANDOOooooooouoooooooo
00000 VLANDOOOOOOoOOoooooooooo

e J00ODOD1I0OVLANDOODODODOOOUntagged Port0000oooon

e J0IODDODDOUD VLANDODODODODODOTaggedPort000ooooon

e JO0DDO0OOOODOODODOOOIUODDODOOODODIOODD VLANODODOOOOODODODOO
od

0O VLANOOOOOODOOOOO0OOO0OODO0o0O VLANOOO8021QuOooooooooooooooo

0O 802.1X0O00O Authenticator 000 MACUOUOOODOODOOOODOOODODOOOODODOODDOOO

VLANOOOOOODOOOoOOoOO

VLANOOOOOOOOOOO 40 200 VLANOOOOOOOOODO VLANDOOO 8021QOO000O
cooooogoobooooboooo
cooooooboooooooooooooooboooon
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00000 LAN

802.1
googn

1. VLANAOBOOOOOOO

CREATE VLAN=A VI D=10 O
CREATE VLAN=B VI D=20 O

2. VLANAOOOOUOOOOOOOOOO 1030000000000 0oooooooooon 4o
O00ooo0oo0oo0o0oo0o0o0OVLANOOOODODOOOoOoOoooooooADD VLAN
PORTOOOOODIIO0O0O0O0O0 FRAMEOOODOOOO TAGGEDID D OOUOOOFRAMEDOO
000000000000 0000000OUNTAGGEDD D OOOOO

ADD VLAN=A PORT=1-3 O
ADD VLAN=A PORT=4 FRAME=TAGCED 0O

3. VLANBOOOUOOOOOOOOOOOSI8OOOODO0OOOOOOOOOOOOoOoooO 40
oooboooooooooooooodgo

ADD VLAN=B PORT=5-8 [
ADD VLAN=B PORT=4 FRAME=TAGCED 0O

ooooooooood
O0o0oo0o0lo8ooooiooooUoooooooooooon

000103 00 00010300000000o000 VLANAOOOOoOOoooooo
00 00010300000000000000 VLANADVID=I000000000
O
ooo 4 00 O0O00400000000O000OVLANAOOOOVID=1I0OOOOOOO
VLANBOOOO VID=200 0000000000
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0O 0000D00O00OO0OADDSWITCHL3FILTER ENTRYO O OO 09 0000000000000 0000OO0O
gooooooooooooooOoo0oOooooooOo0o0ooooooooooooooooooooooon
0000o0o0o0oooooon SHOW SWITCH L3FILTERO OO 0027500000 ENTRYOOOOOGO
goooooooooooooooooooooooOo0o0oOoonoooooOon

ooooogoooooon

oooo0ooO0U0ooOoUoooUoOo0oOoUooUooOooo0oOoOoooOOo0 MATCHOOOODOO
poooooooboooboooobooboooooooboooooooo

goooooogoo
IPORT goboboboboobooooboobooooooobooboobboobuoo
EPORT gooooooooboobboobobooooooouoboobboboboboboboooo
goboobobooobooooboobboo
Ethernet 0 0O OO
TYPE Ethernet 000000000 3000000000000000O1600 M
ADD SWITCH L3FILTER MATCHOOOOO TYPEOOOODOOODOODO
0000000000000 000000000Ethernet Version 2 0 802.2
LLC(DSAPOSSAPO O OOODODODOOODODOOO20000SNAPOODOO
oooooos50000

gooooo CentreCOM 8624EL 0000 DO0OOOO 2.8
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oooooOoIPOOOOO

iPOOOO
TOS TOSOOODOOTOSOOODOOO precedence 0D 0 DO OOOOOD0O7
IPDSCP DSCPO DiffServ Code Point0 D0 000 O0O00OOOO 0063
TTL OOooooTTLO0oOoO0OoO0oooooooon o025
PROTOCOL iPOOOOOOOOOTCPOUDPOOOOOOODOOOOOOOIPOODODO
cooooooo
SIPADDR ooIPoOOO0OO0O0OO0OO0DOOO0DOOO0OOOO0DOOO0ODOOOOOO0ODOOOO

0O OADD SWITCH L3FILTER MATCHO OO OO SCLASSOOOOOOO
ooooogooooooon

DIPADDR ooIPoOOO0OO0O0OO0OO0DOOO0DOOO0OOOO0DOOO0ODOOOOOO0ODOOOO
0O O0ADD SWITCH L3FILTER MATCHO OO OO DCLASSOOOO0OOO
ooooooooooooon

TCPOOOO
TCPSPORT oooooooooooboogo
TCPDPORT oooooooooooboogo
TCPSYN SynOOUOOOUOOTRUEM OOOFALSELD EPORTOOOODOOODOOO
oooo
TCPACK AckDOODOODOOOTRUEM OO ORALSELDO EPORT OO OODODOOOOO
oooo
TCPFIN FInODOOOOOOTRUEMOOOFRALSELDEPORTO OO OOOODODOOO
ooo
ubPO OO0
UDPSPORT oooooooooooboogo
UDPDPORT oooooooooooboogo

012.000000000000000000000000O0O0DOODOOOOOOOO0

s J00000000000000000000000ADD SWITCH L3FILTER MATCHO O OO0 105
00000 IMPORT=TRUEO OO EMPORT=TRUEOOOOOOOOOOIPORTOOOOOOMMEPORT
O0o0ooooooooooUoUooooUooUooooooooooooooOIPORTOOOOO
O0o0oU0o0oU0ooU0oOoUOOoEPORTOOOOOOODOOODOOODOOODOOODOOOOODOOODODO
oooooooooo

0 ADD SWITCH L3FILTER MATCHO OO OO010500000 IMPORT=TRUEO EMPORT=TRUEO OOO
O0OO0O0OO0OOIPORTOEPORTOOOOODODOOODOODODOOODOODODOOOOOOODODOOOOUODOO
oooooOoooO0o0oo 100000000000 00000000000000O0O000000O0O0000
goooooooooooooooooogoon

0 000000000000 EPORTOOOOOOOOOOOOOOODOOOFDBOL3IOO0O0OOOOOOOO
oooo0ooo MACOOOOOUDOOODOOOOODOUDOOODOOOD0OOO0O0DO0OODO0ODO0OOO0OOOO0OOO
0000000000000 0o0o0Uo00o0ooooUoTCPOOOUDOOOUOODOODOOOTCPSYNO
TCPACKOTCPFINOOOOOOODOOOODOOOODOOODOODOO0OOOD0OD0O0O0O00O000D000000
000000000 00OEPORTOOOOODOOOODOOOOOODOOO
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ooooooIPoOOOOO

s TCPOO0O0O0OOOO0OOOO0OOOO0OOOOOO0O0DOO0O0O0OO0O0OOO0OEPORTOO
oooooooooboooooboooo

oooooogo

0000000000000 000O000000OACTIONOODOODDOODOODOOOOOACTIONDODOODO
oooooooooooooon
coooooooboooooooboooooobooooooooobooooboooooooooboooon
coooooooboooooooboooooobooooooooobooooboooooooooboooon
coooooooboooooooobooooooooooooooobooooboooooooooboooon
coooooooobooooboooo

ooobooobobooooboooboooooooooon

DENY

O000ooooo0o00ooo0o0oo0oooo0 DENYOOODDOOOOOOOO
OO0OO0OONODROPOUOOOOOOUOUOOOUOOUOOOOODOOUDOUDO
O000000O00O0SENDEPORTOSENDCOSO OO OOOOUOOOOOOOO
coobooooomooboooobooobooboooobooobooboobobooon
000000000000 oO0oOoUOOoSENDMIRROROOOOOOOOO

NODROP

DENYOOOOOUOOOODOOOOooooooooooooooooooooooo
poboboogooooooboooboooooooooooooooooon

ooooooooooooogd

SENDEPORT

coooooooobooooobobooooobooooboboooobooooooon
ogooUooUooUooUooUOOoUOoOOUOOUODUOOUOPORTOOOOOOOOOO
O0o00o0ooooooooooooooooPORTOOOODOOOOODO VLAN
ooooooooooooooOoUooooooUooUooUoooUoOn L3
O0o00o0o0oo0o0oo0o0oo0oooooooooOPORTOOO
O000oooo0oooooo0o00ooooo0oooo0o0o0o0o0n0 VLANDDO
oooooooooooo

SENDNONUNICASTIOPORT D OO0 0000000000000 OOO0OO0OOOOoOoOo

OOooooOoUoooOoUoooooooUooPORTOOOOOOOOOOOOOOO
O0oo0O00ooU0ooooooooooPORTOOOOOOODOOO VLANDODO
ooooooooooooobooooogod

ooooooboobooobooooboooon

SENDCOS

00000 PRIORITYOOOOODOOODODOODODOOODOOODOOODOOODOOO
ooooooooogd

MOVETOSTOPRIOO OO OOIPOOODOO TOSOO OO precedencel 00000 O0OOOVLAND

oooood

O0oo0O0Ooselplioiioiioioooooooooooooooooon
ooooobooooooooobooooooboooooooooooboooooog
O
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oooooOoIPOOOOO

802.lp 000000000 OOUOOOOUOOOOUOO

MOVETOSTOPRIOO OO OOIPOOODOO TOSO O OO precedencel 00000 OOOOVLAND
O0ooO0ooelpioiiodioioooooooooooooooooon
ooooobooooooooobooooooboooooooooooboooooog
O

SETPRIORITY VLANOOOOOOO 8021pl 0000000000000 OOOOOPRIORITY
cooooboooooboooooboooooboooooooooooboooooon
cooooooooooooobooooooboooooooooooboooooog
oooo
IPTOS/DSCPOOO0ODODOOODODOOOODOODOOODOO

SETTOS 00000 IPTOSOOOOprecedencel DO OODOOONEWTOSODOOODODOO
O000O0ooooooooTYPEOOOOOODO IPOOOOOOOOOOODOOO
oooo

MOVEPRIOTOTCSU OO OOVLANOOOOOOO 8021lp0 00000000 OOOOoOoOoOoOo
O00IPODOOOO TOSOOOOprecedencel 00D O0DOOODOODOO

SETIPDSCP IPODO OO0 DSCPO DiffServ Code PointDO 0 00 OO ONEWIPDSCP OO OO
00000ooooooooooOoTYPEOODODOOOD IPOOOOOOOODODOO
ooooogd

ooooogooon

SENDMIRROR OO0OUOOUOOOOOOOOOOOOOOOOODOOODOOOOOOOOOOOOOO
oooooboooooboooobooooooboooooooooooboooooog
0000000 OO0ODENYONODROPOSENDUOOOOOOOUOOOOOOOO
0000000000000 000000000DENYODO0OO0O0O000000O
0000oooo0oooooo00oooo0o0 VLANOOOOoOoOoooooo
000000000000 oo0000oo0o0o0oooo00o0o0o0onD VLAND
oooo

013 ACTIONDOO0OO0OOODOooooooooo

ooood

oooooooooboooooboooo
goooooooooooobOOOOOOOOOOOOO0l1000D0DO0O0O0O000O00O0O0O0000
O0000000O0oOoOoooooOooOOoOoADD SWITCH L3FILTERENTRYOOOOO9 O OOOO
L3FILTEROOOOOOOOOOOOOOO0OO0O0O000O000000000000O0 SHOW SWITCH
L3FILTERO OO OO275000000000000

m 00010300000 192.168.10.0/24000 IPOO0DOOOO
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ooooooIPoOOOOO

ADD SW TCH L3FI LTER NMATCH=SI PADDR SCLASS=C | MPORT=TRUE 0

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 | PORT=1 ACTI ON=DENY [
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 | PORT=2 ACTI ON=DENY [
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 | PORT=3 ACTI ON=DENY [

m 192168.101000 DO O OOOOOO IPOOOOOOO

ADD SW TCH L3FI LTER NMATCH=SI PADDR SCLASS=HOST [
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 100 ACTI ON=DENY [

m JO00 20000000 ICMPOOOOOODO

ADD SW TCH L3FI LTER MATCH=PROTOCOL EMPORT=TRUE [
ADD SW TCH L3FI LTER=1 ENTRY PROTOCOL=I CMP EPCRT=2 ACTI ON=DENY O

m 192.168.10.0/24000000000000000192.168.10103 0000000000000 NODROP
pcooooooooooo

ADD SW TCH L3FI LTER MATCH=SI PADDR SCLASS=C [

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 ACTI ON=DENY [

ADD SW TCH L3FI LTER NMATCH=SI PADDR SCLASS=HOST [

ADD SW TCH L3FI LTER=2 ENTRY SI PADDR=192. 168. 10. 103 ACTI ON=NODRCP [

m telnet0 00 0000000000000 O0700000000000000

ADD SW TCH L3FI LTER MATCH=PROTOCOL, TCPDPORT [
ADD SW TCH L3FI LTER=1 ENTRY PROTOCOL=TCP TCPDPORT=TELNET PRI ORI TY=7
ACTI ON=SENDCOS [J

m 192.168.30.100 00 telnet 0 OO OO OO

ADD SW TCH L3FI LTER NMATCH=DI PADDR, PROTOCCL, TCPDPORT DCLASS=HOST [
ADD SW TCH L3FI LTER=1 ENTRY DI PADDR=192. 168. 30. 100 PROTOCOL=TCP
TCPDPORT=TELNET ACTI ON=DENY [J

m 192168.10500000000 8021pl0000l000000O0OOODOOOO 400000000
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ADD SW TCH L3FI LTER NMATCH=SI PADDR SCLASS=HOST [
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168.10.5 PRI ORI TY=4
ACTI ON=SETPRI ORI TY [

m JO0000O0O0IPTOSOOOO 1000000000000 OOUOO 400000

ADD SW TCH L3FI LTER MATCH=TCS [
ADD SW TCH L3FI LTER=1 ENTRY TOS=1 PRI ORI TY=4 ACTI ON=SETPRI ORI TY [

m 192168.101000 0000000000000 100000000000000000O00O VLANDO
ooooooooon

SET SWTCH M RROR=1 [

ENABLE SWTCH M RROR [

ADD SW TCH L3FI LTER MATCH=DI PADDR DCLASS=HOST [

ADD SW TCH L3FI LTER=1 ENTRY DI PADDR=192. 168. 10. 100 ACTI ON=SENDM RROR [

m 192.168.10.100 000 TCPOOOUOOOOUOOODODOOOOODOOOOOODOO 192.168.10.100
cooooooboooooon

ADD SW TCH L3FI LTER NMATCH=SI PADDR, PROTOCCL, TCPSYN, TCPACK SCLASS=HOST O
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 100 PROTOCOL=TCP
TCPSYN=TRUE TCPACK=FALSE ACTI ON=DENY [J

m 192.168.10.0/724 0 O 192.168.20.0/24 00 TCPO O OODOOOOOODOOODODOODOOOO
192.168.20.0/24 0 0 192.168.10.0/24 00000000000 ODO

ADD SW TCH L3FI LTER NMATCH=SI PADDR, DI PADDR, PROTOCOL, TCPSYN, TCPACK SCLASS=C
DCLASS=C [

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 DI PADDR=192. 168. 20. 0
PROTOCOL=TCP TCPSYN=TRUE TCPACK=FALSE ACTI ON=DENY [

s 000000 IPOOOODOOOOOODOOOODOOOOOIPOODOOOOOOOOOOOODODOOOO
00000000000192.168.100/240 0000000000 TCPOOODDOOOODODOODODOOO
0000000000000000192.168.100/24000 TCPOOODOOODOODOOODOODOOODO
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ooooooIPoOOOOO

ADD SW TCH L3FI LTER MATCH=SI PADDR, PROTOCCL, TCPSYN, TCPACK SCLASS=C [
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 PROTOCOL=TCP TCPSYN=TRUE
TCPACK=FALSE ACTI ON=DENY [

0000000000000 0O000O0000000000OSCLASSODCLASSO A,B,COO00O 1032
00000000 o0oo0ooo00o0o0o0oOoooSIPADDROOOOODIPADDROOOOOOOO
oooood

s 000000000000 0O0000O0O00O000O0O000OOO01l00O000DOO0O0DDOO0O0OO
cooooooboooooooobooooooboooooooooboooobooboooooooboooon
coooooooboooooon

0000019216811 000000000000TOSprecedence0 000000000 DOOOOODOOO
ooooooooo0ooUoooooooUo300o0 400000000000 bOoOoooOooooo
ooo4000000000000000DO0DOOO

ADD SW TCH L3FI LTER NMATCH=SI PADDR SCLASS=HOST [
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 1.1 ACTI ON=SETTOS NEWOS=1 [
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 1. 1 ACTI ON=SENDCOS

PRI ORI TY=7 [

coooooooboooboooobobooon

ADD SW TCH L3FI LTER NMATCH=SI PADDR SCLASS=HOST [
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 1.1 ACTI ON=SETTCS, SENDCOS
NEWCS=1 PRI ORI TY=7 [

s 000000 IPOOOOOOOOOOOOOOOOOO IPOOOOOOOOOOOOOOOOOODOO
O0o0ooo0200000000000000O000O00O0O0O0OOOOOO IPODOOOOOOOOO
iPOOOOODOOOOOOOOOOOOOODOOOOODOOO

s 0000000000 IPOOOOOU0O0OOOOOOO0OOOOOOOOOOOOOOOSHOW
SWITCHL3FILTEROOOOO2750000000000

Manager > show switch | 3filter

Har dware based filtering.... Enabled
Software filtering bypass .. Disabled

Filter ................. 1

Mat ched fields ......... sip

TYPE oo ETH 1 |

Sour ce address mask .... 255.255.255.0

Dest. address mask ..... 0.0.0.0

Ingress port mask ...... fal se
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Egress port nmask ....... fal se

Filter ................. 2

Mat ched fields ......... sip

TYPE oo ETH 1 |

Sour ce address nask .... 255.255.255.255
Dest. address mask ..... 0.0.0.0

Ingress port mask ...... fal se

Egress port nmask ....... fal se

s (00000 IPOOOOOOOOO0O0OOOOO0O0O0O0O0O0OOSHOW SWITCH L3FILTEROO
00027500000 ENTRYOOUOOOOOUOOOOOOOOOOoOoOooOooooooooooooo
oooood

Manager > show switch |3filter=2 entry
Har dware based filtering.... Enabled
Software filtering bypass .. Disabled
Filter ................. 2
Mat ched fields ......... sip
TYPE oo ETH 1 |
Source address nask .... 255.255.255. 255
Dest. address mask ..... 0.0.0.0
Ingress port mask ...... fal se
Egress port nmask ....... fal se
Filter Entries:
Entry ........ . ... ... 1
Ingress Port ......... None
Egress Port .......... None
Source Address ....... 192. 168. 10. 130
Source Mask .......... 255, 255. 255. 255
Dest Address ......... 0.0.0.0
Dest Mask ............ 0.0.0.0
Protocol ............. 0
TTL .o 0
TOS .. 0
IPDSCP ............... 0
Type ... 0800(ETH-11)
Action ............... NCDROP
Entry ...... ... .. ..., 2
Ingress Port ......... None
Egress Port .......... None
Source Address ....... 192. 168. 10. 103
Source Mask .......... 255, 255. 255. 255
Dest Address ......... 0.0.0.0
Dest Mask ............ 0.0.0.0
Protocol ............. 0
TTL .o 0
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TOS .. 0

IPDSCP . .............. 0

Type ... 0800( ETH-11)
Action ............... NODROP

Entry ...... ... .. ..., 3

Ingress Port ......... None

Egress Port .......... None

Source Address ....... 192. 168. 10. 16
Source Mask .......... 255. 255. 255. 255
Dest Address ......... 0.0.0.0

Dest Mask ............ 0.0.0.0
Protocol ............. 0

TTL oo 0

TOS .. 0

IPDSCP . .............. 0

Type ... 0800( ETH-11)
Action ............... NODROP

m 000000 IPOOOO0O0O0OOOOOOO0OO0O0O0O0OODELETESWITCH L3FILTERO O OO
012200000 ENTRYOOOOOOOOOOOOOOoOooOooooo

DELETE SW TCH L3FI LTER=1 ENTRY=1 [

U 0o0oo0oooo0oo0ooOo0ooO0o0oO0o0Oo00O0o0oo0o0o0ooo0ooOon0 100000000000o00
00o0o00oo0oo0o00oo0oouo0ooUo00oo0o0ooo0o0n0 SHOW SWITCH L3FILTERO OO OO 275
00000 ENTRYOOOOOODOOOOOOOODOOODOOOOOOOO0O00O00000000000000

s J0000000000000000000o0o0o000ooo0oooocoooooooooobooon

DELETE SW TCH L3FI LTER=1 O

U 0Do0oo0ooooo0o0ooo0o0oOo0ooO0o0Oo0o0oOo0ooOo0o0ooOoooo0oooooooo0l1000000
00000000000 oUoo0oo0oUoo00oo00oo0o0ooo0oooo0d SHOW SWITCH L3FILTER
0000027550 0000000000000000000000O0DOO0DOO0ODOO0OO

m 00000 IPO00OOO0OO0OOOOO0OOOOOOOOOOOOOOOODOO IGMP Snooping O
ooooooIiPOOOO0OUOOOOOOOOOOOOODMOO0OO0ODO0OO0O00O00O0OOENABLE SWITCH
L3FILTERO OO OO167000000000O0O0O0OOO

ENABLE SW TCH L3FILTER O
OOO00OCOCO0O0OOOoOOoDoooooubPODOOO
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oooooOoIPOOOOO

O00ooooIiPOOOO0OOOOOOOVLANDOOOODODOOOOODODOOOUDPOOOODOOOOO
cooooooooooooooooooooboooooooooboooon

goog

(0000D00ooooo) 192.168.10.32

@ VLAN-white(10): 192.168.10.1

cooooooooooooooooocooooboooo

e VLANorangeO OOOOO UDPOOODOOOOODDOOOODOODOO
e JOOOOOOlIODOOOODUDPOOOODODODOO

ooooooooooooooUooobHCPOOOOUOOO IPOOOOOOODOOOOOOOOOODODO
oooooooooo
o000 ADOoOO

1. VLANOOOOOOOooo

CREATE VLAN=white VID=10 O
CREATE VLAN=or ange VI D=20 O
ADD VLAN=whi te PORT=6 [

ADD VLAN=or ange PORT=1-3 [

2. lPOOOODOOOOOOOOO

ENABLE | P O

3. VLANOOOOOOoOooIiPOooOooooooooo
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ooooooIPoOOOOO

ADD | P I NT=vl an-white | P=192.168.10. 1 MASK=255. 255. 255.0 [
ADD | P | NT=vl an- orange | P=192. 168. 20. 1 MASK=255. 255.255.0 O

4, JOooOoOoOoooooooooo

ADD | P ROUTE=0.0.0.0 MASK=0.0.0.0 I NT=vl an-white
NEXTHOP=192. 168. 10. 32 [

5. DoOoOoooIPOOOOOOOOOOOOODO
e JOD0ODOODOODDOOOODDOOOODODDOOOUDPOOOOOODOODOOOOOODO
ogoiPOOO0OOOOOOoOOPROTOCOLODOOOOODOOOOODOODOOOODOODOOODO
0000000000000 OIMPORT=TRUEDOOOOOOO

ADD SW TCH L3FI LTER MATCH=PROTCCOL | MPORT=TRUE [

e JOUIOODODOUDOODODODOOUDOOODODODOUDOODOODOUDPOOOOODOOO 20
300ooooOooooooooooooon

ADD SW TCH L3FI LTER=1 ENTRY PROTOCOL=UDP | PORT=2 ACTI ON=DENY [
ADD SW TCH L3FI LTER=1 ENTRY PROTOCOL=UDP | PORT=3 ACTI ON=DENY [

oooooogo

00000000 TCPOOOODOO SynO AckDODOODODO VLANDOODOO TCPOOODDOOOO

alafalalalalalalalals
=0
N\ 192.168.10.0/24
4 m VLAN-white(10): 192.168.10.1
\
O0OO0O0A | —
T J VLAN-orange(20): 192.168.20.1

il "

192.168.20.0/24

cooooooooooooooooocooooboooo
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oooooOoIPOOOOO

e TCPO VLANorangeO O whiteOOOOOODODODODOOOO0OO00O0OOOOwhitedO orange O
goooobogogo
e JDUOODOODODOUDODOODOO

o000 ADOO

1. VLANOOOOOOOooo

CREATE VLAN=white VID=10 O
CREATE VLAN=or ange VI D=20 O
ADD VLAN=whi te PORT=1-12 O
ADD VLAN=or ange PORT=13-24 [

2. lPOOOODOOODOODOOOO

ENABLE | P O

3. VLANOOOOOOOoOOooIPOooOooooooooo

ADD | P I NT=vl an-white | P=192.168. 10. 1 MASK=255. 255.255.0 [
ADD | P | NT=vl an- orange | P=192. 168. 20. 1 MASK=255. 255.255.0 O

4, JOooOoOooIwpPooOOoOooooOoOooooOO
e JOD0O0ODOOOOOUOUDOOUIUDDOOUODOOOIPODOOOOODOOOIPOOOOO
000000oOooooTCPOOOOO SynDACkODOODOOOODOODOOODODOOOOOO
O000000000000000SCLASSODCLASSOO coooo co24p00o00uooo
ooooodd

ADD SW TCH L3FI LTER MATCH=SI PADDR, DI PADDR, PROTOCCL, TCPACK, TCPSYN
SCLASS=C DCLASS=C [

e J0I0DIDDUODODODOOODODOODODOD 192.168.10.0/24 00 192.168.20.0/24 O
OTCPOOUOODOOUOOOSYnOOOODOOODOODOOOOODODOO

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0
Dl PADDR=192. 168. 20. 0 PROTOCOL=TCP TCPSYN=TRUE TCPACK=FALSE
ACTI ONEDENY O

oooooogo

000000 VLANOOOOO

000102030000 VLANOOOVLANcommonOOOOOOOOOOOOOOOO VLANDOODO
coooooooooooooooooooobooobooooooboooon
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VLAN-common(60)
%—l— 172.16.10.0/24

192.168.20.1

VLAN-p1(10)
192.168.10.0/24

VLAN-p3(30)
192.168.30.0/24

VLAN-p2(20)
192.168.20.0/24

o000 ADOO
1. VLANOOOOOOOooo

CREATE VLAN=pl VID=10 O
CREATE VLAN=p2 VID=20 O
CREATE VLAN=p3 VID=30 O
CREATE VLAN=conmon VI D=60 O
ADD VLAN=pl PORT=1 O

ADD VLAN=p2 PORT=2 0O

ADD VLAN=p3 PORT=3 0O

ADD VLAN=comon PORT=6 0O

2. lPOOOODOOOOODOOOO

ENABLE | P O

3. VLANOOOOOoOoOOooo IipPooooooooooo

ADD | P I NT=vl an-pl | P=192. 168. 10. 1 MASK=255. 255. 255. 0 [
ADD | P I NT=vl an-p2 | P=192. 168. 20. 1 MASK=255. 255. 255. 0 [
ADD | P I NT=vl an-p3 | P=192. 168. 30. 1 MASK=255. 255. 255. 0 [
ADD | P I NT=vl an-common | P=172.16. 10. 1 MASK=255. 255. 255. 0 [

4, JooOoOooIwoOOoOoooOOoOooOOOO

oooood CentreCOM 8624EL O
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oooooOoIPOOOOO

e JOD0OO0OOOOOODDOOOOODDOOOUDODOODOUODOOOIPODOOOODOOODODODO
OOOSCLASSODCLASSOOOOOOOOOO BOOOOOOOOOOOOOOOoOOOO
ooooo

ADD SW TCH L3FI LTER MATCH=SI PADDR, DI PADDR SCLASS=B DCLASS=B [

e 000D ODUODDUODDUODDOOODUIODDOODODODOODOO 192.168.00/160 0000
000o0ooooooooo0l0oo IVLANOOOOOO VLANDODOOOOooooooooo
oooooooooooo

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 0.0
Dl PADDR=192. 168. 0. 0 ACTI ON=DENY [

5. 0000000000000 00O0TelnetDOOODOOOOOOO

DI SABLE TELNET SERVER 0

oooooogo

IPOODO QoS

IPOOCO0ODO TCP/UDPOOOODODOOODODOOOOOOODODODOOOIPODOO QoSsOOOOO
ooboooooooboooooooooooooooooooooodg

googoo
192.168.10.5
192.168.10.0/24
VLAN white(10)
192.168.10.1
OOOOA

VLAN orange(20)
192.168.20.1

192.168.20.0/24

ogoAd
192.168.20.100

O0o0oO0oooo0ooosoooOooon

e 00O AD192168.20.1000000000192168.105000 IPO00DOO0OOODOOOOOOOO
ooooooooo3oo0ooooooon
e JOUDOIPOOOOODOOOOODODOODOODDOODODDOM
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ooooooIPoOOOOO

e JIOOUIDOOUIODOUIODOUIODDOOIOOODODDOOOODODOODLO01,2233000000000Q0SH
000 SETQOSHWPRIORITY O OOOO198 000000000000 O0OO

o000 ADOO

1. VLANOOOOOOOooo

CREATE VLAN=white VID=10 O
CREATE VLAN=or ange VI D=20 O
ADD VLAN=whi te PORT=1-12 O
ADD VLAN=or ange PORT=13-24 [

2. lPOOOODOOOOODOOOO

ENABLE | P O

3. VLANOOOOOOOoOooIiPOooOooooooooo

ADD | P I NT=vl an-white | P=192.168.10. 1 MASK=255. 255. 255.0 [
ADD | P | NT=vl an- orange | P=192. 168. 20. 1 MASK=255. 255.255.0 O

4, JOooOoOooIwpPooOOoOooooOoOooooOO
e JO00OODDOOUDDOOUODOOOODOOOOODOOOIPOODOOOODOOOODOOO
OA0DO0OO0O0O0O0O000DO0O00D0O0O000000000O0SCLASSODCLASSOOOO
ooooHdHOSTOOOOOOO

ADD SW TCH L3FI LTER MATCH=SI PADDR, DI PADDR SCLASS=HOST
DCLASS=HOST [

e JO0UIOODODODUIDOODOUODOODOUODODDODODOODOOODOODODOAODDDDOOOD
0000 AO0OO0OO0O0O0OOO0OO200000000000000000000 SENDCOS
OOOOOPRIORITYOOUOOOOOODOOOOODOOOOOOOOO QoSOOoOoOoOoooO
oooOooooo7000o00o0oOoO0Oo30000oO0ooooooooOooOOn

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 5

Dl PADDR=192. 168. 20. 100 ACTI ON=SENDCCS PRI ORI TY=7 [
ADD SW TCH L3FI LTER=1 ENTRY S| PADDR=192. 168. 20. 100

Dl PADDR=192. 168. 10. 5 ACTI ON=SENDCCS PRI ORI TY=7 [

oooooogo

ooOoOoOoOIiPOO0ODCOOUODODOOODOOOOO

ooooooIPOO0DOOOODODOOOOOOIPOOOOOOOOOOOODODOOOODOOOOODOOOO
coooooooooooooooooooooboooooogon
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oooooOoIPOOOOO

gobood
192.168.10.5

ik
192.168.10.0/24

ogoooooono
= VLAN white(10)
— 192.168.10.1
Mirror Port 1 OF—=——
OO0O0OOA VLAN orange(20)

192.168.20.1

192.168.20.0/24
oooAO

192.168.20.100
00000000 AD192168.20.1000000000192.168.105000 IPOOO0O0O0OOOOOOOOOO
oooooooooooOoooooOoooooOoo10booooobooo
o0ooooooooooooIPOOOO0O0DODOOOODOOOOOODO0O0O0O0OO00OVLANODODODODOO
0000oo0oo0ooo00ooo0o0ooooo0o0o00o0 VLANDOOOOooooooooImwrPoooo
000000000 ox8loons1Quuioouoooooooooooooooooooooo
o000 ADOoOO

1. VLANOOOOOOOooo

CREATE VLAN=white VID=10 O
CREATE VLAN=or ange VI D=20 O
ADD VLAN=whi te PORT=2-12 O
ADD VLAN=or ange PORT=13-24 [

2. lPOOOODOOOOOODOOO
ENABLE | P O
3. VLANOOOOOOOoOooIPOooOooooooooo

ADD | P I NT=vl an-white | P=192. 168. 10. 1 MASK=255. 255. 255.0 [
ADD | P I NT=vl an-orange | P=192. 168. 20. 1 MASK=255. 255. 255.0 O

4, JooOoOooooooooo

SET SWTCH M RROR=1 [

0O 0000000 10 VLANdefault 0000000000000 0D00D00000O0O0OODDELETE
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ooooooIPoOOOOO

VLANPORTOOUOOOD125000000000000000 VLANOOODOOOOODOODOOOOO
ooooooood

5. DOoO0o0oOooooooooooooooo
ENABLE SWTCH M RROR [

6. JOOUOOIPOOOOOOUOOOOOOO
e JO00OODDOOUDDOOUODOOOODOOOOODOOOIPOODOOOODOOOODOOO
OA0DO0OO0OO00O0O000DOO0O00O0O000000000O0SCLASSODCLASSOOOO
ooooHdHOSTOOOOOOO

ADD SW TCH L3FI LTER MATCH=SI PADDR, DI PADDR SCLASS=HOST
DCLASS=HOST [

e JOU0OUDOOOUDOOODDOOOOOODOODDODOOOUODOUDODOODADDODOOODOD
000 AO0O0O0OOO0O0O0O0200000000000000000000 SENDMIRROR
poooooooboobobooboooboobooobooooobooooobooooooooon

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 5
Dl PADDR=192. 168. 20. 100 ACTI ON=SENDM RRCOR [

ADD SW TCH L3FI LTER=1 ENTRY S| PADDR=192. 168. 20. 100
Dl PADDR=192. 168. 10. 5 ACTI ON=SENDM RROR [J

O00oooo0ooooooooooo AD0O0OO00OO IPOO0OOOOODOOODOOOODOOOOO 100
ooooooooooooobooOoooOoObDOOOODDOODODODODDODOODOOD ADODODODOOOOO
ooooooooooooooooooooo IPOOO0OO0OOOODOOOOOOOOOOOODOOODOOO
OO0 VLANOOOOOOOO
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googog

ooooo0o000o0oooo0o0 LANOOOO0D0OOo00oo0o000ooooooooooooooooooo
cooooooobooooooooooooooboboooooooobooooboooooooooboooon
00 20000000000000

e |EEE802.1X0000DO00O802.1X0O0OO0
e MACOUOOODOOUODODOOOOMACDOOODOOO

802.1X 0 O O O EAPO Extensible Authentication ProtocolD 0 0 00 0000000000000 00O0
g00000O0O0ooOoo82IXooooouooooooooooUooouoooog 8o21Xoooo
goooooogooo

O0OOMACOOOOOOOOOO MACUUOODOOODOOOOooooooooooooooooooo
O000000000O00OO0OUOooUoe21Xoooooo 8ozlXooooooooooooooooo
0000000000 oUooUooUooooooosRAXooooooooooooooooooo
802X U0 MACLUOUUOUOODODODOODOUODUOODUODODOoOooooooooooooooooooooo
goooooogobooooboboooboobbobboobooboboobobooboobbobbooo
000000000000 VLANDODOODOOOOooOoooooooooooOo VLANMDOOoDooo
O0 Supplicant 000 0000000000000 O0O0O0OOOO0ODOOOOO0ODOOOOOOOO0O0OO

ooooooooooo0ooooo3po0oooooooooooo

Doooooo
(RADIUSO OO O)

Authenticator

DDDDDDD oooooooo

R

oooooooo

@ 0 0 00O (authorised)d O
X 802.1X Authenticator [J O (]

@ 0 000 (authorised)d O
M MACOOOOOOOOO

@ 0 0 O (unauthorised)d O
X Authenticatorl] 0 0 O

802.1X01  [go2.1xh 802.1X0 [goz_1x1l @ 0 0 O (unauthorised) O
000 |goom 000 |gpod M MACOOODOOOOOO
Supplicant(PCO O ) (O opoooooo
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ooooo

e Authenticator0 D00 M OD00O000O00DOO Supplicant0 000000000000 OO0OOO
00000008021X0D00O0 EAPODOOODOOODOO SupplicantO 000000000
O0MOO0OOMACOODOOOOO Supplicant MACODOODOODOODOOODODOOOOOOOMm
coobooooooooooooooooooooooooooooooobooooooooogg
0000000000000 00ORADIUSOOODOOODOODOOOSupplicant0 000000000
cooboooooooooobooooooooot

e JOOJODOORADIUSOODO MM Authenticator0 DO 000 OOSupplicant0 0000000
O0o0o0ooooooooo0oooooOoMACOODOOOOO VLANDODODOODOOODOOOO
O00000Authenticator OO 000000000 DOO0O0 RADIUSOOOOOOOOOO

e SupplicantD 000000 MOIOOODOOODO Authenticator 0D 0000000000000
000008021XO0 000000000 DO8021X SupplicantD 0000000 DO0OOOOO
802.1X Supplicant0 D 00000 OSOODOD0OO0ODOOODOOOOOOOOOOOOOOOOOO
ooooooooooooooooooOoMACOOOOOOOOOOOOOOOOOOOOOoOOo

0000000000000 0000 DAuthenticator O Supplicant0 00 00 OO 0O 0O [ Authenticator
0000000 Supplicant0 00000000000 MO0O0O0OOO0O0ORADIUSOOOOOOOOOO
goooooogoo

802.1X 0000

802.1X 00 00O OEAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO 00000 O0OO0OOOOOOOOO
O0000o0oooooeoz21lXoooooooooooouoooo EAPOOODOOOOOOOOOOO

e Authenticator 0 O EAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO EAP-OTP(MD4/MD5)
e Supplicant 0 0 EAP-MD50 EAP-OTP(MD4/MD5)

oood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
00000000 szIXooooooooooooooo MACOOOODODOOoOoooo

Authenticator

0000 Authenticator 00 0000000000000 O0OOOOAuthenticatorD00O0000O00OIP
0000 RADIUSOOODOODOOOOODOOO

0000000000000 VLANdefaultOOOOOODOODOO0OODOO0OOO0O0O 10160 8021X000O0O
000170230 MACOOOOOOOOOUOODOOOOOORADIUSOOOOOOODO 2000000
cooooogooboooooooo

1. 802.1X 00 RADIUSOOOODOOOOOOOOOOOOOOO RADIUSODOOOOOOOOOO
00000000IPOODOO0OOOD0OO0OOVLAN defaultD IPOOOO0OOODOOOOO
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ooooo

ENABLE | P O
ADD | P | NT=vl an-defaul t |1P=192.168. 10. 5 MASK=255. 255.255.0 [

0O D000 RADIUSOOOOD VLANdefault 00 0000000000000 DODO VLANOOOOD
O0OO0ORADIUSOOOO0OOOOOOOOOOOOOOOOOO

2. RADIUSOOOOO IPOOOOOUDPOOOODOOOOODOOOOODOOO

ADD RADI US SERVER=192. 168. 10. 130 PORT=1812 ACCPCRT=1813
SECRET=hi m tsu O

3. 8021XUOOOoOoOooOooooo

ENABLE PORTAUTH=8021X O

4. 000 10160 8021X0000000000O00MOMTYPESAUTHENTICATORD OOOOOOO
000 10160 Authenticator D0 0000000

ENABLE PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTI CATOR [

5. MACUOUOOOOOOOoOoOooo

ENABLE PORTAUTH=MACBASED [

6. 000170230 MACOOOOOOOOOOODOOOOO

ENABLE PORTAUTH=MACBASED PORT=17-23 [

0 802.1X 000 Authenticator0 000 MACOOUOOODOOOOOOOODOOOODOOODOODDODOOOOOOO
0000000000000 00D0000bO0000O0DODs02.1Xo DO Authenticator 0000 MACO O
gooooooooooooooooooooooon

O RADIUSOOOODOODOODOODOOAuthenticator 0000000000000 Authenticator0 000
00 0000OENABLE PORTAUTHPORT OO OO 0157 0000 /SET PORTAUTH PORT U 0 0 0 0 189
00000 CONTROLOOOODODOO AUTHORISED DO OOOOoOoOooQO

AuthenticatorC O O O OO O VLANO

000000 VLANDO Dynamic VLAN AssignemntO O DORADIUS OO 000D OOOOOOOOOO
0000000000 VLANDODOODOOODOOOOooooos8i1XoooMACOOODOoOOoOooooooo
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ooooo

oooood

0000000 Authenticator D00 0000000000000 VLANODODOODODODOOODOODOOO
O000O00Authenticator OO OO00OOOIPOOOD RADIUSOODOOODOODOOODOO
O000000oo0o0o00300 VLANODAODBODCOOOOOOOOOOORADIUSOOOOO
0000000 VLANOROOOOOOOOOOOOOODOOOODOODOOOOOOOORADIUSOOOO
0000000 VLANDAODBOODCOOOOOOOOOOoOoOoooooooo
0000000010160 8021X0O0O0O0O0O0OO 170230 MACOUOOOOOOOOOOOOOOOO
RADIUSOOOUOOOVLANOROOOOOOO 2400000000000000000O000OO0OO

1. VLANOOOOOODO

CREATE VLAN=A VI D=10 O
CREATE VLAN=B VI D=20 O
CREATE VLAN=C VI D=30 O
CREATE VLAN=R VI D=1000 O

2. RADIUSOOOOOOOOOOOO 240 VLANOROOODODOOOOO

ADD VLAN=R PCRT=24 [

3. 8021XU0 RADIUSOOOOUOOOODOOOOOOOOOOORADIUSOOOOOOOOODOO
O00o0ooooIiPOOO0ODOOOOOO0OO0OVLANOROO IPODOOOODODOOOOO

ENABLE | P O
ADD | P | NT=vl an-R | P=192. 168. 10. 5 MASK=255. 255. 255. 0 [

0O 0000 RADIUSOODOOO VLANOROODODOOOUOOODOODOODOODOOO VLANOOOOODO
OORADIUSOOODOO0OOOO0OODOO0OOODOOOOOOOO

4. RADIUSOOOOOIPOOOOOUDPOOOOOOODOOOOODOOOOOO

ADD RADI US SERVER=192. 168. 10. 130 PORT=1812 ACCPCRT=1813
SECRET=hi m tsu O

5 8021XU0O0O0OO0O0OOOOO

ENABLE PORTAUTH=8021X O

6. 000 10160 8021X0U00000000O00O0O MM TYPESAUTHENTICATORD O OOOOOO
000 1016 O Authenticator 0 D 000000000 VLANASSIGNMENT=ENABLEDO [
000000000000 VLANOOOOOOOoOo
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ooooo

ENABLE PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTI CATOR
VLANASSI GNIVENT=ENABLED [J

7. MACOOUOOOOOOOOOOOOO

ENABLE PORTAUTH=MACBASED [

8. 000170230 MACLOOOOOOOUOOOODOODODOODODOVLANASSIGNMENT=ENABLEDO
0000000000000 VLANDOOOOOOoOoo

ENABLE PORTAUTH=MACBASED PORT=17-23 VLANASSI GNVENT=ENABLED [

0 802.1X 000 Authenticator0 000 MACOOUOOODODOOOOOODODOOODOOODOODDODOOOOOOO
0000000000000 00D0000bO0000O0DODs02.1Xo DO Authenticator 0000 MACDO O
gooooooooooooooooooooooon

O RADIUSOOOODODOUODOODOOAuthenticator 0000000000000 Authenticator0 000
000000OENABLE PORTAUTHPORT OO OO 01570000 /SET PORTAUTH PORT U 0 0 0 0 189
00000 CONTROLOOOODODOO AUTHORISED DO OOOOoOoOooQ

s 000000 VLANOOODOOOOODODOOOOO

e Supplicant0 00 00OD00OOO0OODOOOODO VLANDADDVLANPORTOODOOO11100
0000000 VLANDOOOOODOOOOoooooooooooooooo

e RADIUSOUOOOOOODO VLANOOOOOOOODOOODOOODOOODO VLANDOOOOOO
coobooooboooooooooooooooooon

e RADIUSOUDOOOOOODO VLANOODOOOOOOODOOODOOODOOODOO VLANDODOOOO
ooboobooooooooooooobooooobooooooooogog

e RADIUSOUOOODO VLANOOOOOOOOOOODOOODOOODOOODOO VLANDODOOOO
cooobooooboooooooooooooooooon

e J0DDDO0ODODOIUDODDOOOODODODDDOOOODOODDOOOOODOOUDDOD VLANDDO
cobobooooboooooooobooooooooooooooooooooooon

e NOIIOIOIOMOOCICONTROL=UNAUTHORISED OOOOOMM OO CONTROL=AUTHORISED
ooooooooooooo0oooo0ooo0 VLANDOODODOOOODO

m 0000000000 VLANOOOOOOODOOOOOODODADD VLANPORTOOOOONM10O
o0ooooooo00 VLANOOOOOoOooooooooooooooooooooooooooo
OVLANOOOOO VLANDOOODOOOOODOoOoOOoOo

e J0O0OOO Supplicant0 O 00OOOOOOO
e JUOOOOODOOODOODO
e 00000 OOOODOODOOOOIOUOUDISABLEPORTAUTHPORTOOOOO1360 00 IO
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ooooo

e IUIOOIDOOUDOODOODUDDOUOOUOUODISABLEPORTAUTHOOODOO134000 MO0

Supplicant

0000 802.1X Supplicant0 000000000 DODOO0OOD0OOOOOOOOOODOO 1000000
O00O00oO0oO0O0Supplicant0 0000000000 OIPOOO0OOOOOOOOOOO

1. 802.1XO0O0O0OOOOOoOoOooOoooO

ENABLE PORTAUTH=8021X O

2. 000l1000000O00OO0O0O0OO0OOO0OOO0ODOO0OO0OO0ODOO0OOOOO0ODOOOOOO
O00MMTYPE=SUPPLICANTO OO O0OO0O0OO0DOO0OOO 10 SupplicantD 00000000

ENABLE PORTAUTH=8021X PORT=1 TYPE=SUPPLI CANT USERNAME=at swi t ch
PASSWORD=at passwd [

0 8021X 000 Supplicant0 000000000000 DO0ODOOOO0OOOOOODODUODDODOOOO
ooooooooogoo

gooooo

O00o0o0ooooooU0o0o0oUoOoooooRADIUSOOOOOOOOODOODOOOOOOOO
oooo

U 0DooooOooo0oo0o0o0oO0ooo0oo0o0oooo0ooo0ooooooooooooooo

e 8021X0OU0O0OOODOUDOOOOVLANOOOODOODOOOOOOODOOOOODODOOOOO

ooooooo
ood ooad oo
User-Name 00000 0000000000000 userl”, ”userB’O

User-Password 0O0O00O0O OEAP-MDSOO00O0O0O000O0O0OODOOOODOOOOOO
0 00O ”dbf8adhve”, "himi2uDa4o” M EAP-TLSO OO OO O
cooooooooooooboogo

014:8021X 000000000 VLANDOODO

0O 0000000 EAP-TLSOUDO0O0O0OO0ORADIUSODO0DOOOOO0OOOOOOOOOOOOOOO
00000000o000000o00oo00o0o00o000O0000o0000000 RADIUSOOOO
000 Supplicant0OSO 000000000 DOO0O00DOOO0ODOOOOODDO

e MACLOUOOOOUDOOUODOOUODOOOD VLANOOOOODOODOOODOOOODOOODOOOO
oooooogo
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ooooo

ooo ogo oo

User-Name MACOOOO OOO0OO0OO0OO0O0 MACOOOOOODOO™00-00-f4-11-22-33”
a0fooooooo

User-Password MACOOOO 0000000 MACOOOOOUser-NameOOOOOO
goooo

015 MACOOUOOOOOOODDOOO VLANODOO
e 00802IXIUOOMACOOIIDOOIDOODODIOOOOD VLANODOODOOODOOOODODOOOOO
O0ooo30U0oooouooooooo

ooo ooo od

Tunnel-Type VLAN (13) 0000000000 00000on

Tunnel-Medium-Type IEEE-802 (6) oooooooooooooooo

Tunnel-Private-Group-ID VLAN O 0O VLAN 000000000000 O0O0O000
1D O000D0o00o0oDOo VLANDOODOO

VLAN IDO 0O O ”sales”, 100

0l6: 000000 VLANOOOO
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DHCP Snooping

DHCP Snooping

DHCP SnoopingOODHCP OO OODODOOODOODOOOOODOODOO DHCPOOODOOODODOOO
oo IPO000O0OO0O0OOOO0OOOOU0OOOOODOOOOOODHCPOOOOOODOOODOODODO
OooooooooooDHCPOOOODOOOOO IPOOODOOODOODOOODODODO

0 00000000 2000000000IPO00OOOODO0OOOOOOOODOOOOOOO
0O DHCPUOOUDUOODOO DHCP Snooping DO O0O0DOOO0O

O DHCPUOOUDOOOO DHCP Snooping 0 OOOO0OOOO

DHCP Snooping DO ODHCPOOODOODOODODOOODOOO DHCPOOODOODOODOOODODOOO
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DHCP Snooping

e Trusted DO OODHCPSnooping0 000000000000 OO0OOOOTrustedOOOODODOO
gooooooooobooboobobbbobooboooLo bbb bbobbobo
000000000000 000000o00o0o0oooooon0 TrustedOODODODOOOOOO
DHCPOOOOOODOOOOODDO TrustedDOOOODOOOODOOO

e Untrusted DOOODHCPSnoopingO OO0 O0OO0OO0OO0OO0OO0O0OO0OOOOOOUntrustedODOOO
OODHCPOUOOOOO IPOOOOUOUOOOOODOUOOOODOOOOUOOIPODOOOOOODOO
Ooodooo iPO0OC0CO0O0OUOODOOODHCPUDODODODUOUOUOODDODUOUOODmMOOOOOO
PCOOOO0OODODOOOOOOOODODOOODOOOOOODOOODDO UntrustedOODOOOO
O0000000000000000000 UntrustedOO0O0O MM

DHCP Snooping0 00000000000 DHCPOOODDOODOODOODOOOODOOOOD DHCPOO
cooooooooooooogo

Untrusted 0000000000000 O0OOOOODHCPOODOODOO IPOODOOODOODOODOOOO
000000000000 oIPODOOO0D MACOOOOOOOOOOODOO DHCP Snoopingd 000
coooooooooooooooooooon

Untrusted DOO0ODO0OO0O0OO0O0O0OO0O0O0O0ODO0OO00ODO0ODOOO0OOOO0OOOOOOOOIPODOOOO
oooooOoooooIOOOOOOO0DOOOOOOOOOOOOOOOODOOOODOOOOOOO0DOO
ooooooooboooooboooooboooobooooogog

0O D000D000000OUntrusted0 0000 DHCPOOOODOO 10000000OO0O0DOOODDOO
oo0ooo0oooooOoo IPODO0OOOOOOOOOOOOOOOOOOOOOOOO0OO0

O00OTrusted 0O OO0OODO0ODO0OO0DOO0O0O0O0OOTrustedO0OO0OD0OO0O0OO0O0O0O0OOOO0ODOOOO
pooooooooooobooooobooooboooboooooon

oood

m DHCPSnooping 000 0000000000000 DO00O0O0DO0OO0O0O0DO0OO0O0ODOO 10 DHCP
cboboobbooooooooooooooooooooooooooboobooooooooooooooon

1. DHCP SnoopingO 00000

ENABLE DHCPSNOOPI NG [

2. DHCPOOOUOODOOODODOOOOD TrustedOOOOODOOODO

SET DHCPSNOOPI NG PORT=1 TRUSTED=YES [

O DHCPUODUODDOOOOODD TrustedOODOOOODDOOODD

oooooooooo

000000000000 000 UntrustedDO0O0D00O00D0000D0O0O0O 20 TrustedOOOOO
OO0 DHCPOOUOOOUOOODOOUOOUDOOOODOOOD IPOOOOODHCPOODOOODODO
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DHCP Snooping

Untrusted DOOOOOOODHCPOOOODOOO DHCPOOODODO IPOOOOODOOODOOO
OO00O0O00OUOO0ODHCPACKOOOOUOOOOOOUODODmMOOOOOooOOoooooooooooo P
pooooooooooboooooon

m J000000000000000ODHCP Snooping0 0000000000000 ODOODOOOOO
Trusted 0O OOOOOOOOTrustedO0O OO0 DHCP SnoopingD 0000000000000 DOOO
poooooooboooboooobobooon

O DHCPUUOUDUOODOOOOOD TrustedOODOOOODDOOOOD

0000000000 SET DHCPSNOOPINGPORTO OO O DO184 00000 TRUSTEDODOOODODO
oooOoooooooobHCPOUOOUOOOOOD 1000000 OODOODOOODOODOODOOOOOOODO
Trusted OO OOODOOOOO

SET DHCPSNOOPI NG PORT=1 TRUSTED=YES [

m J000000000OUntrusted0 0000 DHCPOOOOOOO10000000000000O0O
ooooooooooooooo IiPOOO0DOOOODOOOOODOOOODODOOOODODOOOOO
0000000000000 00O00O00SET DHCPSNOOPING PORTOOOOO18 00000
MAXLEASES OO UOOOOOOOOOO101000000000000

SET DHCPSNOOPI NG PORT=1 MAXLEASES=5 [

m POO0O0OOOOOOOOOOOOODHCPOOOOODOOODOOODOOOOOODOD DHCPOOO
0000000000000000 UntrustedD 0000000000000 0D0000O0OOO0ODOOO
ooooooooboooobooooboobooon

0000000000 ADDDHCPSNOOPINGBINDINGO OO OO 00000000000 OO0OO
IPOOOOOMACOOOOOUOOOmMOD VLANOOOODOOOOOOOOoOOO

ADD DHCPSNOOPI NG Bl NDI NG=00- 00- 00- 00- 00- 01 | NTERFACE=vI an- def aul t
| P=192. 168. 10. 5 PORT=5 O

0 MACOUOOODOUOOODOOODOOMACOOUDOODOOOOUOODOUODODODOOOOUDOODO0OOOOOODHCP
Snooping0 0000000000 ARPOODOUOODOUODOODUOODOUODOUOODOOODOODOODOO
000 DISABLE DHCPSNOOPING ARPSECURITY O DO O0O130000000000000OMI

U 000oooooo0o0ooo0ooo00l1000000000o0o00000o0oo0oo0o0oo0o0o0o010000000
000000000000 0000000Uo0UoOSET DHCPSNOOPING PORTO OO OOD18400000
MAXLEASES OO O0DO0O00O0O00O0D0O0O0O00O0OO0OO

m DHCP Snooping00OIPOO0ODOOOOOOODARPOODOOODOODOODOOOOOODOOOOODO
ooooo
ENABLE DHCPSNOOPING ARPSECURITY O OO ODO151 00000 ARPOOODOODOOOOOOO
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82

DHCP Snooping

O00OUntrustedDO0OO0OO0OO0000O0ODHCPOOODOODOOOD ARPODOODOOOOOODOOO
O00ooooO0 ARPOOOODODOOOODODOOOODDOOOODODOO

ENABLE DHCPSNOOPI NG ARPSECURI TY [

O DOO0ODODHCPSnoopingUOODDOOO0OO0DOODOOODOOODD

0 000D0o0o0o0o0oooo0D MACOOOOOODOODODO0OODO0O0ODO0O0O0O00000000D000OD0O0UO0OARP
goooooooooooooooooodoo

m DHCP Snooping0 00000000 DHCPOOOOODODOOODOODOOODOOODODOOOOODO
Ooo0ooo0ooOos200o0o0oooooooooooon

ENABLE DHCPSNOOPING OPTION82 0 0 0001520 0000000000000 00O000O00O0O0O
000000000000 000OUntrusted0 0000000000000 OOOO DHCP/BOOTP O
coooooooboooooooooooooobooooooooobooooboooooooooboooon
0000000000 UntrustedD 000000000000 0O0DO0O0O00ODOOODOOOOOODOOO
ooooooooood

ENABLE DHCPSNOOPI NG OPTI ON82 [

SET DHCPSNOOPING PORT O OO ODO184 00000 SUBSCRIBERIDO O OODOOOOOOOOOO
0000000000000000 Subscriber-IDO0OO0O0O0DODOOOO0ODOOOOOOOODOOOOO
coooooobooooooooooooooobooon

SET DHCPSNOOPI NG PORT=5 SUBSCRI BERI D="ud- mahahi ha" 0O

O DOO0OODODHCPSnoopingUODOOOO0DODOOOODOOOODD

0O 0D0DUOUOODHCP/BOOTP U OO0 OODOUOENABLE BOOTP RELAY OPTIONS82 D 0 O O M IPO DO 95
ooomoooooooooo

m DHCP Snooping0 00000000000 D0O0OO0OODODOOO0OOODOODOOOOIPOOODO
ooooo0o0ooOo0oooUooOoUooOo0ooo0ooooooOOooOoOOo0bLOoOOoO0oOoOOOneo
oooo

U 0ooooooooooooOoooOoooooooooooo

O000O0000SET DHCPSNOOPING CHECKINTERVAL 0D 0OO000183 000000000000
Oooooi1o3s00oo0n

SET DHCPSNOOPI NG CHECKI NTERVAL=120 [
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DHCP Snooping

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
000000000000 bindingsdsnOOOOOO0OODOO0OOOOODHCP SnoopingD0O00O0OOOO
cooooooobooboooooooooooobooooooooobooooboooooooooboooon
poooooooooooooooon

m DHCP Snooping0 00000000000 OOOSHOW DHCPSNOOPINGO OO ODO2210000
oooood

SHOW DHCPSNOOPI NG [

m 000000 DHCP Snooping0D 000000 OO0OSHOW DHCPSNOOPING PORT O 0000227
oooooooooo

SHOW DHCPSNOOPI NG PORT [
SHOW DHCPSNOOPI NG PORT=1 [

m J00000000000000000000000SHOW DHCPSNOOPING DATABASEO O OO
02240000000000

SHOW DHCPSNOOPI NG DATABASE [
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oooogooogon

gobbooooond

oooooo
DISABLESWITCHDEBUG . . . . . . . . . . e, 142
DISABLE SWITCH STPFORWARD . . . . . . . . e e 148
ENABLESWITCHDEBUG . . . . . . . . . e 166
ENABLE SWITCH STPFORWARD . . . . . . . . . e 172
RESET SWITCH . . . . . . e e 181
SHOW SWITCH . . . . . . e 265
SHOW SWITCH COUNTER . . . . . . . . . e e 267
SHOW SWITCHDEBUG . . . . . . . . e 269
ooo
ACTIVATE SWITCH PORT AUTONEGOTIATE . . . ... . ... . . . 89
ACTIVATE SWITCHPORT LOCK . . . . . . e 90
ADD SWITCHTRUNK . . . e 110
CREATESWITCH TRUNK . . . . . e 114
DELETESWITCH TRUNK . . . . . . e 124
DESTROY SWITCH TRUNK . . . . . . e 127
DISABLESWITCHMIRROR . . . . . . . . e 145
DISABLESWITCHPORT . . . . . . e 146
DISABLE SWITCHPORT FLOW . . . . . . . . e e 147
ENABLESWITCHMIRROR . . . . . . . . e 169
ENABLE SWITCHPORT . . . . . . . e e e 170
ENABLE SWITCH PORT FLOW . . . . . . . . e e 171
RESET SWITCH PORT . . . . . . e e e e 182
SETSWITCHMIRROR . . . . . . e 215
SETSWITCHPORT . . . . . e 216
SETSWITCH TRUNK . . . . . e 219
SHOW SWITCH PORT . . . . . . e 279
SHOW SWITCHPORT COUNTER . . . . . . . . . . e 282
SHOW SWITCH PORT INTRUSION . . . . . . .. .. e 286
SHOW SWITCH TRUNK . . . . . . e 287

LACPO IEEE 802.3ad[

ADD LACP PORT . . . . . 93
DELETELACP PORT . . . . . . e e e 119
DISABLELACP . . . . . 132
DISABLELACP DEBUG . . . . . . . . 133
ENABLE LACP . . . . e 153
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ENABLELACP DEBUG . . . . . . . . e 154

PURGE LACP . . . . e e 174
RESET LACPPORT COUNTER . . . . . . . . e e 177
SET LACP PORT . . . . 186
SET LACPPRIORITY . . . . e 187
SHOW LACP . . . 229
SHOW LACP PORT . . . . e 230
SHOW LACP TRUNK . . . . 234

00000 LAN

ADD VLAN PORT . . . . 111
CREATE VLAN . . . 116
DELETEVLAN PORT . . . . . e e e 125
DESTROY VLAN . . . . 128
DISABLEVLANDEBUG . . . . . . . . . e 149
ENABLEVLANDEBUG . . . . . . . e 173
SETVLANPORT . . . . 220
SHOW VLAN . . . 289
SHOW VLAN DEBUG . . . . . . . 292

cooooooboooooon

ADD STPVLAN . . 95
CREATE STP . . . . 113
DELETESTP VLAN . . . . e e 120
DESTROY STP . . . . . e e 126
DISABLESTP . . . . . e 137
DISABLESTP DEBUG . . . . . . . . e 138
DISABLESTP PORT . . . . . e e 139
DISABLESTP PORT DEBUG . . . . . . . . . . e 140
ENABLESTP . . . . e 161
ENABLESTP DEBUG . . . . . . . . . e 162
ENABLESTP PORT . . . . . . e e e e 163
ENABLESTP PORT DEBUG . . . . . . . . . . e 164
PURGESTP . . . . e 176
RESET STP . . . . 180
SET STP . . 201
SETSTPPORT . . . . 203
SHOWSTP . . . 257
SHOW STPCOUNTER . . . . . . . . e 260
SHOW STPDEBUG . . . . . . . . 262
SHOW STPPORT . . . . . e 263

oooooooooooooo
ADD SWITCHFILTER . . . . . e 97
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DELETESWITCHFILTER . . . . . . . . e e 121

DISABLE SWITCH AGEINGTIMER . . . . . . . .. .. . .. 141
DISABLE SWITCHLEARNING . . . . . . .. . . e 144
ENABLE SWITCH AGEINGTIMER . . . . . . ... .. . .. 165
ENABLE SWITCHLEARNING . . . . .. . . . e e 168
SET SWITCH AGEINGTIMER . . . . . . . . e 205
SET SWITCH L3AGEINGTIMER . . . . . . . . e 206
SHOW SWITCHFDB . . . . . . e e e e 270
SHOW SWITCH FILTER . . . . . . e e e 273
QoS
SET QOSHWPRIORITY . . . . e e e s e 198
SETQOSHWQUEUE . . . . . . e e e e e 200
SHOW QOS HWPRIORITY . . . . e e e 255
SHOW QOS HWQUEUE . . . . o o v oo e e, 256
ooooooIiPOOOOO
ADD SWITCH L3FILTER ENTRY . . . . . . . . e e e 99
ADD SWITCH L3FILTER MATCH . . . . . . . . e e 105
DELETE SWITCH L3FILTER . . . . . . . . . e e e e e 122
DELETE SWITCH L3FILTERENTRY . . . . . . . . . e e e 123
DISABLE SWITCH L3FILTER . . . . . . . . . e e e e 143
ENABLE SWITCH L3FILTER . . . . . . . . e e e e e 167
SET SWITCH L3FILTERENTRY . . . . . . e e e 207
SET SWITCH L3FILTERMATCH . . . . . . . e e e 212
SHOW SWITCH L3FILTER . . . . . . e e s e 275
googoo
ACTIVATE PORTAUTH PORT REAUTHENTICATE . ... ... ... ... ... .... 88
DISABLE PORTAUTH . . . . . . . e e e e 134
DISABLE PORTAUTH DEBUG . . . . . . . . . . e e e e 135
DISABLE PORTAUTH PORT . . . . . . . e e e e e 136
ENABLE PORTAUTH . . . . . . e e e e 155
ENABLE PORTAUTH DEBUG . . . . . . . . . . e e e e 156
ENABLE PORTAUTH PORT . . . . . . e e e e 157
PURGE PORTAUTH PORT . . . . . . e e e e e e e 175
RESET PORTAUTH PORT . . . . . . . e e e e e e 178
RESET PORTAUTH PORT MULTIMIB . . . . . . . . . . e et 179
SET PORTAUTH IDTOGGLE . . . . . . . . e 188
SET PORTAUTH PORT . . . . . . . e e e s e 189
SET PORTAUTH PORT SUPPLICANTMAC . . . . . . . e 193
SET PORTAUTH USERNAME . . . . . . . . e s 196
SHOW PORTAUTH . . . . e e e s e 236
SHOW PORTAUTH COUNTER . . . . . . . e e e 239
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SHOW PORTAUTH MULTISUPPLICANTPORT . . . . . . .. .. .. . 242

SHOW PORTAUTHPORT . . . . . . . e e e 246
SHOW PORTAUTHTIMER . . . . . . . . e 251
DHCP Snooping
ADD DHCPSNOOPING BINDING . . . . . . . . e e 91
DELETE DHCPSNOOPINGBINDING . . . . . . . . . e 118
DISABLE DHCPSNOOPING . . . . . . e e e e 129
DISABLE DHCPSNOOPING ARPSECURITY . . . . . . ... . e 130
DISABLE DHCPSNOOPING OPTIONS82 . . . . . . .. .. . i, 131
ENABLE DHCPSNOOPING . . . . . . . . e e e 150
ENABLE DHCPSNOOPING ARPSECURITY . . . . .. . .. . oo, 151
ENABLE DHCPSNOOPING OPTIONS2 . . . . . . . . . e e e 152
SET DHCPSNOOPING CHECKINTERVAL . . . . .. ... . e 183
SET DHCPSNOOPING PORT . . . . . . . e e e 184
SHOW DHCPSNOOPING . . . . . . . e e e 221
SHOW DHCPSNOOPING COUNTER . . . . . . . . . . e 222
SHOW DHCPSNOOPING DATABASE . . . . . . . e e 224
SHOW DHCPSNOOPING FILTER . . . . . . . . e e 226
SHOW DHCPSNOOPING PORT . . . . . . . e e e 227
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ACTIVATE PORTAUTH PORT REAUTHENTICATE

ACTIVATE PORTAUTH PORT REAUTHENTICATE

00o00o0o0oooooo /00000

ACTI VATE PORTAUTH[ ={8021X|MACBASED}] PORT={port-/ist|ALL} REAUTHENTI CATE
[ SUPPLI CANTMAC=nacadd]

port-list: 000000000010 0000000000O0OO0OOOOOOOOO
macadd: MAC 0 0O 0 O O XX-XX-XX-XX-XX-xX 0 0 0 0

00

0000000000000 Supplicant0 000000
goooog

PORTAUTH 0000000 0O8021X0802.1X00MmMMACBASEDO MACOOODOOOOOOOOOO
0000 8IXooooooo

PORT 0000O00O0O0OOCUOO0OO0OOOOU0OOOUOOUOODOOOUOOCOOUOOOPORTAUTHOOOOO
0000000000000 0O0O0O000O0000000OPORTAUTHDO 8021XO0O0OO0OOOOOO
Authenticator 00 000000000000 TYPE=ZAUTHENTICATORO OO TYPE=BOTHOO
gooooboooboboobobooooboo

SUPPLICANTMAC Supplicant0 MACOOOOOOOOOO OO 0O OMulti-Supplicant 0 O O
OMODE=MULTIDOOCOOOOMACOUOOUOUOOUOOOUOOOOOoOoog

g
m 000500000000 802.1X SupplicantD 000000

ACTI VATE PORTAUTH PORT=5 REAUTHENTI CATE

(00200000000 MACOOO Supplicant00O00oQ0nO

ACTI VATE PORTAUTH=MACBASED PORT=2 REAUTHENTI CATE

goooog

ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 1570000

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O
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ACTIVATE SWITCH PORT AUTONEGOTIATE

ACTIVATE SWITCH PORT AUTONEGOTIATE

00o0ooO0ooooooo /000

ACTI VATE SW TCH PORT={port-/ist|ALL} AUTONEGOTI ATE

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

00000000o0o0oo00oo00ooooooooooo0oooooooooooooo/000oo
ooooooooooooooooon

goooog

PORT 0O0OU0OO0OO0OOOOOOOOODOODOOOOOSETSWITCHPORTOOODOO SPEEDOOOO
0000 AUTONEGOTIATED O OOO0OOOO0OOOoO0OoOooooO

g
0006000000000 0O0000DOO0OO

ACTI VATE SW TCH PORT=6 AUTONEGOTI ATE

goooogn

0000000000000 0O00O0O00000000AUTONEGOTIATEDOODODOOOOOOOOoOO
oooo
goooog

SET SWITCHPORTO 216 OO O
SHOW SWITCH PORTO 2790000
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ACTIVATE SWITCH PORT LOCK

ACTIVATE SWITCH PORT LOCK

00o0ooO0ooooooo /000

ACTI VATE SW TCH PORT={port-/ist|ALL} LOCK

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

ooooooooUooooooo0o MACOOOOOOOOOOOOOOOOODOOoOoOooOOooooo
oom

Oo0o0ooooU0ooooooo MACOOOOODOOOOOOODOOOOOOOOSET SWITCHPORT
OO0O0O0O0 INTRUSIONACTIONOOOOOOOOOOOOOODODODODODOOOOOOSET SWITCH
PORTOUOUO LEARNOOOOOOOOOOOODOODOODOODOOOOOOOOOOOOOOOOOO
oooooooooooboogd

goooog
PORT O0O0OO0O0O0O0OOOOOOOOOO
g

s 0010000000000

SET SW TCH PORT=1 LEARN=10 | NTRUSI ONACTI ON=DI SCARD
ACTI VATE SW TCH PORT=1 LOCK

goooogn

OU0oU0o0ooooooo SETSWITCHPORTOOOOO LEARNOOODOOOOOOOOOOOOOO
oobooooooooooboooobooboooobooooobooooobooooboogd

goooog

SET SWITCHPORTO 216 0 OO O
SHOW SWITCH PORTO 2790000
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ADD DHCPSNOOPING BINDING

ADD DHCPSNOOPING BINDING

O000O00O0O0oooO0 / DHCP Snooping

ADD DHCPSNOOPI NG Bl NDI N =rmacadd] | NTERFACE=v! an-i f | P=i padd
PORT=port - nunber

macadd: MAC 0 O 0 0 O XX-XX-XX-XX-XX-Xx 0 0 0 0

vlan-if: VLAN OO OO0 000 OVLAN-name 0 VLANvid OO0 O 0Oname 0 VLAN O0Ovid O VLAN IDO
ipadd: IPO OO0

port-number: 00 00000000100

g0

DHCP Snooping0D 0000000000000 DOODOODOOODOOOOOOOOOOIPOOOODOOO
pcoooooooooooboooooboobooooogo

goooog

BINDING O0O0OO0O0OO0OO0OO0 MACOOOO
INTERFACE 0OO0OO0OO0OO0OOOO VLAN

1P oooooooIrPOoOO

PORT 0O0OO0O0O0O0OOOOOOOOOOOOOOO

g

m IPOO0O0O 192.168.10.50MAC OO 0O O 00-00-00-00-00-01 000000000000 OOOOOOOO
000000000000000 VLANDOOdefautl OO 00000000 DO0OS0000

ADD DHCPSNOOPI NG Bl NDI NG=00- 00- 00- 00- 00- 01 | NTERFACE=vI an- def aul t
| P=192. 168. 10. 5 PORT=5

goooogn

oooooooooooooo0oOol100booooooooooooooo0oooool1oooooooo
0000000000 o0ooO0ooO0ooO0o0O0n0OSET DHCPSNOOPING PORT OO OO0 MAXLEASES
pooooooooooboooooon
MACOOOODOODOOOODODOO0OOOODODO0OO0OODOOO0OO0ODOODHCP SnoopingD 000000000
OARPOOOOUOOOOUOOOOOOOOOOOOOOODOOODOOOD DISABLE DHCPSNOOPING
ARPSECURITYO OO OOOOOOOOMM

goooog
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ADD DHCPSNOOPING BINDING

DELETE DHCPSNOOPING BINDINGO 118 0 0 0O O
DISABLE DHCPSNOOPING ARPSECURITYD 13000 00O
SET DHCPSNOOPING PORTO 18400 0O

SHOW DHCPSNOOPING DATABASED 2240000
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ADD LACP PORT

ADD LACP PORT

000000000000 /LACPO IEEE 802.3ad0

ADD LACP PORT={port-/ist|ALL} [ ADM NKEY=0..65535] [PRI ORI TY=0..65535]
[ MODE={ACTI VE|PASSI VE}] [ PERI ODI C={FAST|SLOW]

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

g0

000000000000 LACPOOOOOOODOOOODOO LACPOODOODOM
00000000000 0000000CREATE SWITCH TRUNKDO OO OOADD SWITCH TRUNK
000000 HalfDuplexDOOOOOOOODOOO LACPOODOOODOOOODODOOOODODOOOO
O0o0oo0o0oooooooooo LACPOOOOOODOOOOO
O0o0oo0oooo0ooooUooooUo LACPOOODOOODOODODOODO

goooog

PORT OOOOOO

ADMINKEY LACPOOOOOOOO0OOOOOOOOOOOOOOOOODOODOOOODOMLACPOOO
O00ooooo VLANOOOOOOooooooooooooooooo looooooooooo
o00oooooooooo0ooo loooooooooooooooooooooo0oLoo0o0n
O0000oo000oooooooo ADMINKEYOOOOOOOOOOOOADMINKEY OOO
o00oooo0oooooooooooooooooobooom@oooooo 1o

PRIORITY LACPOOOOOOOOOOOODOOOOODOOOOODOOOOODOOLACPOOOOOO
oooooooooooooooo40b0000000000000O0DOOO0O0O0ODOO0OO00O0ODO
ooobooooooooooooooooooooooooooooooobooooooooogg
ooobooooooooooooooooooooooooooooooobooooooooogg
O0o00o0oooo0oooo0oooo0oooo0ooooOoooooOoD 327680

MODE LACPOOUOOUOOOOOOACTIVEEOPERIODICOOOODOODOOOOOOODO LACPOODO
OU00O00O0O0O0O0OO0MPASSIVEDOOOOOOO LACPOOODOOOODOOODOOO LACPO
O0o0000o0o0ooooooooooooog ACTIVED

PERIODIC ACTIVEOOOOO LACPOOOODOOOOOOFRASTO1OMMISLOWO30000O00OO
000000000 FASTO

g
m 000 1040 LACPOODOOOOOO

ADD LACP PORT=1-4
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googod

DELETE LACP PORTO 1190000
SET LACPPORTO 186 00 00O
SHOW LACP PORTO 2300000

94 | CentreCOM 8624EL DO OO OOOODOO 2.8
J613-M0688-02 Rev.C

oooodd



ADD STP VLAN

ADD STP VLAN

00o00o0o0oO0ooooo /0000000000000

ADD STP=st pnane VLAN={vl annane|2. . 4094}

stpname: STPO OO0 O001015000000000000000 000000000000 OO0OOOOOOO
ooo
vlanname: VLANO 010150000000 00000000 M 00000000O0DOO00000OO0O0DOOOO

g0

OooOooooSTPOOOOO VLANDOOOOOOO
STPOOD00O0O00O0DOO0DOO0Odefault STPLOOOOOOOOCREATESTPOOOODOODO
oooooooooSsSTpPOoOOOOOOO

OVLAN default 0O 00 default STPOOODOOOOOO STPOOOOOOOOOOOOOO
OCREATEVLANDOOOOODOODODOOOODOOOOD VLANOOODDODOOOOODODOOODODOOOO default
STPOOOOOOO

0000000 STPOOOOOODOOOOO VLAND defaultSTPOOOOOOO

O0oOooooOoo STPOO0OOOO VLANODOOUOOOOOOOOOOOOOoooouooooooo
0000 STPOO VLANOO OO Odefault STPOOOD OO M OODOOOOOOOOOOOO
Ooooooooooo0 VLANDOOOOODOOooOOooooooooooo sTrPO0OOOOOOOO
OoooooooSTPOUOUOoOooOooooSTPOUOOOOOOOOOOOOOOOOOOOOOOO
ooooo

goooog

STP STPOODOOODOdefault 00000000000 ODOOSTPOOOOOD defaultSTPOO OO
OOOOODELETESTPVLANOOOUOOOOOOOO VLANOOODOOOO STPOOOOOO
oooodd

VLAN VLANOOOO VLANIDOVIDO

g
mSTPOOOOOmystpOO VLANwhiteOO DO OO0

ADD STP=nystp VLAN=white

goooog

DELETE STP VLANO 1200000
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SHOW STPO 257 0 00O
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ADD SWITCH FILTER

ADD SWITCH FILTER

00o0o00o00o0ooooo /00000000000000O

ADD SW TCH FI LTER DESTADDRESS=nacadd PORT=port - nunber ACTI ON={FORWARD|
DI SCARD} [ ENTRY=entry-id] [LEARN] [VLAN={v/ annane|l..4094}]

macadd: MAC 0 O 0 O O XX-XX-XX-XX-XX-Xx 0 0 0 0

port-number: 0000000000100

entry-id: J 0000000003190

vlanname: VLAN OO0 1015000000000000000_ M 00000000000000O0O0O0O0OOO0O0O

00

ooooooOooooooooorbBOOOOOOOOOOODOOOOODODOOOODODOOOODODODOO
Oooooo0oooo0loooooo 3200000000

goooog

DESTADDRESS 0UOUOO MACOOOUOOOOOOOOUOOOOOOOOODOOOOOOOOODOO
ooooboooooooooobooooogd

PORT O0OOUOOOOOACTIONO FORWARDOOOOOOOODESTADDRESSOOOOOOOOO
oobooooooboooboooobood

ACTION 0O0O000O0OO0OOO0OUOOOFORWARDOOOOO DISCARDOOOOOOOOO

ENTRY 000000 FDBOOOOOODOOOODOOOOOOOOOOOOODOOOOOOOOOONDO
Ooo0ooooooooOooooodn-lOd0@OOoOOoOOoOoDODO0ODOONOOOOOOO
cooooooomnooboOoboOooboboooooboooooboooooooooobooooogg
ooobooooooooooooooooooboooooooooooooboooooogooogg
o00l100o0o0o00oooo

LEARN 0000000000000 0000000000000 MACOOOOOlearnODOODOOO
0100000000000000000000000OO0O0OSETSWITCHPORTOOOOO
LEARNOOOOOODODOOO0O0O

VLAN VLANOO VLANIDOVIDOOOOOOOO VLANOOOOOOOOOOOO0Oooooooo
ooooooooooU000 VLANDOOOOooooooooooooooooooooooo
VLANOOOOOOODOOOO0oOo0Oo0o0o00 VLANOOOoooogoooooooooooooo
ooooooooooooogd

g

s 000300000000000000O00 FDBOOOOOO
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ADD SWITCH FILTER

ADD SW TCH FI LTER DEST=00- 00-f 4-12- 34-56 ACTI ON=FORWARD PORT=3

00 6000000000000000 00-00-f4-ab-cd-ef 0O OOODOOOOOODO

ADD SW TCH FI LTER DEST=00- 00-f 4- ab- cd- ef ACTI ON=DI SCARD PORT=6

m(]002000000000000000 00-00-f4-c9-73-ff 0000000000 DO0OOOOOOOODO
oooooogo

ADD SW TCH FI LTER DEST=00- 00-f 4-¢c9-73-ff ACTI ON=FORWARD PORT=2 LEARN

= 00050000000000000000FDBOOOOOOOO VLAN O orangeld

ADD SW TCH FI LTER DEST=00-00-f4-11-11-11 ACTI ONFFORWARD PORT=5
VLAN=or ange

goooogn

0000oooooo0oooooo0oo00d VLANOOODOOOOooooooooooooooooo
ooo

goooog

DELETE SWITCH FILTERO 121000 O
SET SWITCHPORTO 216 0 OO O
SHOW SWITCH FILTERO 27300 00
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ADD SWITCH L3FILTER ENTRY

ADD SWITCH L3FILTER ENTRY

00o0o0o0ooooooo /000000 IPOOOOO

ADD SW TCH L3FI LTER=filter-id ENTRY [ TOS=0..7] [|PDSCP=0.. 63]
[ TTL=0. . 255] [ PROTOCOL={TCP|UDP|l CMP|l GVP|pr ot ocol }] [ SI PADDR=i padd]
[ DI PADDR=/ padd] [ TCPSPORT={port |port-nanme}] [ TCPDPORT={port|port-nane}]
[ TCPSYN={TRUE|FALSE}] [ TCPACK={TRUE|FALSE}] [ TCPFI N={TRUE|FALSE}]
[ TYPE=pr ot ocol t ype] [ UDPSPORT={port|port-nane}] [UDPDPORT={port]|
port-nanme}] [|PORT=port-nunber] [EPORT=port-nunber] [PRI ORI TY=0.. 7]
[ PORT=port - number] [ NEWIOS=0..7] [NEW PDSCP=0..63] [ACTI ON={SETPRI ORI TY|
SENDCOS| SETTOS| DENY| SENDEPORT| SENDM RROR|MOVEPRI OTOTOS|MOVETOSTCPRI O
NODROP|SENDNONUNI CASTTOPORT|SETI PDSCP}[, . . . 11

filter-id: 0000000010140
protocol: IPO 0000 OO O0O2550
ipadd: IPO OO0

port: TCP/UDP O O 0O 00O 000 655350
port-name: 00000

protocoltype: L3O OO 0OOOOO16000
port-number: 00 00000000100

g0

ooooooIPOO0DDOOOODDOOOODOOOOODOOOOO

ADD SWITCH L3FILTERMATCHOOOOOOOOUOOOUOOOOOOOoOOoooooooooooo
oooooooooooooooboobooooboooboobooooobooooboogd
coooooboobooodoobobooooooobooooboooooooboobooooooobooooon
coooooooboodoobobooooooobooooobooboooboobooooobooboobooon
SHOW SWITCH L3FILTERO OO OO ENTRYOD O OOOOOO0OOODOO0OOODOOOOO0OO0OooOoO0O
cooooooooboooooboooo

O0o0o0o0o0ooo0oooooo0oD 12400000000

goooog

L3FILTER OO0OO0O0OO0OO0OO0OO0O0O0O0OO0DOO0O0O0000O0OSHOW SWITCH L3FILTEROOO
ooooooooooooon

TOS 00O0O0OO0OO0OODOOOODOOOOIPTOSOODOOTOSOOOODOO precedencel OO OO
ooooooooogyoIPDSCPOOOOOOODOOOOO

IPDSCP 00000000 OOODOODOOODO IPDSCPODIffServ CodePoint0 000000000
oooooednTosoUoooUoOoooooO

TTL OO0O0O0OO00OO0O0OOO0OOoOOoooOIPTTLOOOOOOOOOOOOOOOOOO o0 2550

PROTOCOL 0O0O0O0O0O0O0O0OO0O0O0O0OOOOOOIPOOOOOOOOOOOOTCPOUDPOICMPO
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ADD SWITCH L3FILTER ENTRY

iGMPOOOUOOOOOOOOOOOOUOOODOOOOOOOO IPOOODOOOOOOODOOO

SIPADDR 0O0O0O0O0O0O0O0O0O0O0OO00OO0OOOOOOIPOOOOOOOOOOOOOOOOOOOOO
OO00ooOooooooo ADD SWITCH L3FILTER MATCHO OO OO SCLASSOOOOOO
o00ooooooooooooooooooo IPO0OOO0OO0OOOOOOOOOOODOIPOOO
oooboooooboooooooooodgo

DIPADDR 0O0O0OO0O0O0O0O0O0O0ODOOOOOOOOOIPODOOOOOOOODOOODOOOOOODDOO
O0oo0oooooono ADD SWITCH L3FILTER MATCHOOOOO DCLASSOOOOOO
o00ooooooooooooooooooo IPO0OOO0OO0OOOOOOOOOOODOIPOOO
oooboooooboooooooooodgo

TCPSPORT 0OO0O0O0O0OO0U0OOOOOOOOTCPOOOOOOOOUOUDOUOOOOOOOO
OOPROTOCOLOOOOOOO TCPOOOOUOODOOUDOO

TCPDPORT OUOO0U0OOOO0OOOOOOOOOOOOTCPUOOOOUOOUOOODOOODOOOODOO
OOOoPROTOCOLOOOOOOO TCPOOOOOODOOOOO

TCPSYN 000000 OO0OO0OOOOOOOTCPOOOOOOSYNDOOOOOOODOMMTRUE
00000000000 OO0OFALSEOOODOODOOODOOODOOOOOOPROTOCOLOOOO
oooTCPUOOUIOUOOOOOUOOOOEPORTOOOOODOOODOODOODOOO

TCPACK 0000000000 O0OOO0OOOOTCPOOODOODACkDDODODODODITRUE
00000000000 OO0OFALSEOOOOODOOOOOOOOODOOOPROTOCOLOOOO
oooTCPUOOUIOUOOOOOUOOOOEPORTOOOOODOOODOODOODOOO

TCPFIN OO0OOOO0O0OODO0OODODOOOOOOOTCPOOOOOORNDOOOODOOUDMTRUEDD
OU00O0OU0O0OU0OO0OUOOFALSEODDOOODOOODOOOOOOOOOOPROTOCOLOOOOOO
OTCPUOODOOODOODOODOOUDOOEPORTOOOOOOOODOOOOODOOO

TYPE ODOOUOOOOOOOOOOOOOOOOOOOUOOUOOOO3000000000O0000O00016
comoooooboooboodooooooboooooooooboooooooobooooobooon
ACTION O SETTOSOOO0O0O0O0U0OOO0OOOOOOOOOOnOADD SWITCH L3FILTER
MATCHOOUOOO TYPEQOOOOOOOOOOODOODOOOOOOOOOOOOODOOOOOOO
0 O Ethernet Version 20 802.2 LLC(DSAPOSSAPOO OO ODODODOOODOOO 20000SNAP
O00oooooooosooooooooon

UDPSPORT 0OO0O0OO0O0OO0O0O0OOOOOOOOOUDPOOOOOODOOOOOOOOOOOOOO
OOoPROTOCOLOOOOOOOUDPOOOOUOOOOOOO

UDPDPORT OO0O0O00O0O0OO0OOOOOOOOOOUDPOOOOOOOOOOOODOOOOOOOO
OOOoPROTOCOLOOOUOOOOUDPOOOOUOOOOOOO

IPORT ODO0O0OU0O0OO0OOOOOOO0OOOOOUOOOUOOOOOOOOOOOOOOOUOOOOOOO
Oo00o00ooU0oooooodADD SWITCH L3FILTER MATCHO OO OO IMPORT=TRUE
ooooooooboooooon

EPORT OO0OOOO00OO0OOOO0DOOOOOOOO0OOOOO0OOOOOOOO0O0OOOO0O0ODOOOOOOO
O000o00o0oooooooOADD SWITCH L3FILTER MATCHO OO OO EMPORT=TRUE
0000000000000 00O0OoEPORTOOOOOOOODOOOOOOORDBO L3OOOO
ooooooooo MACOOUOOUOOOOOOOODOOOOOOOOOOOoOooOOoOoooOooo
oobooboooooooooooooobooooobooooooooogod

PRIORITY OUOOOOO0OOOOODOOOOOOODOODOOOOOSSO21lpO0000000OOODOOOOO
7TO000ACTIONOOOOOOO SETPRIORITY O SENDCOSOOOOOOOODOOOOACTION
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O SETPRICRITYOOOOOOOOOOOODOOOOOOOOOOOOOOOODOOOO PRIORITY

ADD SWITCH L3FILTER ENTRY

coobooooboooooooooooooobooooooooooooobooooooooogg
OOOMMACTIONDO SENDCOSOOO0OOOOOOOOOoOO PRIORITYODODOODOOOOO
OooooooooooooooooooooUooooUooooo og

PORT 0O0OO0O0OO0OO0OOOOOOOOO0OOOOOOOOOOOOOOOACTIONDOOOOOOO
SENDEPORT 00 SENDNONUNICASTTOPORT D0 O OUOOOOOOOOOOOOOOOOOO
O000oo0o0ooooooooooo0oooo0bo VLANDOOOODOoOoOooooo

NEWTOS 00000000000 0O00OO0oOoO0oOoIiPoOOoOoOTOSOOOOOOOOOOOO
OOOOACTIONO SETTOSOOUOOUOOooooog

NEWIPDSCP O0O0OO0OU0OO0OO0OOO0OOOOOOOOIPODOOOODSCPOOOOOOODODO
OOOOACTIONO SETIPDSCPOOUOOOOOOOOO

ACTION OO0OO0OU0OO0OO0OO0O0O0O0OO0OOO0OOO0OO0O0OO0OUOUOOUODOOOOOOOOO
ooooooooooooooooooooooooobooooooO0ooo0oooooO0 1000
coobooooboooooooooooooobooooooooooooobooooooooogd
coobooooboooooooooooooobooooooooooooobooooooooogd
coobooooboooooooooooooobooooooooooooobooooooooogd

ooo

ooobooobobooooboooboooooooooon

DENY

O000ooooo0o00ooo0o0oo0oooo0 DENYOODDODDOOOOOOOO
OO0OO0OONODROPOUDOOOOOOUOUOOOUOOUOOOOODOUDOUDO
O000000O00O0SENDEPORTOSENDCOSO OO OOOOUOOOOOOOO
coobooooomooboooobooobooboooobooobooboobobooon
000000000000 oO0oOoUOOoSENDMIRROROODOOOOOOO

NODROP

DENYOOOOOUOOOODOOOoOooooooooooooooooooooooo
poboboogooooooboooboooooooooooooooooon

ooooooooooooogd

SENDEPORT

oooood

coooooooobooooobobooooobooooboboooobooooooon
oooUooUooUooUooUOOoUOoUOOUOOUOOUOOoUOPORTOOOOOOOOOO
O0o00o0ooooooooooooooooPORTOOOOOOOOODO VLAN
ooooooooooooooOoUooooooUooUooUoooUoOn L3
O0o00o0o0oo0o0oo0o0oo0oooooooooOPORTOOO
O000oooo0oooooo0o00ooooo0oooo0o0o0o0o0n0 VLANDDO
oooooooooooo
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ADD SWITCH L3FILTER ENTRY

SENDNONUNICASTIOPORTU D OO0 0000000000000 OOO0OO0OOOOoOooOo
OOooooOoUoooOoUoooooooUooPORTOOOOOOOOOOOOOOO
O00o0ooooo0ooooo00oooo0o00Uoo0 VLANDOOOODoDoo
cooooooooooooogo

ooooooboobooobooooboooon

SENDCOS 00000 PRIORITYOOOOODOOODODOODODOODODOOODOOODOOODDOOO
ooooooooogd

MOVETOSTOPRIOO OO OOIPOOODOO TOSO O OO precedencel 00000 O0OOOVLAND
O0ooO0ooe2lplioiioinoiooooooooooooooooooo
ooooobooooooooobooooooboooooooooooboooooog
O
802.lp 000000000 OOUOOOOUOOOOUOO

MOVETOSTOPRIOO OO OOIPOOODOO TOSO O OO precedencel 00000 O0OOOVLAND
O0ooO0ooe2lplioiioinoiooooooooooooooooooo
ooooobooooooooobooooooboooooooooooboooooog
O

SETPRIORITY VLANOOOOOOO 8021pl 0000000000000 O0OOOOPRIORITY
cooooboooooboooooboooooboooooooooooboooooon
cooooooooooooobooooooboooooooooooboooooog
oooo
IPTOS/DSCPOOO0ODODODOOODODOOODOODOOODOO

SETTOS 00000 IPTOSOOOOprecedencel DOODOOONEWTOSODOOODOOO
O000O0ooooooooTYPEOOOOOODO IPOOOOOOOOOOODOOO
oooo

MOVEPRIOTOTCSU OO OOVLANOOOOOOO 8021lp0 00000000 OOOOoOoOoOoOO
O00IPODOOOO TOSOOOOprecedencel 00D O0DOOODOODOO

SETIPDSCP IPODO OO0 DSCPO DiffServ Code PointDO 0 00 OO ONEWIPDSCP OO OO
00000ooooooooooOoTYPEOODODOOOD IPOOOOOOOODODOO
ooooogd

ooooogooon
SENDMIRROR OO0OUOOUOOOOOOOOOOOOOOOOODOOODOOOOOOOOOOOOOO
oooooboooooboooobooooooboooooooooooboooooog
0000000 OO0ODENYONODROPOSENDODOOOOOOOOOOOOOOO
0000000000000 000000000DENYODODO0O0O0O000000O
oooogd
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ADD SWITCH L3FILTER ENTRY

017 ACTIONDOO0OO0O0OOoooooooooo

g
m (000 10300000 192.168.10.0/24000 IPOOO0OOOO

ADD SW TCH L3FI LTER MATCH=SI PADDR SCLASS=C | MPORT=TRUE

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 | PORT=1 ACTI ON=DENY
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 | PORT=2 ACTI ON=DENY
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 | PORT=3 ACTI ON=DENY

m 192.168.10.1000 00 TCPOUOOOOOOOUOOOODOOOODOOOODOOOOODOO 192.168.10.100
cooooooboooooon

ADD SW TCH L3FI LTER MATCH=SI PADDR, PROTOCCL, TCPSYN, TCPACK SCLASS=HOST
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 100 PROTOCOL=TCP
TCPSYN=TRUE TCPACK=FALSE ACTI ON=DENY

m 192.168.10500000000 8021lp0 000000 DOOOOODOOOOOD 400000000

ADD SW TCH L3FI LTER NMATCH=SI PADDR SCLASS=HOST
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168.10.5 PRI ORI TY=4
ACTI ON=SETPRI ORI TY

m 192.168.10.0/240 0000000000000 0O0192.168.101030 00000000000

ADD SW TCH L3FI LTER MATCH=SI PADDR SCLASS=C

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 ACTI ON=DENY
ADD SW TCH L3FI LTER NMATCH=SI PADDR SCLASS=HOST

ADD SW TCH L3FI LTER=2 ENTRY SI PADDR=192. 168. 10. 103 ACTI ON=NODRCP

goooogn

O0o00o0ooUooUOoEPORTOOOOOOODOOOOOODOOOOOORDBOL3IOOOOOOOODO
0o0ooooooo MACOOOOUOOOOOOOOOOooOoOooooooooooooooooooooo
Oo0o00o00oooooo0oooooooooooTCPUOOOODOODOOOOOOOOTCPSYND
TCPACKOTCPFINOOOOUOOOUOOOOOOUOOOOOOODOOOOOOUOOOUOOOOOoOO
O0oO0oo0o0ooUOoOEPORTUOUOOOOOOOOOOOOO

goooog
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DELETE SWITCH L3FILTER ENTRYO 12300 00O
SET SWITCH L3FILTER ENTRYO 207 0 0O O
SHOW SWITCH L3FILTERO 2750000
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ADD SWITCH L3FILTER MATCH

ADD SWITCH L3FILTER MATCH

00o0o0o0ooooooo /000000 IPOOOOO

ADD SW TCH L3FI LTER MATCH={TOS|I PDSCP|TTL|PROTCCCL |S| PADDR| DI PADDR|
TCPSPORT|TCPDPORT|TCPSYN| TCPACK|TCPFI N TYPE|UDPSPORT|UDPDPORT }[ , . . . ]
[ SCLASS={AB|C|HOST| 1. . 32}] [ DCLASS={A|B|C|HCST|1.. 32}] [| MPORT={TRUE|
FALSE}] [ EMPORT={TRUE|FALSE}] [ TYPE={802|ETHI | |[SNAP}]
[ NOVATCHACTI ON={SETPRI ORI TY|SENDCOS| SETTCS|DENY|SENDEPORT|SENDM RRCR|
MOVEPRI OTOTOS|MOVETOSTOPRI O SENDNONUNI CASTTOPORT|SETI PDSCP}[ , . . . 11
[ NOVATCHDSCP=0. . 63] [ NOVATCHPORT=port-nunber] [ NOVATCHPRI ORI TY=0. . 7]
[ NOVATCHTOS=0. . 7]

port-number: 00 00000000100

g0

ooooooiPOODOOOOLIODOOOOOOOOOOO
cooooooobooooooooooooooboboooobooooooooboooooooooboooon
O0ooU0oo0o0ooUoooUooUoooooo0oo ADD SWITCH L3FILTER ENTRY O OO
oooooooooOooooooooooooooooo0 40000000000 DOO00ODOO0DDOO
00 12400000000
coooooooboooooooooooooooboooooooobooooboooooooooboooon
oo0o0ooooooooo0o0oo00oooooooooooooooooooooooooOog SHOW
SWITCHL3FILTERO OO OOOOOOOOOOOoOoooO

goooog

MATCH O0O0O0O00O0O0O0O0O0OO0OO0OO0O0O0O0DOO0OO00O0O0OOOOOO0OOOO
oooooooooooo

SCLASS SIPADDROCOO IPOO0OO0O0O0OO0OOODOOOOOOOOOODOOOOOOOADOBOCO
0000000 AD8SOO0DmMBO6OOIOMCO2400000000000HOSTOOOOOO
0000 320000000000001032000000000000000

DCLASS DIPADDROOO IPOOOOOOOOOOOOODOODOODOOOOOOOOOOOADBOCO
0000000 AD8OO0DmMBO6OOIOMCO2400000000000HOSTOOOOOO
0000 320000000000001032000000000000000

IMPORT O0OO0OO0OO0OO0OO0OO0OO0O0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
TRUEOOUOOOOOOOOOOOOOO ADDSWITCH L3FILTERENTRYO OO OO IPORTO
coooooooooooboobobooobooooboobooooooooooooobobooooom
FALSEO O OOOOOOOOOOOU0OO0O0O0OO00O0oooo0oO0 FALSED

EMPORT U0OO0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOOOOO
TRUEOOOOOOOOOOOOOOOO ADD SWITCH L3FILTER ENTRY O OO OO EPORT
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ADD SWITCH L3FILTER MATCH

pobobooooooooooooooodooooooboooboooooobooobooobooogoon
000000000000 TRUEDOOOOOOOOORDBO L3OOOOOOOOOOOOO MAC
O000o0o0o0o0oooooooooooooooooooooooooo0 ADD SWITCH
L3FILTERENTRYO O OOO EPORTUOOOOOOOODOOOMFALSEO D OOOOOOOO
O000000o00o0o0ooo0oonDo FALSED

TYPE O00OO0O0OOO0OOOOOOTYPEOL3IOOOOOOOOOOOOOOUOOOOOOOOOOOOO
00000000000000000D0008027802.2 LLCIETHIO Ethernet Version 210 SNAP
08022 LLC+ SNAPO O O OO OO OADD SWITCH L3FILTERENTRYO OO OO TYPEDO O
ooboboooooooooooooboooooboooooogooooooooon

NOMATCHACTION OO0OO0OO0O0O0O0O00OO00OOO0O0O0O0OO0DO0OO0OOOOOobOOoOon
oooooooooooooooooooooooooooooooo0oooo0boO0ooOADD
SWITCH L3FILTERENTRY OO OUOOUOUOOODOOOOOOONCODROPUOODOOOODOOO
0000000000000 00000 NEWIPDSCOPORTOPRIORITYONEWTOSO OO O OO
NOMATCHDSCPO NOMATCHPORTLO NOMATCHPRIORITYO NOMATCHTOS O OO M O
000 SENDCOSOH

NOMATCHDSCP OUOOUOOOO0OO0OOOOOOOOOOOOO0ODOODOOOOOOODOODOOD
OoooooUooOoooIiPOOOOODSCPOIOOOOOODOODOOONOMATCHACTIONLD
SETIPDSCPO O OOOOOIOOOOO

NOMATCHPORT OO0U0OO0O0O0OO00OO0O0O0OOO0OOOO0OOOOOOOO0OOOOOOOOOOO
0000000000000 00000ONOMATCHACTIONOOOOOOO SENDEPORT O
SENDNONUNICASTTOPORT D OO0 OOOOOOOOOOOOOOOOOOOOOOOOO
O000oo0ooo0oooo0oooo0 VLANODODOOOOoDOooooo

NOMATCHPRIORITY OO0OO0O00O0OO0OO0O0OOOO0OOOOOOOOOOOOOOOOOOOOOO
Oo0oo0oOoooooooso2lplioioiouoooooood7ddd NOMATCHACTION
0000000 SETPRIORITY D SENDCOSO O OO0OODDOOODDOONOMATCHACTION O
SETPRIORITYOOOUOUOOUOOOOOOOOOUOOUOOOOOOOOOOOO NOMATCH-
PRIORITYOOOUOOOOOODOOOODOOOODOOOODOOOODOOOOODOOOOOOOO
0000000000 NOMATCHACTIOND SENDCOSOOOOOOOOOOODODODO NO-
MATCHPRIORITY O OO OOOOOOODOOOOOOOODOOOODOOOOOOOOOOOOO
ooooooood

NOMATCHTOS 000000000000 O0OO0OO000000OOoooooO0OoooooooooOO
OoooooooIPOOO0OOTOSOOODOOODOOOODODOOODONOMATCHACTIONLDO
SETTOSOUO0OOOooooon
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ADD SWITCH L3FILTER MATCH

TOS IPOOOO0OOTOSOOODODODOOODprecedencel D000 OOIPDSCP O
cooooooood

IPDSCP IPOOOOO DSCPO DIffServ Code PointD DO OO O OIPTOSOOOOOO
ooooo

TTL iPOOOOOTTLOOOOODOOOOOO

PROTOCOL iPOOOODOOOOODODOOOOO

SIPADDR iPOOOOOOOIPOOOO0OOODOOODOOOOOODOOOOSCLASSOO
ooooooooogd

oooood CentreCOM 8624EL DO OO0DODOOOOO 2.8
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ADD SWITCH L3FILTER MATCH

DIPADDR iPOOOOOOOIPOOOO0OOOOOOOOOOOOOOOODCLASSOO
ooooooooogd

TCPSPORT TCPOOOOUOOOOUOOUOODOOOUOOOUOOOO PROTOCOLOO
ooooo

TCPDPORT TCPOOOOUOOOOUOOUOODOOOUOOOUOOOOO PROTOCOLOO
ooooo

TCPSYN TCPOOOOUOUOOOOSYyn ODUOUOOOOOOOUOOOO PROTOCOL
O000O00O0O0OOOEMPORTO TRUEOOODODOOOODO

TCPACK TCPOUODOODOOODUOOODACkDOODUOOODODOOODDOOODO PROTOCOL
O000O00O0O0OOOEMPORTO TRUEDOOODOOOOODO

TCPFIN TCPOOOOOOUODOORNMIODOOODODOODODODOODO PROTOCOL
O000O00O0O0OOOEMPORTO TRUEOOODODOOOODO

TYPE Ethernet 00000 L300OD0OO00ODO0OODO0ODOOOO0ODOODOOOOOOOOO

oooOoTYPEOOOODDOOOOOOOOOOOOOOOOOOOOOOODOO
ooooooooooooogo

UDPSPORT ubDPOOUOOOOOOODOOOOOODOOODDOOODOOODO PROTOCOLODO
ooooo

UDPDPORT ubDPOOUOOOOOOODOOOOOODOOODDOOODOOODO PROTOCOLODO
ooooo

018 MATCHOOOODOOOOOoOooooooo

g
m (000 10300000 192.168.10.0/240 00 IPOOO0DOOOO

ADD SW TCH L3FI LTER MATCH=SI PADDR SCLASS=C | MPORT=TRUE

ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 | PORT=1 ACTI ON=DENY
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 | PORT=2 ACTI ON=DENY
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 0 | PORT=3 ACTI ON=DENY

m 192.168.10.1000 00 TCPOUOOOOOOOUOOOOOOOODOOOODOOOOODOO 192.168.10.100
cooooooboooooon

ADD SW TCH L3FI LTER MATCH=SI PADDR, PROTOCCL, TCPSYN, TCPACK SCLASS=HOST
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168. 10. 100 PROTOCOL=TCP
TCPSYN=TRUE TCPACK=FALSE ACTI ON=DENY

m 192.168.10500000000 8021lp0 000000 DOOOOODOOOOOD 400000000
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ADD SWITCH L3FILTER MATCH

ADD SW TCH L3FI LTER NMATCH=SI PADDR SCLASS=HOST
ADD SW TCH L3FI LTER=1 ENTRY SI PADDR=192. 168.10.5 PRI ORI TY=4
ACTI ON=SETPRI ORI TY

s NetBEUIOOOOOOOOOOOODO

ADD SW TCH L3FI LTER MATCH=TYPE TYPE=802
ADD SW TCH L3FI LTER=1 ENTRY TYPE=FOFO ACTI ON=DENY

goooog

ADD SWITCH L3FILTER ENTRYD 990 00O
DELETE SWITCH L3FILTERO 122 000 0O
SET SWITCH L3FILTER MATCHO 2120000
SHOW SWITCH L3FILTERO 2750000
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ADD SWITCH TRUNK

ADD SWITCH TRUNK

00o0ooO0ooooooo /000

ADD SW TCH TRUNK=t runk PORT=port-1|ist

trunk: 0000000000 1015000000000000000_ @M O000DO000DOOO0DDOOO0DDOOODO
ooo
port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

g0

coooooooboooboooobobooon
goooog

TRUNK 000000000

PORT 0O0O0O0O0O0OOOOOOODOOOOOOOOOOOOOOS8O0OOOOOOODOOOOOOOO
0000oooooooo00oooooO000ooooOo0O000oDo000 VLANDDOOOOooo
ooooo

g
0000000 0uplinkOOOOO 104000000

ADD SW TCH TRUNK=upl i nk PORT=1-4

goooog

CREATE SWITCH TRUNKO 1140000
DELETE SWITCH TRUNKO 1240000
DESTROY SWITCH TRUNKO 1270000
SET SWITCH TRUNKDO 2190 0 0O O
SHOW SWITCH TRUNKDO 287 00 00O
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ADD VLAN PORT

ADD VLAN PORT

000000000000 /00000 LAN

ADD VLAN={vI annane|1. . 4094} PORT={port-list|ALL} [ FRAME={TAGGED|
UNTAGGED}] [ {UPLI NK|GROUP}]

vlanname: VLANO 010150000000 00000000 @M 00000000O0DO00000OO0O0DOOOO
port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

g0

VLANOOODODOOOOODOOoOo
goooog

VLAN VLANOOOO VLANIDOVIDO

PORT 0OO0OO0OO0O0OOO0OOOOOALLOOOOOOOOOOODOOOODOOOODOOOOOOOO
O00oooo0oooo0oo0 100 VLANOOOOOOOOOOOooooooooO VLAND
O000oooo0doooo VLANOODOOOOooooooo

FRAME 0O0O0OU0OO0OO0OO0OOTAGGEM ODOUOOMUNTAGGEM ODOOODMMOOODODOOUNTAGGED
00000000000000000 defaultD 00 VLANOOOODOOOODODOODOOODOOO
00000 VLANDOOOOOODOOOOODOOOO0O0O0oODO0o00o0o0o0O000 VLAN default O
000000000 UNTAGGEDOODOODOODO VLANDOOODOOOODOODOO VLAN default
000000000000 UNTAGGEDO

UPLINK VLANOOOOOOOOOOOO VLANOPrivateVLANOOOOOODOOODOOOOOO
Oo0oU0ooo0o0o0oo0oo0oooo00oo0oooooooooooooPORTOOOO
O0000D0O0DO00O0O0OOVLAN defaultDOOO Private VLANO OO OODOOODOODOOOO
0000000 Private VLANOOOOODODOOOODODOOOODO0ODOOOODODOOOOO

GROUP VLANOOOOOOOOOODOO VLAND Private VLANOOOOOOOOOODODOOOOOOO
oo0oooo0ooooooooooooooooooooo0oo0OVLANOOODOOOoDooo
00 VLANOPrivate VLANO O OO OOOOODOUPLINKOOOOOO GROUPOOODOOOO
ooooU0oo0oo0ooo0o0o0oooo0oo0o0o0o0LOoO0LO0o0o0O00o0oOPORT
0000000000000 00O0OVLAN default 0000 Private VLANDO OO OOOODOOO
00000o0ooooo pPrivateVLANOOOODODOOODOODOOODOODOOOOOOOOOOO

g
m VLANorangeO OO O 130240 0000000000000 000O0O0O

ADD VLAN=or ange PORT=13-24
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ADD VLAN PORT

m00 250 VLANwhiteO orange 00 000000000000

ADD VLAN=whi t e PORT=25 FRAME=TAGGED
ADD VLAN=or ange PORT=25 FRAME=TAGGED

goooog

DELETE VLAN PORTO 1250000
SHOW VLANDO 2890000
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CREATE STP

CREATE STP

O00000000ooO0 /0000000000000
CREATE STP=st pnane

stpname: STPO OO0 O001015000000000000000 000000000000 OO0OOOOOOO
ooo

g0

STPOOOO0OOOOOOISO00O0O0O0O0OOO
ooooosSTPOOO0OOOOOOOOOOOOOODOOO

goooog

STP STPOOOOO

g
s STPOO0OOOmystp0 000000

CREATE STP=nystp

goooog

DESTROY STPO 126 OO O
ENABLE STPO 1610000
SETSTPO 2010000
SHOW STPO 2570000
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CREATE SWITCH TRUNK

CREATE SWITCH TRUNK

00o0ooO0ooooooo /000

CREATE SW TCH TRUNK=t r unk [ PORT=port-1ist] [ SELECT={MACSRC|MACDEST]
MACBOTH|I PSRC|| PDEST|I PBOTH}] [ SPEED={10M100M1000M]

trunk: 000000000 D1015000000000000000 @M O000DO000DOO0ODDOO0DDOOODO
ooo
port-list: 0000000000100 0000DO0O0OO0OO0ODOOOOOOOOODD

00

ooooooooooooooenUiOoObOOoOOOnOO
goooog

TRUNK 000000000 LACPOOOOOODOOLACPOLink Aggregation Control Protocoll
goooobooobobooobooooboobbooobooboobbobbuoo

PORT 0000000O00OO0OOOCOOCUOOO0O0O0OOOOODOOOOOO8UOUOOOOOOOOO
O00000oo00ooooooooooooooooooooooooon VLANDODDODOOOO
gooooboogo

SELECT 0O0U0O0O0OO00OO0OO0OU0O0O0O00O0O0U0O0OO0OOoOoUOoOoooooUoooouoooon
OO00O0O0OMACSRCOOUOO MACOOOUOMMMACDESTO OO MACOUOOOMmMMACBOTH
goooooo MACOOOOMmMIPSRCOOO IPOOOOMMIIPDESTOOO IPOOOOMmMIPBOTH
gooOooo IPOOO0O0U0O0O0OOOOOOOOOOO MACBOTHO

SPEED 0OO0U0OO0OO000O0O0O0OOCOU0O0O0O0OOOOCOOU0OU0OOOOOOOUOOOOOOOOOOOOO
O00O0UOO0OUOOOAUTONEGOTIATED DO OOOOOoOOO 100MO

g
s 0000000 0OuplinkDOOOOOOODOOOOOD000MOOOO

CREATE SW TCH TRUNK=upl i nk SPEED=100M

goooogn

oooo0ooUooooooooOooooooOoIPOOOOODOOOOOOOSELECTOOOOOODODO
OoooooooooooIiPOOOUOIPDESTOOOOOOOOOOOOOOOOUOOOO
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon
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goooog

ADD SWITCH TRUNKDO 1100 0O 0O
DELETE SWITCH TRUNKO 1240000
DESTROY SWITCH TRUNKO 1270000
SET SWITCH TRUNKDO 2190 0 OO
SHOW SWITCH TRUNKDO 287 00 00O

oooood

CREATE SWITCH TRUNK
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CREATE VLAN

CREATE VLAN

000000000000 /00000 LAN

CREATE VLAN=vI annane VI D=2.. 4094 [ {PROTECTED|PRI VATE}]

vlanname: VLAN O 0O1015000000000000000_ M 00000000000DODOOO0O0DODOO0OO
OdefaultCD ALLOOOODOO0DOOOO0OOOOODODOOOOOD

g0

VLANOOOOOO
googgg

VLAN VLANOOOOOOOOOOOOODOOO0OO000O00000 101500000000000000
0000000000000 oooOooooDdefaultD ALLOOOOODOO00 OO M vianXXXXO
OXXXXOOODO0ODOoOOo0o0oooooooooooXXXXO0o0oo VIDOVLAN IDOOoDooooo
0000000 OVLANOOOOOOOOOODOOOODOoO0OOSHOW VLANOOOOOOooO
OOOVLANDOOOOOOOOOOOOOO0O00o0o000000vVLANOOOOODOOOOooo
cooboooooboooobooooooooooooo

VID VLANIDOOOOOOOOOOO0O00000ooooooooo0o00o000o0ooo0oo10 VEAN
default 00O O00DO0OO0OOO0OOOOOOOOO

PROTECTED 00000000 O0OD20000000000000000000OO Protected VLANI
00003000000 0000000d0 VLANDOOOOOOooooooooooooooo
OUntagged0 OO0 00000000000 TaggedO OO D ODOODOOODOOOOOODOOOODO
000000 VLANOOOOIGMP Snooping0 0O 00O0OOOPRIVATEOOOOOOOODOOO
VLANO OOOODODOOO

PRIVATE 0OOOO VLANOPrivate VLANOOOOOOOOODOODODOOPROTECTEDOOODOO
oooooogo

o
m VLAN oranged VLAN ID=200 0000001

CREATE VLAN=or ange VI D=20

goooogn

VLANDO 25400VLAN defaut 0O OO 0000000000 OIPODOOOOOOOOOO 3200
VLANDO OO
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googod

ADD VLANPORTO 1110 00O
DESTROY VLANO 1280000
SHOW VLANO 2890000

oooood
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DELETE DHCPSNOOPING BINDING

DELETE DHCPSNOOPING BINDING

O000O00O0O0oooO0 / DHCP Snooping

DELETE DHCPSNOOPI NG BI NDI NG =rmacadd] | P=i padd

macadd: MAC 0O 0 0 O O XX-XX-XX-XX-XX-xx 0 0 0 O
ipadd: IPO OO0

g0

DHCP Snooping0 0000000000000 DOODOODOOODOOOOOOOOOOOIPOOODOOO
cooooooooooobooooobooooboooo

goooog

BINDING 0O0OO0OO0OOOO0 MACOOODOOADDDHCPSNOOPINGBINDINGOD OOOO MACO
oobooooooboooboooobood
IP oooooooIrPOoOO

goooog

ADD DHCPSNOOPING BINDINGO 910000
SHOW DHCPSNOOPING DATABASED 2240000
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DELETE LACP PORT

DELETE LACP PORT

000000000000 /LACPO IEEE 802.3ad0

DELETE LACP PORT=port-|ist

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

O0o0oo0oo0oo0 LACPOOOOOOODOODOOODOODOO LACPOOOODOOM
O0o0ooo0oooo0ooooUooooUo LACPOOODOOOOODODODO

goooog

PORT OOOOOO

g
m 00040 LACPOOOOODOOOO

DELETE LACP PORT=4

goooog

ADD LACPPORTL 930 OO0
SET LACPPORTO 186 00 0O
SHOW LACP PORTO 2300000
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DELETE STP VLAN

DELETE STP VLAN

00o00o0o0oO0ooooo /0000000000000

DELETE STP=stpnane VLAN={vI annane|2. . 4094|ALL}

stpname: STPO OO0 O001015000000000000000 000000000000 OO0OOOOOOO
ooo
vlanname: VLANO 010150000000 00000000 M 00000000O0DOO00000OO0O0DOOOO

g0

O0oOooooSTPOOOOOOOOOOO VLANDOODOODOO
goooog

STP STPOOOOODDOODOODOOODOODOOOVLAND defaultSTPOODOOOOODOOOOOODO
VLAN STPOOOOOOOOOOVLANDOOOO VLANIDOOOOOODOOODOO VLAN O default
STPOOOOOOO

goooog

ADD STP VLANO 90000
SHOW STPO 2570000
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DELETE SWITCH FILTER

DELETE SWITCH FILTER

00o0o00o00o0ooooo /00000000000000O

DELETE SW TCH FI LTER PORT=port - nunber ENTRY=entry-Ii st

port-number: 0000000000100
entry-list: 0000000000310 0000000000000 O0O0OOOO0O

g0

ooooooooooooooorbBOOOOOOODOOOODOOOOODOOOOODODOOOODODODOOO
ooooooooooooo0oooooooo0 100000000 ooo0n

goooog

PORT OOOO0OO0OOOOOOOO
ENTRY 000000000 O0OO0OOOO0O0O0OOOOOO0O0O0DOOOOO0000OOOO000O0O0DOOO
0O SHOWSWITCHFILTERO OO OOOOODOODOOOoOoOoooo

g
s 0002000000000000 2040506070000000

DELETE SW TCH FI LTER PORT=2 ENTRY=2, 4-7

goooog

ADD SWITCHFILTERO 970 00O
SHOW SWITCH FILTERO 27300 00
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DELETE SWITCH L3FILTER

DELETE SWITCH L3FILTER

00o0o0o0ooooooo /000000 IPOOOOO

DELETE SW TCH L3FILTER=filter-id

filter-id: DO DDOOOD10140

g0

ooooooIPOO0DDOOODDOOO
oooU00o0oooo00oooo00oooo000oo0o0000o0ooUO0o0000oDELETE SWITCH
L3FILTERENTRYO O OO OOOOOOODOOOOO0OOO0OOO0ODOO0OO0oOooooo
O0O00ooo0oOooooooono SHOW SWITCHL3FILTERO O OOOOOOOoOoOoOooooooo
ooooooOoOoooooooooOoOooboOooooooobooOo0ooooo0ooooOoo0ooooo 100
ooooooooood

goooog

L3FILTER OOO0OO0OO0OO0OO0OOOO0OOOO0OOO0O0OO0 SHOW SWITCH LIFILTEROOOOODOO
cooooooood

goooog

ADD SWITCH L3FILTER MATCHO 1050 00 O
SET SWITCH L3FILTER MATCHO 2120000
SHOW SWITCH L3FILTERO 2750000
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DELETE SWITCH L3FILTER ENTRY

DELETE SWITCH L3FILTER ENTRY

00o0o0o0ooooooo /000000 IPOOOOO

DELETE SW TCH L3FI LTER=filter-id ENTRY=entry-id

filter-id: DO DDOOOD10140
entry-id: 00 000000101240

g0

ooooooIPOO0DOOOO0DOOOOODOOOOODOOOOODOOOOO
O0o0000oo0oo0ooo0ooooooon SHOW SWITCH L3FILTEROODOOOOOOOO
oooooooOooooooOoooooooooooooooooo 1000000000 bDoOo0O0

goooog

L3FILTER OOO0O0OO0OO0OO0O0OOOO0OOOO0OO0OO0O0O0 SHOW SWITCH LIFILTEROOOOODOO
cooooooood

ENTRY 0O0O0O000O0O0O0O0ODOO0ODOOO0OO0OOOO0OO SHOW SWITCHL3FILTEROOO OO ENTRY
cobobooooobooooooobobooooobooooooooooooon

goooog

ADD SWITCH L3FILTER ENTRYD 990 00O
SET SWITCH L3FILTER ENTRYDO 207 00O O
SHOW SWITCH L3FILTERO 2750000
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DELETE SWITCH TRUNK

DELETE SWITCH TRUNK

00o0ooO0ooooooo /000

DELETE SW TCH TRUNK=t r unk PORT={port-1/ist|ALL}

trunk: 0000000000 1015000000000000000_ @M O000DO000DOOO0DDOOO0DDOOODO
ooo
port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

g0

ooooooooboooooooooood
goooog

TRUNK 000000000
PORT 0OO0O0O0O0O0OOOOOOALLOOOOODOOOOODOOOOODOOOOOOOOOOO

goooog

ADD SWITCH TRUNKDO 1100 0O 0O
CREATE SWITCH TRUNKO 1140000
DESTROY SWITCH TRUNKO 1270000
SET SWITCH TRUNKDO 2190 0 OO
SHOW SWITCH TRUNKDO 287 00 00O
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DELETE VLAN PORT

DELETE VLAN PORT

000000000000 /00000 LAN
DELETE VLAN={vl annane|1. . 4094} PORT={port-/ist|ALL}

vlanname: VLANO 010150000000 00000000 @M 00000000O0DOO00000OO0O0DOOOO
port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

g0

VLANOODOOOOODooo
VLAN  default OO0 VLANOOOOOOOOODODOOOOOOODODOOOO0OO0DOOOO VLAN default
pcooooooooooo

goooog

VLAN VLANOOOO VLANIDO
PORT 0O0O0O0OO0O0OOOOOALLOOOOODOOOOOO VLANOOOOOOOOOOOOOOOO

o
mVLANorange O OO OO 1000000

DELETE VLAN=or ange PORT=1

goooogn

00000000000 VLANDOOOOOoOooooooooooooooooooooooooOd VEAN
oooooooobooooooooooooooooboooooooog

00000 VLANOPrivate VLANO O OO OOOOOODOOOO0OOOOOODOOOO0OOOOOOOOO
00000000 1080000000000 0DELETE VLAN=somevlan PORT=1-800000000
ooo

goooog

ADD VLANPORTO 1110000
SHOW VLANDO 2890000
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DESTROY STP

DESTROY STP

00o00o0o0oO0ooooo /0000000000000

DESTROY STP={st pnane|ALL}

stpname: STPO OO0 O001015000000000000000 000000000000 OO0OOOOOOO
ooo

g0

ooooooosSTPOOOOODOODOOO
OO0 VLANOOOODO STPOOOOOOOOOODOOOOOOO DELETESTPVLANOOOOO VLAN
oooooooooboooobooooood

goooog

STP STPOOOOODOdefault STPOOODOOOOODALLODODODODOOOdefaultSTPOOOOODO
OSTPO0O0OOOOOOOODOODOOODOODOODOODOODOSTPOOODOOOOO VLANDOOO
coboboooomooooooooooooooooood

goooog

CREATESTPO 1130000
DISABLE STPO 1370000
ENABLE STPO 1610000
SETSTPO 2010000
SHOW STPO 2570000
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DESTROY SWITCH TRUNK

DESTROY SWITCH TRUNK

00o0ooO0ooooooo /000

DESTROY SW TCH TRUNK=t r unk

trunk: 0000000000 1015000000000000000_ @M O000DO000DOOO0DDOOO0DDOOODO
ooo

g0

oooooooooooooon
0000000000000 00000000000ODELETESWITCHTRUNKOOOOOOOOOOO
oooooooooooboooobobooon

goooog

TRUNK 000000000

goooog

ADD SWITCH TRUNKDO 1100 0O 0O
CREATE SWITCH TRUNKO 1140000
DELETE SWITCH TRUNKDO 1240000
SET SWITCH TRUNKDO 2190 0 OO
SHOW SWITCH TRUNKDO 287 00 00O

gooooo CentreCOM 8624EL D0 U0 DODOODOO 2.8 127
J613-M0688-02 Rev.C



DESTROY VLAN

DESTROY VLAN

000000000000 /00000 LAN

DESTROY VLAN={vI annane|2. . 4094|ALL}

vlanname: VLAN O 01015000000000000000_ 0000000000000 M defaultCoOO00
goooooooooooooooo

g0

VLANOOOOOO

VLANdefault 00 0000000000000 0O0OO0 VLANODOOOOOOODOODODOOODODOOO
oooooo0O0 VLANOVLAND IPOOOOOOOOOOOOOOOOOOOODODOOODOOO0O0OO
oooooooooolPOOOOO0OOOOOOOOOOOOOOOOODOOOOO

goooog

VLAN VLANOOOO VLANIDOALLOOOOOOOOOVLAN default00OOOOO0O VLANO
O00O0OOOVLANdefaultOOOOooOoOO

goooog

CREATEVLANO 1160000
SHOW VLANDO 2890000
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DISABLE DHCPSNOOPING

DISABLE DHCPSNOOPING

O000O00O0O0oooO0 / DHCP Snooping

DI SABLE DHCPSNOOPI NG

g0

DHCP Snooping0 00000000000 O0OOO

goooog

ENABLE DHCPSNOOPINGO 150 0 00O
SHOW DHCPSNOOPINGO 2210000
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DISABLE DHCPSNOOPING ARPSECURITY

DISABLE DHCPSNOOPING ARPSECURITY

O000O00O0O0oooO0 / DHCP Snooping

DI SABLE DHCPSNOOPI NG ARPSECURI TY

g0

DHCP SnoopingD 0000000000 ARPOOODOOODOODOOODOODOOOOOOOODO

goooog

ENABLE DHCPSNOOPINGO 150 0 00O
ENABLE DHCPSNOOPING ARPSECURITYO 1510000
SHOW DHCPSNOOPINGO 2210000
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DISABLE DHCPSNOOPING OPTIONS82

DISABLE DHCPSNOOPING OPTION82

O000O00O0O0oooO0 / DHCP Snooping

DI SABLE DHCPSNOOPI NG OPTI ON82

g0

DHCP Snooping0 000000000000 O0OOO0ODO0OO0OO0ODOOO0OOOOODOOO 8200
oooooooooboooobooooogod

goooog

ENABLE DHCPSNOOPINGO 150 0 00O
ENABLE DHCPSNOOPING OPTIONS820 152000 O
SHOW DHCPSNOOPINGO 2210000

gooooo CentreCOM 8624EL D0 U0 DODOODOO 2.8 131
J613-M0688-02 Rev.C



DISABLE LACP

DISABLE LACP

000000000000 /LACPO IEEE 802.3ad0

DI SABLE LACP

g0

LACPOOODOOOOODOOOOODOODOOODOOO
LACPUOOOOOOOOOOOOO LACPOODOOOOODOODOO

goooog

ENABLE LACPO 1530000
SHOW LACPO 2290 000
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DISABLE LACP DEBUG

DISABLE LACP DEBUG

000000000000 /LACPO IEEE 802.3ad0

DI SABLE LACP DEBUG={NMSGPACKET|STATE|TRACE|ALL}

g0

LACPOOUOOOOOOOOOOODOODOOODOODOOOOODOOOO
goooog

DEBUG O0O0O00O00O00O0OO0OMSGDLACPOOOOOOOOOUOOOOMPKTOLACPOOODOO 16
OUOOMMSTATEDOOOOOOODMmMTRACED D0 OO0DOO0OOO0OOOODODODMALLOODODOOO
ooooooooogd

goooog

ENABLE LACP DEBUGO 1540 0 0
SHOW LACPO 2290000
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DISABLE PORTAUTH

DISABLE PORTAUTH

00o00o0o0oooooo /00000

DI SABLE PORTAUTH] ={8021X|MACBASED}]

g0

OoooooooseiXooooo MACOOOOOODOODOOOOoOoooooooooooooo
goooog

PORTAUTH 00OOO0O0OO0O8021XH802.1X 00O M MACBASEDOMACOODOOOOOOOOOOO
0000 s8oIXooooooo

goooog

DISABLE PORTAUTH PORTO 136 0 0 OO

ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 157 0000

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O
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DISABLE PORTAUTH DEBUG

DISABLE PORTAUTH DEBUG

00o00o0o0oooooo /00000

DI SABLE PORTAUTH] ={8021X|MACBASED}] DEBUG={ALL |PACKET|STATE}
PORT={port-1Iist|ALL}

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

00

O0o00o0oooooOooooostiXooooo MACOOOOOOOoOooooooooooooooo
ooooogoooon

goooog

PORTAUTH 0O0OO0OO0OO0OO0O8021XH802.1X 00O MMACBASEDOMACOODOODOOOOOOOOO
0000 s8oXooooooo

DEBUG O0O0O0OO0OUOOUOOALLOOOOMMPACKETDOOOOOOOMSTATED OO OOOOOO
O0OOPACKETOOPORTAUTHDO 802X OO OOOOOOOOOO

PORT O0O0OO0O0O0O0OOOOOOOOOO

goooog

ENABLE PORTAUTHO 1550000
ENABLE PORTAUTH DEBUGO 156 0 0 0O O
ENABLE PORTAUTH PORTO 157 0000
SHOW PORTAUTH PORTO 246 0O O O
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DISABLE PORTAUTH PORT

DISABLE PORTAUTH PORT

00o00o0o0oooooo /00000

DI SABLE PORTAUTH] ={8021X|MACBASED}] PORT={port-/ist|ALL}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

Oo0o0oO0oooooooooostiXooooo MACOOOOOOOoOooooooooooooooo
oooo

goooog

PORTAUTH 0O0OO0OO0O0OO0O8021XH802.1X 0 0OMMACBASEDOMACOODOOOOOOOOOOO
0000 s8oXooooooo
PORT O0O0OO0O0O0O0OOOOOOOOOO

goooog

DISABLE PORTAUTHO 1340000
ENABLE PORTAUTHO 1550000
ENABLE PORTAUTH PORTO 157 0000
SHOW PORTAUTH PORTO 246 0O O O
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DISABLE STP

DISABLE STP

00o00o0o0oO0ooooo /0000000000000

DI SABLE STP={st pnane|ALL}

stpname: STPO OO0 O001015000000000000000 000000000000 OO0OOOOOOO
ooo

g0

ooooSTpPOd0O0O0OO0OOU0OO0OOUOO0OOOOOOOUOOOOOOOOOOOO
default STPOO OO OOOD STPOOODOOOOODOOOOO

goooog

STP STPOOUOOODALLOOOODOOOOOOOOOODOOOOOOOOOODOOOOOOOOOO
ooo

goooog

CREATESTPO 1130000
DESTROY STPO 126 OO O
ENABLE STPO 1610000
SETSTPO 2010000
SHOW STPO 2570000
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DISABLE STP DEBUG

DISABLE STP DEBUG

00o00o0o0oO0ooooo /0000000000000

DI SABLE STP={st pnanme|ALL} DEBUG={MSGPKT|STATE|ALL }

stpname: STPO OO0 O001015000000000000000 000000000000 OO0OOOOOOO
ooo

g0

STPOUOOO0OOO0OOOOOOODOOODOOOO
goooog

STP STPOOOOOO
DEBUG 000000000 OOOOOOMSGOSTPOOOOOOOOODOODOOMmMPKTOSTPOOO
OO0 ASCHOOWMSTATED OO0 OO0O0oOoOoo0mALLOOOOOO0OOOooooooooooo

goooog

DISABLE STP PORT DEBUGO 140 0 00O O
ENABLE STP DEBUGO 1620 0 0O
SHOW STP DEBUGD 262 0 00 O
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DISABLE STP PORT

DISABLE STP PORT

00o00o0o0oO0ooooo /0000000000000

DI SABLE STP PORT={port-/ist|ALL}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

cooooooboobooboooooobooooobooon
oooO0ooooooooU0o0o0oUoOooooobOo0o0ooOoooOo sSTPOOOOOOOO
ooooooooon

goooog

PORT 0O0O0O0O0O0OO0OO0OOO0OOOODALLOOOOOOOOOOODOODOODOOOODOOOOOOOOO
oooooooooooo

goooog

ENABLE STPPORTO 1630000
SET STPPORTD 2030000
SHOW STPPORTO 2630000
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DISABLE STP PORT DEBUG

DISABLE STP PORT DEBUG

00o00o0o0oO0ooooo /0000000000000

DI SABLE STP PORT={port-/ist|ALL} DEBUG={MSGPKT|STATE|ALL}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

STPOOOO0OOO0OOOOOOODOOOOOO
goooog

PORT O0O0OO0O0O0O0OOOOODOOO
DEBUG 000000000 OOOOOOMSGOSTPOOOOOOOOODOODOOMmMPKTOSTPOOO
OO0 ASCHOOWMSTATED OO0 OO0O0oO0oo0o0mALLOOOOOO0OOO0ooOooooooooo

goooog

DISABLE STP DEBUGDO 138 0 0O [
ENABLE STP DEBUGO 1620 0 0O
ENABLE STP PORT DEBUGD 164 0 0 0O
SHOW STP DEBUGD 262 0 00 O
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DISABLE SWITCH AGEINGTIMER

DISABLE SWITCH AGEINGTIMER

00o0o00o00o0ooooo /00000000000000O

DI SABLE SW TCH ACEI NGTI MER

g0

FDBOOOO0O0O0OOOOOOOOOOO0O0O0O0O0O0O0O0ODODOOODOOO0O0O0O0O0O00O00O0O0O00OO
oooooogo

goooog

ENABLE SWITCH AGEINGTIMERO 16500 0O
SET SWITCH AGEINGTIMERO 205000 O
SHOW SWITCHO 2650000
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DISABLE SWITCH DEBUG

DISABLE SWITCH DEBUG

00o00o0o0ooooooo /000000

DI SABLE SW TCH DEBUG={ARL|CM C|DNVA|QOS|S5600|PHY|ALL}

g0

cooooooooboooboooooboooobooooogog
goooog

DEBUG O0U0OO0OU0OOOOOARLOFDBMICMICOCMICOOOOmMDMADOOOOOOOOOOO
000 M QOSO QoS S56000 Broadcom O O O M PHYOPHYMALLOOOODOODOOOODO

goooog

ENABLE SWITCH DEBUGO 166 0 0 0 O
SHOW SWITCHO 2650000
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DISABLE SWITCH L3FILTER

DISABLE SWITCH L3FILTER

00o0o0o0ooooooo /000000 IPOOOOO

DI SABLE SW TCH L3FI LTER

g0

ooooooiPO00O0OOLIDOOOOOOOOOOOODDOOOOODOOOOOOOOOOODOOD
IGMP Snooping0 000000 IPOOOOODOOOOODOOOOOOO

goooog

ENABLE SWITCH L3FILTERO 16700 0O
SHOW SWITCH L3FILTERO 2750000
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DISABLE SWITCH LEARNING

DISABLE SWITCH LEARNING

00o0o00o00o0ooooo /00000000000000O

DI SABLE SW TCH LEARNI NG

g0

ooooooOooooooooorbBOOOOOOODOOOODOOOOODOOOOOO

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooo0ooooooooooo0oooOo0ooO0ooO0oU0oOooO0o0o0OoO0 VLANDDOOODOOO
oooooogo

goooog

ENABLE SWITCH LEARNINGO 168 0 0 OO
SHOW SWITCHO 2650000
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DISABLE SWITCH MIRROR

DISABLE SWITCH MIRROR

00o0ooO0ooooooo /000

DI SABLE SW TCH M RROR

g0

ooooooooooobooooboobooooooooboooooobooobooooobooooon

goooog

ENABLE SWITCH MIRRORI 16900 OO
SET SWITCH MIRRORO 2150000

SET SWITCHPORTO 216 OO O

SHOW SWITCHO 2650000

SHOW SWITCH PORTO 2790000
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DISABLE SWITCH PORT

DISABLE SWITCH PORT

00o0ooO0ooooooo /000

DI SABLE SW TCH PORT={port-/ist|ALL}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

pooooooooooboooooon
goooog
PORT OOOOO

goooog

ENABLE SWITCH PORTO 1700000
SHOW SWITCH PORTO 2790000
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DISABLE SWITCH PORT FLOW

DISABLE SWITCH PORT FLOW

00o0ooO0ooooooo /000

DI SABLE SW TCH PORT={port-/ist|ALL} FLOW{PAUSE}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

000000000000 o0oo0oO0ooOso23xPAUSED DO OOODOOOOOOOOOOO
goooog
PORT OOOOO

FLOW 000000 DOOPAUSED8023xPAUSED D0 ODOOOO0OOODOOO FullDuplexDOOO
ooooogd

goooogn

O000O00O00PAUSEOOOOOOOOOOOOOOOOOOOOOOOOOO0OO0OOOOO PAUSE
ooooooooooooogd

goooog

ENABLE SWITCH PORT FLOWO 1710000
SHOW SWITCH PORTO 2790000
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DISABLE SWITCH STPFORWARD

DISABLE SWITCH STPFORWARD

00o00o0o0ooooooo /000000

DI SABLE SW TCH STPFORWARD

g0

BpODUOOOOOOOO0DODOOOODODOOOODODOO0O0OO

goooog

ENABLE SWITCH STPFORWARDO 1720000
SHOW SWITCHO 2650000
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DISABLE VLAN DEBUG

DISABLE VLAN DEBUG

000000000000 /00000 LAN

DI SABLE VLAN={v/ annane|1. . 4094|ALL} DEBUG={PKT|ALL}

vlanname: VLANO 010150000000 00000000 @M 00000000O0DOO00000OO0O0DOOOO

g0

VLANOOOOOOODOOoOoOooooooooooooooooooo
goooog

VLAN VLANOOOO VLANID
DEBUG O0O0O00O00O00O0O0PKTOOOOOO ASCIIOO MALLOOOOOOOOOOOOOOOOO

goooog

ENABLE VLAN DEBUGO 1730000
SHOW VLAN DEBUGO 2920000
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ENABLE DHCPSNOOPING

ENABLE DHCPSNOOPING

O000O00O0O0oooO0 / DHCP Snooping

ENABLE DHCPSNOOPI NG

g0

DHCP Snooping0 00000000000 O0OOO

goooog

DISABLE DHCPSNOOPINGO 1290000
SHOW DHCPSNOOPINGO 2210000
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ENABLE DHCPSNOOPING ARPSECURITY

ENABLE DHCPSNOOPING ARPSECURITY

O000O00O0O0oooO0 / DHCP Snooping

ENABLE DHCPSNOOPI NG ARPSECURI TY

g0

DHCP SnoopingD 0000000000 ARPOOODOOODOODOOODOODOOOOOOOODO

goooogn

O0O0OO0ODHCPSnoopingD 0 OO0OO0OOOOOOOOOOO
Oooooooooooooo MACOOUOOOOOOOOOOOoOooooooOooooooooooo
ARPOOOOOOOOODOOOOODOODOO

goooog

ADD DHCPSNOOPING BINDINGO 9100 OO

DISABLE DHCPSNOOPINGO 1290000

DISABLE DHCPSNOOPING ARPSECURITYD 13000 00O
SHOW DHCPSNOOPINGO 2210000
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ENABLE DHCPSNOOPING OPTION82

ENABLE DHCPSNOOPING OPTION82

O000O00O0O0oooO0 / DHCP Snooping

ENABLE DHCPSNOOPI NG OPTI ON82

g0

DHCP Snooping 0000000000000 O0O0O0O0O0O0ODDOOOOOOOOOOOOOOO 8200
googooboogooboooboobooboboboo

O00000000000OUntrustedD 000000000000 O0OOO DHCP/BOOTPOOOOOO
gooooooooobooooooboobbobboobogbpboobpbooobboobbobboo
ORemote-ID: 0000 MACOOOO

OCircuit-ID: 0000000 D0DOO0O00ODOOO0OO0OOOOOO VLANID

OSubscriber-ID:0 0000000000000 SET DHCPSNOOPING PORT 0O O O OO SUBSCRIBERID
gooooboogobooobooboo

0000 DHCP/BOOTPUOOOODOODOOOOOOOOODOOOODOOOODDOOOODDOOOO
000000000 DHCP SnoopingO 00000000000 ODODOOODOOOOOOOOOOOOO
gooooboogoboooobooboo

OUntrusted 0000000

OTrusted DO OOOOOODOOOOOOOO

O000000000000000000000000 UntrustedO00O0O00000O0O000O0O0OOOOO
O0000000O0 UntrustedD 0 0000000000000 OOOOOOOOODOOOOOOOO

goooogn

O0O0OO0ODHCPSnoopingD 0 OOO0O0OO0OOOOOOOOOO
O00000ODHCP/BOOTPO O DD OODODENABLE BOOTP RELAY OPTION82O0 0D O0DOOO0O
oooood

goooog

DISABLE DHCPSNOOPINGO 129 0000
DISABLE DHCPSNOOPING OPTIONS820 1310000
SHOW DHCPSNOOPINGO 2210000
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ENABLE LACP

ENABLE LACP

000000000000 /LACPO IEEE 802.3ad0

ENABLE LACP

g0

LACPOOODOOOOODOOOOODOODOOODOOO

goooog

ADD LACPPORTL 930 O 0OO
DELETE LACP PORTO 1190000
DISABLE LACPO 1320000
SHOW LACPO 2290000
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ENABLE LACP DEBUG

ENABLE LACP DEBUG

000000000000 /LACPO IEEE 802.3ad0

ENABLE LACP DEBUG={MBGPACKET|STATE| TRACE|ALL}

g0

LACPOOUOOOOOOOOOOODOODOOODOODOOOOODOOOO
goooog

DEBUG O0O0O00O00O00O0OO0OMSGDLACPOOOOOOOOOUOOOOMPKTOLACPOOODOO 16
OUOOMMSTATEDOOOOOOODMmMTRACED D0 OO0DOO0OOO0OOOODODODMALLOODODOOO
ooooooooogd

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooboooooooooon
goooog

DISABLE LACP DEBUGO 1330000
SHOW LACPO 2290 000
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ENABLE PORTAUTH

ENABLE PORTAUTH

00o00o0o0oooooo /00000

ENABLE PORTAUTH] ={8021X|MACBASED}]

g0

O0o0oooooseiXooooo MACOOOOOOOODOOOoOoooooooooooooo
coooooooboboboooooobobooooooooooooboboooOobObObOboooooooon
0O ENABLE PORTAUTH PORT OO O 0O [

goooog

PORTAUTH 0O0OOO0OO0OO0O8021XH802.1X 0 0OMMACBASEDOMACOODOOOOOOOOOOO
0000 s8oIXooooooo

goooog

DISABLE PORTAUTHO 1340000

DISABLE PORTAUTH PORTO 136 0 0 OO

ENABLE PORTAUTH PORTO 157 0000

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O
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ENABLE PORTAUTH DEBUG

ENABLE PORTAUTH DEBUG

00o00o0o0oooooo /00000

ENABLE PORTAUTH] ={8021X|MACBASED}] DEBUG={ALL |PACKET|STATE}
PORT={port-1Iist|ALL}

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

00

O0o00o0oooooOooooostiXooooo MACOOOOOOOoOooooooooooooooo
ooooogoooon

goooog

PORTAUTH 0O0OO0OO0OO0OO0O8021XH802.1X 00O MMACBASEDOMACOODOODOOOOOOOOO
0000 s8oXooooooo

DEBUG O0O0O0OO0OUOOUOOALLOOOOMMPACKETDOOOOOOOMSTATED OO OOOOOO
O0OOPACKETOOPORTAUTHDO 802X OO OOOOOOOOOO

PORT O0O0OO0O0O0O0OOOOOOOOOO

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooboooooooooon

goooog

DISABLE PORTAUTH DEBUGO 1350000
ENABLE PORTAUTHO 1550000
ENABLE PORTAUTH PORTO 157 0000
SHOW PORTAUTH PORTO 246 0O O O
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ENABLE PORTAUTH PORT

ENABLE PORTAUTH PORT

00o00o0o0oooooo /00000

ENABLE PORTAUTH[ =8021X] PORT={port-/ist|ALL} TYPE=AUTHENTI CATOR
[ CONTROL={AUTHORI SED|AUTO|UNAUTHORI SED}] [ MAXREQ=1. . 10] [ MODE={MULTI |
SINGLE}] [ Pl GGYBACK={TRUE|FALSE}] [ QUI ETPERI QD=0. . 65535]
[ REAUTHENABLED={ TRUE|FALSE}] [ REAUTHVAX=1..10] [ REAUTHPERI QD=1. . 86400]
[ SERVERTI MEQUT=1. . 60] [ SUPPTI MEQUT=1..60] [ TXPERI OD=1..65535]
[ GUESTVLAN={v/ annane|1. . 4094|NONE}] [ SECUREVLAN={ON|OFF}]
[ VLANASS| GNVENT={ENABLED|DI SABLED}] [ M BRESET={ENABLED|DI SABLED}]
[ TRAP={SUCCESS|FAI LURE|BOTH|NONE}]

ENABLE PORTAUTH =8021X] PORT={port-/ist|ALL} TYPE=BOTH
[ CONTROL={AUTHORI SED|UNAUTHOR! SED|AUTO}] [ MAXREQ=1. . 10] [ MODE=SI NGLE]
[ PI GGYBACK={TRUE|FALSE}] [ QUI ETPERI OD=0. . 65535] [ REAUTHENABLED={TRUE|
FALSE}] [ REAUTHVAX=1..10] [ REAUTHPERI OD=1..86400] [ SERVERTI MEQUT=1. . 60]
[ SUPPTI MEQUT=1. . 60] [ TXPERI OD=1.. 65535] [ GUESTVLAN={v/ annane|1..4094|
NONE}] [ VLANASSI GNVENT={ENABLED|DI SABLED}] [ M BRESET={ENABLED|DI SABLED}]
[ TRAP={SUCCESS|FAI LURE|BOTHNONE}] [ AUTHPERI CD=1. . 60]
[ HELDPERI OD=0. . 65535] [ MAXSTART=1..10] [ STARTPERI OD=1. . 60]
[ USERNAME=/ ogi n- nane PASSWORD=passwor d [ METHOD={OTP [ ENCRYPTI ON={ M|
MD5}] |STANDARD}] ]

ENABLE PORTAUTH =8021X] PORT={port-/ist|ALL} TYPE=SUPPLI| CANT
[ AUTHPERI OD=1. . 60] [ HELDPERI CD=0. . 65535] [ MAXSTART=1. . 10]
[ STARTPERI CD=1. . 60] [ USERNAME=! ogi n- nane PASSWORD=password [ METHOD={OTP
[ ENCRYPTI ON={MD4|MD5}] | STANDARD}] |

ENABLE PORTAUTH=MACBASED PORT={port-/ist|ALL} [ CONTROL={AUTHORI SED/AUTQ
UNAUTHORI SED}] [ QUI ETPERI OD=0. . 65535] [ REAUTHENABLED={TRUE|FALSE}]
[ REAUTHPERI OD=1. . 86400] [ SECUREVLAN={ON|OFF}] [ VLANASSI GNVENT={ENABLED)
DI SABLED}] [ M BRESET={ENABLED|DI SABLED}] [ TRAP={SUCCESS|FAI LURE|BOTH|
NONE}]

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

vlanname: VLAN O 01032000000000000000 M 00000000O0DOO00000OO0O0DOOOO
login-name: 00000010640 000000000O000O

password: 0000001064 000000000000DO
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ENABLE PORTAUTH PORT

O000ooooooooooggeiIXooooo MACOOOOOOODOOOODOOUOoooOOOo802.1X
O0o0 MACOOOOODOOODOOOOOOOOOOOOOOOOO82IXOODODODOooooooooooo
0 Authenticatorl Supplicant Authenticator 0 O Supplicant (Both) DD OO0 00000000000
goooooogoo

goooog

PORTAUTH 0000000 0O8021X0802.1X00MmMMACBASEDO MACOOOOOOOOOOOOO
0000 8IXooooooo

PORT 000000000 0OOOOOOO

TYPE 08021X00008021X0 0000000000 OODOOOAUTHENTICATORI Authenticator
00 0O MSUPPLICANTO Supplicant O 0O O D BOTHO Authenticator O 0 0O O O Supplicant 0 O
000000000000 0000Multi-Supplicant0000MODE=MULTIOOOOOOOOO
TYPE=BOTHO OO O OO OOTYPE=AUTHENTICATORO OO OOO OO

CONTROL [11802.1X Authenticator IO O OMACOUOOO00OO0OO0OOOOOOODOO Authenticator
O0000O00DAUTOO 0000000000 mMUNAUTHORISEDD OO O OO MAUTHORISED
O00doooooooooooooooog AUTOO OO0 AUTOOOOOOOOOOOORADIUS
000000000000 Authenticator0 D00 0000000000 O0OOOO AUTHORISED
goooooogooo

MAXREQ [802.1X Authenticator 0 O O 0O Supplicant 0 0 0 0 EAPOL-Request 00O OO O OO0
oooouooogo 200

MODE 0[0802.1X Authenticator O 0 O O Authenticator 0 O OO OO 0O SupplicantD 1000000
00000000000 Single-Supplicant O 0 OO0 MODE=SINGLEOO OSupplicantO 00000
000000000000 Multi-Supplicant 0 0 00 MODE=MULTIO O O O O Single-Supplicant
000000000000 0000000000 Supplicant0 00000000000 O0OO
Supplicant 0 D 0000000000 O0OO0OPIGGYBACKO DO OOODOOOOO DI Multi-
Supplicant D D00 0000000000000 O0O0OOO SupplicantO OO0 O0oooooooOnO
O0000Multi-Supplicant 0 00000000 O0OOTYPEODODOOOODDO BOTHOOOOOO
OO0AUTHENTICATOROOOOOOOOOOOOOO SINGLEDO

PIGGYBACK [0802.1X Single-Supplicant Authenticator O O 0O [Bingle-Supplicant 0 0 [0 MODE=SINGLED
0000000000000 Supplicant0 0000000000000 DOOOO0OO0OOOOOOOO
O0000000D0000TRUECOUOOOFRALSEDOODOOOODODOO TRUEO

QUIETPERIOD [1802.1X Authenticator 0 DO OMACO OO OO OOOOSupplicant0 00000 O
O0OSupplicant 0000000000000 MOO0O0OO0O00ODOO00ODOO0O00OO0OO0OO0OOOOO
goooooeonno

REAUTHENABLED [00802.1X Authenticator DD O OMACOOOOOOOO0OOOOOOOO Sup-
plicant 00 0000000000000 TRUEODOODODOOOOFALSEDODOOOOOODOOOO
000 FALSEO

REAUTHMAX [0802.1X Authenticator 0 D 0000000000 EAPOL-Request 00 0000 OO
gooooooooo 200

REAUTHPERIOD [0802.1X Authenticator DO O OMACOOO0OOOOODOOSupplicant0 0000
O00moooooo 360000
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ENABLE PORTAUTH PORT

SERVERTIMEOUT [802.1X Authenticator 0 0 O ORADIUS O 0O 0O OO Access-Request 0 000 O
OORADIUSOOOOOO0OOOOOOOODOOmMOOOOoOoGg 3000

SUPPTIMEOUT 0 802.1X Authenticator 0 0 O OSupplicant 0 EAP-Request 0 0 0 O O 0O OSupplicant
go000O00o0oUooDmoUuoooo 3000

TXPERIOD 0[0802.1X Authenticator 0 0 O O Supplicant0 EAPOLO 0 0O0O0O0OOO0OOOOOOOC
oooooo 300

GUESTVLAN [0802.1X Single-Supplicant Authenticator 0D OO OO0 VLANOOOOOOOOO
00000000 VLANDODODOO VLANIDOOOOOOOONONEDODOOO VLANOOOOO
O00U0UO0O0O0OO0OEAPOLOOODOOOOUOOU0OOOOOOUOOOOOOOOOO VLANDODO
O000000dUEAPOLO0O0OOOOOOOOOOOOOOOUOO VLANOOOOOOooO
000 VLANOOODOOOOODOOOOOOOSingle-Supplicant 0 000 MODE=SINGLEO O O
0000000000 NONEO

SECUREVLAN [0802.1X Multi-Supplicant Authenticator OO O OMAC OO OO OO0ODOO802.1X O
00 Multi-Supplicant 0 0 O 0O MODE=MULTIO O MACOOOOOOOODOOOO VLANDODO
O00000000200000 Supplicant0 000000000000 O0000O0O0 ONOOOO
00000200000 Supplicant0 0000000000 Supplicant0 00 VLANOOOOO
0000000 UOOFFO0 00000000 UO VLANOOOOOooooooooooooo
00200000 SupplicantD 0000000000000 OO SupplicantO000 VLANODOO
0000000000000 Multi-Supplicant0000MODE=MULTIOOOOOOOMACOO
g00000oUoU0ooooooooood ONO

VLANASSIGNMENT 0802.1X Authenticator DO O OMACOOODOOODOOOOOODOOO VLAN
00000000000 0ORADIUSOOOOOOOOOO Tunnel-Private-Group-IDOOOOOOO
00000000 VLANODODOUOOODOOOOoODOoOOoOOO ENABLEDO

MIBRESET 0[0802.1X Multi-Supplicant Authenticator OO OMACOOOOOO OO O802.1X 00O
0O Multi-Supplicant 0 0 OO0 MODE=MULTIOO MACOOOOODOOODOOOOOOOOOOOO
OO0 Supplicant 00 000000000000 OOO0OOOOO ENABLEDO

TRAP [1802.1X Authenticator DO O OMACOOOODOOODOOOOODOOOOODOO SNMPOOO
O000000000O0SUCCESSOOOOO0OOOOOSupplicant0 0000000000000
0000000000000 SNMPOOOOOOOODOOFAILUREDOOOOODOOOSupplicant
O00oo0o0ooooooo SNMPOUOOODUODUOODODOOOBOTHOOOOOOOOOSUCCESS O
FAILUREOOOOOOO SNMPOOUOOUOUOOOOONONEOOOODOOOOOOOOOOOO
00 NONEO

AUTHPERIOD [0802.1X Supplicant O 0O O O Authenticator 0 EAP-Response D D OO0 0000000
Authenticator 0 0 0000000000 O0OO0O0O0O 3000

HELDPERIOD 00 802.1X Supplicant0 00000000 OAuthenticator 0000000000000
goooooeonno

MAXSTART [802.1X Supplicant 0 0 0 O EAPOL-Start 0 000000000 OO Supplicant0 OO
OOEAPOL-Start 0 0000 MAXSTARTOOOOOOOOOOOO OO Authenticator 0 0 0 O
gdo0d0U00O0ooOoUooUooDUoUUoUooooooo 300

STARTPERIOD [0802.1X Supplicant 0 O O 0O Authenticator 0 EAPOL-Start D00 00000000
Oo00mooooog 3000

USERNAME 0802.1X Supplicant0 0000000000000 SupplicantO 0000000000
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ENABLE PORTAUTH PORT

O00ooOoooOo PASSWORDOOOOOOOOOOOOOOODOODOOOOOOOOOOOO
00000000 O0OSET PORTAUTHUSERNAMED OO OO OODOOOOOOOOOOOOOO
pobobooooooooobooooooooooooooooooooon

PASSWORD [0802.1X Supplicant0 0000000000000 SupplicantD 0000000000
000000000 USERNAMEDOOOOOOOOOOOOOOOOMETHODOOOOOOO
STANDARD O OO OOOOOOOOOMETHODOOUOOUOOOOOOOOOOOeO630000
OOoo0oooOMETHODOOOOOOO OTPOOOOOOOOOI006300000000O
0000000000 OTP Initialisation Password 0 D000 0000000000000 0O0OO
000000000000 0SET PORTAUTHUSERNAMED ODOOOOOOOOOOOOOOO
oobobooooooooooooooboooooboooooogoooooooooon

METHOD [0802.1X Supplicant0 00 000000000000 DODOOOSTANDARDD EAP-MD500
00 OTPO One-TimePasswordOO O OOOOOOTPOOODOOODODENCRYPTIONOOOO
Oo0o0oo0oU00oooo0ooU0oUooooUOoooooooooooog STANDARDO

ENCRYPTION 0802.1X Supplicant0 0 0000000000000 O0OOO0OOOOOOMD4OMD5
ooooooooooooo MDSOMETHOD O OOOOOO OTPOOOOOOOOODOOO
ooooo

goooogn

802.1X 000000000 DOOAuthenticatord Supplicant 0 0000000000000 OOOOOO
0000000000000000000000000000000 Authenticator0OD0O00O0O00O0O
ooooooooood

Multi-Supplicant 0 0 O 0 MODE=MULTIO O 802.1X 000000000 ODO0OO0ODOOODOOOOOO
0000000000 Single-Supplicant 000 OMODE=SINGLED DO 00000000

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 88 0 0 OO
ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 157 0000

SET PORTAUTH PORTO 189000 O

SET PORTAUTH PORT SUPPLICANTMACO 1930000
SHOW PORTAUTHO 236 00 OO

SHOW PORTAUTH COUNTERO 239000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O

SHOW PORTAUTH TIMERO 251 00 0O
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ENABLE STP

ENABLE STP

00o00o0o0oO0ooooo /0000000000000

ENABLE STP{=st pnane|ALL}

stpname: STPO OO0 O001015000000000000000 000000000000 OO0OOOOOOO
ooo

g0

STPOUOO0OO0OO0OOOOUOOOO0ODOOOOOOOOOODOOO0ODOODO0OOOODOODOOOOO
oooo

goooog

STP STPOOOOOO

goooog

CREATESTPO 1130000
DESTROY STPO 126 D OO O
DISABLE STPO 1370000
SETSTPO 2010000
SHOW STPO 2570000
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ENABLE STP DEBUG

ENABLE STP DEBUG

00o00o0o0oO0ooooo /0000000000000

ENABLE STP={stpnanme|ALL} DEBUG={MSGPKT|STATE|ALL} [ QUTPUT=CONSOLE]
[ TI MEQUT={1. . 4000000000|NONE}]

stpname: STPO OO0 O001015000000000000000 000000000000 OO0OOOO0OOO
ooo

00

ooooSTPO00O0OOOOOOOOOOOOOOOOO
0000000000000 00000000 TelnetOOODOOOODOOOOODOOOOOODOOOOODOOO
ooooogoooon

goooog

STP STPOOOOOO

DEBUG O0O0O00O0O0O0OOMSGOSTPOOOOOOOODOODOOOMMPKTOSTPOOOOO ASCI
O0MSTATED OO OOOOOO0DOODOMALLODOODODOO0ODOO0OOO0Ooooooo

OUTPUT 0OOOO00OO0OOOO0OOOO0OOOOCONSOLEDOOOOOOODOOOOODOOOoOOoOoon
oooboooooooobooooboodooooboooboooooooooooooooooon

TIMEOUT 0OO0OO0O0O0O0O0O0O0O0O0OO0OO0OO0mMOOO0OOOO0OO0OOOO0OOOOOoOODoOOO

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooboooooooooon
goooog

DISABLE STP DEBUGDO 138 0 0 O [
SHOW STP DEBUGD 262 0 00 O
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ENABLE STP PORT

ENABLE STP PORT

00o00o0o0oO0ooooo /0000000000000

ENABLE STP PORT={port-/ist|ALL}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

cooooooboobooboooooobooooobooon
oooooooooooooePDULOOOOOOOOOOOOOOOOOODOOOODOOOOOOODODOO
ooo

goooog

PORT 0O0O0O0O0O0OO0OO0OOO0OOOODALLOOOOOOOOOOODOODOODOOOODOOOOOOOOO
oooooooooooo

goooog

DISABLE STPPORTO 1390000
SET STPPORTD 2030000
SHOW STPPORTO 2630000
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ENABLE STP PORT DEBUG

ENABLE STP PORT DEBUG

00o00o0o0oO0ooooo /0000000000000

ENABLE STP PORT={port-/ist|ALL} DEBUG={MSGPKT|STATE|ALL}
[ QUTPUT=CONSOLE] [ TI MEQUT={1. . 4000000000|NONE}]

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

00

STPOOOO0OOO0OOOOOOODOOOOOO
goooog

PORT O0O0OO0O0O0O0OOOOODOOO

DEBUG O0O0O00O0O0O0OOMSGOSTPOOOOOOOODOODOOOMMPKTOSTPOOOOO ASCI
O0MSTATED OO OOOOOO0DOODOMALLODOODODOO0ODOO0OOO0Ooooooo

OUTPUT 0OO0OOO0UOOOOOO0OOOOOOCONSOLEDOOOOOOODOOOOODOOOOoOoon
oooboooooooobooooboodooooboooboooooooooooooooooon

TIMEOUT 0OO0OO0O0O0O0O0O0O0O0O0OO0OO0OO0mMOOO0OOOO0OO0OOOO0OOOOOoOODoOOO

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooboooooooooon

goooog

DISABLE STP DEBUGD 138 0 0O [
DISABLE STP PORT DEBUGO 140 0 00O O
ENABLE STPO 1610000

SHOW STP DEBUGD 262 0 00 O
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ENABLE SWITCH AGEINGTIMER

ENABLE SWITCH AGEINGTIMER

00o0o00o00o0ooooo /00000000000000O

ENABLE SW TCH AGEI NGTI MER

g0

FDBOOOOOOOOOOOODOOOO0OOO0O0OOO00OO0O00DOO0OO00ODOOODOOOOOO
oooood

goooog

DISABLE SWITCH AGEINGTIMERO 1410000
SET SWITCH AGEINGTIMERO 205000 O
SHOW SWITCHO 2650000
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ENABLE SWITCH DEBUG

ENABLE SWITCH DEBUG

00o00o0o0ooooooo /000000

ENABLE SW TCH DEBUG={ARL|CM C|DVA|QCS|S5600|PHY|ALL} [ QUTPUT=CONSOLE]
[ TI MEQUT={1. . 4000000000|NONE}]

g0

cooooooooboooboooooboooobooooogog
0000000000000 00000000 TelnetOOODOOOODOOOODOOOOOODOOOOODOOO
ooooogoooon

goooog

DEBUG O00O0OU0OOOOOARLOFDBMICMICOCMICOOOOmMDMADOOOOOOOOOO
000 M QOSU QoS S56000 Broadcom 0 O O (M PHYOPHYMALLOOOODOODOOOODO

OUTPUT 0OO0OOO0O0OOOOOOOOOOOOCONSOLEDOODOOOOODOOOOODOOOoOoOoon
coooooooooooooooo

TIMEOUT 0OO0OO0O0O0O0OO0O0O0O0OO0OO0OO0mMOOO0OOO0OODOO0OOOO0OOODoOOO

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooboooooooooon
goooog

DISABLE SWITCH DEBUGO 1420000
SHOW SWITCHO 2650000
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ENABLE SWITCH L3FILTER

ENABLE SWITCH L3FILTER

00o0o0o0ooooooo /000000 IPOOOOO

ENABLE SW TCH L3FI LTER

g0

ooooooiPO00O0OOLIDOOOOOOOOOOOODDOOOOODOOOOOOOOOOODOOD
IGMP Snooping0 000000 IPOOOOODOOOOODOOOOOOO

goooog

DISABLE SWITCH L3FILTERO 1430000
SHOW SWITCH L3FILTERO 2750000
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ENABLE SWITCH LEARNING

ENABLE SWITCH LEARNING

00o0o00o00o0ooooo /00000000000000O

ENABLE SW TCH LEARNI NG

g0

ooooooOooooooooorbBOOOOOOODOOOODOOOOODOOOOOO

goooog

DISABLE SWITCH LEARNINGO 1440000
SHOW SWITCHO 2650000
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ENABLE SWITCH MIRROR

ENABLE SWITCH MIRROR

00o0ooO0ooooooo /000

ENABLE SW TCH M RROR

g0

ooooooooooobooooboobooooooooboooooobooobooooobooooon

goooog

DISABLE SWITCH MIRRORO 145000
SET SWITCH MIRRORO 2150000

SET SWITCHPORTO 216 OO O

SHOW SWITCHO 2650000

SHOW SWITCH PORTO 2790000
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ENABLE SWITCH PORT

ENABLE SWITCH PORT

00o0ooO0ooooooo /000

ENABLE SW TCH PORT={port-/ist|ALL}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

oooooooooboooooboooo
goooog

PORT OOOOO

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0O000O00OO00OOSETSWITCHPORTOOOOO LEARNOOOOOODOOODOODOOOODOOOO
cooooooooooooogo

goooog

DISABLE SWITCH PORTO 146 0 O O
SHOW SWITCH PORTO 2790000
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ENABLE SWITCH PORT FLOW

ENABLE SWITCH PORT FLOW

00o0ooO0ooooooo /000

ENABLE SW TCH PORT={port-/ist|ALL} FLON{PAUSE}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

000000000000 o0oo0oO0ooOso23xPAUSED DO OOODOOOOOOOOOOO
goooog
PORT OOOOO

FLOW 000000 DOOPAUSED8023xPAUSED D0 ODOOOO0OOODOOO FullDuplexDOOO
ooooogd

goooogn

O000O00O00PAUSEOOOOOOOOOOOOOOOOOOOOOOOOOO0OO0OOOOO PAUSE
ooooooooooooogd

goooog

DISABLE SWITCH PORT FLOWO 1470000
SHOW SWITCH PORTO 2790000
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ENABLE SWITCH STPFORWARD

ENABLE SWITCH STPFORWARD

00o00o0o0ooooooo /000000

ENABLE SW TCH STPFORWARD

g0

BpODUOOOOOOOO0DODOOOODODOOOODODOO0O0OO
oooOoosTpPOO0UOOU0OOOOOODOODOODOOOOOOOOODOODOODOODOOODOOODOOOOD
ooooBpPDULOOOOOOOODOOOOODOOOO
oooBPDULOOOIOOODOOODOOOOOOOOOSTPOOOOOODOOOOOOODOOODOOOODO
ooooooooooooooooBPDUOODOOOOOOOOOODODOOO
BPDUOODOOOOODOODOODOOOODO BPDUO Bridge Procotol Data Unit0 D0 000000000
oooooooooooooon

goooog

DISABLE SWITCH STPFORWARDO 148 00 0 O
SHOW SWITCHO 2650000
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ENABLE VLAN DEBUG

ENABLE VLAN DEBUG

000000000000 /00000 LAN

ENABLE VLAN={v/ annane|1.. 4094|ALL} DEBUG={PKT|ALL} [ QUTPUT=CONSOLE]
[ TI MEQUT={1. . 4000000000|NONE}]

vlanname: VLANO 010150000000 00000000 @M 00000000O0DOO00000OO0O0DOOOO

00

VLANOOOOOOODOOoOoOooooooooooooooooooo
goooog

VLAN VLANOOOO VLANID

DEBUG O00O0O0O00O00O0O0OPKTOOOOOO ASCIIODO MALLOOOOOOOOOOOOOOOOO

OUTPUT 0OOOO00OO0OOOO0OOOO0OOOOCONSOLEDOOOOOOODOOOOODOOOoOOoOoon
oooboooooooobooooboodooooboooboooooooooooooooooon

TIMEOUT 0OO0OO0O0O0O0OO0O0O0O0OO0OO0OO0mMOOO0OOO0OODOO0OOOO0OOODoOOO

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooboooooooooon

goooog

DISABLE VLAN DEBUGO 1490000
SHOW VLAN DEBUGO 2920000
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PURGE LACP

PURGE LACP

000000000000 /LACPO IEEE 802.3ad0

PURCGE LACP

g0

LACPOOODOOOOODOOOOOO

goooogn

Oo0o0oO0oooooooo LACPOOOOOOODOODOODOODOODOOODOODOODOOOOODOOOOD
cooooooooboooooboooo

goooog

DISABLE LACPO 1320000
SHOW LACPO 2290 000
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PURGE PORTAUTH PORT

PURGE PORTAUTH PORT

00o00o0o0oooooo /00000

PURGE PORTAUTH] ={8021X|MACBASED}] PORT={port-/ist|ALL}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

O0o0ooooooooooooOoso2iAXoooMACOOOODODODOOoOooooooooo
goooog
PORTAUTH 0O0OOO0OO0OO0O8021XH802.1X 0 0OMMACBASEDOMACOODOOOOOOOOOOO

0000 s8oIXooooooo
PORT O0O0OO0O0O0O0OOOOOOOOOO

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooooooooooooocooooboooo

goooog

DISABLE PORTAUTHO 1340000
DISABLE PORTAUTH PORTO 136 0 U OO
SHOW PORTAUTH PORTO 246 0O O O
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PURGE STP

PURGE STP

00o00o0o0oO0ooooo /0000000000000

PURCE STP

g0

cooooooooboooboooooboooobooooogog
default STPO OO STPOOODOOOOOOOOOODOODOOOOOHelloTimeOOODOOOOOOODO
ooo

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooooooooobooooooboooooooood

goooog

RESET STPO 18000 0O

SETSTPO 2010000

SET STPPORTO 2030000

SHOW STPO 2570000

SHOW STP COUNTERO 2600 00O
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RESET LACP PORT COUNTER

RESET LACP PORT COUNTER

000000000000 /LACPO IEEE 802.3ad0

RESET LACP PORT[ ={port-/ist|ALL}] COUNTER

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

00000000 LACPOOOODOODOOOOODOOOOO
goooog
PORT OOOOOO

goooog

PURGE LACPO 1740000
SHOW LACPO 2290000
SHOW LACP PORTO 2300000
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RESET PORTAUTH PORT

RESET PORTAUTH PORT

00o00o0o0oooooo /00000

RESET PORTAUTH ={8021X/MACBASED}] PORT={port-/ist|ALL}
[ SUPPLI CANTMAC=nacadd]

port-list: 000000000010 0000000000O0OO0OOOOOOOOO
macadd: MAC 0O 0 0 O O XX-XX-XX-XX-XX-Xxx 0 0 0 O

00

O0o0o0ooooooooooooos2iaXoooMACOOOOUOOoOooooooooooo
goooog

PORTAUTH 0000000 0O8021X0802.1X00MmMMACBASEDO MACOOODOOOOOOOOOO
0000 8IXooooooo

PORT 000000000 O0OOOOOOO

SUPPLICANTMAC Supplicant0 MACOOOOOOOOOO OO 0O OMulti-Supplicant 0 O O
OMODE=MULTIDOOCOOOOMACOOOUOUOOUOOOUOOOOOoOoog

goooog

DISABLE PORTAUTHO 1340000

DISABLE PORTAUTH PORTO 136 0 U OO

ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 157 0000

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O
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RESET PORTAUTH PORT MULTIMIB

RESET PORTAUTH PORT MULTIMIB

00o00o0o0oooooo /00000

RESET PORTAUTH[ ={8021X|MACBASED}] PORT={port-/ist|ALL} MJLTIM B

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

802.1X Multi-Supplicant 0 0 O O Authenticator 0D 0O O00OOOMACOOOOOOOODOOOOODO
0000 SET PORTAUTH PORT SUPPLICANTMACO OO OOODOOODOODO SupplicantD 0000
ooooo

goooog

PORTAUTH 0O0OO0OO0OO0OO0O8021XH802.1X 00O MMACBASEDOMACOODOODOOOOOOOOO
0000 s8oXooooooo

PORT 000000000 DOO0OOOODOOOODOOOMulti-SupplicantD 000 MODE=MULTIO
ooooooMACOOUOOOOOOOUOOUOOOOO

goooog

DISABLE PORTAUTHO 1340000

DISABLE PORTAUTH PORTO 136 0 0 OO

ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 157 0000

SET PORTAUTH PORT SUPPLICANTMACO 1930000
SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O
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RESET STP

RESET STP

00o00o0o0oO0ooooo /0000000000000

RESET STP={st pnane|ALL}

stpname: STPO OO0 O001015000000000000000 000000000000 OO0OOOOOOO
ooo

g0

O0oOoSTPOd0O0OOOOOUOO0OO0OOOOOUOOOOOOOOOOOO
OO0 STPOOOOOOOOOOOSTPOOOOOOODOOOOODOOOOOOOOOOO

goooog

STP STPOOOOUOODALLOOOOOOOOOOOOSTPOOOOOOOOOOO

goooog

PURGE STPO 176 O OO

SETSTPO 2010000

SHOW STPO 2570000

SHOW STP COUNTERO 2600 00O
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RESET SWITCH

RESET SWITCH

00o00o0o0ooooooo /000000

RESET SW TCH

g0

ooooooooboooooooooood
o0ooooooooooooooooorbBOOOOOOOOOOOOOOO0OODOOODOOOODOOO
oooooooooooboooobooboooobooooboooooooooboogooonoog

goooog

SHOW SWITCHO 2650000
SHOW SWITCHFDBO 2700 00 O

gooooo CentreCOM 8624EL D0 U0 DODOODOO 2.8 181
J613-M0688-02 Rev.C



RESET SWITCH PORT

RESET SWITCH PORT

00o0ooO0ooooooo /000

RESET SW TCH PORT={port-/ist|ALL} [ COUNTER]

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

cooooooooboooobooooooooon
00o0o00o0oo0o0ooOo@)Uoo0oo0o0oo00o0oo0EUOo00oooo0DoOoDoooooo
000@UooOooooooooooooooo

goooog

PORT OOOOO
COUNTER 0OOO0OO0O0O0OO0OO0OOOOOOOODOOOOODOOOO

goooog

DISABLE SWITCH PORTO 146 0 O O
ENABLE SWITCH PORTO 1700000
SHOW SWITCH PORTO 2790000
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SET DHCPSNOOPING CHECKINTERVAL

SET DHCPSNOOPING CHECKINTERVAL

O000O00O0O0oooO0 / DHCP Snooping

SET DHCPSNOOPI NG CHECKI NTERVAL=1. . 3600

g0

DHCP SnoopingD 0 0000000000000 O0OOOOOOODOOOODOOO
ogooUoooooeo0UiOUOOUOOOUOOOUOOOUOOODODOODOOOODOODOIPODOODOODOOODO
coooooooboooooooooooooobobooooooooboooobooboooooooboooon
ooooot

goooog

CHECKINTERVAL 0OO0O0O0O0OO0O0O0OMMOOOOOOe60OO

goooogn

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
000000000000 bindingsdsnOOOO0OOO0OOOODHCP Snooping0000O00O0OOOOO
coooooboooooboooboooooooooooooboooboooobooboooOoobooboooon
cooooooooooooogo

goooog

ENABLE DHCPSNOOPINGO 150 0 0 0O
SHOW DHCPSNOOPINGO 2210000
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SET DHCPSNOOPING PORT

SET DHCPSNOOPING PORT

O000O00O0O0oooO0 / DHCP Snooping

SET DHCPSNOOPI NG PORT={port-/ist|ALL} [ MAXLEASES=0. . 100]
[ SUBSCRI BERI D=st ri ng] [ TRUSTED={YES|NOON|OFF| TRUE|FALSE}]

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD
string: 0000050 00000000000D0D0000DODO0O0DDO0OO0DOO0ODDOOOO

00

000000000000000 DHCP SnoopingD 0 0O0OO0OOO
goooog

PORT 000000000 O0OOOOOOO

MAXLEASES OOOCOOOOO0OIPOOO0O000OOODOOOOUOOOOOOOOOOOUODHCPOOOO
O0MmoooooooiPODOO0O0OOOOOOOODOmMOOOOOO 10

SUBSCRIBERID 0O OO00O0O0O Subscriber-IDO00000ODHCP SnoopingO 0000000000
g0o00oooOoOooOoO0oooOoOO0O0U00U000UOO0O gUUoOOU00DoooooooooooDO
0000000000000 l0oo00oooooooooooooooooooooooonog
000000 Subscriber-IDO OO 0ODOOOODDOOOOODOOOOOOOOOOOOOOOOOO
0000000000 0000000000000 00000Subscriber-IDOOODOOOOOOO
0000000000000 OSubscriber-IDOOO0OODOOOOOOOMM

TRUSTED DHCP Snooping0 000000000 YESOONOTRUED OO O OO OODHCP Snooping
0000000000000 000 TrustedDOOOOO0OO0O0OO0OO0ODOOOOOOODNOOOFFO
FALSEOOOOOOOOODHCP SnoopingD 0000000000 ODOO UntrustedD OO0
0000000000000 00000M 000000 NOOUntrusted OO O

goooogn

MAXLEASES O OO OOUOOOOOUOOOOOOOOOODHCPOOOOOOOOOOOOOADD
DHCPSNOOPING BINDING O OUOOUOOOOOUOOUOOUOOOOoOooooIiPOOOOOUOOOOOO
O000ooo000ooOo000oOo000ooOO00 1000000000000 0O00000O0OO00@

goooog

ADD DHCPSNOOPING BINDINGO 9100 OO
ENABLE DHCPSNOOPINGO 150 0 00O

ENABLE DHCPSNOOPING OPTIONS820 15200 0O
SHOW DHCPSNOOPINGO 2210000
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SHOW DHCPSNOOPING PORTO 227 000 O
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SET LACP PORT

SET LACP PORT

000000000000 /LACPO IEEE 802.3ad0

SET LACP PORT={port-1list|ALL} [ ADM NKEY=0..65535] [PRI ORI TY=0. . 65535]
[ MODE={ACTI VE|PASSI VE}] [ PERI ODI C={FAST|SLOW]

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

00

O0oOooooooooUo LACPOUOOOOOUOOOOOOO
goooog

PORT OOOOOO

ADMINKEY LACPOUOOOOOOO0OOOOOOOOOOOOOOOOODOODOOOODOMLACPOOO
O00ooooo0 VLANOOOOOOooooooooooooooooo looooooooooo
o00oooooooooo0ooo loooooooooooooooooooooo0oLoo0o0n
O0000oo000oooooooo ADMINKEYDOOOOOOOOOOOOADMINKEY OOO
o00oooo0oooooooooooooooooobooom@oooooo 1o

PRIORITY LACPOOOOOOOOOOOOOOOOODOOOOODOOOOODOOLACPOOOOOO
oooooooooooooooo40b0000000000000O0DOOO0O0O0ODOO0OO00O0ODO
ooobooooooooooooooooooooooooooooooobooooooooogg
ooobooooooooooooooooooooooooooooooobooooooooogg
O0o00o0oooo0oooo0oooo0oooo0ooooOoooooOoD 327680

MODE LACPOOUOOUOOOOOOACTIVEOPERIODICOOOODOOOOOOOOODO LACPOODO
OU00O00O0O0O0O0OO0MPASSIVEDOOOOOOO LACPOOODOOOODOOODOOO LACPO
O0o0000o0o0ooooooooooooog ACTIVED

PERIODIC ACTIVEOOOOO LACPOOOOOOOOOOFRASTO1OMMISLOWO30000O00OO
000000000 FASTO

goooog

ADD LACPPORTL 930 OO0
DELETE LACP PORTO 1190000
SHOW LACP PORTO 2300000
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SET LACP PRIORITY

SET LACP PRIORITY

000000000000 /LACPO IEEE 802.3ad0

SET LACP PRI ORI TY=0. . 65535

g0

LACPOOODOOOOOOOOOODOODOOOO
goooog

PRIORITY LACPUOOOOOOOOOOOOOOOODOOOOOOOOOOOOOOOO LACPOO
Oo0oOooooooooooooOoOoOoOoOoOo IDOMACOOOOOOO0OO0OOOOODSSystem
priority data identifier0 D000 0000000000000 0O0OO0OOOOOOOOODOOOO
00 327680

goooog

SHOW LACPO 2290000
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SET PORTAUTH IDTOGGLE

SET PORTAUTH IDTOGGLE

00o00o0o0oooooo /00000

SET PORTAUTH[ =8021X] | DTOGGLE={ON|OFF}

g0

802.1X Multi-Supplicant0 D0 0000000 Authenticator 00000 OO DEAPO OO OO Identifier
gooooobooobooooboooboboooboooboboo

Supplicant 0 00 Windows XPSP2 000000000000 O0OOIDTOGGLE=ONOODOOOOOOO
googoooooobooobooboobobooboo

goooog
PORTAUTH 0000000000 OO0OOOO 8021X0802.1X000000000000O 8021X0O0OO
ooboooooobooobooooobood

IDTOGGLE EAPOOOOO ldentifler00 0000000000000 0O0ODOOOONODOOOODOO
000 l1000000000U0OFFOODOODOOODOODODOODDOODOODODOODOON OFFD

goooogn

IDTOGGLE=ON O ODOO0OOO0O0O0DO0O0DO0DO0O0OO00O WindowsXPOOOOOODODOODOOOOO
coooooooooooooooooooobobooboooooobooooboooobooOog
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SET PORTAUTH PORT

SET PORTAUTH PORT

00o00o0o0oooooo /00000

SET PORTAUTH[ =8021X] PORT={port-/ist|ALL} TYPE=AUTHENTI CATCR
[ CONTROL={AUTHORI SED|AUTO|UNAUTHORI SED}] [ MAXREQ=1. . 10] [ MODE={MULTI |
SINGLE}] [ Pl GGYBACK={TRUE|FALSE}] [ QUI ETPERI QD=0. . 65535]
[ REAUTHENABLED={ TRUE|FALSE}] [ REAUTHVAX=1..10] [ REAUTHPERI QD=1. . 86400]
[ SERVERTI MEQUT=1. . 60] [ SUPPTI MEQUT=1..60] [ TXPERI OD=1..65535]
[ GUESTVLAN={v/ annane|1. . 4094|NONE}] [ SECUREVLAN={ON|OFF}]
[ VLANASS| GNVENT={ENABLED|DI SABLED}] [ M BRESET={ENABLED|DI SABLED}]
[ TRAP={SUCCESS|FAI LURE|BOTH|NONE}]

SET PORTAUTH] =8021X] PORT={port-/ist|ALL} TYPE=BOTH [ CONTROL={AUTHORI SED|
UNAUTHORI SEDJAUTO}] [ MAXREQ=1. . 10] [ MODE=SI NGLE] [ Pl GGYBACK={TRUE|
FALSE}] [ QUI ETPERI OD=0. . 65535] [ REAUTHENABLED={TRUE|FALSE}]

[ REAUTHVAX=1. . 10] [ REAUTHPERI OD=1..86400] [ SERVERTI MEQUT=1. . 60]

[ SUPPTI MEQUT=1. . 60] [ TXPERI OD=1.. 65535] [ GUESTVLAN={v/ annane|1. . 4094
NONE}] [ VLANASSI GNVENT={ENABLED|DI SABLED}] [ M BRESET={ENABLED|DI SABLED}]
[ TRAP={SUCCESS|FAI LURE|BOTHNONE}] [ AUTHPERI CD=1. . 60]

[ HELDPERI OD=0. . 65535] [ MAXSTART=1..10] [ STARTPERI OD=1. . 60]

[ USERNAME=/ ogi n- nane PASSWORD=passwor d [ METHOD={OTP [ ENCRYPTI ON={ M|
MD5}] |STANDARD}] ]

SET PORTAUTH[ =8021X] PORT={port-1list|ALL} TYPE=SUPPLI CANT
[ AUTHPERI OD=1. . 60] [ HELDPERI CD=0. . 65535] [ MAXSTART=1.. 10]
[ STARTPERI CD=1. . 60] [ USERNAME=! ogi n- nane PASSWORD=password [ METHOD={OTP
[ ENCRYPTI ON={MD4|MD5}] | STANDARD}] |

SET PORTAUTH=MACBASED PORT={port-/ist|ALL} [ CONTROL={AUTHORI SED/AUTQ
UNAUTHORI SED}] [ QUI ETPERI OD=0. . 65535] [ REAUTHENABLED={TRUE|FALSE}]
[ REAUTHPERI OD=1. . 86400] [ SECUREVLAN={ON|OFF}] [ VLANASSI GNVENT={ENABLED)
DI SABLED}] [ M BRESET={ENABLED|DI SABLED}] [ TRAP={SUCCESS|FAI LURE|BOTH|
NONE}]

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

vlanname: VLAN O 01032000000000000000 M 00000000O0DOO00000OO0O0DOOOO
login-name: 00000010640 000000000O000O

password: 0000001064 000000000000DO
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SET PORTAUTH PORT

O0o0oo0oOooooooooose21Xooooo MACOOOODODOODoOOooooooo

goooog

PORTAUTH 0000000 0O8021X0802.1X00MMMACBASEDO MACOOODODOOOOOOOOO
0000 8IXooooooo
PORT 000000000 O0OOOOOOO
TYPE 08021X00008021X0 0000000000 OODODOOAUTHENTICATORI Authenticator
00 0O MSUPPLICANTO Supplicant 0 0O O D BOTHO Authenticator O O 0O O O Supplicant 0 O
000000000000 0000Multi-Supplicant0000MODE=MULTIOOOOOOOOO
TYPE=BOTHO OO O OO OOTYPE=AUTHENTICATORO OO OOO OO
CONTROL [1802.1X Authenticator IO O OMACOUOOO00OO0OO0OOOOOOODOO Authenticator
O0000O00DAUTOO 0000000000 mMUNAUTHORISEDD OO O OO MAUTHORISED
O00doooooooooooooooog AUTOO OO0 AUTOOOOOOOOOOOORADIUS
000000000000 Authenticator0 D 000000000000 O0OOOO AUTHORISED
goooooogooo
MAXREQ [802.1X Authenticator 0 O O 0O Supplicant 0 0 0 0 EAPOL-Request 00O OO O OO0
oooouooogo 200
MODE [0802.1X Authenticator 0 0 O O Authenticator 0 0O OO OO OO SupplicantD 1000000
00000000000 Single-Supplicant 0 0 00 MODE=SINGLEOO OSupplicantO 00000
000000000000 Multi-Supplicant 0 0 00 MODE=MULTIO O O O O Single-Supplicant
000000000000 0000000000 Supplicant0 00000000000 O0OO
Supplicant 0 D 00000000000 OO0OPIGGYBACKO DO OODODOOOOO DI Multi-
Supplicant D D00 0000000000000 O0O0OOO SupplicantOOO0O0ooOoooooOnO
O00000Multi-Supplicant 0 00 0O0000O0O0OOTYPEODODOOOODDO BOTHOOOOOO
OO0AUTHENTICATOROOOOOOOOOOOOOO SINGLEDO
PIGGYBACK [0802.1X Single-Supplicant Authenticator 0 O O [Bingle-Supplicant 0 0 [0 MODE=SINGLED
0000000000000 Supplicant0 0000000000000 DOOOO0OO0OOOOOOOO
O0000000D0000TRUECOUOOOFRALSEDOODOOOODOOO TRUEO
QUIETPERIOD [1802.1X Authenticator 0 DO OMACO OO OOOOOOSupplicant0 000000
OO0OSupplicant 0000000000000 MO0O0O000OOO00ODOO0OO00OO0OO0OOOOOO
goooooeonno
REAUTHENABLED [00802.1X Authenticator DD O OMACOOOOOOO0OOOOOOOOO Sup-
plicant 0 0 0000000000000 TRUEODOODODOOOOFALSEDOOOOOOODOOOO
000 FALSEO
REAUTHMAX [0802.1X Authenticator 1 D 0000000000 EAPOL-Request 00 0000 OO
gooooooooo 200
REAUTHPERIOD [0802.1X Authenticator DO O OMACOOO0OOOOODOOSupplicant0 0 OO0
O00moooooo 360000
SERVERTIMEOUT [802.1X Authenticator 0 0 O ORADIUS O 0O 0O OO Access-Request 0 000 O
OORADIUSOOUOOO0OOOOOOOOODOOmMOOOoOoOoGO 3000
SUPPTIMEOUT 0802.1X Authenticator 0 0 O OSupplicant 0 EAP-Request 0 0 0 O O 0O OSupplicant
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SET PORTAUTH PORT

go000O00o0oUooDmoUuoooo 3000

TXPERIOD 0[0802.1X Authenticator 0 0 O O Supplicant0 EAPOLO 0 0O0O0O0OOOOOOOOOC
oooooo 300

GUESTVLAN [0802.1X Single-Supplicant Authenticator 0D OO OO0 VLANOOOOOOOOO
00000000 VLANDODODOO VLANIDOOOOOOOONONEDOOOO VLANOOOOO
O00U0UO0O0O0OO0OEAPOLOOODOOOOUOOU0OOOOOOUOOOOOOOOOO VLANDODO
O000000dUEAPOLO0O0OOOOOOOOOOOOOOOUOO VLANOOOOOoooO
000 VLANOOODOOOOODOOOOOOOSingle-Supplicant 0 000 MODE=SINGLEO O O
0000000000 NONEO

SECUREVLAN [0802.1X Multi-Supplicant Authenticator OO D OMAC OO OO OO0DOOO802.1X O
00 Multi-Supplicant 0 0 O 0O MODE=MULTIO O MACOOOOOOOODOOOO VLANDODO
O00000000200000 Supplicant0 000000000000 O0000O0O0 ONOOOO
00000200000 Supplicant0 0000000000 Supplicant0 00 VLANOOOOO
0000000 UOOFFO0 0000000 OUO VLANOOOOODooooooooooooo
00200000 SupplicantD 0000000000000 OO SupplicantO000 VLANODOO
0000000000000 Multi-Supplicant0000MODE=MULTIOOOOOOOMACOO
g00000oUoU0ooooooooood ONO

VLANASSIGNMENT 0802.1X Authenticator DO O OMACOOODOOODOOOOOODOOO VLAN
00000000000 0ORADIUSOOOOOOOOOO Tunnel-Private-Group-IDOOOOOOO
00000000 VLANODODOOODOOOOoOOoOOOOO ENABLEDO

MIBRESET [0802.1X Multi-Supplicant Authenticator OO OMACOOOOOO OO 0802.1X 00O
0O Multi-Supplicant 00 OO0 MODE=MULTIOO MACOOOOODOOODOOOOOOOOOOOO
OO0 Supplicant 00 000000000000 OOO0OOOOO ENABLEDO

TRAP [1802.1X Authenticator DO O OMACOOOODOOODOOOOODOOOOODOO SNMPOOO
O000000000O0SUCCESSOOOOO0OOOOOSupplicant0 0000000000000
0000000000000 SNMPOOOOUOOOODOOFAILUREDOOOOODOOOSupplicant
O00o0o0o0oooooo SNMPOUOOODUODUOODOOOBOTHOOOOOOOOOSUCCESS O
FAILUREOOOOOOO SNMPOOUOOUOUOOOOONONEOOOODOOODOOOOOOOOO
00 NONEO

AUTHPERIOD [0802.1X Supplicant O 0O O O Authenticator 0 EAP-Response D D OO0 0000000
Authenticator 0 00000000000 OOO0O0O0O 3000

HELDPERIOD 00 802.1X Supplicant0 00000000 OAuthenticator 0000000000000
goooooeonn

MAXSTART [802.1X Supplicant 0 0 0 O EAPOL-Start 0 000000000 OO Supplicant0 OO
OOEAPOL-Start 0 0000 MAXSTARTOOOOOOOOOOOO OO Authenticator 0 0 0 O
gdo0d0U00O0ooOoUooUooDUoUUoUooooooo 300

STARTPERIOD [0802.1X Supplicant 0 O O 0O Authenticator 0 EAPOL-Start D00 00000000
Oo00mooooog 3000

USERNAME 0802.1X Supplicant0 0000000000000 SupplicantO 0000000000
000000000 PASSWORDOOOOOOODOOOOOOOOOODOODUOOOOOOOoOooOO
000000000 dSET PORTAUTHUSERNAMEO OO OO OODOOoOooOOoooooooooo
gooooboooboooobooooboobbooboobuoobbuooboo
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SET PORTAUTH PORT

PASSWORD [0802.1XSupplicant0 0000000000000 SupplicantD 0000000000
000000000 USERNAMEDOOOOOOOOOOOOOOOOMETHODOOOOOOO
STANDARD O OO OOOOOOOOOMETHODOOUOOUOOOOOOOOOOeO630000
OOoo0oooOMETHODOOOOOOO OTPOOOOOOOOOI006300000000O
0000000000 OTP Initialisation Password 0 D000 0000000000000 0O0OO
000000000000 0SET PORTAUTHUSERNAMED ODOOOOOOOOOOOOOOO
oobobooooooooooooooboooooboooooogoooooooooon

METHOD [0802.1X Supplicant0 00 000000000000 DODOOSTANDARDD EAP-MD500
00 OTPO One-TimePasswordOO O OOOOOOTPOOODODOOOODENCRYPTIONOOOO
Oo0o0oo0oU00oooo0ooU0oUooooUOoooooooooooog STANDARDO

ENCRYPTION 0802.1X Supplicant0 0 0000000000000 O0OOO0OOOOOOMD4OMD5
ooooooooooooo MDSOMETHOD O OOOOOO OTPOOOOOOOOODOOO
ooooo

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 88 0 0 OO
ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 1570000

SET PORTAUTH PORTO 189000 O

SET PORTAUTH PORT SUPPLICANTMACO 1930000
SHOW PORTAUTHO 236 00 OO

SHOW PORTAUTH COUNTERO 239000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O

SHOW PORTAUTH TIMERO 251 00 0O
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMAC

00o00o0o0oooooo /00000

SET PORTAUTH[ =8021X] PORT={port-/ist|ALL} SUPPLI CANTMAC=nacadd
[ CONTROL={AUTHORI SED|AUTO|UNAUTHORI SED}] [ MAXREQ=1. . 10]
[ QUI ETPERI OD=0. . 65535] [ REAUTHENABLED={TRUE|FALSE}] [ REAUTHVAX=1..10]
[ REAUTHPERI OD=1. . 86400] [ SERVERTI MEQUT=1..60] [ SUPPTI MEQUT=1. . 60]
[ TXPERI OD=1. . 65535] [ SECUREVLAN={ON|OFF}] [ VLANASSI GNVENT={ENABLED)
DI SABLED}] [ M BRESET={ENABLED|DI SABLED}] [ TRAP={SUCCESS|FAI LURE|BOTH|
NONE}] [ DEFAULT]

SET PORTAUTH=MACBASED PORT={port-/ist|ALL} SUPPLI CANTMAC=nmacadd
[ CONTROL={AUTHORI SED|AUTO|UNAUTHORI SED}] [ QUI ETPERI OD=0. . 65535]
[ REAUTHENABLED={TRUE|FALSE}] [ REAUTHPERI OD=1. . 86400] [ SECUREVLAN={ON|
OFF}] [ VLANASSI GNVENT={ENABLED|DI SABLED}] [ M BRESET={ENABLED|DI SABLED}]
[ TRAP={SUCCESS|FAI LURE|BOTH|NONE}] [ DEFAULT]

port-list: 000000000010 0000000000O0OO0OOOOOOOOO
macadd: MAC 0 0 0 O O XX-XX-XX-XX-xX-xX 0 0 0 0

g0

802.1X Multi-Supplicant0 0 00000000 Authenticator OO0 O O0ODOOOMACOOOOOOODO
0000000 MACOODODOOO Supplicant0 D 000000000 OOOO

goooog

PORTAUTH 0000000 0O8021X0802.1X00MmMMACBASEDO MACOOOOOOOOOOOOO
0000 8IXooooooo

PORT 00000000000 OOOOOOOOOOOOMulti-Supplicantd 000 MODE=MULTIO
O00OO0O0OOMACOOOOOOOOOOOODUODOO

SUPPLICANTMAC Supplicant MACO O OOO

CONTROL [1802.1X Authenticator IO O OMACOUOOO00OO0OO0OOOOOOODOO Authenticator
O0000O00DAUTOO 0000000000 mMUNAUTHORISEDD OO O OO MAUTHORISED
O00doooooooooooooooog AUTOO OO0 AUTOOOOOOOOOOOORADIUS
000000000000 Authenticator0 D00 0000000000 O0OOOO AUTHORISED
goooooogooo

MAXREQ [802.1X Authenticator 0 O O 0O Supplicant 0 0 0 0 EAPOL-Request 0 OO OO O OO0
oooouooogo 200

QUIETPERIOD [802.1X Authenticator 0 DO OMACO OO OO OOOOSupplicant0 00000 O
OO0OSupplicant 0000000000000 MO0O0O000OOO00ODOO0OO00OO0OO0OOOOOO
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SET PORTAUTH PORT SUPPLICANTMAC

goooooeonno

REAUTHENABLED [0802.1X Authenticator DD O OMACOOOOOO0OO0OOOOOOOO Sup-
plicant 00 0000000000000 TRUEODOODODOOOOFALSEDODOOOOOODOOOO
000 FALSEO

REAUTHMAX [0802.1X Authenticator 0 D 0000000000 EAPOL-Request0 0 0000 OO
gooooooooo 200

REAUTHPERIOD [0802.1X Authenticator DO O OMACOOOOOOODOOSupplicant0 0000
O00moooooo 360000

SERVERTIMEOUT [802.1X Authenticator 0 0 O ORADIUS OO0 OO Access-Request 0 000 O
OORADIUSOOOOOO0OOOOOOOODOOmMOOOOoOoGg 3000

SUPPTIMEOUT 0 802.1X Authenticator 0 0 O OSupplicant 0 EAP-Request 0 0 0 O 0 0O OSupplicant
go000O00o0oUooDmoUuoooo 3000

TXPERIOD 0[0802.1X Authenticator 0 0 O O Supplicant0 EAPOLO 0 0O0O0O0COOOOOOOOC
oooooo 300

SECUREVLAN [0802.1X Multi-Supplicant Authenticator OO O OMAC OO OO OO0ODOO802.1X O
00 Multi-Supplicant 0 0 O 0O MODE=MULTIO O MACOOOOOOOODOOOO VLANDODO
O00000000200000 Supplicant0 000000000000 O0000O0O0 ONOOOO
00000200000 Supplicant0 0000000000 Supplicant0 00 VLANOOOOO
0000000 UOOFFO0 00000000 UO VLANOOOOOooooooooooooo
00200000 SupplicantD 0000000000000 OO SupplicantO000 VLANODOO
0000000000000 Multi-Supplicant0000MODE=MULTIOOOOOOOMACOO
g00000oUoU0ooooooooood ONO

VLANASSIGNMENT 0802.1X Authenticator DO O OMACOOODOOODOOOOOODOOO VLAN
O000000000O00ORADIUSOOOOOOOOOO Tunnel-Private-Group-IDOOOOOOO
00000000 VLANODOUOOODOOOOoOOoOOoOOO ENABLEDO

MIBRESET [0802.1X Multi-Supplicant Authenticator OO OMACOOOOOO OO DO802.1X 00O
0O Multi-Supplicant 0 0 OO MODE=MULTIOO MACOOOOODOOODOOOOOOOOOOOO
OO0 Supplicant 0000000000000 O0OOOOOOOO ENABLEDO

TRAP [1802.1X Authenticator DO O OMACOOOODOOOODOOOOODOOOOODOO SNMPOOO
O000000000O0SUCCESSOOO0O0OO0OOOOOSupplicant0 0000000000000
0000000000000 SNMPOOOOUOOOODOOFAILUREDOOOOODOOOSupplicant
O00oo0o0oooooo SNMPOUOOODUODUOODODOOOBOTHOOOOOOOOOSUCCESS O
FAILUREOOOOOOO SNMPOOUOOUOUOOOOONONEOOOODOOOOOOOOOOOO
00 NONEO

DEFAULT 0000 SupplicantOD 0000000000000 DOOOODOOOO

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 88 0 0 OO
ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 1570000

SET PORTAUTH PORTO 189000 O
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMACO 1930000
SHOW PORTAUTHO 236 0O OO

SHOW PORTAUTH COUNTERO 239000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O

SHOW PORTAUTH TIMERO 251 00 0O
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SET PORTAUTH USERNAME

SET PORTAUTH USERNAME

00o00o0o0oooooo /00000

SET PORTAUTH[ =8021X] USERNAME=/ ogi n- name PASSWORD=passwor d [ METHOD={OTP
[ ENCRYPTI ON={MD4|MD5}] | STANDARD}]

login-name: 00000010640 00000000000D0O0000DOO0O0DDOOO
password: 00 0000000000000 O0OO0OODOOUOO0OODOOODOOOODOOODOOOOODD

00

Supplicant 0 0000000000000 0O0O00O00OO00OODOOOO0OODOOO0O0OO0OOO0OOOOO
oooood
000000000000 O0Supplicant0 00 0000000000000 ODO0OODOOOOOOO
00000000000 OENABLE PORTAUTHPORT O O OO OSET PORTAUTHPORTO OO OO
SupplicantD 000 0000000000000 O0DOD0000000O0OD0000D0ODOO0OOOSupplicant
cooooooooooooogo

goooog

PORTAUTH 00000000000 O0O0O00 8021XO0802.1XO OO UOOOOOOO 8021X0O0O0O
gooooboooooooboooooboo

USERNAME 00000000000000000O0O00O portAuthportAuth

PASSWORD 00000000000 O0OOCOOMETHODOOUOOOOO STANDARDOOOOOO
gooene300UO0UO0UUOUUUOOMETHODOOUOOODOO OTPOOOOOOOOO10063
O000000000000000000 OTP Initialisation Password DO 0000000000
00000 portAuthportAuth

METHOD 0000000000000 0OOSTANDARDDOEAP-MD50 00O OTPO One-Time Pass-
wordDDOOOOODOOOTPOOOODOOOOOENCRYPTIOND OOODDODODODODOOOOOOO
0000000000 0ooUooUoUooUuoougoog STANDARDO

ENCRYPTION 00000000 O0OOCUOOO0OOOOCOOOOMD4AOMDSOOOOOOOOOOOOO
MD50 METHOD O OOOOUOO OTPOODOOOOOOOOOOOOOOO

goooogn

cooooooooooboooooobooooboobooboooooobooooogon

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 88 0 0 OO
ENABLE PORTAUTHO 1550000
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ENABLE PORTAUTH PORTO 1570000

SET PORTAUTH PORTO 189000 O

SET PORTAUTH PORT SUPPLICANTMACO 1930000
SHOW PORTAUTHO 236 0O OO

SHOW PORTAUTH COUNTERO 239000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O

SHOW PORTAUTH TIMERO 251 00 0O

SET PORTAUTH USERNAME
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SET QOS HWPRIORITY

SET QOS HWPRIORITY

000000oooooo ZQoSs

SET QOS HWPRI ORI TY QUEUE=pO0, pl, p2, p3, p4, p5, p6, p7

poO7: 000000000000 070000000000 D0DOOOOOO3D00U00O0ODO0ODOOOO

g0

QoSO Quality of ServiceD DO ODOOOoooooOnO
Jodododooooooobooooboboooooobbooboddooooooooonooooo
goooooood

goooog

QUEUE 0O0O0O0O0OO0OO0OOoOoooO7000O0OO0OOO0OODOOODOOOODOOOOOOOOOOO
ooooooooooooooooo3n 400000300000 00DOO0O0OOOOOOOOO
ooooooooooooooooooooooooooooooooooo 1000000000
coobooooboooooooooooooobooooooooooooobooooooooogg
OMACOOOUOOODOOOOUOOOOOOOODOOOD 4000 MACOOOODOOODOOOOO
ooooooooooooodoOoooUopoOO prO0D0O0d0OOOOODOOOOOOO
ooooogd

pcooooooooooo ooooooooooooooooon

~N oo bW IN|FL|O
W WINDN NP O|O|F

0190000000000000-0000000000000O00DOO0OOO0

g
s 000000000000 ODO700O000OOO0O0O,0,0,1,1,2,2,30000000

SET QCS HWPRI ORI TY QUEUE=0,0,0,1,1,2,2,3
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googod

SHOW QOS HWPRIORITYDO 255 0 00O
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SET QOS HWQUEUE

SET QOS HWQUEUE

000000oooooo ZQoSs

SET QUS HWQUEUE=queue [ MAXPACKETS={NONE|0|1..255}} [ MAXLATENCY={NONE|0|
16. . 4080}}

queue: DO OO0OOOO030OOUOOODOOOOO

00

pobooooooooooooooboobooooooobooooooooo
coooooboobobodoobooooooooooobooobooooooboobooobooooobooooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
coooooooooooooooooooooboooooooooooobooooooooooa

goooog

HWQUEUE O0O0O0O0O0O0O0OO30000O00OoOouoouoooooon

MAXPACKETS 0O0O0O0O0O0O0O0O0OO00OO0OO0OOOOOO102650000000000000000O
O0o0o00o0o0oo0oo0ooo0o0o0o0o0o0oo0ooO0oooOoOo0dn NONEOO
000000000000 0000o00o0o0o0o0o0oo0oooOoO NONED

MAXLATENCY 0OO0OO0OO0O0O0O0O0O00O00O00OO0O0OO0OleD4080C0 00000000 O0OOODOOOOO
cooboooooooooooooooooobooooooooooooobooooooooogg
ooooU0ooooooooooooo0oooooooooooooooooooooooond
ONONEOOOOUOOOOUOOODOUOOOOUOOOOOoOODO NONEO

g
s 0000000000030 00000000000O00 25000000

SET QOS HWQUEUE=3 MAXPACKETS=255

goooogn

coboooooooooooooooooooboboobooooooboooon

goooog

SHOW QOS HWQUEUED 256 [ [ 0 [J
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SET STP

SET STP

00o00o0o0oO0ooooo /0000000000000

SET STP={st pnane|ALL} [ FORWARDDELAY=4..30] [HELLOTI ME=1. . 10]
[ MAXAGE=6. . 40] [ PRI ORI TY=0. . 65535] [ MODE={STANDARD|RAPI D}]
[ RSTPTYPE={NORVAL |STPCOVPATI BLE}] [ DEFAULT]

stpname: STPO OO0 O001015000000000000000 M 00000000000 OO0O0OOOOOO
ooo

g0

STPOCOOO0OOO0O0ODOOOOODOOOOODOOOOOO
goooog

STP STPOOUOUOOUOALLOOOOOOOOOOOOSTPOOOOOOOOOOO

FORWARDDELAY 000000000000 0O0OOOOO0O0OOOOOO0OOOOUOOOOOOOOOOn
g000oooooooooooooUoOooUoOodoMODEO STANDARDOOOOOOOOOOO
goooobooooooooooobooobooobooboob bbb oobo
O000o00oooMODEOD RAPIDOOOOOOODOOODOODOOOOOOOOOOOOOOODOO
0000000000000 o0ooooooooooooooooooooo 1500

HELLOTIME 0000000000 OO0OOO BPDUOBridge Protocol Data UnitD 0000000
O0moooooo 200

MAXAGE 000000000 00O0OO0OOCOOOO0BPDUOOOUOOOOOOUOOOOOOOOOOO
O0uooooooBPDUOOOOOOUOOOOOOSTPDOOOOOOOOOOOOOOOOO
0000000002 OHELLOTIME+1)00000O2x (FORWARDDELAY -1)00000
goo0oUooouoooooo 200

PRIORITY 0O000OCUOU00OO0OO0OOOU0O0O0OODOOOUOOO0OODOOOUOOOOOOOUOOOOOOOOOO
OOOMODEO RAPIDOOOO 406 000000000406 0000000000000000
go0oU00oUoUoooooooouomoooooo 327680

MODE STPOOOOOOOSTANDARDO802.1dTI RAPIDO802.lwD 0 000000 OOODOOO
OooooSTPOUOOOOOOOOOOOOOOOOOO STANDARDO

RSTPTYPE Rapid STRI MODE=RAPIDOO 000000 NORMALIRSTPBPDU 0O 0 0O ISTPCOM-
PATIBLED O OO BPDUOOOOOOOOOOOOOOOOO NORMALCO

DEFAULT FORWARDDELAYO HELLOTIMEO MAXAGED PRIORITY O OO O ODOOOODOOOO
g0o00oooooooooosSTPOUOOOOOOOOODOOOOOOOOOOOOOOO

g

mSTPOOO0OOfoobar0 0000000000 OO0OOOOOODO
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SET STP=f oobar DEFAULT

googod

PURGE STPO 176 O OO
RESET STPO 1800 00O O
SET STPPORTL 2030000
SHOW STPO 2570 00O
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SET STP PORT

SET STP PORT

00o00o0o0oO0ooooo /0000000000000

SET STP[ ={st pnane|ALL}] PORT={port-Iist|ALL} [ PATHCOST={1..1000000|
1..200000000}] [PORTPRI ORI TY=0. . 255] [ EDGEPORT={YES|NO}] [ PTP={AUTOYES|
NO}] [ DEFAULT]

stpname: STPO OO0 O001015000000000000000 M 00000000000 OO0O0OOOOOO
ooo
port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

g0

cooooooboobooboooooobooooobooon
goooog

STP STPOOOOOOOOOUOOOOUOOOODOODOOUOOODALLOOODOODOOODOOOOSTPO
cooooooood

PORT O0O0OO00OO0O0OOO0OOUOOOUDALLOOOOOOOOOUOOOOOOOOOOOOO

PATHCOST O0OO0OO0O0O0O0OOOO0OO0OOOO0OOOO0OOOOOOOOOOOO0OOODOOOOOO
O0o0o0ooooo0o0oooob0o0o0o0oooLOO0oo0o00o0oO0OOSETSTPOOO
OO0 MODEOOUOOOOOSTPOOOOOODOOOOOOOPATHCOSTOOOOOODOOOOO

PORTPRIORITY OO0OO0OO0OO0OOOO0OOOOOOODOOOOOOOOOOOOOOOOOOOOO
O0OOOMODEOD RAPIDOOOD 1600000000O0160000000000000000OO
O0o0ooooooooooooooomoooooo 1280

EDGEPORT MODED RAPIDOOOO0OOOOOOOOOOOOOOOOOOOOOOOOOOOO
ooo00o0oo0o0o0o0ooo0ooooooo0O00 LANOODOOOODOOOOOOoOooooooo
EDGEPORT=YESU OO UOOOOOOOOOOOORSTPBPDUOOODOOOOODOODOOOOO
O000000o0o0ooooooO NOoO

PTP MODEO RAPIDOOOO0OOOOOOOOOOODOOOOOOOOOOOOOOOOOOOOOO
O0oooooooAUTOOO0OOO0OO0OOO0OOooooDooooooooooo AUTOoD

DEFAULT PATHCOSTOPORTPRIORITY O OO OUOUOOOOOOOOOOOOOOOOOOOOO
PORTOUOOOOOOOOOOOOODOOOOOOOODOOO

gooo gooo gooooo
10Mbps 500 600 100
100Mbps 10060 19
1000Mbps 3010 4

0 20: STANDARD OO 0OO0OOO0OU0OOOU0OO000O0O0O0ooooooo
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SET STP PORT

googo gooo gooogo
10Mbps 2000000 2000000 2000000
100Mbps 2000001 200000 200000
1000Mbps 20000 20000 20000

0O21:RAPIDOO0O0O0O0OO0DOOOODOOOOOODOOOOOOO

goooog

PURGE STPO 176 O OO
RESET STPO 1800 00O O
SETSTPO 2010000

SHOW STPO 2570000
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SET SWITCH AGEINGTIMER

SET SWITCH AGEINGTIMER

00o0o00o00o0ooooo /00000000000000O

SET SW TCH AGEI NGTI MER=10. . 1000000

g0

O0o0ooooooooooorbBOOOOOOOOOOOMACOOODOOOOODOOOOOOO

goooog

AGEINGTIMER 0OUOO0OU0OOUOOOOOOO0OOO0OOOOOOOOOOOOOOOOOOOOOOOOOO
Ooooooooa30000

goooog

DISABLE SWITCH AGEINGTIMERO 1410000
ENABLE SWITCH AGEINGTIMERO 16500 00O
SHOW SWITCHO 2650000

gooooo CentreCOM 8624EL 000D DDOOO00O 2.8 | 205
J613-M0688-02 Rev.C



SET SWITCH L3AGEINGTIMER

SET SWITCH L3AGEINGTIMER

00o0o00o00o0ooooo /00000000000000O

SET SW TCH L3AGElI NGTI MER=30. . 43200

g0

L3ooooooooooooooooooo
goooog
L3AGEINGTIMER 00000000000 OOOO90000

goooog

SHOW SWITCHO 2650000
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SET SWITCH L3FILTER ENTRY

SET SWITCH L3FILTER ENTRY

00o0o0o0ooooooo /000000 IPOOOOO

SET SW TCH L3FILTER=filter-id ENTRY=entry-id [ TOS=0..7] [|PDSCP=0.. 63]
[ TTL=0. . 255] [ PROTOCOL={TCP|UDP|l CMP|| GVP|pr ot ocol }] [ SI PADDR=i padd]
[ DI PADDR=/ padd] [ TCPSPORT={port |port-nanme}] [ TCPDPORT={port|port-nane}]
[ TCPSYN={TRUE|FALSE}] [ TCPACK={TRUE|FALSE}] [ TCPFI N={TRUE|FALSE}]
[ TYPE=pr ot ocol t ype] [ UDPSPORT={port|port-nane}] [UDPDPORT={port]|
port-nanme}] [|PORT=port-nunber] [EPORT=port-nunber] [PRI ORI TY=0.. 7]
[ PORT=port - number] [ NEWIOS=0..7] [NEW PDSCP=0..63] [ACTI ON={SETPRI ORI TY|
SENDCOS| SETTOS| DENY| SENDEPORT| SENDM RROR|MOVEPRI OTOTOS|MOVETOSTCPRI O
NODROP|SENDNONUNI CASTTOPORT|SETI PDSCP}[, . . . 11

filter-id: 0000000010140

entry-id: JO0 000000101240
protocol: IPO 0000 OO D000 2550
ipadd: IPO OO0

port: TCP/UDP O 00O 00O 000 655350
port-name: 00000

protocoltype: L3O OO 0OOOOO16000
port-number: 00 00000000100

g0

oooooowpoOoOooOoOo0oOOO0oOoOO0O0oOoOO00oOo0oOoOO0bOOoOooOobOoOOO0boOOO
ooooo

00000000 0ooo0o00oo0o0o0ooo00OSET SWITCH L3FILTER MATCHO OO OO
ooo

goooog

L3FILTER OOO0O0OO0OO0OO0O0OOOO0OOOO0OO0OO0O0O0 SHOW SWITCH LIFILTEROOOOODOO
cooooooood

ENTRY 0O0O0O0O00O0O0O0O0OOO0ODOO0OO0OO0OOOO0O SHOW SWITCHL3FILTEROOO OO ENTRY
cobobooooobooooooobobooooobooooooooooooon

TOS UU0O0O0OO0OO0OODOOOODOOOOIPTOSOODOOTOSOOOODOO precedencel OO OO
ooooooooogyoIPDSCPOOOOODODOOOOO

IPDSCP 00000000 OOODOODOOODO IPDSCPODIffServ CodePoint0 000000000
oooooednTosooooUooOoooUoO

TTL OO0O0O0OO00OO0O0OOO0OOoOOoooOIPTTLOOOOOOOOOOOOOOOOOO o0 2550

PROTOCOL 0O0O0O0O0O0O0O0OO0O0O0O0OOOOOOIPOOOOOOOOOOOOTCPOUDPOICMPO
iGMPOOOUOOOOOOOOOOOOUOOODOOOOOOOO IPOOODOOOOOOODOOO
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SET SWITCH L3FILTER ENTRY

SIPADDR 0OO0O0O0O0O0O0O0O0O0O0OO0O0OO0OOOOOOIPOOOOOOOOOOOOOOOOOOOOO
OO00ooOooooooo ADD SWITCH L3FILTER MATCHO OO OO SCLASSOOOOOO
o00ooooooooooooooooooo IPO0OOO0OO0OOOOOOOOOOODOIPOOO
oooboooooboooooooooodgo

DIPADDR 0O0OO0OO00O0O0O0O0O0O0DOOOOOOOOOIPOOOOOOOOODOOODOOOOOODDOO
O0oo0oooooono ADD SWITCH L3FILTER MATCHOOOOO DCLASSOOOOOO
o00ooooooooooooooooooo IPO0OOO0OO0OOOOOOOOOOODOIPOOO
oooboooooboooooooooodgo

TCPSPORT 0OO0O0O0O0OO0U0OOOOOOOOTCPOOOOOOOOUOUDUOOOOOOOO
OOPROTOCOLOOOOOOO TCPOOOOUOODOOUDOO

TCPDPORT OUOO0U0OOO0OOOOOOOOOOOTCPOOOOUOOUOOOODOOOOOUODOO
OOoOPROTOCOLOOOOOOO TCPOOOOOODOOOOO

TCPSYN 0OO0O00OO0OOO0OOO0OOOOOOOTCPOOOOOOSYNDOOOOOOODDOMMTRUE
00000000000 OO0OFALSEOOOOODOOOOOOOOODOOOPROTOCOLOOOO
oooTCPUOOUIOUOOOOOUOOOOEPORTOOOOODOODODOODOOO

TCPACK 0000000000 O0OOO0OOOOTCPOOODOOACkDDODODODOITRUE
00000000000 OO0OFALSEOOODOODOOODOOODOOODOOOPROTOCOLOOOO
oooTCPUOOUOUOOOOOUOOOOEPORTOOOOODDOOODODOODOOO

TCPFIN OO0OOOO0O0OODO0OODODOOOOOOOTCPOOOOOORNDOOOODOOODMMTRUEDD
OU00O00O0OU0OO0OUOOFALSEOOOODOOODOOODOOODOOOOPROTOCOLOOOOOO
OTCPUOUDDOOODOODOODOOUDOOEPORTOOOOOOOODOOOOODOOO

TYPE ODOOUOOOOOOOOOOOOOOOOOOOUOOUOOOO30000000O00O0000O00016
comoooooboooboodooooooboooooooooboooooooobooooobooon
ACTION O SETTOSOOO0OO0OU0OOO0OO0OOO0OOOOOOOnOADD SWITCH L3FILTER
MATCHOOUOOO TYPEQOOOUOOOOOOOODOODOOOOOOOOOOOOODOOOOOOO
0 O Ethernet Version 20 802.2 LLC(DSAPOSSAPOO OO ODODODODOODOOO 20000SNAP
O00oooooooosooooooooon

UDPSPORT 0OO0O0OO0O0OO0O0O0O0OOOOOOOOOUDPOOOOOODOOOOOOOOOOOOOO
OOoOPROTOCOLOOOOOOOUDPOOOOUOOOOOOO

UDPDPORT OO0O0O00O0O0OO0OOO0OOOOOOOUDPOOOOOOOOOOOODOOOOOOOO
OOOoPROTOCOLOOOUOOOOUDPOOOOUOOOOOOO

IPORT ODO0O0OU0O0OO0O0OOOOOOO0OOOOOUOOOOUOOOOOOOOOOOOOOOUOOOOOOO
Oo00o00oo0oooooodADD SWITCH L3FILTER MATCHO OO OO IMPORT=TRUE
ooooooooboooooon

EPORT OO0OOOO00OO0OOOOODOOOOOOOO0OOOOO0OOOOOOOO0O0OOOOOODOOOOOOO
O000o0ooooooooodADD SWITCH L3FILTER MATCHO OO OO EMPORT=TRUE
0000000000000 00O0OoEPORTOOOOOOOODOOOOOOORDBO L3OOOO
ooooooooo MACOOUOOUOOOOOOOODOOOOOOOOOOOoOoOOoOoooOooo
oobooboooooooooooooobooooobooooooooogod

PRIORITY OUOOOOO0OOOOODOOOOOOODOODOOOOOSSO21lpO0000000OOODOOOOO
7TO000ACTIONOOODOOOO SETPRIORITY O SENDCOSOOOOOOOOODOOOACTION
O SETPRIOCRITYOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOO PRIORITY
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SET SWITCH L3FILTER ENTRY

coobooooboooooooooooooobooooooooooooobooooooooogg
OO0 ACTIONDO SENDCOSOOO0OOOOOOOOOoOO PRIORITYODODOOOOOOO
OooooooooooooooooooooUooooUooooo og

PORT 00000000000 OOOOOO0OOODOOODOOOOOOOOOACTIONDOOOOOOO
SENDEPORT 0 SENDNONUNICASTTOPORT D0 O OUOOOOOOOOOOOOOOOOOO
O000oo0o0ooooooooooo0oooo0bo VLANDOOOODOoOoOooooo

NEWTOS 00000000000 0O00OO0oOoO0oOoIiPoOoOooTOSOOOOOOoOooOOoOoO
OOOOACTIONO SETTOSOOUOOUOOoooooo

NEWIPDSCP O0OU0OO0U0OO0O0O0OOO0OOOOOOOOIPODOOOODSCPOOOOOOODODO
OOOOACTIONO SETIPDSCPOOUOOOOOOOOO

ACTION OO0OO0OU0OO0OO0OO0O0O0O0OO0OOO0OO0OOO0O0OOO0OUOOUOOODOOOOOOOOo
ooooooooooooooooooooooooobooooooO0ooo0oooooO0 1000
coobooooboooooooooooooobooooooooooooobooooooooogd
coobooooboooooooooooooobooooooooooooobooooooooogd
coobooooboooooooooooooobooooooooooooobooooooooogd

ooo

ooobooobobooooboooboooooooooon

DENY

O000ooooo0o00ooo0o0oo0oooo0 DENYOOODDOOOOOOOO
OO0OO0OONODROPOUDOOOOOOUOUOOOUOOUOOOOODOUDOUDO
O000000O00O0SENDEPORTOSENDCOSO OO OOOOUOOOOOOOO
coobooooomooboooobooobooboooobooobooboobobooon
000000000000 oO0oOoUOOoSENDMIRROROOOOOOOOO

NODROP

DENYOOOOOOOOODOOOOooooooooooooooooooooooo
poboboogooooooboooboooooooooooooooooon

ooooooooooooogd

SENDEPORT

coooooooobooooobobooooobooooboboooobooooooon
oooUooUooUooUoUOoUOoOOUOOUODUOOUOOPORTOOOOOOOOOO
O0o00o0ooooooooooooooooPORTOOOODOOOOODO VLAN
ooooooooooooooOoUooooooUooUooUoooUoOn L3
O0o00o0o0oo0o0oo0o0oo0oooooooooOPORTOOO
O000oooo0oooooo0o00ooooo0oooo0o0o0o0o0n0 VLANDDO
oooooooooooo

SENDNONUNICASTIOPORTU D OO0 0000000000000 OOO0OO0OOOOoOoOo

oooood

OOooooOoUoooOoUoooooooUooPORTOOOOOOOOOOOOOOO
O00o0ooooo0ooooo00oooo0o00Uoo0 VLANDOOOODoDoo
cooooooooooooogo
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SET SWITCH L3FILTER ENTRY

ooooooboobooobooooboooon

SENDCOS 00000 PRIORITYOOOOODOOODODOODODOODODOOODOOODOOODDOOO
ooooooooogd

MOVETOSTOPRIOO OO OOIPOOODOO TOSO O OO precedencel 00000 O0OOOVLAND
O0ooO0ooelplioiioinoioooooooooooooooooon
ooooobooooooooobooooooboooooooooooboooooog
O
802.lpl 000000000 OOUOOOOUOOOoOUOO

MOVETOSTOPRIOO OO OOIPOOODOO TOSOO OO precedencel 00000 O0OOOVLAND
O0ooO0ooe2lplioiioinoiooooooooooooooooooo
ooooobooooooooobooooooboooooooooooboooooog
O

SETPRIORITY VLANOOOOOOO 8021pl 0000000000000 O0OOOOPRIORITY
cooooboooooboooooboooooboooooooooooboooooon
cooooooooooooobooooooboooooooooooboooooog
oooo
IPTOS/DSCPOOO0ODDODOOODODOOOODOODOOODOO

SETTOS 00000 IPTOSOOOOprecedencel DO ODOOONEWTOSODOOODODOO
O000O0ooooooooTYPEOOOOOODO IPOOOOOOOOOOODOOO
oooo

MOVEPRIOTOTCSU OO OOVLANOOOOOOO 8021lp0 00000000 OOOOOOOOO
O00IPODOOOO TOSOOOOprecedencel DO D O0DOOODODOO

SETIPDSCP IPODO OO0 DSCPO DiffServ Code PointDO 0 00 OO ONEWIPDSCP OO OO
00000ooooooooooOoTYPEOODODOOOD IPOOOOOOOODODOO
ooooogd

ooooogooon
SENDMIRROR OO0OO0OOUOOOOOOOOOOOOOOOOODOOOODOOOOOOOOOOOOOO
oooooboooooboooobooooooboooooooooooboooooog
0000000 OO0ODENYONODROPOSENDODOOOOOOOOOOOOOOO
0000000000000 000000000DENYODODO0O0O0O000000O
oooogd

022.ACTIONDOO0OO0O0ODO0OO0OOO0Ooooo

goooogn

O0o00o0ooUooUOoEPORTOOOOOOODOOOOOODOOOOOORDBOL3IOOOOOOOODO
0o0ooooooo MACOOOOUOOOOOOOOOOooOoOooooooooooooooooooooo
Oo00o000o00oooooo0oooooooooooTCPUOOOODOODOOOOOOOOTCPSYNO
TCPACKOTCPFINOOOOUOOOUOOOOOOUOOOOOOODOOOOOOUOOOUOOOOOoOO
O0oO0oo0o0ooUOoOEPORTUOUOOOOOOOOOOOOO
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goooog

ADD SWITCH L3FILTER ENTRYD 990 00O O
ADD SWITCH L3FILTER MATCHO 1050 00 O
DELETE SWITCH L3FILTER ENTRYD 1230000
SET SWITCH L3FILTER MATCHO 2120000
SHOW SWITCH L3FILTERO 2750000

oooood

SET SWITCH L3FILTER ENTRY
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SET SWITCH L3FILTER MATCH

SET SWITCH L3FILTER MATCH

00o0o0o0ooooooo /000000 IPOOOOO

SET SW TCH L3FI LTER=fil ter-id MATCH={TOS|| PDSCP|TTL|PROTOCOL|SI PADDR|
DI PADDR|TCPSPORT|TCPDPORT| TCPSYN| TCPACK|TCPFI N|TYPE|UDPSPORT |
UDPDPORT}[, . ..] [ SCLASS={A|B|C/HOST|1.. 32}] [ DCLASS={A|B|CIHOST|1.. 32}]
[ | MPORT={TRUE|FALSE}] [ EMPORT={TRUE|FALSE}] [ TYPE={802|ETHI | |SNAP}]
[ NOVATCHACTI ON={SETPRI ORI TY|SENDCOS| SETTCS|DENY|SENDEPORT|SENDM RRCR|
MOVEPRI OTOTOS|MOVETOSTOPRI O SENDNONUNI CASTTOPORT|SETI PDSCP}[ , . . . 11
[ NOVATCHDSCP=0. . 63] [ NOVATCHPORT=port-nunber] [ NOVATCHPRI ORI TY=0. . 7]
[ NOVATCHTOS=0. . 7]

filter-id: 0000000010140
port-number: 0000000000100

g0

ooooooiPOOOOO0OWIOOOOOOOOOOODOOOO
cooooooobooooooooboobooooobooooooooooooobooboooooooboooon
000000000000 o0ooO SETSWITCHL3FILTERENTRYOOOOOOOOOO
Oo0o0ooUooU0Ooo0o0oo0o0o00oO0oO00o00o00000000000UDELETE SWITCH
L3FILTERENTRYO O OOOOOOOOOO0OO0OOOO0OO0O0OOO0OO00OoO0ooooooooooooo
coooooooobooooooooooooon

goooog

L3FILTER OOO0OO0OO0OO0OO0OOOO0OOOO0OOO0O0OO0 SHOW SWITCH LIFILTEROOOOODOO
cooooooood

MATCH O0O0O0O000O0O0O00OO0OO0OO0O0O0O0O0DOO0OO00O0O0OOOOOO0OOOO
oooooooooooo

SCLASS SIPADDROCO IPOOO0OO0O0OO0OOODOOOOOOOOOODOOOOOOOADOBOCO
0000000 AD8OO0DmMBO6OOIOMCO2400000000000HOSTOOOOOO
0000 320000000000001032000000000000000

DCLASS DIPADDROOO IPOOOOOOOOOOOOODOODOODOOOOOOOOOOOADBOCO
0000000 AD8SOO0DmMBO6OOIOMCO2400000000000HOSTOOOOOO
0000 320000000000001032000000000000000

IMPORT O0OO0OO0OO0OO0OO0OO0OO0O0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
TRUEOOUOOOOOOOOOOOOOO ADDSWITCH L3FILTERENTRYO OO OO IPORTO
coooooooooooboobobooobooooboobooooooooooooobobooooom
FALSEO O OOOOOOOOOOOU0OO0O0O0OO00O0oooo0oO0 FALSED

EMPORT U0OO0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOOOOO
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SET SWITCH L3FILTER MATCH

TRUEOOOOOOOOOOOOOOOO ADD SWITCH L3FILTER ENTRY O O OO0 EPORT
pobobooooooooooooooodooooooboooboooooobooobooobooogoon
000000000000 TRUEDOOOOOOOOORDBO L3OOOOOOOOOOOOO MAC
O000o0o0o0o0oooooooooooooooooooooooooo0 ADD SWITCH
L3FILTERENTRYO O OODO EPORTUOOOOOOODOOOOMFALSEO D OOOOOOOO
O000000o00o0o0ooo0oonDo FALSED

TYPE O0UOO0OO0OOO0OOOOOOTYPEOL3IOOOOOOOOOOOOOUOOOOOOOOOOOOOO
00000000000000000D0008027802.2 LLCIETHIO Ethernet Version 210 SNAP
08022 LLC+ SNAPO O O OO OO OADD SWITCH L3FILTERENTRYO OO OO TYPEDO O
ooboboooooooooooooboooooboooooogooooooooon

NOMATCHACTION OO0OO0OO0O0O0O0OO00OO0O0OO0O0O0O0OO0OOO0OO0OOOOOobOOoOo
ooooooooooooooooooooobooooooooooo0oooo0bo0oooOADD
SWITCH L3FILTERENTRY OO OUOOUOUOOODOUOOOOOONCODROPOOODOOOOOOO
O00000000000000000 NEWIPDSCOPORTOPRIORITYONEWTOSO OO O OO
NOMATCHDSCPO NOMATCHPORTLO NOMATCHPRIORITYO NOMATCHTOS O OO M O
000 SENDCOSOH

NOMATCHDSCP O UOOUOOOO0OO0OO0OO0OOO0OOOOOOOO0ODOODOOOOOOODOODOOOD
OoooooUoooooIiPO0OOODSCPOIOOOOOODOODOOONOMATCHACTIONLD
SETIPDSCPO O OOOOOIOOOOO

NOMATCHPORT OO0U0OO0O0O0OO00OO0O0O0OOO0OOOO0OOOOOOOO0OOOOOOOOOOO
0000000000000 00000ONOMATCHACTIONO OO OOOO SENDEPORT O
SENDNONUNICASTTOPORT D O OO OOOOOOOOOOOOOOOOOOOOOOOOO
O000oo0ooo0oooo0oooo0 VLANODODOOOOoDOooooo

NOMATCHPRIORITY OOO0O00O0OO0OO0O0OOOO0OOOOOOOOOOOOOOOOOOOOOO
Oo0oo0oOoooooooso2lplioioiouoooooood7ddd NOMATCHACTION
0000000 SETPRIORITY O SENDCOSO O OO0ODDOOODOONOMATCHACTION O
SETPRIORITYOOOUOUOOUOOOOOOOOOUOOUOOOOOOOOOOOO NOMATCH-
PRIORITYOOOUOOOOOODOOOODOOOODOOOODOOOODOOOOODOOOOOOOO
0000000000 NOMATCHACTIOND SENDCOSOOOOOOOOOOODODOO NO-
MATCHPRIORITY O O OOOOOOOOOOOOOOOOOOOODOOOOOOOOOOOOO
ooooooood

NOMATCHTOS 000000000000 O0OO0O0O00000OOoooOoO0OoooooooooOOO
OoooooooIPOOO0OOTOSOOOOOODOOOODODOOODONOMATCHACTIONLDO
SETTOSOUO0OOOooooon

TOS IPOOOOOTOSOOODODODOOODOprecedencel OO0 DOOIPDSCP O
cooooooood

IPDSCP IPOOOOO DSCPODIffServ Code PointD DO OO O OIPTOSOOOOOO
ooooo

TTL iPOOOOOTTLOOOOODOOOOOO

PROTOCOL iPOOOODOOOOODODOOOOO
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SET SWITCH L3FILTER MATCH

SIPADDR iPOOOOOOOIPOOOO0OOODOOODOOOODOODOOOOSCLASSOO
ooooooooogd

DIPADDR iPOOOOOOOIPOOOO0OOOOOOOOOOOOOOOODCLASSOO
ooooooooogd

TCPSPORT TCPOOOOUOOOUOOUOODOOOUOOOUOODOOO PROTOCOLOO
ooooo

TCPDPORT TCPOOOOUOOOUOOUODOOOUOOOUOOOOO PROTOCOLOO
ooooo

TCPSYN TCPOOOOUOUOOOOSYyn OUOUOOOOOOOUOOOO PROTOCOL
O000O00O0O0OOOEMPORTO TRUEDOOODOOOOODO

TCPACK TCPOUODOODOOODOOODACkDOOOOODODOOODDOOODO PROTOCOL
O000O00O0O0OOOEMPORTO TRUEOOODODOOOODO

TCPFIN TCPOOOOOOUODODORNMIODOOOODOODODODOODO PROTOCOL
O000O00O0O0OOOEMPORTO TRUEOOODODOOOODO

TYPE Ethernet 00000 L30D0OD0O0OO0ODO0O0DODOOO0ODOOOOOODOOOOO
oooOoTYPEOOOODODOOOOOOOOOOODODOOOOOOOOOOODOO
ooooooooooooogo

UDPSPORT ubDPOOUOOOOOOODOOOOOODOOODDOOODOOODO PROTOCOLODO
ooooo

UDPDPORT ubDPOOUOOOOOOODOOOOOOOOODOOODOOODO PROTOCOLODO
ooooo

023 MATCHOOOOOOOOOOOOOOOOO
goooog

ADD SWITCH L3FILTER ENTRYD 990 00O
ADD SWITCH L3FILTER MATCHO 1050 00 O
DELETE SWITCH L3FILTERO 122 000 0O

SET SWITCH L3FILTER ENTRYDO 207 0 OO O
SHOW SWITCH L3FILTERO 2750000

214 | CentreCOM 8624EL DD DOO0O0DOOO0O 2.8 gooogo

J613-M0688-02 Rev.C



SET SWITCH MIRROR

SET SWITCH MIRROR

00o0ooO0ooooooo /000

SET SW TCH M RROR={NONE|port - nunmber }

port-number: 0000000000100

g0

pooooooooooboooooon
0000000000000 00O00OSETSWITCHPORTOOOOO MIRROROUOOOOOOOOOOO

goooog

MIRROR 0000000000 ODO0O0DO0O0OODOOOOVLANdefaultDOOOOOOODODOOOO
toboobobooooooooobobobdboooooooooooooooboooodbooogo
oooooooooooooooooooOoOOOOOOO0ODODOODODODOO0OOODOOOVLAN
defaut 0000 0D0O0O0OO0O0O0OO0DOOOOOOOOOOOOOODOOOOVLANDOODOOOO
000000000000 o0o0 NONEDOOOOO

goooogn

oooooooooboooooooooooooboooooooobooooboooo
ooooooooooooooobooboooboooboobooooobooooboogd
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
coooooooooooboooooboobooooogo

oL3dooooooooooooooooo iPO0OOOU0OOU0OOOU0OOO0DOOOUOOOOODOO
OVLANDOOOOOOOOoooooooooooooo

goooog

DISABLE SWITCH MIRRORO 145000
ENABLE SWITCH MIRRORI 169 00 OO
SET SWITCHPORTO 216 OO O

SHOW SWITCHO 2650000

SHOW SWITCH PORTO 2790000
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SET SWITCH PORT

SET SWITCH PORT

00o0ooO0ooooooo /000

SET SW TCH PORT={port-/ist|ALL} [ ACCEPTABLE={ALL|VLAN}] [BCLI M T={NONE|
count}] [DESCRI PTI ON=string] [DLFLIM T={NONE|count}] [EGRESSLI M T={NONE|
0/1000. . 127000|8. . 1016}] [ NFI LTERI NG={OFF|ON}] [ NGRESSLI M T={NONE|0|
64..127000|8. . 1016}] [ NTRUSI ONACTI ON={DI SABLE|DI SCARD|TRAP}] [ LEARN={0|
1..256] [ RELEARN={ONJOFF}] [MCLI M T={NONE|count}] [ M RROR={BOTH/NONE|RX|
TX}] [ MODE={AUTONEGOT| ATE|MASTER|SLAVE}] [ SPEED={AUTONEGOT| ATE|10NVHALF|
10MFULL|100MHALF|100MFULL }]

port-list: 00 OO0 00000010 0000000000O0O0O0OOOOOOOO
count: 0 000026214301
string: 00001047000

00

cooooooooooooogo
oo0ooooooooooo0ooooooo0oo0o0oooo0O0bO00o0O0bDo0o0O0O0OVvVLANDDOO
oooooooooooooon

goooog

PORT 0OO0OO0OO0O0O0OOO0OOOOOALLOOOOOOOOOOODOOOODOOOODOOOOOOOO
0000000000000 ooooodBCLIMITO DLFLIMITOMCLIMITOOOOOOOOO
1-809-16017-24025026 00 000000000000 OOOOOUOOOOOOO

ACCEPTABLE 0O0O0O0OO0U0O0UOUOOOOVLANOVLANOOOOOOOOOOOVID=0OOOOO
Oo0o0o000o0000oooo0 ALLOOO00000000000000 VLANOODOODOODO
O00O00ALLOOO VLANOOODOOOOOOODOOOOoOOooooo0oo0o0o0o0o000 VLAN
oooooooooooo

BCLIMIT OO0OO0O0OOOO0OOOOOOOOOOOOl100000O000O0O00OOO00OO0OO0OO
00000000000 OONONEOOOD OOO0O0OO0OOOOOODOOOOOoOoOoOooooooo
NONELD

DESCRIPTION O0O0OOOO0OOSHOWSWITCHPORTOOOOOOOOOOOOOOOOOOOOOO
ooo

DLFLIMIT 00000000 0O0O00O0O00O0O00000100000000000000O000D0O0
000000000000 O0OO0OONONEODOD OOOOOODOOODOOOOOODOOOODOOOO
0 NONED

EGRESSLIMIT 000000000000 DO0O00O0OODOOO0OODMOOO0OOOO0OOODO0O10/100MO0O
0 O 10000 127000Kbps 1000M O 0 O O 80 1016MbpsONONEO OO 000 DOOODOOOO
00000O0l10/100MO0000 1000Kbps OO OO O0O0OO0OOODOOOODOODODOO1000M OO
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SET SWITCH PORT

O0008MbpsO0ODO0ODOODODOOODODOODOD NONEO

INFILTERING O0O0OU0OO0OO0OO0OU0OOO0OOOOOOOOOOOOONDOOOOO OFFOOO0OO00OOO0OOOnOO
oONOOOOOooooooO VLANIDOUOOOOOOOO VLANDOOOOOooooooooo
O0o0o0oooUoU0oOooooOFFOOO0DOOOODOODOO0OOODLOODOOUOOODOO OFFD

INGRESSLIMIT 0000000000000 00O0O0O0O0OO0MOO0O0DOO00OOOD10/100M
0000 640127000Kbps01000M OO OO 801016MbpsONONED OO 0D OO OODODOO
000000010/7100M 00000 1000Kbps OO O OO O 64Kbps O 0 0 00 1000Kbps O 0O O
000 1000KbpsOOODOOOOOODODOOOODOOOOOI000MODOODOOO8MbpsOOOOO
000000000000 oOn0 NONEOD

LEARN 0000000000000 O0 MACOOOODOOOOOOOOOOOOOOOOOOoOOO
oooU0oOooooU0OoOoooOoooO00ooooOU00oooO00oomooooooon0 MACOO
ooooooooooUoooooUoooooo MACOOOODOOODODOOOOODOOOOOO
INTRUSIONACTION O OOOOOOOOOOOoOoOoOoooooooooooooooooooo
ooooogoooon

RELEARN 000000000 OOOOOOOOOFFOOOOODOOOOOOOOOOOOOOOODOO
OlLearnJ 0000000000000 O0OOOONOOOOODOOODOLearnOO0O0OOOOODO
cooobooboooooobooooooboooooo@moooooobooooooooooooogg
OOOOUOOOLEARN=OOOUOOOOO0OOOOOO0OO0OOOO OFFO

INTRUSIONACTION 0OOO0OO0O0OO0OO0 MACUOOOOOOOOOUOUOOLEARNOOOOOOOOO
0000000000000 D00oO00oOoODISCARDOOODOODOONOOOOOMTRAPOO
O0o00o0000o00o0OSNMPOOOODOODOODOO0ODOOOOO 1000000 MDISABLEDO
OooooooooOSNMPOOOOOOOOOOOODOOOOOOOOOOOOODOOOOOOO
000000 DISCARDO

MCLIMIT OO0OO0OO0O0O0O0OO0OO0OO0O0O0OOO0OOO0lO000000O0OO0O00000DOOOO0ODODOO
00000000000 OONONEOOOD OOO0OO0OO0OOOOOODOOOOOOoOoOoOoooooo
NONELD

MIRROR 0OO0OOO0O0OO0O0OOOOOOOOO0OOOOOOOOOOOOOOOOOODOOODOOODO
O000000000BOTHOUOOOOUOOODMRXOODDOODOODOMTXOOOOOOOMMNONE
000000000000 000000000000 NONED

MODE 1000BASE-TOOOOOOOO/000000000OO0 AUTONEGOTIATED

SPEED 000000000 OOO0OOOOO0OOOOOOOOOOOO0OODOOOOOOOOOOOOOO
00000 SPEEDUOOOOO0OOOOODOOO0OODOOOOO0OOODOOOOOOOOODOOO
coobooooboooooooooooooobooooooooooooobooooooooogg
00000000000 00000 AUTONEGOTIATEDODOOOOOODOODOmMOOoooO
000000000000 0AT-Ad4600 AUTONEGOTIATED OO OOODOOOOOODOOOO
joooMOOoooooooo

goooogn

BCLIMITO DLFLIMITOMCLIMITOOOODODOO O/ANONECOOOOODOODOODOODOOODOOO
O0o00U0o00o00o00o0oo0oOo0oO00oO00o0o0oO0o0oPORTO 1-809-16017-240
50260 00000000000000OO
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SET SWITCH PORT

10/100MO0 0000000000000 0O0EGRESSLIMITO O 0000 D10000127000KbpsO0 00
O0O0OO0DO0OOINGRESSLIMITO OO DD O D640 127000Kbps0 000000000

goooog

DISABLE SWITCH PORTO 146 0 O O [
ENABLE SWITCH PORTO 1700000
SHOW SWITCH PORTO 2790000
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SET SWITCH TRUNK

SET SWITCH TRUNK

00o0ooO0ooooooo /000

SET SW TCH TRUNK=t r unk [ SELECT={MACSRC|MACDEST|MACBOTH|I PSRC|| PDEST)|
| PBOTH}] [ SPEED={10M100M1000M]

trunk: 000000000 D1015000000000000000 @M O000DO000DOO0ODDOO0DDOOODO
ooo

00

oooooooooboooooboooo
goooog

TRUNK 000000000

SELECT 0000000 O00O0O0O0O0O0O0O0O0O0OO00OO00O00O0O0OO0OO0OOOOoOO
O0O000O0MACSRCIOOO MACOOOOMMMACDESTD OO MACOOOOmMMACBOTH
Ooooooo MACOOOOMmMIPSRCOOO IPOOOOMMIIPDESTOOO IPOODOOMMIPBOTH
ooooooIPOOOO0UOOOOOUOOOOOOOOO MACBOTHO

SPEED 0000000000000 OOO0OOO0OOOOOOOOOOODOO0OOOOOOOOOOOO
000000000 OAUTONEGOTIATED OO OOOOOOOO 100MO

goooogn

oooo0ooUooooooooOooooooOoIPOOOOODOOOOOOOSELECTOOOOOODODO
OooOoooooooooIiPOOOUOIPDESTOOOOOOOOOOOOOOOOUOOOO
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon

goooog

ADD SWITCH TRUNKDO 1100 0O 0O
CREATE SWITCH TRUNKO 1140000
DELETE SWITCH TRUNKO 1240000
DESTROY SWITCH TRUNKO 1270000
SHOW SWITCH TRUNKDO 287 00 00O
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SET VLAN PORT

SET VLAN PORT

000000000000 /00000 LAN

SET VLAN={v/ annane|1. . 4094} PORT={port-/ist|ALL} FRAVE={UNTAGGED TAGGED}

vlanname: VLANO 010150000000 00000000 @M 00000000O0DOO00000OO0O0DOOOO
port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

g0

VLANOOOOOOODODOOOooooooooooooo
goooog

VLAN VLANOOOO VLANIDO

PORT OOOOOO

FRAME 0O0OO0O0OO0OOOOOTAGGEDODOOOOMUNTAGGEDDOOOODOOODOOOOOOOOO
ooooO0oo0oooo00 100 VLANODOOOOODOOOOOO0O00o000 VLANDOODO
ooo

goooog

ADD VLANPORTO 1110000
DELETE VLAN PORTO 1250000
SHOW VLANDO 2890000
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SHOW DHCPSNOOPING

SHOW DHCPSNOOPING

O000O00O0O0oooO0 / DHCP Snooping

SHOW DHCPSNOOPI NG

g0

DHCPSnoopingO 0000000 OOOOOOO

gooooggoo

Manager > show dhcpsnoopi ng

DHCP Snoopi ng | nformati on

DHCP Snooping .............. Enabl ed
Option 82 status ......... Enabl ed
ARP security ............. Enabl ed
Debug enabled ............ None

DHCP Snoopi ng Dat abase:

Ful| Leases/Max Leases ... 2/26

Check Interval ........... 60 seconds
DHCP Snooping DHCP Snooping0 0 0000
Option 82 status go0oooooooOoOoO0OoOOo0oOoO00U0OoOOOoOo 8guoooooog

gooooooooo
ARP security ARPOO0O0DDOODOODOOOODOOO
Debug enabled ooooo
Full Leases/Max DHCP Snooping0 0000000000000 DOOOODOOOOOODOO
Leases 00000000000 /Z00000000000000
Check Interval googoooooboobboboboon
0 24:

googoo
ENABLE DHCPSNOOPINGO 150 00 0 O
gooooo CentreCOM 8624EL 0000 DI0OOOOO 2.8 221
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SHOW DHCPSNOOPING COUNTER

SHOW DHCPSNOOPING COUNTER

O000O00O0O0oooO0 / DHCP Snooping

SHOW DHCPSNOOPI NG COUNTER

g0

DHCP SnoopingO 0O OOOOOooOnO

gooooggoo

Manager > show dhcpsnoopi ng counter

DHCP Snoopi ng Counters

DHCP Snoopi ng

InPackets ...................... 16
I nBoot pRequests ................ 14
InBootpReplies .................. 2
InDiscards ...................... 0

ARP Security

InPackets .......... ... .. ... .... 6
InDiscards ...................... 3
NoLease ............ .. .. .. ..... 3
Invalid ....................... 0

DHCP Snooping0 0000

InPackets

0000 DHCP/BOOTPO OO OOOO

InBootpRequests

0000 DHCP/BOOTPOOOOOODODO

InBootpReplies

0000 DHCP/BOOTPOOOOOODODO

J613-M0688-02 Rev.C

InDiscards 0000000 DHCP/BOOTPO OO OOO
ARP Security 00000

InPackets 0000 ARPOOODOOOO

InDiscards 0000000 ARPOOODOOOO

NoLease 0000000000 ARPOOOOODOOOOOOODHCP Snooping
googoooooboooboobbobboobbooboboubobo
d
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SHOW DHCPSNOOPING COUNTER

Invalid 000o0oooooo0 ARPOOODOOOOOOOOOODODOOOOO
ooooobooooooooogoo

0 25:

goooog

ENABLE DHCPSNOOPINGO 150 0 00O
ENABLE DHCPSNOOPING ARPSECURITYO 1510000
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SHOW DHCPSNOOPING DATABASE

SHOW DHCPSNOOPING DATABASE

O000O00O0O0oooO0 / DHCP Snooping

SHOW DHCPSNOOPI NG DATABASE

g0

DHCP SnoopingD 0 0000000000000 O0OOOOOOODOOOODO

gooooggoo

Manager > show dhcpsnoopi ng dat abase

DHCP Snoopi ng Bi ndi ng Dat abase

Ful | Leases/Max Leases ... 2/26
Check Interval ........... 60 seconds
Dat abase Listeners ....... CLASSI FR

Current valid entries

MAC Addr ess | P Addr ess Expires(s) VLAN Port 1D Sour ce
00- 00- 00- 00-00-01 192.168.10.5 Static 1 5 4 User
00- 0a- 79- 34-06-12 192.168.10.200 2231 1 11 1 Dynami c

Entries with client |ease but no listeners
MAC Addr ess | P Addr ess Expires(s) VLAN Port 1D Sour ce

Entries with no client lease and no |isteners

MAC Addr ess | P Addr ess Expires(s) VLAN Port 1D Sour ce
None
Full Leases/Max Leases Oo00o00o0oooooooooooon

0ooo0ooooooo /00000
ooooogooon

Check Interval ooooooooooooooooodgd
O
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SHOW DHCPSNOOPING DATABASE

Database Listeners

ooboooboooooooboooboobood
ooobooooboboooooooboobbood
CLASSIFROOOOOO

Current valid entries0 0000

ocooobooooooboooogoon
MACOOOODOOOOOOOOO

Entries with client lease but no listeners 0 0 O O O

CLASSIFROOOOOOOOOOOOO
ooooooooooooooobooodgd
ooooooooooooooobooodgd
O

Entries with no client lease and no listeners0 00 0O

DHCPOOOODOOOOOOOODOOO
oooooooooooooobooodgd
ooooooooogod

MAC Address

ooooooo MACOOOO

IP Address oooooooIiPOOOO

Expires(s) 0000000000ooooogomliP
gooboooooobooooboo

VLAN O00o00o0ooooooo VLAN

Port gboboooooboooobobobooobo
ogo

1D goboobobooobobobooooboo
ooo 1D

Source O000000oooooooooodDbDy-
namicd 000000000000 DHCP
O00000mUser0 00000000
O00O0IPOOOOOOOOOOOIFile
0ODHCP Snooping0 000000000
bindingsdsnO OO OoOoOOoOoOoOOOO
goood

0 26:

googoo

ENABLE DHCPSNOOPINGO 150 00 0 O

gooooo CentreCOM 8624EL 0000 DI0OOOOO 2.8
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SHOW DHCPSNOOPING FILTER

SHOW DHCPSNOOPING FILTER

O000O00O0O0oooO0 / DHCP Snooping

SHOW DHCPSNOOPI NG FI LTER

g0

DHCP SnoopingD 000000000 DOO0O0OODOOO0OODOOOOODOOODO

gooooggoo

Manager > show dhcpsnooping filter

DHCPSnoopi ng ACL ( 2 entries )

Cl asslD Fl owl D Por t Entryl D | P Addr ess/ Port/ Mac
20001 0 11 1 192. 168. 10. 200/ 11/ 00- Oa- 79- 34- 06- 12
20004 0 5 4 192. 168. 10. 5/ 5/ 00- 00- 00- 00- 00- 01

DHCPSnooping ACL O0OOO0OOOO

ClassID oooooooooog b
FlowID oogdo
Port ooo0oooooon
EntryID DHCP Snooping0 0000000000000 ODDOOOOODOOOOO ID
IP Address oooooooiPOoOoOO
Port 0o00D0oO0oooooooooooooooo
Mac ooooooo MACOOOO
0 27:
ooooon

ADD DHCPSNOOPING BINDINGO 9100 OO
ENABLE DHCPSNOOPINGO 150 0 00O
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SHOW DHCPSNOOPING PORT

SHOW DHCPSNOOPING PORT

O000O00O0O0oooO0 / DHCP Snooping

SHOW DHCPSNOCPI NG PORT[ ={port -1 i st |ALL}]

port-list:

g0

000000000000000 DHCP SnoopingD000O00O0OOOO

goooog

PORT O0O0OO0O0O0O0OOOOOOOOOO

gooooggoo

Manager > show dhcpsnoopi ng port=11

DHCP Snoopi ng Port | nformation:

Port ..................... 11
Trusted .................. No
Ful | Leases/Max Leases ... 1/1

Subscriber-ID ............

Port ooooooooo

Trusted DHCP Snooping 0 O O 0O 0O O O O O OVYesOTrusted O O O OO No

OUntrusted D0DOOO0O0OOO

Full Leases/Max

ooooodd

DHCP Snooping0 0000000000000 DOODOOOOOODOOO
Leases 0000o000o0oo0o0oo0oO0oooD /00000000000000

Subscriber-1D

000000 Subscriber-1D

goooog

ENABLE DHCPSNOOPINGO 150 0 00O

oooood

CentreCOM8624EL D0 0000 OOOO 2.8
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SET DHCPSNOOPING PORTO 18400 00O
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SHOW LACP

SHOW LACP

000000000000 /LACPO IEEE 802.3ad0

SHOW LACP

g0

LACPOOOOOOOOOOO

gooooggoo

Manager > show | acp

LACP I nfornmati on

Status ... Enabl ed
Actor System Priority ........... 32768
Actor System .................... 00- 00- cd- 24-02-0e
LACP Ports ........... .. 1-24
Active ....... ... ... 1-24
Passive ......... ... .. ... .. .... None
Status LACPOOOODDOOOENabled O Disabled
Actor System Priority 000000000000
Actor System gooo IbDOMACOUOOOO
LACP Ports LACPOOOOOOOOOOODOO
Active LACPOOODOODOOODOOODODActiveOODOOOODDOOOODOOO
O
Passive LACPOODDDDOOOODOOOOODPassiveDODOOOOOOOOOOO
0od
0 29:
ooooon

DISABLE LACPO 1320000
ENABLE LACPO 1530000

SET LACP PRIORITYO 1870000
SHOW LACP PORTO 2300000
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SHOW LACP PORT

SHOW LACP PORT

000000000000 /LACPO IEEE 802.3ad0

SHOW LACP PORT[ ={port-1list|ALL}]

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

g0

Oooooooo LACPOOOOOODOOODO
goooog

PORT OOOOOO

gooooggoo

Manager > show |l acp port=1,5

LACP Port Information

Actor Port .......... ..., 1
Trunk Goup ................ | acp26 Partner | nformation:
Selected ................. Sel ect ed Partner Sys Priority ........ 32768
Port Priority ............... 32768 Partner System .. 00-00-f4-27-2c-74
LACP Port Nunber ................ 1 Port Key ........ ... ... .. ... ..... 3
Port Key ......... .. ... .. ... ..... 2 Port Priority ............... 32768

Admin Key ..................... 1 Port Number ..................... 1

Mode . ....... ... Active Mode . ... .. Active
Periodic .......... ... .. ... ... Fast Periodic .......... ... ... . ... Fast
Individual ..................... No Individual ..................... No
Synchronised .................. Yes Synchronised .................. Yes
Collecting .................... Yes Collecting .................... Yes
Distributing .................. Yes Distributing .................. Yes
Defaulted ........... ... ... ... No Defaulted ...................... No
Expired ......... ... ... .. ... ... No Expired ......... ... ... . ... ... No
Actor Churn .......... ... ....... No
Partner Churn .................. No

Actor Port ......... . ... 5
Trunk Goup ...........oviin... - Partner |Information:
Selected ................. Sel ect ed Partner Sys Priority ............ 0
Port Priority ............... 32768 Partner System .. 00-00-00-00-00-00
LACP Port Nunmber ................ 5 Port Key ......... .. ... . ... ...... 0
Port Key ......... .. ... .. ... ..... 1 Port Priority ................... 0

Admin Key ..................... 1 Port Number ..................... 0
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SHOW LACP PORT

Mode . ... Active Mode . ... Passi ve
Periodic ..................... Fast Periodic ..................... Fast
Individual ..................... No Individual .................... Yes
Synchronised .................. Yes Synchronised ................... No
Collecting ..................... No Collecting .................... Yes
Distributing ................... No Distributing .................. Yes
Defaulted ..................... Yes Defaulted ..................... Yes
Expired ......... .. ... ... ... ... No Expired ......... ... . ... ... ..... No
Actor Churn .................... No

Partner Churn .................. No

Actor Port ooooo

Port is LACP Disabled - Port in a Manual Trunk

ooooooobooboooooboooog
OOO0O0OOLACPOOOOOOOOOOOOO
ooo

Port is LACP Disabled - Half Duplex Link

000000 Half DuplexDOOOOOOOoOoO
LACPOOOOOODOOOODOOODOOO

Trunk Group

Oo0oooooooOoooOOoLACPOOOOO
000000000000000D00 lacpXXXXO
000000000000 000000XXXXO
SHOW INTERFACELQO DO OOOOOOOO
oooboooooooooomooooood
ooboooooooooboo-0coooood

Selected LACP OO O OSelectedd LACPO OO ODODO
OMStandbyO LACPO OO OOOODOOOO
000000000 MmUnselectedd LACP OO
gooooboogo

Priority LACPOOOOOOOOOOO

LACP Port Number goooobooobooooo

Port Key LACPOODODO

Admin Key LACPOOUOODODODUOODOoOoooog
0 ADMINKEYO

Mode LACPO O OOOO ActiveOPassive 00000

Periodic ActiveDOO0O0O0O LACPODODODOOOODODOO
FastOlO M SlowO 300000000

Individual Aggregation 0 00 0000 Yedd Individual =
ydoddiobdoddouoooooooogo
000 MMNoO Aggregatable = 0000000
godoooooooooobooboobobogooo
BRN
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SHOW LACP PORT

Synchronised

Sychronization O O 0O O O O O YesOIN_
SYNCI NoO OUT.OF.SYNCO O OO OO

Collecting

CollectingOD OO OOOOYesDOOOOOooO
OO0O0mMNoOOOOOooooooooooog
oo

Distributing

Distributing0D D0 000O0YesDOOOOODO
O000mMNoOOOODOOOODOOODOOOO
ooo

Defaulted

Defaulted DO O O0OO0OOYesOOOOOODO
LACPOUOOOOODODOOOODOODOOOO
oooooooboobooobooboooog
O NoOOOODOOODOOODO LACPOODO
ooooooooogd

Expired

Expired 0 000 0O 0O O Yesd Receive Machine
0 EXPIRED O O 0O O O J NoO Receive Ma-
chineO EXPIRED O OOOODO

Actor Churn

000000 ChurnD Synchronized 00O 0O O
oooUoooooooo LACPOOOOOOGO
O00000000000000000 0 VYes
OChurnO00O0OO0OMNoOChurnOOQOQOnO
gooo

Partner Churn

0000000 Churnd Synchronized 00O O
oooUooooooooo LACPOOOOOO
00000000000 000000000 Yes
OChurnO00O0OO0OMNoOChurnOOQOQOnO
gooo

Partner Information0 OO OO

ooooboooooooooobooooogod

Partner Sys Priority

00000 LACPOOOOOOOOODOOO

Partner System

OoO0oOLACPOOOD IDODMACOODOODO

Port Key

oo0ooOd LACPOOOO

Port Priority

00000 LACPOOOOOOOOOOO

Port Number

cooooooood

Mode 00000 LACPOOOOOO ActivePassive
goood

Periodic 00000 LACPOOODOOOOODOO Fastd 1
ODmSlowO 300000000

Individual 00000 AggregationO OO 000
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SHOW LACP PORT

Synchronised 00000 SynchronizationO O 00O 00O
Collecting 00000 CollectingDoooonO
Distributing 00000 DistributingD 00000
Defaulted 00000 Defaulted DO D OO0
Expired 00000 Expired0OOOO0O
0 30:
goodoo

ADD LACPPORTL 930 OO0
SET LACPPORTO 186 00 0O
SHOW LACPO 2290000
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SHOW LACP TRUNK

SHOW LACP TRUNK

000000000000 /LACPO IEEE 802.3ad0

SHOW LACP TRUNK

g0

LACPOOOOOOOOOOODOODOOOOODOOOOODOOoOOO

gooooggoo

Manager > show | acp trunk

LACP Dynami ¢ Trunk Group Information

Trunk group name .......... | acp26:
Speed ....... ... 100 Mops
Ports in Trunk .......... 1-4
LAG I D:

[ (8000, 00- 00- cd- 24- 02- 0e, 0002, 00, 0000), (8000, 00- 00-f 4- 27-2c- 74, 0003, 00, 0000) ]

Trunk groupname O00O000O0O0OO0LACPOOOOODOOOOOOOOODODOOOOO lacp-
XXXXODOOOOOoOOoOOoOoooooooooXXXXd SHOW INTERFACE
O000oo0oooooooooooooooooon

Speed 0000000000000 10MbpsO100Mbpsd 1000MbpsO-0 00000 0
ooo

Ports in Trunk 00000

LAG ID LAG IDO Link Aggregation IdentifierfD 000000 Actor00 000000

OPartnerd DO0OO0O0O0O0O00OO0O0O0O0OO0OO0O0OOOOO IDOMACOOO
omoooooobooooooooooooooooooooobooon

0 31:

goooog

ADD LACPPORTL 930 OO0
SET LACPPORTO 186 00 0O
SET LACP PRIORITYO 1870000
SHOW LACPO 2290000
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SHOW LACP PORTO 2300000
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SHOW PORTAUTH

SHOW PORTAUTH

00o00o0o0oooooo /00000

SHOW PORTAUTH] ={8021X|MACBASED}]

g0

OooOoooooseiXoooMACOODOODODOODOODOOoooooooooooo
goooog

PORTAUTH 00OOO0O0OO0O8021XH802.1X 00O M MACBASEDOMACOODOOOOOOOOOOO
0000 s8oIXooooooo

gooooggoo

Manager > show portaut h=8021x

802. 1X System
Syst emAut hControl ............ ENABLED
d obal Usernane.............. port Aut hPor t Aut h
d obal Password.............. port Aut hPor t Aut h
d obal Encryption Method.. ... St andard
Nurmber of Multi Supplicants.. O (limt 480)
Por t PAE Capabilities Pr ot ocol Version
portl Aut henti cat or (Single) 1
port2 Aut henti cat or (Single) 1
port3 Aut henti cat or (Single) 1
port4 Aut henti cat or (Single) 1
port5 Aut henti cat or (Single) 1
port6 Aut henti cat or (Single) 1
port7 Aut henti cat or (Single) 1
port8 Aut henticator (Milti) 1
port9 None 1
port 10 None 1
port1l None 1
port 12 None 1
port 13 None 1
port 14 None 1
port15 None 1
port 16 None 1
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SHOW PORTAUTH

port17 None 1
port 18 None 1
port19 None 1
port 20 None 1
port21 None 1
port22 None 1
port23 None 1
port24 None 1
port25 None 1
port 26 None 1
Manager > show portaut h=nmachased
MAC Based Aut hentication System
Syst emAut hControl ............ ENABLED
Nurmber of Supplicants........ 0 (limt 480)
Por t PAE St at us
portl Di sabl ed
port2 Di sabl ed
port3 Di sabl ed
port4 Di sabl ed
port5 Di sabl ed
port6 Di sabl ed
port7 Di sabl ed
port8 Di sabl ed
port9 Enabl ed
port 10 Enabl ed
portil Enabl ed
port12 Enabl ed
port13 Enabl ed
port 14 Enabl ed
port 15 Enabl ed
port 16 Enabl ed
port17 Di sabl ed
port18 Di sabl ed
port19 Di sabl ed
port 20 Di sabl ed
port21 Di sabl ed
port 22 Di sabl ed
port 23 Di sabl ed
port 24 Di sabl ed
port 25 Di sabl ed
port 26 Di sabl ed
SystemAuthControl 802X ODODoOooooon
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SHOW PORTAUTH

Global Username Supplicant0 0000000 Supplicant0 0D 0000000000
gooboboboobooooobobobbbooooobbbboooooo
goobooboboobooooobobbbooooobobbboooooo
gooooobooooboo

Global Password Supplicant0 0000000 Supplicant0 0D 0000000000
gooboboboobooooobobobbbooooobbbboooooo
goobooboboobooooobobbbooooobobbboooooo
gooooobooooboo

Global Encryption Method Supplicant 0 00000000 O0O00O0OStandardd OTPO OO O
g
Global Encryption Type Supplicant 0 000000000000 OTPOOOOOOOOO

oo0ooo0ooooooooooooooMD4AOMD5SO00000
Number of Multi Supplicants  Supplicant0 00 0000000000000 O0O00O0O0O Supplicant

googn

Port gooooooobooooooooo

PAE Capabilities 802X 000000000 OODODOOOO O Authenticator (Sin-
gle)O Authenticator (Multi)O Supplicantt BothCl None O 0 0 O
g

Protocol Version EAPOLOOOOOODOOO

0 32: PORTAUTH=8021X 0 OO

SystemAuthControl MACOOOOOOOOOOOOO
Port gooobooboooboogoooooboo
PAE Capabilities go0o0oooUoouoo MACOOODoOooooooOo

0 33: PORTAUTH=MACBASED 00O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 88 0 0 OO
ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 157 0000

SET PORTAUTH PORTO 189000 O

SET PORTAUTH PORT SUPPLICANTMACO 1930000
SHOW PORTAUTHO 236 00 OO

SHOW PORTAUTH COUNTERO 239000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O

SHOW PORTAUTH TIMERO 251 00 0O
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SHOW PORTAUTH COUNTER

SHOW PORTAUTH COUNTER

00o00o0o0oooooo /00000

SHOW PORTAUTH] =8021X] COUNTER PORT={port-/ist|ALL}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

O0o0ooos8oiXooooooooooooo

goooog

PORTAUTH 0000000000 OO0OOOO 8021X0802.1X00000000000O00O 8021X0O0OO

ooboooooobooobooooobood
PORT O0O0OO0O0O0O0OOOOOOOOOO

gooooggoo

Manager > show portauth counter port=5
802. 1X Counters

oooood

port5
PAE Type.................... Aut henti cat or
Last EAPOL Franme Version.... 1
Last EAPOL Franme Source..... 00- 00- e2- 59- 56-48
Recei ve Transm t
EAPOL Frames............... 32 EAPOL Frames............... 122
EAPOL Start Franes......... 0 EAP Req/ld Franes.......... 70
EAPOL Logoff Franmes........ 0 EAP Request Franes......... 3
EAP Resp/ld Franes......... 29
EAP Response Franes........ 3
EAP Length Error Franes.... 0
Invalid EAPOL Franes....... 0
Manager > show portauth counter port=7
802. 1X Counters
port7
PAE Type........ ... ... Bot h
Aut henticator - Attached Supplicant(s)
Last EAPOL Frane Source... .. 00- 00- f 4- 95- 30- 6a
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SHOW PORTAUTH COUNTER

MAC Address..........
Last EAPOL Frane Vers

Recei ve
EAPOL Franes. . .

EAPOL Start Franes.........
EAPOL Logoff Franmes........
EAP Resp/ld Franes.........
EAP Response Franes........
EAP Length Error Franes....
Invalid EAPOL Franes.......

MAC Address..........
Last EAPOL Frane Vers

Recei ve
EAPOL Franes. . .

EAPOL Start Franes.........
EAPOL Logoff Franmes........
EAP Resp/ld Franes.........
EAP Response Franes........
EAP Length Error Franes....
Invalid EAPOL Franes.......

Suppl i cant
Last EAPOL Frane Vers
Last

Recei ve
EAPCL Franes......
EAP Req/1d Franes.
EAP Request Franes

Invalid EAPOL Franes.......
EAP Length Error Franes....

EAPOL Frane Source.....

.......... 00- 00- e2- 59-56-48
ion....... 1

Transm t
EAPCL Franes............
EAP Req/ld Franes.......
EAP Request Franes......

O O P NO O W

ion....... 1

Transm t
EAPCL Franmes............
EAP Req/ld Franes.......
EAP Request Franes......

O O P NO O W

ion.... O
ff-ff-ff-ff-ff-ff

Transm t
EAPCL Franes...............
EAPCL Start Frames.........
EAPOL Logoff Frames........
EAP Resp/ld Franes.........
EAP Response Franes........

O O O o o

O O O W Ww

Interface

coooboooooooooooooo

PAE Type

802X 0000000000 OODOODOUOAuthenticatord

SupplicantOBoth O OO OO

Authenticator OO0 Q0 00O

Last EAPOL Frame Version

0000000 EAPOLODOOOOOOODOO

MAC Address

00000000o0OooO SupplicantD MACOOOO

Last EAPOL Frame Source

0000000 EAPOLOOOOOOOO MACOUOOO

EAPOL Frames(Receive)

EAPOLOODODOOOOOO

EAPOL Start Frames(Receive)

EAPOL-Start0 00O OO0QOO

EAPOL Logoff Frames(Receive)

EAPOL-Logoff 0O OODO OO0

EAP Resp/1ld Frames(Receive)

CentreCOM8624EL D0 00O ODOOOO 2.8

J613-M0688-02 Rev.C

EAP-Response/ldentity D OO 00000

oooodd




SHOW PORTAUTH COUNTER

EAP Response Frames(Receive) EAP-Response 00 0 OO OO0

EAP Length Error Frames(Receive) 0000 EAPOOOO0OOOOLengthOOODOOOODOOO
goooooo

Invalid EAPOL Frames(Receive) O000 EAPOLOOOODOOOOTypeDOOOOOOOO
goooobood

EAPOL Frames(Transmit) EAPOLOOOOOOOOO

EAP Req/ld Frames(Transmit) EAPOL-Request/Identity DO OO0 OO0

EAP Request Frames(Transmit) EAP-Request 000 OO 0O0O0O

SupplicantD OO 00O

EAPOL Frames(Receive) EAPOLOODOOOOOO

EAP Req/ld Frames(Receive) EAPOL-Request/Identity DO OO0 OO0

EAP Request Frames(Receive) EAP-Request 000 OO 0O0O0O

Invalid EAPOL Frames(Receive) O000 EAPOLOOOOOOOOTypeDOOOOOOOO

oooooogo

EAP Length Error Frames(Receive) 0000 EAPOOOO0O0OOOOLengthOOODOOOODOOO

goooooo
EAPOL Frames(Transmit) EAPOLO OO OOOOOO
EAPOL Start Frames(Transmit) EAPOL-Start0 0000 oon
EAPOL Logoff Frames(Transmit) EAPOL-Logoff 0O O OO OO
EAP Resp/ld Frames(Transmit) EAP-Response/lidentity D OO 00000

EAP Response Frames(Transmit) EAP-Response 00 0 OO OO0

0 34:

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 88 0 0 OO
ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 157 0000

SET PORTAUTH PORTO 189000 O

SET PORTAUTH PORT SUPPLICANTMACO 1930000
SHOW PORTAUTHO 236 00 OO

SHOW PORTAUTH COUNTERO 239000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O

SHOW PORTAUTH TIMERO 251 00 0O
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SHOW PORTAUTH MULTISUPPLICANT PORT

SHOW PORTAUTH MULTISUPPLICANT PORT

00o00o0o0oooooo /00000

SHOW PORTAUTH] ={8021X|MACBASED}] MJLTI SUPPLI CANT PORT={port-/ist|ALL}
[ SUPPLI CANTMAC=nacadd]

port-list: 000000000010 0000000000O0OO0OOOOOOOOO
macadd: MAC 0 0 0 O O XX-XX-XX-XX-xX-xX 0 0 0 0

g0

802.1X Multi-Supplicant0 0 00000000 Authenticator OO0 O O0ODOOOMACOOOOOOODO
000000000000 /0000000 Supplicant0 00000000

goooog
PORTAUTH 00OOO0OO0OO0O8021XH802.1X 00N MACBASEDOMACOODOOOOOOOOOOO
0000 s8oXooooooo

PORT 000000000 O0OOOOOOO
SUPPLICANTMAC Supplicant MACO O OOO

gooooggon

Manager > show portauth multisupplicant port=8

802. 1X Mul ti - Supplicant Configuration

Interface: port8

Mul ti - Suppl i cant Aut henti cat or
Nurmber of Multi Supplicants........... 1
Def ault Settings
Aut hControl PortControl ........ Aut o
quietPeriod................... 60
txPeriod...................... 30
suppTinmeout................... 30
serverTinmeout................. 30
maxReq. . . ... 2
reAuthMax. . ................... 2
reAuthPeriod. ................. 3600
reAut hEnabled................. Fal se
securevVian. ......... ... ... On
trap. . ..o None
mbReset...................... Enabl ed
vlanAssignnent................ Enabl ed
Attached Supplicant(s)
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MAC Address. .............ouvun..

Aut henti cator PAE State......

Port Status

Backend Aut henticator State...

Aut hCont r ol Port Contr ol
quietPeriod.................
t xPeri od
suppTi meout
server Ti neout

keyTransm ssi onEnabl ed. .. ...
adm nControl | edDi rections
securevVlan..................

Manager > show portaut h=nmacbased nul ti supplicant port=9

MAC Based Aut hentication Configuration

Interface: port9
PAE Status............... Enabl ed
Nurmber of Supplicants.... 1

Def ault Settings
Aut hCont r ol Port Contr ol
quietPeriod...................
reAuthPeriod..................
r eAut hEnabl ed
secur eVl an

Attached Supplicant(s)
MAC Address. .. .................
Aut henti cator PAE State.......
Port Status
Backend Authenticator State...
Aut hCont r ol Port Contr ol
quietPeriod...................
reAuthPeriod..................
r eAut hEnabl ed
secur eVl an

00- 00-f 4- 22-33-44

SHOW PORTAUTH MULTISUPPLICANT PORT

00- 00- f 4- 95- 30- 6a
. AUTHENTI CATED

aut hori sed

| DLE

Aut o

True
Fal se (not supported)
Both (not supported)

None
Enabl ed
Enabl ed

None
Enabl ed
Enabl ed

I NI TI ALI SE
unaut hori sed
| DLE

Aut o

oooood
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SHOW PORTAUTH MULTISUPPLICANT PORT

Default Settings

00000000000 SupplicantD 00000000000

Attached Supplicant(s)

00000000 Supplicant0 0000000000 OOOOOO
0000000000000 Supplicant 0000

Authenticator PAE State

Authenticator 0 0 0O 0O O O OINITIALISED O O O 0O DISCON-
NECTED! O 0O O MCONNECTING O 00 MAUTHENTICATING

0000 mMAUTHENTICATEDO O OO O M ABORTINGO O OO

O0@MHELDOD O OO MFORCEAUTHIM D OO OOOODOO O
FORCEUNAUTHM OO OOOOODOOODOODOOO

Port Status

00000 O0unauthorisedd OO 0O OO authorisedO OO OO O

Backend Authenticator State

00000000 IDLE OOOOMMNITIALISE OO O IRESPONSE

OSupplicant0 00 00O MMREQUESTO OO ODOODOOODODMM

SUCCESSO U OO OMMFAILOOOOOMmMTIMEOUTO OOOOO
ooooodd

AuthControlPortControl

0000DDoO0000b00DAutc0 000D oO0o00oooooooo
O (O forceUnauthorisedd 0 O O O O O ™ forceAuthorisedd 0 0O O
oooooooooad

quietPeriod

O00O0O0O0Supplicant0 0000000000000

txPeriod

Supplicant0 EAPOLO 000D O0OO0OOOOOOO

suppTimeout

Supplicant 0 EAP-Request 0 0 00 0O 00O Supplicant0 00 OO
goooobooo

serverTimeout

RADIUSO OO OO Access-Request 1 000 OO ORADIUSO O
gooooboogoboooooo

maxReq Supplicant 0 O 00 EAPOL-Request D DO OO0 O OO0OOO
reAuthMax 00000000 EAPOL-Request 00000000 0O0O0O
reAuthPeriod SupplicantD OO0 OO0 ooOO0OO

reAuthEnabled oo0ooooooo

keyTransmissionEnabled ooooo

adminControlledDirections oo0oono

secureVlan O00000 VLANOOOO20000000000 Supplicant O
OO0 VLANDOOODOOOOOODO SupplicantOooooooon
goooooooooooog

trap O0000000oooo SNMPOOODOOODODOOOOODOOOOO
gooooooooogoo

mibReset OO0 Supplicant0 000000000 OoOOOO

vlanAssignment

000000 VLANDOOOODOOO

0 35: PORTAUTH=8021X 0 OO

Default Settings

00000000000 SupplicantD 00000000000

Attached Supplicant(s)
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SHOW PORTAUTH MULTISUPPLICANT PORT

Authenticator PAE State

Authenticator 0 0 0O 0O O O OINITIALISED O O O 0O DISCON-
NECTED! 0O OO MCONNECTING 0 00 MAUTHENTICATING
0000 mMAUTHENTICATEDO O OO O M ABORTINGO O OO
O0@MHELDOD O OO MFORCEAUTHIM D OO OOOODOO O
FORCEUNAUTHM OO OOOOODOOODOODOOO

Port Status

00000 O0unauthorisedd OO 0O OO authorisedO OO OO O

Backend Authenticator State

00000000 IDLE OOOOMMNITIALISE OO O IRESPONSE
OSupplicant0 00 00O MMREQUESTO OO ODOOODOOOODMM

SUCCESSO U OO OMMFAILOOOOOMmMTIMEOUTOD OOOOO
ooooodd

AuthControlPortControl 0000DDoO0000b00DAutc0 000D Oo0o00ooooooog
O (O forceUnauthorisedd 0 O O O O O ™ forceAuthorisedd 0 0O O
oooooooooad

quietPeriod O000OO00SupplicantO0 0000000000000
reAuthPeriod SupplicantD OO0 OO0 ooOO0OO

reAuthEnabled oo0ooooooo

secureVlan 000000 VLANOOOO20000000000 SupplicantO

OO0 VLANODOODOOODOOOOO Supplicant0 00000000
ooooooooooooon

trap O0000000oooo SNMPOOODOOODODOOOOODOOOOO
gooooooooogoo

mibReset OO0 Supplicant0 000000000 OOOOO

vlanAssignment 000000 VLANOOODODOOO

0 36: PORTAUTH=MACBASED 0O O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 88 0 0 OO
ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 157 0000

SET PORTAUTH PORTO 189000 O

SET PORTAUTH PORT SUPPLICANTMACO 1930000
SHOW PORTAUTHO 236 00 OO

SHOW PORTAUTH COUNTERO 239000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O

SHOW PORTAUTH TIMERO 251 00 0O
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SHOW PORTAUTH PORT

SHOW PORTAUTH PORT

00o00o0o0oooooo /00000

SHOW PORTAUTH] ={8021X|MACBASED}] PORT={port-/ist|ALL}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

O0o0O0oo0oooooooooosziaXoooMACOOODOODOoOooooooooo

goooog

PORTAUTH 0O0OOO0OO0OO0O8021XH802.1X 0 0OMMACBASEDOMACOODOOOOOOOOOOO

0000 s8oIXooooooo
PORT O0O0OO0O0O0O0OOOOOOOOOO

gooooggoo

Manager > show portaut h=8021x port=1

802. 1X Configuration

Interface: portl
PAE Type............... Aut henti cat or
Aut henti cat or PAE State.......
Port Status...................
Backend Aut henticator State...
Aut hControl Port Control ........
quietPeriod...................
txPeriod......................
suppTinmeout...................
serverTinmeout.................

piggyBack.....................
keyTransm ssi onEnabl ed. .. ... ..
adm nControl | edDirections.....

Manager > show portaut h=8021x port=7
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AUTHENT| CATED
aut hori sed
| DLE

True

Fal se (not supported)
Both (not supported)
None (VLAN | D=0)

None

oooodd




802. 1X Confi gurati on

Interface:
PAE Type

port 7

Mul ti - Suppl i cant Aut henti cat or
Def ault Settings

Aut hCont rol Port Control ........ Aut o
quietPeriod................... 60
txPeriod...................... 30
suppTinmeout................... 30
serverTinmeout................. 30
maxReq. . ... 2
reAuthMax. . ................... 2
reAuthPeriod.................. 3600
reAut hEnabled................. Fal se
secureVlan. ................... On
LYo None
mbReset...................... Enabl ed
vlanAssignnent................ Enabl ed
Attached Supplicant(s)

MAC Address. ................... 00- 00- e2- 59- 56- 48
Aut henti cator PAE State....... AUTHENTI CATED
Port Status................... aut hori sed
Backend Aut henticator State... |IDLE
Aut hCont rol Port Control ........ Aut o
quietPeriod................... 60
txPeriod...................... 30
suppTinmeout................... 30
serverTinmeout................. 30
maxReq. . ... 2
reAuthMax. . ................... 2
reAuthPeriod.................. 3600
reAut hEnabled................. Fal se
keyTransm ssi onEnabled. ....... Fal se (not supported)
operControl |l edDirections...... Fal se (not supported)
secureVlan. ................... On
trap. ... None
mbReset...................... Enabl ed
vlanAssignnent................ Di sabl ed

Manager > show portaut h=nacbased port=10

MAC Based Aut hentication Configuration

Interface: portl0
PAE Status............... Enabl ed
Nurmber of Supplicants.... 1

Def ault Settings

oooood

SHOW PORTAUTH PORT
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SHOW PORTAUTH PORT

Aut hCont r ol Port Contr ol
quietPeriod......
reAut hPeri od. . . ..
r eAut hEnabl ed. . ..
secureVlian.......

Attached Supplicant(s)

MAC Address..........
Aut henti cator PAE State.......
Port Status......
Backend Authenticator State...
Aut hCont r ol Port Contr ol
quietPeriod......
reAut hPeri od. . . ..
r eAut hEnabl ed. . ..
secureVlian.......

None
Enabl ed
Enabl ed

00-00-f 4-42-01-6b
AUTHENTI| CATED
aut hori sed

| DLE

Aut o

None
Enabl ed
Enabl ed

Interface

cooooooooboooooboooo

PAE Type

8021X0 0000000000 ODOOODOOOAuthenticatordOSuppli-
cantOBothO OO OO

Authenticator OO0 QO 00O

MAC Address

Supplicant0 MACOO OO

Authenticator PAE State

Authenticator 0 0 0O 0O O O OINITIALISED O O O 0OJ DISCON-
NECTED! O 0O O MCONNECTING O 00 MAUTHENTICATING
0000 mMAUTHENTICATEDO O OO O M ABORTINGO OO O
O0@MHELDOD O OO MFORCEAUTHIM D OO OOOODOO O
FORCEUNAUTHM OO OOOOODOOODOODOOO

Port Status

00000 O0unauthorisedd OO 0O OO authorisedO OO OO O

Backend Authenticator State

00000000 IDLE OOOOMMNITIALISE OO O IRESPONSE
OSupplicant0 00 00O MMREQUESTO OO ODOOODOOODODMM
SUCCESSO U OO OMMFAILOOOOOMmMTIMEOUTO OOOOO
ooooodd

AuthControlPortControl

0000D0DDoO0000b00DAutc0 000D O000oooooooo
O (O forceUnauthorisedd 0 O O O O O ™ forceAuthorisedd O 0O O
oooooooooad

quietPeriod

O00O0O0O0Supplicant0 0000000000000

txPeriod
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SHOW PORTAUTH PORT

suppTimeout

Supplicant 0 EAP-Request 0 0 00 0O 0O 0O Supplicant0 00 OO
goooobooo

serverTimeout

RADIUS OO O OO Access-Request 1 000 OO ORADIUSO O
gooooboogoboooooo

maxReq Supplicant 0 O 00 EAPOL-Request D DO OO0 ODOOO0OOO
reAuthMax 00000000 EAPOL-Request 00000000000
reAuthPeriod SupplicantD OO0 OO0 ooOO0OO

reAuthEnabled oo0ooooooo

piggyBack Single-Supplicant 0 00D 0000000000000 Supplicant O

coooooooooooboooooboooobooooboooooon

keyTransmissionEnabled

ooooo

adminControlledDirections

ooooo

secureVlan O00000 VLANOOOO20000000000 Supplicant O
OO0 VLANDOOODOOOOOODO SupplicantOooooooono
goooooooooooog

trap O0000000oooo SNMPOOODOOODODOOOOODOOOOO
gooooooooogoo

mibReset OO0 Supplicant0 000000000 OoOOOO

vlanAssignment

000000 VLANDOOOOOO

SupplicantD OO 00O

heldPeriod

O000000Authenticator 0000000000000

authPeriod

Authenticator 0 EAP-Response 0 0 0000000 OO Authenti-
cator0Doooooooonog

startPeriod

Authenticator 0 EAPOL-Start 0 00 000000000000

maxsStart

EAPOL-Start 00 0D D OO0OO0OO0O0OOOSupplicant0 0000
EAPOL-Start D D O OO0 MAXSTARTOOOOOOOOOOOO
00 Authenticator 00 000000000000 DOO0OOO0OOOOO
od

Supplicant PAE State

Supplicant 0 0 0 0O O O O Authorised O Unauthorised DO 00O

0 37: PORTAUTH=8021X 0 OO

Interface

cooooooooboooooboooo

PAE Status

ooooooooooooo MACOOOOOOoooooo

Number of Supplicants

MAC 000 Supplicant 0 O

MAC Address

Supplicant0 MACOO OO

Authenticator PAE State

oooood

Authenticator 0 0 0O 0O O O OINITIALISED O O O 0O DISCON-
NECTED! 0O OO MCONNECTING O 00 MAUTHENTICATING
0000 mMAUTHENTICATEDO O OO O M ABORTINGO O OO
O0@MHELDOD O OO MFORCEAUTHIM D OO OOOODOO O
FORCEUNAUTHM OO OOOOODOOODOODOOO
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SHOW PORTAUTH PORT

Port Status 0000000 unauthorisedd 000 00 authorisedD 00 00O
Backend Authenticator State 00000000 IDLEOOOOMINITIALISE OO 0O MTRESPONSE
OSupplicant 000000 MMREQUESTO O OO OOODOOOOOM
SUCCESSO OOOO0OMmMFAILOD OO OO M TIMEOUTOOOOOO
goooooo
AuthControlPortControl 000000000000 DAutcD 00 000o0ooooooooon
0 i forceUnauthorisedD 0O 0 O 0O O O [ forceAuthorisedd O 0 O
goooooogoo

quietPeriod O000O00SupplicantO0 0000000000000
reAuthPeriod SupplicantD OO0 OO0 ooOO0OO

reAuthEnabled oo0ooooooo

secureVlan O00000 VLANOODOOO20000000000 SupplicantO

OO0 VLANODOODOOODOOOOO Supplicant0 00000000
ooooooooooooon

trap 00000000000 SNMPOOODOOODODOOOOODOOOOO
gooooooooogoo

mibReset OO0 Supplicant0 000000000 OoOOOO

vlanAssignment 000000 VLANOOODODOOO

0 38: PORTAUTH=MACBASED 0O O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 88 0 0 OO
ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 157 0000

SET PORTAUTH PORTO 189000 O

SET PORTAUTH PORT SUPPLICANTMACO 1930000
SHOW PORTAUTHO 236 00 OO

SHOW PORTAUTH COUNTERO 239000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O

SHOW PORTAUTH TIMERO 251 00 0O
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SHOW PORTAUTH TIMER

SHOW PORTAUTH TIMER

00o00o0o0oooooo /00000

SHOW PORTAUTH] ={8021X|MACBASED}] TI MER PORT={port-/ist|ALL}

port-list: 0000000000100 0000DO00O0OO0ODOOOOOOOOODD

g0

O000o0ooooooooooostiXooooo MACOODOODOOOOooOoOoooooooooo

ooooo

goooog

PORTAUTH 0O0OO0OO0O0OO0O8021XH802.1X 0 0OMMACBASEDOMACOODOOOOOOOOOOO

0000 s8oXooooooo
PORT O0O0OO0O0O0O0OOOOOOOOOO

gooooggoo

Manager > show portaut h=8021x timer port=7
802. 1X Timers

Manager > show portaut h=8021x tinmer port=8
802. 1X Timers

Interface: port7
Attached Supplicant: 00-00-e2-59-56-48
aWi l e qui etWi l e r eAut hWhen

00 00000 00000

Attached Supplicant: 00-00-f4-95-30-6a

aWi l e qui etWi l e r eAut hWhen
00 00000 00000
ooooog

Interface: port7 PAE Type.....
Aut henti cat or
aWi l e qui etWi l e r eAut hWhen
00 00000 00048
Suppl i cant
aut hwi | e hel dWhi | e st artWen
00 00000 20
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SHOW PORTAUTH TIMER

Suppl i cant
aut hwi |l e hel dWi | e st art Wien
00 00000 26

Manager > show portaut h=nacbased ti nmer port=2
MAC Based Aut hentication Tiners

Interface: port2

Suppl i cant qui etWi l e r eAut hWhen
00- 00-f4-42-01-6b 00000 00000
Interface godddoooooooooooo
PAE Type 802X 00000000000 0DOOOOO AuthenticatordSupplicantd
BothO OO OO
Authenticator 00 00O
aWhile Supplicant 0 EAP-Request 0 0 OO0 00 OSupplicant0 000000

O0000MO0O0O0OORADIUSO OO OO Access-Request O O O O
OOORADIUSOOOOUOOOODOOOOOUOOOODmMOoOoOooOOO
SUPPTIMEOUT O ODOOUOODDOUOOOOOOOOO SERVERTIMEOUT
goobooooogooo

quietWhile OO0000O0Supplicant0 0000000000000 OO0O0OOOOO
QUIETPERIOD D ODOOOOOOOOOOODOO

reAuthWhen Supplicant 0 0 0000000000000 REAUTHPERIOD OO
gobooobobobobooon

txWhen Supplicant0 EAPOLO 000000 OOOOOOOOOOOOOITX-

PERIODOOOOOOOOOOOOOOO
Supplicant0 OO 00O

authWhile Authenticator 0 EAP-Response 0 0 0 0 00O 00O OO O Authenticator
000000000000 MmMAUTHPERIOD DD OO ODOOOOOOO
ogno

heldWhile O00000Authenticator D000 0000000000000 OOOOO
HELDPERIOD O O OO UOOOUOOOUOOoOoOog

startWhen Authenticator 0 EAPOL-Start 0 0 000 0000000000000

STARTPERIOD OO O O0OOOOODOODOOOOO

0 39: PORTAUTH=8021X 0 OO
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SHOW PORTAUTH TIMER

Interface goboobooobobooobobooooboo
Supplicant MAC 00O 0O SupplicantD MACO O OO
quietWhile OO0O00OO0O0SupplicantO0 0000000000000 O0OODOOOOOQUI-

ETPERIOD D OO0O0OODOOOOOOOOO
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SHOW PORTAUTH TIMER

reAuthWhen Supplicant0 0 0000000000000 REAUTHPERIOD O OO OODO
ooooogooon

0 40: PORTAUTH=MACBASE 0 0O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 88 0 0 O O
ENABLE PORTAUTHO 1550000

ENABLE PORTAUTH PORTO 1570000

SET PORTAUTH PORTO 189000 O

SET PORTAUTH PORT SUPPLICANTMACO 1930000
SHOW PORTAUTHO 236 00 OO

SHOW PORTAUTH COUNTERO 239000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 2420000
SHOW PORTAUTH PORTO 246 0O O O

SHOW PORTAUTH TIMERO 251 00 0O
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SHOW QOS HWPRIORITY

SHOW QOS HWPRIORITY

000000oooooo ZQoSs

SHOW QCS HWPRI ORI TY

g0

QoS0 08021Q/8021p 00 D0DOIOOOUOODOODODOOODODOODODOODODOOD
pooooooooooo

gooooggoo

Manager > show qos hwpriority
QCS Priority Mapping
Priority Val ue Egress Queue
PO 1
P1 0
P2 0
P3 1
P4 2
P5 2
P6 3
P7 3
Priority Value gooooooooOoooooooooo
Egress Queue oo000O0ooO0bOO0obOOoOoOooooooboooOoooo
0 41:
goodoo
SET QOS HWPRIORITYO 198 00 00O
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SHOW QOS HWQUEUE

SHOW QOS HWQUEUE

000000oooooo ZQoSs

SHOW QOS HWQUEUE

g0

cooooooooooboooooobooooboobooboooooobooooogon

gooooggoo

Manager > show qos hwgueue

QCS Egress Queue Configuration

Queue Numnber Max Packets
0 None
1 None
2 None
3 None

Max Latency (m croseconds)

Queue Number

oooooooo3noooouooooooo

Max Packets

ooooooooon

Max Latency (microseconds)

poooooooooooooooon

goooog

SET QOS HWQUEUEOD 2000 00O
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SHOW STP

SHOW STP

00o00o0o0oO0ooooo /0000000000000

SHOW STP[ ={st pnane|ALL}] [ SUMVARY]

stpname: STPO OO0 O001015000000000000000 000000000000 OO0O0OOOOOO

ooo

00

STPOOOO0DOOOOODOOOOOO

goooog

STP STPOOOOOOODOOUOOALLOOOODOOOOSTPOOOOOOOOOOOOOO
SUMMARY STPOOOUOOUOOOOOOOOOOOO

gooooggoo

Manager > show stp

STP | nfornmati on

oooood

RSTP Type ............
VLAN nenbers .........

Status .......... .. ...
Nurmber of Ports ......

Nurmber Enabled .....

Nurmber Disabled ....
Bridge Identifier ....
Desi gnated Root ......
Root Port ............
Root Path Cost .......
Max Age ..............
Hello Time ...........
Forward Delay ........
Switch Max Age .......
Switch Hello Tinme ....
Switch Forward Del ay ..
Hold Tinme ............

def aul t

St andard
(n/a)
default (1)
white (10)
orange (20)
bei ge (30)
uplink (1000)
ON

22

22

0

32768 : 00-90-99-40-4f-00
32768 : 00-90-99-40-4f-00

(n/a)
0

20

2

15

20

2

15

1

CentreCOM8624EL D0 0000 OOOO 2.8
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SHOW STP

STP Nane Mode Ports Enabl ed Ports Di sabl ed Bri dge Role
def aul t St andard 22 0 Root Bri dge
Name STPoOOCOOO

Mode STPOOO0OOOO Standardd 802.1d0 O RapidO 802.1w0
RSTP Type Rapid STPO OO OO OO Normal O STP Compatible

VLAN members

OO0 VLANOOOOOO VLAN ID

Status

STPOOOOOOOOOND OFF

Number of Ports

STPOOOO0O0OOOOO0DOOOOOO

Number Enabled

pcooooooooooo

Number Disabled

ooooooooooooo

Bridge Identifier

ooooooooooooooooooooo MACOODOOODODOOO

Bridge Priority

pcooooooooooo

Designated Root

oooooooooooooon

Root Port 000000000o0oo0o0oo0ooooo0 (nfa)Dooooo
Root Path Cost coooooooooooooobooboobooogo

Max Age coooooooboobomoboogoooooobooooogo
Hello Time coooooobmooooodoooooooooon

Forward Delay

oobooooobobooooomooooooooooooooogog

Switch Max Age

000000000000 OOOSETSTPOOOODO MAXAGEDOOOO
comoboooooooobooodoooooooooon

Switch Hello Time

0000000000 000SETSTPOOOO0O HELLOTIMED OOO
comooooooooooodoooooooooon

Switch Forward Delay

O00U00oU0oU0oUoUoUoUOUOoSET STPOOOOO FORWARD-
DELAYDOOODODUODmMOOoOoooooooooooooooooooo
O

Hold Time

00000000 ConfigurationBPDUO OO OOOODODODODOOOO

oomobooooooooooboooooloooooooboooo

Standard 0000000000 O0OOO

Transmission Limit

ooooooooooooooBPDUOOOOOOOOOOOOOOODOO
0003000000000000Rapid00D0OO0DOO0OOOOOOOO
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SHOW STP

STP Name STPoOOCOOO

Mode STPO OO0 OOO Standardd 802.1d0 O RapidO 802.1w0
Ports Enabled 0000000 oooon

Ports Disabled 0000000000000

Bridge Role STPOOOOOODOOOOONoneD Designatedd Root 0 0 O 0O

0 44: SUMMARY OO OOQOOGOGO

goooog

CREATESTPO 1130000
DESTROY STPO 126 OO O
DISABLE STPO 1370000
ENABLE STPO 1610000
SETSTPO 2010000

SHOW STP COUNTERO 2600 00O
SHOW STPPORTO 2630000
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SHOW STP COUNTER

SHOW STP COUNTER

00o00o0o0oO0ooooo /0000000000000

SHOW STP[ ={st pnane|ALL}] COUNTER

stpname: STPO OO0 O001015000000000000000 000000000000 OO0OOOOOOO
ooo

g0

STPOOOO0OOO0OODOOOOODOOOO
goooog

STP STPOOOOOOOOOOOOALLOODOOOOOOSTPOOOOOOODOODOOOOOOODOOO

gooooggoo

Manager > show stp counter

STP Counters
STP Nane: default

Recei ve: Transm t:

Total STP Packets Total STP Packets
Confi gurati on BPDU Confi gurati on BPDU
TCN BPDU TCN BPDU

RST BPDU RST BPDU

Inval i d BPDU

O O ©O oo
O O © o

Di scar ded:

Port Di sabl ed
Invalid Protocol
Invalid Type
Invalid Message Age
Config BPDU | ength
TCN BPDU | engt h

RST BPDU | ength

O O O o o oo

STP Name STPOOOOO
Receive DO OO0 gooooooooooooa
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SHOW STP COUNTER

Total STP Packets

0000 STPO OO OO Configuration BPDU O Topology Change Notifi-
cation BPDUO OO OO

Configuration BPDU

Configuration BPDU O 0O 0O

TCN BPDU

Topology Change Notification BPDU 0O O O

Invalid BPDU

ooosTpPOOOOOOO

TransmitO OO OO

oooooooooooooon

Total STP Packets

0000 STPO OO OO Configuration BPDU O Topology Change Notifi-
cation BPDUO OO OO

Configuration BPDU

Configuration BPDU O 0O O

TCN BPDU

Topology Change Notification BPDU 0O O O

Discarded D O 0O OO

coooooooooooooooo

Port Disabled

ooooooooooooooooooooooooo BPDUDOO

Invalid Protocol

ooooo IboooooooO0Ooooooooo IbDoODOO0OOOOoOOO
ooooooooooo sSTPOOOOO

Invalid Type

TypeO0O0OO0O0O0OO0OO0OO0OOOOOOOOOOOOSTPOOOOO

Invalid Message Age

oooooooooooooooooooooo sSTPOOOODO

Config BPDU length

00000000 Configuration BPDU O O

TCN BPDU length

00000000 Topology Change Notification BPDU O O

goooog

RESET STPO 1800 0 0O O
SHOW STPO 2570000

0 45:

SHOW STPPORTO 2630000

oooood
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SHOW STP DEBUG

SHOW STP DEBUG

00o00o0o0oO0ooooo /0000000000000

SHOW STP DEBUG

g0

OoooooooooooosSTPOOO0OOOOOOOOODOOOO

gooooggoo

Manager > show stp debug

Por t Enabl ed Debug Mbdes Qut put Ti meout

Portl MEG PKT, STATE TR ol
Port  Emabled Debug Modes Quput  Timout

Portz sTATE TR ass

Port  Emabled Debug Modes Quput  Timout

Port ooooo

Enabled Debug Modes OCOO0O0O0O000O0OSTPOOOOOOOODOOMSGOSTPOOOOODO
O000000MPKTOSTPOOOOO ASCIHOO M STATED O OOO
0000000 ALLODOOOO0DODOO0000O0O0

Output 000000000 oooooOooTTYODOOoOO
Timeout 0o000o0oDo0o0ooooooooooa

0 46:
ooooon

DISABLE STP DEBUGDO 138 0 0O [
ENABLE STP DEBUGO 1620 0 0
SHOW STP COUNTERO 2600 00O
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SHOW STP PORT

SHOW STP PORT

00o00o0o0oO0ooooo /0000000000000

SHOW STP PORT[ ={port-1list|ALL}]

port-list: 0000000000100 0000DO00OO0OO0ODOOOOOOOOODD

00

ooooosTPOOOOOOOO

goooog

PORT OOOOO

gooooggoo

Manager > show stp port=1
STP Port Infornmation
STP .. def aul t
STP Status ............ OFF
Port ....... ... . ... ... 1
State .......... ... .. Di sabl ed
Port Priority ....... 128
Port ldentifier ..... 8001
Pathcost ............ 100
Desi gnated Root ..... 32768 : 00-90-99-c1-bl-80
Desi gnated Cost ..... 0
Desi gnated Bridge ... 32768 : 00-90-99-cl1-bl-80
Desi gnated Port ..... 8001
VLAN nenbership ..... 1
STP oooo STPOOOOO
STP Status OO0 STPOOOOOOOOONDO OFFO
Port ooooo

RSTP Port Role

oooood

0000000 DisabledO Alternate BackupOBackup (Loopback
Disabled)DesignatedCRoot 0 0 O O O O Backup (Loopback Dis-
abled) 00000000000 DO0OO0OOODOOOOOOOOOO
O000ORapidOOOOOOOOOOOOO
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SHOW STP PORT

State

00 0000O0Standard O O O O O O DisabledO Blocking Lis-
teningd Learningd Forwarding D 0 OO0 O 0ORapid 000000
Disabled Discarding Learningd Forwarding 0 0 O O 0O

Point To Point

ooooboboooooooboooooobooooooobooooon
O0OONoOYesOOODODOO(Auto)DDODODOODOODODOODOO
O000RapidODO0O0OO0O0OOOOODOOO

Port Priority

ooooooooood

Port Identifier

oooood

Pathcost

ooooo

Designated Root

ooooooooooooodod

Designated Cost

ooooooooo

Designated Bridge

oooooooooooooon

Designated Port

O0oOooooooooooBPDULOOOOOOOOOOOOOO
O

EdgePort

00000000000000O0YesUNoOOOOOORapidO0O
ooooooooood

VLAN membership

OO0 VLANOO

Counters/Loopback Disabled

000000000000 000000000000ORapidOO0O
oooooooooo

goooog

SETSTPO 2010000
SET STPPORTD 2030000
SHOW STPO 2570000
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SHOW SWITCH

SHOW SWITCH

00o00o0o0ooooooo /000000

SHOW SW TCH

g0

cooooooooboooobooooooooon

gooooggoo

Manager > show switch

Swi t ch Configuration

Switch Address ............. 00- 00- cd- 18- 05- bf

Learning ................... ON

Ageing Timer ............... ON

Nunmber of Fixed Ports ...... 24

Nurmber of Uplink Ports ..... 0

Mrroring .................. DI SABLED

Mrror port ................ None

Ports mrroring on Rx ...... None

Ports mrroring on Tx ...... None

Ports mirroring on Both .... None

Nunmber of WAN Interfaces ... O

Narme of Interface(s) ....... -

Ageingtinme ................. 300

L3 Ageingtine .............. 900

UpTinme ..., 00: 28: 11

STP Forwarding ............. DI SABLED

Switch Address MACOOOO

Learning 00000000000 ouUooooooogugONd OFFO
Ageing Timer O0000Do000o00oooooooooooooooooooon

OOOO0OOONDO OFF

Number of Fixed Ports 00 EthernetO OO OO

Number of Uplink Ports 000000 EthernetOD OO OO

Mirroring O000000000000000Enabled O Disabledl
Mirror port oooooo

Ports mirroring on Rx 000o000oooooooooooooooooooog
ooooog CentreCOM 8624EL DD 00 DODOOODO 2.8
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SHOW SWITCH

Ports mirroring on Tx goboobogobooooboooboboobboobuooo

Ports mirroring on Both 000000000 0o000o0ooooooooooooooo

Number of WAN Interfaces WANOOOOOOOOO

Name of Interface(s) WANOOOOODOOOO

Ageingtime godoooodoooooooooooooooooMACOOOO
googod

L3 Ageingtime L3ooooooooooooo

Uptime O0o00oooooooo:o:0oo0o0o0mMIB-NOOOOO0O sysUp-
TimeOO OO

STP Forwarding BPDUOOOOODODOOOODOOOO

0 48:
goodoo

RESET SWITCHO 1810 00O O
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SHOW SWITCH COUNTER

SHOW SWITCH COUNTER

00o00o0o0ooooooo /000000

SHOW SW TCH COUNTER

g0

cooooooooooooooooocooooboooo

gooooggoo

Manager > show switch counter

Swi tch Counters

Swi tch i nstance: 0

Packet DMA counters:

Recei ve: Transm t:

Packet s 71202 Packet s
Di scards 0 Di scards
TooFewBuf fers 0 Aborts
Descri pt or sExhaust eds 0 Descri ptorAreaFill eds
Queuelength 0 Queuelength

PCl bus counters:
ParityErrors 0 Er r or Channel
Fatal Errors 0

General counters:
Reset s 0

71196

Packet DMA counters0 0000 DMAOOOOOOOOOOOOOOOO

Receive 00 OO OOO cooooooboooooooooood
Packets ooooooooocpPUOUOOUOOUOOUOO
Discards cbooooboooboodooooooboooboboboooobooon

406000000000O00DODOO0OO

BufferLevel30 000

oooboooboooobooobooobooboobooooooon

oooooogo

oooood CentreCOM 8624EL O
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SHOW SWITCH COUNTER

TooFewBuffers

pdbobooooooooooooooooboooobooooooon
000 BufferLevel30000000000000000O0

DescriptorsExhausteds

pdbobooooooooooooooooboooobooooooon
ooooooooo DMAOOOOOOOOO

QueuelLength

oooooOooooooooooooooooocPUOOOOO
oooooooooo

TransmitO OO0 O0O0OO

cooooooboooooooooood

Packets cPulOO0OOUOOOOUOOODOOODOOO

Discards oo0oooo DMADOOOOODOOOOOODOOOOODODOOO
ooooooooood

Aborts coooooobooboooooooooooooboooo

DescriptorAreaFilleds

cPuUOOOOOUOOOOOOOOOOOOODOOOOOOOPC
ooooooooooo DMAOOOOOOOOOOOOOOO
coooboooooobooooooooooooon

QueuelLength

cooooooboooooooooooo

PClI bus counters0 00 00O

PCl0OOoUOO0OOOUOOOOUOOOOO

ParityErrors

PClOO0U00DO0OOU0ODO0OOOOOOOOODOOOOODOO
oooooooooooooon

FatalErrors

PClOO00U00O0OO0U0O0O0OOOOOUOOOOOOoOoOOn
oooooooooooo

ErrorChannel

ooooooooooooodo DMADOOOO

General counters0 0 OO0

cooooooooooooogo

Resets ooo0oooO DMADOOOOOOOOOOOO
0 49:
ooooon
RESET SWITCHO 18100 00O
SHOW SWITCHO 2650000
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SHOW SWITCH DEBUG

SHOW SWITCH DEBUG

00o00o0o0ooooooo /000000

SHOW SW TCH DEBUG

g0

pobooooooooooooooboobooooooobooooooooo

gooooggoo

Enabl ed Switch Debug Modes Qut put Ti meout

Enabled Switch Debug Modes D0000000D0D00o0o00000o00oARLDOFDBOCMIC
OCCMICOOOUOMMDMAOODODODOODOOOOOOOOMQOS
0 QoS[1J S560001 Broadcom 0O 0 O (I PHYO PHY None 0 O O

oooo
Output 000000 oOoooooooooTTYDOoOOo
Timeout 0o0o0o0oOooDOOoooooooooooa

0 50:

ooooon
DISABLE SWITCH DEBUGO 142 00 00O
ENABLE SWITCH DEBUGO 166 O 0 O O
oooooo CentreCOM 8624EL 0000000000 2.8
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SHOW SWITCH FDB

SHOW SWITCH FDB

00o0o00o00o0ooooo /00000000000000O

SHOW SW TCH FDB[ ={SWHW] [ ADDRESS=nacadd] [ DI SCARD={SOURCE|
DESTI NATI ON}] [ HI T={YES|NO}] [L3={YES|NO}] [PORT={port-/ist|ALL}]
[ STATUS={STATI CIDYNAM C}] [ VLAN={v/ annane|1. . 4094}]

macadd: MAC 0O 0 0 O O XX-XX-XX-XX-XX-xx 0 0 0 O
port-list: 00 OO0 00000010 0000000000O0O0O0OOOOOOOO
vlanname: VLAN O O1015000000000000000_ 00000000000 O0OO0O0OOOOOOOO0O0

g0

oooooooooooooOoOorbDBOOOOOOOOOO
coooooooobooooooooooooboooooogon

goooog

FDB OO0OOSWLOOOoOHWOOOOOOOOOOOO FDBOOOOOOOOOOOOFRDBOOO
coobooooboooooooooooooobooooooooooooobooooooooogg
Ooooooooooo sw

ADDRESS 0000000000 OO0OOOO0OOOOOOO

DISCARD OO0OUOOOOOODISCARDOOOOODOODOODOOODOODOOOOOOODOOO
OSOURCED DO OOOOOODESTINATIOND ODOOOUOOOOOOO

HIT 0000000000000 0O00000O00000OO0O

L3 o000 3000o0oouooooooooooooooooooouoooo

PORT 0O0OO0O0OO0O0OO0O0OO0OOOOOOOOOOOOOOOOOOOOOODOOOOODOOOO

STATUS 0O0O0O00O0OOOSTATICOOOOOOOOOOOOOO DYNAMICDOOOOODOOOoOOooOo
O0O0OO0ODOODYNAMICOOOODOOODOOODOOODOOOOOODOOOOlearn00OOOO0OOO
ooo

VLAN VLANOOOO VLANIDOOOOO VLANOOOOOOODOOOOoOoooooooo

gooooggoo

Manager > show switch fdb

Swi t ch Forwar di ng Dat abase (software)

VLAN MAC Address Port Status Discard L3 Ht QS QD
1 00- 00- cd- 00-8b-00 17 dynam ¢ - n y 0:0 dest
1 00- 00-f4-90-19-9b 17 dynam ¢ - n y 0:0 dest
CentreCOM 8624EL DD 00 DODOOOODO 2.8 ooooog
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SHOW SWITCH FDB

1 00- 00-f 4- 95- 3f - 07 17 dynam ¢ n y 0: 0 dest
1 00- 00-f 4-95-9c-96 17 dynam ¢ n y 0:0 dest
1 00-00-f4-95-9f-31 17 dynam ¢ n y 0:0 dest
1 00-00-f 4-c3-02-cf 17 dynam ¢ n y 0: 0 dest
1 00- 05-02- 04-41-0d 17 dynam ¢ n y 0:0 dest
1 00- 05-02- 69-a0-49 17 dynam ¢ n y 0:0 dest
1 00- 05-02-d1-af -6b 17 dynam ¢ n y 0: 0 dest
1 00- 0a- 27- ae-59-70 17 dynam ¢ n y 0:0 dest
1 00-90-27-92-63-22 17 dynam ¢ n y 0:0 dest
1 00- 90-99- 1b-65-¢c7 17 dynam ¢ n y 0: 0 dest
1 00- 90- 99- 38- 00- 2f 17 dynam ¢ n y 0:0 dest
1 00- 90-99- 40- 4f - 00 CPU static y y 0:0 dest
1 00- a0-c9- 5a- h3- 33 17 dynam ¢ n y 0:0 dest
1 02-41-f4-02-c2-4b 17 dynam ¢ n y 0:0 dest
1 08-00- 2b- e7-fe- 1f 17 dynam ¢ n y 0: 0 dest
10 00- 90- 99- 40- 4f - 00 CPU static y |y 0:0 dest
VLAN VLAN ID

MAC Address MACOOOO

Port o0 MACOOOOOODOOOOooooooooooo

Status O00000000dynamic00 000000000000 staticOOO0OOO0O
ooooooo

Discard O000oooooo0oooooooooooooooooooooooooon
00000000000000000sourcell 000 M destinationD 0 0 [T -
Ooooooooooooo

L3 0000300000000 000000000o0o0o00oo0ooooOoOoDydyest
0 nO noO

Hit O0000ooooo00000oooo0ooooooooOoO0dydyesdd n
Ono0000O00O00O0O0OO0O0O0OO0O0OOOOOOO0OONOOOOOOOOOO
ooo

QOS QoS00 DOODUOOUIDOOD eSO OODUOoOoOOoOO
0 QoSSO0

QSD O0oo00oo0oooooooooooooooooooooooooooooo
O00000000000000000000000sourced00000O destdO
ooooooooo

0O 51:
g

s FDBOOOOOO

oooood
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SHOW SWITCH FDB

SHOW SW TCH FDB

s 00020 FDBOOOOOOOOOOOOO

SHOW SW TCH FDB PORT=2

e 000000o0ooooooooooon

SHOW SW TCH FDB STATUS=DYNAM C

goooog

ENABLE SWITCH LEARNINGO 168 0 0 OO
SHOW SWITCHO 2650000
SHOW SWITCH FILTERO 27300 00
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SHOW SWITCH FILTER

SHOW SWITCH FILTER

00o0o00o00o0ooooo /00000000000000O

SHOW SW TCH FI LTER [ PORT={port-/ist|ALL}] [ACTI ON={FORWARD|DI SCARD}]
[ DESTADDRESS=nacadd] [ ENTRY=entry-id] [VLAN={vI annane|l..4094}]

port-list: 000000000010 0000000000O0OO0OOOOOOOOO
macadd: MAC 0 0O 0 O O XX-XX-XX-XX-xX-xX 0 0 0 O
entry-id: JO0 000000003190

vlanname: VLANO 010150000000 00000000 @M 00000000O0DOO00000OO0O0DOOOO

g0

ooooooOooooooooorbBOOOOOOOOOOODOOOOODODOOOODODOOOODODODOO
coooooooobooooooooooooboooooogon

goooog

PORT OOOOOOO

ACTION 0000000000000 O0O0O0OOFORWARDOOOOO DISCARDO OO M
DESTADDRESS 0O MACOUOOO

ENTRY O00O0OO0OOOO

VLAN VLANOOOO VLANID

gooooggon

Manager > show switch filter
Switch Filters
Entry VLAN Desti nati on Address Port Action Source
0 white (10) 00-00-f4-12-12-12 8 Forward static
1 white (10) 00-00-f4-12-12-13 8 Forward learn
white (10) 00-00-f4-12-12-14 8 Forward learn
0 orange (20) 00-00-f4-01-01-01 11 Forward static
Entry Oo0o0ooooooooooon
Destination Address 00 MACOOOO
VLAN VLAN OO VLAN ID
ooooog CentreCOM 8624EL DD 00 DODOOODO 2.8
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SHOW SWITCH FILTER

Port oooooooooooooboooo

Action 000000000000 00000000FRorwardd OO0 OO Discardd O
o

Source 000000000 Ostatic0 0000000000000 O0Olearn0O0

coobooobooooobooooobooooboooboooooooooooon
Olearn000 00O MM ADD SWITCH FILTEROOOO O LEARNOO OO
0000oO0ooooglearn0000O0O0D0OO0OO0OOOOODOODODO 100
oooodd

0 52:

g
s FDBOOOOOODOOOOODOOOOODOO

SHOW SW TCH FI LTER

s 000200000000000000000000

SHOW SW TCH FI LTER PORT=2

goooog

ADD SWITCHFILTERO 970 00O
DELETESWITCH FILTERO 121000 O
SET SWITCH MIRRORO 2150000
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SHOW SWITCH L3FILTER

SHOW SWITCH L3FILTER

00o0o0o0ooooooo /000000 IPOOOOO

SHOW SW TCH L3FI LTER[=fi/ter-id [ ENTRY[ =entry-id]]]

filter-id: DO DDOOOD10140
entry-id: 00 000000101240

g0

ooooooIPOODOOOOWIOOOOOOOOOOODOOODOOO

goooog

L3FILTER OOO0O0OO0OO0O0O0O0OO0O0OO0OO0O0OO0OO0OO0OOOO0OO0OO0OO0O0OO

ENTRY 000000000 O0OO0OODOO0OO0OOO0OO0OOLWIFILTEROOOODOOOOOOOOOOOOOOO

0000000000000 0oO000o0oO00000000L3FILTEROOOOODOODOOOOO
oooooooooooboogd

gooooggoo

Manager > show switch | 3filter

Har dware based filtering.... Enabled
Software filtering bypass .. Disabled
Filter ................. 1

Mat ched fields ......... sip

TYPE oo ETH 1 |

Sour ce address nask .... 255.255.255.0
Dest. address mask ..... 0.0.0.0

Ingress port mask ...... fal se

Egress port nmask ....... fal se

Filter ................. 2

Mat ched fields ......... sip

TYPE oo ETH 1 |

Sour ce address nask .... 255.255.255. 255
Dest. address mask ..... 0.0.0.0

Ingress port mask ...... fal se

Egress port nmask ....... fal se

Manager > show switch |3filter=2 entry
ooooog CentreCOM 8624EL DD 00 DODOOODO 2.8
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SHOW SWITCH L3FILTER

Har dware based filtering.... Enabled
Software filtering bypass .. Disabled
Filter ................. 2
Mat ched fields ......... sip
TYPE oo ETH 1 |
Source address nmask .... 255.255.255. 255
Dest. address mask ..... 0.0.0.0
Ingress port mask ...... fal se
Egress port nmask ....... fal se
Filter Entries:
Entry ........ . ... ... 1
Ingress Port ......... None
Egress Port .......... None
Source Address ....... 192. 168. 10. 130
Source Mask .......... 255. 255. 255. 255
Dest Address ......... 0.0.0.0
Dest Mask ............ 0.0.0.0
Protocol ............. 0
TTL .o 0
TOS .. 0
IPDSCP . .............. 0
Type ... 0800(ETH-11)
Action ............... NODROP
Entry ...... ... .. ..., 2
Ingress Port ......... None
Egress Port .......... None
Source Address ....... 192. 168. 10. 103
Source Mask .......... 255. 255. 255. 255
Dest Address ......... 0.0.0.0
Dest Mask ............ 0.0.0.0
Protocol ............. 0
TTL .o 0
TOS .. 0
IPDSCP ............... 0
Type ... 0800(ETH-11)
Action ............... NODROP
Entry ...... ... .. ..., 3
Ingress Port ......... None
Egress Port .......... None
Source Address ....... 192. 168. 10. 16
Source Mask .......... 255, 255. 255. 255
Dest Address ......... 0.0.0.0
Dest Mask ............ 0.0.0.0
Protocol ............. 0
TTL .o 0
TOS .. 0
IPDSCP . .............. 0
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Type

SHOW SWITCH L3FILTER

Hardware based filtering

ooooooIPOODDOOODODOO

Software filtering bypass

ooooo

Filter

ooooodgd

Matched fields

O000o0o0oo0oooudoo0ooooooooooodtodd TOSM
ipdsO IPDSCP ttlOd TTLI protd PROTOCOLL sipld SIPADDRI
dipd DIPADDRITI tcpspl TCPSPORTL tcpd TCPDPORTLI tcpsy

0 TCPSYNM tcpad TCPACK I tcpfd TCPFIN udpst UDPSPORTL
udpdd UDPDPORTM typed TYPEO O DO OO OO

Type

oooooooooo

Source address mask

oo IPODOOOO0O0DOOOOODOOOOODOOOOODOO

Dest. address mask

oo IPODOOOO0O0DOOOOODOOOOODOOOOODOO

Ingress port mask

ooooooobooooooooooboooooooobooboooooon
od

Egress port mask

ooooooobooooooooooboooooooobooboooooon
od

Entry

ocooooooooooo

Ingress Port

cooooooooboooooboooo

Egress Port

cooooooooboooooboooo

Source Address O0IPOODOO

Source Mask oo0oono

Dest Address o0 IPOODOO

Dest Mask oo0oono

Protocol IPOODOOOOO

TTL TTLOO0O0DOo0Ooooooono

TOS TOSO O OO OOOOOODOOO precedenced O

IPDSCP DSCPUO DiffServ Code Pointd O

Type goooooogobooobooboon

TCP Flags TCPOOOOOOODOOOO Syn/Ack/Fin

TCP S-Port TCPOOOODO

TCP D-Port TCPOOOODO

UDP S-Port ubPOOOODO

UDP D-Port ubPOOOODO

Action 00000000000 DENYOSETPRIORITYOSENDCOSOSETTOSO
SENDEPORTISENDMIRRORICNODROPISENDNONUNICASTTO-
PORTO MOVEPRIOTOTOSO MOVETOSTOPRIOO SETIPDSCP O [
d
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SHOW SWITCH L3FILTER

Port gooooooooboooboo
New IP TOS go0ooooooooooo Tosooono
New IP DSCP O0000o0O0oooooouo bscr U
Priority g0o000oO0O00O0O0O0OoUo 82lpbUoboUooUooono
Syn/Ack/Fin TCPOODOOOO
0 53:
goodoo

ADD SWITCH L3FILTER ENTRYD 990 00O
ADD SWITCH L3FILTER MATCHO 1050 00 O
DELETE SWITCH L3FILTERO 122 000 0O
DELETE SWITCH L3FILTER ENTRYD 1230000
DISABLE SWITCH L3FILTERO 1430000
ENABLE SWITCH L3FILTERO 16700 0O

SET SWITCH L3FILTER ENTRYDO 207 00O O
SET SWITCH L3FILTER MATCHO 2120000
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SHOW SWITCH PORT

SHOW SWITCH PORT

00o0ooO0ooooooo /000

SHOW SW TCH PORT[ ={port-1Iist|ALL}]

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

g0

cooooooooooooogo

goooog

PORT 0O0OO0O0OO0O0OOOOOOALLOOOOODOOOOODOOOOODOOOO

gooooggoo

Manager > show switch port=1

Switch Port Information

Por t
Descri ption
Status ...
Link State
UpTi ne
Port Media Type
Confi gur ed speed/ dupl ex
Actual speed/ dupl ex
Configured master/sl ave node ..
Actual master/slave node
Accept abl e Frane Types
Broadcast rate limt
Mil ticast rate limt
DLF rate limt ................
Ingress rate limt
Egress rate limt
Learn limt ...................
Intrusion action
Current |earned,
Relearn .......... ... . ... . ...
M rroring
Is this port mrror port
Enabl ed flow control (s)
Send tagged pkts for VLAN(S)
Port - based VLAN

lock state ...

oooood

ENABLED

Up

00: 01: 11

1 SC8802- 3 CSMACD

Aut onegoti at e

10 Mops, hal f dupl ex
Not applicable

Not applicable

Admit Al Franes

Di scard

0, not | ocked
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SHOW SWITCH PORT

STP ...

Ingress Filtering .......
Trunk Goup .............
....... def aul t

...... (B) Forward all unregister groups

Port goood

Description oooooooon

Status 000000000 0OENABLED O DISABLED

Link state O00000000O0O000UpO Down

UpTime O000000MMoO00MmoO00o000o0ooooomhh:mm:ss

oooo

Port Media Type

MIB-IOOOODOO iffype0 0000000000 DO0ODOOOO
ooo

Configured speed/duplex

000000000 OAutonegotiatedd 10MbpsC 100MbpsO
1000Mbps/half duplexO Full duplex 0O O 00O

Actual speed/duplex

cooooooo

Configured master/slave
mode

1000BASE-TOOOOOOOO/Z0000000000000O00O
00000 Not applicableD OO0 OO

Actual master/slave mode

1000BASE-TOOOOOOOOOOO/Z0000000000O00O
O0000ONot applicableD OO0 OO

Acceptable Frames Type

00000000000 00Admit All Frames O Admit Only
VLAN-tagged Frames

Broadcast rate limit

oooooooooooooilo0ooooooo

Multicast rate limit

oooooooooooolooooooooo

DLF rate limit

DLFO Destination Lookup FailureD OO0 00 10000000
od

Ingress rate limit

oooooooooooooboooo

Egress rate limit

oooooooooooooboooo

Learn limit

MACOUOOOOOOOOUOOOOOOUOOO MACOOOOOO
ooooUoooooo MACOOOOOOOooOoooo

Intrusion action

Learn limit0 0 MACOOOOOOOODDOODOOOOO MACO
0000000000000 0000 Discardd TrapO Disable O O
g

Current learned, lock state

Learn limit0 0000000000 MACOOOOOOOO lock
state 000000000 0O00O0OOODOnot lockedO locked
by limitO Learn limit 0 0O 0 0O 0O 0O O O O locked by command
0O ACTIVATE SWITCH PORT LOCK OO OODOOOOOOOOO
gooo
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SHOW SWITCH PORT

Relearn 0000000000000 UOUOoOFFOOUOUOO0ODN I ON
goboobooobooooo
Mirroring 0000000000000 000Disabledd RxO TXOBoth O O

000 0RxOTxO Both O O O O I frames mirrored to Port 240
gooooooooooooooooooooooooooonoa
00000 no Mirror Portset 00O QoOnO

Is this port mirror port

oobooooooboooobooooobood

Enabled flow control(s)

00000000000 Paused IEEE 802.3x PAUSED O OO OO
O

Send tagged pkts for VLAN(S)

Oo0o0ooooo0oO0dd VLANODOVIDO

Port-based VLAN

Oo0oooooooooo0no VLAN O OVIDO

Ingress Filtering

oobooooooboooobooooobood

Trunk Group

cooooooooooooooon

STP

oooooooo sTPOOOODO

Multicast filtering mode

ooooo

goooog

SET SWITCHPORTO 216 OO O

oooood
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SHOW SWITCH PORT COUNTER

SHOW SWITCH PORT COUNTER

00o0ooO0ooooooo /000

SHOW SW TCH PORT[ ={port-/ist|ALL}] COUNTER

port-list: 0000000000100 0000DOO00OO0OO0ODOOOOOOOOODD

g0

coooooooboooboooobobooon
goooog

PORT 0O0OO0O0OO0O0OOOOOOALLOOOOODOOOOODOOOOODOOOO

gooooggoo

Manager > show switch port=1 counter

Switch Port Counters

Port 1. Fast Ethernet MAC counters:
Conbi ned receive/transmt packets by size (octets) counters:

64 476 512 - 1023 0
65 - 127 485 1024 - MaxPkt Sz 0
128 - 255 99 1519 - 1522 0
256 - 511 14

CGeneral Counters:

Recei ve Transm t
Cctets 92316 Cctets 3520
Pkt s 1019 Pkts 55
FCSErrors 0 FCSErrors 0
Mul ti cast Pkt s 316 MulticastPkts 0
Br oadcast Pkt s 339 Broadcast Pkts 0
PauseMACCt | Fr ns 0 PauseMACCtr| Frm 0
Oversi zePkt s 0 OversizePkts 0
Fragnent s 0 Fragnents 0
Jabbers 0 Jabbers 0
MACCont r ol Fr ns 0
Unsupport Opcode 0
AlignnentErrors 0
Qut O RngelLenFl d 0
SynErDur Carrier 0
Carri er SenseErr 0
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SHOW SWITCH PORT COUNTER

Under si zePkt s 0
PauseCtr | Fr ns 0
FrameWDef er r dTx 0
Fr M\ExcesDef er 0
Si ngl eCol | snFrm 0
Mul t Col | snFrm 0
Lat eCol | sns 0
Excessi vCol | sns 0
Col I'i si onFr anes 0
Layer 3 Counters:
i fl nUcast Pkt s 0 i fQutUcastPkts 0
i fInDi scards O ifQutErrors 0
i plnHdrErrors 0
M scel | aneous Counters:
Dr opEvent s 0
i fQut Di scards 0
t aggedPkt Tx 0
t ot al Pkt TxAbor t 0
HW Mul ti casti ng Counters:
TTL expired 0
Bri dged Franes 0
Rout ed Franes 0
Recei ve Drops 0
Transmt Drops 0
Combined re- O0ooooooooooon

ceive/transmit
packets by size
(octets) counters

64

6400000000000000O0

65 - 127 6501270 00000000000000

128 - 255 128025500 0000000000000

256 - 511 25605110 00000000000000

512 - 1023 512010230 0 0000000000000
1024 - MaxPktSz 102400000000000000000000
1519 - 1522 1510015220 0 0000000000000

General Counters

cooooooooooo

Receive go0oooooooooooooooooa

Octets oooooooad

Pkts ooooooo

FCSErrors FCSOooooooooono
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SHOW SWITCH PORT COUNTER

MulticastPkts

ooooooooooooon

BroadcastPkts ooooOoooooooooog
PauseMACCtI- 000 PAUSEDODODODOODO
Frms

OversizePkts

O0oo00oo0ooooUoo0UoOoUoOooooUooOo 151800000
ooooooooood

Fragments

OO00oOoooooooooooUUoorCSOOOOUOOoOoOOUUe4nO
coboboooooboobooobooooooooobooooogog

Jabbers

O0000o0000oooi1sk180o000ooooooooooooonoon FCS
coobooooboooooooooobooooooooon

MACControlFrms

MACOOOOOUOOOOOPAUSEOOOOOOOOOOOOOOODOOOO

UnsupportOpcode

000000 MACOOOOOOOOOOPAUSEOOOODOOOOOOOOOO

AlignmentErrors

oobobooooooooboooobooooooooboobooooobooooogd
ooooo

OutOfRngeLenFld

pooooooobooobooooboooon

SymErDurCarrier

pooooooobooobooooboooon

CarrierSenseErr

coobooooboooooooooogoo

UndersizePkts

ooooooOoO0oOooOoooooOoOoO0oO0ooOooOoooDeMInnnoonon
oooooogo

Transmit gooooboogoboooboobbon

Octets goooobogod

Pkts goooooo

FCSErrors g0o000oO0OoUoOoOoo RCSOoonooooooon
MulticastPkts goooobooooooooo

BroadcastPkts 000000000000000

PauseMACCtI- 000 PAUSEODOOOOODO

Frms

OversizePkts

O0oo00oo0o0oooUoo0UoOoUoOooooUoooO 151800000
ooooooooood

Fragments

OO00oOoooooooooooUUoorCSOOOOUOOoOoOOUUe4nO
coboboooooboobooobooooooooobooooogog

Jabbers

O0000o0000oooi1k180o00ooooooooooooonoon FCS
coobooooboooooooooobooooooooon

PauseCtrlFrms

PAUSEC OO OO

FrameWDeferrdTx 000000000000 0O000D0100000000000000O000O0OO
ooooooooood
FrmWExcesDefer cobooboooooobooooooboobooooobooooooooooooon

SingleCollsnFrm

l0000000000000000000

MultCollsnFrm
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SHOW SWITCH PORT COUNTER

LateCollsns

coobooooboooooooooogoo

ExcessivCollsns

leoooO00oooOooOooooooooooooooooDoo

CollisionFrames

oooooogooood

Layer 3 Counters

0000 3000b0bDoooooocPUODODDOOoOOoooooongifin-
UcastPkts

ifInDiscards

00003000000 000000000000000

ipInHdrErrors

iPOOOOODOOOOOOOOODOOOOODOOO

ifOutUcastPkts 00003000000 00000000000000000O
ifOutErrors 000030000000 000000000000000000
Miscellaneous oo0ooooooo

Counters

DropEvents gooooboogobooobooobboo

ifOutDiscards goboooboooobooooboooboboobboon
taggedPktTx VLANOOOOODOooooono

totalPktTxAbort

0000o00oo0oooooooo 2300000

HW Multicasting
Counters

oobobooooobooobooooood

TTL expired

OoooooTTLooooooooooooboooon

Bridged Frames

o0ooooooooooooooooooooo Looooooooooo
oooobooooooon

Routed Frames

o00ooooooooooooooooooooo Looooooooooo
oooobooooooon

Receive Drops

poboboooooooobooooooooooooobooooood

Transmit Drops

poboboooooooobooooooooooooobooooood

goooog

0 55:

SET SWITCHPORTO 216 0 OO O
SHOW SWITCH COUNTERO 267 0 00 O
SHOW SWITCH PORTO 2790000

oooood
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SHOW SWITCH PORT INTRUSION

SHOW SWITCH PORT INTRUSION

00o0ooO0ooooooo /000

SHOW SW TCH PORT=port - nunber | NTRUSI ON

port-number: 0000000000100

g0

0000000000000 U000000O0LEARNODOOOOOODOOO0DOOOOOOOOOOOoooo
OooooOoMACOOOODOOOOOOOOOOOOOOODOOOO MACOOODOOINTRUSIONACTION
coooooooboooboooobobooon

goooog

PORT OOOOO

gooooggoo

Manager > show switch port=11 intrusion

Switch Port Information

Port 11 - 1 intrusion(s) detected
00- 00-f 4- 1e- e0-0a

goooog

SET SWITCHPORTO 216 OO O

286 | CentreCOM 8624EL D0 000D OOO0O 2.8 gooogo
J613-M0688-02 Rev.C



SHOW SWITCH TRUNK

SHOW SWITCH TRUNK

00o0ooO0ooooooo /000

SHOW SW TCH TRUNK] =t r unk]

trunk: 0000000000 1015000000000000000_ @M O000DO000DOOO0DDOOO0DDOOODO
ooo

g0

oooooooooboooooboooo
goooog

TRUNK 000000000000 O0000O0DOO000O0DO0O0000DO0O0000000

gooooggoo

Manager > show swi tch trunk

Switch Trunk G oups

Trunk group name .................... upl i nk
Speed ... 1000 Mops
Select ... ... . . .. source and destinati on mac address
Ports ... . 25-26

Trunk groupname 000000000

Speed 0000000000000 10MbpsO100Mbpsd 1000MbpsO-0 00000 0O
oooo
Selection criterion oooooooooo
Ports ooooad
0 56:
goooono

ADD SWITCH TRUNKDO 1100 0O OO
CREATE SWITCH TRUNKO 1140000
DELETE SWITCH TRUNKDO 1240000
DESTROY SWITCH TRUNKO 1270000
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SET SWITCH TRUNKDO 2190 00O

288 | CentreCOM 8624EL DD OO DOODOOO 2.8 gooooo
J613-M0688-02 Rev.C



SHOW VLAN

SHOW VLAN

000000000000 /00000 LAN

SHOW VLAN[ ={vI annane|1. . 4094|ALL}]

vlanname: VLANO 010150000000 00000000 @M 00000000O0DOO00000OO0O0DOOOO

00

VLANOOODODOOOOO
googgg

VLAN VLANOOOO VLANIDOOOOOOO ALLOODOO0O0O0O000000O0 VLANOOOOO
ooooo

gooooggoo

Manager > show vl an
VLAN | nformation
Name ............... def aul t
ldentifier ......... 1
Status ............. static
Protected .......... No
Private ............ No
Unt agged ports ..... None
Tagged ports ....... None
Spanning Tree ...... def aul t
Trunk ports ........ None
Mrror port ........ None
Attachnents:
Mbdul e Pr ot ocol For mat Discrim MAC addr ess
GARP Spanning tree 802. 2 42 -
Name ............... white
ldentifier ......... 10
Status ............. static
Protected .......... No
Private ............ No
Unt agged ports ..... 1-8
Tagged ports ....... None
Spanning Tree ...... def aul t
Trunk ports ........ None
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SHOW VLAN

Mrror port ........ None

Attachnents:

Modul e Pr ot ocol For mat Di scrim MAC addr ess

GARP Spanning tree 802. 2 42 -

1P 1P Et hernet 0800 -

1P ARP Et hernet 0806 -

Name ............... or ange

ldentifier ......... 20

Status ............. static

Protected .......... No

Private ............ No

Unt agged ports ..... 9-24

Tagged ports ....... None

Spanning Tree ...... def aul t

Trunk ports ........ None

Mrror port ........ None

Attachnents:

Modul e Pr ot ocol For mat Di scrim MAC addr ess

GARP Spanning tree 802. 2 42 -

1P 1P Et hernet 0800 -

1P ARP Et hernet 0806 -

Name VLAN O

Identifier VLAN ID

Status VLANOOOOOOOstaticoOO

Protected Protected VLANO O O OOODODO0OODOO20000000000000
0od

Private 00000 VLANO Private VLANO OO 0O 0O

Untagged ports ooooooo

Tagged ports ooooooo

Spanning Tree OooOSTPOOOO

Trunk ports ooooooo

Mirror port O00O0OO0OO0OOVLANdefaultO OO oooooO

AttachmentsOO OO0 VLANOOOOOOOOOOOOOOOOOODOODOOOODOOOOOO
oooooooooon

Module ooooooooobooooooon

Protocol ooooooooooooo

Format oooooooooo

Discrim o0oooooooooooooooooooo Ib
CentreCOM 8624EL DO OO0DODOOOOO 2.8 oooodd
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SHOW VLAN

MAC Address gooooooooo MACOOOO

Uplink ports 0000000000 Private VLANLD Private VLANOOOOOOOO
goo

Group ports 0000000000 Private VLANLD Private VLAN O OOOOOOO

ooooogoooo

0 57:

goooog

CREATEVLANO 1160000
DESTROY VLANDO 1280000
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SHOW VLAN DEBUG

SHOW VLAN DEBUG

000000000000 /00000 LAN

SHOW VLAN DEBUG

g0

VLANOODOOOOODOoOoOOoooooo

gooooggoo

Manager > show vl an debug

VI an Enabl ed Debug Mbdes Qut put Ti meout
VI anl PKT 16 NONE
VI an Enabl ed Debug Mbdes Qut put Ti meout

VLAN VLANOOOOOOOVIanOO VLAN IDOOOOOOOOoOOooooo
Enabled Debug Modes 0000000000000 00O0O0OOOPKTO None
Output O00oooooooooooooTTYDOoOOoO
Timeout googobooooboobboobboo
0 58:
googoo

DISABLE VLAN DEBUGO 1490000
ENABLE VLAN DEBUGO 1730000
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