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e J00OODUDODDDOODUOODENATOOODOUOOOOLANDOODODOODOOOODOOODOIPO
ooooolsPOoO0O0OOOOoOOOOIPOOOOOOOOI0000000OO0O0O0OO0OOLAN
coboboooooboooooooooooooobooooooooooooooooooogon

ooooooo A0o0OooOoOOoooo
1. VLANOOOOOODO

CREATE VLAN=out VID=10 O
CREATE VLAN=in VID=20 O
ADD VLAN=out PORT=1 0O
ADD VLAN=i n PORT=2-12 [

2. lPOOOODOOOOODOOOO

ENABLE | P O

3. LANOOOODOOODOOOvilan-inDOOOOOoOoOo IPOOOODOODODOODOO

ADD | P | NT=vl an-in | P=192. 168. 10. 1 MASK=255. 255. 255. 0 [

4, WANOOOOOOOOOOvlan-outoO ISPOCOOOO0O0OO00OOOOO0OOOOOOOOOO 10O
ooooogd

ADD | P | NT=vl an-out-0 | P=172.16. 10. 1 MASK=255. 255. 255. 248 [

O Ovlan-out-00 0 Ovlan-outD 00000000000

5. WANOOOOOOOOOOvlan-out0 OO O0DO0000000O0DO0D00000O00O0 NATO
0000 300000000000000000WANDOODOOOOvVlan-outDooooooO
0000 ARPOOOOOOOOOOOOODO 172161020000 ARPOOODOODOOOOOOO
O00000oooO0Ovian-out-1000000000 NATOOOOODOOOOOO

ADD | P | NT=vl an-out-1 | P=172.16. 10. 2 MASK=255. 255. 255. 255 [

6. JO0O0OOOOoOoOoooOo
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ooooooo

ADD | P ROUTE=0.0.0.0 I NT=vl an-out-0 NEXT=172.16.10.6 O

7. 00o0o00oOoOoOo0ooooOoooooOoooooOoooo

ENABLE FI REWALL O

CREATE FI REWALL POLI CY=net O

ENABLE FI REWALL POLI CY=net | CMP_F=PI NG, UNREACH [
Dl SABLE FI REWALL POLI Cy=net | DENTPROXY [

8. J0UOUOUOUOOOOODOODOUOUOOOUOOOO0ODOODOODOOOONATODOODOOOOO
ooooooooooooodgd
e LANOOvlan-inDODOOOODODOOO PRIVATEDDOOOODODOOOOO

ADD FI REMALL POLI CY=net | NT=vlan-in TYPE=PRI VATE 0O

e WANOOvlan-out-00 0 O0DOOO0OO0OO PUBLICOODOOOODOOO

ADD FI REMALL POLI CY=net | NT=vl an-out-0 TYPE=PUBLIC O

e WANO NATOODOOOOODOOvlan-out-100 PUBLICOOOOOODODOOOO

ADD FI REMALL POLI CY=net | NT=vlan-out-1 TYPE=PUBLIC O

9. 192168.10.2 - 172.16.1020000000 NATOOOOOOOOOOOOOOOOOOODOO NAT
OO0OO0INTOvlan-inDOOOO0OO000O000 GBLINTOvlan-out-100 000000000000
O00oooooooooooosooooooooo

ADD FI REWALL POLI CY=net NAT=STANDARD | NT=vl an-in |P=192. 168. 10. 2
GBLI NT=vl an-out-1 GBLI P=172.16.10.2 O

10. LANOOvlan-inOOOOO0OO0000000000000000000000 ENATOODOOO
00000000000000000000000000 ADOO WANDOOvlan-out-000000
oooooiiPoOOODDOOOODOOO

ADD FI REWALL POLI CY=net NAT=ENHANCED | NT=vl an-i n GBLI NT=vl an-out-0 0O

11. DooooooOooOoOoObOOOO0O0O00000oooooooooooooooooooooon
O0o0o0o0o0oo0o00oooooo172.16.10.20192.168.1020 000000000000
ooo

ADD FI REWALL POLI CY=net RULE=1 AC=ALLOW | NT=vl an-out-1 PROT=ALL
GBLI P=172.16. 10. 2 1 P=192.168.10.2 O

000172161020 00000000000000O0000DOO0OPROTOCOLOOO0OOOOO
00000000 0GBLPORTOOOOODOOOOOOOOODOOOOOOPORTOOOOOOOO
O00o0oo0ooooo0ooooo0ooooooo HTTPODOOOOODOOOO
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ooooooo

ADD FI REWALL POLI CY=net RULE=1 AC=ALLOW | NT=vl an- out-1 PROT=TCP
GBLI P=172. 16. 10. 2 GBLPO=HTTP | P=192. 168. 10. 2 PO=HTTP [

0 000o000O0o00o0o0o0ooo0o0o0o0oo0oo0ooooooooi17216.10200000000
vlan-out-100 0000000000000 DOOOOO

12, LANDOODOOO0192.168.1020000000000000000 NATOOOODOODOOOvlan-
out-10 000000000 OO0OOOOUOOOOOOOIODOOOODOOUOOOOUOOOO
O0oOoooooo1o000199000

ADD | P FI LTER=100 SOURCE=192. 168. 10. 2 SMASK=255. 255. 255. 255
POLI CY=1 O

13. 0000000 00O010000 LANOOvilan-inDOOODO0OOO0O0OoOooooo

SET I P I NT=vl an-i n POLI CYFI LTER=100 O

14, DOoO0OO0O0O0000O0O0OO0O000000000DOO000000000O0O0O0000000000
cooboooooooooooooooooood
e J00DODDDDDIDOUOOOOODDODODOOOOOOOOOOOODODDOO vilan-out-1
0000000000 0000000192.168.102000000000 vlan-out-1000000
0000000000 GBLINTOOOOOOOOO NATOOOOOOOOOOO

ADD | P ROUTE=0.0.0.0 I NT=vl an-out-1 NEXTHOP=172.16.10.6 POLI Cy=1 [

e JUIOOOUOODDOOOODOUDOOODOOODOODDOOODOODOODDOOOO
00000000 vian-out-0000000000000000O0 GBLINTOOODOODOOOO
ENATOOOODDOOOOOOO

0 0000000000000 00D000DO000D000DO00DO0O0DO0OO0DOOO0O0OCOOO0 vlan-out-0
000000000000000 ENATOOOOOOOO0OO0O0O0DOWANDOOODOOOOOOOOOO
000000000000000NATOOOOOOO0DOO0OO0O0O0DO0DO0000O0O000000O000
00000000000000000000000 NATOOOOOOOOOOoOooooooooooao
0000000000 00000 ENATOOODOOOOOOOOO0OOOO0OO0DOO0ODO0O00O0O00O0O0
ooooo

oooooogo

000000 NAT

000000 NATOOOOOOOOOOOOODOOIPOOOODOOOODOOOOOOOODOOOODOOO
OO0 NATOOOOODODOOOOOOOOOOOO0OOO0OO0O00OO000O0OOO0O0O0ODOO0OO
coooooooboobooooooooooooobobooooooooooooboooooooooboooon
cooobooooooooooooooboooooboooooooooboooooooboooooboobooon
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ooooooo

U 0D0000O0NATOOOO NATOOOOOOOOOOOOOOOOOOO0OO0O000O0

s 000000 NATOOOOOOODOOODOO0OO0DO0000000000MO IFO0O PRIVATEDDOOO
O0O00mMOIFO0 PUBLICOOOOOOOOMMO IPOOOO NATOOOOOOOOOOOOOOO
coooooooboooooon

ADD FI REWALL POLI CY=net NAT=STANDARD I NT=0 I F GBLINT=0 | F GBLIP=01PODO

e JODOOOOIFDOODOOIFDOODOOOOODOOOIPOODOOOODIPOODOODOOOODODO
oooooo0ooooooooooooooooooooooooo PO IPOODOOODOOO
oooo

e JODOOUDIFODDDOODDOOOODIPOODOOOUODIPOODOOOODOOODDOOOODODO
ooooiPoOOOODOOIIPODOOOODODODOO

s 000000 NATOOODOOMOIPODOOO ARPOOOOOOOOOOOOODOOOOOODO
oooooooomolPO0UOOOOUOOOOOUOOOOOoOODOUOOUOOOOO
O0o0oooU0oU0o0o0oonD 111201114000000000 NATOOOOOOOoOoOoOO
000000000 0OO0O0OOPRIVATEDOODOOODOODOOOO Vlan-inOOODODOOPREF=00DC0O00OOO
ooooogoooo

ADD | P ROUTE=1. 1. 1. 2 MASK=255. 255. 255. 255 | NT=v| an-i n NEXT=0. 0. 0.0
PREF=0 [

ADD | P ROUTE=1. 1. 1. 3 MASK=255. 255. 255. 255 | NT=v| an-i n NEXT=0. 0. 0.0
PREF=0 [

ADD | P ROUTE=1. 1. 1. 4 MASK=255. 255. 255. 255 | NT=v| an-i n NEXT=0. 0. 0.0
PREF=0 [

U 0oo0omoiPOOO0O0OOO0COOO0OO00O000O0O0O0O0O0O0OO0O0O0O0OOOOOOOOOO0O0000
O0O0OONATOOODOOOOOOOOOOO0OO0OO0ONATOOOOOOO0O00O00O00000O0000O0000
goooooooooooooo

000000 ENAT

O0000O0ENATOOOOOOOOOOOOOOOIPOOODOOOOODOOOOODOOOODODOOOO
ooooooooooo IPOO00O0O0OOOOOOO0OOODOOOOOOOOOODODOOODOOOOOO
000oooo0ooo0oo0O0oo0 100000000000 0000O00OENATOODOOOO0DOOO
00000oooooooo000ooooooooO0O0O000000oDooO0O00000 ENATOOO
O00oooooo0ooo0oooo0oooO0ooo0oo0O0oboO00ooO0 ENATOODODODOOO0DODO0OO
ooooooooboooooon

s JO0O0O0O0ENATODOODOOOOOOOOODOOOO0O0O0O0DODO0O0O0OO IFOO PRIVATED O
OooOooomolIFo0PUBLICOOOOOOOOOOOOOO
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ooooooo

ADD FI REWALL POLI CY=net NAT=ENHANCED I NT=0 I F GBLINT=0O I F

e JODOOOOIFODOOUDODOIFODOODODOOOOODOIPOODDOOOOIFODOOODOOOODODO
coobooooooooooooooooooboooooooooooooooooooooogg
iPOOOOOOOIPOODODOOOODODOOOODOOOOOO

e JOOOOODIFOODOODOOOOOIPOOOOOOOIFODOOODOOODODOOODOOODODO

oooooOooooooOoooIiPOODOOOOIPOOOODOOOOODOOODOOODOODOOO

s J00000000000000000000000000000000000000000 1000

ooooIpPO0O0O0OoOOOOO0O00000O0OOOOO0O0O0OODODOOOOOOOOOOOOOOOOOO

coooooobooboooobooooooooon

ADD FI REWALL POLI CY=nynet NAT=ENHANCED | NT=vl an-i n GBLI NT=vl an-out 0O

0000000 mMvian-inOODOODODO0OODOO0OO0ODO0OO0OODOOOD IPOOODOOODOODOOO vian-outooO
000000000 00000oooooo0 IPO0D0OOO0OOOOvIan-outOO0OO0O0OO0DOOoOO0O
cooooooobooooooooboooooooboooooooobooooboooooOoooobD -000
coooooooooooboooooboooooooo

000000 ENAT

1000000000000 ENATOOOOODOODDOODODDOOO0OD ENATOOOO/000000
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon
oooooooooooooooooooooooooboooooooooooooool1000boo0OO
coooooobooooooooooooooobooon

s 000000 ENATOOOOOODOO0O0O00O0OO00DO0O000000000 ENATOOOOODODOOOO
0000000000000 0000000000000000 ENATOOOOODDODOO0O00000O
oooo

ADD FI REWALL POLI CY=net NAT=ENHANCED I NT=0 I F GBLINT=0 I F O

m (00000 ENATOOOOOOOOOOOOO0D0OODOOD0OO00O000mMO IFOD PUBLICOOOO

O0o00mooooooo TCPUUDPOOOOOOODOOODmMO IPDOOOOOOODOODODMOOOOO

oooooooooomoIPOO0DOOO0OO0DODOO0DmMOOOO0O000OoOO0DOO0bDDOOO

ADD FI REWALL POLI CY=net RULE=1 ACFALLOWINT=0O IF PROT=00000O0 GBLIP=OIP
GBLPORT=00OOO IP=OIP PORT=O0000 O

e JUODOOOODIFODOOODDOOOOODDODOOOOUOOOOOODOODOODIPOODDOOOO PO

ooooooooooooooooooooooo IPmOooooOO0ooOOOO0nn
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ooooooo

0O 000000 ENATOOOO ADDFIREWALLPOLICYRULEO DD OOD490000000000

U OO00D0O0OO0ENATOODOOOOOOOOOOO0OO0OO00O0O0O0 ENATOOODOOOOOOOO0O0OO00O0O0

s 0000000000000 000000O000O0O0OO8OODOOOODOOOOO TCPOOOOOOOO
000000008 Uiooi0D0oi0o00o0o0oo00o0oo0oo00WebOOOOOOO
0000000000000 0000000 IPO00OOOOOOOOWebOODODOOODOODODOOODOO

Internet
(ISP)
O

Dst: 172.16.10.1:80 (TCP)

/ 172.16.10.1
Switch A A VLAN-out(10): PUBLIC
""""""" I - Ity Firewall

Dst: 192.168.10.5:80 (TCP) " VLAN-in(20): PRIVATE
192.168.10.1

B &5

Web Serverl Web Server2
192.168.10.5 192.168.10.10

Private LAN
192.168.10.0/24

goboooooobooobooooooboooooooobooooon

1.

00000000 ENATOOOOOODOOO0OO00O0DO0O0O0O00O0000OPRIVATEDOOOODOODO
ooooooooopPuUBLICOOOOOODOOOOOOODOODOOOOODOODOODOOOOOOO
cooooooooooooon

ADD FI REWALL POLI CY=nynet NAT=ENHANCED | NT=vl an-i n GBLI NT=vl an-out 0

2. 0JO0O0OO0OOoOOOooOOoOoOoOoOoOooOOoO
ADD FI RE POLI =nynet RU=1 AC=ALLOW | NT=vl an- out PROT=TCP
GBLI P=172.16. 10. 1 GBLPO=80 | P=192.168. 10.5 PORT=80 O
goo0oo00mvlan-out0 0000000000000 TCPOOOODOODODOODOIPOOOOO
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ooooooo

17216101 0000000 8000000 DO0OO0OOOOOODOO 1921681050 80000000
coboboooooooooooooooooobooooooooooooobooooooooogg
ooboboo-oobooobooooooooooooobooooon

m 00 WellknownOOOOOOOOOD0OO0OODO0OO0OO0O0O0O00O000OO0OO0ODOOO0OOO0ODOOOOO
O0O0O00OO0GBLPORTUOOOOOODOOODDOOOOOODOOOOOOODOOODDOOOD 192.168.10.50
192.168.10.100 200 Web O OO OODOODOODOODOOODODOODOOODOOO 172161010 TCPOO
08000000000 192168.10500000000 808000000000 192.168.10.10 0 Web OO
ooooooooon

ADD FI RE PCLI =nynet RU=1 AC=ALLOW I NT=vl an-out PROT=TCP GBLI P=172. 16.10. 1
GBLPG=80 | P=192. 168. 10.5 PORT=80 [

ADD FI RE PCLI =nynet RU=2 AC=ALLOW I NT=vl an-out PROT=TCP GBLI P=172.16.10.1
GBLPG=8080 | P=192.168. 10. 10 PORT=80 O

000000000 19216810100 WebO OO ODODODOODOODODOOURLODOOOODODO 808000
ooooooO0oooooOoooooOouURLOOOOOOOOOODOOO

http://172.16.10.1: 8080/ ... 0000 192.168.10.100 Wb OOOOOOODOOOOO
ooooo

192.168.10.50 Web OO OOOOODO WebODODOOOOOOODDO 80000000 DOOOURLODOOO
cooooooooooooogo

http://172.16.10.1/ ... 0O0O0DO0192.168.10.50Wb0000000000000000O0

m 00000000000 TCP/UDPOODOO0OOOODOOIPODOODOODODOODOOOOOOODOODO
0000000000000 00000000OPRIVATEDOO OO IPv60O OO0 AO192.168.1050000
OO IPv6I 000 BO10.1234560 00 0000000000000 0OOOOODOIPVEOODOOOOODO
ooooogd
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ooooooo

IPv6 Router B
10.12.34.56

IPv4
Network

Dst: 172.16.10.1, Protocol 41(IPv6)

‘ 172.16.10.1

Switch A L VLAN-out(10): PUBLIC
............. froF=m====-q-=--=-=-- === Firewall
T VLAN-in(20): PRIVATE

192.168.10.1

IPv6 Router A IPv4/IPv6 Hosts
192.168.10.5

Private LAN
192.168.10.0/24

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
o0ooooooooooo0o A00DoOOO0oooO0ooooooooobooOoooooooooog
O0ooU0oooooooOooooooooolr2ie.1010000000 IPv6-over-IPVAD OO OODODO
ogoooiPO0UOOO4l00000000O0OOOOIPVGOO0OOD AODODODOODOODOOOOOOOO
ooooooBOOOOOOOOOODOOOOOOOUOOOOOOOOODOOOOD AODDOODOOODDOO
oooood

ADD FI RE POLI =nynet RU=1 AC=ALLOW I NT=v| an- out PROTO=41
REMOTEI P=10. 12. 34. 56 GBLI P=172.16.10.1 1P=192.168.10.5 [

O000000™vian-outOO0ODO0DO0O0O00000O0DO0OO0O0O0OO00O0 4101Pv6O0 IPOODOOOO
0000 IPOOOODO10123456000 IPOOOODO 172161010 00000000000000OO
192.168.1050 000000000000 DOO0OO0O0OO0OOO0OOO0OOO0ODOOOOO0OOOOOOOO0OO
oooobo -gooboobobooooooboobobooooobooooon

s 000000 ENATOOOOOOOODDOOOOODOOOO0ODOOO0O0ODO
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ooooooo

oooood oooodd

ACTION O0o0oooo0oooooooooooO ALLowoooooo

INTERFACE oOoopPUBLICODOOUOOOOOOOOOOOOO

PROTOCOL oooooooOoUooooOooooooo TCPO UDPOOOOUODODOO

GBLPORT O PORTLUOOOIOOOODOOODOOODOOODOOOODOODOO
0000000000 oooO0oENATOOOOOOOOOICMPOOOOOO
oooooogo

GBLIP ooooooIPOO0000O0O0O0O00O0O0O0O0OOOOOOOOOOODODOO
iPOOOO0O0OOOOOODHCPOOOOOOOOOOUOOOOOODOODOO
go0o0000O0OOOO

GBLPORT O00000o0o00ooOPROTOCOLO TCPO UDPOOOOOOOOOOO
oooo

IP Oo00ooooIPO00OOOOOOOOOOOOOOOIPOOOOOOO

PORT 0000000000000 oo0ooOoooooPROTOCOLO TCPO
ubPOOOOOOOOOOOOOOO

REMOTEIP ooIPOO0O0O0DOOOO0OOOOIPOOOOODOOOOODODDODOOOOOOO
ooooIiPOOOODOOOODOOOO

SOURCEPORT O00000o0o0oooU0o0o0ooooooUooOooomPROTOCOLO
TCPO UDPOOOOOOOOOOOOODOOOOODODODOOOODOOOOOO
oooo

08

gooobobooobobood

ADD FIREWALL POLICYRULEO O OUOUO4900000O00O00000O0OO0O00OO0OOOOOOO
coooooobooooooooooboooobobooooooooooooboooooooooboooon
cooooooobooooooooooooooboboooooooobooooboooooooooboooon
pooooooooooboooooon

1. 0o0O0oO0oO0oo0oooo0ooOoO00oooooO0ooooooEDITOODOODMOOOODOOO
lel0o0o0o000ooooooooooo00oooooOo0oooooooLDoDooooOOO
OdenylisttxtO OO OO0

# Access-list "denylist.txt"

# HOST or NETWORK NI CKNANVE
10.30.1. 23
172. 25. 150. 150 henna- server

172.30.100.0 - 172.30. 100. 255 henna- net wor k # conment

oooooo0ooooooooo0oooo0oooo0ooooOoo 20000000000

e 0IDODDOOODOI92168.1.50

e 00IDODOOOOI92168.1.0-192.168.1.2550200 IPOO0O0DOOO0OOOOOOOOO
coooooooooooboooooooooooooogod

gooooooUooOooooUOoOOoUOUOUOOOUODOODOODOODOODOOOO SHOW
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ooooooo

FIREWALL POLICY DO OO0OO08300000000000ODOOOO0OOO0O0O0O0OO0OOOOO
#000000000000O0O0O0OO

2. 0JO00oU0OoO0OoOoUOoOoOOOOO0OOUOO0DOO0OOODOO0O0OOODOO0OOOOO0OOODOOOOn
0000 LISTOOODOOODOOODODO0OO0D0O0OOdenytoll 00oooooQ

ADD FI REWALL POLI CY=nynet LI ST=denyto FILE=denylist.txt TYPE=IP O

3. 0000000000000 0000000D00000D00O00OVLANDInsideDOOOOO
O0000OdenytoD0DOOO0O0OO0OOOOOOOIPODOODODOOOOODOOOOO

ADD FI REWALL POLI CY=nynet RULE=1 ACTI ON=DENY | NT=v| an-i nsi de
PROTO=ALL LI ST=denyto 0O

oooooooooIiPoOOOO0DOOOOO0DODOOOO0DODOOOODOOOOODOO

e OOUOOOPRIVATE - PUBLICOOOOOOOOOOOOODOOOOOOOOOODOOOO
ooooooooood

e OUOOOPUBLIC - PRIVATEDOOOOOOOOOOOODOOOOODOOOOOOOOO
oooooooooooo

oooooo30o00oo0oooooooooUooooooooooo

ADD FI REWALL POLI CY=nynet RULE=1 ACTI ON=DENY | NT=v| an-i nsi de PROTO=ALL
REMOTEI P=10. 30. 1. 23 [

ADD FlI REWALL POLI CY=nynet RULE=2 ACTI ON=DENY | NT=v| an-i nsi de PROTO=ALL
REMOTEI P=172. 25. 150. 150 O

ADD FI REWALL POLI CY=nynet RULE=3 ACTI ON=DENY | NT=v| an-i nsi de PROTO=ALL
REMOTEI P=172. 30. 100. 0- 172. 30. 100. 255 [

Oo0ooooooo0o MACOOOOUOOOOOOOOOOOOOOOOO0OADD FIREWALL POLICY
LISTOOOOO4400000 TYPEQOUOOOOOO ADDRESSOOOOOOOOOOOOOOO MAC
oooooooo MACOOOOOOooOoOooooo

gogooboood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
00000000 WebOOOODOOODODOOODOOOODODDOOODDOODODOOOOOOADD FIREWALL
POLICYRULEOOOODO4900000 AFTEROBEFORED DAYSOOOOOOODOOOOO

m 0000000000000 900020:0000000000000 WebODOOODO172.16.105000
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon
ooooo

ADD FI RE PCLI =nynet RU=1 AC=ALLOW I NT=vl an-out PROT=TCP | P=172.16.10.5
PORT=80 DAYS=WEEKDAY AFT=9: 00 BEF=20: 00 0O

0000000 @mMmvlan-out0 0D O0DO0DO0D0O000O0OO0O0OOO TCPOODOODOODOOODD IPOOOOO
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ooooooo

172.16.1050000000 800000000 DOOOOOO 900020000 00000000000 0O0OO
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gboobobooooboood

s 0000000000000 00000000000000000O0SHOW FIREWALL POLICY O
oooOo83oouooooooon

m 0000000000 SETFIREWALLPOLICYRULEDO OO OO750000000000O

m 000000000 DELETEFIREWALLPOLICYRULEDOOOOOS80O00000O0OO

goooooon

10.
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0000000000000 0O00000000000PRIVATEDODODOOOOOOOOOOOODO
ooooOoooOoooOoooPUBLICOOOOOOOODOOODOOODOOODOODOOODOOOODO
coobooooboooooooooooooobooooooooooooobooooooooogg
cobobooooobooooooobooooooooo
ooooooooooooooopPrROTOCOLOODOOOOOODOOOODOOOOOOOOOO
oobobooooobooooooobooooooooobooooooooon

OoooooTCPO UDPOOOODOOOOOOPORTOOOOOOOODOOOOODOOOOOO
cooooooobooobooooboooon

OooooOoTCPO UDPOOOOOOOOOOSOURCEPORTOOOOOOOODOOOOOOOO
coboboooooboooobooooooooooooo
OU0O0O0OIPOOOOOREMOTEIPDOOOOOOOOOPRIVATEOOODOODOODOODOOIPOO
OOoPUBLICOOUOOOOOOOOOIPOOOOOODOOODOOODOOOOOODOOOOOOO
oooooooooooo

OOoOoIPOOOUOOIPOOO GBLIPODOOOOOOOOOPRIVATEOOOOODOOOOOOIR
OO0O0OO0OPUBLICOOOOOOOOOOOIPOOODOOODOOOIPOODOOOONATOOOO
OooOooOoPUBLICOOOOOOOOOOOOODOOOOOIPOOOOOGBLIPCONATOOO
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iPOOO0O0O0O0DOOOOOODOOOOO0OO0OO0OO0O0OOOOO0O0O0O0ODO000O0DODOO0ODODODOO
coooooooooooooooo

Ethernet0 00000000000 O0O00ODOO0OO0OOOOOMACOOODODOOOODOODOOO
oooooooooo0oooo MACOOOOOOOOOOOOOOOoOOooOOooDoOooOoooo
oobobooooboooooooooooooobooooooooooooooooooogon
OO00IPOOOOUOOOOOOOOOOPRIVATEDOOOOOOOOOO IPOOOOOOPUBLIC
ooooOoooooooIiPOOOOOOODOOOOOOIPODOOODOOODOOODOOODOODOOO
O0oooo ALLOWOOOOOO0O0OO00O00000D0000000o00o0ooooooo DENY
ooooooooooooooliPO00DOO0OO0OOOOOOOODDOOOOOOOODODODODOOOO
OALLOWOOOOODENYOOOOOOOO
iPOOO0OO0O0OOOOO0OOO0OOOOODOOOOOOOO ALLOWOOODOOOOOoOooooo

oooooogo CentreCOM 9600/8600 0000 DOOOOODODOODO 2.2
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ooooooo

00000000 DENYOOOOPRIVATEOOODOOOOOOOODOOOOOOOOOODOOOO
ooooooooooooogd

Dobooooooboad

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cdoooooooooooooooooooobooooooooooooboooooogon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooood

m J00000000000000000000000000ENABLE FIREWALL POLICYOOOO
gesfioOooLOGLUOOUOOUOOOOOOOOOOOOOOOUOOOOOODOOODOOODO
coooooooooooboooooboooobooooboooooon

ENABLE FI REWALL POLI CY=nynet LOG=DENY [

LocoooUoUooooooUoUoooooooooooooooLoGooUoooooooooo
oooooooooboooobooooood

oooood oooodd

INATCP OOOoPUBLICOODOOO TCPOOOOOOOOOO

INAUDP oooooubPOOOOOOOO

INAICMP oooooiIicMPOOOOO

INAOTHER oooooIiPOOOOOOTCPOUDPOICMPOOOOOO

INALLOW 0000000000/000000000INATCPO INAUDPO INAICMPO
INAOTHERO O OO OODOODOOOOO

OUTATCP OOOPRIVATEOOOOO TCPOOOODOOODOOO

OUTAUDP oooooubPOOOOOOOO

OUTAICMP oooooiIicMPOOOOO

OUTAOTHER oooooIiPOOOOOOTCPOUDPOICMPOOOOOO

OUTALLOW 0000000000/000000000O0UTATCPOOUTAUDPO OUT-
AICMPO OUTAOTHERO OO OUOOOOOUOOOOO

ALLOW 0ooo0oooOooo/000o0Ooooog

INDTCP oooooTCPOOOODOOOOOO

INDUDP oooooubPOOOOOOOO

INDICMP oooooiIicMPOOOOO

INDOTHER oooooIiPOOOOOOTCPOUDPOICMPOOOOOO
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ooooooo

INDENY 0000000000 /000000000INDTCPO INDUDPO INDICMPO
INDOTHERO O OO OOOOODOOOOO

OUTDTCP oooooTCPOOOODOOOOOO

OUTDUDP oooooubPOOOOOOOO

OUTDICMP oooooiIicMPOOOOO

OUTDOTHER oooooIiPOOOOOOTCPOUDPOICMPOOOOOO

OUTDENY 0000000000/0000000000UTDTCPO OUTDUDPO OUT-
DICMPOOUTDOTHERO O OO OOOOOOOOOO

DENY dooo0oooOooo/000oOoooog

INDDTCP ooooo TCcPUOOODOOOOOOOOIPOOOOOUOOO 1920000
od

INDDUDP oooooubPOOOOOOOOOOIPODOOOODODOOO192000000

INDDICMP oooooiIicMPOOOUOOOIPOOOOUOOOO 192000000

INDDOTHER oooooIiPOOoOoOOoOTCPOUDPOICMPOOOOOOOOIPOOOOO
oooo 192000000

INDDUMP 0000o0o00o0o/0000000000IPO0ODOODOOOODO 192000
ooo

OUTDDTCP ooooo TCcPUOOODOOOOOOOOIPOOOOOUOOO 1920000
od

OUTDDUDP oooooubPOOOOOOOOOOIPODOOOODODOOO192000000

OUTDDICMP oooooiIicMPOOOUOOOIPOOOOUOOOO 192000000

OUTDDOTHER oooooIiPOOoOoOOoOTCPOUDPOICMPOOOOOOOOIPOOOOO
oooo 192000000

OUTDDUMP 0000o0o00o0o/0000000000IPO0ODOODOOOODO 192000
ooo

DENYDUMP 0000o00o0o0o/0000000000IPO0ODOODOOOODO 192000

ooo

09:0000000000000000O0O0

s (0000000000 00o0o0b0c00oo0oooooooobooon

SHOW LOG MODULE=FI RE [

ooo

SHOW LOG TYPE=FI RE [

s JO0000000000000DOO00000O0000000000000000O0O00O00OTAILOO

ooooogoooo

SHOW LOG MODULE=FIRE TAILOOOO 20000000000 O
SHOW LOG MODULE=FI RE TAI L=1000 10000000000 O
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ooooooo

Manager > show | og nodul e=fire

Dat e/ Ti ne S Mbd Type SType Message

28 10:39:45 4 FIRE FIRE INDIC ICW - Source 172.16.28.32 Dest 172.16.28. 255
Type 9 Code 0O

28 10:39:45 4 FIRE FIRE INDI C bad | CVWP nessage type to pass

28 10:40:05 4 FIRE FIRE | NDUD UDP - Source 172.16.28.120: 137 Dest
172.16. 28. 255: 137

28 10:40:05 4 FIRE FIRE |INDUD flow rejected by policy rule

28 10:40:06 4 FIRE FIRE | NDUD UDP - Source 172.16.28.120:137 Dest
172.16. 28. 255: 137

28 10:40:06 4 FIRE FIRE |INDUD flow rejected by policy rule

28 10:40:41 3 FIRE FIRE OUTDT TCP - Source 192.168.10. 1: 1045 Dest
172.16.28.1: 139

28 10:40:41 3 FIRE FIRE OQUTDT flow rejected by policy rule

m 000000000000000000O0UINATCPUINAUDPOINAICMPOINAOTHEROINALLOW
0000000000000 000OSeverityD 0 200000000000000000000OOO 3
gooUooOooUooUoUOOoUOOoOOoUOOoUOOoOOOoOosSHOWLOGHD ODOomMOooooooo 28600
cobooooooooobooooooodooboooboooboooooooooboooboobooboooog
cooooooooboooboooooboooobooooogg
cooooooobooooooooooboooobooooooooobooooboooooooooboooon
OOTEMPORARYU OOUORAMOOODOODOOOOODOODOOODOODOOOOODODO

ADD LOG QUTPUT=TEMPORARY MODULE=FI RE 0

gooooo

0000000000 o0o00o0o0oo0o0oo0o0oo00DoOnOENABLE FIREWALL NOTIFY
oooooe/oopoUOoO0oOoUOoO0oOoUOOOOoUOoOoOooooOooOoUoUOO

¢ MANAGEROManager0 OO OOO0ODOOOOO0OOOOOOOOOOOOOOOOO
e SNMPOOUOOOOOUOOODOODOOOOODOOOSNMPOOOOOOO

e MAILOOOODDOOOODOOOOODOOOOODOOOODDODOO

e PORTULOOOOODOODOOODOOOOO

O00o0ooooooooooo0oooo0o0o0oooo0o0o0UoooOo00 ManagerdoooooQ
coooooooooooooooooooooooooooooodg

s JO00000000oo0oooooooobooooboogoon
1.00000000000O00000oLOo0O00oooOooooooooDoOonOO
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ooooooo

SET MAI L HOSTNAME=c8624. nydonai n. com [
SET | P NAMESERVER=192. 168. 10.5 O

2. 0000000000000000O0O0OOOODOOOOO

ENABLE FI REWALL NOTI FY=MAI L TO=adm n@rydonai n. com [

SynOdoOoUooOoooUooooooooooooo

Subj ect: Firewall nessage

From nmanager @8624. nydonai n. com

To: <adm n@rydomai n. con®>

Date: Sun, 22 Jul 2001 13:33:19 +0900

22-Jul -2001 13:33:19
SYN attack from 1xx.xx.12.xxx i s underway

0 0000o00oo0o00o0o0000oo0oo00o0o0oo0oo0oooooo0oo0bNSODOoooooooa
goooooooooooooooooooooon

m 00000000 SNMPOOOOOOOOOODOOOODOOODOOODOOOODOOODOOOOOOOO
SNMPOOOOODO 192.168.1050000000
LSNMPOOOOOOOOODOOOOSNMPOOOODOOOOO

ENABLE SNWVP [
CREATE SNVP COWWUNI TY=publ i ¢ MANAGER=192. 168. 10. 5 TRAPHOST=192. 168. 10.5 O
ENABLE SNMP COMMUNI TY=public TRAP 0O

2. SNMPOOOOUOOOOOOOOOOOOODOOOO

ENABLE FI REWALL NOTI FY=SNWP [

cooooooboobooboooooobooooobooon

172.16.10.1: Enterprise Specific Trap (1) Uptine: 2:19:50
enterprises.207.8.4.4.4.77.1.0 = OCTET STRING "22-Jul-2001 14:15:47..
Port scan from 12. xx. xx. xx i s underway"

0O SNMPOOOOODOOOODOOUDOODOOOUDOOOUOOOOSNMPOUOOOOOSNMPOOODOOOOOOOO
00000000 0000000O/00000000D0D000000DDODOO0O00OO0DDO0O0ODOOSNMPO
gooooooo

s 0000000000000 000O0O0000SHOW FIREWALLOOOOO7700000000000
0 Enabled Notify OptionsD O 0D 00000 oooOoooon

m 0000000000000 DISABLEFIREWALL NOTIFYO OO OO620000000000

oooooogo CentreCOM 9600/8600 0000 DOOOOODODOODO 2.2
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ooooooo

Dl SABLE FI REWALL NOTI FY=MAI L O

m 0000000000000 0000000SHOW FIREWALLEVENTOOOOO81OOOOOO
oooo

SHOW FI REWALL EVENT [

ooooooooOooooooo30ooUoooo0ooooooUooooUooooUoOobLooo
ooooo

e U0OONotifyDODODDOOOOODODODOODODOOODODOOODODOOOO
e JODODenyD DODOODDODOOOODDOOOODDOOODDODOO
e UJOOAllowDOOOOOODODOODODOOOODODOOODOOODOODOO

coooooooooooboooooooooboooo

SHOW FI REWALL EVENT=NOTI FY O

cooooooobooooooboooooooooon

gooo mRN

DoS Flood goooooogobooobooobbobboboboobooooo

Fragment Attack gooooboooooooboooobooobboobbooboo

Host Scan gooooboogoboooboobbon

IP Spoofing OooIPOOOOODODOOO

Land Attack ooo00oooooooooooooIPO0OOOOOO DOSOOOOOO
goooooo

Ping of Death O00000oooooooooo0uUoo PINGOOOODOOOOOOO
gooooboooboogoooooboo

Port Scan goooooboooboogoooooboo

Smurf Attack O00000ooooooooo00uooooooo PINGOOOOOO

gooboobobobooooobobbouoobbbboooobboooooo
goooooboooboooobooooboooboboo

Syn Attack TCPO SynOCOOOOOOOOOOOOOUOOOODOOODOOOOOOO
O0000000000000000000 Syn/AckDO0o0oooommao
gooooooobooooboooboooooo

Tiny Fragment Attack 0000000000000 TCPOOODO2000000000000OSyn
gooooboogoboooboboooboobobon

UDP Port Scan ubPOOoOOOooooO

0100000

oooooboooooooooooooooooooooboooooooboogooboooooooooOog
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ooooooo

OU0OUO0OUOOUOUOUOOOCREATETRIGGER FIREWALLOOOOMMOOOOOOO 11000000
oooood

s JO00000doooboogoooboooooboooooooooooboobooooobooboooooon
oo0ooooooooooooooooooooooooooooooOoooooooooO IPODOOOO
oooooooooooboogd

ENABLE TRI GGER [
CREATE TRI GCER=1 FI REWALL=PORTSCAN MODE=START SCRI PT=pscans.scp U

000000pscans.sepd O 0 O

MAI L TO=admi n@rydonai n. com SUBJECT="Portscan from % started (Policy $1)"

coooooooboooboooobobooon

Subj ect: Portscan from 199. xx. xx. 180 started (Policy nynet)
From nmanager @8624. nydonai n. com

To: <adm n@rydomai n. con®>

Date: Sun, 22 Jul 2001 14:37:21 +0900

0 D000000ooU0o0U0o0ooU0o0o0o0ooo0o0o0o0o0o0oU0ooo0oUoObNSOooOoooUog
gooboobooooobooooboboobooobooo
m 0000000000 SETFIREWALL POLICY ATTACKOOOOO72000000000000O
m 0000000000 SHOW FIREWALL POLICY ATTACKO OO OO9OOOODOoDoOoooooo

gogooboood

ooooooooooooooooooooobooobooooooboooobooooooooon

m J00000000 ENABLEFIREWALL POLICYDOOOOO6800000 ACCOUNTINGOODOO
ooooooooon

ENABLE FI REWALL PCLI CY=nynet ACCOUNTI NG [

m J000000000000000SHOW FIREWALL ACCOUNTINGOOOOO790000000
ooo

Manager > show firewall accounting

Policy : nynet
Dat e/ Ti ne Event Dir Prot [IP:Port <-> Dest IP:Port /Traffic statistics
22 14:42:17 END QUT UDP  172.16.28.160:2060 172. 16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END QUT TCP  172.16.28.160: 36399 172. 16. 48. 16: 25
Traffic out 13:846 in 12:967
22 14:44: 33 START OUT UDP 192. 168. 10. 5: 65406 172. 16.28.1:53

oooooogo CentreCOM 9600/8600 0 000 0 O0DOOO0OOO0OOO 22 |29
J613-M0522-00 Rev.C



22

22

22

22

22

22
22

14:

14:

14:

14:

14:

14:
14:

44.

44.

44.

44.

47

47
47

33

34

35

36

16

17
44

END

END

END

END

START
START
END

| CvP

| CvP

| CVP

| CvP

ooooooo

192.168.10.5 172.16.28. 1

Traffic out 1:84 in 1:84

192.168.10.5 172.16.28. 1

Traffic out 1:84 in 1:84

192.168.10.5 172.16.28. 1

Traffic out 1:84 in 1:84

192.168.10.5 172.16.28. 1

Traffic out 1:84 in 1:84

192.168. 10. 50: 1031 172. 16. 28. 5: 80
192.168. 10. 50: 1032 172. 16. 28. 5: 80
172.16.28.180 172.16. 28. 160

Traffic out 1:28 in 1:28

s (0000000000000 00O000O00000000O0O0 3000000000000 0OOOOOO
ooooooooood

SHOW LOG TYPE=ACCO [

22
22

22
22

22
22
22
22
22
22
22
22
22

22

22

22
22

14:
14:

14:
14:

14
14
14
14
14
14
14
14
14

14:

14:

14:
14:

Dat e/ Ti ne

22 14:42:18

42:
42:

42:
44.

44.
44.
44.
44.
44.
44.
44.
44.
47

47

47

47
49:

18
18

18

S Mbd Type

33 3

33
33
34
34
35
35
36
36
15

16

44

44
35

W W wwwwwww

FI RE
FI RE

FI RE
FI RE
FI RE
FI RE
FI RE
FI RE
FI RE
FI RE
FI RE

FI RE

FI RE

ACCO
ACCO

ACCO
ACCO
ACCO
ACCO
ACCO
ACCO
ACCO
ACCO
ACCO

ACCO

ACCO

Manager > show | og type=acco

SType

END
START

END
END
END
END
END
END
END
END
START

START

END

Message

UDP 172. 16.28. 160: 2060 172. 16. 28. 1: 53 Fl ow
term nated

Flow traffic out 1:66 in 1:118

TCP 172.16.28.160: 36399 172. 16. 48. 16: 25 Fl ow
term nated

Flow traffic out 13:846 in 12: 967

UDP 192.168. 10.5: 65406 172. 16. 28. 1: 53 Fl ow
started

ICVP 192.168.10.5 172.16.28.1 Flow terninated
Flow traffic out 1:84 in 1:84

ICVP 192.168.10.5 172.16.28.1 Flow terninated
Flow traffic out 1:84 in 1:84

ICVP 192.168.10.5 172.16.28.1 Flow terninated
Flow traffic out 1:84 in 1:84

ICVP 192.168.10.5 172.16.28.1 Flow terninated
Flow traffic out 1:84 in 1:84

TCP 192.168. 10.50: 1031 172. 16. 28. 5: 80 Fl ow
started

TCP 192.168. 10.50: 1032 172. 16. 28. 5: 80 Fl ow
started

| CVP 172.16.28.180 172.16.28.160 Fl ow

term nated

Flow traffic out 1:28 in 1:28

UDP 192.168. 10.5: 65406 172. 16. 28. 1: 53 Fl ow
term nated

Flow traffic out 1:70 in 1:190
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ooooooo

gogooboobooon

00000000000 0o0o0oo0o0o0oo0ooO0D0o00nENABLE FIREWALL POLICY OO
oooe8sOUO0O DEBUGLOOOOOOOOOOOODOOOOOOOOODOODOODOOOOOPKTODO
O0o0oO0o0oOOPROCESSODOOOOOO

m 00000000 PKTOOODOOODODOOOOOOO IPOOOOOOOSO0O00 1600000
oooooooooo

ENABLE FI REWALL PCLI CY=nynet DEBUG=PKT [

Manager >
FIRE | CMP 45000024 c6070000 01018e04 ac101c20 acl0lcff 0900421e 01020168
96571c20 00000000

Manager >
FI RE TCP 4500003c c87c4000 40060c3d acl10lch4 acl0lca0 05e70017 3398573f
00000000 a0027d78 19d20000 020405b4 0402080a 0d82ac62 00000000

m 00000000 PROCESSUOOOOOOOOOOOOOIPOOOOOOOOOOOODOOOOO
oooooogo

ENABLE FI REWALL PCLI CY=nynet DEBUG=PROCESS [

FIRE UDP  4500004d 218a0000 4011dc10 c0a80a05 ac101c01 ff 780035 00393422
067f 0100 00010000 00000000 076f 6374 6f 766572 0274770e 616Cc6C69

FI REWALL new flow - UDP - session |ID 8b2e

FI REWALL packet sent to UDP handl er

FI REWALL fl ow 8b2e found for packet

FI REWALL packet sent to UDP handl er

FI REWALL packet passed - UDP QUT - passed by rule O

FIRE UDP  4500004d 218b0000 4011dcOf c0a80a05 ac101c01 ff770035 00394f 22
06800100 00010000 00000000 076f 6374 6f 766572 0274770e 616Cc6C69

FI REWALL new flow - UDP - session |ID 9al4

FI REWALL packet sent to UDP handl er

FI REWALL fl ow 9al4 found for packet

FI REWALL packet sent to UDP handl er

FI REWALL packet passed - TCP QUT - passed by rule O

FIRE TCP  4500003c 218c0000 4006db77 c0a80a05 acl0lcb4 e2360017 d71d5199
00000000 20024000 1d930000 020405b4 01030300 0101080a 000064b7

FI REWALL new flow - TCP - session I D a9c5

FI REWALL packet sent to TCP handl er

FI REWALL fl ow a9c5 found for packet

FI REWALL packet sent to TCP handler direction IN
FI REWALL fl ow a9c5 found for packet

oooooogo CentreCOM 9600/8600 0000 DOOOOODODOODO 2.2
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ooooooo

g

FI REWALL packet sent to TCP handl er direction
FI REWALL fl ow a9c5 found for packet

FI REWALL packet sent to TCP handl er direction
FI REWALL fl ow a9c5 found for packet

FI REWALL packet sent to TCP handler direction IN
FI REWALL fl ow a9c5 found for packet

FI REWALL packet sent to TCP handler direction IN

g

m J0000000000000000ODISABLE FIREWALLPOLICYOODOOO0O6300000 DEBUG
pcooooooooooo

Dl SABLE FI REWALL POLI CY=nynet DEBUG=PKT [

m J00000000000000 SHOW FIREWALL POLICYODUOUOOO8 00000 ooooon
0 Enabled Debug OptionsD D O OO0O0O0 00000000000

gogooboood

s 0000000000000 000O0000O000O0000O0000O SHOW FIREWALL SESSION
ooooo920000o00o0o0o

Manager > show firewall session

Policy : nynet
Current Sessions

13d0 TCP 192.168. 10.5: 57909 172.16. 28. 160: 5072 172.16. 28. 180: 23

TCP state ........ i, cl osed
Start tinme ...... ... . . . 15:14:19 22-Jul -2001
Seconds to deletion .................. 294

1f8c TCP 192.168. 10. 50: 1033 172.16. 28. 160: 8076 172.16.28. 5: 80
TCP state ........ i, establ i shed
Start time ......... ... . 15: 14: 38 22-Jul - 2001
Seconds to deletion .................. 3552

25df UDP 192.168.10.5:123 172.16. 28. 160: 9695 172.16. 48. 48: 123
Start tinme ...... ... . . . 12:17: 44 22-Jul - 2001
Seconds to deletion .................. 1194

e4d4 UDP 192.168.10. 5: 65396 172.16.28. 160: 58580 172.16.28.1:53
Start tinme ...... ... . . . 15:14:19 22-Jul -2001
Seconds to deletion .................. 234

m J000000000000000000SHOW FIREWALL SESSIONCD O O0OO009%200000
COUNTEROOOUOOOOOODOO

Manager > show firewall session counter

Policy : nynet
Current Sessions
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J613-M0522-00 Rev.C



ooooooo

13d0 TCP 192.168.10.5: 57909 172. 16. 28. 160: 5072 172. 16. 28. 180: 23
Packets fromprivate IP .............. 11
Cctets fromprivate IP ............... 660
Packets to private IP ................ 13
Cctets to private 1P ... ............. 852
TCP state ..., cl osed
Start time ...... ... 15:14: 19 22-Jul -2001
Seconds to deletion .................. 288

1f8c TCP 192.168.10.50: 1033 172. 16. 28. 160: 8076 172.16.28. 5: 80
Packets fromprivate IP .............. 21
Cctets fromprivate IP ............... 1383
Packets to private IP ................ 32
Cctets to private 1P ................. 44126
TCP state ..., establ i shed
Start time ... .. 15:14: 38 22-Jul -2001
Seconds to deletion .................. 3546

25df UDP 192.168. 10.5:123 172. 16. 28. 160: 9695 172.16. 48. 48: 123
Packets fromprivate IP .............. 69
Cctets fromprivate IP ............... 5244
Packets to private IP ................ 68
Cctets to private 1P ... ............. 5168
Start time ... .. 12:17: 44 22-Jul -2001
Seconds to deletion .................. 1188

e4d4 UDP 192.168. 10. 5: 65396 172.16.28. 160: 58580 172.16.28. 1: 53
Packets fromprivate IP .............. 1
Cctets fromprivate IP ............... 77
Packets to private IP ................ 1
Cctets to private 1P ... ............. 170
Start time ... .. 15:14: 19 22-Jul -2001
Seconds to deletion .................. 228

s J00000000000000000000SHOW FIREWALLSESSIONOODOOO9200000
oooooooo Iboooooo0oooo0ooooooooooooooooooo

DELETE FI REWALL SESSI ON=2826 [

ooood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooooobooooooooooooooooboooooooog

m ping 000 OO ICMP echoll echo replyd O ICMP Destination Unreachable 0 00 O
O00oo0ooOoICMPOOOOOOOOOOOOOOOOOO ping0 000000

ENABLE FI REWALL PQOLI CY=nynet | CVP_F=PI NG UNREACH [

O ICMP Destination Unreachable 0O OO0 OOICMPOOO 3000IPO 000000 OOOOOOOOOOO
O0PathMTUOOOOOOOOOOOOOOODOOOOOOOOODOOOOOOOOODOOOOOOOO0O0O0
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ooooooo

gooooooooooooooooaoo

ICMP_FORWARDING O ALLOOOODOOOpingODOO0O0O0OOOOOICMPOOODOOOOOOOO
cooooooooooooooooooooboooo
ooooooooooooooiIcMPOUOOOUOOOOOOOOOOOOOOOOODICMPOOOOOO
coooooooobooobooooooooobooooogg

00000 PINGOechoDOOOOODODOOO PINGODechoDOOOOODOODOOOOODOODOOOOO
ooooooiPO0OOOOOOOOOUOOOOOOOOOOIPOODOOOODICMPOOOOOOOO
000000000ooOoOOvian-outDOOOO PINGOOOOODOOOODOODODODOOOOODOOO
oooooooooiPoOOOO0OOOOO0OOOOWIPODOOOODODOOOOO

ADD | P FILTER=0 SC=0.0.0.0 PROTC=I CMP | CMPTYPE=ECHO ACTI ON=EXCLUDE [
ADD | P FILTER=0 SC=0.0.0.0 ACTI ON=I NCLUDE [
SET I P I NT=vl an-out FILTER=0 O

m ping0000000000000000OO00O00O0O0O0O0

Dl SABLE FI REWALL POLI CY=nynet | CMP_FORWARDI NG=PI NG O

m 00000000000 ping0D0000O0OOOOO
O0o0oo0oooo0ooooUOoOoooPINGODOOOOOOOOO

Dl SABLE FI REWALL POLI CY=nynet PI NG O

m 00000 identOTCP 1300000000000 ORSTOOODOODOOO
0000000000000 0ooooO SMTPOOOOOODOOO0OOOOD identD 00000000
000000000dent0 000000 000O0O0OO SMTPOOOOOOOOODOOOOOODOOO
0000000000 0ODISABLE FIREWALL POLICY IDENTPROXY O OO OGO6500000000
Oident0 0 0000000000000 0DO0O0O0OOOODO0OOO dent0000O00O0OOO RST
pooooooooooboooobooboooooooooooom

Dl SABLE FI REWALL POLI CY=nynet | DENTPROXY [

O00ident0 0000000000000 0Ment0 000000000 proxyuser0O0O0OO0OoO0O0O
oooood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooogo
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ooooooo

Router
(Default GW)

192.168.100.254

l 192.168.100.1

Switch A VLAN-grey(100): PUBLIC
------------- fr======<======"§------------ Firewall
VLAN-whte(10): PRIVATE
192.168.10.1

-

Private LAN
192.168.10.0/24

Web/SMTP/DNS SNMP Manager
192.168.10.5 192.168.10.100

coooooobooooooooooooooobooooboooooooobobooon

e ICMP O Ping(echoZecho reply) 0 Unreachable DD OO OO0 OO0
e UDPOOODODOODODOODOOOUDPO DNSOOOOOSR3OOOOOOOOOOOOO
e TCPUULUUIUOUIUUOUIUIOUOOOUOOUOOODOOODOOOOOOOODOOOOODOO
- 00O DNSOOOO0O192.168.10500 DNSOOOOOSR30 000000 TCPOOOOOO
gooooo
- 00000000000192.168.10500 SMTPOOOOO2500 00000 TCPOOOOOO
goooo o
- 000 WebOOO0OD192.168.10.500 HTTPO OO OO8OOOOOOO TCPOOODOOO
g0o0000oUOooUooo 100000 2100000000
e vlan-white 0 PRIVATEO vlian-grey O PUBLICO OO OOOOOOOOOOOOO
e JODUODOOUODOUDDUOUDLDODDOODbOODRDO

e JIIOUIODDOOUODDOOUIOODDOUOOOOUOSNMPLUOOODOOOODOOODOOODODO
0192.168.10.1000 000000

o000 ADOO

1. VLANOOOOOOOooo
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ooooooo

CREATE VLAN=white VID=10 O
CREATE VLAN=grey VI D=100 O
ADD VLAN=whi te PORT=1-23 O
ADD VLAN=grey PORT=24 [

2. lPOOOODOOODOODOOOO
ENABLE | P O
3. VLANOOOOOOoOooIiPOooOooooooooo

ADD | P I NT=vl an-white [ P=192.168. 10. 1 MASK=255. 255. 255. 0 [
ADD | P I NT=vl an-grey |P=192.168. 100. 1 MASK=255. 255. 255. 0 [

4, JOoOoOoOoOoooooOooooo

ADD | P ROUTE=0. 0. 0.0 MASK=0.0.0.0 INT=vl an-grey
NEXT=192. 168. 100. 254 O

5. DO00oOooooooooooooo
ENABLE FI REWALL O
6. D0O0000OOOO0O0oOOOO0oooOoOO
CREATE FI REMALL POLI CY=nypol O
7. 00000oOoO0o0o0ooOoOoooooOo0ooooOo0boooOooDoog
ENABLE FI REWALL PCLI CY=nypol LOG=DENY [
8 ident00D0000O0DOOO0DOD0OOOOIdentDO0DOOOO0OORSTOOOOOOODOOO
Dl SABLE FI REMALL PCLI CY=nypol | DENTPROXY 0O

9. JOO0UOO0oOOUOO0OO0OOO0OOUOO0ODOOODOODOOODODOOOD
e vilan-whiteO PRIVATED OO 000000 ODOOO0OODO0OOOOOO

ADD FI REWALL POLI CY=nypol | NT=vl an-white TYPE=PRI VATE O
e vlan-grey 0 PUBLICOOOOODODOD0OOODOODOD
ADD FI REWALL POLI CY=nypol | NT=vlan-grey TYPE=PUBLIC O

10. OO0O0oO0OOoOoOoOOoOOOOOOOOOO
e ICMP echo/echoreply O Unreachable 0O O OOOOooOnO

ENABLE FI REWALL POLI CY=nypol | CMP_F=PI NG, UNREACH [

e UDPOUI DNSOOOOOSOOOOOOOOOOODO
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ooooooo

ADD FI REWALL POLI CY=nypol RULE=1 ACTI ON=ALLOW | NT=vl an- whi t e
PROT=UDP PORT=DNS [J

ADD FI REWALL POLI CY=nypol RULE=2 ACTI ON=ALLOW | NT=vI an- gr ey
PROT=UDP PORT=DNS [J

e JODODOUDPOOODODOODODOOOODOODOOODOOOOODOUDPOOODOOOOOOODO
gooooooooocoooogom

ADD FI REMALL POLI CY=nypol RULE=3 ACTI ON=DENY | NT=vl an-white
PROT=UDP PORT=ALL 0O

e OO DNSOODODOOD192.168.10500 DNSOOOOOS30000000 TCPOOOOOO
oooooooooooo

ADD FI REWALL POLI CY=nypol RULE=4 ACTI ON=ALLOW | NT=vI| an- gr ey
| P=192. 168. 10. 5 PROT=TCP PORT=DNS [

e 000DOODOODOONI192168.10500 SMTPOOODOO250000000 TCPOOODOOO
oooooooooooo

ADD FI REWALL POLI CY=nypol RULE=5 ACTI ON=ALLOW | NT=vI| an- gr ey
| P=192. 168. 10. 5 PROT=TCP PORT=SMIP [

e 00D WebODODD192168.10500 HTTPOODOOO8OUUOODODODO TCPOOODODOO
O0oO0oo0oooooooooooOoo 100000 20590000000

ADD FI RE POLI =nypol RU=6 AC=ALLOW I NT=vl an-grey |P=192. 168. 10.5
PROT=TCP PO=WWV AFTER=9: 59 BEFORE=21:00 [

11. 0O00oo0oooooooSNMPOOOOOOODOOOODOOODOOOSMTPOOOOOOOOO
coooooooooooboooooooooon

ENABLE SNWVP [

CREATE SNWVP COVMUNI TY=public O

ENABLE SNMP COMMUNI TY=public TRAP 0O

ADD SNVP COMMUNI TY=publ i ¢ MANAGER=192. 168. 10. 100
TRAPHOST=192. 168. 10. 100 O

ENABLE FI REWALL NOTI FY=SNWP [

oooooogo
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oooogooogon

gobbooooond

oooooo
DISABLE FIREWALL . . . . . . 61
ENABLE FIREWALL . . . . . . 66
SHOW FIREWALL . . . . . e 77
SHOW FIREWALL ACCOUNTING . . . . . .. . e 79

pcooooooooooo

ADD FIREWALL POLICY INTERFACE . . . . . . . . . . 42
CREATE FIREWALL POLICY . . . . . . e e 53
DELETE FIREWALL POLICY INTERFACE . . . . . .. .. .. . . .. . 55
DESTROY FIREWALL POLICY . . . . . . . e 60
DISABLE FIREWALL POLICY . . . . . . . e 63
ENABLE FIREWALL POLICY . . . . . . . e 68
SET FIREWALL POLICY . . . . . 71
SHOW FIREWALL POLICY . . . . . . e 83

oooooogo

ADD FIREWALL POLICY APPRULE . . . . . . . . 40
ADD FIREWALL POLICYRULE . . . . . .. . 49
DELETE FIREWALL POLICY APPRULE . . . . . ... .. . ... . .. .. 54
DELETE FIREWALL POLICYRULE . . . . . .. .. .. . . 58
SET FIREWALL POLICY RULE . . . . . . . . . . e 75

O00O0ooO00 NAT

ADD FIREWALL POLICY NAT . . . . . e 46

DELETE FIREWALL POLICY NAT . . . . . . . e 57
oooooo

DISABLE FIREWALL NOTIFY . . . . . . e 62

ENABLE FIREWALL NOTIFY . . . . . . . e e 67

SET FIREWALL POLICY ATTACK . . . . . e e 72

SHOW FIREWALL EVENT . . . . . . e 81

SHOW FIREWALL POLICY ATTACK . . . . . . 90
ooooooo

ADD FIREWALL POLICY LIST . . . . . . e e 44

DELETE FIREWALL POLICY LIST . . . . . . . . e 56

ident00C00O0O

DISABLE FIREWALL POLICY IDENTPROXY . . .. ... ... ... ... . ... .... 65
ENABLE FIREWALL POLICY IDENTPROXY . . . . . . . . . . . o 70
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cooooooboooooon

DELETE FIREWALL SESSION . . . . . . . . . 59
SHOW FIREWALL SESSION . . . . . . . e 92
oooooooo CentreCOM 9600/8600 0 000 ODOOOO0OOOOO 22 |39

J613-M0522-00 Rev.C



40

ADD FIREWALL POLICY APPRULE

ADD FIREWALL POLICY APPRULE

000o00o0oooooooo /00000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

ADD FI REWALL PQLI CY=policy APPRULE=app-rul e-id ACTI ON={ALLOWDENY}
| NTERFACE=v/ an-i f APPLI CATI ON={FTP} [ COMVAND={GET|PUT}] [ PORT=port]

policy: 00000000000 OOO1015000000000000000_ 0000000
app-rule-id: 000D 00O00000OO0OO102990

vlan-if: VLAN OO OO0 00O OVLAN-name 0O VLANvid OO0 O 0Oname 0 VLAN O0Ovid O VLAN IDO
port: TCP/UDP O O 0O 00O 000 655350

g0

goboooooobooobooooooboooooooobooooon
000000000000 0FTPO STORDPUTLRETROGETO OO OOOOODOODOOOOOOOOO
ooooooooooooOooooOo FTPOOOOOODOOOO

goooog

POLICY OOOUOOQUOOOOOOOO

APPRULE 0O0O0O0O0O00O0OO0OOOO

ACTION O0000O00O0000O0O0O00O0O0O0O00000000ALLOWOOOODOOOOODENYD
ooooogoooon

INTERFACE IPOVLANOOOOOOOOOO

APPLICATION OO0OO0OO0OO0O0OO0O0OO0OO0OOOOOOOOOFRTPOOOOOOO

COMMAND 00000000000 OO0OO0OO0OO0O0O0O0OO0OO0O0O00OOO FTPO GETORETROO
PUTOSTOROOUOOOOODOOOOOUOOOOOAPPLICATION=FTPOOOOOOOOO

PORT APPLICATIONOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
cooooooood

g
m VLANoutOO OO FTPPUTOSTORO O OOOOO

ADD FI REWALL POLI =nynet APPRULE=1 ACT=DENY | NT=v| an-out APP=FTP
COMVAND=PUT

goooog

DELETE FIREWALL POLICY APPRULEC 540000
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SHOW FIREWALL POLICYO 830000
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ADD FIREWALL POLICY INTERFACE

ADD FIREWALL POLICY INTERFACE

0000o0o0o0o0oooooO0ooO /000000000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

ADD FI REWALL PQLI CY=policy | NTERFACE=V/ an-if TYPE={PUBLI C|PRI VATE}
[ METHOD={DYNAM C|PASSALL }]

policy: 00000000000 OOO1015000000000000000_ 0000000
vlan-if: VLAN OO O OOO000OVLAN-name O VLANvidOOOOname O VLAN OO0 vid O VLAN IDO

g0

ooooooooooobooooooboooooooood

0000000000000 000000000PRIVATEDODOOO PUBLICOODOOOOOOOOOOO
ooooooooooooon

O0000o0000oo0o0o0ooooO0O0 PRIVATEDDOOODOOOODOOOODODOOOODODOOOO
oooooOooooooooooooPUBLICOOOOOOODOOOODDOOODOOOODOOODOOOOO
0000 PRIVATEOOOOOOOOODODOOOOOOOOPRIVATEDODDOOOOOOOOOOOOO
oooo

goooog

POLICY OOOUOOQUOOOOOOOO

INTERFACE IPOVLANOOOOOOOOOO

TYPE O0OUOOOOOOOOOPUBLICOOOUDO PRIVATEDOOOUOOOOOOOODOOOOOOO
OOOUOOOPRIVATEDO D PUBLICOOOOOOOOODODOOOOPUBLICOO PRIVATEO O
O0o0000o0o0o0oooooooooo0oobooUdADD FIREWALL POLICY RULEO O OO
cooboooobooooooooooooooboooooooooooooooooooooogd
ooo

METHOD PUBLICOOOOOOOOOOOOOOOOODYNAMICOOOOODOOOOOOOOOO
00000000000 0O00O0OPRIVATEOOOOOOODOOOOOODOOO PUBLICOOO
PRIVATEO O OOUOOOUOOOOPASSALLOOOOODOOODOOOOOOOOOOOOOOOO
OU0O0OUOO0OUOOOOPASSALLOOOOOOOO NATOOOOOOOOOOOOoOoOooooo

g

000000000000 protectord0000O0PRIVATEDOOOOODOODOO VLANDO whiteO
O00000OPUBLICOCOOODODOOOODOO VLANOredo OO QOOGOO
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ADD FIREWALL POLICY INTERFACE

ADD FI REWALL POLI CY=protector |NT=vl an-white TYPE=PRI VATE
ADD FI REWALL PQOLI CY=protector |NT=vlan-red TYPE=PUBLI C

goooog

CREATE FIREWALL POLICYO 530000
DELETE FIREWALL POLICY INTERFACEO 550000
SHOW FIREWALL POLICYO 830000
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ADD FIREWALL POLICY LIST

ADD FIREWALL POLICY LIST

00o00ooO0oOoooooOoo /0000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

ADD FI REWALL POLI CY=policy LIST=list-nane FlILE=filename TYPE={l P
ADDRESS}

policy: 00000000000 OOO1015000000000000000_ 0000000
list-name: OO0 0000000101500 0000000000000_ 0000000
filename: 0000000000 .txtO

g0

ooo0oooooooooooooooUooIiPOOO0 MACOOOODOODOOOODOODODOOOOOOO
oooooogo

000000000000 OADD FIREWALLPOLICYRULEDOOOOODOOOOOOOOOOOOOO
coooooooobooobooooooooobooooogog

goooog

POLICY OOOUOOUOOOOOOOO

LIST OO00O0O0oOooouooooouoooooooooooooooooooooooooooo

FILE OO0D0DO0O00D000000D0000.txtO

TYPE O0OUOOO0OOOOOOOOOOIPOIPOOOOOOOOADDRESSO MACOOOOOOOO
ooo

g
mJ0000hgDO IPOOOOOOOOfloorlD 0000000 OOOOOOOO floorlac.txt

ADD FI REWALL POLI Cy=hq LI ST=floor1l TYPE=IP FI LE=f| oor lac. t xt

m|POOOOOOOOOOOO

172.16.10.3 # DJOOoQgoolPOOOO

172.30.64.5 ww. joge.com # |POOO0O0OODODOOO0ODODOOOOOOOmMOOOO

172.16.12.0 - 172.16.12.255 foo.bar.comnetwork # |POOOO - IPOOOO
goboogboboooboobooooo

s MACOOOOOOOOOOOO
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ADD FIREWALL POLICY LIST

00-00-f4-42-01-6b # DODODODO MACOOOO
00-50-56-d9-23-68 vmbirds.net # OOO0OO0OO0 MMCOOOOOOODOOOOO

goooog

CREATE FIREWALL POLICYO 530000
DELETE FIREWALL POLICY LISTO56 0 00O
SHOW FIREWALL POLICYO 830000
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ADD FIREWALL POLICY NAT

ADD FIREWALL POLICY NAT

00000000000000 /00000000 NAT
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

ADD FI REWALL POLI CY=pol i cy NAT={ENHANCED|STANDARD} | NTERFACE=Vv/ an-i f
GBLI NTERFACE=VI an-i f [|P=i padd] [ GBLI P=i padd]-i padd]]

policy: 00000000000 OOO1015000000000000000_ 0000000
vlan-if: VLAN OO O OOO000OVLAN-name O VLANvidOOOOname O VLAN OO0 vid O VLAN IDO
ipadd: IPO OO0

g0

O000ooO000oooO0o0oooO0o0oooO NATOOODOODDOOO

00000000 NATOOOOOOOO 200000000000INTOGBLINTODOOOOOOOOO
ooooooUoo0oo2000000000O00O0O00O00O00OO0LOO0O0O0OO0ODOODOOOOD
O000oo0ooooo NATOOOOODDOOODODOOOODODOOOOODOO

00000000 NATOOOOOOOOOOOOOONATOOODODOOODODOO

0000000 NATOIPOOOOD101000000000000O0NAT=STANDARDOOOOO
IPODOOOOOO0 IPIOINTERFACEL D UOO0OOUOOO0OUOOOOUOOmIGBLIPDOOOOO IPOO
GBLINTERFACED OO0 O0O0OOOO0OOOOOOOOOOOOOOO

0000000 NATOIPOOUOOOUOOUOOOOOOOOOOOONAT=STANDARDOOOOO
INTERFACED O U OOUOO0OOOO0OOOO0OUOOMGBLINTERFACED DO OO ODO0ODOOooooom
GBLIPDODOODOO IPOOOOXXXaxxxb0OOOODODODODODOOOINTERFACED ODOODOODODO
OO0o0ooGBLIPOOOOODOOOOOODOOOOODOODOOOOOOODOODOOOOODODO NATODO
cooooooooboooboooooooooon

0000000 ENATOIPOOOOOOODODOOOODOOOOO1010000000000DOOO0ODO
O0O0O0OO0O0ENATOOOOOOOOOADDFIREWALL POLICYRULEDOOOOOOOOOO
O0ooo0ooO0 ENAOOIPOOOOOOODOOOOOOOODODOOOOOOOOOOOODODOO
NAT=ENHANCED O OOUOOINTERFACED OO 0OODO0ODO0OO0O0DO0OD0ODO M GBLINTERFACED O
OooUooooooUoUOomGBLIPOOOOOO IPOODODOODOOOODOODOODOODOODOODOOOOO
OU0OOOO0OOOOGBLINTERFACELD D OOODOOD 1000000000000 0000GBLIPODO
OUOOOOO0OOOOINTERFACEOOODOODOOODOOOOOOOooOoooooooon
0000000000000 000O00O000O0INTERFACED GBLINTERFACED DO OOO OO ADD
FIREWALL POLICY INTERFACEO OO0 OO0OO0DOO0O0OO0OODOO0OOOOOOOOOO

goooog
POLICY OOOUOOQUOOOOOOOO

NAT NATOOOOSTANDARDO IPOOO0OOOOOOOOOOOOOOOOOODO10000OO
10000000 NATUOOOOOOOOOO0000o0O0000000000000 NATODOO
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ADD FIREWALL POLICY NAT

OUOOOOOOENHANCED O IPOOO0OO0OOO0OOOOOODOOODOOODOOOENATOOO
oooodd

INTERFACE 0000000 IPOOOOOODOOOOOOODOOOOOOOODOOOIPOOOOOO
GBLINTERFACEO O OOODOOOOOOUOOOOOODOOOOODOODOOOOOOOOooOO

GBLINTERFACE OOO0OOO0OOIPOOOOOOOO0OOOOOODOOOOOOOOOOIPODOODOOO
INTERFACEO O OOOOOOOO0O0OO0OODOO0OOooooooooooooon

IP 000000010 1ONATOOOOOOODOOIPOODOODOOOOOONAT=STANDARD OO
O0O0OOOONAT=STANDARDOOOGBLIPOOOO IPOOODOOOOOOOOOOOODOOO
NATOOOOOOOoOO

GBLIP OO0O0OUOO0OO NATOOOOOOOO IPOOOOONAT=STANDARDO IPOOOOOO
0100000000000000000D0D0D00NATOOOODOOD IPODOOOOODO
ONAT=STANDARDID O OO OOOO00OOO ENATOOOUOOOO IPOOOOOOOOOO

g

mJ000vlan-inODOOOOO0OO0O0O0O0000O00vian-outO 0000000000000 00000O
O ENATOOO

ADD FI REWALL POLI CY=net NAT=ENHANCED I NT=vl an-in GBLI NT=vl an- out

0000000 ENATOOODOODOOO ENATOOODODOOODO0ODOO0OO0OOvian-outOoooO
O0o0o0oo 11110 TCPOOOD 8000 OODOODOOODOOODOOOOOOOODOD 192.168.10.50
ooosooooooon

ADD FI REWALL POLI CY=net NAT=ENHANCED I NT=vl an-in GBLI NT=vl an- out
ADD FI RE POLI =net RU=1 AC=ALLOW | NT=vl an-out PROT=TCP GBLIP=1.1.1.1
GBLPORT=80 | P=192. 168.10.5 PORT=80

mvlan-in 000 192.168.10.10 0 vlan-out 00 0O 1.1.1.10000000000000 NATOOOOOO
O0OOO0ONATOODOOODARPOOOOOOOOODOOOOOOOODOOOOODOOODDOOOOO
0000 NATOOOOOODOOOOOOOOOOOOOoooOO0oO0ooooo0ooooooooooooooo
coboooooooooobooooobooooboooboooooon

ADD FI REWALL POLI CY=net NAT=STANDARD | NT=vl an-in GBLI NT=vl an-out-1
| P=192. 168. 10. 10 GBLIP=1.1.1.10

sJ000vlan-inOODO0OODO0O0OD0O00O0O0000 111110111130 00000000000000
0000 NATOOOOvian-outoD0o0OO0O 1111101111300 ARPOODOO0OODOODOOODOOO
ARPOOOODOOOODOOO
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ADD FIREWALL POLICY NAT

ADD FI REWALL POLI CY=net NAT=STANDARD | NT=vl an-in GBLI NT=vl an- out
GBLIP=1.1.1.11-1.1.1.13

ADD | P ROUTE=1. 1. 1. 11 MASK=255. 255. 255. 255 | NT=vl an-in NEXT=0.0.0.0
PREF=0

ADD | P ROUTE=1. 1. 1. 12 MASK=255. 255. 255. 255 | NT=vl an-in NEXT=0.0.0.0
PREF=0

ADD | P ROUTE=1. 1. 1. 13 MASK=255. 255. 255. 255 | NT=vl an-in NEXT=0.0.0.0
PREF=0

goooogn

000000 ENATOOOOOO0O0OOO0O0OO0O0000O00OADD FIREWALL POLICY RULEOOOODO
ooooooooooomm

goooog

CREATE FIREWALL POLICYO 530000
DELETE FIREWALL POLICY NATO 570000
SHOW FIREWALL POLICYO 830000
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ADD FIREWALL POLICY RULE

ADD FIREWALL POLICY RULE

000o00o0oooooooo /00000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

ADD FI REWALL POLI CY=policy RULE=rul e-id ACTI ON={ALLONDENY|NONAT}
| NTERFACE=v! an-i f PROTOCOL={pr ot ocol |ALL|GRE|OSPF|SA|TCP|UDP}
[ 1 P=i padd[ - i padd]] [PORT={ALL|port[- port] |port-nane}] [ GBLIP=ipadd]
[ GBBLPORT={ALL|port[- port] |port-name}] [ REMOTEIl P=i padd| - i padd]]
[ SOURCEPORT={ALL|port[- port]|port-nanme}] [LIST=list-nane] [AFTER=t| ne]
[ BEFORE=t i ne] [ DAYS=day-!i st]

policy: 00000000000 OOO1015000000000000000_ 0000000

rule-id: D0 0000102990

vlan-if: VLAN OO OO0 000 OVLAN-name 0 VLANvid OO0 O 0Oname 0 VLAN O0Ovid O VLAN IDO
protocol: IPO 000D OO 000655350

ipadd: IPO OO0

port: TCP/UDP O O 0O 00O 000 655350

port-name: D 0000

list-name: 00 0000000101500 0000000000000_ 0000000

time: 00O 0Ohh:mmOO0OO0hhO0O00023M mm OO 000590

day-list: 0 00O 0O 00 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDOALLO OO OO
ooooooobobobobooood

g0

coooooooooooboooooboobooooogo
oooooIpPOOO0O0OO0O0OOOOOOO0DOOOOOOOO0ODOOOODOOODOOOOODOOOOOOOO
coooooooooooooooooooobobooboooooobooooboooobooOon
O0OODO0OODOOENATOOOOODOOOODOODOOO0OO0OODOO0OOOOD ENATOOOO/000000
000000000000 00000000000000 NATOOOO NATOOOOOOOOOOooooo
O000oo0o00o0ooO0ONATOOOOOOOOOO0O0OOOOO0O0OO0OO0O0O0DOOO00O0OO0O0O

goooog

POLICY OOOUOOUOOOOOOOO

RULE 0OO0OOOO

ACTION O0O0OO00OOALLOWOOOMM DENYOOOMM NONATONATOOOOOO

INTERFACE 0U0O0O0OO0OO0OOIPOVLANOOOOOOOOOOOOOOOOOOOoOOooooooo
oobobooooooooboooooodooooboooooooooooooooon

PROTOCOL IPOOOO0OOO0OOOOO0OOOODOODOOOOOOOOOOOTCPOUDPOOOOO
OooOoPORTOOOOOOOOO

IP OUOoO0OoIPOOOOOPUBLICOOOOOOODOODOODOOOOOOOOOOPRIVATEDODOO
oo0o0oo0o0o0oooooooOoOo0ooo0ooOoOooooooooooOoOoPUBLICOO
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ADD FIREWALL POLICY RULE

O000ooooo0ooooo0o00ooo0o00oDoo0o0NATOODDODOOOOOOOOO0ODO
ooooOoooGBLIPOOOODOOODOOOOOODOOODOOOOOOOOIPOODOOODOOOO
coooboooooooooooooo

PORT 0O0O0OO0O0OOOOOOOOOOOOOOOOOOOOOOOOOOPUBLICOOOOOOOO
O000ooo0o0ooo0o0ooo0oo0boo NATOOOODOOOO0OOO0O0ooOoooooooDo
GBLPORTOOOOOOOUOOOOOOOOOOOOOOOOOOOPORTOOOOOOOODOO
ooobooooobooobooooobood

GBLIP NATOOUOOOUOOOOOOOOOOOOINTERFACEOODOOOODO PUBLICOODOOOOO
O0O000O00O0O0OPUBLICOOOOOODOOO NATOOOODODOOOODOOOOOOOOOO
oo0oooooooooooooooooPoOOOODODOOOOOOO

GBLPORT NATUOUOOOOOOOOOOOUOOUOOODOOOOOOOOINTERFACEODOOOOOO
PUBLICOOUOOOOOOOOOOOOOOPUBLICOOOODOOOOO NATOOODOOOOO
oooooo0o0ooOo0oooo0oOo0ooOo0ooo0ooOooo PORTOOOOOOOOO
ooo

REMOTEIP OOOOOIPOOOOOPUBLICOOOODOODOOOOODOOOOOOODOOPRIVATE
coobooooboooooooooooooobooooooooooooobooooooooogg
oooooooooooboogd

SOURCEPORT 00000000000 OO0ODOOODOOOOODOOOOOOOOOOPROTOCOLO
TCPO UDPOUOOOOUOOOOOUOOOOODOOOOUOOOOODOUDOO

LIST 0O0O00O00O0000o00o0ooooooooooDliooooooo4000oooooliPOooOon
OOOoOOPUBLICOOODOOOOOOOOOODOOODOOODOOOOOPRIVATEODOOOOO
ooooooooooooooooooooo0ooooMACOOODOOOOOOO MACOOOO
ooooogooon

AFTER 0O0O0O0OO0OO0OO0O0O0OO0OOOO0OO0OOOOOO0DOOOOO0ODOOOO

BEFORE O0OU0O0OO0O0OO0O0OO0OOOOOOOOOOOOOOOOOO

DAYS 00O0O0O00O00O00O00O0OO0OOO0OO0OO0OOOO0OOO0DOO0DO000O000OODOOWEEKDAY
00 MON,TUE,WED, THU,FRIOO 00 OO0 OOWEEKEND OO SAT,SUNOO OO OOOOO ALL

ooooo ooooo
ECHO 7
DISCARD 9

FTP 21
TELNET 23

SMTP 25

TIME 37

DNS 53
BOOTPS 67
BOOTPC 68

TFTP 69
GOPHER 70
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ADD FIREWALL POLICY RULE

FINGER 79
WWW 80
HTTP 80
KERBEROS 88
RTELNET 107
POP2 109
POP3 110
SNMPTRAP 162
SNMP 161
BGP 179
RIP 520
VDOLIVE 7000
REALAUDIO 7070
REALVIDEO 7070

011:000o0o0ooooo T TCP/UDPOOOOO

g
mVLANINOOOO MS-NetworksO OO OOOOOOO 137013900 00000

ADD FI REWALL POLI CY=nynet RULE=1 AC=DENY | NT=vl an-i n PROT=UDP
PORT=137- 139

ADD FI REWALL POLI CY=nynet RULE=2 AC=DENY | NT=vl an-in PROT=TCP
PORT=137- 139

m 0000000 20010010100 000000VLANoutO OO0 O0O0OOOOOOOOO

ADD FI REWALL POLI CY=nynet RULE=1 AC=ALLOW | NT=vl an- out PROT=ALL
| P=200. 100. 10. 10

m 0000000 200.1001050000000 TCP8OULUOUOODOOVLANoutOODOODOOOOOO
ooooo

ADD FI REWALL POLI CY=nynet RULE=1 AC=ALLOW | NT=vl an- out PROT=TCP
| P=200. 100. 10. 5 PORT=80

s 00000000myguest0 00000000 IPOO0O0O0OOOOOVLANoutOOOODOOOOOO
ooo
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ADD FIREWALL POLICY RULE

ADD FI REWALL POLI Cy=nynet RULE=1 ACTI ON=ALLOW | NT=vl| an- out PROTO=ALL
LI ST=nyguest

goooog

CREATE FIREWALL POLICYO 530000
DELETE FIREWALL POLICY RULEOS580 000
SET FIREWALL POLICY RULEO 750000
SHOW FIREWALL POLICYO 830000
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CREATE FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000

0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

CREATE FI REMALL PCLI CY=policy

CREATE FIREWALL POLICY

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

pobooooooooooboooooboooobooboboooooobooon
000 O0ADD FIREWALL POLICY INTERFACEO OO OO PUBLICO PRIVATEOOOODOOODOO

coooooooobooobooooooooobooooogg

goooog

POLICY OOOUOOQUOOOOOOOO

g
s 000000000000mynetd00ooOon

CREATE FI REWALL POLI CY=nynet

goooog

ADD FIREWALL POLICY INTERFACED 420000
ADD FIREWALL POLICY LISTO 440000

ADD FIREWALL POLICY NATO 460000

ADD FIREWALL POLICY RULEO 490000
DESTROY FIREWALL POLICYO 600 O OO
DISABLE FIREWALL POLICYO 630000
ENABLE FIREWALL POLICYO 680 00O O

SHOW FIREWALL POLICYO 830000
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DELETE FIREWALL POLICY APPRULE

DELETE FIREWALL POLICY APPRULE

000o00o0oooooooo /00000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

DELETE FI REWALL POLI CY=policy APPRULE=app-rul e-id

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO
app-rule-id: 00000000000 O0O0O102990

00

coooooooobooobooooobooooboooboooooon
goooog

POLICY OOOUOOQUOOOOOOOO
APPRULE 0O0O00O0O0O0O0OO0OOOO

goooog

ADD FIREWALL POLICY APPRULED 400000
SHOW FIREWALL POLICYO 830000
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DELETE FIREWALL POLICY INTERFACE

DELETE FIREWALL POLICY INTERFACE

0000o0o0o0o0oooooO0ooO /000000000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

DELETE FI REWALL POLI CY=policy | NTERFACE=vI an-if

policy: 00000000000 OOO1015000000000000000_ 0000000
vlan-if: VLAN OO O OOO000OVLAN-name O VLANvidOO OO name O VLAN OO0 vid O VLAN IDO

00

cooooooooboooboooooboooobooooogog
goooog

POLICY OOOUOOQUOOOOOOOO
INTERFACE IPOVLANOOOOOOOOOO

goooog

ADD FIREWALL POLICY INTERFACED 420000
SHOW FIREWALL POLICYO 830000
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DELETE FIREWALL POLICY LIST

DELETE FIREWALL POLICY LIST

00o00ooO0oOoooooOoo /0000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

DELETE FI REWALL PCLI CY=policy LI ST=Ilist-nane

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO
list-name: 000 00000010150 000000000000D00D0O0OO0DDOO

00

goboooooobooobooooooboooooooobooooon
goooog

POLICY OOOUOOQUOOOOOOOO
LIST 0O0ooooon

goooog

ADD FIREWALL POLICY LISTO 440000
SHOW FIREWALL POLICYO 830000
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DELETE FIREWALL POLICY NAT

DELETE FIREWALL POLICY NAT

00000000000000 /00000000 NAT
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

DELETE FI REWALL POLI CY=policy NAT={ENHANCED|STANDARD} | NTERFACE=v/ an-i f
GBLI NTERFACE=V/ an-i f [ P=i padd]

policy: 00000000000 OOO1015000000000000000_ 0000000
vlan-if: VLAN OO O OOO000OVLAN-name O VLANvidOOOOname O VLAN OO0 vid O VLAN IDO
ipadd: IPO OO0

g0

O000oo0o00ooo0o0Uoo000ooONATOODOODODOOO
goooog

POLICY OOOUOOQUOOOOOOOO

NAT NAT OO OOSTANDARD O 00O ENHANCED

INTERFACE O0OO0OO0OOOO IPOVLANODOOOOOOOO

IP 000000010 1ONATOODOOOOOOOIPOODOODOOOOODONAT=STANDARD OO
ooooo

GBLINTERFACE 0OO0OO0OOOO IPOVLANOOOOOOOOO

goooog

ADD FIREWALL POLICY NATO 460000
SHOW FIREWALL POLICYO 830000
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DELETE FIREWALL POLICY RULE

DELETE FIREWALL POLICY RULE

000o00o0oooooooo /00000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

DELETE FI REWALL PCLI CY=policy RULE=rule-id

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO
rule-id: 000000102990

00

cooooooooooooooooocooooboooo
goooog

POLICY OOOUOOQUOOOOOOOO
RULE 0OO0OOOO

goooog

ADD FIREWALL POLICY RULEO 490000
SET FIREWALL POLICY RULEO 750000
SHOW FIREWALL POLICYO 830000
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DELETE FIREWALL SESSION

DELETE FIREWALL SESSION

00o000o00o0ooO0oo0oo0 /0000000000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

DELETE FI REWALL SESSI ON={sessi on-i d|ALL}

session-id: 00 000 ID

00

pobooooooooooooooboobooooooobooooooooo
goooog

SESSION 00000 IDOSHOW FIREWALL SESSIONOD OO0 OO0OO0O0OO0OO0OOALLOOOOOOO
oobobooooobooobooooobood

goooog

SHOW FIREWALL SESSIONO 920000

oooooogo CentreCOM 9600/8600 0 000 0 O0DOOO0OOO0OO 22 |59
J613-M0522-00 Rev.C



DESTROY FIREWALL POLICY

DESTROY FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

DESTROY FI REMALL PCLI CY=policy

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

pooooooooooboooooon
goooog

POLICY OOOUOOQUOOOOOOOO

goooog

CREATE FIREWALL POLICYO 530000
DISABLE FIREWALL POLICYO 630000
ENABLE FIREWALL POLICYO 680 00O 0O
SHOW FIREWALL POLICYO 830000
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DISABLE FIREWALL

DISABLE FIREWALL

000000o0oO0oooooooD /000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

Dl SABLE FI REWALL

g0

cooooooboobooboooooobooooobooon

goooog

DISABLE FIREWALL NOTIFYD 62000 O
DISABLE FIREWALL POLICYO 630000
ENABLE FIREWALLO 66 00 00O
ENABLE FIREWALL NOTIFYO 670000
ENABLE FIREWALL POLICYO 680000
SHOW FIREWALLO 770000
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DISABLE FIREWALL NOTIFY

DISABLE FIREWALL NOTIFY

000000o0oO0oooooooD /000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

DI SABLE FI REWALL NOTI FY={ALL|MAI L|MANAGER|PORT|SNVP}

g0

cooooooooboooboooooboooobooooogog
goooog

NOTIFY OOO0OO0OOOALLOOOOOOOOOOOOOOOOOOOOOO

goooog

DISABLE FIREWALLO 610000
DISABLE FIREWALL POLICYO 630000
ENABLE FIREWALLO 66 00 00O
ENABLE FIREWALL NOTIFYO 670000
ENABLE FIREWALL POLICYO 680 00O 0O
SHOW FIREWALLO 770000
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DISABLE FIREWALL POLICY

DISABLE FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

DI SABLE FI REWALL POLI CY=policy [ ACCOUNTING [ DEBUG={ALL|PACKET|PKT]
PROCESS}] [ | CMP_FORWARDI NG={ALL|PARAVETER|PI NGSOURCEQUENCH] TI MEEXCEEDED)
TI MESTAVP|UNREACHABLE}] [ LOG={ALLOWDENY|DENYDUMP|I NAI CVP|I NALLOW
| NAOTHER|I NATCP|I NAUDP|I NDDI CMP|I NDDOTHER|I NDDTCP|I NDDUDP|I NDDUVP| | NDENY|
| NDI CVP|I NDOTHER|I NDTCP|1 NDUDP|QUTAI CMVP|QUTAL LONQUTACTHER| QUTATCP)|
QUTAUDP|OUTDDI CVP|OUTDDOTHER| OUTDDTCP| OUT DDUDP| OUT DDUMP|QUTDENY|OUTDI CVP)|
OUTDOTHER|QUTDTCP|OUTDUDP}] [ OPTI ONS={AL L |RECORD_ROUTE|SECURI TY
SOURCEROUTE|TI MESTAVP} [ PI NG|

policy: 00000000 DOOOOOO101500000000000D000000D0DOOOO

00

ooooooooooobooooooboooooooood
ooooooooicMPOUOOUOUOOOOOOOOOOOOO0OOOOOOUOOOOOODOOOOOOOO
iPOOOOODOOOOOOOOOOOO

goooog

POLICY OOOUOOQUOOOOOOOO

ACCOUNTING 0OO0O0O00O00OO0ooO0ooooooooooo

DEBUG 0OO0OU0O0O0OO0OU0OO0OOOUOOOPKTOPACKETUOOOOOOSSUOOOOOOOOM
PROCESSOOUOOOOOOOOOOMMALLOODODOOOOODODOOO

ICMP_.FORWARDING OOO0OOO0OICMPOOOOODOOOOOOODOOOOOOOOOOOOOOOO
ALLOOOOOOOOOoooOooICMPOOOOOODOODOOOODOOOOOOMO

LOG O00O00OoO0UooO0oOoooU0oooo0oOoooU0oooo0oooooooooOoooO

OPTIONS IPOOO00OO00OOOOOOOOOOOOOIPOOOOOOOOOOOOOIPOOOOOOO
ooooooooooooo0omoooooooooooooooooooooo IPOOOOOO
ooooooooooooodgd

PING OO00DOODOOOOPINGODOOOOICMPECHO/ECHOREPLYD DOOOOODOODODOOOO
00000 oo0oooooooooOg PINGODOOOOO

g

s PINGOOOOOODOOOOOOO
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DISABLE FIREWALL POLICY

DI SABLE FI REMALL PCLI CY=nypol icy | CMP_FOMNRDI NG=PI NG

goooogn

ENATOOOOPINGOOOOOOOOOOOOICMP.FORWARDINGOOOOOOODOOOOOOO
PINGOOOOOOOOO

goooog

DISABLE FIREWALLO 610000
DISABLE FIREWALL NOTIFYD 62000 O
ENABLE FIREWALLO 66 00 00O
ENABLE FIREWALL NOTIFYO 670000
ENABLE FIREWALL POLICYO 680 00O 0O
SHOW FIREWALLO 770000
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DISABLE FIREWALL POLICY IDENTPROXY

DISABLE FIREWALL POLICY IDENTPROXY

0000000000 0000 ZidentoO0ooO
0000086240 AT-FL-02 O O O I 96060 AT-FL-020 00 O

DI SABLE FI REMALL PCLI CY=policy | DENTPROXY

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ident00000D00O0O0O0OOOOO
identD00000000000O00ONATOOOOO0OODOOOOOD ident(RFC1413)0000000
0000000000000 ident0 0000000 RSTOOODOTCPOODODOODOOOODOODOOOO
ooooooooood

goooog

POLICY OOOUOOQUOOOOOOOO

goooog

ENABLE FIREWALL POLICY IDENTPROXYO 700 00O
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ENABLE FIREWALL

ENABLE FIREWALL

000000o0oO0oooooooD /000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

ENABLE FI REWALL

g0

cooooooboobooboooooobooooobooon

goooog

DISABLE FIREWALLO 610000
DISABLE FIREWALL NOTIFYD 62000 O
DISABLE FIREWALL POLICYO 630000
ENABLE FIREWALL NOTIFYO 670000
ENABLE FIREWALL POLICYO 680 00O O
SHOW FIREWALLO 770000
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ENABLE FIREWALL NOTIFY

ENABLE FIREWALL NOTIFY

000000o0oO0oooooooD /000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

ENABLE FI REWALL NOTI FY={ALL|MAI L|MANAGER|PORT |SNVP}[, . . .]
[ PORT=asyn- nunber] [ TO=enail - addr]

email-addr: 0OO0O00OO0O0OO
asyn-number: 00000000 Q0o0oQ

g0

cooooooooboooobooooooooon
000000 ManagerJOOOO0O00OO0OO0OO0O0DOOO0O0ODOOO0O0DODOOOODOOOOOOOO

goooog

NOTIFY 0O0O0O0O0O0O0O00OO0O0O0O00O0DOO0O0O00O000O0OOOMANAGER OO Manager O
ooooooo0oooooo0ooooo00oooO0oooOoO0O0O0OMAILODDDODOOOO
goooooooTooOoOoOOoOOOOO0OOO0OOO0OO0OOOOO0OOOOOOOOOn
OOPORTUOOOOOOOOOODOOOOODOOOOPORTOOOOOODOOOOODOOOOOO
Oo0oo00oo0o0ooo0ooo0oo0ooo0o0oo0o0oOoO0O0ooOOSNMPOOOO
OO0O0O0OOSNMPOOOOOOOOSNMPOOOOODOOOOOOOOOODOO MANAGERD

PORT 0O0O00OO0O0OO0OO0O0OOOOOOONOTIFY=PORTOOOOOOO

TO 0O0O0O0OO0U0OOOOOOOOOOOOONOTIFY=MAILOOOOOOO

goooog

DISABLE FIREWALLO 610000
DISABLE FIREWALL NOTIFYD 62000 O
DISABLE FIREWALL POLICYO 630000
ENABLE FIREWALLO 66 00 00O
ENABLE FIREWALL POLICYO 680 00O 0O
SHOW FIREWALLO 770000
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ENABLE FIREWALL POLICY

ENABLE FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

ENABLE FI REWALL POLI CY=pol icy [ACCOUNTI NG [ DEBUG={ALL|PACKET|PKT|
PROCESS}] [ | CMP_FORWARDI NG={ALL|PARAVETER|PI NGSOURCEQUENCH] TI MEEXCEEDED)
TI MESTAVP|UNREACHABLE}] [ LOG={ALLOWDENY|DENYDUMP|I NAI CVP|I NALLOW
| NAOTHER|I NATCP|I NAUDP|I NDDI CMP|I NDDOTHER|I NDDTCP|I NDDUDP|I NDDUVP| | NDENY|
| NDI CVP|I NDOTHER|I NDTCP|1 NDUDP|QUTAI CMVP|QUTAL LONQUTACTHER| QUTATCP)|
QUTAUDP|OUTDDI CVP|OUTDDOTHER| OUTDDTCP| OUT DDUDP| OUT DDUMP|QUTDENY|OUTDI CVP)|
OUTDOTHER|QUTDTCP|OUTDUDP}] [ OPTI ONS={AL L |RECORD_ROUTE|SECURI TY
SOURCEROUTE|TI MESTAVP} [ PI NG|

policy: 00000000 DOOOOOO101500000000000D000000D0DOOOO

00

pooooooooboooooooooooooboooooogon
ICMPOUOOOOOUOOOOOOOOUOOOOOOOOOOOOOUOOUOOOUOOOOOIIPOOOOO
oooooooooooboogd

goooog

POLICY OOOUOOQUOOOOOOOO

ACCOUNTING 0OU0O0O0O0O00O00O00O00O0O0oOOO0oOoooUoOooooooooooo
O0000o00oo0ooO 30INFOID

DEBUG 000000 OU0OO0OOOUOOOPKTOPACKETUOOOOOOSSUOOOOOOOOM
PROCESSOOUOOOOOOOOOOMMALLOODODOOOOODODOOO

ICMP_.FORWARDING 0OO0OOICMPOOOOOOOODOOOOOODOOOOOOOOOOOOOO
ALLOOOOOOOOOooOOoOo ICcMPOOOOOOOOOOOOOOODOOODOOODOOODOO
oomooooooooicMPOOOUOOOOUOOOOOOO

LOG 0O00O00OoOoUooUoOoooUoOoooUoooooooooUooooUoOoo

OPTIONS OOO0OOOOO IPOOOOOOOOOOOOOOOOOODOOOOODOOOOOOOOOO
oooooooooooooIPOOOO0O0DOOOOODOOOOOOOOO

PING 000DO0ODOOOOPINGODOOOOICMPECHO/ECHOREPLYD DOOOOODOODODODOOO
oooooogo

g

m ICMP O PingO Echo/EchoReplyd O Unreachable D OO OO0 00O
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ENABLE FIREWALL POLICY

ENABLE FI REWALL PCLI CY=nypolicy | CMP_FOMRDI NG=PI NG UNREACH

s(0000000oooooooooooboooooooooooobooon

ENABLE FI REWALL POLI CY=nypol | i cy LOG=DENY

goooog

DISABLE FIREWALLO 610000
DISABLE FIREWALL NOTIFYD 62000 O
DISABLE FIREWALL POLICYO 630000
ENABLE FIREWALLO 66 00 00O
ENABLE FIREWALL NOTIFYO 670000
SHOW FIREWALLO 770000

oooooogo
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ENABLE FIREWALL POLICY IDENTPROXY

ENABLE FIREWALL POLICY IDENTPROXY

0000000000 0000 ZidentoO0ooO
0000086240 AT-FL-02 O O O I 96060 AT-FL-020 00 O

ENABLE FI REWALL PCLI CY=policy | DENTPROXY

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ident00000D00O0O0O0OOOOO
identD00000000000O00ONATOOOOO0OODOOOOOD ident(RFC1413)0000000
ooooooooooobob proxyuserddooooooooooood

goooog

POLICY OOOUOOQUOOOOOOOO

goooogn

00000 ident0000D00DOODISABLE FIREWALL POLICY IDENTPROXY OO OO OODODOO
O0000D0identD 00000000 RSTOOOOOOODOOOOOOOOOO

goooog

DISABLE FIREWALL POLICY IDENTPROXYD 650 0 0
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SET FIREWALL POLICY

SET FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

SET FI REWALL PCLI CY=policy [ TCPTI MEQUT=ni nutes] [ UDPTI MEQUT=ni nut es]
[ OTHERTI MEQUT=n1 nut es]

minutes: 0 0000432000000 3000000000
policy: 00000000 DOOOOOO101500000000000DO00000DDOOOO

g0

coooooooooooboooooboobooooogo
oooooooooboooooooooooooboooooooobooooboooo

goooog

POLICY OOOUOOQUOOOOOOOO

TCPTIMEOUT TCPUOUOUOOOOODDOODOMmMOOOOOD®GODO
UDPTIMEOUT UDPOUOOO0OOOOOOOOODmMOOODOO 200
OTHERTIMEOUT TCPOUDPOOUOOOOOOOODOOOOODmMODODOO 200

goooog

DELETE FIREWALL SESSIONO 5900 00
SHOW FIREWALL POLICYO 830000
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SET FIREWALL POLICY ATTACK

SET FIREWALL POLICY ATTACK

000000o0oO0oooooooD /000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

SET FI REMALL POLI CY=pol icy ATTACK={DOSFLOOD|FRAGVENT|HOSTSCAN|I PSPOOF|
LAND|PI NGOFDEATH|PORTSCAN| SMURF|SYNATTACK|TCPTI NY|UDPATTACK}
[ NTRI GGER=count] [ OUTTRI GGER=count] [ DETAI L=count] [ Tl ME=m nut es]

policy: 00000000000 0OOO1015000000000000000_ 0000000
count: 00 O 0O 00 42949672950
minutes: 0 0 010 4294967295 0 O

g0

oooooooooboooooboooo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0O00000O00OPUBLICOOOODOOOOOOOUOOOPRIVATEOOODOOOOOOOOOOODOO
ooooo
cooooooobooooooooooooooboboooooooobooooboooooOooooboooon
O000O0Q0startofattack D D0 0000000000000 00O00OO0O0OO0OOOOOOOOOOO
oooo

000000000000 00000000000000000000000000000000O0attack
inprogresstD 000000000 O0OO0O

0000000000000 00000000000000000000000endofattacklI 00000
coooooooooooboooooooooboooboooooon

goooog

POLICY OOOUOOQUOOOOOOOO

ATTACK OO0OO0OO0OO0OOO0OOOOO

INTRIGGER PUBLICOUOOUOOOOOOOOOOOOTIMEODOOOOOOOOOOOOOO IN-
TRIGGEROUOOOO PUBLICOOOOOOOOOOOOOOOOODOOOODOOODOODDOO
ooo

OUTTRIGGER PRIVATEOOOOOOOOOOOOOOOTIMEOOOOOOODODOOOOOOO
OUTTRIGGEROOOOU PRIVATELOUOUOOOOOOOOOOOOOOOO0OOOO0OOOO
oooo

DETAIL ODOO0OOOOOOOOOOOOOOOOODOODOODOODOOOODOODOOOOO SHOW
FIREWALLEVENTOOOOOOOOOOOOOO

TIME 00000000 OO0OO0OO0O0OOOOOOOOOOO
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SET FIREWALL POLICY ATTACK

DOSFLOOD ooooooobostoUoooooooooooooooon

FRAGMENT cooboooooooobobooboboooobooooobooooooboooodg
od

HOSTSCAN oooboooooboooobooboooooooooooogn

IPSPOOF iPOOOOOOOOOOIPOOOODODOOOO

LAND LANDOOOOOUOOOOUOOoooOouoooooo IiPOO00ooOn DOSO

oooooooooooooon

PINGOFDEATH

OO0O000O0PINGOUOOOOOUOOOOUOOOODOOOOOOOODOOOO
oooooooooooooon

PORTSCAN oo0oooooooooooooooooooooon
SMURF Smurf0O0OO0O00O00000O00000000D000000000 PINGO
oooooooooooooooooooo0ooooooooooooooo
oo0oooooooooooooooooooooon
SYNATTACK SynO0O0OoOoOoOoIPooOOOOoooOOOTCPSynOOOODOOOODODOOO
oooooooooTCPOOOOOODOOOOODOODOO
TCPTINY Tiny Fragment 000 0000000000000 TCPOOOD 200000
Oo00ooo0o0oSyndooOOO0O0O0OOO0OO0DOOOO0OO0DOOOOOOO
UDPATTACK ubPOOOO0OOOOOO
01220000
ATTACK INTRIGGER OUTTRIGGER TIME  DETAIL ooooo
DOSFLOOD 80 160 2 5 DOSATTACK
FRAGMENT 1 1 2 0 FRAGMENT
HOSTSCAN 64 128 2 5 HOSTSCAN
IPSPOOF 1 1 2 0 DOSATTACK
LAND 1 1 2 0 DOSATTACK
OTHER 64 128 2 5 DOSATTACK
PINGOFDEATH 1 1 2 0 DOSATTACK
PORTSCAN 64 128 2 5 PORTSCAN
SMURF 1 1 2 0 SMURFATTACK
SYNATTACK 32 128 2 5 SYNATTACK
TCPTINY 1 1 2 0 TCPATTACK
UDPATTACK 32 128 2 5 DOSATTACK
0133 0000000000o00oooog
g

s 0000000000000O00000S000 1000000000000 0O0OO0DODOOO

oooooogo
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SET FIREWALL POLICY ATTACK

SET FI REMALL PCLI CY=nypol i cy ATTACK=PORTSCAN | NTRI GGER=100 TI ME=5

goooogn

000000000 ENABLE FIREWALLNOTIFYO OO OOGOoOOOO

goooog

CREATE TRIGGER FIREWALLI O OOOOOO 1100000
ENABLE FIREWALL NOTIFYO 670000
SHOW FIREWALL POLICY ATTACKD 900 OO0
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SET FIREWALL POLICY RULE

SET FIREWALL POLICY RULE

000o00o0oooooooo /00000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

SET FI REMALL PCOLI CY=policy RULE=rul e-id [ PROTOCOL={pr ot ocol |ALL|GRE|OSPF]
SA|TCP|UDP}] [ P=i padd|-ipadd]] [PORT={ALL|port][- port] |port-nane}]
[ GBLI P=i padd] [ GBLPORT={ALL|port[- port] |port-nane}]
[ REMOTEI P=i padd] - i padd]] [ SOURCEPORT={ALL|port][- port] |port-nane}]
[ AFTER=t i ne] [BEFORE=tine] [ DAYS=day-/i st]

policy: 00000000000 OOO1015000000000000000_ 0000000

rule-id: D0 0000102990

protocol: IPO 000D OO 000655350

ipadd: IPO OO0

port: TCP/UDP O O 0O 00O 000 655350

port-name: 00000

time: 00O 0Ohh:mmOO0OOO0hhO0O0023M mm OO 000590

day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

g0

oooooooooboooobooooood
goooog

POLICY OOOUOOQUOOOOOOOO

RULE 0OO0OOOO

PROTOCOL IPOOO0OO0OOOOOOOOOOOOOOOOOOOOOOO

IP OUOoO0OoIPOOOOOPUBLICOOOOOOODOODOODOOOOOOOOOOPRIVATEDODOO
oo0o0oo0o0o0oooooooOoOo0ooo0ooOoOooooooooooOoOoPUBLICOO
0000oooo0ooooo0o00ooo0O00oDooo0O0NATOODDODOOOOOOOO0O0ODO
ooooOoooGBLIPOOOODOOOOOOOOODOOODOOOOOOOOIPOOOOODOOOO
coooboooooooooooooo

PORT 0O0O0O0OO0O0OOOOOOOOOOOOOOOOOOOOOOOOOOPUBLICOOOOOOOO
O000ooO0o0ooo0o0ooo0oo0bDoO NATOOOODOOOO0OO0O0ooOoooooobo
GBLPORTOOOOOOOUOOOOOOOOOOOOOODOOOOOPORTOOOOOOOODOO
ooobooooobooobooooobood

GBLIP NATOOUOOOUOOOOOOOUOOOOOINTERFACEODOOOOO PUBLICOODOOOOO
O0O000O00O0O0OPUBLICOOOOOODOOO NATOOOODODOOOODOOOOOOOOOO
oo0oooooooooooooooooPoOOOODODOOOOOOO

GBLPORT NATUOUOOOOOOOOOOOUOOUOOUOOOOOOOOOINTERFACEODOOOOOO
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SET FIREWALL POLICY RULE

PUBLICOOUOOOOOOOOOOOOOOPUBLICOOOODOOOOO NATOOODOOOOO
oooooo0o0ooOo0oooo0oOo0ooOo0ooo0ooOooo PORTOOOOOOOOO
ooo

REMOTEIP OOOOOIPOOOOOPUBLICOOOODOODOOOOODOOOOOOODOOPRIVATE
coobooooboooooooooooooobooooooooooooobooooooooogg
oooooooooooboogd

SOURCEPORT 00000000000 OO0O0DOOOOOOOODOOOOOOOOOOPROTOCOLO
TCPO UDPOUOOOOUOOOOOUOOOOODOOOOOUOOOOODOOUOO

AFTER 0O0O0O0OO0OO0OO0O0O0OO0OOOO0OO0OOOOOO0DOOOOO0ODOOOO

BEFORE O0OU0O0OO0O0OO0OO0OOOOOOOOOOOOOOOOOOOO

DAYS 00O0O0O00O00O0O0O00O0OO0OOO0OOO0OOOO0OOO0DO0DO000000OODOOWEEKDAY
00 MON,TUE,WED, THU,FRIOO 00 OO0 OOWEEKEND OO SAT,SUNOO OO OOOOO ALL

goooog

ADD FIREWALL POLICY RULEO 490000
DELETE FIREWALL POLICY RULEO 580000
SHOW FIREWALL POLICYO 830000
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SHOW FIREWALL

SHOW FIREWALL

000000o0oO0oooooooD /000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

SHOW FI REWALL

g0

goboooooobooobooooooboooooooobooooon

gooooggoo

Manager > show firewal |

Firewal | Configuration
Status ... enabl ed
Enabl ed Notify Options .... manager
Policy : fish
TCP Timeout (S) ..........viiin.. 3600
UDP Timeout (S) .........oviuvun... 1200
O her Timeout (S) ................. 1200
Private Interface : vlanl0
Public Interface vl an100
Method .......... ... ... .. ... ..... dynam ¢
NAT . enhanced
Method ............ ... ... ...... enhanced dynami c
Private Interface ............. et hO
Aobal IP ......... ... .. ... . ... 200. 100. 10.1
Status 000000000000 00enabledD 00O O disabled™

Enabled Notify Options

000000000000 Oo0o0OoO/000maillc000o0oO0ooo
managerd Manager 00 0000000000000 0O0O0O I port0 O
OD0000msnmpOSNMPO OO OMMallDoOOMmMnone0 0000
ogno

Notify Port ooboooboooooooboooobobob porto0oooooooOg
ooooo

Notify Mail To 000000000 O0oo0ooooo00mallO0DO0O0OoOoooooo
ooooo

Policy ooooooooooooon

TCP Timeout (s)

oooooogo

TCPOOOUOODOOOOO
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SHOW FIREWALL

UDP Timeout (s)

ubPOO0O0OOO0O0OOO

Other Timeout (s)

TCP/UDPOOODOOOOODODOODOO

Private Interface

PRIVATED OOOOOOOOOOOOOVLAND

Public Interface

PUBLICOOUOOUOOOOOOOOOOVLANO

Method PUBLIC-PRIVATEO OO O OOOOOOOdynamicOO OO O0OO0O
O00000000000 passall0O0OOO0O0OOOOOOm

NAT NATO OO Ostandard0 00000000 enhanced0 00000000
ODOMNATOODOOOOO

NAT/Method NAT 0O O O O nonel static dynamicl enhanced staticd enhanced dy-

namicl enhanced interface DO OOOONATOOOOOOO

NAT/Private Interface

NATOOOOOOOOOooooooo

NAT Global IP

NATOODOOOOO IPOOOO

goooog

0 14:

ADD FIREWALL POLICY INTERFACED 420000
CREATE FIREWALL POLICYO 530000

DELETE FIREWALL POLICY INTERFACEO 55000
DESTROY FIREWALL POLICYO 600 O OO

DISABLE FIREWALLO 610000

ENABLE FIREWALLO 66 00 00O
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SHOW FIREWALL ACCOUNTING

SHOW FIREWALL ACCOUNTING

000000o0oO0oooooooD /000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

SHOW FI REWALL ACCOUNTI NG [ POLI CY=pol i cy] [ REVERSE=count] [ TAl L=count]

policy: 00000000000 OOO1015000000000000000_ 0000000
count: 0 0O 010600

00

cooooooooooooooooocooooboooo
0000000000000 0O0OOENABLE FIREWALL POLICYO DO OO ACCOUNTING OO
ooooogd

goooog
POLICY OOOUOOQUOOOOOOOO
REVERSE 0O000O0O0O0OO0O0OOOOOOO0OOOOOOOOOOOOOOOOOOOOOOOOO

oooodd
TAIL 0000000000 0OOO00OOO000DOO0O00OOO00OOO0ODOOOOODOO

gooooggoo

Manager > show firewall accounting
Policy : nynet
Dat e/ Ti ne Event Dir Prot [IP:Port <-> Dest IP:Port /Traffic statistics
22 14:42:17 END QUT UDP  172.16.28.160:2060 172. 16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END QUT TCP  172.16.28.160: 36399 172. 16. 48. 16: 25
Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192. 168. 10. 5: 65406 172.16.28. 1: 53
22 14:44: 33 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44: 34 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:47:16 START QUT TCP  192.168.10.50: 1031 172. 16. 28.5: 80
22 14:47:17 START QUT TCP  192.168.10. 50: 1032 172. 16. 28.5: 80
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SHOW FIREWALL ACCOUNTING

22 14:47: 44 END IN ICWP 172.16.28.180 172.16.28.160
Traffic out 1:28 in 1:28

Policy goboobooobooooo

Date/Time 0o

Event 00O000OSTART O END

Dir 000000000 UOOOINgO oUuT

Prot goooooIlIcCMPOTCPOUDPOOODO IPOOOOOOO

IP:Port oo IPOOOOOOOO

Dest IP:Port oo IPOOOOOOOO

Traffic statistics gobobooobooobooooboboobbooobb@muoo bboo oo

ooooogooon

goooogn

0000000 o0ooo0ooooOo30INFOOOOODODOOO

goooog

DISABLE FIREWALL POLICYO 630000
ENABLE FIREWALL POLICYO 680 00O 0O
SHOW FIREWALL POLICYO 830000
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SHOW FIREWALL EVENT

SHOW FIREWALL EVENT

000000o0oO0oooooooD /000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

SHOW FI REWALL EVENT[ ={ALLOWDENY|NOTI FY}] [ PCLI CY=policy]
[ REVERSE=count] [ TAI L=count]

policy: 00000000000 OOO1015000000000000000_ 0000000
count: 0 0010600

g0

coooooooboooboooobobooon
goooog

EVENT 000000000 OO0OOALLOWOOOOOOOMMDENYOOOOOOOMMNOTIFYD OO
cobobooooboooooooooooooooooooooooooooodg

POLICY OOOUOOQUOOOOOOOO

REVERSE 0O000O0O0O0OO0O0OOOOOOO0OOOOOOOOOOOOOOOOOOOOOOOOO
oooodd

TAIL 0000000000 0OOO00OOO000DOO0O00OOO00OOO0ODOOOOODOO

gooooggoo

Manager > show firewal |l event

Policy : fish - Notify Events:
No event information currently recorded

Policy : fish - Deny Events:
Dat e/ Ti ne Dir Prot Nunber |P:Port <map> Dest |P:Port /Reason /1P header
1 08:03:35 IN TCP 3 194.84.221.83: 2891 200. 100. 10. 1: 111
Policy rejected
4500003c caad44000 2e062fd5 c254dd53 c8640a01 0b4b006f 21b46235
00000000 a0027d78 94570000 020405b4 0402080a 0al24a3f 00000000 O
1030300
3 09:25:12 IN TCP 2 202.84.198. 12: 2561 200. 100. 10. 1: 53
Policy rejected
4500003c e7444000 33061d7c ca54c60c c8640a01 0a010035 8340fec?2
00000000 a0027d78 677d0000 020405b4 0402080a 0d0Oe86ce 00000000 O
1030300
5 18:01:28 IN TCP 1 211.251.62.2:1755 200.100. 10. 1: 111

oooooogo CentreCOM 9600/8600 0 000 0D O0DOOO0OOO0OOO 22 |81
J613-M0522-00 Rev.C



SHOW FIREWALL EVENT

Policy rejected

4500003c 125c4000 300673c8 d3fb3e02 c8640a01 06db006f e€6277340

00000000 a0027d78 f5990000 020405b4 0402080a 02b7acf3 00000000 O
1030300

Policy : fish - Allow Events:
Dat e/ Ti ne Dir Prot Nunber |P:Port <map> Dest |P:Port /Reason /1P header

5 22:13:59 IN TCP 1 100.10.248.90: 3131 8999 192.168.102. 2: 80
TCP session started
5 22:53:22 OUT UDP 1 192.168.102.11:123 27786 80.3.102.102:123

UDP flow started

Policy gobobooobooboooo

Date/Time 0o

Dir O00U0o0ooooooggINGg OUuT

Prot ooooooICMPOTCPOUDPOCOODO IPOOOOOOO

Number gooooobooo

IP:Port OO IPOOOOOOOO

Dest IP:Port OO IPOOOOOOOO

Reason ooooooooo

IP Header O00ooo0oooo IPO00ODOOOOD 160000
O 16:

goodoo

DISABLE FIREWALL NOTIFYD 62000 O
ENABLE FIREWALL NOTIFYO 670000
SHOW FIREWALL ACCOUNTINGO 790000
SHOW FIREWALL POLICYO 830000
SHOW FIREWALL SESSIONO 920000
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SHOW FIREWALL POLICY

SHOW FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

SHOW FI REWALL POLI CY=pol i cy [ COUNTER] [LIST] [ SUMVARY]

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ooooooobooooooooooooooooboooooooog
goooog

POLICY OOOUOOUOOOOOOOO

COUNTER OOO0OO0O0O0OOOOOOOOOO

LIST OO0O0oO0oooooooooon
SUMMARY 000000000000

gooooggon

Manager > show firewall policy
Policy : fish
TCP Timeout (S) ..........viiin.. 3600
UDP Timeout (S) .........oviuiin... 1200
Oher Timeout (S) ................. 1200
Accounting ...........cuiiina... di sabl ed
Enabl ed Logging Options ........... i naot her deny
Enabl ed Debug Options ............. none
Identification Protocol Proxy ..... di sabl ed
Enabled IP options ................ none
Enabled 1CWP forwarding ........... unreachabl e ping tinmeexceeded
Receive of ICMP PINGS ............. enabl ed
Number of Notifications ........... 0
Nurmber of Deny Events ............. 6
Nunmber of Allow Events ............ 2560
Nurmber of Active TCP Qpens ........ 0
Nunmber of Active Sessions ......... 9
Cache Hits ........ ... ... .. 111235
Di scarded | CWP Packets ............ 0
Spam Source Files ................. spam spa
SMIP DOMains ............covvuunuun.. j ogenet.cm
Private Interface : ethO
Rule ... ... . 1
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SHOW FIREWALL POLICY

Action ......... ... ... ... ... ... deny
Protocol ...................... TCP
Port ... ... . .. 137 - 139
G obal Port ................... al |
Days . ... al |
Rule ... ... ... . . 2
Action ......... ... ... ... . . ... deny
Protocol ...................... ubP
Port ... ... . .. 137 - 139
G obal Port ................... al |
Days . ... al |
Rule ... ... ... . . 3
Action ......... ... .. .. ... ... .. deny
Protocol ...................... TCP
Port ... ... .. 445
G obal Port ................... al |
Days ... al |
Rule ... ... ... . . 4
Action ......... ... .. .. ... ... .. deny
Protocol ...................... ubP
Port ... ... .. 445
G obal Port ................... al |
Days . ... al |
Public Interface pppO
Method .......... ... ... .. ... ..... dynam ¢
Proxy ... ... .. . .. . snmtp
Private Interface ............. et hO
P 192.168. 102. 10
Direction ..................... bot h
Days . ... al |
NAT . enhanced
Method ............ ... ... ....... enhanced dynami c
Private Interface ............. et hO
Gobal IP....... .. ... ... ... 200.100.10.1
Rule ... ... ... . . 5
Action ......... ... .. .. ... ... .. deny
Protocol ...................... TCP
Port ... ... . .. 22
G obal Port ................... al |
Days ... al |
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SHOW FIREWALL POLICY

Policy oooooboooooooo

TCP Timeout TCPOODOOOOODOOOOODODOO

UDP Timeout ubPOOO0OO0O0O0DOOOOODOO

Other Timeout TCPOUDPOOOOODOOOODODOOOOODO
Accounting ooooobooooooooooo

Enabled Logging Options

O000000O00000000allowddenyd denydump in-
aicmpUinallowinaotherCinatcpUinaudplinddicmpinddother
inddtcpd inddudpO inddumpOindenyd indicmpOindotherdin-
dtcplindudpCbutaicmpCoutallowbutaotherbutatcpoutaudp
outddicmpOoutddotherCOoutddtcpOoutddudpOoutddumpCout-
denyO outdicmpO outdother outdtcp outdudpO none 0 0O 0O O

Enabled Debug Options

O0000000000000000alld packetl processt] noneld

Enabled IP options

0000 IPOOO0OOOODOOallOrecord_routelsecuritysourcer-
outel timestamp O nonel

Enabled ICMP forwarding

0000 ICMPOOOOODOOOallOparameterdpingCredirectd
sourcequench timeexceeded timestampOunreachable] nonel

Receive of ICMP PINGS

O0O0O0O0PINGOOOOOOUOOOOOOO

Number of Notifications

ooooooooodod

Number of Deny Events

ooooood

Number of Allow Events

ooooood

Number of Active TCP Opens

ooooooog TCPOOOOOO

Number of Active Sessions

pooooooooooooon

Cache Hits gooooooooooooooa
Discarded ICMP Packets ooooiIicMpPOOOOO
IP List Jo0oooooooooooD IiPOOOOOOOO

Hardware List

ooooooooooooo MACOOOOOOOO

File name

oooooooo

Number IP hosts

oooooooooooIPOnoOO

Number Networks

oooooooooooIPObDOOOOO

Number MAC addresses

oooOoooooooo MACOOOOO

Private Interface

PRIVATED O OODODDOOOODODOOO

Public Interface

PUBLICOOOOOOOOOOOOO

Method PUBLIC-PRIVATEO O O OO OO DO OO Odynamic O passalld

NAT NATOOOOstandard0 00000000 enhanced0 00000
ODOO0OD0OMONATODODOODOOO

NAT/Method NAT O O 0O O noneDstaticldynamicOenhanced staticCenhanced

oooooogo

dynamicO enhanced interface 0O O O OONATOOOOOOO
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SHOW FIREWALL POLICY

NAT/Private Interface

NATOOOOOOOOOoooooooo

NAT Global IP NATOOODOOO IPOOOOO

Rule googn

Action O00O0o0O0o0000allowd denyd

IP List Oo0oooooooiIiPO00OOO0OOOOODOOOOOOOO

Hardware List

ooooooooo MACOOOUOOOOODOODOOODOOOOO

Protocol IPOOOODOOOO

Port gooooooooooooo

Global IP NATOOODODOODOoOOoOO IPOOOO

Global Port NATOODODODOOODODOOOooooooooooooo
Remote IP ooooooooIiPOOOD

Source Port

ooooood

Days O0000000000monOtuedwedd thud frid satOsunOall O
googo

Apprule goooooooooooo

Application Ooooooooooooo

Action O000000O0O00allowO deny

Command 000000000000

After googoboooboobboboboboo

Before googoboooboobboboboboo

O 17
Policy goboobobobooooo
Accounting gobooooooobooooboo

Enabled Logging Options

0000000000000 00alowddenyd denydumpl
inaicmpOinallowOinaotherOinatcpUinaudpdinddicmpOin-
ddotherOinddtcpdinddudplinddumpOindenydindicmpO
indotherOindtcpdindudpUoutaicmpUoutallowOoutaother
outatcpCbutaudpbutddicmpCoutddotherCoutddtcpfoutd-
dudpCoutddumpoutdenyoutdicmpOoutdotherCoutdtcpd
outdudpOnone 0 OO0

Enabled Debug Options

0000000000000 000allOpacketOprocessCinoneld

Enabled IP options

O000 IPODOOOOOOOalD record_routed security
sourcerouted timestampOd noned

Enabled ICMP forwarding
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SHOW FIREWALL POLICY

Receive of ICMP PINGS

00000 PINGOOOOOOOOOOOODOO

Number of Notifications

ooooooooogd

Number of Deny Events

ooooogo

Number of Allow Events

ooooogo

Number of Active TCP Opens

oooooooo TCPOODOOOO

Number of Active Sessions

oooooooooooooon

Cache Hits

oooooooooooooooo

IP List

oooooooooooooIPObOOOOBDOO

Hardware List

Ooooooooooooo MACOOOOOOoOOo

File name

oooooooo

Number IP hosts

oooooooooooIiPOOOO

Number Networks

ooooooooooo IiPOOODOOO

Number MAC addresses

OOoooooooooo MACOOOOO

Private Interface

PRIVATED D OOODODOOOODODOO

Public Interface

PUBLICOOOOODOOOOODOOO

Total Packets Received

oooooooo

Number Flows Started

oooodd

Number Cache Hits

oooooooooooooon

Number Dropped Packets

ooooogoood

Number Unknown IP Protocols

iPOOOODOOOOODODOOOOO

Number Bad ICMP Packets

ICMPOOOOODOOOOO

Number Dumped ICMP Packets

oooooooiIicMPOOOOO

Number Spoofing Packets

Smurf0O0OO0OO0O0O0O0D0OO0O0O0O0OO0O00O0

Number Dropped GBLIP Zero

oooooIpPOOOOO0OOO0DOOOOOOOODOOOOOO

Number No Spare Entries

oooooooobooooboooobooooon

Number FTP Port Commands

OO0 FTPPORT ODOOOOOO

Number Bad FTP Port Commands

OO0 FTPPORT ODOOOOOO

Method

PUBLIC-PRIVATE 0 0 0O 00O 0O O OO Odynamic O pas-
salll]

NAT NATO OO Ostandard0 00000000 enhancedd O 0O O
D00D0D0ODOO0OMmMNATOODODOOOO
NAT/Method NAT O 0 O O nonel staticC) dynamicO enhanced staticll en-

hanced dynamicO enhanced interface 0 0 00 O O NAT O
gooooo

NAT/Private Interface

NATOOOOOOOOOoooooooo

NAT Global IP NATOOOODOOO IPOOOOO
Rule googod
Action O000O00O000OallowOd denyd

oooooogo
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SHOW FIREWALL POLICY

IP List Oo0o0ooooooIiPO0ODOOOOOOOOOOOOOOO

Hardware List oooouooooo MACOOOOOOODOOoOoOoOooooo
od

Protocol IPOODOODOOOO

Port gooogbobobobooooo

Global IP NATOOODOOODOoOOO IPOOOO

Global Port NATOODODOOOODOOOoooooooooooooo

Remote IP ooooooooiPoODOO

Source Port ooooooo

Days 000000000 O0mond tuel wedd thuO fridd sat0 sund
aloooooo

After gobooobboobboobobooobooooo

Before gobooobboobboobobooobooooo

0 18: COUTEROIOOODO

Policy oooooooooocooo

Hardware List ooooooooo MACOOOUOOOOODOOOOODOoOoooOO

IP List oooooooooIPooOOoOooOOOObOOOOOOoOOO

MAC address MACOOOUOOOOOOOOOO MACOOOOOOO

IP iPOOOOOOOOOOOOOIPODOOOODOOOOODOOOOODODO
Label cooooooooooooogo

019 LISTOODOOO

goooog

ADD FIREWALL POLICY INTERFACED 420000
ADD FIREWALL POLICY LISTO 440000

ADD FIREWALL POLICY NATO 460000

ADD FIREWALL POLICY RULEO 490000
CREATE FIREWALL POLICYO 530000

DELETE FIREWALL POLICY INTERFACEO 55000
DELETE FIREWALL POLICY LISTO56 0 00O
DELETE FIREWALL POLICY NATO 570000
DELETE FIREWALL POLICY RULEOS580 000
DESTROY FIREWALL POLICYO 600 O OO
DISABLE FIREWALL NOTIFYD 62000 O
DISABLE FIREWALL POLICYO 630000
ENABLE FIREWALL NOTIFYO 670000
ENABLE FIREWALL POLICYO 680 00O O

SET FIREWALL POLICY RULEO 750000
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SHOW FIREWALLO 770000
SHOW FIREWALL EVENTO 810000
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SHOW FIREWALL POLICY ATTACK

SHOW FIREWALL POLICY ATTACK

000000o0oO0oooooooD /000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

SHOW FI REWALL POLI CY[ =pol i cy] ATTACK

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ooooooooooooogd
goooog

POLICY OOOUOOQUOOOOOOOO

gooooggoo

Manager > show firewall policy attack
Policy : fish
Current Attack Setup
At t ack In Trigger Qut Tigger Time Period (m ns) Det ai | ed Logged
dosf | ood 80 160 2 5
fragnent 1 1 2 0
host scan 64 128 2 5
i pspoof 1 1 2 0
I and 1 1 2 0
ot her 64 128 2 5
pi ngof deat h 1 1 2 0
portscan 64 128 2 5
smur f 1 1 2 0
synat t ack 32 128 2 5
tcptiny 1 1 2 0
udpat t ack 32 128 2 5
Policy o0o0oooooooooon
Attack Logged Oooooooooooo
In Trigger PUBLICOOOUOOOOOOOOOOGO
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SHOW FIREWALL POLICY ATTACK

Out Trigger PRIVATEO O OOOOOODOOOOOO

Time Period (mins) O0o0oooooooooon

Detailed gooooboooobooooboobbon
0 20:

goodoo

SET FIREWALL POLICY ATTACKO 720000
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SHOW FIREWALL SESSION

SHOW FIREWALL SESSION

00o000o00o0ooO0oo0oo0 /0000000000000
0000086240 AT-FL-02 O O O [ 96060 AT-FL-020 00 O

SHOW FI REWALL SESSI ON[ =sessi on-i d] [POLI CY=policy] [COUNTER]
[ PORT={port[ - port] |port-nanme}] [PROTOCOL={protocol |ALL|l CMP|CSPF|TCP|
UDP}] [ SUMVARY]

session-id: DO OO0 ID

policy: 00000000000 OOO1015000000000000000_ 0000000
port: TCP/UDP O 00O 00O 000 655350

port-name: D OO0 00

protocol: IPO 000D OO 000655350

g0

pobooooooooooboooooboooobooboboooooobooon
goooog

SESSION 00000 IDO0O0000O0O0DOoO0ooooooooon

POLICY OOOUOOUOOOOOOOO

COUNTER OOO0OO0OO0OOOOOOOO

PORT TCP/UDPOOODOOODOODOODOOOOOODOODOOOOOODOODOODOODOOOOOO
0/000000000000000000O000O0DO

PROTOCOL IPOOO0OO0OOOOOOOOOOOOODOOOOOOOOOODOOOO

SUMMARY 000000000000

gooooggoo

Manager > show firewall session

Policy : fish

Current Sessions

4ead4 UDP 192.168.102.2:48313 200.100. 10. 1: 20132 80.3.80.3:53
Start tinme ....... ... 00:12: 42 06-Jul -2001
Seconds to deletion .................. 102

3471 UDP 200.100. 10. 1: 123 200.100.10.1:123 80.3.102.102:123
Start time ....... .. .. . 23:42:27 30-Jun-2001
Seconds to deletion .................. 1182

7479 UDP 192.168. 102. 2: 44544 200.100. 10. 1: 29817  80. 3. 80.3:53
Start tinme ....... ... 00:12: 54 06-Jul -2001
Seconds to deletion .................. 114
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SHOW FIREWALL SESSION

eb62 UDP 192.168.102.11:123 200. 100. 10. 1: 60258  80. 3. 102. 102: 123
Start tinme ......... . . . 19: 14: 42 04-Jul - 2001
Seconds to deletion .................. 330

773c UDP 192.168.102.2: 35568 200. 100. 10. 1: 30524  80.3.80.3:53
Start time ......... ... . 00: 12: 54 06-Jul -2001
Seconds to deletion .................. 114

6c63 UDP 192.168.102.2:7165 200. 100. 10. 1: 27747  80.3.80.3:53
Start time ......... ... . 00: 12: 43 06-Jul -2001
Seconds to deletion .................. 102

3bfc UDP 192.168.102.5:1066 200. 100. 10. 1: 15356  80. 3.80.3:53
Start time ......... ... . 00: 07: 05 06-Jul -2001
Seconds to deletion .................. 660

4bda UDP 192.168. 102.5: 1066 200. 100. 10. 1: 19418 80.3.80.3:53
Start time ......... ... . 00: 07: 05 06-Jul -2001
Seconds to deletion .................. 660

f53d TCP 192.168. 102.5: 1061 200. 100. 10. 1: 62781  123.45.67.89: 80
TCP state ........ i, cl oseWai t
Start time ......... ... . 23:52: 38 05-Jul -2001
Seconds to deletion .................. 2208

Policy goooooooooooo
hex-num oooooIb
TCP/UDP/number IPOOOOOOCTCPOUDPOIPOOODODOODODOOODOIOO IPO

O00: 000000000 IPOOOOENATOOOOOOOOIPOO
oo:ooo

Packets from private IP

oobobooooobooobooooood

Octets from private IP

oobobooooobooobooooood

Packets to private IP

oobobooooobooobooooood

Octets to private IP

oobobooooobooobooooood

TCP state

TCPOOOOOODOOOfreed closedd listend synSent[ synReceived
established finWaitlO finWait2 0 closeWaitO lastAck closing time-
Wait[ deleteTCBO synSentll synReceived OO0 000

Private SEQ number

ooooooiPOoOooooTCPOOOOOODOOOODOOOOOOO

Private ACK number

ooooooIPOOOOOOTCPOOOOOODOOOOODOODOOO

Private max window
size

ooooooiPOoOooooTCPOOOOOODOOOODOOOOOOO
ooo

Public SEQ number

oooooIiPOOOOOOTCPOOOODOOODOOODOODOODOOO

Public ACK number

oooooiPOOOOOOTCPOUOOOOUOODODOUDOOOO

Public max window size

oooooIPO0OOOO TCPOOOOOOODOOOODOOOOOOO
od

Sequence Delta

ooobooooobooooooobooooooooo

ICMP type

oooooogo

OICMPOOOOOOODOICMPOOOOOOOOODOEcho request
Time requestd Name requestd] Unknown ICMP type D OO OO O
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SHOW FIREWALL SESSION

Start time oo0ooooooo

Seconds to deletion oooooooooooooooon
0 21:

goooono

DELETE FIREWALL SESSIONO 5900 00
SHOW FIREWALL EVENTO 810000
SHOW FIREWALL POLICYO 830000
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