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CREATE FIREWALL POLICY=mynet
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ADD FIREWALL POLICY=mynet INT=vlan-in TYPE=PRIVATE .
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s J000000000D00000000000000000O0O0O00O0O0O0000D00DOO0IPODOOO
oooooIPODO0ODODOOOOOOUOIPODOOUOO0O0O00OOODDOODOODOOOOOOODOOOOODOOO
00 19216810500 0000000000000 0ODODOODODO
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ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=vlan-out PROT=ALL
IpP=172.16.10.10
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OPROTOCOL=ALLO0O0O0OOO0O0OOOOOOO ICMPOOOOOOOOOOOODOOOOOOOOOO
O0o00o0ooooICMPOOOOOOO0OOOOOENABLE FIREWALLPOLICYOOOOO7900000
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goooooo

gobooboboo CentreCOM 8700SLO OO0 OO0O0OOOO0OOOO 2.9
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ooooooo

Internet
ISP
O

Dst: 172.16.10.1

N
)
P172.16.1056 /
LooooooOOOo 172.16.10.0/29
NATOODOODOODOO0O00 VLAN-out: /
172161020 OARPO D __ 172.16.10.1 VLAN
- 172 -out(10
oooaoo BRLEF' OOO0OO0OA PUBLIC() !
Firewall === ===k ---7~- oO—-="° e
VLAN-in: 192.168.10.1 VEE;IVATE
Dst: 192.168/10.2 -in(20)

192.168.10.0/24

goog
192.168.10.2
(172.16.10.2)

gobooooobooboooboooboobo

e [SPODO0DO0ODOODOO 172.16.10.0/290 172.16.10.00172.16.10.70 0 000000000000
OoooooOoo8oooool721el000 000000000000 1721610700 000000
O000oooooooooooooOoooooooOo0oooOD 172.16.10.10172.16.106 0 6 0 O
O000o0o0ooooOo17216106 000000000 LANODODODODODDODDODODODDODODOODOODO
gooogooo

000000000000 00o0o0ooo0oooooo0o0o0o00o0oo0ooooooooooo
ooooo

e [SPOOUDUIU00IOIDOIODDDODODODOOODOODUDOOUUIOODUOODDODODOODOODDODODO
00000000000 LANOOODODO0O0ooooooooo ADOD0Doooooooooooon
gobooobooobooooboobbobboon

e D0D0OAOWANOOvlan-outD0OOODO0ODO0OOO0O0O 17216101 0000000000000
00000 172.16.1020172.16.1050 40000 0000000000000 OO0OOOOOOO
000000000000 00o000o0o0o0oooooo NATODODoODODDoOoOOoOOoOO

e JUUDADLANDOvlan-inOD OO ODODODODODO0O0O0O0OO0DD0O0O0OO0OOO 192.168.10.1 000
goboobogoobooboooboobboobooboon

e NIDDDDDDDODOODUIOODDOUOUODODOUODODODD ADLANODDODODODODODODODOOOOOO
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ooooooo

O0000o0DO00D0o00D Ad0D0D0D0Do00D0oooD0ooo0oDoDoOoODODOD00DO0DOOOODODO
000000000 A0DODODODO0DO0O0DO0DO0DO00DO0D0O00OOO0OOOO0O0DO0O0000oooOoOoOoOO
NATOODODODOOOOODODODODODOOO0O0Oooooooooooooooooooooooooog
gooogooo
- 0000D0192.168.10.2 - 172.16.10.2

e NI0ODADDDODDODODOODODOOLODOOOODODONODODODOODOOODODODODOUOOOOOO
gobogoboobboooboooboobooobo

e NIIIUUUDDDDODDODOUDD ENATOOODUOODDODOLANDODODODODODODODODODOOIPO
ooooolISsPO000000O0OOOOO0OIPOOOOODOOO0 1000000000000 OOLAN
gobooboooobooooboooboobboobooboobbooboooboboobo

0000000 A0DOopooooooo

1. VLANOOOOOOO

CREATE VLAN=out VID=10
CREATE VLAN=in VID=20 J
ADD VLAN=out PORT=1

ADD VLAN=in PORT=2-12

2. IPOO0OOOOOOOOOOOO

ENABLE IP J

3. LANOODOOOOOOOOvlan-inOOOOO0OOOO IPO0OOODOOOODOO

ADD IP INT=vlan-in IP=192.168.10.1 MASK=255.255.255.0

4. WANOOOOOOOOOOvlan-outOO ISPO0O00CO0O0OO0O0OODO0O0OODO0OOOO0O10
gooogooo

ADD IP INT=vlan-out IP=172.16.10.1 MASK=255.255.255.248

5. O0DoDoOooDoOooOOooOOoOoOO

ADD IP ROUTE=0.0.0.0 INT=vlan-out NEXT=172.16.10.6 J

6. DO00ODODOODOOO00ODODOOODDODOODOOOOOD

ENABLE FIREWALL .J

CREATE FIREWALL POLICY=net

ENABLE FIREWALL POLICY=net ICMP_F=PING,UNREACH .
DISABLE FIREWALL POLICY=net IDENTPROXY .

7. 00000O0O0ODOOOOOOOOOOOOOOOOOOOOOODOOODOO
e LANUOOvlan-inOODOOODODOOOO PRIVATEDODOOOODOOO

goboobboo CentreCOM 8700SLO OO0 OO0O0OOOO0OOOO 2.9
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ooooooo

ADD FIREWALL POLICY=net INT=vlan-in TYPE=PRIVATE .

e WANUOU Ovlan-out0 OO0 D 000000 PUBLICOOOUOOOOOOOO

ADD FIREWALL POLICY=net INT=vlan-out TYPE=PUBLIC .

8. 192.168.10.2 - 172.16.1020 000000 NATOOODOODOODODOOODODOOODODODOODO NAT
O0O0OO0INTOvlan-inDOOO0OO0O000000 GBLINTOvlan-outD 0000000000000
goooooo

ADD FIREWALL POLICY=net NAT=STANDARD INT=vlan-in IP=192.168.10.2
GBLINT=vlan-out GBLIP=172.16.10.2 J

[CNATOO IPOOOOOOOOO0OOOO0OOOOOOODOOOOOOOOOOIPODOODOODOODOOOOO
0000 NATO IPOOOOOO ARPRequest[I[I[I[I[I[IDDDDDDDDDDD17Z.16.10.2DD
00 ARPrequest 00000 0O0Ovlan-out0 000 MACOOOOOOOOOOO

9. LANUOOvlan-inD OO0 0000000000000 00D000000000 ENATOOODOOOO
00000000000000000000000000 ADOO WANOOvlan-out0 OO 00
oooooIPO0O0O0O0OoOoOoOooong

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlan-in GBLINT=vlan-out .

10. D0O00DDO000DO0O000O0000DODO0O0ODODOO00ODODO00D0DOO0D0D0DDOODOODODDODOO0DOoDOOO
O0000000ooooooo0000oo172.16.10.20192.168.1020 000000000000
oo

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=vlan-out PROT=ALL
GBLIP=172.16.10.2 IP=192.168.10.2

000172161020 000000000000000000O0OO0OPROTOCOLOOOOOOOO
O000000OD0OGBLPORTOOOODODOOODOOODOOOODOOODOPORTOOODOOODOO
0000000000000 000DU0U0D0UO HITPOODOD OO OOOOGOO

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=vlan-out PROT=TCP
GBLIP=172.16.10.2 GBLPO=HTTP IP=192.168.10.2 PO=HTTP

00000000000 o0o0oo0ooo0ooooooooono1721610200000000
vlan-owt 00 0000000000000 0O0OOOO

goboooboo

000000 NAT

O0000OO0ONATOODOOODDOODOODODDOOODOOD IPODOOOODOOOODOOOOOOOOODOOODOO
OO0 NATOOODOODODODOOOODOOOOOODOODOODOOODOODOOOODO0O0Oooooooooon
goboooobogoobooobooboobbobbooboooboobboobbobbobboon
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ooooooo

goooobooooboooobooboobbobboobooobbooboboobobobbobboo

[CO00000NATOOOONATOOOOOOOOOOOOOO0OOoOOoooooooo

s J00000NATOOOOODODODOODODODODOO00O0000000000mO IFOO PRIVATEODOOOO
O000WOoIFOO PUBLICOODOODOODDOODOODmMO IPOODODONATOOODOODOOODOOOODOOO
gobooooobooon

ADD FIREWALL POLICY=net NAT=STANDARD INT=0U IF GBLINT=[L IF GBLIP=U IPU[

e NIDODODUDIFUDODDOOIFODDODODDDODODUOOIPODODOOOOOIPODODOOOOOOOO
O000o0oooooooDooooooooOoO00000oo0ooooIPOOIPODOOOOOODOO
gooo

e NIDODODDOUIFODDODOODODOOODODOIPODODODOODOOIPODODODOOODOOODODOOOOOO
ooooIPOo0OoOooooIPOO0O0OOOOO

[CNATOO IPOOOOOOOOO0OOO0OO0OOO0OOO0O0O00O0O0OOO0 IPOOOOOOOOOOO0OOO
OO0NATOIPOOOOOO ARPRequest0000000000000000MMOIPOOCOOO0ODO ARP
request 1000000 IFOODODO MACOOODOOOOOOOO

000000 ENAT

O0000OO0 ENATOODOODODOODUOOODOODOoOo IPOODO0DO0O0OoOoDOoOoOoOoOoDOOODOOOODOOO
O0o00ooooooo IPO0D0ODOOO0O0O00O0O0ODOOOOOODOOOOOOOODODOOOOOOOOn
O0000ooooooOoOO0ooODO0O00010D0000000000000000OENATOOOOOOOOO
000000000000 00ooDoo00000D0oo000000D0000000oDoOOO ENATOODO
O00000ooOoooOooODOODOODODODODOO0O000O0O0O0O0O0ODO ENATOODODDOODODODOOODOO
goboooboooboooon

m J0J0O0O0O0ENATOOOODOODODODODODODODODODODO0DODOD0ODOO0O0000OMm O IFOO PRIVATEO O
00000 o IFuo PUBLICOODOODODOOODOOOODOO

ADD FIREWALL POLICY=net NAT=ENHANCED INT=[ IF GBLINT=[ IF

e NIDODOODDOIFODODODO IFODODODODODODODODOOIPODODOODOOOIFOODODODODOOOOO
goboooobooooboooooooboobboobooboobbobboobbooobboobo
[POOCOOOOOIPOODOOODOODOOOOOOODOODOO

e NIUIDOODUDUIFUODOODODODODDODODODIPODODODOOOOIFOOODODOOODOODODOOODOOOO
oooooOoooooooooIPOOODOOOOIPODOOOOOODOOOOOOOOOOOOOOODO

s 0000000000000 00D0O0OO000D0ODODOOO00D0ODOODDODO0ODOODODODUOOOD 1000
oooo IPODOOOOOO0O0DODOOOOOOODOODOODOOOOO0OODOODOOOOODODODOOOO
goboobooobooobooboobbob
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ooooooo

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=vlan-in GBLINT=vlan-out

O00D0000mvlan-inOOO0OO0DO0OO0OO0O0OO0OO0OOOOOIPOOOOOOOOOOOO vlan-outO OO
00000000000 0000000000IPO0D0O0O0O000OvIan-out0 0000000000
gooooobogoobooobooboobobobbooboooboobboobbobbob 00D
gobooboobobooobooobooboobbo

000000 ENAT

1000000000000 ENATOODODOOOOO0OO0OOO0ODO0OO0OO0OO0O0O ENATOOOO /000000
gooooboogoobooobooboobobobboobooobooobboobbobbobbooo
0000000000000 LDU0UL0U00OD0DUODU0DUD0DUDODODODoDUoDOooo 10000000
goboooboogoboobobooboobbobboo

m 000000 ENATOOOOOOOODODODOODODODODODOOODODODODDODOOO0 ENATOOOODODOOOODOO
0000000000000 0oooU0o00oooooo0000 ENATODODDODODODODOoODODoOoOOoooo
gooo

ADD FIREWALL POLICY=net NAT=ENHANCED INT=0U IF GBLINT=0 IF

m 000000 ENATOODODODODOODODODOOODODODODOOooODODOooOoomO IFOO PUBLICOOOO
O000Dmooooooo TCPOUDPOOOOODOOODODODmMO IPOODO0OOOOOODODODMOOOOO
go000ooooOoooOmOo IPO0D0ODOOODODODOODODOODO0O0D0O0ODODODOODODOODOOODOODOO

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=0U IF PROT=00000 GBLIP=0 IP
GBLPORT=000O0O IpP=0 IP PORT=0DOODO 4

e IIODODODOOIFODDODODOODODUODDOUDODUDOUDULDDUDDUDOUOIPODODODODOOO IPM
ooooo0oU00ooUdooUooDUoUUoDUUo IPOOO0DODOOOOOODODOO

[CO0o00o00 ENATOOOO ADD FIREWALL POLICY RULEOOOOO580000000000

[CO00000 ENATOOOOOOOO0OO0O0O000000000 ENATOOOOOO0O0oO0ooooooo

s 0000000000000 0DOOO00DOOOO0OO8OOD0ODOOOOOOO TCPOOOOOOODO
00000000800 0000000000000000000000000000 WebOOODOOOO
0000000000000 0000000 IPO0O0D0O0O0O0OO0OWebDOOOOODODOOOODOO
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ooooooo

Internet
ISP
O

Dst: 172.16.10.1:80 (TCP)

172.16.10.1
p VLAN-out(10): PUBLIC
""""""" | sy~ Ity Firewall

Dst: 192.168.10.5:80 (TCP) VLAN-in(20): PRIVATE
192.168.10.1

Web Server1 Web Server2
192.168.10.5 192.168.10.10

Private LAN
192.168.10.0/24

gobooboogoboobboooboobbobbooboon

1. 00000000 ENATOOODODODODOODOODODODOD0O0ODODO0ODOD0DODO0OOPRIVATEDODDOOOOO
00000000 OoOPUBLICOOO0ODODODOOODOOODOOODODOODODDUOODODDODDODODDOODOO
goboogooooobooooo

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=vlan-in GBLINT=vlan-out

2. 00000O00OO0OO0O0O0OO0OOODOOODOD

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=vlan-out PROT=TCP
GBLIP=172.16.10.1 GBLPO=80 IP=192.168.10.5 PORT=80 J

O000000Mvlan-out0 0000000000000 TCPOOOOODOOOOIPOOOOO
17216101 0000000 8000000000000 0O00OODO 192.168.1050 8000 DOOOO
gobooooboooobooooooobooboboobooboobbobboobbobbooobo
gobod-ogobooobboooboobboobooboon

B 00 Well-known OO OOOO0O000000000000000D0000000O0OO0DOOOOOOO0O
O00O0O0OGBLPORTOOOODOOOOOOOODODODOOOOOOODOODOOOOOOO 192.168.10.50
192.168.10.100 200 Web OO OO ODOODDOOD0OD0ODOOOOOOODOD 172161010 TCPO O
08000000000 19216810500000000 808000000000 192.168.10.100 Web O O

goobooobboo CentreCOM 8700SLO OO0 OO0O0OOOO0OOOO 2.9 19
J613-M0019-01 Rev.P



ooooooo

gobooooboogn

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=vlan-out PROT=TCP GBLIP=172.16.10.1
GBLPO=80 IP=192.168.10.5 PORT=80

ADD FIRE POLI=mynet RU=2 AC=ALLOW INT=vlan-out PROT=TCP GBLIP=172.16.10.1
GBLPO=8080 IP=192.168.10.10 PORT=80

000000000 192.168.10.100 Web O OO DODDODDODODOODOODURLOOOOOODO 808000
00000000000 oUooDoo URLOODOOoDOoDOoooooooon

http://172.16.10.1:8080/ ... 0000 192.168.10.100 webOOOOOOOOOOOO
goobogod

192.168.10.50 Web OO O DO D0OO WebOOOODOODOODODOD 80000DDO0DDOODOOURLODOO
goboooboooobbooboo

http://172.16.10.1/ ... 0000 192.168.10.50 webUOOUOOOOOOOOOOOOOO

m 000000000000 TCP/UDPOOOODOOOOOOIPOOOODOOOOOODOOOOODOOO
000000000000 000000O0O0OOPRIVATEO O OO IPve0 000 AD192.168.10.500 00
OO0 IPv6 0000 BO 10123456000 0000000000000 0O0000OOOIPv6eOOOOODODOO
goooooo
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ooooooo

IPv4
Network

IPv6 Router B
10.12.34.56

Dst: 172.16.10.1, Protocol 41(IPv6)

172.16.10.1
| VLAN-out(10): PUBLIC

EEGRARLIALLE Firewall

Dst: 192.168.10.5

T VLAN-in(20): PRIVATE

192.168.10.1

IPv4/IPv6 Hosts

Private LAN
192.168.10.0/24

IPv6 Router A
192.168.10.5

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
0000000000000 D0D A0 D0ooooUooooDoDooDoODODDODOO0ODODOOODOO
O000000oooooooo0oooooool17216.1010000000 IPvboverIPvaD O OO OODO
OooOoIPOO0O00OO0 4000000000000 IPv60O0O0O0O ADDDOODODOOOOOOOOODODO
000000 BOOOODODO0O0ODOOOODODODOOODOODOOODODODODO0DO0D0 ADODOODOOOODO
goooon

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=vlan-out PROTO=41
REMOTEIP=10.12.34.56 GBLIP=172.16.10.1 IP=192.168.10.5 J

0000000 vlan-out0 0000000000000 000000O0O 410IPv6e00 IPOOOODOO
D000 IPOOOODO 10123456000 IPOOOODO 17216101000 0000000000000O
1921681050 0 0000000 0000000DOO000O0O0OOODODOODOOODOOODOOOOOOOO
goboo-ogoboobboooboobbobbooboon

m 00000 ENATOODDOODOOOODODUOODODUODODODOODOOOOOo
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ooooooo

goooon goobogo

ACTION Oo00oo0oooooooooooo0 ALLOWODOoOOOoOo

INTERFACE OUOOPUBLICOODOOODDOODOOODOOODOOO

PROTOCOL 00000000000 oooooooo0 TCPO UDPOOOODOODODO

GBLPORT O PORTOOODOODODOODOODOODODDODODUODOOODOODODOO
0000000000000 00 ENATOOOOooooooICMPOOOOOO
gobooboo

GBLIP ooooooIPOO00ODO0OOO0OOOUODOOOODOOOODOOOOOOOOn
IPOOOODOOOOODOODHCPOODOODOOODODOODODDODOODODOO
00000000000

GBLPORT 00000000000 OoOPROTOCOLO TCPO UDPOOOOOOODODOOO
oooo

1P 000000 IPO00000O0D0OOODODOODOOOOOOIPOOOOOOO

PORT 00000000 oO0ooo0ooo0ooOO0oDOoooPROTOCOL O TCP O
ubrOOO0O0O0OoOO0OO0OooOOoOoOO

REMOTEIP ooIPoOOOOO0DOOOOOOOIPODOOOODODOOODODDODODODOOOO
ooooIP00O00ooooooooo

SOURCEPORT O00o00o0ooO00oo0oOO0oOoO00DOOo0OOO0DoDmPROTOCOL O
TCPO UDPOOOOOOODOOOOOODOOOOOODOODOOOOODODODOO
oooo

O 8:

O0O0NATOOOOODDODOOOO NATOOOUOO ADD FIREWALL POLICY RULEO OO OO5800
000 ACTIONO NATOOOOOOOoOooOooooooooo
ODOO0ONATOODDOODODODODODODODONATOODDODODODODODODODODOODOOOODDODDODOODOoDOoooooooo
0000000000000 000NATOOODDODDOODODODODONATOOOODODOOOOO NATOO
goboobogoboooboooboobbobbooboo

00 NAT O OADD FIREWALL POLICY NATO OO OO5500000000000000000 NATO
ooooooooooogo

OO0 NATOOOOODOODOODOODOODODOOOOO00O00000moooooo NATooooolIpP
0000000000000 DU000DUUODUOO NATODODODODDOO

e J0DOOOO NATOPRIVATE - PUBLICOOOOOOOOPUBLIC - PRIVATEO OO OOOO
gobooooogoon

e NIDOODDONATOOODOOOIPODOODOD1000000000000O0O0O0OOOOOOOO

e 00O NATOPUBLIC -~ PRIVATEOOOOODOODODOOOOODODODODODODODOOPRIVATE -
PUBLICOOOOOODDOODOODOOODOOODODOOO

e IO NATOODODODOODOOODODOOOOO

OO0OO0ONATOOOOOOODOOOODODODODODODO0DO0000O0OO0OPUBLICOOOOODOOODOOOOO NAT
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ooooooo

O0ODO0OO0OPUBLIC - PRIVATEO OO OODODOOODOOOOOOOOOODOUODODUODOOPRIVATED O
00000000000 NATOOOOOPRIVATE - PUBLICOOODOOOOOOOOOOOOOOOO
gooo

CO000000000 NATONONATOOOOOOOODODALLOWOOOOOOoooooooooooooo
oooooooo

O000000ONATOOOODODODODODOoOoooooooooo

000000 NAT

000000 NATONATTYPE=STANDARDD O OIPO0OO0OOO000OO0OOOOOOOODOOOOOOO
OO0 NATOODO

PRIVATEO OO ODOO PUBLICOOOOOOOOOODOOODOOOPUBLICOOOOOOOOODODOOO
O00D00O0ODO0ONATOOODODOODOoOOoO

e PROTOCOL O ALL
e ODODODODOGBLIPODODDOODUOO - IPODODOODODODO

OO0 NATOOOOOOICMPOOOOOOOOOOOOO PROTOCOL=ALLOOOOOOOOOQOICMP
000000000PROTOCOL=ALLO ICMPOOOOOOICMPOOOOOOOOOPROTOCOL=ALL O
ICMPOOOODOOOOOO NONATOOOOODOODOODODOODODOOODOOoOoooooooICcMPOOOO
O00000000000PROTOCOL=ALLO ICMPOOOOOOO

s PRIVATEO OO OO 192.168.10.100 O OPUBLICO OO 1.1.1.1000 0000000000 00O OPUBLIC
0000000000000 UoDUUoDUUoO NATODODODDODODOOOO

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=vlan-out
PROT=ALL GBLIP=1.1.1.100 IP=192.168.10.100

s J00000000 192.168.10.1000 Telnet 000000000 D0O0OO0OODOOOOODOOOOO

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=vlan-out
PROT=TCP GBLIP=1.1.1.100 GBLPO=23 IP=192.168.10.100 PO=23

L NATOOIPOOOODOOOOOOOOO0OOO0O0OO0O0OO0OO0O0O00O00O0O0IPOOOOOOOOOOOOOOO
ONATO IPOOOOO0O0O ARPRequest 0000 000000000O0O0O001.1.1.1000000 ARP request
000000 O0vlan-outD OO0 MACOOOOODOOOOOO

OO0 NATOOODODDODODOOOODUOODOODODOOOoOooOoOoOOOODOOOOOoOoDOoooooooon
goooooboogn

e PUBLICOODUODO0IODDOODOODOOOODODODOO-O00D0ODODOODOOOODODOO GBLIP
ooooo00o0ooU0ooDUooo IPOODO0DODODOOOOO

e PRIVATEODODODDODODOODOOODODODODODOODOD 00000000000 OOOIPOO
00000000000 oDU0o GBLIPODODODDODODODOOO

O00000OOoOoPUBLICOOO0DOODODOOODODOODODOODODOOOOD -OODODDODOODOOODDOODO
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ooooooo

O0000000D00O0000PRIVATEDOOODOOOOODOOODODODODOODODODOOOOOOOOoOOO
gooo

m J00O0O00D0O0OODO0OUOOOOOPRIVATEDODODOOODODODOO NATOODOODDODOODOOOOOO

ADD FIREWALL POLICY=net RULE=2 AC=NAT NATTYPE=STANDARD INT=vlan-in
PROT=ALL IP=192.168.10.100 GBLIP=1.1.1.100 4

m 0000000000000 NATOODOODODODDOONATMASKOODODOOOOODOOOOOOO
O000DMoOD0OD00D0D0DONATOOODOOOOIPOODODODOODOODODODODODODOOODOOOOODOO
gobooobooooooooo

192.168.10.170 192.168.10.300 192.168.10.16/280 0 1.1.1.1701.1.1.300 1.1.1.16/280 0000000 O
gobooobooobooon

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=vlan-in
PROT=ALL IP=192.168.10.16 GBLIP=1.1.1.16 NATMASK=255.255.255.240 J

000000 NAT

000000 NATONATTYPE=ENHANCEDO 00000000000 00oooooooooooon
OIPO0O00O0O0OO1I00IPOOO0OOOOOONATOODOOOOODODO0DO0DO0DO0DO0DODOODOOOOOO
gobooooboooooobooobo

mvlan-in00000000000000000 1.1.1.10000000000000000000000O0
gobboooboooobbooobooboobbooo

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=ENHANCED INT=vlan-in
PROT=ALL GBLIP=1.1.1.10 J
m vian-ouwtO0OODOO0O000000 0000000000 192.168.1020000000000

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=ENHANCED INT=vlan-out
PROT=ALL REMOTEIP=192.168.10.200

0000 NAT

0000 NATONATTYPE=REVERSED 0O 000000000000 00000O0OOO0O0O0ODOO NAT
gobooboogoboobboooboobbobbooboon

mvlan-inO00 00000000000 1111260000000 1.1.1.100 00000000000

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=REVERSE INT=vlan-in
REMOTEIP=1.1.1.126 GBLREMOTEIP=1.1.1.10 PROT=ALL

000 NAT
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ooooooo

000 NATONATTYPE=DOUBLED O O0O0O0O0OO0O0O0O0O0OOOOOOO

m [0 192.168.10.1000 1.1.1.1000 00000000 1111000000000

ADD

FIRE POLI=net RU=1 AC=NAT NATT=DOUBLE INT=vlan-in IP=192.168.10.100

GBLIP=1.1.1.100 PROT=ALL GBLREM=1.1.1.10 J

000 NATOOOO

D00 NATOOOODODOODOoOoOOoooooooo

O000000I/FO00000000000000D00000000 PRIVATEO OO0 OOPUBLIC
gbobooboooobooon

o000 o000 U0o0oU0oooooUoIPOOD0DODODODODODODODDODODDOODODO
DA -BOOODODODODODMMADODODOMBOODODOODOOOOOODOOO

O PO GBLIPM REMOTEIPI GBLREMOTEIPTI NATMASKCO 0O 0 ADD FIREWALL POLICY
RULEOOOOO0OSO0000000000000O0O0DDDO0O0O0O0OO[I00DD0D00000OO0
odoooo0o0ooooOoOooDOo0ooo0ooDOooo*XOo0o0ooO00UoUoooDUOoUoooOgg
odooDo00m*0oodfioo0oooogooooooooooDogoooooooooon
OA/BO0O0DO0O0O0MACOOBOOOODOOOD ANDOODODODODOOOODODOmADODOIPDO
oo0omBOooOoODOooOODOOOOOO

DO000o0O00ScmDst00000O0O0 IPOOOOOOODOOOOODOOODOOOOOOOOOOO
gbomM=0000b0000b0b0Db0o0obOoOonDn
goooobobooooboboobobooboboboboobobobboobobooboboo
O00000mOoDooDoooO00000000000000000000000o00o0OD ANYDO
gobooboooobooon
O0000000000X/NATMASK =Y/NATMASKOD OO ODOOOOIPOOOOOXOO CIDR
O0OD0Y/NATMASKO OOOOO IPOO0ODOO0O0ODO0O0O0OODDO0O0000DO0O000O0

ODOO0ODOOPRIVATED OO OOOODOODODOOOODOOOONATOODDOOODOODODODOODOOOOO
000000000000 DO0OO0IPO0D0D00O0ODOO0OC0OREMOTEIPOD 000000 OOOOOGBLIPO
gobooboboo

NAT OoOolF O O 0 00000 OO0

oo ooo gooa 0
0 o-0 IP- GBLIP Src = IP, Dst = REMOTEIP 0 0 O OSrc O IP O O
0 O OPRIVATE]RE- ~ [RE- GBLIP 0 00 000 GBLREMOTEIP 00 0 00
0 o MOTEIP*] MOTEIP*]
0
0.0 IP« GBLIP Src = REMOTEIP, Dst=GBLIP 0 O 0O ODstO
00 PUBLICO [RE- < [RE- GBLIP 00 IP 00000 C0GBLREMOTEIP 000 O
MOTEIP*] MOTEIP*] O
oooooo0oo CentreCOM 8700SL 0000 0000000000 2.9
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ooooooo

O 0O - 0 IP/NATMAGRLIP/NATMASKATMASK = IP/NATMASK, Dst = RE-

0O O OPRIVATED- [RE- - [RE- MOTEIPO O O OSrc0 O OO O OODODODO
o O MOTEIP*] MOTEIP*] IP/NATMASK 0 O GBLIP/NATMASK O 0O O
oo OO0O0OGBLREMOTEIPO O ODODO

g o

g o

U

0O -0 IP/NATMAGRLIP/NATMASKREMOTEIP, Dst/NATMASK =
0O PUBLICO ~ [RE- ~ [RE- GBLIP/NATMASK O O O ODst0 0O OO QOO O
MOTEIP*] MOTEIP*] 0O 00O GBLIP/NATMASK 00O IP/NATMASK OO
O0O0OGBLREMOTEIP O OO OO

0 -0 [IP¥] GBLIP Src = IP, Dst = REMOTEIP 00 00 0 OSrc 0 IP O [
OPRIVATED. [RE- - [RE- GBLIP 0 0000000000000 GBLREMOTEIP
0o MOTEIP*] MOTEIP*] 00000
0«0 [IP¥] [IP*] « Src = GBLREMOTEIP, Dst =IP 0 O O OSrcO
OPUBLICO — RE-  [GBLRE- GBLREMOTEIP 00 REMOTEIP 000 O00000
MOTEIP MOTEIP*] 000DC0OOGBLIPOOOOO
0 0 -0 [IP] [IP] - Src =IP, Dst= REMOTEIP 0 O O 0 DstO RE-
0 O OPRIVATED- [RE-  GBLRE-  MOTEIP O 0 GBLREMOTEIP O O 0 O O O GBLIP
0 MOTEIP*] MOTEIP 00000
0.0 [IP] < [IP] - Src = GBLREMOTEIP, Dst =IP 0 O O OSrcO
0 PUBLICO RE- GBLRE-  GBLREMOTEIP 0 O REMOTEIPO O 0O O O O
MOTEIP MOTEIP GBLIPO O OO0
0 -0 [IP] [IP] - Src = IP, Dst/NATMASK = RE-
0 OPRIVATEZ- RE-  GBLRE-  MOTEIP/NATMASK O 0 0 ODst0 0 0 0 O O
00 MOTEIP/ NWTNIRIFK NATMASK [ REMOTEIP/NATMASK O [ GBLRE-
0 MOTEIP/NATMASK 0 0 0 0 O OGBLIP 00 0 [
O 0O O
O
0«0 [IP] [IP] - Src/NATMASK = GBLREMOTEIP/NATMASK,
OPUBLICO — RE- GBLRE- Dst=IPO0000Sc 0000000000 GBLRE-
MOTEIP/ NWTNIRIFY N AIMASER /NATMASK [ 1 REMOTEIP/NATMASK
OO0O00OO0O0OGBLIPOOOODO
0o o-0 IP- GBLIP — Src=1IP, Dst=REMOTEIP 0 0 O OSrc 0 IP O O
0 PRIVATE[RE- GBLRE-  GBLIP 0 0 Dst 0 REMOTEIP 0 00 GBLREMOTEIP
MOTEIP* MOTEIP 00000
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ooooooo

o0 1P« GBLIP ~  Src = GBLREMOTEIP, Dst = GBLIP O O O OSrc O
0O PUBLICORE- GBLRE- GBLREMOTEIP O O REMOTEIP O O Dst O GBLIP
MOTEIP MOTEIP oo IPoOOOOO
O 0 0O -0 IP/NATMAGELIP/NATMAIKATMASK = IP/NATMASK, Dst/NATMASK
OO0  OPRIVATECL- RE- - = REMOTEIP/NATMASK 000 Src 000D OO0
0o o MOTEIP/NABMESK 0O 0O O IP/NATMASK 0O 0 GBLIP/NATMASK O O
MOTEIP/NAMMASKD O 0O 0 0O 0 OO0 REMOTEIP/NATMASK
00 GBLREMOTEIP/NATMASK 00000
0O -0 IP/NATMAGRLIP/NATMASKATMASK = GBLREMOTEIP/NATMASK,
0O PUBLICO ~ RE- - Dst/NATMASK = GBLIP/NATMASK O O O O Src
MOTEIP/NABMASK 0000000000 GBLREMOTEIP/NATMASK
MOTEIP/NATMASKMOTEIP/NATMASK 0 ODst 0 0 0O 0O
0000 GBLIP/NATMASK 00O IP/NATMASK O
gooo

0o9:

ooooboooooood

ADD FIREWALL POLICYRULEO OO OO0 0000000000000 O0OOOOOOODOOOO
gooooobogoobooobooboobobobboobooobooobboobbobbobbooo
goboooobogobooobooboobobobbooboooboobboobbobbobbooo
gobooooboooobooobooobo

1. 0000000000000 0o00LD0oo00o0DU 0oL U UEDITOO DO ODOUOODOOU
2800 000000000000 DLOD00DDOD0O0D0DDO0OU0ODO0D0ODLODDODUOUULDODUOODDUOOOO
Odenylist.txtO 0 00 OO

# Access-list "denylist.txt"

# HOST or NETWORK NICKNAME
10.30.1.23
172.25.150.150 henna-server

172.30.100.0 - 172.30.100.255 henna-network # comment

gooo0o000o0oU0oo0U00L0U00UULD0U0D00D0Doo0ooo0 20000000000
e J0DODODODODO192.168.1.50
e J0DDDDOODOO192168.1.0-192.168.1.2550200 PO 0000000 OOOOODODOO
gooooooooboobbobbooboobbooobo
ooooooooDOOoOO000000D0000D0000D0DO0ODDODDODDODDODDODOO0OO0OOO SHOW
FIREWALL POLICY 0000099 0000000000000 0D0ODO0ODDODOD0ODO0OOoOOoooG
#000000000D00000O0OO

2. 00o00O0O0O0Q0O0O0O0O0O0OO0O0O0OO0O0UO0OOOOUOOD00OODO0ODODO0ODODODODODODODOOOoOoOon
0000 LISTOODDOO0O0O000000000000O0denytold 000000

ADD FIREWALL POLICY=mynet LIST=denyto FILE=denylist.txt TYPE=IP .
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ooooooo

3. J0000000000000000000000000000000VLANO insideDO000O0O
U0O0O00denyto0 000000000 O0O0000IPOODOOO0OODOODODOOO

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=vlan-inside
PROTO=ALL LIST=denyto

oo0o0oo0oooo IPO000O00DO0OOODODOOODOOODOOOOOOOOO

e OIDODODODOPRIVATE - PUBLICOD D 00000 ODODODODOODDOOODOODOODOOODOOOO
goooooooooo

e IODODODODOPUBLIC -~ PRIVATED D OO0 O0O00DODODODOODODOOODOOOODOOODOOOO
gobooooboobobo

000000 300000000000 oDoooooOoooOoOoOoODOoOO

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=vlan-inside PROTO=ALL
REMOTEIP=10.30.1.23

ADD FIREWALL POLICY=mynet RULE=2 ACTION=DENY INT=vlan-inside PROTO=ALL
REMOTEIP=172.25.150.150

ADD FIREWALL POLICY=mynet RULE=3 ACTION=DENY INT=vlan-inside PROTO=ALL
REMOTEIP=172.30.100.0-172.30.100.255 4

OooboooooooooMACOOOOODODODOODODOOOOOOOOODOOADD FIREWALL POLICY
LISTODOOOOR3 00000 TYPEODODOOODDOOO ADDRESSOOOODCOOOODOOOODOOO MAC
oo0oooooo MACOODOOooOoooooooo

RADIUSOOUOOOOOOOOOQO

RADIUSOODOOODOOO0ODOOOOO0OODODOOO0OODOOOOO0O0O0OoOO0ooooooooog
O000ooooooo IPO00O0O0 RADIUSODOO0OOOOOOOOOOGOO

ODOORADIUSOOODOOOOODOOOOOUOOOO0O0O0DODOODORADIUSODOOOOOOOOOOOGOO
RADIUSOOOOOOOOODOOOOODOOODOOOODOOODOOODDOODOODOODODDO RADIUSOOOOOO
0000000000000 D000DU00DUUODUO RADIUSOOD OO0 O0DO00O0o0ooooooog

1. RADIUSOODO0O00000000000000000000000000ooooooooooon
goboooboooobooobooboobbooboo
000000000 IPO0O0OO 192.168.10.10 00000000 himitsu 00000

client 192.168.10.1 {
secret = himitsu
shortname = kkSwitch

}

2. RADIUSOOOOOOOOOODOOODODODODOODOOOOO IPODOODODODOODOOIPOOO
gobooooboooboooooooboobboobooboobbobboobbooboboobo
ODO00D0DUOORADIUSOOODOOODOOODOOODOODOOOOOOO
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ooooooo

gog gog go

User-Name [ipadd] [POOO0OCOOO0OOOO[]ODODOOOO
goobooooobbbooooooo
gbobdobooooobobooooboo
go

User-Password allowdeny ooooooDoooDooooooo
Access-Reject 0 000D OO0O0DOOO
gooboobbooooobooooo
PRIVATED DENYOOOOODODOOO
gog

Framed-IP-Address 0.0.0.00000000000 00000000000000000O
Framed-IP-Address D D OO0 Q000
gbooooooboobobobooo

a0 10:
0000000000000 o0ooU0oU0DOo00UoOooOoooooOgIPOO0OO 101150
10.1.3.1250 0 0000000000000 000000O0

[10.1.1.5] Auth-Type := Local, User-Password == "allowdeny"
Framed-IP-Address = 1.1.1.1

[10.1.3.125] Auth-Type := Local, User-Password == "allowdeny"
Framed-IP-Address = 1.1.1.1

3. 00000000000 DOOODRADIUSOOOOOODOODOOODOOODOOOOOO
O000U0OO0 RADIUSODOOOO IPOOOOO UDPODOOOOOODOOODOOODOOOOOOO
OOORADIUSOOOOCO IPOOOODO 192.168.10.1300 0000

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. RADIUSODODOOOOOOOMmMLIST=RADIUSO O RADIUSO OO OODOODOODOOOODOO
PUBLICOOOOOOOOOOOOOLIST=RADIUSOOOOOCOOOOACTIONODDODOOOOOO
ODO0OD0DO0DODDODODALLOWO DENYOODODODOOOODOOOODUOOOoooooooooooooo
O0000O0vlan-out0 0000000000000 00000OD RADIUSOOOOODOOOOO
gobooboooboooobooboobbooboo

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=vlan-out PROTO=ALL
LIST=RADIUS

[CPUBLICOOOOOOOOOOOOO RADIUSOOOOOOACTIONOOODOOOOOOOOOOO
OODENYODALLOWOOOOOOOOOOmMOOODOOO0O0O0O0O0O00O000OPRIVATEODO OO
000000000 RADIUSOOOOOODENYOOOOOOOODOODOO0OODOODMmMALLOWOOO
oooooooooooooooooooOoooooooooOooOoooOooOoOOoOoOoOoOoooDoobooOo
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ooooooo

goooooogon

s RADIUSOOO0O0000D0O0000000000000D00D000D00DO000O0OAccess-Request
00000 RADIUSOODODOOODOODODOO

User-Name [ipadd], User-Password allowdeny

oooo0o0o0oooooooIPOO0O0OO0OO0ODO0[000000000000000D000 allowdenyO
goboobooobooon

ipadd DOOPRIVATEO O OOO0OOODOO0O0OODDOO0O0ODOO0O0O0O000O0OO0O0OPUBLICOOOO0OOO
gobooboooobooobooboobbon

m RADIUSO 000000000000 00000000O0000O0O0O0O0O00
OPUBLICOODPRIVATEO OO ODOOOmMPUBLICOODOOODOOODOOODODODD O OO PRIVATE
O00000000ooo0oo000oooooDomdDENYOD ALLOWO OO Oooooooooooo
UboopbooobboboboobOxpbbobboobboooboooboobbo
oo0o00ooooU!=000000000OD==000000000000ODUODOOO0O

RADIUSOOOODDODO PUBLIC O PRIVATE O
DENY ALLOW  DENY ALLOW
Access-Acceptl Framed-IP-Address != 0.0.0.00 o o o o
Access-AcceptD Framed-IP-Address == 0.0.0.00  x x x x
Access-Acceptl Framed-IP-Address 0 0 O x x x x
Access-Reject x x o x
gboboooooooood X X o X

0 11:

e PUBLICOOODDODOODODDODOUODDOD RADIUSOODOOOODACTIONDOODDODOODOODOO
ODOODODODENYODALLOW OO ODOOODODODODMOODODODODODO0DO0ooooooooooo
0 Framed-IP-Address |=0.0.0.00 000 RADIUSOOO0O0O00O00OO0ODO0OOD0OOOODOOOOOO
gobooboooboboooboooboobo

e NUUOPRIVATED DD UDODODDOODOOO RADIUSOUOOOUOUODENYODOOODODODOOOOO
D000 mALLOWOOOOOOoOOooooooooooooooooO
— PRIVATE O DENY 0O U 0O O O [J Framed-IP-Address == 0.0.0.00 0 O 0 RADIUS OO OO

gobooboogooboobbooboobbobbobboobooon
— PRIVATEO ALLOW 00 00 O M Framed-IP-Address != 0.0.0.00 0 0 O RADIUS OO OO
gobooobooooboobbooboobbobbobboobbooobooobo

oooooood

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
00000000 WebOOOODODODODODODODODOOODODODO0OODDO0OODOO0OODOOOOODADD FIREWALL
POLICYRULEO O OOO580 0000 AFTERO BEFORED DAYSO OO OOOOOOOOO
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ooooooo

m 0000000000000 9:00020:0000000000000 WebOOOOO172.16.105000
gooooboogoobooobooboobobobboobooobooobboobbobbobbooo
goooo

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=vlan-out PROT=TCP IP=172.16.10.5
PORT=80 DAYS=WEEKDAY AFT=9:00 BEF=20:00

0000000 @vlan-out0 0000000000000 TCPOODODODOOODOOIPDOOOO
172.161050000000 800000000000 O0O0O 9000200000 00000000000O0OO
goooon

oooobooooood

s J0000000000000000000000000000O000SHOW FIREWALL POLICY O
ooooYooooooooon

m 0000000000 SETFIREWALLPOLICY RULEOOODOO8 00000000 OO
m 0000000000 DELETE FIREWALL POLICY RULEO OO OO68000O00O0OO0ODODO

oooooood

1. 00000000000 0000O0000000O0O00000000000000000000000O
0000000000000 000000000000OPRIVATEOODDODODOODOOOOOOOOO
O0000ooooooooPUBLICOOO000ODDOODOOOOOOODOODDOODOOOOOOOO
gobooooboooboooooooboobboobooboobbobboobboobbooobo
goboooboooobooooboobbobboon

2. 0000000000000 0OOPROTOCOLUODOODO0OODOODOOODODODODODODODODOOOOO
gobboooboooboooboooboobobooobooboobbon

3. 00O0DODoDOoO TCPO UDPOODODOOUOODDOPORTOODOOOODOODOOODDOODOOODOOO
goboooboooboboooboooboobo

4. DUO0O0OOOTCPO UDPOOOOOOOOOOSOURCEPORTOOOOOOOOOOOOOOODO
goboooboooobooooboobbobboon

5. 0000 IPOODOOOREMOTEIPODO0OO0OCOOO0OCOPRIVATEOODOODODOODOOOO IPOO
OOOPUBLICOOOODODOOOOIPOODOOOOOO0OOODDOODODOOOOOOOOOO
gboboooobooooobo

6. DOODODIPOODOOOIPOODO GBLIPOOODODODODODODOOPRIVATEDOOOOODOOOOOO IP
OO0O0OUOOPUBLICOOODOODOODOOOO IPODOODODOOOO IPODOOOOONATOOOO
000000 PUBLICOO0DO0OOOOOOOOOOOOOD IPODOOOOGBLIPLONATOOO
O000U0O00OOPRIVATEO DD OO IPODODOOOIPOOODOOOO

7. IpPO0OD0O0OO00O0OODOOOODOODOOOO0O0DOOOOODODOOOUOOODOOOODOOOOOODOODO
goboobooobooobooobo

§. DooDooooMACOODDOODODODOODDODOODOOODOOODOOODOODOODODOODOODO MACOOOO
gooooooooooboooboobobbobbbbobboobooboooooobobDbbbbbobo
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ooooooo

ggdddoooooooboboboobo
9. JUOUOIPOODOOOOUOODUOOOOOCOPRIVATEDO D OO OOODUOOOO IPOOOOOOPUBLIC
oooooooooooIPOODOU0OOODOOOOOIPOOOO RADIUSOOOOOOOOO
odooooooooooooooo ALLOWDOOOoOooooooooooooooooooo
O00oo0ooo DENYOOODOOOoOooooooolIPoOOoOoooooooooooooooo
O0ooDo0oooooooo ALLOWODUOOOODENYODODOOOGOOO
10. IPOOOCOODOOODODOO0ODOOOOOORADIUSOOOOO0O0OO00OODOO0OOOOOOOOOON
OALLOWOOOOO0O0OO0OO0O0O000000000000 DENYOOUOOPRIVATEOOOOOO
bbb uobouoboboobobobobobbobobobooo
11. IPO0OO00O00O0D0O0ODO0OO0O0O0O0ORADIUSOOOO0OOOODOODOOOOOOOOOOO
OIPOOOCOOPRIVATEDO O OOOOODOODOOOOOIPODOOOOPUBLICOODOOOOOO
ODOODOORADIUSOODOO0OOOOOOOOOOOOORADIUSOOOOOOOOOOOOOOO
googo
e RADIUSOOOOO Access-Accept O 000 0000 0OFramed-IP-Address 0 0 0 0 0.0.0.00
0000000000000 000000D0UdO0U0OooPRIVATED OO OOOOO
OO00DORADIUSOOODO0O Access-Reject 00D O0O0O0D0O0O0O0ORADIUSODOODODOO
oo oboobobobobooboboboobooobo
o [I0UI0UU0UUUIULUUODUODUDUDUDDODDODODDODDODDODDODODODOUOUUOUOUOO
- RADIUSOOO0OOO Access-Acceptd 0 000 O O O OFramed-IP-Address O 0O 00 0.0.0.00
oo ooobobooboon
- RADIUSOO0OOOO Access-Accept 0 0 00000 0O OFramed-IP-Address 0 0 O 000
gogdooooooobooboobooo
- PUBLICOODODOOOOOODORADIUSOOOOO Access-Reject 00000000
gddooooooooooo
- PUBLICOUOOOODOOOOOCOORADIUSOOOOOOOOOOOOOOOOOOOO
goodoooooooooooo

ooooooboooood

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gobooooboogooboooboooboobobobbooboobooobooobboobo

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goooon

s 0000000000000 000D00000000OO0OD0ENABLE FIREWALL POLICY OO OO
07900000 LOGUOU000ODOODOODOO0000ND0ODDOODOOO00DODODODOODOODODODO0
gobbooooboooboobobooboobbobboobooobo
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ooooooo

ENABLE FIREWALL POLICY=mynet LOG=DENY .

LOGUOO0O0O00000000nooooooooooooooooooLoGooooooooooooo

goboooboooobooobooboon

goooon goobogo

INATCP O0O0OPUBLICOOOOO TCPOOOODODOOOOO

INAUDP oooooubPOOOOOOOO

INAICMP oooooICMPOOOODO

INAOTHER oooooIPoOOoODOOTCPOUDPODICMPOOOOOO

INALLOW 0000000000 /000000000INATCPO INAUDPO INAICMPO
INAOTHERO OO O DODOOODODDODOOODO

OUTATCP OOOPRIVATEQO O OO O TCPOOOOOOOOOO

OUTAUDP oooooubPOOOOOOOO

OUTAICMP oooooICcMPOOOODO

OUTAOTHER oooooIPoOOoODOOTCPOUDPODICMPOOOOOO

OUTALLOW 0000000000 /000000000OUTATCPOOUTAUDPO OUT-
AICMPO OUTAOTHERO OO OOOOOOOOOODO

ALLOW 0000000000 /00000000

INDTCP ooooo TCPOOOOOOODOOO

INDUDP oooooubPOOOOOOOO

INDICMP oooooICcMPOOOOO

INDOTHER oooooIPoOOoODOOTCPOUDPODICMPOOOOOO

INDENY 0000000000 /000000000INDTCPO INDUDPO INDICMPO
INDOTHEROO OO DOOOOODDODOOOO

OUTDTCP ooooo TCPOOOOOOODOOO

OUTDUDP oooooubPOOOOOOOO

OUTDICMP oooooICMPOOOODO

OUTDOTHER oooooIPoOOoODOOTCPOUDPODICMPOOOOOO

OUTDENY 0000000000 /000000000O0UTDTCPOOUTDUDPO OUT-
DICMPOOUTDOTHER D O OO OO OOOOOODOO

DENY 0000000000 /00000000

INDDTCP Ooo0oo TCPOOODOOOODODOOOOIPODOOOOOOOO1920000
o

INDDUDP oooooubPOOOOOOOOOOIPODOOOODOOOO 192000000

INDDICMP oooooICMPOOOOOOOIPODOOOOODOOO 192000000

INDDOTHER oooooIPooooooTCPOUDPODICMPOOOOOOOOIPOODODOO
oooo 192000000

INDDUMP 0000000000 /0000000000IPOOOOOOOODO 192000

gobooboboo

ggo
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ooooooo

OUTDDTCP Ooo0oo TCPOOODOOOODODOOOOIPODOOOOOOOO1920000
o

OUTDDUDP oooooubPOOOOOOOOOOIPODOOOODOOOO 192000000

OUTDDICMP oooooICMPOOOOOOOIPODOOOOOOOO 192000000

OUTDDOTHER oooooIPooooooTCPOUDPODICMPOOODOOOOOIPODODODOO
oooo 192000000

OUTDDUMP 0000000000 /0000000000IPODO0OOOOOO 192000
ggo

DENYDUMP 0000000000 /0000000000IPODO0OOOOOO 192000
ggo

012:000000000000000000

m JO00goooobooooooboooboobbobbobboo

SHOW LOG MODULE=FIRE

oo

SHOW LOG TYPE=FIRE

s (0000000000000 0000000000D0D0D0D0D0D0D0D0D0D0DO0O0D0O0O0O0O0TAILOO

gobooooboogn

SHOW LOG MODULE=FIRE TAILUOOOO 20000000000 4
SHOW LOG MODULE=FIRE TAIL=1000 10000000000 4

Manager > show log module=fire

Date/Time S Mod Type SType Message

28 10:39:45 4 FIRE FIRE INDIC ICMP - Source 172.16.28.32 Dest 172.16.28.255
Type 9 Code 0

28 10:39:45 4 FIRE FIRE INDIC bad ICMP message type to pass

28 10:40:05 4 FIRE FIRE INDUD UDP - Source 172.16.28.120:137 Dest
172.16.28.255:137

28 10:40:05 4 FIRE FIRE INDUD flow rejected by policy rule

28 10:40:06 4 FIRE FIRE INDUD UDP - Source 172.16.28.120:137 Dest
172.16.28.255:137

28 10:40:06 4 FIRE FIRE INDUD flow rejected by policy rule

28 10:40:41 3 FIRE FIRE OUTDT TCP - Source 192.168.10.1:1045 Dest
172.16.28.1:139

28 10:40:41 3 FIRE FIRE OUTDT flow rejected by policy rule

m (0000000000000 0OO0DDOUOINATCPUINAUDPOINAICMPOINAOTHERODINALLOW
000D000000000D00D00DOSeverityD 0 20000000000000000000000O 3
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ooooooo

0000000000000 000O0000000000OSHOWLOGUO O DODmMuoonooooo 38400
gooboooobobooooooboooobbbooobbboobbboooobbboooobbOOoo
goboooboogobooobooboobbobboobo
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
OOTEMPORARYO OO ORAMOOODODOODODODOODOOODODOOODOODOOODOOOO

ADD LOG OUTPUT=TEMPORARY MODULE=FIRE

oooood

0000000000000 0O0000000000D0000000DOO0OENABLE FIREWALL NOTIFY
0000078000 000000000O000DO0O0O0DOODOOODOOOOOOOOOO

e MANAGEROManager 100 0000000000D0O0O00O0DOOO0ODODOODO
e SNMPOOOUOODUOODODOODOODOODOOODOOOO SNMPOOOODOOO

e MAILOODOODOODODODOODDODODDODOODDODODODODODDODOO

e ASYNOODDODODDODDDODDOUODDODUOD

000000000000000000000D000000000D000000 Manager0OODOOOO
gobooobooobooobooboobbobboobboooobo

m [J00bOo0boobobobbobooboooobooboonobo
l.000000000D0000DO0O0O0DOO0ODOOOODOOOO0OOOO0OODOODOOODOODODUODDOO

SET MAIL HOSTNAME=kkSwitch.example.com
ADD IP DNS PRIMARY=192.168.10.5 J

2. 00000000000000000000000O0O0OOO0O

ENABLE FIREWALL NOTIFY=MAIL TO=admin@example.com

Syn0 000000000000 O0O00O0O0O0O00O

Subject: Firewall message

From: manager@kkSwitch.example.com
To: <admin@example.com>

Date: Sun, 22 Jul 2001 13:33:19 +0900

22-Jul-2001 13:33:19

SYN attack from 1xx.xx.12.xxx is underway

[CO000000000000000o0o0o0oo0o0o0oooo0oooooooobNSOOoooooooo
oooooooooooooooooooboooooooobooboobooo

s J0000000SNMPOOODOOOOODODOOODODODODODOOODOOOOOODODOOOOOOOOO
SNMPOOOOODO 1921681050 000000
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ooooooo

IL.SNMPOOOOOOODODOOOODOODOOOODOOOOSNMPOODOOOOODOO

ENABLE SNMP
CREATE SNMP COMMUNITY=public MANAGER=192.168.10.5 TRAPHOST=192.168.10.5 J
ENABLE SNMP COMMUNITY=public TRAP .

2 SNMPO 0000000000000 00O000OOO0O

ENABLE FIREWALL NOTIFY=SNMP .

gobooobooooboobobooboobbobboo

172.16.10.1: Enterprise Specific Trap (1) Uptime: 2:19:50
enterprises.207.8.4.4.4.77.1.0 = OCTET STRING: "22-Jul-2001 14:15:47..

Port scan from 12.xx.xx.xx is underway"

[CSNMPOOOOOOO0OOO0OOO0OO0OOO0OOO0O0OO0O0OO0OO0OSNMPOOOOOOSNMPOOOOOOOOOOO
00o0000oo0O0oo00O0o0o00/O000D00000OL0000000O0OOO000O0OOOooOOooOooOO
OO0oOoOSNMPOOOOOOOOO

m 00000000000 0000D00O00OSHOW FIREWALLOOOOO9OOOOOOOOooOoOO
0 Enabled Notify Options0 DD 0000000000000

m 0000000000000 DISABLE FIREWALLNOTIFY O OO OO0O720000000000

DISABLE FIREWALL NOTIFY=MATIL J

m 0000000000000 00000O0OSHOW FIREWALLEVENTOOOOO97 000000
gooo

SHOW FIREWALL EVENT

odo0o0o00oooo0ooooOo3000oo0gooo0ooooooDoooooooooDoooooo
goooo

e UDONotifyJODODDODODDODOODDOOOOOOOOOODOO0ODODOOO
e D0ODODenyDDO0DOOODODOOOOOOOOOOOOOODO
e IUDAllowOOODDODODODODOOODODDOOOODOOODDODOO

gobooboobbooobooobooboobbo

SHOW FIREWALL EVENT=NOTIFY

goboobogooboobbooboobbo

gooo RN
DoS Flood goboooboooboooboobbobbobboobboooobo
Fragment Attack gobooobooboboooboooboobbobbooboo
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ooooooo

Host Scan g ooonoooooo

IP Spoofing oooIPoO0O0Ooooooo

Land Attack odboooooooooooooooIPOOOODOO DOSOOOOOO
goooooo

PingOfDeath 00000000000000000000 Ping0D0OO0OOO0D0O0O0DOOO
gobdbooouoouoouoooo

Port Scan oo oooobooo

Smurf Attack 0000000000000000000D000D0D00 PingOOO0ODOOO

gogobobobbooooobbobboobbbbooooobbooooon
goboooboooboobooobooobooobo

Syn Attack TCPO Syn0D 00000000000 0O0O00O0DOOOO00OO0OOO00
0000000000000 000000 Syn/AckDOO0OO0ODOO0MmMO
gobooooooooobooobooobo

Tiny Fragment Attack 0000000000000 TCPOOOO20000000000000Syn
gobooobooooboooboobbobbon

UDP Port Scan UubPOOOoOoOoOOoOoOOO

0130000

gobooobobooboboooboobbobbobboobobboboobboobobbobobbo
0000000000000 O0OCREATE TRIGGER FIREWALLOOOOMOOODOOOO 1400000
goooon

s (JO0goOoboooboboooobooboobooboobobbooboobobbobboobon
00o000o0ooooooo0U00ooooooO0UoooDooODUoDUoDoooODooOoooooIPODOOOO
gobooopoooobooobo

ENABLE TRIGGER
CREATE TRIGGER=1 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

Uoo0O0o00pscans.scp 00

MAIL TO=admin@example.com SUBJECT="Portscan from %2 started (Policy $1)"

gobooooobooboooboooboobo

Subject: Portscan from 199.xx.xx.180 started (Policy mynet)
From: manager@kkSwitch.example.com

To: <admin@example.com>

Date: Sun, 22 Jul 2001 14:37:21 +0900

[ O0000000000o0oo0o0o0oooooo0ooooooooooooooooobDNSOoOoooooo
oooooooooooooooooooboooooooboooboogoo
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ooooooo

m 0000000000 SETFIREWALL POLICY ATTACKO OO OO8ODODODOD0OOODODOoOoOOO
m 0000000000 SHOW FIREWALL POLICY ATTACKOOOOO106 DO O OO OOOOOOO

oooooood

goboooboooobooobooboobbobbooboooboobboobbobbon

m 000000000 ENABLE FIREWALL POLICY OO OOO7900000 ACCOUNTINGOOOO
gobooooogn

ENABLE FIREWALL POLICY=mynet ACCOUNTING

s 0000000000000 0O0O0SHOW FIREWALL ACCOUNTINGOOOOO930000000
ugon

Manager > show firewall accounting

Policy : mynet
Date/Time Event Dir Prot IP:Port <-> Dest IP:Port /Traffic statistics
22 14:42:17 END OUT UDP 172.16.28.160:2060 172.16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END OUT TCP 172.16.28.160:36399 172.16.48.16:25
Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192.168.10.5:65406 172.16.28.1:53
22 14:44:33 END OouT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:34 END OoUuT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END OouT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END OouT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:47:16 START OUT TCP 192.168.10.50:1031 172.16.28.5:80
22 14:47:17 START OUT TCP 192.168.10.50:1032 172.16.28.5:80
22 14:47:44 END IN ICMP 172.16.28.180 172.16.28.160
Traffic out 1:28 in 1:28

s 0000000000000 00000000000O0OOD 30000000ODO0O0000O000O0O0
goooooooooo

SHOW LOG TYPE=ACCO

Manager > show log type=acco

Date/Time S Mod Type SType Message

22 14:42:18 3 FIRE ACCO END UDP 172.16.28.160:2060 172.16.28.1:53 Flow

terminated
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ooooooo

22 14:42:18 3 FIRE ACCO END Flow traffic out 1:66 in 1:118

22 14:42:18 3 FIRE ACCO END TCP 172.16.28.160:36399 172.16.48.16:25 Flow
terminated

22 14:42:18 3 FIRE ACCO END Flow traffic out 13:846 in 12:967

22 14:44:33 3 FIRE ACCO START UDP 192.168.10.5:65406 172.16.28.1:53 Flow
started

22 14:44:33 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:33 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:34 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:34 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:35 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:35 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:36 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:36 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:47:15 3 FIRE ACCO START TCP 192.168.10.50:1031 172.16.28.5:80 Flow
started

22 14:47:16 3 FIRE ACCO START TCP 192.168.10.50:1032 172.16.28.5:80 Flow
started

22 14:47:44 3 FIRE ACCO END ICMP 172.16.28.180 172.16.28.160 Flow
terminated

22 14:47:44 3 FIRE ACCO END Flow traffic out 1:28 in 1:28

22 14:49:35 3 FIRE ACCO END UDP 192.168.10.5:65406 172.16.28.1:53 Flow
terminated

22 14:49:35 3 FIRE ACCO END Flow traffic out 1:70 in 1:190

goooooood

0000000000000 000000o00000000DD0DOENABLE FIREWALL POLICY OO
0007900000 DEBUGUOO0O00OOOODOOOODODOOOOOOOOOOOOODOOOOOPKTOO
O0000D0O00O0O0PROCESSODOOODOOO

[CDEBUGOO0O000O0O0O0O0O0OO0OOO0O0O0OO0OOo0oooo0ooooooo0ooooooo
ooooooooooooooooooboooooooo

s J0000000O0 PKTOODODODODOUOODODODODODOO IPOOODOOOSB60000 1600000
gobooooboogoo

ENABLE FIREWALL POLICY=mynet DEBUG=PKT .

Manager >
FIRE ICMP 45000024 c6070000 01018e04 acl01lc20 aclOlcff 0900421e 01020168
96571c20 00000000

Manager >
FIRE TCP 4500003c ¢87c4000 40060c3d aclO0lcb4 aclOlca0 05e70017 3398573f
00000000 a0027d78 19420000 020405b4 0402080a 0d82ac62 00000000

s J00000000PROCESSOOO0ODUOO0DOOODODOOOD IPOODO0ODDUOODUOODDUODDOO
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ooooooo

gooooboboo

ENABLE FIREWALL POLICY=mynet DEBUG=PROCESS .

FIRE UDP 4500004d 218a0000 4011dcl0 c0a80a05 acl0lc01l ££780035 00393422
067£0100 00010000 00000000 076£6374 6£766572 0274770e 616c6c69

FIREWALL new flow - UDP - session ID 8b2e

FIREWALL packet sent to UDP handler

FIREWALL flow 8b2e found for packet

FIREWALL packet sent to UDP handler

FIREWALL packet passed - UDP OUT - passed by rule 0

FIRE UDP 4500004d 218b0000 4011dcOf c0a80a05 acl0lc01l ££770035 00394f22
06800100 00010000 00000000 076£6374 6£766572 0274770e 616c6c69

FIREWALL new flow - UDP - session ID 9al4

FIREWALL packet sent to UDP handler

FIREWALL flow 9al4d found for packet

FIREWALL packet sent to UDP handler

FIREWALL packet passed - TCP OUT - passed by rule 0

FIRE TCP 4500003c 218c0000 4006db77 c0a80a05 aclOlcb4 e2360017 d71d5199
00000000 20024000 14930000 020405b4 01030300 0101080a 000064b7

FIREWALL new flow - TCP - session ID a9c5
FIREWALL packet sent to TCP handler

FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction IN
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction OUT
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction OUT
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction IN
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction IN

s 00000000000 0000O0ODISABLE FIREWALL POLICY 000007300000 DEBUG
gooboooobooboo

DISABLE FIREWALL POLICY=mynet DEBUG=PKT .

m 0000000000000 SHOW FIREWALL POLICY 0000099 00000000000
0 Enabled Debug Options0 D00 000000000000 0O0

oooooood

s 0000000000000 000000000000000DO000O00 SHOW FIREWALL SESSION
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ooooooo

oooool8soooooooooon

Manager > show firewall session
Policy net

Current Sessions

3f41 TCP IP: 192.168.20.200:65534 Remote IP: 192.168.10.100:23
Gbl IP: 192.168.20.200:65534 Gbl Remote IP: 192.168.10.100:23
TCP state ... ...ttt established
Start time ........ .. ... i i 11:17:15 11-Jun-2002
Seconds to deletion .................. 3504
5d1f TCP IP: 192.168.20.200:65533 Remote IP: 192.168.10.103:22
Gbl IP: 192.168.20.200:65533 Gbl Remote IP: 192.168.10.103:22
TCP state ...ttt i i e et e ee e synSent
Start time ........ .. ... i 11:17:58 11-Jun-2002
Seconds to deletion .................. 510
b310 UDP IP: 192.168.20.200:65532 Remote IP: 192.168.10.100:53
Gbl IP: 192.168.20.200:65532 Gbl Remote IP: 192.168.10.100:53

11:19:25 11-Jun-2002
300

m 0000000000000 00O00OO0OSHOW FIREWALL SESSIONOOOOO1080 0000
COUNTEROOOOODOOOOOO

Manager > show firewall session counter

Policy net

Current Sessions

b310

Packets from private IP
Octets from private IP
Packets to private IP
Octets to private IP

TCP state

Start time .........
Seconds to deletion
UDP IP: 192.168

Gbl IP: 192.168

Packets from private IP

gooooboboo

3f41 TCP IP: 192.168.20.200:65534 Remote IP: 192.168.10.100:23
Gbl IP: 192.168.20.200:65534 Gbl Remote IP: 192.168.10.100:23
Packets from private IP .............. 22
Octets from private IP ............... 1420
Packets to private IP ................ 21
Octets to private IP ................. 1664
TCP state ... ...ttt established
Start time ........ .. ... i i 11:17:15 11-Jun-2002
Seconds to deletion .................. 3474
5d1f TCP IP: 192.168.20.200:65533 Remote IP: 192.168.10.103:22
Gbl IP: 192.168.20.200:65533 Gbl Remote IP: 192.168.10.103:22

synSent
11:17:58 11-Jun-2002

.20.200:65532 Remote IP:
.20.200:65532 Gbl Remote IP:

192.168.10.100:53
192.168.10.100:53
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ooooooo

Octets from private IP ............... 73

Packets to private IP ................ 1

Octets to private IP ................. 165

Start time ....... ... ... i i i, 11:19:25 11-Jun-2002
Seconds to deletion .................. 270

s 0000000000000 000000O0SHOW FIREWALLSESSIONOOOOO10800000
oooooooo IbobooooooOOoOOOOO0OOOO0OOOO0OOO0ODUOODUOODOO

DELETE FIREWALL SESSION=2826

googn

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gobooobogobooobooboobbobboobboooobo

m Ping 000 00ICMP echol echo reply] O ICMP Destination Unreachable 0 0000000000
0o0ooo0obDoo0oooDoICMPOOO0OO0O0DO0O00O0DO0O000D0O0O0 Ping000000O0OM

ENABLE FIREWALL POLICY=mynet ICMP_F=PING,UNREACH

[ ICMP Destination Unreachable 0O OO OOICMP OO0 3000IPO000OOCOO0OOO0OOOOOOO0O
O0PathMTUOOOOOOOOODOOODOODOOOOOODOOOOODOOOOOOOOOOODOOOOOOO
O000000oo0o0ooooOoOooooooa

ICMP_FORWARDING O ALLOOO0OO00O00PngO0 000000000 ICMPOOODOOOOOOO
gobooboobbooobooobooboobbo
ooooooooooOoooOOoICMPOOOOOOO0OOOOODOOOOOOOOOOOICMPOOOOOO
goboooboogobooobooboobbobbooobo

00000 PinghDechoDODOOOOO0ODOOO PingDechoDOO0OO0OO00000DOOO0OOODOOOO
oooooIPOOO0ODOOOOO0OOODOOOOOODOOODIPOODOOOOOICMPOOOOOOODODO
00000000000 00vlan-outOO0 OO0 PINGOOOOO0OD0O000O0O0DOOOOOOOODOO
oooooOoooIPO0O0OODOOO0O0ODOOOmMIPDOOODOOOOOIPODOOOOOOOOOODODO

ADD IP FILTER=0 S0=0.0.0.0 PROTO=ICMP ICMPTYPE=ECHO ACTION=EXCLUDE
ADD IP FILTER=0 S0=0.0.0.0 ACTION=INCLUDE
SET IP INT=vlan-out FILTER=0 J

s Ping0000000000D00000O0O0O0O00OO0O0OO0

DISABLE FIREWALL POLICY=mynet ICMP_FORWARDING=PING

s 000000000000 Ping0D0OD00O000D00000DO0O00O0D0O0O00O0D00O00000O00
000000000000 Ping000O00O0ODOOO
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ooooooo

DISABLE FIREWALL POLICY=mynet PING

m 00000 identOTCP 1130 00000000000RSTOOOOOODOOOODOOOOOOO

0000000000000000000 SMTPOODOOODO0O0O000000 iddent0 00000000
000000000ident0000000M 0000000 SMTPOOOOD0O0OOOOOOOOODOO
0000000000 0DISABLE FIREWALL POLICY IDENTPROXY O O OO O75 00000000
Oident000000000000000000000000000O00 ddent000000D00ODOO RST
gboobooboobooooooobuobooboobboobooboooom

DISABLE FIREWALL POLICY=mynet IDENTPROXY .
O00ident000000000000000Wdent000000000O0 proxyuser U O DO OOOOO
goooon

s 0000000000000 00000OPUBLICOPRIVATED D OOOOOOODO TCPOOODOOO
000 TCPSynO0 000000000000 DOO00DOO0DOO0O0000O0000O0D0O0O0DO0O0OO0
gobooboooboooboooo

000 0O0OO0ODISABLE FIREWALL POLICY TCPSETUPPROXY O O OO O76 00000000000
gobooooboogn

DISABLE FIREWALL POLICY=mynet TCPSETUPPROXY .

0000000000000 000000O000000O00ENABLE FIREWALL POLICY TCPSETUP-
PROXYDOOOO&ODOODOODODOOOO

ENABLE FIREWALL POLICY=mynet TCPSETUPPROXY .

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gooooboboo
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ooooooo

Router
(Default GW)

192.168.100.254

l 192.168.100.1
Switch A O VLAN-grey(100): PUBLIC
------------- fre=====s======"4==-==-==---- Firewall
VLAN-whte(10): PRIVATE
192.168.10.1
Private LAN

192.168.10.0/24

Il

Web/SMTP/DNS SNMP Manager
192.168.10.5 192.168.10.100

goboooboogoobooobooboobbobbooboobboobboobo

e ICMP O Ping(echo/echo reply) O Unreachable 00D DO O0O0DOO0O
e UDPOOODODOODDDOOOODDOUDPO DNSOOOOOSM30OO0O0OOOOOOODOO
e TCPUOODODDODODODODODDOOODODODOODODOUDOOODODODODOODODOODDODO
- 000 DNSOOODOO192.168.10500 DNSOO OO o530 000000 TCPOOOOOO
gooooo
- 000000000 00192.168.10500 SMTPO OO OO250000000 TCPOOOODOO
goooo o
- 000 WebOODOODO192.168.10.500 HITPOOODOO8OUOUODODDOO TCPOOUOOOO
O00oooooOooooOoO0oO 100000 21:00000000
e vlan-white 0 PRIVATEO vlan-grey 0 PUBLICO OO 0000000000000
e IO0OD0OODOOOODOOOLOOOOOLOOOODLDODODLODOO
e JO00DDUODOUODUDDDDODDUODOUODODOOSNMPOODODODODODDOODDODODODOO
0192.168.10.1000 000000

o000 AO0OOO

1. VLANOOOOOOoooo
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ooooooo

CREATE VLAN=white VID=10
CREATE VLAN=grey VID=100 .J
ADD VLAN=white PORT=1-23
ADD VLAN=grey PORT=24 .J

2. IPOO0OOOOOOOOOOO
ENABLE IP J
3. VLCANOOOOOoOooooIpPooooooooooo

ADD IP INT=vlan-white IP=192.168.10.1 MASK=255.255.255.0
ADD IP INT=vlan-grey IP=192.168.100.1 MASK=255.255.255.0 J

4 0O000OU0OO0ODUOODOODOOO

ADD IP ROUTE=0.0.0.0 MASK=0.0.0.0 INT=vlan-grey
NEXT=192.168.100.254

5. 0000O0OO0oO0OOoOOoOoOooDoOoOOoOO
ENABLE FIREWALL .J
6. DO0ODODOODODOODODOODODOOO
CREATE FIREWALL POLICY=mypol
7. 000000000000 OOOOOODOOOOOOOOODOOOOOO
ENABLE FIREWALL POLICY=mypol LOG=DENY .
8. ident0 000000 O0ODOUOOUIODDOOdent00D0O00OO0O0OORSTOOOODOOODOO
DISABLE FIREWALL POLICY=mypol IDENTPROXY .

9. 0OooOoOOoOOOOOOOOOOO0OO0OODOOOODOOUOOODOOODOODUOODOD
e vlan-white 0 PRIVATED O OO O000000000000O0O0O

ADD FIREWALL POLICY=mypol INT=vlan-white TYPE=PRIVATE .
e vlan-greyd PUBLICOO0O00DO000O0DOO0O0ODOOOOOO
ADD FIREWALL POLICY=mypol INT=vlan-grey TYPE=PUBLIC .

10. DOoOOOooOOoOOoOoooOoDOOoOooODO
e ICMP echo/echo reply O Unreachable 00000000000

ENABLE FIREWALL POLICY=mypol ICMP_F=PING,UNREACH

e UDPOO DNSOODOOOBR3OOIOOOOODODOOOODO
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ooooooo

ADD FIREWALL POLICY=mypol RULE=1 ACTION=ALLOW INT=vlan-white
PROT=UDP PORT=DNS .

ADD FIREWALL POLICY=mypol RULE=2 ACTION=ALLOW INT=vlan-grey
PROT=UDP PORT=DNS .

e NODODUDPOUIODODDODUDUOODODODDDODDODOODODUOUODUDPOODOOOODDOODODODO
gobooobooboooboon

ADD FIREWALL POLICY=mypol RULE=3 ACTION=DENY INT=vlan-white
PROT=UDP PORT=ALL .

e JODODNSOODDOO192.168.10500 DNSOOOOO_30 000000 TCPOOOOODO
gooooooboobobo

ADD FIREWALL POLICY=mypol RULE=4 ACTION=ALLOW INT=vlan-grey
IP=192.168.10.5 PROT=TCP PORT=DNS .

e J00IDDOODODOOO192.168.10.500 SMTPO OO OO2500 00000 TCPOOOODODO
gooooooboobobo

ADD FIREWALL POLICY=mypol RULE=5 ACTION=ALLOW INT=vlan-grey
IP=192.168.10.5 PROT=TCP PORT=SMTP .

e DUOWebODODDD192.168.10.500 HTTPO OO OD8OD DO ODOODO TCPOOOOODO
O000ooO0o0ooooOoooooOoOooO 100000 20590000000

ADD FIRE POLI=mypol RU=6 AC=ALLOW INT=vlan-grey IP=192.168.10.5
PROT=TCP PO=WWW AFTER=9:59 BEFORE=21:00

11. 0000000000 ooOSNMPOOOOODOODODODODODODOOOoDODoOSMTPOODOODOOOOO
goboobooooooboobooboobbo

ENABLE SNMP J

CREATE SNMP COMMUNITY=public J

ENABLE SNMP COMMUNITY=public TRAP .

ADD SNMP COMMUNITY=public MANAGER=192.168.10.100
TRAPHOST=192.168.10.100

ENABLE FIREWALL NOTIFY=SNMP .

gooooboboo
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Doooooooood

ooboogood

goooon
DISABLE FIREWALL . . . . . . . . e e e 71
ENABLE FIREWALL . . . . . . . e 77
SHOW FIREWALL . . . . . e e e 90
SHOW FIREWALL ACCOUNTING . . ... ... ... . ... . 93
SHOW FIREWALL ARP . . . . . . o et 95

gooboooobooboo

ADD FIREWALL POLICY INTERFACE . . . . .. ... ... ... . . ... .... 51
CREATE FIREWALL POLICY . . . . . . e e e e 63
DELETE FIREWALL POLICY INTERFACE . . . ... ... ... ... . ... .. ..... 65
DESTROY FIREWALL POLICY . . . . . . . . et et 70
DISABLE FIREWALL POLICY . . . . . . . . ettt et 73
DISABLE FIREWALL POLICY TCPSETUPPROXY . . . . . ... .. ... ... .. ... 76
ENABLE FIREWALL POLICY . . . . . . . .. ettt e 79
ENABLE FIREWALL POLICY TCPSETUPPROXY . . ... .. .. ... ... . ...... 82
SET FIREWALL MAXFRAGMENTS . . . . . . .. . 83
SET FIREWALL POLICY . . . . . . . o e e 84
SHOW FIREWALL POLICY . . . . . . e e e e 99
gooooboboo
ADD FIREWALL POLICY APPRULE . . .. ... ... ... .. 49
ADD FIREWALL POLICYRULE . . . . ... . . e 58
DELETE FIREWALL POLICY APPRULE . . ... ... ... ... ... ... .. .... 64
DELETE FIREWALL POLICY RULE . . . . . .. ... o . 68
SET FIREWALL POLICY RULE . . . . . . . . e 88
00000000 NAT
ADD FIREWALL POLICY NAT . . . . . . . . e 55
DELETE FIREWALL POLICY NAT . . . . . . . . .o 67
goooon
DISABLE FIREWALL NOTIFY . . . . . . . . et e et 72
ENABLE FIREWALL NOTIFY . . . . . . . . e e e e 78
SET FIREWALL POLICY ATTACK . . . . . . . e 85
SHOW FIREWALL EVENT . . . . . . e 97
SHOW FIREWALL POLICY ATTACK . . . . . . . e 106
goooooo
ADD FIREWALL POLICY LIST . . . . . . . . et e e 53
gooooboboo CentreCOM 8700SLO 000 OD0OOO0OUDOOOOO 29
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DELETE FIREWALL POLICY LIST . . . . . . . . . .o e 66

ident0 0000
DISABLE FIREWALL POLICY IDENTPROXY . . .. ... ... ... .. ... ..... 75
ENABLE FIREWALL POLICY IDENTPROXY . . . . . . .. ... o oo .. 81

goboobooobooon

DELETE FIREWALL SESSION . . . . . . . . et 69
SHOW FIREWALL SESSION . . . . . . . . ettt 108
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ADD FIREWALL POLICY APPRULE

ADD FIREWALL POLICY APPRULE

000000000oooo00 /Joooooooo
0000000000000 g AT-FL-02000

ADD FIREWALL POLICY=policy APPRULE=app-rule-id ACTION={ALLOW|/DENY}
INTERFACE=vlan-if APPLICATION={FTP} [COMMAND={GET|PUT}] [PORT=port]

policy: 00 000OO0OO0DDOO0OO1015000000000000O000OD00OOOO

app-rule-id: 00 000000000000O102990

vlan-if: VLAN O OO0 00000 VLAN-name 0 VLANvid 000 Oname 0 VLANOOvid O VLANIDO OO
OPPPOOOOOOOO

port: TCP/UDP 0 00 00O 000655350

g

gobooboogoboobboooboobbobbooboon
O00D00D00OD0O00O0O00dFTPO STORODPUTMMRETROGETO OO OO ODODOOODODODOOOOOOO
000000000000 UoooOg FTPOOOOoDOOoOOOOO

goooog

POLICY OOOOOOOOOOOOO

APPRULE 0O0O0O0OOO0OOOOOODOO

ACTION 000000000DO0O00DO0DO0OO0O0O00OO00DOO00O0ALLOWOODOOO OO OO DENYO
goboobogn

INTERFACE IPOOOOOOOOO

APPLICATION 00000000000 O0O0O0OO0OOOOOFIPOOOOOOO

COMMAND 0O00O000000ODOOOOOOOO0ODODOOOOO0OOO0O0O FTPO GETORETRO O
PUTOSTOROODOODOOOOODOOOOODODOOAPPLICATION=FITPOOOOOOOOO

PORT APPLICATIONOOUOO0OO0O00O0OODOODOOOOOOO0O0OOOODOOOOOOOOOODOODOOO
goooooooon

g
s VLANoutOOOO FIPPUTOSTORO O O OO OO

ADD FIREWALL POLI=mynet APPRULE=1 ACT=DENY INT=vlan-out APP=FTP
COMMAND=PUT

goooog
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DELETE FIREWALL POLICY APPRULED 640000
SHOW FIREWALL POLICYD 990000
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ADD FIREWALL POLICY INTERFACE

ADD FIREWALL POLICY INTERFACE

0000000000000 0 /OoOOooDoOoOoOooooo
0000000000000 g AT-FL-02000

ADD FIREWALL POLICY=policy INTERFACE=vlan-if TYPE={PUBLIC|PRIVATE}
[METHOD={DYNAMIC|PASSALL}]

policy: 00 000OO0OO0DDOO0OO1015000000000000O000OD00OOOO
vlan-if: VLAN O OO0 00000 VLAN-name 0 VLANvid 000 Oname 0 VLANOOvid O VLANIDOO O
OPPPOOOOOOOO

g

gobooobogoboobobooboobbobboon

0000000000000 0D000U0O0O00O0OPRIVATED OO OO PUBLICOOODOOOOOOOOOO
gobooobooooooooo

0000000000000 0o00Uo PRIVATEDO O OO ODO0DO0O0DO0DODO0DO0DOOODOOOOOOOOO
00000000 ooooooooo PUBLICOODOOOOOO0ODOOOOOODOOOOOOOOOO
D000 PRIVATEOOOOOODOODOOOUOUODODODODOOOPRIVATEOOOOODOODODOOODOOOOO
gooo

goooog

POLICY OOO0OOOOOOOOOO

INTERFACE [POO00OOO0O0OOO

TYPE 000000000 OOPUBLICOOODOO PRIVATEDOODOODOODOODODOOOOODOODOOO
O0ODOOOPRIVATEDOO PUBLICOOOOOOOOOOOOOOPUBLIC OO PRIVATE O O
0000000000000 oooooooooooADD FIREWALL POLICY RULEOO OO
goboooobooooboooooooboobboobooboobbobboobbooobbooobo
ugon

METHOD PUBLICOOOOOOOOOOOOOOODOODYNAMICOOOOOOOODODOOOOOO
000000000 0D0D00D0OO0D0PRIVATEDOODODODOOOODODOOODOOOO PUBLICO OO
PRIVATEOOOODOOOOOOOPASSALLOOO0O00O0OO0DODOOOOOOOODOODOOOOOOO
OD0O0D0DUOODO0OUOOOPASSALLOOODOOOOO NATOODDODOOODOODOOODOODOOODOO

g

s J000000000000protector00000OPRIVATEDODOOOOOODODOO VLANO whiteO
O00O0O0O0OPUBLICOOOOD0OOOODOOO VLANOredOOODOOODO
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ADD FIREWALL POLICY INTERFACE

ADD FIREWALL POLICY=protector INT=vlan-white TYPE=PRIVATE
ADD FIREWALL POLICY=protector INT=vlan-red TYPE=PUBLIC

goooog

CREATE FIREWALL POLICYO 630000
DELETE FIREWALL POLICY INTERFACEO 65 0 0 00
SHOW FIREWALL POLICYO 99 0000

52 | CentreCOM8700SL 0000 0O0000ODDOOOO 2.9 gobooobobo
J613-M0019-01 Rev.P



ADD FIREWALL POLICY LIST

ADD FIREWALL POLICY LIST

0000o00000oooo00o /Jooooooo
0000000000000 g AT-FL-02000

ADD FIREWALL POLICY=policy LIST=list-name FILE=filename TYPE:{IP|
ADDRESS}

policy: 000000000 DOO0O0ODO1015000000000000000_ 0000000
list-name: 00 0000000101500 0000000000000 0000000
filename: 0000000000 .txtO

g

o000ooooOoOO0o0o0oooooDoooooOIPOOO0D MACODODOODODDOODODODODODODOOODOOODOO
goooboboo
0000000000000 ADD FIREWALL POLICYRULEDO OO ODOODODODODODOOODOOOOOO
goboooboogobooobooboobbobboobo

goooog

POLICY 0O0OO0OO0OO0OOOOOOOOO

LIST 0000000000000 00000000000000000000000000000

FILE O000O000D00000000000O .txtO

TYPE 000000000000 OOIPOIPO0OOOOOOOADDRESSO MACOOOODOOOO
gon

g
s J0000hqUO IPO0O0OO000OfloorlD 0000000 O0O0ODOOOODO floorlac.txtd

ADD FIREWALL POLICY=hg LIST=floorl TYPE=IP FILE=floorlac.txt

n[PO000O0O0OOOOOOO

172.16.10.3 # JOUODOOD TPO0O0O0O

172.30.64.5 www.joge.com # IPOUODO0ODO0ODO0ODOODOOOOOOOOOOO

172.16.12.0 - 172.16.12.255 foo.bar.com network # IPU0ODOO - IPOODOO
000Dooooooooooo

s MACOOOOOOODODOOOO
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ADD FIREWALL POLICY LIST

00-00-£f4-42-01-6b # ODUODOOOO MACODOODO
00-50-56-d9-23-68 vm.birds.net # DUO0OO0O0O0OMACOOOOODOOOODOOO

goooog

CREATE FIREWALL POLICYO 630000
DELETE FIREWALL POLICY LISTO 66 O O O O
SHOW FIREWALL POLICYO 99 0000
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ADD FIREWALL POLICY NAT

ADD FIREWALL POLICY NAT

00000000000000 /JOOOOODOOO NAT
0000000000000 g AT-FL-02000

ADD FIREWALL POLICY=policy NAT={ENH.ANCED|STANDARD} INTERFACE=vlan-if
GBLINTERFACE=vlan-if [IP=ipadd] [GBLIP=ipadd[-ipadd]]

policy: 00 000OO0OO0DDOO0OO1015000000000000O000OD00OOOO

vlan-if: VLAN O OO0 00000 VLAN-name 0 VLANvid 000 Oname 0 VLANOOvid O VLANIDOO O
OPPPOOOOOOOO

ipadd: IP 0000

g

0000000000000 0D0DU0D0DUU0DONATOOODOODOOOO

00000000 NATOOOOODOOOODODO0DO0D0D00000000D0000 NATOOOOOOoOoOOoOO
O0000D00NATOOOOODOONATOOOODODODODODODOODODODOOoooooooooooooo
ONATOOOOODODDODOOODODOODODDODDOOOOO0O0OooOoooooO0 NATODODODODODOOoooooo
goboooobogobooobooboobobobboobooobooboboobbobbobboon
NATOOOODOOOOOOO NATO ADD FIREWALL POLICY RULEC OOOOODOOOO
O000U00D0OO0ONATODODODODODODOOOOD 200000000000INTOGBLINTOD OO ODOOOooOoOO
0000000000 2000000000000D000D000D00O0DOO0DODOOODOOOODOOOOOO
O000000UO0DO0DONATOODODODODODODOoDOOoOooOooooooooooO
O00D00O0ODO0ONATOOODODODODODODODOOODODOO NATOODODODODODODODOODOO

O000000 NATOIPODOOOOD 1010000000000000O0NAT=STANDARDOOOODO
IPOCOO0DO0ODOO0OO IPMOINTERFACED O OO0 ODO0D0DOO0OODOODOOO0DOO0DMIGBLIPODOOODOO IPOO
GBLINTERFACED 00000000000 OD0OOOOOOOOO

O000000 NATOIPOOODOODODODODOODODODODODOOODOODOOONAT=STANDARDOOOOO
INTERFACED OO OO U000 O0000000MmMGBLINTERFACED DD ODODOOOoOOoOOoooooom
GBLIPOOOODOO IPOOOD0OxxXa-xxx.bdOOOOODODODODOOOINTERFACEDOOOOODOOOO
O000O0GBLIPOOOODDOOOODOOOODOOOOODODOOOODOOOO0O0O00OOOOOOO NATODO
gboboooooooooobobooboobbo

0000000 ENATOIPOOOOOODODOOODODOOOO0OOOD1010000000000000O0OODOO
O0000O0 ENATOOODODODODOOODADD FIREWALL POLICYRULEOODODODODOOODOO
O00000O0 ENATOIPOOOODDOODODDODODODODODDODOODODODODODODODODODODODODOODODOOD
NAT=ENHANCED O O OO OINTERFACED O 000000000 D0CO OO0 O 0D GBLINTERFACE
0000000000000 0D0MGBLIPODOOODOO IPO0DO0O00O00O00O0O0OODOOO0OOOOooo
O000000D0O00O0GBLINTERFACEO O OODDOODOO 100000000000 0D00O0ODOOGBLIP
ODO0ODODODODO0DUODODUOINTERFACEODODDODODODOODODOOODOOODOODOODOODOO
00000000000 D0ODO0OD0OD0O0OO0ODOD0OO0OINTERFACED GBLINTERFACED O OO OO OO ADD
FIREWALL POLICY INTERFACEO OO OOODOUOO0OO0O0O0OO0O0oO0ooooogo

goooboboo CentreCOM 8700SLO OO0 OO0O0OOOO0OOOO 2.9
J613-M0019-01 Rev.P

55



56

ADD FIREWALL POLICY NAT

goooog

POLICY 0OO0OO0OOO0OOOOOOODOO

NAT NATOOOOSTANDARDO IPOO0O0O00OOODOOODOOOOOOOOOOO10O00000O
10000000 NATOOOODODODDUOODODODOODODODODODOoOoODOoOODOOOO NATOOOO
ODO0ODUODODODODENHANCEDOD IPOOO0O0DODOOOOOOOOOODOOOOOO ENATOODO
gooogo

INTERFACE 00000 OO0OIPO0OOODOOODOOOODOOODOOOOOOOOOOIPODOOOOO
GBLINTERFACEO OODOOOOOOOOODOOOODOOODOODUOOODODODUOODDODOOO

GBLINTERFACE 000000 IPO0O000OO0OOOOOOOOOOOOOOOOOOIPOOOOOO
INTERFACEO O 00000000000 ooooooooooooooooon

1P O00000010 IONATODOODODODDO IPOOOOOOOOOONAT=STANDARD OO
O0OO0OO0OO0OONAT=STANDARDOOOGBLIPOOOO IPOODOODODODOOODODOODOOODOO
NATOODOOOOOO

GBLIP ODO0OO0O0OONATOOOOOODODODOO IPODOODOONAT=STANDARDO IPOOCOOO
0100000000000 00000D0D0D0D00 NATODODOODOOIPOODODOOOO
ONAT=STANDARDID 0000000000 ENATOOOODODOO IPOOODOOOOoOOO

g

0000 vlan-inO000D000000000000 vlan-owt0 0000000000000 000O0OO0O
O ENATOOO

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlan-in GBLINT=vlan-out

00000000 ENATOODODOOOO ENATOOOOOOOODOO0OO0OO0O0O0OOv]lan-out000 00
0000000 11110 TCPOODO 80UDODOOOODODDOODOOOODDODODOOOODD 192.168.1050
poosooooooo

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlan-in GBLINT=vlan-out
ADD FIRE POLI=net RU=1 AC=ALLOW INT=vlan-out PROT=TCP GBLIP=1.1.1.1
GBLPORT=80 IP=192.168.10.5 PORT=80

mvlan-in 000 192.168.10.10 0 vlan-out 000 1.1.1.10 000000000000 NATOO O ONAT
00000111100 000000000000000000000000000 1.1.1.100 0 ARP Request
goobooooogoo

ADD FIREWALL POLICY=net NAT=STANDARD INT=vlan-in GBLINT=vlan-out
IP=192.168.10.10 GBLIP=1.1.1.10

0000 vlan-inOO0DOD0000000O00O00 1.1.1.1101.1.1.130000000000000000
OO0 NATOOOONATOOOODO 1.1.1.1101.11.1830000000000000000000000O
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ADD FIREWALL POLICY NAT

000000 1.1.1.1101.1.1.130 0 ARPRequest 0000000000

ADD FIREWALL POLICY=net NAT=STANDARD INT=vlan-in GBLINT=vlan-out
GBLIP=1.1.1.11-1.1.1.13

goooognd

O000O00 ENATOOODOOOODDODOOODOOODODOO0ADD FIREWALL POLICY RULEO O OOO

gobobobooboony
NATOO IPOOOOOOODODODDODOOOOOOOOOOODOOODOOOOIPOOOOOOOOOOOOO

OO0 NATO IPOOODOO ARPRequest 0000000000

goooog

CREATE FIREWALL POLICYO 630000
DELETE FIREWALL POLICY NATO 67 00 00O
SHOW FIREWALL POLICYO 99 0000

goooboboo CentreCOM 8700SLO OO0 OO0O0OOOO0OOOO 2.9
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ADD FIREWALL POLICY RULE

ADD FIREWALL POLICY RULE

000000000oooo00 /Joooooooo
0000000000000 g AT-FL-02000

ADD FIREWALL POLICY=policy RULE=rule-id ACTION={ALLOW DENY NAT|NONAT}
INTERFACE=vlan-if PROTOCOL={protocol|ALL|GRE|OSPF|SA|TCP|UDP}
[IP=ipadd[-ipadd]] [PORT={ALL|port([-port]|port-name}] [GBLIP=ipadd]
[GBLPORT={ALL|port[-port]|port-name}] [REMOTEIP=ipadd[-ipadd]]
[SOURCEPORT={ALL|port[-port]|port-name}] [GBLREMOTEIP=ipadd[-ipadd]]
[LIST={list-name|RADIUS}] [NATTYPE={DOUBLE|ENHANCED|REVERSE|STANDARD}]
[NATMASK=1ipadd] [AFTER=time] [BEFORE=time] [DAYS=day-1list]

policy: 00 000OOO0O0DODOO0OO1015S000000000000O000OD00DOOOO

rule-id: 00 0 000102990

vlan-if: VLAN O OO0 00000 VLAN-name 0 VLANvid 000 Oname 0 VLANOOvid O VLANIDO OO
OPPPOOOOOOOO

protocol: IP 0 00 00000002550

ipadd: IP 0000

port: TCP/UDP 0 00O 00 000655350

port-name: 0 00 00

list-name: 0000 000001015000000000000000 0000000

time: 00 Dhhmm 00O 0hh 00 000230 mm O 00005900

day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

g

gobooooooobobooobooboobbooo

00000 IPO0OD0OOO0OOOOO00O0OO0OODOO00O00OO0O00O0OOPRIVATEDOPUBLICOOODO
0000000000000 0D00O00D00OONATOODDODOODODODODO0DODUOOoODOOODODODODODOOOOO
goboooboooobbooboo
O0000O0D0D0OONATODOOODODODODODODONATOOODODOODODODODODODODO0DODO0O0O00000O NAT
O000000oooONATOOOODODODODODOODODOOO NATOODOOOOODOODOoDoOoooooooo
000000000 0oooooooooo0U0000000DoooDooo NATOOOOooooooooo
0000000000000 ONATOODODODODODOODOOODOO

O0000000D0DO NATO ADD FIREWALLPOLICY NATO OO O OOOOOODOO ENATOODO
000000000000000000000 ENATOOOO/0000000000000000000
O0000000000000o NATODODODODDOO NATODOO NATOOOOOOOoOOooooooo
O000000U00OO0ONATOOOODODODODODOODODOoOoOoOoOooOOoooooOoOooOoOoOoODOoOO

goooog

POLICY OOO0O0OOOOOODOOOO
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ADD FIREWALL POLICY RULE

RULE COOOOO

ACTION 0O0O0O0OO0OO0ALLOWOOUOMMDENYOOOMMNONATONATOOOOOmMNATOOOO
NATOOOOOODUOUOOOONATOOOOOODOONATIYPEOODODOOOO NATODOOO
00000000 NATOOADD FIREWALL POLICY NATO OO OOOUOOOOOooOoOOoOO
ONATOOODODODODODODODODOODOONONATONATOOODOOODODODDODODOODDODODOOOOO
0000000000000 000000O0INTERFACED O OO0 O00O PUBLICOOOODOOO
OO00OO0OOLISTOODODOOOO RADIUSOOOO0ODOODDOOOOOOODODOOOOOOOOO
ALLOWODENYOOOOOOOOOODODO0Ooooooooooooooooooooooooooo

INTERFACE 000000OO0OO IPO00OOODODOOODOOOOOOOOO0O0OOOODOODOODOOOO
goobooobooooboooobooooboobboobooboobbobboobboobboobo
ODO0DONATOODOODODDODONATOOOOOOODOODOOODDODDODOGBLINTERFACED OO
O0000O0O0GBLIPODOODOOODOOOOOO

PROTOCOL IPOOOO0O0O0OOOO0OOOODOOOOOOOOOOOOOOOOTCPOUDPOOOOO
OO00O0OPORTOOOOOOOOO

1P OO00O00IPOOOOOPUBLICO0O0O0OOOODOOODODOOOOOOOOOPRIVATEDODDODO
0000000000000 00o0o000ooo00000000o000oo0ooOUOPUBLICODO
O0000000oooooooooo0o0o0U0o0ooooo NATOODODDOOoDOoooooooo
O00000O0GBLIPODOODUOOOO0DOODDOOODOOOOO0DOODDOOOOOIPODODOOOOOOO
goboobooobbooobooobo

PORT 000000000000 00OD0O0OOOOOOODOOODODOOOOOPUBLICOOOOOOOO
O0000ooDoDO0oDODOOoO00DODOOODOD0O00O0ONATOOOODODOODODODOOoOoOODODOODOOOO
GBLPORTO OO OOODOOODODOODDODOOODODOODOODODODODOOOPORTOODOOOODODOOO
gobooooooooooobooobo

GBLIP NATOOUOOOOOOOOOOOOOOOINTERFACEDODOOOODO PUBLICOOOOOOO
O000U0O0OUOPUBLICOOODO0OUOODODOO NATOOOODODODODDODODODDODOODOOODOOOO
0000000 o0oooooooooo IPOOODOODOOOOOOO

GBLPORT NATOOOOOOOODODOODODOODODODODOODODOODOOOOINTERFACEDOOOOOO
PUBLICOOOODDOOOOOODODOODOOOPUBLICOODODOOOOODO NATOODOOOOOO
0000000000000 ooooo0000oooo00oooooU0 PORTOODOOOOOOO
uon

REMOTEIP 00000 IPOODOOOPUBLICOOO0ONODONOODONOONOODODOOOOOOOPRIVATE
goobogooooooboooobooooboobboobooboobbobboobbooobbooobo
goboooooooobooooobo

SOURCEPORT 00000000000 OOOOO0OOOOOOOOOOOOODDOPROTOCOLO
TCPO UDPOOOOODDOOOOODOOODOOODOOODOOODOOOOOODOOO

GBLREMOTEIP 0000 NATOOOO NATOOODOOOOOOIPOOODOOPUBLICOOOOOOO
OONATOOOOOODOODODODODODODODUOODODODODUODODODDOOPRIVATEOODODODOOOODO
NATOODOOOONATOOOOOO IPOODOOOOODOOODODOOOOOOOOACTIONDO NAT
OONATTYPEO REVERSEOD DOUBLEO OO OOOOO

LIST 0000000000000 0ORADIUSOOOOOODOOOORADIUSOOOOOOOOOOOO
OOODOORADIUSODOOODOODODOOOOOOOOOOOOOOOOOOOO10000000 40
Oo0ooooUoIPO0ODOOOOOOPUBLICOOODOOO0O0OO0O0OO0O0OOODOOOOOOGOO
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ADD FIREWALL POLICY RULE

PRIVATECO OOOOOOOODOOOOOOODOOOOOODOOOOOOOOOOMACOODODO
00000 MACOOODODOOOOODOOOOO

NATTYPE NAT OO0 0ODOUBLED ENHANCEDO REVERSED STANDARD 0 0O 00 ACTION O O
O000O0NATOOODODOOOODODODODODOOODODODOO STANDARDO

NATMASK NATOOOOOODACTIONODOOOOOO NATOOOUOONATTYPEOOOOOOO
DOUBLEO REVERSEO STANDARD O OO O OO0OOOODOO0OOOOOOO

AFTER 00000O000OO0OOO0OODOOOOOOOO0OOOOOOOOO

BEFORE 0O000O0O0O0OO0OOOODOOOODOOOOODOOOODOOOOOODOO

DAYS 0000000000000 0O0O0ODOO000000D0000000000000O00WEEKDAY
00 MON,TUE,WED, THU,FRIOO O 0 O 0 O OWEEKEND OO SAT,SUNOO OO OO0 000 ALL

goooo googo
ECHO 7
DISCARD 9
FTP 21
TELNET 23
SMTP 25
TIME 37
DNS 53
BOOTPS 67
BOOTPC 68
TFTP 69
GOPHER 70
FINGER 79
WWW 80
HTTP 80
KERBEROS 88
RTELNET 107
POP2 109
pPOP3 110
SNMPTRAP 162
SNMP 161
BGP 179
RIP 520
VDOLIVE 7000
REALAUDIO 7070
REALVIDEO 7070

0400000000000 TCP/UDPOOOODO

| O
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ADD FIREWALL POLICY RULE

B VLANInOOOO MS-Networks 0000000000 13701390000000

ADD FIREWALL POLICY=mynet RULE=1 AC=DENY INT=vlan-in PROT=UDP
PORT=137-139

ADD FIREWALL POLICY=mynet RULE=2 AC=DENY INT=vlan-in PROT=TCP
PORT=137-139

0000000 200.100.10.100000000VLANoutO OOOODOOOODODOODOOO

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=vlan-out PROT=ALL
IP=200.100.10.10

0000000 200.100.1050000000 TCP8OODODODDOOOOOVLANoutO OOOOOOODODO
goooo

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=vlan-out PROT=TCP
IP=200.100.10.5 PORT=80

e J0000000myguest0 00000000 IPO0OO00OO0OOOOVLANoutODOOOOOOOOO
gon

ADD FIREWALL POLICY=mynet RULE=1 ACTION=ALLOW INT=vlan-out PROTO=ALL
LIST=myguest

goooognd

OPROTOCOL=ALLO OO0 O0O0OO0O0OO0OOOOOACTIONDODO ICMPOOOOOODODODDOOODOODDOO
ICMPOOODOOODOOOOOOODOOOOODOOPROTOCOL=ALLOO ICMPOOODOOOICMP O
O000O00O0O0ALLOWODENY OO O O0O0OOOPROTOCOL=ALLOO ICMP O OO0 O0OONATO
NONATOOOOOOOICMPOOOOICMPOOODOOOOOOOENABLE FIREWALL POLICY O O
00 O0DISABLE FIREWALL POLICY D O 0 00O ICMP_FORWARDING O OO O OOoOOOOooOO
goboooboogoobooobooboobobobboobooobooobboobbobbobboon
gobooobogobooobooboobbobboon

1.000000000ACTION=ALLOW O ACTION=DENYO

2. 000000000000000

3. NATONONAT 0 00 O ACTION=NAT 0 ACTION=NONATO

NATOO IPOOOOOOOODODODDODOOODOOOOOOOODOOODOOOOIPOOOOOOOOOOOOO
OO0 NATO IPOOODOO ARPRequest 0000000000

goooog
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CREATE FIREWALL POLICYO 630000
DELETE FIREWALL POLICY RULED 68 0 0O O O
SET FIREWALL POLICY RULEO 88 0 0O OO
SHOW FIREWALL POLICYD 990000

62 | CentreCOM 8700SLO OO0 ODOOOOOOOOO 2.9 oooooogd
J613-M0019-01 Rev.P



CREATE FIREWALL POLICY

CREATE FIREWALL POLICY

0000000000000 0 /OoOOooDoOoOoOooooo
0000000000000 g AT-FL-02000

CREATE FIREWALL POLICY=policy

policy: 0000000000000 DO1015000000000000000_ 0000000

0

goboooboooooboobobooboobbobbooboobooon
0000ADD FIREWALL POLICY INTERFACEO 0O OO PUBLICO PRIVATEO OO OOOOOO
gobooobooobooobooboobbobboobo

goooog

POLICY OOO0OOOOOOOOOO

g
000000000000 mynetd 000000

CREATE FIREWALL POLICY=mynet

goooog

ADD FIREWALL POLICY INTERFACEO 51 0 OO0
ADD FIREWALL POLICY LISTO 530000

ADD FIREWALL POLICY NATO 550000

ADD FIREWALL POLICY RULEO 58 00 OO
DESTROY FIREWALL POLICYO 700000
DISABLE FIREWALL POLICYO 73 0 00O
ENABLE FIREWALL POLICYO 790000

SHOW FIREWALL POLICYO 99 0000
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DELETE FIREWALL POLICY APPRULE

DELETE FIREWALL POLICY APPRULE

000000000oooo00 /Joooooooo
0000000000000 g AT-FL-02000

DELETE FIREWALL POLICY=policy APPRULE=app-rule-id

policy: 0000000000000 DO1015000000000000000_ 0000000
app-rule-id: 00 000000000000O102990

0

goboooobooobooobooboobbobboobooobo
goooog

POLICY OOO0O0OOOOOODOOOO
APPRULE 0O0O0O0OO0OO0OOOOODOO

goooog

ADD FIREWALL POLICY APPRULEO49 0 00O
SHOW FIREWALL POLICYO 99 0000
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DELETE FIREWALL POLICY INTERFACE

DELETE FIREWALL POLICY INTERFACE

0000000000000 0 /OoOOooDoOoOoOooooo
0000000000000 g AT-FL-02000

DELETE FIREWALL POLICY=policy INTERFACE=vlan-if
policy: 0000000000000 DO1015000000000000000_ 0000000

vlan-if: VLAN O OO0 00000 VLAN-name 0 VLANvid 000 Oname 0 VLANOOvid O VLANIDO OO
OPPPOOOCOOOOO

0

gobooobogobooobooboobbobboobo
goooog

POLICY OOO0OOOOOOOOOO
INTERFACE IPOOOOOOOODO

goooog

ADD FIREWALL POLICY INTERFACEO 51 0 OO0
SHOW FIREWALL POLICYO 99 0000
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DELETE FIREWALL POLICY LIST

DELETE FIREWALL POLICY LIST

0000o00000oooo00o /Jooooooo
0000000000000 g AT-FL-02000

DELETE FIREWALL POLICY=policy LIST=list-name

policy: 0000000000000 DO1015000000000000000_ 0000000
list-name: 00 0000000101500 0000000000000 0000000

0

gobooboogoboobboooboobbobbooboon
goooog

POLICY OOO0O0OOOOOODOOOO
LIST 000O00ooogog

goooog

ADD FIREWALL POLICY LISTO 530000
SHOW FIREWALL POLICYO 99 0000
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DELETE FIREWALL POLICY NAT

DELETE FIREWALL POLICY NAT

00000000000000 /JOOOOODOOO NAT
0000000000000 g AT-FL-02000

DELETE FIREWALL POLICY=policy NAT={ENH.ANCED|STANDARD} INTERFACE=vlan-if
GBLINTERFACE=vlan-if [IP=ipadd]

policy: 000000000 DOO0O0ODO1015000000000000000_ 0000000

vlan-if: VLAN O OO0 00000 VLAN-name 0 VLANvid 000 Oname 0 VLANOOvid O VLANIDOO O
OPPPOOOOOOOO

ipadd: IP 0000

g

0000000000000 000UoDUUoO NATOODDODODOOO
goooog

POLICY OOO0O0OOOOOODOOOO

NAT NAT OO OOSTANDARD OO0 ENHANCED

INTERFACE ODO0O0OOOOIPOODOOOOOO

1P 000000010 IONATOOOOODOOOOO IPOOODOODOOODOONAT=STANDARD OO
goobood

GBLINTERFACE 0OO0OOO0OOIPOOOOODOOO

goooog

ADD FIREWALL POLICY NATO 550000
SHOW FIREWALL POLICYO 99 0000
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DELETE FIREWALL POLICY RULE

DELETE FIREWALL POLICY RULE

000000000oooo00 /Joooooooo
0000000000000 g AT-FL-02000

DELETE FIREWALL POLICY=policy RULE=rule-id

policy:[I[I[I[I[I[I[I[I[I[I[I[I[I[Il[IlS[I[IDDDDDDDDDDDDD_DDDDDDD
rule-id: 000000102990

0

gobooboobbooobooobooboobbo
goooog

POLICY OOO0O0OOOOOODOOOO
RULE OOOOO

goooog

ADD FIREWALL POLICY RULEO 58 00 OO
SET FIREWALL POLICY RULEO 88 00 OO
SHOW FIREWALL POLICYO 99 0000
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DELETE FIREWALL SESSION

DELETE FIREWALL SESSION

0000000000oo0oo000 /Jooooooooooooo
0000000000000 g AT-FL-02000

DELETE FIREWALL SESSION={session-id|ALL}

session-id: 10 000 ID

0

gobboooboooooooboooboobobobbooboobooo
goooog

SESSION 00000 IDOSHOW FIREWALLSESSIONO OO OODOOOODOODALLODOOOOOO
gobogooooooooboooobo

goooog

SHOW FIREWALL SESSIONO 108 0 0 O O
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DESTROY FIREWALL POLICY

DESTROY FIREWALL POLICY

0000000000000 0 /OoOOooDoOoOoOooooo
0000000000000 g AT-FL-02000

DESTROY FIREWALL POLICY=policy

policy: 0000000000000 DO1015000000000000000_ 0000000

0

gobooooboooooobooobo
goooog

POLICY OOO0O0OOOOOODOOOO

goooog

CREATE FIREWALL POLICYO 630000
DISABLE FIREWALL POLICYO 73 0 00O
ENABLE FIREWALL POLICYO 790000
SHOW FIREWALL POLICYO 99 0000
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DISABLE FIREWALL

DISABLE FIREWALL

0000o0o0o0o0o0ooooo0o /Joooooo
0000000000000 g AT-FL-02000

DISABLE FIREWALL

g

gobooobooooboobobooboobbobboo

goooog

DISABLE FIREWALL NOTIFYO 7200 0 O
DISABLE FIREWALL POLICYO 73 000 0O
ENABLE FIREWALLO 770000
ENABLE FIREWALL NOTIFYO 78 0 0 O O
ENABLE FIREWALL POLICYO 790000
SHOW FIREWALLO 9000 OO
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DISABLE FIREWALL NOTIFY

DISABLE FIREWALL NOTIFY

0000o0o0o0o0o0ooooo0o /Joooooo
0000000000000 g AT-FL-02000

DISABLE FIREWALL NOTIFY={ALL|/MAIL|MANAGER|ASYN|SNMP}

g

gobooobogobooobooboobbobboobo
goooog

NOTIFY 000000 O0DALLOOOOOODOOOOOOOOODOODOOOOO

goooog

DISABLE FIREWALLO 71 0000
DISABLE FIREWALL POLICYO 73 000 0O
ENABLE FIREWALLO 770000
ENABLE FIREWALL NOTIFYO 78 0 0 O O
ENABLE FIREWALL POLICYO 790000
SHOW FIREWALLO 90O O OO
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DISABLE FIREWALL POLICY

DISABLE FIREWALL POLICY

0000000000000 0 /OoOOooDoOoOoOooooo
0000000000000 g AT-FL-02000

DISABLE FIREWALL POLICY=policy [ACCOUNTING] [DEBUG={ALL|ARP|PACKET|PKT|
PROCESS}] [FRAGMENT={UDP|ICMP|OTHER}] [ICMP_FORWARDING={ALL|PARAMETER|
PING|SOURCEQUENCH|TIMEEXCEEDED|TIMESTAMP|UNREACHABLE}] [LOG={ALLOW|DENY|
DENYDUMP|INAICMP|INALLOW|INAOTHER|INATCP|INAUDP|INDDICMP|INDDOTHER]
INDDTCP|INDDUDP|INDDUMP| INDENY|INDICMP|INDOTHER|INDTCP|INDUDP|OUTAICMP]|
OUTALLOW|OUTAOTHER|OUTATCP |OUTAUDP|OUTDDICMP|OUTDDOTHER|OUTDDTCP)|
OUTDDUDP|OUTDDUMP|OUTDENY|OUTDICMP|OUTDOTHER|OUTDTCP|OUTDUDP} ]
[OPTIONS={ALL|RECORD ROUTE|SECURITY|SOURCEROUTE|TIMESTAMP}] [PING]

policy: 00 000D O0OO0DDOO0OO101S000000000000O000OD00DOOOO

0

gobooobogoboobobooboobbobboon
ooooooooIicMPOOOOO0OOOOOOOOUOODOOOODOOUOODOODODOODOOOOODOODOOO
IPOODO0OOODOOOOOOOOOOOO

goooog

POLICY 0O0O0OO0OO0OOOOOOOOO

ACCOUNTING 00000000 ODOOOO0ODODOOOODODOOOO

DEBUG 0000000000000 O0OARPOARPRequestd 0000 MMPKTOPACKEIO OOODO
O0560000000000MPROCESSOOOOOOOOOO0DMALLODDOOOOODODOOO

FRAGMENT 0000000000000 00O00O0OOODOOO0O0OO0O0OO0ODODOOOOO0O0O0O0O0OOO0O0
0000000000000 oooooooooooooo IPOOO0OOOOL4000
oooooolee000000000000DODODOODOOO 800D DOOODODODOODOOOODOO
0000000000000 ooDoooDoDD000000D0U00D000000 SET FIREWALL
MAXFRAGMENTSOOOOOOOODOOODDODOOO0O0O020000000000000000000
gobooboo

ICMP_FORWARDING 00000 ICMPOOOOOOOOOOOOOOOOOOOOOODOOOOODO
AlLO0O0O0OO0OO0O0O0O0oOoU0oo IcMPOOOOO0O0DOOOODOOOOOoOoOoOoOom

LOG 0000000000000 0000000000000000000000O00O0O00O0O0O0O

OPTIONS IPO0OCOODOOODOOODOOOOOOOIPODOOOOOOOOOOOOIPODOOOOO0O
0000000000000 oooooooo IPOOOOOO
gobooobooooobooobo

PING 000000O0DO PingOODOOOICMP ECHO/ECHO REPLYD O OOOOODOODOOO0OO0OO
0000 o0000o0UdooUoog PINGODOOoooOoO
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DISABLE FIREWALL POLICY

g

mPing0 000000000000

DISABLE FIREWALL POLICY=mypolicy ICMP_FORWARDING=PING

goooognd

ENATOOOOPINGODOODODODODOOOODDOOICMP.FORWARDINGOOODODODOOODODOOOOO
PINGOOOOOODOOOO

goooog

DISABLE FIREWALLO 71 0000

DISABLE FIREWALL NOTIFYO 7200 0 O
ENABLE FIREWALLO 770000

ENABLE FIREWALL NOTIFYO 78 0 0 O O
ENABLE FIREWALL POLICYO 790000

SET FIREWALL MAXFRAGMENTSO 830000
SHOW FIREWALLO 9000 OO
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DISABLE FIREWALL POLICY IDENTPROXY

DISABLE FIREWALL POLICY IDENTPROXY

00000000000000 /identOOOOO
0000000000000 g AT-FL-02000

DISABLE FIREWALL POLICY=policy IDENTPROXY

policy: 0000000000000 DO1015000000000000000_ 0000000

0

dent0 0000000000000
dent000000000000000000D0D0O0O000000O0 ident(RFC1413)000000000
00000000000dent0 0000000 RSTOOOOTCPOOOODOODOOOODODOOODOO
gooobboo

goooog

POLICY OOO0O0OOOOOODOOOO

goooog

ENABLE FIREWALL POLICY IDENTPROXYO 81 0O 0O OO
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DISABLE FIREWALL POLICY TCPSETUPPROXY

DISABLE FIREWALL POLICY TCPSETUPPROXY

0000000000000 0 /OoOOooDoOoOoOooooo

DISABLE FIREWALL POLICY=policy TCPSETUPPROXY

policy: 0000000000000 DOIO150000000000000000OO0O0O

g

O0000ooOooDoODoOO0oDODODO0DO0O00OPUBLICOOOO TCPSYNODOOODODODODODODDODODOO
gobooboogooobooooo

0000000000 DO00OD0O0D000PUBLICOPRIVATEDO O ODOOODOOOO TCPOODODOOODO
OO0 TCPSYNUDOOODOODODOODODODOODOODODODOOODDOOOODOO0ODOO0O0ODO0O0ODO0O0O0O0O0O0O0OO0OO0
gobooooboooooooboooboobobobboobooboobboobobooobo

goooog
POLICY OOO0O0OOOOOODOOOO

goooog

ENABLE FIREWALL POLICY TCPSETUPPROXYO 82 00 OO
SHOW FIREWALLO 9000 OO
SHOW FIREWALL POLICYO 99 0000
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ENABLE FIREWALL

ENABLE FIREWALL

0000o0o0o0o0o0ooooo0o /Joooooo
O000000U000oU0oO0og AT-FL-02000

ENABLE FIREWALL

g

gobooobooooboobobooboobbobboo

goooog

DISABLE FIREWALLO 71 0000
DISABLE FIREWALL NOTIFYO 7200 0 O
DISABLE FIREWALL POLICYO 73 0 00O
ENABLE FIREWALL NOTIFYO 78 0 0 O O
ENABLE FIREWALL POLICYO 790000
SHOW FIREWALLO 9000 OO

gbooooooo CentreCOM 8700SLO000 OO0OO0OOOOOO 29 |77
J613-M0019-01 Rev.P



ENABLE FIREWALL NOTIFY

ENABLE FIREWALL NOTIFY

0000o0o0o0o0o0ooooo0o /Joooooo
0000000000000 g AT-FL-02000

ENABLE FIREWALL NOTIFY={ALL/MAIL|MANAGER|ASYN|SNMP}[, ...]
[ASYN=asyn-number] [TO=email-addr]

email-addr:- 000000000
asyn-number: 00000000000

g

goboobooobooobooboobbon
0000000 Manager 0000000000000 00O00O00O0O0O0O00OOOOOOOOOO

goooog

NOTIFY 000000000000000D000000000D0O0O00O0MANAGEROOManager O
0000000000 0oooooooooooo00000U0D0DU0DoDoDOMAILDODOOOOOO
O0000oooTO0LOUU000DoDOoooDooOo0U0U000ooooooooOoDoOoOUoDooooon
ODUOASYNOOOUOOOODOUOOODODODODUOUODDODUOODASYNOOODODOoDoOooooouoooo
0000000000000 oooDooDo0o000000DUODOSNMPOOOOOOOOO
SNMPOOOOOODOOOSNMPOOOOOODOOOOODODOOOODOD MANAGERDO

ASYN 00000000000 D0OO0OO00OODONOTIFY=ASYNOOOOOOO

TO 000000ODOOOODOOOOOOOOONOTIFY=MAILOOOOODOOO

goooog

DISABLE FIREWALLO 71 0000
DISABLE FIREWALL NOTIFYO 7200 0 O
DISABLE FIREWALL POLICYO 73 0 00O
ENABLE FIREWALLO 770000
ENABLE FIREWALL POLICYO 790000
SHOW FIREWALLO 9000 OO
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ENABLE FIREWALL POLICY

ENABLE FIREWALL POLICY

0000000000000 0 /OoOOooDoOoOoOooooo
0000000000000 g AT-FL-02000

ENABLE FIREWALL POLICY=policy [ACCOUNTING] [DEBUG={ALL|ARP|PACKET|PKT|
PROCESS}] [FRAGMENT={UDP|ICMP|OTHER}] [ICMP_FORWARDING={ALL|PARAMETER|
PING|SOURCEQUENCH|TIMEEXCEEDED|TIMESTAMP|UNREACHABLE}] [LOG={ALLOW|DENY|
DENYDUMP|INAICMP|INALLOW|INAOTHER|INATCP|INAUDP|INDDICMP|INDDOTHER]
INDDTCP|INDDUDP|INDDUMP| INDENY|INDICMP|INDOTHER|INDTCP|INDUDP|OUTAICMP]|
OUTALLOW|OUTAOTHER|OUTATCP |OUTAUDP|OUTDDICMP|OUTDDOTHER|OUTDDTCP)|
OUTDDUDP|OUTDDUMP|OUTDENY|OUTDICMP|OUTDOTHER|OUTDTCP|OUTDUDP} ]
[OPTIONS={ALL|RECORD ROUTE|SECURITY|SOURCEROUTE|TIMESTAMP}] [PING]

policy: 00 000D O0OO0DDOO0OO101S000000000000O000OD00DOOOO

0

gobooobogooobooboooboobbobbooboo
ICMPOUOOO0O0O0O0O0O00ODOODODOOODOOOOOUOOOO0OO0OODODOODO0DODODODODOoDOOIPODOOOO
gobooopoooobooobo

goooog

POLICY 0O0O0OO0OO0OOOOOOOOO

ACCOUNTING 0000000000000 DOOOO0ODOOOO0ODOOOOOODODOOODODOOOOO
000000000 ooo 30INFOIO

DEBUG 0000000000000 0O0ARPOARPRequestd 0000 MMPKTOPACKEIO OOODO
O0560000000000MPROCESSOOOOOOOOOOD0DMALLODDOOOOODODOOO

FRAGMENT 00000000000 00O00OO0OO000DOOOO0000DOOOOO0OOODOOOO0OO
0000000000000 oooooooooooooo IPOOO0OOOOL4000
oooooolee000000000000ODODODOODOOO 800D DOOODODOOOOOOOO
0000000000000 ooDoooD0oD0D000000D0U0D0000000 SET FIREWALL
MAXFRAGMENTSOOOOOOOODOOODDODOOO0O0O020000000000000000000
gobooboo

ICMP_FORWARDING 0000 ICMPOOOOOOOOOOOOOOOOOOOOOOOOOODO
ALLOODOO0O0O0Oooooooo ICMPOOOOODODODOOOOOOOODOODOODODOODOOO
o0mooooooooICMPOOODODDODOOODOODOOO

LOG 0000000000000 000o0ooooooooooooooooooooo

OPTIONS 0000000 IPOOO00OO0OODODOOOOOOOOO0OODODOOOOOOOOOODOODOODO
000000000 U0ooo IPO0D0DO0DO0DO0DOOODOODOOODOOOOOO

PING 00000000 Ping0D00O0OICMP ECHO/ECHO REPLYDOOOOOOOOOO0OOOO
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ENABLE FIREWALL POLICY

goboooboo

o
m [CMP O Ping0 Echo/EchoReplyd O Unreachable OO0 00O OO

ENABLE FIREWALL POLICY=mypolicy ICMP_FORWARDING=PING, UNREACH

sj0000boooobooboooboobboobobobbobboon

ENABLE FIREWALL POLICY=mypolicy LOG=DENY

goooognd

DEBUGUDOO00O0O0OO0OOONODONOD0OONONONONONONONONONONONONONONONONONoNoooooooooooo
gobooobooobooobooboobbobboon

goooog

DISABLE FIREWALLO 71 0000

DISABLE FIREWALL NOTIFYO 7200 0 O
DISABLE FIREWALL POLICYO 73 0 00O
ENABLE FIREWALLO 770000

ENABLE FIREWALL NOTIFYO 78 0 0 O O

SET FIREWALL MAXFRAGMENTSO 830000
SHOW FIREWALLO 9000 OO
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ENABLE FIREWALL POLICY IDENTPROXY

ENABLE FIREWALL POLICY IDENTPROXY

00000000000000 /identOOOOO
0000000000000 g AT-FL-02000

ENABLE FIREWALL POLICY=policy IDENTPROXY

policy: 0000000000000 DO1015000000000000000_ 0000000

0

dent0 0000000000000
dent000000000000000000D0D0O0O000000O0 ident(RFC1413)000000000
poboooooooodproxyuseroooooooooooon

goooog

POLICY OOO0OOOOOOOOOO

goooognd

00000 ident00 00000 0ODISABLE FIREWALL POLICY IDENTPROXY O O OO O QOGO OQOO
O0000O0ident0 00000000 RSTOOOODODOODOOODOODOOOOO

goooog

DISABLE FIREWALL POLICY IDENTPROXYO 750 0 00
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ENABLE FIREWALL POLICY TCPSETUPPROXY

ENABLE FIREWALL POLICY TCPSETUPPROXY

0000000000000 0 /OoOOooDoOoOoOooooo

ENABLE FIREWALL POLICY=policy TCPSETUPPROXY

policy: 0000000000000 DOIO150000000000000000OO0O0O

g

O0000ooOooDoODoOO0oDODODO0DO0O00OPUBLICOOOO TCPSYNODOOODODODODODODDODODOO
gobooboogooobooooo

0000000000 DO00OD0O0D000PUBLICOPRIVATEDO O ODOOODOOOO TCPOODODOOODO
OO0 TCPSYNUDOOODOODODOODODODOODOODODODOOODDOOOODOO0ODOO0O0ODO0O0ODO0O0O0O0O0O0O0OO0OO0
0000000000000 00D0O0ODISABLE FIREWALL POLICY TCPSETUPPROXY D OO O OO
goboooboooobbooboo

goooog

POLICY OOO0O0OOOOOODOOOO

goooog

DISABLE FIREWALL POLICY TCPSETUPPROXYO 76 00 OO
SHOW FIREWALLO 9000 OO
SHOW FIREWALL POLICYO 99 0000
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SET FIREWALL MAXFRAGMENTS

SET FIREWALL MAXFRAGMENTS

0000000000000 0 /OoOOooDoOoOoOooooo
0000000000000 g AT-FL-02000

SET FIREWALL MAXFRAGMENTS=8..50

g

0000000000000 000000000000000000 0000 ENABLE FIREWALL POLICY
O0000 FRAGMENTOOOOOODOODMmMOODODODOODODODODOOODODOODOODOOOO

goooog

MAXFRAGMENTS 0000000000000 00000O00D0OO00OOO0OOOOOOOOOOO
gooogoooobobooboboobboobboobooboodooooooboobb bbb o
0000000000000 ooo 2000000000000 000000DO0DOOO0OO0OO0O
O000oo0ooooooIPOO0O000OOO400000000016600000000000O0O0O
000000 8UooooooooooooODoOooODODOOODODOO

goooog

DISABLE FIREWALL POLICYO 73 0 00O
ENABLE FIREWALL POLICYO 790000
SHOW FIREWALLO 9000 OO

SHOW FIREWALL POLICYO 99 0000
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SET FIREWALL POLICY

SET FIREWALL POLICY

0000000000000 0 /OoOOooDoOoOoOooooo
0000000000000 g AT-FL-02000

SET FIREWALL POLICY=policy [TCPTIMEOUT=minutes] [UDPTIMEOUT=minutes]
[OTHERTIMEOUT=minutes]

minutes: 11 000432000000 3000000000
policy:[I[I[I[I[I[I[I[I[I[I[I[I[I[Il[llS[I[IDDDDDDDDDDDDD_DDDDDDD

g

gobooooooobobooobooboobbooo
goboooboogoobooooooboobbobbooboobooobobooobo

goooog

POLICY 0O0OO0OO0OO0OOOOOOOOO

TCPTIMEOUT TCPOOOODUOOODOODODOOMMOOOOOO 600

UDPTIMEOUT UDPOOOOCOOOOOOOODMOOOOOD20000000000000O0UDP
0000000000000 UUoDUoUo 50Do0DooDoDoOoODOOOOOOO
0001000000000 00000D0000000000ODODOODODDO00000O0OOS50000

OTHERTIMEOUT TCPOUDPOOOOODOOOOOOOOOODMMOOOOOD 200

goooog

DELETE FIREWALL SESSIONO 69 0 0 0O O
SHOW FIREWALL POLICYO 99 0000
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SET FIREWALL POLICY ATTACK

SET FIREWALL POLICY ATTACK

0000o0o0o0o0o0ooooo0o /Joooooo
gooooboooobbooboo

SET FIREWALL POLICY=policy ATTACK={DOSFLOOD|FRAGMENT HOSTSCAN|IPSPOOF|
LAND|PINGOFDEATH|PORTSCAN| SMURF|SYNATTACK|TCPTINY|UDPATTACK}
[INTRIGGER=count] [OUTTRIGGER=count] [DETAIL=count] [TIME=minutes]

policy:[I[I[I[I[I[I[I[I[I[I[I[I[I[Il[llS[I[IDDDDDDDDDDDDD_DDDDDDD
count: 0 0 0 0042949672950
minutes: 0 0 010 4294967295 0 O

g

ooooooooooooooooo
odooo00oooU0oo0O0oooOO0UooOoU0OooU00oDooOUOUOooOU0U0oDODDUOODoODOOOD
ooooo
odooo00oooU0oo0O0oooOO0UooOoU0OooU00oDooOUOUOooOU0U0oDODDUOODoODOOOD
O000U00U0UOO0OPUBLICOOO0OODODOODOOODOOOPRIVATEO O OO ODODODOOOOOOOOO
ooooo
odoooooooo0oo0oO0oooOO00ooO0oU0ooU0oDooOU0UooOUU0ooODoDUODooDOOooOO
O000O0OOstartofattack(D 00 000000000000 00000D0D0O0O0D0DO0O0O0ODOOO0O0O
oooo
0000000000000000000000000000000000000000D00000attack
inprogresstH 0000000000000

00000000000 0000000000000000000D00000O0endofattackflmO0 000
000oo00oooo0oo00oooU00oooooooogoDoo

goooog

POLICY OOO0O0OOOOOODOOOO

ATTACK 00000000000

INTRIGGER PUBLICOOOOOOOOOOOOOOOCTIMEOOOODOODOOOODOOODOO IN-
TRIGGERO OO OO PUBLICOODUOOUOODOODODOOODODOOODOODODODODOOOOO
oo

OUTTRIGGER PRIVATEO OO OOOOOOOOOOOOTIMEOOOOOOOOOODOOOOO
OUTTRIGGERDO OO OO PRIVATEO DO ODOOOOOOOODOOOOOOOODOOODODOOOD
gooo

DETAIL 0 0000000000000 0O0OODO0OO0OO0DO0DO0DO0DO0DODO0DO0DO0DO0OOOODOODO SHOW
FIREWALLEVENTOOOOOOOOOOOOODO

TIME 000000000000 0OO0ODOOODOOOO0O0OO
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SET FIREWALL POLICY ATTACK

DOSFLOOD ooooooobosooooooooooooooooooo

FRAGMENT gooboobooobobobooooboboboboobooboboboobooboboon
g

HOSTSCAN gooboooooboobooboboboobooobooboboobon

IPSPOOF [POOOOO0OOOOOIPODOOODODODODOO

LAND LANDOOOOOOOOOOOooOoOOoOoOOooooo IPooooOoOonO DOSO
gogbogobooobooooo

PINGOFDEATH 000000 Ping00DO0D0O0O0O0OO0O00DOO0OO0ODODOOOOOOOOO
gobooboooobooooo

PORTSCAN gboogboooooboboboboboooooooa

SMURF Smurf 0000000000000000000D000000000O PingOOO
goboobbooobboooobboobobboooobooobbbobooobo
gobogoooooboooboobbobboo

SYNATTACK Syn0DO0O00O0D0IPODOOOOOOO TCPSynOO0O0ODOO0OO0OO0O0DOOOO
Ooooooooo TCPOOOOOOODDOOOOODODOO

TCPTINY Tiny Fragment 000 0000000000000 TCPOOOO 200000
000000o00Syn0000000D00000O0O0O0O00OO0O0O0O

UDPATTACK ubroOOoOoOooooOoon

0150000

ATTACK INTRIGGER OUTTRIGGER TIME  DETAIL oooono

DOSFLOOD 80 160 2 5 DOSATTACK

FRAGMENT 1 1 2 0 FRAGMENT

HOSTSCAN 64 128 2 5 HOSTSCAN

IPSPOOF 1 1 2 0 DOSATTACK

LAND 1 1 2 0 DOSATTACK

OTHER 64 128 2 5 DOSATTACK

PINGOFDEATH 1 1 2 0 DOSATTACK

PORTSCAN 64 128 2 5 PORTSCAN

SMURF 1 1 2 0 SMURFATTACK

SYNATTACK 32 128 2 5 SYNATTACK

TCPTINY 1 1 2 0 TCPATTACK

UDPATTACK 32 128 2 5 DOSATTACK

Ole:0000000000000000O
g

0000000000000 ODOOS000 1000000000000 DODOOODODD
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SET FIREWALL POLICY ATTACK

SET FIREWALL POLICY=mypolicy ATTACK=PORTSCAN INTRIGGER=100 TIME=5

goooognd

000000000 ENABLE FIREWALLNOTIFY OO OOOOooooO

goooog

CREATE TRIGGER FIREWALLD OOOO OO0 1640000
ENABLE FIREWALL NOTIFYO 78 0 0 O O
SHOW FIREWALL POLICY ATTACKO 106 D 0O O
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SET FIREWALL POLICY RULE

SET FIREWALL POLICY RULE

000000000oooo00 /Joooooooo
0000000000000 g AT-FL-02000

SET FIREWALL POLICY=policy RULE=rule-id [PROTOCOL={protocol|ALL|GRE|OSPF|
SA|TCP|UDP}] [IP=ipadd[-ipadd]] [PORT={ALL|port[-port]|port-name}]
[GBLIP=ipadd] [GBLPORT={ALL|port[-port]|port-name}]
[REMOTEIP=1ipadd[-ipadd]] [SOURCEPORT={ALL|port[-port]|port-name}]
[GBLREMOTEIP=ipadd[-ipadd]] [NATMASK=ipadd] [AFTER=time] [BEFORE=time]
[DAYS=day-1ist]

policy: 0000000000000 DO1015000000000000000_ 0000000

rule-id: 00 0 000102990

protocol: IP0 0000 O0ODO0O0O2550

ipadd: IP 0000

port: TCP/UDP 0 00 00 000655350

port-name: 10000

time: 00 Dhhmm 00O 0hh 00 000230 mm O 00005900

day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 0000
gooooooooooooooo

0

goooobooobooobooboon
goooog

POLICY 0O0O0OO0OO0OOOOOOOOO

RULE COOOOO

PROTOCOL IPOO00O000O0ODO0OOOODODOODOOOOOOOOOOOOOTCPOUDPOOOOO
OO00O0OPORTOOOOOOOOO

1P OO00O00IPODOOOOPUBLICO000O0OOODOOODOOOOOOOOOOPRIVATEDDDODO
0000000000000 00o0o000ooo00000000o000oo0ooOUOPUBLICODO
O0000000oooooooooo0o0o0U0o0ooooo NATOODODDOODOoooooooo
O00000O0GBLIPODOODUOOOO0DOODDOODODOOODOO0DOODDOOOOOIPODODOOOOOOO
goboobooobbooobooobo

PORT 000000000000 00OD0O0OOOOOOODOOODODOOOOOPUBLICOOOOOOOO
O0000o0ODoO0oDODO0oO00DODOOODO0O00O0ONATOOODODODOOODODO0OoOoOODODoOODOOOO
GBLPORTO OO OODOOODOOODDODOOODODOOODOODODODOOOPORTOODOOODOODOOO
gobooooooooooobooobo

GBLIP NATOOUOOOOODOOODODOOOOODOINTERFACEDOOOOOO PUBLICOOOOOOO
O000U0O0OUOPUBLICOOOO0OUOODODOONATOODOODODOODDODODODDODOODOOODOOOO
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SET FIREWALL POLICY RULE

0000000 ooooooooooo IPOOODOODOOOOOOO

GBLPORT NATOOOOODOOOOOOOODOOOUOOOOOOOOOOODINTERFACECDOOOOOO
PUBLICOOOOOOOODOOOODOODOOPUBLICOOOOOOOOO NATOOOOOODOODOO
0000000000000 0oooo0000oooo000ooooU0 PORTOODOOOOOOO
uon

REMOTEIP OO0O0O0OOIPOOOCOPUBLICOOODOOOOOOOOODOOOODDODOOOPRIVATE
goobogooooooboooobooooboobboobooboobbobboobbooobbooobo
goboooooooobooooobo

SOURCEPORT 00000000000 OOOOOOOOOOOOOOOOOODDOPROTOCOLO
TCPO UDPOODOOODDOOOOODOOOOOODOODODOOODOOODOOODOOO

GBLREMOTEIP 0000 NATOOOO NATOOODOOOOOOIPOOODOOPUBLICOOOOOOO
OONATOOOOOODOODODODODODODODUOODODODODUODODODDOOPRIVATEOODODODODOOODO
NATOODOOOONATOOODOOO IPOODOOOOODOOODODOOOOOOOOACTIONDO NAT
OONATTYPEO REVERSEOD DOUBLEO OO OOOOO

NATMASK NATOOOOOOADDFIREWALL POLICY RULECO OO OO ACTIONODOOOOOO
NATOOOOONATTYPEO OO OO OO DOUBLED REVERSED STANDARD OO OO OOO
gobooooboogoon

AFTER 00000O0O00OO0OOO0OODOOOO0OOOOOOOOOOOOO

BEFORE 0O000O0O0O0OO0OOOODOOOODOOOOODOOOODOOOOOODOO

DAYS 0000000000000 000ODOO000000D0000000000O00000WEEKDAY
00 MON,TUE,WED, THU,FRIOO O 0 O 0 O OWEEKEND OO SAT,SUNOO OO OO0 000 ALL

goooognd

OPROTOCOL=ALLO OO O0O0OO0O0OO0OOOOOACTIONDODDO ICMPOOOOOODODODDOOODOODDOO
ICMPOOODOOODOOOOOOODOOOOODOOPROTOCOL=ALLOO ICMPOOODOOOICMP O
O000O00O0O0ALLOWODENY OO O O0O0OOOPROTOCOL=ALLODO ICMP O OO0 O0OONATO
NONATOOOODOOOICMPOOOOICMPOOODOOOOODOOENABLE FIREWALL POLICY O O
00 O0DISABLE FIREWALL POLICY O O 0 00O ICMP_FORWARDING O OO OOOoOOOOooOO
goboooboogoobooobooboobobobboobooobooobboobbobbobboon
gobooobogobooobooboobbobboon

1.000000000ACTION=ALLOW O ACTION=DENYO

2. 000000000000000

3. NATONONAT 0 00 O ACTION=NAT 0 ACTION=NONATO

NATOO IPOOOOOOOODODODDODOOODOOOOOOOODOOODOOOOIPOOOOOOOOOOOOO
OO0 NATO IPOOODOO ARPRequest 0000000000

goooog

ADD FIREWALL POLICY RULEO 58 00 OO
DELETE FIREWALL POLICY RULEO 68 0 0 O O
SHOW FIREWALL POLICYO 99 0000

goooboboo CentreCOM 8700SLO OO0 OO0O0OOOO0OOOO 2.9
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SHOW FIREWALL

SHOW FIREWALL

0000o0o0o0o0o0ooooo0o /Joooooo
0000000000000 g AT-FL-02000

SHOW FIREWALL

gobooboogoboobboooboobbobbooboon

gooooogon

Manager > show firewall

Firewall Configuration

Status ... enabled
Enabled Notify Options .... manager
SIP ALG enabled ........... FALSE
SNMP Session Report ....... disabled
Maximum Packet Fragments .. 20
Sessions:

Maximum ................. 15251

Peak ... i, 0

Active ...... ... 0

Policy : test

TCP Timeout (S) ...t 3600
UDP Timeout (S) .........ieinn... 1200
Other Timeout (s) ................. 1200
ICMP Unreachable Timeout (s) ...... 0
TCP Handshake Timeout Mode ........ Normal
SMTP Domain . ......ueiimmeeeennnnns not set
TCP Setup PrOXY v vvtieeneeeennnn enabled
SIP ALG &t vttt ettt e et e et e e e disabled
Number of Limitrules .............. 0
Private Interface : vlanl
Public Interface : vlan2

Method .. ... ..t dynamic
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SHOW FIREWALL

Status

0000000000000 0OenabledD 00 O disabledO

Enabled Notify Options

000000000000 0000/000mailld0000on
0 [MmanagerOManager 0 0000000000000 D00OO
UM port0 000000 MsnmpOSNMPOOODMmMallDOO
UMnone OO OOOO

Notify Port

vooodoodoodoogooood portooooooon
goboobogn

Notify Mail To

0000000000000 000000mallO0000000
goboobogn

SIP ALG enabled

googod

SNMP Session Report

googod

Maximum Packet Fragments

gbobooobooooooooo

Sessions D O OO0

goboooboooobooboboobbobbon

Maximum goboooboo

Peak gobooooboogoo
Active gobooboogn

Policy gboboogobooooooon

TCP Timeout (s)

TCPOOODOOODOOOO

UDP Timeout (s)

UubPOOOOOOOOOO

Other Timeout (s)

TCP/UDPOODOODOOOOOODODO

ICMP Unreachable Timeout (s)

googod

TCP Handshake Timeout Mode

TCP30O 000000000000 OOOOD TCPOOOUOODODO
DDDDDSynAttaCkDDDDDDDDDDDDDDDDDDD
0000000000000 00000000000NormaldO
0000000000000 Semi Aggressived 000000
gooobbboooduobbodobboooobooooboobo
00000 Aggressivel 00 000000000000 O0OO0
ggbodooooooooobobooo

TCP Setup Proxy

PUBLICOOOO TCPSYNODOOODOOOOODOOODODOOTCP
goboogbooooooooboobobo

SIP ALG ooooo
Number of Limitrules ooooog
IP List Jdoooooooooooo IPobooooooo

Hardware List

o0o0oU0ooUooooo MACODOOoDOOOO

File name

goboooboo

Number IP hosts

oooooooooooIPoOoOo

Number Networks

oo0oooooooooIPoooooonO

Number MAC addresses

O00000o0ooooo MACOOOOO

Private Interface

gobooboboo

PRIVATED O OO DOOOOODOOOOOVLANDO
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SHOW FIREWALL

Public Interface PUBLICODOOOO0OOOOOOOOOOVLANO
Method PUBLIC-PRIVATEC D ODOOOOOOOO dynamid] goood
goooobobooooooo passallDDDDDDDDDDDED
NAT NATO O OOstandardd 00000000 enhancedd 00 000
OD00D0D0DMODOONATODODOOOOOO
NAT/Method NAT O 0 0 O staticOdynamicOenhanced staticenhanced dy-
namicl enhanced interface 000 0O 0
NAT/Private Interface NATOODODOODOODOoOoOooooooo
NAT/IP NATOOOODOoOoOoIPOOOO
NAT Global IP NATOOOOOOOIPOOOO
0 17:
gooooo

ADD FIREWALL POLICY INTERFACEO 51 0 OO0
CREATE FIREWALL POLICYO 630000

DELETE FIREWALL POLICY INTERFACEO 65 0 0 00
DESTROY FIREWALL POLICYO 700000

DISABLE FIREWALLO 71 0000

ENABLE FIREWALLO 770000
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SHOW FIREWALL ACCOUNTING

SHOW FIREWALL ACCOUNTING

0000o0o0o0o0o0ooooo0o /Joooooo
0000000000000 g AT-FL-02000

SHOW FIREWALL ACCOUNTING [POLICY=policy] [REVERSE=count] [TAIL=count]

policy:[I[I[I[I[I[I[I[I[I[I[I[I[I[Il[llS[I[IDDDDDDDDDDDDD_DDDDDDD
count: 0 0010600

0

gobooboobbooobooobooboobbo
0000000000000 000DDOENABLE FIREWALL POLICY O 00 OO0 ACCOUNTING O O
goooooo

goooog
POLICY 0O0OO0OO0OO0OOOOOOOOO
REVERSE 00000000000 O0OO0OO0OO0OO0OOO0OOOO0OO0OOOODUOOODOOODOOODUODUDDODO

gooogo
TAIL 00000000000 DOOO00DO0O0000OO00O0DOO0000O000O0O0OoO0O0ooOO

gooooogon

Manager > show firewall accounting

Policy : mynet
Date/Time Event Dir Prot IP:Port <-> Dest IP:Port /Traffic statistics
22 14:42:17 END OUT UDP 172.16.28.160:2060 172.16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END OUT TCP 172.16.28.160:36399 172.16.48.16:25
Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192.168.10.5:65406 172.16.28.1:53
22 14:44:33 END OouT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:34 END OouT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END OoUuT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END OoUuT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:47:16 START OUT TCP 192.168.10.50:1031 172.16.28.5:80
22 14:47:17 START OUT TCP 192.168.10.50:1032 172.16.28.5:80
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SHOW FIREWALL ACCOUNTING

22 14:47:44 END IN ICMP 172.16.28.180 172.16.28.160
Traffic out 1:28 in 1:28

Policy goooooooooooo

Date/Time oo

Event 00000START O END

Dir Oo0ooDoooooooooINO OuT

Prot Oo0ooooICMPO TCPOUDPOO OO IPODOOOOOO

IP:Port oo IPooooooon

Dest IP:Port oo PO0OO0O0OOOnO

Traffic statistics goooooooooobbbobobobobbooboomobo boooo:o

goboobogn

goooognd

0000000000000 o0ooog 3UINFOOOoooooo

goooog

DISABLE FIREWALL POLICYO 73 0 00O
ENABLE FIREWALL POLICYO 790000
SHOW FIREWALL POLICYO 99 0000
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SHOW FIREWALL ARP

SHOW FIREWALL ARP

0000o0o0o0o0o0ooooo0o /Joooooo
0000000000000 g AT-FL-02000

SHOW FIREWALL ARP [POLICY=policy]

policy: 0000000000000 DO1015000000000000000_ 0000000

0

OD0O0D0D0DODO0DONATO IPOODDODODOODODOODODO ARPOODODOOOOOOOOOOODOOOO

goooog

POLICY OOO0O0OOOOOODOOOO

gooooogon

Manager > show firewall arp

Ip ARP Interfaces NAT Type Int Gbl Int Rule

(range) Policy

10.10.10.2 Public Int based vlanlO vlan20 -
net

IP(range) J0O00 ARPOOOOO NATOOODOO

ARP Interfaces

000000000000 0ooo00oooo0oooDoDoOO000O0O ARPO
0000000000000 0PublicOGblIntO00000OO00OO PUBLICO
O0000O00mAl PublicCOO0OO0O0O PUBLICOOOOOODO O Private
Ont0000O00000 PRIVATEODOOOOOOO I AN PrivateD DO 00O
PRIVATEO O OOOOOOOOOOOO

NAT Type NATOOOOInt BasedO OO OODOOODO NATMRuleD OO O NATOO OO
Oog
Int NATOOOODOOO PRIVATEO D OO OODODOOOO NATOOODONAT

gobooboboo

0000000000000 000000M-000NATOOOO PUBLICO
gobooobooooopooobobobbon
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SHOW FIREWALL ARP

Gbl Int NATOOODOOOODO PUBLICOOODOODOODODOOO NATOOODOONAT
0000000000000 0O0D0D0OO0OD0DM-UOONATDOOODO PRIVATE O
gobooobooooopooobobobbon

Rule O0Od NATOOOODOOO
Policy goooooooooooo

0 19:
ooooon

ADD FIREWALL POLICY NATO 550000
ADD FIREWALL POLICY RULEO 58 00 00O
SHOW FIREWALL POLICYO 99 0000
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SHOW FIREWALL EVENT

SHOW FIREWALL EVENT

0000o0o0o0o0o0ooooo0o /Joooooo
0000000000000 g AT-FL-02000

SHOW FIREWALL EVENT [={ALLOW|/DENY|NOTIFY}] [POLICY=policy]
[REVERSE=count] [TAIL=count]

policy:[I[I[I[I[I[I[I[I[I[I[I[I[I[Il[llS[I[IDDDDDDDDDDDDD_DDDDDDD
count: 0 0010600

g

gobooooobooboooboooboobo
goooog

EVENT 00000000000 0ALLOWOOOOOOOMMDENYODOOOOOOMMNOTIFYO OO
gobooobooobboooboooboobooobooboobbobboo

POLICY 0O0OO0OO0OO0OOOOOOOOO

REVERSE 00000000000 O0OO0OO0OO0OO0OOO0OOOO0OO0OOOODOO0OO0OODOOODOOOODUODUDDODO
gooogo

TAIL 00000000000 DOOO00DO0O0000OO000DODO0000O000DO0O0OoO0O0ooOO

gooooogon

Manager > show firewall event

Policy : fish - Notify Events:

No event information currently recorded

Policy : fish - Deny Events:
Date/Time Dir Prot Number IP:Port <map> Dest IP:Port /Reason /IP header
1 08:03:35 IN TCP 3 194.84.221.83:2891 200.100.10.1:111
Policy rejected
4500003c caad4000 2e062fd5 c254dd53 c8640a0l 0b4b006f 21b46235
00000000 a0027d78 94570000 020405b4 0402080a 0al24a3f 00000000 O
1030300
3 09:25:12 IN TCP 2 202.84.198.12:2561 200.100.10.1:53
Policy rejected
4500003c e7444000 33061d7c ca54c60c c8640a0l 0a010035 8340fec2
00000000 a0027d78 67740000 020405b4 0402080a 0d0e86ce 00000000 O
1030300
5 18:01:28 IN TCP 1 211.251.62.2:1755 200.100.10.1:111
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SHOW FIREWALL EVENT

Policy rejected

4500003c 125c4000 300673c8 d3fb3e02 c8640a0l 06db006f 6277340

00000000 a0027d78 £5990000 020405b4 0402080a 02b7acf3 00000000 O
1030300

Policy : fish - Allow Events:
Date/Time Dir Prot Number IP:Port <map> Dest IP:Port /Reason /IP header

5 22:13:59 IN TCP 1 100.10.248.90:3131 8999 192.168.102.2:80
TCP session started
5 22:53:22 OUT UDP 1 192.168.102.11:123 27786 80.3.102.102:123

UDP flow started

Policy gooooooooooogo

Date/Time 0o

Dir O0o0o0oooodooooINDO OouT

Prot ooooooICMPOTCPOUDPOOOO IPODOOOOOO

Number gooooooo

IP:Port oo IPoOooooooOon

Dest IP:Port oo IPOO0OO0OOOOO

Reason ooooooooo

IP Header oooooooooo IPO00dOooOOoOOoO 160000
0 20:

goooono

DISABLE FIREWALL NOTIFYO 7200 0 O
ENABLE FIREWALL NOTIFYO 78 0 0 O O
SHOW FIREWALL ACCOUNTINGO 930000
SHOW FIREWALL POLICYO 99 0000
SHOW FIREWALL SESSIONO 108 0 O O O
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SHOW FIREWALL POLICY

SHOW FIREWALL POLICY

0000000000000 0 /OoOOooDoOoOoOooooo
0000000000000 g AT-FL-02000

SHOW FIREWALL POLICY=policy [COUNTER] [LIST] [SUMMARY]

policy: 000000000 DOO0O0ODO1015000000000000000_ 0000000

0

gobooobogoboooboobooboobbooboboooobo
goooog

POLICY 0O0O0OO0OO0OOOOOOOOO

COUNTER OO0OO0O0OOOOODODOOOOO

LIST 000000000ooooogo
SUMMARY 000000000000

gooooggon

Manager > show firewall policy
Policy : fish
TCP Timeout (S) ...t 3600
UDP Timeout (S) .........ican... 1200
Other Timeout (s) ................. 1200
TCP Handshake Timeout Mode ........ Normal
ACCOUNEING & v vttt s it e e et e eeee e n disabled
Enabled Logging Options ........... inaother deny
Enabled Debug Options ............. none
Identification Protocol Proxy ..... disabled
Enabled IP options ................ none
Enhanced Fragment Handling ........ none
Enabled ICMP forwarding ........... unreachable ping timeexceeded
Receive of ICMP PINGS ............. enabled
Number of Notifications ........... 0
Number of Deny Events ............. 6
Number of Allow Events ............ 2560
Number of Active TCP Opens ........ 0
Number of Active Sessions ......... 9
Cache Hits ........ . ... 111235
Discarded ICMP Packets ............ 0
SMTP DOmains . ......oiuiuueeneennnnnn not set
TCP Setup PrOXY v vvtieeneeeennnn enabled
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SHOW FIREWALL POLICY

IP List : BadHosts

File name ........c..iiiiiunnnnnn. accesslist.txt
Number IP hosts ................. 15
Number Networks ................. 0

Private Interface : vlanlO

Rule ........ i, 1
ACLion ..ttt e e e deny
Protocol ........... .. TCP
POXL ittt e 137 - 139
Global Port ................... all
DAY S vttt e e e e e e e all
Rule ........ i, 2
ACLion ..ttt e e e deny
Protocol ........... ... o UDP
POXL ittt e 137 - 139
Global Port .......... .. ... all
DAY S vttt et e e e e e e all
Rule ...... ... 3
ACLion ..t e e e deny
Protocol ......... ... . . TCP
POt i e 445
Global Port ............ ..., all
DAY S vttt e e e e e e all
Rule ...... ... 4
ACLion ..t e e deny
Protocol .......... ... i UDP
POrt e e 445
Global Port ................... all
DAY S vttt e e e e e e e all
Public Interface : vlan20
Method ...... ...t dynamic
PrOXY i it e e e e e e e e e e e smtp
Private Interface ............. ethO
TP e e e 192.168.102.10
Direction ............o.ociiino.. both
DAY S vttt e e e e e e all
2 enhanced
Method ........ . ... enhanced dynamic
Private Interface ............. eth0
Global IP .......iiiiiiinnn. 200.100.10.1
Rule ...... .. i, 5
ACLion ..t e e e deny
Protocol .......... ... i TCP
POrt e e 22
Global Port .......... ..., all
DAY S vttt e e e e e e e all
Policy goooooooooooo
TCP Timeout TCPUOOOOODODODODOOOOODOO
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SHOW FIREWALL POLICY

UDP Timeout

UubPOOOOOOOOOOOOO

Other Timeout

TCPOUDPOOODOOODOODODOODODOODODO

TCP Handshake Timeout Mode

TCP3O0 000000000000 OOOO TCPOOOODOODO
DDDDDSynAttaCkDDDDDDDDDDDDDDDDDDD
0000000000000 00000000000NormaldO
0000000000000 Semi Aggressived 000000
gooobbboooduobbodobboooobooooboobo
00000 Aggressivel 00 000000000000 O0OO0
ggbodooooooooobobooo

Accounting

goboooboobooobbooboo

Enabled Logging Options

0000000000000 0 0allowddenyd deny-
dumplinaicmpCinallowCinaotherCinatcplinaudplinddicmp
inddother inddtcpO inddudp inddumpOindeny indicmp]
indotherO indtcpU indudpO outaicmpO outallow O outaother
outatcpUoutaudpOoutddicmpUoutddotherOoutddtcpOoutd-
dudpUoutddumpUoutdenyOoutdicmpUoutdother DoutdtcpO
outdudpO none O 0 O

Enabled Debug Options

0000000000000 000alldarpd packetd processr

none

Identification Protocol Proxy

dent00000000000O0O

Enabled IP options

U000 IPO0OO0OODODOOalOrecord-routed securityl

sourceroutel] timestamp [ none

Enhanced Fragment Handling

gobooboooboooboooboo

Enabled ICMP forwarding

000o0ICMPOODOO0OODOO allfparameterCpinglredirectd

sourcequenchtimeexceededOtimestamp Ounreachable[Jnone

Receive of ICMP PINGS

00000 Ping0D0O0OO00O0O0O0OO0DOODO

Number of Notifications

goooooooooo

Number of Deny Events

gooogooo

Number of Allow Events

gooogooo

Number of Active TCP Opens

oo0ooooog TCPODOUODOO

Number of Active Sessions

gbobooobooooooooo

Cache Hits

goboooboobooobbooboo

Discarded ICMP Packets

ooooICcMPOOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNOOOOOOOOODOOOOODOOTCP
goboogbooooooooboobobo

IP List

ooo0ooooooooooIPOODOoOoOoOoOoO

Hardware List

o0o0oU0ooU0ooooo MACODOOoOODOOO

File name

goooboboo

goboooboo
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Number IP hosts

oooooooooooIPoOoOoo

Number Networks

oo0oooooooooIPoooooonO

Number MAC addresses

O00000o0ooooo MACOOOOO

Private Interface

PRIVATED OO OOOOOOOOOO

Public Interface

PUBLICOODOOOOOOOODOODO

Method PUBLIC-PRIVATE0 OO0 000000 Odynamic O passall

NAT NATOOOOstandard0 00000000 enhancedd 00000
O0D0DO0DODmMNATODOOOOOOD

NAT /Method NAT 0 0 O 0 nonelbtaticcdynamicCenhanced staticCenhanced

dynamicO enhanced interface 0 D000 ONATOOOOODO
U

NAT /Private Interface

NATOODODOODOODOoOoooooooo

NAT/IP NATOOOODOoOOoOoIPOOOO
NAT Global IP NATOOOOOOO IPOOOO
Rule ooooo

Action Oo00O0o0o0O00allow O deny

Radius Lookup

RADIUSOOOO0O0ODOO0O0OO0OOUOOOUOOOD enabled000 OO
U

IP List J0ododoooo IPO0D00O0O0OOO0OOO0OOOOOOOOO
Hardware List odoooooooMACOODDOOOOoOoooooooooo
1P oooooIPoooo

Protocol IPOOOODODOOO

Port ooooo

Global IP NATOOODOODOOODOoOO IPOOOO

Global Port NATOOOODOOODoooooO

Remote IP oooooIPoooo

Source Port

googod

Days 000000000 0monO tuel wedO thuO fri0 satl sun0 all
googo
Apprule goodoooooooooo
Application gboboboobooogo
Action Ooo00o0oo0O0Odallow O deny
Command goboobooooooo
After gjbodooooooooobobooo
Before gjbodooooooooobobooo
0 21:
Policy goooooooooooo

TCP Timeout

TCPOOOOOOOooooooooo

UDP Timeout

CentreCOM8700SLO D00 DOOO0DOOOOOO 2.9
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SHOW FIREWALL POLICY

Other Timeout

TCPOUDPOOODOOODOODODOODODOODOO

TCP Handshake Timeout Mode

TCP300O0ODO00ODOODODODUOOOOODO TCPOOOODO
DDDDDDDSynAttaCkDDDDDDDDDDDDDDD
gooooooobooboobboobbooooooobooo
NormalO OO OOOODOOO0ODODOOO Semi Aggressive

gobgoobooboboobooboobooboooboo

0000000000000 Aggressived 0000000
gogoboboboooobboooobbbooobbboonbo
U

Accounting

goboobobooboboobbo

Enabled Logging Options

000000000000000allowddenyl denydump(]
inaicmpUinallowOinaotherOinatcpOinaudpUinddicmpOin-
ddotherinddtcpOinddudpOinddumpOindenyindicmpO
indotherOindtcpUindudpUoutaicmp Ooutallow Doutaother
outatcp loutaudp DoutddicmpUoutddotherCoutddtcpoutd-
dudploutddumpoutdenyDoutdicmpUoutdotherCoutdtcpO
outdudpO none O 0 O

Enabled Debug Options

0000000000000 000alldarpdpacketdprocesst

none

Identification Protocol Proxy

dent00 00000000000

Enabled IP options

0000 IPOD0O0ODOOOOOaldrecord-routed security

sourceroutel] timestamp [ none

Enhanced Fragment Handling

goboobobobbooobooobo

Enabled ICMP forwarding

0000 ICMPOOOOOOODOOalO parameterd pingQd
redirectCsourcequenchltimeexceededtimestamp [inreach-

able] none

Receive of ICMP PINGS

00000 Ping0D0DOO0O00O0OO0OODO

Number of Notifications

goboooobooooo

Number of Deny Events

gooboogoon

Number of Allow Events

gooboogoon

Number of Active TCP Opens

Oo0ooooog TCPODOOOOO

Number of Active Sessions

gogbogboboobooooo

Cache Hits

goboobobooboboobbo

Discarded ICMP Packets

ooooICcMPOOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNODODOODOODODODODOO

OTCPUOOODO0O0OODODOODODOODDOOOOOO

IP List

OU00oo0o0oooooooIPoooooooO

Hardware List

gobooboboo

0o0ooo0oooooooo MACOOOODOOOO
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File name

goboobobo

Number IP hosts

oooooooooogoIPoOoOoO

Number Networks

Oo0o0o0oooooooIPooooooO

Number MAC addresses

O00000oU0oooo MACOOOOO

Private Interface

PRIVATEOD OO OOOODOOODOOO

Public Interface

PUBLICO O OOOOOOOOOOO

Total Packets Received

goboobobo

Number Flows Started

gooboogo

Number Cache Hits

gogbogboboobooooo

Number Dropped Packets

gobooobobooon

Number Unknown IP Protocols

IPOODDOOODOOODOODOOOOO

Number Bad ICMP Packets

ICMPOOOODOOOOODO

Number Dumped ICMP Packets

oooooooICcMPoOOOOO

Number Spoofing Packets

Smurf 00000000000000000O0

Number Dropped GBLIP Zero

oooooIPOOODOOOOO0OO0OOOOODOOODOODODO

Number No Spare Entries

gogboooboobobboooboooboooo

Number FTP Port Commands

000 FITPPORT OO OOOO

Number Bad FTP Port Commands

000 FITPPORT OO OOOO

Method

PUBLIC-PRIVATEC 000000000 O dynamicO passall

NAT

NATOODOOstandardO DO OO OO OO enhancedD O 0O O
O00O0O0O0OOMNATOODDODODODOO

NAT /Method

NAT O O 0 O none0 staticO dynamicO enhanced static en-
hanced dynamicO enhanced interface O 0O O O O ONAT O
goooao

NAT /Private Interface

NATOOODOOOOooOOoOooooooo

NAT/IP NATOOOODOOOOoO IPOOOO
NAT Global IP NATOOOOOOOIPOOOO
Rule ooooo

Action 00000000 00allow O deny

Radius Lookup

RADIUSOOO0O0OO0OOO0OOOO0OOOO enabledO0OOO
o

IP List

OooooooooIPOOOODOOODOOOOOOOOOOO

Hardware List

Oo0oo0ooooo MACOOODOODODOODODODODODODOOOOO
ug

1P JooooIPooOO

Protocol [POOOOOOOO

Port ooooo

Global IP NATOOOOOOOoDoOooOoooooo
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SHOW FIREWALL POLICY

Global Port

NATOOOOOOOooOoOOooooO

Remote IP opooooIPoOoOO
Source Port oooog
Number Hits oooo
Days 0000000000 mond tued wedO thul frid satd sun
alODoDOOO
After gooooooocooboboboboooooo
Before gooooooocooboboboboooooo
0 22: COUNTERO OO OO
Policy goooooooooooo

Hardware List

00000000 MACOOODODOoDOooODOooDoOOooOoOOOOODOO

IP List

ooooooooo IPO000O0O0O0OO0DOOOOOOOOO

MAC address

MACOOOOODOOOODODODOO MACOOOOODO

P

IPOO0D0OO0OODOOODOOODOOIPOOOOOOOOOOUOODOOODOO

Label

gobooobooboobbobboo

goooog

023 LISTOOOOO

ADD FIREWALL POLICY INTERFACEO 51 0 O OO
ADD FIREWALL POLICY LISTO 530000

ADD FIREWALL POLICY NATO 550000

ADD FIREWALL POLICY RULEO 58 00 OO
CREATE FIREWALL POLICYO 630000

DELETE FIREWALL POLICY INTERFACEO 65 0 0 00
DELETE FIREWALL POLICY LISTO 66 0 O O O
DELETE FIREWALL POLICY NATO 67 00 00O
DELETE FIREWALL POLICY RULEO 68 0 0 O O
DESTROY FIREWALL POLICYO 700000
DISABLE FIREWALL NOTIFYO 7200 0 O
DISABLE FIREWALL POLICYO 73 0 00O
ENABLE FIREWALL NOTIFYO 78 0 0 O O
ENABLE FIREWALL POLICYO 790000

SET FIREWALL POLICY RULEO 88 00 OO

SHOW FIREWALLO 9000 OO

SHOW FIREWALL EVENTO 970000

gooobboo
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SHOW FIREWALL POLICY ATTACK

SHOW FIREWALL POLICY ATTACK

0000o0o0o0o0o0ooooo0o /Joooooo
0000000000000 g AT-FL-02000

SHOW FIREWALL POLICY[=policy] ATTACK

policy: 0000000000000 DO1015000000000000000_ 0000000

0

goooopooooboooobo
goooog

POLICY OOO0O0OOOOOODOOOO

gooooogon

Manager > show firewall policy attack
Policy : test
Current Attack Setup
Attack In Trigger Oout Trigger Time Period (mins) Detailed Logged
dosflood 80 160 2 5
fragment 1 1 2 0
hostscan 64 128 2 5
ipspoof 1 1 2 0
land 1 1 2 0
other 64 128 2 5
pingofdeath 1 1 2 0
portscan 64 128 2 5
smurf 1 1 2 0
synattack 32 128 2 5
teptiny 1 1 2 0
udpattack 32 128 2 5
smtprelay 2 5
smur famp 2 5
spam 2 5
Policy goooooooooood
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SHOW FIREWALL POLICY ATTACK

Attack Logged

gooboooooboooobo

In Trigger

PUBLICOODOODOOODOODOOODOO

Out Trigger

PRIVATEO O OOOOOOOOOOOQ

Time Period (mins)

gboboooboooobooooo

Detailed

goboooboooobooooboobbon

goooog

0 24:

SET FIREWALL POLICY ATTACKO 850000

goooboboo
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SHOW FIREWALL SESSION

SHOW FIREWALL SESSION

0000000000oo0oo000 /Jooooooooooooo
0000000000000 g AT-FL-02000

SHOW FIREWALL SESSION[=session-id] [POLICY=policy] [COUNTER]
[PORT={port[-port]|port-name}]

UDP}]

[PROTOCOL={protocol|ALL|ICMP|OSPF|TCP]|
[ SUMMARY ]

session-id: 10 000 ID

policy: 000000000 DOO0O0ODO1015000000000000000_ 0000000
port: TCP/UDP U 0000000655350

port-name: 10000

protocol: IP0 0000 O0ODO0O0O2550

g

goboooboooooboobobooboobbobbooboobooon

goooog

SESSION 00000 IDODOO00oO0OoO0ooooooooooooo

POLICY 0O0O0OO0OO0OOOOOOOOO

COUNTER OCOO0OOOOOOODOOOO

PORT TCP/UDPOOOCOO0O0DOOO0DOOOOOOOOOOODOOOOOOODOOOODOOOOO
0/0000000000000000000000O0

PROTOCOL IPOO000000O0O0OOOOOOOOOOOOOOOOOOOOOOO

SUMMARY 000000000000

gooooogon

Manager > show firewall session

Policy : tuna
Current Sessions

108 | CentreCOM 8700SL
J613-M0019-01 Rev.

o000 oooooooooo 29
P

e33a UDP IP: 192.168.10.100:64521 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:58170 Gbl Remote IP: 172.17.28.1:53
Start time ........ .. ... o i 17:17:50 07-Mar-2002
Seconds to deletion .................. 300
7c81 UDP IP: 192.168.10.100:64525 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:31873 Gbl Remote IP: 172.17.28.1:53
Start time ........ .. ... i i o 17:17:41 07-Mar-2002
Seconds to deletion .................. 288
60ed UDP IP: 192.168.10.100:64526 Remote IP: 172.17.28.1:53

gobooobobo



SHOW FIREWALL SESSION

Gbl IP: 172.17.28.185:24813 Gbl Remote IP: 172.17.28.1:53

Start time ........ ... .. i i 17:17:41 07-Mar-2002
Seconds to deletion .................. 288
4272 TCP IP: 192.168.10.100:65489 Remote IP: 172.17.17.31:3128
Gbl IP: 172.17.28.185:17010 Gbl Remote IP: 172.17.17.31:3128
TCP state ... i i closed
Start time ....... ... ... i i i, 17:17:04 07-Mar-2002
Seconds to deletion .................. 252
a9be TCP IP: 192.168.10.100:65487 Remote IP: 172.29.188.31:23
Gbl IP: 172.17.28.185:43454 Gbl Remote IP: 172.29.188.31:23
TCP state ... ...ttt established
Start time ........ .. ... o i 17:21:33 07-Mar-2002
Seconds to deletion .................. 3600
e245 TCP IP: 192.168.10.100:65486 Remote IP: 10.1.2.103:22
Gbl IP: 172.17.28.185:57925 Gbl Remote IP: 10.1.2.103:22
TCP state ... ...ttt established
Start time ........ .. ... i i 17:22:39 07-Mar-2002
Seconds to deletion .................. 3594

Manager > show firewall session counter

Policy : net

Current Sessions

fb3b UDP IP: 192.168.10.100:64505 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:64315 Gbl Remote IP: 172.17.28.1:53
Packets from private IP .............. 1
Octets from private IP ............... 75
Packets to private IP ................ 1
Octets to private IP ................. 152
Start time ........ ... .. i i i 17:35:09 07-Mar-2002
Seconds to deletion .................. 282
5e9e TCP IP: 192.168.10.100:65484 Remote IP: 172.29.28.103:22
Gbl IP: 172.17.28.185:24222 Gbl Remote IP: 172.29.28.103:22
Packets from private IP .............. 12
Octets from private IP ............... 1123
Packets to private IP ................ 11
Octets to private IP ................. 1176
TCP state ... ...ttt established
Start time ........ .. ... o i 17:35:17 07-Mar-2002
Seconds to deletion .................. 3594
28c7 TCP IP: 192.168.10.100:65485 Remote IP: 172.29.28.103:22
Gbl IP: 172.17.28.185:10439 Gbl Remote IP: 172.29.28.103:22
Packets from private IP .............. 11
Octets from private IP ............... 859
Packets to private IP ................ 9
Octets to private IP ................. 840
TCP state ... ...ttt timeWait
Start time ........ .. ... i i i 17:35:09 07-Mar-2002
Seconds to deletion .................. 282
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SHOW FIREWALL SESSION

Policy gooooooooooogo

hex-num ooooo ID

TCP/UDP/number IPOOOOOOTCPOUDPOIPODOOOOOODOOOOOO

1P oooooooooooIPO0O0D:.00oooooooooooooIP
Oooo:00000000 PRIVATEOODOOODOOOOODODOOOOOO

Remote IP oooooooooooIPO0O0D:0Doooo0ooooooooooIP
Oooo:00000000 PRIVATEDOOOOODOOOOODODOOOOOO

Gbl IP oooooooooooIPO0O0D:.00oooooooooooooIP

OO000:00000000 PUBLICOOOODDOOODDOOODOODOOOO

Gbl Remote IP

oooooooooooIPO00OO:00O0O00O0ODODOOOOOOOlIP
OO000:00000000 PUBLICOOOODDOOODDOOODOODOOOO

Packets from private IP

O0OOPRIVATED O OOOOPUBLICO OO ODOOOOOODOO

Octets from private IP

gobbobboobooobooooo

Packets to private IP

gobbobboobooobooooo

Octets to private IP

gobbobboobooobooooo

TCP state

TCPODOOOODOODO freed closedO listend synSentd synReceivedO
established [ifinWait1CfinWait2[closeWait [last Ack Oclosing Ctime Wait O
deleteTCBO synSent synReceived] RADIUS query 000 0O

Start time

gobbobobgoo

Seconds to deletion

gobbobboobooobooon

goooog

0 25:

DELETE FIREWALL SESSIONO 69 0 0 0O O
SHOW FIREWALL EVENTO 970000
SHOW FIREWALL POLICYO 99 0000
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