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gooo

0000000 10000000o0ooooooo 500000000000 00D0ODOD00OO0O0OOO
gobooooboobobo

1. 00000000000000000000 VLANdefaultDOOOOOOOO0OO0OOO0OOOO
000000000 VLANdefaut 0000 0000000000000 0O0O0OO VLANOOOUO
0 VLAN default 000000000 O0SET SWITCHMIRROROO O OO2:90 0000000
uon

DELETE VLAN=somevlan PORT=1 J

SET SWITCHMIRRORO O O OO290 0 0000000000000 000OCOOO0DOOOOOO
000000 VLANODODODODUOOoooooooooo

SET SWITCH MIRROR=1

goobogooooooboooobooooboobboobooboobbobboobbooobbooobo
VLAN default 000 0000000000000

[Co0o00o000000o00o0o0ooo0ooo0oo0ooooooo0ooooooo

[0o00o0o000o0o0o0o0o0ooo0ooo0oooooooooooooooo

2. 00000O00OO0OO0O0O0OO0OOODOOODOO

ENABLE SWITCH MIRROR

3. 0oooOoOoOoOOoOoOOOOOO0OO0OO0OODOOOOOOOOOOOODSOUOUOUODODODODODOODOOOO
gobooobooooobooobo

SET SWITCH PORT=5 MIRROR=BOTH

[CO0000000000000000SETSWITCHPORTO OO OO2700000000000000O
oooooooooooooooooooooooooooboobo0oooOoooooooooooooon
ooooooooooooooooooooooboobooboooooOoOoOOOoboOooooooooooooo
ooooooooooooooooooooooooooboooooooo

gooooboboo

s 0000000000000 00000 SHOWSWITCHOOOOO345000000000000
000000 SHOW VLANOOOOO376000000MirrorPort00 0000000 O0OOOOODOO
0000000000000 000 SHOW SWITCHPORTO OO ODO364 00000 0Mirroring 0O
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ooo

gooooboboo

m 0000000000000 00000 DISABLE SWITCHMIRROROOOOO175000000
goooo

DISABLE SWITCH MIRROR

s 00000000000 000O00 SETSWITCHMIRROROOOOO2690 0000 NONEO OO
0000000000000000 VLANdefault0OOOOOOOODOOO0OODOOOO

SET SWITCH MIRROR=NONE .

m 0000000000000 000D0O0O00 SETSWITCHPORTOOOODO270000 00 MIRROR
0000000 NONEOQOODODODODOO

SET SWITCH PORT=5 MIRROR=NONE

s 0000000000000 000000000000000000000000SETSWITCH MIRROR
00000290 00000000000000000000000 VLANOOOOOOOOooooooo
ugon

000000 IPOOOOOOODOOOOOOO

00000000000 oooooooIPO00O0O0O0O0OOOOOOIPOOOOO TCP/UDPOODOO
o0o0oooooo IPO000O0O0O0OOODOOOOOODOOOOOOOOOOOOOOOON
00000000 o0ooooo IPOOOODODODOOODOOOOOOO0OOOUOODOVLANDOOODODO
0000000000000 oooooooooonD VECANOODODDOODOoOOOoOoOOoIPODOO
O00000O00OD o0x81000802.1QUODODDOODODOODODOODOODODOODODOODOOODODOOO
O000ooooooooIPOOOODOOOOOOOOOO 192168.105000000 IPOOODOOODOO
goooo0o0o0O0oO00 1000000 DUoDDUODOOo

1. 00000000000000000000 VLANdefaultDOOOOOOOOOO0OO0OOOOO
000000000 VLANdefaut 0000 0000000000000 0OO00OO VLANOOOUO
0 VLAN  default 000000000 O0SET SWITCHMIRROROO O OO2:90 0000000
uon

DELETE VLAN=somevlan PORT=1 J

SET SWITCHMIRRORO O O OO290 0 0000000000000 000OOO0ODOOOOOO
000000 VLANODODODODOOooDoooooooo

SET SWITCH MIRROR=1

goobogooooooboooobooooboobboobooboobbobboobbooobbooobo
VLAN default 000 0000000000000

[Co0o00o000000o00o0o0ooo0ooo0oo0ooooooo0ooooooo
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ooo

[0o00o0o000o0o0o0o0o0ooo0ooo0oooooooooooooooo

2. 00000O00OO0OO0O0O0OO0OOODOOODOO

ENABLE SWITCH MIRROR

3. 00000000 0DoDoOUUDU00D0oOoOOoDUU0UooOoooOOoOoIPOODODOODOODODODOOOOO
0020000000000000000000000000O0IMPOOOOOOOIPOOOOO0O
goobooo

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=HOST
ADD SWITCH L3FILTER MATCH=DIPADDR DCLASS=HOST

4 0000000000000 O0O0O000DO0D0O0D0OD0D0D0ODO0DO0ODOODOOODOOOOOOOOOOOO
O000o0o0oO0oo192.168.1050 00000000000 IPOODOOOODO192.168.1050000
OO0 IPO0O00O0OOODOODODOOOOOOOOOO00000O0O0SENDMIRROROOOOOOONO
gomooboooobo

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.5 ACTION=SENDMIRROR
ADD SWITCH L3FILTER=2 ENTRY DIPADDR=192.168.10.5 ACTION=SENDMIRROR

gooooboboo

m 000000000000 0000D00O0O0OO0O0OOTOSOOODOU0O000DODODODODODODOOOOOOn
00000000000 oooooooo 40 ACTIONODODODOODO0O0Oooooooooooooooon
goooooboogoo

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.5 PRIORITY=7
ACTION=SENDMIRROR, SETPRIORITY

ADD SWITCH L3FILTER=2 ENTRY DIPADDR=192.168.10.5 PRIORITY=7
ACTION=SENDMIRROR, SETPRIORITY

goboobboboobobooboboobobooboobooboboobobbobobboobOoo
gooooobogoobooobooboobbobboobooobooobboobbobbobboon
O00000oooooooo0oo 1050000000 0000000000DO00DDODODODODOOOOO
gobooobooooobooboooboobbobbooboo

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.5 PRIORITY=7
ACTION=SETPRIORITY

ADD SWITCH L3FILTER=2 ENTRY DIPADDR=192.168.10.5 PRIORITY=7
ACTION=SETPRIORITY

0000000000000 DENYOUOOOODODODOoDOoooooooooooooooooooo DENY
000000000000 U0ooDoUooooooooo IPOODOODOOOOOOO
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ooo

oooooo IPOO000000OO0OO0DODODO0DMODOOODOOIPODODOODOOOOOOODOOO

oougoobgd

000000 0oooooMACOODODODODOODDOOODODODOOOODOODO0UODODODODOooDooooOoOn
O0000ooOo0OoO0ODO00000000000000000DO0OD00D0O0OODDODODODOSNMPOOODOO
gobooboobooobooobooboobbo
O0OOOOSETSWITCHPORTO OO OO27000000 LEARNOOOODOOODODODOOOODODOOO
OO0 MACOODOOODODOOOO1O26000000000000000000000DODOODODO MACO
gooooooOooOoOoOooODOooODOODODDOODOODODOOO0 MACOODODODODODDOODDOODOODOO
goboooboogobooobooboobbobboobo
O00000D0D0O0000000DOSETSWITCHPORT O OO OO270000 00 INTRUSIONACTION
goobooooogoo

goooon ud

DISCARD gobooboooobooon

TRAP OooooooOooooOoSNMPOOOOOOOODOODOOOOOD MACOO
goobobooboobooooom

DISABLE O00D0DU00D0D0DOD0ODODOSNMPOODOODDOODODDOODODODOODOODOOOO
gooboogoo

0 1:

0000000000 VRRPOOOOODOOOOOVRRPOOOOODOOODOOOODOOOODOOOOOO
00000o0000o00o0oo0oo0o0o0oVRRPOODODOODODOOOOOOOOOOO

s J00000000MACOODODOUOOODDODOODOODDODOOO0DO0ODODO0DO0D0ODOD0O0O000O0O0OOOSET
SWITCHPORT OO OOO27000000000000000000030MACOOODOOOOOO
02000000000 DISABLEOODODOODUOOODUOOODOOOOO

SET SWITCH PORT=3 LEARN=20 INTRUSIONACTION=DISABLE .

SETSWITCHPORTO OO OO2700 0000 LEARNOODOOOOODOOOODOODOOODOOOOOO
gobooobobooboboboboobbooboboobbobbobooboobobbobobbo
goboooooooboobobooboobbobboo

000000000 oooOoO000 MACOOODODOOOOSETSWITCHPORTO OO OO27000
000 RELEARNOODOODOOODOOODOOODODOODODOOO

e RELEARNODUIODODODUOODONODDODDODODODOODUODDODOUOODODDOODODmMOODOO MACO
0000000000 MACOOO0OO0O0O0O0O00DOO0O00O00D00000O00O00DODynamic
Limited 00 0O M

e RELEARNOUOODODOOOOFFOUOOOODOODOOOODODOOODODOODDOOODDODO MACOOOO
0000000 MACOODODOOOOODOUDO0O000D0D0000D0D00000000Limited 000

[0o000000o00o0o0oo0ooo0oooooooooooooooo
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ooo

ODOODODOODODORELEARNOODOOODOO OFFOOOOOO MACOODODOOODOOODOO MACODO
goboooboogooboobobooboobbobboo
goboooboogobooobooboobobobbooboooboobboobboobobbooo
O0000INTRUSIONACTIONOOOOODOOODOoOooOoooooo
O000000OO0O0ODOOODISABLEDOOOODUOOO0OOOODOODO0DO0DO0DO0DO0DO0Doooooooooooo
goboooboooobooobooboobbobboobooobooobo

Manager >
Intrusion TRAP for 00-05-02-69-a0-49 port 3

Intrusion event. Disabling port 3

m 0000000000000 O00O0SHOW SWITCHFILTEROOOOO3(3 0000000000
00000000000000000000000000000SourceJ00learn0 00000000

SHOW SWITCH FILTER
SHOW SWITCH FILTER PORT=3 J

R 0000000000000 000 SHOWSWITCHPORTO OO ODOO364 000000000000
OLearn limit0 000 000000000000 Intrusion action0000000000000000
0000000000000 Current learned, lockstateD 0 0 0D 0000000000000 ODOO
0000000000000 0000000000000000000000000000M Relearnd O
ODOOLEARNODOOOOOOOODOODOOODOODODoOO0 MACOOODOOOODODODOOODODOoOoOoooO
goooooooo

SHOW SWITCH PORT
SHOW SWITCH PORT=3

m 0000000 MACOOOOO SHOW SWITCHPORT INTRUSIONO OOOO0372000000
goooon

SHOW SWITCH PORT INTRUSION
SWOW SWITCH PORT=3 INTRUSION

m 0000000000000 00000DO0OD0D0O0DD0OO00000OO0O0 ACTIVATE SWITCH PORT
LoCKoooooloooooooooooooooO SETSWITCHPORTO O OO O270000000
goboooboooobooobooboobbobboo

SET SWITCH PORT=ALL LEARN=256 INTRUSIONACTION=DISCARD .
ACTIVATE SWITCH PORT=ALL LOCK

s JOO0O0oooboboboobooooobooobobboboobbobboboobbbbooDbD
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ooo

0000000000000 D0D000000ADDSWITCHFILTERO OO ODO11800000 LEARNDO
goboooboogobooobooboobobobboobooobooobboobbobbobbooo
gobooooobooon

ADD SWITCH FILTER DESTADDR=00-00-f4-88-88-88 PORT=3 ACTION=FORWARD
LEARN

L TEARNOOO0O0O00O00O0O0O0O00000O00O0O000o0o0o0ooo0ooooooooooooooo
oboooooooooooooooooooboooooooobooooooo

m 0000000000000 0O0 DELETE SWITCH FILTERO OO OO143 0000000000
ENTRY 000 SHOW SWITCHFILTERO O OOO353 0000000000000 0

DELETE SWITCH FILTER ENTRY=3 PORT=3 J

s 000000000000 00000000000000000000000000SET SWITCH PORT
000002720000 000000000000C0CLEARNOOOOODOOD OO 0O0ODOOOO0OOOOO
gooooobogobooobooboobobobboobooobooboboobbobbobbooo
gobooboboo

SET SWITCH PORT=3 LEARN=0

s J0000000000000000000000D00D00000D00O00OO ENABLE SWITCH
PORTOOOOO21000000000000000000000O0ODOOSET SWITCHPORTOOOO
027000000 LEARNOOOOOOODO0OO0DOO00O0ooooooooooooooooooooogo
goooon

Manager > enable switch port=3

Error (387312): Port 3 has been disabled by the Port Security feature.

[CRELEARNOOOOOOOONOOOOOOOODOO0OO00O0O000ooooooooooooooooooo
O000000000000000INTRUSIONACTIONO DISABLEOOOOOOOOOOOOOOOOOO
ooooooooooooooooooooOoooooobooooooo

s (0000000000000 D00O000000000O000D0O00 CREATECONFIGOODOOmM OO0
000011 000000000000000SETSWITCHPORTO OO ODO27000 000 RELEARN
O0000oOoOo OFFOOOm

oo ooooooad

000000000000 00000000000000000000000/0000000/00000
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
gobooboboo

goboooboogooboobobooboobbobboo
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ooo

RN gooogooo

8724SL ooo 108
Oooo9dile
000 17024

D00 250GBICOOOOOO0
D00 260GBICOOOOOO
8748SL ooo 108
Oooo9dile
000 17024
000 25032
000 33040
000 41048
D00 490GBICOODODOOO
Ooos500GBICOOOOOO

0220000000
gooooboooobooobooboobbobboobooobooobo

e J00OOIODDDDOOODDODOBCLIMITO
e JODOOODOUDDOOODOMCLIMITO
e I00ODDDODODDOODDDODOODODLFLIMITO

0000000000 0l000o0oo0ooOo0 1000000000000 0oDOoooODOD0000ooooOon
00000000 10000/00000000000000000000000000O0O0O0OCOOODOO0O
Oo00ooool10000/00000000000000000D0O0O00D0DOOO0DOOOO0O0

m 000000000 SETSWITCHPORTOOOOO2700000000000000000O00ODOOO
018000000000000000D00ODDO0OOO0OD 10000 10000000000

SET SWITCH PORT=1-8 BCLIMIT=1000

s 0000000000000 0D00O0O00NONEOOODDOOO

SET SWITCH PORT=1-8 BCLIMIT=NONE .

m 0000000000000 0000000 SHOWSWITCHPORTODOODODO3640O0 OO DODOOO
0 0O O O [ Broadcast rate limit[11] Multicast rate limit(IT DLF rate imit0 0O 00O OO0 OO

gooogd

gobooboogoboobboooboobbobbooboon

e LDFOO
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ooo

LDF 00 0 0 LDFOJ Loop Detection Frame0 D0 0000000000 000D000O00O0O0ODOOOO
godoooogooooobobooboboooooboooo

LDFOOO0OO0O000 MAC 0000 O FE-FF-FE-xx-xx-xx0 xx-xx-xx 0 00000 MACOODOOOO 3
gjdodooooooooobooon

LDFOO0000O0000000oooooooooog LDFOooooog

D000 LDFO0D0DOO00O00ooooooooooooooooooodg LDFOOOO MACOOOO
OO0oDoMACOODODODOOODODODODmMUOODOOOoDOoOooOoOooooooooooooooooooo
ggo

[ SET SWITCH LOOPDETECTION O 000026700000 SECURE=EONOOOOOOOOOLDFOOO
ooIboooO0oooooooo

DISABLEPORT gobooopooobbobobboboobbobbobbooob@mooobon
gogbooboooopoooboobbo

LINKDOWN goboooboooboooobbooobboobbbooobbooooobo
gooboogo

NONE goboobooboooboooboo

03 LDFO0O0O00oooooooo
goboooboooobooobooboobbobbooboooboobboobbobbon

[Co00o00o0o0000o0o0o000oo0o0o0o0oo0o0o0ooo0o0oo0ooo0o0ooooooooooo
SNMPOOOOOOOOOOOOOOOO

m [DFO0D0O0O0O00OO0O0ODOOOENABLE SWITCH LOOPDETECTIONO O OO0207000000
ooooo

PORTOOOODOOOOODOOODOOOOOOOOOOD LDFOODDODODODODUOODOO

ENABLE SWITCH LOOPDETECTION=LDF

PORTOOOODDOOODOOODOOOOOOOOODUOOUOODUO LDFOOODODOOOoOoooooo

ENABLE SWITCH LOOPDETECTION=LDF PORT=1-8 .

m 000000000000 SETSWITCH LOOPDETECTIONO OO OO267 00000 ACTION O
000000000000 0000O0NONEDODOOODDOODOODODOOOOO0D0O0O DISABLEPORTO LDF
gobooobogooobooboooboobbobbooboo

SET SWITCH LOOPDETECTION=LDF ACTION=DISABLEPORT

[C0o00o000o0o0o00o0oo0o0 1000000000000 000000000000O0000oO0OOO
00 M ENABLE SWITCH LOOPDETECTION O O 000207000000 ACTIONOOOOOOOOOO
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ooo

O0o00o0oooo ACTIONOODOO0DOOooooooooPORTOOOOODOOOOOOOOOOOOOO
O00OO00OACTIONODOOOOO0O0OOOooooooooooooooooooooooooo

s (JO00g0oo0boobooobooboboobobbooboobobbobbbboobobobbon
00000000 O000SET SWITCH LOOPDETECTION O O 0 00O 267 00 0O 00O PDTOO Port Disable
TmeOutD OO ODOO0O0OO0O0O0OO0O0O0OO0OOOOODO3000MO00O0O0O0O0O00EODOOOOO
goooooooooo

SET SWITCH LOOPDETECTION=LDF PDTO=60

m [DFO0O0OO00ODOOSET SWITCH LOOPDETECTION O 0 0 00267 00000 LDFINTERVAL O
O00o0ooo0oooooooooo01200@mo0oooooooo00ooooUoboobDoDoDO
goooo

SET SWITCH LOOPDETECTION=LDF LDFINTERVAL=90

m [DFO0O0O0O0O0O0OO0OOODOOODISABLE SWITCH LOOPDETECTION O 000017400000
goooon
PORTOOOODOOOOODOOODOOOOOOOOOOD LDFOODDODODODODUOODOO

DISABLE SWITCH LOOPDETECTION=LDF .

PORTOOOODDOOODOOODOOOOOOOOODUOUOODUOU LDFOOOODOOOoooooono

DISABLE SWITCH LOOPDETECTION=LDF PORT=1-8 .

m [DFOO0O0O0O0O0ODODOOO0O00OOO SHOW SWITCH LOOPDETECTION O OO OO359000 M
SHOW SWITCH LOOPDETECTION COUNTER OO O00362000000000000

gopoooooogoog

000000ooooooo0o0000oooooo0000U000 LDFOODODO0O0ooooooooooooon
gooo

e JO0DOOODODDDOOLACP

e [0 VLAN

e DUIDIODUDOUODODUDOUOOSTP/RSTPO
e JODOOO802IXODODODMACODODOODO

gobooobooobooobooboobbobboobo

e NODOODODOODODOOLACP
- 000000000 OLACPODOODOODOOOOODOOOODODODODODDOODODODOOODOODO
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ooo

ILDFO 0000000000000 oooooooooo LDFOODOoooooooo
O0o0o00o00ooo00 LDFO0OO0O00ooooooooooon
e IIODOOSIXODOODMACODOIODODO
- 801X DODODooooooooooooon Single—SupplicantDl]l]DDDDDDDDD
Multi-Supplicant 0 000000000
OMACOODOODOOO Single-Supplicant 0 0 O OMulti-Supplicant 000000000000
gogboooogooooo

ooboogood

goboooboogoobooobooboobbobbooboobboobboobo

O0000O000 SET SWITCH PORT O 0D 00027000000 INGRESSLIMITO OO 0O 0O 0O OO0
EGRESSLIMITO O OO0O0OO0O00O00O00O0O0O0D0O0O0OOO0OO0OOOO10/100MO 1000MOOOOOO
goboobooobooobooboobbobboon

m 00010000000 20480Kbps0 20Mbps 000000000000 0000O0OOOO0OODODO
gool10/100MO000D00O0 6401270000 Kbps 1000M OO0 00000 8010160 MbpsO O OO O
goooon

SET SWITCH PORT=1 INGRESSLIMIT=20480
[CIp/100MO0000000 1000Kbps 00D 00000000 0000000 64KbpsOOOOOOoQoon

dooooooo1o/100MO0000000 1000Kbps D00 O00O0O1000Kbps 00O O0O000O0O0O0OO
doooooloooMUiooooooosMbpsO 0000000000 0OO0OO0OO

m 000 250GBICO000000000000000D0000000O0DOO 500MbpsOOO000OOOO
00000000000 000000000010/100MO 00000 O 100001270000 Kbpst 1000M
0oooooo8g10l60MbpsD DO OOOOOODOO

SET SWITCH PORT=25 EGRESSLIMIT=500 .

[CIp/100MO00000000000000000O0DO0O010000127000Kbpsd0 0000000000000
0640127000Kbps0 000 000000000000

[CIp/100MO0000000 1000Kbps 0000000000000 00000000O 1000KbpsO 00000
dodoooooooooloooMUiOoOoooooos8MbpsO 000000000000 0OOOOO

s 0000000000000 00000O0NONED 0O0DODDOOOO

SET SWITCH PORT=25 EGRESSLIMIT=NONE .

m J00000000000000 SHOWSWITCHPORT O OO DOO3M OO OODOOODODOOOO
O Ingress rate limit[(TT] Egress rate limit0 DO 0000 00O

oo
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ooo

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goobooooogoo
goooooooooobobobboooooooobobobbbbbbobbooboooooDb UL B
gobooooboogn

CREATE TRIGGERMODULEO O OO M OO0OO0O0O0O0O 17000 0 M SET TRIGGER MODULE O O
O0Mooooooo 3800000000 000000000DODODO0000000D0000DUOOOOO
goooooooooo

CREATE TRIGGER=trigger-id MODULE=SWITCH EVENT={LINKDOWN|LINKUP} PORT=port
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER |count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

SET TRIGGER=trigger-id PORT=port [AFTER=time] [BEFORE=time]
[{DATE=date|DAYS=day-1ist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER |[count}] [TEST={YES|NO|ON|OFF}]

PORTOOOOUOOOODDODODUOODUODODOODODOOOEVENTOOOODOODOODOOO LINKDOWNOOOOOO
OO0 LINKUPODOOOODOOODOODODODODODOOOOODOO
O000oo0ooOoPORTOOOODOOODOOOOOOODOODOOODODOODOODOOOOEVENT=LINKUP
O00MMO00000000O0EVENT=LINKDOWNOOOOOOOOOOoooooo
0000000000000 D0O0O0O0O0ODOODOODOO%DOO0mM%TOOOMmM%YNODODOODOOMm
WOO0O00D0000000000000000%l000000000000000000O0A0
00000000000000000000030000000000 linkdownscpD0OOO0O0O0DOOO
00 linkupscp 0000000000000 O0D000OO0O000O0OO0OMAILODOOOMOODOODO
02000 0000000000000000O0O0O0O0OOOO0O
ooolPOD0O0O0DODOOODOOODOOODOOODOOOOIPOOO0OOOOOOIPOOOOOOOOOOO
gobooboooobooboooboobboobooboobooobboon

1. 00000oooooooooo

ENABLE TRIGGER
2. 000o0O0OO0OO0OO hnkdown.SCpDDDDDDDDDDlDDDDDDDD
CREATE TRIGGER=1 MODULE=SWITCH EVENT=LINKDOWN PORT=3

SCRIPT=1inkdown.scp

3. 00000000 linkupscpO00000000D00200000000
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ooo

CREATE TRIGGER=2 MODULE=SWITCH EVENT=LINKUP PORT=3
SCRIPT=1linkup.scp

000000 linkdown.scpO

MAIL TO=admin@is.example.com SUBJECT="%N #%1 linkdown" MES-
SAGE="%D $T %N (SN:%S) Port %1 linkdown"

000000 linkup.scpd

MAIL TO=admin@is.example.com SUBJECT="%N #%1 linkup" MES-
SAGE="%D %T %N(SN:%S) Port %1 linkup"

0000000000ooooooooO000U0000000D0DDDO00O00O0O0UO000OO0%NODOOO
O0000%SMO00%D0%TO 00000 0N0N0N0N0N0N0N0N0N0N0N0oooooooooooooon
goooooooooo

Subject: ud-sw #3 linkdown
From: manager@ud-sw.example.com
To: <admin@is.example.com>
Date: Thu, 23 May 2002 19:02:41

23-May-2002 19:02:41 ud-sw(SN:40896093) Port 3 linkdown
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LACPUO IEEE 802.3adl

LACPO IEEE 802.3ad0

LACPO IEEE 802.3ad Link Aggregation Control Protocol0 00000 000000000000 OOO0
gooooooooooooooobooboooooooo

[CTACPOOO0O0OO0ODOOOOOOOOOO0OOO0OO0OOOO0O0OLAGMOOOO0OO0O0Oooooooo
oooooooooooooooooooboboo

[ Oo0o00o0o0o0o0iooo00omo0ooooooioo0ooooooooomoooooooooOoo

LACPOO0O0O00DO0O0ODODODOODODODODODOODODO0DO00O0O0DO0O0O0OOOODOOOOODODDOODOOO
010000000000000000000000000000000000000000O00O00O0O0OO0OAO0O
gobooboobooobooobooboobbo
LACPOOO0OODDOOODOODODOODODOODODOODODOODOOODOODODOOOOOOOOODOOODOOO

o JOOOODOODLDODDOUDDOODDOODDO
OO0 VLANODOODOOO VLCANODODODODOODDOoOoDoo
o JOOOODOODDODDODDOUODLUODDODD
o JOOUOODOUODDODLDODDOUODOOUDDOODO

000000 000o0o0oo0ooo0oo0oooo0oo0o0oo0oo0oooo0oooooooooo
0O 1000BASE-SX OO OO 1000BASE-LX OO O0OOO0OO0OOOOOOOOOOOOOOOOOOO

O00000o00ooooooooooo D000 U00U00DUDDUDOooDDoOO 800D ODOooOoOon
0000000000000 0000000000D0D0000000O000 10/100M0O0O0O0O 1000M
gobooooboooooobooobo

0000000000000 Y U000 N0D0D0D0DND0DO00D0DOoooO 8000
goooooo

1. 000000000000 00000oooog
2. 0000000000000 0O0O0ODUOODUOODOOODOOOOOO

gooooobooobooobooboobobobboobooobooboboobbobbobboon
gooooobooobooobooboobobobboobooobooboboobbobbobboon
gooooboooobooobbooboobbobbooboobbooboboobobobbobboo
00000000000 LACPOOODOOO0O0O000DO0DO0DO0DOODOOOODOD LACPOODODOOOOO
gobooo

e I00UIDOUUDOODOUODLDCREATESWITCH TRUNKOOD OO 135000 MM ADD SWITCH
TRUNKOODOOD130O OO ™
e Half Duplex0D0OOOODODODOO

oo

s LACPOUOUOUOODODODOENABLELACPODODOOO184 000000000 LACPODODOOOOOO
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LACPL IEEE 802.3ad0

0000000000000 mo0ooooDooo0oo0ooDoo0 LACPOODODOooooooooooon
LACPOOO0OODDOOODOODODOODODOODODOODODOODOOODOODODOOOOOOOOODOOODOOO

ENABLE LACP J

m 0000000000000 O00000000 LACPOOO0OOODDOODODOOOOOOOOOOO
000 LACPOODOUOOU00O0ODDOOOO0OOODDDOD 104000 LACPOOOUOUOODODDODDELETE
LACPPORTOODODODI400000000D00D0DOO0DODOODODOD LACPODODOOODOOOOOO

DELETE LACP PORT=5-24 .

gooooboooobooobooboobbobboobooobooobo

DELETE LACP PORT=ALL .
ADD LACP PORT=1-4 .

m 100000000000000000000000000800000D000D0DODOooDooog LACP
o0o0o0oooO0O0000000000000000ODOO0000000000D00OD 10100 LACPO
goboooboooobbooboo

DELETE LACP PORT=ALL .
ADD LACP PORT=1-10 J

000000oooooooooo0o1080Dooooooo0ooooooooUl1oUnoooon
0000000000000 1000000000000 0000000000 0D0DOooo 1000
000000000 10000D00DDooDOOoDODOO 90000000000 OoOoOo

m LACPOOODOOOOOOOSHOWLACPOOODODO287 0000000000 OO

SHOW LACP J

m [ACPOODOO0OO0DOO0OODO0OOOSHOWLACPPORTOOOOO2880 00000000000

SHOW LACP PORT
SHOW LACP PORT=1

s [ACPOODO0O0OO0DODOOODODOO0ODO0O0OOO0O0ODO0O0OSHOW LACPTRUNKOOOOO?29200
000000000000 0SHOW SWITCHTRUNKOOOOO374 0000000000000
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LACPUO IEEE 802.3adl

SHOW LACP TRUNK
SHOW SWITCH TRUNK

[CTACPOOOOOOOOODOOODOOOOOOOOOOOOOOO

[CTACPOOODOOOOOOOOOOOOLACPOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
ooom

s LACPO0000DDOOOO0O00O00OOOOOO0OO0OODOOOO0OUOOODODODOODOOO MACO
oooooo MACOUOOOOOODOUOODODOOOoUOOOoUOOODUOOoOoOooDoDoDOoDoDDODODODDODODDOODOO
oooooo IPOO0O00O00O0O0OO0OOOOIPOOO0OOOOOOOOOOOOOOOOOOOOOOD
gobooooboogobooobooboobobobbooboooboobboobbobbobboon
gooo

CO0008748SLO0 0000000000000 00O00000000010240002504800000000
O00000000000VLAN1OOOOOOOOO470000000000VLAN2O0O00O00000OO 10
40000 0000000000000 000000000000000000O00O00O0OOooOoO™

[0o000000o00o0o0oo0ooo0oooooooooooooooo

8748SLO 000 OOOO

8748SL O O OLACPOOIOOOO0DOOOOO0DOOOODDOOODOOOODODOODOOOODDODOOODDO 8748SL
Doooooos724SsLooooooon

m g748SLO D OD1oooM 000000 ooooooooooooloooMOo OO0 LACPOODODOOOO
goboooboogoboobobooboobbobboo

DELETE LACP PORT=49-50

m 8748S5L 00 00000000010240002504800 000 0000000000000 O0O00OO 10
240000 2048000000000000000U0ODUODO0LDUODUODODODODODODOODODOOOOO
0000000000000 OoDOO0OO0DODODODDODDODDOO ADDLACPPORTOOOOO11300
OMMSETLACPPORTOOOOO2290 0000 ADMINKEYO O OOOOOODODOooooooooo
00 1m

SET LACP PORT=1-24 ADMINKEY=10 .
SET LACP PORT=25-48 ADMINKEY=20 .
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0oooo LAN

00000 LANOCVLANOODDOOODOODOODOOUOOOOOoOooooooooOooooooooooooon
oooooooo0 200000000 MACOOODOUODODoDOoooDoooDoDoODODDODODODODODOODO
gooooooOoOoOoOoOoOO0OoDOOOOOOOODOODDODOOD MACOODODODODODODDODODOOODOOODO
0000000000 /00000000000000000000000O0OVLANOOOOOODOOO
gooooboogoobooobooboobobobboobooobooboboobbobbobboon
goboooboooobooobooboo

0000000000000 UooD2000000D000D000D0O00DOO00DOO0DOOODOOOODOOO
goooooboooobooobbooboobbobbooboobbooboboooboobbo

00000 VLAN

O00000000000000000 VLANdefaultD VID=100000000000000000000O
gobooooboobobo

OO000A

1-24,(25,26)

VLAN default (1)

[C@BICOO0O0OO0O0OGBICOOOOOOOOOoU0oOooo0oooooooooooooooooooooooo

000 VLAN

000 VLCANOOOODOOO VLCANODODOOOOOoOoooooooOo VLCANODDOOOOD 1040
VLANredOO OO 5080 VLANwhiteDOOODOOOOODO0OOO0OOO

1. 000 VLANODOOOODOD CREATEVLANOOOOO1370000000000VLANOOO
OOOVLANOO VLANIDOVIDOOOOOOOODOODOODODODOVLANODOOODOOODOoDOOO
O000000000000defaultD ALLOOOOO0ODOOMMIVIDO 20409400000000
000010 VLANdefault 0000000000300 VLANOAO VID=100 BO VID=201J
covib=3oooooooooooooooooo
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00000 LAN

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .
CREATE VLAN=C VID=30

O0OO0OODCOVLANOOOOOODOOO VLANOOVIDOOOODOOOooooooooooooo
000 VLANOODOOOOO

2. VLCANOOOOOOOADDVLANPORTOOOOO13100000 VLANOOOOOOODOOO
O0OD0OODOOOVLANAOOOO1IO8OOVLANBOOOO90160O0VLANCOODODO 17024
goboooboo

ADD VLAN=A PORT=1-8
ADD VLAN=B PORT=9-16 J
ADD VLAN=C PORT=17-24 J

00000000000 Default 000 VLANODDODOOOOOOOOOODODOOOO VLAN
default 00 0000000000000 000O000O0OO VLANdefaultOOOOOOOOOO
0250260000000000000000000M@™

OO000A

1-8 | 9-16 |17-24

VLAN A (10) VLANB (20) VLAN C (30)

000000000 1000000000000 0000000oo0 3000D000D000000000
O0O0OD0D0DODODOVLANAOBOCOOODODDODODODODODOODOODODOODODODODOODODODOO

m VLANOOOOOODOOOOOSHOWVLANOOOOO3760 000000000

s VLANOOOOODODOODOOODOOOODELETEVLANPORT OO OOO1470 000000000000
000007080 VLCANAOODODODODOOOUOODODODOODOODOODefaultO000 VLANODOOOODO
0000000000 VLANdefault 0OOODOOOOO

DELETE VLAN=A PORT=7-8 .

m VLANOOOOOOOODESTROY VLANOOOOO1510000000000VLANOOOODODO
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0oooo LAN

0000000000000 00000D0U0O0DODUOVLANCOO D 0o oooooooooooo

DELETE VLAN=C PORT=ALL .
DESTROY VLAN=C

[CVILAN default 0000 O0OQ00OO

00 VLAN

OO0 VLCANOODOOOODOO1000000000 VLCANOOOOOOoooooooooooooooo
00000000 VLANIDODOODOOoooooooooooooo VLCANOODODOooooooooo
O00000000008021QVLANODODODDMM OO VLANOOODDOO VLANOODDODDOOooooooo
000000000 ODe01QUUIDDDDnD0nD VLCANOODODODODOoooooooooooo
ooooo VLANDOODOODOODODOODUOoOooDooooo

e JOIUDODOOD1I0D VLANOOODODOOOUODOUntagged PortD 00000000

e JOIUDDOOIODD VLANDOOOODOODOODOTaggedPortDO0 OO0 O00OO

e J0DUDUUUIDDODODODODODODUUUIDODODD1IDOOO VLANODODODOODODODDODODOOO
RN

LCVLANOOOOOOOOO0OO0OO0OO00O000 VLANOOOS8021QuOiDooooooooooooo

[C802.1X 00O Authenticator 0000 MACOOUOOOODOOOODODOODOODOODOOODOODOOOOO

VLANOOOOOOOOOOO

VLANOOOOOOOOOOD 40200 VLCANOOOOOODOOOOO VLANOOO 802.1QO0 000
gobooboooboooooboooo
goboooboooobooobooboobbobboo
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00000 LAN

1. VLANAOBOOODOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .

2. VLCANAOOOOOOOOOUOOOOO 1030000000000000000000000 40
0000000000000 00000OD0OVLANOODDODDODODODODODODODODODODODOOADD VLAN
PORTOOOOO131 00000 FRAMEODDODOOODD TAGGEDODOOOODOFRAMEDO O
0000000000000 000000UNTAGGEDD 0000 OO

ADD VLAN=A PORT=1-3
ADD VLAN=A PORT=4 FRAME=TAGGED .

3. VLCANBOOOOODOOODOOODODOODObBO8O0DOOODOODODOODODOODODO0ODODO0O0DODODOD 40
goboooboooopooobooobbo

ADD VLAN=B PORT=5-8 .
ADD VLAN=B PORT=4 FRAME=TAGGED .

goooooooooo
goooo0ooO0o0D 1D8oUDUoUDDODO0U0DODOUDODODUDDUODOO

Oooo103 oo 000 1030000000000 o0 VLCANAODDODODDODODOODOO
g 000 10300000000000000 VLAN AOVID=1000000000O
U
o004 g 0004000000000000VLANAODOOO VID=10DOOOOOODO
VLANBOOOO VID=200O0OO00O000000O0O
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00000 LAN

uo 000400 VLCANAOBOODODOOUOODODOODOODODOODOODODODOOOOO
Oooooooo VvVIboooooo VLANDODOOODO
Oooos508 OO 000 bs080000000DO0DDUO VLANBOODOOODOOooooo

uo 00050800 000000000000 VLANBIVID=20000000000O

O 4:

m J000000000040 VLANdefault 0O OO OD0O0O000O000O000O000O0O0OOOOO
00000 VLANdefault 000D 00000000000 000000O0OO0OODOOOO 400 VLAN
default 0000000000000 O0O0O0O0OO0OO0O0UO0UOUOUOOOUODELETE VLAN PORT
00000147000000000000 40 VLANdefaultOOOOO OO0

DELETE VLAN=default PORT=4 .

VLANOOOOOOOODODOOoOOoOOd

VLANOOOOOOOO200000000000 VLANOOODODOOODOOOODOOOOoOoooooo
O0000000ooooooo 250000000000VLANAOBOOOODODOODOOOOOOOO
goooooooooo

VLAN B (20)

25 113-24| 1-12

VLAN A (10)

oo0ooooooAOBOOO

1. VLANAOBOOOODOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .

2. VLCANAOODODOOODOOOOUOD 10120000000000000000000000
250 0000000000000000000VLANDODOOODOOODDODODOOO0DO0OOOADD
VLANPORTOOOOO131 00000 FRAMEOOOOOOO TAGGED OO 000 OOFRAME
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00ooo LAN

0000000000000 000000D00UNTAGGEDO O ODOooonO

ADD VLAN=A PORT=1-12 J
ADD VLAN=A PORT=25 FRAME=TAGGED .

3. VLCANBOUOOOOOOODOOODODOD 130240000000000000000000000 25
gboboooboooobooooboobbon

ADD VLAN=B PORT=13-24 J
ADD VLAN=B PORT=25 FRAME=TAGGED .

gooooboboo

s J0J0000000000 VLANDODDODDODOOODODODODODDODODO VLANIDOODOOOoOoooooo
O0000OO0OOVLANOOOOOOOOOoOoODDoOoODODOoooooooooooooooooooooo
gboobooooboooogoobuoboobobbooboobogbDooobDom

m 0000000000 250 VLANdefault 000 0000000000000 000O0O0O0O0O0O0O0
00000 VLANdefault 00 0000000000000 0000O0O0O0OO0OOOOO 2500 VLAN
default 0000000000000 O0O0O0O0O0O0OO0O0U0O0UOUOOUOOOUODELETE VLAN PORT
00000147000000000000 250 VLANdefaultDOOODOOOQOO

DELETE VLAN=default PORT=25 J

VLANOOOODOOO

O VLANOOOOOOOooOooooooooooooooooooooooooooooooooogo
O VLANOOOOO 300oogoIpPooooooooooooooooooooooooooooon
0000000000000 o000oo00o0oDo0o00OVLANDODDODOODOODoOoDooooooooIPoooOoO
VLANOOOUOOOoooooooooooooooo

1. VLANOOOOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .
CREATE VLAN=C VID=30

2. VLCANOOOODOOOODoOOo

ADD VLAN=A PORT=1-8
ADD VLAN=B PORT=9-16 J
ADD VLAN=C PORT=17-24 J
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00000 LAN

3. IPO0DD00OO0OOOIPOOOOOOOOOOOOOOOOOGOO

ENABLE IP J

4. 0 VLCANOVLANOOOODOOOOOOOD IPOOOOOOODOOOOOIPODOOOOOOO ADDIP
INTERFACECO O OO MM IPOO 1810000000000

ADD IP INT=vlan-A IP=192.168.10.1 MASK=255.255.255.0 J
ADD IP INT=vlan-B IP=192.168.20.1 MASK=255.255.255.0 J
ADD IP INT=vlan-C IP=192.168.30.1 MASK=255.255.255.0 J

gooooboboo

OO0ODODOOVLANOO IPOOOOO0O0OOOOODOOODOOOOVLANDDOOODOODODOODOO
0000000 3000000000 ?20000000000Do0LDUODDULDUOOo
0000000000000 000000000VLANODODDODDDOODDOODODOOOOooOoO 30000
gooooobooobooobooboobobobbooboooboobboobbobbobboon
goboooboooobooobooboo

OO000OA 192.168.20.1
L3 (IP)

192.168.30.

L2

17-24
\

VLAN A (10) VLAN B (20) VLAN C (30)
192.168.10.0/24  192.168.20.0/24 192.168.30.0/24

s VLANOOODOOODOOOOODOODODOOOOO2000000000000000030IPO000O0OOO0O
00 VLANOOOOOOooooooooooooooooooooooooooooooooooooo
goooobooobooobooboon

e VLANOOOOOO
VLAN 00 Omynamed 00 0 vlan-myname D00 0O Ovlan-O0+VLANOOOOOOOODOOO
gooood

ADD IP INT=vlan-myname IP=192.168.100.10 MASK=255.255.255.0 J

e VLANIDOVIDODOOOOO
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00ooo LAN

VIDO 100000vlanl00OOO0OO0OvIanO+VIDOOODOODOOODODOVLANOODOOOODOO
goboobooooboooboobbobboo

ADD IP INT=vlanlQ IP=192.168.10.1 MASK=255.255.255.0 J

s [0 VLANOOOOOOOOIPOODOOODOSHOWIPINTERFACEO O OO MM IPOO 45000000
goooooo

s 0000000000000 000ADDIPROUTEDOOCOMmMIPOO 1910000000000

ADD IP ROUTE=0.0.0.0 MASK=0.0.0.0 INT=vlan-A NEXTHOP=192.168.10.254 J

s J000IPOO0OOOOOOOOO

Protected VLAN

CREATEVLAN O OOOO13700000 PROTECTEDODOOOOODOOODOOOOOO VLANOOO
00000000 200000000000D000D0O030000000M@™

[Plotected VLAN OO OO OO VLANO Private VLEANO O OO O OO OO OO OO Protected VLAN OO O
J0300000000000Private VLANOOOOD 20000000000000

goooooooooo

WAN
(Internet, etc...)

VLAN wan (2)
172.16.10.1/24

O OOVLAN

0Dooo(s)ooo

VLAN Ian (10)
192.168.10.1/24

: "PROTECTED"
00000000

"PROTECTED" VLAND [0 O
0ooooo()oooo
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0oooo LAN

1. 200 VLANO wan0O VID=200 lan0 VID=1000 00 0O 00 O VLAN lan O PROTECTED O O
0000000000 Protected VLANO O OO O

CREATE VLAN=wan VID=2 .
CREATE VLAN=lan VID=10 PROTECTED

2. O VLANOOOOODODOOOoooo

ADD VLAN=wan PORT=25 J
ADD VLAN=lan PORT=1-24 J

[Plotected VLAN OO OO OOO0O0O0O00O00O00OUntaggeddOOOO0O0OOO

[Plotected VLAN 0 0 0 O IGMP Snooping 000000000
3. IPOODOOOOOO
ENABLE IP J
4. O VLANO IPOOOOOODOOOOOO

ADD IP INT=vlan-wan IP=172.16.10.1 MASK=255.255.255.0 J
ADD IP INT=vlan-lan IP=192.168.10.1 MASK=255.255.255.0

gooooboboo

00000 VLANDO Private VLANDC

00000 VLANO Private VLANO O O OPrivate VLAN OO O OO OOO0O0OOOOOOOOOODOOO
0000000 2000000000000000 VLANOOO
goboooobogobooobooboobobobboobooobooboboobbobbobboon
goboooobogobooobooboobobobboobooobooboboobbobbobboon
goboooboooobboobooboobboon

0000000 Private VLANOODODOOOOODOODODOODOODOOOODODODODDODOODOOOOOOODOO
gobooobogooboooboooboobbobbooboo

[C8y48SLO 0000000000 102405000025048040000000000000000000O00O0O0OO
oooo

[Plotected VLAN OO OO OO VLANO Private VLEANO O OO O OO OO OO OO Protected VLAN OO O
J0300000000000Private VLANOOOOD 20000000000000
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00000 LAN

00 Private VLANO OO OOOOODDOOOOO

m Private VLANOOODOOOOODOOOOOOO

e Private VLCANOD OODDOODOODUODOODOOODOODOOOODOOOODOOODOOOO

e Private VLCANOD OUDODOUODODOODOODOOODOODOODOOOODOOOD 1000000

e Private VLCANDOUDODUOODDOODOODOODODOOOOOODOO

e Private VLCANO OO DOODOODODODDOOOOODOOOODOOOOODOOOOOOOOOOOOODOOOO

e VLAN default 0 0O Private VLAN O OO OO O

e U0 Private VLANDOOOOODODDOODDOOOOODODOOOOODOODOOOODOOOOOOOOOO
ogooooooooboooooooooooo

e JIDDIUDOUDOODOODOUDODUOUOODUDODODD VLANOODOODDOODO
oo

m (J00g0boobobobbobboobooon

e JOOOODOUODDODDODDOUODOODD

o JOOOODOODDODDOUDDOODLDDOUUODDOODOO

e J0DODDUDDODOOUDDO Private VLANO OO DDOOO

e JODODODODDODOOOPrivate VLCANOOODODODO VLANOOODDOODOODO
e JODODDODOODOUDDODO VLANDODO VLANOODODODDOODO

m (J00g0boobobobobobboobooon

e JODODODODDODOOOPrivate VLCANOOODODODO VLANOOODDOODODOODO

e J0DOODDUDDODOOUDD Private VLCANOODOODDODOOOOODDOOOODODDOOOODODO
e JO0DOODDODOODOUDDODO VLANDODO VLANOODODODDODO

o JOOOODOUODDODDODDOUODDLDOUOODOODODO

00 Private VLANO OO OOODOOODO

00000000 250000000000000000 10240000000000000 Private VLAN
OpvOO0DOO0D0OO0O000DO0O0DOO0O0O0O0DOO0O00O0 170240 10000000000000000
0000000000000 oDU0UoDUUUUU200000000000000000O0OO
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00000 LAN

WAN
(Internet, etc...)

0000000000

00000000000
DO0C00000000
oooo

| 1
ooooogoooo

00000000000
' 0OoOo0o00000O0O0O

)

- o0ooo
VLAN pv (2)
00 000VLAN x 000000000000
(Private VLAN) 000000000000
ooooo

1. Private VLANOpvO OO OO0 00O OPrivate VEANOOOO OO O OCREATE VLANO O OO
013700000 PRIVATEO DO ODOGQOGOQOOoQoQg

CREATE VLAN=pv VID=2 PRIVATE J

[ VILAN default O Private VLAN OO OO OOOOOOOO

2. 0000000000000000000O00OODO0O0000000000ADD VLAN PORT 00O
000131 oooo0o0 UPLINKOODODOODODODODODOODODOO

ADD VLAN=pv PORT=25 UPLINK

[CO00000000000000000000VLAN default0 000 Private VLCANOOOOOOO
00000000000 00000000000000 Private VLANOOOOOOOOOADD VLAN
PORTOOOOO13100000000000O0O0O

3. 0000ODO0OODOOODOODODO0O0ODOO0ODODO0O00O0 1010000000000 0N0N0N0n0nOnOnO
00000000000 D0DADD VLANPORTOODOOO131 0000000000000 0O0OO
ugon
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00000 LAN

ADD VLAN=pv PORT=1-16

[O0000000000000000oooo0o0ooo0o0oooo0o0onOPrivate VLANDO
oooooooooooobooooooooooooooboooooooo

4 00000 170240000000000000000000000000O0O0OOOODOOOADD
VLANPORTOOOOO131 00000 GROUPOOOOOOOOOOOODODO

ADD VLAN=pv PORT=17-24 GROUP .

[C8y48SL O 000000000 01024050000250480490000000000000000000
oooooooo

goboooboo
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40

00000000000000STP/RSTPO

O00000000o0ooooSTP/RSTPO

goboooobogoobooobooboobobobbooboooboobboobboobobbooo
gobooboogoboobboooboobbobbooboon
goooboboobobboooboboooboboboooobbbboobbbbooobbboooobbooo
Ethenet 000 0000000000000 00O0D0O0O0OD0O0O0OOOO0OOO0ODOOOOODOOOO
gobobobooobooooboooboo
gbobooooboboboooboobbobooooboboboobbbobobobbobobon
goboooboogoobooobooboobobobbooboooboobboobbobbobboon
goooooboobooboboboboobbooboboobobobbobooboobobbobobbo
goboooboogoobooobooboobobobbooboooboobboobbobbobboon
gobobobooobooooboooboo
goboooboogoobooobooboobobobbooboooboobboobbobbobboon
goooo

RN RN gooo

O000000000D0O0O0OOSTANDARDO O OO STP IEEE 802.1D
0000000000000 ORAPIDODOOO RSTP (Rapid STP) IEEE 802.1w
gbooboooobooboboboon MSTP (Multiple STP) IEEE 802.1s

050000000000000000
Ooooooooooo STPO RSTPOOOOOOOODOOOODOOOMSTPOOODOODmMOOOOOOO
0000000000000 UoooooMSTPOOOooooooo

[CSTP/RSTPO MSTPOOOOOOOOOOOOOOOODOO

oo

OOODODOVLANOODOOD1IDODODODOO VLANOODODDODOOODOOOOoooooooooooooo
00 STPOO0O0DO0ODO00OO0OD0OD0OD0OODOOODODO VLANdefautDOOOOOOO VLANDO
000000 VLANOOOODOO STPOOODOOdefault0 00000000
goboboooogobooobooboobbobboobooobooobo

[802.1X 0 0 0 Authenticator/Supplicant 0 000 MACOOOOOO0OO0O00O0O0O000O0O0O0O0O000OO
Oo00o0ooooooao

s 0000000000000 0000000O0ENABLESTPOOOOO19800000000000O
STPO0000O00000O0O000O0O0O000O00O0OO0 STPOO00O0default0 00000000000
gobooooooobooobooobooobo

ENABLE STP=default

s 0000000000000 000000000ODISABLESTPOOOOO1650000000000
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00000000000000STP/RSTPO

DISABLE STP=default

s 0000000000000 0D00O0O00OSHOWSTPOOOOO334 0000000000

SHOW STP J
SHOW STP=default

s 000000000000 0000000000OSHOWSTPPORTOOOOO3420000000000
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1. VLANOOOOOOoooo

CREATE VLAN=A VID=10

CREATE VLAN=B VID=20 .
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CREATE VLAN=A VID=10
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CREATE VLAN=A VID=10
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* SENDEPORT

*  SENDNONUNICASTTOPORT

oooooooooo IPORTOOOOOOODODODODODOOOODODODOOOOOOO

*  SENDCOS

O000000U0OOD EPORTOOOOOOOOOOOOOOOOOOOOOOOO

*  NODROP

x  SETTOS

* MOVETOSTOPRIO

*  MOVEPRIOTOTOS

x  SETIPDSCP

goboooboobooobbobboo

x DENY

x  SETPRIORITY

*  SENDMIRROR

CO00000000000008748SLO 0000000000000 00O00000102405000 000250
4804900 0000000000000 000000O0O0O000OO0OOO0OO0OOOOn

googn

goboobooobooobooobo
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ooooOooIPoOOOO

000000000000 0oo000o0o0000DoDoO000 1000000000 ooDoDoooOoOOooOoOn
OoooO0oooODOO00O0D0DoooooADD SWITCH L3FILTER ENTRY D0 00012000000
L3FILTEROOOOOOO0DOOO0O0O0O00O0O000O0O0O0O000Oo00ooooon SHOW SWITCH
L3FILTEROOO0OO035 000000000000

m 00010300000 192.168.10.0/24000 IPO0DOO0OO
ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=C IMPORT=TRUE .
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 IPORT=1 ACTION=DENY .

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 IPORT=2 ACTION=DENY .
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 IPORT=3 ACTION=DENY .

m 192.168.10.1000 000000000 IPOOOOOOO

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=HOST
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.100 ACTION=DENY .

m 00020000000 ICMPOOOOOOO

ADD SWITCH L3FILTER MATCH=PROTOCOL EMPORT=TRUE
ADD SWITCH L3FILTER=1 ENTRY PROTOCOL=ICMP EPORT=2 ACTION=DENY .

m 192.168.10.0/240 0000000000000 O0192.168.10.1030 000000000000 NODROP
gooboooobooboo

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=C

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 ACTION=DENY
ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=HOST

ADD SWITCH L3FILTER=2 ENTRY SIPADDR=192.168.10.103 ACTION=NODROP .

mtelnet0000000000000000O07000000000000000

ADD SWITCH L3FILTER MATCH=PROTOCOL, TCPDPORT
ADD SWITCH L3FILTER=1 ENTRY PROTOCOL=TCP TCPDPORT=TELNET PRIORITY=7
ACTION=SENDCOS

m 192.168.30.1000 0 telnet 0O OO OO0
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ADD SWITCH L3FILTER MATCH=DIPADDR, PROTOCOL, TCPDPORT DCLASS=HOST
ADD SWITCH L3FILTER=1 ENTRY DIPADDR=192.168.30.100 PROTOCOL=TCP
TCPDPORT=TELNET ACTION=DENY

m 192.168.1050 0000000 8021p000000000000000000 400000000

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=HOST
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.5 PRIORITY=4
ACTION=SETPRIORITY

m JO0000OOIPTOSOOOOD 10000000000 DUOODOODO 4000000

ADD SWITCH L3FILTER MATCH=TOS .
ADD SWITCH L3FILTER=1 ENTRY TOS=1 PRIORITY=4 ACTION=SETPRIORITY .

m 192.168.10.100 0 0000000000000 1000000000000 0OODOOO0OOO VLAND
gooboooboogn

SET SWITCH MIRROR=1

ENABLE SWITCH MIRROR

ADD SWITCH L3FILTER MATCH=DIPADDR DCLASS=HOST

ADD SWITCH L3FILTER=1 ENTRY DIPADDR=192.168.10.100 ACTION=SENDMIRROR

m 192.168.10.100000 TCPOOOOOOODOOOOOOOODOOODOODOOOODOODOODO 192.168.10.100
goboobooobooon

ADD SWITCH L3FILTER MATCH=SIPADDR, PROTOCOL, TCPSYN, TCPACK SCLASS=HOST .
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.100 PROTOCOL=TCP
TCPSYN=TRUE TCPACK=FALSE ACTION=DENY .

m 192.168.10.0/24 0 O 192.168.20.0/24 00 TCPO O ODODODOODDOODDOOOODOOODOOO
192.168.20.0/24 0 0 192.168.10.0/24 0000000000000

ADD SWITCH L3FILTER MATCH=SIPADDR, DIPADDR, PROTOCOL, TCPSYN, TCPACK SCLASS=C
DCLASS=C J

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 DIPADDR=192.168.20.0
PROTOCOL=TCP TCPSYN=TRUE TCPACK=FALSE ACTION=DENY .

m 000000 IPOODOOOOOOODOOOODOOODOOOIPOOOOOOOOOOOOOOOOODOO
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ooooOooIPoOOOO

00000000000192.168.10.0/240 0000000000 TCPOOODOODOODOODOODOO
0000000000000000192.168.10.0/24000 TCPOODOODOODDOODOODOOOOO

ADD SWITCH L3FILTER MATCH=SIPADDR, PROTOCOL, TCPSYN, TCPACK SCLASS=C J
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 PROTOCOL=TCP TCPSYN=TRUE
TCPACK=FALSE ACTION=DENY .

0000000000000 0O0000O0000O00000O0OSCLASSODCLASSO A,B,CO0O0O 1032
000000000000 000D00000000000SIPADDROOOOODIPADDROOOOOOONO
goooon

m J000000O0OO0OOOOOOOOOOOOOODOOOODOOOODOOOODl1IDODDODODOOODOOODOODOO
gooooboogobooobooboobobobboobooobooobboobbobbobbooo
gobooooobooon

0000019216811 000000000000TOS precedence 1 00000000000 ODOOOOO
00000o000ooooooooooooO0O030004000000000000000000DOOO
goo40000000000000DODOOO

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=HOST

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.1.1 ACTION=SETTOS NEWTOS=1 .

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.1.1 ACTION=SENDCOS
PRIORITY=7

gobooooobooboooboooboobo

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=HOST
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.1.1 ACTION=SETTOS, SENDCOS
NEWTOS=1 PRIORITY=7

m (00000 IPOODODODODOOOOOOOOOOOOOIPODOODOOOODOOOOOOOOOODOOO
0000000 2000000000000000000000000O00000IPOO0OOOOOOOO
IPOO0D0OOOOOOOOOOOOOOOODOOODOOOOOON

s 00000000000 IPODO0OOOODOOOODOOODOODOOOOOOOOODOODOOOSHOW
SWITCH L3FILTER O OO 00350 000000000

Manager > show switch 13filter

Hardware based filtering.... Enabled

Software filtering bypass .. Disabled

Filter ................. 1

Matched fields ......... sip

72 © 1= ETH-IT

Source address mask .... 255.255.255.0
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Dest. address mask ..... 0.0.0.0

Ingress port mask ...... false

Egress port mask ....... false

Filter ................. 2

Matched fields ......... sip

172 © 1 ETH-IT

Source address mask .... 255.255.255.255
Dest. address mask ..... 0.0.0.0

Ingress port mask ...... false

Egress port mask ....... false

s J00000IPO0O0O0O0O0O0O0O0O00000000000O0OOODOSHOW SWITCH L3FILTER OO
0003500000 ENTRYOOOOOOODOooooooooooooooooooooooooooon
goooon

Manager > show switch 13filter=2 entry

Hardware based filtering.... Enabled
Software filtering bypass .. Disabled
Filter ................. 2

Matched fields ......... sip

72 © 1= ETH-IT

Source address mask .... 255.255.255.255
Dest. address mask ..... 0.0.0.0

Ingress port mask ...... false

Egress port mask ....... false

Filter Entries:

Entry ... 1

Ingress Port ......... None

Egress Port .......... None

Source Address ....... 192.168.10.130

Source Mask .......... 255.255.255.255

Dest Address ......... 0.0.0.0

Dest Mask ............ 0.0.0.0

Protocol ............. 0

TTL ot it it e e e et e e 0

TOS vt i i ittt it 0

IPDSCP ..t iiiiiiiie 0

TYDE ettt ettt eee e 0800 (ETH-ITI)

Action ............... NODROP

Entry ... 2

Ingress Port ......... None

Egress Port .......... None

Source Address ....... 192.168.10.103

Source Mask .......... 255.255.255.255

Dest Address ......... 0.0.0.0

Dest Mask ............ 0.0.0.0
ogooooo CentreCOM 8700SLO 000 DODOOOOOOOO 2.9
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Protocol ............. 0

TTL ot et et it e et e e 0

TOS vt i i ittt ie e 0

IPDSCP ..t iiiiiie . 0

TYDPE e ettt et ee e 0800 (ETH-ITI)
Action ............... NODROP

Entry ... 3

Ingress Port ......... None

Egress Port .......... None

Source Address ....... 192.168.10.16
Source Mask .......... 255.255.255.255
Dest Address ......... 0.0.0.0

Dest Mask ............ 0.0.0.0
Protocol ............. 0

TTL ot et et it e et e e 0

TOS vt i i ittt it e e 0

IPDSCP .. iiiiiiiee e 0

TYDE ettt ettt eee e 0800 (ETH-ITI)
Action ............... NODROP

s 00000 IPOOOOODODOOO00OO00ODOOOOO0O000DELETE SWITCH L3FILTERO OO O
014400000 ENTRYOUOOUOOOUOOOOooooooooooo

DELETE SWITCH L3FILTER=1 ENTRY=1 J

[CO0o00o000o00o0ooo0oo0o0oooo0ooo0oo0o0ooo0oo0oo 1000000 ooooooo
000000o0oo0oooo0oooo0ooooooooon SHOW SWITCH L3FILTERO 00 00355
00000 ENTRYOOOOOOOODOOOOOOOOOOO0OoOooooooooooooooooooooo

m (J0ggooboobobooboooboboobobobooboobDobobbobboobbooobobo

DELETE SWITCH L3FILTER=1 .

[CO0o00o00o0o0o0o0ooo0oo0oooo0ooo0oo0oo0ooo0ooooooo0o 1000000
0000000o00o00o0oo0oooo0oooooooooooooooo0g SHOW SWITCH L3FILTER
00ooOo3s50000000000000000000000000O0O0OO00OO

s 000000 IPO00OOOOO0OOOOO0O00O0O00000O000O0O00 IGMP Snooping O
000000 IPO0000OD0O0O0O0O0O0OD00000000MO0O00000000O0OENABLE SWITCH
L3FILTER 000002050 00000000000000

ENABLE SWITCH L3FILTER
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00ooOooo IPOOOOO

0000000000000 0ooo uUbPOOOOO

O000U0OoIPOODODOOOOOOOOVLANDOOODOOOODODOOODODODOOODO UDPOOOOOOOO
gobboooboogoboobobooboobbobboobooobooobo

goog

(0oooooooooo) 192.168.10.32

@ VLAN-white(10): 192.168.10.1

oonoA

VLAN-orange(20): 192.168.20.1

192.168.20.0/24

gobooboobbooobooobooboobbo

e VLANorangeOOOODOO UDPOOOOOOOOOOOOOODODO
e JODDODDD1IDUDUDUOUDPODODOODOODODO

0000000000000 oooobDHCPOODDOOOOOD IPOOO0O0O0DOODODODODOOOOOOOODO
goobooooogoo
o000 AO0OO0OO0

1. VLCANOOOOOOoooo

CREATE VLAN=white VID=10 J
CREATE VLAN=orange VID=20
ADD VLAN=white PORT=6 .

ADD VLAN=orange PORT=1-3

2. IPOOOOOOOOOOOOO

ENABLE IP J

3. VLCANOOOOOoOooooIPOooooooooooo
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ADD IP INT=vlan-white IP=192.168.10.1 MASK=255.255.255.0 J
ADD IP INT=vlan-orange IP=192.168.20.1 MASK=255.255.255.0 J

4 0O000OU0OO0ODUOODOODOOO

ADD IP ROUTE=0.0.0.0 MASK=0.0.0.0 INT=vlan-white
NEXTHOP=192.168.10.32 4

5. O00oOoOoOoIP00O0OU0O0O0O0OOOOOOO
e IIDODDDDODDOUDULUUUUODDODDODDOO UDPOUOOODODOODDODODODDOOO
OoIPOOO0O0O0OO0O0OOODOPROTOCOLODOOOOOOOOODDOODODODDOOOOOO
0000000000000 OIMPORT=TRUED ODOOOOOO

ADD SWITCH L3FILTER MATCH=PROTOCOL IMPORT=TRUE .

e IIDODDDODDDODODUODULDUUUUDUDODODDODODODOD UDPOOOOODOOO 20
300000000000000O00DODOO0ODO

ADD SWITCH L3FILTER=1 ENTRY PROTOCOL=UDP IPORT=2 ACTION=DENY .
ADD SWITCH L3FILTER=1 ENTRY PROTOCOL=UDP IPORT=3 ACTION=DENY .

gooooboboo

0000000 TCPOOODODOO SynO AckOOO0OO0ODOO0OO0OO VLANOOOO TCPOODOOOO
goooooooooo

gobooboobbooobooobooboobbo
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e TCPO VLANorange OO whiteUDUO0OD0O0D00O0D00O0O000DOOOwhited O orange O
gobooobogn
o JOOUOODOODDOODDODLDDOO

o000 AO0OO0OO

1. VLANOOOOOOoooo

CREATE VLAN=white VID=10 J
CREATE VLAN=orange VID=20
ADD VLAN=white PORT=1-12 J
ADD VLAN=orange PORT=13-24 .

2. IPOO0OOOOOOOOOOO

ENABLE IP J

3. VLCANOOOOOoOooogoIPooooooooooo

ADD IP INT=vlan-white IP=192.168.10.1 MASK=255.255.255.0
ADD IP INT=vlan-orange IP=192.168.20.1 MASK=255.255.255.0 J

4 0O0OO0OOoOoOolIPODOOOOOOOOOOOOO
e IIDODOODDDOODDOODODODODODODODODODOIPODDOOODODODODOODIPODDOOO
0000000000 O0OTCPODOOOD SynDAckOOOOODDOOOOODOODODOOOOO
O0000000000D0D0D00O0SCLASSODCLASSOOD COOooo Co240000000
goooooo

ADD SWITCH L3FILTER MATCH=SIPADDR, DIPADDR, PROTOCOL, TCPACK, TCPSYN
SCLASS=C DCLASS=C .

e IID0DUDDDDODODDODODDOODOUDOODODDOODDO 192.168.10.0/24 00 192.168.20.0/24 0
OTCPOODOODOODOOSyn0000D00O000D0O0O0O0DOOO

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0
DIPADDR=192.168.20.0 PROTOCOL=TCP TCPSYN=TRUE TCPACK=FALSE
ACTION=DENY .

gooooboboo

000000 VLANODOOOO

000 102030000 VLANOOOVLANcommon O O OO OO0OO0OO0OOOOOOO VLANDOOO
gobbooobooooboobobooboobbobboobooobobooobo
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=l VLAN-common(60)
T Diz216.100%24

OOO0OA (®) 172.16.10.1
o/

192.168.10.1 192.168.30.1

192.168.20.1

VLAN-p1(10)
192.168.10.0/24

VLAN-p3(30)
192.168.30.0/24

VLAN-p2(20)
192.168.20.0/24

o000 AO0OO0OO0

1. VLANOOOOOOoooo

CREATE VLAN=pl VID=10 J
CREATE VLAN=p2 VID=20 J
CREATE VLAN=p3 VID=30 J
CREATE VLAN=common VID=60 .
ADD VLAN=pl PORT=1

ADD VLAN=p2 PORT=2

ADD VLAN=p3 PORT=3

ADD VLAN=common PORT=6 .J

2. IPOOOOOOOOOOOOO
ENABLE IP J
3. VLCANOOOOOooooolIpPooooooooooo

ADD IP INT=vlan-pl IP=192.168.10.1 MASK=255.255.255.0
ADD IP INT=vlan-p2 IP=192.168.20.1 MASK=255.255.255.0
ADD IP INT=vlan-p3 IP=192.168.30.1 MASK=255.255.255.0
ADD IP INT=vlan-common IP=172.16.10.1 MASK=255.255.255.0 J

4 0O0OO0OOOOolIPODOOOODOOOOOOOOO
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0o0ooooIPoOOOO

e IIDODOODDOODODDODODODDODDODDODOODOOIPODOODUODDUODDODO
OO0OSCLASSODCLASS OO O OOO0OO0O000 BOOoOOoOooooooooooooooo
goooo

ADD SWITCH L3FILTER MATCH=SIPADDR,DIPADDR SCLASS=B DCLASS=B .

e J00UIDU0DOODDDODUOODUIODOODDDOODODOOODOOODOO 192.168.0.0/160 0000
O00000ooooool1000 1VLANDOOOOO VLANODOOOooooooooo
gobooooboobobo

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.0.0
DIPADDR=192.168.0.0 ACTION=DENY .

5. 0000000000000 000OTelnet0 O OO DOOODOO

DISABLE TELNET SERVER

gooooboboo

IPOOOO QoS

[POOOOO TCP/UDPOOOODDOOOOODOOOOODOOOOOOOIPOOO QoSOOO0OOO
gobooobooobooobooboobbobboobboooobo

ooooo
192.168.10.5

192.168.10.0/24

VLAN white(10)
192.168.10.1

ODOOoOA

VLAN orange(20)
192.168.20.1

192.168.20.0/24

Oo00AO
192.168.20.100

O0000000D0O0 QoSOoooooo

e OO AD192.168.20.1000 0 000 001921681050 00 IPO 0D O0DOOODOOOOOOOOOO
O00oU0oooo30oooooooooon
e OO IPOOOODOOODODODUDDUDUUDUOUDDOM
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0oooooIPoOOOOO

e IIUDDUIDDOUDDOIUIDOOOUDOODODDODOODDOOON,0,1,2,2,3,3000000000QoSO
000 SETQOSHWPRIORITY D O OO O24900 0000000000000

o000 AO0OO0OO

1. VLCANOOOOOOoooo

CREATE VLAN=white VID=10 J
CREATE VLAN=orange VID=20
ADD VLAN=white PORT=1-12
ADD VLAN=orange PORT=13-24 .

2. IPOO0OOOOOOOOOOO

ENABLE IP J

3. VLCANOOOOOoOooooIPOooooooooooo

ADD IP INT=vlan-white IP=192.168.10.1 MASK=255.255.255.0
ADD IP INT=vlan-orange IP=192.168.20.1 MASK=255.255.255.0 J

4 0O0OO0OOoOOOolIPODOOOODOOOOOOOOO
e J0DODDDODDDODDDDODOUDODODDODODOUODODDOOUOIPODODODOODODOODODOOOO
0DA0D0D0O0O0D0DO0O00OD0OODODO0O0O000000O00ODOOSCLASSODCLASSOOOO
D000 HOSTOOOOOODOO

ADD SWITCH L3FILTER MATCH=SIPADDR,DIPADDR SCLASS=HOST
DCLASS=HOST

e IIUIDDDODDUDODDOUIUUDODDOODUDDOODDODOODODODOD ADDDODOOOOO
0000 AD0D0DOOOUOO000200000000000000000000 SENDCOS
ODOO0OCOPRIORITYOOODODOOOODODODODOODODODUOODODOODOO QoSOOOoooooo
00000000 70000000000 300000000000000000

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.5
DIPADDR=192.168.20.100 ACTION=SENDCOS PRIORITY=7

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.20.100
DIPADDR=192.168.10.5 ACTION=SENDCOS PRIORITY=7

gooooboboo

000000 IPOOO0OOOOOOODOOOOOOOO

oooooo IPOO00O0O0O0O0OOO0OOOIPOOOOOOODOOODOOODOOODOOOOOOOOOO
gobooobogooboobooooboobbobbooboo
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ooooo
192.168.10.5

192.168.10.0/24

VLAN white(10)
192.168.10.1

VLAN orange(20)
192.168.20.1

192.168.20.0/24

O0000000 AD192.168.20.1000 0 0 0000192.168.105000 IPOODOOOOOOOODOOOO
000000000 U0oOU00DU0U0oDUUUUo 1oDDoooDoooODOOoOO

00000000 o0ooooo IPODOOODOODODOOODOOOOOOO0OOOUOODOVLANDOODODODDO
0000000000000 oooooooonD VECANODODODDOODOOOOoOoOOoIPODOO
O00000O00OD o0x81000802.1QUODODODDOODODOODODODODOODODOODODOODOOODODOOO
o000 AO0OO0OO0

OO0O0AD
192.168.20.100

1. VLCANOOOOOOoooo

CREATE VLAN=white VID=10 J
CREATE VLAN=orange VID=20
ADD VLAN=white PORT=2-12
ADD VLAN=orange PORT=13-24 .

2. IPOO0OOOOOOOOOOOO
ENABLE IP J
3. VLCANOOOOOoOooogoIPOooooooooooo

ADD IP INT=vlan-white IP=192.168.10.1 MASK=255.255.255.0
ADD IP INT=vlan-orange IP=192.168.20.1 MASK=255.255.255.0 J

4 0O0O0ODOOODOOOOOO

SET SWITCH MIRROR=1

[CO000000 10 VLANdefault 00 0000000000000 000000ODOOODELETE
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ooooOooIPoOOOO

VLANPORTOOOOO147000000000000000 VLANOOOOOOOOOoOOoOoooo
ooooooooo

5. 00D0o0oO0OO0o0oOoOoO0OO0OO0OOODOODOO
ENABLE SWITCH MIRROR

6. DO0DOODOOIPOODOODODOODOOODOOOO
e IIIIODDOODDDODODUIODODODODOUDOUUDDODODDUDDIPODODODDODOOODODOODOOOO
0DA0D000O0D0DO0O00OD0ODODODO0O000000000ODOOSCLASSODCLASSOOOO
D000 HOSTOOOOOODOO

ADD SWITCH L3FILTER MATCH=SIPADDR,DIPADDR SCLASS=HOST
DCLASS=HOST

e II00DUUDDIDDUIDDUDDOUIOUODOUIDDUDDUDOOUDODOD ADDODDDOODOO
000 AQ0O0O0O0ODOO0ODOOO0200000000000000000000 SENDMIRROR
gobooobogooboobbooboobbobbobboobooobooobo

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.5
DIPADDR=192.168.20.100 ACTION=SENDMIRROR .

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.20.100
DIPADDR=192.168.10.5 ACTION=SENDMIRROR

O0000oooOoooOoOoOODOOD00 ADDDOODO0OO IPOODO0DO0DOODOOOOOOOOOOOOO 100
0000000000000 oooo0U0oOo0o0U0DOOU0DDODOD000DOD ADODODODOOOoOoon
ooo00ooooOoO00000oooDooooo IPOOOOODODODOOOOOOOOOOOOOOOODOO
OO0 VLANODDODDODDODODO
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ooooo

ooood

0000000000000 0 LANOODODODDOOOoOooooooooooooooooooooooon
goboooobogobooobooboobobobbooboooboobboobbobbobbooo
0020000000000000

e [EEE802.1XIODOOOOS8021XO OO
e MACOUOODDDODDOODODODOMACOODOOOO

802.1X 0O 0O O O EAPO Extensible Authentication Protocol 000 0000000000000 DOO0OOO0
D0ooooooooo81XOoooooooooooooooooooooooooo 8021X0000O
gogoooooogooo

ODOOMACOOODODOOODDODODO MACOODOOODODOOODODODOODODOOOOoOOoOoooooooo
00000000ooo0ooooooogN1Xoooooo 8021Xooooooooooooooooo
odooooooooooooooooouoooooosR1IXoooooooooooooooooog
801X OO0 MACOUODOODUOODDODODUOOUODOooUooooooooooooooooooooooooon
oo oobobobbbbbobobbbobddonooLD oD OO
Odooooooooono VLCANOODOOOODOoODoOooooooooooo VEANMDOODoooo
gd Supplicantl]l]l]Dl]DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

000000 U00ooO0ooDUooDUOo3goDoooooooooDOoOO

0000000
(RADIUSCI OO O)

Authenticator

oooooon x oooooooo

-

gooooooo

@ 00 00O (authorised) O
X 802.1X Authenticatord O O [

@ 00 00O (authorised)1 O
M MACOOOOOOOOO

@ 0 0 O (unauthorised)d O
X

D0000ygpoo 0000 ggog Authenticatord 0 0 0

802.1X(1 g0z 1x1h 802.1X0  [gao_1x(l @ 0 O O (unauthorised)d O
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ooooao

° Authenticatorl]l]l]l]l]l]l]l]DDDDDDDDSupplicantl]l]l]l]l]l]l]l]l]DDDDDDDDD
DDDDDDDSOZ.lXDDDDEAPDDDDDDDDDDDDSupplicantl]l]l]l]l]l]l]l]l]l]
DDEDDDDMACDDDDDDDSupplicantl]MACDDDDDDDDDDDDDDDDDDED
g ooboobobobobobobobobbbobobooouoogogg
DDDDDDDDDDDDDDDRADIUSDDDDDDDDDDDSupplicantDDDDDDDDDD
JoooooDooooDoooboooboooomm

e DJOOUDOODORADIUSODD O M Authenticator 0 D0 000 O OSupplicant 00000000
odoooooooooooooooooooMACODOODOOOO VLANDOOODOOoOoooo
OD0O0O00O0OAuthenticator 0000000000 OOOO RADIUSOOOOOOOOOO

° Supplicantl]l]l]l]DDDD]DDDDDDDDD Authenticator D 00000000 OCOOOO
DDDDDSOZ.lXDDDDDDDDDDDDSOZ.lXSupplicantDDDDDDDDDDDDDDD
802.1X5upp1icant|]|]|]|]|]|]|]OSDDDDDDDDDDDDDDDDDDDDDDDDDDDD
odoooooooooooooooooMACODOOODODOOOOOODoDoOOoOoOooOooOoOOoOooon

0000000000000 M 0000 0Authenticator O Supplicant 000 00 00 OO O Authenticator
goooood Supplicantl]DDI:JDDDDI:JDDDD]DDDDDDDRADIUSDDDDDDDDDD
gobooooogg

Authenticator U 0 J 00000 Supplicantl]l]l]l]l]l]l]l]l]480DDDDDDDDDDDDDDDD
ooo

8021X 0000

802.1X 0 00O OEAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO OO0 0O O0OO0O0OOOOOOOO
00000000000 8021X0UDD0D0O0O0O0D0ooooDOD00U00 EAPOODOOODOOOOOOOOO

e Authenticator 0 O EAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO EAP-OTP(MD4/MD5)
e Supplicant O O EAP-MD50 EAP-OTP(MD4/MD5)

oo

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
000000 Oo 81Xooooooooooooooo MACODOODODUOODOOOoOOO

Authenticator

0000 Authenticator 000 0000000000000 D00DO Authenticator000000000OIP
0000 RADIUSODOOODDOOOOODOOOO

0000000000000 VLANdefault0OOOD0OODO0O000000O0O00O0 10160 8021X0O0O0O0O
000170230 MACOUOOODOODODODODDODODDODDODOODODODODOORADIUSOOOOOOOOD 2000000
goboobooobooooboooboo

1. 802.1XO0O RADIUSOOOODOODOOOOOOOODODOOODO RADIUSOOOOOOOOOOO
O0000000IPO0O0O0O0O0O0OOO0OVLANdefault0 IPOO0OO0O0OOOOOO
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ooooo

ENABLE IP J
ADD IP INT=vlan-default IP=192.168.10.5 MASK=255.255.255.0 J

[CO000 RADIUSOOOOO VLANdefault 000 0000000000000 O0 VLANOOOOO
OO0ORADIUSOOOOOOOOOOOOOOOOOOOOOO

2. RADIUSOOOOO IPOOODOO UDPOODOOOOOODOOODUOODOODOO

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. 8021X0OOOoooOoooooO

ENABLE PORTAUTH=8021X .

4. OO0 10160 8021XODOOOUOOODOOOOD MM TYPE=AUTHENTICATORD OO ODOOOO
000 10160 Authenticator OO OOODOODO

ENABLE PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR

5. MACOUOOOOOOOOOOOOooOOD

ENABLE PORTAUTH=MACBASED .

6. OO0 170230 MACOOOODOOOODODOOOODODOO

ENABLE PORTAUTH=MACBASED PORT=17-23 J

[C802.1X 000 Authenticator 0000 MACOOUODOOODOOODOOODODOODOOOODOOODOOOOOOOO
0000000000000000000000000008021X000 Authenticator 0000 MACOO
oooooooooooooooooboooooooo

[RADIUSOOO0O0O000O000O000AuthenticatorJ0 00000000000 Authenticator00 00
O00000ENABLE PORTAUTHPORT OO OO DO193000 0 /SET PORTAUTH PORT O O 0O O 0240
00000 CONTROLOOOODOO AUTHORISED OO O4OOOoOOoOdQgd

Authenticator0 0 0 0O 0O 0O O VLAND

000000 VLANDO Dynamic VLAN Assignemnt0 D ORADIUS OO0 0000000000 O00O0
0000000000 VLCANDOOOOooooooooose1XoooMACOODODODODOoooooooO
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0000000 Authenticator 0000000000000 00OO0 VLANODOOODOOODOOOOOO
000000 Authenticator 0000 00000IPOD0OO RADIUSOOO0OOD0OOOOOOOO
O000o0ooooooOoooO0 300 VLCANDAODBOODCOOOODODDODODODODOORADIUSOOOOO
0000000 VLCANOCROODOODODOODODODOOODOOOOOOODDODODODODODODDODOORADIUSOOOO
000000 VLCANMDAODBOODCoOOoOooooooooooooooooo

00000000 10160 8021XO00O0O0O0O0OO 170230 MACOODODODODODODODODODODODODOOOOO
RADIUSOODUOUOOOVLANOROOOOOOO 2440000000000000000000000ODO

1. VLANOOOOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .
CREATE VLAN=C VID=30
CREATE VLAN=R VID=1000

2. RADIUSOOOOOOOODOOOO 240 VLANOROOOOOOOOO

ADD VLAN=R PORT=24 .

3. 8021X00 RADIUSOOOOOOOOODODOOOOOOODOD RADIUSOOOOOOODOOOO
0000000 UIPOOCOO0O0OOOOOOOVLANODROO IPOOODOOOOOOOO

ENABLE IP J
ADD IP INT=vlan-R IP=192.168.10.5 MASK=255.255.255.0

[CO000 RADIUSOOCOOO VLANOROOOOOOOOOOOOOODOO0OOO VLANOOOOOO
OORADIUSOOOOOOOO0DOOOOOOOOOOO0OOO0

4. RADIUSOUOOOOIPOOOODO UDPOOOOOOOOOOUOODOODOO

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. 8021X0OO0O0O0O0O0OOOOOOO

ENABLE PORTAUTH=8021X .

6. 000 10160 8021XODODOOOOOODOOOO M TYPE=AUTHENTICATORD OO0 OO OOO
000 1016 0 Authenticator 0 000 00000 00O M VLANASSIGNMENT=ENABLEDO O
000000000000 VLANOODODOoOooOo
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ooooo

ENABLE PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED

7. MACOOUOOOODOOOOoOooooo

ENABLE PORTAUTH=MACBASED .

8. OO0 170230MACOODOODOODOOOOOODOOODDODOVLANASSIGNMENT=ENABLEDO
O000ooooooooo VLANODOOOOooo

ENABLE PORTAUTH=MACBASED PORT=17-23 VLANASSIGNMENT=ENABLED .

[C802.1X 000 Authenticator 0000 MACOOUOOOODOOODODOODODOODOOOODOOODOOOOOOOO

0000000000000000000000000008021X000 Authenticator 0000 MACOO
oooooooooooooooooboooooooo

[RADIUSOOO0O0O000O000O000AuthenticatorJ0 00000000000 Authenticator00 00
O00000ENABLE PORTAUTHPORT OO OO DO193000 0 /SET PORTAUTH PORT O O O O 0240
00000 CONTROLOOOODOO AUTHORISED OO O4OOOOOOQgd

s J0J0000 VLANOOODOOOooooooo

e Supplicant000000000000000OO0O VLANOADD VLANPORTOOOOO13100
000000 VLCANOOOOooooooooooooooooooooo

e RADIUSOUOODUOODUOODOOD VLCANODDOODODDOOODODODODODODODOODDOO VLANODODDODO
gobooboogooboooobooboobbooboo

e RADIUSOUOODUODUOODODOD VLCANODDOODODODODODODODODODODODODODODDOOO VLANODDDODO
goboooboooboooboobbobbooboobboooboo

e RADIUSOUOODUOO VLANOUOODODDOODODDODODODODODODODODOODODOOO VLANODDDODO
goboobooooboooobooboobbooboo

e II0DDDDUUIUUIDDDDDODODUOUUDUODDODODODODUDUDUDODDODODD VLANDODO
goobooobogoooooboobobobbooboobooobobooboboobo

e JIDDODODMMIODCCONTROL=UNAUTHORISED 00000 MM OO0 CONTROL=AUTHORISED
0000000000000 LDU00oDUUUUg VLANOODODOooooo

m 000000000 VLANODOOOOUOUOODDOOODOUOADD VLANPORTO OO O O13100
O00oo0oooooo VLCANOODOUOOOoooooooooooooooooooooooooooo
O VLCANOOOODO VLCANOOOOOoOooooooono

e UOOODO Supplicantl]l]l]l]l]l]l]l]l]l]
e JOODOOOODOOODOO

e J00DUIDDOODDDOUDOUDDOODDOODISABLE PORTAUTHPORTO OO ODO16400 0 OO
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e J0DODODUDDOODODODOOOIDODOOUODISABLE PORTAUTHO OO O O16200 0 OO

Supplicant

0000 802.1XSupplicant 0 D 0000000000000 O0O0D00O00OOOO0O0OOD 1000000
00000000 Supplicant 00000000000 0IPOOO0OO0O0OO0OODOO0ODO

1. 8021XO0O0DOD0ODODODO0DO0DO0DODO0DOOOoO

ENABLE PORTAUTH=8021X .

2. 00010000000000000000000000000000O000O0O0O0O0O0O0O0O0O0O0
OO0 TYPE=SUPPLICANTO OO DO0OO0OO0O0000 10 Supplicant0 00000000

ENABLE PORTAUTH=8021X PORT=1 TYPE=SUPPLICANT USERNAME=atswitch
PASSWORD=atpasswd

821X 000 Supplicant 0000 000000000000 00O0OOOO00OO0O0OO00OO0O0O0OO0OO
oooooooooooo

oooood

0000000000000 000000000000ORADIUSO000000D0D0DO0DODO0O0OOOOOO
gooo

00000000 00o000o0oo0o0o0oooo0ooo0oooooooooooooooo

e 8021X0ODO0ODDODOODODDOO VLCANODODODODOODODODODODUODODODODOUOOODOOooDooooo
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e MACOODDDOUUODODODDODODDOUU VLCANOODDODDOOUODODODODDDODODODOODOOO
gobooboo

ggo goo ad

User-Name MACOOOO O000oo0oo0d MACOOOOOOO”00-00-4-11-22-33"
al0f0000ooO

User-Password MACOUOOO 0000000 MACOOOOOUser-NameOOOOOO
gooogd

02e:MACO0OOOOO0OODOOOO VLANOOO
e ODO82IXODDODMACODODODDDDDODDODODDO VLANDODDDDDDOODDDDODDODODDOO
00000 30000pD0g0oooooon

oo oo g

Tunnel-Type VLAN (13) gobooboboboooboobbo

Tunnel-Medium-Type IEEE-802 (6) gobooboboboooboobbo

Tunnel-Private-Group-ID VLAN 0 0O VLAN 000000000000 O0DOOO0OO
1D O0000o0oo0oo VLANODOOO

VLAN IDO 0O O “sales”, 100

027000000 VLANOOOO
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DHCP Snooping

DHCP Snooping

DHCP Snooping 0 ODHCP OO 0000000000000 ODOOOO DHCPOOOODOOOOOO
o0 PO000000O0D0O0OODOOODOOODOODOO0O0O0O0O0OOOODHCPOOOODODOODOOOOODO
00000000 OooOo DHCPOODODODDOODOD IPODOODDOOODOOOOOOOOO

[CNO0oo00o0o0o0o2000000000IPO0000O0O0OO0O0OO0O0OOOOO0OOO
[CNDHCPOODOOO0O0O0O00 DHCP Snooping0 00000000

[CDHCPOOOOO0O0O0 DHCP Snooping0 00000000

DHCP Snooping 0 DODHCP O O0OO00O0D0O0O0O0O0O0O00D DHCPOOOOOOOODOOOOOO
0000000 ooUooUoooDoUoo IPOODODOODODOODOOODOOOOOOO

DHCP Snooping 000000000000 DOOO0OOOO0O0 DHCPOOOOD DHCPOOOODOO
0000000000000 00o0o0 DHCP/BOOTPO OO D ODOOODODOOODDOOOODDOOO
oo

ugboooboobod

DHCPODOOODO

Il "

—_—

DHCPO O O OO

——

oooowrooooo

@ Untrustedd 0 0 O
ooo0oooooooonoo

IPO0DOC IPO0OO0D |(T) TrusteddOOD

oooooooooooooop
DHCPOODOOOOO

DHCP Snooping 0 D 00000000000 2000000000000000000000000O00
Untrusted 00 0000000000000
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DHCP Snooping

e Trusted 00 0O 0ODHCP Snooping 0000000000000 000O0O0TrustedOOO00OO0
gooooboooobboooboobob oo boobbboobobboobooo
0000000000000 00000000000000000 TrwstedJODODOOOOOOO
DHCPOUOOOOOOUUOOUUOD Trusted DO DO OODOOOOOOO

e Untrusted 00 00 DHCP Snooping D 0000000000000 0O0O0OUntrusted 0000
OODHCPOODOOODOIPOODOOOOOODODODOOODOODOOOOOOOIPODOOOODOOOO
oooooooIPO0O0OO0DOO0OODOUOOODHCPOODOODOODOODOODOOOMOOOOOO
PCO0000000000OO0OOODOOOOOODOOUODOOODOOOO Untrusted0OOO0O0O
0000000000000 00U0000 Untrusted DO 00 O M

DHCP Snooping 000000000000 DHCPOODOOODOODOOO0ODODOOOO DHCPOO
goboooboooobbooboo

Untrusted 0000000000000 00O0O0OO0 DHCPOOOOOOIPOOOOOOOOOOOOO
000o0oo0ooooooooDIPOo0O0O0D MACOOOOOOOOODOOOO DHCP Snooping 0000
gboboooboooboobobooobooboo

Untrusted 000 0000000000000 0CO0O0OO0OOODDOOO0O0O0O0O0O0O0OOOOIPOOOOO
oooooooooODo IPODOOOOOOOOOUOOOOOODODOOOOODOOOOOOOOOOOOOOO
gobbooobooobooobooboobbobboobo

CO000000000Untrusted 00000 DHCPOOODOOOO 1000000000000 0O0OODOO
00o00o0oo0ooo0oo IPO0OOOOOOOOOO0OOOOOOOOOOOOOOOOO

O00Trusted 00 0000000000000 00Trusted 0000000000000 00O0ODOOOO
gobboooboooboobobooboobbobboobooobo

oo

m DHCP Snooping 0000000000000 O000D00O00O0D0O0O00O0O0O0DOO0OO0O 10 DHCP
0000000o0oooooo00o0o0ooooDoooo0000 DHCPOOODODODOODODODODOODODOOOO
goooo

1. DHCP Snooping0 0000000

ENABLE DHCPSNOOPING !

2. DHCPOOOODOOODOODOOODDOO TrustedODOOODOOOOO

SET DHCPSNOOPING PORT=1 TRUSTED=YES .

CDHCPUOOODOODOOODODOOOO Trusted 0O OO O0OODOOODOOO

goobooooogoo
O000000000000000 Untrusted 0000000000000 000 20 TrustedODOODOO
000 DHCPOUOOOODDOODODOODODODODODODODODOOODODODOODIPODODODDOODHCPODODODOOODO
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DHCP Snooping

goboooboobooobbooboo

Untrusted 000D 0O0OO0O0ODHCPOOOUOOOOO DHCPOUOOOD IPOODOOODOOODOOOOO
O000D00D0OO0ODHCPACKODOODOODODODUOODODDODOD M OoOooooOoUooooooooooooIpP
gobooooboooooobooobo

] DDDDDDDDDDDDDDDDDHCPSnoopingDDDDDDDDDDDDDDDDDDDDDD
Trusted 0000000000 Trusted 00000 DHCP Snooping 0000000000000 000OO
gooooooobooobobobooobooooo

CDHCPUOOODOOODOODODOOO TrustedDODOOO0OODODOOODOO

000000000 0SET DHCPSNOOPINGPORT O O OO0O22700000 TRUSTEDOODDOOOO
o000ooooooooDHCPOODODOOOODOD10000000000000000O0D000OOOODOO
Trusted DOOODOOOOO

SET DHCPSNOOPING PORT=1 TRUSTED=YES .

m J000000000Untrusted 00000 DHCPOOUOOOOO 10000000000000O0O0O
00000000 oUooUooo IPOO0DO0DODODODOOODOODOOODOOODOODODOOODOOOO
0000000000000 0000D0OSET DHCPSNOOPING PORTO OO OO227 00000
MAXLEASES OO OOOOOOOOOO 101000000000000

SET DHCPSNOOPING PORT=1 MAXLEASES=5 .

s [POO00O0ODOOOCOOOO0OOO0ODHCPOOOO00O0OODDDOOODOODODODDDOD DHCPOODO
0000000000000000 Untrusted 00 0000000000000 00DO0DO0ODOOOOOO
gobooooobooooboooboobo

O000000000 ADDDHCPSNOOPING BINDINGO OO OO 111 oo0ooooooooooooo
IPOOD0DOOMACOOO0O0ODODODODM OO VLCANODODODOODODOOODDOODDDOO

ADD DHCPSNOOPING BINDING=00-00-00-00-00-01 INTERFACE=vlan-default
IP=192.168.10.5 PORT=5 J

[MACOOOOOOODOOODoOooMACOOOOOOOOOOOODOOOOO0OO0OO0O000O0000O00ODHCP
Snooping 00000000000 ARPOODOODOOODOOOOO0O0OO00O0O00O0000O000O00O000
0 0 DISABLE DHCPSNOOPING ARPSECURITY OO0 0001530 00000000000

[COoo0000000000000o010000000000000000000000010000O0O0OO0
00000000000000000000000SET DHCPSNOOPING PORTOOOOO22700000
MAXLEASESOOOOOOOO0OO0OO0OOOOoOOoooO

m DHCP Snooping 0O DIPOO0O0DOO0O00OO0OD0ARPOODOOOOODODOOOOODOOOODO
goooo
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DHCP Snooping

ENABLE DHCPSNOOPING ARPSECURITY O DO OO0 18100000 ARPOODODODODOOODOOOO
O00Untrusted 000000000000 DHCPOOOOODOOOO ARPOOOOOOOOOOOOO
0000000 ARPOOO00OO0O0O00OOO0OOOOOOOOOOOO

ENABLE DHCPSNOOPING ARPSECURITY J

[0 000DHCPSnooping 000 000000000O000O0O0

[COo00o00o00ooo0ooooMACOOOODOOOODODOO0OO0OO0O00000000000000O0O0ARP
ooooooooooooooooobooo

m DHCP Snooping 000000000 DHCPOOOOODODOOOOODOODOOOODOOOOODO
00000000 Uooooooooooooooooo

ENABLE DHCPSNOOPING OPTIONS2 0 0 0001830 0000000000000 0000DODO0OO
0000000000000 000Untrusted 0000000000000 000O0O DHCP/BOOTP O
goboooboogobooobooboobobobboobooobooobboobbobbobbooo
0000000000 Untrusted 000 00000000000000O00O0ODO0OO0DO0OOOOODOO0O
goooooooooo

ENABLE DHCPSNOOPING OPTION82

SET DHCPSNOOPING PORT O 00 0022700000 SUBSCRIBERIDO OO O ODOODOOOOOOO
O0000000000000000 Subscriber-IDO000000O00O00OO0OD0OOD0OODOOOODOOOO
goboooboogoboobobooboobbobboo

SET DHCPSNOOPING PORT=5 SUBSCRIBERID="ud-mahahiha"

[0 000DHCPSnooping 000 000000000O000O0O0

00 00DHCP/BOOTP O U0 OO OO OOENABLE BOOTP RELAY OPTIONS2 0 O 0 O [ IPO O 287
O00omoooooooooo

m DHCP Snooping 0 0000000000000 O00O0000O0DOO0DOO0OO0O00O0OOIPOOON
0000000 00oooo0oooooo0U00oooo00oooo0o0oooDooDUooooooO 60
gooo

[CNoo00o0o00o00o0o0o0ooo0oooooooooo

000000 O0O0SET DHCPSNOOPING CHECKINTERVAL 00000226 000000000000
00000 1036000000
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DHCP Snooping

SET DHCPSNOOPING CHECKINTERVAL=120 .

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
000000000000 bindXXXXdsnOOOOMMXXXXOODOOOODODO0O0OO00D0D00O0ooooo
004000000000000000000DHCP Snooping0000000000D0O0O0O0O0OOO0O
goboooboogobooobooboobobobboobooobooboboobbobbobboon
goooboboo

m DHCP Snooping 00 000000000000 O0SHOW DHCPSNOOPINGODODOOO02770000
goooon

SHOW DHCPSNOOPING

m 000000 DHCP Snooping 00000000 O0OSHOW DHCPSNOOPING PORT 0O 00 00O 285
goobooooogoo

SHOW DHCPSNOOPING PORT
SHOW DHCPSNOOPING PORT=1

m 00000000000 0DO0O0O00DO000ODOO0OSHOW DHCPSNOOPING DATABASEO O OO
02810000000000

SHOW DHCPSNOOPING DATABASE
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Doooooooood

ooboogood

goooon
DISABLE SWITCH DEBUG . . . . . . .. e e e e e e e 170
DISABLE SWITCH STPFORWARD . . . . . . . .. o e 178
ENABLE SWITCH DEBUG . . . . . .. .. ettt et 203
ENABLE SWITCH STPFORWARD . . . . . . . .. oo 212
RESETSWITCH . . . . . . . e e e e e 224
SHOW SWITCH . . . . . . . e e e e 345
SHOW SWITCH COUNTER . . . . . . . ... e 347
SHOW SWITCHDEBUG. . . . . ... . . e 349
oo
ACTIVATE SWITCH PORT AUTONEGOTIATE . . . ... ... .. .. ... ....... 109
ACTIVATE SWITCHPORT LOCK . . . ... ... . 110
ADD SWITCHTRUNK . . . . . o e 130
CREATE SWITCHTRUNK . . . . . . e 135
DELETE SWITCH TRUNK . . . . . . e 146
DESTROY SWITCHTRUNK . . . ... ... 150
DISABLE SWITCH LOOPDETECTION . . . . . ... ... ... ... 174
DISABLE SWITCH MIRROR . . . . . . . . . ettt et 175
DISABLE SWITCH PORT . . . . . . o et 176
DISABLE SWITCH PORT FLOW . . . . . . . . e 177
ENABLE SWITCH LOOPDETECTION . . . ... ... .. ... . ... .. ... . .... 207
ENABLESWITCHMIRROR . . . . . .. et 209
ENABLE SWITCHPORT . . . . . . et e e 210
ENABLE SWITCH PORT FLOW . . . . . . . e 211
RESET SWITCH PORT . . . . . . . o e e e e e 225
SETSWITCH LOOPDETECTION . . . . . . . ... .. o 267
SETSWITCHMIRROR . . . . . . . o et e 269
SETSWITCHPORT . . . . . . . e e e 270
SETSWITCHTRUNK . . . . . o e 275
SHOW SWITCH LOOPDETECTION . . . . . ... ... . ... . 359
SHOW SWITCH LOOPDETECTION COUNTER . . . . . ... ... ... ..... 362
SHOW SWITCHPORT . . . . . . ... e 364
SHOW SWITCHPORT COUNTER . . . . .. .. ... 368
SHOW SWITCHPORT INTRUSION . . . . . .. ... . . o o 372
SHOW SWITCHTRUNK . . . . ... 374

LACPOU IEEE 802.3ad0
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ADDLACPPORT . . . . . 113

DELETELACPPORT . . . . . . o o e e e e 140
DISABLELACP . . . . . o 156
DISABLELACP DEBUG . . . . . . . o e e e e e e e e e 157
ENABLELACP . . . . 184
ENABLE LACP DEBUG . . . . . . . e e e e e e 185
PURGELACP . . . . 214
RESET LACP PORT COUNTER . . . . . . . . et e 219
SET LACPPORT . . . . . e 229
SETLACPPRIORITY . . . . . oo e e e 230
SHOW LACP . . . o 287
SHOW LACP PORT . . . . . e 288
SHOW LACPTRUNK . . . . . e 292

OO0O0O00 LAN

ADD VLAN PORT . . . . . e 131
CREATE VLAN . . . . 137
DELETE VLAN PORT . . . . . . . e 147
DESTROY VLAN . . . . e e 151
DISABLE VLAN DEBUG . . . . . . . et e 179
ENABLE VLAN DEBUG . . . . . . .o e e e 213
SET VLANPORT . . . . . e 276
SHOW VLAN . . . o 376
SHOW VLANDEBUG . . . ... .. e 380

000000000000 00STP/RSTPO

ADD STP VLAN . . o 116
CREATESTP . . . . o o 134
DELETE STP VLAN . . . . o e 142
DESTROY STP . . . . . o e 149
DISABLESTP . . . . . 165
DISABLE STP DEBUG . . . . . . . . e e e e e 166
DISABLE STP PORT . . . . . . e e e e e 167
DISABLE STP PORT DEBUG . . . . . . . . . ettt 168
ENABLESTP . . . . 198
ENABLE STP DEBUG . . . . . . . e e e e 199
ENABLESTPPORT . . . . . . o e e e 200
ENABLE STP PORT DEBUG . . . . . . . . . ettt 201
PURGESTP . . . o 217
RESETSTP . . . . o 223
SET STP . . o 253
SETSTPPORT . . . . . . e 255
SHOW STP . . . . o 334
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SHOW STPCOUNTER . . . . . . ... e 338
SHOW STPDEBUG . . . . . . . o e e e e e 340
SHOW STPPORT . . . . . . e e e 342

0000000000000 0DUOOOOMSTPO

ADDMSTPMSTIVLAN . . . . . o e e 115
CREATEMSTP MSTIT . . . . . . o o e e e 133
DELETEMSTP MSTIVLAN . . . . . . o o e e e e 141
DESTROY MSTPMSTT . . . . . . o o e e e 148
DISABLEMSTP . . . . . . o 158
DISABLEMSTP CISTPORT . . . . . . . e e e 159
DISABLE MSTP DEBUG MSTT . . . . . . . . . e 160
DISABLE MSTP MSTIPORT . . . . . . . . . et ettt 161
ENABLEMSTP . . . . . e 186
ENABLEMSTP CISTPORT . . . . . .. e 187
ENABLEMSTP DEBUGMSTI. . . . . . ... e 188
ENABLEMSTP MSTIPORT . . . . . . . . ettt 190
PURGEMSTP . . . . o 215
RESET MSTP COUNTERPORT . . . . . . ... . 220
SET MSTP . . . 231
SETMSTP CIST . . . . . o e e e 233
SETMSTP CISTPORT . . . . . . . e e 234
SETMSTP MSTI . . . . . o 236
SET MSTP MSTIPORT . . . . . . . e 237
SHOW MSTP . . . . 294
SHOW MSTP CIST . . . . . o e e e e 297
SHOW MSTP CISTPORT . . . . . .. . . e 300
SHOW MSTP COUNTERPORT . . .. ... ... .. . 303
SHOW MSTPDEBUG MSTI . . . . . . . ... e 305
SHOWMSTPMSTI . . . . . .o 306
SHOW MSTPMSTIPORT . . . . ... e 309

gobooobooooooooo

ADDSWITCHFILTER . . . . . . . o et e 118
DELETESWITCHFILTER . . . . . . . . ettt e 143
DISABLE SWITCH AGEINGTIMER . . . . . ... ... o . 169
DISABLE SWITCH FILTER VLANSECURE . . . . . .. ... ... . . ... 171
DISABLE SWITCH LEARNING . . . . . . . . et e 173
ENABLE SWITCH AGEINGTIMER . . . .. ... ... . 202
ENABLE SWITCH FILTER VLANSECURE . . . . ... ... ... . . ..., 204
ENABLE SWITCH LEARNING . . . . . ... et e e 206
SET SWITCH AGEINGTIMER . . . . . ... . . 257
SET SWITCH L3AGEINGTIMER . . . . ... ... .. . . . 258
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SHOWSWITCHEDB . . . . . . . . e e e 350

SHOW SWITCH FILTER . . . . . . . . . e e e 353
QoS
SET QOSHWPRIORITY . . . . . . oot e e e e e e 249
SETQOSHWQUEUE . . . . . . . e 251
SETSWITCH QOS . . . . . . e e e e 273
SHOW QOS HWPRIORITY . . . . . . .o e e e 332
SHOW QOSHWQUEUE . . . . . . ... 333
SHOW SWITCH QOS . . . . . . o e e e e 373
goooooImrooood
ADD SWITCH L3FILTER ENTRY . . . . . . . . . e 120
ADD SWITCH L3FILTERMATCH . . . . . . . . . e 126
DELETE SWITCH L3FILTER . . . . . . . . . e e 144
DELETE SWITCH L3FILTER ENTRY . . . . . . . . .. . 145
DISABLESWITCH L3FILTER . . . . . . . . . e e e 172
ENABLE SWITCH L3FILTER . . . . . . . . . e e 205
SET SWITCH L3FILTER ENTRY . . . . . . . . . e 259
SET SWITCH L3FILTERMATCH . . . . . . . . . e e 264
SHOW SWITCH L3FILTER . . . . . . . . . e e 355
goood
ACTIVATE PORTAUTH PORT REAUTHENTICATE . . . .. .. ... ... ....... 108
DISABLEPORTAUTH . . . . . . . e e e 162
DISABLE PORTAUTH DEBUG . . . . . . . . . e 163
DISABLEPORTAUTH PORT . . . . . . . . e e 164
ENABLEPORTAUTH . . . . . . . e e e 191
ENABLE PORTAUTH DEBUG . . . . . . . . . e 192
ENABLE PORTAUTH PORT . . . . . . . . e e e 193
PURGE PORTAUTH PORT . . . . . . .. e e 216
RESET PORTAUTHDPORT . . . . . . . . e e e 221
RESET PORTAUTH PORT MULTIMIB . . . . . . . .. .. i 222
SET PORTAUTH HYPHEN . . . . . . . .. e 238
SET PORTAUTH IDTOGGLE . . . . . . . . e 239
SET PORTAUTHDPORT . . . . . . . . e e e 240
SET PORTAUTH PORT SUPPLICANTMAC . . . . ... .. . i 244
SET PORTAUTH USERNAME . . . . . . . e 247
SHOW PORTAUTH . . . . . . . e e 311
SHOW PORTAUTH COUNTER . . . . . . . . . e 315
SHOW PORTAUTH MULTISUPPLICANTPORT . . . . . . . . ... oo 318
SHOW PORTAUTHPORT . . . . . . . . e e e 322
SHOW PORTAUTH TIMER . . . . . . ... e 328
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DHCP Snooping

ADD DHCPSNOOPING BINDING . . . . .. .. oo oo oo 111
DELETE DHCPSNOOPING BINDING . . . . . ... ... ... . ... 139
DISABLE DHCPSNOOPING . . . . . . . ettt e e 152
DISABLE DHCPSNOOPING ARPSECURITY . . . .. ... ..o o o oo 153
DISABLE DHCPSNOOPING LOG . . . ... ... .. 154
DISABLE DHCPSNOOPING OPTIONS2 . . . . ... ... ... . ... . . ... . .... 155
ENABLEDHCPSNOOPING . . . . . ... .o e 180
ENABLE DHCPSNOOPING ARPSECURITY . . . .. ... .. ... . ... 181
ENABLE DHCPSNOOPING LOG . . . ... ... .. . . 182
ENABLE DHCPSNOOPING OPTIONS2 . . . . . . .. .. ... . .. 183
RESET DHCPSNOOPING COUNTER . . . . ... ... . o oo 218
SET DHCPSNOOPING CHECKINTERVAL . . . ... ... ... ... . ... . .... 226
SET DHCPSNOOPINGPORT . . . . . . ... o 227
SHOW DHCPSNOOPING . . . . . ..o e 277
SHOW DHCPSNOOPING COUNTER . . . . .. ... ... o o o o 279
SHOW DHCPSNOOPING DATABASE . . . . . ... ... o o . 281
SHOW DHCPSNOOPING FILTER . . . . .. .. ... o o oo 284
SHOW DHCPSNOOPINGPORT . . . . ... .. . .. o o 285
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ACTIVATE PORTAUTH PORT REAUTHENTICATE

ACTIVATE PORTAUTH PORT REAUTHENTICATE

O000o0ooooooo /00000

ACTIVATE PORTAUTH[={8021X|MACBASED}] PORT={port-1ist|ALL} REAUTHENTICATE
[SUPPLICANTMAC=macadd]

port—list:[l[l[I[I[I[I[I[I[I[Il[l[l[lDDDDDDDDDDDDDDDDDDD
macadd: MAC 0 0 0 O O xX-XX-XX-Xx-xx-xx 0 0 0 0

0

0000000000000 Supplicant0000000
goooog

PORTAUTH 0000000OO8021XO802.1X T OMMACBASEDDMACODODOOODODODOOOOOO
oooos81IXooooooo

PORT OO0000OO0O0D0O0OOOOODOO0O0OOOOO0OODOOOOO0OOOO0OPORTAUTHOOOODO
0000000000000 oo0ooooooo0o0dPORTAUTHO 821X OO OOooooonO
Authenticator 00 000000000000 TYPE=AUTHENTICATORO OO TYPE=BOTHOO
ggdooooooooooobooo

SUPPLICANTMAC Supplicant 0 MACO OO OO0 OO0 OO OO OMulti-Supplicant O O O
OMODE=MULTID O ODOOo0ODOMACODOOOOOOODODOOOOOOOO

g
m 00500000000 802.1X Supplicant0 000000

ACTIVATE PORTAUTH PORT=5 REAUTHENTICATE

s 00200000000 MACOOO Supplicant0 000000

ACTIVATE PORTAUTH=MACBASED PORT=2 REAUTHENTICATE

goooog

ENABLE PORTAUTHO 191 0 00O

ENABLE PORTAUTH PORTO 193 000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 00 O
SHOW PORTAUTH PORTO 3220000

108 | CentreCOM 8700SLO D OO OO OOOO0DDOO 2.9 gooogo
J613-M0019-01 Rev.P



ACTIVATE SWITCH PORT AUTONEGOTIATE

ACTIVATE SWITCH PORT AUTONEGOTIATE

o0o0oooooooooo /000

ACTIVATE SWITCH PORT={port-list|ALL} AUTONEGOTIATE

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

0000000000000000000000000000000000000000000/00000
goboooboooooboobooobo

goooog

PORT 0OOO0O0OOODODOODOOODOOOOOODOOOSETSWITCHPORTO OO OO SPEEDOOOO
0000 AUTONEGOTIATECD OO OO0 ooO0ooooooooo

g
s(000 600000000000 DO0OODODOOO

ACTIVATE SWITCH PORT=6 AUTONEGOTIATE

goooognd

0000000000000 000000000000AUTONEGOTIATED O ODODODO0DO0O0oooooOn
gooo

goooog

SET SWITCH PORTO 270000 O
SHOW SWITCH PORTO 364000 0O
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ACTIVATE SWITCH PORT LOCK

ACTIVATE SWITCH PORT LOCK

o0o0oooooooooo /000

ACTIVATE SWITCH PORT={port-Ilist|ALL} LOCK

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

gooooooooOoooooDooo MACOODODODODODODUOODODOODODODOODODODDODDODODOO
oo
O0ooooooooooooooMACOODDUODOOODODOODOOODOOODOOOOSET SWITCH PORT
00000 INTRUSIONACTION OO ODOOOOODOODODOODOOODOODOOOOOSET SWITCH
PORTOOOOO LEARNOOOOOODOOOOOOODOOODODOODODODOOOOODOOOODOOOO
gobooopoooobooobo

goooog
PORT O0O00OO0O0OOOOOOOOOOO
g

s 0010000000000

SET SWITCH PORT=1 LEARN=10 INTRUSIONACTION=DISCARD
ACTIVATE SWITCH PORT=1 LOCK

goooognd

O00000o0oooO00 SETSWITCHPORTO OO OO LEARNOOOODOOODODOODOOODOOO
goboooboooobooobooboobbobboobooobooobo

goooog

SET SWITCH PORTO 270000 O
SHOW SWITCH PORTO 364000 O
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ADD DHCPSNOOPING BINDING

ADD DHCPSNOOPING BINDING

gooooooooooo / DHCP Snooping

ADD DHCPSNOOPING BINDING |[=macadd] INTERFACE=vlan-if IP=ipadd
PORT=port-number

macadd: MAC 0 0 0 O O xx-xx-xx-xx-xx-xx 0 0 0 0

vlan-if: VLAN OO OO0 000 OVLAN-name 0 VLANvid 00 0O Oname 0 VLAN OO vid O VLAN IDO
ipadd: IP 0000

port-nuymber: 0000000000100

g

DHCP Snooping 0 D 0000000000000 D0O0O0DODO0OODOODOOODOODIPODOOOOOO
goboooboooobbooobooboobboon

goooog

BINDING 0000000 MACOOOO
INTERFACE 0OO0OO0O0O0O0O0OO VLAN

1P oooooooIPpPooOO

PORT 0O00000O0OODOOODOOODOOOOOO

g

m[PO0OO0O 192.168.10.50MACO OO O 00-00-00-00-00-01 00000000000 O0OODOOOOOO
O000000000000000 VLANOOdefauttDOOOOOOOO0OO0O0OO0oOo50000

ADD DHCPSNOOPING BINDING=00-00-00-00-00-01 INTERFACE=vlan-default
IP=192.168.10.5 PORT=5

goooognd

0000000o0ooooooooD 100000000 0oooooo0o0o0U0o00oool1looDoooooon
0000000000000 00000000D0SET DHCPSNOOPING PORT OO 000 MAXLEASES
gobooooboooooobooobo
MACOOOOOOOO0OO0OO0O00O0000000000000000DHCP SnoopingD 0000000000
ARPODDOODOOD0ODODOODOODOODOOOODOODOOODOOOOOODO DISABLE DHCPSNOOPING
ARPSECURITY O OO OOOOOOOOMM

goooog
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ADD DHCPSNOOPING BINDING

DELETE DHCPSNOOPING BINDINGO 13900 0O
DISABLE DHCPSNOOPING ARPSECURITYO 153 00 0O
SET DHCPSNOOPING PORTO 227 00 00O

SHOW DHCPSNOOPING DATABASEO 281 0 000
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ADD LACP PORT

ADD LACP PORT

000000000000 /LACPOIEEE 802.3ad0

ADD LACP PORT={port-list|ALL} [ADMINKEY=0..65535] [PRIORITY=0..65535]
[MODE={ACTIVE|PASSIVE}] [PERIODIC={FAST|SLOW}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

000000000000 LACPOOODODO0O0DODooooooo LACPODOOODDOMmM
0000000000000 DO0D0D0OD0DOCREATE SWITCH TRUNK O 0O 0O 0O 0 ADD SWITCH TRUNK
U00000 Half DuplexO0OOOOOO0OO0OOO0OOD LACPOOOO0ODOO0OO0ODOO0ODOO0OODOOO
000000000000 Uoooooog LACPODOOOOODODOOODOO

000000000000 UooooooDoUooog LACPOODDOOODOOODOODODO

goooog

PORT 0OOO0O0OOO

ADMINKEY LACPOOODOODOOOOUOO0OO0OODOOOOOOOO0O0DOODOODODOOOILACPOOO
O000oooo VLANODDODOODODODOOODODDODOODODODOOoDoooooo 100ooooooooo
0000000000000 oD 1000000 oDoDoooDoooDoOooDoOooOoOoOoOoOoOOOOO
0000000000000 o0oog ADMINKEYDOOOOODOOODODOOOADMINKEY OO0
0000000000000 oomoooooo 10

PRIORITY LACPOO0O0ODO0OODO0OOOOODOOODOOOOODOOOOOOOOLACPODOOOOO
0000000ooooooooo8ooUo0oooooooooooooDUooooooooon
gooboooooooboooobooooboobboobooboobbobboobboboboobo
gooboooooooboooobooooboobboobooboobbobboobboboboobo
000000000000 00000000000o00o0ooooo0oooooooO 327680

MODE LACPOOODOOOOOOOACTIVEDOPERIODICOOODOOOOOOOOOOO LACPOOO
O000000000MPASSIVEDODODODOODOO LACPOODODO0OO0OOoooooo LACPO
0000000000000 oDUoDUooog ACTIVED

PERIODIC ACTIVEODOOOO LACPOOUOOOOOOOOFASTO10MMSLOWO30000000
O0000O0D0OO FASTO

0
= 0001040 LACPOOOOOOOD

ADD LACP PORT=1-4
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googod

DELETE LACP PORTO 1400000
SET LACP PORTO 2290000
SHOW LACP PORTO 2880000
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ADD MSTP MSTI VLAN

ADD MSTP MSTI VLAN

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

ADD MSTP MSTI=instance VLAN={1..4094|ALL}

instance: MST O 00O 0 00 IDO 1040940

g

MSTOOODOOOO VLANODOOODOOO

000000000000 VLAN O CISTO Common and Internal Spanning TreeD 000000000
0000000000000 0VLANO CISTOOOODODODOOODOoOOoO0Ooooo MSTOOOOOOoOO
goooood

OVLANOO1IOOD MSTOOOOOOOOO CISTOODDOOOODOODODOoOooOoDoooO MSTOOOO
O0ooooMSTOOODOOOOOODOODODOODODODODOOOOOOOO DELETE MSTP MSTI VLAN
Odoooooooooo VEANO CISTOOOODOOOoooooooooooooooooooo

goooog

MSTI MSTOOOOOO ID
VLAN VLANIDOVIDOALLOOOOOOOOOODOO VLANOOODOO MSTOOOOOOOOO
gooogo

g
s MSTOOOOOOO100 VLANO10OODOOOoooo

ADD MSTP MSTI=1 VLAN=10

goooog

CREATE MSTP MSTIO 1330000
DELETE MSTP MSTI VLANO 141 000 O
SHOW MSTPO 2940000

SHOW MSTP MSTIO 306 0 00 O
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ADD STP VLAN

ADD STP VLAN

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

ADD STP=stpname VLAN={vlanname|2..4094}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo
vlanname: VLAN O 0103200 0000000000000 0000000000000 00O0O00OO0OODOOO

g

O000ooo STPOOOOO VLANDDODOODODO
STPOO00O0000O0D00D00000Odefault STPIOO OO O OOOCREATESTPOOOOOOO
o0ooooopooo STPOODODODOOO

OVLAN default 0000 default STPOOOO0O0DO0OD0O STPOO0OODOOOOODOOOOO
OCREATEVLANOUOOUOOOOOOOOUOOOOO VLANOUOOUOOOOOOOOO0OO0O0O0O0O default
STPOO0O0O0O0O0

0000000 STPOOD0OOOOODOOO VLANDO default STPOODOOOOO

O0o00oooooo STPOOOOO0O0O VLANODOODOOOOOOODODODODODOODOOoOooOooooooo
0000 STPOO VLANOOOUOOdefault STPOO O OO M OODO0DOOODOODOOOOO
000000000000 VEANODOODOOODOooDoooooooooog STPOODOOOOOOoOO
ooooooooSTPMOO00DooooooSTPOO0O0DOO0N0N0NON0N0NON0NO0OoOoOoODoOoo
goooo

goooog

STP STPOUO00O00Odefault 000000000000 000OSTPODODOO defaultSTPOODOO
O0OOOCODELETESTPVLANOOOOOOOODDODOO VLANOODDOOOO STPOODOOOO
gooogo

VLAN VLANOOOO VLANIDO VIDO

g
m STPO OO0 Omystp00 VLANwhiteDOO0OO0O0O

ADD STP=mystp VLAN=white

goooog

DELETE STP VLANO 1420000
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SHOW STPO 3340000
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ADD SWITCH FILTER

ADD SWITCH FILTER

000000000000 /00000000000 000

ADD SWITCH FILTER DESTADDRESS=macadd PORT=port-number ACTION={FORWARD
DISCARD} [ENTRY=entry-id] [LEARN] [VLAN={vlanname|l..4094}]

macadd: MAC 0 0 0 O O xx-xx-xx-xx-xx-xx 0 0 0 0

port-number: 1000000000100

entry-id: 00 000000003190

vlanname: VLAN U 01032000000000000000_ 00000000000 0OO0OOOOOOOO0O

0

0000000000000 OUFPBO0000000D00D0OD0D00D0D00DO00oDooooooooog
000000000000 1000DoO0 32000000000

goooog

DESTADDRESS 0000 MACOOOUOOODDODOOOODOOOOOUOODOOOODOOOODODOOO
gboboooboooobooooboobbon

PORT 0OO0O0O0O0OOOOACTIONDO FORWARDOOOOOOOODESTADDRESSOOOOOOOOO
gobooooooboooobooobo

ACTION 0000000000 O0OFORWARDODOOOO DISCARDOOOOOOOOO

ENTRY 000000 FDBOOODODODODODODODODODOOOODOOOODOODOO0O0O0OOO0O0O00O0 nO
O0000ooooooODO000000n- 1000000000000 0DDOO0ONOD0ODODODOO
gooboobom@nboboooobobobobbObbO0oboboboobDobDoDobOobO
gobooooboooobooooooboobboobooboobbobboobboobbooobo
O0010000o0o0oooon

LEARN 0000000000000 0000000000000 MACOOOOOlearnOOOOOO
01000000000000000000000000000OSET SWITCHPORTOOOODO
LEARNOOO000000000

VLAN VLANCOO VLANIDOVIDOOOOOOO VLANOOOOOOOOOOoooooooooo
0000000000000 VECANODOOOODOoOoOOooDoooooooooooooooooo
VLANOOOUOOOUOOoOooooooooo VLANODDODDODODODODODDOODOoOOoOoooooooo
goboooooooobooooobo

g

s ] 0030000000000000000 FDBOOOOOO
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ADD SWITCH FILTER

ADD SWITCH FILTER DEST=00-00-£f4-12-34-56 ACTION=FORWARD PORT=3

00 6000000000000O00O0 00-00-f4-ab-cd-ef 00O 0DOOO0ODOOO

ADD SWITCH FILTER DEST=00-00-f4-ab-cd-ef ACTION=DISCARD PORT=6

mJ002000000000000000 00-00-f4-c9-73-ff 00000000000 0O0O0OOD0OOO0O0
gooobboo

ADD SWITCH FILTER DEST=00-00-f4-c9-73-ff ACTION=FORWARD PORT=2 LEARN

e 00050000000000000000FDBOOODOOOO VLANO orangel

ADD SWITCH FILTER DEST=00-00-f4-11-11-11 ACTION=FORWARD PORT=5
VLAN=orange

goooognd

O00000ooooooooo0ooooo VECANODDODOOOOOooooooooooooooooo
gon

goooog

DELETE SWITCH FILTERO 143 000 O
SET SWITCH PORTO 270000 O
SHOW SWITCH FILTERO 353 0000
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ADD SWITCH L3FILTER ENTRY

ADD SWITCH L3FILTER ENTRY

O000o0000o0ooO0o /ooooooIPOOOOO

ADD SWITCH L3FILTER=filter-id ENTRY [TOS=0..7] [IPDSCP=0..63]
[TTL=0..255] [PROTOCOL={TCP|UDP|ICMP|IGMP|protocol}] [SIPADDR=ipadd]
[DIPADDR=1padd] [TCPSPORT={port|port-name}] [TCPDPORT={port|port-name}]
[TCPSYN={TRUE|FALSE}] [TCPACK={TRUE|FALSE}] [TCPFIN={TRUE|FALSE}]
[TYPE=protocoltype]l [UDPSPORT={port|port-name}] [UDPDPORT={port]|
port—name}] [IPORT=port-number] [EPORT=port-number] [PRIORITY=0..7]
[PORT=port-number] [NEWTOS=0..7] [NEWIPDSCP=0..63] [ACTION={SETPRIORITY|
SENDCOS|SETTOS|DENY|SENDEPORT|SENDMIRROR|[MOVEPRIOTOTOS|MOVETOSTOPRIO|
NODROP|SENDNONUNICASTTOPORT|SETIPDSCP}[, . ..]]

filter-id: 0000000010140
protocol: IP 0 00 00000002550
ipadd: IP 0000

port: TCP/UDP 0 00O 00O 000655350
port-name: 000 00

protocoltype: L3000 0000016000
port-number: 1000000000100

g

oooooo IPOO0000O0O0ODOODOOODODOOOOOOOO

ADD SWITCH L3FILTERMATCHO O OOOOODOOOOOO0DO0O0O0oooooooooooooogo
goboooboooobooobooboobbobboobooobooobo
gogooooooooobobobbbbobboobooooodobbbbbbobboooob DB
gooooooooooboboobobbbobbooooboobboobbbbbbbobboooooooo
SHOW SWITCH L3FILTERO OO0 OO0 ENTRYO O OO OOOOOOoOOoooooooooooooo
goboboboooboooboooo

000000000000 Uoooooooo 12400000000

goooog

L3FILTER 00000000000 DOOO0O000O0000OO0O00OSHOW SWITCH L3FILTERO OO
goboooboooobooooo

TOS 0000000000000 DDOOOOIPTOSOO0OOTOSOODODODOUO precedencel 0000
Oooooooooo7oIPDSCPOOOOOOOOOOOO

IPDSCP 0000000000 OO0OO0OOOOO IPDSCPO DiffServ CodePoint0 000000000
oooooe3nTOSOOODOODODOOOODODO

TITL 0000000000000 0O0OOOOIPTTLOOOOOOOOODOOOOODOOOO 002550

PROTOCOL 0000000 O0COOOOOOOOOOIPOOOOOOOODDOOOTCPDUDPOICMPO

120 | CentreCOM 8700SLO D OO OO OOOO0DDOO 2.9 gooogo
J613-M0019-01 Rev.P



ADD SWITCH L3FILTER ENTRY

IGMPOOOOODUOOOUODOO0ODO0U0ODO0DODODODODODOODODOO IPODOOODDOODOOOODOOO

SIPADDR 000000000000 D00OO0OO0OODOOIPOO0OODOOOO0OOOOOOOOOOOOO
000000000000 ADD SWITCH L3FILTER MATCHO OO OO SCLASSOODOOOO
odo0oo0ooooooooooooooooIPO00OoO0O0OOoOoO0oooOoOoooO IPOOO
gjbodooooooobobooo

DIPADDR 0000000000000 0O0ODOOOOOIPODOODOOOOODOOOOOOOOOOOOO
000000000000 ADD SWITCH L3FILTER MATCHOOOOO DCLASSOO O OO0
odo0oo0ooooooooooooooooIPO00O0oO0O0OOoOoO0O0oooOoooog IPOOO
gjbodooooooobobooo

TCPSPORT 0000000000000 0O0ODOO T TCPOOODODODOODODOODODOODOOOODOOO
OOPROTOCOLOOODOOOO TCPOOODOOOOOOOODO

TCPDPORT 000000000000 ODOOOOO TCPOOODOODDODOODOUOODOODODODOODOOO
ODOOPROTOCOLOODOODODOO TCPOOOOODODOOODOODO

TCPSYN 0000000000000 O000O0O0TCPOODOOOSyn00000O00O00O0OMDITRUE
O00000D0D0D0O00O0O0O0FALSEDOODOODOOOOOO0O0O00O0O0OPROTOCOLOOONO
OO0 TCPOOODOODOODODOOOODODOOUEPORTOOODDOODODOODODOOODOOO

TCPACK 0000000000 DO0O0O0O0OODOOO TCPUOODODUOACIOODODDDOOOM TRUE
O000000D0D0O00O00O0FALSEDOODOODOOOOOO0O0O0O0O0OO0OPROTOCOLOOONO
OO0 TCPOOODOODOODODOOUOODODOOUEPORTOOODODOODODOODODOODODODOO

TCPFIN 0000000000000 0O0OOOO TCPOOUOUOOODODFNOOODOODODODOODOMITRUEOO
O00000O0O0D0O00O0OFALSED D000 DOODOOOOO0O0O0O0O0OPROTOCOLOOOOONO
OTCPOODODODOOODODODODODODOUOODEPORTOOOODOOODODOOODOODODO

TYPE 000000000000 D0OO00O0O0000000O0O0OOO0300000000000000016
gomboooboooboobooobodo Do bbb boobo
ACTION O SETTOSO 000000000000 D0O0O0000DOADD SWITCH L3FILTER
MATCHOOOOO TYPEOOODOOOOOOOODODODODODODOOOODODODOOODODOOOODOOOO
0 O Ethernet Version 2 0 802.2 LLC(DSAPOSSAPOO O OO0UOUODOOOOO 2000 0SNAP
O0o0oUoooooo 50000000000

UDPSPORT 00000000000 OOOOOUOO UDPOOODOODOOODOOOODOODOOOOOO
OOOPROTOCOLOODOODOOO UDPODOODOOOOOOOOO

UDPDPORT 0000000000000 O0O0O0O0OUDPOOOODOOOOOOOOOOOOOOOO
OOOPROTOCOLOODOODOOO UDPODOODOOOOOOOOO

IPORT 0000000000000 00000000000000000000O0O000O00O00O00O0A0
0000000000000000ADDSWITCH L3FILTERMATCHO OO OO IMPORT=TRUE
godoooooooooo

EPORT OO00O00ODO0O00O0DOO0O0OO0OODOO0O0OO00O0O0ODOOOO0OOO0O0O00O0000000OO0
0000000000000 00ADDSWITCH L3FILTER MATCH O 0 0O 00O EMPORT=TRUE
0000000000000 0000EPORTOOOOOOOOOOODOOOOFDBO L3O OOO
Oo0oo0oooooMACOOOODOODODODOODODOODODODDODOODODODODODOODODoODOOOOO
bbb uobouobobobobobobobboboooboooo

PRIORITY 0000000000000D0O0OO00O0O00O0DO8021p000000D00000O0O0O
7OOOACTIONOOOOOOO SETPRIORITY O SENDCOSOODO0ODOOOODODOACTION
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ADD SWITCH L3FILTER ENTRY

O SETPRIORITYO OO ODOODOOOUODODOOODODODOOOO0DODODOOOOO0OOOODO PRIORITY
goobogooooooboooobooooboobboobooboobbobboobbooobbooobo
O00MMACTIONDO SENDCOSOD OO OOODOooooooo PRIORITYOOOODOODOOOO
0000000oo00ooo0oooooooooooooooog oo

PORT 000000 U0O00O0O0DODOOODOOO0O00O0ODOODOOOOOODOODOACTIONODODDOODOO
SENDEPORT O SENDNONUNICASTTOPORT O OO0 0000000 0OO0OO0OOOOOOOOO
o00000oO0oooOo0O0O0O0ooDoDoDU0ooU0oooDoo VLANDODDDODODOODOOOOOO
8§748SL 0000000000000 00000O0D0O0O0O00O000000O0OD00DO0O0OOO010?240
5000000250480490 0000000000000 DOO0OODO

NEWTOS OO00OO0O0O0OO0O0OOOoO0OO0O0O0OO0O0OoOooDOoOoIPOOO0OoO TOSODODOODODODODODOO
O0O0O0ACTIONO SETTOSOOOOODOOOOOOO

NEWIPDSCP 0000000000 O0O0O0O0OODOOOOOIPODOOOO DSCPOOOOOODOOD
O0O0O0ACTIONO SETIPDSCPO OO OOODOOOOO

ACTION 0000000000 000D0O00000O0OODODOOO0O00OO00DODO0O0000O0O0OODOO0OO0
0000000000000 o0o0ooooooooooo 1000
gobooooboooobooooooobooboboobooboobbobboobbobbooobo
gobooooboooobooooooobooboboobooboobbobboobbobbooobo
gobooooboooobooooooobooboboobooboobbobboobbobbooobo
ugon

gogbobobbooboooboobooooboobbo

DENY O0000000ooooooooo0U00oooo DENYODODOOoooooooo
O0O0OO0OONODROPOODUOODDODODODODDOODOODOOODODODOODODOOO
0000000000 SENDEPORTO SENDCOSO OO OOOOOOOOOOOO
gobooboboobmobooobobboobbbbooobbooooobooon
O000000U00D00D0DU00D0DO0OUOSENDMIRRORO OO OOOOODO

NODROP DENYOOOOOOOOODODOODODODODODODOoooooooooooooooooo
goboobooooboobobooboobboobooboobbooo

gobooooooobooobo

SENDEPORT gobooopbooobobooboobbobooboobobobboboobobn
0000000000000 0000000Uo00oooD PORTOODODOOODOOOO
0000000000000 00000000dgPORTODOOOOOODODO VLAN
0000000000000 0000000O0O00000O8748SLO OO0 OOOO
O0000O0O0OPORTODOOOOOOOOODOOO102405000 000250480490
O000000ooooooooooooo00DU0o0U0oUoDooo 3OoDoOoDooOO
0000000000000 U0000U0 0000 ooOPORTOOODOOODOO
000000000 0oooooooDoooOoOO000000O0 VELANODOOODOoO
goooooo

122 | CentreCOM 8700SLO D OO OODOOOO0DDOO 2.9 gooogo
J613-M0019-01 Rev.P



ADD SWITCH L3FILTER ENTRY

SENDNONUNICASTTOPORTD OO OOOOO0O0OOOO0O0OOO0OOOOOO0O000O0O0O0O0O0

000000000 0ooooo0ooooo PORTODODODOODODDOOOOOODOOO
O000000oooooooooooo0o000o00oDo0 VEANODOOOoDoO
O000o0oooooooDoDDOOoODODOOODO8748SLOOOOOOOOO PORT OO
0000000000000 ooooooooDooooDO0102405000 000250
480490 0000D0DO0ODOOODOODODOODODO

gobobobobobbooboooboooo

SENDCOS

O0000 PRIORITYOOOOODDODODODODUOODODODODODODDODDOODOODOOOOO
goooooooooo

MOVETOSTOPRIOOOOOOIPOODODOO TOSO O OO precedenced 00000000 OVLANDO

000000 81pi0DO0O00DO0OO00DO0O0OO0O0OOO0OO0ODODOO
goboooboobooboobooboobooboobooboobbooboo
U

802.1p 0000000000000 O0O00D0O0O000DOO0O

MOVETOSTOPRIOOOOOOIPOODODODO TOSO O OO precedenced 00000000 OVLANDO

000000 81pi0DO0O00DO0O00DOO0OO0OO0O0OOO0OO0ODOODOO
goboooboobooboobooboobooboobooboobbooboo
U

SETPRIORITY

VLANODOOOOOO8021p0000000000000000DOOOPRIORITY
goboooboobobbooboobobboboboobooboboboobon
gobooopboobboboobooobobboboooboboobboboo
gooo

IP TOS/DSCPOOO0DO0ODOODDOOOODOODOODOODO

SETTOS

00000 IPTOSOO OO precedence0 00000 OONEWTOSOOOODODOO
O0000O0oooDooooTYPEODODODODOOO IPOOOODOODOOOOOOOO
gooo

MOVEPRIOTOTOS O OOOOVLANODOODOODO 8021p 000000000000 0DOOO0OO

OoOoIPOO0OOO0OO0O TOSOOOOprecedencel D00 DDOO0O0DDOO

SETIPDSCP

[PO0O OO0 DSCPO DiffServ Code PointO0 000 00 ONEWIPDSCP OO OO
O00000ooDooo0oooO0TYPEOODODOOOD IPODOODOOOOOOOO
goooooo

goboobogn

SENDMIRROR

goooon

gbobooboboboobooobobobboboboboboboobobo
goboooboobobboooboobobbooboobooboobbooboo
O00O0UOO0OO0DUOODENYONODROPOSENDO ODODDODODDOOODODODODOO
0000000000000 00000000UODENYODOODODODOOOooooo
gooogo
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ADD SWITCH L3FILTER ENTRY

028 ACTIONOOOOOOO0OODO0OOOOoooOo

g
00010300000 192.168.10.0/24000 [IPO0D0OOOOO

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=C IMPORT=TRUE

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 IPORT=1 ACTION=DENY
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 IPORT=2 ACTION=DENY
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 IPORT=3 ACTION=DENY

m 192.168.10.1000 00 TCPOOOOOOOOODOOOOOODOOOOOOODOODOODOOD 192.168.10.100
goboobooobooon

ADD SWITCH L3FILTER MATCH=SIPADDR, PROTOCOL, TCPSYN, TCPACK SCLASS=HOST
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.100 PROTOCOL=TCP
TCPSYN=TRUE TCPACK=FALSE ACTION=DENY

m 192.168.10500000000 8021p0 000000000000 O00OO0 400000000

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=HOST
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.5 PRIORITY=4
ACTION=SETPRIORITY

m 192.168.10.0/24 0000000000000 00192.168.10.1030 00000000000

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=C

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 ACTION=DENY
ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=HOST

ADD SWITCH L3FILTER=2 ENTRY SIPADDR=192.168.10.103 ACTION=NODROP

goooognd

000000000000 EPORTOOOOOOOODOOOOOOOOOOOFDBOL3OOO0OOOODODO
000000000 MACODODOOODOODOODODODODODODODODO0D0D0000O0OD00D0ooooooooooon
0000000000000 000000oOoOOo0ooOTCPOOOOOODOOOOODOODOODTCPSYNO
TCPACKOTCPFINO DO OO UOODODODODOODODOOOOO0OODDOOOOOODDOOOOODOOOoOooDooOoo
0000000 U0O0OUODUOUOEPORTOOODOODODODODODODOO

8748SL 000000 DO0OO0ODO1024050000250480490 00000 0IPORT O EPORT O OO OO
goooooooooo
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ADD SWITCH L3FILTER ENTRY

8748SL 0 00O ACTION=SENDCOSO D 0000000 M 0000 NOMACTHACTION=SENDCOS
0000000000 oU00oDU00oDUUUUo 40000000000

8748SL 0 000000000 DOO0O00DO0O0OO0O0DO0OO0DODOO1024050000250480490000
0000000000000 00SENDEPORTOSENDNONUNICASTTOPORTD D OO OOOOOOO
O00000OOPORTOOOOOOOOODDOOOODDOOOODmMODOOODODODO8748SLO0OOOOO
8724SL OO D00

0000000000000 0ODOSENDEPORTO SENDNONUNICASTTOPORT
OIPORTOOOODOOOODODOOOOOOOOO0DOOOOODDDOOSENDCOS

ODEPORT O 00O O0OODOOOOOOOODOODOODOODOOODNODROPOSETTOSO MOVE-
TOSTOPRIOO MOVEPRIOTOTOSO SETIPDSCP

O00000O00000OODENYOD SETPRIORITYD SENDMIRROR

000000000000 08748SLO 00O O0O0OO00O00O0O0O0DO0O00DO0O010240500000025
04804900 00000000000000000O0ODO0OOOOOODOOODOOOODOODO

goooog

DELETE SWITCH L3FILTER ENTRYO 14500 0 O
SET SWITCH L3FILTER ENTRYO 259 0 0 O O
SHOW SWITCH L3FILTERO 3550 0 0 O
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ADD SWITCH L3FILTER MATCH

ADD SWITCH L3FILTER MATCH

O000o0000o0ooO0o /ooooooIPOOOOO

ADD SWITCH L3FILTER MATCH={TOS|IPDSCP|TTL|PROTOCOL|SIPADDR|DIPADDR|
TCPSPORT|TCPDPORT|TCPSYN|TCPACK|TCPFIN|TYPE|/UDPSPORT | UDPDPORT} [, . . .]
[SCLASS={A|B|C|HOST|1..32}] [DCLASS={A|B|C|HOST|I..32}] [IMPORT={TRUE]
FALSE}] [EMPORT={TRUE|FALSE}] [TYPE={802|ETHII|SNAP}]
[NOMATCHACTION={SETPRIORITY|SENDCOS|SETTOS|DENY|SENDEPORT|SENDMIRROR]
MOVEPRIOTOTOS|MOVETOSTOPRIO|SENDNONUNICASTTOPORT|SETIPDSCP} [, ... ]]
[NOMATCHDSCP=0..63] [NOMATCHPORT=port-number] [NOMATCHPRIORITY=0..7]
[NOMATCHTOS=0. . 7]

port-number: 0000000000100

g

gooooo IPOO000O0O0L3000O0O0OOOOODOOO
gobooooogoobooobooboobobobbooboobobooboboobbobbobbooo
0000000000000 ooDoooooooooooon0 ADD SWITCH L3FILTER ENTRY O 0O O
0000000000000 0O0000000000000 40000000000000000000O
00 12400000000
gooooobogoobooobooboobobobbooboooboobboobbobbobbooo
0000000000000 U0ooO00oD00o0U00Do00D0oo00D0oDUoDoOU0oDooo0nO SHOW
SWITCH L3FILTERO OO0 OO0 O0O0O0ooooooooon

goooog

MATCH 0000O0O0OO0O0OO0ODOOODOOOO0OOO0OO0O00000O00OO0O0OOO0OOOOOODOOODOOOO
gboboooobooooobo

SCLASS SIPADDROOCO IPOOOOOOOOOO0OOOOOOODOOOOODOOOOCOOADBOCO
O00000D AD8SOOUDMmMBOleO OO mMCOH2400000000000HOSTOOOOOO
o000 320000000000001032000000000000000

DCLASS DIPADDROCO IPOO0O0DOOOODOOOOOOOOOOOOOOODOOOOOADOBOCO
O00000D AD8SOOUDMmMBOleO OO mMCOH2400000000000HOSTOOOOOO
o000 320000000000001032000000000000000

IMPORT 00000000000 DOO0OODOOODOOOOODDOOOOOUOOOOOODOOOOODOO
TRUECOOOODODODODOOODODDOOODOOO ADDSWITCH L3FILTER ENTRY OO 00O O IPORT O
gooooobobobobboboboobbOoboboobbobDboooboooDoooDboOoD
FALSEOODDODOOOOOOOOOOO0OO0OO0OU0ODOO00O00D0OU0O0O0U0O0O0OU FALSED

EMPORT 00000000000 O0ODOODOOO0OOOOOOODOODOOODOOOODOOOOOOOO
TRUEOOOOODOODOOOOOOOO0O ADDSWITCH L3FILTER ENTRY OO0 O 0O 0O 0O EPORT
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TYPE

ADD SWITCH L3FILTER MATCH

goooobobooodooooboobbbooooobb bbb Db Uoo o
O0oooooooooo TRUEODODODODODOOOOFDBO L3000000oo00ooooo MAC
0joooooooooooooooooooooooooooooooooood ADD SWITCH
L3FILTER ENTRY O OO OO EPORTO O O0O0O0OUO0OOO0OO0OOOMmMFALSED O ODDOOOOOOO
000000oooo0ooooooooooo FALSED

O0o0ooooooooo TYPEOL3OODOOODOOOoOooooooooooooooooon
000000000000000000008020802.2 LLCIETHIID Ethernet Version 2[T1SNAP

08022 LLC + SNAPO O O DO O OO OADD SWITCH L3FILTER ENTRY O O OO 0O TYPEO O

gobooooogooboooooooboobboobooboobbobbooobo

NOMATCHACTION 00000000000 OO0OOO0ODOOODO0OOO0ODOO0OOOODOODODOOO

Ooooooooo0ooooooOoooo0ooOo0ooOooOoOoUoOoobOoOooODoOooooADD
SWITCH L3FILTERENTRY O OO O OO DOOOOO0OOOOOOONODROPOOODOOOOOODO
O00000DoO00DO0o0o0O0oDOo NEWIPDSCOPORTOPRIORITYONEWTOSO OO O OO
NOMATCHDSCPO NOMATCHPORTO NOMATCHPRIORITYO NOMATCHTOS O O O 4 O
000 SENDCOSOH

NOMATCHDSCP OO0O00OO00O00O0O0DO0OODODODOOOOODOOOOOODODOODOOOOOO

O00oooooooooIPOOODO DSCPOOOODOOODODOODDONOMATCHACTION O
SETIPDSCP OO OOO0OOOOOOO

NOMATCHPORT 0000000 O0OOOOO0O0DOOOOOO0ODOOOOOO0OODOODOOOOOODOOO

0000000000000 DODODO0OO0ONOMATCHACTION DO ODOO OO SENDEPORT O
SENDNONUNICASTTOPORT O O OO OOOOOOOODODODOOOODOODODODOOOOOODO
000000000 ooooooooooD VLCANODODOUOOUOUOOOoooooooo8748SLO00
0000000000000 00000D0000000000000O0ODOOD10240500000025
0480490 0000000000000 DO0ODOOO

NOMATCHPRIORITY 000000000000 OO0O0OODOOOOO0OODOOOOOODOOOOOOOODO

000000000000 00 8021p0 00000000 OO0OO007000NOMATCHACTION
O0D0000D SETPRIORITY O SENDCOSOOODOODOODOOOOONOMATCHACTION O
SETPRIORITY OO ODOODOOOOOOOODOOOOOODOODODOODOOOODOODOO NOMATCH-
PRIORITY OO OOOODODOOODODOOODOODODODODODODOODODODDOOOODOOOODOOOOOO
000000000 MIMNOMATCHACTION O SENDCOSOODOOOOOODOOoOOOnO NO-
MATCHPRIORITY O O OO OOODOODOUOODODODOODOODOODOODOODDOODDOOODOOOOOO
ooooooo oo

NOMATCHTOS 000000000000 DOOO0O0OOODDOOODO0ODO0OOO0ODOOOOOOOD

ooooooooIPOOOOOTOSOOOOOOOOOOOODODOOONOMATCHACTION O
SETTOSOOO0O0OOOOOODDOD

TOS IPOOO0O TOSOODDOOOODOOOOprecedencel U0 000 OIPDSCP O
goboogooogon

IPDSCP [P OO0OO0OO DSCPO DiffServ Code Point0 D00 OO0 OIPTOSOOOOOO
googod
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ADD SWITCH L3FILTER MATCH

TTL IPOODDOOO TILOOODOOOOOOOO

PROTOCOL IPOODOOODOOODOODOOOOO

SIPADDR [POOOOOOOIPOOOOOOOOOODODOOOOOOOOOSCLASSODO
gobooooooooo

DIPADDR IPOODOODOOOIPOOOOOOOO0OOOOOUOODUODOODCLASSOO
gobooooooooo

TCPSPORT TCPOOOOOOODODOOODOODODOODOOOOODODODO PROTOCOLO O
goobogod

TCPDPORT TCPOOOOOOODODOOODOOODOODOOOOODODODO PROTOCOLO O
goobogod

TCPSYN TCPOOO0O0OO0000000SYnDO0000000000D0000 PROTOCOL
O000DO0D0O0OO0OO0OEMPORTOD TRUEODOOOOOOOO

TCPACK TCPOODUOUOODODODOU0DAMOIOOUODODOOODOODOODOO PROTOCOL
O000DO0D0O0OO0OO0OEMPORTO TRUEODOOOOOOOO

TCPFIN TCPOOOOOODOODUOOOFRnNMODOOODOOODOOOODODO PROTOCOL
O000DO0DO0O0O0OO0OEMPORTO TRUEODOOOOOOOO

TYPE Ethernet 00000 L300 00000000000 0O0O0O0O000O0O0OOOOO
ODOOOTYPEOODOODOODDODODODODOODODODODOODOODOOODODODDOOOOO
gogboooboooooooobo

UDPSPORT UuDPOO0OO0OO0OODODOOO0O0O00O00ODOOOO0O0O0ODODO PROTOCOL OO
gobgoo

UDPDPORT UuDPOO0OO0OOOODOOOO0O0OO00O00ODOOOO0O0O0ODDO PROTOCOL OO
gobgoo

029 MATCHOOOOOOOOOOOOOoOOoOoOo
g

00010300000 192.168.10.0/24000 IPO0D0OOOOO

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=C IMPORT=TRUE

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 IPORT=1 ACTION=DENY
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 IPORT=2 ACTION=DENY

ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.0 IPORT=3 ACTION=DENY

m 192.168.10.1000 00 TCPOOOOOOOOOOODOODOODOOOOODOODOODOODOOD 192.168.10.100
goboobooobooon

ADD SWITCH L3FILTER MATCH=SIPADDR, PROTOCOL, TCPSYN, TCPACK SCLASS=HOST
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.100 PROTOCOL=TCP

TCPSYN=TRUE TCPACK=FALSE ACTION=DENY
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ADD SWITCH L3FILTER MATCH

m 192.168.10500000000 8021p0 000000000000 O0O0O00 400000000

ADD SWITCH L3FILTER MATCH=SIPADDR SCLASS=HOST
ADD SWITCH L3FILTER=1 ENTRY SIPADDR=192.168.10.5 PRIORITY=4
ACTION=SETPRIORITY

m NetBEUIOOOOOOOOOOODODO

ADD SWITCH L3FILTER MATCH=TYPE TYPE=802
ADD SWITCH L3FILTER=1 ENTRY TYPE=FOF0O ACTION=DENY

goooog

ADD SWITCH L3FILTER ENTRYO 120000 O
DELETE SWITCH L3FILTERO 144 0 0 O O
SET SWITCH L3FILTER MATCHO 264 0 0O O
SHOW SWITCH L3FILTERO 3550 0 0 O
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ADD SWITCH TRUNK

ADD SWITCH TRUNK

o0o0oooooooooo /000

ADD SWITCH TRUNK=trunk PORT=port-list

trunk: 00000000001015000000000000000 00000000000 O0OOODOOOOOO
ooo
port-list: 1000000000100 000000O00000OO0OO0OOOO0OO

g

gobooooobooboooboooboobo
goooog

TRUNK O0O000O0COOOO

PORT 000000000 DOOODOOODOODOOOOOOOOOO 8000000000 ODOUDODOD
O00000oooooo0oo000ooDooooo0U00o0ooooDoo VLANODOODOooooo
googo

g
s J00000000uwplink0 0000 104000000

ADD SWITCH TRUNK=uplink PORT=1-4

goooog

CREATE SWITCH TRUNKO 1350000
DELETE SWITCH TRUNKO 146 0 O O O
DESTROY SWITCH TRUNKO 150 00 00O
SET SWITCH TRUNKO 2750000
SHOW SWITCH TRUNKO 3740000
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ADD VLAN PORT

ADD VLAN PORT

0000o0oo0oooooo /0oooo00 LAN

ADD VLAN={vlanname|l..4094} PORT={port-list|ALL} [FRAME={TAGGED|
UNTAGGED}] [{UPLINK|GROUP}]

vlanname: VLAN O 010320 00000000000000_ 0000000000000 0O0O0O00O0OODOOO
port-list: 000000000010 00000000OO0O00OOOOOOOOO

0

VLANOOOOOOoOooo
goooog

VLAN VLANOOOO VLANIDO VIDO

PORT 0000000 O0OODOOOODODALLOOOOODOOOOO0OODOOOOOOOOOOOOODOOO
O0000000ooooooooD100 VLANOODOODODDODDOOODODODOoooooO VLANDO
000000000000 o VLANODODOOODOooooooo

FRAME 000000000 TAGGEINO0OOOMMUNTAGGEID 0000000000 UNTAGGED
00000000000000000 default000 VLANOODODOOOOOODOOODOOOO
00000 VLANODOOOOODOODOOOODO0OO0O000OD0000000000 VLAN default O
000000000 UNTAGGEDOOOOOOO VLANOUOOOOUOOUOOOO VLAN default
000000000000 UNTAGGEDO

UPLINK VLANOOOOOOODOOOOO VLANOPrivate VLANO O OO0OOO0OO0OOO0O0OOOO
0000000000000 00Do0000o000000D0000000D0UOoPORTOOOO
00000000000 0OVLAN default 0000 Private VLANOODOOOODOOOODOOO
0000000 Private VLCANODOOOOOOOOOOOOODOOOOODOOOOODODO

GROUP VLANOOOOOOOOOOOOD VLANO Private VLANOO OO OOODOOOOOOOOOO
0000000000000 000000O00O0OD0000D0D0D0D0OOVLANOOOOOooooo
00 VLANO Private VLANO O OO OOOOOOUPLINKOOOODDO GROUPOOODOOOO
00000000ooooooooDoo0o0000000000D000Do00oo0ooOo0O0DDOPORT
O000000000000000O0VLAN default 0000 Private VLANOODOOODOOOO
00000000000 Private VLCANOOODOOODODOOOOOODODOODODODDODOOOOODO
8748SL 0 00000 D0DO0OO0O1024050000250480400 00000000000 DOOOOODO
gobooobgoo

g

m VLANorange 0000 130240000000000000000000
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ADD VLAN PORT

ADD VLAN=orange PORT=13-24

m 000 250 VLANwhiteD orange D0 000000000000

ADD VLAN=white PORT=25 FRAME=TAGGED
ADD VLAN=orange PORT=25 FRAME=TAGGED

goooognd

00000 VLANOPrivate VLANO O OOODOOOOODOODODOODODODOOODOODOOOODOOODOO
goooooo

8748SL 0 000000 O0OOO1024050000250480400 00 0000000000000 0OODOOO
goooo

goooog

DELETE VLAN PORTO 147000 O
SHOW VLANO 376 0000
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CREATE MSTP MSTI

CREATE MSTP MSTI

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

CREATE MSTP MSTI=instance [PRIORITY=0..65535]

instance: MST O 00O 0 00 IDO 1040940

g

MSTOOOOOOOOOOODO
10000000000000010000000000000MSTOOODOO0000000 6400
0000 MSTOOOOOODO VLCANOOOODODODOOADDMSTPMSTIVLANOOOOOOOO

goooog

MSTI MSTOOOOOO IDOO0O CISTO Common and Internal Spanning TreeD 00 0000000
goooooooo

PRIORITY 0O MSTOOOOOOOOOODOOOOOOODOOOO0OO0ODOO0O0OO0O0O0OOOOOOOMST
oo oboobobobbobobobbbob0obooooogo g
OOoooess3slooooionooiouo409600000000000000 409600000
00o0oooooooooooooooooooomoogoono 327680

g
s MSTOOOOOOD10O0OO0O00OO0O

CREATE MSTP MSTI=1

goooog

ADD MSTP MSTI VLANO 1150000
DESTROY MSTP MSTIO 1480 0 0 O
SHOW MSTPO 2940000

SHOW MSTP MSTIO 306 0 0 O O
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CREATE STP

CREATE STP

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO
CREATE STP=stpname

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

STPO0000000O0O1000000000
Ooooo STPOODOOOOODOODOOOOODOODOODODOO

goooog

STP STPOOOOO

g
= STPO000Omystp0 000000

CREATE STP=mystp

goooog

DESTROY STPO 149000 O
ENABLE STPO 19800 00O
SETSTPO2530000
SHOW STPO 3340000
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CREATE SWITCH TRUNK

CREATE SWITCH TRUNK

o0o0oooooooooo /000

CREATE SWITCH TRUNK=trunk [PORT=port-list] [SELECT={MACSRC|/MACDEST|
MACBOTH|IPSRC|IPDEST|IPBOTH}] [SPEED={10M|100M|1000M}]

trunk: 00000000001015000000000000000 00000000000 O0OOODOOOOOO
ooo
port-list: 1000000000100 000000O00000OO0OO0OOOO0OO

0

00o0oo00ooo0ooodebODOOODODODODO
goooog

TRUNK 0O00000O0O0O0MmMLACPOOOOOOOOOLACPOD Link Aggregation Control Protocold
oo oobobooboboobbobbobbooboboooooo

PORT 0000000000000 O0O0O0O00D0O0O00O0O000O0O0O0O0O0 8000000000000
odoooooooooooooooooooooooooooooooon VLANODODOOOO
gooooooogo

SELECT 0OO0OO0O0OO0OD0O0OOO0OODOO0O0O0000000000000dodooooooooooooooog
O00000MACSRI OO0 MACOOOOMMMACDESTO 00O MACOO OO MmMMACBOTH
O000000MACOOOOMIPSRAI OO IPOOOOMIPDESTO OO IPO OO O MIIPBOTH
ooooooIPOO00O0OO00OODOOODOOOOO0ODOO MACBOTHO

SPEED 0000000000000 O00O0OO00O00O0O000O0D00D000O0OO0OO00DoOoonOGg
000000000 0AUTONEGOTIATED 0000000000 100MO

g
s J00000000uwplinkD0 00000000000 100MODOOO

CREATE SWITCH TRUNK=uplink SPEED=100M

goooognd

0000000000000 00o0oo0IPO0O000D0D0O0O0O0OOOSELECTOOOOODOOO
0000000 oooo IPOOO0OOIPDESTOODOOOODOOOOOOODOODOOD M
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
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CREATE SWITCH TRUNK

goooog

ADD SWITCH TRUNKO 1300000
DELETE SWITCH TRUNKO 146 0 O O O
DESTROY SWITCH TRUNKO 150 00 00O
SET SWITCH TRUNKO 2750000
SHOW SWITCH TRUNKO 3740000
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CREATE VLAN

CREATE VLAN

0000o0oo0oooooo /0oooo00 LAN

CREATE VLAN=vlanname VID=2..4094 [{PROTECTED|PRIVATE}]

vlanname: VLAN O 010320 00000000000000. M 0000000000000 0OO0O0OOOODODOO
Odefault D ALLOOODOOOOO0OO0OO0OOOOOOOOOODO

g

VLANOOOOOO
googogo

VLAN VLANOOOOOOOOOOOODOODOOOOODO0O0OO0OO0O0O0OO0 103200000000000000
0000000000000 00000000defaulttm ALLODOO0ODO0DOO0 OO0 M vlanXXXXO
OXXXXOODOD0OD0OD0ooOoooooooooooXXXXoooo VIDODVLANIDODOOOoOoOOO
O000O0O0O0OOVLANOODODODODOOOODOODOODODODOSHOW VLANDOOOOOOOOO
OOOVLANOOODOOODODOODOOOOOOO0OooooooooVLANOOOOODOoooooo
goboogobooooboooboobbobboon

VID VLANIDOOOOOOOOOOOUOO0Ooooooooooooooooooooo1o VLAN
default 0000000000000 DOOOO

PROTECTED 00000000000 2000000000000000000O00 Protected VLANIT
0000 3000000000000 000 VLCANODODODOoOooooooooooooo
OUntagged0 OO DO O0O0OD0D0O0O000O0O0TaggedD OO OOODO0D0O0O00DDO0O0OOOO0DOOO
000000 VLANOOODOIGMP Snooping 000 O0O0O0O0OPRIVATEDOOOOOOOOOOO
VLANO OOOOooooo

PRIVATE 00000 VLANOPrivate VLANO OO OOOOOOOOOOOPROTECTED OO OOO
goboooboo

o
m VLAN oranged VLAN ID=200 000000

CREATE VLAN=orange VID=20

goooognd

VLANO 25400 VLANdefault 000D 00000000000 0IPO0O0OO0O0O0O0OOOO0O 3200
VLANOODO
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googod

ADD VLANPORTO 1310000
DESTROY VLANO 1510000
SHOW VLANO376 0000
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DELETE DHCPSNOOPING BINDING

DELETE DHCPSNOOPING BINDING

gooooooooooo / DHCP Snooping

DELETE DHCPSNOOPING BINDING IP=ipadd

ipadd: IP 0000

g

DHCP Snooping 0000000000000 O00O00O0O0O0OO0ODOOO0OODOOOO
goooog
1P oooooooIPpPooOO

goooog

ADD DHCPSNOOPING BINDINGO 111 00 00
SHOW DHCPSNOOPING DATABASEO 281 0 000
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DELETE LACP PORT

DELETE LACP PORT

000000000000 /LACPOIEEE 802.3ad0

DELETE LACP PORT=port-list

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

000000000000 LACPOOODO0DO0O0DO0DOoooooooooo LACPODOODODOMmM
000000000000 oooooooUooo LACPOODDOODODOOODOODOO

goooog

PORT 0OOOOOO

0
= 00040 LACPOOOOOOOOD

DELETE LACP PORT=4

goooog

ADD LACPPORTO 1130000
SET LACPPORTO 2290000
SHOW LACP PORTO 288 000 O
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DELETE MSTP MSTI VLAN

DELETE MSTP MSTI VLAN

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

DELETE MSTP MSTI=instance VLAN={1..4094|ALL}

instance: MST O 00O 0 00 IDO 1040940

g

MSTOOOOODOOO VLANODOODDODOOoOOoOoDooog
MSTOOOOOOOOOO0OO0OO0O000000 VLANOOOO OO CISTO Common and Internal Spanning
TreeDOOQOQQOQQg

goooog

MSTI MSTOOOOOO ID
VLAN VLANIDOVIDIDALLOOOOOOOOOMSTIODODOOOOOOOOOMSTOOOOOOO
0000000000000 VLANODODOOOO

g
s MSTOOOOOOO100 VLANO200OOOOooooooo

DELETE MSTP MSTI=1 VLAN=20

goooog

ADD MSTP MSTI VLANO 1150000
SHOW MSTPO 2940000
SHOW MSTP MSTIO 306 0 0 O O
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DELETE STP VLAN

DELETE STP VLAN

000000000000 /OD0OO0DO0O00D0000000STP/RSTPO
DELETE STP=stpname VLAN={vlanname|2..4094|ALL}
stpname: STPO 0000010150000 00000000000.M00000000000000000000

ooo
vlanname: VLAN O 0103200 0000000000000 0000000000000 00O0O00OO0OODOOO

g

Ooooooo STPOOOODOOOOOODO VLANODOOODDOD
goooog

STP STPOUO0ODOUO0OODOOUOOOOVLANO defaultSTPOOODO00OO0OOOOOOOO
VLAN STPOOOUO0OO0O0O0O0OO0 VLANOOOO VLANIDOOOOOOOOOOO VLANDO default
STPOO0OOOOO

goooog

ADD STP VLANO 116 00 O O
SHOW STPO 3340000
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DELETE SWITCH FILTER

DELETE SWITCH FILTER

00000000000 /JOOOUOODUOOOOOOO
DELETE SWITCH FILTER PORT=port-number ENTRY=entry-list

port-nuymber: 0000000000100
entry-list: 0000000003190 0000000000000O0O000DOOO

g

0000000000000 oUUFPBO 0000000000000 OODOoOoooooooooon
0000000000000 oDU0UoDUUUUo 1oDDoooDOoOoODOODOOOO

goooog

PORT O0OO0O0OO0OOOOOOOO
ENTRY 0000000000000 D0ODOOOOOO0000O0O0ODOOOOO0O000O0OODOODODOOO
0 SHOW SWITCHFILTERO OO O OOOOODOooOoOoooooo

g
n0002000000000000 2040506070000000

DELETE SWITCH FILTER PORT=2 ENTRY=2,4-7

goooog

ADD SWITCH FILTERO 118 D O O O
SHOW SWITCH FILTERO 353 0000
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DELETE SWITCH L3FILTER

DELETE SWITCH L3FILTER

O000o0000o0ooO0o /ooooooIPOOOOO

DELETE SWITCH L3FILTER=filter-id

filter-id: 0000000010140

g

oooooo IPOo0O0OoooooooOnO

0000000000000 0D000000U0D000000D000000O000QDCDELETE SWITCH
L3FILTERENTRY 00 0000000000000 000O0O0DO0O0OO0O0O0O0O0O0OO0O0
0000000 o00oooooO SHOW SWITCH L3FILTERO O OOOOOOOOO0O0O0O0O0O00oo
goooooo0oooU000o00oLDUUL0U0000LOU00D00D0DODODODUODODODODOoOooo 100
goooooooooo

goooog

L3FILTER 0000000000000 O0O00O0O0OO0O SHOW SWITCH L3FILTEROOOO0OOO
gobooooogoon

goooog

ADD SWITCH L3FILTER MATCHO 126 D OO O
SET SWITCH L3FILTER MATCHO 264 0 00 O
SHOW SWITCH L3FILTERO 3550 0 0 O
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DELETE SWITCH L3FILTER ENTRY

DELETE SWITCH L3FILTER ENTRY

O000o0000o0ooO0o /ooooooIPOOOOO

DELETE SWITCH L3FILTER=filter-id ENTRY=entry-id

filter-id: 0000000010140
entry-id: 00 000000101240

g

oooooo IPOO000000O0O0OOOODOOODOOOOOOOOOOO
O00000oooDoo0oo0U0oDoooooooooO SHOW SWITCH L3FILTEROOOOOOOO0O0O
0000000000000 O0U000DU0L0DU0DULDODODUDODODODOO 10DDoO0ODOOODOODOODOO

goooog

L3FILTER 0000000000000 O0O00O00O0O0O SHOW SWITCH L3FILTEROOOO0OOO
gobooooogoon

ENTRY 00000000000 O00OO0O0O0DOOOOO SHOW SWITCHL3FILTER OO0 0O OO ENTRY
gbboogoobooooboooboobobobbooboobooobobooobo

goooog

ADD SWITCH L3FILTER ENTRYO 12000 0O
SET SWITCH L3FILTER ENTRYO 259 0 0 O O
SHOW SWITCH L3FILTERO 3550 0 0 O
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DELETE SWITCH TRUNK

DELETE SWITCH TRUNK

o0o0oooooooooo /000

DELETE SWITCH TRUNK=trunk PORT={port-list|ALL}

trunk: 00000000001015000000000000000 00000000000 O0OOODOOOOOO
ooo
port-list: 1000000000100 000000O00000OO0OO0OOOO0OO

g

goboooboooobooobooboo
goooog

TRUNK OO00O0O0O0O0O0OO
PORT 0O000O0OO0OOODOOOALLOOODOOOOOOOOOOOOOOOOOODOUODOODOO

goooog

ADD SWITCH TRUNKO 1300000
CREATE SWITCH TRUNKO 1350000
DESTROY SWITCH TRUNKO 150 00 00O
SET SWITCH TRUNKO 2750000
SHOW SWITCH TRUNKO 3740000
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DELETE VLAN PORT

DELETE VLAN PORT

000000000000 /O0OO0OO0O0O LAN
DELETE VLAN={vlanname|l..4094} PORT={port-list|ALL}

vlanname: VLAN O 0103200 0000000000000 0000000000000 00O0O00O0OODOOO
port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

VLANOOOOOOooooo
VLAN default 000 VLANOOOOOODOOODOOOOODOOOD0O0OO00O0O0O0O0O VLAN default
gooboooobooboo

goooog

VLAN VLANOOOO VLANIDO
PORT 0O000OO0OO0OOOOOOALLOOODOOOOOOOOO VLANODODOODODOOODOOODODOOODOODOO

o
m VLANorange0 OO 0D 1000000

DELETE VLAN=orange PORT=1

goooognd

00000000000 VLCANOOOODOOOOoOODOoOoooooooooooooooooooooo VLAN
gobooobogobooobooboobbobboobboooobo

00000 VLANO Private VLANO O OO OOOOOOODOODOOOOOODOOOOOOOOODOOOO
00000000 1080000000000 0DELETE VLAN=somevlan PORT=1- 800000000
ugon

goooog

ADD VLANPORTO 1310000
SHOW VLANO 376 0000
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DESTRQOY MSTP MSTI

DESTROY MSTP MSTI

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

DESTROY MSTP MSTI=instance

instance: MST O 00O 0 00 IDO 1040940

g

MSTOOOOOOOOOOODO
VLANOOOOODOOoooMSTOOOOOOOODODODOOoOoOooooOoOoO DELETE MSTP MSTI
VLANOOOUOOOOooOooo VLCANOOOOOooooooooooooooooooo

goooog

MSTI MSTOOOOOO ID

g
s MSTOOOOOOD1O0OO0O00O0O

DESTROY MSTP MSTI=1

goooog

CREATE MSTP MSTIO 1330000
DELETE MSTP MSTI VLANO 141 000 O
SHOW MSTPO 2940000
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DESTRQY STP

DESTROY STP

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

DESTROY STP={stpname|ALL}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

oo0oooooo STPOOOOOODOOO
OO0 VLCANOOOOO STPOOOOO0OO0O0OO0OO0OO00OO DELETESTP VLANOOOOO VLAN
goooobooobooobooboon

goooog

STP STPOUO0UO0O0default STPODOUDOUOOOALLOOOOOOODOdefaultSTPOOODOO
OSTPO0O0000DO00OOOODO0O0O00D00O0OO00OODOOO STPOOOOOOOO VLANOODO
gbobooomoobobooboobobobobooboom

goooog

CREATESTPO 1340000
DISABLE STPO 1650 00 O
ENABLE STPO 198 00 O O
SETSTPO2530000
SHOW STPO 3340000
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DESTROY SWITCH TRUNK

DESTROY SWITCH TRUNK

o0o0oooooooooo /000

DESTROY SWITCH TRUNK=trunk

trunk: 00000000001015000000000000000 00000000000 O0OOODOOOOOO
ooo

g

gobooobooooooooo
O0000ooOooDoDooOoODODODOD0O0D0O00O0DELETESWITCHTRUNKOOOOOOOOOOO
gobooooooobooboooboobo

goooog

TRUNK OO00O0O0O0O0O0OO

goooog

ADD SWITCH TRUNKO 1300000
CREATE SWITCH TRUNKO 1350000
DELETE SWITCH TRUNKO 146 0 O O O
SET SWITCH TRUNKO 2750000
SHOW SWITCH TRUNKO 374 0000
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DESTROY VLAN

DESTROY VLAN

0000o0oo0oooooo /0oooo00 LAN

DESTROY VLAN={vlanname|2..4094|ALL}

vlanname: VLAN D 010320 00000000000000_0 0000000000000 Mdefaultbdooo
oboooooooooooooooo

g

VLANOOOOOO

VLAN default 000D 0000000000000 O0O00 VLCANOOOUOOOOOOOOOOOOOOO
0000000 VLCANOVLANO IPOOO000OODOO0OOO0OODOOOOOOOOOOOOOOOOOOOOn
gooooooUoooIPOODOOOOOOO0OODOOOOOODUOODUDOODOOO

goooog

VLAN VLANOOOO VLANIDODALLOOOOOOOOOVLANdefault 0000000 VLANO
O00O0O0OO0OVLANdefaut 0O OOO0O0OOO

goooog

CREATE VLANO 1370000
SHOW VLANO 376 0000
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DISABLE DHCPSNOOPING

DISABLE DHCPSNOOPING

000000000000 /DHCP Snooping

DISABLE DHCPSNOOPING

g

DHCP Snooping 0000000000000 O0OO

goooog

ENABLE DHCPSNOOPINGO 18000 O O
SHOW DHCPSNOOPINGO 277 0000
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DISABLE DHCPSNOOPING ARPSECURITY

DISABLE DHCPSNOOPING ARPSECURITY

gooooooooooo / DHCP Snooping

DISABLE DHCPSNOOPING ARPSECURITY

g

DHCP Snooping 00000000000 ARPOOODOOOODOOOODOOOODODOOO

goooog

ENABLE DHCPSNOOPINGO 18000 O O
ENABLE DHCPSNOOPING ARPSECURITYO 1810000
SHOW DHCPSNOOPINGO 277 0000
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DISABLE DHCPSNOOPING LOG

DISABLE DHCPSNOOPING LOG

gooooooooooo / DHCP Snooping

DISABLE DHCPSNOOPING LOG=ARPSECURITY

g

DHCP Snooping 0000000000000 O00O0O0O0OODO
goooog

LOG 000000000000 D0OO00DoOO0O0 ARPSECURITY O OO0 ODOOARPSECURITY OO
ODO0ODDARPOOOOOOOOOU0OOO0OO0O0O0O0ODODODODODOODOODODOODODODOOOO ARP
goboobooobbooobooobo

goooog

ENABLE DHCPSNOOPINGO 18000 O O

ENABLE DHCPSNOOPING ARPSECURITYO 1810000
ENABLE DHCPSNOOPING LOGO 1820000

SHOW DHCPSNOOPINGO 277 0000

SHOW LOGM OOOoOOoOOoODO 3840000
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DISABLE DHCPSNOOPING OPTION82

DISABLE DHCPSNOOPING OPTION82

gooooooooooo / DHCP Snooping

DISABLE DHCPSNOOPING OPTION82

g

DHCP Snooping 0000000000 DO0D0O0O00DOODOOO0DOOOODOOOO0DOOOODO 8200
goboooboooobobooobooboon

goooog

ENABLE DHCPSNOOPINGO 18000 O O
ENABLE DHCPSNOOPING OPTIONS820 183 00 00O
SHOW DHCPSNOOPINGO 277 0000
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DISABLE LACP

DISABLE LACP

000000000000 /LACPOIEEE 802.3ad0

DISABLE LACP

g

LACPOOODOODOOODOODODOODOODOODOODOO
LACPOOOOODDOOODDOODODOO LACPOODDOOOOOODOOO
goooog

ENABLE LACPO 184 0000
SHOW LACPO287 0000
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DISABLE LACP DEBUG

DISABLE LACP DEBUG

000000000000 /LACPOIEEE 802.3ad0

DISABLE LACP DEBUG={MSG|PACKET|STATE|TRACE|ALL}

g

LACPOOO0DOODDOOODDOOODOOODOOODOOODOOOOODOOOO
goooog

DEBUG 00000000 O0OOMSGOLACPOOOODOODOOOOOODDOMMPKTIOLACPOODOODO 16
OD0O0DMSTATEDO OO ODODODODODmMTRACED D OUOODODODODOODODDODODMALLODODODDOOOO
goooooooooo

goooog

ENABLE LACP DEBUGO 1850000
SHOW LACPO287 0000
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DISABLE MSTP

DISABLE MSTP

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

DISABLE MSTP

g

0000000000000 UooOoMSTPOOOODOODOODOoOoOooooooo
MSTPOOOOOOOOD0O000000000OO00O0OSTP/RSTPOOOOODOOOOOOOODOOOO
O0000D000O0 MSTPOUOUOODUOUOODODOENABLESTPOOOOO0OOOOOOOO

goooog

ENABLE MSTPO 186 0 00O
ENABLE STPO 19800 00O
SHOW MSTPO 2940000
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DISABLE MSTP CIST PORT

DISABLE MSTP CIST PORT

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

DISABLE MSTP CIST PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

0000000D00O0CISTO Common and Internal Spanning TreeD D D0 D O0D0O0D0O0OO0O0O0OO0O0O
odooooooMSTPOODODODOOODODOOCISTOODOODDODODODODODOODODOOOODOOOO MSTP
godoooooooooo

oo uobbobbbbobbobbbbbobddoooDoo o

goooog

PORT 0O000O00OOOODOODOOOCALLOOOOOOOOOOOOOO0OO0OOOOOOO

goooog

DISABLE MSTP MSTIPORTO 161 0 0 OO
ENABLE MSTP CIST PORTO 187 00 00O
SHOW MSTP CISTO 297 000 O

SHOW MSTP CIST PORTO 3000 0O O
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DISABLE MSTP DEBUG MSTI

DISABLE MSTP DEBUG MSTI

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

DISABLE MSTP DEBUG={MSG|PKT|STATE|ALL} MSTI={CIST|instance|ALL}
[PORT={port-1ist|ALL}]

instance: MST O 00O 0 00O IDO 1040940
port—list:[l[l[l[l[l[l[l[I[IDlDDDDDDDDDDDDDDDDDDDDDD

0

0000000000 oooooooooMSTPOOODOODOOOOODOODODUODODODODOoODOOoOoOOOn
gooo

goooog

DEBUG 00000000000 OOOOMSGUOBPDUOOOOOOODOO M PKTOBPDU O ASCII
ODOMmMSTATED OO OODOD0OODODOOO0DMmMALLDOODDODOOO0D0D000oooooogg

MSTI OO0O0O00O0O0O0OO00O0O0OO0OO0OMSTOOODOODOODODODODOOODOMSTOOODODOOOOO
O MSTOOOOOO ID O OCISTO Common and Internal Spanning TreeD 000000000
CISTOODODOODALLODODOOODOOODODODOOOMSTOOOODOOOOoOoOOoOOO

PORT O0O0O0O0O0OOOOOOOOODOOOOO

goooog

SHOW MSTP DEBUG MSTIO 305000 O
SHOW MSTP MSTIO 306 0 0 O O
SHOW MSTP MSTIPORTO 3090000
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DISABLE MSTP MSTI PORT

DISABLE MSTP MSTI PORT

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

DISABLE MSTP MSTI=instance PORT={port-list|ALL}

instance: MST O 00O 0 00 IDO 1040940
port—list:[l[l[l[l[l[l[l[I[IDlDDDDDDDDDDDDDDDDDDDDDD

g

0000000000 oooMSTOOOOODOODODODODOOODO0DO0DDODDO0ODOD0D0D00O0O0OO0000MSTPO
oo0o0oooooooo MSTOOOOOODOODODODOOOoOOoDOoOOoOOODoOoDODDODODODO MSTPOOOOO
gobooboboo
goboooboooobooobooboobbobbooboooboobboobbobbon

goooog

MSTI MSIOOOOOO ID
PORT 0O000O00OOOODOOOOOCALLOOOODOOOOOOOOOO0OO0OOOOOOO

goooog

DISABLE MSTP CIST PORTO 15900 0O
ENABLE MSTP MSTIPORTO 19000 0O O
SHOW MSTP MSTIO 306 0 00 O

SHOW MSTP MSTIPORTO 3090000
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DISABLE PORTAUTH

DISABLE PORTAUTH

O000o0ooooooo /00000

DISABLE PORTAUTH [={8021X|MACBASED}]

g

O000o0oooOoeIXooooo MACOODODDODODDODODDODODDODDODODODDODOODDOODOODOO

goooog

PORTAUTH 000000 0O0O8021XH802.1X 00O MMACBASEDOMACOOODODOOOOOOOOO
o000 8IXooooooo

goooog

DISABLE PORTAUTH PORTO 1640 00 O

ENABLE PORTAUTHO 191 0 00O 0O

ENABLE PORTAUTH PORTO 193 000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 00 O
SHOW PORTAUTH PORTO 3220000
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DISABLE PORTAUTH DEBUG

DISABLE PORTAUTH DEBUG

O000o0ooooooo /00000

DISABLE PORTAUTH[={8021X|MACBASED}] DEBUG={ALL|PACKET|STATE}
PORT={port-1ist|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

oo0oooooooDoOoDODOOO8021XOoODoOo MACODODODODODODDODODODODODODODODODOOOODOO
gobooooboogn

goooog

PORTAUTH 000000 0O00O8021XH802.1X 0O MMACBASEDOMACOOODODOOOOOOOOO
o000 8IXooooooo

DEBUG (000000000 O0DALLOODOOMMPACKETO OOOOOOOMSTATEDOOOOOOOO
O00O0OPACKETOOPORTAUTHO 821X OO OOOOOOOOOO

PORT OOOOOOOOOOOOOODOO

goooog

ENABLE PORTAUTHO 191 0 00O
ENABLE PORTAUTH DEBUGO 1920000
ENABLE PORTAUTH PORTO 193 0 00O
SHOW PORTAUTH PORTO 3220000
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DISABLE PORTAUTH PORT

DISABLE PORTAUTH PORT

O000o0ooooooo /00000

DISABLE PORTAUTH[={8021X|MACBASED}] PORT={port-l1ist|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

oooooooooDooOoODOOO8021XOoODoOo MACODOODODODODODDODODODODODODODODOOOooOoOOO
gooo

goooog

PORTAUTH 000000 0O00O8021XH802.1X 0O MMACBASEDOMACOOODOOOOOOOOOO
0000 8IXooooooo
PORT OOOOOOOOOOOOOODOO

goooog

DISABLE PORTAUTHO 1620 00 O
ENABLE PORTAUTHO 191 0 00O 0O
ENABLE PORTAUTH PORTO 193 000 O
SHOW PORTAUTH PORTO 3220000
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DISABLE STP

DISABLE STP

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

DISABLE STP={stpname|ALL}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

oooo STPOOO0OOO0OO0OOO0OODOOOODUOOODUODUOUODOUODDOOODOODODOODODOOOOO
default STPOO OO OOOO STPOOUOOOOODOOOOO

goooog

STP STPOOUUODALLODOOOOODODOOOOUOOODOODOOOOOOODOODOOOOOOO
oo

goooog

CREATESTPO 1340000
DESTROY STPO 149000 O
ENABLE STPO 19800 00O
SETSTPO253 0000
SHOW STPO 3340000
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DISABLE STP DEBUG

DISABLE STP DEBUG

000000000000 /OD0OO0DO0O00D0000000STP/RSTPO
DISABLE STP={stpname|ALL} DEBUG={MSG|PKT|STATE|ALL}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

STPO00000000000O0000O0O0O0OO0
goooog

STP STPOOOOODO
DEBUG 0000000000000 OOMSGOBPDUOOOODODOODOO M PKTOBPDU O ASCII
ODO0MSTATED D 000D O0OO0D0D0O0D0D0MALLO 000000000 00oooooo

goooog

DISABLE STP PORT DEBUGO 168 0 0 O O
ENABLE STP DEBUGO 1990000
SHOW STP DEBUGO 340 00 0O
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DISABLE STP PORT

DISABLE STP PORT

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

DISABLE STP PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

gobooobooooboobobooboobbobboo
O00000o0oooo00o0oooDooU0000DoDoo0o000DoDoDoooOUooooo BPDUDODOOODO
goooooo

goooog

PORT 000000000 0OOOOODALLOOOOOOOOOOOOOOOOOOOODOOOOOOOO
goboooooboooobo

goooog

ENABLE STP PORTO 20000 00O
SET STP PORTO 2550000
SHOW STP PORTO 3420000
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DISABLE STP PORT DEBUG

DISABLE STP PORT DEBUG

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

DISABLE STP PORT={port-list|ALL} DEBUG={MSG|PKT|STATE|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

STPO0000000000000000OOOO
goooog

PORT O00O00O0OOOOOOOO
DEBUG 000000000000 OOOMSGOBPDUOOODODODOOOO M PKTOBPDU O ASCII
ODO0MSTATED D 0000000000 MMALLO 0O 000000000 0oooooo

goooog

DISABLE STP DEBUGO 166 0 0 0 O
ENABLE STP DEBUGO 1990000
ENABLE STP PORT DEBUGO 201 0000
SHOW STP DEBUGO 340 00 0O
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DISABLE SWITCH AGEINGTIMER

DISABLE SWITCH AGEINGTIMER

000000000000 /00000000000 000

DISABLE SWITCH AGEINGTIMER

g

FDBOOODODUOOODODODODODODOODOODOUOO0Ooooo0ooooooooooooooooooooog
goooboboo

goooog

ENABLE SWITCH AGEINGTIMERO 2020000
SET SWITCH AGEINGTIMERO 257 0 00 O
SHOW SWITCHO 3450000

goooon CentreCOM 8700SLO 000 DO0O0OOOOO0OOO 2.9 169
J613-M0019-01 Rev.P



DISABLE SWITCH DEBUG

DISABLE SWITCH DEBUG

O000oO0ooooooOo /000000

DISABLE SWITCH DEBUG={ARL|CMIC|DMA|QOS|S5600|PHY|ALL}

g

gobooobogobooobooboobbobboobo
goooog

DEBUG 000000000 O0ARLOFDBIOCMICOCMICOOOOMMDMAOOOOOOOOOOO
00 O QOSSO QoS S56000 Broadcom 0O 0 0O I PHYO PHYM ALLO OO OO0OODOOOOO

goooog

ENABLE SWITCH DEBUGO 203 0000
SHOW SWITCHO 3450000
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DISABLE SWITCH FILTER VLANSECURE

DISABLE SWITCH FILTER VLANSECURE

000000000000 /00000000000 000

DISABLE SWITCH FILTER VLANSECURE

g

FDBOOOOOOODODOOOOODO0DO0U0oooooooooooooooooooooooooooooo
gobooboooobooobooboobbon

00000000000 0OACTION=FORWARDOOOOOOOOOOO VLANOOODOODOOOooOo
goo0ooo0oU0000o0UO0oDUo0 VLANODDOODUOOODOoOOoDuUoooDuoouooo
gobbooobooobooobooboobbobboobooobo

ADD SWITCH FILTER DESTADDRESS=00-00-00-00-00-01 PORT=13 ACTION=FORWARD
ENABLE SWITCH FILTER VLANSECURED O 0 O 0O 0O O O O 00-00-00-00-00-01 O O

0000 1BoO000oo0o0oooooo0 VLCANDDOODOOO VLANOODOOODoOOooooooooo
RN

0000 1300000000000 O000000DO00ODODOUDDOO

gooo

00 0 DISABLE SWITCH FILTER VLANSECURED 0 O 0 00O O O 0O O O 00-00-00-00-00-01 O O
0000 1B0000o0000ooooo0 VLCANDDOODOOO VLANOODOOODoDOooooooooo
RN

0000 1B000000000000O0000 VLANODODOOOODODDOOooooooooo VLANODOOO
gobooooboogon

gooo

goooognd

000000 8724SLO0000O0O0O8748SL OO OO0 O0OOOOO0ODOO
O00000000000000ACTION=FORWARDOOOOOOOODOOODOACTION=DISCARD
goboobooobooon

goooog

ADD SWITCH FILTERO 118 D O O O
ENABLE SWITCH FILTER VLANSECUREO 204 0 0O OO
SHOW SWITCH FILTERO 353 0000
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DISABLE SWITCH L3FILTER

DISABLE SWITCH L3FILTER

O000o0000o0ooO0o /ooooooIPOOOOO

DISABLE SWITCH L3FILTER

g

OoooooIPOO00OO0O0O0OL30000000D0ODO0O0OD0OO0ODOODO0O0ODOODOOODOOODOOOODn
IGMP Snooping 0000000 IPOOOO0ODOOOODOOOODOOOO
goooog

ENABLE SWITCH L3FILTERO 2050000
SHOW SWITCH L3FILTERO 3550 0 0 O
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DISABLE SWITCH LEARNING

DISABLE SWITCH LEARNING

000000000000 /00000000000 000

DISABLE SWITCH LEARNING

g

000000000000 oUUOFPBO 0000000000000 OOOoOoOooo

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
0000000000000 0000000000ODO0000D000000 VLANDODDOODDOOODOO
goooboboo

goooog

ENABLE SWITCH LEARNINGO 206 0 O O O
SHOW SWITCHO 3450000
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DISABLE SWITCH LOOPDETECTION

DISABLE SWITCH LOOPDETECTION

o0o0oooooooooo /000

DISABLE SWITCH LOOPDETECTION=LDF [PORT={port-I1ist|ALL}]

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

0000000000000 UUODULDFOODDOOODOODOODOODOODOODOO
goooog

LOOPDETECTION 0000000 OLDFOLDFOOOOO0O00O0O0O00O0OOOOODOOOOGOO
PORT 0O0000O0O0OOOOO ALLOOOOOOOOOOOOOOOOOO

goooog

ENABLE SWITCH LOOPDETECTIONO 207 0 0 OO

SET SWITCH LOOPDETECTIONO 267 D O OO

SHOW SWITCH LOOPDETECTIONO 359 0 0 O O

SHOW SWITCH LOOPDETECTION COUNTERO 362 0 0 00O
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DISABLE SWITCH MIRROR

DISABLE SWITCH MIRROR

o0o0oooooooooo /000

DISABLE SWITCH MIRROR

g

gooooobogooboobobooboobobobbooboobbooboooboobbo

goooog

ENABLE SWITCH MIRRORO 20900 0O
SET SWITCH MIRRORO 269 0 O O O

SET SWITCH PORTO 270000 O

SHOW SWITCHO 3450000

SHOW SWITCH PORTO 364000 0O
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DISABLE SWITCH PORT

DISABLE SWITCH PORT

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL} [LINK={DISABLE|ENABLE}]

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

gobooooboooooobooobo

goooog

PORT 0OOOODO

LINK 010/100Mbps 0000000000000 O0000D0O00O0O0DO0DOO0ODISABLEDODO

OU0OD0U0D0OD0OD0D0OD0ODO0DMmMENABLED O ODODO0ODO0OOODODOODODOODODOODODODOOoOooOoOoon
ENABLED

goooognd

000000000 LINKODOOODOODDDODOODO0O000Oo0D0o0o0oo0oo000000o0 ENABLE SWITCH
PORTOOOODOOOOOOODODOOODOOODOOOOODODOODOOODOOOODUODDODO

goooog

ENABLE SWITCH PORTO 2100000
SHOW SWITCH PORTO 364000 O
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DISABLE SWITCH PORT FLOW

DISABLE SWITCH PORT FLOW

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL} FLOW={PAUSE}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

000000000000 00ooOo0oooos03xPAUSED DODDOOODDODOOOOODOOOODO
goooog
PORT 0OOOODO

FLOW 000O0O00O0OPAUSEDS8023x PAUSEDDDOO0O0D0OO0O000O0O0DOO Full DuplexDODOO
gooogooo

goooognd

00000000 PAUSEDODOO0OOOOOODODOOOOOOOOOOODOOOOOODODODOD PAUSE
goooopooooboooobo

goooog

ENABLE SWITCH PORT FLOWDO 211 0000
SHOW SWITCH PORTO 364000 0O
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DISABLE SWITCH STPFORWARD

DISABLE SWITCH STPFORWARD

O000oO0ooooooOo /000000

DISABLE SWITCH STPFORWARD

g

BPODU O OU0O0000O0000O0DODOO0ODO0O0ooooong

goooog

ENABLE SWITCH STPFORWARDO 2120000
SHOW SWITCHO 3450000
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DISABLE VLAN DEBUG

DISABLE VLAN DEBUG

0000o0oo0oooooo /0oooo00 LAN

DISABLE VLAN={vlanname|l..4094|ALL} DEBUG={PKT|ALL}

vlanname: VLAN O 0103200 0000000000000 0000000000000 00O0O00O0OODOOO

g

VLANOOOOOOOooooooooooooooooooooooo
goooog

VLAN VLANOOOO VLANID
DEBUG 0000000000 PKIOOOOOO ASCIOOMMALLOODOODODOOOOOOODOOOOO

goooog

ENABLE VLAN DEBUGO 2130000
SHOW VLAN DEBUGO 3800 000
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ENABLE DHCPSNOOPING

ENABLE DHCPSNOOPING

000000000000 /DHCP Snooping

ENABLE DHCPSNOOPING

g

DHCP Snooping 0000000000000 O0OO

goooog

DISABLE DHCPSNOOPINGO 15200 00
SHOW DHCPSNOOPINGO 277 0000
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ENABLE DHCPSNOOPING ARPSECURITY

ENABLE DHCPSNOOPING ARPSECURITY

gooooooooooo / DHCP Snooping

ENABLE DHCPSNOOPING ARPSECURITY

g

DHCP Snooping 00000000000 ARPOOODOOOODOOOODOOOODODOOO

goooognd

00000DHCP Snooping 00000000000 0O0O0ODOO
0000000000000 MACOOODODODDODODODODODODODODODODODODODODDODODODOODODOODOOO
ARPOODO00OODOODODOOOOODOOODOOO

goooog

ADD DHCPSNOOPING BINDINGO 111 0000
DISABLE DHCPSNOOPINGO 15200 00

DISABLE DHCPSNOOPING ARPSECURITYO 153 00 0O
ENABLE DHCPSNOOPING LOGO 1820000

SHOW DHCPSNOOPINGO 277 0000
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ENABLE DHCPSNOOPING LOG

ENABLE DHCPSNOOPING LOG

gooooooooooo / DHCP Snooping

ENABLE DHCPSNOOPING LOG=ARPSECURITY

g

DHCP Snooping 0000000000000 O00O0O0O0OODO
goooog

LOG 000000000000 D0OO00DoOO0O0 ARPSECURITY O OO0 ODOOARPSECURITY OO
ODO0ODDARPOOOOOOOOOU0OOO0OO0O0O0O0ODODODODODOODOODODOODODODOOOO ARP
goboobooobbooobooobo

goooog

DISABLE DHCPSNOOPING LOGO 154 00 00O

ENABLE DHCPSNOOPINGO 18000 O O

ENABLE DHCPSNOOPING ARPSECURITYO 181 0 00O
SHOW DHCPSNOOPINGO 277 0000

SHOW LOGM OOOoOOoOOoODO 3840000
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ENABLE DHCPSNOOPING OPTION82

ENABLE DHCPSNOOPING OPTION82

gooooooooooo / DHCP Snooping

ENABLE DHCPSNOOPING OPTION82

g

DHCP Snooping 0000000000 DO0D0O0O00DOODOOO0DOOOODOOOO0DOOOODO 8200
oo ooooboooobb

D00000000000Untrusted0J 000000000000 OOOO DHCP/BOOTPOOOOOO
bbb obooobobobbbobbobobddoooUoU o
O Remote-ID: 0000 MACODO OO

OCircuit-ID: 0000 0D0DO0OO0OO0OD0OO0O0O0OOO0O0ODOOOOO VLANID

OSubscriber-ID:0 00 0000000 00 00SET DHCPSNOOPING PORT U 0O 0O 0O O SUBSCRIBERID
gjdodooooooooobooon

D000 DHCP/BOOTPLOUOUOUUUULOOOOOOOOODOOODOOOOOOOOOOOOODOOO
000000000 DHCP Snooping0 0000000000000 O00O0O0O0DODOOOODOOO
ggdooooooooooboboob

OUntrusted 0000000

ODTrusted 0000000000 OOOOOO

0000000000000 00000000000 Untrusted 0000000000000 0O0O0OOO
00000000 UntrustedD0000000O000O000O00O0000DO0O0O0O0O0OO0OOOOOOO

goooognd

00000DHCP Snooping 00000000000 0O0O0ODOO
00000DHCP/BOOTP O OO0 ODDOOOENABLE BOOTP RELAY OPTIONS20 0000000
goooon

goooog

DISABLE DHCPSNOOPINGO 15200 00
DISABLE DHCPSNOOPING OPTIONS820 155 00 O O
SHOW DHCPSNOOPINGO 277 000 O
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ENABLE LACP

ENABLE LACP

000000000000 /LACPOIEEE 802.3ad0

ENABLE LACP

g

LACPOOODOODOOODOODODOODOODOODOODOO

goooog

ADD LACPPORTO 1130000
DELETE LACP PORTO 1400 00O O
DISABLE LACPO 156 D O OO
SHOW LACPO287 0000
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ENABLE LACP DEBUG

ENABLE LACP DEBUG

000000000000 /LACPOIEEE 802.3ad0

ENABLE LACP DEBUG={MSG|PACKET|STATE|TRACE|ALL}

g

LACPOOO0DOODDOOODDOOODOOODOOODOOODOOOOODOOOO

goooog
DEBUG 00000000 O0OOMSGOLACPOOOODOODOOOOOODDOMMPKTIOLACPOODOODO 16

OD0O0DMSTATEDO OO ODODODODODmMTRACED D OUOODODODODOODODDODODMALLODODODDOOOO
goooooooooo

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goboobogooboobbooboobbo
goooog

DISABLE LACP DEBUGO 157 0000
SHOW LACPO287 0000
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ENABLE MSTP

ENABLE MSTP

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

ENABLE MSTP

g

goboooboooooboobobooboobbobbooboobooon
0000000000000 oDUooDoUoOooooo MSTPOOOODODOOODOOOOOO

0O ENABLE MSTP CISTPORT O O O O

0 DISABLE MSTP CIST PORT OO0 O O

0O ENABLE MSTP MSTI PORT O OO O

0 DISABLE MSTP MSTI PORT OO0 O O
0000000000000 0STP/RSTPO OO O O0OOODOOODOOOODOOOOOOOOOOO
OMSTPOOOOOOOOOOOOOOOOO DISABLESTPOOOOOOOOOOOOOOODOOOOO
OO0OSTP/RSTPMM OO 0OODOSTPOOODOOOOODODOOOOO

goooog

DISABLE MSTPO 158 0 0 0O O
DISABLE STPO 1650 00 O
SHOW MSTPO 2940000
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ENABLE MSTP CIST PORT

ENABLE MSTP CIST PORT

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

ENABLE MSTP CIST PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

0000000D00O0CISTO Common and Internal Spanning TreeD D D0 D O0D0O0D0O0OO0O0O0OO0O0O
goooooooMSTPOOODOOODODODOOOCISTOOD OO ODODOOoOoOoOoOoooooooonO MSTP
gooooooooouooo

goooog

PORT 0000000 OODOOOODDALLOOOOODOOOOOOODOOOOOODOOOOOOOOODO
goobooobooooboooboooboobboobooboobbobboobboobbooobo
goooooo

goooog

SHOW MSTP CISTO 297 000 O
SHOW MSTP CIST PORTO 3000 0O O
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ENABLE MSTP DEBUG MSTI

ENABLE MSTP DEBUG MSTI

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

ENABLE MSTP DEBUG={MSG|PKT|STATE|ALL} MSTI={CIST|instance|ALL}
[PORT={port-1ist|ALL}] [STATEMACHINE={PTM|PRX|PPM|PIM|PTX|PRS|PRT|PST|
TCM|ALL}] [OUTPUT={CONSOLE}] [TIMEOUT={1..4000000000/NONE}]

instance: MST O 00 0 00 IDO 10 40940
port—list:DDDDDDDDDDlDDDDDDDDDDDDD[I[I[I[I[I[I[I[I[I

g

00000000 oooooooooooMSTPOOODOODOOOODOOODODUOODODODOoOooDoOOoooOOOn
gooo

goooog

DEBUG 00000000000 OOOOMSGUBPDUOOOOOOODOO M PKTOBPDU O ASCII
ODOMMSTATED OO OOO0ODO0OO0OO00O0ODO0OSTATEMACHINEDO D OO OOoOoooooooog
000000000000 mALLOODODDOO0O0Oo0o0o0ooooooog

MSTI 0000000000 ODO0OOMSTOOOOOOOOODOODODOOMSTOOOOOOOOO
O MSTOOOOOO ID O OCISTO Common and Internal Spanning TreeD 000000000
CISTOODODOODALLODOOODOOODODODOOOMSTOOODODOOOOoOOOOO

PORT O0O0O0O0O0OO0OOOOOOO0OOOOOOO

STATEMACHINE DEBUGUOOOOO0OO0OO0OO0OO0OO0OOOOOOOSTATEODODOOOOOOOOOOOO
00o0oo0ooooooooooooooooooooooooog ALLD

OUTPUT 00000000 O0OO0O0OOOOOCONSOLEDODOOODOO0Ooooooooooooon
oo oboobobbobobbbboboboooouoo

TIMEOUT OO0OO00O0O0O000O0OOO0OO0OOOOMm

goood gd

PTM Port timer state machine

PRX Port receive state machine

PPM Port protocol migration state machine

PIM Port information state machine

PTX Port transmit state machine

PRS Port role selection state machine

PRT Port role transitions state machine

PST Port state transition state machine
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ENABLE MSTP DEBUG MSTI

TCM Topology change state machine
ALL gooogd

0 30: STATEMACHINEO OO OOOOOODOOO

goooog

DISABLE MSTP DEBUG MSTIO 160 00 O O
SHOW MSTP DEBUG MSTIO 305000 O
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ENABLE MSTP MSTI PORT

ENABLE MSTP MSTI PORT

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

ENABLE MSTP MSTI=instance PORT={port-list|ALL}

instance: MST O 00O 0 00 IDO 1040940
port—list:[l[l[l[l[l[l[l[I[IDlDDDDDDDDDDDDDDDDDDDDDD

g

0000000000 oooMSTOOOOODOODODODODOOODO0DO0DDODDO0ODOD0D0D00O0O0OO0000MSTPO
oo0o0oooooooo MSTOOOOOODOODODODOOOoOOoDOoOOoOOODoOoDODDODODODO MSTPOOOOO
gobooboboo

goooog

MSTI MSIOOOOOO ID

PORT 0000000 O0OOOOODDALLOOOOODOOOOOOODOOOOOODOOOOOOOOOO
goobooobooooboooboooboobboobooboobbobboobboobbooobo
goooooo

goooog

SHOW MSTP MSTIO 306 0 0O O
SHOW MSTP MSTIPORTO 3090000
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ENABLE PORTAUTH

ENABLE PORTAUTH

O000o0ooooooo /00000

ENABLE PORTAUTH [={8021X|MACBASED}]

g

D000000DOgIXooooo MACOODODODDOODDODODDODDODODDODODDODODODOOOODO
gobobobooboboobobouoobooboboboboobooboboboboboboobon
0 ENABLE PORTAUTH PORT O O O O [1J

goooog

PORTAUTH 000000 0O0O8021XH802.1X 0O MMACBASEDOMACOODODODOOOOOOOOO
o000 8IXooooooo

goooog

DISABLE PORTAUTHO 1620 00 O

DISABLE PORTAUTH PORTO 164 0 00 O

ENABLE PORTAUTH PORTO 193 000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 00 O
SHOW PORTAUTH PORTO 3220000
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ENABLE PORTAUTH DEBUG

ENABLE PORTAUTH DEBUG

O000o0ooooooo /00000

ENABLE PORTAUTH[={8021X|MACBASED}] DEBUG={ALL|PACKET|STATE}
PORT={port-1ist|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

oo0oooooooDoOoDODOOO8021XOoODoOo MACODODODODODODDODODODODODODODODODOOOODOO
gobooooboogn

goooog

PORTAUTH 000000 0O00O8021XH802.1X 0O MMACBASEDOMACOOODODOOOOOOOOO
o000 8IXooooooo

DEBUG (000000000 O0DALLOODOOMMPACKETO OOOOOOOMSTATEDOOOOOOOO
O00O0OPACKETOOPORTAUTHO 821X OO OOOOOOOOOO

PORT OOOOOOOOOOOOOODOO

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goboobogooboobbooboobbo

goooog

DISABLE PORTAUTH DEBUGO 163 00 0O
ENABLE PORTAUTHO 191 000 0O
ENABLE PORTAUTH PORTO 193 000 O
SHOW PORTAUTH PORTO 3220000
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ENABLE PORTAUTH PORT

ENABLE PORTAUTH PORT

O000o0ooooooo /00000

ENABLE PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=AUTHENTICATOR
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10] [MODE={MULTI]|
SINGLE}] [PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400]
[SERVERTIMEOUT=1..60] [SUPPTIMEOUT=1..60] [TXPERIOD=1..65535]
[GUESTVLAN={vIanname|l..4094|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}]

ENABLE PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=BOTH
[CONTROL={AUTHORISED|UNAUTHORISED|AUTO}] [MAXREQ=1..10] [MODE=SINGLE]
[PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|
FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60]
[SUPPTIMEOUT=1..60] [TXPERIOD=1..65535] [GUESTVLAN={vIanname|l..4094|
NONE}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [AUTHPERIOD=1..60]
[HELDPERIOD=0..65535] [MAXSTART=1..10] [STARTPERIOD=1..60]
[USERNAME=1ogin-name PASSWORD=password [METHOD={OTP [ENCRYPTION={MD4|
MD5}]|STANDARD}] ]

ENABLE PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..60] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Iogin-name PASSWORD=password [METHOD={OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}] ]

ENABLE PORTAUTH=MACBASED PORT={port-list|ALL} [CONTROL={AUTHORISED|AUTO|
UNAUTHORISED}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}]
[REAUTHPERIOD=1..86400] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH|
NONE}] [AUTOAUTHENTICATE={TRUE|FALSE}]

port-list: 00000000010 00000000OO0O00OOOOOOOOO

vlanname: VLAN O 0103200 0000000000000 0000000000000 00O000O0OODOOO
login-name: 0000001064 0000000000000O

password: 10000010640 000000000000
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ENABLE PORTAUTH PORT

00000000 00000008021X00000 MACODOODOOOOODOOO0OO00O00D0O0O0DOO0802.1X
O0oMACOOOOOOOOODOODOOOOOODOO0OO0O0O0008021XO00O000000000000O0
0 Authenticatord Supplicant(] Authenticator 0 O Supplicant (Both) 000 000000000000
ggoooooooo

goooog

PORTAUTH 0000000OO8021XO802.1X U OMMACBASEDOMACOODOOODOODOOOOOO
oooos81IXooooooo

PORT O0O0OO0O0OOOOOOOOOOO

TYPE 08021X000M08021XIODOUODOOUDUOODUOOODOOOAUTHENTICATORD Authenticator
0 0 0 @MSUPPLICANTO Supplicant O 0O O (O BOTHO Authenticator O O 0 O O Supplicant O O
DDDDDDDDDDDDDDDDMulti—SupplicantDDDDMODE:MULTIDDDDDDDDD
TYPE=BOTHO OO O OO OOTYPE=AUTHENTICATORO OO OOOOO

CONTROL 0802.1X Authenticator 0O O OMACOOODODODOOO0OO0OO0ODDDOOO Authenticator
O00D00D00DAUTOO 000000000 O0MMUNAUTHORISEDD OO0 000 MAUTHORISED
ooooooooooooooooooooo AUTOO OO0 AUTOODOOOOOOOOOORADIUS
O00000000000 Authenticator 00 0000000000000 OOOO AUTHORISED
goodoooooooo

MAXREQ 0 802.1X Authenticator 0 O 0O O Supplicant 0 0 O 0 EAPOL-Request 000000000
ooooooooo 200

MODE 0 802.1X Authenticator O O O O Authenticator 0 0 0 0 00 0O O Supplicant0 1000000
00000000000 Single-Supplicant O O 00 MODE=SINGLEOO OSupplicant D 000 0 O
000000000000 Multi-Supplicant 0 0 00 MODE=MULTIO O O O O Single-Supplicant
DDDDDDDDDDDDDDDDDDDDDDSupplicantl]DDDDDDDDDDDDDD
Supplicantl]DDDDDDDDDDDDDDDPIGGYBACKDDDDDDDDDDDEDMuIti—
SupplicantDDDDDDDDDDDDDDDDDDDDDDSupplicantDDDDDDDDDDDD
DDDDDMulti—SupplicantDDDDDDDDDDDTYFEDDDDDDDD BOTHOOOOOO
00 AUTHENTICATORO O OO ODOO0OODO0O00OOO SINGLED

PIGGYBACK 0 802.1X Single-Supplicant Authenticator O O O [5ingle-Supplicant O O (0 MODE=SINGLEDO
gooooooobooooo SupplicantDDDDDDDDDDDDDDDDDDDDDDDDDD
OD00D0D0000D00O0O0TRUEDOOOOFALSED OO OOOOOOOO TRUEO

QUIETPERIOD 0 802.1X Authenticator 0 OO UOMACOOO0OO0OO0O0DOOOSupplicant 0000000
DDDSupplicantDDDDDDDDDDDDDI:DDDDDDDDDDDDDDDDDDDDDDDD
0oooooe0nn

REAUTHENABLED 0 802.1X Authenticator 0O O0OMACOOOO0OODO0O0O00O0O0O00OO Sup-
plicantDDDDDDDDDDDDDDDTRUEDDDDDDDDFALSEDDDDDDDDDDDD
000 FALSEO

REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 00000000
odoooooooo?200

REAUTHPERIOD 0 802.1X Authenticator 0 D O OMACUO O OO0OO0OO0ODOOSupplicant0 0000
O00moooood 360000
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ENABLE PORTAUTH PORT

SERVERTIMEOUT 0 802.1X Authenticator O O O ORADIUSO OO0 O Access-Request 0 0 00O
ODORADIUSODOOOODO0OO00OOOOOODOOOMOOOOOO 3000

SUPPTIMEOUT 0O 802.1X Authenticator 0 0 O OSupplicant O EAP-Request 00 O O O O OSupplicant
0o00ooooooooo0moooooo 3000

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
0ooogoo 3000

GUESTVLAN 0 802.1X Single-Supplicant Authenticator 0 00000 VLANOOOOODOOODO
00000000 VLANOOOO VLANIDOOOOOOOONONEODOOO VLANOOOOO
ODO00OD00O0D0ODODEAPOLOOOOOOOODOOOOOODOOOOOOOODOOOO VLANDOO
O0o0o0ooo EAPOLO0OO0DOOOOOOO0DOOO0OO0OOO0O0O VLCANOOOOOOOoOOO
gogo VLANDDDDDDDDDDDI]I]DDSingle—SupplicantDDDDMODE:SINGLEDDD
000000000 d NONEOD

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 00O OMAC OO DD 0000 O0802.1X0
gd Multi—SupplicantD OO0O0OMODE=MULTID 0 MACOUOODODOOOOOOOO VLANODO
DDDDDDDDZDDDDDSupplicantl]l]DDDDDDDDDDDDDDDDD ONOOOO
00000200000 Supplicant0 0000000000 Supplicant000 VLANODODOODO
OD000D000oo0OFFOOO0000000D0O0O VECANOOODODOOooooooooooooo
00200000 Supplicant 000000000000 000DO Supplicant000 VLANOODO
I]I]DDDDDDDDI]DDMuIti—SupplicantDDDDMODE:MULTIDDDDDDDMACDD
odooooooooooooooooooo ONO

VLANASSIGNMENT [0802.1X Authenticator U0 O OMACOOOOOOOOOUO0OOOOOO VLAN
D0000o0o00OooooRADIUSOOOOOOOOOO Tunnel—Private—Group—IDDDDDDDD
00000000 VLCANODOODODODOODOOOOOO ENABLEDO

MIBRESET 0 802.1X Multi-Supplicant Authenticator 0 DD OMACOOO0O00O0O00DO08021X0OO
DMulti—SupplicantDDDDMODE:MULTIDD MACOODOOOOOOOOooOoOoDooOoOoogg
gd Supplicantl]l]DDDDDDDDDDDDDDDDDDDD ENABLEDO

TRAP 0802.1X Authenticator DD U OMACUOUOOOOO0DO0OOODOOOOOOOOOO SNMPOOO
DDDDDDDDDDDSUCCESSDDDDDDDDDSupplicantDDDDDDDDDDDDDDD
DDDDDDDDDDDDDSNMPDDDDDDDDDDFAILUREDDDDDDDDDSupplicant
OoooooDoooO0oOSNMPOOOOOOODODOOBOTHO OOOODOOOOSUCCESS O
FAILUREOOOOOOOSNMPOOOODOUOODODOONONEDOODODODOODODOOOOOOO
00 NONED

AUTHPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAP-Response 0 0000000000
Authenticator U0 D0 00000000 OO0OOOOO 3000

HELDPERIOD [ 802.1X Supplicant 0 0 0 000 00 O DAuthenticator 0 D0 0000000000
0oooooe0nn

MAXSTART 0 802.1X Supplicant 0 00 0 EAPOL-Start 0 0000000 0000 Supplicant 00 O
ODOEAPOL-Start 00000 MAXSTARTUOOUOOOOOODOOO OO Authenticator D 00O O
J000o0oooooooooooooooooooooo30d

STARTPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAPOL-Start 00000000000
Joo0moooooo 3000

USERNAME 0802.1X Supplicant 00 000000000000 Supplicant 00000000000
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ENABLE PORTAUTH PORT

O0o00ooooo PASSWORDOD OOOOODOODOODODOODODOOODODOODOOOOOOOOO
000000000 0SET PORTAUTHUSERNAME D O OODOODOOO0O0OO0DO0OO0O0O0OO0O0oooon
oo obooboooboboboboboboboobooboooo

PASSWORD 0 802.1X Supplicant 0 0000000000000 Supplicant00000000000O
Dooooooo0g USERNAMEOOOODOODODODODODODODOODODOMETHOD ODOODGOOOO
STANDARDOD O OOODOODUOODOOOMETHODODODOOOOODODOOOOOoOOoOODeI63 0000
ODO00OO0DO0DODODOMETHODOOOOOOO OTPOOOODOOOODOI00De3 000000000
O0000O00000 OTP Initialisation Password 0 D000 0000000000000 OOO
000000000000 0SET PORTAUTH USERNAMEOD O OO0 OO0O0O0O00OO0OO00OOO
oo oobobuobbobbobbbbbbobobooooogo

METHOD DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDSTANDARD] EAP-MD500
00 OTPO One-Time Password DO O OO0 OO OOTPUOOOOO OO OOENCRYPTION OO OO
Joododododooooooodoooooooooooooooooooon STANDARDO

ENCRYPTION DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDDDDDDMD4DMD5
ooooooooooooo MDSOMETHOD O OOOOOO OTPOOOODOOOOOOOO
googo

AUTOAUTHENTICATE OUMACOOUOOOODOOOOOODOOODOOOOOODOOOOOOOOOOOO
O0o0o0ooooooooo RADIUSOODODOODOOODOO0OO0O0000o0oooooooog
0do0oo0ooooooooooooooooooooooooooon FALSEDDOOoOoOd

goooognd

8021X 000000000000 AuthenticatordSupplicant 0 0 0000000000000 0000O0
0000000000000000000000000000000 Authenticator 0000000000
goooooooooo

Multi-Supplicant O 0 0 0 MODE=MULTIO O 8021X 0000000000000 0000O0000OO
0000000000 Single-Supplicant 000 OMODE=SINGLEDO DO O0O0O0000O0O
AUTOAUTHENTICATEO OO OO UOOOOOOOODORADIUSOODOO0O0OOOODOOOOOOOOO
00000000 RADIUSOOOO0OO DeadD0 0000000000000 0O0OOOODDOOOODOO
O00000OD0D0DDOD0ODOD0O0DORADIUSOOO00O00OOOOOOODOOODOOOODEADTIMEDDO 100
0000000000000000000000000000RADIUSOO0000O0OOODeadD 000
000000000000 oooo0oooooooooD DEADTIMEOODOOOOOOODOOSET
RADIUSOOOOOODOO

0000000000000 oO0o VLCANDOOUOODOODODODUORADIUSOODDODODDODODOODOOOOO
Supplicant 000000000 VLANOOOOOO

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 108 0 0O O
ENABLE PORTAUTHO 191 0 00O

SET PORTAUTH PORTO 240000 O

SET PORTAUTH PORT SUPPLICANTMACO 2440000
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SHOW PORTAUTHO 311 0000

SHOW PORTAUTH COUNTERO 3150000

SHOW PORTAUTH MULTISUPPLICANT PORTO 3180 00 O
SHOW PORTAUTH PORTO 3220000

SHOW PORTAUTH TIMERO 328 0 0 OO

ENABLE PORTAUTH PORT
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ENABLE STP

ENABLE STP

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

ENABLE STP{=stpname|ALL}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

STPO000O00O0OO0ODOO0ODODOODOO0O0ODO0OODO0OOO0OODOOON0NONON0NONONONOONONOoooog
gooo

0000000000000000000OMSTP) DD 0000000000000 0000000STP/RSTPO
0000000000000 O0O0O DISABLEMSTPOODODODODOOOO MSTPOOOOOOOOoQOQOQ

goooog

STP STPOOOOODO

goooog

CREATESTPO 1340000
DESTROY STPO 149000 O
DISABLE MSTPO 158 0 0 0O O
DISABLE STPO 1650 00 O
SETSTPO2530000
SHOW STPO 3340000
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ENABLE STP DEBUG

ENABLE STP DEBUG

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

ENABLE STP={stpname|ALL} DEBUG={MSG|PKT|STATE|ALL} [OUTPUT=CONSOLE]
[TIMEOUT={1..4000000000|NONE} ]

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

0

oooo STPO0OO0OOO0OOOOOOOOODOODODODOO
0000000000000 00000000 TelnetDOOOO0O0ODO0O0D00O000O0O0OO0OOOODOOO
gobooooboogon

goooog

STP STPOOOOODO

DEBUG 00000000 O0OOMS@BPDUOODOODOOODOMmMPKT BPDUO ASCIIO O MISTATE
000000000000 WALLODDODDDODDODOODODODODOO

OUTPUT 00O0O0OO0DOOO0OOODOOOOOCONSOLEDODODOOOOO0OOooOooooooooo
gobooooooooooobboobobobboobooboobboobboooboobbo

TIMEOUT 0000000000000 000ODO0O0O0OO0O0O0O0O0O0OO0OO0OO0O0O0O0O0OO0O0

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goboobogooboobbooboobbo

goooog

DISABLE STP DEBUGO 166 0 0 0O O
SHOW STP DEBUGO 340 00 0O
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ENABLE STP PORT

ENABLE STP PORT

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

ENABLE STP PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

gobooobooooboobobooboobbobboo
ooooOoooooODOOoOODO BPDUOOOOOOOOOOODODODDOODODDODOOODOOOOODOOOOODOO
oo

goooog

PORT 000000000 0OOOOODALLOOOOOOOOOOOOOOOOOOOODOOOOOOOO
goboooooboooobo

goooog

DISABLE STP PORTO 167 0 0 O O
SET STP PORTO 2550000
SHOW STP PORTO 3420000
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ENABLE STP PORT DEBUG

ENABLE STP PORT DEBUG

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

ENABLE STP PORT={port-list|ALL} DEBUG={MSG|PKT|STATE|ALL}
[OUTPUT=CONSOLE] [TIMEOUT={1..4000000000|NONE}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

STPO0000000000000O000OOOO
goooog

PORT O00O00O0OOOOOOOO

DEBUG 00000000 O0OOMS@BPDUOODOOOODODOMmMPKT BPDUO ASCIIO O MISTATE
000000000000 WALLODDODDDODDODOODODODODOO

OUTPUT 0O0O0O0OO0DOOO0OOODOOOOOCONSOLEDODODOOOOO0OOooOooooooooo
gobooooooooooobboobobobboobooboobboobboooboobbo

TIMEOUT 0000000000000 000ODO0O0O0O0O0O0OO0O0ODO0OOOOOOO0O0OO0O0

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goboobogooboobbooboobbo

goooog

DISABLE STP DEBUGO 166 0 0 0 O
DISABLE STP PORT DEBUGO 168 0 0 O O
ENABLE STPO 19800 00O

SHOW STP DEBUGO 340 00 0O
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ENABLE SWITCH AGEINGTIMER

ENABLE SWITCH AGEINGTIMER

000000000000 /00000000000 000

ENABLE SWITCH AGEINGTIMER

g

FDBOOOODODODOOODDODODODODDODOOODOODODOO0ODOO0D00D000oooooooooooooooooo
goooon

goooog

DISABLE SWITCH AGEINGTIMERO 169 0 0 O O
SET SWITCH AGEINGTIMERO 257 0 00 O
SHOW SWITCHO 3450000
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ENABLE SWITCH DEBUG

ENABLE SWITCH DEBUG

O000oO0ooooooOo /000000

ENABLE SWITCH DEBUG={ARL|CMIC|DMA|QOS|S5600|PHY|ALL} [OUTPUT=CONSOLE]
[TIMEOUT={1..4000000000|NONE} ]

g

gobooobogobooobooboobbobboobo
0000000000000 00000000 TelnetDOOOO0O0OD0O0D00000O0O0OO0OOOODOOO
gobooooboogon

goooog

DEBUG 000000000 O0ARLOFDBIOCMICOCMICOOOOMMDMAOODOOOOOOOOO
00 O QOSSO QoS S56000 Broadcom 0O 0 0O (I PHYO PHYM ALLO OO OO0OODOOOOO

OUTPUT 00O0O0OO0DOOO0OOODOOOOOCONSOLEDODODOOOOO0OOooOooooooooo
gobooboooboooboooboo

TIMEOUT 0000000000000 000ODO0O0O0OO0O0O0O0O0O0OO0OO0OO0O0O0O0O0OO0O0

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goboobogooboobbooboobbo

goooog

DISABLE SWITCH DEBUGO 17000 0O
SHOW SWITCHO 3450000
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ENABLE SWITCH FILTER VLANSECURE

ENABLE SWITCH FILTER VLANSECURE

000000000000 /00000000000 000

ENABLE SWITCH FILTER VLANSECURE

g

FDBOOOOOOODODOOOOODO0DO0U0oooooooooooooooooooooooooooooo
gobooboooobooobooboobbon

goooognd

O000oDoD8724SLO0000O0O0

goooog

ADD SWITCH FILTERO 118 D O O O
DISABLE SWITCH FILTER VLANSECUREO 171 0000
SHOW SWITCH FILTERO 353 0000
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ENABLE SWITCH L3FILTER

ENABLE SWITCH L3FILTER

O000o0000o0ooO0o /ooooooIPOOOOO

ENABLE SWITCH L3FILTER

g

OoooooIPOO00OO0O0O0OL30000000D0ODO0O0OD0OO0ODOODO0O0ODOODOOODOOODOOOODn
IGMP Snooping 0000000 IPOOOO0ODOOOODOOOODOOOO

goooog

DISABLE SWITCH L3FILTERO 172 0000
SHOW SWITCH L3FILTERO 3550 0 0 O
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ENABLE SWITCH LEARNING

ENABLE SWITCH LEARNING

000000000000 /00000000000 000

ENABLE SWITCH LEARNING

g

000000000000 oUUOFPBO 0000000000000 OOOoOoOooo

goooog

DISABLE SWITCH LEARNINGO 1730000
SHOW SWITCHO 3450000
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ENABLE SWITCH LOOPDETECTION

ENABLE SWITCH LOOPDETECTION

o0o0oooooooooo /000

ENABLE SWITCH LOOPDETECTION=LDF [PORT={port-l1ist|ALL}] [ACTION={NONE]
DISABLEPORT|LINKDOWN}]

port-list: 000000000010 00000000OO0O00OOOOOOOOO

0

0000000000000 UUODULDFOODDOOODOODOODOODOODOODOO

goooog

LOOPDETECTION 0O0O00O0OO0OOOLDFOLDFOOOOO0O00O0O000O0O0O0OOOOOOOGOO

PORT 0O00000OO0OOOOOO ALLOOOOOOOOOOOOOOOOOO

ACTION 00000000 O0OOO0OO0O0OODODODO0DMMNONEDDODDODODODODOOOODOOODD M DIS-
ABLEPORTO O OOODOUOO0OO0DODODOOOOOOO0OODDOODOOOOODOODDODOOOOOM
LINKDOWNO OO OOOOOooooooooooooooooooogoooooooooooo
0000000000000 0O00000OSET SWITCH LOOPDETECTION O OO OO PDTO O
goboooobooooboooooooboobboobooboobbobboobbooboboobo
OOO0OO0OO0OOENABLESWITCHPORTO OO OOOODOOOODODOODODODODODODODODOOOOOO
0000000000000 0 NONED

goooognd

ODACTIONOOODODOODDOOODOOOPORTOOOOOOOOOOODODOODDOOOODOOOOOOOO
ooooo00oU00oO000U00DU00DUUDU0UDUODUOD 1DDOoDoOoODDOODODOOm
goboooboogoobooobooboobobobbooboooboooboobbobbobbooo
O0OSNMPOOOOOODOODOOOOOOO
0000000oo0oooDoooD00000000o00o0o0 LDFO0D000ooooooooooooo
0000000000000 00000000000000000000 /0000000000000
-000000000OLACP

-00 VLAN

-00000000000000STP/RSTPO

-000ooo8RIXoooMACODOOODODO

goooog

DISABLE SWITCH LOOPDETECTIONO 174 0000
ENABLE SWITCH PORTO 2100000
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SET SWITCH LOOPDETECTIONDO 267 0 0 O O
SHOW SWITCH LOOPDETECTIONO 359 00 0O
SHOW SWITCH LOOPDETECTION COUNTERO 362 0 0O O O
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ENABLE SWITCH MIRROR

ENABLE SWITCH MIRROR

o0o0oooooooooo /000

ENABLE SWITCH MIRROR

g

gooooobogooboobobooboobobobbooboobbooboooboobbo

goooog

DISABLE SWITCH MIRRORO 1750000
SET SWITCH MIRRORO 269 0 O O O

SET SWITCH PORTO 270000 O

SHOW SWITCHO 3450000

SHOW SWITCH PORTO 364000 0O
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ENABLE SWITCH PORT

ENABLE SWITCH PORT

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

goboobooobooobooobo
goooog

PORT 0OOOODO

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
OD0O0D0DUODODODODOSETSWITCHPORTOOOOO LEARNODOOODODOD OOOOODOOooDOOODOO
goboooboooobbooboo

goooog

DISABLE SWITCH PORTO 176 0 O O O
SHOW SWITCH PORTO 364000 O
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ENABLE SWITCH PORT FLOW

ENABLE SWITCH PORT FLOW

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL} FLOW={PAUSE}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

000000000000 00ooOo0oooos03xPAUSED DODDOOODDODOOOOODOOOODO
goooog
PORT 0OOOODO

FLOW 000O0O00O0OPAUSEDS8023x PAUSEDDDOO0O0D0OO0O000O0O0DOO Full DuplexDODOO
gooogooo

goooognd

00000000 PAUSEDODOO0OOOOOODODOOOOOOOOOOODOOOOOODODODOD PAUSE
goooopooooboooobo

goooog

DISABLE SWITCH PORT FLOWO 1770000
SHOW SWITCH PORTO 364000 0O
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ENABLE SWITCH STPFORWARD

ENABLE SWITCH STPFORWARD

O000oO0ooooooOo /000000

ENABLE SWITCH STPFORWARD

g

BPODU O OU0O0000O0000O0DODOO0ODO0O0ooooong

ooooo STPOODOOO0O0OODOOOOODODDOOODOOOOODOOOO0OODOOOOOODOOOOODOO
ooooBPDUODOOOODOODOOODOOOOOOO
OooBPDUODOOOOOO00OODOOOOOOOOSTPODOODODOOOOOOODODOOOODOOOOO
000000 U0ooooUooooBPDUODOODOOODOODOODOOOO
BPDUODOO0OO0OO0O0OO0O00O0O0O0ODDO BPDUO Bridge Procotol Data UnitD 00000000000
goboooboooobooooo

goooog

DISABLE SWITCH STPFORWARDO 178 0 0 0O
SHOW SWITCHO 3450000
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ENABLE VLAN DEBUG

ENABLE VLAN DEBUG

0000o0oo0oooooo /0oooo00 LAN

ENABLE VLAN={vlanname|l..4094|ALL} DEBUG={PKT|ALL} [OUTPUT=CONSOLE]
[TIMEOUT={1..4000000000|NONE} ]

vlanname: VLAN O 010320 00000000000000_ 0000000000000 0O0O0O00O0OODOOO

0

VLANOOOUOOOOooooooooooooooooooooooo
goooog

VLAN VLANOOOO VLANID

DEBUG 0000000000 PKTOOOOODOOD ASCIIOOMMALLOOODOOOODOOODOOOOOOO

OUTPUT 00O0O0OO0DOOO0OOODOOOOOCONSOLEDODOOOOOO0OOooOooooooooo
gobooooooooooobboobobobboobooboobboobboooboobbo

TIMEOUT 0000000000000 000ODO0O0O0OO0O0O0O0O0O0OO0OO0OO0O0O0O0O0OO0O0

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goboobogooboobbooboobbo

goooog

DISABLE VLAN DEBUGO 1790 00O
SHOW VLAN DEBUGO 3800 000
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PURGE LACP

PURGE LACP

000000000000 /LACPOIEEE 802.3ad0

PURGE LACP

g

LACPOOOOODOOODOOOOODO

goooognd

o00o0ooooOO0o0oo0oO0 LACPOOO0OOODOOOOODOOOOODOOOOODOODODOOOOOOO
goboboboooboooboooo
goooog

DISABLE LACPO 156 00 OO
SHOW LACPO287 0000
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PURGE MSTP

PURGE MSTP

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

PURGE MSTP

g

gobboooboooooooboooboobobobbooboobooo
000000000 MSTOOODOOOODOOODOO0OO0ODO0000O00 VLANO CISTJ Common and Internal

Spanning Tree0 D0 0000000000000 D0O0DOO00O00O0O0O0O0OOOOMSTPOODOOOO
goooooo

goooognd

goooboboooboboooobooooobboooobbboobbbboobbboooobb oo
gobooobogobooobooboobbobboobboooobo

goooog

SHOW MSTPO 2940000
SHOW MSTP MSTIO 306 0 0O O
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PURGE PORTAUTH PORT

PURGE PORTAUTH PORT

O000o0ooooooo /00000

PURGE PORTAUTH [={8021X|MACBASED}] PORT={port-l1ist|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

Oo0ooooooooooooooosiAXoooMACOODOODODOoooooooooooo
goooog
PORTAUTH 000000 0O00O8021XH802.1X 0O MMMACBASEDOMACOOODOOOOOOOOOO

o000 8IXooooooo
PORT O0O0O0O0O0OOOOOOOOOO

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gobooboobbooobooobooboobbo

goooog

DISABLE PORTAUTHO 1620 00 O
DISABLE PORTAUTH PORTO 164 0 00 O
SHOW PORTAUTH PORTO 3220000
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PURGE STP

PURGE STP

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

PURGE STP

g

gobooobogobooobooboobbobboobo
default STPO OO STPOOUODOUOO0OUODO0OUOOUOOUOOHelloTimeOODOOOOOOoOoOO
ugon

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gobooobogoboobobooboobbobboon

goooog

RESET STPO 2230000
SETSTPO253 0000

SET STP PORTO 2550000

SHOW STPO 3340000

SHOW STP COUNTERO 338 00 OO
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RESET DHCPSNOOPING COUNTER

RESET DHCPSNOOPING COUNTER

000000000000 /DHCP Snooping

RESET DHCPSNOOPING COUNTER

g

DHCP Snooping 0 00000000000

goooog

SHOW DHCPSNOOPING COUNTERO 2790000
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RESET LACP PORT COUNTER

RESET LACP PORT COUNTER

000000000000 /LACPOIEEE 802.3ad0

RESET LACP PORT[={port-I1ist|ALL}] COUNTER

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

00000000 LACPOOO0ODODOOOoooooooong

goooog

PORT 0OOOOOO

goooog

PURGE LACPO214 0000
SHOW LACPO287 0000
SHOW LACP PORTO 288 00 0O

goooon
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RESET MSTP COUNTER PORT

RESET MSTP COUNTER PORT

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

RESET MSTP COUNTER PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

oooooo MSTPOOOOOOOOODODUOOOOO
goooog
PORT O0OO0OOODALLOODOOODOODOOOOOOOOOOODOOO

goooog

SHOW MSTP COUNTER PORTO 3030000
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RESET PORTAUTH PORT

RESET PORTAUTH PORT

O000o0ooooooo /00000

RESET PORTAUTH [={8021X|MACBASED}] PORT={port-list|ALL}
[SUPPLICANTMAC=macadd]

port—list:[I[I[I[I[I[I[I[I[IDlDDDDDDDDDDDDDDDDDDDDDD
macadd: MAC 0 0 0 O O xX-XX-XX-Xx-xx-xx 0 0 0 0

0

000000000000 00DOOeNIXoooMACOODOODODODODOoooooooooo
goooog

PORTAUTH 0000000OO8021XO802.1X T OMMACBASEDDMACODODOOODODODOOOOOO
oooos81IXooooooo

PORT O0O0OO0O0OOOOOOOOOOO

SUPPLICANTMAC Supplicant 0 MACOOUOOOO OO0 OO OO OMulti-Supplicant O O O
OMODE=MULTID O ODOOoODOMACODOOOOOOODODODOOOOOOOO

goooog

DISABLE PORTAUTHO 1620 00 O

DISABLE PORTAUTH PORTO 164 0 00 O

ENABLE PORTAUTHO 191 000 0O

ENABLE PORTAUTH PORTO 193 000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 00 O
SHOW PORTAUTH PORTO 3220000
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RESET PORTAUTH PORT MULTIMIB

RESET PORTAUTH PORT MULTIMIB

O000o0ooooooo /00000

RESET PORTAUTH [={8021X|MACBASED}] PORT={port-list|ALL} MULTIMIB

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

802.1X Multi-Supplicant 0 0 O O Authenticator 0000000 O0OMACOOO0O0OO000O0O000O0OO
0000 SET PORTAUTH PORT SUPPLICANTMACOOODOOO000O0O0OO Supplicant 00000
goood

goooog

PORTAUTH 000000 0O00O8021XH802.1X 0O MMACBASEDOMACOOODODOOOOOOOOO
o000 8IXooooooo

PORT 000000000 O0OO0O0OO0OO0O0ODOOOODOMulti-Supplicant 00 OO0 MODE=MULTIO
OoooooMACOODOODOOOOODODOOOODODOO

goooog

DISABLE PORTAUTHO 1620 00 O

DISABLE PORTAUTH PORTO 164 0 00 O

ENABLE PORTAUTHO 191 0 00O

ENABLE PORTAUTH PORTO 193 0 00O

SET PORTAUTH PORT SUPPLICANTMACO 2440000
SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 00 O
SHOW PORTAUTH PORTO 3220000
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RESET STP

RESET STP

000000000000 /OD0OO0DO0O00D0000000STP/RSTPO
RESET STP={stpname|ALL}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

Oooo STPOOOOOO0OOO0OOOOOUOODUODUOODODODODODODOODODOOOOO
OO0 STPODOOODODOOOOOOOSTPOOOOOOOODODOODOOODOOOOOOOOON

goooog

STP STPUOOUOUALLOOOODOOOOOOOOSTPOOOOOOOODOOO

goooog

PURGESTPO 2170000
SETSTPO2530000

SHOW STPO 3340000

SHOW STP COUNTERO 338 00 OO
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RESET SWITCH

RESET SWITCH

O000oO0ooooooOo /000000

RESET SWITCH

g

goboooboooobooobooboo
O0000oooOooOoODO0O00D000U0OFDBOOOOOODOODOOODOODOOODODUOOODODDODDOODO
gobooooooobooobooboobbobboobooobooboboobbo

goooog

SHOW SWITCHO 3450000
SHOW SWITCH FDBO 350 0 0 O O
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RESET SWITCH PORT

RESET SWITCH PORT

o0o0oooooooooo /000

RESET SWITCH PORT={port-list|ALL} [COUNTER]

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

goboobooobooobooboobbon
00000000000 Uoooo00oo00onoo00oE)OoO00D0000Doo0ooooo
000G Uooo00oooooooooooooo

goooog

PORT 0OOOOO
COUNTER COO0OO0O0OOO0OODOOOOODOOOOOOOOOOO

goooog

DISABLE SWITCH PORTO 176 0 O O O
ENABLE SWITCH PORTO 2100000
SHOW SWITCH PORTO 364000 0O
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SET DHCPSNOOPING CHECKINTERVAL

SET DHCPSNOOPING CHECKINTERVAL

gooooooooooo / DHCP Snooping

SET DHCPSNOOPING CHECKINTERVAL=1..3600

g

DHCP Snooping D0 0000000000000 O00O0O0O0OO0OODOOO0OODOOOO
ooooooooe0DODOO0O0D0D0DOUDDODODOODOODOODODODOOODDOOOIPODODODOOODOODODO
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goooom

goooog

CHECKINTERVAL COO0O0O0O0O0OO0MOOOOODO 6000

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
000000000000 bindXXXXdsnOOOOMMXXXXOODOOOODODO0OO0OO00D0D000ooooo
00400000000000000DHCP Snooping00000000000D000D0O0O0ODOOOO
gooooobogobooobooboobobobboobooobooobboobbobbobboon
gon

goooog

ENABLE DHCPSNOOPINGO 18000 O O
SHOW DHCPSNOOPINGO 277 000 O
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SET DHCPSNOOPING PORT

SET DHCPSNOOPING PORT

gooooooooooo / DHCP Snooping

SET DHCPSNOOPING PORT={port-list|ALL} [MAXLEASES=0..100]
[SUBSCRIBERID=string] [TRUSTED={YES|NO|ON|OFF|TRUE|FALSE}]

port-list: 000000000010 00000000OO0O00OOOOOOOOO
string: 10 0000500000000000000000000000O0O0O00O0OO0DOOOOOO

0

000000000000 000 DHCP Snooping0 00000000
goooog

PORT O0O0OO0O0OOOOOOOOOOO

MAXLEASES 000000 OO0IPOOO0ODOOOODOO0OOOOOOOOOOO0OOO0OODHCPOOODO
odmoooooooIPO0000O00OO0O0OOOO0O0O0DmOoOoooon 10

SUBSCRIBERID 000000 Subscriber-ID 0000 00DHCP Snooping0 0000000000
odooooooooooooooooooooooo 200000000 ooooooooogn
odo0oo00ooooooo l0oo0oooooooooooooooooooooooooon
O00000 Subscriber-IDO0O0CO0O0OCOC0O0OO0OC0OO0OO0OO0OO0OO0OO0OO0OO0OOO0ODOOOOODOODOO
O000000000 0000000000 000o0ooO0O0Subscriber-IDOO00O0OOOOOO
O000000000000OOSubscriber-ID000O0OO0OOOOOOOOM

TRUSTED DHCP Snooping 00000000 O00YESOONOTRUEO OO OO O 0O ODHCP Snooping
DU000000000000000 Trusted 000000000000 OODOOOOINOOOFFO
FALSEDDDDDDDDDDHCPSnoopingDDDDDDDDDDDDDDDUntrustedl]l]l]l]
D00000000000000000@uOo0oo0 NOOUntrusted 00 O M

goooognd

MAXLEASES O OO OO0 O0O00OO0OO0D0OO0O0OO0OO0DODO0OOODHCPODOODODDODODODODDOODOOOADD
DHCPSNOOPING BINDING O OO OODOODOoOoooooooooooolpPooooooooooon
gooooooU0ooU0oOU0U0oDU0DUoDUUUUU l10DDoooOoOoOOO0O0OO0O0OO0OOODOODOO M@

goooog

ADD DHCPSNOOPING BINDINGO 111 00 00
ENABLE DHCPSNOOPINGO 18000 0 O

ENABLE DHCPSNOOPING OPTIONS820 183 00 00O
SHOW DHCPSNOOPINGO 277 0000
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SHOW DHCPSNOOPING PORTO 285 000 O
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SET LACP PORT

SET LACP PORT

000000000000 /LACPOIEEE 802.3ad0

SET LACP PORT={port-list|ALL} [ADMINKEY=0..65535] [PRIORITY=0..65535]
[MODE={ACTIVE|PASSIVE}] [PERIODIC={FAST|SLOW}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

000000000000 LACPOODODOoDOoOoOooOoOooOOOO
goooog

PORT 0OOO0O0OOO

ADMINKEY LACPOOODOODDOOOOUOO0O0ODDOOOOOOOO0O0DOODOODOOOILACPOOO
O00oooo VLCANODDODOODODOODODODDOOODODODOODoDOoooooo 1000oooooooo
0000000000000 oD 1000000 oDoDoooDoooDoOooDoOooOoOoOoOoOoOOOOO
0000000000000 o0o0og ADMINKEYDOOOOODOOODODOOOADMINKEY OO0
0000000000000 oomoooooo 10

PRIORITY LACPOU0O0ODO0OODO0OOOOODOOODOOOOOOOOODOOOOLACPODOOOOO
0000000ooooooooo8ooUo0oooooooooooooDUooooooooon
gooboooooooboooobooooboobboobooboobbobboobboboboobo
gooboooooooboooobooooboobboobooboobbobboobboboboobo
000000000000 00000000000o00o0ooooo0oooooooO 327680

MODE LACPOOODOOOOOOOACTIVEDOPERIODICOOODOOOOOOOOOOO LACPOOO
O000000000MPASSIVEDODODODODODOO LACPOODODOOO0DOOoDoOoooO LACPO
0000000000000 oDUoDUooog ACTIVED

PERIODIC ACTIVEOODOOOO LACPOOUOOOOOOOOFASTO10MMSLOWO30000000
O0000O0D0OO FASTO

goooog

ADD LACPPORTO 1130000
DELETE LACP PORTO 1400 00O O
SHOW LACP PORTO 288 00 0O
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SET LACP PRIORITY

SET LACP PRIORITY

000000000000 /LACPOIEEE 802.3ad0

SET LACP PRIORITY=0..65535

g

LACPOODOOODDOOODOODOOODOOODOOO
goooog

PRIORITY LACPOCOUO0OOOOOODOOOODOOODODOOOOOOOOUOODOOODO LACPOO
000000000000 0D00000000 IDOMACOOO0D0O0D0O000O0DDOO0O0DOSystem
priority data identifier0 00D O000000000000O0000000O0000O0000O0OO
00 327680

goooog

SHOW LACPO287 0000
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SET MSTP

SET MSTP

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SET MSTP [CONFIGNAME=string] [REVISIONLEVEL=0..65535] [MAXHOPS=1..40]
[MAXAGE=6..40] [HELLOTIME=1..10] [FORWARDDELAY=4..30]
[PROTOCOLVERSION={STP|RSTP|MSTP}] [STATICVLANS={YES|NO|ON|OFF|TRUE|
FALSE}]

string: 1000103200000000000000000000

0

0000000000000 ooDOUooDoMSTPOOOOOODOoOoOoOooooo
goooog

CONFIGNAME MSTOOOOOOODOOOOOOOOOOOO0OO00O0D0O0OOO0O000O0DOO0O0O0000
O0000000 MACO OO O O xx=xx-xx-xx-xx-xx 0 0 0 [TJ

REVISIONLEVEL MSTOOOOOOOOOODOOOODOOOOOOOOODOOOOODOOOOOOOO
ooooooooooooog oo

MAXHOPS 00O0OOOOOBPDUO MSTPOOODOOOOODOOOOOOOOOOOOOODOOOBPDU
odooooooooooooo 200

MAXAGE 0O00000O0O000O0O0O00O0OOCOO0BPDUOOODOOOOOOOOOOOOOOOOOO
O0Mmoooooo BPDUOOOOOOOOOODOO0OODOOOOOOO0O0OOooooooooon
O0002x OHELLOTIME+1)0000002x (FORWARDDELAY -1) 0000000000
oooooooo2000

HELLOTIME 0000000000 DODOO BPDUOBridge Protocol Data Unit0 DO OO0 00O
oo0moooooo 200

FORWARDDELAY 0000000000000 0O00O00O000ODODOOOOO0O0OO0OOO0OO0O0O0OO
oo obooboobbobbobbbbobobooouuooog
odoooooooooooooo 1500

PROTOCOLVERSION MSTPOOOOOOOMSTPOMSTP BPDU 0O 0 0O M RSPO RSTP BPDU O O
OmMSTPOSTPBPDU L OO OOOOOOOOOOODOOO MSTPO

STATICVLANS 0000000000000 O00O0O0OMSTOOOOODOOOOODOOO VLANO
000000000000 oU0oYESODOODODODUODOOVLANDODOODODOOOOooOooooo
ooMSTOOOOUOOODOoOOoDOoOO VLCANODOOODODOoOOoOooooooooooooooooo
ODMNOODUOUODODODODUOODOVLANODOODDODODOODODODoODOoDoo MSTPOOODOOOOOO
OMSTOOOODODOODODODOOODOO VLANOOOOOODOODOooooooooooooooo
oo ooooooooooooooooDoooooooooo0on VLANODOO
D000 OFF000000000oooooooo MSTODODODOODODODOOOOO VLANOO
ooodooooooooooooooooooooooooonooooooONOoDOooooo
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OOFFOOO0O0000000D00000000000000000000000000000000
00o0o0ooomoooooo OFFO

googod

SHOW MSTPO294 0000
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SET MSTP CIST

SET MSTP CIST

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SET MSTP CIST PRIORITY=0..65535

g

CISTO Common and Internal Spanning Tree0 D0 O00000000000000000O0OO0O

goooog

PRIORITY CISTOOOODOOODOOODOOOODOOOOOOOODOOOOOOODOOOODOOOOOO
OooooooodSToooooooooooooooo0oooooooooOo0oe55350000
0000000004006 00000000000000409600000000000000000
00000000000 ooooog 327680

g
s CISTOOODOOODOODODOODODOOOOOD 4096000000

SET MSTP CIST PRIORITY=4096

goooog

SHOW MSTPO 2940000
SHOW MSTP CISTO 297 000 O
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SET MSTP CIST PORT

SET MSTP CIST PORT

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SET MSTP CIST PORT={port-list|ALL} [PRIORITY=0..255]
[INTPATHCOST={1..200000000|DEFAULT}] [EXTPATHCOST={1..200000000|
DEFAULT}] [EDGEPORT={YES|NO|ON|OFF|TRUE|FALSE}] [POINTTOPOINT={YES|NO|ON]|
OFF|TRUE|FALSE|AUTO} ]

port-list: 000000000010 00000000O00O00O0OOOOOOOO)

0

CISTO Common and Internal Spanning TreeD D0 0000000000000 00O000000OOO
goooooooood

goooog

PORT 0O000O00OOOODOOOOOCALLOOOOOOOOOOOOOO0O0OOOOOOO

PRIORITY CISTOOOUOOO0OODOOOOO0OODOOOOODOODOOOOODOODOOOOOOODOOO
0000000000000 00oooooooooooooDoon2 0000000000000
le00000000000O00OO le0000000ODOO00ODOO0OO0O0O0OOODOO0O0O0ODOOm
O000Oo 1280

INTPATHCOST CISTOOOOOOOOOOMSTOOOOOOOOOOCISTOODODOOOOOOOOO
O000000ooOoO0O000o0oooooooOO 1020000000000 0000000000000
gbobooobooooboooobooooooobD@oobDoboooobooOobUbboobDoobDOobO
O00O0O0ooo DEFAULTOOODOOO

EXTPATHCOST CISTOOOUOO0O00O0O0DODOOOOOO0O0O0O0O0OODODOOOOOOOOOOODODOOO
0000 1020000000000 000000000000000O000O0O0O0DODOOOOOOOOOO
0Mo00000000000000 000000000 ooo0o00oo00 DEFAULTOD OO OO

EDGEPORT COO0O0O000OD0OODOODODOOOOOODOOODOOODOOOOOOOOOOOOOOO0O0
0000000000 LANODODDODOUOODODOOUOO0DO0o0ooD00O0OEDGEPORT=YESO O OO
O0o00ooooooo MSTPBPDUO O OOOOODODOOOOODODOODOOOOOOOOOO
00000 NOO

POINTTOPOINT 000000000000 OODOOODOOOOOOOOOO0ODOOODOODOODOOOO
O00AUTOOO00D000D00D0D0DO0O0oooooooooooooon AUTOO

oooo oooo oooooo

10Mbps 2000000 2000000 2000000

100Mbps 200000 200000 200000
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SET MSTP CIST PORT

1000Mbps 20000 20000 20000

031:00000000000000000

goooog

SHOW MSTP CISTO 297 000 O
SHOW MSTP CIST PORTO 300 0 0O O
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SET MSTP MSTI

SET MSTP MSTI

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SET MSTP MSTI=instance PRIORITY=0..65535

instance: MST O 00O 0 00 IDO 1040940

g

MSTOOOODODOODOOODOOOOODOODUOODDUOODDODOOO
goooog

MSTI MSTOOOOOO ID

PRIORITY OO MSTOODOOOOOOODOOOOODOOODOOOODO0DOO0O0O00O00O0O0OOOOOOMST
goobogooooooboooobooooboobboobooboobbobboobbooobbooobo
O00o0ess3 00 00000nno0noo409 0000000000000 0O 409600000
0000000000000 0O00U00o 00 ooooog 327680

g
s MSTOOOOOOD1000000000000000000 8192000000

SET MSTP MSTI MSTIID=1 PRIORITY=8192

goooog

SHOW MSTPO 2940000
SHOW MSTP MSTIO 306 0 00 O
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SET MSTP MSTI PORT

SET MSTP MSTI PORT

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SET MSTP MSTI=instance PORT={port-list|ALL} [PRIORITY=0..255]
[PATHCOST={1..200000000|DEFAULT}]

instance: MST O 00O 0 00O IDO 1040940
port—list:[I[IDDDDDDDDlDDDDDDDDDDDDDD[I[I[I[I[I[I[I)

0

ooooMSTOOOOOODODODODOOODODOODODDODODO0DODOODODODO0D0DO0OOD0DODoODOooOoOoooOoOoO
oo

goooog

MSTI MSTOOOOOO ID

PORT 0O000O00OOOODOOOOOCALLOOOOOOOOOOOOOO0O0OOOOOOO

PRIORITY MSTOOOOODODOOOOUOOOODOOO0DO0DO0DO0DODODODOODDOODOOODOOODOOOOOO
O000000ooooo0oo0000ooDoooo0o00oooDoooooOoOoou255000000
0000000 le0O0ODOODODODODOOOOOlGO0000000DO00ODDDOODODOODODOODOO
0000000 moooooo 1280

PATHCOST 00000000 OOMSTOOOODOOOOOOOODOODOOOODODOOOOOODOODOOO
goboooobooooboooooooboobboobooboobbobboobbooobbooobo
0000000000000 oooooog DEFAULTODDODOODOO

gooo gooo gobogo
10Mbps 2000000 2000000 2000000
100Mbps 200000 200000 200000
1000Mbps 20000 20000 20000

032:00000000000000000

goooognd

MIGRATIONCHECK OO OOOOOOoooooooooooo

goooog

ENABLE MSTP MSTIPORTO 1900 0 0O O
SHOW MSTP MSTIO 306 0 00 O
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SET PORTAUTH HYPHEN

SET PORTAUTH HYPHEN

O000o0ooooooo /00000

SET PORTAUTH[=MACBASED] HYPHEN={ON|OFF|YES|NO}

g

MACOOOODOODOOOORADIUSOOOOOODOODOOOODODOODODOOOOOoOOOOODOOOO
gobooobooooobooooo
MACOOOOOOOOSupplicant0 MACOODOOOODODOO0OOO0OODO0O00O0ODODOO RADIUSOOOO
0000000000 MACOUOODODOOODOODDOODOO0OODOOO0-00-f4-11-22-330 0000000
00000f411223300000000

goooog

PORTAUTH 0 O0O0O0O0OO0OO0OODOOODOOOOOO MACBASEDODMACOOOOOOOOODODOODOOO
MACBASED OO OOO0OOOOOOOOOODODOOOOODO

HYPHEN RADIUSOOOOOOOOOOOOOOODOOOOODOOOOOOOODOODOOOONOYES
O000mMOFFONOO OO DODOOOODDoOoOoOoooooon ONO

goooog

SHOW PORTAUTHO 311 0000
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SET PORTAUTH IDTOGGLE

SET PORTAUTH IDTOGGLE

O000o0ooooooo /00000

SET PORTAUTH[=8021X] IDTOGGLE={ON|OFF}

g

802.1X Multi-Supplicant 0000000000 Authenticator 0000000 OEAP OO0 OO Identifier
gododoooooooooboboobooobooooo

Supplicantl]l]l] Windows XPSP2 00 D00 U0 00000 OOIDTOGGLE=ONOOOOOOOOO
g oobooboooobb

goooog
PORTAUTH 0000000000 OCOOO0O 8021X0802.1XODODOOOOOOOODODO 8021XO OO
goboogooooobooobooobo

IDTOGGLE EAPOOOO0OO Identifier 00 0000000000000 0O00O0O0OONDOOOOOO
0001000000000 0OCOFFODODODUOODODUODD OODODDODODOODOODODOO OFFO

goooognd

IDTOGGLE=ON O 000000000000 000000 WindowsXPOOODOODOOOOOOOOO
goboooobooooboooboooboobobobboobooboobboboboobo
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SET PORTAUTH PORT

SET PORTAUTH PORT

O000o0ooooooo /00000

SET PORTAUTH[=8021X] PORT={port-list|ALL} TYPE=AUTHENTICATOR
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10] [MODE={MULTI]|
SINGLE}] [PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400]
[SERVERTIMEOUT=1..60] [SUPPTIMEOUT=1..60] [TXPERIOD=1..65535]
[GUESTVLAN={vIanname|l..4094|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}]

SET PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=BOTH [CONTROL={AUTHORISED|
UNAUTHORISED|AUTO}] [MAXREQ=1..10] [MODE=SINGLE] [PIGGYBACK={TRUE|
FALSE}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}]
[REAUTHMAX=1..10] [REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60]
[SUPPTIMEOUT=1..60] [TXPERIOD=1..65535] [GUESTVLAN={vIanname|l..4094|
NONE}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [AUTHPERIOD=1..60]
[HELDPERIOD=0..65535] [MAXSTART=1..10] [STARTPERIOD=1..60]
[USERNAME=1ogin-name PASSWORD=password [METHOD={OTP [ENCRYPTION={MD4|
MD5}]|STANDARD}] ]

SET PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..60] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Iogin-name PASSWORD=password [METHOD={OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}] ]

SET PORTAUTH=MACBASED PORT={port-1list|ALL} [CONTROL={AUTHORISED|AUTO|
UNAUTHORISED}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}]
[REAUTHPERIOD=1..86400] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH|
NONE}] [AUTOAUTHENTICATE={TRUE|FALSE}]

port-list: 00000000010 00000000OO0O00OOOOOOOOO

vlanname: VLAN O 0103200 0000000000000 0000000000000 00O000O0OODOOO
login-name: 0000001064 0000000000000O

password: 10000010640 000000000000
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SET PORTAUTH PORT

0000000000000 ooogeNIXooooo MACOODDDODDODODDDODDOOO

goooog

PORTAUTH 0000000OO8021XO802.1X T OIMMACBASEDOMACODODOOODOODOOOOOO
oooos81IXooooooo
PORT O0O0OO0O0OOOOOOOOOOO
TYPE 08021X000M08021XUIODOUODOOUDUOOUDUOOOOUOOAUTHENTICATORD Authenticator
0 0 0 @MSUPPLICANTO Supplicant O 0O O (O BOTHO Authenticator O O 0 O O Supplicant O O
gooboooooooboobooo DMulti—SupplicantDD OOMODE=MULTIOD OO O O0OOOO
TYPE=BOTHO OO O OO OOTYPE=AUTHENTICATORO OO OOOOO
CONTROL 0802.1X Authenticator 0O O OMACOOODODODOO0OO0OOOODDDOOO Authenticator
O00D00D00DAUTOO 000000000 O0MMUNAUTHORISEDD 00 000 MAUTHORISED
ooooooooooooooooooooo AUTOO OO0 AUTOODOOOOOOOOOORADIUS
O00000000000 Authenticator 00 0000000000000 OOOO AUTHORISED
goodoooooooo
MAXREQ 0 802.1X Authenticator 0 O O O Supplicant 0 0 O O EAPOL-Request 000000000
ooooooooo 200
MODE 0 802.1X Authenticator O O O O Authenticator 0 0 0 0 00O 0O O Supplicant0 1000000
00000000000 Single-Supplicant O O 00 MODE=SINGLEOO OSupplicant D 000 0 O
000000000000 Multi-Supplicant 0 0 00 MODE=MULTIO O O O O Single-Supplicant
gobooobbbobooooboboooboobo SupplicantDDDDDDDDDDDDDDD
Supplicantl]DDDDDDDDDDDDDDDPIGGYBACKDDDDDDDDDDDI:DMuIti—
SupplicantDDDDDDDDDDDDDDDDDDDDDD SupplicantDDDDDDDDDDDD
DDDDDMulti—SupplicantDDDDDDDDDDDTYPEDDDDDDDD BOTHOOOOOO
00 AUTHENTICATORO O OO ODO0OODO0O00OOO SINGLED
PIGGYBACK 0 802.1X Single-Supplicant Authenticator O O O [5ingle-Supplicant 0 O (0 MODE=SINGLEDO
gooooooobooooo Supplicantl]l]DDDDDDDDDDDDDDDDDDDDDDDD
OD00D0D0000D00O0O0TRUEDOOOOFALSED OO ODOOOOOOO TRUEO
QUIETPERIOD 0 802.1X Authenticator 0 OO UOMACOUOO0OO0OO0O0DOOOSupplicant 0000000
DDDSupplicantDDDDDDDDDDDDDEDDDDDDDDDDDDDDDDDDDDDDDD
ooooooe0nn
REAUTHENABLED 0 802.1X Authenticator 0O O0OMACOOOO0OODODO0O0O00O0O0O00OO Sup-
plicantDDDDDDDDDDDDDDDTRUEDDDDDDDDFALSEDDDDDDDDDDDD
000 FALSEO
REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 00000000
odoooooooo200
REAUTHPERIOD 0 802.1X Authenticator 0 D O OMACUO O OO0OO0O0O0DOOSupplicant0 0000
O00mooooog 360000
SERVERTIMEOUT 0 802.1X Authenticator O O O ORADIUSO OO0 O Access-Request 0 0 00O
ODORADIUSODOOOODO0OO00OOOOODOOOOMOOOOOO 3000
SUPPTIMEOUT 0O 802.1X Authenticator 0 0 O OSupplicant 0 EAP-Request 00 O O O O OSupplicant
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SET PORTAUTH PORT

0o00ooooooooo0moooooo 3000

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
0ooogoo 3000

GUESTVLAN 0 802.1X Single-Supplicant Authenticator 0 00000 VLANOOOOODOOODO
00000000 VLANOOOO VLANIDOOOOOOOONONEDOOO VLANOOOOO
ODO00OD00O0D0ODODEAPOLOOOOOOOODOOOOOODOOOOOOOODOOOO VLANDOO
O0o0o0ooo EAPOLO0OO0DOOOO0OO00ODOOO0OO0OOO0O0O VLCANOOOOOOOoOOO
gogo VLANDDDDDDDDDDDI]I]DDSingle—SupplicantDDDDMODE:SINGLEDDD
000000000 d NONED

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 000 OMAC OO DD 0000 O0802.1X0
gd Multi—SupplicantD OO0O0OMODE=MULTID 0 MACOUOODODOOOODOOOO VLANODO
DDDDDDDDZDDDDDSupplicantl]l]DDDDDDDDDDDDDDDDDONDDDD
00000200000 Supplicant0 0000000000 Supplicant000 VLANODODOODO
OD000D000oo0OFFOOO0000000D0O0O VECANOOODODOOooooooooooooo
00200000 Supplicant 00 0000000000000DO Supplicant000 VLANOODO
DDDDDI]I]I]I]I]I]DDMuIti—SupplicantDDDDMODE:MULTIDDDDDDDMACDD
odooooooooooooooooooo ONO

VLANASSIGNMENT [0802.1X Authenticator U0 O OMACOOOOOOOOOUOOOOOO VLAN
OD0000o0o00OooooRADIUSOODOOOOOOOO Tunnel—Private—Group—IDDDDDDDD
00000000 VLCANODOOODODOODOOOOO0OO ENABLEDO

MIBRESET 0 802.1X Multi-Supplicant Authenticator 0 DD OMACOOO0OO00O0O00O8021X0OO
DMulti—SupplicantDDDDMODE:MULTIDD MACOOOOOOOOOOooOooDooOoOoogg
DDSupplicantl]l]DDDDDDDDDDDDDDDDDDDDENABLEDD

TRAP 0802.1X Authenticator DD U OMACUOOOO0O0OO0DO0OOODOOOOOOOOODO SNMPOOO
DDDDDDDDDDDSUCCESSDDDDDDDDDSupplicantDDDDDDDDDDDDDDD
DDDDDDDDDDDDDSNMPDDDDDDDDDDFAILUREDDDDDDDDDSupplicant
ooooooDoooO0oO SNMPOOOOOOODODOOBOTHO OOODODOOOOSUCCESS O
FAILUREOOOOOOOSNMPOOOODOUOODODOONONEDOOODODODOODODOOOOOOO
00 NONED

AUTHPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAP-Response 0 0000000000
Authenticator U0 DD 00000000 OO0OOOOO 3000

HELDPERIOD [ 802.1X Supplicant 0 O 0 00000 O DAuthenticator 0D 00000000000
0oooooe0nn

MAXSTART 0 802.1X Supplicant 0 0 00 EAPOL-Start 0 00000000000 Supplicant 00 O
ODOEAPOL-Start 00000 MAXSTARTUOOUOOOOOODOOO OO Authenticator 0 00O O
J000o0oooooooooooooooooooooo30d

STARTPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAPOL-Start 00000000000
Joo0moooooo 3000

USERNAME 0802.1X Supplicant 00 000000000000 Supplicant 00000000000
O0o0oooooo PASSWORDOD OOUOOODOODOODODOODODODOOODODOODODOOOOOOOO
000000000 0SET PORTAUTHUSERNAME D D OOOODOOO0O0OO0DO0OO0O00OO0O0oooon
oo obooboooboboboboboboboobooboooo
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SET PORTAUTH PORT

PASSWORD 0 802.1X Supplicant 00 000000000000 Supplicant00000000000O
D0ooooooo0g USERNAMEOOOOOODODODODODODODOO0OODOMETHOD ODOODGOOOO
STANDARDOD OOOODOODUOODOOOMETHODODODOOOOODODOOOOOOoOODOeI63 0000
ODO00OO0DO0DODODOMETHODOOOOOOO OTPOOOODOOOODOI00De3 000000000
O00O00O00000 OTP Initialisation Password 0 D000 0000000000000 OOO
000000000000 0SET PORTAUTH USERNAMEOD O OO0 OO0O0O0O00OO0OO00OOO
oo oobobuobbobbobbbbbbobobooooogo

METHOD DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDSTANDARD] EAP-MD500
00 OTPO One-Time Password DO O OO0 OO OOTPUOO OO0 OO OOENCRYPTION OO OO
Joo0dodododooooooodoooooooooooooooooooon STANDARDO

ENCRYPTION DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDDDDDDMD4DMD5
ooooooooooooo MDSOMETHOD O OOOOOO OTPOOOODOOOOOOOO
googo

AUTOAUTHENTICATE OUMACOOUOOOODOOOOODOOODOOOOOOODOOOOOOOOOOOO
O0o0o0ooooooooo RADIUSOODODOOODOODOOO0DO00O000o0oooooooog
0do0oo0ooooooooooooooooooooooooooon FALSEDDOOoOoOd

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 108 0 0O O
ENABLE PORTAUTHO 191 000 0O

ENABLE PORTAUTH PORTO 193 000 O

SET PORTAUTH PORT SUPPLICANTMACO 2440000

SHOW PORTAUTHO 311 0000

SHOW PORTAUTH COUNTERO 3150000

SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 00 O
SHOW PORTAUTH PORTO 3220000

SHOW PORTAUTH TIMERO 328 0 0 OO
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMAC

O000o0ooooooo /00000

SET PORTAUTH[=8021X] PORT={port-list|ALL} SUPPLICANTMAC=macadd
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10]
[QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10]
[REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60] [SUPPTIMEOUT=1..60]
[TXPERIOD=1..65535] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH|
NONE}] [DEFAULT]

SET PORTAUTH=MACBASED PORT={port-1list|ALL} SUPPLICANTMAC=macadd
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHPERIOD=1..86400] [SECUREVLAN={ON]|
OFF}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [DEFAULT]

port—list:[l[l[I[I[I[I[I[I[I[Il[l[l[lDDDDDDDDDDDDDDDDDDD
macadd: MAC 0 0 0 O O xxX-XX-XX-xx-xx-xx 0 0 0 0

g

802.1X Multi-Supplicant 00 D0 0000 00 Authenticator DO 00D ODOOMACOOOOO0OOO
Joooooo MACOOOOOOoo Supplicantl]DDDDDDDDDDDDDD

goooog

PORTAUTH 0000000OO8021XO802.1X T OMMACBASEDOMACOODOOODOODOOOOOO
oooos81IXooooooo

PORT I]I]I]I]I]I]EJEJI]I]I]I]I]I]EJEJI]DDDDDDMulti—SupplicantDl]I]I]MODE:MULTID
odoopooMACODOODODOOODODOOOOOOO

SUPPLICANTMAC Supplicant0 MACO OO OO

CONTROL 0802.1X Authenticator 0O O OMACOOODODODOOOOOODDDOOO Authenticator
O00D00D00DAUTOO 000000000 O0MMUNAUTHORISEDD 00 000 MAUTHORISED
ooooooooooooooooooooo AUTOO OO0 AUTOODOOOOOOOOOORADIUS
O00000000000 Authenticator 00 0000000000000 OOOO AUTHORISED
goodoooooooo

MAXREQ 0 802.1X Authenticator 0 O 0O O Supplicant 0 0 O O EAPOL-Request 000000000
ooooooooo 200

QUIETPERIOD 0 802.1X Authenticator 0 OO UOMACOOO0OO0OO0O0DOOOSupplicant 0000000
DI:JDSupplicantDDDDDDDDDDDDDEDDDDDDDDDDDDDDDDDDDDDDDD
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SET PORTAUTH PORT SUPPLICANTMAC

0oooooe0nn

REAUTHENABLED 0 802.1X Authenticator 0O O0OMACOOOO0OODDO0O0O0OO0O0O0O00OO Sup-
plicantDDDDDDDDDDDDDDDTRUEDDDDDDDDFALSEDDDDDDDDDDDD
000 FALSEO

REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 00000000
odoooooooo?200

REAUTHPERIOD 0 802.1X Authenticator 0 DO OMACUO O OO0OO0O0ODO OSupplicant0 0000
O00mooooog 360000

SERVERTIMEOUT 0 802.1X Authenticator O O O ORADIUSO OO0 O Access-Request 0 0 00O
ODORADIUSODOOOODO0OO00OOOOOODOOOMOOOOOO 3000

SUPPTIMEOUT 0O 802.1X Authenticator 0 0 O OSupplicant O EAP-Request 00 O O O O OSupplicant
0o00ooooooooo0moooooo 3000

TXPERIOD 0O 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
0ooogoo 3000

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 000 OMAC OO0 D0 0000 O0802.1X0
gd Multi—SupplicantD OO0OO0OMODE=MULTID 0 MACOUOODODOOOODOOOO VLANODO
DDDDDDDDZDDDDDSupplicantDDDDDDDDDDDDDDDDDDD ONOOOO
00000200000 Supplicant0 0000000000 Supplicant000 VLANODODOODO
O000D000ooOFFOO0000000O00O0O VECANOOODDODOODoooooooooooo
00200000 Supplicant 00 0000000000000DO Supplicant000 VLANOODO
DDDDDDDDDDDDDMuIti—SupplicantDDDDMODE:MULTIDDDDDDDMACDD
odooooooooooooooooooo ONO

VLANASSIGNMENT [0802.1X Authenticator U0 O OMACOOOOODOOOOUO0OO0OOOOO VLAN
OD0000o0o00OooooRADIUSOOODOOOOOOO Tunnel—Private—Group—IDDDDDDDD
00000000 VLCANODDOODODODOODOOOOOO ENABLEDO

MIBRESET 0 802.1X Multi-Supplicant Authenticator 0 DD OMACOOO0OO00O0O00DO08021X0OO
DMulti—SupplicantDDDDMODE:MULTIDD MACOOOOOOOOOOooOoOoooOoOoogg
DDSupplicantl]l]DDDDDDDDDDDDDDDDDDDDENABLEDD

TRAP 0802.1X Authenticator DD U OMACUOOOOO0OO0OODO0O0ODOOO0OOOOOOODO SNMPOOO
DDDDDDDDDDDSUCCESSDDDDDDDDDSupplicantDDDDDDDDDDDDDDD
DDDDDDDDDDDDDSNMPDDDDDDDDDDFAILUREDDDDDDDDDSupplicant
ooooooDoooO0oOSNMPOOOOOOODODOOBOTHO OOOODOOOOSUCCESS O
FAILUREOOOOOOOSNMPOOOODOUOODODOONONEDOOODODODOODODODOOOOOO
00 NONED

DEFAULT DDDDSupplicantDDDDDDDDDDDDDDDDDDDDDDD

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 108 0 0O O
ENABLE PORTAUTHO 191 0 00O

ENABLE PORTAUTH PORTO 193 000 O

SET PORTAUTH PORTO 240000 O
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SET PORTAUTH PORT SUPPLICANTMAC

SHOW PORTAUTHO 311 0000

SHOW PORTAUTH COUNTERO 3150000

SHOW PORTAUTH MULTISUPPLICANT PORTO 3180 00 O
SHOW PORTAUTH PORTO 3220000

SHOW PORTAUTH TIMERO 328 0 0 OO
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SET PORTAUTH USERNAME

SET PORTAUTH USERNAME

O000o0ooooooo /00000

SET PORTAUTH[=8021X] USERNAME=login-name PASSWORD=password [METHOD= {OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}]

login-name: 0000001064 00000000000000000O0O000DODOOOO
password: 10 0000000000000 00O00000OO00OOOOODOOO0OOOOOOOOOO

0

Supplicant 0 0 0000000000000 000O0O00O0OO0O0O0O000000O00O0O000O0000
goooon
000000000000 O0Supplicant 00 0000000000000 0O0O0O0OO0DOO0O0OOO
0000000000 00ENABLE PORTAUTH PORT O 0O 0O 0O OSET PORTAUTH PORT O OO0 0O
Supplicant 000 0000000000000 O0D0O0O00000000000000O0O0ODOOOOSupplicant
goboooboobooobbooboo

goooog

PORTAUTH 0O0000000O00000O00 8021X0802.1XO0000O00O000000O 8021XO0OO
goboodooooooooooood

USERNAME 000000000000000000000 portAuthportAuth

PASSWORD 00O0O000000O0O00O0O0OMETHODOOOOOOO STANDARDOOOODOO
0006063000000 0O00OOOMETHODOODOODOO OTPOOOODOODOOLN0063
0000000000000000000 OTP Initialisation Password 0 00000000000
00000 portAuthportAuth

METHOD 00000000000O00000STANDARDOEAP-MD50 00O OTPO One-Time Pass-
word0OODOOOO0OTPOOOOOODOOOENCRYPTIOND OO OOOOODOOOOOOO
000000000000 000000000000000 STANDARDO

ENCRYPTION O0O00O0O000O0O000O0O0O0O0O0OOOOMD4OMDSOOOOO0O0OOO0O0OO0OOO
MDSOMETHOD OO0 OO0OO0O0O0 OITPOO0O0OO0O0OO0O0O0OO0O0OO0O00OO0OO0O

goooognd

gobooboobobooboooboobbobboobooboobbooo

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 108 0 0O O
ENABLE PORTAUTHO 191 000 0O

gooooo CentreCOM 8700SLO 00O O0DODOOOOOOO 2.9 | 247
J613-M0019-01 Rev.P



SET PORTAUTH USERNAME

ENABLE PORTAUTH PORTO 193 000 O

SET PORTAUTH PORTO 240000 O

SET PORTAUTH PORT SUPPLICANTMACO 2440000
SHOW PORTAUTHO 311 0000

SHOW PORTAUTH COUNTERO 3150000

SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 00 O
SHOW PORTAUTH PORTO 3220000

SHOW PORTAUTH TIMERO 328 0 0 OO
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SET QOS HWPRIORITY

SET QOS HWPRIORITY

000000000000 /QoS

SET QOS HWPRIORITY QUEUE=p0,pl,p2,p3,p4,p5,p6,p7

p007: 000000000000 O0070000000000000DO000003000000000000O

g

QoSO Quality of ServiceD DO O0O0DODOO0ODOO
gooooobooobooobooboobobobbooboooboooboobbobbobboon
gobooooboogon

goooog

QUEUE 000000000000 007000000000000D000000D0DOOOOOODOODO
O000ooooooooOo0oOoOooo30400000300000D000000000000O0O0ODOO
0000000000000 ooooooooo 100000000
goooboboooboboboobobboobbobboobobbboobbbboobobbooooo
O0MACOOOUOODODOODODODODODO0DO0DO0D0000000 4000 MACODOOODODOOOODOOOO
0000000000000 00000000p000 p70000000D00000D0O0ODOOO
gobooobgoo

gooboooobooboo gooooboooopoooboobbo

NSlolulp|lw|lN|l~|lo
wWlwlo|Nn|~r|lolo]|~

033:0000000000000-00000000000000000O00O0O0

g
s 0000000000 DOOO7000000DODOOO0,0,0,1,1,2,2,30000000

SET QOS HWPRIORITY QUEUE=0,0,0,1,1,2,2,3
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googod

SHOW QOS HWPRIORITYO 332 0 0 0 O
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SET QOS HWQUEUE

SET QOS HWQUEUE

000000000000 /QoS

SET QOS HWQUEUE=queue [MAXPACKETS={NONE|0|1..255}} [MAXLATENCY={NONE|O|
16..4080}}

quene: 0000000030 00000000000O

0

gobboooboooooooboooboobobobbooboobooo
goooooobooooboobobobbbbooboooooooobobbobbbbbbbboooobooDo
gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gooooooooobooooooboobobobboobooboobboobboooboboobo

goooog

HWQUEUE 000000000030 00000000000000000

MAXPACKETS 0000000000000 O0OOOODOOOIO25500000000000000000
0000000000000 0oD0o0000000D0000000D0D00o0O000D NONEODO
0000000000000 0D00000000D0D00U0o0o0U NONED

MAXLATENCY 000000000000 000000160408000000000000000O0O0O0O0O
goboooobooooboooooooboobboobooboobbobboobbooobbooobo
O0000ooooooooooooU0o000ooooooooDooooDoooooooooonn
ONONEOOOOODODOOOOODOODODODOOOOODDOOOO0O0DDODO NONED

g
s 0000000000030 000000000000250000000

SET QOS HWQUEUE=3 MAXPACKETS=255

goooognd

gobboooobooooboobobooboobbobbooboobbooobo
8748SL 0 0 0 0 OMAXPACKETSO O 0 O OMAXLATENCY O O OO OOOOOOOOOOO0OO0O0O10
240500 00250480490 0 00000000000 QoSOOOOOOOOODOO

goooog
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SHOW QOS HWQUEUED 3330000
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SET STP

SET STP

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

SET STP={stpname|ALL} [FORWARDDELAY=4..30] [HELLOTIME=1..10]
[MAXAGE=6..40] [PRIORITY=0..65535] [MODE={STANDARD|RAPID}]
[RSTPTYPE={NORMAL|STPCOMPATIBLE}] [DEFAULT]

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

STPO0000000000000000000OO00O0O0OGO
goooog

STP STPOOOOCUOOALLODODOOOOODOOOOOSTPOOOOOOOOOOO

FORWARDDELAY 0000000000000 0O00OOO0ODOO0O0OOO0D0O0O0OOO0OODOO0O0OOOOO0OO
0000000 0oooo0ooooo00oo0oooMODE O STANDARDODOOOOOOOOGOO
bbb obobooboobbobobobobobboboboooUoogo o
O0000D0ODO0ODO0OOMODEOD RAPIDOOOOOOOODOOOOOODOOOOOOOOOOODOOOO
odoooooooooooooooooooooooooooooooooo 1500

HELLOTIME 0000000000 DODOO BPDUOBridge Protocol Data Unit0 DO OO0 00O
oo0moooooo 200

MAXAGE 0000000000 O0O0O0O0O0OOCOO0BPDUOOOOOOOOOOOOOOOOOOOO
O0Moooooo BPDULNDOCOODOOOODOOOOSTPDOOOOOOOODOOOOODOOOO
O000000002x OHELLOTIME+ 1) 0 000002x (FORWARDDELAY -1) 00000
ooooooooooooo 2000

PRIORITY 0000000000000 O0O0OODOO0OOODOOOOODOOOODOOOOOOOOO
OOOMODEO RAPIDOOODO 40960 00000000409 000 0000000O0O0O0O0O0O0O
00o0oo0oooooooooooooomooonog 327680

MODE STPO0O0O0O0OOSTANDARDO 802.1d[DRAPIDO802.lwOD 0 0000000000000
O0oooSTPOOOO0ODOO0OOOO0ODOOOO0DODOO STANDARDO

RSTPTYPE Rapid STRO MODE=RAPIDO0O U0 0 000 NORMAILDRSTP BPDU O O O tWSTPCOM-
PATIBLEO O OO BPDUOOOODOOOOOOOOOOOOO NORMALDO

DEFAULT FORWARDDELAYO HELLOTIMED MAXAGEO PRIORITY OO OO OOOOOOOOO
odoooooooooooSTPOOO0OOO0O0OODOOO0OOODOOOODOOOOOOOn

g

s STPO0O0O00Ofoobar0 0000000000000 0ODOOOO
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SET STP=foobar DEFAULT

googod

PURGE STPO 2170000
RESET STPO 2230000
SET STP PORTO 2550000
SHOW STPO 3340000
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SET STP PORT

SET STP PORT

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

SET STP|[={stpname|ALL}] PORT={port-Ilist|ALL} [PATHCOST={1..1000000|
1..200000000}] [PORTPRIORITY=0..255] [EDGEPORT={YES|NO}] [PTP={AUTO|YES|
NO}] [DEFAULT]

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo
port-list: 000000000010 00000000OO0O00OOOOOOOOO

g

gobooobooooboobobooboobbobboo
goooog

STP STPUOOUOU0O00OO0O00O00OO00OOODODODODODODODODALLODOODODOOODODOOO STPO
gobooooboogon

PORT 0O000O00OOOODOODOOOCALLOOOOOOOOOOOOOO0OO0OOOOOOO

PATHCOST 0O00000O0O0OO0ODOOODOODOOCOOOOOOOOOOOOOOOOOOODUODODOO
00000000 ooOD0O00D00000000000000000OD0O0ODO0O0OOSETSTPOOO
O0MODEOOOOOOOSTPOOODOOOOOOOOOOPATHCOSTOOODODOOODOOOO

PORTPRIORITY 00000000000 O0ODOOOOO0OODOOOODOOOOOOODOOOOOODOODO
OODODOMODED RAPIDODOOD 1600000000010 00000O00OODODODOODOOO
0000000000000 oOU0oDU0Umoooooo 1280

EDGEPORT MODEO RAPIDOOOOODO0O0OO00O0ODOOOOOOO0ODODOOOOOOOOODOOO
00000o0oo00ooooo0ooooooo000 LANODDDOOOoooooooooooooo
EDGEPORT=YESO OO OOOOOOOODOOOO RSTPBPDUOODOOOOOOOOOOOOO
000000000000 UooDUo NOO

PTP MODEO RAPIDOOOOO000O00OOODOOOOO0OODOOOOOOODODOOOOOOODOODO
D0o0ooooooAUTOO0O0OODOOODDOODOOODODOOODOOODOOOOOODO AUTOD

DEFAULT PATHCOSTO PORTPRIORITY O OO OOODODOOOOODOOOODOOODOOOOOOO
PORTOOOODODOODODOODOOODOOODOODODUODUDDOO

oooo oooo ogooooo
10Mbps 5001 600 100
100Mbps 100 60 19
1000Mbps 3010 4

0 34: STANDARD OO OO OOOOOODOOODOOOooooooooo
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SET STP PORT

gooo gooo gobogo
10Mbps 2000000 2000000 2000000
100Mbps 200000 200000 200000
1000Mbps 20000 20000 20000

035:RAPIDOOOOOOOOOOOOOOOOOOOOOOOO

goooog

PURGESTPO 2170000
RESET STPO 223 0000
SETSTPO253 0000

SHOW STPO 3340000
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SET SWITCH AGEINGTIMER

SET SWITCH AGEINGTIMER

000000000000 /00000000000 000

SET SWITCH AGEINGTIMER=10..1000000

g

0000000 oOoooOUoUOFDBOOOO0DU0O0DOODODODOMACODOODDUOODODOODOODOOO

goooog

AGEINGTIMER 000000000 0000000O0OOOODOOOOO0OOOOOOOOOODOOOO
Oooooooo 30000

goooog

DISABLE SWITCH AGEINGTIMERO 169 0 0 O O
ENABLE SWITCH AGEINGTIMERO 2020 00O
SHOW SWITCHO 3450000
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SET SWITCH L3AGEINGTIMER

SET SWITCH L3AGEINGTIMER

000000000000 /00000000000 000

SET SWITCH L3AGEINGTIMER=30..43200

g

LB000000oooooooooooooon
goooog
L3AGEINGTIMER 00000000000 OOOO9000

goooog

SHOW SWITCHO 3450000
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SET SWITCH L3FILTER ENTRY

SET SWITCH L3FILTER ENTRY

O000o0000o0ooO0o /ooooooIPOOOOO

SET SWITCH L3FILTER=filter-id ENTRY=entry-id [TOS=0..7] [IPDSCP=0..63]
[TTL=0..255] [PROTOCOL={TCP|UDP|ICMP|IGMP|protocol}] [SIPADDR=ipadd]
[DIPADDR=1padd] [TCPSPORT={port|port-name}] [TCPDPORT={port|port-name}]
[TCPSYN={TRUE|FALSE}] [TCPACK={TRUE|FALSE}] [TCPFIN={TRUE|FALSE}]
[TYPE=protocoltype]l [UDPSPORT={port|port-name}] [UDPDPORT={port]|
port—name}] [IPORT=port-number] [EPORT=port-number] [PRIORITY=0..7]
[PORT=port-number] [NEWTOS=0..7] [NEWIPDSCP=0..63] [ACTION={SETPRIORITY|
SENDCOS|SETTOS|DENY|SENDEPORT| SENDMIRROR|MOVEPRIOTOTOS|MOVETOSTOPRIO|
NODROP|SENDNONUNICASTTOPORT|SETIPDSCP}[, ...]]

filter-id: 0000000010140
entry-id: 00 000000101240
protocol: IP 0 00 00000002550
ipadd: IP 0000

port: TCP/UDP 0 00O 00O 000655350
port-name: 000 00

protocoltype: L3000 OO 0O0OO1l6000
port-number: 1000000000100

g

ooooooIPO0O00O0O00OOOOOOOODOOOOOODOOOOOOOOOOOOOOOOOODOOO
goooo

0000000000000 DO000000000000SET SWITCH L3FILTER MATCHO OO OO
ugon

goooog

L3FILTER 0000000000000 O0O00O00O0O0O SHOW SWITCH L3FILTEROOOO0OOO
gobooooogoon

ENTRY 00000000000 O00OO0O0O0DOOOOO SHOW SWITCHL3FILTER OO0 0O OO ENTRY
gbboogoobooooboooboobobobbooboobooobobooobo

TOS 0000000000000 ODOOOOIPTOSOO0OOTOSOOODODOUO precedencel 0000
O000o0oooooo7oIPDSCPOOOOOOOOOOOO

IPDSCP 0000000000 OO0OOOOOO IPDSCPO DiffServ CodePoint0 000000000
oooooe3nTOSOOODOODODOOOODODO

TTL 0000000000000 0O0OOOOIPTTLOOOOOODOOODOOOOODOOOO 002550

PROTOCOL 0000000 O0COOOOOOOOOOIPOOOOOOOODDOOOTCPDUDPOICMPO
IGMPOOOOODUOOOUOOO0ODO0U0ODO0DODODODODODODODODOO IPODOOODDOODOOOODOODO
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SET SWITCH L3FILTER ENTRY

SIPADDR 000000000000 D0O0OO0OO0ODOOIPOO0OODOOOO0OOOOOOOOOOOOO
000000000000 ADD SWITCH L3FILTER MATCHO OO OO SCLASSOODOOOO
odo0oo0ooooooooooooooooIPO00OoO0O0OOoOOoO0oooOooooo IPOOO
gjbodooooooobobooo

DIPADDR COOO00O000O0OO0O00O00O0ODOOOOOIPODOODOODOOODOOOOOOOOOOOOO
000000000000 ADD SWITCH L3FILTER MATCHOOOOO DCLASSOO 0O OO0
odo0oo0ooooooooooooooooIP000O0OO0O0OOOO0O0oooOOooooOg IPOOO
gjbodooooooobobooo

TCPSPORT 0000000000000 0O0ODOO TCPOODODODODOODODODODODOODOOOODOOO
ODOPROTOCOLOOODOOOO TCPOOODOOODDOOOOOO

TCPDPORT 000000000000 ODOOOOO TCPOOODOODDOOODOUOODOODODDOODOOO
ODOOPROTOCOLOODOODODOO TCPOOOOODODOOODOODO

TCPSYN 0000000000000 O00O0O0O0TCPOODOOOSyn000000O00O00O0OMTRUE
O000000D0D0O0O0O0O0O0FALSEDOODOODOOOOOO0O0O0O0O0O0OPROTOCOLOOONO
OO0 TCPOOODOODOODODOOODODODOOUEPORTOOODODOODODOODODOODODOOO

TCPACK 0000000000 DO0OO0O0OO0OODOOO TCPUOUODODUOACIOODODDDODOOM TRUE
O000000D0D0O0O0D0O0O0FALSEDOODOODOOOOOO0O0O0O0O0O0OPROTOCOLOOONO
OO0 TCPOOODOODOODODOOODODODOOUEPORTOOODDOODODOODODOODODOOO

TCPFIN 0000000000000 0O0OODOO TCPOOUOUOOODOFNOOODOODODODODOMITRUEOO
O000000O0D0O00O0FALSEDO0O0O0DOODOOOOOO0O0O0O0OPROTOCOLOOOOONO
OTCPOODODODOOODODODODODODOUOODEPORTOOOODOOODODOOODOODODO

TYPE 000000000000 D0OO00O0O0000000O0O0OOO0300000000000000016
gomboooboooboobooobodo Do bbb boobo
ACTION O SETTOSO 0000000000000 0O0O0000DOADD SWITCH L3FILTER
MATCHOOOOO TYPEOOOODOOOOOOOODODODODOODODODOOODDODOOODODOOOODOOOO
0 O Ethernet Version 2 0 802.2 LLC(DSAPOSSAPOO O OO0UOUODOOOOO 2000 0SNAP
O0o0oUoooooo 50000000000

UDPSPORT 00000000000 OOOOOUOO UDPOOODOODOODOOOODOODOOOOO
OOOPROTOCOLOODOODOOO UDPODOODOOOOOOOOO

UDPDPORT 0000000000000 O0O0O0O0OUDPOOOOOOOOOOOOOOOOOOOO
OOOPROTOCOLOODOODOOO UDPODOODOOOOOOOOO

IPORT 0000000000000 00000000000000000000O0O000O00O00O00O0A0
0000000000000000ADDSWITCH L3FILTER MATCHO OO OO IMPORT=TRUE
godoooooooooo

EPORT OO00O00ODO0O00O0DOO0O0OO0OODOO0O0OO00O0O0ODOOOO0OOO0O0O00O0000000OO0
000000000000 000ADDSWITCH L3FILTER MATCH O 0 0O 00O EMPORT=TRUE
0000000000000 0000EPORTOOOOOOOUOOOODOOODOFDBO L3O OOO
Oo0oo0oooooMACOOOODOODODODOODODOODODODDODOODODODODODOODODoODOOOOO
bbb uobouobobobobobobobboboooboooo

PRIORITY 0000000000000D0O0OO00O0O00O0DO8021p000000D00000O0O0O
7OOOACTIONOOOOOOO SETPRIORITY O SENDCOSOODO0ODOOOODODOACTION
O SETPRIORITYO OO ODOODODOOOUOODOOODODODOOOODODODOOOOO0OOOODDO PRIORITY
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SET SWITCH L3FILTER ENTRY

goobogooooooboooobooooboobboobooboobbobboobbooobbooobo
O00MMACTIONO SENDCOSO OO OOODOooooooo PRIORITYOOOODOOOOOO
0000D000oo00ooo0oooooooooooooooog oo

PORT 000000 U0O00O0O0DODOODOOO0O00O0ODODOOOOOOOODOACTIONODODDOODOO
SENDEPORT O SENDNONUNICASTTOPORT OO0 0000000 0OO0OOOOOOOOOOO

o00000O0ooDOo0O0D0O0ooDoDoDU0ooU0OooDoo VLANDODODDODDDODODOODOOOOOoO
8§748SL 0000000000000 00000OD0O0O000O00000O0O0ODDO0O0OOO010?240

5000000250480490 0 0000000000000000O0O

NEWTOS COO00OO0O0O0OO0O0OO0OO0OO0OO0O0O0OO0OO0OoOopDOoOoIPOOO0OoOTOSODODOODODODODODOO
O0O0O0ACTIONO SETTOSOOOOODOOOOOOO

NEWIPDSCP 0000000000 O0O0O0O0OO0ODOOOOOIPODOOOO DSCPOOOOOODOOD
O0O0O0ACTIONO SETIPDSCPO 0O OOOODOOOOO

ACTION 0000000000 000D0O00000O0OOODOO0O0OO00DODO0O0000O0OOODOO0OO
0000000000000 o0o0ooooooooooo 1000
gobooooboooobooooooobooboboobooboobbobboobbobbooobo
gobooooboooobooooooobooboboobooboobbobboobbobbooobo
gobooooboooobooooooobooboboobooboobbobboobbobbooobo
ugon

gogbobobbooboooboobooooboobbo

DENY O0000000ooooooooo0U00oooo DENYODODOOoooooooo
OO0OO0OONODROPOODOODDODODODDODDODOODOODODODODOODODOO
O0000000000SENDEPORTO SENDCOSOOOOOOOOOOOOOOO
gobooboboobmobooobobboobbbbooobbooooobooon
O000000U00D00D0DU00D0DO0OUOSENDMIRRORO OO OOOOONO

NODROP DENYOOOOOOOOODODOODODODODODODOoooooooooooooooooo
goboobooooboobobooboobboobooboobbooo

gobooooooobooobo

SENDEPORT gobooopbooobobooboobbobooboobobobboboobobn
0000000000000 0000000Uo00oooD PORTOODODOOODOOOO
0000000000000 00000000dOPORTODOOOOOODODO VLAN
0000000000000 0000000O0O00000O08748SLO OO0 OOODO
O0000O0O0OPORTODOUOOOOOOOODOO102405000 000250480490
O000000ooooooooooooo00DU0o0U0oUoDooo 3OoDoOoDooOO
0000000000000 U0000U0 0o ooOPORTOOODOOODODO
000000000 0oooooooDooooOO000DU000O0 VELANODOOODOoO
goooooo

gooooo CentreCOM 8700SLO 000 DO0O0OOOOO0OOO 2.9
J613-M0019-01 Rev.P

261



SET SWITCH L3FILTER ENTRY

SENDNONUNICASTTOPORTD OO OOOOO0O0OOOO0O0OOO0OOOOOO0O000O0O0O0O0O0
000000000 0ooooo0ooooo PORTODODODOODODDOOOOOODOOO
O000000oooooooooooo0o000o00oDo0 VEANODOOOoDoO
O000o0oooooooDoDDOOoODODOOODO8748SLOOOOOOOOO PORT OO
0000000000000 ooooooooDooooDO0102405000 000250
480490 0000D0DO0ODOOODOODODOODODO

gobobobobobbooboooboooo

SENDCOS O0000 PRIORITYOOOOODDODODODODUOODODODODODODDODDOODOODOOOOO
goooooooooo

MOVETOSTOPRIOOOOOOIPOODODOO TOSO O OO precedenced 00000000 OVLANDO
000000 81pi0DO0O00DO0OO00DO0O0OO0O0OOO0OO0ODODOO
goboooboobooboobooboobooboobooboobbooboo
U
802.1p 0000000000000 O0O00D0O0O000DOO0O

MOVETOSTOPRIOOOOOOIPOODODODO TOSO O OO precedenced 00000000 OVLANDO
000000 81pi0DO0O00DO0O00DOO0OO0OO0O0OOO0OO0ODOODOO
goboooboobooboobooboobooboobooboobbooboo
U

SETPRIORITY VLANOOODOOOO 8021p00000000000000O0OO0OOPRIORITY
goboooboobobbooboobobboboboobooboboboobon
gobooopboobboboobooobobboboooboboobboboo
gooo
IP TOS/DSCPOOO0DOOOOODOOOONDDOOOODDOO

SETTOS 00000 IPTOSOO OO precedence0 00000 OONEWTOSOOOODODOO
O0000O0oooDooooTYPEODODODODOOO IPOOOODOODOOOOOOOO
gooo

MOVEPRIOTOTOS O OOOOVLANODOODOODO 8021p 000000000000 0DOOO0OO
OoOoIPOO0OOO0OO0O TOSOOOOprecedencel D00 DDOO0O0DDOO

SETIPDSCP [PO0O OO0 DSCPO DiffServ Code PointO0 000 00 ONEWIPDSCP OO OO
O00000ooDooo0oooO0TYPEOODODOOOD IPODOODOOOOOOOO
goooooo

goboobogn
SENDMIRROR 0000000000000 0OOO0O0O0OOODOODOO0OOOODOO0O0O0O0O0OOOO
goboooboobobboooboobobbooboobooboobbooboo
O000000O0ODENYONODROPOSENDO OOOOOOOOODOOOOOO
0000000000000 00000000UODENYODOODODODOOOooooo
gooogo
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SET SWITCH L3FILTER ENTRY

0 36: ACTIONOOOO0OODO0OO0ooooooooooo

goooognd

000000000000 EPORTOOOOOOOODOOOOOOOOOOOFDBOL3OOOOOOODODO
000000000 MACODODOOODOODODOODODODODODODODODO00D000O0ODOD00D0ooooooooooOn
0000000000000 000000oOoOOoD0ooOTCPOOOOOODOOOOODODODOODTCPSYNO
TCPACKOTCPFINO DO OO UOOOODDOODOOOOOOODDOOOOOODOOOOODOOOOooDoOoOOO
0000000 U0O0OUODUOUOEPORTOOODOODODODODODODOO

8748SL 000000 DO0O0O0ODO1024050000250480490 00000 0IPORT O EPORT O OO OO
goooooooooo

8748SL 0 00O ACTION=SENDCOSO D 0000000 M 0000 NOMACTHACTION=SENDCOS
000000000000 DU00oDUUUUo 40000000000

8748SL 0 0000000000000 0DO0O0O0O00DO0OO0DODOO1024050000250480490000
0000000000000 00SENDEPORTOSENDNONUNICASTTOPORTD D OOOOOOOOO
O00000OoPORTUOOUOOOOOO0O0O0OODOOOOOODMOODOOOOO 8748SLO 000000
8724SL OO D00

0000000000000 0ODOSENDEPORTO SENDNONUNICASTTOPORT
OIPORTOOOODOOOODODOOOOODOOOO0DOOOOODDDOSENDCOS

ODEPORT O O0O0OO0OODOOOOOOOODOODOODOOODOODODNODROPOSETTOSO MOVE-
TOSTOPRIOO MOVEPRIOTOTOSO SETIPDSCP

O00000O00000ODENYOD SETPRIORITYD SENDMIRROR

000000000000 08748SLO 00O O0O0OO00O0O0O0O0DO0O00O0OO10240500000025
04804900 00000000000000000O0ODOOOOOOOOOOOOODODOOO

goooog

ADD SWITCH L3FILTER ENTRYO 12000 0O
ADD SWITCH L3FILTER MATCHO 126 D OO O
DELETE SWITCH L3FILTER ENTRYO 14500 0 O
SET SWITCH L3FILTER MATCHO 264 0 00 O
SHOW SWITCH L3FILTERO 3550 0 0 O
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SET SWITCH L3FILTER MATCH

SET SWITCH L3FILTER MATCH

O000o0000o0ooO0o /ooooooIPOOOOO

SET SWITCH L3FILTER=filter-id MATCH={TOS|IPDSCP|TTL|PROTOCOL|SIPADDR|
DIPADDR|TCPSPORT|TCPDPORT|TCPSYN|TCPACK|TCPFIN|TYPE|UDPSPORT)|
UDPDPORT} [, ...] [SCLASS={A|B|C|HOST|1..32}] [DCLASS={A|B|C|HOST|1..32}]
[IMPORT={TRUE|FALSE}] [EMPORT={TRUE|FALSE}] [TYPE={802|ETHII|SNAP}]
[NOMATCHACTION={SETPRIORITY|SENDCOS|SETTOS|DENY|SENDEPORT|SENDMIRROR]
MOVEPRIOTOTOS|MOVETOSTOPRIO|SENDNONUNICASTTOPORT|SETIPDSCP} [, ... ]]
[NOMATCHDSCP=0..63] [NOMATCHPORT=port-number] [NOMATCHPRIORITY=0..7]
[NOMATCHTOS=0. . 7]

filter-id: 0000000010140
port-number: 1000000000100

g

gooooo IPOoO000O0O0L30000O0O0O0O0OODOOODOO
goboooobogoboooboobbobobobboobooobooboboobbobbobboon
0000000000000 0DOO0 SETSWITCH L3FILTERENTRYOD O ODODODOOODOOO
00000000000 000000000000D0ODO000000000000O0O00ODELETE SWITCH
L3FILTERENTRY 00 0000000000000 0O0000O000000O00O000000o0oooo
gobooboogoooobobooboobbo

goooog

L3FILTER 0000000000000 O0O00O0O0O0O0O SHOW SWITCH L3FILTEROOOO0OOO
gobooooogoon

MATCH 0000O0O0OO0O0OO0ODOOODOOOO0OOO0O0O0OO0000O00O00OO0O0ODOOOOODOOODOOOO
gboboooobooooobo

SCLASS SIPADDRO OO IPO00O0O0O0OOOOOOOOOOOOOOOOOOOOOOADBOCO
O00000D AD8SOOUDMmMBOleO OO mMCOH2400000000000HOSTOOOOOO
o000 320000000000001032000000000000000

DCLASS DIPADDROCO IPOO0OO0DOOOODOOOOOOOOOOOOOOODOOOOOADOBOCO
O00000D AD8SOOUDMmMBOleO OO mMCOH2400000000000HOSTOOOOOO
o000 320000000000001032000000000000000

IMPORT 00000000000 DOO0OODOOODOOOOODDOOOOUOOOOOODOOOOODOO
TRUECOOOODODODODOOODOOODOODO ADDSWITCH L3FILTER ENTRY OO 00O O IPORT O
gooooobobobobboboboobbOoboboobbobDboooboooDoooDboOoD
FALSEOODDODOOOOOOODOOOOO0OO0OOUO0ODOO00O00D0OU0O0O0U0O0O0OOU FALSED

EMPORT 00000000000 O0ODOODOOO0OOOOOOODOODOOODOOOODOOOOOOOO
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TYPE

SET SWITCH L3FILTER MATCH

TRUEOOOOOOOOOOOOOOOO ADDSWITCH L3FILTER ENTRY 0O O 0O 0O 0O EPORT
goooobobooodooooboobbbooooobb bbb Db Uoo o
O0oooooooooo TRUEODOODODODOOOOOFDBO 300000000 ooooo MAC
ojoooooooooooooooooooooooooooooooooood ADD SWITCH
L3FILTER ENTRY O OO OO EPORT OO O0O0O0OUO0OOO0OO0OOMmMFALSED O ODDOOOOOOO
000000oooo0ooooooooooo FALSED

O0o0oo0ooooooo TYPEOL3OODOOODOOOoODOoooooooooooooooooon
000000000000000000008020802.2 LLCIETHIID Ethernet Version 2[T1SNAP

08022 LLC + SNAPO O O DO DO OO OADD SWITCH L3FILTER ENTRY O O OO 0O TYPEO O

gobooooogooboooooooboobboobooboobbobbooobo

NOMATCHACTION 00000000000 OO0OOO0O0ODOOODOO0OOO0ODOOODOOODOODODOOO

Ooooooooo0ooooooo0oo0ooDOo0ooOooOoOoooOoobOoOooODoOooooADD
SWITCH L3FILTERENTRY O OO O OO DOOOOO0OOOOOOONODROPOOODOOOOOODO
O000O00DoO00DO0o0o0O0oDo NEWIPDSCOPORTOPRIORITYONEWTOSO OO O OO
NOMATCHDSCPO NOMATCHPORTO NOMATCHPRIORITYO NOMATCHTOS O O O 4 O
000 SENDCOSOH

NOMATCHDSCP OO0O00OO0O0O00O0O0DO0O0OOODODOODOOODOOOODOOODODOODOOOOOO

O00oooooooooIPOOODO DSCPOOOODOOODODOODDONOMATCHACTION O
SETIPDSCP OO OOO0OOOOOOO

NOMATCHPORT 0000000 O0OOOOO0O0DOOOOOO0ODOOOOOO0OODOODOOOOOODOOO

0000000000000 DODODO0OO0ONOMATCHACTION DO OOO OO SENDEPORT O
SENDNONUNICASTTOPORT O O OO OOOOOOOODODODOOOODOODODODOOOOOODO
000000000 ooooooooooD VLCANODODOUODOOOOOoooooooo8748SLO00
0000000000000 00000D00000000D00000O0ODOOD10240500000025
0480490 0000000000000 D0ODOOO

NOMATCHPRIORITY 000000000000 OO0O0OODOOOOO0ODOOOOOODOOOOOOOODO

000000000000 00 8021p0 00000000 OO0OO007000NOMATCHACTION
O0D0000D SETPRIORITY O SENDCOSOOODOODOODOOOOONOMATCHACTION O
SETPRIORITY DO ODOODOOOOODOOOOOOOOODOODODOODOOOODOODOO NOMATCH-
PRIORITY OO OOOODODOOOODOOOOODODODODODODOODODODDOOOODOODOOODOOOOOO
000000000 MIMNOMATCHACTION O SENDCOSOODOOOOOOoOoOoOoOoOno NO-
MATCHPRIORITY OO OO OOODOODOOODODODOOOODOODOODOODDOODOOOOOOOOO
ooooooo oo

NOMATCHTOS 000000000000 DOO0O0OOO0OOOODO0ODO0OOO0ODOOOOoOOOOD

ooooooooIPOOOOOTOSOOOOODOOOOOOODODOOONOMATCHACTION O
SETTOSOOO0O0OOOOOODDOD

TOS IPOOO0O TOSOODDOOOODOOOOprecedencel U0 000 OIPDSCP O
goboogooogon

IPDSCP [P OO0O0OO DSCPO DiffServ Code Point0 D00 OO0 OIPTOSOOOOOO
googod
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SET SWITCH L3FILTER MATCH

TTL IPOODDOOO TILOOODOOOOOOOO

PROTOCOL IPOODOOODOOODOODOOOOO

SIPADDR [POOOOOOOIPOOOOOOOOOODODOOOOOOOOOSCLASSODO
gobooooooooo

DIPADDR IPOODOODOOOIPOOOOOOOO0OOOOOUOODUODOODCLASSOO
gobooooooooo

TCPSPORT TCPOOOOOOODODOOODOODODOODOOOOODODODO PROTOCOLO O
goobogod

TCPDPORT TCPOOOOOOODODOOODOOODOODOOOOODODODO PROTOCOLO O
goobogod

TCPSYN TCPOOO0O0OO0000000SYnDO0000000000D0000 PROTOCOL
O000DO0D0O0OO0OO0OEMPORTOD TRUEODOOOOOOOO

TCPACK TCPOODUOUOODODODOU0DAMOIOOUODODOOODOODOODOO PROTOCOL
O000DO0D0O0OO0OO0OEMPORTO TRUEODOOOOOOOO

TCPFIN TCPOOOOOODOODUOOOFRnNMODOOODOOODOOOODODO PROTOCOL
O000DO0DO0O0O0OO0OEMPORTO TRUEODOOOOOOOO

TYPE Ethernet 00000 L300 00000000000 0O0O0O0O000O0O0OOOOO
ODOOOTYPEOODOODOODDODODODODOODODODODOODOODOOODODODDOOOOO
gogboooboooooooobo

UDPSPORT UuDPOO0OO0OO0OODODOOO0O0O00O00ODOOOO0O0O0ODODO PROTOCOL OO
gobgoo

UDPDPORT UuDPOO0OO0OOOODOOOO0O0OO00O00ODOOOO0O0O0ODDO PROTOCOL OO
gobgoo

037MATCHOOOOOOOOOOOOOoOOooo
goooog

ADD SWITCH L3FILTER ENTRYO 1200 0 O O
ADD SWITCH L3FILTER MATCHO 126 D OO O
DELETE SWITCH L3FILTERO 144 0 0 0O O

SET SWITCH L3FILTER ENTRYO 259 0 0 O O
SHOW SWITCH L3FILTERO 3550 0 0 O
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SET SWITCH LOOPDETECTION

SET SWITCH LOOPDETECTION

o0o0oooooooooo /000

SET SWITCH LOOPDETECTION=LDF [ACTION={NONE|DISABLEPORT|LINKDOWN}]
[LDFINTERVAL=10..1000000] [PDTO={1..86400|NONE}] [SECURE={ON|OFF}]

g

O00000OO0LDFOODDOOO0DDOOOoDOoOOoDOOoOOooOOooODOOooOOOooODOoOOn
goooog

LOOPDETECTION OCUOO0OOOOOOLDFOLDFOOOOOOOOODOOOOODOOOOOOOOOO

ACTION 0000000000000 000OC0COO0MNONEDODOOODODOOOODDODMm DIS-
ABLEPORTO OO ODOUOOOOOO0OO0DOODOOOODOOOOOOOOOODOODOOODOOOOO
LINKDOWNO OO OOOooooooooooooooooooooooooooooooooog
O00000000oooooooooooSET SWITCH LOOPDETECTION O OO OO PDTO O
bbb oboboobbobobobobobboboboo0oooogoo
ODOOO0OO0OOENABLESWITCHPORTO O OO OOODOODODODODOOOODODODOOOoOoOoOoOOO
00o00000oooooood NONED

LDFINTERVAL LDFO Loop Detection FrameO0 D0 00000 @M 0000000000000 DOODO
0000000000 LDFOOODOO0OOSECURECD D OOOOONDODODOOODODOOOOoOOoOn
OO0 LDFO0OODO0OO0OO0OO0OO0O0o0oooon 1200

PDTO ACTIONODOOOOOODOOOOOOODOOODOOOODOOOOOOODOOOOOOODOOO0
ODOMNONEODODOOODODODUOODODODODODODO0OO0O00000000ENABLE SWITCH PORT O
o0oooooomooooon 3000

SECURE 00O LDFOOOOOOOOOOCONOOOOOOOOLDFOOOOOIDOODOOOOOOO
OO0 LDFIDODOOODOOO0DO00DOD0OO0D0DOOO0D0O0OO0000000o0o0oooooog LDEO
odoooooooooolIDo LDFOOOOO0O0DO0O0OO0DO0000000D0000 LDFOOOOO
OLDFOOOOOOLDFINTERVALOODOOOOOOOOOOOOOOOOO OFFO

goooognd

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
OO0SNMPOOOOOODOODOOOOOOO

goooog

ENABLE SWITCH LOOPDETECTIONO 207 D 0 OO
ENABLE SWITCH PORTO 2100000
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SHOW SWITCH LOOPDETECTIONO 359 00 0O
SHOW SWITCH LOOPDETECTION COUNTERO 362 0 0O O O
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SET SWITCH MIRROR

SET SWITCH MIRROR

o0o0oooooooooo /000

SET SWITCH MIRROR={NONE|port-number}

port-nuymber: 0000000000100

g

gobooooboooooobooobo
0000000000000 0000SETSWITCHPORTO OO OO MIRROROODOOODOOOOOOO

goooog

MIRROR 000000000000 00000O0OO0O0OOVLANdefault0OODO0OO0O0OO0OO0OO
gboboobobobobobobobbobobobobobobobbobbooobDbboooooDbo
0000000000000 0U00ooOo000000000D0D0D0DD0D00DoDOoO00O0O0VLAN
default 000 0000000000000 0000000O00O00000OO VLANOOOOOO
O0000000000D0D00DO0 NONEODOOOOO

goooognd

goboooboogoobooooooboobbobbooboobooobobooobo
gooooboooobooobooboobbobboobooobooobo
gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gobooooooobobooobooboobbooo

OlL300oo000o0oooooo0oooo IPO000000oOoOOoO0UODODDODDODODUOODOODOODOOO
O VLCANOODOOODOOOOODOOooDuooouooooo

goooog

DISABLE SWITCH MIRRORO 17500 0O
ENABLE SWITCH MIRRORO 209000 O
SET SWITCH PORTO 270000 O

SHOW SWITCHO 3450000

SHOW SWITCH PORTO 364000 0O
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SET SWITCH PORT

SET SWITCH PORT

o0o0oooooooooo /000

SET SWITCH PORT={port-list|ALL} [ACCEPTABLE={ALL|VLAN}] [BCLIMIT={NONE|
count}] [DESCRIPTION=string] [DLFLIMIT={NONE|count}] [EGRESSLIMIT={NONE|
0/1000..127000|8..1016}] [INFILTERING={OFF|ON}] [INGRESSLIMIT={NONE|O|
64..127000/8..1016}] [INTRUSIONACTION={DISABLE|DISCARD|TRAP}] [LEARN={0|
1..256] [RELEARN={ON|OFF}] [MCLIMIT={NONE|count}] [MIRROR={BOTH|NONE|RX|
TX}] [MODE={AUTONEGOTIATE[MASTER|SLAVE}] [SPEED={AUTONEGOTIATE|10MHALF|
10MFULL|100MHALF|100MFULL|1000MFULL}] [IGMPACTION={DENY|REPLACE}]
[IGMPFILTER={NONE|filter-id}] [IGMPMAXGROUP={NONE|I..65535}]

port-list: 00000000010 00000000OO0O00OOOOOOOOO
count: 0 00002621430

string: 10001047000

filter-id: 000000001099

g

goboooboobooobbooboo
ooooooooooO00000000O0O0OOODO0OD0ODO0O0OO0OOO00D0DU0DU0DODODUOOOVLANDOD
goboooboooobooooo

goooog

PORT 0000000 OODOODOODDALLOOOODOOOOO0OODOOOOOODOOOOOOOOOO
000000 Oooooooooo0O0O0o0oBCLIMITO DLFLIMITO MCLIMITO OO ODOOOODDO
1-809-16017-24025026 0 0 0 0 0O 8724SLM 0O 0 O 01-809-16017-24025-32133-40041-480
490500000008748SLO 00000000000 OOO0O0ODOO0OOO

ACCEPTABLE 00000000 O0OOOOOVLANOVLANOOOOOOODODOOOOVID=0OOOOO
0000000000 ooooo ALLOODODODO0oooooooooono VLCANOOOOoOooo
00000 ALLODOO VLCANOOOODDOODOOOoooooOoooooooooooo VLAN
gooboooooboooobo

BCLIMIT 0000000000 0ODOOOOO0O00OO01I0O00O0O000000ODOOOO00OOODOODOOO
OU0OD0D0ODO0OUDODODUODODODONONEODODDOD 0ODDODO0DDU0OoOo0ooooooooooooooon
NONED

DESCRIPTION 0O0O0O0O00OSHOWSWITCHPORTOOOOOOOOOOOODODOODODOODOODOOO
oo

DLFLIMIT 0000000000000 O0OO00O0O0O0O0O0100000000000000000000
O000000D0D0D00O0ODUODODONONEDODD 0000000 ooooooooooooooon
0 NONEDO
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SET SWITCH PORT

EGRESSLIMIT 0000000000000 O0O00O00O0O0MOO00O0O0O0O0O0O0OO10/100MO0
00 10000 127000Kbps11000M 00 0O O 801016MbpsONONEOD OO 0000000 DOOO
0o00o0o0oo010/100MOD0000 1000Kbps DO O0OODOO0O00DODOO0OO0O0OODO1000M OO
U00O0O8Mbps0DOO00DDDOODDOOOODOOOODO NONEO

INFILTERING 0000000000000 000000O0OONOUOOOO OFbOO0ooooooooo
ONOOOpoDOoooooooo VELANIDOOODOOODDOO VLCANOODOOOOooooooooo
O0000ooDoDooODoDOoOoODOOoOOOFFOODOODODOOODDOODDOODDOOO0DO0DO0O0DO0O0O0OO OFFO

INGRESSLIMIT 0000000000000 00000000M 0000000000 O10/100M
0000 640127000Kbpst 1000M OO 00O 801016MbpsONONED OO 000D O0O0DOOODO
ooooooo010/100M 00000 1000Kbps 000000 64Kbps O 0 0 0O O 1000Kbps 00O O
000 1000Kbps OO OOOO0OODOOOODODOOO0DOODI1000MOODOO0O8MbpsOO0OO
0000000000000 00 NONEO

LEARN 0000000 O0ODOOO0OOOO0MACOOOODOOODOOOODOOODOOOOOODOOOODODO
0000000000000 oo00oD0o0oUo0D00D0D0WoooDooog MACODO
O0oo000o0ooD0oo0o0DUoooooDoo MACOOODODODODODODOODODODDOODODOODOO
INTRUSIONACTION OO OO OOOOOO0O0O0O0DOooooooooooooooooooo
gobooobogn

RELEARN 0000000000000 O0O00COOFFOOOOO0O0OOOODODOOOOOOODOOOOO
OLearn 000000000000 DDOOOOOONODODODDOODDOODOOLearn0OOOOODODODO
goooobooooboobooboboboooboboobobbobobobboobobo
ODO0OD0DUOODOLEARN=0O0 0000000 DOOODOOODOOODOO OFFO

INTRUSIONACTION 0000000 MACOOOODOOUOOOOOOOLEARNOCOOOOOOOO
00000000 ooODoDODO000000ODISCARDOOOOOODOO0OOOOmMTRAPODO
00000000 OooO0OoOSNMPOOOOOODODODODODOODODOO MACOOODODODOOOOO
O0000OO0D0DMMDISABLED D 000000 ODODOOSNMPOODOODODOOODOOOOOODOO
0000000000000 oDooooog DISCARDOD

MCLIMIT 00000000000 00O0O00O0O01000000000000DOO000ODOO0O0O0OO
OU00OD0D0D0OUODODDUODODODONONEODODOD 0ODDO0DDU0OoOoOooooooooooooooon
NONED

MIRROR 000000000 D0OOOOOUOOOO00O0OOODOOOOOOOOOOOODOOODOOO
O000000O0O0O0BOTHOOOOOUOODODMmMRXOODODODODODODODODMMTXOODOOO OO OINONE
000000000000 000D000DU0U00U0OU NONED

MODE 1000BASE-TOO0O0O0OD0O0/0000000000O0 AUTONEGOTIATED

SPEED 000000000000 O0OO000ODOOOOO0O0O00OODODOOOOO0OO0DODODOOOOOOOn
O000OSPEEDOO0O0O00OOOOODOODODOODODOODOOOOOOOO0O0OO0OOoOoooon
gooboooooobooooboooboobboobooboobbobboobboobbooobo
0000000000000 000 AUTONEGOTIATED DO ODODOODoOooOoOom

IGMPACTION 000000000 JomOOOODOOOOOOOODOOOOO IGMPMAXGROUP O
0000000000000 0000000000DENYDUOOODODO JoinOOOOO REPLACE
gooooboooboobbooboboobboobbobboobbbboobbbboobobbbooon
O0O000O00O DENYD

IGMPFILTER 0000000000000 O0IGMPOOOOOOOOOI09MOODOOODO0DOOOO
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SET SWITCH PORT

NONEOOODOOOOODODODOO NONED
IGMPMAXGROUP 000000000 JoinOOOOODOOOODOOOOODOOOOOOODOODOOO
O0OO0NONEOOODODDOOOODODOOO NONEDCOOOO M

goooognd

BCLIMITO DLFLIMITOCMCLIMITOOOOUOOO O/NONEOOUOOUOOODOOODOOOOOODOOOO
0000000000000 000000O000O00D000D00O000O00OPORT O 1-809-16017-240250
2600 00008724SLI 0 00O 0O1-809-16017-24025-320033-40041-48049050 0 0 O 0O 0 0 8748SLO
goooooooooo

10/100M 000000000000 00O0O0EGRESSLIMITO O OO OO 010000 127000Kbpst O O O
U0O0D0O0O0O0INGRESSLIMITO 0D 0000640 127000Kbps0 000000000

goooog

ADDIGMPFILTERMMIPOOOOOOOOO 320000
CREATE IGMPFILTER(MM PO OOOOOOOO 410000
DISABLE SWITCH PORTO 176 0 0 O O

ENABLE SWITCH PORTO 2100 0 00O
SHOW IGMP FILTERI IPO 00 OOOOODO 1040000
SHOW SWITCH PORTO 364000 0O
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SET SWITCH QOS

SET SWITCH QOS

000000000000 /QoS

SET SWITCH QOS=p0,pl,p2,p3,p4,pP5,p6,P7

p007: 000000000000 00700000000000000000030000000000000

g

QoSO Quality of ServiceD DO O0O0DODOO0ODOO
gooooobooobooobooboobobobbooboooboooboobbobbobboon
gobooooboogon

goooog

QO0S U0U0UoUUoUfUoo 7000000000000 ODUO0DUODDUODDUDDUDDOD
0000ooooooooo 003040000030 0000000000000O0OODO0OOO0O
0000000000000 ooooooooooo 10o0DoDoo0o0000
goboooobooooboooooooboobboobooboobbobboobbooboboobo
OMACOUOOODOODODODODODODODODO0DO0DO00000o0o 4000 MACODODDOODODODOOOODOOOO
000000000000 00000000p000 p700000000D00O000DOOODOOO
goooooo

gooboooobooboo gooooboooopoooboobbo

NSlolulp|lw|lN|l~|lo
wWlwlo|Nn|~r|lolo]|~

038 0000000000000-0000000000000000O0O00O0O0

g
s 0000000000 DOOO7000000DODOOO0,0,0,1,1,2,2,30000000

SET SWITCH Q0s=0,0,0,1,1,2,2,3
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googodo

00000253000000000 SETQOSHWPRIORITYO OO OOOOOODOOOOOOOOOO
000000000000000000000000 SETQOSHWPRIORITYOODOOOODOOOODOOOO

googod

SHOW SWITCH QOSO 3730000
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SET SWITCH TRUNK

SET SWITCH TRUNK

o0o0oooooooooo /000

SET SWITCH TRUNK=trunk [SELECT={MACSRC|MACDEST|MACBOTH|IPSRC|IPDEST|
IPBOTH}] [SPEED={10M|100M/1000M}]

trunk: 00000000001015000000000000000 00000000000 O0OOODOOOOOO
ooo

0

goboobooobooobooobo
goooog

TRUNK OO0O0O0O0O0O0O0OO

SELECT 0000000000000 000000000000O000DO0000oooDoooooooon
O000O0O0OMACSRIOOO MACODOOOMMMACDESTD OO MACO O OO MMMACBOTH
O00o00o0o0MACODOODMmMIPSRAI OO IPOOOOMIPDESTO OO IPO OO O MIPBOTH
ooooooIPO00DOOO0OO0O0DOOOO0ODODOOOO MACBOTHO

SPEED 0000000000000 O0000O0ODOOOOO000O0ODOOOOO0O00OO0DODOOOOOOOOn
000000000 O0AUTONEGOTIATED D OO0 O0OoOO0O0O0 100MO

goooognd

0000000000000 00o0oo0IPO0O000D0D0O0O0O0OOOSELECTOOOOODOOO
0000000 oooo IPOOO0OOIPDESTOODOOOOOOOOOODOODOOD M
goboooboogobooobooboobobobboobooobooboboobbobbobbooo

goooog

ADD SWITCH TRUNKO 1300000
CREATE SWITCH TRUNKO 1350000
DELETE SWITCH TRUNKO 146 0 O O O
DESTROY SWITCH TRUNKO 150 00 00O
SHOW SWITCH TRUNKO 3740000
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SET VLAN PORT

SET VLAN PORT

0000o0oo0oooooo /0oooo00 LAN

SET VLAN={vlanname|l..4094} PORT={port-list|ALL} FRAME={UNTAGGED|TAGGED}

vlanname: VLAN O 0103200 0000000000000 0000000000000 00O0O00O0OODOOO
port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

VLANOOOUOOOOooooooooooooooooo
goooog

VLAN VLANOOOO VLANIDO

PORT 0OOOOOO

FRAME 00000O0O0O0OTAGGEDODOOOOMMUNTAGGEDOD D OODOOOODODOOOOOOOO
OoooooooOooooOoOo 100 VLANODODOOOOOooOoooooooooo VEANDOOOO
gon

goooog

ADD VLANPORTO 1310000
DELETE VLAN PORTO 147000 O
SHOW VLANO 376 0000
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SHOW DHCPSNOOPING

SHOW DHCPSNOOPING

gooooooooooo / DHCP Snooping

SHOW DHCPSNOOPING

g

DHCP Snooping 000000000000 O0O0O

gooooogon

Manager > show dhcpsnooping

DHCP Snooping Information

DHCP Snooping .............. Enabled
Option 82 status ......... Enabled
Ip Filtering ............. Enabled
ARP security ............. Enabled
ARP security action ...... None
Strict Unicast ........... Disabled
Logging enabled .......... None
KLA e e e e e e e e Disabled
Block type ...... ... ... ... Block IP traffic
Debug enabled ............ None

DHCP Snooping Database:

Full Leases/Max Leases ... 2/26
Check Interval ........... 60 seconds
DHCP Snooping DHCP Snooping 00 0000
Option 82 status odooooooooooooooDooooooooo 200000000
gooouogooogo
Ip Filtering ooooo
ARP security ARPOODO0OODOOOOOODOOOO
ARP security action ooooo
Strict Unicast ooooo
Loggingenabled 000000 00o0o0ooo0 NoneDUOODOOOOOODODOOOOOO
0000000 ArpSecurity 000000000
XLA gooogd
Block type ooooo
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SHOW DHCPSNOOPING

Debug enabled ooooo
Full Leases/Max DHCP Snooping 00 0000000000000 D0O0O0DOOOOOO0OO
Leases 00000000000 /OOOOOoOooooooooo
Check Interval gbobooooooboobobooooboob
0 39:
gbooood

ENABLE DHCPSNOOPINGO 180 00 O O

ENABLE DHCPSNOOPING ARPSECURITYO 1810000
ENABLE DHCPSNOOPING LOGO 1820000

ENABLE DHCPSNOOPING OPTIONS820 183 00 00O
SET DHCPSNOOPING CHECKINTERVALO 226 0 0 OO
SET DHCPSNOOPING PORTO 227 00 00O
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SHOW DHCPSNOOPING COUNTER

SHOW DHCPSNOOPING COUNTER

gooooooooooo / DHCP Snooping

SHOW DHCPSNOOPING COUNTER

g

DHCP Snooping 00000000000

gooooogon

Manager > show dhcpsnooping counter

DHCP Snooping Counters

DHCP Snooping

InPackets ....... . i 16
InBootpRequests ............... 14
InBootpReplies ............c.o... 2
InDiscards . .....uuiii i 0

ARP Security

InPackets ....... il 6
InDiscards . .....iuiii it 3
NOLEASE vt v ittt ittt iii it ieneenn 3
Invalid ........ . ... ... 0

DHCP Snooping 0 0 000

InPackets 0o0ooo0 DHCP/BOOTPOOOOOOO

InBootpRequests 0000 DHCP/BOOTPOOOOOOOO

InBootpReplies Oo0oo0o DHCP/BOOTPOOOOOOODO

InDiscards O0oOooooo DHCP/BOOTPOOOODOO

ARP Security 0 D0 0O

InPackets 0000 ARPOOOODOOO

InDiscards O000o00o0 ARPOOOOOOO

NoLease 0000000000 ARPOOOOO0OOO0O0OODODHCP Snooping
oo oboobbobbbobobobobobooooo
0
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SHOW DHCPSNOOPING COUNTER

O000000oooo ARPOO0OODOOODOOOOOOOODODODOODO
gooooboooboobbon

Invalid

O 40:

goooog

ENABLE DHCPSNOOPINGO 180 00 O O
ENABLE DHCPSNOOPING ARPSECURITYO 1810000
RESET DHCPSNOOPING COUNTERO 21800 0O
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SHOW DHCPSNOOPING DATABASE

SHOW DHCPSNOOPING DATABASE

gooooooooooo / DHCP Snooping

SHOW DHCPSNOOPING DATABASE

DHCP Snooping 0000000000000 O00O0O0OO0OO0ODOODOODO

gooooogon

Manager > show dhcpsnooping database

DHCP Snooping Binding Database

Full Leases/Max Leases ... 2/26
Check Interval ........... 60 seconds
Database Listeners ....... CLASSIFIER

Current valid entries
MAC Address IP Address Expires(s)
Router list

00-00-00-00-00-01 192.168.10.5 Static

00-0a-79-34-06-12 192.168.10.200 2231
192.168.10.254

Entries with client lease but no listeners
MAC Address IP Address Expires(s)

Entries with no client lease and no listeners
MAC Address IP Address Expires(s)

VLAN Port ID Source
1 5 4 User

1 11 1 Dynamic
VLAN Port ID Source
VLAN Port ID Source

Full Leases/Max Leases

goboboboobobbooobon
00000ooooooo /ooooo
goboboboobon
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SHOW DHCPSNOOPING DATABASE

Check Interval

goboboboobobbooobon
U

Database Listeners

godooobooobobooboooo
gdooooooooooooooboo
DHCP Snooping 0 0 DO O0O0D0OO0O
00000 NoneDOOOODOOOOOO
O CLASSIFIER 00 0O 00O

Current valid entries 0 00 O O

gooooobbooooobobooboo
MACODOOOOODOODOODODOO

Entries with client lease but no listeners 0O O OO

CLASSIFROODOO0OOoOooooooon
goboboboobobbooobon
goboboboobobbooobon
U

Entries with no client lease and no listeners D 0 O OO

DHCPOUOODODODOODODODDODOOOO
goboboboobobbooobon
goboobobbooooboo

MAC Address

Ooooooo MACOODO

IP Address oooooooIPoOOO

Expires(s) O0o0ooooooooooooomIP
gobobobobooboboobbo

VLAN 0000000oooood VLAN

Port gbboooooooobbboobb
ogo

1D goboboboobobbooobon
oooID

Source 000o00o0oo0ooooooooooDy-
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namid 000000000000 DHCP
D00o000MmUserd 00000000
OU0O0OO0IPOCOO0O0OOOOOOO File
0 DHCP Snooping0 000000000
bindXXXX.dsn 00 00 M XXXXO OO
gooobbboogoboboooooo
400000000000D000O00O00OO
goo

gooogo



SHOW DHCPSNOOPING DATABASE

Router list gooooooooooooboooooo
000000 OdDHCPO routerd OO d
ooooo
0 41:
ooooon

ENABLE DHCPSNOOPINGO 18000 O O
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SHOW DHCPSNOOPING FILTER

SHOW DHCPSNOOPING FILTER

gooooooooooo / DHCP Snooping

SHOW DHCPSNOOPING FILTER

g

DHCP Snooping 0000000000000 O00O0O0O0O0O0OOOOO0OOOOO

gooooogon

Manager > show dhcpsnooping filter

DHCPSnooping ACL ( 2 entries )

ClassID FlowID Port EntryID IP Address/Port/Mac
20001 0 11 1 192.168.10.200/11/Not specified
20004 0 5 4 192.168.10.5/5/00-00-00-00-00-01

DHCPSnooping ACL gooooo

ClassID ooooooooooo ID

FlowID oooo

Port goooooooo

EntryID DHCP Snooping 0 0 0000000000000 OOO0OO0DOOO0OOID
IP Address oooooooIPo0on

Port ggddoooooooooobobobooo

Mac ooooooo MACOOODOOMACOOOODODODOOODOODOOOOOO

U Not specified0 000000

0 42:

goooog

ADD DHCPSNOOPING BINDINGO 111 0000
ENABLE DHCPSNOOPINGO 18000 O O
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SHOW DHCPSNOOPING PORT

SHOW DHCPSNOOPING PORT

gooooooooooo / DHCP Snooping

SHOW DHCPSNOOPING PORT|[={port-1ist|ALL}]

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

000000000D000000 DHCP Snooping000000O00O0O0

goooog

PORT 0O0O00OO0O0OOOOOOOOOOO

gooooogon

Manager > show dhcpsnooping port=11

DHCP Snooping Port Information:

Port ... 11
Trusted .................. No
Full Leases/Max Leases ... 1/1

Subscriber-ID

Port gooooooon

Trusted DHCP Snooping U O O O O O O O O OYesdTrusted O O O OO No
OUntrusted DO O0ODOOODOO

Full Leases/Max DHCPSDOOpingDDDDDDDDDDDDDDDDDDDDDDDDDD

Leases 0000000000000 DobODbOO00 /JOoDODOoooooooooooo
goooooo

Subscriber-ID 000000 Subscriber-ID

0 43:
ooooono

ENABLE DHCPSNOOPINGO 18000 O O

goooon
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SET DHCPSNOOPING PORTO 227 00 00O
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SHOW LACP

SHOW LACP

000000000000 /LACPOIEEE 802.3ad0

SHOW LACP

g

LACPOOOOODOOODOODO

gooooogon

Manager > show lacp

LACP Information

Status . ... e Enabled
Actor System Priority ........... 32768
Actor System .......... ..., 00-00-cd-24-02-0e
LACP POYELS v i v it iit it eeeeeeeee e 1-24
Active ... e 1-24
PasSSiVe ..ttt None
Status LACP OO OOODODO OEnabled O Disabled
Actor System Priority 000000000000
Actor System ooooIboMACOODOO
LACP Ports LACPOODODODOODODOOODOO
Active LACPOOO0OO0ODOOO0OO0DO0OO0OO0OActiveD O O0DDOOO0ODOODODOOODO
0
Passive LACPOOO0OO0OO0OD0OO0O0ODO0OOO0O0OOPassiveD 0000000 OoOOOOO
oo
O 44:
ooooon

DISABLE LACPO 156 D O OO
ENABLE LACPO 184 0000

SET LACP PRIORITYO 230 0000
SHOW LACP PORTO 288 00 0O
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SHOW LACP PORT

SHOW LACP PORT

000000000000 /LACPOIEEE 802.3ad0

SHOW LACP PORT[={port-I1ist|ALL}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

00000000 LACPOOOODOOOoOoonO
goooog

PORT 0OOOOOO

gooooogon

Manager > show lacp port=1,5

LACP Port Information

Actor POrt ........iiiiiiiiiiiin 1
Trunk Group ..........oeeo... lacp26 Partner Information:
Selected .........ciin.. Selected Partner Sys Priority ........ 32768
Port Priority ............... 32768 Partner System .. 00-00-f4-27-2c-74
LACP Port Number ................ 1 POt KeY vt ittt et e e e e e e e 3
POrt KeY vttt ittt e e e et e e e 2 Port Priority ............... 32768

Admin K€Y v v v vttt i i e i e 1 Port Number .............c.c.ouo... 1

Mode ...t e Active Mode ...t Active
Periodic ......... .. ... .. . ... Fast Periodic ......... ... ... . ... Fast
Individual ........ ... ... ... ... No Individual ........... ... . .... No
Synchronised .................. Yes Synchronised .................. Yes
Collecting ......uiiiinnnnn. Yes Collecting ... vviiiniin i i, Yes
Distributing .................. Yes Distributing .................. Yes
Defaulted ......... ... .. No Defaulted ........ ... No
Expired . ... e No Expired . ... e No
Actor Churn ............. ... No
Partner Churn .................. No

Actor POrt ........iiiiiiiiiiiin 5
Trunk GroUD . vt v vttt e ittt eeennnn - Partner Information:
Selected .........iin.. Selected Partner Sys Priority ............ 0
Port Priority ............... 32768 Partner System .. 00-00-00-00-00-00
LACP Port Number ................ 5 POt KeY vt ittt et e e e e e e e 0
POrt KeY v ittt ittt e e et e e e 1 Port Priority ........c.oiiiniie... 0

Admin K€Y v v v ittt i i e i e 1 Port Number .............c.c.ouo... 0
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SHOW LACP PORT

Mode ...t e Active Mode ...t Passive
Periodic ......... .. ... .. . ... Fast Periodic ......... ... ... . ... Fast
Individual ......... .. ... ... No Individual .................... Yes
Synchronised .................. Yes Synchronised ................... No
Collecting .....uiiiiiieennnnn. No Collecting ... vviiiniii i i, Yes
Distributing .............c...... No Distributing .................. Yes
Defaulted ......... ... ... ... Yes Defaulted ........ ... ... Yes
Expired ..... .. e No Expired ... .. e e No
Actor Churn ............. ... No

Partner Churn .................. No

Actor Port ooooo

Port is LACP Disabled - Port in a Manual Trunk

goooguoobooouoouoooooooooo
OOOD0OO0OLACPOODODOOOODODODOOODO
uon

Port is LACP Disabled - Half Duplex Link

000000 Half Duplext DOOQOGoQoooo
LACPOODOODOODOOODOOODOOO

Trunk Group

0000000000000 oLACPODOOODO
0000000000000 0000 lacpXXXXO
O0000000000000ooooXXXxo
SHOW INTERFACED O OO O OOOoOO
goboobboobboo™oboobobo
gobooooooooob-ooboooo

Selected LACP OO OOSelected D LACPO OO OOO
DD]StandbyDLACPDDDDDDDDDDD
000000000 MmMUnselectedd LACP OO
goooooooo

Priority LACPOOODOUOOOOOOO

LACP Port Number godoooooooooo

Port Key LACPOOOO

AdminKey LACPOOODUODDODUODOODOOOOODO
0 ADMINKEYO

Mode LACPOOOO0O0ODO ActivedPassive 000 00O

Periodic Active DD ODOO LACPOOODOODOOOOO
FastO1 O Slowd 300000000

Individual Aggregation 0 00 00 00 Yed] Individual =
goooobooobooboooobbooo
00 O MNolO Aggregatable = 0000000
goooobdobbuoobooboooooo
gd
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SHOW LACP PORT

Synchronised

Sychronization O O 0O O O O O YesOIN-
SYNCIO NoO OUT_.OFSYNCO O OOOO

Collecting

Collecting0 00000 OYesUOODOOOOO
J00dmMNoDODDOOOoooooooooooo
oo

Distributing

Distributing0000000YesUOOODO OO
J0d0omMNooODOooooooooooooo
goo

Defaulted

Defaulted D00 O0O0O0OYesOOOOOODO
LACPOOUOO0OO0OO0OOO0DO0OOOODOODOOOO
gogooguooooouoouooooouooooo
OMNoUOOUOODODOODOODODO LACPOOO
goooooooooo

Expired

Expired O 0O 00 OO0 O Yesd Receive Machine
0 EXPIRED O 0O 0O O O 0O NoO Receive Ma-
chined EXPIREDOOOOOO

Actor Churn

000000 ChurnO Synchronized O O O O
odoodoooooo LACPOOOOOOO
000000000000 0o00DO0OdDOYes
OChumm 00000 M NoOChurn OO QO OO
good

Partner Churn

0000000 Churnd Synchronized O O O
odoodooooooo LACPOOOOOO
00000000000 000o0oOoo00n Yes
OChumm 00000 M NoOChurn OO QO OO
good

Partner Information 0 00 0O O

goboogboooopooooboobbon

Partner Sys Priority

O000O0OLACPOODOOOODOOOOODO

Partner System

00000 LACPOOOO IDODMACOOOOO

Port Key

00000 LACPOOOO

Port Priority

00000 LACPOOOODOOOOOOO

Port Number

gobooooogoon

Mode 00000 LACPOO OO OO Active(lPassive
googo

Periodic O000O0 LACPODOUOOOODOOFasto1
OmMSlowO300 000000

Individual 00000 Aggregation0 00000
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SHOW LACP PORT

Synchronised 00000 Synchronization 0 00000
Collecting ooooo CollectingO OO OO0
Distributing 00000 Distributing0 00000
Defaulted 00000 Defaulted DO OO OO
Expired 00000 Expired000000O
0 45:
ooooono

ADD LACPPORTO 1130000
SET LACPPORTO 2290000
SHOW LACPO287 0000
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SHOW LACP TRUNK

SHOW LACP TRUNK

000000000000 /LACPOIEEE 802.3ad0

SHOW LACP TRUNK

g

LACPOOO0O0OODDOOODDOODOOODOOODOOODOOODOOODOOO

gooooogon

Manager > show lacp trunk

LACP Dynamic Trunk Group Information

Trunk group name .......... lacp26:
Speed ... e e 100 Mbps
Ports in Trunk .......... 1-4
LAG ID:

[(8000,00-00-cd-24-02-0e,0002,00,0000), (8000,00-00-£4-27-2c-74,0003,00,0000)1

Trunk group name OOO0OO0O00O0O0O0OLACPOOO0O0O0DODOOOO0O0O0ODOOOOOOOOlacp-
XXXXOOOOODOoOoODOoooooooooooXXXXDO SHOW INTERFACE
gooooooooooboooooboboooooooo

Speed gooooobooooogo IOMbpSD 100Mbps|] 1000Mbps|]—|] gogodgogo
ggo

Ports in Trunk ooooo

LAG ID LAG IDO Link Aggregation Identifierl D D000 OO0 Actor0 0000000

OPartner0 0000000000000 O00OO0OOOOODOO IDODMACOOO
omobooobobooooooboooboobDobobobooboo

0 46:

goooog

ADD LACPPORTO 1130000
SET LACPPORTO 2290000
SET LACP PRIORITYO 230 0000
SHOW LACPO 2870000
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SHOW LACP PORTO 2880000
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SHOW MSTP

SHOW MSTP

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SHOW MSTP [CONFIGID] [TABLE]

g

gobooobogooobooboooboobbobbooboo
goooog

CONFIGID 00O MSTOOOOOOOOOOOOOOOODODOODOOoOoOOOOOOOO0O0o0ooo
Oo0ooooo MSTODOODOODODOODOODOOOOOO
TABLE MSTOOOOOOOMSTOOOOOOO VLANOOOOOODOOOODODOOOO

gooooogon

Manager > show mstp

MSTP Information

MSTP status ...ttt ittt ittt it Enabled

MST Configuration Name ............ouuueeunnnn. Test

Revision Level . ... ...ttt .. 0

Number Of MSTIS ..t v i ittt ittt ittt et e 2

Hello TimMe ..ttt e e e e e e e e e e eee 2

Forward Delay .. uu it ittt ittt et e e e 15

MeSSage MaAX ATE « vttt vttt te et et e e e e 20

MaX HOD S vttt i ettt it e e e et e e e e e e e e e e e 20

Protocol Version ............iiiiiiiinnnnnann MSTP

Support Static VLANS i v i ittt ittt it e e et e e Disabled

Transmission Limit .............. ... . ... 3

Migrate Time . ... ... ittt it e et e et e 3

Manager > show mstp configid

MST Configuration Identification

Configuration Name ............... Test

Format Selector .................. 0

Revision Level ................... 0

Configuration Digest ............. 0x87957342F6B0029D887BAAEC6212B0OBF
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CIST
MSTI 10
MSTI 20

MST Configuration Table

SHOW MSTP

Manager > show mstp table

1-9,11-19,21-4094
10
20

MSTP Status

MSTPOOOODOO

MST Configuration Name

MSTOOOOOO

MST Revision Level

MSTOOOODOOOOOOOOO

Number of MSTIs

MSTOOOOOOO

Hello Time

0000000000000 SETMSTPO OO OO HELLOTIME O O
gobbomogobobooboobooboobbooboobbon

Forward Delay

000000000000 o0O0O0O00O0OSETMSTPOOO OO FOR-
WARDDELAY OO OO OOMOODO0OoO0oooooooooooo
goooon

Max Message Age

0000000000000 0OOSETMSTP O OO OO MAXAGE O
gobbooomobobobbooboooboooobooobooobo

Max Hops

000000000000 OSETMSTPO OO OO MAXHOPSO O
gobbomogoboboboboobobooobbooboobbon

Protocol Version

MSTPOOOOOOODOODOOOODOOO0OO0O0O0OOOOMmMSTPORSTPO
MSTPO O OOO

Support Static VLAN

00000000 oooDoooooooMSTOODODOOOOODOOO
OO0 VLANDOODOOOOOOOODODOOOOOOEnabled0 OO0 O M
DisabledD 0O O0OO0O0O0O MSTPOOOODOOOOOOOOO

Transmission Limit

oooooooDOoooooooBPDUDOODODODOOODOOOOOOO
ooopoo3gooooooooon

0470000

Configuration Name

MSTOOOOOO

Format Selector

ooooooooooooMSTPOOO OODDO

Revision Level

MSTOOODODOODOODODODOODOO

Configuration digest

MSTOOOOOOOMSTOOOOODOOO VLANOOOODOOOOoDoDOoOO

000000000 0HMAC-MD5O

goooon

0 48: CONFIGID 0O O
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SHOW MSTP

Multiple Spanning Tree Instance MSTOOOOOO IDO OO CISTO Common and Internal
Spanning Tree[

VLAN Members MSTOOOOOOOOoDOo CISTOODODOODOOOO VLANO
oo

0O 49: TABLEO OO

goooog

ADD MSTP MSTI VLANO 1150000
DELETE MSTP MSTI VLANO 141 000 O
DISABLE MSTPO 158 0 0 0O O

ENABLE MSTPO 186 0 00 0O
SETMSTPO231 0000

SETMSTP CISTO 2330000

SET MSTP MSTIO 236 0 00O O

SHOW MSTP CISTO 297 000 O
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SHOW MSTP CIST

SHOW MSTP CIST

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SHOW MSTP CIST

CISTO Common and Internal Spanning TreeD D00 0000 00O

gooooogon

Manager > show mstp cist

Common Internal Spanning Tree

Bridge Identifier .......... ...
Bridge Role
VLAN MemMbEeIrS . it v ittt it ittt it iieieee e
CIST Root Bridge . ... ..t ii it
CIST Regional Root Bridge
Designated Bridge

Root Port

Designated POrt . ... ..ttt

External Root Path Cost
Internal Root Path Cost

Performance:

Max Age

Hello Time

Forward Delay

Max Hops

Bridge Max Age

Bridge Hello Time

Bridge Forward Delay

Bridge Max Hops

Transmission Limit

Topology Changes:
Time Since Topology Change

Topology Change Count

Topology Change

4096

00-00-£4-27-2c-74

Regional Root Bridge
1-9,11-19,21-4094
0 : 00-00-cd-24-03-4e

4096

0 : 00-

00-00-£4-27-2c-74
00-cd-24-03-4e

Bridge Identifier
oo

goooon

oooooooodSTooooooooo MACOODODoOoOOooo

CentreCOM 8700SLO 000 ODO0O0OOOOOOO 2.9
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SHOW MSTP CIST

Bridge Role

CISTOOOOOOOODD O ORoot BridgeD Regional Root
Bridgell Designated Bridge 00 00O O

VLAN Members

00 VLANO VLAN ID

CIST Root Bridge

ciIsToooooooodcSsTooooooooooooooo

CIST Regional Root Bridge

cISTOOoooOooooooMSTOoOoOOOooOOoOooO CIsToo O
goooooboooboooboobo

Designated Bridge

goooobooobooooo

Root Port

0000000000000 00000000 N/ADODOOODO

Designated Port

goboooobbooboo

External Root Path Cost

cIsToooooOooOoOoOoOoOOoOoOOOOODODUOODDOO

Internal Root Path Cost

cIsTOoooOooooooMSTOoOoOOoOooOOoOooO cIsToo O
goooooboooboooboobo

Max Age

goooobooobmoobooooboobbooboon

Hello Time

goboooboo™mobobooobooobbooobooobo

Forward Delay

goboooboobobobboobooboobooboooo
RN

Max Hops

goboooboooboobbobbobboobo

Bridge Max Age

000000000000 DO0O0OSET MSTP O OO OO MAXAGE
gobooobmooobooooooboobbobbobboon

Bridge Hello Time

0000000 DODOOOOOSETMSTPO OO OO HELLOTIME
gobooobmooobooooooboobbobbobboon

Bridge Forward Delay

0000000000000 000O000OSETMSTPOODOOO
FORWARDDELAY D 00000 MOO000o0oOoooooooo
goooooboogoo

Bridge Max Hops

0000000000 000SETMSTPO O OOO MAXHOPSO
goooomboooboboobooobooobooonbooobo

Transmission Limit

goooooOoOooOoOoooo BPDUDODODOODODODOODOOO
000oooO0o30000oooooon

Time Since Topology Change

000 Topology Change D0 0D 000000 OO0OOOO

Topology Change Count

Topology Change D000 OO0

Topology Change

Topology Change D 00O OO0

goooog

DISABLE MSTPO 158 0 0 0O O

0 50:

DISABLE MSTP CIST PORTO 15900 00O

ENABLE MSTPO 186 0 00 0O

ENABLE MSTP CIST PORTO 187 00 00O

SETMSTP CISTO 2330000

SET MSTP CIST PORTO 2340000
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SHOW MSTPO294 0000
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SHOW MSTP CIST PORT

SHOW MSTP CIST PORT

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SHOW MSTP CIST PORT[={port-1ist|ALL}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

CISTO Common and Internal Spanning Tree0 000000000000 MSTPOOOOODOOO
ooooono

PORT 0OOOODO

gooooogon

Manager > show mstp cist port

CIST Port Information

Port Number .............iiiiiiiiennnn. 1
Port Identifier ............... ... ... 128:1
Port Role ........ i, Alternate Port
Port State ...... ... Discarding
Switch Port State .................... Enabled
Link Status . ...ttt i i e ee Up

Port Number .............iiiiiiiiennen. 2
Port Identifier ............... ... ... 128:2
Port Role ........ i, Root Port
Port State ...... ... e Forwarding
Switch Port State .................... Enabled
Link Status . ... iiin ittt i e e ee Up

Port Number .............iiiiiiiiuennen. 3
Port Identifier ............... ... ... 128:3
Port Role ....... .. Alternate Port
Port State ...... ... e Discarding
Switch Port State .................... Enabled
Link Status . ...ttt it i i it ee Up

Port Number .............iiiiiiiiennen. 4
Port Identifier ............... ... . ... 128:4
Port Role . ... ..ttt Disabled Port
Port State ...... .. e Discarding
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SHOW MSTP CIST PORT

Switch Port State .................... Enabled
Link Status .........iiiiiiinnnn. Down
Manager > show mstp cist port=2
CIST Port Information
Port Number ......... ...t eennennn. 2
Port Identifier ........... ..., 128:2
Port Role ... ...ttt iie i Root Port
Port State ...... ... Forwarding
Switch Port State .................... Enabled
Link Status . ...ttt iie e i Up
Port Path Cost ......... ... ... .. .. ..... 200000
External Port Path Cost .............. 200000
Designated Bridge ...........uiiuii.... 32768 : 00-00-cd-24-03-4e
Designated Port ...........c.iiiiiniennn.. 128:1
Regional Root Path Cost .............. 0
External Root Path Cost .............. 0
Edge POort .. i ittt e e e e e e No
Point to Point Link .................. Yes (Auto)
Boundary POort . ... e No
Port Number gooog
Port Identifier goooooooboouoiooouooouboooobooooo
Port Role 0000000 Alternate PortfBackup PortfDesignated PortCDisabled PortO
Root Port DO O OO
Port State 0 000 000 DisabledO Discarding Learningl Forwarding 00 0 O O
Switch Port State 0000000000000 OEnabled O Disabled
Link Status 00000000000000000UpO Down

051:00000000

Port Number ooooo

Port Identifier oo uoooobobbooooboooo

Port Role 0000000 Alternate PorttBackup Port[Designated Port[Disabled
PortO Root Port DO 0 0O O

Port State 0 00000 0O Disabledd Discardingll Learningll Forwarding O O O O
O

Switch Port State ODU0000O00000000OEnabled O Disabled

Link Status 0000000000000o0000UpO Down

Port Path Cost CISTOoooooooooMSTOOOOooooooo CIsTooooon

gobogooobooboooboobbooboo

goooon CentreCOM 8700SLO0O0O OOOOOOOODOO 2.9 | 301
J613-M0019-01 Rev.P



SHOW MSTP CIST PORT

External Port Path Cost CISTOODODODODODO0O00OODODO0OOD0DO0O0O0OooDOoODODoOooooooOO

god
Designated Bridge 0ooo0oO0oooooooooo
Designated Port oo0o0ooooooooo BPDUODOOOOOOOOOOOODODO

Regional Root Path Cost CISTOOOOOO0OOO0OOOMSTOODODOOOOOOOCISTOOOOOO
gobogoboobooooo

External Root Path Cost CISTOOUOOODO0OU0O0ODO0OO0OD0OODOO0OOOOOOOOO

Edge Port O000000O0o00ooO0oO0OYesONoO OO OO

Point to Point Link gogboooboboobobboobobooboboobobobobobo
NoOYesOOOODOOO(Auto)DOOO0ODOOOODOOOOO

Boundary Port 0000000000000 0D0o0O0D0DDODODDOODOYesUNoD OO
ud

05200000000

goooog

DISABLE MSTPO 158 0 0 0O O

DISABLE MSTP CIST PORTO 15900 00O
ENABLE MSTPO 186 0 000

ENABLE MSTP CIST PORTO 187 00 00O
SETMSTP CISTO 2330000

SET MSTP CIST PORTO 2340000
SHOW MSTPO 2940000

SHOW MSTP MSTIPORTO 3090000
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SHOW MSTP COUNTER PORT

SHOW MSTP COUNTER PORT

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SHOW MSTP COUNTER PORT|[={port-1ist|ALL}]

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

OoooooMSTPOOOOODODDOOOOOOO
goooog

PORT 0OOOODO

gooooogon

Manager > show mstp counter port=5

MSTP Port Counters

Port Number 5

Receive: Transmit:
Total BPDUs 581 Total BPDUs 579
MSTP BPDUs 581 MSTP BPDUs 579
RSTP BPDUs 0 RSTP BPDUs 0
STP BPDUs 0 STP BPDUs 0
Invalid BPDUs 0

Discarded:

Port Disabled 0
Invalid Protocol 0
Invalid Type 0
Invalid BPDU length 0

Port Number ooooo
Receive 0O 0O 0O godoooooooooo
Total BPDUs 000000 BPDUOSTP/RSTP/MSTP BPDUO O 0O
MSTP BPDUs MSTP BPDU OO O
RSTP BPDUs RSTP BPDU O O O
STP BPDUs STP BPDU O OO
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SHOW MSTP COUNTER PORT

Invalid BPDUs Oo00oBPDUD OO

Transmit 0 0000 godoooooooooo

Total BPDUs 000000 BPDUOSTP/RSTP/MSTP BPDUO 0O 0O

MSTP BPDUs MSTP BPDU O 0O O

RSTP BPDUs RSTP BPDU O O O

STP BPDUs STP BPDU O OO

Discarded 0 00 0O gobdbooouoouoouoouoo

Port Disabled odooo0oooooooooooooooooooonD BPDU OO

Invalid Protocol ooooo IDooooooooooodooooo Ibooooooooog
O0ooooooooo BPDU O

Invalid Type Type 000000000000 O0O0O0O0DOOOOO BPDUDO

Invalid Message Age 0000000000000 oooUoooog BPDU O
Invalid BPDU Length 000000000000 O0OOO BPDUDO

0 53:

goooog

DISABLE MSTPO 158 0 0 0O O
ENABLE MSTPO 186 0 00 0O
RESET MSTP COUNTER PORTO 2200 00O
SETMSTP CISTO 2330000
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SHOW MSTP DEBUG MSTI

SHOW MSTP DEBUG MSTI

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SHOW MSTP DEBUG MSTI={CIST|instance|ALL}

instance: MST O 00O 0 00 IDO 1040940

g

OoMSTOOOOOOOOOoOOoOOoOooooMSTPOOOOODOOOOODDOOOOO
goooog

MSTI MSTOOOOOO IDOOO CISTO Common and Internal Spanning TreelD ALLO 000 OO
oo MSTOOODOOOO CCISTOoooooOOo

gooooogon

Manager > show mstp debug msti=cist
MSTP Instance Port Debug Modes Output Timeout
State Machine Debug Modes
CIST 1 STATE Asyn 0 (16) None
PTX
2 STATE Asyn 0 (16) None
PTX
3 STATE Asyn 0 (16) None
PTX
4 STATE Asyn 0 (16) None
PTX
5 STATE Asyn 0 (16) None
PTX
goooono

DISABLE MSTPO 158 0 0 0O O
DISABLE MSTP DEBUG MSTIO 160 00 O O
ENABLE MSTPO 186 0 00 0O
ENABLE MSTP DEBUG MSTIO 1880 0 0O O
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SHOW MSTP MSTI

SHOW MSTP MSTI

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SHOW MSTP MSTI[={instance|ALL}]

instance: MST O 00O 0 00 IDO 1040940

g

MSTOOOOOOOOOODOODOOOO
goooog

MSTI MSTOOOOOOIDODOOODOOOOOMSTOODOODOODOOOOODODOD0OO0OOO0OO0OO00O0O0OALL
oo0oo0oooo MSTOOODDODODOODDOODDOOODOOODOOO

gooooogon

Manager > show mstp msti

Multiple Spanning Tree Instances

MO T T ottt et et e e e e e e e e e e 10
Bridge Identifier ............... 4096 : 00-00-f4-27-2c-74
Bridge Role ..... ..., Regional Root Bridge
VLAN MembersS .. ... ennnn 10

MO T T &ttt e e e e e e e e e e e e e 20
Bridge Identifier ............... 8192 : 00-00-f4-27-2c-74
Bridge Role ..... ..., Designated Bridge
VLAN MembersS .. ... enn.n 20

Manager > show mstp msti=all

Multiple Spanning Tree Instances

MO T T ottt et e e e e e e e e e e e e e 10
Bridge Identifier ............... 4096 : 00-00-f4-27-2c-74
Bridge Role ..... ..., Regional Root Bridge
VLAN MembersS .. ... enn.n 10
Regional Root Identifier ........ 4096 : 00-00-f4-27-2c-74
Designated Bridge ............... 4096 : 00-00-f4-27-2c-74
Root Path Cost ............ ... ... 0
Root POrt ............i.iiiiina.. N/A
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SHOW MSTP MSTI

Designated Port ................. N/A
Topology Changes:
Time Since Topology Change .... 94
Topology Change Count ......... 5
Topology Change ............... FALSE
MO T T ottt et e e e e e e e e e e e 20
Bridge Identifier ............... 8192 00-00-f4-27-2c-74

Bridge Role

Designated Bridge

VLAN MembersS .. ... ennnn 20
Regional Root Identifier ........ 4096 00-00-cd-24-03-4e
Designated Bridge ............... 4096 00-00-cd-24-03-4e
Root Path Cost ............ ... ... 200000
Root Port ..........iiiiiiinnnn.. 2
Designated Port ................. 128:1
Topology Changes:
Time Since Topology Change .... 95
Topology Change Count ......... 3
Topology Change ............... FALSE

MSTI

MSTOOOOOO ID

Bridge Identifier

gooo0o00o0oO0OO0O000O0O0OO0O00DU0DLD MACOOODODODODOOOO

Bridge Role

00000000 Regional Root Bridge Designated Bridge OO 00 O

VLAN Members

00 VLANO VLAN ID

O54:MSTOOOOOOIDOOO

MSTI

MSTOOOOOO ID

Bridge Identifier

o0o00ooooooooU0oooooooo MACOODOOOO
gooo

Bridge Role

0000000 0Regional Root Bridgel Designated Bridge O O
gog

VLAN Members

00 VLANO VLAN ID

Regional Root Identifier

Oo0ooooooooMSTOODODOOODODDODODODODOODOOOO
googooo

Designated Bridge

goooobooobooooo

Root Path Cost

goooooooooMSTOODOODODOODODOODODOODODOODOODOO
googn

Root Port

0000000000000 00000000 N/ADODOOODO

Designated Port

0000000000000000000000DD00 N/ADODOD
goo

Time Since Topology Change

000 Topology Change D0 0D O0000DDOO0ODOOO

Topology Change Count

goooon

Topology Change D 00O OO0
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SHOW MSTP MSTI

Topology Change Topology Change 0 000000

O55:-MSTOOOOOO IDOOO

goooog

DISABLE MSTPO 158 0 0 0O O
ENABLE MSTPO 186 0 00 0O
SETMSTPO231 0000

SET MSTP MSTI PORTO 237 0 0 0O
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SHOW MSTP MSTI PORT

SHOW MSTP MSTI PORT

000000000000 /0OOO0OO0OO0OD0DO0OD0000D00000000MSTPO

SHOW MSTP MSTI=instance PORT[={port-I1ist|ALL}]

instance: MST O 00O 0 00 IDO 1040940
port—list:[l[l[l[l[l[l[l[I[IDlDDDDDDDDDDDDDDDDDDDDDD

g

ooooMSTOOOOOOOOOoOooooooooo MSTPOOOODOOO
goooog

MSTI MSTOOOOOO ID
PORT 0OOOODO

gooooogon

Manager > show mstp msti=10 port=1

MSTI 10 Port Information

Port Number ......... ...t eennnnnen. 1
Port Identifier ........... ..., 128:1
Port ROLE .. i ittt ittt e e e e e Designated Port

Port State .......ii i Forwarding

Switch Port State .................... Enabled
Link Status ... iiin ittt i e e e Up
Port Path Cost ......... ... ... .. .. ..... 200000

Designated Bridge ...........iiuiui.... 4096 : 00-00-f4-27-2c-74

Port ROLE .. i ittt ittt e e e e e Designated Port

Port State .......ii i Forwarding

Switch Port State .................... Enabled
Link Status . ...ttt i it i e e ee Up
gooooa CentreCOM 8700SLO 000 ODOOOOOOOOO 2.9

J613-M0019-01 Rev.P

Designated Port ..........c.c.ciiiiniinnn.. 128:1
Regional Root Path Cost .............. 0

Manager > show mstp msti=20 port=1

MSTI 20 Port Information

Port Number ......... ...t eennennn. 1
Port Identifier ........... ... ..., 128:1
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SHOW MSTP MSTI PORT

Port Path Cost ........... ... ... .. ... 200000
Designated Bridge ...........iiiii.... 8192 : 00-00-f4-27-2c-74
Designated Port ...................... 128:1
Regional Root Path Cost .............. 200000
Port Number ooooo
Port Identifier oo uoooobobbooooboooo
Port Role 0000000 Alternate PorttBackup PortCDesignated PortCDisabled
Port0 Root Portl] Master Port 0 00 O O
Port State 0 00000 O Disabledd Discardingll Learningl] Forwarding O O O O
O
Switch Port State OU0000O000000000OEnabled O Disabled
Link Status 0000000000000o0000UpO Down
Port Path Cost ooooo
Designated Bridge 0ooo0oO0oooooooooo
DesignatedPort Ooooooooooooo BPDUODOOODOOOODOOOOOOO
RegionalRootPathCost ooooooooooMSTOOOODOODOOOOoOoODOoOooooooooo
oo
0 56:
gooooo

DISABLE MSTPO 158 0 0 0O O

DISABLE MSTP MSTIPORTO 161 0 0 OO
ENABLE MSTPO 186 0 000

ENABLE MSTP MSTIPORTO 19000 0O O
SET MSTP MSTIO 236 0 00O O

SET MSTP MSTI PORTO 237 0 0 0O
SHOW MSTP CIST PORTO 3000 0O O
SHOW MSTP MSTIO 306 0 00 O
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SHOW PORTAUTH

SHOW PORTAUTH

O000o0ooooooo /00000

SHOW PORTAUTH [={8021X|MACBASED}]

0000000 O08IXoooMACODODODUODDUOUODODOUOooooooooooo

goooog

PORTAUTH 000000 0O0O8021XH802.1X 00O MMACBASEDOMACOOODODOOOOOOOOO

o000 8IXooooooo

gooooogon

Manager > show portauth=8021x

802.1X System
SystemAuthControl............ ENABLED
Global Username.............. portAuthPortAuth
Global Password.............. portAuthPortAuth
Global Encryption Method..... Standard
Number of Multi Supplicants.. 0 (1limit 480)
Port PAE Capabilities
portl Authenticator (Single)
port2 Authenticator (Single)
port3 Authenticator (Single)
port4d Authenticator (Single)
porth Authenticator (Single)
port6 Authenticator (Single)
port7 Authenticator (Single)
port8 Authenticator (Multi)
port9 None
portl0 None
portll None
portl?2 None
portl3 None
portld None
portlhs None
portl6 None

ogooooo

Protocol Version

B R R R R R R R R RRRRPRPRR
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SHOW PORTAUTH

portl7 None 1
portl8 None 1
portl9 None 1
port20 None 1
port21l None 1
port22 None 1
port23 None 1
port24 None 1
port25 None 1
port26 None 1
Manager > show portauth=macbased
MAC Based Authentication System
SystemAuthControl............ ENABLED
Number of Supplicants........ 0 (1limit 480)
Use hyphen................... YES
Port PAE Status
portl Disabled
port2 Disabled
port3 Disabled
port4d Disabled
porth Disabled
porté Disabled
port7 Disabled
port8 Disabled
port9 Enabled
portl0 Enabled
portll Enabled
portl2 Enabled
portl3 Enabled
portl4 Enabled
portl5 Enabled
portlé Enabled
portl7 Disabled
portl8 Disabled
portl9 Disabled
port20 Disabled
port21l Disabled
port22 Disabled
port23 Disabled
port24 Disabled
port25 Disabled
port26 Disabled
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SHOW PORTAUTH

SystemAuthControl 8021X0000000000

Global Username Supplicant 0 00000 00Supplicant 000000000000
vbooooooooboooooooooooooogooooan
vbooooooooboooooooooooooogooooan
goooooooodoo

Global Password Supplicant 0 00000 00Supplicant 000000000000
vbooooooooboooooooooooooogooooan
vbooooooooboooooooooooooogooooan
goooooooodoo

Global Encryption Method Supplicant 0 00000000000 0Standardd OTPO OO O
0
Global Encryption Type Supplicant 0000000000000 OTPOOOODOOOOO

O0ooo0o0OoooooooooooooMD4OMDSOOOO0OO
Number of Multi Supplicants ~ Supplicant 000000 000000000000000 Supplicant

goooo

Port gbobobooooobooboboooo

PAE Capabilities 8021X 000000000000 00DO OO Authenticator (Sin-
gle)U Authenticator (Multi)O Supplicantd BothD None O O O [
U

Protocol Version EAPOLOOO0OOO0OO0OOO

0 57: PORTAUTH=8021X0O OO

SystemAuthControl MACOOOOOOOOOOOOO

Number of Supplicants  Supplicant 000 0000000000000000O000O Supplicant O
gogo

Use hyphen RADIUSOOOOOOOOOOOODOOOOOOOODOOOOOODODOO
gbooboooooao

Port gboobooobooboooooooboon

PAE Status oooooooOoooooo MACODOOOODODOOOOO

0 58: PORTAUTH=MACBASED 00O O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 108 0 0O O
ENABLE PORTAUTHO 191 000 0O

ENABLE PORTAUTH PORTO 193 000 O

SET PORTAUTH HYPHENO 238 0 0 OO

SET PORTAUTH PORTO 240000 O

SET PORTAUTH PORT SUPPLICANTMACO 2440000

SHOW PORTAUTH COUNTERO 3150000
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SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 O O O
SHOW PORTAUTH PORTO 3220000
SHOW PORTAUTH TIMERO 328 0O OO
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SHOW PORTAUTH COUNTER

SHOW PORTAUTH COUNTER

O000o0ooooooo /00000

SHOW PORTAUTH[=8021X] COUNTER PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

O00000 8021XOODooooooooooo
goooog

PORTAUTH 0000000000 OCOOO0O 8021X0802.1XODODOOOOOOOODODO 8021XO OO
goboogooooobooobooobo
PORT O0O0O0O0O0OOOOOOOOOO

gooooogon

Manager > show portauth counter port=5
802 .1X Counters

porth
PAE TYDC . v e e et et e et eeeee Authenticator
Last EAPOL Frame Version.... 1
Last EAPOL Frame Source..... 00-00-e2-59-56-48
Receive Transmit
EAPOL FramesS. . .....uoueeeeen. 32 EAPOL Frames............... 122
EAPOL Start Frames......... 0 EAP Reqg/Id Frames.......... 70
EAPOL Logoff Frames........ 0 EAP Request Frames......... 3
EAP Resp/Id FramesS......... 29

EAP Response Frames........
EAP Length Error Frames....
Invalid EAPOL Frames.......

Manager > show portauth counter port=7
802 .1X Counters

Authenticator - Attached Supplicant(s)
Last EAPOL Frame Source..... 00-00-£f4-95-30-6a
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SHOW PORTAUTH COUNTER

Last EAPOL Frame Version....
Receive

EAPOL Start Frames....

EAPOL Logoff Frames...

EAP Resp/Id Frames....

EAP Response Frames...

Invalid EAPOL Frames..

Last EAPOL Frame Version....

Receive

EAPOL Start Frames....
EAPOL Logoff Frames...
EAP Resp/Id Frames....

EAP Response Frames...
Invalid EAPOL Frames..
Supplicant
Last EAPOL Frame Version....
Last EAPOL Frame Source.....
Receive
EAP Req/Id Frames........

EAP Request Frames.......
Invalid EAPOL Frames.....

MAC AdAresSsS. . v v v v i ennn.

EAPOL FrameS..........

MAC AdAresSsS. . v v v e it i ennn.

EAPOL FrameS..........

EAPOL FramesS.............

EAP Length Error Frames....

... 00-00-e2-59-56-48

Transmit
EAPOL FramesS..........eue...
EAP Req/Id FramesS..........

EAP Request Frames.........

EAP Length Error Frames....

Transmit
EAPOL FramesS.........oeue...
EAP Reqg/Id FramesS..........

EAP Request Frames.........

EAP Length Error Frames....

Transmit
EAPOL Frames...............
EAPOL Start Frames.........
EAPOL Logoff Frames........
EAP Resp/Id Frames.........

o O O o o
O O O W W

EAP Response Frames........

Interface

goboobooobooobooobo

PAE Type

8021X 000000000000 DODUDDO Authenticatord
Supplicant0 Both 0O 0 00O

Authenticator 000 00O

Last EAPOL Frame Version

O000O00oo EAPOLOOODODOODOOO

MAC Address

000000000000 Supplicantd MACOOOO

Last EAPOL Frame Source

0000000 EAPOLOODOOOOODO MACOOODO

EAPOL Frames(Receive)

EAPOLOOOOOOOOO

EAPOL Start Frames(Receive)

EAPOL-Start 0 0 OO OO 0OO

EAPOL Logoff Frames(Receive)

EAPOL-Logoff 00D 00000

EAP Resp/Id Frames(Receive)
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SHOW PORTAUTH COUNTER

EAP Response Frames(Receive) EAP-Response 00000000

EAP Length Error Frames(Receive) 0000 EAPODDOO0O0OOOLengthOOOOOO0OO0O0DODO
goooooo

Invalid EAPOL Frames(Receive) 0000 EAPOLOOOOOO0OOOTyped0O0DOO0ODOO
gooooooo

EAPOL Frames(Transmit) EAPOLOOODOOOOOO

EAP Req/Id Frames(Transmit) EAPOL-Request/Identity D0 000000

EAP Request Frames(Transmit) EAP-Request 0 0000000

Supplicant 0 00000

EAPOL Frames(Receive) EAPOLOOOOODODOO

EAP Req/Id Frames(Receive) EAPOL-Request/Identity D0 000000

EAP Request Frames(Receive) EAP-Request 1 0000000

Invalid EAPOL Frames(Receive) 0000 EAPOLOOOOO0OOOTypeO00DOOODOO

gooooooo
EAP Length Error Frames(Receive) 0000 EAPODOO0O0OOOLengthOOD0OO0OOO0O0O0ODO

goooooo
EAPOL Frames(Transmit) EAPOLOOOOODOOOO
EAPOL Start Frames(Transmit) EAPOL-Start 0 0 OO 0OO0OO
EAPOL Logoff Frames(Transmit) EAPOL-Logoff 000 0O0ODO
EAP Resp/Id Frames(Transmit) EAP-Response/Identity 00000000

EAP Response Frames(Transmit) EAP-Response D 0000000

0 59:

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 108 0 0O O
ENABLE PORTAUTHO 191 0 00O

ENABLE PORTAUTH PORTO 193 000 O

SET PORTAUTH PORTO 240000 O

SET PORTAUTH PORT SUPPLICANTMACO 2440000

SHOW PORTAUTHO 311 0000

SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 00 O
SHOW PORTAUTH PORTO 3220000

SHOW PORTAUTH TIMERO 328 0 0 OO
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SHOW PORTAUTH MULTISUPPLICANT PORT

SHOW PORTAUTH MULTISUPPLICANT PORT

O000o0ooooooo /00000

SHOW PORTAUTH [={8021X|MACBASED}] MULTISUPPLICANT PORT={port-1list|ALL}
[SUPPLICANTMAC=macadd]

port—list:[I[I[I[I[I[I[I[I[IDlDDDDDDDDDDDDDDDDDDDDDD
macadd: MAC 0 0 0 O O xxX-XX-XX-Xx-xx-xx 0 0 0 0

g

802.1X Multi-Supplicant 00 D0 00 00 00 Authenticator DO 00D ODOOMACOOOO0O0OOO
000o0o0ooooooOoOo/oboooooo Supplicantl]l]l]l]l]l]l]l]l]

goooog
PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOOODOOOOOOOOOO
0000 8IXooooooo

PORT COOOO0OOODOODOOOOOOO
SUPPLICANTMAC Supplicant0 MACO OO OO

gooooggon

Manager > show portauth multisupplicant port=8

802.1X Multi-Supplicant Configuration

Interface: port8

Multi-Supplicant Authenticator
Number of Multi Supplicants........... 1
Default Settings
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod..... ..o 30
suppTimeout. . ... ..coviiieennnn.. 30
serverTimeout................. 30
MAXREQ . « v v et et e et et e 2
reAuthMax.......... ... 2
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan. ........ououuiunnn.. On
Lrap. ..ottt i e e e e None
mibReset.......... ... ... ... Enabled
vlanAssignment................ Enabled
Attached Supplicant (s)
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SHOW PORTAUTH MULTISUPPLICANT PORT

MAC AdAreSS. .t v i it ii e 00-00-£f4-95-30-6a
Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod..... ... 30
suppTimeout . ... ..o viii v .. 30
serverTimeout................. 30
MAXREQ . « v v v et et e et et e 2
reAuthMax.......... ... o 2
reAuthPeriod........ ... ... ... 1800
reAuthEnabled................. True
keyTransmissionEnabled........ False (not supported)
adminControlledDirections..... Both (not supported)
secureVlan. ........uouvvunnn.. On
Lrap. ..ot i e e e e None
mibReset.......... ... ... ... Enabled
vlanAssignment................ Enabled

Manager > show portauth=macbased multisupplicant port=9

MAC Based Authentication Configuration

Interface: port9

PAE Status............... Enabled

Number of Supplicants.... 1

Default Settings
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod............... ... 3600
reAuthEnabled................. False
secureVlan.........uouvuvuiunn... On
Lrap. ..ottt e e e None
mibReset.......... ... ... .. ... Enabled
vlanAssignment................ Enabled

Attached Supplicant (s)

MAC AdAressS. ... iiiinnenen.. 00-00-£f4-22-33-44
Authenticator PAE State....... INITIALISE
Port Status............ ... ..., unauthorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod............... ... 3600
reAuthEnabled................. False
secureVlan.........ououvuviunnn.. On
Lt © TS Both
mibReset.......... ... ... . ... Enabled
vlanAssignment................ Enabled

ogooooo CentreCOM 8700SLO 000 DODO0DOOOOOOO 2.9
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SHOW PORTAUTH MULTISUPPLICANT PORT

Default Settings

00000000000 Supplicant 000000000000

Attached Supplicant(s)

00000000 Supplicant 000000000000 DOO00OODO
0000000000000 Supplicant000 00

Authenticator PAE State

Authenticator 0 0 0 O O O OINITIALISEO O O O 00 DISCON-
NECTEN O 0 O MCONNECTING 0O O 0 MAUTHENTICATING
0000 MM AUTHENTICATEDO O 0O 0 O I ABORTINGO 0O O O
OO0MMHELDO OO0 MMFORCEAUTHIO OO OO OOO OO O M
FORCEUNAUTHM OOOOOOOOOOOoOoOO

Port Status

0000000 unauthorisedD OO0 0O OO authorised0 O OO OO

Backend Authenticator State

00000000 IDLE OO0 OMINITIALISE O O O MRESPONSE
O Supplicant 000 0O O MMREQUESTO 000D O0O0O0OODOOM
SUCCESSO OO O OMmMFAILO OO OO MM TIMEOUTO O OOOO
goooooo

AuthControlPortControl

J0o0ooooooooDnDAutoc0 000D oooooooooo
0 M forceUnauthorisedd 0O 0O O O O O [ forceAuthorisedd O O O
gooooooood

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD

txPeriod Supplicant O EAPOLOO0O0ODOO0OOOOOOOOO

suppTimeout Supplicant O EAP-Request 00 0O 0 O O O Supplicant 0 00 OO
gooooooo

serverTimeout RADIUSOOD OO Access-Request 01 00000 O0RADIUSO O
ggoodoooooooooo

maxReq Supplicant 0 000 EAPOL-Request 0 DO 00000000

reAuthMax 00000000 EAPOL-Request 000 0000D0OO0O

reAuthPeriod Supplicant 0 0000000000

reAuthEnabled gooooooogo

keyTransmissionEnabled ooooo

adminControlledDirections ooooo

secureVlan 000000 VLANOODOO20000000000 Supplicant O
OO0 VLCANODOOODODOoOOooooo Supplicantl]l]l]l]l]l]l]l]l]
ggboodoooouooog

trap O0oo0ooooooo SNMPOOOOOODOODOOOOODOOOOO
godoooooooooo

mibReset gd Supplicantl]l]l]DDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODDDOO

0 60: PORTAUTH=8021X0O OO

Default Settings

00000000000 Supplicant 000000000000

Attached Supplicant(s)
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SHOW PORTAUTH MULTISUPPLICANT PORT

Authenticator PAE State Authenticator 0 0 0 O O O OINITIALISEO O O O 00 DISCON-
NECTEDD 0 O 0 MCONNECTING 0 O O MAUTHENTICATING
0000 m AUTHENTICATEDO O O O O 0 ABORTINGO O 0O O
OO0MMHELDO OO0 MMFORCEAUTH OO OO OO O OO O M
FORCEUNAUTHM OOOOOOOOOoOOooOoOn
Port Status 0000000 unauthorisedd 00 0 00O authorisedD 00 00 O
Backend Authenticator State 0000000 0OIDLE OO0 OINITIALISE O 0O O TRESPONSE
DSupplicantDDDDDDEDREQUESTDDDDDDDDDDDDED
SUCCESSO O OO0OMFAILOOD O OO MM TIMEOUTO O OO OO
gooooogo
AuthControlPortControl 000000000000 DAutc0 000000000000 00O0
0 [ forceUnauthorisedd O 0 O O O O [ forceAuthorised O 0 O
goboogooogg

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD
reAuthPeriod Supplicant 0 0000000000

reAuthEnabled gooooooogo

secureVlan 000000 VLANOODOO20000000000 Supplicant O

00 VLANOODOOOODOO0OOOO Supplicant000000000O
gobooobooooobooooo

trap o0ooooooooo SNMPOOOOOODOODOOOOODOOOOO
godoooooooooo

mibReset gd Supplicantl]l]l]DDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODODDOO

0 61: PORTAUTH=MACBASED 00O O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 108 0 0O O
ENABLE PORTAUTHO 191 0 00O

ENABLE PORTAUTH PORTO 193 000 O

SET PORTAUTH PORTO 240000 O

SET PORTAUTH PORT SUPPLICANTMACO 2440000

SHOW PORTAUTHO 311 0000

SHOW PORTAUTH COUNTERO 3150000

SHOW PORTAUTH PORTO 3220000

SHOW PORTAUTH TIMERO 328 0 0 OO
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SHOW PORTAUTH PORT

SHOW PORTAUTH PORT

O000o0ooooooo /00000

SHOW PORTAUTH [={8021X|MACBASED}] PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

000000000000 00ooOeNIXoooMACOODODODODODODOoooooooo
goooog

PORTAUTH 000000 0O00O8021XH802.1X 0O MMMACBASEDOMACOOODOOOOOOOOOO
o000 8IXooooooo
PORT OOOOOOOOOOOOOODOO

gooooogon

Manager > show portauth=8021x port=1

802.1X Configuration

Interface: portl

PAE Ty i v v et et e e e et e e e e e e e Authenticator
Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod..... ..o 30
suppTimeout .. ... ..coviieennn.. 30
serverTimeout................. 30
MAXREQ . « v v et et e et et e 2
reAuthMax.......... ... 2
reAuthPeriod.................. 3600
reAuthEnabled................. False
piggyBacKk. ... ... True
keyTransmissionEnabled........ False (not supported)
adminControlledDirections..... Both (not supported)
guestVlan........... ... None (VLAN ID=0)
Lrap. ..ottt e e e None
vlanAssignment................ Enabled
Auto Authenticate ............ False
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SHOW PORTAUTH PORT

Manager > show portauth=8021x port=7
802.1X Configuration

Interface: port7

Multi-Supplicant Authenticator

Number of Multi Supplicants... 0
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod..... ..o 30
suppTimeout .. ... ..coviieennn.. 30
serverTimeout................. 30
MAXREQ . « v v et et e et et e 2
reAuthMax.......... ... o 2
reAuthPeriod........ ... ... ... 3600
reAuthEnabled................. False
secureVlan. ........uouviunnn.. On

Crap. ..ottt i e e e None
mibReset.......... ... ... ... Enabled
vlanAssignment................ Enabled
Auto Authenticate ............ False

Attached Supplicant (s)

MAC AdAresSsS. ... vt en.. 00-00-e2-59-56-48
Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod..... ..o 30
suppTimeout . ... ..o viiiee .. 30
serverTimeout................. 30
MAXREQ . « v v e et et e et et e 2
reAuthMax.......... ... 2
reAuthPeriod............ ... ... 3600
reAuthEnabled................. False
keyTransmissionEnabled........ False (not supported)
operControlledDirections...... False (not supported)
secureVlan. ........uouvvunnn.. On
Lrap. ..ottt i e e e e None
mibReset.......... ... ... ... Enabled
vlanAssignment................ Disabled

Manager > show portauth=macbased port=10

MAC Based Authentication Configuration

Interface: portl0

gooooo CentreCOM 8700SLO 000 DO0O0OOOOO0OOO 2.9
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SHOW PORTAUTH PORT

Attached Supplicant (s)

MAC AddresS...........

PAE Status.............. Enabled
Number of Supplicants......... 1
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod............... ... 3600
reAuthEnabled................. False
secureVlan.........uouvuvuiunnn... On
Crap. ..o it i e e None
mibReset........ ... .. ... ... Enabled
vlanAssignment................ Enabled
Auto Authenticate ............ False

......... 00-00-£f4-42-01-6b

Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod........... ... ... 3600
reAuthEnabled................. False
secureVlan.........ououvuvuiunnn... On
Lrap. ..ottt e e None
mibReset........ ... .. ..., Enabled
vlanAssignment................ Enabled
Interface goboooooooooooobooo

PAE Type

802.1XODOOUODDODOUOODOOOODDO O Authenticator™ Sup—
plicant0 BothO OO OO

Authenticator 0000 00O

MAC Address

Supplicant 0 MACO O OO

Authenticator PAE State

Authenticator 0 0 0 O 0O 0O O INITIALISEC O 0O O (11 DISCON-
NECTEDO O 0O O MCONNECTINGD 0 0 O LD AUTHENTICAT-
INGD 000 MAUTHENTICATEDD O O O O I ABORTINGO O
ODO0O0OO0MMHELDDOD D OO MM FORCEAUTHO O OOOoooOd
OO0 MM FORCEUNAUTHM OO OODODOOOooooooodg

Port Status

00000 0O0unauthorisedd O 0 0O 00 authorisedd OO 0O 0O O

Backend Authenticator State
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O00O0OO0O0OOIDLED OOO O M INITIALISED O O O [ RE-
SPONSED Supplicant 0 00000 MREQUESTO O OO OOO0O
0000 MmSUCCESSHD 0000 MM FAILO O 00O M TIMEOUT

gobogooooobogoo

gooogo




SHOW PORTAUTH PORT

Number of Multi Supplicants

Multi-Supplicant 0 0000 00 802.1X Supplicant O O

AuthControlPortControl

00000000000 DAutoD D000 O0O0DO0o0ooOooog
0 O M forceUnauthorisedd O O O O O O M forceAuthorisedd O
gooooooooooo

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD

txPeriod Supplicant O EAPOLOO00DOOOODOOOOOOO

suppTimeout Supplicant 0 EAP-Request 0 O 0O 00O 0O OSupplicant 000 00
gogoooooo

serverTimeout RADIUSOO0D0DOO Access-Request 01 0000 0ORADIUSOO
gogogooooooboooon

maxReq Supplicant 0 0 00 EAPOL-Request 0 0000000000

reAuthMax 00000000 EAPOL-Request 00000000000

reAuthPeriod Supplicant 00000000000

reAuthEnabled goooooooo

piggyBack Single-Supplicant 0 00 0000000000000 Supplicant

gooboboobboooboobbbbooooobobobboooooo
RN

keyTransmissionEnabled ooooo

adminControlledDirections ooooo

secureVlan 000000 VLANOOOO20000000000 Supplicant
000 VLANOODOOOoDoooooo SupplicantDDDDDDD
gooooooooooooooo

trap OoodooooooooSNMPOOOOODOODODOOOOOOO
gogooooooooboooon

mibReset gd Supplicantl]l]l]l]DDDDDDDDDDD

vlanAssignment oooooo VLANDOOOODOoOO

Auto Authenticate

googn

Supplicant 0 00000

heldPeriod

000000 Authenticator 00 000000000000

authPeriod

Authenticator O EAP-Response 0000 000000 O Authen-
ticator 00000000 OOOOO

startPeriod

Authenticator 0 EAPOL-Start 00 0000000000000

maxStart

goooon

EAPOL-Start 0 0 000000000 OSupplicant 000 OO
EAPOL-Start 0 D0 OO0 MAXSTARTO OO OOOOOOOO
O0O0OAuthenticator U0 00000000000 OOOOOO
good
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SHOW PORTAUTH PORT

Supplicant PAE State

Supplicant 0 0 O O O O O Authorised O Unauthorised O O O O
O

0 62: PORTAUTH=8021X0O OO

Interface

goboboboooboooboooboo

PAE Status

0000000 oUooo MACOODODOooDoOoODOODOOO

Number of Supplicants

MAC 00O Supplicant 0 O

MAC Address

Supplicant 0 MAC OO OO

Authenticator PAE State

Authenticator 0 0 0O O O O OINITIALISEO O O O 00 DISCON-
NECTEN O 0 O MCONNECTING 0O O 0 MAUTHENTICATING
0000 MM AUTHENTICATEDO O 0 0 O I ABORTINGO 0O O O
OO0MMHELDO OO0 MMFORCEAUTHO O OO OO0 O OO O M
FORCEUNAUTHM OOOOOOOOOOOOOoOO

Port Status

0000000 unauthorisedD OO0 0O OO authorised0 O OO OO

Backend Authenticator State

00000000 IDLE OO0 OMNITIALISE O O O RESPONSE
O Supplicant 000 00O MMREQUESTO 000D O0O0O0ODOM
SUCCESSO OO O OMmMFAILO OO OO MM TIMEOUTO O O OOO
goooooo

AuthControlPortControl

J0oooooDoooooDDAuto0 0 0oDoooooooooooo
0 M forceUnauthorisedd 0O 0O O O O O [ forceAuthorisedd O O O
gooooooood

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD

reAuthPeriod Supplicant 0 0000000000

reAuthEnabled gooooooogo

secureVlan 000000 VLANOODOO20000000000 Supplicant O
OO0 VLCANODOOODODODOoOooooo SupplicantDDDDDDDDD
ggboodoooouooog

trap O0oo0ooooooo SNMPOOOOOODOODOOOOODOOOOO
godoooooooooo

mibReset gd Supplicantl]l]l]DDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODDDOO

Auto Authenticate

gobooooooobooobooboboobo

goooog

0 63: PORTAUTH=MACBASED 00O O

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 108 0 0O O
ENABLE PORTAUTHO 191 0 00O

ENABLE PORTAUTH PORTO 193 000 O

SET PORTAUTH PORTO 240000 O
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SET PORTAUTH PORT SUPPLICANTMACO 2440000
SHOW PORTAUTHO 311 0000

SHOW PORTAUTH COUNTERO 315000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 00 O
SHOW PORTAUTH TIMERO 328 0 0 OO

SHOW PORTAUTH PORT
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SHOW PORTAUTH TIMER

SHOW PORTAUTH TIMER

O000o0ooooooo /00000

SHOW PORTAUTH[={8021X|MACBASED}] TIMER PORT={port-list|ALL}

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

0000000000000 0ooOOo8N21IXODDODODDOD MACOODODODODODODODODODODODODOOOOOOO
goooo

goooog

PORTAUTH 000000 0O00O8021XH802.1X 0O MMACBASEDOMACOOODOOOOOOOOOO
0000 8IXooooooo
PORT OOOOOOOOOOOOOODOO

gooooogon

Manager > show portauth=8021x timer port=7
802.1X Timers

Interface: port7 PAE TYPE . ettt tieeeeeenn Both
Authenticator
awhile quietWhile reAuthWhen txWhen
00 00000 00048 00000
Supplicant
authwhile heldwhile startWhen
00 00000 20

Manager > show portauth=8021x timer port=8
802.1X Timers

Interface: port7 PAE TYPE . ettt tieeeeeenn Both
Attached Supplicant: 00-00-e2-59-56-48
awhile quietWhile reAuthWhen txWhen

00 00000 00000 00000

Attached Supplicant: 00-00-f4-95-30-6a

awhile quietWhile reAuthWhen txWhen
00 00000 00000 00000
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SHOW PORTAUTH TIMER

Supplicant
authwhile heldwhile startWhen
00 00000 26

Manager > show portauth=macbased timer port=2

MAC Based Authentication Timers

Interface: port2

Supplicant quietWhile reAuthWhen
00-00-f4-42-01-6b 00000 00000
Interface gooooooocooooboooon
PAE Type 8021X0000000000000000O AuthenticatorOSupplicantd

BothOOGO OO

Authenticator 0 0 00O O

aWhile Supplicant O EAP-Request 000 00O 0O Supplicant 0000000
O0000IMMOO0OO0OORADIUSOOO OO Access-Request 0 00 O
OOORADIUSOOOOODOOODOOOOOOOUOOMOOODOOODOO
SUPPTIMEOUT O OO 000D O0OODOOOODOO SERVERTIMEOUT
ogooooboooood

quietWhile DDDDDDSupplicantDDDDDDDDDDDDDDDDDDDDDD
QUIETPERIOD O OO OO0 OOOOOOOOO

reAuthWhen Supplicant 0 0 0000000000000 MMREAUTHPERIOD OO
goodoooooooooo

txWhen Supplicantl] EAPOLOOOO0OOOOOOOOOOOODOOOOOTX-

PERIOD 0000000000 OOOOO

Supplicant 00000

authWhile Authenticator O EAP-Response U 00 000 00 OO O Authenticator
000000000000 MmMmAUTHPERIOD OO OOOoOOoOoOoOoQo
oo

heldWhile OO000O0OAuthenticator 0000 000000000000 OOOOOO
HELDPERIOD OO OO OOOOOOOOOOO

startWhen Authenticator 0 EAPOL-Start 0 0000000000000 O0O00OOI

STARTPERIOD O OO OO0OOOOODOOOOO

0 64: PORTAUTH=8021X0O OO
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SHOW PORTAUTH TIMER

Interface voooooooooooooooon
Supplicant MAC OO0 Supplicant0 MACO O OO
quietWhile OU00000Supplicant0 000000000000 O000000OOOQUI-

ETPERIOD 0000000 OOOOOOOO
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SHOW PORTAUTH TIMER

reAuthWhen Supplicant 0 00 000000000000 REAUTHPERIODOOOOOO
goooooooo

0 65: PORTAUTH=MACBASE O OO

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 108 0 0O O
ENABLE PORTAUTHO 191 0 00O

ENABLE PORTAUTH PORTO 193 000 O

SET PORTAUTH PORTO 240000 O

SET PORTAUTH PORT SUPPLICANTMACO 2440000

SHOW PORTAUTHO 311 0000

SHOW PORTAUTH COUNTERO 3150000

SHOW PORTAUTH MULTISUPPLICANT PORTO 318 0 00 O
SHOW PORTAUTH PORTO 3220000
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SHOW QOS HWPRIORITY

SHOW QOS HWPRIORITY

O0000000ooooo / QoS

SHOW QOS HWPRIORITY

g

QoS00 D08021Q/8021p 000D D0LOILUDOOODDOOOOODODODOODOOOODODOODOOO
gbobooooboobobo

gooooogon

Manager > show gos hwpriority
QO0S Priority Mapping

Priority Value Egress Queue

Priority Value goooobooooboobbobboo
Egress Queue goooopbooobooboobbooboobbon

0 66:

goooog

SET QOS HWPRIORITYO 249 00 0O
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SHOW QOS HWQUEUE

SHOW QOS HWQUEUE

O0000000ooooo / QoS

SHOW QOS HWQUEUE

g

gobooboobobooboooboobbobboobooboobbooo

gooooogon

Manager > show gos hwqueue
QO0S Egress Queue Configuration
Queue Number Max Packets Max Latency (microseconds)
0 None None
1 None None
2 None None
3 None None
Queue Number Jooooooo30ooooooooooonoo
Max Packets ooooooooo
Max Latency (microseconds) oooooooUoooooUoooooo
0 67:
ooooon

SET QOS HWQUEUEO 251 0000
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SHOW STP

SHOW STP

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

SHOW STP[={stpname|ALL}] [SUMMARY]

stpname: STPO0000001015000000000000000_ 000000000000 O0OOOOOOO
ooo

0

STPO00000O00O0OO0OOO0O
goooog

STP STPUOOOUOU0U0OU0OODO ALLOODOODODOOD STPOOODOODOOODUODODODO
SUMMARY STPOOOO0OOOOOOOOOOOOOOO

gooooogon

Manager > show stp
STP Information
Name .......oouvuiininnnn. default
Mode .......coiiiiiin Standard
RSTP TYDPE « v v v tieeee e (n/a)
VLAN members .......... default (1)
white (10)
orange (20)
beige (30)
uplink (1000)
Status ....... .. 0 L. ON
Number of Ports ....... 24
Number Enabled ...... 24
Number Disabled ..... 0
Bridge Identifier ..... 32768 : 00-90-99-40-4£-00
Bridge Priority ....... 32768
Designated Root ....... 32768 : 00-90-99-40-4£f-00
Root Port ............. (n/a)
Root Path Cost ........ 0
Max AGE « v v v v eeeeeee e 20
Hello Time ............ 2
Forward Delay ......... 15
Switch Max Age ........ 20
Switch Hello Time ..... 2
Switch Forward Delay .. 15
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Hold Time ............ 1
TC ettt False
TC Detected .......... False
Number of TC ......... 1
Time since last TC 126
Manager > show stp
STP Information
Name .......ovuvuvninnnn. default
Mode . ... Rapid
RSTP TYDPE '« v v v tieeee e Normal
VLAN members .......... default (1)
Status ........ .0 0L ON
Number of Ports ...... 26
Number Enabled ..... 26
Number Disabled ..... 0

Bridge Identifier ....
Bridge Priority ......
Root Bridge ..........
Designated Bridge ....

32768 : 00-00-£f4-27-2c-74

32768

32768 : 00-00-cd-24-03-66
61440 : 00-00-cd-08-17-0c

Root Port ............ 5
Root Path Cost ....... 220000
MaxX AJE v vt v e eeeenenn 20
Hello Time ........... 2
Forward Delay ........ 15
Switch Max Age ....... 20
Switch Hello Time ..... 2
Switch Forward Delay 15
Transmission Limit 3
Number of TC ......... 2
Time since last TC 26

SHOW STP

STP Name Mode Ports Enabled Ports Disabled Bridge Role
default Standard 24 0 Root Bridge
Name STPOOOOO
Mode STP OO 0000 O Standardd 802.1d0 O Rapidd 802.1wO
RSTP Type Rapid STPO OO 00O ONormal O STP Compatible
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SHOW STP

VLAN members

OO0 VLANODOOOOO VLAN ID

Status

STPOOO0COOOOOONO OFF

Number of Ports

STPO00000000000000O0OO0

Number Enabled

goboooobooboo

Number Disabled

gooboooboogobogoo

Bridge Identifier

goooo0oU00000DU0ODUUODoDUoDOD MACOOODODDOODOOO

Bridge Priority

goboooobooboo

Designated Root

O000000000000000Standard0 000000000000

Root Bridge

0000000000000 000Rapid00D0O00O0OO0O0OODOO

Designated Bridge

0000000000000 00Rapid00O0OO0O0OOOO0OOO

Root Port 000000000000000000000 (n/a)DOooooOoo
Root Path Cost gooooooooboobbooboobbooo

Max Age gobooobpooobmooboooobobooboobbon
Hello Time gobooboo™mobobooboogooboooobooobo

Forward Delay

gobooboobooboobomobbobboobpooooboonoo

Switch Max Age

0000000000000 O0OOSET STPOOODOO MAXAGEODOODO
gbmobobbobbooboooboooboboobo

Switch Hello Time

000000000000 O0OSET STPOUOOOO HELLOTIME O OO O
gbmobobobobboobooobooobooboobo

Switch Forward Delay

0000000000000 0D00000SET STPUO OOOO FORWARD-
DELAYOODOOOODmMOODODODOo0oOoDoDoooooooooooooon
U

Hold Time

00000000 Configuration BPDUOOOODODOOO0OODOODODO

00Mo0oodoooDoogoooooooolooooooogoooodg

Standard 00 0D0000O00O00OOOO

Transmission Limit

000000000 0oooo BPDUOOOOOOOOODOOOOOOOO
0003000000000000Rapid000O0OO0OO0DOODOOO

TC

O00o0oooooooTCoOoooooo BPDUODOOOODOOOO
TrueDODO0O0O000O FalseDOOOOOOODOOO0OODOOTCOOOODOO
OBPDUDOOODOODOODDO Trued00D0 0000 False O OO O Standard
gooboooboogobogoo

TC Detected

O0000o0oooooOTCNDODOOODoOoDoOooo TCODOoOoooOo
BPDUOOOOOOOUD TrueDOOOOOOO FalseDOOOOOOO
O000D0DO0O0TCNOOOOODOOD TrueD0OOO0DDO0O0O FalseOOOO
Standard 0000000000000

Number of TC

Topology Change 000D OO0

Time since last TC

000 Topology Change 00O O0OO0O0O0O0O0O0OO

0 68:

STP Name STPOOOODO
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SHOW STP

Mode STP OO 000 OO Standardd 802.1d0 O RapidO 802.1wO
Ports Enabled goboobooooooo

Ports Disabled godoouoooooooo

Bridge Role STPOOO00O0DODOO0DODONoned DesignatedD Root 0 0000

0 69: SUMMARYO O OOGOOGOO

goooog

CREATESTPO 1340000
DESTROY STPO 149000 O
DISABLE STPO 1650 00 O
ENABLE STPO 19800 00O
SETSTPO2530000

SHOW STP COUNTERO 338 00 OO
SHOW STP PORTO 3420000
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SHOW STP COUNTER

SHOW STP COUNTER

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

SHOW STP[={stpname|ALL}] COUNTER

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

STPO00000O000O00O0O0OOOO0
goooog

STP STPOOOOOOOODOOOO ALLODODOOOOOOSTPOOOOODOOOOOOOOOOOOOO

gooooogon

Manager > show stp counter

STP Counters

STP Name: default

Receive:

Total STP Packets
Configuration BPDU
TCN BPDU

RSTP TC-Flag

RST BPDU

Invalid BPDU

Discarded:

Port Disabled
Invalid Protocol
Invalid Type
Invalid Message Age
Config BPDU length
TCN BPDU length

RST BPDU length

o O O O O o

O O O O O O o

Transmit:

Total STP Packets
Configuration BPDU
TCN BPDU

RSTP TC-Flag

RST BPDU

o O O o o

STP Name STPOOOODO
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SHOW STP COUNTER

Receive OO O OO

gobooobobooboooo

Total STP Packets

0 0 OO0 BPDUD Configuration BPDU O Topology Change Notification
BPDUO OO OO

Configuration BPDU

Configuration BPDU 0O 0O

TCN BPDU Topology Change Notification BPDU O O O
RSTP TC-Flag ooooog
RST BPDU RSTP BPDU O 0O O

Invalid BPDU

Ooo BPDUO OO

TransmitO 00O 0O

gogbogoboboobooooo

Total STP Packets

0 0 OO0 BPDUD Configuration BPDU O Topology Change Notification
BPDUO OO OO

Configuration BPDU

Configuration BPDU 0O 0O

TCN BPDU Topology Change Notification BPDU O O O

RSTP TC-Flag oo0ooo

RST BPDU RSTP BPDU OO O

Discarded 0 00 OO goddooooooooooooo

Port Disabled ooooooooooooooooooooooooon BPDU OO

Invalid Protocol

00000 IbooDoo00oooDooUooooo IDoO0DO0DOO0DOoODOOO
O000o0oooooo BPDU O

Invalid Type

Type000D00000D0O0O0O0O0O0O0O0OOOOO BPDUO

Invalid Message Age

000000000000 0oooooooog BPDU O

Config BPDU length

00000000 Configuration BPDU O O

TCN BPDU length

00000000 Topology Change Notification BPDU O O

RST BPDU length

goobogo

goooog

RESET STPO 2230000
SHOW STPO 3340000

0 70:

SHOW STP PORTO 3420000

goooon
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SHOW STP DEBUG

SHOW STP DEBUG

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

SHOW STP DEBUG

goooooooOoOooopo STPOODODOODOOODOODODOOO

gooooogon

Manager > show stp debug
STP Name
Port Enabled Debug Modes Output Timeout
default
Portl MSG, PKT, STATE Asyn 0 (16) 123456
Port2 STATE Asyn 0 (16) 123456
Port3 MSG, PKT Asyn 0 (16) 123456
Port4d MSG Asyn 0 (16) 123456
Porth5 None
Port6 None
Port7 MSG, PKT, STATE Asyn 0 (16) 123456
Port8 MSG, PKT, STATE Asyn 0 (16) 123456
Port9 MSG, PKT, STATE Asyn 0 (16) 123456
Portl0 MSG, PKT, STATE Asyn 0 (16) 123456
Portll MSG, PKT, STATE Asyn 0 (16) 123456
Portl2 MSG, PKT, STATE Asyn 0 (16) 123456
Portl3 MSG, PKT, STATE Asyn 0 (16) 123456
Portld MSG, PKT, STATE Asyn 0 (16) 123456
Portl5 MSG, PKT, STATE Asyn 0 (16) 123456
Portl6 MSG, PKT, STATE Asyn 0 (16) 123456
Portl7 MSG, PKT, STATE Asyn 0 (16) 123456
Portl8 MSG, PKT, STATE Asyn 0 (16) 123456
Portl9 MSG, PKT, STATE Asyn 0 (16) 123456
Port20 MSG, PKT, STATE Asyn 0 (16) 123456
Port21l MSG, PKT, STATE Asyn 0 (16) 123456
Port22 MSG, PKT, STATE Asyn 0 (16) 123456
Port23 MSG, PKT, STATE Asyn 0 (16) 123456
Port24 MSG, PKT, STATE Asyn 0 (16) 123456
Port25 None
Port26 None
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SHOW STP DEBUG

STP Name STPOOCOOO

Port ooooo

EnabledDebugModes DoooooogooSTPOO0OooooooMSGOBPDUOOODOO
ODO0O00MmMmPKTOBPDU O ASCIIOOMSTATED OO ODOOOOOOO
O NoneD OOOOOOO

Output Joo0ooooooooooooTIYOOOO
Timeout JodddooooobooooooobooDD

o 71:
ooooon

DISABLE STP DEBUGO 166 0 0 O O
ENABLE STP DEBUGO 1990000
SHOW STP COUNTERO 338 00 OO

gooooo CentreCOM 8700SLO OO0 OOOOO0OODODOO 2.9 | 341
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SHOW STP PORT

SHOW STP PORT

000000000000 /DODOOOODDO0OO0OO0O0O000STP/RSTPO

SHOW STP PORT[={port-I1ist|ALL}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

Ooooo STPOOOOOOODO
goooog

PORT 0OOOODO

gooooogon

Manager > show stp port=1

STP Port Information

STP oottt i i e e default

STP Status ............ OFF

Port .......iiiiiiii.. 1
State ..... .. L. Disabled
Port Priority ....... 128
Port Identifier ..... 8001
Pathcost ............ 100 (auto configured)
Designated Root ..... 32768 : 00-00-f4-27-2c-74
Designated Cost ..... 0
Designated Bridge ... 32768 : 00-00-f4-27-2c-74
Designated Port ..... 8001
VLAN membership ..... 1
Send RSTP BPDU ...... TRUE

Manager > show stp port=5

STP Port Information

ST e e e e default
STP Status ............ ON
Port ...l 5
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RSTP Port Role
State

Point To Point

Port Priority .......

Port Identifier
Pathcost

Designated Root

Designated Cost .....
Designated Bridge ...
Designated Port
EdgePort
VLAN membership
Send RSTP BPDU

Counters:

Loopback Disabled

SHOW STP PORT

Root
Forwarding
Yes (Auto)
128

8005

200000
32768
20000
61440

8008

(auto configured)
00-00-cd-24-03-66

00-00-cd-08-17-0c

STP goog STPoO0Ooog
STP Status OO0 STPO0OO0O0OOOOUOONO OFFO
Port ooooo

RSTP Port Role

0000000 DisabledO Alternated BackupOBackup (Loopback
Disabled)Designated[IRoot U 0 O O O O Backup (Loopback Dis-
abled) 0000000000000 OOOOOOOOOODOOOO
OU0OO0OORapid000O00000O0OOOOO

State

00000 O00OStandard O 0O O O O O DisabledO Blocking Lis-
tening Learning Forwarding 0 00O O ORapid 0 00000
Disabledd Discardingl Learningl Forwarding 0 O O 0 O

Point To Point

gooobbobooboboobooboboobobbooobo
O0ONoOYesOOOODOUOO(Auto)DOUDODOOOUDOOOOO
O0OO0OORapid000O00000O0OOOOO

Port Priority

gooooooooobo

Port Identifier

goooon

Pathcost

goooo

Designated Root

goooopooooboobbo

Designated Cost

goboooobooon

Designated Bridge

gobooopoooooooo

Designated Port

O0000ooooooooo BPDUOODOOOOOODOOOOOO
U

EdgePort

000000000000000YesONoODOOODOORapidO O
gooooooooobo

VLAN membership

goooon

00 VLANOO

CentreCOM 8700SLO 000 DO0O0OOOOO0OOO 2.9
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SHOW STP PORT

Send RSTP BPDU ooooDo
Counters/Loopback Disabled 000000000000 0000000O000O00ORapid0OO0O
gboooooogood

o 72:

goooognd

0000000000000 ooooooooooSTPO0 D00 0000000 UODODOOOOgg State
0O Disabled - Port in trunk group0 0 00 M 0 00MO000000000000000OOOO0OO
gooootooootbotbom@mooooooooooboooobobooooooo

goooog

SETSTPO2530000
SET STP PORTO 2550000
SHOW STPO 3340000

344 | CentreCOM8700SL 0000 00O00D0DOOOO 2.9 gooogo
J613-M0019-01 Rev.P



SHOW SWITCH

SHOW SWITCH

O000oO0ooooooOo /000000

SHOW SWITCH

g

goboobooobooobooboobbon

gooooogon

Manager > show switch

Switch Configuration

Switch Address ............. 00-00-f4-27-2c-74

Learning ... ..ueeeeieennnn. ON

Ageing Timer ............... ON

Number of Fixed Ports ...... 26

Number of Uplink Ports ..... 0

Mirroring .........oeeeunene... DISABLED

Mirror port ................ None

Ports mirroring on Rx ...... None

Ports mirroring on Tx ...... None

Ports mirroring on Both .... None

Number of WAN Interfaces ... 0

Name of Interface(s) ....... -

Ageingtime ................. 300

L3 Ageingtime .............. 900

UpTime . ... i it i e e iee e 00:00:25

STP Forwarding ............. DISABLED

Switch Address MACOOOO

Learning 0000000000 0o00Do0o0oo0oooooOgONOd OFFO

AgeingTimer goboooboooobobooobbooooobooobooooooo

OO0O0O0O0ON O OFF

Number of Fixed Ports 00 EthernetO OO OO

Number of Uplink Ports 000000 EthernetO OO OO

Mirroring 0000000000000 00Enabled O Disabledl

Mirror port oooooo

PortsmirroringonRx ogodooooooboooooooobooooooon
gooooa CentreCOM 8700SLO 000 ODOOOOOOOOO 2.9
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SHOW SWITCH

Ports mirroring on Tx gobooboooboooboobbobbooboon

Ports mirroring on Both goboobooboboooboooboobbooboobbo

Number of WAN Interfaces WANOOOODOOOOOO

Name of Interface(s) WANOOODOOOODO

Ageingtime 000000 00o0oo0oooooooooooooMACOOOO
ooooo

L3 Ageingtime LBooooooooooooo

Uptime 000000000000 0000MMMIB-IIODODOOO sysUp-
Time OO OO

STP Forwarding BPDUOOOO0O0O0O0O00OO0OOOO

0 73:
googogo

RESET SWITCHO 224 00O 00O
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SHOW SWITCH COUNTER

SHOW SWITCH COUNTER

O000oO0ooooooOo /000000

SHOW SWITCH COUNTER

g

gobooboobbooobooobooboobbo

gooooogon

Manager > show switch

Switch Counters

Switch instance:

Packet DMA counters:

Receive:
Packets
Discards
TooFewBuf fers
DescriptorsExhausteds

QueueLength

PCI bus counters:
ParityErrors

FatalErrors

General counters:

Resets

counter
0
71202
0
0
0
0
0

Transmit:
Packets
Discards
Aborts
DescriptorAreaFilleds
QueueLength

ErrorChannel

ErrorResets

71196

12

Packet DMA counters 0 000 O

DMAOOOOOOOODOOOOOOO

Receive OO O OODOO

gooooooooooobooobo

Packets

ooooooooocCcpyoooDooDooODOO

Discards

goooon

gobooobbooobboobboboobbbobooon
4096 0000000000000 0O0O BufferLevel30000
gobooobbooobbooobbboobobbooobo
gooboobboo

CentreCOM 8700SLO 000 ODO0O0OOOOOOO 2.9
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SHOW SWITCH COUNTER

TooFewBuffers

goboboooboboooboobobooobboobobobooobo
000 BufferLevel30000000000000000O0

DescriptorsExhausteds

goboboooboboooboobobooobboobobobooobo
ooooooooo DMAODOODODOODOO

QueueLength

oooooooOoO0o0oo0U0ooUooooooCcPUDOODOO
goooooogoo

TransmitO OO OGQ0OOO

goboooobooooooobooobo

Packets cpPUOOODOOOODOOODODOOODODOOOODODODOODO

Discards oo0ooooDMAODOODOOODODODODODODODOODODOOOOO
goooooooooo

Aborts gobooooboooobooboooboobbobbon

DescriptorAreaFilleds

CPUDODOODODODODOODODOOODOOODOOOODODODOPCT
00000000000 DMAOOOOODODOODOODOOOOOO
goboobooooboobbooboobbon

QueueLength

gobooobooooboobbooboo

PCI bus counters 0D O O OO

PClOO00000000O00OOOOOO

ParityErrors PCl000000ooooooooooooooooooooon
gobodooooouoooo

FatalErrors PCl000000ooooooooooooooooooooon
ggbdoooooooo

ErrorChannel odooooooooooooo DMAOOOOO

ErrorResets ooooo

General counters 0 OO0 OO

goboooboobooobbobboo

Resets Jodooo DMAOOOOOOOOOOOO
0 74:
ooooon
RESET SWITCHO 22400 00O
SHOW SWITCHO 345000 O
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SHOW SWITCH DEBUG

SHOW SWITCH DEBUG

O000oO0ooooooOo /000000

SHOW SWITCH DEBUG

g

gobboooboooooooboooboobobobbooboobooo

gooooogon

Enabled Switch Debug Modes Output Timeout

Enabled Switch Debug Modes 0000000000000 000000oARLOFDBMD CMIC
OCMICOODOMmMDMAOOOOOODDOODOOOODOmMQOS
0 QoS[11 S56000 Broadcom 0O O O (O PHYO PHY M Noneld 00 0O O

oooo
Output J0d0o0ooooooooooooTIYoooo
Timeout gooobooooooooooooooo

0 75:

ooooon
DISABLE SWITCH DEBUGO 17000 00O
ENABLE SWITCH DEBUGO 203 000 O
gooooa CentreCOM 8700SLO 000 ODOOOOOOOOO 2.9
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SHOW SWITCH FDB

SHOW SWITCH FDB

000000000000 /00000000000 000

SHOW SWITCH FDB[={SW|/HW}] [ADDRESS=macadd] [DISCARD={SOURCE|
DESTINATION}] [HIT={YES|NO}] [L3={YES|NO}] [PORT={port-Iist|ALL}]
[STATUS={STATIC|DYNAMIC}] [VLAN={vIanname|l..4094}]

macadd: MAC 0 0 0 0O O xxX-XX-XX-xx-xx-xx 0 0 0 0
port—list:[I[I[I[I[I[I[I[I[IDlDDDDDDDDDDDDDDDDDDDDDD
vlanname: VLAN O 010320 00000000000000_ 0000000000000 OO00OO0OOOOOOOO

g

000000 U0ooUooUoooFDPBOOOOOOOOGOO
gobooobogooboooboooboobbobbooboo

goooog

FDB 00OO0OOSWOOOODODHWOOOOODODOODODOOOO FDBOOOODOOODODOOOOFDBOOO
gobooooboooboooooooboobboobooboobbobboobbooboboobo
Ooooooooooo SW

ADDRESS 0O00O0O0OO0OO0OO0OOO0OO0OODOOOOOOODOOO

DISCARD 00000000 DISCARDODOOOODODODODODODODODOODDODOODODOOOOO
OSOURCED OO OOOOOODESTINATIOND D00 OO0OO0O0OoooOO

HIT 0000000000000 00OO00OoOOoOoooOog

L3 0000300000000 000000D000ODO00ODO0OODOOO0O0ODOOOO

PORT 0O000OO00OOOOOOODOOOOOOOOOOOOOOOOOOODOOUOOODUOODODOOO

STATUS 000000 OOSTATIAOOOOOOOODOOOOOO DYNAMIWOODOOoOoOoooooo
O000DO0OODYNAMICOOOODODODOODODODODOOOOODOOODOOOlearnOO0O0OO0OOO
uon

VLAN VLANCOOOO VLANIDODOOOO VLANOOOOOODOOOOooooooooo

gooooogon

Manager > show switch fdb

Switch Forwarding Database (software)

VLAN MAC Address Port Status Discard L3 Hit QO0S QSD
1 00-00-cd-00-8b-00 17 dynamic - n h% 0:0 dest
1 00-00-f4-90-19-9b 17 dynamic - n h% 0:0 dest
CentreCOM 8700SLO 000 OD0OOOOOOOOO 2.9 gooooa
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SHOW SWITCH FDB

1 00-00-f4-95-3£-07 17 dynamic n h% 0:0 dest
1 00-00-f4-95-9c-96 17 dynamic n h% 0:0 dest
1 00-00-f4-95-9f-31 17 dynamic n h% 0:0 dest
1 00-00-f4-c3-02-cf 17 dynamic n h% 0:0 dest
1 00-05-02-04-41-0d 17 dynamic n h% 0:0 dest
1 00-05-02-69-a0-49 17 dynamic n h% 0:0 dest
1 00-05-02-dl1-af-6b 17 dynamic n h% 0:0 dest
1 00-0a-27-ae-59-70 17 dynamic n h% 0:0 dest
1 00-90-27-92-63-22 17 dynamic n h% 0:0 dest
1 00-90-99-1b-65-c7 17 dynamic n h% 0:0 dest
1 00-90-99-38-00-2f 17 dynamic n h% 0:0 dest
1 00-a0-c9-5a-b3-33 17 dynamic n h% 0:0 dest
1 02-41-f4-02-c2-4b 17 dynamic n hY% 0:0 dest
1 08-00-2b-e7-fe-1f 17 dynamic n h% 0:0 dest
VLAN VLAN ID

MAC Address MACOOOO

Port OO0 MACOOOOODOODODODODODODOooooooo

Status 0U00000000dynamicO0 0000000000000 static000000O
ooooogd

Discard gooboooobobobobooboboobooooobobobDoboobbooboo
00000000000000000sourced 000 I destinationd O O [ -
o0ooooooooooo

L3 oo0030000000000000000000O0000O0000y0OyesO
U n noll

Hit obooooooboo0o0oodoooo0ooOoooooOoO0OO0dydyesdd n
Ono00OO00O000OO00ODOODOODOODODODODODODODDOnODODODODOODOO
ooo

QOS QoSUUDUDDDDDODOODDUUODODD QoSO OOODODODODOOOO
0O QoSSO0

QSD goobooboooobobobooboobooobooobooboooooubLobooo
0000000000000000000000Osource000000 destd O
ooopoooooo

0 76:
g

s FDBOOOOODO

SHOW SWITCH FDB

0020 FDBOOOOOOOODOOOOOO

goooon
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SHOW SWITCH FDB PORT=2

s J000000000000DO0O0DOO0OO

SHOW SWITCH FDB STATUS=DYNAMIC

googod

ENABLE SWITCH LEARNINGO 206 D O OO
SHOW SWITCHO 3450000
SHOW SWITCH FILTERO 353 D O OO
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SHOW SWITCH FILTER

SHOW SWITCH FILTER

000000000000 /00000000000 000

SHOW SWITCH FILTER [PORT={port-list|ALL}] [ACTION={FORWARD|DISCARD}]
[DESTADDRESS=macadd] [ENTRY=entry-id] [VLAN={vlanname|l..4094}]

port—list:[I[I[I[I[I[I[I[I[IDlDDDDDDDDDDDDDDDDDDDDDD

macadd: MAC 0 0 O O O xX-XX-XxX-xx-xx-xx 0 0 0 0O

entry-id: 10 000000003190

olanname: VLAN O 01032000000000000000_. 00000000000 OCOOOOOOOOOOOO

0

0000000000000 OUFPBO0000000D00D0OD0D00D0D00DO00oDooooooooog
gobooobogooboooboooboobbobbooboo

goooog

PORT OOOOOOO

ACTION 00O0O00D0O0O0OO0O0DOOOOO0ODOOOFORWARDOOODOO DISCARDO OO M
DESTADDRESS 00O MACOOOO

ENTRY 0000000

VLAN VLANOOOO VLANID

gooooogon

Manager > show switch filter
Switch Filters
Vlansecure ................ mwEo
Entry VLAN Destination Address Port Action Source
e white (10)  00-00-f4-12-12-12 & Forvard static
white (10) 00-00-£f4-12-12-13 8 Forward learn
white (10) 00-00-f4-12-12-14 8 Forward learn
0 orange (20) 00-00-f4-01-01-01 11 Forward static
gooooo CentreCOM 8700SLO 000 ODODOOOOOOOO 2.9 353
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SHOW SWITCH FILTER

VlanSecure 000000 ForwardDOOOODODODOOOOOO0DO0OO0OO0OO0OO0OO0OOOOOO
O0000000000ODODOoODODDODODODDODOODOOOENABLEDOOOOO
DISABLEDO 00000000000 0O08724SLO D 0O0O0OO0O

Entry goooogbooooooo

Destination Address 00O MACOOOO

VLAN VLAN OO VLAN ID

Port goooobobooouogooooo

Action 00000000000000000000Forwardd OO0 00O Discard0 O
oo

Source D0000000O0OO0static 0000000000000 OOOlearn00O0O

gobobooboboobobobboobboobboobboobboobbo
Olearn 00000 MM ADD SWITCH FILTERO OO OO LEARNOOODO
0000000000 learn0 0000000000 O0OCOOOOOO 100
goood

a 77:

g
s FDBOODOOOOOOOOODOODOOODOOO

SHOW SWITCH FILTER

mJ00200000000000000000000O

SHOW SWITCH FILTER PORT=2

goooog

ADD SWITCH FILTERO 118 D O O O
DELETE SWITCH FILTERO 143 000 O
SET SWITCH MIRRORO 269 0 O O O
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SHOW SWITCH L3FILTER

SHOW SWITCH L3FILTER

O000o0000o0ooO0o /ooooooIPOOOOO
SHOW SWITCH L3FILTER[=filter-id [ENTRY[=entry-id]]]

filter-id: 0000000010140
entry-id: 00 000000101240

g

gooooo IPOoO00O0O0O0L3000O00O0O0O0OO0O0ODOODOODOOO
goooog

L3FILTER O00000000ODOOO0D0OO0OO0O0O0OO0OO0ODOOO0DOOO0OOOOOn

ENTRY 0000000000000 0OO0OO0OCOOL3FILTEROODODOOODOOOOOOOOOOOOD
0000000000000 00D0DUU0DUUDU0D0UD0ODOOUOL3FILTEROODOOODOODODODODOO
goboogoooooobooobo

gooooogon

Manager > show switch 13filter
Hardware based filtering.... Enabled
Software filtering bypass .. Disabled
Filter ................. 1

Matched fields ......... sip

72 © 1 ETH-IT

Source address mask .... 255.255.255.0
Dest. address mask ..... 0.0.0.0
Ingress port mask ...... false

Egress port mask ....... false

Filter ................. 2

Matched fields ......... sip

172 © 1 ETH-IT

Source address mask .... 255.255.255.255
Dest. address mask ..... 0.0.0.0
Ingress port mask ...... false

Egress port mask ....... false

Manager > show switch 13filter=2 entry
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SHOW SWITCH L3FILTER

Hardware based filtering.... Enabled
Software filtering bypass .. Disabled
Filter ................. 2
Matched fields ......... sip
72 © 1= ETH-IT
Source address mask .... 255.255.255.255
Dest. address mask ..... 0.0.0.0
Ingress port mask ...... false
Egress port mask ....... false
Filter Entries:
Entry ... 1
Ingress Port ......... None
Egress Port .......... None
Source Address ....... 192.168.10.130
Source Mask .......... 255.255.255.255
Dest Address ......... 0.0.0.0
Dest Mask ............ 0.0.0.0
Protocol ............. 0
P 0
TOS & i et 0
IPDSCP ..t iiiiiine . 0
TYDPE ettt ettt ee e 0800 (ETH-ITI)
Action ............... NODROP
Entry ... 2
Ingress Port ......... None
Egress Port .......... None
Source Address ....... 192.168.10.103
Source Mask .......... 255.255.255.255
Dest Address ......... 0.0.0.0
Dest Mask ............ 0.0.0.0
Protocol ............. 0
P 0
TOS ¢ e et 0
IPDSCP ..t iiiiiine . 0
TYDPE ettt ettt e ee e 0800 (ETH-ITI)
Action ............... NODROP
Entry ... 3
Ingress Port ......... None
Egress Port .......... None
Source Address ....... 192.168.10.16
Source Mask .......... 255.255.255.255
Dest Address ......... 0.0.0.0
Dest Mask ............ 0.0.0.0
Protocol ............. 0
TTL ot et et it e et e e 0
TOS t i ittt e 0
IPDSCP ..t iiiiiine . 0
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Type

SHOW SWITCH L3FILTER

.. 0800 (ETH-II)
. . NODROP

Hardware based filtering

oooooo IPOo0O0OooooooonO

Software filtering bypass

goooo

Filter

goooooo

Matched fields

Jodo0do0oD0o0o0ooooooooooooogod todl TOS
ipds(] IPDSCPLT] tt10 TTLCD protd PROTOCOLLT sip) SIPADDRLT]
dipC DIPADDRLT] tepspl] TCPSPORTC tepd] TCPDPORTLL tepsy

0 TCPSYNCD tepal TCPACKIT tepfi] TCPFINIT udpst] UDPSPORTLL]
udpd UDPDPORTLH typel] TYPED 0 000 00 O

Type

goooooboogoo

Source address mask

o0 PO00000000D0000O0D0DOO0D0OOOOOo

Dest. address mask

o0 PO000000000O00D0O0D0DOO00OOOOOOO

Ingress port mask

gooobobooboboooobooobuoboboboobobobobuonobo
RN

Egress port mask

gooobobooboboooobooobuoboboboobobobobuonobo
RN

Entry

goboooobooboo

Ingress Port

goboboboooboooboooboo

Egress Port

goboboboooboooboooboo

Source Address

ooIPoooo

Source Mask ooooo

Dest Address o0 IPODDOO

Dest Mask ooooo

Protocol IPOOOOOOO

TTL TTLOOOOoDOoOooooooon

TOS TOSOOOOOOO0O0O0D000 O precedenced O

IPDSCP DSCPO DiffServ Code Point) O

Type oo oooonooooo

TCP Flags TCPOODOOODOOOO Syn/Ack/Fin

TCP S-Port TCPOOOODO

TCP D-Port TCPOOOOO

UDP S-Port ubrPOOOO0O

UDP D-Port uDPOOOOO

Action 0000000000 0DENYOSETPRIORITYOSENDCOSOSETTOSO
SENDEPORTISENDMIRRORINODROPISENDNONUNICASTTO-
PORTO MOVEPRIOTOTOSO MOVETOSTOPRIOO SETIPDSCP O O
0

ogooooo CentreCOM 8700SLO 000 DODO0DOOOOOOO 2.9

J613-M0019-01 Rev.P

357



SHOW SWITCH L3FILTER

Port gooooooooooooooo
New IP TOS Jo0dd0oooooooooo TOSsoooo
New IP DSCP J00d0o0oooooooooo DsCP o
Priority DDDDDDDDDDDDDD802.1pDDDDDDDDDDDD
Syn/Ack/Fin TCPOOOOODO
0 78:
ooooono

ADD SWITCH L3FILTER ENTRYO 120 0 0 O O
ADD SWITCH L3FILTER MATCHO 126 D OO O
DELETE SWITCH L3FILTERO 144 0 0 O O
DELETE SWITCH L3FILTER ENTRYO 14500 0 O
DISABLE SWITCH L3FILTERO 172 00 0 O
ENABLE SWITCH L3FILTERO 2050000

SET SWITCH L3FILTER ENTRYO 259 0 0 O O
SET SWITCH L3FILTER MATCHO 264 0 00 O
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SHOW SWITCH LOOPDETECTION

SHOW SWITCH LOOPDETECTION

o0o0oooooooooo /000

SHOW SWITCH LOOPDETECTION=LDF [PORT={port-I1ist|ALL}]

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

O0000O0OO0OLDFOOODOODODOOODODODODOOODODOODOODODODOOO

goooog

PORT 0O0000O0O0OOOOO ALLOOOOOOOOOOOOOOOOOO

gooooogon

Switch Loop Detection

LDF Method

Manager > show switch loopdetection=1df

ACLiON vttt Disable port

SECUXE ittt ittt et e OFF

LDF interval ...............c.o... 120 sec

Port disabled timeout .......... 300 sec

Rx port In loop Disabled Re-enabling in Tx port Debug mode

1 No No - - None

2 No No - - None

3 No No - - None

4 Yes Yes 253 3 None

5 No No - - None

6 No No - - None

7 No No - - None

8 No No - - None
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SHOW SWITCH LOOPDETECTION

Action goooooooooooooon
Secure OO0 LDFOOO0OO0OOoOoooo
LDF interval LDFOOODOO

Port disable timeout O0O0O00000000O0000O0O000OO0OOO0O0OOOOOOOOOOOO
gobobobobooboboobbo
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SHOW SWITCH LOOPDETECTION

Rx port ooooo
Inloop gooooooooobooboboboonoooo
Disabled gooooooooooooooooboobobooooobobooboobooooooo

gobooobobooooobooobo

Re-enabling in

goboboobobooboobboobboobboobbooboobbo
gobbobbobboobooobooboooboobo

Tx port oo0oooooo0oooOO0o00oooOOo0O0OOoO0 LDFOOODOOoOO0OO
Debug mode ooooo

a 79:
gbooood

ENABLE SWITCH LOOPDETECTIONO 207 0 0 OO
ENABLE SWITCH PORTO 2100000

SET SWITCH LOOPDETECTIONO 267 D 0 OO

SHOW SWITCH LOOPDETECTION COUNTERO 362 0 0 00O

goooon

CentreCOM 8700SLO 000 DO0O0OOOOO0OOO 2.9
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SHOW SWITCH LOOPDETECTION COUNTER

SHOW SWITCH LOOPDETECTION COUNTER

o0o0oooooooooo /000

SHOW SWITCH LOOPDETECTION COUNTER [PORT={port-l1ist|ALL}]

g

O00000OO0LDFOODDOOO0DDOOODOODOOODOOoOOOODOOODOOODOOO
goooog

PORT 0000000 OOOOO ALLOOOOOOOOOOOOOOOOOO

gooooogon

Manager > show switch loopdetection counter

Switch Loop Detection Counter

Port Date/Time Tx Rx Status
1 - 0 0 Enabled
2 - 0 0 Enabled
3 - 1 0 Enabled
4 28-Dec-2009 14:12:58 0 1 Enabled
5 - 0 0 Enabled
6 - 0 0 Enabled

Port ogoooo

Date/Time goooooooooood

Tx LDFO OO0

Rx LDFOO0OO

Status 000000 OoOLDFOOOOOoOoooooo

O 80:
ooooon

ENABLE SWITCH LOOPDETECTIONO 207 D 0 OO
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ENABLE SWITCH PORTO 2100000
SET SWITCH LOOPDETECTIONO 267 0 0 0O O
SHOW SWITCH LOOPDETECTIONO 359 00 0O

oooooo CentreCOM 8700SLO 000 OO0OO0OOOOOO 2.9 363
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SHOW SWITCH PORT

SHOW SWITCH PORT

o0o0oooooooooo /000

SHOW SWITCH PORT|[={port-1ist|ALL}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

goboooboobooobbooboo
goooog

PORT 0O00000O0O0O0OODO ALLOOOODOOOOOOOOOOOOOOO

gooooogon

Manager > show switch port=1

Switch Port Information

2 s 1
Description .............c...... -
Status ....... oo oo ENABLED
Link State ......... ... Up
UpTime ...ttt i e e e e e e e e 00:01:11
Port Media TYPE .+t vt v vmie e, ETHERNET CSMACD
Configured speed/duplex ....... Autonegotiate
Actual speed/duplex ........... 10 Mbps, half duplex
Configured master/slave mode .. Not applicable
Actual master/slave mode ...... Not applicable
Acceptable Frame TypesS ........ Admit All Frames

Broadcast rate limit .......... -
Multicast rate limit .......... -
DLF rate limit ................ -
Ingress rate limit ............ -
Egress rate limit ............. -

Learn limit ................... -

Intrusion action .............. Discard
Current learned, lock state ... -, not locked
Relearn ..........iiiiiiinn. OFF
Mirroring ......ov .. None
Is this port mirror port ...... No
Enabled flow control(s) ....... Pause
Send tagged pkts for VLAN(s) .. -
Port-based VLAN ............... default (1)
364 | CentreCOM 8700SLO 000 0D00O00O0OO0DOO 2.9 ogooooo
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Ingress Filtering

Trunk Group
STP
IGMP Filter

Max-groups/Joined

IGMP Max-groups Action

Multicast filtering mode

Manager > show switch port=25

Switch Port Information

Port ...... .. .. i il
Description
Status

Link State

UpTime
Port Media Type

Configured speed/duplex

Actual speed/duplex

Configured master/slave mode

Actual master/slave mode

Acceptable Frame Types

Broadcast rate limit ..........

Multicast rate limit
DLF rate limit

Ingress rate limit

Egress rate limit

Learn limit

Intrusion action

Current learned, lock state

Relearn

Mirroring .......oiiiinenenn..
Is this port mirror port
Enabled flow control (s)

Send tagged pkts for VLAN(s)

Port-based VLAN

Ingress Filtering .............
Trunk Group
STP

IGMP Filter

Max-groups/Joined .............

IGMP Max-groups Action

Multicast filtering mode

GBIC
GBIC
GBIC
GBIC

vendor name

part number

vendor SN

date code

SHOW SWITCH PORT

ETHERNET CSMACD
Autonegotiate

Autonegotiate

Admit All Frames

Discard
, not locked

default
OFF

(1)

Deny
(B) Forward all unregister groups
AGILENT

HFBR-5601

0204010732020196

02040100

goooon

CentreCOM 8700SLO 000 DO0O0OOOOO0OOO 2.9
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SHOW SWITCH PORT

Port ooooo

Description oooOoOooooO

Status 000000000 0ENABLED O DISABLED

Link State 0000000000000 UpOd Down

UpTime O000000MO0o00MU0U00U0000000U0 @M hh:mm:ss

gooo

Port Media Type

MIB-IOOOOODO iffype0000000000O0O0O0DODOODO
ogo

Configured speed/duplex

UO000O00D0 DO O OAutonegotiated 10Mbpst 100MbpsC
1000Mbps /half duplexO Full duplex 000 OO0 O

Actual speed/duplex

gooboboo

Configured master/slave

mode

1000BASE-TOODODODOOOO/00D0D0DODOOO0ODODODODOOOO
00000 Not applicable 0 0D D0 00O

Actual master/slave mode

1000BASE-TOODODODOOOOOODO/000000O0DODOOO0O
00000 Not applicable 0 000 00O

Acceptable Frames Type

000000000000 O0Admit All Frames O Admit Only
VLAN-tagged Frames

Broadcast rate limit

O0000o0oooooolooooooooon

Multicast rate limit

O0o00oooooooolooooooooon

DLF rate limit

DLFO Destination Lookup FailureDOOOOO 10000000
Ood

Ingress rate limit

gobooboboboooboobbo

Egress rate limit

gobooboboboooboobbo

Learn limit

MACOOODOOODOOODODODOODDODODDODOD MACOOODOO
O0o00oooooo MACOOODOOooDooooOoO

Intrusion action

Learn limit0 0 MACODODOODOOODODDODOOOO MACO
000000000000 00000 DiscardO TrapO Disable O O
O

Current learned, lock state

Learn limit 00000000000 MACOOOUOOOOOlock
state 0 000000000000 OODOOnot lockedO locked
by limit0 Learn limit 0 0 O 0 O O O O [0 locked by command
0 ACTIVATE SWITCH PORT LOCK OO OODODOOODOOOOO
googo

Relearn

000000000000 0D0UODO0COFFOO 00000 ON
gobooboooobooon

Mirroring

366 | CentreCOM 8700SLO000 OO0O0O0OO0O0O0OOO 2.9
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D0000000000000O00Noned RxO TXOBoth O OO
0 00 RxOTxOBoth O 0O 0O O I frames mirrored to Port 2400
gooooobobobbobbboboboboboooooooo
0 000 no Mirror Port setC0 000 OO0

gooogo



SHOW SWITCH PORT

Is this port mirror port

gobbobobooboooooboooo

Enabled flow control(s)

000000000 DOOPaused IEEE 802.3x PAUSED OO O OO
U

Send tagged pkts for VLAN(s)

Oo00oooooO0oO0 VLANOO VIDO

Port-based VLAN

Oo000oooooooooono VLAN O OVIDOD

Ingress Filtering

gobbobobooboooooboooo

Trunk Group

gobbobbobboooobooon

STP

OooUoooogo STPOOOOO

IGMP Filter

O0o0o0oooooooooIGMPOUOOOOODODOOODOOOO
000000 NoneOOOQOOO

Max-groups/Joined

O00oooooo0 JoinOOODODOOOOODODOODOOOOooOoO
D00 JonOOOOOOOOO0OODOOOO0O0OODOOOOOOOOO
0 Undefined DO 0O OO0

IGMP Max-groups Action

000000000 JonODOODOOODO0DODO0DO0DO0OOOOO0DOOO0O
gobooboobooboon

Multicast filtering mode

goooog

GBIC vendor name

GBICOOOOOOGBICOOOODODO

GBIC part number

GBICOOOOOOoOOoOOoooGBICOODOOOO

GBIC vendor SN

GBICOOODOOOOOOooooGBICOODOOOO

GBIC date code

GBICOOODOOoOoOGBICOOOOOO

goooog

SET SWITCH PORTO 270000 O

goooon

O 81:

CentreCOM 8700SLO 000 DO0O0OOOOO0OOO 2.9
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SHOW SWITCH PORT COUNTER

SHOW SWITCH PORT COUNTER

o0o0oooooooooo /000

SHOW SWITCH PORT|[={port-list|ALL}] COUNTER

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

gobooooobooboooboooboobo
goooog

PORT 0O00000O0O0O0OODO ALLOOOODOOOOOOOOOOOOOOO

gooooogon

Manager > show switch port=1 counter

Switch Port Counters

Port 1. Fast Ethernet MAC counters:

Combined receive/transmit packets by size (octets) counters:

64 476 512 - 1023

65 - 127 485 1024 - MaxPktsSz
128 - 255 99 1519 - 1522

256 - 511 14

General Counters:

Receive Transmit

Octets 92316 Octets 3520
Pkts 1019 Pkts 55
FCSErrors 0 FCSErrors 0
MulticastPkts 316 MulticastPkts 0
BroadcastPkts 339 BroadcastPkts 0
PauseMACCtlFrms 0 PauseMACCtrlFrm 0
OversizePkts 0 OversizePkts 0
Fragments 0 Fragments 0
Jabbers 0 Jabbers 0
MACControlFrms 0

UnsupportOpcode 0

AlignmentErrors 0

OutOfRngeLenFld 0

SymErDurCarrier 0

CarrierSenseErr 0
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UndersizePkts

ifInUcastPkts
ifInDiscards

ipInHdrErrors

DropEvents
ifOutDiscards
taggedPktTx

TTL expired

Bridged Frames
Routed Frames
Receive Drops

Transmit Drops

Layer 3 Counters:

totalPktTxAbort

SHOW SWITCH PORT COUNTER

PauseCtrlFrms
FrameWDe ferrdTx
FrmWExcesDefer
SingleCollsnFrm
MultCollsnFrm
LateCollsns

ExcessivCollsns

O O O O O o o o

CollisionFrames

0 ifOutUcastPkts

0 ifOutErrors

Miscellaneous Counters:

o O O o

HW Multicasting Counters:

Combined re-
ceive/transmit
packets by size

(octets) counters

gobogoboooobooooo

64

a0 00000000ODODODODOO

65 - 127 65012700 000000000DOO0O0O

128 - 255 128025500 0000000000000

256 - 511 25605110 000000000000 0O0O

512 - 1023 512010230 00000000000000
1024 - MaxPktSz 102400000000000000000000O
1519 - 1522 1519015220 00000000000000
General Counters 000000000000

Receive g oooooooo
Octets gooooooo

Pkts ogooooon

FCSErrors FCSOooooooooo

ogooooo CentreCOM 8700SLO 000 DODO0DOOOOOOO 2.9
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370

SHOW SWITCH PORT COUNTER

MulticastPkts gooobooouogouoooo

BroadcastPkts gooddooooooooooo

PauseMACCtl- 000 PAUSEODOOCOOOO

Frms

OversizePkts O0000oo00oooooooooooooooooooo 1518000000
gooooooooo

Fragments O000ooooo0oooooooo FCSOnoooooooooooe400non
oo ooboobooobobb

Jabbers 0oooooooooooi1k8ooiooooooooooooogoog FCS
oo oooooooo

MACControlFrms MACOUOUOOOOOOOOPAUSEL 000000000 OOOOOOOOO

Unsupport- oooooo MACOODOODOOOOOODPAUSEDODOOODOODOODOOOOO

Opcode

AlignmentErrors goooooobbobododogboooooobobbboobbooogogo
goooo

OutOfRngeLenFld oo oooobooobooo

SymErDurCarrier O00000000000000O00O0OOOO

CarrierSenseErr o0o0oDOooooooooooooood

UndersizePkts oooooo0oooooo0oooooooooooooD Mouoooooon
goooooo

Transmit g oooooooo

Octets gooooooo

Pkts gpoooooo

FCSErrors o0ooooooooo FCSOonooooooooon

MulticastPkts gooobooouogouoooo

BroadcastPkts gooddooooooooooo

PauseMACCtl- 000 PAUSEODOOCOOOO

Frms

OversizePkts O0000oo00oooooooooooooooooooo 1518000000
gooooooooo

Fragments O00ooooo0oooooooo FCSOnoooooooooooe40onon
oo ooboobooobobb

Jabbers Ooooooooooooi1k8ooiooooooooooooogoog FCS
oo oooooooo

PauseCtrlFrms PAUSEOOOOO

FrameWDeferrd- dooooooooooooooool100o00oooooooooooooo

Tx gooooooogoogo

FrmWExcesDefer oo oooobooobooooboboboboooooog

SingleCollsnFrm 10000000000000000000

CentreCOM8700SLO D00 DOOO0DOOOOOO 2.9
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SHOW SWITCH PORT COUNTER

MultCollsnFrm 20150 0000000000000 000000000DOD0O0OOO
LateCollsns oo oooobooo

ExcessivCollsns le0 00000000 DO0ODOOO0D0O0ODOODODODODOODOOn
CollisionFrames ooooooooooo

Layer 3 Counters

0000300000000 00D00CPUODOOOOOOOOODOODOifln-
UcastPkts

ifInDiscards Jo0030000o00o00oooooooooooog
ipIanrErrors IPOO0OODOO0ODOOOOODOOOOOOOOOO
ifOutUcastPkts 0000300000000 o0ooooooooooooag
ifOutErrors 0000300000000 o0ooooooooooooooag
Miscellaneous Oo0o0oooooo

Counters

DropEvents oo oooobooo

ifOutDiscards oo ooooboboobooo
taggedPktTx VLANOOOOOOOooooo

totalPktTxAbort OU00oU00ooUooooooo?2/300000
HWMulticasting oo uoouoouoo

Counters

TTL expired

O00o0oTTLOOOOOODO0ODOO0OoDOoooOUoo

Bridged Frames

0000000000000 000o00o000oUo k2000000000000
gobooobogn

Routed Frames

O00000ooOo0O00o000000o000D00Uo L3oooooooooooo
00000000000 ooo8Z48SLO0ooooooooooooooon
D00000O0m1024050000002504804900 0 00000000O00OO
gobogooboogon

Receive Drops

gobooobooobooooboobbobbooboobbooo

Transmit Drops

gobooobooobooooboobbobbooboobbooo

goooog

0 82:

SET SWITCH PORTO 270000 O
SHOW SWITCH COUNTERO 3470 00 O
SHOW SWITCH PORTO 364000 O

goooon

CentreCOM 8700SLO 000 DO0O0OOOOO0OOO 2.9
J613-M0019-01 Rev.P

371



SHOW SWITCH PORT INTRUSION

SHOW SWITCH PORT INTRUSION

o0o0oooooooooo /000

SHOW SWITCH PORT [={port-list|ALL}] INTRUSION

port-list: 100 0000000100000 000O00000OO0OO0OOOO0OO

g

0000000000000 000000O0LEARNOOODODOOOODODO0O0O0OODOO0O0Oo0oOooon
OoooooMACOODDUOODODODDOOOOODOOODOODOODOO0O MACOOD OO INTRUSIONACTION
gobooooobooboooboooboobo

goooog

PORT 0000000 O0O0OOOO ALLOOOODOOOOOOOOOOOOOOO

gooooogon

Manager > show switch port=11 intrusion

Switch Port Information
Port 11 - 1 intrusion(s) detected
00-00-f4-1e-e0-0a

goooog

SET SWITCH PORTO 270000 O
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SHOW SWITCH QOS

SHOW SWITCH QOS

O0000000ooooo / QoS

SHOW SWITCH QOS

g

QoS00 D08021Q/8021p 000D D0LOILUDOOODDOOOOODODODOODOOOODODOODOOO
gbobooooboobobo

gooooogon

Manager > show switch gos
Priority Level QO0S egress queue
0 e 1
1 o 0
2 e e 0
3 e e 1
4 i 2
5 2
6 e 3
T 3
Prioritylevel gofdooobooooodoooooon
QOS egress queue 000000000000 0000b0000000000
O 83:
ogooooon

000002530 00000000 SHOW QOSHWPRIORITYOOOOODOOODODODODODOOODOOO
gobboooboooobooobooboobbobboobooobobooobo

goooog

SET SWITCH QOSO 2730000

goooon CentreCOM 8700SLO0C0O OO0ODDOOOOOOO 2.9 | 373
J613-M0019-01 Rev.P



SHOW SWITCH TRUNK

SHOW SWITCH TRUNK

o0o0oooooooooo /000

SHOW SWITCH TRUNK |=trunk]

trunk: 00000000001015000000000000000 00000000000 O0OOODOOOOOO
ooo

g

goboobooobooobooobo
goooog

TRUNK 0000000000 O0O00O0OO00OODOO0OO0OO0OO00ODO0OODOOOO0OOOd

gooooogon

Manager > show switch trunk

Switch Trunk Groups

Trunk group Name . ... ....oueeueunnnnnn uplink
SPEEA L e e e e e e e e e 1000 Mbps
Select .ot source and destination mac address
POTES it e e e 25-26

Trunk group name OOO0O00O00O0O0

Speed gooooocoobooood 10Mbps|] 100Mbps|] 1000Mbps|]—|] gooooo
gooo
Selection criterion ooooooooog
Ports ooooo
0 84:
ooooono

ADD SWITCH TRUNKO 1300000
CREATE SWITCH TRUNKO 1350000
DELETE SWITCH TRUNKO 146 0 O O O
DESTROY SWITCH TRUNKO 150 00 00O
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SET SWITCH TRUNKO 2750000
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SHOW VLAN

SHOW VLAN

0000o0oo0oooooo /0oooo00 LAN

SHOW VLAN[={vlanname|l..4094|ALL}]

vlanname: VLAN O 0103200 0000000000000 0000000000000 0O00O00O0OODOOO

0

VLANOOOOOOOOD

goooog

VLAN VLANCOOOO VLANIDOOOOOOO ALLOODOOOOODOO0O0OO0O00O VLANOOOOO
googo

gooooogon

Manager > show vlan
VLAN Information
Name ........ouuun... default
Identifier ......... 1
Status ....... .. ..., static
Private VLAN ....... No
Admin Active ....... No
Protected .......... No
Untagged ports ..... 25-26
Tagged ports ....... None
Disabled Ports ..... None
Spanning Tree ...... default
Trunk ports ........ None
Mirror port ........ None
Attached to Bridge . No
Attachments:
Module Protocol Format Discrim MAC address
GARP Spanning tree 802.2 42 -
Name ........coeun.. white
Identifier ......... 10
Status ............. static
Private VLAN ....... No
Admin Active ....... No
376 | CentreCOM 8700SLO 000 0D0O0O00O0OO0DOO 2.9 ogooooo
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Protected ....
Untagged ports
Tagged ports .
Disabled Ports
Spanning Tree
Trunk ports ..

Mirror port ..

Attached to Bridge

Attachments:
Module

..... None

Protocol Format Discrim

SHOW VLAN

MAC address

802.2 42
IP Ethernet
Ethernet

Name .........
Identifier
Status
Private VLAN .
Admin Active .

Protected

Untagged ports
Tagged ports .
Disabled Ports
Spanning Tree
Trunk ports ..

Mirror port ..

orange
...... 20

static

..... None

Attached to Bridge . No

Attachments:
Module

Protocol Format Discrim

MAC address

Spanning tree 802.2 42
IP Ethernet
ARP Ethernet

Manager > show vlan=apriwv

VLAN Information

Name

Identifier
Status
Private VLAN .
Admin Active .
Protected
Untagged ports

Tagged ports .
Associations .
Disabled Ports

goooon

None

Port only

None

CentreCOM 8700SLO 000 ODO0O0OOOOOOO 2.9
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378

SHOW VLAN

Spanning Tree ...... default

Trunk ports ........ 25-26

Mirror port ........ None

Attached to Bridge . No

Attachments:

Module Protocol Format Discrim MAC address
GARP Spanning tree 802.2 42 -

Private Uplink:

Uplink ports ...... 25
Uplink ports ...... 26
Private Groups:
Group ports ....... 1-8
Group ports ....... 9-16
Group ports ....... 17-24
Name VLAN O
Identifier VLAN ID
Status VLANOOOODOOOstaticOOO

Private VLAN

00000 VLANO Private VLANO 0 0O 00O

Admin Active

googn

Protected

Protected VLANO OO ODODOOOO0OO0OO20000000000000
RN

Untagged ports

goooooo

Tagged ports

goooooo

Disabled Ports

gooooobooboo

Spanning Tree

oooSTpPOOOO

Trunk ports ooooooo
Mirror port gooooo
Attached to Bridge ooooo

Attachments 00 00O 0O

VLANOOODOOOOOooooooooooooooooooooooo
gobooooogoo

Module ggdooooooobooboobooo

Protocol goooooooooboon

Format oo0oooooooo

Discrim odoooooooooooooooooooo ID

MAC Address

oooooooooOo MACOOOO

Uplink ports

00000000D0OPrivate VLANDO

Group ports

CentreCOM8700SLO D00 DOOO0DOOOOOO 2.9

J613-M0019-01 Rev.P

O000000000OPrivate VLANOD OOOODODOOOOODOOO

gooogo




0 85:

googod

CREATE VLANO 1370000
DESTROY VLANO 1510000
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SHOW VLAN DEBUG

SHOW VLAN DEBUG

0000o0oo0oooooo /0oooo00 LAN

SHOW VLAN DEBUG

g

VLANOOOOOOoooooooooo

gooooogon

Manager > show vlan debug

Vlan Enabled Debug Modes Output Timeout
Vlanl PKT 16 NONE
Vlan Enabled Debug Modes Output Timeout

VLAN VLANOOOODOOOVlanODO VLANIDOOOOOOOOOOOOOO
EnabledDebugModes 0000000000000 0000000PKT O Noned
Output 000000oo0o0ooooooooTIYOOOO
Timeout gdooooooboooooooooon
O 86:
ooooon

DISABLE VLAN DEBUGO 1790 00O
ENABLE VLAN DEBUGO 2130000
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