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0000000000000 00000SETCONFIGOODODOOoOooooon
gobogbodobdnonel 0000000 DOO0ODLOODLOODOODODO
goboobobooobooobobbooobboooobooobbooooobo
gobooooooon

config.ins

goboooboooboooobobooobboooobooobbooooobo
ODO0ODO0DOOOSET CONFIGOOOOOOoOooooooooooooooooo
goboobooobooooo

prefer.ins

gobbobooobboooobboobobboooobooobbbboobo
goboooboooooo

enabled.sec

goooooooooobooobobobbobbobobobbooboooobobobDbo
gobooooboooboooboobbobbooboobboooobo

release.lic

goboooboooboboooobbooobbboobbooobbooooobo
goboooboooobooooboboobbobboon

feature.lic

goboooboooboboooobbooobbboobbooobbooooobo
gogbogboobboooboooboobooobo

longname.lfn

0000000083000 uooooooo283000000oooOOOO
000o00oo0ooooOoooOoOo8spooooooooDooooUooooooDdg
gobooboooboooobooboobbooboobbobbooo

login.txt

Welcome 000000000000 00D0000O0O0O0OOOOODOOOOOO
gogbogboogobooobooboooboobbooboobbon

autoexec.scp

UserOOODOOOOODOODDOOOOOOOOODOODOOOOOOOODOOO
UserOOOOODOOODODOOOOODOODOOOODOOOOOODOOOOOOOOO
0 000 Manager 000 O Security Officer 000 0000000000000O
gooooooogoogo

snmpengn.sec

SNMPv3O O OOO0OOO0O0O0000OSET SNMP ENGINEID 00000 EN-
ABLESNMPO OOOD0OO00000O0O00DO0OODODODOOODOOOOOOOOOO
gogooooo

O0000000o000oo0oOOfilename0 D 80000000000000000028300000
oooos8300002000000000000000000DDODODOOODODDODOODO0DODOOOOODODO

bindXXXX.dsn DHCP Snooping 0 0000 O00O0MXXXXOOOOODOOODODOOOOOOOO
0000004000000000MMDHCP Snooping 0000000000
Jod00d0o0o0ooooooooooooo
O 4:
goooooao

goooooboooobooobobooboobbobboobooboooboboobbooboobbo

e 00000 verylongfilename.cfg
e 00000 verylo0.cfg

googn
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ooo0ooOoooooooo

& 00ooooooooooooooooooooooooOoboOOo0OOO0OO0DOObOOOObObObObOOOOo
obooooooooooooooooobooboOooooooOoobooOoOooOooooooo

00o000000oo0o0000000000000000000000000 longnameln0O00000O0O
longname.lfn O Ofilename 000 800 0000000000000 000O00D000O00ODO0O0OOO
goooooogoooo

O0Ofilename 00000 8000000000000 100008300000000

s SHOWFILEO OOOO367 000000 M O000000D0O0O0O0O0O0O0O0O0O0O0OO0O0OO0OO

SHOW FILE

m SHOWFFILEO O OO O35 00000 0M00000oooooooooonoooooog

SHOW FFILE

s 00000000000000000000SHOWFILEOOOO0O0367 00000 longname.lfn 00
gooon

SHOW FILE=longname.lfn .

m 0000000000000 O0O0DO0ODO0DOO0O00DODO0DDLOO0OODO0oDDODOo0DbUOoUbOobDDOOoOoDO
ooooon

SET CONFIG=verylongfilename.cfg

oono

SET CONFIG=verylo~0.cfg J

& DELETEFFILEOOO0OO18100000 SHOWFFILEOOOOO36500000000000000000
oooooooooooooo

& 0oooooooooooooooooooboooooooooboboooooOooOoObOboOoOoooooOooOoboboOoOoo
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
doooo00oooooooooon SHOWFILEDO OO OO036700000 longnamelin 0000000
ooooooooooooooooo

& 00000000000 0000O0000CREATECONFIGOOOOO151000000000000000
0000000000000 000000SHOWCONFIGOOOOO0353 00000 DYNAMICOOOOO
ooooooooooooooooood

goooood

oddooo00oooooooooooDooOooooDOo*XODO0O00oODoOoOU0OoDoODOOoOODOD
odoooooooo0oo0oOo*Xo0obDo0oooO0UooOo0ooDOoooOoOoOOoOooOo

s 0000000000000 0ONVSOOOOOOOO00OOO0000O00000rezDOODODODOO

CentreCOM8700SLO D00 DOODODOOOOOO 2.9 gooood
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ooooooooooooo

SHOW FILE=*:*.rez J

s 000000000000000000000000O0O0devieeOODDO flashOOO0OO0O0O00O

SHOW FILE=*.txt J

s NVSOOOOOoooooooooooo

DELETE FILE=nvs:*.scp J

& 0ooooooooooooooooooooooooooOoboboooooOooObobobOoOoooooOooobooboOoOoo
ooooo

m DELETEFILEODOOOO18200000 SHOWFILEOOODOO3670 0000000000000
goooooboobobo

DELETE FILE=gw*.scp .

% 00000%basecfgl000000oo*cfgdOOOOOOO

m [J0000boobboboboobobooboboobooboon

e DELETEFFILEOOOODO181 0000
e DELETEFILEO O OOO1820000
e SHOWFFILEO OO ODO3650 000
e SHOWFILEODODODODO3670000

goooood

goooobooobooobooboobbonoo
s J0000O0O0O0OOSHOWEFILEOOOOO367 000000000 0OODO

SHOW FILE

m (J00bo0boobobobbobobooooboobooobo

SHOW FILE=*.scp

e 00000000000 0OSHOW FILEOOOOO0367000000000000000ODOOOO
O00D00OD0D0OD0O0D0D0OO0O0DSHOW FILEOOOOO37 000000000000 DO0O0DOOODOOODO
DDDDD.txtD.SCpD.CngDDDDDDD

SHOW FILE=mitai.cfg J

m 00000000000 DELETEFILED0DO0ODO1820000000000000000000000O
goboooboooboooboooo
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ooooooooooooo

DELETE FILE=iranai.cfg J
DELETE FILE=*.txt J

% config.insOprefer.insOrelease.licOfeature licOlongname lfin 000000 0000000000000 OOO
00000o0o0ooooooooa

& 0oooooooooooooooooooboooooooooboboooooOooOoObOboOoOoooooOoooboboOoOoo
ooooo

& 00ooO0ooooooooooooooooooooooooOooOoOoOooboOoOoooOoOoOoOObOoOo

s 000000000000 RENAMEOOOOO280000000000

RENAME old.scp new.scp

s J000000000000000000EDITO0000228000M00000000000O0O0O0O0O
goooon

EDIT myscript.scp 4

m (JO0ogoooobooboboooooobobobooooobobbbooooobbbboobbbboOoo
ODOODOD0DOOCREATEFILEODODDOODOIMUOOOMADDFILEODOOOO16000000000O0O

e J0DODODODODODMSHOWXXXXODDODODODDODODODOODODOUDDODOODODDODDOOOADD FILE O
O000Ne0D0000 CREATEFILEOD OO OO154 00000 PERMANENTREDIRECT O O
gooboooooboooobo
- 0000000000000 00000D000D000000UOCREATEFILED OO OO15400

gobooooobooobbobboo

CREATE FILE=output.txt COMMAND="show system"

& CREATEFILEOO0OO0O014000000000000000000000000O0O00O00O0OO
0000000000000 00o0oooo0oo0oo0oo FORCEDOOOOooOooooQo

00o00oO0o0o0o0o0ooooo0ooo0ooo0oooo ADDEFEILEODOOOONe00OnO
ooooooooo

- 0000000000000 0D0D0D00D000D0D0DU0D0D00DUD0OCREATEFILEO O OO
015400000 FORCEODDDOODDOODODOOODOOO

CREATE FILE=output.txt FORCE COMMAND="show system" .

& FORCEOOUOOUOOUOOOOOUOOCREATEFILEOOOOO140000000000000O00
ooooooooooooooooooo
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ooooooooooooo

- 0000000000000 000000D00D0O0D0D0O00OOADDFILEDODOOON6e0 OO0
gobooobooooooooo

ADD FILE=output.txt COMMAND="show release" J

& 0000000000000000000000000000000CREATEFILEO OO OO154
oooooooooooooom

e J0IUIOODDODODDODDMENABLEXXXXDEBUGH O ODODODOOODODOOOOODODOOOO
OODADDFILEOODOODO1l600000 CREATEFILED O DOODO154 00000 PERMANEN-
TREDIRECTOOODODOODUOODUOODOOOO
gobobooboogoobooooboobobobboobuoobooobbooobo
1. ADDFILEOD O OOO0O1l6e0 0000 CREATEFILED O OOO154 0000000000

000000000000 000ENABLEXXXXDEBUGO O OODODOOOODOoOoOoOOOO
PERMANENTREDIRECTO OO O OOOOODOOOOOOOOOODO

CREATE FILE=swidebug.txt COMMAND="enable switch debug=all"
PERMANENTREDIRECT J

0000000000000000 M@ enable switchdebug=allDOODOODOOOOOOOO
gooogoboooboooooobooboobbooboobbooboobobobooboo
swidebug.txt 000000000000 00000000D0000DOSswidebug.txtOO0OO
goboooboogobooboooboobbobbobboobooobooobboobo

2. 000000000O0ODO0O00000O000000O0ORESET FILE PERMANENTREDIRECT
0000027400000 000000000000ODDODDOODODOODOOOODODOOODOOOO
goboobooobobooobooboboobo

RESET FILE=swidebug.txt PERMANENTREDIRECT ./

& 00ooobooobooooooooooooooooooooooooooooOoOOoOOObObOOO0O0o
oooooooooooooooooooooOoooooOooboooooOoboOoOooOboOoOoooboOoo
000000000000 00000ENABLEXXXXDEBUGOOOOOOOOOOOOooOooOo
0000000000 O0ENABLEXXXXDEBUGOOOOOOOODOOODODOOOoOOoooooOo
oooooooooo

3. Jo00oo0ooUooOooO0oUODUooOoOOoDUOooDOooO0oDOooDoDOooDooDooooOooDg
oo

DISABLE SWITCH DEBUG=ALL .

s [OADODOO0OO0OO26000000000000000000000000O0ODO0OOODOOOOOOO
oooO0oooooo TFTPOODO 192168.1.11 00 longscp 000000000 DODOO0DOOOOOO
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ooooooooooooo

000000000000 UOHTTPOD ZMODEMOODOOODOOOOOO

LOAD FILE=long.scp SERVER=192.168.1.11 DEST=flash

s UPLOADOOO0OO0OO046500000000000000000000O00 TFTPOOOOOOOODOOO
00000000000000000000000 taisetsu.cfgd TFIPOOODOOODOODOO0O0ODOO0OO
ZMODEM O OOOOOOOOOODOOOO

UPLOAD FILE=taisetsu.cfg SERVER=192.168.1.11

& TFTIPOOOOOOOOUNIXO OSO tftpd 00 0000000000000 DOOOODO0O0O0O0OO0OOOO
oooooooooooooooooooboooooooOOoboOooooOooOoOObOO0OobooooOoOOoboOoOoo
oboooooooooooooOooooooooooboooooooooooOooooOoOoooboOoooboooooo
ooooooooooooooo

UNxXOS[1]# cd /tftpboot
UNxXOS[2]# touch karappo.cfg
UNxXOS[3]# chmod 666 karappo.cfg
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oooooooooo

Ooooooougoo

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooobboo

oooogon

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goooboboboobobooboboobooboobobooboboobobbobobbUobOoo

s 0000000000000 00000000O00CREATECONFIGOOOOO15100000000
U00000000000.cfgD00.scpi00000000O00000000000mylancfgdOO000
gooooopogobooobooboobobobboobooboboobboobbobbobbooo
gobooooogoo

CREATE CONFIG=mylan.cfg

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
00000000 o0oooooo ADDO SETOODOO0OODOODOOO0O0O000oooomoooooon
gooooooU0ooOoo0U00ODU00DLDUDU0UUDUODDOoooMDSODOODODOODODODOODOODODOOO

s (00000000000 00000000000000000000OSETCONFIGOOO00028400
goboooobooobooobooboobobobbooboooboobboobbobbobbooo
goooboooooobooboooooo@ooboboboobobobDoooboboobDoDbooo
goooon

SET CONFIG=mylan.cfg J

s 0000000000000 0000O00ODOODO0O00 SHOWCONFIGOOOOO35300000
goooon

SHOW CONFIG o

m 0000000000000 0000000OSHOW CONFIGODOOOO35300000 DYNAMIC

gobboooboogobooobooboobbobboobooobobooobo

SHOW CONFIG DYNAMIC

s DYNAMICOOOOOOOODODOOOODODODODOoooooooooooooooooooooooo
goooo0ooOoOoooIPODOODODOODOOOOODOOOOODOOOO

SHOW CONFIG DYNAMIC=IP .

m (Jjo0goooooboboboobooobobboobooboboboobobboboboooobobooobo
O0000000D0O00ODO0O0O0O0OSETCONFIGOODOOO2840 0000 NONEQO DO OooOoooo
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oooooooooo

SET CONFIG=NONE .
m J0000000000000000O0MbootcfgiD00O0DODDODOO0OODODOOODOOOOO

goooooo

s (Jgogoooobobooooooboboboooooobobbboooobbobbooooobbbbooon
ODORESTARTO OO OO27900000 CONFIGOD OO OODOOODODOOOooooooooooooo
O00000O0RESTART REBOOTO OO OOCONFIGO O OOODODOoOoOOoOooooo

RESTART SWITCH CONFIG=lkaikiri.cfg J

R 0000000000000 0000000000ORESTARTOOOOO27900000 CONFIGODO
OU0OO0O0DO0ONONEOODOOOODOOO0OO0OO bootcfg DODDOOODODO

RESTART SWITCH CONFIG=NONE
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oooooooooo

ogbooabggod

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
00000000000 TelnetD OO ODO0O0D0OO0OD0O0000O000OO0OD0O0O0O0OOOOOOOODOOO
gobooooooobooobooboobbobbooboooboobboobbobbon

oo

gooooobooobboobobobooobbooobb bbb boobobDooobo
0000000000000 oUUdOTemetOD0O0DO0OOOODOOOOOOOOOO
O0O0OTelnetO0OOOOUOUOO0O0O0OO0DDOOOOOUOOO0O0OO0ODODODOOOOOOODDOOOIPOOOOO
odooooooooooooooooooooooIPO00OO0O0OOOOODOOOOOOOOOOOO
odooooooooooooooooooooooooooooIPo0ooO0ooOoOoIPOOOODOOO
googd

gobdbdoooguogouogoo Telnetl]l]l]l]l]l]l:l]login:DDDDDDDDDDDDDDDDDD
0000000000000 ooooo0ooo0o0oo00oo000o00d0 M Enter0 00000
gooooooogo

000000000 OManagerd 000000000000 Omanager00000000000D00O00O0
000000 friendd0 0 M login:000000 00000 managerdd M Password:00 0000000
ODUfriend0 00 0000000000000000O0O0OO0OO0OOOOOOOOOOOOOOOOO

login: manager
Password: friendD0O0O0O0ODOOOOOOO

Manager >

& 0oooooooooooooooooooboooooooooboboooooOooOoObOboOoOooooOooOooOooboboOoOoo
ooooooooooooooooooboboOooooooOoboboboOooooooOoboboOooooooo

& Telnet0 DO ODOO0O0O0D0OO0OO0O0D0O0O0O0OOO0ODOO 1000000000000 OTelnetOOOOOOO
oooooo

& 00000000000 50000000000000000O000000O0O0O0O0OO00OOOOOOOOOOO
01000000000000000000000000000TelnetD OO0 DO0OO0O0OOOOODOODOOOO
0000000000 TelnetDDOOOD0OO0ODO0OO0DO0O0O0O000O0O0O00D0O0O0O0O0ODOOOSET USER O
000033900000 LOGINFAILO LOCKOUTPDOOOOOOOOOOOOoOO

& logintxt0 0000000000000 0O0O0O0DOOO0OO0O0O0000000000000O00OO0OOOOOO0
O00000O0Welcome OO OOQOMmM

% autoexecscp 000000000000 00O0O000O0ODOO0O0ODOUser0000000000O0O0O0O0OO0
00000000ooooooooo0O0D0nDOdManager 00 00Security Officer 000000000000
ooooooooooooooo
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oooooooooo

ooboogood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
googoo

& SETASYNOOOOO28100000 PROMPTOOOOOOOOOOOOOOOOOOOOOOOOOOOO
ooooooooooboooooooooobobooooooo

e UserOO0O

>

e Manager 00

Manager >

e Security Officer O O O

SecOff >

OO0OSETSYSTEMNAMEOD OOOO31800000000000sysNameOOOOOOOO0O0OOM >0
goooooboogobooobooboobobobbooboooboooboobbobbobbooo
goboooboogobooobooboobbobboobo

Manager > set system name="kkSwitch/8F"

Info (134003): Operation successful.

Manager kkSwitch/8F>

ooggoougon

000000000oooooDoooooooooooooovTIcoOD DD DoooooooooooooOd

gd gd
- l1loo0oooo
- l1loo0oooo
Ctrl/A gooogd
Ctrl/E gooogd
Delete0 00 Backspace 00000000000 00O
Ctrl/U gooooooo
Ctrl/O oo obooboboboboobooooo
+ 000 Ctrl/B ggodoooooooo
L 000 Ctrl/F goodogoooog
TabO OO Ctrl/I goooooboooboobbboonoobogboooooooooo
gooogd
26 | CentreCOM 8700SLO 000 O00O0O00O0OO0OO 2.9 ogoooo

J613-M0019-01 Rev.Q



oooooooooo

Ctrl/R Jododdoooooboobooboobooboboooboooboooo
Ctrl/Q SHOW XXXX OOOOoOdooooo
0 5:

oougoobogaon

goboooboogoboobobooboobbobboo

m 1000000000000 DOOO00O0000DOOOOO0O0O 1000000000000 DODOOOOOO
0000000000000 oD 10D0D0DoDoDOooDDOOoDDOO0oDOOO0DOO0ODOODODOOOODOOODOOO
O0000DO00DUOODUOADDO SETOO M

& SETSYSTEMNAMEOOOOO3180000000000O00000O0000OO0OO00O0O00O000OO00O00
oooo

s JADDODIPOOOO0OOOODOOODOOOOO0OO0O0D0OOOO00O0OOODOODOODOO0O00OOOo
goooooogobooobooboobobobboobooobooboboobbobbobbooo
goooooogobooobooboobobobboobooobooboboobbobbobbooo
gobooooboogn

s 0000000000000 00ODO00000D0D0D0D0O00OSHOW FILEOOODOO367000000
goboooboooobooobooboon

SH FI J

& 00ooooooooooboooooooboooboOoOoboO0oOb00O0O0DboOobOooOobOOooOOooobooooo
oooooooooooooom

m (JO0ogogooooboboooooobobooobbobbobooooobbbbooobbbooo
U0 Manager 00 0000000000000 D00O000O0O0O0O Security Officer 000000000
ugon

m (Jgpoooooooobooboobobobboboobooobbooobooobbooobbobobo
0000000000000 0o0o00000o00000D000000D00Do00oDO00O0O0 CREATE
CONFIGUOODOUOO11 000ooooooooooooooooooooooooooooooogo
goboooboogoooboooo

oougoobgd

goboooboogooboooboooboobbobbooboobooobooobboobo

Manager > add ip int=vlanl ip=192.168.10.1

Warning (2005267): The IP module is not enabled.

Manager > enable ip
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oooooooooo

Info (1005287): IP module has been enabled.
Manager > show ip interfaith
Error (3005012): The string "interfaith" was not recognised as a parameter for t

his command. Either an invalid parameter was entered or the parameter was spelt

incorrectly.

m (J00bgo0boobobobobooboboooboo

oogo ((oo): 00

e JOOOODOODDODDOUODDOUOUDDUODDLDOODDOODLDOD
- InfoO0O00D0O0O00DOOO0OODOOO
- WarmningD OO O0OO0ODO0OO000DO0OO0O0O0D0O0O00O0D00O00O000O000000000
- Error: 00000000 DOOODOOODOOO

& 00ooooooooooooooobooooooOoOoOOOObOOoO0oOooobobooooOoomoobooboooo
000000000 o00o021/MSGOO D OO0 O OO001/INFOOD 002/WARNMID 003/ERRORO O O
00000000000 oo000o0o0oo0ooO0oooo0oo00/000000DbOUOoOOooOO

e NID0DD3000000IU00IOOODZ0O00D0D0ODODDOODODODO

sSmmmmnmnn

- 0Os00000000000000 1000000010 Infold20 Warning 30 Error0 O 3 O
ggbddooouoooooooboooooobb
- OmmmO000000000O0O00O0OO0OO0OOO 3000000000000 0O00O0000O
odoooooooooooo IDoodoooooooooooog
- UnmnO 0000000000000 000O0300000000010255000000000A0
ooooog2609900000000000000000000O
e [OIDUIUODUODUOUUUUUUOUOO

oougoobgd

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooobooooooooo

e JOOOODOO
e JODOOODOO
o JOOOODOODOO

0000000000000 00000000000000WO00TABODOOOODODO0DO0DO0O0OOOoOoOO
goboobooobooooboooo

RN gooo RN
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oooooooooo

gooooboooboobbon

?0 0O O oooooooooooo?ood TABOOD O gooouobooobouobobobogo
<TAB> ggo gooooooogooo
keywords 1DDDDDDDDDDkeywordsDDDD goooooooooooobooboo
?0 0O O 0dooooooooooooooor?oo gooogo
keywords OTABOOOOOO
<TAB>

oo oobobooo
partial- 00000000partial-keyword0O DO 000000000000 000O0OO0O
keyword? 00o0000o0oo0o00000?0000 00 partial-keyword 000000000

googo
goooooogo

partial- 00000000partial-keywordOO OO 000000000000 O00O0OOOO

keyword<TABR O OO0OO0OODODOO0OO0OODOO0OOTABOOO
ugon

O Opartial-keyword 0 000000 100
00000 Opartial-keyword D 00000
00000000000 partial-keyword
goboobbooooooobooobboo
goboooooogg
gooooooooo

keywordz? DDDDDDDDkeywordDDDDDDDD keywordDDDDDDDDDDDDDDD
DDDkey— 000=00000000002000TABD DOODO0OODO0OODODO0OODO0OODOODODOOOOO
word=<TAB> 0O0OOO O

O600000000000000
gobooboobooooboooboobbobbooboo

goooood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000000 DODODO0O0DDO0O000000O0WOO0TABODOOOOODOOOOOOOO
goooon

& 0?000TABOOOOOOO0OOOOCOOOOOOOOOOOOOOO0OOOOOOOO0OOOOOOOOn
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
ooooooooooooooooo

00000000000 100100000000 000000000D0O00000000O000ADDO
ENABLEOOOODOOOOOODODOUOOOOSYSTEMOIPOODOODOODOOOOOOOOODOOOOOOO
gooo

gopoooooogoog

O0000ooooooo?2o00TABDO OO0 O0O0DODOO0O0OO00oooooooooooooooooon
gooooooUooo?2oO00TABOOOOOOOOOODOOOOOODOOOOODOOODUOODDUODOOO
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oooooooooo

s 0000000000000 000O?2000TABOOODOOOOODODOOOOOOOOOOOOOOO?O
goboooooooboobm

Manager > 2?0000 <TAB>0
ACTivate Cause an action to be taken immediately
ADD Add new items to existing objects or instances
CLear Erase memory (NVS or FLASH) totally - use with extreme caution!
Connect Connect to a named Telnet or interactive host service or asyn port
COPy Copy a file in NVS or FLASH memory
CREate Make a new object or new instance of an object
SHow Display states and settings of all parameters and objects
SSH Use Secure Shell to log into a remote device securely
STARt Start the packet generator for diagnostic purposes
STop Terminate a current ping, trace route, or packet generator
TELnet Use Telnet to login to a remote device
TRACe Use trace route to see what path packets take to a destination
UPLoad Transfer a file from FLASH or NVS memory to a remote server
Manager >

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goooobooooobboooobboooobboooobboomboobbobboobbbooooo
goboooboooobooobooboobbobboobboooobo
gobooboobbooobooobooboobbo

& 0?000TABOOOOOOO0OOOOOOOOOOOOOOOOOOO0OOOOOOOO0OOOOOOOOn
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
ooooooooooooooooo

s 0000000000000 000O0OOO0O0OOSHOWOOOOooooooooooooooooo
00000000200 TABOODDODODOOODOOODOODOOOOODOO

Manager > show 2?0000 <TAB>U

ACC Display information about calls, scripts and domain name

ALIas List the currently-defined aliases for long command sequences
APPletalk Display circuits, counters, DLCIs, filters, ports and routes
ASYn Display asynchronous port settings or counters

BGP Display peers, routes, filters or other BGP information

BOOTp Display the current configuration of the BOOTP Relay Agent
SYStem Display general system information

TACacs Display the list of TACACS servers or TACACS debugging options
TACPlus Display information about the TACACS+ configuration

TCP Display the state of current TCP connections
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oooooooooo

TDM Display information about one or all TDM groups

TELnet Display information about the current Telnet settings

TEST Display the unit test status and results

TIme Display the current system time from the real-time clock

TIMEZone Display the configured standard timezone name and offset from UTC
TPAD Display the configuration, local connections, or counters

TRAce Display TRACE configuration and results of the latest command
TRIGger Display general trigger settings, or info about specific triggers
TTy Display information about one or all of the TTY devices present
USEr Display information about RSO or the User Authentication Facility
VLAN Display information about the specified VLAN or the debug mode
VLANRelay Display information about one or all of the VLAN relay entities
VOIP Display information about VOIP configuration or status

VRRP Display diagnostic information about VRRP virtual routers

X25C Display X25C information

X25T Display information about the X.25 DTE or call parameters
Manager > show

m JO00OOSYSTEMOOODOUOOOOODOOO0D0D0D0O0OD0O00000000?2000TABOODOOODOOO
gbooboooooboobobo

Manager > show system 2?00 00O <TAB>[

<enter>

DUMP Display information that is dumped when an exception is generated
ENVironmenta Display recent information about temperatures, fans and voltages
FACtory Display information of use to the factory

MANUfactured Display the date when the unit was manufactured

SErialnumber Display the hardware serial number of the base unit

STARTuUp Display the status of the unit after startup

TEMPerature Replaced by the command SHOW SYSTEM ENVIRONMENTAL

Manager > show system

<enter>U0UIOD0OO00OOD0DOUOODO0O0DO0OOO0OOEnterD 00000000000 DODOOOODOOOOODO
0000000000000 000MmMshowsystemO 0000000000000 000O00O0O0OO
gobooooboogn

goooopooooboogoog

0000000000000 00000000000000000OOo?2oo0o00000000000O0ODOO
gobooobpooobooboooboobbobboobooboobboon

m 0000000000000 0A0 0000000000000 00OODO200000000OoDOOODOO
oooooooUooo2o0ooUooom™

Manager > a-?

ACTivate Cause an action to be taken immediately
ADD Add new items to existing objects or instances
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oooooooooo

Manager > a

m D0Maddiph0 000000000 000000000000O0000O0O0O

Manager > add ip h?

HElper Adds port/s to list of UDP ports to listen for on the interface

HOst Adds a user-defined name for an IP host to the host name table

Manager > add ip h

s J0000000000000000000000000000000000000000 M addipO
vbbboghooooooodooooodoooooooogoon

Manager > add ip g

Error (3005012): Parameter "g" not recognised.

Manager >

oooooood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000000 O0DO0OOODOTABOODDODODDOODODOODODDODODOOODOOOOODOOO
000000000000 oOOooOUU 1DUDO0DoDDOooDoDOooDOoOoDOOoDOOOoDOOODOOOODOOO
0000000000000 0000000D0ooooooooooDoooDooDm?200000000000
gobooooboogn

m 00000000000000ad0000D0O0000000000000TABOOOOOODOOOOOO
goboooooooooooobobooobooooom

Manager > ad<TAB>

Manager > add

m D0Maddiph000000000TABOOOODOO0OO0OO0D0Maddip00000hODOO0OODOOOO 2
goooo0ooU00ooDU0oU00oDU0D0D@2Wo0000DooDO0Mm

Manager > add ip h<TAB>

HElper Adds port/s to list of UDP ports to listen for on the interface

HOst Adds a user-defined name for an IP host to the host name table

Manager > add ip h

s 00000000000 00000000TABDOODODOODODODODODOD 1000000000000O0O

goooon
| |
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Manager > add ip ho<TAB>

Manager > add ip host

m J0ooooooboobooboobooboobobobboobobobobobbobbobobo
U00000mMaddip00000gh 000000000000 O00ODOOOODOOO0OOOO

Manager > add ip g<TAB>

Manager > add ip g

ooooboooooo

0000000000000 0000000ooUoD=0000000000?D00TABOODOOOOOOOO
gooooopogobooobooboobobobboobooboboobboobbobbobbooo

m 0000000000000 Osetswitchport=000000000?000TABOOODOOO0OOOOOO
OO0 PORTOOOODOODOOODOOODOOODOOODOOODOOO

Manager > set switch port=?0000<TAB>[
required - the keyword ALL, an Ethernet switch port number, a range of Ethernet
switch port numbers separated by a hyphen, or a comma-separated list of Etherne

t switch port numbers and/or ranges

Manager > set switch port=

m J000TRUE/FALSEO ON/OFFO YES/NOO OO OOOOUOOODODOODODO0OOO0OO0O0DOoO0oooo
gobooooooobooobo

Manager > set switch port=1 speed=?0000<TAB>[

required - AUTOnegotiate 10MHALf 10MFUll 100MHALf 100MFU1l1l
1000MHALf 1000MFull 10MHAUto 10MFAuto 10MAUTo 100MHAUto 100MFAuto 100MAUto
1000MHAUto 1000MFAuto

Manager > set switch port=1 speed=

Manager > set portauth idtoggle=?00 00O <TAB>[

required - OFF ON

Manager > set portauth idtoggle=

s 000000000000000000000000000000000000 M enableipdOOdipd
goboooboooobooobooboon

Manager > enable ip=?00 00 <TAB>[

No value allowed
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oooooooooo

‘Manager > enable ip= ‘

oooogon

O00O00O0O0OUO0O0OO0O0OUOHELPOODOOO23 0000000000

s 00000000 HELPOODOOO23000000000000000000ODO0O000OO0O0OOO0O
gooo

HELP

m [J00gobooobooboooboooboobooobooboobbobboobboobo

HELP IP J
 JUpogooooobobooboobooboobobbobbooboboobboobobbOobobo
goooooooooo

HELP IP INTERFACE J

s 0000000000000 0O0ODO0O0ODOD0O0D0D0O0D0OD0DHELPOOOOO2530000000000
O00000OO0 SETHELPOOOODOO286 000000000000

SET HELP=86s-251.hlp

& 0000000000000000000000SETHELPOOOOO28600000000000000O000
oooooooooo

ooooooboooood

0000000000000l 0000000o0 2200000000000000000000O0 2200
0000000 210000000000000000000D00OOO0000O0ODODODO0OOoO0OOOn
gooobboo

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

gobooobobooobbooboo

Space 0010000000000

Enter 00100000000

C 0000000000000 00oo0oo Cel/QUOOODDDOOODDOOO
q gobooooooooooobooobo

a7
doodo0ooooooooooooooobooooo

m 000000000 SETASYNOOOOO281000000000000
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oooooooooo

SET ASYN PAGE=30 J

s J000000000000000000PAGEODDODOOODO OFFOOOOOOO
SET ASYN PAGE=OFF
s JJ00JgoocCoooooooooooooooooo0D0DO000DO0D0DODUODODODUDDOD

00000000000 0000000000000CHl/QUCl00DI00O0O0O0D QUIUDOOOO
gbobooboobooooooobobooboboooboobogboboboboo ™

ooboogood

goboooboogooboooboooboobbobbooboobooobooobboobo

m 000000000 ADDALIASOOO0OO0OOC11500000000000000s00000000
gobooboooobooobooboobbon

ADD ALIAS=1ls STRING="show file" J

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goboooobogoobooobooboobbobboobooobo

m 000000000 SHOW ALIASOOOOO0O342000000000000

SHOW ALIAS J

s 000000000000 DELETE ALIASOOOOO1800O0O0O0O0DO0OOOO

DELETE ALIAS=ls
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oooooooooooo

ogobogodotdod

googgon

00000000000 0oooo0ooo03000000000000D0D0D0D0D0DODOD0DoODOOOOO
gooobooobobooboobooboobooboboboboboboobobbobobbobobobo
goboboobooboooooooboboobobobooboboboooDbobDoLDobOobOo

e User0O0O
e Manager 00O
e Security Officer O O O

UserDDOOOOODODOOODOOODODOOO0ODOOOODOOODOOODODOO0O0ODOO00ODOO00O0O00OO0O0O0O0O
Ododoo0oooooooooooooooooooooooooooooooooooodUserOO
ODO0o0Oo0DWANODOOODODOODOOODOODODOOoDO0O0oDooooooooooooooO WANDODO
oo ooboboobbbooboboboooog

Manager0 0000000000000 D0O000DO0O000O00O0DOO0O0O00O000OO0O0DOOO0OOO0
0000000000000 00000000D00000D0000 ManagerODOOOOOO0OOO0DOOO
odoooo0ooo0oooooooooU0ooo2000000000000000000000000O
godooooouooooobobooboboooooboooo
SecurityOfﬁcerDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
goobooooobooobboooboboobob oo bbb boobboooobo
0000000000000 Security Officer 00000000000 DOODODODOOUO Security Officer
gododooooooooobooboobobobobbobbbbooooooooo

goooooood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
googoo

& SETASYNOOOOO28100000 PROMPTOOOOOOOOOOOOOOOOOOOOOOOOOOOO
ooooooooooboooooooooobobooooooo

e UserOOO

>

e Manager 00

Manager >

e Security Officer O O O

SecOff >

OO0OSETSYSTEMNAMEOD OOOO31800000000000sysNameOOOOOOOO0O0O0OM >0
goooooboogobooobooboobobobbooboooboooboobbobbobbooo
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gooooooooooo

goboooboogobooobooboobbobboobo

Manager > set system name="kkSwitch/8F"

Info (134003): Operation successful.

Manager kkSwitch/8F>

oougoobgd

000D000000OManager 00000000 Omanager0 000000000000 0O00D0OOO
gobboooboogoboobbooboobbobboobooobbooobo

& 000000000000000000000 Security Officer 000000000000000000000O
0000000000 0Security Officer 1 0000000000000 O0DOODOOO0OD00O0OO0OOOOOO
ooooooomm

e U000 OUOmanager
e 000000 friend

gbooboboooobooboooboboboboboboboooobbbooobobboboboboo
0000000000000 D0ODU0O0OUOOO SETPASSWORDOD OO DOO3020 000000000

Manager > set password

0l1ld password: abcabc 000000000000 OODOO0OOOOOODOODODOODOOOOOOO
New password: xyzxyz O0000000O00OOOOO

Confirm: xyzxyz 000000000000 0OO0OOO0OOOOOO

000000000000 0000000Entexrddgno

& Manager 1000000000000 00O00000ODOO00O0O0O0O0O0O0OOO0OOOOOOO

0000000000000 oooooooo0o0D0o0CREATECONFIGOOOOO151 00000000
O00D0O0D0ODO0ODOOOSETCONFIGO O O0OO0240000000000000000000O0ODOODOO
gooooboooboobboobooboobbooobo

Manager > create config=basic.cfg

Info (149003): Operation successful.

Manager > set config=basic.cfg

Info (149003): Operation successful.

ooggoougon

0000000000000 Do00D000D000D0000D00DODdRADIUSORemote Access
Dial-In User ServiceD 0 000 0000000000000 0000D00000DDO0O0O0OOO0O

googn CentreCOM 8700SLO 000 OD0OO0OUDOOOOO 29 37
J613-M0019-01 Rev.Q



oooooooooooo

1. 0000oooooooo
2. RADIUSOOOOOADDRADIUSSERVERO OO ODO124000000000000

& RADIUSOOOOOOOOOOOOOO0O0OO0O0OO0O0OO0O0O0O0O0OO00O00O00DmMOOOoooooooo
ooooooooooogo

0000000000000 ooooooo0ooDoo00000oRADIUSOODOODO0DMOOOOOOO
goboooboobooobbobboo

oougoobogaon

000000000000000000000D00000 ManagerOOOODOOOOO0OO0OO0OOO0DOOO
O Security Officer 00 000000000000
goboooboooobobooobooboon

RN goobogo ogo RN

goooo USER uo 0000010 ioonoooooooog
oo

goooo PASSWORD uo O0o0ooooooD 103200000000

gooooobobobobobbbbobooo
odo0De0DODUODODOOODDO

0000000  PRIVILEGE 0000000  Userd Managerd Security Officer O O O O
000 Userd
gooogd LOGIN User O OO O OUser000000000O00O0O0D0OO0O
googo goooooooooobooboboobb
Telnet 0 0 O TELNET g ooogad O0ooooodoooo TELNETOOOODO
goooooo gogoooooogooo
NODO
googd DESCRIPTION gooog ggbdooogoooo
0 8:

s 00000000000 ADDUSEROOO0O0O0144000000000000000000 PRIVILEGE
000000000000 UDDUOO0 USEROD OO M

ADD USER=swadmin PRIVILEGE=MANAGER PASSWORD=s69ro28n

m [J0000boobboboboobobooboboobooboon

ADD USER=swadmin PRIVILEGE=MANAGER PASSWORD="voi4 dia 2390" J

s USEROODOO0OOOO0OO0OO0OODOO0O00O0 LOGINDODODODODODODODODOODODDOoOoOoOoooooDoo
0000000000000 0000000000000000000000000000PPPOOODODO
gooobooboobooboobooboobobbobobbobobobobobboboboboboobo
YESOTRUED 0000000
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oooooooooooo

ADD USER=panp PRIVILEGE=USER PASSWORD=KER3ira6ai LOGIN=YES .

s 000000000000 000O SETPASSWORDOOODOO302000000000000000O0O
O0000000D0000O0O0OOSETUSEROOOOO33900000 PASSWORD O OOOoOoOoOonOoQO
uon

SET USER=other PASSWORD=alapaKOre

S 0000000000000 manager0 0000000000000 O0O00O0O0O0O0OO0O0OOO0OOOO0O0O
O0b00000O00Omanager 0000000000000 00O0O00O00O0O0O0OO0OOOOOOOOOO0O
000000000000 O00OCREATECONFIGOOOO0O15100000000000000SET CONFIG
00000284 00000000000000000000000O0O0O00O0O00O0O0O0OO0OOOOO0OO0O0
oooooooooooooooooooboboooooooOooboOooooOooOoOOobOOoooooOoOoooboOogo

& Manager 1000000000000 00O00000ODOO00O0O0O0O0O0O0OOO0OOOOOOO

m 00000000 SHOWUSERO O OOO453 000000000000
SHOW USER
s J00000000000000D0OD0OOOe000O0DODOOOO00ODODODOOOUOODDODODOODODOD

000000000 0O0O0O0OSETUSERODOOOO33900000 MINPWDLENOOOOOOOOOO
gooo

SET USER MINPWDLEN=8 .

m Jpoooboooboooboobooboobbooboobobobbobbobobobbobbobobo
OOOOSETUSEROODOOO33 000000000000

n 0000000000000 000000OSHOW USERO OO OO4530 0000 CONFIGURATION
goboooboooobooobooboo

SHOW USER CONFIGURATION
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oooooao

oot

0000000000000 ooooDoDo0Do0oDo0Do00Do00D0oU0bDoOg oo RADIUST Remote
Authentication Dial In User ServiceD D 0D O 0O OO0OOD0OD0ODOODO

ooggoougon

gooooobuooobboooobobooobb bbb ooobobooobboobboooob o
oo booobb oo oo bbb oDoobbooobo
RADIUSOOOOOOOODDOOOOOORADIUSOOODOOOOOOOOOOORADIUSOOOOOO
0000000000 RADIUSOODOODOO Access-Reject 0000000000 D0OO0ORADIUSOO
0000 Access-Accept 000D O0O00O0D0O0DOO0ODOODOOO

& RADIUSOOOOOOOOOOOOOO0OOOOOOOOO0OOO0O0O0O0O0OO0OO0O0OO0O0OoOOo0oo
oooooooooooobooboooooooomoooooooooooooooooooooooooooo
00000000000000000000000000000 Access-Reject0000000000000O
O RADIUSOOOOOO0OOO0OO0OO0O0OOO0OOO0Ooooooooo

& 0oooooooooooooooooooboooooooobobooooooOooOboboOoOoooooOooOooboboOoOoo
0000000000 RADIUSOOOOOO0OOO0OO0OOOOOOOOOOOOO0OOO0O0OOOOOooOoo
0000000000000 o00o0o0o0o0o00o000o0000000OgSETRADIUSOOOOO30300
Oo0o0 DEADTIMEO OO0O0OO0O0O0O0O00O00O0000O0O000O00100000000000000000
ooooooooom

& ADDUSEROOOO0OO144 000 MSETUSEROOOOO33900000 RADIUSBACKUP=YESOOOOO
ORADIUSOOO0OOO0OOOO0OO100000000000000000000000ORADIUSOOOOO
oooo0ool10000000o0o0o0o0o0oooo0oooo0o0oooooooo0oon -oRADIUS
O00000000ORADIUSOOO0OOO0OOOOOOOOOOO0O0O0O0O0O0OO0ORADIUSOOO-000000
000000000 o0o0o0oo0o0o0oooooooooooo0l.RADIUSOODOOO0OOOOOOoOO
OO0ORADIUSODODOOO0O Access-Accept 0000000000000 000O0OO0O0ODOOO 2a. RADIUS
0000000000000 o0000o0o0oo0oo0o0o0o0oo0ooooooO RADIUSOOOOO
00000000000000000 2b. RADIUSODODO OO0 Access-Reject 0000000000000
0000000000o0o0o0o0ooooo0 RADIUSOOOOOOOOOOOOOOOOOOOOOOOOO
oooo

RADIUS OO OO

RADIUSOOOOODOOOOODODOOOODOOODOOODOODDOOODODO0O0OoO0ooooooooooooo
goooobobobobooobboboooboboobobobobbbobbobbbooobooboobbo
gooboooboogoo

m RADIUSOOOOOO0ODODOOOCOOADD RADIUSSERVERO OO OO12400000000000
RADIUSOOOOO IPOO0ODODOODOOOOOODOOOOOODOOOO

ADD RADIUS SERVER=192.168.10.10 SECRET=Valid8Me .
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oooooo

& RADIUSOOOOO0OOO0OO300000000000400000000000000000000C0O0O0O00D

s (0000000000000 000OOOOUDPOOO 1645000000000000000ODODO
Ole460 0000000000000 0O0ODO0O0O0O00O0O0OPORTOOOOOOOOOOO ACCPORT O
0000000000000 000000000000OREC2865 000000000 1812 00O RFC2866
0000000000000 0oD B8BLOODODDODODDORADIUSODOODODODODODODODOODODODODODOODO
gboboooobooboo

ADD RADIUS SERVER=192.168.10.10 SECRET=Valid8Me PORT=1812 ACCPORT=1813 .
s RADIUSOOO0O00O00000000000000000000O0000000DO00 SETRADIUSOO

000303000000 00000000Do00o0UUD00Do0OoDD 100 0000DOO 500000000
ooopoooooooooedno 30000

SET RADIUS TIMEOUT=10 RETRANSMITCOUNT=5 .

m RADIUSOOOO0OO0OO0OO0OO0O0O0O0000ODELETE RADIUSSERVER OO 000180000000
gooo

DELETE RADIUS SERVER=192.168.10.10 J

m 0000000 RADIUSOOOODOOODORADIUSOOOODOODODODOOOODODOOOOOOOOOO
OO0O0OSHOWRADIUSOOOOO4090 0000000000

SHOW RADIUS .

m RADIUSOO0O000D00O0000D000000000000000000000A0 Service-Type 000
goooon

Service-Type 0 0 [ ooooooo
Administrative(6) Security Officer O O O
NAS Prompt(7) Manager 0 0 O
Login(1) User 00O 0O

0o9:

% Service-Type 0000000 00000000D0DOOO0O00000OOService-TypeOOOO00O000O0OOO0O
OO0ORADIUSOOO00OO Access-Accept 0000000000000 0000ODO0O0O0O0OODODOOOOO

m RADIUSOOO0O00O00O00000000000000000000000000000000 RADIUS
gobooobooooboobooobo

[clients.conf]

client 192.168.10.1 {
secret = himitsu

shortname = kkSwitch
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oooooo

[users]

secadmin Auth-Type := Local, User-Password == "secadminpass"
Service-Type = Administrative-User

admin Auth-Type := Local, User-Password == "adminpass"
Service-Type = NAS-Prompt-User

operator Auth-Type := Local, User-Password == "operatorpass"
Service-Type = Login-User
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goooooooooooo

ogboouguouotd

OOOOOTFTPOHTIPOZMODEM O 00000000 OODODOOODOOOOOOOODOOOOOO

gooogd

O000ooooOoOooooooIPOOOODOOOOO0O0OOOOTFTPOHTTPOO OO ODODOODOOOOO
o0o0ooozZMODEMOOODODOOUOODODOODOOOOODOOODOOODODOODODODDODODODOODODOODO
goobooooboogo

ooobobooooooooooo

000000000000 oooooooooo IPOOO IPv6 000000000 OOOOIPODIPveO
000000000000 ODNSOO000D000D0D000000000OSERVEROOODOOOOOO
0000000000 U0ooDU0ooDoooooIPDOO0ODODOODDOOODDOOODOOOn

& [Pv6e 0000000000000 0COOTFIPOOOODOOOOHTIPOOOOOOOOO

s TFTPOODOO 1921681050000 00 myfilecfgDOO0O0ODOO0OO0OOO

LOAD METHOD=TFTP SERVER=192.168.10.5 FILE=myfile.cfg DESTINATION=FLASH .

m TFIPOOOO 3ffex1 000000 testtxtDO 000000000

LOAD METHOD=TFTP SERVER=3ffe::1 FILE=test.txt DESTINATION=FLASH

m HTTPOWebO O O OO 19216810100 000 000000O0D0O0O0DO0OOO0OOOODOOO
ODOOLOADOODOOO26 00000 FILEDODODODODOODODODODODOODODODOOOOODOOO
000000000000 000000URLOOhttp://192.168.10.10/admin/myscript.scpd 0 O O
0 /~admin/myscript.scp0 D00 0000

LOAD METHOD=HTTP SERVER=192.168.10.10 FILE=/"admin/myscript.scp
DESTINATION=FLASH .

(000000 oL b bbouobnbboboobo
O00000o00oooooooooo2830000000000DESTFILECCDOOOOOOOOO
0000000000000 0000WebO0ODOOUOOlonglonglonglongname.txt0O0O0 00000
DDDDDDl]longname.tXtDDDDDDDDDDDDDDDDDDDD

LOAD METHOD=HTTP SERVER=192.168.10.10 FILE=/doc/longlonglonglongname.txt
DESTFILE=1longname. txt DESTINATION=FLASH

s 000000000 FQDNOODODOODODDODOODO0DO0OO0D0D0oooooooooon ADDIPDNS OO
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ooooooooooooo

O0mIPOO 16900000 DNSOOODOOOOOOOODOOOOOOOO0DDODOOO0O0O0 DNSOOOO
000000 19216810500 000000000000

ADD IP DNS PRIMARY=192.168.10.5 J
LOAD METHOD=HTTP SERVER=www.example.com FILE=/index.html
DESTFILE=index.htm J

s HITPOOOOOODODOOOODOOOOOOOOHTTPPROXY O PROXYPORTO O OOOOOOOO
oooIPOO00000O0O0O0OOOOOOOOOOOOOOO

O0000O0 LOADOODOO260 0000000000000 DOOOOOOOOOOOOOOOOOO
O0000 SETLOADERO OO OO289 00000 HTTPPROXY O PROXYPORTO OO OO O OOO
gobooboooboooon

SET LOADER HTTPPROXY=proxy.example.com PROXYPORT=3128 .J

& HTTPPROXY O OOOOOOOOOOOOODADDIPDNSOOOOMIIPOO 16900000 DNSOO OO
ooooooooooooooo

000000000000 ooUOLoOADODDOOOO2560 0000 HTTPPROXY 0O PROXYPORT 0O 0O 0O
goooooooooo

LOAD METHOD=HTTP SERVER=www.example.com FILE=/conf/basic.cfg

000000000000 0000000000000000OSET LOADERO O ODOO289 00000
DEFAULTOOOOODOO

SET LOADER HTTPPROXY=DEFAULT PROXYPORT=DEFAULT .

m HTTPO BasicOO OO ODOOOO0OOO00ODOOOOOOO0O0OODOOOOOOUSERNAMEOPASSWORD
goboobooboobooobooobooboobbo

LOAD METHOD=HTTP SERVER=www.example.com FILE=/private/michaya.cfg
USERNAME=mikan PASSWORD=cg23u5h8 J

s SETLOADEROOOOO289000000000000000000LOADERODO DD DOODOOOO
0 SHOW LOADERO OO OO382000000000000

SHOW LOADER !

oooobooooobooooboooa
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goooooooooooo

s ZMODEMUOUOOOOOOO0OO0ODOO0OOODOO000000000000O000000*B0..000000
00o000ooooooooo00ooooooDo0oU0UooDo0 ZMODEMUOOOODODOOOOODOOOOO
00000000000 UUoooooooo ZMODEM OO OOODOOOODOOODOOOOODOO

LOAD METHOD=ZMODEM ASYN=0

gooogd

O00oooo0o UPLOADOOOOO4650 00 0000000000000 TFTPO ZMODEM O OO0
0000000000000 0000000000000000000D00000.cfg0.txt000000

ooobobooooooooooo

000000000000 oooooooooo IPOOO IPv6 O 00000000 OOOOIPODIPveO
goooooboogoo

s TFTPOODOO 192.168.10.500 000 critical.cfg0 0000000000

UPLOAD METHOD=TFTP SERVER=192.168.10.5 FILE=critical.cfg J

s TFTPOOOO 3ffex1 00000 original.cfgDOO0O0ODOODO0OO0ODOO

UPLOAD METHOD=TFTP SERVER=3ffe::1 FILE=original.cfg J

& TFTIPOOOOOOOOUNIXO OSO tftpd 00 0000000000000 DOOOODO0O0O0O0OOOOOO
oooooooooooooooooooboooooooOOoboOooooOooOoOObOO0OobooooOoOOoboOoOoo
oboooooooooooooOooooooooooboooooooooooOooooOoOoooboOoooboooooo
ooooooooooooooo

UNxXOS[1]# cd /tftpboot
UNxXOS[2]# touch critical.cfg
UNxXOS[3]# chmod 666 critical.cfg

oooobooooobooooboooa

s ZMODEM O OOOOOOOOOODOOOOO

UPLOAD METHOD=ZMODEM FILE=ivaluabl.scp ASYN=0
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oooooao

oot

gobooobooobooobooboon

googn

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboobooooboooboobbobbooboo

oobobooooboboooobobooooad

00o00o00ooU0oo0oU00Do0oU0oDo0o00oo00o00Do00DoOU0DOoOD0DODo0o0O0DDOOO0OO 30000
0 majorminorinterimM OO000000 2510000000000 M major00000000000O000O
Ominor0 0 0000000000000 intermI 000000000000 0ODO0OOOODOOOOO
goboooboogobooobooboobbobboobo

O00000o0oooooooooo8es-rrh  REZODODODOODODODOOOOO0O00OO0O0MM86s-0 00000
00000 rrr0 0O majorminorinterimd 000000000000 300000000000.REZO
goboooboogobooobooboobbobboobo

& J0000O0o0ooooo@m8err-mmREZODODOODOO000000O00O0O0O0O0O0O0O0O0O0O0O0O00O0O0O0O
00000000 Mmajorminorinterim-mmM 0000000 275-06000000000 @0 mmO000
0o0ddoooooooooodooooooooodoooooooo0oooooooDoOooo0oOoooono
0o0ddoooooooooodooooooooodoooooooo0oooooooDoOooo0oOoooono
goooooo

goooood

0000000000 000000000D000000000000000000000 D[ 86rrr-pp.PAZO
0000000000000 0000000DOODO0O000ODODOO0O00OO8eMUIDNDDDOONODDODODO
0000000000 mMO00000pp00000000000O0DO0OOO0I00DO00O0O0000O000
086s-251.REZI DD OO UODO00O0O0ONOOONOOODOSE251-01.PAZO DD OO0 O0OOOOOOGO
ooo0oOoooOoooloDoooDoOOoDoDOOoDOOODODOODODOOODOOODOODODOOODOOODODOOODOOO
0000000000000 ooooo 1000000000 PAZDDOODOOODOOOOOOOOO
gbobooooboobobo

& 0oooooooooooooooooooboooooooobobooooooOooOboboOoOoooooOooOooboboOoOoo
oooooo

oobobooooboboooboboooooooboog

ooooooooooo0o0O0o00OO000O0O000O00000000000000D0 major.minor.interim
PlppOO0OO0O0DO0O0O0O0O0OO0O0DOODOOOOO0ODOOODOOO00O0ODO0O00O0MppOOOO0OO
oooo00ooooooooo25.1 PL8OT
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oooooo

oottt unoooud

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooooboogobooobooboobbobbooboobobooobobooobo

& 0O0oo0ooooooooooooooooooooooooOooOoOoOoboO0OoooOoOoOoOObOOOo

gooooooooobobobooobboobobooooooooooooooooooooooooooo
00000000 0majorminorinterim0 00000000

s 0000000000000 ENABLERELEASEO O OO O2400000000000

ENABLE RELEASE=86s-251.rez NUMBER=2.65541 PASSWORD=a689E8113492 .
NUMBEROOODOOOODOOOOxyDOOOOoOOoOOoOOooOODOO0OODOOOO

e UXxODODOOODODOOmMajor000D0000O0D0O0D0OO0O0O0O0DOOO0251002000000
e Oy00d065536 x interim+minor00 0000000000 25100065536x 10 50 65541 0
googod

& 0000027000000000000000000000000majorminord00000000000000
0oo0o0oooooo0oo0oo000000000000 27400 275000000000000 00 major.minor(
000000027000000000027500000000000000000PASSWORDOOOOOO
O00O0OOO0O0OO0OO0OOO0OOENABLERELEASEO OO O0240000000000000000O000O00O00O0OO
oooooooooooooooooooooooooobobooooooooOobooOooooooOmm

s 0000000000000 0O0 SHOWRELEASEO O OOO411000000000000000O

SHOW RELEASE .

oobooobooooooooouodad

googooooooboooooooobooboooooDobWooboooDoboboobDobboO
goobooooboogn
oooooooUoooooo3oooooooon

TEMPORARY goboopboooboobobooobooboo

PREFERRED Jdod0o0o0o0ooooooobooooooooon
DEFAULT 0000000000000 Uo0doEPROMOOCO0OO0OOOOOOOOOO
a0 10:

& 00oooooooooooooooooooooooooooOoOooboO0OoooOoOoOoOOoboOOo

s 0000000000000 000 SETINSTALLOOOOO28700000000000

SET INSTALL=PREFERRED RELEASE=86s-251.rez PATCH=86251-01.paz
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oooooao

s 0000000000000 00 DELETEINSTALLOOOODO183 0000000000

DELETE INSTALL=PREFERRED .J

s 0000000000000 00000 SHOWINSTALLOOOOO3770000000000

SHOW INSTALL

ootudoobooooooood

gbooooobooboboooboooobobobooboboboobobobobobboobbon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goooooboogoo

s 0000000000000 000000O0ENABLEFEATURECOOOO231 0000000000

ENABLE FEATURE=NOEX PASSWORD=jogefogejoge

s 000000000000000000O00 SHOW FEATUREODOOOO33 000000000000

SHOW FEATURE
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ooooo

oogg

goooooooooobobbbbooboobooooobL bbb bbbboobooooDLbLDbDD
gooooboogooboobobooboobobobbooboobbooboboooboobbo
gobooobooooobooboooboobo

e [IUUIDUOUOUOUUOOOO

e MIMEOUDUODODUOODODODOODDOUOODDODOODODODOODOODOOM

e J000D0DDOUDUDODOUODDOUOManagerd000D0000ODODOO Security Officerd 0O O O
gobdboooouoouoouoo

oo

gooooobooobooobooboobobobbooboooboobboobbobbon

0000000000000 FQDNO kkSwitch.tw.example.com
ooooooooIPoOOO 192.168.28.1
goooooooooo admin@is.example.com

O 11:

0000000000000 0Do0oooo DNSOODoODoOooooooooo0oO0oooOUooOUog SET
MAILOOOOO298000MmMDNSOOODOO ADDIPDNSOOOOMMIIPOO 169000000000
0000000 IPO000000O0O0O0OO0O DNSOODOODOOODOOOOOODOOMm
o0o00oooo IPO000000O0O0O0OOODOOOOOOOOOOOOOOOOOOOON

1. 00000000000000000000000FQDN=Fully Qualified Domain NameO O O O
gooo

SET MAIL HOSTNAME=kkSwitch.tw.example.com
2. DNSOOOOOOOOOOOOO0OO0OoOOooooooooo

ADD IP DNS PRIMARY=192.168.28.1

ooboogood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
MAILOOOOO200000000000

 JUpoooooooboobooboobooboobobbobobobboboobbobobboobo
goooooooooo

MAIL TO=admin@is.example.com SUBJECT="testl" MESSAGE="This is a test" J

googn CentreCOM 8700SLO 000 OD0OO0OUDOOOOO 29 49
J613-M0019-01 Rev.Q



50

ooooo

TOOOOOOOODOODOOOSUBJECTOOOODOOOOMESSAGEODDODODOOODODOOOOODOOOO
o000o0oooOoOO0o0oDO0o0ooODOOODODO0000000000000000_ 000000 1B1oooOO
goooo00o00oO0O00UO0ODU0LDUODUO 200000700000 000O0O0

m J00000000000000DNSOO0O0OO00000000000 is.example.comO 0 MXOOO
gooooobooobooobooboobobobboobooobooboboobobobbobbooo
ooooSMTPOODOOOOUOOOO0OODODOODOUOOOOODODDOODOODODOOOOODOO MXOOOO
gobooopoooobbooobooboobboon
O00ODNSOUOO0DO0DO0OO0D0DooooooooooIPOOODOOODOODODOOODOOOODOOODOOO
O0o000ooooooooo IPO0DO0O000O0ODOOOOOO0OODOOOOOODOODOOOOOOOOn
o000ooooooo IPOoO0OOoOo 17216101000 00000000000

MAIL TO=admin@[172.16.10.100] SUBJECT="test2" MESSAGE="Koremo test
desu" J
m FILEODOOODOO0OODOD000D000000000D00.cfgD.scpU txtOOOODODOOOODOOO
00000000000000000000O0basiccfgd 0000000000000 OO0O00O
MAIL TO=admin@is.example.com SUBJECT="config file" FILE=basic.cfg J
m 00000000000 0O0D0O000D0DO00DDOD000ODOO0O0DOOO0ODOO0OODDODOoODDODOa

O00000000CREATE TRIGGERREBOOTO OO OO17550 00000000 DO0O00OOODODOO
gobooobooooooobpooobo

ENABLE TRIGGER
CREATE TRIGGER=1 REBOOT=ALL SCRIPT=mail.scp

00000 0mail.scpO

MAIL TO=admin@is.example.com SUBJECT="%N rebooted" MESSAGE="$N(SN:%S) re-
booted at %D %T"

000000000 00oooooooO0000000000D0DDO00O0O0O0O0UO00000O0%NODO
O000000%SMO00n0%b0%T0 0000000000000 oo0oooooooon
gboboooooooooon

Subject: kkSwitch rebooted

From: manager@kkSwitch.tw.example.com
To: <admin@is.example.com>

Date: Fri, 27 Jul 2001 09:59:40

kkSwitch(SN:40896093) rebooted at 27-Jul-2001 09:59:40

R 0000000000000 000000OCREATE TRIGGER FIREWALLOOOOO164000000O
gooooboogoobooobooboobobobboobooobooboboobbobbobbooo
00o000ooooooooU00oooooo00U0o0oooDooOUoDUooooooOoo IPOODODOOOOO
goooon
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ooooo

ENABLE TRIGGER
CREATE TRIGGER=2 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

Uo0O0O000pscans.scp 00

MAIL TO=admin@is.example.com SUBJECT="Portscan from %2 started"

m J000000000000DO0000O000OO000O0ODOO0O0D0O0O0ODO 1I00D0DO0DODO0ODOOOOO
000000000000 0000000CREATELOGOUTPUTOOOOO15700000 ADD LOG
OuTPUTOOOOO1190 00O

CREATE LOG OUTPUT=1 DEST=email TO=admin@is.example.com MESS=10 J
ADD LOG OUTPUT=1 ALL J

m 00000000 DDO0O0DODODODODOO0ODDODOOO0 SHOWMAILODODOOD400ODO0ODODDDO
ugon

Manager > show mail
MAIL
Host Name ............ kkSwitch.tw.example.com
State ... ... alive
Debug ..., disabled
Mails Sent ........... 4
Date/Time Id To Subject State Retries
5 11:11:15 0003 admin@is.example.com Connect 0

s J00000000000000000 DELETEMAILOOOO0186 000000000000 SHOW
MAILOOOOO0O4000000000000000000000 IdO0003000000000O0O00O0O0O0
uon

DELETE MAIL=3 .
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ooooooo

oooogn

O00000oooO0o/oocooooon

0000000 20000000000000

oo ug

goooooo goboobobbooboooo

goooooboogoo gobobooboboobobobboobboobboobbooboobbo
goobobobboobooobooboooboobbo

0 12:

000000000000000000D000000000000000D0 0Manager 0000 Security
Officer 000000 DDO0ODO0OO0DOO0ODDO0ODOOODOODOO0DOOODOOD Security Officer O O

goobooooboogn

oo goooooogoo goooooooooo gobooobooooooooo

User go gobooooboboobog bobobooboboooooobo
gobooooboboobog bobobooboboooooobo
oo U

Manager U0O000 manager/ 0000000000000
0oo0oQ0 friend

goooobobooboogo
goboooboooobooon

Security oo gooooocoobooooo
Officer

goboobooooooon

0 13:

0000000000000000000000D000 Security Officer 0100000000000

e ACTIVATESCRIPTOOOOO1120000

e ADDIPINTERFACEO OOOMMIIPODO 1810000
e ADDSCRIPTOOOODOI1260000

e ADDSSHUSEROOOOO1400000

e ADDUSEROIODOODO1440000

e ADDUSERRSOOOOOO1460000

e CLEARNVSTOTALLYOOOOO1490000

e CREATECONHFIGOUOOOO1510000

e CREATEENCOKEYOOODOO1520000

e CREATEPPPOOOOMMIPPPOO 350000

e CREATESNMP COMMUNITYOOOOO1600000
e DEACTIVATE SCRIPTOOOOO1790000

e DELETEFILEO DO OOO1820000
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ooooooo

e DELETESCRIPTOOOOOI189 0000

e DELETESSHUSEROOOOO19 0000

e DELETEUSEROIODIOODO198000OO

e DELETEUSERRSOOOOOO1990000O0

e DESTROY ENCOKEYODOOOO2000000

e DISABLE FEATUREO OO ODO2060000

e DISABLESSHSERVERO OO OO2200000

e DISABLESSHUSERO O OOO2210000

e DISABLEUSERODOOODO2250000

e DISABLEUSERRSOO O OOO226 0000

e EDITOODODOO2280000

e ENABLEFEATUREO OO OO2310000

e ENABLEPPPDEBUGOOOCOMMPPPOO 420000
e ENABLESNMPOOOOO2410000

e ENABLESSHSERVERO OO OO2450000

e ENABLESSHUSERO O OOO246 0000

e ENABLEUSERO OO OO2500000

e ENABLEUSERRSOOOOOO251 0000

e LOADODOOOO260000

e MAILOODOODOOO200000

e PURGEUSEROODODO2660000

e RENAMEOOOOO2680 000

e RESET ENCOCOUNTEROOOO02730000
e RESETUSERO OO O O2780 000

e SETCONFIGODOODOO2840000

e SETENCOKEYDOODODO2850000

e SETINSTALLODOODOO2870000

e SETIPINTERFACED D OOMMIIPODO 3570000
e SETPPPUOUOOMMPPPOO 460000

e SETSCRIPTOOOOO3040000

e SETSNMPCOMMUNITYOOOOO3050000
e SETSSHSERVERO OO OO3140000

e SETSSHUSERO OO DO DO3150000

e SETUSERUIDODODO3390000

e SHOWCONHFIGOOOOO3530000

e SHOWENCOKEYOOOOO360O O OO

e SHOWFEATUREO OO DO O3630 000

e SHOWFILEODODODODO3670000

e SHOWNVSOOODOO4050000

e SHOWPPPCONFIGO OO OMmMPPPOO 490000
e UPLOADDOODOD4650000
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ooooooo

oooood

000000000000 00000000000080 Security Officer 00000000 D0O0ODOOO
000000000000 000000000000O0Manager0000020000000000000
gobooobooobooobooboobbobboon

1. Security Officer 00 D00 O000DDOO0OO0DODOO
ADD USER=gsecoff PRIVILEGE=SECURITYOFFICER PASSWORD="top secret" J

2. 000000000000 000O0O0TelnetO OO0 Security Officer 0000000000000
0000000000000000000000000000 RSOO Remote Security Officert O
O0000ooooooRSOODODOOO00OO0ODOODOO0ODOOODUOOODDOOOODOOOODOOOOOn
Security Officer 00 D00 000O0DOO00ODO0OO0OOO

ENABLE USER RSO
ADD USER RSO IP=192.168.10.5 4

3. 00000000000 D0O0O0D0DODO ENABLE SYSTEM SECURITYMODEO 000024700
O0000000000000000000000NVSOOOenabled.sec000000000000O0O
goobogooooooboooooooboobboobooboobbobboobbobbooobo
gboboooboobobooobooooboobboobooboo

ENABLE SYSTEM SECURITY.MODE .

s 000000000000000 SHOWSYSTEMOODOOO439000000000 0 Security
ModeO O Enabled 00O O00O000O00O00ODisabled0 00000000000

m Security Officer DD 000000000000 000000D000OSecOf>00000000

m Security Officer 000 0000000000000 D000ODOOO0OO0OODOO0OO0O0OOOOOO0ODO
gooooobogobooobooboobobobboobooboboobboobbobbobbooo
000000000000000000000D00000000 Manager0OOOOO0OOO0OO0O0ODOOOO
000000000000 0000000000000000000000 Security Officer 0000 00O
goooooooooo

s J000000000000000000eDO00000000000000OSETUSER OO DODOO339
O00O0O0O SECUREDELAY 000000 ooooogoo

SET USER SECUREDELAY=90

s 000000000000 SETCONFIGOOOOO2840 0 0000000000000 DOO0O0O0OO
O0000O0DDODOO0O0OOSETCONFIGENONED O ODOODODOoooooooooooooooooo
00000000000 000000000000000000000000000 00 Security Officer
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
000000 DODISABLE SYSTEM SECURITY-MODE O OO QOO22200000000000000
oo
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ooooooo

m 000000000000 DISABLE SYSTEM SECURITYMODEO OO0 O0222000000000
000000000000 00 @M enabledsec 000000000000

Remote Security Officer RSO

I:JDDDDDDDDDDDDSecurityOfﬁcerDDDDD TelnetOOOOOO0ODOOOOODODOOODOOO
Remote Security OfficerD RSOUD OO0 O000000O0D0 IPO0DO0ODOOOD Security Officer 000 OO
Telnet OO OODODOODODOODOOO

1. RSOOO0 OO 0OSecurity Officer 00000 Telnet 000000000 DOOOOENABLE USER
RSOOOOOO251 0000000000

ENABLE USER RSO

2. SecurityOfﬁcerDDDDD Telnet 0000000000000 ORSOODOOOOOOOOOOOO
ADDUSERRSOUO 00004600 O0OOODOOONO
e DJDDOOIPDODOOO 192.168.10.5000000 0000 OSecurity Officer 0 0 00O Telnet
gjbdooooooooooooboon

ADD USER RSO IP=192.168.10.5

e NOOMASKOODUDODODODODODODODODDOOODDOIPODODOOODOODODOOODODDODODODDODO
g00000mooU0o0 2000000000000 U0DODODUDDOD

ADD USER RSO IP=172.16.10.0 MASK=255.255.255.0 4

e MASKOODODOODDOODODODUOOODOIPOODUOODDODDODDUODODDODDUOODODODODDDODODOOO2
gobooboobooobooobooboobbo

ADD USER RSO IP=172.28.28.5-172.28.28.9

e IPv60O 0D TelnetD0 D DO DODOODDO0DODOODOOODOOIPVv6OOONO 2001::12340 00
000000 00Security Officer 00000 Telnet 0000000000000 00OOO0DOO

ADD USER RSO IP=2001::1234

e [Pv6UO0OD00DOODDODOODODDOODODODODOODOODODODOUDOODOUDODODODO

ADD USER RSO IP=2001:1:2:3::/64 J
e NIUIOOOOOOOOODOOOOOOOO

ADD USER RSO IP=3ffe::1-3ffe::7f

s RSOOOO0OO0OO0O0O00OO0OO0O0 DELETEUSERRSOO O OOO199000O0O0O0OOOOO

DELETE USER RS0=172.16.10.0 J

m RSOOOO0O0O0O00O0O00O0 SHOWUSERRSOOOOOO4570000000000
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ooooooo

SHOW USER RSO

m RSOOOO0O0O00O00OO000O0 DISABLEUSERRSOO OO OO2260000000000

DISABLE USER RSO

ManagerOO O OO OOOOoOOoOOOOOO

Manager 0 0000000000000 00D0O0DOOO0O000O0O00O0DO0OO0DOO0OO00O0DO0OOOOOO
gobboooobooobooobooboobbobboobooobo

e ADDUSEROOIOIDODO144 0000

e DELETEUSEROOIOODOI198000OO

e PURGEUSEROOIOOO2660 000

o SET MANAGERASYNOOOOO2990000
e SETUSEROOODOO3390000

gooooopooobooobooboobobobboobooobooboboobbobbobboon
OSETUSEROOOOO3390 0000 SECUREDELAY D00 00000000 oooOoOooooooo
0000000000000 00000000000000o00oooD0ooDO00O0OO0OD0O0DDOSET USER
ooooo3300o0o00 MANPWDFAILOODOOOOOOODOODODODDODODDODODODDOOODOOODOOO
O00000Telnet0 00000000000 O0OO0OM
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oo

gobooobooooboobooobo

O00000ooO0ooOoODO0D0ODOD0O00000D0D000D0DRAMO NVSOOOOOOODODOOOOoDODODOODOO
OoooooooooooSHOWLOGODOOOO384ooooooooooooooo
000000o00000000o0o0o0oo00000syslog0 00000000000 DOO0OO0DOODOOOOO

goooooooobooobooboobobobbooboobobooboboobbobbobboon
gbobooboooboooon

oougoobgd

000000000 02000000000TEMPORARYOUOOPERMANENTO OOODOOOOODOOO
gobooobogobooobooboobbobboon

e OTEMPORARYMOOOOO3IINFOOOOOOODOODOOO RAMOO 200000000000
goooooogon

e PERMANENTIOOOOOCO 3DINFOOOOOODOOOOONVSOODOOODODODOOOODO 20
goboogooooooooobooobo

OooooooSHOWLOGUODOODOOO384ooooooooooooooo

s RAMOOOOOTEMPORARYOD D ODODODODODODODODODODODOOO
SHOW LOG
oo

SHOW LOG=TEMPORARY[] SHOW LOG=TEO UOODOOOOO 4

s NVSOOOOOPERMANENTO OO0 OOO0OOOOOOOOO

SHOW LOG=PERMANENT[ SHOW LOG=PEL UOODOOOOO J

SETLOGOUTPUT O ODOOO291 000 M ADD LOGOUTPUT OO OO 0190000000000
O000000oooooo000oooDoRAMOOONVSOODOODODODODODODODODODODODOODODOOOO
goboooobpooobooboooboobbobboobooboobbooo

s RAMOOOOODOOODOOO0DO000000o0o000 20DETAILO00000OOOOOO0O0O0O0OO
uon

SET LOG OUTPUT=TEMPORARY FILTER=1 SEVERITY=>2 J

s J0J00000000RAMUOOOOOODODOOOOOOOoooooooog

SET LOG OUTPUT=TEMPORARY FILTER=1 ALL

s RAMOOOOODOOOODOOODOOOOSA0 0000000000000 000
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oo

SET LOG OUTPUT=TEMPORARY MESSAGES=500

googn

O0DO0ODORAMONVSOOOOOODOOOO SHOWLOGOOOOO34oooooooooo

m (J00bo0booobobobbobboon

SHOW LOG

m (J00bgo0boobobobobooboboooboo

SHOW LOG TAIL

s TAILOOODODODOOOOOOOODOODODODOOOO xO00OO0D0D00O000D0D0O0000o0oooooD 200
goooboboo

SHOW LOG TAIL=50 J

m J000000000000000000 REVERSEOOOODOODODODOODODOOOOOOOOO

SHOW LOG REVERSE

m REVERSEO OO OODOOOOOODOOODOOODO xOODO0ODO0DO00000000000000

SHOW LOG REVERSE=20

m (J00o0boobobobobobboobooooboooDoo

SHOW LOG MODULE=FIRE

ooooooboooood

000000 U0UoD200000000000000000O00DO00OO0O

1. DDDI:JI:JI:JI:JI:JI:JI:JI:JI:JI:JI:JRAMI:JDDI:JI:JI:JI:JI:JI:szSIOgI:JDDDDDDDDDDDDDDD
oo ooboboobobbobbobboboooooooog
e 1I0DDOUODDDOORAMO
e IIDDOUDODOOONVSO
e JODDOO
o syslogOUO0OODOsyslogd00 000000000 syslogOD 000000000000 OOO
e SRLPO Secure Router Logging Protocol 0 00 00000 /0000000

2. 000000000 0O00o000oo00oo0oooOooooo0ooDOoooooOooooOOoon
bbb oo oboobobobbobobobobobboboboo0ooUogo g
oo oouoboobobobbobobobobooboobooo
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oo

gobooboooobooobooboobobon

oooooood

O000000O0O0DO0DOoRAMONVSOODODOOODDODODOODOODODODOODODOOOOOOOOOO
000000 CREATELOGOUTPUTOOOOO157000000000000000O000O00O0DODODOO
10200000 IDOO0DO0O0OOO

gobooobooooobooooo

m syslog 0000000000000 O000DESTINATIONDOOOODODO SYSLOGUOUOSERVERO O
00000 syslogOD 0000 IPOO0OOOOOOOOO

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5 J
m J00000000000O0DESTINATIONOOOOOOO EMAILOOTOOOOOODOOOOOO
gobooodooooooooo

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@example.com .

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
o000o00ooUooooo1000DoDoDooooooDoooooooOoOO

gooooooOoooo 10000000000 DU0D0DUODDUOODDDODDODDDODDOODODOOO
000000000 MESSAGESOOODODUOUOO0ODO0O0O0D0D0OO0DO0DO0OOoOo0oooooooooooon
goo0o0oo0 ooooooDoOOo0O0O0DODODUODDOO

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@example.com MESSAGES=10 J

s 0000000000000 0000000000OSETLOGOUTPUTOOOOO291 000000
00000000 00000100syslog0 0000000000000 0000ODOOOOOOO

SET LOG OUTPUT=1 SERVER=192.168.10.100 J

s 0000000000000 00 SHOWLOGOUTPUTOOOOO391 0000000000

SHOW LOG OUTPUT

s OUTPUTOOOOOOOOOOD IDOODOOO00O0O0DODO0O0D0DO0ODODO0ooOooogo

SHOW LOG OUTPUT=1 J
SHOW LOG OUTPUT=TEMPORARY .

s J00FULLOOODOOOOOO0OODODOOOO0000000O00O0000000000ooooon
gobooobobooobbooboo
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oo

SHOW LOG OUTPUT FULL
SHOW LOG OUTPUT=1 FULL

s 0000000000000 00 DESTROY LOGOUTPUTOOOOO201 0000000000

DESTROY LOG OUTPUT=3 .

ooooboooooood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000 0o0ooooD0o0oDOo0o0U0D0000U000DDODoOODDODDODO0D0D0D00000 ADD LOG
OuTPUTO 0000190 0000000001 0000000000000 0DODOOOODODOODOOO
goobooooboogn

s J000000000000000000 ALLOOOOO0O00
ADD LOG OUTPUT=1 ALL J
s J0J000000000000000000000U0O0DUOOMODULED D OO0 0oooooo IDO

gobboooobogobooobooboobobobboobooobbooboboobbobbobboon
goboobooooooon

ADD LOG OUTPUT=2 MODULE=FIREWALL

ooooo IbDDoooDOoooDoooDOoomoDooOoO IDODDO0O0O0O0ODOO0OOOOOOOO

s 00000000000 DOO00WbO00oo 0o oooboboboooooo
o0000oooOoooOoOoOODOO0O0D0O0000000000000000000O00OODDOODOODOOO
oo

ADD LOG OUTPUT=3 MODULE=!FIREWALL
goboooobooooobooooboooboobobobboobooboobboboboobo
m J00006IURGENTO DO DODODODODODOODOOODOODODOODODODODODOODODO
ADD LOG OUTPUT=4 SEVERITY=>6

goboooboogobooobooboobbobboobo

m 0000000000 0unknownD 0000000000000 00000D0000DOD0O0O0OO0O0
goboooooobobooobooobooobo

ADD LOG OUTPUT=5 MSGTEXT=%unknown .J

s 0000000000000 0000000O0DO00O0DO0DOD0OO0O0ODOOoO0oODOoDOoOge
OCURGENTO OOOOOO0OO0O0DO0000000o0oooooooooooo
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oo

ADD LOG OUTPUT=6 MODULE=FIREWALL SEVERITY=>6

n 00000000000 0000000000OSHOW LOGOUTPUTOOOOO391 00000 FULL
goooooooooo

SHOW LOG OUTPUT FULL
SHOW LOG OUTPUT=1 FULL

s 0000000000000 0000000 DELETELOGOUTPUTOOOODOI1840000000O
OOOFILTEROOOOODOOOOUOOO0O0O0000O00ooooooooooooooooooooon
000 ADDLOGOUTPUTOOOOO1Y0 0000000000000 000o0oooooooooo
SHOW LOGOUTPUTO OO OO391 00000 FULLOODODOOOoOooooooo

DELETE LOG OUTPUT=3 FILTER=1 J
DELETE LOG OUTPUT=3 FILTER=ALL J

goooood

s 000000000 SHOWLOGOUTPUTO OO OO391 00000000000 PEIPERMANENTO
O TEODTEMPORARYO OO OOOOOOOOOODOOOOODOOOO

Manager > show log output

OD# Type Port Server Msg Zone Fmt Email Address ESQMP
01 Email 0002 - S admin@fried-telesi YNN--
PE NVS 0020 Default YY---
TE Memory 0200 Default YY---

s 0000000000000 000000000DDODDODODODDODODODDOODOO0OOOSHOW LOG
ouTPUTOOOOO391 00000 FULLOOODODOOOO0ooOo

Manager > show log output=1 full

Output Definition ............ 1

Enabled ........... .. . Yes

7 YT Email

Max MEeSSATES « vttt vt eeeennenn 2

Time Zone ........uiiiiueeon.. Not set

Format ..........ciiiiiiiiin.. Full

Email Address .......iiiini... admin@example.com
SECUXEe . ittt it i No

Queue ONnly . ...t No

Filter 1:

ogoooo CentreCOM 8700SLO 000 DODOOOOOOOO 2.9
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oo

ALL

m 0000000000000 0O0SHOW LOGSTATUSOODOOO39 000000000000

Manager > show log status

Log System Status

Log Module Status ...........c0iiiii... Enabled
Log Message Generation ................ Enabled
Log Message Reception (via network) ... Enabled
Log Message Output ............cocoo... Enabled
Local Time Offset (from UTC) .......... Not set
Next Messade ID .. i i tinteie et 338
Number of Output Definitions .......... 3

syslog0 000000000

000000000000 syslogD 0000000000000 O0DOOOOOIPOOOOOO0OODOOO
goooooo

1. DDDDDDDDDDDDDI:JDI:JDI:szSIOgDDDD 192.168.1050 0 0000000000000
CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5
2. 00000000000 OO0OOO0DO0DO00000oooUooooDooo
ADD LOG OUTPUT=1 ALL
Syslogl:JDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
gooooood SySlOgDDDDDDI:JDDDDDDDDl]DDDDDD5ySIOgDDDDDDDDDDD
0000000000000 Osyslogd 0000000 /ete/syslogeconf 0000000000000

syslog0U0DOO0000O0D000000OD0O0000D00O0D00D0O000ON syslogd(8)0syslog.conf(5)0
syslog(1)Ologger(1) D0 00000000

goboooboogobooobooboobbobboobo
1. 0000000oooooooooo

SET MAIL HOSTNAME=myname.example.com .J
ADD IP DNS PRIMARY=192.168.1.1

CentreCOM8700SLO D00 DOODODOOOOOO 2.9 gooood
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2. 00000000000 D0O0O0DO0ODLOOO0OODOOOODOD I0DOOCODODODOOO ad-
min@example.coml]l]l]l]DDDDDDDDD

CREATE LOG OUTPUT=2 DESTINATION=EMAIL TO=admin@example.com
MESSAGE=10

& 0000000000000 MESSAGEOODOO0OOOO0OOOODO0OO0ODOOOO0O0OOOOOooooo
MESSAGEOODOO0OOO0O0OO0O0OO0O0O0O0OO0O0oOooooo 1000o00o0o0oooooooo
oooooooooooooooo

3. 0oooOoOooOO0oOoOO0OO0OOO0OO0OO0OO0O0OO0OO0OOODUODDUODUODOOD

ADD LOG OUTPUT=2 ALL J

oooobooooooo

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooooooobooobooboobbobbuooboooboooboobbo

googoo gobobobbo RN
Msg ID 4 ooooo ID
Flags 2 gobooooboogn
Date 2 gobooobooooboobbooboo
Time 3 gobooobooooboobbooboo
Origin IP 4 oooooooooIpPoOooO
Module 2 goboooboooooooo
Type 2 goooobboo
SubType 2 oooooooooo
Source File 12 goboobooooboobbooboobbon
Source Line 2 gobooobogooboobbooboobbobbonoo
Reference 15 O000U00ooooogIsbNOOooooo
Message 80 ooooooo
0 14:

Date/Time Mod Type SType Dev Origin MSGID Source File/Line
09:52:27 3 USER USER LON 00016 Local 00063 usermain.c:2709
03-JUL-2001 manager LOCTIME

manager login on port0
googn CentreCOM 8700SLO 000 OD0OO0OUDOOOOO 29
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gobooooboooboobooobooobooboobboobooboon

goooog bo RN
7 CRITICAL gobooboobooobooobo
6 URGENT goboogoobooobooooboobbobbooboobboooobo

goooooogon

5 IMPORTANT goboooboogobooobooboobbooboo

4 NOTICE gobooobooopoooboobbo

3 INFO gobooobogoboooboobbobboobuoon

2 DETAIL goboogoobooobooooboobbobbooboobboooobo
gooboobgoo

1 TRIVIAL gooboobgoo

0 DEBUG goboogoobooobooooboobbobbooboobboooobo
oo

oobobooooboboooobobooooad

‘ .
—_
St

oono O od
<0oong SEVERITY=<5000000050 OO0OO0O0OO0O0OO0OOOOOOOOO0OO
od oono
>0000 SEVERITY=>600 OO O0OO0O 60 OOOOOOOOOOOOOOOOO
od oono
Doooooo TYPE=ICMDOOOOOOOO0OO OOO0OO0OOO0OOODOO0OOOOO0OO
cMDOOOoooooo oono
ooooooooon MODULE=FIREWALL ooboobooooboobooooo
oono
%0000000000 MSGTEXT=%failled1D0O0O0O00 O0O0O000O000O0OO0O0OO0OOOOO
O0Ofailled0 0000 ooboooboooobobooboooo
ooooogd
0 16:

& 0000000o00o00o000=0000000

00000 IDoODoooOoOgd

ooooooo IboodooOooooooooooo
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ID 0DOoooogo gd

0 NONE

1 - googd

2 FR, FRAMERELAY OO0OO000O0O DTEODOCOOOOOOOOOOO0OOO

3 PPP PPPO Point-to-Point Protocol0 000 0 O

4  APPLE AppleTalk 00000000000

5 1P, IPG IIP1 Internet Protocoll0 D0 0000 OO0 OO RIPOEGPOICMPOUDPO
SNMP 0 0O O

6 IPX Novell IPXOOOOODOOODOOOO

7 SYN 00 OSynchronous0 0000000000000

8 DNT, DECNET DECnetD 000000000 O0OODOOOO

9 - googd

10 - googd

1 - googd

12 - googd

13 X25C X255 DCEOD 0000 3000000ooooon

14 Q931 ITU-TOO Q931 ISDNO OO

15 - googd

16 - googd

17 LAPB LAPBOOOODOODOOOOODOOOOOX2500 00000

18 TEST gooooooobobbbooooodogooboooooooobo
goooooo

19 LAPD LAPDOO0OODODOOOODOODOOOOOISDNDOOOOODOO

20 STT STTO Synchronous Tunnelling over TCPO OO 000000000

21 STRM, STREAM Streem 0000000000000

22 TCP TCPO Transmission Control Protocol0 00 0 00O

23  ETH Ethernet 000 00000000000 O0OOO

24 PERM Permanent assignments 0 0000000000

25 TS, TSERVER ggbooooooouoooo

26 LPD LPDO Line Printer Daemon0 000000000000 D0OOOOOOO
0

27  BRG goooooooo

28 COMP goooooo

29 - googd

30 X25T X255 DTEOD 0000 30000o00ooooon

31 FLASH FLASHOOOOOOOOO

32 - googd

33 TLNT, TELNET Telnet 0O O OO

ogoooo CentreCOM 8700SLO 000 DODOOOOOOOO 2.9
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34 SYS, SYSTEM gooooooogooo

35 CH goboogooogg

36 TTY D0000000000TelnetDOOOOOOUOOOO

37 ICC, ISDNCC ISDNOOOOOoooo

38  MIOX MIOXO Multiprotocol Interconnect Over X.250 0000000000
0

39 BOOTP BOOTPOOOOO

40 NTP NTPO Network Time Protocol0 00 0 00O

41 BRI ISDNBRIODOOODOOOODODOOOOOOOO

42 PRI ISDN PRICOOOOOOODOOOOODOOOOO

43  PORT ggbddooouooooooobooboooobb

44 ENC, ENCRYPT ooooooo

45 USER 0odooooooooooooooooooooooondTACACSD
goooooo

46 ACC odoooooooooooDACCOOoooon

47  ASYN ggbddoooooonooooboooboon

48 LOAD LOADEROODODOODOODOODOODOODOOODOODOOOOOOOOn
godooooooooboobobobobobbobbobooogo

49 INST, INSTALL 000000000000 ROMOFLASHONVSOOODODOOOOOOO
googd

50 OSPF OSPFO Open Shortest Path FirstO 00 00O

51 RAD, RADIUS RADIUSOOOOO

52  GRE GREUO Generic Routing Encapsulation0 000 00O

53 TRG, TRIGGER O0ooooooo

54 SCR goboogooogg

55 TDM TDMUO Time Division MultiplexingD 00 O O O

56 FILE goboogooogg

57 LOG goooooooo

58 PING 00000000 PingOODOODO

59 SNMP SNMPOOOOOOOOOOO

60 SCC sCCoouoon

61 PBX PBXOOOODOOOODOOOOOO

62 SA SAO Security Association0 000 00O

63 - googd

64 NAT NATO Network Address TranslationO 00000

65 - googd

66 IPVé6 [Pv60 Internet Protocol Version 60 O 00 OO

67 L2TP L2TPO Layer Two Tunnelling Protocol0 0 00 OO

66 | CentreCOM 8700SLO000 OO0ODO0O00OOOO0O 2.9
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68 - googd

69 HOSTMIB Host Resources MIB

70 DHCP DHCPO Dynamic Host Configuration Protocol0 0O O 0O 0O O
71 INTERFACE goooooooooooo

72 - googd

73 ENCO goodogooogg

74 STAR STAROOO OO

75 SSH SSHO Secure ShellD O OOOO0O /000000000

76  RSVP RSVPO Resource Reservation Protocol0d 00O 0 OO

77  FIREWALL goooooooooooo

78 MAIL SMTPOOODOOOOOOOOOOOO0OOO

79 TPAD TPADUO Transaction Packet Assembler/Disassembler0d 00 0 00O
80 - googd

81 IPSEC [PsecO000ODO0O

82 ISAKMP ISAKMPOOOODO

83 FINGER FINGEROOOOODOOOOGOO

84 HTTP HTTPOOUOOOO/000000000

85 - googd

86 RMON RMONO Remote Monitoringd 00 00 00

87 SWITCH dooo30000oooooao

88 VRRP VRRPO Virtual Router Redundancy Protocol0 0 O O O O
89 VLAN VLANO O OO OO LANDO

90 PCI PCIODOOOO

91 GARP GARPO Generic Attribute Registration Protocol0 O 0O 00O
92 STP STPO Spanning Tree Protocol0 O 0 O OO

93 - googd

94 - googd

95 PKI PKIO Public Key Infrastructure0 OO0 00O

96 LDAP LDAPO Lightweight Directory Access Protocold O 00 OO
97 PIM PIMO Protocol Independent MulticastD O O O O O

98 DVMRP DVMRPO Distance Vector Multicast Routing Protocoll 0 0 0 0 0O

O00/0000a0

o 17:

goboobooboobooobooobooboobbo

googn
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000 Ib/0o goooo OooooIb/oo gbooogooo
000/NULL Oooooooooo  000/NULL gobooooooo
goooo gobooooooo
gobooooooo
gobooooooo
001/REST ooo 001/NORM oooooo
002/CRASH gbobooboooooon
003/FAIL gooboooboooon
gog
002/PINT ooooooooo 001/0P goooao
0 O BRIOO SYN1O
PORTIOETHOO OO
002/DOWN goooao
003/WARN gbooobogooo
004/ERROR oooo
005/RESET oooo
006/NTON CARD=x LINE=y.
NT has power.
007/NTOFF CARD=x LINE=y.
NT power failure.
003/CALL ISDN 0O 0O O OACC 001/UP oo
goo
002/DOWN oo
003/WARN gbooobogooo
004/ERROR oooo
005/RESET oooo
004/DLINK ooooooooo 001/0P goooao
0000 D00OLAPBO
LAPDO
002/DOWN goooao
003/WARN gbooobogooo
004/ERROR oooo
005/RESET oooo
006/PNORM CARD=x LINE=y
PER normal.
007 /PHIGH CARD=x LINE=y
PER limit exceeded.
008/ACT oo
009/DEACT oo

68 | CentreCOM 8700SLO000 OO0ODO0OOOOO0O 2.9
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oo

005/VINT O0oo0ooo0oooo 001/Up ogooooo
0000000PPPOO
FR10 SLIP20)
002/DOWN ogooooo
003/WARN ogooooon
004/ERROR oooo
005/RESET oooo
006/ACT goooooobooo
ogooooon
007 /CREATE goooooobooo
O0CREATEDDO OO
008/DEST goooooobooo
00 DESTROYO O O
0
006/CIRC oodooooooooo 001/UP ogooooo
goooooooooo
0000000 DLCm
002/DOWN ogooooo
003/WARN ogooooon
004/ERROR oooo
005/RESET oooo
006/CONF goooooobooo
ogoooooood
007/ATT Oo0o0oooooo 001/ATTCH goooooobooo
oo
002/DETCH goooooobooo
oo
003 /FAIL goooooobooo
ogoooo
008/EXCEP O0000o0ooooO  000/RESET oo
oo
001/EXTNO External contact
open.
002/EXTNC External contact
closed.
003/TNORM oooo
004 /THIGH goooooobooo
0
ogoooo CentreCOM 8700SLO 000 DODOOOOOOOO 2.9
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005/TREND Temperature trend
exceeded.
008/BUS googo
012/ADDR goooooo
016/INSTR ooooo
032/PRIV oooo
040/LINEA Line A emulator
044 /LINEF Line F emulator
096/SPUR Spurious interrupt
128 /TRAPO Trap #0 (fatal)
132/TRAP1 Trap #1 (restart)
136/ TRAP2 Trap #2 (assert)
009/BUFF good 001/LEV1 gooooooood
gooooil1oo0oo
0
002/LEV2 gooooooood
ooooo20000
0
003/LEV3 gooooooood
oooog3oooono
0
010/LIC goooooo 001/REL gooooooood
O
002/COMP gooooooood
googo
011/AUTH oo 001/0K 0 0 0O 00OLOGINO
CONNECTO OO
002/FAIL oooo
003/RFAIL gooooooo
012/BATCH oooo/ooooo0 001/ACT oooo/00000
ggo
002/CMD oooo/00000
good
003/0UT oooo/00000
ggo
014/LPD LPDOOOO0OOO0
ggo
015/SYSLOG syslog0 00000  000/KERN 0 0 0O 00LOG.

gbooboobobon
goooboobon
gooooooon

70 | CentreCOM8700SLO 000 0DO0O00O0ODDOOOO 2.9
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googn

008/USER

gooooooao
0 LOG_USERDO

016/MAIL

goooboooo
0 LOG-MAILO

024/DAEMON

ooooobooao
0 LOG_-DAEMONUO

032/AUTH

O0o0ooooo/o
0000 O0O0LOG-
AUTHO

040/SYSLOG

syslog O O O O
0 syslogd M LOG_
SYSLOGO

048/LPR

gboobooooooo
O0D0D0000LOG-
LPDO

056/NEWS

gboobooooooo
00 M LOG_NEWSO

064/UUCP

vuCPooooono
0LOG_UUCPO

072/CRON

Ooo000o0ao0oao
0 O crond[™ LOG_
CRONO

080/ AUTHPRIV

ooooooo/oo0
goooooooo
gbobooooooo
000000 MmLOG-
AUTHPRIVO

128 /LOCALO

gooooooao
0 LOG_LOCALOO

136/LOCAL1

ooooobooao
0 LOG_LOCAL10

144/LOCAL2

ooooobooao
0 LOG_-LOCAL20

152/LOCAL3

gooooooao
0 LOG_-LOCAL30

160/LOCAL4

ooooobooao
0 LOG_LOCAL40

CentreCOM 8700SLO 000 OD0OO0OUDOOOOO 29
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168/LOCAL5 ocooooooao
0 LOG_-LOCAL50
176 /LOCAL6 ocooooooao
0 LOG_LOCAL6O
184/LOCAL7 ocooooooao
0 LOG_-LOCAL70
016/ACC Ooooooooog 001/SCR oooooooooo
0000ACCO oo
002/CALL ACCOODDOOOO
ooo
003/PORT ooooooooo
004/ACT oo
005/DEACT oo
006/DIAL oooooooooo
O
017/NVS NVSOOOooooo  001/RFAIL NVSOOoOooooo
ooo 00/0000000
002/WFAIL NVSOOoOooooo
oooooo
003/CFAIL NVSOOoOooooo
ooo
018/FLASH FLASHOOOO
019/USER oooo 001/LON oooooooooo
002/LOFF oooo
003/ADD ooooooo
004/DEL ooooooo
005/PWCHG ooooooo
006/PWERR oooooooooo
oo
007/PWSET oooooooooo
oo
008/LOOP oooooooooo
ooooooooo
009/TACQ TACACSO DO
010/TACR TACACSO DO
011/LFAIL oooooo
020/CMD 0ooooooooo . 001/MGR ooooooo
002/USER oooooooooo
021/MSG ooooooooo 001/INFO oooooo
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002/WARN 00
003/ERROR ooo
022/CONFIG oooo/00000  001/TOPO goooooooo
gobooooood googd
oooooooo/o
0
002/NTNUM goooooooo
0 00 IPXOAppleTalk
ggo
003/NTNAM gooooooood
0 AppleTalk O O O
023/1PFILT IPOOOODO 001/PASS IPOODOODOOOO
gooogo
002/FAIL IPOOOOOOOO
gooogo
003/DUMP IPOOOOOOOO
goooooo
004/FRAG IPOOOOOOOO
gooooooood
gd
005/SA SAOOOIPOOOO
gd
006/SRCRT IPOOOOOOOO
gooooooood
gd
007/RECRT IPO0O0O0O0OOO0O
gd
024 /INTERR O0o00ooooog  001/BDPKT gooooooood
gooooooo
002/IVPAR gooooooood
gd
003/BDATT gooooooood
gd
025/IPNAT IPNATO O O O 001/FAIL NATOOOOOOO
NATO 00
002/INTCP Ooo0ooooo TCPO
goooooo
003/INUDP oooooog ubPOo
googd
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004/OUTTCP oooooo TCPO
ogooooon
005/0UTUDP oooooog ubP O
oooo
026/LIMIT Doooooooo 001/IPXSV IPXOOOoOOooo4ao
oo ogooooon
002/IPXRT IPXO0ODOOooooo
ogooooo
003/SWCMP goooooobooo
goooooobooo
027/DHCP DHCP 001/BIND Oooooooooo
oooo
002/FREE goooooobooo
oo
003 /FAIL goooooobooo
ogooooon
028/PBX PBXIO0OOOO0OOOO 001/0IF goooooobooo
ogoooo
002/ONEF goooooobooo
oo
003/00K oooo
004 /11F goooooobooo
ogoooo
005/INF goooooobooo
oo
006/I0K oooo
007/OVER goooooooog
oo
008/POVER goooooobooo
0
009/HOOK Extension on/off
hook
010/FEAT PBXOOODODOOOO
0
029/RSO ooooooooo  001/ADD RSOOOOOOO
00000 om RSO0
002/DELETE RSOOOOOOO
003/ENABLED RSOO OO
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004/DISABLED RSOO OO
005/ACCEPT RSOOODOOOOO
006 /REJECT RSOOODOOOOO
030 oooo
031/ENCO ENCOO O OoOoooo 001/9711 Hifin 9711 0 0 0O O
ogoooo ogoooo
002/STACSW STACSWOOOOO
0
003/CRYP Cryptech0 O OO0
oooo
032/RSVP RSVP 001/PATH_REMOVE Path O O
002/PATH_ADDED Path O O
003/SESSION_REMOVED OOO0OO0O0OO00O
004/SESSION_ADDED ooooooo
005/RESV_ADDED oooooo
006/RESV_REMOVED oooooo
007/RESV_DENIED_RES Oooooooooo
oo
033/SSH Secure Shell 001/USER_ADD SSHOOOOOO
002/USER_DELETE SSHOOOOOO
003/USER_SET SSHOOODOOOO
oo
004/ENABLED SSHOOOOOoOOO
005/DISABLED SSHOOOOOoOOO
006/ ACCEPT SSHOOOO
007/REJECT SSHOOOO
008 /DISCONNECT SSHOOOO
034/TPAD TPAD 001/TCONN TPADOOODODOOO
oo
002/TDISC TPADOOODODOOO
oo
003/CALL TPAD O X.25000
ogoooo
004/CLEAR TPADO OOOOOO
X25000000
005/FAIL X250000000
oo
006/ONLINE goooooobooo
ogoooooood
oo
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007 /OFFLINE oooooooo
035/MAIL ooooooooo 001/SUBMIT SMTPOOOOOOO
ooooo
002/START SMTPOOOOOOO
oooooo
003/END SMTPOOOOOOO
oooooo
004/ERROR SMTPOOOOOOO
ooooo
036/FIREWALL oooooooon 001/INATCP ooooobooao
TCPOOOOODOO
002/INAUDP ocooooooao
ubrooOoOonO
003/INAICMP ocooooooao
ICMPOOOODO
004/INAOTHER oooooooooo
OPooooo
005/OUTATCP ocooooooao
TCPOOOOOOO
006/OUTAUDP ocooooooao
ubrooOoOonO
007/OUTAICMP ocooooooao
ICMPOOOODO
008/OUTAOTHER oooooooooo
OPooooo
009/INDTCP ocooooooao
TCPOODODOODOO
O
010/INDUDP ocooooooao
ubroOoOoooo
011/INDICMP ocooooooao
ICMPOOOOOO
012/INDOTHER oooooooooo
OIPoOooooo
013/0OUTDTCP ocooooooao
TCPOODODOODOO
O
014/0OUTDUDP ocooooooao
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015/0UTDICMP ocooooooao
ICMPOOOOOO
016/OUTDOTHER oooooooooo
OoIPoooooo
017/ATTACK oooooooo
018/ENABLE oooooooooo
O
019/DISABLE oooooooooo
O
020/DESTROY oooooooooo
oooo
037/ACCOUNTING OO0O0O0OO0O0O0O 001/START oooooooooo
O
002/UPDATE oooooooooo
oooo
003/END oooooooooo
O
038/FEATURE 00o0oooooooo 001/EXP oooooooooo
O oooooooo
039 oooo
040 oooo
041 oooo
042 /IPSEC IPsec 001/MSG oooo
002/INERR ooooooo
003/0OUTERR ooooooo
043/ISAKMP ISAKMP 001/XCHG ISAKMPOOOOO
oo
002/SA SA
003/ERROR ooo
004/MSG oooo
044/BOOTP BOOTP 001/ETHCONF Ethernet 0 O 0 0O O
oooooo
045/HTTP HITPOOODO 001/GETOK GETO O
002/GETFAIL GETO O
003/EXCPT oooooo
046 /VRRP VRRP 001/MRET oooooooooo
oooooooooo
ooo
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002/MNEW goooooooo
googo
003/BADAD 0O O O Advertise-
ment 0 O 0O 0O O
0
004/NOIP IPOOOOOOOO
gd
005/RISMAST gooooooood
O
047 /PPPOE PPPoE 001/SNA 00ooooooooo
goooooo
002/NAS gooooooood
googo
048/FILE good 001/DIR goooooooo
gooooooood
gd
002/CREATE oooooo
003/DELETE oooooo
004/RENAME oooooon
049/1Pv6FILTER IPv6 0D OOO 001/FILT_PASS IPv6e 0000000
goooooo
002/FILT_FAIL IPv6e 0000000
goooooo
003/FILT_-DUMP IPv6e 0000000
gooooooo
050/PKI PKIO Public Key 001/PKI_CERT PKIDODOOOOO
Infrastructured 0 O PKI certificate
messagell
002/PKI_CRL PKIDODOOOOOO

00 0000PKI cer-
tificate revocation

list messageU

003/PKI_OP PKIDODOODOO
uoododgoood
0 0 PKI operational

protocol messagel]
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oo

004/PKI-MP PKIDOOODOOO
gobooooooo
0 PKI management

protocol messagel]

syslogOOOOoOQO

00000000 syslog0 00000000000 000O0OOD syslogD 0000000000 OOOOO

000000 syslogODODOOO0OO0OO0OO

000000000000000syslog0 0000000000000 O00000ODOO

ooooo syslog 00O
7 (CRITICAL) LOG_EMER
6 (URGENT) LOG_ALERT
5 (IMPORTANT) LOG_CRI
4 (NOTICE) LOG_ERR
3 (INFO) LOG_WARNING
2 (DETAIL) LOG_NOTICE
1 (TRIVIAL) LOG_NFO
0 (DEBUG) LOG_DEBUG
0 19:

000000000 syslogD 0000000000

000000000000000O0syslog0 0 0000000000000 000O0ODOO0OOOO

gooobboo syslogO 0000 Oo0O RN

000/NULL LOG_USER gooooboooboobbon

010/LIC LOG_USER ooooooo

011/AUTH LOG_AUTH oo

012/BATCH LOG_CRON oooo/00000

014/LPD LOG_LPR LpPDOOOOOOOOO

001/REST LOG_LOCAL? ooo

008/EXCEP LOG_LOCAL? oooo

009/BUFF LOG_LOCAL? oooo

002/PINT LOG_LOCALS6 0000000000 0OBRIOSYNOPORT OO0

004/DLINK LOG_LOCALS6 00000000 0o0ooOLAPBOLAPDO
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oo

003/CALL LOG_LOCAL5 ISDNOOOODACCODODO

005/VINT LOG_LOCALS5 O000o00o0o00oooOPPPOSLIPOFROOO
006/CIRC LOG_.LOCAL4 ooo0o0oooooooo DLCIooo

007/ATT LOG_LOCAL4 000oo0oooooo/o0000

gog LOG_USER gooooooooboooo

0 20:

s (JgoooooboboooooobobboooooobobbboooobboooobDbbbboooooo
O0000LOG.LOCALIO LOG.LOCAL7ZOD O OO O OOOO0OO0OOOODOOCREATE LOG OUTPUT
00000157000 MSET LOGOUTPUTOOOOO291 00000 FACILITYOODDODODOOOOooOO
000000 OsyslogOD 000 192168.10500000000000000000000LOG-LOCAL1O
goboooboooooboobooobo

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.10.5
FACILITY=LOCALl J
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ooooo

ooood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
00000000000 0000000000000000000000000000/00000000
gooobbooobobobooooboooobobobooobbobboobbbbooobbboooobbooo
gobooobooooboobobooboobbobboo
0000000000000 0scpU.cfg0 00000000 OODO0O0O0ODODOOOOOO0OO0DOODOOO
0000000000000 .cfg0 0000000000000 D000O0scp0O0DOOOO0OO0DOODOOO
gobooopoooobbooobooboobboon

m [J0000boobobooboooboobbooboo

e NIDODDDDDDOODDOUEDITOOODODO22000MMOOOOOOODNO

EDIT myscript.scp

e ADDSCRIPTOOOCOOI126000MMSETSCRIPTOOOOO304000000000000O0O0
googd

ADD SCRIPT=simple.scp TEXT="show file"

e LOADIDDDODO260 0000000000 DDOODOODOOOODOODOUODDOOOOODODODO
oo

LOAD METHOD=TFTP FILE=basic.scp SERVER=192.168.1.3 DEST=FLASH .

m [J00bog0booobooboobobooonoo

e JODODDODODDO ACTIVATESCRIPTOOOODOII200000000000O

ACTIVATE SCRIPT=gogo.scp

e JOODDODDOOOOSETCONFIGOODODODO240 00000000000 DOOODOO0OOOOO
gooogooo
o JOOOODOODLDOODDO

DDDboot.CngDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
SETCONFIGOOOOO24 000 000000000000000000O00O0O0O M
OO00autoexecscp 0000000000000 D0D00D0O00000DOUser0000000D0OOO0
000000000000000000000000000Manager O 00O O Security Officer 0 O 0 O
gododoooooooobobooooooo

m J0ooooooboobooboobobobooboobobbooboobobboboboooobo
0000000000000 000000000000000000O0Oboot.cfg0DOOO0OODOO
goooooo

s J0000000000000000000000000000boot.cfg0000ODOOODOOODODO
goboooboooobooobooboo
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ooooo

OO0O0OACTIVATESCRIPTO O OOOD112000000000000000000O0OUTPUT=LOG OO
gobooboobobooobooobooboobbo

& 0000000000000000000000000000 20DETAILOOOOOOO0OOOOOOOOO
oooooooooooooooo

s J0000000080000D0O00DOOO00ODOOOO
goboooboooobooobooboobbobboobo

ACTIVATE SCRIPT=getargs.scp argl arg2 arg3 argd arg5 argb6 arg7 arg8

00000000000 10arglD0O80arg80000%10%800000000000000000000
gobooobogoobooobobooboobbo
g0o0oo0o0o0O00o00U000DU00DUDUUDUOU 40000000000

goo Ood

%D 0000000dd-mmm-yyyy 000

%T 0000000 hhmm:ssO0O0O

%N O0O00O0OOOSET SYSTEM NAMEO ODOOOQOOoooog

%S O00D000O0OOSHOW SYSTEMOOUOUOUOOoooooooooo

021:0000000000
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000000 00O0000000001000%10000000000000000000
02000%200000000 IPO0000OO0OOOOO0OOOOOOOODOOOOOOOOOOODOOOO
goobooboboo

m 0000000000000 0O0O IFTHENELSEENDIFOOOOOOOO

IF stringl {EQ|NE} string2 THEN
commands. . .

ELSE
commands. .

ENDIF

ELSEOODOOOOODOO
EQUNEOODODOODODODOO0Oooooooooooooooooooooooooooooooooooo
O000000ooooo0oo000000ooDoo00000 THENODDODOOOOOO ELSE0O0OOOO
ODO0OODO0ODO0OOOIFTHENENDIFOOOOOOODUOOODOOOOO

m 000000000000 00000000WAITODODOOD4670000000000000000OO
goboobooooooon

WAIT 5

m 0000000000000 000000OSHOWSCRIPTOOOODO4120000000000

SHOW SCRIPT=myscript.scp
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oooo

Ooon

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goboooboooobooobooboo

gobooobobooobbooboo

RN ug

crUOoOooOo CcCPUOOO0OO0ODOU0O0DO0ODOUOoDOooooooogo

gooobboo goboobbooboooboobbooboobbon
goooooogobodg bbobbooboobobobboobboooboboobooboo
goooooo gogboooboboobpoooboobbo

gobooooboogon goboobobooopoboobbobooobboobooobobbboobo

goboobobooopobooobbobooobboobbooobbboobo
gogbooboboobooobooboooboobbo
gooobboo 000000o0oool1oooooooooooooooon
goooon gobogboboobooooo
goooooooobod boboboboboboboooboboooobobobbooobobon
gobooobobobboobooobo

0 22:
Jdd0o0o0o0ooooooOoooDobDoboObOoOoOoo0oO0o0o00o00000o0o0oooooooDooDoooDon
J0d000oo0oooooos0000000o0oooooooooom

m JOgoooooooooobooboooooboobooobobobbooobbobobboboooo
uon

ENABLE TRIGGER

m [J00gobooobooboooboooboobooobooboobbobboobboobo

CPUDOODOO 80%O00000cpuwarnscp 00000 CPUDOOOO1IDO0OO
CREATE TRIGGER=1 CPU=80 DIRECTION=UP SCRIPT=cpuwarn.scp

e J0DODOOOO30%ODOO0OO00mMemwarnscp00000000000D00O020000
CREATE TRIGGER=2 MEMORY=30 DIRECTION=DOWN SCRIPT=memwarn.scp

e DDDOUO0DODDOOfwmailscpOOO00DDODDOOO0O0OODDODOOO0O0OODOOOOOO30O
ugon

CREATE TRIGGER=3 FIREWALL=ALL MODE=START SCRIPT=mail.scp

e JD0O0DDDOODD crashscpO0 00000 DO0ODOO00ODDOOODDOOODOD40000
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oooo

CREATE TRIGGER=4 REBOOT=CRASH SCRIPT=crash.scp
o JOOODODO 1|]|]|]DDDDDDDDlinkdown.SCpDDDDDDDDDDDDDDDSDDDD

CREATE TRIGGER=5 MODULE=SWITCH EVENT=LINKDOWN PORT=1
SCRIPT=1inkdown.scp

e 300000 patrolscp000DDO0ODOOODODOGEOO0ODO
CREATE TRIGGER=6 PERIODIC=180 SCRIPT=patrol.scp

e D00 1100 ppponscp 00000 PPPODOOOODOODOOOOODOO7O0000
CREATE TRIGGER=7 TIME=23:00 SCRIPT=pppon.scp

e PPPOODDOOOODOOOODDOODOOLCPODOOODOOOpppdown.scp 000000
oooooooooooosooon

CREATE TRIGGER=8 INTERFACE=ppp0 CP=LCP EVENT=DOWN
SCRIPT=pppdown.scp

R 0000000000000 00O0000O0O000O ACTIVATE TRIGGEROOOOO 113000000
gooo

ACTIVATE TRIGGER=1

B 000000000000 00000ADDTRIGGEROOOOO1420000000000

ADD TRIGGER=2 SCRIPT=second.scp

m 0000000000000 0000ODELETE TRIGGERO OO OO197 0000000000
NUMBEROOOOOODOOOODOODOOODODODOODOOODOOOOOOOOOO

DELETE TRIGGER=2 NUMBER=2 .

R 00000000000 0ODESTROY TRIGGERO OO OO2040 000000000

DESTROY TRIGGER=5 .

R 0000000000000 0O0SHOW TRIGGERO OO ODO4450000000000

SHOW TRIGGER=3 .

SHOW TRIGGER=3 FULL
SHOW TRIGGER=3 SUMMARY
SHOW TRIGGER=3 STATUS
SHOW TRIGGER=3 COUNT
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SNMP

SNMP

000000000000000000 SNMPO Simple Network Management Protocol0 0 000 00O
1IO0SNMPvIDO OOOOO 2c0SNMPv2c O OO OO 30SNMPv3O OO Oooooon

SNMPV3O OOOooooooooMIBOOOOODODDODOOODOODoDoOoOooooooooooooooo
0000000000 102c00000030000000000000000000O00OOO0O0O00O0O
Ol102c000000000000000030000000000000

SNMPv1/SNMPv2c

O00O00O0OSNMPv1/SNMPv2c 00000000000 DO0O0OO

O0O0O0OSNMPvl/SNMPv2c00 0000000000000 00000DO0OD0O0O0O0O0O0OOOIPO
gobooobobooobbooboo

SNMPOOOOOOO viewersD O OO QOOQOO
SNMPOOOOOOvIOO IPOOODO 192.168.10.5
SNMPOOOOOOv2c00 IPOOOO 192.168.10.6
SNMPOOOOOOOOvIOO IPOOODO 192.168.10.5
SNMPOOOOOOOOv2c00 IPOOOO 192.168.10.6

0 23:

1. SN\MPOOUOO0O00000000000000oooooooooooooog SNMPOOOOO
gobooobooooooooboobbon

ENABLE SNMP
ENABLE SNMP AUTHENTICATE_TRAP

2. SNMPOOOUOODOODODODODOODOO0O0DODODODOOOO0O0OO0DDOOOOOOODOODNDOviewersd
gobooobogn

CREATE SNMP COMMUNITY=viewers ACCESS=READ ./

& 00ooO0ooooooobooooooooobobooooooooobooo

& 000000000 SNMPOOOOOOOOOOOOOOOOOO0OOO0OOOOOOOOOOOOOO0
oooooooooooooooooooooooooooOoboobo0oooOoooooooooooooo
oooooooooooooooooooooooOoOooOoOoOCOO0OOOO0OooooooooooOooOooon
oooooooo

& 0000000O0OooOoOoSNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
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SNMP

O0000O00publicd000000000000D0D00D0O0000O0Oprivated000000000O
ooooooo

3. SNMPOOOOOOOOviewersDOOODOOOODODOOOODODOOOODODOOO
000000000 oooOD0O0o0oo0ooooDOo SNMPOOOOOODOOOODOOOOOOOOO
00000 SNMPvIOSNMPv2c O DO O O0OO0O0O0O0O0OOSNMPvIODOOODOOOO SNMPv1
OOSNMPv2cO00O0OO0ODOOO SNMPv2cOOOOODODO
gbooboboboobooooobobobooooobobobooobobobobobobobboooDbo
0000000 SNMPvIOSNMPv2c OO0 D00 000000000000 0000O0SNMPv1OO
000000000 000o000 TRAPHOSTD VITRAPHOSTO O O OO OO0 00O OSNMPv2c
0000000000000 ooOO V2CTRAPHOSTOOOODDODODODODODODODODODOOO

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.5
TRAPHOST=192.168.10.5

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.6
V2CTRAPHOST=192.168.10.6 J

4. OviewersD OO ODOOODOODODOOODOOODODOOOOOOODOOOODOOODOUODODODOO

ENABLE SNMP COMMUNITY=viewers TRAP .

& 00oooooooooooooooooobooooooo

& SNMPOOOOOOOOOOOOOOOOOORESTARTOOOOO279000000000REBOOT
O0o0o0ooooooooooo@mSWITCHOOOOOOoooooooooooooooooooo
O00000coldStart 00000000000 OwarmStart D00 OOORESETIPO OO OMMIIPODO
3190000000000000000000

goooooboogoo
O0000OOSNMPOOOOOOO0DODODODOMIBOODDODOODODODODODOooooooooooooooooo
SNMPOOOOOODOODOOODOOODOODODOOODOODODOOO

s 0000000000000 0000000ADDSNMP COMMUNITYOOOOO127000000
O0000000000DoOooOoDOoOviewersOOO OO O0O0O192.168.10.1000 00 00000 SNMPv1
0019216810100 000000000

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.10 TRAPHOST=192.168.10.10 J

& 00000000000000SNMPvIOSNMPv2cO00O0000O0O000O00O0 MANAGEROOOOOO
000000000000 000000000000000OSNMPVIOOOOO0OOODODOOOOOOOO
0 TRAPHOSTO OO 0O VITRAPHOSTOO OO OOOOSNMPv2c DO OO00O0O0OO0OOOOOOOOOO
V2CTRAPHOSTO O OOOOOOOoOOoooooOo
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SNMP

& 0000000000000 00192.168.20.0/24000000000000000000000O0O0ODOO0ODO
ooooooooooooooooooooo

s J00000000000000O0O0O0O0O0OODO0O0OCREATE SNMP COMMUNITY 00000160
00000 ACCESSOOOOODDOWRITEDODOODOODOOODACCESSOODODODOOoDOoooooooo
ODO0DO0OO0OREADO OO MM

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=192.168.10.5 .
s JOJ0OO0SNMPOOOOODOODOOOOO0OO0O0DO0DO0D0DO0DO0DO0DO0DODOOODDOODODOODOOODOOODOOO

OSNMPOOODOOOOO0DOO0O00O00DO0O0O0DO0O0000DOOO OPENO open accesst] 00
O0000OYESOODODOODOOooOOoOOoooooOoOoO

e JODODODDODODOOOPEN=YESOODODDOOOOO OPEN=NOOOOOOO

CREATE SNMP COMMUNITY=viewers ACCESS=READ OPEN=YES .

e JODOODODDDOOO SETSNMP COMMUNITYOOODOO3050000000000

SET SNMP COMMUNITY=viewers OPEN=YES .

m OO000OOSNMPv1OOODOO SNMPv1 OOSNMPv2cOOOO0O SNMPv2cOOOOOOOOOO
O00DO0OSNMPOOOOOOODDOOODOOODOOOOO0OODODOOOOOOOODDOOOOODOOODOOOOO
o0000oo0ooDOooooU0oooDUooooOviov2cOOODODODODODODODODODODODODDOODOODO
000 OCREATE SNMP COMMUNITY 0000016000 0O M ADD SNMP COMMUNITY O 0 00O
012700000 TRAPHOSTO 00 O VITRAPHOSTM V2CTRAPHOST O OO O oooOoOoooO
00000192.168.10.1000 SNMPv1 OO0 00000000 O192.168.10.200 0 SNMPv2cO O OO OO
goboooboooooboooboooobo

ADD SNMP COMMUNITY=viewers TRAPHOST=192.168.10.10
V2CTRAPHOST=192.168.10.20 J

s SNMPOOOOOOOOOOOSHOWSNMPOOOOO415000 MSHOW SNMP COMMUNITY
Ooooo4190000000000

SHOW SNMP .
SHOW SNMP COMMUNITY=viewers

SNMPv3

O00OOOSNMPv3OOOOOOOOOOOOOOO

O000OOSNMPVv3O 0000000000000 00O0O0O0O00D00O00OODOOOoOIPOOOOOOO
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SNMP

goooooboogoo

1. SN\MPOOUOO0O00000000000000000000oooooooog SNMPOOOOO
gobooobooooooooboobbon

ENABLE SNMP
ENABLE SNMP AUTHENTICATE_TRAP

2. 00000000000 O0OO0OOOMIBOODOOOOOUOODODOODODODODOOOoOooooooooo
O0O00Ointernet 0 000 1.3.6.1000000000000most00 Omib-200001.3.6.1.2.10
O000000000OO0standard0 0000000

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE ./
ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE ./

& J0000000ooooMIBOOOOO1.3.6.1.2100 00 0 OIDO Object Identifier 0 0 0 0 0 0O
O0Mmib-200000000000000000000CIDODOODOOOOO ADDSNMP VIEW O
000013700000 Olbo00o0ooooooooooooo MIBoOoooooooooooo
ocooooooooooooooooooooooooooOoOoOOOOObOOOOOoOooooooooo
O00OO0O0DOO0OO0OADDSNMPVIEWOOOOO1370000000000000000000

& O00oO0oooooooooooooooooooooooo

3. 000D0D0000D0000O0OOSNMPV3aDO OOOO0ODODOO0OOOODODODODODODOODOOOoOoOO
o00oD000oo00oooooooooooooooooooooooo
00000000000 0admins0000000O0O00Ooperators00000000admins000
0boob0ood0Ud0OmostOODOO0ODODOODODDODODODODOOODODODODODODODODO
000000000000 Ooperators 00000000000 Ostandard000000000O0
o0o0oDooooooooooooooooooooogd

ADD SNMP GROUP=admins SECURITYLEVEL=authPriv READVIEW=most
WRITEVIEW=most NOTIFYVIEW=most
ADD SNMP GROUP=operators SECURITYLEVEL=authNoPriv READVIEW=standard

4, J00000O0DO0O0ODOO0DDODOOOOOODODODDODODOO0OD0O00000OU0OUOOUOUDUODOOoOoOO
goooooooooobooobobobooooooobooooooooooobooobooOoobooboouoo
O0000adminsO0O0O00O0O0ODOO supervisor [ operators 000000000 zeinO OO0
goo
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SNMP

ADD SNMP USER=supervisor GROUP=admins AUTHPROTOCOL=SHA
AUTHPASSWORD=jogejoge PRIVPROTOCOL=DES PRIVPASSWORD=mugomugo

ADD SNMP USER=zein GROUP=operators AUTHPROTOCOL=MD5
AUTHPASSWORD=fugafuga

5. 000000000000 0000000SNMPvl/v2cO00000000000OO0O000O0OOO
goboogoobooooboooooooboobboobooboobbobboobbobboobo
goooobooooobooooboobbobboobooboooboooboobbo
e HNODUOODOODOOODDppsuperiddooddooooodooooooooogn

gobooooogooboobbooboobbobbobboobooobooobo
O00000000000000000000 supervisorJOO00O00000O0O00O0O0O
oo

ADD SNMP TARGETPARAMS=psuper SECURITYLEVEL=authPriv

USER=supervisor

e IIDUIDDODDDODDODOIOODODDODOIPODUDDODODUODDODDODDOODOOODODOOO
000000000000 00000000000000D00 tpR30MM

ADD SNMP TARGETADDR=tpR30 PARAMS=psuper IP=172.28.28.156 J

& SNMPOOOOOOOOOOOOOOOOOORESTARTOOOOO279000000000REBOOT
O0o0o0ooooooooooo@mSWITCHOOOOOOoooooooooooooooooooo
O00000coldStart 00000000000 OwarmStart D00 OOORESETIPO OO0 OMMIIPODO
3190000000000000000000

goooooboogoo
O00D0OO0OOSNMPV3OOOO0D0D0D000000O0D0D0D0OoMIBOOOODODODODODODOOoooooooDoOO
O000O0ODOSNMPOOOOOOODOODOOODOOODOOODOOODOOO

s SNMPOOOOIDOOOOOOOOSETSNMPENGINEID O OOOO306 00000000000
000000000000 U0DDUODODOSNMPOODOODDODODOODOODOOOOOO

SET SNMP ENGINEID=001122334455667788

SNMPvi/v2c/v3 0O 0 00O O

m J00000/00000000000000000000000O0O0O0OOOOOOCOOO0O0O00
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000000ENABLE INTERFACE LINKTRAPO O OO 023300 0000000000000000
UportxxOOOOooOOooooOoooOoooOO

ENABLE INT=portl LINKTRAP .

s VLANOOOOOOOOOODODODO0O0o0o0ooooooooooooo0ooooodENABLE INTER-
FACE LINKTRAPO O OOO233000000O0VLANOOOOOOvlan-whiteOOOOOOOOOOO
goooooboooboo

ENABLE INT=vlanl0 LINKTRAP

& VLANOOOOOOOOOOOOOOOOoOoooOoooooooooooooooooooooooooooo
OOVLANOOOOOO 10000000000 ooooooo VLCANOOOOOooooooooooooo
000000000000 00O0O0OVLANOOOOOOOOOoOoOoooOooO0o0OSHOW INTERFACE OO
0o0oo379000000000000

m 0000000000000 0000 SHOW INTERFACEO OO O0OO0O3790 000000000
O ifLinkUpDownTrapEnableD O O O Enabled0 00 0000000000000

SHOW INT=portl .

[ ] DDDDDDDDDDSYStem.SysName.ODDDDDDDD SET SYSTEM NAME 0000031800
gooooooo

SET SYSTEM NAME=kkSwitch

0000000000000 0D00000000TELNETO DO ODO4620 000000000000
DDDDDDDDDDDDDDDDDDDDDDI:JDDl]DDkkSWitCh.example.ComDDDDDDDDD
TELNETUOOUOUOO4620 JU0C0UOOTELNET bulbulD D000 000000000000 Obulbuld O
00 OO example.comO O 0O 0 O [ bulbul.example.comO OO OO DNSOOOOOOO0OOO

m 000000000system.sysLocation.00 0000000 SET SYSTEM LOCATION OO0 00O 0317
gooooooood

SET SYSTEM LOCATION="8F, TTC Bldg"

m 0000000000system.sysContact.000 000000 SET SYSTEM CONTACT OO0 00316
ggooodooooo

SET SYSTEM CONTACT="Taro ARAIDO (Ext 2602)" J
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NTP

NTPO Network Time Protocol D00 0000000000000 NTPOOODODOODOOOODODOOOOO
000000000000 DO0O0D0O0O00000000000000000000000000000ONTP
gbobooooboooboo

oo

NTPOOODOODODODODOOOOOO000ODOOOO0O00O0DO0OO0O0ODOO000D0O0DOOODO00DOoooDoOoOOO
oooolPODODOODODODODODODODOODOO

NTPOOOOO IPOOOO 192.168.10.5
ooooooourcooooooooo JSTO +9:00:0000

1. NTPOOODODOODOODOOO
ENABLE NTP J

2. NTPOOOODO IPOOOOOOOOOOOOOUOOOD 1OD0DOODOODOO
ADD NTP PEER=192.168.10.5 J

3. oooooooUTCOOODOO0DDOODOO0DDOODONTPODOODOODODOOODODOO UTCOOOO
O00000oooooooooooOooo0ooooooooooJsToo UTCOO 9Y000oooO
goboogoooooboooobo

SET NTP UTCOFFSET=+9:00:00 J
gobooobooboboooboooboobooobooboobbobboo
SET NTP UTCOFFSET=JST

4 0O0OO0OONTPOOODODOODODODODOOOOOOOOO

RESET NTP J

goooooboogoo
O000000oooo NTPOOOODODODODOODDOOOOODOODODO0DO0DO0DO0DODDOOOOODOOOODOOOO
gooo

m 00000 SHOWTIMEO OOOO444 00000000000

Manager > SHOW TIME

System time is 11:17:41 on Tuesday 03-Jul-2001.

s NTPOOOOOODO SHOWNTPOOOOO403 00000000000
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NTP

Manager > SHOW NTP

Status : ENABLED

Host Address : 192.168.10.169

UTC offset : +09:00:00 (JST)

Last Updated : 11:19:38 on 03-Jul-2001
Last Delta : +0.94

Configured Peer

192.168.10.5

Counters
Packets Sent : 0000000002
Packets Received : 0000000002

Packets w/ head error : 0000000000
Packets w/ data error : 0000000000

NTPOOODOODOOOOO

D000 NTPOODOODODODmMODOODODDODDOOODODODODODODUODODOODODODODDODDODODDOODOODOO
0000000000000 000000ONTPOOOOOOOOODOOODODODOODODODOOOOOOODODO
gobooobooooboobobooboobbobboo

D000 NTPOOODODOODOUODOOODOODUODODUOODODUOOOOODODODODODOODODONTPODODODDOODOO
000000000000 000o0000000oo0o0ADDNTPPEERODODOOO123 0000000
O0ooo IPO00000000O0O0OOOOOOOOOOODOOODOOOOOODOOODOIMm

& 0000000000000 NTPOOOODOOOOOOOOODOO0OOODOOOOOOO NTPOOOOOOO
0000000000000 000000000WindowsOOO OSOOONTPOOODOOODOOODOOOOO
oooooooooooooooooooboOoOoooooOOooOoOoooOoOboO0oOoOoOooooDobobOOoo

oooobooooooooad

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time

ACST +9:30 Australian Central Standard Time

AEDT +11:00 Australian Eastern Daylight Time
CentreCOM8700SLO 0O 00O ODDOOOOOOOOO 2.9 goooo
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AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time
CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

TAIWAN +8:00 Taiwan

UTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

025000000000
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Secure Shell

Secure ShellUSSHO O OO ODODODOOODODODODO0OO0O0DO0DDD00000000000000O0O0OOOOO
goooooogobooobooboobobobboobooobooboboobbobbobbooo
goboooboooobooooo

O00D0OO0OSSHOOODOOOD 1015000000 ooooooo0oooooooooogooooooooon
0000000 DESO0000000oooooo RSADDDODDOODODOODODOOO

& SSHOOOOOOOOOOOOoOoooOooo AT-FL-02000 AT-FL-02-BOOO0OO0O

000000000 SSHOOODODOoooooooooDoooDooooooooooogSSHO IPOOO
ooooooIlPOODODODODODODOODOOOOOOO
SSHOOOODOOODODODODOoOODOoOoOOoOOoOOoOOOOoDOoOOoOoDoOOoODOoOo

e J0DOODODDDOOOSSHOOODOD 101.50

e ODODODDODODDO DESOO

e IIODODDODODDDODD RSADDODOOO

e II0ODODRSADDODDUOUODOUUDOUODUOLDOOODODODODODOODOOOOOO
e SSHOOODDDDOODO TelnetO OO OOOODOOOO

gooooooOoOoOoOoOoOOOoOO0OO0OO0OO0OOO0OOOOOODOOODOOODODOODOOODOOODDOODOO A
0000000000000 BORSAODODODOODODOODOOOOOO

goooood

00000000 SSHOOOOODODOO00o0oooOo0O0o000000000000000Security Officer O
O0000000Osecoff00 SSHOODODODODODOODODODODODODODODODOOIPODOODODDOODODOOODOO
gooo

1. 000000000000 D000000000000 Security Officer 000000000000
uon

ADD USER=secoff PASSWORD=PasswordS PRIVILEGE=SECURITYOFFICER
2. SSHOOOOOOOODOOHostKeyDOOODOO1O0ODODOOODOOODOOO 1024000000
CREATE ENCO KEY=1 TYPE=RSA LENGTH=1024 DESCRIPTION="host key" .

& RSAOOO0OO0OOOO0O0O0O000DDOIRSA Key generation process completed. 000000000
0000000000000000ooa

& 00oooooooooooooooooooobo0ooooooooobooooboOoooooooooooooo
oooooooogo
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& 000000655350 000000000000000000O0O00O0O0UOOOOO0OOOOOOOO
O0O0OO0O0OO0OODESCRIPTIONOCOOODOOODOOOOOOOOOOOOOOOOOOOOOOOO
000o0o0oo0oo0 SHOWENCOKEYOD OO OO30 0O oooooooooo

3. SSHOOOOODOOODODOServerKeyDlOOOODO20000000000000000000 512
000000000000 0000 12800000000000000000000000O0O 768
gooogoo

CREATE ENCO KEY=2 TYPE=RSA LENGTH=768 DESCRIPTION="server key" .

& RSAODOO0OO0OOOO0O0O0O000DDOIRSA Key generation process completed. 000000000
0000000000000000ooa

& 00oobooooooooooooooooooOooooooooobooooboOoooooooooooooo
oooooooogo

4 SSHOOODODUOODODOOODODOOODODOODOD20300000000000000000000OO
gooo

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2
& SSHOOOOOOODOOOOODODOODOoOOO TelnetODOOOOOOOOOOOOOOOOOODOOOOOO
SSHOOOOO TelnetODO OO OOOOOOOODOOOOOOOODO
5. SSHOOOOOsecoffOOOOOOOO
ADD SSH USER=secoff PASSWORD=PasswordS J
& SSHOOOOOOOOOOOOOOODOOoOoOO0oOoOOoooOooOoooOuooOOoADDUSERODOODO O 144
000o0o00O0O0000o0obO0o0b000bO00bO00o0LOO0o0LObOO0o0bLOOo0O0DLOO0OO0O0g SSH
000O000O0000o0oO0oSSsHOOOOOOOoOoOOOoOOOOoOoOOoOoOOOoooOOooooDoOooo

000000000 USEROO0O000000000O00O0000O000000o0oooooooooo
omoooooooooooooooooboOoooooooooboooo

& 0000000000000000000000000DADDUSEROOOOO144 000000000
00o0oO0oooOoooOoSsHOOOOOOOoOOOoOoOoooOoooOoooOoooooooooooooo
000000000000000000ADDSSHUSEROOOOO14000000 PASSWORD 00O
0000o0oo0oOo0ooOoooOosSsHOOOOOoOoooooooooooooooooo

6. Security Officer 00D 000000000000 DOODOO

LOGIN secoff J

7. 0000000DOO0OODOOOOOOOOODOOOOOOOODOOOOOOOOOOOOOOODOO
goooooooooo

ENABLE SYSTEM SECURITY.MODE .

§. D0DDDODODOODUOUOUUOOOSETCONFIGOOODD240 0000000000000 0O0O0O
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000D0O0O0ooD00oooOO0sshservefg0 O O0O0O0000O0O0O000O

CREATE CONFIG=sshserv.cfg J
SET CONFIG=sshserv.cfg J

© 00000000000 SETCONFIGOO0OD00284 0000000000 Warning: Config
file MUST add a user with SECURITY OFFICER privilege. Do you wish to proceed with setting
config?(y/n) 00000000000 00000000000OODN Security Officer 00000000
Osecoff (00000000 MyDDOOOOOoQooa

m 000000000 SHOWENCOKEYODOOOO360O OO OOoooooooo

SHOW ENCO KEY
SHOW ENCO KEY=1

m 0000000000000 000000000D0O00000000O0OO0O0ENABLE SSH SERVER O
000024500000 SETSSHSERVERO OO O O31400000 EXPIRYTIMEO OOOOOO 00O
O0000000000O0D0ODODOODEXPIRYTIMEDOODOODOODOODOODOOOODODOOODODOOOOO
O000OoOoSSHOOODUOOOODOOODODODOo240001 000000000000 000ODODODOO

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 EXPIRYTIME=24 .
0000000000000 000000000OSETSSHSERVEROOOOO3140000000000
SET SSH SERVER EXPIRYTIME=24

m SSHOOOOO SO0O0O0O000000000000000000000000000DOO0O00O0OOO

0000000000000 0000000000000000o0o0000o000 ENABLE SSH USER O
oooo2d600000000DODODOODOOODOO

ENABLE SSH USER=carelessuser .J

m SSHOOOOOODDODOOOO SHOWSSHUSERO OO ODO437000000000000

SHOW SSH USER
SHOW SSH USER=carelessuser

s SSHOOODODODOOOOOOOIPOODODODODODODDODODODODODODOODOODOODOOODUOODOOOOOADD SSH
USEROOOOD0140000MmMSETSSHUSER O OO OO31500 000 IPADDRESSOMASK O 00 O
oo00oooooIPOODOODOOODOODODOO SSHOODODOODOODODODOODODOODODOOOSSHOO
O0Osecoff000OOIPOOODO 1921681010000 000000000000000O00OOOO0O

ADD SSH USER=secoff PASSWORD=PasswordS IPADDRESS=192.168.10.100 J

00000000000000000000 192.168.10.0/24000000000000000000
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ADD SSH USER=secoff PASSWORD=PasswordS IPADDRESS=192.168.10.0
MASK=255.255.255.0 4

m SSHOOODOOOOO SHOWSSHO OO OO431 000000000000

SHOW SSH J

m SSHOOOOODODDODOO SHOWSSHSESSIONOOOOO435000000000000

SHOW SSH SESSION o

m SSHOOODOOODOOO SSHOOODODODODOoOoDoooooooO

e SSHOODODODDODOODOODDODOODO
e SSHOODOOODOOODODOODODO
e SSHOODODODDODOODODODDODODO

RSAOOOSSHOOOOOOODODOOOOOODOO0O00D00000000000U0Security Officer 0000
O000Osecoff10 SSHOODODODODODODODODODODODODODODOODOIPOOODDODODODOODD0O0OO0OODOOO
O0000000O0secoff00 RSAODODODDOPCOODDOOODOOODOODODOOOOOODOOTEFTPOO
000192.168.10.13000 00000 0secoffkeyD D0 O00DODOO0O0OOO0O0O0ODODOOO0OODO

1. 000000000000 D000000000000 Security Officer 000000000000
uon

ADD USER=secoff PASSWORD=PasswordS PRIVILEGE=SECURITYOFFICER
2. SSHOOOOOOOODOOHostKeyDOOODOO10ODODOOODOOODOOO 1024000000
CREATE ENCO KEY=1 TYPE=RSA LENGTH=1024 DESCRIPTION="host key" .

& RSAODOO0OOOOO0O0O0O000DDOIRSA Key generation process completed. 000000000
0000000000000000ooa

& 0oooooooooooooooooooobo0ooooooooobooooboOoooooooooooooo
oooooooogo

& 000000655350 000000000000000000O0O00OO0UOOOO0OOOOOOOO
O0O0OO00OO0OODESCRIPTIONOCOOODOOODOOOOOOOOOOOOOOOOOOOOOOOO
000o00oo0oo0 SHOWENCOKEYOD OO OO30 0O oooooooooo

3. SSHOOOOODOOODODOServerKeyDOOOODO20000000000000000000 512
000000000000 0000 12800000000000000000000000O0O 768
gooogoo
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CREATE ENCO KEY=2 TYPE=RSA LENGTH=768 DESCRIPTION="server key" .

& RSAODOO0OO0OOOO0O0O0O000DDOIRSA Key generation process completed. 000000000
0000000000000000ooa

& 00oooooooooooooooooooobo0ooooooooooooboOoooooooooooooo
oooooooogo

4 SSHOOODODUOODODUOOOODOOODODOODOD20300000000000000000000O
gooo

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 .
& SSHOOOOOOOODOOOOOOOoOO TelnetOOODOOODOD0OODOO0OODOOOOODOOOOOOOO
SSHOOOOO TelnetO OO OOODOODOOOOODOODODOOOO

5. 0000O0Osecoff10 RSAODDDOODODOO TFTPOOOODODOOODOODOOOOOOOODOO
U000 keyODOOODOODOO0ODOODOO0DOODOOOSSHOOOOOOOOOOOODO

LOAD FILE=secoff.key SERVER=192.168.10.130 J

6. D000OOsecoff 010 RSAODDODODODDDOOODODODOOOODOOOOINIDD0O0O0OO0DDO0O0OO

CREATE ENCO KEY=101 TYPE=RSA FILE=secoff.key FORMAT=SSH
DESCRIPTION="secoff’s public key" J

& 00oobooooooooooooooooooOooooooooobooooboOoooooooooooooo
oooooooogo

7. SSHOOOOOsecoff DD DODODOOKEYIDODOODO 600000000000000000O0O0
gooogo

ADD SSH USER=secoff KEYID=101 J

& SSHOOOOOOOOOOOOoOOoOOoOooooooooU0oo0oU0UOoUOADDUSEROOOOO144
0000000o0o000o000o0o0oo0o0o0o0oo0o0o0o0o0ooUooo0ooo0o0o SSH
0000000ooO0o0oooOoSsHOOOOOOoOoOoOooOooooooooooooooooooooo
000000000 USEROO0O000000000O00O0000O000000o0oooooooooo
omoooooooooooooooooboOoooooooooboooo

8. Security Officer 0D 000D DO0ODOOOODODOOOODO

LOGIN secoff J

9. 0000000000000 O0OO0OO0ODOUO0OOOUOUOODO0OODO0ODODOODODODODODODODOOOOoo
goooooooooo
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ENABLE SYSTEM SECURITY.MODE .

10. O0O0DDUOUO0OD0OD0O0O0OOOOSETCONFIGOD O OOO240000000000000000O0
O000DO0ooDooooOOsshservefg0 OO0O0O0000O0O0O0000O

CREATE CONFIG=sshserv.cfg J
SET CONFIG=sshserv.cfg J

© 00000000000 SETCONFIGOO0OD0284 0000000000 MO Warning: Config
file MUST add a user with SECURITY OFFICER privilege. Do you wish to proceed with setting
config?(y/n) 00000000000 00000000000OON Security Officer 00000000
Osecoff (00000000 My0DOOO0OOoQoOQ

m 0000000000000 000000000D0O00000000O0OO0O0ENABLE SSH SERVER O
000024500000 SETSSHSERVERO OO O O31400000 EXPIRYTIMEO OOOOOO 00O
O0000000000O0D0ODODOODEXPIRYTIMEDOODOODOODOODOODOOOODODOOODODOOOOO
O000OoOoSSHOOODUOOOODOOODODODOo240001 000000000000 000ODODODOO

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 EXPIRYTIME=24 .
000000000000 0000000000OSETSSHSERVEROOOOO3140000000000
SET SSH SERVER EXPIRYTIME=24

m SSHOOOOO SOO0OO0O000000000000000000000000000O0O00O00O0ODO

0000000000000 0000000000000000o0o00o0o000 ENABLE SSH USER O
o006 00000000DO0ODO0ODOOOOO

ENABLE SSH USER=carelessuser J

m SSHOOOOOODDODOOOO SHOWSSHUSERO OO ODO437000000000000

SHOW SSH USER
SHOW SSH USER=carelessuser

s SSHOOODODODOOOOOOO IPOODODODDODODODODDOODODOODOODOODODOOODUOODODOOOOADD SSH
USEROOOOO0140000MmMSETSSHUSERO OO OO31500 000 IPADDRESSOMASK O 00 O
oo0o0oooooIlPOODOODOOODOOODDOO SSHOODODODOODODODODOODODOODODOOOSSHOO
O0OsecoffC00OOIPOOODO 1921681010000 0000000000000000O0OOO0O

ADD SSH USER=secoff KEYID=101 IPADDRESS=192.168.10.100
00000000000000000000 192.168.10.0/24000000000000000000

ADD SSH USER=secoff KEYID=101 IPADDRESS=192.168.10.0 MASK=255.255.255.0
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m SSHOOODOOOOO SHOWSSHO OO OO431 000000000000

SHOW SSH

m SSHOOOOODODDODOO SHOWSSHSESSIONOOOOO435000000000000

SHOW SSH SESSION o

m SSHOOODOOODOOO SSHOOODODODODOoOoDoooooooO

e SSHOODODODDODOODOODDODOODO
e SSHOODOOODOOODODOODODO
e SSHOODOODODDODOODODODDODODO

000000000 SSHOOOODOoooooooooDoooDoooooooooooSSHO IPoooOO
goooolPO0ODOODODOOODOOOOODUODODOO
SSHOOODODOOOODODOoOODOoOOoOOoOOOoOOoOOOOOODOOOoODOoOODOoOo

e J0DOODDDDOOOSSHOOODODO 101.50

e ODODODDODODDO DESOO

e IIODODDODODDDODD RSADDODOOO

e NI0OODRSADDUDODOUODOUUDOUODUOLDOOODODODODODOODOOOOOO

goooood

O0o000DoooDSSHOOODOODoOoOOoUOooOooooooooooooooooooSSsHOoooOo
0192.168.10.10 O Security Officer 00000000 Osecoff 00000000000 DOIPOOOODODO
00000000 0ooooDooSSsHOODODOODODOOOoooooOoDooooooooooooooooooo

1. 00000000000000000SSsHOOOOOooooooo

SSH 192.168.10.1 USER=secoff PASSWORD=PasswordS .

2. 000SSHOOOODODOODOODODO0OooOoooooooooooooooooooooooo

Host key not recognised - saved as ssh.key

SSH. Session closed.

O000oO0oooOoDOooOoSSHOOOOOODODODODOOoDOoOooooooSSHOODODOoDooooooooo
goobooobogoooboooooooboobboobooboobbobboobbobbooobo
0000000000000 0000000000000000OsshkeyDOOOODOOOOODO
uon

3. SSHOOODDOOODODOODOODOODOoOOOoODOO10ODDODoOoODoOODOODOO
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4.

CREATE ENCO KEY=10 TYPE=RSA FILE=ssh.key DESCRIPTION="SSH server's
hostkey" FORMAT=SSH .

& 0oooooooooooooooooooboobo0ooooooooooooboOoooooooooooooo
oooooooogo

& 000000655350 000000000000000000O0O00O0O0OOOOO0OOOOOOOO
O00OO00OO0OODESCRIPTIONOCOOODOOODOOOOOOOOOOOOOOOOOOOOOOOO
000o00oo0oo0 SHOWENCOKEYOD OO OO3600O0 O oooooooooo

goooooooooboooooooboobboobooboobbobboobboobobooobo
gooo

SSH 192.168.10.1 USER=secoff PASSWORD=PasswordS .

m JpogooooboobooboobooboobooobboobooobobobbobbUobobo
o0000oooOooOoODOO00DOO0O0D0000DOoD0OSSHOODODODODOODODODDoODDODDOOoODODODooooooo
gobooooooobooobooboobbobboobooobooobo

1. 00000000 oooooooooooooooon SecurityOfﬁcerDDDDDDDDDDDD
ggo
ADD USER=gsecoff PASSWORD=PasswordS PRIVILEGE=SECURITYOFFICER

2. Security Officer 0000000000 DOOOODODOOOODO
LOGIN secoff

3. Jdooooooooooooooooooooon
ENABLE SYSTEM SECURITY_MODE J

4, DO0OD0OO0OOOO0OOO0OO0OOO0OOSETCONFIGUOODOOO24 000000000000 0000O0O
DDDDDDDDDDDDDSShCli.CngDDDDDDDDDDDDD
CREATE CONFIG=sshcli.cfg J
SET CONFIG=sshcli.cfg J

© 00000000000 SETCONFIGOODODOO284 0000000000 Warning: Config file MUST
add a user with SECURITY OFFICER privilege. Do you wish to proceed with setting config?(y/n)0 0 O
0000oo0000000000000000 Security Officer 0 0000000 Osecoff 00000000
OMyoooooooooa
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RSAOOOSSHOOODOOOOODOOOODODOOOODODOOOOOO0O00O0O0MSSHO DO OO 192.168.10.10
O Security Officer 00000000 Osecoff000D0000DDO0OOIPODOO0ODODOODODOO
O00ooOooOoSSsHOOODODODOOOOoOOooODODOoOooooooooooooooooooooogoTETP
O0000000192.168.10.1300 00 0000000000000

1. SSHOOOOOsecoff0ODODODD0DOD0O0DD0OO200000000000

CREATE ENCO KEY=20 TYPE=RSA LENGTH=1024 DESCRIPTION="secoff'’s

authentication key" A

& RSAODOO0OOOOO0O0O0O000DDOIRSA Key generation process completed. 000000000
0000000000000000ooa

& 00oobooooooooooooooooooOooooooooobooooboOoooooooooooooo
oooooooogo

& 000000655350 000000000000000000O0O00OO0OOOOO0DOO0OOOOOO
O0O0OO00OO0OODESCRIPTIONOCOOODOOODOOOOOOOOOOOOOOOOOOOOOOOO
0000o0oo0ooO SHOWENCOKEYO OO OO300O0 O oooooooooo

2. 0000000000000000OsecoffkeyDD0000000OKEYODDOO 10000000
OOOOFILEDOOO0OOO0OD0D000O000000000000000000O0key0 0000000
FORMATO O SSHOOOOOOO

CREATE ENCO KEY=20 TYPE=RSA FILE=secoff.key FORMAT=SSH J

3. 000000000000 Osecoffkey0 0 TFTIPOOOOOODOODOOODOOODOOO TFTP
O0oo0oIPOOODODO 192.168.10.1300 0000

UPLOAD FILE=secoff.key SERVER=192.168.10.130 J

000000 SSHOOOOOsecoff 00 0O00D0OOO0ODOODO
5. 000000000000 DOO0ODOOOSSHOODODODODODODODOODOO

SSH 192.168.10.1 USER=secoff KEYID=20 J

6. DODOSSHOODODODODODOOUODODUOODOUOOOoUoooooooooooooooooooo

Host key not recognised - saved as ssh.key

SSH. Session closed.

O0000oDoooOooOoSSHOOOOOoOODODODODOOoDoOooooooSSHOODODOoDooooooooo
goobooobogoooboooooooboobboobooboobbobboobbobbooobo
0000000000000 0000000000000000OsshkeyDOOOODOOOOODO
uon
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7. SSHOOOODOOODODOODODOOODOOODOOODOODOO100D0O0O0OO0O0ODO0OO0OO

CREATE ENCO KEY=10 TYPE=RSA FILE=ssh.key DESCRIPTION="SSH server's
hostkey" FORMAT=SSH .

& 0oooooooooooooooooooo0ooooooooobooooboOoooooooooooooo
oooooooogo

§. d0oDOOoO00OO0O0OO0OO0OO0OO0O0OO0O0ODUO0OLDUO0ULUUDU0LOLDUOLDUDULODUDODODODODODOOOoOoo

gooo

SSH 192.168.10.1 USER=secoff KEYID=20 J

m JpogooooboobooboobooboobooobboobooobobobbobbUobobo
o0000oooOooOoODOO00DOO0O0D0000DOoD0OSSHOODODODODOODODODDoODDODDOOoODODODooooooo
gobooooooobooobooboobbobboobooobooobo

1.

000000000000000000000000 Security Officer 0000000 0OO0OODO
uon

ADD USER=secoff PASSWORD=PasswordS PRIVILEGE=SECURITYOFFICER

Security Officer 0000000000000 DODO0OO0ODOO
LOGIN secoff J
o0ooDoooooooooooooooooooon
ENABLE SYSTEM SECURITY.MODE .

O0000000D00O0O0O0O0OSETCONFIGOODOOO28400000000000000000
000000000000 Ossheicfg 0000000000000

CREATE CONFIG=sshcli.cfg
SET CONFIG=sshcli.cfg J

00000000000 SETCONFIGOODOOO284 0000000000 MM Warning: Config file MUST
add a user with SECURITY OFFICER privilege. Do you wish to proceed with setting config?(y/n)0 0 O
0000o0oo0o0000000000000000 Security Officer 0 D 000000 Osecoff 00000000
OMyoooooooooa
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Doooooooood

ooboogood

gooo
DISABLEHTTP SERVER . . . . . . . . e 207
EDIT . . 228
ENABLEHTTPSERVER . . . . . . . o e 232
HELP . . o 253
LOGIN . . o 258
LOGOFF . . . 259
RESET CPU UTILISATION . . . . . . e e et 272
RESTART . . . . 279
SETHELP . . . . 286
SETSYSTEM CONTACT . . . . . . .. 316
SETSYSTEM LOCATION . . . . . .. e 317
SETSYSTEM NAME . . . . . 318
SET SYSTEM RPSMONITOR . . . . ... ... 319
SETTIME . . . 321
SHOW BUFFER . . . . . . 352
SHOW CPU . . . . e 355
SHOW DEBUG . . . . . . 356
SHOW EXCEPTION . . . . . e e 362
SHOW HTTP SERVER . . . . . . . o e e 375
SHOW SYSTEM . . . . . 439
SHOW SYSTEM SERTIALNUMBER . . . . .. .. ... . . o o o 442
SHOW TIME . . . . . 444

goboobooooooon

ACTIVATE FLASH COMPACTION . . . . . . . et 111
ADDFILE . . . . 116
CLEAR FLASH TOTALLY . . . . . . o e e 148
CLEARNVSTOTALLY . . . . . e e e 149
CREATE FILE . . . . . . 154
DELETE FFILE . . . . . . . 181
DELETE FILE . . . . . . . 182
RENAME . . . 268
RESET FILE PERMANENTREDIRECT . . . . . .. ... ... o o .. 274
SHOW FFILE . . . . . 365
SHOW FILE . . . . . 367
SHOW FILE PERMANENTREDIRECT . .. ... ... .. ... ... .. .. ..... 369
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SHOW FLASH . . . . . . o e 371

SHOW FLASH PHYSICAL . . . . . . e e 373
SHOW NVS . . 405
SHOW NVSEREE . . . . . . 407

goooooboogoo

CREATE CONFIG . . . . . . e e 151
SET CONFIG . . . . o e 284
SHOW CONFIG . . . . . ..o 353

goooooboogoo

ADD ALIAS . . . 115
DELETE ALIAS . . . . . e 180
SHOW ALIAS . . . . 342

gbobooooboooboo

ADD USER . . . . . o 144
DELETE USER . . . . . . . e 198
DISABLE USER . . . . . . e 225
ENABLE USER . . . . . e 250
PURGE USER . . . . . 266
RESETUSER . . . . . o 278
SET PASSWORD . . . . . 302
SET USER . . . . 339
SHOW USER . . . . 453
goooon
ADD RADIUSSERVER . . . . . . . o e 124
DELETE RADIUSSERVER. . . . . . .. e e 188
SETRADIUS . . . . . . 303
SHOW RADIUS . . . . . 409

goboobooooooon

LOAD . .« . 256
RESET LOADER . . . . . 276
SET LOADER . . . . . 289
SHOW LOADER . . . . . 382
UPLOAD . . . . 465
goooon
DELETE INSTALL . . . . . e e e e 183
DESTROY PATCH . . . . . . e e e e 202
DISABLE FEATURE . . . . . . e 206
DISABLERELEASE . . . . . . . e 215
ENABLE FEATURE . . . . . . . e e 231
ENABLE RELEASE . . . . . . 240
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SET INSTALL . . . . o 287

SHOW FEATURE . . . . . . e 363
SHOW INSTALL . . . . . e e e 377
SHOW PATCH . . . . . e 408
SHOW RELEASE . . . . . . e 411
googoo
DELETE MAIL . . . . . 186
DISABLE MAIL DEBUG . . . . . . . . e e e e e 213
ENABLE MAIL DEBUG . . . . . . . e e e e 238
MAIL .« . 260
SET MAIL . . . 298
SHOW MAIL . . . . o e e 400
goooooo
ADDUSERRSO . . . . . 146
DELETEUSERRSO . . . . . . . e 199
DISABLE SYSTEM SECURITY_-MODE . . . . . ... ... ... ... 222
DISABLEUSER RSO . . . . . . 226
ENABLE SYSTEM SECURITY_-MODE . . . . . .. ... ... .. ... 247
ENABLEUSERRSO . . . . . . e 251
SET MANAGER ASYN . . . . . o 299
SHOW MANAGERASYN . . . . ... 402
SHOW USER RSO . . . . . e 457
RN
ADD LOG OUTPUT . . . . . e e e e e 119
ADDLOGRECEIVE . . . . . e 121
CREATE LOG OUTPUT . . . . . . o e e e e e 157
DELETE LOG OUTPUT . . . . . . . e e e e e e 184
DELETE LOGRECEIVE . . . . . . e 185
DESTROY LOG OUTPUT . . . . . . o e e e e e e e 201
DISABLELOG . . . . . . e 209
DISABLE LOG GENERATION . . . . . . .. e 210
DISABLELOGOUTPUT . . . . . . . o e e e e 211
DISABLELOG RECEPTION . . . . . . . . et et 212
ENABLELOG . . . . . 234
ENABLE LOG GENERATION . . . . . . . . e 235
ENABLELOGOUTPUT . . . . . . o e 236
ENABLE LOG RECEPTION . . . . . . . et e 237
FLUSHLOGOUTPUT . . . . . .o e e e e 252
PURGELOG . . . . . 263
SET LOG OUTPUT . . . . . . e e e e 291
SET LOG OUTPUT FILTER . . . . . . . et e e 293
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SETLOGRECEIVE . . . . . 295

SET LOG UTCOFFSET . . . . . . . e e e 296
SHOW LOG . . . . o 384
SHOW LOG COUNTER . . . . . ... s 388
SHOW LOG OUTPUT . . . ... . e 391
SHOWLOGQUEUE . . . . ... . e 394
SHOW LOGRECEIVE . . . ... .. 396
SHOW LOGSTATUS . . . . . .. e 398
googoo
ACTIVATE SCRIPT . . . . . o o e e e e 112
ADD SCRIPT . . . .o 126
DEACTIVATE SCRIPT . . . . . . o e e e 179
DELETE SCRIPT . . . . . . e e e 189
IFTHEN ELSE ENDIF . . . . . . . . et e e 255
SET SCRIPT . . . . 304
SHOW SCRIPT . . . . . e e e 412
WAILT . o 467
gooo
ACTIVATE TRIGGER . . . . . . . oo e 113
ADD TRIGGER . . . . . 142
CREATE TRIGGER CPU . . . . . . . o e e e 162
CREATE TRIGGER FIREWALL . . . . . . . . . e e 164
CREATE TRIGGER INTERFACE . . . . . . . .. . s 166
CREATE TRIGGERMEMORY . . . . . . . et e 168
CREATE TRIGGERMODULE . . . . . . ... e 170
CREATE TRIGGER PERIODIC . . . . . ... ettt 173
CREATE TRIGGER REBOOT . . . . . . . . . et 175
CREATE TRIGGERTIME . . . . . . . e 177
DELETE TRIGGER . . . . . . . e 197
DESTROY TRIGGER . . . . . . o o e 204
DISABLETRIGGER . . . . . . . o e 224
ENABLETRIGGER . . . . . . . o e 249
PURGE TRIGGER . . . . . . o e 265
SETTRIGGER CPU . . . . . . o e 322
SET TRIGGER FIREWALL . . . . . . . e 324
SET TRIGGER INTERFACE . . . . . . .. . e 326
SET TRIGGER MEMORY . . . . . . . e e 328
SET TRIGGERMODULE . . . . . . . o ettt e 330
SET TRIGGER PERIODIC . . . . . . . et et 332
SET TRIGGER REBOOT . . . . . . . o e e 334
SET TRIGGERTIME . . . . . . e 336
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SHOW TRIGGER . . . . . .o e 445

SNMP
ADD SNMP COMMUNITY . . . . . o e e e 127
ADDSNMP GROUP . . . . . o 129
ADD SNMP TARGETADDR . . . . . . . et e 131
ADD SNMP TARGETPARAMS . . . . . . . e 133
ADDSNMP USER . . . . . e 135
ADDSNMP VIEW . . . . 137
CREATE SNMP COMMUNITY . . . ... ... s 160
DELETE SNMP COMMUNITY . . . ... ... 190
DELETESNMP GROUP . . . . . . . e e e 191
DELETE SNMP TARGETADDR . . . . . . . . . e e 192
DELETE SNMP TARGETPARAMS . . . . . . . ..o 193
DELETESNMP USER . . . . . . . e e 194
DELETESNMP VIEW . . . . . o e 195
DESTROY SNMP COMMUNITY . . ... ... . . o 203
DISABLE INTERFACE LINKTRAP . . . . . . ... o 208
DISABLESNMP . . . . . . e 216
DISABLE SNMP AUTHENTICATE.-TRAP . . .. ... ... ... .. .... 217
DISABLE SNMP COMMUNITY . ... ... ... .. 218
DISABLE SNMP COMMUNITY TRAP . . . . . .. ..o oo o 219
ENABLE INTERFACE LINKTRAP . . . . . . . ..o 233
ENABLESNMP . . . . . 241
ENABLE SNMP AUTHENTICATE.-TRAP . . . . . ... ... o .. 242
ENABLESNMP COMMUNITY . . . . . . ... 243
ENABLE SNMP COMMUNITY TRAP . . . . . . ... o oo 244
RESET INTERFACECOUNTERS . . . . . .. ... 275
SET INTERFACE TRAPLIMIT . . . . . . . . . e 288
SETSNMP COMMUNITY . . . . ... 305
SETSNMP ENGINEID . . . . . . . o 306
SETSNMP GROUP . . . . . . e e 307
SETSNMP LOCAL . . . . . o e 308
SET SNMP TARGETADDR . . . . . . et e 309
SET SNMP TARGETPARAMS . . . . . . . . e 310
SETSNMP USER . . . . . o e 312
SHOW INTERFACE . . . . . e e 379
SHOW SNMP . . . 415
SHOW SNMP COMMUNITY . . . . ... . e 419
SHOW SNMP GROUP . . . . . o o e e 421
SHOW SNMP TARGETADDR. . . . . . .. . e 423
SHOW SNMP TARGETPARAMS . . . . . . . e 425
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SHOW SNMP USER . . . . . . e e e 427

SHOW SNMP VIEW . . . . 429
NTP
ADDNTPPEER . . . . .. e 123
DELETENTPPEER . . . . . . . o e 187
DISABLENTP . . . . . o e 214
ENABLENTP . . . . . 239
PURGENTP . . . . 264
RESET NTP . . . . 277
SET NTP UTCOFESET . . . . . . o e e e 300
SHOW NTP . . . 403
goooon
CONNECTPORT . . . . . e 150
DISABLE ASYN . . . . . 205
ENABLE ASYN . . . . 230
PURGE ASYN . . . 262
RESET ASYN . . o o 269
RESET ASYN COUNTERS . . . . . . . e 270
RESET ASYN HISTORY . . . . . . o e e 271
SET ASYN . . . 281
SHOW ASYN . . 343
SHOW ASYN COUNTER . . . . ... s 347
SHOW ASYN HISTORY . . . . . . .. s 350

gobooooboogon

DISABLE TELNET SERVER . . . . . . . .. e 223
DISCONNECT . . . . e 227
ENABLE TELNET SERVER . . . . . ... . . e 248
RECONNECT . . . . o e e 267
SET TELNET . . . . . o 320
SETTTY . . o 338
SHOW SESSIONS . . . . . . . 414
SHOW TELNET . . . . . . o e 443
SHOW TTY . . o 450
TELNET . . . e 462

Secure Shell

ADDSSHUSER . . . . . 140
CREATE ENCOKEY . . . . . e 152
DELETESSH USER . . . . . . . e e e 196
DESTROY ENCOKEY . . . . . o e e 200
DISABLESSH SERVER . . . . . . . . o 220
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DISABLE SSH USER . . . . . . . . e 221

ENABLESSH SERVER . . . . . . . o e 245
ENABLESSH USER . . . . . . e 246
RESET ENCO COUNTER . . . . . . et e 273
SETENCOKEY . . . . 285
SET SSHSERVER . . . . . . 314
SETSSHUSER . . . . . 315
SHOW ENCO . . . . 357
SHOW ENCO COUNTERS . . . .. ... . 358
SHOW ENCOKEY . . . . e 360
SHOW SSH . . . . 431
SHOW SSHSESSION . . . . . .. 435
SHOW SSHUSER . . . . . . o e 437
SSH . . 460
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ACTIVATE FLASH COMPACTION

ACTIVATE FLASH COMPACTION

00000000000 /0000000000000

ACTIVATE FLASH COMPACTION

g

godooooooooodooooobbobooooooboooooobooo
00000000000000000000 00 Flash compaction successfully completed.00 OO0 00O
godmooooooooooobo0ooododoooDooDooDoOoDooOoOoDODObOOobOObOOo0oOoOooOo
ogodoooooooodooooooboboooooboooob0 bbb oooobooboo
oooo

goooogooon

Manager > activate flash compaction

Info (1031260): Flash compacting...

DO NOT restart the switch, or power down until compaction is completed.

Manager >

Info (1031261): Flash compaction successfully completed.

goooodf

gooobooooboooobooboobobbobobbobobobobobboboboboboobobo
gobooobobooobbooboo
gooobbooobobboooboooooboboooobbooobbobbooobbbboobbooo
gobooobooooobooboooboobo

goooog

SHOW FFILEO 3650000
SHOW FLASHO 3710000
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ACTIVATE SCRIPT

ACTIVATE SCRIPT

0000oo0oo0oo0o0ooo /00000

ACTIVATE SCRIPT=filename [OUTPUT={LOG}] [parameters]

filename: 0000000000 .scp O.cfgh
parameters: 00 000000000000000000 8000000000000 O0O0%10%80000000

g

goboooopoooboooobo
goooog
SCRIPT 00OU0O0O0O000O00000O0O0scp00D0.cfgl 00000000000 .scp0OOO0O0OO

OUTPUT 00000000000 U0O0O0O0OODOOODOODOOODLOGLOOODODDODOOOODODOOODOOO
ooooo TIYOOoooooooooooo

o
m 00200000000 sendmailscp000000

ACTIVATE SCRIPT=sendmail.scp "someone@somewhere.com" "warning"

goooognd

OUTPUT=LOG OO OOO0O0O0OOOOO0OODODO SHOWLOGO OO O oooooooooooooooo
0000000000 DODODDODODODODOO0ODODO0ODOOSEVERITYD O 2000000000000000O
o0o0o0o0ooUooo300DoooDoooDoooOooOoOOODOODODOODOOODODOO0ODOODOODOOO

goooog

ADD SCRIPTO 126 0O O O
DEACTIVATE SCRIPTO 17900 00O
DELETE SCRIPTO 189 00 O O

SET SCRIPTO 3040000

SHOW SCRIPTO 4120000
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ACTIVATE TRIGGER

ACTIVATE TRIGGER

O000oo0oo0ooooo /0000

ACTIVATE TRIGGER=trigger-id

trigger-id: 10 0 0 00 0101000

g

gobooboooboooboooboo
OOO0ODO0OO0OO0OODISABLETRIGGEROODODOODODOODODO0ODOODOODODODODOOOOOOOOOOOOOn
0000000000000 0oOOSCRIPTOOOO0O0O0OOODODOODODODODOOODOOOOOOOOO
gooboboobooooooobobooooooooobogbooDobobOb0oooOoDoDLDOo
0000000000000 0000oooo0o0O0000DDooO0OO0 REPEATODOOOOOOOOOO
goooooooooo

googogo
TRIGGER 000000
o

s 000020000000

ACTIVATE TRIGGER=2

goooognd

0000000000000 0000O000CREATETRIGGER .00 000000OSET TRIGGER ..0 O
OTEST=ONO OOOO0O0OO0OO0ODOOOO

goooog

CREATE TRIGGER CPUO 1620000
CREATE TRIGGER FIREWALLO 164 0 0 O O
CREATE TRIGGER INTERFACEO 166 0 O O O
CREATE TRIGGER MEMORYDO 168 0 O O O
CREATE TRIGGER MODULEO 1700 00O
CREATE TRIGGER PERIODICO 1730000
CREATE TRIGGER REBOOTO 1750000
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CREATE TRIGGER TIMEO 177 00 0 O
DISABLE TRIGGERO 2240000
ENABLE TRIGGERD 2490000
SHOW TRIGGERO 4450000
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ADD ALIAS

ADD ALIAS

00000000000 /0000000000
ADD ALIAS=alias STRING=string

alins: 00 000001013200 00000000000000000000O00DOO0O0DOOOODOOODO
string: 10 00101320000000000000000000000

g

gobooobooobooobooboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gbobooooboooooobobooobooboooboogboobobOobooODoOUbDoDOoDOm

goooog

ALIAS 0OO0OO0OO0OOO
STRING 0OOO0O0O0OOOOODOO

g
s 00000000000000000s0000000

ADD ALIAS=1ls STRING="show file"

goooog

DELETE ALIASO 180 0 0 OO
SHOW ALIASO 3420000
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ADD FILE

ADD FILE

00000000000 /0000000000000

ADD FILE=filename [COMMAND=string] [SCRIPT=filename] [PERMANENTREDIRECT]
[LIMIT=0..1048576]

filename: 00 000
string: 10 00102550000000000000000000000

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
googoo

goooog

FILE 00000000 DODODOO0O00000000ogooooooooooooooooooooo
CREATEFILEO 000000000000

COMMAND 000000000000 00D00O0OO0O0OSHOWXXXXOOOODOOOOoDoOoooo
0000000000000 00U0OogSCRIPTOO 0000000 ODO0DO0DODOoooooooQ

SCRIPT 0000000 OOOOODOOOCOMMANDOOOOOOOOOODOOOODODOOOOOD

PERMANENTREDIRECT 000000000000 000000O0OODOODOOOOOOOOOOOO
0000000000 0ooDoo0oCOMMAND O ODDODODODOODDODODOODOODODODOOOOO
OENABLE XXXXDEBUGHO OOOOOODOODOOODOOOOOSCRIPTOOOOOOOOENABLE
XXXXDEBUGO O OOODOODOODOoOOOODOOODUOOO0OO0O0oooooooooooooooo
OOFILEOODOOOOO0O0ODOOOOO0O0ODOOODOO00O0oooooooooooooooon
gobooooooooboooooooboobboobooboobbobboobboobboobo
0000000000000 000000RESET FILE PERMANENTREDIRECT OO0 00000
gooo

LIMIT 000000000000 00O0O000DO00MmMmOOO0O 204800000

gooooogono

Manager > show file=time.txt

File : time.txt

1:

2

3:System time is 11:18:48 on Thursday 01-Nov-2007.

Manager > add file=time.txt command="show time"
Info (1056003): Operation successful.
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ADD FILE

Manager > show file=time.txt

File : time.txt

:System time is 11:18:48 on Thursday 01-Nov-2007.

:System time is 11:19:00 on Thursday 01-Nov-2007.

Manager > add file=time.txt command="enable switch debug=all" permanentredirect

Info (1056003): Operation successful.

Manager > reset file=time.txt permanentredirect
Info (1056278): time.txt redirection - operation complete.

Manager > show file=time.txt

File : time.txt

:System time is 11:18:48 on Thursday 01-Nov-2007.

:System time is 11:19:00 on Thursday 01-Nov-2007.

<~ o U W N

8:

9:Info (1087003): Operation successful.

10:switch56phy_serdes_link_get

11:switch56_phy serdes_link: block 3

12:switch56_phy_serdes_link: block 3, 1link 0, an_done 1431638289, an 1431638289

Manager > disable switch debug=all
Info (1087003): Operation successful.

g

IDDDDDDiproute.txtl]l]l]l]l]DDshowiprouteDDDDDDDDDDDDDDDiproute.txtl]
goooooooouooooooo

ADD FILE=iproute.txt COMMAND="show ip route"

m 000000 swidebug.txtO0 OO OO0 O0OOO enable switch debug=allD 00000000000
0000000000000 o0o00o0oonoRESET FILE PERMANENTREDIRECT O O OO O
0000000000000 0000D00D00O0O0000000D0000000000000O0Odisable
switchdebug:alll]l]l]l]DDDDDDDDDDDDDDDDDDDD
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ADD FILE

ADD FILE=swidebug.txt COMMAND="enable switch debug=all" PERMANENTREDIRECT

goooodf

COMMANDOOOOOOODOOOODODOOOOOOSCRIPTOOOOOOOOOOOODOOOODOOOO
goboooboobooobbooboo

OSHOWXXXXO D OOODUOODODOOODOOOoOO0oDOoOoOO0ODOOo0OPERMANENTREDIRECTO OO O OO
000000000000 000DooU0o00oooooo0oOoSHOW XXXXOODODOooooooooo
O000000000000D0O0O00DSHOW XXXXODODODODDODooooooooooooooooooo
ODOSHOW XXXXOOODOoOUoooooooooooooooooooooooooooooooooo
gobooobooooooobooobo

OENABLE XXXXDEBUGO O OO OOOODUOO0DO0O0O00DO0O0O0D0O0OO0OO0OO0OOoODOoOoOOOO PERMA-
NENTREDIRECTO O OUOODOUOODOOODDOOOODO0O0OOOOODDDODENABLE XXXX DEBUGO O
goboooboooobooobooboobobobboobooobooboboobbobbobbooo
gobooboooobooobooboobbon
OENABLEXXXXDEBUGD U OOOOOOOOOODODODODODO0DO0DO0DO0000ooooooooooooo
0000000000000 000000000000OPERMANENTREDIRECTOOOOOOOOOOO
0000000000000 0OOoOO0OO0DO0OOODOOODODODDOODDOOODOENABLE XXXX DEBUGH
0000000000000 00000o00000000ENABLE XXXXDEBUGO OOODOOoOoonO
goboooooooboobooobooobo

OENABLE XXXX DEBUGD U000 0000000000000 ODODOOO00OOO0OOO0OOOooOooo
0000000000000 0000o00000000PERMANENTREDIRECTOOOOOOOOOO
0000000000000 0Doo0U00000D00000000D0OO00000DDOOdDISABLE XXX
DEBUGH O 0000000000000 0O0ooooooooooog

goooog

CREATE FILEO 154 00 0O

RESET FILE PERMANENTREDIRECTO 274 0 0 0 O
SHOW FILEO 367 0 0 OO

SHOW FILE PERMANENTREDIRECTO 369 0 0 0O
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ADD LOG OUTPUT

ADD LOG OUTPUT

o0o0ooooooooo /00

ADD LOG OUTPUT={TEMPORARY|PERMANENT output-id} [FILTER=entry-id]
[ACTION={PROCESS|IGNORE}] [ALL] [DATE=[opldate] [DEVICE=[opldevice]
[FILE=[op] filename] [MASK=ipadd] [MSGTEXT=[oplstring]
[MODULE=[op]lmodule-id] [ORIGIN=ipadd] [REFERENCE=[op]string]
[SEVERITY=[oplseverity] [SOURCELINE=[op]line-num]

[SUBTYPE=[op] subtype-id] [TIME=[opltime] [TYPE=[op]type-id]

output-id: 0 0 00 IDO 10200

entry-id: 10000000100

op: 00000 M<KMOODO0OOD>MO00OD!MO0000OD M O000D%M000000000Mm
date: 000 dd-mmm-yyyy 0000dd 0001031Mmmm 000000000 300000APRMyyyy 00000
device: 100000

filename: 0000001012000

ipadd: IP 0000000000000

string: 00 0O

module-id: 000 0000000000000 0O0O?2550

severity: 0000000070

line-num: 0000100

subtype-id: 0000 0000000000000 ID

time: 00 O hhmm:ss 000 O0hh 000002300 mm 00 00059 ss 00 000590

type-id: 000 000000000000 ID

g

goooooooobooobooboobbobbooboobbooboboobobobbobboo
CREATELOGOUTPUTOOODOOOOOUOOO0O0O0O0DODODODOODDOODODOODODOOODOOOOOOOO
gobooobooooboobobooboobbobboo

goooog

OUTPUT 00000 IDOIO200000000000000000O0TEMPORARYM RAMOOOO
O PERMANENTONVSO OO OOOO

FILTER 0000000000 0ODO0OO0ODOO00O0OOO00ODO0O0O0O0O00DO00ODO0O0OO0ooOoooo
On0000000000O0O00O00O001IOn0000DO0O00O000O0000000Nn+10000
O0000ooooooOoDO0000Mn+100000000000000000000O00ODODOODOO
goboogooooobooooooobooboboobooboobbobboobbobbooDbo
o0o0o00ooooOool1oooooooooon

ACTION 000000000000 0O0ODO0OO000DOO000O0DODODO0OO0OOPROCESSOOOOO
OO0OOIGNORED D OO DOOODODOOOO PROCESSO

AlL 0000000000000 O0DOOOO000OOO00DODODO00DODOD0OODODO0ODODDOO0OODOOOn
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ADD LOG OUTPUT

DATE 00000000000 0OO0ODOOODOOOOOOOOOOn

DEVICE 000000000000000000000O000O0O0O

FILE 0000000000000 00000000000logmain.cO0000O000O0OOOSHOW
LOGOODOOoOOoO FULLODDODOODODODOOO0OODU0o0ooooooooooooooooooooogo
gooo

MASK 00000000000 000OO0OIPODDOOOOOOORIGINODOODODODDOODOODODOODOOO
00000000 255.255.255.2550 0 0000 M

MSGTEXT 0000000000000 0000000000O000O0O0O0O0O0OO0O0O0O0O0

MODULE 000000000000 00000000000000000000O0OooOgg

ORIGIN 0OO0O0O0OO0OO0OIPOODOOOMASKOOOOODODODODODODOODOOOOODOOOODODOOOOOO
oooooIPOO0O0O0OoOoOooooO

REFERENCE 0000000000000 0O0O0O0DOOOOOOOOO

SEVERITY 0000000000000 00000000000000O0O0OO0OO

SOURCELINE 0OO0OO0O0O0O0OO0O00O0OO0OO0000O00O00O0O0ODOODO0O0DOO0OO0000000000OOO0
oo

SUBTYPE 0000000000000 OODOOOOOOO0OOOOODOOOOOOOOODOOOOOOOO

TIME 00000000000 OO0ODOOO0ODOOOOODOOO0

TYPE 0000000000000 O0DOOOOOOOOOOOODOOOOOOOODOOOODOOO

g
s 000000000000 0C0O00ODOO0O0DOO0O00ODO0OO0DODO0O00ODOOO3000oo0g

ADD LOG OUTPUT=3 MODULE=FIREWALL

0000 60000000000000ODOO0O0OOOOODOOO0OOOO0OO0OO0OOO4000000R0

ADD LOG OUTPUT=4 SEVERITY=>6

goooog

CREATE LOG OUTPUTO 1570000
DELETE LOG OUTPUTO 184 00 00O
SETLOG OUTPUTO 2910000
SHOW LOG OUTPUTO 3910000
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ADD LOG RECEIVE

ADD LOG RECEIVE

o0o0ooooooooo /00

ADD LOG RECEIVE={ipadd|ANY} [MASK=ipadd] [ALLOW={YES|NO}] [PROTOCOL={ALL|
BOTH|NEW|OLD|SYSLOG}] [PASSWORD={password|NONE}]

ipadd: IP 0000000000000
password: 1000001016 000000000000000O00OOO0OOO0ODOOO0OOOOOODOOOOO

g

gobooobooobooobooboon

ooooooooOoOooo IPOODOOOOODODOOODOOOOODOOOODOOOOOOOOOOO0O0OOO
000000000000 ooooooIPO0O0O0O/00000000000000CO0O0OOODOOO0O
gooo
ooooooIPO0O0O00OO0OOOOOOOODOODODOOOOOOOOOOOOOOOO0O0OOOOOOO
gbobooboobobooooooboboboooboogooogboobooobobbooooogDoDoD ™

goooog

RECEIVE 000000 IPO0O0OO0OOMASKOOOOOOOOOO0OOO0O0O0O0O0O0OO0ANYO 0.0.00
oooooIP0oOOooOOOO

MASK RECEIVEOOUOOOOOO0OOO0O0O0OO0OO0O0OOOOOOIPODOOOOOOOOOOOOOO0
00 0000RECEIVE=ANY 000 RECEIVE=0.0.0.00000000000000000RECEIVE
00000 IPOO0OOOOODO AODBOCOOO0OOOOOOOODOOOOOOODOODOOOOOOO
0000 255.255.255.2550 0000000000

ALLOW RECEIVE/MASKOOOO0OO0 IPOOOO0OD00OO0OD0OOOOODOOOOOOYESOODOOO
OONOODDOOOODOOOOoOO YESO

PROTOCOL RECEIVE/MASKOOOOOIPOO0OOO0O0O0OO0OO0O0OO0O0ODOOOOOOOODOOO
0 000 0OLDO Net Manage Message Protocol (11 NEW 0 SRLPT] SYSLOGO BOTHO OLD O
NEWI ALLOOLDO NEWO SYSLOGUO O OO000o000o0000000 BOTHO

PASSWORD SRLPO0OO0O0OO00OO0OO00O0O0O0OOOOOOOOOOOOOO0O0OO0O0O0O0O00O0O
000000000000 0000000000SRLPOODOO0DOO0O0O0PROTOCOL=NEW OOO
BOTHO ALL 00 O 1

g
m[PO0O0O 19216811 000000000000000 SRLPOOOOOO

ADD LOG RECEIVE=192.168.1.1 PROTOCOL=NEW
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googod

DELETE LOG RECEIVEO 18500 00
SET LOG RECEIVED 2950000
SHOW LOG RECEIVEO 396 0 00O
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ADD NTP PEER

ADD NTP PEER

O000oO0oO0oo0oooo /NTP

ADD NTP PEER=ipadd

ipadd: IP 0000

g

O0000O0OO0NTPOOOOOIPOODOODDOOODOOONTPOOOOOD 10000000000
goooog

PEER NTPOOOOOIPOOOO

g
s NTP OO 0001921681050 0 000 0000000000000 O0O0O0OO]JST +09:000

ENABLE NTP

ADD NTP PEER=192.168.10.5
SET NTP UTCOFFSET=JST
RESET NTP

goooog

DELETE NTP PEERO 1870 0 0 O
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ADD RADIUS SERVER

ADD RADIUS SERVER

O00000000oo /000000

ADD RADIUS SERVER=ipadd SECRET=secret [PORT=port] [ACCPORT=port]
[LOCAL={NONE|1. .15}]

ipadd: IP 0000

secret: 00000001063 000000000000000000O000O0O0OOOOOOOOOOOOOOOO
oboooooooooboooooooo

port: UDP 0 000 0000655350

0

0000000000 RADIUSO Remote Authentication Dial In User Serverd DO OO OO0 OO0
ooooono

SERVER RADIUSOOOCOO IPOOOOO

SECRET RADIUSOOOOOOOOOOOOOOOOOOO

PORT RADIUSOOOOOOOOUDPOOOOOOOOOODOOOOOORADIUSOOOOOOOO
0000000000000 0U00U00L 0000000000 ooo 14500000

ACCPORT RADIUSOOOOOOOODOODOOOOUDPOOOODOOOOOOOOOODODORADIUS
00000000 00oooo000o0oooo000ooo000ooooU0oOoooDoDoOOn 1646
goooo

LOCAL 0O RADIUSOOOO0OO0OODOOOUOOOODOOOO IPODODOOOOODOODOOOOOOOIPO
O000000ooDooooo00oU0 RADIUSOOOOOOODOOOOOOOOIPODODOOOOOO
00000000 IPO00D00O0O0O0IPODO0O0O0OOOOODOODONAS-IP-Address 000
O0o00oooo IPOOODOODOOOO IPOO0O0OOODOODDOODOODODO NONEODODOOO IP
0000000000000 U0oUooooooooooo IPOOODOOODOODOOODOOm

g

s 0000000000 RADIUSTOOODO 192.168105000000000000 1812/UDPOOODOO
0oo00o0oooD 1813/UDPO 00000 00 pORSGAID

ADD RADIUS SERVER=192.168.10.5 PORT=1812 ACCPORT=1813 SECRET=pOR8Gd

s RADIUSOOODO0ODOO0ODOOODOOO0O0O0O0O0O0O0000000O0PORTOOOODOODOOOODOOOO

ADD RADIUS SERVER=192.168.10.5 PORT=0 ACCPORT=1813 SECRET=pOR8Gd
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ADD RADIUS SERVER

goooodf

RFC28650 RFC2866 D D D OO OO 181201813 0 RADIUSO OO OO OOOOOOODOODOOOOO
O000000U0O0O0OOPORTOACCPORTOODODODODOOODOOOOOO
RADIUSOOOOOUOOO300000000400000000000000000000 [0
RADIUSOOOOODOOODOOOODOOOOO0O000D0D0D000000O0D0ODODOO0oooooooonoooo
goooboooboboboooobooooobmoboooobobboboooobbbboobboooooo
0000000000000000000000000D0 Access-Reject 00 0000000000000
RADIUSOOOO0OO0OO0O0O0O0O0O0O0O0O0DO00DO0DO0O0oooooo

goooog

ADDIPLOCALMIIPODO 1840000
DELETE RADIUS SERVERO 188 0 0 O O
SET RADIUSO 3030000

SHOW IP INTERFACEM IPO O 4500 00O
SHOW RADIUSO 4090000
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ADD SCRIPT

ADD SCRIPT

00000000000 /00000
ADD SCRIPT=filename TEXT=string [LINE=1ine-num]
filename: 0000000000 .scp O.cfgh

string: 100010127000
line-num: 0000100

g

gobooboooobooobooboobobon
goooog
SCRIPT 00OO0OO0O0OO000O0O0000OO.cfg0.scp

TEXT 00000000
LINE 0000000000 000000DooO00ooooooooooooon

g
s J000000000handmadescp0 00000000000

ADD SCRIPT=handmade.scp TEXT="show file"

goooognd

O000o0oooD0oO000ooOO0ODODOO0O0O0O0OOO EDITOODOOOOOOOODOOOOOOOODOOOO
PC/WSOODODOODODODODOODODODO0OO0OOO TFTPOOOOOOODOOOO
gooooboooobooobooboobobobboobooobooboboobbobbobboon
Ooo.CFGOOOooOoooOoOoOoOoO0OO0OOO0OO0OO0ODO0UO0DUODODOOO

goooog

ACTIVATE SCRIPTO 1120000
DEACTIVATE SCRIPTO 1790 0 0 O
DELETE SCRIPTO 189 00 O O

SET SCRIPTO 3040000

SHOW SCRIPTO 4120000
WAITO 467 00 0 O
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ADD SNMP COMMUNITY

ADD SNMP COMMUNITY

O0000000o00oooO /SNMP

ADD SNMP COMMUNITY=community [MANAGER=ipadd|[/masklen]] [TRAPHOST=ipadd]
[VITRAPHOST=ipadd] [V2CTRAPHOST=ipadd]

Community:SNMPD[l[I[I[IDDDDlDlSDDDDDDDDDDDDDDD
ipadd: IP 0000
masklen: 0 0 0 0000320

g

OSNMPv1l/v2cOSNMPOOO0OD00000D00O0O0OD0O0O0O0OD0O0OOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

MANAGER SNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOODODOOODOOODOOO
O000D0DO0DOD0O0O0O0OOMANAGEROOOOOODDODOOOOOOOOSNMPOOOOOOOO
O00O0O0OSNMPOOOOOOOOOPENODOOODOOO YESOOOODOMANAGERODOOO
O000oo0oo0oooooboo SNMPOOOOOOOO

TRAPHOST SNMPv1OOOOOOOOOOOOOOOOOOOOOOOOSNMPvIOOOOOOO
goooooo

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2c OO0 OOOO0O0OO0OO0O0O0O0O0O0OODOOODOOOO SNMPv2cOOOO
goooooogon

g
s SNMPUOOOOOOOOpublic000000000O0D0O00OOO

ADD SNMP COMMUNITY=public MANAGER=192.168.20.5

goooognd

SNMP 0O 000 00ENABLE SNMP COMMUNITY TRAPOOOOODOOOOOOOOOOOOOOO
gobooboobbooobooobooboobbo
TRAPHOSTO 0O 00O VITRAPHOSTO OO V2CTRAPHOSTO O O OO OOooOOOOOOO

goooog
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ADD SNMP COMMUNITY

CREATE SNMP COMMUNITYO 16000 0O
DELETE SNMP COMMUNITYO 19000 00O
DESTROY SNMP COMMUNITYO 2030000
DISABLE SNMP COMMUNITYO 218 0 00 O
DISABLE SNMP COMMUNITY TRAPO 2190000
ENABLE SNMP COMMUNITYO 2430000
ENABLE SNMP COMMUNITY TRAPO 2440000
SET SNMP COMMUNITYO 3050000

SHOW SNMP COMMUNITYO 4190000
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ADD SNMP GROUP

ADD SNMP GROUP

O0000000o00oooO /SNMP

ADD SNMP GROUP=group SECURITYLEVEL={noAuthNoPriv|authNoPriv|authPriv}
[READVIEW=view] [WRITEVIEW=view] [NOTIFYVIEW=view]

group: SNMP OO 0O00D01032000000000000000
view: SNMPOOO0O001032000000000000000

0

OSNMPV3OD OO0 ooooooooooono
gobbooooogoobooobooboobbobboobooobobooobo

goooog

GROUP SNMPOOOODO

SECURITYLEVEL 0000000000000 O0O0O0O0O0O0OO00O0O0O0OO00O0OOO0OO0O0O0DOO00O0OO0
noAuthNoPrivl 0000000000 M authNoPrivo 0000000000 I authPrivl 00
gddtbooooouoouoouoo

READVIEW 0000000000000 O0O0OO0COOMIBOODOOOOOOOOODODOOODOOOOO
0000 ADDSNMPVIEWOOOOOUOOOOOREADVIEWO OOODOODOOOOOOooOooOO
odoooooooooMIBOOOOoooooooooo

WRITEVIEW 0000000000000 O0O0O0COOMIBOOOOOODOOODOOOODODOOOOOOO
0000 ADDSNMPVIEWOOOOOOOOOOWRITEVIEWOOOOODOOOOODODOOOO
odoooooooooMIBOOOooooooooooooog

NOTIFYVIEW 00000000000 0000000o0ooMIBOODOOOODOOODoOoOoOoOoOoOoO
Oo0oooono ADDSNMPVIEW O OODOOOOOOONOTIFYVIEWODOODOOOOOooOO
odoooooooooooooooMIBOOOooOoooooooooo

g

s SNMPOOOO0OODadminsOO 0000000000000 000 authPrivoO000000000@MO
000000000000 00000000d0internet00001.3.61000000000000000
goboooboooobooooo

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE
ADD SNMP GROUP=admins SECURITYLEVEL=authPriv READVIEW=most WRITEVIEW=most
NOTIFYVIEW=most
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ADD SNMP GROUP

m SNMP O 0 000 mib2operators D0 00 00000000000000 authNoPrivhOOOOOOO
D000 Mmib-200001.3.6.1210 00000000000000OO

ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE
ADD SNMP GROUP=mib2operators SECURITYLEVEL=authNoPriv READVIEW=standard

goooog

ADD SNMP USERO 1350000
ADD SNMP VIEWO 1370000
DELETE SNMP GROUPO 1910000
SET SNMP GROUPO 307 0 00O
SHOW SNMPO 4150000

SHOW SNMP GROUPOD 4210000
SHOW SNMP USERO 4270000
SHOW SNMP VIEWO 42900 00O
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ADD SNMP TARGETADDR

ADD SNMP TARGETADDR

O0000000o00oooO /SNMP

ADD SNMP TARGETADDR=target PARAMS=params IP=ipadd [UDP=port]

target: SNMP O 000 0D001032000000000000000

params: SNMP OO O000000000000001032000000000000000
ipadd: IP 0000

port: UDP O 00000102550

g

OSNMPV3OD OO0 oOOoOoo0ooooooooooooooooo
goooog

TARGETADDR SNMPOOOOOO

PARAMS SNMPOOOOOOOOOOOOOOOOADDSNMP TARGETPARAMS O O OOOOO
gboboooboooooooboobbon

P ooooooIPoooO

UDP OO0O0O000O0O0OOOOUDPOOODO102550000000000000 162

g

s SNMPOOOOOO0tpRIOOOOOOOD000DO0O0O0OO00O0IPOOOODO 172.28.28.1560UDP O OO
0000001620 00000000000000000000000pzein000000000DOOO
0000 authNoPrivOD 0D 0O0OO0O0D00DMMODODO0O0O0 zeinO

ADD SNMP TARGETPARAMS=pzein SECURITYLEVEL=authNoPriv USER=zein
ADD SNMP TARGETADDR=tpR30 PARAMS=pzein IP=172.28.28.156

goooodf

0000000000000 00000000000000000000D0000000 NOTIFYVIEW O
O0O0O0DO0OOADDSNMPGROUPOOOOODOOODOOOODOOOODOOOODODOOODOADDSNMP
TARGETPARAMS OO O 0OOOOODOOOO0ODOOO0OO0DDO0O000O00O0ADDSNMP USEROOO
OO0 GROUPOOOOOOOODDOOO

goooog

ADD SNMP GROUPO 1290000
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ADD SNMP TARGETADDR

ADD SNMP TARGETPARAMSO 133 000 O
ADD SNMP USERO 1350000

ADD SNMP VIEWO 1370000

DELETE SNMP TARGETADDRO 192 0 0 0O O
SHOW SNMPO 4150000

SHOW SNMP GROUPO 4210000

SHOW SNMP TARGETADDRDO 423 0 0 0O O
SHOW SNMP TARGETPARAMSO 425 0000
SHOW SNMP USERO 4270000

SHOW SNMP VIEWO 42900 00O
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ADD SNMP TARGETPARAMS

ADD SNMP TARGETPARAMS

O0000000o00oooO /SNMP

ADD SNMP TARGETPARAMS=params SECURITYLEVEL={noAuthNoPriV|authNoPriV

authPriv} USER=username

params:SNMP[I[I[I[I[I[I[I[I[I[I[IDDDDD1D3ZDDDDDDDDDDDDDDD
username: SNMP OO 000010320 00000000000000

0

OSNMPv3O OO O0O0OO0O000O0o0o0o00ooo0oooooooooooooooooooooooon
goboooboooobooobooboo

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOO

SECURITYLEVEL 0000000000000 O000O0O0O0O0O0OOO0O0OOO0OO0D0OOOOOOOO0
0 0noAuthNoPrivl 0000000000 MauthNoPrivl 000000000 0O M authPrivd O
00000000000 ooooooUSEROODOODOO0O0D0DOO0O0Oo0oo0ooooooooog
ggdodoooooooooo

USER SNMPOOOOOOADDSNMPUSERODOOOODOOOOOOOOOOOOOOO

g

s SNMPUOOOODOO0OO0D0000000O0pzeinD0000000000000000O authNoPrivO O
00000 00oo0ooooon zemdOOO

ADD SNMP TARGETPARAMS=pzein SECURITYLEVEL=authNoPriv USER=zein

goooog

ADD SNMP GROUPO 1290000

ADD SNMP TARGETADDRO 131 0000

ADD SNMP USERO 1350000

ADD SNMP VIEWO 1370000

DELETE SNMP TARGETPARAMSO 193 0000
SHOW SNMPO 4150000

SHOW SNMP GROUPO 4210000

SHOW SNMP TARGETADDRDO 423 0 0 0O
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SHOW SNMP TARGETPARAMSO 425000 O
SHOW SNMP USERO 427 00 00O
SHOW SNMP VIEWO 429 00 00O
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ADD SNMP USER

ADD SNMP USER

O0000000o00oooO /SNMP

ADD SNMP USER=username [GROUP=group] [AUTHPROTOCOL={NONE|MD5|SHA}]
[AUTHPASSWORD=password] [PRIVPROTOCOL={NONE|DES}]
[PRIVPASSWORD=password ]

username: SNMP OO0 000010320 00000000000000
group: SNMP OO O000D01032000000000000000
password: 10000080320 0000000000000O

g

OSNMPV3D OO0 oooooooo

goooog

USER SNMPOOOODO

GROUP SNMPOOOOOOADDSNMPGROUPOOOOOOOOOOOOODOOOOODODO

AUTHPROTOCOL 0000000 OMDSOSHAONONRIOOODOOODODOOOODOODOODO NONED

AUTHPASSWORD 0O0000000OAUTHPROTOCOLO MD50 SHADODOOODODODOOOOO
googod

PRIVPROTOCOL 00000 O0OCOOODESONONEDODOOODODOOODODODDOODODDDO NONEO
AUTHPROTOCOL 0 NONEO O OOODOOOOPRIVPROTOCOLOO NONEO OO OOOO
obobomobobobooooboobooboboobooooDoDooDo O

PRIVPASSWORD 0000000 O0O0PRIVPROTOCOLO DESOOO0OOOOOOOOOOOODOO

g

s SNMP OO0 O0supervisorUO0O0 000000000 00adminsO000000000OOOO authPriv
goboooobobooooboboobouooboboobobooboobbboobooboobobbOobbo
goooooooooo

ADD SNMP USER=supervisor GROUP=admins AUTHPROTOCOL=MD5
AUTHPASSWORD=cugacuga PRIVPROTOCOL=DES PRIVPASSWORD=mugomugo

s SNMPOOO M zeintD O00O00O0000DO M mib2operatorstD 00000000000 authNoPriv
goooooooobotbobooooooooooooooooooboooooboooboooooo

googn CentreCOM 8700SLO 000 OD0OOO0DOOOOOO 2.9
J613-M0019-01 Rev.Q

135



ADD SNMP USER

ADD SNMP USER=zein GROUP=mib2operators AUTHPROTOCOL=SHA
AUTHPASSWORD=jogejoge

goooog

ADD SNMP GROUPO 1290000

ADD SNMP TARGETPARAMSO 133 000 O
DELETE SNMP USERO 194 0000

SET SNMP USERO 3120000

SHOW SNMP GROUPO 4210000

SHOW SNMP USERO 4270000
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ADD SNMP VIEW

ADD SNMP VIEW

O0000000o00oooO /SNMP

ADD SNMP VIEW=view OID=node-oid [TYPE={INCLUDE|EXCLUDE}]

ADD SNMP VIEW=view MIB=node-name [TYPE={INCLUDE|EXCLUDE}]

view:SNMP O O0OOO1032000000000000000
node-oid: MIBO OO OIDO136.1000000000000000000000000 32000000000
node-name: MIBO OO OO ODOOO0O0OOOOOOOOO

g

OSNMPV3D OO0 ooooooooooooo

0000000000000 oooooooooooooooMIBOoODoo OIboooooono
0000000000000 0O0INCLUDED EXCLUDED 0D OOoOO

oo oOlDO0O0D00o0oOoooDoooomoOoIDOD000000O0D0DD0O0DODODD OO INCLUDED
EXCLUDED 000000000000 moooooooooooooooooooooooon
Ooo00o0O0ooooooooooooooooOIDO0O0ONODOOOODODODDOOSHOW SNMP VIEW
gooooooogobmooobooooboboooooboobOboboDUobObDoboboobDobboO
goboboooobooogooooom

goooog

VIEW SNMPOOOO

OID MIB OO 00O OIDO Object Identifier D MIBO OO OO0O00DO00000000ODOO

MIB MIBOOOOOOOODODOODOOODOoODOOoOoOoOIDOOooooooOIbooooooooogo
o0o000oooooo0o0Uo0oooooo0UoooooDU0oDUoDoDoDoODoOoDoooOoD OIbOoO
googd

TYPE 0000 MIBOOODOOODOODOOOOOOOOINCLUDED OO0 MM EXCLUDEDOOOOO
00000000000 INCLUDED

googd OID
internet 1.3.6.1
mib-2 1.3.6.1.2.1
system 1.3.6.1.2.1.1
interfaces 1.3.6.1.2.1.2
at 1.3.6.1.2.1.3
ip 1.3.6.1.2.1.4
icmp 1.3.6.1.2.1.5
googd CentreCOM 8700SLO 000 OODODOOOOOOO 2.9 137

J613-M0019-01 Rev.Q



ADD SNMP VIEW

tcp 1.3.6.1.2.1.6
udp 1.3.6.1.2.1.7
egp 1.3.6.1.2.1.8
transmission 1.3.6.1.2.1.10
snmp 1.3.6.1.2.1.11
bgp 1.3.6.1.2.1.15
rmon 1.3.6.1.2.1.16
bridge 1.3.6.1.2.1.17
host 1.3.6.1.2.1.25
mau 1.3.6.1.2.1.26
if 1.3.6.1.2.1.31
private 1.3.6.14
alliedTelesyn 1.3.6.1.4.1.207
snmpV2 1.3.6.1.6
snmpModules 1.3.6.1.6.3
snmpFramework 1.3.6.1.6.3.10
snmpMPD 1.3.6.1.6.3.11
snmpTarget 1.3.6.1.6.3.12
snmpUsm 1.3.6.1.6.3.15
snmpVacm 1.3.6.1.6.3.16
026000 MIBOOOO
0

minternet 000013610 0000000000000 SNMPOOOOmost0 0O OOOO

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE

mmib-200001.3.6.1210 0000000000000 SNMPOOOOstandard00 00000

ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE

m 00000 mib-200001.3.61210000000000000000tcp00001.3.6.1.2.1.600 udp
00001.3.6.121.700000000 SNMP OO0 00 mib2notcpudp0 000000000000 OIDO
o0o0o0o000ooo0ooo0o0oooU0OooDo0oDooOU00ooOoOO0oDoOOoOOoo 30D0D00ooo
gobooboooboooboooboo

ADD SNMP VIEW=mib2notcpudp MIB=mib-2 TYPE=INCLUDE
ADD SNMP VIEW=mib2notcpudp MIB=tcp TYPE=EXCLUDE
ADD SNMP VIEW=mib2notcpudp MIB=udp TYPE=EXCLUDE
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googod

ADD SNMP GROUPO 129 0000
DELETE SNMP VIEWO 1950000
SHOW SNMP GROUPO 4210000
SHOW SNMP VIEWO 429 00 00O

ooooo
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ADD SSH USER

ADD SSH USER

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

ADD SSH USER=username {PASSWORD=password| KEYID=key-id} [IPADDRESS=ipadd]
[MASK=1padd]

username: 1000001015000
password: 1000001031000
key-id: 0 0 0 000 655350

ipadd: IP 0000000000000

g

SSHOOOOoOOoOooooo

0000000000000 0U00DUDUUDUOO RSADOODDOOODOOO
O000U0oOgSSHOODODODODOOOOOUOOoOooooooooooooDoooSSHOOODOO 1000
00000000000 ODUODODOUOo SSHOOODooooooooooo

00000000 oO0ODO00D0O000000000000000000000DOOOSSHOODODDODOOODOO
O000000oooo0o00oooo0o000000ooDoOoO0o0000o0ooDoooDOoOO SSHOOOOO
D00 USERO0OO0000D0O0OD0ODOOO0OO00O0000000Dmoooooooooooooooon
goooboboo

goooog

USER SSHOOOOOO

PASSWORD SSHOOOOOOOOOOODOOOOODOOOOOOODOOOOOOOOOODOOODOOO
0000000000000 00UUOKEYIDODODODODODODODODoODoODOoODoDOOOO

KEYID 00000 RSAODODOOOOCREATEENCOKEYDOODOOODOOOODODOODOMRSAOO
000000000 0DOoOoPASSWORD OO OOOOODOODOOOOOODOO

IPADDRESS 0OO0O0O0OO0OSSHOOODOODOOOIPOODODODOMASKOODODOOOOODODODOOOO
gboboobooooooobboooboobbo

MASK 0O0OU0OO0OO0OOOIPADDRESSOOO000O0DOOOOOO00O0OOODOOOOOOOOODOOOOO
oo

g

m Manager 000 0000000admin00 SSHOOOODODODOOOODODORSAOOMmM OOODOO RSA
ODO0DODODENCOUOODOODOOoOoooolooooooooooooo
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ADD USER=admin PASSWORD=jogefoge PRIVILEGE=MANAGER
ADD SSH USER=admin KEYID=10

m00000sshuser0 00 00000000000000000O

ADD SSH USER=sshuser PASSWORD=sshpasswd

goooog

CREATE ENCO KEYOD 1520000
DELETE SSH USERO 196 0 0 O O
SET SSH USERO 3150000
SHOW SSH USERO 437000 O

ADD SSH USER
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ADD TRIGGER

ADD TRIGGER

O000oo0oo0ooooo /0000

ADD TRIGGER=trigger-id SCRIPT=filename... [NUMBER=index]

trigger-id: 10 0 0 00 0101000
filename: 0000000000 .scp O.cfgh
index: 000000001050

g

gobooobobooobbooboo
goooog

TRIGGER 000000

SCRIPT 000000000 O0O0.scpO00.cfgtSCRIPTOOO0OODODOOO10000000000O
0000000000000 o000UU1l000000000000o0o0ooooooooO 500

NUMBER 000000 0O0D0OOO0O0OOOOODOOOO0ODOOO0OODOOOODOOOOODOO

o
e 0000200000000000 step.scp O jump.scp D000 OO

ADD TRIGGER=2 SCRIPT=step.scp SCRIPT=jump.Scp

goooog

CREATE TRIGGER CPUO 1620000
CREATE TRIGGER FIREWALLO 164 0 0 OO
CREATE TRIGGER INTERFACEO 166 0 O O O
CREATE TRIGGER MEMORYDO 168 0 O O O
CREATE TRIGGER MODULEO 1700 00O
CREATE TRIGGER PERIODICO 1730000
CREATE TRIGGER REBOOTO 1750000
CREATE TRIGGER TIMEO 177 0 0 0O O
DELETE TRIGGERO 197 000 O

DISABLE TRIGGERO 224 0 00 O

ENABLE TRIGGERO 2490 0 0O O

SET TRIGGER CPUO 3220000
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SET TRIGGER FIREWALLO 324 00 00O
SET TRIGGER INTERFACEO 326 00 OO
SET TRIGGER MEMORYO 328 0 0 O O
SET TRIGGER MODULEO 330 0 000
SET TRIGGER PERIODICO 3320 00 O
SET TRIGGER REBOOTO 33400 00
SET TRIGGER TIMEO 336 0 0 O O
SHOW TRIGGERO 445000 O

googn

ADD TRIGGER
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ADD USER

ADD USER

00000000000 /000000000000

ADD USER=login-name PASSWORD=password [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}]
[DESCRIPTION=string] [PRIVILEGE={USER|MANAGER|SECURITYOFFICER}]
[TELNET={YES|NO}] [RADIUSBACKUP={ON|OFF|YES|NO|TRUE|FALSE}]

login-name: 0000 10640000000000000000000000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGH
password: 100001032000 000000000000000000D000DMOO0O0OO0O0OOO0OO0OOOO"D

00000000 00%$%& ()*+,-./0123456789:;<=>@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]"-‘abcdefghijklmnopqrstuvwxyz{| }
string: 10001024000

g

goboooboooobooobooboo
goooog

USER 0000000000000 O0O0O0O0OO

PASSWORD 000000000 OOOOOOOOO

LOGIN USERODOOOO0O0OO0OO0OO0000DO0ODOOO00000D0OO0OOO00ooDooooooooooo
OOODOOOPRIVILEGED ODODODOODODOOODDOOOODDO PRIVILEGED OO OODO0O USERD
goooooogon

DESCRIPTION 0O00O0O00OO0O0O0OOO

PRIVILEGE 0000000000000 MM USEROD O M MANAGERISecurity Officet] SECURITYOFFICERD
O0000oooO0oo USEROOOO

TELNET 000000 Telnet 00O OO0O0ODO00O00D0D0000000OOTELNETOOOODOOOO
O000oooooooooOoon NOO

RADIUSBACKUP 0O00O00O0O0ORADIUSOOOCOOOOOOOOOOOOOOOORADIUSOO
O00000DDODDOORADIUSOOOODOOOOOOOOOOODODOODODOOOOOOOOOOOO
O0o00ooooooOoDOooODOOO0 RADIUSOODOOODODOOOODOD1000000ODODOODODOOOO
00000000 DODOORADIUSOO0O0 0000000000000 O0O0O0O0OOOOOOO
0000000000000 00U00U000DU0U0Do0ooUog OFFO

g
m Manager 00 000000HIYOUODOOOOOOOOODOOUO{lIOvEba7t

ADD USER=HIYO PASSWORD=ilOvEba7 PRIVILEGE=MANAGER

m Security Officer 0000000 Osuperd 000000
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ADD USER

ADD USER=super DESCRIPTION=“ super user” PASSWORD=ureBus
PRIVILEGE=SECURITYOFFICER

goooodf

RADIUSOOOODOOODODOOOOD1000000000000ORADIUSODODOO0OOODOOOOOOO
RADIUSOO 0000000000000 O0DOOOOoooo

goooog

DELETE USERO 198 000 O

DISABLE SYSTEM SECURITY_MODEO 222 00 00O
DISABLE USERO 2250000

ENABLE SYSTEM SECURITY_-MODEO 247 00 0O O
ENABLE USERO 2500000

PURGE USERO 266 00 00O

RESET USERO 2780000

SET USERO 3390 000

SHOW USERO 4530000
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ADD USER RSO

ADD USER RSO

O0000o0o0o0o0ooo /0000000

ADD USER RSO IP=ipadd [MASK=ipadd]
ADD USER RSO IP=ipadd|[-ipadd]
ADD USER RSO IP=ipé6add|[/plen]

ADD USER RSO IP=ipé6add|[-ip6add]

ipadd: IPv40 000000000000
ip6add: IPv6 00 00
plen: 000000000101280000

0

goooooobooooo SecurityOfﬁcerDDD Telnet 00 JOOOO0OOOO0IPOOOOORSO OO
0 O O RSO=Remote Security Officerd OO0 00 O

000000 /00000000oooooU0U0ooooooUU0UOUO0D0OOoOoOoOUOOOOoOoOoon
gobddooouoouooogouoo SecurityOfﬁcerDDDD TelnetO O OO OOOOOO

goooog

IP RSOOODOODOOODDOOODDOOOO0DOD0OO00D000000O00O0OO0OD2000000000000
oooooooooolIPvd00D0O0O0OO0ODOOODODODODDO MASKODDODOODDOODODOODOODOO
Oo0o0oooooooooooolPve0000OD0OO0O0O0O0OOOODOOOOOOOOOOOOOOO
goboogooooooboooooooboobboobooboobbobboobbooobbooobo
000 12800000000000000O0000O0OMmM

MASK IPv400000000000000000O0O0OO0DO0O0OO0DODODO0O0ODO255.255.255.2550000
goboobooobooobooobo

o
m [Pv4 000 172.16.10.6 O Remote Security Officer 0 D00 O000 O

ADD USER RSO IP=172.16.10.6

m[Pv4000000 192.168.200.0/24 00 00 00O O Remote Security Officer 00000000
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ADD USER RSO

ADD USER RSO IP=192.168.200.0 MASK=255.255.255.0

m [Pv4 0000 172.28.28.1000172.28.28.110 O 0 O O O Remote Security Officer 00000000

ADD USER RSO IP=172.28.28.100-172.28.28.110

m [Pv6 0 00O 2001::1234 O Remote Security Officer 00 0000 OO

ADD USER RSO IP=2001::1234

m[Pv6 000000 2001:1:2:3::/64 00 0 000 O Remote Security Officer 00000000

ADD USER RSO IP=2001:1:2:3::/64

m [Pv6 O 00O 3ffe::10 3ffexf 0 0 0O 0O 0O Remote Security Officer 00000000

ADD USER RSO IP=3ffe::1-3ffe::f

goooog

DELETE USER RSO0 1990000

DISABLE SYSTEM SECURITY_MODEO 222 00 00O
DISABLE USER RSOO 226 0O OO

ENABLE SYSTEM SECURITY_-MODEO 247 00 0O O
ENABLE USERRSOO 251 0000

SHOW USER RSO0 457 000 O
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CLEAR FLASH TOTALLY

CLEAR FLASH TOTALLY

00000000000 /0000000000000

CLEAR FLASH TOTALLY

g

goboooboooobooobooboo

goooodf

gobooboboboobobooboboobobooboobooboboobobbobobboobOoo

goooog

SHOW FLASHO 3710000
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CLEAR NVS TOTALLY

CLEAR NVS TOTALLY

00000000000 /0000000000000

CLEAR NVS TOTALLY

g

O0000O0OOoDOONvVSOoDooooooooo

goooodf

NvVSOOoooooooOoooOoOoOoOoOOoUOoOOODOUODUODODUOODUOUODoDOODOoOooOooo

goooog

SHOW NVSO 4050000
SHOW NVS FREED 4070000
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CONNECT PORT

CONNECT PORT

O00000000oo /000000

CONNECT PORT=asyn-number

asyn-number: 00000000000

g

gobooobogobooobooboobbobboon
goooooboooboooboooboobbobboobooboooboobbooboboobbo
gbobooboooboboboooboobooboboobbbobobobobboobobbooobon
O000000000000000000BreakMTelnetO 000000000000 Crl-PO0ODDO0O
0000000000000 000000000000OD0O00OSETASYNOODOOO ATTENTION OO
0000000000000 0D0O0DUUDUUOOODISCONNECTO DO OO0 O0ooooooooooo

goooog

PORT O0OOO0OOOO

goooodf

gobooboobobobooboboboobobooboboobooboboobobbobOobbUobOoo
gobooboooboooboooboo

goooog

DISCONNECTO 2270000
SHOW SESSIONSO 4140000
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CREATE CONFIG

CREATE CONFIG

00000000000 /0000000000

CREATE CONFIG=filename

filename: 0000000 000O.cfg 0 .scpd

g

gobboooboogobooobooboobbobboobooobobooobo
goooog

CONFIG 00O0O0OO0OOO0OooooooooooOo.CFGOOoOoSCPmoioooooooooonoon
gbbooobooboboooboooboobboobooboo

g
m 0000000 basiccfg00000000000000D000ODO0OODODOO

CREATE CONFIG=basic.cfg
SET CONFIG=basic.cfg

goooognd

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooooboogon

goooog

RESTARTO 2790000
SET CONFIGO 2840 00O
SHOW CONFIGO 353 0000
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CREATE ENCO KEY

CREATE ENCO KEY

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

CREATE ENCO KEY=key-id TYPE={RSA} FORMAT={SSH} [DESCRIPTION=string]
[FILE=filename] [LENGTH=2..2048]

key-id: 0 0 0 000 655350
string: 10 0010250000000000000000000000
filename: 0000000000 keyd

g

RSAODOOODOODOOOOOOOOODOODODOOODOOOOOOOODO
O0000U0D0DDUODUODODD00ODUOO0D0OCREATECONFIGOD OO OO ODOUOOODODODODODOooooooon
gooobooboobobooboboobooboobobooboboobobbobobbOoDbOoo
gobooboobbooobooobooboobbo

goooog

KEY 00O

TYPE 0000000000000 00 RSAODRSAOODODOODOORSADODOOOOOOOLENGTHO
000 FILEDOODOODODUOOOOFLEDOOOODODODOOKEYODOODOOOOOODOOooooooo
goboogooogoobooooooobooboboobooboobbobboobboobbooobo
OO00OKEYOOUOOOOOOooOoooooooooDooOoOO0ODOOODODUOODUOODODUOOFILEDDODO
OO0 LENGTHOOOODODODODDOOODODODUOOODOD RSAODODOODODOOODDODDODOODOOOO

FORMAT RSAOOUO0O00O0O0O0O0O0O0OO0OO0OO0OOO0OO0OOOO SSHOSecureShellDOOOOO
ODOODOUOFLEODODODOOOOOODOOOOODOOODOOOFORMAT=SSHOOOOOOOOO

DESCRIPTION 0O00O0O0O0OO0O0OOO

FILE RSAOOO0OO0O0O0O0OO0O0DODO0OOkeyD0D0OO0O0DO0O000000O0D0O0O0O000O FORMAT
0000000000000 0D0DUO0KEYODOOODUOOOOOOO RSAODODODOOODOOOFILE
0000000000000 000000000O00DO0O0ODODO00D0D0D0D00D0D0OOKEYDODOO
0000000000000 0OFILEDODOODDODODOOU0ooooooooooooooooon
gbobooboobobooon

LENGTH 00000000 ORSAOOODOOOOOOODOOOODOOORSAODDOOOOOO 32000
0000000000000 00000 256020480 000SSHOO0ODOOOOOOO 51202048
goooooo

g

s SSHOOOODOOOOOOOOoOoOoDooODODo0ooOo0ooooooooooooooooooooooo
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CREATE ENCO KEY

sshkeyOOOOOODODODDODODODOOO0OO0O0OO0ODO0ODO0OD0OD000000O00O0O0000000O0O FORMAT
OSSHOOODOOO

CREATE ENCO KEY=100 TYPE=RSA FILE=ssh.key FORMAT=SSH

ERSAD0DDO0OO000000000000000 256020480000

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair"

m 0000 RSADOOOOO0OO0SSHOOOOODOOOOOO mypublickeyOOOOO0O

CREATE ENCO KEY=3 TYPE=RSA FILE=mypublic.key FORMAT=SSH

s J0J0000000000000 hispubkeyOODOOO04000000000000

CREATE ENCO KEY=4 TYPE=RSA FILE=hispub.key FORMAT=SSH DESCRIPTION="His

public key"

goooog

DESTROY ENCO KEYD 20000 00O
SETENCOKEYO 2850000
SHOW ENCO KEYO 360 0 00O O
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CREATE FILE

CREATE FILE

00000000000 /0000000000000

CREATE FILE=filename [FORCE] [COMMAND=string] [SCRIPT=filename]
[PERMANENTREDIRECT] [LIMIT=0..1048576]

filename: 00 000
string: 10 00102550000000000000000000000

0

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
googoo

goooog

FILE 0000000000000 000D00O0O0000O00o0goooooooooooooooooo
000000000000 UUD0DUUOUFORCEDDOODDDOODDOODDODODODODODODODOO

FORCE FILEOOOOOOOOOOOOODODODOOOOOOO0OO0OO0OO0ODOOOOODOOODOOOO
OO0O0O0DUODO0OOOUOFLEDODOODOODOOODOOOOODOOOOOooODOOoooooOoDoOn

COMMAND 000000000000 00D00O0OO0O0OSHOWXXXXOOOODOOOOoDoOoooo
0000000000000 00U0OogSCRIPTOO OO 00000 ODO0DO0ODOoooooogoQ

SCRIPT 0000000 OOOOODOOOCOMMANDOOOOODOOOOODOOOOODOOOODOD

PERMANENTREDIRECT 0000000000000 00OOO0OOODOOOOOOOOOOOOO
O00000o0ooDoo0oU0ooDooDoCOMMAND O ODODOODODOODDODODODODOOOOOO
OOOOENABLEXXXX DEBUGD OO 0DO0O0O0O0O00OO0OO0O0O0OOOOSCRIPTOOOOOOO
OENABLE XXXXDEBUGO OO D OQOOOOOODOODODDOODODDOODODDODOODOOOOOOOOOO
OO0OUO0OO0OFILEDODOODDOOOUOO0O0DOOOOO00ooooooooooooooooon
goboogoobooooboooooooboobboobooboobbobboobbobboobo
0000000000000 00000000D0O0OORESET FILE PERMANENTREDIRECT 0O O
goboobogn

LIMIT 000000000000 00O0O000DO00MmMmOOO0O 204800000

gooooogono

Manager > create file=time.txt command="show time"
Info (1056003): Operation successful.

Manager > show file=time.txt
File : time.txt

1:

2
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CREATE FILE

3:System time is 11:13:59 on Thursday 01-Nov-2007.

Manager > create file=time.txt command="show time"

Error (3056063): time.txt already exists.

Manager > create file=time.txt force command="show time"

Info (1056003): Operation successful.

Manager > show file=time.txt

File : time.txt

1:

2

3:System time is 11:14:14 on Thursday 01-Nov-2007.

Manager > create file=swidebug.txt command="enable switch de-
bug=all" permanentredirect

Info (1056003): Operation successful.

Manager > reset file=swidebug.txt permanentredirect
Info (1056278): swidebug.txt redirection - operation complete.

Manager > show file=swidebug.txt

File : swidebug.txt

:Info (1087003): Operation successful.

:switch56phy_serdes_link_get

:switch56_phy serdes_link: block 3

:switch56_phy serdes_link: block 3, 1link 0, an_done 1431638289, an 1431638289
:switch56phy_serdes_link_get

<N o U W N

Manager > disable switch debug=all

Info (1087003): Operation successful.

g

00000 iproute.txtl]DDDDDDDDDDShowiprouteDDDDDDDDDDDDiproute.txtD
gooooooooooboboboooooo

CREATE FILE=iproute.txt COMMAND="show ip route"

s 0000000000000 0000O0FORCEC DO OOO0OONOODOOODDOOODODODOODODOODO
ODOOODODADDFILEODOOOOOOO

CREATE FILE=iproute.txt FORCE COMMAND="show ip route"
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CREATE FILE

m 000000 swidebug.txt 0 0000 00 OO0 enable switch debug=all0 0000000000000
0000000000000 0000000RESET FILE PERMANENTREDIRECTO OO OOODOOOO
00000000000000000000000000000000 00000000 disable switch
debug=all0 DD 00000000 DOO0OO0ODO0O0OODOOO

CREATE FILE=swidebug.txt COMMAND="enable switch debug=all"
PERMANENTREDIRECT

goooodf

COMMANDOOOOODOODOOOOODOOOOOOSCRIPTOOOOODOOOOOOODOOOODOOOO
goboooboobooobbooboo

OSHOWXXXXO D OOODUOOODOOODOOOoOO0oDOoOoOO0oOOo0OPERMANENTREDIRECTO OO O OO
000000000000 000DooU0o00oooooo00OoSHOW XXXXOODODOooooooooo
O000000000000D0O000SHOW XXXXODODODODDODooooooooooooooooooo
ODOSHOW XXXXOOODOOoUoooooooooooooooooooooooooooooooooo
gobooobooooooobooobo

OENABLE XXXXDEBUGO OO OO OO0OQ0DOO0DO0O0O00DO0O0OD0OO0O0O0OOOoODOOoOOOO PERMA-
NENTREDIRECTO OO UOODOUOODOOODODOO0OODO0O0OOOOODDODENABLE XXXX DEBUGH O
goboooboooobooobooboobobobboobooobooboboobbobbobbooo
gobooboooobooobooboobbon
OENABLEXXXXDEBUGD U OOOOOOOOOODODODODODO0DO0DO0DO00000oooooooooooo
0000000000000 000000000000OPERMANENTREDIRECTOOOOOOOOOOO
0000000000000 0OOO0OO0DO0OOODODOODDODODDOODODOOODOENABLE XXXX DEBUGH
0000000000000 000000o0000000ENABLE XXXXDEBUGO OOODOOoOoonO
goboooooooboobooobooobo

OENABLE XXXX DEBUGD U 00000000000 O00O0OO0O0ODOOOO0O0OOO0OOO0OooOooo
0000000000000 00000000000O0PERMANENTREDIRECTOOOOODOOOOO
000000ooDoo000000Doo0U00000D00000000D0O00000DDOdDISABLE XXX
DEBUGH O O0O0OO0DUO0O0OO0OU0O0O00O00O000ooooooooooog

goooog

ADDFILEO 116 DO OO

RESET FILE PERMANENTREDIRECTO 274 0 0O 0 O
SHOW FILEO 367 00 OO

SHOW FILE PERMANENTREDIRECTO 369 0 0 0O
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CREATE LOG OUTPUT

CREATE LOG OUTPUT

o0o0ooooooooo /00

CREATE LOG OUTPUT={TEMPORARY| PERMANENT| output-id} DESTINATION={EMAIL|
MEMORY |NVS|ROUTER|SYSLOG} [MAXQUEUESEVERITY=severity] [MESSAGES=count]
[PASSWORD={password|NONE}] [QUEUEONLY={YES|NO}] [SECURE={YES|NO}]
[SERVER=1padd] [TO=email-addr] [ZONE={time-zone|lutc-offset}]
[FACILITY={DEFAULT|LOCALL. .LOCAL7}]

output-id: 0 0 00 IDO 10200

severity: 0000000070

count: 000100

password: 1000001016 000000000000000O00O0OO0OOODOOO0OOOOOOOOOOO
ipadd: IP 0000

email-addr:- 000000000

time-zone: 0000000

utc-offset: 100 00O OUTCOODODOOOODODOO+23:59:590-23:59:590

0

gbobooooboooboo
O000o0ooooADDLOGOUTPUTOOODOOODODOODODO0DODO0ODODODUOODODODODODDOODODOODO
gobooopoooobooobo

goooog

OUTPUT OOOOO0OIDO102000000000000000000TEMPORARYORAMO OOO
0O PERMANENTI NVSOO OO0 00O TEMPORARY 0000000 OMAXQUEUESEVERITYO
QUEUEONLYOSECUREO O ODODOOOODOOOOD ODESTINATION O MEMORY OO O
ODO00ODO0O0ODO0OO0OPERMANENTOOOOOOOOODESTINATIONDO NVSOOOOOOOO
ONVSOOOOoooooooooooooooom

DESTINATION 00000 O0OO0OO0OO0OCOEMAILOTOOOO0OOOOOOOOOOOOODOOOOOO
ODO0O00MmMMEMORYDO RAMOOOOOOUTPUTOOOOOOO TEMPORARYO OO DO OO
DO0O00@MNVSOOODoOooooDooooooOUTPUTOOOODO OO PERMANENT OO OO
0000000 MMROUTERDSERVERO O OOODOODOO0OOOODOO Secure Router Logging
Protocol (SRLP) D 0000 O MSYSLOGOSERVERO O OOOO0ODOOOO syslogOOOO00
DDDDDDDDSySlOgDDDDDDDDDDDDDDDDDDDD

MAXQUEUESEVERITY QUEUEONLY OO OOOOO YESOOODODODOODDODOOODOODOOOO
goobooooooboboob bbb bbb booobbbooobooo
00 QUEUEONLY O YESO O OO OMAXQUEUESEVERITY OO O OO 0000000000
Dooooooooo MESSAGESODODODODODOUOODODOOODODODODODOOOoooooooooOon
MAXQUEUESEVERITY O OO OOOOoOoOooooooooooooooooooooooog
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CREATE LOG OUTPUT

0000000000000 0DESTINATIONOOODOOOO SYSLOGUOOOOoDOoOooooo
ODOOUTPUTOOOODOOOO TEMPORARY DD D OOOODODOOODODODODODODOODOOOOOO
odoooooo 7000000000oO00Ooo00ooOoU0OoOoU0DO0ooOOoUoooDOooooOooOoOO
oo ooooo

MESSAGES DESTINATION O SYSLOGUO O OOOO OO O OO O DESTINATION O NVS O MEM-
ORYODODODODDOODODDODOODODODOODOODODODODODDODODODODOOOOoOooooooooo
OO00O0DESTINATIONO EMAILOOODODOODODOOO0OOOO0OO0OOOOOODESTINATION
OSYSLOGUOODODOODODOODODO 200MEMORY O OODOOODOOOO 2000 EMAILO OO0
1000NVS OO OO 200

PASSWORD SRLPOOOO0OO0O0OO0O0OOOOOO0OO0OOOOOOOODOOODODOODESTINATION
OROUTERODOOODOOOOOOODOOOOOODOOOODOOOOOOOO MDSODOOOOOO
oo oobobobobooobooboooo

QUEUEONLY 0000000000000 0000000000000000OUTPUT O TEMPO-
RARYODOUOOOOODODODODUOODODOOODOOOODOOOODESTINATION O SYSLOG OO O O
odooo0oooooooooooooooooo NOO

SECURE 0000000000000 0OO00OO0O00OONODOODODODOODOODOOOOODOoooOGg
00000000000 oooooOUTPUTD TEMPORARY DO D OODOOOODOOOOOOO
0000000 ODESTINATION O ROUTER O PASSWORD OO OO ODOQoOUOOoOoooooOo
DESTINATION 0 MEMORY O NVSO OO OOOOOOO YESOODOODODOODGOOOOoOOOO
NOO

SERVER DESTINATION O ROUTER O SYSLOG U OO OODODODODODOOOOO IPOODOOOOO
0 0O 0OROUTER O O O O OSRLPO Secure Router Logging Protocol 0O O 0O O O UDP 5023 O (T
SYSLOG OO OO SySlOgDDDDDUDP514DDDDDDDD

TO DESTINATIONO EMAILOOOOOOOODOOOOODOOOO0OOOOOOOOO

ZONE OO0OO0OO0OOODO0OOOoOoUTCOOODOOODoDOoOoOooooon

FACILITY DESTINATION O SYSLOGOOOOOOOO SySlOgDDDDDDDDDDDDDDDD
ODOOODODEFAULTOOODOO0DO0OO0DOODOOODOODOOODOOOO0Oo0o00oooooooog
DDDDDDDSySlOgDDDDDDDDDDDDDDLOCALlDLOCAL7DDDDDDDDDD
DDDDDDSySlOgDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
DEFAULTOOOOOODOO0ODOO0O0DODO0O0000OO0Mm

g
m 0000000 syslogO0O00 192.168.1.2000

CREATE LOG OUTPUT=1 DESTINATION=SYSLOG SERVER=192.168.1.2
ADD LOG OUTPUT=1 FILTER=1 ALL

goooognd

ODESTINATION=ROUTERD 0 OO0 O0O0O0O0O0O0O0O0OOOO0OO0O0O0OO0O0ODOOOOODODOO0OO
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CREATE LOG OUTPUT

gobooobogobooobooboobbobbooboobbouooboobm

goooog

ADD LOG OUTPUTO 1190000
DELETE LOG OUTPUTO 184 00 00O
DESTROY LOG OUTPUTO 201 000 O
DISABLE LOG OUTPUTO 211 0000
ENABLE LOG OUTPUTO 236 D 0O OO
SETLOG OUTPUTO 2910000
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY

O0000000o00oooO /SNMP

CREATE SNMP COMMUNITY=community [ACCESS={READ|WRITE}]
[MANAGER=1padd|[/masklen]] [TRAPHOST=ipadd] [VITRAPHOST=ipadd]
[V2CTRAPHOST=1ipadd] [OPEN={ON|OFF|YES|NO|TRUE|FALSE}]

Community:SNMPD[l[I[I[IDDDDlDlSDDDDDDDDDDDDDDD
ipadd: IP 0000
masklen: 00 0 0000320

g

OSNMPv1l/v2cOSNMPOOO0OOD0O0O0O0OO0OOO
goooog

COMMUNITY SNMPOOOOOOOO

ACCESS 0000000 D0O0D0O0DDO0O0O0O0OOREADDOOOOOOOODOOOOOODOOWRITE
gbbooboobooon

MANAGER SNMPOOOOOOOOOOOOOOOOOO0OOOOOOOO0OOOOOOOOOOO
O00O0DO0DO0DODOOMANAGEROOODOODOOOODODODOOOOO SNMPOOOODODOOOOOO
OOOSNMPOOOOOODOOOPENODOOODDOOO YESOOODODOMANAGEROOODOOOO
O00000ooooooo SNMPOOOODOOODODDODODOODODODODOODODOOODOOOOO
O000oooood ADDSNMP COMMUNITY OO O OO0

TRAPHOST SNMPv1OOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOO
0000000 DOCREATESNMP COMMUNITY O OOOODO 1000000000000O00O
O000oooooooooooooooooooon ADDSNMP COMMUNITY D000 O0OO
oo

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2c OO0 OO0OO0O0O0O0OO0O00O0O0O0OODOOODOOOO SNMPv2cOOOO
goooooogon

OPEN SNMPOOOOOOOOOODOOOODOOOODOOOOOOOOOOONOODODOODOOOOD
MANAGEROODOOOODOO0OD0OOUOOOO0OODODOOODODO0OO0DO0O0O0OOYESOODODOOooOoooo
OSNMPOOOOOOOODOONOYESOTRUEO OO OFFONOUFALSEO O OOOOOOOO

g

s SNMPOOOOOOOOpublichOO0O0OO
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY=public

00000000 SNMPOOOOO0O000admins000000000000000D0OOOOOOO
00 1722011000000

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=172.20.1.1
TRAPHOST=172.20.1.1

goooodf

SNMP 0O 000 00ENABLE SNMP COMMUNITY TRAPO OOOODOOOOOOOOODOOOOOO
gobooboobbooobooobooboobbo

goooog

ADD SNMP COMMUNITYO 1270000

DELETE SNMP COMMUNITYO 19000 00O
DESTROY SNMP COMMUNITYO 2030000
DISABLE SNMPO 2160000

DISABLE SNMP COMMUNITYO 218 0 00 O
DISABLE SNMP COMMUNITY TRAPO 2190000
ENABLE SNMPO 2410000

ENABLE SNMP COMMUNITYO 2430000
ENABLE SNMP COMMUNITY TRAPO 2440000
SET SNMP COMMUNITYO 3050000

SHOW SNMP COMMUNITYO 4190000
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CREATE TRIGGER CPU

CREATE TRIGGER CPU

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id CPU=1..100 [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 000101000

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

g

ceruooooooooono

ceUOoOoOooOOoOoCPUDDOOOOODOOOOODODOOOOOOOOODIRECTIONODOODODDODOOOOO
gbooooobooboboobooooboboboobbboboboobobobobbooobon
000000000000 0%D000MmM%T000mM%NOODDDD0mM%SO00000ooooooon

goooog

TRIGGER 000000

CPU OO0OOOCPUDOOOODODOOODODOOODOD

DIRECTION 0O00O0O0OUPODOOOOOOOOODOOOOOOOMDOWNOOOOOOOOOOOO
O00D0DU0DmMANYODODDODDODODDODODOODODODODOOO ANYOD

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 00000000000 000D0O0OO0OD0O0O0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 000oooo0YESO FOREVEROODOOOODODODODODOOOOO
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CREATE TRIGGER CPU

O0000D0DO0DONOODONCEODDODUOODODOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD

SCRIPT 0000000000 OO0U0000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 00o0oo00000o0Do00000ADDTRIGGEROODOOOOOOOO
oo0ooU00o0o0o0ooUlo0o0Uo0oDU0oo0oooooooooo 500

STATE 000000000000 0D00OD0O0CO0OO0O00 ENABLEDD 000000 0oooooooon
ODO0D0DUOOO0OOACTIVATE TRIGGEROD OO D ODOUOOoooooooooo

TEST 0000000000000 000O00O0O0DODO00DO0O00O00D0O0D0ODO0OODOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

o
s CPUOOOD 80%O000000cpuwarnscp 00000 CPUDOOOO1I00000O0

CREATE TRIGGER=1 CPU=80 DIRECTION=UP SCRIPT=cpuwarn.scp

goooog

ACTIVATE TRIGGERO 113000 0O
ADD TRIGGERO 142 000 0O
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00O
ENABLE TRIGGERO 2490 0 0O O
SET TRIGGER CPUO 3220000
SHOW TRIGGERO 445000 O
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CREATE TRIGGER FIREWALL

CREATE TRIGGER FIREWALL

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id FIREWALL={ALL|DOSATTACK|FRAGATTACK HOSTSCAN|
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK} [MODE={START|END|BOTH}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 00 0101000

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

0

gobooobooooboobooobo
gooooobogobooobooboobobobboobooobooboboobbobbobboon
0000000000000 o00U00000D0oD0O0O0ODO0000000D0ODDO0OOOO%DboO0O
OM%TOOD0M%NODDODODODODMmM%SO0D000000000oodooooooooooooooon
000000000000 20000000000 10%100000000000000000O0 20%?20
oooooIPooooo

goooog

TRIGGER 000000

FIREWALL 000000000 0O0OO0O0ODOO0OO0OOO0OO0OO0OOO00DO0OO0ODOOO0OODOOOOODOOOO
OOMODEODODODODOODODODODODODODODODODOOoDooooooooooon

MODE 0000000000000 000000000000000OSTARTOOOOOOOENDOO
O000U0BOTHOOOODODODODODODODODODODDODOODDODODODODDODODODDODODOOOOOO BOTHO

AFTER 0000000000000 O00000O0O0O0OD0O0O0O0O00000O00OOAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000ODO0OO0OD0OO0OO00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
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CREATE TRIGGER FIREWALL

0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODODOOOOOOOOO

REPEAT 00000000000 OO0ODOODOODOUOOOO0OOOOO0OOOOOODOOOOODOOOOO
0000000000000 0000o0oo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0D0ODONOODONCEDDODUOODOOoooooooooooooooooooooooo
000000000000 00o00000ooo0oood FOREVERD

SCRIPT 0000000000000 O000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 0ooo0000o0oDo0 0000 ADDTRIGGEROODOOOOOOOO
000000000000l oooooo 500

STATE 000000000000 0D00O0O0O0OO000 ENABLEDD 000000 0oooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGERO OO D OO UOOoooooooooo

TEST 0000000000000 000O000O0DODO00DO0O00O000O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

g

sj00g0oooboboobooboooboooboobobooboobbooboobbobbobboOon
00000000 oOU0oDU0ooDoUooo IPOODOOO0DOODOODOOODOOODOOODOOOO

CREATE TRIGGER=1 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

m 000000 pscans.scpU 000

MAIL TO=admin@mydomain.com SUBJECT="Portscan from %2 (Policy: %1)"

goooog

ACTIVATE TRIGGERO 1130000

ADD TRIGGERO 142 000 0O

DESTROY TRIGGERO 204 00 OO

DISABLE TRIGGERO 2240 00O

ENABLE TRIGGERO 2490 0 0O O

SET FIREWALL POLICY ATTACKI O O OO OO0O0OO0O0O0O 80000
SET TRIGGER FIREWALLO 324 00 00O

SHOW TRIGGERO 445000 O
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CREATE TRIGGER INTERFACE

CREATE TRIGGER INTERFACE

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id INTERFACE=interface EVENT={UP DOWN|FAIL|ANY}
[CP={IPCP|LCP}] [AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}]
[NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename. ..]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 000101000

interface: 1 00000000

time: 00 Dhhmm 00O 0hh 00 000230 mm O 00005900

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00O 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

g

gobooobooooboobooobo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000000 0D0O0D0O0O0ODOODOODO%DOOU0mM%TOOOMmM%YNODODOODOOMm
SO00000000000000

goooog

TRIGGER 000000

INTERFACE 00000000000 0O0DOOOOODOVLANODODOOOOODOODDODOOOOOOPPP
oo0oo0ooU0ooooocCPo0obDU0DODOOO

EVENT 0000000000000 0000000000000O0000000O000O00000O000n
O0ooooUPODODODODOODUODODOWNOOODODODODUOOFAILOOODODODOOODOOOOOANY
gobooboooooobooooboobbo

CP 0U0O0OO0OPPPOOODOOOOOUOOOOOOODOOINTERFACEOD PPPOOOOOOOOOOOO
0000000000000 00000000%10PPPOOOOOODOOODM%200000000
D000mMm%30000000030000000000

AFTER 0000000000000 O000O00O0O0O0OD0O0O0O0O00000O0O0OOAFTEROOODOOOO
o000 240000000000DOO

BEFORE 0000000000 0000D0O0O0OD0OO0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon
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CREATE TRIGGER INTERFACE

DAYS 0000000000 O0OOOOO00ODODOOOO0O000ODOOOOOOODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATECD O DD ODooooooo

NAME 000O0O0OOSHOWTRIGGEROOOOOOOOOOODODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOO0O0OOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oooo0YESO FOREVEROODOOOODODODODODOOOoOO
O0000DO0DO0DONOODONCEDDODOODOoooooooooooooooooooooooo
000000000000 00o00000ooo0o0od FOREVERD

SCRIPT 0000000000 OO0U0000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 0ooo00000oDo00000ADDTRIGGEROODOOOOOOOO
ooooU00o0oU0oU0ooUlooo0Uo0oU0oo0oooooooooo 500

STATE 000000000000 0D00OD0O0OO0OO0O00 ENABLEDD 0000000 ooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGEROD OO D ODO0UOOoooooooooo

TEST 0000000000000 000000O0O0O00DO0O00O00D0O0D0ODO0OODOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

goooog

ACTIVATE TRIGGERO 1130000
ADD TRIGGERO 142 000 0O

DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00O
ENABLE TRIGGERO 2490 0 0O O

SET TRIGGER INTERFACEO 326 00 OO
SHOW TRIGGERO 445000 O
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CREATE TRIGGER MEMORY

CREATE TRIGGER MEMORY

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id MEMORY=1..100 [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 000101000

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

g

gobooobooooooooo

000000000000 DOO0O00000000000000000O0O0000DIRECTIONODOOOOO
gooooobogoobooobooboobobobbooboooboooboobbobbobbooo
0000000000000 00000%DO00M%To00M%NOODODoDoDom»Soooooooo
goooon

goooog

TRIGGER 000000

MEMORY 0000000000O0O0DOOODOOOOCOOOOOOOO

DIRECTION 0O00O0O0OUPODOOOOOOOOODOOOOOOOMDOWNOOOOOOOOODOOOO
O00D0DU0DmMANYODODDODDODDODODOODODODODOOO ANYOD

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O000000O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000D0O0O0OD0OO0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROODOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
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CREATE TRIGGER MEMORY

0000000000000 0000oooo0YESO FOREVERODOOOODODODODODOOOOO
O0000DO0DO0DONOODONCEODDODUOODOoooooooooooooooooooooooo
000000000000 00o000000o0o0od FOREVERD

SCRIPT 00000000000 O0U0000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 00oooo0000o0oDo00000ADDTRIGGEROODOOOOOOOO
000000000000l oooooo 500

STATE 000000000000 0D00OD0OC0O0OO0O00 ENABLEDD 0000000 ooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGEROD OO D OO UOOoOooooooooo

TEST 0000000000000 000OO000O0O0O00DO0O00O000O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoooOoOooooooooooooooooooooooogo
O000ooooooo NOO

g
000000000 20%000000memwarnscp 0000000000000010000000

CREATE TRIGGER=1 MEMORY=20 DIRECTION=DOWN SCRIPT=memwarn.sScp

goooog

ACTIVATE TRIGGERO 1130000
ADD TRIGGERO 142 000 0O
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 224 0 00 O
ENABLE TRIGGERO 2490 0 0O O

SET TRIGGER MEMORYO 328 0 0 O O
SHOW TRIGGERO 445000 O
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CREATE TRIGGER MODULE

CREATE TRIGGER MODULE

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id MODULE=module-name EVENT=event
[module-parameters...] [AFTER=time] [BEFORE=time] [{DATE=date]
DAYS=day-1list}] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[SCRIPT=filename...] [STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 00 00 0101000

module-name: D00 000

event: 10 000000O00OO00O0OO

module-parameters: 0000000000000

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 0O 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO OO
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

g

goboooopoooboooobo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
00%DO00MM%TO00M%NOODODDODODM %S0 0000000000000
goooooogobooobooboobobobboobooobooboboobbobbobboon
gobooobogooboobooboooboobbo

goooog

TRIGGER 000000

MODULE 000000

EVENT 0O00O000O0OO0OO0OO0OOO0

AFTER 0000000000000 O000O00O0O0O0OD0O0O0O0O00000O0O0OOAFTEROOODOOOO
o000 240000000000DOO

BEFORE 00000000000 000D00OO0OD0OO0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATED O DD ODooooooo
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CREATE TRIGGER MODULE

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOODOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000ooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEDDODOODODoooooooooooooooooooooooo
000000000000 00o000000o0o0od FOREVERD

SCRIPT 000000000000 U0000O0DOOODOOOOOOSCRIPTOOOOOOOOIOOO

000000000000 0oooo0000o0oDo0 0000 ADDTRIGGEROODOOOOOOOO

ooooU00o0oU0oU0ooUlooo0Uo0oU0oo0oooooooooo 500

STATE 000000000000 0D00O0O0CO0OO0O00 ENABLEDD 000000 0oooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGEROD OO D ODOUOOoooooooooo

TEST 0000000000000 000000O0O0O00DO0O00O00D0O0D0ODO0OODOOOOSCRIPTO

googooboooboboobobbobobbbooboobobboboboobobobbooD

ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo

O000ooooooo NOO

gbooboo ooboobo goboobgoo gooo

SWITCH LINKDOWN PORT gobogobooobooooo
LINKUP PORT gobogobooobooooo

BGP MEMORY uo OoooooooOoBGPOOOOO
PEERSTATE PEER, BGPSTATE, BGPOOODOOOOOODOODOO

DIRECTION

PING DEVICEDOWN POLL gogbooboobooon
DEVICEUP POLL gogbooboobooon

VRRP DOWNMASTER  VRID gobooboooooooooboooobo
UPMASTER VRID gobooboooooooooboooobo

027:00000000000000000000000000
g

s J000000100000000000downscp000000000000ODOO10000

CREATE TRIGGER=1 MODULE=SWITCH EVENT=LINKDOWN PORT=1 SCRIPT=down.scp

goooog

ACTIVATE TRIGGERO 1130000
ADD TRIGGERO 142 000 0O

DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00O
ENABLE TRIGGERO 2490 0 0O O

googn
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SET TRIGGER MODULEO 330 0 000
SHOW TRIGGERO 4450000
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CREATE TRIGGER PERIODIC

CREATE TRIGGER PERIODIC

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id PERIODIC=minutes [AFTER=time] [BEFORE=time]
[{DATE=date|DAYS=day-1list}] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER]
count}] [SCRIPT=filename...] [STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|
OFF}]

trigger-id: 10 0 0 000101000

minutes: 00 010143900

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

date: 0 00 dd-mmm-yyyy 000 0dd0001031MmmmO00000000 3000 00APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00O 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

filename: 0000000000 .scp O.cfgh

g

gobooobooooooooo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
O000000%DO00MM%To 00 M %NOIODODODODOMmM %S0 0000000000000

goooog

TRIGGER 000000

PERIODIC OO0O0OQ0OO0O0OO0O0OOOODOOOODOOOO

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000DOO

BEFORE 0000000000 0000DO0OO0OD0OO0O0O000O00O0O0O000O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROODOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 000oooo0YESO FOREVEROODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEODDODODUOODOOoooooDooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD
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CREATE TRIGGER PERIODIC

SCRIPT 000000000 OOO0U0000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 0ooo00000oDo00000ADDTRIGGEROODOOOOOOOO
000000000000l oooooo 500

STATE 000000000000 0D00O0O0CO0OO0O00 ENABLEDD 000000 0ooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGEROD OO D ODO0UOOoooooooooo

TEST 0000000000000 000OO00O0O0DO0O00DO0O00O00D0O00ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

g
m300000 patrolscp00000000D0O000ODO1I000O0O

CREATE TRIGGER=1 PERIODIC=180 SCRIPT=patrol.scp

goooog

ACTIVATE TRIGGERO 1130000
ADD TRIGGERO 142 000 O
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 224 0 00 O
ENABLE TRIGGERO 2490 0 0O O

SET TRIGGER PERIODICO 3320 00 O
SHOW TRIGGERO 445000 O
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CREATE TRIGGER REBOOT

CREATE TRIGGER REBOOT

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id REBOOT={RESTART|CRASH|ALL} [AFTER=time]
[BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|
ONCE|FOREVER|count}] [SCRIPT=filename...] [STATE={ENABLED|DISABLED}]
[TEST={YES|NO|ON|OFF }]

trigger-id: 10 0 0 000101000

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

filename: 0000000000 .scp O.cfgh

g

goboobooooooon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
D0000%DO000MmM%TO00M%NOODODODDOOMmMm %S0 0000000000000

goooog

TRIGGER 000000

REBOOT 0000000000000 O0O0ODOOOODOOOODOOCRASHOOODOOOODOOOOOO
RESTARTOOOOOOOODODOOODODOOODOOOOOOOOOALLOOOOOOOOOOOO

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O0000O0O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000D0O0O0OD0OO0OO000O00O0O0O000O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOO0O0OOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0D0ODONOODONCEDDODUOODOOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD
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CREATE TRIGGER REBOOT

SCRIPT 000000000 OOO0U0000O0DOOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 0ooo00000oDo00000ADDTRIGGEROODOOOOOOOO
000000000000l oooooo 500

STATE 000000000000 0D00O0O0CO0OO0O00 ENABLEDD 000000 0ooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGEROD OO D ODO0UOOoooooooooo

TEST 0000000000000 000OO00O0O0DO0O00DO0O00O00D0O00ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

g
m 00000000000 crashscp0000000000000D000O0DODO0O0ODODI00OO

CREATE TRIGGER=1 REBOOT=CRASH SCRIPT=crash.scp

goooog

ACTIVATE TRIGGERO 1130000
ADD TRIGGERO 142 000 O
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 224 0 00 O
ENABLE TRIGGERO 2490 0 0O O
SET TRIGGER REBOOTO 33400 00
SHOW TRIGGERO 445000 O
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CREATE TRIGGER TIME

CREATE TRIGGER TIME

O000oo0oo0ooooo /0000

CREATE TRIGGER=trigger-id TIME=time [{DATE=date|DAYS=day-list}]
[SCRIPT=filename...] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 00 00 0101000

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 00059010

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUED WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00 00O
gooooooooooooooo

filename: 0000000000 .scp O.cfgh

string: 10 0010400000000000000000000000

count: 0 0 010 42949672940

g

gbobooooboooboo
gooobooboobbooobbooooobobooobobboobbbbooobbbooobbooo
%DO00M%TO0O0MmM%NODDDDDMmM%SO0o0o0oooooooooOO

goooog

TRIGGER 000000

TIME 0000000000000 0OO0OU0O0000000000O0S0000000OD00DOD0OOOOO
Oo0os0000000000D0O0O0OO

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODOoOoooooo

SCRIPT 000000000 OOO0U0000O0OOODOOOOOOOSCRIPTOOOOOOODOIOOO
000000000000 0ooo00000oDo00000ADDTRIGGEROODOOOOOOOO
oo0ooU00o0o0o0ooUlo0o0Uo0oDU0oo0oooooooooo 500

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OO0ODOODOODOOOO0OO0ODOOOO0OO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEODDODODUOODOOoooooDooooooooooooooooooo
000000000000 00o00000ooo0o0od FOREVERD

STATE 000000000000 0D00O0O0CO0OO0O00 ENABLEDD 000000 0oooooooon
ODO0OD0DUOOO0OOACTIVATE TRIGGERO OO D OO UOOoooooooooo
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CREATE TRIGGER TIME

TEST 0000000000000 000O000O0DO0O00DO0O00O00D0O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoOoooOoooooooooooooooooooooogo
O00o0ooooooo NOO

g
m000 1100 ppponscp 00000 PPPODOOOODOOOOOOOOOOIOOO0

CREATE TRIGGER=1 TIME=23:00 SCRIPT=pppon.scp

goooog

ACTIVATE TRIGGERO 113000 0O
ADD TRIGGERO 142 000 0O
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 224 0 00O
ENABLE TRIGGERO 2490 0 0O O
SET TRIGGER TIMEO 336 0 0 O O
SHOW TRIGGERO 445000 O
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DEACTIVATE SCRIPT

DEACTIVATE SCRIPT

0000oo0oo0oo0o0ooo /00000

DEACTIVATE SCRIPT=filename

filename: 0000000000 .scp O.cfgh

g

gobooobobooobbooboo

goooog

SCRIPT O0O0OO0OO0OOOOOOO

o
R 000000000runrun.scpl 0000000

DEACTIVATE SCRIPT=runrun.scp

goooog

ACTIVATE SCRIPTO 1120000
ADD SCRIPTO 126 0O O O
DELETE SCRIPTO 189 00 O O
SET SCRIPTO 3040000
SHOW SCRIPTO 4120000

googn CentreCOM 8700SLO 000 OD0OOO0DOOOOOO 2.9

J613-M0019-01 Rev.Q

179



DELETE ALIAS

DELETE ALIAS

00000000000 /0000000000

DELETE ALIAS=alias

alins: 00 000001013200 00000000000000000000O00DOO0O0DOOOODOOODO

g

gobooobooobooobooboon
goooog

ALIAS 0OODOOOOO

g

s 000000ls0000000

DELETE ALIAS=ls

goooog

ADD ALIASO 1150000
SHOW ALIASO 3420000
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DELETE FFILE

DELETE FFILE

00000000000 /0000000000000

DELETE FFILE=filename

filename: 0000000000000 O0OO0OO

g

goboobooboobooobooobooboobbo
goooog

FFILE 0000000000000 000000*M000000000002830000000000
ooooooos83puooooooooo

goooog

SHOW FFILEO 3650000
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DELETE FILE

DELETE FILE

00000000000 /0000000000000

DELETE FILE=filename

filename: 0000000000000 O0OO0OO

g

goooooboogoo

goooog

FILE 0000000000000 0*Xoo0ooon
g

m noneed.cfg 000000

DELETE FILE=noneed.cfg

000 xtdgoooooooooooo

DELETE FILE=*.txt

goooognd

config.insO prefer.insO release.lic feature.licOlongname lfn 0000000 00000000000OO
gobddooouoouoooouoo

oo obobbbbobobobbbobddddononLD oL oo
gooooo

g oooboooooboobobbobbbobbobobooooUug g

goooog

RENAMEDO 268 000 O
SHOW FILEO 367 00 OO
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DELETE INSTALL

DELETE INSTALL

O00000000oo /000000

DELETE INSTALL={TEMPORARY| PREFERRED DEFAULT}

g

goboobooboobooobooobooboobbo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000oooooooo000U00000D00D00D0oD000O0O0TEMPORARYODOODODO
O000000000O0O0D0D0ODODMPREFERREDOODOOCOOOOODOODODOmMDEFAULTOOODODO
0000000 UOO0DODUOEPROMOOOOO0ODOOOODOODOOOODODODODOO

goooog

INSTALL 0000000000000 00000O0DEFAULTOOOODOOOO0OOOODODOOODOOO
gooooobooooo

goooog

SETINSTALLO 2870000
SHOW INSTALLO 377000 O
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DELETE LOG OUTPUT

DELETE LOG OUTPUT

o0o0ooooooooo /00

DELETE LOG OUTPUT={TEMPORARY| PERMANENT|output-id} FILTER={ALL|entry-id}

output-id: 0 0 00 IDO 10200
entry-id: 10000000100

g

goboooboooobooobooboobbobboobboooobo
000000000 0oOU00oDU0UOoDU0UUOUo 1oDDooOoDoOoODOODOOOO

goooog

OUTPUT 00000 IDOIO200000000000000000O0TEMPORARYM RAMOOOO
O PERMANENTOONVSO OO OOOO

FILTER 0000000000000 O0O0OOOOO0O0DOOOOO0000O0OO SHOW LOG OUTPUT
00000 FULLOODO00D000oo0ooooooooooooooooooooooooooo
OODALLOO0OOODOO0O00O00000D0000000000000ODO000o0ooDooDoooooo

g
s 000000010000 000000000O0D0D0oooo20000000

DELETE LOG OUTPUT=1 FILTER=2

s 0000000200000000000000000000000000O00OO

DELETE LOG OUTPUT=2 FILTER=ALL

goooog

ADD LOG OUTPUTO 1190000
SHOW LOG OUTPUTO 3910000
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DELETE LOG RECEIVE

DELETE LOG RECEIVE

o0o0ooooooooo /00

DELETE LOG RECEIVE={ipadd|ANY}

ipadd: IP 0000

g

gobooobooooobooboooboobo
goooog

RECEIVE 0000000000000 O0O0O0OIPOOOOOOOOOOANYDO 000000000 1P
goboobooobooobooobo

g
m[PO0O0O0O 19216811 000000000000000000O0O0ODO

DELETE LOG RECEIVE=192.168.1.1

goooog

ADD LOG RECEIVED 121 0000
SET LOG RECEIVEO 2950 00O
SHOW LOG RECEIVEO 396 0 0 0O O
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DELETE MAIL

DELETE MAIL

0000oo0oo0oo0o0ooo /00000

DELETE MAIL=id

id: 000000001600 000 fffO

g

goboooboooobooobooboo
goooog

MAIL OO0O0OO0OOOSHOWMAILOOOOOOOOOO

g
s 00000000008Bf000000n00nonn

DELETE MAIL=8c3f

goooog

MAILO 2600000
SETMAILO298 0000
SHOW MAILO 4000000
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DELETE NTP PEER

DELETE NTP PEER

O000oO0oO0oo0oooo /NTP

DELETE NTP PEER=ipadd

ipadd: IP 0000

g

NTPOOOOO IPOODOOOOOOODO
goooog
PEER NTPOOOOOIPOOOO

goooog

ADD NTP PEERO 123 0000
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DELETE RADIUS SERVER

DELETE RADIUS SERVER

O00000000oo /000000

DELETE RADIUS SERVER=ipadd

ipadd: IP 0000

g

00000000000 RADIUSO Remote Authentication Dial In User Server0 O 0O OO0 OO0 OO
ooooono

SERVER RADIUSOOOOO IPOOODO

o

s 00000000000 RADIUSOOOO 192.168.105000000

DELETE RADIUS SERVER=192.168.10.5

goooog

ADD RADIUS SERVERO 1240 00 O
SHOW RADIUSO 4090000
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DELETE SCRIPT

DELETE SCRIPT

0000000000 /Jooooo
DELETE SCRIPT=filename [LINE=Iine-num]

filename: 0000000000 .scp O.cfgh
line-num: 0000100

g

gooooobooobooobooboobobobbooboooboobboobbobbon
LINEOOOOOODODODDOOO0ODOO0O0OD0O00O0O00000000000000ooooooooooo

goooog

SCRIPT OOO0OOOOOOOO
LINE OO0O00O0O0O0O000ODOD0000000oooooooooooooogoooooooooooon

g
m basic.cfg 0 500000000

DELETE SCRIPT=basic.cfg LINE=5

m advanced.cfg 000000

DELETE SCRIPT=advanced.cfg

goooog

ACTIVATE SCRIPTO 1120000
ADD SCRIPTO 126 0O O O
DEACTIVATE SCRIPTO 1790 0 0 0O
DELETE FILED 1820 00 O

SET SCRIPTO 3040000

SHOW SCRIPTO 4120000
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DELETE SNMP COMMUNITY

DELETE SNMP COMMUNITY

O0000000o00oooO /SNMP

DELETE SNMP COMMUNITY=community [MANAGER=ipadd|[/masklen]]
[TRAPHOST=ipadd] [V1ITRAPHOST=ipadd] [V2CTRAPHOST=1ipadd]

Community:SNMPD[l[I[I[IDDDDlDlSDDDDDDDDDDDDDDD
ipadd: IP 0000
masklen: 0 0 0 0000320

0

OSNMPv1l/v2cOSNMPOOO0OOD000O0O00000O0O0O00O0O00O0O0O0O0O0OOOO
goooog

COMMUNITY SNMPOOOOOOOO

MANAGER SNMPOOOOOOOOOOOOOOOOOO0O0O0DOOO00O0OO0O0O0O0OOOOOOO
0000000000000 O0OMANAGERODOOODDODOOOOOOOOOD SNMPOOOOOO
O00000O0OOSNMPOOOOOOOOOPENOODOOOOD YESOOOOOMANAGERO O
O00oooooooooooboooo SNMPOOOOOOOO

TRAPHOST SNMPv1OOOOOOOOOOO

VITRAPHOST SNMPv1OOOOOOOOOOOOTRAPHOSTOOOOOOOOOO

V2CTRAPHOST SNMPv2cOOOOOOOOOOO

goooog

ADD SNMP COMMUNITYO 1270000
CREATE SNMP COMMUNITYO 160 00 OO
DESTROY SNMP COMMUNITYO 2030000
DISABLE SNMP COMMUNITYO 218 0 00 O
ENABLE SNMP COMMUNITYO 2430000
SET SNMP COMMUNITYO 3050000
SHOW SNMP COMMUNITYO 4190000
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DELETE SNMP GROUP

DELETE SNMP GROUP

O0000000o00oooO /SNMP

DELETE SNMP GROUP=group SECURITYLEVEL={noAuthNoPriv|authNoPriv|authPriv}

group: SNMP OO O0O00D01032000000000000000

g

OSNMPV3D OO0 ooooooooooon
goooog

GROUP SNMPOOOOO
SECURITYLEVEL COOO0OO0OO0OOOOOOOADDSNMPGROUPOOOOOOODOODODODOODDDD
gooboooboo

goooog

ADD SNMP GROUPO 1290000
SET SNMP GROUPO 307 0 00O
SHOW SNMP GROUPO 4210000
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DELETE SNMP TARGETADDR

DELETE SNMP TARGETADDR

O0000000o00oooO /SNMP

DELETE SNMP TARGETADDR=target

target: SNMP O 000 0D001032000000000000000

g

OSNMPV3OD OO OoOoOooO0ooooooooooooooooo
goooog
TARGETADDR SNMPOOOOOO

goooog

ADD SNMP TARGETADDRO 131 0000
SET SNMP TARGETADDRO 309 0 0 OO
SHOW SNMP TARGETADDRDO 423 0 0 0O O
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DELETE SNMP TARGETPARAMS

DELETE SNMP TARGETPARAMS

O0000000o00oooO /SNMP

DELETE SNMP TARGETPARAMS=params

params: SNMP OO 000000000000001032000000000000000

g

OSNMPvV3O OO O0O0OO0O0000oo0o0ooo0oooooooooooooooooooooooon
goboooboooobooobooboo

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOO

goooog

ADD SNMP TARGETPARAMSO 133 000 O
SET SNMP TARGETPARAMSO 310000 O
SHOW SNMP TARGETPARAMSO 425 000 0O

googn CentreCOM 8700SLO 000 OD0OOO0DOOOOOO 2.9 193
J613-M0019-01 Rev.Q



DELETE SNMP USER

DELETE SNMP USER

O0000000o00oooO /SNMP

DELETE SNMP USER=username

username: SNMP OO 000010320 00000000000000

g

OSNMPvV3D OOOoOooooooo
goooog
USER SNMPOOOOO

goooog

ADD SNMP USERO 1350000
SET SNMP USERO 3120000
SHOW SNMP USERO 4270000
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DELETE SNMP VIEW

DELETE SNMP VIEW

O0000000o00oooO /SNMP

DELETE SNMP VIEW=view OID=node-oid

DELETE SNMP VIEW=view MIB={node-name|ALL}

view: SNMPOOO0O001032000000000000000
node-oid: MIBO OO OIDO13.6.10000000000000000000O0OO000OO 32000000000
node-name: MIBOOUOOUDODOODUOOODODADDSNMP VIEW DO OOOOQOoOGOQ

g

OSNMPV3D OOOOO0O0O0O0O000O0O00000000 00D ooooooogo
goooog

VIEW SNMPOOOO

OID MIB OO 00O OIDO Object Identifier D MIBO OO OO0O00DO00000000ODOO

MIB MIBOOOOOOOOOODODOODODODODOOO OIDO ADDSNMP VIEWOOOODODODOOOO
ob0O00000000000U0DULDUOUALLO00D0DD0DODoDoDoooDoooooooon

o
m SNMP 000 Ovarious0 OO private 0 0001.3.6.140 000000000000

DELETE SNMP VIEW=various MIB=private

s SNMPOOOOmost0 DO OOOO

DELETE SNMP VIEW=most MIB=ALL

goooog

ADD SNMP VIEWO 1370000
SHOW SNMP VIEWO 42900 00O
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DELETE SSH USER

DELETE SSH USER

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

DELETE SSH USER=username

username: 0000001015 000000000000

0

SSHOOOOoOOoOooooo
goooog
USER SSHOOOOO

goooog

ADD SSH USERO 1400000
SET SSH USERO 3150000
SHOW SSH USERO 437000 O

196 | CentreCOM8700SLO 000 0000000000 2.9 gooog
J613-M0019-01 Rev.Q



DELETE TRIGGER

DELETE TRIGGER

O000oo0oo0ooooo /0000

DELETE TRIGGER=trigger-id NUMBER=index

trigger-id: 10 0 0 00 0101000
index: 100000001050

g

gobooboooboooboooboo

goooog

TRIGGER 000000
NUMBER 0000000

goooog

ADD TRIGGERO 142 000 0O

CREATE TRIGGER CPUO 1620000
CREATE TRIGGER FIREWALLO 164 0 0 O O
CREATE TRIGGER INTERFACEO 166 0 O O O
CREATE TRIGGER MEMORYDO 168 0 O O O
CREATE TRIGGER MODULEO 1700 00O
CREATE TRIGGER PERIODICO 1730000
CREATE TRIGGER REBOOTO 1750000
CREATE TRIGGER TIMEC 177 0 0 0O O
DESTROY TRIGGERO 204 00 OO

SET TRIGGER CPUO 3220000

SET TRIGGER FIREWALLO 324 00 00O

SET TRIGGER INTERFACEO 326 0 0 OO
SET TRIGGER MEMORYO 328 0 0 O O

SET TRIGGER MODULEO 330 0 000

SET TRIGGER PERIODICO 3320 00 O

SET TRIGGER REBOOTO 33400 00

SET TRIGGER TIMEO 336 0 O O O

SHOW TRIGGERO 445000 O
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DELETE USER

DELETE USER

00000000000 /000000000000

DELETE USER=login-name

login-name: 0000 10640000000000000000000000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGH

g

goooobooobooobooboobbonoo
goooog

USER 0000000000000 O0OOODOO0O

o
= 0000 fly00ooooo

DELETE USER=fly

goooog

ADDUSERO 1440000
DISABLE USERO 225000 O
ENABLE USERO 2500000
PURGE USERO 266 00 00O
RESET USERO 2780000
SET USERO 3390000
SHOW USERO 4530000
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DELETE USER RSO

DELETE USER RSO

O0000o0o0o0o0ooo /0000000

DELETE USER RSO IP=ipadd|[-ipadd]
DELETE USER RSO IP=ipé6add/plen

DELETE USER RSO IP=ipé6add-ip6add

ipadd: IPv4 0000
ip6add: IPv6 00 00
plen: 000000000101280000

g

goooooobooooo SecurityOfﬁcerDDD Telnet 00 JOOOO0OOO0OO0IPOOOOORSOOO
0 O O RSO=Remote Security Officerd O 00 00 O
OooooooooooooRSO0DODOODO0OOoOOoooooooon SecurityOfﬁcerDDDD Telnet
goboogooogg

goooog

IP RSOOOOOOOOOOOODOOOIPvADOOODOODODOOIPveOOODODODOOODOODOODOODOO
O000000IPv4/IPveld

goooog

ADD USERRSOO 146 00 00
DISABLE USER RSO 226 0O OO
ENABLE USERRSOO 251 0000
SHOW USER RSO0 457 000 O
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DESTROY ENCO KEY

DESTROY ENCO KEY

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

DESTROY ENCO KEY=key-id

key-id: 0 0 0 000655350

0

goooooooooo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon

goooog
KEY 00O

goooog

CREATE ENCO KEYD 1520000
SETENCOKEYO 2850000
SHOW ENCO KEYO 360 0 0O O
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DESTROY LOG OUTPUT

DESTROY LOG OUTPUT

o0o0ooooooooo /00

DESTROY LOG OUTPUT={TEMPORARY| PERMANENT|output-id}

output-id: 0 0 00 IDO 10200

g

gobooobooooooooo
goooog

OUTPUT 00000 IDOIO2000000000000000000TEMPORARYM RAMOOOO
OPERMANENTOONVSO OO OOOO

g
s 000000010 000000

DESTROY LOG OUTPUT=1

goooog

CREATE LOG OUTPUTO 1570000
SHOW LOG OUTPUTO 3910000
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DESTROY PATCH

DESTROY PATCH

O00000000oo /000000

DESTROY PATCH=filename

filename: 00 000

g

gobooboooboooboooboo
goooog

PATCH 00000000

goooog

DELETE FILED 1820 00 O
LOADO256 0000
SHOW PATCHO 408 0 0 OO
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DESTROY SNMP COMMUNITY

DESTROY SNMP COMMUNITY

O0000000o00oooO /SNMP

DESTROY SNMP COMMUNITY=community

community: SNMPOOO00O000001015000000000000000

g

OSNMPv1l/v2cOSNMPOOOO0OOD0O0OO0O0OO0OOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

ADD SNMP COMMUNITYO 1270000
CREATE SNMP COMMUNITYO 160 00 OO
DISABLE SNMP COMMUNITYO 218 0 00 O
ENABLE SNMP COMMUNITYO 2430000
SET SNMP COMMUNITYO 3050000
SHOW SNMP COMMUNITYO 4190000
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DESTROY TRIGGER

DESTROY TRIGGER

O000oo0oo0ooooo /0000

DESTROY TRIGGER=trigger-id

trigger-id: 10 0 0 00 0101000

g

goooooboogoo
goooog

TRIGGER 000000

goooog

ADD TRIGGERO 142 000 0O

CREATE TRIGGER CPUO 1620000
CREATE TRIGGER FIREWALLO 164 0 0 O O
CREATE TRIGGER INTERFACEO 166 0 O O O
CREATE TRIGGER MEMORYDO 168 0 O O O
CREATE TRIGGER MODULEO 1700 00O
CREATE TRIGGER PERIODICO 1730000
CREATE TRIGGER REBOOTO 1750000
CREATE TRIGGER TIMEO 177 0 0 0O O
DELETE TRIGGERO 197 000 O

DISABLE TRIGGERO 2240 00 O

ENABLE TRIGGERO 2490 0 0O O

PURGE TRIGGERO 2650000

SHOW TRIGGERO 445000 O
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DISABLE ASYN

DISABLE ASYN

O00000000oo /000000

DISABLE ASYN=asyn-number

asyn-number: 00000000000

g

gobooboooboooboooboo
goooog

ASYN 0OO0OO0OO0O0OO0OO

goooog

ENABLE ASYNO 2300000
PURGE ASYNO 2620000
RESET ASYNO 269000 O
SET ASYNO 2810000
SHOW ASYNO 3430000
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DISABLE FEATURE

DISABLE FEATURE

O00000000oo /000000

DISABLE FEATURE={featurename|index}

featurename: 10 0000001012000
index: 000000000100

g

gobooobooooboobooobo
goooog
FEATURE 0000000000 SHOWFEATUREDOOOOOOOOOOOOODOOOOO

goooog

ENABLE FEATUREO 231 0000
SHOW FEATUREO 363 0 00 O
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DISABLE HTTP SERVER

DISABLE HTTP SERVER

O000oo0oo0ooooo /0000

DISABLE HTTP SERVER

g

HTTPOOODOUOOOOODODOODOODODOOOOO

00000000 oOoO HTTPOODOODODODODODODODODODOOOODOOODOODODOOIPODODOO TCPODO
0800000000000 U000000D00000D0 00000000000 HTTIPOOODO
gobooooboogn

goooog

ENABLE HTTP SERVERO 232 000 O
SHOW HTTP SERVERO 375000 O
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DISABLE INTERFACE LINKTRAP

DISABLE INTERFACE LINKTRAP

O0000000o00oooO /SNMP

DISABLE INTERFACE={ifindex|interface} LINKTRAP

ifindex: 000 00000000000O0OMIBO ifIndexO
interface: 0 00000000

g

OSNMPvl/v2c/30 0000000000000 DO0ODO0OODO/00D00000DO0O0DDODOODDODODOOO
go0o0oo0oooooooooooooooooO
00000000000 SHOW INTERFACEO OO0 00000 00 ifLinkUpDownTrapEnable[T

goooog

INTERFACE 000000000 ifindexO000000000000000000ifIndexO00000
OD0O0D0DUODO0DUOOSHOW INTERFACED OO DO OO0 Ooooooooooooooooooon
U000portXM XOODODOOODMVLANOOOODODOOOODODOOOO0O0ODO00OvIanXmM X
O VLANIDO OO OO

g
s 0000000 10000000/00000000000000000000

DISABLE INTERFACE=portl LINKTRAP

goooognd

VLANOOOOOOOO0OO0OO0ODODOO0O0O0O000ifOperStatus00 0000000 100000000000
0000Up@M@1000000000000000O0DownDOO0O0O

goooog

DISABLE SNMP COMMUNITY TRAPO 2190000
ENABLE INTERFACE LINKTRAPO 233 00 0O
ENABLE SNMP COMMUNITY TRAPO 2440000
SET INTERFACE TRAPLIMITO 288 0 O O O

SHOW INTERFACEO 3790000
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DISABLE LOG

DISABLE LOG

o0o0ooooooooo /00

DISABLE LOG

g

gobooobooobooobooboon

goooog

DISABLE LOG GENERATIONO 21000 00O
DISABLE LOG OUTPUTO 211 0000
DISABLE LOG RECEPTIONO 2120000
ENABLE LOGO 2340000
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DISABLE LOG GENERATION

DISABLE LOG GENERATION

o0o0ooooooooo /00

DISABLE LOG GENERATION

g

gbobooooboooboo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon

goooog

DISABLE LOGO 209000 O

DISABLE LOG OUTPUTO 211 0000
DISABLE LOG RECEPTIONO 2120000
ENABLE LOG GENERATIONO 23500 00
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DISABLE LOG OUTPUT

DISABLE LOG OUTPUT

o0o0ooooooooo /00

DISABLE LOG OUTPUT [={TEMPORARY|PERMANENT|output-id}]

output-id: 0 0 00 IDO 10200

g

goooobooobooobooboobbonoo

goooog

OUTPUT 0OO0OO0O0O0DO0O0DOO0OOOOO0DOO0O0O0ODOOOOOOODOOLCTEMPORARY O PERMANENT
goboogooooooooobooobo

goooog

DISABLE LOGO 209000 O

DISABLE LOG GENERATIONO 2100000
DISABLE LOG RECEPTIONO 2120000
ENABLE LOG OUTPUTO 236 D O OO

googn CentreCOM 8700SLO 000 OD0OOO0DOOOOOO 2.9 211
J613-M0019-01 Rev.Q



DISABLE LOG RECEPTION

DISABLE LOG RECEPTION

o0o0ooooooooo /00

DISABLE LOG RECEPTION

g

00000000 syslogd SRLPO Net Manage Message Protocol0 0000000
gooootoooobotooooooboooooboobobooobooooo

goooog

DISABLE LOGO 209000 O

DISABLE LOG GENERATIONO 2100000
DISABLE LOG OUTPUTO 211 0000
ENABLE LOG RECEPTIONO 237 0 0 0O

212 | CentreCOM8700SLO000 0000000000 2.9 gooood
J613-M0019-01 Rev.Q



DISABLE MAIL DEBUG

DISABLE MAIL DEBUG

0000oo0oo0oo0o0ooo /00000

DISABLE MAIL DEBUG

g

gobooobooooboobooobo

goooog

ENABLE MAIL DEBUGO 238 00 00O
SHOW MAILO 4000000
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DISABLE NTP

DISABLE NTP

O000oO0oO0ooooo /NTP

DISABLE NTP

g

NTPOOOOOODOODOOODOODODOODOOOOO

goooog

ENABLENTPO 2390000
PURGENTPO264 000 0O
RESET NTPO 2770000
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DISABLE RELEASE

DISABLE RELEASE

O00000000oo /000000

DISABLE RELEASE=filename

filename: 00 000

g

gobooobogobooobooboobbobboon

goooog

RELEASE 00O0O0O0OO0OOO

goooog

ENABLE RELEASEC 240 0 O OO
SHOW RELEASEC 411 0000
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DISABLE SNMP

DISABLE SNMP

O0000000o00oooO /SNMP

DISABLE SNMP

g

OSNMPv1l/v2c/30SNMP O O0000000D0OD0O0OO0OODOOOOO

goooog

DISABLE SNMP COMMUNITYO 218 0 00 O
ENABLE SNMPO 2410000

ENABLE SNMP COMMUNITYO 2430000
SHOW SNMPO 4150000

SHOW SNMP COMMUNITYO 4190000
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DISABLE SNMP AUTHENTICATE_TRAP

DISABLE SNMP AUTHENTICATE TRAP

O0000000o00oooO /SNMP

DISABLE SNMP AUTHENTICATE_TRAP

g

OSNMPv1l/v2c/30SNMP O O000000000O000O0OOD0O0O0O0OO0O0OOO

goooog

DISABLE SNMPO 2160000

ENABLE SNMPO 2410000

ENABLE SNMP AUTHENTICATE TRAPO 242000 O
SHOW SNMPO 4150000
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DISABLE SNMP COMMUNITY

DISABLE SNMP COMMUNITY

O0000000o00oooO /SNMP

DISABLE SNMP COMMUNITY=community

community: SNMPOOO00O000001015000000000000000

g

OSNMPvl/v2c0 0000 SNMPOOOOO0OOD0O0OO0OOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

DISABLE SNMPO 2160000

ENABLE SNMPO 2410000

ENABLE SNMP COMMUNITYO 243 0000
SHOW SNMPO 4150000

SHOW SNMP COMMUNITYO 4190000
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DISABLE SNMP COMMUNITY TRAP

DISABLE SNMP COMMUNITY TRAP

O0000000o00oooO /SNMP

DISABLE SNMP COMMUNITY=community TRAP

community: SNMPOOO00O000001015000000000000000

g

OSNMPvl/v2c0 0000 SNMPOOOODO0O0O0O0DODO0O000OOD0O0O0O0OODOO0OOODOOOOOO
gon

goooog
COMMUNITY SNMP 00000000
g

s J0000000public0000000000O00000ODOOO

DISABLE SNMP COMMUNITY=public TRAP

goooog

ENABLE SNMP COMMUNITY TRAPO 2440000
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DISABLE SSH SERVER

DISABLE SSH SERVER

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

DISABLE SSH SERVER

g

SSHOOOODODODOODOoOODODOoODODOoOOoOOoOoDoOOooDOoOOo

goooog

ENABLE SSH SERVERO 245 00 OO
SET SSH SERVERO 3140000
SHOW SSHO 4310000
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DISABLE SSH USER

DISABLE SSH USER

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

DISABLE SSH USER=username

username: 0000001015 000000000000

0

D000 SSsHOOODOoooooooooooo

ADDSSHUSERO OO ODUOODOOODODOODDOOODOODODOOOO0OOOS0000000000000n
O0O0O0O0O0D0DUOD0DU0ODUDUOODUODUOOUENABLESSHUSERO O OO OODODOoOooooooooooO
D00 SSHOOOOoDooooooooo

goooog

USER SSHOOOOO

goooog

ADD SSH USERO 1400000
DELETE SSH USERO 196 0 0 O O
ENABLE SSH USERO 246 0 0 0O O
SET SSH USERO 3150000
SHOW SSH USERO 437000 O
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DISABLE SYSTEM SECURITY_MODE

DISABLE SYSTEM SECURITY MODE

O0000o0o0o0o0ooo /0000000

DISABLE SYSTEM SECURITY_MODE

g

gobooooooobooobooboobbobboobooobooobo
gooooobogoobooobooboobbooboobooboboobboobbobbobbooo
oo

goooog

ADDUSERO 1440000

ENABLE SYSTEM SECURITY_-MODEO 247 00 0O 0O
SET USERO 3390000

SHOW SYSTEMO 4390 000

SHOW USERO 4530000
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DISABLE TELNET SERVER

DISABLE TELNET SERVER

00000000000 /000000000

DISABLE TELNET SERVER

g

Telnet 000 0000000000000 0D0DOOOO

goooog

ENABLE TELNET SERVERO 248 0 0 0 O
SHOW TELNETO 4430000
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DISABLE TRIGGER

DISABLE TRIGGER

O000oo0oo0ooooo /0000

DISABLE TRIGGER|[=trigger-id]

trigger-id: 10 0 0 00 0101000

g

goboobooooobooboooboobbobboobooboobbooo
0000000000000 00000000000000O0OSTATE=DISABLEDOOOOODOOQOOOO

goooog

TRIGGER 0000000000000 O0DOOOOOOOOOOOO

goooog

ACTIVATE TRIGGERO 1130000
DELETE TRIGGERO 197 000 O
DESTROY TRIGGERO 204 00 OO
ENABLE TRIGGERO 2490 0 0O O
PURGE TRIGGERO 2650000
SHOW TRIGGERO 445000 O
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DISABLE USER

DISABLE USER

00000000000 /000000000000

DISABLE USER=1ogin-name

login-name: 0000 10640000000000000000000000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGH

g

goooobooobooobooboobbonoo
goooog

USER 0 0O0O0OO

goooog

ADDUSERO 1440000
DELETE USERO 198 0 O O O
ENABLE USERO 2500000
PURGE USERO 266 00 00O
RESET USERO 2780000
SET USERO 3390000
SHOW USERO 4530000
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DISABLE USER RSO

DISABLE USER RSO

O0000o0o0o0o0ooo /0000000

DISABLE USER RSO

g

gooooooboobooooo SecurityOfﬁcerDDDDD Telnet0 OO ODOODOO0OOD0ODOOOOOODOOO
0000000000 TelnetO0D OO DO OODO Serucity Officer 00000000 O0OO0ODO Security
Officer000O0O0OO

goooog

ADD USERRSOO 146 00 00O
DELETE USER RSO0 1990000
ENABLE USERRSOO 251 0000
SHOW USER RSO0 457 000 O
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DISCONNECT

DISCONNECT

00000000000 /000000000

DISCONNECT 1..5

g

gobooobooooooooo
O000ooOoDOO0DOOO000D0O0O00ODDOOSHOWSESSIONSOD Ooooooooo

g

s 0000002000000

DISCONNECT 2

goooog

CONNECT PORTO 1500000
RECONNECTO 267 000 O
SHOW SESSIONSO 4140000
TELNETO 462 000 0O
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EDIT

EDIT

O000oo0oo0ooooo /0000

EDIT [ filename]

filename: 00 000

g

gobooobooobooobooboon
000000000000 Cel/COOOODOOOO Cul/K, Crl/XOOOODODODODO0O0O0O0ODODOD0O0OOO

228

uon

o

Ctrl/O

OCtrl00D0000000000000000000Ctrl/EODOm CtrlDO O
O00D00D0OO0DEDODOoDOoOoDOoOoOoOooOoOOn

Ctrl/0, Ctrl/o

OCtrl/DODCtrl/o DDO0DD0DMMCwIDODDO0O0O0D0O0O0O0OO0OOOO
0000000Ctl/K, Cirl/X0 O M Crel/KOD Ctrl/XOOOOOO OO
goooon

gooooo
+ 000 Ctrl/Z 100000
L 000 Cul/X 100000
- l1loo0oooo
- l1loo0oooo
Ctrl/B goooooooo
Ctrl/D D00O0oO0ooooooUTelmetDOOOOO Cl/DO00OOOOOOO

gogoooooooooooon
Ctrl/A gooogd
Ctrl/E gooogd
Ctrl/U l1o0oooo
Ctrl/V l1o0oooo
Ctrl/F l1o0oooo
ao

Delete0 00O Backspace 00O0O0O0000O00000O
Ctrl/Y gooooo
Ctrl/T 10000

gooooo

Ctrl/K, Ctrl/B

goooooboogoo

Ctrl/K, Ctrl/D
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EDIT

Ctrl/K, Ctrl/U goooopooooboooo
Ctrl/K, Ctrl/C goooooobo
Ctrl/K, Ctrl/Y goooooo
Ctrl/K, Ctrl/V goooobooobooobooobo

o
Ctrl/K, Ctrl/F 00
Ctrl/L gooo

googn
Ctrl/K, Ctrl/X gooooooon
Ctrl/C gooooooon
gobooobogn

Ctrl/1 gboooobooboo
Ctrl/O goooon

ogo
Ctrl/W goooon
Ctrl/K, Ctrl/H goooobooobooobooobo
Ctrl/K, Ctrl/O goooooo

028:Edit00000000OOO

g
00000000000 BASICCFGOOOOOO

EDIT BASIC.CFG

goooognd

000 WindowsOOOOOOOOOD0D0D0000DD0D0000D000O0O

goooog

DELETE FILED 1820 00 O
LOADO256 0O OO
SHOW FILEO 367 00 OO
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ENABLE ASYN

ENABLE ASYN

O00000000oo /000000

ENABLE ASYN=asyn-number

asyn-number: 00000000000

g

gobooobobooobbooboo
goooog

ASYN 0OO0OO0OO0O0OO0OO

goooog

DISABLE ASYNO 2050000
PURGE ASYNO 2620000
RESET ASYNO 269000 O
SET ASYNO 2810000
SHOW ASYNO 3430000
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ENABLE FEATURE

ENABLE FEATURE

O00000000oo /000000

ENABLE FEATURE=featurename PASSWORD=password

featurename: 00 0000001012000
password: 100000160 00000009,A-Faf0O0 16000

g

gobooobooooboobooobo
goooog

FEATURE 0OO0OOO0OOO
PASSWORD COO0OO0O0O0COOOOOOOOOOO

goooog

DISABLE FEATUREO 206 0 0 O O
SHOW FEATUREO 363 000 O
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ENABLE HTTP SERVER

ENABLE HTTP SERVER

O000oo0oo0ooooo /0000
goooobobooobbooboo

ENABLE HTTP SERVER

g

HTTPOOOOUOOOOODODOODOODODOOOOO

00000000 oOoO HTTPOODOODODODODODODODODODOOOODOODODDOODODOOIPODODOO TCPOO
0800000000000 00DDND0oDOO0O00O0DISABLEHTTPSERVERO OO OODO
OOODO0OHTITPOOODODODODOOOOOOO

goooog

DISABLE HTTP SERVERO 207 000 O
SHOW HTTP SERVERO 375000 O
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ENABLE INTERFACE LINKTRAP

ENABLE INTERFACE LINKTRAP

O0000000o00oooO /SNMP

ENABLE INTERFACE={ifindex|interface} LINKTRAP

ifindex: 000 00000000000O0OMIBO ifIndexO
interface: 0 00000000

g

OSNMPvl/v2c/30 0000000000000 DO0ODO0OODO/00D00000DO0O0DDODOODDODODOOO
gooooOooooOooooooooooooOm
00000000000 SHOW INTERFACEO OO0 00000 00 ifLinkUpDownTrapEnable[T

goooog

INTERFACE 000000000 ifindexO000000000000000000ifIndexO00000
OD0O0D0DUODO0DUOOSHOW INTERFACED OO DO OO0 Ooooooooooooooooooon
U000portXM XOODODOOODMVLANOOOODODOOOODODOOOO0O0ODO00OvIanXmM X
O VLANIDO OO OO

g
s 0000000 10000000/00000000000000000000

ENABLE INTERFACE=portl LINKTRAP

goooognd

VLANOOOOOOOO0OO0OO0ODODOO0O0O0O000ifOperStatus00 0000000 100000000000
0000Up@M@1000000000000000O0DownDOO0O0O

goooog

DISABLE INTERFACE LINKTRAPO 208 O 0 O O
SET INTERFACE TRAPLIMITO 288 0 O O O
SHOW INTERFACEO 3790000
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ENABLE LOG

ENABLE LOG

o0o0ooooooooo /00

ENABLE LOG

g

gobooobooobooobooboon

goooog

DISABLE LOGO 209000 O

ENABLE LOG GENERATIONO 23500 00
ENABLE LOG OUTPUTO 236 D 0O OO
ENABLE LOG RECEPTIONO 237 0 0 00O
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ENABLE LOG GENERATION

ENABLE LOG GENERATION

o0o0ooooooooo /00

ENABLE LOG GENERATION

g

gobooobooooobooboooboobo

goooog

DISABLE LOG GENERATIONO 21000 00O
ENABLE LOGO 2340000

ENABLE LOG OUTPUTO 236 D 0O OO
ENABLE LOG RECEPTIONO 237 0 0 00O
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ENABLE LOG OUTPUT

ENABLE LOG OUTPUT

o0o0ooooooooo /00

ENABLE LOG OUTPUT [={TEMPORARY|PERMANENT|output-id}]

output-id: 0 0 00 IDO 10200

g

gobooboogooooobooboooboobbo
goooog

OUTPUT 0OO0OO0O0O0DO0O0DOO0OOOOO0DOO0O0O0ODOOOOOOODOOLCTEMPORARY O PERMANENT
goboogooooooooobooobo

goooog

DISABLE LOG OUTPUTO 211 0000
ENABLE LOGO 2340000

ENABLE LOG GENERATIONO 23500 00
ENABLE LOG RECEPTIONO 237 0 0 00O
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ENABLE LOG RECEPTION

ENABLE LOG RECEPTION

o0o0ooooooooo /00

ENABLE LOG RECEPTION

g

00000000 syslogd SRLPO Net Manage Message Protocol0 00 00 000000000000

goooog

DISABLE LOG RECEPTIONO 2120000
ENABLE LOGO 2340000

ENABLE LOG GENERATIONO 23500 00
ENABLE LOG OUTPUTO 236 D 0O OO
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ENABLE MAIL DEBUG

ENABLE MAIL DEBUG

0000oo0oo0oo0o0ooo /00000

ENABLE MAIL DEBUG

g

goboooboooobooobooboo
gooooobooobooobooboobobobbooboooboobboobbobbon

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo
goooog

DISABLE MAIL DEBUGO 2130000
SHOW MAILO 4000000
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ENABLE NTP

ENABLE NTP

O000oO0oO0oo0oooo /NTP

ENABLE NTP

g

NTPOOOOOODOODOOODOOODOOOOOOO

goooog

DISABLENTPO 2140000
PURGENTPO264 000 0O
RESET NTPO 2770000
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ENABLE RELEASE

ENABLE RELEASE

O00000000oo /000000

ENABLE RELEASE=filename NUMBER=release-number [PASSWORD=password]

filename: 00 000

release-number: 000 000xyO0O000Ox0 major 000000y O 65536 x interim 0 O 0 O O +minor 0 O
oooad

password: 0000 00le0 00000000000 OOOO

g

goooobooobooobooboobbonoo

goooog

RELEASE 000000000000 0OO00OO0ODO0ODOO00OO0OD0OO0OO0O0O000ODOODOAOS86s-rrrrez 000
86s-rrrrel I DO OO0O0O0O0O0rezOOOD0OODODODUOUOOOOOrel000000O0ODOOOOO
O0rrd major 00000 0Ominor 000000iInterimO00000000000O00O000O0O0O0O

NUMBER 0000000xyOO0O0Ox0 major000000y0O 65536x interim 00 0O O +minor

0000000000000 00000000 2.0.10000x=20y=65536065536x 10 0)00
NUMBER=2.65536 0 0 0 O

PASSWORD 00000000000000000000O2270000000000000000000O
O0000Omajorminor0 00 000000000000O0O0O0O0O0O0OOOOO

goooog

DISABLE RELEASEC 2150 000
SHOW RELEASEC 411 0000
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ENABLE SNMP

ENABLE SNMP

O0000000o00oooO /SNMP

ENABLE SNMP

g

OSNMPv1l/v2c/30SNMP O O0000000D0OD0O0OO0OODOOOOO

goooog

DISABLE SNMPO 2160000

DISABLE SNMP COMMUNITYO 218 0 00 O
ENABLE SNMP COMMUNITYO 2430000
SHOW SNMPO 4150000

SHOW SNMP COMMUNITYO 4190000
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ENABLE SNMP AUTHENTICATE_TRAP

ENABLE SNMP AUTHENTICATE TRAP

O0000000o00oooO /SNMP

ENABLE SNMP AUTHENTICATE_TRAP

g

OSNMPv1l/v2c/30SNMP O O000000000O000O0OOD0O0O0O0OO0O0OOO

goooodf

O000o0o0oo0oooooooo0ooDoooboooooooooDooADD SNMP COMMUNITY
TRAPHOST=ipadd[(D DO 0000000 DOOOENABLE SNMP COMMUNITY TRAPO OO O

goooog

DISABLE SNMPO 2160000

DISABLE SNMP AUTHENTICATE. TRAPO 217 000 0O
ENABLE SNMPO 2410000

SHOW SNMPO 4150000
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ENABLE SNMP COMMUNITY

ENABLE SNMP COMMUNITY

O0000000o00oooO /SNMP

ENABLE SNMP COMMUNITY=community

community: SNMPOOO00O000001015000000000000000

g

OSNMPvl/v2c0 00000 SNMPOOOOOODOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO

goooog

DISABLE SNMPO 2160000

DISABLE SNMP COMMUNITYO 218 0 00 O
ENABLE SNMPO 2410000

SHOW SNMPO 4150000

SHOW SNMP COMMUNITYO 4190000
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ENABLE SNMP COMMUNITY TRAP

ENABLE SNMP COMMUNITY TRAP

O0000000o00oooO /SNMP

ENABLE SNMP COMMUNITY=community TRAP

community: SNMPOOO00O000001015000000000000000

g

OSNMPvl/v2c0 0000 SNMPOOOOOOOODOOO SNMPOOOODOOODOODODOOOOOO
goooon

0000000000000 0DUUD0DUUDUOTRAPHOSTO DO ODDDOODO

goooog

COMMUNITY SNMPOOOOOOOO

g

s J0J000000public0000000000O0O0000O

ENABLE SNMP COMMUNITY=public TRAP

goooognd

gobooooogooboooboooboobobobboobooboobboobbooboboobo
000000000000 00000000000000000000000DDUOCENABLE INTERFACE
LINKTRAPO O OO QOGOOoogog
SNMPOOOOOODODODOODODODOOOOOOORESTARTOOOOOOOOOREBOOTOOOOOOOO
O0000000MSWITCHOOUOOUOODOOO0O0O0000000000000000000 coldStart
O000000000O0warmStart OO0 O OORESETIPOOODOOOOO0OOOOOODOOOO

goooog

DISABLE SNMP COMMUNITY TRAPO 2190000
ENABLE INTERFACE LINKTRAPO 233 00 0O
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ENABLE SSH SERVER

ENABLE SSH SERVER

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

ENABLE SSH SERVER HOSTKEY=key-id SERVERKEY=key-id [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: 0 0 0 000 655350
hours: 0 0
seconds: 00000

g

SSHOOOODODODOODOoOODODOoODODOoOOoOOoOoDoOOooDOoOOo
SSHOOOODOODOOOODOOHostKeyDOOOOOOOServer KeyDOOO 200 RSAOOOO
0000000000000 0D0U00D0 CREATEENCOKEYD OO ODODOoooooooooooo

goooog

HOSTKEY 000000000000 0O00O0O0O0ODO 10240000CREATEENCOKEYOOOOO
0000 OTYPE=RSAM

SERVERKEY 000000000000 0D0OO0O0O0OOO00OOOOO128000000000000 512
O0000000000000O0CREATEENCOKEYODOOOOOOODOTYPE=RSA

EXPIRYTIME 0000000000000 OO00O0O0O0000000O0OO0ODO0OO00O00O0O0OODOO0OO
gooo000o0oO0O0O0ODUO00DU00DUODDUDUOUODUOOD 0O

LOGINTIMEOUT 000000000000 MOOOO0OOO0OO00OO0DOOO0ODOOoOoOn
0000000000000 LOU0oDU0oDUUoDoooooO 6000

goooodf

SSHOOOOODODOODODODO0O0OO0OOO0O0 TelnetDOODOO0O0D0DD0000D0O000OTCPODOOOO
oooom

goooog

DISABLE SSH SERVERO 220 0 0 O O
SET SSH SERVERO 3140000
SHOW SSHO 4310000
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ENABLE SSH USER

ENABLE SSH USER

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

ENABLE SSH USER=username

username: 0000001015 000000000000

0

O000oO0oSSsHOOOoooooooo

ADDSSHUSERO OO ODUOODOOODODOODDOOODOODODOOOO0OOOS0000000000000n
0000000000000 00000000000ODO0O0D00O000000000000O0 SSHOOOO
gobooooboogn

goooog

USER SSHOOOOO

goooog

ADD SSH USERO 1400000
DELETE SSH USERO 196 0 0 O O
DISABLE SSH USERO 221 0000
SET SSH USERO 3150000
SHOW SSH USERO 437000 O
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ENABLE SYSTEM SECURITY_MODE

ENABLE SYSTEM SECURITY MODE

O0000o0o0o0o0ooo /0000000

ENABLE SYSTEM SECURITY _MODE

g

goboooobogoobooobooboobbobboobooobo
00000000000000000000000 Security Officer 0 00 00 OO O O Security Officer
gobooboobooooboooboobbobbooboo

goooog

ADDUSERO 1440000

DISABLE SYSTEM SECURITY_MODEO 222 00 00O
SET USERO 3390000

SHOW SYSTEMO 4390 000

SHOW USERO 4530000
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ENABLE TELNET SERVER

ENABLE TELNET SERVER

00000000000 /000000000

ENABLE TELNET SERVER

g

Telnet 000 0000000000000 0D0DOOOO

goooog

DISABLE TELNET SERVERO 223 000 O
SHOW TELNETO 4430000
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ENABLE TRIGGER

ENABLE TRIGGER

O000oo0oo0ooooo /0000

ENABLE TRIGGER|[=trigger-id]

trigger-id: 10 0 0 00 0101000

g

gobooooboooboobooobooobooboobboobooboon

0000000000000 00000000000000O0OSTATE=DISABLEDOOOOODOOQOOOO

goooog

TRIGGER 0000000000000 O0DOOOOOOOOOOOO

goooog

ACTIVATE TRIGGERO 1130000
CREATE TRIGGER CPUO 1620000
CREATE TRIGGER FIREWALLO 164 0 0 O O
CREATE TRIGGER INTERFACEO 166 0 O O O
CREATE TRIGGER MEMORYDO 168 0 O O O
CREATE TRIGGER MODULEO 1700 00O
CREATE TRIGGER PERIODICO 1730000
CREATE TRIGGER REBOOTO 1750000
CREATE TRIGGER TIMEO 177 0 0 0O O
DELETE TRIGGERO 197 000 O

DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00O

PURGE TRIGGERO 2650000

SET TRIGGER CPUO 3220000

SET TRIGGER FIREWALLO 324 00 00O
SET TRIGGER INTERFACEO 326 00 OO
SET TRIGGER MEMORYO 328 0 0 O O

SET TRIGGER MODULEO 330 0 000

SET TRIGGER PERIODICO 3320 00 O

SET TRIGGER REBOOTO 33400 00

SET TRIGGER TIMEO 336 0 0 O O

SHOW TRIGGERO 445000 O
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ENABLE USER

ENABLE USER

00000000000 /000000000000

ENABLE USER=login-name

login-name: 0000 10640000000000000000000000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGH

g

gobooobooobooobooboon
goooog

USER 0 0O0O0OO

goooog

ADDUSERO 1440000
DELETE USERO 198 000 O
DISABLE USERO 2250000
PURGE USERO 266 00 00O
RESET USERO 2780000
SET USERO 3390000
SHOW USERO 4530000
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ENABLE USER RSO

ENABLE USER RSO

O0000o0o0o0o0ooo /0000000

ENABLE USER RSO

g

0000000000000000Security Officer 00000000 TelnetOOOO0O0O0O000ODO
O00000000ooooooo0o0Ud0doADDUSERRSOOOODODODOOOO IPOOOOOOOO
0 O Security Officer 00O D 00000 Telnet00ODO00OD0OO00000O0D00O0000O0OO00O0O0OOMIO
00000000000 Security Officer D000 0D0000 TelnetOOODODOOOOOO

goooog

ADD USERRSOO 146 00 00O
DELETE USER RSO0 1990000
DISABLE USER RSO 226 0O OO
SHOW USER RSO0 457 000 O
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FLUSH LOG OUTPUT

FLUSH LOG OUTPUT

o0o0ooooooooo /00

FLUSH LOG OUTPUT [={TEMPORARY|PERMANENT|output-id}]

output-id: 0 0 00 IDO 10200

g

goboooboooboobobooboobbobbooboobooon
goooog
OUTPUT 0UO0OO0OIDOODODODOOTEMPORARY OODOODOODODOODOODOOOODDOOOOOODOOD

O00000ooooooooo0o0ooooDoooo IDOD0DO0DODO0DODOOOODOOODOOOOOn
gobogbogoboooboobooboobboobooboon

goooog

PURGE LOGO 2630000
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HELP

HELP

O000oo0oo0ooooo /0000

HELP [topic]

topic: 0000000

g

gobooobooooooooo

O000000oDoDooO00 SETHELPOOOODOODODODOODODOODDOOOOODODOODOOOOOOOOO
SHOW SYSTEM O OOOOOooooO

gooooogono

Help
Help
Help
Help
Help
Help
Help
Help
Help
Help
Help

Help

Manager > help

8724SL/8748SL OO UOOOOODO

Operation
Switch

Ppp

IPp

IPV6
IPMulticast
IPV6Multicast
IPX
Firewall
Vrrp

Dhcp

Keybind

H*+ FH H H HF

This online help is written in Japanese

oboooooooooobooooooooo
oboooooooooboboooooooonf"HELP OPERATION" O
(#00000000000O0O0C0O0O00O0O000)

ooooo
oooooo
PPP

IP

IPV6
IpO000O0O0O
Ipve 000O0OOOO
IPX
oooooooo
VRRP
DHCPOODODO

oooooo

- V2.6 Rev.02 2004/02/25

(Shift-JIS) .

"H o0 ooQgm

g

nJ0o0ooooooooobooobo

googn
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HELP

s 000000000 IPOODOOOO

HELP IP

googod

SETHELPO 286 0000
SHOW SYSTEMO 4390000
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IF THEN ELSE ENDIF

IF THEN ELSE ENDIF

0000oo0oo0oo0o0ooo /00000

IF stringl {EQ|NE} string2 THEN commands [ELSE commands] ENDIF

Stringl:DDDDDDDDlDZSSDDD
StringZ:DDDDDDDDlDZSSDDD
commands: 00000

g

2000000stringl0string200000000000000000DO0O000O0DOOO00O00O00O0
goobooooboogoo

OO0 EQU20000000000U0U0ONED 2000000000000 00O0DO0O0DDOODODOODO
goboooboogoooboooo

0 00 Ostringl {EQ|NE} string20 0 0 0 0 00 THEN O O THENO ENDIF O 0 O THENO ELSED O
O00O00OO0O0OOENDIFOODDODODODODODODDODOO

O00D0D0D0ODDODOOOELSED 0000 ELSEOOELSED ENDIFOOOO0OO0OO0O0O0O0DO ENDIFOOOODO
goboooboooobooooo

O00O0D0D0O0DUOOOD ELSE0DDOODOODOODO ENDIFOOOOOO

goooognd

gobooobooooooooo

goooog

WAITO 467 00 0 O
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LOAD

LOAD

00000000000 /0000000000000

LOAD [METHOD=TFTP] [SERVER={hostname|ipadd|ip6add}] [FILE=filename]
[DESTFILE=destfilename] [DESTINATION={FLASH|NVS}] [DELAY=seconds]

LOAD [METHOD={HTTP|WEB|WWW}] [SERVER={hostname|ipadd}]
[SERVPORT={1..65535|DEFAULT}] [FILE=filename] [DESTFILE=destfilename]
[DESTINATION={FLASH|NVS}] [HTTPPROXY={hostname|ipadd}]
[PROXYPORT=1..65535] [USERNAME=username] [PASSWORD=password]
[DELAY=seconds]

LOAD [METHOD=ZMODEM] [ASYN=asyn-number] [FILE=filename]
[DESTINATION={FLASH|NVS}] [DELAY=seconds]

hostname: 00 00

ipadd: IPv4 0000

ip6add: IPv6 00 00

filename: 0 0000010100000
destfilename: 00 0000283000
seconds: 0 0 0004294967295 0 O
password: 1000001060000
username: 000001060000
asyn-number: 00000000000

g

0000000000000 0TFTPOHTTPOZMODEM OO OOOOO /0000000000
O0000D00DU0O0DU0ODUO0DOOOSETLOADER D 00000000000 ooooooooog

goooog

METHOD 00000000 TFTPOHTIPOWEBODWWW OO OMMZMODEMOOOOOOOOOOO

SERVER TFTP/WebOUOOODOODODOODODOOFQDNOD OO IPOODOOMETHOD O TFTP O
HITPO O OO WEBODWWWOOOOOOOODODOOOOTFIPOOOOO IPveO0O0OOOOODO
OODFQDNOOOOOOOOADDIPDNSOOOOO DNSOOOODODOOODOODOOOOOO

SERVPORT Web OO OOO TCPOOOOOOMETHOD O HTTPOOOO WEBODWWWOOOOO
O0ooooooooooooo 80

FILE 0000000000000 O00O0DO0ogoooooooooon

DESTFILE 0000000000000

DESTINATION OCO0000C0O0O00O0OO0OO0DOO0O0O0OOONVYSOO0OOO0O0OOO0O0O0 FLASHOO
000000000000 Uo0DoDUoUUog FLASH
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LOAD

HTTPPROXY HTITPOOOOOOOOOOOOOOFQDNOOOO IPOOOOOMETHOD O HTTP
0000 WEBOWWWOOOOOOODOOODODOOFQDNOOODODOODODOADDIPDNSOOOO
ODNSOOOOOoOoDoOOoooooooo

PROXYPORT HTTPOOOOOO TCPOOOOOOMETHOD O HTITPO OO0 WEBDO WWWO O
000000000 O00HTTPPROXY D ODOOODOODOOOODDODODOOODODO 80

DELAY 00000000000000000000000O0

USERNAME HTTPBasicOOOOOOOOOOMETHOD O HTTPO O OO WEBDWWWOOOOO
goooooo

PASSWORD HTTPBasicOOOODOOOOOOMETHODO HTTPO OO O WEBDWWWOOOOO
goooooo

ASYN 0OO0O0O0OO0OOOOOMETHODO ZMODEMOOOOOOOOOOO

g
s TFTP OO 00O 192.168.10.1030 00000 Obasic.cfgD 0000000000

LOAD METHOD=TFTP SERVER=192.168.10.103 FILE=basic.cfg

m TFTPO0 OO0 3ffex1 00000 00testtxt0 0000000000

LOAD METHOD=TFTP SERVER=3ffe::1 FILE=test.txt

m Web 0 0 0 0O0Owww.example.comU O 0O O O O O 0Oexample-0001.cfg0 0 HTTPO O O DO OO
DDeXOOOl.CngDDDDDDDDDDDDDDDDDDDDDDDDDDD URLODODDODOOOO
0 http:/ /www.example.com/confdir/example-0001.cfg0 0 0O O O

ADD IP DNS PRIMARY=192.168.10.5
LOAD METHOD=HTTP SERVER=www.example.com FILE=/confdir/example-0001.cfg
DESTFILE=ex0001.cfg

goooognd

HITPOOOOOODOOOODOOOOHTTPPROXY O PROXYPORT O SETLOADERO OO OOOOO
gobooobooooooooo

goooog

SET LOADERO 289 00 0 O
SHOW LOADERO 382000 O
UPLOADO 4650000
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LOGIN

LOGIN

O000oo0oo0ooooo /0000

LOGIN [login-name]

login-name: 0000 10640000000000000000000000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGH

g

gjoodooooooooobooboob

loginname 0 00000000000 0000000000O0O0ODOO0O0Ologin:00 login-name OO
0ooooboooobooooobooDobobD b oooboobOoDoobOooDbOooOoDooDbOon
0000000000 ooo LOGOFFOOOODOOO0OO0OLOGONOOO

goooognd

gogooooobobooooboboboooooooobobbobbbooooooobbbbobooboboboo
Telnet 000 0000000000000 TelnetD 000000000000 0OOO0O

goooog

LOGOFFO 2590000
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LOGOFF

LOGOFF

O000oo0oo0ooooo /0000

LOGOFF

g

O000oo0o0ooooooooooooLoGOUTO OO

goooog

LOGINO 2580000
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MAIL

MAIL

0000oo0oo0oo0o0ooo /00000

MAIL TO=email-addr {FILE=filename|MESSAGE=string} [SUBJECT=string]

[ETRN=domain-name]

email-addr: 000000000
filename: 00 000
domain-name: 0 0000
string: 100010131000

0

gobooobobooobbooboo
OO0 SETMAILOOOOODOOODOOODOOOOODOODOOOOOO

goooog

TO 0000000000user@domain.com 00 00 user@[192.168.10051 00000000000
OO0O0OODNSOOOODODOOODODODODADDIPDNSOOOOMmMOoOoOo IPOOOOOOOOOO
00o0oo0ooooooooooMXm

FILE 0000000000000 0000000O0000MESSAGEDODODOOO0O0DOO0O0O00Ooooon

MESSAGE 0U00OO0OO0OOOO0OOCOFILEODOOOOOOOOODOOOOOO

SUBJECT 0O0OO0OO0OO0OOOO

ETRN TOOOOOOOOOOOUOODOOODOETRNOOOOOODOOOOOOOOO0ODOO00O0O0OO0OOn
gooooooogooo

g
®m admin@mydomain.com D 0000000

MAIL TO=admin@mydomain.com SUBJECT="test" MESSAGE="This is a test."

goooognd

user@domain.com OO0 0000000000000 O0O0ODNSOOOOOOOOOOOdomain.com
MXOOOOODOOOoOOOoDOooooooooooooooooooooooooooooooooooo
MXOOOOODOOODOOOOoOOoODooDoOoooooooooooooooooooooooooooo
DDDDDIPDDDDDI:JI:JDDDDDDuser@[ipaddreSS]DDDDDDDDDDDDDDDDDDDD
ggo
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googod

ADDIPDNSOIPOO 1690000
DELETE MAILO 186 0 0 0O O

SET MAILO298 0000

SHOW MAILO4000 000

ooooo
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PURGE ASYN

PURGE ASYN

O00000000oo /000000

PURGE ASYN={asyn-number |ALL}

asyn-number: 00000000000

g

goboooboogobooobooboobbobboobo
goooog

ASYN 0000000 OO0DALLOOD0O0O0OO0OOOD0OOOOOODOOOOOOOOOOOO

goooodf

gobooobooobooobooboon

goooog

RESET ASYNO 269000 O

RESET ASYN COUNTERSO 270 0000
RESET ASYN HISTORYO 271000 0O
SET ASYNO 2810000

SHOW ASYNO 3430000
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PURGE LOG

PURGE LOG

o0o0ooooooooo /00

PURGE LOG [={TEMPORARY|PERMANENT|output-id}]

output-id: 0 0 00 IDO 10200

g

gobooooboogobooobooboobbobbooboobobooobobooobo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooooboogobooobooboobbobbooboobobooobobooobo

goooog
LOG 0000000000000 00oooooooooooo0oooooooooooooo
gobooogobooooboooooooboobboobooboobbobboobbobbooobo

gobooogobooooboooooooboobboobooboobbobboobbobbooobo
goooooooon

goooodf

gobooobooobooobooboon

goooog

DISABLE LOGO 209000 O
ENABLE LOGO 2340000
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PURGE NTP

PURGE NTP

O000oO0oO0ooooo /NTP

PURGE NTP

g

NTPOOOOODOODODOODODOOOOOOOO

goooodf

O0000000ooooo NTPOOOOODODODODODODOODOODODODOODODDODODOOODOOOODOOOO
goboooooboooboooo

goooog

DISABLENTPO 2140000
ENABLENTPO 2390000
RESET NTPO 2770000
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PURGE TRIGGER

PURGE TRIGGER

O000oo0oo0ooooo /0000

PURGE TRIGGER

g

gobooobooooboobooobo

gobooboogobooboboooboobbobbooboon

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon

gobooobooooboobooobo

goooog

CREATE TRIGGER CPUO 1620000
CREATE TRIGGER FIREWALLO 164 0 0 O O
CREATE TRIGGER INTERFACEO 166 0 O O O
CREATE TRIGGER MEMORYDO 168 0 O O O
CREATE TRIGGER MODULEO 1700 00O
CREATE TRIGGER PERIODICO 1730000
CREATE TRIGGER REBOOTO 1750000
CREATE TRIGGER TIMEO 177 0 0 0O O
DELETE TRIGGERO 197 000 O

DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00O

ENABLE TRIGGERO 2490 0 0O O

SET TRIGGER CPUO 3220000

SET TRIGGER FIREWALLO 324 00 00O
SET TRIGGER INTERFACEO 326 0 0 OO
SET TRIGGER MEMORYO 328 0 0 O O

SET TRIGGER MODULEO 330 0 000

SET TRIGGER PERIODICO 3320 00 O

SET TRIGGER REBOOTO 3340 0 00

SET TRIGGER TIMEO 336 0 O O O

SHOW TRIGGERO 445000 O

googn
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PURGE USER

PURGE USER

00000000000 /000000000000

PURGE USER

g

MANAGEROOOOOOO0DO0OO0OO0DO0DOODOOODOOOOOOOOOOO
MANAGEROOOOODOOOODOOO friend0000

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooobooooboobooobo

goooog

ADDUSERO 1440000
DELETE USERO 198 000 O
DISABLE USERO 2250000
ENABLE USERO 2500000
RESET USERO 2780000
SET USERO 3390000
SHOW USERO 4530000
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RECONNECT

RECONNECT

00000000000 /000000000

RECONNECT 1..5

g

gobooobooobooobooboon
O000o0o00o0O SHOWSESSIONS OO ooooooooo
g

s 000000000000 20000000

RECONNECT 2

goooog

DISCONNECTO 2270000
SHOW SESSIONSO 4140000
TELNETO 462 000 0O
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RENAME

RENAME

00000000000 /oOooooooooooooo
RENAME src-filename dst-filename

sre-filename: 00000000
dst-filename: 00000000

g

goooooooooo

goooog

DELETE FILED 1820 00 O
SHOW FILEO 367 00 OO
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RESET ASYN

RESET ASYN

O00000000oo /000000

RESET ASYN|=asyn-number]

asyn-number: 00000000000

g

gobooobooooooooo
Telnet 0D D OO0O0OOOORESETASYN=0O OO OOOO0ODODODOD0OO00O0D0D0D00000O00000O0O
goboooboooobooobooboon

goooog

ASYN 000000000000 00000000000ooooooooo

goooog

PURGE ASYNO 2620000

RESET ASYN COUNTERSO 270 0000
RESET ASYN HISTORYO 271000 0O
SET ASYNO 2810000

SHOW ASYNO 3430000
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RESET ASYN COUNTERS

RESET ASYN COUNTERS

O00000000oo /000000

RESET ASYN|[=asyn-number] COUNTER [={DIAGNOSTIC|INTERFACE|RS232}]

asyn-number: 00000000000

g

oooooooMIBOOODODOODODOOODOOO
goooog

ASYN 000000000000 000000000000D0oooooooo
COUNTER MIBOOOOOOOOOODOOOODOOODOOODOOODOOOOODOOOO

goooog

RESET ASYNO 269000 O
RESET ASYN HISTORYO 271000 0O
SHOW ASYNO 3430000
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RESET ASYN HISTORY

RESET ASYN HISTORY

O00000000oo /000000

RESET ASYN|=asyn-number] HISTORY

asyn-number: 00000000000

g

000000 UooooTIYODODDODODDODDODODDODODODODOODODODODODDODOODOODOO
goooog

ASYN O00000OO0OO0OO0OO0OO0OO0OOOO0OOOOODOODOOODDOODDOOODOOODOOOOOOOOOO
gooogooo

goooodf

0000000000o0000ooo0/000000000000000000

goooog

RESET ASYNO 269 000 O
RESET ASYN COUNTERSO 270 0000
SHOW ASYNO 3430000
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RESET CPU UTILISATION

RESET CPU UTILISATION

O000oo0oo0ooooo /0000

RESET CPU UTILISATION

g

cPUOOODODOODOOODOOODOODODOO

goooog

SHOW CPUO 3550000

272 | CentreCOM8700SLO 000 O0O0O000ODODOOOO 2.9 gooood
J613-M0019-01 Rev.Q



RESET ENCO COUNTER

RESET ENCO COUNTER

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

RESET ENCO COUNTER={DES|RSA}

g

ODOODENCOODOODODOODODOODOOOOOOODOODOODOODDDODDO
goooog

COUNTER COO0OOOOOODESORSAOOOOOOO

goooog

SHOW ENCO COUNTERSO 358 0 0 0O O
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RESET FILE PERMANENTREDIRECT

RESET FILE PERMANENTREDIRECT

00000000000 /0000000000000

RESET FILE[=filename] PERMANENTREDIRECT

filename: 00 000

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goboooopoooboooobo

ADDFILEO DO OO O CREATE FILE O 0O 000 PERMANENTREDIRECTO O OO OOOOOOOO
goooooogobooobooboobobobboobooobooboboobbobbobbooo
goooooo

goooog

FILE 0000000000000 0000O0000oo0oooooooooooooooooooon
goooooo

g
s J00000000000000000 swidebugtxtOOOOODOOO

RESET FILE=swidebug.txt PERMANENTREDIRECT

goooodf

O0000D0D0OD0UODO0ODUOADDFILEDOOOO CREATEFILEO OO OO0 OO0 OENABLE XXXX
DEBUGHOOO00O00O0O0O0ODOO0O000O0DO0O0ODO0O0000O0O0O0O0O00000000OdDISABLE XXX
DEBUGH O 0000000000000 0000ooooooooo

goooog

ADDFILEO 116 DO OO

CREATE FILEO 154 00 0O

SHOW FILEO 367 00 OO

SHOW FILE PERMANENTREDIRECTO 369 0 0 0O
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RESET INTERFACE COUNTERS

RESET INTERFACE COUNTERS

O0000000o00oooO /SNMP

RESET INTERFACE|[={ifindex|interface}] COUNTERS

ifindex: 000 00000000000O0OMIBO ifIndexO
interface: 0 00000000

g

OSNMPvl/v2c/30 00000000 MIBOOOOODOODOOO
goooog

INTERFACE 0000000000000 0000O0IIndexDOODOO0O0OD0D00O00ODO0O0OOOOOOO
00000000000 00000SHOW INTERFACE OO0 00O 0O 0Oiflndex0 0O O 0O O Interfaced
000000000000000000000000000portXMXOOOOOOMVLANDOD
000000000000000000vlanXMMXO VLANIDOOOOOOOOOOODOOOO
goobogoooooboooooooboobboobooboobbobboobboobboobo
goooooogon

goooodf

0000000000000 00OSHOW INTERFACEDO O OO0 COUNTERSOD OO OOOOOOOO
Oo0ooooooMIBOOOOoOooooooooooMIBOOOODODOODOODoODoODOoooooooooo
goooo0o0oUooooOUooooMIBOOODOoooooooooog

goooog

SHOW INTERFACEO 3790000
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RESET LOADER

RESET LOADER

00000000000 /0000000000000

RESET LOADER

g

000000000000 LOADERODDDODODODODODDOO
gooooopogobooobooboobobobboobooobooobboobbobbobbooo
gobooobooooboooboooobo

goooog

LOADO256 0000
SET LOADERO 289 00 0 O
SHOW LOADERO 382000 O
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RESET NTP

RESET NTP

O000oO0oO0ooooo /NTP

RESET NTP

g

NTPOOOOOODODOOOoOooo
0000000000000 DODOODO0ODO000000000000NVSOODDODOOODONTPOOODO

goooon

goooog

DISABLENTPO 2140000
ENABLENTPO 2390000
PURGENTPO264 000 0O
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RESET USER

RESET USER

00000000000 /000000000000

RESET USER[=login-name] COUNTERS [={ALL|GLOBAL|USER}]

login-name: 0000 10640000000000000000000000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGH

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
oo

goooog

USER 0000000000000 00000O0OOO0OO0OOO0OOO0ODOOOOOO0O0OO0OO0OO0OO0

COUNTERS 0000000000 OOOOOUSEROOOOOODOOOOOOOOODOOOOOODOO
ALLODDOODODODODOODODODMGLOBALD D OO ODODODUODO0DODODMmMUSERDOODODOOOODOOOO
0000000000000 0USEROOOOOOOOOOODDOO0D0D0OOOCOUNTERS OO
O000oO0o USERODOOODOOOOOOOOOOO0OO0OO0O0OO0ODODOOODODOODOO

goooog

ADDUSERO 1440000
DELETE USERO 198 000 O
DISABLE USERO 225000 O
ENABLE USERO 2500000
PURGE USERO 266 00 00O
SET USERO 3390000
SHOW USERO 4530000
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RESTART

RESTART

O000oo0oo0ooooo /0000

RESTART {REBOOT|SWITCH} [CONFIG={filename|NONE}]

filename: 0000000 000O.cfg 0 .scpd

g

goooooooooo
goooog

REBOOT 0000000000 OO0000ODOODOOOO0O0DOODOOOODODDO CONFIGOODOODODOO
goooooo

SWITCH 00000000000 00D000D0000000000OCONFIGOODOOoOOoOoOoooooOo
gobooboobooobooobo

CONFIG 00O00O000OO0O0oDOOO00oDo0o0oooo0ooooooDoSWITCHOOOOOOO
O0O0O0O0D0ODODOONONECOODODDODDODDOODODODODOOoOoOOODODOO0D0Dooooooooooo
O00@MOo0000ODoO0ODODDOD0ODDOD0O0DDO0O0OSETCONFIGO OO ODOODODODOODODOODOODOO
goooooboogon

o
=" 00000000000

RESTART SWITCH

ml0000000000O0O00O0

RESTART SWITCH CONFIG=NONE

1000 TEMPCFGOOOOOOOOODO

RESTART SWITCH CONFIG=TEMP.CFG

nJ0o0ooooooooobooobo

RESTART REBOOT
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RESTART

goooodf

SNMPOOOOOOOOOO0OOO0OOO0OOO0OOOREBOOTOOOOOOOOOOOOOOOOMSWITCHOO
0000000000000000000000000000 coldStart0 00000000 OO warmStart
ODOODO0OOORESETIPOO0O0O0OO0OOOOOOOOOOOO

goooog

SHOW CONFIGO 353 0000
SHOW EXCEPTIONO 3620 00 O
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SET ASYN

SET ASYN

O00000000oo /000000

SET ASYN|[=asyn-number] [ATTENTION={BREAK| P|NONE}] [CDCONTROL={CONNECT|
IGNORE|ONLINE}] [DATABITS={5|6|7|8}] [DTRCONTROL={CONNECT|OFF|ON} ]
[ECHO={ON|OFF|YES|NO|TRUE|FALSE}] [FLOW={CHARACTER|HARDWARE|NONE} ]
[HISTORY=0..99] [INFLOW={CHARACTER|HARDWARE|NONE}]
[MAXOQLEN=0..214783647] [NAME=string] [OUTFLOW={CHARACTER|/HARDWARE|
NONE}] [PAGE={4..99|0FF}] [PARITY={EVEN|MARK|NONE|ODD|SPACE}]
[PROMPT={string|DEFAULT|OFF}] [SECURE={ON|OFF|YES|NO|TRUE|FALSE}]
[SPEED={AUTO|75|110|134.5|150|300|600/1200|1800/2000|2400|4800|9600|
14400]14.4K|19200|19.2K|28800|28.8K|38400|38.4K|57600|57.6K|115200|
115.2K}] [STOPBITS={1]|2}] [TYPE={DUMB|VT100}]

asyn-number: 00000000000
string: 10 0010150000000000000000000000

g

goboooobogoobooobooboobbobboobooobo
goboobooboobooobooobooboobbo

goooog

ASYN 000000000000 00000000000000000000O000O0O00O0O0

ATTENTION 0OO0O000O00O000000D00000000000000 TelnetDOOOODOO0OO0OOO
goboogoobooooboooooooboobboobooboobbobboobbobboobo
O0000000O0D0OO0DOO0O0OOCONNECTPORTOOODODOOODODOOOOODODOOOOODO
00000 BREAKM BreakD OO M Telnet DO OOOOTELNET OO D OD0OO0OOO0OOOOODOO
0000000 POCl/POODOMMSPEEDOOODODCOOO AUTOD O OOODODOOOODOOOO
0000 BREAKOODOODDOODDODODODODODOODOODODOODODODOO

CDCONTROL DCDOOOOOOOOOOOOOODOOOOOOODOOOOCONNECTODOOOOOO
O0o000oooooooo0oooooooobChO000U00DODoDoooOoDoDoUooDoooon
O0000D0D0D0D0OD0OOODUOOONLINEDODDDODOODUOOooDoooooooooooooooon
Oo0ooDCDOUO0DOD0DDOOUO0O0O0O0DUD0ODU0U0D0D0DUUOOD0OUOUIGNOREDODOOOOOO
O0o000oooooooooo0ooooooobChbO0D0O0U00ODoDoooOoDoDoODUoooooon
IGNORED

DATABITS 000000000 00OOOD 1000000000000D0O0OOOOO0O0OO0OODOODOOO
00 80

DTRCONTROL DTROOOOOOOOOCOOOODDOOO0O0ODO0OOOOOCONNECTODOOOOO
0000000 DIRODODUDODO0O0DO0DOND0DODODODODODODODOD0DOODODOODODOOOOONDOOO OFF
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SET ASYN

O00oo0oooDIRODODODODOOODOOOOOOUODODODDUODDUDUOOODOOD ONO

ECHO 0OO0O0O0OO0O0OO0ODOOODOOODOOO0O0O0OONOO0OOO0O00O0ooooooooooooogn
O00000oD0OO0oOoDODOOOFFOOOODODODOOODODODDOODODDODDOODODDODOODODOOOOOOOO
0000000000000 ooDOo ONO

FLOW 000000000000000000000000000000000ONONEODODDODOOO
000000000000000000000000000 RTS/CTSOO000000O0OOOO0OO
0000000000000 000000D0D0D0D000OCHARACTERDOOODODOODOoOoOOoQO
O00O0000D00OXON/XOFFOOOODOODOD00D0000D0D0D0OD0D0OHARDWAREDOOOOO
O000000000000000RTS/CTSO0000000O000O0O0O0O0OOOO0O0O0OOOO
00000000000 O0INFLOWO OO OUTFLOW OO ooooooooooooooooo
goboogoooooboooboobbobboo

HISTORY 00000000000 OOOO0OOOOOOOOOOOO99000000000OHISTORY
goooooooooboooooooboobboobooboobbobboobboobobooobo
O00O0O0OO0O0ORESET ASYNHISTORY OO ODOOOODOOOODOOD 300

MAXOQLEN 000000000000 000D0D0O0OO0OO0O00000D00ODO0O000000OoO0OOO
goobogoobooooboooooooboobboobooboobbobboobbobbooobo
oo 1ooo00ooooooo0o000000D0UO0DODOOO

NAME 0000000D000000D0000D00D0000D00Asyn#00#000000000000
O00O0OO0OSHOWASYNOOOODOOOOoooo

PAGE 000 100000000409 000000000000000 2200FF00000O0DOOO
goboooboooooooboobbon

PARITY 0000000000000 0OO0O0OOOO0O0000ODO0O0O0O0000O0ODOOO NONEDODO
goobooom

PROMPT 0O0O0O0O0OO0OOOODEFAULTOOOOOOOOODOODOO

SECURE 0000000000000 00OO0ODOO00O0ODODOOO0O00OO0O0OO00O0OOOOOOoon
0 ONO

SPEED 0000000000 O0OODAUTOOODDOOOOOO0O0ODODOOOOOOODDOOATTENTION O
00000000 BREAKOOOOODOOODOODMmMOOODOOOOOO 19200bps0 0000
gooboooogoooboooooooboobboobooboobbobboobboobbooobo
gooboooogoooboooooooboobboobooboobbobboobboobbooobo
O000oooooooooooooooooo 9000

STOPBITS 000000 DOO0OOOO0O0O0100000000000D0O0O0O0ODO0O0DODODODOOOOOO
ooo 10

TYPE 0000000000 O0OOOOOOVTIOOD VTII00O O OO DUMBOOODODOOOOOOOOO
O00ooo vVTiooo

g

sj00obobobobooboooboobbooobo
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SET ASYN PAGE=0

googod

RESET ASYNO 2690000
SETTTYD 3380000
SHOW ASYNO 3430000
SHOW TTYD 450000 O

ooooo
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SET CONFIG

SET CONFIG

00000000000 /0000000000

SET CONFIG={filename|NONE }

filename: 0000000 000O.cfg 0 .scpd

g

gobooooogobooobooboobboobooboobbooobboobo
goooog

CONFIG 000000000000 .cfg000.scpNONEODOOOOODOOODOODOOOOODO
0000000000000 0bootcfg0ODOODOOOODOOOODODOOODOOODOOO
goobogoo

goooog

CREATE CONFIGO 1510000
RESTARTO 2790000
SHOW CONFIGO 353 0000
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SET ENCO KEY

SET ENCO KEY

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

SET ENCO KEY=key-id [DESCRIPTION=string]

key-id: 0 0 0 000655350
string: 10 0010250000000000000000000000

0

goboobooooooon
goooog

KEY 00O
DESCRIPTION 0000

goooog

CREATE ENCO KEYD 1520000
DESTROY ENCO KEYO 20000 OO
SHOW ENCO KEYO 360 0 00O O
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SET HELP

SET HELP

O000oo0oo0ooooo /0000

SET HELP=filename

filename: 00 000

g

HELPOOOOOUOOOOODODODODODODOOoOooooo
O00000 SHOWSYSTEM OO O Ooooooooo

googgo
HELP 00000000
o

s 0000000000 222-0lHLPOOO0O0O0O0OOOO

SET HELP=222-01.HLP

goooodf

goooooooobooobooboobbobbooboobbooboboobobobbobboo

goooog

HELPO 2530000
SHOW SYSTEMO 4390000
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SET INSTALL

SET INSTALL

O00000000oo /000000

SET INSTALL={TEMPORARY|PREFERRED|DEFAULT} [RELEASE={filename|EPROM}]
[PATCH[=f1ilename]]

filename: 00 000

0

goboobooboobooobooobooboobbo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
000000000o0oooooooo0o00U00000D00D00oD0OD00O0O0TEMPORARYD OO DOODO
O00000000D0O0O0D0D0OODMMPREFERREDOCOOOOOOOODOOOMmMDEFAULTOOOOODO
O000D0DO0OD0DUOODODEPROMOOOODDOODOOODOODODOODODOO

goooog

INSTALL OOOO0OOOOO

RELEASE 00000000000O0O86s-222rez00 M DEFAULTOODOOOODCOOOO EPROM OO
gooo

PATCH 000000O00O00ODO86222-01.paz0

g

00000000 86s-222rez000000D00O 86222-0l.paz0 000000000 O0O0ODOOOOODO
gobooooboogn

SET INSTALL=PREFERRED RELEASE=86s-222.rez PATCH=86222-01.paz

goooog

DELETE INSTALLO 183 000 O
SHOW INSTALLO 377000 O
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SET INTERFACE TRAPLIMIT

SET INTERFACE TRAPLIMIT

O0000000o00oooO /SNMP

SET INTERFACE={ifindex|interface} TRAPLIMIT=1..60

ifindex: 000 00000000000O0OMIBO ifIndexO
interface: 0 00000000

g

OSNMPvl/v2c/30100000000000000000000000O00O0OOODOODOOOODOOO
000 SHOW INTERFACEOD OO O OoOoOOoooo

goooog

INTERFACE 000000000 ifiIndexO0000000000000iIndexO00000000000O0
OOSHOW INTERFACED OO DOOO0OD00O000000D000000000D000000O0portXO
OXOODODODODODWVLANOOOOODOODOOOO0OOO0O000000vlanXm XO VLAN IDOO
uon

TRAPLIMIT 100000000000000O0O0OODOOODOOODOODODO 200

g
s 000000 10000000001000010000000000

SET INTERFACE=portl TRAPLIMIT=10

goooog

DISABLE INTERFACE LINKTRAPO 208 O 0 O O
ENABLE INTERFACE LINKTRAPO 233 00 0 O
SHOW INTERFACEO 3790000
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SET LOADER

SET LOADER

00000000000 /0000000000000

SET LOADER [METHOD={HTTP|TFTP|WEB|WWW|ZMODEM|DEFAULT}] [SERVER={hostname|
ipadd|ip6add|DEFAULT}] [SERVPORT={1..65535|DEFAULT}] [FILE=filename]
[DESTINATION={FLASH|NVS|DEFAULT}] [HTTPPROXY={hostname|ipadd|DEFAULT}]
[PROXYPORT={1..65535DEFAULT}] [ASYN={asyn-number|DEFAULT}]
[USERNAME={username|DEFAULT}] [PASSWORD={password| DEFAULT}]
[DELAY={seconds|DEFAULT}]

hostname: 00 00

ipadd: IPv4 0000

ip6add: IPv6 00 00

filename: 00 000

asyn-number: 00000000000
username: 000001060000
password: 1000001060000
seconds: 0 0 0004294967295 0 O

g

LOADO 0000000000000 oooooooooooooooooo
LOADODOOO0O0OO0ODO0O0D0000N0D0O0oo0oDODO00D00D0D00D0D0o0oD0o0ooooooDooo
goooon

goooog

METHOD 00000000 TFTPOHTIPOWEBODWWW OO OMMZMODEMOOOOOOOOOOO
DEFAULTOOOOODOOOOOOOODODO TFTPO OO

SERVER TFTP/Web OO OOODOODODODODODODODFQDNOD OO IPOOODOOTFTPODOOOO IPv6
O000000O0O0OO0OFQDNOOOODOODODOADDIPDNSOOOOO DNSOOOOOOOOO
ODO0OD0DUODOODEFAULT 00000000000 oooooooooo

SERVPORT WebOUOUOO TCPOOUOOOUDEFAULTOUOOOOOODOOOOODOD 80ODOO

FILE 0000000000000

DESTINATION COO00000O0O00OO00OO0DO0OO0O0OOONVYEOO0OOO0O0OOO0O0O0 FLASHOO
O00O0DU0O0DU0ODU0UOD0DU0UOODEFAULTO OO0 00000000000 FLASHO OO

HTTPPROXY HTTPOOOOOOODOOOOOOOEFQDNOOOO IPOOOOOFQDNOOOOOO
OODADDIPDNSODOOOO DNSOOOODOOOOOODODODODOOOOODEFAULTOOOOOO
goboooooooobooobo

PROXYPORT HTTPOOOOOO TCPOOOOOODEFAULTOOOOOODDODOOODOOO 80O
RN

ASYN 00000000 OZMODEMOOOOOOOOOOOOOOODEFAULTOOOOOOOOO
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SET LOADER

gooboooobooooo

USERNAME HTTPBasicOOOOOOOOOODEFAULTOOODOOOOODOOOOOOOOOOO
RN

PASSWORD HTTPBasicOOOOOOOOOODEFAULTOOOOOOODOODOOOOOOOOOOO
uo

DELAY 00000OLOADODOOO0O0O000O0ODOODOODOOUO0O000O0DODOMmDEFAULTODOOD
ooopoooooooooon

goooog

LOADO256 0O OO
SHOW LOADERO 3820000
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SET LOG OUTPUT

SET LOG OUTPUT

o0o0ooooooooo /00

SET LOG OUTPUT={TEMPORARY| PERMANENT|output-id} [DESTINATION={EMATIL|
MEMORY|NVS|ROUTER|SYSLOG}] [MAXQUEUESEVERITY=severity] [MESSAGES=count]
[PASSWORD={password|NONE}] [QUEUEONLY={YES|NO}] [SECURE={YES|NO}]
[SERVER=1padd] [TO=email-addr] [ZONE={time-zone|lutc-offset}]
[FACILITY={DEFAULT|LOCALL. .LOCAL7}]

output-id: 0 0 00 IDO 10200

severity: 0000000070

count: 000100

password: 1000001016 000000000000000O00O0OO0OOODOOO0OOOOOOOOOOO
ipadd: IP 0000

email-addr:- 000000000

time-zone: 0000000

utc-offset: 100 00O OUTCOODODOOOODODOO+23:59:590-23:59:590

0

gobooobooooooooo
goooog

OUTPUT OOOOO0OIDO102000000000000000000TEMPORARYORAMO OOO
0O PERMANENTI NVSOO OO0 00O TEMPORARY 0000000 OMAXQUEUESEVERITYO
QUEUEONLYOSECUREO O ODODOOOODOOOOD ODESTINATION O MEMORY OO O
ODO00ODO0O0ODO0OO0OPERMANENTOOOOOOOOODESTINATIONDO NVSOOOOOOOO
ONVSOOOOoooooooooooooooom

DESTINATION 00000 O0OO0OO0OO0OCOEMAILOTOOOO0OOOOOOOOOOOOOOOOOOO
ODO0O00MmMMEMORYDO RAMOOOOOOUTPUTOOODOOOO TEMPORARYO OO DO OO
DO0O00@MNVSOOODoooooooooooOUTPUTOOOODO OO PERMANENT OO OO
0000000 MMROUTERDSERVERO O OOODOODOO0OOOODOO Secure Router Logging
Protocol (SRLP) D 0000 O MMSYSLOGOSERVERO O OOOO0ODOOO syslogOOOO00
DDDDDDDDSySlOgDDDDDDDDDDDDDDDDDDDD

MAXQUEUESEVERITY QUEUEONLY OO OOOOO YESOOODODOODDODOOODOODOOOO
goobooooooboboob bbb bbb booobbbooobooo
00 QUEUEONLY O YESO O OO OMAXQUEUESEVERITY OO O OO 0000000000
Dooooooooo MESSAGESODODODODODOUOODOoOOOODODODODOoOoooooooooon
MAXQUEUESEVERITY O OO OOOOoOoOooooooooooooooooooooooog
O0000000000000DESTINATIONOOODOOOO SYSLOGUOOOOoDOoOoooooo
ODOOUTPUTOOODOOOO TEMPORARY DD D OOOODODOOODODODODOODOOOOOOOO
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SET LOG OUTPUT

odooo0ooo7000000000ooO00oo00oooU0OooDU00ooOOoUoooDOooooOoooOO
oo ooooo

MESSAGES DESTINATION O SYSLOG OO OOOOOD 00O ODESTINATION O NVS O MEM-
ORYDODDODODOODDODOODODODOOODOODODODODODODODOOOOoOooooooooo
000 0ODESTINATIONO EMAILOOOODO0O000000O0O0O0D000O00OUODESTINATION
OSYSLOGUOODODOODODOODODO 200MEMORY O OO OOODOOOO 2000 EMAILO OO0
1000NVS OO OO 200

PASSWORD SRLPOOOO0O0OO0O0O0OO0OOOOOO0OO0OOOOOOOODOOODODOODESTINATION
OROUTERODUOOODOOOOOOODOOOOOOODOOOOODOOOOOOOO MDSOOOOOOO
oo oobobobobooobooboooo

QUEUEONLY 0000000000000 00D00000000000000OUTPUT O TEMPO-
RARYODOUOOOOODODODODODUOODODOOODOOOODOOOODESTINATION O SYSLOG OO O O
O0ooo0ooooooooooooooooog NOO

SECURE 0000000000000 0OO00OO0O00OONODOODDODODOOODODOOOOODOoooOGg
00000000000 oooooOUTPUTOD TEMPORARY D DD ODOOOODOOOOOOO
00 000000DESTINATION O ROUTER O PASSWORD OO OO O OO OOoooOooo
DESTINATION O MEMORY O NVSO OO OOOOOOO YESOODOODODOODOODOOOOO
NOO

SERVER DESTINATION O ROUTERO SYSLOGUOUOOOODODOOODOOOOIPOOODOOOODOO
ROUTER O 0O 0 0O OSRLPJ Secure Router Logging Protocol00 O 0O 00 UDP 5023 O COSYSLOG
DDDDSySlOgDDDDDUDP514DDDDDDDD

TO DESTINATIONO EMAILOOOOOOOO0OOOOOODOOOO0OODOOOOOOOOO

ZONE OO0OO0OO0OOODO0OOOoOoUTCOOODOOODoOooOooooon

FACILITY DESTINATION O SYSLOGOOOOOOOO SySlOgDDDDDDDDDDDDDDDD
ODOOODODEFAULTOOODOO0DOODDOODOOODOODOOODOO0OOO0Oo0o00oooooooog
DDDDDDDSySlOgDDDDDDDDDDDDDDLOCALlDLOCAL7DDDDDDDDDD
DDDDDDSySlOgDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
DEFAULTO O OOOODOO0ODOO00OODO0O00O00OO0Mm

goooog

CREATE LOG OUTPUTO 1570000
DESTROY LOG OUTPUTO 201 000 O
SHOW LOG OUTPUTO 3910000
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SET LOG OUTPUT FILTER

SET LOG OUTPUT FILTER

o0o0ooooooooo /00

SET LOG OUTPUT={TEMPORARY| PERMANENT|output-id} FILTER=entry-id
[ACTION={PROCESS|IGNORE}] [ALL] [DATE=[opldate] [DEVICE=[opldevice]
[FILE=[op] filename] [MASK=ipadd] [MSGTEXT=[oplstring]
[MODULE=[op]lmodule-id] [ORIGIN=ipadd] [REFERENCE=[op]string]
[SEVERITY=[oplseverity] [SOURCELINE=[op]line-num]

[SUBTYPE=[op] subtype-id] [TIME=[opltime] [TYPE=[op]type-id]

output-id: 0 0 00 IDO 10200

entry-id: 10000000100

op: 00000 M<KMOODO0OOD>MO00OD!MO0000OD M O000D%M000000000Mm
date: 000 dd-mmm-yyyy 0000dd 0001031Mmmm 000000000 300000APRMyyyy 00000
device: 100000

filename: 0000001012000

ipadd: IP 0000000000000

string: 00 0O

module-id: 000 0000000000000 0O0O?2550

severity: 0000000070

line-num: 0000100

subtype-id: 0000 0000000000000 ID

time: 00 O hhmm:ss 000 O0hh 000002300 mm 00 00059 ss 00 000590

type-id: 000 000000000000 ID

g

goboobooooobooboooboobbobboobooboobbooo
goooog

OUTPUT 00000 IDOIO2000000000000000000TEMPORARYM RAMOOOO
OPERMANENTOONVSO OO OOOO

FILTER 0000000000000 O0O0OOOOO0O0DOOOOO0000O0OO SHOW LOGOUTPUT
00000 FULLOOO0ODOO0OO0DO0O0O0000ooDoooooooooooooooooooon
oo

ACTION 000000000000 00OODO0O000DOO000O0DODOO0OO0O0OPROCESSOOOOO
OO0OOIGNORED D ODODOOODODODOOO PROCESSO

AlL 0000000000000 O0DOOOO00O0OOO00DOODO00DODODO0OODODOODODDOO0OODOOOn

DATE 00000000000 0OO0ODOOODODOOOOOOOOOn

DEVICE 000000000000000000000OO000OO0O

FILE 0000000000000 00000000000logmain.cO0000O000O0OOOSHOW
LOGOODOOoOOoO FULLODDODODODOOOODU0o0ooooooooooooooooooooogo
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SET LOG OUTPUT FILTER

gooo

MASK 0000000000 O00O00OO0OIPODDOOOOOO0ORIGINODOODODODDODOODODODOOO
00000000 255.255.255.2550 0 0000 M

MSGTEXT 0000000000000 0000000000O000O0O0O0O0O0O0O0O0O0O0

MODULE 000000000000 0000000000000000000D0O0OooOogg

ORIGIN 0OO0O0OO0O0O0OIPOODOOOMASKOOOOODODODODODODOODOOOOODOOOODOOOOOOO
oooooIPO00O0O0OoOoOoooong

REFERENCE 0000000000000 0O0O0O0DOOOOOOOOO

SEVERITY 0000000000000 00000000000000O0O0OO0OO

SOURCELINE 0OO0OO0O0O0O0OO0O00O0OO0OO0000O00O0O00O0ODOODOO0OO0DOO0O0000000000OOO
oo

SUBTYPE 0000000000 OOOOODOOOOOOO0OOOOODOOOOOOOOODOOOOOOOO

TIME 00000000000 OO0ODOOO0ODOOOOODOOOO

TYPE 0000000000000 O0DOOOOOOOOOOOODOOOOOOOODOOOODOOO

goooog

ADD LOG OUTPUTO 1190000
CREATE LOG OUTPUTO 1570000
DESTROY LOG OUTPUTO 201 000 O
SHOW LOG OUTPUTO 3910000
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SET LOG RECEIVE

SET LOG RECEIVE

o0o0ooooooooo /00

SET LOG RECEIVE={ipadd|ANY} [MASK=ipadd] [ALLOW={YES|NO}] [PROTOCOL={ALL|
BOTH|NEW|OLD|SYSLOG}] [PASSWORD={password|NONE}]

ipadd: IP 0000000000000
password: 1000 0010le000000000000D0O000OO0OO0ODOOOOOOO0OOOOOOOO

0

gobooobooobooobooboon
goooog

RECEIVE 000000 IPO0O0OO0OOMASKOOOOOOOOOO0OOO0OO0O0O0O0OO0ANYO 0.0.00
oooooIP0oOooOOOO

MASK RECEIVEOOOOOOOO0OO0OO0OO0O0OO0OO0O0O0O0O0O00O0O0OO0O0ORECEIVE=ANYOOO
RECEIVE=0.0.0000000000000

ALLOW RECEIVE/MASKOOOO0OO0 IPOOO0OO0DO0O0ODO0OOOOODOOOOOOYESOODOOO
ooNOODOOOoooo

PROTOCOL RECEIVE/MASKOOOOOIPOOO0OO0O0O0OO0OO0O0O0O0ODOOOOOOOOOOOO
0 000 0OLDO Net Manage Message Protocol (11 NEW 0 SRLPT] SYSLOGO BOTHO OLD O
NEWI ALLOOLDO NEWO SYSLOG O OOOooooooooo

PASSWORD SRLPO0OO0O0OO00OO0O0OO00O0O0O0OO0OOOOOOOOOOOO0O0OO0OO0O0O00O0O
0000000000000000000000SRLPOODOO0DO0O0O0O0PROTOCOL=NEW OOO
BOTHO ALL 00 O 1

goooog

ADD LOG RECEIVED 121 0000
DELETE LOG RECEIVEO 18500 OO
SHOW LOG RECEIVEO 396 0 0 0O
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SET LOG UTCOFFSET

SET LOG UTCOFFSET

00D000000DDOoO /00
SET LOG UTCOFFSET={time-zone|utc-offset}

time-zone: 0000000
utc-offset: 100 00O OUTCOODODOOOODODOO+23:59:590-23:59:590

g

gooooooooooUTrCcooooooooo
goooog
UTCOFFSET 00000000000 0000O000000D0O0000D00O0O0O0O00oooooog

goooooooooooooUTCoooooooooooooDOo+0DO0DDODODDODODODODOO
go-0boboboo

ASIA +8:00 Asia
ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time
CHINA +8:00 China
GMT +0:00 Greenwich Mean Time
UK +0:00 Greenwich Mean Time
HK +8:00 Hong Kong
JST +9:00 Japan Standard Time
MET +1:00 Mid-European time
NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore
TAIWAN +8:00 Taiwan
UTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
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SET LOG UTCOFFSET

EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

029000000000

g
s UTCOOOOOO0OODOODOOODOOODOODODOOMm

SET LOG UTCOFFSET=JST

s UTCOOOODDOOODOODOOODOODODOOMm

SET LOG UTCOFFSET=+9:00:00

goooog

SHOW LOG STATUSO 398 0 0 OO
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SET MAIL

SET MAIL

0000oo0oo0oo0o0ooo /00000

SET MAIL HOSTNAME=hostname

hostname: 00 00

g

goboooboogobooobooboobbobboobo
oo0ooooosMTPOOODOOODOUOOOSMTPO HELOOODODODUOODOOOOODOoOoooooooOoO
OOMAILOOODOODODOOO0DO0OO0OO00O0OO0O0O0OO0O0OO0O0O0O0O0O00O0O0O0O0O0O0O0O0O0O0O0

goooog

HOSTNAME 0000000000000 OFQDN=Fully Qualified Domain NameO OO OO0 00
J000Oooooo NONEOOODOOO

g
s J0000000000000000000whitemydomaincomOO0O0000O0

SET MAIL HOSTNAME=white.mydomain.com

goooog

SHOW MAILO 4000000

298 | CentreCOM 8700SLO0000 0000000000 2.9 gooog
J613-M0019-01 Rev.Q



SET MANAGER ASYN

SET MANAGER ASYN

O0000o0o0o0o0ooo /0000000

SET MANAGER ASYN={asyn-number |NONE}

asyn-number: 00000000000

g

goboooboogoboobobooboobbobboo
O0000ooooDOooooDoDooODDOO0O0 MANAGERDOOOOOOOOODODOOOOOSETASYNOODO
OO0 SECUREDOU0OO0OUOOOFFOODODODMUOODODOOoUooUo 1ooooooooon

goooog

ASYN 0000000000000 O00O00O00OO00O00OO0DO0O0OO00O0ODODO0ODODODODOUODODOO
gobooooboooboooooooboobboobooboobbobboobbobbooobo
ODOODODUOODMNONEDDDODDDODDDOODDOODODODOODDODOODDOO

goooog

LOGINO 2580000
SET ASYNO 2810000
SHOW MANAGER ASYNO 4020000
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SET NTP UTCOFFSET

SET NTP UTCOFFSET

O000oO0oO0ooooo /NTP

SET NTP UTCOFFSET={time-zone|lutc-offset}

time-zone: 0000000
utc-offset: 100 00O OUTCOODODOOOODODOO+23:59:590-23:59:590

g

oooooooooooUTCOODODDODOOODOONTPOOODOOODODOODO UTCOOODOODODOODOO
goobooooobooboo

goooog
UTCOFFSET 00000000000 0000O000000D0O0000D00O0O0O0O00oooooog

goooooooooooooUTCoooooooooooooDOo+0DO0DDODODDODODODODOO
go-0boboboo

ASIA +8:00 Asia
ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time
CHINA +8:00 China
GMT +0:00 Greenwich Mean Time
UK +0:00 Greenwich Mean Time
HK +8:00 Hong Kong
JST +9:00 Japan Standard Time
MET +1:00 Mid-European time
NZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore
TAIWAN +8:00 Taiwan
UTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
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SET NTP UTCOFFSET

EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

030:000000000

g
s UTCOOOOOO0OODOODOOODOOODOODODOOMm

SET NTP UTCOFFSET=JST

s UTCOOOODDOOODOODOOODOODODOOMm

SET NTP UTCOFFSET=+9:00:00

goooog

SHOW NTPO 4030000
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SET PASSWORD

SET PASSWORD

00000000000 /000000000000

SET PASSWORD

g

goboooopoooboooobo
0000000000000 0U00000000D00D0D0D0D0D0D00D0D0ooDoo200000000

gooooogono

Manager > set password

0l1d password: abcabc 00000000000 OO0OOOOOODOOODOODOOODOOOOOOO
New password: xyzxyz 00000000 OO0O0O0O

Confirm: xyzxyz 0000000000000 O0O0OOOOOOOOO

0000000000000 00000D0Entexr00gn

goooog

ADDUSERO 1440000
SET USERO 3390000
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SET RADIUS

SET RADIUS

O00000000oo /000000

SET RADIUS [TIMEOUT=1..15] [DEADTIME=0..1440] [RETRANSMITCOUNT=I1..5]

g

RADIUSO Remote Authentication DialIn User Server0 D0 00000000000 DOOOOODOO
goog

goooog

TIMEOUT RADIUSOOOOOOO0OO0OODOOOODO0OOOOOOODmMOOOOO TIMEOUTOOOOO
0000oD00o0oo0ooooooooooooooooooooooog enn

DEADTIME RADIUSOOCOOOO0OOO0OO0O0OO1+RETRANSMITCOUNTOOOOOOOOO
goboboboobooboooooboooobobooboobobooDUbbOobooboobDobDDLDoo O
oo0ooooopoooooooom

RETRANSMITCOUNT RADIUSOOO0OOOOOOOOOORADIUSOOOOOOOOOOOOO
O000000000 RETRANSMITCOUNTOO OO DO OOOOORETRANSMITCOUNT O O
0000000000000 0oU0Oo RADIUSOOOODODODODODODOOODO0DODODODOOOOOOOO
goooooboooboooboobbobobooobhmooboboobooobbooboDbOoo
DEADTIMEO O OOOOOOOOOODOOOOODOO 300

goooognd

DEADTIMEO OO0O0OOU0OO0OOO0OO0ODOOODOOO0UODDOODODDODOODODODODODOODODOOODDOOOOOOO
O000000oooooooo0o0ooooDoooDoo0U0oo RADIUSOOOOOODOOOOOOOO
gooooopogobooobooboobobobboobooboboobboobbobbobbooo
ODOODODODODEADTIMEOOODODOOODOO 10000000000 0DO0OODOOO

goooog

ADD RADIUS SERVERO 1240 00 O
SHOW RADIUSO 4090000
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SET SCRIPT

SET SCRIPT

0000oo0oo0oo0o0ooo /00000

SET SCRIPT=filename LINE=line-num [AFTER=1ine-num] [BEFORE=1ine-num]
[TEXT=string]

filename: 0000000000 .scp O.cfgh
line-num: 0000100
string: 100010127000

0

gobooobooooboobooobo
goboooobogoobooobooboobbobboobooobo

goooog

SCRIPT O0O0OO0O0OOOOOOO

LINE OoOO0O0OO0OOoOoogno

AFTER ODO0OCOOOCOLINEOODODOODOOOAFTEROODOOOOOOOOODOO
BEFORE OU0OO0OCOOOOCLINEODODUODOOUOOOBEFOREODOOODDOOODOOOOOO
TEXT 00000000

g
m basic.scp 0 20 00 Oreset ppp=00 000000

SET SCRIPT=basic.scp LINE=2 TEXT="reset ppp=0"

m advanced.scp0 100000 70000000000

SET SCRIPT=advanced.scp LINE=10 BEFORE=7

goooog

ACTIVATE SCRIPTO 1120000
ADD SCRIPTO 126 0O O O
DEACTIVATE SCRIPTO 17900 00O
DELETE SCRIPTO 189 00 O O
SHOW SCRIPTO 4120000
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SET SNMP COMMUNITY

SET SNMP COMMUNITY

O0000000o00oooO /SNMP

SET SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [OPEN={ON|OFF|YES|NO|
TRUE|FALSE}]

community: SNMPOOO00O000001015000000000000000

0

OSNMPv1l/v2cOSNMPOUOOOO0O00O0OO0O0D0O0OO0OOD0OODOOO
goooog

COMMUNITY SNMPOOOOOOOO

ACCESS 00000000000 00D0O0O000OREADODOODOODOOOOOgetOget-nextdd
O0DO0O0OWRITEDOODOOOOgetO get-nextDset0 000000

OPEN SNMPOOOOOOOOOODOOOODOOOODOOOOOOOOOOONOODODOODOOOOD
MANAGEROODOOOODOO0OD0OOUOOOO0OODODOOODODO0OO0DO0O0O0OOYESOODODOOooOoooo
OSNMPOOOOOOOODOONOYESOTRUEO OO OFFONOUFALSEO OO OOOOOOO

goooog

CREATE SNMP COMMUNITYO 160 00 OO
DESTROY SNMP COMMUNITYO 2030000
SHOW SNMP COMMUNITYO 4190000
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SET SNMP ENGINEID

SET SNMP ENGINEID

O0000000o00oooO /SNMP

SET SNMP ENGINEID=id

id: SNMPO OO0 IDO50320000 16000

g

OSNMPv30 0000 IDO snmpEnginelDO 00 OO0 O
0000000000000 Ooo SNMPOOOOOOODODDODODODDODOODODOUODOUOUOUOOODODOO
00 m

goooog

ENGINEID SNMPOOOO IDO5SO320000 1600000000000 0000000000OOF
goooooogon

goooodf

0000000000000 IDO0O00O000000000000000IDO000 1100000000
000000000000000000000000000000
(1)010400000000000000000000000000000000CFM 1600100000 2070
001000000000000000000000800000CFO0O00O0O0

()0 500000000030 16000000000000 MACOOOOOOOOOOOOO

(3)0 60110000 MACOOOODO

goooog

SHOW SNMPO 4150000
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SET SNMP GROUP

SET SNMP GROUP

O0000000o00oooO /SNMP

SET SNMP GROUP=group SECURITYLEVEL={noAuthNoPriv|authNoPriv|authPriv}
[READVIEW=view] [WRITEVIEW=view] [NOTIFYVIEW=view]

group: SNMP OO 0O00D01032000000000000000
view: SNMPOOO0O001032000000000000000

0

OSNMPV3OD OO0 O0oo0ooooooooooo
goooog

GROUP SNMPOOOODO

SECURITYLEVEL 0000000000000 O0O0O0O0O0O0OO00O0OO0O000O0OOO0O0O0O0DOO00O0OO0
noAuthNoPrivl 0000000000 M authNoPrivl 0000000000 I authPrivl 00
gddtbooooouoouoouoo

READVIEW 0000000000000 O0O0OO0COOMIBOODOOOOOOOODODODOOOOOOOO
0000 ADDSNMPVIEWOOOOOUOOOOOREADVIEWO OOODOODOOOOoOOoOOoooOO
odoooooooooMIBOOOOoooooooooo

WRITEVIEW 0000000000000 O0O0O0OO0OMIBOOOOODOOOOOOODODOOOOOOO
0000 ADDSNMPVIEWOOOOOOOOOOWRITEVIEWOOOOODOOOOODOOOOO
odoooooooooMIBOOOoOoooooooooooOg

NOTIFYVIEW 00000000000 00000000ooMIBOODOOOODOOODOoOoOoOoOoOoO
O0oooono ADDSNMPVIEW O OODOOOOOOONOTIFYVIEWODOOOOOOOoOoOO
odoooooooooooooooMIBOODODODOOODOODOODoOOoOoooooooooooo
ooo

goooog

ADD SNMP USERO 1350000
ADD SNMP VIEWO 1370000
DELETE SNMP GROUPO 1910000
SHOW SNMP GROUPO 4210000
SHOW SNMP USERO 4270000
SHOW SNMP VIEWO 42900 00O
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SET SNMP LOCAL

SET SNMP LOCAL

O0000000o00oooO /SNMP

SET SNMP LOCAL={NONE|1l..15} [VERSION={V1|V2|V3|ALL}]

g

OSNMPv1l/v2c/30SNMP OO0 0000000000000 IPOOOOOOOOOOOOOOOOOOO
goooooooooo

goooog

LOCAL SNMPOUOOOOOODODOODOOOODOODOOOIPOO0ODOOOOOOOODOOOOOIPODOOO
oo0oooooooooOoOSNMPOOODOOOOIPOOOOODOOOOOOOOOOOIPODOOO
00000 IPOOO00000ODODOOOOOO0 NONEDOODODOD IPOOODODOOOOOOOOO
O000DU00ODOSNMPOOOODUOOO IPOODOODOOODODODOOOOO

VERSION 00000 SNMPOOOOOOOODOOO ALLDOOOOOOOOOOOOMO

goooog

ADDIPLOCALMIIPODO 1840000
ENABLE SNMPO 2410000

SETIP LOCALMIPOO 3600000
SHOW IP INTERFACEM IPO O 4500 00O
SHOW SNMPO 4150000
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SET SNMP TARGETADDR

SET SNMP TARGETADDR

O0000000o00oooO /SNMP

SET SNMP TARGETADDR=target [PARAMS=params] [IP=ipadd] [UDP=port]

target: SNMP O 000 0D001032000000000000000

params: SNMP OO 000000000000001032000000000000000
ipadd: IP 0000

port: UDP 000 000102550

g

OSNMPV3D OO0 OOooOoooooooooooooooooooooo
goooog

TARGETADDR SNMPOOOOOO

PARAMS SNMPOOOOOOOOOOOOOOOOADDSNMP TARGETPARAMS O O OOOOO
gboboooboooooooboobbon

P ooooooIPoooO

UDP OO0O0O000O0O0OOOOUDPOOODO102550000000000000 162

goooog

ADD SNMP TARGETADDRO 131 0000
ADD SNMP TARGETPARAMSO 133 000 O
DELETE SNMP TARGETADDRO 192 0 0 0O O
SHOW SNMP TARGETADDRDO 423 0 0 0O
SHOW SNMP TARGETPARAMSO 425 000 0O
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SET SNMP TARGETPARAMS

SET SNMP TARGETPARAMS

O0000000o00oooO /SNMP

SET SNMP TARGETPARAMS=params [SECURITYLEVEL={nOAuthNoPriV|authNOPriV

authPriv}] [USER=username]

params:SNMP[I[I[I[I[I[I[I[I[I[I[IDDDDD1D32DDDDDDDDDDDDDDD
username: SNMP OO 000010320 00000000000000

g

OSNMPv3O OO0 OO0O000O0o0o0o00ooo0oooooooooooooooooooooooon
gobooobogooobooboboooboobbo

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOO

SECURITYLEVEL 0000000000000 O000O0O0O0O0D0OOO0O0OOO0O0O0OD0OOOOOOOO0
00 noAuthNoPrivl 0000000000 MauthNoPrivl 000000000 0O M authPrivd O
00000000000 ooooooUSEROODOODOO0O0D0DOOO0OO0OoO0oooooooog
ggdodoooooooooo

USER SNMPOOOOOOADDSNMPUSERODOOOODOOOOOOOOOOOOOOO

g

s SNMPOOOO0Oadmins0 000000000000 0000000000D00000000000O0
0000000000000 0000iInternet00001.3.,61000000000000000000O00OO
gobooooboogn

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE
ADD SNMP GROUP=admins SECURITYLEVEL=AUTHPRIV READVIEW=most WRITEVIEW=most
NOTIFYVIEW=most

= SNMP 0000 Omib2operators00000000000000000000D0000O0ODO0O0mib-2
ooo0ol361210000000000000000

ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE
ADD SNMP GROUP=mib2operators SECURITYLEVEL=AUTHNOPRIV READVIEW=standard

goooog
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ADD SNMP TARGETPARAMSO 133 0000
DELETE SNMP TARGETPARAMSO 193 0000
SHOW SNMP TARGETPARAMSO 425000 O
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SET SNMP USER

SET SNMP USER

O0000000o00oooO /SNMP

SET SNMP USER=username [GROUP=group] [AUTHPROTOCOL={NONE|MD5|SHA}]
[AUTHPASSWORD=password] [PRIVPROTOCOL={NONE|DES}]
[PRIVPASSWORD=password ]

username: SNMP OO0 000010320 00000000000000
group: SNMP OO O000D01032000000000000000
password: 10000080320 0000000000000O

g

OSNMPV3D OO0 Ooooooooooon
goooog

USER SNMPOOOODO

GROUP SNMPOOOOOOADDSNMPGROUPOOOOOOOOOOOOODOOOOODODO

AUTHPROTOCOL 0000000 OMDSOSHAONONRIOOODOOODODOOOODOODOODO NONED

AUTHPASSWORD 0O0000000OAUTHPROTOCOLO MD50 SHADODOOODODODOOOOO
googod

PRIVPROTOCOL 00000 O0OCOOODESONONEDODOOODODOOODODODDOODODDDO NONEO
AUTHPROTOCOL 0 NONEO O OOODOOOOPRIVPROTOCOLOO NONEO OO OOOO
obobomobobobooooboobooboboobooooDoDooDo O

PRIVPASSWORD 0000000 O0O0PRIVPROTOCOLO DESOOO0OOOOOOOOOOOODOO

g

s SNMPOOOOO0Oadmins0 000000000000 00000D00000D000000000000
0000000000000 0000iInternet00001.3.,6.1000000000000000000O00OO
gobooooboogn

ADD SNMP VIEW=most MIB=internet TYPE=INCLUDE
ADD SNMP GROUP=admins SECURITYLEVEL=AUTHPRIV READVIEW=most WRITEVIEW=most
NOTIFYVIEW=most

s SNMP 0000 Omib2operators00000000000000000000O0000O0ODO0O0mib-2
ooo0ol361210000000000000000
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SET SNMP USER

ADD SNMP VIEW=standard MIB=mib-2 TYPE=INCLUDE
ADD SNMP GROUP=mib2operators SECURITYLEVEL=AUTHNOPRIV READVIEW=standard

goooog

ADD SNMP USERO 1350000
DELETE SNMP USERO 194 0000
SHOW SNMP USERO 4270000
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SET SSH SERVER

SET SSH SERVER

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

SET SSH SERVER [HOSTKEY=key-id] [SERVERKEY=key-id] [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: 0 0 0 000 655350
hours: 0 0
seconds: 00000

g

SSHOOODOOoooOoooooooo
goooog

HOSTKEY 000000000000 000O0O0O0OD 10240000CREATEENCOKEYOOOOO
0000 OTYPE=RSAM

SERVERKEY 000000000000 0D0O0O0OOOO0OO0ODOOO128000000000000 512
O0000000000000O0CREATEENCOKEYODOOOODOOODOOTYPE=RSA

EXPIRYTIME 0000000000000 000000000 0000O0ODO0O00O00O0O0OODOO0OO
gooo000o0oO0O0O0ODUO00DU00DUODDUDUOUODUOOD 0O

LOGINTIMEOUT 000000000000 MOOODO0OOO0OO0O0OO0DOOO0ODOOoOoOO
0000000000000 LOU0oDU0oDUUoDoooOoO 6000

goooog

DISABLE SSH SERVERO 220 0 0 O O
ENABLE SSH SERVERO 245 00 OO
SHOW SSHO 4310000
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SET SSH USER

SET SSH USER

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

SET SSH USER=username {PASSWORD=password|KEYID=key-id} [IPADDRESS=ipadd]
[MASK=1padd]

username: 000 0001015000000000000
password: 1000001031000

key-id: 0 0 0 000 655350

ipadd: IP 0000000000000

g

SSHOOOOOoooOoooooo
goooog

USER SSHOOOOOO

PASSWORD SSHOOOOOOOOOOODOOODOOODOOOOODOODOOOOOOOOODOOODOOO
0000000000000 00UUOKEYIDODODODDODODODODODoODoODOoOoDOOoOOoOO

KEYID 00000 RSAODODOOOOCREATEENCOKEYDOODOOOOOOODODOOOMRSAOO
000000000 0DOoOoPASSWORD OO OOOOODOODOOOOOODOO

IPADDRESS 0OO0O0O0O0OOSSHOOODOODOOO IPOODODODOMASKOODODOOOOODODODOOOO
gboboobooooooobboooboobbo

MASK 0OO0OU0OO0OOOOIPADDRESSOOO000O0DOOOOOO00O0OOODOOOOOOOODODOOOOO
oo

goooog

ADD SSH USERO 1400000
DELETE SSH USERO 196 0 0 O O
SHOW SSH USERO 437000 O
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SET SYSTEM CONTACT

SET SYSTEM CONTACT

O000oo0oo0ooooo /0000
SET SYSTEM CONTACT=string
string: 0000102550 000000000000000000000!"#$%&"()*+,-./:;<=>@[\]>"_
‘{|}MDo0o00000000000000000000000000000000000D0000O00000000Q

00o0o0o0ooo0”00o0000o0ooo00o0o0o0o0ooo0Oo0ooOo0Oooooooo0oO0ooo0nooooo
o0?200000000

g

0000000000000 MIBODOOOO sysContact 00000000
goooog

CONTACT 00000000000 sysContactdd

g
m sysContact 000000

SET SYSTEM CONTACT="admin@lsys.mydomain.com"

goooog

SET SYSTEM LOCATIONO 3170000
SET SYSTEM NAMEO 3180 00O
SHOW SYSTEMO 4390000
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SET SYSTEM LOCATION

SET SYSTEM LOCATION

O000oo0oo0ooooo /0000

SET SYSTEM LOCATION=string

string: 0000102550 000000000000000000000!"#$%&"()*+,-./:;<=>@[\]>"_
‘{|}MDo0o00000000000000000000000000000000000D0000O00000000Q

00o0o0o0ooo0”00o0000o0ooo00o0o0o0o0ooo0Oo0ooOo0Oooooooo0oO0ooo0nooooo
o0?200000000

g

000000000000 MIBOODOOO sysLocationO0 0000000
goooog

LOCATION 00000000 OsysLocationOd

g
m sysLocation D0 0000

SET SYSTEM LOCATION="8F, TTT Bldg."

goooog

SET SYSTEM CONTACTO 316 0O OO
SET SYSTEM NAMEO 3180 00O
SHOW SYSTEMO 4390000
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SET SYSTEM NAME

SET SYSTEM NAME

O000oo0oo0ooooo /0000

SET SYSTEM NAME=string

string: 0000102450 000000000000000000000!"#$%&"()*+,-./:;<=>@[\]>"_
‘{|}Do0o00000000000000000D000000000000000000D00D00O00000000O
00o0o0o0ooo0”00o0000o0ooo00o0o0o0o0ooo0Oo0ooOo0Oooooooo0oO0ooo0nooooo
o0?00000000

g

0000000000 MIBOOOODOO sysNameOOOOOOOO

goooog

NAME 0O0000OO0OsysName[DOOOODOOOO0O0O0O0O00O00O0O0O0OO0O0DOO
g

m sysName 0O O 000

SET SYSTEM NAME="white.mydomain.com"

goooodf

sysName 0O OO0 OO0O0O0O0D00000D0000D0O0O000D00O00000O00O0OOO0ODOTELNET
odooooooooooooooooooooIPO0O0OO0OO0 DNSODOODOODMoOoooooooo
0000000000000000000000000000000D00000O0000000sysName
0 O myswitch.example.comOO OO0 00000 O MMTELNET hispcOODOOO0OODODODO0OOO0O0ODODO
O hispc.example.comO OO0 00 DNSOOOOOODDOOO
UOODHCPOOOODDOODOODOUOsysName 0000 DHCP Discover/Request 0 00 00O
HostName OO O OOOODODOOOOOOOODODDHCPO IPOOOOOOOOO ISPOOOOOHostName
J000U000oooooo/0000o0Oo0OoU0O0U0U000UO0oUoDooooOoOoOOoOIsPOOOOOOO
ggoodooooooooon

goooog

SET SYSTEM CONTACTO 316 0O OO
SET SYSTEM LOCATIONO 3170000
SHOW SYSTEMO 4390000
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SET SYSTEM RPSMONITOR

SET SYSTEM RPSMONITOR

O000oo0oo0ooooo /0000

SET SYSTEM RPSMONITOR={ON|OFF}

g

O000000DUOODOoORPSOODOOODOOODODOOODOOO
O00DO00O0OOSHOWSYSTEMOOOOO RPSOOOOO0OOOOOOOOOODOOO LEDODOOODOO

goobooooboogn
O008724SL V20 RPSOOODO0OO0OO0OODOODU0ODUOO0DO0O0ODODOoOoooooo

goooog

RPSMONITOR 0000000000

goooog

SHOW SYSTEMO 4390 000
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SET TELNET

SET TELNET

00000000000 /000000000

SET TELNET [TERMTYPE=string] [INSERTNULL={ON‘OFF}] [LISTENPORT=port]
[MAXSESSIONS=0..32] [IDLETIMEOUT=0.4294967295]

string: 10 001031000000000000000000000O0
port: TCP OO 000010655350

0

Telnet 0000000 Telnet 00 0000000000000
goooog

TERMTYPE Telnet0O0 0000000000000 000000O000O00O0OOO UNKNOWN O
googod

INSERTNULL CROOOO0OOO0OOOOO0OOOOOOOOOOOOOO OFFO

LISTENPORT TelnetOOOUOOODOOO TCPOOOOOODOOOO 23

MAXSESSIONS 0000000 Telnet00D0O000D000000O00O0ODO0O0O0OOOOOOOOO
goboogoobooooboooooooboobboobooboobbobboobbobboobo
o0ooo0ooooooooo 320

IDLETIMEOUT TelnetO0 OO O0OODODO0OU0O0O00O0O00ODOO00OM TelnetO OO ODOOOOOIDEL-
TIMEOUTODOOODOOODOODODOODOOODOODOODDOODODOOODODODOODOODODOOOO
0000000000000 000000Telnet0 0000000000000 O00OCOO0DOOOOO
goobooobooooboooooooboobboobooboobbobboobbobboobo
0000000000000 0oooooooooooooooooon oo

goooog

ENABLE TELNET SERVERO 248 0 0 0 O
SHOW TELNETO 4430000
TELNETO 462 000 0O
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SET TIME

SET TIME

O000oo0oo0ooooo /0000

SET [TIME=time] [DATE=date]

time: 00 0 hh:mm:ss 0 000 hh 00 000230 mm 00 0005900 ss 0 00 00590
date: 0 00 dd-mmm-yyyy 000 0dd0001031MmmmO00000000 3000 00APRMyyyy 00000

g

gobooobobooobbooboo
goooog

TIME 00O
DATE OO

g
0000000201080 90 190000000

SET DATE=9-Aug-2001 TIME=19:00:00

] J0o0goooon

SET TIME=19:02:00

goooodf

NTPOOOOODOODODOO0DODOODOOOOOO

goooog

ADD NTP PEERO 123 0000
SHOW TIMED 4440000
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SET TRIGGER CPU

SET TRIGGER CPU

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [CPU[=1..100]] [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 00 00 0101000

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

date: 000 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyy0 0000
day-list: 0 0 0 0 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

g

cPUDOODOODODOOOOODODUODOUDODOO
goooog

TRIGGER 000000

CPU OO0OOOCPUDOOOODODOOODODOOOODOD

DIRECTION 0O00O0O0OUPODOOOOOOOOODOOOOOOOMDOWNOOOOOOOOOOOO
O00D0DU0DmMANYODODDODDODDODODOODODODODOOO ANYOD

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000DO0OO0OD0O0OO0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODOooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oo0oo0YESO FOREVEROODOOOODODODODODOOOOO
O0000DO0DO0DONOODONCEODDODUOODOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD

TEST 0000000000000 000OO000O0DODO00DO0O00O0O0D0O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoOoooOoooooooooooooooooooooogo
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O000ooooooo NOO

goooog

ACTIVATE TRIGGERO 1130000
ADD TRIGGERO 142 000 0O
CREATE TRIGGER CPUO 1620000
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00O
ENABLE TRIGGERO 2490 0 0O O
SHOW TRIGGERO 445000 O

googn

SET TRIGGER CPU
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SET TRIGGER FIREWALL

SET TRIGGER FIREWALL

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [FIREWALL [={ALL|DOSATTACK|FRAGATTACK|HOSTSCAN|
PORTSCAN|SMURFATTACK|SYNATTACK|TCPATTACK}]] [MODE={START|END|BOTH}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 0 0 000101000

time: 00 0Ohhmm 000 0Ohh 00000230 mm 000005910

date: 000 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyy0 0000
day-list: 0 0 0 0O 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

g

gobooobogobooobooboobbobboon
goooog

TRIGGER 000000

FIREWALL 000000000 0O0OO0O0ODOOO0OOO0OO0OOO0OOO00DOO0OO0ODOO0OODOOOOODOOOO
OOMODEODODODODOODODODODODODODODODODOOoDooooooooooon

MODE 0000000000000 000000000000000OSTARTOOOOOOOENDOO
O000U0BOTHOOOODODODODODOODODODODDODOODDODDODODDODODODDODODOOOOOO BOTHO

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 00000000000 000D00OO0OD0OO0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATED O DD ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oo0oo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0D0ODONOODONCEDDODUOODOOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD

TEST 0000000000000 000OO000O0DODO00DO0O00O0O0D0O0D0ODO0OO0DOOOOSCRIPTO
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SET TRIGGER FIREWALL

gooooboooboboobobbobobobbooboobobbboboobobobboboD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo

O000ooooooo NOO

goooog

ACTIVATE TRIGGERO 1130000

ADD TRIGGERO 142 000 0O

CREATE TRIGGER FIREWALLO 164 0 0 O O
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00 O

ENABLE TRIGGERO 2490 0 0O O

SHOW TRIGGERO 445000 O

googn
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SET TRIGGER INTERFACE

SET TRIGGER INTERFACE

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [INTERFACE[=interface]] EVENT={UP DOWN|FAIL|ANY}
[CP={IPCP|LCP}] [AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}]
[NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|
OFF}]

trigger-id: 10 0 0 000101000

interface: 1 00000000

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 000590100

date: 000 dd-mmm-yyyy 000 0dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 00 0MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00O 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0010 42949672940

g

gobooobogobooobooboobbobboon
goooog

TRIGGER 000000

INTERFACE 00000000000 0OD0O0OOOOODOVLANODODOUOODOODOODDODOOOOOOPPP
oo0oo0ooU0ooooocCPo0obDU0DODOOO

EVENT 0000000000000 0000000000000O0000000O000O00000O000n
O0ooooUPODODODODOODUODODOWNOOODODODODUOOFAILOOODODODOOODOOOOOANY
gobooboooooobooooboobbo

CP 0U0O0OO0OPPPOOODOOODOOOOOOOOODOOINTERFACED PPPOOOOOOOOOOOO
0000000000000 00000000%10PPPOOOOOODOOODM%200000000
D000mMm%3000000003000000000n

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000DOO

BEFORE 00000000000 000D00OO0OD0OO0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O OALL
0000000000000 0 ALLODATED O DD ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO
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SET TRIGGER INTERFACE

REPEAT 00000000000 OO0ODOODOOOOOO0O0OOOOO0OOOOOODOOOOODOOOOO
0000000000000 000oooo0YESO FOREVEROODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEDDODUOODOOoooooooooooooooooooooooon
000000000000 00o00000o0o0o0od FOREVERD

TEST 0000000000000 000OO000O0DODO00DO0O00O0O0D0O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O000ooooooo NOO

goooog

ACTIVATE TRIGGERO 1130000

ADD TRIGGERO 142 000 0O

CREATE TRIGGER INTERFACEO 166 0 O O O
DESTROY TRIGGERO 204 00 OO

DISABLE TRIGGERO 2240 00O

ENABLE TRIGGERO 2490 0 0O O

SHOW TRIGGERO 445000 O
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SET TRIGGER MEMORY

SET TRIGGER MEMORY

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [MEMORY[=1..100]] [DIRECTION={UP|DOWN|ANY}]
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-Ilist}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 00 00 0101000

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

date: 000 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyy0 0000
day-list: 0 0 0 0 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

g

gobooboooobooobooboobobon
goooog

TRIGGER 000000

MEMORY 00000000000O0DOOODOOOOCOOOOOOOO

DIRECTION 0O00O0O0OUPODOOOOOOOOODOOOOOOOMDOWNOOOOOOOOOOOO
O00D0DU0DmMANYODODDODDODDODODOODODODODOOO ANYOD

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 0000000000 0000DO0OO0OD0O0OO0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 000000O00D0O0O0O00O0O0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODOooooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oo0oo0YESO FOREVEROODOOOODODODODODOOOOO
O0000DO0DO0DONOODONCEODDODUOODOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD

TEST 0000000000000 000OO000O0DODO00DO0O00O0O0D0O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoOoooOoooooooooooooooooooooogo
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O000ooooooo NOO

goooog

ACTIVATE TRIGGERO 1130000

ADD TRIGGERO 142 000 0O

CREATE TRIGGER MEMORYDO 168 0 O O O
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00O

ENABLE TRIGGERO 2490 0 0O O

SHOW TRIGGERO 445000 O

googn

SET TRIGGER MEMORY
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SET TRIGGER MODULE

SET TRIGGER MODULE

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [MODULE] [module-parameters...] [AFTER=time]
[BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|
ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 00 00 0101000

module-parameters: 0000000000000

time: 00 Dhhmm 00O 0hh 00 000230 mm O 00005900

date: 000 dd-mmm-yyyy 0000dd 0001031Mmmm 000000000 300000APRMyyyy 00000
day-list: 0 0 0 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O 00O 00O
gooooooooooooooo

string: 10 0010400000000000000000000000

count: 0 0 010 42949672940

g

goooobooobooobooboobbonoo
goooog

TRIGGER 000000

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000D0OO

BEFORE 00000000000 000D0O0OO0OD0O0O0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODOoOoooooo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 000o0ooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEDDODOODODOoooooooooooooooooooooooo
000000000000 00o00000ooo0o0od FOREVERD

TEST 0000000000000 000O00O0O0DODO00DO0O00O00D0O0D0ODO0OODOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoOoOoOoOoooooooooooooooooooooogo
O00O0ooooooo NOO
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goooog

ACTIVATE TRIGGERO 1130000

ADD TRIGGERO 142 000 0O

CREATE TRIGGER MODULEO 1700 00O
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00 O
ENABLE TRIGGERO 2490 00O O

SHOW TRIGGERO 445000 O

googn

SET TRIGGER MODULE

CentreCOM 8700SLO 000 DO0O0OOOOOO0OO 2.9
J613-M0019-01 Rev.Q

331



SET TRIGGER PERIODIC

SET TRIGGER PERIODIC

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [PERIODIC[=minutes]] [AFTER=time] [BEFORE=time]
[{DATE=date|DAYS=day-1list}] [NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|
count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 00 00 0101000

minutes: 00 010143900

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

date: 0 00 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 3000 00APRMyyyy0 0000
day-list: 0 0 0 0 0 0MONU TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
gdoddoooooooooooono

string: 10 0010400000000000000000000000

count: [0 0 0 10 4294967294

g

gobooobooooobooboooboobo
goooog

TRIGGER 000000

PERIODIC OO0O0OQ0OO0O0OO0O0OOOODOOOODOOOO

AFTER 0000000000000 O00000O0O0O0ODO0O0O0O00000O0O0O0OAFTEROOODOOOO
o000 240000000000DOO

BEFORE 0000000000 0000D0O0O0OD0OO0O0O00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

DATE 000000000000 00000000D0O0O0O00OO0OO0O0ODOODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O O WEEKEND O SAT,SUN OO 0O 0OALL
0000000000000 0 ALLODATED OO D ODooooooo

NAME 000OO0O0OOSHOWTRIGGEROODOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 000o0ooo0YESO FOREVERODOOOODODODODODOOOoOO
O0000D0DO0DONOODONCEODDODODUOODOOoooooDooooooooooooooooooo
000000000000 00o00000ooo0o0od FOREVERD

TEST 0000000000000 000OO000O0DODO00DO0O00O0O0D0O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O00O0ooooooo NOO
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goooog

ACTIVATE TRIGGERO 1130000

ADD TRIGGERO 142 000 0O

CREATE TRIGGER PERIODICO 173 0 0 0 O
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00 O

ENABLE TRIGGERO 2490 00O O

SHOW TRIGGERO 445000 O

googn

SET TRIGGER PERIODIC
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SET TRIGGER REBOOT

SET TRIGGER REBOOT

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [REBOOT [={RESTART|CRASH|ALL}]] [AFTER=time]
[BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string] [REPEAT={YES|NO|
ONCE|FOREVER|count}] [TEST={YES|NO|ON|OFF}]

trigger-id: 10 00 00 0101000

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

date: 000 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyy0 0000
day-list: 0 0 0 0 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

g

gobooboogooooobooboooboobbo
goooog

TRIGGER 000000

REBOOT 0000000000000 O0O0ODOOOODOOOODOOCRASHOOODOOOODOOOOOO
RESTARTOOOOOOOODODOOODODOOODOOOOOOOOOALLOOOOOOOOOOOO

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 O0OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODOOOOOOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
000000000000 U00 ALLODATEOD OO D ODOoOoooooo

AFTER 0000000000000 O00000O0O0O0OD0O0O0O0O00000O00OOAFTEROOODOOOO
o000 240000000000DOO

BEFORE 0000000000 0000D0OO0OD0OO0OO00000O0O0O00O0O0O0OO 0000 BEFORE
goboobooopoooboobbo

NAME 000OO0O0OOSHOWTRIGGEROOOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OO0ODOODOODOOOO0OO0ODOOOO0OO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0D0ODONOODONCEDDODUOODOOoooooooooooooooooooooooo
000000000000 00o000000o0oood FOREVERD

TEST 0000000000000 000OO000O0DO0O00DO0O00O000O0D0ODO0OO0DOOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOoooOoOoooooooooooooooooooooogo
O00O0ooooooo NOO
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goooog

ACTIVATE TRIGGERO 113000 0O

ADD TRIGGERO 142 000 0O

CREATE TRIGGER REBOOTO 1750000
DESTROY TRIGGERO 204 00 OO
DISABLE TRIGGERO 2240 00 O
ENABLE TRIGGERO 2490 00O O

SHOW TRIGGERO 445000 O

googn

SET TRIGGER REBOOT
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SET TRIGGER TIME

SET TRIGGER TIME

O000oo0oo0ooooo /0000

SET TRIGGER=trigger-id [TIME[=time]] [{DATE=date|DAYS=day-1ist}]
[NAME=string] [REPEAT={YES|NO|ONCE|FOREVER|count}] [TEST={YES|NO|ON|
OFF}]

trigger-id: 10 00 00 0101000

time: 00 0Ohhmm 0000 hh 00000230 mm 000005910

date: 000 dd-mmm-yyyy 000 0dd0001031Mmmm 000000000 300000APRMyyyy0 0000
day-list: 0 0 0 0O 0 0MONUO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
oo0o0oooooooooooon

string: 10 0010400000000000000000000000

count: 0 00 1042949672940

0

gobooobooooobooboooboobo
goooog

TRIGGER 000000

TIME 0000000000000 0OO0OU0O0000000000O0S0000000OD00DOD0OOOOO
Oo0os0000000000D0DOO0OO

DATE 000000000000 00000000D0O0O0O00O0O0OO0O0ODO0ODAYSOOODDOOOOO
uon

DAYS 0000000000 OOOO0O00ODODOOOO0O00O0ODOOOOOO0ODOODODOOO0OOODOOO
WEEKDAY 0 MON,TUE,WED,THU,FRIO O 0O 00O 0O OWEEKEND O SAT,SUN OO 0O 0OALL
000000000000 U00 ALLODATEOD OO D ODOoOoooooo

NAME 000OO0O0OOSHOWTRIGGEROODOOOOOOOOOODOOOOOOOOOO

REPEAT 00000000000 OODOODOODOOOOOOOOO0OOOOO0ODOOOOODOOOOOO
0000000000000 0000oooo0YESO FOREVERODOOOODODODODODOOOOO
O0000D0DO0DONOODONCEODDODODUOODOOoooooDooooooooooooooooooo
000000000000 00o00000ooo0o0od FOREVERD

TEST 0000000000000 000000O0DODO00DO0O00O000O0D0ODO0OO0DOOOSCRIPTO
googooboooboboobobbobobbbooboobobboboboobobobbooD
ACTIVATE TRIGGERO OO O O0OOooooOoooooooooooooooooooooogo
O00O0ooooooo NOO

goooog

ACTIVATE TRIGGERO 1130000
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ADD TRIGGERO 1420000

CREATE TRIGGER TIMEO 177 0 0 0 O
DESTROY TRIGGERD 204 00 OO
DISABLE TRIGGERO 2240000
ENABLE TRIGGERD 249000 O
SHOW TRIGGERO 4450000

ooooo
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SETTTY

SETTTY

00000000000 /000000000

SET TTY [HISTORY=0..99] [PAGE=4..99] [PROMPT={string|DEFAULT|OFF}]
[TYPE={DUMB|VT100}]

string: 10 0010150000000000000000000000

0

00000 Telnet 0 0000000000000 0D00O0O0OOTIYOOOOOODODOOOODODOOODO
goooog

HISTORY 00000000000 OOOO0OOOOOOOOOOOO99000000000OHISTORY
goooooooooboooooooboobboobooboobbobboobboobobooobo
O00O0OO0OO0ORESET ASYNHISTORY OO ODOODOODOOOODOOD 300

PAGE 000 100000000409 000000000000000 2200FF00000O0DOOO
goboooboooooooboobbon

PROMPT 0O0O0O0O0OO0OOOODEFAULTOOOOOOOOODOODOO

TYPE 00000000000 OOOOOOVIIO0ODODOODODOoOoOoooooD vrieooooooooo
oo0ooooooobuUMBOOOOOOOOOVTIOODOODODODODODOOoOooooooooooon
Ooooooooooooooon vTiood

goooog

SET ASYNO 2810000
SHOW ASYNO 3430000
SHOW TTYO 4500000
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SET USER

SET USER

00000000000 /000000000000

SET USER=login-name [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}]
[DESCRIPTION=string] [PASSWORD=password] [PRIVILEGE={USERMANAGER
SECURITYOFFICER}] [TELNET={YES|NO}] [RADIUSBACKUP={ON|OFF|YES|NO|TRUE
FALSE}]

SET USER [LOGIN={TRUE|FALSE|ON|OFF|YES|NO}] [LOGINFAIL=1..10]
[LOCKOUTPD=0..30000] [MANPWDFAIL=1..5] [SECUREDELAY=10..600]
[MINPWDLEN=1. .23]

login-name: 0000 10640000000000000000000000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGH
string: 10001024000

password: 100001032000 000000000000000000D000DMOOO0OO0OOOO0OO0OOOO" D

00000000 00%$%& ()*+,-./0123456789:;<=>@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]"-‘abcdefghijklmnopqrstuvwxyz{| }

g

gbobooooooboooboboboobobobobDoob™@WoooDboobobDobDooboDbUbDb O
gooboooobooooooboboobobbooboooobDooooboom

goooog

USER 0000000000000 0O0DOODODOOODOOO0O0O0O0O0O000O00O000O0000oooo
gooogooobooobooboboobobbobboboooooooboobbobbbbbbbbobo
oo

LOGIN USERODOODOO0OO0OO0OO0OO0000DOO0ODOOO00000DOO0OOO00ooDooooooooooo
O0000OO0OUSERO 0000000000000 0000000000oo0oooooo USER
O000000o0Uoo LOGINDODODoooooooogo

DESCRIPTION 0O00O0O00OO0O0O0OOO

PASSWORD 0O 000000OO0O0OOOODOOOOO

PRIVILEGE 0000000000000 MM USEROD O M MANAGERISecurity Officet] SECURITYOFFICERD
000000000000 00000000000PASSWORDODOODOODODOODODODOOoooOOoOoOo

TELNET 000000 Telnet0 DD 0000000000000 0O00 TELNETOOOOOOOOO
goooooooooo

RADIUSBACKUP 0O00O00O0O0ORADIUSOOOCOOOOOOOOOOOOOOOORADIUSOO
O00000DDODDODOORADIUSOOOODOOODOOOOOOOOODOODODOOOOOOOOOOOO
O0o00ooooooOoDOooODOOO0 RADIUSOODOOODOODOOOODODO1000000ODODODODOOOO
00000000 DODOORADIUSOO0O0 0000000000000 O000O0OOOOOOO
0000000000000 00U00U000DU0U0Do0ooUog OFFO
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SET USER

LOGINFAIL 000000000000 00O000OO0O00OO0S0000000000000 LOGINFAIL
0000000000000 0oo0000ooDooODOD00D0D0D0D0000 LOCKOUTPDO OO
O000Telnet0 00 0000000000000 000D000O0 Telnet O OO LOCKOUTPD O
goooooo

LOCKOUTPD LOGINFAILOOOOOOOOOODOOOOOOODOOODOOOOOOOOOoOooOoDOoO
000000000 @MTelnet0 000000000000 000D000O00 TelnetDOOOOO
O0o0oooooooetonn

MANPWDFAIL COO0O00O0O0O0OO0O00OOADDUSEROOOOODELETE USER OO OO OPURGE
USER O 00O OSET MANAGERASYNOOOOOSETUSEROO OO OOOOODOOOOODO
00o0oooooooooooooooon 30

SECUREDELAY 0000000000000 O0DODOOOOODOOOOO6000

MINPWDLEN 00000000000000O000O0 6000

g
mJ000secadmin0 00000000000

SET USER=secadmin PASSWORD=newpass

10000000000 D0DOO0O0DOOOOODOOODODOOO

SET USER MINPWDLEN=10
0000 mkeO0OODOODODODODODODODMANAGERDOO D OO OOODODODODOODODOODODOOOOO

PASSWORD D OO0 Q00000000000 ODOOOOOOOOO

SET USER=mike PRIVILEGE=MANAGER PASSWORD=newpassword

goooognd

RADIUSOOOODOOODODOOOOD1000000000000ORADIUSODODOOOOODOOOOOOO
RADIUSOO 0000000000000 O0DOOOOoOoOO

goooog

ADDUSERO 1440000

DELETE USERO 198 000 O

DISABLE SYSTEM SECURITY_MODEO 222 00 00O
DISABLE USERO 225000 O

ENABLE SYSTEM SECURITY_-MODEO 247 00 0O O
ENABLE USERO 2500000
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PURGE USERO266 DO OO
RESET USERO 2780000
SHOW USERO453 0000
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SHOW ALIAS

SHOW ALIAS

00000000000 /0000000000

SHOW ALIAS

g

gobooobooooboobooobo

gooooogono

Manager > show alias
Alias ....... 1s

String .... show file
Alias ....... mv

String .... rename
ooooon

ADD ALIASO 1150000
DELETE ALIASO 180 0 0 OO
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SHOW ASYN

SHOW ASYN

O00000000oo /000000

SHOW ASYN[=asyn-number|ALL] [SUMMARY]

asyn-number: 00000000000

0

00000000000 ooDUoOTIYOODODoODDOOODOOO
goooog

ASYN 00000000000 00000000D0000D000000000Telnet0 00000000
00000000000 ooooo TIYOUUOODODODODUOooooDoooALLOODODOoODoooo
O0000000oooooooo0o0Uo0U0oDooUSERDODDOOODODOO0ODODOo0ooooooon
gobooooboooboooooooboobboobooboobbobboobbobobooDbo
goboooboooooooooooobo

SUMMARY 0O000O0OO0OO0OO0OOOOOOOOOOOOOOOOUOODUOODODOOO

gooooogono

Manager > show asyn

ASYN 0O : 0000049450 seconds Last change at: 0000000000 seconds
ASYN information

Name . .v ittt ittt et et et Asyn 0

Status ... enabled

Mode ... e Ten

Data rate ................. 9600

Parity .o none

Data bits ......... ... .. 8

Stop bits ........ ... ... ... 1

Test mode ................. no

In flow state (mode) ...... on (Hardware)
Out flow state (mode) ..... on (Hardware)
Autobaud mode ............. disabled

Max tx queue length ....... 16

TX queue length ........... 0

Transmit frame ............ none

RX queue length ........... 0

IP address .......ovvvinn. none

Max transmission unit ..... 1500

Ten timer value ........... 100
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SHOW ASYN

IPX Network ............... none
Enable Mode ............... break
Enabled Status Time Left .. 0

Control signals

DTR (out) ............... on on 1
RTS (out) ............... on - 1
CD  (in) .+t ee e n/a ignore 0
CTS (in) ... on - 3
RNG (in) ............... n/a - -

TTY information

Instance ..........ooviinn. 16
Login Name ........ouuunn.. manager
Description ............... Asyn 0
SECUTYE i it ittt it eeeeeeee yes

Connections to ............

Current connection ........ none

In flow state ............. on

Out flow state ............ on
Attached module ........... Terminal server
Attached module instance .. 0

55 © = T vT100
Service ..., none
Prompt .. ...t e default
Echo ........ ... ves
Attention ................. break
Manager ... ... yves
Edit mode ................. insert
History length ............ 20

Page Size ..., 22

Idle timeout (seconds) .... off

Manager > show asyn summary

Asyn Name Module Mode Data Format Attn Secur Mgr Service

000 Asyn 0 TSER Ten 9600,N,8,1 brk vyes ves -

Name oooo

Status O00O0000Oenabled OO O disabled

Mode JoooooooooooooDoUUDoTen D 000000 QoOoO
O SLIPOSLIP60 CSLIPO CSLIP60 SLIPAdO PPPOLO OO OO OO OO
oono

PPP Index PPPOOOOO0O0OO00O0OO0DOODOOOOOPPPOOOOOOOOOO

gooooooooboooboobbo
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SHOW ASYN

TX ACCM PPP O ACCMO Asynchronous Control Character MapO
Data rate O00000000000Autel0OOOOO

Parity ooooooo

Data bits 10000000000000000

Stop bits 1000000000000 00000

Test mode goooooooogd

In flow state (mode)

0000000000000 00o0oD00onOO0offOO0OO0DOO
go0ooooooobooobbootboboooobobboitOnonel 0 OOO
000 OO hardware RTS/CTSI XON/XOFFO OO Oooo O

Out flow state (mode)

000000000000000000 In flow state0 00

Autobaud mode

gooooooooooooooooooooooooooooooo
000000000 O0searchingl 00000000000 foundD O
gooooooood

Max tx queue length

goboboooobbooooobboooobboooobbbooobo
gobobooooboooobboobbbbooobbooooobo
goooon

Tx queue length

goooooboooboooboobooobo

Transmit frame

googooboobooooboobboobOodbOnonel

Rx queue length

gobobooooboboooobbooobbbooobbooooobo
gooo

IP address o000 IPOO00O0O0O0O00O0OOOnNnoned
Max transmission unit MTUO1OOOOoOOoOOoOoooooooooooooon
Ten timer value ooooo

IPX Network O0ooIPXOOOODOOOO0OO0OO0OO0O000dnoned
Enable Mode ooooo

Enabled Status Time Left ooooo

Control signals

gooooboobobobo™moboboooooboboobobbooDoo
000000000000 ooooDIROD CDOOOODOOOOOOO
gooooooon

Instance

o0oo0ooooooo  TIYODOOoDOoOoDoODOODODOOODOO

Login name

gooooobooboooboobbooboobbo

Description

goooooo

Secure

SECUREDODOOOOO

Connections to

oo0ooooooooo TIYODoooooo

Current connection

oooooooooooo TTYODODOOOoooooooooooooo

0 O nonell

In flow state

ooooooooo TIYOOooDoooooooo

Out flow state

googo

ooooooooo TIYOOooDoooooooo
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SHOW ASYN

Attached module godoooooooooooobbooobooo
Attached module instance OO0 U00000000000000000O0OOOOOOOOO
Type 00000 0dumb0 VT1000
Service ooooo
Prompt 00 00 00 defaultOoffOloginOpassword OconfirmOencapsulation
gooooooooo
Echo 0000000000 yesOnoOd
Attention 000000000000 0Ononed breakd char(
Manager 0000 MANAGEROOOODOOOODOOOODOO yesdnol
Edit mode 00000 0?0 insertD overstrikel
Historylength 0ooooooooooooooooooog 30
Page size 100000000
Idle timeout (seconds) ooooo
0 31:
Asyn ooooo
Name oooo
Module godoooooooooooboobobooo
Mode oooono
Data Format oo oboobobobbobobooooooo
Attn O00000000000 M-00 brkd chrld
Secur SECUREOODOO0OO0O0DOOO0ODOOOyesOnod
Mgr 0000 MANAGEROOOODO OO yesdnoO
Service ooooo

0 32: SUMMARYO OOGOO

goooog

RESET ASYNO 269000 O

RESET ASYN COUNTERSO 270 0000
RESET ASYN HISTORYO 271000 0O
SET ASYNO 2810000

SET MANAGER ASYNO 2990000
SETTTYO3380 000

SHOW TTYO 4500000
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SHOW ASYN COUNTER

SHOW ASYN COUNTER

O00000000oo /000000

SHOW ASYN[=asyn-number|ALL] COUNTER [={DIAGNOSTIC|INTERFACE|RS232}]

asyn-number: 00000000000

g

gobooobooobooobooboon
USERODOOOO0ODOO0OOOODOODOOOODOODOOODOODOOO

goooog

ASYN 0000000000000 00D00O0000000O00000O0D0D00D0OD0DALLODDODOOO
O0000000oooooooooU0o00ooooooUSERDODODOODODO0O0oooooon
goboogoobooooboooooooboobboobooboobbobboobbobboobo
goooooboooon

COUNTER OO0O00000O0O0OO000C0OOOOOO0OOOOO0OOOODOODIAGNOSTICOOOO
0000000000 oMIBOOOOOOOOoooooooooOooOO0OOOINTERFACEODDOODO

0000000000 oooMIBOODODOODODOOOORS232000000000RS-232MIBO
goboooobogn

gooooogono

Manager > show asyn counter

ASYN 0: 49507 seconds Last change at: 0 seconds

RS-232 MIB Counters
Receive:

ParityErrs

FramingErrs

OverrunErrs

Diagnostic Counters

Receive: Transmit:
inCharacters 1045 outCharacters 45076
inBuffers 802 outBuffers 944
fcsErrors 0 droppedBuffers 0
pppErrors 0 lostInterrupts 0
slipErrors 0
General:
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SHOW ASYN COUNTER

disconnects

Interface MIB Counters

Receive:

ifInOctets
ifInUcastPkts
ifInNUcastPkts
ifInDiscards
ifInErrors

ifInUnknownProtos

Transmit:
165 ifOutOctets 8829
121 ifOutUcastPkts 166
0 ifOutNUcastPkts 0
0 ifOutDiscards 0
0 ifOutErrors 0
0 ifoutQLen 0

ParityErrs g oooobooo
FramingErrs gt ooooooog
OverrunErrs o00oooboooooooooooogo

inCharacters o0o0o0oooooo

inBuffers g oooobooo

fcsErrors FCSOOooooooooono

pppErrors OO0 PPPOODOODOODODO

slipErrors OO SLIPOOOODOOOO

outCharacters o0o0o0oooooo

outBulffers g ooooo
drOppedBuffers g oooooobo
disconnects oooooocCbooooooooo SLIPOOO PPPOOODOOOOOO

gooo

Interface MIB Counters

Oo0o0ooooMIBOoODoOoOooOoOODOO

ifInOctets o0o0oooooo

ifInUcastPkts godoooooooboooboooooboooooao

ifInNUcastPkts godooooooobboooodoboooooboooo

ifInDiscards ogodoooooooobooooooooooon

ifInErrors godooooooooooooooon

ifInUnknownProtos ogooooboooooooooooobobooboooobooooooo

ifOutOctets godooooooooooooooon

ifOutUcastPkts ogodooooobooboooooooooooooooboooooao
oo

ifOutNUcastPkts ogodoooooboooooooooooooooooooboooooo
oo

ifOutDiscards ogooooboooobooooooooobooboooon

ifOutErrors ogoooooooobooooooooboon

ifOutQLen ogooooooooooo
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SHOW ASYN COUNTER

goooog

RESET ASYNO 269000 O

RESET ASYN COUNTERSO 270 0000
RESET ASYN HISTORYO 271000 0O
SET ASYNO 2810000

SET MANAGER ASYNO 2990000
SETTTYO3380 000

SHOW TTYO 450 0000
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SHOW ASYN HISTORY

SHOW ASYN HISTORY

O00000000oo /000000

SHOW ASYN[=asyn-number|ALL] HISTORY

asyn-number: 00000000000

g

goboooboooobooobooboo

0000000000 Enter command number0 0000 00000000000000O0O0DDOO0O
OO0 Enter0000000000000000000000000000O0O0O0O0O0O0O0O0OO Enter00O
goooopoooobooobo

goooog
ASYN 0000000000000 00D0DO0000000O00000O0D00D0D0OD0DALLODODOOO
O0000000oooooooooU0o00ooooooUSERDODOOODODO0O0oooooon

goboogoobooooboooooooboobboobooboobbobboobbobboobo
goooooboooon

gooooogono

Manager > show asyn history

45 show interface=portl

46 ena ntp

47 add ntp peer=172.17.28.1
48 set ntp utco=jst

49 reset ntp

50 show ntp

51 show time

52 show ntp

53 show asyn

54 show asyn summary

56 show asyn counter=interface
57 show asyn history

Enter command number>

goooog

RESET ASYNO 269 000 O
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RESET ASYN COUNTERSO 270 0000
RESET ASYN HISTORYO 2710000
SET ASYNO 2810000

SET MANAGER ASYNO 2990000
SETTTYD 3380000

SHOW TTYD 4500000
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SHOW BUFFER

SHOW BUFFER

O000oo0oo0ooooo /0000

SHOW BUFFER

g

goooobooobooobooboobbonoo

gooooogono

Manager > show buffer

Memory ( DRAM ) .......... 65536 kB

Free Memory .......oeeueo.. 80 %

Free fast buffers ........ 0

Total fast buffers ....... 0

Free buffers ............. 26477

Total buffers ............ 27723

Buffer level 3 ........... 125 (don’t process input frames)

Buffer level 2 ........... 250 (don’t do monitor or command output)
Buffer level 1 ........... 500 (don’t buffer up log messages)
Buffer level 0 ........... 1500 (warning via snmp trap)

Memory ( DRAM 000000 DRAMOOOOOOOO
)

Free Memory DRAMODOOOO0O0DOO%0

Free fast buffer oooo0ooooooooooOoooooo oo oooooooooDO
O000000Free buffers0 00000000000

Total fast buffer OooooooooooooooooooooooooooobRAMOCOOOO

gobooobooooboooboobbobbobboobooobooobo
gobooobooooboooboobbobbobboobooobooobo
gobooobooooboooboobbobbobboobooobooobo
000000000000000000Total fast buffer0 00000

Free buffers goooooooouooooo
Total Free buffers oooooooooooog
Buffer level n gooooooooouoooboboooooooboooobooboobooooooog

goboooboooobbooboo

0 34:
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SHOW CONFIG

SHOW CONFIG

00000000000 /0000000000

SHOW CONFIG [DYNAMIC [=module-name] ]

module-name: 000000

g

O0000oooooooo0ooooobDYNAMICOODODODODODODODOOooDoOoOoOooOooooooo
goboooboooobooobooboobbobboobo

goooog

DYNAMIC 0000000000000 O0O0OO0OOO0DDOOODOODOO0OO0OOOOOODODOOOOO
SHOW CONFIG DYNAMIC=IPO O OOO0OO0O0O0OO0000oO0O00ooooon

gooooogono

Manager > show config

Boot configuration file: kanashio.cfg (exists)

Current configuration: 13test.cfg

Manager > show config dynamic=vlan

#

# VLAN general configuration

#

create vlan="joge" vid=10

add vlan="joge" port=1-10
create vlan="jogefoge" vid=3000

add vlan="jogefoge" port=20-24

#
# VLANRELAY configuration
#

Boot configuration file gboobooobobobooooobooboobooboobobboobooboobod
O00000O0ODoOoODO0O0ODO0O0D00000M@mMNotsetDODDODOODOO
Current Configuration gobooopoobooboobboobbooboo

0 35:
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googod

CREATE CONFIGO 1510000
RESTARTO 2790000
SET CONFIGO 2840000
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SHOW CPU

SHOW CPU

O000oo0oo0ooooo /0000

SHOW CPU

g

ceruoooooooooon

gooooogono

Manager UD-Switch> show cpu

CPU Utilisation ( as a percentage )

Maximum since router restarted ..... 43

Maximum over last 5 minutes ........ 35

Average since router restarted ..... 13

Average over last 5 minutes ........ 13

Average over last minute ........... 13

Average over last 10 seconds ....... 14

Average over last second ........... 21

Maximum since router restarted ooooo

Maximum over last 5 minutes oos500000000
Average since router restarted ooooo

Average over last 5 minutes 00500000000
Average over last minute 00100000000
Average over last 10 seconds oo10o0o0000000
Average over last second o0l00000000

0 36:
ogooooo

RESET CPU UTILISATIONO 2720000
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SHOW DEBUG

SHOW DEBUG

O000oo0oo0ooooo /0000

SHOW DEBUG [STACK] [FULL]

g

gbobooooboooboo
goooog

STACK O000O00O0O000O0O0O0OO0O0OO0ODUO0ODOOooooo
FULL 00000000 0OO0DO0O000O

goooodf

000000000 Cel/QDODOOODO

goooog

SHOW EXCEPTIONO 3620 00 O
SHOW LOGO 384 0000
SHOW SYSTEMO 4390000
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SHOW ENCO

SHOW ENCO

00000000000 / Secure Shell

0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

SHOW ENCO

g

ODOODENCOODOODDODODDODOODDOOODDODODOD

gooooogono

SecOff > show enco

ENCO Module Configuration

SW Processes available

HMAC - Message Digest

Hardware ..........oiuiiiiieenonn.
Lowest valid channel ...........
Highest valid channel ..........
Compression Statistics .........
Diffie Hellman Priority ........
Diffie Hellman Padding .........

DES - DES Encryption for SSH
RSA - RSA Encryption

DH - Diffie Hellman

SSL - Secure Socket Layer

goooog

SHOW ENCO COUNTERSO 358 0 0 0O O

googn
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SHOW ENCO COUNTERS

SHOW ENCO COUNTERS

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

SHOW ENCO COUNTERS={DES|RSA}

ODOODENCOODOODDODDODDODODODODDOODODODODODUDDOO
goooog

COUNTERS 0000000 OO0O0ODOOOOODESORSAODOOOOOO

gooooogono

Manager > show enco counters=des

ENCO Process DES/3DES Counters:
configGood 9 configBad 0
configNoResource 0 configNotSSH 0
badBuffer 0 badAlign 0
badLength 0 nohistory 0
desJobs 645 3Des2KeyJobs 0
3DesInnerJobs 0 d3DesOuterJobs 0
noHistJobs 0 desMacJobs 0
badDesType 0 badJobType 0
unknownJdob 0 error 0
reset 0 confNotDes 0
commWaitTimeOut 0 dataInnWaitTimeOut
dataOutWaitTimeOut 0
goodDecrypt 310 goodEncrypt 335
badDecrypt 0 DbadEncrypt 0

Manager > show enco counters=rsa

ENCO Process RSA Counters:
goodPublicEncrypt 0 DbadPublicEncrypt 0
goodPrivateDecrypt 18 badPrivateDecrypt 0
goodPrivateEncrypt 0 DbadPrivateEncrypt 0
goodPublicDecrypt 0 DbadPublicDecrypt 0
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goodGenerateKey 2 badGenerateKey
badDataLength 0 DbadKey
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SHOW ENCO KEY

SHOW ENCO KEY

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

SHOW ENCO KEY[=key-1id]

key-id: 0 0 0 000 655350

g

goooooboogoo

goooog
KEY 000000000000 000000000000000000000000000000000

0000000000000 000000000O0DENCODDDDODDOODDODOODODODOOOOOOO
gooo

goooogooon

SecOff > show enco key

ID Type Length Digest Description Mod Ip
1 RSA-PRIVATE 1024 B18DFD5D My host_key - -
2 RSA-PRIVATE 768 E61EQ0F25 My server_key - -

101 RSA-PUBLIC 1024 4F7418F8 - - -

SecOff > show enco key=1

1024

0x010001
0x961c0dc80c8728b6ed8faz2362bbac0b59basb69e28112bedc3e260bb359e0b651
2bdd539a5572529f6aa190984fabcdb3£19d6b9068e88f86adlee810ed499555
223025288091ebbe959596542235a5446a99600d969d9%a3e%ec777£726a0d4ae
8bf542d7£38ae249c898c5471cb59addc66£79294494d39821828d9%9e2d647£d9

IP Address:

1D ogo
Type 000 00RSA-PRIVATED RSA 0 0 0O M RSA-PUBLICO RSA O OO OOOO
ug
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SHOW ENCO KEY

Length RSAOOOOOOOOO
Digest goooboooooooooooo
Description O0O00O0CREATE ENCO KEY OO OO O DESCRIPTIONOOOODOODO
Mod ooooo
1P ooooo
0 37:
ooooono

CREATE ENCOKEYO 1520000
DESTROY ENCO KEYD 20000 OO
SETENCOKEYO 2850000
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SHOW EXCEPTION

SHOW EXCEPTION
00000000000 /0000

SHOW EXCEPTION

g

gbobooooboooboo

gooooogono

Manager > show exception

Spurious interrupts = 0

Switch exception list

No: 01
Offset/Type : $1100/Exception Address : $000b800c
Time : 18:50:18 on 10-Jul-2001 Clock Log : 18:50:17 on 10-Jul-2001
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SHOW FEATURE

SHOW FEATURE

O00000000oo /000000

SHOW FEATURE [={featurename|index}]

featurename: 10 0000001012000
index: 000000000100

g

gobooobooobooobooboon

goooog

FEATURE 0OO0O0OO0OO0OO0OO0OO0OOO SHOWEFEATUREOOODODOOOOOOOOODODOODOOOOOOO
goobooobooooboooooooboobboobooboobbobboobbobboobo

gooooogono

Manager > show feature

The Special Feature Licences:

The current valid features :

FIREWALL

Index gjddooooooooooonoooboon

FeatureName ooooooo

Licence U00000000Full00D0 0000000 password incorrect O
godoooooooooooboboboon

Period oooooooooooobooboboobooo-m

The current valid features OO0 0O0000OOOOOOOODOODOO

0 38:
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DISABLE FEATUREO 206 0O O O O
ENABLE FEATUREO 231 0000
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SHOW FFILE

SHOW FFILE

00000000000 /0000000000000

SHOW FFILE[=filename] [CHECK]

filename: 0000000000000 O0OOOO

g

000000000000 0O0oFFSO0 0000000000000 UooDo00DUoDooDoUoooOoO

goooog

FFILE 0000000000000 00OO000DO0000O00oo0ooooooooooooooo
O00000oo0ooooOg283000000000O00ODO0OODOOO8300000OODOODOOO
CHECK 00000000000000000

gooooogono

Manager > show ffile

module name type size file date & time address check
prefer ins 64 02-Dec-2003 07:31:02 70161C5C -
longname 1fn 60 02-Dec-2003 08:31:02 70161CDC -
inst release lic 32 02-Dec-2003 09:31:02 70161BFC -
load 86261-04 paz 238212 03-Dec-2003 11:04:54 70127938 -
load 86s-261 rez 3307628 03-Dec-2003 11:11:53 6FE0008C -

flash use:

files ...... 3546456 bytes (5 files)
garbage .... 0 bytes
free ....... 28828328 bytes
block size . 131072 bytes
total ...... 32505856 bytes
dev gooooooooouooooon
creator goooboooooooooooo
name pgooooooooooon
type gooooooooooa
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SHOW FFILE

size gobooobooooobo
file date & time gobooobobo
address o0o0ooooooooolennOnO
check O00D0DU00DU00OD0DU0OCHECKOODODODOooooooooooooo
files gogboobboobpoooboobbo
garbage gogbogbobobboooboooboobooobo
free gobooboboobooooo
total gogboobobobobooon
0 39:
googgo

DELETE FFILEO 181 0 0 O O
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SHOW FILE

SHOW FILE

00000000000 /0000000000000

SHOW FILE[=filename] [DEVICE={ALL|FLASH|NVS}]

filename: 0000000000000 O0OOOO

g

goboooboogooboooboooboobbobbooboobooobooobboobo
goooog

FILE 00000000000 0000oo0ooooooooooooooooooooooooooo
gobooooboooobooooooobooboboobooboobbobboobbobobooobo
gooobooobobobooboboobboobbobboobbbboobbooooobbbooooo
0000000000000 U0ooDUoooo 8ooDoooDoooDoooDoOoOoOoOoODOOOO
000000000000 longnameltn000000000000283000000000830
goboobooobooon

DEVICE 000000000000 00000000O0000000ooooooooooooooo
OO0OOOOFILEDOODOOODODOOODOOO0O000O000O0O00O0OOOnvs**X000000O0O
goboogboooobooooobooobo

gooooogono

Manager > show file

Filename Device Size Created Locks
help.hlp flash 58065 02-Dec-2003 07:31:01 0
86261-04.paz flash 238212 05-Dec-2003 18:04:37 0
86s-261.rez flash 3307628 05-Dec-2003 18:00:02 0
basicnat.cfg flash 2818 01-Aug-2003 11:04:17 0
config.ins flash 32 01-Aug-2003 18:25:32 0
feature.lic flash 156 13-Jun-2003 11:40:04 0
longname.1lfn flash 60 01-Aug-2003 12:04:50 0
prefer.ins flash 64 01-Aug-2003 12:04:38 0
release.lic flash 96 11-Jun-2003 13:23:38 0
accsave.acc nvs 124 01-Aug-2003 18:25:32 0
config.ins nvs 32 01-Aug-2003 11:04:22 0
ppplink.log nvs 40 01-Aug-2003 10:55:30 0
random. rnd nvs 3904 01-Aug-2003 18:45:32 0
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SHOW FILE

Filename ooooo
Device 000000oooooooooDoDOflashdOOd nvs
Size gooooooooooo
Created oooooooo
0 40:
o

sj0000b0oobbo0booboon

SHOW FILE

e NVSOOOOOOOO00ooooooooooooooooooooooooon

SHOW FILE=nvs:*.*

e NVSOOOOOODODODODODOODEVICEDOOODDODODODDODODDODODDODOODODOOO

SHOW FILE DEVICE=NVS

m0000000.cfgD000D00

SHOW FILE=*.cfg

" 000000 ipcfgl0D0000

SHOW FILE=ip.cfg

00000283 00000000083000000O0O0O0OO

SHOW FILE=longname.lfn

goooog

DELETE FILED 1820 00 O
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SHOW FILE PERMANENTREDIRECT

SHOW FILE PERMANENTREDIRECT
00000000000 /0000000000000

SHOW FILE[=filename] PERMANENTREDIRECT

filename: 00 000

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooobboo

ADDFILEODO OO OO CREATEFILECO OO 00 PERMANENTREDIRECTO OO OOOOOOOOO
0000000000000 0O000000RESET FILE PERMANENTREDIRECTO O OO OOOGO0O

gooooobooobooobooboobobobboobooboboooboobbobbobbooo
googo

goooog

FILE 0000000000000 0000O0000oOo0ooooooooooooooooooooo
goooooo

gooooogono

Manager > show file permanentredirect

TTY Current Limit File

Instance Size

17 3451 204800 swidebug.txt

Manager > show file=swidebug.txt permanentredirect

File............ swidebug. txt

TTY Instance.... 17

Current size.... 5439

Limit........... 204800

Input(s)........ COMMAND="enable switch debug=all"

TTY Instance O0oo0oooooooTTYOOD

Current Size gooooooooooa

Limit gdoooooooooooooa
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SHOW FILE PERMANENTREDIRECT

File goooooobo

041000000000

File gooogoooo

TTY Instance O0o0ooooogoTTYDODO

Current size oooooooooooo

Limit googbdoooguogouoooo

Input(s) D00000000o0oo000ooADD FILEOOOOOCREATE FILEO OO

ODo0oo0oo0 COMMANDOSCRIPTOOODOOODOOOOOOOOOOOOO

042: 00000000

g
sj00ooboobooobooobboooobon

SHOW FILE PERMANENTREDIRECT

m 0000000000 swidebugtxtOOOOOOOOO

SHOW FILE=swidebug.txt PERMANENTREDIRECT

goooog

ADDFILEO 116 DO OO

CREATE FILEO 154 00 0O

RESET FILE PERMANENTREDIRECTO 274 0 0 0 O
SHOW FILEO 367 00 OO

SHOW TTYO 4500000
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SHOW FLASH

SHOW FLASH

00000000000 /0000000000000

SHOW FLASH

000000000 0D0O0DUOFFSOODODODDODOODODOODOO

gooooogono

Manager > show flash

diagnostic counters:

event successes failures
get
open
read
close
complete
write
create
put
delete
check

erase

O O O O O B» U o o

=
o O W

compact
verify

FFS info:

global operation ...... none

flash compaction ..... enabled

compaction count ...... 0

est compaction time ... 84 seconds

files ..., 3546456 bytes (5 files)
garbage ........c..00... 0 bytes

free .. ... .. . . i .. 28828328 bytes

required free block ... 131072 bytes

total ...... ... .. 32505856 bytes

global operation 0000000D00000D0O0Ononedrestarting erasing] compacting

verifying 000000
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SHOW FLASH

flash compaction

googn

compaction count

goooobooobooobooobo

est compaction time

goooooooboooboobooobo

files

googooooboooo

garbage

goooopboooboooboobbo

free

googn

required free block

goooooooobo

total

gooooooon

diagnostic counters

OO0 FFSOO00D0oo00o0oooo/0000

goooog

0 43:

ACTIVATE FLASH COMPACTIONO 1110000
SHOW FLASH PHYSICALO 3730000
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SHOW FLASH PHYSICAL

SHOW FLASH PHYSICAL

00000000000 /0000000000000

SHOW FLASH PHYSICAL

g

gobooobooobooobooboon

gooooogono

Manager > show flash physical
total size ............ 32 MBytes
available to FFS ... 31 MBytes
available to boot .. 1 MBytes
device type ........... 28F128
devices .......... 2
location .............. built in
programming power ..... off
block erase time ...... 1000 milliseconds
total erase blocks .... 256
FFS erase blocks ... 248
Boot erase blocks .. 8
erase block size ...... 128 kBytes
erase bit state ....... 1
page buffers .......... 1
size of page buffer ... 32 bytes
total size oooo
device type vooooooooogdo
devices ooooooooooog
location 0000000000000 0MmM SIMM stickD O O built in(d
programming power 0000000000000 O0on O offd
block erase time oooooooooooon
total erase blocks ooooooo
erase block size oooooooooooooo
erase bit state oooooooon
page bulffers gooooooon
size of page buffer 0000000000 000000
O 44:
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SHOW FLASHO 3710000
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SHOW HTTP SERVER

SHOW HTTP SERVER

O000oo0oo0ooooo /0000

SHOW HTTP SERVER

g

HTTPOOOOUOODOODODODOO0DO0DO00DO0000O000O0O0O00O00

gooooogono

Manager > show http server

HTTP Server

Status ... .. e e e
SSL SeCUTiLY v vttt i it e eeee
SSL Key ID . ittt ittt et e e eeeaa

Listen port .......i.ii .

Sessions opened . ...,
Sessions closed ..................
Received requests ................
Unknown requestsS ............oou...
Transmitted replies ..............

Aborted replies .......iiiii..

Authorisation successes ..........
Authorisation failures ...........

Port . ... e e

Transmitted replies on bad session ....

Status HTTPOOOOOOOOEnabled 00O Disabled
SSL Security oooon
SSL Key ID ooooo
Port gooogd
Listen port ooooo
Sessions opened ooooo
Sessions closed ooooo
Received requests ooooo
Unknown requests ooooo

googn
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J613-M0019-01 Rev.Q

375



SHOW HTTP SERVER

Transmitted replies ooooo

Aborted replies ooooo

Transmitted replies on bad session ooooo

Authorisation successes oooono

Authorisation failures oooon
O 45:

goooog

DISABLE HTTP SERVERO 207 0 00 O
ENABLE HTTP SERVERO 232 000 O
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SHOW INSTALL

SHOW INSTALL

O00000000oo /000000

SHOW INSTALL

g

goboobooboobooobooobooboobbo

gooooogono

Manager > show install

Install Release Patch GUI
Temporary - - -
Preferred flash:86276-05.rez - -
Default EPROM (86-1.0.6) - -

Preferred flash:86276-05.rez - -

No Temporary release selected
Preferred release selected

Preferred release successfully installed

Install 0000000000 Temporaryd Preferredd Default D 00 00O O
Release oooooooo
Patch goooogd
Dmp 00000000 Data Manipulation ProgramO 00 00 O
Current install goooooooooon
Install history OOoO00 INSTALLOOODOOOOoODOO
0 46:
ooooono

DELETE INSTALLO 183 000 O
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SET INSTALLO 287 0000
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SHOW INTERFACE

SHOW INTERFACE

O0000000o00oooO /SNMP

SHOW INTERFACE [={ifindex|interface}] [COUNTERS]

ifindex: 000 00000000000O0OMIBO ifIndexO
interface: 0 00000000

g

OSNMPvl/v2c/30 00000000 MIBOOOOOOOOO
goooog

INTERFACE 000000000 ifiIndex000000000000000OifIndexO0000000O0
000000000000 00D000000000000000D000000000portXMXO
O00D0D0DMMVLANODOOOOOOOOOODODODOO0O00000O0vlanXtOX 0O VLANIDOO O
goboooooooobooooooobooboboobooboobbobboobboobobooobo
gobooboooboooboobo

COUNTERS 00000000000 O0OOOOOO0OO0DOOOOO0O0O0OO0DOOVLANDOOOOOO
oo0ooooooooocCPULOOOOOODODOOOODOOOOOn

gooooogono

Manager > show int

Interfaces sysUpTime: 00:10:55

DynamicLinkTraps..... Disabled

TrapLimit............ 20

Number of unencrypted PPP/FR links..... 0

ifIndex Interface ifAdminStatus ifOperStatus ifLastChange
portl Up Up 00:00:02
port2 Up Down 00:00:00
port3 Up Down 00:00:00
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SHOW INTERFACE

ifOperStatus

TrapLimit

Interface Counters

ifLinkUpDownTrapEnable. ..

Up
Enabled
20

ifInOctets ......... ... ... .. 59621 ifOutOctets ...... ... .. .. . 511
ifHCInOctets .......... ... ... 59621 ifHCOutOctets ........ ... . ... .. 511
ifInUcastPkts ........ ... ... .. 128 ifOutUcastPkts ........ ... ... .... 4
ifInNUcastPkts ................ 507 ifOutNUcastPkts ................. 2
ifInDiscards ...........covin... 0 ifOutDiscards ............ ... 0
1fINEYTrOrS oo vttt i i 0 1fOULErrors ........c.oiiiiin 0

sysUpTime oooooooooooo

DynamicLinkTraps ooooo

TrapLimit ooooo

ifIndex 0000000000000 0000000iflndexO

Interface ooooooooo

ifAdminStatus 0000000000000000000 M Updd DownI Testing[ 0 O

ood
ifOperStatus 0000000000000000 @M Updd Down TestingD 00 000
ifLastChange 0000000000000000000000000 sysUptimeO O
047 000000000000

Interface ooopoooooo

ifIndex 00000000000000000000ifIndexO

iftMTU Oo0ooooooooooooooMTUOODODOODODOOOOOOO

ooooooo
ifSpeed ooopoooooooooooon
ifAdminStatus 0000000000000000000 MM Updl Downdd Testing
ooooo
ifOperStatus 000000000 0000000MODUpdd DownD Testing1

0 UnknownIDl Dormant0 O 0 O 0O O

ifLinkUpDownTrapEnable

Oo000ooo0ooo0/o00

TrapLimit

100000000000 00D00OD000OO

Interface Counters

gogbooboboobooobobooobooobo

ifInOctets

gobooobobo

ifInUcastPkts

CentreCOM8700SLO D00 DOOO0DODOOOOO 2.9
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SHOW INTERFACE

ifInNUcastPkts gooobogboogooooo

ifInDiscards Oooooooooooo

ifInErrors oooooooooo

ifUnknownProtos goooobbooobboobooobbooobobboooobo

googo

ifOutOctets gooogoogo

ifOutUcastPkts goodoooooooogo

ifOutNUcastPkts gooobogboogooooo

ifOutDiscards goodoouogoooooo

ifOutErrors g ooonooooo
048 00000000000

Interface goooooooo

ifInOctets o0o0oooooo

ifHCInOctets gooog

ifInUcastPkts goooooooooooo

ifInNUcastPkts goooogboooooog

ifInDiscards Oo0oooooooooo

ifInErrors goooooboogoguoouoooo

ifUnknownProtos g oobooonboboboboobboobobobooobo

ifOutOctets goooooogo

ifHCOutOctets ooooo

ifOutUcastPkts goooooooooooo

ifOutNUcastPkts goooogboooooog

ifOutDiscards goooboogoooooo

ifOutErrors g ooooooo
0 49: COUNTERSO O DOOO

ogooooon

VLANOOOOOOOO0OO0OODODODOO0O00O000ifOperStatus00 0000000 100000000000
0000Up@M@1000000000000000O0DownDOO0O0O

goooog

DISABLE INTERFACE LINKTRAPO 208 0 0 O O
ENABLE INTERFACE LINKTRAPO 233 00 0 O
RESET INTERFACE COUNTERSO 2750000
SET INTERFACE TRAPLIMITO 288 0 O 0 O

googn
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SHOW LOADER

SHOW LOADER

00000000000 /0000000000000

SHOW LOADER

g

LOADEROODOUODUOODUODOU0OO0U0ODO0O0O0O0O0O00000ooooooooooog

gooooogono

Manager > show loader

Loader Information
Defaults:
Method ............. TFTP
File ........ ... -

Destination File ... -

Server ... -

HTTP Proxy ......... -

Proxy Port ......... Default ( 80 )
ASYIL vttt ettt -

Destination ........ Flash

Delay (sec) ........ 0

Current Load:

Method ............. TFTP
File ......... ... 25101d1l.hlp
Destination File ... 25101dl.hlp
Server ... 192.168.10.130
Destination ........ Flash
Delay (sec) ........ 0
Status ........ 0. Load Complete
Last Message ....... File transfer successfully completed
Defaults LOADOOOOOUPLOADOODODOODOOOODOO
Current Load gooooooooouooooouodouoooo
Last Load gooooooooouooooouodouoooo
Method J0O000oooTFIPO HTTPO WEBO WWWILD ZMODEM O OO0 O
File goooooooo
Server O00ooOoIPO0O0OOO0ODODOOODOOOTFIPOOO HTTPOODOODODO
CentreCOM 8700SLO 000 O OO0OOOOOOOO 2.9 goooo
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SHOW LOADER

HTTP Proxy HTTPOOOOOO IPOOOOOOOOO0OO0OOMETHOD=HTTPOOODO O
gooooooooo

Proxy Port HTTPOOOOOO TCPOOOOOOMETHOD=HTTPOOOOOOOOOO
goooo

Asyn 000000000 METHOD=ZMODEM OO OO OO0O0O0O

Destination O000000U0DO0DUOOOFLASHO NVS

Delay oo ouoooboboobobobobooooobobo

Status LOADER 000000000 IdleDWaitingOLoadingLoad CompleteCLoad

Aborted 00 00 00SHOW LOADER OO0 000 O Load Completed O O O
OLoad Aborted 00 000000000000 SHOW LOADERO OO O OOO
Status DO IdleD 0000

Load Level D00000000000 %M Status O LoadingDDDDDDDDDD

Last Message gbobooooooobobooggboboboooobbbbbooooo
DLoadingDDD—DDDDDDDD

0 50:
ooooono
LOADO256 0000
SET LOADERO289 00 00O
UPLOADO4650 000
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SHOW LOG

SHOW LOG

o0o0ooooooooo /00

SHOW LOG[=output-id] [DATE=[opldate] [DEVICE=[opldevice]
[FILE=[op] filename] [FULL] [MASK=ipadd] [MODULE=[op]lmodule-id] [MSGONLY]
[MSGTEXT=[oplstring] [ORIGIN=ipadd] [REFERENCE=[op]string]
[REVERSE [=count]] [SEVERITY=[oplseverity] [SOURCELINE=[op]line-num]
[SUBTYPE=[op] subtype-id] [TAIL[=count]] [TIME=[op]time]
[TYPE=[op] type-id] [ZONE={time-zone|lutc-offset}]

output-id: 0 0 00 IDO 10200

op: 00000 M<KMOODO0OOO>MO00OD!MO0000OD M O000D%MO000000000Mm
date: 0 00 dd-mmm-yyyy 000 0dd0001031MmmmO00000000 3000 00APRMyyyy 00000
device: 100000

filename: 0000001012000

ipadd: IP 0000000000000

string: 00 O

module-id: 0 00 0000000000000 0O0O?2550

count: 000100

severity: 0000000070

line-num: 0000100

subtype-id: 0000 0000000000000 ID

time: 00 O hhmm:ss 000 O0hh 000002300 mm 00 00059 ss O 0000590

type-id: 000 000000000000 ID

time-zone: 0000000

utc-offset: 100 00O OUTCOODOOOOODODOO+23:59:590-23:59:590

g

goboooboooboobobooboobbobbooboobooon

goooog

LOG 00000 Ibooooo TEMPORARYORAMUOODOODODODODOODOODODODOO

DATE 00000000000 0OO0ODOOODODOOOOOOOOOn

DEVICE 000000000000000000000OO000OO0O

FILE 0000000000000 00000000000logmain.cO0000O000O0OOOSHOW
LOGOODOOoOOoO FULLODDODOODODODOOOoOODU0o0oooooooooooooooooogooogo
gooo

FULL 0000000000000 000000000000000000000oooFULLOOOOO
gbbogoboooboboooboooboobobobobooboobbon

MASK 0000000000000 O0O0O0IPOOOOOODOORIGINODOOOODOOODODOOOOO
00000000 255.255.255.2550 0 0000 M

MSGONLY 000000000000 00000000000000000000
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SHOW LOG

MSGTEXT 0000000000000 0000000000O000O0O0O0O0O0O0O0O0O0O0

MODULE 000000000000 0000000000000000000D0O0O0OOgg

ORIGIN O0O0OO0OO0O0OIPOODOOOMASKOOOOODODODODODODODODOOOOOOOODODOODOOOO
oooooIPO0O0O0OoOoOooooO

REFERENCE 0000000000000 0O0O0O0DOOOOOOOOODOOOOOOOOO

REVERSE 0000000000000 000O000000000O0O0O0O000O0000O00O REVERSE O
goboooobooooo

SEVERITY 0000000000000 00000000000000O0O0OO0OO

SOURCELINE 0OO0OO0OO0O0O0OO0O00O0OO0OO0O0O0O0O00O0O00O0ODOODO0O0DOO0OO0000000000OOO
oo

SUBTYPE 000000000000 OOODOOOOOOO0OOOOODOOOOOOOOODOOOOOOOO

TAIL 00000000000000000000 TAILOODODOOOOOOOO?20000000000
00000000000 oDUooDO TAILODODDODODOODOO

TIME 0000000 O00O0OOOO0ODOOOO0ODOOOOODOOO0

TYPE 0000000000000 O0DOOOOOOOOOOOODOOOOOOOODOOOODOOO

ZONE 0O0OO0OO0OO0DOOODOOO

gooooogono

Manager > show log

Date/Time S Mod Type SType Message

01 18:25:32 4 ENCO ENCO STAC STAC SW Initialised

01 18:25:32 3 LOG IGMP Snooping is active, L3FILT is activated

01 18:25:32 6 FIRE FIRE ENBLD 01-Aug-2003 18:25:32 Firewall enabled

01 18:25:32 7 SYS REST NORM Router startup, ver 2.5.1-00, 13-Dec-2002, Clock
Log: 18:25:04 on 01-Aug-2003

01 18:25:36 6 SWIT PINT UP Portl: interface is UP

01 18:25:36 6 SWIT PINT UP Portld: interface is UP

01 18:25:36 6 SWIT PINT UP Portl8: interface is UP

01 18:25:38 3 USER USER LON manager login on port0

01 18:25:50 3 USER USER LOFF manager logoff on port0

02 07:21:13 3 USER USER LON manager login on port0

02 07:23:34 3 USER USER LOFF manager logoff on port0

02 07:26:25 3 USER USER LON manager login on port0

02 07:27:09 4 CH MSG ERROR No response was received from the TFTP server

02 07:27:36 4 CH MSG ERROR File transfer failed with TFTP error 2, Access
violation

02 07:27:44 4 CH MSG ERROR Unknown command "quit"

02 07:27:46 3 USER USER LOFF manager logoff on port0

02 07:30:51 3 USER USER LON manager login on port0

02 08:02:52 4 FIRE FIRE INDUD UDP 172.17.28.1:137 172.17.28.255:137

02 08:02:52 4 FIRE FIRE INDUD flow rejected by policy rule

02 08:02:52 4 FIRE FIRE INDUD UDP 172.17.28.130:137 172.17.28.255:137

02 08:02:52 4 FIRE FIRE INDUD flow rejected by policy rule
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SHOW LOG

Date/Time Oo0oooooOooooooooooo1o3loooooo

S gbooboooooooon

Mod gbooboooooooon

Type 00000000

SType 0000000000

Message oooooooo

0 51:

Date/Time ooooooooooooourCcooooooooooooo

S gbooboooooobogn

Mod gbooboooooobogn

Type 00000000

SType 0000000000

Dev Oo00oooooooooo00ooooooooooooO TIYODODDOOOO
g

Origin O000000000000Lecal D 0000000000000 DOODOOSRLP
OsyslogOO0O0O0O0O0O0OIPOOOO

MSGID oooooID

Source File/Line

gobooboooooboooboobbobboobuoobbobobooobo

Ref 000000000000 0OReferenced 00000
Flags 00000000 FlagsOOOOOOLOCTIMEOSECUREDCMDOUT O O OO
Message ooooooo
052 FULLOODOOO0OOOO
o

m NVSOOOOOPERMANENTOOOOOO

SHOW LOG=PERMANENT

sj0000bboboboobooboooboboon

SHOW LOG MODULE=FIRE

goooog
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PURGE LOGO 2630000
SHOW LOG STATUSO 398 0O OO
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SHOW LOG COUNTER

SHOW LOG COUNTER

o0o0ooooooooo /00

SHOW LOG COUNTER

gobooobooooboobooobo

gooooogono

Manager > show log counter
Log Counters
TAdle 100D PASSES v vttt ittt it ettt e et e e e e e e 355
TranSmMit PASSES v ittt i ittt ettt ettt e e et e e 11
Messages Generated .. ...... it e 103
Messages Received (SysSlog) . .iviiii i, 0
Messages Received (0l1d protocol) ................. 0
Messages Received (New protocol, SRLP) ........... 0
Messages Rejected (SysSlog) . vvviiii i i, 0
Messages Rejected (0l1d protocol) ................. 0
Messages Rejected (New protocol, SRLP) ........... 0
Messages Rejected (Module disabled) .............. 0
Messages Rejected (Generation disabled) .......... 0
Messages Rejected (Reception disabled) ........... 0
Messages Rejected (Bad parameters) ............... 0
Messages with invalid time ....................... 0
Messages Transmitted (Syslog) .. ..., 26
Messages Transmitted (New protocol, SRLP) ........ 10
Messages Retransmitted (New protocol, SRLP) ...... 7
ACKs Sent (New protocCol) .. ...ttt inennnn 0
ACKs Sent (0ld protocol) . ...t ittt inenn.. 0
ACKs Received (New protocol, SRLP) .......viuunn... 6
Message transmissions failed (New protocol, SRLP) 0
Messages processed via OD PE .......iiunn... 17 (NVS)
Messages processed via OD TE .. ..o ivinienn.. 17 (Memory)
388 | CentreCOM 8700SLO 000 OO0OOO0OOOOO 2.9 goooo

J613-M0019-01 Rev.Q



SHOW LOG COUNTER

Idle loop passes

goobboobbooobbobooobbooon
gooboobobbooooboo

Transmit passes

gobbobbooboobooon

Messages Generated

goboobobboon

Messages Received (Syslog)

syslogD 00O O000O0O0OO000OOO

Messages Received (Old protocol)

Net Manage Message Protocol D0 00000
gbooboooao

Messages Received (New protocol, SRLP)

SRLIM Secure Router Log Protocol 0 0 0 0 O
ooboodooodd

Messages Rejected (Syslog)

syslog0 00000000000 ODOO

Messages Rejected (Old protocol)

Net Manage Message Protocol D0 000 OO
gbooboobobo

Messages Rejected (New protocol, SRLP)

SRLIM Secure Router Log Protocol 0 0 0 0 O
goooodooodd

Messages Rejected (Module disabled)

gogobboobbooobbobooobbooon
gobbobbooboobooon

Messages Rejected (Generation disabled)

goobboobbooobbobooobbooon
goobboobooobbbooobbooon
goboobobboon

Messages Rejected (Reception disabled)

gogobboobbooobbobooobbooon
gobbobbooboobooon

Messages Rejected (Bad parameters)

gogobboobbooobbobooobbooon
gobbobboobuoobooobboon

Messages with invalid time

gobbobboobuoobooobboon

Messages Transmitted (Syslog)

syslogD 0000000 O0O00OO0OO

Messages Transmitted (New protocol, SRLP)

SRLPOOOODOOODOOODOOOO

Messages Retransmitted (New protocol, SRLP)

SRLPOOOOOODOOODOOOOOO

ACKs Sent (New protocol)

SRLPOODOOOODOOOOOODOOOOOOO
ODOACKODDOO

ACKs Sent (Old protocol)

Net Manage Message Protocol D0 00000
Oo0000ooOO0o0o0oooOoDACKOOOO

ACKSs Received (New protocol, SRLP)

SRLPOODOOOODOOOOOODOOOOOOO
ODODACKODDOOO

Message transmissions failed

SRLPOOOOOOOOOOOOOOODOOO

Messages processed via OD n

googn

gbobobooobooobooboobbobb
goobbooboooobbbooobobooon

0O DESTINATIONC

CentreCOM 8700SLO 000 OD0OOO0DOOOOOO 2.9
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0 53:

googod

SHOW LOGO 384 0000

SHOW LOG OUTPUTO 391 0000
SHOW LOG QUEUEO 3940000
SHOW LOG STATUSO 398 0O OO
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SHOW LOG OUTPUT

SHOW LOG OUTPUT

o0o0ooooooooo /00

SHOW LOG OUTPUT [={TEMPORARY|PERMANENT|output-id}] [{FILTER=entry-id|
FULL}]

output-id: 0 0 00 IDO 10200
entry-id: 10000000100

0

gobooobobooobbooboo
goooog

OUTPUT 00000 IDOOOOOOOUOOODOODOOUOODDUODOOO

FILTER 000000000000 00000D0O0O0O0O0O0O0CFULLOOOOODOODOOOODOOO0O0
goobogd

FULL 0000000000000 000O0OFILTEROODOODO0O0000000000000000O0

goooogooon

Manager > show log output

OD# Type Asyn Server Msg Zone Fmt Email Address ESQMP
PE NVS 0020 Default YY---
TE Memory 0200 Default YY---

Manager > show log output=temporary

Output Definition ............ Temporary

Enabled ........... .. .. . ... ... Yes

72 © T Memory

Max MEeSSATES « vttt vt eeeennnnn 200

Time ZONe ... ..t iutiunnnnnn. Not set

SECUTE vt ittt ittt et e et Yes

OD# oooo ID

Type 0000 00Memoryld NVSO RouterD Syslog D0 00 00O

Asyn ooooo
goooo CentreCOM 8700SLO 000 ODOOOOOOOOO 2.9 391
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SHOW LOG OUTPUT

Server 000000 IPO0ODOOTypeO Router SyslogO 00000000

Msg oo ooboobobooobooboooo

Zone OD000000DefaultGMTOUTCO-UUO0O M OO0O0O0OOOO-23:59:59
0 +23:59:590

Email Address 0000000000000000D0 TypeO Email 000000000

ESQMP ENABLEDOSECUREOQUEUEONLYIMAXQUEUESEVERITYPASSWORD

000000000000 00ENABLEDD SECURED QUEUEONLY OO OO
YO YesOONO NoODO-O00OOODOOODOOMAXQUEUESEVERITY O 000
700000000PASSWORDO O-JO0O0O0OO0O0O0OO*XOOO0D0DOOOOOO

0 54:

Output Definition 0000 IDO0OO00OPED PermanenttD TE (Temporary) 00 00 O

Enabled 0000000000 Enabled O Disabled

Type 000 000Memoryd NVSO Routerd Syslog 0 0 00 00O

IP Address (Server) 000000 IPO0O0OO0OOTypeO Router SyslogO 00000000

Zone 0000 000 Default0GMTOUTCONot sef] O 0 O [1J-23:59:590 +23:59:59
goooooooooo

Secure goooooooooooooo

Queue Only oooO0oooooooo

Max Messages g oonoobooooboobobooo

Syslog Format ooooo

Facility syslogDOOOOOOONORMALOOOOOOODODOODOOO0OO0OOOODOO
goooboooooooogouoooo

Filter # gobbooobboouoboooubbooobbboobboooboooo

DALLOODODDOOOO000D000O000000000000000OOO Process
0 Ignore 000000

Email Address 00000000000000000TypeO Emaill 000000000

Password SRLPOOODO0OODOOOO0O0O0OOODOO0OO0OO0OODOOOONONE
goooooogo

Max Queue Severity O0000000000000D00000D00OOO0ODOODOOOO70000

055 FULLOOOOOoOOOo

g
sj0000bboboboobooboooboboon

SHOW LOG OUTPUT

0000010000000 0ODODOOO
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SHOW LOG OUTPUT=1

SHOW LOG OUTPUT

s 00001000000 00D0O00OC0OO0C0O0OO00OO0OO0O0OODOOOOOOODOOD

SHOW LOG OUTPUT=1 FULL

goooog

ADD LOG OUTPUTO 1190000
CREATE LOG OUTPUTO 1570000
DELETE LOG OUTPUTO 184 00 00O
DESTROY LOG OUTPUTO 201 000 O
SETLOG OUTPUTO 2910000
SHOW LOG STATUSO 398 00 0O O

googn
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394

SHOW LOG QUEUE

SHOW LOG QUEUE

o0o0ooooooooo /00

SHOW LOG QUEUE

g

gobooboobooooboooboobbobbooboo

gooooogono

Manager > show log queue

Queue RAM Messages NVS Messages Type
01 000070100 0000/0000 Syslog
02 000370100 0000/0000 Router
PE 0000/0020 0020/0020 NVS

TE 000770200 0000/0000 Memory

Outstanding SRLP Messages (Sent but not acknowledged)

OD# Message ID Last Attempt Attempts Delay
02 1 979
02 2 979
02 979
Queue 0000 IDO10200 000 TED TEMPORARY PEO PERMANENTO
RAM Messages O0RAMOOUOOOOOOOODODOODODODO/RAMOUOOOOOOOOOOOO
ao
NVS Messages OONVSOOUOODODOOUOOOoDooooO/NVSOoOooooooooooo
oo
Type 0000000000000 0Memoryd NVSO Port Routerl Syslog O O O
goo
OD# oooo ID
Message 1D ooooo ID

Last Attempt

000000000 0ooooooooo oooooooDoooo

Attempts

goboooobooooo

Delay

CentreCOM8700SLO D00 DOOO0DODOOOOO 2.9

J613-M0019-01 Rev.Q
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googod

SHOW LOGO 384 0000
SHOW LOG OUTPUTO 391 0000
SHOW LOG STATUSO 398 00 OO

ooooo

0 56:
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SHOW LOG RECEIVE

SHOW LOG RECEIVE

o0o0ooooooooo /00

SHOW LOG RECEIVE [={ipadd|ANY}] [MASK=ipadd]

ipadd: IP 0000000000000

g

gobooboooboooboooboo

goooog

RECEIVE 000000 IPOOOCOOMASKOOOOOODOOOOODOOOOOOOOOANYD 0.0.0.0
oooooIPOoO0Ooooooo

MASK RECEIVEOOOOOOOOO0OOO0OOOOOOOOODOOOOOODORECEIVE=ANYO OO
RECEIVE=0.00000000000000O

gooooogono

Manager > show log receive

Type IP/Network Addr Netmask Protocol Password

Allow 192.168.1.1 255.255.255.255 OLD NEW ---

Type EJI:JEJEJEJEJEJI:JEJEJEJEJI:JEJEJEJDDDDDDDAHOWDDDEDRejeCﬂ]DDD
IP/Network Addr 000000000 IPDDDDDAnyDDDDD IPOOODOOOO

Netmask IP/Network AddrO0 000000000

Protocol 00 IPOO0000000D0000D0O0O0O0DO0OOO0O0OOLDd Net Manage

Message Protocolld NEWDO SRLPI SYSO syslogh 0O 300000
Password SRLPOOO0OO0O0D0OO0O0OO0OOODOOOOOODOOO
0 57:

ogooooo

ADD LOG RECEIVED 121 0000
DELETE LOG RECEIVEO 18500 OO
SET LOG RECEIVEO 2950 00O
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SHOW LOG STATUSO 398 0O OO
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SHOW LOG STATUS

SHOW LOG STATUS

o0o0ooooooooo /00

SHOW LOG STATUS

g

goboooopoooboooobo

gooooogono

Manager > show log status

Log System Status

Log Module Status ...........c0iiiii.n.. Enabled
Log Message Generation ................ Enabled
Log Message Reception (via network) ... Enabled
Log Message Output ............cocuoo.. Enabled
Local Time Offset (from UTC) .......... Not set
Next Messade ID . i it i teie et 59
Number of Output Definitions .......... 2
Log Module Status oooooooooo
Log Message Generation oooooooooo
Log Message Reception (via network) OO0OO0O00000OO
Log Message Output oooooooooo
Local Time Offset (from UTC) 000000 oooooo UrCoonooo+23:59:59
0-23:59:59010 Not setU 00O OO0 OO
Next Message ID ooooooo Ib
Number of Output Definitions ooooooooo
0 58:
ooooon

DISABLE LOGO 209000 O

DISABLE LOG GENERATIONO 2100000
DISABLE LOG OUTPUTO 211 0000
DISABLE LOG RECEPTIONO 2120000
ENABLE LOGO 2340000
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ENABLE LOG GENERATIONO 2350 0 00O
ENABLE LOG OUTPUTO 236 DO OO
ENABLE LOG RECEPTIONO 237 00 OO
SHOW LOGO 384 0000

ooooo CentreCOM 8700SLO 000 OO0O0O0OOOOOO 2.9 399
J613-M0019-01 Rev.Q



SHOW MAIL

SHOW MAIL

0000oo0oo0oo0o0ooo /00000

SHOW MAIL

g

goboooobogoobooobooboobbobboobooobo

gooooogono

Manager > show mail
MAIL
Host Name ............ kkSwitch.tw.example.com
SMTP Server .......... not set
State ... ... alive
Debug ..., disabled
Mails Sent ........... 4
Date/Time Id To Subject State Retries
5 11:11:15 0003 admin@is.mydomain.com Connect 0
400 | CentreCOM 8700SLO 000 ODO0OOODOOOOO 2.9 goooo
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SHOW MAIL

Host Name ODOO0OOOSET MAILOODOOOOOO

SMTP Server ooooo

State 0000000000 alivelD 000 OO0 DEAD - name server not set(l] [J
00 -DNSOOO O DEAD - hostname notsett D00 -0 000000
ao

Debug 000000000 enabledO O 0O O O disabledO

Mails Sent gooddooooooooooooo

Date/Time gooddooooooooooooo

Id OO0oo0O IDODELETEMAILOOOOOOOOODOOODOOOOOOOOO
goooo

To goooooooo

Subject ooooooo

State DDDDDDDDDDDDDinitiall]l]l]l]l]D]getMX—IPDMXDDDDD

00 get IPODNSO0OD M ConnectD SMIP O OO OO0 TCPODOODO M
S-helad HELO 0000 O O O OS-fronid MAIL FROM 0000 O O O S-rept
ORCPT TOODOUOUOUOMIS-datad DATA U000 00O MIS-headerd O O
O0000000mMSAile0 0000000000000 DOOMI S-bufferd 00
000000000 MSlast0 0000000000000 00MmMS-doned OO
0000000@MS-quitDQUIT 000000000

Retries gooooooooo
0 59:

ooooono
DELETE MAILO 186 0 0 O O
DISABLE MAIL DEBUGO 2130000
ENABLE MAIL DEBUGO 238 00O OO
MAILO2600 000
goooo CentreCOM 8700SLO 000 ODOOOOOOOOO 2.9
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SHOW MANAGER ASYN

SHOW MANAGER ASYN

O0000o0o0o0o0ooo /0000000

SHOW MANAGER ASYN

g

gooooopoooopooobooboobobobbooboooboobboobbobbon

goooog

LOGINO 2580000
SET ASYNO 2810000
SET MANAGER ASYNO 2990000
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SHOW NTP

SHOW NTP

O000oO0oO0ooooo /NTP

SHOW NTP

g

NTPOOOOOOOOOOO

gooooogono

Manager > show ntp

Configured Peer

172.16.28.1

Counters

Packets Sent
Packets Received

Packets w/ head error :

Packets w/ data error :

Status : ENABLED

Host Address : 172.16.28.169

UTC offset : +09:00:00 (JST)

Last Updated : 11:19:38 on 03-Jul-2001
Last Delta : +0.94

0000000002
0000000002
0000000000
0000000000

Status NTPO OO O OO0 OOENABLED O DISABLEDO
Host Address NTPOOOOOO IPODDODO

UTC offset oooooouTrTCcooooooooo
LastUpdated NTPOOOOOOOOOOOOoOo

Last Delta gobooooooooooooooo

Configured Peer

NTPOOOOO IPOOODO

Packets Sent

OO0 NTPODOOOO

Packets Received

OO0 NTPODOOOO

Packets w/ head error

googn

OO0ONTPOODOUOODODUOODODODODODOOOooooooo

CentreCOM 8700SLO 000 DO0O0OOOOOO0OO 2.9
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Packets w/ data error OO0 NTPOOOOODODODODODOOOOODOD

0 60:
oooooad
ADD NTP PEERO 1230000
SET NTP UTCOFFSETO 300 0 0 O O
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SHOW NVS

SHOW NVS

00000000000 /0000000000000

SHOW NVS [BLOCK=id [INDEX=index]]

id: 0000 Ibole0nO
index: 000 0000000O01l6000

g

NVSOOOoooooooooooooooooooooooo

goooog

BLOCK OO0O0O0O ID
INDEX 0000000000

gooooogono

Manager > show nvs

Block Index Size Creation Creator Block

ID (bytes) Date ID Address
0000001a 00000003 0000001a 10-Feb-2002 00000012 ££e00000
00000038 00000000 00000000 10-Feb-2002 00000021 ££fe01400
00000043 00000001 000000b4 01-Aug-2003 00000029 ££fe00800
00000043 00000002 00000f78 01-Aug-2003 00000029 ££fe00c00
00000043 00000003 00000060 01-Aug-2003 00000029 £f£fe04c00
00000043 00000004 00000058 01-Aug-2003 00000029 ffel0lelO
00000047 000003fc 00001384 11-Jun-2003 00000026 £f£fe00al0
00000047 000003fd 00000024 01-Aug-2003 00000026 ££fe00600

Block ID oooo Iboledd
Index oooooooogooglenoO
Size(bytes) goo0oooooooomiledd
Creation Date O00ooooo@mMm*»*>»*=>*>*x0 0000000000000 000a
Creator ID go0oooooooooooo ID
Block Address oooooooo
0 61:
goood CentreCOM 8700SLO 000 ODDOOOO0OOOOODO 2.9
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googod

CLEARNVSTOTALLYO 1490000
SHOW NVS FREEO 407 D 00O
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SHOW NVS FREE

SHOW NVS FREE

00000000000 /0000000000000

SHOW NVS FREE

g

NVSOOOooooooooooooooooooo

gooooogono

Manager > show nvs free

Number of free sectors 229
Number of bytes in free sectors 112668

goooog

CLEARNVS TOTALLYO 1490000
SHOW NVSO 4050000

googo CentreCOM 8700SLO 000 OD0OOO0DOOOOOO 2.9
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SHOW PATCH

SHOW PATCH
00000000000 /000000

SHOW PATCH

g

gobooobobooobbooboo

gooooogono

Manager > show patch

Patch files

Name Device Size Version
86261-12.paz flash 472512 2.6.1-12
Name gooooooa
Device gooobooooboououoooooo
Size gooouoooooooooooo
Version pgoooooooooooo
0 62:
ooooono

DESTROY PATCHO 2020 0 00O
LOADO256 0O OO
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SHOW RADIUS

SHOW RADIUS

O00000000oo /000000

SHOW RADIUS

g

0000000 RADIUSO Remote Authentication Dial In User ServerD DO 0O OO0OOO0OD0ODOO

gooooogono

Manager > show radius

Server Timeout.......

Server Dead Time.....

192.168.10.10 1645
172.28.28.10 1645

RADIUS Server Parameters

Server Retransmit Count....... 3

......... 6 sec
......... 5 min
AccPort LocalInterface Radius Accounting
Status Status
1646 Not set Alive Alive
1646 Not set Dead( 49sec) Alive

Server Retransmit Count

RADIUSOOOOOODOOOOODO

Server Timeout

RADIUSOODOOODOOUOOOOODOOOOOO

Server Dead Time

RADIUSOOO0OO0OO0OOOO0OO0O0O0OO0DOO1 + Server Retransmit Count
goooooooooooobooooooboooooooooooooo
gooooooooooboboboooo

Server RADIUSOOOOO IPOOOO

Port gooboboogooooo

AccPort gogbddbdoooououoooooo

Locallnterface RADIUSOOOOOODOOOOOOODOOOODOOIPOOOOODOOOO

Olocal X OOOOXOOOOD IPOOODDOOODODODO1015

Radius Status

O000000000AliveDOO00D0OMMDeadd 00000000 DDOO
Dead 0000000000000 0OO0ODOOOODOOOODO

Accounting Status

googn

0000000000000 000AliveDOO0OOmMDeadO00OOO0O0O
O00000ODead 000 00000000000 ODD0OOOOODDOO
uon
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SHOW RADIUS

goooog

ADDIPLOCALMIIPODO 1840000

ADD RADIUS SERVERO 1240 00 O
DELETE RADIUS SERVERO 188 0 0 0 O
SET RADIUSO 3030000

SHOW IP INTERFACEM IPO O 4500 0 0O
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SHOW RELEASE

SHOW RELEASE
00000000000 /000000

SHOW RELEASE

g

gobooobogobooobooboobbobboon

gooooogono

Manager > show release

Release Jobooooooooooo
Licence OoooDo00ooooo0ofdoooDoooooooooo
Period Jodddooooooooooooo
0 64:
ooooono

DISABLE RELEASEC 2150 000
ENABLE RELEASEC 240 O O OO

goooo CentreCOM 8700SLO 000 0000000000 2.9 | 411
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SHOW SCRIPT

SHOW SCRIPT

0000oo0oo0oo0o0ooo /00000

SHOW SCRIPT|[=filename]

filename: 0000000000 .scp O.cfgh

g

gobooooooobooobooboobbobboobooobooobo

goooog

SCRIPT 00000000000 OO0OOOODOOOOOODOOOOOOOOOOOODOOODOOODOOO
goboobogn

gooooogono

Manager > show script

Configuration Scripts:

Filename Device Size Created Locks
kanashio.cfg flash 2643 03-Jul-2001 18:39:17 0
13test.cfg flash 2918 05-Jul-2001 18:18:41 0

General Scripts:

Filename Device Size Created Locks

Manager > show script=sendmail.scp

File : sendmail.scp

l:mail to=%1 sub=%2 message=%3

Filename oooooooooo
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SHOW SCRIPT

Device 000000000O0ob0OO0b0oooOoo0oOnvsO flash
Size goooooooouooo
Created ooooooog
0 65:
o

sj0000obooboboboobooobooboboobobo

SHOW SCRIPT

lDDDDDDDDDDmyscript.schDDDDDDDDD

SHOW SCRIPT=myscript.scp

goooog

ACTIVATE SCRIPTO 1120000
ADD SCRIPTO 126 0O O O
DEACTIVATE SCRIPTO 1790 0 0 0O
DELETE SCRIPTO 189 00 O O

SET SCRIPTO 3040000

googo CentreCOM 8700SLO 000 OD0OOO0DOOOOOO 2.9 413
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SHOW SESSIONS

SHOW SESSIONS

00000000000 /000000000

SHOW SESSIONS

g

J00000oOoO0oOoO0oOo0DOoUDUOUODOUODOTemetODODOOOODOOOOOOOS0O000000O0O
0000000000000 UUoUd TelmetDODODOOODOOOO

000000000000 0000000d0CONNECT PORTO O OO 00 CONNECT servicenamel ]
IP 0O 0000 TELNET ipadd 0 O O 0O TELNET hostname I not connected0 D0 00000000
goooooooo

goooogooon

Manager

Session

session
session
session
session

session

> show sessions

information for Telnet 1

connected to Port 1
connected to NBSD
connected to 192.168.1.8

not connected

ua o W N

not connected

goooog

DISCONNECTO 2270000
RECONNECTO 267 000 O
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SHOW SNMP

SHOW SNMP

00000000000 /SNMP

SHOW SNMP

SNMPOOOODOOOOOOOOOO

gooooogono

Manager > show snmp

SNMP configuration:

SNMPv3 engine information:

SNMP counters:

InPRKES it 15006
inBadVersions ................... 0
inBadCommunityNames ............. 0
inBadCommunityUses .............. 0
iINnASNPaArseErrS . ......coeuuunen.. 6
INTOOBigS v v ittt et e e e 0
inNoSuchNames ................... 0
inBadvValues ...........iiiinan. 0
InReadOnlysS . uvvvv ittt et 0
inGenErrs .......iiiiii i 0
inTotalRegVars .........ou... 14977
inTotalSetVars .................. 0
inGetRequests ........c.iiin... 0
inGetNexts ............ooo.. 14977
inSetRequests .........iin... 0
INGEetREeSPONSES v v v vt i it i e eeean 0
ogoooo

Status .. e Enabled

Authentication failure traps .... Enabled

Local Interface SNMPv1l .......... Not Set

Local Interface SNMPvV2 .......... Not Set

Local Interface SNMPV3 .......... Not Set

CoOmMMUNIEY v vttt et et et e e ee e ee e public
ACCESS vttt ettt et et et read-only
Status ...l e Enabled
o= o 1= Enabled
OPEIN ACCESS v vttt ettt e No

snmpEngineID ...........00.... 800000cf030000cd123456
snmpEngineBoots ............... 6
snmpEngineTime ................ 1388

outPkts ...... .. i i 15006
OULTOOBIgS &t i ittt ettt e et e ens 0
outNoSuchNames .................. 0
outBadValues ...........ccuo... 0
OULGENEXTS ...t i ittt i ii it 0
outGetRequests .............o..... 0
outGetNexts ........ ... 0
outSetRequests .................. 0
outGetResponses ............. 14981
OUETTADS v vt ettt e et et e e e e e 6
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SHOW SNMP

inTraps

SNMPv3 counters:
UnsupportedSecLevels
NotInTimeWindows
UnknownUserNames
UnknownEngineIDs
WrongDigests

DecryptionErrors

UnknownSecModels
0 InvalidMsgs
UnknownPDUHandlers

SNMP configuration 0 0 00O

SNMPOOODOOODOOODOODOODOO

Status

SNMP O OO OOOOUOOEnabled O Disabled

Authentication failure traps

goboogooobooobobo

Local Interface SNMPv1

SNMPv1 OO OOOOODODODODODODODODOoOoIPOOOOOOOO
0000000000000 00MmMmOODDoO Not Set

Local Interface SNMPv2

SNMPv2c 00000000000 DOOOOO IPOODOOOOO
0000000000000 000MmODoOoO Not Set

Local Interface SNMPv3

SNMPv3O O OOOOoOooOoOoooooooIPo00OOOOOO
0000000000000 00MmOODDoO Not Set

Community gooogoogo

Access 0000000000000 0read-onlyd read-write 00 O O O
Status 00000000000 Enabled O Disabled

Traps gooooobooooo

Open access

0o000oooooo SNMPOOODDOODODUOODOOOoOODOO
Yes O O 0 NoSNMPv3 engine information 0 O O 0 O

snmpEnginelD oooo ID

snmpEngineBoots ooooooooooooooooooo IDoDoOoooo 10
g

snmpEngineTime ooopoooooooooooon

SNMP counters 00 0 0 0O SNMPOOOOODODODOOOOOOO0OO

inPkts OO SNMPOOOOO

inBad Versions oooooooooooooooo SNMPOOODOOOOOOO

inBadCommunityNames

000000000 ooooo SNMPOOOODOOOOOO

inBadCommunityUses odooooooooooooooooooooogd SNMPOO
gooooogo

inASNParseErrs ASN.1 00000000000 0o0oooog SNMPOOOOO
goooo

inTooBigs 000000000000 tooBigDODOOOOOO0O0O SNMPOO
gooooogo

inNoSuchNames 0000000000 00OnoSuchNameO OO O OOO0O0O00O
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SHOW SNMP

inBadValues 00000000000 0ObadValueDOOOOOODOOO SNMP
gbooobooooooo

inReadOnlys 000000000000 readOnlyD0 000000000 SNMP
gbooobooooooo

inGenErrs 000000000000genErrf000D0D0O0O0OO SNMPODO
gooobooooo

inTotalReqVars 0000 GetRequest 00 0 GetNextRequest 100D 0000
oooooooMIBOOoooooooo

inTotalSetVars 0000 SetRequest 10 000000000000 MIBOOODO
goooao

inGetRequests 0000 GetRequest 00 OO O0OOO

inGetNexts 0000 GetNextRequest 0D OO OO0O0O

inSetRequests 0000 SetRequest 0000000

inGetResponses 0000 GetResponse0 OO O0O0O0O0

inTraps O0oOoSNMPOOOOOOO

outPkts OO0 SNMPOOOOO

outTooBigs 000000000000tooBigdOODOOO0O0DOOO0ODO SNMP
gboobooogd

outNoSuchNames 00000000000 O0noSuchNameO 0000000000
OSNMPOOOOOOO

outBadValues 0000000000 00badValueDOOODODOOOOOOO
SNMPOOOOOOO

outGenErrs 000000000000genEnr00000O0D0O00OODODO SNMP
gboobooogd

outGetRequests 0000 GetRequest DD OO0ODOO0O

outGetNexts 0000 GetNextRequest 0O OO OOOO

outSetRequests 0000 SetRequest 00000000

outGetResponses 0000 GetResponse0 OO O0O0O0O0

outTraps 0000 SNMPOODOODODO

SNMPv3 counters D 0 OO O

SNMPv3O O OOOO0oooooooooo

UnsupportedSecLevels 00000000000o00000o00o0 SNMPOOOODOOO

NotInTimeWindows 0000000 Time Window OOOOOO0OO0O0O0OO0O SNMP O
gooogo

UnknownUserNames 000000 oooogo SNMPOOOOOOO

UnknownEnginelDs DoooooolIbood SNMPOOODOOOO

WrongDigests 0000000000000 ooooooOooooogn SNMP
goooooo

DecryptionErrors O000oo0oogSNMPOOOOOODO

UnknownSecModels Oooooooooooooooooog SNMPOOOOOOO

gooogd CentreCOM 8700SLO 000 OODODOOOOOOO 2.9

J613-M0019-01 Rev.Q

417



SHOW SNMP

InvalidMsgs Jo0000o0ooooogoo SNMPOOODOOO
UnknownPDUHandlers oo PDUOOOSNMPOOOOODOO

0 66:
ooooono

CREATE SNMP COMMUNITYO 160 00 OO

DISABLE SNMPO 2160000

DISABLE SNMP AUTHENTICATE. TRAPO 217 000 0O
ENABLE SNMPO 2410000

ENABLE SNMP AUTHENTICATE. TRAPO 242 000 O
SET SNMP ENGINEIDO 306 0 0O O

SET SNMP LOCALO 3080000

SHOW SNMP COMMUNITYO 4190000
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SHOW SNMP COMMUNITY

SHOW SNMP COMMUNITY

O0000000o00oooO /SNMP

SHOW SNMP COMMUNITY=community

community: SNMPOOO00O000001015000000000000000

g

OSNMPv1l/v2cOSNMPOOOOOD0O0O0O0OO0OOOOOO

goooog

COMMUNITY SNMPOOOOOOOO

gooooogono

Manager > show snmp community=public
SNMP community information:
1= 11 public
ACCESS v vttt ettt et e e e e e e e read-only
Status .. ... e Enabled
L= o ¥ Disabled
OPEIN GCCESS 4 vttt ettt e te it et No
MANATEL « v v e et e et e e e e e e 192.168.1.11
MANATEL « v vt ettt e e e e e e e 192.168.1.5
MANATEL « v vt et e et e e e e e e 192.168.1.2
Trap host ..... ... ... 192.168.1.11
V2c Trap host .......... .. ....... 192.168.1.11
V2c Trap host .......... .. .. ..... 192.168.1.5
Name gooooooa
Access 0000000000000 0Oread-onlyd read-write 00 0O 0 O
Status 00000000000 Enabled O Disabled
Traps gooooooooooa
Openaccess J00000O0oOoO0oSNMPOOOODODOODDOODODODOOOYesOOO No
Manager 0000000000000 000000O00b00o0b0D0o0O0OSNMP OO DO

oooooIPoOoOO

Trap host

SNMPv1OOOOOOoooIPOOOO

V2c Trap host

googn

SNMPv2cOOOOOOOOIPOODODO
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SHOW SNMPO 4150000
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SHOW SNMP GROUP

SHOW SNMP GROUP

O0000000o00oooO /SNMP

SHOW SNMP GROUP [=group]

group: SNMP OO O0O00D01032000000000000000

g

OSNMPV3D OO OooOoooooooooooooo

goooog

GROUP SNMPOOOOOOODOOOOODODOOOOOODOOOODOO

gooooogono

Manager > show snmp group
SNMP Group information:

Group Name . ..o vvve it iee et admins
Security Level ................ authPriv
Read View ...........itiiinn.. most
Write View .................... most
Notification View ............. most
Row Status .................... active

Group Name . .....uuviienenenenn. mib2operators
Security Level ................ authNoPriv
Read View ...........itiinn.. standard
Write View .................... -
Notification View ............. most
Row Status .................... active

Group Name

gobogoo

Security Level

0000000000 O0noAuthNoPrivl OO OOD O DO OO M authNoPriv

00000000000 authPrivi 0000000000000000

Read View

gogboooooooooooobo

Write View

gogboooooooooooobo

Notification View

goboooobooooo

Row Status 0000000 Oactived notInService notReady O 0 0 O O
0 68:
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googod

ADD SNMP GROUPO 129 0000
SET SNMP GROUPO 307 DO OO

422 | CentreCOM8700SLO 000 OO0O000DODOOOO 2.9 ooooo
J613-M0019-01 Rev.Q



SHOW SNMP TARGETADDR

SHOW SNMP TARGETADDR

O0000000o00oooO /SNMP

SHOW SNMP TARGETADDR|[=target]

target: SNMP O 000 0D001032000000000000000

g

OSNMPvV3O OO0 O0O000000o0ooooooooooooooooo

goooog

TARGETADDR SNMPOOOOOOOO0OOOOOOOOOOOOOOOOOODOO

gooooogono

Manager > show snmp target
SNMP target address information:
Target Address Name ............. mg?2
IP addresSsS .« v v v mee ittt 172.28.28.16
UDP DPOTXtL vt ittt it it et it et ee e e 162
Target Address Params ......... psupervisor
Row Status .............cco... active
Target Address Name ............. tpR30
IP addresSsS .« v v v v meiie e 172.28.28.156
UDP DPOTYtL vt ittt it it et it eeee e e 162
Target Address Params ......... pzein
Row Status ..............cco... active
Target Address Name oooooo
IP address IPOOOO
UDP port ubDrPOOGOoQOO
Target Address Params oooo0oooo0ooooooo
Row Status 00000000 Oactived notInServicell notReady 0 0 0 0 O
0 69:
ooooon

ADD SNMP TARGETADDRO 131 00 00O
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ADD SNMP TARGETPARAMSO 133 0000
DELETE SNMP TARGETADDRO 192000 O
SET SNMP TARGETADDRO 309 0 O O O
SHOW SNMP TARGETPARAMSO 425000 O
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SHOW SNMP TARGETPARAMS

SHOW SNMP TARGETPARAMS

O0000000o00oooO /SNMP

SHOW SNMP TARGETPARAMS [=params]

params: SNMP OO O000000000000001032000000000000000

g

OSNMPvV3O OO O0O0OO0O0000oo0o0ooo0oooooooooooooooooooooooon
goboooboooobooobooboobbooo

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOOOOO
gooogo

gooooogono

Manager > show snmp targetparams
SNMP target params information:

Target Params Name .............. psupervisor
Security Level ................ authPriv
User Name ........ctiiiweeeenenns supervisor
Row Status .................... active

Target Params Name .............. pzein
Security Level ................ authNoPriv
User Name ........couuiuiuueenenn. zein
Row Status .................... active

Target Params Name 0O000000000000O00O

Security Level O00000000000noAuthNoPrivd 0 00000 0000 MauthNoPriv
D0000000000@M authPrivi 0000000000000 O0O0O

User Name ooooo

Row Status 00000000000000D0 000 actived notInServicell notReady O
goog
0 70:
ooooono
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ADD SNMP TARGETPARAMSO 133 0000
DELETE SNMP TARGETPARAMSO 193 0000
SET SNMP TARGETPARAMSO 3100000
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SHOW SNMP USER

SHOW SNMP USER

O0000000o00oooO /SNMP

SHOW SNMP USER|[=username]

username: SNMP OO 000010320 00000000000000

g

OSNMPV3OD OO0 Oooooooooooooo

goooog

USER SNMPOOOOO

gooooogono

Manager > show snmp user
SNMP User information:
User Name ...t v v v v i et iee e zein
Group Name . .......uuuueeeneenn. mib2operators
Auth Protocol ................. SHA
Priv Protocol ................. NONE
Row Status .............cco... active
User Name ... ...ttt eeenenens supervisor
Group Name .. ... ennnennn admins
Auth Protocol ................. MD5
Priv Protocol ................. DES
Row Status ..............cco... active
User Name ooooo
Group Name ooooooon
Auth Protocol goooooo
Priv Protocol ooooooog
Row Status 00000000 actived not in servicell not ready 0 00 0 O
o 71:
ooooono

ADD SNMP USERO 1350000

googn CentreCOM 8700SLO 000 OD0OOO0DOOOOOO 2.9

J613-M0019-01 Rev.Q

427



DELETE SNMP USERO 194 0 0 0O
SET SNMP USERO 3120000
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SHOW SNMP VIEW

SHOW SNMP VIEW
00000000000 /SNMP

SHOW SNMP VIEW[=view]

view: SNMPOOO0O001032000000000000000

g

OSNMPV3D OO0 ooooooooooon
goooog

VIEW SNMPOOOOO0O0OO0OOO0O0O0OO0OOO000OO0OOO00000OD0OO0OO000O0OOO0OO0ooooogo
goboooboooobooobobooboobboobooboobobooo

gooooogono

Manager > show snmp view

SNMP View information:
SNMP View name(s) :
most
standard

mib2notcpudp

Manager > show snmp view=mib2notcpudp

SNMP View information:

View Name .........ciuuuuneunnnne.. mib2notcpudp

OID ot et e e et e e e e e e 1.3.6.1.2.1
D mib-2
7 YT include
Row Status .................. active

OID ottt et e e e e e e e e e e 1.3.6.1.2.1.6
MIB .ot e e e e e e e tcp
H1 Y5 o 1 T exclude
Row Status .................. active

OID ottt e e e et e e e e e 1.3.6.1.2.1.7
MIB vttt ettt e e e e e e udp
H1 Y5 o T exclude
Row Status .................. active

ogoooo CentreCOM 8700SLO 000 D0ODO0DOOOOOOO 2.9 429

J613-M0019-01 Rev.Q



SHOW SNMP VIEW

View Name oooo

OID 00000ooooType=includeDOO OO OO OO OO0 Type=excludeDOMIB O O
0 O OIDO Object Identifiertd

MIB olDboDoodooMIBOOODODOODOoOOIDODODOOODODODODODOOOOOOOO
gooobooooouoooo

Type OlDO0OU0DUOO0OMIBOUOUOOOOOOODODUOOUOOOUOOOOOIncludeO O OO
OO0exclude0DOOOOO

Row Status 0000000 actived not in servicel not ready 0 0 00 O

0 72:
ogooooon

Oo000oooooooooOoIbooooooDoooooODOoOODOOO

goooog

ADD SNMP VIEWO 1370000
DELETE SNMP VIEWO 1950000
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SHOW SSH

SHOW SSH

00000000000 / Secure Shell

0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

SHOW SSH [COUNTERS]

SSHOOOOOOOOOoOODOOoOOoDODOoOOoOoOOoOOoOoOOOoOOOoOOOOODOODOOo

goooog

COUNTERS SSHOOOUOODODOOODODODOOODODOOOOO SSHOOOOOOOoOooOOO

gooooogono

Manager > show ssh

Secure Shell Server Configuration

Version . ...ttt e e
SSH S@IVET ...t iiit ittt et ee e e
SCP ServicCe ...ttt ittt i
Maximum SesSSions ............iiiiiiena...
Current Sessions . .......ciiiiiiinnnn..
POort e e
Host Key ID ...ttt i e et ettt e ee
Host Key BitsS .ottt it et ieeee e
Server Key ID ... ittt ittt e et e e
Server Key Bits ...t ittt i
Server Key Expiry(hours) ................
Login Timeout (SeCS) . .vvv i i,
Idle Timeout(SeCS) ...t i,
Authentication Available ................
Ciphers Available .......... .00
Services Available ............ . ... ...
D 7Y @1

Secure Shell Client Configuration

R ok o 1.5

Login Timeout (S€CS) ..ttt ieieennn 30

Idle Timeout (SEeCS) it v v vt it ie e Off

Preserve File Modification Time (SCP) Enabled

goooo CentreCOM 8700SLO 000 ODOOOOOOOOO 2.9
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SHOW SSH

Manager > show ssh counter

Secure Shell Counters:

inOctets ... i
rxPKEt ..o
rxVersionID ..........ciiiinno...
rxPktCheckFail ..................
rxPktDataLengthInvalid ..........
rxPktDataOverflow ...............

rxMSGDisconnect .................
rxSMSGPublicKey ..........uuuuu..
rxCMSGSessionkKey . ....oueeennnn..
rxXCMSGUSEr . ...ttt inee s
rxCMSGAuthRhosts ....... ... .. ....
rxCMSGAUthRSA . ... ... .. ..
rxSMSGAuthRSAChallenge ..........
rxCMSGAuthRSAResponse ...........
rxCMSGAuthPassword ..............
rxCMSGAuthRhostsRSA . ............
rXSMSGSUCCESS v v it i i i it eeia et
rxSMSGFailure ...................
rxCMSGRegCompression ............
rxCMSGRegX1llForwarding ..........
rxCMSGRegPortForwarding .........
rxCMSGRegAgentForwarding ........
rXCMSGReqgPty . ...ttt it
rxCMSGWindowSize ................
rxCMSGExecShell .................
rxCMSGExecCmd .........ovvive..
rxCMSGStdInData ......vvvvvi ..
rxSMSGStdOutData ..........o ...
rxSMSGStdErrData .........ovuu...
rXCMSGEOF . ..ttt it ieiiie e
rxSMSGExitStatus ................
rxCMSGExitConfirmation ..........
rxUnSupportedMsg .. ... vv e ...
rXUNKNOWNMST v v v v vttt et e et eeeee e

encodeSKSUCCESS « vt v v v v e ennnennn
encodeSKFail ....................
getHostKeyFail ..................

serverKeyReGenerated ............

encodeRSAChallengeGood ..........
encodeRSAChallengeFail ..........
getUserKeyFail ..................

encoConfigured

encoDetached ............. ... ...
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outOctets ........ ... i 0
EXPKE e 0
txVersionID .........cciiiueenn.. 0
txPktFail ........ ... 0
txMSGDisconnect ................. 0
txSMSGPublicKey . ......iuunn... 0
txXCMSGSessionkKey .. ... enn.. 0
EXCMSGUSEY v ittt it ii e e ieee et 0
txCMSGAuthRhosts ................ 0
EXCMSGAUthRSA .. ... .. i 0
txSMSGAuthRSAChallenge .......... 0
txCMSGAUthRSAResponse ........... 0
txCMSGAuthPassword .............. 0
txCMSGAuthRhostsRSA ............. 0
EXSMSGSUCCESS vt vttt iie e e eee o 0
txSMSGFailure ................... 0
txCMSGRegCompression ............ 0
txCMSGRegX1llForwarding .......... 0
txCMSGRegPortForwarding ......... 0
txCMSGRegAgentForwarding ........ 0
EXCMSGREQPLY & v ittt i et i e e e e 0
txCMSGWindowSize ................ 0
txCMSGExecShell ................. 0
ExXCMSGExecCmd ......vvviiiin .. 0
txCMSGStdInData .......ovvviin... 0
txSMSGStdOutData . ....vv v i vt 0
txSMSGStdErrData ........ccvii.. 0
EXCMSGEOF . .t i ittt it it e e 0
txSMSGExitStatus ................ 0
txCMSGExitConfirmation .......... 0
decodeSKSUCCESS vt v i vviin v 0
decodeSKFail .......... ... ..., 0
getServerKeyFail ................ 1
decodeRSAChallengeGood .......... 0
decodeRSAChallengeFail .......... 0
encoConfigureFail ............... 0
encoDead ........ i, 0
ogoooo




encoEncodeStart .......... ..., 0
encoEncoded .......... i 0
encoEncodeFail .................. 0
encoEncodeResetDone ............. 0
encoEncodeResetFail ............. 0
encoEncodeDiscard ............... 0
SCP Counters:
uploadTotal ........ ... 0
UPloadSuUCCESS vt i vt ittt it e eee e 0
uploadFailed .............iiu.... 0
uploadCancelled ................. 0
readFileRequest ................. 0
readFileSuccess .........ocuuvnn.. 0
readFileFailed .................. 0

SHOW SSH

encoDecodeStart ................. 0
encoDecoded .......... i 0
encoDecodeFail .................. 0
encoDecodeResetDone ............. 0
encoDecodeResetFail ............. 0
encoDecodeDiscard ............... 0
downloadTotal ................... 0
downloadSuccess ........oviiin.. 0
downloadFailed .................. 0
downloadCancelled ............... 0
writeFileRequest ................ 0
writeFileSuccess ................ 0
writeFileFailed ................. 0

Secure Shell Server Configuration 0 0 0 00

SSHOOOOOOoOOoDoooooooOo

Version goooogsSssHOOOoooooooOo
SSH Server SSHOOOOOOoOooooooo
SCP Server ooooog

Maximum Sessions

gobooobobo

Current Sessions

gobooobobo

Port

SSHOOOOO TCPOOOOOOOO

Host Key ID

gobooobobo

Host Key Bits

goboooboobooon

Server Key ID

goboooboobon

Server Key Bits

goboooobooooo

Server Key Expiry(hours)

goboobboobooooo

Login Timeout(secs)

gogboobobobobooon

Idle Timeout(secs)

gogboobobobobooon

Authentication Available

O0000000000OPasswordOD OO OOOOOO
0O RSAORSAOOOOOO

Ciphers Available

000000000000 UoODESOO

Services Available

000000000 0ShellDOOOOOOOOO
CmdOOO0OO0O0DO0O0O0OO0DOOOO

Debug

gobogoo

Secure Shell Client Configuration 00 0 0O

SSHOOOODOOOoOoOoOOoooooooOo

Version

O0000OOoSSsHOOooooooooo

Login Timeout(secs)

googn

gogboobobobobooon
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SHOW SSH

Idle Timeout(secs) 00o0o0ooooooooo

Preserve File Modification Time (SCP) ooooo

073:00000COUNTERSOOOOOOOO

goooog

DISABLE SSH SERVERO 220 0 0 O O
ENABLE SSH SERVERO 245 00 OO
SET SSH SERVERO 3140000
SHOW SSH SESSIONDO 4350 00 O
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SHOW SSH SESSION

SHOW SSH SESSION

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

SHOW SSH SESSION

g

SSHOOOOOoOooooooooo

gooooogono

Manager > show ssh session

Secure Shell Sessions:

ID Type Dir Peer Address User State

0 Listen In 0.0.0.0 Initial

1 Listen In :: Initial

2 Shell In 150.87.20.10 market Open

SCP Sessions:

No sessions found

ID gooog ID

Type O00D0O0O0oDOShellDOOOOODOODODOOODCMmdODODOOOODO
gooag

Dir 00000000 00000000000 oO0obOO0o0ooOoobOOobDoOoooon
ooout 000000000000 oO00bO0o0obO0oOoooDOon

Peer Address JoooooooIPOO0OO

User gooooooooouoo-ocobooooo

State I:JI:JI:JEJI:JI:JI:JI:JI:JInitialDI]I:JI:JDD]Starting]DDDDDDDDDEDAuthen

0000000000 MRequestI 000000000000 O0O0DOO0OM@INOpen
goboogooooobooobo

goooog

DISABLE SSH SERVERO 220 0 0 O O
ENABLE SSH SERVERO 245 00 OO

googn

0 74:
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SET SSH SERVERO 3140000
SHOW SSHO 4310000
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SHOW SSH USER

SHOW SSH USER

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

SHOW SSH USER|[=username]

username: 0000001015 000000000000

0

SSHOOOOOoooOoooooo
goooog

USER 0000 SSHOOOOODODODOOOOODODDODOODODOOODOD SSHOOOOOOODOOoOooooooooo
gobooobooooobooooooobo

gooooogono

Manager > show ssh user

Secure Shell User List

User IpAddr Authentication KeyId Status
admin 0.0.0.0 RSA 100 enabled
manager 0.0.0.0 Password 0 enabled

Manager > show ssh user=admin

USET e v vt it et e e et e admin

Status......... .. . .. Enabled

Authentication method..... RSA

RSA key ID. ... ... 100

Shell........ ..., Yes

TPAddresSS . v v vt vt et e e e e 0.0.0.0

Mask......oiiiiiiin.. 255.255.255.255

Failed Logins............. 2

User SSHOOOOO

IpAddr Oo0o0o0ooooo IPOOOOOo000000O00O
Authentication O0000OPassword0 D ODOODOODOODOO RSAODRSAODOO
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SHOW SSH USER

Keyld RSAODDOOODOOOOOOOOOODOOO
Status O000000O0OenabledD0 000000 disabledD OO0

0700000000

User SSHOOOOO

Status D00000O00O0Enabledd 000000 Disabledd O O O
Authorisation method OD00O0O0PasswordOOOODOOOOOOOO RSAORSAO OO
RSAkeyID RSAOODODODOOOOOOOOOOOO

Shell goddoooooooooo

IpAddress oooooooooIPOOOOD0O00000000O

Mask IpAddress0 000000000

Failed Logins oooooooo

0760000000

goooog

ADD SSH USERO 1400000
DELETE SSH USERO 196 0 0 O O
DISABLE SSH USERO 221 0 00O
ENABLE SSH USERO 246 0 0 0O O
SET SSH USERO 3150000
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SHOW SYSTEM

SHOW SYSTEM

O000oo0oo0ooooo /0000

SHOW SYSTEM

gbobooooboooboo

gooooogono

Manager > show system

Switch System Status

Board ID Bay Board Name
Base 133 8724S8L
Memory - DRAM : 65536 kB

SysDescription

SysContact

SysLocation

SysName

SysDistName

SysUpTime
37416 ( 00:06:14 )

Patch Installed : NONE

Territory : japan
Country : none
Help File : help.hlp
Main PSU : On

RPS Monitor : Off

Current Temperature : Normal

Fan Status

googn

Time 14:56:45 Date 19-Dec-2007.
Host Id Rev Serial number

0 P1-11 58366211

32768 kB

CentreCOM 8724SL version 2.9.1-13 11-Dec-2007

Boot Image : rmbl06.fbr size 496544 **_*kk_dkxx
Software Version: 2.9.1-13 11-Dec-2007
Release Version : 2.9.1-00 25-Dec-2006

CentreCOM 8700SLO 000 DO0O0OOOOOO0OO 2.9
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SHOW SYSTEM

1 Normal
2 Normal
3 Normal
4 Normal
Configuration

Boot configuration file: flash:ospftest.cfg (exists)

Current configuration: flash:ospftest.cfg

Security Mode : Disabled

Board ooooo
ID ooo ID
Board Name ooooo

Rev

gooooboooboobbobboon

Serial number

gooooooon

DRAM

000000 DRAMOOOOOO

FLASH

gooooooooboobbobboo

Chip Revisions

O00oooo8724SLvV2oooooooo

SysDescription 0000000000000 00O0MIB-IIO sysDescrl
SysContact 000000MIB-IIO sysContactO

SysLocation 00000MIB-II O sysLocation

SysName 000000MIB-IIO sysNamel

SysUpTime gdoooooooodoooooood

Software Version

goooooobo

Release Version

gooooopoooboobbo

Patch Installed

O00D0D0D00D0D0D0D0OD0O0DODODODUOONONEDDODODDO

Territory oag
HelpFﬂe HELPOOOOOODOOOOQOOoOoooooo
Main PSU goooooooo

RPS Monitor

0000000000 0ORPSOODOOOOOOODODOOS724SL V20000
gooo

RPS Connected

O00RPSOODOODODOOOOODOOORPS MonitorDOOOOOOODO
OD00oomsz24SL v2oOooooooo

RPS PSU

RPSOOOOOORPSOOOOOOOOODOOODOOOOOMOS8724SL V2
goooooobo

Current Temperature

CPUOO0OO0O0DOONormald OO0 D Warning U 0 0 0 O (I Failedd 0O O
goooooooogo

Fan Status

CentreCOM8700SLO D00 DOOO0DODOOOOO 2.9

J613-M0019-01 Rev.Q
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SHOW SYSTEM

Boot configuration file

goooobooobooobooobo

Current configuration

goooobooobooobooobo

Security Mode

000000000000000000Oenabled 000 disabled

Patch files

gboooboooboobbobboobooon

Name gooooooo
Device 0000000000ob0O0ooOoooooo0oOnvsO flash
Size goooooooogo
Version goooooooooooo
a 77:
ooooono

DISABLE SYSTEM SECURITY_MODEO 222 00 00O
ENABLE SYSTEM SECURITY_-MODEO 247 00 0O O

SET HELPO 286 000 O

SET SYSTEM CONTACTO 316 0O OO
SET SYSTEM LOCATIONO 3170000
SET SYSTEM NAMEO 3180 00O

SET SYSTEM RPSMONITORO 31900 00

googn

CentreCOM 8700SLO 000 DO0O0OOOOOO0OO 2.9
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SHOW SYSTEM SERIALNUMBER

SHOW SYSTEM SERIALNUMBER

O000oo0oo0ooooo /0000

SHOW SYSTEM SERIALNUMBER

g

goboooopoooboooobo

gooooogono

Manager > show system serialnumber
42212991

goooog

SHOW SYSTEMO 4390000
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SHOW TELNET

SHOW TELNET

00000000000 /000000000

SHOW TELNET

g

Telnet 000 0000000000000 O0DDO0OOOO

gooooogono

Manager > show telnet

TELNET Module Configuration

Telnet Server

Telnet Server Listen Port ......
Telnet Terminal Type
Telnet Insert Null’s

Telnet Com Port Control

Telnet Current Sessions

Enabled

UNKNOWN
Off
Disabled

Telnet Session Limit ........... 32

Telnet Idle Timeout ............ Off

Telnet Server Telnet 0O OOOOO0OOO

Telnet Server Listen Port Telnet 0O OO0 0OOO0O0O0O TCPOODO

Telnet Terminal Type Telnet 0000000000000 O0000DODOOOO
Telnet Insert Null’s CROODOOOoOoooooooooog

Telnet Com Port Control ooooo

Telnet Current Sessions 00000000 TelnetOO OO OO

Telnet Session Limit 0000000 TelmetOOOODOOOODO

Telnet Idle Timeout Telnet 00000000000 0000O0O0O00OO

goooog

DISABLE TELNET SERVERO 223 000 O
ENABLE TELNET SERVERO 248 0 0 0 O
SET TELNETO 320000 O

googn

0 78:

CentreCOM 8700SLO 000 DO0O0OOOOOO0OO 2.9
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SHOW TIME

SHOW TIME

O000oo0oo0ooooo /0000

SHOW TIME

g

gobooobooooooooo

gooooogono

Manager > show time

System time is 21:59:55 on Thursday 05-Jul-2001.

goooog

SETTIMEO 3210000
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SHOW TRIGGER

SHOW TRIGGER

O000oo0oo0ooooo /0000

SHOW TRIGGER|[=trigger-id] [{COUNTER|FULL|STATUS|SUMMARY}]

trigger-id: 10 0 0 000101000

g

goboooboogobooobooboobbobboobo
goooog

TRIGGER 0000000000000 OODOOOOCOOOOOOOOOOODOOOODOO
COUNTER 000000000000 O0O0ODODOOOOOODOOODOOOOOOOODODOOO
FULL 000000000 0DOO0000O0OO000O0

STATUS OO0O0O0OO0O0OO0OO0OO0OO0OO0OO0OO0OO0OO0OOU0O0OOU0ODUODUOUOODODOODODOOOOo
SUMMARY 0O0000O0OO0O0OOOOOOOOOOOOOOOOOO

goooogooon

Manager > show trigger

TR# Type & Details Name En Te Rept #Scr Days/Date
001 Reboot (All) Y N Yes 01 MTWTFSS
002 CPU (80 %) UP Y N Yes 01 MTWTFSS

Manager > show trigger counter

Trigger Module Counters

Polls (05 sec timer) ............... 28
Idle loop entry count .............. 0
Time trigger checks ................ 26
Time trigger queue rebuilds ........ 4
Trigger activations ................ 1
Time triggers activated today ...... 0
Periodic triggers activated today .. 0
Interface triggers activated today . 0
Resource triggers activated today .. 0
Module triggers activated today .... 0
ogoooo CentreCOM 8700SLO 000 D0ODO0DOOOOOOO 2.9 445
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SHOW TRIGGER

Manager > show trigger=2 full

Trigger v v v ittt ettt eeeeee e 2
Name ........... ... ... -
Type and details ............ CPU (80 %) UP
DAY S ittt e e e e e Daily
Enabled ........... . . L. Enabled
Test ... e No
Repeat ....... ... . . ... Yes
Created/Modified ............ 13-Jul-2001 16:16:02
Number of Activations ....... 0
Last Activation ............. FH KoKk _kkokok kok g kok kK
Number of scripts ........... 1
mail.scp

Manager > show trigger status

Trigger Module Configuration

General
Trigger Module ........... Enabled
Triggers configured ...... 2
Queued Commands .......... 0

Time Triggers

Configured ............... 0
Active ... e 0
Activated today .......... 0

Periodic Triggers

Configured ............... 0
Active ... e 0
Activated today .......... 0

Reboot Triggers
Configured ............... 1

Interface Triggers

Configured ............... 0

Resource Triggers

Configured ............... 1
Active ... e 1
Activated today .......... 0

Module Triggers

Configured ............... 0
Activated today .......... 0
CentreCOM 8700SLO 000 O OO0OOOOOOOO 2.9 goooo
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SHOW TRIGGER

TR# goboogoo

Type & Details goboogobooobooooo

Name gobooobogn

En goboogoo

Te goboooboogon

Rept D0000000O0YesOUOMNoOOODODODODODODODODODDODDODDODOODO
0000000000 NoODOODODODODUUOODODODOODODODODEnDDODDODOODO
OO0ONOODOOD

#Scr goboogobooobooooo

Days/Date 000000000000 oOoO0O0O000000000OMTWTESSO OO OO

gobogobooo-bobboon

0 79:

Trigger

goooon

Name

gooooooon

Type and details

goooopooooboooo

Other parameters

goooopboooboooboobbo

Days 00000000000 WeekdaysO O O O (I WeekendsO O O [0 Daily
000@MO0OD000000000000Daysd Date0 00000000
gooooo

Date 0000D0000000ODaysO Date0 00000000000 OOO

Enabled goodogoooog

Test gooooooooon

Repeat D0oooooooYesOOMmMNoOOODOODODOODDODOOOO

Created /Modified O00ooo0ooooooon

Number of Activations

goooooooboooboobooobo

Last Activation

goooobooobooobooobo

Number of scripts

gooooopoooboobbo

0 80: FULLOOOODO

General 0 0O OO

gogbobobbooboooo

Trigger Module

gobbobbobogo

Triggers configured

gooood

Queued commands

goboboboobon

Time Triggers 0 000 O

gobbobbobboo

Periodic Triggers 0 0 0 O O oooooooooooo
RebootTriggersDDDDD goooooooooooo

Interface Triggers 0 0 00O do0oo0ooooooooooooao
ResourceTriggersDDDDD CcChUOOoDOooDooooooooooooog
goood CentreCOM 8700SLO 000 ODDOOOO0OOOOODO 2.9
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SHOW TRIGGER

Module Triggers 00 O O O gbooboooboooooooogn
Configured ooooo

Active gboobooooooo
Activated today ooooooooo

0 81: STATUSOOOOO

Polls (05 sec timer) oooooooooooodd

Idle loop entry count vooooooooodooooooooooon

Time trigger checks 0000000000000 000000000000

Time trigger queue rebuilds gooooooobooooooodoooooooooooon
vdoooooooodoooooooooooodgon

Trigger activations oooooooo

Time triggers activated today ooooO0ooo0O0ooooo

Periodic triggers activated today 0000000000 00O0O0O

Interface triggers activated today 00000000000 00000O0O000O
Resource triggers activated today CPUOOO0DOO0O0O0O000O00000O0O0O00O
Module triggers activated today O0000000000000000OO

0 82: COUNTEROOODOO

goooog

ACTIVATE TRIGGERO 113000 0O

ADD TRIGGERO 142 000 0O

CREATE TRIGGER CPUO 1620000
CREATE TRIGGER FIREWALLO 164 0 0 O O
CREATE TRIGGER INTERFACEO 166 0 O O O
CREATE TRIGGER MEMORYDO 168 0 O O O
CREATE TRIGGER MODULEO 1700 00O
CREATE TRIGGER PERIODICO 173 0 0 0 O
CREATE TRIGGER REBOOTO 1750000
CREATE TRIGGER TIMEC 177 0 0 0O O
DELETE TRIGGERO 197 000 O

DESTROY TRIGGERO 204 00 OO

DISABLE TRIGGERO 224 0 00 O

ENABLE TRIGGERO 2490 0 0O O

PURGE TRIGGERO 2650 000

SET TRIGGER CPUO 3220000

SET TRIGGER FIREWALLO 324 00 00O

SET TRIGGER INTERFACEO 326 00 OO
SET TRIGGER MEMORYO 328 0 0 O O
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SET TRIGGER MODULEO 330 0 000
SET TRIGGER PERIODICO 3320000
SET TRIGGER REBOOTO 334 0 0 O O
SET TRIGGER TIMEO 336 D O 0O O
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SHOW TTY

SHOW TTY

00000000000 /000000000

SHOW TTY|[=tty-number|ALL] [{SUMMARY|DEFAULT}]

tty-number: 0000000 0O0TTYDDOO

g

O000oo0ooooTIYOoooDooooooo
0000000000000 000TIYOOOOOOOOOTelnetD OO OOOOOODODODOOOOOO
oo0oooo TTYOOooooooooo

goooog

TTY 000000000000 0000000000000000000000000O0ALLODOO0
O0000000oooooooooU0o000DooooUSERODODODDOODODODO0Oo0oooooon
gobobobooboooooobobooobooobboobogbobDobobobooooDooD M

SUMMARY 0O00000OCOO 1000000000O0O0O0O0OOO

DEFAULT TelnetO0 OO ODO0O0OO0OO0O0D0O000O0O000OOO00DOOO0ODOOOOOOODOOOOO
0000000 oUoTIYOOODUOODODUOooooo ALLODDODOOoOOoooooooo

gooooogono

Manager > show tty

TTY information

Instance ..........oovvinnn 16
Login Name ........ouuunn.. manager
Description ............... Asyn 0
SECUTYE i it ittt ittt eeeeen yes

Connections to ............

Current connection ........ none
In flow state ............. on
Out flow state ............ on
Attached module ........... Terminal server
Attached module instance .. 0
55 © = T vT100
Service ..., none
Prompt ... e default
Echo ........ ... ves
Attention ................. break
Manager .. ...t yves
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Edit mode
History length

Page size

SHOW TTY

Instance

oooooooooTTYO OO

Login name

gobooopooooboobbobboon

Description O000000O000O0DOoOO0 SETASYNOOOOO NAMEOOOO
RN
Secure goboobobooobobboobbboobbboooobbooobbo

gobobooobboooobbooobbbooobbbooobo
gobobooooboboooboobboobbbbooobbooooobo
O00000Telnet00D0O000D000000O0O0OOOOO

Connections to

gbooooobooboo

Current connection

goooopboooboobbobbooboobbonn

In flow state

goooobooooooooo

Out flow state

goooobooooooooo

Attached module

000000000000000D0000000000 Terminal Server
gooooboooboobbon

Attached module instance

goooopboooboobbobbooboon

Type ooo00O0dump000OO0O0OOO VT100

Service gooooooooooooooooooon

Prompt 000 00 0 defaultDoffOloginOpassword OconfirmOencapsulation
gdooooooooooodd

Echo gooooooo

Attention bobobooobooodoooooboooboooodob0dOnoned
breakO char 000000

Manager MANAGEROOOO0O0DOOOO

Edit mode 000000?000 Minsert0 00000 M overstrikeD OO0 OO

uo

History length

gbooooobooboo

Pagesize 1000000000000 0000O00O000O0O0O0 offd
0 83:

TTY 0ooooooooTIYDDO

Description 00000000 00DoOooOoSETASYNODOODODO NAMEOOOODOODO
O0000D0Port#I0 000000 TelnetO OO ODOODO OO Telnet #0 O
00000000000 DO0O0o0o0oDOoDo0oDOoOD TelnetoDOO IPODODO
oad

goooo CentreCOM 8700SLO 000 ODOOOOOOOOO 2.9
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SHOW TTY

User name ooooooooooo

Module oo duoooouoo
Inst oo duoooouoo
Mgr MANAGEROOOODOOOOOOO
Connections goboooobooooo

0 84: SUMMARYO OO OO

History length oooooooooooo

Pagelength 1000000000000000000000000 offd

Prompt 0 0O 00 O O defaultO off0 loginO password confirmO encapsulationd O O
goodoooooooooo

Type 000000dumpd 00000000 VT100

0O 85: DEFAULT O OOOO

goooog

SET ASYNO 281000 O
SETTTYO3380 000
SHOW ASYNO 3430000
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SHOW USER

SHOW USER

00000000000 /000000000000

SHOW USER|[=1ogin-name] [CONFIGURATION]

login-name: 0000 10640000000000000000000000000000%$%& ()*+,-./0123456789:;<=>@ABCDEFGH

g

goboooboogooboooboooboobbobbooboobooobooobboobo
goooog
USER 0 0O0O0OO

CONFIGURATION 0000000000000 00O0OOOO0O0OOOOOUSEROOOOOOO
goboogooooobooooobo

gooooogono

Manager > show user

Number of Radius-backup users..... 0

User Authentication Database

Username: manager (Manager Account)
Status: enabled Privilege: manager Telnet: yes Login: yes RBU: no
Logins: 5 Fails: 1 Sent: 0 Rcvd: 0

Authentications: 0 Fails: 0

Active (logged in) Users

User Port/Device
Login Time Location
manager Asyn 0
19:17:44 27-May-2003 local
manager Telnet 2
19:17:44 27-May-2003 192.168.20.200
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SHOW USER

Manager > show user configuration

User module configuration and counters

Security parameters
login failures before lockout ............ 5 (LOGINFAIL)
lockout period . .......i it 600 seconds (LOCKOUTPD)
manager password failures before logoff .. 3 (MANPWDFAIL)
maximum security command interval ........ 60 seconds (SECURDELAY)
minimum password length .................. 6 characters (MINPWDLEN)
TACACS retries . ...t 3 (TACRETRIES)
TACACS timeout period ...........uuuuneunn.. 5 seconds (TACTIMEOUT)
semi-permanent manager port .............. none

Security counters
logins 4 authentications 0
managerPwdChanges 1 defaultAcctRecoveries 1
unknownLoginNames 0 tacacsLoginRedgs 0
totalPwdFails 0 tacacsLoginRejs 0
managerPwdFails 0 tacacsRegTimeouts 0
securityCmdLogoffs 0 tacacsRegFails 0
loginLockouts 0 databaseClearTotallys 0

Number of Radius-backup users RADIUSOOOOODOOOOOO

User Authentication Database 00000 00000000000000OO
Number of logged in Security Officers 0000D00D0DO Security Officer 000000000

currently active 0000000000 O00SECUREDELAYDO 0D OO
goooboooooooooooooo

Username ooooo

Status gooooooogooo

Privilege 0000000000 Sec Offd Security OfficerT
managerd OO Muserl 0000000000000

Telnet O00D00O0O TELNETODODOOOODODOOOOOO

Login gooooboboooooooooobobobooooo
goooooogo

RBU RADIUSOOOOOOOOODOOOOOOORADIUSOO

gogobboobbobboobboooobboooo
goboboboboo

Logins oooooooo
Fails goooooogo
Sent goooboobddduoguooooogoo
Revd goooboobddduoguooooogoo
ACtive(loggedin)UsersDDDDD oo oooobooo
454 | CentreCOM 8700SLO00C0 0000000000 2.9 ooooo

J613-M0019-01 Rev.Q



SHOW USER

User ooooo

Port/Device 0000000000000 0M Asyn x(IO Telnet xO
goodoboooodxgooobooooo

Location gogoobobooobobbouobobouobooooo

000000000000000O00lecallIOO OO0
O0o0oooooooIPo0DoooooooOOO

Login Time

gooboooo

0 86:

login failures before lockout

000000000000 O0O0LOGINFAILOD OO DO
0000000000000 0oo000DooLOCK-
ouTPDOOOOUOO0ODDOODDOODOODODODOOOO

lockout period

LOGINFAILOOOOOOOODOoooOooooooo
O000o0ooooooLoOCKOUTPDO OO OO O

manager password failures before logoff

gogoboboobbobboobboooobboooo
ODO0DO0DODO0DODODMANPWDFAILO OO OODO M

maximum security command interval

goboooboobboboobooobnb

OSECUREDELAY 00O OO0 M

minimum password length

00000000000 MINPWDLENOD ODODOOO MM

TACACS retries

gooood

TACACS timeout period

gooood

semi-permanent manager port

gobbobbobboo

logins gbooobooooooooo

managerPwdChanges Manager 0000000000 DOOO

unknownLoginNames oooooooOooooooooooooo

totalPwdFails gbobodoboobooboboobobobooboboo
gbooobooooo

managerPwdFails gbooboodboboooobobooboobobobobob
gooboooao

securityCmdLogoffs gbooboodboboooobobooboobobobobob
00000000O0OManager 000000000000
gbooboooboooooooon

loginLockouts gbooboodboboooobobooboobobobobob

gooboooo

databaseClearTotallys

gogboobobbooobpooobooobo

0 87: CONFIGURATION O OOOOOOO

goooog

googn
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SHOW USER

ADDUSERO 1440000

DELETE USERO 198 000 O

DISABLE SYSTEM SECURITY_MODEO 222 00 00O
DISABLE USERO 225000 O

ENABLE SYSTEM SECURITY_-MODEO 247 00 OO
ENABLE USERO 2500000

PURGE USERO 266 00 00O

RESET USERO 2780000

SET USERO 3390 000
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SHOW USER RSO

SHOW USER RSO

O0000o0o0o0o0ooo /0000000

SHOW USER RSO

g

RSOO Remote Security Officer0 00000000000
RSODDDDDDDDDDDDDDDDDDDDDDDDDDDDDSecurityOfﬁcerDDDDD Telnet O
O00ooo0ooooooooooooooooooo0oooooOoRSO0D0O0Doooooooooo
gd SecurityOfﬁcerDDDDDDDDDDDDDDDDDDDDDDD

gooooogono

SecOff > show user rso

Remote Security Officer Access is enabled

Remote Security Officer Log

Remote Security Officer ........... 3ffe::/64

Failed 1logins . ......uuiiinnnnnn.. 5

Last failed login ................. 05-Apr-2005 11:20:50
Successful logins ................. 0

Last successful login ............. Fhokkk_kkkk Kok kk kK

Remote Security Officer range from: 172.28.28.100
to: 172.28.28.110

Failed 1logins . ......uuiiinennnn.. 0
Last failed login ................. KK KKK KKKk ok Kok xk
Successful logins ................. 1
Last successful login ............. 05-Apr-2005 11:23:48

IP Address Date/Time Attempts
172.28.28.16 05-Apr-2005 11:21:04 2
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Remote Security Officer Access is RSOOOO0OO0O0O0000O0OENABLE USERRSOODOOO
ooo
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SHOW USER RSO

Remote Security Officer RSOO IPOOOOOIPVAOODO/0000000IPV6OO
oo0/000000000IPv4/IPv6e 00000 O0range from
U tolM

Failed logins RSOOOOOOOOOO

Last failed login 00000000000 0000000
gbooboooboooooon

Successful logins RSOOOOOOOO0OO

Last successful login 00000000000 mmseeeex et 0000000
gbooboooboooooon

Illegal login attempts RSOOO0O0OO0O000ODO Security Officer 00000000

IP address TelnetDOOOOOOIPODOOO

Date/time oooooooo

Attempts ooono

0 88:
gbooood

ADD USERRSOO 146 00 00O

DELETE USER RSO0 1990000

DISABLE SYSTEM SECURITY_MODEO 222 00 0O 0O
DISABLE USER RSOO 226 0O OO

ENABLE SYSTEM SECURITY_-MODEO 247 00 OO
ENABLE USERRSOO 251 0000
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SSH

00000000000 / Secure Shell
0000000000000 O AT-FL-02000 AT-FL-02-BO 00O

SSH ipadd USER=username {PASSWORD=password KEYID=key-id}
[COMMAND=string]

ipadd: IP 0000

username: 100 00010150000000
password: 1000001031000

key-id: 0 0 0 000 655350

string: 10001080000

g

SSHOOODOOODDODOOODODOODODODO SSHOOODOOOoOooooooooooo
OoSSHOOOOOOOOoOOOoDOOOODOOODOODOOODODUODODOO
OSSHOOOOODOOOooooooooooooooooooooooooooooooooooooon
OBreakD OO OOTelnet 00000 000000000000 0OCwl-POO0OCOOOOOOODDOOO
0000000000000 000000000000000OSET ASYNOD OOOO ATTENTION OO
goooooooooo

0000000000000 00000CHl-X000OO0O000o00oooooooo0o000000M Enterd
O00O0O0OO0OO0OOSHOWSESSIONSOOODOOODODODOOOD0DDOO0OO0OORECONNECTOOODOOO
googo

goooog

USER 0O0OO0O0OO0O0OOO

PASSWORD 0O0000000O0O0DOOOOOOOOO

KEYID RSAOOOORSAODOOO0O0OOOOOOUOOORSAODOODOOOOOOOOODOODOOO
gobooobooobobooobooobooobo

COMMAND SSHOOOOOOOODOOOOOOOOOOOOOOOOOOOOOOoOooDOOOoOoOoOO
00000000 oDoODO00D00000000000000000DOOoDOoOOSSHOODODOOO
goboogoboogopoooboobbo

g
mSSHOOOD 192.168.101 000000 root0 00000 8nyara0 0O OO0 OO0

SSH 192.168.10.1 USER=root PASSWORD=8nyara
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SSH

mSSHOOODO 192168101 000000 rootURSAD 10000000000 0O0OO

SSH 192.168.10.1 USER=root KEYID=10

mSSHOO OO 192.168.10.1 O 0O OSHOW IP INTERFACED 00 00000000000 OOOOOO

SSH 192.168.10.1 USER=root PASSWORD=8nyara COMMAND="show ip interface"

goooodf

00000000000 00000Host key not recognised - saved assshkeyDO O OOO0O0OO0OO0O00O
oo b oo o bbb Do b o
DDDDDDDDDDDDDDDDDDDDDDDSSh.keyDDDDDDDDDDDDDDDDDDDDD
ODOOCREATEENCOKEYODOOOODOODODOODODODOODODODOODODODODODOODODOOOOOO TYPED
RSAOFORMAT O SSHO O OO OO

goooog

CREATE ENCO KEYOD 1520000
SHOW SSH SESSIONDO 4350 00 O
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TELNET

TELNET

00000000000 /000000000

TELNET {ipadd|ip6add|hostname}

ipadd: IP 0000
ip6add: IPv6 00 00
hostname: 00 00

g

00000000 TelnetO OO OO
gooooopogobooobooboobobobboobooobooboboobbobbobboon
ooooooCuwl-DOODDOOO0ODOD0O0O0ODDO0O0OO0
00000000000000000000000000000000000000000000 00 BreakO
O000OTelnetD0 0000000000000 0OO0O0OCH->POOOO0ODOOOODOOOODOOO
0000000000000 000D00D0D0ODOOOSETASYNODODDOO ATTENTIONODODODOOOO
goooon

0000000000000 00000CHl-X000OO0O0DO0000oo0o0ooo0o000000M Enterd
O00O0O0O0OO0OOSHOWSESSIONSOOODOOODODODOOODO0DDOOO0OOO0ORECONNECTOOODOOO
googo

gooooogono

Manager kkSwitch.joge.net> telnet afrika

Info (105327): Resolving host name "afrika.joge.net" to IP address.

Info (105328): Host name resolved to 172.16.28.1.

Info (133256): Attempting Telnet connection to afrika.joge.net, Please wait

TelnetOOOOOOOO
U*IX (afrika.joge.net) (ttyp2)

login: usouser

Password:

[chkmail] You have new mail.

inbox
urgent
Total 9
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- Complete Switch reference manual.

afrika:”> OO0 Ctrl-PO0O0O0O0O0OOOOOCOOOOOOOO

Session 1 to afrika.joge.net paused

ooooooooo

Manager kkSwitch.joge.net> show ip int

Interface Type IP Address Bc Fr PArp Filt RIP Met. SAMode IPSc
Pri. Filt Pol.Filt Network Mask MTU vJc GRE OSPF Met. DBcast Mul
Local —-—= Not set - - - -——=  —= Pass -=
-—- -—- Not set 1500 - -——— -- -—- -—-
vlanl Static 172.16.28.160 1 n - --- 01 Pass No
-—- -—- 255.255.255.0 1500 - --- 0000000001 No Rec
vlianlO# Static 0.0.0.0 1 n - --- 01 Pass No
-—- -—- 0.0.0.0 1500 - --- 0000000001 No Rec
gooooooooooag

Manager kkSwitch.joge.net> show session

Session information for Telnet 1

session 1 connected to afrika.joge.net

session 2 not connected

session 3 not connected

session 4 not connected

session 5 not connected

Ctrl-X0O0OO0OOO0OOOD0OODODDODODOOOO0OOEnterdogd

Manager kkSwitch.joge.net> reconnect 1 ( afrika.joge.net ) [Enter]

Info (136271): Reconnected to session 1 ( afrika.joge.net ).

Telnet JOOODOO0OO0DO0OO0O0OO0OO0OO0DODOOO0O0OOO0OOOEnterddg

afrika:”> logout

goooooooooooooa

TELNET session now CLOSED.
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TELNET

Manager kkSwitch.joge.net>

goooodf

000000000 ooooooooo ADDIPDNSOOOOOUOODODOOOOODOOODOooOoOoOn
000000000000 00D0o0U000D0ODO0FEDNODOODODOOO0O0O0OO0ODOO00OOSET SYSTEM
NAMEOOOOOOODOOOOUOOOODODODODODODODODERDNOODOOODODDODODODODOODOO0oOooogo
O000O0afrika0 000000000 ODOO

O000MsysName 0000000000000 0O000O0O0O0OOO0DOO0O0DO0DO0O0DO0OO
00000000000000000000D000sysName OO myswitch.example.com myswitch
0000000000000 00000000000MTELNET hispcD D000 000O0O0O0O0OODO
0 hispc.example.comO OO0 00 DNSOOOOOODOOO

goooog

ADDIPDNSIIPO O 1690000
ADDIPHOSTMIPO O 180000 O
ADD IPV6e HOSTM IPv6O 0 390000
CONNECT PORTO 1500000
DISCONNECTO 2270000
RECONNECTO 267 000 O

SET SYSTEM NAMEO 3180 00O

SET TELNETO 320000 O

SHOW IP HOSTI IPO O 4480 00 O
SHOW SESSIONSO 4140000
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UPLOAD

UPLOAD

00000000000 /0000000000000

UPLOAD [METHOD={TFTP|ZMODEM}] [FILE=filename] [DESTFILE=destfilename]
[SERVER={hostname|ipadd|ip6add}] [ASYN=asyn-number]

filename: 0 0 0 00 O [device:]filename.ext 0 0 O O device:J 00 0 flash:0 000000
destfilename: 00 00005020000

hostname: 00 00

ipadd: IPv40 000

ip6add: IPv6 00 00

asyn-number: 00000000000

g

TFTPOZMODEM O 0000000000 OOO0O
O000000U0O0DU0DUUODUOO0OOSETLOADERD 0000000000000 Oooooooo

goooog

METHOD 0000 O0OO0OOOTFIPOOOO SERVEROODOOOOOOOOZMODEMOOOO ASYN
O000U0o0oooooog TFTPO

FILE 0000000000000

DESTFILE TFIPOOOOOOOOOOOODOOOOOOOOOOOOOOOOODOOOODOO

SERVER TFTPOOOOOOOOOOOOIPODOOOOIPVAOOO IPveDOOOOODOOODOOOOO
ADDIPDNSOOOOO DNSOOOODOODOOOODODOOOODOOOOOO

ASYN ZMODEMOOOOOOOOODOOOOOO

g

000000000000 0000000foobarscp00 TFTP DO DO 0192.168.1.10300000
googon

UPLOAD FILE=foobar.scp SERVER=192.168.1.103

s 000000000000000000Doriginal.cfgDO TFIPOODOOO3ffexlD000000DO0
RN

UPLOAD FILE=original.cfg SERVER=3ffe::1

s J0000000000000000000basicefgd 0000000 asyn00 00000 ZMODEM
googoo
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UPLOAD FILE=basic.cfg METHOD=ZMODEM ASYN=0

googod

LOADO256 D000

SET LOADERO 289 0000
SHOW FILEO 367 0 0 0O
SHOW LOADERD 382 0000
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WAIT

WAIT

0000oo0oo0oo0o0ooo /00000

WAIT seconds

seconds: 00000

g

goboooboooobooobooboobbobboobboooobo

goooognd

gobooobooooooooo

goooog

IF THEN ELSE ENDIFO 255 00 0 O
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