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COEDBEER N=Y3YPyIHICOVY—)UHB054> L, SET CONFIG Ov¥YV
R TRESRE Y 71 VEBELRBHLICH. AEREB/RIHL TS0 AR N—
Y3V P v IR mynet.cfg EVWDRET 7 WAEBALTOISBEE. ROLDICLET,

SET CONFIG=mynet.cfg

RESTART SWITCH

Flo, VE—RDBN=Y3YPvIE[FOEER N=YaVPyvITRPOEIREEICKHD
CEARBFBICH, ROFIBICLICH > TN=Y3VPyT%T5>TLIZE 0

1. N=Y3>26.1pl 12 UAITEMEL TOWBEERICOT1T Y LET,
2. ROIOYYR%AFEFTL. Boot configuration file: [CRRSND 7 71 2% XELZF
ED

SHOW CONFIG

3. ROIVYFZRITL. BEDREZE boot.cfg ICRFLF I, boot.cfgld [RED
L] TiegLIc&E = ICBRETSNBFHRE T 71 IVTT,

CREATE CONFIG=boot.cfg

4. OIPDhLL&ET,

5. [IN=Y3aYPvIFIEE] OERICLIEAST, 29.1-20 IN—Y3VyPyvTL&E
I

6. N—=Y3228.1-20 TEEL TLBARRICOTIVLET,

7. ROIVVEEERFGTLET. xxxx ICIFIE2 TAELICT7 7 VBZIEELE T,

SET CONFIG=XXXX

8. =B 3 TtERLTc boot.cfg ZHIBRL &£ T o
DELETE FILE=boot.cfg

9. DETY,
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N=FRoz7UEY3V D1 LUED8724SLV2I(ICY T DI PR DY0— RT3 3156
2.9.1-16 g% ZEA<IEE L,

N=FDzPUEY3aVE 8724SL V2 ODEBICEENSNTOESY U PILESY—I UN—
J—F) [CE#ESNTOLET,

\\IIH\IIH\II\HI\I\HII\HIIHI\IHI\I\I\I\HI\I\HII\I\\IH\II\I\IHHII\WW
S/N 0047744990805087 Rey D1
ot

FIN—Y 3 VTIEN - RS NIcHEEE

TP—=LDIPN=Y3>29.1-16 ©529.1-20 \ON=I 3> PV IZHENT, LUTFD
BRENBI0 - RSN &E LI

4.1 K— MERELDRERENRR
EBRavyRUI7LYR] / [RAyFUH] 7 TR— NEREE]

O MACAKR=ZRFBEEICHEVT, [HDUT«DUR— k] OREHNTREICBY & LIc. BRE
HO RADIUS H—N—D IR TERBZ 01386, BBED MAC N—RERIER— Tl
TEEKRKEBYE TN HUT 1 DIUAR— S TIEIEREERN &R Y & T o EIE ENABLE/
SET PORTAUTH PORT 3~ F®D AUTOAUTHENTICATE NS X =R =TT\ & T,

O MACAR—=XRFREECHNT, RADIUS H—N—(CREAEZBRTHEEDI—HY—8 - NR
J—R&LT [00-00-f4-11-22-33) FERD MAC P FLRIZH TR, N7V %8&
720 000014112233 EXLBIRTEDLDICBYU K LIc, B|EE SET PORTAUTH
HYPHEN O¥ > RTTOV&E T,

O 1 DORAvVFR—TRIATED Supplicant DEH* 320 H'5 480 Tk N FE L1
(Y RFT L2 TOSRIEATAE Supplicant #(3 480 TEHUFHA),

42 IPRT—T4VIFIvIDEME
rAavvRUz77Lv21 /7 TIP]
PRT—T 45 G55 IP P RURTERD) OF TvoaEMTESLDCRYE L. B

% - ERHDHTEF ENABLE/DISABLE IP SPOOFCHECK XYY RTTWE T, T 74U R
BT,

4.3 VRRP Advertisement /\47 v bOXEEE
A¥~ RUI7LY2Z] / [VRRP]

N AR —)v—%—_& B Advertisement N v FDEEEENETEDLDICBYF LI, B
FlE CREATE/SET VRRP O¥Y Y RM ADVERTISEMENTS NS XA —&—T1TW\W& T, T
T3 EEBEHTYI,
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4.4

DHCP H —/\—DHEHEHIE
A¥YRUT7LYR] / [DHCP Y—/8—]

DHCP LY YRDIP P RLRBEAERZHRL. LEVWBEZHBATTIBEICSNMP ~Sv T
ZXET BB & Lic, 8E(F SET DHCP RANGE 37> R THRESHOLD,
UPPERTHRESHOLD, LOWERTHRESHOLD NS X—=%2—TF 1L & T,

DHCP LY YADM IP 7R L R% DHCP 554 P2 MZEIUETIEEIC, OF%2ENT
BNEDDEHHTESLDICRYE LI, 8EIXSET DHCP RANGE 3¥> R LOG
NIA=B=THFVET (TT+ VS TENTBD. &fc. OJICERSNBEREL
T. DHCPHSAPYFDOMAC PRLUR /KRR R/ R wFR—FES, J—RE5E.
DHCP #—N—D IP 7 RL R8s & L1,

AN—Ya U TEESNKIER

VIbhDIPN-Y3Y 29.1-16 h52.9.1- 20 \ON—=Y 3V Py I VLT, UTDIE
BMEESN& LIS

5.1

5.2

53

54

55

DHCP Snooping &8s, DHCP/BOOTP U L—HELLEMELEZFEBATLID. Thz
EEL&E LI

PPP @ Magic Number & 7> 3 V% ER LB WREDESH HD LCP Echo Request (C
SBETEFHATLILY, INABELE LI

FEDRELTEMELTOBEEICBED OSPF A VA=D1 —APH DV LISHE.
DRAOBH LLRY FD—5 LSA DERESNBD%EFICTIC, 5 BMAICREREE %R
RIBLD OSPF DEEERBEL & L1

ICMPv6 Packet Too Big X vt —I%RELIER. ¥DAvE—Ik>TRBIOSNIC
MTU DE%R. XEY—LOFREICERICKRRLTOE LA, INERBRLBOEDIC
BELELIS

27AFP0x—)bD PUBLIC Rl >R =7 —RICI—JUNAT ZREL TVWBRET,
PUBLIC 105 PRIVATE RINGD TCP SYN N v kB ERSNICHE. BN v RO
TCPFrvo¥ ADBHBESNTICRERBEBG > TOE LICH, ThEBELF LI

AIN—Y 3 Y TOHIREIR

VI EDIPN=Y3229.1-20 [LF MTORIBRFENDY £T,

6.1

RADIUS
A%V RUT7LYR] / [ - €8] / Ry —18-]

BRDIPAVA—T71—R (IPPRLR) #BELTLSHE. RADIUS Access-
Request /N7 w DBs IP 7 KL R & NAS-IP-Address DED'RG D DU &
T, MBE—BEI-OFEE RADIUS H—N—0DIEEFF (ADD RADIUS SERVER
IVYROERTE) (20 LOCALNSX—=A—TO—-HAVIPAVE2—D1—R%EEL
TLIEE W,
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O RADIUS ¥ —N—%Z#EHEBEHRL TOEHE. RWICEFELICRADIUS ¥ —N—-ICHL
ThHH,. SET RADIUS 3% F®D RETRANSMITCOUNT NS XA —4A—DEL<EE
L&EEA. BHD RADIUS ¥ —N—\DOBXOHDH. RETRANSMITCOUNT DIEE
B&UH 1@P8<BYET,

6.2 ZMODEMIC&BT71ILS(E
[AvyRUIPLYR] / [ER - &8l / [7y70-R . §900-K]

ZMODEM [C&£B 7 7 VZfEP (LOAD METHOD=ZMODEM) [CX—=F LY T AT
BeFrrEIBHE, IVVRFTOVTRIRBLBVI EDBYE T, ¥—IFH VYT H
A Windows IBONAN—R—ZF)IDIFE, RRFFRIUEE Ao

63 0O
rAvvRU77Lv2]/ [ERA - &7l / T0J]

CREATE LOG OUTPUT O¥> F® QUEUEONLY., MAXQUEUESEVERITY NS X—&—
DHEREL & H A

64 RIUTH
A< RUI7LV2R] / [ER - &El / [ROUT K]

25U T HTIF THEN ELSE X%z EAT Bk EBNRYFIIDORSH 32 XU LDBE.
AOUTEHELSEMEL & B A 31 MR TORSOEBNRIFIIEZBAL TS,

6.5 SNMP
A~ RUZ7ULY2R] / R - &3] / [SNMP]

O  A—t=wv bk MIB ® dot3StatsCarrierSensekrrors DEHAERFSTE £ Ao

O

4 —%=xw k MIB D dot3StatsFrameToolongs AAELL<AD Y R PvTEsnE A

O T34 X—=k MIB D atrMacBasedAuthPaeState ICBWNT. AKERBBEZFDOE
DHhHbYFET,
. authenticated(b) (278 2\ & MIB MfEA'. authenticating(6) LY %,
held(7) 222X = MIB DB, aborting(6) (C8YU & T,
SET PORTAUTH PORT 2% KT [SET PORTAUTH=MACBASED
PORT=5 CONTROL=AUTHORISEDUNAUTHORISEDJ %#5&EL TH. MIB D
B forceAuth(8) F7zla forceUnauth(9) (7257, initialise(1) (Z8YU & T,

O T34 X—k MIB D atrMacBasedAuthControlledPortStatus (ICHWT, &AEE R
EEFOEDHHYF T,
. SRE AT > TOLRVICEDHHST MIB DIEH unauthorised(?) (Z78 57
authorised(1) ICY &9,
SET PORTAUTH PORT 3% T [SET PORTAUTH=MACBASED
PORT=xx CONTROL=AUTHORISED|UNAUTHORISED] %#5&ELTH. MIB
DED forceAuth(10) F7z(3 forceUnauth(12) (IZ7%8 59, never(1) [CBRY E T,

O T4 X—=k MIB D restart OfE% Get Next Request TIFEETE= B A, Get
Request BB A TE& T,
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6.6 NTP
Av> RUI7ULYR] / [ER - &2 / INTP]

SET NTP UTCOFFSET=NONE Z#ZR17L 1% RELZRBL (BT D&, ©2#hsic [Invalid
zone or time for UTC offset.] EVWDIS—Xvt—IDRRSNET, X1 LY—VET T+
JUMMBIZRTHBE(E. SET NTP UTCOFFSET=UTC (F72(d GMT) D&LSICEEEL T IZE0,

6.7 SETASYNITYVR
(IR RUT7UYR) / TER - B8] / [§—-SFILY—ER]

SET ASYN XY RFD PROMPT NS A=K =TIV RFTOV T FONFF%EE LI,
[SHOW CONFIG DYNAMIC] #£f7925&. OV TRXFIINT 74 U FREICRYET
(SET ASYN DXV FOBREEERPA M FIvoOIV T4 TPICEOI>TVET ),

6.8 TELNET WY K
AvvRUI7UVAl / BR8] / [§—-SFIY—ER]

TELNET I¥Y RORFTEIC DNS H—N—ADELEHE A FTTONIBE,. DNS —N—H
SORBICIPVE 7 RLRAEFNTVSE, TELNET VY RARMLGLBY T,

6.9 BPDU7x7—F4v¥
ARV RUT7UYR] / [RAwF V5]

BPOU 74 D—F 1 VOB, BELICBPDUIC 4 Byte OF —X&MNMLTEELF T,

6.10 K—KKhSvFvs
[A9YRUTFLYR] / R4 yFVH] / [IR—K]

O CREATE SWITCH TRUNK OXYY F®D PORT NI A—A—Thr SV OR—%ZEEL
1258, 8ER— FHYIF TV VLAN (Private VLAN) OE—IIV—THETHS
POFIvoTONEEA. CNEDBT B, YUFTIVVLAN ER—F RSV
FUOEBIBEEE KISV HON—TEERLTHD. SO0 —T%
NIWF T VLAN ICEIUBTTLSIZE 0,

O  DIXVYVROANBIZES> TR FSYHGV—TRICAIQBULR—FERIRNER—FD
@HZABSETELIS—ICRYE A, ChE@BT Bicd. FS 2o 5I—TDER
F M AYN=R=EDRIHE. (2) bSO TNV—T DR DIBICHT> TS0,

6.11 K—hkEFaUFs—
A9V RUTPLYR] / R4 yFVH] / TIR—B]

A—htF2UT1—DFYOR—FTRELI/NT Y FO VLAN ID B R— F DR
VLAN &= L2WBETH, PRLUR% FOB ICB#®LE T,

6.12 LACP (IEEE 802.3ad)
[AvYRUTFUYR] / [RA4yFV4] / TLACP (IEEE 802.3ad)]

LACP ICk>TBEERSNIZF SV O T I—TDAYN—HR—FIH LT CREATE
SWITCH TRUNK OY Y FZETT B L. BEHNTER<RYET,
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6.13 /X\—F +JULAN
[AvYRYUT7UYRI / TA4yFV ] / [IK—F#ILLAN]

Protected VLAN OFf@R— A5 VoDV —RKR—~IREITSE. Protected
VLAN DAR— B TBEHNTETLEVET,

6.14 Z2)\=v#wu—7O ka3l (STP/RSTP)
[avYRUTFUYRL 1 A4 9F V9] | [AN=Y5Y = (STP/RSTP)]

ANZVHYY—=TJORDW (STP) B, RAVFAR—LDUYHAOY LTHSTPD
AR— MREED Forwarding DEFZBELF B A. DD, RANZV OV Y —DBIERICHH
BEBHIRAT—IR1 L (MaxAge) DRICHFRSBUFET,

6.15 7#I9—=F 4V IF—HNR—=2
[AYYRUTFVYRL [ R4 9FVI] [ [729-F 1 V9F—9R-2]

O IS—/\rvhzaZELILEESE EERMACPRLUREZIAD—T4 V07 —4
N—2 (FDB) (CBFL&E T,

O TA4NWRUVIRRD MAC 7 F L R%EHFOHEH, PORT NS A—KR—THEELILD
CREBRBBIR—FITHHESNTOEBE, ARRHSHEY MAC P FLRIZFBTIN
7w IZRLT, ACTION=DISCARD DRABT 4 vOTITY U= (RAVF 71
A=) HELLHEELEEA.

6.16 \—RYI7IP I 1)Ly —
[AvYRUTFVYRL 1 T[R4 9FVE] I TN=RO917 P 74)b%—]

O  8748SL Tld, R—hk 256 ~48 EAR—F 49 TRELINT Y FIHLT, N—FDzx
7 IP 74 )bA—0 SENDNONUNICASTTOPORT. SENDEPORT P4 3> H'Hae
Ft A,

O  JUL—L&AT78023raw D IPX /¥ v MMIXyFSEBfcd, DSAP / SSAP =
OXFFFF OREEF DT VA —TY Y —%ERLIBE. OV RY—@FT70—
LARA T Ethernet 2D IPX NN w RMZEYYFLTLEOVE T,

O  ADD SWITCH L3FILTER MATCH O~ R T IMPORT=False, Ffl&
EMPORT=False #38E€ 95 &. IMPORT=True. EMPORT=True M3&E TEMEL %
T, False TEIfES Bz BE(E. IMPORT., EMPORT XS A —&2—%#EELRBWNT
<2 (F74 VLT False OBEICRYFET),

O JU—LT7x—3vh&lLT8022 LLC ZIBELIN—FDT P IP 74 )JbB—IZHL,
ADD SWITCH L3FILTER ENTRY O~ FT TYPE=0000 DT> kU —%ZtE L&D
ETBETIT—IIRYET, Floy COEERRSNBIT—AVE—IHBEDTHY
Ft A
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6.17 R— EREE
ARV RUTPLYR] / TRA v FUI] / [IK— NREE

O 802.1X Multi-Supplicant E— R ® Authenticator :"— + Tl&. Port Status A
authorised TH IGMP Query Now bD 7S vTF a0 v odsnEt Ao

O ENABLE/SET PORTAUTH PORT O~¥> F® SERVERTIMEOUT /NS X —&—H'E
L<BMEL&EBA. CMUE SET RADIUS OV R® TIMEOUT NS A—&—&
RETRANSMITCOUNT NS X =8 —DFEHNBESN TS T2H T, SET RADIUS
VY RTTIMEOUT X (RETRANSMITCOUNT + 1) g% SERVERTIMEOUT &K
UKXRESBELIHBSEE SERVERTIMEOUT DFREHIEL<HEREL F T

O RADIUS +—=N—=Ck>TH A FIwv o VLAN #E|UB TSN Supplicant Y >4
HoY, OOF 7RETHBELBLBSITBE. 754X~~~ MB®D
AuthPreAuthVlan. AuthPostAuthVian AR ERERRLF T,

O KR—+0802.1X SREFHAER VWO TCAEMICL THOBEBMICITSE.
Authenticator (& Supplicant ® MAC 7 FLX%Z 45 X + VLAN £ TEBL FH Ao

O  MACAR—=RFRECHOTHREICEHLTE, TS5A/X—=KMB®D
atrMacBasedAuthUnauthenticated kS v 7A&ESNE B Ao

6.18 DHCP Snooping
[A¥vRUI7UYR] / [A4wFVJ] / [DHCP Snooping]

(8748SL Md+) DHCP Snooping AL, IR S 7> ~# (SET DHCPSNOOPING
PORT Y2 FMD MAXLEASES NS X—%&—) (&, YRTLLETE03 UTICBBLORE
LT<LIZE0e MAXLEASES ME5tH 504 I EORETREZRBL THEE I DL, iLE

BICIS—HPRETBEHDBYET,

6.19 IP #iEHEER
rAavvRuz7LvR] /7 TIP]

774 PO+ —)UE%EE. SHOW IP INTERFACE COUNTER OV Y R THRRSNZZE/N
v khova— (finPkts, ifinBcastPkts, ifinUcastPkts, iflnDiscards) (2. EEOZ
ENT Y D 2 BOEBHIRRSNE T,

6.20 F1LUF 1 RIO—RF+ AT~
rAavvRUz77Lv21 /7 TIP]

BHEVLAN (EHT BT A LOT 4 FTD—FFrRbEGEE A V(ICLTOVSHBE,. JO0—F
Fr R~ MAC PRUR (FF-FF-FF-FF- FF-FF) 8TDT 4 LT« RZ0—FF+ X bY
v bz BIVLAN T) BE95E. ¥Nnbkg &EMAC 7 FLRBTICEESNICRED
TAULOT A RTO—RFr NI Y b EEGETEH<RBUYET,
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68.21 IP EY1—/LENHOEESIE
AvvRUI7LVZI/ TIP]

ARV RUI7LYR] /TPl / IPA Y5 =T —2]
[aAvvRUZ7LYR] / TIP] / TARP]

IPEY2—DEHDIRET IP 1> A2 —T T —DERL (ADD IP INTERFACE O¥ Y )
ERATAYH ARP IV HU—DEFER (ADD IP ARPIVYYVR) %IBICTSEUT—RLE
T CNZOBT B2, IPEEDHRTEENABLE IP IV RTIPEY2—)bzBRMICL
THBITDEDICLTLIZE L,

6.22 O—AWIPAYH—T1—R —TRyIALVH—T1—2R)
ARV RUI7LYR] /TPl / IPA Y5 =T —2]

D—AWIPAYR=TI—R W—TNY oA YA—T1—2R) [CTO—RF+RFPRLUR
ZIEELTEHIS—ICBYEEA. O—AVIPAYER—T—RZIPPRLRZEVUSETS
EER BUBTELOELTOVB IPZ RURDTEADR Y D —SICEWLWTHIATREZED
THBIDEDDEERL TS,

6.23 Gratuitous ARP
ARV RUI7LYR] /TPl / IPA Y5 =T —2]

IPAYR =71 —2ADFHRE (ADD/SET IP INTERFACE O~¥ Y K) T Gratuitous ARP #5
FANBOEDICLTH,. Gratuitous ARP Request N w FZ2EBHCIEARP Frv ok
BEHLET,

6.24 ADD IP ROUTE a7V R
ARy RUI7LVR] / TIP] /7 THEEHIE]

ADD IP ROUTE DY Y FTMETRICI NS X—&—(CBZIBEL. METRIC2 NS X—%&—
ICIFBZEBELRZVEE. METRIC2 NS A =R —(ZEBFOD 1 H'RESNT. METRICT N
SA—B—TEELIEBIRESNE T,

6.25 RIP
A% KUZ7LUVR] / 1P/ [E5E (RIP)]

ADD/SET IP RIP O~ R®D DEMAND XS A—&—% YES ICLICETHO NO (FZ7= U
) ICRTE RIPREBORALPDRLBLBYET,

6.26 OSPF
[avvRUZ7LVR] / TIP] / T#&#IE (OSPF)]

O  SET OSPF O¥Y RT DEFROUTE=0OFF ##EL TH. T7# /I JU— D AS 558
LSA#4£m L %9 (DEFROUTE=0OFF H#aEL EHA),

O  ADD/SET OSPF REDISTRIBUTE 3% FT SUBNET=0FF Z$§ELTH. H¥3R7
e DSRVRWHDORBEEMIIAHET (SUBNET=0FF H'#EEEL & B A).
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6.27 DNSF+vv¥a
AvYRUT7ULVR] / TIP] / [REIER]

DNS F+ v afEDF vy a¥4 X% 1 [CRELIBE. RMOFvvIaTIV -7
IT—IVOHLEELSNTICEVKRITET. Frvyada X% 1 ICRELBVTLES L,

6.28 UDP JO—RF v hAJLIT—
[aAvYRUZ7LYR] 7 TIP] / TUDP 70— R+ Z "AJLIS—]

TSOXY MEENTWS UDP 70— R+ v XN MEERESNE B A

6.29 DVMRP
rAvYRUZ7UYR] /7 IPRIVF++ A / [DVMRP]

O  DVMRPAYR—71—X%HPBRL, BEBOLICEE. BV R—T71—RLD
DVMRP BBED R — I R XDV RREDF F LU E T o

O DVMRP HB2T. IGMP Snooping HEHDEE, YIFFrRET—EH TSy
Tavosh&Ethe

6.30 PIM
rAvYRUT7LUYR] / TIPRIVFEvZ R / [PIM]

O  (PIM-DM) Prune tpIZ_E#I)V—AR—D Generation ID A"ZE=NTH Prune X vt —
IVEBEETT BRELT. RDPrune X vt —I%XETEIRAIVIETRELY
VFF¥ RS 70 voEZELTLEVE D,

O (PIM-SM) IRTOR—FHAUVHRDY LTVBKRET ADD PIM BSRCANDIDATE
VYV RERTIBE, BEEXYvE—IPRRSNET,

6.31 IGMP
[AvvRUZ7UYR] / TIPRILFFvZ R / TIGMP]

Last Member Query Interval 24 ¥ —Di&PIC Report A v —I%ZRELTEH. BHA
Y—H'EHF=NT. Group-specific Membership Query #BXELTLEWVE T,

6.32 IGMP Snooping
Ay RUIFZ7UYAL 7 TIPRIVFF+Z M / [IGMP Snooping]

O  SET IGMPSNOOPING ROUTERMODE O~ Y RTINS X—&—IZ NONE Z38E L T
B, 224.0.01 BKV 224.0.02 hE5DRILFF+ R NIy FEBZELISIBSEICE AN
Group Z=#Ep L& J . All Group Z=#Emk L7a WL EE(d. DISABLE IP IGMP ALLGROUP
VY REBARLTIZE W,

O DVMRP &FoiE PIM ZBICLTWSEE, IGMP Snooping ZEMICHEL TH. VI
FErRARSITAVODREAVA—TT—R (VLAN) [EBWTIE ZB>T1vH
PVLANRIZZ SV T 1 v osnE Ao
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6.33 MVR

ARV RUT7LYR] / TIPRILFF+Z ] / MVR]

(8748SL D&H) [1~24, 50] & [25~48, 49] OAR—FTIW—T%FI-<BRTEHD
VLAN 2482 L. MVRZFIBLICN U FF v A EBEZT>TOBEE, FADKR—FY
=T TIGMP Leave Xy £—Y%8ETBHE, EOIRADR—FIV—TTEHIIVFFrR
FBEMELELET,

6.34 J7A470#—)b

O

ARV RUTPLYRI/ [T747D2—b]

PUBLIC BITRELINT v b EELICBES. SHOW FIREWALL POLICY DXV R
@M COUNTER # 7> 3 > THRRENS Total Packets Received ho>&—H'2 D
hovbsnEEd,

TPAPOx— VRIS —ICFPHOLRUR M EBRTBHBE. IPPRLURYR KU
W=IBESDODXREVMAC P RFLRURFEEMICGY EEA MACPRELRUR LD
W=IBESEIPPRELRYRDI—VESLYENES<BBEDICHELTIIZE L,

PUBLIC fIH5 PRIVATERIICH LT FTP ®E% 172 12%8. SHOW FIREWALL
SESSION OV R TARER LYY a VDR RSNB &N BY E T CNIFERRICH
DEETHY., BEICEIEELY XE A

PUBLIC I/ > & =2 2 —RIZI—JUNAT (IVNYR b, UN=R, ZT)LOLITN
) ZHRELIHBE. PUBLIC RIS PRIVATE BIND FTP BEAERBICTABVI &
NHUET,

WEBRPHEEICEL > THBEZRP LIcEE, RESHINT Y FOFFTSNTOBICE
BEH59. SHOW FIREWALL EVENT 2% FOWATIE Deny Event (BEA NV
R ICRRESNE T,

774 TP ox—)VEME. TCPIRHYaVFa—RICEILICEYY3IVHE>TL
FOFET,

FPAPOx—VEME. RTSP /N vk R— &S 1 654) #5FII 5L DI—
ERELTEH. Ny hhEmEsnEtAi. N8I B(ICE RTSP DR— &S
ZEELTZE0,

774 Pox—)UNAT #BALTVBRET, PUBLIC A5 PRIVATE BN traceroute

%=RTIBE. PRIVATERIDSRESNS ICMP Xvt— (TTL exceeded) ADA Y
IFIAYAE—CPRIVATERIP RURDREROE EEY T

-10-
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EUREIEAE - IXY KU T 7 LY ZDME - MRETE

BkSRAEE IV R 2 LY ROBRBERTT,

7.1 8724SL ORAEEEH
[EURSHEEE] 132 X—Y

EREEAEICIE 8724SL DEIHBEND' [61W] cx#FHsnNTOETH ELLE [50W] T,

7.2 HTTP Y—/\— (HiR— ;s
avvRUZ7LVR] / EBH - S8 / [YAFTL]
FERAIT TR THTTP H—1N— (HR— LRI ABHICR>TOB 1D, IP B

[FTCPAR—F 80BN A —TVLTVET, tF+x2UT(—%FRIT5BE(E. DISABLE
HTTP SERVER DYV FZZEFTL T, HTTP 4 —N—%EHICLTIZS W,

7.3 #3t CentreNET SwimRadius ERIFDFE
[AvvRUZ77LYR] / ER - &8 / [REFY—/\—]

FEREG (AVYRSA VAU R—TI—R) \DOOHA VERSFZ#4t CentreNET SwimRadius
AERT RS UTORCTEFRLSLE0,

O SwimRadius (& Telnet THE#HL TEc1—HY—DREFBRITH LT Access-Accept
SREEARTN) ART &=, Service-Type BMAMNLEITH, BEMDEE LTEDR
(Z Administrative(6) #t v k93720, SwimRadius ([C&k > TEREES N7 Telnet
2—H—(& DAl Security Officer LNV TOTAVTBHIEERYET,

O  SwimRadius (& 3YYV—JUAR—MRBTEFEL TEICI—H—DRIEBKRICHL T
Access-Accept (FBEERIN) %ZRT & = (3 Service-Type B MINL & A. AHREF
Service-Type BMDR ) Access-Accept #RE LIRS IFZE 1 —H—DO 51 V%50
LWz, JVY—R— REBDOOS V8% SwimRadius TIHZ&FTEFE Ao

7.4 DESTINATION=ROUTER QO Hh%ES
rAvYRUI7LUZR] / ER - &2 / T05]
DESTINATION=ROUTER OOSHHEEEA BB T 5L EE. OSDREREBEMTE—

T7=LDxP D7AVBEN=I3VHRLED) ZEALTIEES W ¥NLS DB
FHR—ERFIPESETOLIEEETOTITERSIZE W,

75 REXTT RUABRIFF+Z L7 RUZOTL—L
ANV RUTFZLYR] / TRy FUT] / [R—K]

FELTC Ethernet 7L —LADRETTP RUADNNUVFF L R EP RURIESIBE. D2
L—AFEESNTICHESNE T,

76 ZAvFik—hO#EHYYH— (87485L DH)
[A9YRUT7LYR] / R4 yFVH] / TIR—K]

8748SL Tld. R—bt2IW—F [1~24, 50) & [25~48, 49] #F =<7 v ~E.
SHOW SWITCH PORT COUNTER O~¥ Y R THmR=NS ifOutUcastPkts, ifOutErrors.
DropEvents A YA —IChDY FEndEt As
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7.7 1000Mbps K—hDTSvF 4 IL—h
AV RUTFZLYR] / TRAyFVT] / [R—K]

U>5LTWS 10/100Mbps R— FDEICEL > T, #REY 2—)LD 1000Mbps R — D
TJO—RFvX b, YWFFrROTEXRNTHBBEDHYE T,

7.8 R— FEEHIBREEEDOZEL — ~ LIR[EE TCP&FEORIL—T v b
ARV RUT7LYR]I/ TRAwFUI] / [IR—K]

RAYFR—FCREL— b LERE (INGRESSLIMIT) Z#HELTWLBHBE. BR—F%R&H
LI TCP OBETIE. TCP T—RDRN—T v hHFRELICLREBLYBELRYET (K
TOESVEBBRRICKFELF ). CNIFTCP IO VDS LT, HEiHIBRIEAEIC
FOTHESNINT Y FOBEMBREDRET BI2DTT, Fio. TCPLMMIBWLTE,
BEFROBEULZTOTO DNV TEDERIRET BTAEMED DY E T,

7.9 R— NEETIRREREDSZEL — M EBRBEEN—RIT 7 IP T4 IL5—
A9V RUTPLYR] / R4 yFVH] / TIR—B]

[AYYRUTZLYR] / [RA9FVF] [ [N=KIT IP T4 15-]

AN— FBEHREREDZEL — b EBRE (INGRESSLIMIT) EN—RDI7IP 74 bA—%
HALTLBEE. N—FDIPIP 74X —DONODROP IV rU—ICX¥vFLINT Y
FMSHLT, BELV—FLEREMERSNEVIETDYET, CNz08TBICIE EDIT
INYRTREZ 71 VeRE. BEL—HEREOFREIVEF (SET SWITCH PORT=x
INGRESSLIMIT=x) DN=FD TP IP 74 R —RBEIVY FORIC<BDXOMET B
HBWVE ROKD>EBREN LU H—%2FHL T, LERKICREL— H LEREBOFEH BN
ICBANSNBLSICLTIEEL,

Bc# U H—OFED
ENABLE TRIGGER

CREATE TRIGGER=1 REBOOT=ALL SCRIPT=INGRESS.SCP

FUA—RH U T INGRESS.SCP DAl
SET SWITCH PORT=1 INGRESSLIMIT=1000

7.10 #4143y ok—bEFaUF4—
AV RUTFZLYR] / TRAyFUT] / [R—K]

HAFIVvOR—btFa2UT—EAE (RELEARN=ON), R+ vFR—rHOvosh
f2#(C. ADD SWITCH FILTER XYY R TRRT 4 v O IV R —%BNTHEE. ENTRY
NIA—R—%EBIT BTV R —BSH0HS18E5T. BRNICRERBTROBLHE
ICIS—HDRETDEDNDBYET. CheO#TBlcd, RAYFAR— OOV HRICAA
TAVOIVE)—%BNTBEEE ENTRY NSA—R—C 0D 58S BESZIBEL T
<fEEL
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7.11 QIWFFIWRIN=VHYyU—TFORII (MSTP)
[AvYRUTFLYR] T4 yFV4] 1 TRVFFWAIRZYSYY-F0 RN

DISABLE MSTP MSTI PORT IXY FaERFGFLTIYNFINVRANZV GV U—-TO L3
(MSTP) ZEMICLIcAR— TR MAC 7 RLROFBN DN EEA. BPDU Z%ET 5
PHBHGOAR—FTlE DISABLE MSTP MSTI PORT O¥YY RAEARI D TIFa<, SET
MSTP CIST PORT OYY RMD EDGEPORT NS X —A—IZ YES A#EL TIVIR—KIC
F|ELTLZS 0,

7.12 749—F4VIF—IR—2
[AvYRUTFVYR] 1 R4 9FVI] 1 [739-F 4 V57=9R=2]
1EEDI—YPHRTR IRTOFAFIVHOIV R =P T+D—F 4 VY ITF—AN—

AN BHEBRENZBVEEDHY & T, 2L, 20BMEOI—I7P DR TRIRNTOE A+
TVvOTIVRY-HHEBRESNE T,

713 \—RY 7 IP I «ILH—
[AvYRUTFVYR] 1 [RAwFV5] | TN=RITT7 P 74)b%-]

O PV =T 4 >V O%BHICLTNBDEBEE, —T 4 VIFHRD IPv6 N w IR/ LT.
Ethertype = 0x86DD (IPvB) DRGAFDON—RDT P IP 74 )A—TV R~ J—hH
RYFLEBA. =T VITR/RDIPVE NI T4 IR VT TBICIE. IPvB
T4 A —=%FALTLIESV. =T 4 VIOR/RTRO (RAVvFUIT=ND) IPv6
N RIZIE BIRON—=RDTPIP 74 )ba—HYvFLET,

O IPXW=FT 4V I%BHICLTOBIHEE, —FT 1 VIRROD IPX )N MIHLUTIE.
SENDMIRROR D7 &Y 3 U hi#REL & B Ae &1c. SENDMIRROR 75 ¥ 3y
EEPORT NOX—H—EHBTEEXBA. W—T A VIRRDIPXNT v %71
RIVVTFBIE IPX RS T4 v o740 R —%BALTIIEEW0. B8 =T+«
VORBRTRD (RAVFVIEND) IPXNT Y RICE INTOFP Oy 3R
L&g (fcreb, PNy R ZEIRE L TWLS MOVETOSTOPRIO, SETTOS,
MOVEPRIOTOTOS, SETIPDSCP 74 3 V(3 HART),

7.14 K—NERsE
AYYRUT7LYR] / TRAvFVF] / [R— NREL
H—5REE (802.1X REE. MAC N—RFRED) ABEMICLISK—FTE K—b b SVF2 2,

ANZVOVY—=TJOR3, R—btFa T —%EATEFTA. F/io. 802.1X FRELD
Authenticator "— & MAC N—R SRR — b A X INEICHRET D EF>TEE Ao

7.15 ICMP TTL Exceeded X v t—YD&EHA V5 —T1—R
rAavvRUz77Lv21 /7 TIP]

ICMP TTL Exceeded X v =3, (D1 V& —T - LICERERBEHIBELTOTL)
TTL=1 O IP NN Y b ZZRELICAVA—T 1 —XDBEEESNE T,
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7.16 IPRILFF v R hD/\— R = 7058
ravYRUTZ7ZLYR] / TIPRILFFv XN / THIE]

RAVFBERINER— FTHEL TLBHE, XIONER—FZBEI S IP VIFF+R
EANT Y R BRI ADD IP INTERFACE OV Y FZZETLIC VLAN D VID 2/ D€ D1
FAN—RD T PBORREZY, O VID ZFHDONT Y MEY T DT PUIBERY &
To VI DT PMBENBBEDN T —YVR(F [D14P—XE—F+ VLAN ] &Y
T, BOVLANRETIPYUFF R EEBATBEESEF. XONER—FIEUBTS
VLAN#7% 3 DETICTBIEZ2HITITOLE T,

7.17 —%—& (RA)
rAvYRUZ7LUYRI/ TIPvB] / ERER]

YRTLEREICKY IPVE AV R—T T —RHNDY LISHER. Lifetime=0 DI—45—B
0 RA) Ny haxELE A

7.18 PIM
ARV RUTZ7LYR] / IPRILFFvZ K] / TPIM]

(PIM-DM/PIM-SM) Y IF*+ R FTF—A2DBEBFIELE. PIM Ny h B TE

T YUFFr ARBEDNERA D EN DY E T, CNEBITBICIE ROKDBN—F

DIFPIP T4 R—ER/EL. PIM Ty 2 BENICUIRBSE B L DICLTIIZE 0,
ADD SWITCH L3FILTER MATCH=DIP DCLASS=HOST

ADD SWITCH L3FILTER=1 ENTRY DIP=224.0.0.13 PRIO=5 AC=SENDC

7.19 IGMP Snooping/MLD Snooping B DR— MigiHlR (INGRESSLIMIT) &
A9V RUTFLYR] / R4 yFV] / [iR—K]

[AvYRUZ7UYAL / TIPRIVFF#Z K / [IGMP Snooping]

[AvYRUI7LYA] / [IPvB ZILF++A K] / [MLD Snooping]
IGMP Snooping > MLD Snooping #EMICHREL TOWBEEE (74U MEE). X
AVFR—EDREL— b ERE (INGRESSLIMIT) % 1000Kbps KiEICHRELBWNWTL S
=) 1000Kbps KFGICHRET D E. ZHR— FTRELICNYIVFF R NS Y SO
R=bCT7SvTFa v odsn@<RuUEd,
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8 FRHKR—LIVVR (H#EE)

DTFO3IYYE (#E) BHR— "R TIDT, HE5DLHITTEIIEES,

(@)

MFOF—0—RZEE50£IVV R
ENABLE. ADD. SET. SHOW B ED®IC (?) F—=IBF ERRSNBHHEAERF—
J—FTY,

ACC, APPLETALK. BRI, CLASSIFIER, CLNS, DHCPG, EPSR, ETH, FRAMERELAY,
GARP, GRE, GUI, HTTP, IPSEC, ISAKMP, ISDN, L2TP, LAPB, LAPD, LDAP, LLDP,
LOADBALANCER, LB, LPD, MACFF, MIOX, PKI, PKT, PRI, Q931, RSVP, SA,
SERVICE, SKEY, SSL, STACK, STAR, STARTUP, STREAM, STT, SYN, TACACS,
TACPLUS, TEST, TPAD. VLANRELAY, X25C, X25T, TDM, DS3, VOIP

BTFDavY R (5 X=5—)

AFFIVY RS BFEEZIIVY FONSIA—R—BTT,
COPY/DUMP/MODIFY

SET/START/STOP PKT

SHOW BUFFER [SCAN[=ADDRESS] [QUEUEPOINTERS])

SHOW SYSTEM TEMPERATURE

SET SYSTEM HOSTID

SET SYSTEM TERRITORY

SET SYSTEM DISTINGUISHEDNAME

LOAD [METHOD=LDAP] [ATTRIBUTE] [BASEOBJECT)

TRACE [ADDRONLY]

PING [APPLEADDR] [OSIADDRESS) (SAPPLEADDRESS] (SOSIADDRESS])
SET PING (APPLEADDR] (OSIADDRESS] (SAPPLEADDRESS] [SOSIADDRESS])
PURGE FILE TRANSLATIONTABLE

PURGE PING TOTALLY

SET/SHOW SWITCH SOCK

SHOW SWITCH MEMORY

SHOW SWITCH SWTABLE

SET SWITCH PORT (MULTICASTMODE] [SPEED={xxxMHAUTO | xxxMFAUTO |
1000MHALF}]

DISABLE/ENABLE SWITCH BIST

SET VLAN VIRTACTIVATION

ADD/DELETE/SET IP FILTER (PRIORITY]

ADD/SET IP ROUTE FILTER [POLICY] [PROTOCOL={STATIC | INTERFACE}]
ADD/DELETE/DISABLE/ENABLE/SET/SHOW IP EGP
ADD/DELETE/SET/SHOW IP SA

ADD/SET IP INTERFACE [VJC] (PRIORITYFILTER] (MULTICAST]
[IGMPPROXY]

ADD/DELETE/SET IP ROUTE BLACKHOLE

ADD/SET IP RIP [NEXTHOP]

SET IP RIP NEWIPADDRESS

SET IP ARP (DLCI (CIRCUIT]

CREATE/DESTROY/SHOW IP POOL

SHOW IP ROUTE (CACHE)
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SHOW IP CACHE

SHOW IP ROUTE TEMPLATE

SHOW IP ROUTE MULTICAST

SET/SHOW IP FLOW

DISABLE/ENABLE IP FOFILTER
DISABLE/ENABLE IP MULTICASTSWITCHING
DISABLE/ENABLE IP SRCROUTE

ADD IP ROUTEMAP [(MATCH TAG]

ADD IPV6 INTERFACE IPADDRESS={DHCPDHCPTEMP;PD} [APPINT] [(HINT)
[KEY] (PRIORITYFILTER] (TYPE=ANYCAST]

SET IPV6 INTERFACE (PRIORITYFILTER]

ADD/SET IPV6 FILTER (PRIORITY]

DISABLE/ENABLE IPV6 FLOW

ADD/SET PIM6 INTERFACE [MODE=DENSE] [SRCAPABLE)

SET PIM6 (SOURCEALIVETIME] [SRINTERVAL]

SHOW PIM6 [STATEREFRESH]

ADD/DELETE/SET DVMRP [DLC]
ADD/DELETE/SET DVMRP INTERFACE (DLC]
DISABLE/ENABLE ENCO COMPSTATISTICS

SHOW ENCO CHANNEL

SHOW ENCO COUNTER={DES | HMAC | JOBPROCCESSING | PRED | STAC |
USER | UTIL}

SHOW IPX CALLLOG

CREATE QOS

ADD/DELETE QOS

SET QOS PORT

SET QOS POLICY

SET QOS TRAFFICCLASS

SET QOS FLOWGROUP

SHOW QOS POLICY

SHOW QOS TRAFFICCLASS

SHOW QOS FLOWGROUP

ADD/SET PIM INTERFACE (SRCAPABLE] [(DLCI]

DELETE PIM INTERFACE [SRCAPABLE]

SHOW PIM [STATEREFRESH]

ADD/SET PIM BSRCANDIDATE (HASHMASKLENGTH]
CREATE/DESTROY PPP [AUTHMODE] (BAPMODE] (CBMODE] (CBDELAY)
[COPY] [DEBUGMAXBYTES] (DESCRIPTION] (FRAGMENT)
[FRAGOVERHEAD] (LOGIN] (MAXLINKS]) (MRU] (NULLFRAGTIMER]
[NUMBER] (TYPE]

ADD/DELETE PPP [AUTHENTICATION] (CBDELAY] [CBMODE]) (CBNUMBER]
[(CBOPERATION] [COMPALGORITHM] [COMPRESSION] (CONFIGURE]
[MODEM] [(NUMBER] [(PREDCHECK] [(RESTART] (STACCHECK] [TERMINATE]
[TYPE)

ADD/DELETE/SET PPP ACSERVICE

ADD/DELETE/DISABLE/ENABLE/SET PPP TEMPLATE

ADD/DELETE PPP MAXSESSIONS

ADD/DELETE PPP ACRADIUS
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ADD/DELETE PPP VLAN
DISABLE/ENABLE PPP ACCESSCONCENTRATOR
ACTIVATE PPP RXPKT

SET BOOTP MAXHOPS

DISABLE/ENABLE DHCP [(BOOTP]

DISABLE/ENABLE DHCPSNOOPING STRICTUNICAST
ADD/DELETE DHCPSNOOPING BINDING [(ROUTER]
ADD/DELETE/ENABLE/SHOW DHCPSNOOPING XLA
DISABLE/ENABLE DHCPSNOOPING IPFILTERING
DISABLE/ENABLE DHCPSNOOPING LOG

SET DHCPSNOOPING ARPSECURITY [ACTION={NONE/DISABLE}]
ENABLE DHCPSNOOPING BLOCK={ALLIIP}
DISABLE/ENABLE BGP DAMPING
CREATE/SET BGP DAMPING PARAMETERSET

ADD/SET IP RIP REDISTRIBUTE (ROUTEMAP] (LIMIT] [(METRIC] (SUBNET]
ADD/SET OSPF REDISTRIBUTE (ROUTEMAP)

ADD/SET OSPF AREA [NSSATRANSLATOR] (NSSASTABILITY]
ADD/CREATE/DELETE/DESTROY/SHOW FIREWALL POLICY DYNAMIC
ADD/DELETE FIREWALL POLICY HTTPFILTER

ADD FIREWALL POLICY INTERFACE (TRUSTPRIVATE]
ADD/DELETE FIREWALL POLICY PROXY

ADD/SET FIREWALL POLICY RULE (ENCAPSULATION]
[NATTYPE={ENAPTINATP}] (TTL]
ADD/DELETE FIREWALL POLICY SPAMSOURCES
ADD/DELETE/SET/SHOW FIREWALL POLICY UDPPORTTIMEOUT
DISABLE/ENABLE FIREWALL POLICY HTTPCOOKIES
DISABLE/ENABLE FIREWALL POLICY SMTPRELAY
DISABLE/ENABLE/SET/SHOW FIREWALL SIPALG
RESET/SHOW FIREWALL POLICY MACCACHE

SET FIREWALL POLICY (FTPDATAPORT] (ICMPUNREACHABLETIMEOUT]
[MACCACHETIMEOUT] (RADIUSLIMIT)

SET FIREWALL POLICY SMTPDOMAIN

SHOW FIREWALL POLICY USER
ADD/DELETE/DISABLE/ENABLE/SET/SHOW FIREWALL MONITOR
ADD/DELETE/SET/SHOW FIREWALL POLICY LIMITRULE
ADD/DELETE FIREWALL POLICY NAT={ENAPT)
DISABLE/ENABLE FIREWALL SESSIONREPORT

RESET FIREWALL SIPALG AUTOCLIENTS

RESET FIREWALL SIPALG COUNTER

SET FIREWALL POLICY ATTACK

ADD/DELETE IGMPSNOOPING VLAN ROUTERPORT

SET IGMPSNOOPING VLAN QUERYSOLICIT

ENABLE/SET PORTAUTH([=8021X] [AUTOAUTHENTICATE]
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IRV RUIT7LYRICDNT

BHOINYYRUT2LYR (J613-M0019-01 Rev.M) (FHEtAR—AN—I(ZHWEF SN TO

9.
KIY—R/—FF EROOIYYRYU TP UV RICHIGLICRABICE > TOEITDT. HF
HEOIARYRU DI P LY AP LEREDEDTRVEE(E, 84t Web NXN—Y TRINOB®HRE
BEL,

http://www.allied-telesis.co.jp/
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