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BREIC [RESL] ORETRET 556D HYET.

CDEIBEER N=IY3VPyvIRICDVY—uHB051> L. SET CONFIG oYY

R TRENRE Y 71 IVEEELBS LR, AE@EFREL Tl AR N—

I3V Py IEIC mynet.efg EWDRETZ 71 IVABBLTOCEEE. ROKLDICLET,
SET CONFIG=mynet.cfg

RESTART SWITCH

Flo. UE—RHBN-Y3V Py I%fFOEER N—Y3VPyvITRPHOERFEEICKHES
CEERBFBID, ROFIBICLILA > TN=Y3 v Py IT%To>TIIZES0,

1. N=Y3226.1pl1I2 I TEEL TOBEARBICOTI Y LET,

2. JROIVY R%AETTL. Boot configuration file: [ICRRESNBD T 71 IR XEL &
ED
SHOW CONFIG

3. ROIOVYRAERTL., BEDFKREA boot.cfg ICRFL & T, boot.cfg (d. [RED

L] Teghlice EICBBETSNBI/HRE 7 71 IVTT,

CREATE CONFIG=boot.cfg

Qo7PohLET,

5 [IN=Y3aYPvIFEE] OERICLICA>T, 29.2-01 CN—Y3aYPvTILF
To

Cl

6. N—Y3229201 THELTLBARRBICOTIVLET,
7. ROIVVEEEGTLET. xxxx ICIEFFIE2 TXELICT7 7ALE%ZIEELE T,

SET CONFIG=XXXX

8. FIE3 T 1z boot.cfg ZHIBRL & To
DELETE FILE=boot.cfg

9. DIETY,
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N—KoI7UEY3v D1 LED 8724SL V2TV T k1 PAAHYO—RT 355,
2.9.1-16 Lg% A< S0,

N=FDzP7UEY3 V@, 8724SL V2 DEBICENENTOSY U PLESY—)U (N—
J—F) [CRESNTOLE T,
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FIN—YJa U TEESNKIER
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VI EDIPN=Y3Y 29.2-00H529.2-01 \ON=Y3VFPVvITENT, IUTFOE
BMEESNE LI

4.1 TCPESM (JVNVUH#I43657) \DORREFTOE LI,

42 ZL<FNIZSNMPDAEY—=Y—HHRETEREHDYELICH. CNABELEZL
1o

4.3 PPPRIVI—y3VICT. ®E&Y LCP Configure-Reject /N v &S L1265IC
H*9 3 LCP Configure-Request /N v FEREQEIE> TOEBATLICY. O
NEEELF LI

44 IPEY2I-DIEHORETIPM>A2—Tx—OERL (ADD IP INTERFACE OV Y
F) EXRT4vH ARP IV FU—DFEE (ADD IP ARP IV R) %ZIRICTTDEY
T—hLTOELID, ChEEELF LI

45 TCPEV2I—NVIKEDFP O AP HBE. AEU-U—oHFEELTOXLIED C
NzEELE LIS

486 BGPDI— YV ITBEZRELTVDHEE, V- FEHEICAT)—U—ODKRET
BIEPBYE LD, hEEELF LI

4.7 BGP B LUTDOBGP NI v ABETEE, REBNT Y L ERXRBIT D EHND
UkLichH, ChAEEELELIC
INZBMEDILE Length £H'1
Length 74 —JURA 2 N+ ~
Length @' 255 AT

48 TrPAY—D0+—UBLORY Y —RX=RV—FT 4 VIDRESNTOBREIC. RV
Y=R=2V—=T 4 VIDRRBIETHBICEHHHST. TCP O RST/ACK N7 v
RHRY Y —ERBBA VAT T —RNFEESNTLE ST EDBYKLICH. Ch
EEELFE LIS

49 TrPATox —UHEREICBWNT, TCP SYN PR v 4, DoS PAvO%ikmL TRITTC
58, PINRECIEHSTICVT— I BBENBYELICH ChEBELF LI,
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410 27 A PO+ —IRUY—HEFPHER YR %HBRT B DELETE FIREWALL
POLICY LIST XYY FEEGLIER. XDOPHeRURZBRLTVWE I 717
Dx = V= UDEBRSNEBEATLICD, BRSNS L DICEBELE LIS

411 DHCP LYYAD IP PRLR%EHS MAC P FLRICENICEIUBTESE LK. ¥
DMAC P FLRDMED 1P 7 R L RICBHCEBNICEIUSETENTVSDRE. XD IP 7
RFLRZEIS—XAvtE—IRICRRLEFBATLIS, ThEEBELE LI

AIN—Y 3V TOHIPREIR

VIR PN-Y3> 29201 CF UTOHRBENDY T,

5.1 RADIUS
AYYRUZ7LVR] / [BRA - &8 / [3REY—\—]

O #BEODIPAYVA—Tz—R (IPPRLR) #RELTLSHBE. RADIUS Access-Request
NIV EDBE P P RLRE NAS-IP-Address DEARB B D HBYET, @EE—
Bt icWOBEF. RADIUS —N—0EEF (ADD RADIUS SERVER OV FMD%E
788 (. LOCALNNSA—AR—TO—ANVIPAVE—T1—R%&ILEL TS,

O  RADIUS —N—%EHERL TOBHE. RAICEELICRADIUS H—N—-CxL
TO&H. SET RADIUS OV FMD RETRANSMITCOUNT /NS X —A&—HE L <EifE
LEBA. B|AD RADIUS —N—\DOFZXOHDH. RETRANSMITCOUNT DIEE
B&UE 1 @P8<BYET,

52 ZMODEMIC&BT7AILEHE
[avyRUT7LVA] / &R - 88l / [7y70-K - 99v0-K]

ZMODEM ([C& BT 71 =5 (LOAD METHOD=ZMODEM) (X —=7F)Y T AT
BRFr>EVTDE, DXV RTIOVIMIERLBVWIEDNBYET, 4—IFIV I H
D Windows ABDNA N—R—ZF)VDFE. ARR(FERIYF A

53 0OY
AR KkUI7LYR] / [ER - &2 / T05]

CREATE LOG OUTPUT ¥ F® QUEUEONLY., MAXQUEUESEVERITY NS X —&—
DHEREL & B Ao

54 ZRHUTHk
[AvYRUZ7LVR] / B - &8l / [RZUTH]

2HYUTHRTIF THEN ELSE X% EAT 28 HENRIFIIORSH 32 XFLULDBSE.
2OV TEDEL<SEELE A 31 XRUTORESOEBERIFIEERL TS,

55 SNMP
A¥YRUT7LUVR] / [iER - &2 / [SNMP]

O  A—%=xv bk MB D dot3StatsCarrierSenseErrors DEHAEE TE B Ao
O A —=H%=vk MIB®dot3StatsFrameToolongs ATEEL<hD Y P v IsnEHA.
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O  7Z4X—=k MIB D atrMacBasedAuthPaeState ICHBWVT. AR ERBBEBEFDOE
DHh'dYF T,
. authenticated(b) (Z78 3\ & MIB MfEA'. authenticating(6) (IC78Y & T,
held(7) [C2 3N\ E MIB DfEA. aborting(6) (C2U & T,
SET PORTAUTH PORT 3% > KT [SET PORTAUTH=MACBASED
PORT=5 CONTROL=AUTHORISEDUNAUTHORISEDJ #5&E L Tx. MIB®
@h* forceAuth(8) F7z(& forceUnauth(9) (L5 T, initialise(1) IZBY £,

O 734 X—k MIB D atrMacBasedAuthControlledPortStatus ICHWT, KR ERD
BEAFOELDHHYE T,
. SRE AT > TORVICENHHST MIB DIEA unauthorised(?) IZ72 57
authorised(1) ICRYUF o
SET PORTAUTH PORT O~¥> R [SET PORTAUTH=MACBASED
PORT=xx CONTROL=AUTHORISED|UNAUTHORISED] %#5&EL TH. MIB
DIED forceAuth(10) & 723 forceUnauth(12) (27859, never(1) (CRBRYF T,

O  TZ4X—=k MIB D restart OE% Get Next Request TIFEETE B Ao, Get
Request @5 FEBISTE£J,

56 NTP
A~ RUZ7ULYR] / [EH - &2 / INTP]
SET NTP UTCOFFSET=NONE %77 L%, REARELTERLETHE. 28T [Invalid

zone or time for UTC offset.] EWVDITS—XvE—IDERRSNET, R1TLAYV—V%ET I 4+
JUHMEICRTHBE(E. SET NTP UTCOFFSET=UTC (F72(& GMT) DKDITIBEL TS0,

5.7 SETASYNITYR
[avYRUI7LYR] / [ER - B8] / [§—2FIP—EZR]
SET ASYN O%Y RO PROMPT /S5 A—4—TIXY ROV T FOXFHEEE LI,

[SHOW CONFIG DYNAMIC] %79 5&, OV T RIFHNT 74V FBREICRYET
(SET ASYN DXV FOREBHEBHEAFIVHIV T4 TPICFHEO>TOET ),

5.8 TELNET VYK
AvvRUI7UVA] / BR8] / [9—-3FIY—EZ]

TELNET DX Y RDRTEFIC ONS —N—ADEOWEhE M ThbhicBs. DNS —N—H
SOMBICIPVE P RLRAEFNTVSE, TELNET VY RARIGLAGLBY & T,

59 BPDUJ7#7—F«vY
ARV RUTFZLVR] / Ry FUT]

BPDU Z#D—7F « VOHMES. 5L BPDUIC 4 Byte DT —X%&MNLTExEL &I,

5.10 R—hhYvy—
ARV RUIFZLYR] / R4 YFUI] / [R—K]

iNnHdrErrors ho >R —(d NVA—DF T vHY LRI/ v A ERDELICBET
L1 LHADY Py TISNET A
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511 iK—khSvFvY
ARV RUIT7ZLYR] / R4 vFVT] / [R—HK]

O DIXYVFOANBIZE> TR RSV HTW—TRICRIRLR— b EXIRER—
DEAEFBSETEIS—ICBYEEA. CNEDOET B, FSVH5L—TD
R (1) XU N=R—FDRIRE. (2) S 55W—T DRk DIRICT>TS
Jst=1aN

O  FISVFVIOR—FLETLDFREZBHICTBE, NV EDAIRTORSVF 25
R—bhEEEENET,

512 iK—htEFaUF4—
ARV RUIFZLYR] / R4 yFUI] / [R—K]

AR—htF2UT4—DFYOR—FTRELI/N Y FO VLAN ID A R— ~DFE
VLAN &E—HLBWBETE. PR R% FDBICBR]RL & T,

5.13 JL—FH— K (LDF#&H)
ARV RUIT7ZLYR] / R4 vFVT] / [R—HK]
ravvRUZ7LYR] / ERH- &1 / [OY]
ARy RUT7UYR] [ R4 yFVF] | [AK=YT YU~ (STP/RSTP)
[AXYRUT7LYR] / [RAvF U] / [iR— NREE

O LOFBEHEEE 802X R HAI B EEE. T2 +J)U D Single-Supplicant £—
RAEB> T2 Multi-Supplicant E— RIEER £ Ao
(MAC N—REB:EIC I Single-Supplicant €— K. Multi-Supplicant E— FDOX3IA
BOIcD, AEREBERSNETA)

O BEOEELILDF #XINETRELIBEIC, LOF REDTEQRVR—FHHY
E

5.14 LACP (IEEE 802.3ad)
[avYRUT7UYR] / T[R4 vF V5] / [LACP (IEEE 802.3ad)]

LACP IC& > TBEEMTSNICF SV O T I—TD AV N—HR—IH LT CREATE
SWITCH TRUNK DYV FR79 5 &, BEHNTELRRYET,

5.15 I\—F vJULAN
[AvYRUT7UYR] / [RA4wFUF] / TR—F v)L LAN]

Protected VLAN OFFBR— A X5 —YU VIOV —RR— ~IRET &, Protected
VLAN OAR— B TBENTETLEVET,
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5.16 R/{=v&wy—JOk3a)L (STP/RSTP)
ARV RUT7LYR] [ R4 yFVF] | [AIK=Y5 YU~ (STP/RSTP)]

ANZVOYY=TO RV (STP) BHE. RAVFAR— AUV OADVLTEHSTPD
A— MRED Forwarding DFEFELLE BA. TDfcd. ANV GV Y —OBEBHICHH
BEBNRAT—IRA L (MaxAge) ORICHRESBYET,

517 74#9—F4VIF—HR—2
[AVYRUTFUYRL [ TR 9FUI] 1 [949=F4 V9 F—5R=2]

O IS—/Wryvbz2ELILEED, EEXTMACPRURE I D—T 4V IT—4
N—2 (FDB) (CBFL&E I,

O TANWRIVIRRO MAC P FLRZHDHEED. PORT NSA—R—TEELIZD
ERERBBIR—FIHHSNTOBHE, ARRHSEE MAC P RLRIZH TN
7w IR LT, ACTION=DISCARD DRBT 4 v oIV U= (RAVF 1)
N—) HELHERELFE A,

5.18 N—RYIF7IPT1)Ly—
[ARYRUT7VYR] 1 TR49FUI] [ TN=RO27 P 74 )b5—]

O 8748SL Tld. AR—hk 25 ~48 EAR—F 49 TRELINT Y FIHLT, N—FDzT
P 1P 74 bR —0 SENDNONUNICASTTOPORT. SENDEPORT P4 3> HiHaE
Ft Ao

@) TL—LRA1T78023 raw D IPX /N7 w IRV F BB, DSAP / SSAP =
OXFFFF DRG=EF DI IVA—ITV b —%ERLIcBE. COIV R —ET 00—
LARA T Ethernet 2D IPX )Ny MMZEHIYWFLTLEOVE T,

O  ADD SWITCH L3FILTER MATCH O ¥ > R IMPORT=False. &7ld EMPORT=False
#I8EITDE. IMPORT=True., EMPORT=True MRETCENEL £ T, False TENME
SELOFEEE IMPORT., EMPORT N2 X—=4—%38ELBVTLIZSWL (F 7+
JU T False MREICBY ET).

O JU—=L7+x=~vh&LT8022 LLCZE/ELIN—FDT7IP 74 )bE—ICHL.
ADD SWITCH L3FILTER ENTRY O~ R T TYPE=0000 DTV bV —% L&D &
TBHEIS—IIRUET, dlc. COEERRSNBIS—AvE—IDTBEDTHY &£ Ao

5.19 K— NEREE
ARV RUTPLYR] / [RAwF U] / [R— NREE

O 802.1X Multi-Supplicant £— R ® Authenticator 28— k Tl&. Port Status A
authorised TH IGMP Query /N7 w b D' DS v T4 v OSNE T Ao

O ENABLE/SET PORTAUTH PORT 3% R® SERVERTIMEOUT /NS X —&—1H'1E
L<BEMELEBA. CNIE SET RADIUS OVY R® TIMEOUT NS A—R—&
RETRANSMITCOUNT NS X =& —DR/EHIBESNTUBIHTT, SET RADIUS
JVYYRTTIMEOUT X (RETRANSMITCOUNT + 1) g% SERVERTIMEOUT &
UKESHELIHBSEIE SERVERTIMEOUT OFEHIEL<HEBEL FTo
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O RADIUS H—N—IC&>THAFZvo VLAN #E|UBTHNIC Supplicant 'Y > &
oYV, OOF TR ETHELLBLBITBE. T4 X—K MIBD
AuthPreAuthVlan. AuthPostAuthVian AR EREERL&F T,

O KR—+0802.1X SREEHAER VWS I-ABMICL THSBEBMICTS &,
Authenticator (& Supplicant @ MAC 7 RLRX%&4 R + VLAN ETEBLF B A

@) MAC N—REFBECHVTHERLEICEHRLTH. I5AX=KMB®D
atrMacBasedAuthUnauthenticated + S w 7h&ESNE T Ao

5.20 DHCP Snooping
[AvYRUIT7UYAR] / [A4wFV4] / [DHCP Snooping]

(8748SL Md+) DHCP Snooping fRMAE, #FiEIRED 51 7> ~# (SET DHCPSNOOPING
PORT IY>2 RFMD MAXLEASES NS X—&—) [ YRTLAZETLE03 UTFICBELDRE
LT<LIZEWe MAXLEASES DE3STH 504 I EORETREZREL (BRI DL, 28
BICIS—DRETEENDBYET,

5.21 IP§EHER
ravvRuz7LV2RI /7 NP]

7PA PO+ —)UBEXHEE. SHOW IP INTERFACE COUNTER OX Y R THRRSNDZE/N
v khora— (iflnPkts. ifinBcastPkts, iflnUcastPkts, iflnDiscards) (. D=
BTy RO 2 BOEHIRRSNE T,

522 F«LIF+4 RIJO—RF+A NIy
AvYRUT7LYR]/ TIP]

BEVLANICNT BT« LOT 4 FTO—RFFrRbEEEFVICLTOSEES, 7O0—F
Fr2R b MACPRUR (FF-FF-FF-FF- FF-FF) 8TCDT 1 LT« RZO0—F++ RN
vk (BIVLAN T) 295, nbibg. AEMAC 7 FURBTITEBSNICBED
TAULOTA RTO=RFr RN Y b EEETER<RBYET,

523 O—AIPAY9—T1—Z b—T Ry ILY9—T1—2)
AvYRUI7ZLYZI/ TIP] / IPAY5—TJx—2]

O—AVIPAYE=—T1—R QU=TNvOA VA=D1 —R) ICTO—RF+ AP RLUR
ZIEELTEHIS—ICBYEEA. O—AVIPAYE—TJ—RIZIPPRLRZEIVSETS
EER BUBTELOELTOBIP P RURDTHEADR Y FD—5ICHEVTHBIARZED
THAIDEDDEERL TS,

5.24 Gratuitous ARP
AvYRUI7ZLYZI/ TIP] / IPAY5—TJ1x—2]

P15 —21—2MBE (ADD/SET IP INTERFACE 3<X YV F) T Gratuitous ARP #%
FANBOELDICLTH. Gratuitous ARP Request /N v FBERICIE ARP Frva%k
BHLE,
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5.25 ADD IP ROUTE a7 K
AR RUI7UYR] / TIP] / TEHHIE]
ADD IP ROUTE 3% R T METRICT /85 X —&—|Cf@%#EEL, METRIC2 /Y5 X—4&—

ICI3BEEBELLBVSEE. METRIC2 NF A —A—(CEBEOD 1 A'RESNT. METRICT /N
A=A —TEELICEIRESNE T,

5.26 RIP
ravvRUZ7LYAL/ TIP] /7 TEiEHE (RIP)]

ADD/SET IP RIP 3> RFMD DEMAND NS A —X—7% YES ICLICETHBO NO (T =)
M) ERTE. RIPREHAXALPORLEB<RUET,

5.27 OSPF
rAv> KkUI7LV2R] / TIP] / [E&HIE (OSPF)]

O  SET OSPF O¥Y R T DEFROUTE=OFF Z#EL TH., T 74— D AS 583
LSAZ4p L &9 (DEFROUTE=OFF H#aEL & E A

O  ADD/SET OSPF REDISTRIBUTE O¥> T SUBNET=0FF Z#&ELTH. H5R7
e HSRVA@HDRBEMYAHET (SUBNET=0FF DHEREL & E A

5.28 BGP-4
ravwy RUZ7LYR] / TIP] / TIP/ 23846 (BGP-4)]

BGP [CLBRBABIEE IV — ~ v THEER X NYENERTBBM T, BGPDTL 74 vH R
[CI— RV ITDRESNTORBWNES., U— by THEENERICEMELE B A

O MED (MULTI-EXIT DISCRIMINATOR) BMASRESNITIL T 4 v O R%EBTHRE
BRENMEBBINSNSHEIC. REEIFRGS MED BZRIOLE T,

O MEDBUDRESNICT VT4 vOREBSECRBESREIER F ICFHRSNEHE
IC. BEELIFRGS MED BZBIOLE T,

529 DNSFvw¥a
ravyRUZ7LVR] / TIP] / [RE#ER]

DNS F+ v atEDF vy a¥4 X% 1 [CRELICBE. BHOFvvyaTV U7
IT-IVOHEEELSNTICRYRITET. Frvvada X% 1 ICRELBVTES L,

5.30 DHCP/BOOTP UL —
ravvRUZ7LYA1/ TIP] / TIP/DHCP/BOOTP U L—]

DHCP/BOOTP UL —I—Y 1 FMEREBARIC. ARBICHED OS AL PC 2B#
#mLTPCZRENTDHE, DHCP H—N—H5D IP 7 FLUROERBICEH L& T,
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DIF®D OS #ARWCEEICIFIP P FURDERBICEAK LT, 1L, PCE2#RIC IP
P RUREBEREBLICBEETZ RUROEREBHIRETT,
Windows 98
Windows Vista
Linux
Mac OS X

ITF®DOS #AWVcEEIZIFIP 7 FURIGESTIBET T,
Windows 2000
Windows XP

AIRRIG PC 2BHEMLISIBEICHKEL, HUB PR v F2RBL THHELICSBEE
FELE A

AIRRIF DHCP/BOOTP UL —%HIB DAV R—T1—RICPC % 1 BOHEHL
IBEICHREL. EHEDPCZHERLICBEEFEELZE A,

5.31 UDP JO—RF ¥R hAJLIN—

ravyRUZ7LY2Z] / TIP] / TUDP 70— R4 R hAJbI—]

TSOXY MEENTWS UDP 70— R+ v+ R NN MEEmESsNE B A

5.32 DVMRP

a3y RUZ7UYR] / IPRILF+F+A N / TDVMRP]

DVMRP A > 2= 1 —R%HIRRL. BEBINLICEE, B8 —TJ1—XLD
DVMRP DR — I R XDV IRREDF F LU E T o

DVMRP 282 T. IGMP Snooping AMEXIDEE, YIFF A ST—EH TS v
TayvOEsnEzY Ao

5.33 PIM

A9y RUT7UYR] / IPRILFFr AR / TPIM]

(PIM-DM) Prune ®(Z_E5RIV—%—0 Generation ID AEB=NTH Prune Xwt—
IEBFEET. BRELT. RO Prune Xt —I%RKETEIXAIVITEFTRERY
VFF+ RS T70v0%2ELTLEVETD,

(PIM-SM) IRTDR— DUV HEDY LTVWBIKRRET ADD PIM BSRCANDIDATE
IV RZETITBE, BEXAVE-IDPRRSNE T,

5.34 IGMP

ARV RUT7LYR] / TIPRILFFvZ N / [IGMP]

Last Member Query Interval -1 ¥ —MDE2&DPIC Report X vE£—I%EZELTH. B
BAX—HBH=NT. Group-specific Membership Query Z#F#ELTLEVE T,
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DISABLE IP IGMP ALLGROUP XY RTAll Group \PRIEI 5 & & 21 LTcAh—
T, IGMP ALL group Query N7 w b FIC@EEIEBYILFF L A TNV —TPRUR
BTNV rEZELICHES. SHOW IGMPSNOOPING 3% R®d All Groups A
T [#] MIESNICRETERSNBIDNELOEETIT A, ZER—EERSN
Ft Ao

5.35 IGMP Snooping

rAvYRU77LYA] / TIPRIFHF+Z M / [IGMP Snooping]

SET IGMPSNOOPING ROUTERMODE VY Y RTINS X —&—IC NONE ##EL T
B, 224.0.01 B&V 224.0.02 h5DRIVFF+ R NI Y FaRELISHEICE Al
Group sk L& 9o All Group = L7a W BE (& DISABLE IP IGMP ALLGROUP
VY RFEBERLTIZE L,

DVMRP #7z(@ PIM #B%ICLTW3E =, IGMP Snooping #EMICREL TH, YU
FEL ARSI TAVODREA VR —TT—R (VLAN) IZBOTE, ZB+>T71vD
MVLANRICT SV T a0 v osnE Ao

5.36 MVR

ARV RUIT7LYR] / TIPRILVFF+Z K] / MVR]

(8748SL D#) [1~24, 50] & [25~48, 49) OR— I I—T% F1-<EBRTEBD
VLAN 248 L. MVRZFIBLIZNUFF v A RBEEZTO>TVBEE, FADKR—F
=T TIGMP Leave Xy £—Y%REFTBHE, LORADR—FIV—TTEIIVFFrR
FBEENMELELET,

537 77479 x—lb

@)

ARV RUTZLYR] / [T74A4T794—Ib]

PUBLICITRE LI\ v b ZEELICHES. SHOW FIREWALL POLICY OV R
M COUNTER # 7Y 3 > THRRSNS Total Packets Received ho>&—H'2 D
hovbsn®Ed,

TPAPOx— VRIS —ICPOLRVR BRI BHBE. IPPRURYR KUY
W=IBSOREOWMAC PRELVRYRFEFEMCBRYEEA. MACPELRUR ED
W=IBESEIPPRELRYRDL—VESELYENES<BBLIDICHELTIIZE L,

PUBLIC fIH5 PRIVATERICH LT FTP BE% 17> 12%8. SHOW FIREWALL
SESSION OXY R TARER Y Y3 VARRSNB LD DY E T, TNREERRICH
DODEBTHY., BEICEEEDY LA

PUBLIC I >R —22—RICW—JUNAT (IVNYR B UN=R, BT)LOOTH
) =H/ELISHES, PUBLIC BIDS PRIVATE RINGD FTP BENERICTAGOI &
PHYET,

KWERPHEEICK >TREEZRB LI E, BRESNINT Y MHFISNTLBICE
BEH59. SHOW FIREWALL EVENT D% FOWATIE Deny Event (BEANY
B ICRRESN&E T,

-10-
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O  IPA7Ox—BEME TCPIRIY3VFa1—RNICHILILEYY3IVHEO>TL
FLET,

ERREIAE - OV KU T 7 LY ADRE - S5ETE

BEERRAEE IV RY D7 LY ADOBREE T,

6.1 B8724SL DRAKEEH
[ERIREHEAE] 132 N—Y

HUEREHBEICE 8724SL DBRAHESHY [51W] ERBShTOEIH, ELLE [60W] TH,

6.2 HTTP H—/{— (YiR— bxxRsH)
[AvYRUI7LVR] / [ER - &8l / [YZF L]

AERBET 74V THTTP H—N— (BR—bFHIP) DBRHICE>TOBID, 1P BT
[FTCPAR—F BOBHA—TVLTOWET, £Fa2 VT —%2ERTBHEF. DISABLE
HTTP SERVER DYV FZZERTL T, HTTP #—N—=ZEHICLTIZS L0,

6.3 #3%t CentreNET SwimRadius (Ver.1.1 pl O L&) {ERADIFE
ER M~y RUI7LYAR] / ER - &8 / [REY—I\—]

FRREE (AVVRIAVAVA—T1—R) \NOOT VREECH4 CentreNET SwimRadius
M Ver.1.1 pl O LaiAFEAT 255 MTORUCTERLIIS0,

B2H. Ver.1.1 pl 1 B&E®O SwimRadius (&, 2—H%—C&(C Service-Type BUDBEEEA
BETEDLDICB>TUVDICH, TLOHIBRIGHY £ Ao

O Ver.1.1 pl O K#id SwimRadius (&, Telnet TiEHEL CE -1 —H —DRIEBRICH
LT Access-Accept (FREEREIN) %#IRT & =, Service-Type @EAMNLEITH. B
BHEOEE L TEDAIC Administrative(6) v kI 571z, Ver.1.1 pl O LIEID
SwimRadius (C&k > TRIESNT: Telnet T—H—(F, DA Security Officer LNJU
TOOA VTR EERBRYFET,

O Ver.1.1 pl O Lgi® SwimRadius (&, 3>V —JUiR— BB TEKL TEc1—F—0
SREEESKICH LT Access-Accept (GREERYIN) %3IRT & =I(C Service-Type Bi%% {4h0
LEEtA. REGRI(ZE Service-Type BIEMD73 L) Access-Accept A RELTITIHEIF5%S
1—H—DO051 V%#FI LBV IcD, DY —UR— MREDO S V585 % Ver. 1.1
pl O B&jd SwimRadius TIT2ZEETEEZ Ao

6.4 DESTINATION=ROUTER 0O H%ES
AR KkUI7ULVRl / [ER - &l / T0Y]

DESTINATION=ROUTER DOSENEEZ=ERI 5L =(d DIDRERAEZERTE—
T7=LDxP (D7AWEEN=I3VHRLED) #HEALTIIEE W ¥NLS DB
FHR—PRFHESETOLEFTOTTFR<SIZS L,
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6.5 EETTZ RURDTILFF+R ~MAC 7 RUZA® Ethernet 7L—L
ARV RUIT7ZLYR] / R4 vFVT] / [R—HK]
ravvRuz7ULV2R] /TP / TARP]

FELTc Ethernet 7 L—ADZEETZ RUADYIVFF+ X~ MAC 7 RURIES121BE.
D7 —LFEFESNTITHESNE T,

112U, ENABLE IP MACDISPARITY OY Y RAR{TLICET. YUFF+ XA MAC PR
ADART 4 wH ARP IV bU—ABRINE COVUVFFr R~ MAC P RURERET
&ET B Ethernet 7U— LA GRS TR ENTETT,

6.6 A yFiK—hO#HHhIVH— (8748SL DF)
ARV RUIT7ZLYR] / R4 vFVT] / [R—HK]
8748SL Tld. K— kS —T [1~24, 50] & [25~ 48, 49] #FI=</¥rv ~E

SHOW SWITCH PORT COUNTER O~¥ Y R T&HRmR=NS ifOutUcastPkts. ifOutErrors.
DropEvents A YA —IChDY FEndEt As

6.7 1000Mbps K—bDISvF4VFL—hk
ARV RUITPZUYR] / [RA4yFUT] / TiR—K]

U>5HLTW3 10/100Mbps R— ~OFICEL > T, #EEREY 2—)UD 1000Mbps R— D
TO0—FFvR b, YUVFF LR DEEXRDNTHBHEN DY ST,

6.8 — NEEHIRAEDSEL — M LIRIEE TCPIBEDRIL—Tw b
[AvYRUT7UYR] / TRAvFUF] / [R—K]

AV FR—MIZEL— LRE (INGRESSLIMIT) #8ELTWLBIRE. BR— %A
Lo TCP OBETIE. TCP T—ARDRI—T v hHRELICLREBLYEBELSBUFT (B
TOESVIBERRCHKELF T JNETCP 7O RIS LT, #isitiBR~EEC
FOTHWESNINT v FOFENER EDFET BIHDTT, &foo TCPLUSMIHWLTH,
BEHROBELBEETDTO LDV TEIORFORET BTRERDBUE T,

6.9 K— FEEHPREREDSEL — FEREEN—RDI7 IP T 1LY —
ARV RUT7ZLYR] / TRAvFVI] / [IR—K]
[AvYRUIFLYRL [ TRA9FVT] [ TN=RO2T7 IPT4)b5—]

N— S BEHIRREREDZEL — b ERRE (INGRESSLIMIT) &EN—FRDI P IP T4 bR—%
HALTOLBEE. N—FDIPIP 74 &Z—ONODROP IV FU—CXvFLINTY
FMSHLT, REV—HLEREMERSNBVC MDY ET, CNe@8T5ICIE EDIT
IVVRTHREZ 7V ERE, BEL—FEREDHZREIVF (SET SWITCH PORT=X
INGRESSLIMIT=x) DN—FD TP IP 74 )UR—B/BEIVY FORICKBLORET 5D
HBVE ROKDEBiREN U A—%2FHL T, LEFICREL— H LEREOFREH BENMN
ICBANSNDESICLTLSIEE L,

BicE kU H—DRES
ENABLE TRIGGER

CREATE TRIGGER=1 REBOOT=ALL SCRIPT=INGRESS.SCP
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FUA—RHU T INGRESS.SCP DAl
SET SWITCH PORT=1 INGRESSLIMIT=1000

6.10 ¥4 FZvIK—hEFaUFT1—
ARV RUIT7ZLYR] / R4 vFVT] / [R—HK]

ANAFIVvOR—rtF2 T4 —EAE (RELEARN=0ON). R vFR—hrHDvosniz
I, ADD SWITCH FILTER ANV RTRAT A vHO IV R —%8BITBHEE. ENTRY NS
A—B—%EBEIBETIV R -BSHODL1ELT. BROICHERTEOBFREFICT
S—PRETBEHDBYET. CNEDBT DD, RAVFR—FDOVIRICRET (v
DIV EU—%8ITBEER ENTRY NIA=A—C0H508E5BESEZEEL TIIZE L,

6.11 TILFFIWRN=vFYyu—TJOrI)L (MSTP)
[avYRYUTZUVR] [ TR 9FV 4] 1 IRVFINARZYGYU-Fasal)

DISABLE MSTP MSTI PORT IXY FEEFGFLTIYNFIVANZVEGY U—-TO R
(MSTP) Z&EHICLIAR—F TR MAC 7 FLROEBN TN EEA. BPDU #%1ET 5
MBHQGOAR— ~TlE DISABLE MSTP MSTI PORT ¥y RABAITZDTIFH<. SET
MSTP CIST PORT OYY RMD EDGEPORT NS X —A—IZ YES #EL TIVIR—KIC
FELTZS 0,

8.12 74 9—F A VIF—HR—2
[AXVRYTZVYAL | [RA9FVI] 1 [749-F4 V57 =5R=2]
1T@BNI-—YPIRTE IRTDEAFIVHIIVRY—BI+D—F 4 Y HTF—HR—

A BHBRENZWBED DY &I, 112l 2@BLBOT—YP DR TRIINTOE A F
TVOTYVRY—DHEBRESNE T,

6.13 QoS
ARV RUI7LVRI/ R4 vF 5] / [QoS]

FELYELSNBHENT Y R INT [#F2—-8S 3] 2RALET, [F2-8BS:
3 BT 7AW EDLI—HY—=TSA4FUT1—H [6. 7] £B>TLEITHERFELURESN
BHEENNTY ME LY —TSAF VT —%ZEBLTH, BIC [F21-FS 3] 2EA

L. BERNICEBSNE T, KEROBENT Y ME1—Y—TSAF VT4 —DEENTE
FP Ao

6.14 \—RYI7IP I 1)Ly —
[ANYRUTFZVYR] 1 TRA9FII] ] [N=RO17 P T4 )b5—]

O IPVE V=T 1 V0% BHICLTVBDBE, —T 4V TFRD IPV6 N w RIHL T,
Ethertype = 0x86DD (IPv6) DRHE%EFON—R DT P IP 74 ua—TITV FYU—H
RYFLEBA. W—T 4 VIF/RDIPVE NN kAT 4R VESTBICIE. IPv6
TAWA=%FRLTLIEEV. V=T 4 VIRRTRL (RAvFrI=nd) IPv6
NV RICE BIRON=RD TP P 74 R—HDYVvFLET,
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O IPXW=FT 4V I%BHICLTOBIEREE, —T 1 VIRKRO IPX /)Ny MIHL TR,
SENDMIRROR LMD P &> 3 U HiREL & # Ao &7, SENDMIRROR P43
EEPORT NoX—R—RBHBTEEBA. W—T 1 VIRKD IPX NTrv %71
RUVGITBICE IPX EST74v 0T 4 R—%ZBRLTLIZEN. BH. =T+«
VORETRY (RAVFVIEND) IPXN\T v RCIE IRTOFPHY 3V H R
L&g (cfrcl, PNy b ZRIRE LTS MOVETOSTOPRIO. SETTOS.
MOVEPRIOTOTOS, SETIPDSCP 74 3 V(3 EART),

6.15 iK— NERET
[AvYRUTFUYR] / [RA4yFUH] / TR— NREL
K— RERSE (B02.1X 585E. MAC N—RFFEE) ABMICLI-R— R TR K—F ESVFV5,

ANZVOYY—=TJORD, R—brtEFa2 VT —%BBTEF A F/c. 802.1X FRED
Authenticator R— k& MAC N—=XRSRIER— b A A IREICRET D EETEE AL

6.16 ICMP TTL Exceeded X v E—YDiEHA >V F7—T 11—
avvrUI7L2R]/ 1IP]

ICMP TTL Exceeded X vt =& (ftD+1 VA —T 1 —REICREKBHIFEELTOTE)
TTL=1DIP N Y b EZREELICAVA—T 1 —ANBREESNE T,

6.17 IPIIFF v RD/N\— R T 7B
A9V RUT7LYR] / TIPRILFFv RN / HE]

RAVFBERINER—FTHEBHEL TOBHE, XINER—FZBBI B IP YILFFrR
BN w R &IC ADD IP INTERFACE V%Y FAEEITLIC VLAN @O VID #HDH 012
FHAN—RD T PRBORFREZY, O VID ZFHDNT Y MEY T DT PAIBERY &
To VI EDIFPRIBSNBBEDNT =YV RIF [D4 P—RE—F+ VLAN K] &Y
F9. XOVLANBREBTIPIYVFF v R +2EATHEEE. AINER—HMIEUBTS
VLAN#7% 3 DETICT BT EZHITITOLE T,

6.18 JL—%—i&l (RA)
AvYRUT7LYRI/ TIPVB] / [ERER]

YRTLBRENCKY IPVE AV R—T T —RHNDY LISHE(E. Lifetime=0 DI—45—B
0 RA) Nrw bExELEE A

6.19 PIM
vy RUIZ7LYR] / IPRIWFFE+Z K] / TPIM]
(PIM-DM/PIM-SM) R LF++ X hF—RDBESENBLE, PIM /N v hEMBTE
T, TUFFLRBENBBI B ENBYE T, TNEBTBICE. ROELSBN—F
YIPIP T4 AR—EBEL. PIM /N7y b EBERNICMBES B SICLTIIEEL,
ADD SWITCH L3FILTER MATCH=DIP DCLASS=HOST

ADD SWITCH L3FILTER=1 ENTRY DIP=224.0.0.13 PRIO=5 AC=SENDC
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6.20 IGMP Snooping/MLD Snooping kD — MR (INGRESSLIMIT) 5
ARV RUIT7ZLYR] / R4 vFVT] / [R—HK]

rAvvRUT7LYAI 7/ TIPRIFFv AR / [IGMP Snooping]

[AvYRUT7LYAL / [IPvB RILF++Z N / MLD Snooping]
IGMP Snooping *» MLD Snooping #E&ICHREL TVBEEE (T4 EBER). X
A VFR— FDOBEL— b EBRE (INGRESSLIMIT) % 1000Kbps F##&ICBELAVTL L

=L 1000Kbps KBICHET D& FZHR— FTRELICVUFF R SNy DD
R—FETSVT A IENZBLRYUET,

KHR—bIYV R (KHE

MFO3IYYE () BYR—ERRITIDT, H5HLHITTHEIICS O,

O HMFOF—U—RZEg58£IVV R
ENABLE. ADD. SET. SHOW B ED#EIC (?) F—%3PT ERRSN SRR F—
D—FTY,

ACC, APPLETALK. BRI, CLASSIFIER, CLNS, DHCP6, EPSR, ETH, FRAMERELAY,
GARP, GRE, GUI, HTTP, IPSEC. ISAKMP, ISDN, L2TP. LAPB, LAPD, LDAP, LLDP,
LOADBALANCER, LB, LPD, MACFF, MIOX, PKI, PKT, PRI, Q931, RSVP, SA,
SERVICE, SKEY, SSL, STACK, STAR, STARTUP, STREAM, STT, SYN, TACACS,
TACPLUS, TEST. TPAD, VLANRELAY, X25C, X25T, TDM, DS3, VOIP

O KUFOIRVE (ISX—=5—)
AFEFIVY RS BFEFEISIVYFONSIA—R—BTT,
COPY/DUMP/MODIFY
SET/START/STOP PKT
SHOW BUFFER [SCAN[=ADDRESS] (QUEUEPOINTERS])
SHOW SYSTEM TEMPERATURE
SET SYSTEM HOSTID
SET SYSTEM TERRITORY
SET SYSTEM DISTINGUISHEDNAME
LOAD (METHOD=LDAP] (ATTRIBUTE] (BASEOBJECT]
TRACE [ADDRONLY]
PING [APPLEADDR] [OSIADDRESS] [SAPPLEADDRESS] [(SOSIADDRESS]
SET PING (APPLEADDR] [OSIADDRESS] [SAPPLEADDRESS] [SOSIADDRESS)
PURGE FILE TRANSLATIONTABLE
PURGE PING TOTALLY
SET/SHOW SWITCH SOCK
SHOW SWITCH MEMORY
SHOW SWITCH SWTABLE
SET SWITCH PORT (MULTICASTMODE] [(SPEED={xxxMHAUTO | xxxMFAUTO |
1000MHALF}]
DISABLE/ENABLE SWITCH BIST
SET VLAN VIRTACTIVATION
ADD/DELETE/SET IP FILTER (PRIORITY]
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ADD/SET IP ROUTE FILTER (POLICY] [PROTOCOL={STATIC | INTERFACE})
ADD/DELETE/DISABLE/ENABLE/SET/SHOW IP EGP
ADD/DELETE/SET/SHOW IP SA

ADD/SET IP INTERFACE (VJC] (PRIORITYFILTER] (MULTICAST)
[IGMPPROXY)

ADD/DELETE/SET IP ROUTE BLACKHOLE

ADD/SET IP RIP [NEXTHOP)

SET IP RIP NEWIPADDRESS

SET IP ARP (DLCI] [CIRCUIT]

CREATE/DESTROY/SHOW IP POOL

SHOW IP ROUTE (CACHE]

SHOW P CACHE

SHOW IP ROUTE TEMPLATE

SHOW IP ROUTE MULTICAST

SET/SHOW IP FLOW

DISABLE/ENABLE IP FOFILTER

DISABLE/ENABLE IP MULTICASTSWITCHING
DISABLE/ENABLE IP SRCROUTE

ADD IP ROUTEMAP [MATCH TAG]

ADD IPV6 INTERFACE IPADDRESS={DHCP,DHCPTEMP;PD} [APPINT] (HINT)
(KEY] [PRIORITYFILTER] (TYPE=ANYCAST]

SET IPV6 INTERFACE (PRIORITYFILTER]

ADD/SET IPV6 FILTER (PRIORITY]

DISABLE/ENABLE IPV6 FLOW

ADD/SET PIM6 INTERFACE [MODE=DENSE] (SRCAPABLE]
SET PIM6 (SOURCEALIVETIME] [SRINTERVAL]

SHOW PIM6 [STATEREFRESH]

ADD/DELETE/SET DVMRP [DLC)

ADD/DELETE/SET DVMRP INTERFACE (DLC]
DISABLE/ENABLE ENCO COMPSTATISTICS

SHOW ENCO CHANNEL

SHOW ENCO COUNTER={DES | HMAC | JOBPROCCESSING | PRED | STAC |
USER | UTIL}

SHOW IPX CALLLOG

CREATE QOS

ADD/DELETE QOS

SET QOS PORT

SET QOS POLICY

SET QOS TRAFFICCLASS

SET QOS FLOWGROUP

SHOW QOS POLICY

SHOW QOS TRAFFICCLASS

SHOW QOS FLOWGROUP

ADD/SET PIM INTERFACE [SRCAPABLE] (DLCI)

DELETE PIM INTERFACE [(SRCAPABLE]

SHOW PIM [STATEREFRESH]

ADD/SET PIM BSRCANDIDATE (HASHMASKLENGTH]
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CREATE/DESTROY PPP [AUTHMODE] (BAPMODE] (CBMODE] (CBDELAY]
(COPY] (DEBUGMAXBYTES] (DESCRIPTION] (FRAGMENT)
[FRAGOVERHEAD] (LOGIN] (MAXLINKS] (MRU] (NULLFRAGTIMER]
[(NUMBER] [TYPE]

ADD/DELETE PPP [AUTHENTICATION] (CBDELAY] (CBMODE] (CBNUMBER]
[CBOPERATION] (COMPALGORITHM]) [COMPRESSION] [CONFIGURE]
(MODEM) (NUMBER) [PREDCHECK] (RESTART] (STACCHECK] [TERMINATE]
[TYPE]

ADD/DELETE/SET PPP ACSERVICE

ADD/DELETE/DISABLE/ENABLE/SET PPP TEMPLATE

ADD/DELETE PPP MAXSESSIONS

ADD/DELETE PPP ACRADIUS

ADD/DELETE PPP VLAN

DISABLE/ENABLE PPP ACCESSCONCENTRATOR

ACTIVATE PPP RXPKT

SET BOOTP MAXHOPS

DISABLE/ENABLE DHCP (BOOTP]

DISABLE/ENABLE DHCPSNOOPING STRICTUNICAST

ADD/DELETE DHCPSNOOPING BINDING [ROUTER]
ADD/DELETE/ENABLE/SHOW DHCPSNOOPING XLA

DISABLE/ENABLE DHCPSNOOPING IPFILTERING

DISABLE/ENABLE DHCPSNOOPING LOG

SET DHCPSNOOPING ARPSECURITY [ACTION={NONEDISABLE}]
ENABLE DHCPSNOOPING BLOCK={ALLIIP}

DISABLE/ENABLE BGP DAMPING

CREATE/SET BGP DAMPING PARAMETERSET

ADD/SET IP RIP REDISTRIBUTE (ROUTEMAP] (LIMIT] [METRIC] (SUBNET]
ADD/SET OSPF REDISTRIBUTE (ROUTEMAP]

ADD/SET OSPF AREA [NSSATRANSLATOR] [NSSASTABILITY)
ADD/CREATE/DELETE/DESTROY/SHOW FIREWALL POLICY DYNAMIC
ADD/DELETE FIREWALL POLICY HTTPFILTER

ADD FIREWALL POLICY INTERFACE [TRUSTPRIVATE]

ADD/DELETE FIREWALL POLICY PROXY

ADD/SET FIREWALL POLICY RULE (ENCAPSULATION]
[NATTYPE={ENAPTINATP}] (TTL]

ADD/DELETE FIREWALL POLICY SPAMSOURCES
ADD/DELETE/SET/SHOW FIREWALL POLICY UDPPORTTIMEOUT
DISABLE/ENABLE FIREWALL POLICY HTTPCOOKIES

DISABLE/ENABLE FIREWALL POLICY SMTPRELAY
DISABLE/ENABLE/SET/SHOW FIREWALL SIPALG

RESET/SHOW FIREWALL POLICY MACCACHE

SET FIREWALL POLICY (FTPDATAPORT] (ICMPUNREACHABLETIMEOUT]
[MACCACHETIMEOUT] (RADIUSLIMIT)

SET FIREWALL POLICY SMTPDOMAIN

SHOW FIREWALL POLICY USER
ADD/DELETE/DISABLE/ENABLE/SET/SHOW FIREWALL MONITOR
ADD/DELETE/SET/SHOW FIREWALL POLICY LIMITRULE

ADD/DELETE FIREWALL POLICY NAT={ENAPT}
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DISABLE/ENABLE FIREWALL SESSIONREPORT

RESET FIREWALL SIPALG AUTOCLIENTS

RESET FIREWALL SIPALG COUNTER

SET FIREWALL POLICY ATTACK

ADD/DELETE IGMPSNOOPING VLAN ROUTERPORT

SET IGMPSNOOPING VLAN QUERYSOLICIT

ENABLE/SET PORTAUTH([=8021X] [AUTOAUTHENTICATE)
DISABLE/ENABLE SWITCH LOOPDETECTION={BOTH\BCCOUNTERY}
DISABLE/ENABLE SWITCH LOOPDETECTION DEBUG

SET SWITCH LOOPDETECTION=BCCOUNTER

SHOW SWITCH LOOPDETECTION=BCCOUNTER

IRV RUIT7LVRICDVNT

BHFOIYYRU D7 LY (J613-M0019-01 Rev.P) (F#EHHR—AR—J(TIBHSNTL
F7,

AYY—R/ =k ER2OITYVRYU TP UV RICHIELICARBICE > TOEIDT, HF
FHEDINY KU TP UV AP ERZDEDTRVEEF. 84t Web X—Y TRHIDEHRE
BIIZE0,

http://www.allied-telesis.co.jp/
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