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00000000000 TelnetDOOODDOOOODOOO

CO0000000000000000 TelnetOOOOODOODODOODODOOD0OOOD0OOOODOOOOOOODOOO
000000o00o0o0o0oO0o0 IPO00OO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
00o00o0o000o0o0o0ooo0oo0oOo0ooooOIiPO0OOOOOOOOIPODOODOOOOOOOO

O000000000000000 TelnetDOOO0OO0OO0Mlogin: 0000000000000 O0D0OO0O0O
00000000ooo0ooo0o00oo0ooDo000oo0o0oDD00Uo00M™Enterod0ooOnO
goooooooo

OD0000000O0OO0OManager 0 0D0OO0OO0ODODOOODOOOOmManagerd 0 Operator0 00000000
ooobooboO0b0operatord D000 ODOOOO

Omanagerd0 000000000 friendd0 O M login:00 00000 00 00 managerdd I Password: [
O000ooooodfriendD 0000000000000 D00O000OODOOO0OOODOO0OOOOOO0
googd

login: manager
Password: friend00000O*x00000O0O0OO

#

O operatort0 000 0000 00 operatordd O [ login:0J0 O 0 0 0 O 0 0O OO0 operatorC0 [ Password: 0
obobooboodboOoperatori D000 ooobobooboobobob0oooobobobbobbooog
goood

login: operator
Password: operator0 000000000000

[CO0000000o00o0o0oo0ooo0oo0oo0o0ooo0oo0oooo0ooo0oooooooooo
oooooooooooooooooobooooooooobooooooooboboooo

[CTnet0 0000000000000 O0O00O0O0O0OOOO 0000000000 DOOOOTelnetoOODOOO
ooooooo

3000000000000 00000000000000000000000000DO0O00OooOOo0OoOo
0 Press <ENTER> key toconnect. .0 00 0O0DO0O0O0OEnter0 000000000000 O0ODO0ODOOODO
O00O0OTelnetDOOOODOODODOODOOOOOOOOO
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O000000DU0O0OUOO0RESTARTOOOODO19 0000000000

[CO0000000o00o0o0oo0ooo0oo0oo0o0ooo0oo0oooo0ooo0oooooooooo
omooooooooooooooooooooooooboooo

RESTARTOO OO OO0 0000000000 0D0D0OODO0O0O0D0O0O0ODO0O0ooooooooon
uon
gooooboogoobooobooboobobobbooboooboooboobbobbobboon
gobooboobbooobooobooboobbo

m RESTARTOOOOO1900000 CONFIGOODOOOODOOOOOODooooooooooooo
000000000000 OCONFIGUUDOODODDDODDODOO00DOoOooDoooooooooooooooon
O00D00O0O0DmMCONFIGHOOODDDOOODODDOODUDODOODOOSETCONFIGO OO OO16600000
goboooboooobbooobooboon

RESTART SWITCH CONFIG=test.cfg J

ooboogood

0000000000000 UODUO SETTIMEDDDOD220000000000
goooo-o-0b@ooboo: b obobobobbobbooog

s 0000000000000 000000000000 2004050 1701900000000

SET DATE=17-05-2004 TIME=19:00:00

m (J0o00oobgoooon

SET TIME=19:02:00 J

m (J0o00oobgoooon

SET DATE=17-05-2004

s 0000000000000 00 SHOWTIMEOODDOOO2670 0000000000
o0ooooouoo 3oooooooooon

10 OJanuary Jan
2 0 0 FebruaryO Feb
300 MarchO Mar
400 Aprilo Apr
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8 O O AugustD Aug
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11 0 O NovemberD Nov
12 O O DecemberD Dec
O L

m SNTPO Simple Network Time ProtocolD 00000 0000000000000 0O0O0O0O0O0OOO0
000000000 000oooOoo0ooOSNTPOODOODOOOOO

oooogon

OO0ooooMIB-IODOOOO0O sysNameJ OOOOOO0DO0DO0OO0OO0ODOOO0O0OOOOODOOOOOOO
0000000 00SNMPOSimple Network Management ProtocolD 00 0000000000000
oo ooboboobbobbbobobbbobdddoonoDLD oD oo
oo ooobooo

m J00000OsysNameO O OOoooOoO0O SETSYSTEMNAMEO OO OOD2000 000000000
SET SYSTEM NAME=c9424/8F .

goboooboobooobooobooboobbobboobo

Allied Telesis CentreCOM 9424T/SP - ATS63 v2.3.0J
c9424/8F
c9424 /8F#

ODOOSNMPOOODODOODODODUODODODODODUOODOSNMPOOODOODOOO

oooogon

gobooboogobooboooboobbobbooboon
m 000000000000 SHOWSYSTEMOOODOOO264000000000000

s 000000 SHOWLOGOD O DOOO2310000000boo0oooooooooooooooo
gbobooooboobobo

ooooooboooood

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
gobooobogoboobobooboobbobboon

oooo
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[Tknet0D00D0O00O0O0D0OO0O0OO0ODOOOOODOOOOOOOOOOOOOOIPOODOOOODOODOO
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O000000000000000 TelnetDOOO0OO0OO0Mlogin: 0000000000000 O0D0OO0O0O
00000000ooo0ooo0o00oo0ooDo000oo0o0oDD00Uo00M™Enterod0ooOnO
goooooooo

OD0000000O0OO0OManager 0 0D0OO0OO0ODODOOODOOOOmManagerd 0 Operator0 00000000
ooobooboO0b0operatord D000 ODOOOO

Omanagerd0 000000000 friendd0 O M login:00 00000 00 00 managerdd I Password: [
O000o0oooodfriend0 0000000000000 D00O0O0O0ODOOO0OODOOOOOOOOO0
googd

login: manager
Password: friend000O0O0O*x000000O0OO

#

O operatort0 000 0000 00 operatordd O [ login:0J0 O 0 0 0 O 0 0O OO0 operatorC0 [ Password: 0
obobooboodboOoperatori D000 ooobo0ooboobob0ob0oooobobobbobbooog
goood

login: operator
Password: operator0 000000000000

[CO0000000o00o0o0oo0ooo0oo0oo0o0ooo0oo0oooo0ooo0oooooooooo
oooooooooooooooooobooooooooobooooooooboboooo

[CTnet0 000000000 D0O0O0O0O00O0O0O0OOOO 0000000000 DO0OOOTelnetoOOOOO
ooooooo

3000000000000 00000000000000000000000000DO0O00OooOOo0OoOo
0 Press <ENTER> key toconnect. .0 00 0OODO0O0O0OEnter0 000000000000 O0ODO0ODOOODO
O00O0OTelnetDOOOODOODODOODOOOOOOOOO

[ OO00000000000000 Managerl10O Operator900000 100000000000000000
O0000o0o0oO0o0oO0OManagerld Operator80 0000 9000000000

goooooood

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooo
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e Operator000

$

e Manager O OO

#

LSETASYNOOOOOl6200000 PROMPTOOOOOOOOOO SETPROMPTOOOOO1790000
ooooooooooOooooooooboooooooooboboooooooOoboboOooooooobooooooo

# set prompt=kumanomi
kumanomi#

O000oooooooOoooODoDooODoOOoO0oDO0OOnOSET SYSTEMNAMEO OOODOO200000000000
OO00sysNameOOOOOODODODOO0O0OO0OO0O0ODOOO0O0OODOOOO0ODODOOO0OODOODOOOODOODO
gooooobogobooobooboobobobbooboooboooboobbobbobbooo
gooo

# set system name="c9424/8F"
c9424 /8F#

oooobooooooo

000000000oo0oooDooooooooooOoooovTicoDDDDUoDoOooooooDooooOd

RN ud

- 1000000

- 1000000

Backspace gobobobbooboooo
Esc20 00 goobobobo

1 gobbobbooboo

! gobooboobboon
Ctrl/C goobooooo

0 2

oooobooooood

goboooboooobooobooboobbobboo

s l00000000000000000000000O0O00 490000000000 00O0ODODO0O0O
odo0oooooooOoooo0lod0oo0goooU0ooo0ooDooU0oooDUooDoOooooo
O0000DO0DDUOODUOADDDO SETOO M

[SETSYSTEMNAMEOOOOO200000000000000000000000000O0O0OO0O0O0OO0O
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goooo

s JADDOD IPO0OO00O0ODOOOODOOO0OODOOO0O0ODODOOO0O0O0ODOOO0oODoOoOOoOooon
gooooobooobooobooboobobobboobooobooboboobbobbobbooo
gooooobooobooobooboobobobboobooobooboboobbobbobbooo
gobooooboogn

s 000000000000 000000000000000OSHOW SYSTEMOOOOO2640000
goboooboogoooooboboooboobbo

SH SY

m J0ooooooobooooobooboboboobobooboboobDbobobobboobbUobobo
O ManagerOOOQOOODOODO

m (JO0ogooooboobobooooooboobooobbobbobooooobbbooobbbbooo
gooooboogobooobooboobobobbooboooboooboobbobbobbooo
0O CREATECONFIGOOODODO77000000000O0O0OOOSETCONFIGODODODODO1660000O
goooboooooobooooobbooooobbbooobbboooobboooobboobbDbOoo
gogbooobooooobooboooboobo

ooooboooooo

gobooboogobooobboooboobbobboobooboooboooboboobo
OD0OO0DMmMERRORCODEMIOODOOODOODODOODODOODDO

o JOOUOODOODDO

# set
ERROR CODE = CLI_ COMMAND INCOMPLETE

o JOOODODOOODOODO

# set systemname=sales
ERROR CODE = CLI_ COMMAND NOT FOUND_ OR_ AMBIGUOUS

o JOOOODOODDODDODDOODO

# set system
ERROR CODE = CLI_ PARAMETER MISSING

o JOOOODOODDODDOD

# set system name=
ERROR CODE = CLI_ VALUE EXPECTED

0000000000 O00000000?0

o0000ooooooOOo?2MM00000000000000000000D0DOODODO0O0DO0000000O0
goboooboobooobbooboo

s J0000000000000000?2000000000000000000M?000000000M@™
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# 2

ACTivate
ADd
CLear
COpy
CReate
DELete
DEStroy
DISable
ENable
EXit
FORMAT
Help
LOAd
LOGOFF
LOGOUt
MAD
MEnu
PIng
PUrge
Quit
REName
RESEt
RESTart
SAve
SEt
SHow
Upload

Available commands:

Activates an instance of an object type

Adds an instance of an object type

Clears all data relating to the object

Copy file

Makes a new instance of an object type

Removes an instance of an object

Destroys an object instance

Suspends the object operation while retaining its configuration
Allows an object to enter its operational state
Exits the current CLI mode

Formats a file system drive

Displays available commands

Downloads a file

Logs out of the current management session

Logs out of the current management session

Maps various parameters

Enters menu

Pings an IP address

Clears all the object’s configurable data and disables it
Quits the current management session

Rename file

Restores the object to its stored configuration
Restart the switch

Saves configuration

Sets the configuration of an existing object
Displays diagnostic information to the user
Uploads a file

0 Availablecommands: 00 0000000000000 00000D0O000O0O0OOOOOOOOOO0O0

goboooogooooboooboobobobboobooboobbobboomy

[CO?0000000000000000000000000000000000000O0000O0OO0OOO00O

oooooooo

s 0000000000000000000000000add00O000O0O0O0000000000000

gooooooo?”2oO0000000000O0O0ODOOODODOO

[CO0o00o0000o0o0oo0ooo?200000000000o00o0o0ooo0ooo0ooooooooo?o00

ooooooooooo

# add ?

Available commands:

add Ip
add LAcp
add Log

add MGmtACL

add Mstp
add Pki

googo

- Adds IP Interface

- Adds ports to existing Aggregator

- Adds a filter to the log Output Definition
- Adds entries to Management ACL table

- Adds attributes to MSTP

- Adds a PKI certificate

CentreCOM 9424T/SPO9408LC/SP OO0 OO OO0OODOO 2.3
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goooo

add QoS - Adds attributes to QoS

add RadiusServer - Adds RADIUS authentication server

add SNMP - Adds attributes to an existing SNMP community
add SNMPV3 - Adds a new entry to SNMPv3 table

add SNTpServer - Adds SNTP server

add SWitch - Adds attributes to the switch

add TacacsServer - Adds TACACS authentication server

add Vlan - Adds attributes to an existing VLAN

# add

oooooood

0000000000000 0OHELPODODODOM44 0000000000
HELPOOODOOM44000000000000000DO0O0DODODO0O0O0OO0O0ODODODOODOODOOODOD
gobobooooboooogoooboobooboobooboobobobobuboooooo ™

ooooboooooood

1000000000 1000000000000 0oo0ooooooooooooo 1000000
goooooboooboooobooboobbobboobooboooboobbooboobbo

--More-- <Space> = next page, <CR> = one line, C = continuous, Q = quit

goboooboooobbooboo

Space oo loooooooooo

Enter 0olooooooon

c goooooooooooooo

q Jo0o0o0o0ooooooooooooao
0 3:

gobooboogobooobooboobbon

14 | CentreCOM 9424T/SP09408LC/SP 0000 OOOOOO 2.3 gooood
J613-M0109-12 Rev.F



goooooooooooo
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0000 20000000000000000O0O0O0O0O00O0O0O0

gooogd

00000000000000000000000 2000000000NVSO Non-Volatile Storaget O
goboooboooooobooobo
gooooboooobooobooboobobobbooboooboooboobbobbobbooo
goooooboogn
O0009%08LC/SPOO0D0IOOOOOIOOOODODOOOUODOOODDDOODODOCFOOOODDODOO
O0OOCFUOUOOFAT6ODODODDOODOOODDOOODOODODODOODODOOODOODOOODOOODODOOODODOO
gboboooboooobooobooboobboon

NVS

NVSO Non-Volatile Storage0 0 0 000000000000 CMOSOOO0O0OO0OODOOOOOOOO
goboobogooboobooooboobbobbooboon

goooooood

O0000O0ooooooONvVSOOODooooooooooooooooooooooooooooooon
goboooboooobooobooboo
goboooobogobooobooboobobobboobooobooboboobbobbobbooo
goboooobogobooobooboobobobboobooobooboboobbobbobbooo
0000000000000 0000000000000000000flashD0O0O0O0O0O0OO0O0O0O0O0O
gobooooboogoobooobooboobbobboobooobobooobboobo

s 0000000000000 0000DO000000O0 SHOWFLASHOOODODO?228000000
goooon

SHOW FLASH J

O000000000009408LC/SPOODO

ooooooooooOoCFROO0ODODODOODODOODOODO0O0DO00NO00DOD0DOD00ooooOoDDoOOO
goboobooobooon
9408LC/SPUOUDOUOUCFUIOONODODOODOODOODODODOCFOOODNOONUOUOUOUOUOOCF
gooobobooboboobobooboobbobobooboboobobobboboboobon
000000000000000000000000000000000000000O00O0cflashO0000O

s 0000000000000 CFOO0OO0OOOODOOD

e JUDOODDOOODO

goooo CentreCOM 9424T/SPO9408LC/SP 0000000 OODO 23 |15
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ooooooooooooo

e FATIODDDOODODOODODOODODOODO

[O0o00o0o0o cCcrFO00OO0OOODO0OODOOOOOOOUOoOoOooOoOoO

[CO0000000000000000000CFO FATI600000000000000000O0000O00OO
oopPCOOOO0OOOOOOOOOOOOOOOOO

s CFOO000000000000000000000000000O00000

e I0UIUIDDODDOU16UIIDDUIDODODDDOUUODDOODDUOODOSHOWFILED DD OO?226
0000000000000 0oooo0U0ooDooO0oooo200000000D0D00000
gobooobooooboooboobbobboo

e FATOUODDOODODOODODODODOOUDDDOOODIirectoryD0 000000 DO0O0D0OOOOODOOODOO
O00000HIddenDOOODODODODOD0O0D0D0D00O000000D000000O0OOODRead OnlyO
gbboooboooobooooboobbobboon

e NIDODOODDODODDOONVSODODODODODODODODODODODODODODODODODODODODUODODODO0O0DOUOODOCFD
OO0 FATlI6 0000000 0oooooooooooooDoooooDoDOoCFOOODOODODOODO
googpoooboboobooobooobobooboboobobooboboobobbooobo
\000D00oo00o0ooo0ooooooo/000000000000D000\O/000000000O0
000000000000 ooOo \OoDoooDooooo

e CFOODDDODODDOODUODODOUDUDDUUDULDUULDULDLUDODODODODODOOOOO

m CFOODOOOOODO SHOWCFLASHO OOODOO2070ooooooooooo

SHOW CFLASH .

s CFOOODU0000000000000000000O0O0SHOWF FILEODDODODOOD226000000000
goooo

SHOW FILE

s SHOWFILEO D OO O226 0000 00CFO0000OONOOONOOOOODOOODOOODOOODOOO
gobooobooooooon

SHOW FILE=cflash:*.*

uon

SHOW FILE DEVICE=CFLASH .

m 000000000000 D0O0O0O0O0OOSETCFLASHDIROODOOO164 000000000000
000000oooo\0/000000000000000D000O0D0O0000DUO0DO0OOO0O0ODOO
goobooobogobooobooboobobobboobooobooboboobbobbobboon

000000000000000000000000000/testefg/7200612220 00000000000
gooon
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goooooooooooo

SET CFLASH DIR=\testcfg\20061222

ooo

SET CFLASH DIR=/testcfg/20061222 .

s J00000000000000000000000O0O0O0OOOOOODODOOOOOOO0O0O0O0OO
oooob0O0oDO0O0DO00000DOO0O0DO00DO00D00OO0ODOOO0OO0/tmp0OO0DOODOO
00000D0O0o00DO0oo00O000oOoO/Ztmp/Zsub/sub2/sub3diri 0000000000000

J00o0o0ooooooooo/ZhomeZadminD 000 000000000000 DODO0OODODOODODOOOO
0 /Zhome/Zadmin/sub/sub2/sub3dird 00 00 00O

SET CFLASH DIR=sub\sub2\sub3dir

ooo

SET CFLASH DIR=sub/sub2/sub3dir

m 100000000000000000D000D00C0DO00000D0O00O0O00O000D00O0.0O000
00o0oooOooooooo

SET CFLASH DIR=.. J

C.0000000000o000o0m./.000.Zotherdir/moredir0 D0 D000 O0O0O0OO0O0OOOODOO

s J000000000000O0SHOW CFLASHOOOOO207/0 00000000000

SHOW CFLASH .

oooogon

gboboooobooboboboobobobooboboboobobobobobooboboboo
goboooboooobooobooboon
0009408LC/SP OO0 DO0OOD0OONODDOOONOOOONOD FATIED OO0 0D0D0O0O0D0D0O0ODD0OO0O
goobooobogobooobooboobobobbooboooboooboobbobbobboon
goboooboooobbooboo

gobooobooooboooboooboo

device:filename.ext

goooo CentreCOM 9424T/SPO9408LC/SP 0000000 OOO 23 | 17
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device ooooooflashODOO0O0DO0O0O00O00M™cflashDO000DO0O000O00OO0OO0O
0000oo00000oooo0oooooooooooflsshooooOooooo
ooo
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ooooooooooooo

filename 0000000000 MOo0o01020000000000007"@#%$% "
&().-{j00oooDOo0DOoO0OODODOoODOOOO0DODOOODD
ext O000o0oDo00oo0o0oooo0oooOo00ooOU00DDOoOD00UoOoDO 1030

gobogbogoboooboboooboobbooboobbon

O 4.
goooobooooboooooobooo
ooo ooooooo
img Ooooooboooonoo
cfg gooooooobooooooodooooubooooooDoobOuobDoooa
0000000000000 ccfgooooon
key RSAOOOOODOO
log goooooooood
0 5:

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
gobooobooobooooo

gooogd oo

boot.cfg 0000000000000 0D000O0OSETCONFIGODODODOODOOOOOO
gobogboooobdnonebl 0000 booboobooboonon
goooobobobodoogoogobobboob oo ogogo
gooooooooo

encl.ukf CREATEENCOKEY O UOUOODOOOODOOO RSAODOODDOODOODOODOOO
0000000000000 0000000000000DO0O0UDESTROY
ENCOKEYOUODUOUOODOOODODODOODOODODODODUOoOODmMWencOOOooooO
KeylD OO M

0 6:

[COO0000000o00o0o0oo0ooo0oo0o0oo0o0ooo0oo0oooo0ooo0oooooooooo
O000000000CFOUOO FATI6 0000000000000 O0O0O00O0O00O000O00Oooooo
oooooooooooooooooooboooooooOoOoboOooooOooOoOObOOOobooooOoOOoboOoOoo
oooooooooooooooooooboooooooOoOoboOooooOooOoOObOOOobooooOoOOoboOoOoo
0000000 cf/dirA/subdirA/testcfg00 0 0000000000000 O00OOOOOOOOOO

goooood

goboooboooobooobooboobboon
s J0000O0O0O0OOSHOWFILEO DO OD2260 00000000000

SHOW FILE J
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ooooooooooooo

m JOO000oooooooobooboooboobbobbon

SHOW FILE=*.cfg J

m J000000O0O00OO0OOSHOW FILEDO ODOODO2260000000000000000000OO
O00O0D0D0D0D0DODODO0DOOSHOWFRILEDDODDD226 0 0000000000000 0O0O0O0O0O0OOO
O000O0.cfg0logO00 000000

SHOW FILE=mitai.cfg

m 00000000000 DELETEFILEDDODDOO8ODOOOOODOOOO

DELETE FILE=iranai.cfg

00000000000 00o0o0o0o0o0ooooooo0oooooooooooooo

m 0000000 DO0OOOCOPYOOUODOV6ODODODODOOOODOD

COPY current.cfg backup.cfg J

m 000000000000000000000000D00000000000 currentcfg0 00000
000000000000000000000000000 backup.cfg0 000000000000
COPY current.cfg cflash:backup.cfg

0000000000000 00000000oo00ooooOOOcflash:0000D0D00DO0MOoOooOOonO
ooooooooooooooooooobobooooooo

m 000000000 UOO0D RENAMEOOOOO180 000000000
RENAME old.cfg new.cfg
s LOADOOOOO0M50000000000000000000O0O0DODODOOODDOOOOOOOOOOO

000000000 TFTPODOOO 19216811100 testcfg0 0000000000000 DODOOOO
OOXMODEMOOOODOOODDOODO

LOAD METHOD=TFTP DESTFILE=test.cfg SERVER=192.168.1.11 FILE=test.cfg J
m UPLOADOOOOO209000000000000000000000 TFTPOOOOOOOODODO

0000000000000 0000000000 taisetsu.cfg TFTPOODODODOOOO0OOOOOOOO
XMODEMOOOOOOOODOOoooooo

LOAD METHOD=TFTP DESTFILE=taisetsu.cfg SERVER=192.168.1.11
FILE=taisetsu.cfg

[CTFTPOODO0OOD0OUOOOUNIXO OSO tftpd 0000000000000 O0ODOOOOODOOOODOODO
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gooooooobooooo0ooooooooooooooo0oooooooooooooooo0oooooon
oooooooooooobooooOoooooooooooooooooooooooo0ooooooooon
goooooooooooooo

UNxXOS[1]1# cd /tftpboot
UNxXOS [2] # touch karappo.cfg
UNxXOS [3]# chmod 666 karappo.cfg
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gooooooooo

Ooooooougoo

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooooo

oooogon

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooboboboobobooboboobooboobobooboboobobbobobboobOoo

s 0000000000000 000000000D000000O00OCREATECONFIGOOOOO7700
000000000000000000.cfg00000000000000000000Omylan.cfg0000
goboooboogobooobooboobobobboobooobooboboobbobbobboon
000000000 oo0oodoooo0ooodooooooooooooooyYooooood
YesOOOOOOOODOODUOOOOODOOOONDOOOODOONoODDODDODODOODOODOODO
oooom

CREATE CONFIG=mylan.cfg

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooooogoobooobooboobobobbooboooboooboobbobbobbooo
0000000 0o0oOO0O ADDD SETOOODODODOOODO0O0OODODOODODDODmMODODOODOODODODOODOOOO
oooooooooooooooooooMDbSOOOO0DOODUOODOOOOoOODOOOD

s (00000000000 0000000000000000000O0OSETCONFIGODOOOO16600
gooooboooobooobooboobobobboobooobooboboobbobbobbooo
oboooboooooobooboooooo@ooobobmoooboboobnooobooboobobooo
goooon

SET CONFIG=mylan.cfg

s J000000000000000000000000O0 SHOW CONFIGOOOOD20900000
gooooo

SHOW CONFIG J

s J00000000000000000000OSHOW CONFIGOD O OO O209 00000 DYNAMIC
gbobooooboboobooboobobobobbooooboobobobobooboobo

SHOW CONFIG DYNAMIC J

s JO0000000O0OO0oOOobD0bOOoboooobDobObOobObooDobDooooLobDbbDobDOoD
O00000DDODD0D0O0D0D0O0O0ODOOSETCONFIGODOOOO1660 0000 NONEOOODOOODODOODO

SET CONFIG=NONE
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oooooooooo

R J00000000000000000@M bootcfgl0OODONDOODOIOOODOOODDOOODODO
goooooo

s (JJggoooobboooooobobobooooooboobobbooooobbobbooooobobbboooo
ODORESTARTOODOOOD1O0O0OO0O00 CONFIGODODOODDODODODODUODUODDUOODOOO

RESTART SWITCH CONFIG=1lkaikiri.cfg

m (0000000000000 000000000RESTARTOOOODO159 00000 CONFIGODO
O0000ONONEODODOOOODOOOOODO bootecfgO OO OOOOODO

RESTART SWITCH CONFIG=NONE .

m (00000000000 0000000000D000D0D0ODO0OD0DOSAVE CONFIGURATIONDODO
ooole00D0oooooooO

SAVE CONFIGURATION

[(CMO00000000000SHOW CONFIGO OO0 0209000000000 Boot configuration file O
000000ooooooooooooooooo00o0000000dd@mMNoneDO0ooooooooonQ
SETCONFIGOOOOOle6 0000 DODO0O0OO0000D0o00o0o0ooooooooooooon

goooo CentreCOM 9424T/SPO9408LC/SP OO0 OO OO0OODOO 2.3
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oooooao

oot

googgon

0000000000000 DU0OoDU20D0D00D00000000O0

e Operator0 00
e Manager O OO

Operator0 000 0000000000000 OO0O0OODOOODODODOOOOODODOODODOODOOOOO
0000000000 0ooOooodUser 000000 WANOODODOODOOODOODODOODODO
000000 00ooo0oooooooooooDo0D WANDOOOOODDOOOOooOoOooooooooooo
goobooooboogoo

Manager0 OO0 0000000000000 ODOO0ODOOOO0OODOOO0O0OODOOO0OODOOOODOOD
00000000ooo0oooooo0 ManagerdOOODOoOoOoOoOoOO0oOOoOoOoOOOOd

s SHOWUSERO O OODOO2680 0000000000000 DODOOOODODODODOO

SHOW USER

goooooood

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooo

e Operator0 00

$

e Manager O OO

#

LSETASYNOOOOO16200000 PROMPTOOOOOOOOOO SETPROMPTOOOOO1790000
ooooooooooOooooooooboooooooooboboooooooOoboboOooooooobooooooo

# set prompt=kumanomi
kumanomi#

O000oooooooOoooODoDooODoOO0oO0oDO0OOnOSET SYSTEMNAMEO OOODOO200000000000
OO00sysNameOOOOOODODOO0O0OO0OO0O0ODOOOO00O0ODOOOO0ODODOOO0OODOODOO0OODOOD
gooooobogobooobooboobobobbooboooboooboobbobbobbooo
gooo

# set system name="c9424/8F"
c9424 /8F#
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oooooao

ooooboooooo

D00000OManagerd D0 000000000 OOmManagerdd Operator0 0000000000000
O00operator D00 0OO0O0OOOODO
Omanager00000000000friend000000 M operator00 000000000 operatordd 00
gobbooobooobboob bbb b boboobbboooo
0000000000000 DODUUDUODODO SETPASSWORD D DD ODDO1780 000000000
Umanagerd 0D OO 0o0ooooooooooooooooon

# set password manager

Enter current manager password->**x*x*xx[J[1 0000000000000 0OO0OOOOO*O000O0O
ooo

Enter new manager password->***xxx*xx[[J0 0000000000

Re-enter manager password ->*xxxxx*xx[J 00000000000 00O00O0O0OOOO0O

Password changed successfully!

[Manager 0000000000000 O000O000O000O0O0O0O00O0OO0OOOOOOOOO

0000000000 0D00D0D0D0D0D0D0D0O0D000O0OCREATECONFIGD O ODDODO7700000000O
O00D0O0O0OODOOSETCONFIGOODOOOl600 0000000000000 DOODOOODOOOOO
goboooboooboboobbooboon

# create config=basic.cfg

Creating configuration file "basic.cfg" ..... done'!
# set config=basic.cfg

Setting boot configuration file name ..... done'!

oooobooooooo

0000000000000 D00000000ODO0O0ODO0O00000000OORADIUSO Remote Access
Dial-InUser ServiceD 0 000 0000000000000 0O00OO0O0O0O00OO0O0O0OOO0O0O0

1. RADIUSODOOOOADDRADIUSSERVERO OO OO700 00000000000
2. 0D00oOoooooooooOoO

0000000000000 o000o0oO000000000D0O0oRADIUSODODODODMODODODOOOO
goooboboo

goooo CentreCOM 9424T/SPO9408LC/SP OO0 OO OO0OODOO 2.3
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oooooao

oot

0000000000000 0o0000o0o00o00D00D0D000DU0000U0DUOU0DRADIUSO Remote
Authentication Dial In User ServiceD D O OO QOOQ0OO0O0OOD0OO0OO

ooggoougon

0000000000000 00D0000000O0000ORADIUSODODODODOOODODODOODODDORADIUS
O000000000000000000 RADIUSOOOODOO Access-Reject 00000000 OOO0O
OOOORADIUSOOODOOOOACccess-Accept 0 D 00000 OOOO0ODDOOOOODODO

RADIUSOOOOOOODOOODOODOOODOOOODODOOORADIUSOOODODOOOODOOOOOOOO
gooobobobooboboobooobobooboboobooboboobobbobobboUobOoo

RADIUS O O0OO

RADIUSO D000 O00ODOOODODODOOO0O0OOOD0OO0000000ooooooooooooooooO
gobooobooooobooobooobo

O0OODODO0DODRADIUSOOODOO 300000000000 0OU0ODDUODUDUDODODODOODODOOOOO
RADIUSOOOOODOOODDOOODOODODODOODOODODOODOOODOODOOOOOOODOOODOOO
O0ODO0DODOODOORADIUSODOOOO IPODOODODO 19216810100 0000 100RADIUSOODOOOO
0000000 ValidBMeOOOOOOOOO

1. RADIUSOODOOOOODOOOOADDRADIUSSERVERO OO OO7000000000ORADIUS
ooooo IPOO0O0O0OOOO0ODOOO0ODOO0OODOOOODOO0OOOOOn

ADD RADIUSSERVER SERVER=192.168.10.10 ORDER=1 SECRET=Valid8Me .
2. 00oooooooooooon

ENABLE AUTHENTICATION .

s 000000000000 0OO0OOOUUDPOODUOODOOOOOODDOODODOODODODODOODOOO UDP
O00000ODoOoOoOOoODoOOoOPORTOOUOUOOOOODODOOO ACCPORTUOOOOOODDODDDOOODOOO
O0000000D0MmMRFC28650 00000000 18120 0RFC2866 0 0 0000 00O0O0OOODO0OO
181300 0000000000000 0000000D0D0O0D0O0O0ORADIUSOO0OOONOOOOOOON
gobooboooboooboooo

ADD RADIUSSERVER SERVER=192.168.10.10 ORDER=1 PORT=1645 ACCPORT=1646

m RADIUSOOOOOOOOOOODOOOODELETERADIUSSERVERO DO OD10000000000O
oo

DELETE RADIUSSERVER SERVER=192.168.10.10 .

s RADIUSOODOODOOOO0O000O00O0ooO00o00o0ooooooooooooooooooooo
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oooooo

OO0OSET AUTHENTICATION OO OOO1e3 00000000000

SET AUTHENTICATION SECRET=himitu TIMEOUT=60

s 000000000000 0ODO0O0O0 RADIUSOODODODOOOODOOOOOOOSHOW AUTHENTI-
CATIONDODOOOD20500000000000
SHOW AUTHENTICATION

m RADIUSOOOO0D0000000000000000000000000000 Service-TypeO OO
goooooo

Service-Type 0 0 0 ooooooo

Administrative(6) Manager 0 0 O

NAS Prompt(7) UserO OO
o

m RADIUSOOOOO00000000000000000000000000000000o0O0 RADIUS
godooooooouoooooooo
[Zetc/raddb/clients]

# client secret
192.168.10.1 RouterA
[/etc/raddb/users]

alpha Password = "PasswordA"

Framed-IP-Address = 192.168.10.240
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

beta Password = "PasswordB"
Framed-IP-Address = 192.168.10.241
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

RADIUSOOOOOOOODOOOOODOO

OO0O0D0OORADIUSOOOOODOOOODOOOODOODOODODOOOOODO0O0ODOORADIUSOODOODODO
0000000000000 0D00U00O0ORADIUSOOOD0O0ODDODODODOOODO0DODODODODOOOOOOO
oo

000000000000 00RADIUSODODDOODODOODOODODOUOODDOODOOOOOD RADIUS
0000000000000 oo00o0ooDoo0000o0o00U0DDoD0oo0o0oOORADIUSODO
goboooboooobooobooboo

m RADIUSOOOODDOOO0O0OO0DODOO0OO0DOD0DOOOODENABLE RADIUSACCOUNTINGOOOODO 134
goooooooooo
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oooooo

ENABLE RADIUSACCOUNTING

m RADIUSOOUODOOOODOOODODOO0O0DODOOOCODISABLE RADIUSACCOUNTINGO OO OO 121
goooooooooo

DISABLE RADIUSACCOUNTING .

m RADIUSOOO0ODO0O00000000000000000000000D0O0OSET RADIUSACCOUNT-

INGOOODOOOD180 0000000000 0ODRADIUSO DD ODODOOOODOODODOODUDPODOODOOOO
gobooobooooboboobooboon

SET RADIUSACCOUNTING SERVERPORT=1814 .

m RADIUSOOOODODOOODOOO0DODO0O00O0O0000O000000OSHOW RADIUSACCOUNTING
Oo0o0oo23900000000000

SHOW RADIUSACCOUNTING
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goooooooooooo

ogboouguouotd

00 000OTFTPO Trivial File Transfer ProtocolD O XMODEM OO O OOOOODODODOOOODODOO
goooooooood

gooogd

o0ooooooooooooIiPO0O0ODOOUOOOOOOOOTFTIPOOOODOOOODOOODOOODODO
OO0OXMODEMOODOODOODODODOODOUOODODOODOODODOODODODODODOODODODDODDDODDODODOOO
goooon

ooobobooooooooooo

o0oooooooooooooooooooo IiPOOOODODOOODOOOIPOOOODOOODODOOO

m TFTPOOOO 192.168.105000000 myfilecfgOOOOODOOOOO

LOAD METHOD=TFTP DESTFILE=myfile.cfg SERVER=192.168.10.5 FILE=myfile.cfg
|

m J0oooooobooobooboooobobooboobobbooboobobbobobbOobobo
0000000000 DODO0O0ODOOOODESTRFILED DD 0000000000 DOOODODOODODODOODO
OOOTFTPOOOOOOOtesttxtOODODUDO0OODO0O0OD0OD0OOtest.cfg00 000000000000
goooon

LOAD METHOD=TFTP DESTFILE=test.cfg SERVER=192.168.10.5 FILE=test.txt J

m TFTPOOO0O 1921681050 000000000000 ats63j.img0 0000000000000 0O0
000000000000 UOUOODESTFILED APPBLOCKODOOOOODO

LOAD METHOD=TFTP DESTFILE=APPBLOCK SERVER=192.168.10.5 FILE=ats63j.img .

[ O000000000000000000v1.00000000DESTFILEO APPBLOCKOOOOOOOOO
Oats63.imgl 0000000000

[CO0000000o00o0o0oo0ooo0oo0oo0o0ooo0oo0oooo0ooo0oooooooooo
oooooooooooooooooobooboOoooooOoobo0ooOooooobooboobooo

m TFTPOOOD 1921681050 000000000000 ats63j.img0 0 0000000000000
000000000000 000000000000000D000D00OODESTRFILEDODDODOODDOODO
uon

LOAD METHOD=TFTP DESTFILE=ats63_v200.img SERVER=192.168.10.5
FILE=ats63j.img

goooo CentreCOM 9424T/SPO9408LC/SP OO0 O000OODOO0O 2.3 | 29
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30

oooooOoooooooo

[CO0o000o0o0oo0oooooooovioooooooooooooooooooooooooooooo
ooooooooooogoo

oooobooooobooooboooa

s XMODEMOODODOODOODDOOODUOOOOO

LOAD METHOD=XMODEM DESTFILE=test.cfg

000000000 0oooooDoooo0o00U0000000D00D0DoooDoooYODODODODDODOOYesODO
00000ooooooo0o000ooooooo000oooDooOU0oD0ooDooooo XMODEMO OO
O00000oooooo000oooooooo00oUoooooooo0 XMODEMODODODOOGOO
goobooooboogoo

[ XMODEMOOOOOOOOOOOOOOODOOOO0OO0O0oO0o0ooooooooooooooooooo

s XMODEMOUOOOOOODODODODOOODODODODODODODODODOODOoooooooooooooooooo
OO0 DESTFILED APPBLOCK OO OOOOO

LOAD METHOD=XMODEM DESTFILE=APPBLOCK .

[ O000000000000000000v1.00000000DESTFILEO APPBLOCKOOOOOOOOO
Oats63.imgl 0000000000

[CO0000000o00o0o0oo0ooo0oo0oo0o0ooo0oo0oooo0ooo0oooooooooo
oooooooooooooooooobooboOoooooOoobo0ooOooooobooboobooo

s XMODEMOOOOOODODOOOOOODODODODODO0DO0DO000O0O0ODOD0000ooooooooooooooo
0000000 U0OD0DO0D0DUUODDUOODESTFILEDDODDDOODDODODDDOO

LOAD METHOD=XMODEM DESTFILE=ats63_v200.img .

[CO0o000o0o0oo0oooooooovioooooooooooooooooooooooooooooo
ooooooooooogoo

gooogd

0000000 UPLOADDODOOO290000000000O00O0O0O0O0O TFTPO XMODEM OO O
uon

ooobobooooooooooo

gooooo0ooOoOoUO0oO0DO0O0O0OOU00OOLU IPOODODODODODODUODODOOOOIPDOODOOOOOOOO

s TFTPO OO0 192.168.10.500000 critical.cfgO OO ODO0OO0OO0OO0ODOO
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goooooooooooo

UPLOAD METHOD=TFTP FILE=critical.cfg SERVER=192.168.10.50
DESTFILE=critical.cfg

[CTFTPOODO0OOD0OUOCOOUNIXO OSO tftpd 0000000000000 OD0OODOOOOODOOOOOODOO
oooooooooooooooooooboooooooOoOooboOooooOooOoOObOOOoOooooOoOooboOoOoo
obooooooooooooooooooooboooboooooooooooOo0oooboooobooooboooooo
ooooooooooooooo

UNxXOS [1]1# cd /tftpboot
UNxXOS [2]# touch critical.cfg
UNxXOS [3]# chmod 666 critical.cfg

m J00000000000000TFTPOOODO 192.168.105000000000000 backup.img O
000000000000 O00SRCFILE/ZFILED APPBLOCKO OO OOOO

UPLOAD METHOD=TFTP DESTFILE=backup.img SERVER=192.168.10.5
FILE=APPBLOCK .

[CO0o000o0o0oo0oooooooooviooooooooooooooooooooooooooooo
ooooooo

s J0000000000000TFTPOOODO 1921681050 00000000000 0OSRCFILE/FILE
O SWITCHCFGO OO oooo

UPLOAD METHOD=TFTP DESTFILE=backup.cfg SERVER=192.168.10.5
FILE=SWITCHCFG

[CON000000000000000000v1.0.0000000SRCFILE/FILED SWITCHCFGU OO O OO
oog

oooobooooobooooboooa

s XMODEMUOODODOOODOOODOODODUOOOOO

UPLOAD METHOD=XMODEM FILE=test.log

000000000 oDo0ooD0oooo0ooDooooogooooooooYoDoOooOoDOdOYesOO
O0o00oooooooo XMODEMOOODDODODODODODOODODODODODODODODODODODODODODODODODOOOO
000000 XMODEMOOOOODODOOoOoooooooooo

[ XMODEMOOOOOOOOOOOOO0OOOO0O00O000O000o0oooooooooooooooooo

m J00000000000000OXMODEMOOOOODOOOO0OOOOSRCFILE/FILEO APPBLOCK
goooooo
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oooooOoooooooo

UPLOAD METHOD=XMODEM FILE=APPBLOCK .

[CO0o000o0o0oo0oooooooovioooooooooooooooooooooooooooooo
ooooooo

m 00000000000000XMODEMOOODOOOODOOOOOSRCFILE/ZFILEDO SWITCHCFG
goooooo

UPLOAD METHOD=XMODEM FILE=SWITCHCFG

0000000000000 00000v1.0.0000000SRCFILE/FILED SWITCHCFGU OO O OO
oog

oo ooooouoan

LOADOOODOD145000000METHODD LOCALOODODODOOOODDOOOOOODOODOOOOO
goboooboogobooobooboobobobbooboooboooboobbobbobbooo
goboobogooboobooooboobbobbooboon
ODO0DOUPLOADODODODODO2900000O0METHOD O LOCALOOODODOODOODODODODODOOODODO
gobooooooobooobobooboobbobboobooboooboobbooboboobbo

m (JO0ogoooobooboboooooobooboboooooboobbbooooobDbbboobbbboOoo
O0000D00UO0OO0DOODUOODESTFILED APPBLOCKO OO ODOOO

LOAD METHOD=LOCAL DESTFILE=APPBLOCK FILE=ats63_v200.img .
s J00000000000000000000000000000000000000000OSRCFILE/ZFILE
O APPBLOCKOOOODOOO

UPLOAD METHOD=LOCAL DESTFILE=cflash:backup.img FILE=APPBLOCK

ootudoobodouooooouooobooaoa

UPLOAD DO OOO2690 00 00O0METHOD O REMOTESWITCHOOOOOOOODODODOOOOOO
goboooooooboooobooboobbobboobooboooboobbooboobbo

m 000000000000000000000000000000000000000SRCFILEZFILE
O APPBLOCK O OOOOODO

UPLOAD METHOD=REMOTESWITCH FILE=APPBLOCK SWITCHLIST=1 .

m J00000000000000000000000000000000000O0000O0SRCFILE/ZFILE
O SWITCHCFGO OO oooo
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ooooooooooooo

UPLOAD METHOD=REMOTESWITCH FILE=SWITCHCFG SWITCHLIST=1

000000 0000o0o0oo0ooo0oooooooooo0ooooooo0oooooooooooOlP
ooooooooooooooooobooooooooobobooo

m Jppogpoooooobooooooobobobobobbbbobobbobobbbbobobbobobn
SRCFILE/FILED DDOODOODDOOOODODO

UPLOAD METHOD=REMOTESWITCH FILE=test.cfg SWITCHLIST=1 .
[CO0000000o00o0o0oo0ooo0oo0oo0o0ooo0oo0oooo0ooo0oooooooooo
oooooooooooo

goboooboooobooobooboon
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ooooooooooooo

TFTPOOO0O0O0O00O00O0O0O0O

A A A upLoAD
UPLOAD METHOD=TFTP DESTFILE=filename
UPLOAD METHOD=TFTP DESTFILE=filename.cfg FILE=filename SERVER=ipadd
METHOD=TFTP DESTFILE=filename.img FILE=SWITCHCFG SERVER=ipadd UPLOAD
FILE=APPBLOCK SERVER:Ipadd UPLOAD METHOD=XMODEM
UPLOAD METHOD=XMODEM FILE=filename
METHOD=XMODEM FILE=SWITCHCFG
FILE=APPBLOCK
LOAD
METHOD=TFTP DESTFILE=filename
FILE=filename SERVER=ipadd
LOAD
METHOD=XMODEM
LOAD v DESTFILE=filename
METHOD=TFTP DESTFILE=APPBLOCK
FILE=filename.img SERVER=ipadd gooboooon
LOAD UPLOAD
METHOD=XMODEM Jooooboon METHOD=LOCAL
DESTFILE=APPBLOC 000000000000 FILE=APPBLOCK
DESTFILE=filename.img
e
LOAD
METHOD=LOCAL
DESTFILE=APPBLOCK
FILE=filename.img
UPLOAD
METHOD=REMOTESWITCH
FILE=SWITCHCFG or filename.cfg
é SWITCHLIST=number
UPLOAD oooooooo
METHOD=REMOTESWITCH oooooOoooo
FILE=APPBLOCK 0o0o00o0ooooo
SWITCHLIST=number —
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oo

gobooobooooobooobooobo

0000000000 DO00OD0O00000D0D0000DRAMO NVSOOOOOOODODOODODODDDOODO
go00000ooUooDooSHoOwLOGOOODDOD23100oooooooooooon

0000000000000000000000 syslog0 0000000000000 O000O0O0O0O0O0O
goboooobooobooobobooboobbobboobooboooboobbooboobbo

oougoobgd

0000000000200 0000000TEMPORARYOUOPERMANENTO OOODODODOOODOOO
gobooobogobooobooboobbobboon

e OTEMPORARYMIODDDODOD RAMOD 4000000000000 0DDOOODODOODODO
e OPERMANENTOOOOOOO20000000NVSODO0OODOOOODOOOOOODOOOODODOO
gooogo

ooooooo sHow LoGO OOoOoOo2310000ooooooooooon

s RAMOOOOOTEMPORARYODDDOODODODODODODODODDDOOO
SHOW LOG
uon

SHOW LOG=TEMPORARY[] SHOW LoG=TO OOOOOOO 4

s NVSOOOOOPERMANENTO OOOOOOOOOOOOOO

SHOW LOG=PERMANENT[] SHOW LOG=P 0O 0O0O0OOOOO 4

googn

OODO0DODODRAMONVSOOOOODODOOOO SHOWLOGLO OO O D231 00000ooo0oo

m [J00bo0boobobobbobboon

SHOW LOG

s J000000000000000000 REVERSEDO D ODODODODODODOODODOOOOOOOOO

SHOW LOG REVERSE

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
gobooooogoobooobooooboobbobboobooboobbooobo

m [J000g0boobobooboboobobooobooonobo
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oo

SHOW LOG MODULE=ALL SEVERITY=E .

m (J00o0booboboobobobbooboooobooonoo

SHOW LOG MODULE=VLAN SEVERITY=ALL .

googn

0000000 U0D0DUDUOODUOOSAVELOGOODOOORlODDODDUODOO

m 00000000000000000000000000000000M .log00O0O0OO
SAVE LOG FILENAME=hozon.log
goboooboogoobooobbooboobobobbooboobbooboooboobbo
m (J00o0booboboobobobbooboooobooonoo

SAVE LOG FILENAME=hozon.log SEVERITY=E .

m [J000o0bogoboobooboboooooobooobooboo

SAVE LOG FILENAME=hozon.log MODULE=VLAN .

syslog0 000000000

O000oo00oo00syslogD0O000OsyslogdDO 0000000000000 000O0D000O0O0OOO0O0O
O00000000000000syslog0 0000000000000 00O0O000IPOOOOOOOO
goooooboogoo

1. 00000000000000000O0syslogO 000 192.168.105000000000000000
CREATE LOG OUTPUT=2 DESTINATION=SYSLOG SERVER=192.168.10.5 .

2. 0000oDoDOoOoooooOoOoOOOOO

ADD LOG OUTPUT=2 MODULE=ALL SEVERITY=ALL .

syslog0 0000000000000 0000000000000000000000000000000
0000000 syslogODOO000D00000000000000000000O000 syslogOOOOO0O
00000000000 0syslogO 0000000000 0000000000O0O000OSsyslogdO0O0O
0000 Zete/syslogeconfO OO0 ODO0OOD00O0O0OOsyslogO000000000D00O0O0O0OOOOO
000000000000 syslogd(8)0 syslog.conf(5)0 syslog(l)Tlogger(1) 00D D0 00000

m syslogD 000000000 O0O0U0OUODESTINATIONDOOOOOO SYSLOG OOSERVERO O
00000 syslogOOOOO IPOODOOOODODOOOO
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od

CREATE LOG OUTPUT=2 DESTINATION=SYSLOG SERVER=192.168.10.5
s 0000000000000 000000O000O0OSETLOGOUTPUTOOOOOI76000000O

O00000000ooo0o200syslog0 0000000000000 000D0O0000ODO0O0O

SET LOG OUTPUT=2 SERVER=192.168.10.100

s 0000000000000 00 DESTROY LOGOUTPUTOOOODI6O00O0ODOOOOODO

DESTROY LOG OUTPUT=2 .

ooooboooooood

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
0000000 00ooooODO00oDO00D0DUD00000000DODOODODO00D0D000D00O ADD LOG
ouTPUTOOOOOGBOODOODDODOODODOU1I00DDUODO0O0O0OODODODODODODDOODODODODOODODOODO
goboooboogo

s J0J0000000000000000000000D0DUOMODULED D OO D Doogooo Ibo
00000o00o00ooD0ooDo0oo0OvVLANDOODOOODODODOOoOoOoooooooooooooo
goobooooboogn

ADD LOG OUTPUT=2 MODULE=VLAN .

oooooIbOb0fooo00oo0oDCooooo Ibooo0ooooOooOoDOoOooooDd

m 000000 EODErrOr000WarningD 0O D 0000000000000 0000000O0
ADD LOG OUTPUT=2 SEVERITY=E,W .

goboooboobooobooobooboobbobboobo

s 0000000000000 00000000OVLANOODODDODOOODDOOOOooOoOO0O EDErrordn
gobooboobbooobooobooboobbo

ADD LOG OUTPUT=6 MODULE=VLAN SEVERITY=E .

goooood

m 000000000 SHOW LOGOUTPUT OO D ODO234 0000000000 0OPermanent O
Temporary 000000000000 O0ODOOOOODOO

# show log output

OutputID Type Status Details
0 Permanent Enabled Wrap on Full
gooogd CentreCOM 9424T/SP0O9408LC/SP D0 000D OODOO 2.3 37
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oo

Temporary Enabled Wrap on Full
Syslog Enabled 192.168.1.20

s 0000000000000 0D0D00D0D00D0D00D0000DDODDODODODDODDODDODDODDOOODOSHOW LOG
OUTPUTOOOOO2340 0000 FULLOODDODOODOODOOOO

# show log output=2 full

Output ID ..... ... 2

Output Type .. ..., Syslog
Status ... Enabled
Server IP Address ............ 192.168.1.20
Message Format ............... Extended
Facility Level ............... DEFAULT
Event Severity ............... All

Event Module ................. All

m 000000000000000SHOW LOGSTATUSOOOOO236000000000000

# show log status

Event Log Configuration:
Event LOGgINg ... vvvin e nnnn. Enabled
Number of Output Definitions .... 3

ooooboooooo

gobooboooooobboooboobbo

gd gd

Severity ooooo

Date gjbooouoooooobobooo

Time gjbooouoooooobobooo

Event oo oobobooboboooboooo

Event ID 0000 IDOaabccc 000000 0Daab0d0d0don IDObOOOODO

OO0cccO0O00DODODODOODODOOOOOO IDOSHOW LOGOODODODO
FULLOOODOOOODODODOODODODOOoOOoOO

Source File:Line Number 0000000000000 000O0O0O0O00OO0OOOOOOOOOO
oooposHow LoOGoOOOOO FULLOODODODODOODODOOODDOO

ooooo
0 8:
S Date Time EventID Source File:Line Number
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oo

I 05/14/04 15:08:54 183001 fileapp.c:131
file: File System initialized

gobbooobooooobooobooobooboboobboobooboon

gooogd gd gd

E Error gdbooooouoooooboboon

W Warning oo obooobobobobobooboboobo
| Information gooooooooooooo

09

[CO00000DebugD 00 00DO00O0O0OO0OO0OO0OO0OOOODOOOODOOOODOOODOOOOOOODDOO

ooooooooooooooooooooooooooboboooooooobobooo

OOO0ODIbOOoOOOODOO

ooooooo IDOODO0DO0OO0DO0DOOODOO SHOWLOGO D OOOD231 00000 MODULED O OO

goboopboooobooboboooboobbo

ID oooooo ooo

1 oooo SYSTEM

2 0000000000000 CLI

3 oo EVTLOG

4 MacOOOOOO MAC

5 00000000 (RSTP/MSTPO O O) STP

6 00000 LAN VLAN

7 GARP GARPOOOOOOO
8 ooooo PCFG

9 000000000 PMIRR

10 000000000 PTRUNK

11 0000000000 PSEC

12 802.1X PACCESS

13 ACL ACL

14 DoS DOS

15 00000000000000000 MGMTACL

16 IP IP

ooooo CentreCOM 9424T/SP9408LC/SP 0000000000 2.3

J613-M0109-12 Rev.F

39



ood

17 Enhanced Stacking ESTACK
18 gooooooo FILE
19 IGMPOOODOODO IGMP
20 QoS QOS
21 TIME(SNTPO DO O) TIME
22 TFTP TFTP
23 RRP Snooping RRP
24 HTTP HTTPOOODOOODO
25 TELNET TELNET
26 SNMP SNMP
27 RADIUS RADIUS
28 TACACS TACACSO D OOOOO
29 ENCO ENCO
30 PKI PKIDODOODOOO
31 SSL SSLoOoooodo
32 SSH SSH
33 WDT WATCHDOGO O OoOoooOo
34 RTC RTCOOOOOOO
35 USER USER
36 googo CFG
37 goooooo CABLE
38 Classifier CLASSIFIER
O 10:

syslogOOOoOooQO

00000000 syslogOD 0000000000000 00O0O0syslogOD 000000000000 O0O0O
000000 syslogOODOOO0OOoooOO
O00000000000000syslogOD 0000000000000 00000000

ooooo syslog 000
ED Errord LOG_ERR
WO WarningO LOG_WARNING
10 InformationO LOG_INFO
0 11:
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SNMP

SNMP

0000000000000 00000 SNMPO Simple Network Management ProtocolD 000000
1I0SNMPVIMIOOOO0O 2c0 SNMPv2clO 00000 30DSNMPV3D O OO0 O0ooong

SNMPV3D OOOOOO0O0ODODODODODMIBOOODODODOODODOODODODODODODODODODOooooooooooooo
0000000000 1lo2c000000 300000000000 00DO0O0ODOODOOOOOOOOOOO
0 l02c000000000000000030000000000000

SNMPV1/SNMPv2c

O00O00O0SNMPVI/SNMPv2c0 0000000000 DOOOO

O000OO0OSNMPVL/SNMPV2c 00 0000000000000 000O0O00OOO0OOOOOOOOIPO
goboooboobooobbooboo

SNMPOODOOODOO viewersUOOoooono
SNMPOOOOOO IPOOODO 192.168.10.5
SNMPOOOOODOOO IPOOOO 192.168.10.5

0 12:

1. SNMPOUOUOODODO0OODU0O0O0O0O00OOOODOOO0DODOODODOOO0O0DOO0Oooog SNMPOODOOO
gobooobooooopoooboobbon

ENABLE SNMP J
ENABLE SNMP AUTHENTICATE_TRAP

2. SNMPOOODODODOO0O0O0D0D0DODODDODOOODODODDODOOOO0OOO0DOODDOOOOviewersd
goobooobogon

CREATE SNMP COMMUNITY=viewers ACCESS=READ .

[0o0000000o0o0o0o0ooo0ooo0oooooooooo

[CO0o0ooo0ooo SNMPOUOOOOOOOOODOOODOOOOOOOOOOOOOOOOOOOOO
oooooooooooooooooooooooooooOoboobOo0oooOoooooooooooooo
oooooooooooooooobooooooooooOoOboOoO0OoOoO0ooooooooooooon
oooooooo

[COo000o0oo0o0o0o0o00 SNMPOOOOODOOOOOODOOOOOOODOOOOOOOOOOOO
O000000publicO0O000O00O00D000O0O0OD0OO0OO0ODOOOprivate0000O00O00O0OO
000000oo0o0oo0oo0oo2000000000000000000000O0O00OO0
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SNMP

3. SNMPOOODODOOOOviewersDDOOODODODODODODODOD0D0O0DO0D0D0D0DDO00O0O0O0O0OO0OOO
O00000ooooooo0o SNMPOOOOOODODODODODODODODOODODODOODOOOOO
gobooboooboooboobo

ADD SNMP COMMUNITY=viewers TRAPHOST=192.168.10.5
MANAGER=192.168.10.5 J

goobooooboogoo
O00D0DODO0OOSNMPOOOOOOO192.168.10500 00000 MIBOODODDODDODDODODOooooooooO
O000000OO SNMPOOOOODOODDOOODOODOOODOOODOOODOOO

[CO0000000000000000000SNMPV2cO0O00000O00O0O0O0OOO

m JO0O0OOSNMPOOOOO IOSNMPVID O ODODODO0DO0DO0DO0DO0DO0DO0DO0DO0O0DO0O0ODO0OOOOOOODOO
CREATESNMP COMMUNITY O OO OO08 0 0000000000000 00O0O0O0ODODO0O0O0OOOO
goboooboooobboobooboon
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
gooo

SNMPOOOOOOO vitrapOv1iOOOOODOOOOOO

SNMPOOOOOOOO IPODODOO 192.168.10.100vi 000000000 OOOO
0 13:

gooooo

create snmpv3 view=MyView subtree=1.3.6.1 storagetype=nonvolatile

create snmpv3 access=MyAccess securitymodel=v1l
securitylevel=noauthentication notifyview=MyView
storagetype=nonvolatile

create snmpv3 notify=MyNotify tag=MyTag storagetype=nonvolatile .

create snmpv3 targetaddr=MyTarget params=MyTraps ipaddress=192.168.10.10
taglist=MyTag storagetype=nonvolatile

create snmpv3 targetparams=MyTraps username=MyUser securitymodel=v1l
messageprocessing=vl securitylevel=noauthentication
storagetype=nonvolatile

create snmpv3 group username=MyUser securitymodel=v1l groupname=MyAccess
storagetype=nonvolatile

create snmpv3 community index=1 communityname=vltrap securityname=MyUser

storagetype=nonvolatile

goooooboooboobobooboobobobbooboooboobboobbobbon

CREATE SNMPV3 TARGETADDR 0 OO0

CentreCOM 9424T/SPO9408LC/SP DO OOOODO0OODO 2.3 gooood
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SNMP

TARGETADDR oe30oooooooo

IPADDRESS vigoooooooooooo Iipooono
CREATE SNMPV3 COMMUNITY 0O OO

INDEX loe30oooooooo

COMMUNITYNAME 0000000 O0OCREATE SNMP COMMU-

NITYDODODODOOOODODODOOOooooood
goooooboogon

0 14:

m VvV1O0OOODOOOO00O00O0000000000D0CREATE SNMPV3 TARGETADDRO OO OO OO
ODODODOTARGETADDROOODODOUOOOOODODODODODODODODOOODOOOOO

add snmpv3 targetaddr=MyTarget2 .

s 0000 VIODODODOOODODOO0O0O0O0O000000D0DESTROY SNMPV3 TARGETADDR OO OO
goooooo

destroy snmpv3 targetaddr=MyTarget2 J

s v100O0O0O0ODO0O0DDO0OD0D00D000000000000000CREATESNMPV3 COMMUNITY O
0000000000 INDEXODOODODUOODODOOODODoOOooooooooog

create snmpv3 community index=2 .

s J000vVvVIDODODODODDODODODO00000000000000000ODESTROY SNMPV3 COMMUNITY
goooooooooo

destroy snmpv3 community index=2

 Jpogooooobooboooboobobobobbooboobobbob0boobobbobobo
gooo

destroy snmpv3 community index=1 .

destroy snmpv3 group username=MyUser securitymodel=v1l J

destroy snmpv3 targetparams=MyTraps

destroy snmpv3 targetaddr=MyTarget J

destroy snmpv3 notify=MyNotify

destroy snmpv3 access=MyAccess securitymodel=vl
securitylevel=noauthentication

destroy snmpv3 view=MyView subtree=1.3.6.1
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SNMP

s (0000000000000 00OO000O0OADD SNMPCOMMUNITYOOOOO7100000000
0000000000000 000viewersOO OO 00 D0O0192.168.10.10000 00000 00 192.168.10.100
goobooooboogn

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.10 TRAPHOST=192.168.10.10 J

s 0000000000000 0000000000OCREATESNMP COMMUNITYDOOOO8400O
000 ACCESSOOUOODDOOOOWRITEDDODODOUOODACCESSOOODODODODOODOoOooOoooO
OOOREADD OO M

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=192.168.10.5 J

s JJ00SNMPOOOOODODUOOUOUOOOO0DO0DO0DO0DO0DODO0DOODOODODDOODODODODOODODOOODOOO
OSNMPOOOODODODOOODOODOODOOOOOOOODODDODDODOODODODO OPEND open accesstl OO
O0000YESOODDODOODOOODOOODOOOOOO

e J0DODODDODDODOO OPEN=YESOUUOUDODOOOO OPEN=NOOOOODOO

CREATE SNMP COMMUNITY=viewers ACCESS=READ OPEN=YES .

e JODOODOUDDOOO SETSNMPCOMMUNITYDOOODOO181O000000000O

SET SNMP COMMUNITY=viewers OPEN=YES ./

s SNMPOOOUODOOOOOOOSHOW SNMPO OO DODO?241000 M SHOW SNMP COMMUNITY
Ooo0oo2430000000000

SHOW SNMP J
SHOW SNMP COMMUNITY=viewers

SNMPv3

OOODODOSNMPV3OOOOOODOOODOOOOOO
gobooooobooooooobomooobooboobDobooobooboooooom

o JOOOODO
O000ooooo0oooooooooooMDS0 SHAODOODOODDODODOoooooooooo
0000000 UOoUODESODODDODODDODODODDOOO
O00D0DUDODODUOODADDSNMPV3USERD DO D O720000000000

o JOOODOO
oooooMiIBOOOOODOOOODOOOODDOOOODODOOOODOOoOODOoOooooDOd
OD0O0D0DUOODODUOCREATESNMPV3IVIEW D OO OO O OOOOOOOOO

o JOOUOODOODDO
0000000000000 00000D000000000000SNMPV1Ov2cOVv3OOOOMmO
goboobobooboobooobbobbobbobbobobooobobbboboboobon
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SNMP

goboooobooboboomooboboboobooboboobbbobooboobobobo
00000000 0D0D0O0DMUOODDODDCREATESNMPVIVIEW O OO OO%% O OOOOOOO
goo
0000000000000 CREATESNMPV3ACCESSO O DOOO8 O OOOOODODODOO

e JOOUOODOODLDOODDODLDOO
00000000000 oO0OD0O0D0O0O00000000000SNMPV1Ov2cOV3OOOOO0O0O
O000mMOoO0oo0OoOoDOoOADD SNMPV3USERO OO DOO720000000000000000O
O0000OD0OO0OOCREATESNMPV3ZACCESSOODOODO8UIOOODODOOODOODOMmM
0000000000000 0000000CREATESNMPV3GROUPD OO DO OOOOO
goobogod

o JOOODOO
gbboobooooooobooooboobbo
OD0O0DO0DUOODOUOCREATESNMPVINOTIFY OO OO O9looooooooo0O

e JOOODODOODOODDODDOODOO
00o0oooooooooooooooooooooooooo IiPODDOOODDODOOOODOOO
O000U00D0UOD0UOCREATESNMPV3 TARGETADDRO D DO D920 000000000

o JOOOODOODDODDODDOUODDLUODDODD
00000000 oDoO0Oo0O0ODO0ODO000000DoOOoDOO0OD0O0D00SNMPV1OvV2cOV3OOO
gmoobooboobobobooboboobbobboboobboboobobobboooDbo
gobooobooobooobooboobbooboo
0000000000000 DOCREATE SNMPV3 TARGETPARAMS D OO 0OO9% 000000
gooo

o JOOOODOODOO
gobbooooooooboooboobbobbooboobboooboooboobbo
000000000000 CREATESNMPYV3ICOMMUNITYO OO OO8ODODODODOOOODODO

[CSNMPvI/v2c0 0 0000000000000 0D00O00000O00000D0O0D00O00OO0OODCREATE
SNMPV3ICOMMUNITY O OOOO8ODO00O00OO0OOCREATESNMP COMMUNITY O OO OO8400
000000000000000SNMPVIO 000000000000 000000000O00O0O0OSNMPV3
0000000000000 00000oOooooSNMPYL/SNMPv2cO00 0000 M e 000 0OSNMP
00000 1I0SNMPVIDOOOOOOOOOO0O0OOO0OO0O0O0000O0O0O000000O0000000000
oooooooooo

ODOODODOSNMPVIOOOODOODOOODODODOOODOODODOODODOOODOOODOODOODOO

OO00DO0OOSNMPV3O OO0 O0OO0O0ODO0OD0O0O0D00ODO0ODO0ODO0OD00O0DOODOOOoOIPOOOOOOO
goooooboogoo

[CADD SNMPV3USERO O O0OO720000000000000000000 SNMPV3OOOOOOOOOO
OOCREATECONFIGOD OOOO77000000000000000000000O0O0OOOOO0O0O0OSAVE
CONFIGURATIONOOOOO1600 0 0000000000000 OOSETCONFIGOD OO OO16600
000 NONEOODOOODOOODOOODOOOOOoOoOooOoooOooooooooooooooooooooo
O0OOO0O0ODELETESNMPV3USERO O O0O102000000000SAVE CONFIGURATIONOOOO
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SNMP

01600 00000000000000000OSAVECONFIGURATIONOOOOO1600ODO0OOOOOOOO
SNMPV3O OO OOOOOO0OOO00O0000O000O0000000o0ooooooooooooooooooo
00000000000o000o00o0oo0o0ooo0oo0o0o0o0oo0ooooooooo0g SNMPv3
USEROOO0OOO0O0O0O0000O0O000000ooooooooo

ooooo systemadmin24
o000 internet
ooooo Managers
Ooooooooo internet
Ooooooooo internet
oooooo internet
o000 sysadminTag
ooooo host451
ooooooooo SNMPmanagerPC
0 15:

1. SNMPOUOUOODODO0OODU0O0O0O0O00OOOODOOO0DODOODODOOO0O0DOO0Oooog SNMPOODOOO
gobooobooooopoooboobbon

ENABLE SNMP J
ENABLE SNMP AUTHENTICATE_TRAP .

2. 000000D0D0DO0O0OOSNMPV3OO0OO0OO0OODO0O0O0DO0DODODODODOOOOOODOOOOOOODODODO
googd
000000000 0systemadmin2400 00000000

ADD SNMPV3 USER=systemadmin24 AUTHENTICATION=MDS5
AUTHPASSWORD=kumanomi PRIVPASSWORD=imonamuk
STORAGETYPE=nonvolatile

3. JooooooooooooooMIBOODODODOODDODODODODODODODODODODODODOODODODUOODDOO
O00O0O0internet000013.6.1000000000000Internet0 0000000

CREATE SNMPV3 VIEW=internet SUBTREE=1.3.6.1 TYPE=INCLUDED
STORAGETYPE=nonvolatile

CO00000000o00oMIBOOOODO1.3.6.1.00000 OIDO Object Identifiero 0 D0 0000
O@internet0 00 0000000000000 0O00O0OODOOCREATESNMPV3VIEW OOO
009% 00000 SUBTREEDOOUOOOOOODOOODOOOOOOOOOOOODOOOOOOooo
ooooooooooooooooooooooo

4, 000D0OD0O0OO00D0OOOO0OO0OOSNMPV3ID OOOOODOODOOOOODODODODOODODODODODOOOOO
gobbooboooooboooboobbobbooboobooobboooboo
000000000000 managers00000000Omanagers00000000000OOinternet
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SNMP

goooobooooobooobooboboobboobooboobboobboooboobbo

CREATE SNMPV3 ACCESS=managers SECURITYMODEL=V3 SECURITYLEVEL=PRIVACY
READVIEW=internet WRITEVIEW=internet NOTIFYVIEW=internet
STORAGETYPE=nonvolatile

5. 000000000 0ODOO0OODOO0OODOOO0OODOO0OO0O0OO0OO0ODOO0OO0OO0DOOO0OO0OOOODODOODOD
gooo
O000000000systemadmin240 0000000000 managers0 000000000000

CREATE SNMPV3 GROUP USERNAME=systemadmin24 SECURITYMODEL=V3
GROUPNAME=managers STORAGETYPE=nonvolatile .

6. 0000000 D0O0ODODOODOOOOOODOODODOOODOOODOOOOOO

CREATE SNMPV3 NOTIFY=sysadmintrap TAG=sysadmintag TYPE=TRAP
STORAGETYPE=nonvolatile

7. 00000D00000000000000OSNMPVI/v2cO0000000000O0O0O0O0O0OOO0O0
od0ooo00oooooo0oooooO0ooooDoOooDooOooooooooooo IPOO
gobogobogobooobooooboobboobooboon

CREATE SNMPV3 TARGETADDR=host451 PARAMS=SNMPmanagerPC
IPADDRESS=192.168.1.100 TAGLIST=sysadminTag
STORAGETYPE=nonvolatile

8. 0000 DODDODDOODUUU0UODLDLOODUDDUDODDLOODDODOODD0D0DOODODODOODOOO
goboogoboooboboooobooobooboboobooboobbobboobooobo

CREATE SNMPV3 TARGETPARAMS=SNMPmanagerPC USERNAME=systemadmin24
SECURITYMODEL=V3 MESSAGEPROCESSING=V3 SECURITYLEVEL=PRIVACY
STORAGETYPE=nonvolatile

goobooooboogoo
OO00D0DOOSNMPV3OOO0O0D0D00O00O0O0O0D0D0DO0DO MIBOOOODODODODDODODODOODODOOODOOO
O0000OO0 SNMPOOOODDOOODOODDOOODOOODOOODOOODOOO

SNMPOOUOD IDOODDODODOOOOSHOW SNMPV3ENGINEIDOOODOO2490000000000

SHOW SNMPV3 ENGINEID .

SNMPv1/iN2c/N3 O OO 0O

m J00000/00000000000000000000000000O0O0
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SNMP

m J00000000000000D0OO SHOW INTERFACEDO OO O0O2290 000000000
O ifLinkUpDownTrapEnableD DO O OEnabled0 00 0000000000000

show interface=1 J

m J0000O0000O0system.sysName.OODO OO O OO0 SETSYSTEMNAMEO OOODO20000
gooooooo

SET SYSTEM NAME=c9424

m 000000000system.sysLocation.000O0 00000 SETSYSTEM LOCATION OO OO 0199
gooooooooao

SET SYSTEM LOCATION="8F, TTC Bldg" .

m J000000DDOOsystem.sysContact.0O O OO OO0 0O SETSYSTEM CONTACTOODO O 0O 198
gooooooooao

SET SYSTEM CONTACT="Taro ARAIDO (Ext 2602)" J
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SNTP

SNTP

SNTPO Simple Network Time Protocol0 0 0D D0 0000000000 SNTPOOOODOOOOOO
oo oobobobbbbobbbbobddidonoDLD LoD oo
OOOO0OSNTPOOODOOOODOOOO
SNTPOOOODOOOONTPOOOOODDODDOOOODODODOOODOODOOOODOODOOODOODOOOOOOO
0000000000000 OSNTPOODOO NTPOODOOOODODOOOODODOOOOO

oo

SNTPOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOODODOODODODUODUDDOO
ooooliPoOO0OO0ODOOODODOOOOOOOOO

SNTPOOOOO IPODDOOO 192.168.10.5
ooooooouTCcooooooooo JSTO +9:00:000

1. SNTPOOOODOOODOOODOOO

ENABLE SNTP J

2. SNTPOOOOOD IPODUOOUOODODODOOODOOOOOD10000000000O0OADD SNTP
PEERODOOOO74000MM 000 ADDSNTPIPADDRESSOOOOO730000000000

ADD SNTP PEER=192.168.10.5 J

ADD SNTP IPADDRESS=192.168.10.5 .

3. D00OoDooouUTCOOOoDODODoODODODODODOODOO0OOSNTPOOOODOOOOOOO UTCOOO
0000000000000 0D00D0DUD0UDUUODUOSETSNTPOODOO19G300000O0O0OO
O0000oooglSToo UTCoOo 900oooooooooooooooooon

SET SNTP UTCOFFSET=9

goobooooboogoo
0000000000 SNTPOOOOODODOODOODDODDODUOODODODODOODODODODODODDODOODDODOODO
gooo

s 00000 SHOWTIMEOOOOO26700000000000

# show time
System time is 10:57:47 on 12-May-2004

s SNTPOOODOOOO SHOWSNTPOOOOO261 00000000000

# show sntp
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SNTP Configuration:

Status ... Enabled
SErVer . ... e 192.168.10.5
UTC Offset ......... ... . ....... +9

Daylight Savings Time (DST) ... Disabled
Poll Interval ................. 600 seconds
Last Delta .............o... +0 seconds
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gooooOooooOooOoooooo

Jogboogoatubouotdboobtn

0o0ooooDoooDooooOoooO0oooD0oooO0ooDDOO0oooOOoO0o0OODooonManagement
ACLODOOO0OOTelnet0 0000000000 D0O0O00D0O0O0OOOOOOOOOOOOOOOOOOO
goboooboooboooon
gooooboogoobooobooboobobobbooboooboooboobbobbobboon
goboooboooobooobooobo
gobooboooobooboooboobbobboobooboobbooo

o JOOUOODOODDOODDODDOUODDLOUOUDDOUDDOODO

e JOOOODOODDODDOUODDUODDUODOLOUODDOODLDODDUODLOUODDOODO
gobbooobooooboooboobbobbooboobboooboooboboobbobboo

e I0DUUIDIDDDUUDDODODUUODDODUDUUDODDODODUOODDODDOOOOSNMPOODO
goboooooooboooobo

[CO0000000o00o0o0oo0ooo0oo0oo0o0ooo0oo0oooo0ooo0oooooooooo
ooooooooooogoo

O000000000000DOO0O0O0DOODOOdManagement ACLO

O0000000ooooooooooooOdManagementACLOOODDOODOOUOODOODOOOOOO
ggooooooooooo
Management ACLO OO0 O 400000000000

1D gooboo
IPADDRESS ooopopoooooooooooo IipPooOOO
MASK IPADRESSOOO0O0O0O0O0OOOIPODOOOOOOOOIPOOOODOOOODO

gobooooooogoboooboooom oo boooogoooo
IPOO0O0ODO0OODO0OOOOOOD 255.255.255.255” 0 00O 0192.168.10.0/24
OIPOO0O0OO0DOODOOODOOOOOO0ODODOOODOOOODOO 255.255.255.0
ggo

APPLICATION gobooboooooboooboobbobboobuoobbobboooboo

o 17:
Management ACLO OO0 0000000 OOOOOODOO

e Management ACLO DOODOODDOD 10000000
e ManagementACLO D OOOOOODOOOODO256000

oo

Management ACLO 000 00000000000
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oooooooooocooooooo

1. Management ACLODOOOOOOCREATEMGMTACLOO OO O82000000000000O
gobooobogn
e |IPOODODO 192168101000 000000000000 DOOOODODODO

CREATE MGMTACL ID=10 IPADDRESS=192.168.10.10 MASK=255.255.255.255
APPLICATION=TELNET

e IPOODDO 192.168.10.0/240000000000000000000O0O0O0O

CREATE MGMTACL ID=20 IPADDRESS=192.168.10.0 MASK=255.255.255.0
APPLICATION=TELNET

2. 000000000000 00O0O00ODO0D00DD0DOO0O0OENABLE MGMTACLO OO O DO133
gobooooogon

ENABLE MGMTACL J

gooobboo

m Management ACLO D 000D O0O0O0O0OOOOODESTROY MGMTACLOOOOO10700000O
goooo

DESTROY MGMTACL ID=10 .

m 0000000000000 000000000000O0OODISABLEMGMTACLOOOOO12000
goboobboo

DISABLE MGMTACL .

m Management ACLO 000000000 DOOO00ODOOODDOOOODOADD MGMTACLOO OO O69
goobooooboogoo

ADD MGMTACL ID=10 APPLICATION=PING .

B Management ACLO 0000000000000 0ODODODODOOOODELETEMGMTACLOOODO
o9 oooooooooo

DELETE MGMTACL ID=10 APPLICATION=PING .

m J0J00000DOO000DO0O0ODOO000D0O0O0O0O0000OD0ODOO0SHOW MGMTACLO OO OO 237
goooooooooo

SHOW MGMTACL

m Management ACLO OO 0OOOOOSHOW MGMTACLOOOOO23700000 IDO0O00OOOOO

SHOW MGMTACL ID=10
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oooo

Ooon

O000O0ooooo DboeSOOOODDOODODODODOOODDOODODODOODO0U0ODO0D0DOOO0DOOOODOO
goboobooooboobobooboobbon

SYN Flood Attack TCPO SynOO0 0000000000000 O00O0DOOOOOOOOOOOOO
0000000000000 000000Syn/AckD 0000000000
gobooboobboooboobo

Smurf Attack 0000000000000000000000000 PingODOOOOOOOO
goboboboooboooobboobobboooobooobbooooobo
gobooboobboooboobo

Land Attack 0000000000000 oooo IPoOOODOOODO DOSOODOOOOOO
goboogo

Teardrop Attack iPO0O0O0OOOOO0ODOOODODOO0ODOO0O0ODODOOODODODOODOOOODOD
O0000oO0ooooooTCP/IPOOOODOOOODODO

Ping of Death 00000000000000000000 PingODODO0O0OO00OOO0ODOOOO
gobogoboooobooooo

IP Options Attack OO0 IPOO0D0O00O0ODOOOOODOOOOO

0 18:
Jddd0d0o0o0oooooooooooboooo

o JOOUOODOODDODLDODDOUODOUDDOUUODDOODDO

e SmurfAttack 00O Land Attack 00 0D 0000000000000 0O0OO0O0ODOO0OOOOO
0000 IPO000O0O0O0O0OODDOOO0O0O00O0O0O0O0O000LandAttackOOOOOOOO
gbooboogoobooooobo

e SmurfAttack 00O SYN Flood Attack 00 D00 000000000000 0O0OODO0OOOOO
gobooobooobooooboobbobboon

[CO00000000000000Teardrop Attack 00 0O PingofDeathO DO OO O0OOoOooCPUDDOOO
ooooooooooooooooooo

SYN Flood Attack

00000000000 000000000000O0000 SYNDODOOODODODODODOODODOODOOOOSYN
00000 SYN/ACKOOODOOO200000001000020000 SYNOOOODOODOOOOoooOO
goboooboooobooooo

e SNMPOOOODDOODOOODODODOODODOOODOOO
e 1000D0DDODOTCPSYyNIDDOODUODDODODODODDOODODDDOODODODOODO TCPODODO
gooboobogon

O0000ooooooooooooUdo CcPUDODODUOO0O0ODODODODODDODDODODODODODODOOODOOoOOO
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54

goooo

goboooboooobooobooboobbobboobooobooobo

m JO0000O0OOSYNFloodAttack DO DO OO0 O0OOO0O0OOOOSET DOSSYNFLOODO OO
ool720000000000

SET DOS SYNFLOOD PORT=18-20 STATE=ENABLE .

Smurf Attack

000000000000000000000000000 ICMP EchoOPInNgDOOO0O0OO0O0ODO0OOOO
gobboooboogobooobooboobobobbooboooboobboobbobbobboon
goboooooboooboooo

00o000ooooooooooooUdo CcPUDOODUOO0O0ODODOODODODOODODODODODOOODOOoODOOn
gobooooooobooobooboobbobboobooobooobo

m 000000000SmurfAttack 0000000000000 O0OSET DOSSMURFOO O OOL71
goobooooboogoo

SET DOS SMURF PORT=18-20 STATE=ENABLE .
m Smurf Attack 000 0O0O0O0OOSETDOSO 000016700 0000000000000 O00OOO0
ooooDIPODOOOODOODOOOOOODOODOOOO

SET DOS IPADDRESS=192.168.10.1 SUBNET=255.255.255.0

m IPOO0O0OOCOODOOOOOOOOOOOOOOOOSHOWDOSODOOOO2120000000000

Land Attack

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
od0oo0oo0oDo0oooU0o0ooDo0ooU0ooU0oooDoOooOoDUooOoooDoO IPOODOODOO
gdoooooO0U0ooOoO0o0ooo0ooDoooo0oooDoooooodoUoooooooooglIP
goboooboooobooobooboobboon
ooooooooooOOoOoOooocCcPUDDOODOODODOODODODODODODOODDOOODODODDOOODOOO
gobooooboooooobooobo

m 000000000LandAttack D00 00000000000 OSETDOSLANDOOOOO16900
goboobboo

SET DOS LAND PORT=5,7 STATE=ENABLE .

m LandAttack 00O O0OO0O0OOOSETDOSO 00001670 0000000000000000000OO0
oo IPOO0O0ODOOO0O0ODO0OO0ODOOO0ODODOODOOOODOO0OODOOOn

SET DOS IPADDRESS=192.168.10.1 SUBNET=255.255.255.0 UPLINKPORT=24 .

s |IPOO0O0O0O0OO0OODOOOOOOUOOO000ODOODOOOOOOOOOOOOODOOSHOWDOSOO
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oooao

ooo2120000000000

0000000000000 oooooo0od0LandAttack D0 D0 DO0D00O0O00OOOOOOOOO

Teardrop Attack

odoodooooDo0oooU0oOoooDo0ooooooooooDoooOooooo IPODOODOOOOO
oo0o00ooo cCcPhUOOOODODOCPUOODODOODOOODDOOODOOODDOOODODOOODODOODOOODODO
goooboobooboooobooboobobbobobbobobbobobbobooboboobobo
gobooopoooobooobo

¢ SNMPOOODODOODOODODOODDODODODDOUDDODDUODO
e I0DUU0UDDDUOUDDODUUDDODUODIOOIDOUDDUOOODIPODODODOOOOO
gooo

[COoo0o0ooooocPUOOODOOODODOOOOOOOOOOOOOOO0ODOO0OO0O0OOoOOooOOo
oooooooooooooooooooboooooooOoOoboOoOoooOoOoOoOObOO0OoOooOooOoOOoboOoOo
00o00o0o0o0o0o0ooo0oO0o0oO0ooo0o0o0o0ooo0oo0oo0 100000000000 oo0on
oooo

m J0000000OTeardrop Attack 000000000000 OOOSET DOSTEARDROPO OO
01730000000000

SET DOS TEARDROP PORT=24 STATE=ENABLE .

Ping of Death Attack

0000000000 00000000000000000000 ICMP EchoOPingDOOOODO0OO0OOO
0000000000000 0000D000D00o0oooOoee3488D DU ODDODODDDOODO
oo0oe3488 0000000000 DODDODDODOODODUODUODDOODDO CPUDDODOODODODUOODOOOODO
0000000000000 0O0O00000000eE3488 I I I IIIIDIOIDNIOODOIODDODODDO
goobooooboogoo

¢ SNMPOOODODOODOODOODDOODODODODOUODDODDUODO
e I0DDDDODOODODODDIDODODOODODODODDDOOOOOODDODODO ICMP EchoO PingD OO
goooooboooon

[CO0o000000oooUOoOTeardrop Attack D0 D00 00000000000 CPUDOOODOOODOO
o0oo0o0oo0ooooooooooooooooooIGMPOOOOODOOOOOOOOO BPDUOO
ocPUOOOOODOOOOOODOOOODOOODOOODOODOOODOOOOOOOOOOOOOOOOOOOO
ooooooooooooooo

m J00000000Pingof Death Attack 00 000000000000 OSET DOS PINGOFDEATH
oooool7vooooooooDooO
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goooo

SET DOS PINGOFDEATH PORT=1,5 STATE=ENABLE .

IP Options Attack

IPOptionAttack 00 0 0000000000000 000O0OO000O0O0DO0O000000O0D0O0O00
OO0 IPOODOOODODOOIPODOOOOOOOOOOOOOODOOOOODOODOOOOD 10000200
O000O0o0O0O0lIPOptionAttack D000 000000000000 DOD0O0O0ODDOOOOODOO

¢ SNMPOOODOODOODOODOODDODODODDOUODDODDUODO
e 100000D0ODIPODOOODODOOOODODOODOODO

O0000ooooooooooooUdo CcPUDOOUOO0O0DODOODODODDODODODODODODOOODOOoOOOn
gobooooooobooobooboobbobboobooobooobo

m J00000000IPOptions Attack 0000000000000 UOSETDOSIPOPTIONO DO
ole8ooooooooon

SET DOS IPOPTION PORT=5,7 STATE=ENABLE .
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Secure Shell

Secure Shell

Secure ShellDSSHO O OO UOOOODOOOOUOOU0OOOOOODOODOOOOOOUDOOODOOODOOO
goobooobogobooobooboobobobboobooobooboboobbobbobboon
gobooobogooooooo
O00oO0oOoSSHOOOODOODO 1015000000020 0000000000000ODOOOO IPVAO OO
0000000000000 00 3DES/RC4/128bit AES/192bit AES/256bit AESOD D0 DO0OOODO
gobooobooooooooo

O0000oooo SSHOODODODUOOOoODDoDoOOoooooooooooooooooSSHO IPv4an
ooopoooooliPvdAD0OO0O0OO0OOOODOOODODOOOODO
SSHOOOOOOODODOoooooooooooooooooooo

e JODODODODOOOSSHOOOODO 10150000000 2
e D0DODOUDOOUDO 3DES/RCA/128bit AES/192bit AES/256bit AES
e IO0ODODODOODODODODO

[CSPHOOOOOOOOOTELNETOOOOOOODOOO0OO0DO0O0O0OODO0OD0O0OOOTELNETOOOOOOO
oooooooo

gobooboooboooon

goooood

O000oU0ooo SSHOOODODOODODOODDOODODOOODODOoDUOOoOoOoooooIiPvAOODDOOODOODO
goobooooboogoo

1. SSHOOOOOOOOOOHostKeyOl D OO OO100O0ODODODOOO0OOOOOODO 1024000000
CREATE ENCO KEY=1 TYPE=RSA LENGTH=1024 DESCRIPTION=host
[CREADO0DOOO0ODDO0ODOOOO M Key Generation completed with [Success]|00 0000000
goooooooooooooooooo

OD0D0ORSAOJODOODOODOOOCPUOOOOODOOODOOODDODOOODUODDODDDOODOOO
RSAOODO0OODOOOO0OOODOOOOODODDOODDODOOODOOODOOOODOD0ODODODODODODOOOOOODOO
gbooboogoobooooo

000000000000 00o0o0o0o0o0o0ooo00oooo0ooo0oo0ooooooooooo
oooooooooo

[CO000o0oess3s 000000000 oiooiooooooooo0oooooooooooo
O0O0O00OO0OODESCRIPTIONOOOODOOODOOODOOOOOOOOOOOOOOOOOOOOO
00000000000 SHOWENCOKEYO OO OO225000000000000
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Secure Shell

2. SSHOODODOODDODOOOODOServerKeyODODDOOO200000000000000000O0O0O 512
0000000000000 U00D 128000000000 DOOODDODODODODDOODOOO 7680
googo

CREATE ENCO KEY=2 TYPE=RSA LENGTH=768 DESCRIPTION=server .

[CREADO0DOOO0ODDO0ODOOOO M Key Generation completed with [Success]|00 0000000
goooooooooooooooooo

3. SSHOOOODOODOOoODODoOODOoOOOOOOO0 1020000000000000O0O0O0O0DOOOO
gooo

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 .

m 000000000 SHOWENCOKEYODOOOO225000000000000

SHOW ENCO KEY
SHOW ENCO KEY=1

m 0000000000000 000000000D0O00000000O0OD0OOENABLE SSH SERVERO
O0001000000 SETSSHSERVERO OO DO D19500000 EXPIRYTIMED ODOOOOO 00O
O0000D00D0D0O0O0O0DO0ODO0OOEXPIRYTIMEODOODOODODOODOOODODODOODODODOOOOO
goopoooSsSsHoOoOoOoOODODODOODOOODOOSOODODOODOODODOUOODUODDUODDUODOOO

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 EXPIRYTIME=5 J

0000000000000 000000000OSETSSHSERVERO OO ODO1950000000000

SET SSH SERVER EXPIRYTIME=5 .

m SSHOOOOODDOO SHOWSSHOOOOOz26e20 00000000000

SHOW SSH J

m SSHOOODODODODOOO SSHOOOOOOOOoOooooooooo

e SSHOODOOODOODODOODODO
e SSHOODODOODOOODOODDODOODO
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oooooooooooo

otoooogoooud

odooo0ooodoDOo0oodooo0ooDOoooOodoDO00ooOooloooooooooooo
goboooooboobobo
goboobogobooobooboobbobboon

e JI0DOUOUDDOUODDOODIPOODOUDODOOUODDOUOUODDODODODOOUODODOODOD

o JOOOODOODLDODDOUDDOODLDDOODDO

e JIU00DUODUDUDUDUODULUODODOTFIPODODODODUODUODUOODODOODODODO
gooogo

o JOUODODDDODDDDODDDDDDODODDODDODODODDOOOOOUOUODODLODDODDODDDO
goboobooopoooboobbo

gooooobooobooobooboobobobbooboooboobboobbobbon
gooooooooboobboobboboooooooooooobDb oL bbb oULD D
goboooboooobooobooboon

MASTER MASTER
SLAVE SLAVE
SLAVE

goboooboooobooobooboobbobboobbooooo

e II0ODODDDODDDODOD8UIUIDUIUIUIOILDDNOOONOODODOODOOODOOOODOO

e JI0DOUOUDDODUODDOODODOOUUODIDODUODDODOODDOOOODODOODODOO
goboobooobboooboobo

o JOOUOODOODDODDODDOUODOUDDOUODDOODDO

o JOOOODOUODDODDOUODDOUODDUODOLOUODDOODLDODLDOODOODO

e JUOOODODODODODODOODOLUDODODODODUOUDODUODDOLODDOO
OUNAVAILABLEDODOOOOOOOODOOOOOOOODOOOO
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gooooooooooo

oo

o0o00oo0oo0oooUoofdooooo0oD0oo0oDooooDUoooOoD0 ADoDoogoooooo
oodloopooooooooogon

1. 000DD0O0OD0O0O0OD0ODODOO0OOOSET SWITCHSTACKMODED OOOO19700000000O
goboooopooooooobo

SET SWITCH STACKMODE=MASTER
2. 0000oDOOoOOIPODODOOOOODOOOO

ADD IP INTERFACE=vlanl IPADDRESS=192.168.1.10 MASK=255.255.255.0 J
3. Defaut VLANOODDOOODOODDOODOODDOOODDOOOO

SET IP LOCAL INTERFACE=vlanl

4, 00000000 0O0DOOOOU0U000ODODODOOOU0O000DO0DOODOSET SWITCH STACK-
MODEO O OOO019700000000000000

SET SWITCH STACKMODE=UNAVAILABLE .

gooobboo

s J0000000000000000000000000000000SHOW REMOTELISTOO OO
0200000000000

SHOW REMOTELIST ./
s J0J00000000000000000000O00O0O0O0O0OACCESSSWITCHDODOOODO67ODOODO
goooon

ACCESS SWITCH NUMBER=1

bbb uoobobooobg

UPLOAD DO OOO2690 00 00O0METHOD O REMOTESWITCHOOOOOOOODODODOOOOOO
goboooooooboooobooboobbobboobooboooboobbooboobbo

m 000000000000000000000000000000000000000SRCFILEZFILE
O APPBLOCK O OOOOODO

UPLOAD METHOD=REMOTESWITCH FILE=APPBLOCK SWITCHLIST=1 .

m J00000000000000000000000000000000000O0000O0SRCFILE/ZFILE
O SWITCHCFGO OO oooo

UPLOAD METHOD=REMOTESWITCH FILE=SWITCHCFG SWITCHLIST=1
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[CNoo000000000000000000000000000000000O000O0O0O00O0O0O0O0lIP
goooooo0oooooo0ooooooooooooooooo

s 000000000000 000000000000000000000000000000O00O00O0
SRCFILE/FILED O OO0ODOOOODOO

UPLOAD METHOD=REMOTESWITCH FILE=test.cfg SWITCHLIST=1 .

[COo0000000000000000000000000000000O000O0000000O0000000O
goooooo0oooooo0ooooooooooooooooo
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Doooooooood

ooboogood

gooo
CLEARSCREEN . . . . 75
EX T 142
HELP . . 144
LOGOFF . . . 147
LOGOUT . . . 148
QUIT 157
RESTART . . 159
SET SYSTEM CONTACT . . . . . e e e e e 198
SET SYSTEM LOCATION . . . . . e 199
SETSYSTEM NAME . . . . . . 200
SETTIME . . 202
SHOWSYSTEM . . . . 264
SHOWTIME . . . . 267

gobooboooboooon

COPY . o 76
DELETEFILE . . . . . 98
FORMAT DEVICE . . . . . s 143
RENAME . . . . 158
SETCFLASHDIR . . . . 164
SHOW CFLASH . . . . . . . 207
SHOW FILE . . . . 226
SHOW FLASH . . . . 228

goobooooboogoo

CREATE CONFIG . . . . . e e 77

SAVE CONFIGURATION . . . . . e 160

SET CONFIG . . . 166

SHOW CONFIG . . . . . . . 209
oooooo

SETPASSWORD . . . . . 178

SETUSERPASSWORD . . . . . . 203

SHOWUSER . . . . . . 268
oooooo

ADD RADIUSSERVER . . . . . 70

DELETE RADIUSSERVER . . . . . . . 100
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DISABLE AUTHENTICATION . . . . . . e 116

DISABLE RADIUSACCOUNTING . . . . . . .. e 121
ENABLE AUTHENTICATION . . . . . . . 129
ENABLE RADIUSACCOUNTING . . . . . . .. 134
PURGE AUTHENTICATION . . . . . . 149
SET AUTHENTICATION . . . . 163
SET RADIUSACCOUNTING . . . . . . e 180
SHOW AUTHENTICATION . . . . . 205
SHOW RADIUSACCOUNTING . . . . . . 239

gobooboooboooon

LOAD . . . . 145
UPLOAD . . . . 269
RN
ADD LOG OUTPUT . . . . e 68
CREATE LOG OUTPUT . . . . . e e e e e e 80
DESTROY LOG OUTPUT . . . . . e 106
DISABLELOG . . . . . . 118
DISABLE LOG OUTPUT . . . . . . e 119
ENABLELOG . . . . . 131
ENABLE LOG OUTPUT . . . . . . e e e e e e 132
PURGELOG . . . . . . 150
SAVE LOG . . . . 161
SETLOG FULLACTION . . . . . e e 175
SETLOG OUTPUT . . . . e e e e e s 176
SHOW LOG . . . . 231
SHOW LOG OUTPUT . . . . . e e e e e e e 234
SHOW LOG STATUS . . . . . . e 236
SNMP
ADD SNMP COMMUNITY . . . . e 71
ADD SNMPV3USER . . . . . . 72
CREATE SNMP COMMUNITY . . . . e 84
CREATESNMPV3 ACCESS . . . . . . e 86
CREATE SNMPV3 COMMUNITY . . . .. 88
CREATESNMPV3 GROUP . . . . . . e 90
CREATE SNMPV3 NOTIFY . . . . 91
CREATE SNMPV3 TARGETADDR . . . . . . 92
CREATE SNMPV3 TARGETPARAMS . . . . . . . 94
CREATE SNMPV3VIEW . . . . 96
DELETESNMP COMMUNITY . . . . . e 101
DELETESNMPV3USER . . . . . . . 102
DESTROY SNMP COMMUNITY . . . . . e 108
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DESTROY SNMPV3 ACCESS . . . . . . . e 109

DESTROY SNMPV3 COMMUNITY . . . . . . e 110
DESTROY SNMPV3 GROUP . . . . . . e 111
DESTROY SNMPV3 NOTIFY . . . . . e 112
DESTROY SNMPV3 TARGETADDR . . . . . . . . . e 113
DESTROY SNMPV3 TARGETPARAMS . . . . . . . . . 114
DESTROY SNMPV3VIEW . . . . . o 115
DISABLE INTERFACE LINKTRAP . . . . . . . 117
DISABLESNMP . . . . 122
DISABLE SNMP AUTHENTICATE_-TRAP . . . . . . . . . e 123
DISABLE SNMP AUTHENTICATETRAP . . . . . . . . 124
DISABLE SNMP COMMUNITY . . . . e 125
ENABLE INTERFACE LINKTRAP . . . . . 130
ENABLESNMP . . . . 135
ENABLE SNMP AUTHENTICATE.-TRAP . . . . . . . . . 136
ENABLE SNMP AUTHENTICATETRAP . . . . . . 137
ENABLE SNMP COMMUNITY . . . . .. 138
PURGE SNMPV3 ACCESS . . . . . . . e 152
PURGE SNMPV3 NOTIFY . . . . . e 153
PURGE SNMPV3 TARGETADDR . . . . . . . . 154
PURGE SNMPV3 VIEW . . . . . e e 155
SETSNMP COMMUNITY . . . . e 181
SETSNMPV3 ACCESS . . . . . 182
SET SNMPV3 COMMUNITY . . . . 183
SETSNMPV3 GROUP . . . . . 185
SET SNMPV3 NOTIFY . . . e 186
SET SNMPV3 TARGETADDR . . . . . . . 187
SET SNMPV3 TARGETPARAMS . . . . . . 189
SETSNMPV3USER . . . . . 191
SETSNMPV3VIEW . . . 192
SHOW INTERFACE . . . . . e 229
SHOWSNMP . . 241
SHOW SNMP COMMUNITY . . . . 243
SHOW SNMPV3 ACCESS . . . . . e e 245
SHOW SNMPV3 COMMUNITY . . . . 247
SHOW SNMPV3ENGINEID . . . .. . 249
SHOW SNMPV3 GROUP . . . . . e 250
SHOW SNMPV3 NOTIFY . . . . e 252
SHOW SNMPV3 TARGETADDR . . . . . . . 253
SHOW SNMPV3 TARGETPARAMS . . . . . 255
SHOW SNMPV3USER . . . . . e 257
SHOW SNMPVIVIEW . . . . e 259
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SNTP

ADD SNTP IPADDRESS . . . . . . 73
ADD SNTPPEER . . . . . 74
DELETESNTP IPADDRESS . . . . . . . 103
DELETESNTPPEER . . . . . . . 104
DISABLESNTP . . . . 126
ENABLESNTP . . . . 139
PURGESNTP . . . 156
SET SNTP . . 193
SHOW SNTP . . 261
goooon
SET ASYN . . 162
SET PROMPT . . . 179
SET SWITCH CONSOLETIMER . . . . . . . e 196
SHOW ASYN . . 204

goobooooboogon

DISABLE TELNET . . . . . . 128
ENABLE TELNET . . . . . . 141
SET TELNET . . . . o 201

gobooobooooboooboooboo

ADD MGMTACL . . . . 69
CREATE MGMTACL . . . . e e 82
DELETE MGMTACL . . . . . 99
DESTROY MGMTACL . . . . . 107
DISABLE MGMTACL . . . . . 120
ENABLE MGMTACL . . . . . . 133
PURGE MGMTACL . . . . e 151
SETMGMTACL . . . . 177
SHOW MGMTACL . . . . e e 237
gooo
SET DOS . . 167
SETDOSIPOPTION . . . . e e e e s 168
SETDOSLAND . . . . 169
SET DOS PINGOFDEATH . . . . . . e 170
SETDOSSMURF . . . . 171
SETDOSSYNFLOOD . . . . . . 172
SETDOSTEARDROP . . . . . 173
SHOW DOS . . . 212
SHOW DOS IPOPTION . . . . . e 213
SHOW DOSLAND . . . . 215
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SHOW DOS PINGOFDEATH . . . . . . 217

SHOW DOSSMURF . . . .. . 219
SHOW DOSSYNFLOOD . . . . . .. . e 221
SHOW DOSTEARDROP . . . . . . e 223

Secure Shell

CREATEENCOKEY . . . . 78
DESTROY ENCO KEY . . . . . e 105
DISABLE SSH SERVER . . . . . . . . 127
ENABLE SSH SERVER . . . . . . . 140
SETENCOKEY . . . . 174
SETSSHSERVER . . . . . 195
SHOW ENCO KEY . . . . e e e e 225
SHOW SSH . . . 262

gbooboooooboobobo

ACCESSSWITCH . . . . . 67
SET SWITCH STACKMODE . . . . . . . . 197
SHOW REMOTELIST . . . . . e e 240
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ACCESS SWITCH

ACCESS SWITCH

00000000000 /000000000000

ACCESS SWITCH [NUMBER=index] [MACADDRESS=macadd]

index: JO0QOQO0O

macadd: MAC 0O 0 0O O O XX-XX-XX-XX-XX-XX 0 0 0 O

g

MASTERO OO0 O0O0O0000000000O0O0O00O0O0

goooog

NUMBER SHOW REMOTELISTOOOOOOOOOODMmMNumODOOOOODOOOOODOOOO
MACADDRESS 0000000 MACOOODOOOOOOO

g
s 0000100000000000

ACCESS SWITCH NUMBER=1

goooog

SET SWITCH STACKMODED 197 00 0 O

googo
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ADD LOG OUTPUT

ADD LOG OUTPUT

o0o0ooooooooo /00

ADD LOG OUTPUT=output-id MODULE={ALL|module-list} SEVERITY={ALL|

severity-list}

output-id: 00 00O 1DO 20200
module-list: 00 0000000000000 0OOOOOO
severity-list: JO0OOO0O0OEW,I 0000000000000 OOOOO

0

goboooboooobooobooboobbobboo
CREATELOGOUTPUTOOODOODODOODODOODOOODOUOOO0O0O0O0O0ODODODODODOODOODODOODODOODO
goboooboooobooobooboobbobboo

goooog

OUTPUT 0OOOOOIDO2020000000000000
MODULE 0OO0OO0OO0OO0OOO
SEVERITY 000000000000

g
s VLANDOOOOOOODOOOODOODOOODODODUOOODOoo3moooooo

ADD LOG OUTPUT=3 MODULE=VLAN SEVERITY=ALL

goooog

CREATE LOG OUTPUTO 80O DO OO
SET LOGOUTPUTO 176 0 O O O
SHOW LOG OUTPUTO 2340 000
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ADD MGMTACL

ADD MGMTACL

00000000000 /00000000000000000

ADD MGMTACL ID=1..256 APPLICATION={TELNET|PING|ALL}

g

Management ACLO O 0O0O0O0O0O0O0OO0OU0O000D0O0OODOODOODODOOOOUOOO0O0O0DO0DODODOOOOO
gooo

goooog

ID 00000000
APPLICATION 0O00O0O0OD0O0O0OO0O0O0O0OOOODOODOOOOOOOOOOODOOOOOTELNETO
PINGOALLODOODOOOOODOODUODODUODALLOODOOOOO

gooooggon

# add mgmtacl i1d=10 application=ping
Entry Attributes added

g
s 000000 1000000000000000

ADD MGMTACL ID=10 APPLICATION=PING

goooog

DELETE MGMTACLO 990 O OO
SET MGMTACLO 1770000
SHOW MGMTACLO 2370000
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ADD RADIUSSERVER

ADD RADIUSSERVER

0000o0o0o0oo0o0ooo /000000

ADD RADIUSSERVER {SERVER|IPADDRESS}=ipadd ORDER=1..3 [SECRET=secret]
[PORT=port] [ACCPORT=port]

ipadd: IPO O OO
secret: 0000000010390 000000000000000000OO0O0OOO
port: UDP O OO 0O 0O 10655350

g

0000000000 RADIUSO Remote Authentication Dial InUser Server0 DO O OO0O00OO00O
ooooono

SERVER/IPADDRESS RADIUSOOOOO IPOOODOO

ORDER RADIUSOOOOOOOOOO 103000000000

SECRET RADIUSOOOOOOOOOOOOO

PORT RADIUSOOODOOOOODUDPOOOOOOOODOODOO 181200

ACCPORT RADIUSOOODUOOOOODODOOODOUDPOOOOOOODDODODOO 181300

g

s 0000000000 RADIUSTOOO0O 1921681050 000000000000 pORSGAII OO0
00100000000 1812000 00000000000 18130

ADD RADIUSSERVER=192.168.10.5 ORDER=1 SECRET=pOR8Gd PORT=1812
ACCPORT=1813

goooogd

ORADIUSSERVER OO RADIUSO OO OOOOOO
ORADIUSOOOOO0OOO0O0OO300000000000000D0D0D0O00D0O0O0O0O0OOODOODOOODOO
00000000 RADIUSODOODODO0ODODOOO0DODODODODOODUODDODODUODODDODODODDOODOOOO UDP
000000000000 UOD RADIUSODODDDODODODODO

goooog

DELETE RADIUSSERVERDO 1000 00O
SHOW AUTHENTICATIONO 20500 0 O
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ADD SNMP COMMUNITY

ADD SNMP COMMUNITY

0000000 oooo /ZSNMP

ADD SNMP COMMUNITY=community [TRAPHOST=ipadd] [MANAGER=ipadd]

community: SNMPO O O0O0000001032000000000000000000000000
ipadd: IPO O OO

g

SNMPOOODOOOD0OODOODDOOODDOOODOOODOODODOOODOODOODOO
goooog

COMMUNITY SNMPOODOOOOOODODO

TRAPHOST SNMPv2cO OOODOO0OOOOODODOOOODOODOOOOOOOSNMPv2cOOOOOO
gobbooobooobooooboobbobbooboobbooobo

MANAGER SNMPOOOOOUODOODOUOO0ODOOOOOODOOOOOODOOOOOOMANAGERDO
0000000000000 O SNMPOOODODDOODODODDODODDODOSNMPOOOODOOO
OOPENOOODOUUOD YESOOUODODODMANAGERODDODODDODODDODODUODODODODOOODOOO
SNMPOOOOOOOOOODO

g
s SNMPOOOOOOOOpublicOOOODODOODOODOOOOO

ADD SNMP COMMUNITY=public MANAGER=192.168.20.5

goooog

CREATE SNMP COMMUNITYO 84 000 O
DELETE SNMP COMMUNITYO 101 0000
DESTROY SNMP COMMUNITYO 108 0 O O O
DISABLE SNMP COMMUNITYO 1250000
ENABLE SNMP COMMUNITYO 1380 0 00O
SET SNMP COMMUNITYO 181 000 0O
SHOW SNMP COMMUNITYD 2430000
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ADD SNMPV3 USER

ADD SNMPV3 USER

0000000 oooo /ZSNMP

ADD SNMPV3 USER=username [AUTHENTICATION={MD5|SHA}]
[AUTHPASSWORD=password] [PRIVPASSWORD=password] [STORAGETYPE={VOLATILE]
NONVOLATILE}]

username: SNMP O OO0 0010320 00000000000000000000000O000O000DOO0OO0ODOO
ooooooo

password: 00000010320 00000000000000000000O0000ODO0DOOOOOOODODOODO
oooo

g

OSNMPV3D OO O OOOOOODO
goooog

USER SNMPOOOOODO

AUTHENTICATION OOO0OO0OOOO0OOMDSOSHAODOOOOODODOOOODOODOOOODDOODOODOOOO
NONEDO O OOOOOoooo

AUTHPASSWORD 0000000 OAUTHENTICATIONOOMDSO SHAODOOODODODOOOO
gooogooo

PRIVPASSWORD 00000000 OOO0O0ODOODODOOOOODOOOOOODOOODESDOOOO
AUTHENTICATIONO NONEDO OOOOOOODOODOoOooOoooo

STORAGETYPE 0OO0OOOOOOONONVOLATILEDOODOOOOOOVOLATILEDODDDODODOOO
O0OO0OOOOVOLATILEDOODOOO M

0
s SNMP O O00O0Osystemadmin240 000000

ADD SNMPV3 USER=systemadmin24 AUTHENTICATION=MD5 AUTHPASSWORD=kumanomi
PRIVPASSWORD=imonamuk STORAGETYPE=nonvolatile

goooog

DELETE SNMPV3 USERO 1020000
SET SNMPV3 USERO 191 00 00O
SHOW SNMPV3 USERO 257 0 O OO
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ADD SNTP IPADDRESS

ADD SNTP IPADDRESS

00000000000 /SNTP

ADD SNTP IPADDRESS=ipadd

ipadd: IPO O OO

g

O00000O0 SNTPOOODOOD IPOOODODOODODOOOSNTPOOOOD l10000O0O0ODODDOOOADD
SNTPPEEROOOOOOODO

goooog

IPADDRESS SNTPOOOOO IPOOODODO

g
s SNTPOOO0DO192168.105000000000000000000000O0OOJST +09:000

ENABLE SNTP
ADD SNTP IPADDRESS=192.168.10.5
SET SNTP UTCOFFSET=9

goooog

DELETE SNTP IPADDRESSO 1030 0 0O
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ADD SNTP PEER

ADD SNTP PEER

00000000000 /SNTP

ADD SNTP PEER=ipadd

ipadd: IPO O OO

g

O00000O0 SNTPOOODOOD IPOOODODOODODOOOSNTPOOOOD l10000O0O0ODODDOOOADD
SNTP IPADDRESS O O OO O OO0

goooog

PEER SNTPOOOODO IPOOODODO

g
s SNTPOOO0DO192168.105000000000000000000000O0OOJST +09:000

ENABLE SNTP
ADD SNTP PEER=192.168.10.5
SET SNTP UTCOFFSET=9

goooog

DELETESNTP PEERO 1040 00O
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CLEAR SCREEN

CLEAR SCREEN
00000000000 /0000

CLEAR SCREEN

goboooboooobbooboo
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COPY

COPY

00000000000 /0000000000000

COPY [device:] filenamel.ext [device:]filename2.ext

device: 0000000000000 OflashOOO cflashD0 0000000000000 O0O0O0OCOOOO0OOOO
oooooo

filenamelext: 00 OO O0O0O0OO

filename2ext: 000D OD0O0OOO

g

goooooooooo

goooog

LOADO 1450000
SHOW FILED 226 OO0 O O
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CREATE CONFIG

CREATE CONFIG

00000000000 /0000000000

CREATE CONFIG=filename

filename: 000000102800 000000007"@#%$% & ()--{}00000000000.cfgn

g

gobboooboogobooobooboobbobboobooobooobo
goooog

CONFIG 0D0U000oOoooooUoooooooo.CRGMUbuonoouoooooooooooD
gbooobooobooooboobbobboon

gooooogono

# create config=kumanomi.cfg
Creating configuration file "kumanomi.cfg" ..... done'!

g
00000000 basicefg 000000000000 D00O0O0O0DOOOODOO

CREATE CONFIG=basic.cfg
SET CONFIG=basic.cfg

goooogf

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goobooooboogoo
000000oo0oDo0ooDooooooDooooooooYoooooOdOYesOOOOooOoooOO
O000000ONDDOODOOONoOOOODODOODDODDODOODODODOOOODOOO

goooog

RESTARTO 1590 00 O
SET CONFIGO 166 0 00O
SHOW CONFIGO 2090 0 0 O
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CREATE ENCO KEY

CREATE ENCO KEY

00000000000 7 Secure Shell

CREATE ENCO KEY=key-id TYPE=RSA [LENGTH=512..1536] [DESCRIPTION=string]

CREATE ENCO KEY=key-id TYPE=RSA [DESCRIPTION=string] [FILE=filename]
[FORMAT={HEX|SSH|SSH2}]

key-id: 0 O O 000 655350
string: 000 010127000000000000000000000000O0O0O0OO0OOA0O
filename: 00 000010630000 000.keyO

g

RSAODOODODU0OU00O0O0O00O0O00OODOODODODODODODODOODOOOoo
OU0000U0D0DDUDUODODDOUODUOOOCREATECONFIGDOODOODODODUOODODODODODOODOODOODOO
goboooboobooobbooboo

goooog

KEY 0O0O0O0O

TYPE 00000000 0ODODOOO00OO RSAUORSAOUDUDUOODODORSADUDODODOOOOOLENGTHO
OO0 FILEOOOODOOOOOFILEDOODOOOODOKEYDODOOOOOOooDoOoOoooOod
goboooobooobooooboooboobboobooboobbobboobboobbooobo
OO0O0OKEYODOOOODOOODODOOOODOOOODODOOODDODOO0DODOoDO0O0DOODOOFILEDOO
OO0 LENGTHOOODODODODDOODODODODUODODOD RSAODDODODODODODODDODDODODOOOO

LENGTH 0000O0OO0OUOUOORSAODODU0OODOUOOODUOOOUOUODODRSAOODODOODO 32000
0000000000000 00000 512015360 000SSHOODOOOOOODOO 51201536
gooogooo

DESCRIPTION OO0OO0OO0O0O0OOOOOO

FILE RSAOODOOOOOOOOO0OO0OO.keyDDOODOD0OO0OO0OO0O0O0O0O00000O0O0OO0OO FORMAT
0000000000000 0D0U00OKEYOUOOODUOODOODODOO RSAODDODDODDOODOOOFILE
0do0o0oo00oooooo0ooooO0oO0ooDooU000ODODO000UDDoOOKEYDOOO
00000000D00O00d0OFILEODODOODODOODODOODOODO0OOOOODOoOoDOoooOGg
gboboobooooooon

FORMAT RSAUO000000000000000O0O0O0O0OOOOOHEXODl6eOOODODOOOODOOO
0000000000000000 SSH/SSH2O Secure ShellDOOODDOOMMIFILEDDOOO
0000000000000 D00OHEXD

gooooogono
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CREATE ENCO KEY

#create enco key=1 type=rsa length=1024 description=host

This step will take approximately 2 minutes to complete.
During this time the switch CPU will be very busy which might
impact its normal operation!

Key generation will take some time. Please wait...

Key Generation completed with [Success]

g
R RSAO0DO0O000O00000000O00OO0O 256020480000

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair"

000 RSAOOODDOOOOSSHOOODODOOOOOOO mypublickeyOOOOOO

CREATE ENCO KEY=3 TYPE=RSA FILE=mypublic.key FORMAT=SSH

] 00000000000000 hispubkeyO OO D040 00000000000O

CREATE ENCO KEY=4 TYPE=RSA FILE=hispub.key FORMAT=SSH DESCRIPTION="His

public key"

goooog

DESTROY ENCO KEYD 1050000
SETENCOKEYO 1740000
SHOW ENCO KEYD 225000
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CREATE LOG OUTPUT

CREATE LOG OUTPUT

o0o0ooooooooo /00

CREATE LOG OUTPUT=output-id DESTINATION=SYSLOG SERVER=ipadd
[FACILITY={DEFAULT|LOCAL1|LOCAL2|LOCAL3|LOCAL4|LOCAL5|LOCALG|LOCAL7}]
[SYSLOGFORMAT={NORMAL|EXTENDED }]

output-id: 00 00O 1DO 20200
ipadd: IPO O OO

g

syslogODOOOUOO0OO0OOsyslogO OO0 O0O0O0O0OODOOOO
O00000D0ODOOoDADDLOGOUTPUTOOODODOODODOODODODODODODODODOODDODODODDODODDOODO
ggoooooooooooo

goooog

OUTPUT 0OO0OO0OO0O IDO202000000000000MIM00 PERMANENTO 10 TEMPORARY
gooooooo

DESTINATION 0000000 O0OO0OO0O0O0OSYSLOGOSERVEROOOODOODOOOODOO syslogd O
O0000o000o0ooosyslog0D 0000000000000 0D00O0O0O

SERVER 000000000 IPOOOOO0OOOOOsyslog00O00O0OUDPS1400000000

FACILITY syslog0 00000000000 00000O0O0000ODEFAULTOO0O LOCAL1O700
0000000000000 ODEFAULTO

SYSLOGFORMAT syslogO 00000000000 O0OEXTENDED] 00000000 OO0sysNamel
O000D0000 NORMALOODOOOODODOOODODODOOODODODOODODOODOODO EXTENDEDD

g
0000000 syslogO 000 192.168.1.20 00

CREATE LOG OUTPUT=2 DESTINATION=SYSLOG SERVER=192.168.1.2
ADD LOG OUTPUT=2 MODULE=ALL SEVERITY=ALL

goooogf

oouTPUTOOOOOODDOODOOODODODO

goooog
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ADD LOG OUTPUTO 68O OO O
DESTROY LOG OUTPUTO 106 OO DO
DISABLE LOG OUTPUTO 1190000
ENABLE LOG OUTPUTO 1320000
SETLOGOUTPUTO 176 0 00O
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CREATE MGMTACL

CREATE MGMTACL

00000000000 /00000000000000000

CREATE MGMTACL ID=1..256 [IPADDRESS=ipadd] [MASK=ipadd]
[APPLICATION={TELNET|PING|ALL}]

ipadd: IPO O OO

0

Management ACLO OO 00000000000 OO0O0OO0O0OOO00D0O0DO00O0DOOOODDODOODOOOO
odooooOooooOoiPOOO00DO0ODODODOOO0ODODOODOODODOOODODOOOODOOOODOD
goboooboogobooobooboobbobboobo

goooog

ID 00000000

IPADDRESS IPOOO0O00O0OOO0OOOOOODODOOLOOODODDOODO

MASK IPADRESSO 00000 OOOOO IPOOOUOOODOOIPODOODOOOODODDOODOOODO
odoo0ooooooooooooooooooooooooooooooooo IPODODOOOO
000000000 255.255.255.255" 000 000192.168.10.0/240 0000000000000
00 255.255.255.0" DOOOOOOOOOOOOOooo00DDOODOO

APPLICATION 00000000000 U0OOOODOODOOOOOOOOOODODOOOOOTELNETO
PINGOALLODOODOOOOODOODUODODUODALLOODOOOOO

gooooogono

# create mgmtacl id=10 ipaddress=192.168.1.10 mask=255.255.255.255 application=telnet

g
mIPO00O0O 19216810100 000000000 Telnet0 DO ODO0OO0ODOOOODOOOOO

CREATE MGMTACL ID=10 IPADDRESS=192.168.10.10 MASK=255.255.255.255
APPLICATION=TELNET

mIPO00O0O 192.168.10.0/24 0000000000000 TelnetOOOODODO0O0DO0OODOOODOOOOO
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CREATE MGMTACL

CREATE MGMTACL ID=20 IPADDRESS=192.168.10.0 MASK=255.255.255.0
APPLICATION=TELNET

goooogf

000000000000000000000000000000000000000000000OTelnet
gobooboogobooboooboobbobbooboon
oo0oooooo260000000

goooog

DESTROY MGMTACLO 1070000
SET MGMTACLO 1770000
SHOW MGMTACLO 2370000
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY

0000000 oooo /ZSNMP

CREATE SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [TRAPHOST=ipadd]
[MANAGER=1ipadd] [OPEN={ON|OFF|YES|NO|TRUE|FALSE}]

community: SNMPO O O0O0000001032000000000000000000000000
ipadd: IPO O OO

0

SNMPOOUODOOOODODOOOO
goooog

COMMUNITY SNMPOOOOOOOOO

ACCESS 00000000000 0D0DD0OOD0ODODOREADODDODOOOODOOODDOOgetdget-nextdd
OCODOOWRITEOOOOODOODOgetOget-nextOset0 000000

TRAPHOST SNMPv2cO 0000000 DOO00O0O00O0OOO0OOO0OOOOOOOOOSNMPv2cO
O00oo0ooooooo0odooooooooo0oo0o0D00o0ooonDOodCREATE
SNMP COMMUNITY OO ODOUOOD 1000000000000000000D0O0O000ODOOO
O00000oooooo ADDSNMP COMMUNITY OO ODODOOOOOO

MANAGER SNMPOOOOOUOOOOUOO0ODOOOOOODOOOOOODOOOOOOOMANAGERDO
0000000000000 O SNMPOOODODDOODODODDODODODDODOSNMPOOOODOOO
OOPENOOODOUUOD YESOOUODODODMANAGERODOODODODDODODDODODUODODODODOOODOOO
SNMPOOODOUOODODODOODODODODUOOOODOODOOO0DO0O0DOOO0Oo0DoOoooooDooooon
ADD SNMP COMMUNITY O OOGOQOO

OPEN SNMPOOOUOODOODODOODUODOODOOOODOOODDOODODOONOODDDOOODOOOO
MANAGEROOOODODO0O0DODO0DO0DO0O0DO0DO0O0DOODOOOOOOOOOOYESODDODOOODOOOOO
OSNMPOOOODDOOODDOODOOOONOYESOTRUED OO OFFONOOFALSEO O OODOOO
ggo

g
s SNMPOOOUOOOOOpublicCOOOOOO

CREATE SNMP COMMUNITY=public

000000000 SNMPOOODOO0OO0admins0D 0000000000000 0OO0ODOOOOO
00 1722011000000
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=172.20.1.1
TRAPHOST=172.20.1.1

goooogf

ODOPENODUOODUDOODODOUOONOUDDDOODDODODDOODDODODODO SNMPOOODDODOODO

goooog

ADD SNMP COMMUNITYO 710000
DELETE SNMP COMMUNITYO 101 0000
DESTROY SNMP COMMUNITYO 108 0 0 O O
DISABLE SNMPO 1220000

DISABLE SNMP COMMUNITYO 1250000
ENABLE SNMPO 1350 00 O

ENABLE SNMP COMMUNITYO 1380 0 00O
SET SNMP COMMUNITYO 181 000 0O
SHOW SNMP COMMUNITYD 2430000

goooo CentreCOM 9424T/SPO9408LC/SP OO0 O000OOOO0O 2.3 | 85
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CREATE SNMPV3 ACCESS

CREATE SNMPV3 ACCESS

0000000 oooo /ZSNMP

CREATE SNMPV3 ACCESS=group SECURITYMODEL={V1|V2C|V3}
SECURITYLEVEL={NOAUTHENTICATION|AUTHENTICATION|PRIVACY} [READVIEW=view]
[WRITEVIEW=view] [NOTIFYVIEW=view] [STORAGETYPE={VOLATILE|NONVOLATILE}]

group: SNMPO OO O001063000000000000000O000O0O0O0OOOO0O0OOO0OO0OOOOOODO
ooooo

view: SNMPO OO0 0D106300000000000000000D000D0DO0O0OU0OODO0DODOOOOODO
oooo

g

OSNMPV3D OO O OOOODODOOOOOO
goooog

ACCESS SNMPOOODOODO

SECURITYMODEL 0OOO0OO0OO0OO0O0O00O0OO0OO0O0O0OO0O0OO0OO0 SNMPOUOOODOOOOODOOOOOO
00 v10 SNMPv1M v2cd SNMPv2cl v3O SNMPV3D 00 0D 00O O

SECURITYLEVEL OO0OO0O0OO0OO0O0O0O00OO0OO0ODOO0OO0OOO0OO0OO0OOOOO0O0OOO0O0OOODOOOOOOOO0
noauthenticationD 0 0 00 00 0 00 O MJauthenticationD D00 00000 OO M privacyd O
ggdooooooooooobooo

READVIEW 000000000000 DOOOCOOOOMIBOOOODOOODDODOOODODOODODODOOOO
ODOOO0OO0OCREATESNMPVIVIEW D OO OOOOODOODODODODODODODOODOODOOOOODOOOO
goooMiBOOOODODoOoDOooOOoOOd

WRITEVIEW 00000000000 O0OODOOOCOOCOMIBOOOODODODODOODODODODOODODOOOO
ODOOO0OOCREATESNMPVIVIEW D OO OOOOODOODODODODODODODODODOODOOOODOOOO
goooMiBOOOODODoOoDOoOoOOoOOd

NOTIFYVIEW 0O0000000O000oo0ooooooMIBOODoOOOoOOoOOoOoooooooooOoO
ODO0OD0DO0OODOOOCREATESNMPVIVIEW O OO OODOOODODOODOODODOOOOOOODOOOO
JoodooooMIBODODODODOODOODOOODOOO

STORAGETYPE 0OOO0OOO0OOOONONVOLATILEDDODOOOOOOOVOLATILEDDODDOOGOOO
ODOO0OO0OOVOLATILED D ODODO O

g

s SNMPOOOOOmanagers000000000000000000 V3DODOOODOooooooooo/
000000000000000000000000000O0Internet00001.36.1000000000
gobooboooboboooboooboobo
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CREATE SNMPV3 ACCESS

CREATE SNMPV3 ACCESS=managers SECURITYMODEL=V3 SECURITYLEVEL=PRIVACY
READVIEW=internet WRITEVIEW=internet NOTIFYVIEW=internet
STORAGETYPE=nonvolatile

goooogf

O00000000SNMPvL OO O defaultV1GroupReadOnlyO defaultV1GroupReadWrite 0 2 0 0 O
00 00 0SNMPv2c O O 0O defaultV2cGroupReadOnly O defaultV2cGroupReadWrite 0 2 00 0 0 O
gobooooogg

goooog

DESTROY SNMPV3 ACCESSO 109 0 0 O O
SET SNMPV3 ACCESSC 182 00 0O O
SHOW SNMPV3 ACCESSO 24500 0 O

goooo CentreCOM 9424T/SPO9408LC/SP OO0 OO OO0OODOO 2.3
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CREATE SNMPV3 COMMUNITY

CREATE SNMPV3 COMMUNITY

0000000 oooo /ZSNMP

CREATE SNMPV3 COMMUNITY INDEX=index COMMUNITYNAME=community
SECURITYNAME=username [TRANSPORTTAG=tag] [STORAGETYPE={VOLATILE]
NONVOLATILE}]

index 0000000106300 0000000000000O0DO00O0ODOO0ODOODOODOOOODOOOOOOODO
oooo

community: 0000000001630 0000000000000 00D0DO0OUOODO0DOUOODOODOUOO
oooooooo

username: SNMPO OO0 0010320 00000000000000000000000O000O000DOO0OO0ODOO
ooooooo

tag: 000010630 0000000000000000O000O00O00O0O0O0O000O00OOO0OOOOOOOO

g

OSNMPV3O SNMPOOOOOOODOOOOO
goooog

INDEX OOO0OO0OO0OO0OOn

COMMUNITYNAME 0000000000 O0DOOOOODOODOOOO

SECURITYNAME SNMPv1O OO v2cOOOOO0OOOOOOOIMADDSNMPV3USERO OO OO
gbobobooboobobooogom

TRANSPORTTAG 0000

STORAGETYPE 0OO0OOOOOOONONVOLATILEDOODODOOOOOVOLATILEDODDODODOOO
O0OO0OOOOVOLATILEDODODOOO M

g
s SNMPOOOOO0O0OOOINdex30 00O oonO

CREATE SNMPV3 COMMUNITY INDEX=Index3 COMMUNITYNAME=test SECURITYNAME=test
TRANSPORTTAG=trans STORAGETYPE=nonvolatile

goooogf

OSNMPvVl/v2c 000000000000 O0O0OOOOCREATE SNMP COMMUNITY
gooobboo
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googod

DESTROY SNMPV3 COMMUNITYD 1100000
SET SNMPV3 COMMUNITYO 1830000
SHOW SNMPV3 COMMUNITYO 2470000
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CREATE SNMPV3 GROUP

CREATE SNMPV3 GROUP

0000000 oooo /ZSNMP

CREATE SNMPV3 GROUP USERNAME=username SECURITYMODEL={V1|v2C|V3}
GROUPNAME=group [STORAGETYPE={VOLATILE|NONVOLATILE}]

username: SNMP OO OO0 0010320 00000000000000000000000O000O000DOO0OO0ODOO
ooooooo

group: SNMPO OO O0O01063000000000000000O000O0O0O0OOOO0O0OOO0OO0OOOOOODO
ooooo

g

OSNMPV3D OOODOODOODOOODUOODUOODDUOODDUODOOO
goooog

USERNAME SNMPOUOOOOODOOOOOOOADDSNMPVIUSEROODOOOODOOOO

GROUPNAME SNMPOOOOOOODOOOOOCREATESNMPV3ACCESSOOOOOODOOOOO

SECURITYMODEL 0COOO0OO0OO0OO0OO0O00OO0O0OO0O0O0OO0O0OO0O0 SNMPOUOOODOODOOOOOOOOO
0 0 v1O SNMPv1I v2cO SNMPv2c11 v3OSNMPV3D 00000 dd

STORAGETYPE 0OOO0OOO0OOOONONVOLATILEDDODOOOOOOOVOLATILEDDODOOOGOO
ODOO0OOVOLATILEDOODOODOOO

g
s SNMP 0 00 0O0Osystemadmin2400 SNMPO O OO Omanagers0 0000000

CREATE SNMPV3 GROUP USERNAME=systemadmin24 SECURITYMODEL=V3
GROUP=managers STORAGETYPE=nonvolatile

goooogf

O0000000SNMPv1/v2e O O O defaultV1GroupReadOnlyO defaultV1GroupReadWrite O de-
faultV2cGroupReadOnlyO defaultV2cGroupReadWrite 0 D000 0 00 0O

goooog

DESTROY SNMPV3 GROUPO 11100 00O
SET SNMPV3 GROUPO 1850 000
SHOW SNMPV3 GROUPO 250 0 O O O

CentreCOM 9424T/SPO9408LC/SP DO OOOODO0OODO 2.3 gooood
J613-M0109-12 Rev.F



CREATE SNMPV3 NOTIFY

CREATE SNMPV3 NOTIFY

0000000 oooo /ZSNMP

CREATE SNMPV3 NOTIFY=notify [TAG=tag] [TYPE={TRAP|INFORM}]
[STORAGETYPE={VOLATILE|NONVOLATILE}]

notify: 000010630 000000000000000OO0ODO0OO0OODODOOOOOOO0DODOOOOUOOOD
tag: 000010630 0000000000000000O000O00O00O0O0O0O000O00OOO0OOOOOOOO

0

OSNMPV3D OO O OOOOOO
goooog

NOTIFY 0000

TAG 0000

TYPE 00000000000 0OO0OUOOODOO0OOOOTRAPOODOOOOOODO INFORMOODOODOOO
000000000 0ooDo0onooOTRAPODOODOO

STORAGETYPE 0OO0OOOOOOONONVOLATILEDOODODOOOOOVOLATILEDODDODODOOO
OD0O0ODO0DOOVOLATILED DO OO O M

0
m 00 00sysadmintrap0 000000

CREATE SNMPV3 NOTIFY=sysadmintrap TAG=sysadmintag TYPE=TRAP
STORAGETYPE=nonvolatile

goooog

DESTROY SNMPV3 NOTIFYD 112000 O
SET SNMPV3 NOTIFYD 186 0 O O O
SHOW SNMPV3 NOTIFYD 252 0 0 00O

goooo CentreCOM 9424T/SPO9408LC/SP OO0 OO OO0OODOO 2.3
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CREATE SNMPV3 TARGETADDR

CREATE SNMPV3 TARGETADDR

0000000 oooo /ZSNMP

CREATE SNMPV3 TARGETADDR=target PARAMS=params IPADDRESS=ipadd
[UDPPORT={0..65535}] [TIMEOUT={0..2147483647}] [RETRIES={0..255}]
[TAGLIST=tag] [STORAGETYPE={VOLATILE|NONVOLATILE}]

target: SNMP O 00000010630 00000000000000000O0O0O0OOODODOOOOOOOOODOOOO
gooooo

params: SNMP O O0O000000O0O0O00OO0O00D10630000000000000000O0O0OOOO0OOOOOO
gooooooooooooooo

ipadd: IPO O OO

tag: 000010250 00000000000000000000000000O00O0OO0OOOO0OOOODOOOO
gooooooooooooooooooboog

g

OSNMPV3D OOOOODUOODODODOUOOUOODDUOODDUODOOO
goooog

TARGETADDR SNMPOOOOOOO

PARAMS SNMPOOOOODOOODOOOOOOOOCREATE SNMPV3 TARGETPARAMS D O OO
goboogobooooboooboobbobboo

IPADDRESS DOOOOOO IPOOOODO

UDPPORT 0OO0O0O0O0OOOODOOUDPOOOOOOGS3SOIOOO0OOOOOOODODODOOILe20

TIMEOUT 000000000DOO0OODOOOOOOOO0O0000O0ODOODODOODOOOOOOOOOO0OO0
Oo0oooooooooiseonoonm

RETRIES 0000000 O0O0OOOO0DODOOOO0OOODOOOOOOOOOOOD30OM

TAGLIST 0O000OCREATESNMPV3NOTIFY O OO OOOOOOCREATE SNMPV3 COMMUNITY
goboooboooooooobooobo

STORAGETYPE 0OO0OOOOOOONONVOLATILEDOODOOOOOOVOLATILEDODDODODODOOO
O0OO0OOOOVOLATILEDOODOOO M

g
s SNMPOOOUOOOhost4510000000

CREATE SNMPV3 TARGETADDR=host451 PARAMS=SNMPmanagerPC
IPADDRESS=192.168.1.100 TAGLIST=sysadminTag STORAGETYPE=nonvolatile
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CREATE SNMPV3 TARGETADDR

goooogf

OSNMPvVl/v2c 000000000000 O0O0OOOOCREATE SNMP COMMUNITY
O0O000D0OO0O0ADDSNMPCOMMUNITYOOOOOOO
goooog

DESTROY SNMPV3 TARGETADDRO 113 00 0 O
SHOW SNMPV3 TARGETADDRO 253 00 00
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CREATE SNMPV3 TARGETPARAMS

CREATE SNMPV3 TARGETPARAMS

0000000 oooo /ZSNMP

CREATE SNMPV3 TARGETPARAMS=params USERNAME=username SECURITYMODEL={V1|
V2C|V3} MESSAGEPROCESSING={V1|V2C|V3} SECURITYLEVEL={NOAUTHENTICATION]|
AUTHENTICATION|PRIVACY} [STORAGETYPE={VOLATILE|NONVOLATILE}]

params: SNMP O OO 00000000000 OO1063 0000000000000 0000O00ODOOOO0ODOO
obooooooooooooooo

username: SNMPO OO0 0010320 0000000000000000000000000O000DOO0OO0OOO
ooooooo

g

OSNMPV3D OO OOODO0OO0O0O0DDOOODODOOO000O0OO0O00O0DO0DODOO0O0OODODODODOOoDoOOOOOOn
gobooooboooobooobooobooobo

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOOO

USERNAME SNMPOOOO0OOODOOOOOOOADDSNMPV3USEROOOOOOOOO

SECURITYMODEL SNMPOOOOOOUOODOO SNMPOOOODODODOODODOODOOOOOVL
O SNMPv1 V2CO SNMPv2cI V3O SNMPv3D O OO0 OO0 O

MESSAGEPROCESSING SECURITYMODEL O V1O0O0O0O V2CO0O000000000000O0OO
O0oooooo SNMPOOOOODOODOODOOO0OODOOOOVIOSNMPYLIV2CO SNMPv2c1]
V3OSNMPV3O O OO OO OdOSECURITYMODELOD V3OOOODOOooooooo v3oood
good

SECURITYLEVEL OO0OO0OO0O0OO0OO0OO0O00O0OO0OO0OO0OO0OOO0O00OOO0DOOOOO0ODOOOODOOOOO0
0 0 noauthenticationD 000 000 0O 0 0O O (M authenticationd O 00 00 000 OO M privacy
goooooooooooooboboob

STORAGETYPE 0OO0OOO0OOOONONVOLATILEDDODOOOOOOOVOLATILEDDODODOOOOO
ODOO0OO0OOVOLATILED D OODO O

g
s SNMPOOOOOOODOOOOODOOOSNMPmanagerPCOOOOOOO

CREATE SNMPV3 TARGETPARAMS=SNMPmanagerPC USERNAME=systemadmin24
SECURITYMODEL=V3 MESSAGEPROCESSING=V3 SECURITYLEVEL=PRIVACY
STORAGETYPE=nonvolatile
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CREATE SNMPV3 TARGETPARAMS

goooogf

O0000000O0SNMPv2e OO O defaultTgtPrmprivated defaultTgtPrmpublic 00 0000000
OU00D00D0D0D0D0D0D0D0D0D0D0DOUSERNAMED D DODO0OODOUOOODUOODADD SNMPV3USERDO

goobooooboobobo

goooog

DESTROY SNMPV3 TARGETPARAMSOD 1140 0 0 0O
SET SNMPV3 TARGETPARAMSO 1890 0 O O
SHOW SNMPV3 TARGETPARAMSO 2550 0 0 O
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CREATE SNMPV3 VIEW

CREATE SNMPV3 VIEW

0000000 oooo /ZSNMP

CREATE SNMPV3 VIEW=view SUBTREE={node-oid|node-name} [MASK=mask]
[TYPE={INCLUDED|EXCLUDED}] [STORAGETYPE={VOLATILE[NONVOLATILE}]

view: SNMPO O 00010630 00000000000000000000D0OCO0O00OO0O0OOOOOOOOOO0O
ooood

node-oid: MIBO OO OIDO 1361 0000000000000000000000O0O0 320000000000
node-name: MIBOOOOODOOOOO

mask: MIBOOO OIDOOO0OO0xxxx:xx0OOO16O0O0ODOO0O0OOOOoOIDOOoOooooooogogoo

0

OSNMPV3D OO O OOOOOO
goooog

VIEW SNMPOOOOO

SUBTREE MIBO OO0 OIDO Object Identifier0 0D OO0 Ointernet0 00000000

MASK MIBOOO OIDOOOOO600000000O0O0OOD136106000000000ODO0O0OO
01101(2) 0 D6 OO O MDFI6)I 0D D00 DOxxXxxxx 00000 000000000100
goooooooo

TYPE 00OOCOMIBOOOUOODODODUOODOODODODODODODOOINCLUDED OO0 MmMEXCLUDED OO OODO
00000000000 INCLUDED

STORAGETYPE 0O0OO0O0O0OO0OONONVOLATILEDOOODODOOOVOLATILEDDOODODOOOO
OD0O0ODO0DOOVOLATILED DO OO O M

g
minternet 000013610 000000000000 SNMPOOOOinternet0 000000

CREATE SNMPV3 VIEW=internet SUBTREE=1.3.6.1 TYPE=INCLUDED
STORAGETYPE=nonvolatile

mmib-20000136121000000000000000tp0000136.121600000000
SNMPOOOUOmib2notcp0 000000000000 OIDOOOOODOOOOOODOOODDOOOOO
gooo00o0oU0ooU0o0U0U0oDUUoDUUU2000D000000000000000O0ODODODOOO
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CREATE SNMPV3 VIEW

CREATE SNMPV3 VIEW=mib2notcp SUBTREE=1.3.6.1.2.1 TYPE=INCLUDED
STORAGETYPE=nonvolatile

CREATE SNMPV3 VIEW=mib2notcp SUBTREE=1.3.6.1.2.1.6 TYPE=EXCLUDED
STORAGETYPE=nonvolatile

goooogd

O0000000SNMPvL/v2e OO OdefaultViewAllOOOODOOOOO

goooog

DESTROY SNMPV3 VIEWO 1150000
SET SNMPV3 VIEWO 1920000
SHOW SNMPV3 VIEWO 259 0 00 0O
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DELETE FILE

DELETE FILE

00000000000 /0000000000000

DELETE FILE=[device:] filename

device: 00000000 OOOOOOflashOOO cflashODO0 0000000000 OOOOOOOOO
filename: 0O O OO

g

goobooooboogoo
goooog
FILE OO0ODOOOO
g

m noneed.cfg 000000

DELETE FILE=noneed.cfg

goooogf

gobooboogobooobboooboobbobboobooboooboooboboobo

goooog

RENAMEO 158 0 00 0O
SHOW FILED 226 OO0 O O
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DELETE MGMTACL

DELETE MGMTACL

00000000000 /00000000000000000

DELETE MGMTACL ID=1..256 APPLICATION={TELNET|PING}

integer: 0000000

g

Management ACLO O 0O0O0O0O0O0O0OO0OU0O0000OO0OODOODOOODOOOOOUOOOO0O0DO0DODODOOOOOn
goooo

goooog
ID 00000000

APPLICATION 0O00O0O0OD0O0O0OO0O0O0O0OOOODOODOOOOOOOOOOODOOOOOTELNETO
PINGOODOOOOO

gooooogono

# delete mgmtacl id=10 application=telnet
Entry Attributes deleted

g
s 000000 10000000000000000

DELETE MGMTACL ID=10 APPLICATION=TELNET

goooog

ADD MGMTACLO 690 00O
SHOW MGMTACLO 2370000

goooo CentreCOM 9424T/SPO9408LC/SP OO0 OO OO0OODOO 2.3
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DELETE RADIUSSERVER

DELETE RADIUSSERVER

0000o0o0o0oo0o0ooo /000000

DELETE RADIUSSERVER {SERVER|IPADDRESS}=ipadd

ipadd: IPO O OO

g

00000000000 RADIUSO Remote Authentication Dial In User Server0 DO O QOO0 OO0ODO
ooooono

SERVER/IPADDRESS RADIUSOOOOO IPODOOOO

o

00000000000 RADIUSOOOO 192.168.105000000

DELETE RADIUSSERVER SERVER=192.168.10.5

goooog

ADD RADIUSSERVERO 70 0 0 O O
SHOW AUTHENTICATIONO 20500 0 O
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DELETE SNMP COMMUNITY

DELETE SNMP COMMUNITY

0000000 oooo /ZSNMP

DELETE SNMP COMMUNITY=community [TRAPHOST=ipadd] [MANAGER=ipadd]

community: SNMPO O O0O0000001032000000000000000000000000
ipadd: IPO O OO

g

SNMPOOOODO0OODODOODOODOODODOOODOODODOOODODOOODOOO
goooog

COMMUNITY SNMPOODOOOOOODODO
TRAPHOST SNMPv2cOOOOOOOOOOOO
MANAGER SNMPOOOOOOOOOOOOOOOOOOOOO

goooog

ADD SNMP COMMUNITYO 710000
CREATE SNMP COMMUNITYO 84 000 O
DESTROY SNMP COMMUNITYO 108 0 O O O
DISABLE SNMP COMMUNITYO 1250000
ENABLE SNMP COMMUNITYO 1380 0 00O
SET SNMP COMMUNITYO 181 000 0O
SHOW SNMP COMMUNITYD 2430000
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DELETE SNMPV3 USER

DELETE SNMPV3 USER

0000000 oooo /ZSNMP

DELETE SNMPV3 USER=username

username: SNMPO OO0 0010320 00000000000000000000000O000O000DOO0OO0ODOO
ooooooo

g

OSNMPV3D OO O OOOOOOO
goooog

USER SNMPOOOOODO

g

s SNMP O O00O0Osystemadmin240 000000

DELETE SNMPV3 USER=systemadmin24

goooog

ADD SNMPV3 USERO 720000
SHOW SNMPV3 USERO 257 0 O OO
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DELETE SNTP IPADDRESS

DELETE SNTP IPADDRESS

00000000000 /SNTP

DELETE SNTP IPADDRESS=ipadd

ipadd: IPO O OO

g

SNTPOOOOO IPOOODODOOOOOODELETESNTPPEEROOOOODODODO
goooog
IPADDRESS SNTPOOOOO IPOOODODO

goooog

ADD SNTP IPADDRESSO 730000
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DELETE SNTP PEER

DELETE SNTP PEER

00000000000 /SNTP

DELETE SNTP PEER=ipadd

ipadd: IPO O OO

g

SNTPOOOOO IPOOOODODOOOODODELETESNTPIPADDRESSOO OO OOOO
goooog
PEER SNTPOOOODO IPOOODODO

goooog

ADD SNTPPEERO 740000
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DESTROY ENCO KEY

DESTROY ENCO KEY

00000000000 7 Secure Shell

DESTROY ENCO KEY=key-id

key-id: 0 0 0 000 655350

g

goooooooooo
goooooogoobooobooboobobobbooboooboooboobbobbobbooo

goooog
KEY 0000

goooog

CREATEENCOKEYO 7800 00O
SETENCOKEYDO 1740000
SHOW ENCO KEYD 225000
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DESTROY LOG OUTPUT

DESTROY LOG OUTPUT

o0o0ooooooooo /00

DESTROY LOG OUTPUT=output-id

output-id: 00 00O 1DO 20200

g

gobooobooobooooo

goooog

OUTPUT 0OOOOOIDO2020000000000000
g

s 000000020000000

DESTROY LOG OUTPUT=2

goooog

CREATE LOG OUTPUTO 80O DO OO
SHOW LOG OUTPUTO 2340 000
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DESTROY MGMTACL

DESTROY MGMTACL

00000000000 /00000000000000000

DESTROY MGMTACL ID=1..256

g

Management ACLO 0000000 0O0OO0OD0OO0DODODOOOO0OODOOODOO0OOOODOOODOOOO
oo

goooog

ID 00000000

gooooogono

# destroy mgmtacl id=10
Entry Deleted

0
" 000000010000

DESTROY MGMTACL ID=10

goooogf

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
O00000000000Telnet0OOO0O0D0D0O0O0O0000O0O0O00O0O0OO0OO0O0O0OOOO

goooog

CREATE MGMTACLO 8200 00O
SET MGMTACLO 1770000
SHOW MGMTACLO 2370000
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DESTROY SNMP COMMUNITY

DESTROY SNMP COMMUNITY

0000000 oooo /ZSNMP

DESTROY SNMP COMMUNITY=community

community: SNMPOOODOO000OO01IO3R0000000000000000OOOOOO0OODO

g

SNMPOOUODOOOODODOOOO
goooog

COMMUNITY SNMPOODOOOOOODODO

goooog

ADD SNMP COMMUNITYO 710000
CREATE SNMP COMMUNITYO 840000
DISABLE SNMP COMMUNITYO 1250000
ENABLE SNMP COMMUNITYO 1380 0 00O
SET SNMP COMMUNITYO 181 000 0O
SHOW SNMP COMMUNITYD 2430000
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DESTROY SNMPV3 ACCESS

DESTROY SNMPV3 ACCESS

0000000 oooo /ZSNMP

DESTROY SNMPV3 ACCESS=group SECURITYMODEL={V1|V2C|V3}
SECURITYLEVEL={NOAUTHENTICATION|AUTHENTICATION|PRIVACY}

group: SNMPO OO O0O01063000000000000000O000O0O0O0OOOO0O0OOO0OO0OOOOOODO
ooooo

0

OSNMPV3D OO O OOOODODOOOOOO
goooog

ACCESS SNMPOOODOODO

SECURITYMODEL 0COOO0OO0OO0OO0OO0O00OO0O0OO0O0O0OO0O0OO0O0 SNMPOUOOODOODOOOOOOOOO
00 v10 SNMPv1M v2cd SNMPv2cl v3O SNMPV3D 00 0D 00O O

SECURITYLEVEL OO0OO0O0OO0OO0O0O0O00OO0OO0ODOO0OO0OOO0OO0OO0OOOOO0O0OOO0O0OOODOOOOOOOO0
noauthenticationD 0 0 00 00 0 00 O [MJauthenticationD D00 00000 00O M privacyd O
ggdooooooooooobooo

goooog

CREATE SNMPV3 ACCESSOI86 0 0 O O
SET SNMPV3 ACCESSC 182 0 0 00O
SHOW SNMPV3 ACCESSO 24500 0 O
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DESTROY SNMPV3 COMMUNITY

DESTROY SNMPV3 COMMUNITY

0000000 oooo /ZSNMP

DESTROY SNMPV3 COMMUNITY INDEX=index

index 0000000106300 0000000000000O0O00O0ODOO0DOODOODOOOODOOODOOOODO
oooo

g

OSNMPV3OSNMPOOOOOOOODDOOOOO
goooog

INDEX OOO0OO0OO0OO0OOn

g

s SNMPOOOOO0O0OOOINdex30 0000 oooOnO

DESTROY SNMPV3 COMMUNITY INDEX=Index3

goooog

CREATE SNMPV3 COMMUNITYO 88 OO0 O
SHOW SNMPV3 COMMUNITYD 2470000
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DESTROY SNMPV3 GROUP

DESTROY SNMPV3 GROUP

00000000000 /SNMP
DESTROY SNMPV3 GROUP USERNAME=username SECURITYMODEL={V1|vV2C|V3}

username: SNMPO OO0 0010320 00000000000000000000000O000O000DOO0OO0ODOO
ooooooo

g

OSNMPV3D OOODODODOOODOODOUOODUOODDUOODDODOOO
goooog

USERNAME SNMPOOOOOO
SECURITYMODEL 0O0O0O0OO0O0O0ODOOO0OO0OO0OO0ODOOODOO SNMPOOODODOOODOODOOOO
0O vlO SNMPv1 v2cd SNMPv2c v3 O SNMPv3D O OO 00O d

g
s SNMP OO0 0O0Osystemadmin2400 SNMPOOODOODO0OD0OOD0OOOOOO

DESTROY SNMPV3 GROUP USERNAME=systemadmin24 SECURITYMODEL=V3

goooog

CREATE SNMPV3 GROUPO 900 OO O
SET SNMPV3 GROUPO 1850 000
SHOW SNMPV3 GROUPO 250 0 O O O
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DESTROY SNMPV3 NOTIFY

DESTROY SNMPV3 NOTIFY

0000000 oooo /ZSNMP

DESTROY SNMPV3 NOTIFY=notify

notify: 000010630 000000000000000OOODO0OO0OODODOOOOOOO0DODODOOOUOOOD

g

OSNMPV3D OO O OOOOODOOOO
goooog

NOTIFY OO0OO

g

m0000sysadmintrap0 000000000

DESTROY SNMPV3 NOTIFY=sysadmintrap

goooog

CREATE SNMPV3 NOTIFYO 91O OO O
SHOW SNMPV3 NOTIFYD 252 0000
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DESTROY SNMPV3 TARGETADDR

DESTROY SNMPV3 TARGETADDR

0000000 oooo /ZSNMP

DESTROY SNMPV3 TARGETADDR=target

target: SNMP OO O0OO0O0106300000000000000O0000OO0O0OO0OOO0OO0OO0OOOOO0OOO
oooooo

g

OSNMPV3D O OODODUODOODOUOOUOODDUOODDUOODOOO
goooog

TARGETADDR SNMPOOOOOOO

g
s SNMPOOOUOOOhost45100 00000000

CREATE SNMPV3 TARGETADDR=host451

goooog

CREATE SNMPV3 TARGETADDRO 92000 O
SET SNMPV3 TARGETADDRO 18700 00O
SHOW SNMPV3 TARGETADDRO 253 00 00
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DESTROY SNMPV3 TARGETPARAMS

DESTROY SNMPV3 TARGETPARAMS

0000000 oooo /ZSNMP

DESTROY SNMPV3 TARGETPARAMS=params

params: SNMP O OO 00000000000 OOI063 0000000000000 0000O00ODOOOO0ODOO
obooooooooooooooo

g

OSNMPV3D O OOOOUO0OOO00OOU0O000O000O000000000D0D00D0DO00DoDoDooooooo
goooog
TARGETPARAMS SNMPOOOOOODO

goooog

CREATE SNMPV3 TARGETPARAMSO 94 0 0 0O O
SHOW SNMPV3 TARGETPARAMSO 2550 0 0 O
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DESTROY SNMPV3 VIEW

DESTROY SNMPV3 VIEW

0oooDooooooo /SNMP

DESTROY SNMPV3 VIEW=view SUBTREE={node-oid|node-name}

view: SNMPOOO001063000000000000000000000000000000000000000
0o0oo

node-oid: MIBO OO OIDO 1361 000000000000000000000O0O0O0 32000000000
node-name: MIBO OO OOO0OO0OOOOOOO

g

OSNMPV3D OO O OOOOOOOOO
goooog

VIEW SNMPOOOOO
SUBTREE MIBO OO0 OIDO Object Identifier0 00D OO0 0internet0 00000000

g
s SNMP O OO Omib2notcp0 00 tcp00001.3.6.1.2160000000

CREATE SNMPV3 VIEW=mib2notcp SUBTREE=1.3.6.1.2.1.6

goooog

CREATE SNMPV3 VIEWO 9 00O OO
SET SNMPV3 VIEWO 1920000
SHOW SNMPV3 VIEWO 259 0 0 0 0O

goooo CentreCOM 9424T/SPO9408LC/SP DO OOODO0OOO 2.3 115
J613-M0109-12 Rev.F



DISABLE AUTHENTICATION

DISABLE AUTHENTICATION

0000o0o0o0oo0o0ooo /000000

DISABLE AUTHENTICATION

g

gobooboooooobboooboobbo

goooog

ENABLE AUTHENTICATIONDO 1290000
SHOW AUTHENTICATIONO 20500 0 O
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DISABLE INTERFACE LINKTRAP

DISABLE INTERFACE LINKTRAP

0000000 oooo /ZSNMP

DISABLE INTERFACE [=interface] LINKTRAP

interface: 0 0000 010240

g

J000U00oooooooU0U0UoUoo/000000ooOoO0OoU0UOUO0DOOoOoOoDOoUOOOOoOoOon
oooooooooooom
00000000000 SHOW INTERFACEO O DO OO 000 OO ifLinkUpDownTrapEnable™

goooog

INTERFACE 00000010240 000000SHOW INTERFACED OO OOOIifIndex0 OO0 OO
uon

g
s 0000000 10000000/00000000000000000000

DISABLE INTERFACE=1 LINKTRAP

goooog

ENABLE INTERFACE LINKTRAPO 130 0 0 OO
SHOW INTERFACED 2290 0 O O
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DISABLE LOG

DISABLE LOG

o0o0ooooooooo /00

DISABLE LOG

g

goboooboooobooobooboon

goooog

ENABLE LOGO 131000 O
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DISABLE LOG OUTPUT

DISABLE LOG OUTPUT

o0o0ooooooooo /00

DISABLE LOG OUTPUT [=output-id]

output-id: 00 00O 1DO 20200

g

goboooboooobooobooboon
goooog

OUTPUT 0000000 DO00DOUODODOOOODOODODOODOOOODOODOOOOOOD
uon

goooog

DISABLE LOGO 1180 00 O
ENABLE LOG OUTPUTO 1320000

goooo CentreCOM 9424T/SPO9408LC/SP DO OOODO0OOO 2.3 119
J613-M0109-12 Rev.F



DISABLE MGMTACL

DISABLE MGMTACL

00000000000 /00000000000000000

DISABLE MGMTACL

g

gobbooobooooobooobooobooboboobboobooboon

g
] J0000ooooobooboboobbooboo

DISABLE MGMTACL

goooog

CREATE MGMTACLO 8200 00O
ENABLE MGMTACLDO 1330000
SHOW MGMTACLO 2370000
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DISABLE RADIUSACCOUNTING

DISABLE RADIUSACCOUNTING

0000o0o0o0oo0o0ooo /000000

DISABLE RADIUSACCOUNTING

g

RADIUSO Remote Authentication Dial InUser Server0 0 0000000000000 O0OOOOOOOO
00000000 DOSET RADIUSACCOUNTINGODOOOO STATUSO OO O OO O DISABLED O
goooooooo

goooog

ENABLE RADIUSACCOUNTINGO 13400 00O
SHOW RADIUSACCOUNTINGDO 2390000
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DISABLE SNMP

DISABLE SNMP

0000000 oooo /ZSNMP

DISABLE SNMP

g

SNMPOOOOOODOOODDOOODDOOODOOOOOO

goooog

DISABLE SNMP COMMUNITYO 1250000
ENABLE SNMPO 1350 00 O

ENABLE SNMP COMMUNITYO 1380 0 00O
SHOW SNMPO 2410000

SHOW SNMP COMMUNITYD 2430000
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DISABLE SNMP AUTHENTICATE_TRAP

DISABLE SNMP AUTHENTICATE _TRAP

0000000 oooo /ZSNMP

DISABLE SNMP AUTHENTICATE_TRAP

g

SNMPOUOOOODODDOOODOOODOOOODDODOOODOOOOD DISABLESNMP AUTHENTICATETRAP

gooobboo

goooogf

0000000000000 ooDo0o0DooDoO0UDDo0oDoDUooDoooo ADD SNMP COMMUNITY

TRAPHOST=ipadd 0 0 O

goooog

DISABLE SNMPO 1220000

ENABLE SNMPO 1350 00 O

ENABLE SNMP AUTHENTICATE.TRAPO 136 0 O OO
SHOW SNMPO 2410000
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DISABLE SNMP AUTHENTICATETRAP

DISABLE SNMP AUTHENTICATETRAP

0000000 oooo /ZSNMP

DISABLE SNMP AUTHENTICATETRAP

g

SNMPOOUDOODDOODOODOOODOODOOODOODOODO DISABLE SNMP AUTHENTICATE.TRAP
gooobboo

goooogf

000000000000000000000000000000000000ADD SNMP COMMUNITY
TRAPHOST=ipadd 0 0 O

goooog

DISABLE SNMPO 1220000

ENABLE SNMPO 1350 00 O

ENABLE SNMP AUTHENTICATETRAPO 137000 O
SHOW SNMPO 2410000
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DISABLE SNMP COMMUNITY

DISABLE SNMP COMMUNITY

0000000 oooo /ZSNMP

DISABLE SNMP COMMUNITY=community

community: SNMPOOODOO000OO01IO3R0000000000000000OOOOOO0OODO

g

o000 SNMPOOOODODODOOODODODO
goooog

COMMUNITY SNMPOODOOOOOODODO

goooog

DISABLE SNMPO 1220000

ENABLE SNMPO 1350 00 O

ENABLE SNMP COMMUNITYO 1380 0 00O
SHOW SNMPO 2410000

SHOW SNMP COMMUNITYD 2430000
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DISABLE SNTP

DISABLE SNTP

00000000000 /SNTP

DISABLE SNTP

g

SNTPOOOOOODOOOOODOOOODOODODOO

goooog

ENABLE SNTPO 1390000
PURGE SNTPO 156 D O O O
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DISABLE SSH SERVER

DISABLE SSH SERVER

00000000000 7 Secure Shell

DISABLE SSH SERVER

g

SSHOOOOOOOoooooooooooooooo

goooog

ENABLE SSH SERVEROD 140 00 00O
SET SSH SERVERO 1950 000
SHOW SSHO 2620000
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DISABLE TELNET

DISABLE TELNET

00000000000 /000000000

DISABLE TELNET

g

Telnet0 OO O0O0O00DOO0OOO0O0ODOO0OO0OODDOOOO

goooog

ENABLE TELNETO 1410000
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ENABLE AUTHENTICATION

ENABLE AUTHENTICATION

0000o0o0o0oo0o0ooo /000000

ENABLE AUTHENTICATION

g

gobooboooooobboooboobbo

goooog

DISABLE AUTHENTICATIONDO 116 0 O OO
SHOW AUTHENTICATIONO 20500 0 O
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ENABLE INTERFACE LINKTRAP

ENABLE INTERFACE LINKTRAP

0000000 oooo /ZSNMP

ENABLE INTERFACE[=interface] LINKTRAP

interface: 0 0000 010240

g

J000U000oooooooU0U0U0oUoo/000000o0oOoO0OoU0U0OUO0DOOO0O0DOUOODOOOoOon
ooooooooooom
00000000000 SHOW INTERFACEO O DO OO 000 OO ifLinkUpDownTrapEnable™

goooog

INTERFACE 00000010240 000000SHOW INTERFACED OO OOOIifIndex0 OO0 OO
uon

g
s 0000000 10000000/00000000000000000000

ENABLE INTERFACE=1 LINKTRAP

goooog

DISABLE INTERFACE LINKTRAPO 117000 0O
SHOW INTERFACED 2290 0 O O
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ENABLE LOG

ENABLE LOG

o0o0ooooooooo /00

ENABLE LOG

g

goboooboooobooobooboon

goooog

DISABLE LOGO 1180 00 O

goooo CentreCOM 9424T/SPO9408LC/SP DO OOODO0OOO 2.3 131
J613-M0109-12 Rev.F



ENABLE LOG OUTPUT

ENABLE LOG OUTPUT

o0o0ooooooooo /00

ENABLE LOG OUTPUT [=output-1id]

output-id: 00 00O 1DO 20200

g

goboooboooobooobooboon
goooog

OUTPUT 0000000 DO00DOUODODOOOODOODODOODOOOODOODOOOOOOD
uon

goooog

DISABLE LOG OUTPUTD 119000 O
ENABLE LOGO 1310000
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ENABLE MGMTACL

ENABLE MGMTACL

00000000000 /00000000000000000

ENABLE MGMTACL

g

gobbooobooooobooobooobooboboobboobooboon

g
] J0000ooooobooboboobbooboo

ENABLE MGMTACL

goooogd

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goobooooboogoo

goooog

CREATE MGMTACLO 8200 00O
DISABLE MGMTACLO 120000 O
SHOW MGMTACLO 2370000
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ENABLE RADIUSACCOUNTING

ENABLE RADIUSACCOUNTING

0000o0o0o0oo0o0ooo /000000

ENABLE RADIUSACCOUNTING

g

RADIUSO Remote Authentication Dial InUser Server0 0 0000000000000 O0OOOOOOOO
O0000DODO0OOSET RADIUSACCOUNTINGOOOODO STATUSO OO OO OO ENABLED O
goooooooo

goooog

DISABLE RADIUSACCOUNTINGO 1210000
SHOW RADIUSACCOUNTINGDO 2390000
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ENABLE SNMP

ENABLE SNMP

0000000 oooo /ZSNMP

ENABLE SNMP

g

SNMPOOOOOODOOODDOOODDOOODOOOOOO

goooog

DISABLE SNMPO 1220000

DISABLE SNMP COMMUNITYO 1250000
ENABLE SNMP COMMUNITYO 1380 0 00O
SHOW SNMPO 2410000

SHOW SNMP COMMUNITYD 2430000
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ENABLE SNMP AUTHENTICATE_TRAP

ENABLE SNMP AUTHENTICATE _TRAP

0000000 oooo /ZSNMP

ENABLE SNMP AUTHENTICATE_TRAP

g

SNMPOUOODOOOOODDOOOODDOOOODDOOOODDDOENABLE SNMP AUTHENTICATETRAP
gooobboo

goooogf

0000000000000000000000000000000O00ADD SNMP COMMUNITY
TRAPHOST=ipadd 0 0 O

goooog

ADD SNMP COMMUNITYO 710000

DISABLE SNMPO 1220000

DISABLE SNMP AUTHENTICATE.TRAPO 1230000
ENABLE SNMPO 1350 00 O

SHOW SNMPO 2410000
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ENABLE SNMP AUTHENTICATETRAP

ENABLE SNMP AUTHENTICATETRAP

0000000 oooo /ZSNMP

ENABLE SNMP AUTHENTICATETRAP

g

SNMPOOOUOODOODDOOODDODODOOODDOOODOODDOOOENABLE SNMP AUTHENTICATE TRAP
gooobboo

goooogf

0000000000000000000000000000000O00ADD SNMP COMMUNITY
TRAPHOST=ipadd 0 0 O

goooog

ADD SNMP COMMUNITYO 710000

DISABLE SNMPO 1220000

DISABLE SNMP AUTHENTICATETRAPO 124000 0O
ENABLE SNMPO 1350 00 O

SHOW SNMPO 2410000
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ENABLE SNMP COMMUNITY

ENABLE SNMP COMMUNITY

0000000 oooo /ZSNMP

ENABLE SNMP COMMUNITY=community

community: SNMPOOODOO000OO01IO3R0000000000000000OOOOOO0OODO

g

O000O0 SNMPOOOOODDOODDOOODOOODOOOODODOOO
goooog

COMMUNITY SNMPOODOOOOOODODO

goooog

DISABLE SNMPO 1220000

DISABLE SNMP COMMUNITYDO 1250000
ENABLE SNMPO 1350 00 O

SHOW SNMPO 2410000

SHOW SNMP COMMUNITYD 2430000
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ENABLE SNTP

ENABLE SNTP

00000000000 /SNTP

ENABLE SNTP

g

SNTPOOOOOODOOOOODOOOODOODODOO

goooog

DISABLE SNTPO 126 D OO O
PURGE SNTPO 156 D O O O
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ENABLE SSH SERVER

ENABLE SSH SERVER

00000000000 7 Secure Shell

ENABLE SSH SERVER HOSTKEY=key-id SERVERKEY=key-id [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: 0 0 0 000 6553501
hours: 000005000
seconds: 0 0 0600600 00O

0

SSHOOOOOOOoooooooooooooooo
SSHOOOOOOOOOOODOOOHostKeyDOOOOOODOServerKeyOl OO 200 RSAODDOOO
0000000000000 000U00 CREATEENCOKEYDOODODOOOOOOOODO

goooog

HOSTKEY 0000000000000 O0O00O0O0O 1024000 0CREATEENCOKEYDDOOOO
0000 UOTYPE=RSA

SERVERKEY 00000000000 00ODOOOOO0OOOOOO128000000000000 512
OD0O0D0DUOD0DUODUUODUOUOOCREATEENCOKEY DD OO DOOOOOTYPE=RSA

EXPIRYTIME OO0O00D0O0O0OOO0O00O0DMOOOOO0000ODODOOO0O0O0O0ODOOOOOOOoOn
gooo0o0O0oO0oO0U00O0DU0O0DU0ODUODDUDUUODOOD 0O

LOGINTIMEOUT 00000000000 e60C6eO00D0ODO0O0C0ODOO0OOOOODODOOODODODOO
0000000000000 0oooooooooooo 18000

goooog

DISABLE SSH SERVERO 127 00 00O
SET SSH SERVERO 1950 000
SHOW SSHO 2620000
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ENABLE TELNET

ENABLE TELNET

00000000000 /000000000

ENABLE TELNET

g

Telnet0 0O O0O0O00DOO0OO0O0ODOO0OO0OODDOOOO

goooog

DISABLE TELNETO 128000 O
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EXIT

=41

Oo0o0oooooooo /0000

EXIT

O0o000000oOooo0ooooooLOGOUTO OO OOLOGOFFO OO ODOQUITOOODOODODOO
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FORMAT DEVICE

FORMAT DEVICE

00000000000 /0000000000000

FORMAT DEVICE=flash

g

gobooopoooobooobo
goooog

DEVICE 0000000000 0ODOO0OO0ODOO0OO0O0OOOFLASHOD OO

goooogf

gobooobooooboobobooboobbobbooboobooon
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HELP

HELP

Oo0o0oooooooo /0000

HELP

gobooobooobooooo

gooooogono

# help
Available commands:

ACCess - Accesses a remote switch

ACTivate - Activates an instance of an object type

ADdA - Adds an instance of an object type

CLear - Clears all data relating to the object

COpy - Copy file

CReate - Makes a new instance of an object type

DELete - Removes an instance of an object

DEStroy - Destroys an object instance

DISable - Suspends the object operation while retaining its configuration
ENable - Allows an object to enter its operational state
EXit - Quits the current management session

FORMAT - Formats a file system drive

Help - Displays available commands

LOAd - Downloads a file

LOGOFF - Logs out of the current management session
LOGOUt - Logs out of the current management session

MAp - Maps various parameters

MEnu - Enters menu

PIng - Pings an IP address

PUrge - Clears all the object’s configurable data and disables it
Quit - Quits the current management session

REName - Rename file

RESEt - Restores the object to its stored configuration
RESTart - Restart the switch

SAve - Saves configuration

SEt - Sets the configuration of an existing object
SHow - Displays diagnostic information to the user
Upload - Uploads a file
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LOAD

LOAD

00000000000 /0000000000000

LOAD METHOD=TFTP DESTFILE={[device:]filename|APPBLOCK} {SRCFILE|
FILE}=filename SERVER=ipadd

LOAD METHOD=XMODEM DESTFILE={ [device:]filename|APPBLOCK}

LOAD METHOD=LOCAL DESTFILE=APPBLOCK {SRCFILE|FILE}= [device:] filename

device: 00000000 ODOOOOOflashOOO cflashOOO0O0O0OO000OO0O00OO0O0O0OOOOOOOOO
filename: 0000001028000
ipadd: IPO O OO

g

0000000000000 0OTFTPOXMODEM OO D OOOO/0000000000

METHOD O LOCALOO0DDOODOO0O0OODDDOODUOOODOODOOO0OODDOODOO0ODOooOoOoOOooooOn
goboooobogoobooobooboobobobbooboooboooboobbobbobbooo
gobooopooooboooobo

goooog

METHOD 0O0000O0O0O0TFTPOXMODEMOLOCALOOOODOOOOOOOO

DESTFILE 0000000000000 00000000O0O0D0O0.imgdO0OAPPBLOCKOODOOO
goboooobooooboooooooboobboobooboobbobboobboobobooobo
goboooobooooboooooooboobboobooboobbobboobboobobooobo
O00000ooooooooo0o0oooooooooooooooooviooooooooon
O00000000000000000000M ats63.img0i0000O00

SRCFILE/FILE DO0O00DO000000000D0O0000D0OD0O00O00O0O00O0

SERVER TFTPOOOODO IPOOOOO

g
m0000000setteicfg0 0 TFTPO DO D 0192.168.1.10300 000000000

LOAD METHOD=TFTP DESTFILE=settei.cfg SERVER=192.168.1.103 FILE=settei.cfg

goooogf
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OSRCFILE/FILED DESTFILECOOOOOODOOOOODOOOOOOOOOOOOOO
0000000000000 0000000000000000000O00D0O0ODO0SET CONFIGO
ooooboooooooooooooogg
oooooOoooooOoooooooboOoooOOoboOoobOOooOOobooooO0oboOooODOobOOoOooOoon
XMODEM O OOOO

googod

copvyOor6 oo
UPLOADO2690 000
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LOGOFF

LOGOFF
00000000000 /0000

LOGOFF

000000000 ooUooDooooLoGOUTOOODOOQUITOODOODUOEXITOODODOODOOO
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LOGOUT

LOGOUT

Oo0o0oooooooo /0000

LOGOUT

000000000000 U0000UUO0UOLOGOFFOOOODDOQUITOOODUOOEXITOOODODOOO
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PURGE AUTHENTICATION

PURGE AUTHENTICATION

0000o0o0o0oo0o0ooo /000000

PURGE AUTHENTICATION

g

goboooboooobooobooboon

goooog

DISABLE AUTHENTICATIONDO 116 0 O OO
ENABLE AUTHENTICATIONDO 1290000
SET AUTHENTICATIONCO 1630 000
SHOW AUTHENTICATIONO 20500 0 O
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PURGE LOG

PURGE LOG

o0o0ooooooooo /00

PURGE LOG [={TEMPORARY|PERMANENT}]

g

gobooooogoobooobooboobbobbooboooboboobboobo
goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooooogoobooobooboobobobbooboooboooboobbobbobbooo
gobooooogoobooobooboobbobbooboooboboobboobo

goooog

LOG 0O00U0UooDooooo0oooooooooooo0o0oooooooooooooooon
goboogoobooooboooooooboobboobooboobbobboobbooobbooobo
gbboooboooopoooboobbobboobooboooo

goooogd

gobooooboooobooboooboobo

goooog

DISABLE LOGO 1180 00 O
ENABLE LOGO 1310000
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PURGE MGMTACL

PURGE MGMTACL

00000000000 /00000000000000000

PURGE MGMTACL

g

Management ACLO O 00000 0O0O0OU0O0000O0OODOODOODODOODOOOOOOOODODODOOOOO
goooo

g

mJO0o0oooooobooboboobbooboobbobboboboooDo

PURGE MGMTACL

goooog

ADD MGMTACLO 690 00O
CREATE MGMTACLO 8200 00O
SET MGMTACLO 1770000
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PURGE SNMPV3 ACCESS

PURGE SNMPV3 ACCESS

0000000 oooo /ZSNMP

PURGE SNMPV3 ACCESS

g

OSNMPV3D O OO UOODODUOOOO0OOOoOoooo

g
s SNMPOOOOOODOOODOODODOOOO

PURGE SNMPV3 ACCESS

goooog

CREATE SNMPV3 ACCESSOI86 0 0 O O
DESTROY SNMPV3 ACCESSO 109 0 0 O O
SHOW SNMPV3 ACCESSO 24500 0 O
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PURGE SNMPV3 NOTIFY

PURGE SNMPV3 NOTIFY

0000000 oooo /ZSNMP

PURGE SNMPV3 NOTIFY

g

OSNMPV3D O ODODODODODOOODODOO

g
] J00o0oooooooooo

PURGE SNMPV3 NOTIFY

goooog

CREATE SNMPV3 NOTIFYO 91O OO O
DESTROY SNMPV3 NOTIFYD 112000 O
SHOW SNMPV3 NOTIFYD 252 0 00O
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PURGE SNMPV3 TARGETADDR

PURGE SNMPV3 TARGETADDR

0000000 oooo /ZSNMP

PURGE SNMPV3 TARGETADDR

g

OSNMPV3D O OO OODOUOO0OODOU0OO0DOUOODO0O0ODO0OODOOODOOoOoOQ

g
s SNMPOOOOOOOODOOOOOOO

PURGE SNMPV3 TARGETADDR

goooog

CREATE SNMPV3 TARGETADDRO 92000 O
DESTROY SNMPV3 TARGETADDRO 113 00 0 O
SHOW SNMPV3 TARGETADDRO 253 00 00
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PURGE SNMPV3 VIEW

PURGE SNMPV3 VIEW

0000000 oooo /ZSNMP

PURGE SNMPV3 VIEW

g

OSNMPV3D O ODODODODODOOODODOO

g
s SNMPOOOOOOOODOOOOOOO

PURGE SNMPV3 VIEW

goooog

CREATE SNMPV3 VIEWO 96 0 0O OO
DESTROY SNMPV3 VIEWO 1150000
SHOW SNMPV3 VIEWO 259 0 0 0 0O
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PURGE SNTP

PURGE SNTP

00000000000 /SNTP

PURGE SNTP

g

SNTPOOODOOODOOODOODOODOODUODODOO

goooogf

O00000oDO00oDO0O000 SNTPOOOODODOODOOODOODODDODODODODOODOOOODODOOODOO
gobooobooooboobooobo

goooog

DISABLE SNTPO 126 D OO O
ENABLE SNTPO 1390000
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QUIT

QUIT
0oo0oooDooooo /0000

QUIT

g

0000000000000 000000LOGOFFO OO OOLOGOUTOOOOOEXITOOOOOODOO
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RENAME

RENAME

00000000000 /0000000000000

RENAME [device:]src-filename [device:]dst-filename

device: 0000000000000 OflashOOO cflashD 0000000000000 O0O0O0OCOOOO0OOOO
gdddooooooooooooooooo

src-filename: 0O OO O0O0OO

dst-filename: 00O O OO OO

g

goooooooooo

goooog

DELETEFILED 98O0 OO DO
SHOW FILED 226 OO0 O O
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RESTART

RESTART

Oo0o0oooooooo /0000

RESTART {REBOOT|SWITCH} [CONFIG={filename|NONE}]

filename: 000 D000 0ODO0O.cfgn

g

goboobooobooboooboobbobbooboobooobbooo
CONFIGUOUOUODUOOUOO0O0oooooooooooooooooon

goooog

REBOOT 000000000 O0OOODOOOOO0ODOOOOOOODOOO CONFIGODODOOOODO
gooogooo

SWITCH 0000000000000000000000D000D0CONFIGDOODOO00ooooo
goboobooboooboobo

CONFIG 0000000000000 0DDUDOO0OODODDOODOUDUODDODODOODOOUODOSET
CONFIGUODUODUUODUODDOODUODDUODDODODODOONONED D DD ODODODOOOO
gobooboooboooboooboo

g
nJ0o0ooooooooobogobo

RESTART REBOOT

ml000 TEMPCFGOOOOOOOODODO

RESTART SWITCH CONFIG=TEMP.CFG

goooog

SHOW CONFIGDO 2090000
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SAVE CONFIGURATION

SAVE CONFIGURATION

00000000000 /0000000000

SAVE CONFIGURATION

g

goboooobooooobooooooboobobobboobooboobboobboobboobo

gooooogono

# save configuration

Saving current configuration ..... done'!

goooogf

ODU00D0D0OD0OD0ODODODOOONONED O 00000000000 OSETCONFIGOOODOOODOOODOODO
gooooooooobo
gooooboogobooobooboobobobbooboooboobboobbobbobbooo
gooobbgoo

goooog

SHOW CONFIGDO 2090000
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SAVE LOG

SAVE LOG

o0o0ooooooooo /00

SAVE LOG [={TEMPORARY|PERMANENT}] FILENAME=filename [FULL]
[MODULE=module-name] [REVERSE] [SEVERITY=severity] [OVERWRITE]

filetname: 00000010280 000000000000000.log0
module-name: 0 OO0 OO0
severity: 00O 0OUOOEOWOIOOOO

0

gobooboooboooon
goooog

LOG 0000000 UOOTEMPORARYORAMUD OO OO OOO PERMANENTONVSOOOOODO
O0ooooooo TEMPORARYORAMUODOOODOOODOOOOO

FILENAME 0OO0OO0OOOOOODOOO

FULL DOO0O0OO0OOO0ODOO0O0OODOOOO0OOO00OOO0OO0OOO00O0ODO0O0ODOO00OD0OooOrULLOODDO
oo oboobobobbbobooooooo

MODULE 000000000000 O0O00DOOODOOOOOOODOOO

REVERSE 0000000000 OOODOOOOOOOOO

SEVERITY 000000000 OOOEDErrord WO WarningD OO0 10 Information0D 00000
gjdodooooooooboboon

OVERWRITE 0000000000000 00D0O0O0O0O0O0O0DOO0O0O0OO0O00O00O0O0OO000O0O0O0O0
Jo00M@ooboooooboooooDbooooDobooooobOooooDoDobOooooooDO
oo oobobobooboobo

gooooogono

# save log filename=test.log
This operation can take a long time. Do you want to continue? [Yes/No] -> YES
Saving log to file...Complete

goooog

PURGE LOGO 1500 0 OO
SHOW LOGO 2310000
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SET ASYN

SET ASYN

0000o0o0o0oo0o0ooo /000000

SET ASYN [PROMPT={string|NONE|DEFAULT|OFF}] [SPEED={1200/2400[4800|9600|
19200|38400|57600/115200}]

string: 000010160 00000000000000O0UOOODOOO

0

gobooooboooobooboooboobo
gobooboobooobooobooboobbo

goooog
PROMPT 00000000 ODEFAULTONONEOOFFOOODOOOOOOODOODOOOSET PROMPT
oooooooo

SPEED 0000000000 OO000O0DOOOOOODOODOOOOO0O0ODODOOOOOOODOODO
0000000000000 0000000000D0o000o0o0ooooooon 9000

gooooogono

# set asyn prompt=kumanomi

kumanomi#

o
e 00000000 @MkumanomiD 000000

SET ASYN PROMPT=kumanomi

goooog

SHOW ASYND 2040 00O
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SET AUTHENTICATION

SET AUTHENTICATION

0000o0o0o0oo0o0ooo /000000

SET AUTHENTICATION [METHOD=RADIUS] [SECRET=secret] [TIMEOUT=1..60]

secret: 00000000103 000000000000O00O0OO0O0OOOOOOMm

g

gobooobooobooooo
goooog
METHOD RADIUSOOOOOO

SECRET RADIUSOOOOOODOOOOOOOOOOOOOOODODOOO ATIO
TIMEOUT 10600 00000000000 O0DODOOOO 1000

goooog

SHOW AUTHENTICATIONO 20500 0 O
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SET CFLASH DIR

SET CFLASH DIR

00000000000 /0000000000000

SET CFLASH DIR=dirpath

dirpath: 000000000000 O0OOOOOODO

g

09408LC/SP OO0 ODIDOOO0O0ODDIOOOOONONODDDOOOODONODOOOOOOOOOOOOO
gboooooobobooooooboboom

goooog

DIR 0000000000000 ODOOODOODOUOODOOO\OOO/000D000000O00O00DOOO
goooooooooboboobobobooobobobooobbbooobbbooobbbooooo
10000000000000000000000.MO0O000 2000000000

g

s 0000000000000000000000000/Ztestcfg/rip/200612200 0000000000
oo

SET CFLASH DIR=/testcfg/rip/20061220

s 00000000 /testcfg00 0000000 00O Ztestefg/rip/2006122000 00000000000

SET CFLASH DIR=rip/20061220

nl0000000000000O0000

SET CFLASH DIR=..

] J0000o0ooooboooDoo

SET CFLASH DIR=/

goooogf

0000000000000 o/00000000D0o\M 0000000000000 0DDOOoo0ooOOo0OO

164 | CentreCOM 9424T/SPO09408LC/SP OO DOO0O00ODDOOO 2.3 gooood
J613-M0109-12 Rev.F



gooooooooOooooooooooo\bboOoooooooo
0o0oo0ooooooooo.0oooo0oo0oooooom./Z.000. Zotherdiro DODOOOOOO
ooooooog

googod

SHOW CFLASHO 2070000
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SET CONFIG

SET CONFIG

00000000000 /0000000000

SET CONFIG={ [device:]filename|NONE}

device 000D 0DO0ODO00OOOOOOflashOOO cflashD0D0000O0000000O00ODOOOOOOO
filename: 00000010280 0000000007"@#%$% & ()--{}00000000000.cfgn

g

gooboooogobooobooboobbooboobooobboobboobo
goooog

CONFIG 000000000000 .cfgtONONEDDODODOOODODODODD0O0O0DODOOOooDooon
O0000000bootcfg0 000000 DOOOD0ODOOODDOOODDOOODDOOO

goooogf

000000000000 o0oD0O00000000OD0O00OSHOW CONFIGD O OO OO OO DO Boot
configurationfileD OO 000000000 (Notfound)DOODOOOO
0000000000000 0bootcfg0 0000000000 DOO0O/000000000Defaultn D
goooooo
09408LC/SPOO00IDOODDIOOOIODOODOOOOOODDOODODOOOOOODDOODOOOOODOOO
0000000000000 DefautD0 0000000

goooog

CREATE CONFIGO 77000 O
RESTARTO 1590 00 O
SHOW CONFIGO 2090 0 0O
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SET DOS

SET DOS

Oo0o0oooooooo /0000

SET DOS [IPADDRESS=ipadd] [SUBNET=ipadd] [UPLINKPORT={port-1ist|ALL}]

ipadd: IPO O OO
port-list: 0000000000100 00000000000O0O0OOODOON)

g

goboooboooobbooboo
Smurf Attack 0 00 Land Attack D000 O000IPOO0O00OO0OD0OOD0OODOOOOOOODOOOLand
Attack D 0000000000000 0D00OOO0OO

goooog

IPADDRESS IPOO00000O000O0O0O0OO0OOOOOOOOOOOO0OOOOOOOOOOOOOO
olPOOOODOOOO

SUBNET 000000000000 OO00O0O0ODOOOO00ODOODODOOO0O00DOODOOO0OOOOODO
0000000000000 000000000192.168.1.10192.168.1.2550 0000000000
000000000 0255.255.255.0000000

UPLINKPORT 0000000000 O0DOOOOO0OOOOOOODOOOOO1I000000000OO
O0O0O0OLandattack 000000000000

g

mlandattack 0000000000 IPOOODOO 1921681010000 000 255.255.255.00 000 0
o0o0o0o0ooUoD 24000000

SET DOS IPADDRESS=192.168.10.1 SUBNET=255.255.255.0 UPLINKPORT=24

goooog

SHOW DOSO 212000 O
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SET DOS IPOPTION

SET DOS IPOPTION

Oo0o0oooooooo /0000

SET DOS IPOPTION [PORT={port-list|ALL}] [STATE={ENABLE|DISABLE}]
[MIRRORING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]

port-list: 0000000000100 0000000000O00OOOOOOO)

0

IP Options Attack 000000000000
goooog

PORT 0OO0OO0OOOOOO

STATE IPOptions Attack D00 0000000000000 O000OOENABLE]OOOOOO DISABLE
000000000000 oooo DISABLED OO M

MIRRORING 0000000000 0DODOOOO0OOO0O00ODOOODOOODOOOOOODOOOOOOOn
SETSWITCHMIRRORO O OOOOOOOODODOOOOOO

g
s 00000000080 700000000000000

SET DOS IPOPTION PORT=5,7 STATE=ENABLE

goooog

SHOW DOS IPOPTIOND 2130 000
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SET DOS LAND

SET DOS LAND

Oo0o0oooooooo /0000

SET DOS LAND [PORT={port-list|ALL}] [STATE={ENABLE|DISABLE}]
[MIRRORING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]

port-list: 0000000000100 0000000000O00OOOOOOO)

0

Land Attack DO 0OO0O0O0000O0OOO
goooog

PORT 0OO0OO0OOOOOO

STATE Land Attack 00 0000000000000 OUO0OUOOENABLEDOODOOOO DISABLED O
0000000000000 o DISABLED OO M

MIRRORING 0000000000 0DODOOOO0OOO0O00ODOOODOOODOOOOOODOOOOOOOn
SETSWITCHMIRRORO O OOOOOOOODODOOOOOO

g
s 00000000 S0O70000000000000O

SET DOS LAND PORT=5,7 STATE=ENABLE

goooog

SETDOSO 1670000
SHOW DOSO 212000 O
SHOW DOS LANDO 2150000
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SET DOS PINGOFDEATH

SET DOS PINGOFDEATH

Oo0o0oooooooo /0000

SET DOS PINGOFDEATH [PORT={port-list|ALL}] [STATE={ENABLE|DISABLE}]
[MIRRORING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]

port-list: 0000000000100 0000000000O00OOOOOOO)

0

Pingof DeathO OO OO0 OOODOODOOO
goooog

PORT 0OO0OO0OOOOOO

STATE PingofDeathOO0 0 U0ODO0O0DU0UOOODUDOODUDOOOOENABLEDOOOOOO DISABLE
000000000000 oooo DISABLED OO M

MIRRORING 0000000000 0DODOOOO0OOO0O00ODOOODOOODOOOOOODOOOOOOOn
SETSWITCHMIRRORO O OOOOOOOODODOOOOOO

g
s 000000000 105S00000000000000

SET DOS PINGOFDEATH PORT=1,5 STATE=ENABLE

goooogd

goooooocPUOODOODODOOODODOOOODOOOOODODOODDOOOOOOOOOOOOOOOOOOO
goooooo

goooog

SHOW DOS PINGOFDEATHO 217 00 0 O
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SET DOS SMURF

SET DOS SMURF

Oo0o0oooooooo /0000

SET DOS SMURF [PORT={port-list|ALL}] [STATE={ENABLE|DISABLE}]

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

Smurf Attack 000000000000
goooog

PORT OOOOOOODODO
STATE SmurfAttack 0000000000000 0O0O0O0OUOOOENABLEDOOODOOO DISABLE
000000000000 oooo DISABLED OO M

g
s 00000000 180200 0000000000000

SET DOS SMURF PORT=18-20 STATE=ENABLE

goooog

SETDOSO 1670000
SHOW DOSO 212000 O
SHOW DOS SMURFO 2190000
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SET DOS SYNFLOOD

SET DOS SYNFLOOD

Oo0o0oooooooo /0000

SET DOS SYNFLOOD [PORT={port-list|ALL}] [STATE={ENABLE|DISABLE}]

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

SYN Flood Attack 0O OO0 O00OOoOoooOO
goooog

PORT OOOOOOODODO
STATE SYNFlood Attack D D00 0000000000000 0O0O0OENABLEIOOOOOO DISABLE
000000000000 oooo DISABLED OO M

g
s 00000000 180200 0000000000000

SET DOS SYNFLOOD PORT=18-20 STATE=ENABLE

goooog

SHOW DOS SYNFLOODOD 2210000
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SET DOS TEARDROP

SET DOS TEARDROP

Oo0o0oooooooo /0000

SET DOS TEARDROP [PORT={port-list|ALL}] [STATE={ENABLE|DISABLE}]
[MIRRORING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]

port-list: 0000000000100 0000000000O00OOOOOOO)

0

Teardrop Attack 00D 0000000000
ogooooo

PORT 0OO0OO0OOOOOO

STATE Teardrop Attack 000000000000 UOO0OUOUOENABLEDOODOOOO DISABLE
000000000000 oooo DISABLED OO M

MIRRORING 0000000000 0DODOOOO0OOO0O00ODOOODOOODOOOOOODOOOOOOOn
SETSWITCHMIRRORO O OOOOOOOODODOOOOOO

g
s 0000000024 00000000000000

SET DOS TEARDROP PORT=24 STATE=ENABLE

goooogd

goopoooocPUOOODOODOODODDOOODOOOOODODOODDOOOOOOOODOOOOOOOOOOO
l0ooooooooooogd

goooog

SHOW DOS TEARDROPO 223 00 00O
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SET ENCO KEY

SET ENCO KEY

oooooooooon / Secure Shell
SET ENCO KEY=key-id [DESCRIPTION=string]

key-id: 0 0O O 000 655350
string: 00001012700 00000000000000000O00OO0O0OOOOODOO

g

gobooboooboooon
goooog

KEY 0000
DESCRIPTION O0OO0OOO

goooog

CREATEENCOKEYO 7800 00O
DESTROY ENCO KEYD 10500 0O
SHOW ENCO KEYD 225000
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SET LOG FULLACTION

SET LOG FULLACTION

o0o0ooooooooo /00

SET LOG FULLACTION [TEMPORARY={HALT|WRAP}] [PERMANENT={HALT|WRAP}]

g

gobooboogobooboooboobbobbooboon
goooog

TEMPORARY 0000 TEMPORARYDODOODODODODODODRAMOIDOOODODODOODODODODOOOOOO
000000000000 0O00DHALTOODODODOODODOO0DDODOOO0ODOD0O0ODODD M OO0OO0WRAP
gooooooooooobobbbbobooboooooooobobb bbb bbobooooo
WRAPQO

PERMANENT 0000 TEMPORARYODOOOODOOOONVSOOODOOODOODOODOODOO
0000000000000 00DHALTOODODODOODODO0ODODOO0O0ODODO0ODODD M OO0OO0WRAP
gooooooooooobobbbbobooboooooooobobb bbb bbobooooo
WRAPQO

g
s TEMPORARY U 0000000 ODO0OODODOODODOOOOODOOODOODOOOOOODOO

SET LOG FULLACTION TEMPORARY=HALT

goooog

SHOW LOG STATUSO 236 D O OO
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SET LOG OUTPUT

SET LOG OUTPUT

o0o0ooooooooo /00

SET LOG OUTPUT=output-id [DESTINATION=SYSLOG] [SERVER=1padd]
[FACILITY={DEFAULT|LOCAL1|LOCAL2|LOCAL3|LOCAL4|LOCAL5|LOCALG|LOCALY}]
[SYSLOGFORMAT={NORMAL|EXTENDED}] [MODULE={ALL|module-list}]
[SEVERITY={ALL|severity-1ist}]

output-id: 00 00O 1DO 20200

ipadd: IPO O OO

module-list: 00 0000000000000 0OOOOOO
severity-list: OO OO0O0OEW,I 0000000000000 OOOOO

g

syslogOD 000000000 syslogOODO0OO000000000O0O0OO
goooog

OUTPUT 00000 IDO2020000000000000

DESTINATION 0000000 OO0OO0OO0OSYSLOGOSERVEROOOODOODOOOODOO syslogd O
O0000o000o0ooosyslog0D 0000000000000 0D00O0O0O

SERVER DESTINATIONDO SYSLOGU OO OO0 OOOOO0OO00O0OIPOOODDOOOOOOSsyslog
goopgoubrPsS40000000O

FACILITY syslogO 000000 00000000000000O0OLOCALIO700000000O0O
0000 00DEFAULTO

SYSLOGFORMAT syslogO 00000000000 OEXTENDED] 00000000 OO0sysNamel
O0000000 NORMALODOOOODODOOODODODOOODODODODOODODOODOODO EXTENDEDD

MODULE 0000000

SEVERITY 000000000000

goooog

CREATE LOG OUTPUTO 80O DO OO
DESTROY LOG OUTPUTO 106 OO O O
SHOW LOG OUTPUTO 2340 000
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SET MGMTACL

SET MGMTACL

00000000000 /00000000000000000

SET MGMTACL ID=1..256 [IPADDRESS=ipadd] [MASK=ipadd]
[APPLICATION={TELNET|PING|ALL}]

g

Management ACLO O 0O0O0O0O0O0O0O0OU0O0000OO0OODOODOODODOODOOOOOOOODODODOOOOO
gooo

goooog

ID 00000000

IPADDRESS IPOOO0O00O0OOO0OOOOOODODOOLOOODODDOODO

MASK IPADRESSO 000000 OOOO IPOOOUO0OODOOIPODDOODOOOOODDODOOOODO
odoo0ooooooooooooooooooooooooooooooooo IPODODOOOO
000000000 255.255.255.255" 000 000192.168.10.0/240 0000000000000
00 255.255.255.0" DOOOOOOOOOOOOOoo0o0DDOODOO

APPLICATION 0O00O0O0OD0O0O0OO0O0O0O0OOOODOODOOOOOOOOOOODOOOOOTELNETO
PINGOALLODOODOOOOODOODUODODUODALLOODOOOOO

gooooogono

# set mgmtacl id=10 ipaddress=192.168.1.20 mask=255.255.255.255

g
s 000000 1000IPOOOODO 1921681200 00000000 255.255.255.255 00000

SET MGMTACL ID=10 IPADDRESS=192.168.1.20 MASK=255.255.255.255

goooog

CREATE MGMTACLO 8200 00O
SHOW MGMTACLO 2370000
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SET PASSWORD

SET PASSWORD

0000o0o0o0oo0o0ooo /000000

SET PASSWORD {MANAGER|OPERATOR}

g

MANAGERO OO OO OPERATORI DD ODOOOODODODODODODODOODDOSET USER PASSWORD
gooobboo
0000000000000 ODU00LDU0UDUDUoDUDOUoUO 200000000

goooog

MANAGER/OPERATOR 0000000000000 O00OOOOOOODOODOOOOOO01600000
gobooobooopoooboobbo

gooooggon

# set password manager

Enter current manager password->**x*x*xx[J[1 0000000000 0O0+*00000O00O
Enter new manager password->*****xx[J 00000000000 *000000O0O0
Re-enter manager password ->**xxxx[J 0000000000000 0O0OOOO0O0O

# set password operator
Enter new operator password->*****x**x[([ 0000000000000 0000O
Re-enter operator password ->***x*x*x*xxx[J[ 0000000000000 0O00OOOOO0O

goooogf

goooooo0oooo000oDU00DULDUUDDULDUOUDOOO

goooog

SET USER PASSWORDO 203000 O
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SET PROMPT

SET PROMPT

0000o0o0o0oo0o0ooo /000000

SET PROMPT={string NONE|DEFAULT|OFF}

string: 00 001016000000000000000O0OOODOOO

g

O00000D0DUOD0DUO0DUOUDEFAULTO NONEDOOFFOO DD ODDUOODODUODOUOOOSET ASYN DO
0000 PROMPTOOOODOODDOODODOODODO
gobooboobbooobooobooboobbo

goooog
PROMPT 0O0O0O0O0O0OOOODEFAULTONONEDOFFOOOOODODDOOOOODOOO
g

e 00000000 @MkumanomiD 000000

SET PROMPT=kumanomi
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SET RADIUSACCOUNTING

SET RADIUSACCOUNTING

0000o0o0o0oo0o0ooo /000000

SET RADIUSACCOUNTING [STATUS={ENABLED|DISABLED}] [SERVERPORT=port]
[TYPE=NETWORK] [TRIGGER={START.STOP|STOP.ONLY}] [UPDATEENABLE={ENABLED]|
DISABLED}] [INTERVAL=30..300]

port: UDP O OO 0O OO 10655350

g

RADIUSO Remote Authentication Dial InUser Server0 OO0 0000000000000 DOODOOO
goo

goooog

STATUS 000000000000 0O00OO0DO0OODOOOENABLERADIUSACCOUNTINGOOOODO
DISABLE RADIUSACCOUNTING OO OOOOOO

SERVERPORT RADIUSOOOOOOOOOOOOOOUDPOOOOODOOOOODOD 181300

TYPE 0000000 0D0OO0O00DDOO0OOUOU00OO0OOOOO0O0OONETWORKDODDODDOOODOOOOO
gooooboooooo

TRIGGER 00000000000 COODOOOOOOOOOOOODODOOOOOOOODDOSTART.STOP
O000ooooooooooooooOon STOP.ONLYD OOODDDODDOODDODODODODOoDOOoooooo
0000000 START_.STOPO

UPDATEENABLE 000000000000 OO0OO0OO0OO0OO0O0OO0OOODOODOOOOOOOODOOO
000000000000 00000D00D000O0DUENABLEDO OO OODOO DISABLEDO OO
0000000000000 O0DUDISABLEDD

INTERVAL 000000000000 DOO0OO0OOO0OOOO3o3o0oooooooooooooo
006000 M

goooog

SHOW RADIUSACCOUNTINGDO 2390000
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SET SNMP COMMUNITY

SET SNMP COMMUNITY

0000000 oooo /ZSNMP

SET SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [OPEN={ON|OFF|YES|NO|
TRUE|FALSE}]

community: SNMPO OO OO00O0OO0103R0000000000000000OOOOO0OODO

0

SNMPOOOOOOODOODOOODOODODODOOODODODO
goooog

COMMUNITY SNMPOOOOOOOOO

ACCESS 00000000000 0D0DD0OOD0ODODOREADODODOOOOOOODDOOgetdget-nextd
OCODOOWRITEOOOOODOOOgetOget-nextOset0 000000

OPEN SNMPUOOOUOODOODODOODUODOODOOOODDOOODDOODODOONOODDDOODODOOOO
MANAGEROOOODODO0O0DODO0DO0DO0O0DO0DO0O0DOODOOOOOOOOOOYESODDODOOODOOOOO
OSNMPOOOUOOOOOOONOYESOTRUEOD O OFFONOOFALSEO DO OOOOODOODO

goooogf

ODOPENODUOODUDOODODOUOONOUDDDODDODODDODODDODODODDO SNMPOOODDODOODO

goooog

CREATE SNMP COMMUNITYO 840000
DESTROY SNMP COMMUNITYO 108 0 O O O
SHOW SNMP COMMUNITYD 2430000
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SET SNMPV3 ACCESS

SET SNMPV3 ACCESS

0000000 oooo /ZSNMP

SET SNMPV3 ACCESS=group SECURITYMODEL={V1|v2C|V3}
SECURITYLEVEL={NOAUTHENTICATION|AUTHENTICATION|PRIVACY} [READVIEW=view]
[WRITEVIEW=view] [NOTIFYVIEW=view] [STORAGETYPE={VOLATILE|NONVOLATILE}]

group: SNMPO OO O001063000000000000000O000O0O0O0OOOO0O0OOO0OO0OOOOOODO
ooooo

view: SNMPO OO0 0D106300000000000000000D000D0DO0O0OU0OODO0DODOOOOODO
oooo

g

OSNMPV3D O OO UOODODUOOOOOOoOooooo
goooog

ACCESS SNMPOOODOODO

SECURITYMODEL 0OOO0OO0OO0OO0O0O00O0OO0OO0O0O0OO0O0OO0OO0 SNMPOUOOODOOOOODOOOOOO
00 v10 SNMPv1M v2cd SNMPv2cl v3O SNMPV3D 00 0D 00O O

SECURITYLEVEL OO0OO0O0OO0OO0O0O0O00OO0OO0ODOO0OO0OOO0OO0OO0OOOOO0O0OOO0O0OOODOOOOOOOO0
noauthenticationD 0 0 00 00 0 00 O MJauthenticationD D00 00000 OO M privacyd O
ggdooooooooooobooo

READVIEW 000000000000 DOOOCOOOOMIBOOOODOOODDODOOODODOODODODOOOO
ODOOO0OO0OCREATESNMPVIVIEW D OO OOOOODOODODODODODODODOODOODOOOOODOOOO
goooMiBOOOODODoOoDOooOOoOOd

WRITEVIEW 00000000000 O0OODOOOCOOCOMIBOOOODODODODOODODODODOODODOOOO
ODOOO0OOCREATESNMPVIVIEW D OO OOOOODOODODODODODODODODODOODOOOODOOOO
goooMiBOOOODODoOoDOoOoOOoOOd

NOTIFYVIEW 0O0000000O000oo0ooooooMIBOODoOOOoOOoOOoOoooooooooOoO
ODO0OD0DO0OODOOOCREATESNMPVIVIEW O OO OODOOODODOODOODODOOOOOOODOOOO
JoodooooMIBODODODODOODOODOOODOOO

STORAGETYPE 0OOO0OOO0OOOONONVOLATILEDDODOOOOOOOVOLATILEDDODDOOGOOO
ODOO0OO0OOVOLATILED D ODODO O

goooog

CREATE SNMPV3 ACCESSOI86 0 0 O O
SHOW SNMPV3 ACCESSO 24500 0 O
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SET SNMPV3 COMMUNITY

SET SNMPV3 COMMUNITY

0000000 oooo /ZSNMP

SET SNMPV3 COMMUNITY INDEX=index [COMMUNITYNAME=community]
[SECURITYNAME=username] [TRANSPORTTAG=tag] [STORAGETYPE={VOLATILE|
NONVOLATILE}]

index 0000000106300 0000000000000O0DO00O0ODOO0ODOODOODOOOODOOOOOOODO
oooo

community: 0000000001630 0000000000000 00D0DO0OUOODO0DOUOODOODOUOO
oooooooo

username: SNMPO OO0 0010320 00000000000000000000000O000O000DOO0OO0ODOO
ooooooo

tag: J00O000O00010G300000000000000O0O0OO0OD0O0OD0OOO0OO0OOO0O0OOO0OOOOO
oooo

g

OSNMPV3OSNMPOOOODOOOODODOOOOODODO
goooog

INDEX OOO0OO0OOO0OOno

COMMUNITYNAME 0000000000 O0DOODOOOOOOOO

SECURITYNAME SNMPv1O OO v2cOOOOOOOOOOOIADDSNMPV3USERO OO OO
gbobobooboobobooogom

TRANSPORTTAG 0000

STORAGETYPE 0OO0OOOOOOONONVOLATILEDOODODOOOOOVOLATILEDODDODODODOOO
O0OO0OOOOVOLATILEDOODOOO M

g
s SNMPOOOUOO0OO0OOOINdex30O0OODOO00O000O0O0O0O0OO0O

SET SNMPV3 COMMUNITY INDEX=Index3 COMMUNITYNAME=kumakuma
SECURITYNAME=test TRANSPORTTAG=trans STORAGETYPE=nonvolatile

goooogf

OSNMPVL/v2c 00 0000000000000 000000DO0publiccOprivate000000000O
goooooo
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googod

CREATE SNMPV3 COMMUNITYD 88 0 00O
SHOW SNMPV3 COMMUNITYO 2470000
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SET SNMPV3 GROUP

SET SNMPV3 GROUP

0000000 oooo /ZSNMP

SET SNMPV3 GROUP USERNAME=username SECURITYMODEL={V1|v2C|v3}
[GROUPNAME=group] [STORAGETYPE={VOLATILE|NONVOLATILE}]

username: SNMPO OO0 0010320 0000000000000000000000000O000DOO0OO0ODOO
ooooooo

group: SNMPO OO O001063000000000000000O000O0O0O0OOO0O0OOOOOOOOOOODO
ooooo

0

OSNMPV3D O OOOOODOODOU0OO0ODOUOODO0ODODOODODOODODOOOOQ

goooog

USERNAME SNMPOOOOOOOOOOOOADDSNMPV3IUSEROOOOOODOOOO

GROUP SNMPOOOODOOOOOODODOUOCREATESNMPV3ACCESSOOOOOOOOOO

SECURITYMODEL 0OOO0OO0OO0OO0O0O00O0OO0OO0O0O0OO0O0OO0OO0 SNMPOUOOODOOOOODOOOOOO
0 0 v1O SNMPv1I v2cO SNMPv2c11 v3OSNMPV3D 00000 dd

STORAGETYPE 0OOO0OOO0OOOONONVOLATILEDDODOOOOOOOVOLATILEDDODDODOOGOGOO
ODOO0OO0OOVOLATILED D OODO O

0
s SNMP OO0 00systemadmin240 0000 SNMPO O OO Ooperators0000000

SET SNMPV3 GROUP USERNAME=systemadmin24 SECURITYMODEL=V3 GROUP=operators
STORAGETYPE=nonvolatile

goooog

DESTROY SNMPV3 GROUPO 11100 00O
SET SNMPV3 GROUPO 1850 000
SHOW SNMPV3 GROUPO 250 0 O O O
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SET SNMPV3 NOTIFY

SET SNMPV3 NOTIFY

0000000 oooo /ZSNMP

SET SNMPV3 NOTIFY=notify [TAG=tag] [TYPE={TRAP|INFORM}]
[STORAGETYPE={VOLATILE|NONVOLATILE}]

notify: 000010630 000000000000000OO0ODO0OO0OODODOOOOOOO0DODOOOOUOOOD
tag: 000010630 0000000000000000O000O00O00O0O0O0O000O00OOO0OOOOOOOO

0

OSNMPV3D OO O OOOOOOOOO
goooog

NOTIFY 0000

TAG 0000

TYPE 00000000000 0OO0OUOOODOO0OOOOTRAPOODOOOOOODO INFORMOODOODOOO
000000000 0ooDo0onooOTRAPODOODOO

STORAGETYPE 0OO0OOOOOOONONVOLATILEDOODODOOOOOVOLATILEDODDODODOOO
OD0O0ODO0DOOVOLATILED DO OO O M

g
m0000sysadmintrap0 0000000000000

SET SNMPV3 NOTIFY=sysadmintrap TAG=testtag TYPE=TRAP
STORAGETYPE=nonvolatile

goooog

CREATE SNMPV3 NOTIFYO 91O OO O
DESTROY SNMPV3 NOTIFYD 112000 O
SHOW SNMPV3 NOTIFYD 252 0 0 00O
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SET SNMPV3 TARGETADDR

SET SNMPV3 TARGETADDR

0000000 oooo /ZSNMP

SET SNMPV3 TARGETADDR=target PARAMS=params IPADDRESS=ipadd
[UDPPORT=0..65535] [TIMEOUT=0..2147483647] [RETRIES=0..255]
[TAGLIST=tag] [STORAGETYPE={VOLATILE|NONVOLATILE}]

target: SNMP O 00000010630 00000000000000000O0O0O0OOODODOOOOOOOOODOOOO
gooooo

params: SNMP O O0O000000O0O0O00OO0O00D10630000000000000000O0O0OOOO0OOOOOO
gooooooooooooooo

ipadd: IPO O OO

tag: 000010250 00000000000000000000000000O00O0OO0OOOO0OOOODOOOO
gooooooooooooooooooboog

g

OSNMPV3D O OOODOUOO0OODU0OO0DOUOODO0O0ODO0OODOOODOoooog

goooog

TARGETADDR SNMPOOOOOOO

PARAMS SNMPOOOOODOOODOOOOOOOOCREATE SNMPV3 TARGETPARAMS D O OO
goboogobooooboooboobbobboo

IPADDRESS DOOOOOO IPOOOODO

UDPPORT 0OO0O0O0O0OOOODOOUDPOOOOOOGS3SOIOOO0OOOOOOODODODOOILe20

TIMEOUT 000000000DOO0OODOOOOOOOO0O0000O0ODOODODOODOOOOOOOOOO0OO0
Oo0oooooooooiseonoonm

RETRIES 0000000 O0O0OOOO0DODOOOO0OOODOOOOOOOOOOOD30OM

TAGLIST 0O000OCREATESNMPV3NOTIFY O OO OOOOOOCREATE SNMPV3 COMMUNITY
goboooboooooooobooobo

STORAGETYPE 0OO0OOOOOOONONVOLATILEDOODOOOOOOVOLATILEDODDODODODOOO
O0OO0OOOOVOLATILEDOODOOO M

g
s SNMPOOOOOOhostd5100 IPOODD0OOOODOOOOO

SET SNMPV3 TARGETADDR=host451 PARAMS=SNMPmanagerPC
IPADDRESS=192.168.1.200 STORAGETYPE=nonvolatile
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googod

CREATE SNMPV3 TARGETADDRO 920000
SHOW SNMPV3 TARGETADDRO 2530000
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SET SNMPV3 TARGETPARAMS

SET SNMPV3 TARGETPARAMS

0000000 oooo /ZSNMP

SET SNMPV3 TARGETPARAMS=params [USERNAME=username] [SECURITYMODEL={V1|
v2C|v3}] [MESSAGEPROCESSING={V1|v2C|V3}]
[SECURITYLEVEL={NOAUTHENTICATION|AUTHENTICATION|PRIVACY}]
[STORAGETYPE={VOLATILE|NONVOLATILE}]

params: SNMP O OO 00000000000 OOI063 0000000000000 0000O00DOOOO0ODOO
obooooooooooooooo

username: SNMPO OO0 0010320 0000000000000000000000000O000DOO0OO0ODOO
ooooooo

g

OSNMPV3D O OO ODODOOOO0OO0O0OO0OOO0ODOODODOO00D0D00D0D00D0D000000O00DOOoDOODOO
uon

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOOO

USERNAME SNMPOOOOOOOOOOOOADDSNMPVIUSEROODOOOODOOOO

SECURITYMODEL SNMPOOOOOOUOODOO SNMPOOOOODODOODODOODOOOOOVL
0 SNMPv11 V2CO SNMPv2cI V3O SNMPV3OD O OO 0000

MESSAGEPROCESSING SECURITYMODEL O V1O0O0O0O V2CO0O000000000000O0OO
O0oooooo SNMPOOUOOODOODODOOOODOOOOVIOSNMPYLTIV2CO SNMPv2c]
V3OSNMPV3O O OO OO OOSECURITYMODELOD V3OOOODOOOoOooooooO v3oood
good

SECURITYLEVEL OO0OO0OO0O0OO0OO0OO000O0OO0OO0OO0OOOO0O00OO0OO0O0DOOOO0ODOOOODOOOOO0
0 0 noauthenticationD 000 000 0O 0 0O (M authenticationd O 00 00 000 OO M privacy
goooooooooooooboboob

STORAGETYPE 0OOO0OOO0OOOONONVOLATILEDDODOOOOOOOVOLATILEDDODDOOGOGOO
ODOO0OO0OOVOLATILED D OODO O

g

s SNMPOUOOOOOODODOOOODODOOSNMPmanagerPCO O SECURITYLEVELO O DOOOOOOO
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SET SNMPV3 TARGETPARAMS

SET SNMPV3 TARGETPARAMS=SNMPmanagerPC USERNAME=systemadmin24
SECURITYMODEL=V3 MESSAGEPROCESSING=V3 SECURITYLEVEL=AUTHENTICATION
STORAGETYPE=nonvolatile

goooog

CREATE SNMPV3 TARGETPARAMSO 94 0 0 0O O
SHOW SNMPV3 TARGETPARAMSO 2550 0 0 O
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SET SNMPV3 USER

SET SNMPV3 USER

0000000 oooo /ZSNMP

SET SNMPV3 USER=username [AUTHENTICATION={MD5|SHA}]
[AUTHPASSWORD=password] [PRIVPASSWORD=password] [STORAGETYPE={VOLATILE]
NONVOLATILE}]

username: SNMP O OO0 0010320 00000000000000000000000O000O000DOO0OO0ODOO
ooooooo

password: 00000010320 00000000000000000000O0000ODO0DOOOOOOODODOODO
oooo

g

OSNMPV3D OO O OOOOOOOOOO
goooog

USER SNMPOOOOODO

AUTHENTICATION OOO0OO0OOOO0OOMDSOSHAODOOOOODODOOOODOODOOOODDOODOODOOOO
NONEDO O OOOOOoooo

AUTHPASSWORD 0000000 OAUTHENTICATIONOOMDSO SHAODOOODODODOOOO
gooogooo

PRIVPASSWORD 00000000 OOO0O0ODOODODOOOOODOOOOOODOOODESDOOOO
AUTHENTICATIONO NONEDO OOOOOOODOODOoOooOoooo

STORAGETYPE 0OO0OOOOOOONONVOLATILEDOODOOOOOOVOLATILEDODDDODODOOO
O0OO0OOOOVOLATILEDOODOOO M

g
s SNMP O OO0O0O0Osystemadmin240 00 0000000000000 0O0O

SET SNMPV3 USER=systemadmin24 AUTHENTICATION=SHA AUTHPASSWORD=kumakuma
STORAGETYPE=nonvolatile

goooog

ADD SNMPV3 USERO 720000
SHOW SNMPV3 USERO 257 0 O OO
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SET SNMPV3 VIEW

SET SNMPV3 VIEW

0000000 oooo /ZSNMP

SET SNMPV3 VIEW=view [SUBTREE={node-oid|node-name}] [MASK=mask]
[TYPE={INCLUDED|EXCLUDED}] [STORAGETYPE={VOLATILE[NONVOLATILE}]

view: SNMPO O 00010630 00000000000000000000D0OCO0O00OO0O0OOOOOOOOOO0O
ooood

node-oid: MIBO OO OIDO 1361 0000000000000000000000O0O0 320000000000
node-name: MIBOOOOODOODOOOOOO

mask: MIBOOO OIDOOO0OO0xxxx:xx0OOO16O0O0ODOO0O0OOOOoOIDOOoOooooooogogoo

0

OSNMPV3D OO O OOOOOOOOO
goooog

VIEW SNMPOOOOO

SUBTREE MIBO OO0 OIDO Object Identifier0 0D OO0 Ointernet0 00000000

MASK MIBOOO OIDOOOOO600000000O0O0OOD136106000000000ODO0O0OO
01101(2) 0 D6 OO O MDFI6)I 0D D00 DOxxXxxxx 00000 000000000100
goooooooo

TYPE 00OOCOMIBOOOUOODODODUOODOODODODODODODOOINCLUDED OO0 MmMEXCLUDED OO OODO
00000000000 INCLUDED

STORAGETYPE 0O0OO0O0O0OO0OONONVOLATILEDOOODODOOOVOLATILEDDOODODOOOO
OD0O0ODO0DOOVOLATILED DO OO O M

g
s SNMPOOOOstandard0 0O TYPEOOOODOOOOO

SET SNMPV3 VIEW=standard SUBTREE=1.3.6.1.2.1 TYPE=EXCLUDED
STORAGETYPE=nonvolatile

goooog

CREATE SNMPV3 VIEWO 96 0 0O OO
DESTROY SNMPV3 VIEWO 1150000
SHOW SNMPV3 VIEWO 259 0 0 0 0O
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SET SNTP

SET SNTP

00000000000 /SNTP

SET SNTP [DST:{ENABLED|DISABLED}] [POLLINTERVAL=60..1200]
[UTCOFFSET=-12..12]

g

SNTPOOODDOOODOOODOODOO
SNTPOOOOOOODOOOOO UTCOOOODDOOODDOOODDOOODDOOODOUTCOOOOO0o0oooooo
goobooooboogn

goooog

DST Daylight Savings Time (DST) 0 00000000 0OENABLEDO 00O DISABLEDO OO OO
gogobobooooooo

POLLINTERVAL SNTPOOOOOOUOOOODOODOOOOOO60012000000000000000
00 6000

UTCOFFSET OO0OUOO0OOOO0OODOO0OO0OODOO0OO0OOOO-120+12000000000000000000
JodooouTCUDOU0oooooUoooooo+000000o0oUooooooDoo-000o0oon
oooooo oo

+8:00 Asia
+10:30 Australian Central Daylight Time
+9:30 Australian Central Standard Time
+11:00 Australian Eastern Daylight Time
+10:00 Australian Eastern Standard Time
+8:00 Australian Western Standard Time
+1:00 British Standard Time
+8:00 China
+0:00 Greenwich Mean Time
+0:00 Greenwich Mean Time
+8:00 Hong Kong
+9:00 Japan Standard Time
+1:00 Mid-European time
+13:00 New Zealand Daylight Time
+12:00 New Zealand Standard Time
+8:00 Singapore
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SET SNTP

+8:00 Taiwan
+0:00 Universal Coordinated Time
-5:00 US Central Daylight Time
-6:00 US Central Standard Time
-4:00 US Eastern Daylight Time
-5:00 US Eastern Standard Time
-6:00 US Mountain Daylight Time
-7:00 US Mountain Standard Time
-7:00 US Pacific Daylight Time
-8:00 US Pacific Standard Time
01900000
g

s UTCOOOODOOODDOODOOODOODODOOMm

SET NTP UTCOFFSET=9

goooog

SHOW SNTPO 261 0000
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SET SSH SERVER

SET SSH SERVER

00000000000 7 Secure Shell

SET SSH SERVER HOSTKEY=key-id SERVERKEY=key-id [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: 0 0 0 000 6553501
hours: 000005000
seconds: 0 0 0600600 00O

0

SSHOOOOODOOooooooooo
goooog

HOSTKEY 0000000000000 O0O00O0O0O 1024000 0CREATEENCOKEYDDOODOO
0000 UOTYPE=RSAM

SERVERKEY 000000000000 0DOOOOO0OOOOOO128000000000000 512
OD0O0D0DUOD0DUODUDUODUOUOOCREATEENCOKEY DD OO D OOOOOTYPE=RSA

EXPIRYTIME 0OO0000O0OO0OO0O00O0DMOOOOO0O0O00OODODOOOOO00O0O0OODOOOOOOOOOn
gooo00O0oO0O0U00O0DU0O0DU00DUODDUDUOUODOOD 0O

LOGINTIMEOUT 00000000000 e0Ce6O0D D000 O0DOO0O0OOODOODODOOODODODOO
0000000000000 o00oooooooooooo 18000

goooog

DISABLE SSH SERVERO 127 00 00O
ENABLE SSH SERVERD 140 0 0 0O 0O
SHOW SSHO 2620 000
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SET SWITCH CONSOLETIMER

SET SWITCH CONSOLETIMER

0000o0o0o0oo0o0ooo /000000

SET SWITCH CONSOLETIMER=1..60

g

goboooboooobooobooboon

goooog

CONSOLETIMER 0OO0O0O0OO0OO0O0O0O0ODOOOOODODlIODGO0DDDODOOODOOOODODOODOO 100
g

s 00000000000D00O0 20000000000

SET SWITCH CONSOLETIMER=20

goooog

SHOW SWITCHM OO OoooOOooo 940ooo
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SET SWITCH STACKMODE

SET SWITCH STACKMODE

00000000000 /000000000000

SET SWITCH STACKMODE={MASTER|SLAVE|UNAVAILABLE}

g

goboooobooobooobooboobbobboobooobo
goooog

STACKMODE 0000000000000 000000000000MASTERDOOO0O0O0OO0OO0O0O0O
O000D0000D0000MmMSLAVEDOMASTEROODODODOOODOODOOOOO UNAVAILABLE
0000000000000 D0OU000U0D00DU0DUD00D0D00D0D000D0000OdSLAVED

0
= MASTEROOOO0000000

SET SWITCH STACKMODE=MASTER

goooog

SHOW REMOTELISTO 2400 0 0 O
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SET SYSTEM CONTACT

SET SYSTEM CONTACT

ooooooooooob/00oo
SET SYSTEM CONTACT={string|NONE}
string: 000000390 000000000000000000000-"\@[;:]1,./7|{}-*+MO0000000

O0=<>!?20000000000000000007000000000000O000O00000OO0O0OO0OOO0OO
oot

g

Oo0oooooooooooMIBOOOOOO sysContactD OO0 OooO
goooog

CONTACT ODO0OO0OOODOoOOOoOoOOsysContacttD D0 D ODOODOOODOOODODODOO D set system
contact=NONEO 0 0 OO OO

0
m sysContact 0 00 OO0

SET SYSTEM CONTACT="admin@lsys.mydomain.com"

goooog

SET SYSTEM LOCATIONO 1990 0 00O
SET SYSTEM NAMED 2000 000
SHOW SYSTEMO 2640 0 0 O
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SET SYSTEM LOCATION

SET SYSTEM LOCATION

ooooooooooob/00oo
SET SYSTEM LOCATION={string|NONE}
string: 000000390 000000000000000000000-"\@[;:]1,./7|{}-*+MO0000000

O0=<>!?20000000000000000007000000000000O000O00000OO0O0OO0OOO0OO
oot

g

000000000000 MIBOOOOOO sysLocationO OO OO0 OO
goooog

LOCATION 0OO0OO0OO0OO0OOO0OO0OsysLocationtlD D 0000 ODO0ODO0DOOOODOODset system
location=NONEO OO0 0OO00OO

o
m sysLocation0 0 0000

SET SYSTEM LOCATION="8F, TTT Bldg."

goooog

SET SYSTEM CONTACTD 198 0 OO O
SET SYSTEM NAMED 2000 000
SHOW SYSTEMO 2640 0 0 O
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SET SYSTEM NAME

SET SYSTEM NAME

Oo0o0oooooooo /0000

SET SYSTEM NAME={string|NONE}

string: 00000030 0000000000000000O0DOOODO-"\@[;:]1,..77|{}-*+mo0oooooo
O0=<>!?20000000000000000007000000000000O000O00000OO0O0OO0OOO0OO
oot

g

oO0ooooooooMIBOODODOODO sysNameOOOQOOOooOO
goooog

NAME OOO0OOO0OOsysNameDOOOODOOOOOOOOOOOODOOOOODOOOODODOOOOO
O000000000Mm setsystemname=NONED O OO 00O

0
msysName OO OO QOO

SET SYSTEM NAME="white.mydomain.com"

goooogf

O0O0D0ODHCPOOUOOODODODOOOOODOOOsysName O OO O DHCP Discover/Request 0 00O
OO0 HostName OO O OOOODODDODODODODDODODODOODHCPO IPOODODOOOODOOISPOOODOO
HostName OO OO O ODO0O0OO00O00OO0/000000000000OCOODOOOOOOOOOISPOO
oo ooooooooo

goooog

SET SYSTEM CONTACTD 198 0O OO
SET SYSTEM LOCATIONO 1990 0 00O
SHOW SYSTEMO 2640 0 0 O
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SET TELNET

SET TELNET

00000000000 /000000000

SET TELNET INSERTNULL={ON|OFF}

g

TelnetOOODODOOO0OODOOOOO
goooog

INSERTNULL CROOODOOOO0DOOOOODODOOOODODOOOODODO OFFO

goooog

ENABLE TELNETO 1410000
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SET TIME

SET TIME

Oo0o0oooooooo /0000

SET [TIME=time] [DATE=date]

time: JOOhh:mm:ssO0000hhOO000023 mm 000005900 ss 00000590
date: 00 0dd-mm-yyyy 0000ddO0001031MmmO000101200yyyy 0000 2035000

g

goboooboooobbooboo
goooog

TIME OOO
DATE 0OOO

g
000000020060 120 300 190000000

SET DATE=30-12-2006 TIME=19:00:00

] J0o0ooooon

SET TIME=19:02:00

goooogf

OSNTPOOOOOODODODOODOOOOOOOOO

goooog

ADD SNTP IPADDRESSO 730000
ADD SNTPPEERO 740000
ENABLE SNTPO 1390000
SHOW TIMECO 267 00O OO
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SET USER PASSWORD

SET USER PASSWORD

0000o0o0o0oo0o0ooo /000000

SET USER={MANAGER|OPERATOR} PASSWORD=string

string: 000000160 000000000000O0OODOO0OOOOOO

g

MANAGERO OO OO OPERATOROODODODODODODOODOODODODOOOOODOSET PASSWORD OO O
goooo

goooog

USER 0O0O0O0O0OOOMANAGEROOO OPERATOROODOOOO
PASSWORD 000000000 OOOOOOOOO

g
s MANAGERO O OUOOOOOOOOooooooooo

SET USER=manager PASSWORD=panda

goooogd

gooooooUoooo0d0oDUU00DU0DU0LDUDUODUDUODUOUOOOOOOoO

goooog

SHOW USERO 268 0000
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SHOW ASYN

SHOW ASYN

0000o0o0o0oo0o0ooo /000000

SHOW ASYN

g

gobooopoooobooobo

gooooogono

# show asyn
Asynchronous Port (Console) Information:
Baud Rate ........... ... ... . . .. .. 9600
PaT Ity it e e e e e e e NONE
Data bits ..... ... . 8
Stop bits ..o e e e 1
Y11 o nn
Baud Rate ooooooooooo 9600
Parity ooooooo
Data bits l00000o0ooooooooon
Stop bits 10000000000 0o0oooog
Prompt gjboooooooooooboboon
0 20:
ogooooo

SET ASYNO 1620 00O
SET PROMPTO 1790 00 0O
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SHOW AUTHENTICATION

SHOW AUTHENTICATION

0000o0o0o0oo0o0ooo /000000

SHOW AUTHENTICATION

g

gobooobooobooooo

gooooogono

# show authentication

RADIUS Configuration:

RADIUS Servers:

Authentication Information:
Status ... .. i ol
Authentication Method .....

Global Encryption Key .....
Server Timeout ............

....... Disabled
....... RADIUS

....... 10 second(s)

Server IP Address Auth Port Encryption Key Auth Reg Auth Resp
192.168.10.5 1812 POR8GA

0.0.0.0 1812 <Not Defineds>

0.0.0.0 1812 <Not Defined>

Status O000000O0O0Disabled O Enabled

Authentication Method

0000000 0ORADIUS

Global Encryption Key

gbooooobooboo

Server Timeout

goooopooooboooobo

Server IP Address

RADIUSOOOCOO IPOOODO

Auth Ports RADIUSOOOOOOOOUDPOOOOO
Encryption Key oooooooooooo
Auth Req RADIUSOOO0OODOOODDOOODDOOODOOOOOO
Auth Resp RADIUSOOOOOODOOOOOOOOO
0 2L
googgo
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SHOW AUTHENTICATION

ADD RADIUSSERVERO 70 0 0 O O
DELETE RADIUSSERVERDO 1000 00 O
DISABLE AUTHENTICATIONDO 116 0 O O O
ENABLE AUTHENTICATIONDO 1290000
SET AUTHENTICATIONCO 1630 000
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SHOW CFLASH

SHOW CFLASH

00000000000 /0000000000000

SHOW CFLASH

g

09408LC/SPU 000 0IO0ODOO0OIOO0ODOONDOOUOOOOODODOOUODDOODOOUOOOOOO

gbobooobooooooon

gooooogono

# show cflash
Compact Flash:

Current Directory: \

Bytes used

Card Information:

Number of files
Number of directories

Hardware detected
Serial Number

87651513

Yes

SST41203030000021876

124666 KB
86524 KB
38142 KB

(62 files)

Current Directory

gobooooooooo

Number of files

goboobooooooobobobbon

Number of directories

gobogboobboooboooboobooobo

Bytes used

gobooboobbooobooobooboobboobo

Card InformationC OO OO

goboobooobooobooboobbooboo

Hardware detected

gobboboooobbooooobbobooobbbbooobobobo
00000000 YesOOOODODODOOODOODDODODODOODODODO
000000000 Yes(InvalidDOOOOOOODODODOOO NoO
goobgd

Serial Number

goboobooooooobobobbon

Size goboooboooobooboobbo

Used goboobooobooobooboobbooboo

Free gobogboooobooooboooobo
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0 22:

googod

SET CFLASH DIRO 164 00 00O
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SHOW CONFIG

SHOW CONFIG

00000000000 /0000000000

SHOW CONFIG [DYNAMIC [=module-name]] [INFO]

module-name: 000 OO0

g

O00000oooooooo0ooooobYNAMICOODODODODODODODOOooOoOoOoOooooooooo

goboooboogobooobooboobbobbooobo

goooog

DYNAMIC 0000000000 0DOOODOOOOO000O0DOOOOO0O0O0OODOOOOODOOOOOn

goboobooobbooobooobo
INFO OD0O0OO0O0O0O0OoooOo

gooooogono

# show config
Boot configuration file ............... "boot.cfg" (Exists)
Current configuration ................. "boot .cfg"

# show config dynamic

---Start of current configuration ------------------

#
# System Configuration
#

#

# User Authentication Configuration

#

set user=manager password=3af00c6cadllf7ab5db4467b66ce503eff
set user=operator password=4b583376b2767b923c3elda60d10de59ff

--More-- <Space> = next page, <CR> = one line, C = continuous, Q = quit

goooo CentreCOM 9424T/SPO9408LC/SP DO OOODO0OOO 2.3
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Boot configuration file O0O0000000000000O00O0O00O0O00O0OO0O0OOO0OO0OOOM
000000000 o000o0o0o0o0O0o0@mNoneDDOOOOODO
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Current Configuration

ooooooooooooobooboobooobooog

googod

0 23:

CREATECONFIGO 770000

RESTARTO 1590 000
SET CONFIGO 166 0 00O O

ooooo
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SHOW DOS

SHOW DOS

Oo0o0oooooooo /0000

SHOW DOS [IPADDRESS] [SUBNET] [UPLINKPORT]

g

gobooobooooobooobooobo
goooog
IPADDRESS OOOOO IPOOOOOODOO

SUBNET 000000000 OOOCOOOOO
UPLINKPORT 000000000 O0O0OOOOOOOOO

gooooogono

# show dos ipaddress
Subnet Ip address is ........ .. 192.168.10.1

# show dos subnet
Subnet 18 ... e 255.255.255.0

# show dos uplinkport
Uplink POTrt 18 ..t ittt e e e e 24

Subnet Ip address is IPODODOO

0 24: IPADDRESSOOO0OOOOO

Subnet is ooooooog

0 25:SUBNETOOOOOOOO

Uplink Port is ooooooooo

0 26: UPLINKPORTO O OO OOOO

goooog

SETDOSO 1670000
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SHOW DOS IPOPTION

SHOW DOS IPOPTION

Oo0o0oooooooo /0000

SHOW DOS IPOPTION PORT={port-list|ALL}

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

IPOptions Attack 000 00000000000
goooog

PORT 0000000000 OODOOALLODODODOOODODOODOOOODOOOOOOOOO

gooooogono

# show dos ipoption port
Port Status Mirror Port
1 Disable 0

2 Disable 0

3 Disable 0

4 Disable 0

5 Disable 0

6 Disable 0

7 Disable 0

8 Disable 0

9 Disable 0

10 Disable 0

11 Disable 0

12 Disable 0

13 Disable 0

14 Disable 0

15 Disable 0

16 Disable 0

17 Disable 0

18 Disable 0

19 Disable 0

20 Disable 0

21 Disable 0

22 Disable 0

23 Disable 0

24 Disable 0
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SHOW DOS IPOPTION

Port ooooo
Status IP Options Attack 00 0000000000 OO ENable O Disable
Mirror Port ggdoooooooboobooboon
0 27
googgo
SET DOS IPOPTIOND 1680 0 0O O
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SHOW DOS LAND

SHOW DOS LAND

Oo0o0oooooooo /0000

SHOW DOS LAND PORT={port-1list|ALL}

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

Land Attack D0 0OO0000000O00O0OO

goooog

PORT 0000000000 OODOOALLODODODOOODODOODOOOODOOOOOOOOO

gooooogono

# show dos land port
Port Status Mirror Port
1 Disable 0

2 Disable 0

3 Disable 0

4 Disable 0

5 Disable 0

6 Disable 0

7 Disable 0

8 Disable 0

9 Disable 0
10 Disable 0
11 Disable 0
12 Disable 0
13 Disable 0
14 Disable 0
15 Disable 0
16 Disable 0
17 Disable 0
18 Disable 0
19 Disable 0
20 Disable 0
21 Disable 0
22 Disable 0
23 Disable 0
24 Disable 0
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SHOW DOS LAND

Port ooooag
Status Land Attack D D0 OO0 O0OD0OO0OO0OOODOENnable O Disable
0 28:
ooooono
SETDOSO 1670000
SHOW DOSO 2120000
SHOW DOS LANDO 2150000
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SHOW DOS PINGOFDEATH

SHOW DOS PINGOFDEATH

Oo0o0oooooooo /0000

SHOW DOS PINGOFDEATH PORT={port-1list|ALL}

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

Pingof DeathO OO 000000 D0O0OOOODO

goooog

PORT 0000000000 OODOOALLODODODOOODODOODOOOODOOOOOOOOO

gooooogono

# show dos pingofdeath port
Port Status Mirror Port
1 Disable 0

2 Disable 0

3 Disable 0

4 Disable 0

5 Disable 0

6 Disable 0

7 Disable 0

8 Disable 0

9 Disable 0

10 Disable 0

11 Disable 0

12 Disable 0

13 Disable 0

14 Disable 0

15 Disable 0

16 Disable 0

17 Disable 0

18 Disable 0

19 Disable 0

20 Disable 0

21 Disable 0

22 Disable 0

23 Disable 0

24 Disable 0
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SHOW DOS PINGOFDEATH

Port ooooo
Status Ping of Death D 0000 000U 0O OEnable O Disable
Mirror Port ggdoooooooooboooboon
0 29:
googgo
SET DOS PINGOFDEATHO 170000 0O
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SHOW DOS SMURF

SHOW DOS SMURF

Oo0o0oooooooo /0000

SHOW DOS SMURF PORT={port-list|ALL}

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

Smurf Attack D0 000000000000

goooog

PORT 0000000000 OODOOALLODODODOOODODOODOOOODOOOOOOOOO

gooooogono

# show dos smurf port
Port Status Mirror Port
1 Disable None
2 Disable None
3 Disable None
4 Disable None
5 Disable None
6 Disable None
7 Disable None
8 Disable None
9 Disable None
10 Disable None
11 Disable None
12 Disable None
13 Disable None
14 Disable None
15 Disable None
16 Disable None
17 Disable None
18 Disable None
19 Disable None
20 Disable None
21 Disable None
22 Disable None
23 Disable None
24 Disable None
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SHOW DOS SMURF

Port ooooag
Status Smurf Attack D00 O0OOO0OOO0OO0OO0OOOENable O Disable
Mirror Port 00000000o0oO0ob0DbODb0OOONoneO OO
0 30:
ooooono
SETDOSO 1670000
SET DOSSMURFO 1710000
SHOW DOSO 2120000
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SHOW DOS SYNFLOOD

SHOW DOS SYNFLOOD

Oo0o0oooooooo /0000

SHOW DOS SYNFLOOD PORT={port-list|ALL}

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

SYN Flood Attack 00 OO0 0000000000
goooog

PORT 0000000000 OODOOALLODODODOOODODOODOOOODOOOOOOOOO

gooooogono

# show dos synflood port
Port Status Mirror Port
1 Disable None

2 Disable None

3 Disable None

4 Disable None

5 Disable None

6 Disable None

7 Disable None

8 Disable None

9 Disable None

10 Disable None

11 Disable None

12 Disable None

13 Disable None

14 Disable None

15 Disable None

16 Disable None

17 Disable None

18 Disable None

19 Disable None

20 Disable None

21 Disable None

22 Disable None

23 Disable None

24 Disable None
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SHOW DOS SYNFLOOD

Port ooooag
Status SYN Flood Attack D OO0 D0OOD0OOOOOOOEnable O Disable
Mirror Port 000000000000 OD0OONoneO O
0 31:
ooooono
SET DOS SYNFLOODO 172000 0O
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SHOW DOS TEARDROP

SHOW DOS TEARDROP

Oo0o0oooooooo /0000

SHOW DOS TEARDROP PORT={port-list|ALL}

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

Teardrop Attack 0 D 000000000000
gbooood

PORT 0000000000 OODOOALLODODODOOODODOODOOOODOOOOOOOOO

gooooogono

# show dos teardrop port
Port Status Mirror Port
1 Disable 0

2 Disable 0

3 Disable 0

4 Disable 0

5 Disable 0

6 Disable 0

7 Disable 0

8 Disable 0

9 Disable 0

10 Disable 0

11 Disable 0

12 Disable 0

13 Disable 0

14 Disable 0

15 Disable 0

16 Disable 0

17 Disable 0

18 Disable 0

19 Disable 0

20 Disable 0

21 Disable 0

22 Disable 0

23 Disable 0

24 Disable 0
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SHOW DOS TEARDROP

Port ooooo
Status Teardrop Attack 0 D 00000000 OO0 OENable O Disable

0 32

goooog

SET DOS TEARDROPO 1730 00 O
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SHOW ENCO KEY

SHOW ENCO KEY

00000000000 7 Secure Shell

SHOW ENCO KEY [=key-1id]

key-id: 0 0 0 000 655350

g

goobooooboogoo

goooog

KEY 0000000000000 0D00O0D0O0OO0OENCODOODUOODODUODUOODODUOOOUODOODOD

oo

gooooogono

# show enco key

ID Algorithm Length Digest Description

1 RSA-Private 1024 B3FEB122 host

2 RSA-Public 1024 B3FEB122

1D goo

Algorithm 000 00RSA-Privated RSA U0 O M RSA-PublicCRSAODOOODOOOOO
Length RSAODOOOOOOO

Digest gooooobooboouooooog

Description OO0OOO0OOCREATE ENCO KEY OO OO O DESCRIPTIONDOODOODOO

0 33

ogooooo

CREATEENCOKEYO 7800 00O
DESTROY ENCO KEYD 1050000
SETENCOKEYDO 1740000

googn
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SHOW FILE

SHOW FILE

00000000000 /0000000000000

SHOW FILE[=filename] [DEVICE={FLASH|CFLASH}]

filename: 00O 0O0O0OO0OODO0OO0OOOOOOODOOO

g

gobooboogobooobboooboobbobboobooboooboooboboobo
goooog

FILE O0000OO0ODOO0O0OO0OO0O0O0OO0OO0O00O00OO00O0O0O0OO0DO0oO0oDooogooDoooGg
gooboooboooobooooooboobboobooboobbobboobboobboobo
goobobooobobobooboboobboobbobboobbbboobbooooobobbooooo
gobooooogon

DEVICE 0000000000000 00000000000000O0OOFLASHOCFLASHOOOODO
gobogoooooboooboobbobboo

gooooogono

# show file
File Name Device Size (Bytes) Last Modified
boot.cfg flash 1561 11/07/2006 18:20:10
test0l.cfg flash 1869 11/10/2006 15:46:56
test02.cfg flash 1561 11/07/2006 18:21:24
test03.cfg flash 1561 11/07/2006 18:21:58
test04.cfg flash 1629 11/10/2006 14:02:36
FileName ooooo
Device Device 0000000000 DOOOOOOOOflash
Size(Bytes) 0000oooooooo
Last Modified goooooooooo
0 34:
o
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s J000000000000DO0OODOO0OO

SHOW FILE

s 00000D0.cfg0O000oon

SHOW FILE=*.cfg

" 000000 ipcfg00nnnn

SHOW FILE=ip.cfg

googod

DELETEFILED 98O0 DODOO

ooooo
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SHOW FLASH

SHOW FLASH

00000000000 /0000000000000

SHOW FLASH

g

0000000 U0D0DUOODUOFFSODODDDODDODDOODDOO

gooooogono

# show flash
Flash:
Files .............. 6552576 bytes (7 files)
Free . ............. 1671168 bytes
Total .............. 8223744 bytes
files goooooooooooo
garbage gooooooooouoooobooon
free ooooo
total ogoooooood
0 35:
ooooon
SHOW FILEO 226 00 00O
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SHOW INTERFACE

SHOW INTERFACE

0000000 oooo /ZSNMP

SHOW INTERFACE [=ifIndex]

ifindex: JO00OD0O00O0DO0O0O0OOOOOODO

g

gobooooboooobooboooboobo

goooog

INTERFACE 000000000000 000D00O0IfIndex0OODO0O0D0O0OO00D0OO0O00OOOOSHOW

INTERFACEOOOOOOIfIndex0 OO ODO0OD0OD0D0D0D0O0O0O0D0D0DD0O0O0O0O0O0OOOOOO

gbboobooobooobooobooboboobooboobbon

gooooogono

# show interface=1

1fIndex. . ..ot e 1
IEMEU. ..o 9198
ifSpeed. . ... .. e 0
ifAdminStatus. .. ... .. i . Up
ifOperStatus. ... ... ... Down
ifLinkUpDownTrapEnable............... Enabled
lifindex OU000000000000000000difindexd
iftMTU JoooDooooooooooooMTUDODODOoooooooon
goooood
ifSpeed Jooooooooooooooo
ifAdminStatus 0000000000000000000 M Updn Downdm Testingd
goood
ifOperStatus 000000000000 0000 M Upd DownlID Testingd O
gooo

ifLinkUpDownTrapEnable 0000000000000 0ENabled O Disabled

0 36:

goooog

goooo CentreCOM 9424T/SPO9408LC/SP DO OOODO0OOO 2.3
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DISABLE INTERFACE LINKTRAPO 1170000
ENABLE INTERFACE LINKTRAPO 13000 00O
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SHOW LOG

SHOW LOG

o0o0ooooooooo /00

SHOW LOG[={TEMPORARY‘PERMANENT}] [FULL] [MODULE=module-list] [REVERSE]
[SEVERITY=severity-1ist]

module-list: 0000000000000 OO0OOOOOO
severity-list: OO0 UOOODEWIODDO0O0OD0OODODOODO0OO0OOOOOOO

0

gobooobooooboobobooboobbobbooboobooon
goooog

LOG 0000000 UOOTEMPORARYORAMUD OO OO OOO PERMANENTONVSOOOOOO
O0ooooooo TEMPORARYORAMOODOOODOOODOOOOO

FULL DOO0O0OO0OOO0ODOO0O0OODOOOO0OOO00OOO0OO0OOO00O0ODO0O0ODOO00OD0OooOrULLOODDO
oo oboobobobbbobooooooo

MODULE 00000000000 00O0O0DOOODOOOOOOOOO

REVERSE 0000000000 OOODOOOOOOOOO

SEVERITY 000000000 OOOEDError WO WarningD O 00O 10 Information0 00000
gjdodooooooooboboon

gooooogono

# show log

Total Number of Events: 8

11/28/06 16:39:04 gos: QoS initialized

11/28/06 16:39:05 pcfg: PortConfig initialized
11/28/06 16:39:05 ptrunk: Port Trunking initialized
11/28/06 16:39:05 vlan: VLAN initialized

# show log full

Total Number of Events: 125

S Date Time EventID Source File:Line Number
Event
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SHOW LOG

I 11/28/06 16:39:01 033005 evtlogapp.c:1975

evtlog: Created Output Definition, ID 0, Type Permanent
I 11/28/06 16:39:01 033005 evtlogapp.c:1999

evtlog: Created Output Definition, ID 1, Type Temporary
I 11/28/06 16:39:01 033004 evtlogapp.c:223

evtlog: Event log initialized
I 11/28/06 16:39:03 183001 fileapp.c:143

file: File System initialized

S ggdoooooooooo
Date gogoboboogooooo
Time odoooooooooooooooolo3looooog
Event ggdodooooooooobobobooo
0 37:
S godoooooooooo
Date gooboboogooooo
Time odoooooooooooooooolo3looooog
Event ID oooo Ib
Source File:(Line Number 0000000000000 00O0O000O0O0O0O0O0OOOOOOOOO
gd
Event gjdodoooooooboobobooo

038 FULLODOOOOOOO

0
m NVS 0000 0PERMANENT 000000

SHOW LOG=PERMANENT

sj0000boobbo0obooboon

SHOW LOG MODULE=SYSTEM

goooogf

ONVSOOOODOOOOooOoooooooooooooooooooooooooooooooooooo
RAMOOOOOOOOsyslogODOODODO0O000D00000D0O00ODO0OOO

goooog
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PURGE LOGO 1500 000
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SHOW LOG OUTPUT

SHOW LOG OUTPUT

o0o0ooooooooo /00

SHOW LOG OUTPUT [=output-1id] [FULL]

output-id: 00 00O 1DO 0O 200

g

goboooboooobbooboo
goooog

OUTPUT 00000 IDOOOOOO0OODUOOODOODOOUOODDUODOOO
FULL DOODOOOOODOOOODOOO0OOO

gooooogono

# show log output

OutputID Type Status Details
Permanent Enabled Wrap on Full
Temporary Enabled Wrap on Full
Syslog Enabled 192.168.1.20

# show log output=1 full

Output ID ..... ... 1

Output Type ....... .. ..., Temporary

Status ... L oo Enabled

Log Full Action .............. Wrap on Full

Event Severity ............... All

Event Module ................. All

OutputiD oooo Ib

Type 000000 Permanentd Temporaryd Syslog0 0 0000
Server 000000 IPOODOOOTypeO SyslogODOO0OoO0OoOO
Status 000000000 0OENabled O Disabled

Details Type O Permanent0 00 Temporary D0 D000 00000000 OOOOO

00000000000 Typed Syslogd OO0 0O0Osyslog0 000000000
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SHOW LOG OUTPUT

0 39:
OutputlD oooo Ib
Type 000000 Permanentd Temporaryd Syslog0 0 0000
Status 000000000 0OENabled O Disabled

Log Full Action O000000000oD0o0o0oooo0ooooOn Type D Permanent O 0O
O Temporary OO OO OO

Server IP Address 0O0OO0O0OO0 IPODOOOTyped SyslogOD OO0 O00O

Message Format syslogD 00000000000 0EXxtended 00000000 OOOsysNameD
DU0000000O0 NormalDOOOOOOOOoOO

Facility Level syslogD 0000 OD0000O000O0O0O0OLOCALIO7TO0OO
Event Severity goodoooooooooooooo
Event Module gobooboobbooobooobo

040 FULLODOOOOOOO

g
sj0000bboboboobooboooboboon

SHOW LOG OUTPUT

s 000001000 00DO0O0O0DO0OO

SHOW LOG OUTPUT=1

s 0000010000000 000O0DO0O00000

SHOW LOG OUTPUT=1 FULL

goooog

ADD LOG OUTPUTO 68 00 O O
CREATE LOG OUTPUTO 80O DO OO
DESTROY LOG OUTPUTO 106 OO O O
SET LOGOUTPUTO 176 0 O O O
SHOW LOG STATUSO 236 0 0O OO
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SHOW LOG STATUS

SHOW LOG STATUS

o0o0ooooooooo /00

SHOW LOG STATUS

g

gobooopoooobooobo

gooooogono

# show log status

Event Log Configuration:

Event LOGgINg ... ein e Enabled
Number of Output Definitions .... 2
Event Logging oooooooooo
Number of Output Definitions O000ooo0ooooon
0 41:
googgo

DISABLE LOGO 1180 00 O

ENABLE LOGO 1310000

SET LOG FULLACTIONO 1750000
SHOW LOGO 2310000
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SHOW MGMTACL

SHOW MGMTACL

00000000000 /00000000000000000

SHOW MGMTACL [ID=1..256]

g

goboooobooooobooooooboobobobboobooboobboobboobboobo

goooog

ID 000000000O00ODOO000OoOoOOoooooon

gooooogono

# show mgmtacl
Management ACL Status

D IP Address

10 192.168.1.10

# show mgmtacl id=10

D IP Address

10 192.168.1.10

255.255.255.255

Application

Application

Management ACL Status

O00000000000000000000OEnabled00O Disable

ID ogooooon

IP Address IPOODOO

Mask gooooooo

Application 0000000000000 0000000000000000 TELNETO

PINGO ALLOODOODO

g

0 42:

m Management ACLO O 00 0000000000000 000O0O0O0OOOOOOOOOOOO

googo
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SHOW MGMTACL

SHOW MGMTACL

00000000000

SHOW MGMTACL ID=10

goooog

ADD MGMTACLO 690 00O
CREATE MGMTACLO 8200 00O
DELETE MGMTACLO 990 O OO
DESTROY MGMTACLO 1070000
DISABLE MGMTACLO 120000 O
ENABLE MGMTACLDO 1330000
SET MGMTACLO 1770000
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SHOW RADIUSACCOUNTING

SHOW RADIUSACCOUNTING

0000o0o0o0oo0o0ooo /000000

SHOW RADIUSACCOUNTING

g

RADIUSO Remote Authentication Dial InUser Server0 OO0 O 0000000000 OODOODOOO

oo

gooooogono

# show radiusaccounting

Radius Accounting Configuration

Radius Accounting Status ...........: Disabled
Radius Accounting Port..............: 1813
Radius Accounting Type..............: Network
Radius Accounting Trigger Type......: Start Stop
Radius Accounting Update Status.....: Disabled
Radius Accounting Update Interval...: 60

Radius Accounting Status

0000000000000 0Enabled O Disabled

Radius Accounting Port

RADIUSOOOOOOODOOOODOOO UDbPOOOOOO

Radius Accounting Type

0000000000000 00000o00O00NETWORK

goooooboooboooboobo

Radius Accounting Trigger Type

goboobobooboboobobobooboboobo
00 START_.STOP O STOP_ONLY

Radius Accounting Update Status

gooooooooooooooooobooobooooooo
gooooooooooobooooooboboboobooboooooo
Enabled O Disabled

Radius Accounting Update Interval

gobooobooobooobooobo

goooog

0 43:

DISABLE RADIUSACCOUNTINGO 1210000
ENABLE RADIUSACCOUNTINGO 134 00 00O
SET RADIUSACCOUNTINGO 1800 0 O O

googo
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SHOW REMOTELIST

SHOW REMOTELIST

00000000000 /000000000000

SHOW REMOTELIST

g

gobooboogobooboooboobbobbooboon

gooooogono

# show remotelist
Searching for slave devices. Please wait...

Num MAC Address Name Switch Software Switch
Mode Version Model
01 00:30:84:00:00:00 Slave S63 v1.1.1 CentreCOM 9408L
Num ooooo
MAC Address o0oo0 MACOOODO
Name gooooooa
Switch Mode 0000000000000 000000D00MASTERDO OO SLAVE
Software Version goooooooooooood
Switch Model ooo
0 44:
o

nJ00oooooooboobbobboobooobooobo

SHOW REMOTELIST

goooogf

OMASTEROOOO0OO0O0OOOOO

goooog

SET SWITCH STACKMODED 197 00 0 O
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SHOW SNMP

SHOW SNMP

0000000 oooo /ZSNMP

SHOW SNMP

g

SNMPOOOODOOODOOODOOOO

gooooogono

# show snmp
SNMP Information:
Status .. Disabled
Authentication failure traps............... Disabled
(@] 101016 o T private
ACCESS vttt et ettt e e Read|Write
Status .. e e e Enabled
OPEI ACCESS v vt ittt et et et e e e e e No
(@] 101016 o T public
A C S S i e e e e e e e e e e e e e e e e Read Only
Status .. e e e Enabled
OPEI ACCESS vt ittt ittt et et et e e e e No
Status SNMPOOOUOOOOOODOENnabled O DisabledO
Authentication failure traps 000000000000
Community ogooooooo
Access 000000000000 O00read-onlyOread-write 000000
Status 00000000000 Enabled O DisabledO
Open access J00000oOo0oOo SNMPOOODOOODOODOOOODOODOODOO Yes
000 NoO
0 45:

g
s SNMPOOOOOODOODOOOOO

SHOW SNMP

goooog
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SHOW SNMP COMMUNITYO 2430000

242 | CentreCOM 9424T/SPO9408LC/SP 0D OO0DOCOOODO 2.3 oooog
J613-M0109-12 Rev.F



SHOW SNMP COMMUNITY

SHOW SNMP COMMUNITY

0000000 oooo /ZSNMP

SHOW SNMP COMMUNITY=community

community: SNMPOOODOO000OO01IO3R0000000000000000OOOOOO0OODO

g

SNMPOOOOOOODOOOOODOOODOO
goooog

COMMUNITY SNMPOODOOOOOODODO

gooooogono

# show snmp community=private
SNMP Community Information:
NaME oottt ettt e et e e e e e e e e e e e private
ACCESS v ittt ettt e e Read|Write
Status .. e e Enabled
Manager . ..o i it e e e e e e e e e e 192.168.10.5
Trap HOost ... i e 192.169.10.5
Name ogooooooo
Access 0000000000000 0Read Onlyd ReadWriteO O O OO O
Status 00000000000 Enabled O DisabledO
Manager SNMPOOOOODOOODOOOOOOOOOIPOOOO
Trap Host SNMPOOOOOOOOOOOOIPODOOO
0 46:

g
s SNMPOOOOOOOOprivateD 00000000

SHOW SNMP COMMUNITY=private

goooog

goooo CentreCOM 9424T/SPO9408LC/SP OO OO0O0C0OOOO 2.3 | 243
J613-M0109-12 Rev.F



SHOW SNMPO 2410000
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SHOW SNMPV3 ACCESS

SHOW SNMPV3 ACCESS

0000000 oooo /ZSNMP

SHOW SNMPV3 ACCESS=group [SECURITYMODEL={V1|V2C|V3}]
[SECURITYLEVEL={NOAUTHENTICATION|AUTHENTICATION|PRIVACY}]

group: SNMPO OO O0O01063000000000000000O000O0O0O0OOOO0O0OOO0OO0OOOOOODO
ooooo

0

OSNMPV3D O OO UOODODUOOOOOOoOooooo
goooog

ACCESS SNMPOOODOODO

SECURITYMODEL 00000000000 DOOOOOOOSNMPOODOUOOODOOOOODOOD
0 0 v10 SNMPv1 v2c SNMPv2clIv3O SNMPV3D O 0D 00D 0 O0ooopoooooooooo
oo ooboboobobboobobbobooooooooo

SECURITYLEVEL 00000000000 0OO0OOOO0O00O0ODOODOOOOODOODOOOOOOODOOO
noauthenticationD 0 0 00 00 0 00 O MJauthenticationD D00 00000 OO M privacyd O
gooboubobboboooooboobobobboob bbb buobbbooo
gogddbdoooouoouoooooo

gooooogono

# show snmpv3 access=managers
Group Name ........couevueennn managers
Context Prefix ...............
Security Model ............... v3
Security Level ............... AuthPriv
Context Match ............. Exact
Read View ................. internet
Write View ................ internet
Notify View ............... internet
Storage Type . ... NonVolatile
Row Status ................ Active
Group Name SNMPOOOODO
Security Model SNMPOOOOOOvVIOv2cOOO Vv3OOOODO
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SHOW SNMPV3 ACCESS

Security Level 00000000000noAuthnoPrivl 0000000000 M AuthnoPriv
D0000000000M AuthPrivD0000000000O0OO0OO0OOOO

Context Match ooooooo

Read View gooooooogooo

Write View gooooooogooo

Notify View gpooobooogoooo

Storage Type 000000000 NonVolatileD 00O OO O VolatileO

Row Status 0000000 Oactived not in serviced not ready 00000

O 47:

g

s SNMPOOOOOmanagers0 000000000 O0O

SHOW SNMPV3 ACCESS=managers

goooog

CREATE SNMPV3 ACCESSOI86 0 0 O O
DESTROY SNMPV3 ACCESSO 109 0 0 O O
SET SNMPV3 ACCESSO 182 00 00
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SHOW SNMPV3 COMMUNITY

SHOW SNMPV3 COMMUNITY

0000000 oooo /ZSNMP

SHOW SNMPV3 COMMUNITY INDEX [=index]

index 0000000106300 0000000000000O0DO00O0ODOO0ODOODOODOOOODOOOOOOODO
oooo

g

OSNMPV3O SNMPOOOOOOOOODOOOOODOODOO
goooog

INDEX OO0O0000DO0ODO0OO0O0O00000000000oooogooooooooooooooooon

gooooogono

# show snmpv3 community
Community Index .............. Index3
Community Name ............ test
Security Name ............. test
Transport Tag ............. trans
Storage Type . ..., Volatile
Row Status ................ Active
Community Index oooooooo
Community Name oooooooOooooooooo
Security Name SNMPv1O OO v2cDODOOOOO
Transport Tag oooooooo
Storage Type 000000000 NonVolatiled OO0 OO VolatileO
Row Status 00000000 actived not in serviced not ready 00000
0 48:
0

s SNMPOOOOO0O0OOOINdex3s0 000 ooooOnO

SHOW SNMPV3 COMMUNITY INDEX=Index3
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SHOW SNMPV3 COMMUNITY

goooogf

OSNMPvl/v2c 0000000000000 000000000O0publiccOprivate0 00000000
ODOOSNMPVIOOODOOODOODODOODODOODODOODODO

goooog

CREATE SNMPV3 COMMUNITYO 88 OO0 O
DESTROY SNMPV3 COMMUNITYO 1100000
SET SNMPV3 COMMUNITYD 1830 00O
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SHOW SNMPV3 ENGINEID

SHOW SNMPV3 ENGINEID

0000000 oooo /ZSNMP

SHOW SNMPV3 ENGINEID

g

OSNMPvV3D OODODOOOOOD IDODOOOO

gooooogono

# show snmpv3 engineid

SNMP Engine ID ............... 80:00:00:CF:03:00:0C:46:64:59:7B

g
s 00000000 IDO0O0OODOO

SHOW SNMPV3 ENGINEID
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SHOW SNMPV3 GROUP

SHOW SNMPV3 GROUP

0000000 oooo /ZSNMP

SHOW SNMPV3 GROUP [USERNAME=username] [SECURITYMODEL={V1|V2C|V3}]

username: SNMPO OO0 0010320 00000000000000000000000O000O000DOO0OO0ODOO
ooooooo

g

OSNMPV3D O OO OO0OO0DO0OO0OO0O0O0OU0O0D000DO0D0O0DO0DO0DO0DOoOooooo
goooog

USERNAME SNMPOOOOO0O0OO0O0OOODOOOOOO0O0O0ODOODODODODOOOOOOOOOOOOOO
gooo

SECURITYMODEL 00000000000 DOOOOOOOSNMPOODOUOOODOOOOODOOD
0 0 v10 SNMPv1d v2ed SNMPv2cI v3O SNMPV3D O 0D OO0 0 0oooooooooooon
gboboooboooobooooboobbobboon

gooooggon

# show snmpv3 group username=systemadmin24
Security Model ............... v3
Security Name ................ systemadmin24
Group Name ................ managers
Storage Type . ... Volatile
Row Status ................ Active
Security Model ooooooo
Security Name SNMPOOODODO
Group Name SNMPOOOODO
Storage Type 000000000 NonVolatileD 00O 00O O VolatileO
Row Status 00000000 actived not in serviced not ready 00 00O
0 49:
0

s SNMP O O0O0O0Osystemadmin240 000 000000000000 O0O0OO0O
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SHOW SNMPV3 GROUP USERNAME=systemadmin24

googod

CREATE SNMPV3 GROUPO 900 0DO0O
SET SNMPV3 GROUPO 1850000
SHOW SNMPV3 GROUPO 250 0000
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SHOW SNMPV3 NOTIFY

SHOW SNMPV3 NOTIFY

0000000 oooo /ZSNMP

SHOW SNMPV3 NOTIFY [=notify]

notify: 000010630 000000000000000OOODO0OO0OODODOOOOOOO0DODODOOOUOOOD

g

OSNMPV3D OO O OOOOODOOOO
goooog

NOTIFY OO0O0O0O0O0OD0OO0OOO0OODOODOOODOOODOOOOOOODOOODOO

gooooogono

# show snmpv3 notify=sysadmintrap

Notify Name .................. sysadmintrap
Notify Tag .........oin....

Notify Type ..., Trap
Storage Type . ... Volatile
Row Status ................ Active

g
m0000sysadmintrap0 000000000

SHOW SNMPV3 NOTIFY=sysadmintrap

goooog

CREATE SNMPV3 NOTIFYO 91O OO O
DESTROY SNMPV3 NOTIFYD 112000 O
SET SNMPV3 NOTIFYD 186 0 O O O
SHOW SNMPV3 NOTIFYD 252 0 0 00O

252 | CentreCOM 9424T/SPO9408LC/SP OO O O0O00ODDOO 2.3 gooood
J613-M0109-12 Rev.F



SHOW SNMPV3 TARGETADDR

SHOW SNMPV3 TARGETADDR

0000000 oooo /ZSNMP

SHOW SNMPV3 TARGETADDR [=target]

target: SNMP OO O0OOO01063000000000000000000OO0O0OO0OOO0OOOO0OOOOO0OOO

oooooo

g

OSNMPV3D O OO O0D0OU00000000000000000D0oooooo

goooog

TARGETADDR SNMPOOOO0OO0OUOO0OODO0OOODOODODODOOOOOOOOOOOODOOODOOOO

googd

gooooogono

# show snmpv3 targetaddr=host451
Target Address Name .......... host451
IP Address ............o.. 192.168.1.100
UDP Port# ................. 162
Timeout ................... 1500
Retries ............ .. ..... 3
Tag List .. ..., sysadmintag
Parameters ................ SNMPmanagerPC
Storage Type . ... Volatile
Row Status ................ Active
Target Address Name SNMPOOOOOO
IP Address ooooooIPODOO
UDP Port# JooDoooooooo ubPOOO
Timeout oo ooobobooboon
Retries gooooooooooooooo
Tag List ooo
Parameters SNMPOOODOOODOOODOOOOOO
Storage Type 000000000 NonVolatiled O 00O O O VolatileO
Row Status 00000000 actived not in servicel not ready 00 00 O
0 50:
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SHOW SNMPV3 TARGETADDR

g
e SNMPOOUOOOOhost4510 00000000000

SHOW SNMPV3 TARGETADDR=host451

goooog

CREATE SNMPV3 TARGETADDRO 920 00 O
DESTROY SNMPV3 TARGETADDRO 113 00 0 O
SET SNMPV3 TARGETADDRO 18700 00O
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SHOW SNMPV3 TARGETPARAMS

SHOW SNMPV3 TARGETPARAMS

0000000 oooo /ZSNMP

SHOW SNMPV3 TARGETPARAMS [=params]

params: SNMP O OO 00000000000 OOI063 0000000000000 0000O00ODOOOO0ODOO
obooooooooooooooo

g

OSNMPV3D O OO ODODOOOO0OO0OO0ODOO0OODOODOOO00000D0D00D0D0000D00OoOoOoOoDOODO
uon

goooog

TARGETPARAMS SNMPOOOOOOOSNMPOOOODDOODOODOOODODOODOODOOOOOO
gooogooo

gooooggon

# show snmpv3 targetparams=SNMPmanagerPC
Target Parameter Name ........ SNMPmanagerPC
Message Processing Model .. v3
Security Model ............ v3
Security Name ............. sytemadmin24
Security Level ............ AuthPriv
Storage Type . ..., NonVolatile
Row Status ................ Active
Target Parameter Name SNMPOOOOOODOOODOOODOODOO
Message Processing Model 0 O0OO00000O0
Security Model ooooooo
Security Name SNMPOOODDO
Security Level 0000000000 0ncAuthnoPrivl 000000000000

AuthnoPrivb D0 O0D0OUODOOO0OOOMAuthPrivbO0OO0O0QOoOoQOO
gooooooo

Storage Type 000000000 NonVolatileD 00O 0O 0O O VolatileO
Row Status 00000000 actived not in serviced not ready OO0 000
O 51
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SHOW SNMPV3 TARGETPARAMS

g
s SNMPOOOOODODOOOOSNMPmanagerPCOOOOOOOOOOOO

SHOW SNMPV3 TARGETPARAMS=SNMPmanagerPC

goooog

CREATE SNMPV3 TARGETPARAMSO 94 0 0 0O O
DESTROY SNMPV3 TARGETPARAMSO 1140 0 0 O
SET SNMPV3 TARGETPARAMSO 1890 0 O O
SHOW SNMPV3 TARGETPARAMSO 2550 0 0 O

256 | CentreCOM 9424T/SPO9408LC/SP OO O O0O0ODDOO 2.3 gooood
J613-M0109-12 Rev.F



SHOW SNMPV3 USER

SHOW SNMPV3 USER

0000000 oooo /ZSNMP

SHOW SNMPV3 USER [=username]

username: SNMPO OO0 0010320 00000000000000000000000O000O000DOO0OO0ODOO

ooooooo

g

OSNMPV3D OO O OOOOOOOOOO
goooog

USER SNMPOOOO000O0O0OODOOODOOODOOODOODOOODOOODOOODOOOOOO

gooooogono

# show snmpv3 user=systemadmin24
Engine Id ........iiiin.. 80:00:00:CF:03:00:0C:46:64:59:7B
User Name .........ccouueeenun.. systemadmin24
Authentication Protocol ... MD5
Privacy Protocol .......... DES
Storage Type . ..., NonVolatile
Row Status ................ Active
Engine Id oooo Ib
User Name SNMPOOOOO
Authentication Protocol ODU000U00O0OMDSOSHADODOO NONEO
Privacy Protocol OD000U0O0D0UOODESOOO NONED
Storage Type 000000000 NonVolatileD 00O 00O O VolatileO
Row Status 0000000 Oactived not in serviced not ready 00000
0 52:
o

s SNMP OO0 0O0Osystemadmin240 000000000

SHOW SNMPV3 USER=systemadmin24
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googod

ADD SNMPV3 USERO 720000
DELETE SNMPV3 USERO 1020000
SET SNMPV3 USERO 1910000
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SHOW SNMPV3 VIEW

SHOW SNMPV3 VIEW

0000000 oooo /ZSNMP

SHOW SNMPV3 VIEW[=view] [SUBTREE={node-oid|node-name}]

view: SNMPO O0001063000000000000000000000D0OCO0O00OO0O0OOOOOOOOOO0O
ooood

node-oid: MIBO OO OIDO 1361 0000000000000000000000O0O0 32000000000
node-name: MIBOOOOODOODOOOOOO

0

OSNMPV3D O OO UOOOUOOoOoooooo

goooog
VIEW SNMPOOOOOOOOOODOOOOOOUOODUOODOOODO0OOODOOODODOOOOO

SUBTREE MIB OO OO OIDO Object Identifier0 D0 OO0 ODinternet 0000000 O0OMIBOO
oo ooboobooboobobobobbobboobooooooo

gooooogono

# show snmpv3 view=mib2notcp

View Name ........oiviiiunnen.. mib2notcp

Subtree OID ...........c.ouo.... 1.3.6.1.2.1
Subtree Mask...............
View Type ..., Included
Storage Type . ... NonVolatile
Row Status ................ Active

View Name ........oiiiiiennen.. mib2notcp

Subtree OID ...........c.ouo.... 1.3.6.1.2.1.6
Subtree Mask...............
View TyPE .ttt i i i Excluded
Storage Type . ..., Volatile
Row Status ................ Active

View Name SNMPOODOO

Subtree OID MIBO OO O OID

Subtree Mask MIBOOO OlIDOOOO

View Type oboooooMIBOODDDOODOODOOOODDOODOOOOIncludeo OO0

O0ExcludeCOOoOooono
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SHOW SNMPV3 VIEW

Storage Type 000000000 NonVolatileD 00O 00O O VolatileO
Row Status 0000000 Oactived not in serviced not ready 00000
0 53
0

s SNMPOOOOmib2notcp0 00000000000

SHOW SNMPV3 VIEW=mib2notcp

goooog

CREATE SNMPV3 VIEWO 9 00O OO
DESTROY SNMPV3 VIEWO 1150000
SET SNMPV3VIEWO 1920000
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SHOW SNTP

SHOW SNTP

00000000000 /SNTP

SHOW SNTP

g

SNTPOODOODOOOODOOO

gooooogono

# show sntp
SNTP Configuration:
Status ... e Disabled
SEIrVEer ... e e e 0.0.0.0
UTC Offset ........ ..., +0
Daylight Savings Time (DST) ... Disabled
Poll Interval ................. 600 seconds
Last Delta ............ oo, +0 seconds
Status SNTPOOOOOOOODOEnabled O Disabled
Server SNTPOOOOO IPOODODO
UTC Offset JodooouTCooooooooooood
Daylight Savings Time (DST) 00000000000 0Enabled O Disabled
Poll Interval SNTPOOOOOODOODODOOODODO
Last Delta goooooooboooooooooa
O 54:
o

s SNTPOOOOOOODOOO

SHOW SNTP

goooog

ADD SNTP IPADDRESSO 730000
ADD SNTPPEERO 740000
SETSNTPO 1930000
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SHOW SSH

SHOW SSH

00000000000 7 Secure Shell

SHOW SSH

g

SSHOOOOOOOoOoOoooooooooooooooooo

gooooogono

# show ssh

Secure Shell Server Configuration

Versions Supported ........ 1.3, 1.5, 2.0

Server Status ............. Enabled

Server Port ............... 22

Host Key ID ...........o... 1

Host Key Bits ............. 1024

Server Key ID ............. 3

Server Key Bits ........... 768

Server Key Expilry ......... 0 hours

Login Timeout ............. 180 seconds

Authentication Available .. Password

Ciphers Available ......... 3DES, 128 bit AES, 192 bit AES, 256 bit AES,
Arcfour (RC4)

MACs Available ............ hmac-shal, hmac-md5

Data Compression .......... Available

Versions Supported oo0oooo SSHOOoOooooooooo

Server Status SSHOOOOOOOOOOEnabled O Disabled

Server Port SSHOOOOO TCPOOUDOOOOOO

Host Key ID oooooooo

Host Key Bits gooooooooo

Server Key 1D ooooooooo

Server Key Bits ogooooboooood

Server Key Expiry oo0oooooooooooo

Login Timeout ooooooooooooo

Authentication Available D0000000UO0O0PasswordD OO O OOOOOOO

Ciphers Available 0000000000000 03DES/RC4/128bit AES/192bit

AES/256bit AES
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SHOW SSH

MACs Available 0 0 00 O Message Authentication Codedd MACOO hmac-shal O
hmac-md5
Data Compression oooooooooooo
0550000
0

eSSHOOOOOOODOODOoOooooooooooooooo

SHOW SSH

goooog

DISABLE SSH SERVERO 127 00 00O
ENABLE SSH SERVERD 140 0 0 00O
SET SSH SERVERO 1950 000
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SHOW SYSTEM

SHOW SYSTEM

Oo0o0oooooooo /0000

SHOW SYSTEM [SERIALNUMBER] [MACADDRESS] [MODELNAME]

gbooboooooboobobo
goooog

SERIALNUMBER 0000000 O0OOOOO
MACADDRESS MACOOOOOOOOOO
MODELNAME 0OO0OO0OO0O0OO0OOO

gooooogono

# show system
System Information:
MAC AddressS ........ 00:0C:46:64:59:7B IP Address ....... 192.168.1.105
Model Name ......... CentreCOM 9424T/SP Subnet Mask ...... 255.255.255.0
Serial Number ...... 005809E040600059 System Up Time ... 0D:18H:37M:16S
System Revision .... Al
Bootloader ...... ATS63 LOADER v2.0.1 Build Date ... Jan 19 2007 13:42:08
Application ..... ATS63 v2.3.0J Build Date ... Jul 6 2007 11:24:21
System Name ........ atkk
Administrator ......
Location ...........
System 1.25V Power ........... Normal System 1.8V Power ........ Normal
System 2.5V Power ............ Normal System 3.3V Power ........ Normal
System 5V Power .............. Normal System 12V Power ......... Normal
System Temperature ........... Normal System Fan Speed ......... Normal
Main PSU ........ On
RPS ............. Not Connected
RPS PSU ......... Off
# show system serialnumber
Serial Number ...... S05525A023600001
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SHOW SYSTEM

# SHOW SYSTEM SERIALNUMBER

Serial Number S05525A023600001
#

# show system macaddress

MAC Address 00:30:84:00:02:00
#

# show system modelname

Model Name CentreCOM 9424T/SP

MAC Address

ooo MACOODODO

Model Name

ogo

Serial Number

gobobobobon

SystemRevision

goboobobbooboooo

IP Address

IiPOOOO

Subnet Mask

goobobobo

System Up Time

goboobobboobpooobooobo

Bootloader gobobobbooboboobbo
Build Date gobbobbobboon
Application gobobobbooboboobbo
Build Date gobbobbobboon

System Name

0O00000MIB-110 sysNameld

Administrator

00000 O0MIB-I1 O sysContactl

Location

000 00OMIB-11 O sysLocation

System Power

000000000000 000Normal/Warning/Failed0 000000 M
9424T/SP0OUDO0O0OL25V/1.8V/25V/3.3V/5V/12v 0O 0O 0O0O0OOOO
9408LC/SP 00000 1.25V/2.5V/3.0V/3.3Vv/12v 000000000

System Temperature

000000000 Normal/Warning/FailedD D 000000

System Fan Speed

00000000 Normal/Warning/Failed0 00 00 O 0O 0 9408LC/SP O
OU0O00OFanlO2000000000

Main PSU 0000oOooDoooooooooOonOOg Off
RPS RPSOOO0O0O0O0O0DODODO Connected OO Not Connected
RPS PSU RPSODODOD0ODOODODDOOONOOO OffURPSODDOOODOO

0 56:

Serial Number

gobooobooboo

0 57: SERIALNUMBER OO OO OOOOO

MAC Address

ooo MACOOOO

googo
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SHOW SYSTEM

0 58: MACADDRESSO O OOOOOOoO

Model Name ooo

0O 59: MODELNAMEO O OO OOOOO

0
" 00000000000

SHOW SYSTEM

s J00000oooboobo

SHOW SYSTEM SERIALNUMBER

s MACOODOODODOOO

SHOW SYSTEM MACADDRESS

s J0000ooo

SHOW SYSTEM MODELNAME

goooog

SET SYSTEM CONTACTD 198 0O OO
SET SYSTEM LOCATIONO 1990 0 0O
SET SYSTEM NAMED 2000 00O 0O
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SHOW TIME

SHOW TIME

Oo0o0oooooooo /0000

SHOW TIME

g

gobooobooobooooo

gooooogono

# show time
System time is 17:29:50 on 28-Nov-2006

g
m 1 J00000oooooo

SHOW TIME

goooog

SETTIMED 2020 000
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SHOW USER

SHOW USER

0000o0o0o0oo0o0ooo /000000

SHOW USER

g

gobooobogoboobobooboobbobboon

gooooogono

# show user

User: Manager

g
] J00o0oopooooooboobboobooobobo

SHOW USER

goooog

SET PASSWORDO 178 000 O
SET USER PASSWORDO 20300 0 O
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UPLOAD

UPLOAD

00000000000 /0000000000000

UPLOAD METHOD=TFTP {SRCFILE|FILE}={[device:]filename/APPBLOCK|SWITCHCFG}
SERVER=ipadd DESTFILE=filename

UPLOAD METHOD=XMODEM {SRCFILE|FILE}={[device:] filename|APPBLOCK|
SWITCHCFG}

UPLOAD METHOD=LOCAL {SRCFILE|FILE}=APPBLOCK DESTFILE= [device:] filename

UPLOAD METHOD=REMOTESWITCH {SRCFILE|FILE}={[device:]filename|APPBLOCK|
SWITCHCFG} SWITCHLIST=switch-list [VERBOSE={YES|NO|ON|OFF|TRUE|FALSE}]

device: 00000000 OO000O0OflashO0O0O cflashOD0OO0O0O0000000O0O0O0O0O0OOOOOO
filename: DO OO0

ipadd: IPO O OO

switch-list: 00 0000000000000 0000000000O00O0O00)

g

TFTPOXMODEM OO OOOOOOODOOOOOO

METHOD O LOCALOOU0OOOO0OOOODODOOODO0O0O0O000ooooooDoooooooooooon
gobooopoooobooobo

METHOD 0 REMOTESWITCHOOOOOUOOODODODODOODOODO0Ooooooooooooooooon
goboobooooboobobooboobbon

goooog

METHOD 0OO00000O00OTFTPOXMODEMO LOCALO REMOTESWITCHO OODO

SRCFILE/FILE 000000 OO0OO0OO0OUOOOOOAPPBLOCKOOOODODODOODODOOOODODOOOO
0000000000000 00000o0DO0DD000OSWTCHCFGOODODDODODODOODODOOOOoOoOo
gobooobooopooobooobbo

SERVER TFTPOOOODO IPOOOOO

DESTFILE O0O0O0OO0OO0OOODODOODODOOMETHODOD TFTPOOODOOOOODOOOO

SWITCHLIST METHODO REMOTESWITCHOOOOOOOOOODODOOODODODOODOOOODOOO
O0000ooooooo000ooooo0o000OSHOW REMOTELISTO OO OO M Num@d O
goooooooooo

VERBOSE METHOD O REMOTESWITCHOO OO O OOOODOODOOOOOODODODODOOOOOO
00000/0000000000000000YESODODOOOM
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UPLOAD

g

mJ000000test.cfg0 0 TFTPO OO0 0192.168.1.1030 000000000

UPLOAD METHOD=TFTP FILE=test.cfg SERVER=192.168.1.103 DESTFILE=test.cfg

goooogf

goooooooogboobobobobboboboobobobooboobooboobobbobDbo
XMODEM OO OOO
gooooboooobooobooboobobobbooboooboooboobbobbobbooo
gobbooooogobooobooboobobobbuooboobobooobo
gooooboooobooobooboobobobbooboooboooboobbobbobbooo
gobooboobbooobooobooboobbo

SRCFILE/FILED SWTCHCFG O OO O OOOOOoIPOOODODOOODODOOOODOOOOOOOOOO
goboooboogobooobooboobbobboobboooobo

goooog

LOADO 1450000
SHOW FILED 226 OO0 O O
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