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SET SWITCH PORT=12 SECURITYMODE=SECURED .

m 0000000000000 0O00OSHOWSWITCHFDBOOOO M OOODODOOOODOoOoOOO
Oo0o0o 100000000000000000000000000O0OOOOUOOODOODOUDOOSouUrce
O0StaticO0 0000000

SHOW SWITCH FDB
SHOW SWITCH FDB PORT=11

m J00000O0ODODODODOOODOOO SHOW SWITCH PORT SECURITYMODEO OO O OD1100000
0000000 Security ModeO O DO OODOODOOO0OO0ODODM Intrusionaction0000000O
000000000000 ParticipatingDO 000000000000 000000000O00O M MAC
LimtoOO0OOOO0D0OO0OO0O0O0U0O00D0ODO0DU0OO0 MACOODDODODODODODODDOOOODOO

SHOW SWITCH PORT SECURITYMODE
SHOW SWITCH PORT=11 SECURITYMODE .

m 0000000000000 0000OSHOW SWITCHPORT INTRUSIONOOOOO1080000
goooboobgoo

SHOW SWITCH PORT INTRUSION
SWOW SWITCH PORT=11 INTRUSION

s 00000000000 DO0ODO0O0O000DO0DO00000DO0DOD0000O0ODO0DO0O0O0OOADD
SWITCHFILTERO O OO M OODODODOODODODO0O0oooooo 70000000 ADD SWITCH FDB
0000 o0o00ODO000000D0D0000 NN UD MACODOODODODODO
uon
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SET SWITCH PORT=1-8 BCASTRATELIMITING=YES BCASTRATE=1000 .

m (J00go0boobobobbobboobooon
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EPSR Snooping

EPSR Snooping
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EPSR Snooping
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ADD IP INT=vlanl IP=192.168.10.5 MASK=255.255.255.0

2. RADIUSOOOOODOOOOOOOIPODOOOD UDPODOODOOOOOODODOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. Doooooooooooooo

ENABLE PORTAUTH

4, 000 10160 802X 000000000 DODOOMMITYPE=EAUTHENTICATORD DO DO DODOOO
000 10160 AuthenticatorCO QO OQOoOonO

SET PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR

5. 000 170230 MACODOOOODOOOOOODOOOOOO

SET PORTAUTH=MACBASED PORT=17-23 TYPE=AUTHENTICATOR .
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CREATE VLAN=A VID=10
CREATE VLAN=B VID=20
CREATE VLAN=C VID=30
CREATE VLAN=R VID=1000
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ADD VLAN=R PORT=24 .
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ooooooooooooiPoOo0DOobOOoOooOOoOd

ADD IP INT=vlan-R IP=192.168.10.5 MASK=255.255.255.0

4, RADIUSOOUOUOODOUOOOOOOIPOODOOD UDPOODODOODODOODODOODOOOODOODO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. 000O0oooooooooooo
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6. 000 10160 802X UODOOOOOOOOOMMTYPE=AUTHENTICATORD OO OO OOO
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000DoD0oooooono VLANDODOOOoOooOd

SET PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED .J
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SET PORTAUTH=MACBASED PORT=17-23 TYPE=AUTHENTICATOR .
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ACTIVATE SWITCH PORT AUTONEGOTIATE

ACTIVATE SWITCH PORT AUTONEGOTIATE

o0o0oooooooooo /000

ACTIVATE SWITCH PORT={port-list|ALL} AUTONEGOTIATE

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g
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0000000000000 D00D000OSETSWITCHPORTOOOOO RENEGOTIATIONODOOOOO
0OAUTOOOOOOOOODODO

goooog
PORT 00OD0OOOODOOOODOODOOOODOODOOOSET SWITCHPORTOOODODO SPEEDODO

000000 AUTONEGOTIATED 1I0MHAUTOO 10MFAUTOO 100MHAUTOO 100MFAUTODO
1000MFULLOOOOO0OOOOO0DOOOODODOD

g
sJ006000000000DO0ODOOODODODOODO

ACTIVATE SWITCH PORT=6 AUTONEGOTIATE

goooogf

Oooooooomooood AUTONEGOTIATELMOMHAUTOMMOMFAUTOLOOMHAUTOLL00MFAUTOD
1000MFULLOODOODOOOOODOOOOODODOD

goooog

SET SWITCHPORTO 5900 00O
SHOW SWITCH PORTO 1020 00 O
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ADD SWITCH TRUNK

ADD SWITCH TRUNK

o0o0oooooooooo /000

ADD SWITCH TRUNK=trunk PORT=port-list

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O0OOOOODOOO
port-list: J0 00000000100 00000000000O0OOO0OOOOO

g

gobooooboooobooboooboobo
goooog

TRUNK O00000OO0OOOOO

PORT 0000000000000 000O0O0OOOOOOOOO8O00O0O0OD0O0O0ODOOODOOODOOO
odo0o0oo0oooooDooooooo0oo0ooo0oo0oDO VLANODODODooooo
goobogoo

g
s 000000000uplinkDODOO 104000000

ADD SWITCH TRUNK=uplink PORT=1-4

goooog

CREATE SWITCH TRUNKDO 29O OO O
DELETESWITCH TRUNKDO 31O O OO
DESTROY SWITCH TRUNKO 320000
SET SWITCH TRUNKDO 650000
SHOW SWITCH TRUNKDO 11400 0O 0O
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CREATE SWITCH TRUNK

CREATE SWITCH TRUNK

o0o0oooooooooo /000

CREATE SWITCH TRUNK=trunk PORT=port-list [SELECT={MACSRC|MACDEST|MACBOTH|
IPSRC|IPDEST|IPBOTH}]

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O00OOOOODOOO
port-list: J0 00000000100 00000000000ODO0OOO0OOOOO
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goooog

TRUNK O00000OO0OOOOO

PORT 000000000 ODOOOOO0O0O0O0O0ODODODODODOOOOOO8UODUOOOOODOODOODO
000o000oo0oooooDoooDoooooooooooooooooono VLANDODOQoOQoOo
gobooboogn

SELECT 00000DO000ODO00O0ODO000000DOO0000000D0O0000O000O0O000O000
O0000O0MACSRCOOOO MACOOOOMmMMACDESTD OO MACODOOOMMMACBOTH
ooooooo MACOOUOOMmMIPSRCOOO IPODOOOMMIIPDESTO OO IPOOOOmMIPBOTH
O0o00ooo IPOOO0O0O0OUOOODODOODODOOOOO MACBOTHO

g
000 150000000000uplinkD000000O0O

CREATE SWITCH TRUNK=uplink port=1-5

goooogf

gobooooooooboooboboooboobbobboobooboooboboobbooboobbo
ooooooooo IboooO0Ooo 1oo000oooooood

goooog

ADD SWITCH TRUNKO 28 0 O OO
DELETESWITCH TRUNKDO 31 OO OO
DESTROY SWITCH TRUNKO 320000
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SET SWITCH TRUNKO 650000
SHOW SWITCH TRUNKDO 1140000
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DELETE SWITCH TRUNK

DELETE SWITCH TRUNK

o0o0oooooooooo /000
DELETE SWITCH TRUNK=trunk PORT=port-list

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O0OOOOODOOO
port-list: J0 00000000100 00000000000O0OOO0OOOOO

g

goboooboooobooobooboo
goooog

TRUNK O00000OO0OOOOO
PORT 0000000 OOOO

g
s 000000000uplinkDODOO0O0O 102000000

DELETE SWITCH TRUNK=uplink PORT=1, 2

goooog

ADD SWITCH TRUNKO 28 0 O OO
CREATE SWITCH TRUNKDO 29O OO O
DESTROY SWITCH TRUNKO 320000
SET SWITCH TRUNKDO 650000
SHOW SWITCH TRUNKDO 11400 0O O
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DESTROY SWITCH TRUNK

DESTROY SWITCH TRUNK

o0o0oooooooooo /000

DESTROY SWITCH TRUNK=trunk

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O0OOOOODOOO

g

gobooobooobooooo
goooog

TRUNK O00000OO0OOOOO

g
s 000000000uplinkDODOOOO

DESTROY SWITCH TRUNK=uplink

goooog

ADD SWITCH TRUNKO 28O0 O OO
CREATE SWITCH TRUNKDO 29O OO O
DELETESWITCH TRUNKDO 31O O OO
SET SWITCH TRUNKDO 650000
SHOW SWITCH TRUNKDO 11400 0O 0O
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DISABLE EPSRSNOOPING

DISABLE EPSRSNOOPING

000000000000 /EPSR Snooping

DISABLE EPSRSNOOPING [CONTROLVLAN={1..4094|vlanname|ALL}]

vlanname: VLAN O 0102000 0000000000000 00000000000oo0ooooooooooo

g

0000000000 VLANOODOODOOoooooooooooooooooooooo
goooog
CONTROLVLAN 00000000 DOOOOODOO VLANDO

goooog

ENABLE EPSRSNOOPINGO 390 000
SHOW EPSRSNOOPINGO 66 0 0 OO
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DISABLE PORTACCESS

DISABLE PORTACCESS

O000oooooooo /00000

DISABLE PORTACCESS

g

Oopoooopoops8iXooooo MACOOODDDODOODDODODODDDODODODDOODODOOODODISABLE
PORTAUTHO OO OOOOO

goooog

ENABLE PORTACCESSO 40000 O
SHOW PORTACCESSO 680 00 O
SHOW PORTACCESS PORTO 76 0 0 O O
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DISABLE PORTAUTH

DISABLE PORTAUTH

O000oooooooo /00000

DISABLE PORTAUTH

g

Oopoooopoops8iXooooo MACOOODDDODOODDODODODDDODODODDOODODOOODODISABLE
PORTACCESSO O ODOOOOO

goooog

ENABLE PORTAUTHO 4100 00O
SHOW PORTAUTHO 820 00O
SHOW PORTAUTH PORTO 900 O OO
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DISABLE RRPSNOOPING

DISABLE RRPSNOOPING

000000000000 /RRP Snooping

DISABLE RRPSNOOPING

g

RRP Snooping0 000 000000000000

goooog

ENABLE RRPSNOOPINGO 420000
SHOW RRPSNOOPINGO 9% 00 O O
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DISABLE SWITCH PORT

DISABLE SWITCH PORT

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL}

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

0000000000000 00000OSETSWITCHPORTOOODOO STATUSO OO OO OO DISABLE
goobooooboogoo

goooog
PORT OOODOOOO

goooog

ENABLE SWITCH PORTO 43000 O
SHOW SWITCH PORTO 1020 00 O
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DISABLE SWITCH PORT FLOW

DISABLE SWITCH PORT FLOW

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL} FLOW=PAUSE

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

0000000000000 0000000008023xPAUSED D DD DDODODOOOOOODODODODSET
SWITCHPORTOOOOO FLOWCONTROLOOOOOOO DISABLEO OO OOOOOODO

goooog

PORT OOODOOOO
FLOW 00000000 PAUSED802.3x PAUSED Full-DuplexD0O 0D OOOOO

goooogf

O00000D0D00ODO0OPAUSEDDODODOOODDODOOODDOOOOOODOODOOOOOOODOOODOOOD
PAUSEDOOOOOOOODOOOOOOO

goooog

ENABLE SWITCH PORT FLOWDO 44000 O
SHOW SWITCH PORTO 1020 00 O
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ENABLE EPSRSNOOPING

ENABLE EPSRSNOOPING

000000000000 /EPSR Snooping

ENABLE EPSRSNOOPING CONTROLVLAN={1..4094|vlanname}

vlanname: VLAN O 0102000 0000000000000 00000000000oo0ooooooooooo

g

0000000000 VLANOODOODOOoooooooooooooooooooooo
goooog
CONTROLVLAN O0O0O000O0O0DOOOOODOO VLAN

goooog

DISABLE EPSRSNOOPINGO 330000
SHOW EPSRSNOOPINGO 66 0 0 OO
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ENABLE PORTACCESS

ENABLE PORTACCESS

O000oooooooo /00000

ENABLE PORTACCESS

g

00o00o0ooooeiXooooo MACODUODODUODUODDODOODODODODODOODDDODOENABLE
PORTAUTHO OO OOOOO

goooog

DISABLE PORTACCESSO 34 0 00O
SHOW PORTACCESSO 680 00 O
SHOW PORTACCESS PORTO 76 0 0 O O
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ENABLE PORTAUTH

ENABLE PORTAUTH

O000oooooooo /00000

ENABLE PORTAUTH

g

00o00o0ooooeiXooooo MACODUODODUODUODDODOODODODODODOODDDODOENABLE
PORTACCESSO O ODOOOOO

goooog

DISABLE PORTAUTHO 350000
SHOW PORTAUTHO 820 00O
SHOW PORTAUTH PORTO 900 O OO
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ENABLE RRPSNOOPING

ENABLE RRPSNOOPING

000000000000 /RRP Snooping

ENABLE RRPSNOOPING

g

RRP Snooping0 000 000000000000

goooog

DISABLE RRPSNOOPINGO 36 0 00O
SHOW RRPSNOOPINGO 9% 00 O O
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ENABLE SWITCH PORT

ENABLE SWITCH PORT

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL}

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

000000000000 oo0o0oDoO0O000D00000DO0OSET SWITCHPORT O OO OO STATUS
0000000 ENABLEOOOODDOODOODO

goooog
PORT OOODOOOO

goooog

DISABLE SWITCH PORTO 37000 O
SHOW SWITCH PORTO 1020 00 O
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ENABLE SWITCH PORT FLOW

ENABLE SWITCH PORT FLOW

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL} FLOW=PAUSE

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

0000000000000 0000000008023xPAUSED D DD DDODODOOOOOODODODODSET
SWITCHPORTOODOOO FLOWCONTROLO OOOO OO ENABLEO OO ODOOOOODO

goooog

PORT OOOOO
FLOW 00000000 PAUSED802.3x PAUSED Full-DuplexD0O 0D OOOOO

goooogf

O00D0D0DO0DO0DUOO0OPAUSEDD0OOOOOODODOOOODOODOOODOOODOOOOOODO

goooog

DISABLE SWITCH PORT FLOWO 380 0 OO
SHOW SWITCH PORTO 1020 00 O
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PURGE SWITCH

PURGE SWITCH

O000oooooooOo /000000

PURGE SWITCH PORT={port-list|ALL}

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

gobooobooooboooboooboo

g
[ J00000oooo0oboobobon

PURGE SWITCHU PORT=ALL

goooog

SHOW SWITCHO 970000
SHOW SWITCHFDBO OO OO OOODODOOOOOODOD 150000
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RESET SWITCH

RESET SWITCH

O000oooooooOo /000000

RESET SWITCH

g

goboooboooobooobooboo
o0dooo0o0oooooO0ooooooOorbDBOOO0OODOOOODODOOOODOOODODOOOODDODO
goboooboooobooobooboobbobbuoobooobooboboobbo

goooog

SHOW SWITCHO 970000
SHOW SWITCHFDB OO OO OOODODOOOOOODODO 150000
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RESET SWITCH PORT

RESET SWITCH PORT

o0o0oooooooooo /000

RESET SWITCH PORT={port-list|ALL} [COUNTER]

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

gobooboogobooobooboobbon
00000000000 @Uoooo0onoo0o0oooo0oo@EoOoO0D0Do0o000oDoo0oonooo
000@Uooo00oooooooooooooo

goooog

PORT 0OO0OOOOO
COUNTER 0000000000 DOOODOOODOOOOODODOOO

goooog

DISABLE SWITCH PORTO 37000 O
ENABLE SWITCH PORTO 430 00O
SHOW SWITCH PORTO 1020 00 O
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SET PORTACCESS AUTHMETHOD

SET PORTACCESS AUTHMETHOD

O000oooooooo /00000

SET PORTACCESS AUTHMETHOD [=RadiusEAP]

g

802.1XI 0000 DOOU0DOO0DLOO0O00O0ODOOO0ODOSET PORTAUTHAUTHMETHOD DO OO OOGOO
goooog
AUTHMETHOD 0O0O0OO0OO0OOUOORadiuseEAPO OO0

goooog

SHOW PORTACCESSO 680 00 O
SHOW PORTACCESS PORTO 76 D OO O
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SET PORTACCESS PORT

SET PORTACCESS PORT

O000oooooooo /00000

SET PORTACCESS=8021X PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR
[CONTROL={AUTHORISED|UNAUTHORISED|AUTO|FORCEAUTHENTICATE|
FORCEUNAUTHENTICATE}] [QUIETPERIOD=0..65535] [TXPERIOD=1..65535]
[REAUTHPERIOD=1..65535] [SUPPTIMEOUT=1..600] [{SERVERTIMEOUT)|
SERVTIMEOUT}=1..600] [CTRLDIRBOTH={INGRESS|BOTH}]
[REAUTHENABLED={ENABLED|DISABLED}] [PIGGYBACK={ENABLED|DISABLED}]
[MODE={MULTI|SINGLE}] [GUESTVLAN={vlanname|l..4094|NONE}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [SECUREVLAN={ON|OFF}] [MAXREQ=1..10]
[MAXSTART=1. .10]

SET PORTACCESS=8021X PORT={port-list|ALL} {TYPE|ROLE}=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [{USERNAME[NAME}=]login-name] [PASSWORD=password]

SET PORTACCESS=8021X PORT={port-list|ALL} {TYPE|ROLE}=NONE

SET PORTACCESS=MACBASED PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR
[CONTROL={AUTHORISED|UNAUTHORISED|AUTO|FORCEAUTHENTICATE|
FORCEUNAUTHENTICATE}] [QUIETPERIOD=0..65535] [REAUTHPERIOD=1..65535]
[REAUTHENABLED={ENABLED|DISABLED}] [MODE={MULTI|SINGLE}]
[GUESTVLAN={vlanname|l..4094|NONE}] [VLANASSIGNMENT={ENABLED|DISABLED}]
[SECUREVLAN={ON|OFF}]

SET PORTACCESS PORT={port-list|ALL} {TYPE|ROLE}=NONE

port-list: 0000000000100 0000000000O0O0OOOOOOOOO

vlanname: VLAN O 010200 00000000000000_ 0000000000000 O00OO0OOOOO0O
gooooooooooooooooooooboooooooobooboooooo

login-name: D0 000010630 00000000000O0O

password: 00000010630 000000000000

g

000000000000 ooooo8RIXooooo MACODODUOODODDODODODODODODOOSET
PORTAUTHPORT OO OOOODODO
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SET PORTACCESS PORT

goooog

PORTACCESS 00000 0OO8021X0802.1X 0 0 M MACBASEDO MACO O OOODUOOOOOO
o00o0ooo8iIXooooooo

PORT OD0OOO0OOOOOOOOOOOOO

TYPE/ROLE 000000000 OOAUTHENTICATORO802.1XOODOOO MACODDODODOOO
Authenticator 0 0 O [ SUPPLICANTO 802.1X 0O 0O O Supplicant0 O 0 D NONED 802.1X 0 O
0000000000000 00OO0ONONEDDODDODODDODDODOOooDooooooooog

MODE [802.1X Authenticator U0 O OMACUO OO OO0 OO O OAuthenticator 0 0000000
Supplicant0 10 0000000000000 000O Single-Supplicant0 000 MODE=SINGLED
OOSupplicant D00 0000000000000 0OO Multi-Supplicant 0000 MODE=MULTIC
00 00Single-Supplicant 0 00 0000000000000 D00D0OO0O SupplicantD 0000
0000000000 Supplicant0 0 0000000000000 OPIGGYBACKOOOODOOO
0000 Multi-Supplicant 00 0000000000000 000O0OO0O Supplicant0 00O
O0o0ooooooooooooon SINGLED

GUESTVLAN [0802.1X Authenticator 0 DO OMACUO OO0 00OO0OO0OOOOO VLANOOOOODO
VLANOOOO VLANIDOOOOOONONEDODOO VLANODODDODDODOOODODOoooooo
NONEDOODODOODOODOODOODODOODOODUOODUOO VLANDODODODDODOOOOoOooooood VLANOO
O0VLANDOODOOODOOOODOOO0DO0000000 VLANDOOOD O OO Multi-Supplicant
000 (MODE=MULTH OO NONEOOODOOOODOOOODODOO NONE

PIGGYBACK [J802.1X Single-Supplicant Authenticator O O O [Single-Supplicant 0 O [J MODE=SINGLED
0000000000000 Supplicant0 0000000000000 DDO0O0O0O0O0OO0OOO0
O0oooooooooooooood DISABLED

CONTROL [1802.1X Authenticator DO OMACOUOOOUOOOOODOOOOODO Authenticator
ODO000D0DO00AUTOOOD0O0O0O0O000O0OMUNAUTHORISEDD OO0 O OO FORCEUNAU-
THENTICATE O 0O (MAUTHORISEDO O 000 00 OFORCEAUTHENTICATEO O OO OOO
0000000 oOo AUTOO OO0 AUTOOOOOOGOO

SERVERTIMEOUT/SERVTIMEOUT [ 802.1X Authenticator IO OOMACOOUD 0D OO OORA-
DIUSOODOODO Access-Request 0D DD OO ORADIUSODOOODOOOOOOOOOOOOOOO
ooooo 3000

QUIETPERIOD [802.1X Authenticator OO OMACOOOOO0OOOOSupplicantD 000000
O0O0OSupplicant 0000000000000 0000000000000 00O0O0O0OOOO0O0O
ooooooeonno

TXPERIOD [802.1X Authenticator 0 0O O O Supplicant 0 EAPOL O 00000000 OD0OOOOM
oooooo 3000

REAUTHPERIOD [802.1X Authenticator 00O OMAC O OO 00D OO OSupplicant0 0000
D00moooooo 360000

SUPPTIMEOUT 0 802.1X Authenticator 00 O OSupplicant 0 EAP-Request 00 0O O O O OSupplicant
odoooooooooomoooooo 3000

MAXREQ [802.1X Authenticator 0 O O O Supplicant 0 0 OO0 EAPOL-Request 000000000
ooooooooo 20

CTRLDIRBOTH 00802.1X Single-Supplicant Authenticator 0 0 0 0000000000000 O0OO
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SET PORTACCESS PORT

0000000000000 0000000000000INGRESSOOOODDOOOOODOOOOO
odoooo00oooooooooooooooooooDmooooBOTHO O ODOODODODODOOO
o0o0oooooooooooOoDoODODO00O0OMODE=MULTIDOODDOOOOOOOO VLANDODO
O0000000 INGRESSOODODUODUOODOOMODE=SINGLEDOOOOODOODODOO VLAN
ggddoooooooooobooo

REAUTHENABLED [802.1X Authenticator OO O OMAC O OO0O00O000OOSupplicant0 000
O000D000D000DD0D00O0O00OENABLEDOD OO ODOOOODOOO DISABLEDOOOOOOO
000000000 oooooodnENABLEDO

SECUREVLAN 00 802.1X Multi-Supplicant Authenticator DO O OMAC OO OO 00O O O802.1X 0
O000OOMACOOODOO Multi-Supplicant0 0 00 MODE=MULTIOOOOOOOO VLAN
O000000000200000 Supplicant0000000000000000000 ONODO
0000000200000 Supplicant0 0000000000 SupplicantO000 VLANOOUDO
00000000000 OFFO0000D00DODOD VLANDODOODDOOOOooooooo
0000200000 Supplicant0 0000000000000 OO Supplicant0 00 VLAND
0000000000000 00Multi-Supplicant 0 00 0OMODE=MULTIO OO0 00 0OOMAC
0000000000000 0Do00ooooogO ONO

VLANASSIGNMENT 0802.1X Authenticator D0 D OMACOO0OO0O0OO0OOOOODOODOO VLAN
O00000O00O0D0O0O0ORADIUSOOOOOOOODODO Tunnel-Private-Group-ID OO0 O00OO
00000000 VLANODOOOODOoDoOoDOoOoDOOO ENABLEDO

AUTHPERIOD [J802.1X Supplicant U O O 0O Authenticator 0 EAP-Response 0 0000000000
Authenticator 0 0 0000000000 0O0000O0 3000

HELDPERIOD [J802.1X Supplicant0 00 000000 DAuthenticator 0000000000000
ooooooeonno

MAXSTART [802.1X Supplicant 0 00 OEAPOL-Start 0 00000000000 Supplicant0 0 O
ODOEAPOL-Start 0 0000 MAXSTARTOODOODOODUOODOOODOOoOoooooooooooo
oo0ooUoooooooo 300

STARTPERIOD 00802.1X Supplicant O U O O Authenticator 0 EAPOL-Start 000000000 oO
O00moooooo 3000

USERNAME [0802.1X Supplicant 00 000000000000 Supplicant0 0000000000
O0000000OO0 PASSWORDOOOODOOODOOODOOOOOO

PASSWORD [802.1X Supplicant 00 000000000000 Supplicant0 0000000000
000000000 USERNAMEOD OOOOODODOOOooooooo

goooog

SHOW PORTACCESSO 680 00 O
SHOW PORTACCESS PORTO 76 D OO O
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SET PORTAUTH AUTHMETHOD

SET PORTAUTH AUTHMETHOD

O000oooooooo /00000

SET PORTAUTH AUTHMETHOD [=RadiusEAP]

g

802X 000000000 ODDOODODODODODOOOOOSET PORTACCESS AUTHMETHOD D OO OO
uon

goooog
AUTHMETHOD 0O0O0OO0OO0OOUOORadiuseEAPO OO0

goooog

SHOW PORTAUTHO 820 00O
SHOW PORTAUTH PORTO 9000 OO
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SET PORTAUTH PORT

SET PORTAUTH PORT

O000oooooooo /00000

SET PORTAUTH=8021X PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR
[CONTROL={AUTHORISED|UNAUTHORISED|AUTO|FORCEAUTHENTICATE|
FORCEUNAUTHENTICATE}] [QUIETPERIOD=0..65535] [TXPERIOD=1..65535]
[REAUTHPERIOD=1..65535] [SUPPTIMEOUT=1..600] [{SERVERTIMEOUT)|
SERVTIMEOUT}=1..600] [CTRLDIRBOTH={INGRESS|BOTH}]
[REAUTHENABLED={ENABLED|DISABLED}] [PIGGYBACK={ENABLED|DISABLED}]
[MODE={MULTI|SINGLE}] [GUESTVLAN={vlanname|l..4094|NONE}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [SECUREVLAN={ON|OFF}] [MAXREQ=1..10]
[MAXSTART=1. .10]

SET PORTAUTH=8021X PORT={port-list|ALL} {TYPE|ROLE}=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [{USERNAME[NAME}=]login-name] [PASSWORD=password]

SET PORTAUTH=8021X PORT={port-1list|ALL} {TYPE|ROLE }=NONE

SET PORTAUTH=MACBASED PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR
[CONTROL={AUTHORISED|UNAUTHORISED|AUTO|FORCEAUTHENTICATE|
FORCEUNAUTHENTICATE}] [QUIETPERIOD=0..65535] [REAUTHPERIOD=1..65535]
[REAUTHENABLED={ENABLED|DISABLED}] [MODE={MULTI|SINGLE}]
[GUESTVLAN={vlanname|l. .4094|NONE}] [VLANASSIGNMENT={ENABLED|DISABLED}]
[SECUREVLAN={ON|OFF}]

SET PORTAUTH PORT={port-list|ALL} {TYPE|ROLE }=NONE

port-list: 0000000000100 0000000000O0O0OOOOOOOOO

vlanname: VLAN O 010200 00000000000000_ 0000000000000 O00OO0OOOOO0O
gooooooooooooooooooooboooooooobooboooooo

login-name: D0 000010630 00000000000O0O

password: 00000010630 000000000000

g

O0o0ooooooooooooogniIXooooo MACOODODDODODODDODODODODOODOODOSET
PORTACCESSPORT OO OOOOODO
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SET PORTAUTH PORT

goooog

PORTAUTH 00000000 0DO8021X0802.1X 00O MMMACBASEDD MACO O DD ODODOOOOOOO
D000 82IXooooooo

PORT OD0OOO0OOOOOOOOOOOOO

TYPE/ROLE 000000000 OOAUTHENTICATORO802.1XOODOOO MACODDODODOOO
Authenticator 0 0 O [ SUPPLICANTO 802.1X 0O 0O O Supplicant0 O 0 D NONED 802.1X 0 O
0000000000000 00OO0ONONEDDODDODODDODDODOOooDooooooooog

MODE [802.1X Authenticator U0 O OMACUO OO OO0 OO O OAuthenticator 0 0000000
Supplicant0 10 0000000000000 000O Single-Supplicant0 000 MODE=SINGLED
OOSupplicant D00 0000000000000 0OO Multi-Supplicant 0000 MODE=MULTIC
00 00Single-Supplicant 0 00 0000000000000 D00D0OO0O SupplicantD 0000
0000000000 Supplicant0 0 0000000000000 OPIGGYBACKOOOODOOO
0000 Multi-Supplicant 00 0000000000000 000O0OO0O Supplicant0 00O
O0o0ooooooooooooon SINGLED

GUESTVLAN [0802.1X Authenticator 0 DO OMACUO OO0 00OO0OO0OOOOO VLANOOOOODO
VLANOOOO VLANIDOOOOOONONEDODOO VLANODODDODDODOOODODOoooooo
NONEDOODODOODOODOODOODODOODOODUOODUOO VLANDODODODDODOOOOoOooooood VLANOO
O0VLANDOODOOODOOOODOOO0DO0000000 VLANDOOOD O OO Multi-Supplicant
000 (MODE=MULTH OO NONEOOODOOOODOOOODODOO NONE

PIGGYBACK [J802.1X Single-Supplicant Authenticator O O O [Single-Supplicant 0 O [J MODE=SINGLED

0000000000000 Supplicant0 0000000000000 DDO0O0O0O0O0OO0OOO0
O0oooooooooooooood DISABLED

CONTROL [1802.1X Authenticator DO OMACOUOOOUOOOOODOOOOODO Authenticator
ODO000D0DO00AUTOOOD0O0O0O0O000O0OMUNAUTHORISEDD OO0 O OO FORCEUNAU-
THENTICATE O 0O (MAUTHORISEDO O 000 00 OFORCEAUTHENTICATEO O OO OOO
0000000 oOo AUTOO OO0 AUTOOOOOOGOO

SERVERTIMEOUT/SERVTIMEOUT [ 802.1X Authenticator IO OOMACOOUD 0D OO OORA-
DIUSOODOODO Access-Request 0D DD OO ORADIUSODOOODOOOOOOOOOOOOOOO
ooooo 3000

QUIETPERIOD [802.1X Authenticator OO OMACOOOOO0OOOOSupplicantD 000000
O0O0OSupplicant 0000000000000 0000000000000 00O0O0O0OOOO0O0O
ooooooeonno

TXPERIOD [802.1X Authenticator 0 0O O O Supplicant 0 EAPOL O 00000000 OD0OOOOM
oooooo 3000

REAUTHPERIOD [802.1X Authenticator 00O OMAC O OO 00D OO OSupplicant0 0000
D00moooooo 360000

SUPPTIMEOUT 0 802.1X Authenticator 00 O OSupplicant 0 EAP-Request 00 0O O O O OSupplicant
odoooooooooomoooooo 3000

MAXREQ [802.1X Authenticator 0 O O O Supplicant 0 0 OO0 EAPOL-Request 000000000
ooooooooo 20

CTRLDIRBOTH 00802.1X Single-Supplicant Authenticator 0 0 0 0000000000000 O0OO
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SET PORTAUTH PORT

0000000000000 0000000000000INGRESSOOOODDOOOOODOOOOO
odoooo00oooooooooooooooooooDmooooBOTHO O ODOODODODODOOO
o0o0oooooooooooOoDoODODO00O0OMODE=MULTIDOODDOOOOOOOO VLANDODO
O0000000 INGRESSOODODUODUOODOOMODE=SINGLEDOOOOODOODODOO VLAN
ggddoooooooooobooo

REAUTHENABLED [802.1X Authenticator OO O OMAC O OO0O00O000OOSupplicant0 000
O000D000D000DD0D00O0O00OENABLEDOD OO ODOOOODOOO DISABLEDOOOOOOO
000000000 oooooodnENABLEDO

SECUREVLAN 00 802.1X Multi-Supplicant Authenticator DO O OMAC OO OO 00O O O802.1X 0
O000OOMACOOODOO Multi-Supplicant0 0 00 MODE=MULTIOOOOOOOO VLAN
O000000000200000 Supplicant0000000000000000000 ONODO
0000000200000 Supplicant0 0000000000 SupplicantO000 VLANOOUDO
00000000000 OFFO0000D00DODOD VLANDODOODDOOOOooooooo
0000200000 Supplicant0 0000000000000 OO Supplicant0 00 VLAND
O000000U00DO0Oo OND

VLANASSIGNMENT 0802.1X Authenticator D0 D OMACOO0OO0O0OO0OOOOODOODOO VLAN
O000000D00D0O0O0ORADIUSOOOOOOOOODO Tunnel-Private-Group-IDDO00DO000OO0
00000000 VLANODOOOODOOoDOoDoODOOO ENABLEDO

AUTHPERIOD [J802.1X Supplicant O O O 0O Authenticator 0 EAP-Response 0 0000000000
Authenticator 0 0 0000000000 0O0000O0 3000

HELDPERIOD [0802.1X Supplicant0 00 000000 DAuthenticator 0000000000000
ooooooeonno

MAXSTART [802.1X Supplicant 0 00 OEAPOL-Start 0 00000000000 Supplicant0 0 O
ODOEAPOL-Start 0 0000 MAXSTARTOOODODOODUOOOOODOOOoooooooooooo
oo0ooUoooooooo 300

STARTPERIOD 00 802.1X Supplicant O U O O Authenticator 0 EAPOL-Start D 00000000 oOd
O00moooooo 3000

USERNAME [0802.1X Supplicant 00 000000000000 Supplicant0 0000000000
O0000000OO0 PASSWORDOOOODOOODOOODOOOOOO

PASSWORD [802.1X Supplicant 00 000000000000 Supplicant0 0000000000
000000000 USERNAMEOD OOOOODODOOOooooooo

goooog

SHOW PORTAUTHO 820 00O
SHOW PORTAUTH PORTO 9000 OO

goooon CentreCOM 9424T/SP 0000 OO0OOOO 2.3
J613-M0109-12 Rev.G

55



SET SWITCH INFILTERING

SET SWITCH INFILTERING

O000oooooooOo /000000

SET SWITCH INFILTERING={YES|NO|ON|OFF|TRUE|FALSE}

g

goooooooooobobobbbobboobooobobboobbbobooooooooDb oD D
uon

goooog
INFILTERING ONOOOUOOOOOFFOOODOOODDOOODODOOONODODODDOODOOODDO VLAN

IDOOD0D0O0O0O0OO0OOVLANDODODOOODOODOOOODOODODODODODODODODOOOoOoDOoOOoDOOOFF
gbobooobooobooooboobbon

goooog

SHOW SWITCHO 970000
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SET SWITCH MIRROR

SET SWITCH MIRROR

o0o0oooooooooo /000

SET SWITCH MIRROR={0|NONE|port-number}

port-number: 0000000000100

g

gobooboobooboboobobooboobobboobobooboobobbobOobbUobOoo
gobooboooooobboooboobbo
O0000D00U0000D0DUUODUOOSET SWITCHPORTMIRRORODODODOODOOODO

goooog

MIRROR 0000000000000 0O0DODOODOOOOOUOOO0OOODODOOOOOOOODOOOOO
gooboooboooobooooooboobboobooboobbobboobboobboobo
0000000000000 00D0U0DUU0DUOO NONEDDDD OODDDDOOODOO

goooogd

goboooboooobooobooboobbobboobooobooobo

goooog

SET SWITCHPORTO 5900 00O
SHOW SWITCHO 970000

SHOW SWITCH MIRRORO 101 0 OO O
SHOW SWITCH PORTO 1020 00 O

goooon CentreCOM 9424T/SP 0000 OO0OOOO 2.3
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SET SWITCH MULTICASTMODE

SET SWITCH MULTICASTMODE

O000oooooooOo /000000

SET SWITCH MULTICASTMODE={A|B|C|D}

g

gobooobogoboobobooboobbobboon
goooog

MULTICASTMODE 0000000000 00O0O0OO0OAOBPDU/EAPOOOOOODODODOMB
OBPDU/EAPOUOU0ODOOUOOVLANDOODOOODDOODOODDODODOMMICOBPDU/EAPOODO
O0ODOVLANOODODOOOOOOODODOOO0OO0O0O0OMmooo bOoBPDU/EAP OO OO OOVLAN
0000000000000 000000000BPDU/ZEAPO 0D OOODODOOODDDOOODO
O00DO0oooooooooooAd

g
s 00000000000O00O0O00O0OOOO COOO0O0O0O0

SET SWITCH MULTICASTMODE=C

goooog

SHOW SWITCHO 970000
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SET SWITCH PORT

SET SWITCH PORT

o0o0oooooooooo /000

SET SWITCH PORT={port-list|ALL} [DESCRIPTION=string] [STATUS={ENABLE|
DISABLE}] [FLOWCONTROL={ENABLE|DISABLE}] [BCASTRATELIMITING={YES|NO|ON|
OFF|TRUE|FALSE|ENABLED|DISABLED}] [MCASTRATELIMITING={YES|NO|ON|OFF|TRUE|
FALSE|ENABLED|DISABLED}] [UNKUCASTRATELIMITING={YES|NO|ON|OFF|TRUE|FALSE|
ENABLED|DISABLED}] [BCASTRATE=0..262143] [MCASTRATE=0..262143]
[UNKUCASTRATE=0. .262143] [BCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE |
ENABLED|DISABLED}] [UNKMCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [UNKUCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED)|
DISABLED}] [BCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [UNKMCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [UNKUCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [SPEED={AUTONEGOTIATE|10MHALF|10MFULL|10MHAUTO|10MFAUTO|
100MHALF|100MFULL|100MHAUTO|100MFAUTO|1000MFULL}] [MDIMODE={MDI|MDIX}]
[SOFTRESET] [PRIORITY=0..7] [OVERRIDEPRIORITY={YES|NO|ON|OFF|TRUE|
FALSE}] [RENEGOTIATION=Auto]

port-list: 0000000000100 0000000000O0O0OOOOOOOOO
string: 00001016000

g

goboooboooobbooboo
o0dooo00oooooo0ooooo00ooo0Doo00D000oD0O0D00O0D0OVLANDDOD
goboooboogoobooooo

goooog

PORT 0000000000 OODOOALLODODODOOODODOODOOOODOOOOOOOOO

DESCRIPTION 0OO0OO0OO0OOSHOWSWITCHPORTOOOOOOOODODODOOODDOODOOODOOO
oo

STATUS 00000000 0O0ODOO0O00O0ODO0DODO0O00ODOD00DO0O0O0ODOOOENABLE SWITCH
PORTO O OOODISABLESWITCHPORTO OO ODDOOOO

FLOWCONTROL 000000000 O08023xPAUSED DD ODODDOOOODODDOOOODODOENABLE
SWITCH PORT FLOW O 00 0 O O DISABLE SWITCH PORT FLOW O OO OO O OO

BCASTRATELIMITING 0000000000 OOO0OOOOOOODOOOOOOOOOYESOOOO
OOODOOBCASTRATEODOODODDODOOODID0DO0DODOOO0OODO0OODODODOODOOODOOOOOODOO
O00000oooooNOUUDOU0U0U0ooooooooooooooonO NOO

MCASTRATELIMITING 00000000000 O0O0OO0OOO0O0O0O0DOOOOOOOOOYESODOOO
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60

SET SWITCH PORT

ODOODOOMCASTRATEOODODODUOOOO0D1l0DO0O0O0O0OOO0O0O0O0DODOOOOOO0OOOooooon
00000000 oO0oNOUOD 000000000 oooooooooono NOO

UNKUCASTRATELIMITING 00000000000 00OO0O0OOOOOOOOOOOODOOOOYES
O0D0D0O0OO0OO0OOOUNKUCASTRATEDO O OOODOODOOD1O0OODOO0OODOODOOOODOO0ooooo
000000000000 0ooooNOU 00D ooooooooooooon NOO

BCASTRATE 000000000000 OOOODOOOOOO262143000000000000 02621430

MCASTRATE 000000000000 DOODOOOODO0OZ26214300000000000002621430

UNKUCASTRATE 0000000 O0DO0OO0OOOO0ODOOOOOOOO0Z2621430 0000000000
002621430

BCASTFILTERING 0000000000 DOO0OOO0DOOOOOOODOOOOOOOONOOOOO OFF
O00000oU0ooooONDOODODODOODOO0O0U00DU00D0D0D0D0DDODDODOOOFFODODODOOOO
O000O00oo0oDo OFFD

UNKMCASTFILTERING OO0OO0OO0OO0OOOOOOOOOOOOOOOODOODOODODOOODOOOOOON
O000OOFF000DODODDOOODDONDDDDODUDODDDODODODDODDODDODODODDOODOOO
OFFOO0O000DDOOOODOOOOODn OFFO

UNKUCASTFILTERING 0000000000000 00O0OO00O0OO00DO0O00ODO0OO0OONDO
D00 OFFO 0 0ODOOOooOOoONDIDDDDNDUDDO00DODDOODODDODDODOOODOOFF
00000000 oO0ooooog OFFO

BCASTEGRESSFILTERING 00000000 D0OO0O0O0OO0O00O0ODOOOOOOOOOOONDO
D00 OFFOOD0ODDOOODDOONDDDDNDNNNNNND0N0DU00D0DDOODDODnOFFODO
O000U0oooooooog OFFO

UNKMCASTEGRESSFILTERING 00000000000 OOO0ODOOOOOODOOOOODOOOO
OOONODDOOO OFFO 0D O0ODOOoOooONDODODDOODDOoooooooooooooon
OO00O0DUOOFFOU0DO0U0DO0ODOUOOOog OFFO

UNKUCASTEGRESSFILTERING 00000000000 OOOO0OOOOOOOOOOOOOODOO
ONODOODOO OFFO00O0DO0ODO0OODUOOONDODUDUDODODDODODODODDUDUDODUODUDDOO
ODOOFFO 000000000 OODOOOg OFFO

SPEED 000000000 O0OO0OODOOODOODOOOODOODOOOUOODOUOODOODODOOOODOOD
ooooooooooooooooooooooooooooOU0oOO0O0OI1IOMHAUTO O 10M
HalfO 10MFAUTO O 10M Full/10M HalfO 100MHAUTO O 10M Full/10M Half/100M HalfO
100MFAUTO O 10M Full/10M Half/100M Full/100M Half 0 0 00 000000000000
00 AUTONEGOTIATEO

MDIMODE 0000 MDI/ZMDI-X 00O 0O 0O O 0OSPEED O 10MHALFO 10MFULLO 100MHALFO
100MFULLODOOODOOOOOSPEED O 10MHALFO 10MFULLO 100MHALFO 100MFULL O
00o0o0o0oooo MDIXD

SOFTRESET OO0O0O0OOOOOOODOO

PRIORITY OOOOODOOQoSOOODOOOOOODOO

OVERRIDEPRIORITY 0000000000000 DO0ODODODOOOOOOOOOOODOOOOOOOO
OO0YESOODODODOODODOODODOODODODODODODODOoDOoONOODODODODODODODODoOOooDODDOODOO
gooo

RENEGOTIATION 000000000000 DOO0ODOO0ODOOOODO0OODOODOOOOODOODOOOO
0000000/00000000000000000000000ACTIVATE SWITCH PORT

CentreCOM 9424T/SP 0O 00O0OO0O0OO 2.3 gooboogo
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SET SWITCH PORT

AUTONEGOTIATEO O OO OOODODODOOOOOAUTONEGOTIATEO DD ODODOOODODODO

gooo

goooogd

OO0 VLANDODOODDOOODODODODOOO PRIORITYDDODODDODO D OVERRIDEPRIORITY OO

goooooooooo

O AT-MGS8TO 1000BASE-TO SFPO DO OODODODOOODOOOOOSPEED O OAUTONEGOTIATED O

uon

goooog

DISABLE SWITCH PORTO 37000 O
ENABLE SWITCH PORTO 43000 O
SHOW SWITCH PORTO 1020 00 O

goooon

CentreCOM 9424T/SP 0000 OO0OOOO 2.3
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SET SWITCH PORT MIRROR

SET SWITCH PORT MIRROR

o0o0oooooooooo /000

SET SWITCH PORT={port-list|ALL} MIRROR={NONE RX|TX|BOTH}

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

gobooboogobooboooboobbobbooboon
goooog

PORT 0000000000 OODOOALLODODODOOODODOODOOOODOOOOOOOOO

MIRROR 0000000000000 0O0DODOODOOOOOUOOO0OOODODOOOOOOOODOOOOO
O000000O000BOTHOOOOODOODODMRXOODDODODDOMMTXOODODODOOOOOINONE
000000000000 000000DU0U0OoO0OU NONED

goooog

SET SWITCH MIRROROS7 00 0 O
SHOW SWITCHO 970000

SHOW SWITCH MIRRORO 101 0O O O
SHOW SWITCH PORTO 1020 00 O
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SET SWITCH PORT SECURITYMODE

SET SWITCH PORT SECURITYMODE

o0o0oooooooooo /000

SET SWITCH PORT={port-list|ALL} SECURITYMODE={AUTOMATIC|LIMITED|SECURED}
[LEARN=1..255] [INTRUSIONACTION={DISCARD|TRAP|DISABLE}] [PARTICIPATE={ON]|
OFF|YES|NO|TRUE|FALSE}]

port-list: J0 00000000100 00000000000OD0OOO0OOOOO

g

ooo00ooooDoO0o0oO00DoD0ooDoDoDoMACOOODODODODODODUOODODODODODODODDODUOODOOODOOOO
goooog

PORT 0000000000 OODOOALLODODODODODOODOOOODOOOOOOOOO

SECURITYMODE 0000000000 DOODOODOOAUTOMATICOOODOOODOOOOOLIMITED
O000Dooo MACOOODODODODODODODOOOOoooooooooooooooooo MACDODO
gooooooooOoOoooOOoOOoODOODODODODDODODO MACOOOODOODODODDOODOOLEARNDODO
OUO0O0O0OODOOSECURED D OO OOODODOOOODODDOOOOODODOD MACODODOOOOO
0000000000000 000000 000D 0D00o00o0o0gAUTOMATICO

LEARN 00000O0O0O0O0OOOOO MACOOOUOOOOO0O0OODOOODOOODOOOOOOOOO
00 1000 SECURITYMODE O LIMITEDOOODOOOOOODOOO

INTRUSIONACTION OO0O0O0 MACOOODOOODOOODDODOOODOOOOODOOO MACOODOOODODO
000000000000 000000000000000ODISCARDOOODODODOOOOOODOO
OOTARPOOODODDOODODODODODODODODOSNMPOOOOOODOOOODISABLEDODOOOOOOO
OO0O0O0oOSNMPOOOOOOODODODOOOODOOOOODOOOODODODOOOOSECURITYMODE
OLIMITEDOODOOOODODOOOO

PARTICIPATE INTRUSIONACTIONO TRAPO OO DISABLEO OO ODOODODOOOOOOOOOO
0000000000000 0D0D000DoONDDODOODODODDODOODUDUOOFFODDOOOODODODO
O00000000 OFFOSECURITYMODED LIMITEDOOOOOOODDOOOOO

goooogf

OINTRUSIONACTION OO OOOODOODODOOOOODODOODOOODDODOODOOOOOO TRAPODOO
DISABLEO O OOOOOPARTICIPATEO D OO OOOD ONODODOOOOODOOOOODOOOOODO
OSECURITYMODE O LIMITEDO O SECURED D O DO ODOOOOOOAUTOMATICOODODOOO
OOSECURED O OO OO

goooog
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SHOW SWITCH PORT INTRUSIONO 108000 O
SHOW SWITCH PORT SECURITYMODED 110000 O
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SET SWITCH TRUNK

SET SWITCH TRUNK

o0o0oooooooooo /000

SET SWITCH TRUNK=trunk [SELECT={MACSRC|MACDEST|MACBOTH|IPSRC|IPDEST|
IPBOTH}]

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O00OOOOODOOO

0

gobooobooooboooboooboo
goooog

TRUNK OO0OO0OO0O0O0OO0OO

SELECT 00000DO000ODO00O0ODO000000DOO0000000D0O0000O000O0O000O000
O0000O0MACSRCOOOO MACOOOOMmMMACDESTD OO MACO OO O MMMACBOTH
O00o0ooo MACODOOOMmMIPSRCOOO IPOOOOMIIPDESTO OO IPOOOOMIIPBOTH
00000 IPOOO0O0O0ODUOOO0DODOODODOOOOO MACBOTHO

g
s 000000000uplinkDODOOOODODOO

SET SWITCH TRUNK=uplink SELECT=MACSRC

goooogf

goboooboogoobooobbooboobobobbooboobbooboooboobbo

goooog

ADD SWITCH TRUNKO 28 0 O OO
CREATE SWITCH TRUNKDO 29O OO O
DELETESWITCH TRUNKDO 31O O OO
DESTROY SWITCH TRUNKO 320000
SHOW SWITCH TRUNKDO 11400 0O 0O

goooon CentreCOM 9424T/SP 0000 OO0OOOO 2.3
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SHOW EPSRSNOOPING

SHOW EPSRSNOOPING

000000000000 /EPSR Snooping

SHOW EPSRSNOOPING [CONTROLVLAN={1..4094|vlanname|ALL}]

vlanname: VLAN O 0102000 0000000000000 00000000000oo0ooooooooooo

g

EPSR Snooping0 0000000

goooog

CONTROLVLAN EPSR Snooping0 0000000 VLAN

gooooogono

# show epsrsnooping controlvlan=10

EPSR Snooping Information:
Control VLAN:

VLAN NaMe &« vttt ittt et et et e ee e vlanlo
0 N A I 10
VLAN Name 00000000o0od VLANO
VLAN ID VLAN ID
0 8:

g
s 000000 VLANOVID=100 0O EPSR Snooping0 0000000

SHOW EPSRSNOOPING CONTROLVLAN=10
EPSR Snooping Information:

Control VLAN:

VLAN NaAmME . .ttt ittt e et e et eeeean v1lanlO
VLAN ID .. e e e e e e e e e e e eeee 10
ooooon

CentreCOM 9424T/SP 0O 00O0OO0O0OO 2.3
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DISABLE EPSRSNOOPINGO 330000
ENABLE EPSRSNOOPINGO 390000
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SHOW PORTACCESS

SHOW PORTACCESS

O000oooooooo /00000

SHOW PORTACCESS={8021X|MACBASED} [CONFIG] [STATUS] [PORT={port-I1ist]|
ALL}]

port-list: J0 00000000100 00000000000O0OOO0OOOOO

0

Oooooooog2iXoooMACOODODOODODODODOOODODOODODDOODOOOODOSHOW PORTAUTH
gooobboo

goooog

PORTACCESS 00 0008021XOIEEE802.1X D DD OOOODOOODOOOMACBASEDD MACOO
0000000000000 0U00000 0000000000 oOosn21iXo

CONFIG ODO0O0OOoOoOooooooooooo

STATUS OO0O0O0O0O0OOO0ODOODOOOOOD

PORT 0000000000 OOOOOO

gooooogono

# show portaccess=8021x

802.1x Authentication Information

SystemAuthControl.................. Enabled

Number of 802.1x Supplicants....... 0

Port Role Supplicant Protocol
Mode Version

1 Authenticator Single 1

2 Supplicant ~  ---------- 1

3 None  ---------- 1

4 None  ---------- 1

5 None = mmmm--—- 1

6 None  ---------- 1

7 None  ---------- 1

8 None  ---------- 1

9 None  ---------- 1

11 None - --------- 1

12 None - --------- 1

CentreCOM 9424T/SP OO0 ODODOOOOOO 2.3 ogooooo
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SHOW PORTACCESS

13 None @ —--------- 1
14 None @ —--------- 1
15 None = @ ——-——-—-—--=-=-- 1
16 None @ —--------- 1
17 None @ —--------- 1
18 None @ —--------- 1
19 None @ —--------- 1
20 None  —--------- 1
21 None @ —--------- 1
22 None @ —--------- 1
23 None @ —--------- 1
24 None @ —--------- 1

# show portaccess=8021x config

802.1x Authentication Information

Port 1

PAE TYPE. t v it i et eeeee e Authenticator
Supplicant Mode........... Single
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30

maxReg. .. ..ot 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
vlanAssignment............ Enabled
secureVlan................ On
guestVlan................. None (VID=0)
adminControlDirection..... Both
piggyBack................. Disabled
Port 2

PAE TYPE . ¢ vt vttt oo e Supplicant
heldPeriod........... ... ........ 60
authPeriod........... ... ... ... 30
startPeriod..................... 30
maxStart......... ... o o oo, 3

# show portaccess=8021x status

802.1x Authentication Information

Port 1

PAE TYP€. t v it it et eeeee e Authenticator

Supplicant Mode........... Single

ogooooo CentreCOM 9424T/SP 0000000 OOO 2.3
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70

SHOW PORTACCESS

Attached Supplicant(s)
MAC AddresS. .« v vt ve it ieennnnn. -

Authenticator PAE State......... Connecting
Port Status..................... Unauthorized
Backend Authenticator State..... Initialize

Port 2

PAE TYPE . ¢ vttt e et e ee e Supplicant

Supplicant PAE State............ Connecting

# show portauth=macbased

MAC Based Authentication Information

SystemAuthControl.................. Disabled
Number of MAC Based Supplicants.... O

Port Supplicant

Mode
5 Multiple
6 Single

# show portaccess=macbased config

MAC Based Authentication Information

Port 6

PAE TYP€. vt v it it et eeeee e Authenticator
Supplicant Mode........... Single
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30

maxReg. .. ..ot 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
vlanAssignment............ Enabled
secureVlan................ On
guestVlan................. None (VID=0)
adminControlDirection..... Both
piggyBack................. Disabled

# show portaccess=macbased status

MAC Based Authentication Information

Port 5

CentreCOM 9424T/SP 0O 00O0OO0O0OO 2.3 gooboogo
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SHOW PORTACCESS

PAE TYP€. ot v it it et eeeee e Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)
MAC AddresS. .« vt vu it eeannnn. -

Authenticator PAE State......... Connecting
Port Status..................... Unauthorized
Backend Authenticator State..... Initialize
Port 6
PAE TYP€ .ttt it it et eeee e Authenticator
Supplicant Mode........... Single

Attached Supplicant(s)
MAC AddresS. .« vt ve it ennnnn. -

Authenticator PAE State......... Connecting
Port Status..................... Unauthorized
Backend Authenticator State..... Initialize
SystemAuthControl 0000000000000 0Enabled O Disabled
Number of 802.1x Supplicants 802.1XOUOO0OO0DODO0OO0OOO
Port ooooo
Role 0000000000008021X 0000 00O Authenticator
SupplicantONone D00 0O O
Supplicant Mode Authenticator 0 0 0 00 0O 0O Single O Multi
Protocol Version IEEE 802.1X D ODODODOOODODOOO
Status 000000 mooonoooooooooogoiXooooono

0000000000 oooDooo0o00000mAUTHENTICA-
TOROOOOOOOO InitializeO 0 0O O I ConnectingD O 0 O [
Authenticatingd O O O [ Authenticatedd O O O O [ Aborting
000000 HeldoD D OO MM Force AuthtD OO0 0000000
O M Force_UnauthtD 000000000000 OOOOSUPPLI-
CANTO OO DD D DOAcquiredd 00 O I ConnectingD O O
0 [ Authenticatingd O O O [ AuthenticatedO O O O O [ Held
O000mMLogoff00D0OOO0DDOOO

goooon CentreCOM 9424T/SP 0000 OO0OOOO 2.3
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SHOW PORTACCESS

Additional Info

AUTHENTICATOR O OO OOAUTHENTICATEDOODOOOOO
SUPPLICANTO MACOOOOOOODOO

0 9: PORTACCESS O 8021X 0000000

Port

gobooo

PAE Type

O0000000000008021X 00000 0 MM Authenticatort Sup-
plicant0 0000

Supplicant Mode

0 Authenticator U O O OAuthenticator 0 0 0 U0 0O O O Single O Multi

AuthControlPortControl

OAuthenticator 00 OO0 O0OO0OO0O0ODO AuthenticatorD DO DO OQ0O
Autol ForceUnauth O ForceAuth

quietPeriod 0 Authenticator 000000000 0Supplicant 0000000000
gogd
txPeriod 0 Authenticator 0 0O O OSupplicant0 EAPOLO 0000000 OOO

gooo

suppTimeout

0 Authenticator O O O O Supplicant 0 EAP-Request 0 0 0D 0O OO
Supplicant0 000000000000

serverTimeout

0 Authenticator 0 O 0 ORADIUS O 00 00O Access-Request 0 0 0 0
ODOORADIUSOOO0O0ODOODODOOOOOOOOO

maxReq

0 Authenticator O O 0O O Supplicant 0 0 0 O EAPOL-Request 0 O O
gooooooo

reAuthPeriod

0 Authenticator 00 O O Supplicant D 0000000000

reAuthEnabled

0 Authenticator 00O OO Supplicant 0 00D 000000000000
Enabled O O O Disabled

vlanAssignment

OAuthenticator DO O OO0OO0OO0O00O0 VLANOODOODO O OEnabled
00O Disabled

secureVlan 0 Authenticator O O O OMulti-Supplicant 0 0O 00 MODE=MULTIOO
000200000 SupplicantD0 0000 O0ONO0OOO Supplicant O
OO0 VLANDOOODOODOODOoDOoooo offiiu VLANDOODOODOOO
gd

guestVlan 000 VLANODOOOO VLAN OO VLAN ID

adminControlDirection

goboooouoobobobobobbobtbgooonoonooooo
O00O00000OIngress O Both

piggyBack 0 Authenticator 0 O 0 OPiggy back D0 0000 /00 UEnabled O O
O Disabled

heldPeriod O Supplicant 000000000 OAuthenticator 0000000000
gogd

authPeriod 0 Supplicant0 0 O OEAPOL-Start D 0000 0000 0O OO Supplicant
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ODOOO0OUOEAPOL-Start 00000 MAXSTARTO O OO OOOoOoOoO
gobooobooooooooboobbon

gooboogo



SHOW PORTACCESS

startPeriod OSupplicant 0000000000 Supplicant0 0000000000
ggo
maxStart 0 Supplicant 0 O O O Authenticator 0 EAPOL-Start 0 0 000000
goooooo

0 10: PORTACCESS O 8021X OO DOOOCONFIGODOOOOOO

Port

googo

PAE Type

0000000000008021X0 00000 Authenti-
catord Supplicant 0 0 00O O

Supplicant Mode

Authenticator 0 0 000 00 O Single O Multi

Attached Supplicant(s)

goooopbooooooboobbooboo

MAC Address

MACODOOODOODDO

Authenticator/Supplicant PAE State

Joooo0oDmoooooooo0oDO0OO00O08021X 0O

gooobdobooooboobobooooobobond
AUTHENTICATOR O O 00 00O O InitializeO 0 0O O [
Connectingd O O O (I Authenticatingd O U O (W Authenti-
catedd 0 0 0O M Abortingd 00000 MMHeldd D OO M
Force AuthD 00 00000 00 0O MForce_Unauth O O

O00000D0000000O0SUPPLICANTODOOOODOOO
Acquiredd U 0 O [ Connectingd O O O [J Authenticating
0 000 Authenticatedd 0 0 0 O [(DHeldd O O O (DLogoff
gooooooooon

Port Status

0000000 unauthorisedd O 0O OO0 authorisedd O O
gooog

Backend Authenticator State

O0O00o0ooOIDLEDDDOOOMINITIALISED OO O
RESPONSED Supplicant 0 0 00 0O 0 D REQUESTO O O
000000000 MmMSUCCESSO OO0 OO MMFAILD OO
Oo0mTIMEOUTODOOODOODOOODOOO

0 11: PORTACCESS O 8021X 0 0O OOSTATUSO OO OOOO

SystemAuthControl

00000000000 000Enabled O Disabled

Number of MAC Based Supplicants

MACOOOOODOODODOOODOOO

Port

googo

Supplicant Mode

Authenticator 0 0 000 00 O Single O Multi

0 12: PORTACCESS O MACBASED O OO OOOO

Port ooooo
PAE Type 000000000000 Authenticator
Supplicant Mode Authenticator 0 0 0 0O 0O 0O O O Single O Multi
gooooo CentreCOM 9424T/SP 0000000 OOO 2.3
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SHOW PORTACCESS

AuthControlPortControl

0000000 Authenticator 0 O O O O O O Autod ForceUnauth O
ForceAuth

quietPeriod

O0000O0Supplicant0 0000000000000

txPeriod

Supplicant0 EAPOLO 00000000 ODOOOOO

suppTimeout

Supplicant 0 EAP-Request 0 000000 Supplicant0 000000
gooogo

serverTimeout

goboobooopoooboobbo

maxReq

Supplicant 0 00 0 EAPOL-Request 0 DO 00000000

reAuthPeriod

Supplicant 00000000000

reAuthEnabled

Supplicant 0 0000000000000 0OENabled O 00O Disabled

vlanAssignment

000000 VLANOOOODOOOEnabled 00O Disabled

secureVlan Multi-Supplicant 0 0 00 MODE=MULTIOOO0OO0200000 Sup-
plicant000000ONO 00O Supplicant0 00 VLANOOOOOO
OoooUoo offudu VLANDODODDODOUODODOO

guestVian OO0 VLANDOOOOO VLAN OO VLAN ID

adminControlDirection

goboooouoobobobobobbobtbgooonoonooooo
O00O00000OIngress O Both

piggyBack Piggy back 0000 00O /0 U0 Enabled O O O Disabled
0 13: PORTAUTH O MACBASED O OOOOCONFIGOOOOOOO

Port ooooo

PAE Type 000000000000 Authenticator

Supplicant Mode

Authenticator 0 0 000 00 O Single O Multi

Attached Supplicant(s)

goooopbooooooboobbooboo

MAC Address

MACODOOODOODODO

Authenticator/Supplicant PAE State
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JooooDmooooooooDoOO00O08021X 0O

gooobdobooooboobobooooobobond
AUTHENTICATOR O O 00O 00O O InitializeO O 0 O [
Connectingd O O O (I Authenticatingd O U O (I Authenti-
catedd 0 0 0O M Abortingd 00000 MMHeldd D OO M
Force AuthD 00 00000 00 0O MForce_Unauth O O

O00000D0000000O0SUPPLICANTODOOOODOOO
Acquiredd U 0 O [ Connectingd O O O [J Authenticating
0 000 Authenticatedd 0 0 0 O [(DHeldd O O O (HLogoff
gooooooooon

gooboogo



SHOW PORTACCESS

Port Status 0000000 unauthorisedd O OO OO authorisedd O O
gooog
Backend Authenticator State O0O0O0O0OOO0OIDLEDOOOOMmMINITIALISED OO O M

RESPONSED Supplicant 0 0 00 0O 0 0 REQUESTO O O
O00000D000MmMSUCCESSO 00 OO MMFAILD DD
Oo0mTIMEOUTODOOODOODOOODOOO

0 14: PORTACCESS O MACBASED DO OO OSTATUS OO OOOOO

g
802.1X0000000000000000O0

SHOW PORTACCESS=8021 0

m 802.1X0000000000000O0O0O

SHOW PORTACCESS=8021x CONFIG

m 802.1X0000000000000O0O0O

SHOW PORTACCESS=8021x STATUS

s MACOODOUOUOODODOOODODODODODOooooooo

SHOW PORTACCESS=MACBASED

goooog

DISABLE PORTACCESSO 34 0 00O

ENABLE PORTACCESSO 40000 O

SET PORTACCESS AUTHMETHODO 480 0 00O
SET PORTACCESS PORTO 490000

SHOW PORTACCESS PORTO 76 0 0 O [

goooon
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SHOW PORTACCESS PORT

SHOW PORTACCESS PORT

O000oooooooo /00000

SHOW PORTACCESS={8021X/MACBASED} PORT={port-list|ALL} [{AUTHENTICATOR|
SUPPLICANT}]

port-list: J0 00000000100 00000000000OD0OOOOOOOO

0

O00000o000o0Do0o0o0ooO0oO0OdSHOW PORTAUTHPORTOOOOOODOO

goooog

PORTACCESS 00 0008021XOIEEE802.1X D DD OO OODOOODOOOMACBASEDD MACOO
O000oo0oo0oooo0oooo0ooooO0oDoOoO0O0nnDosn21ixXo

PORT OOOOOOODOOOODOOOOO
AUTHENTICATOR/SUPPLICANT 802.1X00000000000OO0O0OOO

gooooggon

# show portaccess=8021x port=1 authenticator

802.1x Authentication Information

Port 1

PAE TYP€. t v et it et eeeee e Authenticator
Supplicant Mode........... Single
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30

maxReg. .. ..ot 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
vlanAssignment............ Enabled
guestVlan................. None (VID=0)
adminControlDirection..... Both
piggyBack................. Disabled

Attached Supplicant(s)
MAC AddressS. .« vt ve it ennnnn. -

Authenticator PAE State......... Connecting
Port Status........ouiuiiininnn.. Unauthorized
CentreCOM 9424T/SP OO0 ODODOOOOOO 2.3 ogooooo
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Backend Authenticator State..... Initialize

# show portaccess=8021x port=3 authenticator

802.1x Authentication Information

Port 3

PAE TYP€. ot v it ie et eeeee e Authenticator
Supplicant Mode........... Multiple
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30
maxReg. .. ..ot 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
vlanAssignment............ Enabled
secureVlan................ On
Number of Supplicants..... 1

Attached Supplicant(s)
MAC AddressS. .« vt vu it eennnnn. -

Authenticator PAE State......... Connecting
Port Status........vuuiiinnnn.. Unauthorized
Backend Authenticator State..... Initialize

# show portaccess=8021x port=2 supplicant

802.1x Authentication Information

PAE TYPE . ¢ v vttt e e e Supplicant
heldPeriod........... ... ........ 60
authPeriod........... ... ... ... 30
startPeriod..................... 30
maxStart......... ... o o oo, 3

USETNAME . « v v vttt e e ittt e e e

PASSWOTrA. v v v ittt i e e e e

Supplicant PAE State............ Connecting

# show portaccess=macbased port=10 authenticator

MAC Based Authentication Information

Port 10

PAE TYP€. t v it it et eeeee e Authenticator
Supplicant Mode........... Single
ogooooo

SHOW PORTACCESS PORT

CentreCOM 9424T/SP OO0 00000 OOO 2.3
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SHOW PORTACCESS PORT

AuthControlPortControl. ... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30
maxReg. .. ... 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
vlanAssignment............ Enabled
secureVlan................ On
guestVlan................. None (VID=0)
adminControlDirection..... Both
piggyBack................. Disabled
Attached Supplicant(s)
MAC AdAresSs. .. ... iinnnnnn. -
Authenticator PAE State......... Connecting
Port Status..................... Unauthorized
Backend Authenticator State..... Initialize
Port ooooo
PAE Type O000000000000802.1X0 00000 Authenticator

Supplicant Mode

Authenticator 0 0 00 0 00O O Single O Multi

AuthControlPortControl

0000000 Authenticator O O O O O O O Autod ForceUnauth
O ForceAuth

quietPeriod

O00000Supplicant0 0000000000000

txPeriod

Supplicant0 EAPOLOO0O00DO0O0OO0OOODOOOOO

suppTimeout

Supplicant 0 EAP-Request 0 0 00O 0 00O Supplicant0 00 00O
gooooooo

serverTimeout

RADIUS OO DOODO Access-Request 0 00000 ORADIUSO O
gobooopooobooobo

maxReq

Supplicant 0 000 EAPOL-Request 0 0000000000

reAuthPeriod

Supplicant 00000000000

reAuthEnabled

Supplicant0 0000000000000 0OENnabledT 00 Disabled

vlanAssignment

000000 VLANOOOODOOOEnabled 00O Disabled

secureVlan

Multi-Supplicant 0 0 0 0O MODE=MULTIO OO D 0200000
Supplicant D0 0000ONO OO0 Supplicant0 00 VLANO O
D00000oOoUoo offubl VLAND OO ODUOUOOOO

Number of Supplicants

goooooo

guestVlan

OO0 VLANDOOODOO VLAN OO VLAN ID

adminControlDirection
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SHOW PORTACCESS PORT

piggyBack

Piggy back 00 00 00O /0 U0 Enabled O O O Disabled

Attached Supplicant(s)

goboobogoooooboboooboobbo

MAC Address

MACODOOOOODDO

Authenticator PAE State

Joooo0mooooooooooooggeiaXooooooono
O00o0oooOooD0O0D00000000mMAUTHENTICATORDO O
00 000 Onitializ&l 0 0 0 0Connecting O O O DAuthenticating
0 000 MAuthenticatedd 00 O O (WAbortingd 0 00 O O (WHeld
0000 mMForce AuthD 0 00000 0000 MIForce_Unauth T O
ggbooooooouoooo

Port Status

0000000 unauthorisedD OO O OO authorisedO O OO OO

Backend Authenticator State O0OOOOOCOOIDLEOCODOONITIALISE OO OMIRESPONSE

OSupplicant D0 D000 MMREQUESTO O DO DODOOOOO M
SUCCESSO O OODOMMFAILO DO OO M TIMEOUTO O OO OO
goooooo

0 15: PORTACCESS O 8021X 0000 OAUTHENTICATOROOOOOOO

Port ooooo

PAE Type 000000000000802.1X000000M Supplicant

heldPeriod 000000 Authenticator 000D 00000000000

authPeriod EAPOL-Start 00000000000 USupplicant 00 O 0O OEAPOL-Start

D0000 MAXSTARTOOOOOODODOUOODODDODODODODODOoOooooOo
gooboogoon

startPeriod

O0000O0Supplicant0 0000000000000

maxStart Authenticator 0 EAPOL-Start D 0000000000 O0O0OO
username ooooo
password oo0ooo

Supplicant PAE State

O00000Muoo0o0oo0oooooooogt21Xoooooooooooo
0000000000000 00mMSUPPLICANTO OO OO0 OOAcquired

000 0 ™ Connectingd O O O [ Authenticatingd U O O [1J Authenticated
O0000OmMHeldDOOOM LogoffO 00D DO0OO0O0ODDODO

0 16: PORTACCESS O 8021X 00 OO OSUPPLICANTOOOOOOO

Port

googo

PAE Type

0000000000000 Authenticator

Supplicant Mode

Authenticator 0 0 000 00 O Single O Multi

AuthControlPortControl

0000000 Authenticator O O O O 0O O O Autod Force-
Unauth O ForceAuth

quietPeriod O000O00SupplicantD 000000000 DOOOO
txPeriod Supplicant0 EAPOLOO0O00D0OO00OOODOOOOO
goooon CentreCOM 9424T/SP OO0 00000 OOO 2.3
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SHOW PORTACCESS PORT

suppTimeout

Supplicant 0 EAP-Request 0 0 0O 0O 0O O OSupplicant 0 O
goooooooooo

maxReq

Supplicant0 000 EAPOL-Request0 000000000
O

reAuthPeriod

Supplicant 00000000000

reAuthEnabled

Supplicant0 0000000000000 OEnabled0 00
Disabled

vlanAssignment

000000 VLANOOOOOOOEnabled D OO Disabled

secureVian

Multi-Supplicant 0 O 00 MODE=MULTIOOOO0OO0200
000 Supplicant 000000 ONO 00O Supplicant 00
OVLANDDODOOOOOOOODOO Offu 00 VLANODO
goooooo

guestVlan

OO0 VLANDOOODOO VLAN OO VLAN ID

adminControlDirection

gboboboobobobooooboboboboboo
0000000000000 Ingress O Both

piggyBack

Piggy back 00000 0O/0 U0 Enabled O OO Disabled

Attached Supplicant(s)

goooopbooooooboobbooboo

MAC Address

MACODOOODOODDO

Authenticator/Supplicant PAE State

Joooo0oDmoooooooo0oDO0OO00O08021X 0O

gooobdobooooboobobooooobobond
AUTHENTICATOR O O 00O 00O O InitializeO O 0 O [
Connectingd O O O (I Authenticatingd O U O (I Authenti-
catedd 0 00O M Abortingd 00000 MmMHeldd D OO M
Force AuthD 00 00000 00 0O MForce_Unauth O O

O00000D0O000000dO0SUPPLICANTODOOOODOOO
Acquiredd O 0 O [ Connectingd O O O [J Authenticating
0 000 Authenticated] 0 0 0 O [(DHeldd O O O (DLogoff
gooooooooon

Port Status

0000000 unauthorisedd O OO OO authorisedd O O
gooog

Backend Authenticator State

O0O00oooOIDLEDDODOOOMINITIALISED OO O
RESPONSED Supplicant 0 0 00 0O 0 D REQUESTO O O
O00000D000MmMSUCCESSO OO OO MMFAILD OO
Oo0mTIMEOUTODOOODOODOOODOOO

0 17: PORTACCESS O MACBASED 0 0 OO OAUTHENTICATOROOOOOOO

goooog

DISABLE PORTACCESSO 34 0 00O
ENABLE PORTACCESSO 40000 O

SET PORTACCESS AUTHMETHODO 48 0 0 00O

CentreCOM 9424T/SP OO O0OOOO0ODOO 2.3
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SET PORTACCESS PORTO 490000
SHOW PORTACCESSD 68 0 00 O

ooooog CentreCOM 9424T/SP 0000000 OO0O 23 |81
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SHOW PORTAUTH

SHOW PORTAUTH

O000oooooooo /00000

SHOW PORTAUTH={8021X|MACBASED} [CONFIG] [STATUS] [PORT={port-list|ALL}]

port-list: J0 00000000100 00000000000OD0OOOOOOOO

0

OoooooooslXoooOMACOODOOODODOUOOODOOOOOOOODOD SHOW PORTACCESS
gooobboo

goooog

PORTAUTH 0O00OO0O8021XOIEEE802.1X DD ODOODODODOODODOOOMACBASEDO MACO OO
0000000000000 0o0000o000ooooooooonosn21Xo

CONFIG O0O0OOoOOoOooooooooooo

STATUS OO0O00O0OO0OO0OODOOOOOODOD

PORT 0000000000 OOOOOO

gooooogono

# show portauth=8021x

802.1x Authentication Information

SystemAuthControl.................. Enabled

Number of 802.1x Supplicants....... 0

Port Role Supplicant Protocol
Mode Version

1 Authenticator Single 1

2 Supplicant  ---------- 1

3 None  —--------- 1

4 None === --=--=-- 1

5 None === --=--=-- 1

6 None @ —--------- 1

7 None === --=--=-- 1

8 None @ —--------- 1

9 None  —--------- 1

11 None === --=--=-- 1

12 None === --=--=-- 1

13 None = @ —---------- 1

14 None === --=--=-- 1

CentreCOM 9424T/SP OO0 ODODOOOOOO 2.3 gooooa
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SHOW PORTAUTH

15 None = ————-—-—--=-=-- 1
16 None  —--------- 1
17 None @ —--------- 1
18 None @ —--------- 1
19 None  —--------- 1
20 None @ —--------- 1
21 None @ —--------- 1
22 None @ —--------- 1
23 None @ —--------- 1
24 None @ —--------- 1

# show portauth=8021x config

802.1x Authentication Information

Port 1

PAE TYP€. ot v it it et eeeee e Authenticator
Supplicant Mode........... Single
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30

maxReg. .. ..ot 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
vlanAssignment............ Enabled
secureVlan................ On
guestVlan................. None (VID=0)
adminControlDirection..... Both
piggyBack................. Disabled
Port 2

PAE TYPE . ¢ v vttt e e e Supplicant
heldPeriod........... ... ........ 60
authPeriod........... ... ... ... 30
startPeriod..................... 30
maxStart......... ... o o oo, 3

# show portauth=8021x status

802.1x Authentication Information

Port 1
PAE TYP€. vt v it it et eeeee e Authenticator
Supplicant Mode........... Single

Attached Supplicant(s)
MAC AddressS. .« vt ve it ennnnn. -
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SHOW PORTAUTH

Authenticator PAE State......... Connecting
Port Status..................... Unauthorized
Backend Authenticator State..... Initialize

Port 2

PAE TYPE . ¢ vt vttt oo ee e Supplicant

Supplicant PAE State............ Connecting

# show portauth=macbased

MAC Based Authentication Information

SystemAuthControl.................. Disabled
Number of MAC Based Supplicants.... O

Port Supplicant

# show portauth=macbased config

MAC Based Authentication Information

Port 6

PAE TYPE€. t v it it et eeeee e Authenticator
Supplicant Mode........... Single
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30

maxReg. .. ..ot 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
vlanAssignment............ Enabled
secureVlan................ On
guestVlan................. None (VID=0)
adminControlDirection..... Both
piggyBack................. Disabled

# show portauth=macbased status

MAC Based Authentication Information

Port 5
PAE TYP€. t v it it et eeeee e Authenticator
Supplicant Mode........... Multiple

CentreCOM 9424T/SP 0O 00O0OO0O0OO 2.3
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SHOW PORTAUTH

Number of Supplicants..... 1

Attached Supplicant(s)
MAC AddresS. .« v vt ve it e e, -

Authenticator PAE State......... Connecting
Port Status..................... Unauthorized
Backend Authenticator State..... Initialize
Port 6
PAE TYP€. t v et it et eeeee e Authenticator
Supplicant Mode........... Single

Attached Supplicant(s)
MAC AdAressS. ..« vt ve it ennnnn. -

Authenticator PAE State......... Connecting
Port Status..................... Unauthorized
Backend Authenticator State..... Initialize
SystemAuthControl 0000000000000 0Enabled O Disabled
Number of 802.1x Supplicants 802.1XOUOO0OODOD0OOO0OOO
Port ooooo
Role 0000000000008021X 0000 00O Authenticator
SupplicantONone OO0 0O O
Supplicant Mode Authenticator 0 0 0 00 0O 0O Single O Multi
Protocol Version IEEE 802.1X D ODOD0ODO0OOODODOOO
Status 000000 mooonoooooooooogoiXooooono

0000000000 0o0ooDoooo00000mAUTHENTICA-
TOROOOOOOOO InitializeO 0 O O I Connectingd 0O O O [
Authenticatingd O O O [ Authenticatedd O O O O [ Aborting
000000 HeldoD D OO MM Force AuthtD OO 0000000
O M Force_UnauthtD 000000000000 OOOOSUPPLI-
CANTO OO D OO DOAcquiredd 00 O I ConnectingD O O
0 [ Authenticatingd O O O [ AuthenticatedO O O O O [ Held
O000mMLogoff00D0OOO0DDOOO

goooon CentreCOM 9424T/SP 0000 OO0OOOO 2.3
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SHOW PORTAUTH

Additional Info

AUTHENTICATOR O OO OOAUTHENTICATEDOODOOOOO
SUPPLICANTO MACOOOOOOODOO

0 18: PORTAUTH O 8021X OO O OO OO

Port

gobooo

PAE Type

O0000000000008021X 00000 0 MM Authenticatort Sup-
plicant0 0000

Supplicant Mode

0 Authenticator U O O OAuthenticator 0 0 0 U0 0O O O Single O Multi

AuthControlPortControl

OAuthenticator 00 OO0 O0OO0OO0O0ODO AuthenticatorD DO DO OQ0O
Autol ForceUnauth O ForceAuth

quietPeriod 0 Authenticator 000000000 0Supplicant 0000000000
gogd
txPeriod 0 Authenticator 0 0O O OSupplicant0 EAPOLO 0000000 OOO

gooo

suppTimeout

0 Authenticator O O O O Supplicant 0 EAP-Request 0 0 0D 0O OO
Supplicant0 000000000000

serverTimeout

0 Authenticator 0 O 0 ORADIUS O 00 00O Access-Request 0 0 0 0
ODOORADIUSOOO0O0ODOODODOOOOOOOOO

maxReq

0 Authenticator O O 0O O Supplicant 0 0 0 O EAPOL-Request 0 O O
gooooooo

reAuthPeriod

0 Authenticator 00 O O Supplicant D 0000000000

reAuthEnabled

0 Authenticator 00O OO Supplicant 0 00D 000000000000
Enabled O O O Disabled

vlanAssignment

OAuthenticator DO O OO0OO0OO0O00O0 VLANOODOODO O OEnabled
00O Disabled

secureVlan 0 Authenticator O O O OMulti-Supplicant 0 0O 00 MODE=MULTIOO
000200000 SupplicantD0 0000 O0ONO0OOO Supplicant O
OO0 VLANDOOODOODOODOoDOoooo offiiu VLANDOODOODOOO
gd

guestVlan 000 VLANODOOOO VLAN OO VLAN ID

adminControlDirection

goboooouoobobobobobbobtbgooonoonooooo
O00O00000OIngress O Both

piggyBack 0 Authenticator 0 O 0 OPiggy back D0 0000 /00 UEnabled O O
O Disabled

heldPeriod O Supplicant 000000000 OAuthenticator 0000000000
gogd

authPeriod 0 Supplicant0 0 O OEAPOL-Start D 0000 0000 0O OO Supplicant
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SHOW PORTAUTH

startPeriod OSupplicant 0000000000 Supplicant0 0000000000
ggo
maxStart 0 Supplicant 0 O O O Authenticator 0 EAPOL-Start 0 0 000000
goooooo

0 19: PORTAUTH O 802X OO OOOCONFIGODOOOOOO

Port

googo

PAE Type

0000000000008021X0 00000 Authenti-
catord Supplicant 0 0 00O O

Supplicant Mode

Authenticator 0 0 000 00 O Single O Multi

Attached Supplicant(s)

goooopbooooooboobbooboo

MAC Address

MACODOOODOODDO

Authenticator/Supplicant PAE State

Joooo0oDmoooooooo0oDO0OO00O08021X 0O

gooobdobooooboobobooooobobond
AUTHENTICATOR O O 00 00O O InitializeO 0 0O O [
Connectingd O O O (I Authenticatingd O U O (W Authenti-
catedd 0 0 0O M Abortingd 00000 MMHeldd D OO M
Force AuthD 00 00000 00 0O MForce_Unauth O O

O00000D0000000O0SUPPLICANTODOOOODOOO
Acquiredd U 0 O [ Connectingd O O O [J Authenticating
0 000 Authenticatedd 0 0 0 O [(DHeldd O O O (DLogoff
gooooooooon

Port Status

0000000 unauthorisedd O 0O OO0 authorisedd O O
gooog

Backend Authenticator State

O0O00o0ooOIDLEDDDOOOMINITIALISED OO O
RESPONSED Supplicant 0 0 00 0O 0 D REQUESTO O O
000000000 MmMSUCCESSO OO0 OO MMFAILD OO
Oo0mTIMEOUTODOOODOODOOODOOO

0 20: PORTAUTH O 8021X O OO OOSTATUSOOOOOOO

SystemAuthControl

00000000000 000Enabled O Disabled

Number of MAC Based Supplicants

MACOOOOODOODODOOODOOO

Port

googo

Supplicant Mode

Authenticator 0 0 000 00 O Single O Multi

0 21: PORTAUTH O MACBASED O OO OOOO

Port ooooo
PAE Type 000000000000 Authenticator
Supplicant Mode Authenticator 0 0 0 0O 0O 0O O O Single O Multi
gooooo CentreCOM 9424T/SP 0000000 OOO 2.3
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SHOW PORTAUTH

AuthControlPortControl

0000000 Authenticator 0 O O O O O O Autod ForceUnauth O
ForceAuth

quietPeriod

O0000O0Supplicant0 0000000000000

txPeriod

Supplicant0 EAPOLO 00000000 ODOOOOO

suppTimeout

Supplicant 0 EAP-Request 0 000000 Supplicant0 000000
gooogo

serverTimeout

goboobooopoooboobbo

maxReq

Supplicant 0 00 0 EAPOL-Request 0 DO 00000000

reAuthPeriod

Supplicant 00000000000

reAuthEnabled

Supplicant 0 0000000000000 0OENabled O 00O Disabled

vlanAssignment

000000 VLANOOOODOOOEnabled 00O Disabled

secureVlan Multi-Supplicant 0 0 00 MODE=MULTIOOO0OO0200000 Sup-
plicant000000ONO 00O Supplicant0 00 VLANOOOOOO
OoooUoo offudu VLANDODODDODOUODODOO

guestVian OO0 VLANDOOOOO VLAN OO VLAN ID

adminControlDirection

goboooouoobobobobobbobtbgooonoonooooo
O00O00000OIngress O Both

piggyBack Piggy back 0000 00O /0 U0 Enabled O O O Disabled
0 22: PORTAUTHO MACBASED O OOOUOCONFIGODOOOOOO

Port ooooo

PAE Type 000000000000 Authenticator

Supplicant Mode

Authenticator 0 0 000 00 O Single O Multi

Attached Supplicant(s)

goooopbooooooboobbooboo

MAC Address

MACODOOODOODODO

Authenticator/Supplicant PAE State
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JooooDmooooooooDoOO00O08021X 0O

gooobdobooooboobobooooobobond
AUTHENTICATOR O O 00O 00O O InitializeO O 0 O [
Connectingd O O O (I Authenticatingd O U O (I Authenti-
catedd 0 0 0O M Abortingd 00000 MMHeldd D OO M
Force AuthD 00 00000 00 0O MForce_Unauth O O

O00000D0000000O0SUPPLICANTODOOOODOOO
Acquiredd U 0 O [ Connectingd O O O [J Authenticating
0 000 Authenticatedd 0 0 0 O [(DHeldd O O O (HLogoff
gooooooooon

gooboogo



SHOW PORTAUTH

Port Status 0000000 unauthorisedd O OO OO authorisedd O O
gooog
Backend Authenticator State O0O0O0O0OOO0OIDLEDOOOOMmMINITIALISED OO O M

RESPONSED Supplicant 0 0 00 0O 0 0 REQUESTO O O
O00000D000MmMSUCCESSO 00 OO MMFAILD DD
Oo0mTIMEOUTODOOODOODOOODOOO

0 23: PORTAUTH O MACBASED D0 OO OSTATUS OO OOOOO

g
802.1X0000000000000000O0

SHOW PORTAUTH=8021 [l

m 802.1X0000000000000O0O0O

SHOW PORTAUTH=8021x CONFIG

m 802.1X0000000000000O0O0O

SHOW PORTAUTH=8021x STATUS

goooog

DISABLE PORTAUTHO 350000

ENABLE PORTAUTHO 4100 00O

SET PORTAUTH AUTHMETHODO 52 0 00 O
SET PORTAUTH PORTO 530000

SHOW PORTAUTH PORTO 9000 OO

goooon
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SHOW PORTAUTH PORT

SHOW PORTAUTH PORT

O000oooooooo /00000

SHOW PORTAUTH={8021X|MACBASED} PORT={port-list|ALL} [{AUTHENTICATOR|
SUPPLICANT}]

port-list: J0 00000000100 00000000000OD0OOOOOOOO

0

O00000000000000O0O00O0SHOW PORTACCESSPORTOOOODODODOO

goooog

PORTAUTH 0O00OO0O8021XOIEEE802.1X DD ODOODODDOOODDOOOMACBASEDO MACO OO
0000000000000 0o0O0000oO000DOO0O0O0DDsn21Xo

PORT OOOOOOODOOOODOOOOO
AUTHENTICATOR/SUPPLICANT 802.1X00000000000OO0O0OOO

gooooggon

# show portauth=8021x port=1 authenticator

802.1x Authentication Information

Port 1

PAE TYP€. t v et it et eeeee e Authenticator
Supplicant Mode........... Single
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30

maxReg. .. ..ot 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
vlanAssignment............ Enabled
guestVlan................. None (VID=0)
adminControlDirection..... Both
piggyBack................. Disabled

Attached Supplicant(s)
MAC AddressS. .« vt ve it ennnnn. -

Authenticator PAE State......... Connecting
Port Status........ouiuiiininnn.. Unauthorized
CentreCOM 9424T/SP OO0 ODODOOOOOO 2.3 ogooooo
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Backend Authenticator State..... Initialize

# show portauth=8021x port=3 authenticator

802.1x Authentication Information

Port 3

PAE TYP€. ot v it ie et eeeee e Authenticator
Supplicant Mode........... Multiple
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30
maxReg. .. ..ot 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
vlanAssignment............ Enabled
secureVlan................ On
Number of Supplicants..... 1

Attached Supplicant(s)
MAC AddressS. .« vt vu it eennnnn. -

Authenticator PAE State......... Connecting
Port Status........vuuiiinnnn.. Unauthorized
Backend Authenticator State..... Initialize

# show portauth=8021x port=2 supplicant

802.1x Authentication Information

PAE TYPE . ¢ v vttt e e e Supplicant
heldPeriod........... ... ........ 60
authPeriod........... ... ... ... 30
startPeriod..................... 30
maxStart......... ... o o oo, 3

USETNAME . « v v vttt e e ittt e e e

PASSWOTrA. v v v ittt i e e e e

Supplicant PAE State............ Connecting

# show portauth=macbased port=10 authenticator

MAC Based Authentication Information

Port 10

PAE TYP€. t v it it et eeeee e Authenticator
Supplicant Mode........... Single
ogooooo

SHOW PORTAUTH PORT

CentreCOM 9424T/SP OO0 00000 OOO 2.3
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SHOW PORTAUTH PORT

AuthControlPortControl. ... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30
maxReg. .. ... 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
vlanAssignment............ Enabled
secureVlan................ On
guestVlan................. None (VID=0)
adminControlDirection..... Both
piggyBack................. Disabled
Attached Supplicant(s)
MAC AdAresSs. .. ... iinnnnnn. -
Authenticator PAE State......... Connecting
Port Status..................... Unauthorized
Backend Authenticator State..... Initialize
Port ooooo
PAE Type O000000000000802.1X0 00000 Authenticator

Supplicant Mode

Authenticator 0 0 00 0 00O O Single O Multi

AuthControlPortControl

0000000 Authenticator O O O O O O O Autod ForceUnauth
O ForceAuth

quietPeriod

O00000Supplicant0 0000000000000

txPeriod

Supplicant0 EAPOLOO0O00DO0O0OO0OOODOOOOO

suppTimeout

Supplicant 0 EAP-Request 0 0 00O 0 00O Supplicant0 00 00O
gooooooo

serverTimeout

RADIUS OO DOODO Access-Request 0 00000 ORADIUSO O
gobooopooobooobo

maxReq

Supplicant 0 000 EAPOL-Request 0 0000000000

reAuthPeriod

Supplicant 00000000000

reAuthEnabled

Supplicant0 0000000000000 0OENnabledT 00 Disabled

vlanAssignment

000000 VLANOOOODOOOEnabled 00O Disabled

secureVlan

Multi-Supplicant 0 0 0 0O MODE=MULTIO OO D 0200000
Supplicant D0 0000ONO OO0 Supplicant0 00 VLANO O
D00000oOoUoo offubl VLAND OO ODUOUOOOO

Number of Supplicants

goooooo

guestVlan

OO0 VLANDOOODOO VLAN OO VLAN ID

adminControlDirection
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SHOW PORTAUTH PORT

piggyBack

Piggy back 00 00 00O /0 U0 Enabled O O O Disabled

Attached Supplicant(s)

goboobogoooooboboooboobbo

MAC Address

MACODOOOOODDO

Authenticator PAE State

Joooo0mooooooooooooggeiaXooooooono
O00o0oooOooD0O0D00000000mMAUTHENTICATORDO O
00 000 Onitializ&l 0 0 0 0Connecting O O O DAuthenticating
0 000 MAuthenticatedd 00 O O (WAbortingd 0 00 O O (WHeld
0000 mMForce AuthD 0 00000 0000 MIForce_Unauth T O
ggbooooooouoooo

Port Status

0000000 unauthorisedD OO O OO authorisedO O OO OO

Backend Authenticator State O0OOOOOCOOIDLEOCODOONITIALISE OO OMIRESPONSE

OSupplicant D0 D000 MMREQUESTO O DO DODOOOOO M
SUCCESSO O OODOMMFAILO DO OO M TIMEOUTO O OO OO
goooooo

0 24: PORTAUTH O 8021X 00O OO OAUTHENTICATOROOOOOOO

Port ooooo

PAE Type 000000000000802.1X000000M Supplicant

heldPeriod 000000 Authenticator 000D 00000000000

authPeriod EAPOL-Start 00000000000 USupplicant 00 O 0O OEAPOL-Start

D0000 MAXSTARTOOOOOODODOUOODODDODODODODODOoOooooOo
gooboogoon

startPeriod

O0000O0Supplicant0 0000000000000

maxStart Authenticator 0 EAPOL-Start D 0000000000 O0O0OO
username ooooo
password oo0ooo

Supplicant PAE State

O00000Muoo0o0oo0oooooooogt21Xoooooooooooo
0000000000000 00mMSUPPLICANTO OO OO0 OOAcquired

000 0 ™ Connectingd O O O [ Authenticatingd U O O [1J Authenticated
O0000OmMHeldDOOOM LogoffO 00D DO0OO0O0ODDODO

0 25: PORTAUTH O 8021X 0O OO OSUPPLICANTOOOOOOO

Port

googo

PAE Type

0000000000000 Authenticator

Supplicant Mode

Authenticator 0 0 000 00 O Single O Multi

AuthControlPortControl

0000000 Authenticator O O O O 0O O O Autod Force-
Unauth O ForceAuth

quietPeriod O000O00SupplicantD 000000000 DOOOO
txPeriod Supplicant0 EAPOLOO0O00D0OO00OOODOOOOO
goooon CentreCOM 9424T/SP OO0 00000 OOO 2.3
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SHOW PORTAUTH PORT

suppTimeout Supplicant 0 EAP-Request 0 0 0O 0O 0O O OSupplicant 0 O
goooooooooo

maxReq Supplicant0 00 0 EAPOL-Request 0 000000000
O

reAuthPeriod SupplicantD 0000000000

reAuthEnabled Supplicant0 0000000000000 OENabledd 00O
Disabled

vlanAssignment 000000 VLANOOOOOOOEnabled D OO Disabled

secureVlan Multi-Supplicant 0 O 00 MODE=MULTIOOOO0OO0200

000 Supplicant 000000 ONO 00O Supplicant 00
OVLANDDODOOOOOOOODOO Offu 00 VLANODO

goooooo
guestVlan 000 VLANODOOOO VLAN OO VLAN ID
adminControlDirection 000000O000oo0O0O0oo0ooooo0oooOooDoOoon

00000000000 000DO0Ingress 0 BothO Multi-
Supplicant 00000000000

piggyBack Piggy back 00000 0O/0 U0 Enabled O OO Disabled
Attached Supplicant(s) 00000000000 0000000O000o0
MAC Address MACOODOODOOO

Authenticator/Supplicant PAE State 000000 00000000000 0O0O8021X 00O
gooobdobooooboobobooooobobond
AUTHENTICATOR OO OO OO O O InitializeO 0 O O [
Connectingd O O O (I Authenticatingd O U O (O Authenti-
catedd 0 0 0O M Abortingd 00000 MmMHeldd D OO M
Force AuthD 00 00000 00 0O MForce_Unauth O O
O00000D0O000000dO0SUPPLICANTODOOOODOOO
Acquiredd O 0 O [ Connectingd O O O [J Authenticating
0 000 Authenticatedd 0 0 0 O [(DHeldd O O O (DLogoff
gooooooooon

Port Status 0000000 unauthorisedd O OO OO authorisedd O O
gooog
Backend Authenticator State O0O0OO0O0OOOOIDLEDOCOOOMmMINITIALISED OO O M

RESPONSED Supplicant 0 0 00 00 D REQUESTO O O
O00000D000MmSUCCESSO 0000 MMFAILD OO
Oo0mTIMEOUTODOOODOODOOODOOO

94 | CentreCOM 9424T/SPO0O000ODOOO0ODO 2.3 gooboogo
J613-M0109-12 Rev.G



SHOW PORTAUTH PORT

0 26: PORTAUTH O MACBASED 0 0 OO OAUTHENTICATOROOOOOOO

o
000 10 802.1X 000 AuthenticatorDO OO0 O0O0O

SHOW PORTAUTH=8021x PORT=1 AUTHENTICATOR

goooog

DISABLE PORTAUTHO 350000

ENABLE PORTAUTHO 410000

SET PORTAUTH AUTHMETHODO 52 0 00 O
SET PORTAUTH PORTO 530000

SHOW PORTAUTHO 820 00O

goooon CentreCOM 9424T/SPO0O00DOOOO0O00DO 23 | 95
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SHOW RRPSNOOPING

SHOW RRPSNOOPING

000000000000 /RRP Snooping

SHOW RRPSNOOPING

g

RRP Snooping0 00000000

gooooogono

# show rrpsnooping

RRP Snooping Status:

Status ... Disabled
Status RRP Snooping U 0O O O Enabled O Disabled
0 27:
0

m RRP Snooping0 0000000

SHOW RRPSNOOPING

goooog

DISABLE RRPSNOOPINGO 36 0 00O
ENABLE RRPSNOOPINGOD 420000
SHOW RRPSNOOPINGO 9% 00 O O
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SHOW SWITCH

SHOW SWITCH

O000oooooooOo /000000

SHOW SWITCH

g

gobooboogobooobooboobbon

gooooogono

# show switch

Switch Information:

Application Software Version ......... ATS63 v2.3.3J

Application Software Build Date ...... Mar 2 2009 11:34:41

Bootloader Version ................... ATS63 LOADER v2.0.1

Bootloader Build Date ................ Jan 19 2007 13:42:08

MAC AdAreSS v it ittt it e et e e e e e 00:09:41:89:5F:09

VLAN MOAE . ittt et it et ettt e e eeeee User Configured

Ingress Filtering .................... OFF

Active Spanning Tree version ......... RSTP

Mirroring State ..............iii... Disabled

Enhanced Stacking mode ............... Slave

Console Disconnect Timer Interval .... 10 minute(s)

Telnet Server status ................. Enabled

Telnet insert NULL ...........c.cooo... OFF

MAC address aging time ............... 300 second(s)

Console Startup Mode ................. CLI

Multicast Mode ........... ... ... Do Not Forward

Application Software Version odooooooooooooon

Application Software Build Date 00o0oooooooo

Bootloader Version ogoooooooooodoood

Bootloader Build Date O00oooooooo

MAC Address MACOOOO

VLAN Mode VLAN 0O 0O 0O 0O User Configured O O

Ingress Filtering 000000000 0o00o0o0booOoOoOdoONDO OFF
Active Spanning Tree version ooooooooooooooooo

Mirroring State 000000000000 00O0Enabled O Disabled
Enhanced Stacking mode 0000000000000000000000 MasterOSlave

00 O Unavailable

goooon CentreCOM 9424T/SP 0000 OO0OOOO 2.3
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SHOW SWITCH

Console Disconnect Timer Interval O000D0o00ooDoooooo

Web Server Status HTTPO OO O OO O OEnabled O Disabled

Telnet Server Status Telnet 0 0 OO0 OO OEnabled O Disabled

Telnet insert NULL CROODDUOOODOOUOODOODOODOOONDO OFF

MAC address aging time gjdodooooooobobobooboob

Console Startup Mode CLIOD

Multicast Mode goooobobobbobobobobbobobobooao

0 0 Do Not ForwardO Forward Across VLANsO Forward
within VLAN (untagged ports)0 0 O O O Forward within
VLAN (all ports)

0 28:

g
sj000obooobboobboooboonoobo

SHOW SWITCH

goooog

RESET SWITCHO 46 0 0O OO
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SHOW SWITCH COUNTER

SHOW SWITCH COUNTER

O000oooooooOo /000000

SHOW SWITCH COUNTER

g

gobooboobooobooobooboobbo

gooooogono

Switch Statistics:

# show switch counter

Port: All

Bytes Rx ......... 2120 Bytes Tx ......... 2488
Frames Rx ........ 12 Frames Tx ........ 38
Bcast Frames Rx .. 8 Bcast Frames Tx .. 2
Mcast Frames Rx .. O Mcast Frames Tx .. 31
Frames 64 ........ 35 Frames 65-127 8
Frames 128-255 7 Frames 256-511 0
Frames 512-1023 0 Frames 1024-1518 0
CRC Error ........ 0 Jabber ........... 0
No. of Rx Errors 0 No. of Tx Errors 0
UnderSize Frames 0 OverSize Frames 0
Fragments ........ 0 Collision ........ 0
Frames 1519-1522 0 Dropped Frames ... 1
gooooooa

Bytes Rx gooooa

Frames Rx ooooooo

Bcast Frames Rx

goooopoooboobbo

Mcast Frames Rx

gooooopooooooboobbo

CRC Error

CRCOOODOoOOoDOOODOD

Jabbers

O0000o0o0o0ooopoiblsoooonooooooooooooooo
OFCSOU00000DN0ONDONDNOoonoooooooooooon

No. of Rx Errors

goooooo

UnderSize Frames

goooon

O00000ooooooo0oooUoooDooUoOoeAIDOODO

goooooogoo

CentreCOM 9424T/SP OO0 00000 OOO 2.3
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SHOW SWITCH COUNTER

OverSize Frames

0000000000 oooO000o0o0o00ooooOoooo 15180000
gboooobooboo

Fragments

o0o0ooO0oooOooDoODooODODOODO RCSOODODODODOOODOOO 640
goooobooobooooboobboboboobbobbon

gooobboo

Bytes Tx

goooon

Frames Tx

goooooo

Bcast Frames Tx

goooopoooboobbo

Mcast Frames Tx

gooooopooooooboobbo

No. of Tx Errors

goooooo

Collision

goooopoooobo

Dropped Frames

goooobooooboobbobboo

RMONCOOOOODO

Frames 64 Bytes

640000000000O0DOO

Frames 65-127 Bytes

650 1270000000000 DO0O

Frames 128-255 Bytes

12802550 000000000000

Frames 256-511 Bytes

2560511 0000000000000

Frames 512-1023 Bytes

51201023 0000000000000

Frames 1024-1518

102401518 00000000 OOOOO

Bytes
Frames 1519-1522 151901522 0000000000000 O0O00OODOO
Bytes
0 29:
g

sj000o0boboboobooboobooobooobo

SHOW SWITCH COUNTER

goooog

RESET SWITCHO 46 0 0 OO
SHOW SWITCHO 970000
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SHOW SWITCH MIRROR

SHOW SWITCH MIRROR

o0o0oooooooooo /000

SHOW SWITCH MIRROR

g

goboooboooobooobooboon

gooooogono

# show switch mirror

Port Mirroring:

Mirroring State........... ... ... . ... Enabled
Mirror-To (Destination) Port......... 10
Ingress (Rx) Mirror (Source) Ports..... 1-5
Egress (Tx) Mirror (Source) Ports...... 1-5
Mirroring State 000000000000 00000OENnabled O Disabled
Mirror-To (Destination) Port oooooo
Ingress(Rx) Mirror(Source) Ports ooooooooooooooooooooo
Egress(Tx) Mirror(Source) Ports ooooooooooooooooooooo
0 30:
googgo

SET SWITCH MIRROROS7 00 0 O

SET SWITCH PORT MIRRORO 620 00O
SHOW SWITCHO 970000

SHOW SWITCH PORTO 1020 00 O

goooon CentreCOM 9424T/SP OO0 O0O0OO0O0OO 2.3 101
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SHOW SWITCH PORT

SHOW SWITCH PORT

o0o0oooooooooo /000

SHOW SWITCH PORT [={port-1ist|ALL}]

port-list: J0 00000000100 00000000000O0OOO0OOOOO

g

goboooboooobbooboo
goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

gooooogono

# show switch port=1

Port #1 Information:

Port Description (ifName) ............ Port_ 01

POTE TYPE ettt et ettt et e et et e 10/100/1000Base-T
Status ... e Enabled

Link State ...... ... . ... i Down

Configured Speed/Duplex .............. Auto

Configured MDI CroSSOVETY .. ........... N/A

Actual Speed/DupleX ........uouuuunenn.. -
Actual MDI CroSSOVETY .. vvvvewwnnenennn. -

Flow Control Status .................. Disabled

Flow Control Threshold ............... 7935 cells
Backpressure Status .................. Disabled
Backpressure Threshold ............... 7935 cells

Broadcast Ingress Filtering .......... Disabled

Broadcast Egress Filtering ........... Disabled

Unknown Multicast Ingress Filtering .. Disabled

Unknown Multicast Egress Filtering ... Disabled

Unknown Unicast Ingress Filtering .... Disabled

Unknown Unicast Egress Filtering ..... Disabled

Broadcast Rate Limiting Status ....... Disabled

Broadcast Rate ............... .. ... ... 262143 packet/second
Multicast Rate Limiting Status ....... Disabled

Multicast Rate ...... ..., 262143 packet/second
Unknown Unicast Rate Limiting Status . Disabled

Unknown Unicast Rate ................. 262143 packet/second
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PVID
Port Priority

(0-7)

Override Priority

Mirroring State

SHOW SWITCH PORT

Disabled

Port Description

gooooobooon

Port Type gooooo
Status 0000000000 Enabled O Disabled
Link state O000o0oO0oo0oooO0dUpd Down

Configured Speed/Duplex

000000000 OAutod 10Mbpsd 100Mbps/Half
DuplexO Full DuplexD OO OGO O

Configured MDI Crossover

MDI/MDI-X OO OO

Actual speed/duplex

gooooooo

Actual MDI Crossover

000 MDI/ZMDI-X

Flow Control Status

O000000000802.1x0 PAUSED O OO

Flow Control Threshold

O0000000000802.1x0 PAUSED DD D DODOOO
goooon

Backpressure Status

gobooboooobooobooboo

Backpressure Threshold

gooobobboooouobobbbobooooo
gooo

Broadcast Ingress Filtering

gooooooooooooobobooooooooooo
0 0O O Enabled O Disabled

Broadcast Egress Filtering

oo bobobobobgbogoobo
00 0 Enabled O DisabledOEnabled 000 00000
DU0000000000000O0O0ODisabledOo OO0
gooogd

Unknown Multicast Ingress Filtering

goooooooooobooooboooobooooooo
000000Enabled O Disabled

Unknown Multicast Egress Filtering

goooooobooobobooooogbooobuooo
000000 0Enabled O Disabledd Enabled 000 0O O
0000000000000 00000O0O0D0ODisabled
gobooooooo

Unknown Unicast Ingress Filtering

goooooooooobooooboooobooooooo
00 000 Enabled O Disabled

Unknown Unicast Egress Filtering

goooon

gogoooobobobboobouooobobbbooooog
00000 Enabled O DisabledO Enabled D DO 000
O000000000000000000OUDIsablest O
gooooooo
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SHOW SWITCH PORT

Broadcast Rate Limiting Status

goooooooooobooooboooobooooooo
0 0O O Enabled O Disabled

Broadcast Rate

o0ooooooooooo lopooooooooon

Multicast Rate Limiting Status

goooooooooobooooboooobooooooo
0 O Enabled O Disabled

Multicast Rate

o0o0ooooooo0ooDloooooooooon

Unknown Unicast Rate Limiting Status

goooooooooobooooboooobooooooo
00 000 Enabled O Disabled

Unknown Unicast Rate

oo0ooooooooooooolooogoooogg

PVID

00o0ooo0ooooooogd VLANDOOVIDO

Port Priority (0-7) O=Low 7=High

O0000D0 QoSOooO

Override Priority

goooobobooboobobbooboboooboo
0000000 YESOOODODOODDODOODODOOOooOOOoOO
OO00DO0ONOODODODOUODDUOODDODDOODOODOO
RN

Mirroring State

0000000000 00ENnabled O Disabled

Is this port mirror port

goooobobooboobobobooboboooboo
gooooobooon

0
" 000100000000

SHOW SWITCH PORT=1

goooog

SET SWITCHPORTO 5900 00O

0 31:

SHOW SWITCH PORT COUNTERO 1050 000
SHOW SWITCH PORT SUMMARYO 1120000
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SHOW SWITCH PORT COUNTER

SHOW SWITCH PORT COUNTER

o0o0oooooooooo /000

SHOW SWITCH PORT [=port-list|ALL] COUNTER [={DETAIL|SUMMARY}]

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

gobooooboooobooboooboobo

goooog

PORT 0000000000000 0OO00OOOOOOOOOOODOOOOOOOOON

COUNTER 0OOO0ODOOUOOOODETAILODODOOODOOODOOODOOOODCODOODDOOSUMMARY

goboogooooooboooobo

gooooogono

Port Statistics:

Port: 1

Bcast Frames Rx
Mcast Frames Rx

Frames 128-255

Frames 512-1023

No. of Rx Errors

UnderSize Frames

Frames 1519-1522

Port

l:Port 01

goooon

Bytes Rx .........

Frames Rx ........

Frames 64 ........

CRC Error ........

Fragments ........

# show switch port=1 counter

Bytes Tx ......... 1472
Frames Tx ........ 23
Bcast Frames Tx .. O
Mcast Frames Tx .. 23
Frames 65-127 .... 0
Frames 256-511 ... 0
Frames 1024-1518 . 0
Jabber ........... 0

No. of Tx Errors
OverSize Frames
Collision ........ 0
Dropped Frames ... 0

# show switch port=1-3 counter=summary

InPkts InUcastPkts InNUcastPkts InErrors
OutPkts OutUcastPkts OutNUcastPkts OutErrors
0 0 0 0
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SHOW SWITCH PORT COUNTER

0 0 0 0
2:Port_02 0 0 0 0
0 0 0 0
3:Port_03 0 0 0 0
0 0 0 0
goooodoo
Bytes Rx oooooo
Frames Rx ooooooo

Bcast Frames Rx

goooopoooboobbo

Mcast Frames Rx

gooooopooooooboobbo

CRC Error

CRCOOODOoDOoDOOoODOD

Jabbers

00000ooo0ooopoibisoooooooooooooooooo
OFCSOU00000DN0ONDONDNOoonoooooooooooon

No. of Rx Errors

goooooo

UnderSize Frames

O00000ooooooo0oooUoooDooUoOoeAIDOODO

goooooogoo

OverSize Frames

0000000000 oooO000o0o0o00ooooOoooo 15180000

gboooobooboo

Fragments

o0o0ooO0oooOooDoODooODODOODO RCSOODODODODOOODOOO 640

goooobooobooooboobboboboobbobbon

gooobboo

Bytes Tx

goooon

Frames Tx

goooooo

Bcast Frames Tx

goooopoooboobbo

Mcast Frames Tx

gooooopooooooboobbo

No. of Tx Errors

goooooo

Collision

goooopoooobo

Dropped Frames

goooobooooboobbobboo

RMONCOOOOODO

Frames 64 Bytes

6400000000000DOO

Frames 65-127 Bytes

650 1270000000000 DOO

Frames 128-255 Bytes

12802550 000000000000

Frames 256-511 Bytes

2560511 0000000000000

Frames 512-1023 Bytes

51201023 0000000000000

Frames 1024-1518
Bytes

102401518 00000000 OOOOO

Frames 1519-1522
Bytes

151901522 00 0000000000000 oDooUoo
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SHOW SWITCH PORT COUNTER

0 32: DETAILO OO

Port 0000000000000 DUODUUOD leODOOOOOO
InPkts gooogooo

InUcastPkts gboboooboooooon

InNUcastPkts goboogooooooboooobo

InErrors goboooboobooobobooboo

OutPkts gooogooo

OutUcastPkts gboboooboooooon

OutNUcastPkts goboogooooooboooobo

OutErrors goboooboobooobobooboo

0 33: SUMMARY OO O

g
s J0010000000000000

SHOW SWITCH PORT=1 COUNTER

goooog

SET SWITCHPORTO 5900 00O
SHOW SWITCH PORTO 1020 00 O
SHOW SWITCH PORT SUMMARYO 1120000
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SHOW SWITCH PORT INTRUSION

SHOW SWITCH PORT INTRUSION

o0o0oooooooooo /000

SHOW SWITCH PORT={port-list|ALL} INTRUSION

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

0000000000000 b0000O0O0SECURITYMODED LIMITEDOOOODOOOO MACDOO
00000000000 oo0ooooon SECURITYMODED SECUREDD O DM ODOOOOO MACO
gobooboobbooobooobooboobbo

goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

gooooogono

# show switch port intrusion
Port Intrusion Status
1 Intrusion Detected
2 No Intrusion
3 No Intrusion
4 No Intrusion
5 No Intrusion
6 No Intrusion
7 No Intrusion
8 No Intrusion
9 No Intrusion
10 No Intrusion
11 No Intrusion
12 No Intrusion
13 No Intrusion
14 No Intrusion
15 No Intrusion
16 No Intrusion
17 No Intrusion
18 No Intrusion
19 No Intrusion
20 No Intrusion
21 No Intrusion
22 No Intrusion
23 No Intrusion
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SHOW SWITCH PORT INTRUSION

24 No Intrusion

Port ooooo

Intrusion Status 00000000000 DO0OO0O0O0oIntrusion Detectedd 0D OO O OO No
Intrusion0 0O 00O

goooogd

goooog

SET SWITCH PORT SECURITYMODEO 630 000
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SHOW SWITCH PORT SECURITYMODE

SHOW SWITCH PORT SECURITYMODE

o0o0oooooooooo /000

SHOW SWITCH PORT={port-list|ALL} SECURITYMODE

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

gobooboooooobboooboobbo
goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

gooooogono

# show switch port securitymode

Port Security Mode Intrusion Action Participating MAC Limit
1 Limited Discard No 0/20
2 Automatic -—— - R
3 Automatic -_—— - S
4 Automatic -—— - R
5 Automatic -—— R o
6 Automatic -—— R o
7 Automatic -—— - R
8 Automatic -—— R o
9 Automatic -—— R o
10 Automatic -—— N o
11 Automatic -—— N o
12 Automatic -—— N o
13 Automatic -—— N o
14 Automatic -—— N o
15 Automatic -—— N o
16 Automatic -—— N o
17 Automatic -—— N o
18 Automatic -—— N o
19 Automatic -—— N o
20 Automatic -—— N o
21 Automatic -—— N o
22 Automatic -—— N o
23 Automatic -—— N o
24 Automatic -—— N o
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SHOW SWITCH PORT SECURITYMODE

Port

gooboo

Security Mode

0000000000000 0Automaticd Secured O OO Limited

Intrusion Action

00000000 ooOo LUMITEDODOOODOOOOOODOOO MACO
0000000000000 00D000000O0O0D0O000O00aooDis-
card/Trap/Disable

Participating

O0D0000OoOoODoOO LIMITED OO 0OOOINTRUSIONACTION O TRAP
OO0 DISABLEOOOOODOODODOODOUOOO0DO0DO0ODOoOoOoOoOOoooo
000On0O Off

MAC Limit 00o0ooo0ooooooo LIMITEDODODOOODOODOODODOOODOOD
MACOOOOOOOODOOODOOOD MACOOOOODDODODOOOODOOOOO
gooa

0 35:
ooOoooon

ooooon

SET SWITCH PORT SECURITYMODEO 630 000

goooon
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SHOW SWITCH PORT SUMMARY

SHOW SWITCH PORT SUMMARY

o0o0oooooooooo /000

SHOW SWITCH PORT={port-list|ALL} SUMMARY

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO

g

goboooboooobooobooboon
goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

gooooogono

# show switch port summary
Port Status Link Actual Config MDI PVID
l:Port 01 Enabled Up 100MFull Autonego MDI 1
2:Port_02 Enabled Down - Autonego Auto 1
3:Port 03 Enabled Up 100MFull Autonego MDIX 1
4:Port_ 04 Enabled Down - Autonego Auto 1
5:Port 05 Enabled Up 100MFull Autonego MDI 1
6:Port 06 Enabled Down - Autonego Auto 1
7:Port_07 Enabled Down - Autonego Auto 1
8:Port 08 Enabled Down - Autonego Auto 1
9:Port 09 Enabled Down - Autonego Auto 1
10:Port_10 Enabled Down - Autonego Auto 1
1l:Port 11 Enabled Down - Autonego Auto 1
12:Port_12 Enabled Down - Autonego Auto 1
13:Port_13 Enabled Down - Autonego Auto 1
14:Port_ 14 Enabled Down - Autonego Auto 1
15:Port_15 Enabled Down - Autonego Auto 1
lé6:Port_16 Enabled Down - Autonego Auto 1
17:Port_17 Enabled Down - Autonego Auto 1
18:Port_18 Enabled Down - Autonego Auto 1
19:Port_19 Enabled Down - Autonego Auto 1
20:Port_20 Enabled Down - Autonego Auto 1
21:Port_ 21 Enabled Down - Autonego Auto 1
22:Port_22 Enabled Down - Autonego Auto 1
23:Port 23 Enabled Up 100MFull Autonego MDIX 1
24 :Port_24 Enabled Down - Autonego Auto 1
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SHOW SWITCH PORT SUMMARY

Port O0o0ooooooooooooooooo leoooooog

Status 000000000 EnabledID DisabledD OO 0D OO

Link 00o0oD0ooooooom@UpdoDowno O ooon

Actual goooooooo

Config 000000000 M AutonegolITl 10MHalfiTm 10MFullld 10MHAutoM
0 10MFAutoOMJ 100MHalfOm 100MFullO 100MHAuto O 100MFAuUto 00
O1000MRFullDOOOOO

MDI MDI/MDI-X O 0 [ AutodD MDIOD MDI-XOOOOODODOOOOOoooooO
ConfigUOOOOODOOO ActualD OO0

PVID 00000oooooooog VLAN IDD

0 36:
googgo

SET SWITCHPORTO 5900 00O
SHOW SWITCH COUNTERO 990 0 00O
SHOW SWITCH PORTO 1020 00 O

goooon
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SHOW SWITCH TRUNK

SHOW SWITCH TRUNK

o0o0oooooooooo /000

SHOW SWITCH TRUNK [=trunk]

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O0OOOOODOOO

g

gobooobooooboooboooboo
goooog

TRUNK 0OO0000OO0OO00ODOO0O00O0O0O0OODOO0OOO00ODO0OODOOOoooOGd

gooooogono

# show switch trunk
Switch trunk group(s)

Trunk group ID ............. .. 1
Trunk Status  ........ ... . ..., DOWN
Trunk group name ................. trunkl
Trunk method ..................... SRC/DST IP
Ports ... . e 2-5
Trunk group ID ooooooooo ID
Trunk group name ooooooooo
Trunk method odooooooog
Ports goood
0 37:
o

] J0000o0ooooboooDoo

SHOW SWITCH TRUNK
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googod

ADD SWITCHTRUNKO 280000
CREATE SWITCH TRUNKO 29000 0O
DELETE SWITCH TRUNKO 31 00O 00O
DESTROY SWITCH TRUNKO 320000
SET SWITCH TRUNKO 650000

ooooog
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