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0 47
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00000000000 0 e e e e e e e e e e e s s 51
0 L 51
ACTIVATE SWITCH PORT AUTONEGOTIATE . . . . . . . . .. . i 53
ADD SWITCHTRUNK . . . . e 54
CREATESWITCH TRUNK . . . . . e e 55
DELETESWITCH TRUNK . . . . . . e 57
DESTROY SWITCH TRUNK . . . . . e 58
DISABLE EPSRSNOOPING . . . . . . . e e e 59
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DISABLESWITCH PORT . . . . . . e e e 63
DISABLESWITCHPORT FLOW . . . . . . . e e e 64
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DISABLE WEBAUTHSERVER . . . . . . . . e 66
ENABLE EPSRSNOOPING . . . . . . e e 67
ENABLE PORTACCESS . . . . . . e e 68
ENABLE PORTAUTH . . . . . e e 69
ENABLE RRPSNOOPING . . . . . . . e e 70
ENABLE SWITCH PORT . . . . . . e e e 71
ENABLE SWITCH PORT FLOW . . . . . . e e e 72
ENABLE SWITCH PORT STORMDETECTION . . . . . . . ... .. . .. 73
ENABLE WEBAUTHSERVER . . . . . . . . e 74
PURGESWITCH . . . . . e e 75
RESET SWITCH . . . . . . e 76
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SET PORTACCESS PORT . . . . . . o e e 80
SET PORTAUTH AUTHMETHOD . . . . . . . . . e e 86
SET PORTAUTH PORT . . . . . . o e e e e 87
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SET SWITCH PORT STORMDETECTION . . . . . . . .. . . e 102
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SETSWITCH TRUNK . . . . e 104
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SHOW PORTACCESS . . . . . . 109
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SHOW RRPSNOOPING . . . . . e e 138
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SHOW SWITCH PORT SECURITYMODE . . . . . . . . ... . 152
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goooooogoobooobooboobobobbooboooboooboobbobbobbooo
0000000000000 0000O0OD02000000000000000000000000O0OOO0O
goooobooooooobooobo

oooogon

goboooboogoobooobbooboobobobbooboobbooboooboobbo

m 100000000

ENABLE SWITCH PORT=2 .

m (J00o0boobobobbobboon

ADD VLAN=black PORT=3-7 J

m [J000o0boobobobbooooboooobon

SHOW SWITCH PORT=2,4,8 J

m (J000o0booobobobobon

SHOW SWITCH PORT=2,4-7 J

s 00000000000 00D00O0000O0O ALLDOOD

RESET SWITCH PORT=ALL COUNTER

gooogd

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooon

s 0000000000000 ENABLESWITCHPORTOOODOO71000000000OO

ENABLE SWITCH PORT=8 .

s 0000000000000 00 DISABLESWITCHPORTOOOOOG3OODOOOOOODODO

DISABLE SWITCH PORT=8 .

s 0000000000000 0ODO0ODODODO0O00DO0000DDOO0O0000 SETSWITCHPORTOOOO
0% 00000 SPEEDOOUIDDOOOOODDOOOODDODOOO AUTONEGOTIATEO OO

SET SWITCH PORT=2 SPEED=100MHALF .
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s 0000000000000 000000 RESETSWITCHPORTOOOOO 770000000000

RESET SWITCH PORT=3,6 .

s 0000000000000 SHOW SWITCHPORTOOOOD44 0000000000

SHOW SWITCH PORT

m (0000000000000 SHOW SWITCHPORTCOUNTERO O OOD 1470000000000

SHOW SWITCH PORT=12 COUNTER

mn 0000000000000 000000 RESETSWITCHPORTO OO OO 7700000 COUNTER
0000000000000 0OO0COUNTEROODOOODOODOOO0O0D000ooooooooooon
gbobooooboooooobobooobooooooooom

RESET SWITCH PORT=ALL COUNTER

ooboogood

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
000ooo00oooooo0oooD 1000000000 00000D0D0O000D0D0O000OVLAND OO
gooooboooobooobooboobobobboobooobooboboobbobbobbooo
gbbooopoooobooobooboobboon
gobooobogooobooboooboobbobbooboo

e OODODDODODDOG6GOOIOOOOO

e II0ODDDDODDDODDODDODD 8UDOIOODODODODOODOOOO

o JOOOODOODDODLDOUODDUODOUODOLOOLODOUODDO

e SFPOODDDUDIUOUDDODOODDDDOODODDOOIODOODD200000000D0000D0DOODOOOOODO

o JOOUOODOODDODLDODDOUODOUDDOUUODDOODDO

e JOOUOODOODDODDOUODDUODDUODOLOUOODDOOUDLDODDOUODLOUODDOODO
gooboooogooboooobooooboooboobooboobbobboobbobobooDbo
gobooobooobobooobooobooobo

e IIUIDDDOODUUDDUODUUDDD VLANOUDDODODUODUDDODDODDOUOOTAGGED O ODO
UNTAGGEDD OO O0Ooooong

odo0oDooooo0ooooU0ooo0ooDo0goooooo00oooo0oooDOUoooOO0 14000
goobooooboobobo

m J0000000D0000O0D0O0O0OCREATESWITCHTRUNKOOOOOSODOOOODODOOOOO
0000000000000 0duwplinkDD0OO0DDDO0OO0DO0O0DDO0O00O0D0OO0O0O0OO0OOOO

CREATE SWITCH TRUNK=uplink PORT=1-4 .

[000000000o0o0oo0ooo0oo0oooo0ooo0oo0oooooooooooooooo
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ooooooo

C200000000000000000000000000000000000O000O00000000O00OO0
ooooooo

[CO000000000 IGMP Snoopingd MLD SnoopingD 0000000000000 OOOD0OOOODOO
oooooooooooooooo

[CO000000000000000HalfDuplexo DO ODODOOOO0OO0OODO0DO0OOOOOODOODODOOOODOO

s 000000000000 SHOW SWITCHTRUNKOOOOO157000000000000

SHOW SWITCH TRUNK

m 000000000000 CREATESWITCHTRUNKDOOODOOS50 00 MISET SWITCH TRUNK
0000010400000 SELECTOOO0O0DO0OO0O00D0000D00000000000OuplinkO
O0oo0ooooooooo MACOOODODODODUOODODODODOODODODODODOOooooooo MACOOODO

000 MACOODODODODODODOMACBOTHO O OO OODOOoOoOoOoooooODoOooOoooooooooo
uon

SET SWITCH TRUNK=uplink SELECT=MACSRC .

m (JJ0bgoboooboooboboobooobooobooboobbobboobboobbooDbo

s 000000000000 000O000 ADDSWITCHTRUNKOOOOOSMOOOOOOODOOO

ADD SWITCH TRUNK=uplink PORT=5-7

[CO0000000o00o0o0oo0ooo0oo0oo0o0ooo0oo0oooo0ooo0oooooooooo
oooooooooooooooooooboOoooooooOooboooo

s 0000000000000 D00O0000O DELETESWITCHTRUNKOOOOOS7O0ODOOOOO
uon

DELETE SWITCH TRUNK=uplink PORT=4 .

s 000000000000 000 DESTROYSWITCHTRUNKOOOOOSOOOOOOOOOO

DESTROY SWITCH TRUNK=uplink .

ooboogood

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooooogoobooobooboobobobbooboooboooboobbobbobbooo
goooooo

goboooobooobooobooboobbobboobooobo
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ooooooao

o JOOODODOOODOODO

e I0DUUIDDDDUUIUUIODDODDUODUODDODDUOUOODODODODOODOODDOOOL2000
0do0oDo0doooo0ooo0oooo00oooo0ooDoo0UoooO0ooooOlogoooog
uon

o000o0o0dD 100000000000 ooU0osS000oDoooooUoDooDoooDOoDooDOooo
gbooboooobooboo

1. 0J00000D0D0O0O0DO0OOSETSWITCHMIRROROODOOO%OIODODODODODODOODODODOOO
goboooboooobobooboo

SET SWITCH MIRROR=1

[000o0000o0o0o0o0oo0ooo0ooo0oooooooooooooooo

2. 0000000000000 D0OO00D00O0D0O0O0D0O0O0OO0O0O0O0S000000000000O0O0
goboooopoooboooobo

SET SWITCH PORT=5 MIRROR=BOTH .

[0o00o000000o000o0ooo0ooo0oo0ooooooo0ooooooo

L O0000000000000000SETSWITCHPORTOOOOO%OOOOOODOOOOOOOO
oooooooooooooooooooooooooooOobOoOo0oooOoooooooooooooo
oooooooobooooooooooooooooOooooOOOOOObOO0bOOooooooooooon
oomoooooooooooooooooooooooooOoOooOoOooOooboOoooooboboooooao
oooooooooooooooooooooooooobooooooo

gooobboo

s J0J0000000DoODoDOooODOOoOoO0O00 SHOWSWITCHMIRRORDO OO ODOO143 00000000
000000000000 oooooo0oonoodgSHOW SWITCHPORTOODOOOD144 00000
0O Mirroring State 0 O 0 O O Is this port mirror port0 0 0 0000000

s 0000000000000 000000000O00000O0O00O0O0O SETSWITCH MIRROR OO
O0009% 0000000000 NONEOODODODOOO

SET SWITCH MIRROR=0

SET SWITCH MIRROR=NONE .

s 0000000000000 000000O SETSWITCHPORTOOOOO9%OOOOO MIRRORO
O0000OO0 NONEODOOOOOO
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SET SWITCH PORT=5 MIRROR=NONE .

m JU0oogooooboobooboobobbooboobobbooboobobbobobbobobo
uon

e JI0DUIUDUUDOUDOUDODODDUUDODUD VLANDOODOODOUODODUOODO
goboooboooboooboobbobboon

e JI0DUIUODUUDOUDOOUDODODDUUDODUD VLANDOODOODOUODODUOODO
goboooboooboooboobbobboon

e JIJ0DDOUOODDOUOUUDDODUOVIDODDODO VLANOODODOOODODDODOOODOOO
gobooooooboooboobbobboo

e JIJ0DDOOUODDOUOOUUDDODOUOVIDODDUODO VLANOODODOOODODDODOOODOOO
gobooooooboooboobbobboo

gobooboooboooboooo

odooooooooovibobooooooo viDOooo vibooooooooooo
ooooooovIiDOODoOOoOoooooooooooooooooooo VELAND VID
ooooooovIiDOODoODOoOoooooooooooooooooooo VELAND VID
ooovIiDODODOOoooooooooooooooo VvID

gooooooog oo goooooooo
good
googd Jdoododoo viDOooooooo viDooOo googd
googd gooooooviboooooooo vibooooogo Oogoo
googd goovibDoooooooo vibDood good
googd JooviDoooooooo viDoooooo good
01

[CO0000 ICMP EchoRequest 0 D0 0000000000 ODOOOO MACOODDDDOODOOOO MAC
000000000000000000000009%424T/SP-E0DO0DOODODODOOOOOODODOOOOODO

oougoobgd

oo0o0o00oooooooMACOOOODODOODDOOODODODODOOOODOODO0DUODODODODOooDoOoooOoOn
00000000 oOO0O0O00000000000000000D0ODU0D0O0ODDODOODOSNMPODOODO
gobooboobbooobooobooboobbo

O00000SET SWITCH PORT SECURITYMODED DO ODpDl1000 0000000 OOOOOOOOO
0000000000000 0000SET SWITCHPORT SECURITYMODED DD ODODl10000000
oo0ooooouUoo3ooooooooon

uon ud
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ooooooao

AUTOMATIC goboobogoobooobooboboobbo

LIMITED 00000 MACODODODODOODOOOOOOoDODODODDODDODODODDOODOOOOO
O0MACOODOODODOUOUOODDODDODODOODOODODDDODODODODOOOooO MAC
000000 0ooooo MACODDDDODODODODODDOODDOODO MACO
O0O0ODDOOOO0OOLEARNOOOOODODOOOO

SECURED 00000ooooooooooooo0oD MACODODDDDODDODDOODOOOOO
gogboobooobpoooboobbo

0 2

[COO0000000o00o0o0oo0ooo0oo0o0oo0o0ooo0oo0oooo0ooo0oooooooooo
ooooooooooooooooobooooooooobobooo

s JOJO0OOLIMITEDOOOODOOODOOOODOOOOOODODOOOOSET SWITCH PORT SECURITY-
MODEODO O DOOOD100000000000000000O0OD 10 MACOOOODDODOOODDODOO 2000
000000 DISABLEOODODOODUOOODUOOoOoooooo

SET SWITCH PORT=11 SECURITYMODE=LIMITED LEARN=20 INTRUSIONACTION=DISABLE
PARTICIPATE=ON .

oooooooooodo LIMITEDOOODODOOOODODOOODOOOODOOOODOODOOOOOD
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
gobooopooooboooobo

oo0o0ooooooooo0oOo LIMITEDOOOOOOODODODOOOD MACODDODODODODODODDDOODO
oooooooooooo MACOODUOOODODODODODOODODUOODODUOODODODOODODDDODDOODODOO
goooooooooo
0000000000000 0000SET SWITCH PORT SECURITYMODED DD DOODl10000000
INTRUSIONACTION O DO ODOOOOOMmM

goooon ud

DISCARD goboobooobobooon

TRAP 0000000000 ODOSNMPOODUOODOOODOOO

DISABLE OU00O0DU0OD0D0DODODODOSNMPOODODDODDOODODOODOODOOO
gobogo

0 3:
J0000000000O0DISABLEDO OO0 O0O0O000O00O0DO00D00000000oonoooooog
J0dd00o0o0o0oooooooDobDobDobDoOoOooOoOob0oOo0o00o0o00oooao

#

Port 11: Link DOWN

[INTRUSIONACTION O OOOOOOOOODOOO0O0O0OO0O0O0O0000O00000000000O0OPAR-
TICIPATED OOOOOOONOOOOOOOOOOOOOOOoOooooooo
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ooooooo

[CO0o0o0o0oo0 MACOOOOOOOOODOOO0OO0OO0DO0O0O000000000000O000000oooo
ooooooooooooooooooooooooobooboboo

m J000OOSECUREDODOODOODODODOODOOOOODDOODODOOOOSET SWITCH PORT SECURI-
TYMODEOOOODQOl10000000O0OD00OOO

SET SWITCH PORT=12 SECURITYMODE=SECURED .

m 0000000000000 0O00OSHOWSWITCHFDBOOOOMOOOODOOOODOoOOOO
Oo0o0o 100000000000000000000000000O0OOOOUOOOUDODDODOUDOOSouUrce
O0StaticO0 0000000

SHOW SWITCH FDB
SHOW SWITCH FDB PORT=11

m 0000000000000 O0O00 SHOW SWITCH PORT SECURITYMODED OO OO1520000
0000000 Security ModeO O DO OODOOOOO0OO0ODODM Intrusionaction0000000
000000000000 ParticipatingDO 0O 0000000000000 000000OO000OmM MAC
LimtOoOO0OOOO0O0OO0OO0O0O0U0O00DO0DO0DO0DO0 MACOODODODODODODODDOOODOO

SHOW SWITCH PORT SECURITYMODE
SHOW SWITCH PORT=11 SECURITYMODE .

m 0000000000000 0000OSHOW SWITCHPORT INTRUSIONOOOOO1500000
goooboobgoo

SHOW SWITCH PORT INTRUSION
SWOW SWITCH PORT=11 INTRUSION

s 00000000000 DOO0DO0O0O000DO0DO00000DO0DOD0000O0ODO0DO0O0O0OOADD
SWITCHFILTERO O OO M OODODODODODODO0O0O0oooooo 70000000 ADD SWITCH FDB
0000 o0o00ODO000000D0D0000 NN UD MACODOODODODODO
uon

ADD SWITCH FILTER MACADDRESS=00-00-f4-ab-cd-ef PORT=10 VLAN=1 J

ADD SWITCH FDB MACADDRESS=00-00-f4-ab-cd-ef PORT=10 VLAN=Default_VLAN .

m J00000000000000 DELETESWITCHFILTERO OO O M OODO0OoOooooooooon
000100000000 DELETESWITCHFDBO OO DM OOODODODODODODOOOOoOODOOOOD 800
goooboobgoo
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ooooooo

DELETE SWITCH FILTER MACADDRESS=00-00-f4-ab-cd-ef VLAN=1 J

DELETE SWITCH FDB MACADDRESS=00-00-f4-ab-cd-ef VLAN=1 J

s 0000000000000 000000O0OSETSWITCH PORT SECURITYMODE 00 0 0 0100
O0000 SECURITYDOO OO AUTOMATICODOOOODOO
LIMITEDOOOOODO0DODO0DODODODOOO MACODOOUOOODODODODODODOooooooooooooooon
0000000000 DOD0O0DDO0O0DO0SECUREDODODODOODODDOOO0ODOO0OODOODDDODDODO
goboooboooobbooboo

SET SWITCH PORT=11 SECURITYMODE=AUTOMATIC .

s 000000000000 0D0000000000DDO00DOD0ODO0D0OD0O000OO ENABLE SWITCH
PORTOOOOO71000000000000000DO

# enable switch port=1
#

Port 11: Link UP (100Mbps Full-Duplex, 10/100/1000Base-T)

s J0000000000000000000000000O0000000000000 CREATE CONFIG
O000Moo0o0ooo 830000000 SAVECONFIGURATIOND OO DM ODOODOODOD 169
0000000000000 0OO0SECURED D00 DU00DODODDODO0DOD0D0D0D0oooDooooooooO
ooooooooooooooLMITEDOOODUOODOOOODOO0OOODUOODDODOOODODOODOOODOD
gboooooboooboo

gooogd

0000000000000 DUD 2000000000000

o JOOOODOUODDOODDOD
o JOOOODO

ooooboooooooooad

0000000000000 00000000000000000O0/0000000/00000000
gobooooooobooobooboobobobbooboobobooboboobbobbobbooo
gobooooooobooobooboobobobbooboobobooboboobbobbobbooo
gooon

gobooooooobooobooboobbobboobooobooobo

e J0DODODDDDOODDDBCASTRATELIMITINGO BCASTRATED
e J0DODODDODDDODOOOMCASTRATELIMITINGO MCASTRATED
e J0DODODUDDOODDODDOOUNKUCASTRATELIMITINGO UNKUCASTRATED
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ooooooo

odo0oo0o0ooooooooooDlooo0doooU00ooo0ooDoo0oooDoooDoOooooo
o000 l0000/000000000000000000000000O00DDOOO0DOOOOOOOOO
ool0000/0000000000000000D00O000DOOO0ODOOOO0O0

m 000000000 SETSWITCHPORTOOOODOOOODODODOODODOODOOOODDOODOO 180
00000o0ooooooooo000ooooooDooo000D00D0oooDoOoOD 10000 1000000
goooo

SET SWITCH PORT=1-8 BCASTRATELIMITING=YES BCASTRATE=1000 .

m (J00go0boobobobbobboobooon

SET SWITCH PORT=1-8 BCASTRATELIMITING=NO .

s J0000000000DDO0ODOD0O0DDOO0OO00O SHOW SWITCHPORTODO OO D44 000000
00 O 0O O D Broadcast Rate Limiting Status[1TJ] Broadcast Rate(TT] Multicast Rate Limiting Status
0 Multicast Rate[TTJ Unknown Unicast Rate Limiting Status(TTJ Unknown Unicast Rate0 0 0 0 00O
ggo

goooood

goooooogoobooobooboobobobbooboooboooboobbobbobbooo
gobooobooooooboooboobbobbooboo

000000 10000000200 00LOWRATED HIGHRATED OO OODODODOOoOOODOOOOO
gobooboogobooobooboobbon
goboooobooobooobboooboobbobbooboobooobooobboobo

o JOOODODOODOODO
o JOOOODOODDOODDODDOUODLUODDODD

goboooobooobooobooboobobobbooboooboooboobbobbobbooo

s 002000000000000000000 ENABLE SWITCH PORT STORMDETECTION O[O
ooo7300000000000

ENABLE SWITCH PORT=2 STORMDETECTION
m 000200000000000 1048576KbpsO00 00000 BCASTDISCARDO DO ODOOOO

O0000ooooooooooooo SET SWITCH PORT STORMDETECTIONO O OO O1020000
goooooo

SET SWITCH PORT=2 STORMDETECTION HIGHRATETHRESHOLD=1048576

HIGHRATEACTION=BCASTDISCARD .

s J0020000000000000000000000O SHOW SWITCH PORT STORMDETECTION
DobooOol4ooooopoooDon
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ooooooo

SHOW SWITCH PORT=2 STORMDETECTION CONFIG

s 00200000000000000000000 SHOW SWITCH PORT STORMDETECTION [
ooooildpooooooooood

SHOW SWITCH PORT=2 STORMDETECTION STATUS .

s J00200000000000000000000000O00O00 SHOW SWITCH PORT STORMDE-

TECTIONOOODOO14 00000000000

SHOW SWITCH PORT=2 STORMDETECTION COUNTER

ODo000O00/00000o0/Oo00oooooooooooooooon

oooooO0oO0oO0o/0000000/00000000000000000000000000O00000O
0000000000 /0000000/0000000000000000D0000D0O0OO0O0OODOO0
goboooboooobooobooboon
gooobbooobobobbooobbooooobbooobbboobbbboobobbbboobboOoo
gobooboogoboooboooo
O000DU0U0UOOOO0OOSETSWITCHPORTOOOOO%OODODODODODODODODODODODOoooooO 1-8
gobboooboogobooobooboobbobboobooobooobo

SET SWITCH PORT=1-8 BCASTFILTERING=YES .

m [J000g0boobobooboboobobooobooonobo

SET SWITCH PORT=1-8 BCASTFILTERING=NO .

s J0000000/0000000/000000000000000000D0000O000O0O0O0O SHOW

SWITCHPORTUOODOO 144000000000 0O O M Broadcast Filter Unknown Multicast Filter(
0 Unknown Unicast FilteroO O OO Qo O0QOo OO
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EPSR Snooping

EPSR Snooping

EPSRODDOOODOO EPSROOCODOOUOO0O0ODO0O0O0O0O0OOOODOODOODODOODOOODOOODOOO
goooooooooooo

EPSRO Ethernet Protected Switched RingD OO0 0000 Ethernet 00000000 D0OOOOOO 2
goboogoooouoooo

EPSROODODDOOOD0O0OOOOO0OOEPSRODODOODOOD VLANDODOODDODOODODODODODODOOoooooOo
000 RingUpORingDown OO OO ODODOOOOFDBOOO ARPODDOODODOOOOO

3~~~ b EPSRK X 1 >

TtheH)=F—=pT
Heathchack X o 4 — 4 &
SETEAEIV-TRER

74T == bbb
Heafthchack X 7 tr— 2 &
FRAE L E(E

EPSRDDDDDDD G
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ENABLE PORTAUTH

4, 00010 WebDODOOOODDODOOODDODOODOSET PORTAUTHPORTOOOODO87O0DODOOO
0 PORTAUTH=WEBBASED TYPE=AUTHENTICATORD DO 00000000 10 WebO OO
Authenticator D00 Q0O0Q0QOQOOd

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR MODE=MULTI .

5. WebOOOOODOOOOOMm IPADDRESS=10.0.0.1 PORT=3000(0 0 0O 0O OO O http://10.0.0.1:30000
oooooooooooon

SET WEBAUTHSERVER IPADDRESS=10.0.0.1 PORT=3000
6. WebOOOQOOOOoOOOOooooOO

ENABLE WEBAUTHSERVER .
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ooooo

CWebDOOOOODODODODOODODOODODOO OMODE=MULTIDODOODOOOOO

HTTPSOOOOOOOO

HTTPSOOOODODODOOO0D0D0O0O0O000OWebOOODODOOOODODODOOODODOOODDOO0OOODO

gopooooogon

000000000000 0000000U000D00o0D0oOo0 HTTPSODODODDODODODDODODOO

m 0
= Authenticator( O 0
goooobooooa RADIUSO O OO
P1
192.168.1.254/24
Authenticator0 0 0 0 O
192.168.1.1/24
1111000
HTTPSO 00O 0O OWebO O
Supplicantd PCO 0 O
192.168.1.100/24
G/W 192.168.1.1 OwebOOODOOOOOODDOOOOIPOOOO
m 0

1. RSAOOODUOUOODO0OODDDOODDOODODDOODOOOD 10240000000

CREATE ENCO KEY=0 TYPE=rsa LENGTH=1024 DESCRIPTION=my-rsa-key

[CREADOODCOOO0O0DO0OD0OOOODOMO Key Generation completed with [Success]D 0000 00
000000000000000000000000RSADODOOODODODOoOOOoCPUOOOOOOO
0000000000000000000000RSADOOO0OOOOOOODODONONOoOoOoUooooO
goooooooboooooooooooboobooooboooooboooo

[ CREATEENCOKEYOOOOMMOOODOOOO 84000000 ooooooooooooooo
ooooooooooooooobooooooooooooobooboooooooOoboO0OoooOoOoboOoOooooo
ooooooooooooooooooobooobooooooooobo0oooOoooooooooooooo
ooooooooooooooooooooooboobooooooOoOoOOObObOobOoOooooooooooo
ooooooooooooooooooooooooooboboo

[CO000o0oess3s 000000000 oiooiooooooooo0oooooooooooo
O0OOO0OOO0OOOCREATEENCOKEYODOOODmMOOOOOOO 8400000 DESCRIPTIONCOO
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ooooo

00o0000o00o000o0oo0oo0o0o0o0oooo0o0ooooooooong SHOW ENCO
KEYOOOOmMOoOoOooooo236Oo0ooooooooooo

2. 00000000000000000000 X.5000000DN =Distinguished NameO OO 00O
O000O0O0OSET SYSTEM DISTINGUISHEDNAMEOD OO O OOOOOOO0 20900000
googod

SET SYSTEM DISTINGUISHEDNAME="cn=1.1.1.1,o=toy-organization,ou=toy-

organization-unit, l=toy-city, st=toy-pref,c=jp" 4

gobooobooobobooobooobooobo

ggo go ggod
CN Common Name 1111
0] Organization toy-organization
ou Organization Unit toy-organization-unit
L Locality toy-city
ST State or Province toy-pref
C Country ip
O 14

[CONOCommon NameO OO WebO OO OODOODOOODOOOOD IPOODOOOOODOODOOOOO

3. 000 RSAODDODUOODODODODODUOUODODOODODODODODODUODODODUODDUODODOUOOODOO
my-cert0 0000000000000

CREATE PKI CERTIFICATE=my-cert KEYPAIR=0 SERIALNUMBER=0 .
gbobobooboooooboobobobobboobboooobonbDd my-certcerdgononoonO

[0o00o000o0o00o0o0o0o00o0ooo0ooo0oooooooo0oooooooooooooo
ooooooooooooooooooobooooboooooobobobo0oooooooooooooOooOooo
ooooooooooooooooooo

4, DO00D0O0DOO0O0O0O0OO0O0ODOOOO0OOD0O0ODO0ODO0ODO0D00DO000000oDooDooDooDOooOooOon
O for httpsserver 00000

ADD PKI CERTIFICATE="for https server" LOCATION=my-cert.cer TYPE=SELF
TRUSTED=yes

5. IPOO0ODOOO0OODOOOOOOO

ADD IP INTERFACE=vlanl IPADDRESS=192.168.1.1 MASK=255.255.255.0 J
6. RADIUSOOODOODOUOO0OU0O0O00000000ooooooog secret00oon

ADD RADIUSSERVER SERVER=192.168.1.254 ORDER=1 SECRET=secret J

7. 0001000000000000WebODOOOOODOO
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ooooo

SET PORTAUTH=webbased PORT=1 TYPE=authenticator

8. WebOUDDDODODODODODODOOO IPOODODODODODODODODODODODDOD WebOOO HTTPSO OO
gboboobooobobooon

SET WEBAUTHSERVER IPADDRESS=1.1.1.1 SECURITY=enabled SSLKEYID=0 .

9. WebODOOOODDOOOODOODO

ENABLE WEBAUTHSERVER ./

10. DOOoDOODOOOOOOOODOO

ENABLE PORTAUTH

[CO0o00o0 dATTPSO 0000000000000 O0O0O00O0OoO0OooO0ooO0ooooooooooooo
000000o0o0o0o0o0ooYODoOOoOooOoooOoooOooOoOooOoooOoooOoooooooo

tXallriHEL

oy o FEEIEEDTIEERL, QAN BIICAEN T BN LIS
s DFE A LINL, SO FDES 1Y TSR SRS E .

A COEFRNTAERRI, (EETRRHIGRTENTUEY b SO
ERFTL . COEL A SRR B ST L C O,

@ COERlTEERENB MTLEHT .

& OEENTEBERRCE. RTLLICLTOSA - 0w~
SRMGERIENET.

B TLEEM?

TR

SEREOFRTY) |

goooooogon

000000000000 00000000U000D00o0D0oOo0 HTTPSODDODDODODODODODOO

m [0
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ooooo

000 (CA)

ood

oooo goooo RADIUSD 0 0 O
P1
192.168.1.254/24
Authenticator 0 0 00O
192.168.1.1/24 ﬁ
1111000

HTTPSO OO O OWebO O

Supplicantd PCO 0 O
192.168.1.100/24
G/W 192.168.1.1 OwebODOOOODODOOOOOOOIPOOOO

m 0
1. RSAOOUOODOUOOUOOOUOUDUODUODUODOOOO 1024000000

CREATE ENCO KEY=0 TYPE=rsa LENGTH=1024 DESCRIPTION=my-rsa-key

[CREADOODOOO0O0DO0OD0OOOODOMO Key Generation completed with [Success]D 00 00 00
000000000000000000000000RSADO0OOOODODOOoOOOoCPUOOOOOOO
0000000000000000000000RSADOOOOOOOOODODONOOoOoOoUooooo
goooooooboooooooooooboobooooboooooboooo

[ CREATEENCOKEYOOOOMMOOODOOOO 84000000 oo0oooooooooooo
ooooooooooooooobooooooooooooobooboooooooOoboO0OoooOoOoboOoOooooo
ooooooooooooooooooobooobooooooooobo0oooOoooooooooooooo
ooooooooooooooooooooooboobooooooOoOoOOObObOobOoOooooooooooo
ooooooooooooooooooooooooooboboo

[CO000o0oess3s 000000000 oiooionooooooo0oooooooooooo
O0OOO0OOO0OOOCREATEENCOKEYDOOODmMOOOOOOO 8400000 DESCRIPTIONOO
000000o00o000o0o0oo0oU0o0o0oooo0o0ooooooooog SHOW ENCO
KEYOOOOmMOoOoOooooo236Oo0ooooooooooo

2. 0000000000000000000O000 X.5000000DN = Distinguished NameO OO
O00O0O00OO00OO0SET SYSTEM DISTINGUISHEDNAMED O OO M 0000000 20900
goboooboo

SET SYSTEM DISTINGUISHEDNAME="cn=1.1.1.1,o=toy-organization,ou=toy-

organization-unit,l=toy-city, st=toy-pref,c=jp" 4

gbobooobooobooooboobbon
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ooooo

ggo ooo
CNDO Common Name[ 1111
OO0 OrganizationO toy-organization
OuUO Organization UnitO toy-organization-unit
LO LocalityO toy-city
STO State or ProvinceOd toy-pref
CO CountryO ip
0 15:

[CONOCommon NameO OO WebO OO OODOODOOODOOOOD IPOODOODOOODOODOOOOO

3. J000RSADDOODODODUOODOOOODDODOOOOUUODODODOODODOODODOODODOODDODODODOO
00000000000 enroll_pemO000 00000 PEMO Privacy Enhanced MailD O O 0O O
ggo

CREATE PKI ENROLLMENTREQUEST="enroll_pem" KEYPAIR=0 FORMAT=pem

0000000000000 0000000000000000000O00O00 ™ enroll_pem.csr”
gobooboo

[0o00o000o0o00o0o0o0o00o0ooo0ooo0oooooooo0oooooooooooooo
ooooooooooooooooooobooooboooooobobobo0oooooooooooooOooOooo
oooooooooooooooooooboooo

4, 0000000000O0OD0ODOOO0O0 UPLOADOOOOMOOOOOOO 28300000 TFTPOO
O0000ooooooooooo CAUDODDOoOoCADODOODODODODODODODODOOoDOoOoOOOO
O00000ooO0o00oooooooO0O certecerd 000000 OCADDOOODODDO cacert.cer
gobooo

5. 0000000000 DODO0DU0O0 CAOODUODDOOTFTPOOODUDODODODODODOLOADOOOOMMIO
000000 140000000000 00000DO0000OO00O0DDODO0D00DODOOODOOO0
O0000000000000o0ooo0ooooo00forhttpsserverdcal 0000

ADD PKI CERTIFICATE="ca" LOCATION=ca.cert.cer TRUSTED=yes TYPE=CA .

ADD PKI CERTIFICATE="for https server" LOCATION=cert.cer TRUSTED=yes
TYPE=EE

6. IPOO0ODOOOOOOOOOOO

ADD IP INTERFACE=vlanl IPADDRESS=192.168.1.1 MASK=255.255.255.0 J
7. RADIUSOOODOODOUOO0O0O0000000o0ooooooog secret0ooon

ADD RADIUSSERVER SERVER=192.168.1.254 ORDER=1 SECRET=secret J

8. 000100000000 D0DO0OOWebODDODOOODDODO
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ooooao

SET PORTAUTH=webbased PORT=1 TYPE=authenticator

9. WebOUODDDODODODODODDOOODO IPOOODODODODODODODODODODDOD WebOOO HTTPSO OO
gboboobooobobooon

SET WEBAUTHSERVER IPADDRESS=1.1.1.1 SECURITY=enabled SSLKEYID=0 .

10. WebOOODOOOODOOOOO

ENABLE WEBAUTHSERVER ./

11. O0DO000ooO0oooooooo

ENABLE PORTAUTH

OO000DOO0IiPOOODOOOODOOODOOO

OO000O0O0 IPO0O0O0OO0OOWebDOOODOOODODODUOOODUOODODODODODOODODOODO DHCPOUOOODOO
0000000 WebSupplicantO IPOO00O00D000 (LeaseTime200)0 000000000
OO0O00 Authenticator OO O0O0OCOOO0 IPOODU0OOUOOOOOWebODOOOOOOOODOOODOO
good

odooooIPOO00OD0O00OODOOODOODHCPOOODODOODODODOOOODO

Web Supplicant 00O IPO 0000000 OODHCPOOOODOOOODOOOODOO
00000000OWeb SupplicantOOODHCPOOOODOOD 000D 0OO IPODO VLAN-BOOOOOO
OIPODDODO (192.168.2024x) 000 0000000000000 0 WebO OO DO OO OO http://10.0.0.10
goboodoooouoooo

Web Supplicantl 000000000 00000 :WebUserAD /000 00 O :WebPasswordAD OO
000000000000 0Web Supplicantl 00 VLAN-AVID=10)0 00000000000

Web Supplicantl 0000000000000 DHCPOOODODOOOVLAN-ADOOOOOO IPOOO
0 (192.168.10.24x) 000000000 ODODO

m 0
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ooooo

Authenticator
WebO OO OGOO
OO0O000IP 10.0.0.1

VLAN B |VLAN A
P1 P24

RADIUSO O OO
HUB 1 192.168.10.130(

PC1 PC2

Web Supplicantl | | Web Supplicant2

oooo ooo
IP 192.168.10.24x |P 192.168.20.24xX
VLAN B VLAN A

gobooowroooo

m 000000 (RADIUSOOODO)DOO0DD0O0O0ODD0O0O0ODOD0O0OOOOOOO

User-Name User- Tunnel-Type Tunnel- Tunnel- OO
Password Medium- Private-
Type Group-
ID
WebUserA  Web- VLAN (13) IEEE-802 10 PC1 Web Supplicantl 00 0O
Password- (6) ooo0/000000000000
A Jo00o00oogd VLAN
WebUserB  Web- VLAN (13) IEEE-802 10 PC2 Web Supplicant2 00 O O
Password- (6) ooo0/000000000000
B Jo0odooodod VLAN
0 16:

OO0O0oDOoOPAPOOODOODO

m [0

1. VLANDOOOOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20

2. VLANOODODODDODDODOO

ADD VLAN=A PORT=24 .
ADD VLAN=B PORT=1-23 J

3. VLAND IPOOODO0O0OOooooo
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ooooo

ADD IP INT=VLAN-A IP=192.168.10.5 MASK=255.255.255.0
ADD IP INT=VLAN-B IP=192.168.20.5 MASK=255.255.255.0 .

4, RADIUSOOUOOOUOOOOOOIPODOOD UDPOODODOODODOODODOODOOOODOODO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. DO0O0oDoOooooooooood
ENABLE PORTAUTH

6. D00 10WebhOODODOODODDODODODODDODOOSET PORTAUTHPORTOODODO87O0O0OODODO
0 PORTAUTH=WEBBASED TYPE=AUTHENTICATORD DO O0O0OO0O0OOOOO0 10 WebO OO
Authenticator D00 Q0O0OQO0QOQOO

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR MODE=MULTI
VLANASSIGNMENTTYPE=USER ./

7. Web OO OOOOOOOOOOOIIPADDRESS=10.0.0.10 0000 00O [ http://10.0.0.10 0 O
000000000 PINGPOLL=ENABLED REAUTHREFRESH=ENABLEDO 0000000
PingOOODOODOOOOOOOOOSupplicantd Authenticator U0 0 PingOD OO0 000000
D000o0ooDoooooOomTEMPORARYIP=ENABLEDO OO0 ODOoOooooooog IP
ggdodoooooooooo

SET WEBAUTHSERVER IPADDRESS=10.0.0.1 PINGPOLL=ENABLED
REAUTHREFRESH=ENABLED TEMPORARYIP=ENABLED .l

8. WebOOOOOODOOOODOOO
ENABLE WEBAUTHSERVER .

9. DHCPOOODOODODOOODODO
ENABLE DHCP J

100 DHCPOODODOOODODOODODODOOOOOODODOOO VLAN-ADO IPOOODODOODOOOODDODOOOO

CREATE DHCP POLICY=mypolicyl LEASE=7200 .

ADD DHCP POLICY=mypolicyl SUBNET=255.255.255.0 ROUTER=192.168.10.5

CREATE DHCP RANGE=myipl POLICY=mypolicyl IP=192.168.10.240
NUMBER=10 .J

11. DHCPOUUOUOUOODDODDODOOVLAN-BO IPODOOODOOODO0ODOOOOOODODODODOODOODOO
o0 IPOO0O0ODOOO0OODOOODOOOO
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ooooo

CREATE DHCP POLICY=mypolicy2 LEASE=7200 .
ADD DHCP POLICY=mypolicy2 SUBNET=255.255.255.0 ROUTER=192.168.20.5 J

CREATE DHCP RANGE=myip2 POLICY=mypolicy2 IP=192.168.20.240
NUMBER=10 .J

CPing0DO000000O0WebDODOODOODODO VLANOOOOOODOODOODOODO DHCPOOOO
ooooooooooogoo

O000OWebOOOOOOOSupplicant0 O WebOOODOOODODODOOOODO/00000000000O

0000000000000 00CBET WEBAUTHSERVERD OO 10500 0 M HEADER/SUBHEADERTOP/SUBHEA
ooooooooooobooo

0000000000000 0 URLOODOODOOOSET WEBAUTHSERVERDO DO OO 10500000
REDIRECTURLODOOOODODDOOOOODODO

oo

gobooooooobobooo oooboooobooobo

e JOIDODIDODO VLANDDOMOSETPORTAUTHPORTO OO D870 0000 VLANASSIGNMENT
0000000 ENABLEDO O OO

e PVIDODODOUOO VLANDO OO0 VLANDOOODODOOODOD
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[ 0000000 300000000000000000000000 VLANO DHCPOOOOOOOOO
WebOOOOO VLANOOOOOOODOOODOOOODOODODOODODOWebODODODOOODODOODOOOOOO
000000000 0SupplicantD IPOO0OO0OO00OODO00OO0O0OOOO0OOOOOOOOOOD 20000000
000000000 OWebOOODOOO VLANODOODOOODODODOODOOOWebOOOODOOOODOOOOOOO

[CON0000000 300000000000000000000 VLANDO DHCPOOOODOOOOWebO
00000 VLANODOOOOODOOOOOOREAUTHPERIODD SupplicantD 0000000 oooooon
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ooooo

oooobooooood

gobooboogobooboooboobbobbooboon

gooooooooo ogooooo

Login Failed! Please check the supplied User O00000000D0D0OMACOOOOOODO
Name & Password.

Login Failed! Maximum sessions active. Please 0O00000000000000

try later.

Login Failed! Could not authenticate with 000000 (@oOoOoooo)0oooooo

server. goooduobbboooooboboboboog
ODORADIUSODOOOOOOOOOOOOO

Login Failed! Could not authenticate. Please RADIUSOOODOOODODODOOOOO

check Username & Password.

Login Failed! Could not start authentication. Held/Lockout 0O O OO 0O0O

Please try later.

Login Failed! Could not authenticate. 00 Supplicant0 0000000000000

gobogbbooboooo

o 17:

O0O0000 VLANDOOODO

000000 VLANDO Dynamic VLAN AssignmentD OORADIUSOO00000ODO0O0OODOOOOO
0000000000 VLANODODODOoOoDooDoooo

0000000 Authenticator 000 0000000000000 VLANOOOOOOOOOODOOOO
O00000Authenticator 000000000 IPODOOO RADIUSOODOOODODOOOODDODO
000000000 300 VLANDAODBOODOCOOODODODOODODOODDORADIUSOOOOOOOODOOO
OO0 VLANORODOOODODODODDODODODODOUOODODODUODODODODODODODODORADIUSOODOOODODODOO
00 VLAN-BODOOOOOODODODODOOO

O00000O00 10160 8021XO0ODOODODOODODDODOODDOODODORADIUSOOOOOOVLANORDODO
00000 200000000000000000000D00O0

[CO00000802.1X Supplicant0 D0 ODD0OOD0OODODMACOUOOOOOWebODODODOOODOOOOOO

CWebDOOODOOWebOODOODOODOODODODOODOODMMOODOOOOD IPOOOODOOOODOOOODOOODO
ooooooooo
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ooooo

Authenticator

VLAN B|VLAN R
P1 P24

802.1X Supplicant RADIUSO O OO
[}l 192.168.10.130(]

ooDoo
VLAN B

m 000000 (RADIUSOOODO)DOO0DD0O0O0ODD0O0O0OODOD0O0O0OOOOOO

User-Name User- Tunnel-Type Tunnel- Tunnel- oo
Password Medium- Private-
Type Group-ID
userl passwordl VLAN (13) IEEE-802 (6) 20 802.1X Supplicant O O

00000 /000000
gooooobbooboo
VLAN

1. VLANDOOODOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20
CREATE VLAN=C VID=30
CREATE VLAN=R VID=1000

2. RADIUSOODOODODOODOOODOODOOD 240 VLANOROOODDOOOOODO

ADD VLAN=R PORT=24 .

3. RADIUSOODOODODOOODODODODOODOOODOORADIUSOODOOOO0OOOODO0OOOOOO
oooooolipPO0OO0OODODOOOODO

ADD IP INT=VLAN-R IP=192.168.10.5 MASK=255.255.255.0
4, RADIUSOOUOOOUOOOOOOIPOODOOD UDPOODODOODODOODODOODOOOODOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. DO0O0oDoOooooooooood
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ooooo

ENABLE PORTAUTH

6. 00010160 8021X0 00000 OOOOOOOSET PORTAUTHPORTOODODODO8700OOO
0 0PORTAUTH=8021X TYPE=AUTHENTICATORD OO O OODOOOODO 10 802.1X0O0O O

Authenticator 000000000 00 M VLANASSIGNMENT=ENABLEDD 00000000
00000 VLANOODODOOOOoOOo

SET PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED .J

[—Authenticator 00 0000000000000 OO0OOOOO

[CRADIUSOOO00DO0OO00DO0O00OO0O0Authenticator 000000000000 OSET PORTAUTH
PORTOOOOO8700000 TYPE/AROLEODODDODDOO NONEDOODODDOOODODO

CWebDOOODODOWebOOODOODODOODODODODOODODMOUOOOoOO IPOOOODODOODOOOOOOO
oooooooooooo

O00 VLANDOOOO

O00VLANOOOOODOODODOOODODOOODOO0O0O00O Supplicant0 0000 VLANOOOODOOO
O000000000000000000000 802.1X Supplicant 0 OVLAN-BOOOODOOOOO
O00O0DO00O0O0OOVLAN-AODODOODOOO

[CO00000802.1X Supplicant0 D0 ODD0OOD0OODODMACOUOOOOOWebODODODOOODOOOOOO

m 0
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ooooo

Authenticator
VLAN B VLAN A
00 0OVLAN
P1 P2 P3 P24

RADIUSO OO0
[} 192.168.10.130L}

802.1X Supplicant3

oooo
VLAN A

802.1X Supplicant2

ooo
VLAN B

802.1X Supplicantl

ooo
VLAN B

m 000000 (RADIUSOOODO)DOO0DD0O0O0ODDO0O0O0ODD0O0O0OODOOOO

User-Name User-Password 0o
userl password1 802.1X Supplicantl 0000000 /00000
user2 password?2 802.1X Supplicant2 D00 0D00D0O/00000
user3 password3 802.1X Supplicant3 0000000 /00000
O 19:
m [0

1. VLANDOOODOOOO
CREATE VLAN=A VID=10

2. 000VLANOODOOOODOOOODODOODODODOODODOODODOODOL2ZONLYODOODODOOODOODOOOO
CREATE VLAN=B VID=20 L2ONLY

3. RADIUSOOODOODODOODOODOODOODODOD 240 VLANODAOODDOODOOO
ADD VLAN=A PORT=24 .

4, RADIUSOUOODOUOOODOOODOOODOOODODDODO RADIUSOODODODODOODODOOODOODOOOO
oooooolipPO0OO0OODODOOOODO

ADD IP INT=VLAN-A IP=192.168.10.5 MASK=255.255.255.0

5. RADIUSOOOODOODOOOOODOOIPODOOODO UDPODOODOOODOOOODOOOOOOOO
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ooooo

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

6. D00O0ODDOOOODOODODOOOO

ENABLE PORTAUTH

7. 000 10160 802X 00000 OOOUOOOSET PORTAUTHPORTO OO DOO87 000N
0 0O PORTAUTH=8021X TYPE=AUTHENTICATORO 0D OO0 OOOOOO 10 802.1X 00O
Authenticator 000000000
OGUESTVLAN=20D 00000 MmMOO0 VLANOOVLAN-BO OO OO OO OO VLANASSIGNMENTTYPE=USER
0000000000000 SupplicantOO0OOVLANDOOOOODODOOOO

SET PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR MODE=MULTI
VLANASSIGNMENTTYPE=USER GUESTVLAN=20

[Multi-supplicant 0 000 000 VLANDO OO OO OO M VLANASSIGNMENTTYPE=USERO O
oooooooooooo

googgon

goboooboobooobooobooboobbobboobo

m 0

Authenticator
WebOODODOOO
Jgoooolir 10.0.01

P1 P24

HUB RADIUSO O OO
1 192.168.10.130L

Web Supplicant

MAC Supplicant

MACO O 00O al:b2:c3:d4:e5:f6

802.1X Supplicant

m 000000 (RADIUSOOOO)DDO0O0O0DD0O00D0O0O00OD0O0O0OOOOO

User-Name User-Password oo
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ooooo

userl password1 PC1 802.1X Supplicant0 00D 0000/00000
al:b2:c3:d4:e5:f6 al:b2:c3:d4:e5:16 PC2 MAC Supplicant0 00 0000/00000
user3 password3 PC3 WEB Supplicant 0000 000/00000
0 20:
m [0

1. RADIUSOOOO0DO0O0D0DO0DO0D0DO0D0OD0D0DO0O0O0O RADIUSODODDOODOODODOOODOODOODODOO
oooooolipPO0OO0OODODOOOODO

ADD IP INT=VLAN1l IP=192.168.10.5 MASK=255.255.255.0
2. RADIUSOOOOODOOOOODOOIPODOOODOUDPODOODOOODOOODODOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. Doooooooooooooo

ENABLE PORTAUTH

4, 000 108021X0 0000000000 OOSET PORTAUTHPORTOOODODO87ODOOO
00O PORTAUTH=8021X TYPE=AUTHENTICATORO DO O ODOOOODODO 10 8021X 00O
Authenticator D0 0O O0QO0OQOO

SET PORTAUTH=8021X PORT=1 TYPE=AUTHENTICATOR MODE=MULTI
VLANASSIGNMENTTYPE=USER ./

5. 00010 MACODDODUOODODOODODDODODDODOOOOSET PORTAUTHPORTODODDOO870O
0000 PORTAUTH=MACBASED TYPE=AUTHENTICATORO OO OODOOOODODO 10 MAC
000000 Authenticator 0000000000000 0O0OD O000D0O0OD0DO0OOOOOO
000 o0oooooUoooooooUUooooDO0ODOoOMACOODODODOODOOMODE=MULTI
VLANASSIGNMENTTYPE=USERO 0 O OO OO0

SET PORTAUTH=MACBASED PORT=1 TYPE=AUTHENTICATOR

6. 000D 10WebhOODODOODODODODODDODOOSET PORTAUTHPORTOODODO87O0O0OODODO
0 PORTAUTH=WEBBASED TYPE=AUTHENTICATORD DO 0OO0OO0O0OO0OODO 10 WebO OO
Authenticator D00 Q0O0Q0QOQOOd

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR

7. WebOOOOODODOOOOOOOOIPADDRESS=10.0.0.1000000 7 http://10.0.0.100000
gobooobgoo

SET WEBAUTHSERVER IPADDRESS=10.0.0.1 .
8. WebOOOOOODOOOODOOO

ENABLE WEBAUTHSERVER .
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RRP Snooping

RRP Snooping

RRP Snoopingd Router Redundancy Protocol SnoopingDd O OESRP/VRRP OO OO DODOOOOO
oo oobobobobobboobobobooooo

0000 RRPSnooping0 000000000000 DDDO0O0O0O0O0OODOODDDDOOO HelloOOO
OOVRRPOODOODODODODODDOOD VLANDODODODODODODOODODODODODDOOOO
oo oboobbbbobbbbobddddoDoDLD oD oo
0000 VLANDOO MACOODODODOODOOODODOODOODOODOOODODOoOOooOOooooooooooo
O00000000000D000OESRP/VRRPOOODDOOODDODODODOOODODOOODODOOOODOO
gjdodooooooooobooboboo

IPOCODO
onoo
ESRP/VRRPO O 0O O O
oooooo
I I |
OO0O0OOA goooB
VLAN Sales
0DooDooooooo
ogoodd
oooao oooao
I |
Y
I I |
OOOOA VLAN Sales OO 0B

MACOOOOOOOOOOOOOOOO
pgooooooooooooooo

O0OD0DO0DO0OO0OVLANSalesO DD OOOOOOO ESRPOOODOOO2000000000000000
RRP Snooping0 0 0000000000000 0OOOOO

20000000000 ESRPHelloODODOOODDDOO0OO0DODDOO MACODODOODOODODOOOOO
00000000000000000000000000000 VLANSalesOOOO0O0DO00000O00O0O
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
gobooboobbooobooobooboobbo

O000000000000000 ESRPHelloOODODOOODDODOODODO0OO0O0OO0ODO0OOO0OODOOO
ooooo MACOOUOOODOODODOUOOUOoooooooooooooooooDoODoODODDODODOODOO
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RRP Snooping

J00d0ooooooDooD 4000000000000 D0O0O0O0oOOoon

00000 VRRPO Virtual Router Redundant ProtocolD D 0D 00000000
O00000000000HelloODODODODOVRRPOODUDUODOOUODODODODODODOODOOODO MACODODO
gooooooogooo

e (0:0:2b:00:00:800 9F
e (0:a0:d2:eb:ff:80
e 00:00:5e:00:01:000 FF

00000100 VLANDOOOOOOOOOOOODOOO0OO VLANDOOOO RRP Snooping0D 0000
gooobooboo

m RRP Snooping 00000 000OENABLE RRPSNOOPING O OO OO700000000000

ENABLE RRPSNOOPING ./

m RRP Snooping 00000 000ODISABLE RRPSNOOPING O D OO D620000000000

DISABLE RRPSNOOPING ./

m RRP Snooping000000000000O00OSHOWRRPSNOOPINGOOOOO1380 000000
uon

SHOW RRPSNOOPING

RRP Snooping0 00 0000000000000 00DOOO0DD0O00ODO0OOOOOOOOOOOO
gobooopooooboooobo

[CRRPSnooping0 0 0000000000000 O00O0OOD0OODOOOOOD0OOO0OUDOOODOOOOOD
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Doooooooood

ooboogood

goooon
PURGE SWITCH . . . . . e s 75
RESET SWITCH . . . . . . e e e 76
SET SWITCH INFILTERING . . . . . . . 93
SET SWITCH MULTICASTMODE . . . . . . . . 95
SHOW SWITCH . . . . e 139
SHOW SWITCH COUNTER . . . . . . . e 141
uon
ACTIVATE SWITCH PORT AUTONEGOTIATE . . . . . . ... o oo 53
ADD SWITCH TRUNK . . . . e 54
CREATE SWITCH TRUNK . . . . . 55
DELETESWITCH TRUNK . . . . . . e 57
DESTROY SWITCH TRUNK . . . . . e 58
DISABLE SWITCH PORT . . . . . . e 63
DISABLE SWITCH PORT FLOW . . . . . . . e 64
DISABLE SWITCH PORT STORMDETECTION . . . . .. .. ... ... ... ...... 65
ENABLE SWITCH PORT . . . . . . e e s 71
ENABLE SWITCH PORT FLOW . . . . . . e 72
ENABLE SWITCH PORT STORMDETECTION . . . . . .. ... ... .. . .. ... ... 73
RESET SWITCH PORT . . . . . . e s e 77
RESET SWITCH PORT STORMDETECTION COUNTER . . . ... ... ... . ... .. 78
SETSWITCHMIRROR . . . . . e 94
SETSWITCHPORT . . . . . e e e 96
SETSWITCHPORT MIRROR . . . . . . . 99
SET SWITCH PORT SECURITYMODE . . . . . . . ... 100
SET SWITCH PORT STORMDETECTION . . . . . . . . . o o 102
SETSWITCH TRUNK . . . . e 104
SHOW SWITCHMIRROR . . . . . e 143
SHOW SWITCH PORT . . . . . e e e e e s 144
SHOW SWITCHPORT COUNTER . . . . . . . . 147
SHOW SWITCH PORT INTRUSION . . . . . ... 150
SHOW SWITCH PORT SECURITYMODE . . . . . ... ... . 152
SHOW SWITCH PORT STORMDETECTION . . . . . . ... ... . 154
SHOW SWITCH TRUNK . . . . 157

EPSROOOOODO
DISABLE EPSRSNOOPING . . . . . . 59
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ENABLE EPSRSNOOPING . . . . ... ... ... ... .. ...,
SHOW EPSRSNOOPING . . . ... ... ... . . ... ... ...

goooo

DISABLE PORTACCESS . . . . . . . . . e
DISABLE PORTAUTH . . . . .. ... .. o
DISABLE WEBAUTHSERVER . . . . ... ... ... ... ...,
ENABLE PORTACCESS . . . . . . . ... oo
ENABLE PORTAUTH . .. ... .. . ... .. . . . ...
ENABLE WEBAUTHSERVER . . . . . . ... ... ... .. ...,
SET PORTACCESS AUTHMETHOD . . . .. .. ... ... ....
SET PORTACCESSPORT . . . ... ... ... ..
SET PORTAUTH AUTHMETHOD . . . . ... ... ... .....
SETPORTAUTHPORT . . . . . . . ...
SET WEBAUTHSERVER . . . . . . ... . ... . . ... ... ..
SHOW PORTACCESS . . .. .. ... .. ... . . ... ...
SHOW PORTACCESSPORT . . . . . . . . .. oo
SHOW PORTAUTH . . . . ... ... .
SHOW PORTAUTHPORT . . . . . ... .. . o
SHOW WEBAUTHSERVER . . . . . .. ... ... ... ... ...

RRP Snooping

DISABLERRPSNOOPING . . . . . ... .. .. .o o
ENABLE RRPSNOOPING . . . . . . ... . .. o o .
SHOW RRPSNOOPING . . ... .. ... ... . ... ...
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ACTIVATE SWITCH PORT AUTONEGOTIATE

ACTIVATE SWITCH PORT AUTONEGOTIATE

o0o0oooooooooo /000

ACTIVATE SWITCH PORT={port-list|ALL} AUTONEGOTIATE

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

0000000000000000000000000000000000000000000/Z00000
0000000000000 D00D000OSETSWITCHPORTOOOOO RENEGOTIATIONODOOOOO
0OAUTOOOOOOOOODODO

goooog

PORT O0O0OOOOOOODODOOOOODOOODOOOOSETSWITCHPORTOOOOO SPEEDOOODO
0000 AUTONEGOTIATED OO OODOOOOOODOOOOOO

g
sJ006000000000DO0ODOOODODODO

ACTIVATE SWITCH PORT=6 AUTONEGOTIATE

goooogf

000000000000 00000000000000AUTONEGOTIATEDDODDOOODDOOODODODOOO
goooo

goooog

SET SWITCH PORTO 9 0 O OO
SHOW SWITCH PORTO 1440 00 O
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ADD SWITCH TRUNK

ADD SWITCH TRUNK

o0o0oooooooooo /000

ADD SWITCH TRUNK=trunk PORT=port-list

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O0OOOOODOOO
port-list: 0000000000100 0000000000O00OOOOOOO)

g

gobooooboooobooboooboobo
goooog

TRUNK O00000OO0OOOOO

PORT 0000000000000 000O0O0OOOOOOOOO8O00O0O0OD0O0O0ODOOODOOODOOO
odo0o0oo0oooooDooooooo0oo0ooo0oo0oDO VLANODODODooooo
goobogoo

g
s 000000000uplinkDODOO 104000000

ADD SWITCH TRUNK=uplink PORT=1-4

goooog

CREATE SWITCH TRUNKDO 550000
DELETE SWITCH TRUNKOS570 0 00O
DESTROY SWITCH TRUNKO 58 0 0O 0O 0O
SET SWITCH TRUNKD 104 0 O OO
SHOW SWITCH TRUNKO 157 0 0 00O
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CREATE SWITCH TRUNK

CREATE SWITCH TRUNK

o0o0oooooooooo /000

CREATE SWITCH TRUNK=trunk PORT=port-list [SELECT={MACSRC|MACDEST|MACBOTH|
IPSRC|IPDEST|IPBOTH}]

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O00OOOOODOOO
port-list: 0000000000100 000000000O0O00OOOOOODO)

0

000000 UooUooUoUeULDUODOOOOOO

goooog

TRUNK O00000OO0OOOOO

PORT 000000000 ODOOOOO0O0O0O0O0ODODODODODOOOOOO8UODUOOOOODOODOODO
000o000oo0oooooDoooDoooooooooooooooooono VLANDODOQoOQoOo
gobooboogn

SELECT 00000DO000ODO00O0ODO000000DOO0000000D0O0000O000O0O000O000
O0000O0MACSRCOOOO MACOOOOMmMMACDESTD OO MACODOOOMMMACBOTH
ooooooo MACOOUOOMmMIPSRCOOO IPODOOOMMIIPDESTO OO IPOOOOmMIPBOTH
O0o00ooo IPOOO0O0O0OUOOODODOODODOOOOO MACBOTHO

g
000 150000000000uplinkD000000O0O

CREATE SWITCH TRUNK=uplink port=1-5

goooogf

gobooooooooboooboboooboobbobboobooboooboboobbooboobbo
ooooooooo IboooO0Ooo 1oo000oooooood

goooog

ADD SWITCH TRUNKO 54 00 00O
DELETE SWITCH TRUNKOS570 000
DESTROY SWITCH TRUNKO 58 0 0O OO
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SET SWITCH TRUNKDO 1040000
SHOW SWITCH TRUNKDO 1570000
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DELETE SWITCH TRUNK

DELETE SWITCH TRUNK

o0o0oooooooooo /000
DELETE SWITCH TRUNK=trunk PORT=port-list

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O0OOOOODOOO
port-list: 0000000000100 0000000000O00OOOOOOO)

g

goboooboooobooobooboo
goooog

TRUNK O00000OO0OOOOO
PORT 0000000 OOOO

g
s 000000000uplinkDODOO0O0O 102000000

DELETE SWITCH TRUNK=uplink PORT=1, 2

goooog

ADD SWITCH TRUNKO 54 00 00O
CREATE SWITCH TRUNKDO 550000
DESTROY SWITCH TRUNKO 58 0 0O 0O 0O
SET SWITCH TRUNKD 104 0 O OO
SHOW SWITCH TRUNKO 157 0 0 00
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DESTROY SWITCH TRUNK

DESTROY SWITCH TRUNK

o0o0oooooooooo /000

DESTROY SWITCH TRUNK=trunk

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O0OOOOODOOO

g

gobooobooobooooo
goooog

TRUNK O00000OO0OOOOO

g
s 000000000uplinkDODOOOO

DESTROY SWITCH TRUNK=uplink

goooog

ADD SWITCH TRUNKO 54 00O 00O
CREATE SWITCH TRUNKDO 55 0000
DELETE SWITCH TRUNKOS570 0 00O
SET SWITCH TRUNKD 104 0 O OO
SHOW SWITCH TRUNKO 157 0 0 00O
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DISABLE EPSRSNOOPING

DISABLE EPSRSNOOPING

O000o000o0o0oooOo /ZEPSROOOOOO

DISABLE EPSRSNOOPING [CONTROLVLAN={1..4094|vlanname|ALL}]

vlanname: VLAN O 0101500 0000000000000 0000000000000 000oooooooo

g

0000000000 VLANOODOODOOoooooooooooooooooooooo

goooog

ENABLE EPSRSNOOPINGO 67 0 0 00
SHOW EPSRSNOOPINGO 108 O O O I
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DISABLE PORTACCESS

DISABLE PORTACCESS

O000oooooooo /00000

DISABLE PORTACCESS

g

00000000802 IXODODOMACODDODODOWeb DO ODODDOODODDOODODOOOOOUDISABLE
PORTAUTHO OO OOOOO

goooog

ENABLE PORTACCESSO 68 0 0 O O
SHOW PORTACCESSO 1090 0 O O
SHOW PORTACCESS PORTO 11700 00O
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DISABLE PORTAUTH

DISABLE PORTAUTH

O000oooooooo /00000

DISABLE PORTAUTH

g

00000000802 IXODODOMACODDODODOWeb DO ODODDOODODDOODODOOOOOUDISABLE
PORTACCESSO O ODOOOOO

goooog

ENABLE PORTAUTHO 690 O OO
SHOW PORTAUTHO 12300 00O
SHOW PORTAUTH PORTO 1310000
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DISABLE RRPSNOOPING

DISABLE RRPSNOOPING

000000000000 /RRP Snooping

DISABLE RRPSNOOPING

g

RRP Snooping0 000 000000000000

goooog

ENABLE RRPSNOOPINGO 700 00 O
SHOW RRPSNOOPINGO 138 0 00 O
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DISABLE SWITCH PORT

DISABLE SWITCH PORT

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL}

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

0000000000000 00000OSETSWITCHPORTOOODOO STATUSO OO OO OO DISABLE
goobooooboogoo

goooog
PORT OOODOOOO

goooog

ENABLE SWITCHPORTO 71000 O
SHOW SWITCH PORTO 1440 00 O
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DISABLE SWITCH PORT FLOW

DISABLE SWITCH PORT FLOW

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL} FLOW=PAUSE

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

0000000000000 0000000008023xPAUSED D DD DDODODOOOOOODODODODSET
SWITCHPORTOOOOO FLOWCONTROLOOOOOOO DISABLEO OO OOOOOODO

goooog

PORT OOODOOOO
FLOW 00000000 PAUSED802.3x PAUSED Full-DuplexD0O 0D OOOOO

goooogf

O00000D0D00ODO0OPAUSEDDODODOOODDODOOODDOOOOOODOODOOOOOOODOOODOOOD
PAUSEDOOOOOOOODOOOOOOO

goooog

ENABLE SWITCH PORT FLOWO 72000 O
SHOW SWITCH PORTO 1440 00 O
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DISABLE SWITCH PORT STORMDETECTION

DISABLE SWITCH PORT STORMDETECTION

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL} STORMDETECTION

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

gobooboobooobooobooboobbo
goooog

PORT 00000000 ALLODOOOOOO0OOO0OO0O0OOO0ODOOOOOOOOOGOO

g
s]0020000000000000D0OO

DISABLE SWITCH PORT=2 STORMDETECTION

goooog

ENABLE SWITCH PORT STORMDETECTIONO 730000

RESET SWITCH PORT STORMDETECTION COUNTERO 78 0 0 O O
SET SWITCH PORT STORMDETECTIOND 1020 0 O O

SHOW SWITCH PORT STORMDETECTIONO 154 0 00 O
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DISABLE WEBAUTHSERVER

DISABLE WEBAUTHSERVER

O000oooooooo /00000

DISABLE WEBAUTHSERVER

g

WebOOOODOOOOODODOOODODOOODOOO

goooog

ENABLE WEBAUTHSERVERO 74 00 0 O
SHOW PORTAUTHO 1230000
SHOW PORTAUTH PORTO 1310000
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ENABLE EPSRSNOOPING

ENABLE EPSRSNOOPING

O000o000o0o0oooOo /ZEPSROOOOOO

ENABLE EPSRSNOOPING CONTROLVLAN={1..4094|vlanname}

vlanname: VLAN O 0101500 0000000000000 0000000000000 000oooooooo

g

0000000000 VLANOODOODOOoooooooooooooooooooooo

goooog

DISABLE EPSRSNOOPINGO 590000
SHOW EPSRSNOOPINGO 108 O O O I
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ENABLE PORTACCESS

ENABLE PORTACCESS

O000oooooooo /00000

ENABLE PORTACCESS

g

O00000000802IXODUDOMACOOUDODODOWebODODODODDODODOODODOODDODODOOODODOENABLE
PORTAUTHO OO OOOOO

goooog

DISABLE PORTACCESSO 60 0 O OO
SHOW PORTACCESSO 1090 0 O O
SHOW PORTACCESS PORTO 11700 00O
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ENABLE PORTAUTH

ENABLE PORTAUTH

O000oooooooo /00000

ENABLE PORTAUTH

g

O00000000802IXODUDOMACOOUDODODOWebODODODODDODODOODODOODDODODOOODODOENABLE
PORTACCESSO O ODOOOOO

goooog

DISABLE PORTAUTHO 6100 00O
SHOW PORTAUTHO 12300 00O
SHOW PORTAUTH PORTO 1310000
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ENABLE RRPSNOOPING

ENABLE RRPSNOOPING

000000000000 /RRP Snooping

ENABLE RRPSNOOPING

g

RRP Snooping0 000 000000000000

goooog

DISABLE RRPSNOOPINGO 620 00O
SHOW RRPSNOOPINGO 138 0 00 O
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ENABLE SWITCH PORT

ENABLE SWITCH PORT

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL}

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

000000000000 oo0o0oDoO0O000D00000DO0OSET SWITCHPORT O OO OO STATUS
0000000 ENABLEOOOODDOODOODO

goooog
PORT OOODOOOO

goooog

DISABLE SWITCH PORTO 63 000 O
SHOW SWITCH PORTO 1440 00 O
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ENABLE SWITCH PORT FLOW

ENABLE SWITCH PORT FLOW

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL} FLOW=PAUSE

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

0000000000000 0000000008023xPAUSED D DD DDODODOOOOOODODODODSET
SWITCHPORTOODOOO FLOWCONTROLO OOOO OO ENABLEO OO ODOOOOODO

goooog

PORT OOOOO
FLOW 00000000 PAUSED802.3x PAUSED Full-DuplexD0O 0D OOOOO

goooogf

O00D0D0DO0DO0DUOO0OPAUSEDD0OOOOOODODOOOODOODOOODOOODOOOOOODO

goooog

DISABLE SWITCH PORT FLOWO 64 0 0 O O
SHOW SWITCH PORTO 1440 00 O
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ENABLE SWITCH PORT STORMDETECTION

ENABLE SWITCH PORT STORMDETECTION

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL} STORMDETECTION

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

gobooboobooobooobooboobbo
goooog

PORT 00000000 ALLOODOO0OO0OO0O0O00O0O0O00OO0OOOOOOOOOOOOOO

g
s]0020000000000000D0OO

ENABLE SWITCH PORT=2 STORMDETECTION

goooog

DISABLE SWITCH PORT STORMDETECTIONO 650 00O

RESET SWITCH PORT STORMDETECTION COUNTERO 78 0 0 O O
SET SWITCH PORT STORMDETECTIOND 1020 0 O O

SHOW SWITCH PORT STORMDETECTIONO 154 0 00 O
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ENABLE WEBAUTHSERVER

ENABLE WEBAUTHSERVER

O000oooooooo /00000

ENABLE WEBAUTHSERVER

g

WebOOOODOOOOODODOOODODOOODOOO

goooog

DISABLE WEBAUTHSERVERO 66 0 0 0O O
SHOW PORTAUTHO 1230000
SHOW PORTAUTH PORTO 1310000
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PURGE SWITCH

PURGE SWITCH

O000oooooooOo /000000

PURGE SWITCH PORT={port-list|ALL}

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

gobooobooooboooboooboo

g
[ J00000oooo0oboobobon

PURGE SWITCHU PORT=ALL

goooog

SHOW SWITCHO 1390000
SHOW SWITCHFDBO OO OO OOODODOOOOOODOD 150000
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RESET SWITCH

RESET SWITCH

O000oooooooOo /000000

RESET SWITCH

g

goboooboooobooobooboo
o0dooo0o0oooooO0ooooooOorbDBOOO0OODOOOODODOOOODOOODODOOOODDODO
goboooboooobooobooboobbobbuoobooobooboboobbo

goooog

SHOW SWITCHO 1390000
SHOW SWITCHFDB OO OO OOODODOOOOOODODO 150000
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RESET SWITCH PORT

RESET SWITCH PORT

o0o0oooooooooo /000

RESET SWITCH PORT={port-list|ALL} [COUNTER]

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

gobooboogobooobooboobbon
00000000000 @Uoooo0onoo0o0oooo0oo@EoOoO0D0Do0o000oDoo0oonooo
000@Uooo00oooooooooooooo

goooog

PORT 0OO0OOOOO
COUNTER 0000000000 DOOODOOODOOOOODODOOO

goooog

DISABLE SWITCH PORTO 63 000 O
ENABLE SWITCHPORTO 71000 O
SHOW SWITCH PORTO 1440 00 O
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RESET SWITCH PORT STORMDETECTION COUNTER

RESET SWITCH PORT STORMDETECTION COUNTER

o0o0oooooooooo /000

RESET SWITCH PORT:{port-list‘ALL} STORMDETECTION COUNTER

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

0000000000000 0000000oo0(@uou)ooo
goooog

PORT 00000000 ALLODODODOOODODOD ALLOODDOODOODOOOOOOODOODOODOO
oo

g
s 0020000000000 00000000000000O00O0O

RESET SWITCH PORT=2 STORMDETECTION COUNTER

goooog

DISABLE SWITCH PORT STORMDETECTIONDO 650 00O
ENABLE SWITCH PORT STORMDETECTIONO 730000
SET SWITCH PORT STORMDETECTIOND 1020 0 O O
SHOW SWITCH PORT STORMDETECTIONO 154 0 00 O
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SET PORTACCESS AUTHMETHOD

SET PORTACCESS AUTHMETHOD

O000oooooooo /00000

SET PORTACCESS AUTHMETHOD [=RadiusEAP]

g

802.1XI 0000 DOOU0DOO0DLOO0O00O0ODOOO0ODOSET PORTAUTHAUTHMETHOD DO OO OOGOO
goooog
AUTHMETHOD 0O0O0OO0OO0OOUOORadiuseEAPO OO0

goooog

SHOW PORTACCESSO 1090 00O
SHOW PORTACCESS PORTO 11700 00O
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SET PORTACCESS PORT

SET PORTACCESS PORT

O000oooooooo /00000

SET PORTAUTH [={ALL|8021X|MACBASED|WEBBASED}]

PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR [CONTROL={AUTHORISED|
UNAUTHORISED|AUTO|FORCEAUTHENTICATE| FORCEUNAUTHENTICATE}]
[QUIETPERIOD=0..65535] [TXPERIOD=1..65535] [REAUTHPERIOD=1..65535]
[SUPPTIMEOUT=1..600] [{SERVERTIMEOUT|SERVTIMEOUT}=1..600]
[CTRLDIRBOTH={INGRESS|BOTH}] [REAUTHENABLED={ENABLED|DISABLED}]
[PIGGYBACK={ENABLED|DISABLED}] [MODE={SINGLE|MULTI}] [SUPPLIMIT=1..320]
[VLANASSIGNMENT={ENABLED|DISABLED}] [SECUREVLAN={ON|OFF}] [MAXREQ=1..10]
[GUESTVLAN={vlanname|l..4094|NONE}] [VLANASSIGNMENTTYPE={PORT|USER}]
[MAXREAUTHREQ=1..10] [ARPFORWARDING={ENABLED|DISABLED}]
[TCPPORTFORWARDING={1..65535/ALL|NONE}] [UDPPORTFORWARDING={1..65535/ALL|
NONE}] [PORTMOVEREAUTH={ENABLED|DISABLED}] [LOCKCOUNT=0..10]

[802.1X 00 AuthenticatorO00]
SET PORTAUTH[=80210] PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[802.1X 00 Supplicant ]

SET PORTAUTH[=8021X] PORT={port-list|ALL} {TYPE|RULR}=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Ilogin-name] [PASSWORD=password]

[MacOO0O0OO0 0OO0O0O]
SET PORTAUTH=MACBASED PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[(WEBDOOOO 0OO0O]
SET PORTAUTH=WEBBASED PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[00D0D0O0000l
SET PORTAUTH=ALL PORT={port-list|ALL} {TYPE|ROLE}=NONE

SET PORTAUTH=8021X PORT={port-list|ALL} {TYPE|ROLE }=NONE
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SET PORTACCESS PORT

SET PORTAUTH=MACBASED PORT={port-list|ALL} {TYPE|ROLE}=NONE

SET PORTAUTH=WEBBASED PORT={port-list|ALL} {TYPE|ROLE}=NONE

port-list: 0000000000100 00000000000O0OOOOOOOO
login-name: D0 000010630 00000000000O0O
password: 00000010630 000000000000

g

000000000000000008021XODODOMACOOODDOOWebOODODODOODDOOODOSET
PORTAUTHPORT O OO UOOOOOTYPEODODODDODODUOODODDODODODODDODODUODODODODDODODOOOO
gobooboogoooboobooboooboobbo

goooog

PORTAUTH 000000 0O0O8021X0802.1X 00O M MACBASEDD MAC O U0 0O 0O MIWEBBASED
OWebOOODODODODOOOOOOOO802IXODODODODDODO0OO0D0O0DO0O0OO

PORT 0000000000 OOOOOO

TYPE/ROLE 00000000 OODOAUTHENTICATORI802.1XTOOOMACOUODOO Authenti-
cator 0 O 0 OWeb 0O O O Authenticator 0 O 0O LD SUPPLICANTO 802.1X 0 0O O Supplicant 0 O
OMNONEOD802.1X DD ODODODODODODOoooooooooon

MODE [802.1X Authenticator OO0 OOMACUO O D000 0ODOWeb O OO OO OSupplicant 100
000000000000000 Single-Supplicant 0 0 00 MODE=SINGLEO O O Supplicant O
00000000000000000 Multi-Supplicant 0 0O 00 MODE=MULTIO O O O O Single-
Supplicant 00 0000000000000 000000O Supplicant0 000000000
00000 Supplicant 00 000000000000 DOPIGGYBACKODODODODOOOODO
0 [ Multi-Supplicant 0000 000000000000000O00O0O Supplicant0 00000
O00000000802.1X Authenticator 0D 000D 0000 SINGLEDMACOOODOOODO
00 WebODODOOOOOOMulti-Supplicant 0 0 0 (MODE=MULTI) 0 0000 OMODE 00
0000000000 Multi-Supplicant 0000000 VWer2.3.1 00O Single-Supplicant 0 0 O
(MODE=SINGLE) 000 OO0UO0UO0UOO0OMODE=MULTISUPPLIMIT=100000000
Ver23.1l00000000000000000000O0OO MACOOOOOO Single-Supplicant
000 (MODE=SINGLE) D000 OO0 OVer2.41000000 Multi-Supplicant0 000 100
00000000000 (MODE=MULTISUPPLIMIT=1)000000

GUESTVLAN [0802.1X Authenticator DD OOMACO O ODO0O0OO0OO00OOWebO OO DO ODODOO VLAN
000000000 VLANODODO VLANODODODODoDOoooooooooooooooo
L20NLY VLANO CREATEVLAN OO OOOOL20NLY OO DODOODODOODODODODOoDODODOODOO
ODOODODODOVLANOOODO VLANIDOOOOOONONEODODODO VLANDOOOODOOOO
ODOOOONONEODODDDODOUODOODODOO VLANDOOODODOOODOODODOGOooOoOO
VLANDOOOO VLANDOODOOOOOOoDOoooooooooooo VLANODODOOoDooooo

gooooo CentreCOM 9424T/SP-E 9424Ts/XP-EO D OO ODOOOO0O 2.4
613-000699 Rev.C

81



SET PORTACCESS PORT

OO0 VLANDOOOOOOOOOOWebhOOOODOOODOODDOODODODOODOOOOOOO
00 00000000000000 (SETWEBAUTHSERVERO OO0 00O RENEWALTIME x 3+
5) 0 O Multi-Supplicant 0 0 0 (MODE=MULTI) OO NONECO OODOOOODOO0O0O0OO0O0OO
NONE

VLANASSIGNMENTTYPE [0802.1X Multi-Supplicant Authenticator 0 DO OMACOUOOOOOO
OMebDO0D0OD0DMOODO0DODO0VLANDODOOODODODODODODODMODODO (MACOOOO)OOO
00000000000 000000 PORTO MODE=MULTIOVLANASSIGNMENT=ENABLED
gooooooooo

REAUTHMAX [802.1X Authenticator 000000000000 EAPOL-Request0 0000000
odoooooooo 200

ARPFORWARDING OWebOODOOODUOODODODUOUOUODODUOUOODARPOODOOOODOOOODDOO OO
000000000000 00 ENABLEDOOOOOODISABLEDODOODODODOOOGOGOOO
DISABLEDO

TCPPORTFORWARDING OWebOOOOOOOOODODOODOODOODOOODOOO TCPOOOODOOOO
00000000000 ALLODOOD0OO0O0O00000 NONEDOODOOOO (1010000000
O000oo0ooooooooooo-,0)

UDPPORTFORWARDING OWebOOUOUOOODOOOODODOOODOODODODODUDPOOOOOOOO
00000000000 ALLO0ODOOD00000000 NONEDDODODOOooOOololo0o0o0o0O
oo oonboooo-,d

PORTMOVEREAUTH [1802.1X Authenticator DO OMACOOUDOOOOOOWebOOODOOOO
0000000 Supplicant0 0000000000000 D00000000O000O0OO0OENABLEDD
0000o00ooooooooooooDISABLEDODODODODOODOODOOOOO0O0O0OO DISABLEDO

LOCKCOUNT OWebOUOUOOOOUOOOWebOOUOUOUOODOHeldOOOOOODOOO ODOOOOO
OU00000000300000000WebhDOOOO30 U0OODODOOUOODOO HeldOoOOooO
oooooooo 30

PIGGYBACK [J802.1X Single-Supplicant Authenticator 0 O O [5ingle-Supplicant 0 O (1) MODE=SINGLED
0000000000000 Supplicant0 0000000000000 DDO00O0O0O0O0OOOO0
O0oooooooooooooood DISABLED

CONTROL [802.1X Authenticator IO O OMACOUOUUOOOODOOWebOOOOOOODOOOOOO
Authenticator UD D DO OOJAUTOOOOOO0OOO0O0O0O0MmMUNAUTHORISEDO OO OOOO
FORCEUNAUTHENTICATE O O (MAUTHORISEDO 0 OO0 00O OO FORCEAUTHENTICATE
ooooooooooooooon AUTODO OO AUTOOOODOOOOO

SERVERTIMEOUT/SERVTIMEOUT [ 802.1X Authenticator IO OOMACOOUDO0UOODOORA-
DIUSOODOODO Access-Request 0D DD OO ORADIUSODOOODOODOOOODOOOOOOOOO
ooooo 3000

QUIETPERIOD 00802.1X Authenticator D OO OMACUO O D000 DO UOWeb OO 00O O OSupplicant
O00000000O0Supplicant0 000000000000 MMOO0OO0OD0O0O0O000O0O000O0
odooooooooooogeonn

TXPERIOD [802.1X Authenticator 0 O O O Supplicant 0 EAPOL O 00000000 OD0O0OOOM
oooooo 3000

REAUTHPERIOD 00802.1X Authenticator DO OCMACO 00000 DO MWeb OO 00O 0O [(Supplicant
O0oooooomooooon 360000
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SET PORTACCESS PORT

SUPPTIMEOUT 0 802.1X Authenticator O 0 O OSupplicant 0 EAP-Request 00 0O O O O OSupplicant
odoooooooooomoooooo 3000

SERVERTIMEOUT / SERVTIMEOUT [0802.1X Authenticator 00 O OMACO OO0 OO OO O OWeb
OD0OODUOOORADIUSOOD OO Access-Request OO0 D ODOORADIUSO OO OOOOOOO
000000 uoooooo 3000

CTRLDIRBOTH 00802.1X Single-Supplicant Authenticator 00 0 0000000000000 O0OO
0000000000000 00000D0000000OINGRESSDOODODOODOOOOooOoOO
odoooo00oooooooooooooooooooDmooooBOTHO O ODOODODODODOOO
0000000000000 oo0d00o0o0MODE=SINGLEDOODODDOOO0OO0OO VLANO
O000U00O0OD0 INGRESSOOOOOOOOO

REAUTHENABLED 0802.1X Authenticator OO0 OOMACO 000D O0DO0 OWebO DO 0O 0 0802.1X
Authenticator 0000 MACOOODOOOOODOOOSupplicant0 0000000000000
ODOOOOOENABLEDOOODODOOOOOOO DISABLEDODODODOODOOOOOOOOOOOO
Web OOOUOOUOOODREAUTHPERIOD OO OODOOOD DO0OUODO0OO0O0O0OO0OOOOOOOOOO
ENABLED OO OODUOOOOOODISABLEDODODODODUOOODODODODOOODODoOOoOoOoooooon
0 ENABLEDD

SECUREVLAN [0 802.1X Multi-Supplicant Authenticator 00O OMACOOUDOO0OOOOOWeb O
00 00 O Multi-Supplicant 0 0 O 0 MODE=MULTIO O VLANASSIGNMENTTYPE=PORT [
O00000VLANOOOOOOODODOO200000 Supplicant0 0000000000000
O000O0ONOODODDOODOO0DD00200000 Supplicant0 0000000000 Supplicant O
OO0 VLANOODOOOOOODODOODOOOOFFOODOOODOODODODODOO VLANDOODOOOOO
000000000000200000 Supplicant0 0000000000000 0OO Supplicant
000 VLANDODODOOOODOODOOOO ONDO

SUPPLIMIT 0O 802.1X Multi-Supplicant Authenticator OO0 O OMACOOUOOO0OO0OOOWebO O OO
0 O Multi-Supplicant 0 0 00 MODE=MULTIOOOO0O0OO00O0O0OO Supplicant0 0000000
o0oooooo 3200

VLANASSIGNMENT 0802.1X Authenticator DD D OMACO OO0 0D000OOWebO OO OO OOO
0000 VLANOOOODOOOOOODOORADIUSOOOODOODOOOO Tunnel-Private-Group-1D
O00000000000dooo0 VLANDOOOOODODODOOUOoOoOOooooOWebOOOOOOOOO
0000000000000 000000000000000 0000 (SET WEBAUTHSERVER
00000 RENEWALTIMEx 3+5)00000000 ENABLEDO

MAXREQ [802.1X Authenticator 0 O O O Supplicant 0 0 00 EAPOL-Request 000000000
ooooooooo 20

AUTHPERIOD 0O Supplicant O O O O Authenticator 0 EAP-Response 0 00000 0O 00O 00O Au-
thenticator OO0 0000000000 O0O0O0OOO 3000

HELDPERIOD 0O Supplicant0 00000000 OAuthenticator00 000000000000
oooooeonO

MAXSTART [802.1X Supplicant 0 00 OEAPOL-Start 0 00000000000 Supplicant0 0 O
ODOEAPOL-Start 00000 MAXSTARTOOOODOOODODOODOODODODODODOOODOOOoOOO
oooooooooooo 300

STARTPERIOD 00802.1X Supplicant O U 0O O Authenticator 0 EAPOL-Start D 00000000 oOd
O00moooooo 3000
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SET PORTACCESS PORT

USERNAME [0802.1X Supplicant0 0000000000000 Supplicant0 0000000000
O0000000OO0 PASSWORDOOOODOOODOOODOOOOOO

PASSWORD [802.1X Supplicant 00 000000000000 Supplicant0 0000000000
O00000000 USERNAMEOD OOOOODODOOOooooooo

goooogd

OTYPE/ROLED O OUOOOO NONEDODOODOOMMOODOOODO0O00D0O0O0OOODOOD0O0OO0O0O0OMm
00 0O PORTAUTH/PORTACCESSO DD 0000000 D OO MM 802.1X/MACBASED/WEBBASEDO
gooooooogoo
000000000000000000000000000000320/PORTO480/SWITCHDO OOO
00000000 0ODODODDODOORADIUSODOOODDOOODDODOODOOOOOOODlI0O0O0O0OOOOODOO
ggdoooooooooobooo

OMACOO/WebOOOODODOOOODO 802.1X 000 Multi-Supplicant 0000000
0l00o00oooooooooooooooooooooooon
OMACOOODDOODODODODDODDODODD MACOOODOOODODODOOOO
0802.1X/MACUUDODODODODOUDOUMACOOD HELDO OO OO OO EAP-request O Supplicant U
gooogd

0802.1X/MACUUD 1000 HELDO HELDOODOODOOWebOOO 30000 HELDODOOOO
OO0 HELDOODUOUOOOHELDOOO QUIETPERIOD O DD ODDOOODODOOOOHELDOOO 1000
g oooonooboooboon

0802.1X/Web DO OO ConnectingD 00 000000000000 00O0O0O0OO0OOODOOOOOO
oo ooooboobobbobbbobbobobooooogo
0802.1X/MACO 00 REAUTHPERIOD O OO DOOODDOODODOOODOODODOODODOOODOOOO
HELDOOOOOOODODOOOOODOOOOWebDOOOOODOOOODOOODODO0O0OO0O0OD0O0O00OO
0802.AX/MACUODOODUDDDOODDDOODOOOODODOOOODDOODODDO0ODOD HELDOODODODOOODDO
goooooooo

0802.1X0D0D00D0D0DO MACODODUDODODODODOODDODODODMACOO/WebOODODODODODOO MACTO
0000000000000 00000000000OFDBAgeoutD0doooooon
010000000000 HELD -~ CONNECTINGOODODOODOODODOODODOOOO CONNECTING
O0O00OSupplicant0 00000000

oo obobbbbobbbbobddoDoDLD oD oo
g oooonoooooboon

OWeb OO0 000 0OConnecting 00O Supptimeout SuppAgeout(300s 0 0) 000000000000
OO0 Supplicant0 000000

OMAC OO0 mode=single 00 000000 Multi-Supplicant Mode/supplicant limit=1 0000 O
ODOODODODODODOWARNINGODODODODUOODDUOODODOO

OWebOODOOODOOO VLANOOO OPVIDOOO OO0 VLANOOOOLoginOOOOOOOO
000000 RADIUSO Access-Request 010000000 30 00 (O 1) 00 0O Authenticating O O
0O (<0000>00)0000(RenewalTimex 3+5)0 00 (0 2)000000000000000

0 1 AuthenticatingD 0000000000000
O2VLANODOODOOODOOODoooDHCPOODODOODODODOO IPOOOODOOODOOOOO
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SET PORTACCESS PORT

OWeb O OO Supplicantd DHCP Server U0 IPO0 000000000 DDOOOODO VLANDODO
00000000 VLANDDODOOOOOODOOOOSupplicantOO0O000ooOoIPO0OOOOOOO
goooooo

OTYPEODODOODODODOD OODOODOOODOOOODOODOODOODOOOO
OMACOOOHELDOOOOOOOWebOODO LoginO0 000000000000 000O0O LoginD
O00000000oo0oooooood (lockcount)DOODODODOOOOO
OMACOO/WebOOOODODOODOOFDBOO MACOOOOO AgeOut0D 000000000000
gobooooogo

0 Authenticator 0 0 O 0 O O Supplicant 0 0 O 0 O 0O O O O show portauth status O Attached Suppli-
cant(s) 10D DOOODDOO0O

goooog

SHOW PORTACCESSO 1090 00O
SHOW PORTACCESS PORTO 11700 00O
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SET PORTAUTH AUTHMETHOD

SET PORTAUTH AUTHMETHOD

O000oooooooo /00000

SET PORTAUTH AUTHMETHOD [=RadiusEAP]

g

802X 000000000 ODDOODODODODODOOOOOSET PORTACCESS AUTHMETHOD D OO OO
uon

goooog
AUTHMETHOD 0O0O0OO0OO0OOUOORadiuseEAPO OO0

goooog

SHOW PORTAUTHO 1230000
SHOW PORTAUTH PORTO 1310000
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SET PORTAUTH PORT

SET PORTAUTH PORT

O000oooooooo /00000

SET PORTAUTH [={ALL|8021X|MACBASED|WEBBASED}]

PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR [CONTROL={AUTHORISED|
UNAUTHORISED|AUTO|FORCEAUTHENTICATE| FORCEUNAUTHENTICATE}]
[QUIETPERIOD=0..65535] [TXPERIOD=1..65535] [REAUTHPERIOD=1..65535]
[SUPPTIMEOUT=1..600] [{SERVERTIMEOUT|SERVTIMEOUT}=1..600]
[CTRLDIRBOTH={INGRESS|BOTH}] [REAUTHENABLED={ENABLED|DISABLED}]
[PIGGYBACK={ENABLED|DISABLED}] [MODE={SINGLE|MULTI}] [SUPPLIMIT=1..320]
[VLANASSIGNMENT={ENABLED|DISABLED}] [SECUREVLAN={ON|OFF}] [MAXREQ=1..10]
[GUESTVLAN={vlanname|l..4094|NONE}] [VLANASSIGNMENTTYPE={PORT|USER}]
[MAXREAUTHREQ=1..10] [ARPFORWARDING={ENABLED|DISABLED}]
[TCPPORTFORWARDING={1..65535/ALL|NONE}] [UDPPORTFORWARDING={1..65535/ALL|
NONE}] [PORTMOVEREAUTH={ENABLED|DISABLED}] [LOCKCOUNT=0..10]

[802.1X 00 AuthenticatorO00]
SET PORTAUTH[=80210] PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[802.1X 00 Supplicant ]

SET PORTAUTH[=8021X] PORT={port-list|ALL} {TYPE|RULR}=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Ilogin-name] [PASSWORD=password]

[MacOO0O0OO0 0OO0O0O]
SET PORTAUTH=MACBASED PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[(WEBDOOOO 0OO0O]
SET PORTAUTH=WEBBASED PORT={port-list|ALL} {TYPE|ROLE}=AUTHENTICATOR

[00D0D0O0000l
SET PORTAUTH [={8021X|MACBASED|WEBBASED|ALL}] PORT={port-list|ALL} {TYPE|
ROLE } =NONE

port-list: J0 00000000100 00000000000ODO0OOO0OOOOO
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SET PORTAUTH PORT

login-name: 00000010630 00000000000O0O
password: 00000010630 000000000000

g

000000000000000008021XODODOMACOOODDOOWebOODODODOODDOOODOSET
PORTACCESSPORTOUOUOODOOOOTYPEOOODODODODODODDDODODODODODODODODODODODODOODODODOO
goboooobooooboobooboooboobbo

goooog

PORTAUTH 000000 0O0O8021X0802.1X 00O M MACBASEDD MAC O 00 00O MIWEBBASED
OWebOOODODODODOOOOOOOO802IXODODODODDODO0OO0D0O0DO0O0OO

PORT 0000000000 OOOOOO

TYPE/ROLE 00000000 OODOAUTHENTICATORI802.1XOOOMACO OO DOO Authenti-
cator 0 O 0 OWeb 0O O O Authenticator 0 U 0O LD SUPPLICANTO 802.1X 0 0O O Supplicant 0 O
OMNONEOD802.1X DD ODODODODODODOoooooooooon

MODE [J802.1X Authenticator OO0 OOMACUO OO O0O000ODOWeb O OO OO OSupplicant 100
000000000000000 Single-Supplicant 0 0 00 MODE=SINGLEO O O Supplicant O
00000000000000000 Multi-Supplicant 0 O 00 MODE=MULTIO O O O O Single-
Supplicant 00 0000000000000 000000O Supplicant0 000000000
00000 Supplicant 00 000000000000 DOPIGGYBACKODODODOOOOODO
0 [ Multi-Supplicant 0000 000000000000000O00O0 Supplicant0 00000
O00000000802.1X Authenticator 0D 000D 0000 SINGLEDMACOOODOOODO
00 WebODODOOOOOOMulti-Supplicant 0 0 0 (MODE=MULTI) 0 0000 OMODE 00
0000000000 Multi-Supplicant 0000000 VWer2.3.1 00O Single-Supplicant 0 0 O
(MODE=SINGLE) 000 OO0UO0UO0OUOO0OMODE=MULTISUPPLIMIT=100000000
Ver23.1l00000000000000000000O0OO MACOOOOOO Single-Supplicant
000 (MODE=SINGLE) D OO0 OO0 OVer2.41000000 Multi-Supplicant0 000 100
00000000000 (MODE=MULTISUPPLIMIT=1)000000

GUESTVLAN [J802.1X Authenticator DD OOMACO OO0 0O0O0O0OWebO OO DO ODODOO VLAN
000000000 VLANODODO VLANODODODOoDOoooooooooooooooo
L20NLY VLANO CREATEVLAN OO OOOOL20NLY DO D ODOODODOODODODoOOooDDODOODOO
ODOODODODOVLANOOODO VLANIDOOOOOONONEODOODO VLANDOOOODOOOO
ODOOOONONEODODDDODOUODOODODOO VLANDOOODODOOODOODODOGOooOoOO
VLANOOOO VLANDODOOOOOoDOOoOooooooooooo VLANODODOOoDooooo
O00 VLANDOOOOOOOOOOOWebOOOOOODOOOOODOOODODO0OOODODO0OO0OOO
00 00000000000000 (SETWEBAUTHSERVERO OO0 OO RENEWALTIME x 3+
5) 0 O Multi-Supplicant 0 0 0 (MODE=MULTI) OO NONECO OODOOOOODOO00O0OO0O0OO
NONE

VLANASSIGNMENTTYPE [0802.1X Multi-Supplicant Authenticator 0 DO OMACOUOOOOOO
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SET PORTAUTH PORT

OMebDO0DOD0DMOODO0DODO0OVLANDODOOODODODODODODODMODODO (MACOOOO)OOO
00000000000 000000 PORTO MODE=MULTIOVLANASSIGNMENT=ENABLED
gooooooooo

REAUTHMAX [1802.1X Authenticator 000000000000 EAPOL-Request 00000000
odoooooooo 200

ARPFORWARDING OWebOOOOODUOODODODUOUOUODODUOUOODARPOOOOOODOOOOOOO OO
000000000000 0D0 ENABLEDOOOOOODISABLEDODODOODODOOOGOGOOO
DISABLEDO

TCPPORTFORWARDING OWebOOOOOOOOODOOOODOOOODOOODOOO TCPOOOODOOOO
00000000000 ALLODOODOO0O0O00000 NONEDOODOOOO (1010000000
O000oo0ooooooooooo-,0)

UDPPORTFORWARDING OWebOOUOUOOODOOOODODOOODOODODODODUDPOOOOOOOO
00000000000 ALLO0ODO0OD0D0000000 NONEDDODODOOoOoOololo0oo0o0O
oo oonboooo-,d

PORTMOVEREAUTH 00802.1X Authenticator OO OMACO OO0 DO00O0OOWebOOOOODODO
0000000 Supplicant0 0000000000000 D00000000O000O0OO0OENABLEDD
0000o00ooooooooooooDISABLEDODODOODODODOOOOOOO0O0OO DISABLEDO

LOCKCOUNT OWebOOOODOODOOWebDOOOODOOHeldDOOOODDODOODO OODDOO
DU00000000300000000WebhDOOOO30 U0OODODOUOOODOO HeldOoOOooO
oooooooo 30

PIGGYBACK [J802.1X Single-Supplicant Authenticator 0 O O [Single-Supplicant 0 O (D MODE=SINGLED
0000000000000 SupplicantO 0000000000000 DDO00O0O0O0O0OOOOO0
o0oooooooooooooood DISABLED

CONTROL 0802.1X Authenticator DO OMACOO0OOO0OODO0OOWebO OO DO OOOOOOOO
Authenticator 0D 00O O0OODAUTOOOO0D0DO00OO0O0O0O0OO MM UNAUTHORISEDDO O OO OO0
FORCEUNAUTHENTICATE O O (MAUTHORISEDO 0 OO0 00O OO FORCEAUTHENTICATE
ooooooooooooooon AUTODO OO AUTOOOODOOOOO

SERVERTIMEOUT/SERVTIMEOUT [802.1X Authenticator IO OOMACOOUDO0UOOD O ORA-
DIUSODODOODO Access-Request 0D DD OO ORADIUSO OO ODOODOOOOOOOOOOOOO
ooooo 3000

QUIETPERIOD 00802.1X Authenticator D 0O O OMACUO O D000 DO UOWeb OO 00O O OSupplicant
O00000000O0Supplicant0 000000000000 MMOO0OO0OD0O0O0O0000O000O0
odooooooooooogeonn

TXPERIOD [802.1X Authenticator 0 O O O Supplicant 0 EAPOL O 00000000 OD0OOOOM
oooooo 3000

REAUTHPERIOD 00802.1X Authenticator DO OCOMACO 00000 DO MWeb OO OO 0O [(Supplicant
O0oooooomooooon 360000

SUPPTIMEOUT 0 802.1X Authenticator 00 O OSupplicant 0 EAP-Request 00 0O O O O OSupplicant
odoooooooooomoooooo 3000

SERVERTIMEOUT / SERVTIMEOUT [0802.1X Authenticator 00 O OMACO OO0 U0 OO O OWeb
OO0D0DUOOORADIUSOOD OO Access-Request OO0 D ODOORADIUSO OO OOOOOOO
oooooomoooooo 3000
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SET PORTAUTH PORT

CTRLDIRBOTH 0802.1X Single-Supplicant Authenticator 0 0 0 0000000000000 0O0OO
0000000000000 00000D0000000OINGRESSDOODODOODOOOOoOOoOoOO
odoooo00oooooooooooooooooooDmooooBOTHO OO OODODODODOOO
odoooo00oooooooo0ooooMODE=MULTIOOODOOOO0OO0O0O0O0 VLANOO
O0000000 INGRESSOODODUOODUOODOOMODE=SINGLEDOOOOOODODODO VLAN
ggddoooooooooobooo

REAUTHENABLED 0802.1X Authenticator OO0 OOMACO 0000000 OWebO DO 0O 0 0802.1X
Authenticator 0000 MACOOODOOOOODOOOSupplicant0 0000000000000
ODOOOOOENABLEDOOODODOOODOOOOO DISABLEDODODODOODOOOOOOOOOOOO
Web OOOUOOUOOODREAUTHPERIOD OO OODOOOD DO0UODO0OOO0O0OOOOOOOOOOO
ENABLED OO OODUOOOOOODISABLEDODODODODOOODODOODOOODODoOOoOooooooon
0 ENABLEDD

SECUREVLAN [0 802.1X Multi-Supplicant Authenticator 00O OMACOOUDOO0OOO OO Web O
00 00 O Multi-Supplicant 0 0 O 0 MODE=MULTIO O VLANASSIGNMENTTYPE=PORT [
O00000VLANOOOOOOODODOO200000 Supplicant0 0000000000000
O0000ONOODODDOO0ODD00200000 Supplicant0 0000000000 Supplicant O
OO0 VLANOODOOOOOODODODODOOOOFFOODOOODOOODODODODOO VLANDOODOOOOO
000000000000200000 Supplicant0 0000000000000 0OO Supplicant
000 VLANDOODOOOODOODOOOO ONDO

SUPPLIMIT 0O 802.1X Multi-Supplicant Authenticator OO0 O OMACOOUOOO0OO0OO0OOWebO O OO
0 O Multi-Supplicant 0 0 00 MODE=MULTIOOOO0O0OO00O00OO Supplicant0 0000000
o0oooooo 3200

VLANASSIGNMENT 0802.1X Authenticator DD D OMACO O OO0O0D00O0OOWebO OO OO OOO
0000 VLANOOODOOOOOOOODOORADIUSOOOODOODOOOO Tunnel-Private-Group-1D
O00000000000dooo0 VLANDOOOOODODODOOUOoOoOOooooOWebOOOOOOOOO
0000000000000 000000000000000 0000 (SET WEBAUTHSERVER
00000 RENEWALTIMEx 3+5)00000000 ENABLEDO

MAXREQ [802.1X Authenticator 0 O O O Supplicant 0 0 00 EAPOL-Request 000000000
ooooooooo 20

AUTHPERIOD 0O Supplicant 0 O O O Authenticator 0 EAP-Response 0 00000 000 00O Au-
thenticator OO0 0000000000 O0O0O0OOO 3000

HELDPERIOD 0O Supplicant0 000000000 Authenticator00 000000000000
oooooeonO

MAXSTART [802.1X Supplicant 0 00 OEAPOL-Start 0 00000000000 Supplicant0 0 O
ODOEAPOL-Start 00000 MAXSTARTOOOODOOODODOODODODODODODODOOODOOOoOOO
oooooooooooo 300

STARTPERIOD 00802.1X Supplicant O U O O Authenticator 0 EAPOL-Start 000000000 oOd
O00moooooo 3000

USERNAME [0802.1X Supplicant0 0000000000000 Supplicant0 0000000000
O0000000OO0 PASSWORDOOOODOOODOOODOOOOOO

PASSWORD [802.1X Supplicant 00 000000000000 Supplicant0 0000000000
D0o0oooooo USERNAMEO OOOOODOOOOOOOOOO
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SET PORTAUTH PORT

goooogf

OTYPE/ROLED O OUOOOO NONEDODOODOOMOODOOODO0O00D0O0O0OOOD0OD0O0O0O0O0O0OMm
00 0OPORTAUTH/PORTACCESSO DD 000000 DD OO MM 802.1X/MACBASED/WEBBASEDO
gooooooogoo
000000000000000000000000000000320/PORTO480/SWITCHDO OOO
00000000 0ODODODDODOORADIUSODOOODDOOODDOODOODOOOOOOODlI0O0O0O0OOOOODOO
ggdoooooooooobooo

OMACOO/WebOOOODODOOOODO 802.1X 000 Multi-Supplicant 0000000
0l00o00oooooooooooooooooooooooon
OMACOOODODDODOODOODODODODDODODD MACOOODOOODOOOOoOO
0802.1X/MACUUDUDODODODOUOUMACOUOD HELDO OO OO OO EAP-request O Supplicant U
gooogd

0802.1X/MACUUD 1000 HELDO HELDOODOODOOWebOOO 30000 HELDODOOOO
OO0 HELDOODUOUOOOHELDOOO QUIETPERIOD O DD ODOOODODOOOOHELDODOO 1000
g oooonooboooboon

0802.1X/Web DO OO ConnectingD 0000000000000 000O0O0O0OOOOODOOODODOO
oo ooooboobobbobbbobbobobooooogo
0802.1X/MACO 00 REAUTHPERIOD O OO DOOODDOODODOOODODOODODOODODOOODOOOO
HELDOOOOOOODOOOOODOOOOWebDOOOOODOOOODOOODODDO0O0OO0OO0OD0O0O00OO
0802.IX/MACUODOODUDDDOODDDOODUOOOODODOOOODDOODODDO0ODOD HELDOODODODOOODOO
goooooooo

0802.1XOD0D00D0D0DO MACODODUDODODODODOODDODODOMACOO/WebOODODODODODOO MACDO
0000000000000 00000000000OFDBAgeout0D0doooooonO
010000000000 HELD -~ CONNECTINGOOODOODOODODODODOOOO CONNECTING
O0O00OSupplicant0 00000000

oo obobbbbobbbbobddoDoDLD oD oo
g oooonoooooboon

OWeb O 0000 OConnecting 000 Supptimeout SuppAgeout(300s 0 0) 000000000000
OO0 Supplicant0 000000

OMAC OO0 mode=single 00 000000 Multi-Supplicant Mode/supplicant limit=1 0000 0O
ODOODODODODODOWARNINGOODODODUOODDUOODODOO

OWebOODOOODOOO VLANOOO OPVIDOOO OO0 VLANOOOOLoginOOOOOOOO
000000 RADIUSO Access-Request 10000000 30 00 (O 1) 00 0O Authenticating OO
0O (<0000>00)0000(RenewalTimex 3+5)0 00 (0 2)000000000000000

0 1 AuthenticatingD 0000000000000
O2VLANDOODOOODOOODoooDHCPODODODOODODODOO IPOODOODOOOOOOOO
OWeb O OO Supplicantd DHCP Server U0 IPO0 000000000 ODDOOOODO VLANDODO
00000000 VLANDDODOOOOOODOOOOSupplicantOO0O000oo0oOoIPO0OOOOOOO
goooooo

OTYPEODODODODODOD OODOODOO ODOOOODOOOODOODOOOO
OMACOOOHELDOOOOOOOWebOODO LoginO0 000000000000 000O0O LoginD
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SET PORTAUTH PORT

O00000000oo0oooooood (lockcount)DOODODODOOOOO
OMACOO/WebOOOODODOODOOFDBOO MACOOOOO AgeOut0D 000000000000
gobooooogo

0 Authenticator 0 0 O 0 O O Supplicant 0 0 0O 0 O 0O O O O show portauth status O Attached Suppli-
cant(s) 10D DOOODDOO0O

goooog

SHOW PORTAUTHO 1230000
SHOW PORTAUTH PORTO 1310000
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SET SWITCH INFILTERING

SET SWITCH INFILTERING

O000oooooooOo /000000

SET SWITCH INFILTERING={YES|NO|ON|OFF|TRUE|FALSE}

g

goooooooooobobobbbobboobooobobboobbbobooooooooDb oD D
uon

goooog

INFILTERING ONOOUOOOOOOFFIO0OD00O0D0DOO0ODOOONDODODODODODODODODO VLAN
IDOOD0D0O0O0O0OO0OOVLANDODODOOODOODOOOODOODODODODODODODODOOOoOoDOoOOoDOOOFF
gbobooobooobooooboobbon

goooog

SHOW SWITCHO 1390000
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SET SWITCH MIRROR

SET SWITCH MIRROR

o0o0oooooooooo /000

SET SWITCH MIRROR={0|NONE|port-number}

port-number: 0000000000100

g

gobooboobooboboobobooboobobboobobooboobobbobOobbUobOoo
gobooboooooobboooboobbo
O0000D00U0000D0DUUODUOOSET SWITCHPORTMIRRORODODODOODOOODO

goooog

MIRROR 0000000000000 0O0DODOODOOOOOUOOO0OOODODOOOOOOOODOOOOO
gooboooboooobooooooboobboobooboobbobboobboobboobo
0000000000000 00D0U0DUU0DUOO NONEDDDD OODDDDOOODOO

goooogd

goboooboooobooobooboobbobboobooobooobo

goooog

SET SWITCH PORTO 9 0 O OO
SHOW SWITCHO 1390000

SHOW SWITCH MIRRORO 143000 O
SHOW SWITCH PORTO 1440 00 O
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SET SWITCH MULTICASTMODE

SET SWITCH MULTICASTMODE

O000oooooooOo /000000

SET SWITCH MULTICASTMODE={A|B|C|D}

g

gobooobogoboobobooboobbobboon
goooog

MULTICASTMODE 0000000000 00O0O0OO0OAOBPDU/EAPOOOOOODODODOMB
OBPDU/EAPOUOU0ODOOUOOVLANDOODOOODDOODOODDODODOMMICOBPDU/EAPOODO
O0ODOVLANOODODOOOOOOODODOOO0OO0O0O0OMmooo bOoBPDU/EAP OO OO OOVLAN
0000000000000 000000000BPDU/ZEAPO 0D OOODODOOODDDOOODO
O00DO0oooooooooooAd

g
s 00000000000O00O0O00O0OOOO COOO0O0O0O0

SET SWITCH MULTICASTMODE=C

goooog

SHOW SWITCHO 1390000

gooooo CentreCOM 9424T/SP-E0 9424Ts/XP-EO 00O OOOOODO 24 | 95
613-000699 Rev.C



96

SET SWITCH PORT

SET SWITCH PORT

o0o0oooooooooo /000

SET SWITCH PORT={port-list|ALL} [DESCRIPTION=string] [STATUS={ENABLE|
DISABLE}] [FLOWCONTROL={ENABLE|DISABLE}] [BCASTRATELIMITING={YES|NO|ON|
OFF|TRUE|FALSE|ENABLED|DISABLED}] [MCASTRATELIMITING={YES|NO|ON|OFF|TRUE|
FALSE|ENABLED|DISABLED}] [UNKUCASTRATELIMITING={YES|NO|ON|OFF|TRUE|FALSE|
ENABLED|DISABLED}] [BCASTRATE=0..262143] [MCASTRATE=0..262143]
[UNKUCASTRATE=0. .262143] [BCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE |
ENABLED|DISABLED}] [UNKMCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [UNKUCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED)|
DISABLED}] [BCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [UNKMCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [UNKUCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|
DISABLED}] [SPEED={AUTONEGOTIATE|10MHALF|10MFULL|100MHALF|100MFULL|
1000MFULL}] [MDIMODE={MDI|MDIX}] [SOFTRESET] [PRIORITY=0..7]
[OVERRIDEPRIORITY={YES|NO|ON|OFF|TRUE|FALSE}] [RENEGOTIATION=Auto]
[COMBO= (FIBERAUTO|FIBER|COPPER) ]

port-list: 0000000000100 00000000000O0O0OOODOON)
string: 00001016000

g

goboooboooobbooboo
o0dooo00oooooo0ooooo00ooo0Doo00D000oD0O0D00O0D0OVLANDDOD
goboooboogoobooooo

goooog

PORT 0000000000 OODOOALLODODODOOODODOODOOOODOOOOOOOOO

DESCRIPTION 0OO0OO0OO0OOSHOWSWITCHPORTOOOOOOOODODODOOODDOODOOODOOO
oo

STATUS 00000000 0O0ODOO0O00O0ODO0DODO0O00ODOD00DO0O0O0ODOOOENABLE SWITCH
PORTO O OOODISABLESWITCHPORTO OO ODDOOOO

FLOWCONTROL 000000000 O08023xPAUSED DD ODODDOOOODODDOOOODODOENABLE
SWITCH PORT FLOW O 00 0 O O DISABLE SWITCH PORT FLOW O OO OO O OO

BCASTRATELIMITING 0000000000 OOO0OOOOOOODOOOOOOOOOYESOOOO
OOODOOBCASTRATEODOODODDODOOODID0DO0DODOOO0OODO0OODODODOODOOODOOOOOODOO
O00000oooooNOUUDOU0U0U0ooooooooooooooonO NOO

MCASTRATELIMITING 00000000000 O0O0OO0OOO0O0O0O0DOOOOOOOOOYESODOOO
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SET SWITCH PORT

ODOODOOMCASTRATEOODODODUOOOO0D1l0DO0O0O0O0OOO0O0O0O0DODOOOOOO0OOOooooon
00000000 oO0oNOUOD 000000000 oooooooooono NOO

UNKUCASTRATELIMITING 00000000000 00OO0O0OOOOOOOOOOOODOOOOYES
ODUOOODO0OO0OO0OOUNKUCASTRATEDO O ODDODODOOD100000000oooooooooon
000000000000 0ooooNOU 00D ooooooooooooon NOO

BCASTRATE 000000000000 OOOODOOOOOO262143000000000000 02621430

MCASTRATE 000000000000 DOODOOOODO0OZ26214300000000000002621430

UNKUCASTRATE 0000000 O0DO0OO0OOOO0ODOOOOOOOO0Z2621430 0000000000
002621430

BCASTFILTERING 0000000000000 O0OODOOOOOOOODOODOOOOONOOOODO OFF
O00000oU0ooooONDOODODODOODOO0O0U00DU00D0D0D0D0DDODDODOOOFFODODODOOOO
O000O00oo0oDo OFFD

UNKMCASTFILTERING 0000000000000 0OO0OO0OO000O0O0000ODOO000OOODOOON
O000OOFF000DODODDOOODDONDDDDODUDODDDODODODDODDODDODODODDOODOOO
OFFOO00DO0ODODODOODDOODOO OFFO

UNKUCASTFILTERING 0000000000000 00O0OO00O0OO00DO0O00ODO0OO0OONDO
D00 OFFO 0 0ODOOOooOOoONDIDDDDNDUDDO00DODDOODODDODDODOOODOOFF
00000000 oO0ooooog OFFO

BCASTEGRESSFILTERING 00000000 D0OO0O0O0OO0O00O0ODOOOOOOOOOOONDO
D00 OFFOOD0ODDOOODDOONDDDDNDNNNNNND0N0DU00D0DDOODDODnOFFODO
O000U0oooooooog OFFO

UNKMCASTEGRESSFILTERING 00000000000 OOO0ODOOOOOODOOOOODOOOO
OOONODDOOO OFFO 0D O0ODOOoOooONDODODDOODDOoooooooooooooon
OO00O0DUOOFFOU0DO0U0DO0ODOUOOOog OFFO

UNKUCASTEGRESSFILTERING 00000000000 OOOO0OOOOOOOOOOOOOODOO
ONODOODOO OFFO00O0DO0ODO0OODUOOONDODUDUDODODDODODODODDUDUDODUODUDDOO
ODOOFFO 000000000 OODOOOg OFFO

SPEED 0000000000000 0ODOO0OOOOOOO0O0O0OO0O0O0OD000O0ODO0OOOOOODODOO0D
0000000000000 000000000O0000000000000 AUTONEGOTIATED

MDIMODE 0000 MDI/ZMDI-XO OO OOOSPEED O AUTONEGOTIATEO OO DO OOOO
O0OSPEED O AUTONEGOTIATECO OO OODOOOOODOO MDIXO

SOFTRESET OO0O0O0OOOOOOODOO

PRIORITY DO0O0OO0DO0ODOQoSOOODOOODODODOOOOODOOOO OO

OVERRIDEPRIORITY 0000000000000 DO0ODODODOOOOOOOOOOODOOOOOOOO
OO0YESOODODODOODODOODODODODODODODODODOOoDOooONOODODODODODODoOoDoOooDDOoODOO
0000000000 NO

RENEGOTIATION 0000000000 D0OO0DOOO0ODOO0ODOOODOO0OODOODOOOOODOODOOOO
0000000/000000000000000000000C0O00ACTIVATE SWITCH PORT
AUTONEGOTIATEO O OO OOODODODOOOOOAUTONEGOTIATED DD ODDODOOODODODO
gooo

COMBO 00000000 OOOO0OO0OOOOOOOOOOI000BASE-TOOOO SFPODOOOOOO
O000000O0DO0ODO0DOOFRIBERAUTODODODODOODODDODODOODODDODDOOODODODODODODOOOSFPODO
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SET SWITCH PORT

O000000MSFPOO0OOO0OODOOOOOOOOOFIBERDOODODOOO1000BASE-TO OO
000000000000 0COPPERODOODIIOODOODODODO FIBERAUTOOD

goooogd

OO0 VLANODOOOODODDODODODOODOD PRIORITYDOOOODOOO OVERRIDEPRIORITY OO
goooooooooo

9424Ts/XP-E0D D0 COMBO U DO UOOUOO FIBEROODODODODOODDODODOOOOD 1000BASE-TO OO
goooooooooo

9424Ts/XP-EO0 D0 COMBOU D OODUDO COPPEROUIDOODDIDDOUDOODUDODO SFPOODODOO
gobooooboogn

goooog

DISABLE SWITCH PORTO 63 000 O
ENABLE SWITCHPORTO 71000 O
SHOW SWITCH PORTO 1440 00 O
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SET SWITCH PORT MIRROR

SET SWITCH PORT MIRROR

o0o0oooooooooo /000

SET SWITCH PORT={port-list|ALL} MIRROR={NONE RX|TX|BOTH}

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

gobooboogobooboooboobbobbooboon
goooog

PORT 0000000000 OODOOALLODODODOOODODOODOOOODOOOOOOOOO

MIRROR 0000000000000 0O0DODOODOOOOOUOOO0OOODODOOOOOOOODOOOOO
O000000O000BOTHOOOOODOODODMRXOODDODODDOMMTXOODODODOOOOOINONE
000000000000 000000DU0U0OoO0OU NONED

goooog

SET SWITCH MIRRORO 94 000 O
SHOW SWITCHO 1390000

SHOW SWITCH MIRRORO 143000 O
SHOW SWITCH PORTO 1440 00 O
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SET SWITCH PORT SECURITYMODE

SET SWITCH PORT SECURITYMODE

o0o0oooooooooo /000

SET SWITCH PORT={port-list|ALL} SECURITYMODE={AUTOMATIC|LIMITED|SECURED}
[LEARN=1..255] [INTRUSIONACTION={DISCARD|TRAP|DISABLE}] [PARTICIPATE={ON]|
OFF|YES|NO|TRUE|FALSE}]

port-list: 0000000000100 000000000O0O00OOOOOOO)

g

ooo00ooooDoO0o0oO00DoD0ooDoDoDoMACOOODODODODODODUOODODODODODODODDODUOODOOODOOOO
goooog

PORT 0000000000 OODOOALLODODODODODOODOOOODOOOOOOOOO

SECURITYMODE 0000000000 DOODOODOOAUTOMATICOOODOOODOOOOOLIMITED
O000Dooo MACOOODODODODODODODOOOOoooooooooooooooooo MACDODO
gooooooooOoOoooOOoOOoODOODODODODDODODO MACOOOODOODODODDOODOOLEARNDODO
OUO0O0O0OODOOSECURED D OO OOODODOOOODODDOOOOODODOD MACODODOOOOO
0000000000000 000000 000D 0D00o00o0o0gAUTOMATICO

LEARN 00000O0O0O0O0OOOOO MACOOOUOOOOO0O0OODOOODOOODOOOOOOOOO
00 1000 SECURITYMODE O LIMITEDOOODOOOOOODOOO

INTRUSIONACTION OO0O0O0 MACOOODOOODOOODDODOOODOOOOODOOO MACOODOOODODO
000000000000 000000000000000ODISCARDOOODODODOOOOOODOO
OOTARPOOODODDOODODODODODODODODOSNMPOOOOOODOOOODISABLEDODOOOOOOO
OO0O0O0oOSNMPOOOOOOODODODOOOODOOOOODOOOODODODOOOOSECURITYMODE
OLIMITEDOODOOOODODOOOO

PARTICIPATE INTRUSIONACTIONO TRAPO OO DISABLEO OO ODOODODOOOOOOOOOO
0000000000000 0D0D000DoONDDODOODODODDODOODUDUOOFFODDOOOODODODO
O00000000 OFFOSECURITYMODED LIMITEDOOOOOOODDOOOOO

goooogf

OINTRUSIONACTION OO OOOODOODODOOOOODODOODOOODDODOODOOOOOO TRAPODOO
DISABLEO O OOOOOPARTICIPATEO D OO OOOD ONODODOOOOODOOOOODOOOOODO
OSECURITYMODE O LIMITEDO O SECURED D O DO ODOOOOOOAUTOMATICOODODOOO
OOSECURED O OO OO

goooog
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SHOW SWITCH PORT INTRUSIONO 1500000
SHOW SWITCH PORT SECURITYMODED 152 00 0 O
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SET SWITCH PORT STORMDETECTION

SET SWITCH PORT STORMDETECTION

o0o0oooooooooo /000

SET SWITCH PORT={port-list|ALL} STORMDETECTION [LOWRATEACTION={LINKDOWN]|
BCASTDISCARD|NONE}] [HIGHRATEACTION={LINKDOWN|/BCASTDISCARD|NONE}]
[LOWRATETHRESHOLD={1..1048575/10485759}] [HIGHRATETHRESHOLD={1..1048576]|
10485760}] [BLOCKTIMEOUT={60..86400/NONE}]

port-list: 0000000000100 000000000O000OOO0OOO0OO)

0

goboooboooobooobooboon
goooog

PORT 0O0OO0OO0OOOODOO ALLOOO0OOOODOOOOODOOOODOOOOOOOO

LOWRATEACTION 000000000 O0DOO0OOO0DOOOOODODOLOWRATETHRESHOLD OO
0000000000000 000D0D0D0D0D0ONONED 000D OMmMBCASTDISCARDO O OO
D00000oDoo0oDo0omLINKDOWNO O OO Ooooooooooooooooooo
00000000 NONEDLOWRATEDODODODOODODODOOODODOODODOODODODODOOOOOO
bbb uobobobobooboobooo

HIGHRATEACTION 0000000000 00000000O0O0O0O0HIGHRATETHRESHOLD OO
0000000000000 0000D0D0D0D0O0ONONED 000D OMmMBCASTDISCARDO O OO
O00000oDo0oDo0o0mLINKDOWNDO O OO Ooooooooooooooooooo
00000000 LINKDOWNOHIGHRATEDO O OO OODODODOOOOoOooooooooooo
oo oboobobobbbobooooooo

HIGHRATETHRESHOLD 0000000000000 000O0O KbpsO Kilo bit per second0 000
00 010/100/1000BASE-TO 0000 DO OODO 8192000100 0000 O 00O O 83886080
10/100/1000BASE-TO OO DO 1048576 OO 0000000 DODO0O0O0OOOOOOOI0GOOO
010485760 0 0 0 000000000 OOOOOOOOO

LOWRATETHRESHOLD 000000000000 000O0OO KbpsOKilo bit per second0 0 00O
00 0HIGHRATETHRESHOLD OO OO OO0 O0O0DOOOOO10/100/1000BASE-TO OO OO
00000 5120000100 000000000 52428800 10/100/1000BASE-T O 0O 0 O 1048576
000000000000 oooooooloGUooo 10487600 00000 0O0ODOOODOODOO
good

BLOCKTIMEOUT HIGHRATEACTION O OO OLOWRATEACTIONOOODDOOODODOOODOO
0000000000000 0o0oo000o0DU00O000O00OO0ONONEDODODDODOOO
000000000 U0ooDUoDoDoUoDUOoO 30000
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SET SWITCH PORT STORMDETECTION

g
mJ0020000000 819200Kbps 0 0000000000 OOOOODOOOOO

SET SWITCH PORT=2 STORMDETECTION HIGHRATEACTION=LINKDOWN
HIGHRATETHRESHOLD=819200

goooogd

O LINKDOWNOBCASTDISCARD O 0000000000 OOBLOCKTIMEOUT OO OOOOOOO
0000000000000 o00000o0oo000000o000000000OOdENABLE SWITCH
PORT O O OO ODISABLE SWITCH PORT U O O O ODISABLE SWITCH PORT STORMDETECTION
O0O0OO0OPURGESWITCHOOOO
OBCASTDISCARDOOODODODODODOOOOOOBLOCKTIMEOUTOODODOODODODODODOODOOOOO
O0o0oooo0o0oo0oo0oooO0oDoOO00oOO000O0O00DDOOdSET SWITCH PORT O
0000 BCASTRATELIMITING O OO OOO/BCASTFILTERING O OO OD0ODODOOOODOOOO
gobooboooboobooboooboobo
goobooboooobooobooboobbobbooboobboobboobobobbobboo

goooog

DISABLE SWITCH PORT STORMDETECTIONDO 650 00O
ENABLE SWITCH PORT STORMDETECTIONO 730000

RESET SWITCH PORT STORMDETECTION COUNTERO 78 0 0 O O
SHOW SWITCH PORT STORMDETECTIONO 154 0 00 O
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SET SWITCH TRUNK

SET SWITCH TRUNK

o0o0oooooooooo /000

SET SWITCH TRUNK=trunk [SELECT={MACSRC|MACDEST|MACBOTH|IPSRC|IPDEST|
IPBOTH}]

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O00OOOOODOOO

0

gobooobooooboooboooboo
goooog

TRUNK OO0OO0OO0O0O0OO0OO

SELECT 00000DO000ODO00O0ODO000000DOO0000000D0O0000O000O0O000O000
O0000O0MACSRCOOOO MACOOOOMmMMACDESTD OO MACO OO O MMMACBOTH
O00o0ooo MACODOOOMmMIPSRCOOO IPOOOOMIIPDESTO OO IPOOOOMIIPBOTH
00000 IPOOO0O0O0ODUOOO0DODOODODOOOOO MACBOTHO

g
s 000000000uplinkDODOOOODODOO

SET SWITCH TRUNK=uplink SELECT=MACSRC

goooogf

goboooboogoobooobbooboobobobbooboobbooboooboobbo

goooog

ADD SWITCH TRUNKO 54 00 00O
CREATE SWITCH TRUNKDO 55 0000
DELETE SWITCH TRUNKOS570 0 00O
DESTROY SWITCH TRUNKO 58 0 0O 0O 0O
SHOW SWITCH TRUNKO 157 0 0 0O 0O
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SET WEBAUTHSERVER

SET WEBAUTHSERVER

O000oooooooo /00000

SET WEBAUTHSERVER [IPADDRESS={ipadd|NONE}] [PORT=port]
[REDIRECTURL={string|NONE}] [SECURITY={ENABLED|DISABLED}] [SSLKEYID={id|
NONE}] [SSLPORT=port] [HEADER={string|NONE}] [SUBHEADERTOP={string|
NONE}] [SUBHEADERBOTTOM={string|NONE}] [FOOTER={string|NONE}]
[PINGPOLL={ENABLED|DISABLED}] [NORMALINTERVAL=1..65535] [TIMEOUT=1..30]
[FAILCOUNT=1..100] [REAUTHREFRESH={ENABLED|DISABLED}]
[TEMPORARYIP={ENABLED|DISABLED}] [RENEWALTIME=5..10]

ipadd: IPO O OO

port: 00D 0D

string: 00001064 00000000000000000000000O000O0O0DOODOO™M 0000000000
goooooooog

0

WebOOODODOOODODODOOOOODODOOODODODOO0OODODO0ODOWebOODODOODODDOOOODOO
goooog

IPADDRESS Web OO O OOOODOOOOODOOD IPOODODOOODOOODO00000000)000O
Joooooooooo IiPOOOO0ODODOOODOODDODODOODOOODOODOD VLANOD
0o00o0oooooooooooo IPOD0ODODODOODOODOOOODOODOOOOIPODOODO
0000oo0ooooooooododonD VLANDODOOoDOooDOo PODOooooooooon

PORT WebOOOOOOO TCPOOOOOOHTTPOOOOOOO 80UHTTPSO OO OOOO 4430
IPADDRESS 0000000000000 ODO Authenticator00O 0000000 TCPOOODODO
0000000000000 IPADDRESSD 00000 O0OO0DDODODOOOOOOOO TCPOODOODO
o000 oooo TCPODDUDUDDOUDDO

REDIRECTURL WebOOODOOODOOO 0O0DDO0O0O0O0O0O00O0O0O0D URLOOODOOOO NONEOO
oooouooo 10000

SECURITY WebOOOODODODO HTTPSOOOODDDODODO O0OO0OOOOSSLKEYIDOOOOOOO
OD000U0OO0OD0OSSLKEYIDOOODODODODODODO0DOoOoooooo DISABLEDD

SSLKEYID WebO OO ODODOO HTTPSOOOODDO SSLOOOOOOSECURITYOOOODODOOO
0000000000000 NONED

SSLPORT WebOOOOODDOO HTTPSO TCPOOUOOODODOOOOOO 44300

HEADER Web OO ODOOOODOODODODOOO0ODODOOOOODOOOOOD NONE DO ”Web Access
Authentication Gateway”0 0 0000000000000 64000

SUBHEADERTOP WebOOOODODODODODOODDOODODODOOODOODOODODOOODDOO0OODOODOOO NONE
0”Allied-Telesis’"0 0 0000000000000 64000
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SET WEBAUTHSERVER

SUBHEADERBOTTOM Web OO ODODOOOOODDODOODODOODODODODODOOOOOOODOOOOO
NONEOOODODOODODDODODDOODODODOD 4000

FOOTER WebOOODOOODOOOODOODODODOODODOOODOOODDO NONE O ”Allied Telesis”O
O00o0ooUoooooooe400n

PINGPOLL PingOO00DO0O00000O0O00DODOD 000000000000 0ODOOOOOOOOONO Ping
00o0o0ooooooooooooooooooon DISABLEDO

NORMALINTERVAL 0O0OO0OO0O0OO0OOO0OO0OOOO0OO0OOUOOODUOODO0DO0DMOOOOOO 3000

TIMEOUT PingOO000000O000O0O0MMIPINgOEchorequest0 00 000000000000
0000000000000 0000 000 0O0000PIngODOOO0O TIMEOUTOODOO Ping
0o0oooooooooooooon 100

FAILCOUNT 0000000000000 00000O PingODOOOOOOOOO FAILCOUNTDO
oo oboobobobbobobobbbobobooooogg g
o500

REAUTHREFLESH 000000 PingD 00000000000 OO (REAUTHPERIOD)OODOO
00000 0000000000 PingDODODO0OO0OO0OO0OOOOO0OOOODOOOOOOO OOOO
PingDO0OD0D0D0D0D0O0D0DU00O0O0D000O0O0O00D0O0O0O0D0DO0O0O0O00O00O0O DISABLEDDO

TEMPORARYIP WebOOODODODOODODODODODODDDODOOOOOOOOOO Supplicantd IPOO
0000000000000 00000 IPOOO0O0ODO0OO/Z000000WebODDOOOOO
O000ooooooooDOooODOoODOO0ODOO DHCPOOOOOOODO LEASETIME2000 IPO
0do0o0ooooooooooooooooooon DISABLEDO

RENEWALTIME TEMPORARYIPOOOOUOO 0OO0DO0OOODOOD IPODOODO REQUEST
000 000 Supplicant 0 OPTIONS8O TIO OO O D OO D OOOOOOPTIONSO T20 0
30000000000 50000WbODOODO0OODDODODOVLANOOODOOODOOO
O VLANASSIGNMENT=ENABLEDO 00O 00O VLANOOOOOODOODOODOOoOoOoOoOoooo
0000000000000 0000000 0000000000 DO0000 (RENEWALTIME
x 3+5)00

g
mWebDOOOODOODOO IPOODOO 192.168.1.2000 0000

SET WEBAUTHSERVER IPADDRESS=192.168.1.200

goooogf

OIPADDRESSOOO0OOOO0O0OOODOODOO VLANOOOODODOOODODODDODOODDODOODOoOo IPOOOO
odopooooooIPOODOODOOOODODOO

goooog

DISABLE WEBAUTHSERVERO 66 0 0 0O O
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ENABLE WEBAUTHSERVERO 74 00 0 O
SET PORTACCESS PORTO 800 OO O
SET PORTAUTH PORTO 870000
SHOW PORTACCESSO 1090 0 O O
SHOW PORTACCESS PORTO 11700 00O
SHOW PORTAUTHO 1230000

SHOW PORTAUTH PORTO 1310000
SHOW WEBAUTHSERVERO 1590 0 O O

SET WEBAUTHSERVER
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SHOW EPSRSNOOPING

SHOW EPSRSNOOPING

O000o000o0o0oooOo /ZEPSROOOOOO

SHOW EPSRSNOOPING [CONTROLVLAN={1..4094|vlanname|ALL}]

vlanname: VLAN O 0101500 0000000000000 0000000000000 000oooooooo

g

EPSRODDOOODOODOOOOOOO

gooooogono

# show epsrsnooping controlvlan=10

EPSR Snooping Information:
Control VLAN:

VLAN NaMe &« vttt ittt et et et e ee e vlanlo
0 N A I 10
VLAN Name 00000000o0od VLANO
VLAN ID VLAN ID
0 21:

g
s 000000 VLANOVID=1000O EPSR Snooping0 0000000

SHOW EPSRSNOOPING CONTROLVLAN=10

goooog

DISABLE EPSRSNOOPINGO 590000
ENABLE EPSRSNOOPINGO 67 0 0 00
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SHOW PORTACCESS

SHOW PORTACCESS

O000oooooooo /00000

SHOW PORTACCESS={8021X/MACBASED|WEBBASED|ALL} [PORT={port-list|ALL}]

SHOW PORTACCESS={8021X|MACBASED|WEBBASED|ALL} {CONFIG|STATUS}

port-list: 0000000000100 000000000O0O00OOOOOOO)

g

O00000000802IXODODODMACODODDOOWebhODODODODODDODODODODODOOODOOSHOW

PORTAUTHO OO OOOOO

goooog

PORTACCESS 0 0O00ODO8021X0IEEE802.1X D0 D00 O OO MMACBASEDDO MACOOOOODO
O00000000MMWEBBASEDOWebh OO ODODODODODMMALLOOODOODOODOODOOOO

000 08021X0
CONFIG ODO0O0OOoOoOooooooooooo
STATUS OO0O00O0OO0OO0OODOOOOOODOD
PORT 0000000000 OOOOOO

gooooogono

# show portaccess=all

Port Authentication Information

SystemAuthControl.................. Enabled
Number of 802.1x Supplicants....... 1
Number of MAC Based Supplicants.... O
Number of WEB Based Supplicants.... O
Total Supplicants.................. 1

Port AuthMode PortRole VLAN PortStatus Status

1 802.1X Auth 1 Authorized Authenticated
1 MACBASE Auth 1 Authorized Connecting
1 WEBBASE Auth 1 Authorized Connecting

# show portaccess=8021x port=1

Additional Info

00:0A:E6:6A:CC:7F
00:0A:E6:6A:CC:7F
00:0A:E6:6A:CC:7F
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SHOW PORTACCESS

802.1x Authentication Information

SystemAuthControl.................. Enabled
Number of 802.1x Supplicants....... 1
Total Supplicants.................. 1
Port AuthMode PortRole VLAN PortStatus Status Additional Info
1 802.1X Auth 1 Authorized Authenticated 00:0A:E6:6A:CC:7F

# show portaccess=all config

Port 1

802.1x Authentication Information

PAE TYP€. t v et it et eeeee e Authenticator
Supplicant Mode........... Multiple
Supplicant Limit.......... 320
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30
maxReg. .. ..ot 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
reAuthMAX................. 2
vlanAssignment............ Enabled
vlanAssignmentType........ USER
secureVlan................ On
lockCount................. 3
portMoveReauth............ Disabled
ForceRenewing............. Disabled
guestVlan................. None
adminControlDirection..... Ingress
piggyBack................. -
ARP Forwarding............ Disabled
TCP Forwarding............ -
UDP Forwarding............ -
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SHOW PORTACCESS

Port 2

802.1x Authentication Information

PAE TYPE . ¢ vttt et eee e Supplicant
heldPeriod........... ... ........ 60
authPeriod........... ... ... ... 30
startPeriod..................... 30
maxStart......... ... o oL 3
USETNAME . « v v v vt vt e ettt e e e test
PASSWOTrA. v v v ittt i e e e e test

# show portaccess=all status

Port 1

802.1x Authentication Information

PAE TYP€. v vt v e ee Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AddressS. .« vt vu it eennnnn. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Authenticated
Port Status................. ... Authorized
Backend Authenticator State..... Idle

VLAN TID. ...ttt ittt e it e 1

PAE TYPE€. v vt ve e e Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AddressS. ..« vt vu it ennnnn. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting

Port Status..................... Authorized
Backend Authenticator State..... Idle

VLAN TID. ...ttt ittt ie it e e 1

PAE TYPE€. v v vt v e e e Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)
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SHOW PORTACCESS

MAC AddresSsS. .. v v it iiieeenen.. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting
Port Status....... ... Authorized
Backend Authenticator State..... Idle
VLAN ID. ..t ittt i et e e e eee e e 1

Port 2

802.1x Authentication Information

PAE TYPE . ¢ vttt e et e ee e Supplicant

Supplicant PAE State............ Connecting

SystemAuthControl

00000000000 000Enabled O Disabled

Number of 802.1x Supplicants

802.1X D Oooooooooo

Number of MAC Based Supplicants

MACOOOOODDOOODOOOOOO

Number of WEB Based Supplicants

WebOOOOOOOOODOO

Total Supplicants

gooooooo

Port ooooo

AuthMode 00000000802.1XOMACBASEDOWEBBASED OO O
O

PortRole 0000000000 008021X000000MmM Authenti-
cator0 SupplicantO None DO 00O O

VLAN SUPPLICANTOOOODOOO VLAN

PortStatus 0000000 unauthorisedD 0O 0O 0O 00 authorisedd 0O O
ggod

Status goooimoooodbodboboobobbobooo
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00000 Mooo0D0o0oo00ddmAUTHENTICATOR
000000 00OInitializeO 0 O 0O 0J ConnectingD OO
0 [0 Authenticatingd O O O (D AuthenticatedD 0 0 0 O [
AbortingD 0 0 000 [ HeldO O 0O O [ Force_Auth(T] [
000000000 Force_UnauthtD OO0 000000
O0000000SUPPLICANTOOOOOOOOAcquired
0000 IConnectingd O O O [J AuthenticatingDd U 0 O [T
Authenticated0 0 0 O 0 [J HeldO O 0O O [ Logoff0 O O
000000000 SET PORTAUTH PORT OO OO /SET
PORTACCESS PORTO OO OO CONTROLOODOOO
0 AUTHORISED 0 00 00O OO OAuthenticatedd O 0O O
O0O0OO0OO0OCONTROLO OO DODOO UNAUTHORISED
O0000000ConnectingD D0000D00O0OO

gooboogo




SHOW PORTACCESS

Additional Info

AUTHENTICATOR O OO OOAUTHENTICATED OO O
O00OOSUPPLICANTOD MACOOODOOODOOOO

0 22: CONFIGOSTATUS O ODOOOoOoo

Port

gobooo

PAE Type

000000000000 Authenticatord Supplicant0 0 000

Supplicant Mode

0 Authenticator U 0 O OAuthenticator 0 00 00 0O OO Single 0 Mul-
tiple

Supplicant Limit

O Authenticator 0 O O O SUPPLICANT OO ODOODO

AuthControlPortControl

O Authenticator OO 0O O0OO0OO0O0ODO AuthenticatorD O OO0 OQ0O
Autol ForceUnauth O ForceAuth

quietPeriod 0 Authenticator 000000000 0Supplicant 0000000000
gogd
txPeriod 0 Authenticator 0 0O O OSupplicant0 EAPOLOO0O00O0O0O0OOOO

gooo

suppTimeout

0 Authenticator O O O O Supplicant 0 EAP-Request 0 0 0D 0O OO
Supplicant0 000000000000

serverTimeout

0 Authenticator 0 O 0 ORADIUS O O 0 0O Access-Request 0 0 0 0
ODOORADIUSOOO0OODOODODOOODOOOOOO

maxReq

0 Authenticator O O 0O O Supplicant 0 0 0 O EAPOL-Request 0 O O
gooooooo

reAuthPeriod

0 Authenticator 00 O O Supplicant D 0000000000

reAuthEnabled

0 Authenticator 00O OO Supplicant 0 00D 000000000000
Enabled O O O Disabled

reAuthMax

0 Authenticator 0O O O SupplicantD 0000000

vlanAssignment

OAuthenticator DO O OOO0OO0OO0O00O0 VLANOODOODO O OEnabled
00O Disabled

vlanAssignmentType

0O Authenticator 0000000000 VLANOOOOOPORTOOOO
USER

secureVian

0 Authenticator O O O OMulti-Supplicant 0 O 00 MODE=MULTIOO
000200000 Supplicant0 0000 O0ONO0OOO Supplicant O
OO0 VLANDOOODOODOODOoDOoooo offiiu VLANDOOOODOOO
gd

lockCount

O Authenticator DD O OWebOODODODOODOHeldOOOOOOOOO
goooooooo

portMoveReauth

0 Authenticator 0 D 0000000 SupplicantD 000000000
0000000000000 000Enabled 000 Disabled

ForceRenewing

gobooo

guestvlan

goooon

O Authenticator 0000000 VLANOOOODO VLAN OO VLAN
ID
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SHOW PORTACCESS

adminControlDirection OAuthenticator 00 0DO00O00O0OO0OO0OO0OOOOOOOOOOOOOO
0000000000000 00O000OddiIngressd Both

piggyBack 0 Authenticator 0 O 0 OPiggy back D0 0000 /00 UEnabled O O
O Disabled

ARP Forwarding 0 Authenticator D0 0D OWeb OO OO ODODODOOODODOOARPOOD
000000000 00000000000Enabled 00O Disabled

TCP Forwarding 0 Authenticator 0 00 OWeb OO D ODODODDOODODODOO TCP
gooooooo

UDP Forwarding 0 Authenticator 00O OWeb OO OO ODUOOOOOODOOOOOO UDP
gooooooo

Port ooooo

PAE Type 000000000000 Authenticatord Supplicant0 0 000

heldPeriod O Supplicant 000000000 OAuthenticator 0000000000
gogd

authPeriod 0 Supplicant0 0 O OEAPOL-Start 0 0000 0000 0O OO Supplicant

ODOOO0UOEAPOL-Start 00000 MAXSTARTO O OO OOOoOOO
gobooobooooooooboobbon

startPeriod OSupplicant 0000000000 Supplicant0 0000000000
ggo
maxStart 0 Supplicant 0 O O O Authenticator 0 EAPOL-Start 0 0 000000
goooooo
username oooono
password ooooo

023 CONFIGOOOOOODO
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SHOW PORTACCESS

Port

googo

PAE Type

000000000000 Authenticatort Supplicant O O
ggd

Supplicant Mode

Authenticator 0 0 000 00O O Single O Multiple

Number of Supplicant

goooooo

Attached Supplicant(s)

goooopbooooooboobbooboo

MAC Address

MACODOOOOODDO

Authenticator/Supplicant PAE State

JooooDmooooooooDO0OO0O0O08021X 0O
gooobdobooooboobobooooobobond
AUTHENTICATOR OO OO OO O O InitializeO 0 O O [
Connectingd O O O (I Authenticatingd O U O (O Authenti-
catedd 0 0 0O M Abortingd 00000 MmMHeldd D OO M
Force AuthD 00 00000 00 0O MForce_Unauth O O
O00000D0O000000O0SUPPLICANTODOOOODOOO
Acquiredd U 0 O [ Connectingd O O O [J Authenticating
0000 ™ Authenticatedd 00 O 0O M HeldO O O O (D Lo-
gofi0 0000000000 SET PORTAUTH PORTO OO
0/SET PORTACCESS PORT OO OO O CONTROL O
00000 AUTHORISED U O 0O 00O OO OAuthenticated
OD0O0D0DO0DODUODO0DOUOCONTROLOOOD OO OO UNAU-
THORISED DO O OOODOOConnectingD0 000000
gd

Port Status

0000000 unauthorisedd O OO OO authorisedd O O
gooog

Backend Authenticator State

O0O00o0ooOIDLEDDDOOOMINITIALISED OO O
RESPONSED Supplicant 0 0 00 0O 0 D REQUESTO O O
000000000 MmMSUCCESSO OO0 OO MMFAILD OO
Oo0mTIMEOUTODOOODOODOOODOOO

VLAN ID

00ooooooooooo VLANDO VID

0 24: STATUSO OOOOOO

g
m 802.1X0000000000000O0O0O

SHOW PORTACCESS=80210

m 802.1X0000000000000O0O0O

SHOW PORTACCESS=8021x CONFIG

RN
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SHOW PORTACCESS

m 802.1X0000000000000O0O0O

SHOW PORTACCESS=8021x STATUS

s MACOOUOUOODODOOODODODODODOooooooo

SHOW PORTACCESS=MACBASED

goooogf

O000000OO0CONFIGODODODODDODODODODUODUODOOOooooooooDooDoUooDoooooooon
goboooboooobooobooboon
odoooooodooDo0doooooooooDOo0oodooDOooooolooooooooooooo
0000000000000 0oooo00oDooDU000oDDoUO0ODoOSHOW CONFIGOD OO OO
DYNAMICOOUOOOODOODODOODOUOUODODOooooooooooooooooooooooooooo
goboobooobooobooobo

goooog

DISABLE PORTACCESSO 60 0 O O O

ENABLE PORTACCESSO 68 0 0 O O

SET PORTACCESS AUTHMETHODO 79 0000
SET PORTACCESS PORTO 800 OO O

SHOW PORTACCESS PORTO 11700 00O
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SHOW PORTACCESS PORT

SHOW PORTACCESS PORT

O000oooooooo /00000

SHOW PORTACCESS={8021X/MACBASED|WEBBASED} PORT={port-list|ALL}
[{AUTHENTICATOR|SUPPLICANT}] [{CONFIG|STATUS}]

port-list: J0 00000000100 00000000000O0OOO0OOOOO

0

O00000o000o0Do0o00ooO0oO0OdSHOW PORTAUTHPORTO OO O OODOO

goooog

PORTACCESS 0 0O0ODO8021X0IEEE802.1X D0 D00 O OO MMACBASEDDO MACOOOOODO
O00000000MMWEBBASEDOWebh OO OO ODODODODMMALLOOODOODOODOODOOOO

00 008021X0
PORT OO0OOOOOOOOODOOOOO
AUTHENTICATOR/SUPPLICANT 802.1X00000000000O0O0OOO
CONFIG ODO0O0OOoOoOooooooooooo
STATUS OO0O00O0OO0OO0OODOOOOOODOD

gooooogono

# show portaccess=all port=1 authenticator config

Port 1

802.1x Authentication Information

PAE TYPE . ¢ vt vttt e ee e Authenticator

Supplicant Mode........... Multiple

Supplicant Limit.......... 320

AuthControlPortControl. ... Auto

quietPeriod............... 60
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SHOW PORTACCESS PORT

txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30
maxReg. .. .. ..o 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
reAuthMAX................. 2
vlanAssignment............ Enabled
vlanAssignmentType........ USER
secureVlan................ On
lockCount.............. ... 3
portMoveReauth............ Disabled
ForceRenewing............. Disabled
guestVlan................. None
adminControlDirection..... Ingress
piggyBack................. -

ARP Forwarding............ Disabled

TCP Forwarding............ -
UDP Forwarding............ -

# show portaccess=all port=1 authenticator status

Port 1

802.1x Authentication Information

PAE TYPE€. v v vt v e e e Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AddresS. .« vt ve it ennnnn. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Authenticated
Port Status..................... Authorized
Backend Authenticator State..... Idle

VLAN TID. ...ttt ittt ie it e e 1

PAE TYPE€. v vt v e ee Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AddresSsS. .. v v ittt iieeenen.. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting
Port Status........ouuiiininnn.. Authorized
Backend Authenticator State..... Idle
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SHOW PORTACCESS PORT

PAE TYPE€. v vt v e e Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant (s)

MAC AddressS. .« vt vu it ennnnn. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting

Port Status..................... Authorized
Backend Authenticator State..... Idle

VLAN TID. ...t ittt it ie it e 1

# show portaccess all port=2 supplicant config

Port 2

802.1x Authentication Information

PAE TYPE . ¢ vttt ee e e e Supplicant
heldPeriod........... ... ........ 60
authPeriod........... ... ... ... 30
startPeriod..................... 30
maxStart......... ... o o oo 3
USETNAME . « v v vttt e e ettt e ee e e test
PASSWOTrA. v vttt it e e e e e test

# show portaccess all port=2 supplicant status

Port 2

802.1x Authentication Information

PAE TYPE . ¢ vt vttt et eee e Supplicant

Supplicant PAE State............ Connecting

Port oooon

PAE Type O0000000000008021X000 000 Authenticatort Supplicant U
[0 802.1x Au- gooo

thentication
InformationO
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SHOW PORTACCESS PORT

PAE Typél MAC
BASED Au-
thentication
InformationO

O00000000000OMACODOO00O0DOOOOOI Authenticatord Sup-
plicant0 0000

PAE Typed WEB
BASED Au-
thentication
InformationO

000D000000000WebOO OO OO OO I Authenticatord Supplicant
goood

Supplicant 0 Authenticator O O O O Authenticator 0 0 00 O 0O O O Single O Multiple
Mode

Supplicant 0 Authenticator 0 0 O O SUPPLICANT O OO OO0

Limit

AuthControl- 0 Authenticator 00 000 000 0O OO Authenticator 0 0O 0O 0O 0O O O Auto
PortControl ForceUnauth O ForceAuth

quietPeriod 0O Authenticator D0 00000000 Supplicant 0 0000000000000
txPeriod O Authenticator 0 0 O O Supplicant0 EAPOLO 00000000 OOOOOO

suppTimeout

0 Authenticator O O O O Supplicant 0 EAP-Request O 0 0O O 0O O O Supplicant
goooooooooooo

serverTimeout

0 Authenticator 0 O O ORADIUS O 0O 0O OO Access-Request 0 0 000 00
RADIUSOODOOODOOODDOOODOOOOOO

maxReq

0 Authenticator 0 O 0O OSupplicant 0 0 0 0 EAPOL-Request 00 000000
ggo

reAuthPeriod

0 Authenticator 0 0 O O Supplicant 00000000000

reAuthEnabled

0 Authenticator 0 0 O O Supplicant D 0000000000000 OENnabled O
0 O Disabled

reAuthMax

0 Authenticator 0 0 OO Supplicant 00000000

vlanAssignment

OAuthenticator C OO0 0000 OD0OO0 VLANOOOOOUODOEnabled O OO
Disabled

vlan- O Authenticator 0000000000 VLANOOUOOOPORT O 0OO0OUSER

Assignment-

Type

secureVlan 0 Authenticator O O O O Multi-Supplicant 0 0 0 O MODE=MULTIO OO0 002
00000 Supplicant000000OND 00O Supplicant0 00 VLANO OO
D0000O0oOooo offilu VLANDODODODODODODOO

lockCount 0 Authenticator 000 0OWeb OO OUOOOOHeldOOODODOOOOO OOOO
gooogd

portMove- 0 Authenticator 0 00000000 Supplicant 00000000000 O0O0OOO

Reauth 0000000000 Enabled 00O Disabled
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SHOW PORTACCESS PORT

ForceRenewing

goooo

guestvlan

O Authenticator OO 00000 VLANODOOOO VLAN OO VLAN ID

adminControl-

OAuthenticator 00 0000 0000000000000 00O0O0O0OO0O0O0O

Direction O0000000000000000Ingress O Both

piggyBack 0 Authenticator 0 0 0O ORPiggy back D000 00 /000 Enabled 0 O O Disabled
ARP Forward- O Authenticator 0 D0 0DOD0OOD0ODO0ODODARPOOOOOOOOOOOD OOOO
ing 00000 00Enabled 00O Disabled

TCP Forward- O Authenticator 00 0000000000000 TCPODOOODOODOO

ing

UDP Forward-
ing

OAuthenticator 00 0000000000000 UDPOOOOOODODO

0 25: AUTHENTICATORO CONFIGO OO OOOO

Port ooooo

PAE Type 000000000000 Authenticatort Supplicant O O
ggd

Supplicant Mode Authenticator 0 0 000 00O O Single O Multiple

Number of Supplicant ooooooo

Attached Supplicant(s) 00000000000 0000000O000o0

MAC Address

MACODOOODOODDO

Authenticator/Supplicant PAE State 000000 00000000000 0O0O8021X 00O

gooobdobooooboobobooooobobond
AUTHENTICATOR O O 00O 00O O InitializeO O 0O O [
Connectingd O O O (I Authenticatingd O U O (W Authenti-
catedd 0 0 0O M Abortingd 00000 MmMHeldd D OO M
Force AuthD 00 00000 00 0O MForce_Unauth O O

0000000000000 O0SUPPLICANTODOOOODOOO
Acquiredd U 0 O [ Connectingd O O O [J Authenticating
0 000 MAuthenticated] 0 0 0 O [(DHeldd O O O (HLogoff
gooooooooon

Port Status

0000000 unauthorisedd O 0O OO0 authorisedd O O
gooog

Backend Authenticator State O0O0O0O0OOO0OIDLEDOOOOMmMINITIALISED OO O M

goooon

RESPONSED Supplicant 0 0 00 0O 0 D REQUESTO O O
O00000D000MmSUCCESSO 0000 MMFAILD OO
Oo0mTIMEOUTODOOODOOODOODOOO
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SHOW PORTACCESS PORT

VLAN ID 0ooooooooooodno VLANDO VID
0 26: AUTHENTICATORO STATUS OO OOGQO OGO
Port ooooo
PAE Type 000000000000802.1X 000000 Authenticatord Supplicant
goooo
heldPeriod O Supplicant 000000000 OAuthenticator 00 000000000000
authPeriod O Supplicant D00 OEAPOL-Start 0000000000 00O Supplicant 00O

ODOOEAPOL-Start 00000 MAXSTARTOOOOODODOODODODOODOOOOO
gobogbooooobooooo

startPeriod

OSupplicant 0000000000 Supplicant0 0000000000000

maxStart O Supplicant O O O O Authenticator 0 EAPOL-Start 00 000000000
googd
username oooono
password oo0ooo
0 27: SUPPLICANTOCONFIGOD OO OOOO
Port ooooo
PAE Type 000000000000802.1X000 000 AuthenticatorOSupplicant

gooboo

Supplicant PAE State 000000 0000000000 0008021XODDDO0DO0OOOOO

0000000000000 0D0O00MmMAUTHENTICATOROOOOOO
0 O InitializeD O O O [ Connectingd O O O [ AuthenticatingD 0O 0 O [T
AuthenticatedD U 0 0 O (I Abortingd U0 0 0 0 MHeldd O O O (W Force-
AuthlD OO0 0D0000000MmMForce.UnauthiD OO O OO0 O0O0O00O00O
O0OO0SUPPLICANTOOODOOO DO Acquiredd O O O I Connecting
0 00 O M AuthenticatingD O O O [0 AuthenticatedD 0 0O 0 O (M HeldO O
OO0 Logoff0000O0DDOOOOO

Port Status

000000 0unauthorisedD OO OO0 authorisedO O OO OO

goooog

0 28: SUPPLICANTOSTATUS O OOOOOO

DISABLE PORTACCESSO 60 0 0 O O

ENABLE PORTACCESSO 68 0 0 O O

SET PORTACCESS AUTHMETHODO 79 0000
SET PORTACCESS PORTO 80O OO O

SHOW PORTACCESSO 1090 0 O O

122 | CentreCOM 9424T/SP-E0 9424Ts/XP-EO0 0D ODDODOODDO 2.4
613-000699 Rev.C

gooboogo



SHOW PORTAUTH

SHOW PORTAUTH

O000oooooooo /00000

SHOW PORTAUTH={8021X|MACBASED|WEBBASED|ALL} [PORT={port-list|ALL}]

SHOW PORTAUTH={8021X|MACBASED|WEBBASED|ALL} {CONFIG|STATUS}

port-list: 0000000000100 000000000O0O00OOOOOOO)

g

O00000000802IXODODODMACODODDOOWebhODODODODODDODODODODODOOODOOSHOW

PORTACCESSO O ODOOOOO

goooog

PORTAUTH 0O0O000O8021XOIEEE802.1X DD DODOOO OO MM MACBASEDOMACO OO OODO
O00000000MMWEBBASEDOWebh OO ODODODOODMMALLOOODOODOODOODOOOO

000 08021X0
CONFIG ODO0O0OOoOoOooooooooooo
STATUS OO0O00O0OO0OO0OODOOOOOODOD
PORT 0000000000 OOOOOO

gooooogono

# show portauth=all

Port Authentication Information

SystemAuthControl.................. Enabled
Number of 802.1x Supplicants....... 1
Number of MAC Based Supplicants.... O
Number of WEB Based Supplicants.... O
Total Supplicants.................. 1

Port AuthMode PortRole VLAN PortStatus Status

1 802.1X Auth 1 Authorized Authenticated
1 MACBASE Auth 1 Authorized Connecting
1 WEBBASE Auth 1 Authorized Connecting

# show portauth=8021x port=1

Additional Info

00:0A:E6:6A:CC:7F
00:0A:E6:6A:CC:7F
00:0A:E6:6A:CC:7F
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SHOW PORTAUTH

802.1x Authentication Information

SystemAuthControl.................. Enabled
Number of 802.1x Supplicants....... 1
Total Supplicants.................. 1
Port AuthMode PortRole VLAN PortStatus Status Additional Info
1 802.1X Auth 1 Authorized Authenticated 00:0A:E6:6A:CC:7F

# show portauth=all config

Port 1

802.1x Authentication Information

PAE TYP€. t v et it et eeeee e Authenticator
Supplicant Mode........... Multiple
Supplicant Limit.......... 320
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30
maxReg. .. ..ot 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
reAuthMAX................. 2
vlanAssignment............ Enabled
vlanAssignmentType........ USER
secureVlan................ On
lockCount................. 3
portMoveReauth............ Disabled
ForceRenewing............. Disabled
guestVlan................. None
adminControlDirection..... Ingress
piggyBack................. -
ARP Forwarding............ Disabled
TCP Forwarding............ -
UDP Forwarding............ -
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SHOW PORTAUTH

Port 2

802.1x Authentication Information

PAE TYPE . ¢ vttt et eee e Supplicant
heldPeriod........... ... ........ 60
authPeriod........... ... ... ... 30
startPeriod..................... 30
maxStart......... ... o oL 3
USETNAME . « v v v vt vt e ettt e e e test
PASSWOTrA. v v v ittt i e e e e test

# show portauth=all status

Port 1

802.1x Authentication Information

PAE TYP€. v vt v e ee Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AddressS. .« vt vu it eennnnn. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Authenticated
Port Status................. ... Authorized
Backend Authenticator State..... Idle

VLAN TID. ...ttt ittt e it e 1

PAE TYPE€. v vt ve e e Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AddressS. ..« vt vu it ennnnn. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting

Port Status..................... Authorized
Backend Authenticator State..... Idle

VLAN TID. ...ttt ittt ie it e e 1

PAE TYPE€. v v vt v e e e Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)
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SHOW PORTAUTH

MAC AddresSsS. .. v v it iiieeenen.. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting
Port Status....... ... Authorized
Backend Authenticator State..... Idle
VLAN ID. ..t ittt i et e e e eee e e 1

Port 2

802.1x Authentication Information

PAE TYPE . ¢ vttt e et e ee e Supplicant

Supplicant PAE State............ Connecting

SystemAuthControl

00000000000 000Enabled O Disabled

Number of 802.1x Supplicants

802.1X D Oooooooooo

Number of MAC Based Supplicants

MACOOOOODDOOODOOOOOO

Number of WEB Based Supplicants

WebOOOOOOOOODOO

Total Supplicants

gooooooo

Port ooooo

AuthMode 00000000802.1XOMACBASEDOWEBBASED OO O
O

PortRole 0000000000 008021X000000MmM Authenti-
cator0 SupplicantO None DO 00O O

VLAN SUPPLICANTOOOODOOO VLAN

PortStatus 0000000 unauthorisedD 0O 0O 0O 00 authorisedd 0O O
ggod

Status goooimoooodbodboboobobbobooo
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00000 Mooo0D0o0oo00ddmAUTHENTICATOR
000000 00OInitializeO 0 O 0O 0J ConnectingD OO
0 [0 Authenticatingd O O O (D AuthenticatedD 0 0 0 O [
AbortingD 0 0 000 [ HeldO O 0O O [ Force_Auth(T] [
000000000 Force_UnauthtD OO0 000000
O0000000SUPPLICANTOOOOOOOOAcquired
0000 IConnectingd O O O [J AuthenticatingDd U 0 O [T
Authenticated0 0 0 O 0 [J HeldO O 0O O [ Logoff0 O O
000000000 SET PORTAUTH PORT OO OO /SET
PORTACCESS PORTO OO OO CONTROLOODOOO
0 AUTHORISED 0 00 00O OO OAuthenticatedd O 0O O
O0O0OO0OO0OCONTROLO OO DODOO UNAUTHORISED
O0000000ConnectingD D0000D00O0OO
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SHOW PORTAUTH

Additional Info

AUTHENTICATOR O OO OOAUTHENTICATED OO O
O00OOSUPPLICANTOD MACOOODOOODOOOO

0 29: CONFIGO OO STATUSOOOOOOOO

Port

gobooo

PAE Type

000000000000 Authenticatord Supplicant0 0 000

Supplicant Mode

0 Authenticator U 0 O OAuthenticator 0 00 00 0O OO Single 0 Mul-
tiple

Supplicant Limit

O Authenticator 0 O O O SUPPLICANT OO ODOODO

AuthControlPortControl

O Authenticator OO 0O O0OO0OO0O0ODO AuthenticatorD O OO0 OQ0O
Autol ForceUnauth O ForceAuth

quietPeriod

0 Authenticator 000000000 0Supplicant 0000000000
gogd

txPeriod

0 Authenticator 0 0O O OSupplicant0 EAPOLOO0O00O0O0O0OOOO
gogd

suppTimeout

0 Authenticator O O O O Supplicant 0 EAP-Request 0 0 0D 0O OO
Supplicant0 000000000000

serverTimeout

0 Authenticator 0 O 0 ORADIUS O O 0 0O Access-Request 0 0 0 0
ODOORADIUSOOO0OODOODODOOODOOOOOO

maxReq

0 Authenticator O O 0O O Supplicant 0 0 0 O EAPOL-Request 0 O O
gooooooo

reAuthPeriod

0 Authenticator 00 O O Supplicant D 0000000000

reAuthEnabled

0 Authenticator 00O OO Supplicant 0 00D 000000000000
Enabled O O O Disabled

reAuthMax

0 Authenticator 0O O O SupplicantD 0000000

vlanAssignment

OAuthenticator DO O OOO0OO0OO0O00O0 VLANOODOODO O OEnabled
00O Disabled

vlanAssignmentType

0O Authenticator 0000000000 VLANOOOOOPORTOOOO
USER

secureVian

0 Authenticator O O O OMulti-Supplicant 0 O 00 MODE=MULTIOO
000200000 Supplicant0 0000 O0ONO0OOO Supplicant O
OO0 VLANDOOODOODOODOoDOoooo offiiu VLANDOOOODOOO
gd

lockCount

O Authenticator DD O OWebOODODODOODOHeldOOOOOOOOO
goooooooo

portMoveReauth

0 Authenticator 0 D 0000000 SupplicantD 000000000
0000000000000 000Enabled 000 Disabled

ForceRenewing

gobooo

guestvlan

goooon

O Authenticator 0000000 VLANOOOODO VLAN OO VLAN
ID
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SHOW PORTAUTH

adminControlDirection OAuthenticator 00 0DO00O00O0OO0OO0OO0OOOOOOOOOOOOOO
0000000000000 00O000OddiIngressd Both

piggyBack 0 Authenticator 0 O 0 OPiggy back D0 0000 /00 UEnabled O O
O Disabled

ARP Forwarding 0 Authenticator D0 0D OWeb OO OO ODODODOOODODOOARPOOD
000000000 00000000000Enabled 00O Disabled

TCP Forwarding 0 Authenticator 0 00 OWeb OO D ODODODDOODODODOO TCP
gooooooo

UDP Forwarding 0 Authenticator 00O OWeb OO OO ODUOOOOOODOOOOOO UDP
gooooooo

Port ooooo

PAE Type 000000000000 Authenticatord Supplicant0 0 000

heldPeriod O Supplicant 000000000 OAuthenticator 0000000000
gogd

authPeriod 0 Supplicant0 0 O OEAPOL-Start 0 0000 0000 0O OO Supplicant

ODOOO0UOEAPOL-Start 00000 MAXSTARTO O OO OOOoOOO
gobooobooooooooboobbon

startPeriod OSupplicant 0000000000 Supplicant0 0000000000
ggo
maxStart 0 Supplicant 0 O O O Authenticator 0 EAPOL-Start 0 0 000000
goooooo
username oooono
password ooooo

0 30:CONFIGOOOOOODO
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SHOW PORTAUTH

Port

googo

PAE Type

000000000000 Authenticatort Supplicant O O
ggd

Supplicant Mode

Authenticator 0 0 000 00O O Single O Multiple

Number of Supplicant

goooooo

Attached Supplicant(s)

goooopbooooooboobbooboo

MAC Address

MACODOOOOODDO

Authenticator/Supplicant PAE State

JooooDmooooooooDO0OO0O0O08021X 0O

gooobdobooooboobobooooobobond
AUTHENTICATOR OO OO OO O O InitializeO 0 O O [
Connectingd O O O (I Authenticatingd O U O (O Authenti-
catedd 0 0 0O M Abortingd 00000 MmMHeldd D OO M
Force AuthD 00 00000 00 0O MForce_Unauth O O

O00000D0O000000O0SUPPLICANTODOOOODOOO
Acquired O 0 0O [MConnectingl 0O O O [MDAuthenticatingl O

0 O MAuthenticated] O 0 0 0O Held] O O O (Logoffl O

O0000000000SET PORTAUTH PORTO O OO /SET
PORTACCESS PORTO OO OO CONTROLOODOOO

0 AUTHORISED 0 0000 OO O Authenticatedd O 0O O

O00O0OO0OOCONTROLOODOOOO UNAUTHORISED O

O000000ConnectingD 000000 OO0O

Port Status

0000000 unauthorisedd O O O OO authorisedd O O
gooog

Backend Authenticator State

O0O00o0ooOIDLEDDDOOOMINITIALISED OO O
RESPONSED Supplicant 0 0 00 0O 0 D REQUESTO O O
O00000D000MmSUCCESSO 0000 MMFAILD OO
Oo0mTIMEOUTODOOODOODOOODOOO

VLAN ID

00ooooooooooo VLANDO VID

0 3L: STATUSO OO OOOO

g

802.1X0000000000000000O00

SHOW PORTAUTH=8021 [l

m 802.1X0000000000000O0O0O

SHOW PORTAUTH=8021x CONFIG

m 802.1X0000000000000O0O0O
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SHOW PORTAUTH

SHOW PORTAUTH=8021x STATUS

goooogf

O0000000OCONFIGODODODODDDODODODUODUODUOoooooooooODooODoOooDoooooooon
goboooboooobooobooboon
odoooooodooDo0doooooooooDOo0oodooDOooooolooooooooooooo
0000000000000 0oooo00oDooD000oDDoUO0ODoOSHOW CONFIGOD OO OO
DYNAMICOOUOOOODOODODOODOUOUODODOooooooooooooooooooooooooooo
goboobooobooobooobo

goooog

DISABLE PORTAUTHO 6100 00O

ENABLE PORTAUTHO 690 O OO

SET PORTAUTH AUTHMETHODO 86 O OO0 O
SET PORTAUTH PORTO 870000

SHOW PORTAUTH PORTO 1310000
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SHOW PORTAUTH PORT

SHOW PORTAUTH PORT

O000oooooooo /00000

SHOW PORTAUTH={8021X|MACBASED|WEBBASED|ALL} PORT={port-1list|ALL}
[{AUTHENTICATOR|SUPPLICANT}] [{CONFIG|STATUS}]

port-list: J0 00000000100 00000000000O0OOO0OOOOO

0

O00000000000000O0O00Od0SHOW PORTACCESSPORTOOOOOODOO
goooog

PORTAUTH 0O0000O8021XOIEEE802.1X DD DODOOOOO MM MACBASEDOMACO OO OODO
O00000000MMWEBBASEDOWebh OO ODODODODODMMALLOOODOODOODOODOOOO
00 008021X0

PORT OO0OOOOOOOOODOOOOO

AUTHENTICATOR/SUPPLICANT 802.1X00000000000O0O0OOO

CONFIG ODO0O0OOoOoOooooooooooo

STATUS OO0O00O0OO0OO0OODOOOOOODOD

gooooogono

# show portauth=all port=1 authenticator config

Port 1

802.1x Authentication Information

PAE TYPE . ¢ vt vttt e ee e Authenticator

Supplicant Mode........... Multiple

Supplicant Limit.......... 320

AuthControlPortControl. ... Auto

quietPeriod............... 60
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SHOW PORTAUTH PORT

txPeriod.................. 30
suppTimeout............... 30
serverTimeout............. 30
maxReg. .. .. ..o 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
reAuthMAX................. 2
vlanAssignment............ Enabled
vlanAssignmentType........ USER
secureVlan................ On
lockCount.............. ... 3
portMoveReauth............ Disabled
ForceRenewing............. Disabled
guestVlan................. None
adminControlDirection..... Ingress
piggyBack................. -

ARP Forwarding............ Disabled

TCP Forwarding............ -
UDP Forwarding............ -

# show portauth=all port=1 authenticator status

Port 1

802.1x Authentication Information

PAE TYPE€. v v vt v e e Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AddresS. ..« vt ve it e eennnnn. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Authenticated
Port Status..................... Authorized
Backend Authenticator State..... Idle

VLAN TID. ...t ittt it ie it i 1

PAE TYPE€. v vt v iee e Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant (s)

MAC AddresS. .« v vt ve it ieennnnn. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting
Port Status..................... Authorized
Backend Authenticator State..... Idle
VLAN TID. ...ttt ittt ie it e e 1
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SHOW PORTAUTH PORT

WEB BASE Authentication Information

PAE TYPE€. v vt v e e Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant (s)

MAC AddresS. .« vt vu it eeannnn. 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Connecting

Port Status..................... Authorized
Backend Authenticator State..... Idle

VLAN TID. ...ttt ittt ie it e 1

# show portauth all port=2 supplicant config

Port 2

802.1x Authentication Information

PAE TYPE . ¢ vttt et eee e Supplicant
heldPeriod......... ... ... ........ 60
authPeriod........... ... ... ... 30
startPeriod..................... 30
maxStart......... ... o oo 3
USETNAME . « v v vttt et e ettt e eeee e test
PASSWOTrA. v v v ittt i e e e e test

# show portauth all port=2 supplicant status

Port 2

802.1x Authentication Information

PAE TYPE . ¢ vttt e et e ee e Supplicant

Supplicant PAE State............ Connecting

Port oooon

PAE Type O0000000000008021X000 000 Authenticatort Supplicant U
[0 802.1x Au- gooo

thentication
InformationO
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SHOW PORTAUTH PORT

PAE Typél MAC
BASED Au-
thentication
InformationO

O00000000000OMACODOO00O0DOOOOOI Authenticatord Sup-
plicant0 0000

PAE Typed WEB
BASED Au-
thentication
InformationO

000D000000000WebOO OO OO OO I Authenticatord Supplicant
goood

Supplicant 0 Authenticator O O O O Authenticator 0 0 00 O 0O O O Single O Multiple
Mode

Supplicant 0 Authenticator 0 0 O O SUPPLICANT O OO OO0

Limit

AuthControl- 0 Authenticator 00 000 000 0O OO Authenticator 0 0O 0O 0O 0O O O Auto
PortControl ForceUnauth O ForceAuth

quietPeriod 0O Authenticator D0 00000000 Supplicant 0 0000000000000
txPeriod O Authenticator 0 0 O O Supplicant0 EAPOLO 00000000 OOOOOO

suppTimeout

0 Authenticator O O O O Supplicant 0 EAP-Request O 0 0O O 0O O O Supplicant
goooooooooooo

serverTimeout

0 Authenticator 0 O O ORADIUS O 0O 0O OO Access-Request 0 0 000 00
RADIUSOODOOODOOODDOOODOOOOOO

maxReq

0 Authenticator 0 O 0O OSupplicant 0 0 0 0 EAPOL-Request 00 000000
ggo

reAuthPeriod

0 Authenticator 0 0 O O Supplicant 00000000000

reAuthEnabled

0 Authenticator 0 0 O O Supplicant D 0000000000000 OENnabled O
0 O Disabled

reAuthMax

0 Authenticator 0 0 OO Supplicant 00000000

vlanAssignment

OAuthenticator C OO0 0000 OD0OO0 VLANOOOOOUODOEnabled O OO
Disabled

vlan- O Authenticator 0000000000 VLANOOUOOOPORT O 0OO0OUSER

Assignment-

Type

secureVlan 0 Authenticator O O O O Multi-Supplicant 0 0 0 O MODE=MULTIO OO0 002
00000 Supplicant000000OND 00O Supplicant0 00 VLANO OO
D0000O0oOooo offilu VLANDODODODODODODOO

lockCount 0 Authenticator 000 0OWeb OO OUOOOOHeldOOODODOOOOO OOOO
gooogd

portMove- 0 Authenticator 0 00000000 Supplicant 00000000000 O0O0OOO

Reauth 0000000000 Enabled 00O Disabled
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SHOW PORTAUTH PORT

ForceRenewing

goooo

guestvlan

O Authenticator OO 00000 VLANODOOOO VLAN OO VLAN ID

adminControl-

OAuthenticator 00 0000 0000000000000 00O0O0O0OO0O0O0O

Direction O0000000000000000Ingress O Both

piggyBack 0 Authenticator 0 0 0O ORPiggy back D000 00 /000 Enabled 0 O O Disabled
ARP Forward- O Authenticator 0 D0 0DOD0OOD0ODO0ODODARPOOOOOOOOOOOD OOOO
ing 00000 00Enabled 00O Disabled

TCP Forward- O Authenticator 00 0000000000000 TCPODOOODOODOO

ing

UDP Forward-
ing

OAuthenticator 00 0000000000000 UDPOOOOOODODO

0 32: AUTHENTICATORO CONFIGO OO OOOO

Port ooooo

PAE Type 000000000000 Authenticatort Supplicant O O
ggd

Supplicant Mode Authenticator 0 0 000 00O O Single O Multiple

Number of Supplicant ooooooo

Attached Supplicant(s) 00000000000 0000000O000o0

MAC Address

MACODOOODOODDO

Authenticator/Supplicant PAE State 000000 00000000000 0O0O8021X 00O

gooobdobooooboobobooooobobond
AUTHENTICATOR O O 00O 00O O InitializeO O 0O O [
Connectingd O O O (I Authenticatingd O U O (W Authenti-
catedd 0 0 0O M Abortingd 00000 MmMHeldd D OO M
Force AuthD 00 00000 00 0O MForce_Unauth O O

0000000000000 O0SUPPLICANTODOOOODOOO
Acquiredd U 0 O [ Connectingd O O O [J Authenticating
0 000 MAuthenticated] 0 0 0 O [(DHeldd O O O (HLogoff
gooooooooon

Port Status

0000000 unauthorisedd O 0O OO0 authorisedd O O
gooog

Backend Authenticator State O0O0O0O0OOO0OIDLEDOOOOMmMINITIALISED OO O M

goooon

RESPONSED Supplicant 0 0 00 0O 0 D REQUESTO O O
O00000D000MmSUCCESSO 0000 MMFAILD OO
Oo0mTIMEOUTODOOODOOODOODOOO
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SHOW PORTAUTH PORT

VLAN ID 0ooooooooooodno VLANDO VID
0 33: AUTHENTICATORO STATUS OO OOGQO OGO
Port ooooo
PAE Type 000000000000802.1X 000000 Authenticatord Supplicant
goooo
heldPeriod O Supplicant 000000000 OAuthenticator 00 000000000000
authPeriod O Supplicant D00 OEAPOL-Start 0000000000 00O Supplicant 00O

ODOOEAPOL-Start 00000 MAXSTARTOOOOODODOODODODOODOOOOO
gobogbooooobooooo

startPeriod

OSupplicant 0000000000 Supplicant0 0000000000000

maxStart O Supplicant O O O O Authenticator 0 EAPOL-Start 00 000000000
googd
username oooono
password oo0ooo
0 34: SUPPLICANTOCONFIGOD OO OOOO
Port ooooo
PAE Type 000000000000802.1X000 000 AuthenticatorOSupplicant

gooboo

Supplicant PAE State 000000 0000000000 0008021XODDDO0DO0OOOOO

0000000000000 0D0O00MmMAUTHENTICATOROOOOOO
0 O InitializeD O O O [ Connectingd O O O [ AuthenticatingD 0O 0 O [T
AuthenticatedD U 0 0 O (I Abortingd U0 0 0 0 MHeldd O O O (W Force-
AuthlD OO0 0D0000000MmMForce.UnauthiD OO O OO0 O0O0O00O00O
O0OO0SUPPLICANTOOODOOO DO Acquiredd O O O I Connecting
0 00 O M AuthenticatingD O O O [0 AuthenticatedD 0 0O 0 O (M HeldO O
OO0 Logoff0000O0DDOOOOO

Port Status

000000 0unauthorisedD OO OO0 authorisedO O OO OO

g

0 35: SUPPLICANTOSTATUS OO OOOOO

000 10 802.1X 000 AuthenticatorDO O OO O0O0O

SHOW PORTAUTH=8021x PORT=1 AUTHENTICATOR

goooog
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DISABLE PORTAUTHO 610000

ENABLE PORTAUTHO 690000

SET PORTAUTH AUTHMETHODO 86 0 DO O
SET PORTAUTH PORTO 870000

SHOW PORTAUTHO 1230000
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SHOW RRPSNOOPING

SHOW RRPSNOOPING

000000000000 /RRP Snooping

SHOW RRPSNOOPING

g

RRP Snooping0 00000000

gooooogono

# show rrpsnooping

RRP Snooping Status:

Status ... Disabled
Status RRP Snooping U 0O O O Enabled O Disabled
0 36:
0

m RRP Snooping0 0000000

SHOW RRPSNOOPING

goooog

DISABLE RRPSNOOPINGO 620 00O
ENABLE RRPSNOOPINGO 700 00 O
SHOW RRPSNOOPINGO 1380 00 O
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SHOW SWITCH

SHOW SWITCH

O000oooooooOo /000000

SHOW SWITCH

g

gobooboogobooobooboobbon

gooooogono

# show switch

Switch Information:

Application Software Version

Application Software Build Date

Bootloader Version ...................
Bootloader Build Date
MAC Address

VLAN Mode

Ingress Filtering

Active Spanning Tree version

Mirroring State

Enhanced Stacking mode

Console Disconnect Timer Interval

Web Server Status ....................

Telnet Server status
Telnet insert NULL

MAC address aging time ...............

Console Startup Mode
Multicast Mode

ATS63 v2.4.10

Jan 25 2008 10:45:48
ATS63 LOADER v2.0.1
Jan 19 2007 13:42:08
00:09:41:FC:59:47
User Configured

OFF

RSTP

Disabled

Slave

10 minute(s)

Disabled
Enabled

300 second(s)
CLI
Do Not Forward

Application Software Version

goboooboobooobobooboo

Application Software Build Date

goooooooooo

Bootloader Version

goboooboobooobobooboo

Bootloader Build Date

goooooooooo

MAC Address

MACOOOO

VLAN Mode

VLAN 0O 0O 0O 0O User Configured O O

Ingress Filtering

0000000000000 00o0DU0U0UuONO OFF

Active Spanning Tree version

goboobooobooobooobo

Mirroring State

goooon

000000000000 00O0Enabled O Disabled
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SHOW SWITCH

Enhanced Stacking mode

0000000000000 000000OngMasterOSlave
00 O Unavailable

Console Disconnect Timer Interval

gobooooooooooo

Web Server Status

HTTPOO OO UOOU OEnabled O Disabled

Telnet Server Status

TelnetO O OO0 OO OEnabled O Disabled

Telnet insert NULL

CROUODDODODODODOODODODOOOODOONO OFF

MAC address aging time

gobooobooooboooboobbobboo

Console Startup Mode

CLIOO

Multicast Mode

goooobobobbobobobobbobobobooao
0 O Do Not ForwardO Forward Across VLANsO Forward
within VLAN (untagged ports)0 0O O O O Forward within
VLAN (all ports)

g

0 37:

sj000obooobboobboooboonoobo

SHOW SWITCH

goooog

RESET SWITCHO 76 0 O OO
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SHOW SWITCH COUNTER

SHOW SWITCH COUNTER

O000oooooooOo /000000

SHOW SWITCH COUNTER

g

gobooboobooobooobooboobbo

gooooogono

# show switch counter

Switch Statistics:

Port: All

Bytes Rx ......... 2120 Bytes Tx ......... 2488

Frames Rx ........ 12 Frames Tx ........ 38

Bcast Frames Rx .. 8 Bcast Frames Tx .. 2

Mcast Frames Rx .. O Mcast Frames Tx .. 31

Frames 64 ........ 35 Frames 65-127 8

Frames 128-255 7 Frames 256-511 0

Frames 512-1023 0 Frames 1024-1518 0

CRC Error ........ 0 Jabber ........... 0

No. of Rx Errors 0 No. of Tx Errors 0

UnderSize Frames 0 OverSize Frames 0

Fragments ........ 0 Collision ........ 0

Frames 1519-1522 0 Dropped Frames ... 1

gooooooa

Bytes Rx gooooa

Frames Rx goooooo

Bcast Frames Rx goooooooooooooo

Mcast Frames Rx goooooouobooooboooooa

CRC Error CRCOOOODOOOOOOODOO

Jabbers Jo0oO0oO0oo0oDO0oooooiklsooooooooooooooooooo
0O FCSO0O0000000000onDo0booooboonooon

goooooo
O00000ooooooo0oooUoooDooUoOoeAIDOODO
goooooogoo

No. of Rx Errors

UnderSize Frames
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SHOW SWITCH COUNTER

OverSize Frames

0000000000 oooO000o0o0o00ooooOoooo 15180000
gboooobooboo

Fragments

o0o0ooO0oooOooDoODooODODOODO RCSOODODODODOOODOOO 640
goooobooobooooboobboboboobbobbon

gooobboo

Bytes Tx

goooon

Frames Tx

goooooo

Bcast Frames Tx

goooopoooboobbo

Mcast Frames Tx

gooooopooooooboobbo

No. of Tx Errors

goooooo

Collision

goooopoooobo

Dropped Frames

goooobooooboobbobboo

RMONCOOOOODO

Frames 64 Bytes

640000000000O0DOO

Frames 65-127 Bytes

650 1270000000000 DO0O

Frames 128-255 Bytes

12802550 000000000000

Frames 256-511 Bytes

2560511 0000000000000

Frames 512-1023 Bytes

51201023 0000000000000

Frames 1024-1518

102401518 00000000 OOOOO

Bytes
Frames 1519-1522 151901522 0000000000000 O0O00OODOO
Bytes
0 38:
g

sj000o0boboboobooboobooobooobo

SHOW SWITCH COUNTER

goooog

RESET SWITCHO 76 0 O OO
SHOW SWITCHO 1390000
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SHOW SWITCH MIRROR

SHOW SWITCH MIRROR

o0o0oooooooooo /000

SHOW SWITCH MIRROR

g

goboooboooobooobooboon

gooooogono

# show switch mirror

Port Mirroring:

Mirroring State........... ... ... . ... Enabled
Mirror-To (Destination) Port......... 10
Ingress (Rx) Mirror (Source) Ports..... 1-5
Egress (Tx) Mirror (Source) Ports...... 1-5
Mirroring State 000000000000 00000OENnabled O Disabled
Mirror-To (Destination) Port oooooo
Ingress(Rx) Mirror(Source) Ports ooooooooooooooooooooo
Egress(Tx) Mirror(Source) Ports ooooooooooooooooooooo
0 39:
googgo

SET SWITCH MIRRORO 94 00 O O

SET SWITCH PORT MIRRORO 990 0 OO
SHOW SWITCHO 1390000

SHOW SWITCH PORTO 1440 00 O
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SHOW SWITCH PORT

SHOW SWITCH PORT

o0o0oooooooooo /000

SHOW SWITCH PORT [={port-1ist|ALL}]

port-list: 0000000000100 0000000000O00OOOOOOO)

g

goboooboooobbooboo
goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

gooooogono

# show switch port=1

Port #1 Information:

Port Description (ifName) ............ Port_ 01

POTE TYPE ettt et ettt et e et et e 10/100/1000Base-T
Status ... e Enabled

Link State ...... ... . ... i Down

Configured Speed/Duplex .............. Auto

Configured MDI CroSSOVETY .. ........... N/A

Actual Speed/DupleX ........uouuuunenn.. -
Actual MDI CroSSOVETY .. vvvvewwnnenennn. -

Flow Control Status .................. Disabled

Flow Control Threshold ............... 7935 cells
Backpressure Status .................. Disabled
Backpressure Threshold ............... 7935 cells

Broadcast Ingress Filtering .......... Disabled

Broadcast Egress Filtering ........... Disabled

Unknown Multicast Ingress Filtering .. Disabled

Unknown Multicast Egress Filtering ... Disabled

Unknown Unicast Ingress Filtering .... Disabled

Unknown Unicast Egress Filtering ..... Disabled

Broadcast Rate Limiting Status ....... Disabled

Broadcast Rate ............... .. ... ... 262143 packet/second
Multicast Rate Limiting Status ....... Disabled

Multicast Rate ...... ..., 262143 packet/second
Unknown Unicast Rate Limiting Status . Disabled

Unknown Unicast Rate ................. 262143 packet/second
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PVID . e e 1
Port Priority (0-7) O=Low 7=High...... 0
Override Priority .......... ... ... ..., No
Mirroring State............ ... ... .... Disabled

SHOW SWITCH PORT

Port Description

gooooobooon

Port Type oooooo

Status 00000000 00Enabled 0 DisabledD OO OO0
00000 Disabled 0 000 00O O”Disabled by Detec-
tion Functions”0 00 O

Link state Oo00o0o00ooooooO0OUpO Downo O oooO

0000000000000 000” Down by Storm
Detection”0

Configured Speed/Duplex

000000000 0OAutod 10Mbpsd 100Mbps/Half
DuplexO Full DuplexD OO OGO O

Configured MDI Crossover

MDI/MDI-X OO OOON/AOMDIOMDI-XOOOO
ooo

Actual speed/duplex

gooooooo

Actual MDI Crossover

000 MDI/MDI-X

Flow Control Status

O000000000802.1x0 PAUSED O OO

Flow Control Threshold

O0000000008021x0 PAUSED DD D DODOOO
goooon

Backpressure Status

gobooboooobooobooboo

Backpressure Threshold

gooobobboooouobobbbobooooo
gooo

Broadcast Ingress Filtering

gooooooooooboooooooboboooooo
ODO0O0OO0OEnabled O DisabledD D OO OOOOOO0O
Disabled 0 0 O O 0O 0O O ”Disabled by Detection Func-
tions”O 00O

Broadcast Egress Filtering

oo bobobobobgbogoobo
00 O Enabled O DisabledOEnabled D00 OO0O0O0OO0
O00000000000000O0Disabled 000
OU000000000000000 EnabledOO OO0
0 O ”Enabled by Loop/Storm Detection”0 0 0O

Unknown Multicast Ingress Filtering

goooooooooobooooboooobooooooo
000000Enabled O Disabled

Unknown Multicast Egress Filtering

goooon

goooooobooobobooooogbooobuooo
000000 0Enabled O Disabledd Enabled 000 0O 0
0000000000000 00000O0O0D0ODisabled
gobooooooo
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SHOW SWITCH PORT

Unknown Unicast Ingress Filtering

goooooooooobooooboooobooooooo
00 000 Enabled O Disabled

Unknown Unicast Egress Filtering

gogoooobobobboobouooobobbbooooog
00000 Enabled O Disabledd Enabled D DO 000
O000000000000000000OUDIsablest O
gooooooo

Broadcast Rate Limiting Status

goooooooooobooooboooobooooooo
0 0O O Enabled O Disabled

Broadcast Rate

o0ooooooooooo lopooooooooon

Multicast Rate Limiting Status

goooooooooobooooboooobooooooo
0 0O Enabled O Disabled

Multicast Rate

o0o0ooooooo0ooDloooooooooon

Unknown Unicast Rate Limiting Status

goooooooooobooooboooobooooooo
00 000 Enabled O Disabled

Unknown Unicast Rate

oo0ooooooooooooolooogoooogg

PVID

00o0oooooooooogd VLANDOOVIDO

Port Priority (0-7) O=Low 7=High

QoSO OoooO

Override Priority

goooobobooboobobbooboboooboo
0000000 YESOOODODOODDODOODODOOOooOOOoOO
OO00DO0ONOODODODOUODDUOODDODDOODOODOO
RN

Mirroring State

gobooopoooboobbo

0
" 000100000000

SHOW SWITCH PORT=1

goooog

SET SWITCH PORTO 9 0 O OO
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SHOW SWITCH PORT COUNTER

SHOW SWITCH PORT COUNTER

o0o0oooooooooo /000

SHOW SWITCH PORT[=port—list|ALL] COUNTER

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

gobooooboooobooboooboobo

goooog

PORT 0000000000000 0OO00OOOOOOOOOOODOOOOOOOOON

gooooogono

# show switch port=1 counter

Port Statistics:

Port: 1

Bytes Rx ......... 0 Bytes Tx ......... 1472
Frames Rx ........ 0 Frames Tx ........ 23
Bcast Frames Rx .. O Bcast Frames Tx .. O
Mcast Frames Rx .. O Mcast Frames Tx .. 23
Frames 64 ........ 23 Frames 65-127 0
Frames 128-255 0 Frames 256-511 0
Frames 512-1023 0 Frames 1024-1518 0
CRC Error ........ 0 Jabber ........... 0
No. of Rx Errors 0 No. of Tx Errors 0
UnderSize Frames 0 OverSize Frames 0
Fragments ........ 0 Collision ........ 0
Frames 1519-1522 0 Dropped Frames ... 0
gooooooa

Bytes Rx gooooa

Frames Rx goooooo

Bcast Frames Rx

goooopoooboobbo

Mcast Frames Rx

goooon

gooooopooooooboobbo
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SHOW SWITCH PORT COUNTER

CRC Error CRCOODOODODODOOODOO
Jabbers 00000o0o0o0ooopoiblsoooooooooooooooooo
OFCSOU00000DN0ONDONDNOoonoooooooooooon

goooooo
O00000ooooooo0oooUoooDooUoOoeAIDOODO
goooooogoo

0000000000 oooO000o0o0o00ooooOoooo 15180000
gboooobooboo

Fragments o0o0ooO0oooOooDoODooODODOODO RCSOODODODODOOODOOO 640
goooobooobooooboobboboboobbobbon

No. of Rx Errors

UnderSize Frames

OverSize Frames

gooooooo

Bytes Tx oooooo

Frames Tx ooooooo
ggoodoooooboooon
oo oooooon
No. of Tx Errors ooooooo

Collision gooooooooon
godoooooooboboobobobob

Bcast Frames Tx

Mcast Frames Tx

Dropped Frames
RMONOOOOOO

Frames 64 Bytes

640000000000O0DOO

Frames 65-127 Bytes

650 1270000000000 DO0O

Frames 128-255 Bytes

12802550 000000000000

Frames 256-511 Bytes

2560511 0000000000000

Frames 512-1023 Bytes

51201023 0000000000000

Frames 1024-1518

102401518 0000000000000

Bytes
Frames 1519-1522
Bytes

151901522 00 0000000000000 oDooUoo

0 41:

g
s J0010000000000000

SHOW SWITCH PORT=1 COUNTER

goooog

SET SWITCH PORTO 9 0 O OO
SHOW SWITCH COUNTERO 141000 O

148 | CentreCOM 9424T/SP-E0 9424Ts/XP-E0 0D DDDOODDO 2.4 gooboogo
613-000699 Rev.C



SHOW SWITCH PORTO 1440000
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SHOW SWITCH PORT INTRUSION

SHOW SWITCH PORT INTRUSION

o0o0oooooooooo /000

SHOW SWITCH PORT={port-list|ALL} INTRUSION

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

0000000000000 b0000O0O0SECURITYMODED LIMITEDOOOODOOOO MACDOO
00000000000 oo0ooooon SECURITYMODED SECUREDD O DM ODOOOOO MACO
gobooboobbooobooobooboobbo

goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

gooooogono

# show switch port intrusion
Port Intrusion Status
1 Intrusion Detected
2 No Intrusion
3 No Intrusion
4 No Intrusion
5 No Intrusion
6 No Intrusion
7 No Intrusion
8 No Intrusion
9 No Intrusion
10 No Intrusion
11 No Intrusion
12 No Intrusion
13 No Intrusion
14 No Intrusion
15 No Intrusion
16 No Intrusion
17 No Intrusion
18 No Intrusion
19 No Intrusion
20 No Intrusion
21 No Intrusion
22 No Intrusion
23 No Intrusion
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SHOW SWITCH PORT INTRUSION

24 No Intrusion

Port ooooo

Intrusion Status 00000000000 DO0OO0O0O0oIntrusion Detectedd 0D OO O OO No
Intrusion0 0O 00O

goooogd

goooog

SET SWITCH PORT SECURITYMODED 1000 0 O O
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SHOW SWITCH PORT SECURITYMODE

SHOW SWITCH PORT SECURITYMODE

o0o0oooooooooo /000

SHOW SWITCH PORT={port-list|ALL} SECURITYMODE

port-list: 0000000000100 000000000O0O00OO0OOO0OO)

g

gobooboooooobboooboobbo
goooog

PORT 000000000000 ODOOODOOOOOOOOOOOO

gooooogono

# show switch port securitymode

Port Security Mode Intrusion Action Participating MAC Limit
1 Limited Discard No 0/20
2 Automatic -—— - R
3 Automatic -_—— - S
4 Automatic -—— - R
5 Automatic -—— R o
6 Automatic -—— R o
7 Automatic -—— - R
8 Automatic -—— R o
9 Automatic -—— R o
10 Automatic -—— N o
11 Automatic -—— N o
12 Automatic -—— N o
13 Automatic -—— N o
14 Automatic -—— N o
15 Automatic -—— N o
16 Automatic -—— N o
17 Automatic -—— N o
18 Automatic -—— N o
19 Automatic -—— N o
20 Automatic -—— N o
21 Automatic -—— N o
22 Automatic -—— N o
23 Automatic -—— N o
24 Automatic -—— N o
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SHOW SWITCH PORT SECURITYMODE

Port

gooboo

Security Mode

0000000000000 0Automaticd Secured O OO Limited

Intrusion Action

00000000 ooOo LUMITEDODOOODOOOOOODOOO MACO
0000000000000 00D000000O0O0D0O000O00aooDis-
card/Trap/Disable

Participating

O0D0000OoOoODoOO LIMITED OO 0OOOINTRUSIONACTION O TRAP
OO0 DISABLEOOOOODOODODOODOUOOO0DO0DO0ODOoOoOoOoOOoooo
000On0O Off

MAC Limit 00000000000 LuUMITEDOOODODODOODOODDOOOOOO
MACOOOOOOOODODODOOO MACOOODOODODOODODODODOOOOOO
ooodad

0 43:
ooOoooon

ooooon

SET SWITCH PORT SECURITYMODED 1000 0 O O

goooon
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SHOW SWITCH PORT STORMDETECTION

SHOW SWITCH PORT STORMDETECTION

o0o0oooooooooo /000

SHOW SWITCH PORT={port-list|ALL} STORMDETECTION [{CONFIG|STATUS]
COUNTER}]

port-list: 0000000000100 0000000000O00OOOOOOO)

0

gobooobogoboobobooboobbobboon
goooog

PORT 00000000 ALLODODODOOODODOD ALLOODDOODOODOOOOOOODOODOODOO
oo

CONFIG ODO0O0OOoOoOoooooooooooo

STATUS OO0O00O0OO0OOO0DODOOOOOOOO

COUNTER OOO0OO0OODOOOODOOOOODOOOOOODOC

gooooggon

# show switch po=1,2 stormdetection config
Switch Storm Detection Configuration
Port ... ... 1

Status ... e Enabled
High Rate Action ............ LinkDown
Low Rate Action ............. None

High Rate Threshold ......... 819200 Kbps
Low Rate Threshold .......... 512000 Kbps
Blocking Timeout ............ 300 sec
Port ... ... 2

Status ... e Enabled
High Rate Action ............ LinkDown
Low Rate Action ............. None

High Rate Threshold ......... 819200 Kbps
Low Rate Threshold .......... 512000 Kbps
Blocking Timeout ............ 300 sec

# show switch po=1,2 stormdetection status
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SHOW SWITCH PORT STORMDETECTION

Switch Storm Detection Status

Port Threshold
1 High

Low
2 High

Low

# show switch po=1

Storm Expiry Port Status Bcast Status
Normal -- Enabled Forward
Normal --

Normal -- Enabled Forward
Normal --

,2 stormdetection counter

Switch Storm Detection Counter

Port Detected(High) Action(High) Detected(Low) Action(Low) Rx Rate (Kbps)

Port

gobogo

Status

0000 00Enabled 000 DisabledD

High Rate Action

000000000o0ooooooooooooooooooooNone 00O
0000 MBcastDiscard(C 000000000000 DOOOO)OLinkdown
oo oooobobomd

Low Rate Action

000000000o0ooooooooooooooooooooNone 00O
0000 MBcastDiscard(C 000000000000 ODOOO)OLinkdown
oo oooobobomd

High Rate Threshold

O0000000000000000000 Kbps (Kilo bit per second)O

Low Rate Threshold

O0000000000000000000 Kbps (Kilo bit per second)O

Blocking Timeout

gogboooboobobooobobooobooobobooboobbo
gooboogoon

0 44: CONFIGO OO

Port gooogo

threshold High(COOOO)JOLow(D OO OO)O

Storm O000000000000Normal(0000000000 00O MmMDetected(O
O0000000000)0OBlockingOOOODODODODDODODODODODODOOODOOO)O

Expiry oo oooooooboooboboboboboooooog

Port Status

goooon

0000000000000 Disable 00 00O ”Disabled(Act)” OO0 ”Dis-
abled(Usern)” 00D 0000000000000 000000O Disable 00O
000 Disabled(Act)yDU OO D ODO0OO0O0O0O00OOO0O0OOOO Disable 0000
O Disabled(User) 0D OOO0QOO
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SHOW SWITCH PORT STORMDETECTION

Bcast Status gobbooobooobboooboobbooonbboobboobboooo
000000000 D0”Discard(Act)” OO0 Discard(User)” D00 00000
000000000000000000000000000000 Discard(Act)O
goooooobobododogogobobbobbbobooogogo
O Discard(User) 0O OO

0 45: STATUSO OO

Port gooooo

Detected(High) goo00oooooo
Action(High) High Rate Action 0000 O
Detected(Low) Oo0oooooon
Action(Low) Low Rate Action 00 000
Rx Rate(bps) 00000000 000D0Oo0

0 46: COUNTERO OO

goooog

DISABLE SWITCH PORT STORMDETECTIONO 650000
ENABLE SWITCH PORT STORMDETECTIONO 730000

RESET SWITCH PORT STORMDETECTION COUNTERO 78 0 0 O O
SET SWITCH PORT STORMDETECTIOND 1020 0 O O
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SHOW SWITCH TRUNK

SHOW SWITCH TRUNK

o0o0oooooooooo /000

SHOW SWITCH TRUNK [=trunk]

trunk: DO00O0O0O0O0OO0O010160000000000000O00O0O0OOOOODOOO

g

gobooobooooboooboooboo
goooog

TRUNK 0OO0000OO0OO00ODOO0O00O0O0O0OODOO0OOO00ODO0OODOOOoooOGd

gooooogono

# show switch trunk
Switch trunk group(s)

Trunk group ID ............. .. 1
Trunk Status  ........ ... . ..., DOWN
Trunk group name ................. trunkl
Trunk method ..................... SRC/DST IP
Ports ... . e 2-5
Trunk group ID ooooooooo ID
Trunk group name ooooooooo
Trunk method odooooooog
Ports goood
0 47:
o

] J0000o0ooooboooDoo

SHOW SWITCH TRUNK
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SHOW SWITCH TRUNK

goooog

ADD SWITCH TRUNKO 54 00 00O
CREATE SWITCH TRUNKDO 55 0000
DELETE SWITCH TRUNKOS570 0 00O
DESTROY SWITCH TRUNKO 58 0 0O 0O 0O
SET SWITCH TRUNKD 104 0 O OO
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SHOW WEBAUTHSERVER

SHOW WEBAUTHSERVER

O000oooooooo /00000

SHOW WEBAUTHSERVER

g

WebOOOODOOOOODOOOODOO

gooooogono

# show webauthserver
Web Authentication Server Information:

Status ... e e Enabled

IP AdAress ......iii it 0.0.0.0

POXE ot 80(80), 443 (443)
Listen POTt ...ttt Open

SSL Security ......iii i Disabled

SSL Key ID ittt ittt et it iee e none

Redirect URL ......iiuiiiiinnenann.

Header ......... .. ...

Sub Header TOD « .o v v i it ii i eeeenn
Sub Header Bottom...................

FOOLET ottt it e i e e e e e
Ping Poll ... ... e Disabled
Normal Interval .................... 30
Timeout . ........ .. 1
Fail Count ............ciiiiunenn.. 5
Reauth Refresh ........ ... ... ... .... Disabled
Temporary IP ... ... ... Disabled
Temporary IP Renewal Time .......... 5
Temporary IP Rebinding Time ........ 8
Temporary IP Server Lease Time ..... 20
Status Web OO OOOOOOOOENabled OO O Disabled
IP Address WebOOOOOOoOO IPOOODO
Port WebOODOODOOO TCPOOODOOWebOOODOODODO
HTTPSO TCPODOODOO
Listen Port ooooooo
SSL Security WebDOOOOOOO HTTPSOOODOOO OEnabled 00O
Disabled
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SHOW WEBAUTHSERVER

SSL Key ID WebOOOOOOO HTTPOOOOOO SSLOODOOO

Redirect URL WebOOOODOOO O00DO0OO0O0OO0D0O0000O URL

Header WebOOOOOOOODODOOODDOOOODODOO

Sub Header Top WebOOOOOOODODOOODODODOODODDOOOOO

Sub Header Bottom WebOOOOOOODODOOODODODOODODDOOOOO

Footer WebOOOOOOODODOOODDODOOOODODOO

Ping Poll PingDOOOUOOO0OODOOOODOOENabledd OO Disabled

Normal Interval gododoooooboooobbboobooboooo

Timeout PingOOOUOOOOOUDOODOOO

Fail Count 0000000000000 000000 PingOOO0OOOO

Reauth Refresh 000000 PIngODODODOOO0OO0OODDODO0OOOO (REAUTH-
PERIOD) DO D000 00O 00O ENabled 00O 0O Disabled

Temporary IP WebOODDODDODOODDDODODODODODODODODODOOOOOOGOO
Supplicant0 IPOOO0O0OO0O0O0O0O0O0O0OOOENabled0 OO
Disabled

Temporary IP Renewal Time iPOOOODOOOOO

Temporary IP Rebinding Time iPOOOOODDOOOODODDO

Temporary IP Server Lease Time IPO0O00O0O0O0OO0O

0 48:

goooog

DISABLE WEBAUTHSERVERO 66 0 0 0O O
ENABLE WEBAUTHSERVERO 7400 0 O
SET WEBAUTHSERVERDO 10500 0 O
SHOW PORTAUTHO 12300 00O

SHOW PORTAUTH PORTO 1310000
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