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0000015600000 SELECTO000O000000000000000000000000uplinkO
OooooooooooooMACOOOOOODOOOOOOOOOOOOOOOOOO MACOOOOO

OO0 MACOOUOOOUOOOMACBOTHOOOOODOOOOOOOOOOOOOOOOOOOoOooooOo
oooood

SET SWITCH TRUNK=uplink SELECT=MACSRC .

& SELECTOOU0O0O0O00 MACOODOOUOOODOODOMACSRCOMACDESTOMACBOTHO OO OOOOO
goooooooooooooooooOooooooooogonoo

& O00000O00000000O0O00000O0O0O00000O00O0O00O0O000O0O0O0OO0O0O0O0O00O0O0
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ADD SWITCH FILTER DESTADDRESS=00-00-f4-ab-cd-ef PORT=10 VLAN=1 J

m J00000000000000 DELETESWITCHFILTEROOOOMMOODOOOOOO0OO0OO0O00O0O
o0070000000000

DELETE SWITCH FILTER DESTADDRESS=00-00-f4-ab-cd-ef VLAN=1 .

m J00000000000000000000SET SWITCH PORT SECURITYMODE 00000152
00000 SECURITYOO OO AUTOMATICOOOOOOO

oooood CentreCOM 9424T DO DOODOODOODOO 2.11 11
613-001210 Rev.F



ooooooo

LIMITEDOOOOOOOOOOOOOO MACOOOOOOOOOOOOOOOOoooooooooo
0000000000000 0000SECUREDOOOOOOOODOOODOOOOOOOOOOOOoOoo
cooooooooooooogo

SET SWITCH PORT=11 SECURITYMODE=AUTOMATIC .

m 000000000000 0000000O0O0000000000000000 ENABLE SWITCH
PORTOOOOON3O00O0O0OOO0OOOOOOOOOO

# enable switch port=11
#

Port 11: Link UP (100Mbps Full-Duplex, 10/100/1000Base-T)

s (0000000000000 0000000000000000000000000 CREATE CONFIG
O000MoO0o0o0ooo0910o00onn SAVECONFIGURATIONDOOOOmM OOOOOOO 184
000000000000 O00O0SECUREDOOOOOOOOOOODOOOOOOOOOOOoOoOoooo
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SET SWITCH PORT=1-8 BCASTRATELIMITING=NO .

m J00000000000000000000 SHOW SWITCHPORTOOOOO1910000OO
0 0 000 M Broadcast Rate Limiting Status(TTJ Broadcast Rate[TT] Multicast Rate Limiting Status[DJ

0 Multicast Rate[TH Unknown Unicast Rate Limiting Status(T) Unknown Unicast RateO 0 O 00 O
oo

12 | CentreCOM 9424T 00O OOOOOOO 2.11 oooood
613-001210 Rev.F



ooooooo

Dobooad

ooooooooooooooooo2000000000000
cooooooobooooooooooooooboooooooooboooobooboooooooboooon
000000000 o0oo0o0omu0oooo/o00oooooooo/oSNMPOOOOOOOOO

e LDFOO
e OJOOODOOO

LDF 00 00 LDFO Loop Detection FrameO 0 000000000000 O00000O0O0O0O00O00O0OO
coooooooobooooooooboooobooooogog

LDFOOO0O0O0O00 MACOOOOOO00-00-F4-27-71-010 0000000000000
LDFOO0000000000000000000000 LDFOOOOOOO

O0o00o000o0o0o0 LDFOO0OO0OoOoOOoOLDFOOOO MACOOOOOOOOOO MACO
000o0ooooo0 LDFOOOO0OO0OO0O00oo0O000o0ooo0 LDbFOOoOooooooooooooo
oooooooooooo

000000000000 LDFOO0OO0O0O0O0O00000LDFOOO0OODOOO0O0O0O0oo0ooDO LDFO
oooo

& 000 HUBODOOOOOOOOOOOOOLDFOOOOOOOOOOOOOOOOOOOOOOOOOO
goooOoooooOoOooUOlLDFOOOOOOOOOCOOOCOOOCOODOOODOOODOOODODOODOOO

o JUOODOOLOODODODOO
e NUOOOOOOOOOOOOOOOOODOOOODOOO
o [IOOODOO

cooooooobooboooooobooooooooooooooooooobooboooOooooboooon
ooooogoooon

e ENABLESWITCHPORTOOOOO11300000O000OO0OOO

e DISABLESWITCHPORT OO OOD1000ODO0OOO0OOODOOOOO

e IIDOODOODODDOODOODOACTION=LINKDOWNOOOO

e SETSWITCHPORTO OO M 146000 M BCASTFILTERING=OFFO 0 0000 0O M ACTION=LINKDOWN
oooo

o ILDFOOOOOOODOOO
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0000000 ooo0oooooooool10o0oooooooo SETSWITCH PORT LOOPDETECTION
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SET SWITCH PORT=2 LOOPDETECTION INTERVAL=1 ACTION=BCASTDISCARD
BLOCKTIMEOUT=3600
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SHOW SWITCH PORT=2 LOOPDETECTION CONFIG
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SHOW SWITCH PORT=2 LOOPDETECTION STATUS .

m 00020 LDFO0OOO0OOOO0OOO0O0OO0O0O00OO0OO SHOW SWITCH PORT LOOPDETEC-
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SHOW SWITCH PORT=2 LOOPDETECTION COUNTER
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e IIDOODOODODDOODOODOACTION=LINKDOWNOOOO

e SETSWITCHPORTO OO M 146000 M BCASTFILTERING=OFFO 0 0000 O M ACTION=LINKDOWN
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e JODOOOODDODOODDOO
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m J00200000000000 1048576Kbps0 000000 BCASTDISCARDODOOOOOOODO
0000000000 o00oo00o0 SETSWITCH PORT STORMDETECTION OO OOO1540000
ooooogd

SET SWITCH PORT=2 STORMDETECTION HIGHRATETHRESHOLD=1048576
HIGHRATEACTION=BCASTDISCARD

m 00020000000000000000000000 SHOW SWITCH PORT STORMDETECTION
000002000 0000000000

SHOW SWITCH PORT=2 STORMDETECTION CONFIG

m J00200000000000000000000 SHOW SWITCH PORT STORMDETECTION O
00002000 0000000000

SHOW SWITCH PORT=2 STORMDETECTION STATUS

m J00200000000000000000000000000 SHOW SWITCH PORT STORMDE-
TECTIONOOOOO2060 0000000000

SHOW SWITCH PORT=2 STORMDETECTION COUNTER

000000/0000000/0000000000000D0O00O0000

00000000 /oo0o0ooo/o00o0o0o0oooo0o0oooooo0oooooooooo
0o00o0ooooo/ooooooo/o0o0o0o0oooooooooooooooooooooo
oooooooooooooooooboooooooooad
cooooooobooooooooboooooooboooooooooooobooboooOooooboooon
poboooooooooooooboobooooboooooooooooon
O000O00O00O000OO0SETSWITCHPORTOOOOO460 0000000000 OO0DO0O0O0OO 1-8
ooooooooooooooooooooooooooOooooboooon

SET SWITCH PORT=1-8 BCASTFILTERING=YES

s JO000000000000o0oO0b0c00obo0oo0ooga

SET SWITCH PORT=1-8 BCASTFILTERING=NO

m 00000000 /0000000/0000000000000000000000000O000 SHOW
SWITCHPORTO OO DOO191 00000000000 D Broadcast Ingress Filtering[1 Broadcast Egress
Filtering[T1 Unknown Multicast Ingress Filtering[(T1 Unknown Multicast Egress Filtering(T] Unknown
Unicast Ingress Filtering[TT] Unknown Unicast Egress FilteringD 00000000

& 0000000000000 0 BCASTEGRESSFILTERING O UNKMCASTEGRESSFILTERING 0O UNKU-
CASTEGRESSFILTERING O OO OO0O0O0O0o0ooooooag
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EPSR Snooping

EPSR Snooping

EPSR Snooping O EPSRO 00000000000 O00O0D00O00DOO0O000O00OO0DO0OO000O00O
oooooooooooo

EPSRO Ethernet Protected Switched RingD 0000000 Ethernet 0000000000000 0OO 2
oooooooooooooon

EPSR Snooping 0 00 OOOOOEPSROOOOOOO VLANOOOODOOOOOOODOOOOOO
00 Ring UpORing Down 0000000 O0OO0OFDBOODO ARPOOOOOOOODOOO

21— —@aH— b EPSR K X 1 >~

ThH == T
Healthcheck A = &=/ &
BETERIV-TRER

7oA TY—F -5
HealthcheckA > &— 3 &
TFRARIZEE

EPSRODOODOOOODO

A—=H—RE—F A=F=fHE— Pk
TAR—/—FI5EPSR X wi—¥
» Ring up flash fdb

- Ring down flash fdb
E#BELLELS.

FDB #5 ViD=2 Qi s

EPSROOOOOOOOO

i
e e e e e e e e e e e e e e e e

A-H—@&FE—F

Ok O—JLVLAN ® 4547 —F— k

F—4HVLAN @ ThHAFY—F—F

m 000000000 VELANOOOOOOOODOOOO0OOO0OOO0O0O00OO0OENABLE EPSRSNOOPING
o0ooool1090ooo00ooooo

ENABLE EPSRSNOOPING CONTROLVLAN=red

m 0000000000 VLANOOOUOOOOOOOO0OO0O0O0O00O00O0O0oODISABLE EPSRSNOOPING
00000 ooooooooooon

DISABLE EPSRSNOOPING CONTROLVLAN=red

m 0000000000 VLANOOOOOOOOOO0O0OO00000000000SHOW EPSRSNOOPING
0000017100 000000000

SHOW EPSRSNOOPING CONTROLVLAN=ALL
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EPSR Snooping

1. 000000 VLANOOOOOooOo
O0oo0o VLCANOOOOO200000000000000000000000000O0000O
oooooooooooo

CREATE VLAN=ctrl VID=2 .
ADD VLAN=ctrl PORT=1,2 FRAME=TAGGED .

2. 0000 AO EPSRSnooping 00000000

ENABLE EPSRSNOOPING CONTROLVLAN=ctrl
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EpsRO0O0OO0OO0O00OO0O0O0OO0BOOOOOOOOOOOOOOOOOOOOOOOOOO VLAN
000 VLANOOOOOOOoDOooOoOoOoooooooooooooooooooooooooooo

oooood CentreCOM 9424T 0D DOOOOOODOO 2.11 17
613-001210 Rev.F



EPSR Snooping

OODOEPSROOOOODOOOOO Healthcheck OO ODODODODOODOOOOOODOOOODDOO BO
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googog

O00o00o0o0oooo0oo0o0 LANOOOODOOOoOooooooooooooooooooooooo
coooooooboooooooobooooooooooooooobooooboooooOooooboOooon
0030000000000000
10000000000000000008021X00/MACOOOOO/WebODODOODODOODOODOO
oobooooooboooboooooobooobooooooooon

e 802.1X0O0O
e MACOODODOO
e WebOO

cooooooboobooooooboooooooooooooooboooobooboooOooooboooon
coooooboooobooboooboooooooooboooooboboooooboooobooooon
VLANOOOOOOOOOODOO0O0OD0D000000 VEAN@MOODOO0O0000 Supplicant 00000
poboooooooooobooooooboooooooooooooooon

oo0oooooooooooooo0o3000oo0o0ooooo0n

ooooooo
(RADIUSO OO 0)

Authenticator

oooooogg x oooooooo

-

oooooooo

@ 0 0 00O (authorised)d O
X 802.1X Authenticator(] (I [J [J

@ 0 0 00O (authorised) O
M MACOOOOUODOODOO

= — — 0 0 O (unauthorised)d O
0000 gpgpo 0000 ggoq ®x authenticatort 1 010
802.1X01  [goz.1xh 802.1X0 [goz_1x1l @ 0 0 O (unauthorised)d O
000 |poog 000 |goodg M MACOOOOOOO000
Supplicant(PCO ) (O ooooooo

o AuthenticatorD D00 MOOO0OODO0000O0O0 SupplicantD 0000000000000 0000O
ooooogd
— IEEE802.1X00000000802.1X000
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ooooo

EAPOOODO0OO00O0O00O0O0O Supplicant 000000000000 MmME021XOODOOOO
000000802.1XSupplicant 00000000000 O0ODOO802.1X Supplicant0 0000
00 OoSO0o00000o0o0o0o00oo0o00o00ooO0o0oono0oo0oonoo0oo0o0oo0oooono
ooooo
- MACOOOOOOOOOOOOOODOMACODOOOOO
Supplicant 0 MACOOOOODODOO0OODDO0OO0OO0O0OO0OODmMMACODOOOOOOOOOO
ooooooooooon
- WebOOODO
Supplicant 00 Web OO O DD OOODOOO0OO0OOOD0O0O0000000000O0ODO0O0OOO
00000000 MmMWebOOOOOOOOOSupplicant0000 WebOOODOOOOODO
ogooooooooooooooooooooooooogoooooooonoooooaoog
00000000000000000RADIUSOO000O00O0O000Supplicant0 0000000
oooooooooooooooooooooood
e DJUOUODODORADIUSOOD QM Authenticator 0 D0 000 O OSupplicant 00000000
0000000000000 0000000MACOO0O0DO0O00 VLANOOODOOOOOOOO
000000 Authenticator 00D 000000000000 RADIUSOOOOOODOOOO
o Supplicant0 000000 MMOO0O0O0O00O0O0O Authenticator 0000000000000 0O0
000000000Supplicant000000000000000000OOO

00000000000000000000Authenticator O Supplicant 0 0 0000000000000
OOORADIUSOOOOOOOOOODOOOOOOOOOO

& Supplicant000000000000000O0

& Authenticator 0 0000000000000 D0D0000ODOOO0OO0DOD VLANODOOO VLANODODOOOO
ooo

% 000000 MLD Snoopingd IGMP Snooping0 DD O00000000000O0O0O000O

& 000000000000000 VLANOOUOOOUOO0OOO0O00000 VLANODOOOOoooooooooo
goooooooooooooon

& MACOOOOOO WebOODUODOSupplicantd MACOUOOOOOOOOOOOO FDBOOOOODOODOO
gooooooooooooon

& 000 VLANOOODOOOOOOIPODOOOO0ODDOOOO0O0O0DODO Authenticator 00 Radius0 OO 00
00000 Radius Request Packet 0 NAS-IP-Address 0 00 0.0.00000000

& 00000000000 EAPOL-Start0000000000000000000000000O000O VLAN
0000000 EAP-Request 0 EAP-Failure 0000000

& 0000000000000 DO0O0DOO0OO0/00000000D000/0D000D00000DOODOODOO
0000 000BCASTEGRESSFILTERING DUNKMCASTEGRESSFILTERING DOUNKUCASTEGRESSFIL-
TERINGOOOOOOO0OOOO0OO0ODO0000000o0oooooooo
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ooooo

802.1X0O0O0OO

802.1X U 0O O 0O EAPO Extensible Authentication Protocol0 00 0000000000000 0OOOOO
O00000Q0O0O0oOoosIXooooooouoooooooooooouooooogse1xoooo
goooooogooo

802.1X 0O 000 0OEAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAP O 000 00OCO0OO0OOOOOOOO
O00000ooooo8o21Xi0doooooooooooouoouo EAPOOOO0OO0OOooooooog

e Authenticator 0 0 EAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAP
e Supplicant 0 O EAP-MD5

0000 Authenticator 000D O000802.1X Supplicant 00000 000000000000 OO
Authenticator 000000000 IPOOOO RADIUSOOOOOOOOOOOOO

000000 00802.1X Supplicant 0 0 0 802.1X Supplicant 000 D0 PCOOO0OO0OO0OO0O0ODOOOO
oooo

802.1X Supplicant 0 000000000000 O:userAD /OOD OO0 O:passwordAD 000000
0000000D00802.1X Supplicant 0 O VLAN-1(VID=1) 000000000000

m [0

Authenticator

P1 P24

RADIUSO OO0
802.1X Supplicant | [ 192.168.10.130[]

m 000000 RADIUSOOOO)000OO0OO0OO0O0O0OO0OO0O0O0O00O00O0

User-Name User-Password oo
userA passwordA 802.1X Supplicant 0000000 /00000
04
m 00

1. RADIUSOUOOOOOOOOOOOOOOOOOO RADIUSOOOOOOOOOOOOOOOOO
oooooolpooOO0O0bOOOOO

ADD IP INT=VLANl IP=192.168.10.5 MASK=255.255.255.0 J

2. RADIUSOOOOOOOOOOOIPOOOODO UDPOOODOOOOOOOOOOOOOOO
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ooooo

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. Joooooooooooooo

ENABLE PORTAUTH

4, 000 10160 8021XUOOODODUOUOUOUOUOUOOOOSET PORTAUTHPORTOD OO ODO1360 O
000 PORTAUTH=8021X TYPE=AUTHENTICATORO O OOOOOO0OOOOOODO 10160
802.1X 00O O Authenticator 00O O0O0OCOOOO

SET PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR

& RADIUSOUOO0OODOOO0O0O0DOODO Authenticator 10000000000 DOOSET PORTAUTH
PORTOOOOO0O13600000 TYPEOODOODOOO NONEOODOOODOOOOO

Supplicant0 00000000000

0000 802.1XSupplicant 0 00 0000000000000 0D0000O0ODO0O0O0O0OD 1000000
000000008021XSupplicant0 0000000000 0IPOOO00OOOOO0DOODOO0O

m [0
1. DO0O00oOooooOooooog

ENABLE PORTAUTH

2. 000100000000000000000000000000000000000000000
000O0SET PORTAUTH PORT OO O0D0O136 00 0000TYPE=SUPPLICANTO O0ODO0OO
00000 10 Supplicant0 00000000

SET PORTAUTH PORT=1 TYPE=SUPPLICANT USERNAME=atswitch
PASSWORD=atpasswd

& Supplicant0000000000000000O00O0O0OO

MACOOUOOOOOOOO MACOOUOOOOOOOOOOOOOOOOOOOOOOODOOoOoOOoOo
O0000000000000008021X000000 8021X00000000000O00O00O000O000OO0
000000000000 o0oooooooos1Xooooooooooooooooooo

0000 Authenticator 0O OMACOOOODODOOOOOODOOOOOOOOOO
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ooooo

Authenticator 00 000000 OIPOODO RADIUSOOOODOOODOOOOOO

MAC Supplicant 0000000000000 Authenticator 000000000000 (RADIUSOO
00)00000000000000000000000O0
000000000MAC Supplicant 00 VLAN-1(VID=1) 000000000000

m [0

Authenticator

P1 P24

RADIUSO O OO
1 192.168.10.130[

MAC Supplicant
1 MACO 00O 0 al:b2:c3:d4:e5:f60

m 000000 RADIUSOOOO)000O0OO0O0O0O0O0OO0OO0O0O0O00O00O

User-Name User-Password oo
al-b2-c3-d4-e5-f6 al-b2-c3-d4-e5-f6 MAC Supplicant 0000000 /00000
0 5:

OO0oO0oooPAPOOOOOOO

m [0

1. RADIUSOUOOOOOOOOOOOOOOOOOO RADIUSOOOOOOOOOOOOOOOOO
oooooolpooOO0O0bOOOOO

ADD IP INT=VLANl IP=192.168.10.5 MASK=255.255.255.0 J

2. RADIUSOOOOOOOOOOOIPOOOODO UDPOOODOOOOOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. Joooooooooooooo

ENABLE PORTAUTH

4. 000 10MACOODOOOODOOOOOOOOOOSET PORTAUTHPORTO OOOO13600
0000 PORTAUTH=MACBASED TYPE=AUTHENTICATOROOOOOOOOOOO 10 MAC
000000 Authenticator 0O 0000000

SET PORTAUTH=MACBASED PORT=1 TYPE=AUTHENTICATOR MODE=MULTI

& MACOODOOOOOOODOOOOODOODOOOO OMODE=MULTIOODOODOOOOO
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Web OOOOWebOOODOOOOODOOODOODOOODOOODOODOOODOODO Authenticator 0 Web 00O
oooooooooooooooooboooooobooooooobooooogon
HITPOODOOOODOOMhttp://IPOO00O0OOOO0ODOOOOOO

00000000000 mMhttps://IPOO0OO0OOOOOOO0O0O0O0O0OOHTIPSOOO0000O0OOODO
coooooooobooooooooooooon

ooooooo IE 6.0/7.00 Firefox 3.00 Windows/Mac[1 Firefox 2.00 Linux/Unix[1J Safari
2.00 Opera 9.50 Windows/Mac[J Opera 9.00 Linux/UnixO
ooooooo HTTP 1.0/1.10 SSL 2.0/3.00 TLS 1.0
0 6:

Supplicant 00 O0Web OO0 00DDO000D000O0ODOO0O0OOO

1. WebOOQOOQOOOoOoooOO
2. J00D00O0O0OOWebOOOOOOO IPOOOOOOODOD@MEnter0 00000000
3. 0000000 oOO000o0mOo0oo0b00o00o0b0bod0dMLoginOOOO0OOOOOO
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a Wieb Acc Authentication Gateway — Microgoft hternet Explarer

TAME REE ®TW BRCOWE YLD ALTH Uz =
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QR -0 - 1d & | P8m sexean € - B0 E 3
| PELAD) [&] hitp/ 10001 findexhtml

Aillied—Te

Web Access Authentication Gateway

User Authentication

User name

Password

A2 Allied Telesis
Copyright@2008 Allied Telesis Holdines k.E. &l Rights Beserved

ol B

& A-IiETENSLE REERN ST

& WebOOOOODODOOWebODODODODOOOOOOOO Supplicant00000000O0O0OODOODOO
0004800000000000000 Supplicant0 000000000000

000000000000 o00oooo0OoWebOOOOOOOODOOODOODOOOOO

& L30000000 VLANO DHCPOOOOOODODOOWebOODDOOO VLANOOOODODOOOODDDO
000000000 WebODOODOOOOOOOOODODODODOO0OO0OO0OOOOODOODOO SupplicantO IP
0000000000000 000000D L200000000WebDDOOODOOOODOODOD VLANO
0000000000 O0OWebODOOOODOOODDOOO

& 0000000000000 Supplicant00 WebODODODOOOOOOODOOODOOO

PingOOOOoGooO

Web OOOOODODOO Supplicant 0 Ping 000000 0O0OSET WEBAUTHSERVER O 0 00O O 157
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ooooo

00000 PINGPOLLOODOOODOOO0OOOO0O0OO0O0O00O000O0D00PIng0DOO0ODOOO0OO0OOO
oooooooooooooon

od od

NORMALINTERVAL O00o0000oO0ooo0o0ood Ping00000O0O0O0O00O0O0O0COOOO 30
ooooo

TIMEOUT PingO0OOO0OO0OOO0O0O0OO0OO0O0OO0OO0O0OO0OO0O0 100000

FAILCOUNT ooboboooboooobooooooobooboooboooooooogd
50000000000000 Supplicant0 0000000000000
od

REAUTHREFRESH PingODOOOOO0O0OO0O0O0O0O0O0O0O0O0O0O0OO0OOO0OOO0OO0O0O0O0O

oooooooooboooooooo

o7

& 000 Png00O00000O0O0O0O0O0OO
& 000000 VLANOOOOOOOoDHCPOOODOOOODOOODOOOOOOOO

& 0000000 IPOO0O0OO0O00OO0OO0OOOOOOOOO0OOOOOOO0O0

HTTPOOOOOO

00000 Authenticator 0 000000000000 WebODODDOOODOOOOOO http://www.allied-
telesis.cojp/00000Web DO ODOO0ODDO00000000000O0OO00OWebOOODOODOOOOODO
Supplicant 0 0 0000000000000 00O0OO0ODO00000O0OO00000OO0O0O0O000O000
O0O0O0Supplicant 0000000000000 Authenticator 0 IPO 00000000

s HITPOOOOOOOOOOOOOO

SET WEBAUTHSERVER HTTPREDIRECT=ENABLED

& URLOOODOO (0000 http://www.allied-telesis.cojp/) 00000 000000000O0DO0OO0O0OODOO

& HTTPOOOOOODOOOODDOSET WEBAUTHSERVER HTTPREDIRECT=ENABLEDO OO0 Web OO
00000 HTTPSO OO 0OSET WEBAUTHSERVER SECURITY=ENABLEDO O OO OHTIPSOOOOO
oooooo

oooooogo

00000 HTTPOOODOOOOODOOODOOODOO WebOOOOODOOODOODODOOOODOODOOO
0000000000000 00WebOOOOOOOOODOOOOO

& 000000000 HTTPOOOOOODOOOODOOO0O0OO00O000
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ooooo

& 802.1XO000 MACOODOOOUOOOOOODOO0ODOO08021XO0UDO MACOUOODOO HELDOOOOOO
gooooooooooooooood

& 0J0000O0OHTTPOOOOOO0OO0O0OOO0OO0OO0O0OO0OODO0ODOOOOOOO

HTTPOOOOOOOOO

0000 Authenticator 0O OWebOOOOOOOODOOOOODOOODO

Authenticator 00000000 0IPOOODO RADIUSOOOOOOOOOOOOO
00000000 Web Supplicant 00000 WebOOODDOODOOOODO O http://10.0.0.1:30000
00000000000000 WebSupplicant0 O DIPO0O0000O0000O0DOO00O0O0OODOOOOO
ooo

Web Supplicant 0000000000000 O0:WebUserAD /00000 O:WebPasswordAO O OO
000000000000 Web Supplicant 00 VLAN-1(VID=1) 000000000000

m [0

Authenticator
WebOOOOOO
0oooodip10.0.0.1
Joooog 3000

p1 192.168.10.5 pog

Web Supplicant RADIUSO O OO
192.168.10.1 192.168.10.130

m 000000 RADIUSOOOO)00O0O0OO0O0O0O0O0OO0OO0O0O0O00O00O0

User-Name User-Password oo
WebUserA WebPassword A Web Supplicant 0000000 /00000
0 8:

O0oO0oooPAPOOOOOOO

m [0

1. RADIUSOUOOOOOOOO0OOOO00OOOOOO RADIUSOOOOOOOOOOOOOOOOO
oooooolpooOO0O0bOOOOO

ADD IP INT=VLANl IP=192.168.10.5 MASK=255.255.255.0 4

2. RADIUSOOOOOOOOOOOIPOOOODO UDPOOODOOOODOOOOOOOOOOO
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ooooo

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. Joooooooooooooo
ENABLE PORTAUTH J

4. OO0 10WebODODOOODODDODOOODODOSET PORTAUTHPORTOOOOO136 00000
O PORTAUTH=WEBBASED TYPE=AUTHENTICATORO OO OO0OOO0OOOODO 10 WebO OO
Authenticator 0000 0Q0QO0O0O

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR MODE=MULTI

5. WebOOOOOOOODODO MM IPADDRESS=10.0.0.1 PORT=30000 O O 0O O O O http://10.0.0.1:30000
ocooooooooooo

SET WEBAUTHSERVER IPADDRESS=10.0.0.1 PORT=3000

6. WebOOOOOOOODODOOOOO

ENABLE WEBAUTHSERVER o

& WebODODOOODOOOODOOOODOO ODMODE=MULTIDOODOOOOODO

HTTPSOOODOOOOOO

HITPSOOOOOOOOOOODOOOOODOWebOOOODOOOOODOOOOOOOOOOODOOOOO

oooooggooon

O0o0oo0o0ooo0oooo0oooo0ooooOooOo HTIPSOOODOOOOODOO0OO0OO

m [0
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ooooo

Authenticator 0 [
L oo000ooooood RADIUSO O OO

P1 AN

192.168.1.254/24
Authenticator0 0 0 0 O
192.168.1.1/24 ﬁ

1111000
HTTPSO O OO OWebO O

SupplicantD PCO O O
192.168.1.100/24
G/W 192.168.1.1 OWebl0DODOOODDOOODOOOIPOOOD

Il

m [0

1. RSAOOODOOOOO0OO0OO0OOOOOOOOOOoOD11024000000

CREATE ENCO KEY=0 TYPE=rsa LENGTH=1024 DESCRIPTION=my-rsa-key

& RSAOOOOOOODODODODDOD M Key Generation completed with [Success]0 000000
000000000000000000000000RSADOODOOOoOoOoOoooCPUDOOOOOO
0000000000000000000000RSADOOOOOOOOOOOOOO0OOO0O0OO0
oooooooooooooooooooooooooOoooooooaon

& CREATEENCOKEYOOOOMMOOOOOOO920000000000000000000000
gooooooooooooooooooooooooodooooooooooooooooooon
gbooooooooooooooodoooooonooooooooooonoooooooooooonon
gooooooooooooooooooooodoooooOo0ooooonoooooooooooOn
gooooooooooooooooooooooooogoon

& 000000655350 000000000000000000O0O0O0O00OO0OOOOOOOOOOOOO
O0O0OO0O0OO0O0OOCREATEENCOKEYOOUOOMOUOOOOOO 9200000 DESCRIPTION OO
000o00o0o00o00000o00o00o00o0o00oo00o00o000o00oooo SHOW ENCO

KEYOOOOmOoOoooooo25500000000000a

2. 00000000000000000000 X.5000000DN = Distinguished NameO 00 O O
O000000O0SETSYSTEM DISTINGUISHEDNAME O OOOMMOOO0OO00O0 22200000

ooooo

SET SYSTEM DISTINGUISHEDNAME="cn=1.1.1.1,o=toy-organization,ou=toy-

organization-unit,l=toy-city,st=toy-pref,c=jp" J

oooooooobooobooooboooon
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ooo od ood
CN Common Name 1.1.1.1
@) Organization toy-organization
Oou Organization Unit toy-organization-unit
L Locality toy-city
ST State or Province toy-pref
C Country ip
oo

& CNOCommon NameO OO WebODOOOOODOODODOOOO IPOOOOOOOODDOOOD

3. D000 RSAODOOOOOOOOOOOOOOOOOOOOOOOOOOOOO0OOOOOOOO
my-cert0 0000000000000

CREATE PKI CERTIFICATE=my-cert KEYPAIR=0 SERIALNUMBER=0
gobooooooooooUooooooo0oogoododdd my-cert.cerd0 000000

& O0000O00000O0000C0C0O0000O0000C0O0O0O000O0000C0OCOOO0O0O0O0O0O00OB0BO0O0
ooooooooobooooooodoooooooooooooooooooooooooooooaon
ooooooooooooooooooo

4. J000OO0O0O0O0OO0OOO0O0O0OOOOO0O0ODOOO0O0O0OOO00DODOOO0DODOOO0DODO0O00OOO
O for https server 1 00 00O

ADD PKI CERTIFICATE="for https server" LOCATION=my-cert.cer TYPE=SELF
TRUSTED=yes

5. IPO0O0D0O00OOOOOOOOODOO

ADD IP INTERFACE=vlanl IPADDRESS=192.168.1.1 MASK=255.255.255.0 J
6. RADIUSOOUOUOOOOOOOOOOOOOOOODOOOOODOO secretd 0000

ADD RADIUSSERVER SERVER=192.168.1.254 ORDER=1 SECRET=secret
7. 0001000000000000WebODOOOOOOOO

SET PORTAUTH=webbased PORT=1 TYPE=authenticator J

8. WebOUOOOODOOOODDOOOOIPOOODDOOOODOOOODOOO WebOOO HITPSOOO
ooooooooboooooon

SET WEBAUTHSERVER IPADDRESS=1.1.1.1 SECURITY=enabled SSLKEYID=0 .
9. WebOOUQOQOQOOOooOoOoooo

ENABLE WEBAUTHSERVER o

10. DOOO0O0OOOO0O0OOO0O00
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ooooo

ENABLE PORTAUTH

jea g M ER s

£\
i

& 00000 HITPSOOOO0O0OO0O00000000000000000000000000000O0D0O00
00000o0o0o00o00oo0oYoDOooOoOooOooooO0O0o00oO0o0oo000o0oooOooooo

D A LIL. SOHA OS2 TSRS I EREN SN E .
8 FE

Fml T ClE

i FEEIN TR T BRI, (FAOAMCEHEIE EN I B EN O[T E

ol ToalEEE. ERTSR M MSEITEN TER A S8R
@

AR SRR SMEINREL THEE
it T AR OB MEEHT S,
iz T 13 EEH
aRMNEEnNEIET.
FefTlLETM?

[l FRLESELTBA-T ORI —ET
[ Gow |

(TN
oooooooooa

| [GEEREORT) |

m [0

000 (CA)

’ZEZ 00O l‘
—~ 0000

Authenticator0 0 0 0 O
192.168.1.1/24
1111000

O0o0oo0o0ooo0oooo0oooo0oOoooOoOo HTIPSOOODOOOOODOOOO0OO

I

\/H

ooooo

RADIUSO O OO

HTTPSO O OO OWebO O

SupplicantD PCO O O
192.168.1.100/24
G/W 192.168.1.1
ERN

OwebODODDOOOODOOOO0ODOOOIPOOODO

oooood
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ooooo

1. RSAOOODOOOO0O0OODOO0OOOOOOOOOOOD1024000000

CREATE ENCO KEY=0 TYPE=rsa LENGTH=1024 DESCRIPTION=my-rsa-key

& RSAOOOOOOODODODODDOD M Key Generation completed with [Success]0 000000
000000000000000000000000RSADOODOOOOOoOoooCPUDOOOOOO
0000000000000000000000RSADOOOOOOOOOOOOOO0OOOO0O0OO
oooooooooooooooooooooooooOoooooooaon

& CREATEENCOKEYOOOOMMOOOOOOO920000000000000000000000
gooooooooooooooooooooooooodooooooooooooooooooon
gbooooooooooooooodoooooonooooooooooonoooooooooooonon
gooooooooooooooooooooodoooooOo0ooooonoooooooooooOn
gooooooooooooooooooooooooogoon

& 000000655350 000000000000000000O0O0O0O00OO0OOOOOOOOOOOOO
O0O0OO0O0OO0O0OOCREATEENCOKEYOOUOOMOUOOOOOO 9200000 DESCRIPTION OO
000o00o0o00o00000o0o0o00o00o0o00oo00o00o0o00o00oooo SHOW ENCO
KEYOOOOmOoOoooooo25500000000000a

2. 0000000000000000000000 X.5000000DN = Distinguished Name O [
O0000000O00SET SYSTEM DISTINGUISHEDNAMEO OO OMM OOO0000O 22200
oooooogo

SET SYSTEM DISTINGUISHEDNAME="cn=1.1.1.1,o=toy-organization,ou=toy-

organization-unit,l=toy-city,st=toy-pref,c=jp" J

ooboooooooooooooooogod

ooo ooo
CNO Common Name[ 1.1.1.1
OO0 Organization toy-organization
OUO Organization UnitO toy-organization-unit
LO LocalityO toy-city
STO State or Provincel toy-pref
C0O CountryO ip
0 10:

& CNOCommon NameO OO WebODOOOODODOODDOOOOO IPOOOOCOOOODDOOOD

3. D000 RSAOOOOOOOOOOOOOOOOOOOOOO0OOO0OO0OO0O0O0O0O00
00000000000 enroll pemO0000 00000 PEMO Privacy Enhanced MailO O 00 O
oo

CREATE PKI ENROLLMENTREQUEST="enroll pem" KEYPAIR=0 FORMAT=pem |

0000000000000 00000000000000000000000 ™ enroll_pem.csr”
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ooooo

10.

11.

oooooogo

& O0000O00000O0000C0C0O0000O0000C0O0O0O000O0000C0OCOOO0O0O0O0O0O00OB0BO0O0
ooooooooobooooooodoooooooooooooooooooooooooooooaon
gooooooooooooooooooooon

0000000000o0o0ooo UPLOADOOOOmMOOOOOOOD 30900000 TFTPOO
00000o0o0ooooooooD cCAgooooocAODOUODOOOODUOOoOOoooOUOOOOn
0000000000000 000000 cert.cer0000000O0CADDODOODDOO ca_cert.cer
ooooo

0000000000 oodo CAOUOOOOOoOO TFIPOOOOODOOOOOLOADOOOOM O
goooooleeO0O0O0OODODOODOODOODODOOOOOOODOOODOOODOODOOODODODOO
0000000000000 000000000000 for httpsserverDcaD 0000

ADD PKI CERTIFICATE="ca" LOCATION=ca.cert.cer TRUSTED=yes TYPE=CA .

ADD PKI CERTIFICATE="for https server" LOCATION=cert.cer TRUSTED=yes
TYPE=EE

IPOOO0O0OOOOODOOOOOOO

ADD IP INTERFACE=vlanl IPADDRESS=192.168.1.1 MASK=255.255.255.0 J
RADIUSOOOOOOOOOOOOOOODOOO0ODO0O0OOO secret00OO0O

ADD RADIUSSERVER SERVER=192.168.1.254 ORDER=1 SECRET=secret
000 1000000000000WebOOOODOOOOO

SET PORTAUTH=webbased PORT=1 TYPE=authenticator J

Web OOOODOOODOOOOOODOIPOOODOOOOOOOOOOOD WebOOO HTTPSOOO
ooooooooboooooon

SET WEBAUTHSERVER IPADDRESS=1.1.1.1 SECURITY=enabled SSLKEYID=0 .
WebOOOODOOODOODOOOOO

ENABLE WEBAUTHSERVER o

goooooooobooobooooo

ENABLE PORTAUTH

Oo0oooodd

oooood CentreCOM 9424T 0D DOOOOOODOO 2.11
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ooooo

000000 VLANO Dynamic VLAN AssignmentD D ORADIUS OO0 O000000O000O0O00O0O0O
0000000000 VLANOODOOOOODOooooo

Supplicant 00000000 Supplicant0 00 VLANOOOOOOOOODO VLANOOOOOODODO
SET PORTAUTH PORT 0 0 000136 00000 OVLANASSIGNMENT OO0 0000 0OVLANAS-
SIGNMENTTYPEO OO ODOOOODODOOOO
pgooooooooooooooooooooboogooon

VLANASSIGNMENT VLANASSIGNMENTTS&iplicant 0 O O VLAN

DISABLED - 0000 VLAN

ENABLED PORT 0000 VLANOOOOOO Supplicant 0 000 D0 O
VLANOOOOOOOOO VCGANOOOOODOoOOoooo
O0Om VLANASSIGNMENT=ENABLEDO VLANASSIGN-
MENTTYPE=PORT OO OOOO0OOOOOO

ENABLED USERMulti-0 0 0 0000000000 VLANO Supplicant O O
Supplicant O VLANO OOOOOOOOOODDODODOOOOOO
0000 VLANM™SupplicantOOODODD VLANOOOOOOOOOO
ao) 00 = VLANASSIGNMENT=ENABLEDO VLANASSIGN-
MENTTYPE=USER OO O0OOOO0OO0OOO

0 11:

m VLANASSIGNMENT=ENABLEDO VLANASSIGNMENTTYPE=PORT OO O

e Supplicant 00 0000000000000 DOO0OO0 VLANOADDVLANOOOOMmMOOOOO
LANOO 13000000000 VLANOOOOOODOOO0O0O00OO000000000000a0
e RADIUSOOOOO0OOOODO VLANOOODOOOODOOOOOOOOOOO VLANOOODDOO
ooooOdoo0ooOo0ooOoo0o0oboOoo0o00Ooo00o
e RADIUSOOOOO0OOODO VLANOOODOOOODOOOOOOOOOOOO VLANOODDOO
oo0oO00ooO0ooO00ooO0oo000o000000000000000
e RADIUSOOOOOO VLANOOOOOODOOOODOOOOOOOOOOOO VLANOODDOO
ooooO0ooooOoo0oooo0oO0ooOoo0o00Ooo0on
e I00DOONODOODDOODOOODODOODOOOODONODOOOOOODOOO VLANDOO
ooooO0oodoOoOoodoboOoo0ooOooO0ooO0oo0o00OO0o00000000
e D000O0O0O0MOOCCONTROL=UNAUTHORISEID 0000000 CONTROL=AUTHORISED
0000000000000000000000 VLANOOOOOO0O0
0000000000 VLCANOODODOOOOO0ODOOO0O00000000000 VEANOOOOO
VLANOOOOOOOOO0OO0O000
- 00000 Supplicant 0000000000
- 000000000000
- 000000000000000000000DISABLEPORTAUTHOODODOO970000D0

m VLANASSIGNMENT=ENABLEDD VLANASSIGNMENTTYPE=USERO O OO0OOOOOOOOO
000 VLANO
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613-001210 Rev.F



ooooo

o Supplicant0000000000OSupplicant0000 VLANODADDVLANOOOOmMOOOO
OLANOO 13000000000 VLANOOOOOOOoOoOooooooooooooooooo

e RADIUSODDOODODDO VLANDOUOODODOOOODOSupplicant0 00 VLANOOOUO
oooboooooooooooooooooobooooogd

e RADIUSODDOODODDO VLANDOUOODODOOOODOSupplicant0 000 VLANOOO
ooboboooooboooooooboooooooooooooooooon

e RADIUSODDOODO VLANOOODOOOUOODODOOOODOSupplicant0 00 VLANOOOUO
oobobooooooooboooooooooooooood

e JIUDDOUDDODDDUODDODOUODDOOUDDODOOODDSupplicant0O000 VLAN
coboboooooooooooooooooobooooooooooooooooooog

e U00O0DO0DMMDOOCCONTROL=UNAUTHORISEID 00000 MO0 CONTROL=AUTHORISED
0000000000000000000 Supplicant00000 VLANOOODOOOODO

0000000 VLANOOOOOoooooooooo

000 VLAN

000 VLANODODOODOODODODODODODO0O00O0000 Supplicant00000 VLANOOOOO
oo

0000 Supplicant0 0000 VLAN O SET PORTAUTH PORT 0O 0000 136 00 0O 00 GUESTVLAN
O0o0oo0oooo0oooo0oooo0 VLCANOOOOOOooooooo

000 VLANOOOOO VLANOOOOOOOOOOOOoOooOooOoOooooooL20ONLY VLAN
OCREATEVLANOOOOmMOOOOO LANOO 1600000 L2ONLYOOOOOOoOOOoooooO
O0o0ooo0oooo0oO0oooo0o0oOOoo0o0o0oooooo0oo0@mouoO VLANODO
ooooooooboooooon

& 0000000000000000000000000 VLANOOOOOOOooo

gooobbooon

00000000000000000000000000000 Supplicant 0000000000000
cooooooooooooogo

= 000

oooood CentreCOM 9424T 0D DOOOOOODOO 2.11 35
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ooooo

Authenticator
192.168.1.1

P1 P2 P23

HUB1 HUB2

RADIUSO O OO
0192.168.1.110

| Web Supplicant |

| MAC Supplicant | MACO 0 0 0 0 al:b2:c3:d4:e5:f6

| 802.1X Supplicant |

000000Supplicant D OP1000O00000 HUB1OODOP200000000 HUB20O0OO0O0O0OO
000000 o0o0o0o00oo0o0o0o0oooo0o0ooDoooOsN.1XoooMACODO
O00O0OWebOOOOOOODODOOODODOOODO

s 0000000000 0000000000000d

e NIOOOOOOOOODOOOOOOOOOOOO

e IOOODOOODOOOOSETPORTAUTHPORTOOOOO 13600000 VLANASSIGNMENT-
TYPEOOOOOOOOOOOODOOO

e NI0OOODOOOOOOOSETPORTAUTHPORTOOOOO13600 000 PORTMOVEREAUTH
0000000 ENABLEDOOOOOOOOO

e SET PORTAUTHPORT OO OOO1360 00000 VLANASSIGNMENTTYPE=PORTO 00O
O0000000O00o0o0ooo0o0ooo0 VLCANOODOODOOO VLANOODOOOooooo
oo

& 000000000000000 EAPOL-Start 00 O 0O Supplicantd Windows XP SP30 Windows Vista
goooooooooooooooooooooooooodgaon

gooobboooboo

10000000000000000008021X00/MACOOOODO/WebODDOODDOOODODO
cooooooooboooooooooooobooooogoa

e NOIOUIOODOODOOUODORADIUSOOODOOOOOODOODOOOOOODIODOOOODOOO
oooboooooboooooooooodoo

e MACOODOO/WebOUODDDOODDO 802.1X0 00O Multi-Supplicant 0000000

e 100000D0DO0OODDOOODDOOOODDOOODODOO

e 802.1X/MACOODOOODODOOODOODMACOODOODODODODODODOOEAPOL-Start
00000000000 81Xooooooooo
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ooooo

802.1X/MACOOOOO0OOOOODOODMACODDODUODOD HELDOOOOO OO EAP-Request
O Supplicant 000000

802.1X/MACOUOODDOOD 1000000000 HELDOOODOOOWebODODO 300000
000000000 HELDOOOOOOHELDOOO QUIETPERIOD D OOOOOOOOOOO
HELDOOO 1000000000000000000000000O0

802.1X/Web 0000 Connecting 00 0000000000000 0000ODOOOOOOOOO
oobobooooooooboooooodooooboooboooooooooooooooooon
802.1X/MACOUODOOOO REAUTHPERIOD OO OOODOOOOODOOOOOOOODOOOOO
O0O0OO0OO0O0OHELDOOOOOOOODOOOOO0OO0OOWebOOODOOOOOOODOOOOOOO
ooooooooon
802.1X/MACOUOOOD0OOOOOOOOODOODOOODOD0OOOOOOO0OOODOOO HELDOOOO
ooooooooooooon
10000000000 HELD - CONNECTINGOOOOOOOO0O00O000000 CONNECT-
INGOOOOOSupplicant 000000000
oooooOooooooooloooooUooooooooooOOooOooooooooooOoOoD.
O0000o0o0ooo0oooooooooooooo0oo MACOODOOOoOoOoooooooo
EAPOL-Start DO O OOOO0OOOMACOOOOODOOOOODO8021XODODOODOOOOO

m Supplicant00 0000

Initialize

000000000000 Disconnected 000000
ooboboooooooooooooooooobooooooooooooooooon
Disconnected
ooobooooooooooooooooooooooooooooooobooooooooogn
ooooogooon

- EAPOL-Logoff 1 0O

- WEBOOOOODOOOOODOOOODOOO

- Ageout0 00O

000000Connecting0 00000

Connecting
O00000O0O0OO0OHELDOOOOOOOO0OO0OO0O0O0O0O000000000HELDOOOOO0OO
0000000000000000 AuthenticatingDOO0OO000

- MACOOOOOOOODOOOOO

- 802.1X 0 00EAP-Response 0 0 O

- WebOOMOOOODOOODOODOOODOODOOOODOOOOODOOOOO

Connecting0 000000000000 SuppAgeout Timer (3000 00 ) 000 O O Supplicant
ooooogooon

Authenticating
RADIUSSERVERO O OOOOOOOOOOOUOOOOOOOOOOOOOOO

0 Authenticated

— RADIUS SERVER O O Access-Accept 00 DO 0000 VLANOOOODODOOOOOODO

oooood CentreCOM 9424T DO DOODOODOODOO 2.11
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ooooo

ooooooooo 100000000000
0 AbortingO
- 0ooooo
- EAPOL-Start 0 O
- EAPOL-Logoff O O
- RADIUSSERVERO OO OOOOOO
0 HELDO
— RADIUS SERVER O O Access-Reject 0 0 O
— RADIUS SERVER O O Access-Accept 0 DO O OOOVLANOOOOOOOOOOODOOOO
O Access-Accept/0 0000 VLANOOODOO /00000 VLANO Type O Port Based
O00/Secure 0000000 100000 VLANODODOOOO/VLANOOOOODOOODO
e Authenticated
0000000000000000000 8021X0O/MACOUODOOO Connectingd 00O
00 WebOODO Disconnected 0 00000
e Aborting
RADIUSOOOO0OOOOODODOOOOODOOOODOOODDisconnected 000000
e Held
o00oooo0ooo0oo0ooo0o0ooo0o0oO000bO0O0U0000OHELDOOOODOOO
00000000000000MO00000000000 Connecting0 00000000000
000 HELDOOOOOOOOO
e ForceAuth
coobooooooooooooooooooboooo
e ForceUnauth
ooboboooooboooobooooooooooooo

Authenticator
WebO OO OOO
gOooooIirP 10.0.0.1

P1 P24

HUB RADIUSO O OO
1 192.168.10.130[

Web Supplicant

MAC Supplicant

MACO OO0 al:b2:c3:d4:e5:f6

802.1X Supplicant
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ooooo

User-Name User-Password oo
userl password1 PC1 802.1X Supplicant 00 00000 /00000
al-b2-c3-d4-e5-f6 al-b2-c3-d4-e5-f6 PC2 MAC Supplicant 0000000 /00000
user3 password3 PC3 WEB Supplicant 0 000000 /00000
0 12:
m 00

1. RADIUSOUOOOOOOOOOOO0O0OOOOOO RADIUSOOOOOOOOOOOOOOOOO
oooooolpooOO0O0bOOOOO

ADD IP INT=VLANl IP=192.168.10.5 MASK=255.255.255.0 4

2. RADIUSOOOOOOOOOOOIPOOOOO UDPOOODOOOODOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. Joooooooooooooo

ENABLE PORTAUTH

4, 00010 8021X00000000O0DO0OUOOOSET PORTAUTH PORTO OO DOO136 0000
0O O PORTAUTH=8021X TYPE=AUTHENTICATORO OO OOO0OOOO0ODO 10 802.1X OO0
Authenticator 0000 0Q0QO0O0O

SET PORTAUTH=8021X PORT=1 TYPE=AUTHENTICATOR MODE=MULTI
VLANASSIGNMENTTYPE=USER

5. 000 10MACOOOODDOOOODDOOODOOOOOSET PORTAUTHPORTOOODODO13600
0000 PORTAUTH=MACBASED TYPE=AUTHENTICATOROOOOOOOOOOO 10 MAC
000000 Authenticator 000000000000 DOOOD ODO0DO0DOOOOOOODOOO
000 0000000000000 oooo0o0ooMACOOOODOODOOMODE=MULTI
VLANASSIGNMENTTYPE=USERO 0000000

SET PORTAUTH=MACBASED PORT=1 TYPE=AUTHENTICATOR

6. D00 10 WebOOOOODDODDDODODDODOOSET PORTAUTHPORTO OO OD136 00O 0O0ODO
O PORTAUTH=WEBBASED TYPE=AUTHENTICATORO OO OO0OOO0OOOODO 10 WebO OO
Authenticator 0000 0Q0QO0O0O

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR

7. WebOOOOOODOOOOOOIPADDRESS=10.0.0.1000000 M http://10.0.0100000
oooooogo

SET WEBAUTHSERVER IPADDRESS=10.0.0.1

8. WebDOODODOODOODOOOOOO
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ooooo

ENABLE WEBAUTHSERVER o

ooo
000000 VLANO Dynamic VLAN AssignmentD D O RADIUS OO0 O000000O000O0O00O0O0O
0000000000 VLANOODOOOOODOooooo

0000000 Authenticator 000 0000000000000 VLANOOODOOODOOODOOO
000000 Authenticator 000000000 IPODO0ODO RADIUSOOOOO0OO0O0O00ODOO
000000000300 VLCANODAODBODCOODOOOOODOOORADIUSOOODOOOOOO
00 VLCANOROODOOODOOOOOODOOODOO0OOO0O0D0D0DO0O0O00O0ORADIUSOOOOOOOOO
00 VLAN-BOOOOOODODOOOOoOOO

0000000010160 8021X00O0O0OO00000D0000O00ORADIUSOOO0OOOVLANOROO
O00o0o2400000000000000000000000

& 000000802.1X Supplicant0000000000OMACOOOOOOWebOOOOOOOOOOOOO

& WebODOOOWebOOOOOOOODOODODODMOODOOOD IPOOOODOODOOODOODDOOO
goooooodoo

& 0000000000000000000000000000 VLANOODOOOOooo

& L30000000000 VLANO DHCPOUOUODOUOOODOOOWebOODDOO VLANODDOODDOOO
OOUOREAUTHPERIOD OO OOOOOODO WebOODOOODOODODOOODODOODOODOODOOOD
0000o0oog Supplicantd IPODO0ODO0O0O0D00D000000000000L20000000 WebOO
000 VLANOOOOOOODDOOOWebOODOOOOODOOOODDOO

m [0

Authenticator

VLAN B [VLAN R
P1 P24

802.1X Supplicant RADIUSO O OO
1 192.168.10.130L

oooo
VLAN B

m 000000 RADIUSOOOO)00O0O0OO0O0O0O0O0OO0OO0O0O0O00O00O0
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ooooo

User-Name User- Tunnel-Type Tunnel- Tunnel- oo
Password Medium- Private-
Type Group-1D
userl passwordl VLAN (13) IEEE-802 (6) 20 802.1X Supplicant O O

ooooOo/oooooo
oooooooooogo
VLAN

0 13:

1. VLCANOOOOOOO

CREATE VLAN=A VID=10 J
CREATE VLAN=B VID=20 J
CREATE VLAN=C VID=30 J
CREATE VLAN=R VID=1000

2. RADIUSOOOOOOOOOOOO 240 VLCANOROOOOOOOOO

ADD VLAN=R PORT=24 J

3. RADIUSOOUOOOOOOOOOOOOOOOOORADIUSOOOOOOOOOOOOOOOOO
oooooolpooOO0O0bOOOOO

ADD IP INT=VLAN-R IP=192.168.10.5 MASK=255.255.255.0
4. RADIUSOOOUOOOOOOOOIPOOOOOUDPOOOOOOOOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. Joooooooooooooo

ENABLE PORTAUTH

6. 00010160 8021XO0OOOO0OO0OODOO0OOOOSET PORTAUTHPORTOD OOOO13600
0000PORTAUTH=8021X TYPE=AUTHENTICATORO O OO O0ODOO0OOO0ODO 10 802.1X0OO
0 Authenticator 000000000 OO0 VLANASSIGNMENT=ENABLEDO 0O O0OO0O00O0O
000000 VLANOOOOoOOooOo

SET PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED

& RADIUSOUOO0ODOOO0O0O0DOODO Authenticator 00O O O00D0OO0DODDOOSET PORTAUTH
PORTOOOOO0O13600000 TYPEOOOODOOO NONEOODOODOOOOO
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ooooo

S WebODOOOWebOODDOOOOODODOODODmMOOUOODOD IPOOODOOOODOOOOD
ooooooooogoo

OO0 VLANDODDD

000 VLANODOOOOOOOODOOO0O0o0000000 Supplicant 00000 VLANOOOOOODOO
0000000000000 00000000 802.1X Supplicant 0 OVLAN-BOOOOOOOOO
O000000O0OO0VLAN-AOOOODOOOOO

& 0000000000000000000000000 VLANOOOOOOOooo

m [0

Authenticator
VLAN B VLAN A
0O 00VLAN
P1 P2 P3 P24

RADIUSO O OO
1 192.168.10.130[

802.1X Supplicant3

good
VLAN A

802.1X Supplicant2

ooo
VLAN B

802.1X Supplicantl

ooo
VLAN B

m 000000 RADIUSOOOO)000O0OO0O0O0O0O0OO0OO0O0O0O00O00O

User-Name User- Tunnel-Type Tunnel- Tunnel- OO
Password Medium-Type  Private-
Group-
ID
userl passwordl VLAN (13) IEEE-802 (6) 10 802.1X Supplicantl O O
ooooo/o00000
user2 password2 VLAN (13) IEEE-802 (6) 10 802.1X Supplicant2 O O
ooooo/o00000
user3 password3 VLAN (13) IEEE-802 (6) 10 802.1X Supplicant3 O O

ooooo/00000
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ooooo

0 14:

1. VLCANOOOOOOO
CREATE VLAN=A VID=10

2. 000 VLANOOOOOOOOOOOOOOOOOOOOOoL2ONLYOOOOOoOoooooooo
CREATE VLAN=B VID=20 L2ONLY .

3. RADIUSOOOOOOOOOOOO 240 VLCAND AOOOOOOOOO

ADD VLAN=A PORT=24 J

4. RADIUSOOOOOOOOOOOOOOOOOOORADIUSOOOOOOOOOOOOOOOOO
oooooolpooOO0O0bOOOOn

ADD IP INT=VLAN-A IP=192.168.10.5 MASK=255.255.255.0 J

5. RADIUSOOOOOOOOOOOIPOOOODO UDPOOODOOOOOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

6. JOO0OOODOOOODDOOO

ENABLE PORTAUTH

7. 00010160 8021XUO0OUOO0OUOO0OUOO0OUOOOSET PORTAUTH PORTO OO ODO136 0000
0 O PORTAUTH=8021X TYPE=AUTHENTICATORO 0000000000 10 802.1X 00O
Authenticator 000000000
OGUESTVLAN=200 000 00mMO0 VLANUOWLAN-BO OO OO O 000 VLANASSIGNMENTTYPE=USER
0000000000000 Supplicant 0DOOVLANOOOOOOOODOMOODOOOOODO
000 VLANO

SET PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR MODE=MULTI
VLANASSIGNMENTTYPE=USER GUESTVLAN=20

& Multi-supplicant 0000000 VLANOO OO O OO M VLANASSIGNMENTTYPE=USEROO O
oooooooodod

goo0oOooliPOODODOOOOCOOOOOOO

Web Supplicant0 DHCP O IPO 000000000000 O000O0 Web SupplicantO IPODOO0O0O0O
O000000OWebOOOOOODODOOOOOOODODOOODODOODIPOODOOOOWebOOODOOO
00000000000000000 DHCPOOOOOODDOOOOOO Web SupplicantD IPOO00O
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ooooo

0000 (LeaseTime200 )0 000000000

0000 Authenticator 000000000 IPO0OCO0OOOOOOWebOODODODOODDOODODOOOOO
oooo

OoooooIpPOO0D0OOOOO0ODOOOOOOODHCPOOOOOOODOOOOOO

Web Supplicant 0 O O0IPO000000O000DHCPOODOOOODOOOOODOOODO
00000000OWeb Supplicant 0 OODHCPOOOODOO0 ODODDOODOIPODOD VLAN-BOOOOOO
0OIPO0OO0O (192.168.2024x) 000 00000000000000 WebOOOOOD OO http://10.0.0.10
oooooooooocoooon

Web Supplicantl 000000000 MMO000DOO:WebUserAD /OO O OO O:WebPasswordAD 00O
0000000000000 Web Supplicantl 00 VLAN-A(VID=10) 000000000000

Web Supplicantl 0000000000000 DHCPOODOUOOOOVLAN-ADOOOOOOO IPOOO
0 (192.168.1024x) D00 0O0DOOOOOOO

m [0
Authenticator

WebOOOOOO
ooooolir10.00.1

VLAN B |VLAN A

P1 P24
RADIUSO O OO
HUB 1 192.168.10.130[]
PC1 PCc2

Web Supplicantl | | Web Supplicant2

gooa ogo
IP 192.168.10.24x |P 192.168.20.24x
VLAN B VLAN A

gobooogwrooon

m 000000 RADIUSOOOO)000O0OO0O0O0O0O0OO0OO0O0O0O00O00O

User-Name User- Tunnel-Type Tunnel- Tunnel- OO
Password Medium- Private-
Type Group-
ID
WebUserA  Web- VLAN (13) IEEE-802 10 PC1 Web Supplicantl 0O 0O
Password- (6) 0o0/00000000000
A O0o0Uood VLAN
WebUserB ~ Web- VLAN (13) IEEE-802 10 PC2 Web Supplicant2 00 0O
Password- (6) 0o0/00000000000
B O0ouoog VLAN
gooooo CentreCOM 9424T 00O 0OO0UOODODO 2.11
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ooooo

0 15:
O0O0O0OoOoPAPOOCOOOOO

m [0
1. VLCANOOOOOOO

CREATE VLAN=A VID=10 J
CREATE VLAN=B VID=20 J

2. VLANOOOOOOODOoOoooo

ADD VLAN=A PORT=24 J
ADD VLAN=B PORT=1-23

3. VLANO IPOOOOOOOOOOOO

ADD IP INT=VLAN-A IP=192.168.10.5 MASK=255.255.255.0 J
ADD IP INT=VLAN-B IP=192.168.20.5 MASK=255.255.255.0 J

4. RADIUSOOOOOOOOOOOIPOOOOOUDPOOOOOOOOOOOOOOOOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. Joooooooooooooo

ENABLE PORTAUTH

6. D00 10 WebODODOOOOOODODOOOOSET PORTAUTHPORTOOOODO13600000
0 PORTAUTH=WEBBASED TYPE=AUTHENTICATORO OO0 O0OO0OO0OO0O 10 WebOODO
Authenticator 00 00000000000 DO0OOOOOOOOO VLANODOOOOOOODOOO
000 VLANOOOoOoooo

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR MODE=MULTI
VLANASSIGNMENTTYPE=USER

7. WebOODOOOODOOOOOO MM IPADDRESS=10.0.0.100 00 0 00 M http://10.0.0.10 00
000000000 MmMPINGPOLL=ENABLED REAUTHREFRESH=ENABLEDO 0000000
Ping0OOOO0OO0OO0ODODOOOOSupplicant 0 Authenticator D00 Ping 0000000000
00000000000000Mm0mTEMPORARYIP=ENABLEDO 0000000000000 IP
0ooooOo0oooo0O0o0ooo00o

SET WEBAUTHSERVER IPADDRESS=10.0.0.1 PINGPOLL=ENABLED
REAUTHREFRESH=ENABLED TEMPORARYIP=ENABLED
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ooooo

8. WebOODODOODDOODODOOOOO

ENABLE WEBAUTHSERVER o

9. bHCPOOOOOOOOOOOO

ENABLE DHCP

10. DHCPOOUOOOOOOOOOOOOOOOOOO VLAN-AO IPOOOOOOOOOOOO0OO

CREATE DHCP POLICY=mypolicyl LEASE=7200 .
ADD DHCP POLICY=mypolicyl SUBNET=255.255.255.0 ROUTER=192.168.10.5 .
CREATE DHCP RANGE=myipl POLICY=mypolicyl IP=192.168.10.240

NUMBER=10 .J

11. DHCPOUOOOOOOUOOOOVLAN-BO IPOOOOOOOOOOOOOOOOOOOOOOOO
oo IPO0OOOO0DODOOOODODOOO

CREATE DHCP POLICY=mypolicy2 LEASE=7200 .
ADD DHCP POLICY=mypolicy2 SUBNET=255.255.255.0 ROUTER=192.168.20.5 .
CREATE DHCP RANGE=myip2 POLICY=mypolicy2 IP=192.168.20.240

NUMBER=10 .

& 0000 IPOO0OOOOO0OOOO7Z720000000000000000000IPO0O0OOOO0OOO
00200000000000007200000000000000000

& Ping0DOO0ODO0OO0O0O0OWebODODDOOOOOOO VLANODODOODOOOOOOODOO DHCPOOOO
ooooooooooooon

goobobooobobbooobbbood

0000 Supplicant 00D 0000000000000 O0O0O0OHTTPOOOO0OODOO0OO0OODOOO
WebOOOOODOOOOOO OO0OSupplicant00000000000 DHCPOOOOOOODOODOOODO
Supplicant 0 0000000000000 00000O0DOOO

& 0000000000 supplicant0000000000O00O00O0ODOOODOOOOOO0O0000D0O0DO00O0
Supplicant 0000000000000 Authenticator 0 IPOO0O00O00O00OO0O

& Supplicant 00 0000000000000 0O0O0O0HTTPOOOOOOOOOOOO0OOOOOOOOO
Supplicant[lDDDDDDDDDDDDDDDDDDDD joooooooooon

1. WPADO Web Proxy Auto DiscoveryD DO 0000
ooooooooooIPO00O0/00000000000000000O0O0000ODOOO0OOO
ocoooooooooooooogooogoogo
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ooooo

000000 DHCP INFORM OO O 0O 0O 0O OPAC(Proxy Auto Configuration) 0 000000
ooboboooooooooooooooooobooooogd
oooogd
o SET WEBAUTHSERVER HTTPREDIRECT=ENABLED
o SET WEBAUTHSERVER SESSIONKEEP=ENABLED
e SET WEBAUTHSERVER PROXYSERVER={ 0000000000 IPODODOO }
e SET WEBAUTHSERVERPROXYPORT ={ 0O000COOO0OO0O000OCDODOO }
e DHCPOOODOOOODOOODO
Supplicant O 0 O
Microsoft Internet Explorer 0 0 D [0 000 0000000000000 00000OO

% Internet Explorer 00 00 O Supplicant0 PACOO00O0000000000000OOOOOOOO
O0OO0OUOHTTPOOOOOOOOODOOOO

& 000000 WebOOOODODOODOOOPACOOODOOOOOOOODDO

2. PAC (Proxy Auto Configuration) 000000000000
O0o0ooooooooooooooPACOOOODOODOODOOOOOOOOOOOOOOOOO
ooooodd
oooogd

o SET WEBAUTHSERVER HTTPREDIRECT=ENABLED
o SET WEBAUTHSERVER SESSIONKEEP=ENABLED
e SET WEBAUTHSERVER PROXYSERVER={ 0000000000 IPODODOO }
e SET WEBAUTHSERVER PROXYPORT ={ 0000COOO0OO0O000OCDODOO }
e DHCPOOODOOOODOOODO
Supplicant O 0 O
http://{PACOD00000000000000 URL}/{PACOODOO }0000000
0 (O) http://192.168.2.2 / proxy.pac
Microsoft Internet Explorer D00 [0 0000000000000 ]00PACOOODOOODOOO
ooooo

% Internet Explorer 0 [0 000000000D0D]0000000 0OD0O0O0OOO PACOOOOO
00000000000 Supplicant0 PACOODO0OO0D0OOOO0O0ODO0OOOODOOOODOOOOO
HTTPOOOOOOOOOOOOO

& 000000 WebOOOODODOODOOOPACOOODOOOOOOOODDO

3. JooOoooooooooooooo
ooooooooooIpPooO00O0oOOoO0oOoOOOO0OoOoOOO00n
oooodd
e SET WEBAUTHSERVER HTTPREDIRECT=ENABLED
e SET WEBAUTHSERVER SESSIONKEEP=ENABLED
e SET WEBAUTHSERVERPROXYPORT ={ 0000COO0OO0O000OCDODOO }
Supplicant O 0 O
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ooooo

Microsoft Internet Explorer 0 DO [LANOOO0OO0O0000000000]00000000O0OOO
djdddooooooooooood

% Internet Explorer 00 0000000000000 [DO]JOWebODODODOOIPOOOOOOOO
0000000000 OWebOOOODDOOOODOOOODOO

m PAC(Proxy Auto Configuration) D 0000000

PACOODDOO0OOO0OO WebOOODOOOOD IPOOODODOODIRECTOOODOODOODOOOO
ooo

000oPACOOODOOOOOO

e 10.0.0.10192.168.1.10192.168.3.10192.1684.1 00000 00000000000 O0OOOODOO
ooooooooon

e JO0DO0O0OOODDOOOOODODO1921681.110000000000000000O000O0O0ODODOO
oooood

function FindProxyForURL (url,host) J
{4

if (isPlainHostName (host) J
||shExpMatch (host,"10.0.0.1")

||shExpMatch (host, "192.168.1.1")
||shExpMatch (host, "192.168.2.1")
||shExpMatch (host, "192.168.3.1")
||shExpMatch (host, "192.168.4.1")

)

{4

return "DIRECT";

bod

return "PROXY 192.168.1.11:8080;DIRECT";
od

s JO0ooooo

e Supplicant0 WPADDO OOODODOO

e DUIOWebIODODDOOOODODO http://www.allied-telesis.co.jp/ 00000 Web 00O O
oooo

e I0IODDODOOWebODOODODOODODOOOOO

e Supplicant0 00DD0O0O0DO0 DHCPOOOOODOOOODOODOOODOO DHCPOOODOO
[POOOO0OO0OO0OO0OOOOOOO

Supplicant O 0 O

e Supplicant0 Web DO O 0OO0OOOWPADOOOOOOODO
e DOOODttp://10.001000000000000000000DO000DOODOO0ODO
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ooooo

ooooooooon

e WPADPCOOOOPACODOOOD proxypac 000000000000 O00DOO0DOOOOOO
proxypac00000000 Supplicant 00000000

e DHCPOOOODOOOption252000O0WPADPCODO proxypacO0OOO0OO URLOOODOO
ooooooooooo

e J0O0O0O0O0DOOOOODOODOS8OBOODOOOOOOOOOOOOODO

m 0
| | |
VLAN1 . VLAN2Z .,  VLAN3 ., VLAN4
192.168.1.1 | 19216821 ! 19216831 ' 1921684.1
1 1 1
P13 O P:}.Q 0 P%S . P2 . . P|1
1 1 1
RADIUSO 000 WebO OOO Supplicant
000000000 192.168.2.2 192.168.4.x
192.168.1.11
WPAD PC
192.168.1.181
DHCPO OO [
DNSO 000
192.168.1.10
m 000

1. D000OO00O0O0o0O RADIUSOOOOOOOOOOO

ADD RADIUS SERVER=192.168.1.11 ORDER=1 SECRET=test

2. VLANOOOOOOO
0000 VLANv4OOOOOOOOOO0OO0OO0OO VLANOO VLANV3OOOOOOO

CREATE VLAN=v2 VID=2 UNTAGGEDPORT=2
CREATE VLAN=v3 VID=3 UNTAGGEDPORT=3
CREATE VLAN=v4 VID=4 UNTAGGEDPORT=1

3. DO0O010WebOOOQooooooO

SET PORTAUTH=WEBBASED PORT=1 TYPE=AUTHENTICATOR MODE=MULTI

4. 0O00OOOO0OOOOOOO

ENABLE PORTAUTH
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ooooo

5.

10.

WebOOOOOOOOOOOOO

e [ TEMPORARYIP=ENABLEDO 00000000000 Supplicant0 00000 0O DHCP
ooooooooooooIPOOOOOO0DOOOOO

e [ PROXYSERVER="192.168.1.11” PROXYPORT=80800 0 0 0O 0000000 Supplicant
0000000000000 0000M http://192.168.1.11:80800 000 PACODOOOO
ooooo

e O HTTPREDIRECT=enabled0 0000000000 WebODOODOODOOOODOOWebO
ooooooooooooood

e [ISESSIONKEEP=enabledD OO0 0000000000000 O0O0O WebOOODOOODOOOO
ooo

e ORENEWALTIME=S8O0 000000000000 OWebOOOOOOODODODODOODOOOO
oooo

SET WEBAUTHSERVER IPADDRESS=10.0.0.1 PROXYSERVER="192.168.1.11"
PROXYPORT=8080 HTTPREDIRECT=enabled SESSIONKEEP=enabled
TEMPORARYIP=enabled RENEWALTIME=8 .

WebOOOOQOQOOOOoOoOoOoO

ENABLE WEBAUTHSERVER o

VLANOOOOOOOooOoIPooooooooooo

ADD IP INTERFACE=vlanl IPADDRESS=192.168.1.1 MASK=255.255.255.0
ADD IP INTERFACE=vlan2 IPADDRESS=192.168.2.1 MASK=255.255.255.0
ADD IP INTERFACE=vlan3 IPADDRESS=192.168.3.1 MASK=255.255.255.0
ADD IP INTERFACE=vlan4 IPADDRESS=192.168.4.1 MASK=255.255.255.0

DHCP/BOOTPOOOODOOOOODOOODO
DHCP/BOOTPOO0ODODOO00O0DDOOSupplicantD 000000 VLANDO VLANv3 OO
000000 o000 DHCPOOOOOO IPOOODOOODOODOOOOOOODOOO

ENABLE BOOTP RELAY INTERFACE=vlan3

DHCP/BOOTPOOOODOODOOOIPODOOOOOOOOOO

ADD BOOTP RELAY=192.168.1.10 INTERFACE=vlan3 .

DHCPOOOOOOOOOIPOOOOOOOOOOO
0000 VLANv4 0O Supplicant0 IPOOD000O0D0O000O0O0O00OOO
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ooooo

CREATE DHCP POLICY="poli4" LEASE=60 .

ADD DHCP POLICY="poli4" SUBNETMASK=255.255.255.0 J
ADD DHCP POLICY="poli4" ROUTER=192.168.4.1 .

ADD DHCP POLICY="poli4" DNSSERVER=192.168.4.1 .
ADD DHCP POLICY="poli4" DOMAINNAME=test.com

11. Supplicant0 0000 IPOO0O0O0OOO0OODDHCPOOOOOODOOOODO

CREATE DHCP RANGE="ran3" POLICY="poli4" IP=192.168.4.201 NUMBER=10 .

12. DHCPOOOOOOOOOOOO

ENABLE DHCP

13. DNSOOOOOOOODNSOOOOOo IPOOOOOOOOOOO
000000000 0Supplicant00 Web OO OOOODDODODNSOOOOODOOOOOOO

ADD IP DNS PRIMARY=192.168.1.10 J

14. DNSOOOOOOOOOOoOoO

ENABLE IP DNSRELAY

& 000000000000 VLANO VLANOOOOOSupplicant0 000 DHCPOO OO (DHCPOO OO
00)00000000ORenewalTimed 800000000 ORenewalTime D 80 000000000000
gobboobo0ooooooboobo0oooooobooboooooooboo

00000 VLANO Protected Ports VLANO O OO OO O O

000 VLANOOOOOO VLANO Protected Ports VLANO OO OO OOOOOOOOOOOOOOOO
0000000000000 00000o0OWebOOOOOOOOOOODODODOODOODDOOOODOOOO
ooo

e I0I0UIODOODOOODOODDOODUOOOWebODOODODD VLANOOODOODO

e JIIOODDODODDOODOODDOODOODOODO VLANOO IPODOOODOOO

o JOOOOOOOOODOOOOOOOOODOOOOOOOOOOOOOOOOLOOOODOOO

e I0000ODODUODODOOODOOODUDOODDODOOOUDOUODOOODODODO WebOD
cobobooooboooooooooooooooooooooooogoooooon

e NOOOOODOOOOOOOOOOOOODOOOOOOOOOOOOODOOOOOOOOOOOOO
ooooooooooooon
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ooooo

cooooooboooooooooooooooooon

e 00O VLANODOODDOODOOODOODOOODOODOOODOO

e OIO VLANOUOODOODDOOOUODNSOOOOOODODOO WebOOOOOOOOOOOO
ooooo

e 00O VLANODOUDOODOOODOODODOODOODODOODO

e OUOO VLANIOOOO VLANDO DHCPOOOOOOOO

WAN
(Internet, etc...)
DNSO O OO 172.29.64.100

RADIUSO OO O 172.29.64.101
WebOODODOOO 172.29.64.102

ooog eth0 172.29.64.254

00O00VLAN 192.168.10.254
00000OVLAN 192.168.20.254
00O 0O VLAN 192.168.30.253
0000VLAN 192.168.10.0/24
000O00VLAN 192.168.20.0/24
UPLINK
godgd

24

UOOvLANODOODOOO
192.168.30.0/24

cooooooooooobooooooboooooooooooooooooogon

0000000 o0o0o0oobo0oonD VLANOOOoOoooo IpPOoOoOOooooooooo

2. 00O0O0OWebOOOOOOODOOOHTTPOOODOOOOOODOOODOOODOOOOOODOOOO
oooo

3. JooOoOoooooooooOoOoUooooooooooooooooooo
O0o0O0ooOoooOoRADIUSOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
0000000000 VLANIDOOOOOOooOo

5. 0000000O000oO0oOoo VLANOOOOoOOooo
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ooooo

6. JO0OOOO0O0OOOOOOODOOOOODODOOOOOIPODOOOOODOOOOOODOOOOO
00000 VLANOO IPOOOOOOOOOOOO

7. 000000000 O0O0OO0O0 URLOOOOODOODOOOOOWebOOOOOOODOOOOOOO
cooooooood
ooobooboooooooooooooooo
coobooooooooooooooooooboooo

10. DOO0OO0O0OOO0O0O0OOO0OOOOO0ODOOOO0ObOO0O0

11. 00000000000 RADIUSOOOOOOODOOOOOO0OOO0OO0OO0OOOO0OOOOO
O0o0O0o0oo0oo VELANIDOOOoOOooooo

12. 000000000 O0O00OO00 VLCANOOOOoOOooo

13. DO0O0O0O00o0oO0O0O000oooo0oo0o00 ooooooIPO00O0O0OOOO0OO0O0OOOOOO
0000 VLANOO IPOOOOOOOOOOOO

14 DOO0OO0O0OOO0O0OOOO0ODOOOO0ODOOOOOOO

& 0000 VLANOOOOOOO VLANOOUOOOOOOUOO VLANOOOOOOO VLANOOOOoOoo
VLANOOUOOOOOUOOOUOOoOooooooUoooooooooooooooo

= 000

1. 0000 VLANOOOOOOoO
CREATE VLAN=accept VID=10 TAGGEDPORT=24 .

2. 00000 VLANOOOOOOO
CREATE VLAN=limited VID=20 TAGGEDPORT=24 .

3. OO VLAN((I OO VLAN)OOODOOOOODOOODO VLANO Protected Ports VLANO O OO
O VLANOOOODOOODOO L2ONLYOOOOOOOOOOOoOoOOoO 240000000000
0102300000000000000
CREATE VLAN=guest VID=30 PORTPROTECTED L20ONLY .

ADD VLAN=guest TAGGEDPORT=24 GROUP=UPLINK .J
ADD VLAN=guest UNTAGGEDPORT=1-23 GROUP=AUTO J

4. 00000 VLANOOOOO 240000000
DELETE VLAN=Default VLAN VID=1 UNTAGGEDPORT=24 .

5. 0 VLCANOOOOoooooIpPooooooooooo
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ooooo

ADD IP INTERFACE=vlanlO IP=192.168.10.253 MASK=255.255.255.0 J
ADD IP INTERFACE=vlan20 IP=192.168.20.253 MASK=255.255.255.0 4
ADD IP INTERFACE=vlan30 IP=192.168.30.253 MASK=255.255.255.0 4
SET IP LOCAL INTERFACE=vlanlO J

6. J0DO0OD0O0ODOOOODOOOODOOOO VLANOvlanlODOOOOODOOOOODOOOOO

ADD IP ROUTE=0.0.0.0 INTERFACE=vlanl0 NEXTHOP=192.168.10.254 J

7. RADIUSOOOOOOO0OOOOO

ADD RADIUS SERVER=172.29.64.101 ORDER=1 SECRET=testingl23 J

8. WebOOOODOUDDODOUDODOOOWebODODOODOODODOODOOOOODIPOODOD 111100
00000000000 URLOOOOOODOOO0OOOWebOOOOODOOODODOOOODOOOODO
0000 Supplicant0 IPOODOOO0OO0OOO0OO

SET WEBAUTHSERVER IPADDRESS=1.1.1.1 REDIRECTURL=http://172.29.64.102/
HTTPREDIRECT=ENABLED TEMPORARYIP=ENABLED .
ENABLE WEBAUTHSERVER o

9. WebOODOOODDOOODOOOD 1023000000000000 WebOOODOOOOOOODO
0000000000 VELANOOOOOOOODOOoOOOOoOOoO VLANDOOOODOOOOO VLANDO
vlan300 000 VLAN/OOOOO VLANOOOOOOOO

SET PORTAUTH=WEB PORT=1-23 TYPE=AUTHENTICATOR MODE=MULTI
VLANASSIGNMENTTYPE=USER GUESTVLAN=30
ENABLE PORTAUTH

10. OO0 VLANO DHCPOOOOODOOOOOOIPOOOODODODOODODOOWebOOOOOOO
oooooooooIPOO00OOOO0O0OO0O0O0OO0200000000000000000000O
000 VLANOvlan30O O OOOOOOO0OOO0O0OO0OODNSOODOOODOODOO0O00o0OOoooooo
O0o000o00o0oDNSOODOoOoooo
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ooooo

CREATE DHCP POLICY="guest" LEASE=3600

ADD DHCP POLICY="guest" SUBNETMASK=255.255.255.0 J

ADD DHCP POLICY="guest" ROUTER=192.168.30.253

ADD DHCP POLICY="guest" DNSSERVER=192.168.30.254 J

CREATE DHCP RANGE="guestip" POLICY="guest" IP=192.168.30.100
NUMBER=100

ENABLE DHCP

WebOOQOGQOGQOGOO

O00OO0OWebOOOOODOOSupplicantO00 WebOODODOOOODOOOOO/00000000000
000000000000000ETWEBAUTHSERVERO OO 15700 0 M HEADER/SUBHEADERTOP /SUBHEA
oooooooooooooon

0000000000 0000 URLOOOOOOOOSET WEBAUTHSERVEROOOOO15700000
REDIRECTURLOOOOO0O0OODOOOOOO

ooo

oooooooooooboooooooooooogo

e 0O0UIOOO VLANOOUOUOSETPORTAUTHPORT O OO O O13600000 VLANASSIGN-
MENTOOOOOOO ENABLEDO O 00O
e PVIDOUDDOODO VLANDO UOO VLANOOODOOODOOOO
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ooooo

a Wigh Access Authentication Gateway — Microsoft Internet Explorer
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Allied—Telesis

Web Access Authentication Gateway

User Authentication

Authenticating
Server Based User Authentication in progress. This might take a while
depending on server availability. This page will be updated within 20 seconds.
In case the authenticated page is not appeared, please reload the page

manually.
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 Wish focess Authentication Gateway — Microzoft Ihternet Explorer
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Server Based User Authentication in progress. This might take a while
depending on server availability.
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3 Wb A Authentication Gateway — Microsoft Internet Explorer
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Web Access Authentication Gateway
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Login Failed! Could not authenticate. Please check Username & Password.
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Login Failed! Please check the supplied User 000000000 00OMACOOOOOOO
Name & Password.

Login Failed! Maximum sessions active. Please O00000000000000

try later.
Login Failed! Could not authenticate with 000000 @oOoooOooOo)ooooooo
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Login Failed! Could not authenticate. Please RADIUSODOOO0OODODOOODOOO

check Username & Password.
Login Failed! Could not start authentication. Held/Lockout 0000000

Please try later.
Login Failed! Could not authenticate. 00 Supplicant0 0000000000000
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Sev  Module Message Trigger PORTAUTH LOGTYPE
INF PACCESS Supplicant 8021X 0D OO0 O ALLO8021X ALLO LOGOFF
USER- ogooboogoao
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INF PACCESS Supplicant Web 0 O O O ALLOWEBBASED ALLOLOGOFF
USER-NAME 00000 Au-
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% SET PORTAUTH USERIDFORMAT O 0000141 00 OO O O User-Name O 0O O User-Password
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Tunnel-Type VLAN (13) 000o000ob0O0o00o0o0oo0o0o
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ID Oo0o0o0oO0ooooo VELANOOOO
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DHCP Snooping

DHCP Snooping
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DHCP Snooping
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DHCP Snooping

SET DHCPSNOOPING PORT=1 TRUSTED=YES .

& DHCPOODOOOODOOODD TrustedJOOOOOOODDOOOO

oooooooooon

000000000000 000 Untrusted 000000000000 O0O000 20 TrustedO0OOO0O
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m [POOO0OOOOOOOOOOOOODHCPOOOOOOOOOOOOOOOOODOO DHCPOOO
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DHCP Snooping

000000000000 000000oUoo0UoSET DHCPSNOOPING PORTOOOOO131 00000
MAXLEASESOOOOOO0OO0OO0O0OO000O0O0ooooa

m DHCP Snooping 00 OIPOO0O0OOOO0OOO0ODARPOODOOOOOODOOOOOOOODOOOOODO
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O00OUntrusted 000000000000 DHCPOOOOODOOODO ARPODOODOOOOOOOOO
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DHCP Snooping

& O00000O00000000O0O000000O0O0000000

O00000000SET DHCPSNOOPING CHECKINTERVAL 0000012800 0000000000
00000 1036000000

SET DHCPSNOOPING CHECKINTERVAL=120
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SET DHCPSNOOPING CHECKOPTIONS=DHCPRELEASE, LINKDOWN
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RRP Snooping

RRP Snooping
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RRP Snooping
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RESET SWITCH PORT . . . . . . . e e 125
RESET SWITCH PORT LOOPDETECTION COUNTER . . . ... ... ... ....... 126
RESET SWITCH PORT STORMDETECTION COUNTER . . . ... .. ... ....... 127
SETSWITCHMIRROR . . . . .. . e 144
SETSWITCHPORT . . . . . . e 146
SET SWITCH PORT LOOPDETECTION . . . . . . .. ... ... . .. .. 149
SETSWITCHPORTMIRROR . . . . .. ... o o 151
SET SWITCH PORT SECURITYMODE . . . . . .. ... ... .. ... .. .. ... 152
SET SWITCH PORT STORMDETECTION . . . . . .. ... ... .. ... ... ...... 154
SETSWITCHTRUNK . . . . .. 156
SHOW SWITCHMIRROR . . . . . .. e e 190
SHOW SWITCHPORT . . . . . . . e e 191
SHOW SWITCHPORT COUNTER . . . . . . ... .. . oo 195
SHOW SWITCH PORT INTRUSION . . . . . . .. .. . o o 198
SHOW SWITCH PORT LOOPDETECTION . . . . .. ... .. ... ... .. ....... 200
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SHOW SWITCH PORT SECURITYMODE . . . . . .. ... ... ... . ... ..... 204

SHOW SWITCH PORT STORMDETECTION . . . .. ... ... ............. 206
SHOW SWITCH PORT SUMMARY . . ... ... ... .. ... .. .. 209
SHOW SWITCHTRUNK . ... ... ... e 211
EPSR Snooping
DISABLE EPSRSNOOPING . . . . . . ... e 96
ENABLE EPSRSNOOPING . . . . .. ... e 109
SHOW EPSRSNOOPING . . .. ... ... . 171
ooooo
DISABLEPORTAUTH . . . ... ... ... i 97
DISABLE PORTAUTH PORTLOGTYPE . . . . . ... ... ... ... ... ... .... 98
DISABLE WEBAUTHSERVER . . . .. ... ... ... ... ... .. . .. ... . ..., 104
ENABLEPORTAUTH . ... ... .. ... i 110
ENABLE PORTAUTH PORT LOGTYPE . . . . . ... ... ... ... ... ... .... 111
ENABLE WEBAUTHSERVER . . . . .. ... ... ... .. .. .. 117
PURGE WEBAUTHSERVER . . . . ... ... .. .. 120
RESET PORTAUTHPORT . . . . . .. ... e 123
SET PORTAUTH AUTHMETHOD . . . .. ... ... . ... ... ... ... ... .... 133
SET PORTAUTH CSIDFORMAT . . . . ... ... .. . 134
SETPORTAUTHPORT . . . . . . . .. e 136
SET PORTAUTH USERIDFORMAT . . ... ... ... ... ... .. . ... .. ..... 141
SET WEBAUTHSERVER . . . . . ... ... o 157
SHOW PORTAUTH . . ... ... . . e 172
SHOW PORTAUTHPORT . . . . . .. ... e 178
SHOW WEBAUTHSERVER . . . . ... ... ... ... .. . . 213
DHCP Snooping
ADDDHCPSNOOPING . . . .. ... e 81
CREATE DHCPSNOOPING MACFILTER . . . . . .. ... ... .. ... .. .. ... 84
DELETE DHCPSNOOPING . . . . . . ... e 88
DESTROY DHCPSNOOPING MACFILTER . . . . ... ... ... ... ... . ...... 90
DISABLE DHCPSNOOPING . . . ... ... .. e 92
DISABLE DHCPSNOOPING ARPSECURITY . . . .. ... ... ............. 93
DISABLE DHCPSNOOPING LOG . . . ... ... ... .. ... ... .. 94
DISABLE DHCPSNOOPING OPTIONS2 . . . . ... ... . ... ... .......... 95
ENABLEDHCPSNOOPING . . . . . . ... e 105
ENABLE DHCPSNOOPING ARPSECURITY . . ... ... ................. 106
ENABLE DHCPSNOOPING LOG . .. ... ... ... .. . ... .. . .. ... . ..., 107
ENABLE DHCPSNOOPING OPTIONS2 . . . . . ... ... ... ... .. ... . ..... 108
PURGE DHCPSNOOPING . . . . .. ... i 118
RESET DHCPSNOOPING COUNTER . . . . ... ... ... ... ... ... .. ..., 121
RESET DHCPSNOOPING DATABASE . . . . . ... ... ... ... . ... .. ..., 122
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SET DHCPSNOOPING CHECKINTERVAL . . . . ... ... ... ... .. ....... 128

SET DHCPSNOOPING CHECKOPTIONS . . . ... ... ... ... ... ....... 129
SET DHCPSNOOPINGMACFILTER . . . . . ... ... .. ... . .. . . ... 130
SET DHCPSNOOPINGPORT . . . . .. ... . 131
SHOW DHCPSNOOPING . . . . . . ... e 160
SHOW DHCPSNOOPING COUNTER . . . . .. ... ... ... . . 162
SHOW DHCPSNOOPING DATABASE . . . . . ... ... ... .. . .. .. ... . 164
SHOW DHCPSNOOPING MACFILTER . . . . . ... ... ... .. . ... .. . ..., 167
SHOW DHCPSNOOPING PORT . . . . ... .. ... .. . . 169
RRP Snooping
DISABLERRPSNOOPING . . . . . .. ... o 99
ENABLERRPSNOOPING . . . . ... ... i 112
SHOW RRPSNOOPING . . . .. ... e 185
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ACTIVATE SWITCH PORT AUTONEGOTIATE

ACTIVATE SWITCH PORT AUTONEGOTIATE

00o00o0o0ooooooo /o0oo

ACTIVATE SWITCH PORT={port-Ilist|ALL} AUTONEGOTIATE

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

00000o0o00o0o0oo00oo00oooooooo0oo0ooooooooooo0oo/00ooo
oobooooooboooboooooon

goooog
PORT 0OO0OOO0OOOOOOOOODALLOOOOODOOOOOOODOOOOOOOOOOOOOOO

OSETSWITCHPORTOOOOO SPEEDOOOOOOOO AUTONEGOTIATECO OOOOOOO
ooooooooo

g
s 000600000000O00O000ODOO0OO

ACTIVATE SWITCH PORT=6 AUTONEGOTIATE

goooogn

0000000000000 000000000000AUTONEGOTIATED OO OODOoOooooooo
oooo

goooog

SET SWITCH PORTO 146 0 OO O
SHOW SWITCH PORTO 1910000
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ADD DHCPSNOOPING

ADD DHCPSNOOPING

00O0D000oooooo / DHCP Snooping

ADD DHCPSNOOPING BINDING=macadd INTERFACE=vlan-if IP=ipadd
PORT=port-number

macadd: MAC O 0 0 O O xx-xx-xx-xx-xx-xx 0 0 0 0

vlan-if: VLAN OO OO0O00000OVLAN-name 0 VLANvid 00O Oname O VLAN 00O vid O VLAN IDO
ipadd: TP 0000

port-number: 1000000000100

g0

DHCP Snooping 0 D 0000000000000 DOOO0ODOODOOODOOOOOODOOOIPODOOOOOO
oobooooooooooooooobooooogo

goooog

BINDING 0000000 MACOOOO
INTERFACE 0O0O0OOO0OOOO VLAN

IP oooooooIpPOOoOO

PORT 00000000 DOOOO0OOOOOOOOO

g

m [POO0O0O 192.168.10.50MAC OO OO 00-00-00-00-00-01 0000000000000 0OCOO0OOOO
000000000000000 VLANOOdefautt OO OO0 O0O00O0O0O0OO50000

ADD DHCPSNOOPING BINDING=00-00-00-00-00-01 INTERFACE=vlan-default
IP=192.168.10.5 PORT=5

goooogn

oo0oooooooooooo0o0100boo0o0o0oooooooooo0oooool1oooooo0o
000000000000 o00o00o0o0o00o0O0SET DHCPSNOOPING PORT OO0 OO MAXLEASES
ooboooooooooboooooon

Trusted 0000000000000 DO0OOOODOOOOOOOOOO
O0o00ooU0oOooooooIPoOOO0O DHCPServer 00000000000 OOODHCPOODO
oo IpO0000O0O0O0O0O0OOO0OOOOOOOO

goooog

oooood CentreCOM 9424T 0D DOOOOOODOO 2.11 81
613-001210 Rev.F



DELETE DHCPSNOOPINGO 88 0 0 OO
SET DHCPSNOOPING PORTO 131 0000
SHOW DHCPSNOOPING DATABASEO 164 00 0 O
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ADD SWITCH TRUNK

ADD SWITCH TRUNK

00o00o0o0ooooooo /o0oo

ADD SWITCH TRUNK=trunk PORT=port-list

trunk: 000000000010l 00000000O0O0OO0DODOOOOOOODDOOOD
port-list: 100000000010 000000000O00OO0OO0OOOOOOO

g0

oooooooobooobooooboobooon
goooog

TRUNK 0000000000

PORT 00000000 O0OO0O0O0O0OOOO0OOOOOOOOOO8O0O0O0O00OOOO0OO0OO0O00OO
oooo0ooo0oooOooOo0oooOo0oOo0oOo0oOoooOoooOoO0 VEANOOOOOoOooOo
ooooo

g
s J00000000uwplinkD00000 104000000

ADD SWITCH TRUNK=uplink PORT=1-4

goooog

CREATE SWITCH TRUNKO 86 O OO O
DELETE SWITCH TRUNKO 8 OO OO
DESTROY SWITCH TRUNKO 91 OO OO
SET SWITCH TRUNKO 156 0 O O O
SHOW SWITCH TRUNKO 211 00 0O O
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CREATE DHCPSNOOPING MACFILTER

CREATE DHCPSNOOPING MACFILTER

00O0D000oooooo / DHCP Snooping

CREATE DHCPSNOOPING MACFILTER=1..999 [ADDRESS={macadd|ANY}]
[MASK=macadd] [VLAN={vlanname|l..4094|ANY}] [PORT={port-1ist|ALL|NONE}]
[ACTION={DENY|PERMIT}]

macadd: MAC 0 0 O O O xxexxaxxaxoexxsxx 00 00O
volanname: VLAN OO 102000 0000000000000 _M0000000000O00O0O0OOOOOOOOOOO
]7()rt-list: 0000000001000 00b00000boooooooooOoOoon

g0

MACOOOOOODOOOOODDOOOOOoOOooOoOOo
goooog

MACFILTER 0000000000 IDODOO0O0OOOO0OO0O0O0OO0

ADDRESS 000000000000 MACOOOOOOOOO ANYO

MASK 000000000000 MACOOOOOOOOOOOOOOOOOOO FRFEFEFEFEFE]

VLAN 00O VLANOOOO VIDOOOOO ANYO

PORT MACOOOOOOOOOOOOOOOODOOOOOOOOOODOOOOOOO NONED

ACTION 000000000 OO0OOUOOOPERMITOOOMMDENYOOOOOOOOOOOOOOO
00 DENYO

g
m 0000 ID0O 0009410 00IAEBOOOOOOOOOOOOOOOO

CREATE DHCPSNOOPING MACFILTER=1 ADDRESS=00:09:41:00:00:00
MASK=FF:FF:FF:00:00:00 PORT=ALL ACTION=PERMIT

CREATE DHCPSNOOPING MACFILTER=2 ADDRESS=00:1A:EB:00:00:00
MASK=FF:FF:FF:00:00:00 PORT=ALL ACTION=PERMIT

CREATE DHCPSNOOPING MACFILTER=3 PORT=ALL ACTION=DENY

goooogn

O00oooo 128000000000
oooooIboooooO0Ooooooo0oooooooooooooooooooooooooooOO0o
oooooooooon
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CREATE DHCPSNOOPING MACFILTER

Trusted 00000 MACOUOOOOOOOOOOOOOOOOOO

000000 NONEOOODODOODOOOOOOOOOOOOooOOoOooooooooo

MACOOOOO ANYOOUOOOOOUOoOOooooooooooo
O00000000oo0o00ooo00oo0OPermit0 00000000
coooooooboooooooooooooobooooooooobooooboooooooooboooon
oobooooooboooboooooon

Ooo0ooo0ooooo0oooo0ooooUOoOooo0o bHCPOOODOODOOODOOOODOOOO
O00O0000CHECKOPTION O DHCPRELEASEO OO0 OO0OO0OO0OOOOOOODOOOOOOOOOO
O000000DenyD0O00O0O00O00O0O0O0O00OOOOOO
ooooooooooobooooboobooooooooooooooooooooonoOon

goooog

DESTROY DHCPSNOOPING MACFILTERO 90 O OO0
SET DHCPSNOOPING MACFILTERO 1300 00 O
SHOW DHCPSNOOPING MACFILTERO 167 0 0 OO
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CREATE SWITCH TRUNK

CREATE SWITCH TRUNK

00o00o0o0ooooooo /o0oo

CREATE SWITCH TRUNK=trunk PORT=port-list [SELECT={MACSRC|MACDEST|MACBOTH|
IPSRC|IPDEST|IPBOTH}]

trunk: 000000000010l 00000000O0O0O0DDOOOOOOOODDOOOD
port-list: 100000000010 000000000O00OO0OO0O0OOOOOOO

00

oooooo0ooooooooenoOoOoOOOOOO
goooog

TRUNK 0000000000

PORT 00000000000 OOOO0O0O0OOOOOOO0O0OOOOO0OO0S8OO0O0O0O00O0O000O0DO
ooooOoooOooo0ooOo0o0oOoO0oOo0oOo0oOoooOoooOoO0oO VELANOODOOOO
ooooogoooon

SELECT 0O000O0000O00000000000000000O000O000000000000000
O00000O0MACSRIOOO MACOOOOMMACDESTO OO MACOOOOMMACBOTH
0000000 MACOOOOMmMIPSRA OO IPOOOOMIPDESTO OO IPOOOOMIPBOTH
ooooooIpPO00O0U0OOOOOOOOOOOOOO MACBOTHO

g
m 000 1-50000000000uplink0000000

CREATE SWITCH TRUNK=uplink port=1-5

goooogn

cooooooooooooooooooooooboooooooooooboooooboooooa
ooooooooIboo0oool1o000ooo0ooooo

000000 ARPOOOOOOOOOOOOOOOOOOOOO0ODOODOO0ODOO0ODO0OO0OO0OO0OO0O0OOO
00000 ARPOOOOOOOOOOOOOOOOOOOOO

00000000000 o00 ARPOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOD
ooooooooooooodgd

O00o000o0o00o0o0oo00o0 ARPOOOOOOOOOOOOOOOOOOOOOODOOOOOOOD
coooooooboobooooooooooooon
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CREATE SWITCH TRUNK

SELECTOO0OO0OOO MACOOUOOOOOODOOMACSRCOMACDESTO MACBOTHO O OO OO
oooooooobooboooooooooooooooooooooodg

goooog

ADD SWITCH TRUNKO 83000 O
DELETE SWITCH TRUNKO 8 OO OO
DESTROY SWITCH TRUNKO 91 0O OO
SET SWITCH TRUNKO 156 0 O O O
SHOW SWITCH TRUNKO 211 00 OO
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DELETE DHCPSNOOPING

DELETE DHCPSNOOPING

00O0D000oooooo / DHCP Snooping

DELETE DHCPSNOOPING BINDING|[=macadd] [IP=ipadd]

macadd: MAC 0 0 O O O XX-XX-XX-XX-xx-xx 0 0 00
ipadd: TP 0000

g0

DHCP Snooping 0 0000000000000 0O0O0O0OO0OO0OODOOOO0ODOOOO
goooog

BINDING 0000000 MACOOOO
IP oooooooIpPOoOO

goooog

ADD DHCPSNOOPINGO 810000
SHOW DHCPSNOOPING DATABASEO 164 0 0O O
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DELETE SWITCH TRUNK

DELETE SWITCH TRUNK

0000000ooooo /000
DELETE SWITCH TRUNK=trunk PORT=port-list

trunk: 000000000010l 00000000O0O0OO0DODOOOOOOODDOOOD
port-list: 100000000010 000000000O00OO0OO0OOOOOOO

g0

ooooooooooooooooooa
goooog

TRUNK 0000000000
PORT 0OO0O0OOOOOOOOO

g
s J00000000uwplinkD 00000 102000000

DELETE SWITCH TRUNK=uplink PORT=1, 2

goooog

ADD SWITCH TRUNKO 83000 O
CREATE SWITCH TRUNKO 86 OO0 OO
DESTROY SWITCH TRUNKO 91 0O OO
SET SWITCH TRUNKO 156 0 O O O
SHOW SWITCH TRUNKO 211 00 0O
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DESTROY DHCPSNOOPING MACFILTER

DESTROY DHCPSNOOPING MACFILTER

00O0D000oooooo / DHCP Snooping

DESTROY DHCPSNOOPING MACFILTER={id-1list|ALL}

id-list: 0000000010990 00000000000000D0O000OD

g0

MACOOOOOOOOOOODDOOOOOoOOooOoOo
goooog

MACFILTER O0O0OO0OO0OO0OO0OOOOIDOOOOOOOO0DALLOOOOOOOOOOOOOOOOOO0
oooood

goooog

CREATE DHCPSNOOPING MACFILTERO 84 0 OO O
SET DHCPSNOOPING MACFILTERO 1300 00 O
SHOW DHCPSNOOPING MACFILTERO 167 0 0 OO

90 | CentreCOM 9424T 0O OO OOCODODO 2.11 oooood
613-001210 Rev.F



DESTROY SWITCH TRUNK

00o00o0o0ooooooo /o0oo

DESTROY SWITCH TRUNK=trunk

DESTROY SWITCH TRUNK

trunk: 000000000010l 00000000O0O0OO0DODOOOOOOODDOOOD

g0

oooooooooooooon

goooog

TRUNK 0000000000

g
s 00000000 uwplink0000000O

DESTROY SWITCH TRUNK=uplink

goooog

ADD SWITCH TRUNKO 830 00O
CREATE SWITCH TRUNKO 86 O O OO
DELETE SWITCH TRUNKO 8 OO OO
SET SWITCH TRUNKDO 156 0 O O O
SHOW SWITCH TRUNKO 211 00 0O O

oooood
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DISABLE DHCPSNOOPING

DISABLE DHCPSNOOPING

00O0D000oooooo / DHCP Snooping

DISABLE DHCPSNOOPING

g0

DHCP Snooping 0000000000000 OODO

goooog

ENABLE DHCPSNOOPINGO 105 00 00O
SHOW DHCPSNOOPINGO 160 0 0 OO
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DISABLE DHCPSNOOPING ARPSECURITY

DISABLE DHCPSNOOPING ARPSECURITY

00O0D000oooooo / DHCP Snooping

DISABLE DHCPSNOOPING ARPSECURITY

g0

DHCP Snooping 000 DO0O0OO0O0O0O0O0 ARPOOODOOODODOOOOODOOOOODOOOOO

goooog

ENABLE DHCPSNOOPINGO 105 00 00O
ENABLE DHCPSNOOPING ARPSECURITYO 106 DO OO
SHOW DHCPSNOOPINGO 160 0 0 OO

oooood CentreCOM 9424T 0D DOOOOOODOO 2.11 93
613-001210 Rev.F



DISABLE DHCPSNOOPING LOG

DISABLE DHCPSNOOPING LOG

00O0D000oooooo / DHCP Snooping

DISABLE DHCPSNOOPING LOG={ARPSECURITY|MACFILTER}

g0

DHCP Snooping 0 0000000000000 O0OOOOODO

goooog

LOG 0000000000000 0000000000000000000ARPSECURITYOOOO
OOARPOOOOODOOOOODOOOOODOOOOODOOOOOOOOOOOOOOODO ARPO
000000000000 0000MACFILTEROOOOOOMACOOOOOOOOOOOOOO
000 DHCPOUOOOOOODOOOOODOODOOO

goooog

CREATE DHCPSNOOPING MACFILTERO 84 0 0O O
ENABLE DHCPSNOOPINGO 10500 00O

ENABLE DHCPSNOOPING ARPSECURITYO 106 DO OO
ENABLE DHCPSNOOPING LOGO 1070000

SHOW DHCPSNOOPINGO 160 0 0 OO

SHOW LOGM OOOOOoOoo 2640000
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DISABLE DHCPSNOOPING OPTION82

DISABLE DHCPSNOOPING OPTION82

00O0D000oooooo / DHCP Snooping

DISABLE DHCPSNOOPING OPTION82

g0

DHCP Snooping 00D 000000000 DO0OO0O0DODOOO0ODOOOODOOOODOODODOO 8200
oooooooooboooobooooogod

goooog

ENABLE DHCPSNOOPINGO 105 00 00O
ENABLE DHCPSNOOPING OPTIONS820 108 0 O O O
SHOW DHCPSNOOPINGO 160 0 0 OO
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DISABLE EPSRSNOOPING

DISABLE EPSRSNOOPING

000000000000 /EPSR Snooping

DISABLE EPSRSNOOPING [CONTROLVLAN={1..4094|vlanname|ALL}]

vlanname: VLAN OO 102000 0000000000000 0000000000000 OO0ODOOOOOODODODO

g0

0000000000 VLANOOOOOoOooooooooooooooooooooo
goooog

CONTROLVLAN 000000 VLANOVLANOOOO VLANIDOVIDOOOOOOOOOOOOO
AlLO0OO0OO0OOO0OOO0ODOO0OOO0OOO0oOO VELANOOOOOoOOO

goooog

ENABLE EPSRSNOOPINGO 109000 O
SHOW EPSRSNOOPINGO 171 0000
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DISABLE PORTAUTH

DISABLE PORTAUTH

000000000000 /00000

DISABLE PORTAUTH

g0

00000000801XODODOMACOOOOOOWebOOOOODOOOOOOoOoooooooOQ

goooog

ENABLE PORTAUTHO 1100000
SHOW PORTAUTHO 1720000
SHOW PORTAUTH PORTO 178 00O O
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DISABLE PORTAUTH PORT LOGTYPE

DISABLE PORTAUTH PORT LOGTYPE

000000000000 /00000

DISABLE PORTAUTH|[={ALL|8021X|MACBASED|WEBBASED}] PORT={port-list|ALL}
LOGTYPE={SUCCESS|FAILURE|LOGOFF|ALL}

port-list: 100000000010 000000000O00OO0OO0OOOOOOO

00

poooooooooobooooboobooooooboooooooooooooooog
cooooooooooooooooboooobooooogoa

goooog

PORTAUTH 0000000O00O08021X0802.1X 00 MMACBASEDO MACO OO0 O MWEBBASED
OWebOOMALLOOOOOODOOOOOODOOOOO ALLO

PORT 00000000 OOO0O0OOOOOO

LOGTYPE O0OO0O0OOSUCCESSOOOOOMFAILURED O OO0 MLOGOFFO 0 OO OMALLOO
0000000000 0o0o0oO0o0o0o0ooooo0o0oooo0oOo ALLO SUCCESS
O000@WebOOODOODODOODOOODODODODODODOOODFAILUREOOOODMOOOOOOMm
ORADIUSOOODOOOOOOOOOOOLOGOFFOOODODmMWeb OO OO OO OOOOOOOO
oooood

goooog

ENABLE PORTAUTH PORT LOGTYPEO 111 000 O
SHOW PORTAUTHO 1720000
SHOW PORTAUTH PORTO 178 00O O
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DISABLE RRPSNOOPING

DISABLE RRPSNOOPING

0000000o0ooo0g /RRP Snooping

DISABLE RRPSNOOPING

g0

RRP Snooping 00 OO0 O0O0O0O0O0OO0O0OO0OOOO

goooog

ENABLE RRPSNOOPINGO 1120000
SHOW RRPSNOOPINGO 1850000
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DISABLE SWITCH PORT

DISABLE SWITCH PORT

00o00o0o0ooooooo /o0oo

DISABLE SWITCH PORT={port-list|ALL}

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

ooboooooobooobooooooboooooooobooooon
goooog

PORT OOO0OO0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

goooogn

oooooooooOoooboooooo0 1000ooooooooo0o0oO000oooooooooo
oooooooooooooon

goooog

ENABLE SWITCH PORTO 113 00 00
SHOW SWITCH PORTO 1910000
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DISABLE SWITCH PORT FLOW

DISABLE SWITCH PORT FLOW

00o00o0o0ooooooo /o0oo

DISABLE SWITCH PORT={port-Ilist|ALL} FLOW=PAUSE

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

000000000000 o0oo0ooooOs23xPAUSED D0 OOODOOOOOOOOOOO
goooog

PORT OOO0OO0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO
FLOW 0000000 O0PAUSED802.3x PAUSED Full-Duplex 000000000

goooogn

00000000 OPAUSEOOOOOOOOOOOOO0OOOOO0OOOO0OOOOO0OOOOOO PAUSE
oooooooooooboogd

goooog

ENABLE SWITCH PORT FLOWO 114 00 00O
SHOW SWITCH PORTO 1910000
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DISABLE SWITCH PORT LOOPDETECTION

DISABLE SWITCH PORT LOOPDETECTION

00o00o0o0ooooooo /o0oo

DISABLE SWITCH PORT={port-list|ALL} LOOPDETECTION

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

O00oooo0o0o LbFOOO0OOOO0OO0OOOO0O0DOO0OO0

goooog

PORT 0OOO0OOOOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOO
g

s 00020 LDFOOOOOOOO

DISABLE SWITCH PORT=2 LOOPDETECTION

goooogn

LDFOOOO0DO0O0O0OO0OO0OOO LDFOO0OO0OO/000000000000000000000 LDFO
LDFOO0000000O0

goooog

ENABLE SWITCH PORT LOOPDETECTIONO 1150 00O

RESET SWITCH PORT LOOPDETECTION COUNTERO 126 0 O OO
SET SWITCH PORT LOOPDETECTIONO 149 0 0 0O

SHOW SWITCH PORT LOOPDETECTIONO 200 0 0 O O
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DISABLE SWITCH PORT STORMDETECTION

DISABLE SWITCH PORT STORMDETECTION

00o00o0o0ooooooo /o0oo

DISABLE SWITCH PORT={port-list|ALL} STORMDETECTION

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

coooooobooooooooooooooboooo

goooog

PORT OOO0OO0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

g
s 00020000000000000000

DISABLE SWITCH PORT=2 STORMDETECTION

goooog

ENABLE SWITCH PORT STORMDETECTIONO 116 0 O O O

RESET SWITCH PORT STORMDETECTION COUNTERO 1270 00O
SET SWITCH PORT STORMDETECTIONO 154 0 0 0O O

SHOW SWITCH PORT STORMDETECTIONO 206 0 O O O

oooood CentreCOM 9424T 0D DODOOOOODOO 2.11
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DISABLE WEBAUTHSERVER

DISABLE WEBAUTHSERVER

000000000000 /00000

DISABLE WEBAUTHSERVER

g0

WebOOOOOOOOOOODOOODOODOOOOO

goooog

ENABLE WEBAUTHSERVERO 1170000
PURGE WEBAUTHSERVERO 1200 0 0O
SET WEBAUTHSERVERO 157 00 00O
SHOW PORTAUTHO 1720000

SHOW PORTAUTH PORTO 178 0 OO O
SHOW WEBAUTHSERVERO 2130 00O
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ENABLE DHCPSNOOPING

ENABLE DHCPSNOOPING

00O0D000oooooo / DHCP Snooping

ENABLE DHCPSNOOPING

g0

DHCP Snooping 0000000000000 OODO

goooogn

0000000 DHCP Snooping00D00000D0O00OO

goooog

DISABLE DHCPSNOOPINGO 920000
SHOW DHCPSNOOPINGO 160 0 0 0O O
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ENABLE DHCPSNOOPING ARPSECURITY

ENABLE DHCPSNOOPING ARPSECURITY

00O0D000oooooo / DHCP Snooping

ENABLE DHCPSNOOPING ARPSECURITY

g0

DHCP Snooping 00000000000 ARPOOOODODOOOO0DOOOOO0ODOOOOODOOOOOO
0O0DHCP Snooping 0000000000000 DOOOO
000000000000 Untrusted 000000000000 DHCPOOOOOODOOO ARPOOO
0000000 o0oo0oooo0 ARPOOOOOOOODOOOOODOOOOOOO

goooogn

ARPOOOOOOOOOODOOODOOOOOO

goooog

ADD DHCPSNOOPINGO 810000

DISABLE DHCPSNOOPINGO 920000

DISABLE DHCPSNOOPING ARPSECURITYO 930 00O
ENABLE DHCPSNOOPING LOGO 1070000

SHOW DHCPSNOOPINGO 160 0 0 OO
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ENABLE DHCPSNOOPING LOG

ENABLE DHCPSNOOPING LOG

00O0D000oooooo / DHCP Snooping

ENABLE DHCPSNOOPING LOG={ARPSECURITY|MACFILTER}

g0

DHCP Snooping 0 0000000000000 O0OOOOODO
goooog

LOG 0000000000000 0000000000000000000ARPSECURITYOOOO
OOARPOOOOODOOOOODOOOOODOOOOODOOOOOOOOOOOOOOODO ARPO
000000000000 0000MACFILTEROOOOOOMACOOOOOOOOOOOOOO
000 DHCPOUOOOOOODOOOOODOODOOO

goooog

CREATE DHCPSNOOPING MACFILTERO 84 0 0O O
DISABLE DHCPSNOOPING LOGO9%4 0000

ENABLE DHCPSNOOPINGO 105 00 00O

ENABLE DHCPSNOOPING ARPSECURITYO 106 DO OO
SHOW DHCPSNOOPINGO 160 0 0 OO

SHOW LOGM OOOOOoOoo 2640000
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ENABLE DHCPSNOOPING OPTION82

ENABLE DHCPSNOOPING OPTION82

00O0D000oooooo / DHCP Snooping

ENABLE DHCPSNOOPING OPTION82

g0

DHCP Snooping 00D 000000000 DO0OO0O0DODOOO0ODOOOODOOOODOODODOO 8200
00000000000000000000000000000DHCP Snooping0 0000000000
gooooo

000000000000 Untrusted 0000000000000 O0O0OO DHCP/BOOTPOOOOOO
goooooooooooobooooboobboobboobogbDboobbooobboobbobboo
ORemote-ID: 0000 MACOOOO

OCircuit-ID: 00 00O0O0OO0OOO0OO0OOO0OO0OOUOOUOUOOOO VLANID

OSubscriber-ID:0 0000000000000 SET DHCPSNOOPING PORT 0 0O 0O 0 O SUBSCRIBERID
goooobooooboooobooboo

0000 DHCP/BOOTPUOOOODOODOOOOOOOOOODOOOOODOOOOODDOOOOODOOOO
000000000 DHCP Snooping0 0000000000000 O00O0O0O00DOO0DOOOODOOO
gooooboogoboooobooobooo

OUntrusted 0000000

OTrusted 00000000 OOOOOOOO
O000000000000000000000000 Untrusted 000000000000 O0O00OO0OOO
000000000 Untrusted 00 0000000000000 OCOOOOOOOOOOOOOOOO

goooog

DISABLE DHCPSNOOPINGO 9200 0O
DISABLE DHCPSNOOPING OPTIONS820 950 0 0 O
SHOW DHCPSNOOPINGO 160 0 0 OO
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ENABLE EPSRSNOOPING

ENABLE EPSRSNOOPING

000000000000 /EPSR Snooping

ENABLE EPSRSNOOPING CONTROLVLAN={1..4094|vlanname}

vlanname: VLAN 0010200 00000000000000_ 0000000000000 000OOO0O0OO0OO0O

g0

0000000000 VLANOOOOOoOooooooooooooooooooooo
goooog
CONTROLVLAN 000000 VLANOVLANOOOO VLANIDOVIDOOOOOOO

goooog

DISABLE EPSRSNOOPINGO 9 00 0O
SHOW EPSRSNOOPINGO 171 0000
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ENABLE PORTAUTH

ENABLE PORTAUTH

000000000000 /00000

ENABLE PORTAUTH

g0

00000000801XODODOMACOOOOOOWebOOOOODOOOOOOoOoooooooOQ

goooog

DISABLE PORTAUTHO 97 00O OO
SHOW PORTAUTHO 1720000
SHOW PORTAUTH PORTO 178 00O O
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ENABLE PORTAUTH PORT LOGTYPE

ENABLE PORTAUTH PORT LOGTYPE

000000000000 /00000

ENABLE PORTAUTH [={ALL|8021X|MACBASED|WEBBASED}] PORT={port-list|ALL}
LOGTYPE={SUCCESS|FAILURE|LOGOFF|ALL}

port-list: 100000000010 000000000O00OO0OO0OOOOOOO

00

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
ooboooooooooboooooon

goooog

PORTAUTH 0000000O00O08021X0802.1X 00 MMACBASEDO MACO OO0 O MWEBBASED
OWebOOMALLOOOOOODOOOOOODOOOOO ALLO

PORT 00000000 OOO0O0OOOOOO

LOGTYPE O0OO0O0OOSUCCESSOOOOOMFAILURED O OO0 MLOGOFFO 0 OO OMALLOO
0000000000 0o0o0oO0o0o0o0ooooo0o0oooo0oOo ALLO SUCCESS
O000@WebOOODOODODOODOOODODODODODODOOODFAILUREOOOODMOOOOOOMm
ORADIUSOOODOOOOOOOOOOOLOGOFFOOODODmMWeb OO OO OO OOOOOOOO
oooood

goooog

DISABLE PORTAUTH PORT LOGTYPEO 98 O OO O
SHOW PORTAUTHO 1720000
SHOW PORTAUTH PORTO 178 00O O
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ENABLE RRPSNOOPING

ENABLE RRPSNOOPING

0000000o0ooo0g /RRP Snooping

ENABLE RRPSNOOPING

g0

RRP Snooping 00 OO0 O0O0O0O0O0OO0O0OO0OOOO

goooog

DISABLE RRPSNOOPINGO 99 0 00O
SHOW RRPSNOOPINGO 1850000
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ENABLE SWITCH PORT

ENABLE SWITCH PORT

00o00o0o0ooooooo /o0oo

ENABLE SWITCH PORT={port-list|ALL}

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

ooooooooobooooooooooooboooooogon
goooog
PORT OOO0OO0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

goooog

DISABLE SWITCH PORTO 1000 0 OO
SHOW SWITCH PORTO 1910000
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ENABLE SWITCH PORT FLOW

ENABLE SWITCH PORT FLOW

00o00o0o0ooooooo /o0oo

ENABLE SWITCH PORT={port-list|ALL} FLOW=PAUSE

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

000000000000 o0oo0ooooOs23xPAUSED D0 OOODOOOOOOOOOOO
goooog

PORT OOO0OO0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO
FLOW 0000000 O0PAUSED802.3x PAUSED Full-Duplex 000000000

goooogn

00000000 OPAUSEOOOOOOOOOOOOO0OOOOO0OOOO0OOOOO0OOOOOO PAUSE
oooooooooooboogd
goooog

DISABLE SWITCH PORT FLOWDO 101 0 0 OO
SHOW SWITCH PORTO 1910000
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ENABLE SWITCH PORT LOOPDETECTION

ENABLE SWITCH PORT LOOPDETECTION

00o00o0o0ooooooo /o0oo

ENABLE SWITCH PORT={port-list|ALL} LOOPDETECTION

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

O00oooo00o LbFOOO0OO0OO0O0DO0O0O00DO0000
O000ooOoOoO0oLDFOOOOODOOOOO

goooog

PORT 0OOO0OO0O0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOO

g

s 00020 LDFOOOOOOOO

ENABLE SWITCH PORT=2 LOOPDETECTION

goooogn

LDFOOOO0DO0O0O0OO0OO0OOO LDFOO0OO0OO/000000000000000000000 LDFO
LDFOO0000000O0

goooog

DISABLE SWITCH PORT LOOPDETECTIONO 102 0 00O

RESET SWITCH PORT LOOPDETECTION COUNTERO 126 0O OO
SET SWITCH PORT LOOPDETECTIONO 149 0 0 OO

SHOW SWITCH PORT LOOPDETECTIONO 200 0 0 O O
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ENABLE SWITCH PORT STORMDETECTION

ENABLE SWITCH PORT STORMDETECTION

00o00o0o0ooooooo /o0oo

ENABLE SWITCH PORT={port-list|ALL} STORMDETECTION

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

coooooobooooooooooooooboooo
goooog

PORT OOO0OO0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

g
s 00020000000000000000

ENABLE SWITCH PORT=2 STORMDETECTION

goooog

DISABLE SWITCH PORT STORMDETECTIONO 10300 0O

RESET SWITCH PORT STORMDETECTION COUNTERO 1270 00O
SET SWITCH PORT STORMDETECTIONO 154 0 0 0O O

SHOW SWITCH PORT STORMDETECTIONO 206 0 O O O
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ENABLE WEBAUTHSERVER

ENABLE WEBAUTHSERVER

000000000000 /00000

ENABLE WEBAUTHSERVER

g0

WebOOOOOOOOOOODOOODOODOOOOO

goooog

DISABLE WEBAUTHSERVERO 104 0 0 OO
PURGE WEBAUTHSERVERO 1200 0 0O
SET WEBAUTHSERVERO 157 00 00O
SHOW PORTAUTHO 1720000

SHOW PORTAUTH PORTO 178 0 OO O
SHOW WEBAUTHSERVERO 2130 00O

oooood
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PURGE DHCPSNOOPING

PURGE DHCPSNOOPING

0o0o00ooo0oooooo / DHCP Snooping

PURGE DHCPSNOOPING

g0

DHCP Snooping 0 0000000000000 O0DO0OOO0O0OO0O0DOOOOO

goooogn

NvVSOOOOoOoooOooooooooooooooooooo
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PURGE SWITCH PORT

PURGE SWITCH PORT

00o00o0o0ooooooo /o0oo

PURGE SWITCH PORT={port-list|ALL}

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

ooooooooobooooboooo

goooog

PORT OOO0OO0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO
g

s 00000000000000004

PURGE SWITCH PORT=ALL

goooog

SHOW SWITCHO 186 D O O O
SHOW SWITCH FDB OO OO OO0ooU0ooooooo 1noooo
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PURGE WEBAUTHSERVER

PURGE WEBAUTHSERVER

000000000000 /00000

PURGE WEBAUTHSERVER

g0

WebOOOOOOOOOOOODOOOODOOODOOOOOOOO

goooog

DISABLE WEBAUTHSERVERO 104 0 0 OO
ENABLE WEBAUTHSERVERO 1170000
SET WEBAUTHSERVERO 157 00 00O
SHOW PORTAUTHO 1720000

SHOW PORTAUTH PORTO 178 0 OO O
SHOW WEBAUTHSERVERO 2130 00O
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RESET DHCPSNOOPING COUNTER

RESET DHCPSNOOPING COUNTER
00O0D000oooooo / DHCP Snooping

RESET DHCPSNOOPING COUNTER

g0

DHCP Snooping 0000000000000

goooog

SHOW DHCPSNOOPING COUNTERO 162 00 0O
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RESET DHCPSNOOPING DATABASE

RESET DHCPSNOOPING DATABASE

00O0D000oooooo / DHCP Snooping

RESET DHCPSNOOPING DATABASE [PORT={port-1ist|ALL}]

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

0000000000000 D00000000000 DHCP Snooping0000000000O0O0O0OO0
ooooooooood

goooog

PORT OOO0OO0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

goooogn

NvVSOOOOoOoooOooooooooooooooooooo
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RESET PORTAUTH PORT

RESET PORTAUTH PORT

000ooOooooooo /8021X0O0O

RESET PORTAUTH [={ALL|8021X|MACBASED|WEBBASED}] PORT={port-list|ALL}
[SUPPLICANTMAC=macadd]

port-list:l:ll:ll:ll:ll:ll:lDI:IEII:IlI:II:II:II:II:IDDDDDDDDDDDDDDDDD
macadd: MAC 0 0 O O O XX-XX-XX-XX-xx-xx 0 0 0 0

00

cooooooooooooooooboooobooooogoa
goooog

PORTAUTH 0O0O0O0OO0OO0OALLOODOOOODOOOMOI8021XO802.1X 00 M MACBASEDD MAC
O0O0OO0O0OMMWEBBASEDOWeb OO OO ODOOODOO0ODOOO801IXODOOODOOOD ODODO0OO
ooboboooooooooboooooooooooooogod

PORT 0OO0O0OO0OOO0OOOOOOOOO

SUPPLICANTMAC 0O0O00000O0O0O0O0O0OOO0O0O0O0OOOO0OOOOOOOOOOOOO0O0O0O
MACOOOOOOOOOO

goooog

DISABLE PORTAUTHO 97 0 00O O
ENABLE PORTAUTHO 1100000
SHOW PORTAUTH PORTO 178 0 OO O
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RESET SWITCH

RESET SWITCH

00o00o0oO0oOooooo /oooooo

RESET SWITCH

g0

ooooooooooooooooooa
O00ooo0o0ooo0oo0oooooorFbBOO0OOO0OO0O0OOO0O0OO0OO0OO0OOOOOOOO0O0DOOO
ooooooooooooooobooboooooooooooooooooooooog

goooog

SHOW SWITCHO 186 D 0 O O
SHOW SWITCH FDB OO OO OO0Oo0o0o0ooooo 1noooo
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RESET SWITCH PORT

RESET SWITCH PORT

00o00o0o0ooooooo /o0oo

RESET SWITCH PORT={port-list|ALL} [COUNTER]

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

cooooooooboooobooooooooon
ooooooooooo@oooooo0oooo0ooboo0E)Uoooo0oooooooooooo
o0o@uoooooooooooooooon

goooog

PORT OOOOOOOOOOOOOOALLOOOOOOOOOODOOOOOOOOOOOO
COUNTER O0OO0OO0O0O0O0O0O0O0ODOOO0O0OOOO0O0OOOO0OO

goooog

DISABLE SWITCH PORTO 1000 0 OO
ENABLE SWITCH PORTO 113 00 00
SHOW SWITCH PORTO 1910000
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RESET SWITCH PORT LOOPDETECTION COUNTER

RESET SWITCH PORT LOOPDETECTION COUNTER

00o00o0o0ooooooo /o0oo

RESET SWITCH PORT={port-list|ALL} LOOPDETECTION COUNTER

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

LDFOO00O00000ooooooooo (@oo)oo
goooog

PORT 0OOO0OOOOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOO

g
s 00020 LDFOOOOOOOOOOOOO0OOO0OO

RESET SWITCH PORT=2 LOOPDETECTION COUNTER

goooog

DISABLE SWITCH PORT LOOPDETECTIONO 102 0 00O
ENABLE SWITCH PORT LOOPDETECTIONO 1150 00O
SET SWITCH PORT LOOPDETECTIONO 149 0 0 0O
SHOW SWITCH PORT LOOPDETECTIONO 200 0 0 O O

126 | CentreCOM 9424T 0D ODDOCODOODO 2.11 oooood
613-001210 Rev.F



RESET SWITCH PORT STORMDETECTION COUNTER

RESET SWITCH PORT STORMDETECTION COUNTER

00o00o0o0ooooooo /o0oo

RESET SWITCH PORT={port-list|ALL} STORMDETECTION COUNTER

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

oooooooooooooooooooooo(@oo)ooo
goooog

PORT OOO0OO0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

g
s 000200000000000000000000000000O0

RESET SWITCH PORT=2 STORMDETECTION COUNTER

goooog

DISABLE SWITCH PORT STORMDETECTIONO 10300 0O
ENABLE SWITCH PORT STORMDETECTIONO 116 0 O O O
SET SWITCH PORT STORMDETECTIONO 154 0 0 0O O
SHOW SWITCH PORT STORMDETECTIONO 206 0 O O O

oooood CentreCOM 9424T 0D DODOOOOODOO 2.11
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SET DHCPSNOOPING CHECKINTERVAL

SET DHCPSNOOPING CHECKINTERVAL

00O0D000oooooo / DHCP Snooping

SET DHCPSNOOPING CHECKINTERVAL=1..3600

g0

DHCP Snooping 0 0000000000000 0O0O0O0OO0OO0OODOOOO0ODOOOO
O0ooo0dobe0OO0OOOUOOOODOODOOOOOOOODOOODOOOOOIPOOOODOOODODOO
coooooooboooooooooooooobooooooooobooooboooooOooooboooon
ooooot

goooog

CHECKINTERVAL 0OO0O0O0O000MOOOO0OO06000O

goooogn

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
000000000000 NVSO Non-Volatile Storage0 00 0O 0 0O 0O DHCP Snooping 0000000
O0o000oooooooNvVSOOoooooooooooooooooooooooooooooooo
oooooooboooooooooooooooooon

000000000000 NVSONon-Volatile StorageD D 0000000
WebOOOOOOOOOODOODOIPOOOOOOMOMSET WEBAUTHSERVERO 00 00O TEMPORARYIP
00000000000000000000000000000 NVSO Non-Volatile Storage0 0O 0000
ooo

goooog

ENABLE DHCPSNOOPINGO 105 00 00O
SHOW DHCPSNOOPINGO 160 0 0 0O O
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SET DHCPSNOOPING CHECKOPTIONS

SET DHCPSNOOPING CHECKOPTIONS

00O0D000oooooo / DHCP Snooping

SET DHCPSNOOPING CHECKOPTIONS={NONE|DHCPRELEASE|LINKDOWN}

g0

DHCP Snooping D0 0000000000000 O0O0DOO0OO DHCPOOOODOOOOODOOOOOO
oooood

goooog

CHECKOPTIONS 0O000000O000000O000O0O000OO0O0O0O0O0O00O0O0OO0O00O000O
000 0DHCPRELEASE O DHCP RELEASE0 0000000000 LINKDOWN OOOO
000000000000 o0o0o0o0oo0omOooOo NONEODOODOOOOoOoO oooo
0000000000000 00000000000ONONEO OO M ODOooooooooooon
cooboooooooooooooooooobooooooooooooobooooooooogn
00000 NONEO

goooogn

000000000000000000000000000000000000DHCP Snoopingd 000
O000O000o0oU0oUoooooooooodSET DHCPSNOOPING CHECKINTERVALO OO OO
Ooo0o0o0o0ooU0Oo0OoO0oO0oO0LO0o0o0o0o0OoO0DO0DoOO0oDoOoO0O0OoOOooOn NVS
0 Non-Volatile Storage0 00 00 0O
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SET DHCPSNOOPING MACFILTER

SET DHCPSNOOPING MACFILTER

00O0D000oooooo / DHCP Snooping

SET DHCPSNOOPING MACFILTER=1..999 [ADDRESS={macadd|ANY}] [MASK=macadd]
[VLAN={vlannamel|l..4094|ANY}] [PORT={port-1ist|ALL|NONE}] [ACTION={DENY|
PERMIT}]

macadd: MAC 0 0 O O O xxexxaxxaxoexxsxx 00 00O
volanname: VLAN OO 102000 0000000000000 _M0000000000O00O0O0OOOOOOOOOOO
port-list:l:ll:ll:ll:ll:ll:lDI:IEII:IlI:II:II:II:II:IDDDDDDDDDDDDDDDDD

g0

MACOOOOOOOOOOOOOOOOOOooOOoOoOooOo
goooog

MACFILTER 000000000000 IDO

ADDRESS 0O0O0O0OO0O0OO0O0O0O0OO0 MACOOOOO

MASK 000000000000 MACOOOOOOOOOOOOOOO

VLAN 00O VLANOOOO VIDO

PORT MACOOOOOOOOOOOOOOOOOOOOOOOOOO

ACTION 0000000 O0OO00OO0O0O0OO0O0O0 PERMITOOOMDENYOOOOOODOOOOO

goooog

CREATE DHCPSNOOPING MACFILTERO 84 0 0O O
DESTROY DHCPSNOOPING MACFILTERO 90 O OO0
SHOW DHCPSNOOPING MACFILTERO 167 0 0 O O

130 | CentreCOM 9424T 0D 0D DOCODODO 2.11 oooood
613-001210 Rev.F



SET DHCPSNOOPING PORT

SET DHCPSNOOPING PORT

00O0D000oooooo / DHCP Snooping

SET DHCPSNOOPING PORT={port-list|ALL} [MAXLEASES=0..96]
[SUBSCRIBERID={string|NONE}] [TRUSTED={YES|NO|ON|OFF|TRUE|FALSE}]

port-list: 100000000010 000000000O00OO0OO0OOOOOOO
string: 00 0000500000000000000000000000000DO0O0000O0O00OO00

00

000000000000000 DHCP Snooping0 00000000
goooog

PORT OOO0OOOOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

MAXLEASES 00000000 IPOOOO0OOOOOOOOOOOOOOOOOOOODHCPOODOO
oomooooooolpoo0O00b0OOO0O0OOOO0O0DmoOooDOoOooooOoOo0oLoo0On
oooIpPoOOO0OO0DOOOOOOOOO0O 10

SUBSCRIBERID 000000 Subscriber-ID 000000 DHCP Snooping 00000000000
000o0oooo00ooooo00 ooo0ooooo0 20 0Oo0O0o0oOOo0O0oooOo0O00oo
oooooooboobobooooobooooooboooboooooobooooooobooooooog
00 Subscriber-ID D0 0000000000000 D0O0OO0OO NONEDOOODOOOOOODOOO
Subscriber-ID 000000000000 000O0DOODO NONE OSubscriber-IDO00000O00O0
oooootd

TRUSTED DHCP Snooping 0000000000 YESOONOTRUE 000 000 0 ODHCP Snooping
00000000000 00000 Trusted OO0 O0DO0OO0OO0OO0ODOOOOOINOOOFFD
FALSEOODOOOOOODHCP Snooping 000 000000000000 Untrusted 0000
000000000000000000M 000000 NO OUntrusted 000 M

goooogn

Trusted 0000000000000 O0OO0OO0O0DO0OOO0OOOOOOOOOOOOOOOOOOOOO
00000000000000 Trusted 0000000000000 DOO0OOODOOOOO
DHCPOOODOOODOOOOO Trusted 0O O0DODO0OOO0OODO0DOO0O0O0O0OOUntrusted0000000
O DHCPOOOOOO IPOOOOOODOODOOOOODOOOO
DHCPOOODOOOODOOOODOOOOOO TrustedO0DOOODOOO0OOOOOOO Untrusted OO
0000000 DHCPOOOOOOOOOOOOIPOOOODOOODOODOOOOOODO
MAXLEASESOOOOOOOOOOOOOOO0OO0O0O0O0OO00OO0Ooo0ooooooooooo
ooooooooood

oobooooooooobooooooboooooooood
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SET DHCPSNOOPING PORT

oc0bb0OO0obOOOOoOOOOoOooboOboobOOoOoooooooooooboOoooobooooboOoooogn
ooooogd

oobooooooooobooooboobooooooboooooobooooboogd
ocbbO0ObObOOoOOOOOObODbOOOOOOOoooOboOoOoooooooooooOooooOon
OOO0OOMAXLEASESOOUOOOOOOOOOOOOODIOOOOOOOOO0OOOOOOOooonon 9
ooooooooooooOoooooo
cooooooobooooooooboooooooooooooooboooobooboooOooooboooon
oooooooooon
oc0O00OO0ObOOOOOOOOOoOOoObObOOOOoOOoOoOoooOoOooOogooboOooon
cooooooobooooooooboooooooooooooooboooobooboooOooooboooon
oooooooooon
oc0b00OO0ObOOOOOOOOOobooOOobOOoOoooOoOooooOooooOooooboooooOd
OOO0OOMAXLEASESOOUOOODOOOOOOOOOODIO0O0OO0O0OOOO0OOO0OOO0OOO0noonon 9
ooooooooooooOoooooo
ooooooooooboboooooobooooooboooooooboooooooooooobooon
ocbb00OObObOOOOOOOObOOOOOOOOOooOOoOoOooOoOooooOoooooon
OOO0OOMAXLEASESOOUOOOOOOOOOOOOODIOO0OOOOOOO0OOODOOOOoooonon 9
ooooooooooooOoooooo
cooooooobooooooooboooooooooooooooboooobooboooOooooboooon
ooooooooooooon

goooog

ADD DHCPSNOOPINGO 810000

ENABLE DHCPSNOOPINGO 105 00 00O

ENABLE DHCPSNOOPING OPTIONS820 108 0O O O
SHOW DHCPSNOOPINGO 160 0 0 0O O

SHOW DHCPSNOOPING PORTO 169 00O O
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SET PORTAUTH AUTHMETHOD

SET PORTAUTH AUTHMETHOD

000000000000 /00000

SET PORTAUTH AUTHMETHOD [=RadiusEAP]

g0

802.1X 0000000000 DOO0OO0OOOo0ooon
goooog
AUTHMETHOD 00000000 RadiusEAPOOOO

goooog

SHOW PORTAUTHO 1720000
SHOW PORTAUTH PORTO 178 0 OO O
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SET PORTAUTH CSIDFORMAT

SET PORTAUTH CSIDFORMAT

000000000000 /00000

SET PORTAUTH CSIDFORMAT [SEPARATOR={HYPHEN|COLON|PERIOD|NONE}] [DIGIT={2|
4}] [UPPERCASE={TRUE|FALSE}]

g0

RADIUS 0 O 00O OO Calling-Station-ID O O Called-Station-ID 00000000 MACOOOOO
oooooooooooo

000000 RADIUSOOODOOOOOODOOOOORADIUSORADIUSOOOOOOOOOOOOO
ooo

goooog
SEPARATOR 00000000000 O0OO0O0OOOO HYPHENO

DIGIT 000O00O000O00O00OSEPARATOR=NONEOOOOODOOOOOOOO 20
UPPERCASE 00000000 OOOTRUECDOOOODODOOOODODOOO TRUED

gooooo goboooboogo goboooooooooo gooogboobooon
XX-XX-XX-XX-XX-XX hyphen 2 TRUE
XX-XX-XX-XX-XX-XX hyphen 2 FALSE
XXX XXX XXXX colon 2 TRUE
XXEXXIXXEXXEXX XX colon 2 FALSE
XXX XXXXXXXX period 4 TRUE
XXXXXXXXXXXX period 4 FALSE
XXXXXXXXXXXX none - TRUE
XXXXXXXXXXXX none - FALSE

027.00000000000000000

g

s 000000 RADIUSOOOOOOOOOODOOOOOOOOOO MACOOOOOOODOOOOOO
oooooooooooo

SET PORTAUTH CSIDFORMAT SEPARATOR=PERIOD

goooog
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SHOW PORTAUTHO 1720000
SHOW PORTAUTH PORTO 178 0O O O
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SET PORTAUTH PORT

SET PORTAUTH PORT

000000000000 /00000

SET PORTAUTH [={ALL|8021X|MACBASED|WEBBASED}] PORT={port-list|ALL}
TYPE=AUTHENTICATOR [EAPOLVERSION={1|2}] [CONTROL={AUTHORISED
UNAUTHORISED|AUTO}] [QUIETPERIOD=0..65535] [TXPERIOD=1..65535]
[REAUTHPERIOD=1..65535] [SUPPTIMEOUT=1..600] [SERVERTIMEOUT=1..600]
[CTRLDIRBOTH={INGRESS|BOTH}] [REAUTHENABLED={ENABLED|DISABLED}]
[PIGGYBACK={ENABLED|DISABLED}] [MODE={SINGLEMULTI}] [SUPPLIMIT=1..320]
[VLANASSIGNMENT={ENABLED|DISABLED}] [SECUREVLAN={ON|OFF}] [MAXREQ=1..10]
[GUESTVLAN={vlanname|l..4094|NONE}] [VLANASSIGNMENTTYPE={PORT|USER}]
[REAUTHMAX=1..10] [ARPFORWARDING={ENABLED|DISABLED}]
[TCPPORTFORWARDING={1..65535/ALL|NONE}] [UDPPORTFORWARDING={1..65535|ALL
NONE}] [PORTMOVEREAUTH={ENABLED|DISABLED}] [LOCKCOUNT=0..10]

[802.1X [0 Authenticator 0]
SET PORTAUTH[=8021X] PORT={port-list|ALL} TYPE=AUTHENTICATOR

[802.1X 00 Supplicant ]

SET PORTAUTH[=8021X] PORT={port-list|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=login-name] [PASSWORD=password]

[MACODOOOO OO0
SET PORTAUTH=MACBASED PORT={port-1ist|ALL} TYPE=AUTHENTICATOR

[webUDO 0OODO]1]
SET PORTAUTH=WEBBASED PORT={port-1ist|ALL} TYPE=AUTHENTICATOR

[0ogoooool
SET PORTAUTH={8021X/MACBASED|WEBBASED|ALL} PORT={port-list|ALL}
TYPE=NONE

port-list: 100000000010 000000000O00OO0OO0OOOOOOO

login-name: 00000010630 000000000000

password: 1000 0010630000000000000O

vlanname: VLANO0102000 0000000000000 000000000000 O0O0O00O00O00000OOOO

g0

00000000000 000000802.1XOOOMACOOODOODOWeb OO OOOOODOOODOTYPE

136 | CentreCOM 9424T 0O OODOOCDO0O 2.11 oooood
613-001210 Rev.F



SET PORTAUTH PORT

oooooboobooooooooboooooooooooooooboooooooobooooooooogng

goooog

PORTAUTH 0OO0O0000O8021X0802.1X 00 M MACBASEDO MAC O 00 OO M WEBBASED
OWebOOMALLOOOOOOOOOOO 8021XOODOOOOODOO0OOOooOO

PORT 0OO0O0OOOOO0ODOOOOOOOO

TYPE 00000000000 AUTHENTICATORD 802.1X 0O OO Authenticator 00 0O OMACO OO
000000OWeb D OOOOMmMSUPPLICANTO 802.1X 0 0 O Supplicant 00 0 IO NONEOD OO
oooboooooboooooooooodoo

EAPOLVERSION [0802.1X Authenticator DO OO EAPOLOO0OOCOODOOOOOODOOOOL1O
IEEE 802.1X-2001 00000020 IEEE 802.1X-20040 00000000000 10200000
O0OTXPERIOD O MAXREQUD OO OOOOOOOODOOOOO

MODE 0 802.1X Authenticator 0 0 O OMACO DO O0O0O0O0O0OWeb 00000 OSupplicantd 100
000000000000000 Single-Supplicant O O 00 MODE=SINGLEO O O Supplicant O
00000000000000000 Multi-Supplicant 0 0 00 MODE=MULTIO O O O O Single-
Supplicant 0 0 0000000000000 0000O000 Supplicant000000000000
000 Supplicant 0 0000000000000 OOPIGGYBACKOOOOOOODOODODOMmM
Multi-Supplicant 0 D00 000000000000000000 Supplicant0 00000000
00000802.1X Authenticator 0 0D 0000000 SINGLEOMACOOODOOODOO Web
00000000 Multi-Supplicant0 00 (MODE=MULT) 00D O0O0OO0OOMODEOOOODODO
00000 Multi-Supplicant 0000000

GUESTVLAN 0802.1X Authenticator 0 OO OMACOOOOOOOOOWebOOOOOOOODO
VLANOOOOOOOOO VLANOOOOO VLANOOOOOOooooooooooooooo
00 O0O0OL20ONLY VLANO CREATE VLAN O OOOO L20ONLY O OO OQOOOoOooooooo
OOL20NLY VLANO OO OOOOOOOOOO0oOOoO0ooooooooooooooooooo
O0O0OO0OOOOVLANOOOO VLANIDOOOOOONONEOOOO VLANOOOODOOOO
OOOOOONONEOOOOODOODOODOODOOOO VELANOOOOODOOoOoooooooooo
O VLANOOOO VLCANOOOOOOOOoOOoOooooooooooDo VLANOOOOoOoooo
00000 VLANOOOOOOOOOOOWebOOOOOOOOODOOOODOOOOOODOODOOO
000 O0000000ooO0o0oo00 (SET WEBAUTHSERVER O 0000 RENEWALTIME x
3 +5) 0 O0Multi-Supplicant 0 0 0 (MODE=MULTI) 0O 0 0 VLANASSIGNMENTTYPE=PORT
OONONEOOOODOODOOOOODOOODOO NONED

VLANASSIGNMENTTYPE [ 802.1X Multi-Supplicant Authenticator 0 D O OMACOO0O0DO0OOO
OOWebOOOOOOODOOOOO VLANOOOOOOOODOOOOOODOOO MACOOOO)OO
O0000000000o0o VELANODOOOOoOOOoooooo oooood PORTO MODE=MULTIC
VLANASSIGNMENT=ENABLEDOOOOO0O0OO0O0O00O

REAUTHMAX [802.1X Authenticator 000000000000 EAP-Request 000000000
ooooooooo200

ARPFORWARDING OWebOOOUOOOOOOOOOODARPOOOOOOOOOOOOOOOOOO
0000000000 ENABLEDOOOUOOUODISABLEDOOOOOOOOOOOCO DISABLEDO

TCPPORTFORWARDING OWebOOUOOOOOOOOOOOOOOO TCPOOOOOOOOOOO
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SET PORTAUTH PORT

00000000 ALLOOODOOOO0O0OO0O0OOO0NONEDOOOOOO (1010000000000
oooooooooooooo-,0)o

UDPPORTFORWARDING OWebOOUOOOOOOOOOOOOOOOUDPOOODOOOOODOO
000000000 ALLOODOO0OO0O0O000000 NONEDODOOooool1oloooooooo
ooooooooocooooooo-,od

PORTMOVEREAUTH 0[0802.1X Authenticator 00 O OMACOOODOOOOOOWebOOODOOOO
0000 Supplicant 00 0000000000000 0000000000O0OO00OENABLED OO
000000000000 00000ODISABLEDOOOOOOOOOOOODOOOO DISABLEDO

LOCKCOUNT OWebOOODOOO WebOOOOOOOHeldOOOODOOOOO OOODOOOOODO
000000 300000000WebOOOO30 0000000000 HeldOOOOOOOO
0oo0ooo 3o

PIGGYBACK [ 802.1X Single-Supplicant Authenticator O O O [Single-Supplicant 0 O [0 MODE=SINGLEDO
0000000000000 Supplicant000000000000000O0DO00OO0O0ODOODO
000000000 0o00ooooOn DISABLED

CONTROL [0802.1X Authenticator 0 OO OMACOOOODOOOOOWebOODODODODOOOOODO
0 Authenticator 0000000 AUTOO D OO0 OOOOOO MM UNAUTHORISEDO OO OO
O AUTHORISEDO O OO OOOOOOO0OO0OOOO0OOOO0OO0OO0 AUTOOOOO AUTOOOO
oooo

QUIETPERIOD 0O 802.1X Authenticator 0 D D UMACO DO D 0D 0D OWeb OO OO O OSupplicant
0000000000Supplicant0 0000000000000 00000000000O0O0O0O
O000oo0ooooooogeonnO

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
oooooo3000

REAUTHPERIOD 0 802.1X Authenticator DO O MACO D000 D0 OO OWeb OO O OO Supplicant
O000ooo0omoooooo 360000

SUPPTIMEOUT [ 802.1X Authenticator O O O O Supplicant O EAP-Request 00000000000
Supplicant 000000000000 000000 3000

SERVERTIMEOUT 0 802.1X Authenticator 0 0 O OIMACO 000000 O OWeb 000 OO ORADIUS
00000 Access-Request 0D 000000 O0O0ORADIUSOODOOODOOOOOODOOOOOM
oooooo3000

CTRLDIRBOTH 0 802.1X Single-Supplicant Authenticator 0 0 000 000000000000 0ODO
0000000000000 0000000000000INGRESSOOO0OO0OO0OOO0OOOO0OO
O0o0o0ooooooo0oooo0o0o0ooooomooooBOTHOODOODOOOOOO
00000000000 oo0o0o0oo0oMODE=MULTIOOOOOOOOOOO VLANOO
00000000 INGRESSOODOOOOOOOMODE=SINGLEOOOOOOODOOOO VLAN
coooooooooooooooo

REAUTHENABLED 0 802.1X Authenticator 0 0 D OMACO OO 000D O OWeb 000 OO0 0802.1X
Authenticator 0000 MACODOOOOODOOOOSupplicant0 0000000000000
OOOOOOENABLEDOOOOOOOOOOO DISABLEDOOOOOOOOOOOOOOOOO
WebOOOOOOOOREAUTHPERIODOOOOOOO ODO0O0OO0OOOO0ODOOOOOOOOOO
ENABLED OO0 0OO0OU0OO0OOOOODISABLEDOOOOOOOOOOOOODOOOOOOODOOOO
0 ENABLEDO
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SET PORTAUTH PORT

SECUREVLAN 0O 802.1X Multi-Supplicant Authenticator 0 DO OMACOODOOOOOOOWeb O
0 0 0 0 OMulti-Supplicant O 0 00 MODE=MULTIO O O O VLANASSIGNMENTTYPE=PORT
0000000 VLANODODOOOOO0OO0OO0O0200000 Supplicant000000000000O0
000000 ONOOODOO0O000O00200000 Supplicant000000000ODO Supplicant
OO0 VLCANOOOOOOOOOOOOUOOOFFOOOOOOOoOoooo VLANDOODOOOoO
0000000000000200000 Supplicant0000000000000000O Supplicant
OO0 VLANOOOOOOODOOoOOOoOOO ONO

SUPPLIMIT 0O 802.1X Multi-Supplicant Authenticator 0 0 O ODMACOOOO0O000O0OWebO OO DO
0 OMulti-Supplicant 0 0 00 MODE=MULTIO 00O 000000 Supplicant 00000000
00o0oooooo 3200

VLANASSIGNMENT 0 802.1X Authenticator 0 DO OMACO OO OO0OOOOOWebO OO OO OOO
0000 VLANOODOOOOOOOOOORADIUSOOOOOOOOO0O Tunnel-Private-Group-ID
O00000000o000000o0 VECANOODOODOOOOOoOoOoooOOWebOOOOoooono
O000O00o000o00o00oo0oooooooooo0 oooo (SET WEBAUTHSERVER
00000 RENEWALTIMEx 3 +5)00000000 ENABLEDO

MAXREQ 0802.1X Authenticator 0 O O O Supplicant 0 00 0O EAP-Request 0 000000000
oooooooo200

AUTHPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAP-Response 0 0000000000
Authenticator 0 00000000000 OO0OO00ODOO3000

HELDPERIOD [ 802.1X Supplicant 0 0 0 000 00 0 JAuthenticator 0000000000000 MM
ooooooe0nO

MAXSTART 0 802.1X Supplicant 0 0 0 0 EAPOL-Start 0000000000 OO Supplicant 0 0 O
OOEAPOL-Start 0 0000 MAXSTARTOOOOOOOOOOOOOOOOOOOOOOOOO
oooooooooooo 300

STARTPERIOD [ 802.1X Supplicant O O O O Authenticator 0 EAPOL-Start 0 0000000000
ooomoooooo 3000

USERNAME 0802.1X Supplicant 00 000000000000 Supplicant 00000000000
O0o0oooooo PASSWORDOOOOOOOOODOOOOOOO

PASSWORD 0 802.1X Supplicant 0 0000000000000 Supplicant00000000000O
000000000 USERNAMEOOOOOOOOO0OOOooooo

goooogn

O000o00o0o0ooo0oO0 VLANOOOOOOOoOOoOooooo VLCANOOOoOoooooooooo
ooooooooobooooboooo

0000 Supplicant 00 0000000000000 O0DOO320/PORTO480/SWITCHOOOODOO
000000000 VLANOOOODOOOO Supplicant 00 1000000

802X O OO ODDOD0O MACOODODDOUOOODODODOOOMACODODOOO/WebOOOODOQOGOOO
MACOOODOOOODODOOO0ODO0ODOO0O000D0O0O000O0FDBAgeout0 000000000

Web 0 00 O 0O O Connecting O O O Supptimeout SuppAgeout(300s 0 0) 000000000000
O0Supplicant0 000000

MACOOOO0ODOO mode=single 0 0000000 Multi-Supplicant Mode/supplicant limit=1 0 O O
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SET PORTAUTH PORT

OO0O0OO0OO0OO0OO0DOO0OOWARNINGOOOOOOOOOOOO

Web OOOODOOOO VLANOOO OPVIDOOD OO0 VLANOOOOLoginOOOODOOO
000000 RADIUSDO Access-Request 00000000 30 00 (O 1) 00O Authenticating O O
0 (<000 1>00)0000 (RenewalTimex 3+5) 0 00 (02)000000000000000

0 1 Authenticating D 0000000000000
O2VLANOOOOOOOOOOoODHCPOOUOOOOOOO IPOOOOOOOOOOOO

Web O OO Supplicant 0 DHCP Server 00 IPO000D0000000000000O VLANOOOO
0000000 VLANOOOOODOOOOOOOSupplicant00000000IPOO00O0O0OOOO0O0O
ooooo

TYPEOOOOOOOOOO OOOOOO O0oOoOoooooooooooo

MACODOOOOOD HELDOOOODODOOWebODOO LoginOOOODOOODOOO0OO0O0OOO0O0ODOO Login
0000000000000 oooo0oO (lockcount)DOOOOOOOODO

Authenticator 00 0 0 O [(Supplicant 0 O 0 0 0 O O O Cshow portauth status O Attached Supplicant(s)
ooooooooon

0000 Authenticator 00 000000000000 O0OO0OOOOOOOOODOOOOODOOOOO
0000000000000 00000000Authenticator 000 0000000000000 OOOO
ooooooooooooooobooboooooooooooobooooboogd
ooooooOoooooooooooooOobObOOO0obOO0ooooooo1IOOoOOOODOObOO00O0O
O000o0o00oooU0oo0O00oo000oo0o0DoO0o0o0o00oOSHOW CONFIGOOODOO
DYNAMICOOOUOOOOOOOOOOOOOOOOoOoooooooooooooooooooooo
ooooooooobooooboooo

VLANASSIGNMENTTYPEO OO OOOO USEROOOOOOOOODOOOO VLAND Protected Ports
VLANOOOOOoOOoooOo

PORTAUTH=ALLOOOOWebO OO 3000000O0OHELDOOOOOOOO

SERVERTIMEOUT 000D O0D00O0D0OOMmMSET RADIUSSERVER 0 0 000 TIMEOUTO OO O
000x ORETRANSMITCOUNTOOOOOOOOOOOOOODEADTIMEOOOOOOOOOOOOO

goooog

SHOW PORTAUTHO 1720000
SHOW PORTAUTH PORTO 178 00O O

140 | CentreCOM 9424T 0O O ODOOCOO0O 2.11 oooood
613-001210 Rev.F



SET PORTAUTH USERIDFORMAT

SET PORTAUTH USERIDFORMAT

000000000000 /00000

SET PORTAUTH USERIDFORMAT [SEPARATOR={HYPHEN|COLON|PERIOD|NONE}]
[DIGIT={2|4}] [UPPERCASE={TRUE|FALSE}]

g0

MACOOOOOOOOO RADIUSOO OOOO User-Name O O User-Password 0 0000000
MACOOOOOOOOOOOOOOOOoO

MACOOOOOO RADIUSOOOUOOOOOOOUOOOOOOOOOO MACOOOOOOOOOOO
goooobooobobooobooooboobboboboo

goooog
SEPARATOR 00000000000 O0OO0O0OOOO HYPHENO

DIGIT 000O00O000O00O00OSEPARATOR=NONEOOOOODOOOOOOOO 20
UPPERCASE 0000000000 OTRUEODOOOOOOODOOOOOO FALSED

gooooo goboooboogo goboooooooooo gooogboobooon
XX-XX-XX-XX-XX-XX hyphen 2 TRUE
XX-XX-XX-XX-XX-XX hyphen 2 FALSE
XXX XXX XXXX colon 2 TRUE
XXEXXIXXEXXEXX XX colon 2 FALSE
XXX XXXXXXXX period 4 TRUE
XXXXXXXXXXXX period 4 FALSE
XXXXXXXXXXXX none - TRUE
XXXXXXXXXXXX none - FALSE

028:00000000000000000

g

s MACOOOOOO RADIUSOOOOOOOOOOODOO MACOOOOOOOODOOOOOOOOO
oooood

SET PORTAUTH USERIDFORMAT SEPARATOR=NONE

goooog
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SHOW PORTAUTHO 1720000
SHOW PORTAUTH PORTO 178 0O O O
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SET SWITCH INFILTERING

SET SWITCH INFILTERING

00o00o0oO0oOooooo /oooooo

SET SWITCH INFILTERING={YES|NO|ON|OFF|TRUE|FALSE}

g0

cooooooobooodooboooooooboooooboobooooooooooobooooooon
ooo

goooog
INFILTERING ONOOOOOOO OFFJ 0000000 O00OOOONDOOOOOOOOoooO VLAN

IDOOO0OOO0O0O0O0OO VLANOOOOOOOOOOoOooooooooooooooooooOFF
ooboooooooooooooooogod

goooog

SHOW SWITCHO 186 D 0 O O
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SET SWITCH MIRROR

SET SWITCH MIRROR

00o00o0o0ooooooo /o0oo

SET SWITCH MIRROR={0|NONE|port-number }

port-number: 1000000000100

g0

oooooboooooobooboooooooooooooboooooooooooooobooooooooag
ooooooooooooooooooooon
000000000000 00000SETSWITCHPORTMIRROROOOOOOOOOO

goooog

MIRROR 000000000000 O0OOOOOOO0OOOOOOOOOOOOOOOOOOOOO0O0O
oobobooooooooooooooooooooooooooooooobooooooooogn
000000000000 O00oo0o0oo0 NONEoOOD oooooooo

goooogn

ooooooooooooooooooooooooooOooooboooon

goooog

SET SWITCH PORTO 146 0 OO O
SHOW SWITCHO 186 D 0 O O

SHOW SWITCH MIRRORO 190 0 0 OO
SHOW SWITCH PORTO 1910000

144 | CentreCOM 9424T 0D OC0ODOCDOODO 2.11 oooood
613-001210 Rev.F



SET SWITCH MULTICASTMODE

SET SWITCH MULTICASTMODE

00o00o0oO0oOooooo /oooooo

SET SWITCH MULTICASTMODE={A|B|C|D|E}

g0

oooooooooooooooooboooooooooad
goooog

MULTICASTMODE 0O00000000000000AOBOCODOEOOOOOOODOODOOOOAD

BPDU/EAPOODOOOOOOOOODO
BPDU/EAPOOOUOOOVLANODOOODOOOOOOOOOOOOO
BPDU/EAPOOOUOOCOVLANDOOODOOOOOOOOOOOOO
BPDU/EAPOUOCOCOOOVLANOOOOOOOOOOODOODOODODOOOOOO
BPDU/EAPOOOO0OOODOOOOOOOOOOO
BPDU/EAPOUOCOCOOOVLANOOOOOOOOOOODOODOODODOOOOOO
EAPOO0OO00O0O0O0OOOOOBPDUOOOOOOOOOOOOOOOOO
od

g|n|w| >

T

g
s 0000000000000 0000O00O0O0COO0OO0O0

SET SWITCH MULTICASTMODE=C

goooogn

MULTICASTMODEOOOOOOO BOBPDU/EAPO OO OOOVLANOOOODOOOOOODOOOOO
000000000000 000000 VLAND Protected Ports VLANOO OO OO OO OO BPDU/EAP
0000000 VLANOOOOOOoooooooo

goooog

SHOW SWITCHO 186 D 0 O O
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SET SWITCH PORT

SET SWITCH PORT

00o00o0o0ooooooo /o0oo

SET SWITCH PORT={port-list|ALL} [DESCRIPTION=string]
[BCASTRATELIMITING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED} ]
[MCASTRATELIMITING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED} ]
[UNKUCASTRATELIMITING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]
[BCASTRATE=0..262143] [MCASTRATE=0..262143] [UNKUCASTRATE=0..262143]
[BCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]
[UNKMCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED} ]
[UNKUCASTFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED} ]
[BCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]
[UNKMCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]
[UNKUCASTEGRESSFILTERING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]
[SPEED={AUTONEGOTIATE|10MHALF|10MFULL|10MHAUTO|1 0MFAUTO| 10 0MHALF|
100MFULL|100MHAUTO|100MFAUTO|1000MFULL}] [MDIMODE={MDI|MDIX}]
[SOFTRESET] [PRIORITY=0..7] [OVERRIDEPRIORITY={YES|NO|ON|OFF|TRUE|
FALSE}] [COMBO=(FIBERAUTO|FIBER|COPPER) ]

port-list: 100000000010 000000000O00O0OO0OOOOOOO
string: 00001016000

g0

cooooooooooooogo
O0o0o0oo0o0o0oooooU0o0oOoO0o0o0o0oOo0ovVLANOODOODOOOOoooooo
oooo

goooog

PORT OOO0OOOOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

DESCRIPTION 0OOO0OO0OOOSHOWSWITCHPORTOOOOODOOOOOOODOODOOOOOOOO
0000000000 PortxxO0OODODOOOO0D0DO0OO0O0DO0O00O0O0OO0O0OOO0DODO0O0O0OO
00 1000000000Port 01000000

BCASTRATELIMITING 0000000000000000000O00O0O0O0O0O0OOOYESOOOO
O0OOOOBCASTRATECO D OOOO0OO01O0000000O00DOO0O0DO000O00OO0O0O0O0OO
O0o000o0oooNOOOOOUOOoOOOoOooOooooooooon NOo

MCASTRATELIMITING 0000000000000 O0OO0O0OO0O0OOOOOOOOOYESOOOO
OODOO0OOMCASTRATED D ODOOOOO100000000000O00O00O000O000
0000000 ooooNOODoOOODOO0oOOoOoDOoOooooooooooooO NOoO

UNKUCASTRATELIMITING 0OO0O00O0O00O00O0OO0O0OOO0OOOOOOOOOOOOOO0YES
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SET SWITCH PORT

O0O0O0OO0OO0OOOO0OUNKUCASTRATEO O OOOOOO100000000000000O00000O
0000000 o0ooo0oooooNOOOOOOOOoOOoOoDOOo0oOoooOoooooO NOO

BCASTRATE 000000000000 0D00O0000OO00262143000000000000 02621430

MCASTRATE 0OOO0O00000O00000000O0000026214300000000000002621430

UNKUCASTRATE 0OO0O0O000O00000O000O0O00O0OO00OO00026214300000000000
002621430

BCASTFILTERING O0OO00O00O00O00O000000O00OOOOOOOO0OO0OOONIOOOO OFF
O0oooooooooNODOO0O0OO0oo0oOo0oo0oooooooooOFFOOOooooo
000000000 OFFO

UNKMCASTFILTERING 00000000000 0O0O0000O00000O00000O000O00ON
O0oOooOFFO00000oooooONDO0oooooooooooooooooooooooo
OFF0 0000000000000 O0O0 OFFO

UNKUCASTFILTERING 000000000000 O00000O0OO0OO0OO00O0O0O00O0OONOO
OO0 OFFO 0000000 OOONOODOOONDOODO0O0O0oooo0o0oO0OoOFF
O0o0O00ooooooooooo OFFO

BCASTEGRESSFILTERING 0000000000000 O00O0O0O0O0O0O0O0O0O0OO0OOOOONOO
OO0 OFF 00000 O0OoOoONOO0OO0OOo0o0o0o0ooo0oo0oo0On0OoOFFOO
O0o000oo0oOoooooog OFFO

UNKMCASTEGRESSFILTERING 000000000 00000O00000O0O0O00O0OO0OOOO
OOONOOOOO OFFOoOooooooooONOdooooooooooooooooooon
O0O0O00OOFFOOOO00OOOOOOOoOooooon OFFO

UNKUCASTEGRESSFILTERING 000000000O0O000O000000O00O0O000O00OOO0OO
ONOOOOOOFFOOODOOooooooONODOOoOOoooooooooooooooooooo
OOOFFOOUOOODOOOOODOOOoOOO OFFO

SPEED 0000000000 O0O0OO0OO0OO0O0OO0OO0OO00O0DOOOOODOODOODOOOOO
0oo00oooo00oooo00ooo0oooo00oo0ooOo0oo0oo0o00oolOMHAUTO O 10M
Halfd0 10MFAUTO O 10M Full/10M Halfd 100MHAUTO O 10M Full/10M Half/100M HalfO
100MFAUTO O 10M Full/10M Half/100M Full/100M Half 0000 000000000000
00 AUTONEGOTIATED

MDIMODE 0 OO0 MDI/MDI-X OO0 0O0OOOSPEED O 10MHALFO 10MFULLO 100MHALFO
100MFULL O OO 0OO0OOO00OSPEED O 10MHALFO 10MFULLO 100MHALFO 100MFULL O
O0oOoooooo MDIXO

SOFTRESET 00000000000

PRIORITY 0OO0O0OO0O00O0QoSOOOODOOODOODOOOOODOOO 0O

OVERRIDEPRIORITY 00000000000 O0000O0O0O0OOO0OO0OO0OOO0OOO00O0OOOO
OoYESOOOOOOOOOOOoOOooOOooooooooNOODoOooooooooooooooo
O0oOoOooOoooo NOO

COMBO 00000000 OO0O0OOOO0OOOOOOOOOI000BASE-TOOOOSFPOOOOOOO
0000000000 O00OFIBERAUTOOOOOOOO0OO00OO0OO00O0000000O00OSFPOO
0000000 mMSFPOOODOOOOODOOOOOOOOFIBEROOODOODO1000BASE-TOOO
000000000000 O0COPPEROOOOOOOODOOODO FIBERAUTOO
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SET SWITCH PORT

goooogn

Admit Only Tagged Frame 0 00O O0O 0O O PRIORITY OO 000 00 OVERRIDEPRIORITY O OO O
oooooooooon
00o0000000o0o000o0oooooo0/00000000000/000000000000000
0000000 000BCASTEGRESSFILTERINGD UNKMCASTEGRESSFILTERINGO UNKUCASTE-
GRESSFILTERINGO OO OOOOOOO0OOOO0O0OO0OOOO0OO0OOOoOoOOn

goooog

DISABLE SWITCH PORTO 100 0 0 OO
ENABLE SWITCH PORTO 113 00 00
SHOW SWITCH PORTO 1910000
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SET SWITCH PORT LOOPDETECTION

SET SWITCH PORT LOOPDETECTION

00o00o0o0ooooooo /o0oo

SET SWITCH PORT={port-1list|ALL} LOOPDETECTION [ACTION={LINKDOWN|
BCASTDISCARD|NONE}] [INTERVAL=1..1000000] [SECURE={ON|OFF}]
[BLOCKTIMEOUT={10..86400[NONE}]

port-list: 100000000010 000000000O00OO0OO0OOOOOOO

g0

LDFO0O0000000000000000
goooog

PORT OOOOOOOO ALLOOOOO

ACTION LDFOOOOOOOOOOUOOOONONEDOOOOOMLINKDOWNOOOOOOOOO
O00000000MmBCASTDISCARDO OO O0OOOOOOOOOOOOOOOOOOoOooO
O0o00oO00oOoooo0 LINKDOWNOOOOOOoOoOooooooooooooooooooo
ooboboooooooooooooooooooooooogn

INTERVAL LDFOOOO0OO0O0OO0OO0O0O0O0O00O0 12000INTERVALOOODOOOOOOLDEOO
oooo

SECURE 00000 LDFOOOOOOOOOOOONOOOOLDFOOOOOIDOOOODOOOOO
00 IDO0O0O0OO0O0OO0 LDFOOOOOO0 IDO00OO LDFOOOO0O0000000000000
OLDFOOOOO0OOLDFOOOOO (INTERVAL)OOOUOOOOOOOOO ON

BLOCKTIMEOUT ACTIONOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000000 O0OO0OONONEDOOODDOOOODOOOOOO0OOO0O0Oo0ooooooooo
0 3000

g

s 000200LDFO00O0O0O0OO0O0O00O000000000LDFOOOO0O0O0 000000000
Oooooooog3e00000O00On

SET SWITCH PORT=2 LOOPDETECTION ACTION=LINKDOWN INTERVAL=60
BLOCKTIMEOUT=3600

goooogn

LDFOOOO0ODO0O0O0OO0OOOO LDFOOO0OOO/000000000000000000000 LDFO
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SET SWITCH PORT LOOPDETECTION

LDFOO0000000O0

STPO Rapid STPO Multiple STPO EPSR Snooping D00 000000000000 LINKDOWN OO
ooooooooon

LINKDOWNO BCASTDISCARD O OO 000000000 OBLOCKTIMEOUTOOOOOOOOOO
goooOoOoO0OO0OO0OO0OO000O0O0O0OO0OO0OO0OO0OO0OO0ODOOOO0O0D0O0O000000O0mENABLE SWITCH
PORT 0O 0 0 0 O DISABLE SWITCH PORT 0O 0O 0O 0O 0O DISABLE SWITCH PORT LOOPDETECTION
ooooo

BCASTDISCARD OO OO0O0OO0O0OO0OOOOOBLOCKTIMEOUTOOOOODOODODOOOOOOOOOO
000000000000 oo0o0oU0o000O00o0o00o0D000@mMSET SWITCHPORT O OO
OO0 BCASTFILTERING OO OOOOOOOOOOOOOOOOOOOOOO0OOooOOooooooooom

goooog

DISABLE SWITCH PORT LOOPDETECTIONO 102 0 00O
ENABLE SWITCH PORT LOOPDETECTIONO 1150 00O

RESET SWITCH PORT LOOPDETECTION COUNTERO 126 0 O OO
SHOW SWITCH PORT LOOPDETECTIONO 200 0 0 O O
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SET SWITCH PORT MIRROR

SET SWITCH PORT MIRROR

00o00o0o0ooooooo /o0oo

SET SWITCH PORT={port-list|ALL} MIRROR={NONE RX|TX|BOTH}

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

ooboooooobooobooooooboooooooobooooon
goooog

PORT OOO0OO0OOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

MIRROR 000000000000 O0OOOOOOO0OOOOOOO0OOOOOOOOOOOOOOO0O0O
O000000000BOTHOOOOOOOODmMRXOODOOOOODMTXOOOOO OO MM NONE
000000000000 000000000000 NONED

goooog

SET SWITCH MIRRORO 144 0 0 0O O
SHOW SWITCHO 186 D 0 O O

SHOW SWITCH MIRRORO 190 0 0 O O
SHOW SWITCH PORTO 1910000
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SET SWITCH PORT SECURITYMODE

SET SWITCH PORT SECURITYMODE

00o00o0o0ooooooo /o0oo

SET SWITCH PORT={port-list|ALL} SECURITYMODE={AUTOMATIC|LIMITED|SECURED}
[LEARN=1..255] [INTRUSIONACTION={DISCARD|TRAP|DISABLE}] [PARTICIPATE={ON|
OFF|YES|NO|TRUE|FALSE} ]

port-list: 100000000010 000000000O00OO0OO0OOOOOOO

g0

Ooo00o0ooooooooooooooMACOOOOOOOOOOOOOOOOOOOOOOooOooo
goooog

PORT OOOOOOOOOOOOOOALLOOOOOOOOOODOOOOOOOOOOOO

SECURITYMODE 0000000000000 O0OO0OAUTOMATICOOOOOOOOOOOLIMITED
Ooo0o0oooMACOOOOOOODOOOOOOOOOOOOO0ODOOOOOOO0OOO0O MACOO
O0o0o0o0oo0oooo0o0oooooo0o00 MACOOOOOODOOODOLEARNDOO
O0O0O0O0OO0OOOSECUREDOOOOOOOOOOOOOODOOOOOOO MACOODOOOOO
000000000000 o0oo0o0oo0oooo0oooDo0oAUTOMATICO

LEARN 0O0O0000O0O00O000O00MACOOOOOOOOOOOOOOOODOOOOOOOOOO
00 1000 SECURITYMODE O LIMITED OO OOOO0ODOOOOOO

INTRUSIONACTION 0000 MACOOOOOOOOOOOOOOOOOOOOMACOOOOOO
O000o00o0oo0o0ooOoooOoooOoooooOooDISCARDOOOOOOOOOOOOO
OOTRAPOOOOOOOOOODOOOOSNMPOOOOOOOOOODISABLEDOOOOOOOO
O00O0oOSNMPOOOOOOOOOOODOOOOODOO0OOOOO0ODOOOSECURITYMODE
OLIMITEDOOOOOOOUOOOOOOOOOO DISCARDO

PARTICIPATE INTRUSIONACTION O TRAPO OO DISABLEOOOOOOOODOOOOOOOOO
O0o00o00o0o0ooo0o0o0ooONOOOoOoOOo0o0oOooCOFFOOOOOooooon
000000000 OFFOSECURITYMODEOD LIMITEDOOOOOOOOOOOO

goooogn

INTRUSIONACTION OO O OO0OOOO0OO0O0OO0O0O0O0OOO0O0OO0O0O0oooooooo TRAPOOO
DISABLEOOUOOUOOOPARTICIPATECO O OO OOO ONOOOOOOOOOOOOOOOOOO
SECURITYMODE O LIMITED 00O SECURED O 00000000 OO0OAUTOMATICOOOOOO
OOSECUREDOOOOOO

goooog
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SHOW SWITCH PORT INTRUSIONO 198 000 O
SHOW SWITCH PORT SECURITYMODED 204 0 0 OO
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SET SWITCH PORT STORMDETECTION

SET SWITCH PORT STORMDETECTION

00o00o0o0ooooooo /o0oo

SET SWITCH PORT={port-list|ALL} STORMDETECTION [LOWRATEACTION={LINKDOWN|
BCASTDISCARD|NONE}] [HIGHRATEACTION={LINKDOWN|BCASTDISCARD|NONE} ]
[LOWRATETHRESHOLD=1..1048575] [HIGHRATETHRESHOLD=1..1048576]
[BLOCKTIMEOUT={10..86400[NONE}]

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

00

oooooooooboooobooooood
goooog

PORT OOO0OOOOOOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

LOWRATEACTION 000000000000000000OODOOLOWRATETHRESHOLD OO
0000000000000 00000000O0NONED 00000MmBCASTDISCARDO O OO
00000000000 o0o0@mLINKDOWNOOOOOOooooooooooooooooo
00000000 NONEOLOWRATEOOOOOOOOOOOOOODOOOOOOOOO0OOOO
ooboboooooboooboooooooooooooooooon

HIGHRATEACTION 000000000000000D0O000COO0HIGHRATETHRESHOLD 00O
0000000000000 00000000O0NONED O0000MmBCASTDISCARDO OO
0000000000 oo0o0@mLINKDOWNOOOOOOooooooooooooooooo
00000000 LINKDOWNOHIGHRATEOOOOOOOOOOOOOOOODOOOoOoOOoOO
pobobooooobooooooobooooooooobooooooooon

HIGHRATETHRESHOLD 000000000000 00O0O00O0 KbpsO Kilo bit per secondd 00 O
00o0oooooog 8192000

LOWRATETHRESHOLD 0000000000000 0000O KbpsO Kilo bit per secondD0 000
00 HIGHRATETHRESHOLD O OO OUOOOOOOOOOOOOOOOO 5120000

BLOCKTIMEOUT HIGHRATEACTION 0O OO OLOWRATEACTIONOODODODODODOODODODOODO
0000000000000 0o00oO00oO0o00oO0000O000ONONEODODOODOOOO
000o0oo0o0oooooooooooooo 30000

g

m 0020000000 819200Kbps0 0000000000000 O00OODOO0O
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SET SWITCH PORT STORMDETECTION

SET SWITCH PORT=2 STORMDETECTION HIGHRATEACTION=LINKDOWN
HIGHRATETHRESHOLD=819200

goooogn

LINKDOWNO BCASTDISCARD O OO 000000000 OBLOCKTIMEOUTOOOOOOOOOO
ooooOoOoO0O0OO0OO0OO000O0OO0O0OO0OO0OO0OO0OO0OO0ODOOOO0O0D0O0O000000O0mENABLE SWITCH
PORT 0O 0O 00O ODISABLE SWITCH PORT O O 0 O ODISABLE SWITCH PORT STORMDETECTION
ooooo

BCASTDISCARD OO OO0O0OO0O0OO0OOOOOBLOCKTIMEOUTOOODOODOODODODOOOOOOOOO
000000000000 oo0o0oU0o0O00O0o0oO00o0D000@mMSET SWITCHPORT O OO
OO0 BCASTFILTERING OO OOOOOOOOOOOOOOOOOOOOOO0OOooooooooooom
ooooooooooboboooooobooooooboooooooboooooooooooobooon

goooog

DISABLE SWITCH PORT STORMDETECTIONO 10300 0O
ENABLE SWITCH PORT STORMDETECTIONO 116 0 O O O

RESET SWITCH PORT STORMDETECTION COUNTERO 127 0 00O
SHOW SWITCH PORT STORMDETECTIONO 206 0 O O O
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SET SWITCH TRUNK

SET SWITCH TRUNK

00o00o0o0ooooooo /o0oo

SET SWITCH TRUNK=trunk SELECT={MACSRC|/MACDEST|MACBOTH|IPSRC|IPDEST|
IPBOTH}

trunk: 00 0000000010160 0000000000000O00O0O0OOOOOOOO

00

ooooooooobooooboooo
goooog

TRUNK 0000000000

SELECT 0O0000000O00000000000000000000O0000000000O00000
O00000O0MACSRI OO0 MACOOOOMMACDESTO OO MACOO OO MMACBOTH
0000000 MACOOOOMmMIPSRA OO IPOOOOMMIPDESTO OO IPOOOOMmMIPBOTH
ooooooIpPO00O0U0OOOOOOOOOOOOOO MACBOTHO

g
s J00000000uwplinkD 000000000

SET SWITCH TRUNK=uplink SELECT=MACSRC

goooogn

cooooooooooooooooooooooboooooooooooboooooboooooa
SELECTOO0OO0OOO MACOOUOOOOOODOOMACSRCOMACDESTO MACBOTHO O OO OO
oooooooobooboooooooooooooooooooooodg

goooog

ADD SWITCH TRUNKO 83000 O
CREATE SWITCH TRUNKO 86 O OO O
DELETE SWITCH TRUNKO 8 OO OO
DESTROY SWITCH TRUNKO 91 OO OO
SHOW SWITCH TRUNKO 211 00 0O
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SET WEBAUTHSERVER

SET WEBAUTHSERVER

000000000000 /00000

SET WEBAUTHSERVER [IPADDRESS=ipadd] [PORT=port] [REDIRECTURL={url-string|
NONE}] [SECURITY={ENABLED|DISABLED}] [SSLKEYID={key-id|NONE}]
[SSLPORT=port] [HEADER={string|NONE}] [SUBHEADERTOP={string|NONE}]

[ SUBHEADERBOTTOM={string|NONE}] [FOOTER={string|NONE}]
[HTTPREDIRECT={ENABLED|DISABLED}] [SESSIONKEEP={ENABLED|DISABLED}]
[PROXYSERVER={long-string|NONE}] [PROXYPORT={port|NONE}]
[PINGPOLL={ENABLED|DISABLED}] [NORMALINTERVAL=1..65535] [TIMEOUT=1..30]
[FAILCOUNT=1..100] [REAUTHREFRESH={ENABLED|DISABLED}]
[TEMPORARYIP={ENABLED|DISABLED}] [RENEWALTIME=5..10]

ipadd: TP 0000

port: TCP OO 000 DO 10655350

url-string: 000 0101000000000000000000O00O0OODO-:/._OO

key-id: 0 0 O 000 655350

string: 0000106400000000000000000000000O0OO0OO0O0O0DOO”00000000000
oooooo

long-string: 0000102550 000000000000000000000#%%&" ()7 |-"\@ " {+*};:1,./-
MDo0o000o000!'=?<>00000000000000000070000000000D

g0

WebOOOOOOOOOOOOOOODOOOODOODOOODOODOWebOOOOODODOOOODODOOODO
goooog

IPADDRESS WebO OO OODOOODOOOOOOOOIPOOODOODODOOOOOO000CCOO)IODO
oooooooooooIPO00OOO0DOOOOO0DOOOOO0DOOOODOOOO0OO VLANOO
oo0ooooooooooooooIPO00OO0OO0O0OOO0OO0OOOOOOOOOODOIPOOOO
000o00o0o0o0oooooooo VLANOOOOoooooo IpOooooooooooooo

PORT WebOOODOOOOO TCPOODOOODOOOOOOO 8OUIPADDRESSOOOOOODOOOOODO
000 Authenticator 000000000 TCPOODOOODODOOODODOODOOIPADDRESS
oooooooOoooOoooooooo TCPOoOOOOOOOOOOmMOOOO TCPOOOOO
ooooogd

REDIRECTURL Web OO OUOOOO O0O0OO0OO0OO0O0O0DO0ODO0ODO0 URLOOODOOOO NONEOO
ooooooo1oooooooooooooooooooooo0oo obooooooooboon
ooo

SECURITY WebOOOOODOO HTTPSOOOODOODOO OODOOOOSSLKEYIDOOOOOOO
O000000OSSLKEYIDOOOODOOOO0OODO0oO0ooooO DISABLEDO

SSLKEYID WebOOOODOOOO HTTPSOOODOOO SSLOOOOOOSECURITYOOOOODOOO
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SET WEBAUTHSERVER

0000000000000 NONED

SSLPORT WebOOOOOOO HTTPSO TCPOOOOOOOOOODOO 44300

HEADER Web OO OOUODOOOODDODOOODODODOO0OO0DO0OO0ODDOO0OOO NONEO”Web Access
Authentication Gateway”’ 00 0000000000000 64000

SUBHEADERTOP WebO OOODOODOODOOODOODOOOOODOOOO0ODOOOO NONE
0 ”Allied-Telesis”"0 0 0000000000000 64000

SUBHEADERBOTTOM Web OO OOOOOODDODODOOOO0OOO0OOOODDOODOODOOOO
NONEOOODOOOOODOOOO0ODOO 64000

FOOTER WebUOOOUOOOODOOOODOODOODDODOOODOODODDOODOD NONE O ”Allied Telesis”O
O00o0o0o0oooooooe40nn

HTTPREDIRECT HTIPOOOOOOO0O0OO0O0O0O0O0O00O0O0O0O0O0O0O0O0URLOOOOOOOOO
O000O0OWebOOOOOOODOOOODOOOODOO O DISABLEDO

SESSIONKEEP URLOOOO0OOO0O0O0OO0O0O0O0O0O0OO0O0O00O0O0OO0O0 OOO0O0OO00O0000O
URLOOOOOOOO0OOOOHTIPOOOOOOO0O0O0O00000O00O0URLOOOOO0OO
000000050000000000000000000HeldOO0ODOO0OOO0OODOOOOODO
URLOOOOOODOOOO0O0OO0O0O0O0 DISABLEDODOOODOOOOO0O0O0OOO0 URLODOOOOO
pooooooooooooooooon

PROXYSERVER 000000000 PACOOD0OODOOOOO0ODOOODOOOOOOIPODOOOOO
000000000000000000 NONED

PROXYPORT OO0000O000O00000O00O0O00OO0O0OO0O0O0OOOOOOOOHTTPOOOO
000000000000000 NONEO

PINGPOLL PingO00O00O000O0000O0OO0OOOO0OO0OO00O0O000O0O00O00O0OO Ping
0000000000000000000000000 DISABLEDO

NORMALINTERVAL 0O0000000000O00000O00O000O000O00O000O00 3000

TIMEOUT Ping0000000000000MPingOEchorequest0 00000000000 00O0O
0000000000000000000000000PIng0O0OO000O TIMEOUTOOODO Ping
O00o00o0oooooooooooo1o00

FAILCOUNT 00000D00000000000D000 PingODODOOO0OOO0ODOO FAILCOUNT O
goooooooodoooooooooooonoooooooooooooooooooooon
0500

REAUTHREFRESH 000000 PingODOO0OO0O0O00000O00O00O0 (REAUTHPERIOD)OOODO
000000 o0o000booodoPing00000000O000O0O0O00O0OO0O0O0O0OOOO
PingO0OOO0ODOO0OOO0DOOO0OOO0O0O0O0O0O0O0O00O0O0ODOOOO0ODO DISABLEDO

TEMPORARYIP WebOOODOOOOOODOOOODOODOOO0OOODOOOODOODO Supplicantd IPOO
0000000000000 oooooIPOO00OO0OOOOO/000000WebODODOOOOO
000000000000000000000 DHCPOOOOOOODO LEASETIME2000 IPO
0000000000000 DHCPOOOOD PolicyDODDOOO LEASETIMEO IPOOOODO
00000000000 DISABLEDO

RENEWALTIME TEMPORARYIPOOOODOO O00D0O00O0O0O0O0IPODODOOOO REQUEST
000 000 Supplicant 0 OPTIONSSO TIOO OO OO OO OO OO OOPTIONS9OT20 O
+3000000000050000 WebOODODOOOODO VLANOOODOODODOODO
0 VLANASSIGNMENT=ENABLEDO O OO0 VLANOOOOOOOOOODODOOOOO0O0O00O
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SET WEBAUTHSERVER

000000000000 oo0U00oo0o0 oooo00ooo0o ooooo (RENEWALTIME
x 3+5)00

g
mWebOOOOOOOIPOOODOO 192.168.1.2000 0000

SET WEBAUTHSERVER IPADDRESS=192.168.1.200

goooogn

IPADDRESSO 0000000000000 VLANOOOOOOOOOOoooooooooIpooooo
ooooooooIpPooOOO0O0ODOOOOOO

goooog

DISABLE WEBAUTHSERVERO 104 0 0 OO
ENABLE WEBAUTHSERVERO 1170000
PURGE WEBAUTHSERVERO 1200 0 0O
SET PORTAUTH PORTO 136 0 OO O
SHOW PORTAUTHO 1720000

SHOW PORTAUTH PORTO 178 0 OO O
SHOW WEBAUTHSERVERO 2130 00O
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SHOW DHCPSNOOPING

SHOW DHCPSNOOPING

00O0D000oooooo / DHCP Snooping

SHOW DHCPSNOOPING

g0

DHCP Snooping 000 DO0O0O00O0O0O0OO0OO

gooooggon

# show dhcpsnooping

DHCP Snooping Information

DHCP Snooping .............. Enabled
Option 82 status ......... Enabled
ARP security ............. Enabled
Logging enabled .......... None

DHCP Snooping Database:

Full Leases/Max Leases ... 2/24
Block 1 (Portl-8) ...... 1/8
Block 2 (Port9-16) ..... 1/8
Block 3 (Portl7-24) .... 0/8
Block 4 (Trunk Group) .. 0/0
Check Interval ........... 60 seconds
Check Options ............ None
DHCP Snooping DHCP Snooping 0O 0000
Option 82 status 0000000000 o0oooooooooooooo 8200000000
gooooooood
ARP security ARPOOOODOOOODOOOOO
Logging enabled 0000000000000 00 NoneDOODOOODOODOODOOOOOO
0000000 ArpSecurity 000000000
Full Leases/Max DHCP Snooping 00 00000000000000O0O0O0O0O0OO0ODO
Leases 000000000000 /JOoOOoooooooooooo
Block 1 (Port1-8) DHCP Snooping 0000000000000 000O0O0O0OOOOODO

0000000000 0Port 10800000000 0O0OD /OODOODOO
OPort 1080 00000000000 O0O0OOO
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SHOW DHCPSNOOPING

Block 2 (Port9-16)

DHCP Snooping 00 D 0O0000D0O0O0O0O0DOODOOOODOOODOO
00000000000Port90l600 000000000 /OOODOOO
OPort90160000000000000O0O0OO

Block 3 (Port17-24)

DHCP Snooping 00 D 0000000000 DO0ODOOOODOOODOO
00000000000 Port1702400000000000 /00000
OO0OPort1702400000000000000000

Block 4 (Trunk Group)

DHCP Snooping 00 0000000000000 O00OOOO0OO0O0ODO
0000000000Trunk Group0 O DODOOOO0O0O0O0OD /00000
O0Trunk GroupO OO0 DOO0O000000O0O0O00O

Check Interval

oooooooooboooobooooogod

Check Options

coboboooooooboobooooooobobooooooooooooood
0000000000000 000o0DHCPRELEASE] DHCP RELEASE
000000000000 @mMLINKDOWNOOOODOOOooooooooo
00000000000 MO0000o000 NoneDOOOOOOOOO
oooooooo

goooog

0 30:

ENABLE DHCPSNOOPINGO 10500 00O

ENABLE DHCPSNOOPING ARPSECURITYO 106 DO OO
ENABLE DHCPSNOOPING LOGO 10700 00O

ENABLE DHCPSNOOPING OPTIONS820 108 0 O O O
SET DHCPSNOOPING CHECKINTERVALO 128 0 0 0O O
SET DHCPSNOOPING PORTO 131 00 OO

oooood
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SHOW DHCPSNOOPING COUNTER

SHOW DHCPSNOOPING COUNTER

00O0D000oooooo / DHCP Snooping

SHOW DHCPSNOOPING COUNTER

g0

DHCP Snooping 000 ODO0O0OOO0OODO

gooooggon

# show dhcpsnooping counter

DHCP Snooping Counters

DHCP Snooping

InPackets ...... ... 16
InBootpRequests ........ovun... 14
InBootpReplies ......... ... 2
InDiscards .......oiiiiiienna. 0

ARP Security

InPackets ... .l i 6
InDiscards .......oiiiiiienna. 3
NOLEASE v i ittt ittt tiiteeeeeenn 3
Invalid ......... ... 0

DHCP Snooping 00 00O

InPackets 0000 DHCP/BOOTPOODODOOOO

InBootpRequests 0000 DHCP/BOOTPO DD OOODOO

InBootpReplies 0000 DHCP/BOOTPOODODOOOOO

InDiscards 0000000 DHCP/BOOTPOOOOOO

ARP Security 0 0000

InPackets 0000 ARPOOOODOOO

InDiscards 0000000 ARPODODOOO

NoLease 0000000000 ARPOOOOO0OOOO0OOODHCP Snooping
ooooobooooboooooooooboooobooooooooon
O
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SHOW DHCPSNOOPING COUNTER

0000000000 ARPOOOOOOOOOOOOOOOOOOO
ooooobooooooooogoo

Invalid

0 31:

goooog

ENABLE DHCPSNOOPINGO 105 00 00O
ENABLE DHCPSNOOPING ARPSECURITYO 106 0O OO
RESET DHCPSNOOPING COUNTERO 121 0000
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SHOW DHCPSNOOPING DATABASE

SHOW DHCPSNOOPING DATABASE

00O0D000oooooo / DHCP Snooping

SHOW DHCPSNOOPING DATABASE

g0

DHCP Snooping 0 0000000000000 0OO0O0OO0OO0OODOOOOO

gooooggon

# show dhcpsnooping database

DHCP Snooping Binding Database

Full Leases/Max Leases ... 2/24

Block 1 (Portl-8) ...... 1/8

Block 2 (Port9-16) ..... 1/8

Block 3 (Portl7-24) .... 0/8

Block 4 (Trunk Group) .. 0/0
Check Interval ........... 60 seconds
Check Options ............ None

Current valid entries

MAC Address IP Address Expires(s) VLAN Port ID Source
00-00-00-00-00-01 192.168.10.5 Static 1 5 - User
00-0a-79-34-06-12 192.168.10.200 2231 1 11 - Dynamic

Entries with client lease but no listeners
MAC Address IP Address Expires(s) VLAN Port ID Source

Entries with no client lease and no listeners

MAC Address IP Address Expires(s) VLAN Port ID Source
None
Full Leases/Max Leases Oo0oo0oo0Oooooooooooooon

0oo0oOooooOoooooD /o0oO0O0o
cooooooood
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SHOW DHCPSNOOPING DATABASE

Block 1 (Port1-8)

DHCP Snooping 000D O0O0O0O00O00O
oooooooooooooooooon
OO0o0O00O0O0O0Port 108000000
00000 /0000000Port 1080
goooooooooooooon

Block 2 (Port9-16)

DHCP Snooping 0000000000
oooooooooooooooooon
O0000000Port9016000000
00000 /O0oO00ooooPort 90160
goooooooooooooon

Block 3 (Port17-24)

DHCP Snooping 0000000000
oooooooooooooooooon
O0000000Port1702400000
oooooo /oooooodPort 170
2400000000000000000

Block 4 (Trunk Group)

DHCP Snooping 0000000000
cboobooooooboooooooao
00000000Trunk GroupOd 00O
0000000 /0000000 Trunk
GroupO O OODOOODOOODOOOO
od

Check Interval

cbooooooooooooooogo
od

Check Options

oooood

ocooooooooooooooon
ocobooooobooooooooon
ooooooooboooooooooon
DHCPRELEASED DHCP RELEASE [
000000000000 LINKDOWN
oooobooooooboooooboooon
O0000000MmMOO000odoDO None
oobooooooboooooooood
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SHOW DHCPSNOOPING DATABASE

Current valid entries 000 0O O0o0oooooooboooooooo IP
gooOoooooooooo
Entries with client lease but no listeners 0O 00O O O0000oO0oooooooooooon

googoboooooboobooboooboo
gooddoooouooouoouooooo
od

Entries with no client lease and no listeners 0 0000 DHCPOOOO0OOOOO0OOOOOOO
gooodooooooouoouooooo
goboogoooobooo

MAC Address ooooooo MACOOOO
IP Address ooooooo IPoO0OO
Expires(s) oooooooooooooooomIp

000000000000000mO0
0000000000 Staticd Web OO
oo0ooO0oooOooooIPOO0OOO
Temporary 0 00000

VLAN O0000000o00o0oO0n0 VLAN

Port cbooooooooooooooogo
ooo

ID ooooo

Source O00o00o00o0o0oo0oooodDy-

namid 000000000000 DHCP
O0o0000@mMUsertd 00000000
O0O0o0IPOO0000O00O000OINvVs
0 DHCP Snooping 000000000
O NVSOOOOOoOOooooooo

0 32:

goooog

ENABLE DHCPSNOOPINGO 105 00 00O
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SHOW DHCPSNOOPING MACFILTER

SHOW DHCPSNOOPING MACFILTER

00O0D000oooooo / DHCP Snooping

SHOW DHCPSNOOPING MACFILTER[={id-1ist|ALL}] [PORT={port-list|ALL}]

id-list: 0000000010990 00000000000000D0O0O00D
port-list: 100000000010 000000000O00O0OO0OOOOOOO

g0

MACOOOOOODOOOOOOODOOoOoOooOo
goooog
MACFILTER 000000 IDOOO0OOOOOOOOOOO0O0 ALLOOOOOO0OOO0Ooooooo

ooooooooon
PORT 0OO0OOOO0OOOOOOOOOOOOOOALLOOOOOOOODOOOOOOOOOOOOOO

gooooggon

# show dhcpsnooping macfilter

DHCP Snooping MAC Filter ( 3 entries )
Filter ID ... iinnn. 1

MAC Address ......evuunn... 00-09-41-00-00-00
MAC Address Mask ......... ff-ff-£f£-00-00-00
Port ..... ... . . i, ALL

Action ... Permit

Is Active ..., Yes

Filter ID ... iinnn. 2

MAC AdAresSsS ..o, 00-1a-eb-00-00-00
MAC Address Mask ......... ff-ff-£f£-00-00-00
Port ..... ... . i, ALL

Action ... Permit

Is Active ......iiii... Yes

Filter ID ... iinnn. 3

Port ..... ... . i, ALL

Action ...t Deny

Is Active ......iiii... Yes
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SHOW DHCPSNOOPING MACFILTER

Filter ID gooooo ID

MAC Address DHCP Snooping 00000 MACOUOOOUOADDRESSOOO0OOOOO
oooooooo

MAC Address Mask DHCP Snooping 00000 MACOOOOODDODODODOMASKOOOOO
ooooooooood

VLAN ID 00 VLANO IDOVLAN OOO0OOOO00000000000

Port 000o0O000000000o0000a0

Action O000000000000000Permit 000 Deny

Is Active 00000000000000000000YestDOO000O000NoO
0 33

obooogdno

ooooooIbOo00ooOo0ooooooooooooooo

goooog

CREATE DHCPSNOOPING MACFILTERO 84 0 0O O
DESTROY DHCPSNOOPING MACFILTERO 90 O OO0
SET DHCPSNOOPING MACFILTERO 1300 00 O
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SHOW DHCPSNOOPING PORT

SHOW DHCPSNOOPING PORT

00O0D000oooooo / DHCP Snooping

SHOW DHCPSNOOPING PORT[={port-1ist|ALL}]

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

0000D00000D000000 DHCP Snooping0 0000000000
goooog

PORT 0OOO0OO0OO0OO0OOO0OOOOOOOOOOOOALLOOOOOODOOOOOOOOOOOOO
oo

gooooggon

# show dhcpsnooping port=11

DHCP Snooping Port Information:

Port ... 11
Trusted .................. No
Full Leases/Max Leases ... 1l/1
Subscriber-ID ............ None

# show dhcpsnooping port=21

DHCP Snooping Port Information:

Trunk group ID ........... 1
Trunk group name ......... tl
Trunk group ports ........ 21-24
Trusted ................ .. No
Full Leases/Max Leases ... 0/1
Subscriber-ID ............ None
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SHOW DHCPSNOOPING PORT

Port ooooogooon

Trunk group ID Oo00oO0oooooo IDoboo0o0oooooooooooooooooo
oooooooooooooon

Trunk group name pooooboooooobooooobooooooboooooboooooodg
oooooooooogo

Trunk group ports oooooboooooooooooooooooboooooboooooog
oooooooo

Trusted DHCP Snooping 0 0 0O 0O O O O O O O YesO Trusted O O O 0O No
OUntrusted 000000000

Full Leases/Max DHCP Snooping 00 00000000000000O0O0O0O0O0OO0ODO

Leases 000000000000 o000o0000 /0000000000000
oooooooo

Subscriber-ID 000000 Subscriber-IDODDO00DO00O00000O0 NoneOOOODO
od

0 34:
oodogd

ENABLE DHCPSNOOPINGO 105 00 00O
SET DHCPSNOOPING PORTO 131 00 OO
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SHOW EPSRSNOOPING

SHOW EPSRSNOOPING

000000000000 /EPSR Snooping

SHOW EPSRSNOOPING [CONTROLVLAN={1..4094|vlanname|ALL}]

vlanname: VLAN 0010200 00000000000000_ 0000000000000 000OOO0O0OO0OO0O

g0

EPSR Snooping 0 0000000
oodogd

CONTROLVLAN 000000 VLANOVLANOOOO VLANIDOVIDOOOOOOOOOOOOO
ALLOOO0OO00DO0O000O00O0O00O00O00 VLANO EPSR Snooping0 0000000

gooooggon

# show epsrsnooping controlvlan=10

EPSR Snooping Information:
Control VLAN:

VLAN Nale & vttt ettt tee e et eeeaeeen vlanlO
VLAN ID .ttt ittt i et e e e e e e et e e eee 10
VLAN Name 000000oo0oooo VLANO
VLAN ID VLAN ID
0 35:

g
m 000000 VLANOVID=100 O EPSR Snooping 00000000

SHOW EPSRSNOOPING CONTROLVLAN=10

goooog

DISABLE EPSRSNOOPINGO 9 00 0O
ENABLE EPSRSNOOPINGO 109000 O
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SHOW PORTAUTH

SHOW PORTAUTH

000000000000 /00000

SHOW PORTAUTH [={8021X|MACBASED|WEBBASED|ALL}] [PORT={port-1ist|ALL}]

SHOW PORTAUTH [={8021X|MACBASED|WEBBASED|ALL}] [{CONFIG|STATUS}]

port-list: 100000000010 000000000O00OO0OO0OOOOOOO

g0

00000000801XODODOMACOOOOOOWebOOOOODOOOOOOooooooooOQ
goooog

PORTAUTH 000000008021X0802.1XO0ODOOODOOO0MmMMACBASEDOMACOOOOOO
O0OO0O0O0OMMWEBBASEDOWeb OO OO OODOOMMALLOOOOOOOOOOODODOOOOOO
8021X0O

CONFIG 00O000000o0O00ooooo

STATUS 0OO0OO00O00O0O0O0O0OO0O0OOO

PORT 0OO0O0OO0OOO0ODOOOOOOOO

gooooggon

# show portauth=all
Port Authentication Information
SystemAuthControl.................. Enabled
Number of 802.1x Supplicants....... 1
Number of MAC Based Supplicants.... 1
Number of WEB Based Supplicants.... 0
Total Supplicants.................. 2
Port AuthMode Role VID PortStatus Status ReAuth Timer Tag
MAC Address IP Address User Name
1 802.1X Auth 1 Authorized Connecting ----- n
00:40:CA:1B:6F:1C 192.168.1.10  -------—--mmmmm—————
1 802.1X Auth 1 Authorized Authenticated 3365 n
00:0A:E6:6A:CC:7F 192.168.1.12 vlanno
1 MACBASE Auth 1 Authorized Authenticated 3429 n
00:40:CA:1B:6F:1C 192.168.1.10 00-40-ca-1b-6f-1c
1 MACBASE Auth 1 Authorized Connecting ----- n
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SHOW PORTAUTH

00:0A:E6:6A:CC:7F 192.168.1.12 = ——----—mmmmmmmmm—————
1 WEBBASE Auth 1 Authorized Connecting ----- n
00:40:CA:1B:6F:1C 192.168.1.10  ------—-—————m—m—————
1 WEBBASE Auth 1 Authorized Connecting ----- n
00:0A:E6:6A:CC:7F 192.168.1.12 W ——-----mmmmmmmm—————
# show portauth=8021X port=1
802.1x Authentication Information
SystemAuthControl.................. Enabled
Number of 802.1x Supplicants....... 1
Total Supplicants.................. 1
Port AuthMode Role VID PortStatus Status ReAuth Timer Tag
MAC Address IP Address User Name
1 802.1X Auth 2 Authorized Authenticated 3589 n

00:0A:E6:6A:CC:7F

# show portauth=all config

Port Authentication Information

192.168.2.157

SystemAuthControl.................. Enabled
MAC Based Auth User-ID Format...... KK -XX—XX—XKX-XX-XX
Calling/Called-Station-ID Format... XX-XX-XX-XX-XX-XX

Port 1

802.1x Authentication Information

PAE TypPE€. .t i it it i it i None
LOg TV . v vttt et et e e ee e Full
MAC BASE Authentication Information
PAE TypPE€. .t i it it i iie i None
LOg TV . v vttt ettt e e ee e Full
WEB BASE Authentication Information
PAE TypPE€. .t i it it i it i None
LOg TV . v vttt et et e e ee e Full

# show portauth=all status

Port 1

oooood
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SHOW PORTAUTH

802.1x Authentication Information

PAE TYPEC. s it it e eee e n Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v v it ittt e eeeee e 00:0A:E6:6A:CC:7F
Authenticator PAE State......... Authenticated
Port Status............... ... ... Authorized
Backend Authenticator State..... Idle

VLAN ID. ...ttt ittt ene e 1

PAE TYPEC. o it it e eeeeenn Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)
MAC AdAreSS . . v ittt ittt it eeeeeenn 00:0A:E6:6A:CC:7F

Authenticator PAE State......... Connecting
Port StatuS.......uiiinnnnnn. Authorized
Backend Authenticator State..... Idle
VLAN ID. . ittt it et e e e et et e eeee 1
WEB BASE Authentication Information
PAE TYPEC. i ittt e eeeeen Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 1

Attached Supplicant(s)

MAC AdAresSS . v v i i i it tee e eeeee e 00:0A:E6:6A:CC:7F

Authenticator PAE State......... Connecting
Port StatuS.......uiuiiunnnnnn. Authorized
Backend Authenticator State..... Idle
VLAN ID. . ittt it et e e e et et e eeee 1

Port 2

802.1x Authentication Information

PAE TYP . i ittt it eeeeenn Supplicant

Supplicant PAE State............ Connecting

SystemAuthControl 00000000000 000Enabled O Disabled
Number of 802.1x Supplicants 8021X0000000000 Supplicant0 O
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SHOW PORTAUTH

Number of MAC Based Supplicants

MACOODOOOODOOOO0OOO SupplicantO O

Number of WEB Based Supplicants

Web DO OOOOOOOO Supplicant 0O

Total Supplicants

Supplicant 0 000 000 Supplicant 0000

Port oooon

AuthMode 00000000802.1XOMACBASEOWEBBASEO OO O
O

Role 0000 AuthO SuppONone OO O OO

VID VLAN IDO 104094000000

PortStatus 0000000 Unauthorized 00 00 00 Authorized 00
oooo

Status 0 00 O O O InitializeO Disconnectedd Connectingd Au-

thenticatingDAuthenticated DAborting(lHeld [IForce AuthO
ForceUnauth 000000

ReAuth Timer

oooooooooooobooooobooom

Tag oooooooooooooogod
MAC Address ooooooo MACOOOOO
IP Address O0oOoooo IPOOOO0OARPOOOOOOOOOOO

oooood

User Name

oooooooooooo 2000000

0 36: CONFIGO OO STATUSOOOOOGOoOO

SystemAuthControl

000000000000 00Enabled O DisabledO

MAC Based Auth User-ID For-

mat

MACOOOOOOOOOOOOODOOOoOOoooooooo

Calling/Called-Station-ID Format

Calling/Called-Station-ID DO 0000 O

Port

ooooo

PAE Type 000000000000 Authenticatord Supplicantl None
ooooo

Log Type O0000000ANDDOO0O0000O00M SuccessD OO0
000000 FailureD 000000000 Logoff0 0O
0000000 NoneD OOOODDOOOOODOOOOODO

0 372.CONFIGOOOO0OOo
Port oooono
PAE Type 000000000000 AuthenticatorCSupplicantUNone

ooooo

Supplicant Mode

Authenticator 0 0 0 0 0 O 0 O Single O Multiple

Number of Supplicant

Supplicant O

Attached Supplicant(s)

oooood

0000000000 Supplicant0 00000
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SHOW PORTAUTH

MAC Address MACOOODOOOO

Authenticator/Supplicant PAE State 0000000 000000000000O00O000O00O
0000000000000 oO0oo0O00O0nmMAUTHENTI-
CATOR O 000 00O O InitializeO 0O O O [t Connecting

0 00 O O AuthenticatingD O O O [ AuthenticatedD O O
00 D AbortingD 0 0 00 O M Heldd O O O (D ForceAuth

MO00000D0000 ™ ForceUnauthtm oo ooOO
O0O00O0O000O0OSUPPLICANTOOOODOODOOAc-
quiredd O O O [ Connectingd O O O [ Authenticating] [
0 0 M AuthenticatedD 0 0 0 O D HeldO O O O [ Logoff

00000000000 0SET PORTAUTH PORTO O OO
0O CONTROLOOOOOOO AUTHORISEDOOOOOO
0 OAuthenticated1 00 0 00000OCONTROLO O OO
00 UNAUTHORISED 00 000 O O O Connecting O
oooooooo

Port Status 000000 0OUnauthorizedO 00 00O AuthorizedO O
oooo
Backend Authenticator State O00O00O0O0OIDLEDODOOOMINITIALISED OO O M

RESPONSEU Supplicant 0 0 0 0 O 0O (0 REQUESTO O O
000000000 MSUCCESSO 0000 MmFEFAILOOO
OomTIMEOUTO OOOOOODOOOOO

VLAN ID Supplicant 0000000 VLANO VID

0 38 STATUSOOOOOOO

g
= 8021X0000000000000O0000

SHOW PORTAUTH=8021X

= 8021XO0000000000O0O0O0OO

SHOW PORTAUTH=8021X CONFIG

= 8021XO0000000000O0O0O0OO

SHOW PORTAUTH=8021X STATUS

goooogn

0000000 CONFIGOOOOOOUOoOoooooooooooooooooooooooooooo
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SHOW PORTAUTH

ooooooooooooooooooa
ooooooOoooooooooooooOobObOOOobOO0ooooooo1IOOooOOOODOObOO00O00
000000000000 oo0O00oo0o00oo00DOoO0o0o0o0oOSHOW CONFIGOOOOO
DYNAMICOOOUOOOOOOOOOOOOOOOOoOoooooooooooooooooooooo
ooooooooobooooboooo

goooog

DISABLE PORTAUTHO 97 00O OO

ENABLE PORTAUTHO 1100000

SET PORTAUTH AUTHMETHODO 133 00 0O
SET PORTAUTH PORTO 136 0 OO O

SHOW PORTAUTH PORTO 178 00O O
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SHOW PORTAUTH PORT

SHOW PORTAUTH PORT

000000000000 /00000

SHOW PORTAUTH [={8021X|MACBASED|WEBBASED|ALL}] PORT={port-list|ALL}
AUTHENTICATOR [{CONFIG|STATUS}]

SHOW PORTAUTH [={8021X|MACBASED|WEBBASED|ALL}] PORT={port-list|ALL}
SUPPLICANT [{CONFIG|STATUS}]

port-list: 100000000010 000000000O00OO0OO0OOOOOOO

g0

ooooooooooooooooooa
goooog

PORTAUTH 0O0O000000O8021XO802.1XOIODUOOOOOOMMACBASEDOMACOOOOOO
O000OO0OMmMWEBBASEDOWeb OO OO ODOOOMALLOOODOOOOODOOOOOOOOOO
8021X0O

PORT 0O0O0CO00OO0OOOODOOOOO

AUTHENTICATOR 802.1X AuthenticatorOMACOOO0O00O0OWebOODOODOOODOODOO

SUPPLICANT 802.1X Supplicant 000000000

CONFIG 0OD00000Ooooooooood

STATUS 000000000 O0O0OOO0O

gooooggon

# show portauth=all port=1 authenticator config

Port 1

802.1x Authentication Information

WEB BASE Authentication Information
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SHOW PORTAUTH PORT

PAE TYP . i ittt it e eeeeen Authenticator
LOg TV . v vttt et et e e ee e All
Supplicant Mode........... Multiple
Supplicant Limit.......... 320
eapolVersion.............. 1
AuthControlPortControl.... Auto
quietPeriod............... 60
txPeriod............. ... 30
suppTimeout............... 30
serverTimeout............. 30
MAXREQ . v v v e et e et et e e 2
reAuthPeriod.............. 3600
reAuthEnabled............. Enabled
reAuthMAX................. 2
vlanAssignment............ Enabled
vlanAssignmentType........ USER
secureVlan................ On
lockCount................. 3
portMoveReauth............ Disabled
ForceRenewing............. Disabled
guestVlan................. None
adminControlDirection..... Ingress
piggyBack............. ... -

ARP Forwarding............ Disabled
TCP Forwarding............ -

UDP Forwarding............ -

# show portauth=all port=15 authenticator status

Port 15

802.1x Authentication Information

PAE TYPC. st ittt e ieeeenn Authenticator
Supplicant Mode........... Multiple
Number of Supplicants..... 2

Attached Supplicant(s)
Attached Supplicant(s)

MAC AdAreSS . .o vt i it ittt eeeeeenn 00:40:CA:1B:6F:1C
User Name. . .o v vttt ittt eeeeenn 00-40-CA-1B-6F-1C
IP AddresSS . v vt it it e e e eeeee 192.168.1.10
Port StatuS.......oouiiiiinnnenn.. Authorized
oooooo CentreCOM 9424T 0000 O0OOOOO 2.11
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SHOW PORTAUTH PORT

Authenticator PAE State......... Authenticated
Backend Authenticator State..... Idle
VLAN ID. ...ttt iiiie e 2
Re-Auth Timer................... 3600

MAC AdAresSS . v v i i it teeeeeeeee e 00:0A:E6:6A:CC:7F
User Name. ... ..out i muennnnnn. 00-0A-E6-6A-CC-7F
IP AddresSsS. ..ot it i it i iiieean 192.168.1.12
Port Status............ ... ... .. Authorized
Authenticator PAE State......... Authenticated
Backend Authenticator State..... Idle
VLAN ID. ...ttt it iiiie e 2
Re-Auth Timer................... 3600

# show portauth all port=2 supplicant config

Port 2

802.1x Authentication Information

PAE TYPC . it ittt e ieeeenn Supplicant
heldPeriod........... ... 60
authPeriod............ .. ........ 30
startPeriod........ ... ... ... ... 30
maxStart......... .. i, 3
USEYTNAIME . & v v v v vt et e ettt enee e test
PASSWOXd. v v vt e it e e e e e test

# show portauth all port=2 supplicant status

Port 2

802.1x Authentication Information

PAE TYP . it ittt e eeeeenn Supplicant
Supplicant PAE State............ Connecting
Port ooooad
PAE Type 000000000000802.1X000000M AuthenticatorONone DO 00O
0802.1x Au-
thentication
InformationO
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SHOW PORTAUTH PORT

PAE Type 00000000000 0MACOOODODOODOOO Authenticatord None

OMAC BASED 0OO0OO0O0OO

Authentication

Information(

PAE Type 000000000000WebDO OOOOOOO MM AuthenticatordNone 0 00 O

OWEB BASED [

Authentication

Information(

Log Type 00000000AlDDO00000000MmMSuccess] 000000000 MFailure
0000000000 MMLogoff0 00000000 MNoneD DD O0O0OOOO
ooooodd

Supplicant 0 Authenticator 0 0 O O Authenticator 0 0 0 0 O O O O Single O Multiple

Mode

Supplicant 0 Authenticator 0 0 0 OSUPPLICANT OO ODOOO

Limit

eapolVersion 0 Authenticator 0 00 0802.1X000000000000001000 2

AuthControl- 0 Authenticator 000 00000000 Authenticator 0 0 0 0 O O O AutoUForce-

PortControl Unauth O ForceAuth

quietPeriod 0 Authenticator 0000000000 Supplicant 00 000000000000

txPeriod 0 Authenticator 0 0 O O Supplicant 0 EAPOLOO0O0000000O0O000OO

suppTimeout 0 Authenticator O O O OSupplicant 0 EAP-Request 0 0 O O 0O O OSupplicant O
oooooooooooo

serverTimeout O Authenticator 0 00 ORADIUSO O OO0 Access-Request 00000 0O ORA-
DlIUsOO0oOoo0oOooooooooooo

maxReq 0 Authenticator 0 0 O O Supplicant 0 0 0 0 EAPOL-Request 0 0000000
ooo

reAuthPeriod 0 Authenticator 00 0 O Supplicant 00000000000

reAuthEnabled O Authenticator 0 O 0 O Supplicant 0 0000000000 00O O Enabled O
0 0 Disabled

reAuthMax 0 Authenticator 0 0 0 O Supplicant 00000000

vlan- 0 Authenticator 0 0000000 VLANO O OOD O O Enabled O O O Disabled

Assignment

vlan- 0 Authenticator 0000000000 VLANOOOOOPORT OO0 OUSER

Assignment-

Type

secureVlan 0 Authenticator O O O OMulti-Supplicant 0 O OO0 MODE=MULTIO O 00020
0000 Supplicant 000 000OnD 000 Supplicant0 00 VLANOOOO
0o0ooOooooofftdo VLANOOOOoOoDoooQo

oooood CentreCOM 9424T 00O DOOODODOODOO 2.11
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SHOW PORTAUTH PORT

lockCount 0 Authenticator OO0 OWeb OO OOUOOOHeldOOODDODOOOO DOOODO
oooo
portMove- 0 Authenticator 000000000 Supplicant 000 0000000000000
Reauth 000000000 0Enabled 000 Disabled
Force- oooono
Renewing
guestVlan 0 Authenticator 0000000 VLANOOOOO VLAN OO VLAN ID
adminControl- O Authenticator 00 000000000000000000O0O0O0O0OO0O0O0OO
Direction 0000000000000 00Ingressd Both
piggyBack 0 Authenticator 0 0 O OPiggy back D0 0000 /O OO Enabled O OO Disabled
ARP Forward- O Authenticator 000000000 O0OARPOODOOOODOODODO 0OD0OO
ing 0000 000Enabled 00O Disabled
TCP Forward- O Authenticator 000 000000000000 TCPOOOOODOO
ing
UDP Forward- O Authenticator 000 000000000000 UDPOODOOOOOO
ing
0 39: AUTHENTICATORO CONFIGO OOOO0O0O
Port oooon
PAE Type 000000000000 Authenticatord None D000 O
Supplicant Mode Authenticator 0 0 00 OO O O Single O Multiple
Number of Supplicant Supplicant O
Attached Supplicant(s) 0000000000 Supplicant 000000

MAC Address

000000 MACOOOOOOOOOOOOOOOOOOOO
[TAG]ODOOOO

User Name

oo0oooooo3jsooooo

IP Address

000000 IPO0OO0OOODARPOOOODODOOOOOOOOOO
od

Port Status

0000000 Unauthorised D OO 000 Authorised D000 00O

Authenticator PAE State O0o000o0mooooooooooooosiXooooooo

00000000000000000000 O InitializeD 00 0O [
Connecting] 0 0 O (I Authenticatingd O O O (D Authenticated] O
000 M Abortingd 00 0 00O M HeldO O O O [0 ForceAuthr™ O
000000000 ™ForceUnauth( OO O OOOOOOOOOO
ooo
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SHOW PORTAUTH PORT

Backend Authenticator State

IdleO Initialize OO O OO O

0000000 ORequestD Responsed SuccessO Failll TimeoutO

VLAN ID

VLAN IDO 104094 0000000

Re-Auth Timer

oooooooooooboooooboobooom

0 40: AUTHENTICATORO STATUS OO OGO OOO

Port oooon

PAE Type 0000o0o0o0000008021X000000 M SupplicantdNone 00 000

heldPeriod O Supplicant 0 0 000000 0O OAuthenticator 0 0000000000000

authPeriod 0 Supplicant 0 0 OO EAPOL-Start 0 00000000000 Supplicant 0 O
OOOEAPOL-Start 00 000 MAXSTARTOOOOOOOOOOOOOOOO
oooooooooooooon

startPeriod OSupplicant 0000000000 Supplicant00000000000000

maxStart 0 Supplicant 0 O O O Authenticator 0 EAPOL-Start 00000000000
oooo

username ooooo

password ooooo

0 41: SUPPLICANTOCONFIGO OOO00O
Port oooon
PAE Type 0000000000008021X000000 M SupplicantD None OO O

od

Supplicant PAE State 000000 00000000000008021X00000000000O

0000000000000 000 M AcquiredD O O O (M Connecting O
0 O [ Authenticating0l O O O [0 Authenticated D O 0 0 0 [0 HeldO O O
0@ Logoff0 00000 OOOODO

Port Status

0000000 unauthorised0 00 000 authorised0 OO OO O

g

0 42: SUPPLICANTOSTATUS DO OO0 OO

m 000 10 802.1X 00O AuthenticatorDO OO0 OOO

SHOW PORTAUTH=8021x PORT=1 AUTHENTICATOR

goooog

DISABLE PORTAUTHO 97 0 00O O
ENABLE PORTAUTHO 1100000

oooood
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SET PORTAUTH AUTHMETHODO 1330000
SET PORTAUTH PORTO 136 0O O O
SHOW PORTAUTHO 1720000
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SHOW RRPSNOOPING

SHOW RRPSNOOPING

0000000o0ooo0g /RRP Snooping

SHOW RRPSNOOPING

g0

RRP Snooping 00 OO0 O0O0O0OO

gooooggon

# show rrpsnooping

RRP Snooping Status:

Status ..ot Disabled
Status RRP Snooping O O O O Enabled O Disabled
0 43:
g

m RRP Snooping 00000000

SHOW RRPSNOOPING

goooog

DISABLE RRPSNOOPINGO 99 0 00O
ENABLE RRPSNOOPINGO 1120000

oooood CentreCOM 9424T 0D DODOOOOODOO 2.11 185
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SHOW SWITCH

SHOW SWITCH

00o00o0oO0oOooooo /oooooo

SHOW SWITCH

g0

ooooooooooooooooooa

gooooggon

oooo

# show switch

Switch Information:

Application Software Version

Bootloader Version ............
Bootloader Build Date
MAC Address

VLAN Mode

Ingress Filtering

Active Spanning Tree version

Mirroring State

Enhanced Stacking mode

Web Server Status .............

Telnet Server status
Telnet insert NULL

MAC address aging time ........
Console Startup Mode
Multicast Mode

Powersaving

Application Software Build Date

Console Disconnect Timer Interval

ATS63 v2.11.1J0

Apr 5 2010 11:41:38
ATS63_LOADER v3.2.1
Jul 1 2009 11:31:24
00:15:77:9C:D3:EF
User Configured

OFF

RSTP

Disabled

Slave

10 minute(s)
Disabled
Enabled

300 second(s)
CLI

Do Not Forward
Disabled

Application Software Version

cooooooooooooogo

Application Software Build Date

ooooooooogd

Bootloader Version

cooooooooooooogo

Bootloader Build Date

ooooooooogd

MAC Address

MACOOOO

VLAN Mode

VLAN 0O 0O 0O 0O User Configured O O

Ingress Filtering

000000000000 0000000ONO OFF

Active Spanning Tree version

CentreCOM9424T D0 OO OOOOOO 2.11

613-001210 Rev.F
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SHOW SWITCH

Mirroring State

00000000000000O0Enabled O Disabled

Enhanced Stacking mode

00000000000 0000000O0o0nQMasterdSlave
O O 0O Unavailable

Console Disconnect Timer Interval

oooooooooooooon

Web Server Status

HTTPOOOOOOO O Disabled OO

Telnet Server Status

Telnet 0 0 00O O OO O Enabled O Disabled

Telnet insert NULL

CROOOOOOO0OOOOODOODOOOOOONDO OFF

MAC address aging time

cooboooooooooooooooooood

Console Startup Mode

CLIOO

Multicast Mode

oooooooOoO0oO0oOooooooooooO0oobDo
Not ForwardO Forward Across VLANsO Forward

within VLAN (untagged ports)0 Forward within VLAN
(tagged/untagged ports)0 0 O O OForward within VLAN
(all ports)

Powersaving

0000000000000 Enabled000 0000 DisabledO

g

s0000000o0oooooooooboooon

SHOW SWITCH

goooog

RESET SWITCHO 1240000

oooood
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SHOW SWITCH COUNTER

SHOW SWITCH COUNTER

00o00o0oO0oOooooo /oooooo

SHOW SWITCH COUNTER

g0

coooooobooooooooooooooboooo

gooooggon

# show switch counter

Switch Statistics:

Port: All

Bytes RX ......... 2120 Bytes Tx ......... 2488
Frames RX ........ 12 Frames TX ........ 38
Bcast Frames Rx .. 8 Bcast Frames Tx .. 2
Mcast Frames Rx .. 0 Mcast Frames Tx .. 31
Frames 64 ........ 35 Frames 65-127 .... 8
Frames 128-255 ... 7 Frames 256-511 ... O
Frames 512-1023 .. 0 Frames 1024-1518 . O
CRC Error ........ 0 Jabber ........... 0
No. of Rx Errors . O No. of Tx Errors . O
UnderSize Frames . 0 OverSize Frames
Fragments ........ 0 Collision ........ 0
Frames 1519-1522 . 0 Dropped Frames ... 1

oooooogo

Bytes Rx oooooo

Frames Rx ooooooo

Bcast Frames Rx goooooooooooooo

Mcast Frames Rx goooOoooooooooooooo

CRC Error CRCOOODODOOOOOOO

Jabbers 0000000000001k nooooonooooonoooooog
OFCSO000000oouooooooooooooooon

No. of Rx Errors oooooono

UnderSize Frames 0000000000000 00ooo0ooooooooe0noooon

oooooooooon

CentreCOM 9424T DO DOODOODOODOO 2.11 oooood
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SHOW SWITCH COUNTER

OverSize Frames

O0o00oo0oooo0oOobooooooooooooo 1180000
oooooooooogoo

Fragments

O000o0ooU0o0oOooo0oO FCSOo0nooooooooon e4n
oooooooooboooboooooooooooooooo

oooooogo

Bytes Tx

oooood

Frames Tx

ooooodd

Bcast Frames Tx

ooooooooooooodod

Mcast Frames Tx

ooooooooooooooooon

No. of Tx Errors

ooooodd

Collision

ooooooooodd

Dropped Frames

ooooooooooooooooood

RMONOOOOOO

Frames 64 Bytes

640000000000000

Frames 65-127 Bytes

6501270 000000000000

Frames 128-255 Bytes

12802550 000000000000

Frames 256-511 Bytes

2560511 0000000000000

Frames 512-1023 Bytes

51201023 0000000000000

Frames 1024-1518
Bytes

1024015180 000000000000

Frames 1519-1522
Bytes

1519015220 00000000000000000000

g

0 45:

s(0000000oooooooooocooooog

SHOW SWITCH COUNTER

goooog

RESET SWITCHO 1240000
SHOW SWITCHO 186 D 0 O O

oooood
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SHOW SWITCH MIRROR

SHOW SWITCH MIRROR

00o00o0o0ooooooo /o0oo

SHOW SWITCH MIRROR

g0

oooooooooboooobooooood

gooooggon

# show switch mirror

Port Mirroring:

Mirroring State...........o .. Enabled
Mirror-To (Destination) Port......... 10
Ingress (Rx) Mirror (Source) Ports..... 1-5
Egress (Tx) Mirror (Source) Ports...... 1-5
Mirroring State 000000000000000000Enabled O Disabled
Mirror-To (Destination) Port oooooo
Ingress(Rx) Mirror(Source) Ports oo00oo0ooooouoooooooooog
Egress(Tx) Mirror(Source) Ports oo00oo0ooooouoooooooooog
O 4e6:
googoo

SET SWITCH MIRRORO 144 0 0 0O O

SET SWITCH PORT MIRRORO 151 00 0O
SHOW SWITCHO 186 D 0 O O

SHOW SWITCH PORTO 1910000
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SHOW SWITCH PORT

SHOW SWITCH PORT

00o00o0o0ooooooo /o0oo

SHOW SWITCH PORT [={port-1ist|ALL}]

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

cooooooooooooogo

goooog

PORT OOO0OOOO0OOOOOOODOOOOOOOALLOOOOOOOOOODOOOOOOOOOOOO

gooooggon

# show switch port=23

Port #23 Information:

Port Description (ifName)

Port Type
Status
Link State

Configured Speed/Duplex

Configured MDI Crossover

Actual Speed/Duplex
Actual MDI Crossover
Combo port
Flow Control Status
Flow Control Threshold

Backpressure Status

Backpressure Threshold

Broadcast Ingress Filtering

Broadcast Egress Filtering

Unknown Multicast Ingress Filtering

Unknown Multicast Egress Filtering

Unknown Unicast Ingress Filtering

Unknown Unicast Egress Filtering

Broadcast Rate Limiting Status

Broadcast Rate

Multicast Rate Limiting Status
Multicast Rate

Unknown Unicast Rate Limiting Status

Unknown Unicast Rate

oooood

Port_23
10/100/1000Base-T
Enabled

FiberAuto

Disabled

7935 cells

Disabled

7935 cells

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

262143 packet/second
Disabled

262143 packet/second
Disabled

262143 packet/second

CentreCOM 9424T 0000 OOOOOO 2.11
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SHOW SWITCH PORT

GBIC/SFP #1
PVID

Port Priority (0-7) O=Low 7=High...... 0
Override Priority .........ouiuunennn. No
Mirroring State.......... ..., Disabled

Port Description

ooooooooon

Port Type oooooo

Status 0000000000 Enabled O DisabledD0 OO OO0
00000 Disabled 0 000 OO O0”Disabled (by Storm
Detection)”0 0 00 LDF O 0000 Disabled 00O OO
0 O O ”Disabled (by Loop Detection)”0 00 O

Link state 0000000000000 UpO Down

Configured Speed/Duplex

0000D0ODO0 OO0 O OAutonegotiated 10/100
Mbps Half/Full duplexO Autonegotiate (10/100
Mbps Half/Full duplexd 1000 Mbps Full duplex)O
1000Mbps, full duplex O 0O O O O O O 1000Mbps, full
duplexd SFPOO OO0 1000MFull 000000000
0 O O O O Autonegotiate (1000 Mbps Full duplex) O
1000BASE-TO O OO 1000MFull DO OOO0OO0O0OOO
ooo

Configured MDI Crossover

MDI/MDI-X 00O OOON/AODMDIOMDI-XOODOO
oo

Actual speed/duplex

oooooooo

Actual MDI Crossover

000 MDI/MDI-X

Combo port

cooooobodoooboboooooboooooooa
0 21/22/23/24 000 O FiberAutoO SFP OO0 00O M
FiberO SFP O 0 0O O O (D Copperd 1000BASE-T 0 0O O
oooooooo

Flow Control Status

O0000000008021x0 PAUSED O OO

Flow Control Threshold

O000000000802.1x0 PAUSED OO OOOOO
oooood

Backpressure Status

ooooooooooooooooood

Backpressure Threshold

cooooobodooooboooooboooooooad
oooo

Broadcast Ingress Filtering

192 | CentreCOM 9424T 000D O0OOOOOO 2.11
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SHOW SWITCH PORT

Broadcast Egress Filtering

goooooboboooboboboobboobboobbbo
0 0 O Enabled O Disabledd Enabled DO 000000
0000000000000 000Disabled 00000
gooo

Unknown Multicast Ingress Filtering

gooooooooooooooooooooooooo
00000 OEnabled O Disabled

Unknown Multicast Egress Filtering

gooooobbobbooooooooboboboooboooo
0000000 Enabled O Disabled Enabled 00000
O0000000000000000000000ODisabled
goooooooo

Unknown Unicast Ingress Filtering

gooooooooooooooooooooooooo
00000 Enabled O Disabled

Unknown Unicast Egress Filtering

goooooboobooboobobobooobobooooo
00 00O Enabled O Disabledd Enabled D00 000
O0000000000000000000O0DisablesOO
googoooo

Broadcast Rate Limiting Status

gooooooooooooooooooooooooo
O O O Enabled O Disabled

Broadcast Rate

ooooooooooooo10ooo0o0ooo

Multicast Rate Limiting Status

gooooooooooooooooooooooooo
O O Enabled O Disabled

Multicast Rate

ooooooooooool100oooo0oooo

Unknown Unicast Rate Limiting Status

gooooooooooooooooooooooooo
00000 Enabled O Disabled

Unknown Unicast Rate

oooooooooooOooooloooOoooooo

PVID

O0o00ooooOoooooOo VLANOOVIDO

Port Priority (0-7) O=Low 7=High

QoSOOOOD

Override Priority

oooooboooooobooooooooooooogd
oooooooyESOooooooooooooooooo
oooooNOOOOOOooOOooOoooooOoooooo
O

Mirroring State

oooooooooboooooooo

Is this port mirror port

oooooboooooobooooooooooooogd
oooooooooboooooooo

g

s 000100000000

oooood

0 47:
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SHOW SWITCH PORT=1

googoo

SET SWITCHPORTO 146 DO 0O O
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SHOW SWITCH PORT COUNTER

SHOW SWITCH PORT COUNTER

00o00o0o0ooooooo /o0oo

SHOW SWITCH PORT [={port-list|ALL}] COUNTER[={DETAIL|SUMMARY}]

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

oooooooobooobooooboobooon

goooog

PORT OO0OOOO0OOOOOOODOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

COUNTER O0O0O0O00O00O0O0OODETAILOOOOOOOOOOOOOOOOOOOOOOSUMMARY

oooooooooooooogo

gooooggon

Port Statistics:

Port: 1

Frames 128-255
Frames 512-1023

No. of Rx Errors

UnderSize Frames

Frames 1519-1522

Port

1:Port_01

oooood

Bytes Rx .........
Frames Rx ........
Bcast Frames Rx ..
Mcast Frames Rx ..

Frames 64 ........

CRC Error ........

Fragments ........

# show switch port=1

counter

Bytes TxX ......... 1472
Frames TX ........ 23
Bcast Frames Tx .. 0
Mcast Frames Tx .. 23
Frames 65-127

Frames 256-511 ...
Frames 1024-1518 .
Jabber ........... 0

No. of Tx Errors

OverSize Frames

# show switch port=1-3 counter=summary

Collision ........ 0

Dropped Frames ... 0
InPkts InUcastPkts InNUcastPkts InErrors
OutPkts OutUcastPkts OutNUcastPkts OutErrors
0 0 0 0

CentreCOM 9424T 0000 OOOOOO 2.11
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SHOW SWITCH PORT COUNTER

0 0 0 0
2:Port_02 0 0 0 0
0 0 0 0
3:Port_03 0 0 0 0
0 0 0 0
oooooooo
Bytes Rx oooooo
Frames Rx ooooooo

Bcast Frames Rx

ooooooooooooodod

Mcast Frames Rx

ooooooooooooooooon

CRC Error

crRCOOooooOoooooo

Jabbers

ooooooooooooksooooooooooooooooooon
O FCSOO00OO00oOoooooooooooooooon

No. of Rx Errors

ooooodd

UnderSize Frames

0000ooooo0o0o00oooo0ooooooooe4oooong
oooooooooon

OverSize Frames

O0oO0oo0oobo0oobooooooooooooo 1180000
oooooooooogoo

Fragments

O000o0ooU0o0oO0ooo0oO FCSO0nooooooooone4n
oooooooooboooboooooooooooooooo

oooooogo

Bytes Tx

oooood

Frames Tx

ooooodd

Bcast Frames Tx

ooooooooooooodod

Mcast Frames Tx

ooooooooooooooooon

No. of Tx Errors

ooooodd

Collision

ooooooooodd

Dropped Frames

ooooooooooooooooobooooooooooooooon

RMONOOOOOO

Frames 64 Bytes

640000000000000

Frames 65-127 Bytes

6501270 000000000000

Frames 128-255 Bytes

12802550 000000000000

Frames 256-511 Bytes

2560511 0000000000000

Frames 512-1023 Bytes

51201023 0000000000000

Frames 1024-1518
Bytes

1024015180 000000000000

Frames 1519-1522
Bytes

1519015220 00000000000000000000
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SHOW SWITCH PORT COUNTER

0 48: DETAIL OO O

Port Ooo0oo0oo0ooooooooooooooleooooOoOO
InPkts ooooogd

InUcastPkts ooooooooooooon

InNUcastPkts ooooooooooooooooooooon

InErrors cooooooooooooooo

OutPkts ooooogd

OutUcastPkts ooooooooooooon

OutNUcastPkts ooooooooooooooooooooon

OutErrors cooooooooooooooo

0 49: SUMMARY 0 OO

g
s 00010000000000000

SHOW SWITCH PORT=1 COUNTER

goooogn

00000000000 InPktsO InUcastPktsOInErrors 0 30 0000000000000

goooog

SET SWITCH PORTO 146 0 OO O
SHOW SWITCH COUNTERO 188 0 00 O
SHOW SWITCH PORTO 1910000

oooood CentreCOM 9424T 00O DOOODODOODOO 2.11 197
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SHOW SWITCH PORT INTRUSION

SHOW SWITCH PORT INTRUSION

00o00o0o0ooooooo /o0oo

SHOW SWITCH PORT[={port-list|ALL}] INTRUSION

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

0000000000000 000O00O0SECURITYMODED LIMITEDOOOOOOOOO MACOO
0000000000 00000000 SECURITYMODE O SECUREDO OO0 mMOOOOOO MACO
ooooboooooooooooooobooooboooo

goooog

PORT OOO0OOOO0OOOOOOODOOOOOOOALLOOOOOOOOOODOOOOOOOOOOOO

gooooggon

# show switch port intrusion

Port Intrusion Status
1 Intrusion Detected
2 No Intrusion

3 No Intrusion

4 No Intrusion

5 No Intrusion

6 No Intrusion

7 No Intrusion

8 No Intrusion

9 No Intrusion

10 No Intrusion

11 No Intrusion

12 No Intrusion

13 No Intrusion

14 No Intrusion

15 No Intrusion

16 No Intrusion

17 No Intrusion

18 No Intrusion

19 No Intrusion

20 No Intrusion

21 No Intrusion

22 No Intrusion

23 No Intrusion
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SHOW SWITCH PORT INTRUSION

24 No Intrusion

Port ooooad

Intrusion Status OO000O0O0oOoOoO0oO0OoOoO00D0OOntrusion DetectedD O OO O OO No
Intrusion0 00000

goooogn

goooog

SET SWITCH PORT SECURITYMODEDO 152000 O

oooood CentreCOM 9424T 00O DOOODODOODOO 2.11 199
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SHOW SWITCH PORT LOOPDETECTION

SHOW SWITCH PORT LOOPDETECTION

00o00o0o0ooooooo /o0oo

SHOW SWITCH PORT [={port-list|ALL}] LOOPDETECTION [{CONFIG|STATUS|
COUNTER}]

port-list: 100000000010 000000000O00OO0OO0OOOOOOO

00

LDFOO0O00000O000000000000000000CONFIGOSTATUSOCOUNTEROOOOO
coooooooboooooooooooooooooooooooboooobooboooooooboooon
oooo

goooog
PORT 0OOOOOOOO ALLOOOOOOOOOO ALL
CONFIG LDFOOO0OO0OO0O0O0O0O0OO000D0OO

STATUS LDFOOOO0OO0OOOO0O0OOOO
COUNTER LDFOOOOOOOOODOOOOOODOO

gooooggon

# show switch port=16,17 loopdetection config
Switch Loop Detection Configuration
POrt it e 16
Status .. i it e Disabled
Frame Action ................ LinkDown
Frame Interval .............. 120
Secure Frame ................ On
Blocking Timeout ............ 300 sec
POrt it e 17
Status ... Enabled
Frame Action ................ LinkDown
Frame Interval .............. 60
Secure Frame ................ On
Blocking Timeout ............ 300 sec
#
# show switch port=16,17 loopdetection status
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17 Blocking

Switch Loop Detection Status

Expiry Port Status Bcast Status
-- Enabled Forward
4 Disabled (Act) Forward

# show switch port=16,17 loopdetection counter

Switch Loop Detection Counter

SHOW SWITCH PORT LOOPDETECTION

Port Frame Tx Frame Rx Action Frame Rx Discards
16 0 0
17 709 709 607

#

Port ooood

Status 000000 Enabled O 00O Disabled

Frame Action

LDFOOO0OO0O0O000000000000O0O00ONoned 00000 Link-
DownO OOOOOOODOO0OODOOO0O0OOOOMBeastDiscardD OO DOOO0OO
ooooooooooooooooo

Frame Interval

LDFOOO0OO

Secure Frame

00000 LDFOOOOO0OODOOOOOOnOOO Off

Blocking Timeout

coboboooooooobooooboooooooogoboooooooboooog
ooooo

oooood

0 51: CONFIG O OO
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SHOW SWITCH PORT LOOPDETECTION

Port oooon

Loop O0D00000O0ONormal0ODOOODOD O Detectedd 0000000 M
BlockingD DD O ODDODOOOO0O0O0O0O0O0OO0OOOOOO

Expiry 000000000000000000000000000000000000

NONEOOOOOOOOOoOoOOoooOoooooooooooooooooooo
ooo

Port Status

000000000 Enabled 000 Disabledd 000000000 Disabled O
O00000O00ActtDO0O000000O Disabled 00000000 Userd OO
00000000000000000000000000 Disabled 00000
00 (Act) 000000

Bcast Status

goboboooooboboboooooobbooobobboobboboooooobo
000000000000 "Discardd ActD” 00O “Discardd User0” 000
goboboobooboooobobbooooboboboboooobbobooooooobo
DiscardD ActtD 00 0000000000000 O0O0OOOOOOOODOOO
000000000 Discardd Userd 000

202 | CentreCOM 9424T 0O ODOOODOOODO 2.11 oooood
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SHOW SWITCH PORT LOOPDETECTION

0 52: STATUSO OO

Port ooooo

Frame Tx LDFO OO0

Frame Rx LDFO OO0

Action LDFOO00000000O000LinkDown O 00O BeastDiscardOO OO0 00
ERN

Frame Rx Discards 00000 LDFOO

0 53: COUNTER OO O

goooog

DISABLE SWITCH PORT LOOPDETECTIONO 102 0 00O
ENABLE SWITCH PORT LOOPDETECTIONO 1150 00O

RESET SWITCH PORT LOOPDETECTION COUNTERO 126 0O OO
SET SWITCH PORT LOOPDETECTIONO 149 0 0 0O

oooood CentreCOM 9424T 00O DOOODODOODOO 2.11
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SHOW SWITCH PORT SECURITYMODE

SHOW SWITCH PORT SECURITYMODE

00o00o0o0ooooooo /o0oo

SHOW SWITCH PORT [={port-list|ALL}] SECURITYMODE

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

ooooooooooooooooooooon
goooog

PORT OO0OOOO0OOOOOOODOOOOOOOALLOOOOOOOOOOOOOOOOOOOOOO

gooooggon

# show switch port securitymode

Port Security Mode Intrusion Action Participating MAC Limit
1 Limited Discard No 0/20
2 Automatic _— _—— o
3 Automatic _— — o
4 Automatic _— — o
5 Automatic —_—— _—— ——
6 Automatic _— — o
7 Automatic —_—— _—— ——
8 Automatic _— _—— o
9 Automatic _— — o
10 Automatic _— — o
11 Automatic _— — o
12 Automatic _— — o
13 Automatic _— — o
14 Automatic _— — o
15 Automatic _— — o
16 Automatic _— — o
17 Automatic _— — o
18 Automatic _— — o
19 Automatic _— — o
20 Automatic _— — o
21 Automatic _— — o
22 Automatic _— — o
23 Automatic _— — o
24 Automatic _— — o
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SHOW SWITCH PORT SECURITYMODE

Port

ooooo

Security Mode

0000000000000 0 AutomaticO Secured O O O Limited

Intrusion Action

Oo0o0oooooooo LIMITEDOOOOOOOOOOOOOO MACO
0000000000000 00000O0O00000000OO0OO0O0O0ODis-
card/Trap/Disable

Participating O00OoooOooooo LIMITED OO0 0O OINTRUSIONACTION O TRAP
000 DISABLEOOOOOOOOO0OO0OO0OO0O0OO0OOODOOOOoOoooooOoo
OO0O0On0O Off

MAC Limit 00000O0oo0ooooo LIMITEDOOOODOOOOOOOODOOOOO0OO
MACOOOOOOOOOODOODOO MACOOOOODOOOOOOOOOOOO
oooad

0 54:
oooooon
ooooon

SET SWITCH PORT SECURITYMODEDO 1520000

oooood
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SHOW SWITCH PORT STORMDETECTION

SHOW SWITCH PORT STORMDETECTION

00o00o0o0ooooooo /o0oo

SHOW SWITCH PORT [={port-list|ALL}] STORMDETECTION [{CONFIG|STATUS|
COUNTER}]

port-list: 100000000010 000000000O00O0OO0OOOOOOO

00

oooooooooooooooooboooooooooad

goooog

PORT OOO0OOOO0OOOOOOODOOOOOOOALLOOOOOOOOOODOOOOOOOOOOOO
CONFIG 000000000000 000000

STATUS 000000000 O0OO0O0ODO0OO0OO0
COUNTER OO0OO0OO0O0O0OO0O0ODOOOO0ODOOOOOO

gooooggon

# show switch po=1,2 stormdetection config
Switch Storm Detection Configuration

POrt it e 1

Status ... Enabled
High Rate Action ............ LinkDown
Low Rate Action ............. None

High Rate Threshold ......... 819200 Kbps
Low Rate Threshold .......... 512000 Kbps
Blocking Timeout ............ 300 sec
POrt it e e 2

Status ... Enabled
High Rate Action ............ LinkDown
Low Rate Action ............. None

High Rate Threshold ......... 819200 Kbps
Low Rate Threshold .......... 512000 Kbps
Blocking Timeout ............ 300 sec
# show switch po=1,2 stormdetection status
Switch Storm Detection Status

206 | CentreCOM 9424T 0O OOOOCODOODO 2.11 oooood
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SHOW SWITCH PORT STORMDETECTION

Port Threshold Storm Expiry Port Status Bcast Status
1 High Normal -— Enabled Forward

Low Normal --
2 High Normal -— Enabled Forward

Low Normal --

# show switch po=1,2 stormdetection counter

Switch Storm Detection Counter

Port Detected(High) Action(High) Detected(Low) Action(Low) Rx Rate (Kbps)

Port ooooad
Status 0000 0OOEnabled 000 Disabled
HighRateAction 00000000000 0000000000000000000Nond2 OO

0000 MMBcastDiscard] 0000000000000 O0O0O0OMLinkDown
oooboooooooooooooooo
Low Rate Action 0000000000000 000000000D0000000O0Nonel 00O
0000 MBcastDiscard(C OO0 000000000 OOOOO)OLinkDown
oooboooooooooooooooo
High Rate Threshold 0000000000000 00O0O00O00O Kbps OKilo bit per secondd
Low Rate Threshold 0000000000000 00O0O00O00O Kbps OKilo bit per secondd
Blocking Timeout oobooooooooboboooooooboooooboooooobooooon
oooood

0 55: CONFIG O OO

Port ooooo

threshold HighDOOOOOMmMLowD OOOOODO

Storm 0000000000000 NormalJOOOOOOOOO0OOOO MM Detected
0000000000000 BlockingDOOODODOO0OOODOO0OO0ODOOO0OODOO
ogo

Expiry gobooboooobooooboboooboobbooboobbobbooboo

Port Status 0000000000000 Disable 000 0O 0O”Disabled0 ActO” 0 00O

"DisabledOUserD " 00000000 COCOO0OOO0ODOOOCOOOOOO Disable
O0D0O000 DisabledD ActtD DO OO0 OO0ODOOOODOOODOO Disable
00000 DisableddUserd0 OO O OOO

oooood CentreCOM 9424T 00O DOOODODOODOO 2.11 207
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SHOW SWITCH PORT STORMDETECTION

Bcast Status goboboooooboboboooooobbooobobboobboboooooobo
000000000000 "Discardd ActOD” 00O “Discardd User0” 000
goboboobooboooobobbooooboboboboooobbobooooooobo
DiscardD ActtD 00 0000000000000 O0O0OOOOOOOOOOO
000000000 Discardd Userd 000

0 56: STATUSO OO

Port ooooo

Detected(High) oooooooo
Action(High) High Rate Action 00 00O
Detected(Low) oooooooo
Action(Low) Low Rate Action 00O 00O
Rx Rate(bps) gobobobobobobooon

0 57: COUNTER O OO

goooog

DISABLE SWITCH PORT STORMDETECTIONO 10300 0O
ENABLE SWITCH PORT STORMDETECTIONO 116 0 O O O

RESET SWITCH PORT STORMDETECTION COUNTERO 1270 00O
SET SWITCH PORT STORMDETECTIONO 154 0 0 0O O
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SHOW SWITCH PORT SUMMARY

SHOW SWITCH PORT SUMMARY

00o00o0o0ooooooo /o0oo

SHOW SWITCH PORT [={port-1ist|ALL}] SUMMARY

port-list: 100000000010 0000000O00O00OO0OO0O0OOOOOOO

g0

oooooooooboooobooooood

goooog

PORT 0OO0O0O0O0O0OO0OOOO0O0OOOOO0ODOOOOOOOOOO

gooooggon

# show switch port summary
Port Status Link Actual Config MDI PVID
1l:Port_01 Enabled Up 100MFull Autonego MDI 1
2:Port_02 Enabled Down - Autonego Auto 1
3:Port_03 Enabled Up 100MFull Autonego MDIX 1
4:Port_04 Enabled Down - Autonego Auto 1
5:Port_05 Enabled Up 100MFull Autonego MDI 1
6:Port_06 Enabled Down - Autonego Auto 1
7:Port_07 Enabled Down - Autonego Auto 1
8:Port_08 Enabled Down - Autonego Auto 1
9:Port_09 Enabled Down - Autonego Auto 1
10:Port_10 Enabled Down - Autonego Auto 1
11:Port_11 Enabled Down - Autonego Auto 1
12:Port_12 Enabled Down - Autonego Auto 1
13:Port_13 Enabled Down - Autonego Auto 1
14 :Port_14 Enabled Down - Autonego Auto 1
15:Port_15 Enabled Down - Autonego Auto 1
16:Port_16 Enabled Down - Autonego Auto 1
17:Port_17 Enabled Down - Autonego Auto 1
18:Port_18 Enabled Down - Autonego Auto 1
19:Port_19 Enabled Down - Autonego Auto 1
20:Port_20 Enabled Down - Autonego Auto 1
21:Port_21 Enabled Down - Autonego Auto 1
22:Port_22 Enabled Down - Autonego Auto 1
23:Port_23 Enabled Up 100MFull Autonego MDIX 1
24 :Port_24 Enabled Down - Autonego Auto 1
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SHOW SWITCH PORT SUMMARY

Port oo00o0oo0o0ooooooooooooleooOoOO

Status 000000000 M EnabledID DisabledD DO 00O

Link 000000000000 @M Updd DownO 00000

Actual oooooogo

Config 000000000 MM AutonegoID 10MHalf(TT1 10MFullT) 10MHAuto

0 10MFAuto0™ 100MHalfOm 100MFullOm 100MHA uto O] 100MFAutoO
01000MFullD D OO0 O

MDI MDI/MDI-X 0 O [0 AutodD MDIOM MDI-XOO OOOOOOOOOOOOO
ConfigD 00000000 Actual 00O
PVID O0o0oo0ooooooooo VLANID
0 58:
ooodogn

SET SWITCH PORTO 146 0 OO O
SHOW SWITCH COUNTERO 1880 00 O
SHOW SWITCH PORTO 1910000
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SHOW SWITCH TRUNK

SHOW SWITCH TRUNK

00o00o0o0ooooooo /o0oo

SHOW SWITCH TRUNK |[=trunk]

trunk: 00 0000000010160 0000000000000O00O0O0OOOOOOOO

g0

ooooooooobooooboooo

goooog

TRUNK 00000000000000000O00000DO00000O000000000

gooooggon

# show switch trunk
Switch trunk group(s)

Trunk group ID

Trunk Status  ........ ... . ... ... DOWN
Trunk group Name . ..........ooeuoo.. trunkl
Trunk method ..................... SRC/DST IP
POrES vttt e e e e 2-5
Trunk group ID goooooooo ID
Trunk Status godooobooooooooooooboooboooooboobbooooo
000000  DOWNO10OO00OO0O0Ooooooooooooooooo UurPo
ooooo
Trunk group name OCOO0O0000O0O0
Trunk method oooo0oooooo
Ports ooooad
0 59:
o
00000000000 0O00O0O
oooooo CentreCOM 9424T 0000 OOOOOO 2.11
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SHOW SWITCH TRUNK

googoo

ADD SWITCH TRUNKO 83 0O OO
CREATE SWITCH TRUNKO 86 OO O O
DELETE SWITCH TRUNKDO 89 00 OO
DESTROY SWITCH TRUNKO 91 000 0O
SET SWITCH TRUNKO 156 0O OO
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SHOW WEBAUTHSERVER

SHOW WEBAUTHSERVER

000000000000 /00000

SHOW WEBAUTHSERVER

g0

WebOOQOOOOOOOOOOOOO

gooooggon

# show webauthserver

Web Authentication Server Information:

Status ..ot e Enabled

IP AdAress ...ttt ittt it 10.0.0.1

PO ot e e e e e e 80(2715), 443(3297)
Proxy POrt ... e e e 8080 (3880)

Listen POrt ... ..ottt eeee Open

SSL SeCUTitY v ittt it et e e et Disabled

SSL Key ID ..ttt it et et et none

Proxy Server . ......ii ittt
Redirect URL ...ttt en..
Header ........ . ...
Sub Header TOP « vttt it ittt eeeee e
Sub Header Bottom...................

Footer ...... .. ...

HTTP Redirect ... iiiinnnnnn. Disabled

Session KeeP v i i it i e i et e e e Disabled

Ping Poll ... . e Disabled

Normal Interval .................... 30

BT 11 1 B 1

Fail Count ........i it 5

Reauth Refresh ..................... Disabled

Temporary IP ...ttt it et e ee e Enabled

Temporary IP Renewal Time .......... 8

Temporary IP Rebinding Time ........ 11

Temporary IP Server Lease Time ..... 20

Status Web DO OOOOOOOOEnabled 00O Disabled

IP Address WebOOOQOQOGOoQoIPOOOO

Port WebOOOOOOO TCPOOOOOOWebODODOODOOO

HTTPSO TCPOOOOO

Proxy Port oooooooooo TCPOOODOO

Listen Port oooooo
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SHOW WEBAUTHSERVER

SSL Security

WebOOODOODOO HTTPSOODOODOO OEnabled 00O O
Disabled

SSL Key ID

WebOOOOOOO HITPOOOOOO SSLOOOOO

Proxy Server

ooooooooooIPOO0b0OoOOOOOOOO

Redirect URL

WebOOOOOODO OO0O0OODOOO0O0OO0DOOOOO URL

Header

WebOOOOOOOOOOOOOOOOOOOO

Sub Header Top

WebOOOOOOOOOOOOOOOOOOOOOOOO

Sub Header Bottom

WebOOOOOOOOOOOOOOOOOOOOOOOO

Footer

WebOOOOOOOOOOOOOOOOOOOO

HTTP Redirect

HTTPOOOOOOOOODOOOOOOEnabled 0 00O Disabled

Session Keep

0000000000000000OEnabled 000 Disabled

Ping Poll

Ping0ODOOO0OO0OO0O00OO0O0OODOEnabled 000 Disabled

Normal Interval

coooooooobooooooooooooon

Timeout

PingOOOOOOOOOOOOOO

Fail Count

ooo0oo0o0oooooobodoO Ping00O0O00OO

Reauth Refresh

000000 Ping0D0OO0OO0DO0O0D0OO0O0O0O0O0D (REAUTH-
PERIOD) 0000000000 Enabled OO O Disabled

Temporary IP

WebOOOOOOOOOOOOODOOOOOOOOOODOOO
Supplicant 0 IPO0 00000000000 OEnabled 000
Disabled

Temporary IP Renewal Time IPOO0O0O0OO0OO0O0O0
Temporary IP Rebinding Time IPOOOO0OO0OOOOO0OO0
Temporary IP Server Lease Time IPOO0OO0OO0O0OOO0OOO

0 60:

goooog

DISABLE WEBAUTHSERVERO 104 0 0 OO
ENABLE WEBAUTHSERVERO 1170000
PURGE WEBAUTHSERVERO 1200 00O
SET WEBAUTHSERVERO 157 000 0O
SHOW PORTAUTHO 1720000

SHOW PORTAUTH PORTO 178 00O O
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