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cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
0000000O0ooo TelnetOOOOOOOOOOOODO

& 0000000000000 0000 TelnetOOOOOOOOOOOOOOOOOODOOOOOOOOOOO
ooooooooo0ooOoooOoIPO0OOO00OOOOOOOODOOOOOOOOOOOOOOOOOOOOOO
oo0oooO0oooooO0ooo0oOoO0oO0oooOO0o0ooOoO0oOoPOODOOOOOOOIPOOOCOOOOOOOO

O000000000000000 TelnetOOOOOOMlogin: 00000000 OOOO0OO0OOOOOO
00000000000 0000000000000000000000000000 Enter000000O
gooooboboogo

O000000O0O0O0OManagerd 000000000 OOOOmManagerdd Operator0 00000000
gobodboboO0operatori D00 OO0OO0OOO

Omanager00 000000000 friendO0 O (M login:00 00 00O 0O OO0 managerdd [ Password: O
O000ooooOoOfriendd 0000000000000 OO00O0OOOOO0OOOOOOOOOOOO
gooo

login: manager
Password: friend000O0O0O*000O00OOOO

#

O operator0d0 0 00000000 operatordd O [ login:O0 O 0 0O O 0O O O OO operatordd O Password: O
gboboooboodbboperatord 0o ooooooboobbobbobboooboobooo
googoo

login: operator
Password: operatord0 00 O0*O000OOOO0O

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O0O0O0O0O0O0O0O0CCCOOOO0O00
gooooooooooooooooooooooooobodoonooooooogan

& TelnetOOODDOO0OO0OO0OO0OODOOODOOODOO000000000D0000OOTelnetoODOOO
ooooooo

& 300000000000000000000000D00000O0000O0DO0O0O000O0O0ODO0O0
0 Press <ENTER> key toconnect. . 00000000 0OEnter 0000000000 DOO00O00O0DOOOOO
O000O0TelnetDOODDOOOOOOOODODOOOO
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& 000000000000000 ManagerD O OUOOO0OO00O00000 10 Operator0 0000000000
00000 9ooooo 0000000000000 00000O000000000o00O0OOManagerood
0000010 Operator 0000000800000 9000000000Manager000000000
ooooooooodgoo

000000000000 RESTARTOOOOO1700000000000

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O0O0O0O0O0O0O0O0CCCOOOO0O00
omooooooooo0o0oooooooOoOoOobooooonoon

RESTARTOOOOO1700000000000000O0O0O00DO0DOO0O00OO000O0O0O0OO
ooo
cooooooobooooooooboooooooooooooooboooobooboooOooooboooon
cooooooooooboooooobooooboooo

m RESTARTOOOOO17000000 CONFIGOOOODOOOOODOOODOOOoOoOooooooooo
000000000000 OCONFIGODOOODOOOODOOODOOO0OOOD 100000000 00o
O0000OOO0MCONFIGODOOOOUOOUOOODOODOOOOOSETCONFIGOOOOO17700000O
oooooooooboooobooooogod

RESTART SWITCH CONFIG=test.cfg J

Dobooooggnd

000000000000 o0ooO SETTIMEODOOOOD2160000000000
coooo-0-0moboooo:o:oobooooobooooon

m J000000000000000000000000 2004050 1701900000000

SET DATE=17-05-2004 TIME=19:00:00 4

m JO000000gogo

SET TIME=19:02:00

m JO000000gogo

SET DATE=17-05-2004 J

s J00000000000000 SHOWTIMEOOOOO2860 0000000000
o0ooooooo3oouooooooo

10 0O Januaryd Jan
2 0 O February Feb
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400 Aprilo Apr
50 0 MayOd May
6 O O0Juned Jun
70 0JulyO Jul

8 0 O AugustO Aug
9 0 O SeptemberQ Sep
10 O O Octobern Oct
11 0O 0 NovemberO Nov
12 0 O Decemberd Dec

oL

m SNTPO Simple Network Time ProtocolD 0000 0000000000000 O0O0OO0OOO0OOO
000000000000 0O00OOOOSNTPOOODODOODODOO

Dobooogd

OO0O0O0O0oOMIB-IODOOO0O0O sysNameOOOOOOO0O0O0O0O00000000O0O0OO0OODOO0O0O0O
00000000 0SNMPOSimple Network Management ProtocolD 0 0 0000000000000
goooooooobooooboooboobbobboobooboboobDbooboobbobbooo
gooooboogoboooboobooo

m JO00000OsysNameDOOODOOOO SETSYSTEMNAMEOOOOO2140000000000
SET SYSTEM NAME=c9424/8F J

cooooooooooooooooboooobooooogoa

Allied Telesis CentreCOM 9424T/SP-E - ATS63 v2.3.0J
c9424-e/8F
c9424-e/8F#

SNMPOOOOOOOOOOOOOOOOOOOOOSHOW CONFIGO DO OO22300000 DYNAMIC
ooooooooooooooooobooooobooooooooobooooooooooooboobooon
OOOSNMPOOOOOOOODOOOOODOOOOSNMPOOOOODOOOO

Dobooogd

ooboooooobooobooooooboooooooobooooon
m 000000000000 SHOWSYSTEMOOOOO283 000000000000

m 0000000 SHOWLOGOOOOO2470 0000000000000 00000O0O0OOO0O0OO
oooooooooooo

Doboooooobobad
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cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
oooooooooooooooooboooooooooad

coooooboboodoboobooooooooboobooooooooooobooooooobooooon
0000000000000 o0oO0OOTelnetOOODOOO0OOODOOOODOOOOO

& TelnetOOODDOOOOOOOO0ODOOOODOOOODOOODDOOODOOODIPODOOOOOOODIP
oo0ooOo0oO0oooO0ooo0oOoO0oOoooOooOoiPOOOOOOOOOIPOOOODOOOOOOO

O000000000000000 TelnetDOOOOOMlogin: 000000000 OO0OO0OO0OOOOO
00000000000 0000000000000000000000000000 Enter000000O
gooooboboogo

O00000O0O0O0OManagerd 000000000 OOOOmManagerd0 Operator0 00000000
gobodbobOO0operatori D00 OOO0OO0OOOO

Omanager00 000000000 friendO0 O M login:00 00 00O 0O OO0 managerdd [ Password: O
O000oooooOfriendd 0000000000000 OO0O0O0O0OO0OO0OO0OOOOOOOOOOOO
gooo

login: manager
Password: friend000O00*000O00OOOO

#

O operator0d0 0 00000000 operatordd O [ login:00 O 0O 0O O 0O O 0O OO operatordd O Password: O
gboboooboodbboperatord 0o ooooooboobbobbobboooboobooo
googoo

login: operator
Password: operatord0 00 O0*O000OOOO0O

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O0O0O0O0O0O0O0O0CCCOOOO0O00
gooooooooooooooooooooooooobodoonooooooogan

& TelnetOOODDOOO0OO0OOO0OODOOODOOODCOO000000000D0000OOTelnetoODOOO
ooooooo

& 300000000000000000000000D00000DO0000O0DO0O00O000O0O0ODO0O0
0 Press <ENTER> key toconnect. . 00000000 0OEnter 0000000000 DOO00O00O0DOOOOO
O000O0TelnetDOODDOOOOOOOODODOOOO

& 000000000000000 ManagerD O OOOO0OO00O00000 10 Operator0 0000000000
00000 9oUooo 0000000000000 00000000000000o0O0OOManagerood
0000010 Operator 0000000800000 9000000000Manager000000000
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gooobobooon

oooo

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon

ooooo

e Operatord 00O

$

e Manager 00O

#

& SETASYNOOOOO17300000 PROMPTOOOOUOOOOO SETPROMPTOUOOOO1910000
goooooooooooooooooooooooooodoooooo0oo0ooooooooooagnon

# set prompt=kumanomi

kumanomi #

0000000000000 0000o00O0O0OOOSETSYSTEMNAMEO OOO0O21400000000
OO0OO0OsysNameO O OOOOOOOOOOOOOOOOOOOODODOOOOOOOOOOODOOOODOOO
cooooooobooooooooboooooooooooooooboooobooboooOooooboOooon

oooo

# set system name="c9424/8F"
c9424/8F#

gooobboooboo

Oo0o0oo0oooooooooooooooooooovricoooooooooooooooooom

oo oo
- 1000000
- 1000000
Backspace oooooooooooooo
Esc20 00O oooooooo
1 oooooooooooo
! oooooooooo
Ctrl/C ooooooo
02

ggoobbooooboo
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cooooooboooooooooooooooooon

m 100000000000000000000000000 14900000000000000000
o0ooooo0oooo0oolooo0oooooooo0ooooooooooooooooooo
O0o00oo0oOoUOADDO SETOO M

& SETSYSTEMNAMEOOOOO214000000000000000000000O00O0O0O0OO00OO0OO
oooo

s JADDOD IPOOOOO0OOO0O00O0O0O0ODOO000O000000O0O000O0O0O0O00O0O00D00O0O0O
coooooooboooooooobooooooboooooooooboooobooboooOooooboooon
coooooooboooooooobooooooboooooooooboooobooboooOooooboooon
ooooooooon

m 000000000000 000000000000000SHOW SYSTEMOOOO0O02830000
ooooooooooooooooooooon

SH SY

s J00000000000000000O0O0O00O00O0O0O0DOOO0O0OOO0OOOO0OOOOOO
O Manager0OOOQOOOoOQ

m JO000000b000oooooooooooooooooooooobooooocooooooogn
coooooooobooooooboooooooooooooooboooobooboooOooooboooon
O CREATECONFIGOOUOOO8 D000 0DOOOO0OOUOOSETCONFIGUOOOO1770000
pobobooooobooobooooooodoooobooobooobooooooboooooooboooboooDoog
oobooooooboooboooobobooon

gooobbooon

oooooooooooooooboooooooboooooooooooooooooOogon
OOOMMERRORCODEM O OUIOOOOOOOOOOOOOO

e JUOODOOOOOO

# set
ERROR CODE = CLI_COMMAND_INCOMPLETE

o JUOODOOLOODODODOO

# set systemname=sales
ERROR CODE = CLI_COMMAND_NOT_FOUND_OR_AMBIGUOUS

e NOODOOOOOOOODOOOOOOOOO

# set system
ERROR CODE = CLI_PARAMETER_MISSING

e NOOOOOOOOOOOOOO

# set system name=
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‘ERROR CODE = CLI_VALUE_EXPECTED

oooo

000000000000 0ooooo?o

ooo0ooOoooooo?2oo00o0o0ooooooooo0ooooooo0ooooooooooo

oooooooooooooogo

s J00000000000000O00?PM00000000000000000?W000000000

# 2
Available commands:

ACTivate - Activates an instance of an object type

ADd - Adds an instance of an object type

CLear - Clears all data relating to the object

COpy - Copy file

CReate - Makes a new instance of an object type

DELete - Removes an instance of an object

DEStroy - Destroys an object instance

DISable - Suspends the object operation while retaining its configuration
ENable - Allows an object to enter its operational state
EXit - Exits the current CLI mode

FORMAT - Formats a file system drive

Help - Displays available commands

LOAd - Downloads a file

LOGOFF - Logs out of the current management session
LOGOUt - Logs out of the current management session

MApP - Maps various parameters

MEnu - Enters menu

PIng - Pings an IP address

PUrge - Clears all the object’s configurable data and disables it
Quit - Quits the current management session

REName - Rename file

RESEt - Restores the object to its stored configuration
RESTart - Restart the switch

SAve - Saves configuration

SEt - Sets the configuration of an existing object
SHow - Displays diagnostic information to the user
Upload - Uploads a file

0 Availablecommands: D0 000000000000 000O00O000O00OO0O0O0OOOOOOO0OOO

cooooooooboooooooobooooboooooooooboooobooooot

& 0?20000000000000000000000000O000O00O0O0DODO0O0O0O0O0O0O00000O0

gooooooo

m 0000000000000 0000000000dd0000O0OO0O0O00O0O0OO0O0O0 10000

ooooooo?oo0o0o0oo0oooo0oooooo

& 000000000000000?20000000000000000000000O0O0DOOOOOOO?000

goooooooodgo
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oooo

# add ?

Available commands:

add Ip - Adds IP Interface

add LAcp - Adds ports to existing Aggregator

add Log - Adds a filter to the log Output Definition
add MGmtACL - Adds entries to Management ACL table

add Mstp - Adds attributes to MSTP

add Pki - Adds a PKI certificate

add QoS - Adds attributes to QoS

add RadiusServer - Adds RADIUS authentication server

add SNMP - Adds attributes to an existing SNMP community
add SNMPV3 - Adds a new entry to SNMPv3 table

add SNTpServer - Adds SNTP server

add Switch - Adds attributes to the switch

add TacacsServer - Adds TACACS authentication server

add Vlan - Adds attributes to an existing VLAN

# add

ggooboood

0000000000000 0OHELPOOOODO1SS 0000000000
HELPOOOOO15000000000000000000000000O0O0O000OOO0ODOOO0O0
oooooooobooooooooooooooboboobooooooboooobooooootm

gooobbooobobod

1000000000 10000000000000000000O0DOOOO000ODODO 5000000
ooooooooooboboooooobooooooboooooooboooooooooooobooon

--More-- <Space> = next page, <CR> = one line, C = continuous, Q = quit

cooooooooooooogo

Space 00 lo0oooooooog

Enter o0 loooooooo

o oo0ooOoooooooooog

q oo0o0o0oOooooooooooooog
03

cooooooooboooobooooooooon
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oooooooooooon

Jogoogoguououn

0000 20000000000000000O000O00DOO0OO

Dobooad

00000000000000000000000 2000000000NVSO Non-Volatile StorageCl O
pooooooobooooooooon
cooooooobooooooooooooooooooooooooooobooboooooooboooonn
ooooooooon
O0o0ooo0ooooo0oooo0oooo0oooo0ooooCFOOOOOOoOOoOoooOCFOODn
FATlI6 O OOOOOOOOOOOO0O0OOO0DOO0OO0OO0O0o0o0ooooooooo
oobooooooooooboooooobooooogo

NVS

NVSO Non-Volatile Storage0 D D 000000000000 CMOSOODO0ODOOOOOOOOOOOO
ooboooooobooobooooooboooooooooooon

gooboboodn

O0ooOoooooooNvVSOoOoOOooooooooooooooooooooooooooooooo
oooooooboooooooooooa
coooooooboooooooobooooooboooooooooboooobooboooOooooboooon
coooooooboooooooobooooooboooooooooboooobooboooOooooboooon
000000000 o0o0oo0oooooooooooooooooflsshOooooooooOooo
cooooooboooooooooooooooooooooooooooboooon

m 00000000000 00000000000000 SHOWFLASHOOOOO244000000
oooood

SHOW FLASH

goobooboooooo

oooOooOoooooocrFOOU0OOO0OOOOOO0OOOO0OOO0O0OOOo0OOoDOOooOoOoooo
ooooooooooooon
OooO0ocCrFOOO0UOOODOO0OOOOOOCFOOOOOOODOOOOODOODOOOCFOOODOOOD
cooooooboooooooobooooooooooooooooooobooboooOoooooooon
0000000000000 00000000o0oooo0ooooOoOOcflashoOOO

m JO00000000000000CFOOOOOOOOOOO

o JUOODOODOODOO
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ooooooooooooo

e FATI6ODOOUDOODDOOODOOOOO

& 00000000 CFOO0OO0O0OOO0ODOOO0DOOODOOOOODOODOOO

& 00000000000000000000CFO FATI60 0000000000000 0O00O0O00O0O000
oopPCOODD0OOODOOODOOODOOOOODOO

s CFOOOOOOOOOO0OO0OOOO0OOOOUOOOOUOOOOUOOOO

e J0O0OODODOOD 1GOOI ODUIOOUDOOOODDOOODOOOOSHOWFRILEODODODOO?242
O00oU0oO0o0oo0o0oo0O0ooOo0ooOooooOoooo2000000000000000
cooboooooooooooooooooood

e FATOODODOOOODODOOODOOOODIirectoryDO0DOOODOO0OODODODOODOOOOOOOOO
O00000OHIddenDOOOODOODOOO0OOO0OO0ODOOOO0OO0OO0OOO0OODO0ODOOOORead OnlyO
ooboboooooboooboooobooooooooo

e OIOODOODDOOONVSOOUOODOODOOOUDOOUDOODOODOODOODDOODOOOOODOOCKFD
OO0 FAT6O000O0DO0O0OO00000O0O0O00O0O0DOO00O0oCFOOOOOOOOOO
ooooooooooooooboooooobooooooooooooooobooooooooboooon
\00o0ooo0o0o0o0o0oo0ooo0ooo/000000000000000N\O/0000000000
o000D0o000o0oooooOoo\OoooDooDooooo

e CFOUDODODODODOODDODOUDOODOUOODODDODUODODOUODOODOODOD

m CFOOOOOOO0OO0 SHOWCFLASHO OO OO221000000000000

SHOW CFLASH

s CFOOOOO0OOO0OO0O0O0000000000O00O00O0SHOW FILEOOODOO24200000000
ooooad

SHOW FILE

m SHOWFILEOOOOO242000000CFO00O00O00OO0OO0OOOO0OO0OOOOoOOOooOoogn
Joooooooooooa

SHOW FILE=cflash:*.* J

ooao

SHOW FILE DEVICE=CFLASH J

s J000000000000000000OSETCFLASHDIROOOOO175000000000000
DDDDDDDDD\D/DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
Jodod0odOodpoOooDOobobooboobooObobOOobOO0b0000000o0oooooOoooDoDobDobDOo

0000000000000 0000000000000DO/testcfg/7200612220 00000000000
ooooo
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ooooooooooooo

SET CFLASH DIR=\testcfg\20061222 .

gogd

SET CFLASH DIR=/testcfg/20061222 .

s JO0O0goooobogooobogobogooboobooobogooooboobobbooboboobobboobo
000000000000000000000000000000000000/tmp0000000O0
00000000000000000000/tmp/sub/sub2/sub3dirc 000000000000 0O0O

O0oDOoooooooooo/ZhomeZadminDO0D 000000 DOOO0OOOODOOOOOOOODOOO
O /home/Zadmin/sub/sub2/sub3dirc 00000 O

SET CFLASH DIR=sub\sub2\sub3dir .

gogd

SET CFLASH DIR=sub/sub2/sub3dir

m l0000000000Q00O00O0OO0O0OODOOODOOOOOOOOODOODODOODODOOOD.DOOO
goooooooogoog

SET CFLASH DIR=..

& 0.00000000000O0oDom../Z.000.Zotherdir/morediri 000000000000 OO00ODO

s J000000000000SHOWCFLASHOOOOO221000000000000

SHOW CFLASH

Dobooogd

cobooooooooooooboooooooooboboooooooooobobooboooooooboboon
oooooooooboooobooooood

000000000000 oo00 FATI6DOO0O0OO0OO0OO0DOOO0DOO0O0DOO0OoOooOooooo
cooooooobooooooooboooooobooooooooobooooboooooooooboooon
ooo

ooooooooobooooboooo

device:filename.ext
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device OoooooflashOOODODOODOOOOM™cflasshOOODODOODOOOOOOOO
000000000o0o0oo0oOoooooooooOflsshooooooooO
ooo
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oooooooooooon

filename 0000000000 0000 10280000000000007"@#%$% "
&().-{}000000000000OO0OOOOOOOOOOD
ext ooooooOoUoOooooOoUoooooooooOoUoooUOooD 1030

ooboboooooboooboooooooooooooooooon

0 4.
ogoddobooooooooooboaoao
ooo ooooooo
img ooooooooonoo
cfg godobooboobooboooobooobooboobooboboooooooo
000000000 ooo0O0cfgooooon
key RSAOOOOOOO
log ooooooooonoo
0 5:

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
oooooooooooooon

googoo od

boot.cfg 0000000000000 0000O0SETCONFIGODOODOOOOooon
gobooooboodgbobdnone 0000 booobooboobooLo
gooooooboboooobobbooobbobooobobooobboooobo
goooooogoo

encl.ukf CREATEENCOKEY U OUOUOOOOOOO RSAOUOOOOOOOOOOOO
0000000000000 0U0oU0oU0ooouooU0nUoUDbDESTROY
ENCOKEYOUUOUOOOOOOUOOOUOoOOOOooUoOomMencOOoooonO
KeylD O 0O MO

0 6:

& O00000O00000000O000000O0O0O00000O0C0O0000O0O0O0O0O0O0O00O0CCOOOO0O00
000000000 0CFOUOO FATI60 0000000000000 00000O0000D0O0DO0O0O0OOOO
gboooooooooooooooooOooooooOooooonooooooooonooooooooooon
gboooooooooooooooooOooooooOooooonooooooooonooooooooooon
000o0ooDomecef/dirA/subdirA/testcfgU0 0 0000000000000 O00O0ODOOOOODOO

gogooaooo

oooooooobooooooooobooooogo

m JO00000O0O0OSHOWFILED OOOO2420 00000000000

SHOW FILE J
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ooooooooooooo

s 0000000000 000oO0000o0oc0ooo0goon

SHOW FILE=*.cfg

m 00000000O0000O0SHOWFILEOOOOO24200000000000000000000O
00000000000 00SHOWFILEDDODODO2420000000000000000000O000OO
O00000O.cfg0 log00OOO0oonQ

SHOW FILE=mitai.cfg J

m 0000000000 DELETEFILECOOOOO108000000000O

DELETE FILE=iranai.cfg

& O00000O00000000O0O00000C0C0O0O00O0000O0O0O0O0O0O0O0COCOO0O0O00

m 00000000000 CcCOPYOOOOO8OOOOODOOOOO

COPY current.cfg backup.cfg J

m 0000000000000000000000000000000000 currentecfg0OO0OO0O0
0000000000000 00000000000000 backupcfgDO0OO0OOOOOOOOOO

COPY current.cfg cflash:backup.cfg J

& 0000000000000 00000D00000000D0D000Ocflash:00C000000MOOOO0O
goooooooooooooooooooooooon

m 000000000000 RENAMEOOOODO190 000000000
RENAME old.cfg new.cfg
m LOADOOOOO16000000000000000000000000ODOO0O0OOOOOOO0OO

000000000 TFTPOOOD 192168.1.11 00 testcfgD 000000000 O0DOODOOOOOO
OOXMODEMOOOOOOOOOOO

LOAD METHOD=TFTP DESTFILE=test.cfg SERVER=192.168.1.11 FILE=test.cfg J

s UPLOADOOOOO2880 0000000000000 0O0OOOOO TFTPOOODOOOOOOOO
00000000000000000000000 taisetsucfgd TFTPOODOOOODOOOOOODOO
XMODEM OO OOOOOOOODOOooO

LOAD METHOD=TFTP DESTFILE=taisetsu.cfg SERVER=192.168.1.11
FILE=taisetsu.cfg J

& TFTPOOOOOOOOUNIXD OSO tftpd0 00000000000 DOO0ODO0OO0DOODDOOODOO
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goooooooobooooOoO0oO0OoOooOoOO0OO0OO0O0O0OOOOO0OO0O0O0O0O0O0O00O000O0O0O0OO0O0O0O0O00O0AO0
g0ooooooooooOoboOooboOo0oOoOoOoOoOOOO0O0O0O0O0O0O0OO0OO0OOO0OOOOOO0OO0O0OO0O0O0O0O
ooooooooobooooooo

UNxXOS[1]# cd /tftpboot
UNxXOS[2]# touch karappo.cfg
UNxXOS[3]# chmod 666 karappo.cfg
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oooooooood

oooooogon

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
ooooogd

Dobooogd

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
oooooboooooobooboooooooooooobooooooooooooooobooooooooag

m (000000000000 00000000000000000OCREATECONFIGOOOOO8400
0000000000000 00000.cfg000000000000000000O0Omylan.cfgDOO0O
coooooooboooooooooooooooooooooooooooboooooooooboooon
oooooooooomoooooooooooooooooooooooooooooyYoOOoooooo
YesOOOOOOOOOOOOOOOOOOONODOOOOOONoOODDOOODOOOOODDOOOOOODO
oooo

CREATE CONFIG=mylan.cfg J

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
OO00oO0oooooo ADDO SETOOOOOOOOOO0O0OO0OU0MOoOoooOooouUoooooo
oo0ooooOoooooooooooooMbDSOOOOOOOOOODOOOOODOOOO

s J00000000000000000000000000000O00OSETCONFIGOOOOO17700
cooooooobooooooooooooooooooooooooooobooboooooooboooonn
pooooboooooobooooooomoboooooboonooooooonooodooooooon
oooood

SET CONFIG=mylan.cfg J

m J0000000000000000000000000 SHOW CONFIGODOODOO22300000
oooood

SHOW CONFIG o

s JO00000000000000000000OSHOWCONFIGOOODOO0O22300000 DYNAMIC
ooooooooooooooooooooooooooOooooboooon

SHOW CONFIG DYNAMIC J

s JO000000o0000oooooooooooooooooooooooooooooooobooon
0000000000000 00OO0SETCONFIGOOOOO17700000 NONEQOODOOOOOOOO

SET CONFIG=NONE
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oooooooood

m 000000000000000000mMbootcfg000D0OODO0OODOOODOOOODOOOOODO
ooooodd

m JO000000b000ooooooooooocobooooooooooboooooobooooooboogn
OORESTARTOOOOO17000000 CONFIGOUOOOOOOOOOUOOOOOOOOOO

RESTART SWITCH CONFIG=lkaikiri.cfg

s (0000000000000 000000000RESTARTOOOOO17000000 CONFIGOO
00000 NONEOOODODOOODOOOO bootefgOOOOOOOO

RESTART SWITCH CONFIG=NONE

s J0000000000000000000000000000000SAVE CONFIGURATION OO
0o00l7io0o0ooooooo

SAVE CONFIGURATION

& 00000000000 0OSHOWCONFIGO D DO O223000 000000 I Boot configuration fileD O
0o00o00o0o000o00000000000000000000000M NoneDOOOOOOOOODOOO
SETCONFIGOOUOOO177000000000000000000000DO0OOOOOO0ODOOOO0OO
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oooooo

ooogn

Doooood

O0o0oooo0o0oooooooooo020000000000000

e Operatord 00O
e ManagerO

Operator0 000 0000000000000 O0OO0OOOOOOOOOOOOOOOOOOOOOOOO
0000000000000 00000VUser0 000000 WANDOOODOOOOOOOOOOOOOO
O00ooooo0ooo0oo0oo0o0ooD0WANOOODOOOOOoooooooooooooooo
oooooooooon

ManagerD DO OO0O0OO0O0O0O0O00OOOOOO0DODOOO0OOOO0O0OOOO0OOOODODOOODODOOO
O000oo0o000ooo0oooo00 ManagerD OOQOO0O0OO0OO0OO0O0O0DOOOODOOOO

s SHOWUSEROOOOO2870000000000000O000O000OO00O0O0OOO0

SHOW USER

gooobobooon

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
ooooo

e Operatord 00O

$

e Manager 00O

#

& SETASYNOOOOO17300000 PROMPTOOOOUOOOOO SETPROMPTOUOOOO1910000
goooooooooooooooooooooooooodoooooo0oo0ooooooooooagnon

# set prompt=kumanomi

kumanomi #

0000000000000 0000o00O0O0OOOSETSYSTEMNAMEO OOO0O21400000000
OO0OO0OsysNameO O OOOOOOOOOOOOOOOOOOOODODOOOOOOOOOOODOOOODOOO
cooooooobooooooooboooooooooooooooboooobooboooOooooboOooon
oooo

# set system name="c9424/8F"
c9424/8F#
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oooooo

gooobbooon

OO00000OManagerd DO 0O0O000O0O0OOOOOmManagerdd Operator0 0000000000000
OOoperatord D OO0 oooog

Omanager00 000000000 friendd0 0000 M operator00 000000000 operatordd 00
gooooboobooboboobobobooboboboboooobbDboooobobboooboboo
000000000000 00000000O0O0OO SETPASSWORD OO OODO18UOODODOOOOOoOQ
Omanagerd 0 OO0 doooboooobooobooooooooo

# set password manager

Enter current manager password->******x[0 0000000000000 OOOOOOOO*O00O0O0O
ogoo

Enter new manager password->******xxx[J[J0 0000000000

Re-enter manager password ->***x*x***[000000000OO0OOOOOOOOOOO
Password changed successfully!

& Manager00 0000000000000 O0O0O0OO0OOO0OO0O0OOO0OOO0OO0OOO00OO00OO0

0000000000000 00000000000O0CREATECONFIGOOOOO840O00000OODO
O00O0O0OOO0OOOSETCONRFIGOUOOO1770000000000DO00DOOO0DOOOODOOOODO
oooooooooboooobooooood

# create config=basic.cfg
Creating configuration file "basic.cfg" ..... done!
# set config=basic.cfg

Setting boot configuration file name ..... done!

gooobboooboo

0000000000000 oO0oooO0O0Oo0oOO0ooO0ooo0oO0oDODORADIUSO Remote Access
Dial-InUser ServiceD OO OOOODOO0O0OO0OO0O0OOOO0O0OOO0OOOOOOOODOOOOOO

1. RADIUSOOOOOADDRADIUSSERVEROOOOO760 00000000000
2. 00O0O0OO0OOOoDoOooOoO

O00o0o00oo00o0o0oo00oo0o0oo0ooO0O0oRADIUSOOOODODMOOOOOOO
oooooogo
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oooooo

ooogn

0000000000 oooo0o0o0o00o00000000U0oo0oo0o0o00D0O0DOUORADIUSORemote
Authentication Dial InUser ServiceD D 0000000000 O00OO

% ADD RADIUSSERVERUD OO0 D0O7600000000000000000000 RADIUSODOOOOO
O000000OU0O0OOO0OENABLE AUTHENTICATIONOOOOO014000000000000000000
RADIUSOODOOO0OODOOOOODOO/00000000D0000DOO0OO0DDOOOOOOOOODDO
000000000000 /000000000000000UENABLE AUTHENTICATION OO0 00140
oooooooooooooooon

Dobooooaaoon

O0000o0o0oU0o0Oo0Oo0O0O0O00O0OOO0ORADIUSOOOOOOOOOOOOOORADIUS
0000000000000 00000 RADIUSOOODOOO Access-Reject 000000000000
OOOORADIUSOOOOOOOAccess-Accept0 D 00000000000 DOOOOOO

RADIUSOOOOOOOOOOOOOODOODOODOOOO0OORADIUSOOOOOOOOOOOOOOOO
oooobobooooooboobooooooboooooooboooooooooooooobooooooooag

RADIUS O OOO

RADIUSO OOOO0OOOOOOOOOOOODOO0ODOOO0OO0OOO0OO0OO0O0O00O0O0Oooooon
ooboooooooooboooooon

O0O0O0O0OO0RADIUSOODOOO 3000000000000 000000O0DO0ODOO0OOOOO0ODOOO
RADIUSOOOUOOOOOOOOOOOOOOOOOODOOOOOOOOOO0OOooOoooooo
O0O0OOO0OORADIUSOOOOO IPOOOODO 192.168.10.100 0000 100RADIUSOOOODOO
0000000 ValidBMeO OOQOOOOOO

1. RADIUSOOOOOOOOOOOADDRADIUSSERVEROOOOO7600000000ORADIUS
oooooIiPO0OO0DOOOOODOOOO0OOOOOO0DODOOOO0DOOOO0OOO

ADD RADIUSSERVER SERVER=192.168.10.10 ORDER=1 SECRET=Valid8Me ./

2. 00oOoOoooOooooo

ENABLE AUTHENTICATION

s 0000000000000O00O0OUDPOOOOODOOOOOOO0DODOOOOOOOOOOOO UDP
O00000ooooooOoPORTOOOOOOOOOOO ACCPORTOOOOOOOODOOOOOOOO
000000000 MmMRRC28650 00000000 181200RFC28660 0 0000000000000
18130 0000000000000O000O000O00O0O0O0O0ORADIUSOOOOOOOOOOOOO
cooooooooboooooooo

ADD RADIUSSERVER SERVER=192.168.10.10 ORDER=1 PORT=1645 ACCPORT=1646 .
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oooooo

m RADIUSOOOOOOOO0OO0OOO0OOODELETERADIUSSERVERO O OO0 O000O0O0OOO
oo

DELETE RADIUSSERVER SERVER=192.168.10.10 J

s RADIUSOOOOO0OO0O0OO00O000000000000000000000000000o0ooo0n
OO0 OSET AUTHENTICATIONOOOOO17400000000000

SET AUTHENTICATION SECRET=himitu TIMEOUT=60 .

m JO0000000000000000 RADIUSOOOODOOODOOOOODOOOSHOW AUTHENTI-
CATIONOOOOO21900000000000

SHOW AUTHENTICATION

m RADIUSOOODOOOOODOOO0OODOO0O0O0000000D00000000ooooon Service-TypeO OO

googooo
Service-Type 0 0O O ooooooo
Administrative(6) Manager O 0O O
NAS Prompt(7) UserO0 OO

o7

s RADIUSOOOOO0OOO0OO0O00O0000000000000o0ooooooooooooon RADIUS
goooobooobooooboooooo
[/etc/raddb/clients]

# client secret
192.168.10.1 RouterA
[/etc/raddb/users]

alpha Password = "PasswordA"

Framed-IP-Address = 192.168.10.240
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

beta Password = "PasswordB"
Framed-IP-Address = 192.168.10.241
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

RADIUSOOOOOOOODOOODOODOO

O00O0OO0ORADIUSOOOOUOOOOOODOODOOOOOOOOOOODOODOOORADIUSOOOOOO
000000000000 0000000ORADIUSOOOOOOODOOOODOOOOOOOOOOOOOO
oo
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oooooo

0000000000000 0ORADIUSOOOOOOOOOOOOOOODODODOOOOODODO RADIUS
O00ooO00oo0o0ooooo0ooo0oo0o0oOo0o0oOOo0o0oO0OO0ObDOO0O0O0ORADIUSOO
oooooooboooooooooooa

m RADIUSOOO0OO0OO00OO0O0O00O00O000OOOENABLE RADIUSACCOUNTINGO O OO O145
ooooooooood

ENABLE RADIUSACCOUNTING ./

m RADIUSOOOOOOO0OO0OO0O0O0O00O0O0OOODISABLERADIUSACCOUNTINGOD OO OO132
ooooooooood

DISABLE RADIUSACCOUNTING ./

m RADIUSOOO0OO0O00O00000000000000000000000O0SET RADIUSACCOUNT-

INGOOOOO19200000000000RADIUSOOOOOOOOOOOOOOUDPOOOOOOO
oooooooooboooobooooood

SET RADIUSACCOUNTING SERVERPORT=1814 .
m RADIUSOOOOOOO0ODO0ODO0O00O00O0OOO0D0O000000OSHOW RADIUSACCOUNTING
OooOoo28o00o00ooooooo

SHOW RADIUSACCOUNTING o

RADIUSOODOOOO

RADIUSOOOOOOOOOODOOCOTimeout/Deadtime/RetransmitCount0 000000000000
OO0ORADIUS Access-Request 00 D0 OO0 IPOOO0000O0OOOOUOOOOOOOOOOOOOO
oOooo

m RADIUSOOO0OO0OO0O0O0O0O0000O000000000000 SETRADIUSSERVERO OO0 O 193
0000000000 0ORADIUSOOOOOOOOOOOOOOOOOOOOOODOOODODODODODODO
ooo

SET RADIUSSERVER TIMEOUT=10

m RADIUS Access-Request 000 IPO 000000000 OO0OOOOODOOODOOOADD RA-
DIUSSERVERO OO OO7600000000000O

ADD RADIUSSERVER SERVER=192.168.100.10 SECRET=secret LOCAL=vlan-red

goooo CentreCOM 9424T/SP-E0 0 O0O0DODOODOO 25
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ooooooooooooo

Jogoogoguououn

OO0 0OOTFTPO Trivial File Transfer ProtocolD 0 XMODEM OO OUOOOOOOOOOOOOOOO
O0oooooooooo

Dobooad

ooooooooOoOoooooiPOOOOOOOOOOOOOOTFTPOOOOOOOOOOODOOOOO
oooXMODEMOOOOOOOODOOOOOOOOOOOOOOOO0OOOOoO0oOOoooooooooo
oooood

goobbooobbbooooon

o00oooo0o00ooooOoOooooOoooooIPOOOOOOOOOOODOOIIPODOODOOOOOOOO

m TFTPODODO 192.168.105000000 myfileclgOD O OO OODOOOOO

LOAD METHOD=TFTP DESTFILE=myfile.cfg SERVER=192.168.10.5 FILE=myfile.cfg
J

m J000000000000000000000000000000000O0000O00O00OO0OO00O0OO0O
0000000000000 O0O0ODESTRILEODODOODOOOOOOODOODOOOOOOODOOOOOD
OOOTFTPOOOOOOCOtesttxtUDOODODOODODODOOO0OOOOtestcfgO00O0ODOOOO0OOOOO
oooood

LOAD METHOD=TFTP DESTFILE=test.cfg SERVER=192.168.10.5 FILE=test.txt

m TFTPOOOO 1921681050 000000000000 atse3j.img0 000000000000 0O0OO
000000000000 O00O0DESTRFILED APPBLOCKOOOOOOO

LOAD METHOD=TFTP DESTFILE=APPBLOCK SERVER=192.168.10.5 FILE=ats63j.img

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O0O0O0O0O0O0O0O0CCCOOOO0O00
goooooooooooooooooooooooooooooooooggon

m TFTPOODO0O 192168.1050000000000000 ats63j.img0 00000000000 OOO
000000000000 0o0o0oO0oO0o00000000000ODESTRFILEODOOODOODOOOO
ooo

LOAD METHOD=TFTP DESTFILE=ats63_v200.img SERVER=192.168.10.5
FILE=ats63j.img

goobobooobbbooooboobood
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ooooooooooooo

s XMODEMOOOOOOOOOOOODOOOO

LOAD METHOD=XMODEM DESTFILE=test.cfg

O00oooooo00oooo0o00ooo0o000ooo0o000oDOoO0o0o000YOODOODOOOYesOO
Oooo0ooo0oo0o0ooOoU0oo0oo0oo0ooooooooooooooo XMODEMO OO
O0o0o0oo00ooOo0ooU0oo0ooU0oooooOoooooooOo XMODEMOOOOOOOO
oooooooooon

& XMODEMUOOUOUOOOOUOOUOOOUOOOOOUOOOUOOOUOOOUODOUOUOO0OOOOoOooooooog
s XMODEMUOOOOOOOOOOOOODOOODOOODOO0OO0DO00ooooooooooooooooo
OO DESTFILEO APPBLOCK O OOOOOO

LOAD METHOD=XMODEM DESTFILE=APPBLOCK .

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O00O0O0O0O0O00O0CCCOOO0O0O000
goooooooooooooooooooooooooooooooooggon

s XMODEMOOOOOOOOOODOOOOOODOOOOOOOoooooooooooooooooooo
000000000000 00000O0ODESTRFILEDOODOOOOOOOOOO

LOAD METHOD=XMODEM DESTFILE=ats63_v200.img

Dobooad

0000000 UPLOADOOOOO2880 000000000000 0O0O0O TFTPO XMODEMO OO
oo

goobbooobbbooooon

o00oooo0o00ooooOoOooooOoooooIPOOOOOOOOOOODOOIIPODOODOOOOOOOO

m TFTPODODO 192.168.10500000 critical.cfgO OO 00000000

UPLOAD METHOD=TFTP FILE=critical.cfg SERVER=192.168.10.50
DESTFILE=critical.cfg J

& TFTPOUOOOOOOOUNIXD OSO tftpd0 00000000000 DOO0ODO0OO0DOODDOOODOO
gboooooooooooooooooOooooooOooooooooooooooooooooooooon
goooooooooO0ooooooooooooooobooooooooooooooooooooooon
gooooooooooooon

UNxXOS[1]# cd /tftpboot
UNxXOS[2]1# touch critical.cfg
UNxXOS[3]1# chmod 666 critical.cfg

goooo CentreCOM 9424T/SP-E0 0 O0O0DODOODOO 25
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oooooooooooon

m 000000000000000OTFTPOOOO 192.168.105000000000000 backup.imgO
0000000000000 OSRCFILE/ZFILED APPBLOCKO OO OOOO

UPLOAD METHOD=TFTP DESTFILE=backup.img SERVER=192.168.10.5
FILE=APPBLOCK
s J0000000000000TFTPOOOD 1921681050 00000000000 OSRCFILE/FILE

O SWITCHCFGOOOoOooO

UPLOAD METHOD=TFTP DESTFILE=backup.cfg SERVER=192.168.10.5
FILE=SWITCHCFG

goobobooobbbooooboobood

s XMODEMOOOOOOOOOOOODOOOO

UPLOAD METHOD=XMODEM FILE=test.log

O00oo0oooo00oooo0o00ooo0o000ooo0o000oDOoOo0o000YOODOODOOOYesOO
OoooOoooooooo XMODEMOOUOOOODOOODOOODOOOOOOOoOOoOooooooooo
O0oOoooo XMODEMOOOOOOOOOOOOOOOOOO

& XMODEMOOOOOUOOOOOOOUOOOOOOO0OO0O0O0O0000O0O00O000000000o00oo0O0a

m 000000000000000XMODEMOIOOOODOOOOOOOOSRCFILE/ZFILED APPBLOCK
ooooogd

UPLOAD METHOD=XMODEM FILE=APPBLOCK

m 000000000000 0O0OXMODEMOODOODOOOOOOOOOSRCFILE/ZFILEO SWITCHCFG
ooooogd

UPLOAD METHOD=XMODEM FILE=SWITCHCFG

Dobboooooboooboooobon

LOADOOOOO1O00000METHODD LOCALOOOOOOOOOOOOODOOODOOODODO
cooooooobooboooooobooooooboooooooooboooobooboooOooooboOooon
ooboooooobooobooooooboooooooooooon
O0OOUPLOADOOOOO288000000METHODO LOCALOOOOOOOOOOODOOOOOO
ooooooooooboboooooobooooooboooooooboooooooooooobooon

m JO000000b00o0ocooooooooooobooooooooooboooooooooooogn
000000000000 O0ODESTFILEO APPBLOCKO O OOOOO
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ooooooooooooo

LOAD METHOD=LOCAL DESTFILE=APPBLOCK FILE=ats63_v200.img .

s J0000000000000000000000000000000000000000OSRCFILE/ZFILE
O APPBLOCKOOOOOOO

UPLOAD METHOD=LOCAL DESTFILE=cflash:backup.img FILE=APPBLOCK .

DobOoooooobboooooobbbodd

UPLOADOOOOO28800000O0METHOD O REMOTESWITCHOOOOOOOODODOOOOOOO
oooooooooooboooooobooooooboooooooboooooooooooobooon

m 0000000000000 000000000000000000000000O0OSRCFILE/ZFILE
O APPBLOCKOOOOOOO

UPLOAD METHOD=REMOTESWITCH FILE=APPBLOCK SWITCHLIST=1 .

s 0000000000000 000000000000000000000000000OSRCFILE/ZFILE
O SWITCHCFGOOOOoOOoO

UPLOAD METHOD=REMOTESWITCH FILE=SWITCHCFG SWITCHLIST=1

& 000000000000000000000000000000O00O00O000O00OO0O0O0OOOoOalP
goooooooooooooooooooooooooodgaon

s 000000000000 oO00O000ooooobooooboooooooooooboOooooaon
SRCFILE/FILEDOODOOOOODOOOODO

UPLOAD METHOD=REMOTESWITCH FILE=test.cfg SWITCHLIST=1 .
& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O00O0O0O0O0O00O0CCOOO0O0O0O000
ooooooooodgoo

oooooooooboooobooooood
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oooooooooooon

TFTPOODOOODODOOOODOOOO
A A A uprLOAD
UPLOAD METHOD=TFTP DESTFILE=flename

UPLOAD

METHOD=TFTP DESTFILE=filename.img
FILE=APPBLOCK SERVER=ipadd

UPLOAD

METHOD=XMODEM

FILE=APPBLOCK

METHOD=TFTP DESTFILE=filename.cfg
FILE=SWITCHCFG SERVER=ipadd
UPLOAD

METHOD=XMODEM
FILE=SWITCHCFG

FILE=filename SERVER=ipadd
UPLOAD
METHOD=XMODEM
FILE=filename

LOAD

METHOD=TFTP DESTFILE=filename
FILE=filename SERVER=ipadd

LOAD

METHOD=XMODEM
DESTFILE=filename

UPLOAD
METHOD=LOCAL
FILE=APPBLOCK
DESTFILE=filename.img

LOAD
METHOD=LOCAL

DESTFILE=APPBLOCK
FILE=filename.img

FILE=SWITCHCFG or filename.cfg

LOAD \
METHOD=TFTP DESTFILE=APPBLOCK
FILE=filename.img SERVER=ipadd oooooogo
LOAD
METHOD=XMODEM nooooooon
DESTFILE=APPBLOC s
L
UPLOAD
METHOD=REMOTESWITCH
SWITCHLIST=number
UPLOAD oooooood
METHOD=REMOTESWITCH 000000000
FILE=APPBLOCK oo0oooooooooon
SWITCHLIST=number =
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oo

ooboooooooooboooooon

0000000000000 0O0o0O00000O00O0ORAMO NVSOOOOOOOOOOOooOOoOoooo
oooooooooooosHow LoGoOOOOoO24r00oooooooooooon

000000000000000000000O0 syslog0 0000000000000 DOO0OO0OOOOO
oooooooooobobooooooboooooooooooooboooooooooooobooon

Dooboooooon

000000000020 00000000TEMPORARYOOOPERMANENTO O OOOOOOOOOO
ooooooooooobooooooboooooooogoad

e OTEMPORARYMOOOODOO RAMOO 400000000000000O00O0OO0DOOO
e OPERMANENTIDOOOOODO20000000NVSODODOO0O0OO0OOODOOODOOOOOOOOO
oooood

OooOooooSsSHoOwLOGU OOOoOo247oooouoooooooooo

s RAMOOOOOTEMPORARYO ODUOOOOOOOOOOOO
SHOW LOG
ooo

SHOW LOG=TEMPORARY[ SHOW LoG=TOUOOOOOOO 4

s NVSOOOOOPERMANENTO O OO0OOO0OOOOOOOOOO

SHOW LOG=PERMANENT[ SHOW LOoG=P0OUOOOOOOO 4

ooood

OODOOORAMONVSOOOOOOOOOO SHOWLOGOOOOO24rooUoooooooo

m JO0000000000000000000

SHOW LOG

m J000000000000000000 REVERSEOOOOOOOOOOOOOOOOOOOO

SHOW LOG REVERSE

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
oooooooooboooooooooooobobooooooooooooboooo

s JO000000000000o0oO0b0c00obo0oo0ooga
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oo

SHOW LOG SEVERITY=E J

s (0000000000 00o0o0000oo0ogooogoon

SHOW LOG MODULE=VLAN

ooood

000000000000 O000O00SAVELOGOOOOO1720000000000

s 0000000000000 0000000000000000000M log@OOOO0O
SAVE LOG FILENAME=hozon.log

ooooooooooobooooooboooooooooooooboooooooooooon

s (0000000000 00o0o0000oo0ogooogoon

SAVE LOG FILENAME=hozon.log SEVERITY=E

s (JO00000000000000000o00000bo00Oooo0od

SAVE LOG FILENAME=hozon.log MODULE=VLAN .

syslogDOOooOOooOoOoOd

O00o0oOooOOdsyslogOOO0O0OsyslogdDOOO0O00D00DO0O0O0O0O0OO0O0OOO0OOODO0OOO0OOO
000000000000o0OOsyslog00O00O0O0OODO0OO0OOOOOOODOOOOIPOOOODOOOO
oooooooooon

1. 0000000000000 00000syslogO0 00O 192.168.105000000000000000
CREATE LOG OUTPUT=2 DESTINATION=SYSLOG SERVER=192.168.10.5 J
2. 000O0OOOOoOoOooOoOooOOO

ADD LOG OUTPUT=2 MODULE=ALL SEVERITY=ALL

syslog0 0000000000000 O0000000000000000O0000000000O00000
0000000 syslogODOO00OOO0O0O0OD00O00O0O0000O0O0O000O00O0O00O syslogOOooOOnO
00000000000 OsyslogO 0000000000000 000O000O0O0O0O00OsSyslogdOO0O
0000 Zete/syslogeconfO OO OO OODOOOOOOsyslogO0O0O0O00O0O0O00OO0OO0OOOOOOOO
O00000000000 syslogd(8)0 syslog.conf(5)0 syslog(1)Ologger(l) 0O O OOO0OOO OO

msyslog0ODO0000000O00O0O0O0O0OO0ODESTINATIONOODOODOO SYSLOGOOSERVERO O
00000 syslogODOOOO IPOOOOOOOOOODO

CentreCOM 9424T/SP-E0 OO O0O0DOOODO 25 gooogd
613-000699 Rev.E



od

CREATE LOG OUTPUT=2 DESTINATION=SYSLOG SERVER=192.168.10.5
m 0000000000000 0000000000OSETLOGOUTPUTOOOODO187000000O
0000000o0ooooo200syslog0 0000000000000 OOOOOOOOOOOO

SET LOG OUTPUT=2 SERVER=192.168.10.100

m J00000000000000 DESTROYLOGOUTPUTOOOOO17000000000O

DESTROY LOG OUTPUT=2

gooobbooobobod

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
Oooo0o0o0oooooooo0ooo0o0ooooooooUoUoOoooooO ADD LOG
ouTPUTOOOOO7300000O000O0O010000000DOO0O0OO0OOODOOOOOOOOOOO
ooooogoooon

s 000000000000 O00000000000O0OOMODULEDOOOOOOOOOOOIDO
oooooO0ooO0o0oOooooooO0OO0O0OVLANDOOOOOOOOOOOooooooooooooooo
ooooogoooon

ADD LOG OUTPUT=2 MODULE=VLAN

oooooIiboo0oO0OoooooUooomooooo Ibooo0oooooooooooo

m 000000 EOErFOr000WarningD 00O 0000000000000 00000000
ADD LOG OUTPUT=2 SEVERITY=E,W .

cooooooooooooooooboooobooooogoa

s 0000000000000 00000000VLANDOOOODOOODDOOOO0O0O0O0 EDQErroro O
cooooooobooooooooooooooboooo

ADD LOG OUTPUT=6 MODULE=VLAN SEVERITY=E .

gogooaooo

m 000000000 SHOW LOGOUTPUTOOOOO2500 000000000 0OPermanent O
Temporary 00 000000000000 0O0OO0OOOO

# show log output

OutputID Type Status Details
0 Permanent Enabled Wrap on Full
ooooo CentreCOM 9424T/SP-E0 00O OOOOOO 2.5 37
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oo

Temporary Enabled Wrap on Full
Syslog Enabled 192.168.1.20

s (00000000000 000000DO00O000000O00O000000O00O000SHOW LOG
ouTPUTOOOOO25000000 FULLOOODOOOOOOOO

# show log output=2 full

Ooutput ID ...ttt i 2

Output Type .. ..., Syslog
Status ... Enabled
Server IP Address ............ 192.168.1.20
Message Format ............... Extended
Facility Level ............... DEFAULT
Event Severity ............... All

Event Module ................. All

m J00000000000000SHOW LOGSTATUSOOOOO252000000000000

# show log status

Event Log Configuration:
Event LOgging ... ..., Enabled
Number of Output Definitions .... 3

gooobbooon

ooooooooooooooooooooon

o o

Severity ooooo

Date goboooboogoboooobooobobo

Time goboooboogoboooobooobobo

Event gobooobogobooobobooobboobboobuooo

Event ID 0000 IDOaabccc 000000000000 IDObOOOOO

OOceccOOODOOOODODOOODOOOIDOSHOW LOGOOOOO
FULLOOOOOOOOOOOO0OO0O0O000

Source File:Line Number 000000000000 0O0O0O0ODOOOOO0OOOOOOOOOOOO
ooooSsHOw LOGOOUOOO FULLOODOOODOOOODoOOoOO

ooooo
0 8:
S Date Time EventID Source File:Line Number
38 | CentreCOM 9424T/SP-E0 DO OOOOODO 2.5 ooooo
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od

I 05/14/04 15:08:54 183001

file: File System initialized

fileapp.c:131

poboooooobooooboooobooboooooooooooooooon

googoo ERN ERN

E Error goooobooooobooobboooboo

W Warning goooboboooboboooboooboooboboobbon
I Information O0000000o00ooooo

0o

& 000000DebugD 00000000 OO0OO0DDOOOODOOOOODDOOOOODOOODODOOOO
gooooooooooooooooodooooooobodooooooooogan

ooOoOoOo Ibooooooo

OooooOoo Ibo00ooOoOoooooSsSHoOwLOGO OO OO247r0oo0n0 MODULEOODOO

0000000000000000000000
ID 000000 ooo

1 0000 SYSTEM

2 0000000000000 CLI

3 oo EVTLOG

4 MacOOOOOO MAC

5 00000000 (RSTP/ZMSTPOODO) STP

6 00000 LAN VLAN

7 GARP GARPOODODOOO

8 00ooo PCFG

9 000000000 PMIRR

10 000000000 PTRUNK

11 0000000000 PSEC

12 802.1X PACCESS

13 ACL ACL

14 DoS DOS

15 00000000000000000 MGMTACL

16 IP IP

00ooo CentreCOM 9424T/SP-E0000DDOOOD 2.5
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oo

17 gooooooooboo ESTACK
18 gooooood FILE
19 IGMP Snooping IGMP
20 QoS QOsS
21 TIME(SNTP OO O) TIME
22 TFTP TFTP
23 RRP Snooping RRP
24 HTTP HTTPOOOOODOO
25 TELNET TELNET
26 SNMP SNMP
27 RADIUS RADIUS
28 TACACS TACACSO O OOOOO
29 ENCO ENCO
30 PKI PKIDOOODOO
31 SSL SsSLOOooooog
32 SSH SSH
33 WDT WATCHDOGO O OOO oo
34 RTC RTCOOOOoGOoonO
35 USER USER
36 googo CFG
37 googooo CABLE
38 Classifier CLASSIFIER
O 10:

syslogO OO OO0

00000000 syslogODO0OOO0OO0OO0OOOOODOOOOOSsyslogOOOO0OOOO0OOOO0OOOOOO
000000 syslogOOOOoOooOooOnQ
0000000000000 0Osyslog0 0000000000000 O0O0O0O0OO0O0OO

ooooo syslog 00O
EO ErrorQ LOG_ERR
WO WarningO LOG_WARNING
10 InformationO LOG_INFO
0 11:
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SNMP

SNMP

O000000000000000000 SNMPO Simple Network Management Protocol0 O OO 0O 00O
IO0SNMPVIOOOOO0O 2c0SNMPv2clO 00000 3USNMPV3D OO OO0 oooog
SNMPV3OOOOOOO0OO0OOODODOMIBOOOOOOODODODODOODOODOOOooooooooooooo
0000000000 lo2c00000030000000000000000000COOOOOOOOO
Ol02c000000000000000030000000000000

SNMPV1/SNMPv2c

O00O0OSNMPVI/SNMPv2cO 000000 O0OOOOOO

O0OO0OO0OSNMPVI/SNMPv2cO O 0000000000000 0O0OO0O0ODOOOOOOOOOOOIPO
cooooooooooooogo

SNMPOOOOOOO viewersOOOQOOooQO
SNMPOOOOOO IPOODOO 192.168.10.5
SNMPOOOOOOOO IPOOOO 192.168.10.5

0 12:

1. SNMPOOOOUOOODOOOOODOOOOUOOOOOOOO0OO0OOOOOOO SNMPOOOOO
ooboooooooooooooooogod

ENABLE SNMP
ENABLE SNMP AUTHENTICATE_TRAP

2. SNMPOOOO0OO0OUOOOOODOOOOOOOODOOODOUOODOODOOODOOODOviewersdD
ooooooooon

CREATE SNMP COMMUNITY=viewers ACCESS=READ .

& O00000O0O0O00000O0O0O000000O0C0O0000000O0O0

& 000000000 SNMPOOOOOOOOO0ODOOOOOOODOOOOOOODOOOOOOOOOO
obooooooooooooooooooobooooooodoooooooooooooooooan
gooooooooooooOooodoooooooO0ooOoOoooooooooooooooooo0oOn
gooooodo

& 000000000000 SNMPOOOOOOOOODOOOODDOOOOOOOOODOOOOOOO
O000000public00000OO00O00DOO0O0DOOO0ODOO0ODOOprivateDO00DOO0O0DOO
00000o0o0oo00o00o0o0o200000000000000000000000O00OO0

goooo CentreCOM 9424T/SP-E00ODCOOOOOOO 25 |41
613-000699 Rev.E



42

SNMP

3. SNMPOOOOOOOOviewersDOODOOODOODODODOODOOOODOODOODOODOODOOODOOO
ooooOoooOooooOoooOo SNMPOOOOOODOOOOOODOOOOOOODOOOOOOO
coooooooooooooooo

ADD SNMP COMMUNITY=viewers TRAPHOST=192.168.10.5
MANAGER=192.168.10.5 J

oooooooooon
OO0O00OO0OOSNMPOOOOOOO192168.10500 00000 MIBOOODOOOOoOoOoooooooo
O0oOoooooSNMPOOOUOOOOOOOODOOOOODOOOOOOOOO

& 00000000000000000000SNMPVv2cO000000000O0O0OOO0O

m JOOOOSNMPOOOOO IOSNMPVIDODOOOOOOODOOOOOOOOOOOOOOOOOOO
CREATESNMP COMMUNITY OO OOO0O93000000000000000000O00O00OO0ODOOO
ooooooooobooooooooogod
cooooooooooooooooooooooooooooooooobooboooOoooooooon
oooo

SNMPOOOOOOO vitrapOviOOODOOoOoooooOo

SNMPOOOOOOOO IPOOOO 192.168.10.100vli 0000000000 0O0OO
0 13:

oooooo

create snmpv3 view=MyView subtree=1.3.6.1 storagetype=nonvolatile J

create snmpv3 access=MyAccess securitymodel=vl
securitylevel=noauthentication notifyview=MyView
storagetype=nonvolatile

create snmpv3 notify=MyNotify tag=MyTag storagetype=nonvolatile J

create snmpv3 targetaddr=MyTarget params=MyTraps ipaddress=192.168.10.10
taglist=MyTag storagetype=nonvolatile J

create snmpv3 targetparams=MyTraps username=MyUser securitymodel=vl
messageprocessing=vl securitylevel=noauthentication
storagetype=nonvolatile

create snmpv3 group username=MyUser securitymodel=vl groupname=MyAccess
storagetype=nonvolatile J

create snmpv3 community index=1 communityname=vltrap securityname=MyUser

storagetype=nonvolatile J

ooooooooooooooobooooooboooooooooboooobooooooooon

CREATE SNMPV3 TARGETADDR O O OO
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SNMP

TARGETADDR 063000000000

IPADDRESS vidooooooooooooIiPoOoOoo
CREATE SNMPV3 COMMUNITY 0O OO

INDEX 063000000000

COMMUNITYNAME 0000000 00CREATE SNMP COMMU-

NITYOOOOOOOOOOoOOoooooooooo
ooooooooogd

0 14

m v1OOOOOOOOOOOO0OOO0OO0O0O00000CREATE SNMPV3 TARGETADDROOOD OOOO
OOOOTARGETADDROOOOOOOODOOOOODOOOOOOODOOOOO

add snmpv3 targetaddr=MyTarget2 J

m J000vVviOOOOOO0OOOO0OO0O0OO0O0O000000DESTROY SNMPV3 TARGETADDRO OO O
ooooodd

destroy snmpv3 targetaddr=MyTarget2 .

mv1lO0OOO0OO0OO0O0O0O000000000000000000CREATESNMPV3COMMUNITY O
0000000000 INDEXODDOOOODODOOOO0DODOO0O0bOoo0o0oooooo

create snmpv3 community index=2 J

m 0000vVv1OOOOOO0OO0OO0000000000000000000DESTROY SNMPV3 COMMUNITY
ooooooooood

destroy snmpv3 community index=2

m JO0000000000ooOooobo0ooooooooooooooobooooooooooooooon
oooo

destroy snmpv3 community index=1

destroy snmpv3 group username=MyUser securitymodel=vl J

destroy snmpv3 targetparams=MyTraps

destroy snmpv3 targetaddr=MyTarget J

destroy snmpv3 notify=MyNotify J

destroy snmpv3 access=MyAccess securitymodel=vl
securitylevel=noauthentication

destroy snmpv3 view=MyView subtree=1.3.6.1 J
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m J0000000000000000000CADDSNMPCOMMUNITYOOOOO7800000000
000000oooooooooooviewersdO OO OOD0O192.168.10.1000 00 000 00 192.168.10.100
ooooogoooon

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.10 TRAPHOST=192.168.10.10 J

s J00000000000000000000000OCREATESNMP COMMUNITYOOOOO9300
000 ACCESSUOUOUOOOWRITEDOOODOOOOACCESSOOODOOOOOOOOOOOOoOO
OO0OOREADO OO

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=192.168.10.5 .

m JO000SNMPOOOOOOOODOOOOODOOOOODOOODOOOODOOOOOODOOOOOOOO
OSNMPOOOOOODOOOODOOODOOOODDOOOOOOODOOODODOO OPEND open accessd 00O
00000 vYESOOOOOODOOOOODOoOooOoO

e 0IOODOOODDOODO OPEN=YESOUDOOODOODO OPEN=NOOOOOOO

CREATE SNMP COMMUNITY=viewers ACCESS=READ OPEN=YES .

e OOIDOODOOODDOODO SETSNMPCOMMUNITYOOOODO1940000000000O

SET SNMP COMMUNITY=viewers OPEN=YES .

s SNMPOOOOOOOOOOOSHOW SNMPOOOOO?260000M0MSHOW SNMP COMMUNITY
ooo0o02620000000000

SHOW SNMP
SHOW SNMP COMMUNITY=viewers o

SNMPv3

O0O0O0OSNMPVIO OOOOODDOODOOOOODOO
coboooooboobooooooo@muoooooooooooooooooboooood

e JODOODOO
O00ooO0oooo0ooooooooMDbSD SHAODOOOODOOoooooooooooo
O0o0O00o0oOoOoDbESOOOOOOOOOOOO
O000000O0O0ADDSNMPV3USEROOOOO7900000000O0OO

o [IOOODOO
oooooMIBOOOOOOODOOOODOOOOOOOOOOOOOO0O0O0O0O00O0O
O0O0O00OO00OOCREATESNMPV3VIEW DO OOOOD1050000000000

e JOODOOODOOOOO
000000000000 0O00000000000000000SNMPYIOv2ecOv3OOOO MmO
poboooboooboooooooobooooobobooooooooboooooooooboooooooon
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oooboooooooooobomooooooooooooooooooooooooooonogn
000000000000 MO0O0O0O0CREATESNMPV3VIEWDOOOOO1050000000
oooot
000000000000 O0CREATESNMPV3ACCESSOOOOOOOOOOOOOOOO

o OOOOOOOOOODOOODODOO
0000000000000 0O00000o0oOO0oO0oooOoOSNMPYIOvV2cOV3ODOOOOO0OO
O000mMmOoO0oOoADDSNMPV3USEROOOOO7900000000000000O00O0OO
O0O00000O0CREATESNMPV3ACCESSOOOOOSO0OOOOOOOOOOMmM
000000000000 000000O00CREATESNMPV3GROUPOOOODO9OOOOO
ooooo

o [IOOODOO
ooooooooooooooooooooon
O0O000OO0O0O0CREATESNMPV3NOTIFYOOODOQOD1000000000000O

e IOOOODOOOOODOOOOOOOOON
oooooo0ooooooooooooooooooooOoOoo POOOODOOOODOOO
000000000 0OCREATESNMPV3TARGETADDRO OO OO0l 00000000 OO

e NUOOOOOOOOOOOOOOOOODOOOODOOO
0000000000000 0O000o0o0o00o0ooo0o0oooSNMPYIOv2eOv3O OO
oooooobooooooooooooooooooooooooooooooooobooogn
oooboooobooooooooboooooooooon
0000000000000 O0CREATESNMPV3 TARGETPARAMSD OO ODO103000000
oooo

e JOOOOODOOOO
ooobooooooooooooboodoooooooooooooooooooooog
000000000000 CREATESNMPV3ICOMMUNITYOOOOO97000000O000OO

& SNMPvl/v2c 0000000000000 DO0DO0DO0OO0O0O0ODOO0OOO0OO0DODUOODUOCREATE
SNMPV3COMMUNITYOOOOO0O9700000000OCREATESNMP COMMUNITYOOOOO9300
000000000000 000OSNMPYVIOOO0O00O0000000000000000000OOSNMPV3
000000000000 0o0DD000000O0SNMPYL/SNMPYV2cO00 0000 M e 0000 OSNMP
00000 1I0SNMPVIOOOOO0OO0OOOOO0OO0O0OO0000O0OO0OO0O00O0OO0O0O0OO0OO0OOOO0
ooooooodood

O0oOoOSNMPVIO OOOOOOOOOOUOOOOOOOOOOOOOOOOOOOOOOO

OOO00OOSNMPVIO OOOOOOOOOOOOODOODOOOODOOOOOOOOOOOIIPOOOOOODO
oooooooooon

& ADDSNMPV3USEROOOO0OO79000000000000000000O SNMPV3OODOO0OO0OOO0OO
OOCREATECONFIGOOOUO8 00D 00OUOO0OOO0ODOOOUOOD0OOOO0UODUODOUSAVE
CONFIGURATION OO OOOU17100000000000000000SET CONFIGDOOOO17700
000 NONEOODOOOOUOOOOOOU0ODO0ODO0O00O0O0O0000O000o00ooO00o0DOoUooO
OO0O0OO0OODELETESNMPV3USER DU OO U113000000000SAVE CONFIGURATIONOO OO
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0171000000000000000000SAVECONFIGURATIONOODOOO7100000000000O
SNMPv3O OOOOO0OO0O0OO0O0O0O000O0O00000O0O00O00000000000O000O00O0U0ODO0OO
0000000000000 00000000000000000000000000000000 SNMPv3
USEROODOO0O00O0O0000000000000000000a0

ooooo systemadmin24
oooo internet
ooooo Managers
00o0o0ooon0 internet
00o0o0ooon0 internet
oooooo internet
oooo sysadminTag
googoo host451
goooooooo SNMPmanagerPC
O 15:

1. SNMPOOOOUOOODOOOOODOOOOUOOOOOOOO0OO0OOOOOOO SNMPOOOOO
ooboooooooooooooooogod

ENABLE SNMP
ENABLE SNMP AUTHENTICATE_TRAP

2. 00000O0OO0OOO0OOOSNMPV3IOOOOOOOOODOOOOOOODOOOOOOODOOOOOO
oooo
000O000o0O0OoOdsystemadmin2d00 00000000

ADD SNMPV3 USER=systemadmin24 AUTHENTICATION=MD5
AUTHPASSWORD=kumanomi PRIVPASSWORD=imonamuk
STORAGETYPE=nonvolatile J

3. JooUoOooooooooooMIBOOOOOOOOOOOODOOOOODOOOOODOODOOO
O000OOinternet00001.361000000000000iInternet0 0000000

CREATE SNMPV3 VIEW=internet SUBTREE=1.3.6.1 TYPE=INCLUDED
STORAGETYPE=nonvolatile J

& 0000000D0O000OMIBOOODO1.3.6.1.00000 OIDU Object Identifiero 0000000
OMinternet0 00 0000000000000 DO0O0OO0DDOOOOCREATESNMPV3VIEWOOO
0010500000 SUBTREEDODOOOO0OODOOODOOOODO0O0O0O0O0O0O0OO0O0OOOOOooO
gooooooooooooooooooooon

4, 000O0O0OO0OO0OODOODOOOSNMPVIOOOOOOOOOOOOOOOOOOOODOOOOOO
oooboooooboooooooboooooobooooooooooooon
00000000000 Omanagers0000000OOmanagers000000000O0OOINternet
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SNMP

oobobooooooooboooooooooobooooooooooooooooooooon

CREATE SNMPV3 ACCESS=managers SECURITYMODEL=V3 SECURITYLEVEL=PRIVACY
READVIEW=internet WRITEVIEW=internet NOTIFYVIEW=internet
STORAGETYPE=nonvolatile J

5. DO0O0o00ooOoooooooooooOo0oooo0oooO0o0ooOoO00oLOoOoO0oooooO0O0n
oooo
0000o0oooogosystemadmin2d00 00000000 Omanagers00 00000000000

CREATE SNMPV3 GROUP USERNAME=systemadmin24 SECURITYMODEL=V3
GROUPNAME=managers STORAGETYPE=nonvolatile J

6. JO0O0OO0OO0OO0OO0OO0OOO0OOUOOOOUOOOOOOOOO

CREATE SNMPV3 NOTIFY=sysadmintrap TAG=sysadmintag TYPE=TRAP
STORAGETYPE=nonvolatile

7. 000000000000 O00OO0O0O0O0OSNMPVI/v2cO000000000O00OOO0OODOOO
oo0oooo0oooooooooo0boooooooooooooooooooooOoIPOO
ooboboooooboooboooooooooooooooooon

CREATE SNMPV3 TARGETADDR=host451 PARAMS=SNMPmanagerPC
IPADDRESS=192.168.1.100 TAGLIST=sysadminTag
STORAGETYPE=nonvolatile J

8. 00O0OO0OO0OOOOOOOOOO0LOO0OLOOOOO0OO0OOOO0OO0OOODO0OOODOODOODOOO
coboboooooooooooooooooobooooooooooooooooooog

CREATE SNMPV3 TARGETPARAMS=SNMPmanagerPC USERNAME=systemadmin24
SECURITYMODEL=V3 MESSAGEPROCESSING=V3 SECURITYLEVEL=PRIVACY
STORAGETYPE=nonvolatile

oooooooooon
OooOoOoOSNMPVIOOOOOOOOOOOOOOOOOMIBOOOOOOOOOOOOOOOOOOO
OO0oO0oo0SNMPOOOOOOOOOOOOODOODOODOOODOOO

SNMPOOOO IDOOOOOOOOSHOW SNMPV3ENGINEIDOOOOO2680 000000000

SHOW SNMPV3 ENGINEID

SNMPvli2c/N3 O 0O0O0O0

m J00000/0000000000000000000O000000O0O0O0

goooo CentreCOM 9424T/SP-E00ODCOOODOOOO 25 |47
613-000699 Rev.E



SNMP

m 0000000000000 0000 SHOW INTERFACECD O OOoOo245000000000d
O ifLinkUpDownTrapEnableD OO OEnabled0 DO OO0OO0OO0O0OO0OO0OO0OOOO

show interface=1 J

m J000000000system.ssysName QOO OO OOO0O SETSYSTEMNAMEOOOOO?21400
oooooooad

SET SYSTEM NAME=c9424

m 000000000system.sysLocation.00OO0OO0OOOO SETSYSTEM LOCATION OO OO 0213
oooooooooa

SET SYSTEM LOCATION="8F, TTC Bldg"

m J000000000system.sysContact.000 000000 SETSYSTEM CONTACTO OO O Od211
oooooooooa

SET SYSTEM CONTACT="Taro ARAIDO (Ext 2602)" J
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SNTP

SNTP

SNTPO Simple Network Time ProtocolD D 0D D000 0O0O0O00000O SNTPOOOOOOOOOO
goooooooobooooboooboobbobbooboobbooobDboooboobbobbooo
OO0O0OSNTPOOOOOOOOOOOO
SNTPOOOOOOONTPOOOOOOOOOOOOODODOODODOOOOOOOOOOOOOOOOOOO
O0000000O00OO0OOUOOSNTPOOUOOO NTPOOODODOOOOOODOOODOOOO

oood

SNTPOOOOOOOOOOOOOOOOOOOO0OOODO0O0OOO0O0OODOOOOODOOoOOO
ooooPO0O0OOOOODOOOOODOOOOO

SNTPOOOOO IPOODODO 192.168.10.5
oooooooutcooooooooo JSTO +9:00:000

1. SNTPOOOOOOOOOOOOO

ENABLE SNTP

2. SNTPOOOOO IPOOOOOOOOODOOOOOODO 1000000000 O00OADD SNTP
PEEROOOOO0O81O00O0MmMOIOO ADDSNTPIPADDRESSOOOOO0O80O0O0ODO0OODOODOOO

ADD SNTP PEER=192.168.10.5

ADD SNTP IPADDRESS=192.168.10.5 J

3. DOoUoOoouTCOUOO0OoOUOOoDOOoooUOOoOSNTPOOOOODOOOOODO UTCOOO
0000000000000 000000000000SETSNTPOOODOO2060 0000000
O0oOoooooisSToo UTCOO0 900 ooooooooooooooooooo

SET SNTP UTCOFFSET=9 .

oooooooooon
O0O00o00oO0ooOSNTPOOOOOOOUOOOOODOOOOOOOODOOOOOOODOODOOOOOO
oooo

m 00000 SHOWTIMEOOOOO286 00000000000

# show time
System time is 10:57:47 on 12-May-2004

m SNTPOOOOOOO SHOWSNTPOOOOO2800 0000000000

# show sntp
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SNTP Configuration:

Status ... o o i e Enabled
SEXVEer ..t 192.168.10.5
UTC Offset ........ ... ..o +9

Daylight Savings Time (DST) ... Disabled
Poll Interval ................. 600 seconds
Last Delta ........oiiin.. +0 seconds
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goooooooooooooooo

Jogoouogubouodoooon

oooo0ooo0oooooooo0ooo00oooo0ooobo00ooO0o0oo0nDOoooManagement
ACLOOOOOOTelnetDOOOOOODODOOOOOODOODOOOOOOOODOODOODOOOOOOO
ooooooooooooon
cooooooobooooooooboooooooooooooooboooobooboooOooooboooon
oobooooooooooooooon
cooooooooooooooooboooobooooooooobooooogon

e NIOOOOOOOOODOOOOOOOOOOOOOOOOOOON

e NOOOOODOOOOOOOOOOOOODOOOOOOOOOOOOODOOOOOOOOOOOOO
cobobooooobooooboooobooooooboooooooooooooooooooooog

e J0OOUIOOODODOODUIOOODOOODOODOOUODDOODDOOOODOOOSNMPOOO
ooooooooooooogd

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O00O0O0O0O0O00O0CCOOO0O0O0O000
ooooooooooooon

& O0000000000000O0O000000000O00O0000C0O0000O0000

ODO00D00O0OO0ODOO0OO0ObOO0OO0DOoOoO0OonooManagement ACLO

00000000000 oo0o0oooooooManagementACLOOODOODOO0OOOODOODOOOOO
Ooooooooooooo
Management ACLO OO OO 400000000000

ID ooooo
IPADDRESS ooooooooooooooooIiPOOBO
MASK IPADRESSOOOO0OOOOOOOIPOOOODOOOOOIPOOODOOOOOO

pooobobooooooooobooooomoooobooboooooooooon
IPOOOO0DOODOODOOOODODO 255.255.255.255" 0 000 192.168.10.0/24
OIPOOO0O0OO0OOOOOOOO0OOOO0OO0OO0O00O00O0O 255.255.255.0"
ooo

APPLICATION ooboboooooboooooooboooooobooooooooooooon

O 17
Management ACLO 0000000000 OoOooooog

e Management ACLOOOOOOO 10000000
e Management ACLO DO OOOOOOOOOO26000

oood
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goooooooooooooooo

Management ACLO OO0 OO0 OO0OOOOOg

1. Management ACLO O OO OOOCREATEMGMTACLOOOOO8 I DOOOOOOOOOO
ooooooooon
e |IPOODODO 19216810100 00000000000000O00O00O0OO

CREATE MGMTACL ID=10 IPADDRESS=192.168.10.10 MASK=255.255.255.255
APPLICATION=TELNET

e IPODODODO 1921681002400 000000000000000O0O0OO0ODO

CREATE MGMTACL ID=20 IPADDRESS=192.168.10.0 MASK=255.255.255.0
APPLICATION=TELNET

2. 0000000000000 0OO0OO000O0O0OO00OOENABLEMGMTACLO OOOO144
cooooooood

ENABLE MGMTACL

oooooogo

m Management ACLO 00000000000 O0OODESTROY MGMTACLOOOOO1180000O
ooooo

DESTROY MGMTACL ID=10

s J000000000000000000000000000ODISABLEMGMTACLOOOOO13100
oooooogo

DISABLE MGMTACL .

m Management ACLOOOOOOOO0O0O0OOO0OOOOOOOOOOADD MGMTACLOOOOO74
oooooooooon

ADD MGMTACL ID=10 APPLICATION=PING .

m Management ACLOOOOO0O0O0O0O0O0OO0O0O0OO0O0OO0OO0OO0OODELETEMGMTACLOOOO
plooooooooooo

DELETE MGMTACL ID=10 APPLICATION=PING .

s J00000000000000000000000000000SHOW MGMTACLOOOO0O253
ooooooooood

SHOW MGMTACL

m Management ACLO OO0 O0O0O00OSHOW MGMTACLOOOOO258300000 IDOO0O00OOOO
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SHOW MGMTACL ID=10
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oooo

Ooon

O000oOooooboeSOUOOOOOOODOOODOOODOOOOOOOODOODOOODOODOOODOOOOD
cooooooooboooobooooooooon

SYN Flood Attack TCPO SynO0OOO0OO0O0OO0O00O0OOO0OOOOOOOOOOOOOOOOOO
00000000000oooooOooooSyn/Ack0D000DOooOomOoonong
coooooooooooooooo

Smurf Attack 0000000000000 00000000o0o00o PingODOO0OOOOOODO
ooboboooooooobooobobooooooooooooooooboooog
cooooooooooooocooo

Land Attack OO0o0oooOooooooooUoooIiPOoOOoOOOODOSOOOOOOOO
oooodod

Teardrop Attack iPOOOOO0OOOOOODOOOOODOOOODODOOOO0O0OOOOOODOOO
00o0o00oooooooTCP/IPOOOOOOODOOOOO

Ping of Death 00000000o00o00o0ooOooPingDOO00O0OOOOOOOOOO
oooooooooooooon

IP Options Attack OO0 IPOO00O0O0OO0OOOOOOOOOOO

0 18:
000000 0000o00o0oooooon

e JUOOOODOOOODOOOOOOOODOOOOOOOODOOOO

e SmurfAttack 00O Land Attack 00 000000000000 O0OOO0OODO0OOOOOOOO
0000 IPOOD0OOOODOOO0ODOOO0ODOODOOOOOOOOLand AttackDOOODOOOO
oooooooooooo

e SmurfAttack D00 SYN Flood Attack 0D 000000000000 DO0OO0OOOO0OOOOO
ooboboooooboooboooobooooooooo

& 000000000000000Teardrop Attack 00O PingofDeathO OO OO OOOoOoOoCPUOOOO
goboobOooooooobooboo

SYN Flood Attack

O000000O00O0O0ooO0oOO0oO0oDO0oDOooOooO0OSYNOOOOODDOODOOODODO0OODODO0OOOOSYN
00000 SYN/ACKOOOOOD 2000000010000 20000SYNOOODODOOODOOoOoooO
oooooooooooooon

e SNMPOUOOOOOOOODOOOOODOOOOOOO
e 10000O0OOOTCPSYyNOOODODODDOOODOOOODDODOOOODDOOOTCPOODO
ooooooooon

oooooooooOoooOoooUoooo cpPUOOOOOOODOOOOOOOOODOOOOODOOODD
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oooo

oobooooooooobooooboobooooooboooooobooooboogd

m JO0000000OSYNFloodAttack D0 0O000DO0OOOOOOOOSETDOSSYNFLOOD D OO
001830000000000

SET DOS SYNFLOOD PORT=18-20 STATE=ENABLE .

Smurf Attack

00000000000000000000000O0oooO ICMPEchoOPingQDOOODOOOODOOOO
coooooooboooooooooooooooooooooooboooobooboooOooooboOooon
coooooooobooooboooo

oooo0ooooOoooOooooooo cpPUOOOOOOODOOODOOOOOODOOOOODOOODD
ooooooooooooooobooboooooooooooobooooboogd

m J00000000SmurfAttack 00D 0000000 O0ODOOOSET DOSSMURFOOODO D182
oooooooooon

SET DOS SMURF PORT=18-20 STATE=ENABLE
m SmurfAttack D00 0O00OO0OSETDOSOOOOO17800000000000000000OOOO
ooooIiPOOOO0DDOOOODODOOOODOOOOOO

SET DOS IPADDRESS=192.168.10.1 SUBNET=255.255.255.0 4

m [POO0OO0OOOOOOOOOOOOOOOOOOOSHOWDOSOOOOO227r0000o0ooooon

Land Attack

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
0000o0oO0ooooooooooooooooooo0ooooooo0oooooooo IPODOOOOO
ooooooooooooooooooooooooooooooboo0oooooooooooooolIP
oooooooobooooooooobooooogo

oooo0ooooOoooOoooUoooo cpPUOOOOOOODOOOOOOOOODOOOOOOOODD
cooooooooboooobooooooooon

m J00000000LandAttack OO0 O0000O00OO0OOO0OSETDOSLANDOOODOO18000
oooooogo

SET DOS LAND PORT=5,7 STATE=ENABLE

m Land Attack 0O O O0O0O0O0OOSETDOSOOOOO17800000000000000O0O0DOOO0ODO
o0 IPO0OOOO0O0OOOO0O0DOOOO0O0OOOO0O0DOOOO0O0OOOO0ODOO

SET DOS IPADDRESS=192.168.10.1 SUBNET=255.255.255.0 UPLINKPORT=24 .

m POOO0OOOOOOOOOOO0OO0O0OO0O0O00O0O00O0OOOOOOOOOSHOWDOSOO
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oooo

Ooo02270o0o00oo0oooo

& 0000000000 00000000DD000D0Land AttackDOOODDODOO0OO0DOOO0OODOOOO0ODD

Teardrop Attack

00o00o0oooooooooooooooooooooooooooooooooo IPOODOOOOOO
oooOooocpPuOOOOOOCPUDOOODOOOOOODOOOOOOODODOOODOODOOOOOODO
oooooboobooooooooboooooooooooooooboooooooobooooooooogg
oooooooooooboogd

e SNMPOUOOODOOOOODOOOOODOOOOOOO

e JO0O0O0UODDOOIDODOODOOODDOOOOUIDOODOOOUODOOOIPOOODOOODODO
oooo

& 0000000000 cCPUOOOOOODOOOOODOOOOOOODOODODOODOOODOODOOODOO
gbooooooooooooooOoooodooooooooonoooooooooooooooooooon

oo0ooo0oO0ooo0o0o0oO0ooo0o0O00o0oO0oooO0000oO0ooo0l100000000000000
oooo

m JO0000000OTeardrop Attack 00000000000 OOOSET DOSTEARDROPOOOO
o40o00ooooooo

SET DOS TEARDROP PORT=24 STATE=ENABLE .

Ping of Death Attack

0000000000000 000000000000o0oooOO ICMPEchoOPingDOOOODOOOO
O000O00o0oU0Ooo0oOoooooo0o0oOooOooOoe3488u00ooooooooooooo
6348800 00000000000 O0OO0DOOO0OOOOO CPUDODOOODOODOOODOOOOODO

000000000 0000000000 634880000000 O0O0O0OOODOOOOODOODOOOD
oooo

e SNMPOUOOOOOOOODOOOOODOOOOOOO

e I0000I0DODDOOODIOODOIDODOODODOOODODODODODOD ICMP EchoOPingD OO
oooooooood

& 0000000000000 Teardrop Attack DD 0000000000 DOO0OD CPUDNDODOOODOO
o0oo0o0o0oooo0o0ooUoo0o0ooooOooOooIGMPOOOOOOOOOOOOOO BPDUDO
ocPUOOOOUDOOOODOOODOOOOUOODOOOODODOOOOODDOOODODOOODOOODOO
oooooooooooooon

m 0O00000000OPIngofDeath Attack D0 0D O0OOOO0O0OO0DOOOOSET DOSPINGOFDEATH
ooooo1slooooooooon
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oooo

SET DOS PINGOFDEATH PORT=1,5 STATE=ENABLE .

IP Options Attack

IPOptionAttack 0D 00000000000 OODOOO0OOOOOOOOOOOO0OOOOOOOOO
oo IPO0O0OOOOOIPOOOOOOODOOOODOOOOOOODOODOODOOOOOO10000 200
O000ooogIPOptionAttack D0 D0 DO0OD0OODO0OODOOOOOOOOOOOOOOOO

e SNMPOOOUDOOOOODOOODOOOOOOOOO
e 100000DDIPOODODOOOOODOOOODOOOOO

oooo0ooooOoooooooooo cpPUOOOOOOODOOOOOOOOODOOOOODOOODD
ooooooooooooooobooboooooooooooobooooboogd

m 0O00000000IPOptionsAttack D OO OO0O00OO0DOO0OOOOOSETDOSIPOPTIONDOOO
09oooooooooo

SET DOS IPOPTION PORT=5,7 STATE=ENABLE
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oooooo

ooogn

O0000000000ENCO =Encryption and Compression00 000000000000 0OOENCO
O00000000000000000000000000000000000000SSLMWebOOOOOO
0)OosSsSHOOOOOOOOOOOOOoooOooooooooo

Dobooogd

ENCOOOUOOOOUOOOOUOOOOORSADDOO 51201536 0000000000000 0OO

RSA

RSAOO SSHOOOOOOOODOOOOOOOODOO SSLOOOOO WebOOOOOOOODODOOOO
ooo

m RSAOOUOOOOOOOCREATEENCOKEYOOOOO8OOOOO TYPEOODOOOO RSAD
O0OOOLENGTHOOODOODOODOOOOObtDOODOOODOOOOO0O0O 51201536bit0 00000
0000000000000 0000000o0oooo0ooooo0ooooooOn 1024bit00O0OonQ
ooo

CREATE ENCO KEY=2 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair" .

& RSAOODUOO0OOOOUOOOOOOOOOOOOOOOOOKey Generation completed with [Success]O0 O
oooooo

& RSAOO0O0OOO0OO0OOOOCPUOOOOOOOUOOUOOOODOOODOOODOOODOOOOOORSAODOOOOO
goooooooooooooooooOoooooooOo0odoooooOo0oo0ooooooooOoagon

& CREATEENCOKEYOUOOOU8UOUDOOODOOODOOOOODOO0OOODO0OOUOOOD0OODOO0ooooo
gbooooooooooooooooooooooooo0odoo00 oooooo0ooooooooooon
gbooooooooooooooOoooooooooOoooooboooooooooooooooooooon
gbooooooooooooooOoooooooooOoooooboooooooooooooooooooon
gooooooo

s 0000000000000 00000000000CREATEENCOKEY DO OO8OOOOO
FILEOOOOOOODOOOOODOOODOODOOO0O0OO0OO.keyOOOODOOKEYOOODODOOOOOOOO
0000000 o0ooU0o0ooUo0ooUoOooo0 FORMATOOOOOOOOOOOOO

CREATE ENCO KEY=2 TYPE=rsa FILE=mypublic.key FORMAT=hex .
m (000000000000 0O00O00CREATEENCOKEYDOODOO8 DOOOO FILEDOOO

0000000000000 000.key0ODOOO0OOKEYODOOOOOODODODODOOODODOOOOOOOO
000000000000 o0O0oo0oon0 FORMATOOOOOOODOOOOOO

CREATE ENCO KEY=3 TYPE=rsa FILE=hispublic.key FORMAT=hex
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oooooo

m 000000000 SHOWENCOKEYODOOOO2400 00000 O0O0OOOO

SHOW ENCO KEY

# show enco key

ID Algorithm

Length Digest

Description

1 RSA-Private 512 ESDD94FB my key pairl
2 RSA-Private 1024 FCFAD301 my key pair2
3 RSA-Private 1536 95631D26 my key pair3
4 RSA-Public 512 E8DD94FB
ooooo CentreCOM 9424T/SP-E0 0D O0OOOOOO 2.5
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Secure Shell

Secure Shell

Secure ShellOSSHO O OO OOOOOOODOOOODOOOOODOOOODOOOOOOODOOOOOOOO
coooooooboooooooooooooobooooooooobooooboooooooooboooon
oooooooooooooon
O0oOooSsHOOOOO 10150000000 2000000000000000000 1IPV4000MOI
0000000000000 00 3DES/RC4/128bit AES/192bit AES/256bit AESOO D OODOO0DOOO
oooooooooooooon

OoooOoooOooSSsHOOOOODOOOUOOOOooOoOoOooooooooooooooOoSsHO IPv4n
oooooooolipvADOOODDOOOODODOOOOODOOO
SSHOOOOOOOOoOOooOOoooOoooooooooooooo

e NOIOODOOODOODOSSHOODODOO 10150000000 2
e 000O0DODODO 3DES/RCA4/128bit AES/192bit AES/256bit AES
e DOOODOOOODOOODOOO

& SSHOOOUOOOOOTELNETOOOOOUOODOOUOOODUOOODODOUODOODOOTELNETOOOOOOO
gooooooo

ooooooooooooon

gooboood

O0oooooosSSsHOOOOOoOOooooooooooooooooooooolpvdoDOoOOOOO
oooooooooon

1. SSHOOOOOOOOOOHostKeyD O OO OO10OOOOOODOODOOOOOO 1024000000

CREATE ENCO KEY=1 TYPE=RSA LENGTH=1024 DESCRIPTION=host

& RSAOOUOOOUOOUOOOOODOO M Key Generation completed with [Success]D 00000000
0000000000000 000000000oRSAODOOOOOOOOCPUOOUOOOOOOOOO
0000000000000 0U000RSADOOOOOOOOOOOOOOOOOOOOOOUOg
gobooobooboooobobobobobobooooboa

& CREATEENCOKEYOOOOO8OUIOOOOODOODOUOOOOOOODOODOODOOOOOOOO
gboooooooobooooooodoooboooooooooooooooooo0ooooooooOn
gooooooooooo0oooooooooooooooooooooooooo0ooOooonoooan
gboooooooobooooOoooooooOoOoOoO0OoOo0oooooooooooooOoOooo0oo0O0n
ooooooooooooooooooooo

& 0000006553000 00000000000000000D0000O000D0O00O0O0UDOOO
O0OO0O0OO0OOO0OO0ODESCRIPTIONODOOODOOOOOODOOOOOOOOOOOOOOODOOOOO
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Secure Shell

00000000000 SHOWENCOKEY D OO ODO240000000000000

2. SSHOOOOOOOOOOOServerKeyDOOOOO200000000000000000O0OO 512
O0o00o000o0o0oo0o0oO012800000000000000000000O00DO0O0O 7680
ooooo

CREATE ENCO KEY=2 TYPE=RSA LENGTH=768 DESCRIPTION=server

& RSAOOUOOOUOOUOOOUOODOO M Key Generation completed with [Success]D 00000000
gobooboboobOoooobooboo

3. SSHOOOUOOUOOOoOOoOooOoOooOooo10200000000000b000O00000OO
oooo

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 .

m 000000000 SHOWENCOKEYODODOOODO2400 00000 O0O0OOOO

SHOW ENCO KEY
SHOW ENCO KEY=1

s (000000000000 000000000000000000000OENABLE SSH SERVERD
00001100000 SETSSHSERVERD OO O D2080 0000 EXPIRYTIMECOOOOOODO 0O
00000000000 000000EXPIRYTIMEOOOODOOOOOOO O OOODOOOOOOOOO
ooooooSssHOOOOOOOoOooOoOooOoosS000ooooooooooooooooon

ENABLE SSH SERVER HOSTKEY=1 SERVERKEY=2 EXPIRYTIME=5 .

000000000000 0000000000SETSSHSERVERO OO OO208000000000O

SET SSH SERVER EXPIRYTIME=5 .

m SSHOOOOOOOO SHOWSSHOOOOO2810 00000000000

SHOW SSH

m SSHOOOOOOOOOSSHOOOOOOOOooooooooo

e SSHOOODDOODOOODOOOO
e SSHOODDOODOODOODOOOOO
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PKI

0000 PKIOPublic Key InfrastructureD0 0000000000000 OPKIOOODOODOOOOOOO
SSLOOOO0OO0OWebOOOODODOOOODODOOOOOO

PKI OO

PKIO Public Key Infrastructure0 D0 0000 0000000000000 0OO0O0O0OOOO0OOOOOO
goooooooOoOoOoOoOODOOOOODDOOOOODOO0OO0OOOOOOPKIODOODOOOOOOO
ocAOO00OOO0OoOU0OoOo0OoOo0OoOo0OoOo0oOoOoDOoOooDoOoDoOoooOoUoOOooDOoOn
O0oOooITU-TX50900000000000000000 PKIDOODOOOOOOOOOODOOOO

oood

PKIODOOOOOOOOOOOOOO0ODOO0OO00O00000000000000O00O000DOO

s 000000000000 my-certD000000OKEYPAIROOOOOOOOOOOOOOOOOO
O0O0OO0OOSERIALNUMBERO O OOOOOOOODOOOOODOOOOO

CREATE PKI CERTIFICATE=my-cert KEYPAIR=0 SERIALNUMBER=0
gbooooooobooboboboooooboogoboooobobood my-certcerdoonooonO

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O0O0O0O0O0O0O0O0CCCOOOO0O00
gbooooooooooooooOoo0oOooooooOoo0oooooooo0ooooooooooooooon
ooooooooooooon

m J0000000000000000000000000 my-cert.cer000000O0LOCATIONDOD
0000oo0o0o0ooo00ooo0o0ooooO0oO0o0ooOoOo0oooOo0UooOTYPEOODOOOO
0000000000000 ooooOODself00O0OOO

ADD PKI CERTIFICATE="My Certificate" LOCATION=my-cert.cer TYPE=SELF .
s J00000000000000 enrol000000000000000O00O0O0O0O0O0O0O0O0O0O0

0000000000000 00(@00.es)D0D000OD0O0O0UOOKEYPAIROOODODOODODOOOO
000000000000 FORMATOOOOOOOOODOOOOODOOOOOOOOOOOOOOOO

CREATE PKI ENROLLMENTREQUEST="enroll" KEYPAIR=0 FORMAT=pem
O0000000000000000000000000000000000 enroll.esr00000000

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O0O0O0O0O0O0O0O0CCCOOOO0O00
gbooooooooooooooOoo0oOooooooOoo0oooooooo0ooooooooooooooon
oooooooooooooooon

m 000000000000000000000000 SHOW PKICERTIFICATEOOODOO25500
ooooogoooon
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PKI

SHOW PKI CERTIFICATE .

# show pki certificate

Certificate Database:
Name

MTrust

Type Source

CA’'s Certificate
EE’s Certificate

My Certificate

Trusted
Trusted
Trusted

CA Command
EE Command

Self Command

ooooo
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oooooooooooo

oboobouoooonod

ooooooooooooooooooooooooooooooooooolooooooooooOoo
oooooooooooo
oobooooooooobooooooboooooooooa

e JODO0OOOODDOOOODOOIPOOIDOODOODDOOOODDOOODDOOOODODOOOO

e NIOOOODOOOOOOOOOOOOODOOOOON

e JIOOODOOODDOUODODOOOODOOTFIPOOOODOOOODOODOODDOOOOOODO
oooood

e OODOOOOOOOODOOOOOOOOOOOOOODOOOOOOOOOOOOOOOOOO
ooobooooboooooooooodoo

oooooooooooooooooooooboooooooooboooobooooooooon
cooooooboobooboobooooooboooooboooboboooooboobooooooobonooon
oooooooooboooobooooood

MASTER MASTER
SLAVE SLAVE
SLAVE

pooooooooboooooooooooooooooOooooodg

e JOUIOODOOOUIDOODOSIOOIDOOOIOODODOOODOODDOODOODDOODOOD

e 000000 DOOODUDOOOOUDODOOODlIOODOOOODOOOODOOOODOOODODODO
coooooooooooooooo

e JUOOOODOOOODOOOOOOOODOOOOOOOODOOOO

e IOOOODOOOOOOOOOOOOOOOOODOOOOOOOOODOOOOOOOOO

e IIOOOOOOOOOOO0OOOOO0OO0DOOOOOOOODOOOOOOODOOOOODOO
OUNAVAILABLEOOOOOOOOOOOOOOOOOODOOOO
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oooooooooooo

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
ooooooooooooon

e JIIODODDDDODODefaut VLANOODODODDDDOODODOOOOOOOOOODODDODe-
fault VLANO OO VLANOOOOOOOOOOODOOOOOOIPOOODOODOOOOOOOOIP
coooooooooooooooo

e J0D0D0D0O0ODODOIUIDODOODOODOOODOOOOODODD VLANDODOODODOOOOOODOOO
oooooooood

& SNMPV3OOOO0OO0O0O0D0D0O00000O0000000000000000000000000OO00DO0O0O

& 0000000000000000000SNMPOOOOOOOOOOOOOOOOOOODOODDOOOOOO
00000000000 0O00Do00O0 TelnetD SNMPODOOOOOOODOODOOOOOD

oood

oooooO0oO0oO0o0OoOoOoOoooooooOoOO0O0OO0o0oO0ooooOoOOO0OO0O0 ADDDODDOOOO
oolooooooooooooo

1. 0000000000000 O00SET SWITCHSTACKMODED OOOO210000000000O
ooooooooooooodgd

SET SWITCH STACKMODE=MASTER
2. 00OoOoOooOoOoOoIPOOOOODOOOOOO

ADD IP INTERFACE=vlanl IP=192.168.1.10 MASK=255.255.255.0 J
3. Defaut VLANOOOOODOODOOOOODOOOOODOOOOO

SET IP LOCAL INTERFACE=vlanl

4, 000O0OO0OOOO0OOOOOOODOOO0OO0OOOO0DOOO0ODOOO0OOO00SET SWITCH STACK-
MODEOOOOO21000000000000000O

SET SWITCH STACKMODE=UNAVAILABLE

oooooogo

s J0000000000000000000000000000000SHOW REMOTELISTOOOO
0290000000000

SHOW REMOTELIST o

s 00000000000 0000000000000000ACCESSSWITCHOODOOO720000
oooood

ACCESS SWITCH NUMBER=1
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oooooooooooo

Dhoooooobboooooobbboooobobbbooooobdd

UPLOADOOOOO28800000O0METHOD O REMOTESWITCHOOOOOOOODODOOOOOOO
oooooooooooboooooobooooooboooooooboooooooooooobooon

m 0000000000000 000000000000000000000000O0OSRCFILE/ZFILE
O APPBLOCKOOOOOOO

UPLOAD METHOD=REMOTESWITCH FILE=APPBLOCK SWITCHLIST=1 .

s 0000000000000 000000000000000000000000000OSRCFILE/ZFILE
O SWITCHCFGOOOoOooO

UPLOAD METHOD=REMOTESWITCH FILE=SWITCHCFG SWITCHLIST=1

& 000000000000000000000000000000O0O00O000O00OO0OO0OOOoOalP
goooooooooooooooooooooooooodgaon

s 000000000000 oO00O000ooooobooooboooooooooooboOooooaon
SRCFILE/FILEDOODOOOOODOOOODO

UPLOAD METHOD=REMOTESWITCH FILE=test.cfg SWITCHLIST=1 .

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O00O0O0O0O0O00O0CCOOO0O0O0O000
goooooooooooooooooooooooooodgaon
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ooobogooogon

Dobooooggnd

0ooo
CLEARSCREEN . . . o oottt oo 82
DELETE EXCEPTIONLOG . .+« v v oooe et e e e 107
EXIT o oo e e e e e 153
HELP . o o e e e e e 155
LOGOFF . . o oo ot e e e e 158
LOGOUT .« o o e e e e e e e 159
QUIT o oot 168
RESTART . o o ot e e e e e e 170
SETSYSTEM CONTACT . . o o v o oo et e, 211
SET SYSTEM DISTINGUISHEDNAME . . . . o oottt 212
SETSYSTEMLOCATION . . .\ o oottt 213
SETSYSTEMNAME . . oo ot e e et 214
SETTIME oo oo e e 216
SHOW DEBUG . . o o o oo oo e 226
SHOW EXCEPTIONLOG . « .+« o o oo oo e 241
SHOW SYSTEM . . o o o oo o 283
SHOW TIME .« © o o oo oo 286

ooooooooooooon

COPY . 83
DELETEFILE . . . . . . 108
FORMATDEVICE . . . . . . e e 154
RENAME . . . . 169
SETCFLASHDIR . . . . . 175
SHOW CFLASH . . . . . 221
SHOWFILE . . . . 242
SHOW FLASH . . . . 244
oooooooooo
CREATECONFIG . . . . . . e 84
SAVE CONFIGURATION . . . . . e 171
SETCONFIG . . . 177
SHOW CONFIG . . . . . . e 223
oooooo
SETPASSWORD . . . . . 189
SETUSERPASSWORD . . . . . . . 217
SHOW USER . . . . . 287
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oooood

ADD RADIUSSERVER . . . . . . 76
DELETERADIUSSERVER . . . . . . . . e 111
DISABLE AUTHENTICATION . . . . . . . e 127
DISABLE RADIUSACCOUNTING . . . . . . ... e 132
ENABLE AUTHENTICATION . . . . . . . e e 140
ENABLE RADIUSACCOUNTING . . . . .. . . e e 145
PURGE AUTHENTICATION . . . . . . . e e 160
SET AUTHENTICATION . . . . . e e 174
SET RADIUSACCOUNTING . . . . . . e e 192
SET RADIUSSERVER . . . . . . 193
SHOW AUTHENTICATION . . . . . e 219
SHOW RADIUSACCOUNTING . . . . . .. e e 258

ooooooooooooon

LOAD . . . 156
UPLOAD . . . 288
oo
ADD LOG OUTPUT . . . . e 73
CREATE LOG OQUTPUT . . . . . . 87
DESTROY LOG OUTPUT . . . . . e e e 117
DISABLELOG . . . . . . 129
DISABLELOG OUTPUT . . . . . . e e e 130
ENABLELOG . . . . . . e 142
ENABLE LOG OQUTPUT . . . . . . e e e e 143
PURGE LOG . . . . . . 161
SAVE LOG . . . . 172
SET LOG FULLACTION . . . . . e 186
SETLOG OUTPUT . . . . . e 187
SHOW LOG . . . . . 247
SHOW LOG OUTPUT . . . . e e e e e 250
SHOW LOG STATUS . . . . e e s 252
SNMP
ADD SNMP COMMUNITY . . . . e e 78
ADD SNMPV3USER . . . . . 79
CREATE SNMP COMMUNITY . . . . . 93
CREATE SNMPV3 ACCESS . . . . . . e e s 95
CREATE SNMPV3 COMMUNITY . . . . 97
CREATESNMPV3 GROUP . . . . . . e 99
CREATE SNMPV3 NOTIFY . . . . 100
CREATE SNMPV3 TARGETADDR . . . . . . . 101
CREATE SNMPV3 TARGETPARAMS . . . . . . 103
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CREATE SNMPV3VIEW . . . . 105

DELETESNMP COMMUNITY . . . . . . e 112
DELETESNMPV3USER . . . . . . . . 113
DESTROY SNMP COMMUNITY . . . . . e e 119
DESTROY SNMPV3 ACCESS . . . . . . e 120
DESTROY SNMPV3COMMUNITY . . . . . . e 121
DESTROY SNMPV3 GROUP . . . . . . . e 122
DESTROY SNMPV3 NOTIFY . . . . . . e 123
DESTROY SNMPV3 TARGETADDR . . . . . . . . e 124
DESTROY SNMPV3 TARGETPARAMS . . . . . . . . 125
DESTROY SNMPV3VIEW . . . . . . e 126
DISABLE INTERFACE LINKTRAP . . . . . . . e e 128
DISABLESNMP . . . . . 133
DISABLE SNMP AUTHENTICATE.TRAP . . . . . . . . 134
DISABLE SNMP AUTHENTICATETRAP . . . . . . . . . 135
DISABLE SNMP COMMUNITY . . . .. e 136
ENABLE INTERFACE LINKTRAP . . . . . . e 141
ENABLESNMP . . . . e 146
ENABLE SNMP AUTHENTICATE.TRAP . . . . . . . e 147
ENABLE SNMP AUTHENTICATETRAP . . . . . . . 148
ENABLE SNMP COMMUNITY . . . . . . e e 149
PURGESNMPV3 ACCESS . . . . . . . e 163
PURGE SNMPV3 NOTIFY . . . . . e e e e 164
PURGE SNMPV3 TARGETADDR . . . . . . . . . e 165
PURGESNMPV3VIEW . . . . . . e 166
SETSNMP COMMUNITY . . . . . . e 194
SETSNMPV3 ACCESS . . . . . . 195
SET SNMPV3 COMMUNITY . . . . e 196
SETSNMPV3GROUP . . . . . 198
SET SNMPV3 NOTIFY . . . . e 199
SET SNMPV3 TARGETADDR . . . . . . . e 200
SET SNMPV3 TARGETPARAMS . . . . . . 202
SETSNMPV3USER . . . . . 204
SETSNMPV3VIEW . . . 205
SHOW INTERFACE . . . . . e s s 245
SHOW SNMP . . 260
SHOW SNMP COMMUNITY . . . . 262
SHOW SNMPV3 ACCESS . . . . . e e e 264
SHOW SNMPV3 COMMUNITY . . . . 266
SHOW SNMPV3ENGINEID . . . . . . 268
SHOW SNMPV3 GROUP . . . . . e e 269
SHOW SNMPV3 NOTIFY . . . . e e e e 271
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SHOW SNMPV3 TARGETADDR . . . . . . . e 272

SHOW SNMPV3 TARGETPARAMS . . . . . . . e 274
SHOW SNMPV3USER . . . . . . . 276
SHOW SNMPV3VIEW . . . . . 278
SNTP
ADD SNTP IPADDRESS . . . . . . . 80
ADD SNTPPEER . . . . . 81
DELETESNTP IPADDRESS . . . . . . . . . e 114
DELETESNTPPEER . . . . . . . 115
DISABLESNTP . . . . 137
ENABLESNTP . . . . e 150
PURGESNTP . . . . 167
SET SNTP . . 206
SHOW SNTP . . 280
oooooo
SET ASYN . . o 173
SET PROMPT . . . 191
SET SWITCH CONSOLETIMER . . . . . . . . e 209
SHOW ASYN . . . 218

ooooooooon

DISABLE TELNET . . . . . . e 139
ENABLETELNET . . . . . . 152
SETTELNET . . . . . 215

ooooooooobooooboooo

ADD MGMTACL . . . . 74
CREATE MGMTACL . . . . . e 89
DELETE MGMTACL . . . . . e e 109
DESTROY MGMTACL . . . . . e e e 118
DISABLE MGMTACL . . . . . e 131
ENABLEMGMTACL . . . . . . e e 144
PURGE MGMTACL . . . . . e e 162
SETMGMTACL . . . . . 188
SHOW MGMTACL . . . . . e 253
oooo
SET DOS . . . 178
SET DOSIPOPTION . . . . . . 179
SETDOSLAND . . . . . 180
SET DOSPINGOFDEATH . . . . . . e 181
SETDOSSMURF . . . . 182
SETDOSSYNFLOOD . . . . . . 183
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SETDOSTEARDROP . . . . . 184

SHOW DOS . . . . 227
SHOW DOS IPOPTION . . . . . e e 228
SHOW DOSLAND . . . . . 230
SHOW DOSPINGOFDEATH . . . . . . . . e 232
SHOW DOSSMURF . . . . . 234
SHOW DOSSYNFLOOD . . . . . . . e 236
SHOW DOSTEARDROP . . . . . . e 238
oooooo
CREATEENCOKEY . . . . . 85
DESTROY ENCOKEY . . . . . e 116
SETENCOKEY . . . . . 185
SHOWENCOKEY . . . . . 240

Secure Shell

DISABLESSH SERVER . . . . . . . . 138
ENABLESSH SERVER . . . . . . . e 151
SETSSHSERVER . . . . . . 208
SHOW SSH . . . 281
PKI
ADD PKICERTIFICATE . . . . . e 75
CREATE PKICERTIFICATE . . . . . . e e 91
CREATE PKIENROLLMENTREQUEST . . . . . . . . . 92
DELETEPKICERTIFICATE . . . . . . 110
SETPKICERTIFICATE . . . . . . e e e 190
SHOW PKI CERTIFICATE . . . . . . e e e 255

oooooooooooo

ACCESSSWITCH . . . . . 72

SET SWITCH STACKMODE . . . . . . . . . e 210

SHOW REMOTELIST . . . . . e e 259
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ACCESS SWITCH

ACCESS SWITCH

00000000000 /000000000000

ACCESS SWITCH [NUMBER=index] [MACADDRESS=macadd]

index: 00000
macadd: MAC O 0 0 0O O XX-XX-XX-XX-XX-xx 0 0 0 O

g0

MASTERO OO OOOOOOODOOOOOOOOOOO
goooog

NUMBER SHOWREMOTELISTOOOOOOOOOOMMNumOOOOODOODOOOOOOOO
MACADDRESS 0OO0OOOO0OOO MACOOOOOOOOOO

g
s 00000 100000000000

ACCESS SWITCH NUMBER=1

goooog

SET SWITCH STACKMODED 210000 O
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ADD LOG OUTPUT

ADD LOG OUTPUT

oooooOoooooo /00

ADD LOG OUTPUT=output-id MODULE={ALL|module-list} SEVERITY={ALL)|

severity-list}

output-id: 0O OO 1DO 20200
module-list: 0000000000000 O0OOOOOO
severity-list: JOOOO0OEW,IOD000O00O00OOO0OOOOOOOOO

00

cooooooboooooooooooooooooon
CREATELOGOUTPUT LU OOOOOOOOOOODOODOOODOOODOOOOODOOODOOOOOOOO
oooooooboooooooooooooooooon

goooog

OUTPUT 0OOOOO IDO2020000000000000
MODULE 0OO0OO0OO0OOO0OO
SEVERITY O0OO0O0OO0OOOOOOOO

g
s VLANOOOOOOOOOOOOOO0OoOO0ooooo30o0oooo

ADD LOG OUTPUT=3 MODULE=VLAN SEVERITY=ALL

goooog

CREATE LOG OUTPUTO 870000
SET LOG OUTPUTO 1870000
SHOW LOG OUTPUTO 2500 0 0O

goooo CentreCOM 9424T/SP-E0 0 O0O0DODOODOO 25
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ADD MGMTACL

ADD MGMTACL

00000000000 /00000000000000000

ADD MGMTACL ID=1..256 APPLICATION={TELNET|PING|ALL}

g0

Management ACLO D OO0 000000000 OO0OO0O0OO0OOOO0OOO0OO0OOODOOOOO0OOOOO
oooo

goooog
ID O0OO0OO0OO0O0ooo

APPLICATION OO0OO0O0O0O0O0OOOOOOOOOOOOOO0DOO0OO0OO0DOO0OO0OO0OOOTELNETO
PINGODALLOOOOOOOOOOOOOOOALLOOOOOOO

gooooggon

# add mgmtacl id=10 application=ping
Entry Attributes added

g
s 0000000 1000000000000000

ADD MGMTACL ID=10 APPLICATION=PING

goooog

DELETE MGMTACLO 1090 00O
SET MGMTACLO 1880000
SHOW MGMTACLO 2530000
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ADD PKI CERTIFICATE

ADD PKI| CERTIFICATE

00o0oooooooo /ZPKI

ADD PKI CERTIFICATE=string LOCATION=filename [TRUSTED={YES|NO|ON|OFF|
TRUE|FALSE}] [TYPE={CA|EE|SELF}]

string: 000000010240 0000000000000000000D0D0O0O0DDMO0OD0O0O#$%&’(
Yy l-\e‘{+*};:],./_-000000D00D0!'=000000000000000000000000000M
filename: 000000102800 00000000#%8%&’()"-"@‘'{+}-00000000000.cerd

00

ooooooooooooooooooooon
goooog

CERTIFICATE OO0OO0O0O0OO0O0OO0OOOOOOOOOOOOOOO

LOCATION 0OO0OO0OO0OO0OOOODO (cer)OOODO

TRUSTED 000000000000 OODOOOODOOYES/ON/TRUEODO NO/OFF/FALSEC OO
000000000 YES/ZON/TRUEO

TYPE 00000000000 OOOOOOCADOOOOUOOOOOUOOMMEEDOOOOOOOOOO
OO0O0OMMSELFOO0DOOOOO0ODOO0OOO0OOO0O0OOOOOoooOooDO EED

goooog

CREATE PKI CERTIFICATED 910000

CREATE PKI ENROLLMENTREQUESTO 920000
DELETE PKI CERTIFICATED 1100000

SET PKI CERTIFICATED 190000 O

SHOW PKI CERTIFICATEO 255 0000
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76

ADD RADIUSSERVER

ADD RADIUSSERVER

00o0ooO0oooooo /000000

ADD RADIUSSERVER {SERVER|IPADDRESS}=ipadd ORDER=1..3 [SECRET=secret]
[PORT=port] [ACCPORT=port] [LOCAL={vIlanname|l..4094|NONE}]

ipadd: IPOOOO

secret: 000000001030 0000000000000O0O0OODOUOOOOOO

port: UDP O OO0 OO 10655350

vlanname: VLAN O 010200 00000000000000 000000000 O0OOO0OOO0OOOOOOOO0O

00

0000000000 RADIUSO Remote Authentication Dial InUser Server0 0000000000
goooono

SERVER/IPADDRESS RADIUSOOOOO IPOOOOO

ORDER RADIUSOOOOO0OOOOOO 103000000000

SECRET RADIUSOOOOOOOOOOOOO

PORT RADIUSOOOOOOOOUDPOOOOOOODOOOOO 181200

ACCPORT RADIUSOOOOOOOOODOOOOOUDPOOOOODOOOODOO 181300

LOCAL RADIUS Access-Request D 0O IPO 0000000000000 0O0O0O0OOOVLANDO
VIDOOOONONEDO OOOOOO NONEONONEOOOORADIUSOOOOODOOOOO VLAN
oooooooooliPoOOIPOOOOOODOO

g

000000000 RADIUSOODO 1921681050 000000000000pORSGAIIOODO
00 100000000 181200000000000000 18130

ADD RADIUSSERVER SERVER=192.168.10.5 ORDER=1 SECRET=pOR8Gd PORT=1812
ACCPORT=1813

goooogn

ORADIUSSERVEROORADIUSOOOOOOOOO
ORADIUSOOOOOOOOO300000O000O000O0DO0DOO00OO00O0OO0ODO0O0ODOOOOO
00000000 RADIUSOOOODOOOOOOOOOOOODOOOOOOOOOOOOOODOO UbP
0000000 o0o0o0oOoRADIUSOOOOOOOOOOO
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googoo

DELETE RADIUSSERVERO 1110000
SET RADIUSSERVERD 19300 00O
SHOW AUTHENTICATIONDO 2190000

ooooo
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78

ADD SNMP COMMUNITY

ADD SNMP COMMUNITY

00o0ooOooooog /ZSNMP

ADD SNMP COMMUNITY=community [TRAPHOST=ipadd] [MANAGER=ipadd]

community: SNMPOOO0O0DOO0O0103200000000000000000000000CODOOO0OOOO0O
0Do0oo0@™boOo0oo0U00oooODm\ODODODO0DLDO0O0DLDLOUO000MDODO0O000ObO0O0ODDOOOO
ipadd: IPOOOO

g0

SNMPOOOOODOODDOOOOOOOOOOOODOOODOODOOOOOO
goooog

COMMUNITY SNMPOOOOOOOOO

TRAPHOST SNMPv2cOOOUOOOOOOOOOOOOOO0OOOOO0OOOOSNMPv2cOOOOOO
ooboboooooooooooooobooooobooooooooood

MANAGER SNMPOOUOOOOOOOOOOOOOOOOOOOOOOOOOODOOMANAGERDO
O0o0o00o0ooooooOo SNMPOOOOOOOOOOOOOOOOOSNMPOOOOOOO
OOPENDODOOOO YESOODODOOMANAGEROOOOOOODOOOOOOODDODOOOOO
SNMPOOOOOOODOOODO

g
s SNMPOOOOOOOOpublicCOOOOOODOOOOODOOOO

ADD SNMP COMMUNITY=public MANAGER=192.168.20.5

goooog

CREATE SNMP COMMUNITYO 930000
DELETE SNMP COMMUNITYO 1120000
DESTROY SNMP COMMUNITYO 1190000
DISABLE SNMP COMMUNITYDO 136 D OO O
ENABLE SNMP COMMUNITYO 1490000
SET SNMP COMMUNITYO 1940000
SHOW SNMP COMMUNITYD 262000 O
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ADD SNMPV3 USER

ADD SNMPV3 USER

00o0ooOooooog /ZSNMP

ADD SNMPV3 USER=username [AUTHENTICATION={MD5|SHA}]
[AUTHPASSWORD=password] [PRIVPASSWORD=password] [STORAGETYPE={VOLATILE|
NONVOLATILE}]

username: SNMP OO O0OO00010320000000000000000000000DO00O00O0O0OODOOOO0OO
ooooooo

password: 0 00000103200 000000000000000000DDOO0O0OO0ODOO0OOOOODDOOODO
oooo

g0

OSNMPV3D O OOOOOOOOO
goooog

USER SNMPOOOOOO

AUTHENTICATION OO0O0O0O0O0O0OMDSOSHAOODOOOOOOOODOOOOODOOOOOOOO
NONEO O OOOOOOOO

AUTHPASSWORD 00O0O0O00OOOAUTHENTICATIONOOMDSO SHAOOOOOOOOOO
ooooogd

PRIVPASSWORD 0000000 OOOOOOOOO0O0O0OOOOOOOOOOOODESODOOOO
AUTHENTICATION O NONECO OOOOOOOOOOOOOOOOO

STORAGETYPE 0OO0OOOOOONONVOLATILEDOOOOOOOOVOLATILEODOODODOOOOO
OOOOOOVOLATILEDODOOOOMmM

o
s SNMP OO O0O0Osystemadmin240 00000 O

ADD SNMPV3 USER=systemadmin24 AUTHENTICATION=MD5 AUTHPASSWORD=kumanomi
PRIVPASSWORD=imonamuk STORAGETYPE=nonvolatile

goooog

DELETE SNMPV3 USERO 1130000
SET SNMPV3 USERI 20400 00O
SHOW SNMPV3 USERO 276 D O OO
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ADD SNTP IPADDRESS

ADD SNTP IPADDRESS

00000O0ooooo /ZSNTP

ADD SNTP IPADDRESS=ipadd

ipadd: IPOOOO

g0

0000000 SNTPOOOOOIPOOODOOOOOOOSNTPOOOOO 10000000000 ADD
SNTPPEEROODOOOOOO

goooog

IPADDRESS SNTPOUOOOO IPOOOOO

g
m SNTPOODO000192.168.105000000000000000000000O0OJST +09:000

ENABLE SNTP
ADD SNTP IPADDRESS=192.168.10.5
SET SNTP UTCOFFSET=9

goooog

DELETE SNTP IPADDRESSO 1140000
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ADD SNTP PEER

ADD SNTP PEER

00000O0ooooo /ZSNTP

ADD SNTP PEER=ipadd

ipadd: IPOOOO

g0

0000000 SNTPOOOOOIPOOODOOOOOOOSNTPOOOOO 10000000000 ADD
SNTP IPADDRESS O OO OOOOO

goooog

PEER SNTPOOOOOIPOOOOO

g
m SNTPOODO000192.168.105000000000000000000000O0OJST +09:000

ENABLE SNTP
ADD SNTP PEER=192.168.10.5
SET SNTP UTCOFFSET=9

goooog

DELETE SNTP PEERO 1150000
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CLEAR SCREEN

CLEAR SCREEN

00o0o0o0oooooo /0000

CLEAR SCREEN

cooooooooooooogo
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COPY

COPY

00000000000 /0000000000000

COPY [device:]filenamel.ext [device:]£filename2.ext

device: 00000000000 OOOflashOO0O cflashOOO0O0O00O0000000000O0O0O0OOOOOOO
gooood

filenamelext: 00 OO0 00000

filename2.ext: 00 OO0 OO0O0OO0O

g0

ooooooooood

goooog

LOADO 1560000
SHOW FILEO 2420000
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84

CREATE CONFIG

CREATE CONFIG

00o00o0o0ooooo /0000000000

CREATE CONFIG=filename

filename: 000000102800 000000007"'@#%$% & ()--{}0000000000O0O.cfgn

g0

ooooooooooooooooooooooooooOooooboooon
goooog

CONFIG 0OO0O0OO0O0O0OO00OO0OO0O0DOOOODOOo.CRGMUOOODOOODOoOODoOooooon
ooboboooooboooooooooooooooo

gooooggon

# create config=kumanomi.cfg

Creating configuration file "kumanomi.cfg" ..... done!

g
m 0000000 basicefgO0ODOO0OO0OODOOODOOODOODOOOOOOOO

CREATE CONFIG=basic.cfg
SET CONFIG=basic.cfg

goooogn

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
oooooooooon

00000000000 oo0o00ooo0O00oooo0o00YOOOoooDoOOYesOOOOOOOOO
O000oo0oO0ONOOOOOOONoOOOOODODOOOODDOOOODODOOOOO

goooog

RESTARTO 1700000
SET CONFIGO 1770000
SHOW CONFIGO 2230000
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CREATE ENCO KEY

CREATE ENCO KEY

00o0ooO0oooooo /000000

CREATE ENCO KEY=key-id TYPE=RSA [LENGTH=512..1536] [DESCRIPTION=string]

CREATE ENCO KEY=key-id TYPE=RSA [DESCRIPTION=string] [FILE=filename]
[FORMAT={HEX|SSH|SSH2}]

key-id: O 0 0 000655350
string: 00001012700 0000000000000000O0O0OCOOOOOOOOOO
filename: 00000010630 000000.keyO

g0

RSAOOOOOOOOOOOOOOOOOOOOOODOOOOODOOO
O0000O0O0O0O0OO0O0OO0O0OOOCREATECONFIGOODODOOOOODOOOOOOODOOOOOOO
oooooooooooooogo

goooog

KEY O0OOO0OO

TYPE 000000000 OO0OO0OO0 RSAURSADUOOOOOOrsa00O00O000OO0OLENGTHO
OO0 FILEODOOOODOOOOOFILEDOOOOODOOKEYDOOOOOOOOOOOO0o0O0O0O0O
oooboooooooooooooooooobooooooooooooobooooooooogn
O0O0OKEYOOOOOOOOOODOOOOOOOOOOODOOO0O000O0000000FILEDOO
OO0 LENGTHOOOOOOOODOOOOOOOOOO RSAODOOOOOOOOOODOOOOOO

LENGTH 0OO0O0OOO0OOO0OO0OORSAOODOOOOOODOOOOOOOORSAOOOOOODOD 32000
000000000000 000000Ss12015360000SSHOOO0OOOODOOO 51201536
ooooogd

DESCRIPTION OOOO0OO0OOOOOO

FILE RSAOOUOODOODOOOOOODOkKeyDODOOOODOOOODOO0OOOOODOOOODO FORMAT
0000000000000 0000KEYODODOOOOOOOOO RSAODOOOOOOOOOFILE
O00oooo0oo0ooooooo0boO0o0ooO00ooO0o0oo0DO0O000O0OKEYDDOODO
0000000o0oooO0O00OFILEDOOODOODOOOOOOOOOODODOO0O00000000
ooooooooooooon

FORMAT RSAOOOO0OOOOOOOOOOOODOOOOOOOOO0HEXOl6OOODOOOOOOOO
0000000000000000 SSH/SSH2O Secure Shell DO ODOOOO0OMFILEODOOOO
O0000000000oo000oHEXD

gooooggon
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CREATE ENCO KEY

#create enco key=1 type=rsa length=1024 description=host

This step will take approximately 2 minutes to complete.
During this time the switch CPU will be very busy which might
impact its normal operation!

Key generation will take some time. Please wait...

Key Generation completed with [Success]

g
s RSAO0OOOO0O0OOOOO0OOOOO0O0OO 256020480000

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair"

mJ000RSAODOOOOOOSSHOOOOOOOOOOO mypublickeyOOOOGO0O

CREATE ENCO KEY=3 TYPE=RSA FILE=mypublic.key FORMAT=SSH
s J00000000000000 hispubkeyOODOOO400000000000OD0O

CREATE ENCO KEY=4 TYPE=RSA FILE=hispub.key FORMAT=SSH DESCRIPTION="His

public key"

goooogn

ooboooobooboobobooooooodbooooboooooooooooobooooobooboooog
cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
ooboooooobooobooooooboooooooobooooon

goooog

DESTROY ENCOKEYO 116 0 OO O
SETENCOKEYO 1850000
SHOW ENCO KEYD 2400 00O
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CREATE LOG OUTPUT

CREATE LOG OUTPUT

oooooOoooooo /00

CREATE LOG OUTPUT=output-id DESTINATION=SYSLOG SERVER=ipadd
[FACILITY={DEFAULT|LOCAL1|LOCAL2|LOCAL3|LOCAL4|LOCAL5|LOCAL6G|LOCAL7}]
[ SYSLOGFORMAT={NORMAL|EXTENDED}]

output-id: 0O OO 1DO 20200
ipadd: IPOOOO

g0

syslogOD 000000000 syslogOODOOOOooOOoOooooOO
O00O0O00oOoOoOoADDLOGOUTPUTOOOOOOOOODOOOOUOODOUOOOOOODOODOOODOO
goooooboogooboooooo

goooog

OUTPUT 00000 IDO202000000000000MI00 PERMANENTO 10 TEMPORARY
goooobood

DESTINATION 00000000 0OO0OO0OSYSLOGOSERVERODOOOOOOOODOO syslogd O
000000000000 syslogOO0O0O0oOoOoOoooooOoOoooooOn

SERVER 000000000 IPOOOOOOOOOOsyslogOOOOOUDPS400000000

FACILITY syslogODOOO0O0OO0OO0O0000O0O00000OO0OO0OOODEFAULTOOO LOCAL1O700
0000000000000 O0DEFAULTO

SYSLOGFORMAT syslog0 000000000000 EXTENDEM OOOO0OO0OOOO0sysNamel
00000000 NORMALOOOOOOOODOOOODOOODOOOOOOOOOODOO EXTENDEDUO

g
m 000000 syslogO OO0 192.168.1.2000

CREATE LOG OUTPUT=2 DESTINATION=SYSLOG SERVER=192.168.1.2
ADD LOG OUTPUT=2 MODULE=ALL SEVERITY=ALL

goooogn

gouTPUTOOOOODOOOOODOOOO

goooog
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ADD LOG OUTPUTO 730000
DESTROY LOG OUTPUTO 1170000
DISABLE LOG OUTPUTO 1300000
ENABLE LOG OUTPUTO 1430000
SETLOGOUTPUTO 1870000
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CREATE MGMTACL

CREATE MGMTACL

00000000000 /00000000000000000

CREATE MGMTACL ID=1..256 [IPADDRESS=ipadd] [MASK=ipadd]
[APPLICATION={TELNET|PING|ALL}]

ipadd: IPOOOO

00

Management ACLO 0 D 0OOO0O0OO0O0O0O0OO0O0OO0O0O0OO0O0OOO0OO0OO00O0O0OO0OO0OO0O0O0O0
ooooooooooolprOoOoO0O0o0oooooooooOo0oooOooooooooooobooO
coooooooobooooooooooooooooogoa

goooog

ID OO0OO0OO0O0ooo

IPADDRESS IPOOO0OOOOOO0OOOOOOOOOOoOO0OOODOOOOOO

MASK [IPADRESSOOOO0OOOOOOO IPOOOODOOOOOIPOOOOOODOOODOOOOODO
000000o0ooooooo00ooOooooooooooooooooooooo IPOO0OOOO
000000000 255.255.255.255” 0000 0D0192.168.10.0/240 0000000000000
OO 255.255.255.0" OO0 OOOOOOOOOOOOO0000OO0OOO

APPLICATION OO0OO0O0O0O0O0OOOOOOOOOOOOOO0DOO0OO0OO0DOO0OO0OO0OOOTELNETO
PINGODALLOOOOOOOOOOOOOOOALLOOOOOOO

gooooggon

# create mgmtacl id=10 ipaddress=192.168.1.10 mask=255.255.255.255 application=telnet

g
m|[PO0OO0O 19216810100 000000000 TelnetOOOOOODOOOOOOOOOOO

CREATE MGMTACL ID=10 IPADDRESS=192.168.10.10 MASK=255.255.255.255
APPLICATION=TELNET

m[PO0OO0O 1921681007240 000000000000 TelnetO OO OOOOODOOOOOOOOO
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CREATE MGMTACL

CREATE MGMTACL ID=20 IPADDRESS=192.168.10.0 MASK=255.255.255.0
APPLICATION=TELNET

goooogn

0000000000000 000000oo00oo0ooo0oo0o0oo0oooooooooOTelnet
ooboooooobooobooooooboooooooobooooon
O0oOoooOoo260000000

goooog

DESTROY MGMTACLO 118000 O
SET MGMTACLO 1880000
SHOW MGMTACLO 2530000
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CREATE PKI CERTIFICATE

CREATE PKI CERTIFICATE

00o0oooooooo /ZPKI

CREATE PKI CERTIFICATE=string KEYPAIR=key-id SERIALNUMBER=0..2147483647
[SUBJECT=distinguished-name] [FORMAT={DER|PEM}]

string: 000000010240 0000000000000000000000000000000000#%%&”(
)~|-A\@‘{+*};:],./_EI]IZIIZIIZIIZIIZIIZIIZIIZIIZI!=IZIIZIIZIIZIIZIIZIDDDDDDDDDDDD"DDDDDDDDDED
key-id: 00O OO OO0 IDO0OO 655350

distinguished-name: X.500 0 O O O DN 10 128 0 0 O CNO Common NameO 64 O O [0 OUO Organizational
Unit064 O O I OJ Organizationd64 O O (L0 Locality(64 O O (1O STO State or Province164 0O O (10 CO Country
2000000000 0000000000000000000!M#$%&()="]-"\@‘{+*};:]..<>?000
000000000000 ”000000000o0o0oooooooom”ecn=myname,o=myorg,csjp”’0000

00

oooooooooooo
goooog

CERTIFICATE 0O0OO0OO0O0OO0OOO0OO0OOO0DOOOOOOOOOOOOOOOOOOODOOO0 namedOO
oooood name.cer 00

KEYPAIR 0OO0O000O0O0O0O00O0O0OO0O0OOOOOOOO IDO

SERIALNUMBER O O0O0O0OO0O0O0O0O0O0OO

SUBJECT X5000000DNMOODOO0OOODOO0O0OODOOOOOODOOOOOSET SYSTEM DISTIN-
GUISHEDNAMEO OOOOOOOOO DoOoooo

FORMAT 000000000000 OOOOOOODEROOOOOOOOOOPEMOASCHOOOM
000000 DERO

goooogn

cobooooooboooooooobooooooooooooooooooobooboooooooobooooon
ooooooooooooooooooooooboooooooooooooooooOogon

goooog

ADD PKI CERTIFICATEO 750000
DELETEFILED 1080000

DELETE PKI CERTIFICATED 1100000
SHOWFILEO 2420000
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CREATE PKI ENROLLMENTREQUEST

CREATE PKI ENROLLMENTREQUEST

00o0oooooooo /ZPKI

CREATE PKI ENROLLMENTREQUEST=string KEYPAIR=key-id [FORMATZ{DER‘PEM}]
[TYPE=PKCS10]

string: 000000010240 0000000000000000000D0D0O0O0DDMO0OD0O0O#$%&’(
Yy l-\e‘{+*};:],./_-000000D00D0!'=000000000000000000000000000M
key-id: 0000000 IDOOO 655350

00

ooooooooobooooboooo
goooog

ENROLLMENTREQUEST 0OO0OO0O0O0OO0O0O0OO0O0OO0OO0OO0OmMnameD 00000000000
O name.csrd g

KEYPAIR 0OO0O000O0O00O00O0O0OO0O0OOOOOOOO IDO

FORMAT 000000000000 OOO0OOOODEROOOOOOOOOOPEMOASCHOOOMM
000000 DERO

TYPE O0OO0OO0OO0OOO0OOOPKCS#100O00O00O0OO

goooogn

cobooooooboooooooobooooooooooooooooooobooboooooooobooooon
coooooooooooooooooooooooooooooooooboooooOoooooa

goooog

ADD PKI CERTIFICATEO 750000
DELETEFILED 1080000

DELETE PKI CERTIFICATED 1100000
SHOWFILEO 2420000
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY

00o0ooOooooog /ZSNMP

CREATE SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [TRAPHOST=ipadd]
[MANAGER=1padd] [OPEN={ON|OFF|YES|NO|TRUE|FALSE}]

community: SNMPOOO0O0DO0O0O0103200000000000000000000000CO0OOOOOO0O
0Do0oo0@™boOo0oo0U00oooODm\ODODODO0DLDO0O0DLDLOUO000MDODO0O000ObO0O0ODDOOOO
ipadd: IPOOOO

00

SNMPOOOOOOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOOO

ACCESS 00UO0OUO0UO0U0OUOUOUOUOOUOREADODOOOOOOOOOOOOgetOget-nextdOd
OODODOOWRITEOODOOOOOOgetOget-nextOset0 000000

TRAPHOST SNMPv2cOOOUOOOOOOOOOOOOOOOOOOOOOOOOOOOSNMPv2cO
000000000 o0o000o0o00oooO00oOo000oOoO0o0DoOo0O00DOOooCREATE
SNMP COMMUNITYOOOOOO 1000000000000000000O0O000O0O00OO
O0oOoooooooo ADDSNMPCOMMUNITYOOOOOOOOOO

MANAGER SNMPOOUOOOOOOOOOOOOOOOOOOOOOOOOOOOOMANAGERDO
O0o0o00o0ooooooOo SNMPOOOOOOOOOOOOOOOOOSNMPOOOOOOO
OOPENDODOOOO YESOODODOOMANAGEROOOOOOODOOOOOODODDODOOOOO
SNMPOOOUDOOOODOOOOOOOUOOOODOOUOODOOOODOOOUOOOOOOOoOoOoDOO
ADD SNMP COMMUNITY O OOOOO

OPEN SNMPOOUOOOOOOOOOOOOODOOOOOOOOOOOOONODOOOOOOOO
MANAGEROOOOOOOOOOOOOOOOOOOOOOOODOOOYESODOOOOOOOOO
OSNMPUOOOOOUOODOOOOONOYESOTRUEDO OO OFFONOOFALSEO D OOOOO
oo

g
s SNMPOOOOOOOOpublichOOOOOO

CREATE SNMP COMMUNITY=public

00000000 SNMPOOODOOOOadminsDO 0000000000 DO0OOO0ODOOOOODO
00 1722011000000
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=172.20.1.1
TRAPHOST=172.20.1.1

goooogn

OOPENOOOOODOOOOONOODOOODOOOOODOOODOODOOSNMPOOOOOOOOO

goooog

ADD SNMP COMMUNITYO 78 0000
DELETE SNMP COMMUNITYO 1120000
DESTROY SNMP COMMUNITYDO 1190000
DISABLE SNMPO 1330 00O

DISABLE SNMP COMMUNITYDO 136 0 OO O
ENABLE SNMPO 146 0 0O O

ENABLE SNMP COMMUNITYO 1490000
SET SNMP COMMUNITYO 1940000
SHOW SNMP COMMUNITYDO 262000 O
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CREATE SNMPV3 ACCESS

CREATE SNMPV3 ACCESS

00o0ooOooooog /ZSNMP

CREATE SNMPV3 ACCESS=group SECURITYMODEL={V1|v2C|V3}
SECURITYLEVEL={NOAUTHENTICATION|AUTHENTICATION|PRIVACY} [READVIEW=view]
[WRITEVIEW=view] [NOTIFYVIEW=view] [STORAGETYPE={VOLATILE[NONVOLATILE}]

group: SNMPOOU0OO00O010630000000000000000000O000OOOO0OOOOOOOOOOOOOO
ooooo

view: SNMPOOO0OCO1063000000000000000000DOUOO0DDOO0OOOOODDOOODDOO
oooo

g0

OSNMPVID O OOOODOOODOODOOOO
goooog

ACCESS SNMPOOOOOO

SECURITYMODEL 00000000 O0OOO0O0OO0OOOOOOSNMPOOOUOOOODOOOOOOOOO
0 0 v10 SNMPv1 v2cd SNMPv2cl v3O SNMPv3D 000000 Od

SECURITYLEVEL 000O000COO000OO0OOOOO0O00OO0OOOOOO0OO0OOOOOU0OOOOO
noauthenticationD 0 000000000 MauthenticationD D00 0000 00O O M privacyd O
goooobooobbooobooooboo

READVIEW 00000000 0OOCO0O0DOO0OOOOCOMIBOODOOODOOODOODODOODOODOOOOO
OO0OOOO0OCREATESNMPV3IVIEW OO OOOOODOOOODOOOOOOOUOOOUOOOOOOO
ooooMIBOOODOOoOoOOoOooOooooO

WRITEVIEW 00000000000 OOO0OOOOOMIBOOODOOOOOOOOOOOOOOOOO
OO0OOO0OO0OCREATESNMPV3IVIEW OO OOOOODOOOODOOOOOOOUOOOOOOOOOO
ooooMIBOOODOOooOOoOooOooooO

NOTIFYVIEW 00000000 00000000O0O0C0cO MIBOOODOOOOUOOOOoooooooOo
O0OOOO0ODO0OO0OO0OCREATESNMPV3VIEW O OOUOUOOOOOOOOOUOOOOOOOOOOOO
OO0o0ooooMIBOODOOOODOOOOODOOOoOoOO

STORAGETYPE 0OO0OO0OO0OO0OOONONVOLATILEDOOOOOOOOVOLATILEDOOOOOOGOOO
O0OOOOOVOLATILEDOOOOO M

g

s SNMPOOOOOmanagers0O0 0 0000000000000 DOO V3OOODOOoooooooooo/
0000000000000 00000ooo0oooOoOOinternet00001361000000000
ooooooooboooboooobobooon
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CREATE SNMPV3 ACCESS

CREATE SNMPV3 ACCESS=managers SECURITYMODEL=V3 SECURITYLEVEL=PRIVACY
READVIEW=internet WRITEVIEW=internet NOTIFYVIEW=internet
STORAGETYPE=nonvolatile

goooogn

O0000000O0SNMPvL OO O defaultV1iGroupReadOnlyO defaultV1GroupReadWrite 0 2 0 0O O
000 00SNMPv2e OO O defaultV2cGroupReadOnly O defaultV2cGroupReadWrite 0 200 0 0 O
goooooogoo

goooog

DESTROY SNMPV3 ACCESSO 120000
SET SNMPV3 ACCESSO 1950000
SHOW SNMPV3 ACCESSO 264 000
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CREATE SNMPV3 COMMUNITY

CREATE SNMPV3 COMMUNITY

00o0ooOooooog /ZSNMP

CREATE SNMPV3 COMMUNITY INDEX=index COMMUNITYNAME=community
SECURITYNAME=username [TRANSPORTTAG=tag] [STORAGETYPE={VOLATILE]
NONVOLATILE}]

index 000000010630 00000000D0O00DO0OO0DOOOOOODOUODDOUODDOOODOO
oooo

community: SNMPOOOOOOCOOO10630000000000000DO00OO0DO0DODDODDOOLODO
0Do0oo0@™boOo0oo0U00oooODm\ODODODO0DLDO0O0DLDLOUO000MDODO0O000ObO0O0ODDOOOO
username: SNMP OO O0O00010320000000000000000000000DO00O00O0OO0OOOOO0OO
ooooooo

tag: 0000102550000000000000000000000000000000O00O0O00OOOOOOO0

g0

OSNMPV3O SNMPOOOOOOOOODOOOO
goooog

INDEX 000000000

COMMUNITYNAME 000000000000 OO0O0OO0OOOOOOO

SECURITYNAME SNMPv1O OO v2cOOOOO0OOOO0OOOMOADDSNMPV3USEROOOOO
coooooooooooooom

TRANSPORTTAG OO0OOO

STORAGETYPE 0OO0OOOOOONONVOLATILEDOOOOOOOOVOLATILEDOODODOOOOO
OOOOOOVOLATILEDODOOOOMmM

g
s SNMPOOODOOOOODOINdex30O0OOOOO

CREATE SNMPV3 COMMUNITY INDEX=Index3 COMMUNITYNAME=test SECURITYNAME=test
TRANSPORTTAG=trans STORAGETYPE=nonvolatile

goooogn

OSNMPvl/v2c 000000000000 DO0OOOODOCREATE SNMP COMMUNITY
oooooogo
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googoo

DESTROY SNMPV3 COMMUNITYO 121 0000
SET SNMPV3 COMMUNITYO 1960000
SHOW SNMPV3 COMMUNITYO 266 0 00 O
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CREATE SNMPV3 GROUP

CREATE SNMPV3 GROUP

00o0ooOooooog /ZSNMP

CREATE SNMPV3 GROUP USERNAME=username SECURITYMODEL={V1|v2C|v3}
GROUPNAME=group [STORAGETYPE={VOLATILE|NONVOLATILE}]

username: SNMP OO O0O00010320000000000000000000000DO00O00O0O0OOO0OOO0OO
ooooooo

group: SNMPOOUO0O00O01063000000000000000000O0O000ODOOO0OOOOOOOOOOOOOO
ooooo

g0

OSNMPVID O OODOOOOOOODOOOOODOOOOODOOOO
goooog

USERNAME SNMPOOOOOOOOOOOOADDSNMPV3USEROOOOOOOOOO

GROUPNAME SNMPOOOOO0OO0OOO0OOOOOCREATESNMPV3ACCESSOOOOOOOOOGU

SECURITYMODEL 00000000 OOO0O0OOOOOOOSNMPOOOUOOOOOOOOOOOO
0 0 v10 SNMPv1 v2cd SNMPv2cl v3O SNMPv3D 000000 Od

STORAGETYPE 0OO0OO0OO0OO0OOONONVOLATILEDOOOOOOOOVOLATILEDOOOOOOOOO
OOOOOOVOLATILEDODOOOOO

o
m SNMP 0000 0Osystemadmin2400 SNMPO O OO Omanagersd 0000000

CREATE SNMPV3 GROUP USERNAME=systemadmin24 SECURITYMODEL=V3
GROUP=managers STORAGETYPE=nonvolatile

goooogn

O00000000SNMPv1/v2e O O O defaultV1GroupReadOnly O defaultV1GroupReadWrite O de-
faultV2cGroupReadOnlyO defaultV2cGroupReadWrite D DO OO0 00O 0O

goooog

DESTROY SNMPV3 GROUPO 1220000
SET SNMPV3 GROUPDO 198 0 0 0O O
SHOW SNMPV3 GROUPO 269 00 00O
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CREATE SNMPV3 NOTIFY

CREATE SNMPV3 NOTIFY

00o0ooOooooog /ZSNMP

CREATE SNMPV3 NOTIFY=notify [TAG=tag] [TYPE={TRAP|INFORM}]
[STORAGETYPE={VOLATILE|NONVOLATILE}]

notify: 000010630 0000000000000 O000DDOO0OO0OOO0DDOOOOOO0ODODOOOOD
tag: 0000102550000000000000000000000000000000O00O0O00OOOOOOO0

00

OSNMPVID OOOOOOOOO
goooog

NOTIFY OO0OO0OO

TAG 0OO0OOO

TYPE 000000000000 OOOOOOOOTRAPODOOOOOOOO INFORMOOOOOOO
0000000000000 00000TRAPOOOOOM

STORAGETYPE 0OO0OOOOOONONVOLATILEDOOOOOOOOVOLATILEDOODODOOOOO
OOOOOOVOLATILEDODOOOOMmM

o
m 0 O000sysadmintrapd0 000000

CREATE SNMPV3 NOTIFY=sysadmintrap TAG=sysadmintag TYPE=TRAP
STORAGETYPE=nonvolatile

goooog

DESTROY SNMPV3 NOTIFYO 1230000
SET SNMPV3 NOTIFYD 1990 00O
SHOW SNMPV3 NOTIFYO 2710000
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CREATE SNMPV3 TARGETADDR

CREATE SNMPV3 TARGETADDR

00o0ooOooooog /ZSNMP

CREATE SNMPV3 TARGETADDR=target PARAMS=params IPADDRESS=ipadd
[UDPPORT={0..65535}] [TIMEOUT={0..2147483647}] [RETRIES={0..255}]
[TAGLIST=tag] [STORAGETYPE={VOLATILE|NONVOLATILE}]

target: SNMP O 0O 0O000106300000000000000O0O0O00O0OOOOOOOOOOOUOUOOOOO
oooooo

params: SNMP O U O O0O0O0000O0O0O0O00OO0100000000000000O0OOOOOUOOOOOOOg
gobooobOoOoooboooono

ipadd: IPOOOO

tag: 00001025000 00000000000000000000OO0O00OO0O0OOO0UUOOO0OUUOOOOOg
gobboobOoOoooboobooboooa

g0

OSNMPVID O OODOOOOOOODOOODOODOOOOODOOOO
goooog

TARGETADDR SNMPOOOOOOO

PARAMS SNMPOOOOOODODOOOODODODOOOCREATE SNMPV3 TARGETPARAMS O OO O
coobooooboooooooooooooood

IPADDRESS 00OO0OOOO0OIPOOOOO

UDPPORT 0OOO0O0OO0O0OOOOOUDPOOODOOOGSS3SO0OO0OOOOOOOOOONDOIe20

TIMEOUT 000000000000 OO0O0O0O0OOO0OOO0OO0O0OOO0OO0ODOO0ODOO0OOOODOOO
O0oOoooooooolseonooomm

RETRIES 000000000 OO0OOOO0OO0OOOOOODOOOOOOOO300M™

TAGLIST 0000 CREATESNMPV3NOTIFYOOOOOOOOOCREATE SNMPV3 COMMUNITY
ooboooooobooobooooood

STORAGETYPE 0OO0OOOOOONONVOLATILEDOOOOOOOOVOLATILEDOODODOOOOO
OOOOOOVOLATILEDODOOOOMmM

g
s SNMPOOOOOOhost4510000000

CREATE SNMPV3 TARGETADDR=host451 PARAMS=SNMPmanagerPC
IPADDRESS=192.168.1.100 TAGLIST=sysadminTag STORAGETYPE=nonvolatile
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CREATE SNMPV3 TARGETADDR

goooogn

OSNMPvl/v2c 000000000000 DO0O0OODOCREATE SNMP COMMUNITY
O0O0O0O000O0ADDSNMPCOMMUNITY OOOOOOO

goooog

DESTROY SNMPV3 TARGETADDRO 1240000
SHOW SNMPV3 TARGETADDRO 2720000
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CREATE SNMPV3 TARGETPARAMS

CREATE SNMPV3 TARGETPARAMS

00o0ooOooooog /ZSNMP

CREATE SNMPV3 TARGETPARAMS=params USERNAME=username SECURITYMODEL={V1|
V2C|v3} MESSAGEPROCESSING={V1|V2C|V3} SECURITYLEVEL={NOAUTHENTICATION|
AUTHENTICATION|PRIVACY} [STORAGETYPE={VOLATILE|NONVOLATILE}]

params: SNMPO OO 00000000000 O010630000000000000O00O0UOO0ODOOOOOOO
oooooooooooooooon

username: SNMP OO O0O0O0010320000000000000000000000DO00O00O0OO0OOOOO0OO
ooooooo

g0

OSNMPVID O OOOO0OOO0OOO0OOOOO0OOOOOOOO0OOO0OO0OOOOO0OOO0oOoOoOoo
oooooooobooobooooboobooon

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOOO

USERNAME SNMPOOOOOOOOOOOOADDSNMPV3USEROOOOOOOOO

SECURITYMODEL SNMPOOOUOOOOOOOSNMPOOUOUOUOODUODOOOOOOOOOOVL
O SNMPv1 V2CO SNMPv2c1 V3O SNMPv3OD O OO Qoo O

MESSAGEPROCESSING SECURITYMODEL O V1000 V2COOOO0O0O0OOO0OOOOODOOOO
0000000 d SNMPOUOOOOOOOOOOOOOOOOVIOSNMPVLMIV2CO SNMPv2c]
V3OSNMPV3OD O OO O O0O0OO0SECURITYMODELD V3UOOOOOOOoOoOOooOoOOv3OoOoO
gooo

SECURITYLEVEL 0000000000000 000000000000OO000O000O000O0OOO
0 O noauthenticationD 0 00 000 00O OO M authenticationd O 00 00 00O OO M privacy
goooooboogooooobooboo

STORAGETYPE 0OO0OO0OO0OO0OOONONVOLATILEDOOOOOOOOVOLATILEDOOOOOOGOOO
O0OOOOOVOLATILEDOOOOO M

g
s SNMPOOOOOOOOOOOOOOOSNMPmanagerPCOOOOOOO

CREATE SNMPV3 TARGETPARAMS=SNMPmanagerPC USERNAME=systemadmin24
SECURITYMODEL=V3 MESSAGEPROCESSING=V3 SECURITYLEVEL=PRIVACY
STORAGETYPE=nonvolatile
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CREATE SNMPV3 TARGETPARAMS

goooogn

O00000000SNMPv2e OO O defaultTgtPrmprivated defaultTgtPrmpublic OO OO0 OO0 00O
O000000O000O00O0O0O0OOUSERNAMECO O OOOOOOOOOOOOADD SNMPV3USERO

oooooooooooo

goooog

DESTROY SNMPV3 TARGETPARAMSO 125000 O
SET SNMPV3 TARGETPARAMSO 2020000
SHOW SNMPV3 TARGETPARAMSO 27400 0O
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CREATE SNMPV3 VIEW

CREATE SNMPV3 VIEW

00o0ooOooooog /ZSNMP

CREATE SNMPV3 VIEW=view SUBTREE={node-oid|node-name} [MASK=mask]
[TYPE={INCLUDED|EXCLUDED}] [STORAGETYPE={VOLATILE[NONVOLATILE}]

view: SNMPO 0000106300 0000000000000000000000000O0O0O0OOOOOOOOO
goog

node-oid: MIBOO DO OID01.36.1000000000000000000000O0O0O 32000000000
node-name: MIBO OO OOOOOOO

mask: MIBOOO OIDOOO0O0Oxxxx:xxO00OOO160O0O0D0OD0O0ODODODODO OIDOODO0OOOOOOOOO

00

OSNMPVID O OOOOOOOO
goooog

VIEW SNMPOOOOO

SUBTREE MIBO OO0 OIDO Object Identifier0 0O OO0 Ointernet0 00000000

MASK MIBOOO OIDOOOOGOleodoooooOoOoOoO0Ol136l060000000000000
01101(2) 0 DM OO DM DF16) 000000 Oxxxxxx 00000000000 000100
goboooboogo

TYPE OOOCOMIBOOUOUOOOUOOOOOOOOOOINCLUDED OO0 MmMEXCLUDEDOOOOO
00000000000 INCLUDEO

STORAGETYPE 0OO0OO0OO0OO0OOONONVOLATILEDOOOOOOOOVOLATILEDOOOOOOOOO
O0OOOOOVOLATILEDOOOOO M

g
minternet 000013610 000000000000 SNMPOUODinternet0 000000

CREATE SNMPV3 VIEW=internet SUBTREE=1.3.6.1 TYPE=INCLUDED
STORAGETYPE=nonvolatile

mmib-20000136121000000000000000tp0000136.1.21600000000
SNMPOOOOmib2notcp0 00000000000 DOOIDOOODOOOOOOOOOOOOOOOODO
O0o0ooo0oooo0oooo0oOooo 2000000000000 0OO00OO0OO0ODO0OO
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CREATE SNMPV3 VIEW

CREATE SNMPV3 VIEW=mib2notcp SUBTREE=1.3.6.1.2.1 TYPE=INCLUDED
STORAGETYPE=nonvolatile

CREATE SNMPV3 VIEW=mib2notcp SUBTREE=1.3.6.1.2.1.6 TYPE=EXCLUDED
STORAGETYPE=nonvolatile

goooogn

0000D0000SNMPv1/v2e OO OdefaultViewAllO OO OODOOOO

goooog

DESTROY SNMPV3 VIEWO 126 D O OO
SET SNMPV3 VIEWO 2050000
SHOW SNMPV3 VIEWDO 278 0 0O O
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DELETE EXCEPTIONLOG

DELETE EXCEPTIONLOG

00o0o0o0oooooo /0000

DELETE EXCEPTIONLOG={filename|ALL}

filename: DO 00O

g0

oooooooooooo

goooog

EXCEPTIONLOG OO0O0OO0O0O0O0OOCOALLOOOOOOOOOODOOOOOOOOOOOOOO
g

m 000000 exceptO.exc O OO OO

DELETE EXCEPTIONLOG=exceptO.exc

goooog

SHOW EXCEPTIONLOGO 2410000
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DELETE FILE

DELETE FILE

00000000000 /0000000000000

DELETE FILE=[device:]filename

device: 000000000 OOO0O0OOOflashOO0O cflashO00O00000000O0O0O0O0O0OOOOOO
filename: DO 00O

g0

oooooooooon
goooog
FILE OOOO0DOO
g

m noneed.cfg0 00000

DELETE FILE=noneed.cfg

goooogn

oooooooooooooooboooooooboooooooooooooooooOogon

goooog

RENAMED 1690000
SHOWFILEO 2420000
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DELETE MGMTACL

DELETE MGMTACL

00000000000 /00000000000000000

DELETE MGMTACL ID=1..256 APPLICATION={TELNET|PING}

g0

Management ACLO D OO0 000000000 OO0OO0O0OO0OOOO0OOO0OO0OOODOOOOO0OOOOO
ooooo

goooog
ID O0OO0OO0OO0O0ooo

APPLICATION OO0OO0O0O0O0O0OOOOOOOOOOOOOO0DOO0OO0OO0DOO0OO0OO0OOOTELNETO
PINGOODOOOOO

gooooggon

# delete mgmtacl id=10 application=telnet
Entry Attributes deleted

g
s 0000000 10000000000000000

DELETE MGMTACL ID=10 APPLICATION=TELNET

goooog

ADD MGMTACLO 740000
SHOW MGMTACLO 2530000
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DELETE PKI CERTIFICATE

DELETE PKI CERTIFICATE

O0000o00oooooo /ZPKI
DELETE PKI CERTIFICATE={string|ALL}

string: 000000010240 0000000000000000000D0D0O0O0DDMOOD0O0O#$%&’(
Yy I-\Ne‘{+*};:],./_-00000D00D0!'=000000000000000000000000000M

g0

ooooooooobooooooooooooboooooogon
goooog

CERTIFICATE OO0OO0O0O0OO0O0OO0OOOOOOOOOOOOOOO

goooog

ADD PKI CERTIFICATED 750000

CREATE PKI CERTIFICATED 910000

CREATE PKI ENROLLMENTREQUESTO 920000
SET PKI CERTIFICATED 190000 O

SHOW PKI CERTIFICATEO 2550000
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DELETE RADIUSSERVER

DELETE RADIUSSERVER

00o0ooO0oooooo /000000

DELETE RADIUSSERVER {SERVER|IPADDRESS}=ipadd

ipadd: IPOOOO

g0

00000000000 RADIUSO Remote Authentication Dial InUser Server0 D00 O0O0O0O0O0OO
goooono

SERVER/IPADDRESS RADIUSOOOOO IPOOOOO

g
00000000000 RADIUSOOODO 192.168.105000000

DELETE RADIUSSERVER SERVER=192.168.10.5

goooog

ADD RADIUSSERVERO 76 0 O OO
SET RADIUSSERVERO 1930000
SHOW AUTHENTICATIONDO 2190000
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DELETE SNMP COMMUNITY

DELETE SNMP COMMUNITY

00o0ooOooooog /ZSNMP

DELETE SNMP COMMUNITY=community [TRAPHOST=ipadd] [MANAGER=ipadd]

community: SNMPOOO0O0DOO0O0103200000000000000000000000CODOOO0OOOO0O
0Do0oo0@™boOo0oo0U00oooODm\ODODODO0DLDO0O0DLDLOUO000MDODO0O000ObO0O0ODDOOOO
ipadd: IPOOOO

g0

SNMPOOOOUOOODOOOOODOOOOOOODOOODOODOOODOOOO
goooog

COMMUNITY SNMPOOOOOOOOO
TRAPHOST SNMPv2cOOOOOOOOOOOO
MANAGER SNMPOUOOUOOOOOOOOOOOOOOOOOO

goooog

ADD SNMP COMMUNITYO 78 0000
CREATE SNMP COMMUNITYO 930000
DESTROY SNMP COMMUNITYO 1190000
DISABLE SNMP COMMUNITYDO 136 D OO O
ENABLE SNMP COMMUNITYO 1490000
SET SNMP COMMUNITYO 1940000
SHOW SNMP COMMUNITYDO 262000 O
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DELETE SNMPV3 USER

DELETE SNMPV3 USER

00o0ooOooooog /ZSNMP

DELETE SNMPV3 USER=username

username: SNMP OO O0O00010320000000000000000000000DO00O00O0OO0OOOOO0OO

ooooooo

g0

OSNMPV3D O OOOOOOOOO

goooog

USER SNMPOOOOOO

g

s SNMP OO O0O0Osystemadmin240 00000 O

DELETE SNMPV3 USER=systemadmin24

goooog

ADD SNMPV3USERO 790000
SHOW SNMPV3 USERO 276 D O OO

ooooo
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DELETE SNTP IPADDRESS

DELETE SNTP IPADDRESS

00000O0ooooo /ZSNTP

DELETE SNTP IPADDRESS=ipadd

ipadd: IPOOOO

g0

SNTPOOOOO IPOOOOOOOOOODELETESNTPPEEROOODOOOOO
googgg
IPADDRESS SNTPOUOOOO IPOOOOO

goooog

ADD SNTP IPADDRESSO 800 00O
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DELETE SNTP PEER

DELETE SNTP PEER

00000O0ooooo /ZSNTP

DELETE SNTP PEER=ipadd

ipadd: IPOOOO

g0

SNTPOOOOO IPOOOOOOOOOODELETESNTPIPADDRESSOOOOOOOO
googgg
PEER SNTPOOOOOIPOOOOO

goooog

ADD SNTP PEERO 810000
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DESTROY ENCO KEY

DESTROY ENCO KEY

00o0ooO0oooooo /000000

DESTROY ENCO KEY=key-id

key-id: 0 0 0 0006553500

g0

ooooooooood
cooooooobooboooooobooooooooooooooooooobooboooOoooooooon

googgg
KEY O0OOO0OO

goooog

CREATEENCOKEYO 80000
SETENCOKEYO 1850000
SHOW ENCO KEYD 2400 00O
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DESTROY LOG OUTPUT

DESTROY LOG OUTPUT

oooooOoooooo /00

DESTROY LOG OUTPUT=output-id

output-id: 0O OO 1DO 20200

g0

oooooooooooooon

goooog

OUTPUT 0OO0OOOO IDO2020000000000000
g

s 0000000020000000

DESTROY LOG OUTPUT=2

goooog

CREATE LOG OUTPUTO 870 00O
SHOW LOG OUTPUTO 2500 0 0O
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DESTROY MGMTACL

DESTROY MGMTACL

00000000000 /00000000000000000

DESTROY MGMTACL ID=1..256

g0

Management ACLO OO O0OO0O0OOOOOO0OOOOOOODOOOOOOODOOOOOOOOOOODOO
ooo

goooog

ID O0OO0OO0OO0O0ooo

gooooggon

# destroy mgmtacl id=10
Entry Deleted

o
" 000000010000

DESTROY MGMTACL ID=10

goooogn

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
000000000000 TelnetOOODODO0OO0OO0ODOO0OOODOOOOODOOODOOOOOOOO

goooog

CREATE MGMTACLO 80O OO
SET MGMTACLO 1880000
SHOW MGMTACLO 2530000
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DESTROY SNMP COMMUNITY

DESTROY SNMP COMMUNITY

00o0ooOooooog /ZSNMP

DESTROY SNMP COMMUNITY=community

community: SNMPOO0OO0OOOCOOO1032000000000000000000D00DO0DDODDOOLODO

0Do0oo0@™boOo0oo0U00oooODm\ODODODO0DLDO0O0DLDLOUO000MDODO0O000ObO0O0ODDOOOO

g0

SNMPOOOOOOOOOOOOO

goooog

COMMUNITY SNMPOOOOOOOOO

goooog

ADD SNMP COMMUNITYO 78 0000
CREATE SNMP COMMUNITYO 930000
DISABLE SNMP COMMUNITYDO 136 0 OO O
ENABLE SNMP COMMUNITYO 1490000
SET SNMP COMMUNITYO 1940000
SHOW SNMP COMMUNITYDO 262000 O

ooooo
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DESTROY SNMPV3 ACCESS

DESTROY SNMPV3 ACCESS

00o0ooOooooog /ZSNMP

DESTROY SNMPV3 ACCESS=group SECURITYMODEL={V1|v2C|V3}
SECURITYLEVEL={NOAUTHENTICATION|AUTHENTICATION|PRIVACY}

group: SNMPOOU0OO00O01063000000000000000000O0O0O00OOOO0OOOOOOOOOOOOOO
ooooo

00

OSNMPVID OOOOODOOODOODOOOO
goooog

ACCESS SNMPOOOOOO

SECURITYMODEL 00000000 OOO0O0OOOOOOOSNMPOOOUOOOOOOOOOOOO
0 0 v10 SNMPv1 v2cd SNMPv2cl v3O SNMPv3D 000000 Od

SECURITYLEVEL 000O000COO000OO0OOOOO0O00OO0OOOOOO0OO0OOOOOU0OOOOO
noauthenticationD 0 000000000 MauthenticationD D000 000 0O O M privacyd O
goooobooobbooobooooboo

goooog

CREATE SNMPV3 ACCESSO 950 00O
SET SNMPV3 ACCESSO 1950000
SHOW SNMPV3 ACCESSO 264 000
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DESTROY SNMPV3 COMMUNITY

DESTROY SNMPV3 COMMUNITY

00o0ooOooooog /ZSNMP

DESTROY SNMPV3 COMMUNITY INDEX=index

index 000000010630 00000000D0O00DOOO0DOOODOOODOUODDOODDOOODOO
oooo

g0

OSNMPV3O SNMPOOOOOOOOODOOOO
goooog

INDEX 000000000

g

s SNMPOOOOOOOOINdex3s0OOOOoOooooO

DESTROY SNMPV3 COMMUNITY INDEX=Index3

goooog

CREATE SNMPV3 COMMUNITYO 97 0000
SHOW SNMPV3 COMMUNITYO 266 D O OO
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DESTROY SNMPV3 GROUP

DESTROY SNMPV3 GROUP

00000000000 /SNMP
DESTROY SNMPV3 GROUP USERNAME=username SECURITYMODEL={V1|vV2C|v3}

username: SNMP OO O0O00010320000000000000000000000DO00O00O0OO0OOOOO0OO
ooooooo

g0

OSNMPVID O OOOOOOOOOOOODOODOOOOODOOOO
goooog

USERNAME SNMPOOOOOO
SECURITYMODEL 000000000 OOOOOOODOOSNMPOOOOOOOODOODOOOO
0 0 v1O SNMPv1M v2cd SNMPv2cd v3O SNMPV3D 00O 0O o0 d

g
m SNMP OO0 0OOsystemadmin2400 SNMPOOOOOODOOOOODOOOOO

DESTROY SNMPV3 GROUP USERNAME=systemadmin24 SECURITYMODEL=V3

goooog

CREATE SNMPV3 GROUPO 990 00O O
SET SNMPV3 GROUPDO 198 0 0 O [0
SHOW SNMPV3 GROUPO 269 00 00O
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DESTROY SNMPV3 NOTIFY

DESTROY SNMPV3 NOTIFY

00o0ooOooooog /ZSNMP

DESTROY SNMPV3 NOTIFY=notify

notify: 000010630 0000000000000 O000DDOO0OOOOUO0DDOOOOOOODDOOOOD

g0

OSNMPVID O OO OODOOOOOOO
goooog

NOTIFY OO0OO0OO

g

m 0000sysadmintrapd0 000000000

DESTROY SNMPV3 NOTIFY=sysadmintrap

goooog

CREATE SNMPV3 NOTIFYD 1000000
SHOW SNMPV3 NOTIFYO 2710000
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DESTROY SNMPV3 TARGETADDR

DESTROY SNMPV3 TARGETADDR

00o0ooOooooog /ZSNMP

DESTROY SNMPV3 TARGETADDR=target

target: SNMP O O0O0OO0O0O00106300000000000000000000O0O0OOOOOODOOOOOOOOO
oooooo

g0

OSNMPVID O OODOOOOOOODOOODOODOOOOODOOOO
goooog

TARGETADDR SNMPOOOOOOO

g
s SNMPOOOOOOhost45100 00000000

DESTROY SNMPV3 TARGETADDR=host451

goooog

CREATE SNMPV3 TARGETADDRO 101 0000
SET SNMPV3 TARGETADDRO 2000 00O
SHOW SNMPV3 TARGETADDRO 2720000
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DESTROY SNMPV3 TARGETPARAMS

DESTROY SNMPV3 TARGETPARAMS

00o0ooOooooog /ZSNMP

DESTROY SNMPV3 TARGETPARAMS=params

params: SNMPO OO O0O00OOD0000O0O0O0O010630000000000000000O0UO0DO0OOOOOOOO
oooooooooooooooon

g0

OSNMPVID O OOOOOO0OO0O0OOOO0O0OOO00OOO0OO0OO0O0O00O0O00OO0OoooOooo
goooog
TARGETPARAMS SNMPOOOOOOO

goooog

CREATE SNMPV3 TARGETPARAMSD 1030 00 O
SHOW SNMPV3 TARGETPARAMSO 2740 0 0O
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DESTROY SNMPV3 VIEW

DESTROY SNMPV3 VIEW

00000000000 /SNMP

DESTROY SNMPV3 VIEW=view SUBTREE={node-oid|node-name}

view: SNMPOOO000106300000000000000000000000000000O0O0OO00OOOO0OOO
oooo

node-oid: MIBO OO OIDbO1361000000000000000000DDO0O0O0 32000000000
node-name: MIBO O OOOOOOOOODOO

g0

OSNMPVID O OO OODOOOOOOO
goooog

VIEW SNMPOOOOO
SUBTREE MIBO OO0 OIDO Object Identifier0 OO OO0 Ointernet0 00000000

g
m SNMP O OO Omib2notcpO 00 tecp 000013612160 000000

DESTROY SNMPV3 VIEW=mib2notcp SUBTREE=1.3.6.1.2.1.6

goooog

CREATE SNMPV3 VIEWDO 105000 O
SET SNMPV3 VIEWO 2050000
SHOW SNMPV3 VIEWDO 278 0 0O O
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DISABLE AUTHENTICATION

DISABLE AUTHENTICATION

00o0ooO0oooooo /000000

DISABLE AUTHENTICATION

g0

ooooooooooooooooooooon

goooog

ENABLE AUTHENTICATIONDO 1400000
SHOW AUTHENTICATIONDO 2190000

goooo CentreCOM 9424T/SP-EC0O000OOOO0O 25 | 127
613-000699 Rev.E



DISABLE INTERFACE LINKTRAP

DISABLE INTERFACE LINKTRAP

00o0ooOooooog /ZSNMP

DISABLE INTERFACE[=interface] LINKTRAP

interface: 0 0000010240

g0

0000000000000 000000/0000000000000000000O00O0O0O0O00O00O0
goooobooooboooom
00000000000 SHOW INTERFACED OO0 OO O 00O O ifLinkUpDownTrapEnable™

goooog

INTERFACE 0000001024000 0000SHOW INTERFACEO OO OOOIifIndex0 D000
oo

g
s ]00000010000000/0000000000000000O0000O0

DISABLE INTERFACE=1 LINKTRAP

goooog

ENABLE INTERFACE LINKTRAPO 1410000
SHOW INTERFACED 2450000
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DISABLE LOG

DISABLE LOG

oooooOoooooo /00

DISABLE LOG

g0

oooooooooboooobooooood

goooog

ENABLE LOGO 1420000
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DISABLE LOG OUTPUT

DISABLE LOG OUTPUT

oooooOoooooo /00

DISABLE LOG OUTPUT [=output-id]

output-id: 0O OO 1DO 20200

g0

oooooooooboooobooooood
goooog

OUTPUT 0OOOO0OO0O0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
ooo

goooog

DISABLE LOGO 129000 O
ENABLE LOG OUTPUTO 1430000
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DISABLE MGMTACL

DISABLE MGMTACL

00000000000 /00000000000000000

DISABLE MGMTACL

g0

poboooooobooooboooobooboooooooooooooooon

g
s(0000000000000000000000

DISABLE MGMTACL

goooog

CREATE MGMTACLO 80O OO
ENABLE MGMTACLO 1440000
SHOW MGMTACLO 2530000

goooo CentreCOM 9424T/SP-E0 0 O0O0DOOOODO 25
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DISABLE RADIUSACCOUNTING

DISABLE RADIUSACCOUNTING

00o0ooO0oooooo /000000

DISABLE RADIUSACCOUNTING

g0

RADIUSO Remote Authentication Dial InUser Server0 D 0000000000000 O0OO0OO0OOOO
O00O0000000SETRADIUSACCOUNTINGOOOOO STATUSOOOODOOO DISABLEDO
oo0ooooooo

goooog

ENABLE RADIUSACCOUNTINGO 1450000
SHOW RADIUSACCOUNTINGO 258 0 00 O
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DISABLE SNMP

DISABLE SNMP

00o0ooOooooog /ZSNMP

DISABLE SNMP

g0

SNMPOOOOOOOOOOOODOOOOODOOOO

goooog

DISABLE SNMP COMMUNITYDO 136 0 OO O
ENABLE SNMPO 146 0 00O O

ENABLE SNMP COMMUNITYO 1490000
SHOW SNMPO 260 000 O

SHOW SNMP COMMUNITYDO 262000 O

ooooo
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DISABLE SNMP AUTHENTICATE_TRAP

DISABLE SNMP AUTHENTICATE _TRAP

00o0ooOooooog /ZSNMP

DISABLE SNMP AUTHENTICATE_TRAP

g0

SNMPOOOUOOUOOUOOOUOODOOOOOOOOOOOOODISABLE SNMP AUTHENTICATETRAP
oooooogo

goooogn

00000000000 0000000000000000000000000ADDSNMP COMMUNITY
TRAPHOST=ipaddd 0 0 O

goooog

DISABLE SNMPO 1330 00O

ENABLE SNMPO 146 0 0O O

ENABLE SNMP AUTHENTICATE.TRAPO 1470000
SHOW SNMPO 260 0 00 O
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DISABLE SNMP AUTHENTICATETRAP

DISABLE SNMP AUTHENTICATETRAP

00o0ooOooooog /ZSNMP

DISABLE SNMP AUTHENTICATETRAP

g0

SNMPOOOOOOOOOOOOOODOOOOOOOOODCODISABLE SNMP AUTHENTICATE.TRAP
oooooogo

goooogn

00000000000 0000000000000000000000000ADDSNMP COMMUNITY
TRAPHOST=ipaddd 0 0 O

goooog

DISABLE SNMPO 1330 00O

ENABLE SNMPO 146 0 0O O

ENABLE SNMP AUTHENTICATETRAPO 148 000 0O
SHOW SNMPO 260 0 00 O
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DISABLE SNMP COMMUNITY

DISABLE SNMP COMMUNITY

OOooooooooog /ZSNMP
DISABLE SNMP COMMUNITY=community

community: SNMPOO0OO0OOOCOOO1032000000000000000000D00DO0DDODDOOLODO
0Do0oo0@™boOo0oo0U00oooODm\ODODODO0DLDO0O0DLDLOUO000MDODO0O000ObO0O0ODDOOOO

g0

Oo0oOoSNMPOOUOOODOOOOODOOOO
goooog

COMMUNITY SNMPOOOOOOOOO

goooog

DISABLE SNMPO 1330 00O

ENABLE SNMPO 146 0 0O O

ENABLE SNMP COMMUNITYO 1490000
SHOW SNMPO 260 000 O

SHOW SNMP COMMUNITYDO 262000 O
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DISABLE SNTP

DISABLE SNTP

00000O0ooooo /ZSNTP

DISABLE SNTP

g0

SNTPOOOOOOOOOOODOOOODOOOOOO

goooog

ENABLE SNTPO 1500000
PURGE SNTPO 1670 00O
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DISABLE SSH SERVER

DISABLE SSH SERVER

OOoO0ooooooooo 7/ Secure Shell

DISABLE SSH SERVER

g0

SSHOOOOOOOOoOOooooooooooooo

goooog

ENABLE SSH SERVERO 151 0000
SET SSH SERVERO 208 0 0 O O
SHOW SSHO 2810000
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DISABLE TELNET

DISABLE TELNET

00o0o00o0ooooo /000000000

DISABLE TELNET

g0

TelnetOOOODOODOOOOOODOOOOOOOOOOO

goooog

ENABLE TELNETO 1520000
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ENABLE AUTHENTICATION

ENABLE AUTHENTICATION

00o0ooO0oooooo /000000

ENABLE AUTHENTICATION

g0

ooooooooooooooooooooon

goooog

DISABLE AUTHENTICATIONDO 1270000
SHOW AUTHENTICATIONDO 2190000
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ENABLE INTERFACE LINKTRAP

ENABLE INTERFACE LINKTRAP

00o0ooOooooog /ZSNMP

ENABLE INTERFACE|[=interface] LINKTRAP

interface: 0 0000010240

g0

000000000000 0000000/Z00000000000000000000000O0O00O00O0
goboobobooobooom
00000000000 SHOW INTERFACED OO0 OO O 00O O ifLinkUpDownTrapEnable™

goooog

INTERFACE 0000001024000 0000SHOW INTERFACEO OO OOOIifIndex0 D000
oo

g
s ]00000010000000/0000000000000000O0000O0

ENABLE INTERFACE=1 LINKTRAP

goooog

DISABLE INTERFACE LINKTRAPO 128 00 OO
SHOW INTERFACED 2450000
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ENABLE LOG

ENABLE LOG

oooooOoooooo /00

ENABLE LOG

g0

oooooooooboooobooooood

goooog

DISABLE LOGO 129000 O
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ENABLE LOG OUTPUT

ENABLE LOG OUTPUT

oooooOoooooo /00

ENABLE LOG OUTPUT [=output-id]

output-id: 0O OO 1DO 20200

g0

oooooooooboooobooooood
goooog

OUTPUT 0OOOO0OO0O0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
ooo

goooog

DISABLE LOG OUTPUTO 1300000
ENABLE LOGO 1420000
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ENABLE MGMTACL

ENABLE MGMTACL

00000000000 /00000000000000000

ENABLE MGMTACL

g0

poboooooobooooboooobooboooooooooooooooon

g
s(0000000000000000000000

ENABLE MGMTACL

goooogn

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
oooooooooon

goooog

CREATE MGMTACLO 80O OO
DISABLE MGMTACLO 1310000
SHOW MGMTACLO 2530000
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ENABLE RADIUSACCOUNTING

ENABLE RADIUSACCOUNTING

00o0ooO0oooooo /000000

ENABLE RADIUSACCOUNTING

g0

RADIUSO Remote Authentication Dial InUser Server0 D 0000000000000 O0OO0OO0OOOO
O0000O00O000SET RADIUSACCOUNTINGOOOOO STATUSOOOOOOO ENABLED O
oo0ooooooo

goooog

DISABLE RADIUSACCOUNTINGO 1320000
SHOW RADIUSACCOUNTINGO 258 0 00 O
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ENABLE SNMP

ENABLE SNMP

00o0ooOooooog /ZSNMP

ENABLE SNMP

g0

SNMPOOOOOOOOOOOODOOOOODOOOO

goooog

DISABLE SNMPO 1330 00O

DISABLE SNMP COMMUNITYDO 136 D OO O
ENABLE SNMP COMMUNITYO 1490000
SHOW SNMPO 260 000 O

SHOW SNMP COMMUNITYDO 262000 O
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ENABLE SNMP AUTHENTICATE_TRAP

ENABLE SNMP AUTHENTICATE _TRAP

00o0ooOooooog /ZSNMP

ENABLE SNMP AUTHENTICATE_TRAP

g0

SNMPOOOOUOOUOOOOOODOOOOODOOOODOODOENABLE SNMP AUTHENTICATETRAP
oooooogo

goooogn

0000000000000 00000000000000000000ADD SNMP COMMUNITY
TRAPHOST=ipaddd 0 0 O

goooog

ADD SNMP COMMUNITYO 78 0000

DISABLE SNMPO 1330 00O

DISABLE SNMP AUTHENTICATE.TRAPO 134000 O
ENABLE SNMPO 146 0 0O O

SHOW SNMPO 260 0 00 O

goooo CentreCOM 9424T/SP-E00ODCOOOOOODO 25 | 147
613-000699 Rev.E



ENABLE SNMP AUTHENTICATETRAP

ENABLE SNMP AUTHENTICATETRAP

00o0ooOooooog /ZSNMP

ENABLE SNMP AUTHENTICATETRAP

g0

SNMPOOUOUOOOOOOOOODOODOOOOOOOOOENABLE SNMP AUTHENTICATE.TRAP
oooooogo

goooogn

0000000000000 00000000000000000000ADD SNMP COMMUNITY
TRAPHOST=ipaddd 0 0 O

goooog

ADD SNMP COMMUNITYO 78 0000

DISABLE SNMPO 1330 00O

DISABLE SNMP AUTHENTICATETRAPO 1350000
ENABLE SNMPO 146 0 0O O

SHOW SNMPO 260 0 00 O
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ENABLE SNMP COMMUNITY

ENABLE SNMP COMMUNITY

00o0ooOooooog /ZSNMP

ENABLE SNMP COMMUNITY=community

community: SNMPOO0OO0OOOCOOO1032000000000000000000D00DO0DDODDOOLODO
0Do0oo0@™boOo0oo0U00oooODm\ODODODO0DLDO0O0DLDLOUO000MDODO0O000ObO0O0ODDOOOO

g0

OO0o0O0O0SNMPOOOOOOOOOOOOOODOOOOODOOOO
goooog

COMMUNITY SNMPOOOOOOOOO

goooog

DISABLE SNMPO 1330 00O

DISABLE SNMP COMMUNITYDO 136 0 OO O
ENABLE SNMPO 146 0 0O O

SHOW SNMPO 260 000 O

SHOW SNMP COMMUNITYDO 262000 O
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ENABLE SNTP

ENABLE SNTP

00000O0ooooo /ZSNTP

ENABLE SNTP

g0

SNTPOOOOOOOOOOODOOOODOOOOOO

goooog

DISABLE SNTPO 1370000
PURGE SNTPO 1670 00O
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ENABLE SSH SERVER

ENABLE SSH SERVER

OOoO0ooooooooo 7/ Secure Shell

ENABLE SSH SERVER HOSTKEY=key-id SERVERKEY=key-id [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: 0 0 0 000655350
hours: 000005000
seconds: 0 0 060060000

00

SSHOOOOOOOOoOOooooooooooooo
SSHOOOOOOOOOOOOOOOHostKeyD DO OO DOOServer KeyDO OO 200 RSAODOO
000000000000 000000 CREATEENCOKEYDOOOOOOOOOOOO

goooog

HOSTKEY 0000000000 O0OO0O00DOO0OO0OO0DO 10240000CREATEENCOKEYDOODODO
00 O000OTYPE=RSA

SERVERKEY 0000000000000 O0OO0OO0OO0OOOODO12800000000000R0 512
O000000O0O0O0OO0O0OOO0OOCREATEENCOKEYODOOOOOOOOOTYPE=RSA

EXPIRYTIME 00000000000 OO0OMOOOOOO0OOO0OOO00OOOOO0OOO0O00O00OO
oooooo0oO00OOoO0bOOoOoOO0LOOooOoOooOoooOo oo

LOGINTIMEOUT OO0OO0OO0OO0OOO0OO0OO0Oe60O6G00DOO0OO0OOO0OOOODOOOOOOODOOOO
O0o0o0o0ooooooooo0ooooUooooooooooooooUoOooO 80O

goooog

DISABLE SSH SERVERO 138 0 0 00O
SET SSH SERVERO 208 0 0 O O
SHOW SSHO 2810000
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ENABLE TELNET

ENABLE TELNET

00o00o0o0oooooo /000000000

ENABLE TELNET

g0

TelnetOOOODOODOOOOODOOOOOOOOOOOO

goooog

DISABLE TELNETO 1390 00O
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EXIT

EXIT
00000000000 /0000

EXIT

O00000o0ooooooooooooLroGOoOUTOOoOOLOGOFFO OO OOQUITOOOOOOOO
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FORMAT DEVICE

FORMAT DEVICE

00000000000 /0000000000000

FORMAT DEVICE=FLASH

g0

oooooooooooboogd
goooog

DEVICE 0000000000000 O0O0O0O0OOOFLASHOOO

goooogn

pooooooooooooooboobooooooooooooobooon
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HELP

HELP

00o0o0o0oooooo /0000

HELP

oooooooooooooon

gooooggon

# help

Available commands:

ACCess - Accesses a remote switch
ACTivate - Activates an instance of an object type
ADd - Adds an instance of an object type
CLear - Clears all data relating to the object
COpy - Copy file
CReate - Makes a new instance of an object type
DELete - Removes an instance of an object
DEStroy - Destroys an object instance
DISable - Suspends the object operation while retaining its configuration
ENable - Allows an object to enter its operational state
EXit - Quits the current management session
FORMAT - Formats a file system drive
Help - Displays available commands
LOAd - Downloads a file
LOGOFF - Logs out of the current management session
LOGOUt - Logs out of the current management session
MApP - Maps various parameters
MEnu - Enters menu
PIng - Pings an IP address
PUrge - Clears all the object’s configurable data and disables it
Quit - Quits the current management session
REName - Rename file
RESEt - Restores the object to its stored configuration
RESTart - Restart the switch
SAve - Saves configuration
SEt - Sets the configuration of an existing object
SHow - Displays diagnostic information to the user
Upload - Uploads a file
goood CentreCOM 9424T/SP-E0 00O OOOOOO 25
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LOAD

LOAD

00000000000 /0000000000000

LOAD METHOD=TFTP DESTFILE={[device:]filename|APPBLOCK} {SRCFILE|
FILE}=filename SERVER=ipadd

LOAD METHOD=XMODEM DESTFILE={[device:]filename|APPBLOCK}

LOAD METHOD=LOCAL DESTFILE=APPBLOCK {SRCFILE|FILE}=[device:]filename

device: 000000000 OOO0O0OOOflashOO0O cflashO00O00000000O0O0O0O0OOOOOOO
filtname: DO 00001028000
ipadd: IPOOOO

g0

0000000000000 OoTFTPODXMODEMOOOOOOO/000000O0OOODO

METHOD O LOCALOOOOOOOOOOOOODOOOODOOOODOOOOOOO0OoOOoOoooooo
cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
ooooooooooooogd

goooog

METHOD O0O0O00O0O00OOTFTPOXMODEMOLOCALOOOOOODOOOOO

DESTFILE 0000000000000 OO00O0OOO0O0O0O0O0OO.mgoOOAPPBLOCKOODOOO
oooboooooooooooooooooobooooooooooooobooooooooogn
oooboooooooooooooooooobooooooooooooobooooooooogn
O0oo0oo0oOo0o0oooooooooooooooooooooOovioooooonoOon
0000000000000 0000000 M ats63.img0O 00000

SRCFILE/FILE 00OOO0OO0OOODOOOOOOOOOODOOOOOOOOOOO

SERVER TFTPOOOOO IPOOOOO

g
m 000000 Osetteicfg0 0 TFTPO OO0 O0192.168.1.1030 0000000000

LOAD METHOD=TFTP DESTFILE=settei.cfg SERVER=192.168.1.103 FILE=settei.cfg

goooogn
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OSRCFILE/FILED DESTFILECO OO OOOO0OOOOOOOOODOOOOOOOOOO
0000000000000 000000000000000000000000000SET CONFIGO
oooooooooboooobooooogod
pooooboobooooooooooooboboobooooooboooboboboboooooboboooooooOon
XMODEM OO OOO

googoo

copyd83nooon
UPLOADO 288 0000
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LOGOFF

LOGOFF

00o0o0o0oooooo /0000

LOGOFF

OOooO0oooooooooooooooLroGoUTOOOoUOoQUITOOUOOUOEXITOOOOOOOO
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LOGOUT

LOGOUT
00000000000 /0000

LOGOUT

000000000000 0000000LOGOFFOO OO OQUITOOUOOOEXITOOOODOODOO
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PURGE AUTHENTICATION

PURGE AUTHENTICATION

00o0ooO0oooooo /000000

PURGE AUTHENTICATION

g0

oooooooooboooobooooood

goooog

DISABLE AUTHENTICATIONDO 1270000
ENABLE AUTHENTICATIONDO 1400000
SET AUTHENTICATIONO 1740000
SHOW AUTHENTICATIONDO 2190000
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PURGE LOG

PURGE LOG

oooooOoooooo /00

PURGE LOG [={TEMPORARY|PERMANENT}]

g0

coooooobooooooooooooooooooooooooooooooon
cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
coooooobooooooooooooooooooooooooooooooon

goooog

LOG 0OO000O0O0o00oO00ooOoO0ooU0ooOo0ooOo0oOo0ooOo0oooooOoooooon
oooboooobooooooooooooooooooooooooooobooooooooogn
pobobooooobooooooobooooooooooooooodg

goooogn

oooooooobooobooooboobooon

goooog

DISABLE LOGO 129000 O
ENABLE LOGO 1420000
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PURGE MGMTACL

PURGE MGMTACL

00000000000 /00000000000000000

PURGE MGMTACL

g0

Management ACLO D OO0 000000000 OO0OO0O0OO0OOO0OO0OOODOOOOOO0OO0OOOOO
ooooo

g

s(0000000000000000000000000O000O00000O00O00

PURGE MGMTACL

goooog

ADD MGMTACLO 740000
CREATE MGMTACLO 800 OO
SET MGMTACLO 1880000
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PURGE SNMPV3 ACCESS

PURGE SNMPV3 ACCESS

00o0ooOooooog /ZSNMP

PURGE SNMPV3 ACCESS

g0

OSNMPVID O OODOOOOODOOOOODOOOO

g
s SNMPOOOOOODOOOOOOOOOO

PURGE SNMPV3 ACCESS

goooog

CREATE SNMPV3 ACCESSO 950 000
DESTROY SNMPV3 ACCESSO 12000 0O
SHOW SNMPV3 ACCESSO 264 000

ooooo
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PURGE SNMPV3 NOTIFY

PURGE SNMPV3 NOTIFY

00o0ooOooooog /ZSNMP

PURGE SNMPV3 NOTIFY

g0

OSNMPVID O OOOOOO0OOOOO0OOOO

g
s(000o000oo0ooooood

PURGE SNMPV3 NOTIFY

goooog

CREATE SNMPV3 NOTIFYD 1000000
DESTROY SNMPV3 NOTIFYO 1230000
SHOW SNMPV3 NOTIFYO 2710000
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PURGE SNMPV3 TARGETADDR

PURGE SNMPV3 TARGETADDR

00o0ooOooooog /ZSNMP

PURGE SNMPV3 TARGETADDR

g0

OSNMPVID O OOOOOOOOOOOODOO0ODOOOOODOOOOOOO

g
s SNMPOOOOOOOOOOOOOOO

PURGE SNMPV3 TARGETADDR

goooog

CREATE SNMPV3 TARGETADDRO 101 0 00O
DESTROY SNMPV3 TARGETADDRO 1240000
SHOW SNMPV3 TARGETADDRO 2720000
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PURGE SNMPV3 VIEW

PURGE SNMPV3 VIEW

00o0ooOooooog /ZSNMP

PURGE SNMPV3 VIEW

g0

OSNMPVID O OOOOOO0OOOOO0OOOO

g
s SNMPOOOOOOOOOOOOOOO

PURGE SNMPV3 VIEW

goooog

CREATE SNMPV3 VIEWDO 105000 O
DESTROY SNMPV3 VIEWO 126 DO OO
SHOW SNMPV3 VIEWDO 278 0 0O O
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PURGE SNTP

PURGE SNTP

00000O0ooooo /ZSNTP

PURGE SNTP

g0

SNTPOOOOOOOOOOOOODOOODOOO

goooogn

OO0000o0oOooo0o0o SNTPOOOOOODOOOOOOODOOOOOODOODOOOOODOOOOO
oobooooooboooboooooon

goooog

DISABLE SNTPO 1370000
ENABLE SNTPO 1500000
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QUIT

00o0o0o0oooooo /0000

QUIT

g0

0000000000000 oooooOLOGOFFO OO OOLOGOUTOOOOOEXITOODOOOOOO
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RENAME

RENAME

00000000000 /0000000000000

RENAME [device:]src-filename [device:]dst-filename

device: 00000000000 OOOflashOO0O cflashOO 0000000000000 0O0O0O0OO0OOOOOO
ooooooobbobboooooooobo

src-filename: DO OOOO0OO

dst-filename: OO OO OOOO

g0

ooooooooood

goooog

DELETEFILED 1080000
SHOWFILEO 2420000
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RESTART

RESTART

00o0o0o0oooooo /0000

RESTART {REBOOT|SWITCH} [CONFIG={filename|NONE}]

filename: 00 OO0 OOO0OO.cfgn

g0

cooooooooooobooooooboooooooooooooooooogon
CONFIGOOOOODOOOOOOOOOOOOooOoOoooooooooo

goooog

REBOOT 000000 OOOOOOO0ODOOOODOOODOOOODOOOOOOCONFIGOOOOOOO
ooooogd

SWITCH 0000000000000 0000000000000CONFIGOODOOODOOOOooOO
coooooooooooooooo

CONFIG 0000000000000 O00O0O0O0O0O0OO0OO0O0O000000000000000OSET
CONFIGOOOOUOOOOUOOUOOOOUOUOOOOOOOONONEDOODDOODOOOOOO
ooooooooooooooooo

g
s 00000000000000000

RESTART REBOOT

m 0000 TEMPCFGOOUOOOOOOOO

RESTART SWITCH CONFIG=TEMP.CFG

goooog

SHOW CONFIGDO 2230000
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SAVE CONFIGURATION

SAVE CONFIGURATION

00o00o0o0ooooo /0000000000

SAVE CONFIGURATION

g0

cooooooooooooooooooooooboooooooooooboooooboooooa

gooooggon

# save configuration

Saving current configuration ..... done!

goooogn

O0000O0O0OO0O0O0OOONONED D OOODOODOODOOOOOSETCONFIGOOOODOODOOOOOO
ooooooooood
cooooooboooooooooooooooooooooooboooobooboooOooooboooon
oooooogo

goooog

SHOW CONFIGO 2230000
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SAVE LOG

SAVE LOG

oooooOoooooo /00

SAVE LOG[={TEMPORARY|PERMANENT}] FILENAME=filename [FULL]
[MODULE=module-name] [REVERSE] [SEVERITY=severity] [OVERWRITE]

filename: 00000010280 000000000000000O0.logx
module-name: DO 0000
severity: 0O OO OOEOWOIOOOO

00

ooooooooooooon
goooog

LOG 0000000 OOTEMPORARYORAMO OO OOOOO PERMANENTONVSOOOOOO
000000000 TEMPORARYORAMUOOOOOOOOOOOQoQQ

FILENAME 0OO00O0O0OO0O0O0OOOOOO

FULL ODO000OO0O0O00O00O0OOO00O0OO000OO000OO000O0000000O000OorRULLOODOOO
goooobooobobooobooobobooobooboboobooboboo

MODULE 000000000000 O000O0O0O0OO0OOOOOOO0

REVERSE 0O00OO0OOOO0OOCOO0OOOOOOOOOOOOO

SEVERITY 000000000 0O0OOEDErrordWOWarningD O OO 10 Information0 00000
gooooboogoboooboboobbo

OVERWRITE 0O0000O0CUOOU0OO00O00O0O0OO0OO0OO0OOOOCOOOUOOO0OOOOOOOOOOOO
goomooooobooobobooogbobobooobobobboooobobboobobobbobooobobooboo
gooooboogobooooboobbobboo

gooooggon

# save log filename=test.log
This operation can take a long time. Do you want to continue? [Yes/No] -> YES

Saving log to file...Complete

goooog

PURGE LOGO 1610000
SHOW LOGUO 2470000
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SET ASYN

SET ASYN

00o0ooO0oooooo /000000

SET ASYN [PROMPT={string|NONE|DEFAULT|OFF}] [SPEED={1200/2400/4800|9600|
19200|38400/57600|115200}]

string: 0000101600 000000000DODO0O0OOOOOODD

00

oooooooobooobooooboobooon
coooooobooooooooooooooboooo

goooog
PROMPT 0OO0O0O0O0OO0O0OODEFAULTONONEOOFFOOOODOOOOODOOODOOOSET PROMPT
oooooooo

SPEED 000000000000 O0OOOO0OOOO0OOOOOOOOOOOOOO0OOOOOOOOOOOO
O0o0000o0o0o0oo0oooo0oooo0oooo0ooooooonDo 9000

gooooggon

# set asyn prompt=kumanomi

kumanomi #

g
00000000 @0 kumanomid0oooOO

SET ASYN PROMPT=kumanomi

goooog

SHOW ASYNO 2180000
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SET AUTHENTICATION

SET AUTHENTICATION

00o0ooO0oooooo /000000

SET AUTHENTICATION [METHOD=RADIUS] [SECRET=secret] [TIMEOUT=1..60]

secret: J 0000000103 00000000000000O00O0O0O0OOOOODOO

g0

oooooooooooooon
goooog

METHOD RADIUSOOOOOO

SECRET RADIUSOOOOOOOOOOOOOOOOOOOOOOOOO ATIO

TIMEOUT 10600 000000000000 OOOOO 600SET RADIUSSERVERO OO OO
TIMEOUTOOOOOOOOOO

goooog

SHOW AUTHENTICATIONDO 2190000
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SET CFLASH DIR

SET CFLASH DIR

00000000000 /0000000000000

SET CFLASH DIR=dirpath

dirpath 00 000000000000 DOOOOODO

g0

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
ooooooom

goooog

DIR 0000000 OD0O0O0OO0OODODOOOOODOOOON\DODDO/000000000ODOOOOOO
cobobooooooooooooooodboooooobooooooooobooboooobooogoon
l0000000o0oooo0oooooooo.muooo 2000000000

g

s 000000000000000000000O00O0O/Ztestefg/rip/200612200 0000000000
oom

SET CFLASH DIR=/testcfg/rip/20061220

m 00000000 /testcfg00 0000000000 Ztestefg/rip/2006122000 00000000000 ™

SET CFLASH DIR=rip/20061220

m1000000000000000O0

SET CFLASH DIR=..

s(000000000000000d

SET CFLASH DIR=/

goooogn

000000000000 o0oO/M0O0000000\MO0O00D00D0000D0D0000DO0O0OOO0D
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0000000000ooo0ooooooo\0DODDoOooOooOooo
oo0o0o0ooOooooOoo.0oooo0o0oooooom./. 000 ZotherdirO OOOOOOOO
oooooogo

googoo

SHOW CFLASHO 2210000
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SET CONFIG

SET CONFIG

00o00o0o0ooooo /0000000000

SET CONFIG={[device:]filename|NONE}

device 0000000 DO0OO0DOOflashO OO cflasho00O0000OO0O0O0O0OOOOOOOOODD
filename: 000000102800 000000007"'@#%$% & ()--{}0000000000O0O.cfgn

g0

cooooooboobooooooooooooooooooooooooobobooon
goooog

CONFIG 000000000000 NONEDOODODODOOODOOOOODODOODOOOooO
O00000OC0Obootcfg0 000D ODDDODOODODODOOODODOOOOODOOOODOO

goooogn

00000000000 00000000000000U0O0OSHOWCONFIGO O OO OO OO OO Boot
configurationfiletO OO OOO0OO0OOOOOO(Notfound)OD OO o oOoOO
0000000000000 O0bootcfg0 000000000 ODOOOO/00000O0O00OODefaulttd
googoooo

09408LC/SPO 000D OOIDOOODOOUODOODODOOUOOOODOODOOOODOOOODOOOOOOO
0000000000000 Defaut0O 0000000

goooog

CREATE CONFIGO 84000 O
RESTARTO 1700000
SHOW CONFIGO 2230000
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SET DOS

SET DOS

00o0o0o0oooooo /0000

SET DOS [IPADDRESS=ipadd] [SUBNET=ipadd] [UPLINKPORT={port-1ist|ALL}]

ipadd: IPOOOO
port-list: 00 OO0 0000001000000 000O00OOOOOOOOOOOO

g0

cooooooooooooogo
SmurfAttack DO 0 Land Attack DO OO0 OOIPOOO0O0ODOO0OO0ODOOOODOOOOOOOOOOLand
Attack 00D OO00D0OO0O0O0OO0DOOOOODOOOOOO

goooog

IPADDRESS IPOO0OOOO0OO0OO0O0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOO
OIPOOODOOOOO

SUBNET 0OO0OO0O0O0OO0O0O0OO0O0OOO0O0OOO0OOO0O0OO0OO0OOO0DOOO0O0O0OO0OOO0OOOO00O
000000000000 0O000000000192.168.1.10192.168.1.25500000000000
O000000000255.255.255.0000000

UPLINKPORT OO0OO0O0O0OO0O0OO0OOOOO0OOOOOOOOOOOOOOO1I00O000O0000O
O000Landattack 0D OO0OO0O0OO0OOOO

g

mlandattack 0000000000 IPOOOOO 192.168.10.1000 0000 255.255.255.00 0000
000000000 24000000

SET DOS IPADDRESS=192.168.10.1 SUBNET=255.255.255.0 UPLINKPORT=24

goooog

SHOwW DOSsSO 2270000
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SET DOS IPOPTION

SET DOS IPOPTION

00o0o0o0oooooo /0000

SET DOS IPOPTION [PORT={port-1ist|ALL}] [STATE={ENABLE|DISABLE}]
[MIRRORING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

IPOptions Attack DO OO OoO0oOOOooonO
googdoo

PORT OO0OOOOOOOO

STATE IPOptionsAttack D0 0000000000000 000OOOENABLEDEOOO0OO DISABLE
000000000000 o00o0o DISABLED OO M

MIRRORING 0000000000000 OOOOOOOOOOOOOOOOOOOOOOOOOOO
SETSWITCHMIRROR OO OOOOOOOOOOOOOOO

g
s 00000000050 700000000000000

SET DOS IPOPTION PORT=5,7 STATE=ENABLE

goooog

SHOW DOS IPOPTIONO 228 0 OO O
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SET DOS LAND

SET DOS LAND

00o0o0o0oooooo /0000

SET DOS LAND [PORT={port-list|ALL}] [STATE={ENABLE|DISABLE}]
[MIRRORING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

Land Attack 0D OO0 OO0OOO0OO0OO
goooog

PORT OO0OOOOOOOO

STATE LandAttack 0000000000000 OO0OO0OO0OOENABLEDOOOOOO DISABLEDO
O0000000000000 DISABLED OO M

MIRRORING 0000000000000 OOOOOOOOOOOOOOOOOOOOOOOOOOO
SETSWITCHMIRROR OO OOOOOOOOOOOOOOO

g
s 00000000050 700000000000000

SET DOS LAND PORT=5,7 STATE=ENABLE

goooog

SETDOSO 1780000
SHOwW DOSsSO 2270000
SHOW DOS LANDO 2300000
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SET DOS PINGOFDEATH

SET DOS PINGOFDEATH

00o0o0o0oooooo /0000

SET DOS PINGOFDEATH [PORT={port-1ist|ALL}] [STATE={ENABLE|DISABLE}]
[MIRRORING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

PingofDeath DO OO ODOOOODOOOOO
goooog

PORT OO0OOOOOOOO

STATE PingofDeathOOOODOOO0O0OOOOOOOOOOOOOENABLEDODODOCOO DISABLE
000000000000 o00o0o DISABLED OO M

MIRRORING 0000000000000 OOOOOOOOOOOOOOOOOOOOOOOOOOO
SETSWITCHMIRROR OO OOOOOOOOOOOOOOO

g
s 000000000 10500000000000000

SET DOS PINGOFDEATH PORT=1,5 STATE=ENABLE

goooogn

ooooooocpPUOOOOOOUOOOOOODOOOOOOOOOOODOOOOOOOOOOOOOOOO
ooooodgd

goooog

SHOW DOS PINGOFDEATHO 232000 O
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SET DOS SMURF

SET DOS SMURF

00o0o0o0oooooo /0000

SET DOS SMURF [PORT={port-list|ALL}] [STATE={ENABLE|DISABLE}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

Smurf Attack 0 DO O0OO0O0OOO0OO0OO
goooog

PORT OO0OOOO0OOOO
STATE SmurfAttack 00000000 DO0O0OO0OO0OO0OOO0OOOENABLEDODOOOOD DISABLE
000000000000 o00o0o DISABLED OO M

g
000000000 1802000000000000000

SET DOS SMURF PORT=18-20 STATE=ENABLE

goooog

SETDOSO 1780000
SHOwW DOSsSO 2270000
SHOW DOS SMURFO 2340000
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SET DOS SYNFLOOD

SET DOS SYNFLOOD

00o0o0o0oooooo /0000

SET DOS SYNFLOOD [PORT={port-1ist|ALL}] [STATE={ENABLE|DISABLE}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

SYN Flood Attack 000000000000
goooog

PORT OO0OOOO0OOOO
STATE SYNFlood Attack D0 0000000000000 0O0OOOENABLE]OOOOOO DISABLE
000000000000 o00o0o DISABLED OO M

g
000000000 1802000000000000000

SET DOS SYNFLOOD PORT=18-20 STATE=ENABLE

goooog

SHOW DOS SYNFLOODUO 236 00 O O
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SET DOS TEARDROP

SET DOS TEARDROP

00o0o0o0oooooo /0000

SET DOS TEARDROP [PORT={port-1ist|ALL}] [STATE={ENABLE|DISABLE}]
[MIRRORING={YES|NO|ON|OFF|TRUE|FALSE|ENABLED|DISABLED}]

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

Teardrop Attack DO OOO0O0OoOoOoOOO
googdoo

PORT OO0OOOOOOOO

STATE Teardrop Attack 00D 0000000000000 OO0OOOOENABLEDCOOOOOCO DISABLE
000000000000 o00o0o DISABLED OO M

MIRRORING 0000000000000 OOOOOOOOOOOOOOOOOOOOOOOOOOO
SETSWITCHMIRROR OO OOOOOOOOOOOOOOO

g
000000000 2400000000000000

SET DOS TEARDROP PORT=24 STATE=ENABLE

goooogn

ooooooocpPUOOOOOOUOOOOOODOOOOOOOOOOODOOOOODOOOOOOOOOOO
l00000000000000

goooog

SHOW DOS TEARDROPO 238 0 0 O
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SET ENCO KEY

SET ENCO KEY

00000000000 /000000
SET ENCO KEY=key-id [DESCRIPTION=string]

key-id: 0 0 0 0006553500
string: 000010127 0000000000000000000000000000000

g0

ooooooooooooon
goooog

KEY 0OOO0OO
DESCRIPTION OOOOO

goooog

CREATEENCOKEYO 80000
DESTROY ENCOKEYO 116 0 OO O
SHOW ENCO KEYD 2400 00O

goooo CentreCOM 9424T/SP-EC O O0O00OOOOO 25 | 185
613-000699 Rev.E



SET LOG FULLACTION

SET LOG FULLACTION

oooooOoooooo /00

SET LOG FULLACTION [TEMPORARY={HALT|WRAP}] [PERMANENT={HALT|WRAP}]

g0

ooboooooobooobooooooboooooooobooooon
goooog

TEMPORARY 0000 TEMPORARYOUOOUOOUOOOORAMIOOOOOOOOOOOOOOOO
0000000000000 00HALTOOOOO00D000000000000O0 0000WRAP
ooooooooooodoooobooooooooooooobooooobobooooobooobooogn
WRAPO

PERMANENT 0000 TEMPORARYIOOOOOOOONVSOOOOOOOOODOOOOOOOO
0000000000000 00HALTOOOOO0O0D0O000000000000 0000WRAP
ooooooooooodoooobooooooooooooobooooobobooooobooobooogn
WRAPO

g
s TEMPORARY DO OOOOOOOOOODOOOOODOOOOOOODOOOOODOOOOO

SET LOG FULLACTION TEMPORARY=HALT

goooog

SHOW LOG STATUSO 2520000
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SET LOG OUTPUT

SET LOG OUTPUT

oooooOoooooo /00

SET LOG OUTPUT=output-id [DESTINATION=SYSLOG] [SERVER=ipadd]
[FACILITY={DEFAULT|LOCAL1|LOCAL2|LOCAL3|LOCAL4|LOCALS5|LOCAL6G|LOCAL7}]
[SYSLOGFORMAT={NORMAL|EXTENDED}] [MODULE={ALL|module-1list}]
[SEVERITY={ALL|severity-1list}]

output-id: 0O OO 1DO 20200

ipadd: IPOOOO

module-list: 0000000000000 O0OOOOOO
severity-list: JOOOO0OEWIOD000O00O0O0OOO0OOOO0OOOOOO

g0

syslogD 000000000 syslogOOOOOOOOOOOOOOOO
goooog

OUTPUT 0OO0OO0OOO0 IDO2020000000000000

DESTINATION 00000000 0OO0OO0OSYSLOGOSERVERODOOOOOOOOODOO syslogd O
000000000000 syslogOO0O0O0oOoOoOoooooOoOoooooOn

SERVER DESTINATIONDO SyYSLOGU OO OOOOOOOOOOO0OIPOOODDOOOOOOsyslog
oooooubPsS400000O0O

FACILITY syslogO0 OO O0OOO0O00O000000000O0O0O0OOLOCALID 70000000000
000000DEFAULTD

SYSLOGFORMAT syslog0 0000000000 0OO0EXTENDEM OOOO0OO0OOOO0sysNamel
00000000 NORMALOOOOOOOODOOOODOOODOOOOOOOOOODOO EXTENDEDUO

MODULE 0OOO0O0OO0O0OO0

SEVERITY 0000000 oooog

goooog

CREATE LOG OUTPUTO 870 00O
DESTROY LOG OUTPUTO 1170000
SHOW LOG OUTPUTO 2500 0 0O
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SET MGMTACL

SET MGMTACL

00000000000 /00000000000000000

SET MGMTACL ID=1..256 [IPADDRESS=ipadd] [MASK=ipadd]
[APPLICATION={TELNET|PING|ALL}]

ipadd: IPOOOO

00

Management ACLO D OO0 000000 OO0OO0OO0OO0O0OO0OOOO0OO0OOODOOOOOO0OO0OOOOO
oooo

goooog

ID OO0OO0OO0O0ooo

IPADDRESS IPOOO0OOOO0OO0OOOOOOOOOOoOO0OOODOOOOOO

MASK [IPADRESSOOOO0OOOOOOO IPOOOODOOOOOIPOOOOOODOOOOOOOODO
000000o0ooooooo00ooOooooooooooooooooooooo IPOO0OOOO
000000000 255.255.255.255” 0000 0D0192.168.10.0/240 0000000000000
OO 255.255.255.0" OO0 OOOOOOOOOOOOO000DOO0OOO

APPLICATION OO0OO0O0O0OO0O0OOOOOOOOOOOOOOO0DOO0OOOOO0ODOO0OO0OOOOTELNETO
PINGODALLOOOOOOOOOOOOOOOALLOOOOOOO

gooooggon

# set mgmtacl id=10 ipaddress=192.168.1.20 mask=255.255.255.255

g
0000000 1000IPOOOOO 192.168.1.200 00000000 255.255.255.255 00000

SET MGMTACL ID=10 IPADDRESS=192.168.1.20 MASK=255.255.255.255

goooog

CREATE MGMTACLO 80O OO
SHOW MGMTACLO 2530000

188 | CentreCOM 9424T/SP-E0000O0DDDOOO 2.5 gooogd
613-000699 Rev.E



SET PASSWORD

SET PASSWORD

00o0ooO0oooooo /000000

SET PASSWORD {MANAGER|OPERATOR}

g0

MANAGER OO O OO OPERATOROIOOOODOOODOOOOOOOODOOSET USER PASSWORD

oooooogo
O0o0ooooooooooooooooooooooUo 200000000

goooog

MANAGER/OPERATOR 00000000 OOO0OOO0OOODOOOOOOOOOOOOO16000O0O0
oooboooooooooooooogon

gooooggon

# set password manager

Enter current manager password->******x[JO0 00000000000 *0000000O0
Enter new manager password->******[J0 0000000000 O*O0000O0O0O0O
Re-enter manager password ->******[[000000000O0O0O0OOOOOOOOO0O

# set password operator
Enter new operator password->****x**x[( 00000000000 *O000O0O0O0O
Re-enter operator password ->*******x*[ 0000000000 O0O0OOOOOOOOO

goooogn

oooOooooooooooOoooUOoOoOoUOoOoooUoOOoOO

goooog

SET USER PASSWORDUO 21700 00
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SET PKI CERTIFICATE

SET PKI CERTIFICATE

00o0oooooooo /ZPKI

SET PKI CERTIFICATE=string [ [TRUSTED={YES|NO|ON|OFF|TRUE|FALSE} ]
[TYPE={CA|EE|SELF}

string: 000000010240 0000000000000000000D0D0O0O0DDMO0OD0O0O#$%&’(
Yy l-\e‘{+*};:],./_-000000D00D0!'=000000000000000000000000000M

00

coooooooobooooooooooooobooooooooboooooooooOon
goooog

CERTIFICATE OO0OO0O0O0OO0O0OO0OOOOOOOOOOOOOOO

TRUSTED 00000000000 OOODOOOODOOOYES/ON/TRUED NO/OFF/FALSED O
0000000000 YES/ZON/TRUED

TYPE 00000000000 OOOOOOCADOOOOUOOOOOOOMMEEDOOOOOOOOOO
OO0O0OMMSELFOO0DOOOOO0ODOO0OOO0OOO0O0OOOOOoooOooDO EED

goooog

ADD PKI CERTIFICATEO 750000

CREATE PKI CERTIFICATED 910000

CREATE PKI ENROLLMENTREQUESTO 920000
DELETE PKI CERTIFICATED 1100000

SHOW PKI CERTIFICATEO 2550000
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SET PROMPT

SET PROMPT

00o0ooO0oooooo /000000

SET PROMPT={string|NONE|DEFAULT|OFF }

string: 0 000101600000000000DODO0O0OOOOO0ODD

g0

000000000000 O0ODEFAULTO NONEDOFFO O OO DOOOOODOOOOODOSET ASYNDO
O0o0O0PROMPTOOOODOOOOODOOOO
coooooooooooooooobooooboooo

goooog
PROMPT OO0OO0OO0OOODEFAULTONONEOOFFOOOOOOOOOOODOOOO
g

00000000 @0 kumanomid0oooOoO

SET PROMPT=kumanomi
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SET RADIUSACCOUNTING

SET RADIUSACCOUNTING

00o0ooO0oooooo /000000

SET RADIUSACCOUNTING [STATUS={ENABLED|DISABLED}] [SERVERPORT=port]
[TYPE=NETWORK] [TRIGGER={START_STOP|STOP ONLY}] [UPDATEENABLE={ENABLED)|
DISABLED}] [INTERVAL=30..300]

port: UDP O 00000 10655350

g0

RADIUSO Remote Authentication Dial InUser Server0 00 0000000000 O0OO0OO0OOOOOO
ooao

goooog

STATUS 0000000 O0O0OOO0DO0O0O0O0DOODOOOENABLERADIUSACCOUNTINGOOOOO
DISABLE RADIUSACCOUNTING O OOO0OOO0OO

SERVERPORT RADIUSOOOOOOOOOOOOOOUDPOOOOODOOOOODOO 181300

TYPE 00000000000 OOOO0O0OOO0O0OO0OO0OOONETWORKOOOOOOOOOOO
ooooooooogod

TRIGGER 000000000000 O0OO0O0OOOODOOO0OOODOOOOOOOOOOSTART_STOP
O000o00o0ooooooooOooo STOP.ONLYD OO OOOOOOoOoooooooooooo
O00O00000START.STOPO

UPDATEENABLE 0O0OO0O0O0O0000000O0O0OO0OOOO0OO0O0O0OOOOOOOOOOO0OOOOO
000000000000 000000000O000OENABLEDOOOOOOO DISABLEDOOO
000000000000 000ODISABLEDD

INTERVAL 00000000000 O00O00O00000O00O300300000oooooooooon
006000

goooog

SHOW RADIUSACCOUNTINGO 258 0 0O O
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SET RADIUSSERVER

SET RADIUSSERVER

00o0ooO0oooooo /000000

SET RADIUSSERVER [TIMEOUT=1..60] [DEADTIME=0..1440]
[RETRANSMITCOUNT=1. . 5]

g0

RADIUSOOOOOOOOOOOOOODOOOOO
goooog

TIMEOUT RADIUS Access-Request 00000000000 (0)D0OO0OO0OO 600SETAUTHEN-
TICATIONOOOOO TIMEOUTOOOUOOOOOOO

DEADTIME RADIUSOOU0OOOO0OOOOOOOOOOOOOOOUOOOOOOOO RADIUSOOOO
0000000000000 000000000 (Deadtime 0 0)

RETRANSMITCOUNT RADIUSOOO0OO0OO0O0OO0OO00OOOOOUOOOOOOOOOOOOOOOOO
ooooo 300

goooog

ADD RADIUSSERVERO 76 0 0 OO
DELETE RADIUSSERVERO 1110000
SHOW AUTHENTICATIONDO 2190000
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SET SNMP COMMUNITY

SET SNMP COMMUNITY

00o0ooOooooog /ZSNMP

SET SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [OPEN={ON|OFF|YES|NO|
TRUE|FALSE}]

community: SNMPOO0OOOOCOOO1032000000000000000000D00DO0DDODDOOLODO
0Do0oo0@™boOo0oo0U00oooODm\ODODODO0DLDO0O0DLDLOUO000MDODO0O000ObO0O0ODDOOOO

00

SNMPOOOOOOOOOOOODOOODOODOOOOO
goooog

COMMUNITY SNMPOOOOOOOOO

ACCESS 00OUO0OUOO0OU0O0UOO0UOUOUOUOOUOREADODOOOOOOOOOOOOgetOget-nextdOd
OODODOOWRITEOODOOOOOOgetOget-nextOset0 000000

OPEN SNMPOOUOOOOOOOOOOOOODOOOOOOOOOOOOONODOOOOOOOO
MANAGEROOOOOOOOOOOOOOODOOOOOOOOODOOOYESOOOOOOOOOO
OSNMPOOOOOUOOOOONOYESODTRUEO OO OFFONOOFALSEO OO OODOOOOO

goooogn

OOPENOOOOODOOOOONOODUOOODOOOOODOOODOODOOSNMPOOOOOOOOO

goooog

CREATE SNMP COMMUNITYO 930000
DESTROY SNMP COMMUNITYO 1190000
SHOW SNMP COMMUNITYDO 262000 O
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SET SNMPV3 ACCESS

SET SNMPV3 ACCESS

00o0ooOooooog /ZSNMP

SET SNMPV3 ACCESS=group SECURITYMODEL={V1|Vv2C|V3}
SECURITYLEVEL={NOAUTHENTICATION|AUTHENTICATION|PRIVACY} [READVIEW=view]
[WRITEVIEW=view] [NOTIFYVIEW=view] [STORAGETYPE={VOLATILE[NONVOLATILE}]

group: SNMPOOU0OO00O010630000000000000000000O000OOOO0OOOOOOOOOOOOOO
ooooo

view: SNMPOOO0OCO1063000000000000000000DOUOO0DDOO0OOOOODDOOODDOO
oooo

g0

OSNMPVID O OOOOOOODOODOOODOOOO
goooog

ACCESS SNMPOOOOOO

SECURITYMODEL 00000000 O0OOO0O0OO0OOOOOOSNMPOOOUOOOODOOOOOOOOO
0 0 v10 SNMPv1 v2cd SNMPv2cl v3O SNMPv3D 000000 Od

SECURITYLEVEL 000O000COO000OO0OOOOO0O00OO0OOOOOO0OO0OOOOOU0OOOOO
noauthenticationD 0 000000000 MauthenticationD D00 0000 00O O M privacyd O
goooobooobbooobooooboo

READVIEW 00000000 0OOCO0O0DOO0OOOOCOMIBOODOOODOOODOODODOODOODOOOOO
OO0OOOO0OCREATESNMPV3IVIEW OO OOOOODOOOODOOOOOOOUOOOUOOOOOOO
ooooMIBOOODOOoOoOOoOooOooooO

WRITEVIEW 00000000000 OOO0OOOOOMIBOOODOOOOOOOOOOOOOOOOO
OO0OOO0OO0OCREATESNMPV3IVIEW OO OOOOODOOOODOOOOOOOUOOOOOOOOOO
ooooMIBOOODOOooOOoOooOooooO

NOTIFYVIEW 00000000 00000000O0O0C0cO MIBOOODOOOOUOOOOoooooooOo
O0OOOO0ODO0OO0OO0OCREATESNMPV3VIEW O OOUOUOOOOOOOOOUOOOOOOOOOOOO
OO0o0ooooMIBOODOOOODOOOOODOOOoOoOO

STORAGETYPE 0OO0OO0OO0OO0OOONONVOLATILEDOOOOOOOOVOLATILEDOOOOOOGOOO
O0OOOOOVOLATILEDOOOOO M

goooog

CREATE SNMPV3 ACCESSO 950 00O
SHOW SNMPV3 ACCESSO 264 0 00
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SET SNMPV3 COMMUNITY

SET SNMPV3 COMMUNITY

00o0ooOooooog /ZSNMP

SET SNMPV3 COMMUNITY INDEX=index [COMMUNITYNAME=community]
[SECURITYNAME=username] [TRANSPORTTAG=tag] [STORAGETYPE={VOLATILE|
NONVOLATILE}]

index 000000010630 00000000D0O00DO0OO0DOOODLDOODOUODDOODDOOODOO
oooo

community: SNMPOO0OOOOCOOO10630000000000000DO00OO0ODO0DODDODDOODODO
0o00oo™boo0o0oooOO000m\0DOO00oLOU000LOO0m@O00DLO000DLDO0O0LDOOooD
goooooooooooooooooooooooooooooooon

username: SNMP OO O0O00010320000000000000000000000O00O00O0O0OOOOOOOO
gooooooo

tag: 0000000001025 00000000000000000000000D000O0O0O000OOOOOOOO
oooo

g0

OSNMPV3O SNMPOOOOOOOOODOOOOOOO

goooog

INDEX 000000000

COMMUNITYNAME 0OO0OO0OO0O0O0O0OO0OOOOOOOOOOOOO

SECURITYNAME SNMPv1O OO v2cOOOOOOOOOOOMOIIADDSNMPV3USEROOOOO
coooooooooooooom

TRANSPORTTAG OO0OOO

STORAGETYPE 0OO0O0OOOOOONONVOLATILEDOOOOOOOOVOLATILEDOODODOOOOO
OOOOOOVOLATILEDODOOOOMmM

g
s SNMPOOOOOOOOINdex3s0 OO O0OO0OODO0OOOOOOOO

SET SNMPV3 COMMUNITY INDEX=Index3 COMMUNITYNAME=kumakuma
SECURITYNAME=test TRANSPORTTAG=trans STORAGETYPE=nonvolatile

goooogn

OSNMPvVl/v2c 000000000000 O0O0O0O0O0O0O0O00OOpublicd private0 00000000
ooooogd
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googoo

CREATE SNMPV3 COMMUNITYO 970000
SHOW SNMPV3 COMMUNITYO 266 0 00 O
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SET SNMPV3 GROUP

SET SNMPV3 GROUP

00o0ooOooooog /ZSNMP

SET SNMPV3 GROUP USERNAME=username SECURITYMODEL={V1|v2C|v3}
[GROUPNAME=group] [STORAGETYPE={VOLATILE|NONVOLATILE}]

username: SNMP OO O0O00010320000000000000000000000DO00O00O0O0OOOOO0OO
ooooooo

group: SNMPOU0OO00O01063000000000000000000O0O000OOOO0OOOOOOOOOOOOOO
ooooo

00

OSNMPV3D O OOOOOOOOOOOODOO0ODOOOOODOOOOOODO
goooog

USERNAME SNMPOOOOOOOOOOOOADDSNMPV3USEROOOOOOOOOO

SECURITYMODEL 00000000 OOO0O0OO0OOOOOOSNMPOOOUOOOOOOUOOOOOO
0 0 v10 SNMPv1 v2cd SNMPv2cl v3O SNMPv3D 000D OO0 Od

GROUPNAME SNMPOOOOO0OOOO0OOOOOCREATESNMPV3ACCESSO O OOOOOOOGO

STORAGETYPE 0OO0OO0OO0OO0OOONONVOLATILEDOOOOOOOOVOLATILEDOOOOOOOO
O0OOOOOVOLATILEDOOOOO M

o
s SNMP OO 0O0O0Osystemadmin240 0000 SNMPOO OO Ooperators0 000000

SET SNMPV3 GROUP USERNAME=systemadmin24 SECURITYMODEL=V3 GROUP=operators
STORAGETYPE=nonvolatile

goooog

DESTROY SNMPV3 GROUPO 1220000
SHOW SNMPV3 GROUPO 269 00 00O
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SET SNMPV3 NOTIFY

SET SNMPV3 NOTIFY

00o0ooOooooog /ZSNMP

SET SNMPV3 NOTIFY=notify [TAG=tag] [TYPE={TRAP|INFORM}]
[STORAGETYPE={VOLATILE|NONVOLATILE}]

notify: 000010630 0000000000000 O000DDOO0OO0OOO0DDOOOOOO0ODODOOOOD
tag: 0000102550000000000000000000000000000000O00O0O00OOOOOOO0

00

OSNMPVID O OO OOOOOOOOO
goooog

NOTIFY OO0OO0OO

TAG 0OO0OOO

TYPE 000000000000 OOOOOOOOTRAPODOOOOOOOO INFORMOOOOOOO
0000000000000 00000TRAPOOOOOM

STORAGETYPE 0OO0OOOOOONONVOLATILEDOOOOOOOOVOLATILEDOODODOOOOO
OOOOOOVOLATILEDODOOOOMmM

o
m0000sysadmintrapd0 0000000000000

SET SNMPV3 NOTIFY=sysadmintrap TAG=testtag TYPE=TRAP
STORAGETYPE=nonvolatile

goooog

CREATE SNMPV3 NOTIFYD 1000000
DESTROY SNMPV3 NOTIFYO 1230000
SHOW SNMPV3 NOTIFYO 2710000
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SET SNMPV3 TARGETADDR

SET SNMPV3 TARGETADDR

00o0ooOooooog /ZSNMP

SET SNMPV3 TARGETADDR=target PARAMS=params IPADDRESS=ipadd
[UDPPORT=0. .65535] [TIMEOUT=0..2147483647] [RETRIES=0..255]
[TAGLIST=tag] [STORAGETYPE={VOLATILE|NONVOLATILE}]

target: SNMP O 0O 0O000106300000000000000O0O0O00O0OOOOOOOOOOOUOUOOOOO
oooooo

params: SNMP O U O O0O0O0000O0O0O0O00OO0100000000000000O0OOOOOUOOOOOOOg
gobooobOoOoooboooono

ipadd: IPOOOO

tag: 00001025000 00000000000000000000OO0O00OO0O0OOO0UUOOO0OUUOOOOOg
gobboobOoOoooboobooboooa

g0

OSNMPVID O OOOOOOOOOOOODOO0ODOOOOODOOOOOOO
goooog

TARGETADDR SNMPOOOOOOO

PARAMS SNMPOOOOOODODOOOODODODOOOCREATE SNMPV3 TARGETPARAMS O OO O
coobooooboooooooooooooood

IPADDRESS 00OO0OOOO0OIPOOOOO

UDPPORT 0OOO0O0OO0O0OOOOOUDPOOODOOOGSS3SO0OO0OOOOOOOOOONDOIe20

TIMEOUT 000000000000 OO0O0O0O0OOO0OOO0OO0O0OOO0OO0ODOO0ODOO0OOOODOOO
O0oOoooooooolseonooomm

RETRIES 000000000 OO0OOOO0OO0OOOOOODOOOOOOOO300M™

TAGLIST 0000 CREATESNMPV3NOTIFYOOOOOOOOOCREATE SNMPV3 COMMUNITY
ooboooooobooobooooood

STORAGETYPE 0OO0OOOOOONONVOLATILEDOOOOOOOOVOLATILEDOODODOOOOO
OOOOOOVOLATILEDODOOOOMmM

g
s SNMPOOOOOOhost45100 IPOODOOOOODOOOOO

SET SNMPV3 TARGETADDR=host451 PARAMS=SNMPmanagerPC
IPADDRESS=192.168.1.200 STORAGETYPE=nonvolatile
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googoo

CREATE SNMPV3 TARGETADDRO 101 00 OO
SHOW SNMPV3 TARGETADDRO 2720000
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SET SNMPV3 TARGETPARAMS

SET SNMPV3 TARGETPARAMS

00o0ooOooooog /ZSNMP

SET SNMPV3 TARGETPARAMS=params [USERNAME=username] [SECURITYMODEL={V1|
V2C|V3}] [MESSAGEPROCESSING={V1|v2C|V3}]
[SECURITYLEVEL={NOAUTHENTICATION|AUTHENTICATION|PRIVACY}]
[STORAGETYPE={VOLATILE|NONVOLATILE}]

params: SNMPO OO 00000000000 O010630000000000000000O0UODO0ODOOOOOOO
oooooooooooooooon

username: SNMP OO O0O00010320000000000000000000000DO00O00O0O0OODOOOO0OO
ooooooo

g0

OSNMPVID OOOOOOOOOODOODOOOOODOOO0OO0ODOO0ODOO0O0O0OO0ODO0OOO0OOO
ooo

goooog

TARGETPARAMS SNMPOOOOOOOOOOOOOOOO

USERNAME SNMPOOOOOOOOOOOOADDSNMPV3USEROOOOOOOOOO

SECURITYMODEL SNMPOOOUOOOOOOOSNMPOOUOUOUOODUODOOOOOOOOOOVL
O SNMPv1 V2CO SNMPv2c1 V3O SNMPv3OD O OO Qo ooO

MESSAGEPROCESSING SECURITYMODEL O V1000 V2COOOO0O0O0OOO0OOOOODOOOO
0000000 d SNMPOUOOOUOOOOOOOOOOOOOVIOSNMPY1MIV2CO SNMPv2c]
V3OSNMPV3O O OO O O0OO0SECURITYMODELD V3OOOOOOOOoOOOoOoOoOO v3OoOoO
gooo

SECURITYLEVEL 0000000000000 000000000000000OO000OO00OO0O0OOO
0 O noauthenticationD 0 00 000 00O OO M authenticationd O 00 00 00O OO M privacy
goooooboogooooobooboo

STORAGETYPE 0OO0OO0OO0OO0OOONONVOLATILEDOOOOOOOOVOLATILEDOOOOOOGOOO
O0OOOOOVOLATILEDOOOOO M

g

s SNMPOOOOOOOOOOODOOOOSNMPmanagerPCO O SECURITYLEVELOOOOOOOOO
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SET SNMPV3 TARGETPARAMS

SET SNMPV3 TARGETPARAMS=SNMPmanagerPC USERNAME=systemadmin24
SECURITYMODEL=V3 MESSAGEPROCESSING=V3 SECURITYLEVEL=AUTHENTICATION
STORAGETYPE=nonvolatile

goooog

CREATE SNMPV3 TARGETPARAMSD 1030 00 O
SHOW SNMPV3 TARGETPARAMSO 2740 0 0O
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SET SNMPV3 USER

SET SNMPV3 USER

00o0ooOooooog /ZSNMP

SET SNMPV3 USER=username [AUTHENTICATION={MD5|SHA}]
[AUTHPASSWORD=password] [PRIVPASSWORD=password] [STORAGETYPE={VOLATILE|
NONVOLATILE}]

username: SNMP OO O0OO00010320000000000000000000000DO00O00O0O0OODOOOO0OO
ooooooo

password: 0 00000103200 000000000000000000DDOO0O0OO0ODOO0OOOOODDOOODO
oooo

g0

OSNMPV3D O OOOOO0OO0OODOOOOO
goooog

USER SNMPOOOOOO

AUTHENTICATION OO0O0O0O0O0O0OMDSOSHAOODOOOOOOOODOOOOODOOOOOOOO
NONEO O OOOOOOOO

AUTHPASSWORD 00O0O0O00OOOAUTHENTICATIONOOMDSO SHAOOOOOOOOOO
ooooogd

PRIVPASSWORD 0000000 OOOOOOOOO0O0O0OOOOOOOOOOOODESODOOOO
AUTHENTICATION O NONECO OOOOOOOOOOOOOOOOO

STORAGETYPE 0OO0OOOOOONONVOLATILEDOOOOOOOOVOLATILEODOODODOOOOO
OOOOOOVOLATILEDODOOOOMmM

g
s SNMPOODOOOsystemadmin240 0000000000000 00O0OO

SET SNMPV3 USER=systemadmin24 AUTHENTICATION=SHA AUTHPASSWORD=kumakuma
STORAGETYPE=nonvolatile

goooog

ADD SNMPV3 USERO 790000
SHOW SNMPV3 USERO 276 D O OO
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SET SNMPV3 VIEW

SET SNMPV3 VIEW

00o0ooOooooog /ZSNMP

SET SNMPV3 VIEW=view [SUBTREE={node-oid|node-name}] [MASK=mask]
[TYPE={INCLUDED|EXCLUDED}] [STORAGETYPE={VOLATILE|NONVOLATILE}]

view: SNMPOOO0OCO1063000000000000000O000DOUOO0ODDOO0OOOOODDOOODDOO
oooo

node-oid: MIBO OO OIDO1361000000000000000000DDO00O0 32000000000
node-name: MIBOOOOOOOOOOODOO

mask: MIBO OO OIDODO0OOxxxxxxOOOOoleoOOooooooooIboooooooooooo

00

OSNMPVID O OO OODOOOOOOO
goooog

VIEW SNMPOOOOO

SUBTREE MIBO OO0 OIDO Object Identifier0 0O OO0 Ointernet0 00000000

MASK MIBOOO OIDOOOOGOleodoooooOoOoOoO0Ol136l060000000000000
011010200 DOl OO O M DFOl6M OO0 OO Oxxxx:xxxDoooooooouoogoool
goooooogooo

TYPE OOOCOMIBOOUOUOOOUOOOOOOOOOOINCLUDED OO0 MmMEXCLUDEDOOOOO
00000000000 INCLUDEO

STORAGETYPE 0OO0OO0OO0OO0OOONONVOLATILEDOOOOOOOOVOLATILEDOOOOOOOOO
O0OOOOOVOLATILEDOOOOO M

g
m SNMPOOOOstandardO O TYPEOOOOOOOOO

SET SNMPV3 VIEW=standard SUBTREE=1.3.6.1.2.1 TYPE=EXCLUDED
STORAGETYPE=nonvolatile

goooog

CREATE SNMPV3 VIEWD 105000 O
DESTROY SNMPV3 VIEWO 126 DO OO
SHOW SNMPV3 VIEWDO 278 0 0O O
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SET SNTP

SET SNTP

00000O0ooooo /ZSNTP

SET SNTP [DST={ENABLED|DISABLED}] [POLLINTERVAL=60..1200]
[UTCOFFSET=-12..12]

g0

SNTPOOOOOODOOOOOO
SNTPOOOOOOOOOOOUTCOOOOOODOOOOOooooooouUTCOooooooooooo
ooooogoooon

goooog

DST Daylight Savings Time (DST) 0 O OO0 OO0 OO OENABLEDO OO ODISABLEDO OO OO
gooooooooooo

POLLINTERVAL SNTPOOOOOOUOOOOOOOOOOOO60O12000000000000000O
00 6000

UTCOFFSET C0UOO00000000O0OO0OOOO0OOOO-120+41200000000000000000O
0oodooouTCOOooooooooooooo+00000ooooooooooo-00o0o0on
oooooo oo

+8:00 Asia

+10:30 Australian Central Daylight Time
+9:30 Australian Central Standard Time
+11:00 Australian Eastern Daylight Time
+10:00 Australian Eastern Standard Time
+8:00 Australian Western Standard Time
+1:00 British Standard Time

+8:00 China

+0:00 Greenwich Mean Time

+0:00 Greenwich Mean Time

+8:00 Hong Kong

+9:00 Japan Standard Time

+1:00 Mid-European time

+13:00 New Zealand Daylight Time
+12:00 New Zealand Standard Time
+8:00 Singapore
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SET SNTP

+8:00 Taiwan
+0:00 Universal Coordinated Time
-5:00 US Central Daylight Time
-6:00 US Central Standard Time
-4:00 US Eastern Daylight Time
-5:00 US Eastern Standard Time
-6:00 US Mountain Daylight Time
-7:00 US Mountain Standard Time
-7:00 US Pacific Daylight Time
-8:00 US Pacific Standard Time
01900000
o

sUTCOOOOODOOOOODOOODOODOOM

SET NTP UTCOFFSET=9

goooog

SHOW SNTPO 2800000
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SET SSH SERVER

SET SSH SERVER

OOoO0ooooooooo 7/ Secure Shell

SET SSH SERVER HOSTKEY=key-id SERVERKEY=key-id [EXPIRYTIME=hours]
[LOGINTIMEOUT=seconds]

key-id: 0 0 0 000655350
hours: 000005000
seconds: 0 0 060060000

00

sSsHOOOOOOOoOoooooooo
goooog

HOSTKEY 0000000000 O0OO0O00DO0OO0OO0DO 10240000CREATEENCOKEYDOODODO
00000OTYPE=RSA

SERVERKEY 0000000000000 O0OO0OO0OO0OOOODO12800000000000R0 512
O000000O0O0OUOO0O0OOO0OOCREATEENCOKEYODOOOOOOOOOTYPE=RSA

EXPIRYTIME 00000000000 OO0OMOOOOOO0OOO0OOO00OOOOOO0OOO00O000OO
ooooooOooOoOoO0bOOooOoO0boOooOoOooOoooOo oo

LOGINTIMEOUT OO0OO0OO0OO0OOO0OO0O0OO0Oe60O6G00DOOOO0OO0O0OOOODOOOOOOODOOOO
O0o0o0oo0ooooooooo0ooooUooooooooooooooUoOooO 80O

goooog

DISABLE SSH SERVERO 138 0 0 00O
ENABLE SSH SERVERO 151 0000
SHOW SSHO 2810000
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SET SWITCH CONSOLETIMER

SET SWITCH CONSOLETIMER

00o0ooO0oooooo /000000

SET SWITCH CONSOLETIMER=1..60

g0

oooooooooboooobooooood

goooog

CONSOLETIMER 0OO0OO00O0O0OO0OO0O0O0OOO0OOO106O0OODOOOOODOOOOODOO 100
g

s 00000000000000D0 2000000000

SET SWITCH CONSOLETIMER=20

goooog

SHOW SWITCH O OOOOoOooo 1470000
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SET SWITCH STACKMODE

SET SWITCH STACKMODE

00000000000 /000000000000

SET SWITCH STACKMODE={MASTER|SLAVE|UNAVAILABLE}

g0

oobooooooobooooooooooooboooboooooon
goooog

STACKMODE 0O00O000000000000000000000O0MASTERDDOO0OOOO0OOO
00000000000 UOOMSLAVED MASTEROOOOOODOODOO0ODOO0OOO UNAVAILABLE
O0o0oo0o0ooo0ooooU0o0ooU0o0ooUO0oOOoUoOO0ooUoOOoOSLAVED

o
» MASTERO 000000000

SET SWITCH STACKMODE=MASTER

goooog

SHOW REMOTELISTO 2590 000
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SET SYSTEM CONTACT

SET SYSTEM CONTACT

00000000000 /0000
SET SYSTEM CONTACT={string|NONE}
string: 000000390 00000000000000000oooo-"\@[;:1,.7/7|{}-*+m0o000o0oo

O0=<>!?2000000000000000000700000000000000O000O00OO0OOOOOODOOO
oom

g0

O0o0O0oooooooooMIBOOOOOO sysContactD 0D OO O0O0O0O
goooog

CONTACT ODOOOOOoOoOoOOOsysContacttl OO0 OO0 O0OOO0OOO0OOOOOOODset system
contact=NONEO O OO OOO

0
msysContact 0 OO0

SET SYSTEM CONTACT="admin@lsys.mydomain.com"

goooog

SET SYSTEM LOCATIONDO 2130000
SET SYSTEM NAMEO 2140000
SHOW SYSTEMO 2830 00 O
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SET SYSTEM DISTINGUISHEDNAME

SET SYSTEM DISTINGUISHEDNAME

00o0o0o0oooooo /0000

SET SYSTEM DISTINGUISHEDNAME={"string"| NONE}

string: X.500 0 O 00 DN 10 128 0O O O CNO Common Name 64 O O [1J OUO Organizational Unitd 64 0 0O [0
O0O Organization0 64 O O [1J LO Localityd 64 O O [0 STO State or Province 64 0 0 (D CO Countryd 200000
000MO00000000oo0ooonoooo!#$%& ()="1-"\@ ' {+*};:],..<>?0000000
000000000’ 00000000000000000000 MO ”ecn=myname,0=myorg,csjp”00 00

g0

PKIODODOOO X5000000DNOODOODOOO

goooog

DISTINGUISHEDNAME X5000000DNMOO0O0OO00OO00OO00OO0OO0O0OOOOOOOOO
g

= 0000000 cn=pote,o=orange,c=jp0 00000

SET SYSTEM DISTINGUISHEDNAME="cn=pote, o=orange,c=jp"

goooogn

X50000000/000000000000000/00000000000,00000000

goooog

CREATE PKI CERTIFICATED 910000
CREATE PKI ENROLLMENTREQUESTO 920000
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SET SYSTEM LOCATION

SET SYSTEM LOCATION

00000000000 /0000
SET SYSTEM LOCATION={string|NONE}
string: 000000390 00000000000000000oooo-"\@[;:1,.7/7|{}-*+m0o000o0oo

O0=<>!?2000000000000000000700000000000000O000O00OO0OOOOOODOOO
oom

g0

00000oO0oooooooMIBOOODOOO sysLocationOD O OO0 O0O0d
goooog

LOCATION OO0OO0OO0OO0OO0OO0OOOsysLocationnD OO OOODOOOODOOOODOONDO O set system
location=NONEO 000000

o
m sysLocationO0 OO QOO0

SET SYSTEM LOCATION="8F, TTT Bldg."

goooog

SET SYSTEM CONTACTO 2110000
SET SYSTEM NAMEO 2140000
SHOW SYSTEMO 2830 00 O
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SET SYSTEM NAME

SET SYSTEM NAME

00o0o0o0oooooo /0000

SET SYSTEM NAME={string|NONE}

string: 0000003000000 0000000D0DOoDOooooooo-"\@[;:1,.7/7|{}-*+mO00000ooQ
O0=<>!?2000000000000000000700000000000000O000O00OO0OOOOOODOOO
oom

g0

O0ooooooooMIBOOOOOOsysNameOOOOOoQoOGOO
goooog

NAME 0O0O0OO0O0OOsysNameMOOOOOOOOOOO0DO0DOOOOOOOOOOOOOOOOOOO
O0000O000O0Omsetsystemname=NONED OO O OO0

0
msysName OO OO OQO

SET SYSTEM NAME="white.mydomain.com"

goooogn

O00ODHCPOOOOOODOODOOOOOOsysName OO OO DHCP Discover/Request 0 0O 0 O
OO0 HostName OO O OQOOOUOOODODOOOODOODHCPO IPOOOOOOOOOISPOOOOO
HostName O O OOODOOOOOOOO/000000000000O0CO0O0OOOOOOOOOOISPOO
gooooboogoboooboobooo

goooog

SET SYSTEM CONTACTO 2110000
SET SYSTEM LOCATIONDO 2130000
SHOW SYSTEMO 2830 00 O
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SET TELNET

SET TELNET

00o0o00o0ooooo /000000000

SET TELNET INSERTNULL={ON|OFF}

g0

TelnetOOOODOOOOODODOOOOO
goooog

INSERTNULL CROOOOOODOOOOOOODOOODOODOOOOOO OFFO

goooog

ENABLE TELNETO 1520000
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SET TIME

SET TIME

00o0o0o0oooooo /0000

SET [TIME=time] [DATE=date]

time;: JO00Ohh:mm:issO0000hhO000023M mmOO0O0059Mss 0000059
date: D0 0dd-mm-yyyy 000 0ddO0001031MmmO0O0010120yyyy0 000 2035000

g0

cooooooooooooogo
goooog

TIME 0OOO
DATE 0OOO

g
m 000000020060 120 300 190000000

SET DATE=30-12-2006 TIME=19:00:00

s JO00ogogooo

SET TIME=19:02:00

goooogn

OSNTPOOOOOOOOODOOOODOODOOOO

goooog

ADD SNTP IPADDRESSO 800 00O
ADD SNTP PEERO 810000
ENABLE SNTPO 1500000
SHOW TIMEO 286 D O OO
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SET USER PASSWORD

SET USER PASSWORD

00o0ooO0oooooo /000000

SET USER={MANAGER|OPERATOR} PASSWORD=string

string: 00000160 00000000000DO0OO0DDOO0OODO

g0

MANAGER OO OOO OPERATORIOOOIOOOOODDOOODDOOODDOOODOSET PASSWORDO OO
ooooo

goooog

USER 0O0O0OO0OOOMANAGEROOO OPERATOROOOOOO
PASSWORD 0OO0OO0OO0OO0O0OO0O0O0O0O0OO0OOOOOO

g
s MANAGEROOOOOOOOOODOOOOOOOOO

SET USER=manager PASSWORD=panda

goooogn

OooooooooooooOoooUOoOoOoUOoOOoOUOOOOoUOoOoOoOooOO

goooog

SHOW USERO 2870000
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SHOW ASYN

SHOW ASYN

00o0ooO0oooooo /000000

SHOW ASYN

g0

oooooooooooboogd

gooooggon

# show asyn
Asynchronous Port (Console) Information:
Baud Rate . ...ttt e e e e e e e 9600
== ' T iV NONE
Data bits ittt ittt e e 8
SEOP DitS vttt e e e 1
Prompt .. e e e e e e e e e e e e n
Baud Rate 0oooooooooo 9600
Parity ooooooo
Data bits l00000oo0oooooooooog
StOpbitS 1000000000000 o0o0oog
Prompt ogodoooboooboooooooon
0 20:
ogoooon

SET ASYNO 1730000
SET PROMPTO 1910000
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SHOW AUTHENTICATION

SHOW AUTHENTICATION

00o0ooO0oooooo /000000

SHOW AUTHENTICATION

g0

oooooooooooooon

gooooggon

# show authentication

RADIUS Configuration:

Server Retransmit Count

RADIUS Servers:

Global Encryption Key ..
Server Timeout .........

Server Deadtime ........

Authentication Information:
Status ..... .. o oL
Authentication Method ..

.......... 6 seconds

........... 0 minutes

Server IP Address Auth Port Encryption Key Auth Reqg Auth Resp
Local Interface Source IP Address DeadTime (sec)
192.168.1.11 1812 test 0 0
NONE 192.168.1.1 0
0.0.0.0 1812 <Not Defined> 0 0
0
0.0.0.0 1812 <Not Defined> 0 0
0
Status 000000000 Disabled O Enabled

Authentication Method

O0O000000O0RADIUS

Global Encryption Key

oooooooooooo

Server Timeout

ooooooooooooon

Server Deadtime

0000 RADIUSOOOOOOOOOODOOOO

Server Retransmit Count

RADIUSOOOOOOOOOOOO

Server IP Address

RADIUSOOOOO IPOOOO

Auth Ports

ooooo

RADIUSOOOOOOOOUDPOOOOO

CentreCOM 9424T/SP-E0 00O OOOOOO 2.5
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SHOW AUTHENTICATION

Encryption Key oooooooooooo

Auth Req RADIUSO DO OOOOOODOOODODOOODOOOO

Auth Resp RADIUSO O OOOOOOOOOODOOO

Local Interface ooooooooooono

Source IP Address oo IPOOOO

DeadTime(sec) RADIUSO DO OOOOOOODOODODOODOOOODOODOO
0 21:

goooooo

AuthReqU AuthRespO0 00000000000 OD0ODOOOOODOOOOOOOOOOO

goooog

ADD RADIUSSERVERO 76 0 O OO

DELETE RADIUSSERVERO 1110000
DISABLE AUTHENTICATIONDO 1270000
ENABLE AUTHENTICATIONDO 1400000
SET AUTHENTICATIONO 1740000

SET RADIUSSERVERO 1930000
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SHOW CFLASH

SHOW CFLASH

00000000000 /0000000000000

SHOW CFLASH

g0

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon

ooo

gooooggon

# show cflash
Compact Flash:

Current Directory: \

Bytes used

Card Information:

Number of files
Number of directories

Hardware detected
Serial Number

87651513

Yes

SST41203030000021876
124666 KB
86524 KB
38142 KB

(62 files)

Current Directory

ooooooooogd

Number of files

ooboooooooooooooooogd

Number of directories

oooboooobooooooooooooooboooo

Bytes used

ooboboooooboooooooooooooooooogn

Card InformationC OO0 00O

ooobooooboooooooooooooooooon

Hardware detected

ooboboobooboooooboooooooboooogoooon
00000000 YesOOOOOOOOOOOOOODODOODOOOO
000000000 YesOlnvaliddOOOOOOOOOOOO NoO
ooooo

Serial Number

ooboooooooooooooooogd

Size oooooooooooooooo

Used ooobooooboooooooooooooooooon

Free ooboooooobooobooooood
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0 22:

googoo

SET CFLASH DIRO 1750000
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SHOW CONFIG

SHOW CONFIG

00o00o0o0ooooo /0000000000

SHOW CONFIG [DYNAMIC[=module-name]] [INFO]

module-name: DO 0000

g0

Oooo0oo0oo0oooooOoooObYNAMICOOOOOOOOOOOOOOODOOODOOOOO

coooooooobooooooooboooobooooogoa

goooog

DYNAMIC O0O0OO0OO0O0OO0O0O0OO0O0OO0O0OO0OO0OO0OO0OO00OO000OO00DOO00OO0O0O0O00OO

coooooooooooooooo
INFO OO0O0O0OO00O0OO0OO0O0OSHOWDEBUGODOOOOOOO

gooooggon

# show config

Boot configuration file "boot.cfg"

"boot.cfg"

(Exists)
Current configuration .................
# show config dynamic

---Start of current configuration

#
# System Configuration
#

#

# User Authentication Configuration

#

set user=manager password=3af00c6cadllf7ab5db4467b66ce503eff
set user=operator password=4b583376b2767b923c3elda60d10de59ff

--More-- <Space> = next page, <CR> = one line, C = continuous,

Q = quit

ooooo
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Boot configuration file cooooboooooobooooooboboooboobooooobooooooot
00000000000 00o0DOo0oOooO0O@mNoneD OO OODOOO
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SHOW CONFIG

Current Configuration 0000000000000 OO0OO0O0OOOOO

0 23:

goooogn

INFOOOOOOOOOOOOooooooooooooooooooooooooooooooooooo
ooooooooobooooooboooooon

goooog

CREATE CONFIGO 84000
RESTARTO 1700000
SET CONFIGO 1770000

goooo CentreCOM 9424T/SP-EC O O0O00OODOO0O 25 | 225
613-000699 Rev.E



SHOW DEBUG

SHOW DEBUG

00o0o0o0oooooo /0000

SHOW DEBUG

g0

000000000 000OSHOWCONFIGOOOOO INFOOODOODOOoOoooooooom

goooogn

cooooooobooboooooobooooooooooooooooooobooboooOoooooooon
ooooooooooooooooooa

goooog

SHOW CONFIGO 2230000

SHOW EXCEPTIONLOGO 2410000
SHOW LOGUO 2470000

SHOW SYSTEMO 2830 00 O
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SHOW DOS

SHOW DOS

00o0o0o0oooooo /0000

SHOW DOS [IPADDRESS] [SUBNET] [UPLINKPORT]

g0

ooboooooooooboooooon
goooog
IPADDRESS 0 OO0OOO IPOODOOOOO

SUBNET OO0OO0OO0OOOOOOOOOOOOOO
UPLINKPORT 0000000000 O0OO0OOOOOOOO

gooooggon

# show dos ipaddress

Subnet Ip address 1S it ittt e e

# show dos subnet
SUbNnEet 18 ...t e e e e

# show dos uplinkport
Uplink POrt 1S .t vttt it it et e e e e e e e e

192.168.10.1

255.255.255.0

Subnet Ip address is IPOOOO

0 24 IPADDRESS OO O0DO0OO0OO

Subnet is ooooooono

0 25:SUBNETOOODOOOOO

Uplink Port is ooooo

oooo

0 26: UPLINKPORTOOOOOOOO

goooog

SETDOSO 1780000
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SHOW DOS IPOPTION

SHOW DOS IPOPTION

00o0o0o0oooooo /0000

SHOW DOS IPOPTION PORT={port-list|ALL}

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

IPOptions Attack D0 OO0 O00DO0O0O0O0DO0OOO
goooog

PORT O0O0OO0O0O0O0OOO0OOO0OOOALLOOOOOOOOOOOOOOOOOOOOOO

gooooggon

# show dos ipoption port
Port Status Mirror Port
1 Disable 0

2 Disable 0

3 Disable 0

4 Disable 0

5 Disable 0

6 Disable 0

7 Disable 0

8 Disable 0

9 Disable 0

10 Disable 0

11 Disable 0

12 Disable 0

13 Disable 0

14 Disable 0

15 Disable 0

16 Disable 0

17 Disable 0

18 Disable 0

19 Disable 0

20 Disable 0

21 Disable 0

22 Disable 0

23 Disable 0

24 Disable 0
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SHOW DOS IPOPTION

Port googo
Status IP Options Attack 00 0000000 OO0 OO Enable O Disable
Mirror Port goooboooobooooooooo
0 27:
googdoo
SET DOS IPOPTIONDO 1790000
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SHOW DOS LAND

SHOW DOS LAND

00o0o0o0oooooo /0000

SHOW DOS LAND PORT={port-list|ALL}

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

Land Attack 0O 00O QOO0OO0O0OOO0OOO
goooog

PORT O0O0OO0O0O0O0OOO0OOO0OOOALLOOOOOOOOOOOOOOOOOOOOOO

gooooggon

# show dos land port
Port Status Mirror Port
1 Disable 0

2 Disable 0

3 Disable 0

4 Disable 0

5 Disable 0

6 Disable 0

7 Disable 0

8 Disable 0

9 Disable 0
10 Disable 0
11 Disable 0
12 Disable 0
13 Disable 0
14 Disable 0
15 Disable 0
16 Disable 0
17 Disable 0
18 Disable 0
19 Disable 0
20 Disable 0
21 Disable 0
22 Disable 0
23 Disable 0
24 Disable 0
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SHOW DOS LAND

Port ooooo
Status Land Attack D000 OOO0O0OO0O0OQOOEnable O Disable
0 28:
goooono
SETDOSO 1780000
SHOW DOSO 2270000
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SHOW DOS PINGOFDEATH

SHOW DOS PINGOFDEATH

00o0o0o0oooooo /0000

SHOW DOS PINGOFDEATH PORT={port-list|ALL}

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

PingofDeath DO OO ODOOOODOOOOOODO
goooog

PORT O0O0OO0O0O0O0OOO0OOO0OOOALLOOOOOOOOOOOOOOOOOOOOOO

gooooggon

# show dos pingofdeath port
Port Status Mirror Port
1 Disable 0
2 Disable 0
3 Disable 0
4 Disable 0
5 Disable 0
6 Disable 0
7 Disable 0
8 Disable 0
9 Disable 0
10 Disable 0
11 Disable 0
12 Disable 0
13 Disable 0
14 Disable 0
15 Disable 0
16 Disable 0
17 Disable 0
18 Disable 0
19 Disable 0
20 Disable 0
21 Disable 0
22 Disable 0
23 Disable 0
24 Disable 0
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SHOW DOS PINGOFDEATH

Port googo
Status Pingof Death 0 0O OO0 O OO OEnable O Disable
Mirror Port gooobooooboogooooooo
0 29:
googdoo
SET DOS PINGOFDEATHO 181 0000
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SHOW DOS SMURF

SHOW DOS SMURF

00o0o0o0oooooo /0000

SHOW DOS SMURF PORT={port-list|ALL}

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

Smurf Attack 0D 000000000000
goooog

PORT O0O0OO0O0O0O0OOO0OOO0OOOALLOOOOOOOOOOOOOOOOOOOOOO

gooooggon

# show dos smurf port
Port Status Mirror Port
1 Disable None
2 Disable None
3 Disable None
4 Disable None
5 Disable None
6 Disable None
7 Disable None
8 Disable None
9 Disable None
10 Disable None
11 Disable None
12 Disable None
13 Disable None
14 Disable None
15 Disable None
16 Disable None
17 Disable None
18 Disable None
19 Disable None
20 Disable None
21 Disable None
22 Disable None
23 Disable None
24 Disable None
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SHOW DOS SMURF

Port ooooo
Status Smurf Attack 00O O00OOO0ODO0OOODOEnable O Disable
Mirror Port 0000000000000 00O0NoneO OO
0 30:
goooono
SETDOSO 1780000
SET DOSSMURFO 1820000
SHOW DOSO 2270000
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SHOW DOS SYNFLOOD

SHOW DOS SYNFLOOD

00o0o0o0oooooo /0000

SHOW DOS SYNFLOOD PORT={port-list|ALL}

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

SYN Flood Attack 00 0 OO0 O0O0O0O0oOooOooO
goooog

PORT O0O0OO0O0O0O0OOO0OOO0OOOALLOOOOOOOOOOOOOOOOOOOOOO

gooooggon

# show dos synflood port
Port Status Mirror Port
1 Disable None

2 Disable None

3 Disable None

4 Disable None

5 Disable None

6 Disable None

7 Disable None

8 Disable None

9 Disable None

10 Disable None

11 Disable None

12 Disable None

13 Disable None

14 Disable None

15 Disable None

16 Disable None

17 Disable None

18 Disable None

19 Disable None

20 Disable None

21 Disable None

22 Disable None

23 Disable None

24 Disable None
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SHOW DOS SYNFLOOD

Port ooooo
Status SYN Flood Attack D 0O O OO0OOOODODOOOOENable 0 Disable
Mirror Port 0000000000000 00O0None OO
0 31:
goooono
SET DOS SYNFLOODO 1830000
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SHOW DOS TEARDROP

SHOW DOS TEARDROP

00o0o0o0oooooo /0000

SHOW DOS TEARDROP PORT={port-list|ALL}

port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

g0

Teardrop Attack DO OO0O0OOoOooOOOoooO
googdoo

PORT O0O0OO0O0O0O0OOO0OOO0OOOALLOOOOOOOOOOOOOOOOOOOOOO

gooooggon

# show dos teardrop port
Port Status Mirror Port
1 Disable 0

2 Disable 0

3 Disable 0

4 Disable 0

5 Disable 0

6 Disable 0

7 Disable 0

8 Disable 0

9 Disable 0

10 Disable 0

11 Disable 0

12 Disable 0

13 Disable 0

14 Disable 0

15 Disable 0

16 Disable 0

17 Disable 0

18 Disable 0

19 Disable 0

20 Disable 0

21 Disable 0

22 Disable 0

23 Disable 0

24 Disable 0
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SHOW DOS TEARDROP

Port goood
Status Teardrop Attack 0000000000 OO0OOENable O Disable
0 32:
googdoo
SET DOS TEARDROPO 1840000
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SHOW ENCO KEY

SHOW ENCO KEY

00o0ooO0oooooo /000000

SHOW ENCO KEY[=key-1id]

key-id: 0 0 0 0006553500

g0

oooooooooon
goooog

KEY 0000000000000 O00O00OO0OOENCOOOOOOOOOOOOOOOOooooO
ooo

gooooggon

# show enco key

ID Algorithm Length Digest Description
1 RSA-Private 1024 B3FEB122 host

2 RSA-Public 1024 B3FEB122

1D ooo

Algorithm 00000 RSA-PrivateD RSA-Publico O 00O

Length RSAOOOOOOOOO

Digest goooobooooboooboo

Description O0O0OO0OOCREATEENCO KEYO OO OO DESCRIPTIONODOOOOODO

0 33:

goooog

CREATEENCOKEYO 80000
DESTROY ENCOKEYO 116 0 OO O
SETENCOKEYO 1850000
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SHOW EXCEPTIONLOG

SHOW EXCEPTIONLOG

00o0o0o0oooooo /0000

SHOW EXCEPTIONLOG[=f1ilename]

filename: DO 00O

g0

oooooooooooo
goooog

EXCEPTIONLOG 000000000000 OOOOOOOOOOOOOOOOOO

gooooggon

# show exceptionLog

FileName Size Created
except0.exc 636 10/06/2008 18:54:01
exceptl.exc 636 10/06/2008 16:48:40

# show exceptionLog

*** No Files Found!!!

o
" 00000000000

SHOW EXCEPTIONLOG

goooog

DELETE EXCEPTIONLOGO 1070000
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SHOW FILE

SHOW FILE

00000000000 /0000000000000

SHOW FILE[=filename] [DEVICE={FLASH|CFLASH}]

filename: 00 DOO0O00O0OO0O0ODOOOOODODO

g0

oooooooooooooooboooooooboooooooooooooooooOogon
goooog

FILE OOOOOOOOO0O00000O0O0OOOOOOOOODOOOOOOOOODODODOODODODOOO
ooboboooobooooooooooooooooooooooooooobooooooooogg
coboboooooooobooooooodbooooooooooooooooooooobooogon
cooobooooood

DEVICE 000000000000 O000000D0O0D0O0000O00O0FLASHOCFLASHOOOOO
cooboooooooooooooooooood

gooooggon

# show file
File Name Device Size(Bytes) Last Modified
boot.cfg flash 1561 11/07/2006 18:20:10
test0l.cfg flash 1869 11/10/2006 15:46:56
test02.cfg flash 1561 11/07/2006 18:21:24
test03.cfg flash 1561 11/07/2006 18:21:58
test04.cfg flash 1629 11/10/2006 14:02:36
FileName ooooo
Device Device D0OOO0O0OO0O0OOOOOOOOOOflash
Size(Bytes) ooodooooooood
Last Modified ooooooooonoo
0 34:

o
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e 00000000000o0o0ooon

SHOW FILE

m]000000.cfgDOO000n

SHOW FILE=*.cfg

m00000ipcfg0 00000

SHOW FILE=ip.cfg

googoo

DELETEFILED 1080 00O

ooooo
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SHOW FLASH

SHOW FLASH

00000000000 /0000000000000

SHOW FLASH

g0

O0o0oo0o0ooooOFFSO0OOO0OOoOoooon

gooooggon

# show flash
Flash:
Files .. ... 6552576 bytes (7 files)
Free .............. 1671168 bytes
Total .............. 8223744 bytes
files ogodoooboooobooo
garbage godoooboooooooooon
free ooooo
total ogoooooooo
0 35:
ooooon
SHOWFILEO 2420000
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SHOW INTERFACE

SHOW INTERFACE

00o0ooOooooog /ZSNMP

SHOW INTERFACE[=1ifindex]

ifindex: 000000000 DDOOOO0DOO

g0

oooooooobooobooooboobooon

goooog

INTERFACE 000000000 O0OO0O0OOOOOIfindex0OOODODODOODODOODOOOOOOSHOW

INTERFACEO O OOOOIifindex0 OO DOO0ODOOOODOOOODOOODOOOODOODOOOOO

ooboboooooboooooooboooooooooboooooooon

gooooggon

# show interface=1
ifIndex. ..ottt e e 1
IEMEU. . e 9198
1fSpeed. . ... e e e 0
1fAdminStatus. .. ... e Up
ifOperStatus. . ... ... Down
ifLinkUpDownTrapEnable............... Enabled
ifIndex 000000000 O00O0oooo0oOoOOooifindexo
iftMTU oo0ooooooooooooooMTUOOOOOOO0OO0O0Ooo0OoO0a
ooooood
ifSpeed oodobooooooboooonodg
ifAdminStatus 0000000000000000000 MM Updm Downdd TestingO
ooooo
ifOperStatus 0000000000000 000 MM UpD Down(I Testingd O
oooo

ifLinkUpDownTrapEnable O00000000000000ENnabled O Disabled

0 36:

goooog
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DISABLE INTERFACE LINKTRAPO 128 00 OO
ENABLE INTERFACE LINKTRAPO 1410000
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SHOW LOG

SHOW LOG

oooooOoooooo /00

SHOW LOG[={TEMPORARY|PERMANENT}] [FULL] [MODULE=module-list] [REVERSE]
[SEVERITY=severity-1ist]

module-list: 000000000000 OO0OODOOO
severity-list: OO COUOUOEWIO0ODOOOO0OO0OOOO0OODOOOODOD

00

pooooooooooooooboobooooooooooooobooon
goooog

LOG 0000000 OOTEMPORARYORAMUO OO OOOOO PERMANENTONVSOOOOOO
000000000 TEMPORARYORAMUOOOOOOOOOOoQooQ

FULL ODO000OO0O0O00O00O0OOO00O0OO000OO000OO000O0000000O000OorRULLOODOOO
goooobooobobooobooobobooobooboboobooboboo

MODULE 000000000000 O000O0O0OO0OO0OOOOOOO0

REVERSE 0O0O0O0OO0OOO0OOCOO0OOCOOOOOOOOOOO

SEVERITY 000000000 0O0OOEDErrord WO WarningD O OO 10 Information0 00000
gooooboogoboooboboobbo

gooooggon

# show log
Total Number of Events: 8

I 11/28/06 16:39:04 gos: QoS initialized

I 11/28/06 16:39:05 pcfg: PortConfig initialized

I 11/28/06 16:39:05 ptrunk: Port Trunking initialized
I 11/28/06 16:39:05 vlan: VLAN initialized

# show log full
Total Number of Events: 125

S Date Time EventID Source File:Line Number

Event
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SHOW LOG

I 11/28/06 16:39:01 033005 evtlogapp.c:1975

evtlog: Created Output Definition, ID 0, Type Permanent
I 11/28/06 16:39:01 033005 evtlogapp.c:1999

evtlog: Created Output Definition, ID 1, Type Temporary
I 11/28/06 16:39:01 033004 evtlogapp.c:223

evtlog: Event log initialized
I 11/28/06 16:39:03 183001 fileapp.c:143

file: File System initialized

S gboboooboooboogoo
Date goooooooobod
Time g000oU0O0OoUooUoooooooolo3looooon
Event goooobooobooooboooboooooo
0 3r7:
S gboooobooobooooo
Date goooooooobooo
Time g0o00oU00ooUoUoooooooolo3looooon
Event ID oooo Ib
Source File:Line Number 000000000000 O0000O0O0O0O0O0OOCOOOOOOOOOO
o
Event goooobooobobooboboooboooooo

038 FULLOODODOOOOO

o
= NVSO0000PERMANENT 000000

SHOW LOG=PERMANENT

e 00000000000o0o0ooon

SHOW LOG MODULE=SYSTEM

goooogn

ONvVSOOOOoOOoOoOoooooooooooooooooooooooooooooooooooooo
RAMOOOOOOOOsyslogODOOOOOOOOO0OOODOOO0OOOOOOOO

goooog
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PURGE LOGDO 1610000
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SHOW LOG OUTPUT

SHOW LOG OUTPUT

oooooOoooooo /00

SHOW LOG OUTPUT [=output-id] [FULL]

output-id: 0O OO 1DO 0O 200

g0

cooooooooooooogo
goooog

OUTPUT OOOOO IDODOOOOOOOODOOOOODOOOOODOOOO
FULL OO0OO0OO0OO0OOOO0O0OOOO0OOOO0OO0

gooooggon

# show log output

OutputID Type Status Details
Permanent Enabled Wrap on Full
Temporary Enabled Wrap on Full
Syslog Enabled 192.168.1.20

# show log output=1 full

Output ID ...ttt i et 1

Output Type .... ... Temporary

Status . ... e Enabled

Log Full Action .............. Wrap on Full

Event Severity ............... All

Event Module ................. All

OutputiD oooo Ib

Type 0000 00Permanentd Temporaryd Syslog 0 0 0000
Server 000000 IPOOOOOTypeO SyslogOODOOOOooonO
Status 000000000 0Enabled O Disabled

Details Type O Permanent0 00 Temporary 0000000000000 O0O0OOO

00000000000 Typed Syslog0OO0O0OOsyslog0 000000000
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SHOW LOG OUTPUT

0 39:
OutputIiD oooo Ib
Type 000000 Permanentd Temporaryd Syslog 00 0000
Status O0000000000Enabled O Disabled

Log Full Action O0000000000000000000000000 Type O Permanentd O
O Temporary DO QOO OO

Server IP Address OOOOO0OO0O IPOOOOOTypeO Syslog 00O

Message Format syslogOD OO 000000000 O0EXxtended 000000 OOOOOsysNameO
0000000000 NormalOOOOOOOOOOO

Facility Level syslogD 0000000000000 OOO0OLOCALIOD7OOOO
Event Severity goboobooobboobobooooboo
Event Module goboobooobboobobooooboo

040 FULLOODODOOOOO

g
s(0000000000000000000000

SHOW LOG OUTPUT

s 0000001000000000000

SHOW LOG OUTPUT=1

s 00000010000000000000000

SHOW LOG OUTPUT=1 FULL

goooog

ADD LOG OUTPUTO 730000
CREATE LOG OUTPUTO 870 00O
DESTROY LOG OUTPUTO 1170000
SET LOG OUTPUTO 1870000
SHOW LOG STATUSO 2520000
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SHOW LOG STATUS

SHOW LOG STATUS

oooooOoooooo /00

SHOW LOG STATUS

g0

oooooooooooboogd

gooooggon

# show log status

Event Log Configuration:

Event LOgging ... ..., Enabled
Number of Output Definitions .... 2
Event Logging oooooooooo
Number of Output Definitions oooooooOoooooon
0 41:
ooooon

DISABLE LOGO 129000 O
ENABLE LOGO 1420000

SET LOG FULLACTIONDO 186 0 OO O
SHOW LOGUO 2470000
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SHOW MGMTACL

SHOW MGMTACL

00000000000 /00000000000000000

SHOW MGMTACL [ID=1..256]

g0

cooooooooooooooooooooooboooooooooooboooooboooooa

goooog

ID O0OO000000000000000O00000000

gooooggon

# show mgmtacl

Management ACL Status

ID IP Address

10 192.168.1.10

# show mgmtacl id=10

ID IP Address

10 192.168.1.10

......................... Disable
Mask Application
255.255.255.255 TELNET
Mask Application
255.255.255.255 TELNET

Management ACL Status

00000000000000000000OEnable OO Disable

ID

ooooogd

IP Address IPOCOO
Mask oooooooa
Application 000000000000 0D0D0O0000b000b0000000TELNETO
PINGOALLOODOOO
0 42:
o

m Management ACLO O 000000000000 O00O0O0O0OO0O0OOO0O0O0OOOOO0OOO

ooooo
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SHOW MGMTACL

SHOW MGMTACL

000000010000

SHOW MGMTACL ID=10

goooog

ADD MGMTACLO 740000
CREATE MGMTACLO 80O OO
DELETE MGMTACLO 1090 00O
DESTROY MGMTACLO 118000 O
DISABLE MGMTACLO 1310000
ENABLE MGMTACLO 1440000
SET MGMTACLO 188000
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SHOW PKI CERTIFICATE

SHOW PKI CERTIFICATE

00o0oooooooo /ZPKI

SHOW PKI CERTIFICATE[=string]

string: 000000010240 0000000000000000000D0D0O0O0DDMOOD0O0O#$%&’(
Yy I-\Ne‘{+*};:],./_-00000D00D0!'=000000000000000000000000000M

g0

cooooooboooooooooooooooooon
goooog

CERTIFICATE OOOOOOO

gooooggon

# show pki certificate
Certificate Database:
Name State MTrust Type Source
test Trusted True EE Command
#
#
# show pki certificate=test
Certificate:
Name ............... test
State ... L. Trusted
Manually Trusted ... True
TYPEe it i e i i EE
Source ..., Command
Version ............ V3 (0X2)
Serial Number ...... 0 (0x0)
Signature Alg ...... md5WithRSAEncryption
Public Key Alg ..... rsaEncryption
Not Valid Before ... Jan 1 04:38:32 1980 GMT
Not Valid After .... Dec 31 04:38:32 1981 GMT
Subject ............ CN=1.1.1.2
ISSUEY . .vvviien .. CN=1.1.1.2
MD5 Fingerprint .... 49:52:A8:59:CC:54:3C:52:17:97:85:54:67:91:C4:FA
SHA1l Fingerprint ... FF:F8:C5:53:F3:32:31:E4:92:F4:95:41:8A:C2:D1:9D:CE:E0:45:7F
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SHOW PKI CERTIFICATE

Name gooobooooobooooobobbooobbooooobbooobobboooobo
00000000000 Subject

State 0000000000 TrusteddOOOOO MM UntrustedDOOOOOOO0OMmM
ValidatingDOoOoOoOoooooO

MTrust gooooooobobooooobobooobboboooboboobobboooobo
0000 True O False

Type OUOOO0OUOOOSELFODOOOOO0OODOO0OODODmMCAODOOUOOOOOMMEEDO
gooooboogoboooobooobobon

Source 0000000000000 000000000000CommanddOOOO0O

ooooogooon

0 43:

Certificate D OO OO

ooooooooooooboogo

Name ooboboooboooobooooobooooboooboooooooooooon
000000000000 Subject
State 0000000000 Trusted DO OO0 MUntrusted D O0000O000O MM

ValidatingDOOGOOoooooO

Manually Trusted

goooooooOoooooooooooooooooooooooooon
00000 True O False

Type O00O0O0OOO0SELFODDOOOO0O0DO0DOO0OO0DMCAOOODOOOOOMEE
ooooooooooooooooooooon

Source 00000000000oo0ooooooooo0ooCommanddOOOO
oooooooood

\ersion O0oo0ooOoooo Xs509o000000

Serial Number

ooooogoood

Signature Alg

cooboooooooooooobobooooood

Public Key Alg

oobooooboobooooboooobooooon

Not Valid Before

oooooooooooooooo

Not Valid After

oooooooooooooooo

Subject

oooooooobooooooooboodga

Issuer

ooooooooogod

MD?5 Fingerprint

MDSOOOOOOOOOO0O0OO0O000O

Shal Fingerprint

000000 SHA1OOOOoOOooooooooooo

goooogn

04400000

00000000000 0-2147483649 0 0 02147483648 0 0 0O O O OSerial Number O O XX:XX:XX:XX...

oooooooooon
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googoo

ADD PKICERTIFICATEO 750000
DELETE PKI CERTIFICATED 1100000
SET PKI CERTIFICATED 190000 O

ooooo
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SHOW RADIUSACCOUNTING

SHOW RADIUSACCOUNTING

00o0ooO0oooooo /000000

SHOW RADIUSACCOUNTING

g0

RADIUSO Remote Authentication Dial InUser Server0 00 0000000000 O0OO0OOO0OOOOOO
ooao

gooooggon

# show radiusaccounting

Radius Accounting Configuration

Radius Accounting Status ...........: Disabled

Radius Accounting Port..............: 1813

Radius Accounting Type..............: Network

Radius Accounting Trigger Type......: Start_Stop

Radius Accounting Update Status.....: Disabled

Radius Accounting Update Interval...: 60

Radius Accounting Status 0000000000000 OEnabled O Disabled

Radius Accounting Port RADIUSOOOOOOOOOOOOOOUDPOOOOOO

Radius Accounting Type O0000000000000000000000NETWORK
ogooooboooooooooooo

Radius Accounting Trigger Type 0000000000000 0000oooooooooooo

0 O START_STOP O STOP_ONLY

Radius Accounting Update Status 00000000000 o000ooo0oooooooooooo
goobooobooobbooobbooobbouooboboboo
Enabled O Disabled

Radius Accounting Update Interval 0000000000000 OO0O0OO

0 45:

goooog

DISABLE RADIUSACCOUNTINGO 1320000
ENABLE RADIUSACCOUNTINGO 1450000
SET RADIUSACCOUNTINGO 1920000
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SHOW REMOTELIST

SHOW REMOTELIST

00000000000 /000000000000

SHOW REMOTELIST

g0

ooboooooobooobooooooboooooooobooooon

gooooggon

# show remotelist

Searching for slave devices. Please wait...

Num MAC Address Name Switch Software Switch
Mode Version Model
01 00:30:84:00:00:00 Slave S63 vl1.1.1 CentreCOM 9408L
Num ooooo
MAC Address ooo MACOOOO
Name oooooooo
Switch Mode 000000000o0o0oo0o0oo0ooo0oooooMASTERO OO SLAVE
Software Version O0o0ooooooooooooo
Switch Model ooo
0 46:
o

s(0000000000000000000000000O000

SHOW REMOTELIST

goooogn

OMASTEROOOOOOOOOOOO

goooog

SET SWITCH STACKMODED 210000 O
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SHOW SNMP

SHOW SNMP

00o0ooOooooog /ZSNMP

SHOW SNMP

g0

SNMPOOOOUOOOOOOOOOO

gooooggon

# show snmp
SNMP Information:
SEaLUS ottt e e e Disabled
Authentication failure traps............... Disabled
COMMUNIEY vt e et et e e e e e e e e et e e e et e e e e private
ACCESS 4 ettt et et e e e Read|Write
SELatUS .ot e Enabled
OPEN ACCES S vttt et ettt ettt e et et et et No
(@103 111101610 e 1wl public
A CCESS vt i ettt et e e e e e e e e e e e Read Only
SELatUS ..t e Enabled
(0] oY= o N N T == = T PP No

Status

SNMPOOOOOOOOOOEnabled O DisabledO

Authentication failure traps

oooooooooooo

Community oooooooo
Access 000000000000 00read-onlyOread-writeO OO 000
Status O00000000000Enabled O DisabledD

Open access

O0o000oO0O0OoSNMPOUOOOOOOOOOOOOOOOOYes
000 NoO

g

0 47:

s SNMPOOOOOOOOOOOOO

SHOW SNMP

goooog
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SHOW SNMP COMMUNITYD 2620000
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SHOW SNMP COMMUNITY

SHOW SNMP COMMUNITY

00o0ooOooooog /ZSNMP

SHOW SNMP COMMUNITY=community

community: SNMPOO0OO0OOOCOOO1032000000000000000000D00DO0DDODDOOLODO
0Do0oo0@™boOo0oo0U00oooODm\ODODODO0DLDO0O0DLDLOUO000MDODO0O000ObO0O0ODDOOOO

g0

SNMPOOOOODOOOOODOOOOOO
goooog

COMMUNITY SNMPOOOOOOOOO

gooooggon

# show snmp community=private
SNMP Community Information:
1) 7= 141 private
ACCESS 4ttt et et e e e e Read|Write
SEatUS it e e Enabled
MANAGETY  t v e e et e e e e e e e e e e e e e e e 192.168.10.5
Trap HOSE ..t it i e e e e e e e e e e e e e 192.169.10.5
Name oooooooo
Access 0000000000000 0Read OnlydReadWriteO OO OO O
Status 00000000000 Enabled O DisabledO
Manager SNMPOOOOOOOOOOOOOOOOOIPOOOO
Trap Host SNMPOOOOOOOOOOOOIPOOOO
0 48:

g
s SNMPOOOOOOOOprivate0 OO 0OOO0OOOO

SHOW SNMP COMMUNITY=private
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googoo

SHOW SNMPO 2600000
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SHOW SNMPV3 ACCESS

SHOW SNMPV3 ACCESS

00o0ooOooooog /ZSNMP

SHOW SNMPV3 ACCESS=group [SECURITYMODEL={V1|V2C|V3}]
[SECURITYLEVEL={NOAUTHENTICATION|AUTHENTICATION|PRIVACY}]

group: SNMPOOU0OO00O01063000000000000000000O0O0O00OOOO0OOOOOOOOOOOOOO
ooooo

00

OSNMPVID O OODOOOOODOOOOODOOOO
goooog

ACCESS SNMPOOOOOO

SECURITYMODEL 00000000 OOO0O0OOOOOOOSNMPOOOUOOOOOOOOOOOO
O 0 v1O SNMPv1 v2cd SNMPv2cIv3OSNMPV3O D OO0 0oooooooooooooo
gooooboogoobooobooooboobbooboobogbobooooboo

SECURITYLEVEL 000000O0COO000OO0OO0OOOO000OO0OOO0OOOOO0OO0OOOOOUOOOOOO
noauthenticationD 0 0000000 OO MauthenticationD D00 0000 0O O M privacyd O
goooobobogobooboobobooobobobboobobobooobDbobobDobobOob o
gooooboooooooboooooo

gooooggon

# show snmpv3 access=managers
Group Name ........c.coiuienen.. managers
Context Prefix ...............
Security Model ............... v3
Security Level ............... AuthPriv
Context Match ............. Exact
Read View ..........oiuin.. internet
Write View ................ internet
Notify View ............... internet
Storage TYyPe ... vvvvenen.. NonVolatile
Row Status .........oouiu.... Active
Group Name SNMPOOOOO
Security Model SNMPOOOOOOvIOv2cOOO v3OOOOO
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SHOW SNMPV3 ACCESS

Security Level O000000O00000ncAuthnoPrivl 000000000 O MM AuthnoPriv
00000000000 AuthPrivl 0 0000000000000 0OO

Context Match Oo0o0ooono

Read View goooooogooo

Write View goooooogooo

Notify View gooooooooooo

Storage Type 000000000 NonVolatiled 00O 00O O VolatileO

Row Status O00000000actived not in serviced not ready OO0 0O O

0 49:

o

s SNMPOOOOOmanagers0 000000000 og

SHOW SNMPV3 ACCESS=managers

goooog

CREATE SNMPV3 ACCESSO 950 00O
DESTROY SNMPV3 ACCESSO 12000 0O
SET SNMPV3 ACCESSO 1950000
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SHOW SNMPV3 COMMUNITY

SHOW SNMPV3 COMMUNITY

00o0ooOooooog /ZSNMP

SHOW SNMPV3 COMMUNITY INDEX[=index]

index 000000010630 00000000D0O00DOOO0DOOODOOODOOUODDOUODDOOODOO
oooo

g0

OSNMPV3O SNMPOOOOOOOOODOOOOODOOOO
goooog

INDEX 000000000 0O00O00O0O00O00O0O000000000O0000O0OO0O0O0O0O0O00

gooooggon

# show snmpv3 community
Community Index .............. Index3
Community Name ............ test
Security Name ............. test
Transport Tag ............. trans
Storage TYyPe ... vvvvenen.. Volatile
Row Status .........coou.... Active
Community Index oooooooo
Community Name oodooobooooboooood
Security Name SNMPv1iO OO v2cOOOOOO
Transport Tag oooooooo
Storage Type 000000000 NonVolatileD OO0 OO VolatileO
Row Status O00000000actived not in serviceO not ready 000 0O O
0 50:
o

s SNMPOOOOOOOOIndex3s0 OO O0oOooooO

SHOW SNMPV3 COMMUNITY INDEX=Index3
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SHOW SNMPV3 COMMUNITY

goooogn

OSNMPvVl/v2c 000000000000 O0O0O0O0O0O00O00Opublicd private0 00000000
OOOSNMPV3IOOODOOOOOOODOOOOODOOOO

goooog

CREATE SNMPV3 COMMUNITYO 97 0000
DESTROY SNMPV3 COMMUNITYDO 1210000
SET SNMPV3 COMMUNITYO 196 0 0 OO
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SHOW SNMPV3 ENGINEID

SHOW SNMPV3 ENGINEID

00o0ooOooooog /ZSNMP

SHOW SNMPV3 ENGINEID

g0

OSNMPVID O OOOOOOOD IDODOOOOO

gooooggon

# show snmpv3 engineid

SNMP Engine ID ............... 80:00:00:CF:03:00:0C:46:64:59:7B

g
s 00000000 IDOO0O0O0OO

SHOW SNMPV3 ENGINEID
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SHOW SNMPV3 GROUP

SHOW SNMPV3 GROUP

00o0ooOooooog /ZSNMP

SHOW SNMPV3 GROUP [USERNAME=username] [SECURITYMODEL={V1[V2C|V3}]

username: SNMP OO O0O00010320000000000000000000000DO00O00O0OO0OOOOO0OO
ooooooo

g0

OSNMPVID O OOO0OO0OO0O0OO0OO0OO0O0OOO0ODO0O0OO0OOO0OOOO

goooog

USERNAME SNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOO
oooo

SECURITYMODEL 0OO0OO0O0O0OO0O00O0OO0O0O0O0OO0O0O0O0OO0SNMPOOOOOOODOOOODOOOO
0 0O vl0 SNMPv1 v2cO SNMPv2cO v3O SNMPV3D O 0O 0 0000000000000 00
oobobooooooooboooobooooooooo

gooooggon

# show snmpv3 group username=systemadmin24
Security Model ............... v3
Security Name .............o... systemadmin24
Group Name ................ managers
Storage TYPe ..o vvvvenn.. Volatile
Row Status .........oouvu.... Active
Security Model ooooooo
Security Name SNMPOOOOO
Group Name SNMPOOOOO
Storage Type 000000000 NonVolatiled OO 0O 0O O VolatileO
Row Status 00000000 actived not in serviceD not ready 0O 00O O
0 51:
o

s SNMPOOOOOsystemadmin240 0000000000000 0000O00OO
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SHOW SNMPV3 GROUP USERNAME=systemadmin24

googoo

CREATE SNMPV3 GROUPO 990 00O
SET SNMPV3 GROUPO 1980000
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SHOW SNMPV3 NOTIFY

SHOW SNMPV3 NOTIFY

00o0ooOooooog /ZSNMP

SHOW SNMPV3 NOTIFY [=notify]

notify: 000010630 0000000000000 O000DDOO0OOOOUO0DDOOOOOOODDOOOOD

g0

OSNMPVID O OO OODOOOOOOO

goooog

NOTIFY OO0OO0OO0O0OO0OO0OO0OOO0OO0OOO0ODOO0OOOOO0OOOOOOOn

gooooggon

# show snmpv3 notify=sysadmintrap

Notify Name .................. sysadmintrap
Notify Tag ........c.ccuuun..
Notify Type ............... Trap
Storage TYPe ... vvvvenn.. Volatile
Row Status ................ Active

o
m 0000sysadmintrapd0 000000000

SHOW SNMPV3 NOTIFY=sysadmintrap

goooog

CREATE SNMPV3 NOTIFYD 1000000
DESTROY SNMPV3 NOTIFYO 1230000
SET SNMPV3 NOTIFYD 1990 00O

ooooo
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SHOW SNMPV3 TARGETADDR

SHOW SNMPV3 TARGETADDR

00o0ooOooooog /ZSNMP

SHOW SNMPV3 TARGETADDR|[=target]

target: SNMP O O0O0O0O0O00106300000000000000000000O0O0OOOOOOOOOOOOOOO
oooooo

g0

OSNMPVID O OOOOOOOOOOOODOODOOOOODOO0OOODOOOO
goooog

TARGETADDR SNMPOOOOOOOOUOOOOOOOOOOOOOOOOOOOOOOOOOOOO
ooooo

gooooggon

# show snmpv3 targetaddr=host451
Target Address Name .......... host451
IP AAAress ......ieuennnn.. 192.168.1.100
UDP Port# ................. 162
Timeout . ...vviiin .. 1500
Retries ............... ... 3
Tag List ... .. sysadmintag
Parameters ................ SNMPmanagerPC
Storage TYyPe ... vvvvenn.. Volatile
Row Status .........oouvu.... Active
Target Address Name SNMPOOOOOO
IP Address OooooolrPOOOO
UDP Port# ooo0ooooooooubPOOO
Timeout gobooooooooooooboooooo
Retries goooooboooooooooo
Tag List ooo
Parameters SNMPOOUOOOOOOOOoooog
Storage Type 000000000 NonVolatileD 0 00O O O VolatileO
Row Status 00000000 actived not in serviced not ready 00 00 O
0 52
CentreCOM 9424T/SP-E000O0OOOOOO 2.5 ooooo

613-000699 Rev.E



SHOW SNMPV3 TARGETADDR

g
s SNMPOOOOOOhost451000000000000

SHOW SNMPV3 TARGETADDR=host451

goooog

CREATE SNMPV3 TARGETADDRO 101 0 00O
DESTROY SNMPV3 TARGETADDRO 1240000
SET SNMPV3 TARGETADDRO 2000 00O
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SHOW SNMPV3 TARGETPARAMS

SHOW SNMPV3 TARGETPARAMS

00o0ooOooooog /ZSNMP

SHOW SNMPV3 TARGETPARAMS [=params]

params: SNMPO OO O0O00OOD0000O0O0O0O010630000000000000000O0UO0DO0OOOOOOOO
oooooooooooooooon

g0

OSNMPVID OOOOOOOOOODOODOOOOODOOO0OO0ODOO0ODOO0O0O0OO0DOO0O0OOOO
ooo

goooog

TARGETPARAMS SNMPOOUOOUOOOSNMPOOOUOOOOOOOOOOOOOOOOOOOOO
ooooogd

gooooggon

# show snmpv3 targetparams=SNMPmanagerPC
Target Parameter Name ........ SNMPmanagerPC
Message Processing Model .. v3
Security Model ............ v3
Security Name ............. sytemadmin24
Security Level ............ AuthPriv
Storage TYyPe ... vvvvenen.. NonVolatile
Row Status .........coou.... Active
Target Parameter Name SNMPOOOOOOOOOOOOOOO
Message Processing Model O OOO0OOOO
Security Model ooooooo
Security Name SNMPOOOOO
Security Level 0000000000 0OncAuthnoPrivli 0000000000 OI

AuthnoPrivD 0000000000 AuthPrivoO0OO0OOO0GOQOO
oooooooo

Storage Type 000000000 NonVolatiled 00O OO O VolatileO
Row Status 00000000 actived not in serviceD not ready OO 00 O
0 53:
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SHOW SNMPV3 TARGETPARAMS

g
s SNMPOOOOOOOOOOSNMPmanagerPCO O OO0OO0O0O0O0OOO

SHOW SNMPV3 TARGETPARAMS=SNMPmanagerPC

goooog

CREATE SNMPV3 TARGETPARAMSD 1030 00 O
DESTROY SNMPV3 TARGETPARAMSO 125000 O
SET SNMPV3 TARGETPARAMSO 2020000
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SHOW SNMPV3 USER

SHOW SNMPV3 USER

00o0ooOooooog /ZSNMP

SHOW SNMPV3 USER|[=username]

username: SNMP OO O0O00010320000000000000000000000DO00O00O0OO0OOOOO0OO
ooooooo

g0

OSNMPV3D O OO OOOO0OODOOOOO
goooog

USER SNMPOOOUOOUOOOOOOOOOOOOODOOOOODOOODOODOOOOODOOOO

gooooggon

# show snmpv3 user=systemadmin24
Engine Id ........c.ciuiiiunennn. 80:00:00:CF:03:00:0C:46:64:59:7B
User Name . ... vv v ienennennnns systemadmin24
Authentication Protocol ... MD5
Privacy Protocol .......... DES
Storage TYPe ... vvvvenn.. NonVolatile
Row Status .........coou.... Active
Engine Id oooo Ib
User Name SNMPOOOOO
Authentication Protocol O0000000MD5S0SHAOOO NONEO
Privacy Protocol O0000000O0ODESOOO NONEO
Storage Type 000000000 NonVolatiled OO 00O O VolatileO
Row Status O00000000actived not in serviced not ready OO0 0O O
0 54:
o

s SNMPOOOOOsystemadmin240 000000000

SHOW SNMPV3 USER=systemadmin24
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googoo

ADD SNMPV3 USERO 790000
DELETE SNMPV3 USERO 1130000
SET SNMPV3 USERO 2040000

ooooo
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SHOW SNMPV3 VIEW

SHOW SNMPV3 VIEW

00o0ooOooooog /ZSNMP

SHOW SNMPV3 VIEW([=view] [SUBTREE={node-oid|node-name}]

view: SNMPOOO0OCO1063000000000000000000DOUOO0DDOO0OOOOODDOOODDOO
oooo

node-oid: MIBO OO OIDO136.10000000000000000DOO00DDOO0O 32000000000
node-name: MIBO O ODOOOOOOOOOO

00

OSNMPVID O OOOODOOODOODOOOO
goooog
VIEW SNMPOUOOOOOOOOOOOOOOOOOODOOOOODOOOOODOOOOOO

SUBTREE MIBO O OO OIDOObject Identifiero 00000 Ointernet 0 D00 O0000O0OMIBOO
gooooboobbooobooobooobboobobooboobbobbooo

gooooggon

# show snmpv3 view=mib2notcp

View Name .........c.cuoueuunne.o.. mib2notcp

Subtree OID .................. 1.3.6.1.2.1
Subtree Mask...............
View Type . .ovvi .. Included
Storage TYyPe ... vvvvenen.. NonVolatile
Row Status ................ Active

View Name .........c.cuouiuunne.o.. mib2notcp

Subtree OID .......couiiiiunne...
Subtree Mask...............

1.3.6.1.2.1.6

View Type . .ovvi .. Excluded
Storage TYyPe ... vvvvenen.. Volatile
Row Status ........uoouiu.... Active

View Name SNMPOOODO

Subtree OID MIBOO OO OID

Subtree Mask MIBOOO OIDODOOO

View Type oboODODOoOOMIBOOOOOODOOODODODODOOOOOOOOIncludeoo OO

OOExcludeooOoooonO
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613-000699 Rev.E

ooooo



SHOW SNMPV3 VIEW

Storage Type 000000000 NonVolatiled 00O 00O O VolatileO
Row Status O00000000actived not in serviced not ready OO0 0O O
0 55:
o

s SNMPOOOOmib2notcpO0 00000000000

SHOW SNMPV3 VIEW=mib2notcp

goooog

CREATE SNMPV3 VIEWD 105000 O
DESTROY SNMPV3 VIEWO 126 0O OO
SET SNMPV3 VIEWO 2050000
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SHOW SNTP

SHOW SNTP

00000O0ooooo /ZSNTP

SHOW SNTP

g0

SNTPOOOOODOOOOO

gooooggon

# show sntp
SNTP Configuration:
Status .. i it e Disabled
L7 ¥ 0.0.0.0
UTC Offset ..... ... ... +0
Daylight Savings Time (DST) ... Disabled
Poll Interval ................. 600 seconds
Last Delta ..........iin.. +0 seconds
Status SNTPOOOOOOOOOEnabled O Disabled
Server SNTPOOOOO IPOOOO
UTC Offset oooooouTCoooooooooooog
Daylight Savings Time (DST) 000000000000 Enabled O Disabled
Poll Interval SNTPOOODOODOOOOOOOOOOO
Last Delta godooobooooooooooao
0 56:
o

s SNTPOOOOODOOOOO

SHOW SNTP

goooog

ADD SNTP IPADDRESSO 800 0 00O
ADD SNTP PEERO 8100 OO
SET SNTPO 206 DO OO
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SHOW SSH

SHOW SSH

OOoO0oooooooog 7/ Secure Shell

SHOW SSH

g0

SSHOOOOOOOOoOOooOoOoooooooooooooo

gooooggon

# show ssh

Secure Shell Server Configuration
Versions Supported ........ 1.3, 1.5, 2.0
..... Enabled

..... 22

Server Status ........
Server Port ..........
Host Key ID ..........
Host Key Bits ........
Server Key ID ........
Server Key Bits ......
Server Key Expiry ......... 0 hours
Login Timeout ............. 180 seconds
Authentication Available ..
Ciphers Available ......... 3DES, 128 bit AES, 192 bit AES, 256 bit AES,
MACs Available .......

Data Compression .....

..... hmac-shal, hmac-md5
..... Available

Password

Arcfour (RC4)

Versions Supported

oooooossHooooooooooo

Server Status

SSHOOOOOOOOOOEnabled O Disabled

Server Port

SSHOOOOO TCPOODOOOOOO

Host Key ID

oooooogo

Host Key Bits

oooooooooon

Server Key ID

ooooooooon

Server Key Bits

ooooooooood

Server Key Expiry

oooooooooooooon

Login Timeout

ooooooooooooon

Authentication Available

0000000000 PassworddOOOOOOOOOO

Ciphers Available

ooooo

000000000 D0DO0O O3DES/RCA/128bit AES/192Dbit
AES/256bit AES
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SHOW SSH

MACs Available 00 OO0 O Message Authentication Coded MACOO hmac-shal O
hmac-md>5
Data Compression gooooooooobooo
0570000
o

s SSHOOOOOOOOOOOOOOOoOOooooooooo

SHOW SSH

goooog

DISABLE SSH SERVERO 138 0 0 0O
ENABLE SSH SERVERO 151 0000
SET SSH SERVERO 208 0 0 O O
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SHOW SYSTEM

SHOW SYSTEM

00o0o0o0oooooo /0000

SHOW SYSTEM [SERIALNUMBER] [MACADDRESS] [MODELNAME ]

oooooooooooo

goooog

SERIALNUMBER 0OO0OO0O0OO0O0OO0OOOOO
MACADDRESS MACOOOOOOOOOO
MODELNAME OO0OO0O00O0O00OO

gooooggon

# show system

System Information:

MAC Address ........ 00:09:41:FC:59:47 IP Address ....... 0.0.0.0

Model Name ......... CentreCOM 9424T/SP-E Subnet Mask ...... 0.0.0.0

Serial Number ...... 007399M072100096 System Up Time ... 7D:22H:41M:41S
System Revision .... DIC

Bootloader ...... ATS63_LOADER v2.0.1 Build Date ... Jan 19 2007 13:42:08
Application ..... ATS63 v2.5.1J0 Build Date ... Jan 25 2008 10:45:48

System Name ........

Administrator ......

Location ...........

System 1.25V Power ......... Normal System 2.5V Power .......... Normal
System 3.0V Power .......... Normal System 3.3V Power .......... Normal
System 12V Power ........... Normal

System Temperature ......... Normal

System Fan 1 Speed ......... Normal System Fan 2 Speed ......... Normal
Main PSU .......ciiineenn.. On

RPS it e Not connected RPS PSU ..ttt it ee e Off

# show system serialnumber
Serial Number ...... S05525A023600001
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SHOW SYSTEM

# show system macaddress

MAC Address

00:30:84:00:02:00

# show system modelname

Model Name

CentreCOM 9424T/XP-E

MAC Address

Ooo0o MACOOOO

Model Name

ooo

Serial Number

ooooogooon

SystemRevision

oooooooooooooon

IP Address

iPOOOO

Subnet Mask

oooooooo

System Up Time

oooooooobooooooooboodga

Bootloader oooooooooooooooo
Build Date ooooogooooooon
Application oooooooooooooooo
Build Date ooooogooooooon

System Name

OO00000MIB-11 0 sysNamel

Administrator

000 000MIB-11 O sysContactO

Location

00000MIB-II O sysLocation

System Power

000000000000 000Normal/Warning/FaileddO0O0000O M
1.25V/2.5V/3.0V/3.3V/12v 000000 ooQ

System Temperature

000000000 Normal/Warning/FailedDO OO0 OO0

System Fan Speed

O00000000Normal/Warning/Failed0 D OD0O00OMMOOO 1020
gooooooo

Main PSU O0000oOooooooooonoOoO Off
RPS RPSOOO0OOOOO0O0OOODOConnected OO Not Connected
RPS PSU RPSOCOOOOODODOONDOO OffRPSOCOOODODOO

J 58:

Serial Number

ooooogooon

0 59: SERIALNUMBER OO O OOOOOO

MAC Address

ooo MACOOOO

0 60: MACADDRESS O O OOOoOOooQ

Model Name

ood

CentreCOM 9424T/SP-E0 00D O0OOOOOO 2.5

613-000699 Rev.E

ooooo




SHOW SYSTEM

0 61: MODELNAME OO OOOOOOO

o
" 00000000000

SHOW SYSTEM

s JO000000oooon

SHOW SYSTEM SERIALNUMBER

s MACOOOOOOOOO

SHOW SYSTEM MACADDRESS

s JO0gogogo

SHOW SYSTEM MODELNAME

goooog

SET SYSTEM CONTACTO 2110000
SET SYSTEM LOCATIONDO 2130000
SET SYSTEM NAMEO 2140000

goooo CentreCOM 9424T/SP-EC O O0O00ODODOOO 25 | 285
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SHOW TIME

SHOW TIME

00o0o0o0oooooo /0000

SHOW TIME

g0

oooooooooooooon

gooooggon

# show time
System time is 17:29:50 on 28-Nov-2006

g
s 0000000ooooo

SHOW TIME

goooog

SETTIMEDO 216 00 OO
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SHOW USER

SHOW USER

00o0ooO0oooooo /000000

SHOW USER

g0

oooooooooooooooooboooooooooad

gooooggon

# show user

User: Manager

g
s(0000000o0obooooooooobocooobooon

SHOW USER

goooog

SET PASSWORDDO 1890 0 0 O
SET USER PASSWORDUO 217 00 00O

goooo CentreCOM 9424T/SP-E0 0 O0O0DOOOODO 25
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UPLOAD

UPLOAD

00000000000 /0000000000000

UPLOAD METHOD=TFTP {SRCFILE|FILE}={[device:]filename/APPBLOCK|SWITCHCFG}
SERVER=ipadd DESTFILE=filename

UPLOAD METHOD=XMODEM {SRCFILE|FILE}={[device:]filename|APPBLOCK|
SWITCHCFG}

UPLOAD METHOD=LOCAL {SRCFILE|FILE}=APPBLOCK DESTFILE=[device:]filename

UPLOAD METHOD=REMOTESWITCH {SRCFILE|FILE}={[device:]filename APPBLOCK|
SWITCHCFG} SWITCHLIST=switch-list [VERBOSE={YES|NO|ON|OFF|TRUE|FALSE}]

device, 000000000000 OOflashOO0O cflashOD000000000000O0O0OOOOOOO
filename: DO O OO

ipadd: IPOOOO

switch-list: 0000000000000 00000000O0O0O0O0OO00OO000

g0

TFTPOXMODEM O OOOOOOODOOOOOOO

METHOD O LOCALOUOOOOOOOOOOOOODOOOO0OOOOOOO0OO0OOOOoOoooooooo
oooooooooooboogd

METHOD O REMOTESWITCHOOUOOOODOOODOOOOOOODOOOOOOoO0oOoooooooo
cooooooooboooobooooooooon

goooog

METHOD O0O0OO0OO0O0O0OTFTPOXMODEMO LOCALOREMOTESWITCHO OOO

SRCFILE/FILE O00DO0OOO0OO0OODOOOOOOOOOAPPBLOCKOODOOOODODOODOODOOODOODO
O00oo0o0ooo0ooooooOooooOoOosSwICHCFGOOOODOoOoOooooooooo
oooboooooboooooooooodon

SERVER TFTPOOOOO IPOOOOO

DESTFILE OO0OO0OO0OO0OOOOOOOOOOMETHODO TFTPOOOOOODOOOOOO

SWITCHLIST METHOD O REMOTESWITCHOOOOOOOOOOOOOODOODOOOOOO0OoOO
O0o00o0o0oo0oo0ooo0oooO0o0oOSHOW REMOTELISTOOOOO M NumO O
ooooooooogd

VERBOSE METHOD O REMOTESWITCHOOOUOOOOOOOOOOOOOOOOOOOOOOO
000o0O0/0000000000000000YESODODOOOM™
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UPLOAD

g

m00000Otestcfgd 0 TFTPO OO D 0192.168.1.10300 00000000

UPLOAD METHOD=TFTP FILE=test.cfg SERVER=192.168.1.103 DESTFILE=test.cfg

goooogn

poooobooboooooooooooobobooboooooobooobooboooooboboboooooooOoa
XMODEMOOOOO
cooooooobooboooooobooooooboooooooooooooboooooOooooboOooonn
oooooooooboooooooooooooooooOooooboooon
cooooooobooboooooobooooooboooooooooooooboooooOooooboOooonn
cooobooooooooooooooooooboooon

SRCFILE/FILED SWTCHCFGUOOUOOOODOOOIPOOODOOOODOOOODOOODOOOOOOOODO
ooooooooboooooooooooooooooooOooooodg

goooog

LOADO 1560000
SHOWFILEO 2420000

goooo CentreCOM 9424T/SP-EC L0 O0O0DDOOOODO 2.5
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