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ooooooo

CLASSIFIERLIST 0o0ooOooooooooooooooa Ib
PORTLIST Joo00ooooooooooa
[

ACLOOOOOOOOOOoOOO

e JUIDODOODOUDDOG4D

e NOOOOODOOOOOOOOOOOOODOOOOOOOOOOOOODOOOOOOOOOOOOO
ooboboooooboooobooooooooooooo

e NIOOOODOOOOOOOOOOOOODOOOOON

e 1000000DOOUDOUIOODOOODOODOODODOI2800000000O0ODO QoSOOOOOOO
cooooooooooooogo

goobooboooooo

cooooooooooobooooooboooooooooooooooooogon

& O00000O0000000O0O000000O0O0O00000O0C0O000O0O0O00O0O0O0O0O00O0CCOOO0O0O0O000
ooo

ooboboooooooooooooooooooooooogn
oobobooooobooooooooooooooooobooooood
cooooooooooooooboooooooooboooooobooboooboboboooboOooooa
ooo

4, JOoO0oO0OOO0oDOoOOO0oOOOO0O0obOoOoO0OO0o0n

oood

ooboooooobooobooooooboooooooobooooon

1. DOOODOUOOOOOOCREATECLASSIFIEROOOOMOOOOOOOOO 7000
2. ACLOUOUOOOUDOOOCREATEACLODOODOO0OO0OMM

oooooooboooooooooooa
O0o00o00oo0oooos8sooUo0oooOoUo0oOooOoOooooD 192.168.10500000000
oooooooooooo

1. 0000oO0O00ooo0ooooooooooooooooooooOooooo

CREATE CLASSIFIER=1 IPDADDR=192.168.10.5 J

2. ACLOOO0OUOOO0OOO0OOOOOOO0OOO0ODOODOOOODOO0ODOO0O0DOODOOOOOOOOOoOOO
ooboboooomoooobooooooooobooooooooood
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ooooooo

CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=1 PORTLIST=8

oooooooooon

ooood

m 000 MACOOOOOOO00-00-f4-33-22-11 00000000

CREATE CLASSIFIER=1 MACSADDR=00-00-f4-33-22-11
CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=1 PORTLIST=6

m 192.168.10.100 0 O 192.168.20.0/2400 IPOOODOOOO

CREATE CLASSIFIER=1 IPSADDR=192.168.10.100/32 IPDADDR=192.168.20.0/24
CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=1 PORTLIST=5

m 192.168.30.100 00 telnet0 0D OO O OO0

CREATE CLASSIFIER=1 IPDADDR=192.168.30.100/32 TCPDPORT=23 .
CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=1 PORTLIST=4 .

m 192168.201000 00000000000

CREATE CLASSIFIER=1 IPDADDR=192.168.20.100/32 J

CREATE CLASSIFIER=2 IPSADDR=192.168.20.100/32 J

CREATE CLASSIFIER=3 PROTOCOL=ARP .

CREATE CLASSIFIER=4

CREATE ACL=1 ACTION=PERMIT CLASSIFIERLIST=1 PORTLIST=ALL .
CREATE ACL=2 ACTION=PERMIT CLASSIFIERLIST=2 PORTLIST=ALL .
CREATE ACL=3 ACTION=PERMIT CLASSIFIERLIST=3 PORTLIST=ALL .
CREATE ACL=4 ACTION=DENY CLASSIFIERLIST=4 PORTLIST=ALL

s ARPOOOOOOOOOOOO

CREATE CLASSIFIER=1 PROTOCOL=ANY .

CREATE CLASSIFIER=2 PROTOCOL=ARP .

CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=1 PORTLIST=ALL
CREATE ACL=2 ACTION=PERMIT CLASSIFIERLIST=2 PORTLIST=ALL .
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ooooooo

s ACLOODOOOOOOOOOSHOWACLOOOOO17yOooooooooo

SHOW ACL

m 000000000000000000SHOW CLASSIFIEROOOODMmMOOOO0OOODODOO 1400
OOOO0OOOOOOCLASSIFIEROOOOOOOOOOOO0O0OOO0OO0OOO0O0OOOooooooooo
oooo

SHOW CLASSIFIER
SHOW CLASSIFIER=1-3 J

s ACLOUDDOOOO0OOUOOOOOOODESTROYACLOOOOOD1M4O00OOOOOOOOO

DESTROY ACL=1

& ACLOOODO0OO0O0OO000O0O0O0O00O0O00000O0UO0OD0O0O0DO0O0UACLODOOOOODOOOOODOOO
000000000000o0000o00U0000OUODESTROY CLASSIFIEROOOOMMOOOooOooooQ
oo000oooooooa

OO0O00OOO0O0OOOoOO0oDoOoooubPODOOO

000000000000 oo0oo0o0U0ovVLANDOOOOOOooooooooooubPOOOOoOO
ooooooooooooooooobooooboobooooooobooooogon
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ooooooo

goog

(0000Oooooooo) 192.168.10.32

@ VLAN-white(10): 192.168.10.1

coooooobooooooooooooooboooo

e VLANorangeO OOOOO UDPOOODOOOOODODOOOODOODOO
e JOO0OOOOD1IODOOODUDPOOOODODOOO

O0o0oooooooooooooobHCPOOOOOOO IPOOOOOOODOOOOODOOOOODODO
oooooooooon
o000 ADOoOO

1. VLANOOOOOOOooOo

CREATE VLAN=white VID=10
CREATE VLAN=orange VID=20 .
ADD VLAN=white PORT=6 .

ADD VLAN=orange PORT=1-3 J

2. VLANOOOOOOOOoo IPOOOooooooooo
ADD IP INT=vlan-white IP=192.168.10.1 MASK=255.255.255.0 J

ADD IP INT=vlan-orange IP=192.168.20.1 MASK=255.255.255.0

3. JooUoooooooooooo
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ooooooo

ADD IP ROUTE=0.0.0.0 MASK=0.0.0.0 INT=vlan-white
NEXTHOP=192.168.10.32 J

4, JOo0oOoOoO0ooOoOoO0oboOOoOoOooobooOooooo
e 00000 ODOOODUODOOODOUDPOOOOOODOODOODOOODODOOIPOOOO

O00O0O0OoOIPPROTOCOLOO UDPOOOOOODO
CREATE CLASSIFIER=1 IPPROTOCOL=UDP .

e JOUIOOODOOUDOOODACLOOIDOODOOODDOODDODOOODODOODDODO203
ooooooooobooobobooooogod

CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=1 PORTLIST=2,3 J

oooooogo

00000000 TCPOOOODO SynO AckDOODOODODO VLANOOOO TCPOOODOOOO
oooooooooooooooooooooboooooooooooooboooo

=
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d
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ooooooo

CREATE VLAN=white VID=10
CREATE VLAN=orange VID=20
ADD VLAN=white PORT=1-12 J
ADD VLAN=orange PORT=13-24 .

2. VLANOOOOOOOOO IPOOOODOODOOOOO

ADD IP INT=vlan-white IP=192.168.10.1 MASK=255.255.255.0 J
ADD IP INT=vlan-orange IP=192.168.20.1 MASK=255.255.255.0

3. ooUoOoooooooooooooooOoooo
e I0ID0DDUIDODUDDOOUODODOIPODODOO 192.168.10.0724000 IPODOO
0 192.168.20.0/7240TCPO OO0 ODOOOO (TCPFLAGS) O SYNO DO OOOO

CREATE CLASSIFIER=1 IPSADDR=192.168.10.0/24
IPDADDR=192.168.20.0/24 TCPFLAGS=SYN .

e JOUIOODDOOODODOOUDOOODACLODOIDOOOODOOODDO DOODODDOODD1IOO
l200000000000000000000

CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=1 PORTLIST=1-12 J

oooooogo
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| ! | ! |
00 000 oo
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o000 ADOO

1. VLANOOOOOOOoOoOo
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ooooooo

CREATE VLAN=pl VID=10 J
CREATE VLAN=p2 VID=20 J
CREATE VLAN=p3 VID=30 J
ADD VLAN=pl PORT=1 J
ADD VLAN=p2 PORT=2
ADD VLAN=p3 PORT=3

2. VLANOOOOOOOOO IPOOOOOODOOOOO

ADD IP INT=vlan-pl IP=192.168.10.1 MASK=255.255.255.0
ADD IP INT=vlan-p2 IP=192.168.20.1 MASK=255.255.255.0
ADD IP INT=vlan-p3 IP=192.168.30.1 MASK=255.255.255.0

3. JOoOoUoOoooooooooooooooOooon
e 0D 20000000DLOO0DDOODOODODO
OO0 IPODODO 192.168.20.0/2400 00O IPO OO O 192.168.30.0/240
OO0 IPOOOD 192.168.30.0/2400 00O IPOODOO 192.168.20.0/240

CREATE CLASSIFIER=1 IPSADDR=192.168.20.0/24
IPDADDR=192.168.30.0/24 J

CREATE CLASSIFIER=2 IPSADDR=192.168.30.0/24
IPDADDR=192.168.20.0/24 J

e NJOUIOODDOODODOUOOODACLODOIDOODOODOODDO DOODODDOOD 2000
0000010000000 300000000 200000000000000O00OO0OO

ooooo

CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=1 PORTLIST=2
CREATE ACL=2 ACTION=DENY CLASSIFIERLIST=2 PORTLIST=3

oooooogo

gooobbooobobod
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VLAN10 | VLAN20
192.168.10.1 ! 192.168.20.1
1
ﬁl ﬁz | P%3
]
OO0O0A 000B

192.168.10.100 192.168.10.200 192.168.20.0/24

o000 ADOO

1. VLANOOOOOOOoOOoOo

CREATE VLAN=v10 VID=10
CREATE VLAN=v20 VID=20
ADD VLAN=v10 PORT=1-12

ADD VLAN=v20 PORT=13-24 J

2. VLANOOOOOOOOO IPOOOOOODOOOOO

ADD IP INT=vlan-v10 IP=192.168.10.1 MASK=255.255.255.0
ADD IP INT=vlan-v20 IP=192.168.20.1 MASK=255.255.255.0

3. JOooUoOoooooooooooooooOoooo

VLANOOOOOOOOO 20000000000000000
OO0 IPOOODO 192.168.10.0/2400 00O IPO OO O 192.168.20.0/240
OO0 IPODOODO 192.168.20.0/2400 00O IPO OO0 192.168.10.0/240

CREATE CLASSIFIER=1 IPSADDR=192.168.10.0/24
IPDADDR=192.168.20.0/24 J

CREATE CLASSIFIER=2 IPSADDR=192.168.20.0/24
IPDADDR=192.168.10.0/24 J

000 A0OO0O0OOODOO20000000000000000
OO0 IPODODO 192.168.10.100/3200 00O IPO DO O 192.168.20.0/240
OO0 IPODODO 192.168.20.0/2400 00O IPO OO0 192.168.10.100/320

CREATE CLASSIFIER=3 IPSADDR=192.168.10.100/32
IPDADDR=192.168.20.0/24 J

CREATE CLASSIFIER=4 IPSADDR=192.168.20.0/24
IPDADDR=192.168.10.100/32
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oooo

CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=1 PORTLIST=1-12 J
CREATE ACL=2 ACTION=DENY CLASSIFIERLIST=2 PORTLIST=13-24 .
CREATE ACL=3 ACTION=PERMIT CLASSIFIERLIST=3 PORTLIST=1-12
CREATE ACL=4 ACTION=PERMIT CLASSIFIERLIST=4 PORTLIST=13-24 J
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oood
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CREATE ACL

CREATE ACL

00o0o00o0oOoooOooooooooooo /000000

CREATE ACL=0..255 [DESCRIPTION=string] [ACTION={DENY |PERMIT}]
[CLASSIFIERLIST={rule-1ist|NONE}] [PORTLIST={port-1ist|ALL|NONE}]

string: 0000101500 0000000000000000O00DDO
rule-list: 00 0000000010990 000000000000 00ODOO0OOD
port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

ACLOOOOOOOOOOOO
ooooooooOoooooUooOoooooooooMACOOOOOIPOOOOOOODOODOODOOOO
O000000OO0O0O0OO0O0OUOOOOOCREATECLASSIFIEROOOOODOOOOODOOOOOOOOOO
O0o0oooo0ooUoooooUooooUooooUoOoooooO ACLOOoooo

goooog

ACL OO0O0O0O0OOOoO Ibo

DESCRIPTION OO0OOOO0OOOOOOOOO

ACTION 000000000000 O000OU0OO0O00O0UOO0OOPERMITOOO@MDENYOOOOO
000000000000 DENYD

CLASSIFIERLIST ACLOOOOOOOOOOOOODO IDOOOODOOOOODOOO NONEO

PORTLIST ACLOOOOOODOOOOOOODOOOOODOOO NONEO

g
" ACLODOO0O0D0000000

CREATE ACL=1 ACTION=DENY CLASSIFIERLIST=1 PORTLIST=8

goooogn

oooooooooooooooboooooooboooooooooooooooooOogon

goooog

DESTROY ACLO 140000
SHOW ACLO 170000

ooooooooooooodgd CentreCOM 9424T/SP-E0 000000000 25 |13
613-000699 Rev.E



DESTROY ACL

DESTROY ACL

00o0o00o0oOoooOooooooooooo /000000

DESTROY ACL=0..255

g0

ACLOOOOOOOOoOoooO
goooog

ACL 0OO0OOOoOoooooibo
g

s ACLOOOOOOOOOOOO

DESTROY ACL=1

goooog

CREATEACLO130 000
SHOW ACLO 170000
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PURGE ACL

PURGE ACL

00o0o00o0oOoooOooooooooooo /000000

PURGE ACL

g0

ACLOOOOO0OOOOOOOoOooOoOo

g
s ACLOOOOOOOOOODOOOOOO

PURGE ACL

goooog

SHOW ACLO 170000
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SET ACL

SET ACL

00o0o00o0oOoooOooooooooooo /000000

SET ACL=0..255 [DESCRIPTION=string] [ACTION={DENY |PERMIT}]
[CLASSIFIERLIST={rule-1ist|NONE}] [PORTLIST={port-1ist|ALL|NONE}]

string: 0000101500 0000000000000000O00DDO
rule-list: 00 0000000010990 000000000000 00ODOO0OOD
port-list: 00 000000001000 000DO0O0OO0OO0ODOOOOOOOODD

00

ACLOOOOO0OOODOOoOoOooOo
goooog

ACL 0OO0OOOoOoooooibo

DESCRIPTION OO0OOOO0OOOOOOOOO

ACTION 000000000000 OO0OO00O0O0OO0OO0OOOPERMITOOOMMDENYOODOOO
000000000000 DENYD

CLASSIFIERLIST ACLOOOOOOOOOOOODODO IDOOOODOOOOODOOO NONEO

PORTLIST ACLOOOOOOOOOOOOODOOOOODOOO NONEO

g
s ACLOOOOOOOOOODOOOO

SET ACL=1 CLASSIFIERLIST=2-5

goooog

SHOW ACLO 170000
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SHOW ACL

SHOW ACL

00o0o00o0oOoooOooooooooooo /000000

SHOW ACL[={id-1ist|all}]

id-list: ACLU IDOO02550 0 0000000000000 oooonoo

g0

ACLOOOOOOOOOOOO

goooog

ACL O0O00O0O0OOOOIDODOoUOOU0OO00 ALLOOOO0OO0OOO0OO0OO0OOOOOOOOOOO
ooooo

gooooggon

# show acl

ACL ID .......c.coo.... 1

Description .........

Action .............. Deny

Classifier List ..... 1

Port List ........... 8

Is Active ........... Yes

ACL ID oooooo Ib

Description oooooooo

Action 0000000000000 0000000000000Permit000 Deny
Classifier List oooooooo Ib

Port List oodooooooooooo

Is Active 0000000000000 0000000Yes OOOODOOONoO

02

ooooon
CREATEACLO130 00O
DESTROY ACLO 140000
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