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O00000ooooooo000oooooo00000oDooOoo0D0000ooDooOoOoD000O0 10400
gboboooboooboooon

1. DDDDDDDDDaggrlDDDDDDDDDDDDDDDDDDDDDDDDEDLACPDDDDD
0 O 0O 0 LACPO Link Aggregation Control ProtocolD 00 0000000000000 O000O
gooooooooooboboboooooo

CREATE SWITCH TRUNK=aggrl

2. 0000000000D00DDOOOOO000D0D0D0ODODOOOOOO0O00O0O0 VELANDODDODDODOOOO
gooboooboo

ADD SWITCH TRUNK=aggrl PORT=1-4 .

goooooboogoo

& 0000000000000000000000 VLANOOOOOOOOOooooooooooooooooo
O VLANOOOOOOOOOOOoOOOTAGGED O UNTAGGEDOOOOOOOOOOOOVLANOOOOO
oooooooooooooooooooboooooooOOoboOoOoooOooOoOObOO0OooooOoOOboOoOoo
ooooooooo

& 0oooooooooooooooooooboooooooooboboooooOooOoObOboOoOooooOooOooOooboboOoOoo
0 1000BASE-SX OO OO 1000BASE-LX OO O0OOOOOOO0OOOOOOOOOOOOOOOO

& 00o0oooooooooooooooOooobooO0ooOooooOoOoOOoOO0OOOOOOOOO0OOoODObOOO

& 00000O00O000O000oOooo STPO0O0OO00O0O00OO0O0O0O0O0OOO0O0O0OOOO0OO0OoOon
oooo0ooooooOo STPOOO0OO0OOO0OOOoOoOoooOm

m 000000000000 SHOWSWITCHTRUNKO OO OOS517000000000000

SHOW SWITCH TRUNK=aggrl

s J0J0000000000000000000000O0OSPEEDODO0OODOODODOOOODODOODODOOO
O00000O0O0AUTONEGOTIATED OO O0DOO0DUOOoOoooooUooooooooooooooooon
goboooopooobooobooboobbobbooboooboobboobbobbon

s 0000000000000 DO0O0000DO000O0000O0L20304000000000000
O000000O0ENABLE SWITCHHASH OO OO 03000 00 0 DISABLE SWITCHHASH O O OO
02700000000000000000000000OOO0ODUOODODOOO

O00000ooLl20 3000000000000 DOOO0000ODOODOOO0L40000000000
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ooo

gobooobooooboobooobo

ENABLE SWITCH HASH=L4 .

& 000000000000 0000000000 IPO0O0000O0OO0O0OOOOENABLE SWITCHHASHOO
000300000M0DISABLESWITCHHASHO O OOO27000000000000000L3000000
oooooooooooooooooooboooooooOoOoboOoOoooOooOooboOoo

s J0000000000000O0O0O0O0O00 DELETESWITCHTRUNKOOOOO238000O0O0OO
gooo

DELETE SWITCH TRUNK=aggrl PORT=4 .

s 000000000000000 DESTROYSWITCHTRUNKO OOOO251 00000000000
0000000000000 000oO0o00oo0o00O0 DELETESWITCH TRUNKO OOOO23800
gobooobooooobooobooobo

DELETE SWITCH TRUNK=aggrl PORT=ALL
DESTROY SWITCH TRUNK=aggrl

ooboogood

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goooooo

goboooobogoobooobooboobbobboobooobo

o JOOOODOODDODDOUDDOOUDLDDOUUODDOODOO
o JOOUOODOUODDODLDODDOUODDOOUODOODLDDO

0000000 10000000000 ooooo 500000000000 000ODO00OOOOOO
gboobooooboooboo

1. 00000000000000000000 VLANdefaultDOOOOOOOOOO0OO0OOOOO
000000000 VLANdefaut 0000000000000 000O00OO00OO VLANOOOUO
0 VLAN  default 000000000 O0SET SWITCHMIRROROO O OO38 D ODODDOOOO
uon

DELETE VLAN=somevlan PORT=1 J
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ooo

SET SWITCHMIRRORO O OOO38 00 0000000000000 000O0O0O0ODOOO0OODO
000000 VLANODODODODUOOooDoooooooo

SET SWITCH MIRROR=1

goooooooooboooooooboobboobooboobbobboobboobobooobo
VLAN  default 00 000000000000 OO

& 00ooooooooooooooooobooooooooooOoboOooOooooooobooo

& 00ooooooooobooooooooooboooooooooOoboOooooooobooo
2. 00000OO00OO0OO0O0O0OO0OOODOOODOO

ENABLE SWITCH MIRROR

3. 00oo0oOoOoOoOOoOOOOOOOOO0OOOOOOOOOO0OOOOOOSOUOUUODUODODODODOODOOOO
gobooooooooboooobo

SET SWITCH PORT=5 MIRROR=BOTH

& 0000000000000 0000SETSWITCHPORTOOOOO3870000000000000
oooooooooooooooooooooooooooboobo0oooOoooooooooooooo
ooooo

gooobboo

s 0000000000000 00000 SHOWSWITCHOOOOO490000O00O0oOooooooo
000000 SHOW VLANDOOOOO519000000Mirror Port00 0000000 O0OOOOOOO
0000000000000 000 SHOW SWITCHPORT O OO ODO509 00000 OMirroringd O O
goobooobboo

m 000000000000 O0O0O0DO0O0ODO DISABLE SWITCHMIRRORO OO OO273 000000
googoo

DISABLE SWITCH MIRROR

s 0000000000000 0O00 SETSWITCHMIRROROOOOO38500000 NONEO OO
O0000000000000000 VLANdefaut 0000 000000000000

SET SWITCH MIRROR=NONE .

mn 0000000000000 000D0O0O00 SETSWITCHPORTO OO OO38700000 MIRROR
O00O0O0ODO0OO0ONONEODODOODODOO

SET SWITCH PORT=5 MIRROR=NONE

s 0000000000000 000000000000000000000000SETSWITCH MIRROR

0000038 00000000000000000000000O0 VLANOOODOOOooooooooo
ugon
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ooo

oougoobgd

o00o0U0oo0oooooMACOODOODODOODDOOODODODOOOOOOODO0U0ODODODODOooDoooooOOn
o0000oooOooOO0ODO00000000000000000DODU00O0ODODDODODOSNMPOOODOO
gobooboobobooobooobooboobbo
OOOOOSETSWITCHPORTO OO OO38700000 LEARNOOOODODOODODDODOOOODOODOO
OO0 MACOODOODODODOOO1O26000000000000000000000D0DOO0DOO MACO
gooooooOooOoOoOooODOooODODODDOODOODOOO0 MACOODODODODODDOODDOODOODOO
goboooboooobooobooboobbobboobo
O00000D0DO000000O0DOSET SWITCHPORT OO 00038700000 INTRUSIONACTION
goooooboogoo

goooon ud

DISCARD gogbogoboobooon

TRAP ODo0oooooooooOoSNMPOOOOOOOODOODOOOOODO MACOO
goobobooboobooogoom

DISABLE O000DU00OD0D0DODODODOSNMPOODOODDODODDOODODODOODOODOOOO
gooboogo

0 1:

& 00o0o0ooooooooooooooooooOooooooooboooboooo

& 00000000000 VRRPOOOOOOODOOOVRRPOOOOODOOOODOOOODOOOOOOOOO
00000o000o0o0o0ooo0oo0ooOoVRRPOODODOODODOOOOODOOOOOO

s J00000000MACOODODODOUOOODDODOOODODDODOOO0DO0ODODO0DO0D0ODOD0OOO000OO0O0OOOSET
SWITCHPORT O OO OO3870 0000000000000 0000 110 MACOODOOOODODOOO
02000000000 DISABLEOODODOODUOODUOOODOODOOO

SET SWITCH PORT=11 LEARN=20 INTRUSIONACTION=DISABLE .

SETSWITCHPORT O OO OO3870 0000 LEARNOODODOOODODODOOODOODOOODODOOOOO
goooobobooboboboboobbooboboobbobbobooboobobbobobbo
goboobooobooobooboobbobboo

000000000 ooooO000 MACOOODODOOOOSETSWITCHPORT D OO OO38700
000 RELEARNOODOODDOOOODOOODOOODOODOODOOOO

e RELEARNODUIODODODUOODONUODDOODDDODODOODUODDODDOUOODODDODODmMOODOO MACO
0000000000 MACOOOO0OO0OO0O0OO0O00DOO0O00O00D00000O00O0ODODynamic
Limited 00 0O M

e RELEARNOUOODOOOOOFFOUOOOODOODODOOODODOOODODOODDOODDODO MACOOOO
0000000 MACOODODOOOODOODODO0O000D0000D00000000Limited 000

O0ODO0DODOOOORELEARNOOOOCOOOOFFOOOOOO MACOOOOOOOODOOO MACDOO
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ooo

goboooboogoboobobooboobbobboo
gooooobooobooobooboobobobboobooboboobboobboobobbooo
O0000INTRUSIONACTION O OOOODOOODOoOoooooooo
O000000O0O0ODOOODISABLED OO O0ODUOO0O0DOOODODOODO0DO0DO0DO0D0D0DooooooooooooO
goboooopooobooobooboobbobboobooobooobo

Manager >
Intrusion TRAP for 00-05-02-69-a0-49 port 11

Intrusion event. Disabling port 11

m 0000000000000 O00O0SHOW SWITCHFILTEROOOOOS5050000000000
0000000000000 0D0000 000000000 ddSourced D0Learn0 00000000

SHOW SWITCH FILTER
SHOW SWITCH FILTER PORT=11 J

E 0000000000000 000 SHOWSWITCHPORTO OO OOS090 00000000000
OLearn limit0 000 000000000000 Intrusionaction0000000000000000O
0000000000000 Current learned, lockstateD 0 0 0000000000000 O0ODOO
0000000000000 0000000000000000000000000000M Relearnd O
ODOOLEARNODOOOOOOOOD0OODODOODOODODoOO0 MACOOODDOOOODODODOOODODOoOoOoooO
gooooooogo

SHOW SWITCH PORT
SHOW SWITCH PORT=11 J

m 0000000 MACOOOOO SHOW SWITCHPORT INTRUSIONO O OOO5l6e000000O
goooon

SHOW SWITCH PORT INTRUSION
SWOW SWITCH PORT=11 INTRUSION

m 0000000000000 000000DDO0OD0OD0DDOO00O0O00DOO0O0 ACTIVATE SWITCH PORT
LOCKOoOooo172000000000000000 SETSWITCHPORTO O ODOO3870 00000
goboooboogoobooobooboobbobboo

SET SWITCH PORT=ALL LEARN=256 INTRUSIONACTION=DISCARD .
ACTIVATE SWITCH PORT=ALL LOCK

s JOOoogoooboboboobooooobooobobboboobbobboboobbbooDbD
0000000000000 00D00000ADDSWITCHFILTEROOOOUO186 00000 LEARNDO
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ooo

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goboobooooooon

ADD SWITCH FILTER DESTADDR=00-00-f4-88-88-88 PORT=11 ACTION=FORWARD
LEARN

& LEARNOOOO0O0OO0O0O0O000000000000000000000000000000000o00o0o0o
oboooooooooooooooooooboOooooooobooooooo

m 0000000000000 00 DELETE SWITCH FILTERO OO OO236 0000000000
ENTRY 000 SHOW SWITCHFILTERO O OOO50500000000000000

DELETE SWITCH FILTER ENTRY=3 PORT=11 .

s (00000000000 000000000000000000000000O00SET SWITCH PORT
000003870 000000000000D0OD0OD0LEARNODOODOODODDOD OO ODODODODOODDODOOO
gobooooooobooobooboobobobboobooobooboboobbobbobboon
goooboboo

SET SWITCH PORT=11 LEARN=0 J

s J000000000000000000D0000D0000000D0O000O0O ENABLE SWITCH
PORTOOOOO30400000000000000000O0O00OO0ODO0OSET SWITCHPORTOOOO
038700000 LEARNODODODOOOODOODOUOO0DO0ooooooooooooooooooooogo
goooon

Manager > enable switch port=11

Error (387312): Port 11 has been disabled by the Port Security feature.

& RELEARNOOOOOO0OOONOOOOOOOOOOOO0OOOO0O0OO0OO0O0O0O000000ooooooo
O00000000000000INTRUSIONACTIONO DISABLEOOODOOOOOODOOOOOOOOO
ooooooooooooooooooooOoooooobooooooo

s (0000000000000 D00O000000000000D000 CREATECONFIGOODOOmM OO0
000019 000000000000000SETSWITCHPORT O OO OO038700000 RELEARN
O0000Ooo OFFOOOm

gooogd

gobooboogobooboboooboobbobbooboon

¢ MACOODODODDODODDDODDDDDDO
e JUDUOUODDOOODOODODO

MACOOOOOOOOOOOOOoOoOoOO
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ooo

MACOOOOOODOODODDODODODODDODOODODDOOODOOOOOODOOOOOOOODOOOODOO MACOOOO
oooooooooMACOODDODOODODDODODODODDODODODODODODUOODODODOODODDODODODODODOOOOO
0000 MACOUOOOODOODODODODODOODODOODODODOOOODODODOOODOODODOOOOOOMACOOO
gooooooooooboobobbbobboooooooobDbobbbbbboobboboD B
LACPOOO0O0O0DDOOODDOODOOODOOODOOODOOODOOODOOO

LEARNDISABLE MACOOOOOOOOOOOO

PORTDISABLE goboooboooobooooboboobbobboon

VLANDISABLE 0000 VLANOOOODODDDODOODOoDooooooooooooooooooo
U

LINKDOWN goboobooobooobooboobbooboobbobbooo

NONE goboogoo

022MACOOOOOOOOOOOOOOOO

m 00000000000 SETSWITCHPORTOOOOO3870 000000000000 00OOOO
o000 108ooDoooMACOUOODODOODODO00ODODODODODO0DODO0D0DOO0DODODODODOD VLANDODDDO
gobooboooobooobooboobbon

SET SWITCH PORT=1-8 THRASHACTION=VLANDISABLE .

s MACOOOODOOOOOOODOOOODOOOOOOOD 108000000000 NONEDODOODODODO
O0000o0ooUoooooobsOooooooOoOn

SET SWITCH PORT=1-8 THRASHTIMEOUT=5 .

m 0000000000000 000D000000OCREATE SWITCHTRUNKOOOOO22300
000 SETSWITCHTRUNK OO OOO3R000000000000000000O0O0O00DODODOO
OuplinkD DO O0OO0O0OO00OO0DOO0OOO0ODO

SET SWITCH TRUNK=uplink THRASHACTION=LEARNDISABLE THRASHTIMEOUT=5 .

s LACPO0O0O00O00O0O0O0ODOO0O0O0O0O0O0ODO0O0O0O0O0O0O0OOSETLACPOOOOO33600000
googo

SET LACP THRASHACTION=PORTDISABLE THRASHTIMEOUT=5 .

s 00000000 MACODOODOOODDOODOODDODOOOOODOOCSET SWITCH THRASHLIMIT
ooooo391loooooooooooooD1l0oo0 000000000000 LDODOODDOODO
goooooooooo
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SET SWITCH THRASHLIMIT=10 J

ooooboooooooooad

000000000000 0000000000000/0000000/00000000000000
goboooobooobooobooboobobobboobooobooboboobbobbobbooo
goboooobooobooobooboobobobboobooobooboboobbobbobbooo
oo
goboooobooobooobooboobobobboobooobooboboobbobbobbooo
goooooooobooooobooboboomooooobboobooboooDobbDobobbooo
O0000 1o0ooooooooooooon
gobooooboogooboooboboooboobbobboobooboooboooboboobo

e JO0IDOODOUDDUDODOODDOOSETSWITCHPORTODOODOO38700000 BCLIMITOOOOOOO
e J0DOUDODODUDOOOSETSWITCHPORTODOOO3870 0000 BCLIMITOOODOOOO
e J0DODODUODODODUDODOOSETSWITCHDLFLIMITODOOOO384000 M

s 00000000000 000000000000000OSETSWITCHPORTOOODOO3870000
OBCLIMITOODODOOODODODDODODODODODODOODOODODOD 1000000000000 DOOOOOOO
000010000 1000KbyteD DD OOODOOOO0DODOOOO0OO

SET SWITCH PORT=1 BCLIMIT=1000
m JUpoogoooooboooboboooboboboooboobbobobbob0boobobbobobo

0000000000000 OO000DO0O0O00OODODODODOOENABLE SWITCH MCLIMITING O
ooopo3020000000000000000D000OO

ENABLE SWITCH MCLIMITING

& SETSWITCHPORTOOOOO38700000 BCLIMITOOOOOOOOOOOOODOOOOOOENABLE
SWITCH MCLIMITING O OOO0OO030200000000000000000000D00000000O0O0O0
oooooooooooooooooooboooooooOoOoobobOoooooOooOoOObOOOoooooOoOOoboOoOoo
oooooooooooooooooooboooooooobooboooo

s J00000000000000000000000000000000000BCLIMITOOOOOO
O00O0O0NONEODODOOOOO

SET SWITCH PORT=1 BCLIMIT=NONE .

s 0000000000000 0000000000000000000000000000O0O0ODISABLE

SWITCHMCLIMITING O OO 00220 0000000000

DISABLE SWITCH MCLIMITING
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ooo

s J00000000000000000000000000SET SWITCH DLFLIMITO OO0 0O 0O 384
000000000000 00000000000000000000000 10000 1000Kbyte O O
gooooobogobooobooboobobobooobooobooboboobbobbobbooo
goooooooooo

SET SWITCH DLFLIMIT=1000 .

s 0000000000000000000O0000000000DLFLIMITOOOO0OO0OOO0O0OOO
NONEOOOOOOO

SET SWITCH DLFLIMIT=NONE .

m 0000000000000 D0O000000DD0000D0D0D0O0UgUOSHOW SWITCHPORTOD OO
0050900000000000 M BCast & MCast rate limit(TT] BCSC rate limitingD OO0 00000

s 0000000000000 00000D00O00000OSHOW SWITCHOODODDO49%000000O
O000O0OWmMDLFratelimit0 00000000

ooboogood

gobooooboooboobooobooobooboobboobooboon
O000ooO00SETSWITCHPORTO OO OO3870 0000 EGRESSLIMITO O ODOODOO0OOOOO
goooboboo

m 00010000000 50Mbps|]|]|]|]|:J|:JDDDDDDDDDDDDDEGRESSLIMITDDDD
KbpsO OO

SET SWITCH PORT=1 EGRESSLIMIT=50000

& EGRESSLIMITOOO0OO000O0000000000 002641248Kbps0 0006480 0000000000
ooooooooooooooooooooo

& EGRESSLIMIT=0 O 0 EGRESSLIMIT=NONEO OO O0OO0O0O0O00O00O0O00OOO

& 0000000000 QoeSOOII0DOOOIO0omWRRMIOOOOOOMmM SETQOS PORT EGRESSQUEUE
O0oooOo3e700000 SCHEDULEROOOOOOOOOOOOOODOOOooOo

s 0000000000000 000O00O0NONEODOD ODDOOODODO

SET SWITCH PORT=1 EGRESSLIMIT=NONE .

s J00000000000000 SHOWSWITCH PORT O OO OOSM09 OO ODODOOODOOOOO
0 Egress rate limit0 00000000

oo

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
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ooo

goooooboogoo
goooooooooobobobboooooooobbobbbbbbobbooooooooDb UL B
gobooooboogon

CREATE TRIGGERMODULEO O OO MM OO0OO0O0O0O0O 17400 0 M SET TRIGGER MODULE 0O O
000000000 38oo0o00oo00dooooooo0ooOO00D0D00D0Do0oooDoUooooDO
goooooooooo

CREATE TRIGGER=trigger-id MODULE=SWITCH EVENT={LINKDOWN|LINKUP} PORT=port
[AFTER=time] [BEFORE=time] [{DATE=date|DAYS=day-list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER |count}] [SCRIPT=filename...]
[STATE={ENABLED|DISABLED}] [TEST={YES|NO|ON|OFF}]

SET TRIGGER=trigger-id PORT=port [AFTER=time] [BEFORE=time]
[{DATE=date|DAYS=day-1list}] [NAME=string]
[REPEAT={YES|NO|ONCE|FOREVER |[count}] [TEST={YES|NO|ON|OFF}]

PORTOOOOUOOOODDODODUOODUODODOOODOODEVENTOODODDOODOOOO LINKDOWNOOOOOO
D00 LINKUPODOOOOODOOODOODODODODODOOOODOO
O000Oo0ooOoPORTOOOODOOODODODOOOOODOODOOODOOOODODOOOOEVENT=LINKUP
O00MMO00000000O0EVENT=LINKDOWNOOOOOOOOOOoooooo
0000000000000 D0O0O0O0OU0ODOODDOODO%DOO0mM%TOO0O0mM%YNODODOODOOOM
WSO0O0000000000000000000%1000000000000000O00000A0
00000000000000000000030000000000 linkdownscp 000000000
00 linkupscp 0000000000000 O0OD000O0D0O000O0O0OMAILODOOOMOODOODO
OD266000000000000000000O000O0O0OOO0O
ooolPOD0O0OO0DODOOODOOODOOODOOODOOOOIPOOO0OOOOOOIPOOOOOOOOOOO
goboobooobobooboooboobbooboobooboobboon

1. 00000oooooooooo

ENABLE TRIGGER
2. 0000O0O0OO0OO hnkdown.SCpDDDDDDDDDDlDDDDDDDD
CREATE TRIGGER=1 MODULE=SWITCH EVENT=LINKDOWN PORT=3

SCRIPT=1inkdown.scp

3. 00000000 linkupscpO00000000O00200000000
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ooo

CREATE TRIGGER=2 MODULE=SWITCH EVENT=LINKUP PORT=3
SCRIPT=1linkup.scp

000000 linkdown.scpO

MAIL TO=admin@is.example.com SUBJECT="%N #%1 linkdown" MES-
SAGE="%D $T %N(SN:%S) Port %1 linkdown"

000000 linkup.scpd

MAIL TO=admin@is.example.com SUBJECT="%N #%1 linkup" MES-
SAGE="%D %T %N(SN:%S) Port %1 linkup"

0000000000o0oooooooO0000000000D0DDODO0O0O0O0UO000O0%NODOOO
D0000%SMO000%D0%TO 0000000000000 ooooooooooooon
goooooooooo

Subject: ud-sw #3 linkdown
From: manager@ud-sw.example.com
To: <admin@is.example.com>
Date: Thu, 23 May 2002 19:02:41

23-May-2002 19:02:41 ud-sw(SN:40896093) Port 3 linkdown
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LACPUO IEEE 802.3adl

LACPO IEEE 802.3ad0

LACPO IEEE 802.3ad Link Aggregation Control Protocol0 00 0000000000000 00OOO0
gooooooooooooooobooooooooo

& LACPOOO0OOOOOOOOOOOOOOO0O0OOO0OOO0OO0O0OLAGOOOOOOOOOoOoooo
oooooooooooooooooooboboo

& 000000000000000000moooooooooooooooooooomoooooooooOs

LACPOO0O0O00O0O0ODODODOODODODODODODODODO0DO0O000OD0O0ODO0OOODOOOODODOOODOOO
0100000000000000000000000000000000000000000O00O0O0OO0O0O
gobooboobooobooobooboobbo
LACPOOO0O0OODDOOODOODODOODODOOODOODODOODOOODOODODOOOOOOOOODODOODOO

o JOOOOUDOODLDODDOUDDOODDOODDO
OO0 VLANODODOOO VLCANODODOODODODDOoOoDoo
o JOOOODOODDOODDODDOUODDLUODDODLDD
o JOOUOODOUODDODLDODDOUODOOUDDOODO

& 0oooooooooooooooooooboooooooooboboooooooObObobOoOoooooOooOoboboOoOoo
0O 1000BASE-SX OO OO 1000BASE-LX OO O0OOO0OOOO0OO0OODOOOOOOOOOOOOOO

O0000000oooooooooD 120000000000000000000MODO0DODOOoOO0
000000 UooD400000000D00D0DOO0DODOODODOODOOODOOODOOOODOOO
0000000000000 0000000000000 O0NOoO 4000
goooooo

1. 0000000000000000000000
2. 0000000000000 O0O0OO0ODUOODUOODODOODOOOOOO

goooooooobooobooboobobobbooboooboobboobbobbobboon
goooooooobooobooboobobobbooboooboobboobbobbobboon
goooooogoobooobooboobbobbooboobboobobooboboobbobboo
00000000000 LACPOOOOOUOO0O000DO0DO0DO0DOODODOODOODOD LACPOODODOOOOO
googoo

e I00UIDOLUDOOUDOODLOCREATESWITCH TRUNKOODOO223000MMADD SWITCH
TRUNKOODOOD190O OO ™
e Half Duplex0OOOOO0ODODOO

oo

s LACPOOUOUOODODOOENABLELACPODODOOO2860 00000000 LACPODODOOOOOO
0000000000000 mo0ooooDooo0oooooo0 LACPOODODOOoooooooooon
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LACPUO IEEE 802.3ad0

LACPOOO0O0OODODOOODOOODOODODOODODOODODOODOOODOODODOOOOOOODOODOOODOOO

ENABLE LACP J

m 0000000000000 O00000000 LACPOOO0OOODOODODOOOOOOOOOOO
000 LACPOODOUOODU00O0ODDOOOU0OODDDD 104000 LACPOODOUOUOODODDDELETE
LACPPORTOODOOO229000000000000000000 LACPODODOOODOOOOOO

DELETE LACP PORT=5-24 .

gobooooooobooobooboobbobboobooobooobo

DELETE LACP PORT=ALL .
ADD LACP PORT=1-4 .

m 10000000000000000000000000040000000000000000 LACP
0000000000000 00o000oooooooooooonO 1060 LACPO
gobooobobooobbooboo

DELETE LACP PORT=ALL .
ADD LACP PORT=1-6

0000000oO0ooooooODOOODOO0O10400000000000000000bBOG60OO0OOOODO0O
000000000000 1000000000000 0 000000000000 ODOO0O 10000
00000000 1000000000000 oDO 500000000000 OO

m LACPOOODOOOOOODOSHOWLACPOOODODO417000000000000O

SHOW LACP J

m [ACPOODOO0OO0DOO0OODDO0OOOSHOWLACPPORTOOOODO41900000000000O0O
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CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .
CREATE VLAN=C VID=30
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CREATE VLAN=B VID=20 .
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default 0000000000000 O0O00O0O0O0OO0O0UO0UO0UOOOOOUODELETE VLAN PORT
00000239000000000000 40 VLANdefaultOOOOOOGOO

DELETE VLAN=default PORT=4 .
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VLAN A (10)
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1. VLANAOBOOOOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .
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0000000000000 0D0000ODOVLANOODDODDODODODODODODODODODOOOOADD VLAN
PORTOOOOO191 00000 FRAMEODDODOOODD TAGGEDODODOOODODOFRAMEDO O
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ADD VLAN=A PORT=12 FRAME=TAGGED .
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goboogobooooopoooboobbo

ADD VLAN=B PORT=5-8 .
ADD VLAN=B PORT=12 FRAME=TAGGED .
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default 0000000000000 O0O0O0O0O0O0O0O0O0UO0UO0UOODOOOUODELETE VLAN PORT
00000239000000000000 120 VLANdefaultDOOODOOOQOO

DELETE VLAN=default PORT=12 J

IPOOOOO VLAN

IPOODOODO VLCANOOOODOODDOODOODOODODOOOOO IPOOO0O0O0DO0OOOODOOOODOOOOO
Oo0oooo VLANDODDOODDODOoOo

& [POOCOOO VLANOOOOOOOOOOOOIPOODOOOARPOOOOOOOOOOOOOOOOARPO
oooooooooooooooooboobooo
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& DISCARDCOPYOODOOOOODOOOUOOOOODOOOODOOOOODOOODOOOODOOOODOoOOoOoo
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00000 LAN

CREATE VLAN=netl0 VID=10
ADD VLAN=netlO SUBNET=192.168.10.0 MASK=255.255.255.0

& [PO0OCOOO VLANOOOOOOOOOOOOOOOoOoooooooIPooOoOoO VLANOOOOOO
000000000oooooooooooo0oo00o000000000D000O0VLANAOOOOOO
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ADD VLAN=netl0 PORT=1-6 SUBNET=192.168.10.0
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m J000000O0ODODOOD 1012000000200 IPO0OOOO0 VLANDODODODDOOODODOODOO
ugon

VLAN A (10)
192.168.10.0/24
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CREATE VLAN=A VID=10 SUBNET=192.168.10.0 MASK=255.255.255.0
CREATE VLAN=B VID=20 SUBNET=192.168.20.0 MASK=255.255.255.0
ADD VLAN=A PORT=1-12 SUBNET=192.168.10.0 J
ADD VLAN=B PORT=1-12 SUBNET=192.168.20.0 J
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0000000 VLCANOOOODODODOoOoDoOoDoOoOOoOO VLCANAOBOOOODOOODOOO VLANDOODO
0000000000000000 VLANdefaultOOOOOOOOOOoOO

000 10120000000000000000000D000O0DO0DODODO0ODOOOOOOO0O VLAN
default 00000000000 1012000000000000000000000000000COO0O
000 10120 VLANdefault 000000 VLANOOOOOOOOODOO 1012000 VLAN default
000000 VLANOODODOODOOODUOUOooooooooooooo

CREATE VLAN=DUMMY VID=100 J
ADD VLAN=DUMMY PORT=1-12 J

m J00000IPOOOOO 192.168.10.0/24 0 192.168.20.0/240 00 0000000000000 0O0
O000o0oooooo VLCANOODOUOOOoooooooooooooooooooooooooooo
O0000ooooooo VLANO IPOODODOOOODODOOVLANOOOOOOOODODODODODOOOO
googo

ENABLE IP J
ADD IP INT=vlan-A IP=192.168.10.1 MASK=255.255.255.0
ADD IP INT=vlan-B IP=192.168.20.1 MASK=255.255.255.0

OOODOVLANOOODOOODOoDOoooooooooo

& [PO0O0O0OO VLANOOOOOO VLANONested VLANOD OO OOOODODOO
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m 00000 VLANOOOOOOODOCREATEVLANOOOODO22500000 PROTOCOLOOOO
ooooo00o000o0O0OoooooooOOoDOO000D0D0o0oooOoooADD VLAN PROTOCOL O
ooool%4oo00oo0oo0o000o00 le000DMXxODODODODODODODODUODDOUDOODOOO
gobooboooobooobooboobbon

CREATE VLAN=nw VID=100 PROTOCOL="IPX 802.2"

Jooo00ooooooooooO00o0o00oooDo0o00o0ooUbLD oD oD 0o0UoUU1bOUoOOsn2.2
LLC DSAPI2 0O O OO Ethertype 00 0O 8023 rawlD50 0 O0SNAPOO 16 00 M 0xO0 00000
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CREATE VLAN=nw VID=100 PROTOCOL=0xe0
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gooo

CREATE VLAN=nw VID=10
ADD VLAN=nw PROTOCOL="IPX 802.2" .

s 00000 VLANOOOOOODOOUOODODDODODUODODOOODADD VLANPORTO OO ODO1910000O
O0000ooooooooo VLCANOOOODOooooooooooooooooooooooooo
OO0OPROTOCOLOOODOOOOOOOOODOOOOOO

ADD VLAN=nw PORT=1-6 PROTOCOL="IPX 802.2" J

000000000 106000000000 00O00O0ODOO0OO0OO 80220 IPXO OO OODSAP =
Oxe0OO VLANnw O OOQOQOOOOODOODO

m 200000 VLANAODO BOOOOOOODOO VCANNBOOOOOOOOOO 10800000
NetBEUIOOOOO VLANNBOOODODODOODOOODODODODODOODOOODDODODODOODOODOD 10400
VLAN AOD40800 VLANBOOOOOODOOOOO

OO0O00OA

1-4 5-8

VLAN B (20)
NetBEUIO O O

VLAN A (10) VLAN NB (100)
NetBEUIO O O NetBEUID OO OO

CREATE VLAN=A VID=10

CREATE VLAN=B VID=20 .

CREATE VLAN=NB VID=100 PROTOCOL=NetBEUI .
ADD VLAN=A PORT=1-4 .

ADD VLAN=B PORT=5-8 .

ADD VLAN=NB PORT=1-8 PROTOCOL=NetBEUI

00000 VLANDO Private VLANDC

00000 VLANO Private VLANO O O OPrivate VLAN OO O OO OOO0O0OOO0OOO0OOOODOOO
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goboooopogobooobooboobobobboobooobooboboobbobbobboon
goboooboooobooobooboo

& DHCPOUOOOODOOOOOOO VLANOPrivate VLANOOOOOOOOOO

& 00000 VLANOOOODOODOOOOUOO ARPOOODOOO0OOOOODOODODHCPOSNMPO TelnetO
IPOOO0OOO0OOOOOOOOO0OO0O0OOOOO0OOO0OOOOO
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e Private VLCANOD OODDOODOODOUODODOOODOODOOODODOOOODODOOOOD 10000

e Private VLCANODOUDODOODDOODOODOODOOOOODOODOO

e Private VLCANO OO ODOODOODODODOODOOODOODOOOODDOOOODOODOOOOOOOOOOOOOO
e VLAN default 0 0 Private VLAN O OO OO O

e [0 Private VLCAND OODOODOOOODODOOODOODOOOOOOO

m (J0b0g0boobobobbobboobooon

e JOOOODOUDDODDODLDOUODUOUODDUDDOUDDOODOODDO

o JOOOODOODDODDOUDDOOUDLDDOUUODDOODOO

e J0DODDUDDOOOUDDO Private VLANO OO DDOOO

e JODODODDODOOOPrivate VLCANOOODODODO VLANOOODDOOOODO

e JO0DODUIOODDOODDODOD VLANODDODO VLANOIPOOODOD VLANODOODOOO VLANO
goooooo

m (Jp00bgo0boobobobbobboobooon

e JODOODODODOUDDDOD VLANO IPODOOUOD VLANODOODODO VLANODOOOODDOO
00000 Private VLANOOOOOOOOOOOOODOODO Private VLCANOOOOOOOOO
goboooboooopoooboobbo

e JODOODODDODDOOOPrivate VLANOOODODODO VLANOOODDOOOODO

e J0DOODDOUDDODOOUDD Private VLCANOODODDODOOODOODDOOOODODDDOOOODOD

e J0DODUIOODDOODDODOD VLANODDODO VLANOIPOOODOD VLANODOODO OO VLANO
goooooo

o JOOUOODOUODDODLDODDOUODDOOUODOODLDDO

e IJIUIODDDOUDODDD ARPODDUIIODOODODOOODDOUODHCPOSNMPO TelnetD IP O O
gobooboooboooboobbobbooboon

m (JJ0obgoboooboobooboobooobooobooobooboobbobbooboobbooDbo
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00000 LAN

e J0IUIOODODDODODOOOODOUDODODUUOVLANIDODDD MACOOODODODODOOOOOOO
goboooboobooobobooboo
e II0ODODDDODDODDODDODODOODODDODODMACOOODOOODODODODODODODOODOOOO
- 0000000000000 MACOOODODODODODODODooooooooooooooooo
gooo
- pooooooobooboobobobbooboobboobboobobobbobboo

00 Private VLANO OO OOOOOODO

00000000 s50000000000000000 1040000000000000 Private VLAN
UpvOOoooooooooOdoooooooooooooodoooooooooooooogoogn
000 20000000000000000000

WAN
(Internet, etc...)

goboobooooon

1-4 5 OOoooOooOooooon
0o000o0ooooooo
0oooooooog

g

gboooboooboobooobgn

1. Private VLANOpvO OO 0000 OPrivate VEANOOOO OO OOCREATE VLANOO OO
022500000 PRIVATEO DO ODOGQOGOQOooQoQg

CREATE VLAN=pv VID=2 PRIVATE J

% VLAN default 0 Private VLAN OO OO OOOO0OOOO

2. 00000000000000000000D0ODODO0O0000000000ADD VLAN PORT 00O
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0o0oo0o0o LAN

ooo19looooo UPLINKOODODOODODODODOODODODOO

ADD VLAN=pv PORT=5 UPLINK

& 0000000000000 00000000000000000000000001 00 Private
VLANOOOOOOOOoOooooooooooooooooo

& J00000000000000000000VLAN default0 000 Private VLANOOOOODOO
00000000000 o0o0o0oooooooon Private VLANOOOOOOOOOADD VLAN
PORTOOOOO1910000000O0O00O0OOOO

3. 0000000000000 000000O0D0ODODOD0O0000000O000ADD VLAN PORT OO
gool9loooooooooo0oOoooDoDoOoDOoo

ADD VLAN=pv PORT=1-4 J

gooboobgoo

00000 VLANDO Nested VLANO

00000 VLANO Nested VLANO OO ONested VLANOOOOOOODOODOOOOOVLANOODO 2
O000ooooOO0O VLCANOODOOOOODOoOooouoo VLCANODODODOOoooooo 1gooooooao
0000000000000 0OU000DU0DoUoDooooOosIQUODODDoOoDDODDOODODDOMm
Nested VLANO O OOODOUOOOODOOO0ODOOOO0O200000000000000

0000000000000 ooooooooOooooodcIDbDoDoooD IDDDooOoDO
gooooobogoobooobooboobobobbooboooboooboobbobbobbooo
gooooobogoobooobooboobobobbooboooboooboobbobbobbooo
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1. VLANOOOOOOoooo

CREATE VLAN=A VID=10

CREATE VLAN=B VID=20 .

ADD VLAN=A PORT=1,2 FRAME=TAGGED .
ADD VLAN=B PORT=1,2 FRAME=TAGGED .
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CREATE VLAN=A VID=10
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CREATE VLAN=A VID=10

CREATE VLAN=B VID=20 .

ADD VLAN=A PORT=1,2 FRAME=TAGGED .
ADD VLAN=B PORT=1,2 FRAME=TAGGED .
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SET MSTP MSTI=10 PRIORITY=8192 .

m CISTOODOOOOOOOO0DO0OO0O0O0O0OOO0DO0O0O0OOSETMSTPCISTOOOOO34000000
00000000 00oO0oooOooooes_3s000000nonoooooo490000ooooooon
O00409e00000000000O0000O000O0O0DOOO0OODO0OO0O0mMODODOOOO 32768000

SET MSTP CIST PRIORITY=4096 J

s MSTOOODOOODODODOODODODOODODODOODODOODODODODODOODODOODOOOODOODDODOOSET MSTP MSTI PORT O
pgoo0o3440000000000000000000D0UO0DODUOODOOO

goooon ud

PRIORITY MSTOOOOOOOODODODODODOOOOOoODOoDOooOoOOoOoooooooooo
gooboooboooboooobbooobboooobooobbbooobo
D000 oO2500000000oUoUg e ODOOOoQ
le00000D0D0O0OO0O000DDOOO000ODOOODUUODODDDODDODMOOODOO
0 1280

PATHCOST Oo0ooooooooMSTOOOOOODODODOOooOooooooooooooon
O0000O0ooO0ooooOon 1020000000000 000000000 0DODOOO
gobooboobobooon

0 11:
oooa oooao gooooo
10Mbps 2000000 2000000 2000000
100Mbps 200000 200000 200000
1000Mbps 20000 20000 20000

012:00000000000000000

s CISTOOODOODOODOOOODOODOOO0DODOODOOOOOOSET MSTP CIST PORT 00O 000341
gobooboogobooboboooboobbobbooboon

goooon ud

PRIORITY CISTOODODODODODO0DODO0O0O0O0O0OODOO0DO0DOoDO0oooDoOoODoOoODOOOO
O00000ooOooDoOooODOO00DO00D0D000000000O0ooOOoO 00255
000000o0oooooo 0000000000000 l160000OO0n
0000000000000 oomoooooo 1280

62 | CentreCOM 9924T/4SP09924SP 00000 DOOOODO 2.9 gooogoo
J613-M0581-02 Rev.J



0000000000000000000MSTPO

INTPATHCOST cISTOOoDOoOOoOOoooooMSTOOODOOoOooooo  cASTOooooooo
0000000 oo0oooooo0oobooO0oooooooO 1020000000000 0
o00oU0ooOoooooodooUooooooooodooooooooog
O00000o0oo0ooooooooooooo DEFAULTOOOOO

EXTPATHCOST cIsTOOOoOoOoOoOoOoOoOoOooOoOoOooooOoOoOoooOoOoOoOoooOoOoOO
O000O00O0D 1020000000000 00000000000DO0OO0DODOOODOO
000o00oo00ooOooooooDoooooooooDoooooooooodg
000 DEFAULTOOOODO

EDGEPORT oobooooboooooobooooboooooboobooOoobobOoboboooboOooooboo
0000000000000 o0 LANODOODOOOOooooooooooooo
EDGEPORT=YESOOOOOOOOOODOOOOO MSTPBPDUDOOOOODO
O0000oo0oo0ooooooooooooooOonnD NOO

POINTTOPOINT oboooooooooboooooobooboboobooobobobOoboooboDO
O0000O0AUTOODOOO0OO0DOOOOODODODOO0O0DOoDOoooooooDO
AUTOO

0 13:

oooo oooo oooogd

10Mbps 2000000 2000000 2000000

100Mbps 200000 200000 200000

1000Mbps 20000 20000 20000

014:00000000000000000

m (0000000000000 0000D0D00DODODOPCOOOODODOODODODODOOOOODOOODODOO
0000000000000 0000U0DU0ODUODUODDUODUOOSETMSTP CISTPORT DO O
0034100000 EDGEPORT OO0 OOODOOOOOO

SET MSTP CIST PORT=12-24 EDGEPORT=YES

m (0000000000000 00D0000000D0D0000000PURGEMSTPOOO0O0O312
goboooobogoobooobooboobbobboobooobo

PURGE MSTP J

& 0oooooooooooooooooooboooooooooboboooooOooOoObOboOoOoooooOooOoboboOoOoo
ooooooooooooooooooobooooooooOooboooo

goooon

CentreCOM 9924T/4SP09924SP 000D ODOOO0DO 29 | 63
J613-M0581-02 Rev.J



00000000000000000EPSRO

O00000D0D00DO00DOoooOoEPSRO

0000000000000 O0000EPSR = Ethernet Protected Switched RingD D OO0 OO0 00O
Ethernet D000 00000000000 2000000000000000
EPSROODO0O0000O0O0OOOOOOSTP/RSTP/MSTPO O OO OO0OOOOODOOODOOOOOOO
oo ooboboobbobbobbbbobdddonoobLD oD oo
odooooooos000000m

ODOO0O0OOEPSROCO0OOOOOODOOO0OOOOOO

& 0000000O00000o0oooooMSTPOOOO0OO0O0O0OO00O0000000000EPSROODOOOOO
ooooooooooo

EPSROODOO0O0O0 Ethernet 000 000000000000
EPSRO0O0O0000OODODODODOOODOO0OO0O0O0O0O0O000010000000DO0OD0OODOOOOO
gobooobogobooobooboobbobboon

0000002000000 Ethernet 00D 000000000000 0000O00OO0DOO0O0O0O0OOOO
gooooobogobooobooboobobobbooboooboooboobbobbobboon
gooooobogobooobooboobobobbooboooboooboobbobbobboon
gooooobogobooobooboobobobbooboooboooboobbobbobboon
goooooboogn

gooooboooobooboooobo

Y

ooooooooo EPSRO OO O O [h

OOO0OOA ;

1

ooooooooooo ooooooo 0ooooooooooo
HealthcheckD O O OO0 OO e G HealthcheckD 0 0 0000

0000o0ooooooooo ooooooo

OOOVLANO O
ooooooo
oooooooo

- — e e e e e e e e e e e e e e — — = = =

|
|
|
|
0oo0oD ooooB |
|
DDDDDDDDDq DDDDDDDDDq !
goooooooao gooooooaoon
|
|
|
|
|
|
ooooooooon :
ooooc I
|
pOooooooono )
E— (000 VLAN @ 0000000000
000 VLAN C) 0000000000
64 | CentreCOM 9924T/4SP09924SP OO0 00 OO OO0 2.9 goooono

J613-M0581-02 Rev.J



00000000000000000EPSRO

EPSROOOO

EPSRODODOOOOO0O0O0O0O0O00O0O0O0O0O0O0OEPSROCOODOOOOOODOOOODODODOOOOOEPSR
gobooboogooooobooboooboobbo

e EPSROODO
EPSRO0DODO0OD0O0O0OO0O0ODO0OD2000000000000000 10000000 Ethernet
O000U00ooU0oooooo 200000000
- 00ooooooo1oo
- 0o0Ooooooooooooo

e JODDDDO VLAN
EPSROODOOOC0OO0O0O0O0OOO0OO VECANOOODOOODOOOOODoOoOOoooooo EPSRO
0000 100000020000000000000000000

e 00O VLAN
00000 VLANODOOOOOOOUOODOoOooOoOo EPSROODOOOOOOODODOO VLANDO
O000ooooooooooooo VLANDO 20000000000000000D0O00O00O0OO
ooooooooood

oobobooooobooooonoo

EPSRO0OO0O00O0OOOODOOODOOO0O0OU0O00000000D0D0O0O0O0ODODO0ODODO0O0ODO0OO0OOOOO
O000000o0o0oD0oOO0ooDOoODOD EPSROOODDODOOODOODOOODOODODOOOOOOO 100000
gobooobogooooboooboobbobbooboo
00000200000000000000010000000 EPSROOOOO EthernetOOOO0OO
0000000000000 0DU0U0U000D0UDU00D0DUDODOODOUO 200000000000
gobbooooogobooobooboobbobboobooobobooobo

dooboboooobooooooooan

o0oo0ooooOoooD2000000000000000000000000000DOOODODOOODOOO
O000000oO0OoOoOooooooOO0 VELANODDOO VLANODODODODODDDODDOODODDOODOODOO
goboooboogobooobooboo

O000000oooooooo0oo0ooo VECANODDODDODOOOUOOoooooooooooooooo
O VLANOOOOOOoooooooooooooooooooooooooooooooooooooo
0000000 VLCANOOOODODOUOOooooooooooooooooooooooooooooo
goboooboooobooobooboobbobboobooobo

000000 VLANOOOO VLAN

EPSROO 0000000 DO0O0ODOO0ODOO0ODOOOO VLANOOODODOODODODDODODDOO VLANOOO
googoo

000000 VLCANOOOOODOO 100000000000 oo00oooooooo 20000000
00000000 100oooooooDooooooOoOoOoOOOoOO

gooooo CentreCOM 9924T/4SP09924SP 000D OOOO0ODO 29 | 65
J613-M0581-02 Rev.J



66

00000000000000000EPSRO

000000 VLANO 100 EPSRO0O0O0OO00O00O0O0O0O0ODODO0OO0O0OOO VLANDOODOOOOO
000000 VLANOD 200000000000000000000000O0 VLANDODOODOOoOOoOoO
gobooboobobooobooobooboobbo

goooood

000000 VLCANOOOOUOOOOODO0O0ODODDO0oDO0O0O0oooEPSROODOOOOODOOOOoOOO
gobooopbooobooboooboobbobboobooboobbooo

goooon ud

Healthcheck goboobobooobboooobboobobboooobbooobbooooobo
goboooboobobooobobbooobbboobbbooobbooooobo
Healthcheck 00 000000000000 00O0O0OO0OODOOOOODOOOO
000000000000000000 HealthcheckODOOOOODODOOOODO
gobooboobobooobooobooboooboobbobbobboo

Ring Up goboobobooobboooobbooobboooobooobbuooooobo
OUO0FDBOODOOOOODO0O0DO0O0O0DO0DOO0DOO0OO0DOOOOOO

Ring Down goboobobooobboooobbooobboooobooobbuooooobo
OFDBOOODOOOO0O0O0OOO0O0OOOOOOOOOOOGO

Link Down goboobobooobboooobbooobbbooobbooobbbooobo

gogoooobooboobobbbobbbbbooboooooooooooobooboboobo
Link Down 000 0000000000000 00000000000OOO0O0O
O00000Healthcheck DO 0D 0000000000000 ODD0O0OOODODOO
ogo

0O 15: EPSROO0OOOOO

oooood

EPSRO0DO00O00000O0O0OOOOOOOOOOOOOODOOOOOODOOD 20000000000

e Healthcheck 0000000000 DDO0O0OO0DD0O0OOOO
e LinkDownOOOODODOODOODODDOOODDDOOOODDOOO

Healthcheck D O O O O

000000000000000 VLANODOOOOOOOOOOOOO0OO HealthcheckDODO DO OO
000000000000000000000000D0O00 Healthcheck DOODODDODO0D0O0O0O0O0OOO
gobooobogooobooboobooboobbo

000000000000000 HealthcheekDOOODODODOODODODODODDO0OODOD0O0O0OODOOODOO
goboooboogobooobooboobbobboobo

CentreCOM 9924T/4SP019924SP D 00O O 0O0ODOO 2.9 gooogoo
J613-M0581-02 Rev.J



00000000000000000EPSRO

0o0ooOooDooon OOOOA
0 00 00 O Healthcheck 0oo0D0o0O0ooooon
oDooooooooooo HealthcheckD 0 0 0 00O

000000000000 ooooooo
gooooooo

OOOVLANO O
ooooooo
oooooooo

0oo0oD ooooB
DDDDDDDDDq DDDDDDDDDq
gooooa
00 0OVLANO O
gooooa
1\
poot

pgoooceboooooog
0 0 O O Healthcheck O O
gooogce pooooooocoooo
ooooo

- — e e e e e e e e e e e e e e — — = = =

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
)

EEE— (0 0000VLAN ® oooooooooo

00 OVLAN @DDDDDDDDDD

Link DownC OO0 QdnO

gooooooooooboobboooooooooboobobobbbbbbbobboooobUobDD
00000 Link Down 000 0000000000000 0000O0O0000O0O0O0O

Link Down 0000 0000000000000000D0D0O000000O00OO0DODODOOHealthcheck
goboooobogoobooobooboobbobboobooobo

gooooo CentreCOM 9924T/4SP09924SP 000D OOOO0ODO 29 | 67
J613-M0581-02 Rev.J



gooooooooooog
00 00C, DO O Link Down
gooooooooooog

00000000000

OOOVLANO O
ooooooo
oooooooo

oooob

DDDDDDDDDq

\
DBQOUD gooooo
OoovLANO O
oooooo

9 ooooooo e

00000000000000000EPSRO

ooooB

DDDDDDDDDq

- — e e e e e e e e e e e e e e — — = = =

EEENN (0 0000VLAN

00 OVLAN

ODODODEPSROOOOODOOODOOOOOOOOO

googn

gooot
DDUBQU‘ 000000000
afufuyufe

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
)

® oooooooooo

@ oooooooooo

EPSRO0OO0OO0OOOODOOODOOO0O0OU0O00000000D0D0O0OO0ODODOODO0O0O0ODO0OO0OOOOO
0000 Healthcheeck 00 0000000000000 00D0OO0OO0ODOOOODODO
0000000000 o0odComplete00 000000000000 VLANOOOOOOOODOOOOO

goooooboogn

68 | CentreCOM 9924T/4SP09924SP 0000000000 2.9
J613-M0581-02 Rev.J

gooogoo



00000000000000000EPSRO

gobooooooooo
HealthcheckD O O OO OO
goboooobooooo

gooOoooooooboo
HealthcheckD 0D 0 0 0 OO
goooooo

9 ooooooo e

OOO0VLANO O
ooooooo
oooooooo

oooob ooooB

DDDDDDDDDq DDDDDDDDDq

ooooooooo
oooogce

- — e e e e e e e e e e e e e e — — = = =

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
)

EEE— (0 0000VLAN @ oooooooooo

00 OVLAN @DDDDDDDDDD

googn

0000000000000000000000000 HealthcheeckODODODOOOODODOOOODDOOO
000000000000000 LinkDownOODOODODODODDO0O0D0O0DD0000D00000O0DO0OO0OO
gooo

O000000000000Failled0000O00000000 VLANOOOODOOODOOODOOODOO
0000000000 FDBOOODODOO MACOODOOOODOOOOOODOO

000000000000 RingDownOOOOOOODOOODOOO0ODO0O0DOOOO0O0OO0ODOFDBOOO
gobooooooobooobooboobbobboobboooobo

gooooo CentreCOM 9924T/4SP09924SP 000D OOOO0DO 29 | 69
J613-M0581-02 Rev.J



00000000000000000EPSRO

goooooooooooo DoooA

HealthcheckD O O OO OO OO
000oo0oooooooooo
o0ooooooooooo

000000000000
OoooooO Healthcheck( 00 00 0 0
G ooooooo

gaooooo
boooooooo
oooo

oooob ooooB

DDDDDDDDDq DDDDDDDDDq

oooooo
OO0O0OVLANO O
oooooo

- — e e e e e e e e e e e e e e — — = = =

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
)

EEE (0 0000VLAN @ oooooooooo

00 OVLAN @DDDDDDDDDD

000000000000000000000000000000 HealthcheckOOODODODODOOODOO
goooooo

googn

00000000000000000000000000000 Healthcheck DODODODODOOOOOO
goooooo

oo0o0o0ooooooooooO0CompleteD 00000000000 VLANODDOOODODOOOO
000000000000 UODDUO FDBOODODODODOD MACOOOODOODDOODOOO
000000000000 RngUpO0O000D00O0O0O0O0O0DO0O000O00O00DOOOO0OFDBOOOO
gobooooogooboooobooboobbobbooboobooobobooobo
gobboooobooobooobooboobobobbooboooboooboobbobbobbooo
000000000 000000OD0O000000D00o0o0o0o0 VLCANODOOOOoOooDoooooooo
goboooobooobooobooboobobobboobooobooboboobbobbobbooo
00000000000 RngUpOO0000D00D0O0O0O0O0DOFDBOODOOOOODOOOODOOO
gbobooooboobobo

oo

EPSRO0O0OOO0OOOODOOODOOO0O0OU0O00000000D0D0O0O0O0ODODO0ODO0O0O0ODO0OO0OOOOO
goooboboo

70 | CentreCOM 9924T/4SP09924SP 0 000D DOOOO0O 2.9 gooogoo
J613-M0581-02 Rev.J



00000000000000000EPSRO

AY

goooooooao EPSRO OO O O h

O0O0A 3114 0 TestO O
|

OOOVLANO O
ooooooo
oooooooo

DDDDDDDDDq DDDDDDDDDq 3
2 1

N
goooooooo

'loooooooood 2

ooooc 4113
pOoooooooo

gooobooooo
~

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
)

EEEEN (0 0000VLAN (VID=2) @ oooooooooo

00 O VLAN (VID = 100) @ oooooooooo

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
OOOO0DEPSROOOOO0OOOOOOOOODOODODDODOOOOOOOOOODDOODOD BoCoDOoOOO
goboobooooooon

0000 ADD0DOoOoOoOoooooo

1. 000000 VLANOOOOOOO
000000 VLCANOODOODO20000000000000000000000000000O0
gooooobooooobo

CREATE VLAN=ctrl VID=2 .
ADD VLAN=ctrl PORT=1,2 FRAME=TAGGED .

& 000000 VLANOOOOOO3gooooolPoOooOooOoooooooooooooooooo
0000 VLANOOOOOOoOooooooooooooooo VLANOOO

2. 000 VLANODOOOODOOO
000 VLCANOOOOOODOoooooD 20000000000000000000000000O
O0000ooooooooo VLCANOOOOODOoOooooooooooooooooooooo
gobogbogobooobooboooboobboobooboon

gooooo CentreCOM 9924T/4SP09924SP 000D DOOOO0OOO 29 | 71
J613-M0581-02 Rev.J



00000000000000000EPSRO
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ADD EPSR=Test DATAVLAN=data

6. EPSROOOOOTestOOOOOOODODO

ENABLE EPSR=Test .

goooooooooo

gooooo CentreCOM 9924T/4SP09924SP 000D ODOOO0ODO 29 | 73
J613-M0581-02 Rev.J



gooooooooooooo

oo uotdod

O000000oO0O0o0oOoOoOoooFDBOOODOODDODODODODODOODODOODODOODODOODODODODOODOOO
goooooooooo

FDBOOOOODOODODODODODODODO0DO0DO0Doooooooooooon

googoo ud

MACODOOO Ooooooo MACODODO

googoo gobogobooobooooo

VLAN ID O000ooooooo VLAN

googoo 0000000000000 0D0000D000O0O0FORWARDODD OO

ODISCARDO O OOO

0 16:
Ooooooooooooo MACOOOOOOODOO FDBOOOOOOOODOODOOOOODODODOOOO
OO0 FDBOOOODOODODOOOOOOOOO VLANOOOOOODOOOOoOoooooooooooo
odooo0oooooooooooooom
FDBOOOOODOODODODODODOOoOOoooooooon

74 | CentreCOM 9924T/4SP09924SP 0 000D DOOOODO 2.9 gooogoo
J613-M0581-02 Rev.J



gooooOooooooooo

RN RN

goooooooooo goooooboboboobbbbbbboboobooo
goboooboobooobooooboobooooboooom
goboobobooboboobobuooboboobo
gooo

goooooooooo gooooobooboboobbbbbbboooooooo
gboboobobooooobuobobobobo
gooobooobobbbobbbbboboooooboon
goooo00o0o0O0O0o0UO0DoDUoDUoUoOoUoADD
SWITCH FILTERO OO OO O0Qogog

O0000000000learn0 00000 gobodbobboobobobobobooboboobo
O0000000000o00oOOSET SWITCH PORT
O0000 RELEARNOODOOOODOOOOOOOO
gooooobobobobbbbboooooooooo
ODO0OD0DUDUODOORELEARNODOOOOOOOOOOO
goooooboobobobbbbbbboooooooo
go0ooo000o0o000o0U0DDUoDUOoOoUoADD
SWITCH FILTERO OO OO LEARNOOOOOOOO
gboboboboboboboboboboooobon
OOSET SWITCH PORTO OO OO LEARNO O OO
goooooo

o 17:
FODBOOOOOOOOOOODOOODOODOOODOOODO0OO0OODO0O0OO0o0Oo0oooO0ooooooooooo
O0O0OFDBOOOOOOOOOOO0OO0ODODOOO0OO0ODOOO0O0O0OO0DOODODOOO0OO0DODOOOO0ODODOOOODO

ooudoobgoooogon

o000ooooDooooooODoOODOOO0O0DO0OO0DOO0O0DOO0 MACODODODODDOODODDOOODODDOOODOODOOO
FDBOOOODODODOOODDODODOODDODODODODO0DO0O0O0oooooooooooooooooooooooooo
goboobooobooobooobooboobbo
gooooooooboooboobbobobobobobboobooooobobbobbobbooooobooDoD
O0000ooo FDBOOOO0O0O0ODDOOOOOO0O0O0OODOOOOOO0O0DOODODODODODODOOOOO
gooooobogobooobooboobobobbooboooboooboobbobbobboon
goooooogoobooboobooboobbobboobooboobbooobo

s FDBOOOOOODOOOOOSHOWSWITCHFDBOOOOO503 00000000000

s 0000000000000 00000ORESETSWITCHOOODOO3220000000000000
gooooopogobooobooboobobobboobooboboobboobbobbobbooo
goboooboooobooobooboon

m 0000000000000 000DO00DO0O0O0DOODO0O0DODO0O0 DISABLE SWITCH LEARN-
INGODODOOO2710000000000000000000000ENABLE SWITCH LEARNING O

gooooo CentreCOM 9924T/4SP009924SP DD DO DDODOOOO 29 | 75
J613-M0581-02 Rev.J



gooooooooooooo

ooopo30looooooooooo

& 0000000000000 00000000000 VLCANOOOOOOOooooooooooooooooo
O0o0o0ooHUBODOOOOOOOOOO

m 00000000MACOOODOOODOOODDOODODOOOO SETSWITCH AGEINGTIMERO OO O
038100000000000100100000001100 1300460 40000000000000000O0OO
oo3p000500000

SET SWITCH AGEINGTIMER=600 J

s 0000000000000 DISABLE SWITCH AGEINGTIMERO OO O0O29000000000
gooooobooobooobooboobobobboobooboboooboobbobbobbooo
0000000000000 00O000 ENABLE SWITCH AGEINGTIMERO OO ODO299000000
googoo

m J0000000000000000000 SHOWSWITCHOOODOO49000OO0o0oo0ooooOooo
O Learning(l] 00 000 OO0 Ageing Timer(D 000 0 0 00 AgeingTime(D 00000000000
goooooooo

ooggoougon

D00 FDBOODUOODODODODO0DO0DO0DOO ADDSWITCHFILTEROOOOO186 000 OO0ODDOOODODODO
gooogoobooboooobobobboooooooooobooboboobbobbbbbboooooDbUuD B
gooooopogoobooobooboobobobbooboooboobboobboobobbooo
gobooboobbooobooobooboobbo

FDBOOOOOO 1000000 3200000000000

m [J00g0boobooboobobooobobooobooobo
ADD SWITCH FILTER DEST=00-00-£f4-12-34-56 PORT=10 ACTION=FORWARD .
s 0000000000000 00000000000O000O0OVLANOOOO VLANIDOOOOGOGOO

O00000oooooooooooooo VECANODODOOOOoOooooooooooooooooo
0000 VLANODODOODOOOOOOODUooooooooooooooooo

ADD SWITCH FILTER DEST=00-00-£f4-99-88-76 PORT=1 VLAN=white
ACTION=FORWARD
s J00000000000000000000ACTIONO DISCARDOOOOOOO
ADD SWITCH FILTER DEST=00-00-f4-ab-cd-ef PORT=6 ACTION=DISCARD .
s J00000000000000000000000000000000000000O0O0OLEARNDOO

O000oooooooooooooooooo SETSWITCHPORTO OO OO38700 000 LEARN
goboobooooooon

CentreCOM 9924T/4SP019924SP D 00O O 0O0ODOO 2.9 gooogoo
J613-M0581-02 Rev.J



oooooooooooooo

ADD SWITCH FILTER DEST=00-00-f4-c9-73-ff PORT=2 ACTION=FORWARD LEARN .

& 00000000000000000000Learn0000000000O0O0O0OOO0OO0OOOOOOOOO
oooooooooooooooooooboOooooooOoOoboOooooOoOoOOoOoOoOoooooobo

m 000000000000 SHOW SWITCHFILTEROOODOO505 000000000000

s 0000000000000 00000O0DELETESWITCHFILTEROOOOO2360 0000000
O00o0ooo0oooooooooo SHOWSWITCH FILTERO O OOO50500000000000
O0O0O0OD0OD0O0DU0O0OOUOO0OUOOENTRYODDODOODODOODOODODODODODUODUOODDUODOOO

DELETE SWITCH FILTER PORT=2 ENTRY=1,3-7

& 00000000000000000000000 10000000000

gooooo CentreCOM 9924T/4SP009924SP 0 00O OO 0OOOO 2.9
J613-M0581-02 Rev.J

77



ooooooo

oooogn

gooooopogoobooobooboobobobboobbobboobboobbobbobbooo
00000000000 DODODO00D00000000000DO00ODO000000000000000 QoS
goboobooooooon

0000000000000 0000DO0000000000DO0O00000000DOODOD0O000OMAC
oooooIPOODODOODOO0OOOOOOOOODOOO0OOO0OOOOOOODODOODOOOODOODOODOO
gooo
goooooogoobooobooboobobobboobooobooboboobbobbobboon
gbobooooobooboo

e 1.ODOODUOODUDOODOOO

e 2. IPv6000I0IOOOOOOOOODOO
e 32.0000000 QoS

e 3b.IPv600IDODOO QoS

goboooboooobooobooboo

Discard Dropbwc3
Forward
IPv60 000000 IPVGEIEIEISI’IID_
DEII]EII]EIDI]EI]Mark 000Qo
\ J
|

lPveOOOOOOOCOOCOOO

goboobooooon

Yes
U No match No ]
0000000 Pv60 000000 ooooooog vy
(| 0oo00ooooo ooooooo > QoS O
O O
Discard Yes Dropbwc3
[P0 000000 \Discard |
Forward * O000O00O| No 7
/ \
*J00000000000000000000000oOoooOoao
goobooOoosoooooooon
O00DOOo0DooooooDoOooDbOogeesoOooooon
O0dQSODOO000DO0oOooDoOooDOOoobDoooooooon
78 | CentreCOM 9924T/4SP09924SP 0000000000 2.9 oooooo

J613-M0581-02 Rev.J



ooooooo

@ 000000000000000000o0000o0o0o0o000o0o00ooooon QoSoooooooooog
0000000000000Discard00 000000000000 O0ForwardDOOOOODMMOOOOoOoOoO
QoSO0O0ODOU000UOOUOUONDOODOo0DOoOOU00000Noo00ooooooooooooooogog
O0000QeSOO0000dNooooooooo00o0o00oooooooooooooooooogoog
ooooao

oo Ood goog Ood
1 gooooooooo gooooooo -
goooo
2 IPve 0000 onQ IPve 000000 0oooool1O IPve 00000000 0O0O0O0O0O
gooooooo gooooooooouooo O
3a Oooogod QoS [Pve000000000O0O0ODO0ODO0 OODO0OOODODOOOOOOOO
l000oO0oo0oooooDoO0oO00 0ODiscardDO OO0 ForwardOO O
goo gooo
3b IPve 0000 onQ IPvoe 000000 OoOoooo20 IPve 00000000 0O0O0O0O0O
QoS gooooooooouooo O

& [Pv6000000000000O00OOO0ODOODO0O203bO00O0O0O0O0O0O0O0O0OO0O0O0O0O0O0O0OOT »

& ODOooooolIpveOOOOOIPv6eover IPvAO OO 6to40 000 20IPv6e 00000000000 OOOOO

0000000000000 00000o00o0DODDM 000000000000 oDoOo0O00010203a0

018 00000000000000

3ad0000oOoooooo

oooooooooooooooooooooom

3pb000000000000000000000000000000. =000000 =000x =00
oo
goooboooobooboboboobobobbobobooboboobobobobbobobbo
goobooooboogn

ggo oo gooooooo
1 2 3a 3b
oooo 2
ETHFORMATO EthernetD D D 0 0000000000 O0OOOO o o 0
gooogo O
PROTOCOL OEthernet0 DO O0OO0OOO0O o o O
O
MACTYPE OEthernet0 0000 20000000L2UCAST o o o
ODo000o0oom2MCASTO OO oo oooo X
[2BCASTOOOOO0O0OO0OO0ODMANYOODOOOO
gogdd
gooooo CentreCOM 9924T/4SP19924SP 00 00000 OOO 2.9

J613-M0581-02 Rev.J

79



ooooooo

MACSADDR O Ethernet0 0 00 MACO O OO o ) )
X

MACDADDRUO Ethernet0 00 MACO O OO o o )
X

VLAN OO0 VLANOOOOOIPv6e OOOODOO QoS(Bb) o o o
0000 VLANO X

TPID 0 802.1Q0 TPIDUO Tag Protocol Identifier] o o X
X

VLANPRIORITS02.1QU802.1p0 00000000000 o ) x
X

INNERTPID 02000 802.1Q0UTPIDD Tag Protocol Identifierd o o x
X

INNERVLANPRIORITY02.1Q0802.1p0 00000000000 o ) x
X

INNERVLANID2 00O 0O 802.1Q0 VLAN ID o ) x
X

oooo 3

IPSADDR OIPva0 000000 IPVAOOOO/0000 o o x
X

IPSADDR OIpv6eOOOOOOOIPveOOOO/00000O0  x X X
ao o

IPDADDR OIPva0 000000 IPVAOOOO/0000 o o x
X

IPDADDR OIpv6eOOOOOOOIPveOOOO/00000O0  x X X
ao o

IPDSCP O1IPv4/IPv6 O O O O 0ODSCPO DiffServ Code o o o
PointO o

IPTOS OIPv40000O0TOS O OO O precedencel] o o x
X

IPPROTOCOIL IPv4/IPv6 0 0 0000000000 0OOOOO0O o o o
4000000000 o

oooo 4

TCPSPORT OTCPOOOODOODOOOO o o x
O

TCPDPORT OTCPOOOOOODOOOO o o x
O

TCPFLAGS OTCP 0O O O O OO O O O O o o x
0 URG,ACK,RST,SYN,FINO x

UDPSPORT OUDPOOODOOOOODOO o ) x
O

UDPDPORT O UDPOOOOOOOOOO o ) x
O

L4ASMASK OTCP/UDPOO0OODDOODDOOOODOO AND o ) x
ooo X
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s (0000000000000 OCREATECLASSIFIEROOO0O01980 00000000 O CLASSIFIER
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gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goooooooooo

CREATE CLASSIFIER=10 IPDADDR=192.168.10.0/24 J

m (J00o0ooboooooboooonoo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
googoo

0000000000000 000000000000D0CREATE CLASSIFIEROOOOO198 0000
0000000000000 0o0000DU0D0o00DD00DD0D0D00DODO0D0D0DO0ODOADD SWITCH
HWFILTERO OO OO188 0000000 ooooooooooo
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ooooooo

CREATE CLASSIFIER=rule-id [ETHFORMAT={ETHII-TAGGED|ETHII-UNTAGGED|ANY}]
[PROTOCOL={protocoltype|IP|ANY}] [MACTYPE={L2UCAST|L2MCAST|L2BCAST|ANY }]
[MACSADDR={macadd|ANY}] [MACDADDR={macadd|ANY}]
[VLAN={vlanname|l..4094|ANY}] [TPID={tpid|ANY}] [VLANPRIORITY={0..7|ANY}]
[INNERTPID={tpid|ANY}] [INNERVLANPRIORITY={0..7|ANY}]
[INNERVLANID={1..4094|ANY}] [IPSADDR={ipadd[/masklen]|ANY}]
[IPDADDR={ipadd[/masklen] |ANY}] [IPDSCP={dscp-list|ANY}]
[IPTOS={0..7|ANY}] [IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}]
[TCPSPORT={port|port-range|ANY}] [TCPDPORT={port|port-range|ANY}]
[TCPFLAGS={{URG|ACK|RST|SYN|FIN} [, ...]|ANY}]
[UDPSPORT={port|port-range|ANY}] [UDPDPORT={port|port-range|ANY}]
[L4SMASK={bitmask|ANY}] [L4DMASK={bitmask|ANY}]

[L5BYTEOl=byteoffset,bytevalue[, bytemask
[L5BYTEO2=byteoffset,bytevalue[, bytemask
[L5BYTEO3=byteoffset,bytevalue[, bytemask
[L5BYTEO4=byteoffset,bytevalue[, bytemask

[ ]
[ ]
[ ]
[ ]
[L5BYTEOS5=byteoffset,bytevalue[,bytemask]
[ ]
[ ]
[ ]
[ ]

[L5BYTEO6=byteoffset,bytevalue[, bytemask
[L5BYTEO7=byteoffset,bytevalue[, bytemask
[L5BYTEO8=byteoffset,bytevalue[, bytemask
[L5BYTEO9=byteoffset,bytevalue[, bytemask

[L5BYTEO10=byteoffset,bytevaluel[, bytemask
[L5BYTEOll=byteoffset,bytevaluel[, bytemask
[L5BYTEO12=byteoffset,bytevaluel[, bytemask
[L5BYTEO13=byteoffset,bytevaluel[, bytemask
[L5BYTEOl4=byteoffset,bytevaluel, bytemask
[L5BYTEO15=byteoffset,bytevaluel[, bytemask

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
[L5BYTEOl6=byteoffset,bytevaluel, bytemask]

]
]
]
]
]
]
]

m [Pv6e00000000DOOOOOODO

IPv6e 0000000000 0ODOO0O0ODOODOOOOOOOOOIPv6OOODODOODOOOODOODODOOO
0000000000000 000000000000000DSCP/8021p0 00000000000
O000ooooUooooIpveODODOODODOODODOODOOOOOODO

[Pv6e 000000000 0DODO0O0OO0O0O0O00O0O00O0OOCREATECLASSIFIEROOOOO19800
o0ooooooooOoOoOODOOODO0ODODOOODO0O0ODO0O0DO0O0DO0O0DO0O000O00ADD SWITCH
ACCELERATORHWFILTER O OO0 018400 0000000000000 0O0O0O
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ooooooo

CREATE CLASSIFIER=rule-id ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
[IPSADDR={ip6add/plen|ANY}] [IPDADDR={ip6add/plen|ANY}]
[IPDSCP={0..63|ANY}] [IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}]
[TCPSPORT={port|port-range|ANY}] [TCPDPORT={port|port-range|ANY}]
[UDPSPORT={port|port-range|ANY}] [UDPDPORT={port|port-range|ANY}]

& [Pv6e00000000000O00O000O00O0O00O0OO0OOETHFORMAT=ETHII-TAGGED 0O PROTO-
COL=IPV6 OO OOOOOOOIPv6OOOOOOOOOOUODOVLANOOOOODOOOOOO IPv6eOOOO
oooooooooooood

m J000000 QoS

0000000 QeSUUDDODDDDONODDN0UDD0OODODOD0NDDODOD0D0D00D0D0UooDoOoOO
gobooobobooobooobooboobbobboobo
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CREATE CLASSIFIER=rule-id [ETHFORMAT={ETHII-TAGGED|ETHII-UNTAGGED|ANY}]
[PROTOCOL={protocoltype|IP|ANY}] [MACTYPE={L2UCAST|L2MCAST|L2BCAST|ANY }]
[MACSADDR={macadd|DHCPSNOOPING|ANY}] [MACDADDR={macadd|ANY}]
[VLAN={vlanname|l..4094|ANY}] [TPID={tpid|ANY}] [VLANPRIORITY={0..7|ANY}]
[INNERTPID={tpid|ANY}] [INNERVLANPRIORITY={0..7|ANY}]
[INNERVLANID={1..4094|ANY}] [IPSADDR={ipadd[/masklen]|DHCPSNOOPING|ANY}]
[IPDADDR={ipadd[/masklen] |ANY}] [IPDSCP={dscp-list|ANY}]
[IPTOS={0..7|ANY}] [IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}]
[TCPSPORT={port|port-range|ANY}] [TCPDPORT={port|port-range|ANY}]
[TCPFLAGS={{URG|ACK|RST|SYN|FIN} [, ...]|ANY}]
[UDPSPORT={port|port-range|ANY}] [UDPDPORT={port|port-range|ANY}]
[L4SMASK={bitmask|ANY}] [L4DMASK={bitmask|ANY}]

[L5BYTEOl=byteoffset,bytevalue[, bytemask
[L5BYTEO2=byteoffset,bytevalue[, bytemask
[L5BYTEO3=byteoffset,bytevalue[, bytemask
[L5BYTEO4=byteoffset,bytevalue[, bytemask
[L5BYTEOS5=byteoffset,bytevalue[, bytemask
[L5BYTEO6=byteoffset,bytevalue[, bytemask
[L5BYTEO7=byteoffset,bytevalue[, bytemask
[L5BYTEO8=byteoffset,bytevalue[, bytemask

[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[L5BYTEO9=byteoffset,bytevalue[, bytemask] ]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]

[L5BYTEl1O=byteoffset,bytevalue[, bytemask
[L5BYTEll=byteoffset,bytevalue[, bytemask
[L5BYTEl2=byteoffset,bytevalue[, bytemask
[L5BYTE13=byteoffset,bytevalue[, bytemask
[L5BYTEl4=byteoffset,bytevalue[, bytemask
[L5BYTEl5=byteoffset,bytevalue[, bytemask
[L5BYTEl6=byteoffset,bytevalue[, bytemask
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[ IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}]
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CREATE CLASSIFIER=102 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
IPSADDR=3ffe:b80:3c:1::2/128 .

CREATE CLASSIFIER=103 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
IPSADDR=3ffe:b80:3c:1::3/128
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ADD SWITCH ACCELERATOR HWFILTER=101 CLASSIFIER=101 ACTION=MARK
NEWIPDSCP=1 .

ADD SWITCH ACCELERATOR HWFILTER=102 CLASSIFIER=102 ACTION=MARK
NEWIPDSCP=2 .

ADD SWITCH ACCELERATOR HWFILTER=103 CLASSIFIER=103 ACTION=MARK
NEWIPDSCP=3 .

3. QoSOOOoOooloooooooon
CREATE QOS POLICY=10 .
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CREATE QOS TRAFFICCLASS=1 MAXBANDWIDTH=80M MINBANDWIDTH=50M
DROPBWCLASS3=YES

CREATE QOS TRAFFICCLASS=2 MAXBANDWIDTH=30M DROPBWCLASS3=YES .

CREATE QOS TRAFFICCLASS=3 MAXBANDWIDTH=20M DROPBWCLASS3=YES .

6. QoSUDIIUIDOIUDUOODOOOOOoooogno

ADD QOS POLICY=10 TRAFFICCLASS=1-3 .

7. 0000000O0OO0OODOOOOO30000000000000000

CREATE QOS FLOWGROUP=1 .
CREATE QOS FLOWGROUP=2 .
CREATE QOS FLOWGROUP=3 .
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ADD QOS TRAFFICCLASS=1 FLOWGROUP=1 .
ADD QOS TRAFFICCLASS=2 FLOWGROUP=2 .
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CREATE CLASSIFIER=2 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6 IPDSCP=2 .
CREATE CLASSIFIER=3 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6 IPDSCP=3 .

10. DOODDOODOOOOODOOOOODOOODOOO

ADD QOS FLOWGROUP=1 CLASSIFIER=1 .
ADD QOS FLOWGROUP=2 CLASSIFIER=2 .
ADD QOS FLOWGROUP=3 CLASSIFIER=3 .
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CREATE CLASSIFIER=203 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
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SET QOS PORT=1-3 POLICY=1 .
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CREATE QOS TRAFFICCLASS=3 PREMARKING=USEMARKVALUE MARKVALUE=1 .

5. QoSO0O00O0000000O0oOooooooooon

ADD QOS POLICY=1 TRAFFICCLASS=1-3 J
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QoS

6. 0000DDO0OODDOODODOODODOO30000000000000000

CREATE QOS FLOWGROUP=1-3 .

7. 0000000DOOODOOOOOODOOOOOOOOO

ADD QOS TRAFFICCLASS=1 FLOWGROUP=1 .
ADD QOS TRAFFICCLASS=2 FLOWGROUP=2 .
ADD QOS TRAFFICCLASS=3 FLOWGROUP=3 .

§. 0dOooOoO0oOoOO0O0O0OO0OO0OOO0OO0OO0OO0OO0O0DOODUODDUODDUDOOD

CREATE CLASSIFIER=1 IPSADDR=192.168.1.1/32 J
CREATE CLASSIFIER=2 IPSADDR=192.168.1.2/32 J
CREATE CLASSIFIER=3 IPSADDR=192.168.1.3/32 J

9. DO0oDOO0OODOODOOODOOODOOOOODODOOO

ADD QOS FLOWGROUP=1 CLASSIFIER=1 .
ADD QOS FLOWGROUP=2 CLASSIFIER=2 .
ADD QOS FLOWGROUP=3 CLASSIFIER=3 .

10. O0DD0O0OO0OO0OUOO000QeSOODO0D0DDU0U0DNUODDDDDODDQQeSOODODODODOOOO
00007000 0000000000000000100000000000000O0O0ODOO0O0OD40
0100 0000000000000000 REDODODODOODODOOOOOOO

CREATE QOS RED=2 .

SET QOS RED=2 QUEUE=7 START1=128K STOP1=256K DROP1=15 START2=128K
STOP2=256K DROP2=15 START3=128K STOP3=256K DROP3=15 .

SET QOS RED=2 QUEUE=4 START1=0K STOP1=0.5K DROP1=0 START2=0K
STOP2=0.5K DROP2=0 START3=0K STOP3=0.5K DROP3=0

SET QOS RED=2 QUEUE=1 START1=0K STOP1=0.5K DROP1=0 START2=0K
STOP2=0.5K DROP2=0 START3=0K STOP3=0.5K DROP3=0

11. 00000000000000040 REDOODODOOoOO200000000

SET QOS PORT=4 RED=2
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QoS

DiffServl] Differentiated Service DO 00 0000 0000000000000 00O0OO0OOOOOOOO
0000000000000 00000U000D0 QoS00 oooog
DiffServ0 000000000 IPO0OOD0O0O TOSOOODDO0OODOOO0DDO0OODOOOOTOSOOOOO
0300000000000D000O300040000 TOSOUODOOODODODODODOUDOUDOUOODODODODODODODO
O000000000000DiftfServ0000 60000 DSCPO DiffServ Code Point0 00 000000
oooooobsCepOOOOoOoOooOIGDODOOIDOOODDOODDODODODODOODODDODOODDODDOODDO
O000O00DiffServ0 000000000000 O0O0O0O0OODSCP=20000000000DSCP=21
gobooboogooooobooboooboobbo

O DiffServOD 000 0O

DSCPOODODOODO
pscp=0 DiffServd D OJOA 00000000000
DSCpPOOODOOOO
O0ODiffServ0 00000

ooos
OoooA

iPOOOOOOOO
oobooooooo
DSCPOOODOOON
ooooooo

DSCP=11

0000B pscpoopOooOn DiffServD D 0 OB
nooopAaooooa

000000000 ADBOCO DiffServ 00000000
o000 AO0OO0OO0

1. QoSUDODUoo1Dooooooo

CREATE QOS POLICY=1 .

2. QoSOU0000lDDDO0DO0O0DUO0DUODDUDUOOO

SET QOS PORT=8 POLICY=1

3. J0Doooooo DSCPMAPO OOOODOOOODOOOOO DSCPOOODOOOOOODODOOO
ODSCPO OO MARKVALUED 00O O0OOO0OOOOOOOOOOOOOO
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QoS

SET QOS DSCPMAP=PREMARKING DSCP=21 NEWDSCP=21
SET QOS DSCPMAP=PREMARKING DSCP=22 NEWDSCP=22
SET QOS DSCPMAP=PREMARKING DSCP=23 NEWDSCP=23
SET QOS DSCPMAP=PREMARKING DSCP=24 NEWDSCP=24
SET QOS DSCPMAP=PREMARKING DSCP=25 NEWDSCP=25
SET QOS DSCPMAP=PREMARKING DSCP=26 NEWDSCP=26
SET QOS DSCPMAP=PREMARKING DSCP=27 NEWDSCP=27

t t t t t t t t

SET QOS DSCPMAP=PREMARKING DSCP=28 NEWDSCP=28

& 00000ooooDbsCPOO0O0OdUiDOOODOOOOUO0ONOoOoOoOoUOoUooonno DSCPMAP
ooooooooooooooooooobooooooooo

4 80000000000 ODIDODOD8OOODOODODOODOODOOOOOUOODOUOODODODOOOOOOn
0000000 0oOOooooo bsCPOO210002800 000000000000

CREATE QOS TRAFFICCLASS=1 MINBANDWIDTH=20M PREMARKING=USEMARKVALUE
MARKVALUE=21 .

CREATE QOS TRAFFICCLASS=2 MINBANDWIDTH=10M PREMARKING=USEMARKVALUE
MARKVALUE=22 .

CREATE QOS TRAFFICCLASS=3 MINBANDWIDTH=5M PREMARKING=USEMARKVALUE
MARKVALUE=23 .

CREATE QOS TRAFFICCLASS=4 MINBANDWIDTH=3M PREMARKING=USEMARKVALUE
MARKVALUE=24 .

CREATE QOS TRAFFICCLASS=5 MINBANDWIDTH=1M PREMARKING=USEMARKVALUE
MARKVALUE=25 .

CREATE QOS TRAFFICCLASS=6 MINBANDWIDTH=1M PREMARKING=USEMARKVALUE
MARKVALUE=26

CREATE QOS TRAFFICCLASS=7 MINBANDWIDTH=1M PREMARKING=USEMARKVALUE
MARKVALUE=27

CREATE QOS TRAFFICCLASS=8 MINBANDWIDTH=1M PREMARKING=USEMARKVALUE
MARKVALUE=28 .

5. 000000000 OD1000800 QoSO oD1DoDooooooo

ADD QOS POLICY=1 TRAFFICCLASS=1-8 .

6. D000DOO0OODOOODIODDO800 10 1000000000000D01I00O800000OOO

CREATE QOS FLOWGROUP=1-8 .

7. 0000000DOOD100080000000000O10008000000000
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QoS

ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS

§. J0O0D0OO0O0OD0OOO0DO0O0DO0OO0O0DU0OO0ODUODDULDUUDUODOUODOOOOOO

CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE

& O00oooooooooooooooooooOooOOoOoOO0OOO00oooOoooooooooooooOobooon

od

9. D0oDOOODOODOOODOOOOOOOODODOOO

ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS

TRAFFICCLASS=1
TRAFFICCLASS=2
TRAFFICCLASS=3
TRAFFICCLASS=4
TRAFFICCLASS=5
TRAFFICCLASS=6
TRAFFICCLASS=7
TRAFFICCLASS=8

FLOWGROUP=1
FLOWGROUP=2
FLOWGROUP=3
FLOWGROUP=4
FLOWGROUP=5
FLOWGROUP=6
FLOWGROUP=7
FLOWGROUP=8

CLASSIFIER=1
CLASSIFIER=2
CLASSIFIER=3
CLASSIFIER=4
CLASSIFIER=5
CLASSIFIER=6
CLASSIFIER=7
CLASSIFIER=8

ooooo

FLOWGROUP=1
FLOWGROUP=2
FLOWGROUP=3
FLOWGROUP=4
FLOWGROUP=5
FLOWGROUP=6
FLOWGROUP=7
FLOWGROUP=8

ooooBOOO

TCPSPORT=80

TCPSPORT=20
TCPSPORT=25

t t t t t t t t

IPPROTOCOL=TCP
UDPSPORT=53

UDPDPORT=53
IPPROTOCOL=UDP

IPPROTOCOL=ICMP

CLASSIFIER=1
CLASSIFIER=2
CLASSIFIER=3
CLASSIFIER=4
CLASSIFIER=5
CLASSIFIER=6
CLASSIFIER=7
CLASSIFIER=8

1. QoSUDODUoo1Dooooooo

CREATE QOS POLICY=1 .

2. QoSOU0000lDD0DO0DO0O0DUO0DUODDUDUOOO

goooon

t t t t t t t t
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SET QOS PORT=8 POLICY=1

QoS

3. DSCPO 02100028000 000 8000000000000 DODODODODODDODOODDOODOOOO
goobogoo

CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE

Q0S
Q0S
Q0S
Q0S
Q0S
Q0S
Q0S
Q0S

TRAFFICCLASS=1
TRAFFICCLASS=2
TRAFFICCLASS=3
TRAFFICCLASS=4
TRAFFICCLASS=5
TRAFFICCLASS=6
TRAFFICCLASS=7
TRAFFICCLASS=8

MINBANDWIDTH=20M
MINBANDWIDTH=10M
MINBANDWIDTH=5M
MINBANDWIDTH=3M
MINBANDWIDTH=1M
MINBANDWIDTH=1M
MINBANDWIDTH=1M

t t t t t t

MINBANDWIDTH=1M

4 0000000 OOOIODOD80O0 QoSUOOOIOIDDDODODDOODOO

ADD QOS POLICY=1 TRAFFICCLASS=1-8 .

5. 00000000000 1oOOosooD 10100000000 0ODOODOO1D0O8OOOoOoOOOO

CREATE QOS FLOWGROUP=1-8 .

6. D000 DO0O0ODOOD100O0O8O0O00O0ODOOOODO1ID008O000O0OO0O0O0O0

ADD QOS

ADD
ADD
ADD
ADD
ADD
ADD
ADD

7. IPOOO0O0O0DSCPOOOODOODODOODODOODODOOODOODOOOOOOOOOO

Q0S
Q0S
Q0S
Q0S
Q0S
Q0S
Q0S

TRAFFICCLASS=1
TRAFFICCLASS=2
TRAFFICCLASS=3
TRAFFICCLASS=4
TRAFFICCLASS=5
TRAFFICCLASS=6
TRAFFICCLASS=7
TRAFFICCLASS=8

FLOWGROUP=1
FLOWGROUP=2
FLOWGROUP=3
FLOWGROUP=4
FLOWGROUP=5
FLOWGROUP=6
FLOWGROUP=7
FLOWGROUP=8

pl
pl
pl
pl
pl
pl
pl
pl
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QoS

CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE

§. 0ODOOOoDOOODOOODOODOOOOOOODDOOO

ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS
ADD QOS

CLASSIFIER=1
CLASSIFIER=2
CLASSIFIER=3
CLASSIFIER=4
CLASSIFIER=5
CLASSIFIER=6
CLASSIFIER=7
CLASSIFIER=8

FLOWGROUP=1
FLOWGROUP=2
FLOWGROUP=3
FLOWGROUP=4
FLOWGROUP=5
FLOWGROUP=6
FLOWGROUP=7
FLOWGROUP=8

oooo cooo

IPDSCP=21
IPDSCP=22
IPDSCP=23
IPDSCP=24
IPDSCP=25
IPDSCP=26
IPDSCP=27

t t t t t t t t

IPDSCP=28

CLASSIFIER=1
CLASSIFIER=2
CLASSIFIER=3
CLASSIFIER=4
CLASSIFIER=5
CLASSIFIER=6
CLASSIFIER=7
CLASSIFIER=8

1. QoSUODODUoo1Dooooooo

CREATE QOS POLICY=1 .

2. QoSO0U0000lD0D0D0DO000DU0DUODDUDUOOO

SET QOS PORT=8 POLICY=1

3. J0Dooooooo DSCPMAPOOOODODOOOODOOOOO DSCPOOODOOOOOODDOOO

t t t t t t t t

ODSCPO OO MARKVALUED D00 O0OOO0OOOOOOOOOODOOOO

goooon
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QoS

SET QOS DSCPMAP=PREMARKING DSCP=11 NEWDSCP=11
SET QOS DSCPMAP=PREMARKING DSCP=12 NEWDSCP=12
SET QOS DSCPMAP=PREMARKING DSCP=13 NEWDSCP=13
SET QOS DSCPMAP=PREMARKING DSCP=14 NEWDSCP=14
SET QOS DSCPMAP=PREMARKING DSCP=15 NEWDSCP=15
SET QOS DSCPMAP=PREMARKING DSCP=16 NEWDSCP=16
SET QOS DSCPMAP=PREMARKING DSCP=17 NEWDSCP=17

t t t t t t t t

SET QOS DSCPMAP=PREMARKING DSCP=18 NEWDSCP=18

& 00000ooooDbsCPOO0O0OdUiDOOODOOOOUO0ONOoOoOoOoUOoUooonno DSCPMAP
ooooooooooooooooooobooooooooo

4. DSCPOO0210002800 0000 800000000000 ODOODOODDOODODOOODODDOODOO
00000000 OooooooobsCPOUO0NIDOIDI8IUIODOOODOODOOOOOO

CREATE QOS TRAFFICCLASS=1 MINBANDWIDTH=20M PREMARKING=USEMARKVALUE
MARKVALUE=11

CREATE QOS TRAFFICCLASS=2 MINBANDWIDTH=10M PREMARKING=USEMARKVALUE
MARKVALUE=12 .

CREATE QOS TRAFFICCLASS=3 MINBANDWIDTH=5M PREMARKING=USEMARKVALUE
MARKVALUE=13

CREATE QOS TRAFFICCLASS=4 MINBANDWIDTH=3M PREMARKING=USEMARKVALUE
MARKVALUE=14 .

CREATE QOS TRAFFICCLASS=5 MINBANDWIDTH=1M PREMARKING=USEMARKVALUE
MARKVALUE=15

CREATE QOS TRAFFICCLASS=6 MINBANDWIDTH=1M PREMARKING=USEMARKVALUE
MARKVALUE=16 .

CREATE QOS TRAFFICCLASS=7 MINBANDWIDTH=1M PREMARKING=USEMARKVALUE
MARKVALUE=17

CREATE QOS TRAFFICCLASS=8 MINBANDWIDTH=1M PREMARKING=USEMARKVALUE
MARKVALUE=18 .

5. 000000000 OD1000800 QoSO oD1DoDooooooo

ADD QOS POLICY=1 TRAFFICCLASS=1-8 .

6. D000DOO0OODOOODIODDO800 10 1000000000000D01I00O800000OOO

CREATE QOS FLOWGROUP=1-8 .

7. 0000000DOOD100080000000000O10008000000000
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QoS

ADD QOS
Q0S
Q0S
Q0S
Q0S
Q0S
Q0S

Q0S

TRAFFICCLASS=1
TRAFFICCLASS=2

FLOWGROUP=1
ADD FLOWGROUP=2
ADD TRAFFICCLASS=3
TRAFFICCLASS=4

TRAFFICCLASS=5

FLOWGROUP=3
FLOWGROUP=4
FLOWGROUP=5

ADD
ADD
ADD TRAFFICCLASS=6

TRAFFICCLASS=7

FLOWGROUP=6

ADD FLOWGROUP=7

t t t t t t t t

ADD TRAFFICCLASS=8 FLOWGROUP=8

8. IPOODDOOO DSCPOOODOODOOOODODODUDDUODDOULDUDOODOOOOOO

CREATE CLASSIFIER=1 IPDSCP=21
CREATE

CREATE

CLASSIFIER=2
CLASSIFIER=3

IPDSCP=22
IPDSCP=23
CREATE
CREATE

CLASSIFIER=4
CLASSIFIER=5

IPDSCP=24
IPDSCP=25
CREATE
CREATE
CREATE

CLASSIFIER=6
CLASSIFIER=7
CLASSIFIER=8

pl
pl
pl
pl
pl
IPDSCP=26
IPDSCP=27
IPDSCP=28 .

9. D0oDOOODOODOOODOOOOOOOODODOOO

ADD
ADD
ADD
ADD
ADD
ADD
ADD
ADD

Q0S
Q0S
Q0S
Q0S
Q0S
Q0S
Q0S
Q0S

FLOWGROUP=1
FLOWGROUP=2
FLOWGROUP=3
FLOWGROUP=4
FLOWGROUP=5
FLOWGROUP=6
FLOWGROUP=7
FLOWGROUP=8

CLASSIFIER=1
CLASSIFIER=2
CLASSIFIER=3
CLASSIFIER=4
CLASSIFIER=5
CLASSIFIER=6
CLASSIFIER=7
CLASSIFIER=8

t t t t t t t t

QoSOOUOODOOOOOOOO

SETQOSPORTOODODOO365000 00O OOSET QOS ACCELERATOR POLICY OO O 00355
O0000O QoSOooooooooooooIPvel 00000000000 OO00OOOOOODODODOODODO
Ooooooooooooo0oooooooo0oooboO0ooD0o0OO00oO00D0OoSHOW SWITCH
ooooo49000000000000M
obobgoboobooobooogoooboooboboooob@ oo bbb oobD oo
oo
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gooooOooo0ooooOooo

gogbootdodotdbogbood

O0000oooOOoooOOo0o0ooOooOoooOooOooASICOOD0OO0ODO0O000D00N0ND0O0ooOOooooon
goobooooboogn

& 0000000000000000000000000000000000000 QeSO0000oooooo
000000000000 0Discard00 0000000000000 ForwardDO0O00O0mMOOO0OOOoOO
QoSOO0O00O00IO0O0U0O0OO0OUO00OOUO0o0oOoUOoO0OoooooOOoUooooUooooUooooo
00000QeSOO0000DO00No0oOo0iooo0ooo0oooooo0oooonoooooooooo
ooooo

& [Pve0000000000O0O0O00O0O0OOOOOIPV6éOOO0OOOO00O0O0O0OO0O0O0O0O0O0O0OOOIPV6
0000000o0o0ooo0o0o00oo0o0oo0oo0ooo0oo0ooooo IPbve0O0O0OOOoOOOO
00o0000o0oo0ooooooooooooooooooolpv6é00000O0O00O0OO0OO0OO0OOOOOOOO
oooo

0000000000000 00ODO0O000000000O0OD L200000000000000000OO
O0000oooooooooo VLCANODOODOODOooooooooooooooooooooooooo
goolPo000O0O0O0OO0OOOOOODODODODODO0OO000ODOOOD2000000000ODDOODO
oooIPOO0000OOOOOOOOOO

goboooopogobooobooboobobobboobooobooboboobbobbobbooo
gooobooboobobooboboobobooboobobboobobbobobbobbOobOoo
gobooobooooboobooobo

e [0 VLAN

e EthernetJO0DODOODO0ODOOO0DOOOODOOOODOOODODO MACOOOO

e D0DO0200000000D0DODOODODODODO

e IPODODODODO TOSOO OO precedence[l] DSCPO DiffServ Code Pointt D0 0000000000
IPoo0oO

e TCPOOOUOOODOODOOOODO

e UDPOODOODOODOOODOODODO

goboooopooobooobooboobobooboobooobooboboobbobbobbooo
goooobobooboboooobobooboobobboboboboobobbobbobobOobDDbo

e [0 0OForwardO
e [10 0O Discardd

& J000000000000000 300000000000 oLl200000000000 VLANO Nested
VLANOOOOOOoOOoooo

oo

gobooboogobooboboooboobbobbooboon

142 | CentreCOM 9924T/4SP09924SP 00D DO0O0ODODOO 2.9 gooogoo
J613-M0581-02 Rev.J



gooooOoooooooooo

oooooood

o000 U000U00oDU0U0LD00D0UDU0DU0UOD 1ODODoDDOOoDODODDODODOODOOO
gobooobpooboboooboooboobbobboobooboobbooo

ooooboooooo

gobooooooobooobooboobbobbuooboooboooboobbo

& 0oooooooooooooooooooboooooooooboboooooOooOoObOboOoOooooOooOooOooboboOoOoo
oooooooooooooooo

1. 000000 100000000000000000000000O00O0O00O0O0OOOOOODOOO0
goboooboooboooboobbobbooboobo

2. 000o0O0O0o0OO0O00O0O0O0OO0O0O0OO0OU0OO0OOU0O0OODO0O0ODO0ODODO0ODODODODODODODOOOOoOn
gobooobooopooooboobbon

3. 0oooOoOoOoOoOoO0OO0OO0OO0OO0OO0O0O0DU0OODOUO0U00OO00OODO0ODUOD0ODUODODODODODODOoOoooo
goooooooooo

& 00oo0oooooooooooooooOooooO0ooooooOoboOoOooOoOoooOoOoboboOoooooo

oo

gobooboogobooboboooboobbobbooboon

1. O0O0D0DD00O0O0O0DOO0OCREATECLASSIFIEROOOOO1980 00 M
2. 000000000 ADDSWITCHHWEFILTERO O OO O188 00 0 M

goboooboooobooobooboo
000000000000 192168.10038 000000 1921681050 00 0000000000000
gooo

1. 0000000000000 O0CREATE CLASSIFIEROOODOO198 000 IO

CREATE CLASSIFIER=1 IPSADDR=192.168.100.38/32
IPDADDR=192.168.10.5/32 4

& 00000000000000000000000000000CREATE CLASSIFIEROOOOO198
000000000000000000000000000000000QoSOO00OO0O0Oooo
o0o00o0oooO0ooO0ooo0o0o0o0o0o0oO0o0oOoUoOo0oo0oo0oo0ooU0ooADD
SWITCH HWFILTERO O OO 01880 0000000000000000

2. 000000000000 0D0OD0OU0O0000ADD SWITCHHWFILTEROOOOO1880 0 O IO
gooooooooobooobobbobbobboobooooobobbobbbbbbbbobo
gooooboooobooobooboon
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gooooOooo0ooooOooo

ADD SWITCH HWFILTER=1 CLASSIFIER=1 ACTION=DISCARD .

& 0ooooooooooooooooooobooooooooobooboooooooObOboOoOoooooOooOooboobOoOoo
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
000000 1l100000000000

& 00oo0ooooooooooooooooobooooooooOoboboOoOooooooobooo

& 00o0ooooooooooooooooobooooooooOooboOoOooOooOoooOooObobooooooao

goooooboogoo

googn

gobooboooboooboooboo

m 192.168.10.100 0 O 192.168.20.0/24 00 IPOOOOODOODO

CREATE CLASSIFIER=1 IPSADDR=192.168.10.100/32 IPDADDR=192.168.20.0/24 J
ADD SWITCH HWFILTER=1 CLASSIFIER=1 ACTION=DISCARD .

= 10.0.0.0/8000 ICMPOODOOOOOO

CREATE CLASSIFIER=1 IPSADDR=10.0.0.0/8 IPPROTOCOL=ICMP .
ADD SWITCH HWFILTER=1 CLASSIFIER=1 ACTION=DISCARD .

m 192.168.30.100 00 telnet 000000 OO

CREATE CLASSIFIER=1 IPDADDR=192.168.30.100/32 TCPDPORT=23
ADD SWITCH HWFILTER=1 CLASSIFIER=1 ACTION=DISCARD .

m 192.168.10.0/24 0 O 192.168.20.0/24 00 TCPUOOOOUOOODOODDOOODODOOODOOOOOO
192.168.20.0/24 0 0 192.168.10.0/2400 Syn+ Ack 0 0000000000000 O0O0000ODOOO

CREATE CLASSIFIER=1 IPSADDR=192.168.20.0/24 IPDADDR=192.168.10.0/24
TCPFLAGS=SYN, ACK
ADD SWITCH HWFILTER=1 CLASSIFIER=1 ACTION=DISCARD .

& TCPFLAGSOOOOOOO0OOO0O0OO0OO0O0O0OO00O00O00O000000O00O0000o0oooooooo
ooooooomoooooooooooooooooooooooooooOooOoooooOooOoOOobOooo
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ooooooooooooooo

m JpogoooooboooboboooooboobooboobbobobboboboobobbOobobo
00000000001192.168.10.0/240 0000000000 IPODDO0O0O0O00O0OOOOOOOO
0000000192.168.10.0/240 00 IPO0OO0DD0O0O0OODDOOOOODOO

CREATE CLASSIFIER=1 IPSADDR=192.168.10.0/24 J
ADD SWITCH HWFILTER=1 CLASSIFIER=1 ACTION=DISCARD .

00000000000 UooDUUo IPOODODODOODO IPODOODOOODODODOOOOOOOOOO
goboooboooobooooo

CREATE CLASSIFIER=1 IPSADDR=192.168.10.0/24 IPDADDR=192.168.10.0/24 J
CREATE CLASSIFIER=2 IPSADDR=192.168.10.0/24 IPDADDR=ANY .

ADD SWITCH HWFILTER=1 CLASSIFIER=1 ACTION=FORWARD .

ADD SWITCH HWFILTER=2 CLASSIFIER=2 ACTION=DISCARD .

& 0oooooooooooooooooooboooooooooboboooooOooOoObOboOoOoooooOooOoboboOoOoo
oooooooooooooooooooboboooooooOoOoboOooooOooOoOObOOoooooOoOOooboOoOoo
ocooooooooooooooooooooooOooOoOoOoOoOoOoOOOOOOOOOOOOOOOOOOO
oooooooooooooooooooboboo

s 0000000000000 0000000000O0O0OO0O IPOOO0O0OO0OOOOODOOOOOO
0000000000 2000000000000000000000D00DO00O0DOOO0ODOOO0O0
gooooooIPOODODOODOOODOOOOODOOOOOODOUOODODOOO

s 0000000000000 0000000000000OSHOW SWITCH HWFILTER OO0 0O O O 507
goooooboogoo

SHOW SWITCH HWFILTER
SHOW SWITCH HWFILTER=1 J

m 00000000000 000O0O00OSHOW CLASSIFIEROOOOO3% 00000000000

CLASSIFIERO0 000 0000oooooooooooooDoooooooooooooooooooooo
ugon

SHOW CLASSIFIER
SHOW CLASSIFIER=1-3
SHOW CLASSIFIER=ALL

s 000000000000 00000000D00D0O00000ADD SWITCHHWFILTERO O OO
0188000000000 0ooDooUoooDoooDoDUooooDoDoogg
0000000000000 0U0000000000D0D0DUD0D0DooD 100000000 OOo
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gooooOooo0ooooOooo

s J0000000000000000000000DELETE SWITCH HWFILTER OO0 000237 00
Oooo0ooooooooooooooooooooooooboooog SHOW SWITCH HWFILTER O
000070000000 00D00D0D0O0DOO0DDODODODODOODOOOODOUDOODODOODODOODOOOn
goooooogoboooboooboobbobboobooboobbooobo

DELETE SWITCH HWFILTER=1 .
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IPv6000000000OO0OOOOO

& 0ooooooooooooooooooobooooooooobooboooooooObOboOoOoooooOooOooboobOoOoo
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1. IPv6 0000000000000 0O00100000000000000000O00O00O0 IPv6O
gobboooboooooooboobbobbooboobooobooobo

2. 000000000000000D00000D000000000000000DSCP/8021p 000
goboobooooooobobooboobbo

3. 0oooOoOoOoOoOoO0OO0OO0OO0OO0O0O0OODU0OOOUO0U00OOD0OODO0ODUOD0ODODODODODODODOoOoooo

& [Pv6 0000000000000 O0OOO0OOOOOO0OOOOOOOO0OO0O0OOO0OO0OOO0OO0

oo

IPv6e 00 0000000000000 OOODOOODOOOOOOOOO

1. O00D0DD00O0O0O0DO0OCREATECLASSIFIEROOOOO1980 00 M
2. 000000000000 O0O0ADD SWITCH ACCELERATORHWFILTERO 0000184 00 0 M

gooooooooooboboboooooo
000000000000 3ffe:b80:3c:10::lad 000 0O 0O 3ffe:b80:3c:20:20 00000000 DOOOLOOO
gooood

1. 0000000000000 O0CREATE CLASSIFIEROOODOO198 000 IO

CREATE CLASSIFIER=1 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
IPSADDR=3ffe:b80:3c:10::1a/128 IPDADDR=3ffe:b80:3c:20::2/128

& [Pv6000000000000OOO0O0OOO0O000000000O0OOCREATE CLASSIFIER OOO
00198 00000o00ooooooooooolpve00000O0OOOOOO0OOOOOOOOOOOO
00o0o0o0oO0oooO0ooo0o0o0o0o0o0o0o0oOoUoOo0oo0oo0oo0oo0ooADD
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IPv6 0000000000 OOOOO

& [Pv6 0000000000000 O0OOO0OOOOOOOOOOOOOO0OO0O0OOO0OOO0OOO0OOO0
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gobooboooboooboooboo

m 3ffe:b80:3c:10::100 O O 3ffe:b80:3¢c:20::/64 00 IPve 0O O OO OOOOODODOO

CREATE CLASSIFIER=1 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
IPSADDR=3ffe:b80:3c:10::100/128 IPDADDR=3ffe:b80:3c:20::/64 J
ADD SWITCH ACCELERATOR HWFILTER=1 CLASSIFIER=1 ACTION=DISCARD

m 3ffe:b80:3c:10::/64 000 ICMPO OO OODOOO

CREATE CLASSIFIER=1 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
IPSADDR=3ffe:b80:3c:10::/64 IPPROTOCOL=ICMP
ADD SWITCH ACCELERATOR HWFILTER=1 CLASSIFIER=1 ACTION=DISCARD J

m 3ffe:b80:3¢:30::100 0 0 telnetD OO OO ODOO

CREATE CLASSIFIER=1 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
IPDADDR=3ffe:b80:3c:30::100/128 TCPDPORT=23 .
ADD SWITCH ACCELERATOR HWFILTER=1 CLASSIFIER=1 ACTION=DISCARD

m 0000000 QoSOUDDUO0UDDUDOO DO 3ffe:b80:3c:1ff::/64 D00 UDPU OO OO DSCP O
O1ooooooo

CREATE CLASSIFIER=1 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
IPDADDR=3ffe:b80:3c:1ff::/64 IPPROTOCOL=UDP
ADD SWITCH ACCELERATOR HWFILTER=1 CLASSIFIER=1 ACTION=MARK NEWIPDSCP=10

m [Pv6o0000000000000D000000O0O0OO0O0OOOIPv6OO0O0ODOO0O0OOOOOOO0O
ooooIpv6 00 0000000000000 00O0DODODOOOOOIPveOODDODDOODODDODODOODOODO
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IPv6000000000OO0OOOOO

SHOW SWITCH ACCELERATOR HWFILTER
SHOW SWITCH ACCELERATOR HWFILTER=1 .

m 00000000000 000O0O00OSHOW CLASSIFIEROOOOO3% 00000000000
CLASSIFIERO 000 0000ooooooooooooooooooooogoooooooooooo
ugon

SHOW CLASSIFIER
SHOW CLASSIFIER=1-3
SHOW CLASSIFIER=ALL

m [Pv6o00000000000000ODODO0ODODODODODDOOOOOO0OOADD SWITCH ACCELERATOR
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goooooo0ooO0oOo0O0O0O0ODUUL0U0000ULDU00DU00DD0DODDODUODODODODOO 100000
goooon

m [Pv60 0000000000000 000DODO0ODOOODELETE SWITCH ACCELERATOR HWFILTER
O00Ooo23s000000000000000000000O0O0DO0OO0DO0ODOOD00 SHOW SWITCH
ACCELERATORHWFILTERO O OO 049 000000000000 0000000O00O0DO0O0O00OO
goooooogobooobooboobobobboobooobooboboobbobbobbooo
googoo

DELETE SWITCH ACCELERATOR HWFILTER=1 .
DELETE SWITCH ACCELERATOR HWFILTER=ALL .
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8021X 0000

802.1X 0 00O OEAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO OO0 0000 O0OOOOOOOO
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ooooo

ENABLE IP J
ADD IP INT=vlan-default IP=192.168.10.5 MASK=255.255.255.0 J

S 0000 RADIUSOOOOO VLANdefaut 0000000000000 0OO0O0O VLANOOODO
O0ORADIUSOOOODOOOOOOOOOOOOOOOOOO

2. RADIUSOOUOOO IPOOODOO UDPODOOOOOOODODOUOODOODOO

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. 8021X0OOOoooOoooooo

ENABLE PORTAUTH=8021X .

4. OO0 10160 8021XOD0OOOOOODOOO0OOD MM TYPE=AUTHENTICATORD OO ODOOOO
000 10160 Authenticator DO O OO0OD0ODO

ENABLE PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR

5. MACOUOOOOOOODOOOOOOOD

ENABLE PORTAUTH=MACBASED .

6. OO0 170230 MACOOOOOOOODODOOOOODOO

ENABLE PORTAUTH=MACBASED PORT=17-23 J

& 802.1X0 00O Authenticator 0000 MACOOUDOOODODOODOOODOOOOODOODOOOODOOOODO
000000000000 0000O0VRRPOODOOOOODOOO0ODOS02.1XO OO Authenticator 0000
MACOOOODOOOOOOOOODOOOOOoOOoOooooooo
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ooooo
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RADIUSOODUOUOOOVLANOROOOOOOOD 24400 0000000000000000000D0ODO

1. VLCANOOOOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .
CREATE VLAN=C VID=30
CREATE VLAN=R VID=1000

2. RADIUSOOOOOOOODOOOO 240 VLANOROOOOOODOOOO

ADD VLAN=R PORT=24 .

3. 8021X00 RADIUSOOOOOOOOOODOOOOOOODODO RADIUSOOOOOOODOOOO
0000000 UIPOOOCOO0O0OO0O0O0OOOVLANOROO IPOOODOOOOOOOO

ENABLE IP J
ADD IP INT=vlan-R IP=192.168.10.5 MASK=255.255.255.0

& 0000 RADIUSOOOOO VLANOROOOOOOOOOOOODODOOOOO VLANOOOOOO
OORADIUSOOOOOOOO0OOOOOOOOOOOOOO

4. RADIUSOOOOOIPOODOODO UDPOOODOOOOODOOUODOODOOO

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. 8021X0OO0O00O0O0OOOOOOO

ENABLE PORTAUTH=8021X .

6. 00010160 8021XODUOOOOOOOOOO M TYPE=AUTHENTICATORD OO0 OO OO0
000 1016 0 Authenticator 0 000 00000 00O M VLANASSIGNMENT=ENABLEDO O
000000000000 VLANODODOoOoDoOOooOo
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ooooo

ENABLE PORTAUTH=8021X PORT=1-16 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED

7. MACOOUOOOODOOOOoOooooo

ENABLE PORTAUTH=MACBASED .

8. 0D 170230 MACOODOODOODOOODOOODOOODDODOVLANASSIGNMENT=ENABLEDO
O0o00ooooooooo VLANODODOOOoooo

ENABLE PORTAUTH=MACBASED PORT=17-23 VLANASSIGNMENT=ENABLED ./

& 802.1X0 00O Authenticator 0 000 MACOUDOUOODODOODODOOODODODODOOOOOOOOOOOOOODO
0000000000000 000000000000008021X000 Authenticator 0000 MACOO
ooooooooooooooooobooboooooooo
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gobooobooooboooobooboobbooboo

e RADIUSOUOODUODUOODOO VLCANODDOODODDODODDOODODODODODODDOOO VLANODDDOO
gobooobooobooooboobbobbooboobboooobo

e RADIUSOUOODUODUO VLANOUOODODDOODODDODODODODODODODODOOoDODOOO VLANODDDOOO
goboooboooboooobooboobbooboo

e NIDDDDUUIUUDDDDDODODULDOUDUDODODDODOODUDUDUDODDODODD VLANDODO
gobooobooooobooooboobobobbooboobooobobooboboobo
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m 000000000 VELANODOOOOUOUODODODOODDODOODADD VLANPORTO OO O O19100
O000oo0oooooo VLCANOODOUOOOoooooooooooooooooooooooooooo
O VLCANOOOODO VLCANOOOOoOoOooooooono

e UOOODO Supplicantl]l]l]l]l]l]l]l]l]l]
e JOODOOOODOOODOO
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e J0DODODUODDOOODODOOODDODOOUODISABLE PORTAUTHO OO O O26200 000
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1. 8021XO0O0DOD0ODODODO0DO0DO0DO0DO0OOOoO

ENABLE PORTAUTH=8021X .

2. 00010000000000000000000000000000000O0O0O0O0OOO0O0O0O0
OO0O0MMTYPE=SUPPLICANTO OO DOO0O0O00000 10 Supplicant0 00000000

ENABLE PORTAUTH=8021X PORT=1 TYPE=SUPPLICANT USERNAME=atswitch
PASSWORD=atpasswd

% 8021X 000 Supplicant 0000 0000000000000 O0O000O0O0000OOO0O0DOOOOOO
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oooood

0000000000000 00000000000OORADIUSO00D0O000D0DODO0DODO0O0OOOOOO
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DHCP Snooping
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oooooooIPO0O0OO0DO0O0OODOUOOODHCPOODOODOODOOODOOOOOMOOOOOO
PCO0O0000000O00O0OOOODOOOOOOODOODOOODOOODO Untrusted0OOO0O0O
0000000000000 00U0000 Untrusted D0 00 O M

DHCP Snooping 0000000000 0D0 DHCPOODOOODOODOODODODOOOO DHCPOO
gobooobobooobbooboo

Untrusted 0000000000000 0O000O0 DHCPOOOODOOIPOOOOOOOOOOOOO
000oo0ooooooooooDIPOo0O0O0D MACOOOOOOOOODOOOO DHCP Snooping 0000
goboooboooooboobbooobooboo

Untrusted 000 0000000000000 0C0O0OO0OOOODDOOOO0O0OO00O0OOOOOIPOOOOO
ooooooooooO IPODOOOO0OOOOOOOOOOOODODOOOOODOOOOOOOOOOOOOOO
goboooboooobooobooboobbobboobo

& 0000000000 Untrusted00 000 DHCPOOODOOOO 10000000000000DO0OODO
00o0o0oo0ooo0ooIPO0OOOO0OOOOOOO0OOOOOOOOOOOOOOOOO

O00Trusted 00 0000000000000 00Trusted 0000000000000 000OOOO
goboooobooobooobooboobbobboobooobo

ooooboooooood

DHCP Snooping 0000000000000 O00O0O0O0OO0OOOOO
go0000ooloooooooo 1000000000000 0D0OODO0OOB200000000000000
ugon
gogoooooboobooboobboobbooooooooooboooboobbbbbbbboooooDb oD o
gobboooboooobooobooboobobobbooboooboooboobbobbobbooo
00000000000 oo0ooooo0ooooDoOoO0oD SHOWSWITCHOOODO49%00000
goooooo
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DHCP Snooping

ENABLE DHCPSNOOPING !

2. DHCPOOODOOOODODOOODDODO TrustedDOOODOOOOO

SET DHCPSNOOPING PORT=1 TRUSTED=YES .

3. 00oo0oOoO0o0oOOoOoOoOOoOo IPOOOUOOOOODOODODOOODODOODODOOOOOOOOn

CREATE CLASSIFIER=1 MACSADDR=DHCPSNOOPING PROTOCOL=IP
IPSADDR=DHCPSNOOPING
CREATE CLASSIFIER=9999 PROTOCOL=IP

e IIDODOODDDOUIDODODDODODMACOOODODODOODIPODODODOODODODODODODOOOODOOO
gooooooooooo IPOODO0OOODOOOOOO
e JODOODODDOY9 T OIODDODOIPOODOOOODODODOOODO
4 DHCPUOOODUODODOODODOOODODODOODD20240000000000000000 QoSODO
00010 0000000000000 000ooooOoooooOoOoOn

CREATE QOS POLICY=1 .

SET QOS PORT=2-24 POLICY=1 J

CREATE QOS TRAFFICCLASS=1 J

CREATE QOS TRAFFICCLASS=2

CREATE QOS FLOWGROUP=1 ACTION=FORWARD
CREATE QOS FLOWGROUP=2 ACTION=DISCARD
ADD QOS POLICY=1 TRAFFICCLASS=1,2
ADD QOS FLOWGROUP=1 CLASSIFIER=1 .

ADD QOS FLOWGROUP=2 CLASSIFIER=9999 .
ADD QOS TRAFFICCLASS=1 FLOWGROUP=1 .
ADD QOS TRAFFICCLASS=2 FLOWGROUP=2 .

goooooboogoo

O000000000000000 Untrusted 0000000000000 000 20 TrustedODOODOO
000 DHCPOUOOUOODDOODDODOODODODODODDODDODODOODODODOOIPODODODDOODHCPODODOOOODO
gobooobobooobbooboo

Untrusted 000D 0O0OO0O0ODHCPOOOUOOOOO DHCPOUOOOD IPOODOODOOOODOOOOO
O000D0OO0O0O0ODHCPACKDDODOODODODODOODODODDMmMOO 30400000 QoSO OO0 /000
gooooooU00oOoU00DO0O00DU00DU0LDUODUODOOOD IPOODODODODODODODODODOOOOOOOO

[ ] DDDDDDDDDDDDDDDDDHCPSnoopingDDDDDDDDDDDDDDDDDDDDDD
Trusted 0000000000 Trusted 00000 DHCP Snooping 0000000000000 000OO
gooooooooooboboooobooooo
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& DHCPOOOOUODOOODOOOOO TrustedDODOODOOOOOOOODO

000000000 0SET DHCPSNOOPINGPORT O OO OO33000000 TRUSTEDOODDOOOO
Oo0o00oooooOooOoODHCPOODOOOOOD100000000000000000DO000OOOODOO
Trusted DOOODOOOOO

SET DHCPSNOOPING PORT=1 TRUSTED=YES .

m J0000000O00Untrusted 00000 DHCPOOUOOOOO 10000000000000O0O0O
0000000 ooUooUooo IPOOO0DO0DODODODOOODOODOOODOOODOOODOOODOOOO
0000000000000 0000D0OSET DHCPSNOOPING PORTO O OOO33000000
MAXLEASES OO OOOOOOOOOO 101000000000000

SET DHCPSNOOPING PORT=1 MAXLEASES=5 .

s [POO00O0ODOOOOOOO0OOO0ODHCPOOOO00O0OODDODOOOOOODODODDOOD DHCPOODO
0000000000000000 Untrusted 00 0000000000000 00O00DO0ODOOOOOO
gobooboooooooboooboobo

0000000000 ADD DHCPSNOOPING BINDINGO O OO O1730 000000000000
OoIPOODOODOMACOODOOODOODOMOO VLCANODOOOUOOOUOOOOooooo

ADD DHCPSNOOPING BINDING=00-00-00-00-00-01 INTERFACE=vlan-default
IP=192.168.10.5 PORT=5 J

& MACOODOOOOOODOOODOOMACOOOOOOOOOOOOOOOO0OO0OODO0OO0OOO0OO0O0O0OOOODHCP
Snooping 00000000000 ARPOODOODOOODOOOOOO0O0OO00O0O00O0O000O000O00O000
0 O DISABLE DHCPSNOOPING ARPSECURITY D 000024 0000000000000 00000
ooooooooooooooooooooooooooO

& 000000000O00000O0O0 100000000000000O0000O0oOoOOO010000000
00000000000000000000000SET DHCPSNOOPING PORTOOOOO33000000
MAXLEASESOOOOO0OOO0OO0OO0OO0OOOOoOOooog

s MACOOUOOOOODODOOODODOOOOODoOOoOOooOoO0ooomoooooooooooooo1o
gobooopoooobooobo
uon

CREATE CLASSIFIER=1 MACSADDR=DHCPSNOOPING PROTOCOL=IP
IPSADDR=DHCPSNOOPING

oo
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CREATE CLASSIFIER=1 PROTOCOL=IP IPSADDR=DHCPSNOOPING

m DHCP Snooping 0O DIPOO0O0DOO0OO00OO0OD0ARPOODOOOOODODOOOOODOOOOOD
googoo

ENABLE DHCPSNOOPING ARPSECURITY D DO O0O281 00000 ARPOODODODODOOOOOOO
O00Untrusted 000000000000 DHCPOOOOOOOOO ARPOOOOOOOOOOOOO
0000000 ARPOOO0OO0OO0OOO0OOODOOOOOOOOO

ENABLE DHCPSNOOPING ARPSECURITY J
CREATE CLASSIFIER=2 PROTOCOL=ARP ETHFORMAT=ETHII-UNTAGGED
ADD SWITCH HWFILTER CLASSIFIER=2 ACTION=COPY,DISCARD .

% 000O0O0DHCPSnooping 00 0000000000000O0O0

& 00000oO0o0oooooooMACOOOOODOOOOOODOOOODOOOO0OOO0OO0O0O0O000OO0ARP
ooooooooooooooobooboobooo

& ENABLE DHCPSNOOPING ARPSECURITY 0O 0OOO2810 0000000000000 ARPOOOOO
0000000000000 000000000000000 ARPOOOOOOOOOOOOOOOOOOO
OO0 ARPO0OOO0OO00O00O0O0OO0OO0OOOO0CPUOOOOOOOOOOO0OOOO0OOOO0OooOoo
0000000000000000TrustedJ00 000000000000 DO0OO0O0OOOOOOODOOOO
OARPOOOOOODOCPUDOOODOOOOOOOD ARPOOOOOOOOOOOOOOOOOOOOO
0000000000000000COPY,DISCARDOO ARPOOOODOOODOOOOOOOOOOOOOO
ooooooooooooooooooooOoooooOoobo0oOooooooOboboooooooo

m DHCP Snooping 000000000 DHCPOOOOODODOOOOODOODOOOODOOOOODO
00000000 Uooooooooooooooooo

ENABLE DHCPSNOOPING OPTIONS2 0 O 0002830 0000000000000 00O0O0ODOOO
O0000000000000000Untrusted0000000000000000O0O DHCP/BOOTP O
gobboooobogobooobooboobobobboobooobbooboboobbobbobboon
0000000000 Untrusted 000000000000 00000O00O0ODO0OO0DO0OO0OOODO0O
goooooogoooo

ENABLE DHCPSNOOPING OPTION82

SET DHCPSNOOPING PORT 0O 000033000000 SUBSCRIBERIDO O OO ODOODOOOOOOO
O0000000000000000 Subscriber-IDO00000000O00OO0OD0OOD0OODOOOODOOOO
gobooobooooboobobooboobbobboo

SET DHCPSNOOPING PORT=5 SUBSCRIBERID="ud-mahahiha"
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% 0000O0DHCPSnooping 000000000000 00O0O0O0

& 0JO0O0O0OO0DHCP/BOOTPUO OO OO DODOENABLE BOOTP RELAY OPTIONS2 O 0 0O O (D IPO O 255
00o0moooooooooo

m DHCP Snooping 0 00 000000000000 00D0O0O0O0O0O0O0ODOOO0OOOIPODOOO
000000000000 o0oo0o00o0oo0o0oo0ooDooDoDoooOooDOoooOooon eo
gooo

& 00o00ooooooooooooooooooOooooooo

000000 O0O0SET DHCPSNOOPING CHECKINTERVAL 0 00003290 00000000000
00000 1036000000

SET DHCPSNOOPING CHECKINTERVAL=120 .

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
000000000000 bindXXXXdsnOOOOMMXXXXOODOOODODODO0O0OO00D0D000ooooo
004000000000000000000DHCP Snooping0000000000DO0OO0O0OOO0O
gooooopogobooobooboobobobbooboobobooboboobbobbobbooo
gobooboboo

m DHCP Snooping0 0000000000000 O0SHOW DHCPSNOOPINGOODOODO04010000
goooon

SHOW DHCPSNOOPING

m 000000 DHCP Snooping 00000000 O0OSHOW DHCPSNOOPING PORT 0O 00 00O 409
goooooboogoo

SHOW DHCPSNOOPING PORT
SHOW DHCPSNOOPING PORT=1

m 00000000000 0DODO0O0DO0DO000ODOO0OSHOW DHCPSNOOPING DATABASEO O OO
p4050000000000

SHOW DHCPSNOOPING DATABASE
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DISABLE SWITCH STPFORWARD . . . . . . . .. . o e 279
ENABLE SWITCH STPFORWARD . . . . . . .. ... . . o o 309
RESETSWITCH . . . . . . . e e e e e 322
RESET SWITCH ACCELERATORCOUNTER . . ... ... ... .. ... ....... 323
SET SWITCH CPUTXPRIORITY . . . . . . . et e 382
SETSWITCH CPUTXQUEUE . . . . .. . ... 383
SETSWITCHDLFLIMIT . . . . . . . o e e e e 384
SET SWITCH THRASHLIMIT . . . . . . .. . e 391
SHOW SWITCH . . . . . . . e e 490
SHOW SWITCH ACCELERATOR . . . . .. ... .. oo 494
SHOW SWITCH ACCELERATOR COUNTER . . ... ... ................ 496
SHOW SWITCH COUNTER . . . . . . . ... e 501
oo
ACTIVATE SWITCH PORT AUTONEGOTIATE . . . ... ... .. .. .......... 171
ACTIVATE SWITCHPORT LOCK . . . . . . . e 172
ADD SWITCH TRUNK . . . . . . o e 190
CREATE SWITCHTRUNK . . . . . . e 223
DELETE SWITCH TRUNK . . . . . . e 238
DESTROY SWITCH TRUNK . . . . .. e 251
DISABLESWITCHHASH . . . . . . . e 270
DISABLE SWITCH MCLIMITING . . . . . . . .. ettt 272
DISABLE SWITCH MIRROR . . . . . . . . ettt e 273
DISABLE SWITCHPORT . . . . . . . e e et e 274
DISABLE SWITCH PORT AUTOMDI . . ... ... ... ... .. 275
DISABLE SWITCH PORT EGRESSQUEUE . . . ... ... ... ... .......... 276
DISABLE SWITCH PORT FLOW . . . . . . . . e 277
DISABLE SWITCH PORT VLAN . . . . . . . e 278
ENABLESWITCHHASH . . . . . . . e 300
ENABLE SWITCHMCLIMITING . . . ... ... .. . . . 302
ENABLESWITCHMIRROR . . . . . .. ettt e 303
ENABLE SWITCHPORT . . . . . . et e e 304
ENABLE SWITCHPORT AUTOMDI . . . .. ... ... ... . ... 305
ENABLE SWITCH PORT EGRESSQUEUE . . . . ... ... ... ............. 306
ENABLE SWITCH PORT FLOW . . . . . . . e 307
ENABLE SWITCHPORT VLAN . . . . . ... 308
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RESET SWITCH PORT . . . . . . . o e e e e e e e 324

SETSWITCHMIRROR . . . . . . . o et e 385
SETSWITCHPORT . . . . . . o e e e 387
SETSWITCHTRUNK . . . . . o o e e 392
SHOW SWITCHPORT . . . . . . ... e 509
SHOW SWITCHPORT COUNTER . . . . .. .. ... . o 513
SHOW SWITCH PORT INTRUSION . . . . . .. ... . . o 516
SHOW SWITCH TRUNK . . . . ... 517

LACPO IEEE 802.3ad0

ADDLACPPORT . . . . . 176
DELETELACPPORT . . . . . . o e e e 229
DISABLELACP . . . . . o 259
DISABLELACP DEBUG . . . . . . . o e e e e e e e e e 260
ENABLELACP . . . . . 286
ENABLE LACP DEBUG . . . . . . . e e e e e 287
PURGELACP . . . . 311
RESET LACP PORT COUNTER . . . . . . . . et e 317
SET LACPPORT . . . . . e 335
SETLACP . . . o 336
SHOW LACP . . . o 417
SHOW LACP PORT . . . . . e 419
SHOW LACPTRUNK . . . . . e 423

OO0O0O00 LAN

ADD VLAN PORT . . . . . e 191
ADD VLAN PROTOCOL . . . . . .o e e 194
ADD VLAN SUBNET . . . . . 197
CREATE VLAN . . . . 225
DELETE VLAN PORT . . . . . . e e 239
DELETE VLAN PROTOCOL . . . . .. . ettt e 241
DELETE VLAN SUBNET . . . . . . e 242
DESTROY VLAN . . . . e 252
SET SWITCH NESTEDTPID . . . . . . . ... e 386
SET VLAN PORT . . . . . e 394
SHOW VLAN . . . 519
SHOW VLANPORT . . . . . e e 526

000000000000 00STP/RSTPO

ADD STP VLAN . . . 182
CREATESTP . . . . o o 222
DELETE STP VLAN . . . . . e 234
DESTROY STP . . . . . o e 250
DISABLESTP . . . . . 265
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DISABLE STP DEBUG . . . . . . . . e e e e e 266

DISABLE STP PORT . . . . . . e e e e e 267
DISABLE STP PORT DEBUG . . . . . . . . . ettt et 268
ENABLESTP . . . . o 295
ENABLE STP DEBUG . . . . . . . e e e 296
ENABLESTPPORT . . . . . . o e e e 297
ENABLE STP PORT DEBUG . . . . . . . . . et ettt 298
PURGESTP . . . o 315
RESETSTP . . . . o 321
SET STP . . o 377
SETSTPPORT . . . . . . 379
SHOW STP . . . . o 480
SHOW STPCOUNTER . . . . . . . .. e 484
SHOW STPDEBUG . . . . . . . o e e e e 486
SHOW STPPORT . . . . . . e e 487

0000000000000 0DUOO0OOMSTPO

ADDMSTPMSTIVLAN . . . . o o e e 178
CREATEMSTP MSTIT . . . . . . o o e e e 208
DELETEMSTP MSTIVLAN . . . . . . e et 230
DESTROY MSTPMSTT . . . . . . o o e e e e 245
DISABLEMSTP . . . . . . 261
ENABLEMSTP . . . . . 288
PURGEMSTP . . . . o 312
RESET MSTP COUNTERPORT . . . . . ... . . . o 318
SET MSTP . . . 338
SETMSTP CIST . . . . . o e e 340
SETMSTP CIST PORT . . . . . . . et e 341
SETMSTP MSTI . . . . . e 343
SET MSTP MSTIPORT . . . . . . o e 344
SHOW MSTP . . . o e 425
SHOW MSTP CIST . . . . . e e e 428
SHOW MSTP CISTPORT . . . . . .. . . e 431
SHOW MSTP COUNTERPORT . ... ... ... .. . 434
SHOW MSTPMSTI . . . . . .o 436
SHOW MSTPMSTIPORT . . . . ... e 439

0000000000000 0D0UOOEPSRO

ADD EPSR DATAVLAN . . . . . o 175
CREATE EPSR . . . . . o 205
DELETE EPSR DATAVLAN . . . . . o o e e 228
DESTROY EPSR . . . . . o 244
DISABLE EPSR . . . . . . 257
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DISABLE EPSR DEBUG . . . . . . . . e et 258

ENABLEEPSR . . . . . e 284
ENABLE EPSR DEBUG . . . . . .. et 285
PURGE EPSR . . . . 310
SET EPSR . . . . o 332
SET EPSRPORT . . . . . o 334
SHOW EPSR . . . . . o 411
SHOW EPSRCOUNTER . . . . . ..o e e 414
SHOW EPSRDEBUG . . . . . . . .o e e 416

gobooobooooooooo

ADDSWITCH FILTER . . . . . . . o e e e e e 186
DELETESWITCH FILTER . . . . . . . . e e e 236
DISABLE SWITCH AGEINGTIMER . . . . . .. ... e 269
DISABLESWITCHLEARNING . . . . . . . . . e 271
ENABLE SWITCH AGEINGTIMER . . . . . .. ... . e 299
ENABLESWITCH LEARNING . . . . . . . . e 301
SET SWITCH AGEINGTIMER . . . . . . . . . e 381
SHOW SWITCHFDB . . . . . . . . e e e 503
SHOW SWITCH FILTER . . . . . . . . . e e e 505
goooooo
CREATE CLASSIFIER . . . . . . . e e e e e 198
DESTROY CLASSIFIER . . . . . . . e e e e 243
SET CLASSIFIER . . . . . . . e e 325
SHOW CLASSIFIER . . . . . . . e e e 395
QoS
ADD QOSFLOWGROUP . . . . . . e e 179
ADD QOSPOLICY . . . .t ot e e 180
ADD QOS TRAFFICCLASS . . . . . . e e e 181
CREATE QOSFLOWGROUP . . . . . . .. e e 209
CREATE QOSPOLICY . . . . . . o e e e 212
CREATEQOSRED . . . . . . e e e 216
CREATE QOS TRAFFICCLASS . . . . . . . e e 218
DELETE QOSFLOWGROUP . . . . . . .. e e 231
DELETE QOSPOLICY . . . . . . . e e e e e 232
DELETE QOS TRAFFICCLASS . . . . . . . e e 233
DESTROY QOSFLOWGROUP . . . . . ..o e e 246
DESTROY QOSPOLICY . . . . . oo e e e e e 247
DESTROY QOSRED . . . . . . . e 248
DESTROY QOS TRAFFICCLASS . . . . . . o e e e e 249
PURGE QOS . . . . . 314
SET QOS ACCELERATORPOLICY . . . . . . . e 355
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SET QOS DEFAULTPRIORITY . . . . . . .. e 356

SET QOSDSCPMAP . . . . o 357
SETQOSFLOWGROUP . . . . . ... e 359
SET QOSPOLICY . . . . . oo e 361
SET QOSPORT . . . . . 365
SET QOSPORT EGRESSQUEUE . . . . ... ... ... ... ... .. .. ... 367
SET QOS PRIO2QUEUEMAP . . . . .. . ... 369
SET QOS QUEUE2PRIOMAP . . . . . . . ... 370
SETQOSRED . . . . . 371
SET QOS TRAFFICCLASS . . . . . . o e e 373
SHOW QOS DEFAULTPRIORITY . . . . . . .. e 460
SHOW QOSDSCPMAP . . . . . .. 461
SHOW QOSFLOWGROUP . . . . . ... . 463
SHOW QOSPOLICY . . . . . . e 465
SHOW QOSPORT . . . . . e 468
SHOW QOS PRIO2QUEUEMAP . . . . ... . ... . 471
SHOW QOS QUEUE2PRIOMAP . . . . . .. . ... 472
SHOW QOSRED . . . . . . 474
SHOW QOS TRAFFICCLASS . . . . . . . . e 477
goboooopoooboooobo
ADD SWITCH HWFILTER . . . . . . ... e 188
DELETE SWITCH HWFILTER . . . . . . .. . . . e 237
SHOW SWITCH HWFILTER . . . . . . .. . e 507

IPve 00000000 DOOOOOOO

ADD SWITCH ACCELERATORHWFILTER . . . ... ... ... ... ........ 184
DELETE SWITCH ACCELERATOR HWFILTER . . . ... . ... ... ... ....... 235
SHOW SWITCH ACCELERATOR HWFILTER . . .. ... ... ... ... ........ 499
googoo
ACTIVATE PORTAUTH PORT REAUTHENTICATE . .. .. ... .. ... ....... 170
DISABLE PORTAUTH . . . . . . . . e e e e 262
DISABLE PORTAUTH DEBUG . . . . . . . . . et 263
DISABLE PORTAUTH PORT . . . . . . . . . e 264
ENABLE PORTAUTH . . . . . . . e e 289
ENABLE PORTAUTH DEBUG . . . .. ... . . et 290
ENABLE PORTAUTH PORT . . . . . . . . . e 291
PURGE PORTAUTHPORT . . . . . . et 313
RESET PORTAUTHDPORT . . . . . . .o e 319
RESET PORTAUTH PORT MULTIMIB . . . . . . . .. ... o oo . 320
SET PORTAUTH IDTOGGLE . . . . .. ... e 345
SET PORTAUTHPORT . . . . . . . oo e e 346
SET PORTAUTH PORT SUPPLICANTMAC . . ... ... ... . ... . . ... . .... 350
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SET PORTAUTH USERNAME . . . .. . ... . .. . 353

SHOW PORTAUTH . .. ... .. . e 441
SHOW PORTAUTH COUNTER . . ... ... ... .. .. . . 444
SHOW PORTAUTH MULTISUPPLICANTPORT . . . . .. .. ... ... ......... 447
SHOW PORTAUTHPORT . . . . ... ... e 451
SHOW PORTAUTHTIMER . . . . ... ... . o 456
DHCP Snooping
ADD DHCPSNOOPING BINDING . . . . .. ... . o oo 173
DELETE DHCPSNOOPING BINDING . . . . ... ... ... ... . ... 227
DISABLE DHCPSNOOPING . . .. .. ... . e 253
DISABLE DHCPSNOOPING ARPSECURITY . . . . .. ... ... .. .. . ... ... . 254
DISABLE DHCPSNOOPING LOG . . . ... ... ... .. o 255
DISABLE DHCPSNOOPING OPTIONS2 . . . .. ... ... .. ... ... .. ...... 256
ENABLE DHCPSNOOPING . . . . . .. ... o e 280
ENABLE DHCPSNOOPING ARPSECURITY . . . ... ... ... ... ... ... 281
ENABLE DHCPSNOOPING LOG . . . ... ... ... .. . 282
ENABLE DHCPSNOOPING OPTIONS2 . . . . .. ... ... ... .. ... .. .. ... 283
RESET DHCPSNOOPING COUNTER . . . . ... ... .. . 316
SET DHCPSNOOPING CHECKINTERVAL . . .. ... .. ... ... ... ........ 329
SET DHCPSNOOPINGPORT . . . . ... .. . oo 330
SHOW DHCPSNOOPING . . . . . ... e 401
SHOW DHCPSNOOPING COUNTER . . . . . .. ... ... ... . . 403
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ACTIVATE PORTAUTH PORT REAUTHENTICATE

ACTIVATE PORTAUTH PORT REAUTHENTICATE

O000o0o0ooooooo /00000

ACTIVATE PORTAUTH[={8021X|MACBASED}] PORT={port-1ist|ALL} REAUTHENTICATE
[SUPPLICANTMAC=macadd]

port—list:[l[l[I[I[I[I[I[I[I[Il[l[l[lDDDDDDDDDDDDDDDDDDD
macadd: MAC 0 0 0 O O XX-XX-XX-Xx-xx-xx 0 0 0 0

0

0000000000000 Supplicant0000000
goooog

PORTAUTH 0000000OO8021XO802.1X T OMMACBASEDODMACODODOOODOODODOOOOO
oooos81IXooooooo

PORT OO000O0O0OO0O0O0OOOODOO0O0OOOOO0OODOOOOO0OOOO0OPORTAUTHOOOODO
0000000000000 oo0ooooooo0o00dPORTAUTHO 821X OO ODOoOooonO
Authenticator 00 000000000000 TYPE=AUTHENTICATORO OO TYPE=BOTHOO
ggdooooooooooobooo

SUPPLICANTMAC Supplicant 0 MACO OO OO0 OO0 OO OO OMulti-Supplicant O O O
OMODE=MULTID O OOOoODOMACODOOODOOOOODODOOOOOOOO

g
s 00500000000 802.1X Supplicant0 000000

ACTIVATE PORTAUTH PORT=5 REAUTHENTICATE

s 00200000000 MACOOO Supplicant0 000000

ACTIVATE PORTAUTH=MACBASED PORT=2 REAUTHENTICATE

goooog

ENABLE PORTAUTHO 289 0 00 O

ENABLE PORTAUTH PORTO 291 0 00O O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00 O
SHOW PORTAUTH PORTO 451 000 0O
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ACTIVATE SWITCH PORT AUTONEGOTIATE

ACTIVATE SWITCH PORT AUTONEGOTIATE

o0o0oooooooooo /000

ACTIVATE SWITCH PORT={port-list|ALL} AUTONEGOTIATE

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

0000000000000000000000000000000000000000000/00000
gobooobooooobooboooobo

goooog

PORT O0O0OU0OOODODOODOOODOOOOOODOOOSETSWITCHPORTO OO OO SPEEDOOOO
0000 AUTONEGOTIATECD OO O0OO0O0oooooooooono

g
s000 600000000000 DOOODODOOO

ACTIVATE SWITCH PORT=6 AUTONEGOTIATE

goooognd

0000000000000 000000000000AUTONEGOTIATED O ODODODO0DOoO0oooooOn
gooo

goooog

SET SWITCH PORTO 387 000 O
SHOW SWITCH PORTO 5090000
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ACTIVATE SWITCH PORT LOCK

ACTIVATE SWITCH PORT LOCK

o0o0oooooooooo /000

ACTIVATE SWITCH PORT={port-Ilist|ALL} LOCK

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

goooooooooooooDooo MACOODODODODODODUOODODOODODODOODODODDODDDODODOO
oo
OoooooooooooooooMACOODDUODOOODODOOOOODOOODOOOOSET SWITCH PORT
00000 INTRUSIONACTION OO OODOUOOOODOODODOODOOODOODOOOOOSET SWITCH
PORTOOOOO LEARNOOOOOODOODODOOOODOOODODOODODODOOOOOOODOODOOOO
gobooopooooboooobo

goooog
PORT O0O00OO0O0OOOOOOOOOOO
g

s 0010000000000

SET SWITCH PORT=1 LEARN=10 INTRUSIONACTION=DISCARD
ACTIVATE SWITCH PORT=1 LOCK

goooodf

000000000000 SETSWITCHPORTOOOOO LEARNOOOODOOODODOODOOODOO
gobooopoooobooobooboobbobboobooobooobo

goooog

SET SWITCH PORTO 387 0 00 O
SHOW SWITCH PORTO 5090000
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ADD DHCPSNOOPING BINDING

ADD DHCPSNOOPING BINDING

gooooooooooo / DHCP Snooping

ADD DHCPSNOOPING BINDING |[=macadd] INTERFACE=vlan-if IP=ipadd
PORT=port-number

macadd: MAC 0 0 0 O O xx-xx-xx-xx-xx-xx 0 0 0 0

vlan-if: VLAN OO OO0 000 OVLAN-name 0 VLANvid 00O 0 Oname 0 VLAN OO0 vid O VLAN IDO
ipadd: IP 0000

port-number: 1000000000100

g

DHCP Snooping 0 0000000000000 O0DO0O0DOD0OODOODOOOOOOIPDOOOOOO
gobooopooooboboooboobuoobboon

goooog

BINDING 0000000 MACOOOO
INTERFACE 000000000 VLAN

1P oooooooIpPooOoO

PORT 0O00000O0OODOOODOOOOOOOOO

g

m[PO0OO0O 192.168.10.50MACO 0O O O 00-00-00-00-00-01 00000000000 O0OODOOOOOO
O000000000000000 VLANOOdefauttDOOOOOOOO0OO0OO0OO0oO0S50000

ADD DHCPSNOOPING BINDING=00-00-00-00-00-01 INTERFACE=vlan-default
IP=192.168.10.5 PORT=5

goooodf

00000000ooooooooD 1000000000 ooooo0o0o0U0o000oUlooDooooon
0000000000000 0000D00O00O0SET DHCPSNOOPING PORT OO 000 MAXLEASES
gobooobooooboobooobo
MACOOOOOOOOOO0OO0O0O0O000000000000000DHCP SnoopingD 0000000000
ARPODO0ODODOO0DODOODOODOODODOOOOODOOODDOOOOOODO DISABLE DHCPSNOOPING
ARPSECURITY O OO OOOOOOOOMM

goooog
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ADD DHCPSNOOPING BINDING

DELETE DHCPSNOOPING BINDINGO 227 0 0 0O
DISABLE DHCPSNOOPING ARPSECURITYO 2540000
SET DHCPSNOOPING PORTO 33000 00O

SHOW DHCPSNOOPING DATABASEO 4050 000
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ADD EPSR DATAVLAN

ADD EPSR DATAVLAN

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

ADD EPSR=epsrname DATAVLAN={vlanname|l..4094}

epsrname: EPSRO000001015000000000000000_M000000000O0O000OO0OOOOOO
ooo
vlanname: VLAN O 0103200 0000000000000 0000000000000 0O0O0O00O0DOODOOO

g

EPSROOOOOO0O0O VLCANOOODOOO VLANODODODOOOooDO
gobooboooooobooboooboobbo

0100 EPSROODOCOOO0OOOOOOO VLANODOO 512000

0000 VLANODOOOOOO VLCANOOOOODODOOO EPSROOOO0OOCOOOO0OOOO VLAN
goooooo

OO0 EPSROUOOOUOODO0O0ODO0O VLCANOODOOODUOODODUOO VLANODODOODODOO

D00 EPSROODOCOOOODO VLCANODOOOODDOOOO VLCANOOODOOOODoOoOoDoooooo
D000 EPSROOOOO0OOO0OOOOOOOOOOOOO

OEPSROO0OOO VLANOOOODODODOODODDOOODO VLCANODOOODUOOOOoDOooooooooooo
goboooboooobooboooboobbobbooboo

goooog

EPSR EPSROOOOO
DATAVLAN 000 VLANOVLANOOOO VLANIDOVIDOOOOOODO

g
m EPSRO0O0O0ObluesD 0 VLAN skyblueOOOO VLANOOOOODOO

ADD EPSR=blues DATAVLAN=skyblue

goooog

CREATE EPSRO2050000

CREATE VLANO 2250000

DELETE EPSR DATAVLANO 228000 0O
SHOW EPSRO411 0000
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ADD LACP PORT

ADD LACP PORT

000000000000 /LACPOIEEE 802.3ad0

ADD LACP PORT={port-list|ALL} [ADMINKEY=0..65535] [PRIORITY=0..65535]
[MODE={ACTIVE|PASSIVE}] [PERIODIC={FAST|SLOW}]

port-list: 000000000010 00000000DOO0O0OOOOOOOOO

g

000000000000 LACPOOODODO0O0DoDooooooo LACPODOOODDOMmM
0000000000000 D0D0D0OD0D0OCREATE SWITCH TRUNK O O 0O 0O 0 ADD SWITCH TRUNK
U00000 Half DuplexO0OOOOOO0OO0OOO0OO0ODO LACPOOOO0ODOO0O0ODOOO0OODOO0OODOOO
000000000000 UoUoooo LACPODOOOOODOOOODO

000000000000 oooooooooog LACPOODOODODOODODOODOO

goooog

PORT 0OOO0O0OOO

ADMINKEY LACPOUOODOODOOOOUOO0OO0O0ODOOOOOOOO0O0DOODOODOOUOILACPOOO
O00oooo VLCANODDODOODOODOOODODDOOODODOODoDOoooooo 1000oooooooo
0000000000000 oD 1000000 oDoDoooDoooDoOooDoooOoOoODOoOoOOOOO
0000000000000 0oog ADMINKEYDOOOOOODOOODODOOOADMINKEY OO0
0000000000000 ooooomoooooo 10

PRIORITY LACPOU0O0ODO0OODO0OOOOOODDOOODOODOOOOOOODOOOOLACPODOOOOO
0000000ooooooooo400000000000D0ODODOOOODOOOOODOOOOO
goboooobooooboooooooboobboobooboobbobboobboobboobo
goboooobooooboooooooboobboobooboobbobboobboobboobo
0000000000000 0000000000o0o0ooo0oDoo0oooooon 327680

MODE LACPOOOOOOOOOOACTIVEDOPERIODICOOODOOOOOOOOOOO LACPOOO
O000000000™PASSIVEDODODDODODODOO LACPOODODO0OO0OODoOoooO LACPO
0000000000000 oDUoDUooog ACTIVED

PERIODIC ACTIVEOODOOOO LACPOOOOOOOOOOFASTO10MMSLOWO30000000
O0000O0D0OO FASTO

o
= 0001040 LACPOOOOOOOD

ADD LACP PORT=1-4
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googod

DELETE LACP PORTO 2290000
SET LACP PORTO 3350000
SHOW LACP PORTO 4190000

ooooog
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ADD MSTP MSTI VLAN

ADD MSTP MSTI VLAN

000000000000 /00000000000 00000000MSTPO

ADD MSTP MSTI=instance VLAN={1..4094|ALL}

instance: MST O O 0O 0O 00O IDO 1040940

g

MSTOOODOOOOO VLANODOOODOOO

000000000000 VLAN O CISTO Common and Internal Spanning TreeD 000000000
O000000000000D0VLANO CISTOOOODOODOOODOoOoOoOoooo MSTOOOOOOOO
goooooo

OVLANODO1IOOD MSTOOOOOOOOOCCISTOODOOODOODODOoOooOoDoooO MSTOOOO
o0ooooMSTOODODOOOOOOOODODOODODODODOODOOOOOO DELETE MSTP MSTI VLAN
Odoooooooooo VEANO CISTOOODDOOOooOooooooooooooooooo

goooog

MSTI MSTOOOOOO ID
VLAN VLANIDOVIDOALLOOOOOOOOOOOO VLANOOOOO MSTOOOOOOOOO
gooogn

g
s MSTOOOOOOO100 VLANO10OOOOOoooo

ADD MSTP MSTI=1 VLAN=10

goooog

CREATE MSTP MSTIO 208 0 OO O
DELETE MSTP MSTI VLANO 230000 O
SHOW MSTPO 4250000

SHOW MSTP MSTIO 436 000 O
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ADD QOS FLOWGROUP

ADD QOS FLOWGROUP

000000000000 /QoS
ADD QOS FLOWGROUP=flow-id CLASSIFIER=rule-list

flow-id: 00 000000000010230
rule-list: 00 0000000010990 000000000000000OODODOO

g

gobboooboogobooobooboobbobboobooobobooobo
goooog

FLOWGROUP O00O0OO0OO0O0O0OO
CLASSIFIER 000000000 OOOO0OODOOO

g
s000000pl10000D000oooOo1mbSmennonooon

ADD QOS FLOWGROUP=100 CLASSIFIER=1,5-6

goooog

CREATE QOS FLOWGROUPO 2090000
DELETE QOS FLOWGROUPO 231 00 00
DESTROY QOS FLOWGROUPO 246 0 00O O
SET QOS FLOWGROUPO 359 000 O
SHOW QOS FLOWGROUPO 463 0 0 0O O
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ADD QOS POLICY

ADD QOS POLICY

O0000000oo0ooo / QoS

ADD QOS POLICY=gos-id TRAFFICCLASS=tc-list

qos-id: QoS U 00 00 00002550
te-list: 000 000000000O00102300000000000000000DO0O0OO

g

QoS IUIUIIDNNODDDODNOONDDOOoOoOoono
goooog

POLICY QoSO OOOODO
TRAFFICCLASS 0000000000000 O0OODOOOODODOODOODOODOOOOODOOOODOO
goboogboooobobooboo

g
mQoSU0 000D U0DD0ooooolm2M3nooooon

ADD QOS POLICY=10 TRAFFICCLASS=1-3

goooog

CREATE QOS POLICYD 2120000
DELETE QOS POLICYO 2320000
DESTROY QOS POLICYO 2470000
SET QOSPOLICYO 361 0000

SET QOSPORTO 3650000

SHOW QOS POLICYDO 465 000 O
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ADD QOS TRAFFICCLASS

ADD QOS TRAFFICCLASS

O0000000oo0ooo / QoS

ADD QOS TRAFFICCLASS=tc-id FLOWGROUP=flow-list

tc-id: 00000000000 00010230
flow-list: 00 0000000000100 000000000000000O0O00OO

g

goooobooobooobooboobbonoo
goooog

TRAFFICCLASS 00000000000
FLOWGROUP 00000000000 UOODOODOOO0O00DOOOO0OO0ODOOOOOODOOOODOOOOO
gobooooooooboooobo

g
s ] 00000000020000000000010300000000

ADD QOS TRAFFICCLASS=20 FLOWGROUP=1, 3

goooog

CREATE QOS TRAFFICCLASSO 218 0 OO0
DELETE QOS TRAFFICCLASSO 233 000 O
DESTROY QOS TRAFFICCLASSO 2490 000
SET QOS TRAFFICCLASSO 373 0000
SHOW QOS TRAFFICCLASSO 477 0000
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ADD STP VLAN

ADD STP VLAN

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

ADD STP=stpname VLAN={vlanname|2..4094}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo
vlanname: VLAN O 0103200 0000000000000 0000000000000 0O0O0O00O0DOODOOO

g

O000oooo STPOOOOO VLANDDDOODODO
STPOO0O0O0O000O0OD000D00000O0default STPIOO OO O OOOCREATESTPOOOOOOO
go0o0oooooo STPOODODODOOO

OVLAN default 0000 default STPOOOO0OO0D0OD0O STPOOO0OODOOOOODOOOOO
OCREATEVLANOUOOUOOOOOOOOUOOOOO VLANOOOUOOOOOOOOO0OO0O0O0O0O default
STPOO0O0O0OO0O0

0000000 STPOOD0O0OO0ODOOO VLANDO default STPOODOOOOO

O0o00oooooo STPOOOOO0O0O0 VLANODOODOOOUOOOODODODODODOOOOoooooooooo
0000 STPOO VLANOOOUOOdefault STPOO O OO OODO0DOOOD0O0DOOOOO
000000000000 VEANODOODOOOOooooooooooooog STPOODOOOooOOOoOoO
ooooooooSTPMOO00D0ooooo STPOO0O0DOO0DN0NONON0N0NO0ONO0OOooOoOoODooOoo
googoo

goooog

STP STPOUO0U0O00Odefault 000000000000 000OSTPODO0DOO defaultSTPOOOD
OOOOCODELETESTPVLANOOOOOOOODDOOO VLANOODOOOO STPOODOOOO
gooogo

VLAN VLANOOOO VLANIDO VIDO

g
m STPO OO0 Omystp00 VLANwhiteDOO0O OO0

ADD STP=mystp VLAN=white

goooognd
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o0oo0oo0oo0oo0 VEANOOOOOOOOoOOooooooooooooooooooooo
oooo

googod

DELETE STP VLANO 2340000
SHOW STPO 480 0 0 OO
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ADD SWITCH ACCELERATOR HWFILTER

ADD SWITCH ACCELERATOR HWFILTER

O0o0oooooooooo /Ipv6000000000D00000O0
OOoOIPv6 00000000000 AT-ACCO1ODODOODOODO AT-SD512A-001 000000 00O 9924SP
goooooboogoo

ADD SWITCH ACCELERATOR HWFILTER[=filter-id] CLASSIFIER=rule-id
ACTION={FORWARD DISCARD|MARK} [NEWIPDSCP=0..63] [NEWPRIORITY=0..7]

filter-id: 00 000000109990
rule-id: 000000000 01099990

0

IPv6e00000000O0O0UOOODODOODOOOO

IPv6e 00000000000 OODOOOOIPV6OOO0000000OOOODOODODOOODOOOOOOOO
ooolPve000ODOO0OO0O0O0O0O0ODO 3000000000 OOOIPV6OODOODOOODOOOOODOOMmM
IPv6 00000000000 DODODOOO0OOOOOOOIPv6eOOOOODSCPOO4000000L400
oooooooooIPve0 0000000000 OOODOOODODODOOOOODODODOODODOOOOOOO
ODO0O0DO0OUOOCREATECLASSIFIER 0000 0000000000000 O0O00000oooooon
gobbooobooobooobooboobbobboobooobo

IPv6e 000000000000 0OO0000OO0OO0OO0O0ODO0OOO0DDOOCREATE CLASSIFIER O OO OO
ooooooooOoooolIPv6O0ODOO0OO0OODODOOOO0OOOOOOOOOOOODOOOOOOOOODODO
goooooogoobooobooboobbobbooboooboooboobbo

IPv6e 00000000000 OOOO0O00ODOOOO0O0OODOOOOOODDODODODOODOOODOOOOOO
goobooooboogoo

0000000000009 Doooooooooooooooooo
ooooooooooooooOoIPvéeO0O0OOO0OOOODOOODOOODOOOOOODODOODOOOOOO
O0000000ooooo0o0oooooooo0ADD SWITCHHWEFILTEROOOO M OOooooo
0000000000000 D0U0DU00D0ULDU L2OODO0DO0DODOOOOO
200000000000000000000000O00UO0DO0ODODOODOOOOOO
(H)ooooooooOooooooooooo0oooooo
@IPpv6e00000000000O0OO00OOIPv6ODOOOODOOOODOO
(H)oooDoooOoOo0O0o0o0o0ooDooDoDooOOlPv6e0 000000 DODOD0O0OO0OOOOOOOOOO()DO
I[Pv6 0000000000000 00O0O0O0DO0OO0OOO0ODOOOUOOOOOOO QUOUODO0OOO
o00@)ooooooooooooom

goooog
HWFILTER 0000000000000 0O0OO00O0OO00ODO0O0ODO0OO0DOoO0oooooogon

O000On0D 0000000000000 0ON+10 00000 n+100000000000DODOODOO
gooooooooobobooboobbobbobboobooooooobobbbbbbbbobo
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ADD SWITCH ACCELERATOR HWFILTER

0000000000000 oo 100000 oooDoo

CLASSIFIER 0000000000000 000O00O000DO0O0000O0DOOCREATE CLASSIFIER
O00000ooooooooooolpve00000000O0O00O0OOODOOOOOIPv6eOOOO
goboobmboobbobbon

ACTION 0000000 O0D0O00OOO0DODOOO0OO00DODOOOFORWARDD OO M DISCARDO O
0 MMARKDO DSCP/802.1p 00000000000 O0O0MARKOOOOODOOOONEWIPDSCP
O00000OO0 NEWPRIORITYODOODODODODODDOODDODOODODODODODODODODODODOOOOOO
gobogobooon

NEWIPDSCP ACTION=MARKOOOOOOOOOO IPve DSCPO DiffServ Code Point0 0 0 0 0O O
goooooo

NEWPRIORITY ACTION=MARKOOOODOOOOOO 802.1p0000000000D0O00O0O0O
gooogooo

o
m [0 00 3ffe:b80:3¢c:20::200 00 0 00 0O OO 3ffe:b80:3c:10::/64 000 IPv6e O OO DOODOODO

CREATE CLASSIFIER=10 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
IPSADDR=3ffe:b80:3c:20::200/128 IPDADDR=3ffe:b80:3c:10::/64
ADD SWITCH ACCELERATOR HWFILTER=1 CLASSIFIER=10 ACTION=DISCARD

m[Pv6 00 UDPOOOOO DSCPOO 170000000

CREATE CLASSIFIER=11 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6 IPPROTOCOL=UDP
ADD SWITCH ACCELERATOR HWFILTER=2 CLASSIFIER=11 ACTION=MARK NEWIPDSCP=17

goooognd

O000000000000000000OCREATECLASSIFIERO 00000000000 O0O0DOOOIPVG
gobooooboooboobooobooobooboobboobooboon
OoooooIPveOOOOOIPveoverIPvADO OO 6to40 00000000 O0O0OO0DODOOOODODODOO

goooog

CREATE CLASSIFIERO 198 0 0 O O
DELETE SWITCH ACCELERATOR HWFILTERO 2350000
SHOW SWITCH ACCELERATOR HWFILTERO 499 0 0 O O
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ADD SWITCH FILTER

ADD SWITCH FILTER

000000000000 /0o0o000o0Do0o0000o000

ADD SWITCH FILTER DESTADDRESS=macadd PORT=port-number ACTION={FORWARD
DISCARD} [ENTRY=entry-id] [LEARN] [VLAN={vlanname|l..4094}]

macadd: MAC 0 0 0 O O xx-xx-xx-xx-xx-xx 0 0 0 0

port-number: 1000000000100

entry-id: 00 000000003190

vlanname: VLAN U 01032000000000000000_ 00000000000 0O0O0OOOOOOOO0O

0

0000000000000 oOUFPBUO00000000000D0D0D0D0D00DOD0Doooooooooo
0000000 U0UooUoD 1000oDoOO0 32000000000

goooog

DESTADDRESS 0000 MACOOOUOOODDOODOOOOODOOOOUOODOOODODOOOOODODOOO
gobooobooopooooboobbon

PORT 0OO0O0O0D0OOOOACTIONDO FORWARD OO OOOOOODESTADDRESSOOOOOOOOO
gobooobooooboooooboooobo

ACTION 00000000000 OFORWARDODOOOO DISCARDOOOOOOOOO

ENTRY O0000O0OFDBOOODOODOODODODODODODOOOODOOOODOOOO0OODO0O0OODOO0O0O00OO0 nO
o000o0oooooooDO0o00O00On- 1000000000000 0DDOO0ONODODODOODOO
gooboobom@nboboooobobDobobObObObOoboDb0obUoobDobDoDobOobO
goobogoboooboooobooooboobboobooboobbobboobbobbooobo
Oo001000o0oooooon

LEARN 000000000 0D0D0OO0OOO0O00O00OO0OO0O0O0D0OO0 MACOOOUOOLearnOOOOOO
010000000000000000000000000O00OSETSWITCHPORTO DO OODO
LEARNOO0O000000000

VLAN VLANOO VLANIDOVIDOOOOOOO VLANOOOOOOOOOOoooooooooo
0000000000000 VECANODOOOODOoOoOOooDoooooooooooooooooo
VLANOOOUOOOUOOoOooooooooo VLANODODDODODODDOODODOoooooooo
goboogooooobooobo

g

s 00 100000000000000O0U0OO FDBOOOOOO
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ADD SWITCH FILTER

ADD SWITCH FILTER DEST=00-00-£f4-12-34-56 PORT=10 ACTION=FORWARD

00 600000000000000O0 00-00-f4-ab-cd-ef 00O 0DOOO0ODOOO

ADD SWITCH FILTER DEST=00-00-f4-ab-cd-ef PORT=6 ACTION=DISCARD

mJ002000000000000000 00-00-f4-c9-73-ff 0000000000000 0OOD0OOO0O0
gobooobboo

ADD SWITCH FILTER DEST=00-00-f4-c9-73-ff PORT=2 ACTION=FORWARD LEARN

e 00050000000000000000FDBOOODOOOO VLAN O orangel

ADD SWITCH FILTER DEST=00-00-f4-11-11-11 PORT=5 VLAN=orange
ACTION=FORWARD

goooognd

O00000ooooooooo0ooooo VECANODODOOOOoooooooooooooooooo
oo

goooog

DELETE SWITCH FILTERO 236 0 0 0O O
SET SWITCH PORTO 387 0 00 O
SHOW SWITCH FILTERO 505 0000
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ADD SWITCH HWFILTER

ADD SWITCH HWFILTER

000000000000 /00000000000 0000

ADD SWITCH HWFILTER|[=filter-id] CLASSIFIER=rule-id ACTION={FORWARD
DISCARD|SETL2QOS} [L2QOSQUEUE=0..7] [PRIORITY=0..7]

filter-id: 00 0000001010240
rule-id: 000000000 01099990

0

gobooobooooobooboooboobo
goooooooooobobobobbboooooooboobbobbbbbbbobbooooDb oD D
o000 2000000000 O0O0O

O000o000O00000U000000l200 4000000D0D0MACODOOOOL3OO0O0OOOIPVS
gooool40000004000000000000000DOOOODOOOODOODOUDODODODOOOOO
O00D0D0D0DD0ODDUODODO0ODDOOCREATECLASSIFIEROODODODOOOODOOOOOOODODOOODOOOO
gobooooogobooobooboobbobboobboooboooboobbo
000000000000 00000D000000U0DU000OOCREATECLASSIFIERO 0000000
0000000000000 00D0D00D000D000Oo0QeSI DD D0DODODODDOODDO
gobooooboogoobooobboooboobbobbooboobooobooobboobo
gooooopogobooobooboobobobbooboooboobboobbobbobboon
gobooooboooobooobbooboobbobbooboobboobboooboobbo
gooooopogobooobooboobobobbooboooboobboobbobbobboon
0000000 VLCANOOODOOUOODOoOOoOoDOoOoO VECANODODOODUOOoooooooooooooo
oo
gogooooboboboooooooboooooobbbobbboooooooooobobbbbbooo
SHOW SWITCHO O OOOOOooooo

Ooolpve0 00000000 O0OOOOODOOIPVv6OODOOOOOOOOOODOOOOIPv6eOOOODO
000000000 00ooo00o0ooooddADD SWITCH ACCELERATOR HWFILTER O O O O M
IPv6e 00000000000 D0ODODOOO0OOOOOOOIPv6eOOOOODSCPOO4000000L400
Oo0ooooooolpve0O0O0DO0OOO0OOOO0O0DO0DO0DOOODODODOOOOODOOOOIPv6OOOODOODO
oo0o0oooooooIpve0000DO0OODODOOOO L3O00OODOOOOOOO
200000000000000000000000O00UO0DO0ODODOODOOOOOO
(H)ooooooooOooooooooooo0oooooo
@IPpv6e00000000000OO000OOIPv6ODOOO0OODOOODDOO
(H)oooDoDooO0O0O000o0o0oDooDoDooOOlPv6e0 000000 DDODO0O0O0OOOOOOOOOO()DO
I[Pv6 0000000000000 00O0O0O0DO0OO0OOO0ODOOOUOOOOOOO QUOUODO0OOO
o00@)ooooooooooooom

goooog
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ADD SWITCH HWFILTER

HWFILTER 0000000000000 O0OO0OO00O0OO00OO0ODO0OO0DoOO0ooogooogon
O000On0D 000000000000 00ON+10 00000 n+100000000000DODOODOO
gooooooooobobooboobbobbobboobooooooobobbbbbbbbobo
0000000000000 oo 1000000 ooDoo

CLASSIFIER 0000000000000 0000000000D000000O0OCREATE CLASSIFIER
0000000000000 DOO0O00000000000000000QeSII OO OOOO
goobooooboogn

ACTION 00000000 DOO0O0OO0ODOO0ODOOOOFORWARDD OO MMDISCARDD OO MSETL2QOS
0L2QoSOUOO0DODOODOOOO

L2QOSQUEUE 0000000000000 000O00OACTION=SETL2Q0SO0000O0O0O0OCPU
goo0oooooooo CcPU0O0UoooooooooDoooDooCPUDODODOODODOOOOOOO
oo0o0doooooooooooooocCcpUinDOoOoOoUOoU0UOoOoOoOODO0UDOoODODOOOOO
Oo0o0oooooo CcPi0ooooooooUooooooooooooooooooooooon
gooboooboooboooooooboobboobooboobbobboobbobbooDbo
Ooooo oo

PRIORITY 000000000 O0D0DOOODOS8021p000000000000O00O00O0ACTION=SETL2QOS
ooodooooooocCcpyioOoooooUooooooOoU0UoooDooOO0oDooOoDoOoOOoOoon
oo0ooooooo oo

g
m 000 1921682020000 000000 192.168.10.0/24000 IPO 0000000

CREATE CLASSIFIER=11 IPSADDR=192.168.20.200 IPDADDR=192.168.10.0/24
ADD SWITCH HWFILTER=1 CLASSIFIER=11 ACTION=DISCARD

goooodf

0000000000000 000000OCREATECLASSIFIERO 000000000 OOOOOOOOO
000000000000 UgQeSOODDODODDODODODODODDODUDDOD
ACTION=SETL2QO0S O OO0 OoOo IPTOSOOO 0ODOOOOOOOO

goooog

CREATE CLASSIFIERO 198 0 0 O O
DELETE SWITCH HWFILTERO 237 0 00 O
SHOW SWITCH HWFILTERO 507 0 O O O
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ADD SWITCH TRUNK

ADD SWITCH TRUNK

o0o0oooooooooo /000

ADD SWITCH TRUNK=trunk PORT=port-list

trunk: 00000000001015000000000000000 0000000000000 OODOOO0OOO
ooo
port-list: 1000000000100 000000O00000OO0OO0OOOOOO

g

gobooobooooobooboooboobo
goooog

TRUNK O0O0000OOOOO

PORT 00000000 0ODOOODOOODOODOOOOOOOOODO40000000000000DO0O
goobogoobooooboooooooboobboobooboobbobboobbobboobo
0000000000000 oDUoUUg VLANODODODOOoooouoouooo

g
s 000000000agegrl000O0D0 104000000

ADD SWITCH TRUNK=aggrl PORT=1-4

goooog

CREATE SWITCH TRUNKO 223 0000
DELETE SWITCH TRUNKO 238 0 0 0O O
DESTROY SWITCH TRUNKO 251 00 00O
ENABLE SWITCH HASHO 3000 O OO
SET SWITCH TRUNKDO 3920000
SHOW SWITCH TRUNKO 5170000
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ADD VLAN PORT

ADD VLAN PORT

O0000o00o0o0ooO0o /oooo0 LAN

ADD VLAN={vlanname|l..4094} PORT={port-list|ALL} [FRAME={TAGGED|
UNTAGGED}] [UPLINK]

ADD VLAN={vlanname|l..4094} PORT={port-list|ALL} SUBNET={ipadd|ALL}
[UPLINK]

ADD VLAN={vlanname|l..4094} PORT={port-list|ALL} PROTOCOL={protocoltype|
index-1ist|ALL} [UPLINK]

ADD VLAN={vlanname|l..4094} PORT=port-list NESTEDTYPE={CORE|CUSTOMER}

ADD VLAN={vlanname|l..4094} PORT={port-list|ALL} SUBNET={ipadd|ALL}
NESTEDTYPE={CUSTOMER }

ADD VLAN={vlanname|l..4094} PORT={port-list|ALL} PROTOCOL={protocoltype|
index-1ist|ALL} NESTEDTYPE={CUSTOMER}

vlanname: VLAN O 0103200 0000000000000 0000000000000 0O00O00O0OODOOO
port-list: 000000000010 00000000DOO0O00OOOOOOOOO0

ipadd: IP 0000

protocoltype: L3O 0000 000l600MOxODOOOODOOO

index-list: 00000000000 00000000O0O0ODOOOOOOODOOO

0

VLANOOOOOOoooo

VLANO PORTOOO0O000O0D0O00O0OO0D000DOD0O00O0O0 VLANOODOOOO UntaggedD OO
O VLCANOOOOODODOOOODODOVLANO PORT O FRAME=TAGGED OO OO OOOOOO0O VLAN
U00000Tagged0 O OO VLANOODOOODOOOOODO

VLANOPORT 0O 0O 0OSUBNETO PROTOCOLOOODOODOOOOODOOOOOOOODODO VLANOO
0000 VLCANODOOOODODOOOO VLCANODDODOOOooooooo

000000000 VECANODOOUOOOo VLANOODODOODOOODOoDOODODOoODODDDODDOODODOODOO
0000 VLANODDOODOOOOOOoUOooooooooooooo

googogo
VLAN VLANOOOO VLANIDOVIDO

PORT 0000000 O0OOOOOODDALLOOODOODOOOOOOODOOOOOOOOOOOOODOOO
00000000 VEANDODDODDOODODOOOoOooOo 100 VLANODODODOOooooooooooo
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ADD VLAN PORT

000 VLANOODODOOODODOOOoDoOooo VLANODDODODDODDODDODODOO

FRAME 00 VLANOOUOOUOOTAGGEDOOOUOOMMUNTAGGEDOD O OOOODOOOOOOO
UNTAGGED OO OOOODODO0O00D00D00000 default0 00 VLANODOOOOOODOO
O00o00ooDoooooo VLCANOODODODODOODOODUOoooouoooooooooooooo
VLAN default 0000000000 UNTAGGEDOOOODOOO VLANOOOOODOOOO
0 VLANdefault 000 00000000000 UNTAGGEDD

SUBNET 0000000000000 0O000O0OO VLANOOODOOODOOODOOoooooooooo
00 VLANONested VLANO OO D OOO0O0OODO00D000D0OD0O0OO0OOOOODOODOOOOOO
O00000000@mMPROTOCOLOOOODOOOODODOFRAME=TAGGED OO O ODOOOO
gooo

PROTOCOL OO0O0OO0O0O0OOOOOOOOOO VLANOOOOOOODOOOOODOOODOOODOODOOOOO
VLANONested VLANO O 0000000000000 000D0O0OOOD0OODOOOOOOOO
0000000 oooo0oooo0ooooooooooADD VLAN PROTOCOLOOOOO
o0oooOooDle000MOxOODOODODODDOOODODODODO0DO0DO0DO0D0D0D000000OOOSHOW
VLANOOOOOODODOODODOUOOOO0ooooooooooo0oooooooo0o0O0odSUBNET
OD00D0DU0ODO0DUODODUOOFRAME=TAGGED OO OOOOOOOOOO

UPLINK VLANOOOOUOOOOOOOO VLANOPrivate VLANO OO DO OO ODOOOOOOODO
goooooooooobooobooboobbobobbbboooobobbobbbbbbbbobo
0000000000000 0000000000oDoDUOPORTODODODOODODOODODOOOO
0O0VLAN default 00 00O Private VLANOOOODODOOOODODOOOOOOO Private
VLANOOOOOOO0ooooooooooooooooooo

NESTEDTYPE VLANOOOUOOOOOUOOOO VLANONested VLANOOOOOOOODOOOOO
0000000 COREDOODOOOMmMCUSTOMERD DO D OOOOOOODOOOOOO0oDooOO
Ooooooo0oO0 VLANOODODOO VLANOOOOOOOOOSUBNETO PROTOCOL O O
0000000000000 0D0o00000@mMOo00000o0onDo0 NESTEDTYPE=CORE O
goooooogon

g
m 000 1040 VLANorangeOO OO VLANOOOODOOOODOOOODOOOO

ADD VLAN=orange PORT=1-4
m 000 120 VLANwhite 0 orange D0 000000000000
ADD VLAN=white PORT=12 FRAME=TAGGED

ADD VLAN=orange PORT=12 FRAME=TAGGED

m000 1020 VLANorangeOOD OO0 VLANOODOODOOOOD 192.168.10.00000000
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ADD VLAN PORT

ADD VLAN=orange PORT=1-2 SUBNET=192.168.10.0

m 0004080 VLANbeigeUOODOOO VLANODODDOOOODOO NetBEUIDOOOOODO

ADD VLAN=beige PORT=4-8 PROTOCOL=NetBEUI

m 00508000000 VLANO Nested VLANDO AAAinc, BBBine, CCCincO0 0000000000
000000000 1020300000 Nested VLAN AAAincd BBBincD CCCincO O ODOODODOO
gooooood

ADD
ADD
ADD
ADD
ADD
ADD

VLAN=AAAInc
VLAN=BBBinc
VLAN=CCCinc
VLAN=AAAInc
VLAN=BBBinc
VLAN=CCCinc

goooodf

PORT=5-8 NESTEDTYPE=CORE
PORT=5-8 NESTEDTYPE=CORE
PORT=5-8 NESTEDTYPE=CORE
PORT=1 NESTEDTYPE=CUSTOMER
PORT=2 NESTEDTYPE=CUSTOMER
PORT=3 NESTEDTYPE=CUSTOMER

00000 VLANONested VLANODOOOODOOOOODOOOOO AT-FL-090 000

goooog

ADD VLAN PROTOCOLO 1940000
ADD VLAN SUBNETO 197000 O
DELETE VLAN PORTO 2390000
SET VLAN PORTO 3940000

SHOW VLANO 5190000

SHOW VLAN PORTO 526 00 OO

goooon
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ADD VLAN PROTOCOL

ADD VLAN PROTOCOL

O0000o00o0o0ooO0o /oooo0 LAN

ADD VLAN={vlanname|l..4094} PROTOCOL=protocoltype

vlanname: VLAN O 0103200 0000000000000 000000000000 0O0O0O00O0OODOOO
protocoltype: L3000 00 000l600MOxODOOOODOOO

g

VLANOOOOOOOoooooooooooooooooooooom
O0O0O0D0DODO0DUDODODOUDADDVLANPORTOOODOOODDOOODOODOODOOODOOOODOO

goooog

VLAN VLANOOOO VLANIDO VIDO

PROTOCOL 0OO0OO0OOO0U0O0OO0OOO0O0O0O0O0OOODOOOOOOOOleOOOmMOXxODOODOOOO
000000000 0ooooooooo0o0O000U0000O0O0O802200 1000 UIDSAPDO
00 OO0 Ethernet Version2 00 2000 00SNAPOO 50000 160000000

SAPQO Service Access Point

IPX 802.2 EOO SAPO

NetBEUI FOO SAPO

SNA Path Control 040 SAPO

PROWAY-LAN 0ED SAPO

EIA-RS 4E0 SAPO

PROWAY 8E SAPO

ISO CLNS IS FEO SAPO

Ethernet Version 2
IP ETHIIL 08000 Ethernet Version 200
X.75 Internet 08010 Ethernet Version 20
NBS Internet 08020 Ethernet Version 20
ECMA Internet 08030 Ethernet Version 200
Chaosnet 08040 Ethernet Version 20
X.25 Level 3 08050 Ethernet Version 200
ARP 08060 Ethernet Version 200
XNS Compat 08070 Ethernet Version 20
Banyan Systems O0BADUO Ethernet Version 20
BBN Simnet 52080 Ethernet Version 200
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ADD VLAN PROTOCOL

DEC MOP Dump/Ld

60010 Ethernet Version 20

DEC MOP Rem Cons

60020 Ethernet Version 20

DEC DECNET

60030 Ethernet Version 20

DEC LAT

60040 Ethernet Version 20

DEC Diagnostic

60050 Ethernet Version 20

DEC Customer

60060 Ethernet Version 20

DEC LAVC

60070 Ethernet Version 20

RARP

80350 Ethernet Version 20

DEC LANBridge

80380 Ethernet Version 20

DEC Encryption

803D0 Ethernet Version 20

Appletalk

809B0 Ethernet Version 20

IBM SNA

80D50 Ethernet Version 200

AppleTalk AARP

80F30 Ethernet Version 20

IPX EthlI

81370 Ethernet Version 20

SNMP

814C0O Ethernet Version 20

IPveé

86DD0 Ethernet Version 20

IPX 802.3

FFFFO NetWare 802.3 raw[

SNAPDO Sub-Network Access Protocol

ETHERTALK 2

080007809B0 SNAPO

ETHERTALK 2 AARP 00000080F30 SNAPO
IPX SNAP 00000081370 SNAPO
031:0000000000000
g

m VLANsalesO OO OO0 IPX 8022080220 IPXOODOOOOO

ADD VLAN=sales PROTOCOL="IPX 802.2"

s VEANmktg DOOD0OO00O NetBEUIOOODO OO

ADD VLAN=mktg PROTOCOL="NetBEUI"

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
oo0o0ooooo SHOWVLANO OO OOOOoOOoOoooOoooooooooooooooooooooo
0000000000000 DOU000D0U0D00DUD0000 SHOWVLANODODODODODOooDooooo

goooog
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ADD VLANPORTO 1910000

DELETE VLAN PORTO 2390000
DELETE VLAN PROTOCOLO 241 0000
SHOW VLANO 5190000
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ADD VLAN SUBNET

ADD VLAN SUBNET

000000000000 /00000 LAN
ADD VLAN={vlanname|l..4094} SUBNET=ipadd [MASK=ipadd]

vlanname: VLAN O 0103200 0000000000000 000000000000 0O0O0O00O0OODOOO
ipadd: IP 0000000000000

g

VLANOOOOOOoooooo IPOOOoOooooooooooooom
O0O0O0D0DODO0DUDODODODADDVLANPORTOOODOOODOOODOODOODOOODOOOODOO

goooog

VLAN VLANOOOO VLANIDO VIDO
SUBNET 0COO0O00O0OO00OO0O0DOOOO0O0OOOOOOOOO VLANOOOOOODODOODOOOoooOo
MASK SUBNETOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOO

o
= VLAN yomo 0 00000 172.1656.0/24 000000

ADD VLAN=yomo SUBNET=172.16.56.0 MASK=255.255.255.0

goooog

ADD VLANPORTO 1910000
DELETE VLAN PORTO 2390000
DELETE VLAN SUBNETO 242 00 00O
SHOW VLANO 5190000
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CREATE CLASSIFIER

CREATE CLASSIFIER

O000oo0oo0oo0ooooo /0000000

s 0000000000000000QesOO0OODOOO

CREATE CLASSIFIER=rule-id [ETHFORMAT={ETHII-TAGGED|ETHII-UNTAGGED|ANY}]
[PROTOCOL={protocoltype|IP|ANY}] [MACTYPE={L2UCAST|L2MCAST|L2BCAST|ANY}]
[MACSADDR={macadd|DHCPSNOOPING|ANY}] [MACDADDR={macadd|ANY}]
[VLAN={vlannamel|l..4094|aANY}] [TPID={tpid|ANY}] [VLANPRIORITY={0..7|
ANY}] [INNERTPID={tpid|ANY}] [INNERVLANPRIORITY={0..7|ANY}]
[INNERVLANID={1..4094|ANY}] [IPSADDR={ipadd[/masklen]|DHCPSNOOPING|ANY}]
[IPDADDR={ipadd[/masklen] |ANY}] [IPDSCP={dscp-1ist|ANY}] [IPTOS={0..7|
ANY}] [IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}] [TCPSPORT={port]
port-range|ANY}] [TCPDPORT={port|port-range|ANY}] [TCPFLAGS={{URG|ACK|
RST|SYN|FIN} [, ...]|ANY}] [UDPSPORT={port|port-range|ANY}]
[UDPDPORT={port|port-range|ANY}] [L4SMASK={bitmask|ANY}]
[LADMASK={bitmask|ANY}] [L5BYTEOl=byteoffset,bytevaluel, bytemask]]

[L5BYTEO2=byteoffset,bytevaluel, bytemask
[L5BYTEO3=byteoffset,bytevaluel, bytemask
[L5BYTEO4=byteoffset,bytevaluel, bytemask
[L5BYTEOS=byteoffset,bytevaluel, bytemask
[L5BYTEO6=byteoffset,bytevaluel, bytemask
[L5BYTEO7=byteoffset,bytevaluel, bytemask
[L5BYTEO8=byteoffset,bytevaluel, bytemask

[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[L5BYTEO9=byteoffset,bytevaluel, bytemask]]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]

[L5BYTElO=byteoffset,bytevaluel, bytemask
[L5BYTEll=byteoffset,bytevaluel, bytemask
[L5BYTEl2=byteoffset,bytevaluel, bytemask
[L5BYTEl13=byteoffset,bytevaluel, bytemask
[L5BYTEl4=byteoffset,bytevaluel, bytemask
[L5BYTElS5=byteoffset,bytevaluel, bytemask
[L5BYTEl6=byteoffset,bytevaluel, bytemask

m Ipve U UUU0O0O0O0O0O0OODOODODDODOOOOOTIPve OO OOODOOOO

CREATE CLASSIFIER=rule-id ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
[IPSADDR={ip6add/plen|ANY}] [IPDADDR={ip6add/plen|ANY}] [IPDSCP={0..63]
ANY}] [IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}] [TCPSPORT={port]
port-range|ANY}] [TCPDPORT={port|port-range|ANY}] [UDPSPORT={port|
port-range|ANY}] [UDPDPORT={port|port-range|ANY}]

m Tpv6 QosUUULDDOUODODOUOIPveUIUIDUOODOOODN
CREATE CLASSIFIER=rule-id ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
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CREATE CLASSIFIER

[MACTYPE={L2UCAST|L2MCAST|L2BCAST|ANY}] [MACSADDR={macadd|ANY}]
[MACDADDR={macadd|ANY}] [VLAN={vlanname|l..4094|ANY}] [IPDSCP={0..63|
ANY}] [IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}]

rule-id: 000000000 01099990

macadd: MAC 0 0 0 O O xx-xx-xx-xx-xx-xx 0 0 0 0

protocoltype: L3000 00 O EthertypeD OO 016000

vlanname: VLAN U 01032000000000000000_ 00000000000 0O0OOOOOOOOO0O
tpid: TPIDO 1600000160000 4000

ipadd: IP 0000

masklen: 0 0 00000320

dscp-list: DSCP O 000630 0000000000000 00O0DOO0OO

protocol: IP 0 0000000102550

port: TCP/UDP 0 00 00 000655350

port-range: TCP/UDP U 0000001990 0000200000000000000000000000O0O 0O
655350

bitmask: 000 001l600000160000 4000

ip6add: IPv6 00 00

plen: 00 0000000001280 000

byteoffset: 1 00000000 OOTCPOUDPOOOO0OOOOOOOODOOLDOOOOOOOOOO1000000
370

bytevalue: byteoffset 00 0000000000160 00000 ffO

bytemask: bytevalue 0 D00 ANDOODODO1l6e 0000000 ffO

g

goboooboogoboobobooboobbobboo
0000000000000000Classify=00000000000000000000000O00000
ooooooooooIpv600D000000000ODOOO0O0O0O0OODOO0OO0 QoSOOOOOOOOOOO
goboobogoboobooobooboobboobmm
gooooopogobooobooboobobobboobooobooboboobbobbobboon
OoooooIipve00O0O0O0OO0O0O00O0OODOODOOOOO0OO0QeSOOOODODODOODOODUODOOOOO
gboboooobooobobo

goooog

CLASSIFIER 0000000000000 00000000000000000000oooooon
gt ooboobobobbobobobbbobobooooooggo
googd

ETHFORMAT Ethernet 000D U0O0OUO0O0O00O0O0O0O0OOOOOOOOOM ETHI-UNTAGGED
0 Ethernet Version 20 0 O 0 O [0 ETHII-TAGGEDO Ethernet Version 20 0 0 0 O M ANYO O O
O000000000ETHIFUNTAGGEDO ETHII-TAGGED O OO OO0 000000 PROTOCOL
0000000000 0oooo0ooodoPROTOCOLO IPVeO D OO ODODODOOOOOOO
000 ETHI-TAGGED O ETHII-UNTAGGED OO0 D0 00000000000 ANYOD
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CREATE CLASSIFIER

PROTOCOL 0O0O0OO 3|]|]DDDDDDDEthertypeDDDDDDDDDDDDDDDDDDIPDANYD
DDDDDDDDDDDDDDDDDDDEDDDDD16DDDDEthertypel]l]l]l]l]l]l]l]l]l]
00 0O ETHFORMAT 0O ETHII-UNTAGGED O ETHII-TAGGED 0D 0000000000000
0000000000000 dOonDANYDODODOMmMoOoOOO ANYO

MACTYPE 00002000000 0L2QUCASTO D00 OO0 mMI2MCASTO O D OO OOOO
[2BCASTOOO0OOO0OOOMMANYODDODOOOODODDODOOODODODODOOOO ANYD

MACSADDR 000 MACUOO DO 0O M DHCPSNOOPINGO O 0 DHCP Snooping 00000 QoSO
odooo0ooooooooooooooooooooooooooooomooog MACODOO
00 DHCP Snooping 000 0000000000000 O0DOO0O0O0O0DOO0OO00DOOOO0OO
000000 ANYOD

MACDADDR 00 MACOOOODOOOOOO ANYO

VLAN 00 VLANOOOOOOOOOOOOOO VLANOODOODODOODOODOOODOOIPv6 QoSO
O0ooo0oooooooooono VLCANODODODOOODoDoooo ANYO

TPID 802.1Q VLAN O 000000 TPIDU Tag Protocol Identifier0 0 020000 16000000
000000 ANYOD

VLANPRIORITY 8021p00000000000000070000000 ANYO

INNERTPID 000000000000 000 8021Q VLANODODODOODODO TPIDDTagProtOCOI
Identifier0 D 020000 6000000000000 ANYO

INNERVLANPRIORITY 00000000000O0000 8021QVLANDODOOODO 8021p00
00o0oooooooooo70000O0OO ANYD

INNERVLANID 000000000000 OO0O 8021QVLANODOOOOOO VLANIDOOOOO
ANYD

IPSADDR OO IPv4/IPv6e 00 000IPO000O/O000COIPVAODOO0OC IPOOOO/000000
ooolpveO0OODO00OO0O00O0ODOO00OOO0O0ODOOOOOOOODOODODOOOOODODOOO 3200
O000/1280000000000000000000O0O0O 000D DHCPSNOOPINGO OO
DHCP Snooping 00000 QoSO OOOOODODODOODOOOOODODOOODOOOOOO
000000moOIPODO0OO DHCP Snooping00000000D000000O0O0O0DOOOO
odoooooooooooooooood ANY

IPDADDR 00O IPv4/IPv6 000 00IPOOOO/00000IPVA0000 IPOOOO /000000
ooolpveO0OOD0D0O0OO0O00O0OD0O00DOO00OODOOOOOOOODOODODOODOOOODOOO 3200
O000/1280000000000000000ODOODOOOOOOOOOOO ANY

IPDSCP 1IPv4/IPv6 0 00 00O DSCPO DiffServ Code Point0 D 000 OD0OODOODOO 006301IPv4
ooooooooooooooooooooooooolIPTOSODODO0OOOODOODOOooOOoooOg
ANY

IPTOS IPv4aC O OO0 TOSDDDDprecedenceDDDDDDDDDDDDD 0O 70IPDSCPOOODO
oooooooooood ANYO

IPPROTOCOL IPv4/IPv60 0000000000 OCOOIPVAOD/OO00OCOOIPV6ODOOOOOOOO
0000000000 TCPOUDPOICMPOIGMPOO 100 00000000000 10255000
00o0o0oooooooooooooooooD QoSOUU0DoOooooooooooooog
0000000000000 0ooTCPSPORTOTCPDPORT D OO 0O ODODOODOOOOOODOO
Ooooooo TCPOODODOODDOODODOODOOOOOOOODMmMOOOUDPSPORTO
UDPDPORTO 00O ODOOOODOOO0OODOOOOOOOOOOO UDPODOOOOOOOOOOO
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CREATE CLASSIFIER

00000000 oooomooog ANY

TCPSPORT TCPOODOODOOOOOOOODDODOOODOOOODDOODOUOOOOODOODOOOOO
L4SMASK OO ODODOOOO0DO0DOooooO ANY

TCPDPORT TCPOOUOOUOOOUOO0O0OOODODOODODOODOODOOOOOOOOOOOOOOOOO
LADMASKOODODOODOODOODDODOODODOO ANY

TCPFLAGS TCPUOOODUOUOODOO0OODOO0O0O0O0ODOO0OODUOOOUOODOOODOOODODODOODOOOO
gooobobooobooboboobooboooboboobboobbobboobobbbooobobbo
0000000000000 000000000o0ooo0oooooonO ANY

UDPSPORT UDPUUOU0O0O0O0O0O0O0O0O0O0ODUOODOODOOOODODODDOOODODODODODOODODOOODOOOO
L4SMASK OO ODODOOOO0DO0OooooO ANY

UDPDPORT UDPOOO0O0O0O0O0OOOOODOOODODOOOOOOODODOOOOOOOOOOOOOOO
L4ADMASKOODODOODOODOODODODOODODOO ANY

L4SMASK TCP/UDPOO0OUOUOUO ANDOUOOMIf8000000O 160000 16000000
O0000oooooooO0 TCPSPORTO UDPSPORT D DO OOOOOOOOOOOOOOOO
00 O0TCPSPORTO UDPSPORT OO0 0 OO OODOOOOOODODOOOO

L4ADMASK TCP/UDPOOO0O0OUODO0OU0OOD ANDOOOMmMIfL0UOOODD 160000 1600000
O00000oooooDoOooO TCPDPORTOUDPDPORT D 0000 O0OOODOOOOOOOOO
OO0O0O0TCPDPORTO UDPDPORT DO OO DODOODODOODODOOODODODO

L5BYTE010L5BYTE16 TCP/UDPU OO0 UO0O0O0O0O0O0O0OO01000000OObyteoffsetd O O OO
bytevaluell O (M bytemaskD D0 0000 O000O0Obytemask U0 D DM OO0O0O00O0O00O0OO
L5BYTEOIOLSBYTE02.0 0000000000000 00O000O0OObyteoffset0 000000
O0000ooooooOoDO0000000D0U00D0ooooooooIPvea00O0OO TCPOUDPOODO
0000000000000 00000000000000LSBYTExxODODODoDooooooooo
00 PROTOCOLO IPPROTOCOL O O OO0O0OOOOOOOOOODODO

IP ETHII

08000 Ethernet Version 20

X.75 Internet

08010 Ethernet Version 20

NBS Internet

08020 Ethernet Version 20

ECMA Internet

08030 Ethernet Version 20

Chaosnet 08040 Ethernet Version 20
X.25 Level 3 08050 Ethernet Version 20
ARP 08060 Ethernet Version 20
XNS Compat 08070 Ethernet Version 20
Banyan Systems O0BADUO Ethernet Version 20
BBN Simnet 52080 Ethernet Version 200

DEC MOP Dump/Ld

60010 Ethernet Version 20

DEC MOP Rem Cons

60020 Ethernet Version 20

DEC DECNET

60030 Ethernet Version 20

DEC LAT

60040 Ethernet Version 20

DEC Diagnostic

goooon

60050 Ethernet Version 20
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CREATE CLASSIFIER

DEC Customer

60060 Ethernet Version 20

DEC LAVC

60070 Ethernet Version 20

RARP

80350 Ethernet Version 20

DEC LANBridge

80380 Ethernet Version 20

DEC Encryption

803D0 Ethernet Version 20

Appletalk 809B0 Ethernet Version 201
IBM SNA 80D50 Ethernet Version 20
AppleTalk AARP 80F30 Ethernet Version 20
IPX EthlII 81370 Ethernet Version 20
SNMP 814C0 Ethernet Version 201
IPv6 86DD0 Ethernet Version 20
032: 0000000000000
ggo googooo gooooogo gooooooogo
FFFF 1 ooooooooooono  oo0102 . 65535
FFFE 2 2n 0 2(n+1) - 1 0010203 ... 655340 65535
FFEC 4 4n 0 4(n+1) - 1 0030407 ... 655320 65535
FFF8 8 8n O 8(n+1) -1 00708015 ... 655280165535
FFFO 16 16n O 16(n+1) - 1 00 150 160 31 ... 655200 65535
FFEO 32 32n 0 32(n+1) - 1 0031032063 ... 655040 65535
FFCO 64 64n 0 64(n+1) - 1 00 630 640 127 ... 65472065535
FF80 128 128n O 128(n+1) - 1 001270 1280 255 ... 654080 65535
FF00 256 256n O 256(n+1) - 1 002550 2560 511 ... 652800 65535
FEOO 512 512n O 512(n+1) - 1 0051105120 1023 ... 650240 65535
FCO0 1024 1024n O 1024(n+1) - 1 0010230 10240 2047 ... 645120 65535
F800 2048 2048n 0O 2048(n+1) - 1 0020470 20480 4095 ... 634880 65535
F000 4096 4096n O 4096(n+1) - 1 0040950 40960 8191 ... 614400 65535
E000 8192 8192n O 8192(n+1) - 1 00 81910 819200 16383 ... 5734401 65535
C000 16384 16384n O 16384(n+1) - 1 00 1638311638401 327678276811 49151149152
0 65535
8000 32768 32768n O 32768(n+1) - 1 00 327670 327680 65535
0000 65536 goboogoooogg 00 65535
0 33: L4SMASK/L4DMASK O OO 00O
o

eSSHOOOODOOODODOOOooooooooooooooo1oocoooooo

CREATE CLASSIFIER=100 TCPDPORT=22
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CREATE CLASSIFIER

m[Pv6 000000000000 DOODOOODO2010000000

CREATE CLASSIFIER=201 ETHFORMAT=ETHII-UNTAGGED PROTOCOL=IPV6

m 00000 172.16.10.128/28 000 UDPOUOOODOUOOOOODOOOOOOI0OODOOOOO

CREATE CLASSIFIER=10 IPSADDR=172.16.10.128/28 IPPROTOCOL=UDP

m 00000 3ffe:b80:3¢:10::/640 Web O DD DO ODOODOOO IPv6e0D0D0O0D0OD0OODOODOOOO
gooooooonoooooooo

CREATE CLASSIFIER=110 ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
IPSADDR=3ffe:b80:3¢c:10::/64 IPPROTOCOL=TCP TCPDPORT=80

000 0000000000000000009999 0000000

CREATE CLASSIFIER=9999

goooodf

IGMPOOOOODOOOOOOOIGMPOOOOOODOOOODOOOOODDOIPPROTOCOL=IGMP OO
o000 IGMPOODOOOODOODDOOOODOODOO

LSBYTEXX O OO DOOOOOO DO LABYTEO1IO LABYTEQ2.0 DD DD ODODODODODOOOOODOOOOO
LSBYTER2 0 OO O OOOOOLSBYTEOL O LSBYTEOQ3 OO D OO ODOODODODOOOODOOOOOO
OO0 Obyteoffset 000 D000000D000D00DO0OO0OO0DOOODOOODODOOLSBYTEOLO
byteoffset O 2 0 0O O L5BYTEQ2 O byteoffset 0 3000000000000

L3BYTExx OO ODOOO0O000D000000000IPODOODOOOO08ByteO OO0ODOOOO0OO
OoIPOODOOO TCPOOOOODO0DO0O0DO0DODO0O0DO0DO0DO0DO0DO0D0OOOLSBYTEXxODOODODOODOOOOO
0000 IPO0O00O0DOODODO 80ByteDDDOOOOOO0ODOOO0DDODOOO bytevalueDbytemask
gobooobogobooobooboobbobboon
LSBYTExx OO OO OOoOOIPvaOD OO OO TCPOUDPOODODODODOODDODODOODODOODODODODOOO
O0000000OLSBYTExxODOOODOOOOODDOOODOOPROTOCOLOIPPROTOCOLOOOOOO
goooooooooo

goooog

ADD QOS FLOWGROUPO 179000 O

ADD SWITCH ACCELERATOR HWFILTERO 184 0 0 0O O
ADD SWITCH HWFILTERO 188 0 0 0O O

DELETE QOS FLOWGROUPO 231 0000

DELETE SWITCH ACCELERATOR HWFILTERO 2350000
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DELETE SWITCH HWFILTERO 237 000 O
DESTROY CLASSIFIERO 243 0 0 0 O

SET CLASSIFIERO 3250000

SHOW CLASSIFIERO 395 0 0 0 O
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CREATE EPSR

CREATE EPSR

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

CREATE EPSR=epsrname MODE=MASTER CONTROLVLAN={vlanname|l..4094}
PRIMARYPORT=port-number [HELLOTIME=timerl] [FAILOVERTIME=timer2]
[RINGFLAPTIME=0. .65535] [TRAP={ENABLED|/DISABLED}]

CREATE EPSR=epsrname MODE=TRANSIT CONTROLVLAN={vlanname|l..4094}
[TRAP={ENABLED|DISABLED}]

epsrname: EPSRO000001015000000000000000. 0000000000000 O0OALLOOO
gddoooooobooooooooono

olanname: VLAN O 01032000000000000000_. 00000000000 OCOOOOOOOOOOOO
port-number: 0000000000100

timer1: 0 O 0 100ms0 32767s0

timer2: 0 O 0 200ms0 65535s0

0

EPSROOOO0O0O0O0OOO

gobooboogoooooboboooboobbo

010000000000 0U0OD EPSROODOOOOO 160

0000000 VLCANOOOODODOOOOoOOOo2000000000000000000000000O
0000 10000000 oo00ooDoooooDooooDooDOO0O0O0ODO0O0OODOOO

0000 VLANOOOOOOO VLCANOOODODODO EPSRO0O0OOOOOO0OOOODO VLANDOOO
000 VLANDOODODOOOOoOOoOOoO

0000000o0o0oooooooooo 100000000o0Doo0oo0o0ooOoOo0oODoooOoDOoOoO0DOo0OOn
o000o0ooooOooOSNMPOOOOOOODOOODOOOOODOOOOOOOOOODOODOOOOODOO
goboooboooobooobooboobobobboobo
OLACPODOOO00OODODOOOODOOOSTP/RSTPOOOOOOO VLANODOOODOOOODDOOO
OO0 EPSROCDOODOOOOODOOO

0000000000000 00U000UOMSTPOOODOODODODOOEPSROODODOOOOO

goooog

EPSR EPSROOOOO

MODE EPSROOOOOCOOOOOMASTERDOOOOOOOOMMTRANSITOOOOOOOOOOO
goooooo

CONTROLVLAN 000000 VLANOVLANOOOO VLANIDOVIDOOOOOOO

PRIMARYPORT 0O0O0O0OO0OO0OO0OOO0OOOOOOOOOODOO

HELLOTIME 00000000000 HealthcheckDOOODODOODOOODOUDODOODOOOOODOOO
0o00sod@oooboobooboobosdms0d 0o ooboooon
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CREATE EPSR

O0MmsO0000000000100ms0000000000000000O0O 1s0101MM

FAILOVERTIME 000000000 0O0OHealthcheckDOOODODODOOOOODOUOOHELLOTIME
0200000000000000000000000000000000000O Healthcheck OO
gobooooogooobooooooobooboboobooboobbobboobbobobooobo
gobooboboobbobboobbobboboshbo@mboooboboobbbsmsdboooon
000000 ooooooo0000mMmsO00000000001I00ms 00000000000
O00o0oOo2s020MM

RINGFLAPTIME 0000000000000000000O0OFailled0000 CompleteD 0000
000000000000000000000000000000000Failed0000000O0O0
gobooogoooooboooobooooboobboobooboobbobboobbobbooobo
oooooooooo oo

TRAP EPSROOCOOOOOOOOOOOODO SNMPOOOOOSNMPv2cOSNMPV30O OOOOOO
0000000000000 0 ENABLEDOD DD OO M

g

m EPSROO0O00Oblues0 0000000000000 0O0O0OOODDOOOOODDOOOOODDO VLAN
00 VLANODbluescontrol0 0000000000000 0O0O0O 1000000

CREATE EPSR=blues MODE=MASTER CONTROLVLAN=blues_control PRIMARYPORT=1
mEPSROOCOOObluesD 0000000000000 000OD0O0OOO0OOODOOOOOOOOO

VLAN OO VLANDO blues_controlD DO OO OO

CREATE EPSR=blues MODE=TRANSIT CONTROLVLAN=blues_control

goooognd

EPSROOODOD0O0DOOO0000000OD0O0O0O0O0O0000000000OSET SWITCHPORT OOO
OO0 INFILTERINGO O OOODOOOO0DO0OO0D0D0D0D0D0D00D0D0D0D00EPSROODOOOOOOOOODOO
OO0 EPSROOCOOOOOO00OOOOO0OO0OOOOOO

000000 VLANODODODODO 30oooooIlpPo0ooooooooooooooooooooon
VLANOOOOOOooooooooooooooood

EPSROODOOOOOOOO0O0O0OO0 SNMPOOOOODOODOOOOOOOOSNMPv2cO00000O00OO
OO0O0SNMPV3OOOOO0O0O0OO00000000O0OSNMPV1IOOOOOOODOOO0OO0O0OOOEPSRO
SNMPOOOODOOOOODOOOOOOO

goooog

ADD EPSR DATAVLANO 1750000
CREATE VLANO 2250000
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DESTROY EPSRO244 0000
ENABLE EPSRO284 0000
SET EPSRO 3320000

SET EPSR PORTO 3340000
SHOW EPSRO411 0000
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CREATE MSTP MSTI

CREATE MSTP MSTI

000000000000 /00000000000 00000000MSTPO

CREATE MSTP MSTI=instance [PRIORITY=0..65535]

instance: MST O O 0O 0O 00O IDO 1040940

g

MSTOOOOOOOOOOOO
10000000000000010000000000000MSTOOODOO0000000 6400
0000 MSTOOOOOOOD VLCANOOOODODOOOADDMSTPMSTIVLANOOOOOOOO

goooog

MSTI MSTOOOOOO IDOO0O CISTO Common and Internal Spanning TreeD 00 0000000
goooooooo

PRIORITY 0O MSTUOOOOODOOOOOODODOOOOOODOOOOO0O0ODOO0O0O00O0OOOOOOOMST
oo oboobobobobobobobbobobooooUogog
OOooooess3ssiiooooonooiouo409600000000000000 409600000
00o0oo0oooooooooooooooooomoogoono 327680

g
s MSTOOOOOOD1O0OOO0O0OOO

CREATE MSTP MSTI=1

goooog

ADD MSTP MSTIVLANO 178 00 0O
DESTROY MSTP MSTIO 2450000
SHOW MSTPO 4250000

SHOW MSTP MSTIO 436 000 O
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CREATE QOS FLOWGROUP

CREATE QOS FLOWGROUP

000000000000 /QoS

CREATE QOS FLOWGROUP=flow-list [PREMARKING={USEMARKVALUE|USEDSCP|NONE}]
[MARKVALUE={0. . 63|NONE}] [DESCRIPTION=string] [ACTION={FORWARD|DISCARD|
SENDMIRROR|SENDVLANPORT|FORWARD, SENDMIRROR|SENDMIRROR, SENDVLANPORT|
NONE}] [VLAN=1..4094 PORT=port-number]

flow-list: 00 0000000000100 00000000000000O0O0O00OO
string: 10 0010150000000000000000000000
port-number: 1000000000100

g

goboobooooooon
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000000 ooDoooo0oUoooD QoS00 ooooooooooooOooon
O00000ooUQeSOOODDODDODOODODODOODODDODODODUDDOD

goooog

FLOWGROUP O00O0OO0OO0O0O0OO

PREMARKING 0000000000 000000000O0O00000OD0OO0O0OO0O0O0O0O0 QoSO
00o00DooDSCPOODOOOODODODOOOO8021pO0000D0O0OOO0OODODO0O0OOO
OO0 DSCPMAPOOOOOOOOODOOOOODOODUODODODODOODDODOODODOOODOO
USEMARKVALUEOOOOOOOOOMARKVALUEO O OOOOODOOOOODODOOODOOO
OOUSEDSCPOOOOOOOOOODOOOO DSCPOOOOOODODOOODOOOOOOODDOOO
O000O0O0ODSCPMAPOOOOOOOD 100000000000D00000O 10000NONE
goooooooooboooooooboobboobooboobbobboobboobobooobo
O0O0DO0D0ODONONEDODOODDODDOUOOUOOoooooooooooooooooooooooo
0000000 00oooooo0oooooooooooooIPveOOOOODOOOODOOOOO
QoSOOODUDODOOUSEDSCPOOODUDOOOODODODDOOODODODOODOOODOOOODOO

MARKVALUE PREMARKINGOOOOOOO USEMARKVALUEOOOOOOOOOOOOOOO
O DSCPMAPOOOOODOOOOODDOOOOODOOODSCPOOOOODODOOOOD NONE

DESCRIPTION 000000000 OOOOOOOOOO

ACTION 0000000000000 OO0O000ODO0ODOOOOO0O0O0ODODOOOOOO0OODODOODOOO0
goboogooboooobooooooobooboboobooboobbobboobboboboobo
00000000000 0o0ooo0000UU0D0O0 NONEDDDDODODDOODOoooooooon
O00000000@moOoOD NONE

VLAN 0000000000 00000O0DO0000 VLANODACTIONOOOOOOO SENDVLAN-
PORTOOOOOOODOOODODOUOOOOOODOODOODDOODODD PORTOODOOODODOOOOO
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CREATE QOS FLOWGROUP

goooo
PORT OO0O0O0O0OO0O0OOO0ODOOODOODOUODOOOOOACTIONOODOOOODO SENDVLANPORT
0000000000000 o0o0ooooooooooo VLCANODOOoOoooooooo

gon
FORWARD goboooboooooooo
DISCARD gobooooboogn
SENDVLANPORT O0o0o0oooo VECANOOOOOOD PORTOOOO

gogoooooooooboobobobboboboooooo
OPORTOO OO VLANO VLANOOOOOODOOOOOOO
gobooopooooboobobo
SENDMIRROR gobboooboobobbooobboobbuoobbbo
SET SWITCH MIRRORO OO O OOOOOOOOOOOO
ENABLE SWITCHMIRRORO OO OOOOOOOOOO
goboooboobooobbobboo
FORWARD,SENDMIRROR FORWARD 0 SENDMIRROR OO0 0000000 OSEND-
MIRRORO O OOOOOOOOOODO
SENDMIRROR,SENDVLANPORT SENDMIRROR O SENDVLANPORT O O OO O OooOO0O
NONE oo uoo
gobooooboooooobooobo

0 34: ACTIONOOOO0OOOoOooooooooooo

g

0000000500000 000000000000000D0ODODOO0O000O000OD0O DSCPMAP
000000000 0o 0000000 100oooooooooo DSCPOOODOODOOUOODOOO
802.lp00000ODOOO0ODOODOODNO

CREATE QOS FLOWGROUP=50 PREMARKING=USEMARKVALUE MARKVALUE=50

goooognd

ACTIONO VLANO PORT OO OO OOOOIPv6 DO OODO0OO0OOD QoSOOODOOOODODODOOO

goooog

ADD QOS FLOWGROUPO 179000 O
DELETE QOS FLOWGROUPO 231 0000
DESTROY QOS FLOWGROUPO 246 0 00O O
SET QOS DSCPMAPO 3570000
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SET QOS FLOWGROUPO 3590000
SHOW QOS DSCPMAPO 461 0000
SHOW QOS FLOWGROUPO 463 000 O
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CREATE QOS POLICY

CREATE QOS POLICY

000000000000 /QoS

CREATE QOS POLICY=gos-list [DTCDROPBWCLASS3={YES|NO}]
[DTCIGNOREBWCLASS={YES|NO}] [DTCMAXBANDWIDTH={bandwidth|NONE}]
[DTCMAXBURSTSIZE=burstsize] [DTCMINBANDWIDTH={bandwidth|NONE} ]
[DTCMINBURSTSIZE=burstsize] [DTCPREMARKING={USEMARKVALUE|USEDSCP|NONE}]
[DTCREMARKING={USEDSCPMAP|PRIORITY|PRIO+BWCLASS|BWCLASS|NONE}]
[MARKVALUE={0. . 63|NONE}] [DESCRIPTION=string] [DTCACTION={FORWARD|
DISCARD|SENDMIRROR|SENDVLANPORT|FORWARD, SENDMIRROR|
SENDMIRROR, SENDVLANPORT}] [VLAN=1..4094 PORT=port-number]

qos-list: QoS U 000000025500 0000000000000000000
bandwidth: 0 0 0 0 10 16998400Kbps

burstsize: 00 00 00 0000 268435455Byte ]

string: 10 0010150000000000000000000000
port-number: 1000000000100

g

QoSOODOoooOoooo

QoSOU0OUIDDUUIDOUUIDDUONDUOD QoSOODUODDUODDUODDUODDOUDODOODODOO
0000000000000 oDoU1lDoooooooog
QoSUUIUIUIODUIU0DDUUDD0DODDDODOOUDDUDDDUDD0DUDODUDDLODOUDLOOODODOOO
0000000000000 QosOooooooong
O0000ooDoOoQoSOO00O0ODOOODODODOO0DUDU000DOD0DDD0U0UODUODDODODDDODDOODO
gooo

goooog

POLICY QoSO OOOODO

DTCDROPBWCLASS3 000000000000 00OO00DODO0O0OO0000MO0DO0OM  DTCMAXBANDWIDTH
0O DTCMAXBURSTSIZED 0000000 0ooooooooooooooooooooooooon
O00000YESOOODODODODOOUODooUooooooooooooooooooooooooo
NOOOOOOoODOOooOOoOooooooooooooo 3000000 omoooooooooo
O000000OD0D00DD0D0OD0D0DODREDOODOOOODOOOOOOOOODOOODOOODOOODODOO
300 000000000000000000000 NOO

DTCIGNOREBWCLASS 0000000000000 O0OO0OO0OOOOOOOOOOOOOOOO0O0OO0
0 DTCMAXBANDWIDTHO DTCMINBANDWIDTHO OO0 0000000000000 O0OO
0000000000000 00U00D0D0DD0D0000000DDODODODODOOYESODDOODOO
gooboooogoooboooooooboobboobooboobbobboobboobbooobo
000000000 o0oNOUD D000 ooooooooooooooooooooooon
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CREATE QOS POLICY

0000000000000 ooooooooooo Nog

DTCMAXBANDWIDTH 00000000000000000000000000000000Kbps™
goooooooooobooobobobbobbbbobbooooooboobb bbb bbbobo
000D00o0000oo0oooDooo KbpsUOOOODOOOODODOOKOOMOOGOOOODOOO
00000KbpsID MbpsID GbpsO OO D OO0 OMMIDGUOOODOODDOOMmM?2.25G00
01284MO 0000000 0ODOODOODOODODOOOQoSOOUDDUDDODODODODODODDOODOOOO
O000000000oO0oO0ooboooOOd NONED

DTCMAXBURSTSIZE 0000000000000 0O0O0OOOOOOOODTCMAXBANDWIDTHO
00000000000000000BytemODO0O0O0O0D0O0O0O00O DTCMAXBANDWIDTH O
OD0O0ODO0OO0OO0DODICMAXBANDWIDTHO O OO ODODOOOoOooooooooooooooooo
00000000000000000 ByteDOOOOOODOO0ODOOKODMODGOOOOOOOO
0 0 00 KbyteD MbyteIlD GbyteDO U0 000 M KOO MOD GOO OO OO00OO M 2256G0
oo1284MO0 0000000 DOODOOOODOOOO0OOOO0O0OOO DTCMAXBURSTSIZE O
oooooo0O0o000ooooOoOoO000000000o0DoooDTCDROPBWCLASS3=YES
O00MMmooo0o030000000DTCDROPBWCLASS3=NOOOOMmMOOOO 0O

DTCMINBANDWIDTH 0000000000000 0000000000000000KDbpsmO
gooooooooooboobobbobbobboobooooooooLoooDbDUobbbboDb o
00000000 KbpsODODOOODODOOOODODOKOOMOOGOOOOODOOOOOOOKDbpsM
OMbpsID GbpsOU OO0 0DDDMMIDGOOOOOOOOOMmM2256GO0001284MO0000
O0000ooooooDoDO0o0o0QQeSObD0DODODODDOO0DDOD0D0D00D0D0DoooDOoOooDoOoOO
0000000000 NONED

DTCMINBURSTSIZE 0000000000000 000O00OO0O0C0COODTCMINBANDWIDTHOO
000MO0o0000 100000000000000Byte DTCMINBANDWIDTH O NONE [
O000oDoooooooDTCMAXBANDWIDTHO OOOOMMOOOO0O 2000000000
O0000ByteO0ODOO0ODO0OO0OO0O00O0DOO ByteDOODOOOOOODOOKODOMON GO
00000000 000KbytelD MbytelID GbyteD OO DD 00 M KOOMOIDGOOOOOO
O0o0om2256GO001284MOD 00000000 OOO0OO0OODOODTCMINBANDWIDTH
ONONEOOOOODTCMAXBURSTSIZEO OO OOOODODOODODOODOOOOOOOOOOO
oooooogg oo

DTCPREMARKING 0000000000000 O000O0OO0O00ODOOO0OODOOOOOOOOOOO
0000000000000 oooooo000oooooU00oD QoSUOUoooooooon
000 DSCPMAPOOODODOODDOODDOUOOODOOOOOODOOODOOODOOODOODOOOOODO
USEMARKVALUEOOOOOOOOOMARKVALUEO O OOOOODOOOOODODOOOODOOO
OOUSEDSCPOOOOOODOOOODOOOO DSCPOOOOOODODODOODOOOODOOODDOOO
O000O0O0ODSCPMAPOOOOOOOD 100000000000O00O00O0O 10000NONE
0000000000000 0oDooU0000oDooO000000D00O00000D0O0 NONEODO
OoIPv6e 0000000000 DODOOO0QoSOOOOOOOUSEDSCPOOOOOOODDODOOOO
gobooooobooooboobm

DTCREMARKING 0000000000000 00O00ODOO0ODOOOO0OODOOOOODOOOOOOO
000000000000 00000 QoS00 0ooUooooooooDooDoooooon
O000000oooooo00000ooooo00000noUSEDSCPMAPOODOODOOOOOOOO
00000000 oooooooo DbSCPOOODOOODOOUODODDOOOODODO DSCPMAP
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CREATE QOS POLICY

000o00oooooDSCPOODOOO0OOOOOOOO8021p000000D00OO0O0D0OOOO
PRIORITYOPRIO+BWCLASS OO O ODO0OOO0OODO0OOOODO0DO0O0OO0OO0OOO0OOO0DOOOOOOOO
00000000 QUEUE2PRIOMAPOO0O00O0D0O0O802.1p00000000000O0O000O
BWCLASSONONE O OO ODOOODOOODDOO0OO0DOO0OO0O0O0O0O0O0O NONED OO OPRIORITY O
PRIO+BWCLASSO BWCLASS O NONEO O OO OOoOooooooooooIpveOOOOOODO
0000000 QoSOO0O0UDOOOUSEDSCPMAP D OO DOOODODOOODOOODOOODOOODO
gooboogm

MARKVALUE PREMARKINGOOOOOOO USEMARKVALUEOOOOOOOOOOOOOOO
O DSCPMAPOOOOODOOOOODDOOOOODOOODSCPOOOOODODOOOOD NONE

DESCRIPTION 0O000000O00O0O0OOOOO0MMPOLICYODDOOOODOOOOOODOOOODOOO
gobogboobbooboooboobooobo

DTCACTION 00000000000000O0O0O0DOOOOOOOODOOODOOOOOODOOODOOO
goboogoobooooboooooooboobboobooboobbobboobbobboobo
O0000000oooooooooU0o0000000o0oooDoooo000000 NONED OO
0000000000000 D000U000D 000D oo0gg FORWARD

VLAN 00000000000000000D0000000O00000000 VLANO DTCACTION O
000000 SENDVLANPORTO O OO OOOODOOOOOOOOODOOOODOODOOOO PORT
goboooboooobobooboo

PORT 0000000000 OOOOOU0O0O0000000OO0OOODOODODOODOOODTCACTION O
000000 SENDVLANPORTOOOOOOOOODOOOODOODOODOOOOODOOOOO VLAN
goboooboooobobooboo

FORWARD goboooboooooooo
DISCARD gobooooboogn
SENDVLANPORT O0o0o0oooo VECANOOOOOOD PORTOOOO

gogoooooooooboobobobboboboooooo
OPORTOO OO VLANO VLANOOOOOODOOOOOOO
gobooopooooboobobo

SENDMIRROR gobboooboobobbooobboobbuoobbbo
SET SWITCH MIRRORO O DO OOOOOOOOOOOO
ENABLE SWITCHMIRRORO OO OOOOOOOOOO
goboooboobooobbobboo

FORWARD,SENDMIRROR FORWARD 00 SENDMIRROR OO0 0000000 OSEND-
MIRRORO O OOOOOOOOOODO

SENDMIRROR,SENDVLANPORT SENDMIRROR O SENDVLANPORT O O OO0 O OooOO0O

0 35: DTCACTIONOD OO0 OOoOooooooooooo

g

mQoSOO0001I0000D0O0O
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CREATE QOS POLICY=10

goooodf

CREATE QOS POLICY

DTCACTIONOVLANOPORTO OO O OO OOPve OO OOOODOOOD QoSOODOODOOODOODOOO

goooog

ADD QOSPOLICYO 1800 00O

DELETE QOS POLICYO 2320000
DESTROY QOS POLICYO 247 00 00

SET QOS DSCPMAPO 3570000

SET QOSPOLICYO 361 0000

SET QOSPORTO 3650000

SET QOS QUEUE2PRIOMAPO 3700 00O
SHOW QOS DSCPMAPO 461 0 00O

SHOW QOS POLICYDO 465 000 O

SHOW QOS QUEUE2PRIOMAPO 472 0000
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CREATE QOS RED

CREATE QOS RED

000000000000 /QoS

CREATE QOS RED=red-id [DESCRIPTION=string]

red-id: REDO 0000000 D2040
string: 10 0010150000000000000000000000

g

REDO Random Early Detection/Discard 00 0000000000000 REDOOOODOOOO0OOOO
0ooooooooooooo 8g00odoooooooooUoooooDooooooDoooon
Dl]DDDDDDDTaﬂ—dI‘OpDDDDDDD]

00 OO0 0REDO Random Early Detection/Discard00000000000000000000000O
oo obbobbobbbbobbbbobddooonoo o
REDOOOOO0O0ODOOOODOOOO0O000D00O0D0D0OREDODOOOOOOOODOOOOOOOOOO
ODO00O0O0ODOREDOOODOOOOOOOREDODOOOOOOOOOOOODOOODODO REDOOODOOO
O0000 REDODODOOODO0OOOODOO0ODOO0ODO0OOOOO0OO SETQOSREDOOOOOOOO
goodoooooooooo

D00 REDODOUOOOOOOSETQOSPORTOOOOO REDODDODUODODUOODOODODOOODO RED
000000000000 0000O0D0OREDODODOOOOO NONEODOOOODOOoOOooooooooog
Tail-drop DO OO0DOO

goooooooo REDDDDDDDl]ll]l]DDDDDDDTaﬂ—drOpl:JDDDDDDDSTOPIDSTOPZD
STOP3 000000000000 0DOoOn 102030000000000¢

goooog

RED REDOOOOOOOODO10000000 REDODOOOOOOOOOOOOOOUOOOOO
DESCRIPTION REDOOOOOOOOOOOOOODOOOO

g
s REDOOOOOOO20000000

CREATE QOS RED=2 DESCRIPTION="Sample RED curve set"

goooog

DESTROY QOS REDO 2480000
SET QOSPORTO 3650000

216 | CentreCOM 9924T/4SP09924SP 000 000D DOO0O 2.9 gooogoo
J613-M0581-02 Rev.J



SET QOSREDO 3710000
SHOW QOSREDU4740000
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CREATE QOS TRAFFICCLASS

CREATE QOS TRAFFICCLASS

000000000000 /QoS

CREATE QOS TRAFFICCLASS=tc-list [DROPBWCLASS3={YES|NO}]
[ IGNOREBWCLASS={YES|NO}] [MAXBANDWIDTH={bandwidth|NONE}]
[MAXBURSTSIZE=burstsize] [MINBANDWIDTH={bandwidth|NONE} ]
[MINBURSTSIZE=burstsize] [PREMARKING={USEMARKVALUE|USEDSCP|NONE}]
[REMARKING={USEDSCPMAP|PRIORITY|PRIO+BWCLASS|BWCLASS|NONE}]
[MARKVALUE={0. . 63|NONE}] [DESCRIPTION=string] [ACTION={FORWARD|DISCARD|
SENDMIRROR|SENDVLANPORT|FORWARD, SENDMIRROR|SENDMIRROR, SENDVLANPORT}]
[VLAN=1..4094 PORT=port-number]

te-list: 000 0000000000010230000000000000000000000
bandwidth: 0 0 0 0 10 16998400Kbps

burstsize: 00 00 00 0000 268435455Byte ]

string: 10 0010150000000000000000000000

port-number: 1000000000100

g

goboooopoooboooobo
0000000000000 o QoS00 ouooouooooooooooooooooooon
gobooobooooboobobooboobbobboo

O0000ooDo QeSOO0DDDOODODODOODODDOODDUDDDOODO0ODODODOOOODODDOODOODOO
0000000000000 0DooQeSO0D0DUDNDDDDODU00NNDDDODDO0O0ODNQoSOO
goooooogoobooobooboobobobboobooobooboboobbobbobboon

goooog

TRAFFICCLASS 00000000000

DROPBWCLASS3 0000000000000 OOOOODOOOO0MAXBANDWIDTHO MAXBURST-
SIZEOOOO0OO0O0O0O00000oooooooooooooooooooooooooonYESOO
000000000000 00o0000o00o0oooooooooooooOoNODoDDoOoooooOO
0000000ooooooo 300000000000 ooooooooooDooUooooo
OO0OOREDOOOOODOOODOOOOOODODOODODOODODOOOOOOO 30000000000
O0000000ooDoUooo NOO

IGNOREBWCLASS 00000000 O0OO0OOOOOOOODODOODOOOMAXBANDWIDTHO
MINBANDWIDTHO OO OOOOOODOODODOOOODODODODDODOOO0DOO00D0Do0ooooooo
0000000000 oD000000000o0YESOODODODODODODOoooooooooooooo
000000000000 00000000000o00ooo0oooooooooDoooooONODDO
gobooooogooobooooooobooboboobooboobbobboobbobobooobo
O00o0ooooo NOO
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CREATE QOS TRAFFICCLASS

MAXBANDWIDTH 0000000000000 0000000O0KbpslDOOOOO0OOOOOO0ODO
goooooobooboooboboobobbobbobooboooooooobobbobbobbobbobo
KbpsOOOOODOODOOOOOKOIODMODGOOOOODOOOOOOOKbps MbpsI GbpsU
oooooomMOOGUOOOOOODOOO0OMm2256GO0001284MO0 00000 0O0OOOOOO
O0000QoSUOIUIOIUIUDUOUODDDDDODDODDOODUONDDODODODODODOODDDOODDODOO
0O NONED

MAXBURSTSIZE 000000000000 D00OO00O0MAXBANDWIDTHOOOOOOOOOOOO
O000000Bytel OODOODOOO0DO0OO MAXBANDWIDTHOO OO O OO OMAXBAND-
WIDTHOOOOOOOODOOOOoODoooooooooooooooooooooooooooo
OO0 BytetDOOOODOODOODOO0OKOOMOOGOOOOOOOOOOOUOKbytel MbytelD
OGbytetUODDOODODMKOODMOIDGOODOOODOOODOMmM2256G0001284MO00000
O0000000oooooooooooo0 MAXBURSTSIZEDO D OO OOOOoooooooo
000000000000 00000DROPBWCLASS3=YESOOOMmMOOoOoOO3000000
0 DROPBWCLASS3=NO O OO MM OOO0O od

MINBANDWIDTH 000000O00000000000COKbpstDOOOODOOOOOO0ODOODO
0000000000000 0000000000000000000 KbpsODODOOODODOODO
00O0KODMOODGOOOOOODO0O00000KbpsD MbpstD GbpsO0 0O 0O 0 O O 0 MOD GO
O00000o0om2256GO0O01284MOCOOOOOO0O0OOOODOO0ODOOOQoSOODOOO
0000000000000 0000000 0000000000000 d NONED

MINBURSTSIZE 000000000000 O000O0O0O0MINBANDWIDTHOOOOOMmMOOOOO
1000000000000 00Byteld MINBANDWIDTHDO NONEOOOOOOOOOOOO
OMAXBANDWIDTHOOOOOMMOOOOD 200000000000000Byte™ 000000
000000000 Byte0DDOODDO0O0OO0DDO0O00DKOODMOODGOOOOOOOOOODUOKbyteD
0 Mbyte[ID GbyteU D DO 000 M KOO MODGOO OO OOOO0OMm2.256G000128.4M0O0
O0000ooooooo0oo00oooMINBANDWIDTH O NONE O 00O 0O 0 MAXBURSTSIZE
000o00oooooooooooogoooooooogoog oo

PREMARKING 0000000000000 0O00O0OOO0OOODOOODOOOOOOODOOOOOO
0000000000000 QoS00 oDDOoooDooo0on DSCPMAPOOOOOOOOO
0000000000000 0000000000U0U000OUSEMARKVALUEDO D OO OOQOQgQ
MARKVALUEDOOOOOOOOOOOOODOOOOOOOUSEDSCPOOOOOOODOOOODO
o0 DSCPOOOODDOODOODODOOOOOODOODUOO0OOOOOODSCPMAPODOOODOOO
10000000000000000010000ONONEDO DD D000 00oooooooooon
0000000000000 0000000NONED OOODUOoDoooooDooooooooooo
0000000000 oDO000000o000oo0D00ooooooooDooDooooooIPvenO
000000000000 QoSOOOOOOOUSEDSCPOOOOODODODDODOOOOOOOOOO
gobogobooon

REMARKING 0000000000000000000000O0O0O0OOOODODOOODOOOOOOO0O
000 QoSOO000DD00NN0ONo00DOD0O00D00N0DNND0D0D0o00DoDoooooooOn
0000000000 USEDSCPMAPOOOOOOOODOODOOODODODOOOODOOOOOOODOO
ODSCPOOOODODOOODDODOOOODOOOD DSCPMAPOOOODODOOOODSCPOOOOO
0000000008021p0000000000000000PRIORITYOPRIO+BWCLASSO OO
0000000000000 000000000000o0oD000000000d QUEUE2PRIOMAP
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CREATE QOS TRAFFICCLASS

0000000008021p0000000D0000000O0O0BWCLASSONONEOODODOOO
000000000000 DD0O0O NONED O OO PRIORITY O PRIO+BWCLASSO BWCLASS O
NONEOOODOOOOOooooooooooIpveODODDOOODODODOOOOODO QoSOOOODOODO
USEDSCPMAPOOO0OOOOOODOOOOODODOOOOODOOOOODOO

MARKVALUE PREMARKINGOOOOOOO USEMARKVALUEOOOOOOOOOOOOOOO
O DSCPMAPOOOOODOOOOODDOOOOODODOODSCPOOOOODODOOOOD NONE

DESCRIPTION 0000000000000 O0O0OOOOCOMOMTRAFFICCLASSOOOOOOOOO
goboooboooooboooboobobobbooboobooobobooboboobo

ACTION 0000000000000 OO0000ODODOOOOO0O0OO0ODODODOOOOO0OODODOOOOO0
goboogooboooobooooooobooboboobooboobbobboobboboboobo
000000000 00ooooo0o0o000U0U000D0O0 NONEDDOD DD D OO Ooooooooo
00000000000 mouod FORWARD

VLAN 0000000000000000000000 VLANOACTIONOODOOODOO SENDVLAN-
PORTOOOOOOODOOODODOUOOOOOODOOOODDOODODD PORTOODOOODODOOOOO
googod

PORT 000000 DO0OO0O0O0OOOOOOOO0DODOODOOOOO0OACTIONDOOODOOO SENDVLAN-
PORTOOOOODUOOOOOODODOOOODOOOUOODODODOOD VLANDODODDODODOOOOO

googd
FORWARD goboooboooooooo
DISCARD gobooooboogn
SENDVLANPORT O0o0o0oooo VECANOOOOOOD PORTOOOO

gogoooooooooboobobobboboboooooo
OPORTOO OO VLANO VLANOOOOOODOOOOOOO
gobooopooooboobobo

SENDMIRROR gobboooboobobbooobboobbuoobbbo
SET SWITCH MIRRORO O DO OOOOOOOOOOOO
ENABLE SWITCHMIRRORO OO OOOOOOODOOO
goboooboobooobbobboo

FORWARD,SENDMIRROR FORWARD 0 SENDMIRROR OO0 0000000 OSEND-
MIRRORO O OOOOOOOOOODO

SENDMIRROR,SENDVLANPORT SENDMIRROR O SENDVLANPORT O O OO O OooOO0O

0 36: ACTIONOOOO0OODO0OO0ooooooooooo

goooodf

ACTIONO VLANO PORT OO OO OOOOIPv6 D000 OO0O0OOOD QoSOOODOOOODODODOOO

goooog

ADD QOS TRAFFICCLASSO 1810 000
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DELETE QOS TRAFFICCLASSO 233 000 O
DESTROY QOS TRAFFICCLASSO 2490 000
SET QOS DSCPMAPO 3570000

SET QOS QUEUE2PRIOMAPO 3700000
SET QOS TRAFFICCLASSO 373 0000
SHOW QOS DSCPMAPO 461 00O O

SHOW QOS QUEUE2PRIOMAPO 472 0000
SHOW QOS TRAFFICCLASSO 477 0000

CREATE QOS TRAFFICCLASS
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CREATE STP

CREATE STP

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO
CREATE STP=stpname

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

STPOO0O00O000O0OOSTPOD0O0OOOdefault0 000 32000000000
OooOoo STPOOODOOOODOOODOOOOODOODOOOOO

goooog

STP STPOOOOO

g
mSTPO0O0Omystp0 000000

CREATE STP=mystp

goooog

DESTROY STPO250 0 00O
ENABLE STPO 2950000
SET STPO 3770000
SHOW STPO 4800 0 0O
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CREATE SWITCH TRUNK

CREATE SWITCH TRUNK

o0o0oooooooooo /000

CREATE SWITCH TRUNK=trunk [PORT=port-list] [SPEED={10M|100M|1000M}]
[ THRASHACTION={NONE|LEARNDISABLE|PORTDISABLE|VLANDISABLE|LINKDOWN}]
[THRASHTIMEOUT={NONE|1. .86400}]

trunk: 00000000001015000000000000000 00000000000 O0OOODOOOOOO
ooo
port-list: 000000000010 00000000OO0O0OOOOOOOOO

g

gobooobooooooooo
000000000 1200000000LACPODODOOODOOOOOOOOOOOOOOOOmMOOOO
000000 U00ooD0ooUooDUoo 40000

goooog

TRUNK 0O00000O0O0O0MmMLACPOOOOOOOOOLACPO Link Aggregation Control Protocold
oo oboobobboobbobbobboooooooooo

PORT 0000000000000 O0O0O0O00D0O0O00O0O00O0O0O0O0O00400000000000A0
odoooooooooooooooooooooooooooooooon VLANODODOOOO
goooooooo

SPEED 0000000000000 O00O0OO00O000O000O0D0O00D000O0O0OO0O0000oOOGg
000000000 0AUTONEGOTIATED 0O 0O

THRASHACTION 00000000000 MACOODOOOODOOOOOO MACOODOODOOOO
000000000000 oooo000 0000000 NONE] 000000 MmMLEARNDISABLE
odoooooooooooooo MACOOOOODDOODOOOOMmMPORTDISABLED 0 O0O0O0O
000000oooooooooooo00@MVLANDISABLEE OO OO0 Oo0oo000 VLANOO
00000000 ooooooooooooooooooDoD@LINKDOWNI OOoooooooo
ooo0ooooooooooooooooooooooo0o0ooooTHRASHTIMEOUT O O
JoooooooooooooDoD0oDO0D0O00d00d0000O0O0DO0Mm O0Oo0OPORTDISABLEO
LINKDOWN OO OOOENABLESWITCHPORTO OO OO OODOODODODODODODODOOOOOO
000 VLANDISABLE 00O 0O 00OENABLE SWITCH PORT VLANO OO O OOOOOOOOO
O000000oo0o0o0o0od LEARNDISABLED

THRASHTIMEOUT MACOOOOOOOOOOOOOODOOODOOODOOOOOMNONEOOODOOO
OO0O0OTHRASHACTION O OOOO OO LEARNDISABLEO O OO OO0 OoOOoOOooooogo
ONONEODODOODODDODODDODDODOOODOODODODDODDODOOO0OODO NONEDOODODOODODOoooOO
THRASHACTION OO OODOOOOOO LEARNDISABLED OO OOOOO0O0O0OoOoO0oooog
o000 l100o00o0oo0oooooo 1100
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CREATE SWITCH TRUNK

g

mJ00000000aggrl00OOO0DOODO

CREATE SWITCH TRUNK=aggrl

goooodf

THRASHACTION O OO OOODOOO VLANDISABLEO OO OO OOOOOOODODOOOOOoO0oOoO
0000000000000 00O00OSETSWITCHPORTO OO OO INFILTERINGOOOOOODOOOO
ODOODODO0DODODOVLANDISABLEO O OO OODODODODODODO0DO0OO0DO0DOODODOOODOOOOOOOOOOOO

goooog

ADD SWITCH TRUNKO 1900 00O
DELETE SWITCH TRUNKO 238 0 0 0O O
DESTROY SWITCH TRUNKO 251 00 00O
ENABLE SWITCH HASHO 3000 O OO
SET SWITCH THRASHLIMITO 391 00 0O
SET SWITCH TRUNKDO 3920000
SHOW SWITCH TRUNKO 5170000
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CREATE VLAN

CREATE VLAN

O0000o00o0o0ooO0o /oooo0 LAN

CREATE VLAN=vlanname VID=2..4094 [PRIVATE]

CREATE VLAN=vlanname VID=2..4094 SUBNET=ipadd [MASK=ipadd] [PRIVATE]
CREATE VLAN=vlanname VID=2..4094 PROTOCOL=protocoltype [PRIVATE]
CREATE VLAN=vlanname VID=2..4094 [NESTED]

CREATE VLAN=vlanname VID=2..4094 SUBNET=ipadd [MASK=ipadd] [NESTED]

CREATE VLAN=vlanname VID=2..4094 PROTOCOL=protocoltype [NESTED]

vlanname: VLAN O 010320 00000000000000 0D 0000000000000 0O0O0OOOODOOO
Odefaut D ALLOOODOOODOO0OO0OO0OOOOODOOOOODO

ipadd: IP 0000000000000

protocoltype: L3O 0000 000l600MOxODOOOOOOO

g

VLANOOOODOO

odoooooooooooo VLANOOO 3000

o000 VLANO OO VLANOODOO

OIPOOOOO VLAN

000000 VLAN

OU000000 VLANOOOOODO 200000000000 VLANONested VLANODOOODOOODO
oooooooo AT-FL-090 00

000000 VLANO Private VLANDO

000000 VLANO Nested VLANDO

goooog

VLAN VLANOOOOOOOOOOODOODODOOOOO0O0O0OO0OO0O0OO0103200000000000000
0000000000000 00000000defaulttm ALLODOO0OD0O0O0O0 OO0 M vlanXXXXO
OXXXXOODOD0OD0ODo0ooooooooooooXXXXoooo VIDODVLANIDODOOOoOOoOGOO
O000O0O0O0OOVLANOODODODOOOODOODODODODODOSHOW VLANODOOOOOOOO
OOOVLANOOODOOODOODOOOOOODO0OooooooooVLANOOOOODOoooooo
gboboooboooobooooboobbobboon

VID VLANIDOOOOOOOOOO0OOOO0Oooooooooooooooooooooo1o VLAN
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CREATE VLAN

default 000000000000 0O0D0O0OOUOOOONESTEDODOOOODOOOOOOOOOOOO
0O VLANO Nested VLANO O OO OOOOD M VIDOOOODDOODOOODOOO IDOCIDMD OO
oooooooooooIboooooo

SUBNET COOO0OO0OO VLANOOOODOOOOODOMASKOOOODOOOOOOOoOoooooooo
ADDVLANSUBNETOOOOOOOOOOOODOOOOOODOO

MASK 00000 VLANOOOOOOOOOOOODODOODOOODDODOOOOOSUBNETOOOOOO
gobooboooboooboooboo

PROTOCOL 00000 VLANOOOOOODODOOODOOOOOOODOOODOD ADD VLANPROTOCOL
O0000o0ooooogleODmoxDODODOD0DODUODUODODODODODODODODOoOooDoOoOooOoOOOn
000000000000802200 10000DSAPOO0OOOEthernet Version200 2000
OOSNAPO O 50000 1600000000000 O0OOOADD VLAN PROTOCOLOOOO
goboooboooobobooboo

PRIVATE 00000 VLANOPrivate VLANO O OO OOOOOOOOOO

NESTED 00000 VLANONested VLANO OO OOOOOODOODOOO

o
m 000 VLANO orange[l] VLAN ID=200 000000

CREATE VLAN=orange VID=20

m 00000 VLANO NetWare[T1 VLAN ID=1000 0 000 OO

CREATE VLAN=NetWare VID=100 PROTOCOL="IPX 802.2"

goooodf

VLAN O 4094 OO0 VLAN default 000000000000 IPOO0OO0OOOOOO VLANOOOOO
gooo

0000000 VLANOOOOOOO STPOODOOOdefaultD 00000000

00000 VLANONested VLANODOOOODOOOOODOOOOO AT-FL-090 000

00000 VLANONested VLANO OO0O0OOD 20000000000000000000000O0O0O
goooooo

goooog

ADD VLAN PROTOCOLO 1940000
ADD VLAN SUBNETO 197 000 O
DESTROY VLANO 2520000
SHOW SWITCHO 490 0 00 O

SHOW VLANO 5190000
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DELETE DHCPSNOOPING BINDING

DELETE DHCPSNOOPING BINDING

gooooooooooo / DHCP Snooping

DELETE DHCPSNOOPING BINDING IP=ipadd

ipadd: IP 0000

g

DHCP Snooping 000 000000000000 O00O0OO0OO0OODOOO0OODOOOO
goooog
P oooooooIpPooOoO

goooog

ADD DHCPSNOOPING BINDINGO 1730000
SHOW DHCPSNOOPING DATABASEO 4050 000
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DELETE EPSR DATAVLAN

DELETE EPSR DATAVLAN

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

DELETE EPSR=epsrname DATAVLAN={vlanname|l..4094|ALL}

epsrname: EPSRO000001015000000000000000_M000000000O0O000OO0OOOOOO
ooo
vlanname: VLAN O 0103200 0000000000000 0000000000000 0O0O0O00O0DOODOOO

g

EPSROODOCOOOOOO VLANOOODOOD

O00000oooooooooo0o VLCANOOOOODODoOoODoOooooooooooooooooooo
gobooopoooobooobooboobboon

ODISABLESWITCHPORT O OOOOOO VLANOOOOOOOOOOOOOoOooOOoOooo

000 VLANOODDOODODOODOOoOODUOOooDooooo

ODELETE VLANPORT O OOOOODO VLANOOOODODOOODODDODOOOODOO

goooog

EPSR EPSROOOOO
DATAVLAN 000 VLANOVLANOOOO VLANIDOVIDOOOOOOOALLOOOOOOOOO
OEPSROCOOOOOOOODOOOOODODOO VLCANODOODOODOOO

goooog

ADD EPSR DATAVLANO 1750000
CREATE EPSRO2050000

DELETE VLAN PORTO 2390000
DISABLE SWITCH PORTO 274 0 0 0 0O
SHOW EPSRO411 0000
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DELETE LACP PORT

DELETE LACP PORT

000000000000 /LACPOIEEE 802.3ad0

DELETE LACP PORT=port-list

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

000000000000 LACPOOODO0DO0O0DO0DOooDoooooooo LACPODOOODOMmM
000000000000 UoooUooUooog LACPOODDOODODOODODOODOO

goooog

PORT 0OOOOOO

o
= 00040 LACPOOOOOOOOD

DELETE LACP PORT=4

goooog

ADD LACPPORTO 176 0 O OO
SETLACPPORTO3350000
SHOW LACP PORTO4190 000
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DELETE MSTP MSTI VLAN

DELETE MSTP MSTI VLAN

000000000000 /00000000000 00000000MSTPO

DELETE MSTP MSTI=instance VLAN={1..4094|ALL}

instance: MST O O 0O 0O 00O IDO 1040940

g

MSTOOOOODOOO VLANODOODODODOOoDooo
MSTOOOOOOOO0OOO0OO0OO0000000 VLANODOOOOO CISTO Common and Internal Spanning
TreeDOOQOQOQOQQg

goooog

MSTI MSTOOOOOO ID
VLAN VLANIDOVIDIDALLOOOOOOOOOMSTIODODOOOOOOOOOMSTOOOOOOO
0000000000000 VLANODODOOOOO

g
s MSTOOOOOOO100 VLANO200 O OO Ooooooooo

DELETE MSTP MSTI=1 VLAN=20

goooog

ADD MSTP MSTIVLANO 178 00 0O
SHOW MSTPO 4250000
SHOW MSTP MSTIO 436 000 O
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DELETE QOS FLOWGROUP

DELETE QOS FLOWGROUP

O0000000oo0ooo / QoS

DELETE QOS FLOWGROUP=flow-id CLASSIFIER={rule-list|ALL}

flow-id: 00 000000000010230
rule-list: 00 0000000010990 000000000000000OODODOO

g

gobboooboogobooobooboobbobboobooobobooobo
goooog

FLOWGROUP O00O0OO0OO0O0O0OO
CLASSIFIER 000000000

goooog

ADD QOS FLOWGROUPO 179000 O
CREATE QOS FLOWGROUPO 2090000
DESTROY QOS FLOWGROUPO 246 0 00O O
SET QOS FLOWGROUPO 359 000 O
SHOW QOS FLOWGROUPO 463 0 0 0O O
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DELETE QOS POLICY

DELETE QOS POLICY

O0000000oo0ooo / QoS

DELETE QOS POLICY=gos-id TRAFFICCLASS={tc-list|ALL}

qos-id: QoS U 00 00 00002550
te-list: 000 000000000O00102300000000000000000DO0O0OO

g

QoS IUIUIIDNNODDDODNOONDDOOoOoOoono
goooog

POLICY QoSO OOOODO
TRAFFICCLASS 00000000000

goooog

ADD QOSPOLICYO 1800 00O O
CREATE QOS POLICYD 2120000
DESTROY QOS POLICYO 24700 00
SET QOSPOLICYO 361 0000

SET QOSPORTO 3650000

SHOW QOS POLICYDO 465 000 O
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DELETE QOS TRAFFICCLASS

DELETE QOS TRAFFICCLASS

O0000000oo0ooo / QoS

DELETE QOS TRAFFICCLASS=tc-id FLOWGROUP={flow-list|ALL}

tc-id: 00000000000 00010230
flow-list: 00 0000000000100 000000000000000O0O00OO

g

goooobooobooobooboobbonoo
goooog

TRAFFICCLASS 00000000000
FLOWGROUP O00O0OO0OO0O0O0OO

goooog

ADD QOS TRAFFICCLASSO 1810 000
CREATE QOS TRAFFICCLASSO 218 0 00O
DESTROY QOS TRAFFICCLASSO 2490 000
SET QOS TRAFFICCLASSO 373 0000
SHOW QOS TRAFFICCLASSO 477 0000
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DELETE STP VLAN

DELETE STP VLAN

000000000000 /00D00D0000000000STP/RSTPO
DELETE STP=stpname VLAN={vlanname|2..4094|ALL}
stpname: STPO 0000010150 00000000000000.M00000000000000000000

ooo
vlanname: VLAN O 0103200 0000000000000 0000000000000 0O0O0O00O0DOODOOO

g

Ooooooo STPOOOODDOOOOOODO VLANODOOODDOD
goooog

STP STPOUO0DODOUOO0OODODOUOOOOVLANO defaultSTPOOODO0O0OO0OOOOOOO
VLAN STPOOOUOOO0O0OO0OO0O VLANOOOO VLANIDOOOOOOOOOOO VLANDO default
STPOO0OOOOO

goooog

ADD STP VLANO 1820000
SHOW STPO 4800 0 0O
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DELETE SWITCH ACCELERATOR HWFILTER

DELETE SWITCH ACCELERATOR HWFILTER

O0o0oooooooooo /Ipv6000000000D00000O0
OOoOIPv6 00000000000 AT-ACCO1ODODOODOODO AT-SD512A-001 000000 00O 9924SP
goooooboogoo

DELETE SWITCH ACCELERATOR HWFILTER={filter-id|ALL}

filter-id: 00 000000109990

g

IPv6e 0000000000000 O0O0O0O0O0O0OOOO0OODOODOOOOOOOOOOOO
O00000oooooooood SHOW SWITCH ACCELERATOR HWFILTERO OO oOoOoOoOoOd
gobooooboogn
ooooooolIpve00O0O0O0OOODDOODODODDOOODOOOODODOODOODUOOOOOODOODOOOOOO
000000000000 0oooooooooo00000D0000 DESTROY CLASSIFIEROO OO
gooo

goooog

HWFILTER OO0 00OO0O0OO0OOCDALLOODOODOOOOOOOOOO0OO0OOOO0O0OO0O0O0O0ooooooo
0000000000 SHOW SWITCH ACCELERATOR HWFILTER O OO OO0 000000
goboogooooobooooooobooboboobooboobbobboobbobbooDbo
goboogoooooboooobo

g
mPve0000000D0O0O0ODODOODODOOl16O0O0O0O0OOO

DELETE SWITCH ACCELERATOR HWFILTER=16

goooog

ADD SWITCH ACCELERATOR HWFILTERO 184 0 0 0O O
CREATE CLASSIFIERO 198 0 0 OO
SHOW SWITCH ACCELERATOR HWFILTERO 499 0 0 O O
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DELETE SWITCH FILTER

DELETE SWITCH FILTER

000000000000 /JOoOOUOODUODODOOOOO
DELETE SWITCH FILTER PORT=port-number ENTRY=entry-list

port-number: 0000000000100
entry-list: 0000000003190 0000000000000O0O000DOOO

g

0000000000000 oUUFPBO 0000000000000 OooDooooooooooon
0000000000000 DU0UoDU0oUUo 1oDDooOoDOoOoODOODOOOO

goooog

PORT O0OO0OO0OOOOOOOOO
ENTRY 000000000000 0D0ODOOOOOO0000O0O0ODODOOOO0OO00O00OOODOOOO
0 SHOW SWITCHFILTERO OO O OOOOOOooOoOOoooooo

g
n0002000000000000 2040506070000000

DELETE SWITCH FILTER PORT=2 ENTRY=2,4-7

goooog

ADD SWITCH FILTERO 186 0 O O O
SHOW SWITCH FILTERO 505 0000
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DELETE SWITCH HWFILTER

DELETE SWITCH HWFILTER

000000000000 /00000000000 0000

DELETE SWITCH HWFILTER=filter-list

filter-list: 00 0000001010240 000000000000000000OO

g

gobooooboogobooobooboobbobbooboobobooobobooobo

O000000o00oooo0oO SHOW SWITCHHWEFILTEROOODOOOOoDooooooooooo
gboboooboboboooboobobobooooboboboobbbobobobobobon
0000000000000 00O00000D0000oOoO0O00 DESTROY CLASSIFIEROOOO0OOOO

goooog

HWFILTER 0000000000000 00OO000OO000OOD0OO0OOO0DoOooooooogn
O00ooooooooO SHOW SWITCHHWERILTERO OO OO ooOooooooooooooo
goboogoooooobooooooobooboboobooboobbobboobbobboobo
goooooo

g
s 0000000000000 00O03%000%0000000

DELETE SWITCH HWFILTER=39, 96

goooog

ADD SWITCH HWFILTERO 188 0 0 O O
CREATE CLASSIFIERO 198 0 0 O O
SHOW SWITCH HWFILTERO 507 0 O O O
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DELETE SWITCH TRUNK

DELETE SWITCH TRUNK

o0o0oooooooooo /000

DELETE SWITCH TRUNK=trunk PORT={port-1list|ALL}

trunk: 00000000001015000000000000000 0000000000000 OODOOO0OOO
ooo
port-list: 1000000000100 000000O00000OO0OO0OOOOOO

g

goboooboooobooobooboo
goooog

TRUNK OO00O0O0O0O0O0OO
PORT 0O000O0OO0OOODOOOALLOOODOOOOOOOOOOOOOOOOOODOUODODOO

goooog

ADD SWITCH TRUNKO 1900 0 0O
CREATE SWITCH TRUNKO 223 0000
DESTROY SWITCH TRUNKO 251 00 00O
SET SWITCH TRUNKDO 3920000
SHOW SWITCH TRUNKO 5170000
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DELETE VLAN PORT

DELETE VLAN PORT

O0000o00o0o0ooO0o /oooo0 LAN

DELETE VLAN={vlanname|l..4094} PORT={port-1list|ALL}
DELETE VLAN={vlanname|l..4094} PORT={port-1list|ALL} SUBNET={ipadd|ALL}

DELETE VLAN={vlanname|l..4094} PORT={port-1list|ALL}
PROTOCOL={protocoltype|index-1ist|ALL}

vlanname: VLAN O 0103200 0000000000000_ 0000000000000 00O000O0OODOOO
port-list: 000000000010 00000000OO0O00OOOOOOOOO0

ipadd: IP 0000

protocoltype: L3000 00 000l600MOxODOOOODOOO

index-list: 00000000000 0000000O0O0OO0ODOOOOOOOOOO

g

VLANOODODOOOOOOoOoOooooooooooooooooooo IPooooooooooooo
gon

VLANO PORTOOOOOOOODOOOODOOOOOOODOO VLANOOOO VLANOOOOODOODOOO
goobooooboogn

VLANOPORT OO 0OOOOOOOOSUBNETO PROTOCOLOODOOOOOOOODODOOOOOOOO
O VLCANOOOOOO VLCANOOODODOOOOoOO VLCANOOODoOooooooooooooo
VLAN default 000 VLANOOOOOOOOODOOOOODOOOD0O0OO00O0O0O0O00O VLAN default
gbobooooboooboo

goooog

VLAN VLANOOOO VLANIDOVLAN default 0000000000000 VLAN default0 00O
goooooooooo

PORT 0000000 OOOOALLOOODOOOOOOOOO VLANODODOODOOODOODODOODOODOO

SUBNET COO0O0O0O0O0OO0O0OOOO0OO VLANOOOOODODOOOODOOOODDOODOPROTOCOL
goboogooooooooobooobo

PROTOCOL 0OO0O0OO0O0OOOOOO VLANOOODOOOODOOOOOODOOOOODOOOOOODOODOOOOO
00000000000 ADD VLANPROTOCOLOOODOOODOODOOOOleOOOMOxOOOO
O000o00o0o0oooO0oo000o0o00O00D0D0OSHOW VLANODODOODODOOOooooooo
0000000000000 0D0O00D0O0ODOOODSUBNETOODODODOODODODODODODODOOOoOooo

| O
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DELETE VLAN PORT

m VLANorange DO OO0 2000000

DELETE VLAN=orange PORT=2
B VLANnetlOOOOOOO VLCANODOODOOOOOOOOOD 192.168.10.0/240 00000 104000
oono

DELETE VLAN=netl0 PORT=1-4 SUBNET=192.168.10.0

s VLANnw O OOOOO VLCANOOOOOODOOOODDOD IPX8022000000 305000000

DELETE VLAN=nw PORT=3,5 PROTOCOL="IPX 802.2"

goooognd

PORTOOOODOODODOOODOOODOODOODOODODOODOOOOOOOOOOOOOOOOOOOOOOO
goooobboo
00000 VLANOPrivate VLANO O OOODOOOOODOODOODOOODODODOOODOOOOOODODOODO
goobooobboo

goooog

ADD VLANPORTO 191 0000

ADD VLAN SUBNETO 197000 O
DELETE VLAN PROTOCOLO 241 0000
DELETE VLAN SUBNETO 242 00 00O
SHOW VLANO 5190000
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DELETE VLAN PROTOCOL

DELETE VLAN PROTOCOL

O000o0oO0oo0oooo /0oo0o0o00 LAN

DELETE VLAN={vlanname|l..4094} PROTOCOL={protocoltype|index-1ist|ALL}

vlanname: VLAN O 0103200 0000000000000 0D 0000000000O0O000OOOO0OOOO0
protocoltype: L300 00000016 00MMOxOO000O00OO0O
index-list: 100 0000000000000 O00000OO00OOOOOOOO

g

VLANOOOOOOOooooooooooooooo
goooog

VLAN VLANOOOO VLANID
PROTOCOL 0OOO00OO0ODOOOOODOOOOOOSHOWVLANOOOOOOOOOO

goooog

ADD VLANPORTO 1910000

ADD VLAN PROTOCOLO 1940000
DELETE VLAN PORTO 2390000
SHOW VLANO 5190000
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DELETE VLAN SUBNET

DELETE VLAN SUBNET

000000000000 /O0O0O0O0O0O LAN
DELETE VLAN={vlanname|l..4094} SUBNET={ipadd|ALL}

vlanname: VLAN O 0103200 0000000000000 000000000000 0O0O0O00O0OODOOO
ipadd: IP 0000

g

VLANOOOOOoOooooo IPooooooooooo
goooog

VLAN VLANOOOO VLANID
SUBNET 0OOO0O0OO0OOOO

goooog

ADD VLANPORTO 1910000

ADD VLAN PROTOCOLO 1940000
DELETE VLAN PORTO 2390000
SHOW VLANO 5190000
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DESTROY CLASSIFIER

DESTROY CLASSIFIER

O000oo0oo0oo0ooooo /0000000

DESTROY CLASSIFIER={rule-list|ALL}

rule-list: 100 0000000109990 0000000000000000OODODOO

g

goboooboogoboobobooboobbobboo
O000000oDoo0o0ooo QoS00 oonooooooooooooooooooooooon
uon

goooog

CLASSIFIER 000000000 DOALLOOOOOOOOOOOOOODOOODOOOOODOOOO

g
s 000000010Mm 1200130000000

DESTROY CLASSIFIER=10,12-13

[ J00000oooo0obooboobobon

DESTROY CLASSIFIER=ALL

goooog

CREATE CLASSIFIERO 198 0 0 OO
SET CLASSIFIERO 3250000
SHOW CLASSIFIERO 395 0000
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DESTROY EPSR

DESTROY EPSR

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

DESTROY EPSR={epsrname|ALL}

epsrname: EPSRO000001015000000000000000_M000000000O0O000OO0OOOOOO
ooo

g

EPSROOOO0O0O0O0OOO

O00000000000OO0O0ODISABLEEPSROOOOOOO0DOOO EPSROOOOOOOOOODELETE
EPSRDATAVLANOOOOOOOO VLANOOOOOODOoOoOOoOooo
goboooobooobooobooboobobobboobooobooboboobbobbobbooo
goboooboogoboooboooboo

ODISABLESWITCHPORT O OOOOOO VLANOOOOOOOOOOOOOoOooOoOooo

000 VLANOODDODOODOOODOOoOODUOOooooooo

ODELETE VLANPORT O OOOOODO VLANOOOODODOOODODDODOOOODOO

goooog

EPSR EPSROOOOOODALLOOOOOOOUOOOOOOEPSROODOOOOOOOGOO

goooodf

EPSROODOOOO0O0O0O0O0O0O0O0ODO0O0D0DODO0O0000000DO00OSET SWITCHPORT OOO
OO0 INFILTERING OO OODOODODODODODODODODODODODOD0ODOOEPSROODOOOOOOOOOOEPSRODO
goboooobooooobooooboooboobbobboobooboobbooboboobo

goooog

CREATE EPSRO2050000

DELETE EPSR DATAVLANO 228000 0O
DELETE VLAN PORTO 2390000
DISABLE EPSRO 257 00O 00O

DISABLE SWITCH PORTO 2740 0 0 0O
SHOW EPSRO411 0000
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DESTRQOY MSTP MSTI

DESTROY MSTP MSTI

000000000000 /00000000000 00000000MSTPO

DESTROY MSTP MSTI=instance

instance: MST O O 0O 0O 00O IDO 1040940

g

MSTOOOOOOOOOOOO
VLANOOOOODOOoooMSTOOOOOOOODODODOOoOoOooooOoOO DELETE MSTP MSTI
VLANOOOUOOOOoOoooo VLCANOOOOooooooooooooooooooo

goooog

MSTI MSTOOOOOO ID

g
s MSTOOOOOOD1O0OOO00OOO

DESTROY MSTP MSTI=1

goooog

CREATE MSTP MSTIO 208 0 OO O
DELETE MSTP MSTI VLANO 230000 O
SHOW MSTPO 4250000
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DESTROY QOS FLOWGROUP

DESTROY QOS FLOWGROUP

O0000000oo0ooo / QoS

DESTROY QOS FLOWGROUP={flow-1list|ALL}

flow-list: 00 0000000000100 00000000000000D0000OO

g

goboobooooooon
goooog

FLOWGROUP O00O0OO0OO0O0O0OO

goooog

ADD QOSPOLICYO 1800 00O O

CREATE QOS FLOWGROUPO 2090000
DELETE QOS POLICYO 2320000

SET QOSPOLICYO 361 0000

SET QOSPORTO 3650000

SHOW QOS POLICYDO 465000 O
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DESTROY QOS POLICY

DESTROY QOS POLICY

O0000000oo0ooo / QoS

DESTROY QOS POLICY={gos-list|ALL}

qos-list: QoS U U 000000025500 0000000000000000000

g

QoSOOOoooOoooo

goooog

POLICY QoSO OOOODO

goooog

ADD QOSPOLICYO 1800 00O O

CREATE QOS FLOWGROUPO 2090000
DELETE QOS POLICYO 2320000

SET QOSPOLICYO 361 0000

SET QOSPORTO 3650000

SHOW QOS POLICYDO 465000 O

goooon
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DESTROY QOS RED

DESTROY QOS RED

O0000000oo0ooo / QoS

DESTROY QOS RED={red-list|ALL}

red-list: REDO D 000000020400 00000000000000000O0O0O

g

REDO Random Early Detection/Discard0 000000000000
ooooono

RED REDOOO00O0O0OOO0OOI0O0OO0OO0OOO0O0REDODOOOOOODOOOOOODOOOOODOOO
0000000000000 0D0UU0 REDOODOODOooooooooon

goooog

CREATE QOSREDO 216 00 O O
SET QOSPORTO 3650000
SETQOSREDO371 0000
SHOW QOSREDO 4740000
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DESTROY QOS TRAFFICCLASS

DESTROY QOS TRAFFICCLASS

O0000000oo0ooo / QoS

DESTROY QOS TRAFFICCLASS={tc-list|ALL}

te-list: 000 000000000O00102300000000000000000DO0O0OO

g

goboooopoooboooobo

goooog

TRAFFICCLASS 00000000000

goooog

ADD QOS TRAFFICCLASSO 1810 00O
CREATE QOS TRAFFICCLASSO 218 0 00O
DELETE QOS TRAFFICCLASSO 233 000 O
SET QOS TRAFFICCLASSO 373 0000
SHOW QOS TRAFFICCLASSO 477 0000
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DESTRQY STP

DESTROY STP

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

DESTROY STP={stpname|ALL}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

go0oo0oooo STPOODOOOODOOO
OO0 VLCANOOOOO STPOOOODOOO0O0OO0O0O0O00O00OO DELETESTP VLANOOOOO VLAN
gobooobooobooobooboon

goooog

STP STPOUO0UO0O0default STPODOODOUOOOALLODOOOOOODOdefaultSTPOOODOO
OSTPO0O000OOD0OOOOODOO0O00O000O0O0DODOOO STPOOODOOOOO VLANOODO
gboboboomooboobooboobobDobobooboom

goooog

CREATE STPO 2220000
DISABLE STPO 2650 00 O
ENABLE STPO 295 000 O
SET STPO 3770000
SHOW STPO 4800 0 0O O
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DESTROY SWITCH TRUNK

DESTROY SWITCH TRUNK

o0o0oooooooooo /000

DESTROY SWITCH TRUNK=trunk

trunk: 00000000001015000000000000000 0000000000000 OODOOO0OOO
ooo

g

gobooobooooooooo
O0000ooooDoDoDoOoOD0OODOD0O0DO0O00O0DELETESWITCHTRUNKOOOOOOOOOODOO
goboooooobooobooobooobo

goooog

TRUNK OO0O0O0O0O0O0O0OO

goooog

ADD SWITCH TRUNKO 1900 0 0O
CREATE SWITCH TRUNKO 223 0000
DELETE SWITCH TRUNKO 238 0 0 0O O
SET SWITCH TRUNKDO 3920000
SHOW SWITCH TRUNKO 5170000
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DESTROY VLAN

DESTROY VLAN

O000o0oO0oo0oooo /0oo0o0o00 LAN

DESTROY VLAN={vlanname|2..4094|ALL}

vlanname: VLAN O 0103200 0000000000000 000000000000 0O0O0O00O0OODOOO

g

VLANOOOOOO

VLAN default 0000 0000000000000 00COO0O0OIPODO0O0OOOOOOOOOOOOO
0000000000000 0o0o0ooDooDo0o0D000C0VLANDO IPOOODOOODOOO
oo0oooooo00oo0o0oo0D00ofooooooooIP00D0DDOO0DODOODODOODO
goobooooooooo

goooog
VLAN VLANOOOO VLANIDO VLAN default 00000000

goooog

CREATE VLANO 2250000
SHOW VLANO 5190000
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DISABLE DHCPSNOOPING

DISABLE DHCPSNOOPING

gooooooooooo / DHCP Snooping

DISABLE DHCPSNOOPING

g

DHCP Snooping 0000000000000 OOO

goooog

ENABLE DHCPSNOOPINGO 28000 00O
SHOW DHCPSNOOPINGD 401 00 OO
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DISABLE DHCPSNOOPING ARPSECURITY

DISABLE DHCPSNOOPING ARPSECURITY

gooooooooooo / DHCP Snooping

DISABLE DHCPSNOOPING ARPSECURITY

g

DHCP Snooping 00000000000 ARPOOODOOODODOOOODOOOODOODOOO

goooog

ENABLE DHCPSNOOPINGO 28000 00O
ENABLE DHCPSNOOPING ARPSECURITYO 281 0000
SHOW DHCPSNOOPINGD 401 0 00O
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DISABLE DHCPSNOOPING LOG

DISABLE DHCPSNOOPING LOG

gooooooooooo / DHCP Snooping

DISABLE DHCPSNOOPING LOG=ARPSECURITY

g

DHCP Snooping 0000000000000 O00O0O0O0OOO

goooog

LOG 000000000000 DOoO0oDoDO0O0 ARPSECURITY O OOOODOOARPSECURITY OO
ODO0ODDARPOOOOOOOOOU0OOO0ODO0O0O0O0ODODODODODOODOODOOODODODOOOO ARP
goboobooobooobooobo

goooog

ENABLE DHCPSNOOPINGO 280 00 00O

ENABLE DHCPSNOOPING ARPSECURITYO 281 0000
ENABLE DHCPSNOOPING LOGO 2820000

SHOW DHCPSNOOPINGD 401 00 0O

SHOW LOGM O OOoOoOooo 3930000
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DISABLE DHCPSNOOPING OPTION82

DISABLE DHCPSNOOPING OPTION82

gooooooooooo / DHCP Snooping

DISABLE DHCPSNOOPING OPTION82

g

DHCP Snooping 0000000000 DO0D0O0O0O0DOO0OOODOOOODOOO0ODOOOODO 8200
goboooboooobooobooboon

goooog

ENABLE DHCPSNOOPINGO 280 00 00O
ENABLE DHCPSNOOPING OPTIONS820 283 00 00O
SHOW DHCPSNOOPINGD 401 00 0O

256 | CentreCOM 9924T/4SP09924SP 000 000D DOO0O 2.9 gooogoo
J613-M0581-02 Rev.J



DISABLE EPSR

DISABLE EPSR

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

DISABLE EPSR={epsrname|ALL}

epsrname: EPSRO000001015000000000000000_M000000000O0O000OO0OOOOOO
ooo

g

EPSRO0OOO0O0O0O0O0OOO
goooooogobooobooboobobobboobooobooboboobbobbobbooo
gobooobooooooooo

ODISABLESWITCHPORT OO OO OOO VLANOOOOOOOOOOOOOoOooOoOooo

000 VLANOODDOODOODOOoODUoOOooDooooo

ODELETE VLANPORT O OOOOODO VLANOOOOODOOODODDODOOOODOO

goooog

EPSR EPSROOOOOODALLOOOOOOOUOOOOOOEPSROODOOOOOOOGOO

goooog

CREATE EPSRO2050000

DELETE VLAN PORTO 2390000
DISABLE SWITCH PORTO 274 0 0 0 0O
ENABLE EPSRO284 00O OO

SHOW EPSRO411 0000
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DISABLE EPSR DEBUG

DISABLE EPSR DEBUG

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

DISABLE EPSR={epsrname|ALL} DEBUG={INFO|MSG|PKT|STATE|ALL }

epsrname: EPSRO000001015000000000000000_M000000000O0O000OO0OOOOOO
ooo

g

EPSRO0D0O00000000OOOO0OOOOOOOOODOOOOOOOOOn
goooog

EPSR EPSROOOOOODALLOOOOOOOUOOOOOOEPSROODOOOOOOOGOO

DEBUG 00000000 OOOOCOOOINFOOEPSROODOOOOOOOOOOMmMMSGOEPSR O
000000000000 MmMPKTOEPSROOO OO ASCIIO OMSTATEDEPSROO OO OOO
ODMALLOODODOODODODOODODODOODOO

goooog

CREATE EPSRO2050000
ENABLE EPSR DEBUGO 2850000
SHOW EPSR DEBUGO 416 0 0 OO
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DISABLE LACP

DISABLE LACP

000000000000 /LACPOIEEE 802.3ad0

DISABLE LACP

g

LACPOOODOODOOODOODODOODODODOODOODOO
LACPOOOOODDOOODDOODODOO LACPOODDOODOOOOOODOO

goooog

ENABLE LACPO286 0000
SHOW LACPO4170000
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DISABLE LACP DEBUG

DISABLE LACP DEBUG

000000000000 /LACPOIEEE 802.3ad0

DISABLE LACP DEBUG={MSG|PACKET|STATE|TRACE|ALL}

g

LACPOOO0OODDOOODDOOODOOODOOODOODOODOOODOODOO
goooog

DEBUG 00000000 OOMSGOLACPOOOODOODOOODOOODOMMPKTOLACPOODOODO 16
OD0O0DMSTATED OO ODODODODODmMTRACED D OUODODODODDOODODODODMALLODODODDOOODOO
gooooboooooo

goooog

ENABLE LACP DEBUGO 287 0 000
SHOW LACPO417 0000
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DISABLE MSTP

DISABLE MSTP

000000000000 /00000000000 00000000MSTPO

DISABLE MSTP

g

0000000000000 oDUooOOMSTPOOOODODODOODODOOoOoOooooo
MSTPOOOOOOOODO000000000O00O0O0OSTP/RSTPOOOOODOOOOOOOODOOOO
O0000000O0 MSTPOUOUOODUOUOODODOENABLESTPOOOOO0O0OOOOOOO

goooog

ENABLE MSTPO 2880 000
ENABLE STPO 2950000
SHOW MSTPO 4250000
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DISABLE PORTAUTH

DISABLE PORTAUTH

O000o0o0ooooooo /00000

DISABLE PORTAUTH [={8021X|MACBASED}]

g

O000oooooeIXooooo MACOODODDODODDODODDODODDODDODODDDODODDOODODOO

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOOODOOOOOOOOOO
o000 8IXooooooo

goooog

DISABLE PORTAUTH PORTO 264 0 0 0 O

ENABLE PORTAUTHO 289 0 00 O

ENABLE PORTAUTH PORTO 291 000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 0000
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DISABLE PORTAUTH DEBUG

DISABLE PORTAUTH DEBUG

O000o0o0ooooooo /00000

DISABLE PORTAUTH[={8021X|MACBASED}] DEBUG={ALL|PACKET|STATE}
PORT={port-1ist|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

oo0oDooooooDOoDODOOO8021XOoOoDoOo MACODODODODODODDODODODODODODODODODOOOOOO
gobooooboogn

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODODOOOOOOOOO
OooOo8RIXooooooo

DEBUG 000000 O0OO0O0OO0DALLOOOOMMPACKETD OOOOOOOMMSTATEDOOOOOOOO
O000O0PACKETOOPORTAUTHO 821X OO OOOOOOOOOO

PORT OOOOOOODOOOOOOODOO

goooog

ENABLE PORTAUTHO 289 0 00 O
ENABLE PORTAUTH DEBUGO 29000 OO
ENABLE PORTAUTH PORTO 291 000 O
SHOW PORTAUTH PORTO 451 000 0O
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DISABLE PORTAUTH PORT

DISABLE PORTAUTH PORT

O000o0o0ooooooo /00000

DISABLE PORTAUTH[={8021X|MACBASED}] PORT={port-1list|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

oooooooooDoOoDODOOO8021XOoODoOOo MACODODODODODODDODODODODODODODODOOOooOOOO
gooo

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODODOOOOOOOOO
o000 8RIXooooooo
PORT OOO0OOOOODOOOOOOODOO

goooog

DISABLE PORTAUTHO 262 0 0 0O O
ENABLE PORTAUTHO 289 0 00 O
ENABLE PORTAUTH PORTO 291 000 O
SHOW PORTAUTH PORTO 451 0000
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DISABLE STP

DISABLE STP

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

DISABLE STP={stpname|ALL}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

gooo STPOOO0OOO0OO0OO0OO0OODOOOOUOODUODUOUODOUODDUOODODODODODOODODOOOOO
default STPOO OO OOOO STPOOUOOOOODOOOOO

goooog

STP STPUOOUUODALLODODOOO0ODOODOOOOUOOODOODOODOOUOOOOODODDOOOOOOO
ugon

goooog

CREATE STPO 2220000
DESTROY STPO250 0 00O
ENABLE STPO 2950000
SET STPO 3770000
SHOW STPO 4800 0 0O
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DISABLE STP DEBUG

DISABLE STP DEBUG

000000000000 /00D00D0000000000STP/RSTPO
DISABLE STP={stpname|ALL} DEBUG={MSG|PKT|STATE|ALL}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

STPO00000000000000O0O0OOO0
goooog

STP STPOOOOODO
DEBUG 0000000000 O0C0OOOMSGOSTPOOOOOOODOOOOOOMmMPKTOSTPOOO
OO0 ASCIIOODMSTATED OO D 00000000 MALLO 00000000 ooooooooo

goooog

DISABLE STP PORT DEBUGO 268 0 0 O O
ENABLE STP DEBUGO 29 0 00O
SHOW STP DEBUGO 486 0 0 O O
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DISABLE STP PORT

DISABLE STP PORT

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

DISABLE STP PORT={port-list|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

goboooboogoboobobooboobbobboo
o0000ooOo0O000000D0D0000DUo0ooooODOooODOoD0oDODODOOOoDO STPODOOOOODOO
goboooboogn

goooog

PORT 000000000 0OOOOODALLOOOOOOOOOOOOOOOOOOOODOOOOOOOO
gooogooobooooo

goooog

ENABLE STP PORTO 297 0 0 OO
SET STP PORTO 3790000
SHOW STP PORTO 487 00 OO
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DISABLE STP PORT DEBUG

DISABLE STP PORT DEBUG

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

DISABLE STP PORT={port-list|ALL} DEBUG={MSG|PKT|STATE|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

STPO0000000000000O000OOOO0
goooog

PORT O00O0O0O0OOOOODOOO
DEBUG 0000000000 O0O0OOOMSGOSTPOOOOOOODOOOOOOMmMPKTOSTPOOO
00 ASCIIODOMSTATED O DD 00000000 MALLO 00000000 ooooooooo

goooog

DISABLE STP DEBUGO 266 0 0 0 O
ENABLE STP DEBUGO 29 0 00O
ENABLE STP PORT DEBUGO 298 0 0 0O
SHOW STP DEBUGO 486 0 0 0O O
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DISABLE SWITCH AGEINGTIMER

DISABLE SWITCH AGEINGTIMER

000000000000 /0o0o000o0Do0o0000o000

DISABLE SWITCH AGEINGTIMER

g

FDBOOODODOOODODODODOODOODOODOUOO0ODooo0oooooooooooooooooooooo
goooboboo

goooog

ENABLE SWITCH AGEINGTIMERO 299 0 0 0O O
SET SWITCH AGEINGTIMERO 381 0 00 O
SHOW SWITCHO 490 0 00 O
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DISABLE SWITCH HASH

DISABLE SWITCH HASH

o0o0oooooooooo /000

DISABLE SWITCH HASH={L2|L3|L4}[,...]

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
googoo
000000020 3000000000000 0ODO0O0OODOOODOOO

goooog
HASH 00000000000000000000D00O0O0000O00L20000000 MACOOO

OMLBoooooo IPO00D0MI40000000000000000000O0O0OOODOO0O
goooo

goooodf

00000ooooooooUoooooooooo IPOO0O0O00DO0OO0DDOOOODOODODODOOOOOOOO
000l 0ooooooooooooooooon

goooog

ADD SWITCH TRUNKO 1900 0 0O
CREATE SWITCH TRUNKO 223 0000
ENABLE SWITCH HASHO 3000 O OO
SHOW SWITCHO 490 0 00 O
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DISABLE SWITCH LEARNING

DISABLE SWITCH LEARNING

000000000000 /0o0o000o0Do0o0000o000

DISABLE SWITCH LEARNING

g

000000000000 oUUFPBO 0000000000000 ODOOoOoOooo

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
0000000000000 000000000o0oODOD000D0DDo000000 VLANDODDOODDOODOODOO
gooobboo

goooog

ENABLE SWITCH LEARNINGO 301 00 0O
SHOW SWITCHO 490 0 00 O
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DISABLE SWITCH MCLIMITING

DISABLE SWITCH MCLIMITING

o0o0oooooooooo /000

DISABLE SWITCH MCLIMITING

g

goboobooooobooboooboobbobboobooboobbooo

goooog

ENABLE SWITCH MCLIMITINGO 3020000
SET SWITCH PORTO 387 0 00 O
SHOW SWITCH PORTO 5090000
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DISABLE SWITCH MIRROR

DISABLE SWITCH MIRROR

o0o0oooooooooo /000

DISABLE SWITCH MIRROR

g

gooooboogooboobobooboobobobbooboobbooboboooboobbo

goooog

ENABLE SWITCH MIRRORO 303 00 0O
SET SWITCH MIRRORO 3850 0 0O O

SET SWITCH PORTO 387 0 00 O

SHOW SWITCHO 490 0 00 O

SHOW SWITCH PORTO 5090000
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DISABLE SWITCH PORT

DISABLE SWITCH PORT

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL} [LINK={DISABLE|ENABLE}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

gobooobooooboobooobo

goooog

PORT 0OOOOO

LINK 00000 10/100/1000Mbps 00 0D 0000000000000 DOODODOO0OOODOOOO

DISABLED OO U0O0OOO0OO0ODOODOOOOOMMENABLEDO DD ODOOOOOOOODODOODOOOOOO
000000 ENABLED

goooodf

000000000 LINKODODOODOODDDODOOO0O000Oo00o0o0o0oo00o0000o0 ENABLE SWITCH
PORTOOOODOOOOOOOODOOOODOOOODOOOOODODOODODOODOOODODUDDODO

goooog

ENABLE SWITCH PORTO 30400 0O
SHOW SWITCH PORTO 5090000
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DISABLE SWITCH PORT AUTOMDI

DISABLE SWITCH PORT AUTOMDI

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL} AUTOMDI

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

O0000000o0ooo MDI/MDI-XOOOOOODOOOODODO0ODOO0OO0o0o0000
000000 MDI/MDI-XOODOOOOODODOODOODO0ODOO0O0OO0DO0O000 MDI-XO0O0OOSET SWITCH
PORTOOOOO POLARITYDODODODODOOODDOODODOD M

goooog
PORT 0OOOOO

goooog

ENABLE SWITCH PORT AUTOMDIO 30500 00O
SET SWITCH PORTO 387 0 00 O
SHOW SWITCH PORTO 5090000
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DISABLE SWITCH PORT EGRESSQUEUE

DISABLE SWITCH PORT EGRESSQUEUE

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL} EGRESSQUEUE [=queue-list]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO
queue-list: 100 00000700000000000000000000OO

g

goooooogoboobooooboobbobboobooboobbooobo
gobooobogobooobooboobbobboon

goooog

PORT OOOOOOOOO
EGRESSQUEUE 0000000

goooog

ENABLE SWITCH PORT EGRESSQUEUED 306 0 0 O O
SET QOS PORT EGRESSQUEUELD 367 0 O O O

SHOW QOSPORTO 468 0 0 OO

SHOW SWITCH PORTO 5090000
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DISABLE SWITCH PORT FLOW

DISABLE SWITCH PORT FLOW

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL} FLOW={PAUSE}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

0000000000000 0ooOo0ooooDos03xPAUSED DODDOOODDODOOOOODOOOOO
goooog
PORT 0OOOOO

FLOW 000O0O00O0OPAUSEODS8023x PAUSEDDDOO0O0O0O0000O0O0OO Full DuplexDODOO
goooooo

goooodf

00000000 PAUSEDDDODOOOOOO0O0OODDODODOODODOOOOODOODOOOOOPAUSEDDODO
gobooboooboooboooo

goooog

ENABLE SWITCH PORT FLOWDO 307 0 0 OO
SHOW SWITCH PORTO 5090000
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DISABLE SWITCH PORT VLAN

DISABLE SWITCH PORT VLAN

o0o0oooooooooo /000

DISABLE SWITCH PORT={port-list|ALL} VLAN[={vIanname|l..4094|ALL}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO
vlanname: VLAN O 0103200 0000000000000_ 0000000000000 00O0O00O0OODOOO

g

Oooo VLANODDOOODOOOOOOOOOODOOODOODOoDOoOo
goooog

PORT 0OOOOO
VLAN VLANCOOOO VLANIDOVIDMOOOOOO ALLOODOOOOODOoOOooOooooon
000 VLANOODOOOOO

goooognd

000000000000 ooooooooo0o0000U0D00D0o0oooOO0SET SWITCH PORT OO
000 INFILTERINGO O OOOOODOoOoOOoOoooo

goooog

ENABLE SWITCH PORT VLANO 308 0 O O O
SET SWITCH PORTO 387 0 00 O
SHOW SWITCH PORTO 5090000
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DISABLE SWITCH STPFORWARD

DISABLE SWITCH STPFORWARD

O0o00oooooooo /000000

DISABLE SWITCH STPFORWARD

g

BPODU O OO0O000O0O00O0O0O0DODOO0DODO0Ooooooog

goooog

ENABLE SWITCH STPFORWARDO 309 0 0 00O
SHOW SWITCHO 490 0 00 O

gooooo CentreCOM 9924T/4SP09924SP 000D DOOODOO 2.9 | 279
J613-M0581-02 Rev.J



ENABLE DHCPSNOOPING

ENABLE DHCPSNOOPING

gooooooooooo / DHCP Snooping

ENABLE DHCPSNOOPING

g

DHCP Snooping 0000000000000 OOO

goooog

DISABLE DHCPSNOOPINGO 253 00 0O
SHOW DHCPSNOOPINGD 401 00 OO
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ENABLE DHCPSNOOPING ARPSECURITY

ENABLE DHCPSNOOPING ARPSECURITY

gooooooooooo / DHCP Snooping

ENABLE DHCPSNOOPING ARPSECURITY

g

DHCP Snooping 00000000000 ARPOOODOOODODOOOODOOOODOODOOO

goooodf

00000DHCP Snooping 00000000000 0O0O0ODOO
000000000000 oo MACOOODODODDODOODODODODODODODODODODODDODODODOODODOODOOO
ARPOODO0OODOOODOOOOODOOODOOO

goooog

ADD DHCPSNOOPING BINDINGO 1730000
DISABLE DHCPSNOOPINGO 253 00 00O

DISABLE DHCPSNOOPING ARPSECURITYO 2540000
ENABLE DHCPSNOOPING LOGO 2820000

SHOW DHCPSNOOPINGD 401 00 0O
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ENABLE DHCPSNOOPING LOG

ENABLE DHCPSNOOPING LOG

gooooooooooo / DHCP Snooping

ENABLE DHCPSNOOPING LOG=ARPSECURITY

g

DHCP Snooping 0000000000000 O00O0O0O0OOO
goooog

LOG 000000000000 DOoO0oDoDO0O0 ARPSECURITY O OOOODOOARPSECURITY OO
ODO0ODDARPOOOOOOOOOU0OOO0ODO0O0O0O0ODODODODODOODOODOOODODODOOOO ARP
goboobooobooobooobo

goooog

DISABLE DHCPSNOOPING LOGO 255 00 00O

ENABLE DHCPSNOOPINGO 280 00 00O

ENABLE DHCPSNOOPING ARPSECURITYO 281 0000
SHOW DHCPSNOOPINGD 401 00 0O

SHOW LOGM O OOoOoOooo 3930000
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ENABLE DHCPSNOOPING OPTION82

ENABLE DHCPSNOOPING OPTION82

gooooooooooo / DHCP Snooping

ENABLE DHCPSNOOPING OPTIONS82

g

DHCP Snooping 0000000000 DO0D0O0O0O0DOO0OOODOOOODOOO0ODOOOODO 8200
oo oobooboooob

D00000000000Untrusted0 000000000000 OOOO DHCP/BOOTPOOOOODO
bbb oobooobbobbbobbobobdduooUoo o
0O Remote-ID: 0000 MACODO OO

OCircuit-ID: 0000 0D0DO0O0O0O0OD0OO0O00O0OOO0O0ODOOOO0O VLANID

OSubscriber-ID:0 00 0000000 00 00SET DHCPSNOOPING PORT O 0O 0O 0 O SUBSCRIBERID
gjoodooooooooobooboob

D000 DHCP/BOOTPLUULOOUUUULOOLOOOOOOODOOOOOODOOODOOOOOOODOOO
000000000 DHCP Snooping0 0000000000000 O00O0O0O0DODODOODOOO
ggoooooooooooboboob

OUntrusted 0000000

ODTrusted 000000000000 OOOO

0000000000000 0000000000O0 Untrusted 0000000000000 0O0O0OOO
00000000 UntrustedD000 0000000000000 0000O00O0O0OO0OOOOOO

goooodf

00000DHCP Snooping 00000000000 0O0O0ODOO
00000DHCP/BOOTP O OO0 ODDOOOENABLE BOOTP RELAY OPTION82 00000000
goooon

goooog

DISABLE DHCPSNOOPINGO 253 00 00O
DISABLE DHCPSNOOPING OPTIONS820 256 0 0 O O
SHOW DHCPSNOOPINGD 401 00 OO
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ENABLE EPSR

ENABLE EPSR

000000000000 /0000000000000 000O0EPSRO
ENABLE EPSR={epsrname|ALL}

epsrname: EPSRO000001015000000000000000_M000000000O0O000OO0OOOOOO
ooo

g

EPSROOOCOOOOOOOO
goooog

EPSR EPSROOOOOODALLOOOOOOOUOOOOOOEPSROODOOOOOOOGOO

goooog

CREATE EPSRO2050 0 00O
DISABLE EPSRO 257 00O 00O
SHOW EPSRO411 0000
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ENABLE EPSR DEBUG

ENABLE EPSR DEBUG

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

ENABLE EPSR={epsrname|ALL} DEBUG={INFO|MSG|PKT|STATE|ALL}
[OUTPUT=CONSOLE] [TIMEOUT={1..4000000000|NONE}]

epsrname: EPSRO000001015000000000000000_M0000000O000O0O000OO0OOOOOO
ooo

0

EPSRO0DO0000000O00OOO0OO0OOOOOOOOODOOOOOOOOOn
goooog

EPSR EPSROOOOOODALLOOOOOOOUOOOOOOEPSROODOOOOOOOGOO

DEBUG 00000000 OOOOCOOOINFOOEPSROODOOOOOOOOOOMIMMSGOEPSR O
O00000D0ODDOD0OMPKTOEPSROODOOO ASCIIOOMSTATEDEPSROOD OO OOO
ODMALLOODODOODOODODOODOODODOOOO

OUTPUT 0O0O0O0OO0DOOOOOODOOOOCONSOLEDODOOOOOOO0OooOoooooooon
gooooooooobooobooboobboobooboobboobbooboobbo

TIMEOUT 0000000000000 000ODO0O0O0O0O0OO0O0OOOOO0O0O0OO0O0OO0OO0

goooog

CREATE EPSRO2050000
DISABLE EPSR DEBUGO 258 0 0 0O
SHOW EPSR DEBUGO 416 0 0 OO
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ENABLE LACP

ENABLE LACP

000000000000 /LACPOIEEE 802.3ad0

ENABLE LACP

g

LACPOOODOODOOODOODODOODODODOODOODOO

goooog

ADD LACPPORTO 176 0 O OO
DELETE LACP PORTO 2290 00 O
DISABLE LACPO 2590000
SHOW LACPO4170000
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ENABLE LACP DEBUG

ENABLE LACP DEBUG

000000000000 /LACPOIEEE 802.3ad0

ENABLE LACP DEBUG={MSG|PACKET|STATE|TRACE|ALL}

g

LACPOOO0OODDOOODDOOODOOODOOODOODOODOOODOODOO

goooog
DEBUG 00000000 OOMSGOLACPOOOODOODOOODOOODOMMPKTOLACPOODOODO 16

OD0O0DMSTATED OO ODODODODODmMTRACED D OUODODODODDOODODODODMALLODODODDOOODOO
gooooboooooo

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo
goooog

DISABLE LACP DEBUGO 260 D 0 OO
SHOW LACPO4170000
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ENABLE MSTP

ENABLE MSTP

000000000000 /00000000000 00000000MSTPO

ENABLE MSTP

g

goboooboooboobobooboobbobbooboobooon
000000000000 00STP/RSTPO OO O O0ODOODOOODOOOODOOOOOOOOOOO
OMSTPOOOOOOOODODOOOOOUOOO DISABLESTPOOOOOODOODOOOOODOOOOOOO
OO0O0OSTP/RSTPO O OO OOSTPOOOOOODDOOOODDOOO

000000000000 DO0O0O000OUOOEPSROOOOODOOOONOONOONONOOOODOOOOOOO
DooooMSTPOOOOOOoOoooo

goooog

DISABLE MSTPO 261 0000
DISABLE STPO 2650 00 O
SHOW MSTPO 4250000
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ENABLE PORTAUTH

ENABLE PORTAUTH

O000o0o0ooooooo /00000

ENABLE PORTAUTH [={8021X|MACBASED}]

g

O00000O0DOgNIXooooo MACOODODODDODODDODODDODDODODDODODDDODODODOOOODO
gbobooboobobooboboooboobobobobooboobooboboboboboobon
0O ENABLE PORTAUTH PORT 0O O O O [1J

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODOOOOOOOOOO
o000 8IXooooooo

goooog

DISABLE PORTAUTHO 262 0 0 0O O

DISABLE PORTAUTH PORTO 264 0 00 O

ENABLE PORTAUTH PORTO 291 000 0O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 0000
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ENABLE PORTAUTH DEBUG

ENABLE PORTAUTH DEBUG

O000o0o0ooooooo /00000

ENABLE PORTAUTH[={8021X|MACBASED}] DEBUG={ALL|PACKET|STATE}
PORT={port-1ist|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

oo0oDooooooDOoDODOOO8021XOoOoDoOo MACODODODODODODDODODODODODODODODODOOOOOO
gobooooboogn

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODODOOOOOOOOO
OooOo8RIXooooooo

DEBUG 000000 O0OO0O0OO0DALLOOOOMMPACKETD OOOOOOOMMSTATEDOOOOOOOO
O000O0PACKETOOPORTAUTHO 821X OO OOOOOOOOOO

PORT OOOOOOODOOOOOOODOO

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo

goooog

DISABLE PORTAUTH DEBUGO 263 00 OO
ENABLE PORTAUTHO 289 0 00 O
ENABLE PORTAUTH PORTO 291 000 O
SHOW PORTAUTH PORTO 451 0000
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ENABLE PORTAUTH PORT

ENABLE PORTAUTH PORT

O000o0o0ooooooo /00000

ENABLE PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=AUTHENTICATOR
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10] [MODE={MULTI]|
SINGLE}] [PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400]
[SERVERTIMEOUT=1..60] [SUPPTIMEOUT=1..60] [TXPERIOD=1..65535]
[GUESTVLAN={vIanname|l..4094|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}]

ENABLE PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=BOTH
[CONTROL={AUTHORISED|UNAUTHORISED|AUTO}] [MAXREQ=1..10] [MODE=SINGLE]
[PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|
FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60]
[SUPPTIMEOUT=1..60] [TXPERIOD=1..65535] [GUESTVLAN={vIanname|l..4094|
NONE}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [AUTHPERIOD=1..60]
[HELDPERIOD=0..65535] [MAXSTART=1..10] [STARTPERIOD=1..60]
[USERNAME=1login-name PASSWORD=password [METHOD={OTP [ENCRYPTION={MD4|
MD5}]|STANDARD}] ]

ENABLE PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..60] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Iogin-name PASSWORD=password [METHOD={OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}] ]

ENABLE PORTAUTH=MACBASED PORT={port-list|ALL} [CONTROL={AUTHORISED|AUTO|
UNAUTHORISED}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}]
[REAUTHPERIOD=1..86400] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH|
NONE} ]

port-list: 000000000010 00000000DOO0O00OOOOOOOOO0

vlanname: VLAN O 0103200 0000000000000_ 0000000000000 00O000O0OODOOO
login-name: 0000001064 0000000000000

password: 10000010640 000000000000
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ENABLE PORTAUTH PORT

00000000 00000008021X00000 MACODOODOOOOODOOOO0O0O0O0D0O0O0DOO0802.1X
O0o0oMACOOOODOOOOOODOODOOOODOODOO0OO0OO0O0008021XO000000D00000000O
0 Authenticator Supplicant(] Authenticator 0 O Supplicant (Both) D000 00000000000
ggooodooooo

goooog

PORTAUTH 0000000OO8021XO802.1X T OIMMACBASEDOMACODODOOODOODOOOOOO
oooos81IXooooooo

PORT O0OO0O0O0O0OO0OOOOOOOOOO

TYPE 08021X000M08021XIODOUODOOUDUOOUDUOOOOOOAUTHENTICATORI Authenticator
0 0 0 MSUPPLICANTO Supplicant O O O (I BOTHDO Authenticator O O 0 O O Supplicant O O
DDDDDDDDDDDDDDDDMulti—SupplicantDDDDMODE:MULTIDDDDDDDDD
TYPE=BOTHO OO O OO OOTYPE=AUTHENTICATORO OO OOOOO

CONTROL 0802.1X Authenticator 00O OMACOOODODODOO0OO0OO0O0ODDDOOO Authenticator
O00D00D00DAUTOO 000000000 O0MMUNAUTHORISEDD 00 000 MAUTHORISED
ooooooDooododooooooooo AUTOO OO0 AUTOODOOOOOOOOOORADIUS
O00000000000 Authenticator 00D 0000000000000 OOOO AUTHORISED
goodooooogogo

MAXREQ 0 802.1X Authenticator 0 0 0O O Supplicant 0 0 O O EAPOL-Request 000000000
ooooooooo 200

MODE 0 802.1X Authenticator O U O O Authenticator 0 0 O 0 00 0O O Supplicant0 1000000
00000000000 Single-Supplicant O O OO0 MODE=SINGLEOO OSupplicant 0 0000 O
000000000000 Multi-Supplicant 0 0 00 MODE=MULTIO O O O O Single-Supplicant
DDDDDDDDDDDDDDDDDDDDDDSupplicantl]DDDDDDDDDDDDDD
Supplicantl]DDDDDDDDDDDDDDDPIGGYBACKDDDDDDDDDDDEDMuIti—
SupplicantDDDDDDDDDDDDDDDDDDDDDDSupplicantDDDDDDDDDDDD
DDDDDMulti—SupplicantDDDDDDDDDDDTYFEDDDDDDDD BOTHOOOOOO
00 AUTHENTICATOROO OO ODOO0OO0DO0O0O0OO SINGLED

PIGGYBACK 0 802.1X Single-Supplicant Authenticator O O O [5ingle-Supplicant 0 O (0 MODE=SINGLEDO
gooooooobooooo SupplicantDDDDDDDDDDDDDDDDDDDDDDDDDD
OD000D0000D00O0O0TRUEDOOOOFALSED OO ODOOOOOOO TRUEO

QUIETPERIOD 0 802.1X Authenticator 0 OO UOMACOOO0OO0O0O0DOOSupplicant 0000000
DDDSupplicantDDDDDDDDDDDDDI:DDDDDDDDDDDDDDDDDDDDDDDD
0oooooe0nn

REAUTHENABLED 0 802.1X Authenticator 0O 0OOMACOOOO0OODO0O0O00O0O0O0O0OO Sup-
plicantDDDDDDDDDDDDDDDTRUEDDDDDDDDFALSEDDDDDDDDDDDD
000 FALSEO

REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 00000000
odoooooooo200

REAUTHPERIOD 0 802.1X Authenticator 0 DO OMACUO O OO0OOO0O0DOOSupplicant0 0000
O00mooooog 360000
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ENABLE PORTAUTH PORT

SERVERTIMEOUT 0 802.1X Authenticator O O O ORADIUSO OO0 O Access-Request 0 0 00O
ODORADIUSODOOODOO00OOOOODOOOMOOOOOO 3000

SUPPTIMEOUT 0O 802.1X Authenticator 0 0 O OSupplicant 0 EAP-Request 0 0 O O O O OSupplicant
Jo00ooooooooo0moooooo 3000

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
oooogoo 3000

GUESTVLAN 0 802.1X Single-Supplicant Authenticator 0 00000 VLANOOOOODOOODO
00000000 VLANOOOO VLANIDOOOOOOOONONEDOOO VLANOOOOO
ODO00OD00O0D0ODOO0DEAPOLOOOCOOOOODOOOOOODOOOOOOOODOOOO VLANDOO
O0o0oo0ooo EAPOLO0OO0DOOOOO0O0ODOOO0OO0OOO0O0O VELANOOOOOOOOO
ggo VLANDDDDDDDDDDDI]I]DDSingle—SupplicantDDDDMODE:SINGLEDDD
0000000 ood NONED

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 000 OMAC O OO D00 00O O0802.1X0
gd Multi—SupplicantD OO0OO0OMODE=MULTID 0 MACOUOODODOOOODOOOO VLANODO
DDDDDDDDZDDDDDSupplicantl]l]DDDDDDDDDDDDDDDDD ONOODOO
00000200000 Supplicant0 0000000000 Supplicant000 VLANODODOODO
O000D0o0o0ooOFFO00000000D0O0O VECANOOODODOoOoooooooooooo
00200000 Supplicant 00 0000000000000DO Supplicant000 VLANOODO
I]I]DDDDDDDDI]DDMuIti—SupplicantDDDDMODE:MULTIDDDDDDDMACDD
odooooooooooooooooooo ONO

VLANASSIGNMENT [0802.1X Authenticator U0 O OMACOOOOOOOOOUOOOOOO VLAN
D0000o0o00ooooRADIUSOODODOOOOOOO Tunnel—Private—Group—IDDDDDDDD
00000000 VLCANODOODODODOODOOOOOO ENABLEDO

MIBRESET 0 802.1X Multi-Supplicant Authenticator U DD OMACOOO0OO00O000DO08021X0OO
DMulti—SupplicantDDDDMODE:MULTIDD MACOOOOOOOOOOOOoOoDoOoOOoOooOg
gd Supplicantl]l]DDDDDDDDDDDDDDDDDDDD ENABLEDO

TRAP 0802.1X Authenticator DD D OMACOUOOOOO0O0DO0O0ODOODODOOOOOODO SNMPOOO
DDDDDDDDDDDSUCCESSDDDDDDDDDSupplicantDDDDDDDDDDDDDDD
DDDDDDDDDDDDDSNMPDDDDDDDDDDFAILUREDDDDDDDDDSupplicant
OoooooDoDooO0oOSNMPOOOOOOODODOOBOTHO OOOODOOOOSUCCESS O
FAILUREOOOOOOOSNMPOOOODOUOODODOONONEDOODODODOOODODODOOOOOO
00 NONED

AUTHPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAP-Response 0 0000000000
Authenticator U0 DD 00000000 OO0OO0OOOO 3000

HELDPERIOD [ 802.1X Supplicant 0 0 0 000 00 O DAuthenticator 0 D0 0000000000
Joooooe0nn

MAXSTART 0 802.1X Supplicant 0 000 EAPOL-Start 0 00000000000 Supplicant 00 O
ODOEAPOL-Start 00000 MAXSTARTUOOUOOOOOODOOO OO Authenticator D 00O O
000o0ooooooooooooooooooooooo30d

STARTPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAPOL-Start 00000000000
Joo0moooooo 3000

USERNAME 0802.1X Supplicant 00 000000000000 Supplicant 00000000000
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ENABLE PORTAUTH PORT

O0o00ooooo PASSWORDOD OOUOOODOODOODODOODODOODODODOODODOOOOOOOO
000000000 0SET PORTAUTHUSERNAME D O OODOOOOO0O0OO0DO0OO0O00OO0Oooooon
bbb oooboboobobbobobboboboobooo

PASSWORD 0 802.1X Supplicant 00 000000000000 Supplicant00000000000O
D0oooooodg USERNAMEOOOOOODODODODODODODOO0OODOMETHOD ODOODGOOGOO
STANDARDOD OOOODOODUOODOOOMETHODODOOOOODODOOOOODOoOODOeI63 0000
OD0D0OO0DO0DODOOMETHODOOOOOOO OTPOOOODOOOODOI00D3 000000000
O000000000 OTP Initialisation Password 0 D000 0000000000000 OOO
000000000000 0SET PORTAUTH USERNAMEOD O OODO0OO0O0O0O0O0OO0OO00OOO
oo oobobuobbobobbbbbbobobooooogo

METHOD DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDSTANDARD] EAP-MD500
00 OTPO One-Time Password DO O OO0 0O OOTPUOOOOO OO OOENCRYPTION OO OO
Joododododooooooodogoooooooooooooooooon STANDARDO

ENCRYPTION DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDDDDDDMD4DMD5
ooooooooooooo MDSOMETHOD O OOOOOO OTPOOOODOOOOOOOO
googo

goooodf

8021X 000000000000 AuthenticatordSupplicant 0 0 0000000000000 0000O0
0000000000000 000000000000000000 AuthenticatorD000000000
goooooooooo

Multi-Supplicant 0 0 0 0 MODE=MULTIO O 8021X 0000000000000 0000O0000OO
0000000000 Single-Supplicant 000 OMODE=SINGLED DO O0O0O0000O0O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1700 00 O
ENABLE PORTAUTHO 289 000 O

ENABLE PORTAUTH PORTO 291 000 O

SET PORTAUTH PORTO 346 000 O

SET PORTAUTH PORT SUPPLICANTMACO 3500 000

SHOW PORTAUTHO 441 0000

SHOW PORTAUTH COUNTERO 444000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 0O O
SHOW PORTAUTH PORTO 451 0000

SHOW PORTAUTH TIMERO 456 0 0O 0O O
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ENABLE STP

ENABLE STP

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

ENABLE STP{=stpname|ALL}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

STPO000O00O0ODODOO0ODODO0ODOO0O0ODO0O0ODO0O0OO0OODOOON0N0NON0NONONONONONONOoooog
gooo

goooog

STP STPOOOOODO

goooog

CREATE STPO 2220000
DESTROY STPO250 000 0O
DISABLE STPO 2650 00 O
SET STPO 3770000
SHOW STPO 4800 0 0O O
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ENABLE STP DEBUG

ENABLE STP DEBUG

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

ENABLE STP={stpname|ALL} DEBUG={MSG|PKT|STATE|ALL} [OUTPUT=CONSOLE]
[TIMEOUT={1..4000000000|NONE} ]

stpname: STPO0000001015000000000000000_ 000000000000 O0OOOOOOO
ooo

0

Ooooo STPOOO0OOOO0OOOODOOOOODOODODOOO
000000000000000000000 TelnetDOOOO0OO0D0O0D00O000O0O0O0OOOODOO
goobooooboogn

goooog

STP STPOOOOODO

DEBUG 000000000 OMSGOSTPOOOOOOOOOODOOOMmMPKTIOSTPOOOOO ASCIH
ODO0MSTATED D 0000000000 MMALLO 0000000000 0oooooo

OUTPUT 0O0O0O0OO0D0OOOOOODODOOOCONSOLEDDOOOOOOO0oOooOooooooooo
gooooooooobooobooboobboobooboobboobbooboobbo

TIMEOUT 0000000000000 000ODO0O0O0O0O0OO0O0OOOOO0O0O0OO0O0OO0OO0

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo
goooog

DISABLE STP DEBUGO 266 0 0 0 O
SHOW STP DEBUGO 486 0 0 O O
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ENABLE STP PORT

ENABLE STP PORT

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

ENABLE STP PORT={port-list|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

goboooboogoboobobooboobbobboo
oooooooooODOOoODOODO BPDUOOOOOOOOOOODODDOODODODOOOOOOOODOOOOODOO
oo

goooog

PORT 000000000 0OOOOODALLOOOOOOOOOOOOOOOOOOOODOOOOOOOO
gooogooobooooo

goooog

DISABLE STP PORTO 267 0 O O O
SET STP PORTO 3790000
SHOW STP PORTO 487 00 OO
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ENABLE STP PORT DEBUG

ENABLE STP PORT DEBUG

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

ENABLE STP PORT={port-list|ALL} DEBUG={MSG|PKT|STATE|ALL}
[OUTPUT=CONSOLE] [TIMEOUT={1..4000000000|NONE}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

STPO0000000000000000OOOO
goooog

PORT O00O0O0O0OOOOODOOO

DEBUG 000000000 OMSGOSTPOOOOOOOOOODOOOMmMPKTIOSTPOOOOO ASCI
ODO0OMSTATED D 0000000000 MMALLO 000000000000 o0oooo

OUTPUT 0O0O0O0OO0D0OOOOODOODOOOCONSOLEDODOOOOOOO0OooOooooooooo
gooooooooobooobooboobboobooboobboobbooboobbo

TIMEOUT 0000000000000 000ODO0O0O0O0O0OO0O0OOOOO0O0O0OO0O0OO0OO0

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooboogooooobooboooboobbo

goooog

DISABLE STP DEBUGO 266 0 0 0 O
DISABLE STP PORT DEBUGO 268 0 0 0 O
ENABLE STPO 2950000

SHOW STP DEBUGO 486 0 0 O O
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ENABLE SWITCH AGEINGTIMER

ENABLE SWITCH AGEINGTIMER

000000000000 /0o0o000o0Do0o0000o000

ENABLE SWITCH AGEINGTIMER

g

FDBOOOODODODOOODDODODODODDODOOODOODODOO0ODOO0D00D0000o0ooooooooooooooo
goooon

goooog

DISABLE SWITCH AGEINGTIMERO 269 0 0 0O O
SET SWITCH AGEINGTIMERO 381 0 00 O
SHOW SWITCHO 490 0 00 O
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ENABLE SWITCH HASH

ENABLE SWITCH HASH

o0o0oooooooooo /000

ENABLE SWITCH HASH={L2|L3|L4}[,...]

g

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
oo
000000020 3000000000000 0ODO0O0OODOOODOOO

goooog
HASH 0000000000000 000000000D000000L20000000 MACODOOOMI

LBoooooo IPOO000M40 0000000000000 DO0ODOODDODDODOOODOOOOO
oo

goooodf

00000ooooooooUoooooooooo IPOO0O0O00DO0OO0DDOOOODOODODODOOOOOOOO
000l 0ooooooooooooooooon

goooog

ADD SWITCH TRUNKO 1900 0 0O
CREATE SWITCH TRUNKO 223 0000
DISABLE SWITCH HASHO 27000 0 O
SHOW SWITCHO 490 0 00 O
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ENABLE SWITCH LEARNING

ENABLE SWITCH LEARNING

000000000000 /0o0o000o0Do0o0000o000

ENABLE SWITCH LEARNING

g

000000000000 oUUFPBO 0000000000000 ODOOoOoOooo

goooog

DISABLE SWITCH LEARNINGO 271 0000
SHOW SWITCHO 490 0 00 O
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ENABLE SWITCH MCLIMITING

ENABLE SWITCH MCLIMITING

o0o0oooooooooo /000

ENABLE SWITCH MCLIMITING

g

goboobooooobooboooboobbobboobooboobbooo
gboboooooboboobooobooboboooooboboboobobobobobobbbooobon
O0O0DD0O0OD0OOSETSWITCHPORTOOOUOO BCLIMITOOODOODODODODODODODODODODODOOOOODOOOO
0000000000000 o000o000o000o000o000o0o0ooBCLIMITODODODOOODO
NONEOODOODOOOOOOODO0OoOooooooooooooooooooooooooon
gooooobooboboobooboboobbooooooooboboobbobbbbbobboooooooobooDo
oo

goooog

DISABLE SWITCH MCLIMITINGO 272 00 00O
SET SWITCH PORTO 387 000 O
SHOW SWITCH PORTO 5090000
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ENABLE SWITCH MIRROR

ENABLE SWITCH MIRROR

o0o0oooooooooo /000

ENABLE SWITCH MIRROR

g

gooooboogooboobobooboobobobbooboobbooboboooboobbo

goooog

DISABLE SWITCH MIRRORO 273 00 0O
SET SWITCH MIRRORO 3850 0 0O O

SET SWITCH PORTO 387 0 00 O

SHOW SWITCHO 490 0 00 O

SHOW SWITCH PORTO 5090000
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ENABLE SWITCH PORT

ENABLE SWITCH PORT

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

gobooboooboooboooboo
goooog

PORT 0OOOOO

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
OD0O0D0DUODODDOODOSETSWITCHPORTOOOOO LEARNODOOODODOD OODOOOoDOoooOOODO
goboooboobooobbooboo

goooog

DISABLE SWITCH PORTO 2740 000
SHOW SWITCH PORTO 5090000
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ENABLE SWITCH PORT AUTOMDI

ENABLE SWITCH PORT AUTOMDI

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL} AUTOMDI

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

000000000000 MDI/MDIXOOOOODODODODODO0ODO0OO0OO0O0D0DO00000000000000
gooboooboogoo
0000000000000 00000000MDI/MDIXOOOODODODODO0OO0OO0O0DO0000O

goooog
PORT 0OOOOO

goooog

DISABLE SWITCH PORT AUTOMDIO 27500 00
SET SWITCH PORTO 387 0 00 O
SHOW SWITCH PORTO 5090000
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ENABLE SWITCH PORT EGRESSQUEUE

ENABLE SWITCH PORT EGRESSQUEUE

00ooD00o0oooooo /000
ENABLE SWITCH PORT={port-list|ALL} EGRESSQUEUE [=queue-list]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO
queue-list: 100 00000700000000000000000000OO

g

goooooogoboobooooboobbobboobooboobbooobo
goooog

PORT OOOOOOOOO
EGRESSQUEUE 0OO0O0O0O0O0O0O

goooog

DISABLE SWITCH PORT EGRESSQUEUED 276 0 0 O O
SET QOS PORT EGRESSQUEUELD 367 0 O O O

SHOW QOSPORTO 468 0 O OO

SHOW SWITCH PORTO 5090000
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ENABLE SWITCH PORT FLOW

ENABLE SWITCH PORT FLOW

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL} FLOW={PAUSE}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

0000000000000 00O00DODOOsN3xPAUSED DD DO DOODDOOODOOODOOO
00000000000000000000000000 AS/SYODUOOOOODOoooooooooooo
00000000000000000000000000 AS/SYODOooorm

goooog

PORT 0OOOOO
FLOW 000O0O00O0O0OPAUSEODS8023x PAUSED DDOO0O0D0OO0O000O0O0DOO Full DuplexDODOO
goooooo

goooognd

00000000 PAUSEDDDODOOOOOO0O0OODDODOOOODOOOOOOODOOOOOPAUSEDDODO
gobooboooboooboooo

goooog

DISABLE SWITCH PORT FLOWDO 277 0 0 0O
SHOW SWITCH PORTO 5090000
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ENABLE SWITCH PORT VLAN

ENABLE SWITCH PORT VLAN

o0o0oooooooooo /000

ENABLE SWITCH PORT={port-list|ALL} VLAN[={vIianname|l..4094|ALL}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO
vlanname: VLAN O 0103200 0000000000000_ 0000000000000 00O0O00O0OODOOO

g

0000 VLANODDOODOOOOOOOoOUoooooooooooooo
goooog

PORT 0OOOOO
VLAN VLANCOOOO VLANIDOVIDMOOOOOO ALLOODOOOOODOoOOooOooooon
000 VLANOODOOOOO

goooognd

000000000000 ooooooooo0o0000U0D00D0o0oooOO0SET SWITCH PORT OO
OO0 INFILTERINGOOOOOOOOOODODODOD0O0OOoOO0o0oDoo0oooooooo0o VLANOOOO
goboooboooobooobooboobobobbooboooboooboobbobbobbooo
oooom

goooog

DISABLE SWITCH PORT VLANO 278 0 0 0O O
SET SWITCH PORTO 387 0 00 O
SHOW SWITCH PORTO 5090000
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ENABLE SWITCH STPFORWARD

ENABLE SWITCH STPFORWARD

O0o00oooooooo /000000

ENABLE SWITCH STPFORWARD

g

BPODU O OO0O000O0O00O0O0O0DODOO0DODO0Ooooooog

Ooooo STPOOOOO0O0ODODOOOOODODOODODOOOOODOOODOOOOOOOOODOOODOODOO
ooooBPDUOOOOODOODOOODOOODOOOO
OooBPDUODDOOOOOO0O0ODDOOOOOOOOSTPODOODOOOOOOOODOOOOODOOOOO
000000 U0ooooUooooBPDUODOODOODOODOODOOOO
BPDUODOO0OO0OO0O0O0O00O0O0DOODDO BPDUO Bridge Procotol Data UnitD 0 0000000000
gobooobooooobooooo

goooog

DISABLE SWITCH STPFORWARDO 279 0000
SHOW SWITCHO 490 0 00 O
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PURGE EPSR

PURGE EPSR

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

PURGE EPSR

g

EPSRO Ethernet Protected Switching RingD0 00 0000000000000
EPSROODOD0OOO0O0OOO0ODOOOO00OOOOODOOOOOOOOOD

oo ooboboobbbbobobobbbbobodddoDoDLD oL oo
ggbooooouoouoooo

ODISABLESWITCHPORT O OOOOUOO VLANOOOODOODODODOOOODOOoooooo

000 VLANOOOOOOoOooooooooooooo

ODELETE VLANPORTOOODOOOO VLANODOOOODOUOODODOOOOOO

goooodf

0000000000000 EPSRO0DOD0DOD0UODODOODODOOODODOODODODODDODDODDOODODODOO
goboooboooboooboooo

goooog

CREATE EPSRO2050 0 00O
SHOW EPSRO411 0000
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PURGE LACP

PURGE LACP

000000000000 /LACPOIEEE 802.3ad0

PURGE LACP

g

LACPOOOOODDOOODOOODOOO

goooodf

o0oo0oooooOoooo0 LACPOOOODOOOOOOODOODOOODOOODODODOODODOOOOOOO
goboooboogoboooboooo

goooog

DISABLE LACPO 2590000
SHOW LACPO4170000
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PURGE MSTP

PURGE MSTP

000000000000 /00000000000 00000000MSTPO

PURGE MSTP

g

gobooooboooboobooobooobooboobboobooboon

000000000 MSTOOOOOOODOOODOO0O0D0000O00 VLANO CISTJ Common and Internal
Spanning Treed D0 0000000000000 D0O0D0O0O0O00O0O0O0O00OO0O0OMSTPOODOOOO
goooooo

goooodf

gooobboooboboboooobooooobbooobbbooobbbboobbboooobboOoo
goboooboooobooobooboobbobboobboooobo

goooog

SHOW MSTPO 4250000
SHOW MSTP MSTIO 436 000 O
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PURGE PORTAUTH PORT

PURGE PORTAUTH PORT

O000o0o0ooooooo /00000

PURGE PORTAUTH [={8021X|MACBASED}] PORT={port-1list|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

000000000000 00oogeNIXoooMACOOODODODODODOooooooooooo
goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOOODOOOOOOOOOO
o000 8IXooooooo
PORT OOO0OOOOODOOOOOOODOO

goooodf

O00000ooooooo0oooooo s1IXoooooooooooooooooooooooo
gobooboobbooobooobooboobbo

goooog

DISABLE PORTAUTHO 262 0 0 0O O
DISABLE PORTAUTH PORTO 264 0 00 O
SHOW PORTAUTH PORTO 451 0000
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PURGE QOS

PURGE QOS

O0000000oo0ooo / QoS

PURGE QOS

g

QoSOOUoooooooonO

goooodf

O000000ooDoo0o00 QoS00 oo0o0ooDoooDoUDooooooooooon
goboooboooboooboooo

goooog

SHOW QOS POLICYDO 465000 O
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PURGE STP

PURGE STP

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

PURGE STP

g

goboooboogobooobooboobbobboobo
default STPO OO STPOOUODOUOOU0OD0OUOO0OUOOUOOHelloTimeOODOOOO0OOOoOoOO
uon

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gobooobogobooobooboobbobboon

goooog

RESET STPO 321 00O 00O

SET STPO 3770000

SET STP PORTO 3790000

SHOW STPO 4800 0 0O

SHOW STP COUNTERO 484 00 OO
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RESET DHCPSNOOPING COUNTER

RESET DHCPSNOOPING COUNTER

gooooooooooo / DHCP Snooping

RESET DHCPSNOOPING COUNTER

g

DHCP Snooping 000000000000

goooog

SHOW DHCPSNOOPING COUNTERO 403 0000
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RESET LACP PORT COUNTER

RESET LACP PORT COUNTER

000000000000 /LACPOIEEE 802.3ad0

RESET LACP PORT[={port-I1ist|ALL}] COUNTER

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

00000000 LACPOOODODODOOOoOooooooon

goooog

PORT 0OOOOOO

goooog

PURGE LACPO311 0000
SHOW LACPO417 0000
SHOW LACP PORTO4190 000

goooon
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RESET MSTP COUNTER PORT

RESET MSTP COUNTER PORT

000000000000 /00000000000 00000000MSTPO

RESET MSTP COUNTER PORT={port-list|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

oooooo MSTPOOOOOOODOODODUOODOOO
goooog
PORT O0O0OOOOALLOOODOOODOODOOOOOOOOOOOODODOOO

goooog

SHOW MSTP COUNTER PORTO 4340000
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RESET PORTAUTH PORT

RESET PORTAUTH PORT

O000o0o0ooooooo /00000

RESET PORTAUTH [={8021X|MACBASED}] PORT={port-list|ALL}
[SUPPLICANTMAC=macadd]

port—list:[I[I[I[I[I[I[I[I[IDlDDDDDDDDDDDDDDDDDDDDDD
macadd: MAC 0 0 0 O O XX-XX-XX-Xx-xx-xx 0 0 0 0

0

000000000000 00DOOeNIXoooMACOODODODODODOooooooooooo
goooog

PORTAUTH 0000000OO8021XO802.1X T OMMACBASEDODMACODODOOODOODODOOOOO
oooos81IXooooooo

PORT O0OO0O0O0O0OO0OOOOOOOOOO

SUPPLICANTMAC Supplicant 0 MACO OO OO0 OO0 OO OO OMulti-Supplicant O O O
OMODE=MULTID OOOO0ODOMACODOOOOOOODODOOOOOOOO

goooog

DISABLE PORTAUTHO 262 0 0 0O O

DISABLE PORTAUTH PORTO 264 0 00 O

ENABLE PORTAUTHO 289 0 00 O

ENABLE PORTAUTH PORTO 291 000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 000 0O
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RESET PORTAUTH PORT MULTIMIB

RESET PORTAUTH PORT MULTIMIB

O000o0o0ooooooo /00000

RESET PORTAUTH [={8021X|MACBASED}] PORT={port-list|ALL} MULTIMIB

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

802.1X Multi-Supplicant 0 0 O O Authenticator 0000000 O0OMACOOO0O0O000O0O000O0OO
0000 SET PORTAUTH PORT SUPPLICANTMACOOODOOO000O0O0OO Supplicant 00000
goood

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODODOOOOOOOOO
OooOo8RIXooooooo

PORT 0000000000 OO0OO0O0OO0OODOOOODMulti-Supplicant 00 OO0 MODE=MULTIO
OoooooMACOOODOOOOOOODOODOOOOOD

goooog

DISABLE PORTAUTHO 262 0 0 0O O

DISABLE PORTAUTH PORTO 264 0 0 0 O

ENABLE PORTAUTHO 289 0 00 O

ENABLE PORTAUTH PORTO 291 000 O

SET PORTAUTH PORT SUPPLICANTMACO 3500 000
SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 0000
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RESET STP

RESET STP

000000000000 /00D00D0000000000STP/RSTPO
RESET STP={stpname|ALL}

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

Oooo STPOOOOOO0OOO0OOODOOUOODUODUOODODUODODODODOODOOOOOO
OO0 STPODOOODOOOOOOOOSTPOOOOODOOODODOODDOOODOOODOOOOOON

goooog

STP STPUOOOCUOUALLOOOODOOOOOOOOSTPOOOOOOOOOOO

goooog

PURGESTPO 3150000

SETSTPO 3770000

SHOW STPO 4800 0 0O

SHOW STP COUNTERO 484 00 OO
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RESET SWITCH

RESET SWITCH

O0o00oooooooo /000000

RESET SWITCH

g

goboooboooobooobooboo
O0000ooOooOODO000000DU00OFDBOOOOOODOODOODODOODODODODUOOODDODODDOODO
gobooooboogoooooboooboobobobboobooboobboobbooobo

goooog

SHOW SWITCHO 490 0 00 O
SHOW SWITCH FDBO 503 00 0O O
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RESET SWITCH ACCELERATOR COUNTER

RESET SWITCH ACCELERATOR COUNTER

O0o00oooooooo /000000
OOooIPv6 00000000000 AT-ACCO1ODODOODOODO AT-SD512A-001 000000 00O 9924SP
goooooboogoo

RESET SWITCH ACCELERATOR COUNTER [={ALL|DEFAULT|FAB|MAC|MIB}]

0

IPv6eO00000000O0O0U0ODOODUOODDUOODDUODOOO
goooog

COUNTER 0000000000000 OOOOOOFABOOODOOOOOOOOODOOOOODOOOOD
MACGOMACOOOOOMMMIBISNMP OO 00O MMDEFAULTD MACOMIBO OO OO MJALL
0000000000000 U0000D0D0D0D0DoDoO0OO0U0000DD0O0O0ODODOODEFAULTO O
goboobooboooon
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RESET SWITCH PORT

RESET SWITCH PORT

o0o0oooooooooo /000

RESET SWITCH PORT={port-list|ALL} [COUNTER]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

gobooboooobooobooboobobon
00000000000 0oooo00oo00oonoo00oE)OO000000Do0o000oDooo
000G Uooo0oooooooooooooo

goooog

PORT OOOOO
COUNTER COO0OO0O0OOOOODOOOOODOOOOOOOOOOO

goooodf

O000ooOooSFPOOODOODOOODOODUODDOO

goooog

DISABLE SWITCH PORTO 2740 000
ENABLE SWITCH PORTO 30400 0O
SHOW SWITCH PORTO 5090000
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SET CLASSIFIER

SET CLASSIFIER

O000oo0oo0oo0ooooo /0000000

s 0000000000000000QesOO0OODOOO

SET CLASSIFIER=rule-id [ETHFORMAT={ETHII-TAGGED|ETHII-UNTAGGED ANY}]
[PROTOCOL={protocoltype|IP|ANY}] [MACTYPE={L2UCAST|L2MCAST|L2BCAST|ANY}]
[MACSADDR={macadd|DHCPSNOOPING|ANY}] [MACDADDR={macadd|ANY}]
[VLAN={vlannamel|l..4094|aANY}] [TPID={tpid|ANY}] [VLANPRIORITY={0..7|
ANY}] [INNERTPID={tpid|ANY}] [INNERVLANPRIORITY={0..7|ANY}]
[INNERVLANID={1..4094|ANY}] [IPSADDR={ipadd[/masklen]|DHCPSNOOPING|ANY}]
[IPDADDR={ipadd[/masklen] |ANY}] [IPDSCP={dscp-1ist|ANY}] [IPTOS={0..7|
ANY}] [IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}] [TCPSPORT={port]
port-range|ANY}] [TCPDPORT={port|port-range|ANY}] [TCPFLAGS={{URG|ACK|
RST|SYN|FIN} [, ...]|ANY}] [UDPSPORT={port|port-range|ANY}]
[UDPDPORT={port|port-range|ANY}] [L4SMASK={bitmask|ANY}]
[LADMASK={bitmask|ANY}] [L5BYTEOl=byteoffset,bytevaluel, bytemask]]

[L5BYTEO2=byteoffset,bytevaluel, bytemask
[L5BYTEO3=byteoffset,bytevaluel, bytemask
[L5BYTEO4=byteoffset,bytevaluel, bytemask
[L5BYTEOS=byteoffset,bytevaluel, bytemask
[L5BYTEO6=byteoffset,bytevaluel, bytemask
[L5BYTEO7=byteoffset,bytevaluel, bytemask
[L5BYTEO8=byteoffset,bytevaluel, bytemask

[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[L5BYTEO9=byteoffset,bytevaluel, bytemask]]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]

[L5BYTElO=byteoffset,bytevaluel, bytemask
[L5BYTEll=byteoffset,bytevaluel, bytemask
[L5BYTEl2=byteoffset,bytevaluel, bytemask
[L5BYTEl13=byteoffset,bytevaluel, bytemask
[L5BYTEl4=byteoffset,bytevaluel, bytemask
[L5BYTElS5=byteoffset,bytevaluel, bytemask
[L5BYTEl6=byteoffset,bytevaluel, bytemask

m Ipve U UUU0O0O0O0O0O0OODOODODDODOOOOOTIPve OO OOODOOOO

SET CLASSIFIER=rule-id ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
[IPSADDR={ip6add/plen|ANY}] [IPDADDR={ip6add/plen|ANY}] [IPDSCP={0..63]
ANY}] [IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}] [TCPSPORT={port]
port-range|ANY}] [TCPDPORT={port|port-range|ANY}] [UDPSPORT={port|
port-range|ANY}] [UDPDPORT={port|port-range|ANY}]

m Tpv6 QosUUULDDOUODODOUOIPveUIUIDUOODOOODN
SET CLASSIFIER=rule-id ETHFORMAT=ETHII-TAGGED PROTOCOL=IPV6
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SET CLASSIFIER

[MACTYPE={L2UCAST|L2MCAST|L2BCAST|ANY}] [MACSADDR={macadd|ANY}]
[MACDADDR={macadd|ANY}] [VLAN={vlanname|l..4094|ANY}] [IPDSCP={0..63|
ANY}] [IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}]

rule-id: 000000000 01099990

macadd: MAC 0 0 0 O O xx-xx-xx-xx-xx-xx 0 0 0 0

protocoltype: L3000 00 O EthertypeD OO 016000

vlanname: VLAN U 01032000000000000000_ 00000000000 0O0OOOOOOOOO0O
tpid: TPIDO 1600000160000 4000

ipadd: IP 0000

masklen: 0 0 00000320

dscp-list: DSCP O 000630 0000000000000 00O0DOO0OO

protocol: IP 0 0000000102550

port: TCP/UDP 0 00 00 000655350

port-range: TCP/UDP U 0000001990 0000200000000000000000000000O0O 0O
655350

bitmask: 000 001l600000160000 4000

ip6add: IPv6 00 00

plen: 00 0000000101280 000

byteoffset: 1 00000000 OOTCPOUDPOOOO0OOOOOOOODOOLDOOOOOOOOOO1000000
370

bytevalue: byteoffset 00 0000000000160 00000 ffO

bytemask: bytevalue 0 D00 ANDOODODO1l6e 0000000 ffO

g

gobooboobooooboooboobbobbooboo

goooog

CLASSIFIER 00000000000 00000000000000000000000ooooon
gt ooboobobobbobobobbbobobooooooggo
googd

ETHFORMAT Ethernet 0O 0D 0O 0OUO0O0O00O0O0O0O0OOOOOOOOOOM ETHI-UNTAGGED
0 Ethernet Version 20 0 O 0 O [0 ETHII-TAGGEDO Ethernet Version 20 0 0 0 O M ANYO O O
O000000000ETHIIFUNTAGGEDO ETHII-TAGGED O OO OO0 000000 PROTOCOL
0000000000 0oooo0ooodoPROTOCOLO IPVeO D OO ODODODOOOOOOO
000 ETHI-TAGGED O ETHII-UNTAGGED OO0 DO 00000000000 ANYOD

PROTOCOL 0O0O0OO 3|]|]DDDDDDDEthertypeDDDDDDDDDDDDDDDDDDIPDANYD
DDDDDDDDDDDDDDDDDDDEDDDDD16DDDDEthertypel]l]l]l]l]l]l]l]l]l]
00 0O ETHFORMAT 0O ETHII-UNTAGGED O ETHII-TAGGED 0D 0000000000000
0000000000000 0dOonDANYDODODOMMOoOoOOO ANYO

MACTYPE 00002000000 0L2QUCASTO 000 OO0 mMI2MCASTO O O OO ODOOO
[2BCASTOOOOOOOOOMMANYODDODOOODODOODODODODOOOO ANYD
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SET CLASSIFIER

MACSADDR 000 MACOO O 0O M DHCPSNOOPINGO O 0 DHCP Snooping 00000 QoSO
odooo0ooooooooooooooooooooooooooooomooog MACODOO
00 DHCP Snooping 000 0000000000000 O0DOO0D0D0O0DO0OO00DOOOO0OOO
000000 ANYO

MACDADDR 00 MACOOOODOOOOOO ANYO

VLAN 00 VLANOOOOOOOOOOOOOO VLANOODOODODOODOODOOOOOIPv6 QoSO
odooo0oooooooooono VLCANODOODOOoOoOoooo ANYO

TPID 802.1Q VLAN O 000000 TPIDU Tag Protocol Identifier0 0 020000 16000000
000000 ANYO

VLANPRIORITY 8021p00000000000000070000000 ANYO

INNERTPID 000000000000 O000 8021Q VLANODODODOODODO TPIDDTagProtOCOI
Identifier0 D 020000 6000000000000 ANYO

INNERVLANPRIORITY 000000000000000 8021QVLANDODOOODO 8021p00
00o0oooooooooo70000O0OO ANYD

INNERVLANID 000000OO000O00OOO0O 8021QVLANODOOOOOO VLANIDOOOOO
ANYD

IPSADDR OO IPv4/IPv6e 000 00IPOO00OO/O000OIPVAODOO0OC IPOOOO/000000
ooolpveO0OODO00OO0OO0O0O0ODOO00DOOO0OODOOOOOOOODOODODOODOOOODOOO 3200
OU000/128000000000000000000000OO000O0MODMDHCPSNOOPINGO OO
DHCP Snooping 00000 QoSO OOOOODODOODODOOOOODODOOODOOOOOO
000000moOIPODO0OO DHCP Snooping00000000D000000O0O0O0DOOO
odoooooooooooooooood ANY

IPDADDR 00O IPv4/IPv6 000 00IPOOOO/00000IPVA00O00 IPOOOO /000000
ooolpveO0OODO00OO0O00O0ODOO00OOO0O0ODOOOOOOOODOODODOOOOODODOOO 3200
O000/1280000000000000000ODO0OOOOODOOOOOOOO ANY

IPDSCP 1IPv4/IPv6 0 00 00O DSCPO DiffServ Code Point0 D000 OD0OO0DOODOOO 006301IPv4
ooooooooooooooooooooooooolIPTOSODO0OOOODOOoDOooooooOg
ANY

IPTOS IPv4aC O OO0 TOSDDDDprecedenceDDDDDDDDDDDDD 0O 70IPDSCPOOODO
odoooooooood ANYO

IPPROTOCOL IPv4/IPv60 0000000000 OCOOIPVAOD/OO00OOOIPV6ODOOOOOOOO
0000000000 TCPOUDPOICMPOIGMPOO 100 00000000000 10255000
00o0o0oooooooooooooooooon QeSOUU0DoOooooooooooooog
0000000000000 0ooTCPSPORTOTCPDPORT D OO OO ODODOODOOOOOODOO
Ooooooo TCPOODODOODDOODODOODOOOOOOOODMmMOOOUDPSPORTO
UDPDPORTO 00O ODOOOOODOOOOODOOOOOOOOOOO UDPODOOOOOOOOOOO
oooooooooooomoooo ANY

TCPSPORT TCPOOOOOOODOOODOOUOOOOODOOODOOODOOOOOOODOOODOOODOOOOO
L4ASMASK OO OO OOoOOoDooooood ANY

TCPDPORT TCPUOUOOOOOOOOOODOOOOODOOOODOOOODOOOOOOOOOOOODOOOODO
LADMASKOOOOOOOO0OOOO0O0O0O ANY

TCPFLAGS TCPUOOODUOOOOODOOOOODOOOO0OODOOOOODOOOOOOOOOOOOOOOOOD
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SET CLASSIFIER

gobooboboooboobobooboboooboboobboobbbboobmobbbooobobbo
0000000000000 000000000oo0ooooooooon ANY

UDPSPORT UDPUUOU0O0O00O0O0O0O0O0O0ODUOODOODOOOODODODOOODODODODODOODODOOODOOOO
L4SMASK OO OODOOOO0DO0OooooO ANY

UDPDPORT UDPOOO0O0O0O0O0OOOOODOOOOOOOOOOOODOOOOOOOOOOOOOOO
LADMASKOODODOODOODODODDODODODODDOO ANY

L4SMASK TCP/UDPOO0OUOUOUO ANDOUOOMIf8000000O 160000 16000000
O0000ooooooOoO0 TCPSPORTO UDPSPORT D DO OOOOOOOOOOOOOOOO
00 O0TCPSPORTO UDPSPORT OO0 0 OO OODOOOOOODODOOOO

L4DMASK TCP/UDPOOO0OO0OUODO0O0UO ANDOOOMMIfS0UOODD 160000 1600000
O00000o0ooooDoOooO TCPDPORTOUDPDPORT D 000 OOOOODOOOOOOODOO
O00O0TCPDPORTO UDPDSPORT D O O OO OOOOOOOOOOOODO

L5BYTE010L5SBYTE16 TCP/UDPU OO0 UO0O0O0O0O0O0O0OO0100000D0OObyteoffsetd O O OO
bytevaluell O (M bytemaskD D0 0000 O000O0Obytemask U0 DO MM OO0O0O000O00O0OO
L5BYTEOIOLSBYTE02.0 0000000000000 00O000O0OObyteoffset0 000000
O0000ooooooOoDO0000000D0U00D0ooooooooIPvea00O0OO TCPOUDPOODO
0000000000000 00000000000000LSBYTExxODODODoDooooooooo
00 PROTOCOLO IPPROTOCOL O O OO0O0OOOOOOOOOODODO

goooodf

IGMPOOOOODOOOOODOOIGMPOOOOOODOOOODOOOOODODOIPPROTOCOL=IGMP OO
o000 IGMPOODOODOOODDOOOODOOODOO

LSBYTEXX O OO DOOOOOO DO LABYTEO1IO LABYTEQ2.0 00D DD ODODODODOOOOOODOOOODO
LSBYTER2 0 0O O OOOOOLSBYTEOL O LSBYTEOQ3 OO DO OODOODOOODOOOODOOOODOO
O0O0O0Obyteoffset 000 D000 D000D00O0D00D0OO0OO0DOOODOOODODOOLSBYTEOLO
byteoffset O 2 0 0O O L5BYTEQ2 O byteoffset 0 3000000000000

L3BYTExx OO ODOOO0O000D000000000IPODOODOOOO08ByteO OO0ODOOOOOO
OoIPOODOOO TCPOOOOODO0DO0ODO0DODO0O0DO0DO0DO0D0DO0DOOOLSBYTEXxODOODODOODOOOODO
0000 IPO0O0O0O0DOODODO 80ByteD DD ODOOOO0ODOO0OO0OODDOODDOOO bytevalueDbytemask
gobooobogobooobooboobbobboon

LSBYTExx OO OO OOoOOIPvaD OO OO TCPOUDPOOODODODOODDODODODOODODODODODODODOOO
O0000000OLSBYTExxODOOOOOOOODDOODOOPROTOCOLOIPPROTOCOLOOOOOO
goooooooooo

goooog

CREATE CLASSIFIERO 198 0 0 OO
DESTROY CLASSIFIERO 243 0000
SHOW CLASSIFIERO 395 0000
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SET DHCPSNOOPING CHECKINTERVAL

SET DHCPSNOOPING CHECKINTERVAL

gooooooooooo / DHCP Snooping

SET DHCPSNOOPING CHECKINTERVAL=1..3600

g

DHCP Snooping 0000000000000 O00O00O0O0O0OO0ODOOO0OODOOO
ooooooooe0DODOOOD0DDOUDDODODOODOODOODODODOOODOOOIPODODODOOOOODODO
goboooobooobooobooboobobobboobooobooboboobbobbobbooo
goooom

goooog

CHECKINTERVAL COO0O0O0O0OO0O0MOOOOODO 6000

goooognd

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
000000000000 bindXXXXdsnOOOOMMXXXXOODOOODODODO0O0OO00D0D0000ooooo
00400000000000000DHCP Snooping00000000000D000DOO0ODOOOO
goooooogoobooobooboobobobboobooobooboboobbobbobboon
oo

goooog

ENABLE DHCPSNOOPINGO 280 00 00O
SHOW DHCPSNOOPINGOD 401 00 0O
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SET DHCPSNOOPING PORT

SET DHCPSNOOPING PORT

gooooooooooo / DHCP Snooping

SET DHCPSNOOPING PORT={port-list|ALL} [MAXLEASES=0..100]
[SUBSCRIBERID=string] [TRUSTED={YES|NO|ON|OFF|TRUE|FALSE}]

port-list: 000000000010 00000000OO0O0OOOOOOOOO
string: 10 0000500000000000000000000000DOO0O0O0O0OODOOOOOO

0

00000000000D0000 DHCP Snooping0 00000000
goooog

PORT O0OO0O0O0O0OO0OOOOOOOOOO

MAXLEASES 00000000 IPOOODOOOODOO0OODOOOOOOOO0O0OOO0OODHCPOOOO
oomoooooooIPO000000OO0O0OOOO0O00oDmOooooon 10

SUBSCRIBERID 000000 Subscriber-ID 00 00 00DHCP Snooping0 0000000000
odooooooooooooooooooooooo 2000000000 oooooooogn
odo0o00ooooooo l10oo0oooooooooooooooooooooooooon
O00000 Subscriber-IDO0O0CO0O0OOC0O0OO0OC0OO0OO0OO0OO0OO0OO0OO0OO0OOO0ODOOOOODOODOO
O000000000 0000000000 000ooooO0OSubscriber-IDOO0O0O0OOOOOOO
D000000000000OSubscriber-IDO000OO0DO0OOOOOOOOM

TRUSTED DHCP Snooping 00000000 O00YESOONOTRUEO OO OO OO ODHCP Snooping
D000000000000000 Trusted 000000000000 OODOOOOIINOOOFFO
FALSEDDDDDDDDDDHCPSnoopingDDDDDDDDDDDDDDDUntrustedl]l]l]l]
D00000000000000000@U00oo0 NOOUntrusted 00 O M

goooodf

MAXLEASES O OO OO0 O0O00OO0O0D0OO0O0OOO0DO0DO0OOODHCPODOODODDODODODODDODOOOADD
DHCPSNOOPING BINDING O OO OODOOOooooooooooooolpPooooooooooon
goooo0ooU0ooU0oU0U0oDU0DUoDUUUUU l1DDoDooOooODOO0O0OO0OOO0OOODODOOD M@

goooog

ADD DHCPSNOOPING BINDINGO 1730000
ENABLE DHCPSNOOPINGO 280 00 00O

ENABLE DHCPSNOOPING OPTIONS820 283 00 00O
SHOW DHCPSNOOPINGD 401 00 0O
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SHOW DHCPSNOOPING PORTO 409 0 00O O
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SET EPSR

SET EPSR

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

SET EPSR={epsrname|ALL} [HELLOTIME=timerl] [FAILOVERTIME=timer2]
[RINGFLAPTIME=0. .65535] [TRAP={ENABLED|/DISABLED}]

epsrname: EPSRO000001015000000000000000_M000000000O0O000OO0OOOOOO
ooaod

timer1: 0 0 0 100ms0 32767s0]

timer2: 0 0 0 200ms0 65535s 0]

0

EPSROO0O0O000O0O0OOOOOOOOO
goooog

EPSR EPSROOOOO

HELLOTIME 00000000000 HealthcheckDOOODODOODOOODOUDODOODOOODOODOOO
0o00sod@oooboobooboobosdms0d 0o oobobooon
O0MmsO0000000000100ms0000000000000000O0O 1s0101MM

FAILOVERTIME 000000000 0O0OHealthcheckDOOODODODOOOOODOUOOHELLOTIME
0200000000000000000000000000000000000O Healthcheck OO
gobooooogooobooooooobooboboobooboobbobboobbobobooobo
goobooboooboboobobooboob sbb@ooboboooooooDosMmsO0ooonogon
000000 ooooooo0000@mMmsO00000000001I00ms 00000000000
O00o0o0o2s020MM

RINGFLAPTIME 0000000000000000000O0OFailled0000 CompleteD 0000
000000000000000000000000000000000Failed0000000O0O0
gobooogoooooboooobooooboobboobooboobbobboobbobbooobo
oooooooooo oo

TRAP EPSROOOOOOOOOOOOOODO SNMPOOOOOSNMPv2cOSNMPV3O OOOOOO
0000000000000 0 ENABLEDOD DD OO M

goooognd

EPSROODOOOOOOOO0O0O0OO0 SNMPOOOOODOODOOOOOOOOSNMPv2cO00000O00OO
OO0O0SNMPV3OOOOO0O0O0OO00000000O0OSNMPV1IOOOOOOODOOO0OO0O0OOOEPSRO
SNMPOOOODOOOOODOOOOOOO

goooog
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ADD EPSR DATAVLANO 1750000
CREATE EPSRO205 0000
CREATE VLANO 2250000
DESTROY EPSRO244 0000
ENABLE EPSRO284 0000

SET EPSR PORTO 3340000

SHOW EPSRO411 0000

ooooog
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SET EPSR PORT

SET EPSR PORT

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

SET EPSR=epsrname PORT=port-number TYPE={PRIMARY|SECONDARY}

epsrname: EPSRO000001015000000000000000_M000000000O0O000OO0OOOOOO
ogo
port-number: 0000000000100

g

EPSROD 000000000 0O0OOOOOOOOOOOODOOOOOOOOOO
00000000 EPSRO0COODOODOOODOO0OO0OODOO0OOOOOODUODUOOODODODOODOODOOODOOODODODO
EPSRO0DOO000000000OO00OO0OOOOOODISABLEEPSRO OO O M

goooog

EPSR EPSROOOOO

PORT OOOOOOOOO

TYPE OO0O0OO0OO0OOOPRIMARYDOOOOOOMMSECONDARYOD ODOODOOOOOOOODOOOOO
O000PRIMARYODOODOOODOODDOODOOODODODOOODOD SECONDARYODOODODOOOOOO

goooog

CREATE EPSRO2050 0 00O
CREATE VLANO 2250000
DISABLE EPSRO 257 00O 00O
SETEPSRO3320000
SHOW EPSRO411 0000

334 | CentreCOM 9924T/4SP09924SP 0 000D DOOOO0O 2.9 gooogoo
J613-M0581-02 Rev.J



SET LACP PORT

SET LACP PORT

000000000000 /LACPOIEEE 802.3ad0

SET LACP PORT={port-list|ALL} [ADMINKEY=0..65535] [PRIORITY=0..65535]
[MODE={ACTIVE|PASSIVE}] [PERIODIC={FAST|SLOW}]

port-list: 000000000010 00000000OO0O0OOOOOOOOO

0

000000000000 LACPOODOOoDoooooooooO
goooog

PORT 0OOO0O0OOO

ADMINKEY LACPOOOO0OODODOOOOOO0OO0ODOOOOOOOO0O0ODOODOODOOUOOILACPOOO
O00o0ooo VLANODDODOODODODOOODODDOOODODOODOoooooo 1000oooooooo
0000000000000 oD 1000000 oDoDoooDoooDoOooDoooOoOoODOoOoOOOOO
000000000000 oDo0oog ADMINKEYDOOOOOOOODODOOOADMINKEY OO0
0000000000000 ooooomoooooo 10

PRIORITY LACPOO0O0ODO0OOO0OOOOOODDOOODOODOOOOOOOOOOOLACPODOOOOO
0000000ooooooooo400000000000D0ODODOOOODOOOOODOOOOO
goboooobooooboooooooboobboobooboobbobboobboobboobo
goboooobooooboooooooboobboobooboobbobboobboobboobo
0000000000000 0000000000o0o0ooo0ooDoo0oooooonO 327680

MODE LACPOOOOOOOOOOACTIVEDOPERIODICOOODOOOOOOOOOOO LACPOOO
O000000000™PASSIVEDODODDODODODOO LACPOODODODOO0OOoooooo LACPO
0000000000000 oDUoDUooog ACTIVED

PERIODIC ACTIVEOOOOO LACPOOOOOOOOOOFASTO10MMSLOWO30000000
O0000O0D0OO FASTO

goooog

ADD LACPPORTO 176 0 O OO
DELETE LACP PORTO 2290 00 O
SHOW LACP PORTO 4190000
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SET LACP

SET LACP

000000000000 /LACPOIEEE 802.3ad0

SET LACP [PRIORITY=0..65535] [THRASHACTION={NONE|LEARNDISABLE|
PORTDISABLE|VLANDISABLE|LINKDOWN}] [THRASHTIMEOUT={NONE|l..86400}]

g

LACPOOOOODDOOODDOODODOOODOOODOODO
goooog

PRIORITY LACPOOOUOO0DOOOOOODOOOODOODODOOOOOOOOOODOOODO LACPODO
000000000000 0D00000000 IDOMACOOODOO0D0O000O0DDOO0O0OSystem
priority data identifier0 000D O000000000000O0000000O0O00O0O00O0O0OO
00 327680

THRASHACTION LACPOOUOO0OOODOODOOOOODOOOOOD MACOOODODOODOO
O00MACOOOOODODOOOODODOOOODODDODOOODODDOOOOODDODOO0OODOODONONEDDO
OO0O0OO0MmMLEARNDISABLED OO0 0DO0ODO0OoOoooooo MACOODDODODODOOOOO
OMPORTDISABLE O 0000000000000 00000O0000OO @M VLANDISABLE] O
O0000ooooo VEANDOOOOOOoooooooooooooooooooooooom
LINKDOWNO OO OOOO0OO0ODoDoOooooooooooooooooooooooooooooo
O0O0O0UOO0THRASHTIMEOUTO OO DOOODDODODODOOOOOODODODODODODOooooooooon
O00000MmOo0o0oPORTDISABLED LINKDOWN 0O 0 O O 0 ENABLE SWITCH PORT O
0000000000000 0000000D00O0VLANDISABLE 000 0O0OENABLE SWITCH
PORT VLANOOOOODOOOODOOOOODOOOODOOOODODDO LEARNDISABLED

THRASHTIMEOUT MACOOOOOOOOOOOOOOOOOOODODODOODMMNONEDDODOO
O00O0THRASHACTION OO OO OOO LEARNDISABLEO OO D OODODOODOOOOOOOO
ONONEOODODOOODODODDOODDOODDODOODOODDODDODODDODOONONEODODODODODODODODOD
THRASHACTION O OOOOOOOO LEARNDISABLEO OO ODOOOOOOODODOoOOOoOO
o000 100000000000 o0O0 100

goooodf

THRASHACTION O OOOOODOOO VLANDISABLEO OO OOOOOOOOOODOOOOOoO0oOO
0000000000000 00O00OSETSWITCHPORTO OO OO INFILTERINGO OO OOOOOO
ODO0ODODO0DODODOVLANDISABLEO O OO OODODODODODODO0DOO0DO0DO0OO0DO0OOO0DOOODOOOOOoOoOoOoOO

goooog

SET SWITCH THRASHLIMITO 391 00 00O
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SHOW LACPO4170000
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SET MSTP

SET MSTP

000000000000 /00000000000 00000000MSTPO

SET MSTP [CONFIGNAME=string] [REVISIONLEVEL=0..65535] [MAXHOPS=1..40]
[MAXAGE=6..40] [HELLOTIME=1..10] [FORWARDDELAY=4..30]
[PROTOCOLVERSION={STP|RSTP|MSTP}] [STATICVLANS={YES|NO|ON|OFF|TRUE|
FALSE}]

string: 10 00103200000000000000000000

0

00000000000 U0oDUooDoMSTPOOOODOODOoOoOoOooooo
goooog

CONFIGNAME MSTOOOOOOODOOOOOOOOOOO0O00O0DOOOO0O000O0DOO0OO0O0000
OD0000000 MACO OO O O xx=xx-xx-xx-xx-xx 0 0 0 [TJ

REVISIONLEVEL MSTOOOOOOOOOODOOOOOOOOOOOODOOOOODOOOOOOOO
odooooooooooog oo

MAXHOPS 00O0O0OOOOBPDUO MSTPOOOOODOOOODOOOOOOOOOOOOOODOOOBPDU
odooooooooooooo 200

MAXAGE 0O00000O0O000O0O0O00O0OOCOOO0BPDUOOOOOOOOOOOOOOOOOOOO
O0Mmoooooo BPDUOOOOOOOOOOO0OOOOOOOO0O0O0OoOoooooooogn
O0002x OHELLOTIME+1)0000002x (FORWARDDELAY -1) 0000000000
oooooooo2000

HELLOTIME 0000000000 D0ODOOO BPDUOBridge Protocol Data Unit0 DO OO0 00O
o0moooooo 200

FORWARDDELAY 00000000000 OO0OO0O00OOO0O000ODODOOOOO0OO0OO0OOO0OO0O0OOO
bbb oboobobobbobobobbobbob0oboo0oooogog
odoooooooooooooono 1500

PROTOCOLVERSION MSTPOOOOOOOMSTPOMSTP BPDU 0O 0 0O M RSPO RSTP BPDU 0O O
OmMSTPOSTPBPDU L OO OOOOOOOOOOODOOO MSTPO

STATICVLANS 0000000000000 O00O0O0OMSTOOOOOOOODOODOOO VLANO
0000000000000 oYESODOODODODUODOOVLANDODOODOOOOOooOooooo
ooMSTOOOOUOODODOoOOODoDOoOO VLCANDOOODODOoOOoOooooooooooooooooo
ODMNOODUOUODODODODUOODOVLANODOODDODODOODODODoDOoDooO MSTPOOODOODOOOOO
OMSTOOOODODOODODODODODOODOO VLANOOOOOODDOODOoOOooooooooooooo
o000 ooooooooooooooooooooooooooon VLANODOO
D000 OFF0000000D000ooooooo MSTODODODOODDODODOOOOO VLANOO
ooodooooooooooooooooDooooooooooooooooONOoDOooooo
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OOFFODOO0O0000000D00000000000000000000000000000000
000oo0ooomoooooo OFFO

googod

SHOW MSTPO 4250000
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SET MSTP CIST

SET MSTP CIST

000000000000 /00000000000 00000000MSTPO

SET MSTP CIST PRIORITY=0..65535

g

CISTO Common and Internal Spanning Tree0 D0 O00000000000000000O0O0O
ooooono

PRIORITY CISTOOOODOO0OOOOODOOO0OOOODOOOOODOOOOOOODOOOODOOOOOO
OooooooodcSToooooooooooooooo0oooooooooOo0oe55350000
0000000004060 0000000000000 409600000000000000000
00000000000 ouoooog 327680

g
s CISTOOODOOODOODODOODODOOODOD 409000000

SET MSTP CIST PRIORITY=4096

goooog

SHOW MSTPO 4250000
SHOW MSTP CISTO 428 000 O
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SET MSTP CIST PORT

SET MSTP CIST PORT

000000000000 /00000000000 00000000MSTPO

SET MSTP CIST PORT={port-list|ALL} [PRIORITY=0..255]
[INTPATHCOST={1..200000000|DEFAULT}] [EXTPATHCOST={1..200000000|
DEFAULT}] [EDGEPORT={YES|NO|ON|OFF|TRUE|FALSE}] [POINTTOPOINT={YES|NO|ON]|
OFF|TRUE|FALSE|AUTO} ]

port-list: 000000000010 000000000O00O0OOOOOOOO)

0

CISTO Common and Internal Spanning TreeD D0 0000000000000 00O000000OOO
goooooooood

goooog

PORT 0O000OO00OOOODOOOOOCALLOOOOOOOOOOOOOO0OO0OOOOOOO

PRIORITY CISTOOOOOOODOOOOO0OODOOOOODOOODOOOOODOODOOOOOOOODOOO
0000000000000 000oooooooOoooooon2 0000000000000
le00000000000O0O0OO le000000OODOO0OO0ODOO0OO0OOOOODOO0O0O0ODODOm
O000Oo 1280

INTPATHCOST CISTOOOOOODOOOOOMSTOOOOOOOOOOCISTOODDODOOOOOOOOO
O00000oooo0o0o0o0o0oooooooOO 1020000000000 0000000000000
goboboooboooboooobooooooobDmoobDobooboobooOobobboobDooDobO
O000O0ooo DEFAULTOOODOOO

EXTPATHCOST CISTOOOUOO0O00O0O0DDOOOOOO0O0O0O00OOODOOOOOOOOOOOODOOD
0000 1020000000000 00000000000000D0O00O0O0O0O0DODOOOOOOOOOO
0Mo00000000000000 0000000000 oo00o0oo00 DEFAULTOD OO OO

EDGEPORT COO0O0O000O0O0OODOODODOOOOOODOOODOOODOOOOOOOOOOOOO0OO0O0O0
0000000000 LANODODDOUODODOOUOO0O0o0oDo0O0o0OEDGEPORT=YESO O OO
O0o00ooooooo MSTPBPDUO O OOOOODOODOOOOODODOODOOOOODOOOOO
00000 NOO

POINTTOPOINT 000000000000 OODOOOOOOOOOO0OO0ODOOODOODOODODOOO
O00AUTOO 00000000000 ooooooooooooon AUTOO

oooo oooo oooooo
10Mbps 2000000 2000000 2000000
100Mbps 200000 200000 200000
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SET MSTP CIST PORT

1000Mbps 20000 20000 20000

037.00000000000000000

goooog

SHOW MSTP CISTO 428 000 O
SHOW MSTP CIST PORTO 431 0 00 O
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SET MSTP MSTI

SET MSTP MSTI

000000000000 /00000000000 00000000MSTPO

SET MSTP MSTI=instance PRIORITY=0..65535

instance: MST O O 0O 0O 00O IDO 1040940

g

MSTOOODODODODOODOOODOOOOODOODUOODDOODODOOO
goooog

MSTI MSTOOOOOO ID

PRIORITY OO MSTOODOOODOOOODODOOOODOOODOOO0OO0DO0DO0O0O0O0O0O00O0O0OOOOOOMST
goooooooooboooooooboobboobooboobbobboobboobobooobo
OO0 o0ess3s0iinniionooooo409 0000000000000 0 409600000
0000000000000 0O00U0o0UDmWooooog 327680

g
s MSTOOOOOODO100000000000000000o0 8192000000

SET MSTP MSTI MSTIID=1 PRIORITY=8192

goooog

SHOW MSTPO 4250000
SHOW MSTP MSTIO 436 000 O
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SET MSTP MSTI PORT

SET MSTP MSTI PORT

000000000000 /00000000000 00000000MSTPO

SET MSTP MSTI=instance PORT={port-list|ALL} [PRIORITY=0..255]
[PATHCOST={1..200000000|DEFAULT}]

instance: MST O O 0O 0O 00O IDO 1040940
port—list:[I[IDDDDDDDDlDDDDDDDDDDDDDD[I[I[I[I[I[I[I)

0

ooooMSTOOOOOODODODOOODODODODODDODODO0DODOODODODO0D0D0OD0OD0DDODOoDOoooOoooooo
ugon

goooog

MSTI MSTOOOOOO ID

PORT 0O000O00OOOODOOOOOCALLOOOOOOOOOOOOOO0O0OOOOOOOO

PRIORITY MSTOOOOOODODOOOOUOOOODOODO0DO0DO0DO0DO0DODODOODDOODOODOODOOOOOOOOO
0000000000000 000oooooo0o00oooDoooooOooou255000000
0000000 le0O0ODOODDODODOOOOO 00000000 ODDDODODDOODODOODO
0000000 moUooooo 1280

PATHCOST 00000000 OOMSTOOOODOOOOOOODOODOOOOODODOOOOOOODOOO
goboogooooooboooooooboobboobooboobbobboobboobobooobo
000000000000 ooooooog DEFAULTODODODOOO

gooo gooo gobogo
10Mbps 2000000 2000000 2000000
100Mbps 200000 200000 200000
1000Mbps 20000 20000 20000

038 00000000000000000

goooodf

MIGRATIONCHECK OO OOOOOOoooooooooooo

goooog

ENABLE MSTP MSTI PORT
SHOW MSTP MSTIO 436 000 O
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SET PORTAUTH IDTOGGLE

SET PORTAUTH IDTOGGLE

O000o0o0ooooooo /00000

SET PORTAUTH[=8021X] IDTOGGLE={ON|OFF}

g

802.1X Multi-Supplicant 0000000000 Authenticator 0000000 OEAP OO0 OO Identifier
oo ooboboobooooooo

Supplicantl]l]l] Windows XPSP2 00 D00 0000000 OOIDTOGGLE=ONOOOOOOOOO
g ooonooobooboooob

goooog
PORTAUTH 0000000000 OCOOO0O 8021X0802.1XODODOOOOOOOODODO 8021XO OO
gobooobooooboooobooobo

IDTOGGLE EAPOO0OOO0O Identifier 00 0000000000000 0O00O0OOONDOOOOOO
0001000000000 0OCOFFODODODUOUOODUODD OODODDODOoDOODOODODOO OFFO

goooodf

IDTOGGLE=ON O O00000000000000000 WindowsXPOOODOOOOOOOOOOO
gobooooboooooooobooobooboobboobooboobbobobooobo
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SET PORTAUTH PORT

SET PORTAUTH PORT

O000o0o0ooooooo /00000

SET PORTAUTH[=8021X] PORT={port-list|ALL} TYPE=AUTHENTICATOR
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10] [MODE={MULTI]|
SINGLE}] [PIGGYBACK={TRUE|FALSE}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10] [REAUTHPERIOD=1..86400]
[SERVERTIMEOUT=1..60] [SUPPTIMEOUT=1..60] [TXPERIOD=1..65535]
[GUESTVLAN={vIanname|l..4094|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}]

SET PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=BOTH [CONTROL={AUTHORISED|
UNAUTHORISED|AUTO}] [MAXREQ=1..10] [MODE=SINGLE] [PIGGYBACK={TRUE|
FALSE}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}]
[REAUTHMAX=1..10] [REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60]
[SUPPTIMEOUT=1..60] [TXPERIOD=1..65535] [GUESTVLAN={vIannamel|l..4094|
NONE}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [AUTHPERIOD=1..60]
[HELDPERIOD=0..65535] [MAXSTART=1..10] [STARTPERIOD=1..60]
[USERNAME=1login-name PASSWORD=password [METHOD={OTP [ENCRYPTION={MD4|
MD5}]|STANDARD}] ]

SET PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..60] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Iogin-name PASSWORD=password [METHOD={OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}] ]

SET PORTAUTH=MACBASED PORT={port-1list|ALL} [CONTROL={AUTHORISED|AUTO|
UNAUTHORISED}] [QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}]
[REAUTHPERIOD=1..86400] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH|
NONE} ]

port-list: 000000000010 00000000DOO0O00OOOOOOOOO0

login-name: 0000001064 0000000000000

password: 10000010640 000000000000

vlanname: VLAN O 0103200 0000000000000_ 0000000000000 00O000O0OODOOO
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SET PORTAUTH PORT

000000000000 0ooDogeNRIXooooo MACOODDODDODDODODDDODODDOOO

goooog

PORTAUTH 0000000OO8021XO802.1X T OIMMACBASEDOMACODODOOODOODODOOOOO
oooos81IXooooooo
PORT O0OO0O0O0O0OO0OOOOOOOOOO
TYPE 08021X00U0M08021XIODOUODOOUDUOOUDUOOODOOOAUTHENTICATORD Authenticator
0 0 0 @MSUPPLICANTO Supplicant O 0O O (I BOTHDO Authenticator O O 0 O O Supplicant O O
gooboooooooboobooo DMulti—SupplicantDD OOMODE=MULTIO OO O O0OOOO
TYPE=BOTHO OO O OO OOTYPE=AUTHENTICATORO OO OOOOO
CONTROL 0802.1X Authenticator 00O OMACOOODODODOO0OO0OO0OO0ODDDOOO Authenticator
O00D00D00DAUTOO 000000000 O0MMUNAUTHORISEDD 00 000 MAUTHORISED
ooooooDooooodooooooooo AUTOO OO0 AUTOODOOOOOOOOOORADIUS
D00000000000 Authenticator 00 0000000000000 OOOO AUTHORISED
goodooooogogo
MAXREQ 0 802.1X Authenticator 0 0O 0O O Supplicant 0 0 O O EAPOL-Request 000000000
ooooooooo 200
MODE 0 802.1X Authenticator O U O O Authenticator 0 0 O 0 00 0O O Supplicant0 1000000
00000000000 Single-Supplicant O O OO0 MODE=SINGLEOO OSupplicant 0 000 0 O
000000000000 Multi-Supplicant 0 0 00 MODE=MULTIO O O O O Single-Supplicant
goobooobobboooooboboooboobo SupplicantDDDDDDDDDDDDDDD
Supplicantl]DDDDDDDDDDDDDDDPIGGYBACKDDDDDDDDDDDI:DMuIti—
SupplicantDDDDDDDDDDDDDDDDDDDDDD SupplicantDDDDDDDDDDDD
DDDDDMulti—SupplicantDDDDDDDDDDDTYPEDDDDDDDD BOTHOOOOOO
00 AUTHENTICATOROO OO ODOO0OO0DO0O0O0OO SINGLED
PIGGYBACK 0 802.1X Single-Supplicant Authenticator O O O [5ingle-Supplicant 0 O (0 MODE=SINGLEDO
gooooooobooooo Supplicantl]l]DDDDDDDDDDDDDDDDDDDDDDDD
OD00D0D0000D00O0O0TRUEDOOOOFALSED OO ODOOOOOOO TRUEO
QUIETPERIOD 0 802.1X Authenticator 0 OO UOMACOOO0OO0OO0O0DOOSupplicant 0000000
DDDSupplicantDDDDDDDDDDDDDEDDDDDDDDDDDDDDDDDDDDDDDD
0oooooe0nn
REAUTHENABLED 0 802.1X Authenticator 00O OMACOOOO0OO0ODO0O0O00O0O0O0O0OO Sup-
plicantDDDDDDDDDDDDDDDTRUEDDDDDDDDFALSEDDDDDDDDDDDD
000 FALSEO
REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 00000000
odoooooooo200
REAUTHPERIOD 0 802.1X Authenticator 0 DO OMACUO DO OO0OOO0ODOOSupplicant0 0000
O00mooooog 360000
SERVERTIMEOUT 0 802.1X Authenticator O O O ORADIUSO O OO O Access-Request 0 00 00O
ODORADIUSODOOODOO00OOOOODOOOMOOOOOO 3000
SUPPTIMEOUT 0O 802.1X Authenticator 0 0 O OSupplicant O EAP-Request 00 O O O O OSupplicant
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SET PORTAUTH PORT

Jo00ooooooooo0moooooo 3000

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
0ooogo 3000

GUESTVLAN 0 802.1X Single-Supplicant Authenticator 0 00000 VLANOOOOODOODO
00000000 VLANOOOO VLANIDOOOOOODOONONEDOOO VLANOOOOO
ODO00OD00O0D0ODOO0DEAPOLOOOCOOOOODOOOOOODOOOOOOOODOOOO VLANDOO
O0o0oo0ooo EAPOLO0O0ODOOOOOO00ODOOO0OO0OOO0OO0O VLCANOOOOOOOOO
ggo VLANDDDDDDDDDDDI]I]DDSingle—SupplicantDDDDMODE:SINGLEDDD
000000000 d NONEOD

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 000 OMAC OO DD 0000 O0802.1X0
gd Multi—SupplicantD OO0O0OMODE=MULTID 0O MACOUOODODOOOODOOOO VLANODO
DDDDDDDDZDDDDDSupplicantl]l]DDDDDDDDDDDDDDDDDONDDDD
00000200000 Supplicant0 0000000000 Supplicant000 VLANODODOODO
O000D0o0o0ooOFFO00000000D0O0O VECANOOODODOoOoooooooooooo
00200000 Supplicant 00 0000000000000O Supplicant000 VLANOOUDO
DDDDDI]I]I]I]I]I]DDMuIti—SupplicantDDDDMODE:MULTIDDDDDDDMACDD
odooooooooooooooooooo ONO

VLANASSIGNMENT [0802.1X Authenticator U0 O OMACOOOOOOOOOO0OO0OOOOO VLAN
D0000o0o00ooooRADIUSOODODOOOOOOO Tunnel—Private—Group—IDDDDDDDD
00000000 VLANODOODODODOODOOOOOO ENABLEDO

MIBRESET 0 802.1X Multi-Supplicant Authenticator 0 DD OMACOOO0OO00O000O08021X0OO
DMulti—SupplicantDDDDMODE:MULTIDD MACOOOOOOOOOOOOoOoDoOoOOoOooOg
DDSupplicantl]l]DDDDDDDDDDDDDDDDDDDDENABLEDD

TRAP 0802.1X Authenticator DD D OMACOUOOO0OO0OODO0OOODOODODOOOOOOO SNMPOOO
DDDDDDDDDDDSUCCESSDDDDDDDDDSupplicantDDDDDDDDDDDDDDD
DDDDDDDDDDDDDSNMPDDDDDDDDDDFAILUREDDDDDDDDDSupplicant
OoooooDoDooO0oOSNMPOOOOOOODODOOBOTHO OOOODOOOOSUCCESS O
FAILUREOOOOOOOSNMPOOOODOUOODODOONONEDOODODODOOODODODOOOOOO
00 NONED

AUTHPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAP-Response 0 0000000000
Authenticator U0 D0 00000000 OOOOOO 3000

HELDPERIOD 0 802.1X Supplicant 0 0 0 000 00 O OAuthenticator 0 D0 0000000000
Joooooe0nn

MAXSTART 0 802.1X Supplicant 0 00 0 EAPOL-Start 0 0000000 00 00 Supplicant 00 O
ODOEAPOL-Start 00000 MAXSTARTUOUOUOOOOOODOOO OO Authenticator D 00O O
000o0ooooooooooooooooooooooo30d

STARTPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAPOL-Start 00000000000
Joo0moooooo 3000

USERNAME 0802.1X Supplicant 00 000000000000 Supplicant 00000000000
O0o00ooooo PASSWORDOD OOUOOODOODOODODODODODOODODODOODODOOOOOOOO
000000000 0SET PORTAUTHUSERNAME D O OODOODOOO0O0OO0DO0O0O0O0o0Oooooo
bbb oooboboobobbobobboboboobooo
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SET PORTAUTH PORT

PASSWORD 0 802.1X Supplicant 0 0000000000000 Supplicant00000000000O
D0oooooodg USERNAMEOOOODOODODODODODODODOOODOMETHOD ODOODGOOOO
STANDARDOD O OOODOODUOODOOOMETHODODOOOOODODOOOOOoOOoOODOeI63 0000
OD0D0OO0DO0DODOOMETHODOOOOOOO OTPOOOODOOOODOI00D3 000000000
O000000000 OTP Initialisation Password 0 D 000 0000000000000 OOO
000000000000 0SET PORTAUTH USERNAMEOD O OODO0OO0O0O0O0O0OO0OO00OOO
oo oobobuobbobobbbbbbobobooooogo

METHOD DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDSTANDARD] EAP-MD500
00 OTPO One-Time Password DO O OO0 OO OOTPUOO OO0 OO OOENCRYPTION OO OO
Joo0dodododooooooodogoooooooooooooooooon STANDARDO

ENCRYPTION DSOZ.lXSupplicantDDDDDDDDDDDDDDDDDDDDDDDDMD4DMD5
ooooooooooooo MDSOMETHOD OO OOOOO OTPOOOODOOOOOOOO
googo

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1700 00 O
ENABLE PORTAUTHO 289 0 00 O

ENABLE PORTAUTH PORTO 291 000 O

SET PORTAUTH PORTO 346 000 O

SET PORTAUTH PORT SUPPLICANTMACO 3500 000

SHOW PORTAUTHO 441 0000

SHOW PORTAUTH COUNTERO 444000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 OO O
SHOW PORTAUTH PORTO 451 0000

SHOW PORTAUTH TIMERO 456 0 0O 0O O
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMAC

O000o0o0ooooooo /00000

SET PORTAUTH[=8021X] PORT={port-list|ALL} SUPPLICANTMAC=macadd
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [MAXREQ=1..10]
[QUIETPERIOD=0..65535] [REAUTHENABLED={TRUE|FALSE}] [REAUTHMAX=1..10]
[REAUTHPERIOD=1..86400] [SERVERTIMEOUT=1..60] [SUPPTIMEOUT=1..60]
[TXPERIOD=1..65535] [SECUREVLAN={ON|OFF}] [VLANASSIGNMENT={ENABLED|
DISABLED}] [MIBRESET={ENABLED|DISABLED}] [TRAP={SUCCESS|FAILURE|BOTH|
NONE}] [DEFAULT]

SET PORTAUTH=MACBASED PORT={port-1list|ALL} SUPPLICANTMAC=macadd
[CONTROL={AUTHORISED|AUTO|UNAUTHORISED}] [QUIETPERIOD=0..65535]
[REAUTHENABLED={TRUE|FALSE}] [REAUTHPERIOD=1..86400] [SECUREVLAN={ON]|
OFF}] [VLANASSIGNMENT={ENABLED|DISABLED}] [MIBRESET={ENABLED|DISABLED}]
[TRAP={SUCCESS|FAILURE|BOTH|NONE}] [DEFAULT]

port—list:[l[l[I[I[I[I[I[I[I[Il[l[l[lDDDDDDDDDDDDDDDDDDD
macadd: MAC 0 0 0 O O xxX-XX-XX-Xx-xx-xx 0 0 0 0

g

802.1X Multi-Supplicant 00 D0 000000 Authenticator DO 00D ODOOMACOOOOO0OOO
ggooooo MACOOOOOooOoo Supplicantl]DDDDDDDDDDDDDD

goooog

PORTAUTH 0000000OO8021XO802.1X T OMMACBASEDOMACODODOOODOODODOOOOO
oooos81IXooooooo

PORT I]I]I]I]I]I]EJEJI]I]I]I]I]I]EJEJI]DDDDDDMulti—SupplicantDl]I]I]MODE:MULTID
odoopooMACODUOODODODOOODOODOOOODOOOO

SUPPLICANTMAC Supplicant0 MACO OO OO

CONTROL 0802.1X Authenticator 00O OMACOOODODODOO0OO0OO0OO0ODDDOOO Authenticator
O00D00D00DAUTOO 000000000 O0MMUNAUTHORISEDD 00 000 MAUTHORISED
ooooooDooodooooooooooo AUTOO OO0 AUTOODOOOOOOOOOORADIUS
OD00000000000 Authenticator 00 0000000000000 OOOO AUTHORISED
goodooooogogo

MAXREQ 0 802.1X Authenticator O O O O Supplicant O O 0 0 EAPOL-Request 0 00 000000
ooooooooo 200

QUIETPERIOD 0 802.1X Authenticator 0 OO UOMACOOO0OO0OO0O0DOOSupplicant 0000000
DI:JDSupplicantDDDDDDDDDDDDDEDDDDDDDDDDDDDDDDDDDDDDDD
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SET PORTAUTH PORT SUPPLICANTMAC

0oooooe0nn

REAUTHENABLED 0 802.1X Authenticator 00O OMACOOOO0OO0ODO0O0O00O0O0O00OO Sup-
plicantDDDDDDDDDDDDDDDTRUEDDDDDDDDFALSEDDDDDDDDDDDD
000 FALSEO

REAUTHMAX 0 802.1X Authenticator 000000000000 EAPOL-Request 00000000
odoooooooo200

REAUTHPERIOD 0 802.1X Authenticator 0 D O OMACUO DO OO0OO0O0ODOOSupplicant 00000
O00mooooog 360000

SERVERTIMEOUT 0 802.1X Authenticator O O O ORADIUSO O OO O Access-Request 0 00 00O
ODORADIUSODOOODOO00OOOOODOOOMOOOOOO 3000

SUPPTIMEOUT 0 802.1X Authenticator 0 0 O OSupplicant 0 EAP-Request 00 O O O O OSupplicant
Jo00ooooooooo0moooooo 3000

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
ooooogo 3000

SECUREVLAN [ 802.1X Multi-Supplicant Authenticator 000 OMAC OO DD 0000 O0802.1X0
gd Multi—SupplicantD OO0OO0OMODE=MULTID 0 MACOUOODODOOOOOOOO VLANODO
DDDDDDDDZDDDDDSupplicantDDDDDDDDDDDDDDDDDDD ONOODOO
00000200000 Supplicant0 0000000000 Supplicant000 VLANODODOODO
OD000D00o0oooOFFO00000000D0O0O VECANOODDODODOoOoooooooooooo
00200000 Supplicant 00 0000000000000DO Supplicant000 VLANOOUDO
DDDDDDDDDDDDDMuIti—SupplicantDDDDMODE:MULTIDDDDDDDMACDD
odooooooooooooooooooo ONO

VLANASSIGNMENT [0802.1X Authenticator U0 O OMACOOOOOOOOOUO0OOOOOO VLAN
OD0000o0o00ooooRADIUSOODODOOOOOOO Tunnel—Private—Group—IDDDDDDDD
00000000 VLANODOODODODOODOODOOODOO ENABLEDO

MIBRESET 0 802.1X Multi-Supplicant Authenticator U DD OMACOOO0O00O0O00DO08021X0OO
DMulti—SupplicantDDDDMODE:MULTIDD MACOOOOOOOOOOOOoOoDoOoOoOooOg
DDSupplicantl]l]DDDDDDDDDDDDDDDDDDDDENABLEDD

TRAP 0802.1X Authenticator DD D OMACUOUOOOOO0OODOOODOODODOOOOOOO SNMPOOO
DDDDDDDDDDDSUCCESSDDDDDDDDDSupplicantDDDDDDDDDDDDDDD
DDDDDDDDDDDDDSNMPDDDDDDDDDDFAILUREDDDDDDDDDSupplicant
OoooooDoDooO0oOSNMPOOOOOOODODOOBOTHO OOOODOOOOSUCCESS O
FAILUREOOOOOOOSNMPOOOODOUOODODOONONEDOODODODODOODODODOOOOOO
00 NONED

DEFAULT DDDDSupplicantDDDDDDDDDDDDDDDDDDDDDDD

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1700 00 O
ENABLE PORTAUTHO 289 0 00 O

ENABLE PORTAUTH PORTO 291 000 O

SET PORTAUTH PORTO 346 000 O
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMACO 3500 000
SHOW PORTAUTHO 441 0000

SHOW PORTAUTH COUNTERO 444000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 000 0O

SHOW PORTAUTH TIMERO 456 0 O 0O O
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SET PORTAUTH USERNAME

SET PORTAUTH USERNAME

O000o0o0ooooooo /00000

SET PORTAUTH[=8021X] USERNAME=login-name PASSWORD=password [METHOD= {OTP
[ENCRYPTION={MD4|MD5}]|STANDARD}]

login-name: 0000001064 00000000000000000O0OO0O0DODOOOO
password: 10 0000000000000 00O00000O0O00OOOOODOOOOOOOOOODOOO

0

Supplicant 0 0 0000000000000 000O0O00O0OO0O00O00O0O0O00O000000O0000
goooon
000000000000 O0Supplicant 000 0000000000000 O0O00O0OO0DOO0O0OOO
000000000000 ENABLE PORTAUTH PORT O 0O 0O 0O OSET PORTAUTH PORT O OO 0O 0O
Supplicant 000 0000000000000 ODO0O00000000000000O00O0ODOOOOSupplicant
gobooobobooobbooboo

goooog

PORTAUTH 0O0000000O00000O00 8021X0802.1XO00O0O0O00000000O 8021XO0OO
goboodooooooooooood

USERNAME 000000000000000000000 portAuthportAuth

PASSWORD 0000000000 O00O0O0OMETHODOOOOOOO STANDARDOOOODOO
0006063000000 DO00OOOMETHODOODOODOOO OTPOOOODOODOO10063
0000000000000000000 OTP Initialisation Password 0 00000000000
00000 portAuthportAuth

METHOD 00000000000O00000STANDARDOEAP-MD50 00O OTPO One-Time Pass-
word0OODOOOO0OOTPOOOOOODOOOENCRYPTIOND OO OOOODODOOOOOOO
000000000000 000000000000000 STANDARDO

ENCRYPTION O0OO00O0O00O00O00O0O0O0O0O0O0O0OO0OOMD4OMDSOOOO0O0O0OO0O0OO0OOO
MDSOMETHOD OO OO0OO0OO0O0 OIPOO0O0OO0O0OO0O0O0OO0O0OO0O00OO0OO00

goooodf

goboobooooobooboooboobbobboobooboobbooo

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1700 00 O
ENABLE PORTAUTHO 289 0 00 O
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SET PORTAUTH USERNAME

ENABLE PORTAUTH PORTO 291 0 00O O

SET PORTAUTH PORTO 346 000 O

SET PORTAUTH PORT SUPPLICANTMACO 3500 000
SHOW PORTAUTHO 441 0000

SHOW PORTAUTH COUNTERO 444000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 0000

SHOW PORTAUTH TIMERO 456 0 0O 0O O
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SET QOS ACCELERATOR POLICY

SET QOS ACCELERATOR POLICY

000000000000 /QoS
OoOIPv6 00000000000 AT-ACCO1ODODOODOODO AT-SD512A-001 000000 OO 9924SP
goooooboogoo

SET QOS ACCELERATOR POLICY={gos-id|NONE}

qos-id: QoS U 00 0000002550

g

IPv6eO0000OD0O0O0ODOOOOIPv6OOU0ODO0O0OO0ODOODOODODOOOOOOOODODODODO QoSOODOO
goooon
0QSOUODDDDDDUDUUUUOUDDODOCREATECLASSIFIEROO OO O0ODODODODOOOOOOO
OIPv6 QoSOOODDOODODODODOO0ODO0U0ODDUDDODDOODDODDODDODODODDODDOODDOODOOOO
goboooboooobooobooboon

goooog

POLICY QoSUDODO0ODOODODDODODOOODOOODODOOODDOOODODOUOODOOODODODDOO QoS
gooooooooooboboboobbobbobbooboooooooooobbbbbbbobo
OD0O0D0DUDODODODODODOOONONEDODDDODDOODDOODDOO QoSOOOODOOoooooOn
oboooooooboom

g
m[Pv6e00000000000O0O0ODODOQeSOOOIDO 000D ODOOO

SET QOS ACCELERATOR POLICY=10

goooodf

IPv6e 000000000000 ODOO0O0QoSOOOOO10ODODOO

goooog

CREATE QOS POLICYD 2120000
SHOW QOS POLICYDO 465 000 O
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SET QOS DEFAULTPRIORITY

SET QOS DEFAULTPRIORITY

O0000000oo0ooo / QoS

SET QOS DEFAULTPRIORITY=pO,pl,p2,p3,p4,05,pP6,p7

p007: 00000 007000000000000000000000O00O0070

g

000D00000000000000000000000000000 8021p000000000O00OO0
goooooo
gooooobooobooobooboobobobboobooboboooboobbobbobbooo
goboooboooooooo

0000000000000 0000000D0000000000O0000000 QoSO OO DSCPMAP O
QUEUE2PRIOMAPO 0000000000 OOU0O0OOO0O0O0O0OO0O0OO0O0O0DODODODODODODODOOOOO

goooog

DEFAULTPRIORITY 00000 OOD7000000000D0O0000DOD0OO0DO0OO0ODOOOOLOOOO
DDDDDDDDDDDDDDDDDPODDp7DDDDDDDDDDDDDDDDDDDDD
1,2,0,3,4,5,6,700

goooog

SET QOSPORTO 3650000
SHOW QOS DEFAULTPRIORITYO 460 0 O O O
SHOW QOSPORTO 468 0 0 OO

356 | CentreCOM 9924T/4SP09924SP 0 O000DDOOOO0O 2.9 gooogoo
J613-M0581-02 Rev.J



SET QOS DSCPMAP

SET QOS DSCPMAP

000000000000 /QoS

SET QOS DSCPMAP [={PREMARKING|REMARKING}] DSCP=dscp-list
[BWCLASS=bwclass-1ist] [NEWDSCP=0..63] [NEWBWCLASS=1..3] [NEWQUEUE=0..7]
[NEWPRIORITY=0. . 7]

dscp-list: DSCP O 000630000 00000000DO0000DOO0OO
bwclass-list: 0000001030 000000000000000O00OO0OO

g

DSCPMAPOOOOOOOOODOOOO

DSCPMAPOODOOOOOOOODDOD400 QoSOOOoooobsCPoopooooooooooon
802.1p0 0000000000 DODOOODOOOO0OD0OO0ODO0OO000O000D0000000002000
0000000000000 QoS00 oooooooo
DSCPMAPO OOOOODSCPOOOD GO O DD OOOIO30000O0O0O00ODO0ODOOOODODOOO
000000 QoSOOO0DNDD0NNN0NN0D0OUU00DUUonooD DSCPMAPOOODODODOOOODO
oooooooo 100

0000000000000 0000D00000OODO0O0D0O00DO00000000o0D 100000000

goooog

DSCPMAP DSCPMAPOO0OOOOOOPREMARKING OOOOOOOOMREMARKINGI OO O
gboboobogooooboboooboobbo

DSCP OO0O0O0O0O0OO0O0ODOOOOOODDSCPOOOOOODOOOOODOOOOODODOOOOO

BWCLASS 00000000 OOOO0OO0DOODDDOODSCPMAP=PREMARKINGOOOO 10
0 0DSCPMAP=REMARKING O OO0 1030000000000000000O00DODOO0ODODO

NEWDSCP 000000000000 OOODSCPOODSCPMAPOOODOOOOOOOOOODOOO
Oo0ooooDSCPOOOOO

NEWBWCLASS 0OO0O0O0000O00O0O0OO0O0O0000O0O0DSCPMAPOOOOODOOOOOOO
goboogoboogopoooboobbo

NEWQUEUE 0000000000000 000000o0oDSCPMAPOOOOOODOOOOOOO
oooooo

NEWPRIORITY 000000000 00D0O000O8021p000000000O0000OO0ODSCPMAP
goooo0ooooUoooUooopooogo

g

s DSCPOO0 320630000000 2000000000DSCPOO20000000030000000
00008021p0 000000000 10000000000O00O0DOO0 DSCPMAPOOODOOOOO
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SET QOS DSCPMAP

googoo

SET QOS DSCPMAP=REMARKING DSCP=32-63 BWCLASS=2 NEWDSCP=2 NEWBWCLASS=3
NEWQUEUE=0 NEWPRIORITY=1

goooog

CREATE QOS FLOWGROUPO 2090000
CREATE QOS POLICYD 2120000
CREATE QOS TRAFFICCLASSO 218 0 00O
SET QOS FLOWGROUPO 359 000 O

SET QOSPOLICYO 361 0000

SET QOS TRAFFICCLASSO 373 0000
SHOW QOS DSCPMAPO 461 00O O
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SET QOS FLOWGROUP

SET QOS FLOWGROUP

000000000000 /QoS

SET QOS FLOWGROUP=flow-list [PREMARKING={USEMARKVALUE|USEDSCP|NONE}]
[MARKVALUE={0. . 63|NONE}] [DESCRIPTION=string] [ACTION={FORWARD|DISCARD|
SENDMIRROR|SENDVLANPORT|FORWARD, SENDMIRROR|SENDMIRROR, SENDVLANPORT|
NONE}] [VLAN=1..4094 PORT=port-number]

flow-list: 00 0000000000100 00000000000000O0O0O00OO
string: 10 0010150000000000000000000000
port-number: 1000000000100

g

gobooobobooobbooboo
goooog

FLOWGROUP O00O0OO0OO0O0O0OO

PREMARKING 0000000000 0000000000O00000OD0OO00ODO0O0O0O00 QoSO
O0000ooooooooo DSCPMAPOOODOODOOODDOOOOOOOOOOODOOOOOO
O00000000O0OUSEMARKVALUEDOODOOOOODOOMARKVALUEOOOOOOOO
00000000000 OoOUuUSEDSCPOOOO0ODODOOODOOOOODSCPOOOOOOOOO
O000000ooooooooooooDSCPMAPOD OO OOOO 1 0000000000000
D000 10000ONONEODOODODODDODDODDODOO0oooooooooooooooooooon
000000000000 0oDoo0O0 NONEDOOOooooooooooooooooooo
0000o0oooooooDO000000o000oo000ooooooooDooDooooooIPvenO
000000000000 QoSOOOOOOOUSEDSCPOOOOODODODDODOOOOOOOOOO
obooooooom

MARKVALUE PREMARKINGOOOOOOO USEMARKVALUEOOOOOOOOOOOOOOO
0O DSCPMAPOOOO0DOOOOODOOOOODOOOODSCPOOOODODOOODDODO NONE

DESCRIPTION 000000000 OOOOOOOOOO

ACTION 0000000000000 OO0000DOODOOOO00O00ODODOOOOOO0OODOOOOO0
goboogooboooobooooooobooboboobooboobbobboobboboboobo
O0000000oooooooo0o0o00U0000DoooDoDo NONEODDODOoDoooooooo
0000000000000 0moOOD NONE

VLAN 0000000000 00000O0D0O000 VLANODACTIONOOOOOOO SENDVLAN-
PORTOOOOOOODOOODODOUOOOOOODOODOODDOODODD PORTOODOOODODOOOOO
googod

PORT 0OO0O0O0O0OO0OOOO0ODOOO0DOODOOOOOOOACTIONOOOODOODO SENDVLANPORT
0000000000000 o0o0ooooooooooo VLCANODODOOoOoooooooo
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SET QOS FLOWGROUP

oo

FORWARD goboooboooooooo

DISCARD gobooooboogn

SENDVLANPORT O0oo0oooo VECANOOOOOOD PORTOOOO
gogoooooooooboobobobboboboooooo
OPORTOO OO VLANO VLANOOOOOODOOODOOOO
gobooopooooboobobo

SENDMIRROR gobboooboobobbooobboobbuoobbbo
SET SWITCH MIRRORO OO O OOOOOOOOOOOO
ENABLE SWITCHMIRRORO OO OOOOOOOOOO
goboooboobooobbobboo

FORWARD,SENDMIRROR FORWARD 00 SENDMIRROR OO0 0000000 OSEND-

MIRRORO O OOOOOOOOOODO

SENDMIRROR,SENDVLANPORT

SENDMIRROR 0O SENDVLANPORT O O OO OOO0OO

NONE oo uoo
gobooooboooooobooobo
039 ACTIONOOO0OO0OO0O0OO0Ooooooooooo
goooognd

ACTIONO VLANO PORT OO OO OOOOIPv6 D0 OO0O0O0OOOD QoSOOODOOOODODODOOO

goooog

ADD QOS FLOWGROUPO 179000 O
CREATE QOS FLOWGROUPO 2090000
DELETE QOS FLOWGROUPO 231 00 00
DESTROY QOS FLOWGROUPO 246 0 00O O

SET QOS DSCPMAPO 3570000

SHOW QOS DSCPMAPO 461 00O O
SHOW QOS FLOWGROUPO 463 0 0 0O O
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SET QOS POLICY

SET QOS POLICY

000000000000 /QoS

SET QOS POLICY=gos-list [DTCDROPBWCLASS3={YES|NO}]
[DTCIGNOREBWCLASS={YES|NO}] [DTCMAXBANDWIDTH={bandwidth|NONE}]
[DTCMAXBURSTSIZE=burstsize] [DTCMINBANDWIDTH={bandwidth|NONE} ]
[DTCMINBURSTSIZE=burstsize] [DTCPREMARKING={USEMARKVALUE|USEDSCP|NONE}]
[DTCREMARKING={USEDSCPMAP|PRIORITY|PRIO+BWCLASS|BWCLASS|NONE}]
[MARKVALUE={0. . 63|NONE}] [DESCRIPTION=string] [DTCACTION={FORWARD|
DISCARD|SENDMIRROR|SENDVLANPORT|FORWARD, SENDMIRROR|
SENDMIRROR, SENDVLANPORT}] [VLAN=1..4094 PORT=port-number]

qos-list: QoS U 000000025500 0000000000000000000
bandwidth: 0 0 0 0 10 16998400Kbps

burstsize: 00 00 00 0000 268435455Byte ]

string: 10 0010150000000000000000000000
port-number: 1000000000100

g

QoSOUIUODOIODDOODODOOO

goooog

POLICY QoSO OOOODO

DTCDROPBWCLASS3 000000000000 0OO00ODODOO0O0OO000MO0DO0OM  DTCMAXBANDWIDTH
0O DTCMAXBURSTSIZED 0000000 oooooooooooooooooooooooon
O00000YESOOODODODODOOUODooUooooooooooooooooooooooooo
NOOOOOOoODOOooOOoOooooooooooooo 3000000 omoooooooooo
0000000000000 0DODREDOODOOOODODOOOOOOOODDOOODOOODOODODODOO
300 000000000000000000000 NOO

DTCIGNOREBWCLASS 0000000000000 O0OO0OO0OOOOOOOOOOOOOOOO0O0OO0
0 DTCMAXBANDWIDTHO DTCMINBANDWIDTHO OO0 0 0000000000000 OO
0000000000000 00U00D0D0DD0D0000000DDODODODODOOYESODDOODOO
gooboooogoooboooooooboobboobooboobbobboobboobbooobo
O0o000oOoooooooNOOODDODDODUODODODODDOODODDODUOUODUODODDODDODOODDOODODODOOO
0000000000000 DU00DU0ULODUUDOUOO NOO

DTCMAXBANDWIDTH 00000000000000000000000000000000Kbps™
goooooooooobooobobobbobbbbobbooooooboobb bbb bbbobo
000D00o00o0o0ooo0oooDooo KbpsUOOOODOOOODODOOKOOMOOGOOOODOOO
00000KbpsID MbpsID GbpsO OO D OO0 OMMIDGUOOODOODDOMmM?2.25G00
01284MO 0000000 0ODOODOODODOODOOOQoSOOUDDUDDODODODODODDOODOOO
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SET QOS POLICY

000000000 000o0o0ooOooOO NONED

DTCMAXBURSTSIZE 0000000000000 00O0OOOOOOOODTCMAXBANDWIDTHO
00000000000000000BytemODO0O0O0O0D0O0O0O000O DTCMAXBANDWIDTH O
OD0O0DO0OO0OO0DODICMAXBANDWIDTHO O OO ODODOOOoooooooooooooooooo
00000000000000000 ByteDOOOOOODOODOOKODMODGOOOOOOOO
0 0 00 KbyteID MbyteIlD GbyteDO U0 000 M KOO MOD GOO OO OO00OO M 2.256G0
oo1284MO0 0000000 DOODOOOODOOOOOOOO0O0OOO DTCMAXBURSTSIZE O
ooooooO0000ooooOoOO000000000o0DDooDTCDROPBWCLASS3=YES
O00MMmooo0o030000000DTCDROPBWCLASS3=NOOOOMmMOOOO 00

DTCMINBANDWIDTH 0O00O00O000000000000000000000000KDbps™O
gooooooooooboobobbobbobboobooooooooLoooDbDUobbbboDb o
00000000 KbpsODODOOODODOOOODODOKOOMOOGOOOOODOOOODOOOKDbpsM
OMbpsID GbpsOU OO0 0DDMMIDGOOOOOOOOOMmM2256GO0001284MO0000
O0000oooooooO0o0o0QQeSObODDD0ODODDOO0DDOD0DND00DND0oDooOoOoDoOoOO
0000000000 NONED

DTCMINBURSTSIZE 0000000000000 00O0O00OO0O0COODTCMINBANDWIDTHOO
000MO0o0000 100000000000000Byte DTCMINBANDWIDTH O NONE [
O000DooooooooDTCMAXBANDWIDTHO OOOOMMOOODOO 2000000000
O0000ByteOODOO0OODO0OO0O0OO0O00O0DOO ByteDOODOOOOO0ODOOKODOMOND GO
00000000000 KbytelD MbytelID GbyteD OO DD 00 M KOOMOIDGOOOOOO
O0o0om2256GO001284MOD0O0O0O0O0O0OO0OOO0OOO0OOOODTCMINBANDWIDTH
ONONEOOOOODTCMAXBURSTSIZEO OO OOOODODOODODODODOOOOOOOOOOO
ooooooo oo

DTCPREMARKING 0000000000000 O000O0OO0O00ODOOOODOOOOOOOOOOO
0000000000000 ooooo0o000oooooU00oD QoSUOooooooooon
000 DSCPMAPOODODODOODDODDOUOOODOOOOODOOODOODOOOODOODOOOOODO
USEMARKVALUEOOOOOOOOOMARKVALUEO O OOOOODOOOOODODOOOODOOO
OOUSEDSCPOOOOOOOOOODOOOO DSCPOOOOOODODOOODOOOOOOODDOOO
O000O0O0ODSCPMAPOOOOOOOD 100000000000D0000O0O 10000NONE
0000000000000 0oDooU0000DoDooO000000D00O00000D0O0 NONEODO
OoIPv6e 0000000000 DODOOO0QoSOOOOOOOUSEDSCPOOOOOOODDODOOOO
gobooooobooooboobm

DTCREMARKING 0000000000000 00O0O0ODOODOOOO0OOOOOODOOOOOOO
000000000000 00o0o0o0 QoS00 0ooUooooooooDooDoooooon
O0000000ooooo00000ooooo00000noUSEDSCPMAPOODOODOOOOOOOO
00000000 oooooooo bSCPOOODOOODOOUOODDOOOODDOO DSCPMAP
000o00oooooDSCPOODOOO0OOOOOOOO8021p000000D00OO0O0DOOOOO
PRIORITYOPRIO+BWCLASS OO O OOOO0OODO0OOOODO0DO0O0O0OO0OOO0O0OO0OOOOOOOO
00000000 QUEUE2PRIOMAPOO0O00O0D0O0O802.1p00000000000O0O000O
BWCLASSONONE O OO ODOOODOOODDOO0OO0DOO0OO0O0O0O0O0O0O NONED OO OPRIORITY O
PRIO+BWCLASSO BWCLASS O NONEO O OO OOoOooooooooooIpveOOOODOODO
O000000QoSOO0ODUDOOOUSEDSCPMAP D OO ODODOODODOOODOOODOOODOOODO
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SET QOS POLICY

gooogm

MARKVALUE PREMARKINGOOOOOOO USEMARKVALUEOOOOOOOOOOOOOOO
O DSCPMAPOOOOODOOOOODDOOOOODODOODSCPOOOOODOODOOOD NONE

DESCRIPTION 0O000000O00O0O0OOOOO0MPOLICYODODOOOOOOOOOODOOOOOO
gobogboobbooboooboobooobo

DTCACTION 00000000000000O0O0O0DOODODOOOOODOOODOOOOOOOOODOOD
goboogoobooooboooooooboobboobooboobbobboobbobboobo
O0000000oooooooooU0o0000000o0oooDoooDo00000 NONED OO
0000000000000 D000U00D0D 000D oo0gg FORWARD

VLAN 00000000000 00000000000D00O0000O0000 VLANO DTCACTION O
000000 SENDVLANPORTO O OO OOOOOOOOOOOOODOOOOOODOOOO PORT
goboooboooobobooboo

PORT 000000000 O0OODOOOOOU0O0O000000O0OO0DOODOOODOODOOODTCACTION O
000000 SENDVLANPORTOOOOOOOOODOOODODOOOODOOOOODOOOOO VLAN
goboooboooobobooboo

FORWARD goboooboooooooo
DISCARD gobooooboogn
SENDVLANPORT O0oo0oooo VECANOOOOOOD PORTOOOO

gogoooooooooboobobobboboboooooo
OPORTOO OO VLANO VLANOOOOOODOOOOOOO
gobooopooooboobobo

SENDMIRROR gobboooboobobbooobboobbuoobbbo
SET SWITCH MIRRORO O DO OOOOOOOOOOOO
ENABLE SWITCH MIRRORO OO OOOOOOOOOO
goboooboobooobbobboo

FORWARD,SENDMIRROR FORWARD 0 SENDMIRROR OO0 0000000 OSEND-
MIRRORO O OOOOOOOOOODO

SENDMIRROR,SENDVLANPORT SENDMIRROR O SENDVLANPORT O O OO O OooOO0O

0 40: DTCACTION O O OO OOOoOooooooooo

goooodf

DTCACTIONOVLANOPORTO OO O OO OOPve OO OODOODOOOD QoSOODOODOOODOODOOO

goooog

ADD QOSPOLICYO 1800 00O O
CREATE QOS POLICYD 2120000
DELETE QOS POLICYO 2320000
DESTROY QOS POLICYO 24700 00
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J613-M0581-02 Rev.J

363



SET QOS POLICY

SET QOS DSCPMAPO 3570000

SET QOSPORTO 3650000

SET QOS QUEUE2PRIOMAPO 3700 00O
SHOW QOS DSCPMAPO 461 00O O

SHOW QOS POLICYDO 465 000 O

SHOW QOS QUEUE2PRIOMAPO 472 0000
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SET QOS PORT

SET QOS PORT

000000000000 /QoS

SET QOS PORT={port-list|ALL} [POLICY={gos-id|NONE}] [DEFAULTQUEUE=0..7]
[FORCEDEFQUEUE={YES|NO}] [RED={red-id|NONE}]

port-list: 000000000010 00000000OO0O0OOOOOOOOO
qos-id: QoS U 00 00 00002550
red-id: REDO 0000000 D1040

0

O0000000Do0o000ooDooD QoS00 U0UOoDooDooOoDoDUDUUDooooOoOOOooon
goboooboooobooobooboo
O000DO0ooooOoODoOoOoODOO00000eSOO00DOODODND000DDO0ND0D0D00DOD0oooooOO
gooooopooobooobooboobobobbooboooboobboobbobbon

goooog

PORT OO0OOOOOOO

POLICY QoSUODO0DO0ODOODODDODODODOOOOODODOODOODDOODODOUOODOOODODODDOO QoS
OD0O0DODODODODUODOONONEODDODDODODODDODDOODDOOD QoSOOODOooooooooO
oooooooom

DEFAULTQUEUE 0O00000000000O0O0OOOOOCOOOOOOO0OOO0OO0OO0OO0DOODOODOOO
gobooooooooboooooooboobboobooboobbobboobboobboobo
000000000 oooooooooooo 20

FORCEDEFQUEUE DEFAULTQUEUEOOOOOOOOOOOOOOOOOOOOOODODOOOOOO
OOYESOODODOODOODODODODDODOODODDOD0ODODO00U000O0000o0000 DEFAULTQUEUE O
0000000000000 oooo0ooDooOoNODODODDOoDODoDoODDUUooDooooDooOn
DEFAULTQUEUEO OO ODODODO0DO0DO000O0O0O0O00000O00O00O SET QOS PRIO2QUEUEMAP
0000000000000 DU00DU00DLDU0DOUOO NOO

RED REDOOOOOOOOO0O0O0O00O0OOOODOOOOOOOOOO0OO0ODOOOOODOODOOOO
0000000000000 000O0OONONEDDDODDODODODODODOOoOOOODODOoDoDooooO
ooooooO Tail-drop OO 0000000000000 0O0O000O0O00ODO REDOODOODO
00100 STOP1OSTOP20STOP3 00D OO OOOOO0D0DODODmMREDOOOOOOOODOO
O000000ooooooooo0o0ooooDo REDOODODODO0DOoOoOoooooooooooon
000000000 oOD0O00000000000000oo00g PORTOODODOODOOOOOODOO
goboooboooobooooboobbobboon

| O
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SET QOS PORT

000000010 QoeSHOODD10DODODODOOO

SET QOS PORT=1 POLICY=1

0000000000000 000000000000000O000000O00000O 00000000

SET QOS PORT=ALL DEFAULTQUEUE=0

000000 180000000000 00D0O0OREDOOOOOOO300000 REDODOOOOO
goooon

SET QOS PORT=1-8 RED=3

goooognd

O00000oooo QoSO0O000DD0DO0DO0000D0DDODOoDU0U0ODODOoOoD0DUD0oDOooOooOoOOooon
0000000000000 00000oD101200013024000000000000000000 QoS
gobooobobooobbooboo

goooog

SHOW QOS POLICYDO 465000 O
SHOW QOSPORTO 468 0 0 OO
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SET QOS PORT EGRESSQUEUE

SET QOS PORT EGRESSQUEUE

000000000000 /QoS

SET QOS PORT={port-list|ALL} EGRESSQUEUE|[=queue-I1ist] [LENGTH=1..65520]
[MAXBANDWIDTH={bandwidth|NONE}] [SCHEDULER={STRICT|WRR1|WRR2 }]
[WRRWEIGHT=6. .255]

port—list:[l[l[I[I[I[I[I[I[I[Il[l[l[lDDDDDDDDDDDDDDDDDDD
queue-list:[I[I[I[I[I[IO[I7[IDDDDDDDDDDDDDDDDDDDD
bandwidth: 00 0 0 10 2665845Kbps 0

g

gobooboooobooobooboobobon
goooog

PORT OO0OOOOOOO

EGRESSQUEUE 0000000000000 00O000OO0OOO0DOO0OO0OODOOO0OODOO0OOODO
uon

LENGTH 000000000000 0000000O0O01l60000000000000000 16000
00000000000 DO 1280

MAXBANDWIDTH 00O000000000O0Kbpsl OOOODODDOOOOO0O0O 651KbpsO00000
000000000000 0DD0O0O0OONONEOOODODOONONEDODDODODODOOOODODOOO
000000000000 000 LENGTHOOOOODODOODOOOD le0ooooooooooon
0000000000000 KbpsDOOOOOODODODODOOKOODMODGOOOODOOOOOOO
0 KbpstI MbpsID GbpsU D 000D D MMIDGODOO0OOODDOOMmM0.256G00 0 128.4MO
0000000000000 0o00o00o000000U000OSET SWITCHPORTO OO OO
EGRESSLIMITO OO OOOO0O0O0OO00O00O0OO00O00O0000000ODODO NONED

SCHEDULER 00000000000 0D0OO0O0DOOO0O0OOOOSTRICTOOODOOMMWRRIOOOO
00000000 IMWRR2OOODODODODODOUOODOOD 200 3000000ODO0ODODDOODODOODOO
00000000 300000000000000000000000O0000O0DOO000OOoOOO
OOoOoOoSTRICTOOOOOOOOODOODOOO0O0ODO0O0O00ODO0OO0D0D00OODOO0oO0oooOoOO
0000000000000 0D0OWRRIOODODODODODODODODODOOOOODOOWRRWEIGHTO O
000000000 0o0oooooo00o000U00D0D0D0OWRRIDOODDODDODODODODODDODOODOOOOO
SIRICTOO0D0O00D000000000D0000000000000OWRR20000000WRR1
O0000D0D0D0OD0D0D0D0DODOWRRWEIGHTOO OO OOOOoOoOooOoooooooooooooo
WRR2 OO OOOOOODOODO0DODO0DO0OO0OOSTRICTOOOOOWRRIODODODOOOODODOOOO
0000000000000 ooUooogog STRICTO

WRRWEIGHT 000000000000 00000000O0000O0O0 WRRIODWRR2O0OOOOOO
goooo00o0o0oO0O0O0O0O0OO0O0O0O0O0O0O00O0O0O0O0ODO0OODODOOODOOOOO0ODOOOWRRL
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SET QOS PORT EGRESSQUEUE

ODo0oooooo20000000000 WRRWEIGHT=6OWRRWEIGHT=240 000000
000000000 1000000000000 000o0oo400000000000000000
000 60

g

sj00g0oooboboobooboooboooboobobooboobbooboobbobbobboOon
0000000000000 0000DU0D0U0O00 10:10:5:5:2:2:1:1 0000

SET QOS PORT=ALL EGRESSQUEUE=6-7 SCHEDULER=WRR1l WRRWEIGHT=60
SET QOS PORT=ALL EGRESSQUEUE=4-5 SCHEDULER=WRR1l WRRWEIGHT=30
SET QOS PORT=ALL EGRESSQUEUE=2-3 SCHEDULER=WRR1l WRRWEIGHT=12
SET QOS PORT=ALL EGRESSQUEUE=0-1 SCHEDULER=WRR1l WRRWEIGHT=6

goooodf

O0000000000D00O0OOSETSWITCHPORTO O OO O EGRESSLIMITO OO OOOOOOOO
O000000DU0OWRROODOOODODOODOoOoooOooooOoO

goooog

DISABLE SWITCH PORT EGRESSQUEUED 276 0 0 O O
ENABLE SWITCH PORT EGRESSQUEUED 306 0 0 O O
SHOW QOSPORTO 468 0 O OO

SHOW SWITCH PORTO 5090000
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SET QOS PRIO2QUEUEMAP

SET QOS PRIO2QUEUEMAP

000000000000 /QoS

SET QOS PRIO2QUEUEMAP=p0,pl,p2,p3,p4,p5,p6,p7

p007:000000000000O00700000000000000000070000000000000

g

IEEE 802.1p QoSO Quality of ServiceD 0 0000000000
000D0000000000000000 8021p00000000000D00D00DOO0O0DOO0OO0OO0
gogoooooogooo
odooo00oooooooooooooooooooDoooooooooon SETQOSPORT OO0
00 DEFAULTQUEUEO OO OOOGOOoOoog

goooog

PRIO2QUEUEMAP COO0OO0OO00OO0OO0OOO0OOO0O0OOO700000O0000000O000O0DOOOO
J0000oooooooooooooDoo070800000700000000000O08O00O
J00000000ooo0ooOooooooooooooSET QOS PORT EGRESSQUEUE O OO
OO0 SCHEDULEROOOOOOOOOODODDOOOOODODODDODODODDOODDODODDODODODOODODOOO
000000000000 ooDoOoo SETQOSPORT O OO OO DEFAULTQUEUEO O OO
DDDDDDDDDDDDDDDDDDPODD p7DDDDDDDDDDDDDDDDDDDDD
2,0,1,3,4,5,6,701

g

000000000 801p0ODOO0OOOODOODOOOO7O0000D0O0O00O00OO0,0,3,3,4,5,6,70
goooon

SET QOS PRIO2QUEUEMAP=0,0,3,3,4,5,6,7

goooog

SHOW QOS PRIO2QUEUEMAPO471 0000
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SET QOS QUEUE2PRIOMAP

SET QOS QUEUE2PRIOMAP

000000000000 /QoS

SET QOS QUEUE2PRIOMAP QUEUE=gqueue-list [BWCLASS=bwclass-1ist]
[NEWPRIORITY=0..7]

queue-list: 100 00000700000000000000000000OO
bwclass-list: 0000001030 000000000000000O00O0OOO

0

0000000000000 8021p00000000000DDOO00O0O0DOO0OOQUEUE2PRIOMAP
goooooooooo
gooooobogoobooobooboobobobbooboooboobboobbobbobboon
gooooobogobooobooboobobobboobooobooboboobbobbobboon
000000000000 UoooooUUl1oDooDoooDoOm
QUEUE2PRIOMAP O 00000000 OOO0OOOO REMARKINGO OOOO OO PRIORITY O
PRIO+BWCLASS OO OOOOOOOOOODOO

goooog

QUEUE 00000000D0O0OO0OD0O0OO0OOOD0OOOODOOO
BWCLASS O00000D0O0OODOOOOOOOOOOOOOOOOOOOOOOODOUOODUODDOO
NEWPRIORITY 00000000 0O000O0O0O08021p00000000O00OOOO

g

00000 7000000020000000000000801p0000000O0DO0O0O000O0OO
0100000000 QUEUE2PRIOMAPO O OO0OOOOOO

SET QOS QUEUE2PRIOMAP QUEUE=7 BWCLASS=2 NEWPRIORITY=1

goooog

SHOW QOS QUEUE2PRIOMAPO 472 0000
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SET QOS RED

SET QOS RED

000000000000 /QoS

SET QOS RED=red-id [AVERAGING=0..15] [QUEUE=queue-list] [START1=I1ength]
[STOPl=1ength] [DROP1=0..15] [START2=length] [STOP2=I1ength]
[DROP2=0..15] [START3=length] [STOP3=length] [DROP3=0..15]
[DESCRIPTION=string]

red-id: REDO 0000000 D1040

queue-list: 100 00000700000000000000000000OO
length: 0 0 O O 000 16000000Kbyte ]

string: 10 0010150000000000000000000000

g

REDO Random Early Detection/Discard0 0 0 0000000000000
REDODOOODOOOO8000O00Ox 30000000000000000 REDODOOO240000
ODOO0OO0OREDOOOOODOOOO STARTxOSTOPxUDROPxOx O OO ODODODOODOO 3000000
gjooooooooooobooboon

D00 REDODODUOOOOOOSETQOSPORTOOOOO REDODODUODODUOODOODODOOODOO RED
000000000000 0000O0D0OREDODODOOOOO NONEODOOOODOOoOOooooooooog
Tail-drop DO OO0DOO

goooooooo REDDDDDDDl]ll]l]DDDDDDDTaﬂ—drOpl:JDDDDDDDSTOPIDSTOPZD
STOP3 000000000000 0DOoOn 102030000000000¢
DDDREDDTaﬂ—drOpDDDDDDDDDl]DDDDDDDDDDDDDDDDDDDDDDDDDDDD
odooooool1ooo0ooood

goooog

RED REDOOOOOOOO

AVERAGING 000000000000 000DO0ODOODOOOOOOO0OO00O0O0ODODOODOOODOOO
goboogoobooooboooooooboobboobooboobbobboobbobboobo
0000000000000 00D0O0D0O0ODODOODODOODODODDODODDO STOPxOxO 10
30000000000 TCPOOOOO0OO0ODODOODODOOODOOOOO 9y

QUEUE 00O000O0OOoODOOOOO0OO0OO0O000O000000O00DOO0OO0ODODOOOO

START1 00000 1000000000000000000000OKbyteDODOODOOOO0OODOOO
O00000ooooo00ooooooD 100000000 0oDODoOoOO0oDoOooOSTOP1ODOOOOO
00000 DROPIODOODOOOOOO0O0OO0OOOOOO 25Kbyted

STOP1 00000 1000000000000000000OD0000O0KbyteDOOODOOOOOO
0000000000000 UoUoD 1o0DoDoDoooDoooDoOoDoOOoDOoOoODOOODOOOO
00 30KbyteOOODOODDODOOO REDOOOOODO100000000O0O0DODOOTail-drop
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SET QOS RED

000000000 l1oooopoooooooooODoOoOO

DROP1 00000 STOP1O00OO0O0OOOODOOOOOD 1000000000000 DOODODUOODOOOO
020 DROP1O0O000O0OOOOOCOOOO0OCOODROPI=0000000O 100%0DROP1=1
00 50%0 DROP1=2 0 O 25%0 DROP1=3 0 0 12.5%0DROP1=4 00 6.25% 00000000
OOODROPIO 0OOOOOOOODO 100%0000 DROP1O 1000000000000 O0OO
0000000000 1050%Mm

START2 000002000000000000000000000O0Kbyte00000000ODOOO
O00000ooooo00ooooooD 200000000000000000STOP200000O0O
00000 DROP2OD0ODOO0OOOO0OO0OOOOODO 15Kbyted

STOP2 00000 2000000000000000000O0D00000O0Kbyte00O0OOOOO0O
0000000000000 oOUooD 2000D0D00D0D00DO00D0O00DOOODOOOOOOO
00 25Kbyte0 000000000 REDOOOOODO1I000000000O0DOODOOTail-drop
O00000ooU0o20000000000000000

DROP2 00000 STOPR200000000000OOD2000000000000D000O000D0O00O0O
020 DROP2OD0DO0O00O0OO0OO0OCOOOO0OCOODROP2=0000000 100%0 DROP2=1
00 50%0 DROP2=2 0 0 25%0 DROP2=3 0 0 12.5%0 DROP2=4 00 6.25% 00000000
O0OODROP2O 000 OOOOOO 100%0000 DROP20O 1000000000000 O0OO
0000000000 1050%Mm

START3 000003000000000000O0000O0O0000OKbyteDODOODOOO0OODOOO
O00000ooooo00oooooo 300000000 0DODOO00oDOoOoOSTOP3 00 OOOO
00000 DROP3ODOOODOOOO0OOOO0ODOOOD 5Kbyted

STOP3 0000030000000 00000D000000DODO0000OKbyteDOOODOOOOOO
000oD00oooo0oooOooooo 3000dooo0oooogooooooooooogog
00 15Kbyte0 OO O0ODOD0O0O0 REDOOOOODOO1000000000O0DOODOOTail-drop
000000000 3000oooooooooooog

DROP3 OOO0OO0OOSTOP3OOOOOOOOOOOO300000000000DODOOO0DOOOOODOD
020 DROP3DOO0O0OOOOOOOOOOOO0OOODROP3=0000000 100%0 DROP3=1
00 50%0 DROP3=2 0 0 25%0 DROP3=3 0 0 12.5%0 DROP3=4 00 6.25% 00000000
OOODROP3O 00O OOOOOO 100%0000 DROP30D 1000000000000 OOO
0000000000 1050%Mm

DESCRIPTION REDOOOOOOOOOOOOOODOOOO

goooog

CREATE QOSREDO 216 00 O O
DESTROY QOSREDO 248 0000
SHOW QOSREDO 4740000
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SET QOS TRAFFICCLASS

SET QOS TRAFFICCLASS

000000000000 /QoS

SET QOS TRAFFICCLASS=tc-list [DROPBWCLASS3={YES|NO}] [IGNOREBWCLASS={YES|
NO}] [MAXBANDWIDTH={bandwidth|NONE}] [MAXBURSTSIZE=burstsize]
[MINBANDWIDTH={bandwidth/NONE}] [MINBURSTSIZE=burstsize]
[PREMARKING={USEMARKVALUE|USEDSCP|NONE}] [REMARKING={USEDSCPMAP|PRIORITY|
PRIO+BWCLASS|BWCLASS|NONE}] [MARKVALUE={0..63|NONE}]

[DESCRIPTION=string] [ACTION={FORWARD|DISCARD|SENDMIRROR|SENDVLANPORT|
FORWARD, SENDMIRROR|SENDMIRROR, SENDVLANPORT}] [VLAN=1..4094
PORT=port-number]

te-list: 000 0000000000010230000000000000000000000
bandwidth: 0 0 0 0 10 16998400Kbps

burstsize: 00 00 00 0000 268435455Byte ]

string: 10 0010150000000000000000000000

port-number: 1000000000100

g

gobooobooooboobooobo

goooog

TRAFFICCLASS 00000000000

DROPBWCLASS3 0000000000000 OOOOODOOOO0MAXBANDWIDTHO MAXBURST-
SIZEOOOO0OO0O0O0O00000o0ooooooooooooooooooooooooonYESOO
000000000000 00o0000o00o0oooooooooooooOoNODoDDoOoooooOO
0000000ooooooo 300000000000 ooooooooooDooUooooo
OO0OOREDOOOOODOOODOOOOOODODOODODOODODOOOOOOO 30000000000
O0000000ooDoUooo NOO

IGNOREBWCLASS 00000000 O0OO0OOOOO0OOOODOODOOOMAXBANDWIDTHO
MINBANDWIDTHO OO OOOOOODOODODOOOODOODODDODOOO0DO0OO000D0oooooooo
0000000000 oD000000000o0YESOODODODODODODOoooooooooooooo
000000000000 00000000000o00ooo0oooooooooDoooooONODDO
gobooooogooobooooooobooboboobooboobbobboobbobobooobo
O00o0ooooo NOO

MAXBANDWIDTH 0000000000000000000O0O0KbpsDOOOO0O0OODOOO0OOO
goooooobooboooboboobobbobbobooboooooooobobbobbobbobbobo
KbpsOOOOODODODOOOOOKOIODMODGOOOOODOOOOOOOKbpsI MbpsI GbpsU
OooooomMOOGUOOOOOODOOO0OMm2256GO0001284MO0 0000000 OO0OOO
O0000QoSUOIUIOIUIUDUOUODDDDDODDODDOODUONDDODODODODODOODDDOODDODOO
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SET QOS TRAFFICCLASS

0O NONEDO

MAXBURSTSIZE 000000000000 O0O0O00O0MAXBANDWIDTHOOOOOOOOOOOO
000000Bytel OODOODOOO0DO0OO MAXBANDWIDTHOO OO O OO OMAXBAND-
WIDTHOOOOOOOODOOOODODoooooooooooooooooooooooooooo
OO0 ByteDOOOODOOODODODO0OKOOMOOGOOOOOOOOOOOUOKbytel Mbytel[D
OGbytetUODDOODODMKOODMOIDGOODOOODOOODOMmM2256G0001284MO00000
O0000000oooooooooooo0g MAXBURSTSIZEDO D OO OOOoOoooooooo
000000000000 00000DROPBWCLASS3=YESOOOMMOOoOoOO3000000
0 DROPBWCLASS3=NO O OO MM OOO0O od

MINBANDWIDTH 000000O0000000O0000COKbpstDOOOOODOOOOO0OODOODO
0000000000000 0000000000000000000 KbpsDODOOODODOODO
000KODMODGOOOOO0ODO0O00000KbpsD MbpstD GbpsO0 0O 00 O O 0 MOD GO
O000000om2256GO0O01284MOCOOO0OOO0OOOOODOO0ODO0OOQoSOODOOO
0000000000000 0000000 0000000000000 d NONED

MINBURSTSIZE 000000000000 O000O000MINBANDWIDTHOOOOOMMOOOOO
1000000000000 00Byteld MINBANDWIDTHDO NONEOOOOOOOOOOOO
OMAXBANDWIDTHOOOOOMOOOOD 200000000000000Byte™ 000000
000000000 Byte0DDODDO0O0OO0DDO0O00DKOOMOODGOOOOOOOOOODUOKbyteD
0 Mbyte[ID GbyteU D DO 000 M KOO MODGOO OO OOO0OOMm2.256G000128.4M0O0
O0000o0ooooo0oo00oooMINBANDWIDTH O NONE O 00O 0O 0O MAXBURSTSIZE
00o0o00ooooooooooooogoooooooogoog oo

PREMARKING 0000000000000 0O00O0OOO0OOODOOODOOOOOOODOOOOOO
0000000000000 QeSOO000oDoDDOoooDoUoon DSCPMAPOOOOOOOOO
0000000000000 00000000000U000OUSEMARKVALUEDO D OO OQOQOQgQ
MARKVALUEODOOOOOOOOODOOOODOOOOOOOUSEDSCPOOOOOOODOOOODO
OO0 DSCPOOOODDOODOODODODOOOOOOODOO0OOOOOODSCPMAPODOOODOOO
10000000000000000010000ONONEDO DD D000 00oooooooooon
0000000000000 0000000NONED OOODUOoDOooDooDooooooooooo
0000000000 oDO000000o000oo0D00ooooooooDooDooooooIPvenO
000000000000 QoSOOOOOOOoUSEDSCPOOOOODODODDODOOOOOODOOOO
gobogobooon

REMARKING 0000000000000000000000O00OO0OOOODODOOODOOOOOOO0O
000 QoSOO000DD0N0NN0ONoo00OD0O0000ND0DNN0D0000DoDoooooooOn
0000000000 USEDSCPMAPOOODOODOOODOODOOODODODOOOODOOOOOOODOO
ODSCPOOOODODOOODDODOOOODOOOD DSCPMAPOOOODODOOOODSCPOOOOO
0000000008021p0000000000000000PRIORITYOPRIO+BWCLASSO OO
0000000000000 0000000000000OD0000000000 QUEUE2PRIOMAP
0000000008021p0000000D0000000O0O0BWCLASSONONEOODODOOO
000000000000 DD0O0O NONED O OO PRIORITY O PRIO+BWCLASSO BWCLASS O
NONEOOODOOOOOooooooooooIpveODDOOODODDODOOODODODOO QoSOOOODOODO
USEDSCPMAPOOO0OOOOOODOOOOODODOOOOODOOOOODOO

MARKVALUE PREMARKINGOOOOOOO USEMARKVALUEOOOOOOOOOOOOOOO
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SET QOS TRAFFICCLASS

O DSCPMAPOOOOODOOOOODDOOOOODOOODSCPOOOOODODOOOOD NONE

DESCRIPTION 0000000000000 O0O0OOOOOMOMTRAFFICCLASSOOOOOOOOO
goboooboooooboooboobobobbooboobooobobooboboobo

ACTION 0000000000000 OO0000DOOOOOO0OO0ODODODOOOOO0OODODOOOOO0
goboogooboooobooooooobooboboobooboobbobboobboboboobo
000000000 00o0oooo0o0000U0U000D0O0NONEDDODODD D OO ODooooooo
00000000000 mouod FORWARD

VLAN 0000000000000000000000 VLANOACTIONOODOOODOO SENDVLAN-
PORTOOOOOOODOOOODDOUOOOOOODOOOODDOODODD PORTOODOOODODOOOOO
googod

PORT 000000 DOOO0O0OOOOOOOO0DOOOOOOO0OACTIONDOOODOOO SENDVLAN-
PORTOOODOODUOOOOOODDODOOOODOOOUOODODODOOD VLANDODODDODODOOOOO

googd
FORWARD goboooboooooooo
DISCARD gobooooboogn
SENDVLANPORT O0o0o0oooo VECANOOOOOOD PORTOOOO

gogoooooooooboobobobboboboooooo
OPORTOO OO VLANO VLANOOOOOODOOODOOOO
gobooopooooboobobo

SENDMIRROR gobboooboobobbooobboobbuoobbbo
SET SWITCH MIRRORO O DO OOOOOOOOOOOO
ENABLE SWITCHMIRRORO OO OOOOOOOOOO
goboooboobooobbobboo

FORWARD,SENDMIRROR FORWARD 0 SENDMIRROR OO0 0000000 OSEND-
MIRRORO O OOOOOOOOOODO

SENDMIRROR,SENDVLANPORT SENDMIRROR O SENDVLANPORT O O OO O OooOO0O

0 41: ACTIONOOOOOOO0OOoOoooooooo

goooodf

ACTIONO VLANO PORT OO OO OOOOIPv6 DO OO0O0O0OOOD QoSOOODOOOODODODOOO

goooog

ADD QOS TRAFFICCLASSO 181 0 00O
CREATE QOS TRAFFICCLASSO 218 0 00O
DELETE QOS TRAFFICCLASSO 233 000 O
DESTROY QOS TRAFFICCLASSO 2490 000
SET QOS DSCPMAPO 3570000

SET QOS QUEUE2PRIOMAPO 3700 00O
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SHOW QOS DSCPMAPO 461 0000
SHOW QOS QUEUE2PRIOMAPO 4720000
SHOW QOS TRAFFICCLASSO 477 D000
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SET STP

SET STP

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

SET STP={stpname|ALL} [FORWARDDELAY=4..30] [HELLOTIME=1..10]
[MAXAGE=6..40] [PRIORITY=0..65535] [MODE={STANDARD|RAPID}]
[RSTPTYPE={NORMAL|STPCOMPATIBLE}] [DEFAULT]

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

g

STPO0000000000000000000O0O0OO0OGO
goooog

STP STPOOOOCUOODALLOOOOOOODOOOOOSTPOOOOOOOOOOO

FORWARDDELAY 0000000000000 0O00O0O0OD0OO00OO0OO0D00O0OOO0O0OO0O0OOOOO0O0O
0000000 0oooo0ooooo0o0o0oooMODE O STANDARDODOOOOODODOOOO
oo oboobobobbobobobbbboboboo0ooUoggg
O0000D0OD0ODO0OOMODEOD RAPIDOOOOOOOODOOOOOODOOOOOOODOOOODOOOO
0do0ooooooooooooooooooooooooooooooooo 1500

HELLOTIME 0000000000 D0ODOOO BPDUOBridge Protocol Data Unit0 DO OO0 00O
o0moooooo 200

MAXAGE 0O00000O0O000O0O0O0O0O0OOCOO0BPDUOOOOOOOOOOOOOOOOOOOO
O0Moooooo BPDULNDOCOODOOOODOOOOSTPDOOOOOODOODOOODOODOOOO
O000000002x OHELLOTIME+ 1) D000002x (FORWARDDELAY -1) 00000
odooooooooooo 2000

PRIORITY 0000000000000 O0O0OOODOO0OOODOOOOODOOOODOOOOOOOOO
ODOOMODEO RAPIDOOODO 40960 000000004096 000 0000000000000
00o0oo0ooooooooooooo0mooonog 327680

MODE STPO0O 00O OOSTANDARDO 802.1d[DRAPIDO802.1wO O 0000000000000
O0oooSTPOODOO0OODO00OOODO0O0ODOOOO0DODOO STANDARDO

RSTPTYPE Rapid STRO MODE=RAPIDO0O U0 0 00 0NORMAILLDRSTP BPDU 0O O O tWSTPCOM-
PATIBLEO O OO BPDUOOOODOOOOOOOOOOOOO NORMALDO

DEFAULT FORWARDDELAYO HELLOTIMED MAXAGEO PRIORITY OO OO OOOOOOOOO
odoooooooooooSTPOOO0OOO0OODOOO0OOODOOOOOOO0OOOOn

g

s STPOO00O0O0Ofoobar0 0000000000000 0ODOOO
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SET STP=foobar DEFAULT

googod

PURGE STPO 3150000
RESET STPO 321 0000
SET STP PORTO 3790000
SHOW STPO 480 0 0 00O
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SET STP PORT

SET STP PORT

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

SET STP[={stpname|ALL}] PORT={port-Ilist|ALL} [PATHCOST={1..1000000|
1..200000000}] [PORTPRIORITY=0..255] [EDGEPORT={YES|NO}] [PTP={AUTO|YES|
NO}] [DEFAULT]

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo
port-list: 000000000010 00000000OO0O0OOOOOOOOO

g

goboooboogoboobobooboobbobboo
goooog

STP STPUOODUOU0O0OU0O0000OO00OOODODODODODODODODALLODOODOOODOODOOO STPO
goooooogon

PORT 0000000 OODOOOOOCALLOOOOOOOOOOOOOO0O0OOOOOOOO

PATHCOST 0O00000O0O0OO0ODOOODOODOOOOOOOOOOOOOOOOOOOOODUOODOO
00000000 oOoOD00D0O00000000000000000D0O0ODO0O0OOSETSTPOOO
O0MODEOOOOOOOSTPOOODOODOODOOOOOOPATHCOSTOOOODDOOODOOOO

PORTPRIORITY 00000000000 O0ODOOOOO0OODOOOODOOOOOOODOOOOOOOOO
OOODOMODED RAPIDODOOD 1600000000060 00000O0O0OODODODOODOOO
0000000000000 0OU0oD0moooooo 1280

EDGEPORT MODEO RAPIDOOOOODO0O0OO00O0DODODOOOOO0OODODOOOOOOOOODOODO
0000000 00ooooo0ooooooo000 LANDODDODODOOOooDoooooooooooo
EDGEPORT=YES O OOOOOOOOOODOOOO RSTPBPDUOODOOOOOOOOOOOOO
000000000000 UooDoo NOO

PTP MODEO RAPIDOOOOO0U00O00DOOOOOOO0OODOODOOOOODODOOOOOOODOODO
Oo0o0ooooooAUTOOOOODOOODOODOOOODOOODOOODOOOOOOO AUTOD

DEFAULT PATHCOSTO PORTPRIORITY OO O OOODOOOOOOOOOODOOODOOOOOOOO
PORTOOOODODOOODODOODOODODOOOODOODODUOODUDDOO

oooo oooo ogoooon
10Mbps 5001 600 100
100Mbps 100 60 19
1000Mbps 3010 4

0 42: STANDARD OO OO OOOOOODOO0OODOOOoooooooog
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SET STP PORT

gooo gooo gobogo
10Mbps 2000000 2000000 2000000
100Mbps 200000 200000 200000
1000Mbps 20000 20000 20000

043:RAPIDOO0O0OOO0OOOOOOOOOOOOOOOOOOO

goooog

PURGESTPO 3150000
RESET STPO 321 00O 00O
SET STPO 3770000

SHOW STPO 4800 0 0O
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SET SWITCH AGEINGTIMER

SET SWITCH AGEINGTIMER

000000000000 /0o0o000o0Do0o0000o000

SET SWITCH AGEINGTIMER=10..630

g

000000000 ooOUoUOFDBOOOO0U0ODOOD0DODOMACODODODDOOODODOODOODOOO

goooog

AGEINGTIMER 0000000000000 0O0OODOOOOOOOOO0OOO0OOOOOODOOOOO
0000000 10oooooooOoOoOoOOOO0OODODOODOOO10IOD0DOOOoOO1000D0D0OMmO
Ooooo 30000

goooog

DISABLE SWITCH AGEINGTIMERO 269 0 0 0O O
ENABLE SWITCH AGEINGTIMERO 299 0 0 0O O
SHOW SWITCHO 490 0 00 O
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SET SWITCH CPUTXPRIORITY

SET SWITCH CPUTXPRIORITY

O0o00oooooooo /000000

SET SWITCH CPUTXPRIORITY={NONE|0..7}

g

0ooopDooCcPU0DO0noOonooOoooosN2lpioionoooonoooononoon

goooog

CPUTXPRIORITY CPUODOOOOOODOOOOS8021p 000000000000 OONONEDO
0000000000000 0000000 0000000000000 d NONED

goooog

SET IP DSCPOVERRIDEMI IPO O 320000 O
SET SWITCH CPUTXQUEUEO 383 0000
SHOW SWITCHO 490 0 00 O
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SET SWITCH CPUTXQUEUE

SET SWITCH CPUTXQUEUE

O0o00oooooooo /000000

SET SWITCH CPUTXQUEUE={NONE|0..7}

g

goooooocCPUODODOODDOODODODOOODOODOOODOOODDOO

goooog

CPUTXQUEUE CPUOOOO0OOOOOODOOUOOODOOOOONONEOODODOODDDOOOOOO
000 NONED

goooog

SET IP DSCPOVERRIDEMI IPO O 320000 O
SET SWITCH CPUTXPRIORITYO 3820 00O
SHOW SWITCHO 490 0 00 O
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SET SWITCH DLFLIMIT

SET SWITCH DLFLIMIT

O0o00oooooooo /000000

SET SWITCH DLFLIMIT={NONE|100..95300}

g

goboooboogobooobooboobbobboobo
goooog

DLFLIMIT 0O0O000000000000000000100000000000Kbyte/00D0O00ODO
gooooooooo 1000000000000 O0DUODDO1I0IOD0DDOODOO 20000
000000000 UUO0DUOD0DUOD0DUODODONONEDDODDDDODDODDDODDODODODODOO
O0O0DO0OONONEDDOODDODDDODDDODDODODDDODOODODOOO

goooog

SHOW SWITCHO 490 0 00 O
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SET SWITCH MIRROR

SET SWITCH MIRROR

o0o0oooooooooo /000

SET SWITCH MIRROR={NONE|port-number }

port-number: 0000000000100

g

gobooobooooboobooobo
0000000000000 0000SETSWITCHPORTO OO OO MIRROROODODOODOOOOOOO

goooog

MIRROR 000000000000 0000O00OO0O0OOVLANdefault0OOODOOO0OO0O0OO0OO
gbobobobobobobobbobobobobobobobobbobbooobDbbboooooDbo
0000000000000 ooo000000000D0D00DD0D00DD0Oo0D00O0O0VLAN
default 000 0000000000000 00000000O0O0O000O0O VLANOOOOOO
0000000000000 O0DO0 NONEODOODOOO

goooodf

gooooobogoobooobooboobobobbooboooboobboobbobbobboon
goboooboogobooobooboobbobboobo

goooog

DISABLE SWITCH MIRRORO 273 00 0O
ENABLE SWITCH MIRRORO 303 00 0O
SET SWITCH PORTO 387 0 00 O

SHOW SWITCHO 490 0 00 O

SHOW SWITCH PORTO 5090000
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SET SWITCH NESTEDTPID

SET SWITCH NESTEDTPID

O000o0oO0oo0oooo /0oo0o0o00 LAN

SET SWITCH NESTEDTPID=protocoltype

protocoltype: DU 0000001600 400

g

00000 VLANONested VLANOOODOOOOOOO0ODOOOOOOO TPIDO Tag Protocol Identifier
=0000000000000000
0000000000000 D0O0D00oOooDog VLANONested VLAND O DODODDOODO

goooog

NESTEDTPID COOO0OO0OO TPIDOOUOOO0O0O0OOOOO8SOODDD 1600400000000
00000 8100016 O M

goooog

ADD VLANPORTO 1910000
CREATE VLANO 2250000
SHOW SWITCHO 490 0 00 O
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SET SWITCH PORT

SET SWITCH PORT

o0o0oooooooooo /000

SET SWITCH PORT={port-list|ALL} [ACCEPTABLE={ALL|VLAN}] [BCLIMIT={NONE|
100..95300}] [DESCRIPTION=string] [EGRESSLIMIT={NONE|bandwidth}]
[INFILTERING={OFF|ON}] [INTRUSIONACTION={DISABLE|DISCARD|TRAP}]
[LEARN={0|1..256] [RELEARN={ON|OFF}] [MIRROR={BOTH|NONE|RX|TX}]
[MODE={AUTONEGOTIATE|MASTER|SLAVE}] [POLARITY={MDIMDIX}]
[SPEED={AUTONEGOTIATE|10MHALF|10MFULL|100MHALF|100MFULL|1000MFULL}]

[ IGMPACTION={DENY|REPLACE}] [IGMPFILTER={NONE|filter-id}]

[ IGMPMAXGROUP={NONE|1. .65535}] [THRASHACTION={NONE|LEARNDISABLE|
PORTDISABLE|VLANDISABLE|LINKDOWN}] [THRASHTIMEOUT={NONE|l..86400}]
[VLANSTATUSTRAP={ON|OFF}]

port-list: 000000000010 00000000OO0O00OOOOOOOOO0
string: 10001047000

bandwidth: 00 0 000 2641248Kbps0

filter-id: 000000001099

g

gobooobobooobbooboo
goooog

PORT 0O000O00OOOODOOODOOOCALLOOOOOOOOOOOOOO0O0OOOOOOO

ACCEPTABLE 00000000000 OOVLANOVLANOOOOOOODDOOOOVID=0OOOOO
0000000000000 oo ALLOODODOO0oooooooooono VELANOOOODOooo
O00oo00 ALLODOO VLCANOOOODDOOODOOOooooooooooooooooo VLAN
gooboooobooooo

BCLIMIT 000000000000 OO0OOODOO0OOOOOOOOOOOO1I0ODOD000O00ODOO0
OKbyte/D0000D000O0000O0O000100000000000000000000010100
00000020000 M 00000000000 0O0O0UDUOODDODODONONED OO OOOO
0000000000000 ooDo NONEDOOODDDODOOooooooooooooooooo
000000000000 0O00000bo00Do000oENABLE SWITCH MCLIMITING OO O
gboboogoobooooobo

DESCRIPTION 0O0O0O0O00OSHOWSWITCHPORTOOOOOOOOOOOODODOODODOODOOOO
oo

EGRESSLIMIT 000000000000000000000MO000000000 002641248KbpsO
0000000048 0000000000000 0ODOO0O0O0OODOONONEDDD OODODOOO
O0000O0D0ODOO0OEGRESSLIMITOOOOOOOOOOODOOOOOOOOOOOOOOOO
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SET SWITCH PORT

000000000000 00000000 0000000000000 00o0O NONED

INFILTERING 000000000000 0O0O0ODOOOCOONODOOOO  OFDOOO0OOooOoooOon
ONOOOOoDOooooooo VELANIDOOOOOODOOO VLCANOODODOOOooooooooo
O0000ooDooODODOOoOoODOOoOOOFFOODOODODOOODDOOODDOODDOO0OO0DO0DO0O0DO0O0O0OO OFFO

INTRUSIONACTION 0000000 MACOOOODOOOOOOOOOLEARNOCOOOOOOOO
00000000 oDoODO0ooODO0000o00ODISCARDODOOOOOOOOOOOmMTRAPODO
00000000 ooOOoOSNMPOODODOOODODODODODOODODODO MACOOODOOOOOOO
O0000OO0D0DMMDISABLED D 000000 ODODODOSNMPOODOODODOOODODOOOOOODOO
0000000000000 oooogoU DISCARDOD

LEARN 0000000 O0ODOOO0OOOO0OMACOOOOOOOOOOOOODOOODOOOOOOODODO
0000000000000 oo0UoD0D0oU0o0D000D0WoooDoooDg MACODO
O0o0o000oooD0o0oU0DU0oooUoDoo MACOOODODODODODODOODODODDODOODODOODOO
INTRUSIONACTION OO OO OOOOOO0OO0OO0O0O0ooooooooooooooooooooo
goboooobogn

RELEARN 0000000000000 0O00COOFFOOOOO0O0OOOODODOOOOOOODOOOOO
OLearn 000000000000 ODDOOODOOONODODODODODDOODOOLearn0OOOOODODODO
goooobooooboobooboboobowooboboobobbboobobboobobo
ODOOD0DUOODOLEARN=0O0 0000000 DOOODOOODOOODOO OFFO

MIRROR 000000000 D0OOOOOOOOO00O0OOODOOOOOOOOOOODOOOOOO
O00000D0D0O0O0BOTHOOOODOOODODMmMRXOODODODODODODODMMTXOODOOO OO OIINONE
000000000000 00D0DU000DU0U0UoU NONED

MODE 1000BASE-TOO0O00O00O0/0000000000O0 AUTONEGOTIATED

POLARITY MDI/MDI-XOOUOOOOOO MDI/MDI-XOOOOOOOOOODOO MDI-XOOOO
O000o0OoMDI/MDI-XOOODODODOOO00OD0D0000D000000000000

SPEED 000000000 0O0ODOOODOOODOODOOOOOOOOOODOMOOODOOODOOODOOO
00000000000 SPEEDOOOOODOOOOOOOOOO0OOOODOOOOOODOOOOn
goobogoobooooboooooooboobboobooboobbobboobbobboobo
0000000000000 0000000O1000BASE-TO OO SFPO O OO AUTONEGOTIATE
ooo1mooMO0OO0D0OO0OO0O0OO1000BASE-TO SFPO OO O 1000MFULLOOOOOOOOO
000000000 SFPODOO 1000MO00OO0O0O0OO0ODODO9924T/4SP O 1000BASE-T O SFP
0000000000000 0DmMooooon0 AUTONEGOTIATED O D OODOoOOoOOoOoooom
00O O0AUTONEGOTIATE 0 O AUTONEGOTIATEC D OO0 OO0 O0O0Oooooooooon
MDI/MDI-XOOOO0OOO0O0OO0O0O00D00OOAUTONEGOTIATE 000 0O AUTONEGOTIATE O
O0000oO0oooMDI/MDI-XOOOOOOO0OD0O00OO

IGMPACTION 000000000 JomOOOODOOOOOOOODOOOO IGMPMAXGROUP O
0000000000000 0000000000DENYDUOOODODO JoinOOO OO REPLACE
goooobooboobboobboobboobbobboobbobboobbbbooobbbooon
00000000 DENYD

IGMPFILTER COO0O0O00O0O0O0O0OOOOCOIGMPOOOOOOOOOIO099MOODOOOOO0OOO
NONEOOODOOOOODODODOO NONED

IGMPMAXGROUP 000000000 JoinODOOOOOOOODOOOOOOOODOOOODOODOOO
O0OO0NONEOOODODDOOOODODOO NONEDCOOOO M
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SET SWITCH PORT

THRASHACTION 0000000000 MACOOOODOOOOODODOOOD MACOOOOOODOOO
0000000000000 000O000000O0NONHE 000000 mMLEARNDISABLEI MAC
000000000000 MmMmPORTDISABLED OO0 DOOOO0OOOOOOODVLANDISABLE
O000o0o0o0ooo0o VLANODOOOOODOOODOOoooooDooOom LINKDOWNO OO
O000ooo00oooooO0o0ooooO0o0o0ooOoO000o0o0oTHRASHTIMEOUT DO OO
0000000000000 0ooo0000Doo0000oooU0mooDOdPORTDISABLED
LINKDOWN OO OOOENABLESWITCHPORTO OO OOOOOOOODODOODODODOOOODO
000 VLANDISABLE O 0O 0O 00OENABLE SWITCHPORT VLANO OO OOOOOOOOOO
000000000000 UOD LEARNDISABLED

THRASHTIMEOUT MACOOOOOOOOOOOOOOOOODOODODODODODMMNONEDDODOO
0O0O0THRASHACTION OO OO OOO LEARNDISABLEO OO D OODODODODOOOOOOOO
ONONEOODODOOODOODDOODODDODOODOODDODDODODDOONONEODODDODDODODODOOD
THRASHACTION OO OOOOOOO LEARNDISABLEO OO ODOOOOOOOODOOOOoOO
o000 100000000000 o0O0 100

VLANSTATUSTRAP 00O VLANOOOOOOOOOOODOOOOOODOOOOOOOOOOOOODOOO
O0O0OSNMPOOOOOODOOOOODOOOOODODOOO OFFO

AUTONEGOTIATE ooooooooooo

10MHALF 10M Half Duplex D 000 OO 1000BASE-TOOODOOO

10MFULL 10M Full Duplex D000 OO 1000BASE-TOOODOOO

100MHALF 100M Half Duplex 000000 1000BASE-TO OO0 OO0

100MFULL 100M Full Duplex D000 OO 1000BASE-TOOO0ODOO

1000MFULL 1000M Full Duplex 0 00 OO O 1000BASE-T SFP O O 1000BASE-T 0O 0O O

0000009924T/4SP 0O 1000BASE-T SFPO 00000000 OOOOOO

0 44: SPEEDOOO0OO0OOOO

goooodf

O000000EGRESSLIMITOO QoSO OODODOOODODCOOOODOWRRODODODOOOOODOOSET QOS
PORT EGRESSQUEUE OO0 OO0 SCHEDULERO O OOOODOOOODODODOOOOOO
THRASHACTION O O OO OOOOO VLANDISABLECO DO OO OOO0O0O00000O0O0O0O0ooO
O000O0OOO0OO0OOSETSWITCHPORTO OO OO INFILTERINGOOOODODOODODODODODOoOoOoOOO
VLANDISABLEO O OOOOOOOOO0O0O0O0OO0O0OOO0O0oOooO0oooooooo

goooog

ADDIGMPFILTERMMIPOOOOOOOOO 270000
CREATE IGMP FILTER(D IPOOOOOOOOO 350000
DISABLE SWITCH PORTO 2740 0 0 0O

DISABLE SWITCH PORT VLANO 278 0 0 OO
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SET SWITCH PORT

ENABLE SWITCH PORTO 30400 0O

ENABLE SWITCH PORT VLANO 308 0 O O O

SET SWITCH THRASHLIMITO 391 00 00O
SHOW IGMP FILTERMI IPO 00000000 860 OO DO
SHOW SWITCH PORTO 5090000
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SET SWITCH THRASHLIMIT

SET SWITCH THRASHLIMIT

O0o00oooooooo /000000

SET SWITCH THRASHLIMIT=5..255

g

MACOOOODOOOOODODODODODODO MACOOOOOOUOODODODO0DO0DO0DO0D000O00000oooooooo
goooon

goooog

THRASHLIMIT MACOOOOOOOOOODOOOOOOOOOOOOMACOOOOO 1000000
o00oooo0ooo0ooo0oDooU0UooooDooD MACODODODODODDOODODODOOOO
0000000000000 0000SET SWITCH PORT O 00 OO CREATE SWITCH TRUNK
O0O0OOSETSWITCHTRUNKOOOOOSETLACPOOOOO THRASHACTION OO OO
000000000 U0oooooooooooo 100

goooog

CREATE SWITCH TRUNKO 223 0000
DISABLE SWITCH PORT VLANO 278 0 0 OO
ENABLE SWITCH PORT VLANO 308 0 O O O
SETLACPO336 0000

SET SWITCH PORTO 387 000 O

SET SWITCH TRUNKDO 3920000

SHOW LACPO4170000

SHOW SWITCHO 490 0 00 O

SHOW SWITCH PORTO 5090000

SHOW SWITCH TRUNKO 5170000

gooooo CentreCOM 9924T/4SP09924SP 000D DOO0ODODO 2.9 | 391
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SET SWITCH TRUNK

SET SWITCH TRUNK

o0o0oooooooooo /000

SET SWITCH TRUNK=trunk [SPEED={10M|100M|1000M}] [THRASHACTION={NONE]
LEARNDISABLE|PORTDISABLE|VLANDISABLE|LINKDOWN}] [THRASHTIMEOUT={NONE|
1..86400}]

trunk: 00000000001015000000000000000 00000000000 O0OOODOOOOOO
ooo

g

gobooboooboooboooboo
goooog

TRUNK OO0O0O0O0O0O0O0OO

SPEED 0000000000000 O0000O0ODOOOO000O0ODOOOOO00OOO0DODOOOOOOOn
0000000000 AUTONEGOTIATED OO O

THRASHACTION 00000000000 MACODOOOODOOOOOODOO MACOOOOOOO
0000000000000 0000000000000ONONRE)0 00000 MLEARNDISABLE
O00o0oooooooooooo MACOODODOODDOOODODOODOMmMPORTDISABLED OO OO0
0000000000000 000000mMVLANDISABLEIOOOOOOOOO0OOO VLANOO
O0o0000o0o0o0ooooooooo0oooDo0D@LINKDOWNI DO oooooooo
00000000000 000000000000000D000o0O000THRASHTIMEOUT OO
0000000000000 000000000D00000000000 M 0000PORTDISABLEO
LINKDOWN OO OOOENABLESWITCHPORTO OO OOOOOOOODODOODODODOOOOO
000 VLANDISABLE O 0O 0O 00OENABLE SWITCHPORT VLANO OO OOOOOOOOOO
000000000000 U0OD LEARNDISABLED

THRASHTIMEOUT MACOOOOOOOOOOOOOOOOOOODODODODODMMNONEDDODOO
O00O0THRASHACTION OO OO OOO LEARNDISABLEO OO D OOODOODOOOOOOOO
ONONEOODODOOODODODDOODDOODDODOODOODDODDODODDODOONONEODODODODODODODODOD
THRASHACTION OO OOOOOOO LEARNDISABLEO O OO OOOOOOOODOOOOOO
o000 100000000000 o0O0 100

goooodf

THRASHACTION O OO OOODOOO VLANDISABLEO OO OOOOOOOOODODOOOOOO0o0OO
0000000000000 00O00OSETSWITCHPORTO OO OO INFILTERINGO OO OOOOOO
ODOODODO0DODODOVLANDISABLEO OO OOODODODODODODODO0OO0DO0DOODODOOODOOOOOOOOoOOoOO
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goooog

ADD SWITCH TRUNKO 1900 0 0O
CREATE SWITCH TRUNKO 223 0000
DELETE SWITCH TRUNKO 238 0 0 0O O
DESTROY SWITCH TRUNKO 251 00 00O
SET SWITCH THRASHLIMITO 391 00 0O
SHOW SWITCH TRUNKO 5170000

goooon

SET SWITCH TRUNK
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SET VLAN PORT

SET VLAN PORT

O000o0oO0oo0oooo /0oo0o0o00 LAN

SET VLAN={vlanname|l..4094} PORT={port-list|ALL} FRAME={UNTAGGED|TAGGED}

vlanname: VLAN O 0103200 0000000000000 000000000000 0O0O0O00O0OODOOO
port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

VLANOOOUOOOOooooooooooooooooo
goooog

VLAN VLANOOOO VLANID
PORT 0OOOODO
FRAME 00O VLANOOOOOOTAGGEDOOOOOMUNTAGGEDD OOOOO0OOoOoOOOooO

goooog

ADD VLANPORTO 1910000
DELETE VLAN PORTO 2390000
SHOW VLANO 5190000
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SHOW CLASSIFIER

SHOW CLASSIFIER

O000oo0oo0oo0ooooo /0000000

SHOW CLASSIFIER|[={rule-list|ALL}] [ETHFORMAT={ETHII-TAGGED|

ETHII-UNTAGGED|ANY}] [PROTOCOL={protocoltype|IP|IPV6|ANY}]

[MACTYPE={L2UCAST|L2MCAST|L2BCAST|ANY}]

[MACSADDR={macadd|DHCPSNOOPING|

ANY}] [MACDADDR={macadd|ANY}] [VLAN={vlanname|l..4094|ANY}]
[IPSADDR={ipadd[/masklen]|ip6add/plen|DHCPSNOOPING|ANY} ]
[IPDADDR={ipadd[/masklen]|ipbadd/plen|ANY}] [IPDSCP={dscp-list|ANY}]

[IPTOS={0..7|ANY}] [IPPROTOCOL={TCP|UDP|ICMP|IGMP|protocol|ANY}]

[TCPSPORT={port|port-range|ANY}]

[TCPDPORT={port|port-range|ANY}]

[TCPFLAGS={{URG|ACK|RST|SYN|FIN}[, ...]|ANY}] [UDPSPORT={port|port-range|

ANY}] [UDPDPORT={port|port-range|ANY}]

[L5BYTEOl=byteoffset,bytevalue
[L5BYTEO2=byteoffset,bytevalue
[L5BYTEO3=byteoffset,bytevalue
[L5BYTEO4=byteoffset,bytevalue
[L5BYTEOS=byteoffset,bytevalue
[L5BYTEO6=byteoffset,bytevalue
[L5BYTEO7=byteoffset,bytevalue

[L5BYTEO9=byteoffset,bytevalue

’

[L5BYTEl1O=byteoffset,bytevalue

’

[L5BYTEll=byteoffset,bytevalue

’

[L5BYTEl2=byteoffset,bytevaluel,
[L5BYTE13=byteoffset,bytevalue
[L5BYTEl4d=byteoffset,bytevalue
[L5BYTEl5=byteoffset,bytevalue

[L5BYTEl6=byteoffset,bytevalue

[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[L5BYTEO8=byteoffset,bytevaluel, bytemask]]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]
[ 1]

, bytemask
, bytemask
, bytemask
, bytemask
, bytemask
, bytemask
, bytemask

, bytemask
, bytemask
, bytemask
, bytemask

rule-list: 10 0000000010990 000000000000000OODODOO

macadd: MAC 0 0 0 O O xxX-XX-XX-xx-xx-xx 0 0 0 0

protocoltype: L3000 00 O EthertypeD OO 016000

vlanname: VLAN O 0103200 0000000000000 0000000000000 00O0O00O0DOODOOO

ipadd: IP 0000
masklen: 0 0 0 0000320

dscp-list: DSCP O 000630 0000000000000 000DOO0OO

protocol: IP 0 0000000102550
port: TCP/UDP 0 00 00O 000655350

port-range: TCP/UDP 00000001990 0000200000000000000000000000O0O 0O

655350
ip6add: IPv6 00 00
plen: 00 0000000001280 000

goooon
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SHOW CLASSIFIER

byteoffset: 1 000 UO000OOOTCPOUDPOOOO0OOOOOOOODOOODOOOOOOOOOO1000000
370

bytevalue: byteoffset 00 0000000000160 00000 ffO

bytemask: bytevalue 0 D00 ANDOODODO1l6e 0000000 ffO

g

goboooobogoobooobooboobbobboobooobo

goooog

CLASSIFIER 000000000000 0000000000000000000D000O0O0oDooon
OD000O0OD00O0ALLOOOODODOO0O0OOOD0O0DO0OD00O0Doooooooooooogn
bbb oboobobobbobbobobbob0oboooooogog
bbb oboobobobbobbobobbob0oboooooogog
oo obooboboobbbobooooooo

ETHFORMAT Ethernet U0 OO0 0000000000000 0O0O0O0OO

PROTOCOL 0000 30000000000 O00O0O

MACTYPE OO0OOO0O2000000

MACSADDR 000 MACOOOO

MACDADDR 00 MACOOOO

VLAN 00 VLANOOOOOIPveOOOODOOO QoSOO OO VLAND

IPSADDR 00O IPv4/IPv6e 0 000

IPDADDR 00O IPv4/IPv6 0000

IPDSCP 1IPv4/IPv6 0 00 OO DSCPO DiffServ Code Point0 0D OO 0O OO

IPTOS IPv400000 TOSOOO Oprecedencel 000000

IPPROTOCOL IPv4/IPv6 0000000000000 OIPV4O/000000IPve0OOOOOO

TCPSPORT TCPOOOOO

TCPDPORT TCPOOOODO

TCPFLAGS TCPOOOOO

UDPSPORT UDPOOOOO

UDPDPORT UDPOOOODO

L5BYTEO10 L5BYTEle TCP/UDPLOOOCOOOOOOOO

gooooogono

Manager > show classifier

Classifier General Info

Total number of rules 7
Rule .......ii i, 1000
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SHOW CLASSIFIER

Related module(s) ...... L3 switch

Rule .......iiiiiineann. 1010
Related module(s) ...... L3 switch

Rule .......iiiiiineann. 1020
Related module(s) ...... None

Rule .......ii i, 2000
Related module(s) ...... SWNP

Rule .......i i, 2010
Related module(s) ...... SWNP

Rule .......iiiiinann. 3000
Related module(s) ...... Q0Ss

Rule .......ii i, 3010
Related module(s) ...... Q0Ss

Manager > show classifier=1000

Classifier Rules

Rule ........... ... ... 1000
D-MAC Address ........ ANY
S-MAC Address ........ ANY
M-TypPe .. i i it i ANY
VLAN .. ... ANY
E-Format ............. ANY
Protocol ............. Ip
S-IP Address ......... 172.17.28.0/24
D-IP Address ......... 172.17.28.0/24
IP Protocol .......... ANY
TOS/DSCP ..o iiiiiee e ANY
Layer 5 Byte 01:
Offset ........ ... .. 8
Value .............. 16
Mask ......... ... ... 24

Manager > show classifier=1010

Classifier Rules

Rule ............. ... 1010

D-MAC Address ........ ANY

S-MAC Address ........ ANY
gooooa CentreCOM 9924T/4SP09924SP 0000000000 2.9
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SHOW CLASSIFIER

M-TypPe ..ot ii i ANY

VLAN .. ... ANY

E-Format ............. ANY

Protocol ............. Ip

S-IP Address ......... 172.17.28.0/24
D-IP Address ......... ANY

IP Protocol .......... ANY

TOS/DSCP ..o iiiiiee e ANY

Manager > show classifier=2000

Classifier Rules

Rule ........... ... ... 2003

D-MAC Address ........ ANY

S-MAC Address ........ ANY

M-TypPe ..ot iieie e ANY

VLAN .. ..., ANY

E-Format ............. ETHII-TAGGED
Protocol ............. 86DD (IPV6 ETHIT)
S-IP Address ......... 3ffe:0b80::0001/128
D-IP Address ......... ANY

IP Protocol .......... ANY

Total number of rules 0000000000

Rule ogoooooood

Related module(s) O000000000000000000000L3switchoOOOOooOO
D0o0ooooomQOSI 00000 Udd QoSISWNPOIPve D OO OO
0000000000 @mMNoned DOODOODODOOOOODOOODOO

0450000000000

Rule goooooooo
D-MAC Address 00 MACOOOO
S-MAC Address 000 MACOOODO
M-Type 00002000000
VLAN OO0 VLANDODODOOPve D OOODOODO QoSO OOO VLANC
00000 VLAN ID
E-Format odoo200000000000000000000
Protocol gododooooooobooboboobooooooo
TPID TPIDUO Tag Protocol Identifiert
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SHOW CLASSIFIER

VLAN Priority

802.1p0D00O00ODOODOOOO0

Inner TPID

0000000000 00o0oO 8021Q VLANOODODOOOO
TPIDUO Tag Protocol Identifiert

Inner VLAN Priority

O000o00o0ooooooOo 802.1Q VLANODODOOODD
802.1p0D00O00ODOODOOOO0

Inner VLAN ID

O000o000o0ooooooo 802.1Q VLANODOOODODDO
VLAN ID

S-IP Address

o0 IPO0O0OOC/00000000IPv6eO0OO0O/000000
RN

D-IP Address

oo IPO0O0OOC/0D0000000IPv6eO0OO0O/000000
RN

IP Protocol

IPOO0DOOOOOO

TOS/DSCP TOSOUOO DSCP O

S-TCP Port TCPOOOODO

D-TCP Port TCPOOOOO

S-TCP Mask TCPOOODOOODOOO ANDOOO

D-TCP Mask TCPOOODOOODOOO ANDOOO

TCP Flags TCPOOOODO

S-UDP Port ubroooOonO

D-UDP Port ubPOOOOO

S-UDP Mask UDPOOOOODOOOO ANDOOO

D-UDP Mask UDPOODOOOOOOO ANDOOO

Layer 5 Byte 010 Layer 5 Byte L5BYTEOIO L5BYTEle 00 0D O O0OO0O0DOO

16

Offset oooooooooooTCPOUDPOOOOOOOOOODOOO
o0ooopooooooooiloooo

Value Offset 000000000000 DO16000

Mask ValueOO OO ANDOOOO1l6000

0 46: CLASSIFIERO 00 0000000000000 0000O0O0O0O0O00oooooog
0

sJ00000bOO0ob0DbOo0obLOoOon

SHOW CLASSIFIER

s [PO0O0OCOCOOOOUDPOOOOOOOOOODOOOOOOOOO

SHOW CLASSIFIER=ALL IPPROTOCOL=UDP

goooon
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googod

CREATE CLASSIFIERO 198 0 0O O O
DESTROY CLASSIFIERO 243 0 0 0 O
SET CLASSIFIERO 3250000
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SHOW DHCPSNOOPING

SHOW DHCPSNOOPING

gooooooooooo / DHCP Snooping

SHOW DHCPSNOOPING

g

DHCP Snooping 000D 0D0O00O00O0O0O0O0O

gooooogono

Option 82 status

DHCP Snooping ......

Ip Filtering .....
ARP security .....
Strict Unicast ...
Logging enabled ..
XLA .ot i

Manager > show dhcpsnooping

DHCP Snooping Information

........ Enabled
........ Enabled
........ Enabled
........ Enabled
........ Disabled
........ None
........ Disabled

DHCP Snooping Database:
Full Leases/Max Leases ... 2/26

Check Interval ........... 60 seconds

DHCP Snooping

DHCP Snooping 000000

Option 82 status

O000o0oooOoOoOoODOO0O0ODO0O0000000000 Wooooooo
goooooogoo

Ip Filtering ooooo
ARP security ARPOODOOOODOOODODOOODOO
Strict Unicast ooooo

Logging enabled O000000O00D0O0OO0O0OD0O NoneDDDODODODODODODDDODO
0000000 ArpSecurity 000000000

XLA gooogd

Debug enabled gooooo

Full Leases/Max

Leases

goooon

DHCP Snooping 00 0000000000000 D0O0O0DOOOOOO0OO
00000000000 /oo0o0ooooooooooo
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SHOW DHCPSNOOPING

Check Interval gooooboooboobbobboon

0 47:

goooog

ENABLE DHCPSNOOPINGO 280 00 00O

ENABLE DHCPSNOOPING ARPSECURITYO 281 0000
ENABLE DHCPSNOOPING LOGO 2820000

ENABLE DHCPSNOOPING OPTIONS820 283 00 00O
SET DHCPSNOOPING CHECKINTERVALO 3290 0 0O
SET DHCPSNOOPING PORTO 330 00 00O
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SHOW DHCPSNOOPING COUNTER

SHOW DHCPSNOOPING COUNTER

gooooooooooo / DHCP Snooping

SHOW DHCPSNOOPING COUNTER

g

DHCP Snooping 00000000000

gooooogono

Manager > show dhcpsnooping counter

DHCP Snooping Counters

DHCP Snooping

InPackets ....... ..o 16
InBootpRequests ............... 14
InBootpReplies ..........ccuo... 2
InDiscards . ....uiit it 0

ARP Security

InPackets ....... i 6
InDiscards . .....iuiii i 3
NOLEASE v vttt it ittt tii it ienee s 3
Invalid ......... ... ... 0

DHCP Snooping 0 0 000

InPackets 0o0oo0 DHCP/BOOTPLOOOOOOO

InBootpRequests 0000 DHCP/BOOTPOOOOOOOO

InBootpReplies 0o0oo0oo0o DHCP/BOOTPLOOOOOOODO

InDiscards 00oOooooo DHCP/BOOTPOOOODOO

ARP Security 0 000 O

InPackets 0000 ARPOOODOOO

InDiscards O000o00o0o ARPOOOOOOO

NoLease 0000000000 ARPOOOOO0OOO0O0OODODHCP Snooping
oo oboobbobbobobobobobobooooo
O
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SHOW DHCPSNOOPING COUNTER

O000000oooo ARPOO0OODOODOOOOOOOODODODOOD
gooooboooboobbon

Invalid

0 48:

goooog

ENABLE DHCPSNOOPINGO 280 00 00O
ENABLE DHCPSNOOPING ARPSECURITYO 281 0000
RESET DHCPSNOOPING COUNTERO 316 0O OO
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SHOW DHCPSNOOPING DATABASE

SHOW DHCPSNOOPING DATABASE

gooooooooooo / DHCP Snooping

SHOW DHCPSNOOPING DATABASE

DHCP Snooping D00 000000000000 O0O0OOOO0ODOODOODO

gooooogono

Manager > show dhcpsnooping database

DHCP Snooping Binding Database

Full Leases/Max Leases ... 2/26
Check Interval ........... 60 seconds
Database Listeners ....... CLASSIFIER

Current valid entries
MAC Address IP Address Expires(s)
Router 1list

00-00-00-00-00-01 192.168.10.5 Static

00-0a-79-34-06-12 192.168.10.200 2231
192.168.10.254

Entries with client lease but no listeners
MAC Address IP Address Expires(s)

Entries with no client lease and no listeners
MAC Address IP Address Expires(s)

VLAN Port ID Source
1 5 4 User

1 11 1 Dynamic
VLAN Port ID Source
VLAN Port ID Source

Full Leases/Max Leases

goboboboobobbooobon
00000ooooooo /ooooo
gobobobobon
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SHOW DHCPSNOOPING DATABASE

Check Interval

goboboboobobbooobon
U

Database Listeners

goboboboobobbooobon
gobbobbobbooon

Current valid entries 0 00 O O

gooooobobbooooobobobo
MACOOOOOODODOODOODOO

Entries with client lease but no listeners 0 0 O OO

DHCPOOOOOOO DHCP ACKO O
OO0 DHCPOODODDODODODODOOOO
0000000 Listenerd) CLASSIFIERO
O000o0o0ooooo CLASSIFIER O
gooobbboooooboboooooo
goooouobobboooooooooo
gooooogoooo

Entries with no client lease and no listeners 0 0 O OO

DHCPOOOOOODODOODODOODOOOO
OO0ODHCPOOOOODOO DHCP ACK
00000 DHCPOOODOODOOOOO
gobooboboobooboobon
gooboooon

MAC Address

ooooooo MACOODO

IP Address oooooooIPoOoOO

Expires(s) O0o0ooooooooooooomIP
gobobobboooboboobbo

VLAN O0000000oooood VLAN

Port gboboooobooooobbobooobb
ogo

1D goboboboobobbooobon
oooID

Source 000o00o0oo0ooooooooooDy-
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0 DHCP Snooping0 000000000
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SHOW DHCPSNOOPING DATABASE

Router list goooooooooooobooooooo
000000 OdDHCPO routerd OO d
ooooo
O 49:
ooooono

ENABLE DHCPSNOOPINGO 280 00 00O
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SHOW DHCPSNOOPING FILTER

SHOW DHCPSNOOPING FILTER

gooooooooooo / DHCP Snooping

SHOW DHCPSNOOPING FILTER

g

DHCP Snooping 0000000000000 O00O0O0O0O0O0OOOOO0OOOOO

gooooogono

DHCPSnooping ACL (

Manager > show dhcpsnooping filter

2 entries )

ClassID FlowID Port EntryID IP Address/Port/Mac
20001 0 11 1 192.168.10.200/11/00-0a-79-34-06-12
20004 0 5 4 192.168.10.5/5/00-00-00-00-00-01
DHCPSnooping ACL gooooo
ClassID ooooooooooo ID
FlowlID godo
Port goooooooo
EntryID DHCPSnoopingDDDDDDDDDDDDDDDDDDDDDDDDDID
IP Address oooooooIPOoOOO
Port goooooooboooouooooooood
Mac oo0ooooo MACOOODO
0 50:
ooooono

ADD DHCPSNOOPING BINDINGO 1730000
ENABLE DHCPSNOOPINGO 280 00 00O
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SHOW DHCPSNOOPING PORT

SHOW DHCPSNOOPING PORT

gooooooooooo / DHCP Snooping

SHOW DHCPSNOOPING PORT[={port-l1ist|ALL}]

port-list: 000000000010 00000000DOO0O00OOOOOOOOO0

g

000000000D000000 DHCP Snooping000000O00O0O0O

goooog

PORT 0O0OO0O0O00OOOOOOOOOOO

gooooogono

Manager > show dhcpsnooping port=11

DHCP Snooping Port Information:

Port ... 11
Trusted .................. No
Full Leases/Max Leases ... 1/1

Subscriber-ID

Port goooooooo

Trusted DHCP Snooping U O O O O O O O O OYesUTrusted O O O 0O No
OUntrusted 000000000

Full Leases/Max DHCP Snooping 00 0000000000000 D0O0O0DOOOOOOOO

Leases OU0000000000o0oU00o0oo0 /JO0OoOoUOUOODOOOUOOODOOO
gooooogo

Subscriber-1D 000000 Subscriber-ID

goooog

ENABLE DHCPSNOOPINGO 28000 00O
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SET DHCPSNOOPING PORTO 330 0 0 OO
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SHOW EPSR

SHOW EPSR

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

SHOW EPSR[={epsrname|ALL}]

epsrname: EPSRO000001015000000000000000_M000000000O0O000O0O0OOOOOO
ooo

g

EPSROOOCOOOOOOOOOO
goooog

EPSR EPSROOO0OOOOOOOOO ALLOOODOOOODOO EPSROODOCOOOOOOOOOOO

gooooogono

Manager > show epsr
EPSR Information
NAME & vttt ettt e e e et e e e e domain_two
Mode ...t e Master
Status ... e Enabled
State ... e Complete
Control Vlan ..........ccovu.. controlB (3)
Data VLAN(S) ... dataB (300)
Primary Port .................. 3
Primary Port Status ........... Forwarding
Secondary Port ................ 4
Secondary Port Status ......... Blocked
Hello Time .........ciiiueo... 1l s
Failover Time ................. 2 s
Ring Flap Time ................ 0 s
L o= 1 o T Enabled
NAME & vttt ettt e et et e e e e e domain_one
Mode ..t e Transit
Status ... e Enabled
State ... e Links-Up
Control Vlan ..........ccovu.. control (2)
Data VLAN(S) ... data (100)
First Port .................... 1
First Port Status ............. Forwarding
First Port Direction .......... Downstream
ogooooo CentreCOM 9924T/4SP009924SP 00000000 2.9 411
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SHOW EPSR

Second Port

Second Port Status ............ Forwarding
Second Port Direction ......... Upstream
L a1 o TP Enabled

00-00-cd-24-03-4e

Name EPSROO OO0

Mode EPSROCOOODOOODOOOMasterd 0000000 Transitd O O O
ggbobooooooo

Status EPSROOOOCOOOOOO

State EPSROO0O00O000000O0O0OODOOOIdIed Completed Failed O

0000000000000 0000]Idled Links-UpO Links-Downl Pre-
Forwarding 0 0000

Control Vlan

000000 VLANODOOOOO VLAN IDO VIDO

Data VLAN(s)

000 VLANOOOOOOOOO VLAN IDO VIDO

Primary Port

gobooboooobooboboobbobbon

Primary Port Status

DDDDDDDDDDDDDDDDDDDDDDDDUnknownDForwardingD
Down0 Blocking 000000 Unknown O EPSROOO0O000O00O00O0O
goooooooo

Secondary Port

gobooboooobooboboobbobbon

Secondary Port Status

DDDDDDDDDDDDDDDDDDDDDDDDUnknownDForwardingD
Down0O Blocking 000000 Unknown O EPSROOO0O000O0O0OO0O
goooooooo

Hello Time

00000000000 HealthcheckDODOODOODO000OO0D0OOOOSM
UmsJO0o0oobooooboobodoooooboon

Failover Time

O0000000000HealthcheeckDOODOODODODODOOOODOOOOO
gboboOsdDmsOb0ooobooboooboobopnooooobn

Ring Flap Time

0000000000000 00000000Failed D000 Complete O
gobooobooooboooboobbo

First Port

0000000000 Uooooooooool1oDoDoDooo00

First Port Status

000000000000 00D0000000O0 10000000 Unknownd
Forwarding DownUO Blocking O 0 O 0 O O Unknown O EPSR O 0O 0O O
gooooooooouoooooo

First Port Direction
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0000000000000000000000 10000000 Upstream
000000000000 00000000 @M Downstreemd 000000
0000000000000 MM UnknownOEPSROOOOOOOOOO0O
goboooboogoo

gooogoo



SHOW EPSR

Second Port

00000000000 Uoooooooooo 2000000

Second Port Status

000000000000 0000000oO0O0O0 20000000 Unknownd
Forwarding DownUO Blocking O 0 O 0 O O Unknown O EPSR O 0O 0O O
gooooooooouoooooo

Second Port Direction

0000000000000000000000 20000000 Upstream
000000000000 00000000 @M Downstreemd 000000
0000000000000 MM UnknownOEPSROOOOOOOOOO0O
goboooboogoo

Master Node

0000000 oooooooooooooo MACOOODODODODODOOOO
O000000000000000000000 UnknownOOOOOO

Trap EPSROODOCOO0OOO000O0O0OOOOSNMPOOOOOOOOOOOOOO
Enabled0 00 00O M Disabled0 D000 O00O0OOO
0 52:
ooooono

ADD EPSR DATAVLANO 1750000
CREATE EPSRO2050 0 00O

CREATE VLANO 2250000
ENABLE EPSRO284 00O OO

SET EPSRO3320 000

SET EPSR PORTO 3340000
SHOW EPSR COUNTERO 4140000

goooon
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SHOW EPSR COUNTER

SHOW EPSR COUNTER

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

SHOW EPSR[={epsrname|ALL}] COUNTER

epsrname: EPSRO000001015000000000000000_M000000000O0O000OO0OOOOOO
ooo

g

EPSROO0 0000000000 OOOOOO
goooog

EPSR EPSROOO0OOOOOOOOO ALLOOODOOODOODOO EPSROODOCOOOOOOOOOOO

gooooogono

J613-M0581-02 Rev.J

Manager > show epsr counter

EPSR Counters

Name: domain_two
Receive: Transmit:
Total EPSR Packets 4674 Total EPSR Packets 4697
Health 4671 Health 4693
Ring Up 2 Ring Up 2
Ring Down 0 Ring Down 2
Link Down 1 Link Down 0
Invalid EPSR Packets 0

Name: domain_one
Receive: Transmit:
Total EPSR Packets 1609 Total EPSR Packets 3
Health 1603 Health 0
Ring Up 3 Ring Up 0
Ring Down 3 Ring Down 0
Link Down 0 Link Down 3
Invalid EPSR Packets 0

Name EPSROOOOO

Receive 00 OO0 gooooooobooooo

414 | CentreCOM 9924T/4SP09924SP 0 0000000 OO 2.9 gooooa



SHOW EPSR COUNTER

Total EPSR Packets

D000 EPSROOOOOOOOO

Health

0000 HealthcheckDODOODOODO

Ring Up 0000 Ring UpOOOODODO
Ring Down 0000 Ring DownO0000000O
Link Down 0000 Link DownO0O0QoooOoOnO

Invalid EPSR Packets

OO0 EPSRODOOOOOO

TransmitO 0000

goboooobooobogoo

Total EPSR Packets

D000 EPSROOOOOOOOO

Health

0000 HealthcheckDODOODOODO

Ring Up 0000 Ring UpOOOODODO

Ring Down 0000 Ring DownO0000000O

Link Down 0000 Link DownO0O0Qoo0OoOnO
0 53:

ooooono

SHOW EPSRO411 0000

goooon
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SHOW EPSR DEBUG

SHOW EPSR DEBUG

000000000000 /ODODODOODO0DODO0OD0O00O000000EPSRO

SHOW EPSR[={epsrname|ALL}] DEBUG

epsrname: EPSRO000001015000000000000000_M000000000O0O000OO0OOOOOO
ooo

g

EPSRO0D 000000000 O0O0OOOOOOOOOOOOOOON
goooog

EPSR EPSROOO0OOOOOOOOO ALLOOODOOODOODOO EPSROODOCOOOOOOOOOOO

gooooogono

Manager > show epsr debug

EPSR Name Enabled Debug Modes Output Timeout
domain_two None

domain_one None

EPSR Name EPSROOOOO

Enabled Debug Modes 0000000000 EPSRODOOOOOOOOINFOIEPSROOOOO
O0000D0D0MMSG EPSROCOOOOCOOODOOOOMPKTI EPSR
O0000 ASCIIOO M STATEDEPSROO OO ODOODO MM ALLODOO
O000000MNone OO O ODOO

Output Joo0oooooooooooooTIYOOOO
Timeout JododdoooooboooobooooD

0 54:
ooooono

SHOW EPSRO411 0000
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SHOW LACP

SHOW LACP

000000000000 /LACPOIEEE 802.3ad0

SHOW LACP

g

LACPOOOOODOOODOODO

gooooogono

Manager > show lacp

LACP Information

Status ... e Enabled
Actor System Priority ........... 32768
Actor System .......... ..., 00-00-cd-24-02-0e
Address learn thrash action ..... Learn Disable
Address learn thrash timeout .... 1 second
LACP POXES v i viiiii it ieiiiiennnnn 1-24
Active ... 1-24
Passive ...l None
Status LACPUOOUUOOODOOOEnabled O Disabled

Actor System Priority

gobooooboobobo

Actor System

oooo IbDoOMACOODOOO

Address learn thrash action

MACOOOOODOOODOOODOODODOOONoneD DOOODOOD
Learn DisableD D 00000000000 O0OO0OO0O MACOOOO
00000000 Port DisableD OO0 0D0O00OO0OOOO
0000000000 VLAN DisableD OO OO0 OO0OooQOO
VLANOOOOOODOOOoOoooooooooooooooooo
O00@MLink DownO 0000000000000 0000O00O0O
goboooboooobooooo

Address learn thrash timeout

MACOOODOOOODODODOOODDODODOODODODODODOOOomooo
0000000000000 0D000d00d0ONone D000
googoo

LACP Ports LACPOOODDOOODOODOOODODO

Active LACPOOODODODODOODOOOOOOActiveDDDODODOOOOOO
googo

gooooo CentreCOM 9924T/4SP019924SP 000D O00OODOO 2.9
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SHOW LACP

LACPOODUODOOOODOOODODOOOPassive00O00O0OOODODOO
googoo

Passive

0 55:

goooog

DISABLE LACPO 2590000
ENABLE LACPO286 00O OO
SETLACPO336 0000

SHOW LACP PORTO 4190000
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SHOW LACP PORT

SHOW LACP PORT

000000000000 /LACPOIEEE 802.3ad0

SHOW LACP PORT[={port-I1ist|ALL}]

port-list: 1000000000100 000000O00000OO0OO0OOOOOO

g

00000000 LACPOOOODOOoooono

goooog

PORT 0OOOOOO

gooooogono

Manager > show lacp port=1,5
LACP Port Information

Actor Port ......... ..o

LACP Port Number ................

Actor Port ......... ..o

Trunk GroUD . vt v v vttt ittt eeennn

LACP Port Number ................

goooon

Trunk Group ........o.ooeee... lacp26
Selected ................. Selected
Port Priority ............... 32768

Port Key ...t i it iee
Admin K€Y v v vttt i i i eie e
Mode ...t e Active
Periodic ......... .. ... ... ... Fast
Individual ......... .. ... . ..... No
Synchronised .................. Yes
Collecting ......uiiiinnnnn. Yes
Distributing .................. Yes
Defaulted ......... ... .. No
Expired . ... e No
Actor Churn ............. ... No
Partner Churn .................. No

Selected .............. ... Selected
Port Priority ............... 32768

Partner Information:

Partner Sys Priority ........ 32768
Partner System 00-00-f4-27-2c-74
POt KeY vttt ittt e e e et e e e 3
Port Priority ............... 32768
Port Number ..................... 1
Mode ...t Active
Periodic .......... .. ... .. ... Fast
Individual ........... ... ..... No
Synchronised .................. Yes
Collecting .. .vvviieiii i e, Yes
Distributing .................. Yes
Defaulted ........ ... No
Expired ... .. e No
Partner Information:
Partner Sys Priority ............ 0
Partner System 00-00-00-00-00-00
POt KeY vttt ittt e e e et e e e 0
Port Priority ........c.eiiiniiean.. 0
Port Number ..................... 0

CentreCOM 9924T/4SP019924SP 000D O00OODOO 2.9
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SHOW LACP PORT

Mode ...t e Active Mode ...t Passive
Periodic ......... .. ... ... ... Fast Periodic .......... .. ... . ... Fast
Individual ......... .. ... ... ... No Individual .................... Yes
Synchronised .................. Yes Synchronised ................... No
Collecting .....uiiieiiiennnn. No Collecting .. .vviiieiin i e, Yes
Distributing ................... No Distributing .................. Yes
Defaulted ......... ... ... ... Yes Defaulted ........ ..., Yes
Expired . ... .. e No Expired ... .. e e No
Actor Churn ............. ... No

Partner Churn .................. No

Actor Port ooooo

Port is LACP Disabled - Portina Manual Trunk 000000000000 DOOOOOOOOO
O0ODOOOLACPOODDODOOOODOOOOO

goo
Port is LACP Disabled - Half Duplex Link 000000 Half Duplext DOOGOGOQoooo
LACPOUOOODODOODOODODODOODOO
TrunkGroup 0000000000 OognooLACPODDOOO

DDDDDDDDDDDDDDDDDMCPXXXXD
0oodooooooooooooonXXXXo
SHOW INTERFACEO OO OO0 OO0 O0O00
g mbooboooboobo
gobdbooouoo-onoooobooo

Selected LACP OO ODOSelecteddLACPO OO OOO
DD]StandbyDLACPDDDDDDDDDDD
000000000 MmMUnselectedd LACP OO
goooooooo

Priority LACPOOODOUOOOOOOO

LACP Port Number godoooooooooo

Port Key LACPOOOO

AdminKey LACPOODODUODDODUODOODOOODOOO
0 ADMINKEYDO

Mode LACPOOOO0O0OO ActiveOPassive 000 00O

Periodic Active DD OO0 LACPOOODOODOOODOO
FastO1 O Slowd 300000000

Individual Aggregation 0 00 00 00 Yed] Individual =

goooobooobooboooobbooo
00 O MNolO Aggregatable = 0000000
goooobdobbuooboobobooooo
gd
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SHOW LACP PORT

Synchronised

Sychronization O O 0O O O O O YesOIN-
SYNCIO NoO OUT_.OFSSYNCO O OOOO

Collecting

Collecting0 00000 OYesUOODOOOOO
J0d0mMNoDODDOOOoOooooooooooo
oo

Distributing

Distributing0000000YesUOOODO OO
Jod0omMNoOODOOoooooooooooo
goo

Defaulted

Defaulted D00 O00O0OYesOOOOOODO
LACPOODUOO0OO0OO0OO00OO0OOOOOODOOoOO
ggoouoobooouoouooooouooooo
OMNoUOOUODODODDOODOODODO LACPOOO
gooooboooooo

Expired

Expired O 0O 00 00 O Yesd Receive Machine
0 EXPIRED O 0O 0O O O 0O NoO Receive Ma-
chine 0 EXPIREDOOOOOO

Actor Churn

000000 ChurnO Synchronized O O O O
odoodoooooo LACPOOOOOOO
000000000000oooDOODDYes
OChurmm 00000 MNoOChurn OO QO OO
good

Partner Churn

0000000 Churnd Synchronized O O O
odoodooooooo LACPOOOODOO
00000000000 000o00Ooo00n Yes
OChurmm 00000 MNoOChurn OO QO OO
good

Partner Information 0 00 0O O

goboogbooooopoooboobbon

Partner Sys Priority

O0000OLACPOOOOOODOOOOODO

Partner System

00000 LACPOOOO IDODMACOOOOO

Port Key

O0o0o0o LACPOOOO

Port Priority

00000 LACPOOOODOOOOOOO

Port Number

goooooogon

Mode 00000 LACPOO OO OO Active(lPassive
googo
Periodic O0000 LACPODODUOOOODODOFasto1
OmMSlowO300 000000
Individual 00000 Aggregation0 00000
gooooo CentreCOM 9924T/4SP19924SP 0000 00O OOO 2.9
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SHOW LACP PORT

Synchronised 00000 Synchronization 0 00000
Collecting 0oooo CollectingO OO OO0
Distributing 00000 Distributing0 00000
Defaulted 00000 Defaulted DO OO OO
Expired 00000 Expired000000O
0 56:
ooooono

ADD LACPPORTO 176 0 O OO
SETLACPPORTO3350000
SHOW LACPO4170000

422 | CentreCOM 9924T/4SP09924SP 000 000DDOO0O 2.9 gooogoo
J613-M0581-02 Rev.J



SHOW LACP TRUNK

SHOW LACP TRUNK

000000000000 /LACPOIEEE 802.3ad0

SHOW LACP TRUNK

g

LACPOOO0O0O0DDOOODDOODOOODOOODOOODOOODOOODOOO

gooooogono

Manager > show lacp trunk

LACP Dynamic Trunk Group Information

Trunk group name .......... lacp26:
Speed ... e e 100 Mbps
Ports in Trunk .......... 1-4
LAG ID:

[(8000,00-00-cd-24-02-0e,0002,00,0000), (8000,00-00-£4-27-2c-74,0003,00,0000)1

Trunk group name OOO0OO0O0O0O00O0OLACPOOO0O0OO0OODOOOO0O0O0ODOOOOOOODlacp-
XXXXOOOOODO0ODoODOoooooooooooXXXXDO SHOW INTERFACE
goooooooooooooooboboooooooo

Speed goooooooooogo IOMbpSD 100Mbps|] 1000Mbps|]—|] googogo
ggo

Ports in Trunk ooooo

LAG ID LAG IDO Link Aggregation Identifierl D D000 00 Actor0 0000000

OPartner0 0000000000000 O00OO0OOOOODOO IDODMACOOO
omobobooboboooooobobooboobDobobobooboo

0 57:

goooog

ADD LACPPORTO 176 0 O OO
SETLACPO336 0000
SETLACPPORTO3350000
SHOW LACPO4170000
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SHOW LACP PORTO 4190000
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SHOW MSTP

SHOW MSTP

000000000000 /00000000000 00000000MSTPO

SHOW MSTP [CONFIGID] [TABLE]

g

gobooboobooooboooboobbobbooboo
goooog

CONFIGID 00O MSTOOOOOOOOOOOODOOOOODOODOoOoOooOoOoOOOOO0oooooo
oo0ooooo MSTODOODOODDOODOOODOOOOODO
TABLE MSTOOOOOOOMSTOOOOOOO VLANOOOOODODOOOODODOOOO

gooooogono

Manager > show mstp

MSTP Information

MSTP StatUsS . ivi ittt ittt i et e et e e e e e e Enabled
MST Configuration Name ............ouuueeunnnn. Test
Revision Level ... ... ittt iiinennn. 0

Number Of MSTIS .ttt i ittt it et e et e e et ee e 2

Hello Time . vt v ittt e e e e e et e e e e e e e e ee e 2
Forward Delay .. uu ittt ittt ettt e e e e 15
MeSSage MaX AGE vttt vttt ittt e e e e e 20

MaX HOD S v vttt ettt et e e e et e e e e e e e e e e e 20
Protocol VersSion ........oui it ienuenenennn MSTP
Support Static VLANS . i v ittt ittt it e e et een Disabled
Transmission Limit . ... ...ttt 3
Migrate Time . ... .. ittt et e et e et e 3
Manager > show mstp configid

MST Configuration Identification

Configuration Name ............... Test

Format Selector .................. 0

Revision Level ................... 0

Configuration Digest ............. 0x87957342F6B0029D887BAAEC6212BOBF
gooooa CentreCOM 9924T/4SP09924SP 0000000000 2.9 425
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SHOW MSTP

Manager > show mstp table

MST Configuration Table

CIST
MSTI 10
MSTI 20

1-9,11-19,21-4094
10
20

MSTP Status

MSTPOOOOOO

MST Configuration Name

MSTOOOOOO

MST Revision Level

MSTOOOODOOOOOOOOO

Number of MSTIs

MSTOOOOOOO

Hello Time

000000000000 O0SETMSTPO OO OO HELLOTIME O O
goobomooboboboboobooboobbooboobbon

Forward Delay

00000000000 oo0O0O00O0OSETMSTPO OO OO FOR-
WARDDELAY OO OO OODOMOODO0OoO00oooooooooooo
goooon

Max Message Age

0000000000000 0OOSETMSTP O 0000 MAXAGE O
gobooomobobobboobooobooobooobooobo

Max Hops

000000000000 OSETMSTPO OO OO MAXHOPSO O
goobomogobooboboboobobooobobooboobbon

Protocol Version

MSTPOOOOOOODOODOOOODOOOO0O0O0OOOOMmMSTPORSTPO
MSTPO O OOO

Support Static VLAN

O000o00ooooooooooooMSTOODODOOOOODOOO
00 VLANDOODOOOOOOODODOOOOOOEnabled0 OO0 O M
DisabledD 0O OO00D0O0 MSTPOOOODOOOOOOOOO

Transmission Limit

oooooooOoooooooBPDUDOODOODOOODOOOOOOO
ooooo3gooooooooon

0580000

Configuration Name

MSTOOOOOO

Format Selector

ooooooooooooMSTPOOO OODDO

Revision Level

MSTOOOODOODOODODOODOO

Configuration digest

MSTOOOOOOOMSTOOOOODOOO VLANOOODODOOOODoooOO

000000000 0HMAC-MD5O
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SHOW MSTP

Multiple Spanning Tree Instance MSTOOOOOO IDO OO CISTO Common and Internal

Spanning Tree[

VLAN Members MSTOOOOOOOOOCISTOOOOOOOOOO VLAND

RN

0O 60: TABLEO OO

goooog

ADD MSTP MSTIVLANO 178 00 OO
DELETE MSTP MSTI VLANO 230000 O
DISABLE MSTPO 261 000 0O

ENABLE MSTPO 2880 000
SETMSTPO3380 000

SETMSTP CISTO 340 0000

SETMSTP MSTIO 3430000

SHOW MSTP CISTO 428 000 O

goooon
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SHOW MSTP CIST

SHOW MSTP CIST

000000000000 /00000000000 00000000MSTPO

SHOW MSTP CIST

CISTO Common and Internal Spanning TreeD D0 00000 OO

gooooogono

Manager > show mstp cist
Common Internal Spanning Tree
Bridge Identifier ............% .. 4096 : 00-00-f4-27-2c-74
Bridge ROle ...ttt it i it e e e e e Regional Root Bridge
VLAN MeMbDETS &ttt vttt et e et et e e e eeeee e 1-9,11-19,21-4094
CIST Root Bridge . ......ii i, 0 : 00-00-cd-24-03-4e
CIST Regional Root Bridge ................. 4096 : 00-00-f4-27-2c-74
Designated Bridge . ... ... imi e nnnnnnn 0 : 00-00-cd-24-03-4e
ROOL POTEL .ttt e e e e e e e e e e e e 2
Designated POrt . ...ttt 128:1
External Root Path Cost ................... 200000
Internal Root Path Cost ................... 0
Performance:
MAX AGE v ettt et et e e e e e e e e 20
Hello Time v vttt it et e e e e e e e e e e e 2
Forward Delay . ...ttt it iteeeen 15
MaxX HODS vttt it ittt et e e e e e e e e e e 20
Bridge MaxX AQe . v v v v eeee it ettt e e 20
Bridge Hello Time ... .. ivin e, 2
Bridge Forward Delay ........eeueeeeunenn. 15
Bridge Max HODS vt vt vttt teeieeeeeenn 20
Transmission Limit ...............c0...... 3
Topology Changes:
Time Since Topology Change .............. 5
Topology Change Count ................... 12
Topology Change . .......uiii i enennenn. FALSE
Bridgeldentiﬁer oo0oooooodcIsToOoDoooobooo MACOODOOODOOO
oo
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SHOW MSTP CIST

Bridge Role

CISTOOOOOOOODD O ORoot BridgeD Regional Root
Bridgel Designated Bridge 00 00 O

VLAN Members

00 VLANO VLAN ID

CIST Root Bridge

ciIsToooooooodcSTooooooooooooooo

CIST Regional Root Bridge

cIsTOOoooOooooooMSTOoOoOOOooDOoOooOo CcIsTooo
gooooobooboooboobo

Designated Bridge

goooobooobooooo

Root Port

000000000000000000000 N/ADODOOODO

Designated Port

gooooobbooboo

External Root Path Cost

cIsTooooOoOoOoOoOoOoOOOOOOOOODUOODDOO

Internal Root Path Cost

cIsTOOoooOooooooMSTOOoOOoOooDOoOooO cIsToo O
gooooobooboooboobo

Max Age

goooobooobmoobooooboobbooboon

Hello Time

gobogooboo™moboboobooobooobooobo

Forward Delay

gooooboobobobbo™obooboobooboooo
RN

Max Hops

goboooboooboobbobbobboobo

Bridge Max Age

0000000000000 0O0OSET MSTP O OO OO MAXAGE
gobooobmooobogooooboobbobbobboon

Bridge Hello Time

O00000O0DODODOOOOOSETMSTPO OO OO HELLOTIME
gobooobmooobogooooboobbobbobboon

Bridge Forward Delay

0000000000000 000O00OSETMSTPOOOOO
FORWARDDELAY D 00000 MOoO00ooooooooooo
gooooobogoo

Bridge Max Hops

0000000000000 SETMSTPO O OOO MAXHOPS O
gobooomobooobobobobooobooobooobooobo

Transmission Limit

goooooOoOooOoOoooo BPDUDODODOODODOODODOOO
00ooooOo3000o0oooooon

Time Since Topology Change

000 Topology Change 000D 00000 DOO0ODOOO

Topology Change Count

Topology Change D 000D OO

Topology Change

Topology Change D 00O OO0

goooog

DISABLE MSTPO 261 0000
DISABLE MSTP CIST PORT
ENABLE MSTPO 2880 000
ENABLE MSTP CIST PORT
SETMSTP CISTO 340 0000

0 61:

SETMSTP CISTPORTO 3410000

goooon

CentreCOM 9924T/4SP019924SP 000D O00OODOO 2.9
J613-M0581-02 Rev.J



SHOW MSTPO 4250000
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SHOW MSTP CIST PORT

SHOW MSTP CIST PORT

000000000000 /00000000000 00000000MSTPO

SHOW MSTP CIST PORT[={port-1ist|ALL}]

port-list: 1000000000100 000000O00000OO0OO0OOOOOO

g

CISTO Common and Internal Spanning TreeD 000000000000 MSTPOOOOODOOO

goooog

PORT 0OOOOO

gooooogono

Manager > show mstp cist port

CIST Port Information

Port Number .............iiiiiiiiuennnn. 1
Port Identifier ............. ... ... ... 128:1
Port Role ........ i, Alternate Port
Port State . ..... ... e Discarding
Switch Port State .................... Enabled
Link Status . ...ttt it ee Up

Port Number .............iiiiiiiiennnn. 2
Port Identifier ............. ... ... ... 128:2
Port Role ........ .. Root Port
Port State ...... ... e Forwarding
Switch Port State .................... Enabled
Link Status .. ...ttt iie it i Up

Port Number .............iiiiiiiiuennnn. 3
Port Identifier ............. ... ... ... 128:3

Port Role ....... .. Alternate Port
Port State ...... ... e Discarding
Switch Port State .................... Enabled
Link Status .....iiii i it iie i Up

Port Number .............iiiiiiiiuennnn. 4
Port Identifier ............. ... ... ... 128:4

Port RoOle ... ..ttt ittt iii i Disabled Port
Port State ...... ... e Discarding
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SHOW MSTP CIST PORT

Switch Port State .................... Enabled

Link Status .........iiiiiiiiinnnnn. Down

Manager > show mstp cist port=2

CIST Port Information

Port Number .............iiiiiiiiennen. 2
Port Identifier ............. ... ... ... 128:2
Port Role ........ i, Root Port
Port State ....... ... e Forwarding
Switch Port State .................... Enabled
Link Status . ...ttt it iie e i Up
Port Path Cost ....... ... ... 200000
External Port Path Cost .............. 200000
Designated Bridge ............iiii.... 32768 00-00-cd-24-03-4e
Designated Port ...........c.ciiiiniuann.. 128:1
Regional Root Path Cost .............. 0
External Root Path Cost .............. 0
Edge POort ..ttt e e e e No
Point to Point Link .................. Yes (Auto)
Boundary POort . ... e No

Port Number

gobogoo

Port Identifier

gobogbogobooobooooboobbooboobbon

Port Role 0000000 Alternate PortCBackup PortfDesignated Port[Disabled PortO
Root Port DO O OO
Port State 0 000 000 DisabledO Discarding Learning Forwarding 00 0O O O

Switch Port State

000000000000 O00Enabled O Disabled

Link Status

000000o00o0O0o0o0o0o0o0o00UpO Down

062200000000

Port Number

gobogoo

Port Identifier

gogbogobooboobooooboooboobbobbon

Port Role 0000000 Alternate PorttBackup PortCDesignated Port[Disabled
PortD Root Port DO OO O
Port State 0 00000 O Disabledd Discardingll Learningll Forwarding O O O O

O

Switch Port State

000000000000 O00Enabled O Disabled

Link Status

0000000000000o0000UpO Down

Port Path Cost

CentreCOM 9924T/4SP019924SP D 00U OO 0O0OOOO 2.9
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SHOW MSTP CIST PORT

External Port Path Cost CISTOODODODODODO0O0ODDODOO0O0D0DO00O000oOODODOo0oooooOO

god
Designated Bridge 0oo0o0oo0ooooooooo
Designated Port ooooooooooooo BPDUODOOOOOOODOOOOODODO

Regional Root Path Cost CISTOOOOOO0O0O0OOOMSTOOODOOOOOOOCISTOOOOOO
goboobobooboooo
External Root Path Cost CISTOOUOODODOO0O0ODO0OO0OD0OOO0OOOOOOOOO

Edge Port O00000o0o00boooO0OYesONoO OO OO

Point to Point Link goboooboboobobboobobooboboobbobobobo
NoOYesOOOODOOO(Auto)DOOO0ODOOOODOOOOO

Boundary Port 0000000000000 0D0o00DDDODODDOODOYesUNoD OO
g

06300000000

goooog

DISABLE MSTPO 261 0000
DISABLE MSTP CIST PORT

ENABLE MSTPO 2880 000

ENABLE MSTP CIST PORT

SETMSTP CISTO 340 0000
SETMSTP CISTPORTO 3410000
SHOW MSTPO 4250000

SHOW MSTP MSTIPORTO 4390000
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SHOW MSTP COUNTER PORT

SHOW MSTP COUNTER PORT

000000000000 /00000000000 00000000MSTPO

SHOW MSTP COUNTER PORT[={port-l1ist|ALL}]

port-list: 000000000010 00000000DOO0O00OOOOOOOOO0

g

OoooooMSTPOOOOODODDOOOOOODOO
goooog

PORT 0OOOOO

gooooogono

Manager > show mstp counter port=5

MSTP Port Counters

Port Number 5

Receive: Transmit :
Total BPDUs 581 Total BPDUs 579
MSTP BPDUs 581 MSTP BPDUs 579
RSTP BPDUs 0 RSTP BPDUs 0
STP BPDUs 0 STP BPDUs 0
Invalid BPDUs 0

Discarded:
Port Disabled 0
Invalid Protocol 0
Invalid Type 0
Invalid BPDU length 0

Port Number gooog

Receive OO O OO gooooooooooon

Total BPDUs 000000 BPDUOSTP/RSTP/MSTP BPDUO 0O 0O O

MSTP BPDUs MSTP BPDU 0O 0O O

RSTP BPDUs RSTP BPDU O 0O O

STP BPDUs STP BPDU 0O O O
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SHOW MSTP COUNTER PORT

Invalid BPDUs

Ooo BPDUO OO

TransmitO OO0 OO

gbobooobooboooon

Total BPDUs

000000 BPDUOSTP/RSTP/MSTP BPDUO 0O OO

MSTP BPDUs MSTP BPDU O O O

RSTP BPDUs RSTP BPDU O O O

STP BPDUs STP BPDU O OO

Discarded 00000 goboooboooobbooboo

Port Disabled O0000oo0o0o0oo0o0o0oooOOoOooooOoO0oOoo BPDUODO

Invalid Protocol

oooooIb0o00oooooooooooooo IDODOD0OO0DOOOOOO
O000U0ooUooo BPDUDO

Invalid Type

Type 000000000000 O0OO0O0DOOOOO BPDUDO

Invalid Message Age

0000000000000 oDooUoooog BPDU O

Invalid BPDU Length

0000000oU00Ooo0oUooO BPDUD

goooog

0 64:

DISABLE MSTPO 261 000 O
ENABLE MSTPO 2880 000
RESET MSTP COUNTER PORTO 318 0 0 OO
SETMSTP CISTO 340 0000

goooon
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SHOW MSTP MSTI

SHOW MSTP MSTI

000000000000 /00000000000 00000000MSTPO

SHOW MSTP MSTI[={instance|ALL}]

instance: MST O O 0O 0O 00O IDO 1040940

g

MSTOOOOOOOOOODOODOOOO
goooog

MSTI MSTOOOOOOIDODOOOOOOOOMSTOODODDOODOOOODODODODO0OOOO0OO0OO00O0O0OALL
oo0o0ooooo MSTOOODODODOODDODODDOODOOODOO

gooooogono

Manager > show mstp msti

Multiple Spanning Tree Instances

MO T T ottt et e e e e e e e e e e e e 10
Bridge Identifier ............... 4096 : 00-00-f4-27-2c-74
Bridge Role ...... ... Regional Root Bridge
VLAN MembersS . ... enen.n 10

MO T T ottt et e et e e e e e e e e e 20
Bridge Identifier ............... 8192 : 00-00-f4-27-2c-74
Bridge Role ...... ..., Designated Bridge
VLAN MembersS .. ... enn.n 20

Manager > show mstp msti=all

Multiple Spanning Tree Instances

MO T T ottt et e e e e e e e e e e e e e 10
Bridge Identifier ............... 4096 : 00-00-f4-27-2c-74
Bridge Role ...... ..., Regional Root Bridge
VLAN MembersS . ... ennnn 10
Regional Root Identifier ........ 4096 : 00-00-f4-27-2c-74
Designated Bridge ............... 4096 : 00-00-f4-27-2c-74
Root Path Cost ............ ... ... 0
Root POrt ........... ... N/A

436 | CentreCOM 9924T/4SP09924SP 0 0000000 OO 2.9 ogooooo

J613-M0581-02 Rev.J



SHOW MSTP MSTI

Designated Port ................. N/A
Topology Changes:
Time Since Topology Change .... 94
Topology Change Count ......... 5
Topology Change ............... FALSE
MO T T ottt et e e e e e e e e e e e e 20
Bridge Identifier ............... 8192 00-00-f4-27-2c-74

Bridge Role

Designated Bridge

VLAN MembersS .. ... enn.n 20
Regional Root Identifier ........ 4096 00-00-cd-24-03-4e
Designated Bridge ............... 4096 00-00-cd-24-03-4e
Root Path Cost ............ ... ... 200000
Root Port ........c.iiiiinnn.. 2
Designated Port ................. 128:1
Topology Changes:
Time Since Topology Change .... 95
Topology Change Count ......... 3
Topology Change ............... FALSE

MSTI

MSTOOOOOO ID

Bridge Identifier

goooo00o0oO0O0O00O0O0O0OO0O00DU0DLD MACOOODODODODODOOO

Bridge Role

00000000 Regional Root Bridge Designated Bridge 00 00 O

VLAN Members

00 VLANO VLAN ID

O65:MSTOOOOOOIDOOO

MSTI

MSTOOOOOO ID

Bridge Identifier

o0o00ooooooooUooooooooo MACOODOOOO
gooo

Bridge Role

0000000 0Regional Root Bridgel Designated Bridge O O
gooo

VLAN Members

00 VLANO VLAN ID

Regional Root Identifier

Oo0ooooooooMSTOODODOOODODODDODODODODOODOOOO
googooo

Designated Bridge

goooobooobooooo

Root Path Cost

goooooooooMSTOODOODODOODODOODODODODODODODOODOO
googn

Root Port

000000000000000000000 N/ADDODOOODO

Designated Port

000000000000000000000000 N/ADOOD
goo

Time Since Topology Change

000 Topology Change 000D 00000 DOO0ODOOO

Topology Change Count

goooon

Topology Change D 00O D0 OO

CentreCOM 9924T/4SP019924SP 000D O00OODOO 2.9
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SHOW MSTP MSTI

Topology Change Topology Change 0 000000

O6e6:MSTOOOOOO IDOOO

goooog

DISABLE MSTPO 261 000 O
ENABLE MSTPO 2880 000
SETMSTPO3380 000

SET MSTP MSTIPORTO 3440 00O
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SHOW MSTP MSTI PORT

SHOW MSTP MSTI PORT

000000000000 /00000000000 00000000MSTPO

SHOW MSTP MSTI=instance PORT[={port-I1ist|ALL}]

instance: MST O O 0O 0O 00O IDO 1040940
port—list:[l[l[l[l[l[l[l[I[IDlDDDDDDDDDDDDDDDDDDDDDD

g

ooooMSTOOOOOOoOoOOoOOoOooooooooo MSTPOOOODOOO
goooog

MSTI MSTOOOOOO ID
PORT 0OOOOO

gooooogono

Manager > show mstp msti=10 port=1

MSTI 10 Port Information

Port Number ......... ..., 1
Port Identifier ........... ..., 128:1
Port ROLE ..ttt ittt e e e e e e e Designated Port

Port State .......i i Forwarding

Port ROLE .. ittt ittt e e e e e e Designated Port

Port State .......i i Forwarding

Switch Port State .................... Enabled
Link Status .. ...ttt i it ee Up
Port Path Cost ........ ... ... .. .. ... 200000
Designated Bridge ............iuiuii.... 4096 : 00-00-f4-27-2c-74
Designated Port ...........c.ciiiiniennn.. 128:1
Regional Root Path Cost .............. 0
Manager > show mstp msti=20 port=1
MSTI 20 Port Information
Port Number ......... ...t iineennennen. 1
Port Identifier ........... ..., 128:1

Switch Port State .................... Enabled
Link Status .....iiii i it i ieee Up
gooooa CentreCOM 9924T/4SP09924SP 0000000000 2.9
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SHOW MSTP MSTI PORT

Port Path Cost ............ .. ...... ... 200000
Designated Bridge .................... 8192 : 00-00-f4-27-2c-74
Designated Port ...................... 128:1
Regional Root Path Cost .............. 200000
Port Number ooooo
Port Identifier oo uoooonobobooooboooo
Port Role 0000000 Alternate Port[Backup Port[Designated Port[Disabled
Port0 Root Port 0D 0 0 0O O
Port State 0 00000 O Disabledd Discardingll Learningll Forwarding O O O O
O
Switch Port State ODU0000O00000000OEnabled O Disabled
Link Status 0000000000000o0000UpO Down
Port Path Cost ooooo
Designated Bridge 0oo0o0oo0ooooooooo
DesignatedPort O0ooDo0oooooooo BPDUODOOODOOOODOOOOOOO
RegionalRootPathCost ooooooooooMSTOOOODOOUOOOoOOooOOoOooooooooo
oo
0 67:
ogooooo

DISABLE MSTPO 261 0000
DISABLE MSTP MSTI PORT

ENABLE MSTPO 2880 000
ENABLE MSTP MSTI PORT
SETMSTP MSTIO 3430000

SET MSTP MSTIPORTO 3440 00O
SHOW MSTP CIST PORTO 431 0 00 O
SHOW MSTP MSTIO 436 000 O
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SHOW PORTAUTH

SHOW PORTAUTH

O000o0o0ooooooo /00000

SHOW PORTAUTH [={8021X|MACBASED}]

g

0000000 O08IXoooMACOODODUODUOUODODUDooooooooooo

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOOODOOOOOOOOOO

o000 8IXooooooo

gooooogono

Manager > show portauth=8021x

802.1X System
SystemAuthControl............ ENABLED
Global Username.............. portAuthPortAuth
Global Password.............. portAuthPortAuth
Global Encryption Method..... Standard
Number of Multi Supplicants.. 0 (1limit 480)
Port PAE Capabilities Protocol Version
portl Authenticator (Single) 1
port2 Authenticator (Single) 1
port3 Authenticator (Single) 1
port4d Authenticator (Single) 1
porth Authenticator (Single) 1
port6 Authenticator (Single) 1
port7 Authenticator (Single) 1
port8 Authenticator (Multi) 1
port9 None 1
portl0 None 1
portll None 1
portl?2 None 1
portl3 None 1
portld None 1
portlh5 None 1
portl6 None 1
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SHOW PORTAUTH

portl7 None 1
portl8 None 1
portl9 None 1
port20 None 1
port21l None 1
port22 None 1
port23 None 1
port24 None 1
port25 None 1
port26 None 1
Manager > show portauth=macbased
MAC Based Authentication System
SystemAuthControl............ ENABLED
Number of Supplicants........ 0 (1limit 480)
Port PAE Status
portl Disabled
port2 Disabled
port3 Disabled
port4 Disabled
porth Disabled
porté Disabled
port7 Disabled
port8 Disabled
port9 Enabled
portl0 Enabled
portll Enabled
portl2 Enabled
portl3 Enabled
portl4 Enabled
portlh Enabled
portlé Enabled
portl7 Disabled
portls8 Disabled
portl9 Disabled
port20 Disabled
port21l Disabled
port22 Disabled
port23 Disabled
port24 Disabled
port25 Disabled
port26 Disabled
SystemAuthControl 8021X0000000000
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SHOW PORTAUTH

Global Username Supplicant 0 00000 00Supplicant 000000000000
goooboooooboooooooooooooogooooan
gooooooooboooooooooooooogooooan
goooooooodoo

Global Password Supplicant 0 00 00000Supplicant 000000000000
goooboooooboooooooooooooogooooan
gooooooooboooooooooooooogooooan
goooooooodoo

Global Encryption Method Supplicant 0 00000000000 0Standardd OTPO OO O
0
Global Encryption Type Supplicant 0000000000000 OTPOOOODOOOOO

O00000o0o0oooooooooooooMDb4oMD500000O

Number of Multi Supplicants ~ Supplicant 000000 000000000000000 Supplicant

gooogd

Port gogooooooooboobooboon

PAE Capabilities 8021X 000000000000 00DO OO Authenticator (Sin-
gle)U Authenticator (Multi)O Supplicantd BothD None O O O [
O

Protocol Version EAPOLOOOODOOOOO

0 68: PORTAUTH=8021X0O OO

SystemAuthControl MACOODOOOODDOOOOO
Port gbobooooooboobooboooboo
PAE Capabilities ooooooooooooo MACOOOOoOoOOoOoooOO

0 69: PORTAUTH=MACBASED 00O O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1700 00 O
ENABLE PORTAUTHO 289 0 00 O

ENABLE PORTAUTH PORTO 291 000 O

SET PORTAUTH PORTO 346 000 O

SET PORTAUTH PORT SUPPLICANTMACO 3500 000

SHOW PORTAUTHO 441 0000

SHOW PORTAUTH COUNTERO 444000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 0000

SHOW PORTAUTH TIMERO 456 0 0O 0O O
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SHOW PORTAUTH COUNTER

SHOW PORTAUTH COUNTER

O000o0o0ooooooo /00000

SHOW PORTAUTH[=8021X] COUNTER PORT={port-list|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

000000 8021XOODooooooooooo
goooog

PORTAUTH 0000000000 OCOOO0O 8021X0802.1XODODOOODOOOOODODO 8021XO OO
gobooobooooboooobooobo
PORT O0OO00OO0O0OOOOOOOOOOO

gooooogono

Manager > show portauth counter port=5
802 .1X Counters

porth
PAE YD v e e et et e et eeeee e Authenticator
Last EAPOL Frame Version.... 1
Last EAPOL Frame Source..... 00-00-e2-59-56-48
Receive Transmit
EAPOL FramesS. . .....ueueeeeenu. 32 EAPOL Frames............... 122
EAPOL Start Frames......... 0 EAP Reqg/Id Frames.......... 70
EAPOL Logoff Frames........ 0 EAP Request Frames......... 3
EAP Resp/Id Frames......... 29

EAP Response Frames........
EAP Length Error Frames....
Invalid EAPOL Frames.......

Manager > show portauth counter port=7
802 .1X Counters

Authenticator - Attached Supplicant(s)
Last EAPOL Frame Source..... 00-00-£f4-95-30-6a
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SHOW PORTAUTH COUNTER

MAC AddreSS. v v v vt ettt eeee e 00-00-e2-59-56-48
Last EAPOL Frame Version....... 1
Receive Transmit
EAPOL FramesS. ... ..euoeeeee.. 3 EAPOL FramesS.........eue.o...
EAPOL Start Frames......... 0 EAP Req/Id FramesS..........
EAPOL Logoff Frames........ 0 EAP Request Frames.........
EAP Resp/Id Frames......... 2
EAP Response Frames........ 1
EAP Length Error Frames.... 0
Invalid EAPOL Frames....... 0
MAC AddreSS. v v v v i vt et eeeeeee e 00-00-f4-95-30-6a
Last EAPOL Frame Version....... 1
Receive Transmit
EAPOL FramesS. ... ..eeeeeee.. 3 EAPOL FramesS.........oue.....
EAPOL Start Frames......... 0 EAP Req/Id FramesS..........
EAPOL Logoff Frames........ 0 EAP Request Frames.........
EAP Resp/Id Frames......... 2
EAP Response Frames........ 1
EAP Length Error Frames.... 0
Invalid EAPOL Frames....... 0
Supplicant
Last EAPOL Frame Version.... 0
Last EAPOL Frame Source..... ff-ff-ff-ff-ff-£ff
Receive Transmit
EAPOL FramesS. . ......oueeeeon. 0 EAPOL FramesS. .. ...eueeeeee.. 3
EAP Req/Id FramesS.......... 0 EAPOL Start Frames......... 3
EAP Request Frames......... 0 EAPOL Logoff Frames........ 0
Invalid EAPOL Frames....... 0 EAP Resp/Id Frames......... 0
EAP Length Error Frames.... 0 EAP Response Frames........ 0
Interface gooooooooouooooon
PAE Type 802.1X 00000000 DO0OOOODODN Authenticatord
Supplicant0 Both 00 0O 00O
Authenticator 000 00O O
Last EAPOL Frame Version J00d0odoo EAPOLOOOCOOOOOOO
MAC Address ogooooooooood Supplicantl] MACOOOO

Last EAPOL Frame Source

0000000 EAPOLOODOOOOOO MACOOODO

EAPOL Frames(Receive)

EAPOLOOOOOOOOO

EAPOL Start Frames(Receive) EAPOL-Start 0 0 OO OOOO
EAPOL Logoff Frames(Receive) EAPOL-Logoff 00D 00000
EAP Resp/Id Frames(Receive) EAP-Response/Identity 00000000
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SHOW PORTAUTH COUNTER

EAP Response Frames(Receive)

EAP-Response D 0000000

EAP Length Error Frames(Receive)

U000 EAPOODOOODOO0OLengthDO0O00O0O0OO0OO
gooogooo

Invalid EAPOL Frames(Receive)

0000 EAPOLOOOOO0OOOTyped00DOOOODOO
gobooobgoo

EAPOL Frames(Transmit)

EAPOLO OO OOOOOO

EAP Req/Id Frames(Transmit)

EAPOL-Request/Identity DD 000000

EAP Request Frames(Transmit)

EAP-Request 0 0000000

Supplicant 0 00000

EAPOL Frames(Receive)

EAPOLOOOOODODOO

EAP Req/Id Frames(Receive)

EAPOL-Request/Identity D0 000000

EAP Request Frames(Receive)

EAP-Request 0 0000000

Invalid EAPOL Frames(Receive)

0000 EAPOLOOOOO0OOOTyped00DOOOODOO
gobooobgoo

EAP Length Error Frames(Receive)

U000 EAPOODOOODOO0OLengthDO0O00O0O0OO0OO
gooogooo

EAPOL Frames(Transmit)

EAPOLOOOOOOOOO

EAPOL Start Frames(Transmit)

EAPOL-Start 0 0 OO OO0 OO

EAPOL Logoff Frames(Transmit)

EAPOL-Logoff 00O 0O0OO

EAP Resp/Id Frames(Transmit)

EAP-Response/Identity 00000000

EAP Response Frames(Transmit)

EAP-Response D 0000000

goooog

0 70:

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1700 00 O

ENABLE PORTAUTHO 289 0 O O O

ENABLE PORTAUTH PORTO 291 000 O

SET PORTAUTH PORTO 346 000 O

SET PORTAUTH PORT SUPPLICANTMACO 3500000

SHOW PORTAUTHO 441 0000

SHOW PORTAUTH COUNTERO 444000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 0000

SHOW PORTAUTH TIMERO 456 0 0O 0O O
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SHOW PORTAUTH MULTISUPPLICANT PORT

SHOW PORTAUTH MULTISUPPLICANT PORT

O000o0o0ooooooo /00000

SHOW PORTAUTH [={8021X|MACBASED}] MULTISUPPLICANT PORT={port-1list|ALL}
[SUPPLICANTMAC=macadd]

port—list:[I[I[I[I[I[I[I[I[IDlDDDDDDDDDDDDDDDDDDDDDD
macadd: MAC 0 0 0 O O xxX-XX-XX-xx-xx-xx 0 0 0 0

g

802.1X Multi-Supplicant 00 D0 0000 00 Authenticator DO 00D ODOOMACOOOO0O0OOO
000o0oooooooo/onoooooo Supplicantl]l]l]l]l]l]l]l]l]

goooog
PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOOODOOOOOOOOOO
o000 8IXooooooo

PORT CO0OOODOODOODOOOOOOO
SUPPLICANTMAC Supplicant0 MACO OO OO

goooogooon

Manager > show portauth multisupplicant port=8

802.1X Multi-Supplicant Configuration

Interface: port8

Multi-Supplicant Authenticator
Number of Multi Supplicants........... 1
Default Settings
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod...... ..o 30
suppTimeout .. ... ..coviieennn.. 30
serverTimeout................. 30
MAXRET . « v v e et et e et et e 2
reAuthMax.......... .. .. 2
reAuthPeriod........ ... ... ... ... 3600
reAuthEnabled................. False
secureVlan. ........ououvuuiunnn.. On
Crap. ..o it e e e None
mibReset.......... ... ... . ... Enabled
vlanAssignment................ Enabled
Attached Supplicant (s)
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SHOW PORTAUTH MULTISUPPLICANT PORT

MAC AdAreSsS. .. vttt 00-00-£f4-95-30-6a
Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod..... ..o 30
suppTimeout .. .....cou v nnn.. 30
serverTimeout................. 30
MAXREQ . v v v e et et e et et e e 2
reAuthMax.......... ... 2
reAuthPeriod........ ... ... ... 1800
reAuthEnabled................. True
keyTransmissionEnabled........ False (not supported)
adminControlledDirections..... Both (not supported)
secureVlan. .........ouvuunnn.. On
Lrap. ..ot i e e e None
mibReset.......... ... ... ... Enabled
vlanAssignment................ Enabled

Manager > show portauth=macbased multisupplicant port=9

MAC Based Authentication Configuration

Interface: port9

PAE Status............... Enabled

Number of Supplicants.... 1

Default Settings
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod............... ... 3600
reAuthEnabled................. False
secureVlan.........uouvuviunnn.. On
Crap. ..ottt e None
mibReset.......... ... ... ... Enabled
vlanAssignment................ Enabled

Attached Supplicant (s)

MAC AdAressS. .. ... iiiinnnnen.. 00-00-£f4-22-33-44
Authenticator PAE State....... INITIALISE
Port Status............ .. ..., unauthorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod............... ... 3600
reAuthEnabled................. False
secureVlan.........ououvuviunnn.. On
Lt © TS Both
mibReset........ ... ... ... ... Enabled
vlanAssignment................ Enabled
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SHOW PORTAUTH MULTISUPPLICANT PORT

Default Settings

00000000000 Supplicant 000000000000

Attached Supplicant(s)

00000000 Supplicant 000000000000 0O00OODO
0000000000000 Supplicant00 000

Authenticator PAE State

Authenticator 0 0 0O O O O OINITIALISEO O O O 00 DISCON-
NECTEN O 0 O MCONNECTING 0 O 0 MAUTHENTICATING
0000 MmMAUTHENTICATEDO O 0O 0 O I ABORTINGO 0O O O
OO0MMHELDO OO0 MMFORCEAUTHIO O ODODODOOO OO O M
FORCEUNAUTHM OOOODOOOOOOOoOoOoO

Port Status

0000000 unauthorisedd OO0 0O OO authorised0 OO OO DO

Backend Authenticator State

00000000 IDLE OO0 OMINITIALISE O O O RESPONSE
O Supplicant 000 00O MMREQUESTO 000D OO0O0O0ODOM
SUCCESSO OO O OMmMFAILO OO OO MM TIMEOUTO O OOOO
goooooo

AuthControlPortControl

J0o0oooDoooooDnDAutc0 0 0oDoooooooooooo
0 M forceUnauthorisedd 0O 0O O O O O [ forceAuthorisedd O O O
gooooooood

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD

txPeriod Supplicant O EAPOLOO0O0OOO0OOOOOOOOO

suppTimeout Supplicant O EAP-Request 00 00O O O O Supplicant 0 00 OO
gooooooo

serverTimeout RADIUSOOD OO Access-Request 0 0000 0 ORADIUSO O
ggoodoooooooooo

maxReq Supplicant 0 000 EAPOL-Request 0 DO 00000000

reAuthMax 00000000 EAPOL-Request 000 0000D0OO0O

reAuthPeriod Supplicant 0 0000000000

reAuthEnabled goooooooo

keyTransmissionEnabled ooooo

adminControlledDirections ooooo

secureVlan 000000 VLANOODOO20000000000 Supplicant O
OO0 VLANDOOODODOoOooooo Supplicantl]l]l]l]l]l]l]l]l]
ggboogoooouoooo

trap O0oo0ooooooo SNMPOOOOOODOODOOOOODOOOOO
godoooooooooo

mibReset gd Supplicantl]l]l]DDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODODDOOO

0O 71: PORTAUTH=8021X 0O OO

Default Settings

00000000000 Supplicant 000000000000

Attached Supplicant(s)

goooon

00000000 Supplicant 000000000000 DO000OODO
0000000000000 Supplicant00 00O
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SHOW PORTAUTH MULTISUPPLICANT PORT

Authenticator PAE State

Authenticator 0 0 0O O O O OINITIALISEO O O O 00 DISCON-
NECTEN O 0 O MCONNECTING 0 O 0 MAUTHENTICATING
0000 MmMAUTHENTICATEDO O 0O 0 O I ABORTINGO 0O O O
OO0MMHELDO OO0 MMFORCEAUTH O OO ODOOO OO O M
FORCEUNAUTHM OOOOOOOOoOOoOOooOoOon

Port Status

0000000 unauthorisedd OO0 0O OO authorised0 OO OO DO

Backend Authenticator State

00000000 IDLE OO0 OMINITIALISE O O O MRESPONSE
O Supplicant 000 00O MMREQUESTO 000000000 DOM
SUCCESSO OO O OMmMFAILO OO OO MM TIMEOUTO O O OOO
goooooo

AuthControlPortControl

J00ooooDoooooDDAutc0 000D oooooooooo
0 M forceUnauthorisedd 0O 0O O O O O [ forceAuthorisedd O O O
gooooooood

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD

reAuthPeriod Supplicant 0 D 000000000

reAuthEnabled goooooooo

secureVlan 000000 VLANODODOO20000000000 Supplicant O
OO0 VLANDOOOODOoOOooooo SupplicantDDDDDDDDD
ggboogoooouoooo

trap O0oo0o0oooooo SNMPOOOOOODODODOOOOODOOOOO
godoooooooooo

mibReset gd Supplicantl]l]l]DDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODODDOO
0 72: PORTAUTH=MACBASED 0 0 O

ogooooo

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1700 00 O
ENABLE PORTAUTHO 289 0 00 O

ENABLE PORTAUTH PORTO 291 000 O

SET PORTAUTH PORTO 346 000 O

SET PORTAUTH PORT SUPPLICANTMACO 3500 000

SHOW PORTAUTHO 441 0000

SHOW PORTAUTH COUNTERO 444000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 0000

SHOW PORTAUTH TIMERO 456 0 0O O O
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SHOW PORTAUTH PORT

SHOW PORTAUTH PORT

O000o0o0ooooooo /00000

SHOW PORTAUTH [={8021X|MACBASED}] PORT=

{port-1ist|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

000000000000 0ooogeNIXoooMACOODODODODODOooooooooo

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOOODOOOOOOOOOO

o000 8IXooooooo
PORT O0OO00OO0O0OOOOOOOOOOO

gooooogono

Manager > show portauth=8021x port=1

802.1X Configuration

Interface: portl

PAE TYDPEC. v v v et eeeeeenn Authenticator
Authenticator PAE State.......
Port Status...................
Backend Authenticator State...
AuthControlPortControl........
quietPeriod...................
txPeriod..... ..o
suppTimeout .. ... ..coviivennn..

serverTimeout.................

reAuthEnabled.................
piggyBack. ... ... ... ...
keyTransmissionEnabled........

adminControlledDirections.....

Manager > show portauth=8021x port=7

goooon

AUTHENTICATED
authorised
IDLE

(not supported)

Both (not supported)
None (VLAN ID=0)
None

Enabled
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SHOW PORTAUTH PORT

802.1X Configuration

Interface: port7

Multi-Supplicant Authenticator
Default Settings

AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod...... ..o 30
suppTimeout .. .....ouuiveunn.. 30
serverTimeout................. 30
MAXRET . « v v et et e et et e e 2
reAuthMax.......... .. o 2
reAuthPeriod............... ... 3600
reAuthEnabled................. False
secureVlan. ........ououvuvunnn.. On

Crap. ..ottt i e e e None
mibReset.......... ... ... ... Enabled
vlanAssignment................ Enabled

Attached Supplicant (s)

MAC AdAressS. ...t iiinnneen.. 00-00-e2-59-56-48
Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
txPeriod..... ..o 30
suppTimeout . . ... ..coviivennn.. 30
serverTimeout................. 30
MAXRET . « v v e et et e et et e 2
reAuthMax.......... .. .. 2
reAuthPeriod........ ... ... ... 3600
reAuthEnabled................. False
keyTransmissionEnabled........ False (not supported)
operControlledDirections...... False (not supported)
secureVlan. .........ouvuunnn.. On
Crap. ..ottt i e e e None
mibReset.......... ... ... ... Enabled
vlanAssignment................ Disabled

Manager > show portauth=macbased port=10

MAC Based Authentication Configuration
Interface: portl0
PAE Status............... Enabled
Number of Supplicants.... 1
Default Settings
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SHOW PORTAUTH PORT

AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan. .......ouueeieeennn. On
Crap. ..o it e e None
mibReset..... ... ... ... ... Enabled
vlanAssignment................ Enabled
Attached Supplicant (s)
MAC AddreSS. v v v v i ettt eeee e 00-00-f4-42-01-6b

Authenticator PAE State....... AUTHENTICATED
Port Status................... authorised
Backend Authenticator State... IDLE
AuthControlPortControl........ Auto
quietPeriod................... 60
reAuthPeriod.................. 3600
reAuthEnabled................. False
secureVlan. .......ouueeieeennn. On
Crap. ..o it e e None
mibReset....... ... ... ... ... Enabled
vlanAssignment................ Enabled

Interface goooooooooooooood

PAE Type 8021X0000000000000000O0 AuthenticatorOSuppli-

cantOBoth O OO0 00O
Authenticator 000 00O O
MAC Address Supplicant 0 MACO O OO
Authenticator PAE State Authenticator 0 0 0 0O O O O INITIALISEC O O O 0O DISCON-

NECTED 0 0 0 MCONNECTING O O O MAUTHENTICATING

0000 Mm AUTHENTICATEDD O O O O 0 ABORTINGO O 0 O
O0mMHELDOOOOMMFORCEAUTHIM OO ODODODODODOO O M
FORCEUNAUTHM OOODODODODDODDODODODODODOODOOO

Port Status 0000000 unauthorisedd OO0 0O OO authorised0 O OO OO

Backend Authenticator State 000000 UOOIDLE OO0 O MINITIALISE O 0O O MRESPONSE
O Supplicant 000 00O MMREQUESTO 000D OO00O0OODOM
SUCCESSO OO O OMmMFAILO OO OO MM TIMEOUTO O O OOO

goooooo

AuthControlPortControl J0o0oooDoooooDDAutoc0 0o oooooooooooo
0 M forceUnauthorisedd 0O 0O O O O O [ forceAuthorisedd O O O
gooooooood

quietPeriod U00000OSupplicant 0 0000000000000
txPeriod Supplicant 0 EAPOLOOO0O00O000000O0DOO0O
gooooo CentreCOM 9924T/4SP019924SP 000D O00OODOO 2.9
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SHOW PORTAUTH PORT

suppTimeout Supplicant O EAP-Request 00 00 O O O Supplicant 0 00 OO
gooooooo

serverTimeout RADIUSOOD OO Access-Request 1 00000 ORADIUSO O
ggoodoooooooooo

maxReq Supplicant 0 000 EAPOL-Request 0 DO 00000000

reAuthMax 00000000 EAPOL-Request 00000000000

reAuthPeriod Supplicant 0 0000000000

reAuthEnabled goooooooo

piggyBack Single-Supplicant D 00 0000000000000 Supplicant O
oo oooobobooboobbooboboboooog

keyTransmissionEnabled ooooo

adminControlledDirections ooooo

secureVlan 000000 VLANOODOO20000000000 Supplicant O
OO0 VLANDOOODODOoOooooo SupplicantDDDDDDDDD
ggboogoooouoooo

trap O0ooo00ooooo SNMPOOOOOODOODOOOOODOOOOO
godoooooooooo

mibReset DDSupplicantDDDDDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODODDOODOO

Supplicant 0 00000

heldPeriod OD0O0000Authenticator U 0000000000 O0OO

authPeriod Authenticator O EAP-Response 0 0 000 0000 OO Authenti-
cator U0 0000 OoooooOoO

startPeriod Authenticator 0 EAPOL-Start 0000 00000000000

maxStart EAPOL-Start 0 0 D0 OO0 O0O00OO OSupplicant 0 000 O

EAPOL-Start 0 0 000 MAXSTARTO OO OOOOOOOOO
00 Authenticator 0000 000000000000 0O0OO0DO0OO
RN

Supplicant PAE State

Supplicant O O O 0 O O O Authorised O Unauthorised O O 0 0 O

0 73: PORTAUTH=8021X0O OO

Interface

goboooboooboooboooo

PAE Status

00000 oUooUooo MACODODOoDoOODOODOOO

Number of Supplicants

MAC 00O Supplicant 0 O

MAC Address

Supplicant 0 MAC OO OO

Authenticator PAE State
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Authenticator 0 0 0O O O O OINITIALISEO O O O 00 DISCON-
NECTEN O 0 O MCONNECTING 0 O 0 MAUTHENTICATING
0000 MmMAUTHENTICATEDO O 0 0 O I ABORTINGO 0O O O
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FORCEUNAUTHM OOOODOOOOOOOOOoOO
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SHOW PORTAUTH PORT

Port Status

0000000 unauthorisedd OO0 0O OO authorised0 OO OO DO

Backend Authenticator State

00000000 IDLE OO0 OINITIALISE O O O RESPONSE

O Supplicant 000 00O MMREQUESTO 000D OO0O0O0ODOM

SUCCESSO OO O OMmMFAILO OO OO MM TIMEOUTO D OOOO
goooooo

AuthControlPortControl

J0o0oooDoooooDnDAutc0 0 0oDoooooooooooo
0 M forceUnauthorisedd 0O 0O O O O O [ forceAuthorisedd O O O
gooooooood

quietPeriod DDDDDDSupplicantDDDDDDDDDDDDDD

reAuthPeriod Supplicant 0 0000000000

reAuthEnabled goooooooo

secureVlan 000000 VLANODODOO20000000000 Supplicant O
OO0 VLANDOOOODOoOOooooo SupplicantDDDDDDDDD
ggboogoooouoooo

trap O0oo0o0ooooo SNMPOOOOOODOODOOOOODOOOOO
godoooooooooo

mibReset gd Supplicantl]l]l]DDDDDDDDDDDD

vlanAssignment O0ooooo VLANODODODDOO
0 74: PORTAUTH=MACBASED 0 0O O

ogooooo

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1700 00 O
ENABLE PORTAUTHO 289 0 00 O

ENABLE PORTAUTH PORTO 291 000 O

SET PORTAUTH PORTO 346 000 O

SET PORTAUTH PORT SUPPLICANTMACO 3500 000

SHOW PORTAUTHO 441 0000

SHOW PORTAUTH COUNTERO 444000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 0000

SHOW PORTAUTH TIMERO 456 0 0O 0O O

goooon
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SHOW PORTAUTH TIMER

SHOW PORTAUTH TIMER

O000o0o0ooooooo /00000

SHOW PORTAUTH[={8021X|MACBASED}] TIMER PORT={port-list|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

g

0000000000000 ooOOo8N2IXDDODODDOD MACOODODODODODODODODOODODODOOOOOOO
googoo

goooog

PORTAUTH 000000 0O00O8021XH802.1X 00O MMACBASEDOMACOODODODOOOOOOOOO
o000 8RIXooooooo
PORT OOO0OOOOODOOOOOOODOO

gooooogono

Manager > show portauth=8021x timer port=7
802.1X Timers

Interface: port?7 PAE TYPE . ettt teeeeeeen Both
Authenticator
awhile quietWhile reAuthWhen txWhen
00 00000 00048 00000
Supplicant
authwhile heldwhile startWhen
00 00000 20

Manager > show portauth=8021x timer port=8
802.1X Timers

Interface: port?7 PAE TYPE . ettt teeeeeeen Both
Attached Supplicant: 00-00-e2-59-56-48
awhile quietWhile reAuthWhen txWhen

00 00000 00000 00000

Attached Supplicant: 00-00-f4-95-30-6a

awhile quietWhile reAuthWhen txWhen
00 00000 00000 00000
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SHOW PORTAUTH TIMER

Supplicant
authwhile heldwhile startWhen
00 00000 26

Manager > show portauth=macbased timer port=2

MAC Based Authentication Timers

Interface: port2

Supplicant quietWhile reAuthWhen
00-00-f4-42-01-6b 00000 00000
Interface gooooooocooooboooon
PAE Type 8021X0000000000000000O0 AuthenticatorOSupplicantd

BothOOGO OO

Authenticator 0 0 00O O

aWhile Supplicant O EAP-Request 0 00 00 O U Supplicant 0000000
O0000MOO0OO0OORADIUSOOO OO Access-Request 0 00 O
OOORADIUSOOOOODOOODOOOOOOOO0OMOOODOOOOO
SUPPTIMEOUTO OO 000D O0OODOOOOOO SERVERTIMEOUT
ogoooooboooood

quietWhile DDDDDDSupplicantDDDDDDDDDDDDDDDDDDDDDD
QUIETPERIOD D OO0 OO0 OOOOOOOOO

reAuthWhen Supplicant 0 00000000000 D00O00MMREAUTHPERIOD OO
goodoooooooooo

txWhen Supplicantl] EAPOLOOOOOOOOODOOOOOOOOOOOOMTX-

PERIOD 0000000000 OOOOO

Supplicant 000 0O

authWhile Authenticator O EAP-Response U 00 0O 00 00O OO O Authenticator
000000000000 mAUTHPERIOD OO OOOoOoOOoOoooQo
oo

heldWhile O000O0OAuthenticator 0000 000000000000 OCOOOOO
HELDPERIOD O OOOOOOOOOOOOOO

startWhen Authenticator 0 EAPOL-Start 0 0000000000000 0O00OOI

STARTPERIOD OO OO0 OOOOODOOOOO

0 75: PORTAUTH=8021X0O OO
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SHOW PORTAUTH TIMER

Interface vooooooooooooooon
Supplicant MAC OO0 Supplicant0 MACO O OO
quietWhile OU00000Supplicant0 000000000000 O000000OOOQUI-

ETPERIOD 0000000 OOOOOOOON
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SHOW PORTAUTH TIMER

reAuthWhen Supplicant 0 00 000000000000 REAUTHPERIODOOOOOO
goooooooo

0 76: PORTAUTH=MACBASE O 0O O

goooog

ACTIVATE PORTAUTH PORT REAUTHENTICATEO 1700 00 O
ENABLE PORTAUTHO 289 0 00 O

ENABLE PORTAUTH PORTO 291 000 0O

SET PORTAUTH PORTO 346 000 O

SET PORTAUTH PORT SUPPLICANTMACO 3500000

SHOW PORTAUTHO 441 0000

SHOW PORTAUTH COUNTERO 444000 O

SHOW PORTAUTH MULTISUPPLICANT PORTO 447 0 00O O
SHOW PORTAUTH PORTO 451 000 0O

SHOW PORTAUTH TIMERO 456 0 0O 0O O
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SHOW QOS DEFAULTPRIORITY

SHOW QOS DEFAULTPRIORITY

000000000000 /QoS

SHOW QOS DEFAULTPRIORITY

g

000D00000000000000000000000000000 8021p000000000O000O0
gobooooboogoo

gooooogono

Manager > show gos defaultpriority
Q0S Queue to Vlan Tag User Priority Mapping
Queue user priority
0 1
1 2
2 0
3 3
4 4
5 5
6 6
7 7
Queue gooooooooouoooouooobouobouooobouoboooa
UserPriority gooouoodoooooo 802.1pDDDDDDDDDDDDD

a 77:
ooooon
SET QOS DEFAULTPRIORITYO 356 0 O O O
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SHOW QOS DSCPMAP

SHOW QOS DSCPMAP

O0000000oo0ooo / QoS

SHOW QOS DSCPMAP [={PREMARKING|REMARKING}] [DSCP=dscp-list]

dscp-list: DSCP O 000630 0000000000000 000DOO0OO

g

DSCPMAPO OO COOOOOOOOOO

goooog

DSCPMAP DSCPMAPOO0OOOOOOPREMARKING OOOOOOOOMREMARKINGI OO O
gobogboobboooboooboobooobo

DSCP OO0O0OU0OU0O0DO0OOODOOOOODSCPOOOOODOODODOODDODOUOUOODODOOOODOOD
gobboooboooooooboobbobboobooboooo

gooooogono

Manager > show gos dscpmap dscp=63

DSCP-based QOS Marking Parameters

DSCP/Markvalue 63

BandwidthClass 1 2 3
NewDSCP 63 - -
NewBandwidthClass 1 - -
NewQueue 0 - -
NewPriority 0 - -

DSCP-based QO0OS Remarking Parameters

DSCP/Markvalue 63

BandwidthClass 1 2 3
NewDSCP 63 63 63
NewBandwidthClass
NewQueue
NewPriority
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SHOW QOS DSCPMAP

DSCP-based QOS Marking Parameters oooooOooo DbsCPOO0OOOoODOOODOOn
godg

DSCP-based QOS Remarking Parameters oooooooDsCPOOOOOOOOOOOOOO
go

DSCP/Markvalue 0000000 o0Doooooo DSCP O
OMARKVALUE O OOOOOOO

BandwidthClass gbobooobooooboboobbooboobbo

Oooo DSCPOOUOOODODODDODOODO1O0DOOO0
goboooboogoo

NewDSCP Jodoooooooooooon DSCP O
NewBandwidthClass Jodddooooooooooooooo
NewQueue Jodddooooooooooooooo
NewPriority 0000000000000008021p0nOon0ag
goooooao
0 78:
ooooono

SET QOS DSCPMAPO 3570000
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SHOW QOS FLOWGROUP

SHOW QOS FLOWGROUP

000000000000 /QoS

SHOW QOS FLOWGROUP [={fIlow-id|ALL}]

flow-id: 00 000000000010230

g

gobooobooooboobooobo
goooog

FLOWGROUP O00O0OO0OO0O0O0OO

gooooogono

Manager > show gos flowgroup
Flow Group Information

Id Description Assigned TC Classifiers

Manager > show gos flowgroup=1

Identifier ................ 1

Description ...............

TC Assigned to ............ 1

Classifiers ............... 1-4

Premarking ................ USEMARKVALUE

Mark Value ................ 1

Action ... None

Id goooooodo

Description oooooo

AssignedTC goooooooooooooo
Classifiers gdoooooooooooooa

079:00000
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SHOW QOS FLOWGROUP

Identifier ooooooooo

Description oooooo

TCASSignedtO goodoooooooooooo

Classifiers googbooooouoooooo

Premarking 0000000000 USEMARKVALUEO Mark ValueO OO OO OO OO0

DSCPMAPO O OOOOOMMUSEDSCPOOOOOO DSCPOOOOODOOO
D00 DSCPMAPO OOOODCOOMMNONED ODOOODDODOOODODDOOODOOO

ogo

Mark Value O0000o0Doo0o0O0 USEMARKVALUEO OO OODSCPMAPOOOOOO
Oo00oooooooo DSCP O

Action 000000000000 O0000D0ONonedFORWARDODISCARDOSEND-
VLANPORTO SENDMIRROR O O O

VLAN Oo0o0o0oo00O0oooOO0ooDoDoOO0O0DO0OOO0D VLANO Action O
OSENDVLANPORTO OO0 OO OOOOOO

PORT I e o o o A o B S B S A WV Vi # (03 W A

OSENDVLANPORTO OO0 OO OOOOOO

08:00000

goooog

ADD QOS FLOWGROUPO 179000 O
CREATE QOS FLOWGROUPO 2090000
DELETE QOS FLOWGROUPO 231 0000
DESTROY QOS FLOWGROUPO 246 0 00O O
SET QOS FLOWGROUPO 359 000 O
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SHOW QOS POLICY

SHOW QOS POLICY

O0000000oo0ooo / QoS

SHOW QOS POLICY[={gos-id|ALL}]

qos-id: QoS U 00 00 00002550

g

QoSOOUOoDOOoooOOoOoooO
goooog

POLICY QoSO OOOODO

gooooogono

Manager > show gos policy
Q0S Policy Information

Id Description Trafficclasses Ports Assigned to

Manager > show gos policy=1

Identifier ................ 1
Description ...............

TCs Assigned .............. 1-2
Port Assigned to .......... 1-52

Default Traffic Class:

Minimum Bandwidth ......... 1000 Kbps

Minimum Burst Size ........ 0 b

Maximum Bandwidth ......... 2000 Kbps

Maximum Burst Size ........ 0 b

Drop BandwidthClass3 ...... No

Ignore BandwidthClass ..... No

Premarking ................ None

Remarking ................. None

Mark value ................ None

Action ..., FORWARD
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SHOW QOS POLICY

Id QoSOOOooD
Description oooooo
Trafficclasses gbooboooooboobooboobobo

Ports Assigned to 0000000000000 OIPv6eOOO0ODO0OO0OODO0OODODOOOODO
00 ACCELERATORO OO OOO

08100000

Identifier

QoSOOOooD

Description

goboogoo

TCs Assigned

gobogoboobooooobooobo

Port Assigned to

O0o0oooooooooooIPveOOOODDOODOOOODODO
000000000 ACCELERATOROOODOODO

Default Traffic Class0 OO0 OO

gogbooboobobooobobooboobbobooobo

Minimum Bandwidth

gobogoo

Minimum Burst Size

O0000o00o0oo0o000oD 10000000 ooooooo
00000000 oooooooooooo2000000000
gooo

Maximum Bandwidth

gobogoo

Maximum Burst Size

gobogbobobboobooboooon

Drop BandwidthClass3

gogboobooboboooboboobobobbobooobo
gogboobobobobooon

Ignore BandwidthClass

gogoobboboobooobobboboobobbooobo
gogboobbooboooboobbooboobuoon

Premarking

000000000 0USEMARKVALUEO Mark Value O 0O O
Oo0ooooOo DSCPMAPOOODOOOOMMUSEDSCPOO OO
ooDSCPOOODOOOOODDOO DSCPMAPOOOOOOOMM
NONEO OOOOooooooooooooooo

Remarking

00000000 O0OBWCLASSO O OOOooooooooooo
O00000000ooo00omPRIO+BWCLASSO O OO 0O
goboobooboobooboobooboboboobboo
gooogoooobooboobbobbobbbobobooooogoo
QUEUE2PRIOMAP OO0 0O00O0D0OO802.1p0000O0O0OO
D000 MPRIOCRITYOU O OOOOODODODOOOOODODOOOO
O00D00DoODoDoOO QUEUE2PRIOMAPO O OOOOOOO
802.1p0 00000000000 MMUSEDSCPMAPOOOOON
O00ooooooooooooDSsCPOOOOOODOOODOO
DSCPMAPOOOODOOODOOOOODO DSCPOOOOOOOO
0000008021p 000000000000 MNONEDDODO
gobogbobooboooo
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SHOW QOS POLICY

Mark Value 0000000000 USEMARKVALUEOOOODOOOOOO
OO0 DSCPMAPOOOOOOOODOOOOODOOOD DSCPO

Action 00000000000 oo0oooO0o0o0ooODoFORWARDO
DISCARDO SENDVLANPORTO SENDMIRROR O O O

VLAN Oo0o0ooo0oooooooooooooooooO VLANO
Action 0 O SENDVLANPORTO D OO OO0O0O0OO0OOO

PORT gooboobooobbboooobboooobbbouoooobo

Action 0 O SENDVLANPORTO D OO OOO0OOOO

08:00000

goooog

ADD QOSPOLICYO 1800 00O O
CREATE QOS POLICYD 2120000
DELETE QOS POLICYO 2320000
DESTROY QOS POLICYO 2470000
SET QOSPOLICYO 361 0000

SET QOSPORTO 3650000
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SHOW QOS PORT

SHOW QOS PORT

O0000000oo0ooo / QoS

SHOW QOS PORT [={port-l1ist|ALL}] [EGRESSQUEUE=queue-Ilist]

port-list: 1000000000100 000000O00000OO0OO0OOOO0OO
queue-list: 100 000007000000000000000O00000OO

0

00000000 QoSooOoooooo
goooog

PORT O0OO0O0OOOOOOO
EGRESSQUEUE 000000000000 0O0000000000000000O0ooooo

gooooogono

Manager > show gos port=1

Q0S Port Configuration

Port. ... i 1
Policy Assigned............ 1 ()
Default Queue.............. 2
Force Default Queue........ No
Red Curve..............o... 1

Egress Queue Configuration:

Egress Queue 0

Status ...... . o i e ENABLED
Queue length ................... 128
Maximum Bandwidth............... None
Scheduler........... ... ... Strict
WRR Weight.......... ... .. ...... 6

Egress Queue 1

Status ...... . i i i ENABLED
Queue length ................... 128
Maximum Bandwidth............... None
Scheduler........... ... ... Strict
WRR Weight.......... ... . ....... 6

Egress Queue 2
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SHOW QOS PORT

Status ....... . i i ENABLED
Queue length ................... 128
Maximum Bandwidth............... None
Scheduler........... ... ... Strict
WRR Weight.......... ... . ....... 6

Egress Queue 3

Status ...... .. i i ENABLED
Queue length ................... 128
Maximum Bandwidth............... None
Scheduler........... ... ... Strict
WRR Weight.......... ... .. ...... 6

Egress Queue 4

Status ....... . i i ENABLED
Queue length ................... 128
Maximum Bandwidth............... None
Scheduler........... ... ... Strict
WRR Weight........... ... . ...... 6

Egress Queue 5

Status ....... . i i ENABLED
Queue length ................... 128
Maximum Bandwidth............... None
Scheduler......... ... ... ... Strict
WRR Weight.......... .. ... ....... 6

Egress Queue 6

Status ....... i i ENABLED
Queue length ................... 128
Maximum Bandwidth............... None
Scheduler......... ... ... ... Strict
WRR Weight...................... 6

Egress Queue 7

Status ...... .. i i ENABLED
Queue length ................... 128
Maximum Bandwidth............... None
Scheduler........... ... ... Strict
WRR Weight.......... ... . ....... 6
Port ogoooooood
Policy Assigned 00ooooooo QoSOUOOO
Default Queue gofdoobooooboooooboooobuooooooon
Force Default Queue D000000000000000000UUDefault QueveD OO O OO
ogoooo
Red Curve 000000000 REDOODOOOO
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SHOW QOS PORT

Egress Queue ooooooo

Status goooooooogon

Queue length goooooooooo

Maximum Bandwidth O0O0OO0O0O000O0O

Scheduler O0o0o0oooooooooo0o0ooO0o0ooO0obo0O0O0 DO StrictD
WRRIOWRR2OOOOO

WRR Weight WRRIOWRR2 OO OOOOOODODODOOODOoOooOoOooOOOOOoOoOO

goooobooooobo

0 83:

goooog

DISABLE SWITCH PORT EGRESSQUEUED 276 0 0 O O
ENABLE SWITCH PORT EGRESSQUEUED 306 0 0 O O
SET QOSPORTO 3650000

SET QOS PORT EGRESSQUEUELD 367 0 O 0O O
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SHOW QOS PRIO2QUEUEMAP

SHOW QOS PRIO2QUEUEMAP

O0000000oo0ooo / QoS

SHOW QOS PRIO2QUEUEMAP

g

000000000 8021p0 0000000000000 00O000DO0O000D00000O000O00O0

gooooogono

Manager > show gos prio2gueuemap
Vlan Tag user Priority to Queue Mapping
User Priority Queue
0 2
1 0
2 1
3 3
4 4
5 5
6 6
7 7
UserPriority DDDDDDDDD802.1pDDDDDDDDDDDDD
Queue gdoooooobooooooouobouoooo
0 84:
ooooono
SET QOS PRIO2QUEUEMAPO 369 0O O O O
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SHOW QOS QUEUE2PRIOMAP

SHOW QOS QUEUE2PRIOMAP

O0000000oo0ooo / QoS

SHOW QOS QUEUE2PRIOMAP [QUEUE=queue-1ist]

queue-list: 100 00000700000000000000000000OO

g

0000000000000 8021p00000000000DDOO00O0O0DOO0OOQUEUE2PRIOMAP
gobooobooooooooo

goooog

QUEUE 00O000O0OOoODOOOOO0OO0OO0O000O000000O00DOO0OO0ODODOOOO

gooooogono

Manager > show gos queuelpriomap
DSCP-based QOS Remarking Parameters
Queue 0
BandwidthClass 1 2 3
NewPriority 0 0 0
Queue 1
BandwidthClass 1 2 3
NewPriority 0 0 0
Queue 2
BandwidthClass 1 2 3
NewPriority 0 0 0
Queue 3
BandwidthClass 1 2 3
NewPriority 0 0 0
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SHOW QOS QUEUE2PRIOMAP

Queue 4
BandwidthClass 1 2 3
NewPriority 0 0 0
Queue 5
BandwidthClass 1 2 3
NewPriority 0 0 0
Queue 6
BandwidthClass 1 2 3
NewPriority 0 0 0
Queue 7
BandwidthClass 1 2 3
NewPriority 0 0 0
Queue goooooooboooouooooon
BandwidthClass goooooooboooouooooon
NeWPriority gooooooooooon 802.1pDDDDDDDDDDDDD
0 85:
ooooono
SET QOS QUEUE2PRIOMAPO 370 0 00 0O
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SHOW QOS RED

SHOW QOS RED

O0000000oo0ooo / QoS

SHOW QOS RED[={red-id|ALL}] [QUEUE=queue-list]

red-id: REDO 0000000 D1040
queue-list: 100 00000700000000000000000000OO

g

REDO Random Early Detection/Discard0 0 000 0000000000000
ooooono

RED REDOOODUOO0OO00O0ODODOOOOO0OODDO REDODOOODODOOOOODOOOOOODOODOODO
0000000 U0DUOREDOODOODODOODODODUOODOO
QUEUE 000000OO0OO0ODOOOO0OO0OO0O0O000O000000OO0O0DOO0OO0ODODOOOO

goooogooon

Manager > show gos red

Random Early Detection Information

Id Description Assigned Ports Ports Using Tail Drop
1 Default 0-47 48-51
2 Test RED set None None

Manager > show gos red=1

Identifier ................ 1 (default)
Description ............... Default
Ports Assigned to ......... 0-47
Ports using Tail-Drop...... 48-51
Queue 0
Queue length averaging factor ... 9
BandwidthClass Start Stop Drop Probability Factor
25 Kb 30 Kb ( )
15 Kb 25 Kb
5 Kb 15 Kb >
Queue 1
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SHOW QOS RED

Queue length averaging factor ... 9
BandwidthClass Start Stop Drop Probability Factor
25 Kb 30 Kb ( )
15 Kb 25 Kb
5 Kb 15 Kb >
Queue 2
Queue length averaging factor ... 9
BandwidthClass Start Stop Drop Probability Factor
25 Kb 30 Kb ( )
15 Kb 25 Kb
5 Kb 15 Kb >
Queue 3
Queue length averaging factor ... 9
BandwidthClass Start Stop Drop Probability Factor
25 Kb 30 Kb (50%)
15 Kb 25 Kb
5 Kb 15 Kb >
Queue 4
Queue length averaging factor ... 9
BandwidthClass Start Stop Drop Probability Factor
25 Kb 30 Kb (50%)
15 Kb 25 Kb
5 Kb 15 Kb >
Queue 5
Queue length averaging factor ... 9
BandwidthClass Start Stop Drop Probability Factor
25 Kb 30 Kb (50%)
15 Kb 25 Kb
5 Kb 15 Kb >
Queue 6
Queue length averaging factor ... 9
BandwidthClass Start Stop Drop Probability Factor
25 Kb 30 Kb ( )
15 Kb 25 Kb
5 Kb 15 Kb >
gooooa CentreCOM 9924T/4SP09924SP 0000000000 2.9
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SHOW QOS RED

Queue 7
Queue length averaging factor ... 9
BandwidthClass Start Stop Drop Probability Factor
25 Kb 30 Kb 1 (50%)
15 Kb 25 Kb 1 (50%)
5 Kb 15 Kb 1 (50%)
Id REDOOOOOOODO
Description oooooo
AssignedPorts gooooooooooon
Ports Using Tail Drop Tail-drop 0000000000000 OOOO0OOO
O8:00000
Identifier REDODOOOOOODO
Description oooooo
Ports Assigned to 0o0bo0o0o0oO0oooooo
Ports using Tail-Drop Tail-drop 000000000000 00O000OOO
Queue oooooog
Queue length averaging factor 00000000000 00O0O0O00OOO
BandwidthClass ooooo
Start gooooobobooubodooooooouoooo
Stop gooooobobooubodooooooouoooo
DrOpPrObabilityFactor goooo StopDDDDDDDDDDDDDDDDDDDDDD
0000000000000 D0000Db000D0g%m
08700000
ooooono

CREATE QOSREDO 216 00 O O
DESTROY QOSREDO 248 0000
SETQOSREDO371 0000
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SHOW QOS TRAFFICCLASS

SHOW QOS TRAFFICCLASS

O0000000oo0ooo / QoS

SHOW QOS TRAFFICCLASS[={tc-id|ALL}]

tc-id: 00000000000 00010230

g

gobooobooobooobooboon
goooog

TRAFFICCLASS 00000000000

gooooogono

Manager > show gos trafficclass
Q0S Traffic Class Information

Id Description Policy FlowGroups

Manager > show qgos trafficclass=1

Identifier ................ 1

Description ...............

Policy Assigned to ........ 1

Flow Groups ... .o veueunnenn. 1-2

Drop BandwidthClass3 ...... No

Ignore BandwidthClass ..... No

Minimun Bandwidth ......... 1500 Kbps

Minimum Burst Size ........ 0 b

Maximum Bandwidth ......... 3000 Kbps

Maximum Burst Size ........ 0 b

Premarking ................ None

Remarking ................. None

Mark Value ................ None

Action ... FORWARD

Id ogooooboooood
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SHOW QOS TRAFFICCLASS

Description oooooo

Policy oooooo QoSoonon

FlowGroups 00oo0o00oO0oo000oooooooo
08800000

Identifier gbooboooboooooon

Description oooooo

Policy Assigned to

000000 QoSOOOO

Flow Groups

goboobobbooobooboobbo

Drop BandwidthClass3

gooogoobobbbooooobobbbbooooooobobbbooo
o

Ignore BandwidthClass

goobobooboboobobooobboboobobboboobo
goboobobbooboooboooboobbo

Minimum Bandwidth

gooood

Minimum Burst Size

0000000o0oooooo0 1Doo0oooO0DoDUo0o0oDooDooOoo
00000000ooooooo20000000000000

Maximum Bandwidth

gooood

Maximum Burst Size

gobbobboobuoobooobboon

Premarking

0000000000 USEMARKVALUED Mark Value OO OO OO0
000 DSCPMAPOOOOOOOMMUSEDSCPO O OO OO DSCP OO
O000ooooO DSCPMAPOOOOOOOMMNONED ODDOOOOO
gobbobbooboo

Remarking
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O00D0000DOBWCLASSO OOoOoOoOoooooooooooooo
00000000000 MmMPRIOFBWCLASSO DO ODOoOoOooooooO
gooooobobbobbboooooboboboobbobboobooo
0000000000000 000000 QUEUE2PRIOMAP OO0 O
000008021p 000000000000 MMPRIORITYDDOODOOO
0000000000000 00o0ooooDo00 QUEUE2PRIOMAP
0000D000008021p0000D0O0000O0O00OOMINUSEDSCPMAP
000000oDoOo0O0o0oo0o0oooooooo DbSCPOOOOOOOOOO
0O DSCPMAPOOOOODOOOOOOOODSCPOOOOODOOOODO
00008021p 000000000000 MNONEDCOODOODDOOD
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SHOW QOS TRAFFICCLASS

Mark Value O000o0o00o0o0O0 USEMARKVALUE O OO OOOOOOOOO
DSCPMAPOOOOOOOOOOOOODOODOOO DSCPO

Action 0000000000000 00ODODODOFORWARDO DISCARDO
SENDVLANPORTO SENDMIRROR O O O

VLAN 0000000000000 oOO0oO0O0OO0OO0OO0O0O0 VLANDO Action O
OSENDVLANPORTO OO ODOOOOOODO

PORT 0000000000000 000000000O0O0DOOActonO

OSENDVLANPORTO OO ODOOOOODO

08:00000

goooog

ADD QOS TRAFFICCLASSO 1810 000
CREATE QOS TRAFFICCLASSO 218 0 00O
DELETE QOS TRAFFICCLASSO 233 000 O
DESTROY QOS TRAFFICCLASSO 2490 000
SET QOS TRAFFICCLASSO 373 0000
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SHOW STP

SHOW STP

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

SHOW STP[={stpname|ALL}] [SUMMARY]

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

0

STPO00000O00O0OO0ODOOO
goooog

STP STPUOOOUOU0O0O0U0OOO ALLODOOODOOD STPOOODOODOOODUODODODO
SUMMARY STPOOOOOOOOOOOOOOOOOO

gooooogono

Manager > show stp
STP Information
Name .......ovuvuvninnnn. default
Mode ........ciiiiii. Standard
RSTP TYDPE '« v v v eeeee e (n/a)
VLAN members .......... default (1)
white (10)
orange (20)
beige (30)
uplink (1000)
Status ....... . 00 0L ON
Number of Ports ....... 24
Number Enabled ...... 24
Number Disabled ..... 0
Bridge Identifier ..... 32768 : 00-90-99-40-4£-00
Bridge Priority ....... 32768
Designated Root ....... 32768 : 00-90-99-40-4£f-00
Root Port ............. (n/a)
Root Path Cost ........ 0
MaxX AGE « v v v v eeeeeee e 20
Hello Time ............ 2
Forward Delay ......... 15
Switch Max Age ........ 20
Switch Hello Time ..... 2
Switch Forward Delay .. 15
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Hold Time
TC
TC Detected
Number of TC

Time since last TC

Manager > show stp

STP Information

RSTP Type
VLAN members

Status

Number of Ports
Number Enabled
Number Disabled

Bridge Identifier .....
Bridge Priority

Root Bridge ...........
Designated Bridge
Root Port

Root Path Cost

Max Age

Hello Time

Forward Delay .........

Switch Max Age
Switch Hello Time

Switch Forward Delay
Transmission Limit
Number of TC

Time since last TC

SHOW STP

default
Rapid
Normal
default (1)
(10)
(20)

alpha
beta
ON

16

16

0
32768
32768
32768
32768
(n/a)
0

20

2

15

20

2

00-00-cd-08-17-0c

00-00-cd-08-17-0c
00-00-cd-08-17-0c

STP Name Mode Ports Enabled Ports Disabled Bridge Role

default Standard 24 0 Root Bridge

Name STPOOOOO

Mode STP OO 0000 O Standardd 802.1d0 O Rapidd 802.1wO
gooooa CentreCOM 9924T/4SP09924SP 0000000000 2.9
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SHOW STP

RSTP Type Rapid STPO OO0 00O ONormal O STP Compatible
VLAN members OO0 VLANOOOOOO VLAN ID
Status STPOODOOOOOOONDUO OFF

Number of Ports

STPO0000000000000O00O0

Number Enabled

gbobooooboooboo

Number Disabled

goobooobooobogoo

Bridge Identifier

go0oooo0oU00o0oU000DO0DoDUoDoDUoDO MACOOODODOODOOO

Bridge Priority

gbobooooboooboo

Designated Root

0000000000000 000Standard0 000000000000

Root Bridge

0000000000000 000Rapid00D0000OOO0O0OODOO

Designated Bridge

000000000000 000Rapid00OO0O0OOOO0OO0

Root Port 000000000000000000000 (n/a)DOoo0O0O
Root Path Cost goboooopoooboobbooboobboon

Max Age gobooopoooobmoobooooooooboobbon
Hello Time gobooboomobooboogoobooooboobo

Forward Delay

gobooobogboboobomobbobbooobpooooboooboo

Switch Max Age

0000000000000 O0OOSET STPOOOODO MAXAGEODOODO
gbomobobobobboobooobooobooboobo

Switch Hello Time

000000000000 O0OSET STPOUOOOO HELLOTIME OO0 O
gbmobobbobboobooobooobooboobo

Switch Forward Delay

0000000000000 0D00000SET STPUO OOOO FORWARD-
DELAYODODOOOOmMOOoDODODOooOoooooooooooooooon
U

Hold Time

00000000 Configuration BPDUO OOODODOOO0OO0ODOODODO
O0@mo0oo0oooooo0odoooooooloooooooooooon
Standard 00 0D0000O00O00OOOO

Transmission Limit

00000000 0oo0oooo BPDUOOOOOOOOODOOOOOOOO
0003000000000000Rapid000O0OO0OO0DOODOOO

TC

O00oU0oooooooTCoOooooo BPDUODOOOODOOOO
TrueD0 000000 FalseDOODOOODOODOOOODOOTCOOOODOO
OBPDUOOODOODOODDO Trued0D00 0000 False OO OO Standard
goobooobooobogoo

TC Detected
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BPDUOOOOUOOOUOOD TrueDOOOOOOO FalseDOOOOOOO
O000D0DO0O0OTCNOOOODOO TrueD0OOOO0DOO0O0O FalseOOOO
Standard 0000000000000

gooogoo



SHOW STP

Number of TC Topology Change 0000000
Time since last TC 000 Topology Change 00000000000 OO
a 90:
STP Name STPOOOODO
Mode STP OO0 000 OO Standardd 802.1d0 O RapidO 802.1wO
Ports Enabled gbooboooooogood
Ports Disabled gbooboooooooogon
Bridge Role STPOOO000DODOOO0ODONoned DesignatedD Root 0 0000

0 91: SUMMARYO O OOGQOQOGOO

goooog

CREATE STPO 2220000
DESTROY STPO250 000 O
DISABLE STPO 2650 00 O
ENABLE STPO 2950000

SET STPO 3770000

SHOW STP COUNTERO 484 00 OO
SHOW STP PORTO 487 00 0O O
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SHOW STP COUNTER

SHOW STP COUNTER

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

SHOW STP[={stpname|ALL}] COUNTER

stpname: STPO0000001015000000000000000_. 000000000000 O0OOOOOOO
ooo

0

STPO00000O000O00O0OOOOO0O
goooog

STP STPOOOOOOOOOOOO ALLODODOOOOOOSTPOOOOODOOOOODOOOOOOOOO

goooogooon

Manager > show stp counter

STP Counters

STP Name: default

Receive: Transmit:
Total STP Packets 351 Total STP Packets 544
Configuration BPDU 351 Configuration BPDU 544
TCN BPDU 0 TCN BPDU 0
Invalid BPDU 0
Discarded:
Port Disabled 0
Invalid Protocol 0
Invalid Type 0
Invalid Message Age 0
Config BPDU length 0
TCN BPDU length 0
STP Name STPOCOO0ODO
Receive 00 O 00O pgooooooooooon
Total STP Packets 0000 STP OO0 00 Configuration BPDU O Topology Change Notifi-

cation BPDUO OO O

CentreCOM 9924T/4SP019924SP D 00U OO 0O0OOOO 2.9 gooogoo
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SHOW STP COUNTER

Configuration BPDU

Configuration BPDU 0 0O

TCN BPDU

Topology Change Notification BPDU O O O

Invalid BPDU

OO0oSTPOOOODOOO

TransmitO OO0 OO

gobgoobobobbooon

Total STP Packets

0000 STP OO0 D00 Configuration BPDU O Topology Change Notifi-
cation BPDUO OO O

Configuration BPDU

Configuration BPDU 0 0O

TCN BPDU Topology Change Notification BPDU O O O
Discarded DO 0O OO goooooooooooooon
Port Disabled 00000000000 ooooooooooooo BPDU OO

Invalid Protocol

OU0oo0oIbooDooO00O0oooDooU0oooo IDO0DO0DO0OO0DOOODOOD
Oo0ooooooooog sSTPO0OOon

Invalid Type

Type 0000000000000 O0O0O0OO0OOOSTPOOOOO

Invalid Message Age

000000000 o0ooooooooooog STPO0O0OO0n

Config BPDU length

00000000 Configuration BPDU O O

TCN BPDU length

00000000 Topology Change Notification BPDU O O

goooog

RESET STPO 321 00O 00O
SHOW STPO 4800 0 0O

0 92:

SHOW STP PORTO 487 00 0O

goooon
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SHOW STP DEBUG

SHOW STP DEBUG

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

SHOW STP DEBUG

g

goooo0ooooOooopog STPOODOOODOOOODOODODOO

gooooogono

Manager > show stp debug

Port Enabled Debug Modes Output Timeout

Portl mse, pkT, StaTE 6 owse
Port  nabled Debug Nodes output  Timeour

Portz smre 6 o1zas

Port  abled Debug Modes < output  Timeour

Port googn

Enabled Debug Modes 0000000000 SITPODO0O0OO0OO0OMSGOSTPOOOOOO
O00000O0MMPKTOSTPO OOOO ASCIIOO M STATED O O OO
O00D0D0D0D0DWALLODODOODOODODOOODOOO

Output 0000000000 ooooooTIYOOOO
Timeout gooooooobooooooboooon

0 93:
ooooono

DISABLE STP DEBUGO 266 0 00 O
ENABLE STP DEBUGO 29 0 00O
SHOW STP COUNTERO 484 00 OO
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SHOW STP PORT

SHOW STP PORT

000000000000 /ODODO0OO0OO0OO0DDO0O0OO0O0O000STP/RSTPO

SHOW STP PORT[={port-Il1ist|ALL}]

port-list: 1000000000100 000000O00000OO0OO0OOOOOO

g

ooooo STPOODDOOOOOO

goooog

PORT 0OOOOO

gooooogono

Manager > show stp port=1

STP Port Information

STP e e e e default
STP Status ............ OFF
Port ..., 1
State ....... . ... Disabled
Port Priority ....... 128
Port Identifier ..... 8001
Pathcost ............ 4 (auto configured)
Designated Root ..... 32768 00-00-cd-08-17-0c
Designated Cost ..... 0
Designated Bridge 32768 00-00-cd-08-17-0c
Designated Port ..... 8001
Manager > show stp port=5
STP Port Information
STP e e e e default
STP Status ............ ON
Port ... 5
RSTP Port Role ...... Designated
State ...... ..o 0., Forwarding
Point To Point ...... Yes (Auto)
gooooa CentreCOM 9924T/4SP09924SP 0000000000 2.9
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SHOW STP PORT

Port Priority ....... 128

Port Identifier ..... 8005

Pathcost ............ 20000 (auto configured)
Designated Root ..... 32768 00-00-cd-08-17-0c
Designated Cost ..... 0

Designated Bridge ... 32768 00-00-cd-08-17-0c
Designated Port ..... 8005

EdgePort ............ No

Counters:
Loopback Disabled

STP goog STPoO0oog
STP Status OO0 STPO0OO0O0OOOOUOONO OFFO
Port ooooo

RSTP Port Role

0000000 DisabledO Alternated BackupOBackup (Loopback
Disabled)Designated[IRoot O 0 O O O O Backup (Loopback Dis-
abled) 0000000000000 0OOOOOOOOOODOOOO
O0OO0OORapid000O00000O0OOOOO

State

00000 O00OStandard O O O O O O DisabledO Blocking Lis-
tening Learning Forwarding 0 00O O ORapid 0 00000
Disabledd Discardingl Learningl Forwarding O O O 0 O

Point To Point

gooobbobooboboobooboboobobbooobo
O0ONoOYesOOUOODOOO(Auto)DOUDODOOOODOOODOO
O0OO0OORapid000O00000O0OOOO

Port Priority

gobooooooobo

Port Identifier

goooon

Pathcost

googoo

Designated Root

gobooopoooboobbo

Designated Cost

gooboooobooon

Designated Bridge

gobooobooobooooo

Designated Port

O0000ooooooooo BPDUOODOOOOOODOOOOOO
U

EdgePort

0000000000000 00YesONoODOOODOORapidO O
goooobooooobo

Counters/Loopback Disabled

000000000000 000000000000RapidOOO
gooboooboogoo

goooognd
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SHOW STP PORT

0000000000000 oooooooooosSTPO0 D00 00000000 DODOOOOgg State
0O Disabled - Port in trunk group0 0 00 M 000MOO000000000000000ODOOO0OO
goooooooobom@mooooooooooboboooobooobooooo

goooog

SET STPO 3770000
SET STP PORTO 3790000
SHOW STPO 4800 0 0O O
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SHOW SWITCH

SHOW SWITCH

O0o00oooooooo /000000

SHOW SWITCH

gobooobooooboobooobo

gooooogono

Manager > show switch

Switch Configuration

Switch Address ............. 00-00-cd-24-02-0e
Learning ... ..uee e ennnn. ON
Ageing Timer ............... ON

Jumbo Frames ............... OFF

IP route learn delay ....... 4 ms
Number of Fixed Ports ...... 24
Number of Uplink Ports ..... 0
Mirroring ...........c.ccc.... DISABLED
Mirror POort .......iiiiiia... None
Ports mirroring on Rx ...... None
Ports mirroring on Tx ...... None
Ports mirroring on Both .... None
Nested TPID ........cvvvvnnn. 0x8100
Thrash limit ............... 10
Number of WAN Interfaces ... 0

Name of Interface(s) ....... -
Ageingtime ................. 300

DLF rate limit ............. -

STP Forwarding ............. Disabled
UpTime . ... iie it i i e iee e 05:30:04
Hashingfield ............... L2 L3

Traffic Control Unit, hardware resource usage:

Total system rule space ....... 2048
Total number of rules used .... 2
Total rule space usage ........ 16

Number of rules per application:

MLD SNOOPING & v v v v veennwnn. 2
Total number of actions ....... 2048
Number of actions used ........ 4

Device Resource, device #0:

Number of rules used ........ 1
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Rule space usage

Number of rules per application:

MLD SNOOPINg .« . vvvvnnnnn.. 1
Device rule space limit .........
Profile Usage:

Profile #1:

IPv4d bytes used ......... 0 of
IPv6 bytes used ......... 1 of
Other-Eth bytes used .... 0 of
Profile #2:
IPv4d bytes used ......... 0 of
IPv6 bytes used ......... 0 of
Other-Eth bytes used .... 0 of
Device Resource, device #1:
Number of rules used ........ 1
Rule space usage ............ 8
Number of rules per application:

MLD SNOOPINg . ..evvuunnnn.. 1
Device rule space limit .........
Profile Usage:

Profile #1:

IPv4d bytes used ......... 0 of
IPv6 bytes used ......... 1 of
Other-Eth bytes used .... 0 of

Profile #2:

IPv4d bytes used ......... 0 of
IPv6 bytes used ......... 0 of
Other-Eth bytes used .... 0 of

16
16
16

16
16
16

16
16
16

16
16
16

SHOW SWITCH

Switch Address

MACODOOO

Learning

0000000000000 0000o0o00oUONO OFF

Ageing Timer

gogobobobboooooboooooobobbboooobbooooon

00 ON O OFF
Jumbo Frames ooooo
IP route learn delay ooooo
Number of Fixed ooooooo
Ports
Number of Uplink ooooooo

Ports

Mirroring

0000000000000 0O0ENABLED O DISABLED

Mirror port

gooogoo

Ports mirroring on Rx

gobooobogooboooboobbobbobboon

Ports mirroring on Tx

goooon

gobooobogooboooboobbobbobboon
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SHOW SWITCH

Ports mirroring on
Both

gobbooboobobooboooboobbobbooboo

Nested TPID

00000 VLANONested VLANO OO OOOOOOOODOODOOOO
O O TPIDO

Thrash limit

MACOUOOODODODODODODODDODOD MACOODODOODDODODODODOODOOO
gobboogboooooooo

Number of WAN oogooog
Interfaces
Name of Interface(s) oooon

Ageingtime

Oo000oo0o0000ooooooooooooDooooMACODOOOOOO
RN

DLF rate limit

gboboobooooboobooooboobbo

STP Forwarding

BpODUOOCOOO0ODOOOOOODOO

Uptime 000D00000000:0:0000@0MIBIIOOO000OO sysUpTime O
RN
Hashingfield gogobobobboooooboooooobobbboooobbooooon

oo

Traffic Control Unit,
hardware resource
usage U O OO0

0000000000000 0DU0D0DUODODOD QoSUUDDODODDODOO
goboogoboooobbooboo

Total system rule

space

gobooboooobooboboobbobbon

Total number of rules

used

gobooobooooboooboobbo

Total rule space usage

o0o00oo0oo0ooodoooooooooooooo 8goooooon
o0ooo0o0oOoooOOoOoOOODODOOD 10800000000 DOOODOOO
o8Ooon

Number of rules per

application 0 0 0 00O

gooooooooooooooboooobooooooooomooooo
00000000000 0MLD Snoopingl Switch HwFilter0O O O 0O O O
J0000ooooomQOSUoD0oooOdn QoSooooon

Total number of

actions

goboooboooobboooboobbon

Number of actions

used

goboogooooobooobo

Device Resource O O
goo

goboooooobooobooobooobo

device #
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SHOW SWITCH

Number of rules used

gobooobooooboooboobbo

Rule space usage

o0o00oo0oo0ooodoooooooooooooo 8goooooon
o0ooo0o0oOoooOOoOoOOODODOOD 10800000000 DOOODOOO
o8Ooon

Number of rules per

application 0 0 0 00O

gbboooboooboooboooboobbobbooboo

Device rule space

limit

gobooboooobooboboobbobbon

Profile Usage O 0 O O
O

goooboboooboobobooboboobobooboboobon
gbooboogoobooooboo

Profile #

gooboobgoo

IPv4 bytes used

IPv400000000000000BytedDmof nDO00OO0O0000O0OmM
gooboodngnoO

IPv6 bytes used

IPv600000000000000BytedDmof nD0O0O0O0000O0OmM
gooodntgnoO

Other-Eth bytes used

Ethernet 0 0000000000000 BytedDmof nDOOOOOOO0OO
mUOoo0d0On0O0OO0O

goooog

0 95:

RESET SWITCHO 3220000
SET SWITCH THRASHLIMITO 391 00 00O

goooon
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SHOW SWITCH ACCELERATOR

SHOW SWITCH ACCELERATOR

O0o00oooooooo /000000

OOooIPv6 00000000000 AT-ACCO1ODODOODOODO AT-SD512A-001 000000 00O 9924SP
goooooboogoo

SHOW SWITCH ACCELERATOR

0

IPv6eO0000000DOODOOOOODOODOO

gooooogono

Manager > show switch accelerator

Switch Accelerator Configuration

Hardware TypPe .. ..o AT-ACCO1

Mode ...t e IPv6 Acceleration
Status ... IPv6 active
Search memory size ......... 128 MBytes
Counter memory size ........ 36 Mbits

MAC address ......ceuvvuenunn. 00-00-cd-10-00-74

HardwareType IPveO00000000O0OO0OOOOOO

Mode IPv6e 00000000000 00ODOOOOIPY6 Accelerationd O O 00
Disabled0 D 00O QOO0 O

Status IPv6 0000000000000 O0OIPV6 actived O O 0O O O [ Absent

0000000 MmMDisabled0 00000000
Search memory size IPv6e 00000000 OO0000ODOOOOOOODODODOOOOOOODOOO
gogbooobboobooobobooobooobo

Countermemory IPv6e 0000000000000 0ODODODOO0O0ODODDODOOOOODODOOOO
size goooboooooooooooooooo
MAC address IPve 00000000000 MACOOODO
0 96:
ooooono

SHOW SWITCHO 490 0 00 O
SHOW SWITCH ACCELERATORO 4940000
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SHOW SWITCH ACCELERATOR COUNTERO 4% 0 00O
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SHOW SWITCH ACCELERATOR COUNTER

SHOW SWITCH ACCELERATOR COUNTER

O0o00oooooooo /000000
OOooIPv6 00000000000 AT-ACCO1ODODOODOODO AT-SD512A-001 000000 00O 9924SP
goooooboogoo

SHOW SWITCH ACCELERATOR COUNTER [={ALL|DEFAULT|FAB|MAC|MIB|MISC}]

0

IPv6e 0000000000000 O0OOOOOOOOOOO

goooog

COUNTER COO0O0OO0O0O0O0OOOOOOO0OOOO0OFABOOOOOOOOOOOOOOOODOOOOMm
MAOMACOOOODOOMIMIBISNMPO OO OO MMISI OO0 OO0 OMMDEFAULT] MACO

MIBOOODOODMmMALLOODODOODDOODDOODOODOOOOODOOODOODOODOoDOoooooooo
ODOODODEFAULTOOODOO0OOOO0O0OOoOoo

goooogooon

Manager > show switch accelerator counter

Switch Accelerator Counters

Accelerator Ethernet MAC counters:

Combined receive/transmit packets by size (octets) counters:

64 0 512 - 1023 2862
65 - 127 21242 1024 - 1518 78
128 - 255 584 1519 - 1522 32004
256 - 511 40

General Counters:

Receive Transmit
Octets 26554898 Octets 26554554
Pkts 28407 Pkts 28403
FCSErrors 0 FCSErrors 0
MulticastPkts 4 MulticastPkts 0
BroadcastPkts 0 BroadcastPkts 0
PauseCtrlFrms 0 PauseCtrlFrms 0
OversizePkts 0 OversizePkts 0
Fragments 0 Fragments 0
Jabbers 0 Jabbers 0
UndersizePkts 0 UndersizePkts 0
496 | CentreCOM 9924T/4SP09924SP 0 0000000 OO 2.9 ogooooo
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SHOW SWITCH ACCELERATOR COUNTER

Control 0 Control
LengthError 0 LengthError
CodeError 0
UnknownOffset 0
Accelerator IPv6 MIB counters:
InReceives 28407 OutForwDatagrm 28353
InNoRoutes 0
InDiscards 0 OutDiscards 0
InAddrErrors 0
InTruncatedPkts 0
InMcastPkts 4 OutMcastPkts 0
InDelivers 0
InHdrErrors 0
InTooBigErrors 0
Accelerator Ethernet MAC counters 00 0 00O
Combined re- ogobooboooooooon

ceive/transmit packets

by size (octets) coun-

tersO0U0 OO0

64 64000000000 00OO0OO0O

65 - 127 6501270 0000000000000 O
128 - 255 12802550 00000000000000O
256 - 511 2560511 0000000000000 0O0
512 - 1023 51201023 00 0000000000000
1024 - 1518 1024015180 0 0000000000000
1519 - 1522 151901520 00000000000000

General Counters 0 0 0O 0O O
Receive DO OO QO QOQO gooooooooobobooboooooo

Octets ogooooooog

Pkts ogooooon

FCSErrors FCSoooooooooo

MulticastPkts gobooboooooooon

BroadcastPkts O000oooooooooon

PauseCtrlFrms 000 PAUSEDOOOODO

OversizePkts ooooodoooooooooooooooooooooo 15180000
ogooooooooood

Fragments 00oooooooooooooog FCSOnnonoooooonon 640

gobooobooooboobbobbooboobbooobo

gooooo CentreCOM 9924T/4SP09924SP 000D DOODDOO 2.9 | 497
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SHOW SWITCH ACCELERATOR COUNTER

Jabbers oooooooooooosoodooooooooooooooog
OFCSOOoooooooooooooooooon

UndersizePkts odo0o00oooo0oooooooDoooooooooooO Mo0onon
gogodoooooooo

Control gooooooooobooo

LengthError ooooooooooooo

CodeError gooooooooobooo

UnknownOffset godoooooooboboobboboob

TransmitO O OO0 00O

gooooooooboobbobboo

Octets gooooooo
Pkts goooooo
FCSErrors FCSoooooooooo
MulticastPkts ggdooooooooooo
BroadcastPkts O000oooooooooon
PauseCtrlFrms 000 PAUSEDOOOODO
OversizePkts gooooooooooooo
Fragments googooooboooo
Jabbers gooooooooon
UndersizePkts ggdooooooooooo
Control gooooooooobooo
LengthError goooooooooooo

Accelerator IPv6 MIB counters 000 0O 0
InReceives ooooooo
InNoRoutes oo ooobobboboboboboboboboobogo
InDiscards godoooooooboboobboboob
InAddrErrors gogdooooooobooboobobboobooooooo
InTruncatedPkts gogooooooooboooon
InMcastPkts ggdooooooooooo
InDelivers oo oooboboobobobooboobooo
InHdrErrors gogdooooooobooboobobboobooooooo
InTooBigErrors gogdooooooobooboobobboobooooooo
OutForwDatagrm goodoooooooooooo
OutDiscards O0oooooooo
OutMcastPkts ggdooooooooooo

0 97:

ogooooo

RESET SWITCH ACCELERATOR COUNTERO 3230000
SHOW SWITCHO 490 0 00 O
SHOW SWITCH ACCELERATORO 4940000
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SHOW SWITCH ACCELERATOR HWFILTER

SHOW SWITCH ACCELERATOR HWFILTER

O0o0oooooooooo /Ipv6000000000D00000O0

OOoOIPv6 00000000000 AT-ACCO1ODODOODOODO AT-SD512A-001 000000 00O 9924SP
goooooboogoo

SHOW SWITCH ACCELERATOR HWFILTER[={filter-id|ALL}]

filter-id: 00 000000109990

g

IPv6e 0000000000000 OODOOODOOOOOO
O000000000D0 SHOW CLASSIFIERO O OOOO0oooono

goooog

HWFILTER 0000000000000 0 ALLOOOD0O0OO0O0O0000000000ODOD0ooooooon
uon

goooogooon

Manager > show switch accelerator hwfilter=all
Accelerator Hardware-based Packet Filters
RULle POSILION ..ttt it e e e e e e e e e e e e e e e e 1
26 S I PR 5
2 X MARK
New Priority .ottt e e et e e e e e e 7
RUle POSILIiOn ..ttt it e e e e e e e e e e et e e e e 2
26 B 1 PR 1
2 X o MARK
NeW DSC P Lottt e it e e e et e e e e e e e e e e e e e e 1
Rule position goooooo
Rule Id gooooooooooooooooooouo
Action ooooo
New DSCP oooooo IPve DSCP O
NeWPriority DDDDDD802.1pDDDDDDDDDDDDD
0 98:
gooooa CentreCOM 9924T/4SP09924SP 0000000000 2.9 499
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googod

ADD SWITCH ACCELERATOR HWFILTERO 184 D O OO
SHOW CLASSIFIERO 395 0 0 0 O
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SHOW SWITCH COUNTER

SHOW SWITCH COUNTER

O0o00oooooooo /000000

SHOW SWITCH COUNTER

g

goboobooboobooobooobooboobbo

gooooogono

Manager > show switch

Switch Counters

Switch instance:

Packet DMA counters:

Receive:
Packets
Discards
TooFewBuf fers
DescriptorsExhausteds

QueueLength

PCI bus counters:
ParityErrors

FatalErrors

General counters:

Resets

counter
0
71202
0
0
0
0
0

Transmit:
Packets
Discards
Aborts
DescriptorAreaFilleds
QueueLength

ErrorChannel

71196

Packet DMA counters 0 000 O

DMAOOOOOOOODOOOOOOO

Receive OO O OODOO

goboooboooooobooobo

Packets

ooooooooocpyooooooooDOoO

Discards

goooon

gobogogobboobobboobboboobbbobooon
4096 0000000000000 0O0O BufferLevel30000
gobooobboooobbooobbboobobobooobo
goobooobboo
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SHOW SWITCH COUNTER

TooFewBuffers

gobbooobooobobbooobboobobbooobo
000 BufferLevel30000000000000000O0

DescriptorsExhausteds

gobbooobooobobbooobboobobbooobo
ooooooooo DMAODOOODOODOO

QueueLength

oooooooOoO00o00U0ooUooooooCcPUDDOODOO
goobooooboogoo

Transmit OO OO QOO

goboooboooooobooobo

Packets cPUDOOODOODOOODOOODODOOOOOODOOD

Discards oo0oooo DMAODOODOODODODODODODODODOODOOOOOO
goooooooooo

Aborts gobooobogoobooboooboobbobbon

DescriptorAreaFilleds

CPUDODOODODODODOODODDOOODOOODOOOODODOODODOPCT
00000000000 DMAOOODOODODOOOODOOOOOO
gobooobooooboobbooboobbon

QueueLength

goboooboogoboobbooboo

PCI bus counters 0 0 O OO

PClO0000000O0O00OO0OOOO

ParityErrors PCIO00O0ODOOO0O0DODO0OOO0ODO0O0OOOOOODOOOOO
gobooobooobooooo

FatalErrors PClO00O0ODOOO0O0DODO0OO0OO0ODOO0OOOOOOOODOOO
gbooooobooboo

ErrorChannel gooooo0oo0oo0oooDoODoD DMADOODOO

General counters 0O O OO

goboooboobooobbobboo

Resets 000000 DMAOOOOOOODOOOOO
0 99:
ooooono
RESET SWITCHO 32200 00O
SHOW SWITCHO 490 0 O 0O O
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SHOW SWITCH FDB

SHOW SWITCH FDB

000000000000 /0o0o000o0Do0o0000o000

SHOW SWITCH FDB [ADDRESS=macadd] [PORT={port-I1ist|ALL}] [STATUS={STATIC|
DYNAMIC}] [VLAN={vlannamel|l..4094}]

macadd: MAC 0 0 0 O O xxX-XX-XX-xx-xx-xx 0 0 0 0
port—list:[I[I[I[I[I[I[I[I[IDlDDDDDDDDDDDDDDDDDDDDDD
vlanname: VLAN O 010320 00000000000000_ 0000000000000 OO00OO0OO0OOOOOOO

0

0000000 ooUoooooFDBOOOOOOOOOO
goboooboooboooboooboobbobbooboo

goooog

ADDRESS 0O00O0O0OO0OO0OO0OO0OO0OO0OO0OOOOOOOOODUOODOO

PORT 0O0000O0O0OODOOOODOOODOOOOOOOOO

STATUS 00000000000 OSTATICOOODOOODOOOOOOOO DYNAMICOODOOODODOO
O0000000oooooDYNAMICOOOODOOODODODODUOODODODODODODODDODODUOOOLearnO
goooooogon

VLAN VLANOOOO VLANIDODOOOO VLANOOOOOODOOOOooooooooo

gooooogono

Manager > show switch fdb
Switch Forwarding Database (software)
Total number of entries = 8
VLAN MAC Address Port/Vidx Status daRoute
1 00-00-5e-00-01-06 1 dynamic 0
1 00-00-cd-12-ae-ac CPU static 0
1 00-06-5b-88-80-41 1 dynamic 0
1 00-80-92-0c-52-86 1 dynamic 0
1 00-90-99-1b-65-c7 1 dynamic 0
1 00-90-99-42-00-£f2 47 dynamic 0
1 00-90-99-c2-2b-00 1 dynamic 0
1 00-a0-c9-5a-b3-33 1 dynamic 0
gooooa CentreCOM 9924T/4SP09924SP 0000000000 2.9 503
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SHOW SWITCH FDB

VLAN VLAN ID
MAC Address MACODOODO
Port/Vidx OO0 MACOODOODOODODODOOODOODOOoooo
Status DDDDDDDDDdynamiCDDDDDDDDDDDDDD staticO OO0 OO0
goooooo
0 100:
o

s FDBOOOOODO

SHOW SWITCH FDB

0020 FDBOOOOOOOOOOOOO

SHOW SWITCH FDB PORT=2

sj0000b0oobbo0booboon

SHOW SWITCH FDB STATUS=DYNAMIC

goooog

ENABLE SWITCH LEARNINGO 301 0 00O
SHOW SWITCHO 490 0 00 O
SHOW SWITCH FILTERO 505 0000
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J613-M0581-02 Rev.J



SHOW SWITCH FILTER

SHOW SWITCH FILTER

000000000000 /0o0o000o0Do0o0000o000

SHOW SWITCH FILTER [PORT={port-Il1ist|ALL}] [ACTION={FORWARD|DISCARD}]
[DESTADDRESS=macadd] [ENTRY=entry-id] [VLAN={vlanname|l..4094}]

port—list:[I[I[I[I[I[I[I[I[IDlDDDDDDDDDDDDDDDDDDDDDD

macadd: MAC 0 0 O O O xX-XX-XX-xx-xx-xx 0 0 0 O

entry-id: 10 000000003190

olanname: VLAN O 01032000000000000000_. 00000000000 OCOOOOOOOOOOOO

g

0000000000000 UFPBDO000000D0D000D0D0D000D00DOD0Doooooooooo
goboooboooboooboooboobbobbooboo

goooog

PORT OOOOOOO

ACTION 000000 O0O0OO0O0DOOOOO0DOOFORWARDOOODOO DISCARDO OO M
DESTADDRESS 00 MACOOOO

ENTRY 0000000

VLAN VLANOOOO VLANID

goooogooon

Manager > show switch filter
Switch Filters
Entry VLAN Destination Address Port Action Source
white (10) 00-00-f4-12-12-12 8 Forward Static
white (10) 00-00-f4-12-12-13 8 Forward Learn
white (10) 00-00-f4-12-12-14 8 Forward Learn
0 orange (20) 00-00-f4-01-01-01 11 Forward Static
Entry gooooouoooooooa
Destination Address 00 MACOOOO
VLAN VLAN OO VLAN ID
gooooa CentreCOM 9924T/4SP009924SP 00000000 2.9 505
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SHOW SWITCH FILTER

Port gooooobooouogooooo

Action 00000000000000000000Forwardd OO0 00O DiscardD O
g

Source O000o00ooO0O0StaticO0 000000000000 0O00Learnd 00O

gobobooboboobobobboobboobboobboobbobbo
OLearn 00000 MM ADD SWITCH FILTERO OO OO LEARN OO OO
0000000000 Learn0 000000000 O0OODOOODOOO 100
goood

O 101:

g
s FDBOODOOOOOOOODOODODOODOOO

SHOW SWITCH FILTER

00 200000000000000000000O

SHOW SWITCH FILTER PORT=2

goooog

ADD SWITCH FILTERO 186 0 O O O
DELETE SWITCH FILTERO 236 0 O O O
SET SWITCH MIRRORO 3850 0 0O O
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SHOW SWITCH HWFILTER

SHOW SWITCH HWFILTER

000000000000 /00000000000 0000

SHOW SWITCH HWFILTER[=filter-1list]

filter-list: 00 0000001010240 000000000000000000OO

g

goooobooobooobooboobbonoo
O000000000D0 SHOW CLASSIFIERO O OOOO0oooono

goooog

HWFILTER 000000000000 0O00OO0000DO00DOO00DO0O000O0O

gooooogono

Manager > show switch hwfilter

Switch Hardware Filter Summary Information

Number of Filters ..... 2

Status ...... . o L. ENABLED

Filter .......iiiiiii... 1
Classifier ........... 1

Filter .......iiiiiii... 2
Classifier ........... 2

Manager > show switch hwfilter=2

Switch Hardware Filter Information

Filter .......iiiiiin... 2
Classifier ........... 2
Action ...........o.... DISCARD
gooooa CentreCOM 9924T/4SP09924SP 0000000000 2.9 507
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SHOW SWITCH HWFILTER

Number of Filters goboogobooobooooo

Status 0000000000000 0D00o0UuoU ENABLED
Filter goooooo

Classifier gogboobooobooobobooboobbo

0 102: HWFILTER O O OO

Filter ogooooon

Classifier ogoooooooobooooooooooooo

Action 0000 00FORWARDO DISCARDO SETL2QOS OO0 O 0O O

Priority 0000D00000000000 8021p000000000D00O0ODO0OAction
OOSETL2Q0SO 0000000000

TC(queue) D00000oo0oooooooOddActionO0SETL200SO00 000000
oo

BW class ooooo

0 103: HWFILTER 0O O O
ogooooo

ADD SWITCH HWFILTERO 188 0 0 0O O
SHOW CLASSIFIERO 395 0000
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SHOW SWITCH PORT

SHOW SWITCH PORT

o0o0oooooooooo /000

SHOW SWITCH PORT[={port-1ist|ALL}]

port-list: 1000000000100 000000O00000OO0OO0OOOOOO

g

gobooobobooobbooboo

goooog

PORT 0000000 O0OOODO ALLOOOODOOOOOOOOOOOOOOO

gooooogono

Manager > show switch port=1

Switch Port Information

2 s 1
Description .............c......
Status ...... . o oo
Link State ........ .. ... . . ...
UpTime ...ttt et e e e e i e e e
Port Media TYPE .+ v v v v enenn.
Configured speed/duplex .......
Actual speed/duplex ...........
MDI Configuration (Polarity)
Loopback ....... ...
Configured master/slave mode
Actual master/slave mode ......
Acceptable Frames Type ........
Disabled Egress Queues ........
BCast & MCast rate limit ......
BCSC rate Limiting ............
Egress rate limit .............
Learn limit ...................
Intrusion action ..............
Current learned, lock state
Address learn thrash status
Address learn thrash action
Address learn thrash timeout
VLAN Status Trap .....eeeeeeo..

Relearn ......uiii e,

goooon

IS08802-3 CSMACD

Autonegotiate

Automatic ( - )
Ooff

Not applicable
Admit All Frames
disabled

Discard

-, not locked
Not Detected

Learn Disable
1 second

OFF

OFF

CentreCOM 9924T/4SP019924SP 000D O00OODOO 2.9
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SHOW SWITCH PORT

Mirroring ........ooiiiiieenn.. Disabled
Is this port mirror port ...... No
VLAN (S) vttt ettt e e et i e e e default (1)
Ingress Filtering ............. Off
Trunk GrouD ... v v it i inin s -
S 3 default
IGMP Filter ........iuiinenenn. None
Max-groups/Joined ............. Undefined/O0
IGMP Max-groups Action ........ Deny
Port gooog
Description ooooOooooo
Status 00000000000 0ENABLED O DISABLED
Link State 0000000000000 UpOd Down
UpTiIne 0000000 MoD0Mmo0o0D000o000do ™ hhmm:ss

gooo

Port Media Type

MIB-IOOOOOO iffype0000000000O0O0O0DODOODO
ogo

Configured speed/duplex

000000000 OAutonegotiate 0 O O O O 10MbpsO
100Mbps D O OO0 00O O OO half duplexd full duplex O
gobboobbooubobooboobbouboobbooboo
DDDDDDDDDDDDDDDDDDDI]]](byautonegotiationDD
gooooogoooooo

Actual speed/duplex

00000000000 10 Mbpsd100 Mbps1000 Mbps 0 0 0
00000000 half duplexO full duplex0 00000000
DDDDDDDDDDDDDDDDDDDDDDDDCOnﬁguI‘ed
Speed/duPIEXDDDDDDDDDDDDDDDDDDDDDDD
gooooobooobobbobbboboboboooooooo
gooboobobooooobobboooo-ooooo
gooog

MDI Configuration (Polarity)

MDI/MDI-XOOOOOOODODOO0OO0OOO00 MDI/MDI-XOO O
00000000000 AutomaticO0OO000 Manual 0O OO0
00000000 MDI/MDI-XOOO0O0OOO MDI-XOMDIO -
goboobooboooboboobbo

Loopback

gooood

Configured master/slave

mode

1000BASE-TOOD0OO0O0DOD /00000000 Autonegotiate
Masterd Slave 0 0 0 0 OO 1000BASE-TO OO0 OO O OO Not
applicable 0 00000

Actual master/slave mode

510 | CentreCOM 9924T/4SP09924SP 0 000D DOOOODO 2.9
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SHOW SWITCH PORT

Acceptable Frames Type

000000000000 O0Admit All Frames O Admit Only
VLAN-tagged Frames

Disabled Egress Queue

gooood

BCast & MCast rate limit

goboobooobbooobooobbooobboobboooboo
gobbobbobbooobooon

BCSC rate Limiting

goooooooooobooboooonooooboooooo
0 0 O Broadcast enabled] 00000 00 00O O [MBroadcast and
Multicast enabled1 D000 000000000000 Mdisabled
ogoooobooood

Egress rate limit

gobobobbooobobooobbo

Learn limit

MACOOODOODODOODODODODOODDODODDDODOD MACOOODOO
000000000 MACOOODOoOooooooo

Intrusion action

Learn limit0 0 MACODODOODOOOODODODOOOO MACO
000000000000 00000 DiscardO TrapO Disable O O
O

Current learned, lock state

Learn limit 00000000000 MACOOOODOOOOlock
state 000000000000 OOOOnot lockedd locked
by limit0 Learn limit 0 0 O 0 O O O O [0 locked by command
0 ACTIVATE SWITCHPORT LOCK D OO OO O0D0DO0O OO
locked by address thrashingt MACO O OOO000O0OO0000
000000000 thrash limit 00 0000000000000

Address learn thrash status

MACUOOUUOOOOOOOOOOODOOONot Detected O
00000000 Thrashingd 0000000 OO I Disabled
O00000000THRASHACTION=NONEO O OO OOOO
DU000D0@MTrunkO0O0O0D0D0O0D0D0O0D0D0O0O0OO0O0O0OOOO
gooooobooboobobbobbbobobobooooooog
gooooooooo

Address learn thrash action

MACOUOODOODODOODODOOOOOOOONone OO0 OO
Learn DisableD MACO OO O OO0O0O0O0O0OODO DI Port Disable
DU0000000000000MmMVLAN DisableD OO OQOOoOO
D000 VLANOOOOUOOOOOOOOOOOOO00O M Link
DownO O OODODUOODOOOODODO0OOOOOOOOOO

Address learn thrash timeout

MACOOOODODODODODODODODODODOOoOoOooooooomooo
0000000000000 00ooooo0O0O0None 0O on
goobooboo

VLAN Status Trap

goooon

OO0 VLCANOOOOOODOOOOoooooooooooooooo
O000000000O0OSNMPOOOO0OO0OODOO0OODOODOOOFE
D0000D0DmONODoODoDoooooooo
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SHOW SWITCH PORT

Relearn

000000000000 0D0UDUOOCOFFOO 00D O DI ON
gogbogoboobooon

Mirroring

0000000000000 0000D0O0D0O00MmDisabled
0 Enabled, Rx, frames mirrored to Port X[ (] Enabled, TX,
frames mirrored to Port XO[O Enabled, Both, frames mirrored
toPort XUODDOODOOODOODDODOODODODODUOOODOODOOOOO
0 00O 0O Enabled, ..., no mirror Port set0 D 00000000

Is this port mirror port

gobbobboobooooboooobo

VLAN(s)

OO0 VLANOOOO VLAN ID

Ingress Filtering

gobbobboobooooboooobo

Trunk Group

gobbobbobbooobooon

STP

OooUooooo STPOOOOO

IGMP Filter

O0o0o00oooooooooIGMPOOODOODODDODOOODOOOO
000000 NoneOOOQO OO

Max-groups/Joined

Oooooooo0 JoinODOODODOOOOOODOODOOOoOooooO
D00 JonOOOOOOODOOOO0OO0O0OODOOOO0O0OOOOO
O Undefined DO 0O OO0

IGMP Max-groups Action

000000000 JonODOODOOODO0DODO0DO0D0ODOOOO0DOOO0O
goboobobboon

Cable Length

gooood

SFP vendor name

SFPOO0O0O0OSFPOOOOOO

SFP part number

SFPOODOOOOOOOOSFPOOOOOO

SFP vendor SN

SFPOOOOOODOOODOOOSFPOOOOOO

SFP date code

SFPOO0O0OOOSFPOOOOODO

goooog

0 104:

SET SWITCH PORTO 387 0 00 O
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SHOW SWITCH PORT COUNTER

SHOW SWITCH PORT COUNTER

o0o0oooooooooo /000

SHOW SWITCH PORT|[={port-1ist|ALL}] COUNTER

port-list: 1000000000100 000000O00000OO0OO0OOOOOO

g

gobooobooooobooboooboobo

goooog

PORT 0000000 O0OOODO ALLOOOODOOOOOOOOOOOOOOO

gooooogono

Manager > show switch port=1 counter

Switch Port Counters

Port 1. Ethernet MAC counters:

Combined receive/transmit packets by size (octets) counters:

64 2898 512 - 1023

65 - 127 312 1024 - MaxPktSz
128 - 255 157

256 - 511 20

General Counters:

Receive Transmit
Octets 249838 Octets 5533
Pkts 3333 Pkts 57
CRCErrors 0
MulticastPkts 2770 MulticastPkts
BroadcastPkts 269 BroadcastPkts
FlowCtrlFrms 0 FlowCtrlFrms
OversizePkts 0
Fragments 0
Jabbers 0
UpsupportOpcode 0
UndersizePkts 0
Collisions
LateCollisions
ExcessivCollsns
ogooooo CentreCOM 9924T/4SP009924SP 00000000 2.9
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514

SHOW SWITCH PORT COUNTER

Miscellaneous Counters:

MAC TxErr
MAC RxErr

Drop Events

Combined re-
ceive/transmit packets

by size (octets) coun-

gogbobobbooboooo

tersO0 0000

64 4000000000000 00O0O

65 - 127 65012700 0000000000000

128 - 255 128025500 0000000000000
256 - 511 2560511 0000000000000 0O0O
512 - 1023 5120102300 0000000000000

1024 - MaxPktSz

10240 00000000000 DOOO

General Counters 0 0O O
oo

guobbobboobgoo

Receive OO O OODOO

goboobobboobpooobooobo

Octets goooooogo

Pkts goooooo

CRCErrors CRCOODDOODOODOO

MulticastPkts gooooogboooooooo

BroadcastPkts 0000ooo0ooooooon

FlowCtrlFrms OO0 PAUSEODDOOODODO

OversizePkts oooooooooooooDooooooooooooooo 151800
gooooobooooooog

Fragments O0oooo00oooooooon0 FCSOonooooooooog 640
g ooooooobo

Jabbers ooooooooooooiksooooooooooooooooooon
OFCSOOoooooooonoooonoooooon

UnsupportOpcode 00000000b0000O0o00o0o0o0n

UndersizePkts oooo0oooooooooooooooooooooooe4nonond

gobbobbooboo

Transmit OO OO QOO

gogbobobboobooobooobo

Octets ogooooooo
Pkts ogoooood
MulticastPkts ogooooboobooooon
BroadcastPkts 0000ooo0ooooooon

CentreCOM 9924T/4SP019924SP D 00U OO 0O0OOOO 2.9
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SHOW SWITCH PORT COUNTER

FlowCtrlFrms OO0 PAUSEODDOOODODO

Collisions o0o0o0oooooo

LateCollisions goooooooooo

ExcessivCollsns g ooooo

Miscellaneous Counters
goood

gooboobobbooooboo

MAC TxErr

MACOOODOOODOOODOODOOODDODOO

MAC RxErr

MACOOODOOODOOODOODODOODDODOO

Drop Events

goboobobboobpooobooobo

goooog

O 105:

SET SWITCH PORTO 387 000 O
SHOW SWITCH PORTO 5090000

goooon
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SHOW SWITCH PORT INTRUSION

SHOW SWITCH PORT INTRUSION

o0o0oooooooooo /000

SHOW SWITCH PORT=port-number INTRUSION

port-number: 0000000000100

g

000000000000 00000000DLEARNOOODODOOOODODO0O0O0OODO0O0O00O0OOOoooOn
OoooooMACOODDUOOODODDOOOODODOOODOODOODOO0O MACOODO OO INTRUSIONACTION
gobooobooooobooboooboobo

goooog

PORT 0OOOOO

gooooogono

Manager > show switch port=11 intrusion

Switch Port Information
Port 11 - 1 intrusion(s) detected
00-00-f4-1le-e0-0a

goooog

SET SWITCH PORTO 387 0 00 O
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SHOW SWITCH TRUNK

SHOW SWITCH TRUNK

o0o0oooooooooo /000

SHOW SWITCH TRUNK |=trunk]

trunk: 00000000001015000000000000000 0000000000000 OODOOO0OOO

ooo

g

gobooboooboooboooboo

goooog

TRUNK 0000000000 O000O0O0O0OO0OOO0ODOOO00OODO0OODOOO0OOGd

gooooogono

Switch Trunk Groups

Manager > show switch trunk

Speed ... e e
Ports ....... ... i

Address learn thrash status

Address learn thrash action ......... Learn Disable
Address learn thrash timeout ........ 1 second
Ports disabled by learn thrashing ... Not Applicable

......... Not Detected

Trunk group name

gooooooon

Speed 0000000000000 10Mbpst100Mbpst1000Mbpsi-
gooooooooo
Ports ooooo

Address learn thrash status

goooon

MACOUOOOOOOOOO0OO0O0OOUOUONot Detectedd O
00000000 MmMThrashing] 000000000 MDisabled
Oo0o0o0oo00000THRASHACTION=NONEOOOOOOO
gooooobooboo
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SHOW SWITCH TRUNK

Addpress learn thrash action MACOOOOOODODO0DO0OO0O0O0O0DO0OO0OONonddOOOO0OMmM
Learn DisableD D0 0000000000000 MACOOO
DU0000000O0MPortDisableD D O0ODOOOO0OOOOO
OU00000000000O0MMVLAN DisableD OO OO 00O
00000 VLCANDOODODODODOOooDoooooooooooo
000000000 mMLInk DownO O0OOOoOOOOOOOO
gogdodooooobooboobbboobobooo

Address learn thrash timeout MACOOODDODODODOO0DDO0D0D0DO0D00O0O00oo0oooomo
0000000000000 ooodooDoOddNoned OO
goooooooo

Portsdisabledbylearnthrashing MACOOODOODODOODDOODODOODDODOODODOOOOOO
0 O O O Address learn thrash action O Port Disable O Link
Down 0000000 0O Address learn thrash action 000 O
ggddoooobooboboobbooooooonooooo
0000 00Not Applicable 000D OO

O 106:

goooog

ADD SWITCH TRUNKO 1900 00O
CREATE SWITCH TRUNKO 223 0000
DELETE SWITCH TRUNKO 238 0 0 0O O
DESTROY SWITCH TRUNKO 251 00 00O
SET SWITCH TRUNKDO 3920000
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SHOW VLAN

SHOW VLAN

O000o0oO0oo0oooo /0oo0o0o00 LAN

SHOW VLAN[={vlanname|l..4094|ALL}]

vlanname: VLAN O 0103200 0000000000000_ 0000000000000 00O0O00O0DOODOOO

g

VLANOOOOOoOGOooo
googgo

VLAN VLANOOOO VLANIDODOOOOOOOO VLANOOOODOOO

gooooogono

Manager > show vlan
VLAN Information
Name ........couuu... default
Identifier ......... 1
Status ............. static
TYDPE 4ttt i teeeeeeen Port-based
Private ............ No
Nested ............. No
Untagged ports ..... 49-52
Tagged ports ....... None
Port associations .. 49-52
Spanning Tree ...... default
Trunk ports ........ None
Mirror port ........ None
Attachments:
Module Protocol Format Discrim MAC address
GARP Spanning tree 802.2 42 -
Name ............... A
Identifier ......... 10
Status ....... .. ..., static
TYPE v e e e e et ieeee e Multiple Type
Private ............ No
Nested ............. No
Untagged ports ..... 1-24
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SHOW VLAN

Tagged ports ....... None

Associations ....... Port only

Port associations 1-24

Spanning Tree ...... default

Trunk ports ........ None

Mirror port ........ None

Attachments:

Module Protocol Format Discrim MAC address
GARP Spanning tree 802.2 42 -
Name ........couuu... netll

Identifier ......... 11

Status ............. static

TYDPE vt i it eeeee Multiple Type

Private ............ No

Nested ............. No

Untagged ports ..... 1-24

Tagged ports ....... None

Associations:

IP Address NetWork Mask Ports

192.168.11.0 255.255.255.0 1-24

Index Encap. Protocol Name Prot Ports

None

Port associations None

Spanning Tree ...... default

Trunk ports ........ None

Mirror port ........ None

Attachments:

Module Protocol Format Discrim MAC address
GARP Spanning tree 802.2 42 -
Name ........couuu... netl?2

Identifier ......... 12

Status ....... .. ..., static

TYPE v e e e e eeeeeee e Multiple Type

Private ............ No

Nested ............. No

Untagged ports ..... 1-24

Tagged ports ....... None

Associations:

IP Address NetWork Mask Ports

192.168.12.0 255.255.255.0 1-24

CentreCOM 9924T/4SP019924SP D 00U OO 0O0OOOO 2.9
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SHOW VLAN

Index Encap. Protocol Name Prot Ports
None
Port associations .. None
Spanning Tree ...... default
Trunk ports ........ None
Mirror port ........ None
Attachments:
Module Protocol Format Discrim MAC address
GARP Spanning tree 802.2 42 -
Name ............... B
Identifier ......... 20
Status ........ ..., static
TYPE v e e e e et ieeee e Multiple Type
Private ............ No
Nested ............. No
Untagged ports ..... 25-48
Tagged ports ....... None
Associations ....... Port only
Port associations .. 25-48
Spanning Tree ...... default
Trunk ports ........ None
Mirror port ........ None
Attachments:
Module Protocol Format Discrim MAC address
GARP Spanning tree 802.2 42 -
Name ............... NB
Identifier ......... 100
Status ........... .. static
TYPE v e e ettt eeeee e Multiple Type
Private ............ No
Nested ............. No
Untagged ports ..... 1-48
Tagged ports ....... None
Associations:
IP Address NetWork Mask Ports
None
Index Encap. Protocol Name Prot Ports
0 SAP NETBEUI f0 1-48
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SHOW VLAN

Port associations .. None

Spanning Tree ...... default

Trunk ports ........ None

Mirror port ........ None

Attachments:

Module Protocol Format Discrim MAC address
GARP Spanning tree 802.2 42 -

Manager > show vlan

VLAN Information

Name ........couuu... default
Identifier ......... 1

Status ....... .. ..., static

TYDPE vttt ieeeeeeen Port-based
Private ............ No

Nested ............. No

Untagged ports ..... 50-52

Tagged ports ....... None

Port associations .. 50-52
Spanning Tree ...... default

Trunk ports ........ None

Mirror port ........ None
Attachments:

Module Protocol Format Discrim MAC address
GARP Spanning tree 802.2 42 -
Name ............... pv

Identifier ......... 2

Status ....... .. ..., static

TYDPE v et i it eeeee Multiple Type
Private ............ Yes

Nested ............. No

Untagged ports ..... 1-49

Tagged ports ....... None

Uplink Ports ....... 49

Private Ports ...... 1-48
Associations ....... Port only
Port associations .. 1-49

Spanning Tree ...... default

Trunk ports ........ None

Mirror port ........ None
Attachments:

Module Protocol Format Discrim MAC address

CentreCOM 9924T/4SP019924SP D 00U OO 0O0OOOO 2.9
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SHOW VLAN

GARP Spanning tree 802.2 42 -
Manager > show vlan

VLAN Information

Name ........couuu... default

Identifier ......... 1

Status ....... .. ..., static

TYDPE 4ttt i teeeeeeen Port-based

Private ............ No

Nested ............. No

Untagged ports ..... 4-46,48-52

Tagged ports ....... None

Port associations .. 4-46,48-52

Spanning Tree ...... default

Trunk ports ........ None

Mirror port ........ None

Attachments:

Module Protocol Format Discrim MAC address

GARP Spanning tree 802.2 42 -

Name ............... Acompany

Identifier ......... 10

Status ............. static

TYPE v e e ee et e eeen Multiple Type

Private ............ No

Nested ............. Yes

Untagged ports ..... 1

Tagged ports ....... 47

Core ports ......... 47

Customer ports ..... 1

Associations ....... Port only

Port associations .. 1

Spanning Tree ...... default

Trunk ports ........ None

Mirror port ........ None

Attachments:

Module Protocol Format Discrim MAC address

GARP Spanning tree 802.2 42 -

Name ............... Bcompany

Identifier ......... 20
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SHOW VLAN

Status ......... ..., static

TYPE vt e e eeeieeee e Multiple Type

Private ............ No

Nested ............. Yes

Untagged ports ..... 2

Tagged ports ....... 47

Core ports ......... 47

Customer ports ..... 2

Associations ....... Port only

Port associations .. 2

Spanning Tree ...... default

Trunk ports ........ None

Mirror port ........ None

Attachments:

Module Protocol Format Discrim
GARP Spanning tree 802.2 42
Name ......ovueeeenn. Ccompany

Identifier ......... 30

Status ....... .. ..., static

TYPE v e e e e et ieeee e Multiple Type

Private ............ No

Nested ............. Yes

Untagged ports ..... 3

Tagged ports ....... 47

Core ports ......... 47

Customer ports ..... 3

Associations ....... Port only

Port associations .. 3

Spanning Tree ...... default

Trunk ports ........ None

Mirror port ........ None

Attachments:

Module Protocol Format Discrim
GARP Spanning tree 802.2 42

MAC address

MAC address

Name VLAN O

Identifier VLAN ID

Status VLANOOOOOOOstaticO OO

Type VLAN O OO 0O0OO0OO0OOPort-basedD O O O O O [ Multiple TypeO O O

goooooo
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SHOW VLAN

Nested 00000 VLANDO Nested VLANO OO OO
Private 00000 VLANO Private VLANO O O OO
Untagged ports goooooo

Tagged ports goooooo

Core ports 000 D000Nested VLANO

Customer ports

00000000 0Nested VLANO

Uplink ports

O00000000D0OPrivate VLANDO

Private ports

00000000D0OPrivate VLANDO

Associations 0 0 O 00O

ooooIPOO0O00000O000O0O0O0OOOOOOOOO

IP Address IPOOOOO VLANODODOODOOOOO

Network Mask Oo0oooooo

Ports IPO0O00OO00O0O0OO0O0OO0O0OOOOOODOODOOOOOOOO
Index gobooboooooooon

Encap. Ethernet 0000 0000000000000 0OO0OOOO

Protocol Name

goooooo

Prot

goooooo

Port associations

000 VLANOOOOOoooo

Spanning Tree

oooSTPOOOO

Trunk ports

goooooo

Mirror port

goooon

Attachments 00 00O 0O

VLANOOODODOOUOOoOoooooooooooooooooooooo
gooooooon

Module ggdooooooobobooboon
Protocol gooooooooobooo

Format ooooooo

Discrim godooooooobooobobboobooo

MAC Address

oooo0oooooOo MACOOOO

g

0 107:

0000 VLCANOOOOODDDOO

SHOW VLAN

goooog

CREATE VLANO 2250000
DESTROY VLANO 2520000

goooon
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SHOW VLAN PORT

SHOW VLAN PORT

O000o0oO0oo0oooo /0oo0o0o00 LAN

SHOW VLAN[={vlanname|l..4094|ALL}] PORT[=port-number]

vlanname: VLAN O 0103200 0000000000000 0000000000000 00O0O00O0OODOOO
port-number: 0000000000100

0

o0ooooooooo VLANDDODODODODOODDODOO

goooog

VLAN VLANOOOO VLANIDODOOOOOODOOO VLANOOOODOOO
PORT 0O00000OOOODODOOOOOOOOOOOOOOODOODOO

gooooogono

Manager > show vlan port=1
VLAN Port Information
POrt o e 1
VLAN Name .......ciiiiieennnn. A
17 YT Multiple Type
Outgoing packets .............. untagged
Associations ............. . ..., Port only
Port association .............. Yes
VLAN NAME . v v vttt ie e eeee e netll
Y YT Multiple Type
Outgoing packets .............. untagged
Associations:
IP Address Network Mask
192.168.11.0 255.255.255.0
Index Encapsulation Protocol Name
None
Port association .............. No
VLAN NAME . v ittt e it eeee e netl?2
17 YT Multiple Type
Outgoing packets .............. untagged
Associations:
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SHOW VLAN PORT

IP Address Network Mask
192.168.12.0 255.255.255.0
Index Encapsulation Protocol Name
None
Port association .............. No
VLAN Name .......cciiiiieennnna. NB
17 YT Multiple Type
Outgoing packets .............. untagged
Associations:
IP Address Network Mask
None
Index Encapsulation Protocol Name

0 SAP f0 NETBEUI
Port association .............. No

Manager > show vlan port=1

VLAN Port Information

2 s 1
VLAN NaAE . .ot i ittt e et ee e aenn pv
7 YT Multiple Type
POYt TYDPE v ittt et e et e ee e Private
Outgoing packets .............. untagged
Associations ............. ..., Port only
Port association .............. Yes

Manager > show vlan port=5

VLAN Port Information

2 s 5
VLAN NaAE . .ot v ittt e et ee e ae pv
7 YT Multiple Type
POYt TYDPE v it e et et e et e ee e Uplink
Outgoing packets .............. untagged
Associations ............ .. ..., Port only
Port association .............. Yes

Manager > show vlan port=1
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SHOW VLAN PORT

VLAN Port Information

2o s 1
VLAN NaAE . .ot v ittt e et ee e ae e Acompany
Y YT Multiple Type
Nestedtype ...... ... CUSTOMER
Outgoing packets .............. untagged
Associations ........... .. ..., Port only
Port association .............. Yes

Manager > show vlan port=47

VLAN Port Information

POrt o e 47
VLAN NaAE . .ot v ittt e et ee e ae Acompany
17 YT Multiple Type
Nestedtype ...... ... CORE
Outgoing packets .............. tagged
VLAN NAE . .ot i ittt e et ee e ae Bcompany
7 YT Multiple Type
Nestedtype ...... ... CORE
Outgoing packets .............. tagged
VLAN Name .. ..ot veeeenennnns Ccompany
17 YT Multiple Type
Nestedtype ...... ... CORE
Outgoing packets .............. tagged
Port goooooooo
VLAN Name VLAN O
Type VLAN O OO0 OO0 OPort-basedd O 0 O 0 O [ Multiple TypeO OO OO
ogoooo
Port Type 00000 VLANO Private VLANO OO OOOOOPrivateD DO OO0 OO0
DD]UplinkDDDDDDDDDDDDDDDD
Nestedtype 00000 VLANONested VLANO OO OOOOOCUSTOMEROD O OOOO

ODO0DMCOREDDOODUOOODOOOOoO

Outgoing packets 000000000000 taggedD 00 00 O untaggedO

Associations 0000000 oono VLANOOOOODDoDOooDoooooooo VLANDOO
00 PortonlyOUOODOOO
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SHOW VLAN PORT

IP Address IPOOOOO VLANODOOODODOOOO

Network Mask oo0oooooo

Index ogoooobooooooon

Encapsulation Ethernet 100 0000000000000 OOOOOOOO
Protocol O0o0o00O0 VLANOOODODOOoOoOOo

Name ogooooon

Port association OO0 VLANODOOODO VLANODOODOOOOOODOOOOOODODODOO

O 108:
ooooono
ADD VLANPORTO 1910000
DELETE VLAN PORTO 2390000
SET VLAN PORTO 394 00 00O
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