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P& - EAREKTE

T AT 4NVE =L ZARBFEA~OMEICETT AL F 2 74 —HBIETT, REMBONT v %2 ZE
THE, ZENXTY NCEENT N7 VY — 2B L, ZEXFTT L0, BT 2200 ETN
ESca

AELGTIE, £V — ¥ 2 (IP, TELNET, FTP, TFTP, SNMP) IZIP 7 FL 2B L IZEHR— s ZHlAH
EOETHEMNT27 408 ) Y 7B L T E T, SHAGDEY -2y MY —LIFD, VAT
LAERTHIR2BFEFCTEETEET,

TIHRT IR —DERKTE

TIXRATANET —DaATy Kl W OpRE LTS, KEEADIP 7 KL ZOM512onwTid, [IP| %
TS,

W EPAR AR (192.168.10.100) 22507 7 LAz k& A#g (192.168.10.1) 5E~DFXTDT 7 £ A
G TH L) REL T,

WAN
(Infernet dc..)

i A1 v FA
14

AEZEANDBIE 1L ARA] 192.168.10.1
(XA vy FAD

REERFZMILEY 3)

—
\®)
(€3]

REFEAD
SBI1S % FFA]

R— 11 R— 13 R—h14
192.168.10.100

1. ENABLE ACCESSFILTER 2~ F (12R—Y) TT7 7 tA 71 V¥ —#fere G0 LTd, 22
TiE, 6WAHr 70 ba)l - —ECRAEZELI/E NV T4 VT - E LT T,

Manager > ENABLE ACCESS FILTER=GLOBAL

2. RIZ. SETACCESSFILTER 2~v > F (13X—=Y) T, 774NV DT 7 v ar (WEH) TE Ty
MEWHET AL IRELT T,
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Manager > SET ACCESS FILTER=GLOBAL DEFAULT=DISCARD .

3. = hY—%HLET, ADD ACCESSFILTER 2~ > K (8§ x—¥) T, FHMPuER (K- :
14, IP 7 FL A :192.168.10.100) 25D FXTO/8% v b EF$AHTY M) —ZERK L T3,
22T, MASK IZHRETADIEZDIP T FLADH T hy hY A7 Tldid, TOIPT7FLADE
CECTENYAITLONRETHLDTT,

Manager > ADD ACCESS FILTER=GLOBAL IPADDRESS=192.168.10.100
MASK=255.255.255.255 ACTION=PASS PORT=14 .

4. BEWBRETTAMREL, BBIZ 2 Y 7 MHEELE T,

Manager > CREATE CONFIG=basic.cfg J

Manager > SET CONFIG=basic.cfg .

5. T7T/7vA74 Ny —FiEa~ >y Fid, HREEZICKE 1S 726, RESTART REBOOT 2v > K ([
AT L] OD14R—=Y) THERLET,

Manager > RESTART REBOOT .
Do restart system now ? (Y/N):Y
U ETEEI#KDL) TT,

& TIEATANY —BEREIZ T 7 4V P TERNIC R > T E T,

< > Kl
FEHEARREOTIE2 L 3 12hbba<y FIzownT, WSOz RkL 9,

TI7HIWNT I 3> DFEES

W77V D772 arTlE, $XTOF—E X (SNMP, FIP, TELNET, TFTP, ICMP, GLOBAL
DTRT) Oy FEHEELTT,

SET ACCESS FILTER=ALL DEFAULT=DISCARD

& FILTER # 7' 2 »® GLOBAL 3§ R_RCOY -V XA &2 EK L 3, ALL #5%E L72¥4&. SNMP, FIP,
TELNET, TFTP. ICMP., GLOBAL #fgE L7z & LR LIZR D 9,

W77+ VbD7 723 TiE, ICMP (PING % &) OAFITLE T,

SET ACCESS FILTER=ICMP DEFAULT=PASS .

T2 hJ—DERDI
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B EHAmE (K—F 1, IP7 FL A 1192.168.10.100) 2°5® ICMP (PING /37 v P72 &) ZFFl L
E3E A

ADD ACCESS FILTER=ICMP IPADDRESS=192.168.10.100 MASK=255.255.255.255
ACTION=PASS PORT=1

WA F5KTD, IP7 FLZ:192.168.30.n 205 D ICMP (PING 87 v M2 &) #HEL T,

ADD ACCESS FILTER=ICMP IPADDRESS=192.168.30.0 MASK=255.255.255.0
ACTION=DISCARD PORT=5 .

BFAE-F7RTO, IP7 FLA:192168.50n 25 DFXTH/N v b &FITLET,

ADD ACCESS FILTER=GLOBAL IPADDRESS=192.168.50.0 MASK=255.255.255.0
ACTION=PASS PORT=7

WE—-F9IRTD, IP7 FL A :192.168.70.n %5 @ FIP & Telnet /37 v + & FFA L £9,

ADD ACCESS FILTER=FTP IPADDRESS=192.168.70.0 MASK=255.255.255.0
ACTION=PASS PORT=9

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.70.0 MASK=255.255.255.0
ACTION=PASS PORT=9

& LYY=k LTEET ALY —YA1E, ENABLE ACCESSFILTER <> K (12 X—) THIIZT HLE)T
HYFT, FT7 AN PTRENCE > TT T,

WS-V ADOER /B 2R L £ 9,

SHOW ACCESS FILTER

B Telnet  —E 20T Y M) —HAREZMHRL 7,

SHOW ACCESS FILTER=TELNET .

N TIRATANY =A<y FEAMIZTA121E, RESTART REBOOT a2~ > F ([YAF 4] D14 ~X—Y) T

RHER LB T,
< v FHE
AR MO T Y B - H LA, DB SN0y b - OMEASER S h
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T E~YYT),
B Telnet H— Y R L. KOOI~y REETFLIELF T,

ENABLE ACCESS FILTER=TELNET .

SET ACCESS FILTER=TELNET DEFAULT=DISCARD .

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.0.0 MASK=255.255.0.0
ACTION=PASS PORT=1

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.1.0 MASK=255.255.255.0
ACTION=DISCARD PORT=1

I Ry —F2 K=k <27 IP7KFLZX  fu3g
(%2 Lo Telnet 4 —E 23T 2774V 1) =L 0.0.0.0 0.0.0.0 DISCARD
1 255.255.0.0 192.168.0.0 PASS
2 1 255.255.255.0  192.168.1.0 DISCARD
#£1:
ZENT Y POREITLIP 7 FLAAY192.168.1.1 TH L & LFE T,
ZDLE

<I Y MYU—1>192.168.1.1 AND 255.255.0.0 -> 192.168.0.0 (—%)

<L ¥ b —2>192.168.1.1 AND 255.255.255.0 -> 192.168.1.0 (—%)

ERD), TP —1 M) =20 200K L ET,

KLY M)—DORAIE (RAZ7Ey M) Fr b)) —2 24y ) >y Y—1 6Ky ) TY
DT, T M) —2DMHEIHEHENET,

L7255 T LFED Telnet 7 4 V7 — 7 )V — 7%

[192.168.x.x I¥ (192.168.1.x ZFx\T) &l |

[ Z DAt 3~ Tl |

EWVIOEIEIZR D £,

KYAVE32-HF1THEHTFME Y M5

T4 IV Z2—HEHOEED
VD Z AN/ VAT

1. &Y% —E R (Telnet., SNMP % &) ICHEfFIT SNz T 1V T —
2. TUu—)N\)L 74 )VF—

DETTANIT ) TENTT,
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Lo
( GLOBAL )

soeso00 Ay FARIK

FRT—EHLGE, S50~y THEIR

BR—-PMZEB T VY —
2. PORT=ALL D7 1)V % —
3. TANY—=TINV—=TDFT7 4V

—_

DI THE SN LT,
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ADD ACCESS FILTER . . . . . . e e e 8
DELETE ACCESS FILTERENTRY . . . . .. . . . 10
DISABLE ACCESS FILTER . . . . . . . . . . e e e 11
ENABLE ACCESS FILTER . . . . . . . . e e e 12
SET ACCESSFILTER . . . . . . . e e e 13
SET ACCESS FILTER ENTRY . . . . . . . . e 15
SHOW ACCESSFILTER . . . . . . . e e 17
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ADD ACCESS FILTER

ADD ACCESS FILTER

AFIV—1 T 7 AT 4N —

ADD ACCESS FILTER={SNMP|FTP|TELNET|TFTP|ICMP|GLOBAL} IPADDRESS=ipadd
MASK=mask ACTION={PASS|DISCARD} PORT={port-list|ALL}

ipadd: IP 7 F L Z 5 XXXXXXXXX.XXX DIEH
mask: X A7 I35 — 7 o XXXXXX.XXX.XXX DTEI
port-list: 21 v FH— 5 (FS808M : 1~8. FS816M : 1~16, A 7 ¥ [-]. 1 >~ [] o 7248548 % b W HE)

ER

TIHRRTANY =T I—T~NLY M) —%BINT 5, ¥ AT ALK T 512 6 F TR FE
INGA—&—

FILTER H—E 23 fIind 5 7V — 74, GLOBALIZZ ZIZU A M 3N Twihwnwr— 22 &840 —
v,

IPADDRESS 74V % 1) v 7SO IP 7 KL A

MASK ~RAZ /8% — v

ACTION /8% v b7 4 WV =DM~ L7z EDT 7 ¥ a v, PASS 137, DISCARD I3 #3

PORT W4 e%mbAA v FHR— 1 EFFE ALL, ALL 282 LG A3 T R_TO AL v F K — bAash
Sk

AN - H - EEH

Manager > add access filter=telnet ipaddress=192.168.1.2 mask=255.255.255.0 ac-

tion=discard port=all

Operation successful.

1

BMTelnet 7V — 712, IP 7 FL A (192.168.12) 25607 7 L AZIEET 210 b — &8T5 (&F—
MR)

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.1.2 MASK=255.255.255.255
ACTION=DISCARD PORT=ALL

% - TBER
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TR AT 4Ny —Fa~ s N3, HEERICEENES TSNS

BEIVYR

DELETE ACCESS FILTER ENTRY (10 ~<— %)
ENABLE ACCESS FILTER (12 ~<—%)

SET ACCESS FILTER (13 ~<— )

SET ACCESS FILTER ENTRY (15 ~x—3)
SHOW ACCESS FILTER (17 ~<—73)

ADD ACCESS FILTER

TI7EAT 4V a— CentreCOM FS808M/FS816M v > K7 7L > X 1.0.1
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DELETE ACCESS FILTER ENTRY

DELETE ACCESS FILTER ENTRY

AFIV—1 T 7 AT 4N —

DELETE ACCESS FILTER={SNMP|FTP|TELNET|TFTP|ICMP|GLOBAL} ENTRY=num

num: T N —F5

FEa

TIEATANEY =T IV—TnbIy N — %2l 5
ING A —&—

FILTER &Y — Y RAICHIET 57— T4
ENTRY &% enb770AT74NY—DLY b)) —Fe

AN - H - EEH

Manager > delete access filter=telnet entry=1

Operation successful.

i
BTelnet 7 V—7Dx >y b — 1 ZHIET 5

DELETE ACCESS FILTER=TELNET ENTRY=1

% - TBER

TR AT4NE—Fa~y N3, HEEZRICEENES TSNS

BEIYR

ADD ACCESS FILTER (8 ~<— %)
ENABLE ACCESS FILTER (12 ~<—%)
SET ACCESS FILTER (13 ~<—73)

SET ACCESS FILTER ENTRY (15 ~x—3)
SHOW ACCESS FILTER (17 ~<—%)
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DISABLE ACCESS FILTER

AFIV—1 T 7 AT 4N —

DISABLE ACCESS FILTER={SNMP|FTP|TELNET|TFTP|ICMP|GLOBAL|ALL}

FEa

KYATENDT 72 A7 4 VY — RN B0 77 4 )b MR, A%/ BHDOLHEIL (CREATE

CONFIG 2~ FTHRETZ 7 ANV L), BRE)L7-HLEHINS
ING A —&—

FILTER #Y%—EAIIHIET 57V — T4

AR - H - EEH

DISABLE ACCESS FILTER

Manager > disable access filter

Operation successful.

il
EMIFIPH—EADT 7 L AT 4V ¥ —ZEmHIIT 5

DISABLE ACCESS FILTER=TFTP

% - TBER

TR AT4NE—Fia~y Fid, HEEZRICEENES SN S

BEIYR

ADD ACCESS FILTER (8 ~<— %)

DELETE ACCESS FILTER ENTRY (10 ~<— )
ENABLE ACCESS FILTER (12 ~<—%)

SET ACCESS FILTER (13 ~<—73)

SET ACCESS FILTER ENTRY (15 ~<—3)
SHOW ACCESS FILTER (17 ~<—%)
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ENABLE ACCESS FILTER

ENABLE ACCESS FILTER

AFIV—1 T 7 AT 4N —

ENABLE ACCESS FILTER={SNMP|FTP|TELNET|TFTP|ICMP|GLOBAL|ALL}

FEa

KYAFLNDT 7X AT ANY — B2 GR8T5H, 7740 NIy, AR/ ExDZ5H 1L (CREATE
CONFIG 2~ FTHRETZ 7 ANV L), BRE)L7-HLEHINS

ING A —&—

FILTER #Y%—EAIIHIET 57V — T4

AR - H - EEH

Manager > enable access filter

Operation successful.

151
BSNMP — VY ADT 7 AT 4 VY —%HRT 5

ENABLE ACCESS FILTER=SNMP

% - TBER

TR AT4NE—Fia~y Fid, HEEZRICEENES SN S

BEIYR

ADD ACCESS FILTER (8 ~<— %)

DELETE ACCESS FILTER ENTRY (10 ~<— )
DISABLE ACCESS FILTER (11 ~¢—73)

SET ACCESS FILTER (13 ~<—73)

SET ACCESS FILTER ENTRY (15 ~<—3)
SHOW ACCESS FILTER (17 ~<—%)
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SET ACCESS FILTER

SET ACCESS FILTER

AFIV—1 T 7 AT 4N —

SET ACCESS FILTER={SNMP|FTP|TELNET|TFTP|ICMP|GLOBAL|ALL} DEFAULT={PASS|
DISCARD}

FER

TIRATANY =T V—TORELERT S

ING A —&—

FILTER &YV —ERIInd b7V — 7%, GLOBALIZZ ZIZY A M ENTWihwnwir—E 2% g4t —
Y Z, ALL #f8E 7 5% &. SNMP., FTP. TELNET. TFTP., ICMP. GLOBAL ¥ XT%{EET 5

NPl s )
DEFAULT Wed 5740V =7V —7TDF7 5 ) MLEE, PASS 1277, DISCARD 375

AN - H - EEH

Manager > set access filter=snmp default=discard

Operation successful.

i
BSNMP 7V —7DIP 7 FL A%, 740 M TIRTEET HHEICETH TS

SET ACCESS FILTER=SNMP DEFAULT=DISCARD

% - TBER

TR AT 4Ny —Fia~y N3, HEEZRICEENES TSNS

BEIYR

ADD ACCESS FILTER (8 ~<— %)

DELETE ACCESS FILTER ENTRY (10 ~<— %)
DISABLE ACCESS FILTER (11 ~¢—73)
ENABLE ACCESS FILTER (12 ~<—%)

SET ACCESS FILTER ENTRY (15 ~x—3)

TI7ERAT 4V a2 — CentreCOM FS808M/FS816M v > K7 7L > X 1.0.1
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SHOW ACCESS FILTER (17 ~<—7%)
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SET ACCESS FILTER ENTRY

SET ACCESS FILTER ENTRY

AFIV—1 T 7 AT 4N —

SET ACCESS FILTER={SNMP|FTP|TELNET|TFTP|ICMP|GLOBAL} ENTRY=num
[IPADDRESS=ipadd] [MASK=mask] [ACTION={PASS|DISCARD}] [PORT={port-list|
ALL}]

num: T2 M) =5

ipadd: IP 7 F L Z o XXXXXXXXX.XXX DIZH

mask: Y AT I8 — 7 5 XXXXXXXXX. XXX DI

port-list: 21 v FH— 5 (FS808M : 1~8. FS816M : 1~16, A 7 ¥ [-]. I >~ [] o 7248548 % b W HE)

FER

TIYEATANE =T V—TDILy b)) —%EHT 5
INGA—&—

FILTER %% —E 2 IiEs 5 7V — 74

ENTRY %L %nb7 7 8A 74NV —DLy M) —FE

IPADDRESS 74 V%) v 73RO IP 7 KL X

MASK <A 2788 — v

ACTION X7 v "7 4 VY —DFMGIC—F Lz &7 7 a

PORT W4 e%mbAA v FHR— M EFFRE ALL, ALL 282 LG &3 TR_TO AL v F K — bAasht
BENRD

AR - H - EEf

Manager > set access filter=telnet entry=1 ipaddress=192.168.1.2 mask=255.255.255|255 ac-

tion=pass port=1-7

Operation successful.

I
HTelnet 7V —7DOTy b)) — 1 %EHT 5

SET ACCESS FILTER=TELNET ENTRY=1 IPADDRESS=192.168.1.2
MASK=255.255.255.255 ACTION=PASS PORT=1-7

TI7ERAT 4V a— CentreCOM FS808M/FS816M v > K7 7L > X 1.0.1 15
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SET ACCESS FILTER ENTRY

% - TBER

TrRAT 4Ny —HEavr N3, BEBZICGEEARS I NS

BEIYR

ADD ACCESS FILTER (8 *—7%)

DELETE ACCESS FILTER ENTRY (10 <*—%)
DISABLE ACCESS FILTER (11 *—%)
ENABLE ACCESS FILTER (12 X—7%)

SET ACCESS FILTER (13 <—7)

SHOW ACCESS FILTER (17 *—7%)
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SHOW ACCESS FILTER

SHOW ACCESS FILTER

AFIV—1 T 7 AT 4N —

SHOW ACCESS FILTER [={SNMP|FTP|TELNET|TFTP|ICMP|GLOBAL|ALL}]

FEa

TIRRTANY =T —TOREARYFRT S
INGA—&—
FILTER &4 —VY 215 d 5 7V — 7%, GLOBALIZZ ZICY A P ERTW ARV —E X2 Gt —

Y'Z, ALL #4779 % &£, SNMP., FIP, TELNET. TFIP. ICMP, GLOBAL ¥ XT%HET %
Tl hb, BT H LS EIINE LD

AR - H - EEf

Manager > show access filter

Filter Default Status

SNMP Pass Enabled
FTP Discard Enabled
TELNET Pass Disabled
TFTP Pass Enabled
ICMP Discard Enabled
GLOBAL Pass Enabled

Manager > show access filter=telnet

TELNET :
Access Filtering ............... Enabled
Port ... .. .. i 23
Default........ .. ... ... Discard
Entry IP MASK ACTION PORT
192.168.1.2 255.255.255.0 Pass ALL
192.168.8.5 255.255.255.0 Pass 1-7
192.168.40.5 255.255.0.0 Pass 2
TIEXT4IVE— CentreCOM FS808M/FS816M v > K 7 7L > X 1.0.1
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SHOW ACCESS FILTER

Filter TANEY =T —T%
Default WHIe$T 57 AN =TV —TDF7 5 )V ML, #F8 (Pass) T 7213853 (Discard)
Status A% (Enabled) F7:13%E%h (Disabled)

*2:

Access Filtering T RAT 4N I EREDOAR) (Enabled) 7213#%) (Disabled)

Port MR L G bR — M

Default XIT 5T AN =T N—TDOT7 % )V ML, 7] (Pass) T 7213143 (Discard)
Entry YN —F

P TANE ) O THREDOIP T FL A

MASK NATING —

ACTION NIy NS TANE =DK1 &DT 7Y a v, il (Pass) 7213

= (Discard)

PORT WgL B R— MRS T FLEITRTOZAAL vFE—+ (ALL)

% 3: FILTER #* 7' a V5

i
W7 V=T V—TEHE —EERT S

SHOW ACCESS FILTER
HMTelnet 7'V — 7 ORENE 2 FRT A

SHOW ACCESS FILTER=TELNET

% - TBER

TrRAT 4Ny —HEa<vr N3, BEBZICGEEARS I NS

BEIYR

ADD ACCESS FILTER (8 ~<— %)
DELETE ACCESS FILTER ENTRY (10 ~<— )
DISABLE ACCESS FILTER (11 ~¢—73)
ENABLE ACCESS FILTER (12 ~<—%)

SET ACCESS FILTER (13 ~x—3)

SET ACCESS FILTER ENTRY (15 ~<—3)
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