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VLAN

VLAN R (100)

m J0000O0O0ORADIUSOO0O0O0O00OOODOOOOOOOOOOODOOOOOODOOON

User-Name User-Password oo

webuserA webpasswordA

Web Supplicant0 000000 /00000

a0 10:
O0O0O0OO0O0oPAPODODOOODOO

m [0

1. VLANOOOOOOO

gooon
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ooooooo

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .
CREATE VLAN=R VID=100

2. RADIUSOOOOOOOODOOOOY90 VLANODROOODODOOOOO

ADD VLAN=R PORT=9 .

3. RADIUSOOO0OO0O0O0O0DODOOOOOOORADIUSOOOODOOOOODOOOOOOOOOOO
ooolPODOODOOOOOODOO

ADD IP INT=R IPADDRESS=192.168.10.5 MASK=255.255.255.0

4. RADIUSOUOODOOO0OO0O0OOIPOOOOO UDPOOOOOOOOODOOOOOODOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. O0DooOoOoDoOooOOoooOOoOoOO

ENABLE PORTAUTH

6. 00D 1000000000000 00OOSET PORTAUTHPORT OO OOO380 0000
OPORTAUTH=AUTOO O OOOOOOOOOOOOO100000MACOOOOOODOOODOO
00000000 VECANOOOOODOOODOOOMmMGUESTVLAN=200 00000 00O VLAN
OBOOOOO VLANODOOOODO

SET PORTAUTH=AUTO PORT=1 TYPE=AUTHENTICATOR MODE=MULTI GUESTVLAN=20
VLANASSIGNMENT=ENABLED VLANASSIGNMENTTYPE=USER

7. WebOOOODOOOOTCPOOOUOOOODOODOODOO

SET WEBAUTHSERVER PORT=3000

CWebOOODOODOODOO TCPOUOOODDODOWebGUIOODODOO HITPOOODODO TCPOOOOO

OSETHTTP LISTENPORT OO0 DO M ODOOO0OOO 13000000000000000O00000OO
ooooos8osooooo

8. WebODOODDOODDODOOOOO

ENABLE WEBAUTHSERVER

9. 000 DHCPOOOOODDOOODOOODOODO

SET PORTAUTH DHCPSERVER=ENABLED ./

[CRADIUSOOO0OO0O00O00O0O0O00OOO Authenticator 0 000000000 0OOOSET PORTAUTH PORT
000003800000 TYPEOOODOOOO NONEOOODOOOOOOO
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ooooooo

O00000 VLAN

000000 VLANDO Dynamic VLAN AssignmentD D ORADIUS OO0 000000000000 O0
000000000000 UUoo0o VLANODOOoooooooooo

SET PORTAUTHPORT O OO OO380 0000 VLANASSIGNMENT O OO0 OO0 ENABLED O O
O0000o0ooOo0O0ODO0000000000D0 VLCANODOOOODOOOoooooooooooMACDODO
O000000D00000 SETPORTAUTHPORTO OO OO380 0000 VLANASSIGNMENTTYPE
goboobooobooon

0000000 Authenticator 000 0000000000000 VLANODOOODOOODOOOOOO
000000 Authenticator 000 000000IPOD0OO RADIUSOOO0OOD0OOOOOOOO
O00D000D0OO0OO0 VCANDADOOOOOOODODOOORADIUSODODODOOOODODODOODO VLANORO
00000000000 0ODODOODOO0ODO0ODO00D00D0ORADIUSOODO0O0OOOODOOO VLANODAO
gobooboogooobooooo

000000001080 802X 000000 OOOOOODODO 10800000 DODO VLANDO VLAN
default DD 0D ODO0DODMMOODUORADIUSOOOOOOVLANOROODOOOOO 9O OO0O0DO0O0OO0OOOO
gooooooboobobo

CO0000008021XU0000D000OD0ODOMACOODOOOWebOOOODOODOOODOOODO

m 00
Authenticator
| P10 8 P9 |
802.1X Supplicant RADIUSO 0 0 O
/ 192.168.10.130
%
VLAN default (1 VLAN A (10) VLAN R (100)

ooog —> oooo

s JOJ000O0O0ORADIUSOOOOOODODOODOOODOOOODOOOOODOOODODOOO

User-Name User- Tunnel-Type  Tunnel- Tunnel- 00
Password Medium- Private-
Type Group-ID
userl passwordl VLANO 130  IEEE-802060 20 802.1X Supplicant O O

00000 /00oooo
gboobooooobon
VLAN

goooo CentreCOM GS90OM V20O 000 O0O0O0OOO0OOO 2.3.2 19
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ooooooo

1. VLANOOOOOOO

CREATE VLAN=A VID=10
CREATE VLAN=R VID=100

2. RADIUSOOOOOOOOOOOOY90 VLANODROOODODOOOOO

ADD VLAN=R PORT=9

3. RADIUSOOOOOOOOUODO0ODODUODOoOOOoORADIUSOOOOOOODODODODOODOOOOODOO
VLANOROO IPOOOOOOOOOOO

ADD IP INT=R IPADDRESS=192.168.10.5 MASK=255.255.255.0
4. RADIUSOUOOOOO0O0O0O0OOIPOOOOO UDPOOODOOOOOODOOOOOODOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. O0DDooOoOoDoOooOOoooOOoOoOO

ENABLE PORTAUTH

6. D00 1080 8021XOOOOOODOOOOOOOSET PORTAUTHPORTO OO DODO380 000
0 0 PORTAUTH=8021X TYPE=AUTHENTICATORO OO0 O 0O O0O0O0O0O 10 802.1XO00O O
Authenticator 00000000000 MM VLANASSIGNMENT=ENABLEDD 00000000
00000 VLANDOOOOoooOo

SET PORTAUTH=8021X PORT=1-8 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED

[CRADIUSOOO0OO0O00O00O0O0O00OOO Authenticator 0 000000000 0OOOSET PORTAUTH PORT
000003800000 TYPEOOODOOOO NONEOOODOOOOOOO

m 00000 VLANODODODDODOODDOODOOO

e Supplicant 0000000000000 O0D0O0O0O VLANODADD VLANPORTOOOOMmM OO
000 LANOO 12000000000 VLCANOOOOOUOOODODODODOooooooooooooo

e RADIUSOUOODUODUOODODOD VLCANODDOODODDOOODODODODODODODODDOO VLANODODDOO
gobooboogooboooobooboobbooboo

e RADIUSOOUOODUODUOODODO VLCANODDOODODODODODODODODODODODODODODDOOO VLANODDDODO
goboobooooboooobooboobbooboo

e RADIUSOODUODOD VLANDOODODOODODDOOOODOODOOOODODODDOD VLANODDOO
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ooooooo

gobooobooobooobobooboobbooboo

e NI0DDDDUUIUUIODDDDDODODUOUUDUODDODODODODUDUDUDODDODODD VLANDODO
goobooobogoooooboobobobbooboobooobobooboboobo

e JIDDODODMMIODCCONTROL=UNAUTHORISED 00000 MM OO0 CONTROL=AUTHORISED
0000000000000 LDU00oDUUUUg VLANOODODOooooo

s 0000000000 VLCANOOOODOOOOODODODODOADDVLANPORTOOOOMmMOOOO
OLANOCO 120000000000000 VLANOODOOOOOOODOGOOODOOoOoDooDoOoooooo
O000ooooooo VLANODODOOO VLANDODODDODDODODODOO

° I]I]EJEJEJSupplicantl]l]l]l]l]l]l]l]l]l]
e JOODOOOODOOODOO
e J0DDUOUDOUOUDDODOOOUODISABLE PORTAUTHOODOOO280 0 0O

000 VLAN

000 VLANOOOOOODODOOODoooooooo VLANOOODOOOOD VLANDOOO
000 VLCANOOOOOOOoOoOooooDooooooooooo VEANODDODODOOooooooooo
000000o00o0o0oDooooooo0o0oo0 VEANODODOOOoooooooooooooo
VLANOOOUOUOOOOoOooooooooooouoooooooooooooo VELANODOOOooooo
OO0 VLANODOOODOODOOOOOOO VLCANOOOODOOOODOO VLCANODOODoDooooo
0000000000o0o0000o000000 802.1X Supplicantd O VLANOBOOODDOOOODOOO
O00D0DO0DODO0DUOOVLANDADOODODOOooooo

CO000000801IXODUODDD0OD00DUO0OODMACODODDOODOWebO OO ODODDODODOODOOOOODODOO
802.1X 000000 VLANASSIGNMENTTYPE=USERO OO OOOOOO

m 0

Authenticator

|P1P2P3P9|

802.1X Supplicant RADIUSO OO O
192.168.10.130

VLAN B (20) VLAN A (10)
00 0VLAN

s JOJ000O0O0ORADIUSOOOOOODODOODOOODOOOODOOOOODOOODODOOO

goooo CentreCOM GS900M V20000 000ODOOODODO 232 |21
613-001180 Rev.E



ooooooo

User-Name User-Password oo
userl password1 802.1X Supplicantl 0000000 /00000
user2 password2 802.1X Supplicant2 0000000 /00000
user3 password3 802.1X Supplicant3 0000000 /00000
0 12
= 00

1. VLANOOOOOOO

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20 .

2. RADIUSOOOOOOOOOOOOY90 VLANDAODOOODDODODOOO

ADD VLAN=A PORT=9

3. RADIUSOOOOOO0OODOUODO0ODODUOODOORADIUSOOOOOOODODODODOODOOOOODOO
VLANOD AODO IPOOO0O0O0O0O0OOOO

ADD IP INT=A IPADDRESS=192.168.10.5 MASK=255.255.255.0
4. RADIUSOUOOOOO0OO0OOOIPOOOOO UDPOOODOOOOOODOOOOOODOOO

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. O0DDooOoOoDoOooOOoooOOoOoOO

ENABLE PORTAUTH

6. 00D 1030 8021X00O000O0O0D0O0OOOOOSET PORTAUTHPORTO OO DODO380 00O
0 0 PORTAUTH=8021X TYPE=AUTHENTICATORO OO0 O 0O O0O0OO0O 10 802.1XO00O O
Authenticator 0D 00000000 0MMGUESTVLAN=200 000000 O0OVLANOBOOOO
O VLCANOOOODOD

SET PORTAUTH=8021X PORT=1-3 TYPE=AUTHENTICATOR MODE=SINGLE
GUESTVLAN=20 VLANASSIGNMENT=ENABLED .

[CRADIUSOOO0O0O0O00O00O0O0O0OO Authenticator 000000000000 OSET PORTAUTH
PORTOOOOO380000O0 TYPEOODOOOOO NONEOOOOOOOOOO

Supplicant MAC O OO O

goo0oooooMACOOODOOODOO0OD0O0O0OD00O0D0O0000O0D0000 Supplicantd O
00000000 Supplicant MACOOOOOOOOO0OOOOO

m Supplicant MACOOOO0O0OO0O0O0000OOOOSET PORTAUTH PORT SUPPLICANTMAC 0O O
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ooooooo

000430000000000

SET PORTAUTH PORT=5 SUPPLICANTMAC=00-00-F4-11-11-11 CONTROL=AUTHORISED .

m 00000 Supplicant MACOOUOOOOODOOOOOODODELETE PORTAUTH PORT SUPPLI-
CANTMACOOOOO0270000000000

DELETE PORTAUTH PORT=5 SUPPLICANTMAC=00-00-F4-11-11-11 J

goooo CentreCOM GS900M V20000 000DDOOODOOO 232 |23
613-001180 Rev.E



Doooooooood

ooboogood

goooooo
ADD PORTAUTH PORT SUPPLICANTMAC . . . . ... ... .. o .. 25
DELETE PORTAUTH PORT SUPPLICANTMAC . . . . . . .. ... ... 27
DISABLE PORTAUTH . . . . . . . o e e e e 28
DISABLE PORTAUTH PORT LOGTYPE . . . . . . .. ... ... o ... 29
DISABLE WEBAUTHSERVER . . . . . . .. . . . e 30
ENABLE PORTAUTH . . . . . . . e e 31
ENABLE PORTAUTH PORT LOGTYPE . . . . . . .. ... o o . 32
ENABLE WEBAUTHSERVER . . . . . . ... o e 33
SET PORTAUTH AUTHMETHOD . . . . . . . ... e e 34
SET PORTAUTH CSIDFORMAT . . . . . . . et e 35
SET PORTAUTH DHCPSERVER . . . . . . . . . e 37
SET PORTAUTHPORT . . . . . . . o e e 38
SET PORTAUTH PORT SUPPLICANTMAC . . ... ... ... . ... . ... . .... 43
SET PORTAUTH USERIDFORMAT . . . . . . . ... o . 45
SET WEBAUTHSERVER . . . . . . . o e 47
SHOW PORTAUTH . . . . . . e e e 49
SHOW PORTAUTH PORT AUTHENTICATOR . . . . ... ... ... ... ... ..... 54
SHOW PORTAUTH PORT SUPPLICANT . . . . . ... ... . . .. . ... 60
SHOW WEBAUTHSERVER . . . . . .. e 63
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ADD PORTAUTH PORT SUPPLICANTMAC

ADD PORTAUTH PORT SUPPLICANTMAC

goooobooooo

ADD PORTAUTH PORT=port-number SUPPLICANTMAC=macadd [CONTROL=AUTHORISED]

port-number: 000000000010 00000000O000OO
macadd: MAC 0 0 0 O O xxX-XX-XX-xx-xx-xx 0 0 0 0

g

Supplicant MACO OO 000 OO DO O OSupplicant MAC O 0 00 OO O O Single-Supplicant O O
DDMulti—SupplicantDDDDDDDDDDD 10000000 1000oooooog
SET PORTAUTH PORT SUPPLICANTMACOOOOOOO

goooog

PORT 0O000O0O0OOOODOOOOCOOOOOOOOOOODOO

SUPPLICANTMAC Supplicant MACOOODO0O0O0O00O00O0O0 MACOOOOOODOOOOOO
goboooboooooooboobbon

CONTROL 0000000 Authenticator U0ODO00O0OAUTHORISEDO OO OOODOOOOOOO
RN

gooooogon

Manager > add portauth port=1 supplicantmac=00-00-f4-11-11-11 control=authorised

Operation successful.

g
m Supplicant MACOOOOO0OOO0OO000ODO

ADD PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11 CONTROL=AUTHORISED

goooognd

000000000000 TYPED AUTHENTICATORO OO OCONTROL O AUTOOOOOOOOO
00000000Supplicant MACOODOOOOODDOOOOO
gooooooOoOoOoOoOoOOOoDOOOOODOOOOODOODDOODODOOODO MACOOOOODOOODOO
O00oooooooFDBOOOOODODOOO
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ADD PORTAUTH PORT SUPPLICANTMAC

OO0 FDBOOOOOO00OO0OO0OO000O0DO000D0D000DO000O0000000000 Supplicant
0 MACOOOOOOSupplicantMACOOODOOOOOOOO0OOO

O000000D0000 TYPEDO AUTHENTICATORO OO OO DO DOOOODOOOCONTROL O AUTO
0000000000000 ODUODLDU0D MACOODDOODDOODO FDBOOODOOODOOO
0000000 ooo MACOODOODUOOO VLCANOOOOODOOODODODODODODODOoooooooooo
odoooOoooooooooo30oooooogd

goooog

DELETE PORTAUTH PORT SUPPLICANTMACO27 0000
SET PORTAUTH PORT SUPPLICANTMACO43 0000
SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
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DELETE PORTAUTH PORT SUPPLICANTMAC

DELETE PORTAUTH PORT SUPPLICANTMAC

goooobooooo

DELETE PORTAUTH PORT=port-number [SUPPLICANTMAC=macadd]

port-nuymber: 0000 000000100000000000OO
macadd: MAC 0 0 0 O O xxX-XX-XX-xx-xx-xx 0 0 0 0

g

Supplicant MACOODOO0OOO0OO0O0OO
gbooood

PORT 0O0O0OO0OO0OOO0OO0ODOODOO0ODOO0OO0OO0OOOOOUOUOOOO
SUPPLICANTMAC 0COOO SupplicantMACDDDDDDDDDDDDDDDDDDDDDDDD
0000 Supplicant MACOOOOOOOOOOO

gooooggon

Manager > delete portauth port=1 supplicantmac=00-00-f4-11-11-11

Operation successful

g
m 0000000 Supplicant MACOOOOOOOODOO

DELETE PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11

goooog

ADD PORTAUTH PORT SUPPLICANTMACO 250000
SET PORTAUTH PORT SUPPLICANTMACO43 0000
SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O

goooo CentreCOM GS900M V20 000 0O00OO0OOO0ODOO 232 |27
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DISABLE PORTAUTH

DISABLE PORTAUTH

goooobooooo

DISABLE PORTAUTH

g

gobooboobbooobooobooboobbo

gooooogon

Manager > disable portauth

Operation successful

g
m 1 J00000oo0oboo

DISABLE PORTAUTH

goooog

ENABLE PORTAUTHO 31 00O OO

SET PORTAUTH AUTHMETHODO 34 000 O

SET PORTAUTH PORTO 3800 0O

SHOW PORTAUTHO 4900 00O

SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
SHOW PORTAUTH PORT SUPPLICANTO 60 0 0 OO
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DISABLE PORTAUTH PORT LOGTYPE

DISABLE PORTAUTH PORT LOGTYPE

goooobooooo

DISABLE PORTAUTH[={ALL|8021X|MACBASED|WEBBASED}] PORT={port-1list|ALL}
LOGTYPE={SUCCESS|FAILURE| LOGOFF|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

gobooboobobooboooboobbobboobooboobbooo
gobooobogobooobooboobbobboobo

goooog

PORTAUTH 0000 O08021X0O802.1X 00O MMMACBASEDO MACO OO 0O O MWEBBASEDO Web
OD0MALLOOOODO0DOODDOOOoDoOOoooooOnO ALL

PORT 0000000000 OOO0U0O0O0O0 ALLOALLOOOOOOOO0OO0OODOOODDOODOODOOOO
gooo

LOGTYPE 00000 OSUCCESSO O OO0 MM FAILURED O 00O M LOGOFFD O O O O ALL
000000000000000000000 ALLOOOO [[JO0000o00o0oooo

gooooogon

Manager > disable portauth=all port=1-5 logtype=all

Operation successful.

0
=" 000000000000

DISABLE PORTAUTH=ALL PORT=1-5 LOGTYPE=ALL

goooog

ENABLE PORTAUTH PORT LOGTYPEO 320 000
SHOW PORTAUTHO 490000
SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O

goooo CentreCOM GS90OM V20O 000 O0O0O0OOO0OOO 2.3.2
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DISABLE WEBAUTHSERVER

DISABLE WEBAUTHSERVER

goooobooooo

DISABLE WEBAUTHSERVER

g

WebOOOOOOOOODODOOODODOOOODOOO

gooooogon

Manager > disable webauthserver

Operation successful.

g
sWebDOOOOOODODOOODODODO

DISABLE WEBAUTHSERVER

goooog

ENABLE WEBAUTHSERVERO 33 00 00O

SET PORTAUTH AUTHMETHODO 34 000 O

SET PORTAUTH PORTO 3800 0O

SET WEBAUTHSERVERO 47 00 00O

SHOW PORTAUTHO 4900 00O

SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
SHOW PORTAUTH PORT SUPPLICANTO 600 0 OO
SHOW WEBAUTHSERVERO 63 00 0O O
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ENABLE PORTAUTH

ENABLE PORTAUTH

goooobooooo

ENABLE PORTAUTH

g

gobooboobbooobooobooboobbo

gooooogon

Manager > enable portauth

Operation successful.

g
m 1 J00000oo0oboo

ENABLE PORTAUTH

goooognd

Authenticator D0 00 Supplicant 0 D0 0000000000000000O00000O0O00O0000OO
goooon

Authenticator 0 000 Supplicant 00 0000000000000 000OO000O0OO
Authenticator 0 000 Supplicant 0 00 0000000000000 0O0O
O00O0D0DO0O0DUODDUEAPODOOOOOOOOOOO

Combo0000O0OO0DOOO Authenticator 00000000 0O0OO0OOOOO

Authenticator 0 0 0 0000000000000 00D00O0O00O0

goooog

DISABLE PORTAUTHO 28 0 O OO

SET PORTAUTH AUTHMETHODO 34 000 O

SET PORTAUTH PORTO 3800 0O

SHOW PORTAUTHO 490000

SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
SHOW PORTAUTH PORT SUPPLICANTO 600 0 OO

goooo CentreCOM GS90OM V20O 000 O0O0O0OOO0OOO 2.3.2
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ENABLE PORTAUTH PORT LOGTYPE

ENABLE PORTAUTH PORT LOGTYPE

goooobooooo

ENABLE PORTAUTH [={ALL|8021X|MACBASED|WEBBASED}] PORT={port-1list|ALL}
LOGTYPE={SUCCESS|FAILURE|LOGOFF|ALL}

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

gobboooobooooboobobooboobbobbooboobbooobo
gobooobogobooobooboobbobboobo

goooog

PORTAUTH 0000 O08021X0O802.1X 00O MMMACBASEDO MACO OO 0O O MWEBBASEDO Web
OD0MALLOOOODO0DOODDOOOoDoOOoooooOnO ALL

PORT 0000000000 OOO0U0O0O0O0 ALLOALLOOOOOOOO0OO0OODOOODDOODOODOOOO
gooo

LOGTYPE 00000 OSUCCESSO O OO0 MM FAILURED O 00O M LOGOFFD O O O O ALL
000000000000000000000 ALLOOOO [[JO0000o00o0oooo

gooooogon

Manager > enable portauth=all port=1-5 logtype=all

Operation successful.

0
=" 000000000000

ENABLE PORTAUTH=ALL PORT=1-5 LOGTYPE=ALL

goooog

DISABLE PORTAUTH PORT LOGTYPEO 290 00O
SHOW PORTAUTHO 490000
SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
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ENABLE WEBAUTHSERVER

goooobooooo

ENABLE WEBAUTHSERVER

g

WebOOOOOOOOODODOOODODOOOODOOO

gooooogon

ENABLE WEBAUTHSERVER

Manager > enable webauthserver

Operation successful.

g
sWebDOOOOOODODOOODODODO

ENABLE WEBAUTHSERVER

goooog

DISABLE WEBAUTHSERVERO 30 00 00O

SET PORTAUTH AUTHMETHODO 34 000 O

SET PORTAUTH PORTO 3800 0O

SET WEBAUTHSERVERO 47 00 00O

SHOW PORTAUTHO 4900 00O

SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
SHOW PORTAUTH PORT SUPPLICANTO 600 0 OO
SHOW WEBAUTHSERVERO 63 00 0O O

goooo CentreCOM GS90OM V2O 0O U0 ODODOOD0OOOOOO 2.3.2
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SET PORTAUTH AUTHMETHOD

SET PORTAUTH AUTHMETHOD

goooobooooo

SET PORTAUTH AUTHMETHOD=RADIUSEAP

g

goboobooobooobooboobbon
goooog

AUTHMETHOD RadiusEAP OO

gooooogon

Manager > set portauth authmethod=radiuseap

Operation successful.

0
m 00000000 RadiusEAP 00000

SET PORTAUTH AUTHMETHOD=RADIUSEAP

goooog

DISABLE PORTAUTHO 28 0 O OO

ENABLE PORTAUTHO 31 0000

SET PORTAUTH PORTO 3800 0O

SHOW PORTAUTHO 4900 00O

SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
SHOW PORTAUTH PORT SUPPLICANTO 60 0 0 OO
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SET PORTAUTH CSIDFORMAT

SET PORTAUTH CSIDFORMAT

goooobooooo

SET PORTAUTH CSIDFORMAT [SEPARATOR={HYPHEN|COLON|PERIOD|NONE}] [DIGIT={2
4}] [UPPERCASE={TRUE|FALSE}]

g

RADIUS O 00000 Calling-Station-ID 0 0 0O Called-Station-IDO OO0 00000 MACOOOOO
gooooooooooo

000000 RADIUSOOODODOOODOODOOUOOORADIUSORADIUSOODODODODOODOOODODOO
goo

goooog

SEPARATOR 00000000000 O0OOOOOOO HYPHENO
DIGIT 0O0O0O00O00000O0O0OSEPARATOR=NONEOOOOOOOOOOOOO 20
UPPERCASE 0000000 O0OOOOTRUECOOOOOOOOODODODOO TRUED

gooooogon

Manager > set portauth csidformat separator=period

Operation successful.

gooooo goooooooo goooboogooooo gooooooogo
XX-XX-XX-XX-XX-XX Hyphen 2 TRUE
XX-XX-XX-XX-XX-XX Hyphen 2 FALSE
XXXXEXXXXEXXXX Colon 2 TRUE
XXEXXEXXIXXEXX XX Colon 2 FALSE
XXXXXX XX XX XX Period 2 TRUE
XX XX XX XX XX XX Period 2 FALSE
XXXX-XXXX-XXXX Hyphen 4 TRUE
XXXX-XXXX-XXXX Hyphen 4 FALSE
XXX XXXX Colon 4 TRUE
XXXXEXXXXIXXXX Colon 4 FALSE
XXX XXXXXXXX Period 4 TRUE
XXXXXXXXXXXX Period 4 FALSE

goood CentreCOM GSOOOM V2O 00O O00O0OOOOOOO 2.3.2
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SET PORTAUTH CSIDFORMAT

XXXXXXXXXXXX None - TRUE

XOXOOXXXXXXXX None - FALSE

013:00000000000000000

g

00000 RADIUSOOO0OODOODOOOOOOOO0O0OO0DO0DO0DO0D MACODOODODODOOooooooO
goboooobooboo

SET PORTAUTH CSIDFORMAT SEPARATOR=PERIOD

goooog

SHOW PORTAUTHO 490000

36 | CentreCOMGS900M V20000 DOO00OOODOOOO 2.3.2 goooog
613-001180 Rev.E



SET PORTAUTH DHCPSERVER

SET PORTAUTH DHCPSERVER

goooobooooo

SET PORTAUTH DHCPSERVER=[{ENABLEDUDISABLED}] [LEASETIME=10..86400]

g

000 DHCPODOOODOODODODODOOODODOODODOODOOODOODOO
0000000000000 Supplicant000 DHCPOODOOOO DHCPOOOOOOOOOO

goooog

DHCPSERVER OO0 DHCPOOUOOODOOOO0OOO0OODOOOODOOOOODODOOODOOODOOODOOD
gobooooboogoon
LEASETIME [POO0O0O00O0COO0O0OOOOO(M)00D0O0O00?2000

gooooggon

Manager > set portauth dhcpserver=enabled

Operation successful.

g
s 00 DHCPOOOOODOODODOOOOO

SET PORTAUTH DHCPSERVER=ENABLED

goooognd

O00DHCPOOOODODOODDODODOODOWebOOODDOOODDODOODO DHCPOOODDOOODDOOO

goooo CentreCOM GS90OM V20O 000 O0O0O0OOO0OOO 2.3.2
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SET PORTAUTH PORT

SET PORTAUTH PORT

goooobooooo

802.1XxU00MacOUIDOOIDOWeb OO DODODO

SET PORTAUTH=AUTO PORT={port-list|ALL} TYPE=AUTHENTICATOR [MODE={SINGLE|
MULTI}] [CONTROL={AUTHORISED|UNAUTHORISED|AUTO}] [EAPOLVERSION={1|2}]
[SERVERTIMEOUT=1..600] [QUIETPERIOD=0..65535] [TXPERIOD=1..65535]
[REAUTHPERIOD=1..86400] [SUPPTIMEOUT=1..600] [MAXREQ=1..10]
[REAUTHENABLED={ENABLED|DISABLED}] [PIGGYBACK=DISABLED]
[GUESTVLAN={vlan-name|l..4094|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [VLANASSIGNMENTTYPE={USER|PORT}]

802.1Xx [ Authenticator [

SET PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=AUTHENTICATOR
[MODE={SINGLE|MULTI}] [CONTROL={AUTHORISED|UNAUTHORISED|AUTO}]
[EAPOLVERSION={1|2}] [SERVERTIMEOUT=1..600] [QUIETPERIOD=0..65535]
[TXPERIOD=1..65535] [REAUTHPERIOD=1..86400] [SUPPTIMEOUT=I1..600]
[MAXREQ=1..10] [REAUTHENABLED={ENABLED|DISABLED}] [PIGGYBACK={ENABLED]
DISABLED}] [GUESTVLAN={vlan-name|l..4094|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [VLANASSIGNMENTTYPE={USER|PORT}]

802.1X [0 Supplicant [

SET PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Iogin-name] [PASSWORD=password ]

MacUOODOODODOwebO OO

SET PORTAUTH={MACBASED|WEBBASED} PORT={port-list|ALL} TYPE=AUTHENTICATOR
[MODE={SINGLE|MULTI}] [CONTROL={AUTHORISED|UNAUTHORISED|AUTO}]
[QUIETPERIOD=0..65535] [REAUTHPERIOD=1..86400] [REAUTHENABLED={ENABLED|
DISABLED}] [GUESTVLAN={vlan-name|l..4094|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}] [VLANASSIGNMENTTYPE={USER|PORT}]

gooooboboo
SET PORTAUTH PORT={port-list|ALL} TYPE=NONE

port-list: 00000000010 00000000OO0O00OOOOOOOOO
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SET PORTAUTH PORT

login-name: 0000 001063000000000000O
password: 10000010630 000000000000
vlan-name: VLAN O

g

gobooooboooooobooobo
goooog

PORTAUTH 8021X(802.1X 0 0O)OMACBASED(MAC O 0O 00 0O)OWEBBASED(Web 0O 0)0 AUTO
ODO0O00O0DAUTOOOOO0O0O0O0TYPE=AUTHENTICATOROOODODODOOOOOOMACOO
D000OWebDOOOODODOOODODDO PIGGYBACKOOUDOOOODODODODODOOOOOO 802.1X
gooogooooooo 8021XDDDDDDDDDDDDDDDDD(securitymodezautomaticl]
0)OOOoDoODOOoOOD MACOOODODODOOWebODOOOODODOOOO

PORT 0000000000000 O00O0ODO ALLOALLOOOODOOODOOOODOOOOOOODOOOO
good

TYPE 000000000000 000O0O0OOO0O0OO M AUTHENTICATORO Authenticator O O
DIZDSUPPLICANTDSupplicantDDDEDNONEDDDDDDDDDDDDDDDDDDDDDD
0000000000 (securitymode=automatic00 )0 00000000 AUTHENTICATOR O
0oo0ooooooooooooooooooSTPOODODOOO0OOOO0OO AUTHENTICATOR
000 SUPPLICANTOOOOOODO

MODE 0802.1X Authenticator 00 O OMAC OO OO0 D OO OWeb 00 00O OO Authenticator
U0000000Supplicant0 100000000000000000 Single-Supplicant 00 O
0 MODE=SINGLED O OSupplicant 0000000000000 0O0O0O0 Multi-Supplicant 0 O
DDMODE:MULTIDI]I]I]DSingle—SupplicantDDDDDDDDDDDDDDDDDDDDD
0 Supplicant 0 0000000 000Multi-Supplicant 000 00000000000000O0O
DDDSupplicantDDDDDDDDDDDDD

EAPOLVERSION [802.1X Authenticator 0 0 O O EAPOLO OO0 OO 0O1 O IEEE 802.1X-2001 O
0000020 IEEE802.1X2004 0 00000 0ooooo 1

CONTROL 0802.1X Authenticator U DD OMACOOOODOOODODOWebOOOODOODODOOOOO
O Authenticator U DO OODODAUTOO O OOOOOOOO UMM UNAUTHORISEDO OO OO
OMAUTHORISEDOD OO OO0OO0OO0O0O0DODO0O0O0OOO0O0OOOoOO0 AUTOOD OO0 AUTOOOO
ggo

SERVERTIMEOUT 0 802.1X Authenticator 00 OO Web OO OO OJUORADIUSOO OO0 Access-
Request 100 OOOORADIUSOOOO0ODOOOOODOOOODIOOOODO 300

QUIETPERIOD 0 802.1X Authenticator 0 0 O DMACO OO D000 0 OWeb O 0 OO O OSupplicant
DDDDDDDDDDSupplicantDDDDDDDDDDDDDEDDDDDDDDDDDEAPOLD
J000o0oooooooooooooe0dnoooooooonoooooono

TXPERIOD 0 802.1X Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000000
oooooo 300

REAUTHPERIOD 0 802.1X Authenticator D 0 O IMACO 0D 0000 O O OWeb 00 O O O Cbupplicant
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40

SET PORTAUTH PORT

0000000 moooooo360000WebOOOOOOOOOOOODOODOOOOOOOOO
0dooooooooooooooooooooooooooooooooog 36000

SUPPTIMEOUT 0O 802.1X Authenticator 0 0 O OSupplicant O EAP-Request 00 O O O O OSupplicant
0o00o0oooooooo0mooooonD 300

MAXREQ 0 802.1X Authenticator O O 0O OWeb U O O O O OSupplicant 0 0 O O EAPOL-Request O
odoooooooooooooooD 20

REAUTHENABLED [1802.1X Authenticator 0D OOMACOOOOODODOOOWebOOOOOO
SupplicantDDDDDDDDDDDDDDDDDDDDENABLE]EDDDDDDDDDD DISABLED
000000000000 0O0O0O0O0O0U0O0O0O0DOENABLEDOWeb DD OO OO0 OQOooQ
OD00OD0D0D0O0O0OD00O0O0OD0OOENABLEOOOOOOOOODISABLEOODOOOOOOOOO

PIGGYBACK 0 802.1X Single-Supplicant Authenticator O O O [5ingle-Supplicant 0 O (0 MODE=SINGLEDO

goooooooooooo Supplicantl]l]l]l]DDDDDDDDDDDDDDDDDDDDDDD
OD00OD0D0D0D0ODO0OO0OD0DENABLEDOOOOODOO DISABLEDODOOOOOOOOOOOOOOO
DDDISABLEDDMulti—SupplicantDDDDDDDDDDDDDDDDDDDDDDDDDDDD

AUTHPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAP-Response 0 0000000000
Authenticator U0 D0 00000000 OOO0OOO 300

GUESTVLAN 0 802.1X Authenticator U0 O MACO U OO OOUOOWeb OO OO O OO VLANDO
OO0O0OO0VLANOOOO VLANIDOODOOOONONEOOOO VLANOOOOOOOoOoooo
OONONEOOODODOOODODOODODDODOO VLANDOOOOOODOODoOoooooooo VLANO
OO0 VLANDOOOODOODODDOoODoODoooooooooo VLANDDDDDDDMuIti—Supplicant
00 00MODE=MULTIO O O 0O VLANASSIGNMENTTYPE=PORT 0O O NONEO O O OO
0 0 O O Single-Supplicant 1 0 00 00 0O VLAN OO O O VLANASSIGNMENT=ENABLED
VLANASSIGNMENTTYPE=PORT 0O 802.1X 0000000000000 OO0OOO NONE

SECUREVLAN 0 802.1X Multi-Supplicant Authenticator 0 0 0 OMAC O 0O O O O Multi-Supplicant
Authenticator 0 0 0 0 Web 0 0 Multi-Supplicant Authenticator 0 0 0 O Multi-Supplicant 0 0
OOMODE=MULTIOO O OOOOO VLANDDDDDDDDDDZDDDDDSupplicantl]l]l]l]
D0ooooooooooooooONDODoODoDoOooooo200000 SupplicantDDDDDDDD
ggd Supplicantl]l]l] VLANODOOOOOOODOODODOOOOOFFOOOooooooooooo
ooooogdo200000 SupplicantDDDDDDDDDDDDDDDD Supplicantl]l]l] VLAN
000000000000 0000VLANASSIGNMENTTYPE=PORT O 0 O O Multi-Supplicant
ODOOOMODE=MULTID OOOOO0O0O00O0O0O0O0O0O0O0 ON

VLANASSIGNMENT 0[802.1X Authenticator U D D OMACOOOOOOODOOWebOOOOOOO
00000 VLANOOO/OOOOOO0O0OO0oO0oo0o000o0oooooooo VLANOOOOOOoooo
Protected Port VLCAN O O OO OO OO0 ENABLEDOOOOOOOO

VLANASSIGNMENTTYPE 000000 VLANODOOOOOOOOODODODOODODOO (MACOO
00)OOOoOoDO0OO0OO0O0O0O0O0O000 000000 PORTOMODE=MULTIO VLANASSIGN-
MENT=ENABLEDOOOOOOO0OODOO

HELDPERIOD 0 802.1X Supplicant 0 O 0 00000 0O DAuthenticator 0 D 00000000000
oooooo e0n

MAXSTART 0 802.1X Supplicant 0 00 0 EAPOL-Start 0 0000000 0000 Supplicant 00 O
ODOEAPOL-Start 0O 00O MAXSTARTOOOODOOODODOODOODOODODODOOODOoOoOooOoOO
Joooooooooog 30
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SET PORTAUTH PORT

STARTPERIOD 0 802.1X Supplicant O O O O Authenticator 0 EAPOL-Start 00000000000
ooo0moooooo 300

USERNAME 0802.1X Supplicant 00 000000000000 Supplicant 00000000000
000000000 PASSWORDO OOODOOOOOOOOOOO

PASSWORD 0 802.1X Supplicant 0 0000000000000 Supplicant00000000000O
O0o0oooooo USERNAMEODO OOOODOoOOoooooooo

gooooogon

Manager > set portauth port=1-8 type=authenticator

Operation successful.

o
00000 1080 Authenticator OO0 OO0OODO

SET PORTAUTH PORT=1-8 TYPE=AUTHENTICATOR

goooognd

O000000ooo0oooooooooonD TYPEEAUTHENTICATOROOOOOOOO
O0000000M00ooosTPOODO0O00000000 TYPE=AUTHENTICATORITYPE=SUPPLICANT
gooooooo

OO0 VLANOOODDOOODODoODooooooooooooo VLANODODODODODOOOSHOW VLAN
D000000000SHOWSWITCHPORT OO OO O ODOUOOOODODOODODOOOO0OO0O VLANOODO
gooooo

oo ooboboboboobbobboboboooogoo
PORTAUTH=AUTOOOOODOODOOOODOO MACOOOOOODOODODOODOOOOOODOOOOO 802.1X
00000000000 0Multi-Supplicant 00 OO Supplicant 0 O EAP-start 0 00 00O 0O 802.1X O
gogoooooogooo

gooooo SupplicantMACDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
odooooo MACOODODOODODOODODOOOoOOOOO VIDOODOOODoODODOooooooooooo
ggddoooouoooobooboboboboboboboboobobooo

googo SupplicantDDDDDDDDDDDDDDDDDDD320/PORTD480/SWITCHDDDDDD
odooooooo VLANODODOOOoOoOo Supplicantl]l] s§0oonO

802.1X0000 000 0MPORTAUTH=[802.1X 0 O ] Mode=Single GUESTVLAN=[NONED O] VLANAS-
SIGNMENT=ENABLED VLANASSIGNMENTTYPE=PORT OO 00 00O

goooog
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SET PORTAUTH PORT

DISABLE PORTAUTHO 28 0 O OO

ENABLE PORTAUTHO 31 0000

SET PORTAUTH AUTHMETHODO 34 000 O

SHOW PORTAUTHO 4900 00O

SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
SHOW PORTAUTH PORT SUPPLICANTO 600 0 OO
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMAC

goooobooooo

SET PORTAUTH PORT=port-number SUPPLICANTMAC=macadd [CONTROL=AUTHORISED]

port-number: 000000000010 00000000O000OO
macadd: MAC 0 0 0 O O xxX-XX-XX-xx-xx-xx 0 0 0 0

g

Supplicant MACO OO 000 OO DO O OSupplicant MAC O 0 00 OO O O Single-Supplicant O O
DDMulti—SupplicantDDDDDDDDDDD 10000000 1000oooooog
ADD PORTAUTH PORT SUPPLICANTMACOOOOOOO

goooog

PORT 0O000O0O0OOOODOOOOCOOOOOOOOOOODOO

SUPPLICANTMAC Supplicant MACOOODO0O0O0O00O00O0O0 MACOOOOOODOOOOOO
goboooboooooooboobbon

CONTROL 0000000 Authenticator U0ODO00O0OAUTHORISEDO OO OOODOOOOOOO
RN

gooooogon

Manager > set portauth port=1 supplicantmac=00-00-f4-11-11-11 control=authorised

Operation successful.

g
m Supplicant MACOOOOO0OOO0OO000ODO

SET PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11 CONTROL=AUTHORISED

goooognd

000000000000 TYPED AUTHENTICATORO OO OCONTROL O AUTOOOOOOOOO
00000000Supplicant MACOODOOOOODDOOOOO
gooooooOoOoOoOoOoOOOoDOOOOODOOOOODOODDOODODOOODO MACOOOOODOOODOO
O00oooooooFDBOOOOODODOOO
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SET PORTAUTH PORT SUPPLICANTMAC

OO0 FDBOOOOOO00OO0OO0OO000O0DO000D0D000DO000O0000000000 Supplicant
0 MACOOOOOOSupplicantMACOOODOOOOOOOO0OOO

O000000D0000 TYPEDO AUTHENTICATORO OO OO DO DOOOODOOOCONTROL O AUTO
0000000000000 ODUODLDU0D MACOODDOODDOODO FDBOOODOOODOOO
0000000 ooo MACOODOODUOOO VLCANOOOOODOOODODODODODODODOoooooooooo
odoooOoooooooooo30oooooogd

goooog

ADD PORTAUTH PORT SUPPLICANTMACO 250000
DELETE PORTAUTH PORT SUPPLICANTMACO27 0000
SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
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SET PORTAUTH USERIDFORMAT

SET PORTAUTH USERIDFORMAT

goooobooooo

SET PORTAUTH USERIDFORMAT [SEPARATOR={HYPHEN|COLON|PERIOD|NONE}]
[DIGIT={2|4}] [UPPERCASE={TRUE|FALSE}]

g

MACOOODODODODOO0OO RADIUSO OO OO O User-Name 0O 0 0O User-Password 0 0000000
MACOOODOOOODODOODODOOOOOO

MACOOOOODO RADIUSOOOOODOOOODODOODOOODOODODODOOD MACOOODOOOOOOO
oo oooooooobooboboboobb

goooog

SEPARATOR 00000000000 O0COOOOOOO HYPHEN
DIGIT 0OO0O00O0O0000O0O0OSEPARATOR=NONEOOOOOOOOODOOO 2
UPPERCASE 00000000 OOOTRUECOOOOOODOOOOOOO FALSE

gooooogon

Manager > set portauth useridformat separator=none

Operation successful.

gooooo goooooooo goooboogooooo gooooooogo
XX-XX-XX-XX-XX-XX Hyphen 2 TRUE
XX-XX-XX-XX-XX-XX Hyphen 2 FALSE
XXXXEXXXXEXXXX Colon 2 TRUE
XXEXXEXXIXXEXX XX Colon 2 FALSE
XXXXXX XX XX XX Period 2 TRUE
XX XX XX XX XX XX Period 2 FALSE
XXXX-XXXX-XXXX Hyphen 4 TRUE
XXXX-XXXX-XXXX Hyphen 4 FALSE
XXX XXXX Colon 4 TRUE
XXXXEXXXXIXXXX Colon 4 FALSE
XXX XXXXXXXX Period 4 TRUE
XXXXXXXXXXXX Period 4 FALSE

goood CentreCOM GSOOOM V2O 00O O00O0OOOOOOO 2.3.2
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SET PORTAUTH USERIDFORMAT

XXXXXXXXXXXX None - TRUE

XOXOOXXXXXXXX None - FALSE

014:00000000000000000

g

s MACOOOOOO RADIUSOOODOOOOODODODOO MACOOOOODODODODODODODODODODODOOOOO
goooon

SET PORTAUTH USERIDFORMAT SEPARATOR=NONE

goooog

SHOW PORTAUTHO 490000
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SET WEBAUTHSERVER

SET WEBAUTHSERVER

goooobooooo

SET WEBAUTHSERVER [PORT=port] [REDIRECTURL=string] [MESSAGEl=string]
[MESSAGE2=string] [MESSAGE3=string] [MESSAGE4=string] [MESSAGES=string]

port: TCPOODOODO
string: 000000 URLOOOOWebOOOOOOOOOODODOOOOODOODOOOOODO0OO0OOOOOODOOOO
#O0DOOOD [%0000000 Pl00000 [\[0000D0000 [7]00000000000000000000
oooo[”]o000

0

WebOOOOOOOOOODOOOO
CLIDOU0O0O0O0DO0UOoOO0oouoWebGUIOOOO MESSAGE1IO5000000000

goooog

PORT WebOOOODOOO TCPOOODDOODOODODOO 80800

REDIRECTURL WebOOOOOODOOOODOOOOOODOO0OO URLODDOOO 128Byted 0000
00 NullD

MESSAGE1 WebOOOOOOOOODDOOODDOOO 128ByteD 000000 Null

MESSAGE2 WebOUOOOOOOODODODOOODDOOODOO 128Byte00 00000 Null

MESSAGE3 WebOUOOOOOOODDODOOODDOOODOO 128Byte00 00000 Null

MESSAGE4 WebOUOOOOOOODODODOOODDOOODO 128Byte00 00000 Null

MESSAGE5 WebOUOOOOOOOODODOOODDOOODO 128Byte00 00000 Null

gooooggon

Manager > set webauthserver port=8081

Operation successful.

g
sWebDOOOOODDOOODDOOO

SET WEBAUTHSERVER PORT=8081

goooo CentreCOM GS900M V20 000D 000DDODOOODOOO 232 |47
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SET WEBAUTHSERVER

goooognd

MESSAGE1IO5000HTMLOODOO0OODOOODOODOO0OO0O0O0O0O0O0O0O0O0O0O000O0O0ODODOO
MESSAGE105000128Byte D0 D00 0000000000000 O0O0OO0O00DO0DO0OO00OO0OO

uon

REDIRECTURLO MESSAGE10500000 #00000000000000000O000O0O0O0OO

gobooooboooooobooobo

goooog

DISABLE PORTAUTHO 28 0 O OO

DISABLE WEBAUTHSERVERO 30 00 00O
ENABLE WEBAUTHSERVERO 33 00 00O
SET PORTAUTH AUTHMETHODO 34 000 O
SET PORTAUTH PORTO 3800 0O

SHOW PORTAUTHO 4900 00O

SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O

SHOW PORTAUTH PORT SUPPLICANTO 600 0 OO
SHOW WEBAUTHSERVERO 63 00 0O O
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SHOW PORTAUTH

SHOW PORTAUTH

goooobooooo

SHOW PORTAUTH [={8021X|MACBASED|WEBBASED}] [{CONFIG|STATUS}]

gobooooobooboooboooboobo

goooog

PORTAUTH 8021X0 802.1X 0 O M MACBASEDOMAC 0O 00U O 0O WEBBASEDO Web D OO O
gbobooboooooboooboboooboobbo

CONFIG 000O0OO0OoOoooooooooooo
STATUS 00000000 OOOOOOOOOO

gooooogon

Manager > show portauth

Port Access Configuration Information:

Port Access Control............... Disabled
Authentication Method ............ RADIUS EAP

DHCP SEIVEY .. i ittt itieeiennnnnnn Enabled

DHCP Server Lease Time ........... 20

Number of Total Supplicants....... 0/480

Number of DynamicVlan per USER.... 0/62

MAC Baced Auth User-ID Format..... KK —XX XK= XX XX -XX

Calling/Called-Station-ID Foramt.. XX-XX-XX-XX-XX-XX

Port AuthMode PortRole VLAN PortStatus Status Additional Info

1 e None =  —=—=== —mcmmemmmmmmmm mmmmmem e m e
2 m—m———- None =  —=—=== —mcmmemmmmmmmm mmmmmem e m e
30— None W —==== ————————————— ——————— e
4 MACBASE Auth 10 Unauthorized Held 00:00:F4:97:66:1A
4 MACBASE Auth 1000 Authorized Authenticated 00:90:99:18:29:36
4 MACBASE Auth 1000 Authorized Authenticated O00:E0:4C:C7:7D:99
5 MACBASE Auth 1000 Authorized Authenticated 00:00:F4:27:2C:70
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:86:FA:45
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:A4:15:E1
5 MACBASE Auth 1000 Authorized Authenticated 00:09:41:A4:59:43
6 8021x Auth 1000 Authorized Authenticated 00:03:47:B5:79:89
7 8021x Auth 1000 Authorized Authenticated 00:09:41:A4:18:11
8 - None W —==== ————————————— ——————— e
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SHOW PORTAUTH

Manager > show portauth config

Port Access Configuration Information:

Manager > show portauth status

9 === None =  -—---- ———-—----—----
0 ------- None = = —----- ———-—-------=-
11 - None = = -—==== —=—————--——---
12 === None = = -—==== —=—————-—-——---
3 - None = = —----- ———-—-------=-
14 - None = -—==== —=—————--——---
5 ------- None =  -—---- ———-—----—----
6  ------- None = = —----- —————----—---=-

Port AuthMode PortRole VLAN PortStatus
1 e None @ —==== —=———————————=
2 mm————- None @  —==== —=—=—————————=
30— None = -—==-=-= —=————————————
4 MACBASE Auth 10 Unauthorized
4 MACBASE Auth 1000 Authorized
4 MACBASE Auth 1000 Authorized
5 MACBASE Auth 1000 Authorized
5 MACBASE Auth 1000 Authorized
5 MACBASE Auth 1000 Authorized
5 MACBASE Auth 1000 Authorized
6 8021x Auth 1000 Authorized
7 8021x Auth 1000 Authorized
8 - ——- None = = —----- —————----—---=-
9 === None = = -—---- ———-—----—---=-
0 ------- None = = —----- —————----—---=-
11 - None = = -—==== —=—————-—-——---
12 === None = = -—==== —=—————-—-——---
3 - None = = —----- ———-—-------=-
14 - None = = -—==== —=—————-—-——---
5 ------- None = = —----- ———-—-------=-
6  ------- None = = —----- ———-—-------=-

Port Access Control............... Disabled
Authentication Method ............ RADIUS EAP

DHCP SEIVEY .. i ittt itieeiennnnnnn Enabled

DHCP Server Lease Time ........... 20

MAC Baced Auth User-ID Format..... KK —XX XK= XX XX -XX

Calling/Called-Station-ID Foramt.. XX-XX-XX-XX-XX-XX

Held

Authenticated
Authenticated
Authenticated
Authenticated
Authenticated
Authenticated
Authenticated
Authenticated
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SHOW PORTAUTH

Port Access Control 0000000000000 /000Enabled O Disabled
Authentication Method oooo
DHCP Server 000 DHCPOOOODOODOO Enabled(D0) O Disabled(O
0)yooooo
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SHOW PORTAUTH

DHCP Server Lease Time OO0 DHCPOOOOOOOOODOOOOO

Number of Total Supplicants Supplicant 0 0 0 O

Number of DynamicVlan per USER 000000 VLANOOOOOOOOOOODODOOOOOO
MAC Based Auth User-ID Format MACOOOOOOOOOOOOOOOOOOOOOO0O0nO
Calling /Called-Station-ID Format Calling /Called-Station-ID 0000000

0 15: CONFIGO OO

Port ooooo

AuthMode 00000000802.1x0802.1X 0 O MMACBASED(MACO OO OO)OOO
0 WEBBASEDUO Web 0 0O O

Port Role 00000000000000000000000MmM™ AuthenticatorCSupplicant
None OO O OO

VLAN Oo0ooooooooo VLANID

PortStatus 0000000 Unauthorized (00 0) 00 OO Authorized(D O O O )0 Multi-
Supplicant 0 0 0 000 Supplicant 00 0000

Status gooobmooooooboooooboogoobobbobbobooog

000000000000 Authenticator 0 0 0 00 0O 0O O InitializeO O O
0 M Connecting{] O O O [0 Authenticatingl] O 0 O (0 Authenticatedd 0O 0O O
0 M Abortingd 0 00 00O M HeldO 00 0 M Force_ AuthitD 00000000
00 @M Force_UnauthilD 0000000000000 00OSupplicant00 00
0 00 0Acquiredd 0 O O I Connecting 0 O O (D Authenticatingd 0O 0 O [T
Authenticatedd 0 0 0 0 [ HeldO O O O [1J LOgOffl] gooooooooo

Additional Info Authenticator O 0 O O O Authenticated 0 O O O O O O Supplicant 0 MAC O
gooooooo

0 16: STATUS O OO

g
sj0000ooboooobooooboboooobn

SHOW PORTAUTH CONFIG

sj0000ooboooobooooboboooobn

SHOW PORTAUTH STATUS

goooog

DISABLE PORTAUTHO 28 0 O OO
ENABLE PORTAUTHO 31 00O OO
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SHOW PORTAUTH

SET PORTAUTH AUTHMETHODO 34 000 O

SET PORTAUTH PORTO 3800 0O

SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
SHOW PORTAUTH PORT SUPPLICANTO 600 0 OO
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54

SHOW PORTAUTH PORT AUTHENTICATOR

SHOW PORTAUTH PORT AUTHENTICATOR

goooobooooo

SHOW PORTAUTH [={8021X|MACBASED|WEBBASED}] PORT={port-1ist|ALL}
[AUTHENTICATOR] [{CONFIG|STATUS}]

port-list: 1000000000100 00000O0O00000OO0OO0OOOO0OO

0

gobooobogoboobobooboobbobboon
goooog

PORTAUTH 8021X(802.1X O 0 )0 MACBASED(MAC 00 00 0) 0 WEBBASED(Web 0 0) 0 0 O
gooooooooouooooooo

PORT 00000000 OO0OO0OO0OO0DOOOODO ALLOALLOOOOO0ODOOOODOOOODOOOO0ODODOOO
gooa

AUTHENTICATOR 802.1XODOOMACOODODOOWebOOOOOOOOOODO

CONFIG 00O000000OO0O0obooooooon

STATUS 0O0O000OO00O0O0O0O0DOODOOOOO

gooooogon

Manager > show portauth port=5-7

Port Number 5

Auth Mode MACBASED
Log Type [8021x] None

Log Type [Mac] All

Log Type [Web] None
Port Control Auto
Supplicant Mode Multi
eapolVersion [8021x] 1

Quiet Period 60

Tx Period [8021x] 30
Reauth Enabled Enabled
Reauth Period 3600
Supplicant Timeout [8021x] 30
Server Timeout [Web] [8021x] 30

Max Requests [8021x] 2
Piggyback Mode [8021x] Disabled
CentreCOM GS90OM V2O OO0 DOODOOOOODOO 2.8.2 oooono
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vlanAssignment
secureVlan

guestVlan

Port Number

Auth Mode

Log Type [8021x]
Log Type [Mac]
Log Type [Web]
Port Control

Supplicant Mode

eapolVersion [8021x]
Quiet Period

Tx Period [8021x]
Reauth Enabled

Reauth Period

Supplicant Timeout [8021x]
Server Timeout [Web] [8021x]
Max Requests [8021x]
Piggyback Mode [8021x]
vlanAssignment

secureVlan

guestVlan

Port Number

Auth Mode

Log Type [8021x]
Log Type [Mac]
Log Type [Web]
Port Control

Supplicant Mode

eapolVersion [8021x]

Quiet Period
Tx Period [Web] [8021x]
Reauth Enabled

Attached Supplicant(s)

SHOW PORTAUTH PORT AUTHENTICATOR

Enabled
On

None

6

MACBASED
Success, Logoff
Logoff

Logoff

Success,
Success,
Auto
Multi

1

60

30
Enabled
3600

30

30

2
Disabled
Enabled
Oon

None

7

WEBBASED

All

All

All

Auto

Multi

1

60

30

Enabled
00-00-11-11-11-11
00-00-22-22-22-22

VID PortStatus
MAC Address

Status
IP Address

4 MACBASE
4 MACBASE
4 MACBASE
5 MACBASE
5 MACBASE
goooo

Auth

Auth

Auth

10 Unauthorized
00:00:F4:97:66:1A
1000 Authorized
00:90:99:18:29:36
1000 Authorized
00:EQ0:4C:C7:7D:99
1000 Authorized
00:00:F4:27:2C:70
1000 Authorized

Held
255.255.255.255
Authenticated
255.255.255.255
Authenticated
255.255.255.255
Authenticated
255.255.255.255
Authenticated

ReAuth Timer Tag
User Name

65535 n
00-00-F4-97-66-1A
3600 n
00-90-99-18-29-36
3600 n
00-E0-4C-C7-7D-99
100 n
00-00-F4-27-2C-70
3600 n

CentreCOM GS90OM V2O 0O U0 ODODOOD0OOOOOO 2.3.2
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SHOW PORTAUTH PORT AUTHENTICATOR

00:09:41:86:FA:45

255.255.255.255

Manager > show portauth port=4-7 authenticator status

00-09-41-86-FA-45

5 MACBASE Auth 1000 Authorized Authenticated 10 n
00:09:41:24:15:E1 255.255.255.255 00-09-41-A4-15-E1

5 MACBASE Auth 1000 Authorized Authenticated 8 n
00:09:41:A4:59:43 255.255.255.255 00-09-41-A4-59-43

6 8021x Auth 1000 Authorized Authenticated 60000 n
00:03:47:B5:79:89 255.255.255.255 testl

7 WEBBASE Auth 1 Authorized Authenticated - n
00:09:41:24:18:11 255.255.255.255 webauthl

Port AuthMode Role VID PortStatus Status ReAuth Timer Tag
MAC Address IP Address User Name

4 MACBASE Auth 10 Unauthorized Held 65535 n
00:00:F4:97:66:1A 255.255.255.255 00-00-F4-97-66-1A

4 MACBASE Auth 1000 Authorized Authenticated 3600 n
00:90:99:18:29:36 255.255.255.255 00-90-99-18-29-36

4 MACBASE Auth 1000 Authorized Authenticated 3600 n
00:E0:4C:C7:7D:99 255.255.255.255 00-E0-4C-C7-7D-99

5 MACBASE Auth 1000 Authorized Authenticated 100 n
00:00:F4:27:2C:70 255.255.255.255 00-00-F4-27-2C-70

5 MACBASE Auth 1000 Authorized Authenticated 3600 n
00:09:41:86:FA:45 255.255.255.255 00-09-41-86-FA-45

5 MACBASE Auth 1000 Authorized Authenticated 10 n
00:09:41:24:15:E1 255.255.255.255 00-09-41-A4-15-E1

5 MACBASE Auth 1000 Authorized Authenticated 8 n
00:09:41:A4:59:43 255.255.255.255 00-09-41-A4-59-43

6 8021x Auth 1000 Authorized Authenticated 60000 n
00:03:47:B5:79:89 255.255.255.255 testl

7 WEBBASE Auth 1 Authorized Authenticated - n
00:09:41:24:18:11 255.255.255.255 webauthl

Auth Mode 000000802.1x0802.1X 00 M MACBASED(MAC OO OOO)OO

00 WEBBASEDOWeb O OO OODOOO
LogType O00D00000AlDDODDOO00O0000MMSuccessO 0D OOOOOO

ODU00M@MFailureD D0 O00OO0OO0OOOO E[TLOgOﬁ[][]D gooooood
O NoneOOOODODODODOODOODOOODOO

0 Authenticator 00 000000 000 Authenticator 0000000
AUTOO O 000000000 MmMUNAUTHORISEDD O 0O 0O OO 0 AU-
THORISEDO O OO OOOOoOoooon

Single(Single-Supplicant O O O )0 Multi(Multi-Supplicant D 0 0) O O
ggd

Port Control

Supplicant Mode

56 | CentreCOM GS900M V20 000 DOO00OOODOOOO 2.3.2
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SHOW PORTAUTH PORT AUTHENTICATOR

eapolVersion

EAPOLOOOOOOOI0200000010 IEEE 802.1X-2001 0000
0020 IEEE 802.1X-2004 0000 O

Quiet Period

0 Authenticator 0 O O O Supplicant 0 0 0 0 00 O 0O O O Supplicant O
goooooooooooo

Tx Period

0 Authenticator 0 O O O Supplicant 0 EAPOLO 0000000000
gooo

Reauth Enabled

0 Authenticator 00 0 O Supplicant 00 0000000000000 En-
abled0 DD DOODOODODODO DisabledD DO ODOODODODOODODOODO
O

Reauth Period

0 Authenticator 00 O O Supplicant 000000000

Supplicant Timeout

0 Authenticator O O O OSupplicant 0 EAP-Request O 0 0 O O O OSup-
plicantDDDDDDDDDDDDD

Server Timeout

0 Authenticator 0 O O ORADIUSO 0O 0O OO Access-Request 0 0 0 0 O
OORADIUSOOOOODDOODDOODOOOOOOQO

Max Requests

0 Authenticator 0 0 O O Supplicant 0 O O 0 EAPOL-Request 0 0 0O O
goooooo

Piggyback Mode 0 Authenticator 0 0 O O Piggy back 000000 /000

VlanAssignment O00o0oo0 VLANOODOOOOODODOODODOOOO 8021Q00 VLAND O
D000 enabled0 00000 VLANOOOOOO disabled

vlanAssignmenttype 000000 VLANODDODOUOOOODUOODODOOODOOODDOOPORTO
USEROOOOO

secureVlan 000000 VLANODOODO20000000000 Supplicant00O
VLANOOODODOOoOoooo SupplicantDDDDDDDDDDDDDD
goooooooo

guestVlan 000 VLANOOOOD VLAN 00 VLAN ID

Attached Supplicant(s)

Supplicant MACOODODOOO

goooo

0 17: CONFIGO OO

CentreCOM GS90OM V20O 000 O0O0O0OOO0OOO 2.3.2
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SHOW PORTAUTH PORT AUTHENTICATOR

Port ooooo

AuthMode 00000000802.1x0802.1X 0 O MMACBASED(MACO OO OO)OOO
0 WEBBASEDOWeb OO OO0 O OO

Role 000000000000 AuthOSuppONONED O OODOOOO0OO0OO0OOOOO
go

VID 00000oouooog VLANID

PortStatus 0000000 Unauthorized (00 0) 00O OO Authorized(D O O O )0 Multi-
Supplicant 0 000 00 Supplicant 0 000 00000000000000

Status gooobmooooooboooooboogoobobbobbobooog

000000000000 Authenticator 0 0 0 0 0 0O 0 O InitializeO O O
0 M Connecting] O O O [ Authenticatingl] O 0 O (I Authenticatedd 0O 0 O
0 M Abortingd 0 00 00 M HeldO 000 M Force_ AuthtD 00000000
00 @M Force_UnauthilD D0 0000000000000 OSupplicant00 00
0 00 0Acquiredd 0 O O I Connecting 0 O O (D Authenticatingd 0O 0 O [T
Authenticatedd 0 0 0 0 [ HeldO O O O [1J LOgOffl] gooooooooo

ReAuth Timer

00000000000000000000O Status O Authenticated 0O 0O O
00O00000ReauthEnabled 00 OO0 0OO0O0”-"(0000)000

Tag

gobooboooobooon

MAC Address

Authenticator 0 0 O O O Authenticated O 0 O O O O O Supplicant 0 Mac O
gooood

IP Address

Supplicant 0 IP 000000000 Authenticator O Supplicant 00 0 O O
0oo0ooooOo IPO0000OOOODO0O0O0O00O0UOODOODO802.1X0O0O
goooooooood

User Name

O000oU0o0oooooo 2000

g

0 18: STATUSO OO

00 10000000000D0O00O0DOO0O0OOO

SHOW PORTAUTH PORT=1 AUTHENTICATOR CONFIG

00 10000000000D0O00O0DOO0O0OOO

SHOW PORTAUTH PORT=1 AUTHENTICATOR STATUS

goooognd

Ggulooooooooo
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goooog

DISABLE PORTAUTHO 28 0 O OO

ENABLE PORTAUTHO 31 0000

SET PORTAUTH AUTHMETHODO 34 000 O

SET PORTAUTH PORTO 3800 0O

SHOW PORTAUTHO 4900 00O

SHOW PORTAUTH PORT SUPPLICANTO 600 0 OO

SHOW PORTAUTH PORT AUTHENTICATOR

goooo CentreCOM GS90OM V2O 0O U0 ODODOOD0OOOOOO 2.3.2
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SHOW PORTAUTH PORT SUPPLICANT

SHOW PORTAUTH PORT SUPPLICANT

goooobooooo

SHOW PORTAUTH[=8021X] PORT={port-list|ALL} SUPPLICANT [{CONFIG|STATUS}]

port-list: 1000000000100 000000O00000OO0OO0OOOOOO

0

gobooobogoboobobooboobbobboon

goooog

PORTAUTH 8021X(802.1X 0 0)

PORT 0000000000 OOO0OU0O0O00 ALLOALLOOOOOOOO0OO0ODOOOOODOODOOOO
gooo

CONFIG 000O0OO0OoOoooooooooooo
STATUS 00000000 OOOOOOOOOO

gooooggon

Manager > show portauth port=1 supplicant config

Port Number 1
Auth Period 30
Held Period 60
Max Start 3
Start Period 30

User Name

User Password

Manager > show portauth port=5 supplicant status

Port PortRole VLAN PortStatus Status Additional Info

5 Supp @ —---- —m----——----— ——--—— mom—— oo

Port Number ooooo

Auth Period Authenticator O EAP-Response 0 0 0000 OO OO0 Authenticator O O O

goboooboogon
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SHOW PORTAUTH PORT SUPPLICANT

Held Period

000000 Authenticator 000D 00000000000

Max Start

EAPOL-Start 00000000000 OSupplicant O 0O O O O EAPOL-Start O
0000 MAXSTARTOOOOUOOUOUOOUOOoDOoODOoOoooooooooooo
goog

Start Period

Authenticator 0 EAPOL-Start 0 000 00000000000

User Name

goobogo

User Password ooooo
0 19: CONFIGO OO
Port ooooo
PortRole goooooooboobooboooobobooooooo
VLAN Supplicant 0000000000
PortStatus Supplicant 0000000000
Status goootoomobooooooooooooooobooobobooooooon

0000000000000 0 M Acquiredd OO O (I Connectingd O 0O O
AuthenticatingDl O O O [0 Authenticatedd O 0 O O O HeldO 0O O O [0 Logoff
goooooooood

Additional Info

Authenticator O O O O O Authenticated 0 O U O O O O Supplicant 0 MAC O
00000000 OMulti-Supplicant 000000000 Supplicant 0 MAC
goooooo

g

0 20: STATUSO OO

00 10000000000D0O00O0DOO0O0OOO

SHOW PORTAUTH PORT=1 SUPPLICANT CONFIG

00 200000000000000000C00

SHOW PORTAUTH PORT=2 SUPPLICANT STATUS

goooognd

Ggulooooooooo

goooog

ADD PORTAUTH PORT SUPPLICANTMACO 250000
DELETE PORTAUTH PORT SUPPLICANTMACO27 0000

goooo
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SHOW PORTAUTH PORT SUPPLICANT

DISABLE PORTAUTHO 28 0 O OO

ENABLE PORTAUTHO 31 0000

SET PORTAUTH AUTHMETHODO 34 000 O

SET PORTAUTH PORTO 3800 0O

SHOW PORTAUTHO 490000

SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
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SHOW WEBAUTHSERVER

SHOW WEBAUTHSERVER

goooobooooo

SHOW WEBAUTHSERVER

g

WebOOOOOOOOOODOOOO

gooooogon

Manager > show webauthserver

Web Authentication Server Module Configuration:

Status : Enabled

TCP port 8080

RedirectURL :

Messagel : Allied-Telesis

Message?2 : User Login

Message3

Messaged

Messageb : Copyright (C) Allied Telesis K.K.

Status WebOOOODOOOOODOOODOOEnabledD OO0 O OO Disabled
TCPport WebOOOOOOO TCPOUOOOOODODODOO 8080
RedirectURL WebOOOODOOODOOODODOODOODOODOO URLODOOO 1283yte|]|]

00000 Null
Messagel WebOOOOOOOOOOOOODODODODO Null
MessageZ WebOOOOOOOOOOOOODODODODO Null
Message3 WebOOOOOOOOOOOOODODODODO Null
Message4 WebOOOOOOOOOOOOODODODODO Null
Message5 WebOOOOOOOOOOOOODODODODO Null
0 21:

[n}

sWebDOOOOODDOOODDOOO

SHOW WEBAUTHSERVER

goooo
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SHOW WEBAUTHSERVER

goooog

DISABLE PORTAUTHO 28 0 O OO

SET PORTAUTH AUTHMETHODO 34 000 O

SET PORTAUTH PORTO 3800 0O

SET WEBAUTHSERVERO 47 00 00O

SHOW PORTAUTHO 4900 00O

SHOW PORTAUTH PORT AUTHENTICATORO 5400 0O
SHOW PORTAUTH PORT SUPPLICANTO 60 0 0 OO
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