O OO0 o e e e e e e e 5
OO0 . e e e e e e e e 5
0 5
OO0 . e e e e 6
0 6
0 6
0 7
0000000000 . e e e e e e e e e e e e e s e 7
I 0 L 7
0 0 8
o o = o 8
0 9

I 0 0 10
0 11

OO000O0OOO0 . e e e e e e e e e e e e s s 12
OOOOOO o e e e e e e e e e e 12
0 12

OOOOO o e e e e e e e e 12
0 0 13
0 0 13

OO0000O0O0O00O0 . e e e e e e e e e s e 15
0 15

000000000000 o0 e e e e e e e e e e s s s 17
I 0 L L 17
0 I L 17

I 17
0 I 1 18
0000000000000 00000000/0000000000000 18

OO o e e e e e 20
0 0 20
syslogO OO OO00000 .+« v vttt e e e e e e e e e e e e 20
0000000000 . e e e e e e e e e e e e e s e 21
OOOOO o e e e e e e e e 21

0 0 22
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I 0 L L 22

OOOOO o e e e e e e e e 23
I 1 23
SsyslogO OO OO0 &+ . v v e e e e e e e e e e e e 24

OOOOO o e e e e e e e e e e e 25
SNIMP e 26
OO0 . e e e e e e e e 26
OO0 . e e e e 26
SNTP . 29
OO0 . e e e e e e e e 29

8 30
I 0 30
OO0000O0O0O0O0 o e e e e e e e e e e s s e 32
I 0 L L 32
OOOOOO o e e e e e e e e e e 32
Telnet . . . . 32
OO0000O0O0O0O0 o e e e e e e e e e e s s e 34
I I L L 34
OOOOO o e e e e e e e e 35
I 0 35
I 0 L 36
0 0 36

OOOOO o e e e e e e e e 36
I 0 L L 37
HTTP OO OO .t o e o e e e e e e e e e e e 39
OOOOOO o e e e e e e e e e e e 40
0000000000 . e e e e e e e e e e e e e s e 40
RADIUST OO0 . v vt e e e e e e e e e e e e e e e e 40
RADIUSOODOOODOOOOOOOONO . . v e e e e e e e e e e e e e 41
0000000000 0 e e e e e e e e e e s s s 43
0 43
ACTIVATE SCRIPT . . . . . e e 46
ADD ACCESSFILTER . . . . . . e 47
ADD NTPPEER . . . . . . . 49
ADD RADIUSSERVER SERVER . . . . . . . . . 50
ADD SNMP COMMUNITY . . . . . e e 51
CLEAR FLASH TOTALLY . . . . e e e 53
CLS . . 54
COPY . . 55
CREATE CONFIG . . . . . o e e 56
CREATESNMP COMMUNITY . . . . . e e e 57
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DELETE ACCESS FILTERENTRY . . . . . . . e 59

DELETEFILE . . . . . 61
DELETENTPPEER . . . . . . . 62
DELETERADIUSSERVERSERVER . . . . . . . . . .. . e 63
DELETESNMP COMMUNITY . . . . . e 64
DESTROY SNMP COMMUNITY . . . . .. e 66
DISABLE ACCESSFILTER . . . . . . . e 67
DISABLEFTP SERVER . . . . . . . 68
DISABLEHTTP SERVER . . . . . . . . 69
DISABLELOG . . . . . . . 70
DISABLE LOG OUTPUT . . . . . . e e 71
DISABLE NTP . . . . . 72
DISABLE RADIUSACCOUNTING . . . . . . . e 73
DISABLESNMP . . . . . 74
DISABLE SNMP COMMUNITY . . . . e 75
DISABLE TELNET SERVER . . . . . . . . e 76
ENABLE ACCESS FILTER . . . . . . . 77
ENABLE FTPSERVER . . . . . . 78
ENABLEHTTP SERVER . . . . . . . 79
ENABLELOG . . . . . . 80
ENABLE LOG OUTPUT . . . . . . e e e e e e e 81
ENABLENTP . . . 82
ENABLE RADIUSACCOUNTING . . . . . . .. 83
ENABLESNMP . . . . 84
ENABLE SNMP COMMUNITY . . . . .. 85
ENABLE TELNET SERVER . . . . . . . .. 86
FLUSH LOG OUTPUT . . . . . e e e e e e e e 87
HELP . . 88
LOGOFF . . 90
PURGELOG . . . . . e 91
PURGE NTP . . . 93
RESET NTP . . 94
RESTART . . . 95
SET ACCESSFILTER . . . . . e 96
SET ACCESSFILTERENTRY . . . . . . 97
SET ASYN . . 99
SET AUTHENTICATION . . . . . e e 100
SET CONFIG . . . 102
SET CONSOLE . . . . . 104
SETFTP LISTENPORT . . . . . . e 105
SETHTTP LISTENPORT . . . . . . e e e 106
SETLOG OUTPUT . . . . e e e e e e 107
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SETINTP . o 110

SETPASSWORD . . . . . 113
SETRADIUS . . . . 114
SET RADIUSACCOUNTING . . . . . . e 116
SETSNMP COMMUNITY . . . . e 118
SET SNMP LISTENPORT . . . . . . e e 120
SETSYSTEM . . . . 121
SET TELNET . . . . 123
SETTIME . . . 125
SHOW ACCESSFILTER . . . . . . e e 127
SHOW ASYN . . 129
SHOW AUTHENTICATION . . . . . 130
SHOW CONFIG . . . . . . . 132
SHOW CONSOLE . . . . .. . 134
SHOWDEBUG . . ... . . 136
SHOW FILE . . . . 137
SHOW FTP . . 139
SHOW HTTP SERVER . . . . . . e 140
SHOW INTERFACE . . . . . s 141
SHOW LOG . . . . . 144
SHOW LOG COUNTER . . . . . . .. . e 147
SHOW LOG OUTPUT . . . . . . e e 149
SHOW LOG STATUS . . . . . . e e 151
SHOW NTP . . e 153
SHOWRADIUS . . . .. 155
SHOW RADIUSACCOUNTING . ... . ... 157
SHOWSNMP . . . . 159
SHOW SNMP COMMUNITY . . . . 162
SHOWSYSTEM . . . . . o 164
SHOW TELNET . . . . e 167
SHOWTIME . . . . . e e 168
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oooo

oo

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gobooobogoboobobooboobbobboon

oo

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
00000000000 TelnetDOOO0DDOOO0OODOOO

[Tknet0D00D0O00OO0O0DO0OO0O0OOO0DOOOOOODOOOOOOOOOOOOOOIPOODOOOODOODOO
0o0oo0ooooooliPOO0O0DCOOOOOIPO/00D00OO0O0OOODOOOOODOO

000000000 Mmlogin: 0000000000000 000000000000D00000O0O0O00
0000000ooo0oo0o0oooo0ooMEnter 000000 DOOOODODOOODO
OloginnD 000000000 Omanagerd0 M Password:0 0000000000000 O00OOOOOO
O000ooooo0dfriendd 00 M

login: manager
Password: friend0000O000O0O0O*O0000OO00OOO

Manager >

gobooobogobooobooboobbobboobo

Allied Telesis CentreCOM GS916SS Ethernet Switch
Ethernet Switch Software: Version 1.4.1
MAC Address: 00-09-16-00-00-02

Running 3mins 32secs

Manager >

000000 000o0o0oo0ooo0oo0oooo0oo0o0oo0oo0oooo0oooooooooo
ooooooooooooooooooooOoooooobooooooo

[Tknet0 000003000000 000000DOOD0OO0OOODOOOOOOODOOOOODOO

[CTnet0 000000000000 DO0O0O0O0OOOOD 1000000000000 OTelnetOOODOOOO
ooooooooooooooooooo

oooogon

O00000O SETPASSWORD OO D OD113000000O0O0ODOO

Manager > set password

goooo CentreCOM GS900SS OO0 DOODOODOODOODO 1619 |5
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oooao

0ld password: friend 000000000 +*O0000COCOO
New password: openkENDS (O0O0O00O0OO0OO0OO0O*O000000O00O
Confirm : openENDS U0O0OO0OO0O0O0OCO+000000O0OO

Password has been changed.

Manager >

[CO0o00o000o0o0oooooooooooooooo

O000000DU00D0OO0OO0 RESTARTOOOOOS%OOOOOOOOOO

000000 000o0o0oo0ooo0oo0oooo0oo0o0oo0oo0oooo0oooooooooo
omoooooooboooooooobobooo

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gobooboobobooboooboobbobboobooboobbooo

ooboogood

000000000000 UUODUOO SETTIMEDDDOOD1250000000000

000000 000o0o0oo0ooo0oo0oooo0oo0o0oo0oo0oooo0oooooooooo
O0O0OO0OOO0OSETTIMEOOOOO125000000000000000000000ONTPOOOOODOO
O00000000O0ONTPOOOOOODOODOODODOODOOOOODOODOO/ZONTPODOODOOOOOO

gooboo-o-0b@ooboo:b:obobobobbobbooog

s 0000000000000 00O0O0000O0O0O000O 200803030 1500000000

SET DATE=2008-03-03 TIME=15:00:00

m (J00o0oooboooon

SET TIME=15:02:00 J

m (J00o0oooboooon

SET DATE=2008-03-03

s 0000000000000 00 SHOWTIMEOD OOOO188 00000000 0ODOO

oooogon

00000000000000000000000000000000000000000SNMPO Simple
Network Management ProtocolD 00 0000 0000000000000 OD0O0OO0O0O0OO0O0OOOO
goboooobogobooobooboobobobboobooobooboboobbobbobbooo
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oooo

oo

m 000000000000 SETSYSTEMOOOOO121 0000000000

SET SYSTEM NAME=GS916SS .

000000000 o0o0oo0ooo0ooooooooo»»o00oooooo

oooogon

gobooboogoboobboooboobbobbooboon
m 000000000000 SHOWSYSTEMOOOOO1e400000000000OO

m 000000 sSHOWLOGU OO OO o0oooooooooooooooooooooooooo
gooo

ooggoougon

O0000000O00oooooDoooooOoooooOoooovTicoDDDODUooOooooooDooooOd

goobooobooobogoo RN

~ 0oo Ctrl+B 1000000

- 0ooO Ctrl+F 1000000

Delete gooooooooooo

Ctrl+D oo oooooooon

Backspace 00O 0O Ctrl+H gjoooooooooooo

Ctrl+A ooooo

Ctrl+E ooooo

Ctrl+U gooooooo

Ctrl+K ggooooooonoooooboon

Ctrl+C godooooooobooobobbooboboboooouogoo
t OO Ctrl+P gooooooooooo

\ 0oOoOd Ctrl+N gooooooogo

Flooo ? gooooooogoon

Space oo oboobobobobooboobobobobogo
Tab OO O Ctrl+l Space 0000000 DOOODODOODODOODODOOODODOOOODOOO

0 1
oougoobogaon

gobooooobooboooboooboobo

s 1000000000000000000O0000D0O0O0O0SR12000000000000000 10
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oooao

0000000000000 00o0o00ooO000oD00o0000DoD00o0Do000ooOoOADDO SET
oo

s JADDODIPOOOODOOOOO0ODOOO0ODODO0O0OO0OO0DOODOOO00OooDoO0oOoDooDOoOoooon
goboooboogobooobooboobobobbooboooboooboobbobbobboon
goboooboogobooobooboobobobbooboooboooboobbobbobboon
goobooooboogoo

s 0000000000000 00000D00O0000O0O0OSHOW FILEDOODODOD1370000000
goboooboooobooooo

SH FI J

m (j0oggoooooooooboobbobobboboobobobbobooboboobbooobo
O00D0D0@OVLANDOOODODOODUODODDOOOooooooooooooooom
0000000000000 0000000000000000000D00000DO0O0 CREATE CONFIG
000005 00000000000000SETCONFIGIOIDOOI2000000000000000O
goboooboogoobooobooboobobobboobooobooboboobbobbobboon
goooboboo

oougoobgd

gobooooboogooboooboooboobobobbooboobooobooobboobo

Manager > set system name=sales

Operation successful.

Manager > set systemname=sales

Command syntax error.

Manager > set system

Parameter error or Invalid value.

OD00000000000000000000000000 TabO

00000000000000000000TabOOODDOO0O0O0O0O000000O0OO0O0ODO0O0O0OODOOO
goboooboogoboobbooboobbobboo

s 0000000000000000TabOOOO0000O00000000000M TabOODOOOOO
oo

Manager >

ACTIVATE ADD CLEAR CLS COPY CREATE DELETE DESTROY
DISABLE  ENABLE FLUSH HELP LOGOUT PING PURGE RESET
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oooo

RESTART SET SHOW
Manager >

goooooooooobboobboooooooooboobbobbbbbbboboooob UL B
goooboooobooboooooobobooobooom

000000 000o0o0oo0ooo0oo0oooo0oo0o0oo0oo0oooo0oooooooooo
oooooooooo

s J0J0000000ODOO00000D0D0D0oooooSHOWOOOooooDoooooODoOoooooo
O0000000TabOOOOOO0OO0OO0ODO00O00DO0O0O0DD0O0O0O0DO0O0O00O0

[CO00000000000000TabOOOODODODODOOO0OODO0DODODOOOOOODOODOODOOOODOOODOO
00000o0000o0oo0o0o0oO0o0o0oOo0oO0ooo0200000000000000000000
ooooomm

Manager > show

ACCESS ASYN AUTHENTICATION CONFIG
CONSOLE DATE FTP HTTP
IGMPSNOOPING IP LOG NTP
PASSWORD PORTAUTH QO0S RADIUS
RADIUSACCOUNTING SNMP SWITCH SYSTEM
TELNET TIME VLAN

Manager > show

oooogon

0000000 UOD0DUODUOHELPOOODOO8SODODODDODODOODODOO

s J0J000000HELPOODOOO8SOOODDOODODOODODODODODODODOODODOODOOOODOOODOO
gooo

HELP

Manager > help

GS908SS/GS916S8S/GS9248s OO OOOO

This online help is written in Japanese.

ooooooooooooooooboobooo
oboboooooooooooooOoOo0dd "HELP KEYBIND" O "H K"OOOOO

Help Accessfilter gooooooog
Help Configuration ooooooooono
Help FDb gooooooboooooog
Help FIlesystem gooooooo
Help Http HTTPOODOO
Help IP IP
ogoooo CentreCOM GS900SSUU0O0 ODDOUODODODOOOO 1.6.19
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oooao

Help IGmpsnooping IpO0000OOO
Help LOG oo

Help Ntp NTP

Help QOs QoS

Help Portauth goooo

Help Radius googooo
Help SYstem oood

Help SCript goooo

Help SNmp SNMP

Help SWitch googooo
Help LOOpdetection LDF OO

Help STOrmdetection ooogoooono
Help Terminal oooooogooo
Help Vlan ooo00d0d LAN
Help Keybind googooo

m (J0bgoobooboobbobboobobooooboooboobobobbooboo

HELP IP J

gobboooobooooboobobooboobbobbooboobbooobo

m F1000000000000000000O000DO0O0000OVDODODMOODoODOooooDoooOoFr
O000D0000ooO0o00oo00dn0 LANODOOUOODOODUOODOFIDOOoDoDoogooo ™

Manager > V F1

GS908SS/GS916S8S/GS9248s OO OOOO

00odd LaN

Help ADd Vlan port vVIAN OO OOoOood

Help CReate Vlan VLAN OO0

Help DELete Vlan port vVIANOOODOOOOoo

Help DEStroy Vlan VLAN OO0

Help SEt Vlan Mode VIAN OO OOOood

Help SEt Vlan Port VIANOOOOOOoOOoooDooooooooooo
Help SHow Vlan VAN O OOOO

Help SHow Vlan Mode VvIAN OO OOogOood

oooobooooobooooboooa

000000000000 FIO0O0D00O00?2000000000000000000000000O00OOO
OO00MFIOOOO0ODOOOOODOOm

Manager > set time F1

ooooooooooooooooooo

SET [TIME=time] [DATE=date]
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oooo

[time] OO0 (hh:mm:ss0000hh0O0 (0023)0mmO0 (0059)0ss0O0 (0059))
[date] 00 (yyyy-mm-ddO0000yyyyOOOOOmmO0O (1012)0dd00 (1031))

000000000000 000Unknown helpcommand. 0000000000 000000000

Manager > show £f?

Unknown help command.

Manager > show ft?

rrpO00000C00O00000O0OCOO

SHOW FTP

ooboogood

0000000000000l 00000000 200000000000000000000 22000

000000 2l00000000000000000000D0ODOOO0O000DO0OODOOOO0OOOO0OOn
goooooo

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

goboooboobooobbooboo

Space dol00oo0ooooood
Enter dol000ooooo
c 0000000000 0ooooooo0OdPINGOOODOOSHOW LOGOO
O00OSHOW SWITCH FDBO O OOOOCtrI+CO 000000000000
goo
q oo uoouoouoo
02

goboobooobooobooboobbon
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gooooooo

goooogod

0000 20000000000000000O0O0O0O0O00O0O0

gooogd

0000000000000 O0ODUULDUOODUD 2000000000000 O00DOO0O0DOOOOOOO
oo
goboooobogobooobooboobobobboobooobooboboobbobbobboon
gobbooopoooooobooobooboobbooboobooo
goboooobogobooobooboobobobboobooobooboboobbobbobboon
goboooobogobooobooboobobobboobooobooboboobbobbobboon
gobooopoooobooobo

oooogon

gbobooooobooboboboobobobooboboboobobobobobooboboboo
goooobooobooobooboon

aoooo

goboobooobooobooobo

filename.ext

filename 000000000000000000000000000000 [Joooo1l
0200000000000000000000000-MD0000000 Mo
000 [JO000000[(000000000[D]0000000000000
oooo

ext 000000000000000000000000000000000000
00000000000-00000000 -MO0000 [Jooooooo|q
000000000 []00000000000000000

0 3:
Jodo0oooooooooooon
ooo ogoooooo
cfg goooboobobobobobDoobobobobooobogoscpoonon
00000000000000000000000000000000 cfgnoO
ogooa
CentreCOM GS900SS O OO0 DODOoOoOoOoOooonO 1.6.19 ogoooo
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gooooooo

scp O00000000000cfg0 0000000000000 000O000000
oooboboboooooooboobuobobobooog sepongong
pkg 0oo0oooooooao
O 4.

[CO000000000o0o0oo0ooo0o0o0oooo0ooo0oo0oooo0oo0o0oooooooooo
0000000000000 000000Oom/ZdirA/subdirA/testecfg00 00000000000 OO0OO
oooooooo

goooood

oddooo00ooooooooooooDooUooooDOo*XoDoooO00ooooOoOU0OoDoOoOoOOoODOD
odoooooooo0ooOoOo*™oU0opDoooooO0UooooOooDOoOooooDOoOooOo

m 00000 testO0OO0O0OO0ODOOOOOOOODO

SHOW FILE=test*
m J00000000xtODOoDooooo
SHOW FILE=*.txt

[COoo0o0oo*X;-o000o00o00o0o00o0o0o0o00oo0o00o0oo000ooo0oooooooooooo
ooooooo

[CO00000o00*x00000000o0o0o0o0o0o0o0100000000o0ooooo*test*x0o0
Ooooofoo*cfgdOOOOODOO

m [J0obgoboobobooboboobobooobo

e DELETEFILEO DO DOOOGIODODO
e SHOWFILEOODOOO1370000O

goooood

gobooooooobobooobooboobbooo
s JO0000O0O0O0OOSHOWFILEO OO ODO13700000000000OO

SHOW FILE J

m [J00Og0booboobobbobobooobooboonobo

SHOW FILE=*.scp

s J0J00000000O0O0O0OSHOWFILEDO O OO O13700000000000000000000O0
000000000000 0D0DUOODOSHOWFFILED DD OO13700000O0O0O0ODOOODODODOODODOO
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oooooooo

000000000 .txtO.scpU.cfg0O 000000

SHOW FILE=mitai.cfg

m JJ000000000 DELETEFILEDDOODGLODODOOODOODODOOOOOOOO*IODOO
goboooooooobooboooboobo

DELETE FILE=iranai.cfg
DELETE FILE=*.txt J

[COoo0o0oo*Xo000o00o00oo00o0o0o0o00oo0o00o0oo000ooooooooooooooo
ooooooo

000000 000o00o0o0oo0oo0oooo0ooooooooooooooog

s 000000000000 CcCOPYOOOODOSOODODOOOOOooDOD

COPY current.cfg backup.cfg J
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gooooooooo

Ooooooougoo

gooobooooboboobobobooobobooboboobooboboobobbobOobbUoDbOoo
goooboboboobobooboboobobooboobooboboobobbobobboobOoo

oooogon

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goboooboooobooobooboobbobbooboooboobboobbobbon

s 0000000000000 0000O0O0O0O0O0OCREATECONFIGOOOOOSO000O0O0OO
000000000000 .cfg000.scp0 0000000000000 0O0000mylan.cfg0 00000
gooooboogoobooobooboobobobboobooobooboboobbobbobbooo
goobooooboogn

CREATE CONFIG=mylan.cfg .|

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gooooobogoobooobooboobbobboobooobooobboobbobbobboon
O0000000ooooooo ADDD SETODOODOODOOODOOOOOO0O0O0O0O0DOooDmooooooon
goooooooooo

s 000000000000 0000000000000000000O0OSETCONFIGODOOOO010200
goboooboogobooobooboobobobboobooobooboboobbobbobbooo
gobooooooooogoooboboooboooooobDobobobobobooooU
goooon

SET CONFIG=mylan.cfg J
s J00000000000000000000000O0O0 SHOW CONFIGOOOOD13200000
oooood

SHOW CONFIG o

m 0000000000000 00000O0O0OSHOWCONFIGODOOODO13200000 DYNAMIC
gobboooobooooboobobooboobbobbooboobbooobo

SHOW CONFIG DYNAMIC

s DYNAMICOOOOOOODODODOOODODOODODOoODoOooooooooooooooooooooDoo
0000000000 0OVLANODOODOODODOOOOoOOooooDoooDoo

SHOW CONFIG DYNAMIC=VLAN

m (jJpogoooobobooboooboboboobooboboobobbooboooobobooobo
O00D0D0D0D0DUODODUOODOOOSETCONFIGOOODDOO10200000 NONEOOOOOOOOOO
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SET CONFIG=NONE ./
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goooooooooooo

ogboouguouotd

00 000FTPOFile Transfer ProtocollD Web GUIO OO O OO0OOOOOOOOOOODO

[CErPOO0O000OOO0O0OOOOOOOO1000000000O0

ooooooboooood

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gobooooboooooobooobo

0000000000000 0000o000o0DO000D0DODU0DD0OOUOOFTPODOOOOODO
O0OWebGUIOODODODODODODODODODODOODODODODODODODODO0O0O0O0DO0DOD00000D0D0000O0DO0O0OO
gboboooobooboo

gooooooO0ooOoO0oO00OO0O0OO0OO00O0O0DO PCOOUUODUUODUUDUDUUODOFTPODODDODODODODO
O0000OWebGUIODODDODDODODDODOOODOOO
O00D0O0OFTPODOOO0OO000OOO0O0OOOOO0OOOOOOOOWebGUIOOOOOOODODOOOO
000000000000 MWebGUIO/ZOODODOOO0DDD0OO0OO0ODODO0O0OO

ooudoobgoooogon

FTPO PCOOUODOODODOOU0DDOODO0ODODODOOO0ODOODOUOOODODOUODODODDODOODODDODOODODOOOO
O0000000.pkgO000000000cfg0.scpOtxtODOOOO

oooobbooooboboooobobooooan

0000000000000 000000000 IPO0DOOO0O0OOOOOOOIPO/0 00000000
goboobboo

s FTPOO0OO0O0ODOO0O0D0O0O myfilecfgODOO0OO0OD0192.168.10500000000000000000
Windows O OO O ODOO0OO0OO000O0O000000000000

C:\> FTP 192.168.10.5

Connected to 192.168.10.5.

220 FTP server ready.

User (192.168.10.5: (none)): manager

331 Password required for manager

googo CentreCOM GS900SS O 00D DOODO0DODODOOOO 1.6.19
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goooooOoooooooo

Password:friend OODODOODODOOO A

230 User logged in.

ftp> PUT myfile.cfg

200 PORT command successful.

150 Opening ASCII mode data connection for myfile.cfg.
226 Transfer Complete.

ftp: 573 bytes sent in 0.00Seconds 546000.00Kbytes/sec.
ftp>

[CAPOO00O0DODO0O0O0O0O0O0OOOOO0O0OOPUTOODOOOOO BINARYOOOOOOOOO@firmware
o0oo0oo0oooooOooopPUTOOOOOOOOOOOOOO

ootudoobooooooood

FTPOOOOODOPCOUOUODODODUOODODDOUOOODOODOUOODDODOODODODDODOOODDODOODODOOODO
O0000.cfgD.scpO.txt0O0 D000

0000000000000 00000000/000000o0oooo0od

0000000000000 000000000 IPO0DOOO0O0OOOOOOOIPO/0 00000000
goboobboo

m 0000192.168.105000 FTPOOOODDOODODOOOOO myfilecfgDODOOODODOOODOOOOO
O0WindowsOOODOOOODOOOOOOOOOODOOODODOOO
C:\> FTP 192.168.10.5

Connected to 192.168.10.5.

220 FTP server ready.

CentreCOM GS900SS OO0 DODOOOOODOO 1.6.19 goooog
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ooooooooooooo

User (192.168.10.5: (none)): manager o

331 Password required for manager

Password:friend OD0OOO0OO0OOO A

230 User logged in.

ftp> GET myfile.cfg

200 PORT command successful.

150 Opening ASCII mode data connection for myfile.cfg.

226 Transfer Complete.

ftp: 546 bytes received in 0.03Seconds 17.61Kbytes/sec.

ftp>

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19 19
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oo

gobooooboooooobooobo
odoo0ooo0oooooU0oo0D00ooDoD0oDoRAMODO0ODOODODOODOOODOODODOODOD
O00ooooooosSHOW LOGO O OO0 144000000000000000RAMODO0OO syslog
000000000000000 RAMO syslogO 0000000000000 00DO0OOOOODOOO
gobooooooobooboooboobobobboobooboobbooD

000000 000o0o0oo0ooo0oo0oooo0oo0o0oo0oo0oooo0oooooooooo
O00OO0OOO0OSETTIMEOOOOO125000000000000000000000ONTPOOOOODOO
O000000000O0ONTPOOOOOODOOOOOO

oougoobgd

O000D0D0D0DU0OD0ODUOODOOTEMPORARYD U OODOODODDOOODDOODODOODODOODODOODOO
e JOOOOS3INFOOODDDODOODODDOOD RAMOD 30000000 DOOODOODOODODOOODODO
gobooooboooon
m 000 SHOWLOGOOOODO1M4 000000000000 0DO0OO

SHOW LOG

s RAMOOOOOOOODOOOOFLUSHLOGOUTPUTOOODOO87ODODOOOODODOOOO

FLUSH LOG OUTPUT

s 0000000000000 000000O00000000 PURGELOGOOOOO91O00O0O0OO0O
gooooobogobooobooboobobobboobooobooboboobbobbobboon
OO00OD0DO0OODRAMOOODOOODOODODOOOODOODODOOODOD

PURGE LOG=TEMPORARY .

syslog0 000000000

RAMOODOO0OO0ODOOODDO0O0O0O0O0DD00000D0DD000000000000ORAMO0O 0O Osyslog
0000000000000 DOO0OOODODDOODODODODOD ENABLELOGOUTPUTOOOOO81OOOO
0000000000 0O0OSETLOGOUTPUTOOOO0O10700000 syslogOD O OO0 IPOOOOO
goooon

m syslog0D 0000000000000

ENABLE LOG OUTPUT=SYSLOG .
SET LOG OUTPUT=SYSLOG SERVER=192.168.10.5
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0000000000 000000000000000DISABLELOGOUTPUTOOOOO71000000
ooooo

syslog0 D0 0000000000000 00000DD000000000000000000000
0000000 syslogO 00000000000 0000000O0O0OsyslogOD 0000000000
0000000000000 00syslogd00O0OO00O0O Zete/syslogconf0 000000000000
syslogOD 00 OD0O00OD00D0O000O00OD0O0D0O0O0ODO00OODO0O syslogd(8)d syslog.conf(5)0
syslog(1)Tlogger(l) OO OOOOOOO

ooggoougon

s 0000000000000 000000O000O0OSETLOGOUTPUTOOOOODI0700000O0O
O00000000ooO0syslogOD 0000000000000 D00000D0O00O00D0OO0O0O

SET LOG OUTPUT=SYSLOG SERVER=192.168.10.100 J

m 000000000000 SOIMPORTANTO D ODOOOODODOO

SET LOG OUTPUT=TEMPORARY SEVERITY=>5 .

googn

O0OODO0DODRAMOODODOODOODODODOD SHOWLOGUO OO OO M44pDooooooooo

m (J000o0boooboobon

SHOW LOG

m (J0000booobooboon

SHOW LOG TAIL .

s TALOODOOOODOOOODOODODODODO0DO0O00OD00O000o0ooooooooooooooooon 20
gobooooboogn

SHOW LOG TAIL=50

s J000000000000000000 REVERSEDOOODODODODODODOODODOOOOOOOOO

SHOW LOG REVERSE

m REVERSEO OO OODOOODOOODOOODOOODOODOODOOOOOOOO0O0O0ODO0O0ODODOOO

SHOW LOG REVERSE=20

SETLOGOUTPUTOUOOOOD1070 000000000 DODOO0O0DODOOOOOOODODOOODODOODOOO
gobooooobooobooobo
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oo

s J000000000000000000 20DETAILOOOODOOO0OO0OODOOOOOOODOOODOOO

SET LOG OUTPUT=TEMPORARY SEVERITY=>2 .

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
goooopoooboobbo

goooood

m 000000000 SHOWLOGOUTPUTO OO ODO1490 0000000000

Manager > show log output

Output Type Status Server Port Msg LogLv Facility
TEMPORARY RAM Enabled - - 3000 >3 -
SYSLOG SYSLOG Disabled Not set 514 - >3 DEFAULT

m 0000000000 SHOW LOGSTATUSOOOOO11 00000000000

Manager > show log status

Log System Status

Log Module Status .............. Enabled
Log Message Generation ......... Enabled
Log Message Output ............. Enabled
Syslog Output .................. Disabled
Next Message ID ..........cvvu.. 6
Number of Output Definitions ... 2

oooobooooooo

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gooooboobobbooooooobboboobooobobbobbooobo bbbobbon
go0o0oooooooOooogiPO0DOO00OODOOODODOOODODOODOO™

RN RN
00000 00o0odDbaysO goooooboobobo
00000000000 Timed goboooooooooooo
ooooodLvd googn
O0DD00 DO Messageld goooooo
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oo

OS5 NTPOOOOOOOO

RN RN

000000000 D Date NTPOODOOOODOOOODODO
00000000000 Timed NTPOODOOOODOOOODODO
ooooodLvd googn

00D D00 DO Messageld goooooo

O6:NTPOOOOODOOO

L NTPOOOOOOOOOOOOOONTPOOOOOODOOOOOODOOOODOOOOOOOODOOOO 2005
010100000020050 101000000000000000000

gobboooboooooooboooboobobobbooboobooo

gooog bo RN
7 CRITICAL gobooooobooobobooboo
6 URGENT goboooboooboooboobbobbooboobobooobo

gobooboogn

5 IMPORTANT ggdddooooonoobobooboobooobooo

4 NOTICE gjbodououoooooboboo

3 INFO g ooooboobooboobb

2 DETAIL bbb uooobobobobobobobooobobooboooo
0

1 TRIVIAL Oo0oooooo

0 DEBUG bbb uooobobobobobobobooobobooboooo
ggo

o

oobobooooboboooobobooooad

oo U RN

<gobog SEVERITY=<500000005000 goooobooobooooo
>000d SEVERITY=>60000000 6000 goooobooobooooo
moooooo SEVERITY=I0OODODOOOO 0OOO goooobooobooooo

gobooboogn SEVERITY=70000000 700000 gooooboooboooo
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oo

0 8:

[CO000o000o0ooooo=0000000

syslogOOOOoOQO

00000000 syslogOD 0000000000000 00O0O0syslogOD 000000000000 OO0O

000000 syslogODODODOOOOOO

O00000000000000syslogOD0O00000000000000000000

ooooo syslog 0O O
7 (CRITICAL) LOG_EMERG
6 (URGENT) LOG_ALERT
5 (IMPORTANT) LOG_CRIT
4 (NOTICE) LOG_ERR
3 (INFO) LOG_WARNING
2 (DETAIL) LOG_NOTICE
1 (TRIVIAL) LOG.INFO
0 (DEBUG) LOG_DEBUG
0o
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ooooo

ooood

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
00000000000 0000000000000000000000000000/00000000
gobooooooobooobooobooboboobboobooboon
0000000000000 0.scpO.cfg00 0000000000000 0O0O0O0DO0O00O0O0O0O
0000000000000 0.cfg0000000000000000O00.scpO00D0O00O00ODODOO0O
goboobooobooobooboobbon

s 0000000000000 DODOOO00ODOOoO0oDoOgon
e COPYDUDUOUSBOODODDOODODODODDOODDODODDODODDODODODODDDO
COPY systembak.cfg system.cfg J
e FTPOPUTODODOOOOO FTPOODODOOOODODOOOODOOOODODODOOOODOOOO

oo

[CO0o0000000o00o0o0o FTPO0O0COOOOOOOOOOOOOOOO FTPOOOOOOOOOOO
ooooooooooooooooooooOoooooboobooooooo

s JO00000O0ODOO0ODOODOOoOOoOobOgooObObOoOoOobObObOObOObO0obODbODDWooDbbobbDbbD
oboobooboobooboom

e JUIDODOUOODOD ACTIVATESCRIPTOODUOO460000000000OO
ACTIVATE SCRIPT=gogo.scp

e JODDODDOOOOSETCONFIGODODOODI20000000000O0DODODDODODOOOOOOO
gooogo

m [J00Oo0booboobobboboboooboooboonobo

s 000000000000 0000000O0SHOW FILEOODOOD1370000000000O

SHOW FILE=myscript.scp

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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SNMP

SNMP

0000000000000 00000 SNMPO Simple Network Management ProtocolD 000000
I0SNMPV1IOODODOOODO 2c0SNMPv2c0 000000000

g oooooooooooobb

00000000000 00000000000000000000000000WebGUIOOOOOO
O000-0SNMPOOOO00DD0MMOODOOWebGUIO/Z/OOODODOOO0ODODOOOOOOMmM

oo

OO00D0OOSNMPOOOODODOOOUOOOODODODDOOODOODOODODODOODOOOOOIPOOOODO
goooooboobobo

SNMPOODOOODOO viewersUOOoooonoO
SNMPOOOOOODOOOO IPOOODO 192.168.11.5

1. SNMPOOOUOOOODOOOOOOO

ENABLE SNMP J

2. CREATESNMP COMMUNITY O OOOOS7TOOO0OOOOSNMPOOOOOOOOOOODODODO
00000000000000000000viewersDOODODOO0OOO

CREATE SNMP COMMUNITY=viewers ACCESS=READ MANAGER=192.168.11.5 J

00000000000 00o0oo0ooooooooooo

[CO0o00oo0ooo SNMPOOOOOOOOOOOOODOOOOOOOOOOO0OOOOOOOOOO
ooooooooooooooooboooooooooooOooooooooboooooooooOoooon
ooooooooooooooooo

[CO0o00o000oo0oo SNMPOOOOOOODOOODOOODOOOOOOOO0OOOOOOOOOO
O0000000publicCO00O0000000O00D0OO0O0O0DO0OOOprivateD000000O0O0O
oooooooo

3. ENABLESNMP COMMUNITY O OOOO8 0000000000000 OviewersOOOOOO
ugon

ENABLE SNMP COMMUNITY=viewers .

goobooooogoo
ODOODODO0ODOSNMPOOOOOODO1921681150 000000 MIBOODODODODOoDOoooooooooo
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SNMP

s 000000000000 O00O0O0ADD SNMP COMMUNITYDOOOOOS1 00000000000
000000000000 OviewersDOOOOOO0O192.168.10.100000000000

ADD SNMP COMMUNITY=viewers MANAGER=192.168.10.10 J
s J00000000000000000000000OCREATESNMP COMMUNITYOODOOOS5700

000 ACCESSOOUOODDOOOOWRITEDDODDOOUOOODACCESSOOODODODODOODOoOooOooDoO
OO0O0OREADD OO M

CREATE SNMP COMMUNITY=admins ACCESS=WRITE MANAGER=192.168.10.5 J
s JOJ00SNMPOOOOODOODOUOOOUOOO0O0DO0DO0DO0DO0DO0DO0DOODOOODDOODODOODOODODOOODOOO

D000 SNMPOOOODODOOOODDOOOODODDOOOODODOOOODODOOODDDO OPEND open accessO
O00000O0YESOODOO ONOTRUED DD OOODUOUOOoOoooooooo

e IIDODODDODDDODO OPEN=YESOUODOODOOODO OPEN=NOOODOOOO
CREATE SNMP COMMUNITY=viewers ACCESS=READ OPEN=YES .

e JODOOODODDDOOO SETSNMPCOMMUNITYOOODOD1180O00O0OO0O0OOOO

SET SNMP COMMUNITY=viewers OPEN=YES .

s SNMPOOOUODOOOOOOOSHOW SNMPO OO DOO159 000 M SHOW SNMP COMMUNITY
ooooole20000000000

SHOW SNMP J
SHOW SNMP COMMUNITY=viewers

s 0000000000000 00000000O0O0SHOW INTERFACEQD DD DOOD141 0000000
gon

SHOW INTERFACE .

m 0000000000sysNameO OO OOOOOOSETSYSTEMOOOOO12100000 NAMEO
goooooboobobo

SET SYSTEM NAME=GS908SS .

m J00000000sysLocationD00 D OO00OOOOSETSYSTEM OO DO0O0O12100000 LOCATION
goboobooobooon

SET SYSTEM LOCATION="8F, TTC Bldg" .

m 0000000000sysContact00D 00 0OO0OOOSETSYSTEMODOOOD121 00000 CONTACT
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ooooooooooooog

SET SYSTEM CONTACT="Taro (Ex 2602)" J
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SNTP

SNTP

SNTPO Simple Network Time Protocol0 0 0D 000000000000 SNTPOOOOOOOOOO
g oooobuoboboboboobobobobboboobogo

oo oboobbobbobbobobbbobddidoDoDLD oL oo
ODO00O000O0O00SETTIMEODOOOO1250000000000000000000000OSNTP OO
0000000000 00000SNTPOOODOOOOOODOOO

oo

SNTPOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOODOOODOOUODUODUDDOO
ooooliPoOO0OO0ODOOODODODOOOOOOOO

SNTPOOOOO IPODDOOO 192.168.10.5
ooooooouTCcooooooooo JSTO +9:00:000

1. SNTPODOOODOODOOODOOO

ENABLE NTP J

2. SNTPOOOOOD IPOODO0O00O0O0O0O0OODODODODOODlI000O0O0O0O0ODOOOO

ADD NTP PEER=192.168.10.5 J

3. 0000DOoOoouUTCOOODOOODODODODOOO0ODOO0OOSNTPOOODOOOOOOOO UTCOOO
O000000ooooooOo0oDoOO00000o0o00000oooISTOO UTCOO900DoOoO
goboooboobooobobooboo

SET NTP UTCOFFSET=+9:00:00 o
gobooobooboboooboooboobooobooboobbobboo
SET NTP UTCOFFSET=JST

4, O00ODO0OSNTPOOODOOODDOOODOODODOOODOO

RESET NTP J

goobooooogoo
0000000000 SNTPOOOOODODOODOODODDDODOODODODODOODODODODODODODOODODODODOODO
ODO0OOSNTPOOOOOODODOODODOOOOODO 2400000

m 00000 SHOWTIMEOOOOO1e8 00000000000

Manager > show time

System time is 2008-03-03 Monday at 07:20:04
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m SNTPOOOODOOOO SHOWNTPOOODOO1300OO0OO0OO0OOOOO

SNTP

Manager > show ntp

Status

Host Address
UTC Offset
Last Updated
Last Delta

Configured Peer
NTP Server Listen Port

Counters

Packets Sent

Packets Received
Packets w/head error
Packets w/data error

: Enabled

: 192.168.1.5

: +09:00:00 (JST)

: 2008-03-03 at 11:23:16
: 0

: 192.168.1.1
0 123

: 0000000001
: 0000000001
: 0000000000
: 0000000000

oooobooooooooad

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time

CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NzZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

30 | CentreCOM GS900SSOO0O0 ODDOODOODOOOOO 1.6.19
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SNTP

TAIWAN +8:00 Taiwan

uTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

012000000000
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ooooooooo

ogoogoud

O0000O0TelnetO0ODODOOO0ODDOO0OOODOO

ooooooboooood

goboooboooobooobooboobbobbooboooboobboobbobbon

oo 0

o000 9,600bps

ogooooo 8

oooo oo

ogooooon 1

ogoooo oo

gooooooo VT100

BackSpace DO OO0 0O Ctrl+H

ogooooon OO0 Jso SJso
0 13:

[Windows NT4000000000000000000000O00O0D0O0OO000OODDOOO0OOOODOOO
O0000o000oo0ooO0oooOOoANSIDOOoOoOOooooooo

gooogd

go000o0oooOooOoOoOoOOoDOD3O0ODODDOODODODDOODDOODOSOD0O0O0O0ODODOODODOODOO
O000O00TelnetDOOOODOD0ODDO0O0O0OODOD0ODOMMSETCONSOLEODDDOOODW4 00000000
goboooboobooobbooboo

m 150000000000000000000D0O0000O00OD0O0ODOODO

SET CONSOLE TIMEOUT=900

m JOggogoooooooooobooboboobbooooobbbooooobbbooooobLbDbOoo
oo

SET CONSOLE TIMEOUT=0

Telnet

0000 Telnet0OODOOO0DDO0O00D00000O0O0O0OO0D0O0OO0OOOOO 1040000000000
004000000000000000000000D0O0O0O0OOUOOOODODOOOOOOO 2300000
goooon

0000 Telnet0 OO OO0O0D00DO0000000000OD IPOOOOODDOOOODODOOOOODDOOOO
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ooooooooo

gooooooooiPOOOOODOOn
Telnet 0D OO0O0O0O00O0OO0O0O0ODOOO0OO0DOOOODOOOO

oo 0

gooooooo VT100

BackSpace DO OO0 0O Ctrl+H

ogooooon 000 Jso SJIso
0 14:

Telnet 00O O0O0O0D0O0OO0OO0O0O0OOOOOOOSETTELNETOOOOO12300000000000

m Telnet0 000000000000 200000000000 1200000000

SET TELNET LIMIT=2 LISTENPORT=120 .

[CTnet0 000000000000 DO0O0O0O0OOOOD 1000000000000 OTelnetOOODOOOO
oooooo

[Tknet0 000003000000 000000DOOD0OO0OOODOOOOOOODOOOOODOO

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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ooooooooo

oooooogn

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
gooooobogoobooobooboobbobboobooobooobboobbobbobboon
oo

00000000000 OoICMPO TELNETO FTPOHTTPOSNMPO O IPOODOO0OOOOODOOODOO
goboooobogobooobooboobobobboobooobooboboobbobbobboon
O00o0o0oOobk120000000000
0000000000000000000000000000000000000WebGUIDOOOODOO
000-00000000000000000000000WebGUIOD/OODDOOOD0O0O00D0O0O0O0OM

oougoobdgooboogd

00000000000 0000000000000000000 IPOODODODODODODOOOOOIIPO/
goboobooobooobooobo

m J00000192168.101000000000000000000O192.168.1010 00000000000
gobooboooboooon

WAN
(Internet, etc...)

OobDOoA
O0O00D0ooooo 4m2m&m1
00000 AQd
oooooooooon

ggdl ooos gdogi4
192.168.10.100

1. ENABLEACCESSFILTERO OO OO77000000000000000O0O0O0OOOOOODOO
gobooboooboooboooboobboobooboobbobboon

ENABLE ACCESS FILTER=GLOBAL .

2. ODOOSETACCESSFILTEROODDOOSOOO0OO0OODOOOOOOOOOO0ODOOOO0OOOO
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goooooooo

gboboooboooobooooo

SET ACCESS FILTER=GLOBAL DEFAULT=DISCARD .

3. 00000000000 OADDACCESSFILTEROD OO OOD470000000000000D00O0O0O
goIPOCOOODO1192168.101000 000000000 OOOOO0OOOOODOOOOODODODOO
ODOODOMASKOOODOODOOOO IPOOOOOUODODDOOUODOOODODOOODDOODODOOOOOO
o0 lPOOD0OODODOODOOOOOOOODOODOOOOOODOOOIPODOOODOODOO
IPADDRESSO O 0O0OO0OODOODOOODOOOOOOOOM

ADD ACCESS FILTER=GLOBAL IPADDRESS=192.168.10.100
MASK=255.255.255.255 ACTION=PASS PORT=8 .

gooboooobooboo

[CNoo00o0o00o00o0o0o0ooo0oooooooooo
m J000000000000DELETEACCESSFILTERENTRY OO O OO 0000000000
DELETE ACCESS FILTER=TELNET ENTRY=1 J

[CO00000000SHOW ACCESSFILTEROOOOO12700000000000000000O00OO

m 0000000000000 0OD0O0OSET ACCESSFILTERENTRYODODOOO97000000DO0OOO

SET ACCESS FILTER=TELNET ENTRY=1 IPADDRESS=192.168.1.2
MASK=255.255.255.255 ACTION=PASS PORT=1-7 J

[CO00000000SHOW ACCESSFILTEROOOOO127000000000000000000O00OO

s 0000000000000 0O0O00000ODISABLEACCESSFILTEROODODOO670000000O
ugon

DISABLE ACCESS FILTER=ALL

googn

gooooooUoD 2030000000000 DO0ODDOODODOODOOO

oooobooooooooad

s J00000000000000000000O0O0O0SNMPOFTPO TELNETOHTTPOICMPOOOOO
goooooboobobo

SET ACCESS FILTER=ALL DEFAULT=DISCARD .
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ooooooooo

[CFILTEROOOOOO GLOBALOODOOUOOOUDODODUDODODOOOALLOOOOOOOOSNMPOFTPO
TELNETOHTTPOICMPOGLOBAL OO OOOOOOOOOOOOOO

s 0000000000000 0OICMPOPINGOOODOOOOODOODO

SET ACCESS FILTER=ICMP DEFAULT=PASS .

goooooood

s J00000000010IPOOOOO192.168.10.1000000 ICMPOPINGODOODODODDOOOOOO
uon

ADD ACCESS FILTER=ICMP IPADDRESS=192.168.10.100 MASK=255.255.255.255
ACTION=PASS PORT=1

m 00040000IPODODOODO19216830.n000 ICMPOPINGOODODOOODODODOOOOO

ADD ACCESS FILTER=ICMP IPADDRESS=192.168.30.0 MASK=255.255.255.0
ACTION=DISCARD PORT=4

m J0050000IPO0D0OO19216850.n000000000000000000O

ADD ACCESS FILTER=GLOBAL IPADDRESS=192.168.50.0 MASK=255.255.255.0
ACTION=PASS PORT=5

m 000 60000IPODO0OODL92168.70.n000 FTPO TelnetO DO OO D ODO0OOOO

ADD ACCESS FILTER=FTP IPADDRESS=192.168.70.0 MASK=255.255.255.0
ACTION=PASS PORT=6

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.70.0 MASK=255.255.255.0
ACTION=PASS PORT=6

0000000000000 0000ENABLE ACCESSFILTEROOOOO770000000000000O
oooooooooooooooooooboboo

goooood

m 00000000/000000000

SHOW ACCESS FILTER

m Telnet0 000000000000 0O0O0OOOO

SHOW ACCESS FILTER=TELNET .
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goooooooo

googn

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
ooooooom

m Telnet00 0000000000000 0O0O0DOO0O0O0O0

ENABLE ACCESS FILTER=TELNET J
SET ACCESS FILTER=TELNET DEFAULT=DISCARD .

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.0.0 MASK=255.255.0.0
ACTION=PASS PORT=1

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.1.0 MASK=255.255.255.0
ACTION=DISCARD PORT=1

goooood ggd ggod IPOOOO OO
ODO0O0OOTelnetoDOOODOOOOOOOOOO RN 0.0.0.0 0.0.0.0 DISCARD
1 1 255.255.0.0 192.168.0.0 PASS
2 1 255.255.255.0 192.168.1.0 DISCARD
0 15:
o0ooooooooIPO0OOODO 1921681 100000000
googd

<00000 1>192.168.1.1 AND 255.255.0.0 -> 192.168.0.0 0 OO O

<00000 2>192.168.1.1 AND 255.255.255.0 -> 192.168.1.0 0 0 0 O

00000000 l1lo0oo0oooo 20200000000
O0000oooOoOoODO000000000000000 20240000 000000 016000000
oo000oooouo 200000000000

00000000 TelnetOODODODODOOOOO

0192.168.x.x00192168.1x 00000000

goobooooooooo

goobooooooooo

o0o00o0o0D32-00 100000000000

oooobooooooo

gobooobooooooooo

1. 0000D00TelnetOSNMPOOOOOODO0OO0OOODOOOOO
011l.000000000000d
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0 12. PORT=ALLOOOOOO
013.00000000000000o
2. 00ooooooooo

gobooopooooboooobo

E5S5
|z B h—Iz#
&7

YES

SET ACCESS FILTERIZ L& T Z4 )L -MENE

ooooooooo

s

FN—=TZEZREShTLET LD ENE
YES

SHMPASEESNTE
&7

hHEEER

P YES

THHETES
L5

@
YES PASE?
-

PAHEEZHL
&t

eMPAURE SR
&7

YES

GLOBALIZPASS 7 TES

N

DISCARD

A
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PASS




HTTPOOOO

HTTPODODO

O0000OWebDDOODODODODDODODODOODODODODOODODOOOO0OODOO0OO0ODDOOOGUIDODDOOOODOO
goboooboobooobbooboo

[ QuUIDOOoOoooooodHTTPOOOOOOODOOODOOOOOOOO
[CHTTPOOOOOOOGUIOOOOOODOOO0O0OOO0O0000O0O0000o0oo0oooooooooooo

m HTTPOOOOOOOODOOOO

ENABLE HTTP SERVER

s HTTPOOOOODOOODOOOODOGUIOODDOODODOOOODOOOODODODODOOODOODOOOO

DISABLE HTTP SERVER .

m HTTPOOOOOOOO SHOWHTTPSERVERO DO DD M4000000000O00O0OO

SHOW HTTP SERVER
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40

oooooao

oot

0000000000000 000000o00b0D0000U0b0U0U0DnUOUDRADIUSORemote
Authentication Dial In User ServiceD O O OO QOOQ0OO0O0OoO0OOoOoOO

ooggoougon

gooooobuooobboobobobooobb bbb ooobobooobboobbooooobo
goooooogooobooboobooboobobooboboboobooboobonobo
RADIUSO D OO0O0ODOOODODOODOORADIUSOOO0ODOOOOOOOOODOOOOO RADIUSODO
0000 Access-Reject DD D DOD0D0O0OODO0DODOOOORADIUSOOODO OO OAccess-Acceptd 00
ggbddooouoouoooooo

RADIUS OO OO

RADIUSOODOO00ODOO0OODOOODO0ODODODOOOOO0O0OOODODOO00DO0DODOoO0ooooooDooooDooon
goobooooogoo

m RADIUSOOOOOOO0OOODODOOADDRADIUSSERVERSERVERO DO OOS0000O0O0OOOO0O
RADIUSOODOOO IPOOODODODOODOOODOOOOOODOOODOO

ADD RADIUSSERVER SERVER=192.168.10.10 ORDER=1 SECRET=Valid8Me ./

s 000000000000 0OO0OOOUUDPOODUOODOOOOOODDOODODOODODODODODODODOO UDP
0000000 oODOO0ODODOPORTOOUOUOOOOODODOOO ACCPORTOOOOOODDOODODOOODOOO
OD00D0D0D0D0D0D0DMmMRRC28650 00000000 18120 0RFC2866 00000 DO0OOODOOODODO

181300 0000000000000 0000000D0D0O0D0O0O0ORADIUSOOOOONOOOOOOOON
goboobooobooooboooo

ADD RADIUSSERVERS SERVER=192.168.10.20 ORDER=2 PORT=1645 ACCPORT=1646 .
s RADIUSOOUOO0OOO0O0O0O0O0ODO0000000000000000000000 SETRADIUSODO

000400000 00000000000D0OO0OD00DODOD I00D00O0ODODODOS00000000
o00o0o0ooUooooenD30UOO

SET RADIUS TIMEOUT=10 RETRANSMITCOUNT=5 .

s RADIUSOOOOOOO0O0O0DOO0OODODDELETE RADIUSSERVER SERVERO D OO O630000
goooooo

DELETE RADIUSSERVER SERVER=192.168.10.20

m 0000000 RADIUSODODOOOOOODODOOOOOOSHOW AUTHENTICATIONO OODODO130
goooooooooo

SHOW AUTHENTICATION
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oooooo

[CRADIUSOOO0O0O0O0O0O0O0OO0O00O00O0000O000000000000o0o0oooooooooooo
ooboooooooooobooboooooooomoooooooooooooooooooooooooooo
0000000000000 0000000000000000 Access-Reject0 000000000 DOOOO
O RADIUSOOOOOOOOOODOOOOOOOODOOODOOOOO

s RADIUSOOOO00D0000000000000000000000000000 Service-TypeO OO
goooooo

Service-Type 0 0 O ooooooo

Administrative(6) Manager 0 0 O

NAS Prompt(7) Manager 0 0 O
0 16:

m RADIUSOOOOO00000000000000000000000000000000o0O RADIUS
goooobooooouoooooooo
[Zetc/raddb/clients]

# client secret
192.168.10.10 Valid8Me
[/etc/raddb/users]

alpha Password = "PasswordA"

Framed-IP-Address = 192.168.10.240
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

beta Password = "PasswordB"
Framed-IP-Address = 192.168.10.241
Framed-IP-Netmask = 255.255.255.255
Idle-Timeout = 120

RADIUSOOOO0OO0OOOOOOOOOOO

ODOODODUOORADIUSOODOODOODOOOOUOOO0U00O0OD0ODOODDODDOODOOODODUOORADIUSOODO
0000000000000 00000000O0ORADIUSOODDODODODODOODO0DODODODODOOOOODODO
goooon
O0000000D0D00D0D00RADIUSODODDOOODOODOODOOUODODDOODOOOOOD RADIUS
0000000000000 00000o0o00000ooDoo0000oo0U00D0o0D0o0o0ORADIUSODO
goboooboooobooobooboo

s RADIUSOOOOO0O0O0OO0OO0O0O0O0O0O0O0ODODOOENABLE RADIUSACCOUNTINGOOODOO83
goooooooooo

ENABLE RADIUSACCOUNTING .

m RADIUSOOOODOOOOOO0ODODOO0ODOOOOUDISABLE RADIUSACCOUNTINGOOOOOT73
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oooooo

goooooooooo
DISABLE RADIUSACCOUNTING
m RADIUSOOO0ODO0O0000000000000000000000D0O0OSET RADIUSACCOUNT-

INGOOOOUO16000DDUDUODODODODODODRADIUSOODOOODODOODODOOOOOUDPODOOOOOO
goboooboooobooobooboon

SET RADIUSACCOUNTING SERVERPORT=1814 .

m RADIUSOOOODOOOODOO0ODOO0O000O0000O000000D0SHOW RADIUSACCOUNTING
00oogl7oooo0gooooooo

SHOW RADIUSACCOUNTING
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Doooooooood

ooboogood

gooo
CLS . 54
HELP . . 88
LOGOFF . . 90
RESTART . . . 95
SETPASSWORD . . . . . 113
SET SYSTEM . . . . 121
SETTIME . . 125
SHOW DEBUG . . . . . 136
SHOWSYSTEM . . . . 164
SHOW TIME . . . . . e 168

gooooboboo

CLEAR FLASH TOTALLY . . . . e e e 53
COPY . 55
DELETEFILE . . . . . 61
SHOW FILE . . . . 137

goobooooogoo

CREATE CONFIG . . . . . e e s 56
SET CONFIG . . . 102
SHOW CONFIG . . . . . e e e 132

goboobooobooon

DISABLEFTP SERVER . . . . . . . 68
ENABLEFTPSERVER . . . . . . . 78
SETFTP LISTENPORT . . . . . . e 105
SHOW FTP . . 139
RN
DISABLELOG . . . . . . . 70
DISABLE LOG OUTPUT . . . . . . . e 71
ENABLELOG . . . . . 80
ENABLE LOG OUTPUT . . . . . . e e e e e 81
FLUSH LOG OUTPUT . . . . . e e e e e e 87
PURGELOG . . . . . e 91
SETLOG OUTPUT . . . . e e e e e e e 107
SHOW LOG . . . . 144
SHOW LOG COUNTER . . . . . . e e 147
googo CentreCOM GS900SS U000 ODOOoOOOoUoooO 1.6.19
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SHOW LOG OUTPUT . . . . . . e e 149

SHOW LOG STATUS . . . . e e e e e 151
SNMP
ADD SNMP COMMUNITY . . . .. e 51
CREATE SNMP COMMUNITY . . . . . 57
DELETESNMP COMMUNITY . . . . . . e 64
DESTROY SNMP COMMUNITY . . . . . e 66
DISABLESNMP . . . . 74
DISABLE SNMP COMMUNITY . . . . e 75
ENABLESNMP . . . . 84
ENABLE SNMP COMMUNITY . . . . .. 85
SETSNMP COMMUNITY . . . . e e 118
SET SNMP LISTENPORT . . . . . . 120
SHOW INTERFACE . . . . . . e s 141
SHOWSNMP . . 159
SHOW SNMP COMMUNITY . . . . e 162
SNTP
ADD NTPPEER . . . . . . 49
DELETENTPPEER . . . . . . . 62
DISABLE NTP . . . . . 72
ENABLENTP . . . 82
PURGE NTP . . . . 93
RESET NTP . . 94
SETINTP . o 110
SHOW NTP . . 153

gobooooboogn

DISABLE TELNET SERVER . . . . . . . . e 76
ENABLE TELNET SERVER . . . . . . . .. 86
SET ASYN . . 99
SET CONSOLE . . . . . 104
SET TELNET . . . . o 123
SHOW ASYN . . 129
SHOW CONSOLE . . . . . e 134
SHOW TELNET . . . . e e 167

gobooooboogn

ADD ACCESSFILTER . . . . . 47
DELETE ACCESS FILTERENTRY . . . . . . . e 59
DISABLE ACCESSFILTER . . . . . . . e 67
ENABLE ACCESS FILTER . . . . . . . 77
SET ACCESSFILTER . . . . . e 96
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SET ACCESSFILTERENTRY . . . . . . 97

SHOW ACCESSFILTER . . . . . . e e 127
HTTPOOODO
DISABLEHTTP SERVER . . . . . . . . 69
ENABLEHTTP SERVER . . . . . . . 79
SETHTTP LISTENPORT . . . . . . e e e 106
SHOW HTTP SERVER . . . . . . 140
goooon
ADD RADIUSSERVERSERVER . . . . . . . . . 50
DELETERADIUSSERVERSERVER . . . . . . . . . .. 63
DISABLE RADIUSACCOUNTING . . . . . . . e 73
ENABLE RADIUSACCOUNTING . . . . . . .. 83
SET AUTHENTICATION . . . . . 100
SETRADIUS . . . . 114
SET RADIUSACCOUNTING . . . . . . 116
SHOW AUTHENTICATION . . . . . 130
SHOW RADIUS . . . . 155
SHOW RADIUSACCOUNTING . . . . . . 157
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ACTIVATE SCRIPT

ACTIVATE SCRIPT

goooobooooo

ACTIVATE SCRIPT=filename

filename: 00000000000 .cfgd 0000 .scpd

g

00000000000000000000000000000000000.cfg00000.scpO0O0O00
gbboobogoobooboo=0b00boooobo

goooog

SCRIPT OOOOOOOOOO

gooooogon

Manager > activate script=system.cfg

=> add ip interface=default ipaddress=192.168.1.5 mask=255.255.255.0

Operation successful.

=> enable ntp

Operation successful.

=> add ntp peer=192.168.1.1

Operation successful.

0
msystem.cfg0 00000000

ACTIVATE SCRIPT=system.cfg
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ADD ACCESS FILTER

ADD ACCESS FILTER

goooobooooo

ADD ACCESS FILTER={SNMP|FTP|TELNET|HTTP|ICMP|GLOBAL} IPADDRESS=ipadd
MASK=ipadd ACTION={PASS|DISCARD} PORT={port-list|ALL}

ipadd: IP 0 000 O XXXXXXXXXXXX 0 0 0
port-list: 0000 0000001000000 [[Jo0OO[,]00000000000O0O

0

0000000000000 U0UoUUoUoooooooooob1l20000000
goooog

FILTER 0OOU0OO0O0O0DO0D00DO0O0OO0OO0OOOGLOBALODODODOOOODDOOODOOOOSNMPOFTPO
TELNETOHTTPOICMPOOOOOODOOODOOODOOOOOOOOO

IPADDRESS 0O0O0OO0OO0OO0ODOOOIPODDOOO

MASK 0000000000000 IPODOOOOODOOOOOOOOOOOO

ACTION 00000000000 DOOOO00ODO000O0DO0O0O0OOPASSOOOODISCARDOOO

PORT 00000000 0ODODDOOODOUOD ALLOALLOODODODOOOODOOOOOOOOOODOOO
gooo

gooooogon

Manager > add access filter=telnet ipaddress=192.168.1.2 mask=255.255.255.255 ac-
tion=discard port=all

Operation successful.

g

mTelnet000000IPO0OODO192168.12000000000000000000000000000
gooo

ADD ACCESS FILTER=TELNET IPADDRESS=192.168.1.2 MASK=255.255.255.255
ACTION=DISCARD PORT=ALL

goooog

goooo CentreCOM GS900SS O 000 DOOODODOOOOO 1.6.19 | 47
613-000924 Rev.D



ADD ACCESS FILTER

DELETE ACCESS FILTER ENTRYDO 59000 O
ENABLE ACCESSFILTERO 770 00O

SET ACCESSFILTERO 96 D DO OO

SET ACCESSFILTER ENTRYO 970 00O
SHOW ACCESSFILTERO 127000 0O
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ADD NTP PEER

ADD NTP PEER

goooobooooo

ADD NTP PEER=ipadd

ipadd: IP 0000 O XXXXXXXXXXXX 0 0 0

g

O000D0O0OO0 SNTPOOODOOOD IPODOUOODOOODOOSNTPOODOOD 10000000000
goooog

PEER SNTPOOOODO IPOODODO

gooooogon

Manager > add ntp peer=192.168.1.1

Operation successful.

g
s SNTPOOOOO IPOODOOOODOOO

ADD NTP PEER=192.168.1.1

goooog

DELETENTP PEERO 620000
DISABLENTPO 720000
ENABLE NTPO 820000
PURGENTPO 930000
RESET NTPO 94 0000
SETNTPOU 1100000

SHOW NTPO 1530000
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ADD RADIUSSERVER SERVER

ADD RADIUSSERVER SERVER

goooobooooo

ADD RADIUSSERVER SERVER=ipadd ORDER=1,2 [SECRET=secret] [PORT=port]
[ACCPORT=port]

ipadd: IP 0 000 O XXXXXXXXXXXX 0 0 0
secret: 00000010240 00000000000
port: UDP O OO 00O 10655350

0

0000000000 RADIUSO Remote Authentication Dial InUser Server0 DO O OO0OO0OO
ooooono

SERVER RADIUSOOOOO IPOOOO

ORDER RADIUSOOOOOOOOOO1000O 2

SECRET RADIUSOOOOOOOOOOOOOOOOOO

PORT RADIUSOOODOOOOODUDPOOOOOOOOODDODOO 18120

ACCPORT RADIUSOOOOOOOOOOUOOOOUDPOODOODOODOODDOOD 181300SET
RADIUSACCOUNTING O OO OO SERVERPORTO O ODDOOOODODDOOODOODODOOOO
gooogo

gooooogon

Manager > add radiusserver server=192.168.1.208 order=1 secret=secret

Operation successful.

g
m RADIUSOO000D0192.168.1.2080 0 0000000 Osecretd DO OO0

ADD RADIUSSERVER SERVER=192.168.1.208 ORDER=1 SECRET=SECRET

goooog

DELETE RADIUSSERVER SERVERO 63 0 0 00
SHOW AUTHENTICATIONO 130000 O
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ADD SNMP COMMUNITY

ADD SNMP COMMUNITY

goooobooooo

ADD SNMP COMMUNITY=community [MANAGER=1ipadd]

community: SNMPOOOOOOOO
ipadd: IP 0 000 O XXXXXXXXXXXX 0 0 0

g

SNMPOOOOOODOOODDOOODDOOOOOOOOO
goooog

COMMUNITY SNMPOOOOOOOO
MANAGER SNMPOOOOOOOOOOOOOOODOOOOOOOO 4000

gooooogon

Manager > add snmp community=public manager=192.168.1.1

Operation successful.

g
s SNMPOOOUOOOOOpublicCOO0O0D00000D192168.1.1000000

ADD SNMP COMMUNITY=public MANAGER=192.168.1.1

goooognd

OD0O0DO0DUODODODMANAGEROODODODDOODODODODOOOOODDOODOOOD SNMPOOODODUOODOOOOO
ODO0DODOOSNMPODODOOOODOO OPENDOOODOOO YESOOODODOMANAGEROODODODOODODO
000000000 OooDO SNMPOODOOODOODOOO

goooog

CREATE SNMP COMMUNITYO 570000
DELETE SNMP COMMUNITYO 640000
DESTROY SNMP COMMUNITYO 66 O 0O 00O

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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ADD SNMP COMMUNITY

DISABLE SNMP COMMUNITYO 750000
DISABLE SNMP COMMUNITY TRAP
ENABLE SNMP COMMUNITYO 850000
ENABLE SNMP COMMUNITY TRAP

SET SNMP COMMUNITYD 1180 0 0 O
SHOW SNMP COMMUNITYD 162 0 00 O
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CLEAR FLASH TOTALLY

CLEAR FLASH TOTALLY

goooobooooo

CLEAR FLASH TOTALLY

g

goboooboogoobooooooboobbobbooboobooobobooobo

g
m ] J0000oooooooooon

CLEAR FLASH TOTALLY

goooognd

gobooooboooooobooobo

goooog

CREATE CONFIGO 56 0 00O
SHOW CONFIGDO 1320000
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CLS

CLS

goooobooooo

CLS

g

0000000000000 0D00ooDooo 10000 ooDoOO

gooooogon

Manager > cls

0
s 00000000

CLs
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COPY

COPY

goooobooooo

COPY sourcefilename destinationfilename

sourcefilename: 10 0000000000000 000000020000000000000000000 [[JO00O0O
0000 ([.]J00000([.]J0000000 ([0]J0000000 [)]00000000000000000
destinationfilename: 0 000 000000000000 00000000000000000 2000000000
0000000 (0000000 ([.]J00000([.]J0000000 [(0000000 D]000000000000on
0000

g

gobooooooobooobobooboobbobboobooboooboobbooboobbo

gooooogon

Manager > copy system.cfg system bak.cfg

Operation successful.

g
msystem.cfg0 00000000

COPY system.cfg system.bak.cfg

goooog

DELETEFILED 610D DODO
SHOW FILED 1370000
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CREATE CONFIG

CREATE CONFIG

goooobooooo

CREATE CONFIG=filename

filename: 000 0000000000000 0020000000000000000000 [J0000000([-]00
000[.]0000000 00000000 D]0000000000.cfg00000.scpdD 000000000000

g

goboooboooooboobobooboobbobbooboobooon
goooog

CONFIG 0000000000000 0000D0OO0000D0DDODO000D0DO0DODDOO0DoOoooOD
goboobogn

gooooogon

Manager > create config=sample.cfg

Operation successful.

g
mJ0o0ogooooboboobbobbooonoo

CREATE CONFIG=sample.cfg

goooognd

SETPASSWORD OO OUOODUOOODUOUODUOOUOODODODODO0DO0ODOoDOooooooooooo

goooog

SET CONFIGDO 1020000
SHOW CONFIGO 1320000
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY

goooobooooo

CREATE SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [MANAGER=ipadd]
[OPEN={ON|OFF|YES|NO|TRUE|FALSE}]

community: SNMPO OO 00O000010200000000000000000 [[(Jo0o0o000 [-]Jo0000 /(.
0000000 [(oo0000DDO00000D0000O00D0O0000000000o00oDoo0ooooog
goooooom

ipadd: IP 0 000 O XXXXXXXXXXXX 0 0 0

0

SNMPOOODOOOOODOODOO
goooog

COMMUNITY SNMPUOOODOUOOODOOOO320000000

ACCESS 0000000000000 OREADODODOOOODODOOOOOgetdget-nextd 000000
WRITEOOOOOOOOgetdget-nextOset0 00 000

MANAGER SNMPOOUOOOOOUOOOOOO0OOOOOOOOOODOOOOOOOD 400 MANAGER
O00O0O0OO0DO0OOCREATESNMP COMMUNITYDOODOOOO 100000000000000OO
O0000000ooooooooooooU0ooog ADD SNMPCOMMUNITY O OO OO0
gogo

OPEN SNMPOOOOODOODODOODUODOOODOODODOODODOOOODDODOOONOODDDOOODOOOO
MANAGEROODODODUOOODODODOODOODOOOUOOOODDOOUOOYESOODODODODODODODODOOO SNMP
OD00O0DUODO0DUDODUODOONDOYESOTRUEDO OO OFFONOUFALSEOD OO OOOOGOO

gooooogon

Manager > create snmp community=public

Operation successful.

Manager > create snmp community=private access=write manager=192.168.1.1

Operation successful

g

s SNMPOOOOOOOOpublicCOOOOO
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CREATE SNMP COMMUNITY

CREATE SNMP COMMUNITY=public

000000000 SNMPOOOOOOOOprivatel0000000000000O0O0O 192.168.1.10
gooo

CREATE SNMP COMMUNITY=private ACCESS=WRITE MANAGER=192.168.1.1

goooognd

ODO0O0ODODUODODODMANAGEROODODODDOODDODODOOOOODDOODOOOD SNMPOOODODUOODOOOOO
ODO0DODO0OOSNMPODODOOODOO OPENDOOODOOO YESOOODODOMANAGEROODODODOODODO
00000000 ooDOooOo SNMPOOODDOOODODOOO

goooog

ADD SNMP COMMUNITYO 510000
DELETE SNMP COMMUNITYO 640000
DESTROY SNMP COMMUNITYO 66 O 0O 00O
DISABLE SNMP COMMUNITYO 750000
DISABLE SNMP COMMUNITY TRAP
ENABLE SNMP COMMUNITYO 850000
ENABLE SNMP COMMUNITY TRAP

SET SNMP COMMUNITYO 1180 0 0 O
SHOW SNMP COMMUNITYD 162 0 00 O
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DELETE ACCESS FILTER ENTRY

DELETE ACCESS FILTER ENTRY

goooobooooo

DELETE ACCESS FILTER={SNMP|FTP|TELNET|HTTP|ICMP|GLOBAL} ENTRY=num

num: 0000000

g

gobooboobbooobooobooboobbo

goooog

FILTER OO0O0O00O000O0OO00O0OOOOGLOBALOODODOODOODOOODOOODOOOSNMPOFTPO
TELNETOHTTPOICMPOOOOOODOOODOOODOOOOOOOOO

ENTRY 0000000000 DOOO0O0ODOOOOODODOOSHOW ACCESSFILTEROOOOO FILTER
gboboobooooooboooboobbo

gooooogon

Manager > delete access filter=telnet entry=1

Operation successful.

g
mTelnet00 00000000 100000

DELETE ACCESS FILTER=TELNET ENTRY=1

goooognd

OD0O0DODUODODODUODODODODUOOCREATECONFIGOOODODOODOODODODODDOODODODOODOODO
0000000000000 00000OSHOW ACCESSFILTEROODDODDODODODOOOOODODOOOOO

goooog

ADD ACCESSFILTERO 4700 00O
ENABLE ACCESSFILTERO 770000
SET ACCESSFILTERO 96 D DO OO
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SET ACCESSFILTER ENTRYO 970 00O
SHOW ACCESSFILTERO 1270000
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DELETE FILE

goooobooooo

DELETE FILE=filename

DELETE FILE

filename: 0 0000000000000 D0O000000O0O0O00DMODOOODOOODO*OO filenameOOOOOOO

Oo0ol10o000o0o0oo

g

gobooooboogn

goooog

FILE O0ODOOO0ODOOOOO

gooooogon

Manager > delete file=test.txt

Operation successful.

g
mJtesttxtOO 0D ODOO0O0O0OO0O0OOOOOOOO

DELETE FILE=test.txt

m JtestOD 00000000 OOOOOOODOODOO

DELETE FILE=test*

goooog

corPYOs550000O
SHOW FILED 1370000

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19

613-000924 Rev.D

61



DELETE NTP PEER

DELETE NTP PEER

goooobooooo

DELETE NTP PEER [=ipadd]

ipadd: IP 0000 O XXXXXXXXXXXX 0 0 0

g

O00000OO0 SNTPOOOOOD IPOODUOODODUOODOO
goooog

PEER SNTPOOODOOO IPOODOOODOOODO

gooooogon

Manager > delete ntp peer=192.168.1.1

Operation successful.

g
s SNTPOOOOO IPOODOOOODOOO

DELETE NTP PEER=192.168.1.1

goooog

ADD NTPPEERO490 00O
DISABLENTPO 720000
ENABLE NTPO 820000
PURGENTPO 930000
RESET NTPO 94 0000
SETNTPOU 1100000
SHOW NTPO 1530000
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DELETE RADIUSSERVER SERVER

DELETE RADIUSSERVER SERVER

goooobooooo

DELETE RADIUSSERVER SERVER=ipadd

ipadd: IP 0 000 O XXXXXXXXXXXX 0 0 0

g

00000000000 RADIUSORemote Authentication Dial In User Server0 D0 O OO0 OO0
ooooono

SERVER RADIUSOOOOO IPOOOO

gooooogon

Manager > delete radiusserver server=192.168.1.208

Operation successful.

g
m RADIUSOO0000192.168.1.2080 0 000000000

DELETE REDIUSSERVER SERVER=192.168.1.208

goooog

ADD RADIUSSERVER SERVERO 500 00O
SHOW AUTHENTICATIONO 130000 O
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DELETE SNMP COMMUNITY

DELETE SNMP COMMUNITY

goooobooooo

DELETE SNMP COMMUNITY=community [MANAGER=ipadd]

community: SNMPOOOOOOOO
ipadd: IP 0 000 O XXXXXXXXXXXX 0 0 0

g

SNMPOOOODOOODOODOOODOODODOOODOODODO
goooog

COMMUNITY SNMPOOOOOOOO
MANAGER SNMPOOOOOOOOOOOOODOOOOODOO

gooooogon

Manager > delete snmp community=public manager=192.168.1.1

0 Operation successful.

g
s SNMPOOOUOOUOOOpublicCOOOO0OOO0OO0OO0OO0D0O92.168.1.1000000

DELETE SNMP COMMUNITY=public MANAGER=192.168.1.1

goooognd

ODOODODODODOMANAGEROODODODODODODODOODDODOODDO SNMPOOODODODODDODDOODOOO
SNMPOOODOUOOODOOD OPENDODDUOODODDDO YESOODODUODODMANAGEROOODODODODOODOOO
O000ooooO SNMPOOODOODOOO

goooog

ADD SNMP COMMUNITYO 510000
CREATE SNMP COMMUNITYO 570000
DESTROY SNMP COMMUNITYO 66 O 0O 00O
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DISABLE SNMP COMMUNITYO 750000
DISABLE SNMP COMMUNITY TRAP
ENABLE SNMP COMMUNITYO 850000
ENABLE SNMP COMMUNITY TRAP

SET SNMP COMMUNITYD 1180 0 0 O
SHOW SNMP COMMUNITYD 162 0 00 O

googn

DELETE SNMP COMMUNITY

CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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DESTROY SNMP COMMUNITY

DESTROY SNMP COMMUNITY

goooobooooo

DESTROY SNMP COMMUNITY=community

community: SNMPOOOOOOOO

g

SNMPOOOOOODOOOOOO

goooog

COMMUNITY SNMPOOOOOOOO

gooooogon

Manager > destroy snmp community=public

0 Operation successful.

g
s SNMPOOOOOOOOpublicCOOOOO

DESTROY SNMP COMMUNITY=public

goooog

ADD SNMP COMMUNITYO 510000
CREATE SNMP COMMUNITYO 570000
DELETE SNMP COMMUNITYO 640000
DISABLE SNMP COMMUNITYO 750000
DISABLE SNMP COMMUNITY TRAP
ENABLE SNMP COMMUNITYO 850000
ENABLE SNMP COMMUNITY TRAP

SET SNMP COMMUNITYD 1180 0 0 O
SHOW SNMP COMMUNITYD 162 0 00 O

CentreCOM GS900SS U OO0 DOOOOOOOOO 1.6.19
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DISABLE ACCESS FILTER

DISABLE ACCESS FILTER

goooobooooo

DISABLE ACCESS FILTER={SNMP|FTP|TELNET| HTTP|ICMP|GLOBAL|ALL}

g

gobooboobbooobooobooboobbo
goooog
FILTER OO0O0O00O00DO0OO00OO0OOO0OGLOBALOODODOODOODOOODOODOOOSNMPOFTPO

TELNETOHTTPOICMPOOOODOOOODOOOOODOOOOOOOOOALLODOODDOO SNMPO
FTPO TELNETO HTTPO ICMPO GLOBALO OO OOOOODO

gooooogon

Manager > disable access filter=telnet

Operation successful.

g
mTelnet00 0000000000000 DOO0OO0

DISABLE ACCESS FILTER=TELNET

goooog

ADD ACCESSFILTERO 4700 00O

DELETE ACCESS FILTER ENTRYDO 59000 O
ENABLE ACCESSFILTERO 770 00O

SET ACCESSFILTERO 96 D DO OO

SET ACCESSFILTER ENTRYO 970 00O
SHOW ACCESSFILTERO 127000 0O

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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DISABLE FTP SERVER

DISABLE FTP SERVER

goooobooooo

DISABLE FTP SERVER

g

FTPOOODOODOOOODOODOODOOOOODOO

gooooogon

Manager > disable ftp server

Operation successful.

0
= FIPO00000000000

DISABLE FTP SERVER

goooog

ENABLE FTP SERVERO 78 00 O O
SET FTP LISTENPORTO 1050 0 00O
SHOW FTPO 1390000
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DISABLE HTTP SERVER

DISABLE HTTP SERVER

goooobooooo

DISABLE HTTP SERVER

g

HTTPOOODODOODODODODODOWEBGUIDODODODODODODODOHTTPOOODODODODODODODODODODODODOODOO
goboooboboo

gooooogon

Manager > disable http server

Operation successful.

0
= HTTPOOOO0O0DDOO0

DISABLE HTTP SERVER

goooog

ENABLE HTTP SERVERO 7900 00O
SHOW HTTP SERVERD 140 0 00 O
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DISABLE LOG

DISABLE LOG

goooobooooo

DISABLE LOG

g

goboooboooobooobooboo

gooooogon

Manager > disable log

Operation successful.

0
=" 0000000000

DISABLE LOG

goooog

ENABLE LOGO 800 OO DO

SHOW LOGO 1440000

SHOW LOG OUTPUTO 1490 000
SHOW LOG STATUSO 1510000
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DISABLE LOG OUTPUT

DISABLE LOG OUTPUT

goooobooooo

DISABLE LOG OUTPUT [={TEMPORARY|SYSLOG}]

g

goboooboooobooobooboo
000000 TEMPORARYD OO OODOOOOOOsyslogDOOoooooO0O

goooog
OUTPUT O OOOOOTEMPORARY O SYSLOGUOOOOOOTEMPORARY DO OOOOOOO

O000ooooooooosysLocooOoooOd syslogD 0D ODOO0O00DD0O0O00DD0O0O0O0OO
goboooboooopooooboobbo

gooooggon

Manager > disable log output

Operation successful.

0
=" 000000000000

DISABLE LOG OUTPUT

goooog

ENABLE LOG OUTPUTO 810 00O
FLUSH LOG OUTPUTO 8700 00O
PURGELOGDOO91 000D

SET LOG OUTPUTO 107000 O
SHOW LOGO 1440000

SHOW LOG COUNTERO 1470000
SHOW LOG OUTPUTOD 1490 000
SHOW LOG STATUSO 1510000

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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DISABLE NTP

DISABLE NTP

goooobooooo

DISABLE NTP

g

SNTPOOODDOOODOODOOOODOODOODOOOODOODODO

gooooogon

Manager > disable ntp

Operation successful.

0
= SNTPOOOO00000000

DISABLE NTP

goooog

ADD NTPPEERO490 00O
DELETENTPPEERO 620000
ENABLE NTPO 820000
PURGENTPO 930000
RESET NTPO 94 0000
SETNTPOU 1100000

SHOW NTPO 1530000
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DISABLE RADIUSACCOUNTING

DISABLE RADIUSACCOUNTING

goooobooooo

DISABLE RADIUSACCOUNTING

g

RADIUSO Remote Authentication Dial InUser Server0 D 000000000000 O0OO0OOOOOOOO
goooooooo

gooooogon

Manager > disable radiusaccounting

Operation successful.

g
s RADIUSOOO0O0OO0OO0O0DOO0O0DOO0OO0ODOO0OOOOooDoOO

DISNABLE RADIUSACCOUNTING

goooog

ENABLE RADIUSACCOUNTINGO 830000
SET RADIUSACCOUNTINGO 116 0 0 OO
SHOW RADIUSACCOUNTINGO 1570000
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DISABLE SNMP

DISABLE SNMP

goooobooooo

DISABLE SNMP

g

SNMPOOOODOOODDOOODOOODOODODOODOO

gooooogon

Manager > disable snmp

Operation successful.

0
= SNMPOOODODN

DISABLE SNMP

goooog

ENABLE SNMPO 840000

SET SNMP LISTENPORTO 1200 0 O O
SET SNMPTRAP LISTENPORT
SHOW SNMPO 159000 0O
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DISABLE SNMP COMMUNITY

goooobooooo

DISABLE SNMP COMMUNITY=community

community: SNMPOOOOOOOO

g

D000 SNMPOOOODDOODOODOOOOOODOOOODOO

goooog

COMMUNITY SNMPOOOOOOOO

gooooogon

DISABLE SNMP COMMUNITY

Manager > disable snmp community=public

0 Operation successful.

g
s SNMPOOOUOOUOOOpublicCOOOOOO

DISABLE SNMP COMMUNITY=public

goooog

ADD SNMP COMMUNITYO 510000
CREATE SNMP COMMUNITYO 570000
DELETE SNMP COMMUNITYO 640000
DESTROY SNMP COMMUNITYO 66 O 0O 00O
DISABLE SNMP COMMUNITY TRAP
ENABLE SNMP COMMUNITYO 850000
ENABLE SNMP COMMUNITY TRAP

SET SNMP COMMUNITYD 1180 0 0 O
SHOW SNMP COMMUNITYD 162 0 00 O

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19

613-000924 Rev.D

75



DISABLE TELNET SERVER

DISABLE TELNET SERVER

goooobooooo

DISABLE TELNET SERVER

g

Telnet0 DO O0O0O0O0OO0OOO0O0ODOOOODDOOO

gooooogon

Manager > disable telnet server

Operation successful.

0
m Telnet 000000000000

DISABLE TELNET SERVER

goooog

ENABLE TELNET SERVERO 86 0 0 0O O
SET TELNETO 1230000
SHOW TELNETO 1670 00 O
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ENABLE ACCESS FILTER

ENABLE ACCESS FILTER

goooobooooo

ENABLE ACCESS FILTER={SNMP|FTP|TELNET|HTTP|ICMP|GLOBAL|ALL}

g

gobooboobbooobooobooboobbo
goooog
FILTER OO0O0O00O00DO0OO00OO0OOO0OGLOBALOODODOODOODOOODOODOOOSNMPOFTPO

TELNETOHTTPOICMPOOOODOOOODOOOOODOOOOOOOOOALLODOODDOO SNMPO
FTPO TELNETO HTTPO ICMPO GLOBALO OO OOOOODO

gooooogon

Manager > enable access filter=telnet

Operation successful.

g
mTelnet00 0000000000000 DOO0OO0

ENABLE ACCESS FILTER=TELNET

goooog

ADD ACCESSFILTERO 4700 00O

DELETE ACCESS FILTER ENTRYDO 59000 O
DISABLE ACCESSFILTERO 670000

SET ACCESSFILTERO 96 D DO OO

SET ACCESSFILTER ENTRYO 970 00O
SHOW ACCESSFILTERO 127000 0O
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ENABLE FTP SERVER

ENABLE FTP SERVER

goooobooooo

ENABLE FTP SERVER

g

FTPOOODOODOOOODOODOODOOOOODOO

gooooogon

Manager > enable ftp server

Operation successful.

0
» FIPO0O000000O0OOO

ENABLE FTP SERVER

goooog

DISABLE FTP SERVERO 68 00 O O
SET FTP LISTENPORTO 1050 0 00O
SHOW FTPO 1390000
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ENABLE HTTP SERVER

ENABLE HTTP SERVER

goooobooooo

ENABLE HTTP SERVER

g

HTTPOOOODOODOODODODOWEBGUIODOOOODODODOODODODODODODODOO HTTPOOODODODOOO
gobooboooboooboooo

gooooogon

Manager > enable http server

Operation successful.

0
= HTTPOOOO0O0DDOO0

ENABLE HTTP SERVER

goooog

DISABLE HTTP SERVERO 69 0 00 O
SHOW HTTP SERVERD 140 0 00 O
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ENABLE LOG

ENABLE LOG

goooobooooo

ENABLE LOG

g

goboooboooobooobooboo

gooooogon

Manager > enable log

Operation successful.

0
=" 0000000000

ENABLE LOG

goooog

DISABLE LOGO 7000 00O

SHOW LOGO 1440000

SHOW LOG OUTPUTO 1490 000
SHOW LOG STATUSO 1510000
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ENABLE LOG OUTPUT

ENABLE LOG OUTPUT

goooobooooo

ENABLE LOG OUTPUT [={TEMPORARY|SYSLOG}]

g

goboooboooobooobooboo
000000 TEMPORARYD OO OODOOOOOOsyslogDOOoooooO0O

goooog
OUTPUT OOUOOOTEMPORARYODOODODOODODODDOOODODODODODOODOODDODODODDOO

O000ooooooogsysLtoGoooooOosyslogOD 00 000000000000 0D0O0O00O0
goboooboooobbooboo

gooooggon

Manager > enable log output=syslog

Operation successful.

g
msyslog0 0 0000000000000

ENABLE LOG OUTPUT=SYSLOG

goooog

DISABLE LOG OUTPUTO 710000
FLUSH LOG OUTPUTO 8700 00O
PURGELOGDOO91 000D

SET LOG OUTPUTO 107000 O
SHOW LOGO 1440000

SHOW LOG COUNTERO 1470000
SHOW LOG OUTPUTOD 1490 000
SHOW LOG STATUSO 1510000

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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ENABLE NTP

ENABLE NTP

goooobooooo

ENABLE NTP

g

SNTPOOODDOOODOODOOOODOODOOOOODOODOO

gooooogon

Manager > enable ntp

Operation successful.

0
= SNTPOOO00000000

ENABLE NTP

goooog

ADD NTPPEERO490 00O
DELETENTP PEERO 620000
DISABLENTPO 720000
PURGENTPO 930 OO0
RESET NTPO 94 0000
SETNTPOU 1100000

SHOW NTPO 1530000
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ENABLE RADIUSACCOUNTING

ENABLE RADIUSACCOUNTING

goooobooooo

ENABLE RADIUSACCOUNTING

g

RADIUSO Remote Authentication Dial InUser Server0 D 000000000000 O0OO0OOOOOOOO
goooooooo

gooooogon

Manager > enable radiusaccounting

Operation successful.

g
s RADIUSOOO0O0OO0OO0O0DOO0O0DOO0OO0ODOO0OOOOooDoOO

ENABLE RADIUSACCOUNTING

goooog

DISABLE RADIUSACCOUNTINGO 730000
SET RADIUSACCOUNTINGO 116 0 0 OO
SHOW RADIUSACCOUNTINGO 1570000
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ENABLE SNMP

ENABLE SNMP

goooobooooo

ENABLE SNMP

g

SNMPOOOODOOODDOOODOOODOODODOODOO

gooooogon

Manager > enable snmp

Operation successful.

0
= SNMPOOODODN

ENABLE SNMP

goooog

DISABLE SNMPO 740000

SET SNMP LISTENPORTO 1200 0 O O
SET SNMPTRAP LISTENPORT
SHOW SNMPO 159000 0O
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ENABLE SNMP COMMUNITY

goooobooooo

ENABLE SNMP COMMUNITY=community

community: SNMPOOOOOOOO

g

SNMPOOOOOOODOODOOODOODODODOODODODODO

goooog

COMMUNITY SNMPOOOOOOOO

gooooogon

ENABLE SNMP COMMUNITY

Manager > enable snmp community=public

0 Operation successful.

g
s SNMPOOOUOOUOOOpublicCOOOOOO

ENABLE SNMP COMMUNITY=public

goooog

ADD SNMP COMMUNITYO 510000
CREATE SNMP COMMUNITYO 570000
DELETE SNMP COMMUNITYO 640000
DESTROY SNMP COMMUNITYO 66 O 0O 00O
DISABLE SNMP COMMUNITYO 750000
DISABLE SNMP COMMUNITY TRAP
ENABLE SNMP COMMUNITY TRAP

SET SNMP COMMUNITYD 1180 0 0 O
SHOW SNMP COMMUNITYD 162 0 00 O

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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ENABLE TELNET SERVER

ENABLE TELNET SERVER

goooobooooo

ENABLE TELNET SERVER

g

Telnet0 DO O0O0O0O0OO0OOO0O0ODOOOODDOOO

gooooogon

Manager > enable telnet server

Operation successful.

0
m Telnet 000000000000

ENABLE TELNET SERVER

goooog

DISABLE TELNET SERVERO 76 D OO O
SET TELNETO 1230000
SHOW TELNETO 1670 00 O
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FLUSH LOG OUTPUT

goooobooooo

FLUSH LOG OUTPUT [=TEMPORARY]

g

gooboooobooboo

goooog

OUTPUT 0OO0OO0OO0O0OOOOOOODOOOO

gooooogon

FLUSH LOG OUTPUT

Manager > flush log output

Operation successful.

g
] J0000o0o0oobooooo

FLUSH LOG OUTPUT

goooog

DISABLE LOG OUTPUTO 710000
ENABLE LOG OUTPUTO 810 00O
PURGELOGDOO91 000D

SET LOG OUTPUTO 107000 O
SHOW LOGO 1440000

SHOW LOG COUNTERO 1470000
SHOW LOG OUTPUTO 1490 000
SHOW LOG STATUSD 1510000

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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HELP

HELP

goooobooooo

HELP [{command|function}]

command: 0000000000000 00000000OO0O0OO0OO0OOO0OOOOO0

function 00 0000000000000 O0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
0000000000 M 0000000000 AccessfilterlI 00000000000 ConfigurationfDOOO0O00O0O
O00000000FDbMIOOOOOO0O0O0OOFHNesystem HTTPO OO OOHttp IPOIPMIPOOOOOOO
0 IGmpsnoopingM 0 00 LOGMINTPO Ntpll QoS QOs( 0 0 00 00 PORtautht O 0 0 0 0 00 Radiusm O O
000 SYstem OO OO OO0 SCripttd SNMPO SNmpD O O 0 0 0 00 SWitchDLDF O 00O LOOpdetection 0 O
000000STOrmdetectiont 0000000000 TerminallDD O 00O LANDO VlanDO O OO0 00 KeybindO

g

0000000000000 0DUUUDUORIOODDOD2MWOoOoOoOo

gooooogon

Manager > help
(GS908S8S/GS916SS/GS924ss OO OIODOO
This online help is written in Japanese.
0o0o0o0oooooooooooooon
00000000 00b000b00000Od "HELP KEYBIND" O "H K"'OOOODO
Help Accessfilter gooooooog
Help Configuration ooooooooono
Help FDb gooooooboooooog
Help FIlesystem gooooooo
Help Http HTTPOODOO
Help IP IP
Help IGmpsnooping IpO0000OOO
Help LOG oo
Help Ntp NTP
Help QOs QoS
Help Portauth goooo
Help Radius googooo
Help SYstem oood
Help SCript goooo
Help SNmp SNMP
Help SWitch googooo
Help LOOpdetection LDF OO
Help STOrmdetection ooogoooono
Help Terminal oooooogooo
88 | CentreCOM GS900SS O OO0 ODODODOOOOOO 1.6.19 oooono

613-000924 Rev.D



Help Vlan ooooQ0 LaN

Help Keybind gooooo

g
s J0000000000000O0O0000OO0

HELP

s J0000000000000000O0

HELP SYSTEM

ooooo
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LOGOFF

LOGOFF

goooobooooo

LOGOFF

g

0000000000000 000O0O0O0OLOGOUTOQUITDOEXITOBYEDODDDDODDODDDODODDODODODO
0000 CTRL+DODO0O0ODUOO0O0O0ODUOODOOO

gooooogon

Manager > logoff

Good bye.

g
m 1 000000b0o0oboon

LOGOFF
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PURGE LOG

PURGE LOG

goooobooooo

PURGE LOG [={TEMPORARY|SYSLOG}]

g

gooooboooobooobooboobbobboobooobooobo

goooog

LOG 00000000 ODCOOTEMPORARYDDODOOODODO SYSLOG

gooooggon

Manager > purge log

Operation successful.

Manager > purge log=syslog

Operation successful.

g
00 ooooooooobooobn

PURGE LOG

m000sysLoGcooooooooooo

PURGE LOG=SYSLOG

goooognd

goooobooooboooobooboobbobboobooobbooboboobobobbobboo

goooog

DISABLE LOG OUTPUTO 710000
ENABLE LOG OUTPUTO 810 00O
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PURGE LOG

FLUSH LOG OUTPUTO 8700 00O
SET LOG OUTPUTO 107000 O
SHOW LOGOD 1440000

SHOW LOG COUNTERO 1470000
SHOW LOG OUTPUTO 1490 000
SHOW LOG STATUSO 1510000
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PURGE NTP

goooobooooo

PURGE NTP

g

SNTPOOODOOODOOOODOODUODODOO
O0O0DOSNTPOOODOOOO/Z0000000000000O

gooooogon

PURGE NTP

Manager > purge ntp

Operation successful.

g
s SNTPOO0OOODOOOOOODOOODOUOODOOO

PURGE NTP

goooog

ADD NTPPEERO490 00O
DELETENTP PEERO 620000
DISABLENTPO 720000
ENABLE NTPO 820000
RESET NTPO 94 0000
SETNTPOU 1100000

SHOW NTPO 1530000

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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RESET NTP

RESET NTP

goooobooooo

RESET NTP

g

SNTPOOODOODOOOOOODOOO
0000000000000 0000000000000D000000D00O0OSNTPOOODOOOODO
gon

gooooogon

Manager > reset ntp

Operation successful.

0
aSNTPODDDO0000000N

RESET NTP

goooog

ADD NTPPEERO490 00O
DELETENTP PEERO 620000
DISABLENTPO 720000
ENABLE NTPO 820000
PURGENTPO 930 OO0
SETNTPOU 1100000

SHOW NTPO 1530000

94 | CentreCOM GS900SSOOODO OODODOOOOODODO 1.6.19 goooog
613-000924 Rev.D



RESTART

goooobooooo

RESTART [REBOOT]

g

goooooooooo

gooooogon

RESTART

Manager > restart reboot

Do restart system now ?

(Y/N) :

0
=" 0000000000

RESTART REBOOT

goooognd

OYODOOOoooooooooooooomNOOOoooooooooooooooooooooo

googn
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SET ACCESS FILTER

SET ACCESS FILTER

goooobooooo

SET ACCESS FILTER={SNMP|FTP|TELNET HTTP|ICMP|GLOBAL|ALL} DEFAULT={PASS|
DISCARD}

g

gobooooobooboooboooboobo
goooog

FILTER OD0OO0OO0OO0OO0O000O0OO0OODOOO0O0OGLOBALODOOOOODODOOODOOOOSNMPOFTPO
TELNETOHTTPOICMPOOOODODOOOODOOOOOOOOOOOOALLODOODODOOOSNMPO
FTPO TELNETO HTTPO ICMPO GLOBALO OO OOOOOOOOOO

DEFAULT 00000000000 DDOO0OO0DODOOOOOPASSODOOODISCARDOOOOODODOO
00 PASS

gooooggon

Manager > set access filter=telnet default=discard

Operation successful.

g
mTelnet0 0000 IPOO0ODDOO0ODDO0OODDOOOODDOOOOOOO

SET ACCESS FILTER=TELNET DEFAULT=DISCARD

goooog

ADD ACCESSFILTEROD 4700 00O

DELETE ACCESS FILTER ENTRYDO 59000 O
DISABLE ACCESSFILTERO 670000
ENABLE ACCESSFILTERO 77000 0O

SET ACCESSFILTER ENTRYO 970 00O
SHOW ACCESSFILTERO 127000 0O
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SET ACCESS FILTER ENTRY

SET ACCESS FILTER ENTRY

goooobooooo

SET ACCESS FILTER={SNMP|FTP|TELNET|HTTP|ICMP|GLOBAL} ENTRY=num
[IPADDRESS=ipadd] [MASK=ipadd] [ACTION={PASS|DISCARD}] [PORT={port-list]|
ALL}]

num: 0000000
ipadd: IP 0 000 O XXXXXXXXXXXX 0 0 0
port-list: 0000 0000001000000 [[JoO0OO[,]00000000000O0O

g

gobooooooobobooobooboobbooo
goooog

FILTER OO0O0O00O000O0OO00OO0OO0O0OOGLOBALOODODOODOODOOODOOODOOOSNMPOFTPO
TELNETOHTTPOICMPOOOOOODOOODOOODOOOOOOOOO

ENTRY 0000000000 DOOO0O0ODOOOOODODOOSHOW ACCESSFILTEROOOOO FILTER
gboboobooooooboooboobbo

IPADDRESS 0O0O0OO0OO0OO0ODOOOIPODDOOO

MASK 0000000000000 IPODOOOOODOOOOOOOOOOOO

ACTION 00000000000 D0OO0OOOODOOOOOOODOOO

PORT 000000000 DODODOOODOUOD ALLOALLOODODODOODOODOOOOOOOOOODOOO
gooo

gooooogon

Manager > set access filter=telnet entry=1 ipaddress=192.168.1.2 mask=255.255.255|255 ac-
tion=pass port=1-7

Operation successful.

g
mTelnet00 00000000 100000

SET ACCESS FILTER=TELNET ENTRY=1 IPADDRESS=192.168.1.2
MASK=255.255.255.255 ACTION=PASS PORT=1-7

goooo CentreCOM GS900SS O 000 DOOODODOOOOO 1.6.19 | 97
613-000924 Rev.D



SET ACCESS FILTER ENTRY

goooognd

OD0O0DODUDODUDUODUDODODUOOCREATECONFIGODOODODODODODODODODODODDODODODODOODOOO
0000000000000 00000OSHOW ACCESSFILTEROODDODDOODODOOOOODDODODOOOO

goooog

ADD ACCESSFILTERO 4700 00O

DELETE ACCESS FILTER ENTRYDO 59000 O
DISABLE ACCESSFILTERO 670000
ENABLE ACCESSFILTERO 77000 0O

SET ACCESSFILTERO 96 D DO OO

SHOW ACCESS FILTERO 1270000
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SET ASYN

SET ASYN

goooobooooo

SET ASYN LOGIN={ON|OFF|YES|NO|TRUE|FALSE}

g

gobooboobbooobooobooboobbo
goooog
LOGIN 0OO0O00OU000ooooooooooooooooooooooooooooooooooon

OO0Telnet0 00 0000000000000 0ODO0O0D0O000O0O0O0O0OD0O00O0OOOOOND
YESOTRUED O OO OFFONOUFALSEO OO OOOOOOOOOODODOO

gooooogon

Manager > set asyn login=off

Operation successful.

g
00 ooooooooobooobn

SET ASYN LOGIN=OFF

goooog

SHOW ASYNDO 1290 000
SHOW CONSOLEC 1340000
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SET AUTHENTICATION

SET AUTHENTICATION

goooobooooo

SET AUTHENTICATION [TIMEOUT=1..15] [DEADTIME=0..1440]
[RETRANSMITCOUNT=1..5] [DEAD-ACTION={DENY|PERMIT}]

g

RADIUSOODOOOODODODUOOODODODUODOODEADTIMED DD ODODODODODOODOOSETRADIUSO OO
goooo

goooog

TIMEOUT RADIUSOOOOOOO0OO0OOODOOOODOOOOOOODmMOOOOO TIMEOUTOOOOO
0000000000000 00o0oooooooon 60

DEADTIME RADIUSOOO0O0O0OOOOOO0OODOO1+RETRANSMITCOUNTOOOOOOOODO
goboboboobooboooobooooboboobooboobooDoboDoboobOoobDoDDLDOoo O
oooooon

RETRANSMITCOUNT RADIUSOOOOOOOOOOOOORADIUSOODOOODOODOOOOO
O0000D00000 RETRANSMITCOUNTOOOODOOOOORETRANSMITCOUNT OO
0000000000000 0000 RADIUSODOODODODONDODONDODOOODODODODOoooooDooO
gooooobooboooboobbobobobobhooboboobooobbooboDbOoo
DEADTIMEDO D OO UOOOUOODOOOOOOOOO 30

DEAD-ACTION RADIUSOOO0O0O0O0O0OO0O0ODO0ODO0O0DOO0OOOOO/Z000000000000O0
goooooo

gooooogon

Manager > set authentication timeout=10

Operation successful.

0
" 0000000 10000000

SET AUTHEMTICATION TIMEOUT=10

goooognd
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SET AUTHENTICATION

O0000000000OOSET AUTHENTICATIONOD OO OO DEAD-ACTIONCOOOODOOO PERMIT
O0OODOORADIUSOOOOOODOOODOOOOOOODOOOODOOOOOOOOODOOODOOOODDOO
gobooobooooooobooobo

SERVERTIMEOUT O TIMEOUT x (RETRANSMITCOUNT O 1) x RADIUSOOOOO
SERVERTIMEOUT: SET PORTAUTHPORT U D ODOOODOOOOOOOOOODO 300

TIMEOUT: SET AUTHENTICATIONDO OO OOOOOOODOOOOOOO 60
RETRANSMITCOUNT: SET AUTHENTICATION OO OOODOOOOODOOOOOOO 30
RADIUSO OO ODO: ADD RADIUSSERVERSERVERO O OO OODOD OO RADIUSOOOOODO

OO0 RADIUSOOOOD 2000000000000000DO0DOO0O0O0000O0DOOOOOODODODOOO
goboobooobbooobooobooboobbo

goooog

ADD RADIUSSERVER SERVERO 500 00O
DELETE RADIUSSERVER SERVERO 63 0 0 00

goooo CentreCOM GS900SS U OO0 DOOOOOOOOO 1.6.19
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SET CONFIG

SET CONFIG

goooobooooo

SET CONFIG={filename|NONE}

filename: 00000 0OO00O.cfg0 0000 .scpd

g

goooooogoooboooboooboobboobooboobooobobooobo
goooog

CONFIG 000000000000 .cfg000.scp@NONEDODODOODODODODOODOOODOODOOOO
goboooboo

gooooogon

Manager > set config=sample.cfg

Operation successful.

Manager > set config=none

Operation successful.

g
m 1 000000b0o0oboon

SET CONFIG=sample.cfg

[ J00000oo0oboboobobon

SET CONFIG=NONE

goooognd

SETPASSWORD OO OO O0O0O0O0O0OO0OO0DO0OO0OO0OODOOO0O0DO0O0O0O0OOODOOODODO0ODooooooo
gobooboooboooon
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googod

CREATE CONFIGO 56 0000
SHOW CONFIGO 1320000
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SET CONSOLE

SET CONSOLE

goooobooooo

SET CONSOLE [PAGE={4..99|0FF|0}] [TIMEOUT=0..32767]

g

goboooobooobooobooboobbobboobooobo
goooog

PAGE 100000000000 409000000000000000 200FFO00CDOODODDOO
O000000000000000000000000TelnetOODODODOO0OO0OOO

TIMEOUT 00000000000O0ODOODOOOOOOOOO0O0000000O0OO0DDOOODOoOOOOOOnO
O000000oDoooo00ooooDoooomon327670 000 0DODDODODOUOOOOO 300
oo

gooooogon

Manager > set console timeout=600

Operation successful.

g
nJ00o0oooooboboobbobbooobooon

SET CONSOLE TIMEOUT=0

goooognd

O000000000000000000 TelnetOO0DODOO0DO0D0O000D0O00O0O0OO0OOOODOO
goooooooooo
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SET FTP LISTENPORT

SET FTP LISTENPORT

goooobooooo

SET FTP LISTENPORT=1..65535

g

FTPOOODOODOOOODOODOODOOOO
goooog

LISTENPORT FTPOOODOOOOOOO TCPOOOO 10655350 00000000000 21

gooooogon

Manager > set ftp listenport=150

Operation successful.

g
s FTPOOOCOOO0OOOOOODODO000000

SET FTP LISTENPORT=150

goooognd

FTPOOOOOOODOOOOODOOOOODODOOOODODOOODODOOODOOOO0ODODOODODOODOOOO
gobgoboooboooon

goooog

DISABLE FTP SERVERO 68 00 O O
ENABLE FTP SERVERO 78 00 O O
SHOW FTPO 1390000

goooo CentreCOM GS900SS U OO0 DOOOOOOOOO 1.6.19 105
613-000924 Rev.D



SET HTTP LISTENPORT

SET HTTP LISTENPORT

goooobooooo

SET HTTP LISTENPORT=1..65535

g

HTTPOOOOODODODODODODO0DO0DO0DO0DO0DO0DO0DO0OO0DO0OO0OO0DO0DOOTCPOOO 800DOOOOOO
goooog

LISTENPORT HTTPOOOOODODODOOO TCPOODOD 106553500 0000000000 80

goooognd

HTTPOOODOOOODOOOODOOOO0OODOOOODODODOODOODOO0OODODOOOODODODOOOOD
goboooboooooooo

goooog

DISABLE HTTP SERVERO 69 0 00 O
ENABLE HTTP SERVERO 790 00O
SHOW HTTP SERVERD 140 0 00 O
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SET LOG OUTPUT

SET LOG OUTPUT

goooobooooo

SET LOG OUTPUT={TEMPORARY|SYSLOG} [SERVER=ipadd] [LISTENPORT=1..65535]
[SEVERITY=[op] severity] [FACILITY={DEFAULT|KERNEL|USER|MAIL|DAEMON|AUTH
SYSLOG|LPR|NEWS|UUCP|CRON|AUTHPRIV|FTP|NTP|AUDIT|ALERT|CRON2)|
LOCALO. .LOCAL7|0. .23}]

ipadd: IP 0000 O XXXXXXXXXXXX 0 0 0
op: 000000000 [<]J0000 [>000000 U000 0000000000000
severity: 10000000700 0000000000000 0O00O0O

g

gobooooboogooboooboooboobobobbooboobooobooobboobo
goooog

OUTPUT 0OO0OO0O0OO (TEMPORARY O SYSLOG)OOOOOODOOOO TEMPORARY

SERVER syslog0 000000000 IPO0ODOOUDPOODOOO 514000000UTPUTO SYSLOG
O000000000000000000000 syslog0 0000000000

LISTENPORT syslogO 0000 UDPODOOO 1065535000000000000 514

SEVERITY 000000000000 0OOOOO0O03000000000000D0ODOO0000OOOODO
000 TEMPORARY O SyYSLoGoOOoOoOooooOoO

FACILITY syslogO0 0000000000000 O0O0OO0OOOOUTPUTO SySLoGoOoooooO
(OODDD)D DEFAULTO 00 DO00000D000000000000000000000000
syslogD 000000000 DEFAULTOOOODO00OO0DOODOOO0OO0O0OO0O0OOOOOOOO
syslogOD 000000000002 000000000000000000

gooooogon

Manager > set log output=syslog server=192.168.1.1 severity=>5

Operation successful.

Manager > set log output=syslog facility=localO

Operation successful.

Lv 0O ud
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SET LOG OUTPUT

7 CRITICAL

goboobobbooboboobbo

6 URGENT goboobooboobooboooobobobobboobooobooobo
goooog

5 IMPORTANT gobobobbobbooboooboooboobo

4 NOTICE goboobobbooobooobooobo

3 INFO gogbobobboboboooboobpoooboobbo

2 DETAIL goboboobbooboobooobooobooboboobbooboo

1 TRIVIAL DETAILOOOOOODOOOO

0 DEBUG goboboobbooobogoobooobooboobbobbooboooboo
O17.00000000000

oo U RN

<gobog SEVERITY=<5 oooooos0o0

>000d SEVERITY=>5 oooooos0o0

moooooo SEVERITY=!5 oooooos0o0

goooooo SEVERITY=5 oooooos0000

018 0000o0p0O0O

gooooooo gooooogd goooogooooo
KERNEL kernel messages 0
USER user-level messages 1
MAIL mail system 2
DAEMON system daemons 3
AUTH security/authorization messages 4
SYSLOG messages generated internally by syslogd 5
LPR line printer subsystem 6
NEWS network news subsystem 7
UUCP UUCP subsystem 8
CRON clock daemon 9
AUTHPRIV security/authorization messages 11
FTP FTP daemon 12
NTP NTP subsystem 13
AUDIT log audit 14
ALERT log alert 15
CRON2 clock daemon 16
LOCALO local use 0 (local0) 17
LOCAL1 local use 1 (locall) 18
LOCAL2 local use 2 (local2) 19

CentreCOM GS900SS U000 ODOOoOOoUoooO 1.6.19
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SET LOG OUTPUT

LOCAL3 local use 3 (local3) 20
LOCAL4 local use 4 (local4) 21
LOCALS5 local use 5 (local5) 22
LOCALSG local use 6 (local6) 22
LOCAL7 local use 7 (local7) 23
019000000000
0

msyslog00000000000000000000

SET LOG OUTPUT=SYSLOG SERVER=192.168.1.1 SEVERITY=>5

msyslog0 0000000000000 000O0

SET LOG OUTPUT=SYSLOG FACILITY=LOCAL1O0

goooognd

syslog0 0000000000000 0D000000000000000000000000000000
gbobooobooooooooo

goooog

DISABLE LOG OUTPUTO 710000
ENABLE LOG OUTPUTO 810 00O
FLUSH LOG OUTPUTO 8700 00O
PURGELOGDOO91 000D

SHOW LOG COUNTERO 1470000
SHOW LOG OUTPUTOD 1490 000
SHOW LOG STATUSO 1510000

googn

CentreCOM GS900SS U000 0DOOoOOOoUoOooO 1.6.19
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SET NTP

SET NTP

goooobooooo

SET NTP [PEER=ipadd] [UTCOFFSET={time-zone|lutc-offset}]
[LISTENPORT={1..65535}]

ipadd: IP 0 000 O XXXXXXXXXXXX 0 0 0
time-zone: 0O 0O OOOO
utc-offset: 0O OO ODOUTCOOOOOOOO+ hhemm:ssOOOOO0O

0

O00D0D0O0OO0 SNTPOOOOOD IPOOODO0ODOODOOODOOOODODOOOOOOUTCOODOOOODOODO
SNTPOOOOOOOOOOO UTCODODODODOOODODOODODODOOOODODOODDODOO

goooog

PEER SNTPOOOOO IPOOOO

UTCOFFSET 0000000000 D0OO0OOO0O000O0OODOODOOO0OOOOO0O0O0OooOoOoOOooooOn
gooooooooooooouTCOooooooOoOoOoUooDOoOoDO+0DU0DDOODODDODDODODOO
00-0000000000000+09:00:00(ST)

LISTENPORT SNTPOOOOO UDPODOOO 1065535000000000000 123

gooooogon

Manager > set ntp peer=192.168.1.1

Operation successful.

ASIA +8:00 Asia

ACDT +10:30 Australian Central Daylight Time
ACST +9:30 Australian Central Standard Time
AEDT +11:00 Australian Eastern Daylight Time
AEST +10:00 Australian Eastern Standard Time
AWST +8:00 Australian Western Standard Time
BST +1:00 British Standard Time

CHINA +8:00 China

GMT +0:00 Greenwich Mean Time

UK +0:00 Greenwich Mean Time
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SET NTP

HK +8:00 Hong Kong

JST +9:00 Japan Standard Time

MET +1:00 Mid-European time

NzZDT +13:00 New Zealand Daylight Time
NZST +12:00 New Zealand Standard Time
SING +8:00 Singapore

TAIWAN +8:00 Taiwan

uTC +0:00 Universal Coordinated Time
CDT -5:00 US Central Daylight Time
CST -6:00 US Central Standard Time
EDT -4:00 US Eastern Daylight Time
EST -5:00 US Eastern Standard Time
MDT -6:00 US Mountain Daylight Time
MST -7:00 US Mountain Standard Time
PDT -7:00 US Pacific Daylight Time
PST -8:00 US Pacific Standard Time
DEFAULT - -

NONE - -

020:000000000

g
s SNTPOOODOO IPOOOOOODOOO

SET NTP PEER=192.168.1.1

s UTCOOOODOOODOODOOODOOODOOOOOO

SET NTP UTCOFFSET=JST

s UTCOOOODOOODOODOOODOOODOOO

SET NTP UTCOFFSET=+9:00:00

e SNTPOOOOOUDPOODOO 32100000

SET NTP LISTENPORT=321

goooognd

goooo CentreCOM GS900SS U OO0 DOOOOOOOOO 1.6.19
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SET NTP

SNTPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOODUODUODUDDOO
goboobooooooooo

goooog

ADD NTPPEERO490 00O
DELETENTPPEERO 620000
DISABLENTPO 720000
ENABLE NTPO 820000
PURGENTPO 930000
RESET NTPO 94 0000

SHOW NTPO 1530000

112 | CentreCOM GS900SS O OO0 ODO0O0OOOOOODO 1.6.19 goooog
613-000924 Rev.D



SET PASSWORD

SET PASSWORD

goooobooooo

SET PASSWORD

g

oo0o0o0oooOoO00000oolfi00000DODODODOO0D0D000000D:D00D0ooooODOO
O00000000000000O0ONewpassword 0000 000000000000 0OO0OO

gooooogon

Manager > set password
0ld password : ****%*
New password : ****x*x*

Confirm ;o kkkkkk

Password has been changed.

0
=" 0000000000

SET PASSWORD

goooognd

gobooboobbooobooobooboobbo

goooog

SHOW SYSTEMO 1640 0 0 O
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SET RADIUS

SET RADIUS

goooobooooo

SET RADIUS [TIMEOUT=1..15] [DEADTIME=0..1440] [RETRANSMITCOUNT=1..5]
[DEAD-ACTION={DENY|PERMIT}]

g

0000000000000 000000000000SET AUTHENTICATIONDOOOOOODODO
goooog

TIMEOUT RADIUSOOOOOOO0OO0OOODOOOODOOOOOOODmMOOOOO TIMEOUTOOOOO
0000000000000 000000o000o0oooooooooD 60

DEADTIME RADIUSOO0O0OO0OOOOOO0OODOO1+RETRANSMITCOUNTOOOOOOOODO
goboboboobooboooobooooboboobooboobooDoboDoboobOoobDoDDLDOoo O
oooooon

RETRANSMITCOUNT RADIUSOOOOOOOOOOOOORADIUSOODOOODOODOOOOO
O000000000 RETRANSMITCOUNTOOOODOOOODORETRANSMITCOUNT OO
0000000000000 0000 RADIUSODOODODODONDODONDODOOODODODODOoooooDooO
gooooobooboooboobbobobobobhooboboobooobbooboDbOoo
DEADTIMEDO D OO UOOOUOODOOOOOOOOO 30

DEAD-ACTION RADIUSOOO0OO0O0OO0O0OO0O0ODO0ODO0O0DOO0OOOOO/Z000000000000O0
goooooo

gooooggon

Manager > set radius timeout=10

Operation successful.

0
" 0000000 10000000

SET RADIUS TIMEOUT=10

goooog
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ADD RADIUSSERVER SERVERO 500000
DELETE RADIUSSERVER SERVERO 630000

ooooo CentreCOM GS900SS OO0 ODODOODDOOODOO 1.6.19 115
613-000924 Rev.D



SET RADIUSACCOUNTING

SET RADIUSACCOUNTING

goooobooooo

SET RADIUSACCOUNTING [STATUS={ENABLED|DISABLED}] [SERVERPORT=port]
[TYPE=NETWORK] [TRIGGER={START.STOP|STOP.ONLY}] [UPDATEENABLE={ENABLED|
DISABLED}] [INTERVAL=30..300]

port: UDPOOOOOORADIUSOOOOOOOOOOOOOOOODO10655350

g

RADIUSO Remote Authentication Dial InUser Server0 OO 00000000 O0O0OO0OOODOODOOO
oo

goooog

STATUS 0000000000000 /00000000ENABLERADIUSACCOUNTINGOOODOO
DISABLE RADIUSACCOUNTING OO OOOOO

SERVERPORT RADIUSOCOOO0OOOOOOOOOOUDPOOOOOODOOOODOO18130000O
000000000000 RadiusO00D0O0O000O000ODODADD RADIUSSERVER SERVER
O000O0 ACCPORTOUOOODODDOODODDOODOODOOODOODODOODDOODODO

TYPE 000000000000 DOO0O0OUOU00OO0OODOOO0O0OONETWORKODODDOOODOODOOO
gobooooogoon

TRIGGER 00000000000 COOOOOOOOOOO0OOODODODOOOOOOODODOSTART.STOP
O000ooooooooOoooooogn STOP.ONLYD OOODDDODDOODDODODODODOoDOOoooooo
0000000 START.STOP

UPDATEENABLE 000000000000 OO0OOOO0OO0O0OO0OOOODOODOOOOOOOODOOO
000000000000 0000D0D00D000O0UENABLEDO OO OODOO DISABLEDO OO
0000000000000 oouDISABLED

INTERVAL 000000000000 OOO0O0OOO00OOOO3o3o0ooooooooooooonDo
ooeod OO

gooooogon

Manager > set radiusaccounting status=enabled

Operation successful.

g

s RADIUSOODOOO0OODOOO0OOO0DODOODOODOOO
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SET RADIUSACCOUNTING

SET RADIUSACCOUNTING STATUS=ENABLED

goooognd

RADIUSOOO0O0OODOOODODOOODODODDO0OODOOODOUPDATEENABLED O OO OOODOOORADIUS
000000 interim-update 0 RADIUS Request 0 0 O 0O RADIUSResponse 0000000000
00000000000000000000000 interim-update0 00000000

goooog

DISABLE RADIUSACCOUNTINGO 730000
ENABLE RADIUSACCOUNTINGO 830000
SHOW RADIUSACCOUNTINGDO 1570000
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SET SNMP COMMUNITY

SET SNMP COMMUNITY

goooobooooo

SET SNMP COMMUNITY=community [ACCESS={READ|WRITE}] [OPEN={ON|OFF|YES|NO|
TRUE|FALSE}]

community: SNMPOOOOOOOO

0

SNMPOOOOOODOOODDOOODDOOODOOOOOO
goooog

COMMUNITY SNMPOOODOOOOO

ACCESS 000000000000 OOREADODOOOOODODOOOOOOgetdget-nextd 000000
WRITEOOOOOOOOgetdget-nextOset0 D0 0000

OPEN SNMPOOOOODOODODOODODOODOODDOODOODODOODOOONOODDDOODODOOOO
MANAGEROODODODUOOODODODOODOODOOOUOOOODDOOUOOYESOODODODODODODODODOOO SNMP
OD00D0DUOD0DUDODUODOONDOYESOTRUEDO OO OFFONOUFALSEOD OO OOOOGOO

gooooogon

Manager > set snmp community=public access=read open=on

0 Operation successful.

g
s SNMPOOOUOOUOOOpublicCOOOODOODODOO0OOOODO0OOOOOOO

SET SNMP COMMUNITY=public ACCESS=READ OPEN=ON

goooog

ADD SNMP COMMUNITYO 510000
CREATE SNMP COMMUNITYO 570000
DELETE SNMP COMMUNITYO 640000
DESTROY SNMP COMMUNITYO 66 O 0O 00O
DISABLE SNMP COMMUNITYO 750000
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SET SNMP COMMUNITY

DISABLE SNMP COMMUNITY TRAP
ENABLE SNMP COMMUNITYO 850000
ENABLE SNMP COMMUNITY TRAP
SHOW SNMP COMMUNITYD 162 0 00 O
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SET SNMP LISTENPORT

SET SNMP LISTENPORT

goooobooooo

SET SNMP LISTENPORT=1..65535

g

SNMPO get/set0 00 000000000000
goooog

LISTENPORT SNMPOget/set0 000000 UDPO OO0 1065535000000000000 161

gooooogon

Manager > set snmp listenport=200

0 Operation successful.

g
s SNMPOOOOOOODOOD 20000000

SET SNMP LISTENPORT=200

goooog

DISABLE SNMPO 740000
ENABLE SNMPO 840000
SET SNMPTRAP LISTENPORT
SHOW SNMPO 159000 0O
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SET SYSTEM

SET SYSTEM

goooobooooo

SET SYSTEM [NAME=system-name] [LOCATION=Iocation-namel]
[CONTACT=contact-name]

system-name: 000000200 00000000000000000 #O000000 [%OODOO0O000 [?]0000
0[\]DD00000000000000000000000000 []000000000000000200000
000000000000000000

location-name: 10000000200 00000000000000000 #O000000 [%0000000 [7]0
0000 ([\]0OODOO000000000000000000000000 []000000000000000200
00000000000000000000

contact-name: 1 0000002000 0000000000000000 #O000000 [%0000000 [?]00
000 [\|OOOOOO0O00DO00000000000000000000 ["]000000000000000 2000
0000000000000000000

g

goooooooooo
goooog
NAME 0OO0OOOO

LOCATION 0OO0OOO
CONTACT OO0

gooooogon

Manager > set system name="GS916SS"

Operation successful.

Manager > set system name=""

Operation successful.

0
=" 0000000000

SET SYSTEM NAME="GS916SS"

] J0o0ooooon
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SET SYSTEM NAME=""

googodo

0000000000000000000000000 [#000000000000000000000
ooooooooooooooooooooo

googod

SHOW SYSTEMO 164000 0
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SET TELNET

SET TELNET

goooobooooo

SET TELNET [LIMIT=1..4] [LISTENPORT={1..65535}]

g

TelnetOOODOOOODOOOODO

goooog

LIMIT TelnetOOOOOOUOOOOOOO 104000000
LISTENPORT TelnetOOOOODO0O0OO0O TCPOODO 1065535000000000000 23

gooooogon

Manager > set telnet listenport=120

Operation successful.

Manager > set telnet limit=2

Operation successful.

g
mTelnet00 0000000000000 DO 12000000

SET TELNET LISTENPORT=120

mTelnet00 0000000000 200000

SET TELNET LIMIT=2

goooognd

Telnet0 0000000000000 000O0O0D0O0OO01000000000000OTelnetDOO0O0O
goooon

Telnet0 DO O0O0O300000000000000000000DOOO0OODOOOOO

Telnet 0D 0OO0O0D0O0O0OO0O000O0O00D0O0D0O0O00O00O0O0O0OO0O0O0OOOOOOOOODOOOOO
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oooooooooooogg

googod

DISABLE TELNET SERVERO 76 00 0O O
ENABLE TELNET SERVERO 86 000 O
SHOW TELNETO 1670000
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SET TIME

SET TIME

goooobooooo

SET [TIME=time] [DATE=date]

time: JOOhh:mm:ssO0000hhOO000023 mm 000005900 ss 00000590
date: 00 0Oyyyy-mm-dd D0 0O0yyyyOOOODOmmOO0OO010120dd 00010310

g

goooopooooboooobo
goooog

TIME OO
DATE OO

gooooogon

Manager > set time=09:00:00 date=2008-02-15

System time is 2008-02-15 Friday at 09:00:00

Manager > set time=10:00:00

System time is 2008-02-15 Friday at 10:00:00

0
" 0000020080 20 150 9000000

SET TIME=09:00:00 DATE=2008-02-15

mJ0oogood

SET TIME=10:00:00

goooognd

o0o0oo0ooOoO000000D0D0000U00000O00000D0ODODODDODDODOODO SETTIMEDDOODO
O000000U00O0OO0OOOSNTPOOODODODODOODODOODDOOODDOOOSNTPOOOOODOOO
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googod

SHOW TIMEO 1680000
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SHOW ACCESS FILTER

SHOW ACCESS FILTER

goooobooooo

SHOW ACCESS FILTER [={SNMP|FTP|TELNET|HTTP|ICMP|GLOBAL|ALL}]

g

goboobooobooobooboobbon

goooog

FILTER OO0O0O00O00DO0OO00OO0OOO0OGLOBALOODODOODOODOOODOODOOOSNMPOFTPO
TELNETOHTTPOICMPOOOODODOOOODOOOOOOOOOOOOALLODOODODOOOSNMPO

FTPOTELNETOHTTPOICMPOGLOBALOD O OO OOODOOOODOOOODOOOODOOODODOO
gon

gooooggon

Manager > show access filter

Filter Default Status

SNMP Pass Disabled
FTP Pass Disabled
TELNET Discard Disabled
HTTP Pass Disabled
ICMP Pass Disabled
GLOBAL Pass Disabled

Manager > show access filter=telnet

TELNET :
Access Filtering ............... Enabled
Port ... e 23
Default........ ... . ... Discard
Entry IP MASK ACTION PORT
192.168.1.2 255.255.255.0 Pass ALL
192.168.8.5 255.255.255.0 Pass 1-7
192.168.40.5 255.255.0.0 Pass 2
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SHOW ACCESS FILTER

Filter gooooooood
Default 0000000000000 D000D00O0b000Ob0OgPassO 000000 Discardd
Status 00 0Enabledd OO0 OO O Disabledd

0 21:

Access Filtering 0000000000000 00Enabledd 00000 O Disabledd

Port gpoodboogooooo

Default 000000000000 0000000000000 Passd OO0 OO Discardd

Entry ooooogd

IP doooooooooiPoOOOO

MASK gpoooooo

ACTION Jo00o00o0oOoooooooooooooooDooooooogoPassOOOn
0 O O DiscardO

PORT 0000000000 o0ooooDoooDooDooOoogALLD

0 22:FILTEROOOOOOOO

g
sj0000ooboooobooooboboooobn

SHOW ACCESS FILTER

mTelnet0 0000000000000

SHOW ACCESS FILTER=TELNET

goooog

ADD ACCESSFILTERO 4700 00O

DELETE ACCESS FILTER ENTRYDO 59000 O
DISABLE ACCESSFILTERO 670000
ENABLE ACCESSFILTERO 770 00O

SET ACCESSFILTERO 96 D DO OO

SET ACCESSFILTER ENTRYO 970 00O O
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SHOW ASYN

SHOW ASYN

goooobooooo

SHOW ASYN

g

goboobooobooobooboobbon

gooooogon

Manager > show asyn

Serial Information

Status .............. Enabled
Data rate ........... 9600bps
Serial port oooboboooooo
Status 0000000000000000000000000000Enabledd 000
0 O O DisabledO
Data rate 000000000000 00900bps

0 23:

g
] J000ooooobooboboobbooboo

SHOW ASYN

goooog

SET ASYNO 99O O OO
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SHOW AUTHENTICATION

SHOW AUTHENTICATION

goooobooooo

SHOW AUTHENTICATION

g

RADIUSO Remote Authentication Dial In User ServerD 0 0000000000 O OOSHOW RADIUS
goooooo

gooooogon

Manager > show authentication

RADIUS Server Parameters

Server Retransmit Count..... 3

Server Timeout.............. 6 sec
Server Dead Time............ 0 min
Server Dead Action.......... Deny

RADIUS Servers:

Server IP Address Auth Port Encryption Key Auth Req Auth Resp Status
0.0.0.0 1812 <Not Defined> O 0 Alive
0.0.0.0 1812 <Not Defined> 0 0 Alive

Server Retransmit Count RADIUSOOOOOOOOODOODOO

Server Timeout RADIUSODOOOODOOODOOOODODO
Server Dead Time RADIUSOOOO0O0OOODOUOODOODOODOOOOO
Server Dead Action. RADIUSOOOOOO0ODOODOODODO OODO0O/00000 ODOOO
Server IP Address RADIUSOOOOO IPOOOO
Auth Port RADIUSODOOOOOOO UDPOOOODO
Encryption Key oooooooooooo
AuthReq RADIUSOOOUOODOODOODOOOODODOOOOOO
AuthResq RADIUSOOOO0O0OOODOUOODOODOOO
0 24:
o
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s RADIUSOOO0OO0O00000000

SHOW AUTHENTICATION

googod

ADD RADIUSSERVER SERVERO 500000
DELETE RADIUSSERVER SERVERD 63 0 0 00
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SHOW CONFIG

SHOW CONFIG

goooobooooo

SHOW CONFIG [{DYNAMIC [=module-name]|ALL [=module-name] }]

module-name: 0 0 0 O SYSTEMOCONSOLEOVLANOIPOSTATICOSWITCHOTRUNKOMIRROROIGMPSNOOP-
INGOLIMITATIONOPORTAUTHENTICATIONOACCESSFILTEROTELNETOFTPONTPOHTTPOLOGO QOSSO
LOOPDETECTIONO STORMDETECTION O O OO OOOOOO

g

O00000ooooooo0ooooobYNAMICOODODODODODODODOOoOoDoOOOoDOooOOooooooo
o0dooo000o00oooo000oo000d000DD00ALLODDODDODODODODO0DO0DODODODOD
goooooooooo

goooog

DYNAMIC 0000000000 0DOODOOOO000O0OODOOOOOO0O00O0OODOOOOOOOOOOn
O0O00O00Omodule-name0000000000SHOW CONFIGDYNAMIC=IPOOOOOOO
gobooobooooboooboobbobboo

ALL 000000O0000000000O00000Omodule-namel 00000 0O000SHOW CONFIG
ALL=IPO0O0ODOOOODOO0O0OOO0OODOOOOOOO

gooooogon

Manager > show config

Boot configuration file: system2.cfg (exists)

Current configuration: system.cfg

Manager GS900SS> show config dynamic

#
# SYSTEM configuration
#
set system name=GS900SS

#
# CONSOLE configuration
#

#
# VLAN configuration
#
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SHOW CONFIG

#

# IP configuration

#

#

# STATIC MAC configuration

#

--More-- (<space> = next page, <CR> = one line, C = continuous, Q = quit)

Boot configuration file 0000000000000 00000000000DO0OO0OexisttOO
O000Odoesn'texisto 0O OO OO

Current configuration 0000000000000 000000@mMNoneI OO ODDOOOODODODO
gogoooooooon

0 25:

g
sj0000boboboboobooboooboobooon

SHOW CONFIG DYNAMIC

s 00000000 DOO0ODbOO

SHOW CONFIG

goooog

CREATE CONFIGO 56 00 O O
SET CONFIGDO 1020000

goooo CentreCOM GS900SS U OO0 DOOOOOOOOO 1.6.19
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SHOW CONSOLE

SHOW CONSOLE

goooobooooo

SHOW CONSOLE

0

O000000000000000000 TelnetOOOOODODO0OO0OO0ODDO0O0OOODOO

gooooogon

Manager > show console

Console Information

Console Password ..... Default
Page size ............ 22
Timeout .............. 300sec

Serial port

Status ........ . ..., Enabled
Data rate ........... 9600bps
Telnet

Status ........ . ..., Enabled
TCP port ............ 23/tcp

ConsolePassword 00000000000 OCOO0D0DO0DO0OO0OO0OO0OOODefaultD0O 0O O O0OOQ
0 ConfiguredO

Page size l00ooooooooood

Timeout gooooobobobodoogooobobbbbbooooogogo
000000 DisabledO

Serial port ooooooooooo

Status 0000000000000 00000000000000ENabledd OO0
0 O O DisabledD

Data rate 000000000000 00900bps

Telnet TelnetO OO OODO

Status Telnet 0D D000 00DO0O00O0OO0OOENabledd 0000 00O DisabledD

TCP port TelnetOOODODOODOOO TCPODODO

Connection Limit TelnetOOOOOOOO0OODOO

0 26:
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g

s J0000000000000O0

SHOW CONSOLE

googod

SETASYND 99D OO0
SET CONSOLED 1040000
SETTELNETO 1230000

ooooo
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SHOW DEBUG

SHOW DEBUG

goooobooooo

SHOW DEBUG

g

goooooooooo

gooooogon

Manager > show debug
SHOW SYSTEM

SHOW E‘ILE

SHOW (.:ONFIG DYNAMIC
SHOW LOG

SHOW CRASHLOG

0
" 00000000000

SHOW DEBUG
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SHOW FILE

SHOW FILE

goooobooooo

SHOW FILE[=filename]

filename: 0 0000000000000 D0O000000O0O0O0DMODOOODOOODO*OO filenameOOOOOOO

Oo0ol10o000o0o0oo

g

gobooooboooooboooboooboobobobboobooboobbobbooobo

goooog

FILE 0000000000000 DOO0000DODOODO0O0ODOOOO00ODOODOODODOOODOOOOO

goboooboooobobooboo

gooooogon

Manager > show file

Filename Device Size
aaa.cfg flash 446
bbb.cfg flash 668
memo . txt flash 546

Manager > show file=memo.txt
File : memo.txt
: [How to transfer firmware with a FTP]

1
2:Assign me a valid IP address.

3:Run FTP command from client machine.
4

5

:Log me in with your User and Password.

Created

2008-02-15 10:00:45
2008-02-15 12:56:24
2008-02-15 11:05:17

Attribute

script
script
data

:Move into @firmware directory using CD command (i.e. type cd e@efirmware) .

Filename ooooo

Device 00000oooDoooooobooooooflashoon

Size gooooooooooo
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SHOW FILE

Created goobooooooooo

Attribute O00000O0script000000000000datal 0000000000 .cfgn

UO0.scpbibbooboobbobbon

g
sj0000bobOobobooboooDoon

SHOW FILE

s J000000OO0O0DbOOO

SHOW FILE=memo.txt

m000.cfg00000000000000O0

SHOW FILE=*.cfg

mtest0 00 000O00O00OOOOODOO

SHOW FILE=test*

goooog

corPYOs550000O
DELETEFILED 610D DODO

613-000924 Rev.D
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SHOW FTP

SHOW FTP

goooobooooo

SHOW FTP

g

FTPOODODOODOOOODOOOO

gooooogon

Manager > show ftp

FTP Module Configuration:

FTP Server : Enabled
FTP Server Listen Port : 21
FTP Server FTPOOOOOODOOEnabledD OO OO O O DisabledD
FTP Server Listen Port FTPOOOOOODOOOO TCPOODO
0 28:
o
e FTPOOOOOOOOOODOOOO
SHOW FTP
ooooono
DISABLE FTP SERVERO 68000 O
ENABLE FTP SERVERO 78 0 00O O
SET FTP LISTENPORTO 105000 0O
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SHOW HTTP SERVER

SHOW HTTP SERVER

goooobooooo

SHOW HTTP SERVER

g

HTTPOOODODOOOOOOODOOODOOO

gooooogon

Manager > show http server

HTTP Server Module Configuration:

Status : Enabled
HTTP Server Listen Port : 80
Status HTTPOOUOOOOOOODODOOOODOO EnabledOO O O O OO DisabledO

HTTP Server Listen Port HTTPOOOOOOOODOODODODODO

0 29:

g
s HTTPOOODOODOOODOOODODODOO

SHOW HTTP SERVER

goooog

DISABLE HTTP SERVERO 69 0 00 O
ENABLE HTTP SERVERO 7900 00O
SETHTTP LISTENPORTO 106 OO0 O O
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SHOW INTERFACE

SHOW INTERFACE

goooobooooo

SHOW INTERFACE [={ifindex|interface|ALL}]

ifindex: OO 0O000O00O0OO0OO0OOOOOOO
interface: 000000000

g

oooooooooMIBOODDOOOO

goooog

[COUNTER]

INTERFACE 000000000000 000000Iflndex000D0O0000000D0000O0ODOO
000000000000000000000SHOW INTERFACEO OO O OO ifIndex0d0 00O
Olnterface0 000 0000000000000 00OO0D0O0000portXMXOOOOOOOOO
goboooobooooboooooooboobboobooboobbobboobbooobboobo
00000oo000ooooo00dUdUbALLO0O0O0OO0ODODODO0O000oOoooOoO0Oooooooogg

COUNTER 0000000000000 OODOODOOODOOOOOON

gooooggon

Manager > show interface
Interfaces Information
1 portl
2 port2
3 port3
4 port4
5 ports
6 porté
7 port?7
8 port8
9 port9
10 portl0
11 portll
12 portl2
13 portl3
14 portl4
15 portl5
16 portlé
ogoooo

Up
Up
Up
Up
Up
Up
Up
Up
Up
Up
Up
Up
Up
Up
Up
Up

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Down

sysUpTime:

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

00:00:32

ifIndex Interface ifAdminStatus ifOperStatus ifLinkUpDownTrap ifLastChange

00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00

00:00:00
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SHOW INTERFACE

142

17 portl?7 Up Down Disabled 00:00:00
18 portls8 Up Down Disabled 00:00:00
19 portl9 Up Down Disabled 00:00:00
20 port20 Up Down Disabled 00:00:00
21 port2l Up Down Disabled 00:00:00
22 port22 Up Down Disabled 00:00:00
23 port23 Up Down Disabled 00:00:00
24 port24 Up Down Disabled 00:00:00
Manager > show interface=1
interface ........... ... ... portl
ifIndex ................. 1
1fMTU ... 9196
ifSpeed ......... ... .. ... 1000000000
ifAdminStatus ........... Up
ifOperStatus ............ Down
ifLinkUpDownTrapEnable .. Disabled
Interface Counters
ifInOctets 0 ifOutOctets 0
ifInUcastPkts : 0 ifOutUcastPkts : 0
ifInNUcastPkts: 0 ifOutNUcastPkts: 0
ifInDiscards 0 ifOutDiscards 0
ifInErrors 0 ifOutErrors 0
ifindex ogooooooooobooooogo
Interface 0000000 0O00OSETSWITCHPORTOOOODOODODOODOOOOO

0000o0oDooO0mportXooono

ifAdminStatus

0000000000000000000 M Upd DownID TestingD 0 O
ggo

ifOperStatus

000000000000 0000Mm Updd DownId TestingD D OO OO

ifLinkUpDownTrap

goooog

ifLastChange 0000000000000000000000000 sysUptime 00O
0 30:
interface O00000OO00O0OOSET SWITCHPORTOODOOODODODODOOOO
000D00oDoo0oooMportXoodd
ifindex goodddoooooooooooo
ifMTU JoooDooDodooooooooMTUDODODOooooooooono

CentreCOM GS900SS U000 ODOOoOOoUoooO 1.6.19
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SHOW INTERFACE

ifSpeed

gobooobobooooboobbo

ifAdminStatus

0000000000000000000 MM Updm Downd TestingO
goobogd

ifOperStatus

0000000000000000 M Upo Down(I1 TestingD O
gooo

ifLinkUpDownTrapEnable

goobogd

Interface Counters

goboobobobbooon

ifInOctets

goboobobo

ifInUcastPkts

gobogbobooobooooboboobbooboon

ifInNUcastPKts

gobooboboobooboboobobbobbobbooobo
00000/ 0000000000000

ifinDiscards goboobbobboobooobooboooboobo

ifInErrors gobogbobooobooooboboobbooboon

ifOutOctets goboobobo

ifOutUcastPkts gobooboboobooboboobobbobbobobbbo
goboooobooooo

ifOutNUcastPkts gooooooooooboobobobobbobboboboobooo

00000000000/ 0000000000000000000OO0
gooboogoon

ifOutDiscards

goboobbobboobooobooboooboobo

ifOutErrors

gobogbobooobooooboboobbooboon

g

030000

sJ00000bO0ob0bOo0oboOon

SHOW INTERFACE

s 0000000 1000D000000O0

SHOW INTERFACE=1 COUNTER

goooog

DISABLE SNMP TRAP
ENABLE SNMP TRAP

googo
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SHOW LOG

SHOW LOG

goooobooooo

SHOW LOG [DATE=[op]ldate] [TIME=[op]ltime] [SEVERITY=[op]severity]
[REVERSE [=count]] [TAIL[=count]]

op: 000000000 [K]0000 [>000000 0000 [00000000000000

date: 0000000000000 D00000O00000yYyyy-mm-ddO0O00OyyyyO0OOOOmmOO0O10120
dd 00O 10310

time: 0000000000000 00000000C0O0hh:mm:ssO0000nhhO0000230M mm 0000059
ss 00000590

severity: 1000000070 0000000000000O00O00O0O0O

count: J 0000001030000

0

0000000000000 000000oooooooooooooocri+Coo0oon
goooog

DATE 000000000000 00000SNTPOOOOOODOO0OODO0MmMOOOOSYsUpTimeOO
0000000000 SNTPOODODOODODODUOODDODO

TIME 00000000 ODOO0OO0DO0OOOOOOO0OOO0OOO SNTPOODODODODOODODODODMmMOOOO
SysUpTimeO OO ODOO0O0OO SNTPOOUOOOODOODOOOO

SEVERITY 00000000000

REVERSE 000000000000 DODOOODOOOOCOcount00O000O0O0DOOODOOOOOOO
0000000000000 decount0 0000000000000 U0DODODODOOREVERSED OO
OO0O0OoDOoTAILODOODOOOO

TAIL 0000000 DOO0O00OO0O0O0O0O0O0Ccount000O00D000OODO0OOODODOODODOODOOOO
O000Ccount0 000000 20000000000000TAILOODOOOOOOREVERSEDO
gooogo

gooooogon

Manager > show log

Days Time Lv Message
000 00:00:24
000 00:00:26

7 Switch startup, Ver 1.4.1 B0O5 Feb 15 2008, 12:32:35

6
000 00:00:26 3 User login on serial port

3

6

Port 2: interface is up

000 00:01:29 User login on GUI from 192.168.1.101
000 01:11:49 Port 2: interface is down
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SHOW LOG

006 05:17:16 6 Port 2: interface is up
006 05:17:53 3 TUser login on GUI from 192.168.1.101
006 05:34:32 6 Port 2: interface is down

2008-03-03 11:23:17 7 Switch startup, Ver 1.4.1 B05 Feb 15 2008, 12:32:35
2008-03-03 11:23:17 6 Port 1: interface is up
2008-03-03 11:23:17 3 User login on serial port

Days goboooodooboooobooooooon

Time 00000000000000000000000000SysUpTimeDO
Lv ogoooo

Message ooooooog

032.SNTPOO0OOOOOO

Date J0000000O0OSNTPOOOOOOOOOOODOO
Time 0000000000 OoOSNTPOOOOOOOOOOOOO
Lv ogoooo

Message ooooogd

033 SNTPOOOOOOOO

0
" 000000000

SHOW LOG

goooognd

SNTPOOOOOODOOOOOOODOOODODOOODOOOOOSNTPOODOODUOODDUOODDUODODOO
gooobboo
SNTPOOOOOODOOOOOOOOSNTPOOOOOUOODOODODODOODODODODODODODODOODDUODODOO
20060 10 100000020050 101000000 D0DOO0O0DODOOO

goooog
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SHOW LOG

DISABLE LOG OUTPUTO 710000
ENABLE LOG OUTPUTO 810 00O
FLUSH LOG OUTPUTO 8700 00O
PURGE LOGOO91 000D

SET LOG OUTPUTO 107000 O
SHOW LOG COUNTERO 1470000
SHOW LOG OUTPUTO 1490 000
SHOW LOG STATUSO 1510000
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SHOW LOG COUNTER

SHOW LOG COUNTER

goooobooooo

SHOW LOG COUNTER

g

goboobooobooobooobo

gooooogon

Manager > show log counter

Log Counters

Message Generated : 15
Message Processed TEMPORARY : 15
Message Processed SYSLOG : 0
Messages Generated oooboooooono
Message Processed TEMPORARY ooooooooooooooon
Message Processed SYSLOG syslogOD 000000000 ODOOOOO
O 34:
o

[ J00000oo0oboboobobon

SHOW LOG COUNTER

goooog

DISABLE LOG OUTPUTO 710000
ENABLE LOG OUTPUTO 810 00O
FLUSH LOG OUTPUTO 8700 00O
PURGE LOGDOO91 000D

SET LOG OUTPUTO 107000 O
SHOW LOGO 1440000

SHOW LOG OUTPUTO 1490 000
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SHOW LOG STATUSO 1510000
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SHOW LOG OUTPUT

SHOW LOG OUTPUT

goooobooooo

SHOW LOG OUTPUT

g

goooopooooboooobo

gooooogon

Manager > show log output

Output Type Status Server Port Msg LogLv Facility
TEMPORARY RAM Enabled - - 3000 >3 -
SYSLOG SYSLOG Disabled Not set 514 - >3 DEFAULT

Output 000000000000 O0TEMPORARYD O OO syslog 0000 0OSYSLOGO

Type 000000000000 O00RAMOOODO syslogd00000SYSLOGO

Status 00000000000 0EnabledD OO OO OO Disabledd

Server oooooosSySLtocUUoooooooooooooo IiPooOoO

Port 000000 SsySLoGUOOOoOooooOosyslogDODODOOOOOOUDPOODOO

Msg gogboobogoboooboobbobbooboon

LogLv oo0o0oU0ooooooooooooooooon?

Facility O00D0D0O0O0O0OO0DEFAULTOOOOODOOOO

0 35:

g
m ] J0000oooooooooon

SHOW LOG OUTPUT

goooog

DISABLE LOG OUTPUTO 710000
ENABLE LOG OUTPUTO 810 00O
FLUSH LOG OUTPUTO 8700 00O
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PURGE LOGDO 910000
SETLOGOUTPUTO 1070000
SHOW LOGO 1440000

SHOW LOG COUNTERO 1470000
SHOW LOG STATUSO 1510000

150 | CentreCOM GS900SS O OO0 ODO0OOOOOOODO 1.6.19
613-000924 Rev.D

oooog



SHOW LOG STATUS

SHOW LOG STATUS

goooobooooo

SHOW LOG STATUS

g

gobooobooooooooo

gooooogon

Manager > show log status

Log System Status

Log Module Status .........
Log Message Generation ....
Temporary Output ..........
Syslog Output .............
Next Message ID ...........
Number of Output Definitions ...

..... Enabled
..... Enabled
..... Enabled
..... Disabled

Log Module Status

0000000 OEnabledd 0000 OO DisabledO

Log Message Generation

0000000 OEnabledd 0000 OO DisabledO

Temporary Output

000000 TEMPORARYLDO O (M Enabled O O O O DisabledO

Syslog Output

00O000SYSLOGU OO OOENnabledD O 0O 00O OO DisabledO

Next Message 1D

ooooooo Ib

Number of Output Definitions

000000000 O0o 20 TEMPORARY O SYSLOGO

g
m 1 000000b0o0oboon

SHOW LOG STATUS

goooog

googo

0 36:
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SHOW LOG STATUS

DISABLE LOG OUTPUTO 710000
ENABLE LOG OUTPUTO 810 00O
FLUSH LOG OUTPUTO 8700 00O
PURGE LOGOO91 000D

SET LOG OUTPUTO 107000 O
SHOW LOGO 1440000

SHOW LOG COUNTERO 1470000
SHOW LOG OUTPUTO 1490 000
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SHOW NTP

SHOW NTP

goooobooooo

SHOW NTP

g

SNTPOODOODOODOODOOO

gooooogon

Manager > show ntp

NTP Module Configuration

Status : Enabled

Host Address : 192.168.1.5

UTC Offset : +09:00:00 (JST)

Last Updated : 2008-03-03 at 11:23:16
Last Delta : 0

Configured Peer : 192.168.1.1

NTP Server Listen Port : 123

Counters

Packets Sent : 0000000001

Packets Received : 0000000001

Packets w/head error : 0000000000

Packets w/data error : 0000000000

Status SNTPOOOOOOOOOEnabled O DisabledO
Host Address SNTPOOOO IPOOOO

UTC Offset gooooouTCcooooooooo
Last Updated SNTPOOOOODOOOODOOODOO
Last Delta goooooouoboooooooooa
Configured Peer SNTPOOOOO IPOOODO

NTP Server Listen Port SNTPOOOOOOODOOO UDPOODO
Packets Sent OO SNTPOODOO

Packets Received OO SNTPOODOO

Packets w/ head error OO0 SNTPOOODODOODOODOOODOODOODUOODUOODDOOO
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SHOW NTP

Packets w/ data error OO0 SNTPOOOODOUOODOODODODOUOOODDODOODDOOOUOOOOSNTPOOO
gooooboooobooboobbooboobbon

0 37:

0
s SNTPOOOO000000

SHOW NTP

goooog

ADD NTPPEERO490 00O
DELETENTPPEERO 620000
DISABLENTPO 720000
ENABLE NTPO 820000
PURGENTPO 930000
RESET NTPO 94 0000
SETNTPOU 1100000
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SHOW RADIUS

SHOW RADIUS

goooobooooo

SHOW RADIUS

g

RADIUSO Remote Authentication Dial In User ServerDO0 000000000 OOOSHOW AUTHEN-

TICATIONOOOOOOO

gooooogon

Manager > show radius

RADIUS Server Parameters

RADIUS Servers:

Server Retransmit Count....
Server Timeout............
Server Dead Time..........
Server Dead Action........

Server IP Address Auth Port

<Not Defined> O 0 Alive
<Not Defined> O 0 Alive

Server Retransmit Count RADIUSOOOOOOOOODOODOO

Server Timeout RADIUSODOOOODOOODOOOODODO
Server Dead Time RADIUSOOOO0O0OOODOUOODOODOODOOOOO
Server Dead Action. RADIUSOOOOOO0ODOODOODODO OODO0O/00000 ODOOO
Server IP Address RADIUSOOOOO IPOOOO
Auth Port RADIUSODOOOOOOO UDPOOOODO
Encryption Key oooooooooooo
AuthReq RADIUSOOOUOODOODOODOOOODODOOOOOO
AuthResq RADIUSOOOO0O0OOODOUOODOODOOO
0 38:
o
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s RADIUSOOO0OO0O00000000

SHOW RADIUS

googod

ADD RADIUSSERVER SERVERO 500000
DELETE RADIUSSERVER SERVERO 630000
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SHOW RADIUSACCOUNTING

SHOW RADIUSACCOUNTING

goooobooooo

SHOW RADIUSACCOUNTING

g

RADIUSO Remote Authentication Dial InUser Server0 OO O 000000000 O0OOODOODOOO

RN

gooooggon

Manager > show radiusaccounting
Radius Accounting Configuration
Radius Accounting Status ...........: Disabled
Radius Accounting Port..............: 1813
Radius Accounting Type..............: Network
Radius Accounting Trigger Type......: Start Stop
Radius Accounting Update Status.....: Disabled
Radius Accounting Update Interval...: 60

Radius Accounting Status

0000000000000 0Enabled O Disabled

Radius Accounting Port

RADIUSOOOODOOODOOOOOOO UDPOOODOO

Radius Accounting Type

0000000000000 0000000O00NETWORK

gooooooooboobbon

Radius Accounting Trigger Type

goboobobooboboobobobooboboobo

00 START_.STOP O STOP_ONLY

Radius Accounting Update Status

gooobooboobboboboboboboobooboobo
gobboooboobbooobboboobbooobbobo

Enabled O Disabled

Radius Accounting Update Interval

goboobooobooobooobo

g
s RADIUSOOOOOODOOOOOOOOD

SHOW RADIUSACCOUNTING

googo

0 39:

gooooooon
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SHOW RADIUSACCOUNTING

goooog

DISABLE RADIUSACCOUNTINGO 730000
ENABLE RADIUSACCOUNTINGO 830000
SET RADIUSACCOUNTINGO 116 0 0 OO
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SHOW SNMP

SHOW SNMP

goooobooooo

SHOW SNMP

SNMPOOOOOOOOOOOOO

gooooogon

Manager > show snmp

SNMP Module Configuration:

Status : Disabled
SNMP Manager Listen Port : 161
SNMPTRAP Listen Port : 162

inPkts 0 outPkts 0
inBadVersions 0 outTooBigs 0
inBadCommunityNames : 0 outNoSuchNames 0
inBadCommunityUses 0 outBadValues 0
inASNParseErrs 0 outGenErrs 0
inTooBigs 0 outGetRequests 0
inNoSuchNames 0 outGetNexts 0
inBadValues 0 outSetRequests 0
inReadOnlys 0 outGetResponses : 0
inGenErrs 0 outTraps 0
inTotalRegVars 0

inTotalSetVars 0

inGetRequests 0

inGetNexts 0

inSetRequests 0

inGetResponses 0

inTraps 0

Status SNMPOUOUOUOOUOOOOOOUOENnabledd OO0 OO OO DisabledO

SNMP Manager Listen Port

SNMPO get/set0 0 UDP O OO

SNMPTRAP Listen Port

goobogd

inPkts

googn

OO0 SNMPOOODOO

CentreCOM GS900SS U OO0 DOOOOOOOOO 1.6.19
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SHOW SNMP

00000o000oooooooo SNMPOODDODODOODOO
00000000000 ooo SNMPOOOODOODOOO
0000000000000 0oo00ooUoDoDOooOon0 SNMP OO

inBadVersions

inBadCommunityNames

inBadCommunityUses

160

gobooobobo

inASNParseErrs ASN.1O00000OO0O0000o0o0o000oo0 SNMPOOOODOOOO
goo

inTooBigs 00000000000 0teoBigDOOODODOOOODO SNMPODO
oooooooooooooon

inNoSuchNames O00000000000noSuchNameO OO0 O0OO0000O SNMP
oooooooooooooonood

inBadValues O00000000000badValueDOODOOODOOOO SNMP OO
oooooooooooooon

inReadOnlys 000000000000 readONnly0 000000000 SNMPOO
oooooooooooooon

inGenErrs O00000000000genEM0 00 O0O00OODODOO SNMPODO

ooooooooooooooo

inTotalRegVars

0000 GetRequest 0 0 O GetNextRequest DO OO DO OODODODO
oooooMIBOODODOoOooOoDOooO

inTotalSetVars

0000 SetRequest 0 D 0D ODDO0OOO0OODOOO MIBOOOOO
goobgo

inGetRequests 0000 GetRequest D0 DO OOOO

inGetNexts 0000 GetNextRequestD OO O OO OO

inSetRequests 0000 SetRequest 00 OO OO0

inGetResponses 0000 GetResponse J OO0 OO0OOOOO0ODODO

inTraps oooo SNMPOOOOODOODOOOODOOD

outPkts OO0 SNMPOOODOO

outTooBigs O000000000000tooBignD OO DOODO0O0OOOOO SNMPODO
oooooooooooo

outNoSuchNames D00000000000noSuchName D OO OO0OOOoOoOooOOQ

SNMPOOODODOOO

outBadValues

00000000000 0ObadValueDOOOOOOOOOOO SNMP
gooboogoon

outGenErrs O0000000000O0genErrD000O0O00ODOOOOO SNMP
goooooo

outGetRequests 0000 GetRequest DO OO ODODOOOOOO0ODODO

outGetNexts 0000 GetNextRequest DO D D ODOOOODODOO0ODOO

outSetRequests 0000 SetRequest DD DO ODODODOOOOO0OOOO

outGetResponses OD000 GetResponse D OO0 O OO

outTraps ooooo

CentreCOM GS900SS U000 ODOOoOOoUoooO 1.6.19

613-000924 Rev.D
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SHOW SNMP

0 40:

g
s SNMPOOOOOOOOOOOOO

SHOW SNMP

goooog

DISABLE SNMPO 740000
ENABLE SNMPO 840000
SET SNMP LISTENPORTO 1200 0 O O

goooo CentreCOM GS900SS U OO0 DOOOOOOOOO 1.6.19 161
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SHOW SNMP COMMUNITY

SHOW SNMP COMMUNITY

goooobooooo

SHOW SNMP COMMUNITY [={community|ALL}]

community: SNMPOOOOOOOO

g

SNMPOOOOOODOOODOOODOOO
goooog

COMMUNITY SNMPOOOOOOOO

gooooogon

Manager > show snmp community

SNMP community information:

Name Status Traps Access OpenAccess
public Enabled Disabled read-only Yes
private Enabled Disabled read-write No

test Disabled Disabled read-only Yes

Manager > show snmp community=public

SNMP community information:

Name ........ccouuuu.. public

ACCESS 't e e eeeeeeeeen read-only

Status ... Enabled

Trap Status ......... Disabled

Open ACCESS . ........ No

Traps . ... COLDSTART, WARMSTART, AUTHENTICATION, LINK

FAN, TEMPERATURE, VOLTAGE , NEWROOT , TOPOLOGYCHANGE
LOOPDETECTION, STORMDETECTION, EPSR, LOGIN

Manager ............. 192.168.1.1
Trap Host ........... -
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SHOW SNMP COMMUNITY

Name gooooooo
Status 0000000000000 0ENabledd 00000 0O DisabledO
Traps gooog
Access 000000000000 Oread-only0 000000000 O read-writed
OpenAccess 00000000 o00oo0ooooooooooooooooonDooDOdnYesd
0000000000000 0o00oooooooDoOodNonO
O 41:
Name gooooooo
Access 000000000000 Oread-only0 000000000 O read-writed
Status 0000000000000 0Enabledd 00000 0O DisabledO

Open Access

00000000000 U0ooO0oDo0ooDoooDoo0oDoooooOnDYesO
0000000000000 000DO00000000D00ONoO

Traps gooog
Manager Jodooooooooooooooooooooooooo IiPOnDOoO
Trap Host gooog
0 42:.COMMUNITYOOOOOOOO
g

s SNMPOOO0OO0O00OO0O0O0OODOOOO

SHOW SNMP COMMUNITY

s SNMPOOUOOOOOOpublicOO0O00OO0OOOO

SHOW SNMP COMMUNITY=public

goooog

ADD SNMP COMMUNITYO 510000
CREATE SNMP COMMUNITYO 570000
DELETE SNMP COMMUNITYO 640000
DESTROY SNMP COMMUNITYO 66 0 0O 00O
DISABLE SNMP COMMUNITYO 750000
DISABLE SNMP COMMUNITY TRAP
ENABLE SNMP COMMUNITYO 850000
ENABLE SNMP COMMUNITY TRAP

SET SNMP COMMUNITYD 1180 0 0 O

googn
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SHOW SYSTEM

SHOW SYSTEM

goooobooooo

SHOW SYSTEM

goooooooooo

gooooogon

Manager > show system

Switch System Status Date 2012-06-26 Time 15:30:02
Board Bay Board Name

Base - GS924sSS

Memory - DRAM : 32768 kB FLASH : 8192 kB MAC : 00-09-24-00-02-01
SysDescription : CentreCOM GS924SS Ver 1.6.19 BO0O3
SysContact

SysLocation

SysName

SysUpTime : 13521(00:02:15)

Release Version : 1.6.19

Release built : BO3 (Jun 8 2012 at 17:07:24)

Flash PROM : Good

RAM : Good

SW chip : Good

UART : Good

FAN1 : Normal FAN2 : Normal
1.25V : Normal 1.8V : Normal
2.5V : Normal 3.3V : Normal
5.0V : Normal Temperature : Normal
Configuration

Boot configuration file : Not set

Current configuration : None

Manager >

164 | CentreCOM GS900SS O OO0 ODO0O0OOOOOODO 1.6.19 goooog
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Board Base[lExpansionT Enginel GenericlOO 10 ModuleO1C ModuleOMAC
goooo
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SHOW SYSTEM

Bay ooo-o

Board Name goooooooo

DRAM 0oooooo DRAMODODODOO

FLASH godoooooooboboobbobob

MAC ooo MACOOOO

SysDescription Ooooooooooooooo

SysContact ooooo

SysLocation oooO

SysName ooooo

SysUpTime godoooooooboboobbobob

Release Version ooooooooooooo

Release built Oo0ooooooooo

Flash PROM goboooboob booboooubooobboobuooouboo
Good/Failed

RAM 00000 RAMOOOO OO Good/Failed

SW chip 0000000000000 0000Good/Failed

UART O0000 UART OO OOOOGood/Failed

FAN1,2 0000000 Normal/Warning/Failed0 D00 0 00 I GS908SS O O
gooooo

System power 0000 125v/18Vv/25V/33V/50V O O O O O O O ONor-

mal/Warning/Failed0 0 0 0O 0O 0O O M1GS908SS 0O 0 5v 0O 0O OO
000025V O025V(A)25V(B)0 200000

Temperature 00000000000 Normal/Warning/FailedD D O00O00O00O

Boot configuration file 0000000000000 00000000000O0ODOOOOexistOOO
O000O00doesn’texistOO OO o000

Current configuration 0000000000000 000000M NoneD DD ODDODOODOO
gogoooooooon

0 43:
o
000000000000
SHOW SYSTEM
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SHOW TELNET

SHOW TELNET

goooobooooo

SHOW TELNET

g

Telnet0OOO0OOOO0OO0OOOOOO

gooooogon

Manager > show telnet

TELNET Module Configuration:

TELNET Server : Enabled

TELNET Server Listen Port : 23

TELNET Connection Limit : 4

TELNET Server TelnetOODOO0OO0OOO0OOOOENabledD 0000 OO Disabledd

TELNET Server Listen Port TelnetOOOODOODOODOO TCPOODO

TELNET Connection Limit TelnetOOOODOODOODODO

g
mTelnet0 0000000000000

SHOW TELNET

goooog

DISABLE TELNET SERVERO 76 D OO O
ENABLE TELNET SERVERO 86 0 0 0O O
SET TELNETO 1230000

goooo CentreCOM GS900SS U OO0 DOOOOOOOOO 1.6.19
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SHOW TIME

SHOW TIME

goooobooooo

SHOW TIME

g

gobooobooooooooo

gooooogon

Manager > show time

System time is 2008-02-15 Friday at 10:00:21

g
m 1 J00000oo0oboo

SHOW TIME

goooog

SETTIMED 1250000
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