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T 2

02 IX OO v o v e e e e e e e e e e e e 3

OO0 . e e e e e e e e 3
Authenticator . . . . . . . .. 3
Authenticator0 000000 VLAND .. . . . ..o 4

Supplicant . . . . . . 6

0 6

Supplicant MAC O OO0 . . o o o e e e e e e e e e e e e e e e e 7
0000000000 0 e e e e e e e e e e s s s 8
0 8

ADD PORTAUTH PORT SUPPLICANTMAC . . . . . . . . . o 9
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DISABLE PORTAUTH . . . . . . e e e e 12
ENABLE PORTAUTH . . . . . . e e e 13
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VLANOODOOOOOODODOOODODO0000D0D0000 VLANOOOOOODOO0O Supplicant0D 0000
ggdbddoooooooobobobooboobobbbobobobobbogooo

000000 UoOoUooUooo 3pooooooooooOoOO

ooooooo
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ooooooo

RADIUSOOOOOOOOOO

e Supplicant0 000000 MOOODODDO0OOO Authenticator 0000000000000 O0O
odoooooooSOoUooooooooooooooooooooooooooooooog
goooooooo

0000000000000 000D0000OAuthenticator 0 Supplicant0 0 0000000000000
ODOORADIUSOOO0OO00OOODODOODOOOOOOOOO

[—Authenticator 00 00 Supplicant 0 0000000000000 00OO0OOOOOOO
[—Authenticator 00 00 Supplicant D 0000000000000 00O0O0DOO0OO0OOOOOO
000000000000 0000EAPODOOOOOOOOOOO

0000000000000 000000000000Authenticator00 00000000000 0OOOO
[—Authenticator 00 00 000000000000 OD0OOOOOOOO

[—Authenticator D0 D0 O0OLDFOOOOOOOOOOO

8021X 0000

802.1X 0 0 00O OEAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAPO 0O DOOODDOOOODOOOOOOO
00000000000 802X 0 D0D0O0O0O0D000D0O0ODO0DU0U0OD EAPOODOODOODOOODODOOOO

e Authenticator 0 O EAP-MD50 EAP-TLSO EAP-TTLSO EAP-PEAP
e Supplicant 0 O EAP-MD5

oo

gooooobogoobooobooboobbobboobooobooobboobbobbobboon
OOODOOEAP-MDSOODOOOODOOOODOOO

Authenticator

0000 Authenticator 00 0000000000000 0000O0OD0ODO0OOODOOS00000000
O0O00O0Authenticator 00D 0 OD000O0OOIPOOOO RADIUSOOODOOOOODOODOOO

1. 0000000 RADIUSODODOOOODOOOOOODOODODODODO RADIUSOOODOOOOOOO
O0000O00OO0OVLANdefaultO IPOOOOOOOOOOO

ADD IP IPADDRESS=192.168.10.5 MASK=255.255.255.0 J

2. RADIUSOOOODO IPOODOOOUDPOOODDOODOOODOODODODOODOOODO
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ooooooo

ADD RADIUSSERVER SERVER=192.168.10.130 ORDER=1 PORT=1812 ACCPORT=1813
SECRET=himitsu J

3. D00oooooooooooooooon

ENABLE PORTAUTH

4, OO0 50 AuthenticatorDODOOOOO0OOOO

SET PORTAUTH PORT=5 TYPE=AUTHENTICATOR .

[CRADIUSOO0DO0O00O000O000DOOAuthenticator 0000000000 DOOOAuthenticatord 0000
O0O00OSETPORTAUTHPORTOOOOO1500000 CONTROLOOOOO OO AUTHORISED OO
oooooooo

Authenticator0 0 0D 0O 0O 0O O VLAND

000000 VLANDO Dynamic VLAN AssignemntO OO RADIUS OO 00000 ODOO0OODOOOOO
J000o0oooo0Oo VLANODOODODOoOoDoooooo

0000000 Authenticator 000 0000000000000 VLANOOOODOOOOOODOOOO
O00000Authenticator 000000000 IPODOOO RADIUSOODOOODODOOOODODO
O0000ooOooooOoO0O 300 VLANDAODBOD COOOOODDODODODDODOORADIUSOOOODO
0000000 VLANORODOOOOODODODOOODODODODODODODODDOODDODODODODOORADIUSOOOO
0000000 VLANMDAOOBOOD COOOOOooooooooooooooo

1. VLANODOOODOD

CREATE VLAN=A VID=10
CREATE VLAN=B VID=20
CREATE VLAN=C VID=30
CREATE VLAN=R VID=1000

2. RADIUSOOOOOOOODOOOO 160 VLANOROOOOOOOOO

ADD VLAN=R PORT=16 .

3. 8021X 00 RADIUSOOOODOOODOODOOOOODODOOORADIUSOOOOOOOOOOO
OO0ODDOOOOVLANOROO IPOOODOOOOOOOO
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ooooooo

ADD IP INT=R IP=192.168.10.5 MASK=255.255.255.0 J

4, RADIUSOOUOOOD IPOOODOOUDPOODOOOOODOODOODUODDOUDODOO

ADD RADIUS SERVER=192.168.10.130 PORT=1812 ACCPORT=1813
SECRET=himitsu J

5. DO00oDOooooooooood

ENABLE PORTAUTH

6. 000 1080 802X OO0 OOOOOODODOMMTYPE=AUTHENTICATORD DO OOODOO
000 1080 Authenticator 0D 00000000 O MM VLANASSIGNMENT=ENABLEDO O
000DoD0oooooono VLANDODOOOoOooOd

SET PORTAUTH=8021X PORT=1-8 TYPE=AUTHENTICATOR
VLANASSIGNMENT=ENABLED .J

[CRADIUSOO0DO0D0O000O000DOOAuthenticator 0000000000 OOOAuthenticatord 0000
O0O0O0OSETPORTAUTHPORTOOOOO1500000 CONTROLOOOOOOO AUTHORISED OO
oooooooo

m JO0000O0VLANODOODODOOOODOODOOoOOO

e Supplicant0 000000000000 OOOOO VLANOADDVLANPORTOOOOMmMI OO
000 LANOD 12000000000 VLANOODOOOUOOODODODOoOooooooooooooo

e RADIUSOUOODUODUODOOD VLANDODOODODODODODODODODODODODOODDOO VLANDODODDODODO
gobooboogooboooobooboobbooboo

e RADIUSOUODUODUODOO VLANDODOODODODODODODODODODODODODODDOOO VLANDODDODDO
goboobooooboooobooboobbooboo

e RADIUSOUOODUOUO VLANOODODODDOODODDODODODODODODODODODODDOOO VLANDODDODODO
goboobooooboooobooboobbooboo

e JI0DUIUODOOUUDOUDOUODDUODDUODUUODOUODOUODOODDOOD VLANDO
goobooobogoooooboobobobbooboobooobobooboboobo

e JIDDODODMMIODOCCONTROL=UNAUTHORISED OO0 O0O0OMM OO CONTROL=AUTHORISED
00o0oo000ooo0oooO0ooDoo0oD0 VLANDODOOoOooo

m 0000000000 VLANDOOODDODOODDODOODUOODODODOADDVLANPORTOO OO MM OOOO
OLANODO 120000000000000 VLANDOOOODOOOOOOODODOODOOoOoooooooo
0000000000 VLANDOOODOD VLANDODOOOooooooooo

e 0UDOO SupplicantO 000000 OOO
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ooooooo

e JODOOODOODDOD
e J0DODODUODDOODODOOOOUDOOOUODISABLEPORTAUTHO ODOOO12000M00

Supplicant

0000 Supplicant 00000 0000000000000 0OO0O0OD0OOOO0O0OD 1000000000
000008021X Supplicant0 0000000 IPOOOOOOOOO

1l ODO0O0000OO0O0oOoOoooDooooo

ENABLE PORTAUTH

2. 00010 Supplicant0 000000000

SET PORTAUTH PORT=1 TYPE=SUPPLICANT USERNAME=userl PASSWORD=himitsu

[CO0000000000 VLANOOOOUOOO VLANOOOOOSupplicantd DHCPOOOOOO IPOO
000o0o0o0oo0ooooo0 VLANOOOO DHCPOOOODOOOOOOOOODOOOOOOOOOO
oo

oooood

0000000000000 000000000000ORADIUSOD 0000000000 OOoOOOO
gooo
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e 8021X0O0O0ODDOODOOODDOO VLANOODODODODODODODODODODODODODOODODOODODOOODOO

goooooo
goo gooo oo
User-Name ooooo 00000o0o0ooOooonono”userl”, ”userB”0O

User-Password 0 0OO00O0O 0OEAP-MD5PEAP(EAP-MSCHAPV2)OTTLSOOOODOOO
000000000000 00dbf8a%ve”, "himi2uDado” M
EAP-TLSOOO0DOOOO00ODOOOO0O0OOOOOODOOOOOO
gd

01:8021X000000000 VLANOOO

[CCO000000 EAP-TLSOO0O0OOO0OORADIUSOOO0OOOOOOOOOOOOOOOOOOOOO
0000000000000 000000000000o0o0o0o00o0o0oooo0o EAP-PEAPO
EAP-TTLSOOO0OOOORADIUSOOOODOOOOOOOOOOOOOOOOOOOOODOOOOO
0000000000000 000000 RADIUSOOODODOO Supplicant0OSOO0O0OO0OOO
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ooooooo

e 100802IXOIDIODDODODODODIOVLANDOODODODODODODODODODODODODODODODODDOODOD 3000
gooboooboooooo

ggo ggo ao

Tunnel-Type VLAN (13) oooooooOooooooooo

Tunnel-Medium-Type IEEE-802 (6) oooooooOooooooooo

Tunnel-Private-Group-I1D VLAN 0 O VLAN 000000000 O0DOO0OO0OODOOO
1D Jooooooooo VLANOOOD

VLAN IDO O 0O sales”, 100

02000000 VLANOOOO

Supplicant MAC O OO O

00000000 MACOODODODOOOO0ODO0ODO0OO0O000D00000000000000 SupplicantO O
00000000 SupplicantMACOUOOUOOOODOODOOOOO

m Supplicant MACOOOOOUOOOUOOOOOOOSET PORTAUTH PORT SUPPLICANTMAC OO
ooooooooooooo

SET PORTAUTH PORT=5 SUPPLICANTMAC=00-00-F4-11-11-11 CONTROL=AUTHORISED .
m 00000 Supplicant MACO O DD ODOO0OO0O0OOOOOO DELETE PORTAUTH PORT SUPPLI-
CANTMACOOOODODNODODODODOODOOODOO

DELETE PORTAUTH PORT=5 SUPPLICANTMAC=00-00-F4-11-11-11 J
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ogbooboguodd

ooboogood

goooooo
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DELETE PORTAUTH PORT SUPPLICANTMAC . . . . . . . . . ... oo 11
DISABLE PORTAUTH . . . . . . e 12
ENABLE PORTAUTH . . . . . 13
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ADD PORTAUTH PORT SUPPLICANTMAC

ADD PORTAUTH PORT SUPPLICANTMAC

goooobooooo

ADD PORTAUTH PORT=port-number SUPPLICANTMAC=macadd [CONTROL=AUTHORISED]

port-number: 00 00000000100000000000O0
macadd: MAC 0O 0O O O O XX-XX-XX-XX-XX-xX 0 0 0

g

Supplicant MACO OO U OOOOOUOUOSupplicant MAC OO 0000 O OSingle-Supplicant O O
00 Multi-Supplicant 00000000000 10000000 1000000000

goooog

PORT 0OO0OO0OOOOOO

SUPPLICANTMAC SupplicantMACOUOOUOOOOOOOOOO MACOOUOOODOODOODOOOO
goboogobooooboooboobbobboo

CONTROL 0O0OO0O0OO0OO Authenticator OO O0OUOOOAUTHORISEDOD OO OOODOOOOOOO
RN

gooooogon

Manager > add portauth port=1 supplicantmac=00-00-£f4-11-11-11 control=authorised

o
m Supplicant MACO OO ODOOOOO0O0O

ADD PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11 CONTROL=AUTHORISED

goooognd

0000000000 O00TYPEDO Authenticator0 0O DOOCONTROLO Auto0D 00000000000
OO0 O00Supplicant MACOOOOOOODOOOOO
gooooooOooOoOoOoO0OOOoDOOOOODOO0OOOODODDOODODOOODO MACOODOOODOOODO
oooooooooorbDBOOOOODOOO
00000000000000000000000000000000000 Supplicantd MACOOO
O0OSupplicant MACOOOOOODOODOOOOO
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ADD PORTAUTH PORT SUPPLICANTMAC

00000000000 TYPED Authenticator 000000000000 O0OCONTROLO AUTODO
00000000000 oDU0UoDUooDo MACODODODDOODODDOO FDBOOODOOOO
O00000o0oooo MACOODOODUOOO VLANOODOOOODOOODODODODODODODOOooooooooo
000000 U00ooDUoOUUoDO 3dvooDUooDOo

goooog

DELETE PORTAUTH PORT SUPPLICANTMACO 110000
SET PORTAUTH PORT SUPPLICANTMACO 190000
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DELETE PORTAUTH PORT SUPPLICANTMAC

DELETE PORTAUTH PORT SUPPLICANTMAC

goooobooooo

DELETE PORTAUTH PORT=port-number [SUPPLICANTMAC=macadd]

port-number: 00 00000000100000000000O0
macadd: MAC 0O 0O O O O XX-XX-XX-XX-XX-xX 0 0 0

g

Supplicant MACO OO DOOODDOOO
goooono
PORT 0OO0OOO0OOOOOO

SUPPLICANTMAC 0000 SupplicantMACOOOUOODO0OOD0O0OO0DOO0OO0D0O0OO0OOOOOOO
0000 Supplicant MACOOOOOODOOOOO

gooooggon

Manager > delete portauth port=1 supplicantmac=00-00-f4-11-11-11

Operation successful.

g
m 0000000 Supplicant MACOOOOODOOOOO

DELETE PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11

goooog

ADD PORTAUTH PORT SUPPLICANTMACO 9O O OO
SET PORTAUTH PORT SUPPLICANTMACO 190000
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DISABLE PORTAUTH

DISABLE PORTAUTH

goooobooooo

DISABLE PORTAUTH

g

gobooboobbooobooobooboobbo

gooooogon

Manager > disable portauth

Operation successful.

g
m 1 J00000oo0oboo

DISABLE PORTAUTH

goooog

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH AUTHMETHODOD 14000 0O

SET PORTAUTH PORTO 150000

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT AUTHENTICATORO 240000
SHOW PORTAUTH PORT SUPPLICANTO 280000
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ENABLE PORTAUTH

goooobooooo

ENABLE PORTAUTH

g

gobooboobbooobooobooboobbo

gooooogon

ENABLE PORTAUTH

Manager > enable portauth

Operation successful.

g
m 1 J00000oo0oboo

ENABLE PORTAUTH

goooognd

Authenticator 00 00O Supplicant 0 00 0000000000000 0O0OOO0OO

Authenticator 00 00 Supplicant 0 00 0000000000000 0O0OO0OOOOO

Authenticator 00 00 Supplicant 0 000 0000000000000

0000000000 0OEAPOODOOOODOOOO

ComboUOO0OO0ODO0O0OODO Authenticator D00 000000000000
Authenticator 00 0 0000000000000 00O0OO0O0O0

goooog

DISABLE PORTAUTHO 120000

SET PORTAUTH AUTHMETHODO 14000 O
SET PORTAUTH PORTO 150000

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT AUTHENTICATORO 240000
SHOW PORTAUTH PORT SUPPLICANTO 280000

goooo CentreCOM GS900SS O OO0 DOOOOoOoOoooO 1.6.19
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SET PORTAUTH AUTHMETHOD

SET PORTAUTH AUTHMETHOD

goooobooooo

SET PORTAUTH AUTHMETHOD=RADIUSEAP

g

goboobooobooobooboobbon
goooog

AUTHMETHOD RadiuseAP OO

gooooogon

Manager > set portauth authmethod=radiuseap

Operation successful.

0
= 00000000 RadiusEAP 00000

SET PORTAUTH AUTHMETHOD=RADIUSEAP

goooog

DISABLE PORTAUTHO 120000

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH PORTO 150000

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT AUTHENTICATORO 240000
SHOW PORTAUTH PORT SUPPLICANTO 280000
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SET PORTAUTH PORT

SET PORTAUTH PORT

goooobooooo

Authenticator [

SET PORTAUTH[=8021X] PORT={port-1list|ALL} TYPE=AUTHENTICATOR
[MODE={SINGLE/MULTI}] [CONTROL={AUTHORISED|UNAUTHORISED|AUTO }]
[SERVERTIMEOUT=1..600] [QUIETPERIOD=0..65535] [TXPERIOD=1..65535]
[REAUTHPERIOD=1..86400] [SUPPTIMEOUT=1..600] [MAXREQ=1..10]
[REAUTHENABLED={ENABLED|DISABLED}] [PIGGYBACK={ENABLED|DISABLED}]
[GUESTVLAN={vlan-name|l..4094|NONE}] [SECUREVLAN={ON|OFF}]
[VLANASSIGNMENT={ENABLED|DISABLED}]

Supplicant [

SET PORTAUTH [=8021X] PORT={port-1ist|ALL} TYPE=SUPPLICANT
[AUTHPERIOD=1..300] [HELDPERIOD=0..65535] [MAXSTART=1..10]
[STARTPERIOD=1..60] [USERNAME=Ilogin-name] [PASSWORD=password ]

oooooooo
SET PORTAUTH PORT={port-list|ALL} TYPE=NONE

port-list: 0000 0000001000000 [[Jo0OO[,]00000000000O0O
login-name: 00000010630 00000000000O0O

password: 00000010630 000000000000

vlan-name: VLAN O

g

gobooooboooooobooobo
goooog

PORTAUTH 8021X(802.1XT0O)0O0OOOO

PORT 0D0O0OO0OO0O0ODOOO0OOOOOOOOO ALLOALLOODOOODOODOOOOOOOOOOOOOO
good

TYPE 000000000000 D0O0O000O000OO0OIMAUTHENTICATORO Authenticator O O
0 [0 SUPPLICANTO Supplicant 0O O NONEO D OO0 00000000000 D0O0OO0

MODED Authenticator 000000 Supplicant0 1 0000000000000 00O0OO Single-
Supplicant 0 0 0 0 MODE=SINGLEO OO Supplicant 00 0000000000000 0O0OO
Multi-Supplicant 0 O 00 MODE=MULTIO O O 0 O Single-Supplicant 000D 000000000
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SET PORTAUTH PORT

0000000000 Supplicant0 0000000000 Multi-SupplicantD 000000000
000000000000 SupplicantD 0000000000000

CONTROLO Authenticator D00 OO0 0000000 Authenticator 000000 OAUTODOO
O0000000MmMUNAUTHORISEDO O OO OO AUTHORISEDOD OO0 00 d0ooooon
000000000 AUTOOOOO AUTOOOOOOO

SERVERTIMEOUTO Authenticator 000000 RADIUSOO0OOO Access-Request0 000000
RADIUSOODOOODDOOODOOOODODOODODmMOODOOOOD 300

QUIETPERIODO Authenticator 0D 0000 Supplicant0 00000000 0OSupplicant0 000
O0o0oDo0oooo0@mooodoooo0o EAPOLODOOOOOOOOOOOOOOODOO 60
oooooooooooooooon

TXPERIODO Authenticator 0 00O OO Supplicant0 EAPOLOO0O000O0O0O0O0OOOOMO
Ooo0oo 300

REAUTHPERIODO Authenticator 0D 0000 Supplicant0 0000000000000 36000

SUPPTIMEOUTO Authenticator 0 D0 00O  Supplicant0 EAP-Request U 0 0 0O O O OSupplicant
odoooooooooomuoooooo 300

MAXREQUO Authenticator 0 00000 Supplicant 0000 EAPOL-Request 00 00000000
oooooooo 20

REAUTHENABLEDO Authenticator 0 D00 00 Supplicant00 0000000000000 O0O
ODOOENABLEDOOOODOOOOOOOO DISABLEDOODODOOOODOOOOOOOOOOOOO
00 00ENABLED

PIGGYBACKUO Authenticator0 00 000  Single-Supplicant 0 O 0 0O MODE=SINGLED OO OO0
00000000 Supplicant0 0000000000 000000DO00OO0OO0O0OODO0OOOOO
OD0O0ODO0DOOOO0OENABLEDODOOOOODO DISABLEDD O OOODOOOOODOOODOOOOO
DISABLED

AUTHPERIODO Supplicant 0 000 00O  Authenticator 0 EAP-Response 00 000000000
Authenticator 0 0 0000000000 0O00000 300

GUESTVLANO Authenticator 000000 OO0 VLANOOOOUOOVLANOOOO VLANIDO
ODOODOONONEODOODO VLANDOUOODDUOUOODODUOOODOONONEODDDODODODDODOODOO
OO0 VLANDDODOOOODODODOODOO0O0O0ODO VLANDOODO VLANODOOOOOODOO
000000000000 VLANODODOOO OO Multi-Supplicant 0 00 (MODE=MULTI) 0 O
NONEODODOOOODODODODODDOOODOODO NONE

SECUREVLANO Authenticator 00O OO 0O  Multi-Supplicant 0 0 O 0 MODE=MULTIO OO O O
O00 VLANDOODOOOOOOOOO200000 Supplicant000000000000000O0
O00ONOOOODODDOOO0D200000 Supplicant0 0000000000 SupplicantO 00
VLANOOOOOODOODOOOOOOOFFOODOODDODOOO0Ooooooooooooo20000
O Supplicant0 00 0000000000000 Supplicant000 VLANOOOOODOOOOO
00 0000 Multi-Supplicant 0 00 (MODE=MULT) OO OO0OO0DO00O0OO00O0OO0O0OO ON

VLANASSIGNMENTO Authenticator 000000 000000 VLANOOO/Z000000000O
0000000oo0oooo0 VLANDOODODODODODODODDODODO VLANOODOOO ENABLED O
O000o0o0o0oooo0oon8021QU0d VLANO OO OO ENABLEDO O OO OO VLANDO O
DISABLED

HELDPERIODUO Supplicant D 00000 00000 OAuthenticator 0000000000000
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SET PORTAUTH PORT

ooooooeon

MAXSTARTO Supplicant 000000 EAPOL-Start0 00000000000 Supplicant0 0000
EAPOL-Start 0 0000 MAXSTARTO OO UOODOUOOODODOOODOoOooooooooooooon
oo0oooooooo 30

STARTPERIODUO Supplicant0 000 00O  Authenticator 0 EAPOL-Start 000000000000
O0moooooo 300

USERNAMED Supplicant 000000 0000000000 Supplicant00000000000O0O
O0000O0O0OPASSWORDOOOOODODOOOOOOOODO

PASSWORDO Supplicant 0 00000 0000000000 Supplicant0 00000000000
00000000 USERNAMEODOOOOOODOOODOOoOoOooo

gooooogon

Manager > set portauth port=1-8 type=authenticator

Operation successful.

o
00000 1080 AuthenticatorO OO0 OOQOO

SET PORTAUTH PORT=1-8 TYPE=AUTHENTICATOR

goooognd

0000000000000 00000DU0O0O0d TYPESAUTHENTICATORODOOODOODO
gobooobooooooboooboobbobbooboo

VLAND 802.1Q00 VLANO O M OOOODOOODOODOO VLAND O M VLANASSIGNMENT=DISABLEDO
OO0000DOOVLANOODOODOOOO VLANDOOODOOOOOODODDODOODOOOoooooOo VEAN
O000000o00o0O0Oo0ODO0ODODODOODOO VLANODOOOODO 8021QU0 VLANDOOODUODODO
0000 VLANDOOOODODOOoODooooood

000 VLANDODOOODODOOODOOOOODODOOOODOoOOoOoDDOO VLANOOOOODOOoOoSHOW VLAN
O000000000SHOW SWITCHPORTOO O OO OOSupplicant00 0000000 D0OOOO
VLANOOODODOOOOO

0000000000000 000000000n0 TYPEEAUTHENTICATORO TYPE=SUPPLICANT
goooooo

goooog

DISABLE PORTAUTHO 120000
ENABLE PORTAUTHO 1300 00O
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SET PORTAUTH PORT

SET PORTAUTH AUTHMETHODOD 14000 0O

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT AUTHENTICATORO 240000
SHOW PORTAUTH PORT SUPPLICANTO 280000
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SET PORTAUTH PORT SUPPLICANTMAC

SET PORTAUTH PORT SUPPLICANTMAC

goooobooooo

SET PORTAUTH PORT=port-number SUPPLICANTMAC=macadd [CONTROL=AUTHORISED]

port-number: 00 00000000100000000000O0
macadd: MAC 0O 0O O O O XX-XX-XX-XX-XX-xX 0 0 0

g

Supplicant MACO OO U OOOOOUOUOSupplicant MAC OO 0000 O OSingle-Supplicant O O
00 Multi-Supplicant 00000000000 10000000 1000000000

goooog

PORT 0000000000

SUPPLICANTMAC SupplicantMACOUOOUOOOOOOOOOO MACOOUOOODOODOODOOOO
goboogobooooboooboobbobboo

CONTROL 0O0OO0O0OO0OO Authenticator OO O0OUOOOAUTHORISEDOD OO OOODOOOOOOO
RN

gooooogon

Manager > set portauth port=1 supplicantmac=00-00-£f4-11-11-11 control=authorised

o
m Supplicant MACO OO ODOOOOO0O0O

SET PORTAUTH PORT=1 SUPPLICANTMAC=00-00-f4-11-11-11 CONTROL=AUTHORISED

goooognd

0000000000 O00TYPEDO Authenticator0 0O DOOCONTROLO Auto0D 00000000000
OO0 O00Supplicant MACOOOOOOODOOOOO
gooooooOooOoOoOoO0OOOoDOOOOODOO0OOOODODDOODODOOODO MACOODOOODOOODO
oooooooooorbDBOOOOODOOO
00000000000000000000000000000000000 Supplicantd MACOOO
O0OSupplicant MACOOOOOODOODOOOOO
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SET PORTAUTH PORT SUPPLICANTMAC

00000000000 TYPED Authenticator 000000000000 O0OCONTROLO AUTODO
00000000000 oDU0UoDUooDo MACODODODDOODODDOO FDBOOODOOOO
O00000o0oooo MACOODOODUOOO VLANOODOOOODOOODODODODODODODOOooooooooo
000000 U00ooDUoOUUoDO 3dvooDUooDOo

goooog

ADD PORTAUTH PORT SUPPLICANTMACO 9O O OO
DELETE PORTAUTH PORT SUPPLICANTMACO 110000
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SHOW PORTAUTH

SHOW PORTAUTH

goooobooooo

SHOW PORTAUTH [=8021X] [{CONFIG|STATUS}]

gobooooobooboooboooboobo
goooog
PORTAUTH 8021X(802.1X00)000000000O0O 8021XOODOOOO

CONFIG ODO0O0OOOoOoooooooooooo
STATUS OO0O00O0OO0OOO0DOOOOOOOOOO

gooooogon

Manager > show portauth config
Port Access Configuration Information:
Port Access Control............... Disabled

Authentication Method ............ RADIUS EAP

Manager > show portauth status

Port AuthMode PortRole VLAN PortStatus Status Additional Info

1 - None = —------------ —-----— — e ——— e — o
e None = —------------ —-----— — e ——— e — o
3 - None = —------------ —------ mmmmo—oo— oo
4 8021x  Auth 10 Unauthorized Held 00:09:16:00:02:06
5 8021x  Auth 1000 Authorized Authenticating 00:60:97:37:72:6E
6 8021x  Auth 1000 Authorized Authenticated 00:03:47:B5:79:89
A None = = @ —--------—--- —--—--— oo
8  —------ None = —------------ —------ moommmo oo oo
S None = —------------ —------ moommmo—o oo oo
10 ------- None = —------------ —------ moomm—o—— oo
11 ------- None = —------------ —------ o mm oo
12 ------- None = —------------ —------ o m o — -
13 - None = —------------ —------ mooommo—— oo oo
14  ------- None = —------------ —------ o m o — -
15 ------- None = —------------ —------ moomm—o—— oo
16 ------- None = —------------ —------ moomm—o—— oo
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SHOW PORTAUTH

Port Access Control 0000000000000 /000Enabled O Disabled

Authentication Method ogooo

0 3: CONFIGO OO

Port ooooo

AuthMode D0ooooo0oO 802AXooooooo

Port Role 00000000000000000000000OI AuthenticatorCSupplicantd
NoneOODOOO

VLAN Jo00o0o0doooooo VLAN ID

PortStatus 0000000 Unauthorized (OO 0) O O O O Authorized(O O O )0 Multi-
Supplicant 000000 SUPPLICANTOOOODODO

Status 0000 ooodoooooooodoPort0 000000 O0OOOoOOOOOO0O

DU000000000MmMAUTHENTICATORO OO OO O OO Initialized O
0 O M Connectingd O O O [ AuthenticatingD O O O [0 Authenticatedd O O
00 AbortingD 00000 M HeldD OO O M Force_Authtm OO 00 00O
O000mMForce.UnauthtD OO D O0OODO0OO0OO0O0OO0OO0DOOOSUPPLICANT
O00000O000Acquiredd 00O O Connectingd O O O [ Authenticating
00 00 DI AuthenticatedD 0D OO0 0O M HeldOO O O M LogoffC 000000
googd
Additional Info AUTHENTICATOR O OO0 O Authenticated D D 000000000000
MACOOOOOOOOO

0O 4 STATUSO OO

g
sj0000ooboooobooooboboooobn

SHOW PORTAUTH CONFIG

sj0000ooboooobooooboboooobn

SHOW PORTAUTH STATUS

goooog

DISABLE PORTAUTHO 120000

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH AUTHMETHODO 14000 0O

SET PORTAUTH PORTO 150000

SHOW PORTAUTH PORT AUTHENTICATORO 240000
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SHOW PORTAUTH PORT SUPPLICANTO 28 0000
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SHOW PORTAUTH PORT AUTHENTICATOR

SHOW PORTAUTH PORT AUTHENTICATOR

goooobooooo

SHOW PORTAUTH [=8021X] PORT={port-list|ALL} [AUTHENTICATOR] [{CONFIG|
STATUS}]

port-list: 000000000100 0000 [[ooOooO [,]Joooooooooooo

0

gobooobogoboobobooboobbobboon
goooog

PORTAUTH 8021X(802.1X 0 0)

PORT 000O0O00OO0O0DO0OOOOODOD ALLOALLOOOODO0OOO0O0O0O0000000000O
0000

CONFIG 000D00000O000O0O0O0OO0OOO0

STATUS 000000000000000000

gooooggon

Manager > show portauth port=4-6 authenticator
————— All Authenticator Configuration --------------“--““~—“““- - - -+ -+
Port Number 4

Auth Mode 8021X

Port Control Auto

Supplicant Mode Single

Quiet Period 60

Tx Period 30

Reauth Enabled Enabled

Reauth Period 3600

Supplicant Timeout 30

Server Timeout 30

Max Requests 2

Piggyback Mode Disabled
vlanAssignment Enabled
secureVlan On

guestVlan None

Port Number 5

Auth Mode 8021X

Port Control Auto

CentreCOM GS900SS O 000 DOODOOOOOOO 1.6.19 oooono

613-000924 Rev.D



Supplicant Mode
Quiet Period
Tx Period
Reauth Enabled
Reauth Period
Supplicant Timeout
Server Timeout
Max Requests
Piggyback Mode
vlanAssignment
secureVlan
guestVlan

Port Number

Auth Mode

Port Control
Supplicant Mode
Quiet Period

Tx Period

Reauth Enabled
Reauth Period
Supplicant Timeout
Server Timeout

Max Requests
Piggyback Mode
vlanAssignment
secureVlan
guestVlan
Attached Supplicant(s)

SHOW PORTAUTH PORT AUTHENTICATOR

Single
60

30
Enabled
3600

30

30

2
Disabled
Enabled
On

None

6

8021X

Auto

Single

60

30

Enabled

3600

30

30

2

Disabled

Enabled

On

None
00-00-11-11-11-11
00-00-22-22-22-22

Port AuthMode PortRole VLAN PortStatus Status Additional Info
4 8021x Auth 10 Unauthorized Held 00:09:16:00:02:06
5 8021x Auth 1000 Authorized Authenticating 00:60:97:37:72:6E
6 8021x Auth 1000 Authorized Authenticated 00:03:47:B5:79:89
Auth Mode 000000802.1x

Port Control

OAuthenticator OO0 00O OO0D0DOOO Authenticator 0O OO QO QOO
AUTOO O 0O0O0OODOODOODOMMUNAUTHORISEDD OO 0O 0O 0O M AU-
THORISEDO O OOOOQOOOOODOO

Supplicant Mode

Single(Single-Supplicant O O O )0 Multi(Multi-Supplicant 00 0) O O
ggd

Quiet Period

gobooo

0 Authenticator 0 0 O O Supplicant 0 00 0 00 0O 0O 0O O Supplicant O
goooooooooooo
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SHOW PORTAUTH PORT AUTHENTICATOR

Tx Period 0 Authenticator O 0 0O O Supplicant0 EAPOLO 0000000000
good

Reauth Enabled 0 Authenticator 0 OO O Supplicant 0000000000000 0OOEN-
abled0 0000000000 DisabledD OO OO0OOO0DO0DO0OO0OO0OO0OO
0

Reauth Period 0 Authenticator 0 0 O O Supplicant 000000000

Supplicant Timeout 0 Authenticator O O O OSupplicant O EAP-Request 0 0 O 0O O O OSup-
plicant0 000000000000

Server Timeout 0 Authenticator 0 O O ORADIUSO OO0 OO Access-Request D 00 00
ODORADIUSOOO0O0O0O0ODO0DODOOOOOOOO

Max Requests 0 Authenticator O 0O O O Supplicant 0 0 O 0O EAPOL-Request 00 0 O
gooooogo

Piggyback Mode 0 Authenticator 0 0 O O Piggy back D0 D000 /000

vlanAssignment 000000 VLANOOODODOODOO

secureVlan 000000 VLANOOOO20000000000 Supplicant0 00

VLANDOOOOOOOOODO Supplicant0 0000000000000
goooooooo

guestVian OO0 VLANDOOODOO VLAN OO VLAN ID

Attached Supplicant(s) Supplicant MAC OO D000

0 5 CONFIGO OO

Port gooog

AuthMode Ooooooo 802.1x

PortRole 00000000000000000D000000 O Authenticator

VLAN Jo0000dooooono VLAN ID

PortStatus 0000000 Unauthorized (0O 0O) O O O O Authorized(O O O )0 Multi-

Supplicant 0 0 0 0000000000000 00OD0OOOOOODOOOO

Status O000DMmo00oooooooooopPortbggooooooooDooOoOog
00000000000 AUTHENTICATORO OO O OO OO Initialized O
0 O M Connectingd O O O [0 AuthenticatingD O O O [0 Authenticatedd O O
00 AbortingD 00000 M HeldD OO O M Force_Authtm OO 00 00O
O000mMForce.UnauthtD OO D O0OODO0OO0OO0O0OO0OODDOOOSUPPLICANT
O00O000O000Acquiredd 00O O Connectingd O O O [ Authenticating
00 00 DI AuthenticatedD 0D OO0 0O M HeldOO O O M LogoffC 000000

googd
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SHOW PORTAUTH PORT AUTHENTICATOR

Additional Info Authenticator D 0 O O 0O Authenticated D DO D OO0O0OOO0O0OO0OOO0O MAC
DDDDDDDDDDMultiSuppIicantDDDDDDDDDDDDDDDD MAC

gooboogooo

0 6: STATUSO OO

g
s ]001000000000000DODO0O00DO0OO

SHOW PORTAUTH PORT=1 AUTHENTICATOR CONFIG

s ]001000000000000DODO0O00DO0OO

SHOW PORTAUTH PORT=1 AUTHENTICATOR STATUS

goooog

DISABLE PORTAUTHO 120000

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH AUTHMETHODO 14000 O

SET PORTAUTH PORTO 150000

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT SUPPLICANTO 280000
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SHOW PORTAUTH PORT SUPPLICANT

SHOW PORTAUTH PORT SUPPLICANT

goooobooooo

SHOW PORTAUTH [=8021X] PORT={port-list|ALL} SUPPLICANT [{CONFIG|STATUS}]

port-list: 000000000100 0000 [[ooOoo [,]Joooooooooooo

0

gobooobogoboobobooboobbobboon

goooog

PORTAUTH 8021X(802.1X 0 0)

PORT 000O0O00O0O0ODO0OOOOODO ALLOALLOOOODOO0OO0OO0O0O0O000000000O
0000

CONFIG 000D00000O000O0O0O0OO0OOO0

STATUS 000000000000000000

gooooggon

Manager > show portauth port=1 supplicant config

Port Number 1
Auth Period 30
Held Period 60
Max Start 3
Start Period 30

User Name

User Password

Manager > show portauth port=2 supplicant status

Port PortRole Status Additional Info

2 Supplicant ~  ------ = —mmmmm— e

Port Number ooooo

Auth Period Authenticator O EAP-Response 00 00000 00 OO Authenticator O 0O O

goboooboogon
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SHOW PORTAUTH PORT SUPPLICANT

Held Period

O00000Authenticator 000 00000000000

Max Start

EAPOL-Start 0 00000000000 Supplicant 00 00 OEAPOL-Start O
0000 MAXSTARTOOOOOODODOOODODODOOooooooooooooo
good

Start Period

Authenticator 0 EAPOL-StartC 0 000000000 ODOOO

User Name ooooo
User Password ooooo
0 7: CONFIGO OO
Port gooog
PortRole 0000000000000000000000 0O Supplicant
VLAN Supplicant 0000000000
PortStatus Supplicant 0000000000
Status oo obbboobobboboboooogooboobo

0000000000000 0Mm Acquiredd 00O O I Connecting O O O [
AuthenticatingD O O O (0 Authenticated U O O O [ HeldO O O O (J Logoff
gooooooogooo

Additional Info

Authentiocator D 0 0 O OAuthenticated DO D 000000 OO0OOO MAC
goooooood DMultiSuppIicantDDDDDDDDDDDDDDDD MAC
goooooo

g

0 8: STATUSO OO

s ]001000000000000DODO0O00DO0OO

SHOW PORTAUTH PORT=1 SUPPLICANT CONFIG

00 20000000000000000000

SHOW PORTAUTH PORT=2 SUPPLICANT STATUS

goooog

DISABLE PORTAUTHO 120000

ENABLE PORTAUTHO 1300 00O

SET PORTAUTH AUTHMETHODO 14000 0O

SET PORTAUTH PORTO 150000

SHOW PORTAUTHO 210000

SHOW PORTAUTH PORT AUTHENTICATORO 240000

goooo
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