o

ERERNRERE

OO0O0O000 .. o 3
OOO0 . o e e e e e 3
OD0000000000000 ... e 4
OO0OO00 .. e e 6
OD0000000000 .. 0 e e 6
OD0000000000 .. 0 e e 7
OD00000000 .. e 8
O0000000 NAT .o e 11
OO0 NAT 18
OD000000000000 ... e e 24
RADIUSO OOOO0OOOOOO0ODO .o e e e e 25
ODO0000000 .. e 27
OD00000000000 ... e e 28
ODO0000000 .. e 28
OD000000000000 .. e 29
OO o 29
OO0O0O00 .. 32
OOOO o e e e 34
ODO0000000 .. e 35
OD00000000 .. e 36
ODO0000000 .. e 37
OOOOD0 . e e e e e 39
OO0 o 40
O0000000000 .. 00 e s 44
OO00000000 . e 44
ADD FIREWALL POLICY APPRULE . . . . . . . . . 46
ADD FIREWALL POLICY INTERFACE . . . . . . . . . 48
ADD FIREWALL POLICY LIST . . . . . . e 50
ADD FIREWALL POLICY NAT . . . . . e 52
ADD FIREWALL POLICYRULE . . . . . .. . e, 55
CREATE FIREWALL POLICY . . . . . . e e 60
DELETE FIREWALL POLICY APPRULE . . . .. . .. .. ... . .. .. 61
DELETE FIREWALL POLICY INTERFACE . . . . . . . . . .. . . . . 62
DELETE FIREWALL POLICY LIST . . . . . . . . e 63

oooooogo

SwitchBlade 4000 0 000 0000000 OOO 2.6
J613-M6964-02 Rev.G

1



DELETE FIREWALL POLICY NAT . . . . . . . e 64

DELETE FIREWALL POLICYRULE . . . . . .. .. .. . . 65
DELETE FIREWALL SESSION . . . . . . . . e 66
DESTROY FIREWALL POLICY . . . . . . . e 67
DISABLE FIREWALL . . . . . . 68
DISABLE FIREWALL NOTIFY . . . . . . e 69
DISABLE FIREWALL POLICY . . . . . . . e 70
DISABLE FIREWALL POLICY IDENTPROXY . . .. ... .. .. .. ... ... ... 72
DISABLE FIREWALL POLICY TCPSETUPPROXY . . . . . . .. .. ... .. ... .... 73
ENABLE FIREWALL . . . . . . 74
ENABLE FIREWALL NOTIFY . . . . . . . e e 75
ENABLE FIREWALL POLICY . . . . . . . e 76
ENABLE FIREWALL POLICY IDENTPROXY . . . . . . . . . . . oo 78
ENABLE FIREWALL POLICY TCPSETUPPROXY . . . . . . . .. ... . ... . ... .. 79
SET FIREWALL MAXFRAGMENTS . . . . . . . 80
SET FIREWALL POLICY . . . . . e e 81
SET FIREWALL POLICY ATTACK . . . . . e e 82
SET FIREWALL POLICY RULE . . . . . . . . . e 85
SHOW FIREWALL . . . . . 87
SHOW FIREWALL ACCOUNTING . . . .. . . . . e 89
SHOW FIREWALL EVENT . . . . . . e 91
SHOW FIREWALL POLICY . . . . . . e e e 93
SHOW FIREWALL POLICY ATTACK . . . . . e 100
SHOW FIREWALL SESSION . . . . . . . . e 102
2 | SwitchBlade 40000000 OO0O0O0OO00OOOOO 2.6 oooooooo

J613-M6964-02 Rev.G



ooooooo

oooogg

oooooolPOOOOOO0OOOO0OOOOOOOOOODOOOO00OOO0O0DOOOODDOOODDOOO
cooooooobooooooooooooooboboooooooobooooboooooooooboooon
oooooooooboooobooooood

0 000000000000o00oo0ooo0ooooog AT-SB4913 000000

0 0oooooo0ooOooocpPUOOODOOOOOOOOOODOOOOOODOOOOOODOODOOOOOO
goooooobooobooooooooooobooooooOoOoooOooOoOoOOoOoOOoO0O0O00oO00n
gboooooooooboooooOoooooooooOoo0o0oooooooo0oooooooooooooon
gboooooooooboooooOoooooooooOoo0o0oooooooo0oooooooooooooon
goooooooooooooooooOooooooOoOobo0oooooooooooo

U 0DoooooooooOo0oo0o0oO0o0ooO0o0OOoOo0O0oO00O0o0oO0OoO0O0oOoO0OoO0ooO0ooO0oOoooon
gooooooooooooooboooooooo0oooooooooOoooooooooooOoooogon
oo0oo0oo0o0oo0o0oo0o00o0o0oo0o00o0oo00o000o00000VvVLANODOO
gboooooooooboooooOoOo0oooooooOo0o0o0oooooooooooooooooooooon
00o0o00o0o0o0o00o0o0o0o0o0o0000000O0VLANOOOOOOOOOooOOooooooooooooo
oooooo

oood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooooooooooooooOoliPOOODOOOODOOOOODODOOOODODOO

Internet

SEssesEZssEsTERcE Firewall

OO00000OLAN

gogooooo SwitchBlade 40000000 0000000000 2.6 |3
J613-M6964-02 Rev.G



ooooooo

1. 0000o0OO000ooooooooooo

ENABLE FI REWALL O

2. JO00o0OoOoOoOO0oOoO0OOO0OOO0OOU0OO0ODOOOOODOOODOODOOOOn

CREATE FI REWALL POLI CY=nynet O

3. J0o0UoOoUoOoUooUooUooo IPOOOOODOOOOVLANODOODOOODODOODOO
Ovlan-inOD O PRIVATEDO 0O OO Ovlan-outdO O PUBLICOOODOOOO

ADD FI REWALL POLI CY=nynet | NT=vl an-in TYPE=PRI VATE O
ADD FI REWALL POLI CY=nynet | NT=vl an-out TYPE=PUBLIC O

oooooooooo

oooooooo 300000000 ooooooooooooooooooooooooooo
OPUBLICOOUOOOUOPRIVATED OO OUOOOOOUOOOOOOOOOOOOOOOOOOOOOODOO
cooooooboooooooobooooooboboooooooobooooboooooOooooboooon
coooooooobooooooooooooboboooboooooobooooboooobooOog
cooooooboooooooobooooooboboooooooobooooboooooOooooboooon
oooooogo

m 000000000000 000b00000o0ooo0oooooooooooooooobobooon
oooooooooooooooooooooboboobooooooboooobooboobooooon

e ICMPLUOOUODOUOOOODOUOODOODOOODOOOODOOODOOOODOOICMPOOOOO
0000000o00o00ooooo0oooo0oooooDPingOOO0OO0OOOOOOOOOOOM™

ENABLE FI REWALL POLI CY=nynet | CVP_F=PI NG UNREACH [

e ldent0D000DODDDOOOODOODODDOOOODOOOOOOUODOOODOOODOOOO
ooo

Dl SABLE FI REWALL POLI CY=nynet | DENTPROXY [
e JOO0OOODODOOOOUODOOOUOUDDODOOODODOODDODOODO
ENABLE FI REWALL POLI CY=nynet LOG=DENY [

e PUBLICOOOUDOUOOUOOOOPRIVATEDODOOODOODOOODOODOOODOOODOOOOO
00000 ENATOOOOOOOO PRIVATEOODO PUBLICOOOOOOOOOOOOOO

ADD FI REWALL POLI CY=nynet NAT=ENHANCED | NT=vl an-in GBLI NT=vl an-out 0O

cooooooboobooboooooobooooobooon

ggoobobboooobooog

ooooooooooooooooooooo30ooooooo

SwitchBlade 40000 000 0000000 OOO 2.6 gooooooo
J613-M6964-02 Rev.G



ooooooo

e PRIVATED O ODODODODODODODOOOOOODOO0OODODOOOOOOOOOOOOOOOOODOO
OOO0OOOTYPE=PRIVATEOOOOOODOOOODODOOOOODOOOOODO

e PUBLICODOOOUDOODOOODDOODOODOOODODOOODODOUODODODUOODOODOO
TYPE=PUBLICOOUOOOOOOOUOOOOOOOOOOOOO

e JOOOOODOOOODOOOUDOOOOODOODOOOOODOOOODOOOOODN

ooo0oooooooooUooOooooUooooooooooOooooooICMPOOODOOOOOO
oooicMPOOOOUOOODOOOODODOOOO

o0o0-oo PRIVATE PUBLIC ooo
PRIVATE o ) x
PUBLIC x ) o
ooo x o o

Ul000oooooooooooooIicMPOOOO
PRIVATEO OO PUBLICOOOOUOOOOOUOOOOOPRIVATEOOOOOOOOOOOOPUBLICO
000000 PRIVATEDOODOOOODOOOODODOOOODODOOOOOODOO
O0000oooo0o0o00o0oooo0oo0oooooOADD FIREWALL POLICY RULED O OO
0500000 PRIVATED PUBLICOOUOUOOOOOOOOOUOOUOOOOOOOOOUOOOOOOO
ooooogd

e JOD0OOODODDOOOIUDDOOOUODDOOUUDODOOUODODOOOO PRIVATEDDOODODODODO
ooooogd

e J0O0UIOOUIDOODODOODUDOOUOOUDOOUDOODOODPUBLICOOOOOOO
ooooogd

e NATOOODOOO NATOOOODOOOODODO

e NONATOOOMMOUOO NATOOUOOOODOODOOONATOOOOOOOOOOODOOOO

U 0DooooOoooooo0oo0oooOooo0oo0oooooooooo

ICMPOOOOODODO

ooooooooo0ooooOo0OooUooooooU0oooooOo0oooooOoooOoooICMP
O0o0oo0o0ooo0o0oooo0oooooooooooOICMPOOOOOODOOPRIVATED
PUBLICOOOO PRIVATED OO OOOO ICMPOOOOOOOOOOOOOOOO

o0o0-oo PRIVATE PUBLIC ooo
PRIVATE o x x
PUBLIC x o o
ooo x o o

o2ICMPOOOOOOOOODOO

gogooooo SwitchBlade 4000 0 000 0000000 OOO 2.6
J613-M6964-02 Rev.G



ooooooo

O ICMPOOOOUOO0OODOOOOO PROTOCOL=ALLOOOOODOOICMPOOOOOOOOOO

PRIVATEZPUBLICODO ICMPOOOOOOOOO0ODOOOOOOODOODENABLE FIREWALL POLICY
OooooveddO0OO ICMP.FORWARDINGOOODOOOOODOOO ICMPOOOOOOOOOOO
oooooiIcMPOOUOOOOOOOOOOO ALLODOOOOOOOOOOOODOODOOOICMPOOO
ooooooooooooon

o0o0-oo PRIVATE PUBLIC ooo
PRIVATE o ) x
PUBLIC o o o
ooo x o o

o3 IcCMPOOOOOOOOODOO

O ICMPOOUOOOOOOOO0OO0DOOO PROTOCOL=ALLOOO0OO0OUICMPOOOOOOODOOONATO
NONATO OO0 PROTOCOL=ALLO0OOOOOOOOICMPOOOOOOOOO

O ICMPOOOOUOOODOOUOOPRIVATEDOUODOOUODOODOOODOOOOPRIVATEDOOOOOOOICMPO
goooooooooooooon

0O ICMPOOOOOOOODOOOOODOOOOOOOODOOODOODOOOOOOOODOODDOOOODOOOOO
ICMPOOOO0OOOOODOOO0ODOOOOOODOOODOOOOOO

ooooogooooooodg

0000000000000 00000000000000000000O0TelnetOOO0DOODOOOOOO
ooo

ooo-0oo0 |k PRIVATE PUBLIC ooo
PRIVATE o ) x
PUBLIC x x x
ooo x o )

04 00000000000000000000O000O00O0O0O00

0O D00D0O00D0DO000DO0O000D0O00DD TelnetoDODOOOOOOOODOO

Doooad

0000000000000 000000U0O0ADD FIREWALLPOLICYRULEDOOOOOS 00000
ooooo

goobobooooooo

6 | SwitchBlade 40000 000 0000000000 2.6 gooooooo
J613-M6964-02 Rev.G



ooooooo

s J00000000000ORULEODODOOOOOOOOOOODOOOOODODOOOOODOOOOOODOO
coooooooboooooooooooooobobooooooooboooobooboooOooooboooon
oooooooooooo

s 000000000000 0o00b00gooboobooooooooooooooooooooboooon
cooooooobooboooboooooboooobooooogog

1. 000000000 ACTION=ALLOW O ACTION=DENYO
2. JooOooOoooOoooooOoo
3. NATO NONAT 0000 ACTION=NAT O ACTION=NONATO

m JO00000oooooooooooooboooooboooooooooooooocoooooonoon
cooooooooboooobooooooooon

gooobobooooboo

ooooOoooOooooooooooooooooooooooICMPOOOmMOODOOOODOOODOO
coooooooooooooooooooobobooooogon

m J0000000O0vlan-inOD OO0 MS-Networks DO OO OWindowsO O OOOODOoOooooO
cooooooboooooooobooooooboooooooooboooobooboooooooboooon
ooooooooood

ADD FlI REWALL POLI CY=nynet RULE=1 AC=DENY | NT=vl an-in PROT=TCP PORT=135 [

ADD FlI REWALL POLI CY=nynet RULE=2 AC=DENY | NT=vl an-in PROT=UDP PORT=135 [

ADD FI REWALL POLI CY=nynet RULE=3 AC=DENY | NT=vl an-in PROT=TCP
PORT=137-139 O

ADD FI REWALL POLI CY=nynet RULE=4 AC=DENY | NT=vl an-in PROT=UDP
PORT=137-139 O

ADD FlI REWALL POLI CY=nynet RULE=5 AC=DENY | NT=vl an-in PROT=TCP PORT=445 [

50000000 vian-in000000000O0OO0DOO0OO TCPOUDPOODOODODOOOODODOOOODO
0135013701390 0000000TCPOUOOOOODOOODOOODOO 45000000000000O
ooooogd

s 0000000000000 O000O000DO0O000O00000 REMOTEIPOOOOOOOOOIR
oooooooooooliPOOOOOO0DOOOOOODOOOOOODOOOOOOOOOOOD 10.1.1.00
10112550 00000000000000000

ADD FI REWALL POLI CY=nynet RULE=1 AC=DENY | NT=vl an-in PROT=ALL
REMOTEI P=10. 1. 1. 0-10. 1. 1. 255 [

ooooOooomvian-inDO0OO0D0O0OO0O0O0O0ODOOOO IPOODOOODOOOOOIPODOOOD 10.1.2.0
010.1.1255000000000000000000

0O 0oooooooIcCMPOOODOOOOUDOOOUDOO0OOOOOUICMPOOOOOOOODODODDENABLE
FIREWALLPOLICYOOOOO7600000 ICMP.FORWARDINGOOOOOOODOOOOODOOOO

gogooooo SwitchBlade 40000 000 DO DOODODOODOO 26 |7
J613-M6964-02 Rev.G



ooooooo

s JO000000000000OOO00O0DOOOO00DODOOO0OODODOOOOOODODODOIPOOODO
oooooiPOOOOOOOOOOOIPOOOODOOOOOOOODOOOOOOOOOOOODODOOOO
00 1921681050 00000000000000000O00OO

ADD FI REWALL POLI CY=nynet RULE=1 AC=DENY | NT=vl an-in PROT=ALL
| P=192.168.10.5 O

0000000 mvlan-inDODODO0O0O0O00O0OOODOOOIPOODOOODOOOO IPOOOOO 192.168.10.5
pooooooooooboooooon

s (JO0000o0b000oo0ogoooooobooooooooobooooboooon

oooood oooodd

ACTION O000oo0o0o0oooo0ooo DENYDOOODOOO

INTERFACE OOOPRIVATED O OOODODOOOODOOOODO

PROTOCOL O0oo0oooooooooooooTCcPOUDPOOUOOOODO PORT OO

OO0oO0UOOoOALLOOOOOOOOICMPOOOOOOOIPOOOOOOO
oobobooooooooboooooooooooooood

REMOTEIP oolPO00O0O0OOOO0O0O0DODOOOOOOOOOIPOOOOOOOOOO
oomoooooooooo IPO0OOOODOOODOOO

PORT cooboobooooooboboboobooooooooboooobooooooog
O PROTOCOLDO TCPO UDPOOOOODOOOODOOOOO

IP oolPO00O0O0OOOO0O0O0DODOOOOOOOOOOIPODOOOOOOOO
ooomoooooooooo IiPOO0O0OOOOOOOOOO

SOURCEPORT cooboobooooooboboboobooooooooboooobooooooog

OO0mMPROTOCOLO TCPO UDPOOOOOUOOOOOOOOOOOOOO
ooooooooooooogo

0 5:

gogooboobooon

0000000000000 00000000000000000WebODOOODOODODODOOODOOOO
oooooooooooIPoOOOOO0OOOOIPODOOOOODOOOOOOOODOOOOOODOOOOO
poboooooooboooooobooooooobooobooooooooooooboooboobooboooog
poboobooooooooooooooboooobooooboooooobooon

m DOO0OO0OOPRIVATEOPUBLICOO NATOOODOOOODOOOOOOODOODOOOvlan-outo oo O
0000 1721610100 000000000000O000O0O00O00OODOOOOODOODOOOOOODOOOO
coooooooooooboooooooooboooo

ADD FI REWALL POLI CY=nynet RULE=1 AC=ALLOW | NT=vl an- out PROT=ALL
| P=172.16. 10. 10 O

000000 mvlan-out0 000000000000 OIPOOODOODODOOODOIPODOOOO

8 | SwitchBlade 40000 000 000O00DOOOO0O0O 2.6 gooooooo
J613-M6964-02 Rev.G



ooooooo

172.16.10100 0000000000000 00OO0OO

0O PROTOCOL=ALLOOOO0OO IPOO0OOOOOOODOOOICMPOOOODOOOOICMPOOOOO
OPROTOCOL=ALLO 000000000 O0OOOOICMPOOOOOOOOOOOOOOOOODOODOOO
00000oo0oUICMPOOUOOO0OO0OOO0OOOOENABLE FIREWALLPOLICYODOOO7600000
ICMP_FORWARDING O OO ODOOOOOOOOOoOooo

m 0000000O00vlan-outD O OOO0 WebOODOOD172.16.1050 TCPO OO 800 0000OODO
cooooooobooooooooooooooboboooooooobooooboooooooooboooon
ooooooooooooogd

ADD FI REWALL POLI CY=nynet RULE=1 AC=ALLOW | NT=vl an- out PROT=TCP
| P=172.16. 10.5 PORT=80 O

0000000 @mMmvlen-out0 0D O0O0DO0D0O000O0O0O0OOO TCPOODOODOODOOODOD IPOOOOO
172.16.10500000000 800000000 OOOOODOODOOOOO

s 0000000000000 0000000000000000 REMOTEIPOOODOOODOOOO
O0000000000o00000 1010101 0000000PRIVATED OO O OOOOOOUOOOOOOO
coooooooooooooooooooobooooooooobooooboooboooooboobooon

ADD FI REWALL POLI CY=nynet RULE=1 AC=ALLOW | NT=vl an- out PROT=ALL
REMOTEI P=10. 10.10. 1 O

oooooO00mvlan-outD 0000000000000 IPOOOO0OOOOOOIPODOOOO 10.10.10.1
ooooooooboooooooooood

s NATOOOOOOOOOOOOOO0O0O00000000000000000ONATOODOOODOOOO
OooU00o0o0ooUoU0o0oOO0oo0oO0o0O192168.1020 172161020 0000000000000
ONATOOOOODOOOOODOOOvlan-out-100 0 172.16.10.20 0O 0 192.168.10.20 0000000
cooooooboooooooooobooooboboooooooobooooboooooooooboooon
ooooooooooooogd

ADD FI REWALL POLI CY=nynet RULE=1 AC=ALLOW I NT=vl an-out-1 PROT=ALL
GBLI P=172.16.10. 2 1 P=192.168.10.2 O

goooooOOvian-out-10000000000000IPODOO0ODODOO0OO0OO IPOOOO0O 172.16.10.2
000000000000 1921681020 000000000000 0000O0O0OOOO

U 0000000000000000000000000NATOOOO00000O0000000000 NATO
gbooooooooooooooOoooOooooooOoo0ooooooooo0oooooooooooooon
000000000000 00000000 NATOOOOOOOODO0O0D0O00O0 ARPOOOOOOOOOOO
000000O00o00o0000o0o0o0o0o0o0O0 NATOOODOOOoooo

s 000000 NATOOOOOODOOOOODOOOOOO0OOO0 IiPOOOOOODOOOOODOOODOODOO
oooU0o0oUooUoU0o0Oo00oO0oO0bO00000000192168.10.20 172.16.1020 00000
000000000 NATODODOOOODOODOOOOOvlan-out-100 0 172.16.10.20 0 0 O 192.168.10.20
O0WebODOOOOODODOODOOD TCPROOODOODOODOODOODODOODOODOOODODOODOODOOO

gogooooo SwitchBlade 4000 0 000 0000000 OOO 2.6
J613-M6964-02 Rev.G



ooooooo

coooooobooooooooooooooobooooboooooooobobooon

ADD FI REWALL POLI CY=nynet RULE=1 AC=ALLOW | NT=vl an-out-1 PROT=TCP
GBLI P=172. 16. 10. 2 GBLPORT=80 | P=192. 168. 10. 2 PORT=80 [

goooooOOvian-out-10000000000000IPODO0ODODOO0OO0OO IPOOOOO 172.16.10.2
oooOoooosooo TCPUOODOODOOOOOOOO 1921681020 000000000000000O

ooooogd

s (JO00000o000oo0ogoooooobooooooooobooooboooon

oooood oooodd

ACTION O0ooooooooooooooo ALLowooooooo

INTERFACE oOoopPuUBLICODOOUOOOOOOOOOOOOO

PROTOCOL O0oo0oooooooooooooTCcPOUDPOOUOOOODO PORT OO
OO0oO0UOOoOALLOOOOOOOOICMPOOOOOOOIPOOOOOOO
oobobooooooooboooooooooooooood

IP oolPO00O0O0OOOO0O0O0DODOOOOOOOOOIPOOOOOOOOOO
oomoooooooooo IPO0OOOODOOODOOO

PORT cooboobooooooboboboobooooooooboooobooooooog
O PROTOCOLDO TCPO UDPOOOOODOOOODOOOOO

REMOTEIP oolPO00O0O0OOOO0O0O0DODOOOOOOOOOOIPODOOOOOOOO
ooomoooooooooo IiPOO0O0OOOOOOOOOO

SOURCEPORT cooboobooooooboboboobooooooooboooobooooooog
OO0mMPROTOCOLO TCPO UDPOOOOOUOOOOOOOOOOOOOO
ooooooooooooogo

O6NATOOOOOODOOO

oooood oooodd

ACTION O0ooooooooooooooo ALLowooooooo

INTERFACE oOoopPuUBLICODOOUOOOOOOOOOOOOO

PROTOCOL O0o0oooooooooooooTCPOUDPODOODOOOO GBLPORTO
PORTOOOOOOOOODALLOOOOOOOOICMPOOOOOOOIPO
oobooooooboooboooobooooooooobooobooboooon

IP ooooooIpPOOO0OO0O0OOOO0DOOOODOOOO0OOOOODOOODOOOOO

10 | SwitchBlade 40000000 0000000000 2.6
J613-M6964-02 Rev.G

ooo0oOooooo0oooooo0oobooooooooooGBLIPOOO
ogooooooooooooooooooPOOOOOODOOODDOOOODO
oooooogo

oooooooo



ooooooo

PORT cooboooboboooooboooboooooooooobooobooooooog
Oo00ooooOoOoooooPROTOCOLO TCPO UDPOOOOOOOO
OOooOoooOoGBLPORTOOOUOOUOOUOOOODOOOOUOOOOOOO
oobobooooooooobooooooooooooon

GBLIP ooooooooooOo IiPOO0O0OOO0OOOODODOOOOOIPODOOODOO
NATOOODOOOOOOOOO0oOOooooooooooooooo iPOOooObOO
ooooodd

GBLPORT cboooobooooooooboooboooooboooobooboooooboooon

NATOOOOOOOOOOOOOOOOoOoOoooooooooo PORTOOOO
ooooogooon

REMOTEIP oolPO00O0O0OOOO0O0O0DODOOOOOOOOOOIPODOOOOOOOO
ooomoooooooooo IiPOO0O0OOOOOOOOOO
SOURCEPORT cooboobooooooboboboobooooooooboooobooooooog

OO0 mMPROTOCOLO TCPO UDPOOUOOOUOOOOOOOOOOOOOO
ooooooooooooogo

O7NATOOOOOOOO

O00oo0oooo0ooooo0o0ooo00oooOoo0o00ooOo0o0o0o0Ooo0 NATOODODOOOO
000000000 NATO 2000 NATOOOOOOODOOOOO

O0OO0ONATOOOODOOOODOOOO NATOOOOODOOOODOOOOODOOOOOOO0OO0bOoO0O0o0o00O0
O00o0oooo0ooooo00ooo0o000o0O0 NATOOODODOOOOOOOOOOooooOoOOO
cooooooobooooooooboooooobobooooooooboooooooooooooboooon

U 00000000 NATOOOONATOOOOOOOOOOOOOONATOOOOOO0OO0O0O0O00000O0
gboooooooooooooooooOodoooooooboOooooooon

00000000 NATOOOOOOOO 200000000000INTOGBLINTODOOOOOOOOO
ooooO0ooO0oo0oU020000000000000O000OO00OOO00OOOO0OO0OOOODOO
O000oo00ooo0oO0 NATOOODODOOODODOO

00000000 NATOOOOOOOOODOOOOOOOOOO 40000000000

e ODDODODO NAT
e ODDODODO NAT
e ODODODODO ENAT
e ODODODODO ENAT

OOONATOOOOOOODOOOOOOOOO0OOO

000000 NAT

OooO0oO0OO0ONATOOOOOOOOOOOOOOO IPOOOOOOOOOOODODODOOODOODOOOO
O000ONATOOOOOOOOOOOOOOOOOO0O0OOOO0O0010100000000000

gogooooo SwitchBlade 40000000 OOOODOODOOOO 26 |11
J613-M6964-02 Rev.G



ooooooo

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
coboooobooboooboboooooboooooooooboooooooooodooo@mooooon
cooooooobooooooooboooooobobooooooooooooboooooooooboooon
ooooooooooooogd

s 000000 NATOOODOOOOOOO0O0O0OO0O000O000000000 IFOO PRIVATEDODOODO
OO0O00mOoIFO0 PUBLICOOOOODOOOMmMO IPODO NATOOOOOOOOOOOOMmMO IPOO
NATOOOOODOOOOoOooooooo

ADD FI REWALL POLI CY=net NAT=STANDARD I NT=0 I F GBLINT=0 I F I P=0 I P GBLI P=0O
P O

e JODOOODOIFDOOOOIFODOODODOOOOOOOIPOOOODOOO IPOOOOOOO IPOO
ooooogd
e JODOOOOIFODDOODOOODODOOIPODOODOODIPOOOOOOD IPOOOOOODODOO

s 000000 NATOOOOOOOOOOOOODODOOO0O0O00O0O0000000DOO000DODO0O00O
oooooooOoooooo0o@moIFooooooooooooooo0ooooon

ADD FI REWALL POLI CY=net RULE=1 ACFALLOWINT=0O IF IP=0 1P GBLIP=O IP O

000000 NAT

000000 NATOOOOOOOOOOOOODOOIPOOOODOOOODOOOOOOOODOOOODOOO
OO0 NATOOOOODODOOOOOOOOOOOO0OOO0OO0O00OO000O0OOO0O0O0ODOO0OO
coooooooboobooooooooooooobobooooooooooooboooooooooboooon
cooobooooooooooooooboooooboooooooooboooooooboooooboobooon

U 0D0000O0NATOOOO NATOOOOOOOOOOOOOOOOOOO0OO0O000O0

s 000000 NATOOOOOOODOOODOO0O0DO0000000000MMO IFOO PRIVATEDDOOO
O0O00mOIFO0 PUBLICOOOOOOOOMMO IPOOOO NATOODOOOOOOOOOOOOO
coooooooboooooon

ADD FI REWALL POLI CY=net NAT=STANDARD I NT=0 I F GBLINT=0 | F GBLIP=0 IPODO

e JODOOOOIFDOODOOIFDOODOOOOODOOOIPOODOOOODIPOODOODOOOODODO
oooooo0oooooooooooooooooooooooooo PO IPOODOOODOOO
oooo

e JODOOUDIFODDDOODDOOOODIPOODOOOUODIPOODOOOODOOODDOOOODODO
ooooiPoOOOODOOIIPODOOOODODODOO
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ooooooo

s JO000O0OO0NATOOOODODOOMOIPODOOO ARPOOOOOOOOOOOOODOOOOOODO
O0ooooUoomOoIF0oo0ooo00 ARPOOOOOmMO IPODOOOODOODOOOOOOOOOOO
oooooooooo

O0o0ooo0oU0o0o0ooonD 111201114000000000 NATOOOOOOOooDooOooO
000000000000 0PUBLICOOOOOODOOODO vian-outOPRIVATEOOODOODOOOOO
vlan-inOOOOOOPREFOOD00O0O0DOOOOOOOOOOO

SET | P I NT=vl an- out PROXYARP=ON [

ADD | P ROUTE=1. 1. 1. 2 MASK=255. 255. 255. 255 | NT=vl an-i n NEXT=0.0.0.0
PREF=0 [

ADD | P ROUTE=1. 1. 1. 3 MASK=255. 255. 255. 255 | NT=vl an-i n NEXT=0.0.0.0
PREF=0 [

ADD | P ROUTE=1. 1. 1. 4 MASK=255. 255. 255. 255 | NT=vl an-i n NEXT=0.0.0.0
PREF=0 [

U 0oo0omoiPOOO0O0OOO0COOO0OO00O000O0O0O0O0O0O0OO0O0O0O0OOOOOOOOOO0O0000
O00ONATOOOOOOOOOOOOOO0O0O0O0 NATOOOOOOOOOOOO0OODO0O0O0O0000000
oooooo

000000 ENAT

O0000O0ENATOOOOOOOOOOOOOOO IPOOODOOOOODOOOOODOOOODODOOOO
ooooooooooo IPOO00O0O0OOOOOOO0OOODOOOOOOOOOODODOOODOOOOOO
O00oooo0ooo0oo0O0oo0 100000000000 0000O00OENATOODOOOO0DOOO
000000oooooooo000oooooooooO0O0O000000oDooO0O00000 ENATOOO
O00oooooo0ooo0oooo0oooO0ooo0oo0O0oboO00ooO0 ENATOODODODOOO0DODO0OO
ooooooooboooooon

s JO0O0O0O0ENATOODODOOOOOOOOODOOOO0O0O0O0O0DO0O0O0OO IFOO PRIVATED O
OooOooomolIFo0PUBLICOOOOOOOOOOOOOO

ADD FI REWALL POLI CY=net NAT=ENHANCED I NT=0 I F GBLINT=0O I F

e JODOOOOIFODOOUDODOIFODOODODOOOOODOIPOODOOOOIFODOOODOOOODODO
coobooooooooooooooooooboooooooooooooooooooooogg
iPOOOOOOOIPOODODOOOODODOOOODOOOOOO

e JOOOOOUDIFOODOODOOOOOIPOOOOOOOIFODOOODOOODODOOODOOODODO
oooooOooooooOoooIiPOODOOOOIPOOOODOOOOODOOODOOODOODOOO

s J00000000000000000000000000000000000000000 1000
o000 IpPO0O0O0OoOOOOO0O0O000O0O0OOOOO0O0O0OODODOOOOOOOOOOOOOOOOOO
coooooobooboooobooooooooon
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ooooooo

ADD FI REWALL POLI CY=nynet NAT=ENHANCED | NT=vl an-i n GBLI NT=vl an-out 0O

0000000 @mvian-inOODOO0DO0OODO0OO0ODO0OO0OODOO0OOD IPOOODOOODOODOOO vian-outooO
0000000000000 0ooooooo IPO00OO0OOOOOvlan-outOO0OO0O0OO0OOoOO0O
cooooooobooooooooboooooooboooooooobooooboooooOoooobD -000
coooooooooooboooooboooooooo

000000 ENAT

1000000000000 ENATOOOOODOODDOODODDOOO0OD ENATOOOO/000000
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon
oooooooooooooooooooooooooboooooooooooooool1000boo0O0
coooooobooooooooooooooobooon

s 000000 ENATOOOOOODO0O0000OO00DO0O000000000 ENATOOOOODODOOOO
0000000000000 0000000000000000 ENATOOOOODDOOO0O00000O
oooo

ADD FI REWALL POLI CY=net NAT=ENHANCED I NT=0 I F GBLINT=0 I F O

m (00000 ENATOOOOOOOOOOOOOD0OODOOD0O0O00O000mO IFOD PUBLICOOOO
O0o00mooooooo TCPUUDPOOOOOOODOOODmMO IPDOOOOOOODOODODMOOOOO
oooooooooomoIPOO0DOOO0OO0DODOO0DmMOOOO0O000OoOO0DOO0bDDOOO

ADD FI REWALL POLI CY=net RULE=1 AC-ALLOWINT=0O IF PROT=00000O0 GBLIP=OIP
GBLPORT=00OOO IP=OIP PORT=O0O00O O

e JUODOOOODIFODOOODDOOOOODDODOOOOUOOOOOODOODOODIPOODDOOOO PO
ooooooooooooooooooooooo IPmOooooOO0ooOOOO0nn

0O 000000 ENATOOOO ADDFIREWALLPOLICYRULEO DO OOS 0000000000

U OO00D0O0OO0ENATOODOOOOOOOOOOO0OO0OO00O0O0O0 ENATOOODOOOOOOOO0O0OO00O0O0

s 0000000000000 000000O000O0O0OO8OODOOOODOOOOO TCPOOOOOOOO
000000008 Uooi0D0oi0o00o0o0oo00o0oo0oO0WebOOOOOOO
0000000000000 0000000 IPO00OOOOOOOOWebOODODOOODOODOOODOO
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ooooooo

Dst: 172.16.10.1:80 (TCP)

172.16.10.1
VLAN-out(10): PUBLIC
l

=========

------------------------------------------ Firewall

Dst: 192.168.10.5:80 (TCP) VLAN-in(20): PRIVATE
192.168.10.1

UOoOD0Oo0doLAN
192.168.10.0/24

Web Serverl Web Server2
192.168.10.5 192.168.10.10

goboooooobooobooooooboooooooobooooon

1. O0O00O0O0OOO0ENATOOOOOODOOOOO00O00O0DO0O00O000OPRIVATEDOOOODOODO
ooooooooopPuUBLICOOOOOODOOOOOOODOODOOOOODOODOODOOOOOOO
cooooooooooooon

ADD FI REWALL POLI CY=nynet NAT=ENHANCED | NT=vl an-i n GBLI NT=vl an-out 0
2. 0JO0O0OO0OOoOOOooOOoOoOoOoOoOooOOoO

ADD FI RE POLI =nynet RU=1 AC=ALLOW | NT=vl an- out PROT=TCP
GBLI P=172.16. 10. 1 GBLPO=80 | P=192.168. 10.5 PORT=80 O

go00oo0mvlan-out0 0000000000000 TCPOOOOOODODOODOIPOOOOO
17216101 0000000 80000000000 OOOOODOO 1921681050 80000000
coboboooooooooooooooooobooooooooooooobooooooooogg
ooboboo-oobooobooooooooooooobooooon

m 00 WellknownOOOOOOOOODO0OO0ODODO0OO0OO0O0OO0O00O000OO0OO0ODOOO0OO0O0ODOOOOO
O0O0O00O0GBLPORTUOOOOOODOOODDOOODOOODOOOOOOODOOODDOOOD 192.168.10.50
192.168.10.100 200 Web O OO OODOODOODOODOOOODODOODOOODOODO 172161010 TCPOO
08000000000 192168.10500000000 808000000000 192.168.10.10 0 Web OO
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ooooooo

ooooooooo

ADD FI RE POLI =nynet RU=1 AC=ALLOW I NT=vl an-out PROT=TCP GBLI P=172.16.10.1
GBLPG=80 | P=192. 168. 10.5 PORT=80 [

ADD FI RE POLI =nynet RU=2 AC=ALLOW I NT=v| an-out PROT=TCP GBLI P=172.16.10.1
GBLPG=8080 | P=192.168. 10. 10 PORT=80 O

000000000 19216810100 WebO OO ODODODOODOOODODOURLODOODOODODO 808000
ooooooO0oooooOoooooOouURLOOOOOOOOOODOOO

http://172.16.10.1: 8080/ ... 0000 192.168.10.100 Wb OOOOOOODOOOOO
ooooo

192.168.10.50 Web OO OOOOODO WebODODOOOOOOODDO 80000000 DOOOURLODOOO
cooooooooooooogo

http://172.16.10.1/ ... 0O0O0DO0192.168.10.50Wb0000000000000000O0

m 00000000000 TCP/UDPOODOO0OOOOOOIPODOODOODODOODOOOOOOODOODO
0000000000000 00000000OPRIVATEDOO OO IPv60O OO0 AO192.168.1050000
OO IPv6 00O BO10.1234560 00 0000000000000 0OOOOODOIPVEOODOOOOODO
ooooogd
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ooooooo

iPveO0 O ODOB
10.12.34.56

IPv4
Network

googny Dst: 172.16.10.1, Protocol 41(IPv6)

172.16.10.1
VLAN-out(10): PUBLIC

=========

------------------------------------------ Firewall

Dst: 192.168.10.5 VLAN-in(20): PRIVATE
192.168.10.1

IPveO O OOA IPv4/IPveD O O
192.168.10.5

UbOO0bO0D0LAN
192.168.10.0/24

il "

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
o0ooooooooooo0o A00DoOOO0oooO0ooooooooobooOoooooooooog
Oooo0oo0oooooOoUoooooOl7216.1010000000 IPv6overiPvAOODOOODODO
goooiPO0OOO4l00000000O0O0OOOIPVGOO0OOD AODODODOODOODOOOOOOOO
ooooooBOOOOOOOOOODOOOOOOOUOOOOOOOOODOOOOD AODDOODOOODDOO
oooood

ADD FI RE POLI =nynet RU=1 AC=ALLOW | NT=v| an- out PROTO=41
REMOTEI P=10. 12. 34. 56 GBLI P=172.16.10.1 1P=192.168.10.5 [

O000000™vian-outOO0ODO0DO0O0O00000O0DO0OO0O0O0OO00O0 4101Pv6O0 IPOODOOOO
0000 IPOOOODO10123456000 IPOOOODO 172161010 00000000000000OO
192.168.1050 000000000000 DOO0OO0O0OO0OOO0OOO0OOO0ODOOOOO0OOOOOOOO0OO
oooobo -gooboobobooooooboobobooooobooooon

s 000000 ENATOOOOOOOODDOOOOODOOOO0ODOOO0O0ODO
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ooooooo

oooood oooodd

ACTION O0o0oooo0oooooooooooO ALLowoooooo

INTERFACE oOoopPUBLICODOOUOOOOOOOOOOOOO

PROTOCOL oooooooOoUooooOooooooo TCPO UDPOOOOUODODOO
GBLPORT O PORTLUOOOIOOOODOOODOOODOOODOOOODOODOO
0000000000 oooO0oENATOOOOOOOOOICMPOOOOOO
oooooogo

GBLIP ooooooIPOO0000O0O0O0O00O0O0O0O0OOOOOOOOOOODODOO
iPOOOO0O0OOOOOODHCPOOOOOOOOOOUOOOOOODOODOO
go0o0000O0OOOO

GBLPORT OOooooooooooOPROTOCOLO TCPO UDPOOOOOOOOOODO
oooo

IP ooooooIPOODOOOODOOOOODOOOOODOIPOOODOOOO

PORT 0000000000 U00o0oooooo00ooooPROTOCOL O TCPO
ubPOO0O0O0OO0OO0O0OOOOODOOO

REMOTEIP ooIPoOOOO0OO0OOOOOOOIPOOOOODOOOOODOODODODOOOODO
ooooiPoOOOODODOOOOODOOO

SOURCEPORT OooooooUooOooOooUoUoUoUOoUoUoUoUm™PROTOCOLO

TCPO UDPOOOOUOOOUOOODOOOOODOOODOOODOODOOODOOO
oooo

08

OO0 NATOOOOOOOOOO NATOOOOOADD FIREWALLPOLICYRULEDO OOOOS500
000 ACTIONO NATOOOOOOOOOOoOoOoooooo
OOONATOOOOODOOOODOONATOOOOODOOOOOOOOOOO0O0O0O0O00000000
0000000000000 000NATOOODOOO0D0O00O00NATOOOOODOOODOO NATOO
cooooooooboooooooooooooooooogon

0 000 NATOOADD FIREWALLPOLICY NATOOOOO0O5200000000000000000 NATO
ooooooooooooon

OO0 NATOOOODDOOOOODODOOOO0O0DOOO00000000MmO0O0000 NATODOOOOIP
O000o0o0O000oo000boo0o00oo0o00 NATODDOOOO0O

e 00O OO NATOPRIVATE - PUBLICOOOOOOOOPUBLIC - PRIVATEO D OOOOO
cooooooood

e JODODOONATOODOOOOIPOOOOO1IODOOOOODOOODDOOOODODOOODODODO

e OO0 NATOPUBLIC - PRIVATEOODOUOOOOOOOOOOOOOOOOUOOPRIVATE -
PUBLICOOOOOUOOOOOUOOOOOOO

e JOONATODOOOODDOOODDODOOD

O0OO0ONATOOOOOOOOOODOODOO0OO0DO0OO0OO0OO00OPUBLICOOODOOOOOOOOOO NAT
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ooooooo

O0OOOOPUBLIC - PRIVATEOOOOODOOOOOOOOOOOOOOODOOOOOOPRIVATEDD
00000000000 NATOOOOOPRIVATE - PUBLICOOOOOOOOOOOOOOOOOOO
oooo

0O 0000000000 NATONONATOOOOOOOODODALLOWOOODOODOOOoOooooooooooo
gooooooo

00000000 NATOOOODOOOODODOOOODDOODOOO

000000 NAT

000000 NATONATTYPE=STANDARDO OO IPOOOOOO0OOOOOOOOOOOOOOOO
OO0 NATOOO

PRIVATEO OO OO0 PUBLICOOOODOOOOOOOOOOOOPUBLICOOOODOOOOOODOOO
0000000 NATOOOOODOOOODO

e PROTOCOL O ALL
e JOUOODOOGBLIPODODODOOOD -~ IPODODOOODOOO

0O O0OO0ONATOOOOOOICMPOOOOODOOODOOOO PROTOCOL=ALLOOOO0OO0OOOOOICMP
000000000PROTOCOL=ALLO ICMPOOOOOUICMPOOOOOOOOOPROTOCOL=ALLO
ICMPODOOOOO0OO0OODOOO NONATOOOOOOOODOODOO0OD0ODO0O0000ooooICMPOOOO
0000000000 0OPROTOCOL=ALLO ICMPOOOOODOO

= PRIVATEO OO OO 192.168.10.100 D OPUBLICO OO 1.1.1.10000000000000000OPUBLIC

O000oo0o0o0oo0o0Uoo00OooO NATOOOOODODOOO

ADD FI REWALL POLI CY=net RULE=1 AC=NAT NATTYPE=STANDARD | NT=v| an- out
PROT=ALL GBLIP=1.1.1.100 IP=192.168.10.100 O

m 000000000 192.168.10.1000 TelnetO OO OODOOO0OODOOOOOODOOODOOOOOO

ADD FI REWALL POLI CY=net RULE=1 AC=NAT NATTYPE=STANDARD | NT=v| an- out

PROT=TCP GBLI P=1.1.1.100 GBLPO=23 |P=192.168. 10. 100 PC=23 [

m PUBLICOODOOODOOOOO EthernetOOOOODOOOOD 1111000000 ARPOOOOOODO
ooooooooooliliodooUioOooooooOoooooo@ooooooooooooooo
oooo

SET | P I NT=vl an- out PROXYARP=ON [
ADD | P ROUTE=1. 1. 1. 100 MASK=255. 255. 255. 255 | NT=vl an-i n NEXT=0.0.0.0
PREF=0 [

OO0 NATOOOOOODOOOOOODOOOOOOOOOO0O0O0O0OO000O0O0O0O00O0ODOO0OO
ooooogooo

e PUBLICOOOODOOOUOOODOOUIDOOODOOODOD-ODOOODOOOOOODOOO GBLIP
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ooooooo

oooooooooooooooo IPOO0DOOOOOOO
e PRIVATEODUDOOODDOOODOOOODOOOODDOO-0O00DOOO0DOOOOOOOIPODO
O0oOo0ooooooooo GBLIPOOODOOOOOOO

oooOooOoooPUBLICOOUOOOOOOOOOOOOOOOOOO-OO0DOO0DOOODOODOODOOOO
0000000000000 0PRIVATEDOODOOOOODOOOOOOOOOOOOOOODOOOOO
oooo

s 0000000000000 0O00PRIVATEDOOOODODOOOO NATOOODODOOOODOOOODO

ADD FI REWALL POLI CY=net RULE=2 AC=NAT NATTYPE=STANDARD | NT=vl an-in
PROT=ALL |P=192.168.10. 100 GBLIP=1.1.1.100 O

s 0000000000 0O000NATOOOOOOO0DOONATMASKOOOOOOOOOOOOOOO
O000mOooo0ooooO0 NATOODOOOOOIPOOOOOODOOOOOOOOOODODOOOODOO
ooooooooooooon

192.168.10.170 192.168.10.3000 192.168.10.16/280 0 1.1.1.1701.1.1.3001.1.1.16/280 0 0000000
oooooooboooooon

ADD FI REWALL POLI CY=net RULE=1 AC=NAT NATTYPE=STANDARD | NT=vl an-in
PROT=ALL | P=192.168.10.16 GBLIP=1.1.1.16 NATMASK=255. 255. 255. 240 O

000000 NAT

000000 NATONATTYPE=EENHANCEDD D00 0000000 OOO0OOOOOOOOOOOO
OIPOOO0OOOO100IPOOOOOOOOONATOOOOOODOOOOODODOOOOOODOOOO
ooooooooooooooooon

m vlan-inOOOOOD0OO0O0O000000000 1.111000000000000000000000O00O
coooooooooooooooobooooogo

ADD FI REWALL POLI CY=net RULE=1 AC=NAT NATTYPE=ENHANCED | NT=vl an-in
PROT=ALL GBLIP=1.1.1.10 O
m vian-out0OOOOO0OO0O0DO0OODO0 0000000000 192168.1020000000000

ADD FI REWALL POLI CY=net RULE=1 AC=NAT NATTYPE=ENHANCED | NT=vI| an- out
PROT=ALL REMOTEI P=192. 168. 10. 200 O

0000 NAT

0000 NATONATTYPE=REVERSEL 0D OO0 00000000 OOOOOOODOOOOOOOO NAT
goboooooobooobooooooboooooooobooooon

m vlan-inOOOO0OO0O0OO0ODO0O000D 1111260000000 1.1.110000000000000
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ooooooo

ADD FI REWALL POLI CY=net RULE=1 AC=NAT NATTYPE=REVERSE | NT=vl an-in
REMOTEI P=1. 1. 1. 126 GBLREMOTEI P=1. 1. 1. 10 PROT=ALL 0O

000 NAT

000 NATONATTYPE=DOUBLED D OOOOOOOOOOOOOOOO

= (] 192.168.10.100C l.1.11000 00000000 1111000000000

ADD FI RE PCLI =net RU=1 AC=NAT NATT=DOUBLE | NT=vl an-in |P=192.168.10.100
GBLI P=1.1.1.100 PROT=ALL GBLREM-F1.1.1.10 O

OO0 NATODOOO

OO0 NATOOOODOOOOOOOOOODOOO

0000000 WV/rFOOODODOO0OO0ODOOO0DO0O0O0O00D0000O PRIVATEDOOODOOOPUBLIC
ooooooooboooooon
oo0oooo0o0omooooooooooooooooooPoOOooooOoOooOoOoOboOOOn
OA-BOODODOOODODmMAOOODODMMBOODDODOOODODOOOODOOO

O IPD GBLIP REMOTEIP GBLREMOTEIPI NATMASKO 0 0 ADD FIREWALL POLICY
RULEODOOOOS 0000000000 O0DO0O0O0DO0O0OO0OOOO[]loooooooooo
oooooooooooooooooooooooooo*Xoooo0oooooooooooo0n
oooooom*oooo0oooooooooooooooooooooooooooooooo
OA/BO0O0O0OO00D0MACDOBOODODOOOO ANDOOOODODOOOODOOMMADCOIPO
ooomBOoOoOoOOOoOOOOO

OooOooooSrcmbDstDO 00000 IPOOOOOOOODOOOOODOOOOOOOOOOOOO
com=00b000oobooooooooboobooon
oooooooooobodobooooobooboooooooooooooooooooooooooon
O00oooomoo00oo0ooo0ooo00oo0O00o0o0boO0o0Do0O0n ANYO D
oooboooooooooon
00000000O00X/NATMASK =Y/NATMASKO OOOOOOOIPOODOOOXOO CIDR
OODO0OY/NATMASKO O OOOO IPOOO0OOD0OOOOOOOOOOOOOOOOOOOO

OOOOOPRIVATEOOOOOOODOOODOOOOOOOOONATOOODOOOODOOOOOOODOOO
O0o00o000ooUo0o0oooIPOO0O0OU0O0OO0OREMOTEIPDOOOOOOOOOOOGBLIPO
oooooogo

gogooooo SwitchBlade 4000 0 000 000000 OOODO 2.6
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ooooooo

NAT ooolF O O O DOOOO0O OO0
od ooo oooo O

0 Oo-0 |IP- GBLIP Src = IP, Dst=REMOTEIP O O O OSrcO IPO O
0 O OPRIVATE]JRE- ~ [RE- GBLIP 00000 OGBLREMOTEIPO OO OO
0o MOTEIP*] MOTEIP*]
0
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ooooooo

00 |IP« GBLIP Src = REMOTEIP, Dst = GBLIP 0 0 0 ODst 0 GBLIP
0 PUBLICO [RE- < [RE- 00 IPOODOOOOGBLREMOTEIPDOODO
MOTEIP*] MOTEIP*]
0 0 -0 IP/NATMAGBLIP/NATMAAKATMASK = IP/NATMASK, Dst = REMOTEIP
0PRIVATED- [RE- - [RE- 000O0Sc 0000000000 IP/NATMASK OO
MOTEIP¥] MOTEIP¥] GBLIP/NATMASK 0 0 0 0 O O GBLREMOTEIP [
0o 0ooo

0
0 <0 IP/NATMAGSBLIP/NATMASKREMOTEIP, Dst/NATMASK =
OPUBLICO — [RE- - [RE- GBLIP/NATMASK 0 0 0 ODst0 0 00O O O
MOTEIP¥] MOTEIP¥] 0 O O GBLIP/NATMASK O O IP/NATMASK O O
0000GBLREMOTEIPDODOD
O -0 [IP] GBLIP Src = IP, Dst=REMOTEIP 0 O O OSrcO IPO O
0PRIVATED- [RE- - [RE- GBLIPOODODDOODDDOD DO GBLREMOTEIP
0o MOTEIP¥] MOTEIP¥] 0O0OD
O -0 [IP] < [IP] — Src = GBLREMOTEIP, Dst=IP0 O O 0SrcD
0 PUBLICO RE- [GBLRE- GBLREMOTEIP 00 REMOTEIP 0O OO0ODOOD
MOTEIP MOTEIPY 0OO0OO0DO0OGBLIPODODD
O -0 [IP] [IP] - Src=IP, Dst=REMOTEIPO 0O O ODstO RE-
0 OPRIVATEC- [RE- GBLRE-  MOTEIP 00 GBLREMOTEIP 00000 0GBLIPO
0 MOTEIP¥] MOTEIP 0000
00 |IP« P - Src = GBLREMOTEIP, Dst=IP0 O O 0SrcD
0 PUBLICO RE- GBLRE-  GBLREMOTEIP 00 REMOTEIP 000000 GBLIP
MOTEIP MOTEIP 0OO0OOO
0 O -0 [IP] [IP] - Src = IP, Dst/NATMASK = REMOTEIP/NATMASK
0 O OPRIVATED-RE- GBLRE- 0O 0O 0O ODst0D O 0O O O 0O O 0O O O
0o MOTEIP/ NMTNVIRISK N ARBHASKEIP/NATMASK [ 0 GBLRE-
MOTEIP/NATMASK 00 0 0 O 0 OGBLIP O O O
0o
00 |IP« P - Src/NATMASK = GBLREMOTEIP/NATMASK, Dst
0 PUBLICO RE- GBLRE- =IPO0O0D0O0ScO0OO000DO0O0O0 D GBLRE-
MOTEIP/ NMTNVIRISKNATIUIEER/NATMASK 0 0 REMOTEIP/NATMASK
O00D0OGBLIPODOOO
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ooooooo

o0 0O-0 P - GBLIP -~  Src =1IP,Dst=REMOTEIP O O O OSrcO IPO O
O O PRIVATEIRE- GBLRE- GBLIP O ODst 0 REMOTEIP O O GBLREMOTEIP
MOTEIP* MOTEIP ooooo
0O -0 P~ GBLIP —~  Src = GBLREMOTEIP, Dst = GBLIP O O O OSrc O
0 PUBLICORE- GBLRE- GBLREMOTEIP O O REMOTEIP O O Dst O GBLIP
MOTEIP MOTEIP oo IPOOODOO
o0 0O-0 IP/NATMAGELIP/NATM&AAKATMASK = IP/NATMASK, Dst/NATMASK
00 OPRIVATED RE- - = REMOTEIP/NATMASK O OO OSrcO0O0O0O000

MOTEIP/N@GBMRESK 0000 IP/NATMASK OO GBLIP/NATMASK OO
MOTEIP/NARVASKD OO0 00000 REMOTEIP/NATMASK O
0 GBLREMOTEIP/NATMASK 0O OO0
0o -0 IP/NATMAGELIP/NATM&AKATMASK = GBLREMOTEIP/NATMASK,
0 PUBLICO ~ RE- - Dst/NATMASK = GBLIP/NATMASK O O O O Src
MOTEIP/NGBMRESK 0000000000 GBLREMOTEIP/NATMASK O
MOTEIP/NATNMRAMOTEIP/NATMASK OODst 00 0O O0OoQ0O
0 O GBLIP/NATMASK O O IP/ZNATMASK O O O
oo

0o

gooobobooobobood

ADD FIREWALL POLICYRULEO O OOOS 0000000000000 0O0000O0OO0OOO00OO
coooooobooooooooooboooobobooooooooooooboooooooooboooon
cooooooobooooooooooooooboboooooooobooooboooooooooboooon
pooooooooooboooooon

1.

ooooooo0ooo00oooooobo0ooooooooooEDITOOOO0DMODOOODOOO
2110000000000000O0OO0O0000O0DOOOOO0OO0O0UOOOOODOOOOOOO
OdenylisttxtO O OO OO

# Access-list "denylist.txt"

# HOST or NETWORK NI CKNANVE
10.30.1. 23
172. 25. 150. 150 henna- server

172.30.100.0 - 172.30. 100. 255 henna- net wor k # conment

oooooo0ooooooooo0oooo0oooo0ooooOoo 20000000000

e 0IDODDOOODOI92168.1.50

e 00IDODOOOOI92168.1.0-192.168.1.2550200 IPOO0O0DOO0OOOOOOOOOO
coooooooooooboooooooooooooogod

gooooooUooOooooUOoOOoUOUOUOOOUODOODOODOODOODOOOO SHOW

FIREWALL POLICY DO OO0OO09300000000000O0DOOO0OO0OO000O0O0OOOOO

#000000000000O0O0O0OO

2. 0JO00oU0OoO0OoOoUOoOoOOOOO0OOUOO0DOO0OOODOO0O0OOODOO0OOOOO0OOODOOOOn
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ooooooo

0000 LISTOOODOOODOOODODO0OO0D0O0OOdenytoll 00oooooQ
ADD FI REWALL POLI CY=nynet LI ST=denyto FILE=denylist.txt TYPE=IP O

3. 0000000000000 0000000D00000D00O00OVLANDInsideDOOOOO
O0000OdenytoD0DOOO0O0OO0OOOOOOOIPODOODODOOOOODOOOOO

ADD FI REWALL POLI CY=nynet RULE=1 ACTI ON=DENY | NT=v| an-i nsi de
PROTO=ALL LI ST=denyto 0O

oooooooooIiPoOOOO0DOOOOO0DODOOOO0DODOOOODOOOOODOO

e OOUOOOPRIVATE - PUBLICOOOOOOOOOOOOODOOOOOOOOOODOOOO
ooooooooood

e OUOOOPUBLIC - PRIVATEDOOOOOOOOOOOODOOOOODOOOOOOOOO
oooooooooooo

oooooo30o00oo0oooooooooUooooooooooo

ADD FI REWALL POLI CY=nynet RULE=1 ACTI ON=DENY | NT=v| an-i nsi de PROTO=ALL
REMOTEI P=10. 30. 1. 23 [

ADD FI REWALL POLI CY=nynet RULE=2 ACTI ON=DENY | NT=v| an-i nsi de PROTO=ALL
REMOTEI P=172. 25. 150. 150 O

ADD FI REWALL POLI CY=nynet RULE=3 ACTI ON=DENY | NT=v| an-i nsi de PROTO=ALL
REMOTEI P=172. 30. 100. 0- 172. 30. 100. 255 [

Oo0ooooooo0o MACOOOOUOOOOOOOOOOOOOOOOO0OADD FIREWALL POLICY
LISTOOOOOS000000 TYPEQOUOOOOOO ADDRESSOOOO0OOOOOOOOOOO MAC
oooooooo MACOOOOOOoOoOooooo

RADIUSOOOOOODOOOOOO

RADIUSOOUOOOOOOOOOOOOOOODOOOODOOOO0OO0OO0O0Oooo0oooooooo
O0oOoooooooIPO0OOO0RADIUSOOOOOOOOOOOOOOO

OUOORADIUSOOUOOOOOOOOODOOUOOOOOOOOORADIUSOOOODOOOOOOOOOO
RADIUSOOOOOOOOOOOOOOOOOOOOOOOO0OOO0OOO0O0O0OOOD RADIUSOOOOOO
O0o0oooU0ooooU0oooo0ooooU0oOoO0 RADIUSOOOOOODOOOOODOOODOODODO

1. RADIUSOUOUOOUOOOOOOOOOUOOUOUOUOO0OOoOooooouooooooooooo
coboboooobooooooooooboooooboooon
000000000 IPODOOD 1921681010 00000000 himitsuO O OO0

client 192.168.10.1 {
secret = himtsu
shortname = kkSwi tch

}

2. RADIUSOOOOUOOOOOOOOOOOOOOOOOOOoO IPODOODOOOOOOOOIPOOO

gogooooo SwitchBlade 4000 0 000 000000 OOODO 2.6
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ooooooo

coobooooboooooooooooooobooooooooooooobooooooooogg
O00O0O0OO0ORADIUSOOOOOOOOOOOOOOOOODOOOO

ooo ooo BRN

User-Name [ipadd] IPOOOODOOOOOO[]OOOOOO
gooogoboobooooobbooogo
goobooobooooobbooboo
BRN

User-Password allowdeny Oo00oooooooooooooaon
Access-Reject D 0D O0OOooooon
goobobooooobobooboogo
PRIVATEO DENYOOOOOOGOGQOO
ooo

Framed-IP-Address 0.0.0.00000000000 0000000000000 OOCOO
Framed-IP-Address 0 0000000
goooobooooooobooooo

0 10:
000d0oooooDobO0o0o0ooooooooooooooooooooglPOO0OO 10.1.150
101312500 00000000000000000000

[10.1.1.5] Aut h- Type := Local, User-Password == "al | owdeny”
Framed- | P-Address = 1.1.1.1

[10. 1. 3.125] Aut h- Type := Local, User-Password == "al | owdeny”
Framed- | P- Addr ess 1.1.1.1

000000000000 oOooRADIUSOOOOOOOOOOODOOOOODOOOO
000000 RADIUSOOOOOIPOOOOOUDPOOOODOOOOODOOOOODOOOOOO
OOORADIUSOOUOOO IPOOOOO 192.168.10.130 0 0000

ADD RADI US SERVER=192. 168. 10. 130 PORT=1812 ACCPORT=1813
SECRET=hi m tsu O

5 RADIUSOOUOOOOOOOMmMLIST=RADIUSO O RADIUSO O OOOOOOOOOOOOO
PUBLICOOOUOOOOOOOOOOLIST=RADIUSDOOOOOOOOACTIONDOOOODOOOO
O0O0O0OO0O0OO0OO0OALLOWO DENYOUOOUOOUOOOOOOOOOOoOOoOooooooooooo
O0000OO0vlan-out0 00 0000000000000 000O0 RADIUSOOOOODOOOOO
coobooooboooooooooooooooooon

ADD FI REWALL POLI CY=nynet RULE=1 ACTI ON=DENY | NT=v| an- out PROTO=ALL
LI ST=RADI US [
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ooooooo

0 PUBLICOOODOUDOOOODOOOO RADIUSOOOOOOACTIONDOODOODOODOOOODOOOO
OODENYODALLOWOOOOODOOOUODWOOODOO0O0OUO0O0D0D0OD0O0O0000OPRIVATEOODOO
000000000 RADIUSOOUOOOODENYODOODODODOOODODOODOODODmMALLOWO OO
oooooooooooooooooooooooooooooooooboooooooooooaoo

oooooggooo

m RADIUSOOOOOOOO0OO0OO0O0O0000000000000000000000OAccess-Request
00000 RADIUSOOOOOOOOOO

User - Nane [ipadd], User-Password all owdeny

0000000o0oooooIPOO0OOO0OOOOLODOOOOOOOODODOOOOOOD allowdenyr
cooooooboooooon

ipadd DOOPRIVATEO O ODOOOOODOOOOOOOOOOOOODOOODOOPUBLICOOOOOOO
cooooooooboooobooooooooon

m RADIUSOOOOOOOOO0OOO0OO0OO0oOooooooooooooo
OPUBLICOOOPRIVATEO OOOOUOMMPUBLICOOOOOOODOOOOODODOODPRIVATE
O0o0oU0oo0oo0oo0U0oo0oooo@mbDENYOD ALLOWOOOOOOOOOOoOoooo
ODOoc0O00OO0O0OOOOOOOOOOxOOOOODOOOODOOOOOOOODOOO
oooooooOo=000000000D==000000000000000000

RADIUSOODOODOOO PUBLIC O PRIVATE O
DENY ALLOW  DENY ALLOW
Access-Acceptl Framed-IP-Address !'= 0.0.0.00 ) ) o o
Access-Acceptl Framed-IP-Address == 0.0.0.00 x x x x
Access-Acceptl Framed-1P-Address O O O x x x x
Access-Reject x x o X
goooooooobooo X X o X
O 11:

e PUBLICOOUDOUDOUOUDOUOO RADIUSOOUOUOOOACTIONODODUOOUOOUOOOOO
OOOOODENYODALLOW OO OOOODUOOOUODWOOUODUOOoooooooooooouoog
0 Framed-IP-Address |=0.0.0.00 000 RADIUSO OO OO0OO0OOOOOOOOOODOOOOOOO
goooooboooboboobobooobobooooo

e OOOPRIVATEOOODUDUOOUOODOOOOUO RADIUSOOOOUOODENYODOOOOOQOOOOO
o000 mALLOWOOOOOOOooooooooooooooooO
— PRIVATE O DENY 0O 00 0O O J Framed-IP-Address == 0.0.0.00 0 00O RADIUS OO OO

goooooooooooboooboobbobboboboobnbouooo
- PRIVATEO ALLOW O 0000 DI Framed-IP-Address !=0.0.0.00 000 RADIUSO O OO
goooooooooooboooboobbobbobbooboooobpoooboobo
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ooooooo

goooooon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
00000000 WebOOOODOOODOOOODOOODODDOOODDOOODOOOOOOOADD FIREWALL
POLICYRULEOOOOOS 00000 AFTEROBEFORED DAYSOODOOOOODOOOOO

m 0000000000000 900020:0000000000000 WebODOOODO172.16.105000
cooooooobooooooooooooooboboooobogoobooooboooooOooobooboooon
ooooo

ADD FI RE PCLI =nynet RU=1 AC=ALLOW I NT=vl an-out PROT=TCP | P=172.16.10.5
PORT=80 DAYS=WEEKDAY AFT=9: 00 BEF=20: 00 0O

0000000 @mMmvlen-out0 0D O0O0DO0D0O000O0O0O0OOO TCPOODOODOODOOODOD IPOOOOO
172.16.1050000000 800000000 DOOOOOO 900020000 00000000000 0O0OO
oooood

gboobobooooboood

s 0000000000000 00000000000000000O0SHOW FIREWALL POLICY O
OooOo93oUuooooooon

m 0000000000 SETFIREWALLPOLICYRULEDO OO OO8OOOOODOOOOO

m 000000000 DELETEFIREWALLPOLICYRULEDOOOOOGO0O0OOOOOOO

goooooon

1. 00oo0o0oooO0ooOoooooo0oooooooo0UooboooooooooooooOon
0000000000000 0O00000000000PRIVATEDODODOOOOOOOOOOOODO
ooooOoooOoooOoooPUBLICOOOOOOOODOOODOOODOOODOODOOODOOOODO
coobooooboooooooooooooobooooooooooooobooooooooogg
cobobooooobooooooobooooooooo

2. JOo0oO0OOoOoooOooOoooOooPROTOCOLOOOOOOOOOOOOOOOOOOOODOOOO
oobobooooobooooooobooooooooobooooooooon

3. DOoOooooTCPO UDPOOOODOOOOOOPORTOOOOOOOODOOOOODOOOOO
cooooooobooobooooboooon

4, O0O0OOOOTCPO UDPOOOOOOOOOOSOURCEPORTOLOOOOOOOODOOOODOOO
coboboooooboooobooooooooooooo

5. 000U IPOOUOOREMOTEIPDOOOOOOOOOPRIVATEOOOOOOOOOOOIPODO
OOoPUBLICOOUOOOOOOOOOIPOOOOOODOOODOOODOOOOOODOOOOOOO
oooooooooooo

6. OO0 IPOOOOOIPOOO GBLIPDOOOUOOOOOOPRIVATEODOODOOOOOOOOIP
OU0O0OO0OPUBLICOOOOOOOOOOOIPOOODOOODOOOIPOODOOOONATOOOO
OooOooOoPUBLICOOOOOOOOOOOOODOOOOOIPOOOOOGBLIPCONATOOO
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ooooooo

00000000 PRIVATEDOOOO IPOOOOOIPOOOOOOO
7. IPOO0O0O0OOOOOOOOO0OOODOOOOOOOOOOO0OO0OOO0O0OOO0OOOOO0OOGg
gooooboooboboobobooooboo
8. IDUuoooMACLUUOUOODUOOODUOOODUOOOUOOooooooooooooo MACOOOO
gooooooooobboobobobobbobboobbooboooooooob bbb bobbobo
goooooboooboboooboooboobooooo
9. JUUDOIPOOUOOUOOOUOOOUOOPRIVATED OOOOOOOOOO IPOOOOOOPUBLIC
OooooooooooIiPOO000OO0OOOOUOOOOUOIPOOOO RADIUSOOOOOOOOO
o0oduooooooooooooo ALLOwooooooooooooooooooooooo
00000000 DENYOODOODOODOOOOooOOoOoIiPOOOODOOOODOOOOOOODOO
g0o0oU00oouUoUooog ALLOWOOOOODENY O ODOOOOoo
10, IPO0O0O0OOOOCUOOU0OOOO0O0OCRADIUSOOOOOOOOOOOOOODOOOOOOOO
OALLOW OO UOOUOO0O0O000ooooooooooo DENYOOOOPRIVATEOOOOOO
gobooobooooooobooooboobbooboobuobbuooboo
11. IPO0O00000O0O0OO0O0ODOCOUOUOUORADIUSOOOOOO0OOOOOOOODOUOODOOOOO
OIPOODOOOPRIVATEOOOOOODOOOOOOOO IPOODOUOOPUBLICOOOOOOOO
OOOOORADIUSOOOOOOOOOOUOOOOOORADIUSOOOOOOOOOOoOoooOoO
goood
e RADIUSOOODODO Access-Accept 0000 00O O0OFramed-IP-Address 0O O O 00 0.0.0.00
0000000000000 00o0o000o000D0000000PRIVATEDOOOOODOODO
O0OOOORADIUSOODODODO Access-Reject 000000 OOOORADIUSOOOOOOO
goooooogobooobboooboobbobobooooboo
e JODUODODOUODODOODOUDDOODLOUODDODODDUOODLUUODbDbUDDOODRO
- RADIUSOOOODO Access-Accept 0 0 00 0O OO OFramed-1P-Address 0 0 00 0.0.0.00
googooooooboobbobboon
- RADIUSOODOODO Access-Accept 0 00000 OO OFramed-IP-Address0 00000
gooooooobooooooooo
- PUBLICOOOOOOOOOOOORADIUSOOOOO Access-Reject0 0000000
gooooooooooooo
- PUBLICOOOOOOUOOOOOCRADIUSOOOOOOOOOOOOOOOOOOOO
googopooooboobbon

Dobooooooboad

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cdoooooooooooooooooooobooooooooooooboooooogon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
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oooood

ooooooo

m J00000000000000000000000000ENABLE FIREWALL POLICYOOOO
g76000O00LOGLUOOUOOUOOOOOOOOOOOODOOOUOOOOODODOOODOOODOO
coooooooooooboooooboooobooooboooooon

ENABLE FI REWALL POLI CY=nynet LOG=DENY [

LocoooUoUooooooUooUoooooooooooooooLoGooUoooooooooo
oooooooooboooobooooood

oooood oooodd

INATCP OOOoPUBLICOODOOO TCPOOOOOOOOOO

INAUDP oooooubPOOOOOOOO

INAICMP oooooiIicMPOOOOO

INAOTHER oooooIiPOOOOoOOTCPOUDPOICMPOOOOOO

INALLOW 0000000000/000000000INATCPO INAUDPO INAICMPO
INAOTHERO OO DO DOOOODODOOOODO

OUTATCP OOOPRIVATEOOOOO TCPOOOOODOODOOO

OUTAUDP oooooubPOOOOOOOO

OUTAICMP oooooiIicMPOOOOO

OUTAOTHER oooooIiPOOOOOOTCPOUDPOICMPOOOOOO

OUTALLOW 0000000000/000000000OUTATCPO OUTAUDPO OUT-
AICMPO OUTAOTHERO O OOUOOOOOUOOOOO

ALLOW 0ooo0oooOooo/000o0Ooooog

INDTCP oooooTCPOOOODOOOOOO

INDUDP oooooubPOOOOOOOO

INDICMP oooooiIicMPOOOOO

INDOTHER oooooIiPOOOOOOTCPOUDPOICMPOOOOOO

INDENY 0000000000 /000000000INDTCPO INDUDPO INDICMPO
INDOTHERO O OO DOOOODOOOOOO

OUTDTCP oooooTCPOOOODOOOOOO

OUTDUDP oooooubPOOOOOOOO

OUTDICMP oooooiIicMPOOOOO

OUTDOTHER oooooIiPOOOOOOTCPOUDPOICMPOOOOOO

OUTDENY 0000000000/0000000000UTDTCPO OUTDUDPO OUT-
DICMPOOUTDOTHERO O OO OOOOOOOOOO

DENY 0ooo0oooOooo/000o0Ooooog

INDDTCP ooooo TCcPUOOODOOOOOOOOIPOOOOOUOOO 1920000
od

INDDUDP oooooubPOOOOOOOODOOIPODOOOODODOOO192000000

INDDICMP oooooiIicMPOOOUOOOIPOOOOUOOOO 192000000
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ooooooo

INDDOTHER oooooIiPOOoOoOOoOTCPOUDPOICMPOOOOOOOOIPOOOOO
oooo 192000000

INDDUMP 0000o00o0o0o/0000000000IPO0ODOODOOOODO 192000
ooo

OUTDDTCP ooooo TCcPUOOODOOOOOOOOIPOOOOOUOOO 1920000
od

OUTDDUDP oooooubPOOOOOOOODOOIPODOOOODODOOO192000000

OUTDDICMP oooooiIicMPOOOUOOOIPOOOOUOOOO 192000000

OUTDDOTHER oooooIiPOOoOoOOoOTCPOUDPOICMPOOOOOOOOIPOOOOO
oooo 192000000

OUTDDUMP 0000o0o00o0o/0000000000IPO0ODOODOOOODO 192000
ooo

DENYDUMP 0000o000o0o/0000000000IPO0ODOODOOOODO 192000

ooo

0l12.000000000000000000

s (0000000000 00o0o0b0c00oo0oooooooobooon

SHOW LOG MODULE=FI RE [

ooo

SHOW LOG TYPE=FI RE [

s JO0000000000000DOO00000O0000000000000000O0O00O00OTAILOO

ooooogoooo

SHOW LOG MODULE=FIRE TAILOOOO 20000000000 O
SHOW LOG MODULE=FI RE TAI L=1000 10000000000 O

Dat e/ Ti ne S

28 10:39:45 4

28 10:39:45 4
28 10:40:05 4

28 10:40:05 4
28 10:40:06 4

28 10:40:06 4
28 10:40:41 3

28 10:40:41 3

oooooogo

Manager > show | og

Mod

nodul e=fire

Type SType Message

FIRE INDICICW - Source 172.16.28.32 Dest 172.16.28. 255
Type 9 Code 0O

FIRE FIRE [INDI C bad | CVP nessage type to pass
FIRE FIRE | NDUD UDP - Source 172.16.28.120: 137 Dest

172.16. 28. 255: 137

FIRE FIRE |INDUD flow rejected by policy rule
FIRE FIRE | NDUD UDP - Source 172.16.28.120: 137 Dest

172.16. 28. 255: 137

FIRE FIRE |INDUD flow rejected by policy rule
FIRE FIRE OUTDT TCP - Source 192.168.10. 1: 1045 Dest

172.16.28.1: 139

FIRE FIRE OQUTDT flow rejected by policy rule
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ooooooo

m 000000000000000000O0UINATCPUINAUDPOINAICMPOINAOTHEROINALLOW
0000000000000 000OSeverityD 0 200000000000000000000OOO 3
gooUooOooUooUoUOOoUOOoOOoUOOoUOOOOoOoOosSHOWLOGHD OO ooooooo 37200
cobooooooooobooooooodooboooboooboooooooooboooboobooboooog
cooooooooboooboooooboooobooooogg
cooooooobooooooooooboooobooooooooobooooboooooooooboooon
OOTEMPORARYU OOUORAMOOODOODOODOOOOODOOODOODOOOOODODO

ADD LOG QUTPUT=TEMPORARY MODULE=FI RE O

gooooo

0000000000 oo00o0o0oo0o0oo0o0oo00DoOnOENABLE FIREWALL NOTIFY
O0ooo7o000ooooooooooboooooooooooooooooo

¢ MANAGEROManager0 OO OOO0ODOOO0OO0OOOOOODOOOOOOOOOOO
e SNMPOOUOOOOOUOOODOODOOOOODOOOSNMPOOOOOOO

e MAILOOOODDOOOODOOOOODOOOOODOOOODDODOO

e ASYNOOODOODODOOODOODOOODOOODOO

O00ooooooooooooo0ooboo0o000ooo0o0o0Uooo0o00 ManagerdoooooQ
coooooooooooooooooooooooooooooodg

s JO00000000oo0oooooooobooooboogoon
1.0000000000000000O00000DOO000OOO0ODOOO0ODOOOObODOO

SET MAI L HOSTNAME=kkSwi t ch. exanpl e. com [
ADD | P DNS PRI MARY=192. 168.10.5 O

2. 0000000000000000OO0O0OOOOOOOOO

ENABLE FI REWALL NOTI FY=NMAI L TO=admi n@xanpl e. com O

SynOOdoOoOoOoOoooUooOooooooooooo

Subj ect: Firewall nessage

From nmanager @kSwi t ch. exanpl e. com
To: <adm n@xanpl e. conp

Date: Sun, 22 Jul 2001 13:33:19 +0900

22-Jul -2001 13:33:19
SYN attack from 1xx.xx.12.xxx i s underway

0 000o00oo0o00o0o0000oo00oo00o0o0oo0oo0o0o0oooo0oo0bNSODOoooooooa
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ooooooo

goooooooooooooooooooooooooogonoo

m 00000000 SNMPOOOOOODOOOODOOOODOOODOOODOOOODOOODOOOOOOOO
SNMPOOOOODO 192.168.1050000000
LSNMPOOOUOOOOOODOOOOODOODOOOOOSNMPOOOOOOOOO

ENABLE SNWVP [
CREATE SNVP COWWUNI TY=publ i ¢ MANAGER=192. 168. 10. 5 TRAPHOST=192. 168. 10.5 O
ENABLE SNMP COMMUNI TY=public TRAP 0O

2. SNMPOOOOUOOOOOOOOOOOOODOOOO

ENABLE FI REWALL NOTI FY=SNWP [

cooooooboobooboooooobooooobooon

172.16.10.1: Enterprise Specific Trap (1) Uptine: 2:19:50
enterprises.207.8.4.4.4.77.1.0 = OCTET STRING "22-Jul-2001 14:15:47..
Port scan from 12. xx. xx. xx i s underway"

0O SNMPOOOOOOOODOOUDOODOOUDOOOUDOOOSNMPOUOOOOOSNMPOOODOOODOOOOO
0000o0o0oo0o0o0oo0OU0Oo/00000000DD00DDOO0O00DDO0OODDOO0O0ODOOOOOO
OO0oOSNMPOOOOOOOOO

s 0000000000000 000O0O0000SHOW FIREWALLOOOOO87ooooooooooo
0 Enabled Notify OptionsD 00D 00000 oo0o0Ooooon

m 0000000000000 DISABLEFIREWALL NOTIFYO OO OGO690000O0OOOOO
Dl SABLE FI REWALL NOTI FY=MAI L O

m 0000000000000 0000000SHOW FIREWALLEVENTOOOOO91O00000O
oooo

SHOW FI REWALL EVENT [

ooooooooOooooooo30ooUoooo0ooooooUooooUooooUoOobLooo
ooooo

e U0OONotifyDODODDOOODODODODODOODODOOODODOOOODODOOOO
e JODODenyD DODOODDODOOOODDOOOODDOOODDODOO
e UJOOAllowDOODOOODODOODODOOODODOOODOOODOODOO

coooooooooooboooooooooboooo

SHOW FI REWALL EVENT=NOTI FY O

cooooooobooooooboooooooooon
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34

ooooooo

oooo

od

DoS Flood

ooboobooooooboooooooboooooooooooooog

Fragment Attack

cooooooooboooooooobooooooooooogon

Host Scan

oooooooooboooobooooood

IP Spoofing

oooIrPoooOOOoooo

Land Attack

OoooU0ooU0oooooooooIiPOOOOOOODOSODOOOOO
ooooogd

Ping of Death

0000000000000 0000o00 PingDOOOOOOOOOOO
cooooooooooooogo

Port Scan

oooobooooooboooooboooo

Smurf Attack

000000000000 0000000o0oooO PingOOO0OOOO
cooobooooobobooodoooobooboooooooooooogn
cooooooobooobooooboooon

Syn Attack

TCPO SynOOO0OO0O0O0U0OOOOOOOOOODOOOOOOODOODOO
000000000000 o0oooooOo Ssyn/AckD0ooooomo
ooooooooooobooooboooon

Tiny Fragment Attack

OooooooooooooTCcPOUOU20000000000000OSYN
coooboooooobooooboobooooooon

UDP Port Scan

ubPOOOO0OOOOOO

0130000

oooooboooooooooooooooooooooboooooooboogooboooooooooOog
OU0OUOO0OUOOUOUOUOOOCREATETRIGGERFIREWALLOOOOmMOOOOOOO 14600000

oooood

s JO00000doooboogoooboooooboooooooooooboobooooobooboooooon
oo0ooooooooooooooooooooooooooooooOoooooooooO IPODOOOO
oooooooooooboogd

ENABLE TRI GGER [

CREATE TRI GCER=1 FI REWALL=PORTSCAN MODE=START SCRI PT=pscans.scp U

000000pscans.sepd O 0 O

MAI L TO=adm n@xanpl e. com SUBJECT="Portscan from % started (Policy $1)"

coooooooboooboooobobooon

Subj ect: Portscan from 199. xx. xx. 180 started (Policy nynet)
From nmanager @kSwi t ch. exanpl e. com

To: <adm n@xanpl e. conp

Date: Sun, 22 Jul 2001 14:37:21 +0900

SwitchBlade 40000 000 0000000 OOO 2.6 gooooooo
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ooooooo

0 D000000ooU0o0U0o0ooU0o0o0o0ooo0o0o0o0o0o0oU0ooo0oUoObNSOooOoooUog
gooobOoooobooooobooboobooooooboooooon
m 0000000000 SETFIREWALL POLICY ATTACKOOOOO82O0O0O00OO0oooooo
m 0000000000 SHOW FIREWALL POLICY ATTACKOOODOODl1000ooooooooooo

gogooboood

ooooooooooooooooooooobooobooooooboooobooooooooon

m 000000000 ENABLEFIREWALL POLICYDOOOOO7600000 ACCOUNTINGOOOO
ooooooooon

ENABLE FI REWALL PCLI CY=nynet ACCOUNTI NG [

m J000000000000000SHOW FIREWALL ACCOUNTINGOOOOO8O0ODOOOOO
ooo

Manager > show firewall accounting
Policy : nynet
Dat e/ Ti ne Event Dir Prot [IP:Port <-> Dest IP:Port /Traffic statistics
22 14:42:17 END QUT UDP  172.16.28.160:2060 172. 16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END QUT TCP  172.16.28.160: 36399 172. 16. 48. 16: 25
Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192. 168. 10. 5: 65406 172.16.28. 1: 53
22 14:44: 33 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44: 34 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:47:16 START QUT TCP  192.168.10.50: 1031 172. 16. 28.5: 80
22 14:47:17 START QUT TCP  192.168.10. 50: 1032 172. 16. 28.5: 80
22 14:47: 44 END IN ICW 172.16.28.180 172.16.28. 160
Traffic out 1:28 in 1:28

s (0000000000000 00O000O00000000O0O0 3000000000000 0OOOOOO
ooooooooood

SHOW LOG TYPE=ACCO [

Manager > show | og type=acco

gogooooo SwitchBlade 40000000 0000000000 26 |35
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22
22

22
22
22
22
22
22
22
22
22

22

22

14:
14:

14
14
14
14
14
14
14
14
14

14:

14:

Dat e/ Ti ne

42:
44.

44.
44.
44.
44.
44.
44.
44.
44.
47

47

47

18

33 3

33
33
34
34
35
35
36
36
15

16

44

S Mbd Type

3 FI RE ACCO
FI RE ACCO

FI RE ACCO
FI RE ACCO
FI RE ACCO
FI RE ACCO
FI RE ACCO
FI RE ACCO
FI RE ACCO
FI RE ACCO
FI RE ACCO

W W wwwwwww

3 FI RE ACCO

3 FI RE ACCO

SType

END
START

END
END
END
END
END
END
END
END
START

START

END

ooooooo

Message

UDP 172. 16.28. 160: 2060 172. 16. 28. 1: 53 Fl ow
term nated

Flow traffic out 1:66 in 1:118

TCP 172.16.28.160: 36399 172. 16. 48. 16: 25 Fl ow
term nated

Flow traffic out 13:846 in 12: 967

UDP 192.168. 10.5: 65406 172. 16. 28. 1: 53 Fl ow
started

ICVP 192.168.10.5 172.16.28.1 Flow terninated
Flow traffic out 1:84 in 1:84

ICVP 192.168.10.5 172.16.28.1 Flow terninated
Flow traffic out 1:84 in 1:84

ICVP 192.168.10.5 172.16.28.1 Flow terninated
Flow traffic out 1:84 in 1:84

ICVP 192.168.10.5 172.16.28.1 Flow terninated
Flow traffic out 1:84 in 1:84

TCP 192.168. 10.50: 1031 172. 16. 28. 5: 80 Fl ow
started

TCP 192.168. 10.50: 1032 172. 16. 28. 5: 80 Fl ow
started

| CVP 172.16.28.180 172.16.28.160 Fl ow

term nated

Flow traffic out 1:28 in 1:28

UDP 192.168. 10.5: 65406 172. 16. 28. 1: 53 Fl ow
term nated

Flow traffic out 1:70 in 1:190

gogooboobooon

00000000000 0o00oo0o0o0oo0ooO0o0o0OnENABLE FIREWALL POLICY OO
oooved000O0ODEBUGHOOOOOOOOOOOODOOOOOOOOODOOOOOOOOOPKTOO
O0o0o0oo0oOOPROCESSODOOOOOO

0O DEBUGUOOOUOOODO0OOUOOOUOO0OODOOODOODOOOOOOOOOOOOOUODOOOOOUODOOOOOO
gooooooooooooooooooooooon

m 00000000 PKTOOODOOODODOOOOOOO IPOOOODOOOSOO0O00 1600000
oooooooooo

ENABLE FI REWALL PCLI CY=nynet

DEBUG=PKT [

Manager
FIRE | CMP 45000024 c6070000 01018e04 ac101c20 acl0lcff 0900421e 01020168
96571c20 00000000

Manager
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ooooooo

FI RE TCP 4500003¢c c87c4000 40060c3d acl10lch4 acl0lca0 05e70017 3398573f
00000000 a0027d78 19d20000 020405b4 0402080a 0d82ac62 00000000

m 00000000 PROCESSUOOOOOOOOOOOOOIPOOOOOOOOOOOODOOOOO
oooooogo

ENABLE FI REWALL PCLI CY=nynet DEBUG=PROCESS [

FIRE UDP  4500004d 218a0000 4011dc10 c0a80a05 ac101c01 ff 780035 00393422
067f 0100 00010000 00000000 076f 6374 6f 766572 0274770e 616Cc6C69

FI REWALL new flow - UDP - session |ID 8b2e

FI REWALL packet sent to UDP handl er

FI REWALL fl ow 8b2e found for packet

FI REWALL packet sent to UDP handl er

FI REWALL packet passed - UDP QUT - passed by rule O

FIRE UDP  4500004d 218b0000 4011dcOf c0a80a05 ac101c01 ff770035 00394f 22
06800100 00010000 00000000 076f 6374 6f 766572 0274770e 616Cc6C69

FI REWALL new flow - UDP - session |ID 9al4

FI REWALL packet sent to UDP handl er

FI REWALL fl ow 9al4 found for packet

FI REWALL packet sent to UDP handl er

FI REWALL packet passed - TCP QUT - passed by rule O

FIRE TCP  4500003c 218c0000 4006db77 c0a80a05 acl0lcb4 e2360017 d71d5199
00000000 20024000 1d930000 020405b4 01030300 0101080a 000064b7

FI REWALL new flow - TCP - session I D a9c5

FI REWALL packet sent to TCP handl er

FI REWALL fl ow a9c5 found for packet

FI REWALL packet sent to TCP handler direction IN
FI REWALL fl ow a9c5 found for packet

FI REWALL packet sent to TCP handl er direction OUT
FI REWALL fl ow a9c5 found for packet

FI REWALL packet sent to TCP handl er direction OUT
FI REWALL fl ow a9c5 found for packet

FI REWALL packet sent to TCP handler direction IN
FI REWALL fl ow a9c5 found for packet

FI REWALL packet sent to TCP handler direction IN

m 00000000000000000ODISABLE FIREWALLPOLICYOODOOO7000000 DEBUG
pcooooooooooo

Dl SABLE FI REWALL POLI CY=nynet DEBUG=PKT [

m J00000000000000 SHOW FIREWALL POLICYOUOUOOOQUOUOOUOOooOooon
0 Enabled Debug OptionsD D OO 000 00000000000
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ooooooo

gogooboood

s 0000000000000 000O0000O000O0000O0000O SHOW FIREWALL SESSION
ooooolo0ooooooon

Manager > show firewall session
Policy : net
Current Sessions
3f41 TCP I P: 192.168. 20. 200: 65534 Renote | P: 192.168.10.100:23
Gol IP: 192.168.20.200: 65534 Gbl Renote IP: 192.168.10.100:23
TCP state ........ i, establ i shed
Start tinme .......... . . 11:17:15 11-Jun-2002
Seconds to deletion .................. 3504
5d1f TCP I P: 192.168. 20. 200: 65533 Renote | P: 192.168.10.103: 22
Gol P 192.168.20.200: 65533 Gbl Renote IP: 192.168.10.103:22
TCP state ... i synSent
Start tinme ...... ... . . . 11:17:58 11-Jun-2002
Seconds to deletion .................. 510
b310 UDP I P: 192.168. 20. 200: 65532 Renote | P: 192.168.10.100:53
Gol IP: 192.168.20.200: 65532 Gbl Renote IP: 192.168.10.100:53
Start tinme ...... ... . . . 11:19: 25 11-Jun-2002
Seconds to deletion .................. 300

m J0000000000000O00000SHOW FIREWALL SESSIONCO 000010200000
COUNTEROOOUOOOOOOOO

Manager > show firewall session counter

Policy : net

Current Sessions

3f41 TCP I P: 192.168. 20. 200: 65534 Renmote | P: 192.168.10.100: 23

Gbl I P: 192.168. 20.200: 65534 Cbl Renote |P: 192.168.10.100: 23

Packets fromprivate IP .............. 22
Cctets fromprivate IP ............... 1420
Packets to private IP ................ 21
Cctets to private 1P ... ............. 1664
TCP state ..., establ i shed
Start time ...... ... 11:17: 15 11-Jun-2002
Seconds to deletion .................. 3474

5d1f TCP I P: 192.168. 20. 200: 65533 Renmote | P: 192.168.10.103: 22

Gbl I P: 192.168. 20.200: 65533 Cbl Renpte | P: 192.168.10.103: 22
Packets fromprivate IP .............. 4
Cctets fromprivate IP ............... 240
Packets to private IP ................ 0
Cctets to private 1P ... ............. 0
TCP state ........ i synSent
Start time ... .. 11:17:58 11-Jun-2002
38 | SwitchBlade 40000000 0DO0O0O0O00O0000 2.6 oooooooo
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Seconds to deletion .................. 480
b310 UDP I P: 192.168.20. 200: 65532 Remote | P: 192.168.10.100: 53
Gol I P: 192.168.20.200: 65532 Gbl Renpte |P: 192.168.10.100:53
Packets fromprivate IP .............. 1
Cctets fromprivate IP ............... 73
Packets to private IP ................ 1
Cctets to private 1P ................. 165
Start tinme .......... . . 11:19: 25 11-Jun-2002
Seconds to deletion .................. 270

m J00000000000000000000SHOW FIREWALLSESSIONODOODOO010200000
ooooooooIbogoooo0oooo0ooooooooooooobooooooo

DELETE FI REWALL SESSI ON=2826 [

ooood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooooobooooooooooooooooboooooooog

m Ping 00O OO ICMP echoll echo replyd O ICMP Destination Unreachable 00 OO0 O0O0O0O00OO
O000oo0o0oooo ICMPOOOOOOOOOOOOOODOOOO PingODOOOOOO

ENABLE FI REWALL PQOLI CY=nynet | CVP_F=PI NG UNREACH [

O ICMP Destination Unreachable DO OO0 OOICMPOOO 3000IPO 000000 OOOOOOOOOOO
O0PathMTUOOOOOOOOOOOOOOODOOOOOOOOODOOOOOOOOODODOOOOOOO0O0O0
godooooooobooooooooooo

ICMP_FORWARDING O ALLOOOODOOOPIngODOOOOODOOOOICMPOOODOOOOOOOO
cooooooooooooooooooooboooo
ooooooooooooooiIcMPOUOOOUOOOOOOOOOOOOOOOOODOICMPOOOOOO
ooo0oooooooUo0oooooooo0o0ooooooooUooO0ooooooooICMPO
ooooooooooobooooooboooooooogod

m Ping0 0000000000000 0O0O00O0OO0O0OO

Dl SABLE FI REWALL POLI CY=nynet | CMP_FORWARDI NG=PI NG O

m 00000000000 PIngODODOOOOODOOODOOODOOOODOOOOODOO0OOOOOOD
00000o00o0ooOooPingOO0OOOODOOO

Dl SABLE FI REWALL POLI CY=nynet PI NG O

m 00000 identOTCP 1300000000000 ORSTOOODOOOOODOOOOOOOOOOO
0000000000000 0ooooO SMTPOOOOOODOOO0OOOOD identD 00000000
000000000dent0 000000 000O0O0OO SMTPOOOOOOOOODOOOOOODOOO

gogooooo SwitchBlade 4000 0 000 000000 OOODO 2.6
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ooooooo

0000000000 0ODISABLE FIREWALL POLICY IDENTPROXY O OO OO7200000000
Oident0 0 0000000000000 0DO00O0OOOODO0OOO dent00O00O00O0DOOO RST
pooooooooooboooobooboooooooooooom

Dl SABLE FI REWALL POLI CY=nynet | DENTPROXY [
O00ident0 0000000000000 0Ment0 000000000 proxyuser0O0O0OO0OOoO0O0O
oooood

m J000000000000000000PUBLICOPRIVATEDO OO OODOODOOO TCPOOOOOO
Oo0oTCPSynUOODUDOOODOOUDOOOOOODOOUOOOODOOOOOODODOODOOODOOODD
oooooooooboooooboooo

000 000DISABLE FIREWALL POLICY TCPSETUPPROXY D OO OO73000000000O0O
ooooogoooo

Dl SABLE FI REWALL POLI CY=nynet TCPSETUPPROXY [

00000000000 o0000oo0o00oo0O00ooOUOENABLE FIREWALL POLICY TCPSETUP-
PROXYOODOOO790O0OO0OOOOOO

ENABLE FI REWALL PCLI CY=nynet TCPSETUPPROXY [

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooogo
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ooooooo

oooo
(Default GW)

192.168.100.254

192.168.100.1
VLAN-grey(100): PUBLIC

________________ @Z--------------- Flrewa”
M)
VLAN-whte(10): PRIVATE
192.168.10.1

-

gobodnbLAN
192.168.10.0/24

Web/SMTP/DNS SNMPO OOOODODO
192.168.10.5 192.168.10.100

coooooobooooooooooooooobooooboooooooobobooon

e ICMP O Ping(echoZecho reply) 0 Unreachable DD OO OO0 OO0
e UDPOOODODOODODOODOOOUDPO DNSOOOOOSR3OOOOOOOOOOOOO
e TCPUULUUIUOUIUUOUIUIOUOOOUOOUOOODOOODOOOOOOOODOOOOODOO
- 00O DNSOOOO0O192.168.10500 DNSOOOOOSR30 000000 TCPOOOOOO
gooooo
- 00000000000192.168.10500 SMTPOOOOO2500 00000 TCPOOOOOO
goooo o
- 000 WebOOO0OD192.168.10.500 HTTPO OO OO8OOOOOOO TCPOOODOOO
g0o0000oUOooUooo 100000 2100000000
e vlan-white 0 PRIVATEO vlian-grey O PUBLICO OO OOOOOOOOOOOOO
e JODUODOOUODOUDDUOUDLDODDOODbOODRDO
e JUIUDDUDODUODODUUDUDUODODUOOOSNMPOOOUOOUDODODODUOOOODODOO
0192.168.10.1000 000000

o000 ADOO

1. VLANOOOOOOOooo
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ooooooo

CREATE VLAN=white VID=10 O
CREATE VLAN=grey VI D=100 O
ADD VLAN=whi te PORT=1.2-1.48 [
ADD VLAN=grey PORT=1.1 O

2. lPOOOODOOODOODOOOO
ENABLE | P O
3. VLANOOOOOOoOooIiPOooOooooooooo

ADD | P I NT=vl an-white [ P=192.168. 10. 1 MASK=255. 255. 255. 0 [
ADD | P I NT=vl an-grey |P=192.168. 100. 1 MASK=255. 255. 255. 0 [

4, JOoOoOoOoOoooooOooooo

ADD | P ROUTE=0. 0. 0.0 MASK=0.0.0.0 INT=vl an-grey
NEXT=192. 168. 100. 254 O

5. DO00oOooooooooooooo
ENABLE FI REWALL O
6. D0O0000OOOO0O0oOOOO0oooOoOO
CREATE FI REMALL POLI CY=nypol O
7. 00000oOoO0o0o0ooOoOoooooOo0ooooOo0boooOooDoog
ENABLE FI REWALL PCLI CY=nypol LOG=DENY [
8 ident00D0000O0DOOO0DOD0OOOOIdentDO0DOOOO0OORSTOOOOOOODOOO
Dl SABLE FI REMALL PCLI CY=nypol | DENTPROXY 0O

9. JOO0UOO0oOOUOO0OO0OOO0OOUOO0ODOOODOODOOODODOOOD
e vilan-whiteO PRIVATED OO 000000 ODOOO0OODO0OOOOOO

ADD FI REWALL POLI CY=nypol | NT=vl an-white TYPE=PRI VATE O
e vlan-grey 0 PUBLICOOOOODODOD0OOODOODOD
ADD FI REWALL POLI CY=nypol | NT=vlan-grey TYPE=PUBLIC O

10. OO0O0oO0OOoOoOoOOoOOOOOOOOOO
e ICMP echo/echoreply O Unreachable 0O O OOOOooOnO

ENABLE FI REWALL POLI CY=nypol | CMP_F=PI NG, UNREACH [

e UDPOUI DNSOOOOOSOOOOOOOOOOODO
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ooooooo

ADD FI REWALL POLI CY=nypol RULE=1 ACTI ON=ALLOW | NT=vl an- whi t e
PROT=UDP PORT=DNS [J

ADD FI REWALL POLI CY=nypol RULE=2 ACTI ON=ALLOW | NT=vI an- gr ey
PROT=UDP PORT=DNS [J

e JODODOUDPOOODODOODODOOOODOODOOODOOOOODOUDPOOODOOOOOOODO
gooooooooocoooogom

ADD FI REMALL POLI CY=nypol RULE=3 ACTI ON=DENY | NT=vl an-white
PROT=UDP PORT=ALL 0O

e OO DNSOODODOOD192.168.10500 DNSOOOOOS30000000 TCPOOOOOO
oooooooooooo

ADD FI REWALL POLI CY=nypol RULE=4 ACTI ON=ALLOW | NT=vI| an- gr ey
| P=192. 168. 10. 5 PROT=TCP PORT=DNS [

e 000DOODOODOONI192168.10500 SMTPOOODOO250000000 TCPOOODOOO
oooooooooooo

ADD FI REWALL POLI CY=nypol RULE=5 ACTI ON=ALLOW | NT=vI| an- gr ey
| P=192. 168. 10. 5 PROT=TCP PORT=SMIP [

e 00D WebODODD192168.10500 HTTPOODOOO8OUUOODODODO TCPOOODODOO
O0oO0oo0oooooooooooOoo 100000 20590000000

ADD FI RE POLI =nypol RU=6 AC=ALLOW I NT=vl an-grey |P=192. 168. 10.5
PROT=TCP PO=WWV AFTER=9: 59 BEFORE=21:00 [

11. 0O00oo0oooooooSNMPOOOOOOODOOOODOOODOOOSMTPOOOOOOOOO
coooooooooooboooooooooon

ENABLE SNWVP [

CREATE SNWVP COVMUNI TY=public O

ENABLE SNMP COMMUNI TY=public TRAP 0O

ADD SNVP COMMUNI TY=publ i ¢ MANAGER=192. 168. 10. 100
TRAPHOST=192. 168. 10. 100 O

ENABLE FI REWALL NOTI FY=SNWP [

oooooogo
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oooogooogon

gobbooooond

oooooo
DISABLE FIREWALL . . . . . . 68
ENABLE FIREWALL . . . . . . 74
SHOW FIREWALL . . . . . e 87
SHOW FIREWALL ACCOUNTING . . . . . .. . e 89
oooooooooooo
ADD FIREWALL POLICY INTERFACE . . . . . . . . . . 48
CREATE FIREWALL POLICY . . . . . . e e 60
DELETE FIREWALL POLICY INTERFACE . . . . . .. .. .. . . .. . 62
DESTROY FIREWALL POLICY . . . . . . . e 67
DISABLE FIREWALL POLICY . . . . . . . e 70
DISABLE FIREWALL POLICY TCPSETUPPROXY . . . . . . .. ... ... ... ..... 73
ENABLE FIREWALL POLICY . . . . . . . e 76
ENABLE FIREWALL POLICY TCPSETUPPROXY . . . . . . . . . ... . ... ... ... 79
SET FIREWALL MAXFRAGMENTS . . . . . . . . 80
SET FIREWALL POLICY . . . . . e 81
SHOW FIREWALL POLICY . . . . . . e e 93
oooooooo
ADD FIREWALL POLICY APPRULE . . . . . . . . 46
ADD FIREWALL POLICYRULE . . . . . .. . 55
DELETE FIREWALL POLICY APPRULE . . . .. . .. .. ... . .. .. 61
DELETE FIREWALL POLICYRULE . . . . . .. .. .. . . 65
SET FIREWALL POLICY RULE . . . . . . . . . e 85
O00O0ooO00 NAT
ADD FIREWALL POLICY NAT . . . . . e 52
DELETE FIREWALL POLICY NAT . . . . . . . e 64
oooooo
DISABLE FIREWALL NOTIFY . . . . . . e e 69
ENABLE FIREWALL NOTIFY . . . . . . . e e 75
SET FIREWALL POLICY ATTACK . . . . . e e 82
SHOW FIREWALL EVENT . . . . . 91
SHOW FIREWALL POLICY ATTACK . . . . . e 100
ooooooo
ADD FIREWALL POLICY LIST . . . . . . e e 50
DELETE FIREWALL POLICY LIST . . . . . . . . e 63

SwitchBlade 40000 000 0000000 OOO 2.6
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ident00C0Q00O
DISABLE FIREWALL POLICY IDENTPROXY . . . ... . .. ... ... ... ... 72
ENABLE FIREWALL POLICY IDENTPROXY . . . . . . . . . . . oo 78

cooooooboooooon

DELETE FIREWALL SESSION . . . . . . . . e 66
SHOW FIREWALL SESSION . . . . . . . . 102
oooooooo SwitchBlade 40000000 0000DDO0O00OO 2.6

J613-M6964-02 Rev.G
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ADD FIREWALL POLICY APPRULE

ADD FIREWALL POLICY APPRULE

000o00o0oooooooo /00000000
O00oO0oooooooooO AT-SB49130 00

ADD FI REWALL PQLI CY=policy APPRULE=app-rul e-id ACTI ON={ALLOWDENY}
| NTERFACE=v/ an-i f APPLI CATI ON={FTP} [ COMVAND={GET|PUT}] [ PORT=port]

policy: 00000000000 OOO1015000000000000000_ 0000000
app-rule-id: 000D 00O00000OO0OO102990

vlan-if: VLAN OO OO0 00O OVLAN-name 0O VLANvid OO0 O 0Oname 0 VLAN O0Ovid O VLAN IDO
port: TCP/UDP O O 0O 00O 000 655350

g0

goboooooobooobooooooboooooooobooooon
000000000000 0FTPO STORDPUTLRETROGETO OO OOOOODOODOOOOOOOOO
ooooooooooooOooooOo FTPOOOOOODOOOO

goooog

POLICY OOOUOOQUOOOOOOOO

APPRULE 0O0O0O0O0O00O0OO0OOOO

ACTION O0000O00O0000O0O0O00O0O0O0O00000000ALLOWOOOODOOOOODENYD
ooooogoooon

INTERFACE IPOVLANOOOOOOOOOO

APPLICATION OO0OO0OO0OO0O0OO0O0OO0OO0OOOOOOOOOFRTPOOOOOOO

COMMAND 00000000000 OO0OO0OO0OO0O0O0O0OO0OO0O0O00OOO FTPO GETORETROO
PUTOSTOROOUOOOOODOOOOOUOOOOOAPPLICATION=FTPOOOOOOOOO

PORT APPLICATIONOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
cooooooood

g
m VLANoutOO OO FTPPUTOSTORO O OOOOO

ADD FI REWALL POLI =nynet APPRULE=1 ACT=DENY | NT=v| an-out APP=FTP
COMVAND=PUT

goooog

DELETE FIREWALL POLICY APPRULEC 610000
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SHOW FIREWALL POLICYO 930000
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ADD FIREWALL POLICY INTERFACE

ADD FIREWALL POLICY INTERFACE

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

ADD FI REWALL PQLI CY=policy | NTERFACE=V/ an-if TYPE={PUBLI C|PRI VATE}
[ METHOD={DYNAM C|PASSALL }]

policy: 00000000000 OOO1015000000000000000_ 0000000
vlan-if: VLAN OO O OOO000OVLAN-name O VLANvidOOOOname O VLAN OO0 vid O VLAN IDO

g0

ooooooooooobooooooboooooooood

0000000000000 000000000PRIVATEDODOOO PUBLICOODOOOOOOOOOOO
ooooooooooooon

O0000o0000oo0o0o0ooooO0O0 PRIVATEDDOOODOOOODOOOODODOOOODODOOOO
oooooOooooooooooooPUBLICOOOOOOODOOOODDOOODOOOODOOODOOOOO
0000 PRIVATEOOOOOOOOODODOOOOOOOOPRIVATEDODDOOOOOOOOOOOOO
oooo

goooog

POLICY OOOUOOQUOOOOOOOO

INTERFACE IPOVLANOOOOOOOOOO

TYPE O0OUOOOOOOOOOPUBLICOOOUDO PRIVATEDOOOUOOOOOOOODOOOOOOO
OOOUOOOPRIVATEDO D PUBLICOOOOOOOOODODOOOOPUBLICOO PRIVATEO O
O0o0000o0o0o0oooooooooo0oobooUdADD FIREWALL POLICY RULEO O OO
cooboooobooooooooooooooboooooooooooooooooooooogd
ooo

METHOD PUBLICOOOOOOOOOOOOOOOOODYNAMICOOOOODOOOOOOOOOO
00000000000 0O00O0OPRIVATEOOOOOOODOOOOOODOOO PUBLICOOO
PRIVATEO O OOUOOOUOOOOPASSALLOOOOODOOODOOOOOOOOOOOOOOOO
OU0O0OUOO0OUOOOOPASSALLOOOOOOOO NATOOOOOOOOOOOOoOoOooooo

g

000000000000 protectord0000O0PRIVATEDOOOOODOODOO VLANDO whiteO
O00000OPUBLICOCOOODODOOOODOO VLANOredo OO QOOGOO
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ADD FIREWALL POLICY INTERFACE

ADD FI REWALL POLI CY=protector |NT=vl an-white TYPE=PRI VATE
ADD FI REWALL PQOLI CY=protector |NT=vlan-red TYPE=PUBLI C

goooog

CREATE FIREWALL POLICYO 6000 OO
DELETE FIREWALL POLICY INTERFACED 620000
SHOW FIREWALL POLICYO 930000
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ADD FIREWALL POLICY LIST

ADD FIREWALL POLICY LIST

00o00ooO0oOoooooOoo /0000000
O00oO0oooooooooO AT-SB49130 00

ADD FI REWALL POLI CY=policy LIST=list-nane FlILE=filename TYPE={l P
ADDRESS}

policy: 00000000000 OOO1015000000000000000_ 0000000
list-name: 00000000 01015000000000000000 0000000
filename: O 0 O 00O O [device:]filename.ext 0 0 OO device:0 OO0 flash:0 D00 OO0 000O0O.txtO

g0

ooo0oooooooooooooooUooIiPOOO0 MACOOOODOODOOOODOODODOOOOOOO
oooooogo

000000000000 OADD FIREWALLPOLICYRULEDOOOOODOOOOOOOOOOOOOO
coooooooobooobooooooooobooooogog

goooog

POLICY OOOUOOUOOOOOOOO

LIST OO00O0O0oOooouooooouoooooooooooooooooooooooooooo

FILE OO0D0DO0O00D000000D0000.txtO

TYPE O0OUOOO0OOOOOOOOOOIPOIPOOOOOOOOADDRESSO MACOOOOOOOO
ooo

g
mJ0000hgDO IPOOOOOOOOfloorlD 0000000 OOOOOOOO floorlac.txt

ADD FI REWALL POLI Cy=hq LI ST=floor1l TYPE=IP FI LE=f| oor lac. t xt

m|POOOOOOOOOOOO

172.16.10.3 # DJOOoQgoolPOOOO

172.30.64.5 ww. joge.com # |POOO0O0OODODOOO0ODODOOOOOOOmMOOOO

172.16.12.0 - 172.16.12.255 foo.bar.comnetwork # |POOOO - IPOOOO
goboogboboooboobooooo

s MACOOOOOOOOOOOO

SwitchBlade 40000 000 0000000 OOO 2.6 gooooooo
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ADD FIREWALL POLICY LIST

00-00-f4-42-01-6b # DODODODO MACOOOO
00-50-56-d9-23-68 vmbirds.net # OOO0OO0OO0 MMCOOOOOOODOOOOO

goooog

CREATE FIREWALL POLICYO 6000 OO
DELETE FIREWALL POLICY LISTO 630000
SHOW FIREWALL POLICYO 930000
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ADD FIREWALL POLICY NAT

ADD FIREWALL POLICY NAT

00000000000000 /00000000 NAT
O000oooooooooO AT-SB49130 00

ADD FI REWALL POLI CY=pol i cy NAT={ENHANCED|STANDARD} | NTERFACE=Vv/ an-i f
GBLI NTERFACE=VI an-i f [|P=i padd] [ GBLI P=i padd]-i padd]]

policy: 00000000000 OOO1015000000000000000_ 0000000
vlan-if: VLAN OO O OOO000OVLAN-name O VLANvidOOOOname O VLAN OO0 vid O VLAN IDO
ipadd: IPO OO0

g0

O000ooO000oooO0o0oooO0o0oooO NATOOODOODDOOO

00000000 NATOOOODOOOOOODOOOODOO000O00DO00000 NATOOODOOODOOO
0000000 NATOOOOOOONATODOOOOOOOOODOOOOOOOOO0O0O0O0000000
ONATOOODOOOOOODOO0O0O0O0O00000000000000 NATOOOOOOOODOOOOO
cooooooobooooooooboooooobobooooooooboooooooooooooboooon
NATOOOOOOOOOOO NATO ADD FIREWALLPOLICYRULEDO OOOOOOOOO
O00O00000NATOOOOOOOO 200000000000INTOGBLINTODOOOOOOOOO
ooooooUoo0oo2000000000O00OOo0O0O00OoO0OOOo0O0OOoOOODOOOOD
O000oo0ooooo NATOOOOODDOOODODOOOODODOOOOODOO

00000000 NATOOOOOOOOOOODOOOONATOOODODOOODODO

0000000 NATOIPOOOOD101000000000000O0NAT=STANDARDOOOOO
IPOOOOOOO0 IPIOINTERFACED D UOO0OOUOOO0OUOOOOUOOmIGBLIPDOOOOO IPOO
GBLINTERFACED OO0 O0O0OO0OO0OO0O0ODOOOOOOOOOOO

0000000 NATOIPOOUOOOUOOUOOOOOOOOOOOONAT=STANDARDOOOOO
INTERFACED O U OOUOO0OOOO0OOOO0OUOOMGBLINTERFACED DO OO ODO0ODOOooooom
GBLIPDODOODOO IPOOO0OXXXaxxxb0OOOODODOODODOOOINTERFACED ODOODOODODO
OO0o0ooGBLIPOOOOODOOOOOODOOOOODOODOOOOOOODOODOOOOODODO NATODO
cooooooooboooboooooooooon

0000000 ENATOIPOOOOOOODODOOOODOOOOO1010000000000DOOO0ODO
O0O0O0OO0O0ENATOOOOOOOOOADDFIREWALL POLICYRULEDOOOOOOOOOO
oooooO0O0ENATOIPOOOOOOODODOOODOODOOOOOOOOOODODOOOOOOOO
NAT=ENHANCED OO OO OINTERFACED 0D OO OO0OO0OOO0O0DO 00000 O I GBLINTERFACE
OooooOoooooooooomeGBLIPODOOOOO IPODOOOOOOO0OOOOOOOOOOOOOO
OU00OO0OUOOO0OOOOOGBLINTERFACEQD D ODDOODOOO 1000000000000 0DO00OGBLIP
OUOOOOO0OOOOOOINTERFACELOOO0OUOOOOOOOO0oooouoooooooo
0000000000000 000O00O000O0INTERFACED GBLINTERFACED DO OOO OO ADD
FIREWALL POLICY INTERFACEO OO0 OO0OO0DOO0OO0O0OO0DOO0OOOOOOOOOO

SwitchBlade 40000 000 0000000 OOO 2.6 gooooooo
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ADD FIREWALL POLICY NAT

goooog

POLICY OOOUOOQUOOOOOOOO

NAT NATOOOOSTANDARDO IPOOO0OOOOOOOOOOOOOOOOOODO10000OO
10000000 NATUOOOOOOOOOO0O00o00O0000000000000 NATODOO
OUOOOOOOENHANCED D IPOOO0O0DOOO0O0OOOOODOOODOOODOOOENATOOO
oooodd

INTERFACE 0000000 IPOOOOOODOOOOOOODOOOOOOOOOOOIPOOOOOO
GBLINTERFACELO O OOODOOOOOOUOOOOOODOOOOODOOOOOOOOOOOoOO

GBLINTERFACE OOO0OOO0OOIPOOOOOOOO0OOOOODOODOOOOOOOOOOIPODOODOOO
INTERFACEO O OOOOOOOO0O0OO0OODOO0OOooooooooooooon

IP 000000010 1ONATOOOOOOOOOIPOODOODOOOOOONAT=STANDARD OO
O0O0OOOONAT=STANDARDOOOGBLIPOOOO IPOOOOOOOOOOOOOOOOOO
NATOOOOOOOoOO

GBLIP OO0O0OUOO0OO NATOOOOOOOO IPOOOOONAT=STANDARDO IPOOOOOO
0100000000000000000D0D0D00NATOOOODOOD IPODOOOOODO
ONAT=STANDARDID O OO OOOO00OOO ENATOOOUOOO IPOOOOOOOOOO

g

mJ000vlan-inODOOOOO0OO0O0O0O0O000O0O0vian-outO 0000000000000 00000O
O ENATOOO

ADD FI REWALL POLI CY=net NAT=ENHANCED I NT=vl an-in GBLI NT=vl an- out

0000000 ENATOOODOODOOO ENATOOODODOOODO0OODOOODO0OOvian-outooooO
O0o0o0oo 11110 TCPOOOD 80O OODOODOOODOOODOOOOOOOODOD 192.168.10.50
ooosooooooon

ADD FI REWALL POLI CY=net NAT=ENHANCED I NT=vl an-in GBLI NT=vl an- out
ADD FI RE POLI =net RU=1 AC=ALLOW | NT=vl an-out PROT=TCP GBLIP=1.1.1.1
GBLPORT=80 | P=192. 168.10. 5 PORT=80

mvlan-in 000 192.168.10.10 0 vlan-out 00 0 1.1.1.10000000000000 NATOOOOOO
OOD0OONATOOODOOARPOUOOOOODOOOOODOOODDOOOODOOOODODOOOO NATOO
cobooooboobooobooooooodooooboooboooooooooboooboobooboooog
oooooooooooo

ADD FI REWALL POLI CY=net NAT=STANDARD | NT=vl an-in GBLI NT=vl an-out-1
| P=192. 168. 10. 10 GBLIP=1.1.1.10

sJ000vlan-inOODO0OODO0O0OD0O0O0O0O000O0 111110111130 00000000000000

gogooooo SwitchBlade 40000000 0000000 DOO 2.6 | 53
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ADD FIREWALL POLICY NAT

0000 NATOOOOvian-outoD0oOO0O 1111101111300 ARPOODOOOOOODOODOODOOO
ARPOOOODOOOODOOO

ADD FI REWALL POLI CY=net NAT=STANDARD | NT=vl an-in GBLI NT=vl an- out
GBLIP=1.1.1.11-1.1.1.13

ADD | P ROUTE=1. 1. 1. 11 MASK=255. 255. 255. 255 | NT=vl an-in NEXT=0.0.0.0
PREF=0

ADD | P ROUTE=1. 1. 1.12 MASK=255. 255. 255. 255 | NT=vl an-in NEXT=0.0.0.0
PREF=0

ADD | P ROUTE=1. 1. 1. 13 MASK=255. 255. 255. 255 | NT=vl an-in NEXT=0.0.0.0
PREF=0

goooogn

000000 ENATOOOOOO0OUOOO0OO0O0000O00OADD FIREWALL POLICY RULEOOOOO
ooooooooooomm

goooog

CREATE FIREWALL POLICYO 6000 OO
DELETE FIREWALL POLICY NATO 640000
SHOW FIREWALL POLICYO 930000
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ADD FIREWALL POLICY RULE

ADD FIREWALL POLICY RULE

000o00o0oooooooo /00000000
O00oO0oooooooooO AT-SB49130 00

ADD FI REWALL POLI CY=policy RULE=rul e-id ACTI ON={ALLONDENY|NAT|NONAT}
| NTERFACE=v! an-i f PROTOCOL={pr ot ocol |ALL|GRE|OSPF|SA|TCP|UDP}
[ 1 P=i padd[ - i padd]] [PORT={ALL|port[- port] |port-nane}] [ GBLIP=ipadd]
[ GBBLPORT={ALL|port[- port] |port-name}] [ REMOTEIl P=i padd| - i padd]]
[ SOURCEPORT={ALL|port[- port] |port-nanme}] [ GBLREMOTEI P=i padd| - i padd]]
[ LI ST={/ i st - name|RADI US}] [ NATTYPE={DOUBL E|ENHANCED|REVERSE|STANDARD}]
[ NATMASK=i padd] [ AFTER=tine] [BEFORE=tine] [DAYS=day-!ist]

policy: 00000000000 OOO1015000000000000000_ 0000000

rule-id: D0 0000102990

vlan-if: VLAN OO OO0 000 OVLAN-name 0O VLANvid OO0 O 0Oname 0 VLAN O0Ovid O VLAN IDO
protocol: IPO 000D OO 000655350

ipadd: IPO OO0

port: TCP/UDP O 00O OO 000 655350

port-name: D 0000

list-name: 00 0000000101500 0000000000000_ 0000000

time: 00O 0Ohh:mmOO0OO0hhO0O00023M mm OO 000590

day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

00

coooooooooooboooooboobooooogo
oooooIiPO0D0OOOOOOUOOOO0ODO0OOOOO0DO0O0O0O0O0O0OOCOPRIVATEDPUBLICOOODO
000000000000 o0000b0000ONATOOOO0DOOO00OO0O0OOO0DOOOO0OO0O0OO
cooooooooooooogo
O000000O0OO0NATOOOOODOOOONATOOOOOO0O000000000000000 NAT
000000000 NATOOOOOOOOOOO0O0D0OO0O NATOOODODDODOOOODOOOOooooOOooO0Oo
0000oooo0ooooo00oooo0o0oooo0o00oOoO0o0ONATOODOOOOODODOOOO
0000000000000 O0O NATOODODOOODODOOOO

00000000000 NATO ADD FIREWALL POLICY NATOOOOOOODOOOOO ENATOOO
000000000000000000000 ENATOOOO/000000000000000DO000O0
O00000000000000NATOODODOOOO NATOOOO NATOOOOODDOOOOODOOOO
O000ooO0oodoo NATOOOOOOOOOOOOODOOODODOOOO0O0DOOOO0O0oOoO0OO

goooog

POLICY ODOOUOOUOOOOOOOO
RULE 0OO0OOOO

gogooooo SwitchBlade 40000000 OOOODOODOOOO 2.6 |55
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ADD FIREWALL POLICY RULE

ACTION O0OO0OO0OUOOALLOWOOOMMDENYOOOMMNONATONATOOOOOmMNATOOOO
NATOOOOOOOOOOONATOOOOODDODOOONATTYPEODODOODODOO NATODOODO
00000000 NATOOADD FIREWALL POLICY NATOOOOOOOOODOOOOOOO
ONATOOOOOOOOOOOOONONATONATOOOOOOOODOOOOOOODOOOOO
0000000000000 000000O0INTERFACEOODOODOO PUBLICOOODOOOO
OO0oOoOooLISTOOOOOOO RADIUSOOOOODOOOOOODOOODOOODOOOOOOOO
ALLOWODENYOOOUOOUOOUOOOOOOOUOOOoOUoooooooooooooooooo

INTERFACE O0UOO0OOO0OO0OOO IPOOOU0OOOOOOOU0OOOOOOOOOOOOOOOOOOO
cooboooobooooooooooooooboooooooooooooooooooooogn
O0O0OO0ONATOOOODOOOONATOOOODOOODOOODOOOOOOGBLINTERFACED OO
oooooooGeBLIPODOOOOOODOOOOO

PROTOCOL IPOOOO0O0OO0OOOOO0OOOODOODOOOOOOOOOOOTCPOUDPOOOOO
OooOoPORTOOOOOOOOO

IP OUOoO0OoIPOOOOOPUBLICOOOOOOODOODOODOOOOOOOOOOPRIVATEDODOO
oo0o0oo0o0o0oooo0oooo0ooOo0oooOoooooo0ooooOoOoPUBLICOO
0000oooo0ooooo0o00ooo0O00oDooo0O0NATOODDODOOOOOOOO0O0ODO
ooooOoooGBLIPOOOODOOOOOOOOODOOODOOOOOOOOIPOOOOODOOOO
coooboooooooooooooo

PORT 0O0O0OO0O0OOOOOOOOOOOOOOOOOOOOOOOOOOPUBLICOOOOOOOO
O000ooo0o0ooo0o0ooo0oo0booO NATOOOODOOOO0OO0O0oOOoooooooo
GBLPORTOOOOOOOUOOOOOOOOOOOOOODOOOOOPORTOOOOOOOODOO
ooobooooobooobooooobood

GBLIP NATOOUOOOUOOOOOOOUOOOOOINTERFACEODOOOODO PUBLICOODOOOOO
O0O000O00O0O0OPUBLICOOOOOODOOO NATOOOODODOOOODOOOOOOOOOO
oo0oooooooooooooooooPoOOOODODOOOOOOO

GBLPORT NATUOUOOOOOOOOOOOUOOUOOOOOOOOOOOINTERFACEODOOOOOO
PUBLICOOUOOOOOOOOOOOOOOPUBLICOOOODOOOOO NATOOODOOOOO
oooooo0o0ooOooooo0oo0ooOo0ooo0ooOooo PORTOOOOOOOOO
ooo

REMOTEIP OOUOOOIPOOOOOPUBLICOOOODOODOOOOODOOOOOOODOOPRIVATE
coobooooboooooooooooooobooooooooooooobooooooooogg
oooooooooooboogd

SOURCEPORT 0000000000000 O0OOOODOOOOODOOOOOOOOOOPROTOCOLO
TCPO UDPOUOOOOUOOOOOUOOOOUOOOOOUOOOOODOOUOO

GBLREMOTEIP O0OO0O NATOOOO NATOOOOODOOOOIPOOODOOPUBLICOOOODOOO
OO0ONATOOODOOOOOOODOOOOODUOOOODODOOOOPRIVATEDODDOODOODODO
NATOOOOOONATOOOOOO IPOOOOO0ODOO0ODOO0ODO0ODO0OO0O0OO0OO0OACTIONDO NAT
OO NATTYPEO REVERSED DOUBLEO O OUOOOOO

LIST 0000000000000 O0ORADIUSOOOOOOOOOORADIUSOOOODOODOOOOOO
OOOORADIUSOOOOOOODOOOOOOOOODOODOOOOODOOOO10000000 40
ooooooolrPOOUOOoOOOoOoOoPUBLICOODOOOOODOOOOOOOOOOODOOOOOO
PRIVATEO O OOOOOUOOOOOOOOOOODOOOODOOODOOODOOODOMACOOOOO
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ADD FIREWALL POLICY RULE

o0o0oO0 MACOOOOOOOOOOOOO

NATTYPE NAT OO OO DOUBLEDOENHANCEDO REVERSED STANDARD O OO OACTIONOO

O000OO0NATOODODOOOOODODOOOODOOOO STANDARDO

NATMASK NATOOOOOOACTIONOOOOOOO NATOOOOONATTYPEOOOOOOO

DOUBLED REVERSEO STANDARD O OO0 O OOOoOOoOoOoOoooOoo
AFTER 0O0O0O0OO0OO0OO0O0O0OO0OOOO0OO0OOOOOO0DOOOOO0ODOOOO
BEFORE O0OU0O0OO0O0OO0OO0OOOOOOOOOOOOOOOOOOOO

DAYS 00O0O0O00O00O00O00O0OO0OOOO0OO0OOOO0ODOO0ODOO0DO000000OODOOWEEKDAY
00 MON,TUE,WED, THU,FRICOO 00 OO0 OOWEEKEND OO SAT,SUNOOOOOOOOO ALL

ooooo ooooo
ECHO 7
DISCARD 9
FTP 21
TELNET 23
SMTP 25
TIME 37
DNS 53
BOOTPS 67
BOOTPC 68
TFTP 69
GOPHER 70
FINGER 79
WWW 80
HTTP 80
KERBEROS 88
RTELNET 107
POP2 109
POP3 110
SNMPTRAP 162
SNMP 161
BGP 179
RIP 520
VDOLIVE 7000
REALAUDIO 7070
REALVIDEO 7070
014 00000000000 TCP/ZUDPOOOOO
g

oooooogo

SwitchBlade 4000 0 000 000000 OOODO 2.6
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ADD FIREWALL POLICY RULE

mVLANINOOOO MS-NetworksO OO OOOOOOO 137013900 00000

ADD FI REWALL POLI CY=nynet RULE=1 AC=DENY | NT=vl an-in PROT=UDP
PORT=137- 139

ADD FI REWALL POLI CY=nynet RULE=2 AC=DENY | NT=vl an-in PROT=TCP
PORT=137- 139

m 0000000 20010010100 000000VLANoutO OO0 OO0OOOOOOOOO

ADD FI REWALL POLI CY=nynet RULE=1 AC=ALLOW | NT=v| an- out PROT=ALL
| P=200. 100. 10. 10

m 0000000 200.1001050000000 TCP8OOUOUOODOOVLANoutOODOODOOOOOO
ooooo

ADD FI REWALL POLI CY=nynet RULE=1 AC=ALLOW | NT=vl an- out PROT=TCP
| P=200. 100. 10. 5 PORT=80

s 00000000myguest0 00000000 IPOO0O0O0OOOOOVLANoutOOOODOOOOOO
ooo

ADD FI REWALL POLI Cy=nynet RULE=1 ACTI ON=ALLOW | NT=vl| an- out PROTO=ALL
LI ST=nyguest

goooogn

OPROTOCOL=ALLOOOOOOOOOOOOACTIONDO DO ICMPOOOOOOOOOOOOOOOO
ICMPOUOOOOOUOOOOOOOOOOOOOOOPROTOCOL=ALLOO ICMPOOOOOOICMPO
O0O0O0O0OO0OO0OOALLOWODENY O OO OOOOOPROTOCOL=ALLOO ICMPOOOOOOONATO
NONATOOOOOOO ICMPOOOOICMPOOOOOOOOOOENABLE FIREWALL POLICY OO
00 ODISABLE FIREWALL POLICY O OO OO ICMP.FORWARDING OO OOUOOOOOUOOO
cooooooobooooooooooooooboboooooooobooooboooooooooboooon
ooooooooooobooooooboooooooood

1.000000000ACTION=ALLOW O ACTION=DENYC

2. 00000000o0ooOooo

3. NATO NONAT O O 0 OACTION=NAT O ACTION=NONATO

goooog

CREATE FIREWALL POLICYO 6000 OO
DELETE FIREWALL POLICY RULEO 650000

SwitchBlade 40000 000 0000000 OOO 2.6 gooooooo
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SET FIREWALL POLICY RULEO 800 OO
SHOW FIREWALL POLICYO 930000
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CREATE FIREWALL POLICY

CREATE FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

CREATE FI REMALL PCLI CY=policy

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

pobooooooooooboooooboooobooboboooooobooon
000 O0ADD FIREWALL POLICY INTERFACEO OO OO PUBLICO PRIVATEOOOODOOODOO
coooooooobooobooooooooobooooogg

goooog

POLICY OOOUOOQUOOOOOOOO

g
s 000000000000mynetd00ooOon

CREATE FI REWALL POLI CY=nynet

goooog

ADD FIREWALL POLICY INTERFACED 480 0 0O
ADD FIREWALL POLICY LISTO5000 00

ADD FIREWALL POLICY NATO 520000

ADD FIREWALL POLICY RULEO 550000
DESTROY FIREWALL POLICYO 670000
DISABLE FIREWALL POLICYO 7000 OO
ENABLE FIREWALL POLICYO 76 0000

SHOW FIREWALL POLICYO 930 00O
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DELETE FIREWALL POLICY APPRULE

DELETE FIREWALL POLICY APPRULE

000o00o0oooooooo /00000000
O00oO0oooooooooO AT-SB49130 00

DELETE FI REWALL POLI CY=policy APPRULE=app-rul e-id

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO
app-rule-id: 00000000000 O0O0O102990

00

coooooooobooobooooobooooboooboooooon
goooog

POLICY OOOUOOQUOOOOOOOO
APPRULE 0O0O00O0O0O0O0OO0OOOO

goooog

ADD FIREWALL POLICY APPRULED46 0000
SHOW FIREWALL POLICYO 930000
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DELETE FIREWALL POLICY INTERFACE

DELETE FIREWALL POLICY INTERFACE

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

DELETE FI REWALL POLI CY=policy | NTERFACE=vI an-if

policy: 00000000000 OOO1015000000000000000_ 0000000
vlan-if: VLAN OO O OOO000OVLAN-name O VLANvidOO OO name O VLAN OO0 vid O VLAN IDO

00

cooooooooboooboooooboooobooooogog
goooog

POLICY OOOUOOQUOOOOOOOO
INTERFACE IPOVLANOOOOOOOOOO

goooog

ADD FIREWALL POLICY INTERFACED 480 0 0O
SHOW FIREWALL POLICYO 930000
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DELETE FIREWALL POLICY LIST

DELETE FIREWALL POLICY LIST

00o00ooO0oOoooooOoo /0000000
O00oO0oooooooooO AT-SB49130 00

DELETE FI REWALL POLI CY=policy LI ST=l|st-nane

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO
list-name: 000 00000010150 000000000000D00D0O0OO0DDOO

00

goboooooobooobooooooboooooooobooooon
goooog

POLICY OOOUOOQUOOOOOOOO
LIST 0O0ooooon

goooog

ADD FIREWALL POLICY LISTO5000 00
SHOW FIREWALL POLICYO 930000
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DELETE FIREWALL POLICY NAT

DELETE FIREWALL POLICY NAT

00000000000000 /00000000 NAT
O000oooooooooO AT-SB49130 00

DELETE FI REWALL POLI CY=policy NAT={ENHANCED|STANDARD} | NTERFACE=v/ an-i f
GBLI NTERFACE=V/ an-i f [ P=i padd]

policy: 00000000000 OOO1015000000000000000_ 0000000
vlan-if: VLAN OO O OOO000OVLAN-name O VLANvidOOOOname O VLAN OO0 vid O VLAN IDO
ipadd: IPO OO0

g0

O000oo0o00ooo0o0Uoo000ooONATOODOODODOOO
goooog

POLICY OOOUOOQUOOOOOOOO

NAT NAT OO OOSTANDARD O 00O ENHANCED

INTERFACE O0OO0OO0OOOO IPOVLANODOOOOOOOO

IP 000000010 1ONATOODOOOOOOOIPOODOODOOOOODONAT=STANDARD OO
0000000000 ADDFIREWALLPOLICY NATOOOOOOOOO IPOOOOOOOOO
oooooopooooonooooooO

GBLINTERFACE 0OO0OO0OOOO IPOVLANOOOOOOOOO

goooog

ADD FIREWALL POLICY NATO 520000
SHOW FIREWALL POLICYO 930000
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DELETE FIREWALL POLICY RULE

DELETE FIREWALL POLICY RULE

000o00o0oooooooo /00000000
O00oO0oooooooooO AT-SB49130 00

DELETE FI REWALL PCLI CY=policy RULE=rule-id

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO
rule-id: 000000102990

00

cooooooooooooooooocooooboooo
goooog

POLICY OOOUOOQUOOOOOOOO
RULE 0OO0OOOO

goooog

ADD FIREWALL POLICY RULEO 550000
SET FIREWALL POLICY RULEO 80000
SHOW FIREWALL POLICYO 930000
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DELETE FIREWALL SESSION

DELETE FIREWALL SESSION

00o000o00o0ooO0oo0oo0 /0000000000000
O00oO0oooooooooO AT-SB49130 00

DELETE FI REWALL SESSI ON={sessi on-i d|ALL}

session-id: 00 000 ID

00

pobooooooooooooooboobooooooobooooooooo
goooog

SESSION 00000 IDOSHOW FIREWALL SESSIONOD OO0 OO0OO0O0OO0OO0OOALLOOOOOOO
oobobooooobooobooooobood

goooog

SHOW FIREWALL SESSIONO 1020 00O
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DESTROY FIREWALL POLICY

DESTROY FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

DESTROY FI REMALL PCLI CY=policy

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

pooooooooooboooooon
goooog

POLICY OOOUOOQUOOOOOOOO

goooog

CREATE FIREWALL POLICYO 6000 OO
DISABLE FIREWALL POLICYO 7000 OO
ENABLE FIREWALL POLICYO 76 0000
SHOW FIREWALL POLICYO 930000
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DISABLE FIREWALL

DISABLE FIREWALL

000000o0oO0oooooooD /000000
O00oO0oooooooooO AT-SB49130 00

Dl SABLE FI REWALL

g0

cooooooboobooboooooobooooobooon

goooog

DISABLE FIREWALL NOTIFYD 69000 O
DISABLE FIREWALL POLICYO 7000 OO
ENABLE FIREWALLO 740000
ENABLE FIREWALL NOTIFYO 750000
ENABLE FIREWALL POLICYO 76 0000
SHOW FIREWALLO 870000
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DISABLE FIREWALL NOTIFY

DISABLE FIREWALL NOTIFY

000000o0oO0oooooooD /000000
O00oO0oooooooooO AT-SB49130 00

DI SABLE FI REWALL NOTI FY={ALL|MAI L|MANAGER/ASYN|SNVP}

g0

cooooooooboooboooooboooobooooogog

goooog

NOTIFY OOO0OO0OOOALLOOOOOOOOOOOOOOOOOOOOOO

goooog

DISABLE FIREWALLO 680000
DISABLE FIREWALL POLICYO 7000 OO
ENABLE FIREWALLO 740000
ENABLE FIREWALL NOTIFYO 750000
ENABLE FIREWALL POLICYO 76 0000
SHOW FIREWALLO 870000
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DISABLE FIREWALL POLICY

DISABLE FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

DI SABLE FI REWALL POLI CY=policy [ ACCOUNTING [ DEBUG={ALL|PACKET|PKT]
PROCESS}] [ FRAGVENT={UDP|I CMP|OTHER}] [ | CVP_FORWARDI NG={ALL|PARAVETER
Pl NG|SOURCEQUENCH|TI MEEXCEEDED|TI MESTAMP| UNREACHABLE}] [ LOG={ALLOWDENY]|
DENYDUMP|I NAI CVP|I NALLOWI NAOTHER|I NATCP|I NAUDP|I NDDI CVP|I NDDOTHER|
| NDDTCP|I NDDUDP|I NDDUMP|1 NDENY|I NDI C\VP|I NDOTHER|I NDTCP|I NDUDP|OUTAI C\VP|
OUTAL L OWOUTAQOTHER| OUTATCP|QUTAUDP|OUTDDI CMVP|QUTDDOTHER| QUTDDTCP)|
QUTDDUDP|OUTDDUNMP| OUTDENY| OUTDI CVP|OUTDOTHER|QUTDTCP| OUTDUDP} ]

[ OPTI ONS={AL L |RECORD_ROUTE|SECURI TY|SOQURCEROUTE|TI NESTAVP}] [ PI NG|

policy: 00000000 DOOOOOO101500000000000D000000D0DOOOO

00

ooooooooooobooooooboooooooood
ooooooooicMPOUOOUOUOOOOOOOOOOOOO0OOOOOOUOOOOOODOOOOOOOO
iPOOOOODOOOOOOOOOOOO

goooog

POLICY OOOUOOQUOOOOOOOO

ACCOUNTING 0OO0O0O00O00OO0ooO0ooooooooooo

DEBUG 0OO0OU0O0O0OO0OU0OO0OOOUOOOPKTOPACKETUOOOOOOSSUOOOOOOOOM
PROCESSOOUOOOOOOOOOOMMALLOODODOOOOODODOOO

FRAGMENT 0OO0O0O00O0O0O0O0O0OO0OOO0OOOOOOOO0OOO0OO0O0O0O00O00O00O00000000
ooooooooooooOo0ooooOooooooOoooooooooO IPOODDOOOOL4000
oooooo 17800 0oO0boO0boO0oOoboOooOooOooOo8oioUooooooooooooon
O0o00o0ooU0oo0oooo0oo0o0ooooooooooOooon SET FIREWALL
MAXFRAGMENTSOOOOOOOOOOOOOOOOO 20000000000000000000
oooooogo

ICMP_.FORWARDING OOO0OOO0OICMPOOOOODOOOOOOODOOOOOOOOOOOOOOOO
ALLOOOOOOOOOooOoOooICMPOOODOOODOODOOOOODOOOOOOMO

LOG O00O0U0OoO00ooO0oOoooU0oooo0ooooU0oooo0oooDoOooooOoooO

OPTIONS IPOOO00OO00OOOOOOOOOOOOOIPOOOOOOOOOOOOOIPOOOOOOO
ooooooooooooo0omoooooooooooooooooooooo IPOOOOOO
ooooooooooooodgd

PING 0O00D0OO0ODOOPIngOODOOOICMPECHO/ECHOREPLYDOODOOODOOODOODOOO
00000000 o0ooOoooooD PingDOOOOO
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DISABLE FIREWALL POLICY

g

mPing0 000000000000

DI SABLE FI REMALL PCLI CY=nypol i cy | CMP_.FORWARDI NG=PI NG

goooogn

ENATOOOOPIngODOOOOODOOODOOICMP.FORWARDINGOOOOODOOODODOOOOO
PingODOoOoOoOoOooOO

goooog

DISABLE FIREWALLO 680000

DISABLE FIREWALL NOTIFYD 69000 O
ENABLE FIREWALLO 740000

ENABLE FIREWALL NOTIFYO 750000
ENABLE FIREWALL POLICYO 76 0000

SET FIREWALL MAXFRAGMENTSO 800 O OO
SHOW FIREWALLO 870000
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DISABLE FIREWALL POLICY IDENTPROXY

DISABLE FIREWALL POLICY IDENTPROXY

0000000000 0000 ZidentoO0ooO
O00o0oooooooooO AT-SB49130 00

DI SABLE FI REMALL PCLI CY=policy | DENTPROXY

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ident00000D00O0O0O0OOOOO

ident000 0000000000000 00000000O000OO ident(RFC1413)0 00000000
0000000000 0dentD 0000000 RSTOOODOTCPOOOOODODOODOODOOOODOO
oooooogo

goooog

POLICY OOOUOOQUOOOOOOOO

goooog

ENABLE FIREWALL POLICY IDENTPROXYO 78 0 00
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DISABLE FIREWALL POLICY TCPSETUPPROXY

DISABLE FIREWALL POLICY TCPSETUPPROXY

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

DI SABLE FI REMALL PCLI CY=policy TCPSETUPPROXY

policy: 00000000 DOO0O0OOCOIO15000000000000000DDOOO

00

O0o0o0oooUooU0oOoooooOoOOoPUBLICOOOO TCPSYNOOOOOOOODOOOOOO
ooooooooooooon

0000000000000 000000PUBLICOPRIVATEDODODOODOOOOO TCPOOOOOODO
OO0 TCPSYNUOOOOUOOOOOOOOOOOOOOOOOOOOOoOOoO0OOoOoUoooooo
coooooooobooooooooboooobobooboooooobooooboooobooOon

goooog
POLICY OOOUOOQUOOOOOOOO

goooog

ENABLE FIREWALL POLICY TCPSETUPPROXYO 79000 O
SHOW FIREWALLO 870000
SHOW FIREWALL POLICYO 930000
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ENABLE FIREWALL

ENABLE FIREWALL

000000o0oO0oooooooD /000000
O00O0oooooooooO AT-SB49130 00

ENABLE FI REWALL

g0

cooooooboobooboooooobooooobooon

goooog

DISABLE FIREWALLO 680000
DISABLE FIREWALL NOTIFYD 69000 O
DISABLE FIREWALL POLICYO 7000 OO
ENABLE FIREWALL NOTIFYO 750000
ENABLE FIREWALL POLICYO 76 0000
SHOW FIREWALLO 870000
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ENABLE FIREWALL NOTIFY

ENABLE FIREWALL NOTIFY

000000o0oO0oooooooD /000000
O00oO0oooooooooO AT-SB49130 00

ENABLE FI REWALL NOTI FY={ALL|MAI L|MANAGER|JASYN|SNWVP}[, . . . ]
[ ASYN=asyn- nunber] [ TO=enail - addr]

email-addr: 0OO0O00OO0O0OO
asyn-number: 00000000000

g0

cooooooooboooobooooooooon
000000 ManagerJOOOO0O00OO0OO0OO0O0DOOO0O0ODOOO0O0DODOOOODOOOOOOOO

goooog

NOTIFY 0O0O0O0O0O0O0O00OO0O0O0O00O0DOO0O0O00O000O0OOOMANAGER OO Manager O
ooooooo0oooooo0ooooo00oooO0oooOoO0O0O0OMAILODDDODOOOO
goooooooTooOoOoOOoOOOOO0OOO0OOO0OO0OOOOO0OOOOOOOOOn
OOASYNOOOOOODOOOODOOOOoOOoOoOOoOoASYNOOOOOOoOooooooooo
Ooooooooo0ooUooooo0ooooooo0ooooooOoSNMPOOODOOOOOO
SNMPOOOOOOOOSNMPOOUOUOOOOOUOOOOOOOO MANAGERO

ASYN 000000000000 0O00OO0OONOTIFY=ASYNOOOOUOOO

TO 0O0O0O0OO0U0OOOOOOOOOOOOONOTIFY=MAILOOOOOOO

goooog

DISABLE FIREWALLO 680000
DISABLE FIREWALL NOTIFYD 69000 O
DISABLE FIREWALL POLICYO 7000 OO
ENABLE FIREWALLO 740000
ENABLE FIREWALL POLICYO 76 0000
SHOW FIREWALLO 870000
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ENABLE FIREWALL POLICY

ENABLE FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

ENABLE FI REWALL POLI CY=pol icy [ACCOUNTI NG [ DEBUG={ALL|PACKET|PKT|
PROCESS}] [ FRAGVENT={UDP|| CMP|OTHER}] [ | CVP_FORWARDI NG={ALL|PARAVETER
Pl NG|SOURCEQUENCH|TI MEEXCEEDED|TI MESTAMP| UNREACHABLE}] [ LOG={ALLOWDENY]|
DENYDUMP|I NAI CVP|I NALLOWI NAOTHER|I NATCP|I NAUDP|I NDDI CVP|I NDDOTHER|
| NDDTCP|I NDDUDP|I NDDUMP|1 NDENY|I NDI C\VP|I NDOTHER|I NDTCP|I NDUDP|OUTAI C\VP|
OUTAL L OWOUTAQOTHER| OUTATCP|QUTAUDP|OUTDDI CMVP|QUTDDOTHER| QUTDDTCP)|
QUTDDUDP|OUTDDUNMP| OUTDENY| OUTDI CVP|OUTDOTHER|QUTDTCP| OUTDUDP} ]

[ OPTI ONS={AL L |RECORD_ROUTE|SECURI TY|SOQURCEROUTE|TI NESTAVP}] [ PI NG|

policy: 00000000 DOOOOOO101500000000000D000000D0DOOOO

00

pooooooooboooooooooooooboooooogon
ICMPOUOOOOOUOOOOOOOOUOOOOOOOOOOOOOUOOUOOOUOOOOOIIPOOOOO
oooooooooooboogd

goooog

POLICY OOOUOOQUOOOOOOOO

ACCOUNTING 0OU0O0O0O0O00O00O00O00O0O0oOOO0oOoooUoOooooooooooo
O0000o00oo0ooO 30INFOID

DEBUG 000000 OU0OO0OOOUOOOPKTOPACKETUOOOOOOSSUOOOOOOOOM
PROCESSOOUOOOOOOOOOOMMALLOODODOOOOODODOOO

FRAGMENT 0OO0OO0OO0O0OO0OOOO0OOO0OOOO0OOOO0OO0OOO0O0OOO0O0OO0OO0OOO0O0
ooooooooooooOo0ooooOooooooOoooooooooO IPOODDOOOOL4000
oooooo 17800 0oO0boO0boO0oOoboOooOooOooOo8oioUooooooooooooon
O0o00o0oo0oo0oooo0oo0o0oo0oooooooooon SET FIREWALL
MAXFRAGMENTSOOOOOOOOOOOOO0OOOO0OO020000000000000000000
oooooogo

ICMP_.FORWARDING 0OO0OOICMPOOOOOOOODOOOOOODOOOOOOOOOOOOOO
ALLOOOOOOOOOoOUOoOo ICcMPOOOOOOOOOOOOOOODOOOOOOOOODOO
oomooooooooicMPOOOUOOOOUOOOOOOO

LOG O0U0O00OoOoooUoOoooUoOoooUooooUooooUoooooUoOoo

OPTIONS OOO0OOOOO IPOOOOOOOOOOOOOOOOOODOOOOODOOOOOOOOOO
oooooooooooooIPOOOO0O0DOOOOODOOOOOOOOO

PING 00000000 PINgDOOOOICMPECHO/ECHO REPLYDOOODOODOODDOOOO
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ENABLE FIREWALL POLICY

oooooogo

o
m ICMP O PingO Echo/EchoReplyd O Unreachable D OO OO0 00O

ENABLE FI REWALL PCLI CY=nypolicy | CMP_FORWARDI NG=PI NG, UNREACH

s(0000000oooooooooooboooooooooooobooon

ENABLE FI REWALL POLI CY=nypolicy LOG=DENY

goooog

DISABLE FIREWALLO 680000

DISABLE FIREWALL NOTIFYD 69000 O
DISABLE FIREWALL POLICYO 7000 OO
ENABLE FIREWALLO 740000

ENABLE FIREWALL NOTIFYO 750000

SET FIREWALL MAXFRAGMENTSO 800 O OO
SHOW FIREWALLO 870000
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ENABLE FIREWALL POLICY IDENTPROXY

ENABLE FIREWALL POLICY IDENTPROXY

0000000000 0000 ZidentoO0ooO
O00o0oooooooooO AT-SB49130 00

ENABLE FI REWALL PCLI CY=policy | DENTPROXY

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ident00000D00O0O0O0OOOOO
ident000 0000000000000 00000000O000OO ident(RFC1413)0 00000000
ooooogoboooOproxyuserdoooooooooooon

goooog

POLICY OOOUOOQUOOOOOOOO

goooogn

00000 ident0000D00DOODISABLE FIREWALL POLICY IDENTPROXY OO OO OODODOO
O0000D0identD 00000000 RSTOOOOOOODOOOOOOOOOO

goooog

DISABLE FIREWALL POLICY IDENTPROXYO 720000
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ENABLE FIREWALL POLICY TCPSETUPPROXY

ENABLE FIREWALL POLICY TCPSETUPPROXY

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

ENABLE FI REWALL POLI CY=policy TCPSETUPPROXY

policy: 00000000 DOO0O0OOCOIO15000000000000000DDOOO

00

O0o0o0oooUooU0oOoooooOoOOoPUBLICOOOO TCPSYNOOOOOOOODOOOOOO
ooooooooooooon

0000000000000 000000PUBLICOPRIVATEDODODOODOOOOO TCPOOOOOODO
OO0 TCPSYNUOOOOUOOOOOOOOOOOOOOOOOOOOOoOOoO0OOoOoUoooooo
O0000000000000000O0ODISABLE FIREWALL POLICY TCPSETUPPROXY O OO O OO
cooooooooooooogo

goooog
POLICY OOOUOOQUOOOOOOOO

goooog

DISABLE FIREWALL POLICY TCPSETUPPROXYO 730000
SHOW FIREWALLO 870000
SHOW FIREWALL POLICYO 930000
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SET FIREWALL MAXFRAGMENTS

SET FIREWALL MAXFRAGMENTS

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

SET FI REWALL MAXFRAGVENTS=8. . 50

g0

O000o000oU00oo00oo0oo00o00o00o0o0O0nOoDENABLE FIREWALL POLICY
00000 FRAGMENTOOOOOODOODmMOOOODOOOOOOODOOOOOOOOO

goooog

MAXFRAGMENTS 0000000000000 OO0OOOOOOOOOOOOOOOOOOOOO
coooooooboboooboooooooooobooobooboobooobobooboooooag
oooo0ooo0ooooooooo2000000o0o0oooooooooooooooon
ooooooooooooIiPObO0OOODOL400OOODODOD 1780000000000 OOO
oooooos8sfiooooUoooooooooUooooUoooo

goooog

DISABLE FIREWALL POLICYO 7000 OO
ENABLE FIREWALL POLICYO 76 0000
SHOW FIREWALLO 870000

SHOW FIREWALL POLICYO 930000
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SET FIREWALL POLICY

SET FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

SET FI REWALL PCLI CY=policy [ TCPTI MEQUT=ni nutes] [ UDPTI MEQUT=ni nut es]
[ OTHERTI MEQUT=n1 nut es]

minutes: 0 0000432000000 3000000000
policy: 00000000 DOOOOOO101500000000000DO00000DDOOOO

g0

coooooooooooboooooboobooooogo
oooooooooboooooooooooooboooooooobooooboooo

goooog

POLICY OOOUOOQUOOOOOOOO

TCPTIMEOUT TCPUOUOUOOOOODDOODOMmMOOOOOD®GODO

UDPTIMEOUT UDPOOUOOOOOOOOOOMOODOOOO2000000000000000UDP
o0ooooooooooooooooooooooooooo sooooUooooboooO0n
o000 lo00oo0oooooo0ooooboooooooooboooooooooosooO0n

OTHERTIMEOUT TCPOUDPOOUOOOOOOOODOOOOODmMOIDODOO 2000

goooog

DELETE FIREWALL SESSIONO 66 00 OO
SHOW FIREWALL POLICYO 930000
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SET FIREWALL POLICY ATTACK

SET FIREWALL POLICY ATTACK

000000o0oO0oooooooD /000000
O00oO0oooooooooO AT-SB49130 00

SET FI REMALL POLI CY=pol icy ATTACK={DOSFLOOD|FRAGVENT|HOSTSCAN|I PSPOOF|
LAND|PI NGOFDEATH|PORTSCAN| SMURF|SYNATTACK|TCPTI NY|UDPATTACK}
[ NTRI GGER=count] [ OUTTRI GGER=count] [ DETAI L=count] [ Tl ME=m nut es]

policy: 00000000000 0OOO1015000000000000000_ 0000000
count: 00 O 0O 00 42949672950
minutes: 0 0 010 4294967295 0 O

g0

oooooooooboooooboooo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
ooooo
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O0O00000O00OPUBLICOOOODOOOOOOOUOOOPRIVATEOOODOOOOOOOOOOODOO
ooooo
cooooooobooooooooooooooboboooooooobooooboooooOooooboooon
O000O0Q0startofattack D D0 0000000000000 00O00OO0O0OO0OOOOOOOOOOO
oooo

000000000000 00000000000000000000000000000000O0attack
inprogresstD 000000000 O0OO0O

0000000000000 00000000000000000000000endofattacklI 00000
coooooooooooboooooooooboooboooooon

goooog

POLICY OOOUOOQUOOOOOOOO

ATTACK OO0OO0OO0OO0OOO0OOOOO

INTRIGGER PUBLICOUOOUOOOOOOOOOOOOTIMEODOOOOOOOOOOOOOO IN-
TRIGGEROUOOOO PUBLICOOOOOOOOOOOOOOOOODOOOODOOODOODDOO
ooo

OUTTRIGGER PRIVATEOOOOOOOOOOOOOOOTIMEOOOOOOODODOOOOOOO
OUTTRIGGEROOOOU PRIVATELOUOUOOOOOOOOOOOOOOOO0OOOO0OOOO
oooo

DETAIL ODOO0OOOOOOOOOOOOOOOOODOODOODOODOOOODOODOOOOO SHOW
FIREWALLEVENTOOOOOOOOOOOOOO

TIME 00000000 OO0OO0OO0O0OOOOOOOOOOO
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SET FIREWALL POLICY ATTACK

DOSFLOOD ooooooobostoUoooooooooooooooon

FRAGMENT cooboooooooobobooboboooobooooobooooooboooodg
od

HOSTSCAN oooboooooboooobooboooooooooooogn

IPSPOOF iPOOOOOOOOOOIPOOOODODOOOO

LAND LANDOOOOOUOOOOUOOoooOouoooooo IiPOO00ooOn DOSO

oooooooooooooon

PINGOFDEATH

000000 PIngODOOOODOODOOOODOOOOODOOOOOOOOOOO
ooooooooooooon

PORTSCAN oo0oooooooooooooooooooooon
SMURF Smurf0 0000000000000 00000000000000 PingoDOO
oooooooooooooooooooo0ooooooooooooooo
ooooooooooooooooooooooo
SYNATTACK SynO0O0OoOoOoOoIPooOOOOoooOOOTCPSynOOOODOOOODODOOO
oooooooooTCPOOOOOODOOOOODOODOO
TCPTINY Tiny Fragment 000 0000000000000 TCPOOOD 200000
Oo00ooo0o0oSyndooOOO0O0O0OOO0OO0DOOOO0OO0DOOOOOOO
UDPATTACK ubPOOOO0OOOOOO
0150000
ATTACK INTRIGGER OUTTRIGGER TIME  DETAIL ooooo
DOSFLOOD 80 160 2 5 DOSATTACK
FRAGMENT 1 1 2 0 FRAGMENT
HOSTSCAN 64 128 2 5 HOSTSCAN
IPSPOOF 1 1 2 0 DOSATTACK
LAND 1 1 2 0 DOSATTACK
OTHER 64 128 2 5 DOSATTACK
PINGOFDEATH 1 1 2 0 DOSATTACK
PORTSCAN 64 128 2 5 PORTSCAN
SMURF 1 1 2 0 SMURFATTACK
SYNATTACK 32 128 2 5 SYNATTACK
TCPTINY 1 1 2 0 TCPATTACK
UDPATTACK 32 128 2 5 DOSATTACK
0l60000000000oooooog
g

s 0000000000000O00000S000 1000000000000 0O0OO0DODOOO

oooooogo
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SET FIREWALL POLICY ATTACK

SET FI REMALL PCLI CY=nypol i cy ATTACK=PORTSCAN | NTRI GGER=100 TI ME=5

goooogn

000000000 ENABLE FIREWALLNOTIFYO OO OOGOoOOOO

goooog

CREATE TRIGGER FIREWALLI OOOOOODO 1460000
ENABLE FIREWALL NOTIFYO 750000
SHOW FIREWALL POLICY ATTACKD 1000000
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SET FIREWALL POLICY RULE

SET FIREWALL POLICY RULE

000o00o0oooooooo /00000000
O00oO0oooooooooO AT-SB49130 00

SET FI REMALL PCOLI CY=policy RULE=rul e-id [ PROTOCOL={pr ot ocol |ALL|GRE|OSPF]
SA|TCP|UDP}] [ P=i padd|-ipadd]] [PORT={ALL|port][- port] |port-nane}]
[ GBLI P=i padd] [ GBLPORT={ALL|port[- port] |port-nane}]
[ REMOTEI P=i padd] - i padd]] [ SOURCEPORT={ALL|port][- port] |port-nane}]
[ GBBLREMOTEI P=j padd|[ - i padd]] [ NATMASK=/ padd] [AFTER=ti ne] [ BEFORE=ti ne]
[ DAYS=day- I i st]

policy: 00000000000 OOO1015000000000000000_ 0000000

rule-id: D0 0000102990

protocol: IPO 000D OO 000655350

ipadd: IPO OO0

port: TCP/UDP O O 0O 00O 000 655350

port-name: 00000

time: 00O 0Ohh:mmOO0OO0hh 00000230 mm OO 000590

day-list: 0 00O 000 MONO TUEO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
ooooooobobobobooood

00

oooooooooboooobooooood
goooog

POLICY OOOUOOUOOOOOOOO

RULE 0OO0OOOO

PROTOCOL IPOOOO0O0OO0OOOOO0OOOODOODOOOOOOOOOOOTCPOUDPOOOOO
OooOoPORTOOOOOOOOO

IP OUOoO0OoIPOOOOOPUBLICOOOOOOODOODOODOOOOOOOOOOPRIVATEDODOO
oo0o0oo0o0o0oooooooOoOo0ooo0ooOoOooooooooooOoOoPUBLICOO
0000oooo0ooooo0o00ooo0O00oDooo0O0NATOODDODOOOOOOOO0O0ODO
ooooOoooGBLIPOOOODOOOOOOOOODOOODOOOOOOOOIPOOOOODOOOO
coooboooooooooooooo

PORT 0O0O0O0OO0O0OOOOOOOOOOOOOOOOOOOOOOOOOOPUBLICOOOOOOOO
O000ooO0o0ooo0o0ooo0oo0bDoO NATOOOODOOOO0OO0O0ooOoooooobo
GBLPORTOOOOOOOUOOOOOOOOOOOOOODOOOOOPORTOOOOOOOODOO
ooobooooobooobooooobood

GBLIP NATOOUOOOUOOOOOUOOOOOOOINTERFACEOODOOOOO PUBLICOODOOOOO
O0O000O00O0O0OPUBLICOOOOOODOOO NATOOOODODOOOODOOOOOOOOOO
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SET FIREWALL POLICY RULE

oooooooooooooooooooPoOOOODDOOOOOOO

GBLPORT NATUOUOOOOOOOOOOOUOOUOOOOOOOOOOOINTERFACEODOOOOOO
PUBLICOOUOOOOOOOOOOOOOOPUBLICOOOODOOOOO NATOOODOOOOO
oooooo0o0ooOo0oooo0oo0ooOo0ooo0ooOooo PORTOOOOOOOOO
ooo

REMOTEIP OOOOOIPOOOOOPUBLICOOOODOODOOOOODOOOOOOODOOPRIVATE
coobooooboooooooooooooobooooooooooooobooooooooogg
oooooooooooboogd

SOURCEPORT 00000000000 OO0OO0DOOOOOOOODOOOOOOOOOOPROTOCOLO
TCPO UDPOUOOOOUOOOOOUOOOOODOOOOUOOOOODOUDOO

GBLREMOTEIP O0OO0O NATOOOO NATOOOOODOOOOIPOOODOOPUBLICOOOODOOO
OO0ONATOOODOOOODOOODOOOOODUOODOODODOOOOPRIVATEDODDOOOODODO
NATOOOOOONATOOOOOO IPOOOOO0ODOO0ODOO0ODOO0DO0OO0OO0O0OO0OACTIONDO NAT
OO NATTYPEO REVERSED DOUBLEO O OUOOOOO

NATMASK NATOOOOOOADDFIREWALLPOLICYRULEOOOOO ACTIONOOOOOOO
NATOOOOONATTYPEO O OOOOO DOUBLED REVERSED STANDARD OO O OOOO
cooooooood

AFTER 0O0O0O0OO0OO0OO0O0O0OO0OOOO0OO0OOOOOO0DOOOOO0ODOOOO

BEFORE O0OU0O0OO0O0OO0O0OO0OOOOOOOOOOOOOOOOOO

DAYS 00O0O0O00O00O00O00O0OO0OOO0OO0OO0OOOO0OOO0DOO0DO000O000OODOOWEEKDAY
00 MON,TUE,WED, THU,FRICOO 00 OO0 OOWEEKEND OO SAT,SUNOOOOOOOOO ALL

goooogn

OPROTOCOL=ALLOOOOOOOOOOOOACTIONDO DO ICMPOOOOOOOOOOOOOOOO
ICMPOUOOOOOUOOOOOOOOOOOOOOOPROTOCOL=ALLODO ICMPOOOOOOICMPO
O0O0O0O0OO0OO0OOALLOWODENY O OO OOOOOPROTOCOL=ALLOO ICMPOOOOOOONATO
NONATOOOOOOO ICMPOOOOICMPOOOOOOOOOOENABLE FIREWALL POLICY OO
00 ODISABLE FIREWALL POLICY O OO OO ICMP.FORWARDING OO OOUOOOOOUOOO
cooooooobooooooooooooooboboooooooobooooboooooooooboooon
ooooooooooobooooooboooooooood

1.000000000ACTION=ALLOW O ACTION=DENYC

2. 00000000o0ooOooo

3. NATO NONAT O O 0 OACTION=NAT O ACTION=NONATO

goooog

ADD FIREWALL POLICY RULEO 550000
DELETE FIREWALL POLICY RULEO 650000
SHOW FIREWALL POLICYO 930000
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SHOW FIREWALL

SHOW FIREWALL

pooooooooooooon
oooooooooooooon

SHOW FI REWALL

g0

/000000
AT-SB4913 00 [

goboooooobooobooooooboooooooobooooon

gooooggoo

Manager > show firewal |
Firewal | Configuration
Status ... enabl ed
Enabl ed Notify Options .... manager
Maxi mum Packet Fragnents .. 20
Policy : fish
TCP Timeout (S) ..........viiin.. 3600
UDP Timeout (S) .........oviuvun... 1200
O her Timeout (S) ................. 1200
SMIP Domain ..............ovuun.. not set
TCP Setup Proxy ................... enabl ed
I P List BadHost s
Filenane ....................... accesslist.txt
Nurmber IP hosts ................. 2
Nurmber Networks ................. 0
Private Interface : vlanl0
Public Interface : vlanl00
Method .......... ... ... .. ... ..... dynam ¢
NAT . enhanced
Method ............ ... ... ....... enhanced dynami c
Private Interface ............. et hO
Aobal IP ......... ... .. ... . ... 200. 100. 10.1
Status 0000000000000 Oenabled 00 O disabledd

Enabled Notify Options

oooooogo

0000000000000 00O0/000mall000oooom
managerC Manager D00 0 0000000000000 OO port

O000000msnmpd SNMPO OO0 MalldoOO M noned O
goooo
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SHOW FIREWALL

Notify Port oooooooobooooboobogbportdboooooOon
ooooodd
Notify Mail To 0000000000000 00DO000OmaillD0o0oo0oooo

ooooogd

Maximum Packet Fragments

oooooooooocoooon

Policy

coooooooboooooon

TCP Timeout (s)

TCPOOOOODOOOOO

UDP Timeout (s)

ubPOOOOOOOOOO

Other Timeout (s)

TCP/UDPOOODODOOOODODOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNOOOOOOOOOOOOOOOTCP
pooooooooooboooooon

IP List

ooooooooooooOoIPoOOOOODOO

Hardware List

ooooooooooooo MACOOOOOOOOo

File name

oooooogo

Number IP hosts

oooooooooooIPOOOO

Number Networks

oooooooooooIiPOOODOOOO

Number MAC addresses

Ooooooooooo MACOOOOO

Private Interface

PRIVATED OOOOOOOOOOOOOVLAND

Public Interface

PUBLICOOOOUOOOOOOOOOVLANO

Method PUBLIC-PRIVATEO O DO OOOOOOOdynamicOO0OO0OO00OO
O000000000000 passallDOOOooOOOooooOO

NAT NATO OO Ostandard0 00000000 enhancedD 00000
OO0000MOODONATODODDOOO0OO

NAT/Method NAT 0O O O O staticO dynamicO enhanced staticll enhanced dy-

namic enhanced interface D 0 0 0O

NAT/Private Interface

NATOOOOOOOOOoOoOooooo

NAT/IP NATOOOOOOODO IPOOOO
NAT Global IP NATOOOOOOO IPODOOO

0 17:
ooooon

ADD FIREWALL POLICY INTERFACED 480 0 0O
CREATE FIREWALL POLICYO 6000 OO

DELETE FIREWALL POLICY INTERFACED 620000
DESTROY FIREWALL POLICYO 670000

DISABLE FIREWALLO 680000

ENABLE FIREWALLO 740000
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SHOW FIREWALL ACCOUNTING

SHOW FIREWALL ACCOUNTING

000000o0oO0oooooooD /000000
O00oO0oooooooooO AT-SB49130 00

SHOW FI REWALL ACCOUNTI NG [ POLI CY=pol i cy] [ REVERSE=count] [ TAl L=count]

policy: 00000000000 OOO1015000000000000000_ 0000000
count: 0 0O 010600

00

cooooooooooooooooocooooboooo
0000000000000 0O0OOENABLE FIREWALL POLICYO DO OO ACCOUNTING OO
ooooogd

goooog
POLICY OOOUOOQUOOOOOOOO
REVERSE 0O000O0O0O0OO0O0OOOOOOO0OOOOOOOOOOOOOOOOOOOOOOOOO

oooodd
TAIL 0000000000 0OOO00OOO000DOO0O00OOO00OOO0ODOOOOODOO

gooooggoo

Manager > show firewall accounting
Policy : nynet
Dat e/ Ti ne Event Dir Prot [IP:Port <-> Dest IP:Port /Traffic statistics
22 14:42:17 END QUT UDP  172.16.28.160:2060 172. 16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END QUT TCP  172.16.28.160: 36399 172. 16. 48. 16: 25
Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192. 168. 10. 5: 65406 172.16.28. 1: 53
22 14:44: 33 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44: 34 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END QUT I CvP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:47:16 START QUT TCP  192.168.10.50: 1031 172. 16. 28.5: 80
22 14:47:17 START QUT TCP  192.168.10. 50: 1032 172. 16. 28.5: 80
oooooooo SwitchBlade 4000 0 000 OO0 O0O00O0OODOO 2.6
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SHOW FIREWALL ACCOUNTING

22 14:47: 44 END IN ICWP 172.16.28.180 172.16.28.160
Traffic out 1:28 in 1:28

Policy goboobooobooooo

Date/Time 0o

Event 00O000OSTART O END

Dir 000000000 UOOOINgO oUuT

Prot goooooIlIcCMPOTCPOUDPOOODO IPOOOOOOO

IP:Port oo IPOOOOOOOO

Dest IP:Port oo IPOOOOOOOO

Traffic statistics gobobooobooobooooboboobbooobb@muoo bboo oo

ooooogooon

goooogn

0000000 o0ooo0ooooOo30INFOOOOODODOOO

goooog

DISABLE FIREWALL POLICYO 7000 OO
ENABLE FIREWALL POLICYO 76 0000
SHOW FIREWALL POLICYO 930000

90 | SwitchBlade 40000000 0000000000 2.6 gooooooo
J613-M6964-02 Rev.G



SHOW FIREWALL EVENT

SHOW FIREWALL EVENT

000000o0oO0oooooooD /000000
O00oO0oooooooooO AT-SB49130 00

SHOW FI REWALL EVENT[ ={ALLOWDENY|NOTI FY}] [ PCLI CY=policy]
[ REVERSE=count] [ TAI L=count]

policy: 00000000000 OOO1015000000000000000_ 0000000
count: 0 0010600

g0

coooooooboooboooobobooon
goooog

EVENT 000000000 OO0OOALLOWOOOOOOOMMDENYOOOOOOOMMNOTIFYD OO
cobobooooboooooooooooooooooooooooooooodg

POLICY OOOUOOQUOOOOOOOO

REVERSE 0O000O0O0O0OO0O0OOOOOOO0OOOOOOOOOOOOOOOOOOOOOOOOO
oooodd

TAIL 0000000000 0OOO00OOO000DOO0O00OOO00OOO0ODOOOOODOO

gooooggoo

Manager > show firewal |l event

Policy : fish - Notify Events:
No event information currently recorded

Policy : fish - Deny Events:
Dat e/ Ti ne Dir Prot Nunber |P:Port <map> Dest |P:Port /Reason /1P header
1 08:03:35 IN TCP 3 194.84.221.83: 2891 200. 100. 10. 1: 111
Policy rejected
4500003c caad44000 2e062fd5 c254dd53 c8640a01 0b4b006f 21b46235
00000000 a0027d78 94570000 020405b4 0402080a 0al24a3f 00000000 O
1030300
3 09:25:12 IN TCP 2 202.84.198. 12: 2561 200. 100. 10. 1: 53
Policy rejected
4500003c e7444000 33061d7c ca54c60c c8640a01 0a010035 8340fec?2
00000000 a0027d78 677d0000 020405b4 0402080a 0d0Oe86ce 00000000 O
1030300
5 18:01:28 IN TCP 1 211.251.62.2:1755 200.100. 10. 1: 111

gogooooo SwitchBlade 40000000 0000000 DOO 26 |91
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SHOW FIREWALL EVENT

Policy rejected

4500003c 125c4000 300673c8 d3fb3e02 c8640a01 06db006f e€6277340

00000000 a0027d78 f5990000 020405b4 0402080a 02b7acf3 00000000 O
1030300

Policy : fish - Allow Events:
Dat e/ Ti ne Dir Prot Nunber |P:Port <map> Dest |P:Port /Reason /1P header

5 22:13:59 IN TCP 1 100.10.248.90: 3131 8999 192.168.102. 2: 80
TCP session started
5 22:53:22 OUT UDP 1 192.168.102.11:123 27786 80.3.102.102:123

UDP flow started

Policy gobobooobooboooo

Date/Time 0o

Dir O00U0o0ooooooggINGg OUuT

Prot ooooooICMPOTCPOUDPOCOODO IPOOOOOOO

Number gooooobooo

IP:Port OO IPOOOOOOOO

Dest IP:Port OO IPOOOOOOOO

Reason ooooooooo

IP Header O00ooo0oooo IPO00ODOOOOD 160000
O 19:

goodoo

DISABLE FIREWALL NOTIFYD 69000 O
ENABLE FIREWALL NOTIFYO 750000
SHOW FIREWALL ACCOUNTINGO 890 00O
SHOW FIREWALL POLICYO 930000
SHOW FIREWALL SESSIONO 1020000
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SHOW FIREWALL POLICY

SHOW FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
O00oO0oooooooooO AT-SB49130 00

SHOW FI REWALL POLI CY=pol i cy [ COUNTER] [LIST] [ SUMVARY]

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ooooooobooooooooooooooooboooooooog
goooog

POLICY OOOUOOUOOOOOOOO

COUNTER OOO0OO0O0O0OOOOOOOOOO

LIST OO0O0oO0oooooooooon
SUMMARY 000000000000

gooooggon

Manager > show firewall policy

Policy : fish
TCP Timeout (S) ..........viiin.. 3600
UDP Timeout (S) .........oviuiin... 1200
Oher Timeout (S) ................. 1200
Accounting ...........cuiiina... di sabl ed
Enabl ed Logging Options ........... i naot her deny
Enabl ed Debug Options ............. none
Identification Protocol Proxy ..... di sabl ed
Enabled IP options ................ none
Enhanced Fragnent Handling ........ none
Enabled 1CWP forwarding ........... unreachabl e ping tinmeexceeded
Receive of ICMP PINGS ............. enabl ed
Nunmber of Notifications ........... 0
Nurmber of Deny Events ............. 6
Nunmber of Allow Events ............ 2560
Nurmber of Active TCP Qpens ........ 0
Nunmber of Active Sessions ......... 9
Cache Hits ........ ... ... .. 111235
Di scarded | CWP Packets ............ 0
SMIP DOMBI NS . ..ot not set
TCP Setup Proxy ................... enabl ed
I P List : BadHosts
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SHOW FIREWALL POLICY

Filenane ....................... accesslist.txt
Number IP hosts ................. 15
Nurmber Networks ................. 0
Private Interface : vlanl0
Rule ... ... ... . . 1
Action ......... ... ... ... ... ... deny
Protocol ...................... TCP
Port ... ... ... . 137 - 139
G obal Port ................... al |
Days ... al |
Rule ... ... ... . . . 2
Action ......... ... ... ... ... ... deny
Protocol ...................... ubP
Port ... ... . .. 137 - 139
A obal Port ............ ... ... .. al |
Days . ... al |
Rule ... ... ... . . 3
Action ......... ... ... ... ... ... deny
Protocol ...................... TCP
Port ... ... .. 445
G obal Port ................... al |
Days ... al |
Rule ... ... ... . . 4
Action ......... ... ... ... ... ... deny
Protocol ...................... ubP
Port ... ... . . . 445
G obal Port ................... al |
Days ... al |
Public Interface : vlan20
Method .......... ... ... .. ... ..... dynam ¢
Proxy ... ... .. . .. . smp
Private Interface ............. et hO
P 192.168. 102. 10
Direction ..................... bot h
Days ... al |
NAT . enhanced
Method ............ ... ... ....... enhanced dynami c
Private Interface ............. et hO
Gobal IP....... .. ... ... ... 200.100.10.1
Rule ... ... ... . . 5
Action ......... ... ... ... ... ... deny
Protocol ...................... TCP
Port ... ... . .. 22
G obal Port ................... al |
Days ... al |
Policy ooooooooooooo
TCP Timeout TCPOOODUODOOOODOOOOO
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SHOW FIREWALL POLICY

UDP Timeout ubPOOO0OO0O0O0DOOOOODOO
Other Timeout TCPOUDPOOOOODOOOODODOOOOODO
Accounting ooooobooooooooooo

Enabled Logging Options

O0000O00O00000000dallowddenyd denydump in-
aicmpUinallowinaotherCinatcpUinaudplinddicmpCinddother
inddtcpd inddudpO inddumpOindenyd indicmpOindotherdin-
dtcplindudpCbutaicmpoutallowCbutaotherbutatcpoutaudp
outddicmpUoutddotherCOoutddtcpOoutddudpOoutddumpCout-
deny0O outdicmpO outdother outdtcp outdudpC none O 0O O

Enabled Debug Options

000000000000 0000alld packetl processt] none

Identification Protocol Proxy

identD 00000000 OOODO

Enabled IP options

0000 IPOOO0OOOODOOallOrecord_routelsecuritysourcer-
outel timestamp[ none

Enhanced Fragment Handling

pooooboooooboooooogoo

Enabled ICMP forwarding

0000 ICMPOOOOODOOOallOparameterdpingCredirectd
sourcequench timeexceeded timestamp O unreachablell none

Receive of ICMP PINGS

00000 PINgODOODOOOOODOOOOO

Number of Notifications

ooooooooodod

Number of Deny Events

ooooood

Number of Allow Events

ooooood

Number of Active TCP Opens

ooooooog TCPOOOOOO

Number of Active Sessions

pooooooooooooon

Cache Hits

ooooobooooooooogoo

Discarded ICMP Packets

ooooiIicMPOOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNOOUOOOOOUOOOOOOOTCP
ooooooooooooooooon

IP List

ooooooooooooowPoooOooooon

Hardware List

oooOoooooooooo MACOOOOOOOO

File name

oooooooo

Number IP hosts

oooooooooooIPOnoOO

Number Networks

oooooooooooIPObDOOOOO

Number MAC addresses

oooOoooooooo MACOOOOO

Private Interface

PRIVATED O OODODDOOOODODOOO

Public Interface

PUBLICOOOOOOOOOOOOO

Method

PUBLIC-PRIVATEO O O OO OO DO OO Odynamic O passall

NAT

oooooogo

NATOOOOstandardD OO O0OO0OOO0O00O enhancedDOOO00O0O
OO0OOOMmMNATODODOOOO
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SHOW FIREWALL POLICY

NAT/Method

NAT O O O O noneDstaticldynamicOenhanced staticCenhanced
dynamicO enhanced interface 0O DO OONATOOODOOOOO

NAT/Private Interface

NATOOOOOOOOOoooooooo

NAT/IP NATOOODOOOOo IPOOOO

NAT Global IP NATOOOOOOO IPOOODO

Rule googn

Action O000000O0O00allowO deny

Radius Lookup RADIUSOOOOODOOOODOOOOOOOO enabledDOOODOO
IP List Oo0oooooooiIiPO00OOO0OOOOODOOOOOOOO
Hardware List goooooooo MACOOOOODOOOooooooooooo
IP oooooliPoODOO

Protocol IPOOOODOOOO

Port googn

Global IP NATOOODODOODOoOOoOO IPOOOO

Global Port NATOOODODOOOoODoODoooooo

Remote IP gooooIiPoODOOO

Source Port

ooooo

Days O0000000000monOtuedwedd thud frid satO sunOall O
gooo
Apprule goooooooooooo
Application Ooooooooooooo
Action O000000O0O00allowO deny
Command 000000000000
After googooooobooobboobobon
Before googooooobooobboobobon
0 20:
Policy goboobobobooooo
TCP Timeout TCPODOUODOODOODODOOODODO
UDP Timeout ubPO OOOODOOOOOOOOO
Other Timeout TCPOUDPOOOODOOODODOODODOOO
Accounting gobooooooobooooboo

Enabled Logging Options
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0000000000000 00alowddenyd denydumpl
inaicmpOinallowOinaotherOinatcpOinaudpdinddicmpOin-
ddotherOinddtcpdinddudplinddumpOindenydindicmpO
indotherdindtcpUindudpUoutaicmpUoutallowOoutaother
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dudpCoutddumpoutdenyoutdicmpOoutdotherCoutdtcpd
outdudpO none 0 0O O
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SHOW FIREWALL POLICY

Enabled Debug Options

0000000000000 00D0DallopacketOprocessCinone

Identification Protocol Proxy

ident00000O00O0OOO0OODO

Enabled IP options

O000 IPODOOOOOOOalD record_route security
sourcerouted timestampO none

Enhanced Fragment Handling

cooooooooooooboooo

Enabled ICMP forwarding

O00O0ICMPOOOOOOOOOallD parameterd pingd
redirectCsourcequenchCtimeexceededtimestampunreach-
ablel] none

Receive of ICMP PINGS

00000 PingODOOOOODOOOOOODO

Number of Notifications

ooooooooogd

Number of Deny Events

ooooogo

Number of Allow Events

ooooogo

Number of Active TCP Opens

oooooooo TCPOODOOOO

Number of Active Sessions

oooooooooooooon

Cache Hits

oooooooooooooooo

Discarded ICMP Packets

ooooiIicMPOOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNOOOODODOOOOOOOOO
oTCcPO0O0O0O0O0O0O0OOO0OODOOOOODO

IP List

oooooooooooooIPObOOOOBDOO

Hardware List

Ooooooooooooo MACOOOOOOoOOo

File name

oooooooo

Number IP hosts

oooooooooooIiPOOOO

Number Networks

ooooooooooo IiPOOODOOO

Number MAC addresses

Ooooooooooo MACOOOOO

Private Interface

PRIVATED D OOODODOOOODODOO

Public Interface

PUBLICOOOOODOOOOODOOO

Total Packets Received

oooooooo

Number Flows Started

oooodd

Number Cache Hits

oooooooooooooon

Number Dropped Packets

ooooogoood

Number Unknown IP Protocols

iPOOOODOOOOODODOOOOO

Number Bad ICMP Packets

ICMPOOOOODOOOOO

Number Dumped ICMP Packets

oooooooiIicMPOOOOO

Number Spoofing Packets

Smurf0O0ODO0OO0O0O0O00OO0O0O0O00O00O0

Number Dropped GBLIP Zero

oooooIpPOOOOO0OOO0DOOOOOOOODOOOOOO

Number No Spare Entries

oooooooobooooboooobooooon

Number FTP Port Commands

OO0 FTPPORT ODOOOOOO

Number Bad FTP Port Commands

oooooogo

OO0 FTPPORT ODOOOOOO
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SHOW FIREWALL POLICY

Method PUBLIC-PRIVATED D00 O0O0O0DOOdynamicO passall

NAT NATO OO Ostandard0 00000000 enhancedd OO O
ODO00000O0MNATODODOOOO

NAT/Method NAT O 0O O O nonel staticC) dynamicl enhanced staticO en-

hanced dynamicO enhanced interface 0 0 00 O O NAT O
gooooo

NAT/Private Interface

NATOOOOOOOOOoooooooo

NAT/IP NATOOOODOOOoOOo IPOOOO
NAT Global IP NATOOOOOOO IPOODOO
Rule googod

Action 000000000 OallowO deny

Radius Lookup

RADIUSOOOOOOODOOOODOOOODO enabled0 OO0
od

IP List

ooooooooo IPOOOOOOOODOOOODOOOODOO

Hardware List

ooooooooo MACOOOOOODOOoOoOoOooooo
od

IP oooooIrPoOoOOO
Protocol IPOODOODOOOO
Port googod
Global IP NATOOOODOODOoOooooooo
Global Port NATOOODOOOOoODOoOoooooo
Remote IP oooooIipPoOOO
Source Port ooooo
Number Hits oooo
Days 000000000 0mond tuel wedd thuO fridl sat0 sund

alooooo
After gobooboboobooooboobobo
Before gobooboboobooooboobobo

0 21: COUNTEROOOOO
Policy goooooooboogoo
Hardware List goo0oooooo MACOOOODOOoOoOooOooooooooo
IP List Oo0o0ooooooiIiPOOO0OOOOOODOOOOOOOO
MAC address MACOOOOOOOODOOOOO MACOOOOOOO
IP IPOCOOOODOOOOCOOOIPOODOOOODOOOOOOOOODOOO
Label goooooooobooboboo

022 LISTOOOOO

goodoo
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SHOW FIREWALL POLICY

ADD FIREWALL POLICY INTERFACED 480 0 0O

ADD FIREWALL POLICY LISTO5000 00
ADD FIREWALL POLICY NATO 520000
ADD FIREWALL POLICY RULEO 550000
CREATE FIREWALL POLICYO 6000 OO

DELETE FIREWALL POLICY INTERFACED 620000

DELETE FIREWALL POLICY LISTO 630000
DELETE FIREWALL POLICY NATO 640000
DELETE FIREWALL POLICY RULEO 650000
DESTROY FIREWALL POLICYO 670000
DISABLE FIREWALL NOTIFYD 69000 O
DISABLE FIREWALL POLICYO 7000 OO
ENABLE FIREWALL NOTIFYO 750000
ENABLE FIREWALL POLICYO 76 0000

SET FIREWALL POLICY RULEO 80000
SHOW FIREWALLO 870000

SHOW FIREWALL EVENTO 910000

oooooogo
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SHOW FIREWALL POLICY ATTACK

SHOW FIREWALL POLICY ATTACK

000000o0oO0oooooooD /000000
O00oO0oooooooooO AT-SB49130 00

SHOW FI REWALL POLI CY[ =pol i cy] ATTACK

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ooooooooooooogd
goooog

POLICY OOOUOOQUOOOOOOOO

gooooggoo

Manager > show firewall policy attack

Policy : fish

Current Attack Setup

At t ack In Trigger Qut Tigger Time Period (m ns) Det ai | ed Logged
dosf | ood 80 160 2 5

fragnent 1 1 2 0

host scan 64 128 2 5

i pspoof 1 1 2 0

I and 1 1 2 0

ot her 64 128 2 5

pi ngof deat h 1 1 2 0

portscan 64 128 2 5

smur f 1 1 2 0

synat t ack 32 128 2 5

tcptiny 1 1 2 0

udpat t ack 32 128 2 5

Policy o0o0oooooooooon

Attack Logged Oooooooooooo

In Trigger PUBLICOOOUOOOOOOOOOOGO
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SHOW FIREWALL POLICY ATTACK

Out Trigger PRIVATEO O OOOOOODOOOOOO

Time Period (mins) O0o0oooooooooon

Detailed gooooboooobooooboobbon
0 23:

goodoo

SET FIREWALL POLICY ATTACKO 82O 00O
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SHOW FIREWALL SESSION

SHOW FIREWALL SESSION

00o000o00o0ooO0oo0oo0 /0000000000000
O00oO0oooooooooO AT-SB49130 00

SHOW FI REWALL SESSI ON[ =sessi on-i d] [POLI CY=policy] [COUNTER]
[ PORT={port[ - port] |port-nanme}] [PROTOCOL={protocol |ALL|l CMP|CSPF|TCP|
UDP}] [ SUMVARY]

session-id: DO OO0 ID

policy: 00000000000 OOO1015000000000000000_ 0000000
port: TCP/UDP O 00O 00O 000 655350

port-name: D OO0 00

protocol: IPO 000D OO 000655350

g0

pobooooooooooboooooboooobooboboooooobooon
goooog

SESSION 00000 IDO0O0000O0O0DOoO0ooooooooon

POLICY OOOUOOUOOOOOOOO

COUNTER OOO0OO0OO0OOOOOOOO

PORT TCP/UDPOOODOOODOODOODOOOOOODOODOOOOOODOODOODOODOOOOOO
0/000000000000000000O000O0DO

PROTOCOL IPOOO0OO0OOOOOOOOOOOOODOOOOOOOOOODOOOO

SUMMARY 000000000000

gooooggoo

Manager > show firewall session
Policy : tuna
Current Sessions
e33a UDP I P. 192.168. 10. 100: 64521 Renote I P. 172.17.28.1:53
Gol 1P 172.17.28.185:58170 &bl Remote | P: 172.17.28.1:53
Start time ....... .. .. . 17:17:50 07- Mar-2002
Seconds to deletion .................. 300
7c81 UDP I P: 192.168. 10. 100: 64525 Renote I P:. 172.17.28.1:53
Gol 1P 172.17.28.185:31873 &bl Remote | P: 172.17.28.1:53
Start time ....... .. .. . 17:17:41 07- Mar-2002
Seconds to deletion .................. 288
60ed UDP I P. 192.168. 10. 100: 64526 Renote I P:. 172.17.28.1:53
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Gol P 172.17.28.185:24813 Gol
Start tinme ......... . . .
Seconds to deletion ..................
4272 TCP I P: 192.168. 10. 100: 65489
Gol P 172.17.28.185:17010 Gol
TCP state ... i
Start tinme ......... . . .
Seconds to deletion ..................
a9be TCP I P: 192.168. 10. 100: 65487
Gol P 172.17.28.185: 43454 Gol
TCP state ... i
Start tinme ...... ... . . .
Seconds to deletion ..................
e245 TCP I P: 192.168. 10. 100: 65486
Gol P 172.17.28.185:57925 Gol
TCP state ....... . i
Start tinme ...... ... . . .
Seconds to deletion ..................
Manager > show firewal |l session counter
Policy : net

Current Sessions

fb3b UDP I P: 192.168. 10. 100: 64505
Gol P 172.17.28.185: 64315
Packets fromprivate IP
Cctets fromprivate IP
Packets to private IP
Cctets to private IP
Start tinme
Seconds to deletion
TCP I P: 192.168.10. 100: 65484
Gol P 172.17.28.185: 24222
Packets fromprivate IP
Cctets fromprivate IP
Packets to private IP
Cctets to private IP
TCP state
Start tinme
Seconds to deletion
TCP I P: 192.168.10. 100: 65485
Gol P 172.17.28.185:10439
Packets fromprivate IP
Cctets fromprivate IP

Gol

5e9%e
€]

28c7
ol

Packets to private IP ................
Cctets to private 1P ... .............
TCP state ......... .
Start time ... ..

Seconds to del etion

oooooogo

SHOW FIREWALL SESSION

Renmote | P: 172.17.28.1:53
17:17:41 07- Mar-2002

288

Renote | P: 172.17.17.31:3128
Renote | P: 172.17.17.31:3128
cl osed

17:17: 04 07- Mar-2002

252

Renmote | P: 172.29.188.31: 23
Renote | P: 172.29.188.31: 23
establ i shed

17:21: 33 07- Mar-2002

3600

Renote I P: 10.1.2.103:22
Renote I P: 10.1.2.103:22
establ i shed

17:22: 39 07- Mar-2002

3594

Renote I P 172.17.28.
Renote I P 172.17.28.
1

75

1

152

17:35: 09 07- Mar-2002
282

Rermote | P: 172.29.28.103: 22
Renmote | P: 172.29.28.103: 22
12

1176

establ i shed

17:35:17 07- Mar - 2002

3594

Renote | P: 172.29.28.103: 22
Renote | P: 172.29.28.103: 22

282
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SHOW FIREWALL SESSION

Policy gobobooobooboooo

hex-num ooooo ID

TCP/UDP/number IPOO0OOOOTCPOUDPOIPOOOOOOOOOOODOO

IP Ooo0oooooooo IPO0OO0:000OOOUOOOOOOOOOGglIP
000000000000 PRIVATEDOOODOOODOOODODOOODOOO

Remote IP Ooo0oooooooo IPOD0OO0D:000OOOOOOOOOOOOGglIP
000000000000 PRIVATEDOOODOOODOOODODOOODOOO

Gbl IP Ooo0oooooooo IPO0OO0:000OOOUOOOOOOOOOGglIP
000000000000 PUBLICOOOODOODODOOOOOOOOO

Gbl Remote IP Ooo0oooooooo IPO0OO0D:0D00OOOOOOOOOOOOGglIP

oooo:00ooO0oO0oPUBLICOOOOOODOOOOOOOOOO

Packets from private IP

OOOPRIVATED D OOOOPUBLICOOODOOOOODOOOOO

Octets from private IP

oobooooboooooooooood

Packets to private IP

oobooooboooooooooood

Octets to private IP

oobooooboooooooooood

TCP state TCPOOOOOODOOD freed closed listend synSentO synReceived
establishedfinWaitlCfinWait2 OcloseWaitDlastAckOclosing CtimeWait O
deleteTCBO synSent synReceived RADIUS query OO0 OO

Start time gooboobobogo

Seconds to deletion

cooooooobooooooooon

0 24:
ooooon
DELETE FIREWALL SESSIONO 66 00 0O O
SHOW FIREWALL EVENTO 910000
SHOW FIREWALL POLICYO 930000
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