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0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D
0x2E > 0x3E N 0x4E " 0x5E n 0x6E ~ 0x7E

/ 0x2F ? 0x3F (0] Ox4F _ 0x5F o 0x6F

gooog

O00o0?mox3F0D00000oodCrlD+OVOOOODOO2M0O00000000OO



1.0 00000000000

Jotbogboogbotubtdbotobobogd

0180000000000 OO0OOOoOoOooOooo

O0000O0oO0O0ooOmoOoOoOoOoOoOoOOoDOOO Vol1Os230000000000000O000O00OO
gboboooooboobooboboboooon

oo ooooo oo gooo
1 % illegal parameter at '' ~0000000000000000 00000000000000ooa
marker oooo0oO0oooooooo goooooooooo
2 % too long at '' marker ~O0O000000000000000 000000000 0O0ooooooo
oooooooooag oa
3 % Incomplete command at 00000000 O0O0O0O0oo 0oo0oo0o000O0Ooooon
"' marker
4 %illegal option at'"M'marker A0 O0000000000000O00O0 000000000000o00n
ooooo
5 % illegal value at "~ marker 'A'00000000000O0O0OOO0  OO0OO0O0O0D0D0OOOOOO
oo
6 % illegal name at '"'marker A'00000000000O0O0OOO0  OO0OO0O0O0O0O0OOOOOO
oo
7 % out of range '*' marker '~OJ000000000000000  0O000000000000000
oooo
8 % illegal IP address format ~ '~'OQOO00000 IPv4a000000 IPv4a0 000000 IPv6eO0OO00O0O
at '"' marker OIPv6e00000000ODODOOO0 0OOOOOOOOOO
9 % illegal combination or “O0000000000000000  00000000000000000
already appeared at '' ooooooo 0
marker
10 % illegal format at'"'marker A0 00000000000O0OO 0000000000000000
0ooooo0ooOoooooo
11 % Permission denied 00o00000000000oooo 00o0o000000000ooooo
ooooooo 00000000 000O0O0Oooon
og
12 % internal program error 000000000 00O0O0ooon 0000000000 O0O0Oooon
0oooooooo
13 % Command not authorized. 0000000000000 O0O0OO RADIUS/TACACS+ 0000000
oa 00o0o0000000000oooo
RADIUS/TACACS+OO00OOOODO
ooooooo
14 % illegal parameter at 00000 '<word>0000000O 000000000 '<word>' 000

'<word>' word

oo
<word>0 00000

oooo







2000000

EREpEEN

show access-filter

clear access-filter




show access-filter

show access-filter

000000o00ooodDoOoDoOo VLANODOODODODOOOoOOoooooooooOOip
access-groupl ipv6 traffic-filter( mac access-groupd 0 0 0 0000000000000 OOOOODOO

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
goooo

ggodgguo

show access-filter

show access-filter <nif no.>/<port no.> [
| <access list names> }
[ layer2-forwarding ]

{ <access list numbers>
1 [ { in | out } 1

show access-filter interface vlan <vlan id> [ { <access list number>
| <access list name> } ] [ { in | out } ]
[ { layer2-forwarding | layer3-forwarding

| layer2-and-layer3-fowarding } ]
ooooooo

gbobooooooboobobobob

goodoogo

<nif no.>/<port no.>

gooooOoOoOoOoOoOoOOOOOOOOOOOOOOOOOOOOOOOOOOOO00 <nifno>0
<portno>0 000000000 0O0O0OOOOOODOOOODOOOODOO

interface vlan <vlan id>
0000 VLANODODODOODOOOODOODODOOoOo0Oooo0ooooooa
<vlanid>0 0 interfacevlan 000000000 VLANIDOOODODOOO

{ <access list number> | <access list name> }
access list number0 000000000
access list name0 000000000
dddddoooooooooooooooooobobobobobobobobobobodd0dd0oooooooo
dodddooooooooo
doddooooooooo

gbobooooobooboboboooooboobobobobobooboooobooboobobon
oo

{in | out }
in0d InboundD O OO OOOO
outd OutboundD OO OODOOO
dddddooooooooooooooooobobobooboboboboboboobooooon
gdoooooooooo
dddddoooooooooooooooboboboboboboboooboobobobooooooa

{layer2-forwarding | layer3-forwarding | layer2-and-layer3-fowarding }
layer2-forwardingd 000 20000
layer3-forwardingD 000 30000
layer2-and-layer3-forwardingd 0 00 2000000 30000
g0d0o0o000ooo0oUooo0o0oo0o0ooo0ooDoO00ooooooDoO0UoDoOoOooo
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show access-filter

gboboooooboobobobo 2000000 3bb00o0obooboobobobob 20000
booo3oboobooboobobooooo

gboooooooooobd
gbooboooooboobobobo 20000000000 0Db0O00O0O0O0 30000b0ODb

gboboooooooboobobobobobooooooboon

gboboboooooboooon
gboboooooboobobooboboboboobooooooobobobobobooooboooon
oo

gobood

021000 MACOOOOOOOOOOOOOO

> show access-filter 1/3 only-appletalk out

Date 2006/03/01 12:00:00 UTC

Using Port:1/3 out

Extended MAC access-list:only-appletalk layer2-forwarding
remark "permit only appletalk™"
permit any any appletalk(0x809b)

matched packets : 74699826
permit any any 0x80f3

matched packets : 718235
implicitly denied packets 2698

>

022000 IPv4000000O0ODOODOODOOO

> show access-filter interface vlan 10 12 out
Date 2006/03/01 12:00:00 UTC
Using Interface:vlan 10 out
Standard IP access-list: 12 layer3-forwarding
remark "permit only host pc"
permit host 10.10.10.1

matched packets : 32156826
permit host 10.10.10.254

matched packets : 23486
implicitly denied packets 45

>
023000 IPv40O000OODOODOODOODOODO

> show access-filter interface vlan 100 128 in

Date 2006/03/01 12:00:00 UTC

Using Interface:vlan 100 in

Extended IP access-list: 128 layer3-forwarding
remark "permit only http"
permit tcp(6) any host 10.10.10.2 eqg http(80)

matched packets : 6425800211584

implicitly denied packets: 254178

>

O240IPv60000000O0ODOOODO

> show access-filter 1/15 only-telnet
Date 2006/03/01 12:00:00 UTC
Using Port:1/15 in
IPv6 access-list: only-telnet layer3-forwarding
remark "permit only telnet ipvé"
permit ipvée (41) any host 3ffe:501:811:ff00::1 eq telnet (23)
matched packets 158468756
implicitly denied packets 37125

11



show access-filter

12

0 2-50Advance 0000000000000

> show access-filter interface vlan 10 only-telnet out
Date 2009/07/15 12:00:00 UTC
Using Interface: vlan 10 out
Advance access-list: only-telnet layer2-and-layer3-forwarding
remark "permit only mac-ipvé"
permit mac-ipvé 0012.e200.1234 ffff.ff£f£f.0000 any ipvé (41)
2001:db8:1:fe20::1
matched packets : 468756
implicitly denied packets: 15342
>

O2600000000C000C0O0OOODOODOODODOO

> show access-filter interface vlan 1500 in
Date 2006/03/01 12:00:00 UTC
Using Interface:vlan 1500 in
Standard IP access-list: pc-al024 layer2-forwarding
remark "permit only pc-al024"
permit host 192.168.1.254
matched packets : 5542166226
implicitly denied packets 767895
IPv6 access-list:only-smtp layer3-forwarding
remark "permit only smtp ipvée"
permit ipvé (41) any host 3ffe:501:811:ff00::1 eqg smtp(25)
matched packets 51218136
implicitly denied packets 66514
>

0O 2-70infout000000O0COO

> show access-filter interface vlan 1500
Date 2006/03/01 12:00:00 UTC
Using Interface:vlan 1500 in
Standard IP access-list:pc-al024 layer2-forwarding
remark "permit only pc-al024"
permit host 192.168.1.254
matched packets : 5542166226
implicitly denied packets: 767895
IPv6 access-list:only-smtp layer3-forwarding
remark "permit only smtp ipvée"
permit ipvé (41) any host 3ffe:501:811:ff00::1 eq smtp(25)
matched packets 51218136
implicitly denied packets 66514

Using Interface:vlan 1500 out
Extended IP access-list:only-ssh layer3-forwarding
remark "permit only ssh"
permit tcp(6) any any eq ssh(22)
matched packets 578213549
implicitly denied packets 843358

any host



02800000OOOOOOoODOOOODOO

> show access-filter

Date 2009/07/15 12:00:00 UTC

Using Port:1/7 in

Standard IP access-list: 12 layer2-forwarding
remark "permit only host pc"
permit host 10.10.10.1

matched packets : 54826
permit host 10.10.10.254

matched packets : 494176
implicitly denied packets: 298

Using Port:1/7 out
Extended IP access-list: 128 layer2-forwarding
remark "permit only http "
permit tcp(6) any host 10.10.10.2 eqg http(80)
matched packets : 425684792129226
implicitly denied packets: 11352654

Using Interface:vlan 15 out
IPv6 access-list:only-telnet layer3-forwarding
remark "permit only telnet ipvé"

permit ipvé (41) any host 3ffe:501:811:ff00::1 eq telnet(23)

matched packets 385496541
implicitly denied packets 56645

Using Interface:vlan 19 in
Standard IP access-list:pc-al024 layer2-forwarding
remark "permit only pc-al024"
permit host 192.168.1.254
matched packets : 24826
implicitly denied packets 53
Standard IP access-list:pc-al024 layer3-forwarding
remark "permit only pc-al024"
permit host 192.168.1.254
matched packets : 6249299826
implicitly denied packets: 95198
IPv6 access-list:smtp-server layer2-forwarding
remark "permit only smtp server"
permit ipvée (41) any host 3ffe:501:811:ff00:
matched packets 1699826
implicitly denied packets 2491

Advance access-1list: only-http layer2-and-layer3-forwarding

remark " permit only http "

permit mac-ip 0012.e200.1234 fff£f.£f£f££.0000 any tcp(6)

eq http(80)
matched packets : 158468756
implicitly denied packets 37125

Using Interface:vlan 100 in

Extended MAC access-list:only-appletalk layer2-forwarding

remark "permit only appletalk™"
permit any any appletalk (0x809Db)

matched packets : 826
permit any any 0x80f3
matched packets : 55
implicitly denied packets 321314588
>
ooogogo

show access-filter

any host 10.10.10.2

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon

gboobd

> show access-filter 1/7 12

13



show access-filter

Date 2006/03/01 12:00:00 UTC

Using Port:1/7 in Cmmmm - goooooooaa
Standard IP access-list: 12 layer2-forwarding <--gooooooobooo,
ogoooooa
remark "permit only host pc" <-mmmmmm - doooooooo
permit host 10.10.10.1 <-mmmmmmmm - doooooooo
matched packets 74699826 <----gggag
permit host 10.10.10.254 <-mmmmmm - doooooooo
matched packets : 264176 <----gggag
implicitly denied packets: 2698 <----gggag
>
02100000000000000000
oooo oooo
ooood oo
ooooooad Using Port:<nif no.>/<port no.> in Inbound D0 0000000000000 OOODOOO
oo oooooooo
Using Port:<nif no.>/<port no.> out Outbound 0 0000000000000 OOOOOO
ooooooooo
Using Interface:vlan <vlan id> in Inbound 00 000000000000 VLANOOO
ooooaoa
Using Interface:vlan <vlan id> out Outbound 00 000000000000 VLANODOD
oooooa
0ooooooo Extended MAC access-list'<access list 0000000000000 00000000000 2
oooDooo name> layer2-forwarding 000000000 MACODOODOOOODOOOO
ooooad
Standard IP access-list:{ <access list 000000000000000000000000 2
number> | <access list name> } 000000000 IPva000D0O0O00000O
layer2-forwarding
Standard IP access-list:{ <access list Joo0o0oo0o0o00oooooDoooooooooog 8
number> | <access list name> } 000000000 IPva0D00DOO0OOOOO
layer3-forwarding
Extended IP access-list:{ <access list Jooo0oo0o0oooooDooooooooooog 2
number> | <access list name> } 000000000 IPva000DOO0O0OOOO
layer2-forwarding
Extended IP access-list:{ <access list Joo0o0o0o0o0o0oo0oooDoooooooooog 8
number> | <access list name> } 0000ooooooIpvda000O00O0DOOO0ODO
layer3-forwarding
IPv6 access-listi<access list name> Joo0o0oo0o0oooooooooooooooog 2
layer2-forwarding oooooooIPveO0OO0DODOOOOOO0O
IPv6 access-list:<access list name> Jo00o0000000obOOoDOOobOOooOooDOoooog 38
layer3-forwarding 0000000 IPvedO0O0OO0O00O0O
Advance access-list:<access list name> 0000000000000 O000ooDOooDOoooog 2
layer2-forwarding 0000000 Advance 00000000000
Advance access-list:<access list name> 0000000000000 O000ooDOooDOoooog 2
layer2-and-layer3-forwarding 000000 30000000 Advance 0000000
ooood
ooooooad 00000000000 o0o00o0000o00o0o0ooooonon Vol204. 000000000
oo Oooboooooooooboooooooooboooa
oooo matched packets:<packets> jo00o0o0o0o000o0obOOobOOobOOooOooDooooog

implicitly denied packets:<packets>

gooooooooooooobooooooooooo
oooooooooo
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show access-filter

gogoooogo

oo

goboooooo

0 2-20show access-filter 1 D0 00000000000

ooooo oo

Can't execute this command in standby system. 00000000000 oooooooooooa

Can't execute. Jooooooooooogo
OoOoOoOoooooo
e active DO 0O BSUODCSUDOOO MSUOOOOOOOOO
000 BSUOCSUOOO MSUO activeDOOOOOQOO
Ogoboooooooooooooa
s JO000ODODODDODO0OOODODODODODDODOOOOOOOoDOoOoOOnO
OgoooooOoooooo

Illegal NIF -- <nif no.>. OONIFOOOOOODOOOOOOOOOODOOOO0O0O0O
ooooooo
<nif no.> NIF O O

Illegal Port -- <port no.>. 0000000000000000000000000000
ooooooo

<portno>0 00O OO

No configuration. 000000000000 000 VLANOOOOOOoOOoo
JO00d0d0d0O0O0oobO0o0o0o0oOoooobooOooOoooon
goooooobooobooooooooobooooa

No such access-list. goooooooooooooooooOooOooOooooooo
goooooooooooooooooOooOooOooooooo
oboooooooooao

No such interface. jo00d00o0o000o000oooooooOoooooon
JO0O00d0d00oOooooboooOoooo

goodgdao

0000000000000 DbO00DobO0O0bOO0O0DO0OdOshowipcachepolicyDOOOODOOOOOO
0000000000000 DO00D000D0bO00b000D0DOO0O0DOO00DDOO0OOshow cache
policy-switch O OO OO0 O0O0OO0OO0OOOd

15



clear access-filter

clear access-filter

show accessfilter 10 0000000000000 000O00O0O00O0O0O0O0DOOO0ODOOOOmatched

packets 100000000 DOODOOOOODOODOODOODOODOOOODO implicitly denied packets [0 O
goooodooOoooon

goobogo

clear access-filter
clear access-filter <nif no.>/<port no.> [
| <access list names> }
[ layer2-forwarding ]
clear access-filter interface vlan <vlan id> [ { <access list number>
| <access list name> } 1 [ { in | out } ]
[ { layer2-forwarding | layer3-forwarding
| layer2-and-layer3-fowarding } ]

{ <access list numbers>
1 [ {in | out } 1

goobogooo

gbobooooooboobobobob

goobogooo

<nif no.>/<port no.>

go0o0oOoOoOoOoOoOoOoOOOOOOOOOOOOODOOOODOUUODUODOODUOOOOO <nif
no>U<portno>000000O0O0O00ODOOOODOO0OOOOOOODOOOODO

interface vlan <vlan id>
0000 VLANODOOOODODOOOoOooooooooooooooo
<vlanid>0 0 interfacevlan 000000000 VLANIDOOODODOOO

{ <access list number> | <access list name> }
access list number0 000000000
access list name0 000000000
oo oobbbobbbbbbbbobobobbobdddddooooooo
dooooooobooooooo
doddooooooooo

gbooboooooooboboboboobooobooboobobobooboobooooooboonnO
gooo

{in | out }
in00 InboundO O OO0 OO0O0O
outd OutboundD OO OO DOOO
0000o0o00oooo0oooo0d0bDo0o0ooo0ooooooooo oooooooo

gbooooooooboobd
gboboooooobooboboboboobooboobobobobobobobboboOoboOon

{layer2-forwarding | layer3-forwarding | layer2-and-layer3-fowarding }
layer2-forwardingd 000 20000
layer3-forwardingD 000 30000
layer2-and-layer3-forwardingd 0 00 2000000 30000
0000000000 00o0o00o0o000oDo00o0o00o0ooo00Dooo00oDoOooooon
gd0oo00O0OO0OU0O0ODOO00DOO0O0 2000000 300DD000O0DO0O0OODOO0ODOOOO 2
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clear access-filter

booooboosboboboboooooboobaonba

gboooooooboobd
gbooooooboobobobo200000b00b00bo0oboobooboosboboaobon
gboboooooboobobobobooooobooobOoDbOoDbO

gboboboooooboooon
gboboooooboboboboboobooooooboobobobobooboooboobobonDbO
gooo

googg

029000 IPM40O000O0OOODOOODODODOOOOOOOOO

> clear access-filter 1/7 12
Date 2006/03/01 12:00:00 UTC

>

goodgdao

oo

goobogoooo

ao

goboooooo

0 2-30clearaccess-filter I 0 0000000 O0OOODO

ooooo oo

Can't execute this command in standby system. J0000000D0O0D00D0O0oO0O0oO0oOoooOoo

Can't execute. oboooooooooood
goooooooooo
e active D00 BSUOCSUO OO MSUOOOOOOOOO
000 BSUOCSUOOO MSUO activeOOOOOOOO
gooooooboooooooooo
« JO00O0O0OCOO0ODOOOOOOO0OOOOOCOOOOOO
oooooooooooo

Illegal NIF -- <nif no.>. OONIFOODODODODODODODOOOOoOOoDOoooooooao
ooooooa
<nif no.> NIF 0 O

Illegal Port -- <port no.>. J0o000o0oooo0ooo0UoDoooooooooooooog
poooooo

<portno.>0O 0000

No configuration. 000000000000 000 VLANOOOOOOoOOoOo
JO00d0d0d0O0O0oobO0o0o0o0oOoooobooOooOoooon
JoOd0dd0dO0oOoooObO0ooooOooooboooaoao

No such access-list. gooooooooobooooooooOoocOooobooooOoo
goooooooooooooooooOooOooOooooooo
ooooooooooo

No such interface. obooooooooooooooOooooOoOooooooon
goooooooooooooooo

goodgdao

000000000000 axsAccessFilterStats 00000 MIBOOO o000O000OO
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oottt

show access-log

clear access-log

show access-log flow

clear access-log flow

dump access-log

restart access-log

debug access-log

no debug access-log
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show access-log

show access-log

gbooooooboobobooobooboono

ggodgguo

show access-log

goobogooo

gbobooooooboobobobob

goodoogo

oo
gogodd

O0310000000000000000O0

> show access-log
Date 2009/12/14 12:00:00 UTC
Access list logging Information:

rate-limit (pps) : 100
interval (minutes) : 5
threshold (packets) : -
logging : enable
display : disable
Access list logging Logged:
Max : 2000
Used : 1001
NonIP : 950
IPv4 : 0
IPv6 : 51
Access list logging Statistics:
flow table full : 17295
rate-limit discard : 51615
>
gooogo

031000000000000000000O0

gooo og gooooo
Access list rate-limit 1000 CcPUDOODOOOOOOODOOO 100 25000000000
logging O O ppsC
Information: OOBSUODOO PSPOOD
goooo
interval 00o000000000ooooo 50 144000000000
unlimit0 00000000
goooo
threshold 0oooooooog 10 42949672950 00 O
ooooooo
goooo
logging 0000000 syslogO0OOO0O enabled 0 O
disabled O O
display 0000000000000 0oooo enabled 0 O

disable] O O

20



show access-log

goooo oo oooooo
Access list Max 000D00000000O0O0ooo 0
logging Logged:
Used 0000000000000o0o0o0o0o a
NonIP 0000000000000 D0O00OO0O0O0O0Q a
IPOO0O0OO0O0OOOOOOOOOOO
IPv4 00D0D000000000000D00000 IPv4 a
00000000000O00o0ooo
IPv6 00000000000000000000 IPve a
0000000000000ooon
Access list flow table full 00000000000000000000000 0
logging gooooooo
Statistics:
rate-limit rate-limit 0 00 0000000000000 a
discard

goobogoooo

ao
goboooooo

0 3-20showaccess-log0 000 00000OOO0ODOO

gooog oo
Access list logging is not enable. 0000000000000 0000000ooooooooon
gooooobogo
Can't execute this command in standby system. 0Jo0o00o00o0oo0ooooooooooooon
Can't execute. 000o0ooo0ooooooooooooo0o0ooog
Connection failed to access list logging program. 00000000000 o0oOo0ooooooooooooog

goooooooooooooooooOoooooooooo
goooooooooooooooooOooOooood

goobognd

ao
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clear access-log

clear access-log

gboboooooboobobobobooobooboobobobobobobooon

ggodgguo

clear access-log

goobogooo

gbobooooooboobobobob
goodoogo

oo
gogodd

032000000000000000CDO0OOODODODODOO

> clear access-log
Date 2009/12/14 12:00:00 UTC

>

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 3-30clearaccess-log0 00 0000D00OOO0OOO

goooo oo
Access list logging is not enable. 0000000000000 000oo0ooooooooon
goooooogo
Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon
Can't execute. 0o0booboobooboo0o0b00000000o
Connection failed to access list logging program. Oo000oooooooooooooooooooooooon

gobobooooooooooooooooooooooooo
oobobooooooooooooooooooooo

22
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show access-log flow

show access-log flow

gbobobooobooobooboboboboboooooboooooboobobon

gbobobooooboooboobobobooobooooomoooooooboobobobooboooon

oggoo

ooogogo

o0 IpOO0OO0O0OOODOODOOOODOODODOOD
show access-log flow mac [<ethernet type>] [{<source mac> <source mac mask>
| host <source mac> | any} {<destination mac> <destination mac masks> |
host <destination mac> | any}] [{vlan <vlan id list> | port <port lists>}]
[{in | out}] [packets-sort]

Olpva00000D0DOO0OOCOOODOCOOODO

show access-log flow ip [<protocols] [{<source ipv4> <source ipv4 wildcards>
| host <source ipv4> | any} {<destination ipv4> <destination ipv4 wildcards
| host <destination ipv4> | any}] [{vlan <vlan id list> | port <port lists>}]
[{in | out}] [packets-sort]

Olpv6eO00O0O00ODODOO0ODOOOOODOOOODO

show access-log flow ipvé [<next headers>]

[{<source ipvé>/<length> | host <source ipvé> | any}

{<destination ipvé>/<length> | host <destination ipvés>

| any}] [{vlan <vlan id list> | port <port list>}] [{in | out}] [packets-sort]

gboboboooobooboboboboooo

show access-log flow [{vlan <vlan id list> | port <port list>}] [{in | out}]
[packets-sort]

goobogoo

gboboooobooboboboooo

gogododogo

{mac | ip | ipv6 }
o0ooooooooooooooo

mac
OIpO00ODOODOODOOOODOOOOOOOOOOOOOOO

ip
IPv4a00000000000000000000000000

ipv6
Ipv6 00000000 D0O0OO0ODOOOODOODODODOODOOOD

gbooooooooobo
gbobooooooobooboboboboboboooboooboon

<ethernet type>
ddddddodooodooooooooooooooooooooon
0x0000 0 oxffff01l6 000 000OO0ODO0O

gbooooooooobo
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show access-log flow

gbobooooboobobobobooooooboboboboobooo

{<source mac> <source mac mask> | host <source mac> | any} {<destination mac> <destination mac
mask> | host <destination mac> | any}

0000000 MACOOODDODODOODDO MACOODOODOOUODOOOODDDOOOOOOO

ooooo

<source mac> <source mac mask>
<source mac>0 0000 MACOOOOOOOOODOO
<source macmask>0 0 MACOOOOOOODOOODOOODODOOOOODODOOOOOO
MACODOOOODOOOOOOO

host <source mac>
<sourcemac>0 000000000 MACOOUOOOOOODODDOOODOOODOOOODOO
od

<destination mac> <destination mac mask>
<destination mac>0 000 MACOOOOODOOOODOO
<destination macmask>0 0 MACOUOOODOOOOOOOOOOOOODOOOODOOOOOOO
MACODOOOODOOOOOOOO

host <destination mac>
<destinationmac>0 00000000 MACOOOODOODOODODODOODODDOOOOOOO
oodo

any
0000 MACOOODODOOODOOODOOOODODDODOOOOOO

gbooooooooobo
000 MACODODDODODODOODOD MACOOOOOOOOOOOOOOOO

<protocol>
dddddoooooooooooooobooooooboboboooooooa
00 2550 100000000000000000000000000D0D0ODODOODODOOODODOODOO

oo

0340000000000000

goooooo goooooooobooo
icmp 1
igmp 2
tep 6
udp 17

gbooooooooboobd
gbobooooobobobobooooooboboboboobooo

{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} {<destination ipv4> <destination ipv4
wildcard> | host {<destination ipv4> | any }
oo0ooooo Ipva0D00OD0ODOOOO IPVMO0OD0O0D0O0DOOOOOOOOODOODOODOODOO
agooad
<source 1pv4> <source ipv4 wildcard>
<sourceipv4>0 0000 IPv4000000OO0DOOOO
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show access-log flow

<source ipv4d wildcard>0 0 IPv4 00000000000 0OOCOOODOODOODOOOOOOO
ooooooo Ipvad0DODODOOOODOOO

host <source ipv4>
<sourceipv4>0 000000000 IPv4a0000000O00DOOOODODOOOOOOOO
0d

<destination ipv4> <destination ipv4 wildcard>
<destinationipv4>0 000 IPv4a 000000000 O0O
<destination ipv4 wildecard>0O 0 IPv4 0000000000 0COO0OOODOODOOOOOO
oo0oooooooIpva0000O0O0O0DOOO0ODO

host <destination ipv4>
<destinationipv4>0 00000000 IPv40 0000000000 DOOODODOODOOODO
aood

any
o000 Ipva000000DOOODOODODOOODOOODOOO

gbooooooooobo
oooIpva000000O0O0OOIPVA0O0O0O0ODOODOODOODOODODODOO

<next header>
0000000000000 DO0000000000bO00bOoOoo0oDOoo
o0 255010000000000000000000000D0DODO0OOOOO0OO0ODOOOODOO
oad

g3-s500000oooooon

gooooo gooooooooo
icmp 58
tep 6
udp 17

gbooooooooobo
gboobooooooobooboboboboboboooooboonDo

{<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length> | host {<destination
ipv6> | any }
oooDooooIpve000D0DOO0ODOOOIPv6eO0ODODOOODOOODOOODODOODOOODODOOO
goodd
<source ipv6>/<length>
<sourceipv6>0 0000 IPve 0O OOOODOODOODO
<length>O0O IPv6 0000000000 O0OODODOODOOODDOOODOOODODOOODOOD
agooad
host <source 1pv6>
<sourcelpve>1 000000000 IPveODODOOOO0ODOODOOODDOODOOODODOOO
gd
<destination ipv6>/<length>
<destinationipv6>0 000 IPv6e OO0 OO OOOOOOO
<length>O0O IPv6 0000000000 O0OODODODOODOOODDOOODOOODODOOODOOOD
gooad
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show access-log flow

host <destination ipv6>
<destinationipv6>0 00000000 IPv6e 000000000 DOODODOOOODOODOO

ooo

any
oooOOdIpve000D0O0OODOOODOODODOOODOOODOOO

obooooooooobo
OO0 Ipv6eO0O0O00DOOOOOIPv6eODOOOOOOOOODOOODO

tvlan <vlan id list> | port <port list>}
00000000000 00oo00ooo000ooo0ooDoDo0oooooooooon
vlan <vlan id list>
0000000000 VLANOODODOOOODODODOOOooooOo VLANIDOODOOoOOoooOo

gbooooooobo
<vlanidlist>00000000000000000000O0O0O0O0O0O0OOOOO0O0OO0

port <port list>
dddddooooooooooooooooooobooboooboobobooboboooobooooo
oo
<portlist>00000000000000O0O0O0OODOOOODOODOOOODOOODOOOODOOd

oo

gbooooooooboobd
gbobooooobobobobooooobonog

{in | out}
godoobooooooooooooboooobooooboooobo0ooooooooooooooao
gooooboooood
in

goddooodoooooobodoobooooboooboooooboo

out
goddooodoooooobodoobooooboooboooooboo

gbooooooooobo
gbooboooooooboboboboooboooboon

packets-sort
doddddooooooooooooooooboboobooobooboboobobobooooooa

obooooooooobo
OIpPOIPv40IPv6 D0 0DO0OO0O0DOOOOODODOOODOOOODOOOOODDOOODO

gbooooooboobobaonb
gboooooobooboboboooboooboon

gogodd

0330000oooooooooooon

> show access-log flow

Date 2009/12/14 12:00:00 UTC

ACL:denied:IN:0012.e25a.9839 (vlanl0 Ethernetl/1) -> 0012.e25a.7840, 2 packets
ACL:denied:IN:0012.e25a.983a(vlanl0 Ethernetl/1) -> 0012.e25a.7840, 1 packet
ACL:denied:IN:tcp 192.168.1.3(1024, vlanl0 Ethernetl/1) -> 192.168.2.1(22), 1
packet

ACL:denied:0UT:tcp 2001:db8::1(1024, vlanloO Ethernetl/1) -> 2001:db8::2(22,

26



show access-log flow

vlanll Ethernet3/1), 2 packets
>

goodgdao

oo

goobogoooo

ao
goboooooo

0 3-60show access-logflow OO OO OOO0O0OD0OOOODO

gpooog oo
Access list logging is not enable. 000000000000 00000oo00ooooooooon
ooboooooo
Can't execute this command in standby system. 00000000 0o0o0o0oooooooooon
Can't execute. gooboobooobooooobooboooboo
Connection failed to access list logging program. 0000000000000 000000o00o0o000ooon

gobobooooOooooOoooooooooooooooooo
ooboooooooooocoooooooooo

No access list logging entry. 00000000000000000000000000000
00000000 O0O0O0O0oO

goodgdao

oo
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clear access-log flow

clear access-log flow

gbobooooobooboboboboobobooboboboboboooooboobobOobon

ggodgguo

clear access-log flow [packets]

goobogooo

gbobooooooboobobobob

goodoogo

packets
Ogoodoooooooooo

gboboooooboboboboooboobooboboboboooboobooobobob
Ointerval 000000000 uwnlimit0 0000000000000

gboooooooboobd

gboboooooboobobobobooooooboobobobobooon

gogodd

0340000000000000000000000O0

> clear access-log flow
Date 2009/12/14 12:00:00 UTC

>

ggodgguo

oo

goobogoooboo

oo

goboooooo

O 3-70clearaccess-logflow D000 O0O00D0OOOO0OOO

ooooo

oo

Access list logging is not enable.

gobobooooooooooooooooooooooooo
ooooooood

Can't execute this command in standby system.

gooOooooooooooooooooooonoo

Can't execute.

obooooooooobooooocoooocoooo

Can't specify packets parameter.

packets 100000000000 OOOOODOOOOOOO
O00000O00OintervalD 0 unlimit 00000000000
oooooooo

Connection failed to access list logging program.

gobobooooooooooooooooooooooooo
gobobooooooooooooooooooooooooo
oobobooooooooooooooooooooo

goobogo

oo
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dump access-log

dump access-log

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooogon

goobognd

dump access-log

gogododogo

gboboooobooboboboooo
gogododogo

oo
gobood

O 3s500000poooooooooo

> dump access-1log
>

goodgdao

oo

gogoooogo

oo
goboooooo

0 3-80dumpaccess-log0 0000000000000

ooooo oo

Access list logging is not enable. 00000000000000000000000D00000
oooooooog

Can't execute. jodo0o00o0DoDoDOoDOOoooooooooo

Connection failed to access list logging program. 00000000000 o0oOo0ooooooooooooog

goooooooooooooooooOoooooooooo
goooooooooooooooobOoooooo

goodgdao

0000000ooo00ooDoooooooooooooooon
000000000 lusr/var/acllog/
0000000 acllogd_dump.gz

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboobooogooo
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restart access-log

restart access-log

gboboooooboobobobobooobooobogn

ggodgguo

restart access-log [-f] [core-file]

goobogooo

gbobooooooboobobobob

goodoogo

-f
gbobooooobooboboboooooboooobooboboboobboooooboobOoDbo

gbooooooooobo
gboooooobobabdo

core-file
O00o0oo00o0o0oo0oooooboOoooooooOo0ooooobooooooo

gbooooooooobo
gbooooooobobabd

gboobooooooobobon
gboboooooooboboboooooboooboobobobobooboboooooboobOoDbo

googod

03600000000000000O0

> restart access-log
Access list logging restart OK? (y/n): vy
>

goobogo

oo

goobogoooboo

oo

ugooooogo

O 3-90restartaccess-log0 000 0000D0OOCO0ODOO

ooooo oo

Access list logging doesn't seem to be running. 000000000000 00000O0oOoOoDooooooog
pooobobooooobooobobbooobbboooobooboo
pgooobobooooboooobbooobbbooooo

Access list logging program failed to be restarted. 000000000000 00000O0oOoOoDooooooog

oooooooooooocooo

Can't execute. obooooooooobooooocoooocoooo
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restart access-log

goodgdao

Joddoodooodooooooooooooooooon
000000000 fusr/var/core/
0000000 acllogd.core

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboooboobgooo
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debug access-log

debug access-log

gooOoOoOoOoOoOOoOOOOOOOOOOOOOOOOOOOOODOOO syslogODOODOOOoOoOoOO
gooon

goodogo
debug access-log [display]

goodoogo

gbobooooooboobobobob

goodoogo

display
0000000000ooooDOoDoog syslogOOO0O0ooooooooOoad

gboooooooboobd
OO00OOO0OOOOOOO syslogOODOOOOOOOOODOOQOOOOOODOODOODODDODODOO
oo

gogodd

O3r700000000OCOODODOO

> debug access-log
monitor: start access list logging event-log monitor (without screen display)
>

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 3-100debug access-log0 0000000000000

goooo oo
Access list logging is not enable. gooo0oOoO0oOoboOobOobOobOooobobooooobooboo
goooooogo
Already displayed for event-log. jo0o000ood0oo0OooooOoooOooooooo
Already printed for event-log. 0000000000000 0o0o0ooooooon
Can't execute. gooobooooboobobobobooooobooo
Connection failed to access list logging program. Joo0o00o0o0o00ooooDooooooDoooooooon

gooooooooobooooooooocoooboOooonod
oobobooooooooooooooooooooo

start access list logging event-log monitor J000000000o0o0o0o0OOoO0O0OOoOoOoDOoooooo
oooo

start access list logging event-log monitor (without 0000000000 oo0ooooooooooooooog

screen display) ooooo
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debug access-log

goodgdao

oo
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no debug access-log

no debug access-log

gooOoOoOoOoOoOOoOOOOOOOOOOOOOOOOOOOOODOOO syslogODOODOOOoOoOoOO
gooo

goobogo

no debug access-log

goodoogo

gbobooooooboobobobob

goodoogo
oo
googod

0380O00oOoOoooooooooo

> no debug access-log
monitor: stop access list logging event-log monitor
>

goobogo

oo

goobogoooboo

oo
ugooooogo

O 3-11M0nodebugaccess-log 0 000000000 OOOO

goooo oo
Access list logging is not enable. 00000000000000000000O00000000
goooooogo
Already does not printed for event-log. Ooo0oooo0oooooooooooooooon
Can't execute. jooooooogoooooooooooooo
Connection failed to access list logging program. 0000000000 oo0ooooooooooooooog

gooooooooobooooooooocoooboOooonod
gobooooooooooooooooooooo

stop access list logging event-log monitor J00000000000DOooooOooog

goobogo

oo
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QoS

0 300QoS

show qos-flow

clear qos-flow

show qos queueing

clear qos queueing

show qos queueing distribution

clear qos queueing distribution

show qos queueing interface

clear qos queueing interface

show qos queueing to-cpu

clear qos queueing to-cpu

show shaper

clear shaper

show shaper <port list>

clear shaper <port list>

35



show qos-flow

show qos-flow

0000000000000 0DO0 VLANODOODODODOQoeSOOOOOODOOOOOOip
qos-flow-groupl ipv6 qos-flow-groupd mac qos-flow-groupd OO0 OO0 QoSO OO DO OOOOOODOO
Oo0ddooodoooooooooooooooooooooooooon

goodogo

show gos-flow

show gos-flow <nif no.>/<port no.> [ <gos flow list name> ] [ { in | out } ]
[ layer2-forwarding ]

show gos-flow interface vlan <vlan id> [ <gos flow list name> ] [ { in | out } ]
[ { layer2-forwarding | layer3-forwarding
| layer2-and-layer3-fowarding } ]

ooooooo

gbobooooooboobobobob

goobogooo

<nif no.>/<port no.>
000000000000 D0000000o0o0o00O00o00o00o00oOoOgnd <nifno.>0
<portno>000000MMIOO0DOOO0ODOOODODODOODOOOODOOODOOO

interface vlan <vlan id>
0000 VLANODODOOOOOOoOOoDOODODoOoOo0oo0oooooooooao
<vlanid>0 0 interfacevlan 000000000 VLANIDOOODODOOO

<qos flow list name>
<qos flow list name>0 QoSO O D000 OO OODO
0000000000 odDbO0Doo0oO QSUOUOodooooodooooooooooooaon

gbooooooooboobd

Oo0oOoOOOOOOOOO0O0OOOOO0O00 QSOODOODOOODOOODOODOODOODOODOOOD
ooo

{in | out }
in0d InboundD O OO OOOO
outd OutboundD OO OO OOO
dddddooooooooooooooooobobobooboboboboboboobooooon
dooooooooooo
oo obobbbbbbbbobobbobooogooad

{layer2-forwarding | layer3-forwarding | layer2-and-layer3-fowarding }
layer2-forwardingD 000 20000
layer3-forwardingd 000 30000
layer2-and-layer3-forwardingd O 00 2000000 30000
0000000000000 0000000000oO00O0O0 QSUOO000Ooooooooaon
ddddooooooooooooo 2000000300000 oooOooooOD 2000
doooo sbobboooobooboooood

gbooooooooobo
Oo0OOOOOOOOOOOOODO 20000000 Q@SOOOOOOOOOO 300000
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show qos-flow

OO0 QSOOOooooooooooooOoOoOoOoOoOoOoDOOODOODO

gbobobobooooooon
0000000000000 0O0OU00U00OU0D QSUDUDUDUDUDDUDUDUODUDODDO

oo

gobood
e 000D ODDOODODODOODO QSOOOOODODODOOODODOODODODODODODOD

O410MACQoSOO0O0O0O0O0O0O0O0000O0

> show gos-flow 1/3 apple-talk-gos out
Date 2006/03/01 12:00:00 UTC
Using Port:1/3 out
MAC gos-flow-list:appletalk-gos layer2-forwarding
remark "QoS for appletalk"
any any appletalk (0x809b) action priority-class 5 discard-class 2
matched packets : 5642
>

04-20IPv4aQoSOOO0OOOOOOOOOO

> show gos-flow 1/7 http-gos out layer2-forwarding
Date 2006/03/01 12:00:00 UTC
Using Port:1/7 out
IP gos-flow-list:http-gos layer2-forwarding
remark "QoS for http"
tcp(6) any host 10.10.10.2 eq http(80) action priority-class 4
matched packets : 74699826
>

O04-30IPv6QoSOO0DO0OOOODOOODOO

> show gos-flow interface vlan 11 telnet-gos in
Date 2006/03/01 12:00:00 UTC
Using Interface:vlan 11 in
IPv6 gos-flow-list:telnet-gos layer2-forwarding

remark "QoS for telnet"

tcp(6) any host 3ffe:501:811:f£00::1 eq telnet (23) action priority-class 6
discard-class 2

matched packets : 612359745

>

0 4-40Advance QoS OO O0OODOOOOODOOO

> show gos-flow interface vlan 11 telnet-gos in
Date 2009/07/15 12:00:00 UTC
Using Interface:vlan 11 in
Advance gos-flow-list:telnet-gos layer2-and-layer3-forwarding
remark "QoS for mac-ipvée"
mac-ipvée 0012.e200.1234 ffff.ffff.0000 any tcp any host
2001:db8:1:£fe00::1 action priority-class 5 discard-class 1
matched packets : 345356711
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show qos-flow

04-50QeSOIUIOIONOOOOOOOOOOOOOO

> show gos-flow interface vlan 19 in
Date 2006/03/01 12:00:00 UTC
Using Interface:vlan 19 in
IP gos-flow-list:ftp-gos layer2-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 5488465101
IP gos-flow-list:ftp-gos layer3-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 24884656
IPv6 gos-flow-list:telnet-gos layer2-forwarding
remark "QoS for telnet"

tcp(6) any host 3ffe:501:811:££f00::1 eq telnet(23) action priority-class 6
discard-class 4

matched packets : 387252415
>

04-60infout000000OOCOO

> show gos-flow interface vlan 100
Date 2006/03/01 12:00:00 UTC
Using Interface:vlan 100 in
IP gos-flow-list:ftp-gos layer2-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 1684236799
IP gos-flow-list:ftp-gos layer3-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 17375692
IPv6 gos-flow-list:telnet-gos layer2-forwarding
remark "QoS for telnet"

tcp(6) any host 3ffe:501:811:££f00::1 eq telnet(23) action priority-class 6
discard-class 4

matched packets : 3454813846

Using Interface:vlan 100 out
IP gos-flow-list:smtp-gos layer2-forwarding
remark "QoS for smtp"
tcp(6) any any eq smtp(25) action priority-class 5 discard-class 3
matched packets : 5484365
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show qos-flow

U470 00000000DOO0O0O0O0DDOO

> show gos-flow
Date 2009/07/15 12:00:00 UTC
Using Port:1/12 in
IP gos-flow-list:http-gos layer2-forwarding
remark "QoS for http"
tcp(6) any host 10.10.10.2 eq http(80) action priority-class 4
matched packets : 745268726368

Using Port:1/12 out
IP gos-flow-list:http-gos layer2-forwarding
remark "QoS for http"
tcp(6) any host 10.10.10.2 eq http(80) action priority-class 4
matched packets : 564712387460

Using Interface:vlan 25 in
IP gos-flow-list:ftp-gos layer2-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 6278921654
IP gos-flow-list:ftp-gos layer3-forwarding
remark "QoS for ftp"
tcp(6) any any eq ftp(21l) action priority-class 3 discard-class 1
matched packets : 564712387460
IPv6 gos-flow-list:telnet-gos layer2-forwarding
remark "QoS for telnet"
tcp(6) any host 3ffe:501:811:f£00::1 eq telnet (23) action priority-class 6
discard-class 4
matched packets : 905671862
Advance qgos-flow-list:http-gqos layer2-and-layer3-forwarding
remark "QoS for http"
mac-ip 0012.e200.1234 ffff.ffff.0000 any tcp any host 10.10.10.2 eq
http action priority-class 4
matched packets : 562383337460

Using Interface:vlan 25 out
IP gos-flow-list:smtp-gos layer2-forwarding
remark "QoS for smtp"
tcp(6) any any eq smtp(25) action priority-class 5 discard-class 3
matched packets : 91384186

Using Interface:vlan 100 out
MAC gos-flow-list:apple-talk-gos layer2-forwarding
remark "QoS for apple-talk"
any any appletalk (0x809b) action priority-class 5 discard-class 2
matched packets : 73156
IP gos-flow-list:smtp-gos layer3-forwarding
remark "QoS for smtp"
tcp(6) any any eq smtp(25) action priority-class 5 discard-class 3
matched packets : 26444786
>

e 100IODODONOOOOO QSOODODODODDDODDODODODODOODODODODOO

O4800000C0OCOCOOOIPVMQeSOOODOODOODOODODODOO

> show gos-flow interface vlan 10 http-gos-min
Date 2006/10/01 12:00:00 UTC
Using Interface:vlan 10 out
IP gos-flow-list:http-gos-min layer3-forwarding
remark "http min-rate 256k"
tcp(6) any any eq http(80) action priority-class 4 min-rate 256
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show qos-flow

min-rate-burst 4000 penalty-discard-class 1
matched packets
(min-rate over) : 146723
(min-rate under) : 2118673486
>

04900000000000001IPV4QeSOOONOOOOOOOOOO

> show gos-flow interface vlan 100 http-gos-max
Date 2006/10/01 12:00:00 UTC
Using Interface:vlan 100 in
IP gos-flow-list:http-gos-max layer3-forwarding
remark "http max-rate 256k"
tcp(6) any any eq http(80) action priority-class 4 max-rate 256
max-rate-burst 4000
matched packets
(max-rate over) : 7246485
(max-rate under) : 1547819347
>

041000000000 0000OOO0ODOOCOOIPVMQeSODOOOODOOOOODDOO

> show gos-flow interface vlan 1000 http-gos-max-min
Date 2006/10/01 12:00:00 UTC
Using Interface:vlan 1000 in
IP gos-flow-list:http-gos-max-min layer3-forwarding

remark "http max 512 min 64"

tcp(6) any any eq http(80) action priority-class 4 max-rate 512 min-rate
64 penalty-discard-class 1

matched packets

(max-rate over) : 92720
(min-rate over) : 547895
(min-rate under) : 1672368291

ggodgguo
gboobooooooooboobobob

> show gos-flow 1/7 http-gos
Date 2006/03/01 12:00:00 UTC

Using Port:1/7 in R goooooood
IP gos-flow-list:http-gos layer2-forwarding <--------- osO OO nononon
remark "QoS for http" Cmmmmmm - - oosOOOOOODO
tcp any host 10.10.10.2 eq http action priority-class 4 <--QosSOUOOODOOOMO
matched packets : 74699826 <--000OO
>
0410QoSOOO0O0OODOODOOOOOOODO
oooo gooo
gooo oo
oooooooo0 | Using Porti<nif no.>/<port no.> in Inbound 00 QoSO O DOOOOOODOOOO
goOooooboobobogoo
Using Port:<nif no.>/<port no.> out Outbound 00 QoSOOODOODOOOOO
gooo0o0oO0oobooooboo
Using Interface:vlan <vlan id> in Inbound 00 QoSO OOOOOOOODOO
VLANOOOOOOODO
Using Interface:vlan <vlan id> out Outbound 00 QoSO OO OOOOOOOO

VLANOOOOOOODO
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show qos-flow

ooono

oooo

oooo

oo

QoSOO0D00O00
0o

MAC qos-flow-list:<qos flow list name>
layer2-forwarding

QSO UI0O00DD0O0ODOO0OONDDOOOODO
00020000000 MACQoSOOOOO
ooo

IP qos-flow-list:<qos flow list name>
layer2-forwarding

QSO00O0O00O0OO0bO0OO0bOOoOobooooo
00020000000 1IPv4QoSOO00ODOOO
oo

IP qos-flow-list:<qos flow list name>
layer3-forwarding

QSOO00O0O0O0O0O0bO0OO0bOOoOobLooooo
00030000000 IPv4aQoSO0OOODOO
oo

IPv6 qos-flow-list:<qos flow list name>
layer2-forwarding

QSO00O0O0O0O0OO0bO0OObOoOobLooooo
00020000000 IPv6eQoSO0OOODOO
oo

IPv6 qos-flow-list:<qos flow list name>
layer3-forwarding

QSO UI000DD0O0ODOO0OONDODOOOOD
00030000000 IPv6eQoSO0OOODOO
oo

Advance qos-flow-list:<qos flow list name>

layer2-forwarding

QoSO0O00D0O0UDN0OO0UODOoOUODooOOOn
000 20000000 Advance QoSO O OO
oooooo

Advance qos-flow-list:<qos flow list name>

layer2-and-layer3-forwarding

QoSO000D0O0UIDN0OO0UOOoOoUoDoOon
0002000000 30b0000Db0O
Advance QoSO OOOOOOOOO

QoSOO0D0D0ODO
ooo

QSO D000 DD00NNDmMODDDO0ODNDD00NNDO0NONDDOODDO Vol207.QoSOOOO
goobooooooooooooooooooobooooobooooo

oooao

matched packets:<packets>

QSO UI000DD00O0ODOOO0ODDODOOD
ooooo

matched | (max-rate over) :<packets>
packets

QoSOO00O0D00OODOOObObOoboboOoBbbDO
oooooooooooocoooo

(max-rate under):<packets>

QoSOO00O0DOOODOOObOOobOoOobbDO
gobooooooooobooooo

(min-rate over) ‘<packets>

QSO UI000DD00O0ODOO0OODDODOOD
gobooooooooobooooo

(min-rate under):<packets>

QSO UI000DD00O0ODOOO0ODbLDOO0D
oooooooooooocoooo

gogoooogo

oo

ogooooogo

0 4-20showqos-flow0 0000000 OOOOODO

ooood

od

Can't execute this command in standby system.

oboooooooooooooooooooooon
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show qos-flow

ooooo

oo

Can't execute.

oobooooooooooo

oooooooogoo

e« active J 00 BSUOCSUOOO MSUOOOOOOOOO
000 BSuOCSUOOO MSUO active0O0ODODOOO
goooooooooooooood

* QSOOO0O0O0O0OOOOODObOOObOOObOOOLoOO
gooooooooooooo

Illegal NIF -- <nif no.>.

NIFOOODDODOOOOODODO0O0O0o0Ooo0ooooooooo
gooooa
<nif no.> NIF O O

Illegal Port -- <port no.>.

Jodo000o00o0oo00oooDooDOooDoooooooooon
gooooooo
<portno.>0O 0000

No configuration.

0o0o000o00o0o00oob0oob0o VveANOOOOooooo
QSO IO000D0OO0O0DOOO00DO0O00DOOODODOO
0QeSO0O0O00O00O00DO0O0ODO0O0OO0OOooDO

No such interface.

gobOooooocoooocOo0ooOooOooocOoooboooaon
goboooooocooooooooo

No such qos-flow-list-name.

00000 QSUOO0O0O00OD0ODOO <qos flow list name> [J
QSO0 0I0D00O00NDOO0UODDOUODOOoODOOoOoUODDO
00000o00o0oooooooooooog

goobogo

oo
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clear gqos-flow

clear qos-flow

showqos-flow 00000000 0QSOO0OO0OO0OOODOODOODOOOOOOOOOGO
O matchedpackets OO0 OO0 000O0OO0OO

ogoooon

clear gos-flow

clear gos-flow <nif no.>/<port no.> [ <gos flow list name> ] [ { in | out } ]
[ layer2-forwarding ]

clear gos-flow interface vlan <vlan id> [ <gos flow list name> ] [ { in | out } ]
[ { layer2-forwarding | layer3-forwarding
| layer2-and-layer3-fowarding } ]

goooodn

gboboooooobooobooboooo

goobogoo

<nif no.>/<port no.>
0000000000000 odod0oo0o0o0oooDoOooDOU0OooOoOoOoOn <nif
no><portno>000000OIO0OOOOOOOOO0O0OOOOOOOOOOOO

interface vlan <vlan id>
0000 VLANODOOOODODOOOOooooooooooooooo
<vlanid>0 0 interfacevlan 000000000 VLANIDOOOODOOO

<qos flow list name>
<qos flow list name>0 QoSO 000 OOOOODO
0000000000000 00O0DoDOo QSUO0i0Dd0D0oooooooooooooonooooo
gd
gdoooooooooo

gooOoOoOoOoOOOOOOOOOODO0ODO QSOOOoOOOOOOOOOoOoOoOoOoLoLOoOO
gooon

{in | out }
in0d InboundD 0000000
outd OutboundD OO OO OOO
dddddooooooooo0oooooooooooooobobobobOoooOoUooOoo

gbooooooooobo
gbobooooobooboboboboobooboboboboboboboobbOobOono

{layer2-forwarding | layer3-forwarding | layer2-and-layer3-fowarding }
layer2-forwardingD 000 20000
layer3-forwardingd OO0 30000
layer2-and-layer3-forwardingD O 00 2000000 30000
0000000000000 0000000000o0oOdDO QSOO0DODOooooooon
doooobobooooobobbobobbob 2000000 3000O0O0O0OOO0O000000O0O0gd
200000000 300000000000ODODDODOO

gbooooooooobo
OO00OO00OO0OO0OOOOOOOOD 20000000 QSOOOOOOOOoOoOo30000oO
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clear qos-flow

OO0 QSOOoOOooooooooooooooooooooooooooo

gboobooooooobobon
g000OO0OO0OO0OU00OO00O0OO0O0O0O0O0OUO0OU00OD QSUUOUUOODULOUOODUODOOOOODoOOO

goooo
googod

04-MMO0000C0O0DO

> clear qgos-flow 1/7 http-gos
Date 2006/03/01 12:00:00 UTC
>

goobogo

oo

ggoooooo

oo
ugooooogo

0 4-30clearqos-flow 0 000000 O0OOOOOO

ooooo oo

Can't execute this command in standby system. 0000000000000 ooOoooooonoo

Can't execute. go0oOoOoooooooao
ogooooooooo
e active DO 0O BSUODCSUOD OO MSUOOOOOOOODO
OO0 BSUOCSUOOO MSUO active DO O OOOOO
Oooooooooooooooad
e QSOUOD00ODO0ODOODODODODDODODODODODODOOOO
Ogoooooooooood

Illegal NIF -- <nif no.>. OO0 NIFOOOOOOoDOOoODOoooOooooooooooooo
goooooa
<nif no.> NIF O O

Illegal Port -- <port no.>. Jdd000d0ooo0DooOoO0oDoO00oOoOoOoooOoooo
gooooboog

<portno.>0 0000

No configuration. 00000D00000000O000 VLANOOOOOOODO
QoSO0D00O0D0DONDDDNO0DONONDDONDDONNDDODn
00000000 QSOO00D0000D000ND00noNoDn
ooooooo

No such interface. odd0od0d0oo0oooO0O0ooOoooooooDooooon
go00o000o0oooooobooooa

No such qos-flow-list-name. 00000 QSO00D0D0D00O0 <qos flow list name> 0
QSI0D0000DD0DDO0DONONDND0NDOONDOODO
o0ooo00ooOoooooog

goobogo

00000000000 O0axsQosFlowStats 00000 MIBOOO oO0OdOdO0OOQd
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show qos queueing

show qos queueing
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show qos queueing
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show qos queueing
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show gos queueing [<port lists> [{inbound | outbound}]]
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gboboooooobooboboboboooooobobobobooboboooooboobOobOobo
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show qos queueing

0000000000000 0000000000000000000<portlist>0000000
oooboboooooboooomuooooooooooooboboooboooooDoo
goocCcpPUOODUOODOOOOOOOOOOOO

gbooooooooobo
goooooooboon
« CPUODOOOOODO
e JO000D0O0ODOOOOOOOOOOODOODODODOOOOODOODn
e JO00OO0O0ODOOOOOOOOOOODOODLODO

{inbound | outbound}
0000000000000 0D00d0O00O<portlist>000000000000000O0O

inbound
o0o0ooooooooooon

outbound
O0o00ooO0ooo0ooooooono

gboooooooboobd
gbobooooobooboboobooboonoo
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show qos queueing

gogodd
e 00O DOODOODOODODOODOODOODO

04-100000000000000000AX6700S1IAX6600S0

> show gos gqueueing
Date 2008/04/16 12:00:00 UTC
BSU1:To-CPU
Max Queue=16
Queuel: Qlen=0, Peak Qlen=0, Limit Qlen=1023

discard send_pkt discard pkt send_byte
1 0 0 -
2 0 0 -
3 0 0 -
4 0 0 -
total 0 0 0

BSU1l:NIF1/Portl-24 (Distribution Queuel, outbound)
Max Queue=8
Queuel: Qlen=0, Peak Qlen=0, Limit Qlen=2047

discard send_pkt discard pkt send byte
1 0 0 -
2 0 0 -
3 0 0 -
4 0 0 -
total 0 0 0

BSU1:NIF1/Portl-24 (Distribution Queue2, outbound)
Max Queue=8
Queuel: Qlen=0, Peak Qlen=2, Limit Qlen=2047

discard send_pkt discard pkt send byte
1 0 0 -
2 0 0 -
3 0 0 -
4 1594804 0 -
total 1594804 0 2308.7M

NIF1l/Portl (outbound)
Max Queue=8, Rate=100Mbit/s, Schedule mode=pg
Queuel: Qlen=32, Peak Qlen=255, Limit Qlen=255, Drop mode=tail drop
send_pkt discard pkt send byte
total 813432 85 1174 .4M

BSU1:NIF1/Port1,3,5,7,9,11,13,15,17,19,21,23 (Distribution_Queue, inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=127
send_pkt discard pkt send byte
total 8 0 480

NIFl/Portl (inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=63

discard send_pkt discard pkt send byte
1 8 0 -
2 0 0 -

total 8 0 480

NIF1l/Port24 (inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=63
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discard
1
2
total
>

a
gboobaob
0 axee600s0

Ood

send pkt

discard pkt send_byte
0 -
0 -
0 240
oooooooo
oooboooobcsudonooooon

show qos queueing
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show qos queueing

04-200000000000000000AX6300SO

> show gos gqueueing
Date 2008/04/16 12:00:00 UTC
To-CPU
Max Queue=8
Queuel: Qlen=0,

discard send_pkt
1 93411
2 0
3 0
4 0
total 93411

Peak Qlen=384, Limit Qlen=1023

discard pkt
3165766

0

0

0

3165766

NIF1l/Portl-24 (Distribution Queue, outbound)

Max Queue=8
Queuel: Qlen=0,

discard send_pkt

1 0

2 0

3 0

4 6405232

total 6405232
To_ Port_ Queue

To NIFl/Port 1- 4

To NIFl/Port 5- 8

To NIF1l/Port 9-12

To NIF1l/Portl3-16

To NIF1/Portl7-20

To NIFl/Port21-24
NIF1l/Portl (outbound)

Max Queue=8, Rate=100Mbit/s,
Queuel: Qlen=0,
send_pkt

total 3203665

Peak Qlen=2,

Limit Qlen=2047
discard pkt

O O O oo

discard pkt

O O O O o o

Schedule mode=pq

discard pkt
0

NIF1l/Portl-24 (Distribution Queue, inbound)

Max Queue=1
Queuel: Qlen=0,
send_pkt
total 34877867
NIF1l/Portl (inbound)
Max Queue=1
Queuel: Qlen=0,

discard send_pkt
1 192
2 0
total 192
NIF1l/Port24 (inbound)

Max Queue=1
Queuel: Qlen=0,

discard send_pkt
1 192
2 0
total 192

>

gboboboooooooooboboor
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Peak Qlen=2,

Peak Qlen=1,

Peak Qlen=1,

Limit Qlen=127
discard pkt
0

Limit Qlen=255
discard pkt
0
0
0

Limit Qlen=255
discard pkt
0
0
0

-"gogooooo

send_byte

send byte

9272 .7M

Peak Qlen=51, Limit Qlen=255, Drop mode=tail drop

send byte
4625.6M

send byte
38.1G

send byte

15.8k

send byte

15.8k



goodgdao

04-40000000000AX6700S1 AX6600S0

show qos queueing

gooo gooo
gooo oo
Oooooog | NIF<nif no.>/Port<port no.> (outbound) 0oooooon
oo
NIF<nif no.>/Port<port no.>-<port no.> (outbound) oooooooo
NIF<nif no.>/Port<port no.> (inbound) oooooooo
NIF<nif no.>/Port<port no.>-<port no.> (inbound) oooooooo
AX6700S | BSU<bsu no.>:NIF<nif no.>/Port<port Jo0o00oo0o00ooooooooo 1
ooog no.> (Distribution_Queuel, outbound)
BSU<bsu no.>:NIF<nif no.>/Port<port Joo0ooooooooooooo 1
no.>-<port no.> (Distribution_Queuel,
outbound)
BSU<bsu no.>:NIF<nif no.>/Port<port Jooooooooooooooo 2
no.> (Distribution_Queue2, outbound)
BSU<bsuno.>:NIF<nif No.>/Port<port QOO0 0000000O000OCOO0O 2
no.>- <port no.> (Distribution_Queue2,
outbound)
BSU<bsu no.>:NIF<nif no.>/Port<port BSUOOOOOOOOOOOOOOOOOOO
no.>- <port no.> (Distribution_Queue, Oo0ooO00O0O00O0OO0oooonD
inbound)
BSU<bsu no.>:NIF<nif no.>/Port<port BSUOOOOOOOOOOO MACOOOOO
no.> <port no.> (Distribution_Queuel, OpoOoOoOoOO0O0000000OOOOO000
inbound) Ooog 10
BSU<bsu no.>:NIF<nif no.>/Port<port #BSUOOOOOOOOOOO MACOOOOO
no.> <port no.> (Distribution_Queue2, OpoOoOoOOO000O00000OOOOOO000
inbound) oo 20
BSU<bsu no.>To-CPU cpuOOOOOOO
AX6600S = CSU<csu no.>:NIF<nif no.>/Port<port 00000000o0O0oooOoooo
oono no.> (Distribution_Queue, outbound)
CSU<csu no.>:NIF<nif no.>/Port<port 00000000o0O0oooOoooo
no.>-<port no.> (Distribution_Queue,
outbound)
CSU<csu no.>:NIF<nif no.>/Port<port 00000000o0O0oooOoooo
no.> (Distribution_Queue, inbound)
CSU<csu no.>:NIF<nif no.>/Port<port oooooooooooooooo
no.>-<port no.> (Distribution_Queue,
inbound)
CSU<csu no.>:To-CPU cpuOOOoOoOoOonO
QoS OO Max_Queue=<number of queue> ooooo

Rate=<rate>

ooo0ooooooooooooooo

- 0O0O0O0O0O0OO0O0OOOOODOOOOOO
0Mob000000000 NIFOOODO-

 JO00O00O0O0O0OOOODOOOOOOO0
oobOooooOooooooooooooo
ooooooo
oob0ooooooooocOoooooooon
oo
oobOooooOooooooooooooo

53



show qos queueing

ooono ooono

oooao oo

Schedule_mode=<schedule mode> 000000 oOoOoOooOooOooooooon
joodd0ooo0ooUoOoomooooo
0O000ooog Veol20e1.20000000
jooodoooooooo

oooon Queue<queue no.>: googo
Qlen=<queue length> joodooooooooooo
Peak_Qlen=<queue length> Jo00000ooooooogoooooo
Limit_Qlen=<queue length> goooboobooboooboooooo
Drop_mode=tail_drop 000000000 tail_drop

oooo discard oooooooog

- JO000O0O0O0O0OOOOOOOOOOOO
000000000000 Vol.20 6.10 NIF
oooooooooooooooooooon
00000000 Vol200O 6-32NIFO OO
goooooooobooz2smoooooo
00000000000 Vol20 O 6-33 NIF
goooooooooooboogsmoono
oooooooooooooo

send_pkt goodoooooood
discard_pkt jooddooooooooooooo
send_byte gooobobbooooboooobbooooo

kO 10240M O 102420 G O 102430
MACODOOOO DATAODOO PAD O O0OFCS
0o0000O0000o0oon

total 00000000000 kO 10240MDO
102420 G O 102430

gooooo0oooooo0ooooo BSsUoooooooooooDoooDoDODODO

04-50000000000AXe300s0O

ooood ooood
ooono oo
oooooon NIF<nif no.>/Port<port no.> (outbound) oooooooao
ooo

NIF<nif no.>/Port<port no.>-<port no.> (outbound) ooooooog

NIF<nif no.>/Port<port no.> (inbound) gooooooo
NIF<nif no.>/Port<port no.>-<port no.> (inbound) gooooooo
NIF<nif no.>/Port<port no.>- <port no.> 0O000o0oooooooooooo
(Distribution_Queue, outbound)
NIF<nif no.>/Port<port no.>- <port no.> J0o00oOo0ooooooooooo
(Distribution_Queue, inbound)
To_Port_Queue goodooooooo
To NIF<nif no.>/Port<port no.>- <port no.>
To-CPU cpunoOooooog
QoSO 0O Max_Queue=<number of queue> goooo
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show qos queueing

oooo

oooo

oooao

oo

Rate=<rate>

oooooooooooooooooo

- JO000O0O0O0O0COOOOOOOOOOOO
OMmooboO0oo0oo00O00ONIFOODODO-

- JO000O0O0O0O0OOOOOOOOOOOO
ooboooooooooocoooocoooon
ooooooo
ooboooooooooocoooocoooon
oo
oobOooooboooobooooobooooo

Schedule_mode=<schedule mode>

goooooooooocoooooooooo
0000000o000o0000moobooon
00000000 Vol206.1.20000000
gbooooooooooo

ooooo Queue<queue no.>:

ooooo

Qlen=<queue length>

ooooooooooooooo

Peak_Qlen=<queue length>

goooooooooooooooooo

Limit_Qlen=<queue length>

oooooooooooooooooo

Drop_mode=tail_drop

00000000 Od tail_drop

oooo discard

ooooooood

- JO0O00O0OO0OOOODOOOOOOOOO
000000000000 Vol.20 6.10 NIF
oobooooboooooboooooobooooo
00000000 Vol.2ODO 6-35 NIFO OO
goooooooobooz2BmoobooooDo
00000000000 Vol.20O O 6-36 NIF
gooooooooooooosBmooo
oooooooooooooo

send_pkt

ooboooooooood

discard_pkt

gooooooooooooooooon

send_byte 000000000000 000000000
kO 10240M O 102420 G O 1024°0
MACODOOOO DATAODOO PAD O O0OFCS
0Oo00O0000o0oooon

total 00000000000 kO 10240M O

1024%0 G O 1024°0

gogoooogo

oo

goboooooo

0 4-60showqosqueueing0 000000 OO0OOOOO

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

oboooooooooood

active 100 BSUOCSUOOO MSUOOOOOOOOOO
OO0 BSUOCSUOOO MSUO activeDOOOOOOOOO
ooooooooooo
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show qos queueing

ooooo

oo

Illegal NIF -- <nif no.>.

O0ONIFOOOOOOODOOOODOOOODODOoOoOoooooo
gooooo
<nif no.> NIF O O

Illegal Port -- <port no.>.

joopoooooooooooooooooooooooodg
goooooo
<portno>0 0000

No operational port.

0000000000000 000000 NIFO active OO
gboooooooooocoooooooo

goobogo

oo
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clear qos queueing

clear qos queueing

show qosqueveing 0 00000000000 O0OOOODOOOOOOOOOO

goodgdao

clear gos queueing [<port list>] [{inbound | outbound}]

goobogoo

gboboooobooboboboooo

gogododogo

<port list>
0000000000000 000o0000ooD00o0o00o0oo0o0Doo00oDoooooo

O0000000000000000000 0000000 0<portlist>00000000000

gooboboooomooooboooooooooboboooboooooDooog
goocCcpPULOODUOODOODOOOOOOOOOO

{inbound | outbound}
0000000000000 DO000O00O<portlist>000000000000O00O0O0O

inbound
O0o0o0oooooooboOonooOoooo

outbound
Jdddoooooooobooooooo

obooooooooobo
gboobooooooobooboboboobOobOOoOn

gobood
e JOI0O0ODODODLOOOODOOOODODODODLOOOOODOD

0421000000D00C00DOOOOODOOo OOODOOOOO

> clear gos queueing
Date 2006/03/01 12:00:00 UTC
>

goodgdao

oo

goobogoooo

ao

goboooooo

0 4-70clearqosqueueing0 000000000 ODOOO

ooooo oo

Can't execute this command in standby system. J0000000D0O0D00D0O0oO0O0oO0oOoooOoo
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clear qos queueing

ooooo oo

Can't execute. Joo0dodoooooooo
active 00O BSUOCSUOOO MSUOOOOOOOOOO
00 BSUOCSUOODO MSUD activeDO0OODOOOOODO
Oo0oO0oOoOooooono

Tllegal NIF -- <nif no.>. OO0ONIFOOOOODODOOOOOOODODOOOO0OO0O0O0O
gooooo
<nif no.> NIF O O

Illegal Port -- <port no.>. 0000000000000000000000000000
oooooo

<portno.>[0 0000

No operational port. 0000000000000 000000 NIFO actived O
JO0oO000oOooooboboooOooooon

ggodgguo

« J0U000000O0O0OOOaxsEtherTxQoSOODODD MIBOODO oO0OdOdoood

- 00000000000 Oshowsflow 1000000000 O0O00OOODroppedQuedO 000000
ao
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show gos queueing distribution

show qos queueing distribution

gboboooooboobobobobobooooobooboboboobooboono

gbobobobooobooooobooboobobobooooo

gbobooooogoo
gbooboboo
gboboooooonog
gooboooooon
gbobooooogoo

000D0O0O00O00D00O0Oshowqosqueueing 00000000 O0OOOOO

AX6700SO0 00O 4-12000000000NK1IGS-8M O O M AX6700SI1T01 0 4-130 0000
000 0ONK1GS-8MII AX6700SM

AX6600S 0000 4-140 00000000 NK1GS-8M O O M AX6600SIT01 0 4-1500000
000 O NK1GS-8M[M AX6600S

AX6300SO0 00O 41600000000 0NH1GS-6MO NH10G-1RX 0 O [T AX6300S[J

goobognd
AX6700S0 0 O

show gos queueing distribution [<bsu no.>] <port lists>

[{inbound | outbound [queue <gueue number lists]}]

AX6600S0 O O

show gos queueing distribution [<csu no.>] <port lists

[{inbound | outbound [gueue <gueue number lists]}]

AX6300S0 00O

show gos queueing distribution <port lists

[{inbound | outbound [queue <gueue number list>]}]

gogododogo

gboboooooobooobooboooo

gogododogo

<bsu no.>0 AX6700S0O

BsUOOOOOOOOO
go0ooo BSUOOOOOOO10300000000000000000000O0O0
1. 0ob00obooooooooboooboboboooon

2. BSUOOOOOOO0O000O0MACOOOOOOOOO0OO0O0O0O000000000000000
gbobobooooo

gooBsUOOOOOQOOOOOOOOOOQOOOOODOODOODODOOOODOODOODODODODODO
go0oO0oOoOoooooo BSUOOOOOOOOOO

gbooooooooobo
OooO0oo BSUOOOOOOOOOO

<csu no.>0 AX6600S0

cstoooooooon

goooo cSl00ooooolo2000000000ooooooooooooo
1. boboboooobooboobobobooooon
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show qos queueing distribution

goooooOoOoOoOoOoOoOOOOOOOOOOOOOOOOOOOO CSUOODOoDODOoOOoOOO

gboooooooboobd
goooocsuooooooonoono

<port list>
g00d0o0o000ooo0oUooo0o0oDo0o0ooo0ooDoO0o0ooooooDoO00oDoOoOOoooOo
O00000OO<portlist>0 0000000000000 00D0DO0OMDOO0ODODOOOOOOO

oboooooooobo

{inbound | outbound}
Og0o0ooooooooooooooboon

inbound
O0o00ooO0ooooooooono

outbound
O0o00ooO0ooooooooono

gbooooooooobo
gboboooooobooboboobooboonog

queue <queue number list>
dddddooooooooooooooooobooboooobobooboobooooo
dddddooooooooooorbo 8ooo
jddoooooooooooooooboo

gbooooooooobo
gboboooooobooboobobob

gbooooooooobobon
gbooooobooboboboooboobooboboboboboooobooboobOobo

googod
e I0OOOOOODLDODODODLDOOLOOOUDLODLODLODOOOOO

04-22000000000000000000000000000AX6700SO

> show gos queueing distribution 1 1/1-24 inbound
Date 2008/04/16 17:38:47 UTC
Specified BSU number ignored in displaying of Distribution Inbound Queue.
BSU1:NIF1/Portl,3,5,7,9,11,13,15,17,19,21,23 (Distribution Queue, inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=127
send_pkt discard pkt send_byte
total 8 0 480
g
g
BSU1l:NIF1/Port2,4,6,8,10,12,14,16,18,20,22,24 (Distribution Queue, inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=127
send_pkt discard pkt send byte
total 10473035 0 14.7G

>
gooooooooobobobobo---0000D00ODO
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show qos queueing distribution

042300 000000000000000000000O00O0O0O0OAX6600SO

> show gos queueing distribution 1 1/1-24 inbound
Date 2008/12/16 17:38:47 UTC
CsUl:NIF1l/Port1,3,5,7,9,11,13,15,17,19,21,23 (Distribution Queue, inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=127
send_pkt discard pkt send_byte
total 10473035 0 14.7G

>
gboboboobooboooboooboo--rOo00O0OD0OoO

042400 000000000000000000O0O00O00O0O0O0OAX6300SO

> show gos queueing distribution 1/11 inbound
Date 2008/04/16 17:44:03 UTC
NIF1l/Portl-24 (Distribution Queue, inbound)
Max Queue=1
Queuel: Qlen=0, Peak Qlen=2, Limit Qlen=127
send pkt discard pkt send_byte
total 34877867 0 38.1G

>
gboboboooboobooobooboo--rO000O0000Oo

e J0IDOODODOOLODOODOODODODOOLOOOOOOODOODOD

042500 000000000000000C00O00O0O0O0O0ODOOAXero0osO

> show gos queueing distribution 1 1/11 outbound
Date 2008/04/16 12:00:00 UTC
BSU1:NIF1/Portl-24 (Distribution Queuel, outbound)
Max Queue=8

Queuel: Qlen=0, Peak Qlen=0, Limit Qlen=2047

discard send pkt discard pkt send_byte
1 0 0 -
2 0 0 -
3 0 0 -
4 0 0 -
total 0 0 0

BSU1:NIF1/Portl-24 (Distribution Queue2, outbound)
Max Queue=8
Queuel: Qlen=0, Peak Qlen=2, Limit Qlen=2047

discard send pkt discard pkt send_byte
1 0 0 -
2 0 0 -
3 0 0 -
4 2122452 0 -
total 2122452 0 3072.6M

Queue8: Qlen=0, Peak Qlen=2, Limit Qlen=2047

discard send_ pkt discard pkt send_byte
1 0 0 -
2 0 0 -
3 0 0 -
4 2122478 0 -
total 2122478 0 3072.6M

>

ggoogooobooobooobooobo--DOOo0DLO0On
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show qos queueing distribution

62

0420000 000000000000000O0O0O0O0O0O0O0O0OAX6600SO

> show gos queueing distribution 1 1/11 outbound
Date 2008/12/16 12:00:00 UTC

CSU1:NIF1l/Portl-24
Max Queue=8
Queuel: Qlen=0,
discard

Queue8: Qlen=0, Peak Qlen=2, Limit Qlen=2047

discard
1

2

3

4

total

>
gboooooooooboboboobo---000000D0

(Distribution Queue, outbound)

send_pkt

O OO oo

send_pkt
0

0

0
2122478
2122478

Peak Qlen=0, Limit Qlen=2047

discard pkt

O OO oo

discard pkt

O O O oo

send_byte

send byte

3072.6M

04-2700000000000DOO0O0OOCOODOOOO0ODOOAXe300sO

> show gos queueing distribution 1/11 outbound

Date 2008/04/16 12:00:00 UTC

NIF1l/Portl-24 (Distribution Queue, outbound)

Max Queue=8
Queuel: Qlen=0,
discard

Queue8: Qlen=0, Peak Qlen=3, Limit Qlen=2047

discard
1

2

3

4

total

To Port_ Queue

To NIF1l/Port 9-12

>
gooooooooobobobobo---0000D0O0ODO

send_pkt
0

0

0
6405232
6405232

send_pkt
0

0

0
6833698
6833698

Peak Qlen=2, Limit Qlen=2047

discard pkt

O O O oo

discard pkt

discard pkt

0

O O O O o

send byte

9272 .7M

send byte

9290.1M



goodgdao

04-80000000000AX6700S1 AX6600S0

show qos queueing distribution

goono oooo
oooo oo
BSUODOODO Specified BSU number ignored in displaying of 000000 000oo0oDOoooooooooo
oo Distribution Inbound Queue. 000 BSUOOOOOOOOODOODOOOO
gooooBSUOOODOOODODOOOOOO
jooooooooBSUOODODOOOOOO
goooooog
ooooooo AX6700S BSU<bsu no.>:NIF<nif no.>/ Jo0o0o00o0o0ooooooooo
0o ooo Port<port no.> (Distribution_Queuel,
outbound)
BSU<bsu no.>:NIF<nif no.>/ 0J000000o0oOoooooooo 1
Port<port no.>-<port no.>
(Distribution_Queuel, outbound)
BSU<bsu no.>:NIF<nif no.>/ 0J000O00oooOooooooog 2
Port<port no.> (Distribution_Queue2,
outbound)
BSU<bsu no.>:NIF<nif No.>/ 0J000O00oooOooooooog 2
Port<port no.>- <port no.>
(Distribution_Queue2, outbound)
BSU<bsu no.>:NIF<nif no.>/ BSUOOOOOOODOOODODOOOOOODOO
Port<port no.>" <port no.> oooooO0o0O0o0Ooooooooool
(Distribution_Queue, inbound)
BSU<bsu no.>:NIF<nif no.>/ BSUOOOOODOOODOOO MACOODOO
Port<port no.>- <port no.> 0od0o00o0oooobOoOoOobobooooo
(Distribution_Queuel, inbound) oooo 1o
BSU<bsu no.>:NIF<nif no.>/ BSUOOOOOOOOOOO MACOODOO
Port<port no.>- <port no.> 0od0o00o0oooobOoOoOobobooooo
(Distribution_Queue2, inbound) oooog 20
AX6600S CSU<csu no.>:NIF<nif no.>/ oooooooooooooooo
oono Port<port no.> (Distribution_Queue,
outbound)
CSU<csu no.>:NIF<nif no.>/ 0J0ooOo0ooooooooooo
Port<port no.>-<port no.>
(Distribution_Queue, outbound)
CSU<csu no.>:NIF<nif no.>/ 0J0ooOo0ooooooooooo
Port<port no.> (Distribution_Queue,
inbound)
CSU<csu no.>:NIF<nif no.>/ 0J0ooOo0ooooooooooo
Port<port no.>-<port no.>
(Distribution_Queue, inbound)
QoSO 0O Max_Queue=<number of queue> oooogog
ooooo Queue<queue no.>: ooooo

Qlen=<queue length>

ooooooooooooooo

Peak_Qlen=<queue length>

gboooooooooooooooooo

Limit_Qlen=<queue length>

gooooooooooocoooooo
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show qos queueing distribution

oooo

oooo

oooo

oo

ooo

O discard

ooooocoooo

- JO0OO0DOOOODOOOODOOOOOO
00000000 oooO0o Vol.206.10
NIFOOOOOO0O00000000000
00000000000 Vol.200O 6-32 NIF
000000oooooooooz2Bmooo
OOo0ooOoooooooobo vol20O
6-33NIFOOOOOOOOOOOOOOSY
sooooooooooooooooo

send_pkt

oooooooooooo

discard_pkt

ooooooooooooogooooo

send_byte 00000000000 0O00O00O0oDOong
kO 10240M O 102420 G O 102430
MACOOOODO DATADO OO PADOO
OFCcsSOO00D0O00D0O00D0OO0OO

total 00000000000 kO 10240MO

102420 G O 1024%0

gooOoOoOoOoOoOOOOOOOOOBSUOOOOOOOOOOOOOOOOOO

04-90000000000AX630080

oooo gooo
gooo oo
oooooo NIF<nif no.>/Port<port no.>- <port no.> 000000O000Ooo0ooooo
ooo (Distribution_Queue, outbound)
NIF<nif no.>/Port<port no.>- <port no.> 0J000oO00ooooooooooo
(Distribution_Queue, inbound)
To_Port_Queue goodooooooo
To NIF<nif no.>/Port<port no.>- <port no.>
QoSO 0O Max_Queue=<number of queue> ooooo
oooon Queue<queue no.>: ooooo
Qlen=<queue length> gooooooobooboboo
Peak_Qlen=<queue length> 0000000000O00ooooooon
Limit_Qlen=<queue length> 00000000o0O0oO0O0oooooo
oooo discard 0oooooooo

- JO0OODOOOOOOOOOOODOOODOO
00000000000 Vol206.10NIFOOODO
oooooooooooooooboooooono
00 Vol20O 6-35 NIFOOOOOOOOOODO
oooz2Bmo0ooooooooooboooboboooo
Vol20 0O 6-36 NIFOOOOOOOOODDODOOO
03s3moooooooooooboooboooboo

send_pkt

oooooooooooo

discard_pkt

ooooooooooobocooooono
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show qos queueing distribution

oooo oooo

oooo oo

send_byte 000000000000000000000 kO
10240M O 102420 G O 1024°0
MACOOOOO DATAOODO PADOODOFCSOO
ooooooDooooo

total 00000000000 kO 10240M 0O 102420 G
0 102430

goobogoooo

ao
ogooooogo

0 4-100 show qos queueing distribution 0 0 OO0 O0O00OO0O0O0OOO

ooooo oo

Can't execute this command in standby system. 0Jo0o00o00o0oo0ooooooooooooon

Can't execute. ooooooooooooo
active 00 BSUOCSUOOO MSUOOOOOOOOOO
OO0 BSUOCSUOOO MSUDO active DOOOODO0OODOO
oboooooooooao

Illegal NIF -- <nif no.>. OONIFOOODODODODODOOOOOoDOoooooooao
oooooo
<nif no.> NIF O O

Illegal Port -- <port no.>. joo000oooO00o00ooOoU0ooOoOoDoDoOoOoooOg
gooooo

<portno.>0 0O 0O0ODO

No operational port. 0000000000000 000000 NIFO active O O
goooooooooooooooooon

No support parameter -- <parameter>. 0000000000 bOO0O0o0oOobOoOoOoOoOoobooOooooa
gooooooooooooon
<parameter>0 0000

goodgdao

oo

65



clear qos queueing distribution

clear qos queueing distribution

show qos queueing distribution 0 0 0000000000 D0OODOOO0OOOOO o OOOOODOODO

gooogad
AX6700SsO 00O

clear gos queueing distribution [<bsu no.>] <port list> [{inbound | outbound}]

AX6600S0 00O

clear gos queueing distribution [<csu no.>] <port lists> [{inbound | outbound}]

AX6300sCO 00O

clear gos gueueing distribution <port list> [{inbound | outbound}]
gooooon

gbobooooooooooobobob

goobogooo

<bsu no.>0 AX6700S0
BSUOOOOOOOOO
00000 BSUOOODODO1030000000000000000000O000O00
1. 000o0o0ooooooooogoo obboooooo
2. BSUOOOOODODOODOOOO MACOOOOOOOOOODOODODODODODODODODOOOooOooooono
goooooopbbooooo

gooBSUOOOOOOOOOODOOOOODOOOODOOODOOOOOOOODOODOODOODOOoO
0000000000000 BSUOOODODOOODO<portlist>00000000000 BSUOODO
gbooboooooooong

gbooooooooobo
gooOooBSUOOOOOOooOoOOOOO

<csu no.>[ AX6600S0
csuooooooooo
ooooo csudnoonoooolo200odooooooooooooooooooa
1. Jooooooddddddogoo obbbbobobo

go0o0oOoOOoOoOoOOoOOOOOOOOOOUUDUODUUDUODUODUOOOCSUDDOODODOO
<portlist>00000000000 CSUODOOOOOOOOOOOOOOO

gboooooooooDbo
O00O0oocSuooooooononooonon

<port list>
dodddoooooooooooooooobooboboboboobobood0dd0doooooooo
Jdod0DOO0OO0O<portlist>000000000000O0O0OODDO0OOIOOODODOOODOOO
ddddooooooogo

{inbound | outbound}
goooooooooooobooooooa
inbound

gooooboooobooouoooooon
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clear gos queueing distribution

outbound
Og0o0oooooooOoonoooooon

gboooooooooobd
gbobooooooobooboboboobOobOOoOO

gboboboooooboooon
gbobooooobobobobobobooooooboobooboobOobOoboo

googg

e JOODOODODOOLUOOOOUDODLDODOOLOOLOOOODODLODLODODOOO

042800 0000000000000000O00ODOO OC00ODODOOODOOBSUODOOOODO
O AX6700S0O

> clear gos queueing distribution 1 1/11

Specified BSU number ignored in clearing of Distribution Inbound Queue.

(Executed BSU1)

>

04200 000000000000DO0DO0O0OOODOOoOoOOODOODODOCsUOOODOn
0 AX6600SO

> clear gos queueing distribution 1 1/11

Date 2008/12/24 12:00:00 UTC
>

043000000000000OO000ODOOODOOOO0 oOODOOODO

> clear gos queueing distribution 1/11 inbound
Date 2008/12/24 12:00:00 UTC
>

goobognd

0411000000000 0AXeroosO

ooood ooood
ooood oo
BSUODOOO Specified BSU number ignored in clearing of 0000000000 ooooooooooooon
oo Distribution Inbound Queue. BSUOOODOOOODODOOODOOOOODOOOOd
(Executed BSU<bsu no.>) 0000000 BSUODOOODODOO

00000BSUOOOO0O0O0O0O0O00000000
00o0o0oo0o0oBSUOOOOOO0O0OO0O0O0O0O0O0O0
oo

goobognd

ao

goobogoooo

ao
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clear gos queueing distribution

ugooooogo

O 4-120 clear qos queueing distributon 0 O 0 0000 O0O0O0O0OO0O0O

ooooo

oo

Can't execute this command in standby system.

gooOooooooooooooooooooonoo

Can't execute.

goooooooooooo

active J 00O BSUOCSUOOO MSUOOOOOOODOOO
OO0 BSUOCSUOOO MSUD active DOOOO0DO0OOOO
oooooooogooao

Illegal NIF -- <nif no.>.

OO0 NIFOODODOOOODOOOODOOoOoooooooooo
gooooo
<nif no.> NIF O O

Illegal Port -- <port no.>.

goooooooooooooooooooooooooodg
goooog
<portno.>[0 0000

No operational port.

0000000000000 000000 NIFO active OO
gboooooooooooooooooo

No support parameter -- <parameter>.

goooooooooooooooobooOoooooooodg
gopopooooooooooon
<parameter>0 0000

ggodgguo

« J0U000000O0O0OOOaxsEtherTxQoSODODODD MIBOODO oO0OdOdoood
- 00000000000 Oshowsflow 1000000000 O0O00OODODroppedQuedO 000000

ao
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show gos queueing interface

show gos queueing interface

gboboooobobooboboboooooooboobobo
gbobobobooobooooobooboobobobooooo

e DOO0O0ODOOOOOOO
s 0O00OD0OOD0ODO

s 0O000D00D0OODOOOO
« ODO00ODOODOODOOO
e DOO0O0ODOOOOOOO

0000000000000 show qos queueing 000 4-12000000000NK1GS-8sM OO0
0AX6700S0 000 4-180 0 000000O0NHI0G-1IRX(MOOOOOoOoOoood

goobognd

show gos queueing interface <port lists>
[{inbound | outbound [queue <gqueue number lists>]}]

goobogoo

gboboooobooboboboooo

goobogoo

<port list>

gboboooooobooboboobobobobooboooooooobooboboboboboooboooon
OO0O0OO0OOOO<portlist>0000000000000000000MO0OO00O00OO0OOOOOOO
gbooooooobo

{inbound | outbound}
oo ogo
inbound

djdddoooooooooo
outbound
djdddoooooooooo

gboooooooboobd
gbobooooobooboboobooboonoo

queue <queue number list>

gbobooooobooboboboobobobobooobooobooboobobOobo
gboooooooboobobobrbo 800n

gboboooooooboboboboooo

gbooooooooobo
gboboooooooooobobob

gbobobobooooooon
gboboooooobooboboboooo
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show qos queueing interface

gogodd
e 00O OODOODOODODODODLOOODOODOODN

04310 0000000000000000O00O00

> show gos queueing interface 1/1 outbound
Date 2008/04/16 12:00:00 UTC
NIF1l/Portl (outbound)
Max Queue=8, Rate=100Mbit/s, Schedule mode=pg
Queuel: Qlen=0, Peak Qlen=51, Limit Qlen=255, Drop mode=tail drop
send_pkt discard pkt send_byte
total 3203665 0 4625.6M

Queue8: Qlen=0, Peak Qlen=5, Limit Qlen=255, Drop mode=tail drop
send_pkt discard pkt send byte
total 3209301 0 4625.9M

>
gooooooooobobobobo---0000D00ODO

ggodgguo

0413000000000

gooo gooo
goono oo
oooooo NIF<nif no.>/Port<port no.> (outbound) 0oooooooo
oood
NIF<nif no.>/Port<port no.>-<port no.> ooooooon
(outbound)
NIF<nif no.>/Port<port no.> (inbound) gooooooo
NIF<nif no.>/Port<port no.>-<port no.> ooooooon
(inbound)
QoS OO Max_Queue=<number of queue> goooo
Rate=<rate> joooooooooooooooog

- J00000000000000000O000M
gooooooooo NIFOODOO-

« JO00O0OD0OOOODOOOO0OOCOOOOOOO0O0O0
oooooooooooooooboooooono
ooo
oooobooooooooooooboooooono
oooooooooooooooooooo

Schedule_mode=<schedule mode> gobobooooooooooooooooooooo
gooboobooooo@mooooooobooboo
00 Vol206.1.20000000000000000

oogd
oooon Queue<queue no.>: ooooo
Qlen=<queue length> gooooooobooboboo
Peak_Qlen=<queue length> 0000000000O00ooooooon
Limit_Qlen=<queue length> 00000000ooOoOooooooo
Drop_mode=tail_drop 0000000 0d tail_drop
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show qos queueing interface

oooo oooo

oooo oo

oooag discard ooooooooo

- 0000000000 DDDOODOOOOOODO
00000000000 Vol.206.10NIFOO OO
000000000 000O00O0oooooog
00 Vol20O 6-32NIFOODOOO0OOOOOOO
0002800000 0000000000000
Vol.20O 6-33NIFOOOO0000O0OOODOO
033 00000000000000000

send_pkt jooooooooooog
discard_pkt pgooobobooobobboooboboog
send_byte Jodooo00o0oDooDoDooooooooo ko

10240 M O 102420 G O 1024%0
MACOOOODO DATADOOO PADOOOFCSODO
0000O00O00Oo00oo

total 00000000000 kO 10240M O 102420 G
0 102430

goobogoooo

ao

goboooooo

0 4-140 show qos queueing interface 0 000000 O0OOOOO

ooooo oo

Can't execute this command in standby system. J0000000D0O0D00D0O0oO0O0oO0oOoooOoo

Can't execute. ooooooooooooo
active 00 BSUOCSUOOO MSUOOOOOOOOOO
00 BSUOCSUOOO MSUO activeOOOOOOOODO
oboooooooooao

Illegal NIF -- <nif no.>. OONIFOOODOOODODOOOODODOoOoOoooooooo
oooooa
<nif no.> NIF O O

Illegal Port -- <port no.>. J0000o0oooo0oo0Uooooooooooooooog
gooooo
<portno.>0O00O0O0O

Illegal Queue -- <queue no.>. gooooooooooo0ooDooOooDooooDoooooodg
goooogo
<queueno> 00000

No operational port. 0000000000000000000 NIFO active D O
0ooOoO0oOoOO0OD0DO00O0O0OoOoODoDO

goobognd

ao
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clear qos queueing interface

clear qos queueing interface

show qos queueing interface 0 0000000000000 DOOOOOOOOOOOOOO

ggodgguo

clear gos qgueueing interface <port list> [{inbound | outbound}]

goobogooo

gbobooooooboobobobob

goodoogo

<port list>
00000000000 0oo00o0oo000oo00oo000oooo0o0oDoo0oDoOoooon
Do000000OO<portlist>0000000000000D000DOO0OOOOODODOOODO

gboooooooobanb

{inbound | outbound}
Og0oooooooooooooooboon

inbound
Og0oooooooooooooooon

outbound
O0o0oo0ooooooobOonooooo

gbooooooooboobd
gbobooooooobooboboboobOobOonon

gboboooooboobobon
gbobooooooobobob oobOobOOoOn

gogodd
e IJ0OOOOODOOOODODODODODOOLOODOODOO

04-320000000000o00C0CCOOO

> clear gos queueing interface 1/11
Date 2007/05/15 12:00:00 UTC

>

goobogo

oo

ggoooooo

oo

ugooooogo

O 4-150 clear qos queueing interface 0 0 0000 O00O00OO0OODO

ooooo oo

Can't execute this command in standby system. 00000000000 oooooooooooag
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clear qos queueing interface

ooooo

oo

Can't execute.

ooooooooooooo

active OO0 BSUOCSUOOO MSUOOOOOOOOOO
00 BSUOCSUOOO MSUO activeDOOOOOOOOO
ooooooooooo

Illegal NIF -- <nif no.>.

OONIFOOODOOODOOOOooOoooooooooo
oooooad
<nif no.> NIF O O

Illegal Port -- <port no.>.

goooooooOoooOoOoooooooOooobooooooog
goooogo
<portno>0 00O OO

No operational port.

0000000000000000000 NIFO activeO 0O
goooooooooooooooooo

goodgdao

« J0U000000O0OOOOaxsEtherTxQoSOODOODO MIBOODO oO0OdOdOOood
- 00000000000 Oshowsflow 1000000000000 OODroppedQuedD 000000

ao
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show qos queueing to-cpu

show gos queueing to-cpu

cpuOOOOOOOOOOOOOOOOO

gboboooooooboboboboooooooonoo

e DOO0O0ODOODOOOOO
s 00000000

s 0O000OD0O0D0OODOOOO
e ODO0O0ODOODOODOOO
e DOO0O0ODOODOOOOO

0000000000000 show qos queueing 000 4-12000000000NK1GS-8sM OO0
OAX6700S(0 000 4-180 0 000000O0NHI0G-1IRXD O OODOoOOooooogd

goobogo
AX6700SsO 00O

show gos queueing to-cpu [<bsu no.>] [queue <gqueue number list>]

AX6600S0 00O

show gos queueing to-cpu [<csu no.>] [queue <queue number lists>]

AX6300sO 00O

show gos queueing to-cpu [queue <gueue number lists>]

goobogooo

gbobooooooboobobobob
goobogooo

<bsu no.>0 AX6700S0
BSUOOOOooOOoOOoO
00000 BSUOOODODOO1030000000000000000000O000O0
1. Jobdooddddddodoooooooooog

2. BSUOOOOOOO0O0O0O0O0MACOOOOOOOOOOO0O0O0O0O0O000000000000
goboboooooon

gooBSUOOOOOOOQOOOOUOOQOOOOUOOUOOUOUODOUOODOUDOUODOODODUDDODDO
gooOoOoOoOoOoOoOoOoBSUOOOOOOOOOO

obooooooooobo
oooooBSUOOOOOOOOOO

<csu no.>[ AX6600S0
cstooooooooo
ooooo csudnoonoonoolo2000ooodooooooooooooooa
1. CkUODODODOOOOOOOOd

gbooooooooobo
O00ooocSsuoooooooooon

queue <queue number list>

gboboooooooboboboboboboooooboobobobobooobooon
AX67005/AX6600S 000 0000000000000 00010 16000
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AXe300S0 000000000000 O0O0OO0O0O010 8000

show qos queueing to-cpu

gbobooooboobobobooboboboboooooboobobobobooboobobo

gbooooooooboobd
gboboooooooboobobobob

gboboboooooboooon
cepuOoOoOoOOoOOOOOOOOOOOO

googg
e CPUOODODODDOOOODDODOODDODDDODDODDODO

04-330CPUOO0OOOOOOOOODOOOOODOAX6700SO

> show gos queueing to-cpu 1
Date 2008/04/16 12:00:00 UTC
BSU1:To-CPU
Max Queue=16
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=1023

discard send pkt discard pkt
1 0 0
2 0 0
3 0 0
4 107 0
total 107 0

Queuel6: Qlen=0, Peak Qlen=2, Limit Qlen=1023

discard send pkt discard pkt
1 0 0
2 0 0
3 0 0
4 277 0
total 277 0

>

gboboboooboobooobooboo--rO000O00O00Oo0
04-340CPUOOOOOOOOOOODOOOOODOAXe600SO

> show gos queueing to-cpu 1
Date 2008/12/16 12:00:00 UTC
CSU1:To-CPU
Max Queue=8
Queuel: Qlen=0, Peak Qlen=1, Limit Qlen=1023

discard send_ pkt discard pkt
1 0 0
2 0 0
3 0 0
4 107 0
total 107 0
Queue8: Qlen=0, Peak Qlen=2, Limit Qlen=1023
discard send pkt discard pkt
1 0 0
2 0 0
3 0 0
4 277 0
total 277 0

>

gbobobooobooobooooobooo--rOo0o0O00Oo0Oo

send_byte

9.7k

send_byte

send_byte

9.7k

send_byte
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show qos queueing to-cpu

04-350CPUOODOOOOOOOOODOOOOODOAX6300SO

> show gos queueing to-cpu
Date 2008/04/16 12:00:00 UTC
To-CPU

Max Queue=8

Queuel: Qlen=0, Peak Qlen=384, Limit Qlen=1023

discard send_pkt
1 93411
2 0
3 0
4 2
total 93413

discard pkt send_byte
3165766 -

0 -

0 -

0 -

3165766 14 .5M

Queue8: Qlen=0, Peak Qlen=0, Limit Qlen=1023

discard send_pkt
1 0
2 0
3 0
4 0
total 0

discard pkt send byte

O O O oo

>
gboooooooooboboboobo---000000D0

goobogo

0416000000000 0AX6700ST] AX6600S0

oooo oooo
oooo oo
oooooo BSU<bsu no.>:To-CPU CPUODODOOOODOAX6700SO
ogo
CSU<csu no.>:To-CPU CPUOOODODODODODOAX6600SO
QoSO 0O Max_Queue=<number of queue> oooogo
ooooo Queue<queue no.>: ooooo
Qlen=<queue length> gooooooooooooon
Peak_Qlen=<queue length> 0000000000O00ooooooon
Limit_Qlen=<queue length> 000000000000 OoOooOooO
oooog discard ooooooooo
- J000D0DODO00O00OOODODOOOOO
00000000000 Vol.206.10NIFO O OO
0000000000000 DODO00000O
00 Vol20 0 6-32NIFODODOO0OO0O0OODODO
000230 0000000nNoonooooon
Vol.20 O 6-33NIF00000O0CODOOOOO
0330 00000000000000000
send_pkt 0ooo0ooOoooooo

discard_pkt

ooooooooooobocooooono

send_byte 0000000000000 O0O0D0O0000OkO
10240 M O 102420 G O 1024°0
MACOOOODO DATAO DD PADODOOFCSOO
0oooooooooon

total 00000000000 kO 10240M O 102420 G

0 102430
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0417000000000 0AXe300s0O

show qos queueing to-cpu

goooo oooo
oooo oo
gooogo To-CPU cepuOoOoOoOoOoOoO
god
QoSO 0O Max_Queue=<number of queue> goooo
ooooo Queue<queue no.>: ooooo
Qlen=<queue length> goooboooobobobgo
Peak_Qlen=<queue length> 00000D0D000ooooOoooooo
Limit_Qlen=<queue length> go0ooboOooobooobooooo
gooo discard gooobooogo

- JO0OOOOODOOOOOOOODOOOODOO
O00OO0O0O0ODOO Vol206.10NIFOO OO
ooooooooooboooooboooooon
00 Vol20O 6-35 NIFOOOOOOOOOOD
oo023M000000000000000O00
Vol20 O 6-36 NIFOOOOOOOOOOOOO
033@moooooooooooooooboo

send_pkt

gooooooooooo

discard_pkt

oooooooooooooooooo

send_byte 000000000000000000000 kO
10240 M O 102420 G O 1024°0
MACOOOOO DATAOODO PADOODOFCSOO
ooooooDooooo

total 00000000000 kO 10240M 0O 102420 G

0 102430

goobogoooo

ao

goboooooo

0 4-180 show qos queueingto-cpu 0 0 OO0 O0O0D0OOO0OODOOO

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

oboooooooooood

active 100 BSUOCSUOOO MSUOOOOOOOOOO
OO0 BSUOCSUOOO MSUO activeDOOOOOO0OOOO
ooooooooooo

Illegal NIF -- <nif no.>.

OONIFOOODOOODODOOOODODOoOoOoooooooo
oooooa
<nif no.> NIF O O

Illegal Port -- <port no.>.

goooooooOoooOoOoooooooOooooooooog
oooooo
<portno.>0O 0000

No operational port.

0000000000000000000 NIFO activeO 0O
goooooooooooooooooo
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show qos queueing to-cpu

ggodgguo

oo
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clear gos queueing to-cpu

clear qos queueing to-cpu

show qos queueing to-cpu 0 000000000000 DODOOOOOOOOOODOODOO

gooogad
AX6700S0 0 O

clear gos gqueueing to-cpu [<bsu no.>]

AX6600S0 O O

clear gos queueing to-cpu [<csu no.>]

AX6300S0 0O

clear gos queueing to-cpu
goooood

gboboooooobooobooboooo

goobogoo

<bsu no.>0 AX6700S0
BSUOOOOoOOoOOoO
00000 BSUOOODODO10300000000000D00D0D00O0O0OOO0OO0
1. 00000000000 0o0000o ooooooon

2. BSUOOOOO0OO0O000O0MACOOOOOOOOO0OO0O0O0O00000000000000O0
gbobogoobobooooo

gooBSUOOOOOOOOOOODOOOOODOOOOOOOOOOOOOOOOODOODOODOOoO
0000000000000 BSUOOODODOOODO<portlist>00000000000 BSUOODO
gbooboooooooong

gbooooooooobo
gooOooBSUOOOOOOoOOOoOoOoOoO

<csu no.>[ AX6600S0
csuoonooooooo
ooooo csudnoonooboolo2000oooooooodooooooooooag
1. CckPUODODOOOOoOOOOODOOn

gbooooooooobo
O00ooocSsuooooooonononoooon

gboboboooooooboon
cPkUOOOOOOOOOUOOOOoOOUODOOOO

googg

e CPUOUODOUODODOODDODDODODOODOODOODODOO

04-360CPUDODOOOODODODOUODDOOO
> clear gos queueing to-cpu

Date 2007/09/11 12:00:00 UTC
>
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clear qos queueing to-cpu

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 4-190 clear qos queueing to-cpu 0 0 OO0 O0O0OO0OOOOOOO

ooooo oo

Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon

Can't execute. ooooooooooood
active 100 BSUOCSUOOO MSUOOOOOOOOOO
00 BSUOCSUOOO MSUO activeDODOOODOOODOOO
oooooooogooao

goobogo
« 000000000000 axsEtherTxQoSOI O OO0 MIBOOO 0OO0OOOOOO

- 0000000000 OshowsflotwIIDIODOOOOOOOOOOD DroppedQueld 000000
ao
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show shaper

show shaper

gbobobooooboobooboboboooo
gbobobobooobooooobooboobobobooooo

s DO0OO0ODOOOOO
s JO000D00DOOOOOOOOODOODOODODObOOODOODOn

goodgdao

show shaper [{ all | discard-mode }]

goobogoo

gboboooobooboboboooo

gogododogo

all
goooooooooooobooooboooon
e JOOOOOOOO
e JO0O0D0O0OO0ODO0OO0ODOUO0OO0OLOUO0OO0OLOUOOO0OLOUOUOoO0bOUOUOoOoOoOooOooOon

discard-mode
Og0o0oooooooooooooouoooo
O0o0oo0oo0ooooobooooooooooooooooon

gboboboooooboooon
bobooooobooboboboboboboooooboobobobo
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show shaper

gogodd

04-370al00000000

> show shaper all

Date 2008/06/24 12:00:00 UTC

NIF 1/Port 1,

Shaper mode:RGQ

Set_default_user priority:disable
Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s

Buffer

QoSl= 194/
QoS3= 74/
QoS5= 68/
QoS7= 51/

User:default-user,

1812/ 2000 QoS2=
1582/ 1500 QoS4=
1398/ 1500 QoS6=
1231/ 1000 QoS8=

DEFAULT-LIST

Schedule mode=PQ

Peak rate=1Mbit/s, Min rate=500kbit/s, Weight=1

Queue
1

W J 0 U WN

total

10
c
0
c
0

0 JO0 Ul WN K

total

User:1ID=1,

send_pkt
6533

2564
2256877
4698951
15875213
25987192
28753135
38419319
116008881

send byte
9.5M

3.7M

3.2G

6.6G
22.4G
36.7G
40.6G
54.3G
164.0G

USER-A

Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

Queue
1

W J 0 U WwWN

o
c o]
0] t
o ol
(0] =

W JO0 Ul WN K

total

82

send_pkt
6324

2873
2200134
4781911
14890111
23091811
27576011
37910013
110459188

send byte
9.2M

4.2M

3.1G

6.8G
21.1G
32.6G
40.0G
53.6G
156.2G

82/ 1784/
71/ 1422/
61/ 1284/
41/ 1098/

discard pkt
3451

1581

235

0

0
0
0
0
7

discard byte
5.0M

2.3M

348.4k

0

O O O O

7.6M

discard pkt
3781

1761

331

0

0
0
0
0
3

discard byte
5.5M

2.5M

348.4k

0

O O O o

8.5M

2000
1500
1500
1000

Queue_ length

10/ 120/ 120
5/ 120/ 120
4/ 100/ 100
4/ 90/ 100
3/ 170/ 80
1/ 65/ 80
1/ 45/ 50

43/ 50

1/

discard mode
tail-drop2
tail-drop?2
tail-drop2
tail-drop?2
tail-drop2
tail-drop?2
tail-drop2
tail-drop?2

Queue length

12/ 120/ 120
4/ 120/ 120
3/ 100/ 100
1/ 89/ 100
1/ 65/ 80
1/ 63/ 80
1/ 41/ 50

35/ 50

1/

discard mode
tail-drop2
tail-drop?2
tail-drop2
tail-drop?2
tail-drop2
tail-drop?2
tail-drop2
tail-drop?2



show shaper

a
g
a

NIF 1/Port 2, Shaper mode:RGQ

Set_default_user priority:disable
Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s

Oooo

Discard packets (User not configured) : 2585910248
>
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show shaper

0 4-380discard-mode D 0 OO OO0 OO

> show shaper discard-mode

Date 2008/06/24 12:00:00 UTC

NIF 1/Port 1, Shaper mode:RGQ
Set_default_user priority:disable
Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s

Buffer
QoS1= 194/ 1812/ 2000 QoS2= 82/ 1784/ 2000
QoS3= 74/ 1582/ 1500 QoS4= 71/ 1422/ 1500
QoS5= 68/ 1398/ 1500 QoSé= 61/ 1284/ 1500
QoS7= 51/ 1231/ 1000 QoS8= 41/ 1098/ 1000

User:default-user, DEFAULT-LIST
Schedule mode=PQ
Peak rate=1Mbit/s, Min rate=500kbit/s, Weight=1

Queue discard pkt discard byte discard mode
1 3451 5.0M tail-drop?2
2 1581 2.3M tail-drop?2
3 235 348.4k tail-drop2
4 0 0 tail-drop?2
5 0 0 tail-drop?2
6 0 0 tail-drop?2
7 0 0 tail-drop?2
8 0 0 tail-drop?2
total 5267 7.6M -

User:1ID=1, USER-A
Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

Queue discard pkt discard byte discard mode
1 3781 5.5M tail-drop?2
2 1761 2.5M tail-drop?2
3 331 348.4k tail-drop?2
4 0 0 tail-drop2
5 0 0 tail-drop?2
6 0 0 tail-drop2
7 0 0 tail-drop?2
8 0 0 tail-drop?2
total 5873 8.5M -

g

g

g

NIF 1/Port 2, Shaper mode:RGQ
Set default user priority:disable
Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s
u
a
u

Discard packets (User not configured) :123456789012345678
>
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04300 00000000000000000

> show shaper
Date 2008/06/24 12:00:00 UTC
NIF 1/Port 1, Shaper mode:RGQ

Set_default_user priority:disable

Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s

User:default-user,

Schedule mode=PQ
Peak rate=1Mbit/s, Min rate=500kbit/s, Weight=1

Queue
1

W J 0 U WN

total

send_pkt
6533

2564
2256877
4698951
15875213
25987192
28753135
38419319
116008881

User:ID=1, USER-A
Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

DEFAULT-LIST

discard pkt
3451
1581
235

Queue length

10/ 120/
5/ 120/
4/ 100/
4/ 90/
3/ 70/
1/ 65/
1/ 45/

43/

1/

120
120
100
100
80
80
50
50

show shaper

Queue send_pkt discard pkt Queue length
1 6324 3781 12/ 120/ 120
2 2873 1761 4/ 120/ 120
3 2200134 331 3/ 100/ 100
4 4781911 0 1/ 89/ 100
5 14890111 0 1/ 65/ 80
6 23091811 0 1/ 63/ 80
7 27576011 0 1/ 41/ 50
8 37910013 0 1/ 35/ 50
total 110459188 5873 -
g
u
g
NIF 1/Port 2, Shaper mode:RGQ
Set default user priority:disable
Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s
a
u
a
>
uooodad
0420000000000
oooo oooo
oooo oo
ooooao NIF<nif no.>/Port<port no.> 00000000000000o

Shaper_mode:<shaper mode>

ooooooo
oooooooo ™" ooooooo

Set_default_user_priority

ooo0oooooooboooobooooon

0 0O 0O enable

0 00 0O disable
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show shaper

gooo gooo
oooo od
Predicted_tail_drop Jodooooooooooon
00 O enable
00 00O disable
Vlan_user_map VLANODOOOOODODDODOoOOooOooo
0 0 O enable
000 O disable
Port Rate_limit=<rate> ooooooooooo
0000bO0oO0o0o0ooOoOoooobOoooo
")'0000000
Buffer QoS<no.>=<buffer>/<peak buffer>/ goooooooo
<limit buffer> QoS<no>0 0 000DO
<puffer>0 0000000000000
<peak buffer>0 00000000000
<limit buffer>0 000000000
oooooo Group: WGQ weQoOOoDOoooo
0 AX6700S0O
0 AX6600S0O
Rate_limit=<rate> jooooooooooo
goooboooobooooobobooob
"*)'0000000
ooogoo User: ID=<user id>, <user list name> ooOoIpoooooooag
llrlql, <user list name>0 AX6700S0 llrlql 00000000000
0 AX6600S0O
llrlg2, <user list name>0 AX6700S0 llrlq2 00000000000
0 AX6600SO
default-user, <user list name> J0000000o00ooooooog
Schedule_mode=<schedule mode> goooooooooo
Peak_rate=<rate> jdooo0ooooooooooo
gooobbooobobooooobobooob
oo '"™»)"oo0o0oogdo
Min_rate=<rate> gooobboooooboooboo
0O000bOO0oO0o0ooOooOooooboooo
ooooooo "M ooooooo
Weight=<weight> oooooooooog
LLPQ_peak_rate=<rate>[ AX6700S[1] AX6600S0 LLpPQOO0OOOCOOODO
gooobooobobooooobobooob
")'0000000
0ooooo Queue ooooo
oooo send_pkt 0ooooooo0o0ooo

discard_pkt

goboooooocooooooood

Queue_lengt

<queue length>/<peak queue

h length>/<limit queue length>

ooooog

<queue length>0 0000000

<peak queue length>0 000000000
oo

<limit queue length>0 000000000
O

send_byte

DOo00o00oooooooooo?
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show shaper

gooo gooo
oooo oo

discard_byte gooboboooboboooobboooboo
DD

discard_mode ooooooood
VLANOOOOOOOOoOoooooooo
g ""ooooooo

total goooobooa

Discard packets(User not configured) 0000000Oo0oOoOooOooooooooo

ooo0oooboooooboooooobooooo

oooMACOOOOO FCSOOOOOOOOOO

gogoooogo

oo
goboooooo

0 4-210showshaper 00 OO0 O0O0OO00OO0OOOODO

ooooo oo
Can't execute this command in standby system. 00000000000 oooooooooooa
Can't execute. 0000000oo0o0o0o0o0o0o0o0o0o0o0o0o0o0o0o
No operational port. joooooooooooooo

oooooooooo

« JOO0O NIFO active 00 000000000O00O0OO
ooooo

- JO0O0ONIFOOOOOOOOOOO0O0O0O0O000oo00o
oooooooboooooooooboo

Not support NIF. 0000 NIFOOOODOOOOOOOOOOOOOOObOoD
00000000 NIFOOOOOOOO000000g

goodgdao

Discard packets(User not configured) 0 000000000000 00000000O0O0D0O0O0OOOO
gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gbobobobooobobooboboo
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clear shaper

clear shaper

gboboooooobooboboboboooooboooboon

ggodgguo

clear shaper

goobogooo

gbobooooooboobobobob

goodoogo
oo
gogodd

044000000000

> clear shaper
Date 2008/06/24 12:00:00 UTC

>

ggodgguo

oo

goobogoooboo

oo

goboooooo

0 4-220clearshaper0 000000 O0O0OOODOOO

ooooo

oo

Can't execute this command in standby system.

obooooooooobooooocoooocoooo

Can't execute.

obooooooooobooooocoooocoooo

No operational port.

goboboooooooooooo

oooooooooo

« D000 NIFO active 00000000000 DO0OOOO
oooood

- JO0OONIFOOOOOOOOOOO0O0O00000000
gooooobooooboooooo

Not support NIF.

0000 NIFOOOOOOOOOOOOOOOODODOODbODOD
00000000 NIFOOOOOOOOOOo0Ooo

goobogo

O00OO00OO0OO0OO0O0O0O00OaxsShaperUser 10O OO MIBOOO 00O0O00OO0OO
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show shaper <port list>

show shaper <port list>

gbobobooobooobooboboboboboooooboooooboobobon

gbobobobooobooooobooboobobobooooo

s DO0OO0ODOOOOO
s JO000D0O0OO0O0OO0OOODOODOODODODLOOODOODODODOODbOODbOD

ogoooon
AX6700S/AX6600S0O O O
show shaper <port list> [ user <user id list> ][ default-user ][ 1llrlgl ][ 1llrlg2

1 [{ all | discard-mode | rate }]

AX6300S0 0O

show shaper <port list> [ user <user id list> ][ default-user ] [{ all |
discard-mode | rate }]
oogogoooo

gboboooobooboboboooo

gogododogo

<port list>
0000000000000 000oo00o0oD00oo0o0o0oooo0oDooooDoooooDog
O00000OO<portlist>0000000000000000O00O0OO0DOOOOODODOOODODOOO
oooooooooo

user <user id list>
doooooo Iboooooooooooa

<user id list>
"0odoom " oooodooooooooooo Iboooooooo
O00O<userid>00000000000D000O00DOOODODO IDOODOOODOOO
“gddoom"yvooooooooooooooooobobooooboboooooooaoao
ooooooo Iboooooon
AX6700S5/AXe6c00S 000D O00O00OOOOOIDOOODOO1I0O 1023000
AXe300SO 0000000 ODOOD IDOOOOO10 511000
ODOOVLANDOOODOOOOOOOOODODODODODODO VLANIDODOOOoOOoood

g""ooo"woooooooobon
1-3,5,10

default-user
O0o00oo00o00oooooboooooono

llrlqg10 AX6700S[1] AX6600S
Irlq1 000000000000

llrlg20 AX6700S 1] AX6600S
lirlg2000000000000

all

gbooooboobobobobobooboooon
e DO0OO0ODOOOOO
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show shaper <port list>

e JO000D0O0OOOOOOOOOODOODODOOOODOODODOODOODOOOO

discard-mode
O0o0oo0oooooooooooooooa
O0o0ooooooooooooooooooooooooooon

rate
rate0 00 00000O0O0O0OOODOODO
0000000000000000D0000D00000D DO bit/sO packet/sO
000000 bhit/sOOOOMACODOODO FCSOOOOODOOOODO

gogodd

O4410al00C000000

> show shaper 1/1 user 1 all

Date 2008/06/24 12:00:00 UTC

NIF 1/Port 1, Shaper mode:RGQ

Set_default_user priority:disable
Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s

Buffer
QoSl= 194/ 1812/ 2000 QoS2= 82/ 1784/ 2000
QoS3= 74/ 1582/ 1500 QoS4= 71/ 1422/ 1500
QoS5= 68/ 1398/ 1500 QoSé= 61/ 1284/ 1500
QoS7= 51/ 1231/ 1000 QoS8= 41/ 1098/ 1000

User:1ID=1, USER-A
Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

Queue send_pkt discard pkt Queue_ length
1 6324 3781 12/ 120/ 120
2 2873 1761 4/ 120/ 120
3 2200134 331 3/ 100/ 100
4 4781911 0 1/ 89/ 100
5 14890111 0 1/ 65/ 80
6 23091811 0 1/ 63/ 80
7 27576011 0 1/ 41/ 50
8 37910013 0 1/ 35/ 50
total 110459188 5873 -

Queue send byte discard byte discard mode
1 9.2M 5.5M tail-drop2
2 4.2M 2.5M tail-drop?2
3 3.1G 348.4k tail-drop2
4 6.8G 0 tail-drop?2
5 21.1G 0 tail-drop2
6 32.6G 0 tail-drop?2
7 40.0G 0 tail-drop2
8 53.6G 0 tail-drop?2
total 156.2G 8.5M -

Discard packets (User not configured) : 2585910248

>
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0 4-420discard-mode D 0 OO OO OO

> show shaper 1/1 user 1 discard-mode
Date 2008/06/24 12:00:00 UTC

NIF 1/Port 1,

Shaper mode:RGQ

Set_default_user priority:disable
Predicted tail drop:disable, Vlan user map:disable

Port Rate limit=1Gbit/s
Buffer
QoSl=
QoS3=
QoS5=
QoS7=

User:1D=1,

194/ 1812/
74/ 1582/
68/ 1398/
51/ 1231/

USER-A

Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

Queue

1

W J 0 U WN

total

Discard packets (User not configured) :123456789012345678

>

04430rate0 0000000

discard pkt
3781
1761

2000 Qos2=
1500 QoS4=
1500 QoS6=
1000 QoS8=

331
0

0
0
0
0
3

> show shaper 1/1 user 1 rate
Date 2008/06/24 12:00:00 UTC

NIF 1/Port 1,

Shaper mode:RGQ

5
2
348

8.

Set default user priority:disable
Predicted tail drop:disable, Vlan user map:disable
Port Rate limit=1Gbit/s

User:1D=1,

USER-A
Schedule mode=PQ
Peak rate=500Mbit/s, Min rate=250Mbit/s, Weight=10

82/
71/
61/
41/

.5M
.5M
.4k

0

O O O o

5M

1784/
1422/
1284/
1098/

tail
tail

2000
1500
1500
1000

discard byte discard mode
-drop2
-drop2

tail-drop?2
tail-drop?2
tail-drop?2
tail-drop?2
tail-drop?2
tail-drop?2

show shaper <port list>

Queue send_pkt send byte packet/s  bit/s
1 6533 9.2M 1k 98k
2 2873 4.2M 2k 258k
3 2200134 3.1G 15k 198k
4 4781911 6.8G 3k 1024k
5 14890111 21.1G 10k 157k
6 23091811 32.6G 8k 283k
7 27576011 40.0G 90k 384k
8 37910013 53.6G 56k 829k
total 110459188 156.2G 185k 3231k
>
goodgdao
0423000000000
ooono ooono
oooo od
gonoooog NIF<nif no.>/Port<port no.> g0o0o00o0oOooooooooo

Shaper_mode:<shaper mode>

ooooooo

oooooooo ™" ooooooo
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show shaper <port list>

ooono

oooo

oooo

oo

Set_default_user_priority

jdooo0ooooopooooooooo
00 O enable
00 00O disable

Predicted_tail_drop

joooooooooooooo
00O O enable
00 00O disable

Vlan_user_map

VLANOOOOOOOOooooao
00O O enable
00 00O disable

Port Rate_limit=<rate>

ooooooDOoooo
00000000 00000D0D0ODOO0O00O0
"G'0o0ooooo

Buffer QoS<no.>=<buffer>/<peak buffer>/

<limit buffer>

goooboooo
QoS<no.>0 00O OO0

<puffer>0 0000000000000
<peak buffer>0 00000000000
<limit buffer>0 000000000

oooooo
0 AX6700S0
0 AX6600S0

Group: wWGQ

wGQoOOOOoooo

Rate_limit=<rate>

0oooo0O0OD0OO0O0OOoO
000000 D0D00000O0D0ODODOOO00O0
"Gy'00ooooo

ooooo

User: ID=<user id>, <user list name>

oooIboooooooo

1llrlql, <user list name>0 AX6700S0
0 AX6600SO

Irlq1 00000000000

llrlg2, <user list name>0 AX6700S0
0 AX6600S0

lIrlg200000000000

default-user, <user list name>

gooooooooooooooo

Schedule_mode=<schedule mode>

oooooooboooono

Peak_rate=<rate>

0oOoOo0o0o0o0000ooooo
000000 DO00000O0D0ODODOO00O0
0o"<)"oooooon

Min_rate=<rate>

0oo0Oo0OD0O0O00000Ooooo
00000000 0000D0O0OD0DO0o0o0O
000oooo "™ oo0o0o0o0o0o0

Weight=<weight>

ooooooooooo

LLPQ_peak_rate=<rate>[ AX6700S[1] AX6600S0

LLPQOODOOOOOOO
000000 D0D00000O0D0ODODOO00O0
"G)'00ooooo

ooooo

Queue

ooood

oooo

send_pkt

oooOooooooooo

discard_pkt

goboooooocoooocooood
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show shaper <port list>

oooo oooo
oooo od

Queue_lengt <queue length>/<peak queue gooooo

h length>/<limit queue length> <queue length>0 0000000
<peak queue length>0 000000000
oo
<limit queue length>0 000000000
O

send_byte

DoOoooooooooooooo®P

discard_byte

oob0ooooboooooooooooooon
DD

discard_mode

ooooooood
VLANOOOOOOOODOODODODO

g""ooooooo

total

oooocooao

Discard packets(User not configured)

ooo0oooboooooboooooobooooo
ooo0oooboooooooOooooooon

packet/s

oooooooooooboOoloooooo
oob0ooooooooooooood

bit/s

ooooooboooooboooiboooooo
oooooooooooooooo
Oo0ooo0MACOODODOO FCSOOO
oooooooooooo

O0OMACOOOODO FCSOOOOODODOOOD

gogoooogo

oo

goboooooo

0 4-240 show shaper<portlist>0 0 000000000000

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

ooooOooooooooooOooooooooo

Illegal user id.

gooooIpoooooooooooooooooboooo
ooooooo

No operational port.

ooooooooooooooo

oooooooooo

« JOO0O NIFO active 000000000000 O0O0OO
ooooo

- JO0OONIFOOOOOOOOOOO0O0O0O0O000000
oooooooboooooooooo

Not support NIF.

OO00OO0ONIFOOOODOOODOOOOOOOOODOOObOoD
00000000 NIFOOOOOO0O0O000000g

goodgdao

1. 0ogoooooooboooooooooobooboboboboooooobooboobobobooooon
gboboooooobobobobooboooonDo
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show shaper <port list>

2. Discard packets(User not configured) D0 D0 0000000000000 0D000O0O00OO0OO
gL bbb bbbbbobbobboboboboboobooo
goddddoooooooooooooooo
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clear shaper <port list>

clear shaper <port list>

gbobooboooboobobobobooboooooooboboboboooboooboobo

goodgdao

AX6700S/AX6600S0 0 O

clear shaper <port list> [ user <user id list> ][ default-user ][ 1llrlgl ][ 1llrlqg2
]

AX6300S0 0O

clear shaper <port lists> [ user <user id list> ][ default-user ]
goooood

gboboooooobooobooboooo

goobogoo

<port list>

gbobooooobooboboboboboboobooobooooboboboboboboobooobooon
O00D0O0OOO<portlist>000000000000D0O0O00OOCO0OO0DOOOOODDOOODOOOO
gboooooooobo

user <user id list>
O000o0o0o Ibooooooobonoooonoa

<user id list>
“O0000o0@M 000000000 o0ooooooIbooooooon
O0O0O<userid>0000000000000000D0ODOO0IDODDOOODODOOO
"oo0f0o0o@ 000000000 0doooooooo0oooogoooDooooooo
0000000 IbobooOooogd
AX6700S/AX6600SO0 00000000000 IDOOOOO10O 1023000
AXe300SOODODOODODOOODO IDOODODOO10 511000
OO0OVLANOOODODOOODOOOODODOoOOOooOOo VLANIDODOODOOOooo

g"-rooo"nooooooobab
1-3,5,10

default-user
O0o0oooooooooobooooouoooo

llrlq10 AX6700S[11 AX6600S0
Irxlq1 000000 o0OoOoOoO0O0O

llrlq20 AX6700S[1] AX6600S0
lIrxlg2000000 00000000

gobood

044400000000
> clear shaper 1/1

Date 2008/06/24 12:00:00 UTC
>
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clear shaper <port list>

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 4-250 clear shaper <portlist>0 0000000000000

goooo oo
Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon
Can't execute. gooobooooboobobobobooooobooo
Illegal user id. gooooIbooO0O0DooOOoO0DOoOoOoooOooooOooon
goooooo
No operational port. joooooooooooooo

oooooooooo

« JOOONIFO active 000000000 OOOOOOO
ooooo

- JO0OONIFOOOOOOOOOOO0O0O00000000
gooooobooooboooooo

Not support NIF. 0000 NIFOOOOOOODOOOOO0O0O000000o00a
00000000 NIFOOOOOOODOOOOO0O

goobogo

O0000000000O0axsShaperUser 00000 MIBOOO 00OOO0O0O00OO
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IEEE802.1X

400000 200

show dot1x statistics

show dot1x

clear dot1x statistics

clear dot1x auth-state

reauthenticate dot1x

restart dot1x

dump protocols dot1x

show dot1x logging

clear dot1x logging
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show dot1x statistics

show dot1x statistics

IEEE802.1X O OO OOODOOOOOoOoOoOooDoOoO

ggodgguo

show dotlx statistics [{ port <port list> | channel-group-number <channel group
list> | vlan {<vlan id list> | dynamic} }]

goodoogo

gbobooooooooooobobob

goobogooo

{ port <port list> | channel-group-number <channel group list> | vlan {<vlan id list> | dynamic} }

port <port list>
oo oobbobobbbbobbbobbboboboooo
<portlist>000000000000O000O0O0O0OD0DMMOO0OOOODODOOODOOOODOOOd

ooooog
channel-group-number <channel group list>

gbobooooboobobobobooooobooobooboboboboobobooobooboOobOobo
O0O<channel group list>0000000000OM0O00000O0O0OOOOOOOODOODOOO

ggdo

vlan <vlan id list>
VLANOOODOODOOOODODOOODODOOO VLANODODODOOOoooooooooooao
<vlanidlist>0000000000M0O00000O0ODO0O0O0OO0OO0OO0DOO0OOOODODOOOOn
0000000000D00DoO VLANOVLANID=100OO0OO0O0OOoooo

vlan dynamic
VLANOOODOODODODOoooooooood

gboooooooboobd
boooooobobobooobooobogn

gogodd

O 5-10IEEE802.1X 000000000 OOODOODODOODODDODO

> show dotlx statistics port 1/10
Date 2006/03/23 12:32:00 UTC
[EAPOL frames]

Port 1/10 TxTotal : 30 TxReq/Id : 10 TxReq : 10
TxSuccess : 10 TxFailure : 0 TxNotify 0
RxTotal : 20 RxStart : 0 RxLogoff 0
RxResp/Id : 10 RxResp : 10 RxNotify 0
RxInvalid : 0 RxLenErr : 0

[EAPoverRADIUS frames]

Port 1/10 TxTotal : 10 TxNakResp : 0 TxNoNakRsp: 10
RxTotal : 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid : 0

98



0 5-20IEEE8021X 0000000000000 OOOOO0OOO0O0O0O0O0O0O0O0O

> show dotlx statistics channel-group-number 11

Date 2006/03/23 12:32:00 UTC
[EAPOL frames]
ChGr 11 TxTotal
TxSuccess
RxTotal
RxResp/Id
RxInvalid

[EAPoverRADIUS frames]

ChGr 11 TxTotal
RxTotal
RxAccChllg:

>

30
10
20
10

10
30
10

TxReqg/Id
TxFailure
RxStart
RxResp
RxLenErr

TxNakResp
RxAccAccpt:
RxInvalid

TxReq

TxNotify
RxLogoff
RxNotify

TxNoNakRsp:
RxAccRejct:

0O 5-30IEEE802.1XVLANO ODOOOOOODOODOO VLANODODOODOODOODOO

> show dotlx statistics vlan
Date 2006/03/23 12:32:00 UTC
[EAPOL frames]
VLAN 20 TxTotal
TxSuccess
RxTotal
RxResp/Id
RxInvalid

[EAPoverRADIUS frames]
VLAN 20 TxTotal
RxTotal
RxAccChllg:
>

O 5-40IEEE8021XVLANO OO OODOOODOOOOODO

20

30
10
20
10

10
30
10

TxReq/Id
TxFailure
RxStart
RxResp
RxLenErr

TxNakResp
RxAccAccpt:
RxInvalid

> show dotlx statistics vlan dynamic

Date 2006/03/23 12:32:00 UTC
[EAPOL frames]

VLAN TxTotal

(Dynamic) TxSuccess
RxTotal
RxResp/Id
RxInvalid

[EAPoverRADIUS frames]

VLAN TxTotal
(Dynamic) RxTotal
RxAccChllg:

30
10
20
10

10
30
10

TxReq/Id
TxFailure
RxStart
RxResp
RxLenErr

TxNakResp
RxAccAccpt:
RxInvalid

TxReq

TxNotify
RxLogoff
RxNotify

TxNoNakRsp:
RxAccRejct:

TxReq

TxNotify
RxLogoff
RxNotify

TxNoNakRsp:
RxAccRejct:

show dot1x statistics

o O O o

10
10

o O O o

10
10

O O O o

10
10
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show dot1x statistics

O 5-50IEEE802.1X 000000000 COOOVLANDODODOODOODODODODODODODOO

> show dotlx statistics
Date 2006/03/23 12:32:00 UTC
[EAPOL frames]

Port 1/10 TxTotal : 30 TxReqg/Id : 10 TxReq : 10
TxSuccess : 10 TxFailure : 0 TxNotify 0
RxTotal : 20 RxStart : 0 RxLogoff 0
RxResp/Id : 10 RxResp : 10 RxNotify 0
RxInvalid : 0 RxLenErr : 0

ChGr 11 TxTotal : 30 TxReq/Id : 10 TxReqg : 10
TxSuccess : 10 TxFailure : 0 TxNotify 0
RxTotal : 20 RxStart : 0 RxLogoff 0
RxResp/Id : 10 RxResp : 10 RxNotify 0
RxInvalid : 0 RxLenErr : 0

VLAN 20 TxTotal : 30 TxReqg/Id : 10 TxReqg : 10
TxSuccess : 10 TxFailure : 0 TxNotify 0
RxTotal : 20 RxStart : 0 RxLogoff 0
RxResp/Id : 10 RxResp : 10 RxNotify 0
RxInvalid : 0 RxLenErr : 0

VLAN TxTotal : 30 TxReq/Id : 10 TxReqg : 10

(Dynamic) TxSuccess : 10 TxFailure : 0 TxNotify 0
RxTotal : 20 RxStart : 0 RxLogoff 0
RxResp/Id : 10 RxResp : 10 RxNotify 0
RxInvalid : 0 RxLenErr : 0

[EAPoverRADIUS frames]

Port 1/10 TxTotal : 10 TxNakResp : 0 TxNoNakRsp: 10
RxTotal : 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid : 0

ChGr 11 TxTotal : 10 TxNakResp : 0 TxNoNakRsp: 10
RxTotal : 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid 0

VLAN 20 TxTotal 10 TxNakResp 0 TxNoNakRsp: 10
RxTotal 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid 0

VLAN TxTotal 10 TxNakResp 0 TxNoNakRsp: 10

(Dynamic) RxTotal 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid : 0

>

gooogad

O 5-10IEEE802.1XO000O0OOOOOOOODOODO

oooo oo oooooo

Port/ChGr/VLAN/VLAN(Dynamic) gooooooooo

Port <nif no.>/<portno.>0 0000000000000 0ODODOO

ChGr <channel group number>0 0 000000000000 OCOOOOOO
oo

VLAN <vlanid>0 VLANO O OOOOOOO VLANIDOOOOOO

VLAN(Dynamic)OVLANO OO OOOOOOOODOOO

[EAPOL frames] EAPOLOOOOODOOOOOODOOOODOOODOOODOOOOOOOn
TxTotal EAPOLODOOOODOCOO

TxReq/Id EAPOL Request/Identity 0 0 00 00O

TxReq EAP RequestO Identity Notification 0 0 00000000

TxSuccess EAP Success 0000000

TxFailure EAP Failure 0000000

TxNotify EAP Request/Notification 0 000000
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show dot1x statistics

opooo oo gooooad
RxTotal EAPOL OO OOOQOOO O RxInvalidd RxLenErr 0 0 0O 0O
RxStart EAPOL Start 0 000000
RxLogoff EAPOL Logoff 00 OO OOO
RxResp/Id EAP Response/Identity 0 000000
RxResp EAP Responsel] Identityd Notification 0 000000000
RxNotify EAP Response/Notification 0 00 0000
RxInvalid 00 EApPOLO0OOOOOOODOOODOOOOO
RxLenErr 000 EAPOLOOOOOODOODOOODODOODOO

[EAPoverRADIUS frames]

EAPoverRADIUS O 0000000000000 O0O0O0O0OOOOOOOOO

gooooo
TxTotal EAPoverRADIUS O OO OOOOO
TxNakResp AccessRequest/EAP Response/NAK O OO OO OO
TxNoNakRsp AccessRequest/EAP ResponseD NAK OO OO OOODODOO
RxTotal EAPoverRADIUS O OO OOOOO
RxAccAccpt AccessAccept/EAP Success 0 000000
RxAccRejct AccessReject/EAP Failure 0 000000
RxAccChllg AccessChallenge 0000000
RxInvalid 00 EAPoverRADIUSOOOOODOO

gogoooogo

oo

goboooooo

0 5-20 show dotix statistics 1 0 00000 000O0O00O0O

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

ooooOooooooooooOooooooooo

Connection failed to 802.1X
program.(Reason:Connection Error)

IEEE802.1X 0 0000000000000 0O0O0O0O0OBoOO
00000000000000000OrestartdotlxO0000
0 IEEE802.1X 00000000 DODODO

Connection failed to 802.1X program.(Reason:Receive
Error)

IEEE802.1X 0000000000000 0O0O0O0O0O0OBOO
000000000000000000 OrestartdotlxO000
00 IEEE802.1XO00O0OOCODOOODOO

Connection failed to 802.1X program.(Reason:Send
Error)

IEEE802.1X 0000000000000 OO0OOO0OBb0DO
000000000000 0000O0OvrestartdotlxO0 000
0 IEEE802.1X OO0 DOOOOOODODODO

Dotlx doesn't seem to be running.

IEEE802.1X 0000000000000 O0O0OOOOBbobDO
ooooooooooooo

No operational Channel Group.

goooooooooooobooOoooooOooooooo
gooooooooooooooooobooooooooon

No operational Port.

goooooooooocOoooooooOoocooobooooOoo
obooooooOooO0ooOooooooooo
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show dot1x statistics

ooooo

oo

No operational VLAN(Dynamic).

VLANOOOOOOOOOoOOoOOoooooooooooooo
gooboooooooooooooooOooooooooooboo

No operational VLAN.

00000 VLANOOOOOO0OO0O000000000000d
goboooooooooooooooooo

Now another user is using dot1x command, please try
again.

0000000 detlx000O00O0O0OO0O0OOODDODOOODO
oooooooogooao

ggodgguo

oo
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show dot1x

show dot1x

IEEES02.1X O DO DOODOOODODOOOOOOODOOO

gooogad

show dotlx [{ port <port list> | channel-group-number <channel group list> | vlan
{<vlan id list> | dynamic [<vlan id list>]} }] [detail]

ugoooooao

gboboooooobooobooboooo
goobogoo

{ port <port list> | channel-group-number <channel group list> | vlan {<vlan id list> | dynamic [<vlan
id list>]} }

port <port list>

gboboooooobooboboboboobooooobooboboboobooobooooobobob
<portlist>00000000000DOOO0OCOO0MOO0ODOOOODOOOOODODOOOD
gooooo

channel-group-number <channel group list>

gboboooboobobobobooooobooboobobobobooobooboobobOobo

00O <channel group list>0000000000O0OCOQCOQOOQOOOOOODOODODODODODOO
oon

vlan <vlan id list>
VIANOOOOOOOOOOOOOOOODODODOO VLCANODOOOOOooooooooooo

<vlanidlist>0000000000MO0OO0O0O0DOO0ODOO0O0OO0O0OOOOO0OOO0OOOOOOOO
0000000000D00D0O VLANOVLANID=10000000000

vlan dynamic <vlan id list>
VLANOOOOOODOODOOOooOoooooooad

<vlanidlist>00000000000OO000D0OO00DOOOOOOOOO0ODODOOODOOOOO
g000OO0OOOoOoOoOoOoOoOoOOo VLANOVLANID=10OOOOOoOoooo

<vlanidlist>000000000VLANOOOOOOOOOOOOO VLANOOODOOOOO
gooo

detail
00000000000odogn Supplicant0 OO OO 0OO0O0OO0O0OOOOOODOODO

gbobobobooooooon
gboboooooooboooooboon

103



show dot1x

gogodd

O 5-60 I[EEE802.1X 000000 OOOOO

> show dotlx
Date 2006/03/23 12:32:00 UTC
System 802.1X : Enable

AAA Authentication Dotlx : Enable
Authorization Network : Enable
Accounting Dotlx : Enable
Port/ChGr/VLAN AccessControl PortControl Status Supplicants
Port 1/1 --- Auto Authorized 1
Port 1/10 Multiple-Auth Auto --- 1
ChGr 11 Multiple-Auth Auto --- 1
VLAN 20 Multiple-Auth Auto --- 1
VLAN (Dynamic) Multiple-Auth Auto -—- 1

>

O 5-70IEEE8021X 00 0C0O0O0DOOOOOODOODOODOODODODODOODOOOOOOO

> show dotlx port 1/1
Date 2006/03/23 12:32:00 UTC

Port 1/1

AccessControl : --- PortControl : Auto

Status : Authorized Last EAPOL : 0012.e200.0021
Supplicants : 1 /1 ReAuthMode : Enable

TxTimer (s) - / 30 ReAuthTimer (s): 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
KeepUnauth(s) : --- / 3600

>

0 5-80IEEE802AX 000000 DOO0ODOOOOODDOOODOCOOODODOdetailCOO

> show dotlx port 1/1 detail
Date 2006/03/23 17:57:03 UTC

Port 1/1
AccessControl : --- PortControl : Auto
Status : Authorized Last EAPOL : 0012.e200.0021
Supplicants : 1/ 1 ReAuthMode : Enable
TxTimer (s) : - / 30 ReAuthTimer(s): 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
KeepUnauth (s) - / 3600
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
0012.e200.0021 Authorized Authenticated 1Idle 0
177 2006/03/23 17:55:00

>
O 5-90IEEE802AX T 0DOO0O0DOOOODOOOODOOOODOOOOODOOODOOODOOOOOn

> show dotlx channel-group-number 11
Date 2008/12/17 12:32:00 UTC

ChGr 11

AccessControl : Multiple-Auth PortControl : Auto

Status e Last EAPOL : 0012.e200.0011
Supplicants : 2/ 2/ 256 ReAuthMode : Enable

TxTimer (s) : 15 / 30 ReAuthTimer(s): 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
SuppDetection : Shortcut

>
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show dot1x

O 5100 IEEE802AX OO 000D ODOODOODOODOODOODOODOODODODOODODODOODODOdetaillDO0O

> show dotlx channel-group-number 11 detail
Date 2008/12/17 17:57:03 UTC

ChGr 11
AccessControl
Status
Supplicants
TxTimer (s)
ReAuthSuccess
SuppDetection

Supplicants MAC
0012.e200.0011
0012.e200.0012

>

Multiple-Auth PortControl Auto
-—- Last EAPOL 0012.e200.0011
2/ 2 / 256 ReAuthMode Enable
15 / 30 ReAuthTimer (s) : 123 / 300
4 ReAuthFail 0
Shortcut
Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
Authorized Authenticated 1Idle 0
177 2008/12/17 17:55:00
Authorized Authenticated 1Idle 0
5 2008/12/17 17:56:58

O 5-1MOIEEE802AXVLANO DO OODOOOODODO VLANOOODOOODOOOOODOOODO

> show dotlx vlan 20
Date 2008/12/17 12:32:00 UTC

VLAN 20
AccessControl
Status
Supplicants
TxTimer (s)
ReAuthSuccess
SuppDetection
Port(s): 1/1-10,
Force-Authorized
>

Multiple-Auth
2/ 2 / 256
-—- / 30

4

Disable
ChGr 1-5
Port (s) :

1/4,8-10, ChGr

O 5120 IEEE802AXVLANO OO OOOOOOOO

> show dotlx vlan 20 detail
Date 2008/12/17 17:57:03 UTC

PortControl
Last EAPOL
ReAuthMode

ReAuthTimer (s) :

ReAuthFail

Auto
0012.e200.0003
Enable

123 / 300

0

OVLANODOODOOOOODODOOdetail D 0ODO

VLAN 20
AccessControl Multiple-Auth PortControl Auto
Status --- Last EAPOL 0012.e200.0003
Supplicants 2/ 2 / 256 ReAuthMode Enable
TxTimer (s) --- / 30 ReAuthTimer (s) : 123 / 300
ReAuthSuccess 4 ReAuthFail 0
SuppDetection Disable
Port(s): 1/1-10, ChGr 1-5
Force-Authorized Port(s): 1/4,8-10, ChGr 1-5
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
[Port 1/1]
0012.e200.0003 Authorized Authenticated 1Idle 0
177 2008/12/17 17:55:00
0012.e200.0004 Authorized Authenticated 1Idle 0
5 2008/12/17 17:56:58
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show dot1x

106

O 5-130IEEE802AXVLANO O OO OOOOOOOOOOOOOO00OO00O00O0

> show dotlx vlan dynamic
Date 2008/12/17 12:32:00 UTC
VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status e Last EAPOL : 0012.e200.0005
Supplicants : 2/ 2/ 1024 ReAuthMode : Enable

TxTimer (s) - -- / 30 ReAuthTimer(s): 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
SuppDetection : Disable

VLAN(s): 2-5

VLAN (Dynamic) Supplicants
VLAN 2 2 VLAN 3 0 VLAN 4 0 VLAN 5 0

>
O 5-140 IEEE802AX VLANO OO OO00O00O0000000O0OdetailDOO

> show dotlx vlan dynamic detail
Date 2008/12/17 17:57:03 UTC
VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status . Last EAPOL : 0012.e200.0005
Supplicants : 2/ 2/ 1024 ReAuthMode : Enable

TxTimer (s) - / 30 ReAuthTimer (s): 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
SuppDetection : Disable

VLAN (s) : 2-5

Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time

[VLAN 2] VLAN (Dynamic) Supplicants : 2

0012.e200.0005 Authorized Authenticated 1Idle 0
177 2008/12/17 17:55:00

0012.e200.0006 Authorized Authenticated 1Idle 0
5 2008/12/17 17:56:58

>
0O 5-150 IEEE802AX VLANO O OO OOOOOOOO VLANOOOOOOO0O0Ooooooooooo

> show dotlx vlan dynamic 2
Date 2008/12/17 12:32:00 UTC
VLAN (Dynamic)

AccessControl : Multiple-Auth PortControl : Auto

Status e Last EAPOL : 0012.e200.0005
Supplicants : 2/ 2/ 1024 ReAuthMode : Enable

TxTimer (s) - / 30 ReAuthTimer (s): 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
SuppDetection : Disable

VLAN (s) : 2-5

VLAN (Dynamic) Supplicants
VLAN 2 2

>



show dot1x

0O 5160 IEEES02AXVLAN O OO OOOOOOOOO VLANOOOOOOOOOOOdetail DO O

> show dotlx vlan dynamic 2 detail
Date 2008/12/17 17:57:03 UTC

VLAN (Dynamic)
AccessControl : Multiple-Auth PortControl : Auto
Status HE Last EAPOL : 0012.e200.0005
Supplicants : 2/ 2/ 1024 ReAuthMode : Enable
TxTimer (s) :o--- / 30 ReAuthTimer (s) : 123 / 300
ReAuthSuccess : 4 ReAuthFail : 0
SuppDetection : Disable
VLAN (s) : 2-5
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
[VLAN 2] VLAN (Dynamic) Supplicants : 2
0012.e200.0005 Authorized Authenticated 1Idle 0
177 2008/12/17 17:55:00
0012.e200.0006 Authorized Authenticated 1Idle 0
5 2008/12/17 17:56:58
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show dot1x

108

O 5170 IEEE802AX OO0 DOODOOOOOOOOOOO

> show dotlx detail
Date 2008/12/17 17:57:03 UTC

System 802.1X Enable
AAA Authentication Dotlx Enable
Authorization Network Enable
Accounting Dotlx Enable
Port 1/1
AccessControl -—-- PortControl Auto
Status Authorized Last EAPOL 0012.e200.0021
Supplicants 1/1 ReAuthMode Enable
TxTimer (s) --- / 30 ReAuthTimer(s): 123 / 300
ReAuthSuccess 4 ReAuthFail 0
KeepUnauth (s) --- / 3600
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
0012.e200.0021 Authorized Authenticated Idle 0
177 2008/12/17 17:55:00
Port 1/2
AccessControl Multiple-Auth PortControl Auto
Status -—- Last EAPOL 0012.e200.0001
Supplicants 2/ 2 / 256 ReAuthMode Enable
TxTimer (s) 15 / 30 ReAuthTimer(s): 123 / 300
ReAuthSuccess 4 ReAuthFail 0
SuppDetection Shortcut
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
0012.e200.0001 Authorized Authenticated 1Idle 0
177 2008/12/17 17:55:00
0012.e200.0002 Authorized Authenticated 1Idle 0
5 2008/12/17 17:56:58
ChGr 11
AccessControl Multiple-Auth PortControl Auto
Status i Last EAPOL 0012.e200.0011
Supplicants 2/ 2 / 256 ReAuthMode Enable
TxTimer (s) 15 / 30 ReAuthTimer (s): 123 / 300
ReAuthSuccess 4 ReAuthFail 0
SuppDetection Shortcut
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
0012.e200.0011 Authorized Authenticated Idle 0
177 2008/12/17 17:55:00
0012.e200.0012 Authorized Authenticated 1Idle 0
5 2008/12/17 17:56:58
VLAN 20
AccessControl Multiple-Auth PortControl Auto
Status i Last EAPOL 0012.e200.0003
Supplicants 2/ 2 / 256 ReAuthMode Enable
TxTimer (s) --- / 30 ReAuthTimer (s): 123 / 300
ReAuthSuccess 4 ReAuthFail 0
SuppDetection Disable
Port(s): 1/3-15, ChGr 1-5
Force-Authorized Port(s): 1/4,8-15, ChGr 1-5
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
[Port 1/3]
0012.e200.0003 Authorized Authenticated 1Idle 0
177 2008/12/17 17:55:00



0012.e200.0004

VLAN (Dynamic)

Authorized
5

Authenticated

Idle
2008/12/17 17:56:58

show dot1x

AccessControl Multiple-Auth PortControl Auto
Status --- Last EAPOL 0012.e200.0005
Supplicants 2/ 2 / 1024 ReAuthMode Enable
TxTimer (s) -—- / 30 ReAuthTimer (s) : 123 / 300
ReAuthSuccess 4 ReAuthFail 0
SuppDetection Disable
VLAN (s): 2-5
Supplicants MAC Status AuthState BackEndState ReAuthSuccess
SessionTime (s) Date/Time
[VLAN 2] VLAN (Dynamic) Supplicants : 2
0012.e200.0005 Authorized Authenticated 1Idle 0
177 2008/12/17 17:55:00
0012.e200.0006 Authorized Authenticated 1Idle 0
5 2008/12/17 17:56:58
>
ogoooon
0 5-30IEEE802 X 00000 DOO0DOOODODOOO
gooo od gooooo

System 802.1X IEEES02.1X0 0000000000 1. Enabled IEEE802.1X 0

oag oooooo
2. Disabled IEEE802.1X O
oooooo
AAA Authentication =~ RADIUSOOOOO0OOOOOOODO 1. Enabled RADIUS O OO
Dotl1x oooooo oooooooooo
2. Disabled RADIUS O O
oooooooooog
Authorization VLANOOOOODODODO RADIUSO | 1. Enabled RADIUSOO
Network 00 VLANDOOOOOOOOOOoOOO VLANOOOOODOD
oo 2. Disabled RADIUS O O
VLANOOOOODOO
Accounting 0000000000000onooo 1. Enabled Accounting O
Dotlx oooog ooooo
2. Disablel Accounting O
ooooo
Port/ChGr/VLAN/ ooooooooon
VLAN(Dynamic) Port <nif no.>/<portno.>0 00000000000
ChGr<channel group number>0 000 0000000000000
VLAN <vlanid>0 VLAN OO OOO0000OO VLANID
VLAN(Dynamic)d VLANO OO OODOOO
AccessControl 000000000000O0o0oo0 1. -
oooobooooooo . Multiple-Hosts
""" uooooooo 3. Multiple-Auth
Multiple-HostsO O OO OO 0O
Multiple-AuthO 0000000
PortControl 00000D00ooooooOoooo 1. Auto
oo . Force-Authorized
AutoD0DODO 3. Force-Unauthorized

Force-AuthorizedO O 0 O O
Force-UnauthorizedO O 0 O O
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show dot1x

oooo oo ooooon
Status 0o00o000O0Do0Ooog 1. Authorized
Authorized0 OO O 0O 2. Unauthorized
Unauthorizedd O O O 3. ---
--00000oooo
Last EAPOL 0000000 EAPOLOODOO MACOODOOODOOODOO
Supplicants 0000000000000000000000 Supplicant0 0000
oo
[Dooooo]
00000 Supplicant0 0000
[Doooooooo]
0000000 /00000000
O0<0000 Supplicant 0 >/<0000 Supplicant 00 >
ooooooooon
O0<0000 Supplicant 0 >/<0000 Supplicant 0 >/<00
0000000 Supplicant O >
ReAuthMode 00000 "EAPOL Request/ID" O O 1. Enable
0o0o0O0DO0oO0DOoOooOg 2. Disable
TxTimer(s) 00000000 "EAPOL Request/ID"0 0000000000
--00000000000D00000000000000
000000 Supplicant 000000000000 000OO
0000000000 0000 Disabled 00O OO Supplicant O O
ooooo
000000000000 0000000000
000000000000 0000000000000000
OVLANDOOODOOOODOOODOMMOODOOO VLAN
<O00000D000 >/<tx_period O >
ReAuthTimer(s) 000000000 "EAPOLRequest/ID"0 000000 O0DOOO
--0000000000000000
<0000000 >/<reauth_period O >
ReAuthSuccess ogooooog
ReAuthFail ooooooo
KeepUnauth 00000000000000000000000000000000
0000000000000 0000000000000000000
0o00oO0D0O0oo0oon
--000000000000000000000
<0O0O0O000D000d >/<keepunauth_period O >
SuppDetection 00ooooOoooooo 1. Disable
00000000D0000000000 2. Shorteut
DisableD 000000
Shortcut0 00 00O
Port(s) OVLANOODOOODOOOODOOODOOODOOO0O0 VLANOODOOOD

ooooooooooood

Force-Authorized Port(s)

OVLANOOOOOOODOOOOOOOOOOOOOOOOOOOOOO

VLAN(s) OVLANODOODODOODODOODODOOoOOooooO VLANODODODOoO
ooood

VLAN(Dynamic) OVLANOOOOODOOOODOOOOOOO Supplicant 00000

Supplicants oo

Supplicant MAC Supplicant 0 MACO O OO

Status Supplicant 0 000 O0O0O0OOOODO 1. Authorized
AuthorizedO 0 0O 0O O 2. Unauthorized

Unauthorizedd O 0O O
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show dot1x

gooo oag gooooao

AuthState Supplicant 0 000000000000 1. Connecting
Connecting[] Supplicant O 0O O 2. Authenticating
Authenticating] 0 0 O 3. Authenticated
AuthenticatedD 0 0O 0O O 4. Aborting
AbortingD 0O O OO 5. Held
HeldOOOOOOO

BackEndState Supplicant 0 RADIUSO OO O OO 1. Idle
goooooooooo 2. Response
IdleD O OO 3. Request
Response0 00O O0O0OO 4. Success
Requestd Supplicant 0 0 O O 5. Fail
SuccessD 0 OO0 6. Timeout
FailOOODOO
Timeoutd OO ODOOOOOOOO

ReAuthSuccess joooooooooooo

SessionTime Supplicant 00 000000000000 O0ODOOOOOOOOOO
ogd

Date/Time Supplicant 0 000000000000

gogoooogo

oo

goboooooo

0 540showdotIxOO0O0D0OO0ODOOOOODOOO

ooooo

oo

Can't execute this command in standby system.

ooo0oooooooOoOoooocoooocoooo

Can't execute.

gooOooooooooOoooocooooooonoo

Connection failed to 802.1X
program.(Reason:Connection Error)

IEEE802.1X OO0 DO0OOOOOOOOOoOObOO0ooboooboo
000000000000 000OOrestartdotlxO00O0O0O0O
IEEE802.1X 000000000 D0ODO

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEE802.1X OO0 O0OO0OOOOOOOOObOO0Oobooooo
0000000000000 000OOvrestartdotlx0O0 000
IEEE802.1X OO DOOOOO0ODOD0ODO

Connection failed to 802.1X program.(Reason:Send
Error)

IEEE802.1X OO OOOOOOOOObOObO0OObOoobOoD
0000000000000 000Orestartdotlx 00000
IEEE802.1X OO DOOOO0OO0DODODO

Dotlx doesn't seem to be running.

IEEE802.1X OO O0O0OOOOOOoOoOoOoOobOooobooobDo
oobooooooooooo

No operational Channel Group.

goooooooooooO0o0ooooooocOooooOoooOoo
gobooooooooooooooooooooo

No operational Port.

gobobooooOooooOoOoooooooOooOooooooooo
gooooooocooooooooooo

No operational VLAN(Dynamic).

VLANOOOOOOOOOOOOOOOOODOOODOODODOO
goobooooooooOoOoooooooooobooooon

No operational VLAN.

00000 VvVLANOOOOO0O0Oooooooooooooooo
gooOoooooooooooooooo

Now another user is using dot1x command, please try
again.

0000000 detlxO00O0O0O00O0OO0DOOODOOOOOOD
oooooooogoo
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show dot1x

ggodgguo

VLANOOOOOOODOODOOD VLANOODOODOOOOOOOO Supplicant0 00 O000O0OOOO
show dotlx loggingd show vlan mac-vlan 00 000000000000 OOOO
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clear dot1x statistics

clear dot1x statistics

IEEEg802.1X 000000000000 oo0000O00OO0

goodgdao

clear dotlx statistics [{ port <port list> | channel-group-number <channel group
list> | vlan {<vlan id lists> | dynamic} }]

gogododogo

gboboooooobooobooboooo

goobogoo

{ port <port list> | channel-group-number <channel group list> | vlan {<vlan id list> | dynamic} }
port <port list>
oo ouobobobbbbbbbbobbobboboo oL UbD

<portlist>00000000000DOOO0DOCOO0MOO0ODOOOODOOOOODOOOOD
gooooo

channel-group-number <channel group list>

gbobooooobooboboboboooboobooboboboboboboooobooobonO

000 <channel group list>0000000000OOOCOQOOQOOOOOODOODODODODODOO
gooo

vlan <vlan id list>

VLANOOOOODOODOODODOOODOODODOOO VLANOOOOOOOOOooooooooo
oo

<vlanidlist>00000000000O000000O0OOOOOOODOOOOOOOOOOOO
Oo0oOoOoOoOOoOoOoOoOoOO VLANOVLANID=10O0OO0OO0O0O0ooo

vlan dynamic
VLANOOOOOOOODOOoDOoooooooooono

gbooooooooboobd
gboboooooooboboboobOobOOoOO

googg

0O 5180 IEEE802AX 000 0OO0OOOOOOOOCODO

> clear dotlx statistics
>

goobognd

ao

gogoooogo

oo
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clear dot1x statistics

ugooooogo

O 5-50 clear dotix statistics 0 D0 00000000000

ooooo

oo

Can't execute this command in
standby system.

gooOooooooooOoooocooooooonoo

Can't execute.

ooo0oooooooOoOoOooocoooocoooo

Connection failed to 802.1X

program.(Reason:Connection Error)

IEEE802.1X 0000000000000 OO0OOO0OOOoObooboobDoD
000000000 DOrestartdotlx 00000 IEEES021X 00000000
ooao

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEE802.1X 00 0000000000000 OOOoOOOoOobooboobo
0000000000 Orestartdotlx00000 IEEES02.1XO000O0O0OO
oooo

Connection failed to 802.1X
program.(Reason:Send Error)

IEEE802.1X 00 0000000000000 OOO0OOOoObooboobDo
000000000 OrestartdotlxO00000 IEEES02.1X OO0 O0O0OODOO
oono

Dot1x doesn't seem to be running.

IEEE802.1X OO 000000000 0O0OOOOOOOOOObOoObDbOBD
ooood

No operational Channel Group.

goboooooooobo0o0oo0ooooOoocOoOoOoO0oOoOoOoOoooOoooon
gobOooooocooooooooo

No operational Port.

goboooooOoooooOoOoOoooooooOooOoOooOoOobocOooobOOoOooonoon
ooooooooooood

No operational VLAN(Dynamic).

VLANOOOOOOOOOOOOOOOODOOOOOOODOOODOOODOODODODOD
goooooooooooooooooo

No operational VLAN.

00000 VLANOOOOOOOOOOoOoOoooooooooooooooo
oobooooooooooo

Now another user is using dot1x
command, please try again.

0000000 detlxO00O00OO00O0O0ODODOODODOOOODOOOODODOOODO
ooao

goobogo

OO00OCOCOOCOOOOCOOIEEES2IXMIBOOOOO MIBOOO ooOOoOOOOO

114



clear dot1x auth-state

clear dot1x auth-state

IEEE802.1X OO DO0ODOOOODOODOO

gooooa

clear dotlx auth-state [{ port <port list> | channel-group-number <channel group
list> | vlan {<vlan id list> | dynamic [<vlan id list>]} | supplicant-mac <mac
address> }]1 [-f]

ogoooooo

gboboooobooboboboooo

gogododogo

{ port <port list> | channel-group-number <channel group list> | vlan {<vlan id list> | dynamic [<vlan
id list>]} | supplicant-mac <mac address> }

port <port list>
0000000000000000D00O0000000D0DD000000000O<port list>00
00000o000oo0o0oo0oo00obOoooo0ooo0ooooooooDOooooog

channel-group-number <channel group list>
0000000000 00ooo00ooo00ooDoDo00ooooo0oDooooDoooooDog
<channel group list>0 00 0000000000000 0O0OOOOOODOOOOOOOO
od

vlan <vlan id list>
VLANODOOOODODDOOOOOOOO VLANOODOOOoooooopoooooooo
<vlanidlist>00000000000O 000000000000 DOO0O0ODODOOO0OOOOO
O0000000000000 VLANODVLANID=100OO0OO0O0O00000

vlan dynamic <vlan id list>
VLANODOOOOOOOOOOOOO VLANOODOOOOoooooooooooooo
<vlanidlist>00000000000O 000000000000 OO0O0ODODO0OOOOOO
0000000000 00D00 VLANODVLANID=100OOO0OO0O0O0OO000
<vlanidlist>000000000VLANODOOOOOOOOOOOO VLANDODOOOODOODO
ooooo

supplicant-mac <mac address>
00 MACOOOOOOOODODOOODODOOOO

gboboooooooboooooboobobobobooooo

gbooooooooobo
gboobooooooboobobo

gboboboooooboooboon
0000000000 000000DOO0O00O IEEES21XO00O00CO0O0ODOOOODO
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clear dot1x auth-state

gogodd

051900000000 IEEE802AX OO CODOCOODODO

> clear dotlx auth-state
Initialize all 802.1X Authentication Information. Are you sure? (y/n) :y

>

ggodgguo

oo

goobogoooboo

g000OO0OO0OoOOOOOoOOOOOODO VLANOUO IEEES02.1XO0O0O0OOOOOOOOODOODOO
gboboooooboboboboooobooboboboobooo

ugooooogo

0 5-60cleardotixauth-state D OO OO O0O0O0ODOOOOOO

ooooo

od

Can't execute this command in
standby system.

ooooooooooooooooooooooo

Can't execute.

obooooooooooocooooooooooon

Connection failed to 802.1X
program.(Reason:Connection
Error)

IEEES02.1X O 0000000000000 0ODOOOO0OOOOOOOODOOODOO
0000000 OrestartdotlxO0 0000 IEEE802.1X 00000000000

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEES02.1X O 0000000000000 0ODO0O0ODO0OOOOOOOOOOOO
000000000 Orestartdotlx 00000 IEEE802.1XO0 00000000
oo

Connection failed to 802.1X
program.(Reason:Send Error)

IEEES02.1X O 0000000000000 0OO0OOOOOOOOOOODOOODOO
0000000 OrestartdotlxO0 0000 IEEE8021X 00000000000

Dot1x doesn't seem to be running.

IEEES02.1X O 0000000000000 0OO0O0ODOO0OOOOOOOOOOOO
oooo

No operational Channel Group.

obob0ooooooooOoooooocOob0ooOo0oOooOoOoooOoOoOoOooOooooOon
oooooooooooooooo

No operational Port.

oooooooOoooobOoooooOoO0ooOoOoooOooOooOooOOoOoOoboOoooooo
oobooooooooo

No operational VLAN(Dynamic).

VLANOOOOOOODOOOODOOOOoooOoOoooooooooooooooo
oboboooooooooooooood

No operational VLAN.

ooooo VLANOOOOOOOooooooooooooooooooooooo
ooooooooooo

Now another user is using dotlx
command, please try again.

0000000 dot1x 000000000000 OOOOOOOOOOOOOOO
oo

ggodgguo

O000O0O0O0OU00O0O0OO00O0OOOOOOOOOO EAP-Failure 0O O EAP-Req/1d0000O0OOO0O

gooo

- J0000000000000000000 IEEER2.1XO00O0O0OODOOEAP-FailureO
EAP-Req/Id0 00000000 10000000

e 0O000ODO0O port <port list>0 channel-group-number <channel group list> vlan <vlan id list>0
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clear dot1x auth-state

vlandynamic 00000000 IEEE802.1X 000 00O OO OO EAP-Failure 0 EAP-Req/Id 0 0 O
gooooo1oouoobon

000000 vlandynamic<vlanidlist>00000000000000000O0DOOOOO
EAP-Failure 10000000 1000000000 IEEES02.1XO 0000 OOO EAP-Req/Id O
gooooooo11gpoobobboD

000000 supplicant-mac <mac address> 000 0000000000000 EAP-Failure OGO O
0000000000000 DO00D000DOO0 IEEES2.1XOODO0O0DO0DODOODODOODOOOODOO
000000000 00000 IEEES02.1X0 0000000 EAP-Req/ Id00DODOOOOO 10
gooooo
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reauthenticate dot1x

reauthenticate dot1x

IEEE802.1X O OO DOCOOCOOCOOCOOCOOCODOOOOreauthperiodd 0 00000 OOOOOOOOO
gboooooooboon

goodogo

reauthenticate dotlx [{ port <port list> | channel-group-number <channel group
list> | vlan {<vlan id list> | dynamic [<vlan id list>]} | supplicant-mac <mac
address> }] [-f]

googogo

gbobooooooboobobobob

goodoogo

{ port <port list> | channel-group-number <channel group list> | vlan {<vlan id list> | dynamic [<vlan
id list>]} | supplicant-mac <mac address> }

port <port list>
0000000000000000000000000D0DD00000000 O <port list>00
0000000000 00ooo00D0DmOooo0o0oooooooooooooooood

channel-group-number <channel group list>
0000000000 00o0o00o0oo000Do00o0oo0oo0oDoo0ooDoooooDog
<channel group list>0 00000000000 0000000CO00DOO0O0OOOOOODODOO
od

vlan <vlan id list>
VLANOOOOOODODDOOUOODOOOO VLANODOODOOODOoOooooooooooo
<vlanidlist>0 0000000000 000000000000 0O0O0O0O00O0O0O0O0OO0OO
O0000000000000 VLANOVLANID=100OO0OO0O0O0Oo0oooo

vlan dynamic <vlan id list>
VLANODOOOOODODDOUOOODOOOO VLANOOODOOUODOoooooooooooo
<vlanidlist>00 000000000 00000000000 0O0ODOO0O0ODOO0O0O0OODOO
0000000000 00D00 VLANOVLANID=100ODOO0O0Ooooo
<vlanidlist>0 00000000 VLANODOOOODOOOOOOO VLANODOOOOODOOO
ooooo

supplicant-mac <mac address>
OO0 MACOOODOOOOOOODOODOOOD

gbobooooooobooboboboooooooono

gbooooooooobo
gbooooooobobabd

gbooboooooooboobonb
0000000000 00DOO0O0bDO0O0O0D IEEES2.1XO000DO0O0OO0DOCOOOO
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googg

reauthenticate dot1x

052000000000 IEEE802AXO0000OOVLANOOOOOOOO

> reauthenticate dotlx

Reauthenticate all 802.1X ports and vlans. Are you sure?

>

goodgdao

oo

goobogoooo

(y/n) :y

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon

gboobd

ogooooogo

0 5-70reauthenticate dotix O 0 0 000000 O0OODODO

ooooo

oo

Can't execute this command in
standby system.

goooooooooooooobooboooooboooo

Can't execute.

goooooooooooooobooboooooboooo

Connection failed to 802.1X
program.(Reason:Connection
Error)

IEEE802.1X OO OOOOOOOOOOOObOOOOOObOOObOOODbODbODObODbODO
O00O0O0O0OOvrestartdotlxO00 000 IEEES02.1XO000000000O0O

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEE802.1X O 0O O0O0OOOOOOOOODOOODOODOOODOODOODODODO
O00O0O0O0OOvrestartdotlxO00 000 IEEES02.1X0000000000OO

Connection failed to 802.1X
program.(Reason:Send Error)

IEEE802.1X OO0 OOOOOOOOOOOObOOOOOObOOObOOODbODbODOODbODO
O00O0O0O0OOrestartdotlxO00 000 IEEES02.1X000000000O0O

Dotlx doesn't seem to be running.

IEEE802.1X OO OOOOOOOOOOOOObOObOObOObOObODbDbOBbbD
ooo

No operational Channel Group.

ooooooooooooooooooooooooOoooooooOobooooooon
ooooooooooooooo

No operational Port.

oobooooboooooooooboooooOoboooooooOooobocoooogn
oooooooooo

No operational VLAN(Dynamic).

VLANOOOOOOOOOOOOooooOoooooooooooooooooooo
ooooooooooooooooboo

No operational VLAN.

00000 VLANOOOOODOOOOoOoOooooOooooooooooooooo
oooooooooo

Now another user is using dot1x
command, please try again.

OO0000OO0D detlx0O0O0OO0O0OOOOOOOOOOODOOOOOODOOOOO
od

goobognd

ao
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restart dot1x

restart dot1x

IEEE802.1X 0000000000 OOO

ggodgguo

restart dotlx [-f] [core-filel]

goobogooo

gbobooooooboobobobob

goodoogo
-f
O000OCO0O0O0OCOOO0OOCOIEEES2.1XOOODOOOOODOOOODO

gbooooooooobo
gboooooobobabdo

core-file
00000 IEEES2.1X 000000 DOODOOOOOOODODODODO

obooooooooobo
gbooooooobobabo

gbooboooooooboobon
O000CO0O000O0OO00DOCOOOOOIEEES2.1XDODOOOODOOOODOOOO

googod

0 5-210IEEE802.1 XD 000 D0O0ODO
> restart dotlx

802.1X restart OK? (y/n) : y
>

0 5-220 IEEE802AX 0000000 OO-fO00O0OODOODO

> restart dotlx -f
>

ggodgguo

oo

ggoooooo

00000000 IEEEgS02.1XOD00DOO0O0OOOOODODOOO0DOOOOODODOOODOOOODODOO
gboooooooobanb

goboooooo

O 5-80restartdotix D 00O DOO0O0DOOOOODOO

ooooo oo

Can't execute. goooooooooobooooooooooooo

Dotlx doesn't seem to be running. | IEEE802.1X000000000000000000000000DODOOOO0O00O0
ooao
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restart dot1x

ooooo oo

Now another user is using dot1x 0000000 detlxO000D0O00D00O0DOO0DODOOODOOODOOODOOOOO
command, please try again. oo

goobognd

0000000000000 bO00DoD0doDooooboooooOooogo
00000000 0d fusr/var/core
0000000 dotlxd.core

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboooboobgooo
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dump protocols dot1x

dump protocols dot1x

IEEEg802.1X OO 0000000000000 O00O0O0O0O00O0O0OULOOLOUOOuOLO

gooogad
dump protocols dotlx

goobogooo

gbobooooooboobobobob
goodoogo

oo
gogodd

0O 5-230IEEE802AX 0000000 OOOOOOOO

> dump protocols dotlx
>

goobogo

oo

ggoooooo

oo
ugooooogo

0 5-90dump protocols dotix OO0 O OO0 OO0 OO OOOOnO

ooooo oo
Can't execute this command in 00o0000o0o0oooooooooooooog
standby system.
Can't execute. 0000000000000 O000O0000000
Connection failed to 802.1X IEEES02.1X 0000000000000 0O00O0O00OO00OO0ONOOONooono
program.(Reason:Connection O000O000 Orestartdotlx 00000 IEEES02.1X 00000000000
Error)
Connection failed to 802.1X IEEE802.1X 0000000000000 0O000O00O0O000O0ON0OONOOOnoon
program.(Reason:Receive Error) | 00O O00Orestartdotlx 00000 IEEES02.1X00000000000
Connection failed to 802.1X IEEE802.1X0 0000000000000 O000O00OO00OONONOOONooono
program.(Reason:Send Error) 0000000 Orestartdotlx 00000 IEEES02.1X 00000000000

Dotlx doesn't seem to be running. | IEEE802.1X000000000000000000000000DODOOOO0O00O0
oono

Now another user is using dot1x 0000000 detlxO000D00D00D000000O0O0O0O0O0OODOO0DOODOOO
command, please try again. oo

goobogo

0000000000000 000bO00000ooo0oDoOoooDOoon
0000000004 /usr/var/dotlx

00000000 dotlx_dump.gz
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dump protocols dot1x

gbobooooobooboobooboboooooooobobobobboobooobooboboboboo
gbobobooboobgoobo
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show dot1x logging

show dot1x logging

IEEE802.1X O OO OOOOOOOOOOOOOOODOODOODODOODOO

ggodgguo

show dotlx logging [{ error | warning | notice | info }]

goobogooo

gbobooooooboobobobob

goodoogo

{error | warning | notice | info}
0000000000000 000DL000DO00D000D000DO00D0DO00 dotlx loglevel

gbobooooobooboboboboooooboobobobobobobooboooobOobobo
OOOOnoticeDOOOOOOO NORMALOOOOOOOOOOOOOOOOOO
O0OO0infoOOOOOOOOODOODOODODOODODODODOD

gbooooooooobo
imfo0000D00OD0OD0ODODODODODOODOODOODOOOODOODOO

googod

O 5-240 IEEE802AX 00000 O0OOOOO

> show dotlx logging

Date 2009/01/23 13:32:00 UTC

No=1:Jan 23 13:31:43:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=10 Login
succeeded. ; New Supplicant Auth Success.

No=16:Jan 23 13:16:55:NORMAL:LOGOUT: MAC=0012.e200.0001 PORT=1/1 VLAN=10 Force
Logout. ; Port link down.

No=2:Jan 23 13:16:10:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=10 Login
succeeded. ; Supplicant Re-Auth Success.

No=1l:Jan 23 13:15:10:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=10 Login
succeeded. ; New Supplicant Auth Success.

No=30:Jan 23 13:10:34:NOTICE:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=10 Login
failed. ; RADIUS authentication failed.

goobogo

IEEES02.1X DO O0DOO0O0OOOO0ODODOOODOCOOODODODOOD

O 5-100 IEEE802AX OO OOOOOOOOOOOO

ooono oo oooooo
ooo ooooooooooooo ooooooooooo
<log> ooooooood ooooooooooood

obooboooooooboooboobobo

No=10:Dec 1 10:09:50:NORMAL:LOGOUT: MAC=0012. e200. 0001 PORT=1/1 VLAN=3 Logout succeeded.
mn @ )] 4 ) (6) (M

(HDOD0DO0OO0D0DMmMDO 518300000000000000000000000D00000000O0
gooon
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show dot1x logging

(22 000IEEES02.1X0000000000000DO0OO0O0O0OOO
(3 00DIEEES02.1X0000000000000DO0OOO0O0OOO
4000000000000 00000000000000
5)0000000000000D000000000000
(0000000000000 0O000DO0OO0O000O0

(Mmooooooo

gbobobobooobooooobooboboboobooooo

s 0000MMO 5110000000000 0000000O0O0DbO
s 0000MMO s1nnO00b00b0boboobooboobooboba
s 0000MMO 512000000

s 00000000 MmMO 5130b0b0b0b0b0oobogon

OosMO00000O000DOO00DbO0O0OOooD

oooo oooo oo
NORMAL LOGIN 000000000000
LOGOUT 0o00oo0oo0oooooboo
SYSTEM 000000oooooo
NOTICE LOGIN 0o0oooooooo
LOGOUT 0o00oo0oo0oooooboo
WARNING SYSTEM 0o0oooooooo
ERROR SYSTEM

IEEE802.1X OO O0O0ODOO00OO0O0OOO0ODbOO

051200000

oooo

oo

MA C=xXXX.XXXX.XXXX

MACOOOOOOOODOO

VLAN=xxxx VIANIDOOOOOOOOOOVLANIDOOOOOOOOOOOODO0O0O00o4go
oo

PORT=xx/xx gooo0o00ddooooboood0oooobboooOoooooLDoboDoOoOoOooo

CHGR=xx

oooooooooooooo

ServerI P=xxx.XxX.XXX.XXX

ooooIpoooOooOOoOooOoo

Serverl Pv6=xxxx!:XXXX.XXXX

ocoooIpveO0OOOOOOOOO

ServerName=cccecce

oooooooooo

056130 00000000000

O oooo oooo ooooooo ooooo oooo
O
1 NORMAL LOGIN Login succeeded. ; New oood MACOOOO
Supplicant Auth Success. 00O Supplicant 00000000 goooooo
ood gooooo
gooo goooo
oooooo VLAN ID

125



show dot1x logging

O oooo gooo goooooad goooo oooo
O
2 NORMAL LOGIN Login succeeded. ; oooo MACOOOO
Supplicant Re-Auth Supplicant 10000000000 QQooOOOOO
Success. 0ooo oooooon
gooooo ooooo
VLAN ID
10 NORMAL LOGOUT | Logout succeeded. oooo MACOOOO
Supplicant 00O OO0OOOOO gooogoooo
jodbooooooooooooo gooooo
ooood ooooo
goooooo VLAN ID
11 NORMAL LOGOUT | Force logout. ; "clear oooo MACOOODO
dot1lx auth-state" gooooObooooooboooo oooooaoao
command succeeded. gooo ooooon
gooooo ooooo
VLAN ID
12 NORMAL LOGOUT | Force logout. ; The oooo MACOOODO
supplicant was cleared, MACVLANO MACOOOOOO goooooo
because it was registered ooo0oo0o0oooooooon oooooo
to MAC VLAN with the Supplicant 00000000000 0OOO0OO
configuration. oooo VLAN ID
gooooo
13 NORMAL LOGOUT Force logout. ; The oooog MACOOODO
supplicant was cleared, mac-address-table 0 MAC O 00O ooooooo
because it was registered | OOOOOOOO00OO0O0O0O0OO0O0O0 000000
to mac-address-table with | O Supplicant 00000000 ooooo
the configuration. 000 VLAN ID
oood
gooooo
14 NORMAL LOGOUT | Force logout. ; The status O QOO0 MACOOODO
of port was changed to oooooooogooooooon goooooo
Unauthorized, because Supplicant 0000000000 goooog
another supplicant was 0 0 Unauthorized 0 00000 ooooo
detection in single mode. Qg VLAN ID
gooooo
15 NORMAL LOGOUT | Force logout. ; Dotlx oooo MACOOODO
configuration deleted. IEEES02.1X0000000000 pQgoOoOOOOO0
goobobboooobobooooo gooooo
gooooo ooooo
oooo VLAN ID
0000 IEEES02.1XO0 0D OO
goobobboooobbboooo
goobobboooobbboooo
16 NORMAL LOGOUT | Force logout. ; Port link oooo MACOOODO
down. goobobboooobobooooo ooooooag
gooooboooono oooooa
oood ooooo
gooooo VLAN ID
17 NORMAL LOGOUT | Force logout. ; VLAN oooo MACOODOO
status down. VLANOOOOOOOoooooo ooooooag
goobobboooobobooooo gooooo
VLIANOOODOOOoOooDooooog ooooog
oooooo VLAN ID
oood
gooooo
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show dot1x logging

O oooo goono goooooa goooo goono
|
18 NORMAL LOGOUT | Force logout. ; Re-Auth oooo MACOOOO
failed. gooobooobobogo ooooooao
oooad gooooo
gooooo ooooo
VLAN ID
19 NORMAL LOGOUT | Force logout.; Couldnot QOQOQO0O MACOOOO
be registered to 00000000 Supplicant 00 goooooo
hardware. 0o00bOoOOoOooooooooo oooooo
od ooooo
oooo VLAN ID
0o00bOoOOoOooooooooo
OO0 Orestart dotlx OO OO0
IEEE802.1X 0 00000 DOOOO
gogoooao
30 NOTICE LOGIN Login failed. ; RADIUS oooo MACOOOO
authentication failed. 00 Supplicant 00O Q0000 goooooo
oo gooooo
oooad ooooo
Supplicant 00000000000 ~ VLANID
JOo0oooOo RADIUSOOOO
0000bOoOOoOooooooooo
oo
31 NOTICE LOGIN Login failed. ; RADIUS goooo MACOOOO
authentication failed. Supplicant 0 0000000000 QgOoOOOOOO
(Re-Auth) 0ooo 0oooooo
Supplicant 00000000000 oooono
000000 RADIUSOO OO VLAN ID
gooobbooooboooboo
oo
32 NOTICE LOGIN Login failed. ; Failed to gooo MACOOOO
assign VLAN. (Reason: 0J00000ooOoOoooOdg aaa goooooo
"aaa authorization authorization network default 0 O gooooo
networkdefault”isnot 0000000000VLANDO OO ooooo
configured.) DoooO000O000oo
oooo
0Oo0o0obbOoooobOoOn aaa
authorization network default 0 O
oooobooo
33 NOTICE LOGIN Login failed. ; Failed to goooo MACOODOO
assign VLAN. (Reason: Tunnel-Type 0O OO0 OO goooooo
No Tunnel-Type VLANODOOOOODOOODOOO 0OoO0ood
Attribute.) 0o ooooo
oooo
RADIUSOODOOOOODO Accept
000000 Tunnel-Type 00O 0O
gooobooono
34 NOTICE LOGIN Login failed. ; Failed to gooo MACOOOO
assign VLAN. (Reason: Tunnel-Type 0 0000 VLAN(13) QOOOOO0OO
Tunnel-Type Attributeis  oopOOOVLANOOOOOOO 0OOO0O0O00
not VLAN(13).) oooooooo ooooo

oooo
RADIUSOODOOOOODO Accept
000000 Tunnel-Type 00O 0O
VLAN(13)0ODOOO0OO0O0O000
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show dot1x logging

O oooo gooo goooooad goooo oooo
O
35 NOTICE LOGIN Login failed. ; Failed to oooo MACOOOO
assign VLAN. (Reason: Tunnel-Medium-Type D000 O 0ooooDoo
No Tunnel-Medium-Type = gpOoOVLANOOOOOOOOOO 000000
Attribute.) oooono oooogo
oooad
RADIUSOOOOOODOO Accept
gooooo
Tunnel-Medium-Type O 0 00O 0O
gooooog
36 NOTICE LOGIN Login failed. ; Failed to oooo MACOOOO
assign VLAN. (Reason: Tunnel-Medium-Type O 0 0 0 O gooogoog
Tunnel-Medium-Type IEEE802(6) 00000 0VLANO oooooo
Attribute is not 0o00o0O0O0O0oooooo ooooo
IEEE802(6).) oooo
RADIUSOODOOOOODO Accept
gooooo
Tunnel-Medium-Type 0 0 O
IEEE802(6) 00O OODDODOOO
37 NOTICE LOGIN Login failed. ; Failed to oooo MACOOOO
assign VLAN. (Reason: Tunnel-Private-Group-ID 00 0O O gooooooo
No O0OOVLANOOOODOOOOO gooooo
Tunnel-Private-Group-ID g ooooQ ooooo
Attribute.) oooo
RADIUSOODOOOOODO Accept
gooooo
Tunnel-Private-Group-ID OO O O
goobobooo
38 NOTICE LOGIN Login failed. ; Failed to oooo MACOOODO
assign VLAN. (Reason: Tunnel-Private-Group-ID OO O O goooooo
Invalid 00000000000000 oooooo
Tunnel-Private-Group-ID | VLANOODODOODODOODOO0O00O 00000
Attribute.) 0o
ooood
RADIUSOOOOOODOO Accept
gooooo
Tunnel-Private-Group-ID OO O O
goobobboooobboooo
39 NOTICE LOGIN Login failed. ; Failed to oooo MACOOOO
assign VLAN. (Reason: VLANIDOOODODODOOOVLAN 0o0ooooo
The VLAN ID is out of 000000000000000 oooooo
range.) oooo ooooo
RADIUSOODOOOODOO Accept ~ VLANID

oooooog
Tunnel-Private-Group-ID 00 O O

000 VLANIDOOOOOOODO
ooood
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show dot1x logging

O oooo oooo ooooooOo ooooo oooog
O
40 NOTICE LOGIN Login failed. ; Failed to oooo MACOOOO
assign VLAN. (Reason: 000000 VLANIDOOOOO [pOoooooo
The Portdoesn'tbelongto pOppOOVLANOOOOOOOO 0OOOOOO
VLAN.) 0oooooo ooooo
oooo VLAN ID
RADIUSOODOOODOOO Accept
oooooo
Tunnel-Private-Group-ID O O O O
000 VLANIDDOODOOOO
000000000 switchport
macO vlanO0O000O0O0O0OO0O
000000 VLANIDOOOOO
00oo0000OO00o0O0oOooo
41 NOTICE LOGIN Login failed. ; Failed to oooo MACOOOO
assign VLAN. (Reason: VLANIDO VLANOOOOOO ooooooog
The VLANIDisnotsetto QOppoOoOoOOO0OOO0OOVLAND 0OOOOOO
radius-vlan.) 0000D000000000 ooooo
oooo VLAN ID
RADIUSOODOOODOOO Accept
oooooo
Tunnel-Private-Group-ID O O O O
000 VLANIDDOODOOODO
000000000 dotlx vlan
dynamic radius-vlan 00 0 00O
VLANIDOODOOOOOODOOO
oooooooo
42 NOTICE LOGIN Login failed. ; Failed to gooo MACOOOO
assign VLAN. (Reason: VLANOOOOOOOOO VLAN ooooooog
The VLAN status is O disable 000OOOVLANOO O0OOOO0O
disabled.) 0000000000000 ooooo
oooo VLAN ID
00000 VLANOODOOOO
000000000000 stateD
active 00D00000O00ODO
43 NOTICE LOGIN  Login failed. ; The oooo MACODOO
number of supplicants on 000 Supplicant 00 OO 00O gooooooo
the switch is full. oooooooo oooooo
oooo ooooo
00D0000O0o0o0oooooooo  VLANID
000000000000000
oo
44 NOTICE LOGIN  Login failed. ; The oooo MACODOO
number of supplicants on 000000000 Supplicant O ooooooo
the interface is full. 000000O00O0Ooooono oooooo
oooDo ooooo
00D0000O0o0o0oooooooo  VLANID
00000000 00000o0n
ooooooooo
45 NOTICE LOGIN | Login failed. ; Failed to 0ooo MACOOODO
authenticate the mac-address-table 0 0 Supplicant QOQQO0O0000
supplicant because it 00000000000O0000D0 000000
could not be registered to oooo oooon
mac-address-table.(code= OQ VLAN ID

x)

gooooooooooooooo
oooooooooooocoooo
gooooooooooooooo
ooood
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show dot1x logging

oooo

ooono

oooocoon

ooooo

oooo

46

NOTICE

LOGIN

Login failed. ; Failed to
authenticate the
supplicant because it

could not be registered to
MAC VLAN.(code=x)

ooood

MAC VLAN O O Supplicant 0 O
ogooooooooooooooa
oo

ooood
ogooooooooooooooa
go0oO0ooooooooobooaa
ogooooooooooooooa
ooooog

MACOOOO
ooooooo
oooooo
ooood
VLAN ID

47

NOTICE

LOGIN

Login failed. ; Failed to
connect to RADIUS
server.

oooo

RADIUSOOOOOOOODOOO

oooocoooooooo

oooo

oobooooooooo

« 0000 RADIUSODOODOOO
oooooo

« RADIUSOOOOODOOODOD
oooooo

MACOOOO
ooooooo
oooooo

ooooo
VLAN ID

48

NOTICE

LOGIN

Login failed. ; Failed to
assign VLAN. (Reason:
Could not be registered to
hardware.)

oood

00000000 Supplicant 00O
jodbooOooooooooooo
od

oood
jodbooOooooooooooo
O00Orestartdotlx DO OO O
IEEE802.1X0 0000000 0ODO
gooooo

MACOOOO
ooooooo
oooooo
ooood
VLAN ID

80

WARNING

SYSTEM

Invalid EAPOL frame
received.

oooo

000 EAPOLOOCOOOODOOO

godo

oood

goobobboooobobooooo

od

e Supplicant 0 0000 EAPOL
ooooooa

e JOOOODDO

81

WARNING

SYSTEM

Invalid EAP over
RADIUS frame received.

oooo

000 EAPover RADIUSO OO0

oooooooo

oooo

gooooooooooooooo

oo

« RADIUSOOOOODOOODO
oooooo

- OOOODOO

82

WARNING

SYSTEM

Failed to connect to
RADIUS server.

oooo
RADIUSOOOOOOOODOOO
oooao

oooo
ooooooooooo
« 0000 RADIUSODODODOOO

oooooo
« RADIUSOOOOODOOOOD
oooooo

goooIpoO
oo
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show dot1x logging

O oooo ooono

oooocoono

ooooo

ooono

83 WARNING SYSTEM

Failed to connect to
RADIUS server.

oooo
RADIUSOODOOOOODOOOO
oooo

oooo
oooooooogooo
« 0000 RADIUSOOODOOO

oooooo
« RADIUSOOOO0O0O0O00O0O0
oooooo

OooooIpveO
ooo

84 WARNING SYSTEM

Failed to connect to
Accounting server.

oooad

Accounting0 00 OO OOOoQOOd

ooooo

oooo

gooobooooooa

e 0OOO AccountingO O OO0
poooobog

e Accounting 0O OO OOOOO
poooobog

ooooIpoo
oo

85 WARNING SYSTEM

Failed to connect to
Accounting server.

oooad

Accounting0 00 OO OOOQOOd

ooooo

oooo

gooobooooooa

e JOODO Accountingd OO OO
goooooag

e Accounting 00 OO O0OOOO
poooobog

OooooIpveO
ooo

86 WARNING SYSTEM

Failed in the name
resolution with the DNS
server.

oooo
DNSOOOOOOoooooooo
goooo

oooo
gooooooooooooo
radius-server host 1 000000
OO0 IPv4a00000O0OO IPveO
jdooooooooooo

oooo

90 ERROR SYSTEM

Failed to open socket.

gooo

socket 00O OOOOOOOOO
oooo
jdooo0ooooooooooo
OO0 Orestart dotlx 0O OO0
IEEES02.1X 0000000000
gooooo

0oO0moooo
uooooaoo

oo

ogooooogo

0 5-140show dotix loggingOD D OO0 OO0 O0O0OO0OOOODO

ooooo

oo

Can't execute this command in
standby system.

goooooooooooooobooboooooboooo
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show dot1x logging

ooooo

oo

Can't execute.

goooooooooobooooooooooooo

Connection failed to 802.1X
program.(Reason:Connection
Error)

IEEE802.1X O O0OOOOOOOOOOOOOOOOOOOOODOOODODbBODOBD
0000000 Orestartdotlx 00000 IEEES02.1X 00000000000

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEE802.1X O OOOOOOOOOOOOOOOOOODOOODOOODOOODODODO
0000000 Orestartdotlx 00000 IEEES02.1X 00000000000

Connection failed to 802.1X
program.(Reason:Send Error)

IEEEg02.1X OO0 0OO0OOOOOOOOOOODOODDOODOOODOODDOODDbDO
0000000 Orestartdotlx 00000 IEEES02.1X 00000000000

Dot1x doesn't seem to be running.

IEEE802.1X OO0 0DO0OOOOOOOOOOODOODDOODOOODOODDOODDbDDO
oono

Now another user is using dotlx
command, please try again.

0000000 det1x 0000000000000 O0O0O0O0O0O0O0O0O0O0O00O0OO0
oo

goobogo

oo

132



clear dot1x logging

clear dot1x logging

IEEE802.1X OO 0O0O0O0O0O0O0OOOOOOOOOOOOOODODODOODODOO

goodgdao

clear dotlx logging

goobogoo

gboboooobooboboboooo

gogododogo

oo

googg

0 5-250 IEEE802AX 0000000 OOOOO

> clear dotlx logging

>

goobognd

ao

gogoooogo

oo

ogooooogo

0 5-150cleardotixlogging 0 00000000 OOOOO

ooooo

oo

Can't execute this command in
standby system.

goooooooooooooobooooboooo

Can't execute.

goooooooooooooobooooboooo

Connection failed to 802.1X
program.(Reason:Connection
Error)

IEEE802.1X OO OOOOOOOOOOOObOObOObOObOObODbDbBbbD
0000000 Ovrestart dotlx 00000 IEEE802.1X0 0000000000

Connection failed to 802.1X
program.(Reason:Receive Error)

IEEE802.1X O OOOOOOOOOOOOOOOOOODOOODOOODOODOODO
0000000 Ovrestart dotlx 00000 IEEE802.1X0 0000000000

Connection failed to 802.1X
program.(Reason:Send Error)

IEEE802.1X OO OOOOOOOOOOOObOOObOObOObOObbDbBbbD
0000000 Ovrestart dotlx 00000 IEEES02.1X0 0000000000

Dot1x doesn't seem to be running.

IEEE802.1X OO OOOOOOOOObOOObOObOObOObOoOobbDbbbD
ooo

Now another user is using dot1x
command, please try again.

0000000 detlxO0OOO0OO0OODODOOODOOOODODOOODODOOODOOO
od

goobognd

ao
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Web [ []

set web-authentication user

set web-authentication passwd

set web-authentication vlan

remove web-authentication user

show web-authentication user

show web-authentication login

show web-authentication logging

show web-authentication

show web-authentication statistics

clear web-authentication logging

clear web-authentication statistics

commit web-authentication

store web-authentication

load web-authentication

clear web-authentication auth-state

restart web-authentication

dump protocols web-authentication

set web-authentication html-files

clear web-authentication html-files

show web-authentication html-files
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set web-authentication user

set web-authentication user

Web 0000000000000 OOOOOOOOOVLANOOOOOOO

0000000000 O00DO0O0O0ODO commit web-authentication OO OOOOOO0O0OCOOODOO

goobogo

set web-authentication user <user name> <passwords> <vlan id>

goodoogo

gooooooo

goodoogo

<user name>
goooobooooboooobood
gododoooooooooooooboooooooooooooo 1010000 Oooooo

<password>
ooooooooooo
dddddoooooooooooooboooooboboboobobob101e0000D0O0ODOO0O

<vlan id>

ooooobooooooomooooooooobooooooooooboooooOoboooDbbOboUbOD

000000 VLANOVLANID=100O0O0OO0OO0oooog
« J0U00O0OVLANOOUOOUOOUOOOODOOooooooooo
O000OO0OO0OOoOoOoOoOoo VLANO VLANIDODOOOODO
« 00O VLANOOOOOOOOOO
OO0 VLANIDOODOODOD

gogodd

0000 "USERO1"O OO ODOO "user0101"O VLANID"10"O 0D OODOO
# set web-authentication user USER01 user0101 10

goobogo

oo

goobogoooboo

oo

ugooooogo

0 6-10 set web-authenticationuser 0 0 000000000000

goooo oo
Already user '<user name>' exists. 000000DOoOoOooOooooooo
Can't execute this command in standby system. Ooooooooooooooooooooooa
Can't execute. gooobooboobobobOoboooobooooo

Now another user is using WA command, please try 0000000 WebODOODODODODOODOOOOOOOOO
again. JoOo0d00oOoOooooboooaoa
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set web-authentication user

ooooa oo
The number of users exceeds 300. OOoO0oooOoosco00OooooooOo
WA is not configured. WebOOOOODODOOODODODOOODOODOOODODOOOOOO

oooooooood

ooooon
e JO00O0OO0OOODOOUOO0OOOO0ODOOOOOOOO
e commit web-authentication 0 0 0 0000000000000 O0O0O0O0DOOOOO0O
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set web-authentication passwd

set web-authentication passwd

Web OOOOOOOODOODOODOODODOO

0000000000 O00DOO0O0ODO commit web-authentication OO OOOOOO0O0OCOOODOO

goobogo

set web-authentication passwd <user name> <old passwords> <new passwords>

goodoogo
gooooooo

goodoogo

<user name>

gbooooooboobobooobooboono
gbobooooobooboboboboooooooboboboboo1b1e0000Db0ODOD

<old password>

gbobooooooobobobo
gbobooooobooboboboboooooobooboboboboo1b1e0000Ob0ODOD

<new password>

gbobooooooboobobobo
gbobooooobooboboboboooooobooboboboboo11b1e0000DbOODOD

googod

0000 "USERO1"ODOOOODODOODODOOODO
# set web-authentication passwd USERO1l user0101l userllll

goobogo

oo

goobogoooboo

oo
ugooooogo

O 6-20 set web-authentication passwd O 0000000000 O0ODO

ooooo oo
Can't execute this command in standby system. 0Jo0o00o00o0ooooooooooooooon
Can't execute. 0000oo00ooo0oooo0oooo0oo0o0o000o0o0og
Now another user is using WA command, please try 0000000 WebOODODODOOOODOOODODODOOODO
again. oooooooOoooooooo
The old-password is different. 0000000OO000oo0o0oOoOooooooo
Unknown user '<user name>'. 0000000oo0oooooooo
WA is not configured. Web0ODOOOODOODOOO0OOO0O0O00O000000O000

ooooooood
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set web-authentication passwd

ogooooo
e J0000DO0O0OODOODODODOODOOODODOOODOO
e commit web-authentication 0 0 0 0000000000000 OOOOOOODODOO
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set web-authentication vian

set web-authentication vlan

Web OOOOOOOOOO VLANOOOOOOO

0000000000 O00DO0O0O0ODO commit web-authentication OO OOOOOO0O0OCOOODOO

goobogo

set web-authentication vlan <user name> <vlan id>

goodoogo
gooooooo

goodoogo

<user name>
VLANOOOOODDOODOOoOOOoooao
goddoooooooooooooboooooooooooooo 1010000 Oooooo

<vlan id>
0000 VLANO VLANIDOOOOoOOood
dddddoooooo@mooobobooddddddoooooooooooooooOooOoObOO
000000 VLANOVLANID=1000OO00O00O000

googod

0000 "USERO"O VLANO 300000000
# set web-authentication vlan USER01 30

goobogo

oo

ggoooooo

oo
ugooooogo

0 6-30 set web-authenticationvian O 0D 000000000000

ooooo oo
Can't execute this command in standby system. 00000000000 00oDOoOoOoooooooa
Can't execute. 0000000o00o0o0o0o0o0o0o0o0o0o0o0o0o0o
Now another user is using WA command, please try 0000000 WebOODODODOOOODOOODODODOOODO
again. oooooooOoooooooo
Unknown user '<user name>'. j000O00o0oooO0ooooooo
WA is not configured. WebOOOOOODOOOODDODOOOOOOODOOOOODDOOO

ooooooooo

ogooooo
s J0000D0O0OODOODODODOODOOODODOOODOO
e commit web-authentication 0 0 00000000000 O0O0OOODOOOOOOOO
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remove web-authentication user

remove web-authentication user

WebOOOOOOOODOODODODOO

000000000000000000commitweb-authentication 0 0000000000000

goobognd

remove web-authentication user {<user name> | -all} [-f]

gogododogo

gbooobooboob

gogododogo

<user name>

gboooooobobaog
gbobooooooobobooboboboboobooooooobo0o1b1e000O0OOOnOOn

-all
goooooooooooon

gboooooobobaoo

gboooooooboobd
gboooooobobaobd

googg
e 0000 "USEROI"OOOOOOO

# remove web-authentication user USERO1l
Remove web-authentication user. Are you sure? (y/n): y

e JOUID0OODODODOOLOOODOODODODODODLODOOODO

# remove web-authentication user -all
Remove all web-authentication user. Are you sure? (y/n): y

goobognd

oo

goobogoooo

ao

ogooooogo

0 6-40 remove web-authenticationuser 1 0 0000000000003

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooon
Can't execute. 000oo0o0oooO0o0ooOoooooooooo
Now another user is using WA command, please try 0000000 WebODOODOOOOODODOOODODDODOOOODOO
again. 000ooO0oO0ooooooooo
Unknown user '<user name>'. ogooooooooooobooooDo
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remove web-authentication user

ooooo oo

WA is not configured. WebOOOOOOOOOOOOOOODOOODOODODOODDO
ooooooooo

goobogo

commit web-authentication 0 0 0 0 0000000000000 00O0DOOO0DOOOO
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show web-authentication user

show web-authentication user

WebOOOOOOOoOoOoOoOoooOooooooooOoooooooooooooooooooooooo
gboboooogon

¢ set web-authentication user 0 0 O O
¢ set authentication passwd 0 0 O O
e set authentication vlan 0 O O O

e remove web-authentication user 0 O O O

gbobooooobooboboboooo

goodgdao

show web-authentication user {edit | commit}

goobogoo

gboboboob

goobogoo

edit
gooddooooooooooooao

commit
O0o0oo0ooo0oooooboooooono

googg

e JOODOODODOOLODOODOODOO

# show web-authentication user edit
Date 2006/10/14 10:52:49 UTC
Total user counts:2

username VLAN
0123456789012345 3
USERO1 4094

e JOODOODODOOLODOODOODOO

# show web-authentication user commit
Date 2006/10/14 10:52:49 UTC
Total user counts:3

username VLAN

0123456789012345 4

USERO02 4094

USERO03 2
gooooa

Oe6e50Web0000000DOOOODODO

ooono oo oooooo
Total user counts ooooooo ooooooooooo
username oooo oobooooooooo
VLAN VLAN goooooooooooooooooooo VLAN
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show web-authentication user

ggoooooo

oo

goboooooo

0 6-60 show web-authenticationuser 0 0000000000000

ooood

oo

Can't execute this command in standby system.

oboooooooooocoooooooocoooo

Can't execute.

goooooooooooooooooooooo

Now another user is using WA command, please try
again.

0000000 WebOOOOOOOOOOOOODOOODOOO
goooooooooooooo

WA is not configured.

WebOOOOODOOOOODOOOOOOOODOOOODODOOO
ooooooood

goobogo

oo
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show web-authentication login

show web-authentication login

uboboboooobooboboboboboboooboooboobobobo

goodgdao

show web-authentication login

goobogoo

gboboboob

gogododogo

oo

googg
gbobobooooooboobooboboooo

o JOUODOODODOLUOOvVvIANODODODODOODOODOODOO

# show web-authentication login
Date 2010/04/15 10:52:49 UTC
Total user counts:2

Username
VLAN MAC address Login time Limit time
0123456789012345

3 0012.e2e3.9166 2010/04/15 09:58:04 UTC 00:10:20
USERO1
4094 0012.e268.7527 2010/04/15 10:10:23 UTC 00:20:35

o JOUODOODOOD vviaANODOOOOO

# show web-authentication login
Date 2010/04/15 10:52:49 UTC
Total user counts:2

Username
VLAN MAC address Port IP address
Login time Limit time
0123456789012345

3 0012.e2e3.9166 1/5 192.168.0.1
2010/04/15 09:58:04 UTC 00:10:20
USERO1
4094 0012.e268.7527 1/6 192.168.1.10

2010/04/15 10:10:23 UTC 00:20:35
goodgdao

ge700000000O00DDOOODO

oooo oo ooooaoa

Total user counts goooo jo0ooooooooooooooo

Username ooono goooooooooooooooo

Port ooooo Jo0dooooooobooooooooobooooooooono
0000 VLANDODODOOODoOOOd

IP address IPOOODO 00000000000 00o0ooDo IPO0OODOOOO VLAN
oooooooo

VLAN VLAN JOO00d0d00O0oOoObOO0O0o00oOoooobooOoOoooon
VLAN
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show web-authentication login

oooo oo gooooo
MAC address MACOOOO 000000000000 00000 MACOODO
Login time oooooo gooOooooooobooooooooooooo
Limit time oooooooo goboooooooooocooooooooooooo

goooboboooboobooobobboooobbooooboboo
goOdOoooogoooo00000DOOUODDDOOOO
0000000 100 14400000000 hhimm:ssOd00 :0 10
0000000 infinity O O 0O O infinity

ggoooooo

oo

goboooooo

0 6-80 show web-authentication login D 0000 O000O00O00O0OO0O

ooood

oo

Can't execute this command in standby system.

oboooooooooocoooooooocoooo

Can't execute.

goooooooooooooooooooooo

Connection failed to WA program.

Web OOOOOOOODOODOOOOOOODODODOODOOO
0000000000000 O0OOdrestart web-authentication
00000 WebOOGOQOOODOOOOOOODOOOODO

WA is not configured.

WebOOOOOOOOOOOOOOOODOODOOODOODDDO
ooooooooo

goobogo

oo
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show web-authentication logging

show web-authentication logging

WebOOOOOOOOOOOOOOOOOODOODODODODDODO

goodgdao

show web-authentication logging [user]

goobogoo

gboboboob

gogododogo

user
gboboooooobooboboobobobooooo
gboboooooboboboboboboooooboobobob

gboooooooboobd
WebOOOOOOOOOOOOOOOOOOOOOOODOODDODODODOO

googg

e JOUODOODOODODODO

# show web-authentication logging

Date 2007/11/15 10:52:49 UTC

No=1:Nov 15 00:09:50:NORMAL:LOGIN:MAC=0012.e200.0001 USER=testdatal Login
succeeded.

No=2:Nov 15 00:10:10:NORMAL:LOGOUT: MAC=0012.e200.0001 USER=testdatal Logout
succeeded.

No=90:Nov 15 00:09:55:NORMAL:SYSTEM: connection failed ; L2MacManager.

e JOUODOODO "wsexr"OOOOODOO

# show web-authentication logging user

Date 2007/11/15 11:13:15 UTC

No=1:Nov 15 00:09:50:NORMAL:LOGIN: MAC=0012.e200.0001 USER=testdatal Login
succeeded.

No=2:Nov 15 00:10:10:NORMAL:LOGOUT: MAC=0012.e200.0001 USER=testdatal Logout
succeeded.

goobognd

Ooe6e90WebOODODOOODOOOOODODOOOD

ooono oo ooooono
ooo ooooocoooooooo ooooocooooono
<log> ooooocoooo ooooocoooooooo

gbobobobooobooooboonoo

No=1:Nov 15 00:09:50:NORMAL :LOGIN: MAC=0012.e200. 0001 USER=testdatal Login succeeded.
m @ @) 4 (5 (6) (N

(HDO0DDO0O0D0OO0MmMD 6120000000000000000000000D000000O00O0OOO0

gooon
(22000WebODDOOODDOOODODODOOODODOOODO

3 000WebODDOOODODDODOOODOOOOODOOOOOD
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show web-authentication logging

40000000000000D0000000000000
(G)0000000000000D000000000000
($)000000DD0000D0D0DO0O0O0ODDO0O0OOD
(mooooood

gbobooooobooboboboboooooboooboobo

s 0000MMOee100000000D00DO0DOOOOOODOODO
s 0000MMOee100000000D00DO0DOOOOOODOODO
s D0OD0O0OMMO 611000000

s 0000D00D0OO0MMO 612000000000 O0OO0O

Oe10000000000000O0O0O0O0O0O0O0O0

ooono oooo oo
NORMAL LOGIN ooooooooooboo
LOGOUT ooooooooobooobo
SYSTEM ogooooooboooboo
NOTICE LOGIN ocoooooooobo
LOGOUT ooooooooobooobo
ERROR SYSTEM 0000000 WebOOOOOOOOODOOOOO
oooao

06-1MO000CO0O

gooo oo
MAC=xXXX.XXXX.XXXX MACOOOOOOOOOO
USER=XXXXXXXXXX oooIpoooooo
IP=xxx.XXX.XXX IpO0OOCODOOODODOO
VLAN=xxxx VLANIDOOOOQOOODOOVLANIDOOODOOOOOOOoOoooooooo
oo
PORT=xx/xx ooooooooooo

0612000000000000

oo oooo oooo ooooooo ooooo oooo
1 NORMAL LOGIN Login succeeded. oooo MACODOODO
000000000000 oooo
ooooo Pogoobl
Hooo LANIDP !
oooooo v
oooogopBt
2 NORMAL LOGOUT Logout succeeded. oogg MACOOOO
000000000000 oooo
ooooooo Pooooo!
oonDo 01
oooooo VLANID
oooogopBt
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show web-authentication logging

oag goono goono ooooooao goooo oooo
3 NORMAL LOGIN Login update gooo MACOOOO
succeeded. oooooooooooo goooo
000000000 PoOOoQbt
nooo VLANIDU !
goooog
ooooof!
4 NORMAL LOGOUT Force logout ; clear oooog MACOODOO
web-authentication goooooooooog gooo
command succeeded. og Pooonb!
oooo
000000 VLANID® !
ooooof!
5 NORMAL LOGOUT Force logout ; oooo MACOOOO
Connection time was Jdooo0ooooooog  gooo
beyond a limit. 0ooooooooo IPOOOo0l
nooo VLANID" !
gooooa
ooooogB!
6 NORMAL LOGOUT Force logout ; gooo MACOOOO
mac-address-table mac-address-table 0 0 00O oooao
aging. 000O0O0 MACOOOO Pooopbl
goobooooobobooo VLANIDDO 1
goobooog 01
oooo goooo
goobooooobobooo
goobooooobobooo
gooo
7 NORMAL LOGOUT Force logout ; VLAN  0OO0O0O MACOOOO
deleted. WebO OO VLANODO OO gooo
0o0o0oo00000ooo VLAN ID
goo
oooo
VLANOOOOOOOO
goobooooobobooo
goo
8 NORMAL LOGOUT Force logout ; oooo MACOOOO
Authentic method RADIUSOO <>0000 oooo
changed (RADIUS oooooooooooon IPooOpC!
<-> Local). 0000oooOoooooon VLAN ID
goooog 01
oooo goooo
gooooag
10 NOTICE LOGIN Login failed ; User oooo gooo
name not found to gooooooIboOOo0n
web authentication DBOOODDODODODODDDOO
DB. 000000 ID00000
goobooooobobooo
gooooog
oood
gooooo IbooooDd
goobooooooo
11 NOTICE LOGIN Login failed ; oooo oooo
Password not found ooooooooooon ooooo

to web
authentication DB.
[Password=[0 0O
oooll

oooooooooooo
ooooocoooooooo
oooo
oooooooooooo
ooooocoooooo
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show web-authentication logging

oo

ooono ooono oooocoon

ooooo

oooo

12 NOTICE LOGIN Login failed ; ARP

resolution.

oooo
ooooooPpcoIPOO
000 ARPOOOOOOO
oooooooooooo
oooao

oooo
oooooooooooo
goood

oooo
IpO00O0O

13 NOTICE LOGOUT Logout failed ; ARP

resolution.

oooo
oooooopcoIpOO
000 ARPOOOOOOO
oooooooooooo
oooooo

oooo
oooooooooooo
oooooo

oooobt?
POO0OO

14 NOTICE LOGIN Login failed ; Double

login.

oooo
oooooooooooo
ooooooooooooo
oooooooooo
- JO0O0O0O0O0O0O00O PC
0o0oooooooo ID
oobooooooono

- 00O0DODO VLANDO
ooooooooooo
OPCOODOO VLAND
obooooooooood

oooo
oopCOOODODOODO
oobooooooooo
oooocoooooooo
opCOOOOOODODOO
oooooooooooo
oooo

MACOOOO
oooo

15 NOTICE LOGIN Login failed ;
Number of login was

beyond limit.

oooo
oooooooooooo
oooooooooo
oooooooooo
- WebOOOOOOODODO
ooooo

* IEEE802.1X0 Web 0 O O
MACOOOOOOOOO
ooooooooooo
ooo

oooo
oooooooooooo
oooocoooooooo
gooooo

MACOOODO
oooo

17 NOTICE LOGIN Login failed ; VLAN

not specified.

oooo

Web OO OOOOO VLAN
IDOOOCOOOCOOOO
oooao

oooo
oooooooooooo
OO0 VLANIDOOOOO
ooood

MACOOOO

oooo
VLAN ID
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show web-authentication logging

oo oooo oooo ooooooao ooooo ooood
18 NOTICE LOGIN Login failed ;s MAC oooo MACOOOO
address could not MACOOOOODOODODO ooon
register. 0oooD0oO0oogoog
ooood
ogoooooOoooooo
ooooo
19 NOTICE LOGOUT Logout failed ; MAC 0QoQOQ MACODOOOU?2
address could not MACOOOOODOODOODO 0102
delete. gooooooooogoo DDDDglmz
oooo VLAN ID
oooo ooooopbto
DOoO0O0o000O00ooon 2
oooooog
20 NOTICE LOGIN Login failed ; ooog MACOOOO
RADIUS RADIUSOOOCOOOOO gooo
authenticationfailed. | poooooooon0 Pooool?
ooood
godooooIboooono VLANID " !
000000000000 noooo®t
oo
21 NOTICE LOGIN Login failed ; Failed OO 0O0O MACOOOO
to connection to RADIUSOOOOOOOO oooo
RADIUS server. oooooooooooon Pooonf!
ooooo
Soon VLANIDD !
D000 RADIUSODOO  DO0O0OP!
ogoooooooooono
O0O00O0O0RADIUSOO
oooooooooooono
ogooooooooooo
ooo
22 NOTICE LOGIN Login failed ; ooog MACOOOO
Connection failed VLANOOOOOOODOO gooo
L2MacManager. 000000000000
oooooog
ooood
ogoooooOoooooo
ogoooooooooono
ogoooooooooono
restart vian 0 0 0 O O
mac-manager 0 00000
ogooooooooooono
23 NOTICE LOGIN Login failed ; oooo MACOOOO
L2MacManager VLANOOOOOOOooo oooo
failed. 000000000000

gooooooooooo
gooo
goooooooooooo
gooooooooooo
gooooooooooo
restart vian 0O 0 0O 0O
mac-manager J OO0 OO0

ooooocoooooooo
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show web-authentication logging

oo ooono ooono oooocoon

ooooo

oooo

24 NOTICE LOGOUT Logout failed ;
L2MacManager

failed.

gooo

VLANOOOOOOOOoOo

gooooooooooo

gooooooooooo

oooo

oooooooooo

e WebOOQOQOQOoOooQQ
0 PC O IEEE802.1X 0O
gooooo

e WebOOOOQOGQOooOO
ooooo MACOOO
goooooooooo
00000 mac-address
gooooo

oooo
oooocoooooooo
oooooooooooo

MACOOOO

25 NOTICE LOGIN
login.

(L2MacManager)

Login failed ; Double

oooo
VLANOOOOODOOOD
oooocoooooooo
oooooooooooo
oooooooogoo
s WebOODODODOOODO

IEEE802.1X 000 MAC

Ooooooooooono
ooo

e JOJ0ODODODOO MACO
Oo0oOd00oOooooono
ooooood
mac-address 1 0000
ooooood

oooo
oooocoooooooo
ooooooooooo

MACOOODO

oooo
VLAN ID

26 NORMAL LOGOUT Force logout ; VLAN

deleted.

oooo
oooocoooooooo
oooooooooooo
VLANOOOOOOOoOOoo
OO0 VLANOOOOOOO
oooooooooooo
goood

oooo

VLANO MAC VLANO OO
oooooooooo

oooooooo
oo
MACOOOO

oooo
VLAN ID

oooo

00 VLANOODOODOOO
00000 VLANDODOO
oooocoooooooo
00000 VLANOOOO
0000000 VLANO
ooooooooooooo
OO0 VLANOOOOOOO
oooooooooooo
oooo

oooo
VLANOOOOOOOoOOoo
oono

000 VLANOO
ooooooo
000 VLAN
ooood
MACOOOO
oooo
IpPO00O0O
VLAN ID
ooood
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show web-authentication logging

oo oooo oooo ooooooao ooooo ooood
27 NOTICE LOGIN Login failed ; VLAN  O0QO0O0O MACOOOO
not specified. gooooooooooo oooao
ogoooooooooono VLAN ID
O VLANOOOOoooo
ogoooooooooo
ooood
VLANOOODOOOOOOd
oooooog
28 NORMAL LOGOUT Force logout ; Polling OOQOO MACOOOO
time out. gooooooooooo oooo
ogoooooooooono IPOODOO
oooo VLAN ID
oood ooooo
oooooog
29 NORMAL LOGOUT Force logout ; Client [OQOQO0O MACOOOO
moved. goooooooooooo oooao
ogoooooooooono IPOODOO
ooooo VLAN ID
oood ooooo
ogoooooooooono
oooo
31 NORMAL LOGOUT Force logout ; Port oooog MACOODOO
not specified. gooooooooooo gooo
ogoooooOoooooo IPOOO0O
ooo VLAN ID
uoog ooooo
ogoooooOoooooo
oooooooad
32 NOTICE LOGIN Login update failed. QOO OO MACOOOO
ogoooooOoooooo oooo
ogoooooooooono IPOODOO
ogoooooOoooooo
ooood
godooooooo Ipono
ogoooooooooono
goooooa
33 NORMAL LOGOUT Force logout ; Port oooo MACOOOO
link down. goobooooobobooo oooo
ogooooooooooo IPOOO0O
ogoooooooooono VLAN ID
ogoooooooooono ooooo
ooo
ooood
ooooooooooo
ogooooooooooo
ogoooooooooono
ooooo
34 NOTICE LOGIN Login failed ; Portnot O0QO0O0 MACOOOO
specified. OO0 VLANOOOOOOO oooao
J0oo0odg VLANODOOO ooooog

oooooooooooo
oooooooooooo
oooo

oooo
oooooooooooo
oooooooooooo
ooooocooooono
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show web-authentication logging

oo oooo oooo goooooa oooood ooood
39 NOTICE LOGIN Login failed ; VLAN  0O0QO0O0O MACODOODO
not specified. 00 VLANDOOODOOOO oooo
Oo0oo00 VLANDOODO IPOOODO
0oo0o0000000o0 VLAN ID
000000 VLANOOO ooooo
ogoooooooooono
oooo
ooood
ogoooooooooono
gooooOoOooooono
gooooOoOooooono
40 NORMAL LOGOUT Force logout ; Ping ooog MACOOOO
packet accepted. 000000 PingOOQQg oooo
ooooooooooono IPOOODO
ogooooooa VLAN ID
ooood ooooog
gooooa
41 NORMAL LOGOUT Force logout ; Other QOO 0O0O MACODOODO
authentication ooooooooooono ooood
program. gooooooooooo IPOOODO
oooo VLAN ID
gooo oooog
gooooOoOooooono
gooooOoOooooono
oooooooooono
48 NORMAL LOGOUT Force logout ; oooo MACODOODO
Program stopped. WebOOOOOOOOOO oooo
gooooOoOooooono IPOOODO
oooooood VLAN ID
ooood ooooo
o000 WebdQoOGQoooQo
oooooOoOooooo
ooooooooooono
gooooa
49 NORMAL LOGOUT Force logout ; oooo MACODOODO
Authentic mode had ooooooooooono ooood
changed (dynamic 0000 VLANOODOOO  pppopgppOt
vlan -> static vlan). 00 VLANOOOOOOO VLAN ID
ooooooooooono oooooBl
gooooOoOooooono
oo
ooood
gooooa
50 NORMAL LOGOUT Force logout ; ooog MACODOOO
Authentic mode had OO0 VLANOOOOOOO oooo
changed (static vlan ooooooooooon IPOOO0O
-> dynamic vlan). 000 VLANOOOOOO  VLANID
gooooOoooooono ooooog

oooocoooooooo
ooao

oooo
oooooo
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show web-authentication logging

oo

ooono

ooono ooooooo

ooooo

oooo

51

NOTICE

LOGIN Login failed ; IP

address is not right.

oooo

00 VLANOOOODOO
ooooo VLANOOO

O0OWebOOQOOIPOO

gooooIpooODOOO

ooooocoooooooo

oooo
WebOOOO IPOOOO
oooooooooooo
ooo

oooao
IpPOOOO

52

NORMAL

LOGOUT Force logout ;
Authentic mode had
changed (Legacy ->

dynamic vlan).

oooo
oooooooooooon
Oo00 VLANOOOOOO
oooooooooooo
oooooooooooo
od

oooo

oooooo

MACOOOO

oooo
VLAN ID

53

NORMAL

LOGOUT Force logout ;
Authentic mode had
changed (dynamic

vlan -> Legacy).

oooo

oooooo VLANOOO
oooooooooooo
oooooooooooo
oooooooooooon
od

oooo

oooood

MACODOOO
oooao
IPODODOO
VLAN ID
ooooo

82

NORMAL

SYSTEM Accepted clear

auth-state command.

oooo

clear web-authentication
auth-state 0000000
ooooooooooon
ooo

oooo

oooooo

83

NORMAL

SYSTEM Accepted clear

statistics command.

oooo

clear web-authentication
statistics 1 00O 0000
ooooooooooon
oooo

oooo

oooooo

84

NORMAL

SYSTEM Accepted commit

command.

oooo
commit web-authentication

ooooooooo bBO
COMMITOOOODODOOO
oo

oooo

oooooo

85

NORMAL

SYSTEM Accepted dump

command.

goooo

dump protocols
web-authentication O [0 O
gdoooooooooo
oooooooo
goooo

oooooog
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show web-authentication logging

oo ooono ooono

oooocoon

ooooo

oooo

86 NORMAL LOGOUT

Force logout ; MAC
address not found
L2MacManager.

oooo

MACOOOOO WebODO
Oo0ooo0o0o0 VLANOO
oooooooooooo
VLANOOOODOO MAC
oooocoooooooo
oooocoooooooo
ooooooooooooo
oooo
oooooooooooo
ooooo

MACOOOO
oooo

87 NORMAL SYSTEM

MAC address existed
in the
L2MacManager.

oooo
VLANOOOOODOOODO
00 WebOOODOOODOO
MACOOOOOODDOODOOO
oo

oooo
WebOOOOOOOOOO
oooooooooooo
oo

MACOOODO
oooo

88 ERROR SYSTEM

WAD could not
initialize.[ 0 O O
oool]

gooo
WebOOQOGOQOoOoOoOooQ
goooooooooo
oooo
WebOOQOGOQOOoOoOoQooQ
oooooooooooo
gooooooooooo
oooooooooo
restart web-authentication
oooo0o WebOOOQGOO
gdooooooooooo

oooooo

89 ERROR SYSTEM

Connection failed ;
Operation command.
error=[0 00000
]

oooo
oooocoooooooo
oooooooooo

oooo
oooocoooooooo
ooooooooooooo

oooooo

90 ERROR SYSTEM

Connection failed ;
L2MacManager.

oooo
VLANOOODOOOOooo
gooooooooooo
goooooog

oooo
gooooooooooo
000000 Orestart vlan
00000 mac-manager
gopoooooooooo
goooooo

92 ERROR SYSTEM

Disconnection failed ;
L2MacManager.

oooo
VLANOOODOOOOooo
oooooooo

oooo
gooooooooooo
000000 O restart vlan
00000 mac-manager
gooooooooooo
goooooo
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show web-authentication logging

oo

ooono

ooono

ooooooo

ooooo oooo

96

ERROR

SYSTEM

Program failed ;
Login information
could not delete.

oooo 0
ooooooooooon
ooooo

oooo
ooooooooooon
0000000 restart
web-authentication 0 O O

OO0 WebOOOOOOOO
ogooooooooo

97

ERROR

SYSTEM

Connection failed ;
Driver. [0 000 0O
0]

oooo ogooooo
ooooooOoooooo
ooooo

oooo
WebOOOOOODOGQOOO
ooooooOoooooo
ooooooooooon
gooooooooo
restart web-authentication
Jooo0od WebOOGOGQOGO
ogooooooooooono

98

NOTICE

LOGOUT

Logout failed ; User is
not authenticating.

oooo MACOOOO
WebOOOOOODOOOO
ooooooOoooooo
ogoooooooad

oooo

show web-authentication
loginOOOO0OOOOOOO
goooooooao

99

ERROR

SYSTEM

Accounting failed ;
RADIUS accounting.

oooo MACOOOO
RADIUSOOOO0O0OOO oooo
oooooooooooo
ooooocooooono

oooo

0000 RADIUSOODOO
oooooooooooo

oooooo

100

NORMAL

SYSTEM

Accepted clear
logging command.

oooo g
clear web-authentication
loggingO OO OOOOOOQ
gooooooooooo
goono

oood

gooooag

101

NOTICE

SYSTEM

Change to
redundancy mode
(SBY -> ACT).

oooo a
WebOOOOOOOOOO
oooooooooooo
oooo

oooo

oooooo

102

NOTICE

SYSTEM

Change to
redundancy mode
(ACT -> SBY).

oooo a
WebOOOOOODOOOO
oooooooooooo
oooao

oooo

oooood
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show web-authentication logging

oo oooo oooo ooooooo ooood oooo
103 NORMAL SYSTEM Synchronized ; Wad oooo MACODOODO
-> L2MacManager. gooooooooood oooog

oooocoooooooo
oooooooooooo
oooooo

oooo
WebOOOOOOOOO
oooooooooooo
oooocoooooooo
oooao

104 NORMAL LOGOUT Force logout ; oooo MACODOODO
L2MacManager gooooooooooo gooo
synchronize. ogoooooooooono

goooooOooooono
oo

ooood
WebOOOQOQOOGQOGQOO
goooooOooooono
ogoooooooooono

gogoo
105 NOTICE LOGIN Login failed ; VLAN  0O0QO0O0O MACODOODO
suspended. gooooooooooo gooo
00000 VLANO VLAN ID

disable DO OO OOOOO
ooooooooo
ooood

000 VLAN O enable O
gooooOoOooooono
ogoooooooon

106 NORMAL LOGOUT Force logout; VLAN  QOOo0OO MACODOODO
suspended. O000O0O0oo VLANO gooo

disable 00 O00OO0OOO0OO wPooopBt
ogooooOooooo VLAN ID

0oOoo Ooooggot

000 VLAN O enable O

oooocoooooooo
oooooooooo

255 ERROR SYSTEM The other error. [0 0000 oooooo

ooooo] WebOOQOQOQOGQooooQ
The other error. 0 0 O O
Oooooooooooood
go0ooooOoOooooon
ooood
WebOOOGOQOQOOOOO
000000dump
protocols
web-authentication 0 O O

oooooooooooono
restart web-authentication

00000 WebOOODO
oooooooo

ooomoooo
001000 VLANOOOODOOOOOOOO VLANDODOODOOODODDO

00 200000000VLANsuspendOOOO0O0OOOOOOODOOODOOODOOODOOODOODOODOODO
oooooooooooo
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show web-authentication logging

gogoooogo
oo
goboooooo

0 6-130 show web-authentication logging D O 000000000000

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can't execute. goooooooooooooooooooooo
Connection failed to WA program. WebOOOOOOOOOODDODOOOODOOOOOOODODOOO

0000000000000O00Odrestart web-authentication
00o0o0Oo WebOOOOOoOOoODOoOoOoOoOoOoOoOoOOO

WA is not configured. WebOOOOOOOOOOOOOOOOOOOODOOODOOO
oooooooood

goobognd
- WebOODODOOOODOOOODOOODOOOOODOOODODOO

s JO00ODOOOOOOOOOOODOODODODOOOODOODO
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show web-authentication

show web-authentication

Web OOOOOOOOOOOODOODOODODO

ggodgguo

show web-authentication

goobogooo

gooooooo

goodoogo

oo

gogodd
e VLANODODODODODODOODOODODODOOODOOODODODODODODODODODODODODODOOO0Ooooooo

# show web-authentication
Date 2010/04/16 10:52:49 UTC
web-authentication Information:

Authentic-mode : Legacy
Authentic-method : Local Accounting-state : disable
Max-timer : 60 Max-user : 4096
VLAN Count : 0 Auto-logout : enable
Syslog-send : enable
Jump-URL : http://www.example.com/
Web-port : http : 80 https : 443

e VLANOODODOODODOOODOODOOODOODODOODOODDOODDODODDODODDOODDODODDODODODOOOOOODOOO

# show web-authentication
Date 2010/04/16 10:52:49 UTC
web-authentication Information:

Authentic-mode : Legacy
Authentic-method : Local Accounting-state : disable
Max-timer : 60 Max-user : 4096
VLAN Count : 16 Auto-logout : disable
Syslog-send : enable
Jump-URL : http://www.example.com/
Web-port : http : 80 https : 443

VLAN Information:
VLAN ID : 5,10,15,20,25,30,35,40,1000-1007

e J00DOOOODO VLANODOODOODOOOO RADIUSOODODOO

# show web-authentication
Date 2010/04/15 10:52:49 UTC
web-authentication Information:

Authentic-mode : Static-VLAN
Authentic-method : RADIUS Accounting-state : disable
Max-timer : 60 Max-user : 4096
VLAN Count : - Auto-logout : -
Syslog-send : enable
Alive-detection : enable
timer : 60 interval-timer : 3 count : 3
Jump-URL : http://www.example.com/
Web-IP-address : 192.168.1.1
FQDN : aaa.example.com
Web-port : http : 80, 8080 https : 443, 8443
Access-1list-No : 100
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show web-authentication

Port 1/1
VLAN ID 5,10,15
Port 1/2
VLAN ID 15-16

e I000DODODODODODODODO VLANOOOOOOODOODOODODODODDDO

# show web-authentication
Date 2010/04/15 10:52:49 UTC

web-authentication Information:

Authentic-mode
Authentic-method
Max-timer
VLAN Count
Syslog-send
URL-redirect
Jump-URL
Web-IP-address
FQODN
Web-port
Redirect-vlan
Access-1list-No

Port
VLAN ID
Native VLAN

Port
VLAN ID
Native VLAN

Dynamic-VLAN

Local Accounting-state disable
60 Max-user 4096
- Auto-logout disable
enable
enable Protocol http
http://www.example.com/
192.168.1.1
aaa.example.com
http 80, 8080 https 443, 8443
10
100

1/10

1000,1500

10

1/12

1000,1500

10

e J0000DOODOODDODO VLANOOOOODOOOO RADIUSOOOOO

# show web-authentication
Date 2010/04/15 10:52:49 UTC
web-authentication Information:

Authentic-mode
Authentic-method
Max-timer
VLAN Count
Syslog-send
URL-redirect
Jump-URL
Web-IP-address
FQODN
Web-port
Redirect-vlan
Access-list-No

Port
VLAN ID
Native VLAN

Port
VLAN ID
Native VLAN

Dynamic-VLAN

RADIUS Accounting-state enable
60 Max-user 4096
- Auto-logout disable
enable
enable Protocol http
http://www.example.com/
192.168.1.1
aaa.example.com
http 80, 8080 https 443, 8443
10
100

1/10

1000,1500

10

1/12

1000,1500

10
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show web-authentication

ggodgguo

06-140Web 000000000000 O0O0O0O0O0O

ooono oo oooooog
Authentic-mode ooooo WebOOOQOQOQOOOOOO
LegacyDO OO QOOQOO
Dynamic-VLANO OO OOOO VLANOODO
Static-VLANO OO VLANO OO
Authentic-method oooo WebOOOOQOOOooooQ

Local0ODOOOOO
RADIUSO RADIUS O O

Accounting-state

oobooooooooobooooon
a

WebOOOOOOOOOOOOOOOOOOOOOO
enable00O000OODOOCODODODO
disable0 00 0000000000000

Max-timer oooooo goooooooooooooobooboooo
Max-user oooooooo WebOOOOOOOOOOOOOODOODODODO
VLAN Count VLAN OO WebOOOOOOOOOOOOOOOOOOO VLANDOO

a
ooooooooooooooooco"o"ooooooo

Auto-logout

MACOOOOOOOOOOOO
oooooooooo

WebOOOOOOOOOOOOOOOOODOODOOO VLAN
oooooo MACODOODOODOODOODOODO
ooooocooo

enable0 00000000 ODO

disable0 000000000 DOO

ooooo VLANOOOOOoO "o"oopooooo

Syslog-send

syslogO0 OO0 OOOOOOOOO

WebOOOODOODO syslogOOODOOOOOOOOOOOO
enable(] O O
disabled] O 0O O

Alive-detection

oooo

WebOOOOO VLANOOOOOOOOOOODOOODOO

odooooooooooogoooodg
enable(] O O
disable] O 0O O

timer

ooooooooooo

WebOOOOOOOOOOOOOOOOOOOOOOOOO
ooooooooooooooo

interval-timer

ooooooooooo

ooooooooooooooooooooooobooooon
ooooocooooono

count

ooooooooooo

WebOOOOOOOOOOOOOOOOOOOOOOOOO
ooooad

URL-redirect

oooo

WebOOOOOODOO VLANOOOOOO URLOOOOO
gooooooa

enable0 O O

disable] O 0O O

Protocol http/https O O goooooo0oO0OO0OoOoOooo
httpO http OO DO OOOO0OO0OO
httpsO https 00 0O ODOOO0O
Jump-URL 0000000 URL WebO0OOOOODODOOOOO URL
Web-IP-address IPOO0O0O WebOOODODO IPOOOO
FQDN FQDN OO 00000 FQDNDO Fully Qualified Domain Name[
FQDNOOODOOOOOODODOO"0O"000ooooo
Web-port goooo WebOOODODODODODOOOO
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show web-authentication

oooo oo oooooo

http http 0 0 O http 0D ODODODO0O0OOOODOO

https https 00 O https 00000000 DOOODOO

Redirect-vlan VLAN OO URLOOOOOOOODOOO VLANID

Access-list-No. ooooooo 000000000000000000000
000000000 "0"O0DO0D0O000

VLAN Information VLAN O 0O Web0OOODDOOOOO VLANODODODDO

Port ooooo VLANDOOOOOOOOOOoOooo

VLAN ID VLAN OO WebOODOOOOOOOO VLAN ID

Native VLAN 00000 VLAN O VLAN ID 000000 VLANOOODOOOOOOOOOOO0O0000

VLAN O VLAN ID

gogoooogo

oo

goboooooo

0 6-150 show web-authenticaton 0 0 0 00000000000

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can't execute. 000oo0o0oooO0o0ooOoooooooooo
Connection failed to WA program. WebO0OOOOOOOOODDODOOODODOOODOOOOODOOO

0000000000000O00Odrestart web-authentication
00o0o0Oo WebOOOOOoOOoODOoOoOoOoOoOoOOOO

WA is not configured. WebO0ODOOOOOOOOOOODOODOOODOOOOOOOO
ooooooooo

goobognd

ao
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show web-authentication statistics

show web-authentication statistics

Web OOOOOOOODOODOODOO

ggodgguo

show web-authentication statistics

goobogooo

gooooooo

goodoogo

oo

gogodd
e J000DDODODO VLANUUOUUOUOUOUUOOOUO VLANOOOOOOOOOoOoooooooog

# show web-authentication statistics
Date 2010/04/15 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30

e J000DDODDO VLANOUOUUOUUOUUOUOU VLANOUOOOOOOOO RADIUSOOOOO

# show web-authentication statistics
Date 2010/04/15 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30

RADIUS web-authentication Information:
[RADIUS frames]

TxTotal : 10 TxAccReqg : 10 TxError
RxTotal : 30 RxAccAccpt: 10 RxAccRejct:
RxAccChllg: 10 RxInvalid

Account web-authentication Information:

[Account frames]
TxTotal : 10 TxAccReqg : 10 TxError
RxTotal : 20 RxAccResp : 10 RxInvalid

e I0OOOOOOOOODLODODODOOLOOOODLODOO

# show web-authentication statistics
Date 2010/04/12 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30

e JO00OOOOOOOOOODOODOODOODORADIUSOODOOO

# show web-authentication statistics
Date 2010/04/12 11:10:49 UTC
web-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30

RADIUS web-authentication Information:
[RADIUS frames]
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show web-authentication statistics

TxTotal : 10 TxAccReqg : 10 TxError : 0
RxTotal : 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid : 0

Account web-authentication Information:

[Account frames]
TxTotal : 10 TxAccReq : 10 TxError : 0
RxTotal : 20 RxAccResp : 10 RxInvalid : 0

goodgdao

06160Web000O0O0O0O0O0OOOO

oooo oo
Authentication Request Total gopooooooooo
Authentication Current Count ooooOooOooooooo
Authentication Error Total oooooooooooooo
RADIUS frames RADIUS OO
TxTotal RADIUSOOOOOO
TxAccReq RADIUS O 0O Access-Request 0000
TxError RADIUSOOOOOOOOO
RxTotal RADIUSOOOOOOO
RxAccAccpt RADIUS 00 O Access-Accept 00 0 O
RxAccRejct RADIUS O 0O Access-Reject 0000
RxAccChllg RADIUS 00 O Access-Challenge 0 0 0O 0
RxInvalid RADIUSOOOOOOOOOODOO

Account frames

gooooooooo

TxTotal gobooooooooooboobgoo

TxAccReq 0000000000000 Accounting-Request 00 0 O
TxError goobooobooboobogoooooooobo

RxTotal gooboopoooobooobooboooboo

RxAccResp 0000000000 0000 Accounting -Response 0 0 0 O
RxInvalid goobooobooooboooboboooooboboo

gogoooogo

oo

ogooooogo

0 6-170 show web-authentication statistics 0 0 000000000000

goooo oo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can't execute. oodooooooooooooooooooon

WebOOUOOOOOODOOODOOOODOOODOOOOOO
0000000000000O00Odrestart web-authentication
000o0Oo WebOOOOOoOOoODOoOoOooOoOoOoOoOO

Connection failed to WA program.

WA is not configured. WebOOOODOOOOOOOOOOOOODODODOOOO

ooooocoooo
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show web-authentication statistics

ggodgguo

gboobooooooboboboboobooooobooboobobobooobooon
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clear web-authentication logging

clear web-authentication logging

WebOOOOOOOOOoOoooooo

goodgdao

clear web-authentication logging

goobogoo

gboboboob
gogododogo

oo
googg

WebOOOOOOOOODOOOOODODODODOO

# clear web-authentication logging

goodgdao

oo
goobogoooo

ao
goboooooo

O 6-180 clear web-authentication logging O 000000000 OCOOO

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooon
Can't execute. 00000000000000000000000
Connection failed to WA program. WebDOOOOOOOODOOOOOOOOOOODOOOOO

000000000000 0000O restart web-authentication
Joo00oOoWebOOOODODODOODODODOODOOODOOOOO

WA is not configured. WebO0ODOOOOOOOODOOODOODODOODOOOOOOOO
ooooooooo

goobognd

ao
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clear web-authentication statistics

clear web-authentication statistics

Web OOOOOOOOOOOOOOO

ggodgguo

clear web-authentication statistics

goobogooo

gooooooo

goodoogo

oo

gogodd

Web OOOOOOOOOOOOOODOODODDODOO

# clear web-authentication statistics

ggodgguo

oo

goobogoooboo

oo

goboooooo

0 6-190 clear web-authentication statistics 1 0 0 00000000000

ooooo

oo

Can't execute this command in standby system.

goooooooooooooooooooooo

Can't execute.

oboooooooooocoooooooocoooo

Connection failed to WA program.

WebOOOOODODOOODODODOOODODOOODODODOOOOO
00000000000 0000OOdrestart web-authentication
J0000 WebOOOOODODOOOOODOOOOODOO

WA is not configured.

WebOOOOODOODOOODDOOOOOOOODOOOODODOOO
ooooooood

goobogo

oo
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commit web-authentication

commit web-authentication

WebOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO

goodgdao

commit web-authentication [-f]

goobogoo

gboboboob

gogododogo

-f
0000000000 O0000OWebOODODOOODOOOOODOOODOOOODDODOODOOO
oo

gboooooooboobd
gboooooobobdobdo

googg

WebODOOODOOODOOOOODOOODOOODOOOO

# commit web-authentication
Commitment web-authentication user data. Are you sure? (y/n): y
Commit complete.

goodgdao

oo

gogoooogo

oo

goboooooo

0 6-200 commit web-authenticaton 0 0 0 00000000 O0ODO

ooooo oo
Can not commit. 000000000000 0O0 DO restart web-authentication O
0000oo0o0oo0o0oo0o0oooo0ooooo0n
Can't execute this command in standby system. Oo0o00o0ooooooooooooooooonono
Can't execute. goooooooooooooooooooooo
Command information was damaged. J00000000000ooOooDOooooOoo
Connection failed to WA program. Web0OOOOODOOOOOOO0OO0O000O00000O00

000000000000 0000O restart web-authentication
Joo00oOoWebOOOODODDODOODOODOODOOODOOOOO

Now another user is using WA command, please try 0000000 WebODOODOOOOODODOOODODODOOOODOO
again. gddooooooooooooo

WA is not configured. WebO0ODOOOOOOOODOODOODODOODOOOOOOOO
ooooooooo
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commit web-authentication

ggodgguo
s JO000OD0O0OO0O0OOOOODOODOODODOOOODOODODOODODOOOOODOODOODOODOD

OWebOODBOOODODOOOOODODOOODO
* set web-authentication user

* set web-authentication passwd

* set web-authentication vlan

¢ remove web-authentication user

- 000000000 ODDOOODOCOOWebOO DBOOODOOODOODDOOODOOOODODOOOODO
00000000 WebOO DBOOOOODOODOODOODOOO
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store web-authentication

store web-authentication

WebOOOOOOOOOOOOOOOOOOOOOOOoOO

goodgdao

store web-authentication <file name> [-f]

goobogoo
gboboboob

gogododogo

<file name>
WebOOOOOOOOOOOOOOOOOOOOOOOOOOOO

0000000000000 0OWebOOOOOODDOOODOOOODODDOOOD

gbooooooooobo
gbooboooooboobobo

gobood

WebOOOOOOOOOOOOOOOOOO "authdata"O0OO0O0O000

# store web-authentication authdata
Backup web-authentication user data. Are You sure? (y/n): y
Backup complete.

goobognd

ao

gogoooogo

oo
ogooooogo

0 6-210 store web-authenticaton D 0D OO0 0000000000

ooooo oo
Can't execute this command in standby system. 0000000000000 D0O00OoooOoOoono
Can't execute. goooooooooooooooooooooo
Now another user is using WA command, please try 0000000 WebDODOOOOOOOODOOOOOOOoOOoOonO
again. 000ooO0oO0ooooooooo
Store operation failed. 000ooO0ooooO0o0oooooooooo
WA is not configured. WebO0OOOOOOOOODDODOOOODOOODOOOODODOOO

ooooocoooo

goodgdao

goo00o0o0o0oDoOO00obO0oO0bOoOOoO00DO WebOODOOOODOOODODOOOODDOOODOOOO

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
OO0showflash0 0000000000000 O0O0O0O0O0O0O0OO0O0O0O0O0O0OO0OOOOOOOO
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store web-authentication

show flash 0000000000000 OO0O

> show flash
Date 2007/04/01 19:46:29 JST

Flash :
user area config area dump area area total
used 37,063kB 65kB 16kB 37,144kB
free 616kB 7,199kB 8,152kB 15,967kB
total 37,679kB 7,265kB 8,168kB 53,112kB

O00O00OO0OO0OOuserarea000000free0 000 20kBO 0000000000 O0O0O0OO

gboboooooboobobobooooooDOmibOOobOOoOO0ObOOoOOO0OOO0OOODOODbDODO
gboooooobobobooooobogn
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load web-authentication

load web-authentication

WebOOOOOOOOOOOOOOOOOOOO WebOOOOODOOOODOOODODODOODODODODODOO

gboboboooooooboobobobooboobooobooooboboDbo

* set web-authentication user

¢ set web-authentication passwd
* set web-authentication vlan

* remove web-authentication user

e commit web-authentication

goobognd

load web-authentication <file name> [-f]

gogododogo

gbooobooboob

goobogoo

<file name>

WebOOOOODOOOOOOOOODOOODOOOOODOOODOODO

-f
go0oOCOCOOoOoOOoOO0OO0OOWwWebhOOOoooooooooooo
gboooooooboobd
gbooboooooboobobo
googg

WebOOOODOOOOODODOOODOOOOO "authdata"OOOOOOODO

# load web-authentication authdata

Restore web-authentication user data. Are you sure?
Restore complete.

goodgdao

oo

goobogoooo

ao
goboooooo

0 6-220 load web-authenticaton 0 0 0 00000000000

(y/n) :

ooooo oo

Can not load.

WebOOOOOOOOOOOOOOODODOOrestart

web-authentication 0 0 0000000000 load
web-authentication 0 0 0000000 WebOOOOOOOO

oooooooood

Can't execute this command in standby system. 000000000000 000000oDooDOoon

Can't execute.

goooooooooooooobooooboooo
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load web-authentication

ooooo oo

Connection failed to WA program. WebOOOOOOOOOOOOOOODOOODOOODOODDDO

0000000000000 O0OOdrestart web-authentication
00000 WebOOGOQOOOOOOOODODOOOODOO

File format error. 0000000o0o000oo0ooooooooooog
Load operation failed. Jd0000ooo00oo00ooooOooooooog
Now another user is using WA command, please try 0000000 WebOOOOOOOOOOOoOOoOOoooooOooO
again. joooooooooooooo
WA is not configured. Web0OOODODODDODODDODOODOODODODDOOOOOOOO
goooooood
ogooooo
s JO0O0O0O0O0ODOO0OO0OUOO0OOUOOOLOOODOODUODO0OODODO0LO OO UOoOoOODOoOoOOoOoa

oo

set web-authentication user

set web-authentication passwd
set web-authentication vlan
remove web-authentication user

commit web-authentication

- 000000000 ODDOOODOCOOWebOO DBOOODOOODOODDOOODOOOODODOOOODO
00000000 WebOO DBOOOOODOOOODOODOOO
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clear web-authentication auth-state

clear web-authentication auth-state

gboboooobobooboboboooooooboobobo

gooooooo IbOo0O0OOoO00ODOOO00ObOOOO00ODODOO00ODOOOO0ODOOOO0ODOOObOOD
oooIboooooOoOoOoOOOOOOOOOOOOOOOOOMACOOOOOOOOOOOOOOO
gboboboooboobgooo

goodgdao

clear web-authentication auth-state { user {<user name> | -all } | mac-address
<mac> } [-£f]

gogododogo

gbooobooboob

gogododogo

user { <user name> | -all }

<user name>
gooooboooobooooboooboobobooobuooboboooboo
Ogodd 10 ebddobooooboooobooobooooboooobooooooooooa

gooo
OO 0000000000000 0000000"0O0000000&MO000{M}MDO0

00(M)000000000'MO00000:;MO000$M 0000000000 Mmoo
OO00O0COOOoO¥ DO OoOOoOOoOOoOOooooO#moooooowo

-all
O0o00o000o00oo00oo0oo0ooooooooo0ooooooo
mac-address <mac>

<mac>
0000000000000 o00o0Doo00ooOoo0n MACOODODOODDODOODODOOOooOOoo

gooo
MAC O 0000 00000.0000.0000 O feffffffffff 0000 0000000000000 O000OO

MACOOOOOOOOOOOOOOOOOO 1ODODOOOOOOODOODOOO

gboboooooboobobobobooboooooobooobobob
obooooooooobo
gbooooooooboobobo
gobood
e I000DODOOOOOOOOOODO"UWSEROI"ODODODOOOOOOOOOOOOOOO

# clear web-authentication auth-state user USERO1
Logout user web-authentication. Are you sure? (y/n): y

e JOUDOODODODOOLOOOUOODLODLOUDLODLOLOOOOO

# clear web-authentication auth-state user -all
Logout all user web-authentication. Are you sure? (y/n): y

e 00D DODOOOOOOOO MACOOOO "0012.e200.0001"0000000ODOOOODOODOOO
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clear web-authentication auth-state

# clear web-authentication auth-state mac-address 0012.e200.0001
Logout user web-authentication of specified MAC address. Are you sure? (y/n): vy

goobogo

oo

ggoooooo

gbobooooooooooobobob
ugooooogo

0 6-230 clear web-authentication auth-state 0 O 0 0D 0000000000

ooooo oo
Can't execute this command in standby system. 0000000000000 00DOO0O0OoOooOoaQg
Can't execute. 0000000o00o0o0o0o0o0o0o0o0o0o0o0o0o0o
Connection failed to WA program. WebOOOOODOODOOODOOOOOOOODOOOODODOOO

00000000000 0000OOdrestart web-authentication
00000 WebOOODODODOOOODODODOOODOOOO

Delete Error. Jooooooooooooo
The specified user is not login user. JO0000000DOO0DbOO0ODbOOo0OOoOOoDOOoOoooo
WA is not configured. WebOOOOOOOODOOODODODODOODODOODODOODODODOO

ooooooood

goobogo

oo
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restart web-authentication

restart web-authentication

WebOOOOOOOOOO WebOOOOOOOOODOODO
gooogad
restart web-authentication [-f] [{core-file | web-server}]

goobogoo

gboboooobooboboboooo

gogododogo
-f
gboobooooooobooboobooboboboboooooon

gbooooooooobo
gboooooobobdobdo

{core-file | web-server}

core-file
J000O0WebOOOOOOOGOOO WebOOOOOOOoOoOoOoooooooo

web-server
WebOOOOOOOOOOOO

gbooooooooobo
WebOOOOOOODOOO WebOOOOOOOOOOOOODOODOODOODOODOODODODOOO

gobood

WebOOOOOOOOODOOOOODODOOODO

> restart web-authentication
WA restart OK? (y/n): vy

goodgdao

oo

goobogoooo

O00D0O0O0 webserver 0000000 OWebOOOOOOOOOOOOOOODOOOODODODODODO
gbobooogo

OOOwebserver 000000000 OWebOOODODOOODOOOOOOOOODOOODOOODODOO
O VLANOMAC-VLANOOOO MACOOOOOOOOOOOODOOOOO VLANOOOOOOooooo
goao

ogooooogo

0 6-240 restart web-authenticaton D D O 00000000000

ooooo oo

Can't execute. oodooooooooooooooooooon
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restart web-authentication

ooooo oo

WA is not configured. Web0ODOOOOODOODOO0OO000O0O0000O00OO00OO0OO

goooooooooo

0000000000000 O web-authentication

system-auth-control D 0 0000000000 ODOODOOOO

ooooooao

« JO00OO0OO00OD0DOOODNDOO no web-authentication
system-auth-control 0 Web O O OO OO O0O0OO0OOO10
Jod0bOoOoOooboooobooooooo
web-authentication system-auth-control 0 Web O O 0 0O O
gooo

ggodgguo

dodddooooooooooooooooooboboobooobooooo
000000000 /usr/var/core/
Web O OO OODODOOODO wad.core
WebOOODOODOODOOO O httpd.core

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboooooobobdobdo
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dump protocols web-authentication

dump protocols web-authentication

WebOOOOOOOoOoOoOoOoooOooooooooOoooooooooooooooooooooooo
gooo

goobognd

dump protocols web-authentication

gogododogo

gboboooobooboboboooo

gogododogo
oo
gobood

WebOOOOOOOOOOOOOOOOOOOoOO

> dump protocols web-authentication

goobognd

ao

goobogoooo

ao

ogooooogo

0 6-250 dump protocols web-authentication 0 000000000000

ooooa oo
Can't execute. J000o000ooDoOo0ooooooooogon
Connection failed to WA program. Web0OOOOOOOOODODOOODOOOODOOOOOOOO

0000000000000O00Odrestart web-authentication
000o0Oo WebOOOOOoOOoODOooOoOoOooOoOoOOO

WA is not configured. WebOOOODOOOOOOOOOOOOODODOODOOOOO
ogoooooooao

goodgdao

J00000000doo0o0oobO00o0o0o0o0dDooooDoo0o0oobOOoo0oDnoaon
000000000 fusr/var/wa/
00000 wad_dump.gz

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboooboobgooo
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set web-authentication html-files

set web-authentication html-files

180

Web 00 0000000000000 0000000M0000000000000000000 Web
gboobooooooobooboboboooooooonoo

gboboooooboobobobobooobooobooboobobobobobooobooboobobobob
Oo0O0O0O0O0O0OrmlOgf 10 000000000000000000000000000000O
gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
gboobooooooboobobobooooooobooboobobobooboooooboobOobOoDbOob
gooooo

goobogo

set web-authentication html-files <directorys> [-f]

goodoogo

gooooooo

goobogooo

<directory>
0000000000000 O0O0 WebOOODOOODODODOODODOODOOODODOODDODOODOOD
doooooooo
0000000000 odoDOoDO0oOo WebOOOOOOOODODOODOOOOOODOOOOOODOODO
oo oobobbb
e /config/iwa/htdocs 00 00O ODOODOOOOOODOODOO
s JO00O0O00000000000D0D0ODUODODUOODOOOODOO
e JO000O0ODOOODOOleginhtmlOOOOODOOODOOO

s JO00O0000000000U0U0DUDUDODUUDDUDLDUDDDDDODDODDODODDODDDODODDODOOO
000000 O login.htmlO
00000000 1loginOK. htmlO
00000000 loginNG.htmlO
00000000 logout.htmlO
000000000 logoutOK. htmlO
000000000 M logoutNG.htmlO
O000D00OD0OD0O0O0OOwebauth.msg
WebOOOODODOODOODDOOOOOOOD O favicon.icoO
do0dDoOdDo0oogfd0000D00ODOODODOOOOOODOOOOd

bobooooobobobobooooboboboboboooboooboobOobo

gbooooooboobd
gbobooooooboobabd

gogodd

WebOOOODOOOOODOOOODOOOOOOOOODOOODOOOODOOODOOOOODODOOOD
0000000000 00D000k-htmlOOOOOODOO

# 1s -1 k-html
-rwxr-xXr-x operator users 1108 Dec 6 09:59 login.html
-rwxXr-xr-x operator users 1302 Dec 6 09:59 loginNG.html



set web-authentication html-files

-rwxr-xr-x operator users 1300 Dec 6 09:59 loginOK.html
-YwXr-xr-x operator users 843 Dec 6 09:59 logout.html
-YwXr-xr-x operator users 869 Dec 6 09:59 logoutNG.html
-YwXr-xr-x operator users 992 Dec 6 09:59 logoutOK.html
-IrwXr-Xr-x operator wusers 109 Dec 6 09:59 webauth.msg
-rwxr-xr-x operator users 199 Dec 6 09:59 favicon.ico
-rwxr-xr-x operator users 20045 Dec 6 09:59 aaa.gif

# set web-authentication html-files k-html

Would you wish to install new html-files ? (y/n):y

executing...
Install complete.

goobognd

ao

goobogoooo

ao

ogooooogo

0 6-260 set web-authentication html-fles 0 0 D 00000000000

ooooo

oo

Can't execute.

goooooooooooooobooooooboooo

Can't execute this command in standby system.

goooooooooooooobooooooboooo

Can't put a sub directory in the directory.

goooooooooboooobooooobocOoooooooo

Can't specify "/config/wa/htdocs" in this command.

0000000 configiwa/htdocsO OO OODOODODOO

Directory size over.

oooooOoooOoooobooboboob024kBOOOOOO
ooo

Installation on standby system failed (active system
succeeded).

ooooooooooooooooooooooooooooboo
oooooooooo

Install operation failed.

ooooooooooooooo

No login.html file in the directory.

OO00OO0OOoOoOoO00O0O leginhtmlOOOOOOOO

No such directory.

goooooooooooooobooboooon

Too many files.

gooooooooboleooboboooobooooooooo

goodgdao

- J0000DOO mlOOOODOOOODOOOOODOOODOOOOODDOOODOOOODODODOOOD
WebOOOOOOOOOOOOOOOOOOOOOOOoOO

- J000000OWebhIODODOODOODOODOODOODOOOOOODOOOODOOOO0O0O00O0O000g

- JO000D0O0OO0O0OOOOOOODOODODODLOOOODOODOODODOODODODbOOOOODOn
O000000DOOOOOsynchronize 000000000 DOOOO0ODOOOOODODOOODOOOOO
gboboboooooboobooboboboooon

- 0000000000000 0000000000000O0WebOOOWebOODOOODOODODODOO

gbobobooooboooboobobobobobooooo

- J0D000DOO0OODODOOOD 1024kBO0ODO0OO1024kBO00O0OOOODOOOODOOOO

goao

gbobobowogobobobobooboooooobobobobooboobooooobobOoDbo

e JO00D0O0OOOOOOOOOOOODODODLOOOODOOOODOODOODODODOOOODOODn
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set web-authentication html-files

0 O show web-authentication html-files 0 00 0000000000000 O0O0OOO0ODOOO0ODOO
gl bobbbbobbobo

e 000000 VLANODOODOODOODOODOODOOOOOleginOKKhtml OO0 OO0OO0OO0OOODOODO
bbbl ooooooooooon
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clear web-authentication html-files

clear web-authentication html-files

set web-authentication html-files 000000000 WebOODODOOODOODOODOOODODODOODOOODO
gooooooooooooo

goobognd

clear web-authentication html-files [-f]

gogododogo

gboboboob

gogododogo

-f
gbobooooobooboboboobobobobooobooobooboobobOobo

gboooooooboobd
gboooooobobdobdo

googg

0000 hmlOODOOO0ODOOOOODOOOODOOOOO

# clear web-authentication html-files
Would you wish to clear registered html-files and initialize? (y/n):y
Clear complete.

goodgdao

oo

gogoooogo

oo
goboooooo

0 6-270 clear web-authentication html-fles 0 0 000000000000

ooooo oo
Can't clear because it is default now. oo0o00O0O0OO0OO0oO0OO0OO0OO0OO0OO0OO0oOoOoOoOoOoOooooooon
Can't execute. goboboobooboobooobooooooboobgon
Can't execute this command in standby system. 0000000000000 oooooooon
Clear operation failed. ooooooooooooooo
Clear operation on standby system failed (active 0000000000000 00000000D0ooOooOoooo
system succeeded). oooooooooao
ogoooon

s J000ODOOWebODOODOODOODODOODODOODODOODODODOOODODODODODOODOODO

-« 000000000 DD0O00O0O0O00DDOO0DDOOOO set web-authentication html-files 00 O
0000000D0000D000000Osynchronize 0000000000000 O0DOOOOODOO
000oo00ooo0ooooOooooooooooooo

183



show web-authentication html-files

show web-authentication html-files

set web-authentication html-files 0000000000000 ObytedO0ODOODODOOOOODOODO
dddddoooooooooooooooooboboboboboobobobobobooobooooon

goobogo

show web-authentication html-files [detaill]

goodoogo

gooooooo

goodoogo

detail
htmlOO0O00Omsgd 0000000000000 icoD00000000O0ODOO0ODOOO0OOgfO
O000o0o00oooooooooobooooood
oooopoooooooo
htmlOO0D0O00Omsg 0000000 icod0 000000000 OODOONODD the other files 0O
oo0oooooooooo

googod

set web-authentication html-files 0 0000000000000 00O0DOO0DOO0OODOOOODOOOOO
oo

e 0O OODOODOODOODODO

# show web-authentication html-files
Date 2007/04/01 10:07:04 UTC

TOTAL SIZE : 60775
SIZE DATE

login.html : 2049 2007/03/30 14:05
loginOK.html : 1046 2007/03/30 14:05
loginNG.html : 985 2007/03/30 14:05
logout .html : 843 2007/03/30 14:05
logoutOK.html : 856 2007/03/30 14:05
logoutNG.html : 892 2007/03/30 14:05
webauth.msg : 104 2007/03/30 14:05
favicon.ico : 0 default now

the other files : 54000 2007/03/30 14:05

e 00O OODOODOODODODODOLOOODOODODOO

# show web-authentication html-files
Date 2007/04/01 10:07:04 UTC

TOTAL SIZE : 5730
SIZE DATE

login.html : 1108 default now
loginOK.html : 1046 default now
loginNG.html : 985 default now
logout.html : 843 default now
logoutOK.html : 856 default now
logoutNG.html : 892 default now
webauth.msg : 0 default now
favicon.ico : 0 default now
the other files : 0 default now
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show web-authentication html-files

e I000DODODODODODODOOOODKmlOOOO0Omsgd 000000 icol00D00ODOODODOODODO
gboboooogo

# show web-authentication html-files detail
Date 2007/04/01 10:07:04 UTC

TOTAL SIZE : 60775
SIZE DATE

login.html : 2049 2007/03/30 14:05
loginOK.html : 1046 2007/03/30 14:05
loginNG.html : 985 2007/03/30 14:05
logout .html : 843 2007/03/30 14:05
logoutOK.html : 856 2007/03/30 14:05
logoutNG.html : 892 2007/03/30 14:05
webauth.msg : 104 2007/03/30 14:05
favicon.ico : 0 default now
aaa.gif : 20000 2007/03/30 14:05
bbb.gif : 15000 2007/03/30 14:05
ccc.gif : 10000 2007/03/30 14:05
ddd.gif : 9000 2007/03/30 14:05

ooooon

oo

goobogoooo

ao

ogooooogo

0 6-280 show web-authentication html-fles 0 0 000000000000

goooo oo
Can't execute. oodooooooooooooooooooon
Can't execute this command in standby system. 0000000000000 oooooooonon

goobognd

O000O0O0oOWwWebhOOOOOoOoooooooooooooooooooooooooooog
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MAC 0O U

show mac-authentication login

show mac-authentication logging

show mac-authentication

show mac-authentication statistics

clear mac-authentication auth-state

clear mac-authentication logging

clear mac-authentication statistics

set mac-authentication mac-address

remove mac-authentication mac-address

commit mac-authentication

show mac-authentication mac-address

store mac-authentication

load mac-authentication

restart mac-authentication

dump protocols mac-authentication
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show mac-authentication login

show mac-authentication login

gbobooooobooboboboboooboooboobobobobooooo

ggodgguo

show mac-authentication login

goobogooo

gooooooo

goodoogo

oo

gogodd

o000 MACOOODODODODODODODOO

# show mac-authentication login
Date 2010/04/01 10:52:49 UTC
Total client counts:2

MAC address Port VLAN Login time Limit time Mode
0012.e200.0001 1/1 3 2010/04/01 09:58:04 UTC 00:10:20 Static
0012.e200.0002 1/10 4094 2010/04/01 10:10:23 UTC 00:20:35 Dynamic
oooooo
0000 MACODODOODDOODODOODOOODOOOOO
07100000 MACOOOODOOOODO
oooo oo goooooo
Total client counts goono 000000000 O0O0O0OOoon
MAC address MACOOODO 000000000000 0000 MACOOOO
Port goooo 000000000 0000D0D0DO0OO0OOoOoOoOn
gooooo
VLAN VLAN 000000000 000O0D0D0ODO0OO0OOoOoOoOn
000 VLAN
000000 VLANOOOOODODOOODoOOooOo
0000000 VLAN
Login time oooooo 000000000 00000O0oooooog
Limit time 0ooooooo 0000000000000 0000000000
g
000000000 000O0D0D0ODO0OO0OOoOoOoOn
000000000000000 00:00:00000
goooooooooo
0000000 100 14400000000
hhimm:ssd O :0 : 0
0000000 infinity 0 0O O O infinity
Mode goooo gooooooo

Static0 0O VLANOOOOODO
Dynamic0 000000 VLANOOOOOO
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show mac-authentication login

gogoooogo
oo
goboooooo

0 7-20 show mac-authentication login 0 0 00 O0O0O0O0OO0O0O0O

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooonon
Can't execute. Ooo0ooooooooooo
Connection failed to mac-authentication program. MACOOOOOOOOODOODODOOOOODOOOOOOODOO

0000000000 00000OOdrestart mac-authentication
00000 MACOOODODODODOODOODOOOOO

Mac-authentication is not configured. MACOOOOOOOOODODODOODOODODOOOOOOOO
gooooooaoao

goobognd

oo

189



show mac-authentication logging

show mac-authentication logging

MACOOOOOOOOOOOOOOOOOOODODODODODDODODODO

ggodgguo

show mac-authentication logging [client]

goobogooo

gooooooo

goodoogo

client

gboboooooobooboboboooboooboonog
gbobooooooboobobobobobooooobooboobo

gboooooooboobd

MACO

gogodd

MACOOOOO

gboboooooboobobobooboobobobobooboooon

gbobooooobooboobobobooon

e IOOOOOODOODODO

# show mac-authentication logging
Date 2007/12/01 10:52:49 UTC

No=1:Dec
succeeded.

No=2:Dec
succeeded.

No=82:Dec

1 10:09:50:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=3 Login

1 10:10:10:NORMAL:LOGOUT: MAC=0012.e212.0001 PORT=1/1 VLAN=3 Logout

1 10:10:55:NORMAL:SYSTEM: accepted clear auth-state command.

e 0JO0ODODODO "lient"00OdOOOO

# show mac-authentication logging client
Date 2007/12/01 11:13:15 UTC

No=1:Dec
succeeded.

No=2:Dec
succeeded.

ggodgguo

MACOOOOO

1 10:09:50:NORMAL:LOGIN: MAC=0012.e200.0001 PORT=1/1 VLAN=3 Login

1 10:10:10:NORMAL:LOGOUT: MAC=0012.e212.0001 PORT=1/1 VLAN=3 Logout

gbobobooboooboobobobooooon

O73MACOOODOOOOOOOOOOOOO

oooo oo oooooo
ooo gbooooooooood ooooocooooono
O
<log> ooooooood ooooooooooooo

obooboooooooboooboobobo

No=1:Dec 1 10:

09:50 :NORMAL : LOGIN: MAC=0012. e200. 0001 PORT=1/1 VLAN=3 Login succeeded

) (
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show mac-authentication logging

(VO0DD0DO0DO0DO0OD0DmMO76000000000000000000D000000DOOOO0OO0O0

goooo

(2000MACOOODODDOOOODDOOOODOOOOODOO
(3 000MACOOODDDOOOODDOOOODOOOOODOO
4000000000000 00000D000000000
(5)00000000000000000D00000000
(0000000 D0O00D0D0DDOO0OO0DDO0OO0O00O0

(mHooooooo

gbobobooooobooooboobobobobooooo

s 00000 7400000000000 DOODLODOOOODOO
00000 7400000000000 DOODLODOOOOOO

s 0DO00OMMIO 75000000

s 000D OOOMmMO 7600000 DLOODOOOOOO

gr740000000000000D00000O0DO

oooo oooo oo
NORMAL LOGIN Jooooooooo
LOGOUT oooooooooo
SYSTEM 0o0oooooooooo
NOTICE LOGIN Jooooooooo
LOGOUT JooOooOoOooooooo
ERROR SYSTEM 0000000 MACOOOOOOOOOOOOOO
oooo
07500000
oooog oo
MA C=xXXX.XXXX.XXXX MACOOOOODODODO
VLAN=xxxx VLANID OOOOOOOOOOVLANIDOOOODOOOO0OO0O0O0O00000000
oo
PORT=xx/xx ooooooooooo
O7e000000000O00OO
oo oooo oooo ooooooao ooooo ooood
1 NORMAL LOGIN Login succeeded. oooo MACOOOO
Joodooooooooon | VLANID
oooo ooooo
oooooo
2 NORMAL LOGOUT Force logout ; Port oooo MACODODOO
link down. ooooooOoooooon VLAN ID
ooooooooooon ooooo

oooood

oooo
ooooocooooono
ooooooooooooo
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show mac-authentication logging

oo ooono

ooono

oooocoon

ooooo

oooo

3 NORMAL

LOGOUT

Force logout ;
Authentic method
changed (RADIUS
<-> Local).

oooo

RADIUSOO <>0000
oooooooooooo
oooocoooooooo
ooooooo

oooo

oooooo

MACOOOO
VLAN ID
ooooo

4 NORMAL

LOGOUT

Force logout ; Clear
mac-authentication
command succeeded.

oooo
oooocoooooooo
ooao

oooo
oooooo

MACOOOO
VLAN ID
ooooo

5 NORMAL

LOGOUT

Force logout ;
Connection time was
beyond a limit.

oooo
ooooooooooooo
oooooooogoo

oooo
oooooooooooo
oooocoooooooo
ooooooo

MACOOODO
VLAN ID
ooooo

6 NOTICE

LOGIN

Login failed ; Port
link down.

oooo
oooocoooooooo
ooooooooooooo

oooo
ooooooooooo
ooooooooooooo

MACOOOO
VLAN ID
ooooo

7 NOTICE

LOGIN

Login failed ; Port not
specified.

oooo
MACOOOOOODDODOOO
oooocoooooooo
oooooooooooo
ooooo

oooo
oooooooooooo
oooocoooooooo
oooocoooooooo
oobooooooooo
ooooooooooooo

MACOOODO
VLAN ID
ooooo

8 NOTICE

LOGIN

Login failed ; VLAN
not specified.

oooo
0oooooooo VLAN
oooooooooooo
oooooooooo
oooo
oooooooooooo
oooocoooooooo
oooocoooooooo
ooooooooooo
ooooooooooooboo

MACOOODO
VLAN ID
ooooo

9 NORMAL

LOGOUT

Force logout ;
Program stopped.

oooo
MACOOOOOOOOOO
oooooooooooo
oooooooo

oooo
0000 MACOODODO
oooooooooooo
oooocoooooooo
oooooo

MACOOODO
VLAN ID
ooooo
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show mac-authentication logging

oo

ooono

ooono

ooooooo

ooooo

oooo

10

NORMAL

LOGOUT

Force logout ; Other
authentication
program.

oooo
oooooooooooo
oooooooooooo
oooo

oooo
oooooooooooo
oooooooooooo
oooood

MACOOOO
VLAN ID
ooood

11

NORMAL

LOGOUT

Force logout ; VLAN
deleted.

oooo

oooooo VLANOOO
oooooooooooo
oooao

oooo
VLANOOOOOOODO
ooooocoooooooo

MACOOOO
VLAN ID
ooooo

12

NORMAL

LoGouT

Force logout ; Client
moved.

oooo
ooooocooooono
oooooooooooo
oooooooooooo
od

oooo
oooooooooooo
ooooo

MACOOOD
VLAN ID
goood

13

NOTICE

LOGIN

Login failed ; Double
login.
(L2MacManager)

oooo
VLANOOOODOOOOO
oooooooooooo
oooMACOODOODOO
ocoooooooobom
oooo
oooooooooooo
oooooooooooo
oooooooooooo
00 MACOOODOOODOOO
oooooooooo

MACOOOO
VLAN ID
goood

14

NOTICE

LOGIN

Login failed ; Double
login.

oooo
oooooooooooo
oooao

oooo
oooooooooooo
oooooooooooo
oooooooooooo
OO0 MACOOOODOO
oooooooooo

MACOOODO

15

NOTICE

LOGIN

Login failed ;
Number of login was
beyond limit.

oooo
oooooooooooo
ooooocooooono
oooooooooo
« MACOOODODOOODOODO

ooood

* IEEE802.1X0 Web 0 0 O

MACOOOOOOOOO
ooboooooooono
oono

oooo
oooooooooooo
oooooooooooo
oooao

MACOOODO
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show mac-authentication logging

oo ooono ooono

oooocoon

ooooo oooo

17 NOTICE LOGOUT

Logout failed ;
L2MacManager
failed.

oooo
MACOOOOOODDOODOOO
oooooooooooo
oooooo

oooo
oooocoooooooo
ooao

MACOOOO
VLAN ID
ooooo

18 NOTICE LOGIN

Login failed ; MAC
address could not

register. [0 0000
01

oooo
MACOOOOOODDOODOOO
ooooooooooooo

oooo
oooooooooooo
ooao

MACOOOO
oooooo

19 NOTICE LOGOUT

Logout failed ; MAC
address could not
delete. (00 OODODO
]

oooo
MACOOOOOOOOOO
ooooo

oooo
oooocoooooooo
oono

VLANID D 1

oooogopBt
ooooono

20 NOTICE LOGIN

Login failed ;
RADIUS

authentication failed.

oooo
RADIUSOOOOOOODO
ooooooooooo

oooo
oooooooooooo
oooocoooooooo
RADIUSOOOOOOOO
oooooooooo

MACOOODO
VLAN ID
ooooo

21 NOTICE LOGIN

Login failed ; Failed
to connection to
RADIUS server.

oooo
RADIUSOOOOOOODO
oooocoooooooo
ooooooo

oooo
0000 RADIUSOOOO
oooocoooooooo
O0O0O0O0O0ORADIUSOO
ooooooooooooo
oooooooooooo
ooao

MACOOOO
VLAN ID
ooooo

22 NOTICE LOGIN

Login failed ;
Connection failed
L2MacManager.

oooo
VLANOOODOOOOooo
gooooooooooo
gooooooo

oooo
gooooooooooo
oooooooooooo
gooooooogo
restart vlan 0 0 0 0O 0O
mac-manager 000000
goooooooooooo

MACOOODO

28 NORMAL LOGOUT

Force logout ; Port
not specified.

oooo
oooocoooooooo
oooooooooooo
oooooo

oooo
oooooooooooo
oooooooo

MACOOOO
VLAN ID
ooooo
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show mac-authentication logging

oo

ooono

ooono

ooooooo

ooooo

oooo

29

NOTICE

LOGIN

Login failed ; Port
number failed.

oooo
oooooooooooo
oooooooooooo

oooo
oooooooooooo
ooo

MACOOOO
ooood

30

NORMAL

LoGOoUT

Force logout ;
mac-address-table
aging.

oooo
MACOOOOOOODOOO
000ooooOo MACOO
oooooooooooo
ooooocoooo
oooo
oooooooooooo
oooooooooooo
oooo

MACOOOO
VLAN ID
goood

31

NORMAL

LoGOoUT

Force logout ;
Authentic mode had
changed (dynamic
vlan -> static vlan).

oooo

000000 VLANDOOO
0000 VLANOOOOD
ooooocoooooooo
oooooooooooo

od

oooo

oooood

MACOOODO
VLAN ID
goood

32

NORMAL

LoGouT

Force logout ;
Authentic mode had
changed (static vlan
-> dynamic vlan).

oooo

00 VLANOOOODOO
0000 VLANOOOOD
ooooocoooooooo
oooooooooooo

od

oooo

oooood

MACOOOO
VLAN ID
goood

34

NORMAL

LOGIN

Un-authorized Port
Accepted.

oooo
oooooooooooo
ooooo

oooo
oooood

MACOOOO
VLAN ID
goood

82

NORMAL

SYSTEM

Accepted clear

auth-state command.

ooood

clear mac-authentication
auth-state 0000000
ogoooooooooono
ogooooo

ooood

oooooog

83

NORMAL

SYSTEM

Accepted clear
statistics command.

ooood

clear mac-authentication
statistics 10000000
ogooooooooooo
oooo

ooood

oooooog

84

NORMAL

SYSTEM

Accepted commit
command.

ooood
commit mac-authentication
ogooooooooooo
ogoooooOoooooo
oo

ooood
gooooo
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show mac-authentication logging

oo ooono ooono

oooocoon

ooooo

oooo

85 NORMAL SYSTEM

Accepted dump
command.

ooood

dump protocols
mac-authentication 0 O O
goobobooooboog
gooooooa
ooood

gooooo

86 NORMAL LOGOUT

Force logout ; MAC
address not found
L2MacManager.

oooo

MACOOOOO MACOO
Oo0o0o0o0o00 VLANOO
oooooooooooo
OOVLANOOOOOD
MACOOOOOODOODOOO
oooocoooooooo
ooooooooooooo
oooo
oooocoooooooo
ooao

MACOOOO
VLAN ID
ooooo

88 ERROR SYSTEM

Macauthd could not
initialize.[ 0 0 O
oool

ooood
MACOOOOOOODOOO
oooooooooono
ooood
MACOOOOOODODOOO
goo0oooooooooo
gooooOoOooooono
OO00000O0restart
mac-authentication 0 O O
oo MACOODOOOOO
oooooooooono

oooooo

89 ERROR SYSTEM

Connection failed ;
Operation command.
error=[0 00000
]

oooo
oooooooooooo
oooooooogoo

oooo
oooooooooooo
oooocoooooooo
oo

oooooo

90 ERROR SYSTEM

Connection failed ;
L2MacManager.

gooo
VLANOOOOOOOoOoo
gooooooooooo
gooooo

gooo
gooooooooooo
0000000 restart vlan
OJO0000O mac-manager
gooooooooooo
goooooo

92 ERROR SYSTEM

Disconnection failed ;
L2MacManager.

gooo
VLANOOOOOOoOoo
gooooooo

gooo
gooooooooooo
0000000 restart vlan
OJO000O0O mac-manager
gooooooooooo
goooooo
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show mac-authentication logging

oo

ooono

ooono

ooooooo

ooooo

oooo

93

ERROR

SYSTEM

Program failed ;
Configuration
command. [0 00O
o0oo]

gooo
oooooooooooo
ooooooooooo
gooo

restart mac-authentication
ooooo MACOOOO
oooooooooooo
ood

oooooo

94

ERROR

SYSTEM

Program failed ;

Internal data update.

[Doooool]

ooood
ooooooooooono
ogoooooOoooooo
ooooood

ooood

restart mac-authentication
Jooodg MACOOOO
ooooooooooono
oo

oooood

95

ERROR

SYSTEM

Program failed ;
Login information
could not create. [ 0
ooooo]

gooo
oooooooooooo
ooooo

gooo

restart mac-authentication
ooooo MACOOOO
oooooooooooo
od

oooooo

96

ERROR

SYSTEM

Program failed ;
Login information
could not delete.

oooo
oooooooooooo
goooo

oooo
restart mac-authentication
ooooo MACOOOO
gdoooooooooo
od

99

ERROR

SYSTEM

Accounting failed ;

RADIUS accounting.

oooo
RADIUSOO0OO0O0O0OO
oooooooooooo
ooooocoooooo
oooo

0000 RADIUSODODOO
oooooooooooo
OoOOoOOORADIUSOO
ooooocoooooooo
oooooooooooo
ooo

MACODOOD

100

NORMAL

SYSTEM

Accepted clear
logging command.

gooo
clear mac-authentication
loggingOOOOOOOOAQ
oooooooooooo
oooo

oooo
gooooog

101

NOTICE

SYSTEM

Change to
redundancy mode
(SBY > ACT).

oooo
MACOOOOOODODOO
oooooooooooo
oooao

oooo
oooood
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show mac-authentication logging

oo

ooono

ooono

oooocoon

ooooo

oooo

102

NOTICE

SYSTEM

Change to
redundancy mode
(ACT -> SBY).

oooo
MACOOOOOODOODOOO
oooooooooooo
oooao

oooo
oooooo

103

NORMAL

SYSTEM

Synchronized ;
Macauthd ->
L2MacManager.

oooo
oooooooooooo
oooocoooooooo
oooocoooooooo
oooo

oooo
MACOOOOODOODO
oooocoooooooo
oooooooooooo
ooao

MACOODODO

105

NOTICE

LOGIN

Login failed ; VLAN
suspended.

oooo

VLAN O disable 0 O O 0O
gooooooooooo
ooo

oooo

VLAN O enable 00 OO
gooooooooooo
gooood

MACOOODO
VLAN ID
ooooo

106

NORMAL

LOGOUT

Force logout ; VLAN
suspended.

oooo

VLAN O disable 0 O O

gooooooooooo
oooo

oooo

VLAN O enable 00 OO
gooooooooooo
gooood

MACOOODO
VLAN ID
ooooo

107

NOTICE

LOGIN

Login failed ; MAC
address not found to
MAC authentication
DB.

oooo

00000 MACODODO
000 MACOO DBOO
oooocoooooooo
oooooooo
oooo

00 MACOO DBOOO
00000 MACODOO
oooocoooooooo
oono

MACOOOO
VLANID U 2

108

NOTICE

LOGIN

Login failed ; VLAN
ID not found to MAC
authentication DB.

oooo

00000 VLANIDOO
0OMACOODBODOOO
oooocoooooooo
oooooo

oooo

00 MACOO DBOOO
00000 VLANIDOO
oobooooooooooo

MACOOODO
VLAN ID
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show mac-authentication logging

oo ooono ooono

ooooooo

ooooo oooo

255 ERROR SYSTEM

The other error. [ O ooood
ooooo)]

gooooa
MACOOOOOOOOO
0 O The other error. 0 0 O
gooooooooooo
gooboooooboobooo
oo

ooood
MACOOOOOOOOOO
000000 dump
protocols
mac-authentication 0 O O

oooooooooooono
restart mac-authentication

ooooo MACOODOO
oooooooood

ooomoooo

OO0 100000000VLANsuspend 00 0000000000000 O0O0O0O0O0O0OOOOOOOOOOOOOO

obooooooooooo

002000 VLANOOOOOOOOOOOOOO

gogoooogo

ao

ogooooogo

0 7-70 show mac-authentication logging 0 0 0 0000000 0O0O

ooooo

oo

Can't execute this command in standby system.

goooooooooooooobooooooboooo

Can't execute.

ooooocoooooooo

Connection failed to mac-authentication program.

MACOOOOOUOOODOODODODODOOOOOOO0OO0OOO00OO
000000000000 0000O restart mac-authentication
0000 MACOOODODODOODODODOOOOOOO

Mac-authentication is not configured.

MACOOOOOO0O0O0O0O00000000000000000
oooooooood

goodgdao

« MACOOOODOOOOOODOODOODOODOODODODOODOODOOO
- JO000D0O0OD0O0OOOOOOODOODODbODbOODbOODODO
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show mac-authentication

show mac-authentication

MACOOOOOOOOODOOOOODODODODOO

ggodgguo

show mac-authentication

goobogooo

gooooooo

goodoogo

oo

gogodd

MACOOOOOOOOOODUOODOODUODUOUOOODOODOOO

e MACOUOOOODOOOOOOOOOOOOO

# show mac-authentication

Date 2010/04/15 10:52:49 UTC

mac-authentication Information:
Authentic-method : RADIUS

Syslog-send : enable
Authentic-mode : Static-VLAN
Max-timer : 60
Port Count : O
VLAN-check : enable
vid-key : $VLAN
Authentic-mode : Dynamic-VLAN
Max-timer : 60

Port Count : O

e MACUUUIUODOOOOOOOOOOOO

# show mac-authentication

Date 2010/04/15 10:52:49 UTC

mac-authentication Information:
Authentic-method : RADIUS

Syslog-send : enable
Authentic-mode : Static-VLAN

Max-timer : 60

Port Count : 1
VLAN-check : enable

vid-key : $VLAN
Access-1list-No : 100
Authentic-mode : Dynamic-VLAN

Max-timer : 60

Port Count : 1
Access-1list-No : 100

Port Information:
Port : 1/2
Dynamic-VLAN

VLAN ID : 1300-

Native VLAN : 1000

200

Accounting-state

Max-terminal
Auto-logout

Max-terminal
Auto-logout

Accounting-state

Max-terminal
Auto-logout

Max-terminal
Auto-logout

1310

disable

4096
enable

4096
enable

disable

4096
enable

4096
enable



Port
Static-VLAN
VLAN ID

1/10

300,305

goodgdao

O78OMACOOODOODOOOOOOOOOOOOO

show mac-authentication

ooono

oo

ooooono

Authentic-method

oooo

MACOOOOOOOOOO
LocalOOD OO OOO
RADIUSO RADIUS O O

Accounting-state

oooooood
oooooooo

MACOOOOOODOOOODOOOODDOOODOD
oo

enableD0O000O0ODOOODODO

disableD 00000000000 OOOO

Syslog-send

syslogOD OO OQOO

MACOOOOOODO syslogDOOODODOOODO

gooooo gooooog

enable(] O O

disabled O 0O O
Authentic-mode goooo MACOOOOOOOODOOOO

Static-VLANO OO VLANOOO

Dynamic-VLANO OO OOOO VLANOODO
Max-timer oooooad goobobooobobboooobboo
Max-terminal oooooog MACOOOOOOOOOODODOODOOOOO
Port Count ooood MACOOOOOOOOOOOOOOOO

Auto-logout

ooooooood
ooooooooo
ooooooooo

0000 MACOOOODOOOOODDOOODOD

ooboooobooooooooobocooooon
ooo

ooo enable0 00000000000 DOO0O0OOODO
goooooooo
disable0 00000000000 DODOOOOOO
gooooooo
VLAN-check oooooo MACOOOOOOOOOOOVLANIDOODOO
VLANIDOOOO gooono
oo enableD VLANID OO OODOOO
disableD VLANID OO OOOOOO
Vid-key RADIUSODOOO RADIUSOOOO0DOOO0DOOO0DOOOODOOOO

ooooooood

oooooooo

oooo
Access-list-No ooboooo oboooooooooooooooooood
ooooooooot "ot "0ooooooo
Port ooood MACOOOOOOOOOODODOOOD
VLAN ID VLAN OO MACOOOOOODOOOOODDOOODODOO
VLAN ID
Native VLAN 00000 VLAN 000000 VLANOOOOOOOOoooooo

0O VLAN ID

00000 VLANO VLAN ID

gogoooogo

oo
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show mac-authentication

ugooooogo

0 7-90 show mac-authenticaton D 0 0000 O0O0OOODO

goooo oo
Can't execute this command in standby system. 0Jo0o00o00o0ooooooooooooooon
Can't execute. ooooooooooooo
Connection failed to mac-authentication program. MACOODODOOOOOOODOODOOOOOOOOOOOOOOOoOO

00000000000 000OOdrestart mac-authentication
JOo000MACOOODOOOODODOODODOOOOOO

Mac-authentication is not configured. MACODOODODOODOODOOOOODOOOODODOODOOOO
OoooOooooo

ggodgguo

oo
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show mac-authentication statistics

show mac-authentication statistics

MACOOOOOOOOODODOOOO

goodgdao

show mac-authentication statistics

goobogoo

gboboboob

gogododogo
oo

googg
MACOOOOOOOOOODOOOOOOOOO

# show mac-authentication statistics
Date 2010/04/01 11:10:49 UTC
mac-authentication Information:

Authentication Request Total : 100
Authentication Current Count : 10
Authentication Error Total : 30

RADIUS mac-authentication Information:
[RADIUS frames]

TxTotal : 10 TxAccReg : 10 TxError : 0
RxTotal : 30 RxAccAccpt: 10 RxAccRejct: 10
RxAccChllg: 10 RxInvalid : 0

Account mac-authentication Information:

[Account frames]
TxTotal : 10 TxAccReq : 10 TxError : 0
RxTotal : 20 RxAccResp : 10 RxInvalid : 0

goobognd

O7100MACOOOOO0OO0O0O0O0OOO

gooo oo
Authentication Request Total goooooooag
Authentication Current Count 000000oooooo
Authentication Error Total oooooooooooooo
RADIUS frames RADIUS OO
TxTotal RADIUSOOOODOO
TxAccReq RADIUS 0O O Access-Request 0 00O
TxError RADIUSOOOODOOODOO
RxTotal RADIUSOOOOOOO
RxAccAccpt RADIUS 00O O Access-Accept 0 0 00O
RxAccRejct RADIUS 0O O O Access-Reject 0 0 OO
RxAccChllg RADIUS O OO Access-Challenge 0 0 O O
RxInvalid RADIUSOOOODOODOODO
Account frames oooooooooo
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show mac-authentication statistics

goooo oo
TxTotal goo0oboooOOoboOobooboobooo
TxAccReq 0000000000000 Accounting-Request 0 00 0O
TxError gOooo0o0o0oooobobobooooboo
RxTotal goooboooobooobobooog
RxAccResp 0000000000000 O0 Accounting -Response O 0 [0 0
RxInvalid goOoo0OOo0o0obOOobOobOobOoboOoooooo

goobogoooboo

oo

ugooooogo

0 7-110 show mac-authentication statistics 0 0 0 0 00000000

ooooo

oo

Can't execute this command in standby system.

goooooooooooooooooooooo

Can't execute.

oboooooooooood

Connection failed to mac-authentication program.

MACOOOOOOOODOUOODODODODODOOOOODOOO0OOO
00000000000 000OOdrestart mac-authentication
JOo000MACOOODOODOODODOOODODOOOOOO

Mac-authentication is not configured.

MACOOOOOOOOODOODOOODOOOODOOODDODOOO
ooooooood

ggodgguo

oo
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clear mac-authentication auth-state

clear mac-authentication auth-state

MACOOOOOOOOOOOOOOOOOODOODODDODODODODO

gbobooboooooboobobobooobooooooboooboobobooobooobooonoo

goobognd

clear mac-authentication auth-state mac-address {<mac> | -all} [-f]

gogododogo

gbooobooboob

gogododogo

mac-address {<mac> | -all}

<mac>
<mac>0 00000 MACOOOODODDOUOOODODOODOOODOODOODODOO
MAC O OO 00O 0 0000.0000.0000 O feffffff.ffff 0 0000000000000 O00O0O0OO0O0O
MACOOOOODOOODOOODOOOO 100000000000000O0

-all
go0ddooodooooooooooooooooooooao

gbobooooobooboboboboobooooooooboDbo

gbooooooooobo
gboobooooobooboDbo

gobood
gbobobooooboooboooboobobobobooooo

e 10000 DOOODDDODOOO MACOOOODOO0012.e200.000100000000000000000O

# clear mac-authentication auth-state mac-address 0012.e200.0001
Logout client mac-authentication of specified MAC address. Are you sure? (y/
n): vy

e JO0I0O0ODODODOOLOOOOODODODODODLDODOOO

# clear mac-authentication auth-state mac-address -all
Logout all client mac-authentication. Are you sure? (y/n): y

goobognd

ao

goobogoooo

gbobobobooobobooboboo
ogooooogo

0 7-120 clear mac-authentication auth-state 0 0 0000000000

ooooo oo

Can't execute this command in standby system. 0000000000000 oooooooon
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clear mac-authentication auth-state

ooooo

oo

Can't execute.

ooooooooooooo

Connection failed to mac-authentication program.

MACOOODOOOOOODOOOUOODDODOOOOOOOoOOoO
0000000000000 O0Odrestart mac-authentication
o000 MACOOODOODOODODODODODOOOOO

Delete Error.

ooooooooooooo

Mac-authentication is not configured.

MACOOOOOOOOODOOOODOOOOOOODDODOOO
ooooooooo

ggodgguo

oo
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clear mac-authentication logging

clear mac-authentication logging

MACOOOOOOOOOOoOooooo

goodgdao

clear mac-authentication logging

goobogoo

gboboboob

gogododogo
oo

googg
MACOOOOOOOOODOOOODOOOODUODDODO

# clear mac-authentication logging

goodgdao

oo
goobogoooo

ao
goboooooo

0 7-130 clear mac-authentication logging 0 0 000 O0O0OCOOO

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooon
Can't execute. 0o0ooooooooooo
Connection failed to mac-authentication program. MACOODOOOOOOODODOODOOOOOOODODODODOoDOOoOooo

000000000000 0000O restart mac-authentication
0000 MACOOODODODOODODODOOOOOOO

Mac-authentication is not configured. MACOOOOODODOOOOODODOOOODODODOOOOoOoOOoOOo
ooooooooo

goobognd

ao
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clear mac-authentication statistics

clear mac-authentication statistics

MACOOOOOOOOOoOoOooooo

ggodgguo

clear mac-authentication statistics

goobogooo

gooooooo

goodoogo

oo

gogodd

MACOOOOOOODOODOOOODODOOODUODDODODO

# clear mac-authentication statistics

ggodgguo

oo

goobogoooboo

oo

goboooooo

O 7-140 clear mac-authentication statistics 1 0 0 0 000000 0ODO

ooooo

oo

Can't execute this command in standby system.

goooooooooooooooooooooo

Can't execute.

oboooooooooood

Connection failed to mac-authentication program.

MACOOOOOOODDODOOODODODOOODODOOOoOoooDOoOoOg
00000000000 000OOdrestart mac-authentication
JOo000MACOOODOOOODODOODODOOOOOO

Mac-authentication is not configured.

MACOOOOOOOOODOODOOODOOOODOOODDODOOO
ooooooood

goobogo

oo
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set mac-authentication mac-address

set mac-authentication mac-address

O0MACOODBO MACOOOO MACOOOOOOOOOOOOOOOOOOO VLANIDOOOO
0000000000000 MACOODOODO VLANIDOOODODODOODOOO

O000oQ0O0ooooo VLANOOOOO0O0Ooooooooooooooo VEANIDOOOOoooooo
000000 VLANOOOOOOOOooo VEANIDOOOOOoooooooooo

00000 MACOO DBOOODOOODOOOODO commit mac-authentication 00000000000
ooo

goobognd

set mac-authentication mac-address <mac> [<vlan id>]

gogododogo

gbooobooboob

goobogoo

<mac>
0000 MACOODOODOOODO
MAC OO0 000 O 0000.0000.0000 O feffffff.ffff 0 0000000000000 00O0O0OO0O0O
MACOODOODOOODOOOODOOOD 100000000000000O0O

<vlan id>
000000000000 VLANO VLANIDOOOOOOO
00Dbo00o0o00ooO0@ooDbooboDo0oobooboooDbooobooOon
0000o0o0odo VLANOOOOOOOoOoOoooDoOMACOODODODOO VLANIDOOOOO
00000000000 ooodDO VLANOODOOOOVLANIDOOO 1000000000
O VLANOOODOODODOODOOOoOoOooooooooooo

gbooooooooobo
Oo00oQ0 VLANIDOODODOODODOODOODOOO
goO0oO0oOo0 VLANOOOOOOoooooo MACOOOOOOOoOOOOOoODODOODoDODOODO
ooo

googg
MACO OO0 "0012.e200.1234"0 VLAN ID"10"0 00000 0O

# set mac-authentication mac-address 0012.e200.1234 10
ogooooo

oo

gogoooogo

oo
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set mac-authentication mac-address

ugooooogo

O 7-150 set mac-authentication mac-address 0 00 00000000000

ooooo oo
Already mac address "<mac>","<vlan id>" exists. 0000 MACOODODOOODODOOODODOOOOO
Can't execute this command in standby system. 00000000000 ooOoooooooooa
Can't execute. 0000000o00o0o0o0o0o0o0o0o0o0o0o0o0o0o
Mac-authentication is not configured. MACOOOOODODOOODODDODOOOODDODODOOOOODOOoOO
ooooooooo
Now another user is using mac-authentication 00odooooMACOOODOODOOOODOOODOOOOOOOOOO
command, please try again. oo0o0Oooooooooooog
The number of client exceeds 1024. O0MACOOOOOOOOOOOOOOOOOOO
goodogo

e JO00O0OO0OOODOOUOO0OOOO0ODOOOOOOOO
e commit mac-authentication D 00000000000 MACOO DBODODODOODOOODO

« J0U0O0UOVLANDOUOOUOOUOOUOOOODOOUOO0O00O <vlanid>0000000000
« JOMACOODDODDODOO VLANIDOOOOOOOOOOOOOO VLANIDOOOOOOOO

oo
« VLANIDOOOOOOOOO0O0O0O000000 VLANOOOOOOOOO0O0o0ooooooooo

gooooooo
« OO MACOODODODOVLANIDOODOOOODOD VLANIDOOODOOOODOODOOOOOOVLAN

IDbOoooOoOoOOoOOOOoOQOOOOOOOOODOOO0OOOOOOOOo
« VLANIDO 1000000000000000D0O0D0O0OODOODODOO
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remove mac-authentication mac-address

remove mac-authentication mac-address

O0MACOODBOO MACOOOO MACODOODODOODOODOOOMACOOOOOOOO VLANID
0000000000000 MACODODODODODODODODOOD

0000000000000 D000004commit mac-authentication D 0000000000000

goobognd

remove mac-authentication mac-address {<mac> | -all} [-£]

gogododogo

gbooobooboob

goobogoo

<mac>
0000 MACOODOODOOODOO
MAC OO0 000 O0000.0000.0000 O feffffff.ffff 0 0000000000000 00O0O0OO0O0O
MACOODOODOOUODOOOODOOOOD 10000000 O00ODOOO0ODOO

-all
0000 MACODOOODOOOOOOO

gdo00o0oOoO0OO0OoOOoOOO0OO0OMACOODODOODODOOODDOO

gbooooooooobo
gbooboooooboobobo

gobood
e MACOODOO "0012.e200.1234"000 0000

# remove mac-authentication mac-address 0012.e200.1234
Remove mac-authentication mac-address. Are you sure? (y/n): y

e 000D ODODODDOOOOOOOOOMACOOOOOOOOOOOOOO

# remove mac-authentication mac-address -all
Remove all mac-authentication mac-address. Are you sure? (y/n): y

goodgdao

oo

goobogoooo

ao
ogooooogo

0 7-160 remove mac-authentication mac-address 0 0 000000000000

ooooa oo
Can't execute this command in standby system. 0000000000000 oooooooon
Can't execute. ogooooooooooooooooooooono
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remove mac-authentication mac-address

ooooo oo

Mac-authentication is not configured. MACODOODODOODOODOOOOODOOOODODODOODOOOO

ooooooooo

Now another user is using mac-authentication

goooooo MACODOOODOOOOOOODOOODOO
command, please try again.

goooooooooooooo

Unknown mac-address '<mac>". O0oo00o MACODOOOOOOODDOOODOD

goobogo

commit mac-authentication D 0000000000000 MACOO DBOOOOOOOOO
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commit mac-authentication

commit mac-authentication

MACOOOOO MACOO DBOOODOOOOOODODODODDOOO

0000000 MACOODODOOOOODOODOOOOOOOODOODODOODOODODOODOODDOO
OO0 MACOO DBOOOOOOOODOODOODOOO

¢ set mac-authentication mac-address

¢ remove mac-authentication mac-address

goobognd

commit mac-authentication O -f0]

goobogoo

gboboboob

gogododogo
-f

goooOoOoOoOoOoOoOOODOOMACOOOOOMACOO DBOOOOOOOOOOOOOOO

oo
gboooooooboobd

gboooooobobdobdo

googg

MACOOOOO MACOCO DBOUOODODODUOODODODUODODDODDOO

# commit mac-authentication

Commitment mac-authentication mac-address data. Are you sure? (y/n): vy

Commit complete.

goodgdao

oo

goobogoooo

ao

goboooooo

0 7-170 commit mac-authenticaton D 0D O 00000000000

ooooo

oo

Can't execute this command in standby system.

goooooooooboocoooooooboooo

Can not commit.

000000000000 000 restart mac-authentication O
ooooooooooooooooooooooog

Can't execute.

goooooooooooooobooooooboooo

Command information was damaged.

goooooooooooooobooooooboo

Connection failed to mac-authentication program.

MACOOOOOOOODOODODODODOOOOOOO0OOOO0O0OO
000000000000 0000O restart mac-authentication
0000 MACOOODODODOODODODOOOOOOO
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commit mac-authentication

ooooo oo

Mac-authentication is not configured. MACODOODODOODOODOOOOODOOOODODODOODOOOO

ooooooooo

Now another user is using mac-authentication

goooooo MACODOOODOOOOOOODOOODOO
command, please try again.

goooooooooooooo

ggodgguo

- J000000000000000U000UUOD MACOOD DBOODODUODOOODOODOOOOO
-« J0000000000U00UOUD0UDODUOMACOO DBOODUOODODODUODODODODOODODOOOOOOOOO
O00oooo0oOoO0oOo MACOOo DBOOOOOOOOOODODODOO
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show mac-authentication mac-address

show mac-authentication mac-address

O0oo0o0oO0oOoO0oO0 MACOOOO MACOOOODOOOOOODOODOOOOOOOODOOOODOODOOO
OO0 MACOODODODOODOODODODOD

¢ set mac-authentication mac-address

e remove mac-authentication mac-address

000000 MACOODODOODOODOODOODDO

goobognd

show mac-authentication mac-address {edit | commit}

gogododogo

gbooobooboob

gogododogo

{edit | commit}
edit
o0oooooooooon

commit
Jdoooo MACOO DBOOOOOOOOOGO

googg

e JOODOODOOOODOODO

# show mac-authentication mac-address edit
Date 2007/12/01 10:52:49 UTC
Total mac-address counts:2

mac-address VLAN
0012.e200.1234 3
0012.e201.abcd 4094

e J000OOO MACOO DBUOODUOODOODOOOO

# show mac-authentication mac-address commit
Date 2007/12/01 10:52:49 UTC
Total mac-address counts:3

mac-address VLAN

0012.e200.1234 4

0012.e201.abcd 4094

0012.e202.6789 2
ogoooon

g7180MACOOODOOOOODODOO

ooono oo oooooa
Total mac-address counts OMACOOOODOO 00oO0ooOooMACOOOOO
[}
mac-address MACOOOO Jo000dooo MACOOOO
VLAN VLAN Jo00000MACOOOOOODODOOO
0000 VLAN
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show mac-authentication mac-address

ggoooooo

oo

goboooooo

0 7-190 show mac-authentication mac-address 0 0 0 0D 0000000000

ooood

oo

Can't execute this command in standby system.

oboooooooooocoooooooocoooo

Can't execute.

goooooooooooooooooooooo

Mac-authentication is not configured.

MACOOOOOOOOOOOOOOOO0OO0OO0OO0O0OO0O0O000O0
ooooooooo

Now another user is using mac-authentication
command, please try again.

0000000 MACOOOOOODOOODDODDOOOODOOOOO
ooooooooooooooo

goobogo

oo
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store mac-authentication

store mac-authentication

OO0 MACOO DBOOOOOOOOOOODOODOODOOO

gooodd
store mac-authentication <file name> 0O -f00

goobogoo

gboboboob

goobogoo

<file name>
00 MACOO DBOOODOOOOOODOOOOOOOOOOOO

-f
gdo00oO0O0OO0O0OO0O0U0OO0OO0OO0OO0OU0MACOLD DBOODOODOODOODODOODODOODOODDO
gbooooooooobo
gbooboooooboobobo
gobood

OO0OMACOODBOOOOOOOOOODO "authdata"OOOOCOOO

# store mac-authentication authdata
Backup mac-authentication MAC address data. Are you sure? (y/n): y
Backup complete.

goobognd

ao

goobogoooo

ao

ogooooogo

0 7-200 store mac-authenticaton 0 0 000000000000

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooon
Can't execute. ocoooooooooooooooooobooooo
Mac-authentication command is not configured. MACOODOOOOOOODOOOOOOOOOOOOOoOOoOooo

goboogooooo
Now another user is using mac-authentication Joo0oooDoMACOODOODOOOOOOODOODODOOOOO
command, please try again. Joooooooooooooon
Store operation failed. gddoo0oooOoooooooooooog
ogoooon

0000000000000 O0OU0DOU0O0OUOU0O0OLO MACOD DBOODODODODDODODDODDOO
gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
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store mac-authentication

OO0showflash 000 0000000000000 O0O0O0O0O0O0O0O0O0OO0O0OO0OOOOOOOO
show flash 00000000000 OOOOO

> show flash
Date 2007/12/01 19:46:29 JST

Flash :
user area config area dump area area total
used 37,063kB 65kB 16kB 37,144kB
free 616kB 7,199kB 8,152kB 15,967kB
total 37,679kB 7,265kB 8,168kB 53,112kB

O0O0O0O0OO0OO0ODuserarea000000Ofree0 00 100kBOOOOODOODODODOODODODDODO

gbobooooobobdoboboooobobtUrmibobOobOobOobOOobOO0OoOoOobOobOoDbO
gboooooobobobooooobogn
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load mac-authentication

load mac-authentication

OO0 MACOO DBOOOOOOOOOOOOOOO MACOO DBOOODOODOOODOOOODOODOOO
gbobobooboooooboobobobooboobooooobobobo

¢ set mac-authentication mac-address
¢ remove mac-authentication mac-address

e commit mac-authentication

goodgdao

load mac-authentication <file name> [-f]

goobogoo

gboboboob

gogododogo

<file name>

OO0 MACOO DBOOOOOOOOOOOOOOOODODOODOOO

-f
gdo0o0o0oOoOoOoOoOoOoOOOOOO MACOO DBOOODODOD
gbooooooooobo
gboooooobobdobdo
gobood

O0MACOODBOOOOOOOOOOO "authdata"OOOOOOODO

# load mac-authentication authdata

Restore mac-authentication MAC address data. Are you sure? (y/n): y
Restore complete.

goobognd

ao

gogoooogo

oo
ogooooogo

0 7-210 load mac-authenticaton 0 0 0000000000000

goooo oo
Can't execute this command in standby system. Oo0o00o0ooooooooooooooooonono
Can not load. 00 MACOO DBOODOODOODOODOOO restart

mac-authentication 0 0 00000000 0OO load
mac-authentication 00 000000000 MACOO DBO
ooooooooo

Can't execute. dodooooooooooooooooooon
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load mac-authentication

ooooo

oo

Connection failed to mac-authentication program.

MACODOODODODODODODOOOOODOODODODODOODOOOO
0000000000000 O0OOdrestart mac-authentication
o000 MACOOODOOODODODODODOOOOO

File format error.

gboooooooOoooOooooooooOooOoooOoa

Load operation failed.

gooooooooooooooooooooonoo

Mac-authentication is not configured.

MACOOOOOOOOODOOOODOOOODOOODDODOOO
ooooooooo

Now another user is using mac-authentication
command, please try again.

0000000 MACOOOOOODOOODDODDOOOODOOOOO
ooooooooooooooo

ggodgguo

e JO00D0O0OOOOOOOOOODOODODOOOOOODODOODOOOOOOOODOODOODO

oo

¢ set mac-authentication mac-address

¢ remove mac-authentication mac-address

e commit mac-authentication

- J0000000000000000MACOO DBOOUOOOOODOOOOOOOOOOOOOOO
000000000 MACOUO DBOOOUODOODOODOODDODODO
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restart mac-authentication

restart mac-authentication

MACOOOOOOOOOOoOooooo

goodgdao

restart mac-authentication [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo

-f
gboobooooooobooboobooboboboboooooon

gbooboooooooobon
gboooooobobdobdo

core-file
00000 MACOOOODODODOODOOOOOOOO

gbooboooooooobon
gboooooobobdobdo

gobood
MACOOOOOOOOOOOOOODODODOO

> restart mac-authentication
macauth restart OK? (y/n): vy

goodgdao

oo

goobogoooo
gbobobooobooobooboboboboboooooboooooboobobon
MACOOOOOOOOOOUOOOODUODUUODOUODUOODODODOOOOOOO
ogooooogo

0 7-220 restart mac-authenticaton 0 0D 0000000000

ooooo oo

Can't execute. odooooooooooo

Mac-authentication is not configured. MACOOOOOOOOODODODOOODOOODOOOOOOOO
ogoooooooao

goodgdao
gbobobooboooooboobobobooboobooooobobobo

e 100000 O0ODO fusr/var/core/
« MACOODODOOODOOO O macauthd.core
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restart mac-authentication

gbobooooooboobobobobooooobooobooboboboboboooooboobOobOobon
gboooooobobdaba
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dump protocols mac-authentication

dump protocols mac-authentication

MACOOOOOOOOOOOOOOOOOOOOODOOOOODOOOOOOODODODODODODODODO
goooo

goobognd

dump protocols mac-authentication

gogododogo

gboboooobooboboboooo

gogododogo

oo
gobood
MACOOOOOOOOOOOOOOoOoOoOooooo

> dump protocols mac-authentication

goobognd

ao

goobogoooo

ao

ogooooogo

0 7-230 dump protocols mac-authenticaton D O 0 00000000000

ooooo od

Can't execute. gdooooooooooo

Connection failed to mac-authentication MACOOOOOOOOOOOOOOOOOO0ODOODOO0ODOO0OOO0O0O0O000O0
program. 000000000 0restart mac-authentication D 0000 MACOODODO
0ooooooooOoOoooon

Mac-authentication is not configured. MACOOOOOOOOOOOOOOOO0O00D00D00D0000000000
ooag

goodgdao
gbobooboooooboobobobooobooooooboooboobobooobooobooonoo

« 0000000000 usr/var/macauth/
e 00000 macauthd_dump.gz

gbobooboooobooobooboboboooooooooobooboboboooboooobobobobooon
gboboboobooobogooo
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0O VLANO OP-VAAL

show fense serverd OP-VAAO

show fense statistics[1 OP-VAAO

show fense loggingd OP-VAAD

clear fense statisticsJ OP-VAADO

clear fense loggingd OP-VAAQO

restart vaall OP-VAAO

dump protocols vaall OP-VAAO
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show fense serverd OP-VAAL

show fense serverd OP-VAA[]

OO0 VLANOOOOOOOOOOOOO VLANaccessAgent OO0 OO0 O0O0OO0OOO

ggodgguo

show fense server [id <id no list>] [detail [<vlan id list>]]

goobogooo

gbobooooooboobobobob

goodoogo

id <id no list>
0000000000 VLANaccessControllerd O OO0 D0O00O0D0OOO0DOOOO

gooboobooon
OO0 VAAIDOOOOOOO

g-"ooo"wooooobon
OoOoOoOoOoOoOoVvVAAIDODODOODOO

gboooooooboobd
gboboooooobooboboboboooooboooboon

detail
O00D0O00000D00VLANaccessControllerD D000 ODO0O0D0OO0O0O0O

<vlan id list>
00000 VLCANOODOOOODOOOOoOO VLANIDOOOOoOoOoooo
<vlanidlist>00000000000O 0000000000 0O0O0ODO0O0O0OO0OO0ODOO0O00OO0O
000000000000 VLANOVLANID=10O00O0O0OO0OO000O

gbooooooooboobd
go0ooOoOoCo VLANOOOOOOoOoooooooo

gbooooooboobobon
OO0O0OCOOOVAAIDOOOOOOOOoOoo VLANIDOOOOOOOOOODODO

gogodd

e J00O0ODODODO VLANaccessAgent 1 1 00000000000 O0O0O0O0OO

>show fense server
Date 2007/01/26 10:50:49 UTC
VAA NAME: switchO1l
VAA Sync Mode: Sync

Current Registered MAC: 20
Server Information:
ID:1 Status: enable Agent Status: CONNECTED
Server Address: 192.168.2.100 Port: 52153
Retry Timer: 10 Retry Count: 25920 Current Count: 0
Alive Timer: 20
Target-VLAN Count: 4
ID:2 Status: enable Agent Status: DISCONNECTED
Server Address: 192.168.3.200 Port: 52153
Retry Timer: 3 Retry Count: infinity Current Count: 20
Alive Timer: 20
Target-VLAN Count: 2
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show fense serverd OP-VAAL

e 00O DODODODO VLANaccessAgent 1 000 0000000000000 00O0O00O0O0O00 VAA
IDOOCOOODOCOOODOOO0DO fensevlanOOOOOOOOOOO

>show fense server detail

Date 2007/01/26 10:50:49 UTC
VAA NAME:

swit

ch01l

VAA Sync Mode: NoSync
Current Registered MAC: 20
Server Information:

ID:1 Status: enable Agent Status: CONNECTED
Server Address: 192.168.2.100 Port: 52153
Retry Timer: 10 Retry Count: 25920 Current Count:
Alive Timer: 20
Target-VLAN Count: 4
Target-VLAN Information:
VLAN ID:2 1P Subnet Address: 192.168.2.0 mask 255.255.255.
VLAN ID:3 1P Subnet Address: 192.168.3.0 mask 255.255.255.
VLAN ID:4 1P Subnet Address: 192.168.4.0 mask 255.255.255.
VLAN ID:10 1P Subnet Address: 192.168.10.0 mask 255.255.255.
ID:2 Status: enable Agent Status: DISCONNECTED
Server Address: 192.168.3.200 Port: 52153
Retry Timer: 3 Retry Count: infinity Current Count:
Alive Timer: 20
Target-VLAN Count: 2
Target-VLAN Information:
VLAN ID:10 1P Subnet Address: 192.168.10.0 mask 255.255.255.
VLAN ID:11 1P Subnet Address: 192.168.11.0 mask 255.255.255.

goobognd

VLANaccessAgent 1 000000000000 0OOOO0O

0 8-10 VLANaccessAgent O O OO OO

O O O O

20

oooo oo oooooo

VAA NAME VLANaccessAgent [0 [ 000 VLANaccessAgent 1 0000000000000
oooooooog
-00og

VAA Sync Mode ooooo00o00oOooOoooan 0000000000000 00000000000

oo

NoSynecD 00O OOOOOOOOOO
Sync0OOOOO

Current Registered
MACE

000000000 MACO

MACVLANOOOOOO MACOOOOOOOOOOOOO

000000 MACOOOOOODOODOO "show vlan

mac-vlan <vlan id list> dynamic" O 00000000000

oo
Server Information ooooooo 00o000o00o0ooooooooogooog
ID VLANaccessAgent ID VLANaccessAgent 00000 IDOOOOOO
10 1001ID
Status oooo VLANaccessAgent 1 00 /0000000000
enable0 0 00O
disabled 0 OO
Agent Status ooooo j00o0d0000000oo0U00ooDU000UooooDoo

CONNECTEDOOOOODOOOOODODODDO
DISCONNECTEDOD OO O0O0O0O0O0O0O0O0O0O0O0O0O0O0
SUSPENDEDO VLANaccessAgent 0 0 00000
INVALIDO O OOOoOOOoooooooooo
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show fense serverd OP-VAAL

ooono

oo

oooooo

Server Address

goooooIpoOOO

ooooooIpO0ODOOODODOODODODODO
IpOOOOODOOOIPOOOO
-0o0oo

Port

ooooooTCcpOOOOO

ooooooTCeOOOOODOOOOODOOD
10240 655350 00000

Retry Timer

oooooooooooooo
a

gooooooooooooooooboooOoooooood
oooooooo
10 655350000000

Retry Count

OO0 MACOODOOODOODO
ooooooobooooooon
oo

0o0o00o0o0oo0o0oo0o0oo0o0ob0oooooo0o vVLANOOO
MACOOOOOOOOO0O0O0O0O0O000000000000
oo

infinityJ 0000000

00 327670000000

Current Count "

ooooooooo

gobOooooooooboooooboooooooobooooon
oooooooooooboooboobOOoOoooboooan
o000 3200000000000

Alive Timer

KeepAlive 000000000
ooooooooo

KeepAlive 000 00000000000000000O0OO
oooOooooooooboooooboooooooobooboooon
oo

200 7200000000000

Target-VLAN Count

0000 VLANO

VLANaccessAgent 00000 VLANOOOOOOODOOO
VLANOOOOOOO
00 40940 VLAN O

OO00OVLANaccessAgent 1 000 000000000000 0O00O0O0OO0O0DOO0O00OOO0OO0DOOOOOOOO
gob0oooooooooOoooooooono

O 8-20 VLANaccessAgent D0 OO Ooooong

gooo og gooooo
VAA NAME VLANaccessAgent 0 0 000 VLANaccessAgent 1 0000000000000
goooooooag
-0000
VAA Sync Mode 000O000o0o0ooooooo 0000000000000 D0D00OO0OoO0O0Oo0n

oo

NoSyncD 00O OOOOOOOOOO
SyncDOOOOO

Current Registered
MACP

O00ooO0oO00O0oo0O MACO

MACVLANOOOOOO MACOOODOOOOOOODOOO
0ooooO0oMACOOOOODOOOODOOO show vlan
mac-vlan <vlanid list>dynamic 0 0 000000000000

Server Information

oooocooo

ooooooooooooooooooooo

D

VLANaccessAgent ID

VLANaccessAgent 0 000000000000 vaa_idO OO
ooo
10 100 vaa_id

Status

oooao

VLANaccessAgent 100 /0000000 0O0O0OQO enabled
ooog
disabled 0 O O

Agent Status Y

goood

godobobbooobbooobobooooboboooo
CONNECTEDO OO OODOOODOOODOOO
DISCONNECTEDO OO OODOOOUOOOOOOOOO
SUSPENDEDO VLANaccessAgent 1 0 0O 000
INVALIDO O OOOoOOoOoooooooooo
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show fense serverd OP-VAAL

oooo

oo

oooooo

Server Address

ooooooIpoODO

goooooIpoO0OOODOOODOODDOO
IpOo0OOOOCOOIPOODOO
-0oooo

Port

ooooooTCcpOODOO

ooooooTCeOOOOODOOOODDOOOO
1024 0 655350 00000

Retry Timer

oooooooooooooo
a

gooooooocoooOooOooooobOooOoOooOoboOooooa
ooboooooo
10 655350000000

Retry Count

OO0 MACOODOODDOODDO
ooooooooooooon
oo

0000000000000 0000000 VRANOOO
MACOOOOOOOO0OO0O0O0O00000000000000
oo

infinityD OO OO0ODO

00 327670000000

Current Count Y

ooooooooo

gobooooooooooooOoooooooooooon
goboooooooooocoooonOOoOoOoOoOoOonon
o000 3200000000000

Alive Timer

KeepAlive 000000000
ooooooooo

Keep Alive 0000000000000 000O0O0O0O0OO
gobooooOooooooooOoooooooooboooon
oo

200 7200000000000

Target-VLAN Count

0000 VLANO

VLANaccessAgent 1 0000 VLANOOOOOOOOOO
VLANOOOODOOO
00 40940 VLAN O

Target-VLAN 0000 MACVLAN OO 0000 MACVLANOOOOOOOOOOOOOODOOODO
Information oooo
VLAN ID VLAN ID 0000 VLANODOOOOOOO VLANDO IDOOOOon

20 40950 VLAN ID

IP Subnet Address

0000 VLANOOOOODOOD
ooao

VLANIDOOOOOOOOO VLANOOOOOOOOOooo
oooooooo

000 VLANaccessAgent OO0 OO0O0OOCODOOOOOOOOODOOODOODODOODDOODOODDOODDODODDO
oboooooooooooooooooood

gogoooogo

oo

ogooooogo

0 8-30showfenseserver 10D 0000000 DOOOO

ooooo

oo

Can't execute.

gooooooooooooooboooooboooo

Connection failed to VAA program.

VLANaccessAgent ] 0 00 0000000000000 O000O00OO

0000000000000 O00D00OO show fense logging 00 00O
000 dump protocols vaa 0 D000 0Ovaa 00000 OO FENSE
000000000000 FENSEOOOOOOOOOOOOOOO
OOFENSEOOOOOOOOOOOOOOrestartvaa OO OO0
VLANaccessAgent 00000000000

Now another user is using this command, please

try again.

0000000 showfenseserverdetail 10000000 OO0OO

ooooooooooooooooa
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show fense serverd OP-VAAL

ooooo od

VAA is not configured. VLANaccessAgent ] 0 0 0 00000000000000000O0O0
ooooooooo

goobogo

show fense server detaill 0 D 0 D0 0000000000000 DOOOOOO
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show fense statistics(1 OP-VAA[]

show fense statisticsl] OP-VAAL

VLANaccessAgent 1 00000000 OQOng

goodgdao

show fense statistics [id <id no list>]

goobogoo

gboboooobooboboboooo

gogododogo

1d <id no list>

0000000000 VLANaccessControllerD0 D 00O D000 O0OOO0OOOOOO

gboboooogon
00O VAAIDOOOOOoOoO

g"-"ooo"wooooooboon

OOoOoOoOoOoOoOoVvVAAIDODODOODOO

gboooooooboobd

gbooooooboboboboooboooboon

googg

O000O0O0OO0O0 VLANaccessAgent 0 D 0 00000000000 OOOOOOOO

>show fense statistics

Date 2007/01/26 10:50:49 UTC
ID:1

VLANaccessController Connection:

Connect Count
Connect Failure Count
Timeout Disconnect Count:
VLANaccessAgent Recv Message:
ADDMAC DELMAC
Request 11020 11000
Error 0 0
FORMERROR 0 0
INVSTATE 0 0
NOMEMORY 0 0
INVPARAM 0 0
NOCLIENT 0 -
Target-VLAN Registration:
MACReg MACDel
Request 11020 11000
Error 0 0
INVVLAN 0 -
MACOVFLW 0 -
DUPMAC 0 -
NOMAC - 0
HASHFULL 0 -
OTHERERR 0 -
ID:2
VLANaccessController Connection:
Connect Count :

Connect Failure Count
Timeout Disconnect Count:
VLANaccessAgent Recv Message:

1
0
0
LSTMAC
100
0
0
0
0
0
Al1MACDel
0
1

o

CLRMAC

DELMACALL

I O OO OO Oo

231



show fense statistics(] OP-VAAL

ADDMAC DELMAC LSTMAC CLRMAC DELMACALL
Request 1100 1000 15 0 0
Error 0 0 0 0 0
FORMERROR 0 0 0 0 0
INVSTATE 0 0 0 0 0
NOMEMORY 0 0 0 0 0
INVPARAM 0 0 0 0 0
NOCLIENT 0 - - - -
Target-VLAN Registration:
MACReg MACDel AllMACDel MACList
Request 1100 1000 0 15
Error 0 0 - -
INVVLAN 0 - - -
MACOVFLW 0 - - -
DUPMAC 0 - - -
NOMAC - 0 - -
HASHFULL 0 - - -
OTHERERR 0 - - -
ooooon
O 8-40VLANaccessAgent D0 OO0 O0OoOooon
oooog oo oooooog
1D VLANaccessAgentID VLANaccessAgent 0 000000 vaa_idO0O0O0O000O
10 100 vaa_id
VLANaccessController ooooo 000000 VLANaccessController D0 0000 OO0
Connection 0 VLANaccessControllerd 0 O O ooooooooooo

O

Connect Count oooo Joooooooooooooooog
Oooo 32000000000
Connect Failure Count oooooa Ogobooooooooooooooooooono

oooo0 3200000000000

Timeout Disconnect
Count

oooooooo

00000000 Keep Alive 00 00O 0O O O fense
alive-timer 00000000000 O0OO0OOCOOOO
gooboobooooobooobobbooobbboooo
gooooogo

Jd00 320000000000000

VLANaccessAgent Recv 0000000000o0oooo VLANaccessAgent 0 00 0000000000000
Message gooo Jgooooooooooo
ADDMAC MACOOOOOOOO MACOOOOOOOOOOOOOODOODOOOOOO
Request MACOOOOOOOOOOOO 00000000000 MACOOOOOOODOOOD
goooo
0000 8200000000000
Error MACOOOOOOOOOOOO 00000000000 MACOOOOOOOOOO
00000000 000000O0oooooo
0000 s20000000000000
FORMERROR 00000 FORMERRORO OO MACOOOOOOOOOOOOOOOO
oag FORMERRORO OO OOOOOOODOOOOOOO
0000 3200000FORMERROR 00O
INVSTATE 00000 INVALIDSTATE 0O O MACOOOOOOOOOODOOOOOO
ooog INVALIDSTATEO OODOOO0OO0OOO0D0ODOO0O0D0O0O0O
0000 3200000INVALIDSTATE O O
NOMEMORY 00000 NOMEMORYO OO MACOOOOOOOOOOOOOOOONOMEMORY

oo

ooooooooooooooood
0000 3200000NOMEMORY OO
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show fense statisticsl] OP-VAAL

oooo oo oooooo
INVPARAM 00000 INVALIDPARAMOO MACOOOOOOOOOOOOOOOO
ooog INVALIDPARAM O OO0O0OO00O0000000D000D0
0000 8200000INVALIDPARAM O O
NOCLIENT 00000 NOCLIENTOOOO MACOOOODOOOOOOODOOODOONOCLIENT
a 0000000000000ooon
0000 3200000NOCLIENT OO
DELMAC MACOOOODOOOO MACOOOOOODOOODOOOOOOODOOODOO
Request MACOOOOOOOODOOOD 00000000000 MACOOOOOOOOOOO
ooooo
0000 s8200000000000
Error MACOOOOOOOOOOOO 00000000000 MACOOOODOOODOO
0000000000000 D000oooOo
0000 s820000000000000
FORMERROR 00000 FORMERRORO OO MACOOOOOODOOOODOOOOOO
oo FORMERRORO OO OODOOODOOODODOODODOO
0000 3200000FORMERROR OO
INVSTATE 00000 INVALIDSTATE 0 0O MACOOOOOOODOOOOOOOOO
ooo INVALIDSTATEO OOOO0OO0OOOOO0OOO0OOOOO0O
0000 3200000INVALIDSTATE 0O O
NOMEMORY 00000 NOMEMORYO OO MACOOOODOOOOOOODOOOOONOMEMORY
og 0000000000000ooon
0000 3200000NOMEMORY OO
INVPARAM 00000 INVALIDPARAM OO MACOOOOOOOOOOOODOOOD
ooo INVALIDPARAM O 00O00000000000000
0000 3200000INVALIDPARAM O O
LSTMAC oooooo 0000000000000000o0o000
Request 0oo000ooooooao 00000000000 MACOOOOOOOOOOO
0ooooooo
0000 s820000000000000
Error ooooooooooo 00000000000 MACODOODOOOODOOD
00000000000000000000000
0000 s82000000000000000
FORMERROR 00000 FORMERRORO OO MACOOOOOOOOOOOOOOOO
oo FORMERRORO OO ODOOOODOOODODOODOOO
0000 3200000FORMERROR OO
INVSTATE 00000 INVALIDSTATE O 0O MACOOOOOOODOOOOOOOOO
ooo INVALIDSTATEO OOOO0OO0OOOOO0OOOOOOOO
0000 3200000INVALIDSTATE O O
NOMEMORY 00000 NOMEMORYO OO MACOOOOOOOOOOODOOOOONOMEMORY
oo 000000000000O0o0ooo
0000 3200000NOMEMORY OO
INVPARAM 00000 INVALIDPARAM OO MACOOOOOOOOOOOOOOOD
ooo INVALIDPARAM 0 0000000000000000
0000 3200000INVALIDPARAM O O
CLRMAC oooooo 00000000o0O0ooooooooooo
Request 0oo000ooooooao 0000000000000000000000000

o000 320000000000000
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show fense statistics(] OP-VAAL

oooo oo oooooo
Error gooooooooooo 00000000 000000D0DDOOOoOoOoOoon
gooooo00000Oooooon
0000 s2000000000000000
FORMERROR 00000 FORMERRORO OO MACOOOODOOOOOOOOOODOOOOO
og FORMERRORO OO OOOOOOODOOODOOOO
0000 3200000FORMERROR OO
INVSTATE 00000 INVALIDSTATE O O MACOOOOOOOOOODOOODOOOOO
ooo INVALIDSTATEO O ODOOO0OO0OO0O0DOOO0O0O00O0O
0000 3200000INVALIDSTATE 0 O
NOMEMORY 00000 NOMEMORYO OO MACOOOOOOOOOOODOOOOOODO
oo NOMEMORY OO OOOOOOOOODOOOOOO
0000 3200000NOMEMORY OO
INVPARAM 00000 INVALIDPARAMOO MACOODOOOOOOOOOOOOOOOO
goo INVALIDPARAM 00O O0O0000O00000000
0000 3200000INVALIDPARAM OO
DELMACALL 00 MACOOOOOOOOO 00 MACOOOOOOOOOOOOODOOODOOD
ogo
Request 00 MACOOOODOOOOOOO 0000000000000 MACOOOOOOOOO
goo goooooooo
0000 320000000 MACOOOOOOOOO
oo
Error 00 MACOOOOOOOOOO 0000000000000 MACOOOOODOOD
gooo 00000000 000000D0DDOoOoOoOooon
0000820000000 MACOOOOOODOOO
gooo
FORMERROR 00000 FORMERROR OO 0O MACOOOOOOOOOODOOODOOOD
oo FORMERRORO OO OOOOOOODOOODODOOO
0000 3200000FORMERROR OO
INVSTATE 00000 INVALIDSTATE 0O O MACOOOOOOOOOODOOODOOOD
gono INVALIDSTATEOOOOODODODOOOOOOOOOO
0000 3200000INVALIDSTATE O O
NOMEMORY 00000 NOMEMORY O OO MACOOOOOOOOOOOOOODOOO
oo NOMEMORY OO OOOOOOOOOOOOOOO
0000 3200000NOMEMORY OO
INVPARAM 00000 INVALIDPARAM OO MACOOOOOOOOOOOOOOOOO
goo INVALIDPARAM OO O O0O0000000O000000
0000 3200000INVALIDPARAM OO
Target-VLAN MACVLANOO MACOOOOO | MACVLANOOOOOOOOOOOOODOODOODOO
Registration ooo0oo oo
MAC Reg MACOOOOOOOOO MACOOOOOOOOOODOOODOOOOOOOOOO
Request MACOOOODOOOOOOOO 0000 MACOOOOO MACVLANODODOOOOO
ooooooo
0000 s200000000000
Error MACOOOOOOOOOODOOO 0000 MACOOOOO MACVLANDOOOODOOODO
oooooo0oooooooo
0000 s320000000000000
INVVLAN 00000 VLANIDODOOOO MACOOOOOOOODOOOOOVLANIDOOOO

ooooo

gooooooooooboooooo
0000 3200000INVALID VLANID OO
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show fense statisticsl] OP-VAAL

oooo oo oooooo
MACOVFLW 00000 MACOOOOOOO MACOOOOOODOOOODOOOMACOOOOO
oooooooooo 0000000000000 D0D0O0OOOo0O0On
0000 8200000MACOVERFLOWOO
DUPMAC 00000 O000000oo0ooo MACOOOOOODOOODOOOOODOODOOODOOO
oo 0oo0oO0o0O0O0OoOoooo
0000 3200000DUPLICATE MAC O O
HASHFULL 00000 MACOOOOOOO MACOOOOOOOOOOOOOOOOOOOOOO
00o0D0O0OO0O00O0O0O0Ooon 0000000000000 D0o0oooooo
og 0000 3820000000000
OTHERERR 000000000000000 MACOOOODOOODOOOOOOODOOODOOO0OO
aa 0ooooooooooo
0000 32000000THER ERROR OO
MACDel MACOOOOOOOO MACOOOOOOODOOOOOOODOOO0ODOOO0OOOO
Request MACOOOOOOOOOO MACOOOOOOOOOOOOOOOO
0000 s8200000000000
Error MACOOOOOOOOODOOOO 0000 MACOOOOO MACVLANOOOOOOO
000000000 O0O0O0Ooono
0000 s820000000000000
NOMAC 00000 MACOOOOOOO MACOOOODOOODOOOOOOODOOOOOO
ooooooo 0000 3200000NOMACOO
AIIMACDel OMACOOOOOOOO OMACOOOOOOOODOOOOOOOOOOOO
oo
Request 0OMACOOOOOOOOOO OMACOOOOOOOOOOOODOOOO
0000 s8200000000000
MACList MACOOOOOOOOOO MACOOOODOOODOOOOOOODOOOOOO0OO
oo
Request MACOOOOOOOOOOOD 00MACOOOOOOOOODODOODOOOOOOO

o000 320000000000000

goobogoooo

ao

goboooooo

0 8-50 show fense statistics 1 0 0 0000 OO0OO0OOO

ooooo

oo

Can't execute.

gooooooooooocooobooooboooo

Connection failed to VAA program.

VLANaccessAgent 00 00000000000 CO0ODOOOOOO

000000000 00000000Odshow fense logging 00 00O
000 dump protocolsvaa 0 D000 Ovaa OO OO0 OO FENSE
000000000000 FENSEOOOODQOOOooooooooo
OOFENSEOOOOOOOOOOOODOOrestartvaaO O OO0
VLANaccessAgent 1 0000000000

VAA is not configured.

VLANaccessAgent ] 0 00 0000000000000 O000O0OO
ooooocoooo
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show fense statistics[1 OP-VAAQL

ggodgguo

oo
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show fense logging[] OP-VAAL

show fense loggingd OP-VAA[I

VLANaccessAgent 0000 O0OOOOCOCOOOOQOOOOOOOOOOOOOOOOOOOOOOOO
000000 VLANOOOOOooooooo

goobognd

show fense logging [{error | warning | notice}]

goobogoo

gboboooobooboboboooo

gogododogo

{error | warning | notice}
O0o0oo0oooodooooooooooooooooooooooooooooooooOoo
ooo

gboooooooboobd
NOTICEOOUOODUOOUO0OU0O0DO0O00ooooooooooooo

googg

VLANaccessAgent 00 0000000000000 OOOOOOOO

> show fense logging

Date 2006/03/01 10:50:49 UTC

1:Jul 2 14:47:34:NOTICE:DELMAC message was received from the authentication
server. id=1 Subnet=192.168.1.0 MAC=0012.e201.0204

2:Jul 2 14:32:45:NOTICE:ADDMAC message was received from the authentication
server. id=1 Subnet=192.168.1.0 MAC=0012.e201.0203

3:Jul 2 10:49:23:NOTICE:WELCOME message was received from the authentication
server. id=1

SrvVer=1.0 SrvIP=192.168.2.10

4:Jul 2 10:49:23:NOTICE:The connection with the authentication server succeeded.
id=1

goodgdao

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gbobooooboobobobos7ubobobooooooooobooban

gse0000dD00OOOODOOOOD

oono oo
ERROR ooboooooooooboooooooooOooOoooOooOoooooooOooooooon
WARNING ooooooooooooooooooooooon
NOTICE oobooooooooboooooboooooono

gs70o0oobooooon

oo ooo ooooood oo ooood
1 NOTICE ADDMACUO message was received from gooooooooooooag e vaa_id
the authentication server.0 id=<vaa_id> OO000O0 e subnet0 000
Subnet=<subnet 1 0 0O 0O > « MACOOODO

MAC=<MACOOOO >
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show fense logging[] OP-VAAQO

oag ooo ooooooao oag oooo
2 WARNING The error response for the ADDMAC ooogoooooooooog vaa_id
message was transmitted to the oo0oooooooooo MACOOOO
authentication server. id=<vaa_id> oooooo
MAC=<MAC OO 00O >0 Code=<0
goooo >
3 NOTICE DELMAC message was received from Oo0oo0OoOoooooooog vaa_id
the authentication server.(] id=<vaa_id> ooooo subnet 0 OO
Subnet=<subnet 0 0O O > MACOOOO
MAC=<MACOOOO >
4 WARNING The error response for the DELMAC Oo0o0o0OoOoooooooog vaa_id
message was transmitted to the oooooooooooo MACOOOO
authentication server. id=<vaa_id> oooooo
MAC=<MAC O 00O >0 Code=<0
poooo >
5 NOTICE CLRMAC message was received from the ooo0oooooooooog vaa_id
authentication server.[] id=<vaa_id> goooooo subnet 0 OO
Subnet=<subnet 0 0 0 0 >
6 WARNING The error response for the CLRMAC O00O00O0o0o MACOODO vaa_id
message was transmitted to the 00000000000000 subnet 00 00O
authentication server. id=<vaa_id> Oooo oooooo
subnet=<subnet 0 0 O 0 >0 Code=< [
poooo >
7 NOTICE DELMACALLVLAN message was Jo000000o0ooOg MACO vaa_id
received from the authentication server. pOpopooooooOoo0 MACOOOO
0id=<vaa_id>MAC=<MACOODOO >
8 NOTICE WELCOME message was received from Jo0oooooooooon vaa_id
the authentication server.0 id=<vaa_id> 0000000 goooooo
SrvVer=<0 00000 version> version
SrvIP=<0000O00 IPOOOO > goooooIp
oooo
9 WARNING  Illegal frame was received from the Jooooooooooooon vaa_id
authentication server. id=<vaa_id> "< [J O goood
gooo >"
10 NOTICE The connection with the authentication ooooooooooon vaa_id
server succeeded.l] id=<vaa_id>
11 NOTICE The connection with the authentication ooooooooooon vaa_id
server failed. id=<vaa_id> oooooo
RetryCount=<0 00000 >
12 WARNING The registration of the MAC address MACVLAN O OOO MACO vaa_id
failed. id=<vaa_id> VLAN ID=< gooooooo vlan_no
vlan_no > MAC=<MACO O OO >0 MACOOOO
Code=<O0 0O QQOQO > gooooo
13 WARNING The number of registration of MAC JOo0o0o0O0oooooMACO vaa_id
addresses is full. id=<vaa_id> oooooooooog MACOOOO
MAC=<MACOOOO >
14 ERROR Failed to open socket .0 Code=<0 0 O socket 0000000 oooooo
ood >
15 WARNING The socket with L2MacManager was L2MacManager 0 00000 gooooo
closed. Code=<O0 00000 > oo
16 ERROR Configuration data setting failed. O Vlan-Port 00000000 oooooo

Code=<0O0000O0O >
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show fense logging[] OP-VAAL

oo oono ooooooo oo oooo

17 WARNING | Device open error. 0 Code=<O 0000 @ MACOOOODOOOODOOO - 000000
0> 0ooooooon

gogoooogo

oo

ogooooogo

0 8-80showfenseloggingD OO0 OO0 OOOOOOODOO

goooo oo
Can't execute. gooboooobobbooobbooobobooo
Connection failed to VAA program. VLANaccessAgent 1 0000 0000000000000OOOOO

0000000000000 O0O0D0OO show fense logging 00 00
000 dump protocols vaa0 D000 0Ovaa OO0 000 OO FENSE
OO00O0OO0OO0OODOOOD FENSEOOOODOOODOODOOODOO
OOFENSEOOOOOOOOOUOOOOOrestartvaa OO OO0
VLANaccessAgent 00000000000

Now another user is using this command, please 0000000000000 00000oooooooooooon
try again. gpooooo

VAA is not configured. VLANaccessAgent ] 0 00 0000000000000 O000O00OO
ooooocoooo

goodgdao

gbobobobooboooboobooboobobobooooo
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clear fense statistics(1 OP-VAALO

clear fense statistics[1 OP-VAA[]

VLANaccessAgent 1 00000000000 O0O0O0O

ggodgguo

clear fense statistics [id <id no list>]
oo0oooOon

gbobooooooboobobobob

goodoogo

id <id no list>
0000000 VAAIDOOODOO VLANaccessAgent 100 DO 000000 OOO0OO

gooboobooon
OO0 VAAIDOOOOOOO

g-"ooo"wooooobon
OooOoOoOoOoOoVvVAAIDODOODOODOO

gboooooooboobd
gbobooooooboobooboboboboooobooboobo

ogoooo
VLANaccessAgent 0 0 000000000000 O00ODOOOODOO

> clear fense statistics
>

goobogo

oo

goobogoooboo

oo

ugooooogo

O 8-90 clear fense statistics 0 0 00D 0000000000

ooooog oo
Can't execute. Jdd0oo0D0o00ooooooooooooooOoo
Connection failed to VAA program. VLANaccessAgent 0 D0 0000000000000 0O000O0

0000000000000 0000Oshow fense logging 00 00
000 dump protocolsvaa 0 D000 0Ovaa 0000000 FENSE
000000000000 FENSEOOOOOOOOOOOOOOO
OOFENSEOOOOOOOOOOOUOOOrestartvaa 0O OO0
VLANaccessAgent 0 0000000000

VAA is not configured. VLANaccessAgent 0 000 0000000000000 DO0O0OOO
ooooooooo
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clear fense statistics(1 OP-VAAL

goodgdao

oo
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clear fense logging(l OP-VAAL

clear fense loggingd OP-VAAL

VLANaccessAgent 0000000000000 CO0O0OO0OOO0OOO0OOOOOOOOO

ggodgguo

clear fense logging

goobogooo

gbobooooooboobobobob

goodoogo

oo
gogodd
gbooboooooooboboboboobooobogon

> clear fense logging
>

goobogo

oo

ggoooooo

oo

ugooooogo

O 8-100clearfenselogging0 0 00 OO0 DOOO0OOOOOO

ooooo oo
Can't execute. 0000000000000 0000000000
Connection failed to VAA program. VLANaccessAgent 0 D000 000000000000 O000O0

0000000000000 0000Oshow fense logging 00 00
000 dump protocolsvaa 0 D000 0Ovaa 0000000 FENSE
000000000000 FENSEOOOOODOOODOOoooooo
OOFENSEOOOOOOOOOOOOOOrestartvaa0 O OO0
VLANaccessAgent 0 0000000000

VAA is not configured. VLANaccessAgent 0 00 0000000000000 O0DOOOOO
ooooooooo

goobogo

oo
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restart vaall OP-VAAD

restart vaalld OP-VAA[]

VLANaccessAgent 0 0000000
ogooooo

restart vaa [-f] [core-file]
ogoooooo

gboboooobooboboboooo

gogododogo
-f
O000000000000000000VLANaccessAgent0OOOO0O0O0O0O

gbooooooooobo
gboooooobobdobdo

core-file
00000 VLANaccessAgent 0 0000000000000

gbooooooooobo
gboooooobobdobdo

gbobobobooooooon
O000000000000000000VLANaccessAgent0OOOOO0O0O0O

googo
VLANaccessAgent 1 0000000000 oOOnO
> restart vaa

VAA restart OK? (y/n): vy
>

goobognd

ao

goobogoooo

e 00000 VLANaccessAgent 00000 MACOOOOOOOOOOOOOOOO

- 0000000000 MACOOOOODOODOOOUODOOOODOOOOOODOODOODOOOOOOO
goooo0o0o0o0o0o0OU0U0O0U0D MACOUODODOODODODOUODOUUODOUODUODUODUODUODUDOODOOO
gboobooobo

goboooooo

O 8MDOrestartvaa 0 OO0 O0O0ODODOOODOOOO

goooo og
Can't execute. 00000000 000000000000o0aa
VAA doesn't seem to be running. VLANaccessAgent 1 000 0000000000000 0000O0O

O000000OVLANaccessAgent 0 000000000000 OO
gooboooooobobog
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restart vaall OP-VAAL

ooooo od

VAA program failed to be restarted. 00000000 VLANaccessAgent 00 000000000000
JgodoboOoooboooooooa

goobogo

O0o0ooooooooooooooooooooooooooooon
0000000004 /usr/var/core/
0 000000dvaad.core

gbobooooobooboboboboooooboobobobobobobooboooobOobobo
gbooooooobo
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dump protocols vaalld OP-VAAL

dump protocols vaall OP-VAA[]

VLANaccessAgent 0000 O0OOOOCOCOOOOQOOOOOOOOOOOOOOOOOOOOOOOO
gooo

goobognd

dump protocols vaa

goobogoo
gboboooobooboboboooo
gogododogo

oo

gobood
VLANaccessAgent D0 OO0 O00OOCOOCOCOOCOOO

> dump protocols vaa
>

goodgdao

oo

goobogoooo

ao

goboooooo

0 8-120dump protocolsvaa D 0 OO0 O00O0OO0O0ODOOO

ooooon oo
Can't execute. Jdooooooooooooooooooogn
Connection failed to VAA program. VLANaccessAgent 0 0 000 0000000000000 0O0O0OO

000000000 00000000Odshow fense logging 000 0O
000 dump protocols vaa 0 D000 Ovaa OO OO0 OO FENSE
000000000000 FENSEOOOODOOOoooooooo
OOFENSEOOOOOOOOOOOODOOrestartvaaO OO OO
VLANaccessAgent 1 0000000000

File open error. J00000000000000O00O0oOooOoooooOOooo

VAA is not configured. VLANaccessAgent 0 0 000 0000000000000 0O0OOO
ooooooooo

goodgdao

0000000000000 0O000000000bO00b0oOoo0onoOoo
0000000004 /usr/var/vaal
00000 vaad_dump.gz

gboboboboooooooboboboboobooooooobooboboboboobooooDo
gbobooogooo
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gsgpoooooon

DHCP snooping

show ip dhcp snooping binding

clear ip dhcp snooping binding

show ip dhcp snooping statistics

clear ip dhcp snooping statistics

show ip arp inspection statistics

clear ip arp inspection statistics

show ip dhcp snooping logging

clear ip dhcp snooping logging

restart dhcp snooping

dump protocols dhcp snooping
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show ip dhcp snooping binding

show ip dhcp snooping binding

248

DHCP snooping 0 000000000 OOCOOODOODOODOO

ggodgguo

show ip dhcp snooping binding [[ip] <ip address>] [mac <mac address>]

[vlian <vlan id>]
[interface <interface type> <interface numbers>]
[{ static | dynamic }]

goodoogo

gbobooooooooooobobob

goobogooo

[ip] <ip address>
ooooIpO00O0ODODOO0OOO0OOOOODOODOODOODOOOOOOOO

mac <mac address>
0000 MACODODOOODODODODOOOOOOOOOOOOOOO0OO0000040a

vlan <vlan id>
0000 VLCANOODOODODOOoOooooooooooooooooooooooooad
<vlanid>000000000000000O0 ip dhep snoopingvlan OO OO0 VLANIDOODOO

oono

interface <interface type> <interface number>
g0000o0d0ooo0oooooOoooo0ooooo0oooOdoooOooooooo
<interface type> <interface number>0 0000000000000
¢ gigabitethernet <nif no.>/<port no.>
¢ tengigabitethernet <nif no.>/<port no.>

¢ port-channel <channel group number>

<nif no.>/<port no.> 0 0 O <channel group number>0 0000000000 O00000COOO0O

gboobooooooboobobo

{ static | dynamic }

static
O0o0ooooooodooooboooooooooooooooooooooooooan

dynamic
dddddooooooooooooooooboboboboboboboboobobobooooooa

gbooooooooboobd

gboboooooboobobobobooboobooboboboboboooooboobobOobon
gbooboooooboobobobobooboooobooboboboobooobooooobobOoDboD

gbooboooooooboobobobobooboooooboooDo

gbooooooboobobon
gbooboooooboobobonb

gogodd

DHCP snooping 0 000000000 O0OOOOO



0O 9-1O0DHCPsnooping0 000000000 O0O0O0OO0OOO0OOOOOOOOOOO

> show ip dhcp snooping binding
Date 2010/04/20 12:00:00 UTC

Agent URL: flash

Last succeeded time: 2010/04/20 11:50:00 UTC
Total Bindings Used/Max : 5/ 500
Total Source guard Used/Max: 2/ 500

Bindings: 5

show ip dhcp snooping binding

MAC Address IP Address Expire (min) Type VLAN Port
0012.e287.0001 192.168.0.201 - static* 1 1/1
0012.e287.0002 192.168.0.204 1439 dynamic 2 1/4
0012.e287.0003 192.168.0.203 - static 3 1/3
0012.e287.0004 192.168.0.202 3666 dynamic 4 ChGr:2
0012.e2be.b0fb 192.168.100.11 59 dynamic* 12 1/11
>
> show ip dhcp snooping binding 192.168.0.202
Date 2010/04/20 12:00:00 UTC
Agent URL: flash
Last succeeded time: 2010/04/20 11:50:00 UTC
Total Bindings Used/Max : 5/ 500
Total Source guard Used/Max: 2/ 500
Bindings: 1
MAC Address IP Address Expire (min) Type VLAN Port
0012.e287.0004 192.168.0.202 3666 dynamic 4 ChGr:2
>
gooooo
0 9-10 show ip dhcp snooping bindingD OO0 OO0 OO00O0O
gooo oo oooooo
Agent URL goooobooooooobooo gOo0o0O0oO0oO0bOobOobOoboOooobooooo
oo flashO0OOOOOOOOOO
mcO MC
-ubooog

Last succeeded time ooooooooooooooy

O/00:0:000000DO

e Agent URLOODOOO
e JOOOODDOOODO
e JOOOODOOODOOO

ooooooooooooooooon
ooooooooo"™"ooooooo

Total Bindings Used/
Max: <Used>/<Max>

ooooooooooooooo
oooooooooooboooon
oooocooo

<Used>0 0000000
<Max>0 00000000000

Total Source guard
Used/Max: <Used>/

oooooooooooooo
oooooooooooboooon

<Used>0 0000000
<Max>0 00000000000

<Max> goobobooobobboooo
od
Bindings oooo O
MAC Address ooo MACOOOO O
TP Address gooIpoogoO O
Expire(min) gooooooooo 0000000000 ObOOo0o0obObOOoOoOooboooon

“"Ooooooa
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show ip dhcp snooping binding

ooono oo oooooo

Type oooood staticOO0O000OOCDOOODO
static*00000000OOOOOOOOOODOOO
dynamicO0 0000000000
dynamic*0 000000000000 000OO0O0ODOO

VLAN 0000000000 VLANID 0

Port 00oo000o00oOoooon 000000000000 gigabitethernet O O O
tengigabitethernet 0 000 NIFOOOOOOOOOO
ooooo

port-channel 00 00O O0OO0OOOOOOO
ChGr:1 0 ChGr:63

oooooooooo
goooooooooooooooooooooOoOooOooboO0oooOOoOoOooOooOoOooOoOoOoOoOoOoobooOoooDooOoOoon

goobogoooboo

oo
ugooooogo

0 9-20 show ip dhcp snooping binding DO OO OOO000OCOOO00O0O

goooo oo
Can't execute this command in standby system. 0000000000 o0o0oooooooooon
DHCP snooping doesn't seem to be running. DHCPsnooping 0000000000000 OOODOOO
gogo
Illegal NIF -- <nif no.>. OO0 NIFOOOOOODOOOOOQOOOOOoOooooogo

oopoooooo
<nif no.>0 NIF O O

Illegal Port -- <port no.>. goooooooOooooOooooOobooooooogo
ooooooooo
<portno>0 O 0O0OOMO

Program error occurred: <error message> 000000000000 000000ooooooon
gooood
<error message>0 00000

goobogo

oo

250



clear ip dhcp snooping binding

clear ip dhcp snooping binding

DHCPsnooping 00000000 OOOOOOODOOOOOODOODOOOOOODOODOODODOOO
gboboboboooooooon

goobognd

clear ip dhcp snooping binding [[ip] <ip address>] [mac <mac address>]
[vlian <vlan ids>]
[interface <interface type> <interface numbers]

goobogoo

gboboooobooboboboooo

gogododogo

lip] <ip address>
0000 IPO000O00OO0ODODOO0OOO0OOO0DOO0OOO0OODODOOOOOO00DOO00

mac <mac address>
0000 MACOOODOODODOOOOOOOOOOOOOOO0OO0O0000000ooOooOoao

vlan <vlan id>
0000 VLANODODOOOOOOOOOOo0Oo0Oo0oo0o0ooooooooooooooooooo

<vlanid>000000000000O00O00O0OO0 ip dhep snoopingvlan OO OO0 VLANIDOODOO
ggo
interface <interface type> <interface number>

oo bbbobbobobobo
<interface type> <interface number>0 0000000000000

¢ gigabitethernet <nif no.>/<port no.>

¢ tengigabitethernet <nif no.>/<port no.>

¢ port-channel <channel group number>

<nif no.>/<port no.> 0 0 O <channel group number>0 0000000000 O00000OCOOO0O
OO000ooooooooooo

gbobooooooboo
gbobooooobooboboboboboboooooboooboobobobobooboobono

gbobooooobooboboboboboboobooooooobobobobobooboobooobooon
gbooboooooooboboobobobooboooooooboobobo

gboboboooooboooboon
gboboooooooboooboobobobobooooo

googg
gbobobobooobooooobooboobobobooooo

0 9-20DHCPsnooping0 00 00D0O0O00DOOOOOOOOODDOOODOOOOO

> clear ip dhcp snooping binding
>
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clear ip dhcp snooping binding

ggodgguo

oo

goobogoooboo

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
oo

ugooooogo

O 9-30 clear ip dhep snooping binding D 0 0O O0O0D0OOO0O0O0OOO

goooo oo
Can't execute this command in standby system. ooo0o0o0o0o0o0ooo0o0oooooooooon
DHCP snooping doesn't seem to be running. DHCP snooping 00 0000000000000 OOCOO
gogo
Illegal NIF -- <nif no.>. OO0 NIFOOOOOODODOOOOOQOOOOOOooOoogo

oopoooooo
<nif no.>0 NIF O O

Illegal Port -- <port no.>. goooooooOooooOooooOobooooooogo
ooooooooo
<portno>0 O 0O0ODODO

Program error occurred: <error message> Oo0o0oooooooooooooooooooooon
gooog
<error message>0 00000

goobogo

oo
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show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCPsnooping 00 OO0 O0O0OO0OOOODO

goodgdao

show ip dhcp snooping statistics

goobogoo
gboboooobooboboboooo
gogododogo
oo

googg

DHCPsnooping 000000000000

0 9-30DHCPsnooping0 00 O00D0OOO0DOOOOODODOO

> show ip dhcp snooping statistics
Date 2010/04/20 12:00:00 UTC
Database Exceeded: 0

Total DHCP Packets: 8995

Port Recv Filter
1/1 170 170
1/3 1789 10
1/25 0 0
ChGr:1 3646 2457
>

ooooon

0 9-40DHCP snooping0 0000 OOOODO

oooo oo oooooo
Database Exceeded 000000000000 0000000O000O0 O
oo
Total DHCP Packets DHCP snooping 0 untrust 0 0000000 0

DHCPOOOOOODO

Port DHCP snooping 0 0 0 0O untrust 0 0O O oooooooooooo
gigabitethernet 0 O O
tengigabitethernet 0 0 0 O NIF OO
goodoboooooooagno
port-channel 00 00O OOOOOOO
od
ChGr:1 0 ChGr:63

Recv DHCP snooping 0 00 untrust 000 0O OO0 Fiter 00O OO0O0OOOOOOOO
DHCPOOOOO ood
Filter DHCP snooping 0 00 untrust 0 0000000 0

DHCPOOOOOReevD DOOODOOOODDOOO
000oooo0DbHCPODOODOO

oooooooooo
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show ip dhcp snooping statistics

ggoooooo

oo

goboooooo

0 9-50 show ip dhcp snooping statistics 1 0 000000000000

0o0o0ooo 0o
Can't execute this command in standby system. 000000000000 ooooooooooo
DHCP snooping doesn't seem to be running. DHCPsnooping 00 0000000000000 OOOO
oooo
Program error occurred: <error message> 0000000o0oooobobbooooooobboooo
ooooo

<error message>0 00000

goobogo

go0OOOOoOOoOOOOOOOOOODOOOOOOO VLANO DHCPsnoopingOD D OOOOOOODODO
gboobooooooooboobobob
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clear ip dhcp snooping statistics

clear ip dhcp snooping statistics

DHCPsnooping 00 OO0 O0O0OO0OO0OO0O

goodgdao

clear ip dhcp snooping statistics

goobogoo

gboboooobooboboboooo

gogododogo

oo

googg

DHCPsnooping 0000000000 OOO

0 9-40DHCPsnooping0 00 00D0OOO0DOOOOODODOO

> clear ip dhcp snooping statistics
>

goodgdao

oo

goobogoooo

oo

goboooooo

0 9-60 clear ip dhcp snooping statistcs 0 D 000000000 OCOO

goooo oo
Can't execute this command in standby system. Oo0ooOooooooooooooooooon
DHCP snooping doesn't seem to be running. DHCP snooping 0 000 0000000000000 0O0
oogo
Program error occurred: <error message> JO0000d0d0d0O0oOoObO0oo0oOoOooooboooooao
goooo

<error message>] 0 O 0OOO

goodgdao

oo
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show ip arp inspection statistics

show ip arp inspection statistics

OoO0OOO0OO0O ARPOODOODOODOODODODODODOO

ggodgguo

show ip arp inspection statistics

goobogooo

gbobooooooboobobobob
goodoogo

oo

gogodd

000000 ARPOCODOODOODDOODODODODODOO

0950000000 ARPOOOOOODOOOODDOOODOOOO

> show ip arp inspection statistics
Date 2010/04/20 12:00:00 UTC

Port Forwarded Dropped ( DB mismatch Invalid )
1/1 0 15 ( 15 0o )
1/2 584 883 ( 883 0 )
1/3 0 0o 0 0o )
ChGr:2 170 53 53 0 )
>
oooooo
0970000000 ARPODOODODODOODODODOOO
gooo og goooooo
Port goooo gooooooooooog
gigabitethernet O O O
tengigabitethernet 0 0 0 0 NIF OO
oooooooOoooooo
port-channel 0 000000 O0OOOO
oo
ChGr:1 0 ChGr:63
Forwarded o000 ARPOODOODO a
Dropped 0000 ARPODOOOOOO DB mismatchO Invalid 0 O O O
DB mismatch 0000000000000 0000000000 ]
000000000000000 ARPOOOOO
Invalid 0000000000000 0000000000 ]

000 ARPODODOODO
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show ip arp inspection statistics

ogooooogo

0 9-80 show ip arp inspection statistcs 1 D 0000000 O0OOO0OO

goooo oo
ARP Inspection doesn't seem to be running. 000000 ARPODOOCOODOOOODOOOODOOODO
goooooo
Can't execute this command in standby system. ooo0o000o00o0oo0o0o0oooooooooon
Program error occurred: <error message> Oo0000ooo0oooooooooooooooooon
gooooo

<error message>0 00000

goobognd

00oo00o00oO0oO0oOoOoO00oOooOoOoOooOoOooooo VLANOOOOOOO ARPOOOOOOOOOO
gbobooooboobobobooboooon
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clear ip arp inspection statistics

clear ip arp inspection statistics

goOoOOO ARPOOOOOOOOOOOOOOO

ggodgguo

clear ip arp inspection statistics

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

000000 ARPOOOOOOOOOOOOOOO

0960000000 ARPOODOOOODOOODOOOODODODOOOD

> clear ip arp inspection statistics
>

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 9-90 clear ip arp inspection statistcs O 000000000 OCOOO

0o0o0ooo 0o
ARP Inspection doesn't seem to be running. 000000 ARPOOODODDOODOOOOOOOOOOOO
ooooooo
Can't execute this command in standby system. Oo0ooooooooooooooooooooog
Program error occurred: <error message> go0oO0d00o0oOooooboboooooooobobooooao
ooooo

<error message> 00000

ggodgguo

oo

258



show ip dhcp snooping logging

show ip dhcp snooping logging

DHCPsnooping 000000000 OOOOOODOODOOOODOODOODOODO

goodgdao

show ip dhcp snooping logging [{ error warning | notice | info }]
oogogoooo

gboboooobooboboboooo

gogododogo

{error | warning | notice | info }
0000000000000 b00D0DO00bO00D000DO00D0DOO0D0O000n ip dhep
snooping loglevel 0 0 0 0000000000000 O0ODOOOOODODOODODOOOOOOODOOO
doddddooooooood

gboooooooboobd
notice 000 O000O0OO0O0O0ODOOOOOOOOODOOOOODO

googg

DHCPsnooping 000000000000 OODODOO

0 9-70DHCPsnooping0 00 00D0OO0O0DOOOOODOOOODOCOOO

> show ip dhcp snooping logging

Date 2010/04/20 12:00:00 UTC

Apr 20 11:00:00 ID=2201 NOTICE DHCP server packets were received at an untrust
port(1/2/1/0012.e2ff.£fe01/192.168.100.254) .

>

goobognd

gbobobobooobobooboboo

Apr 20 11:00:00 1D=2201 NOTICE DHCP server packets were received at an untrust
(M 2 @ @ (5)
port (1/2/1/0012. e2ff. fe01/192. 168. 100. 254

(1)O00D000000000000000000000000000000000
(00000000000000000000000D00000000000000
®oooooIp

4 0D00000D0000D0D000D0DOO0

go10000O00O0DDOOOD

oooQ oo oo
ERROR og 00000000000000000000000000000
WARN oo 0000000000000 000000000000000000000
NOTICE oo O000000000000D0000D0000D000000000000000
INFO oo 0000o000DO00O0DOOoO
a
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show ip dhcp snooping logging

(G)OODDOODOODOO

gboobooooooobobobobooobooobogon

ooMMopoooooooooon

ooooo b

ooao

ooooooood

oo

1109

INFO

The binding entry was deleted all.

oooo
goooooooooooooooooooo
oooooo
oooooooooooocoooono
ooao
oooo
gooooo

1110

INFO

The source guard entry was deleted all.

oooo
ooboooobooooboooooobooooo
oooooooooooocoooono
ooao
oooo
gooooo

1201

INFO

The binding entry was created(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oooaod
Jod0ObOoOoOoobOoooobooooooo
goooo

0o0o00o0oooOooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPUO OO OOOOOOO
O <nif no>0NIF O O
O<portno>0 00 OO0
O <vlan id>0 VLAN ID
0 <mac address>00 MACO OO 0O
O<ip address>0 1P 0000
oooo
oooooog

1202

INFO

The binding entry timed out(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oooo
Jod0bOOoOoOoobOoooobooooooo
godobboooobooooboooooo
goooobooooobooooboo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPO OO OOOOOOO
O <nif no>0NIF OO
O<portno>0 00000
O <vlan id>0 VLAN ID
0 <mac address>00 MACO OO O
O<ip address>0IPO OO0
oooo
oooooog

1203

INFO

The binding entry was deleted by
received DHCPRELEASE(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oooo

DHCPRELEASEO ODOOOOOOOOOOO
0doooooooooooooooooo
oo

jooooooooooooooo

<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPO O OOOOOOOO
O <nif no.>0 NIF O O
O<portno>0 00000
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO OO O
O <ip address>0 PO 00O
oooo
gooooo
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ooooogiIb

oono

ooooooooo

oo

1204

INFO

The binding entry was deleted by
received DHCPDECLINE(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oooo
DHCPDECLINEO OOOOO0OO0OOO0OOO

oobOooooOooooooooooooo
oo

000oooooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPO OO OOOOOOO
O <nif no.>0 NIF O O
O<portno>0 00000
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO OO O
O<ip address>0IP OO0 O
oooo
oooooog

1205

INFO

The binding entry was renewed(<nif
no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).

oooo
gooo0ooooboooboooboooooo
j000d0000o0oooooooooo

000oooooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO OO OOOOOOO
O <nif no.>0 NIF O O
O<portno>0 00000
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO O OO
O<ip address>0IP OO0 O

oooo
oooooog

1206

INFO

The binding entry was deleted(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oood
goooboooboboooobobboooobo
gooooo
00o0oo0bO0oOoOoooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO O OOOOOOOO
0 <nif no.>0 NIF O O
O<portno>0 00000
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO OO O
O<ip address>0IP OO0 O
ooood
gooooo

1207

INFO

The source guard entry was added(<nif
no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).

oooo
gooooooocooooooooooon

gooobobooooboboooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ipaddress>0 0000000000

O <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO OO O

O<ip address>0IPO 0O 0O O
oooo

oooooog
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show ip dhcp snooping logging

ooooo b oono ooooooooo

oo

1208 INFO The source guard entry was deleted(<nif
no.>/<port no.>/<vlan id>/<mac

address>/<ip address>).

oooo
goooooooooooooooboooo

00o000o0oooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ipaddress>O0 0O O O0OOO0OO0O0O

O <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO OO O

O <ip address>0 PO 00O
oooo

gogoooo

1301 INFO The binding entry was
created(ChGr:<channel group number>/

<vlan id>/<mac address>/<ip address>).

oooo
0oooooooooooooooogooog
ooooo

00o00o0ooooooooooo
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP 0 0O O
ooooooo
0 <channel group number>0 0000000
ooog
O <vlan id>0 VLAN ID
0 <mac address>[0 MACO OO 0O
O<ip address>0IPO OO0

oooo
oooooog

1302 INFO The binding entry timed
out(ChGr:<channel group number>/

<vlan id>/<mac address>/<ip address>).

oooo
Jod0obOoOoOoobOoooobooooooo
godobboooobooooboooooo

gooooboooooboooooo
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP 0 0O O
gooooog
0 <channel group number>0 000000 O
goo
O <vlan id>0 VLAN ID
0 <mac address>0O MACO O OO
O <ip address>0 PO 00O

oooo

oooooo

1303 INFO The binding entry was deleted by
received
DHCPRELEASE(ChGr:<channel group
number>/<vlan id>/<mac address>/<ip

address>).

oooo

DHCPRELEASE O O0OOO00OOOO0ODOOO

oooooboboooooooooocoooon
oo

gooooooooooobooooo

ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>[ DHCP 0 0O O
goooooo

0 <channel group number>0 0000000
ooog

O <vlan id>0 VLAN ID

O <mac address>0 MACO O OO

O<ip address>0IPO OO0

oooo

oooooo
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ooooogiIb ooooooooo oo
The binding entry was deleted by ooog
received DHCPDECLINEOOOOO0O0O0O0O0O0O0OO
DHCPDECLINE(ChGri<channel group [OoOoO0OO0000000CCOOOO0O0
number>/<vlan id>/<mac address>/<ip oo
address>). 0000000000000000

ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>[ DHCP 0 0O O
ooooooag

0 <channel group number>0 0000000
ooo

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO O OO

O<ip address>0IP OO0 O

oooo
gooooo
The binding entry was goooo
renewed(ChGr:<channel group 000O000o00ooooooooooon
number>/<vlan id>/<mac address>/<ip 0O0000000O0oooooOooooon
address>). 00o0o0obO0oOoOooobooooo

ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>[ DHCP 0 0O O
goooooo
0 <channel group number>0 0000000
ooog
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO OO O
O<ip address>0IPO OO0

oooo
oooooog

The binding entry was gooo

deleted(ChGr:<channel group number> QOO O0O00O00O00O00O0O0OOOOOOO
<vlan id>/<mac address>/<ip address>). QOO O0OO0O

gooobobooooboboooo
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP 0O O O
pooobog
0 <channel group number>0 0000000
ooo
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO OO O
O<ip address>0IPO 00O O

oooo
gooooo

Discard of packets occurred by a oooog
reception rate limit of DHCP packets DHCPOUOODOO ARPOUODODOOOOOO
and ARP packets. 0000000000000000000
JoOO0000oOooooboooooa
oono
oooo
OO0000d00d0d0OooooOooOoOoOoooon
Oooooooooboobooooooooo
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show ip dhcp snooping logging

ooooo b oono ooooooooo

oo

2201 NOTICE | DHCP server packets were received at
an untrust port(<nif no.>/<port no.>/
<vlan id>/<mac address>/<ip address>).

oooo

000 DHCPOOOOOOOODOOO
ooooooooooboooosbooono 10
oooooo

00o00oooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPO O OO O
O <nif no.>0 NIF O O
O<portno>0 00 OO0
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO OO O
O<ip address>0IPO OO0
oooad
godobobboooobooooboboogo

2202 NOTICE | Lease release was received from the
client who isn't in binding(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oooad

jodboboOoOoooooooooo
godoboboooboboooosogoob 1o
gooooo
0o00oo0ooOooooooooo

<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPO OO OOOOOOO
O <nif no>0ONIF OO
O<portno>00000O0O0

O <vlan id>0 VLAN ID

0 <mac address>[0 MACO OO 0O

O<ip address>0IPO OO0

oooo
d0o0000o0o0ooOooooooooooo
00ooooooooooobooooogooog

2203 NOTICE | DHCP direct request was received from
the client who isn't in binding(<nif no.>/
<port no.>/<vlan id>/<mac address>/<ip
address>).

oooo

000 DHCPOOOODDOOOODDOOO
ooooooooooboooosbooono 1o
oooooo

oooooooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPO O OOOOOOOO
O <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO OO 0O

O <ip address>0 PO 0O 00O

oogo
Jod0oboOoooboooooooooo
jod0obOoOoOooDboooobobooooooo

2204 NOTICE | ARP packet was received from the client
who isn't in binding(<nif no.>/<port
no.>/<vlan id>/<mac address>).

oooo
goooooooooobooooooooo
ARPOOOOOOOOOOOO
ooooooooooboooosooono 1o
oooooo

odoooooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac

address>0 ARPO 0O OO

O <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO OO O

oooo
gdoo00ooOo0ooOooooooooo
0ooooooooooooooooooo
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show ip dhcp snooping logging

ooooogiIb

oono

ooooooooo oo

2301

NOTICE

DHCP server packets were received at oooog
an untrust port(ChGr:<channel group OO0 DHCPOOODOOOOOOOOO
number>/<vlan id>/<mac address>/<ip oo000oO00o0ooO00oOs0000 10
address>). ooooon
0000o0obO0oOooooboooono
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP 0 O O
oo
0 <channel group number>0 0000000
ogdo
0 <vlan id>0 VLAN ID
O <mac address>0O MACO O OO
O<ip address>0IP OO0 O
oooo
gooobboooboooooobobooo

2302

NOTICE

Lease release was received from the oooog
client who isn't in jdood0ooooooooooo
binding(ChGr:<channel groupnumber> [OO0O0000000O00O00O050000 10
<vlan id>/<mac address>/<ip address>). [QpoooO0O0
gooooboooobobooon
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>[ DHCP 0 0 O
ooooooag
0 <channel group number>0 0000000
ooo
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO OO O
O<ip address>0IP O 00O O
oooo
000d0bO0oO0o0o0oooOooooboooo
0OoOd00bO0o0oO0o0oOoOOoOoOooobOooooao

2303

NOTICE

DHCP direct request was received from [0 QO0Q»0

the client who isn't in binding 000 DHCPOODOODODOODOOOOO
(ChGr:<channel group number>/<vlan 000000000000 0050000 10
id>/<mac address>/<ip address>). ooooon

0000o0o0oooooooooo
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>0 DHCP 0 O O
goooooo
0 <channel group number>0 0000000
ooog
0 <vlan id>0 VLAN ID
0 <mac address>0 MACO OO O
O<ip address>0IP OO 0O

oooo
j0000o000oo0o0oooUooooooo
0o0o0o0oo0o0ooooooooooogoog
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show ip dhcp snooping logging

ooooo b oono ooooooooo

oo

2304 NOTICE | ARP packet was received from the client
who isn't in binding(ChGr:<channel
group number>/<vlan id>/<mac
address>).

oooo
goooooooooooooooboooo
ARPOOOOOOOOOODOO
ooooooooooboooosbooono 10
oooooo

o0oooooooooooooo
ChGr:<channel group number>/<vlan id>/

<mac address>0 ARPO O OO

0 <channel group number>0 0000000
ooog

0 <vlan id>0 VLAN ID

0 <mac address>0O MACO O OO

oooo
oooooooooooobooooogooog
gooooooooooooooooooo

3201 WARN DHCP packet discard with
Option82(<nif no.>/<port no.>/<vlan
id>/<mac address>/<ip address>).

oooo

Option820 0000000000000
oooooooooooooosbogoono 1o
oooooo

poooboboooooboooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPO OO OOOOOOO
O <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>[0 MACO OO 0O

O<ip address>0IPO OO0

oooo
gooooooooooogooooooooag
oooooobooOooooooobooooo

3202 WARN Discard of the DHCP packet which
SMAC and chaddr isn't identical(<nif
no.>/<port no.>/<vlan id>/<mac
address>/<ip address>).

oooo

000 MACOOOODOODOODOODO
0000O00O0O000O000o0O bHCPO
oooooooooono
oooooooooobooosooono 1o
oooooo

o0oooooooooooooo
<nif no.>/<port no.>/<vlan id>/<mac address>/

<ip address>0 DHCPO O OOOOOOOO
O <nif no.>0NIF O O
O<portno>00000O0O0

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO OO 0O

O <ip address>0 PO 00O

oogo
jod0obOoOoOooDbOoooobooooooo
Jod0oboOoOooboooooooooo
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goooo b ooo oooooooono oag
3203 WARN ARP packet was discarded for src-mac ooog
inspection(<nif no.>/<port no.>/<vlan 000 200000000000 MACOOO
id>/<mac address>). OO0 ARPODOOOODODOODOO MACOD
Jooooooooo ARpPOOOOOOOO
pooo
0Ood0bOO0oO0o0o0oDoDOoOoOoosOOOoOD 1O
oooooo
0000o0obOOoOooooboooono
<nif no.>/<port no.>/<vlan id>/<mac
address>0 ARPO O OO
O <nif no.>0 NIF O O
O<portno>0 00000
0 <vlan id>0 VLAN ID
0 <mac address>0 MAC O OO O
oooo
gooobooobobooooboboboooobo
goooboooooo
3204 WARN ARP packet was discarded for dst-mac ooog
inspection(<nif no.>/<port no.>/<vlan 000 20000000000 MACOOOO
id>/<mac address>). 0OARPOOOOOOOOOO MACOOOO
00000000 ARPOOOOOOOOOO
ood
0Ood0bO0O0o0o0ODODOoOoOoosOOOoOD 1O
gooooo
0000o0obOOoOooooboooono
<nif no.>/<port no.>/<vlan id>/<mac
address>0 ARPO O OO
O <nif no.>0 NIF O O
O<portno>0 00000
0 <vlan id>0 VLAN ID
0 <mac address>0 MAC O OO O
oooo
goooboooboboooobobboooobo
goooboooooo
3205 WARN ARP packet was discarded for ip oooog
inspection(<nif no.>/<port no.>/<vlan OoOoOoIPOO00OOO ARPOODODOOOOOO
id>/<mac address>). oo
0Ood0bOO0oO0o0o0oDoDOoOoOoosOOOonD 1O
gogoooo

0000o0o0oooooooooo
<nif no.>/<port no.>/<vlan id>/<mac

address>0 ARPO O OO

0 <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO OO O
oooo

goooooooooooOoooooooono
goooooooooo
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show ip dhcp snooping logging

ooooo b oono ooooooooo

oo

3301 WARN DHCP packet discard with
Option82(ChGr:<channel group
number>/<vlan id>/<mac address>/<ip
address>).

oooo

Option82 00000000000 0O0ODO
ooooooooooboooosbooono 1o
oooooo

00o00oooooooooooo
ChGr:<channel group number>/<vlan id>/

<mac address>/<ip address>0 DHCP 0 0O O
gooooog

0 <channel group number>0 0000000
godo

O <vlan id>0 VLAN ID

0 <mac address>00 MACO OO 0O

O<ip address>0 1P 0000

oood
godobboooobobooooboooooo
godobobbooooboooobobooooo

3302 WARN Discard of the DHCP packet which
SMAC and chaddr isn't
identica(ChGr:<channel group
number>/<vlan id>/<mac address>/<ip
address>).

oooo

000 MACOODOOOOOOOOOOO
00000000o0o0o0o0o0oO bHCPO
oooooooooono
ooooooooooboobooosbooono 1o
oooooo

pooooboooooboooooo
ChGr:<channel group number>/<vlan id>/

<mac address>/<ip address>0 DHCP 0 0O O
gooooog

0 <channel group number>0 000000 O
goo

O <vlan id>0 VLAN ID

0 <mac address>00 MACO OO 0O

O <ip address>0 PO 0O 00O

oooo
Jod0bOoOoOoobOoooobooooooo
goobobboooobooooboboogoo

3303 WARN ARP packet was discarded for src-mac
inspection(ChGr:<channel group
number>/<vlan id>/<mac address>).

oooo

o000 200000000000 MACOOO
OO0 ARPOOOO0O0O0O0O0O0O0O0 MACODO
0000000000 ARPOOOOOOOO
oooao
oooooooooobooosooon 10
oooooo

oooooooooooooooo
ChGr:<channel group number>/<vlan id>/

<mac address>0 ARPO O OO

0 <channel group number>0 0000000
ooog

O <vlan id>0 VLAN ID

0 <mac address>0 MACO O OO

oooo
oooooooooooobooooogoog
oooooooooo
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show ip dhcp snooping logging

ooooogiIb

oono ooooooooo

oo

3304

WARN ARP packet was discarded for dst-mac
inspection(ChGr:<channel group
number>/<vlan id>/<mac address>).

oooo

ooob 20000000000 MACOODOO
OARPOOO0O0O0O0O0O0O0O0 MACOODDO
00000000 ARPOOOOODOODOOO
oo
goboooooooooooosoOooo1o
oooooo

0000o0o0oooooooooo
ChGr:<channel group number>/<vlan id>/

<mac address>0 ARPO O OO

0 <channel group number>0 0000000
ooog

0 <vlan id>0 VLAN ID

O <mac address>0O MACO O OO

oooo
0000000o0oooooooooooog
gooooooooo

3305

WARN ARP packet was discarded for ip
inspection(ChGr:<channel group
number>/<vlan id>/<mac address>).

oooo

gooIpO0OO0OO0 ARPOOCOOOODODOO
oono
oooooooocooobooosooono1ono
oooooo

gooooboooobobooon
ChGr:<channel group number>/<vlan id>/

<mac address>0 ARPO O OO

0 <channel group number>0 0000000
oodo

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO OO O

oooo
goooboooboboooobobboooobo
goooboooooo

4201

ERROR The number of the binding entry
exceeded the capacity of this
system(<nif no.>/<port no.>/<vlan id>/
<mac address>/<ip address>).

oooo
00o000o00o0oooooooooooog
00o00oooooooooo
000ooooooooooooo

<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO OO OOOOOOO
O <nif no.>0 NIF O O

O<portno>0 00000

0 <vlan id>0 VLAN ID

0 <mac address>0 MACO O OO

O<ip address>0 PO OO0

oooo
00000o00o0oooooooooooog
00000o00o0oooooooooooog
0o0oo00oo0oooooooooooooog
00000o00o0oooooooooooog
ooog
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show ip dhcp snooping logging

goooo b goo ooooooooo oag

4203 ERROR The number of the source guard entry oogog
exceeded the capacity of this ooo0oo0oooooooooooooooon
system(<nif no.>/<port no.>/<vlan id>/ ooooooao
<mac address>/<ip address>). 0000000 O0oO0Ooooooon

<nif no.>/<port no.>/<vlan id>/<mac address>/
<ip address>0 DHCPO O OOOOOOOO
O <nif no.>0 NIF O O

O<portno>0 00000

O <vlan id>0 VLAN ID

0 <mac address>00 MACO OO O

O<ip address>0IPO OO0

oooo
jod0obOoOoOoobooooobooooooo
godobboooobobooooboooooo
godobboooobobooooboooooo
jod0obOoOoOoobooooobooooooo
godobboooobobooooboooooo

oo
4301 ERROR The number of the binding entry oooo
exceeded the capacity of this J000o0o0ooooooooooooon

system(ChGr:<channel group number>/ | OO0 000000000000

<vlan id>/<mac address>/<ip address>). 000000000000 0O0O0O0O
ChGr:<channel group number>/<vlan id>/
<mac address>/<ip address>[ DHCP 0 0O O
ooooooo
0 <channel group number>0 0 000000
ooog
O <vlan id>0 VLAN ID
0 <mac address>00 MACO OO O
O<ip address>0 1P 0000

oooo

oooooooooooobooooogoog
oooooooooooobooooogoog
000000o0oooooooooogoog
oooooooooooobooooogoog
ooooo

goobogoooboo

oo
ugooooogo

0 9-120 show ip dhcp snooping logging O OO0 OO0 0OO0OO0OOOCOOO

goooo oo
DHCP snooping doesn't seem to be running. DHCPsnooping 00 0000000000000 O0OOO
gogo
Program error occurred: <error message> 0o000oO00o0o0oooooboooooooooooooa
goooo

<error message>0 0 0000

goobogo

oo
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clear ip dhcp snooping logging

clear ip dhcp snooping logging

DHCPsnooping 00O 0OOOOCOOCOOCOOCOOCOOOOODOODODODODOO

ogoooon
clear ip dhcp snooping logging

goobogoo
gboboooobooboboboooo
gogododogo

oo

googg

DHCP snooping D 000000000000 O0OO

0 9-80DHCPsnooping0 000000 O0ODOOODOOOOODODO

> clear ip dhcp snooping logging

>

goodgdao

oo

goobogoooo

oo
goboooooo

0 9-130clear ip dhcp snooping logging D 0 00O O0O0O00OOCOODOO

ooooog oo

DHCP snooping doesn't seem to be running. DHCP snooping 00 0000000000000 OODOO
oooo

Program error occurred: <error message> 00000000000 ooooooooooooon
ooooo

<error message>] 0O 0OOO

goodgdao

oo
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restart dhcp snooping

restart dhcp snooping

DHCPsnooping DO OO0 O0OOOOOOOO

ggodgguo

restart dhcp snooping [-f] [core-file]
oo0oooOon

gbobooooooboobobobob

goodoogo
-f
000000000000 0O0OO0OOOODHCPsnooping 00 OOOOOOOOOO

gbooooooooobo
gboooooobobabdo

core-file

00000 DHCP snooping 000000000 OOOOdhep_snoopingd.core0 0000000

gbooooooooobo
gboobooooobobdabdo

gboobooooooobobon
000000000000 0O0O0OO0OOODHCPsnooping 00 O0OOOOOOOOO

googod

0 9-90DHCP snoopingD 0000000000 O0OOOOOO

> restart dhcp snooping

DHCP snooping program restart OK? (y/n):y
>

goobogo

oo

goobogoooboo

oo
ugooooogo

O 9-140restart dhecpsnooping0 0 00000000 ODOODO

goooo oo
DHCP snooping doesn't seem to be running. DHCPsnooping 0 0000000000000 O0OODO
goooo
dhcp_snoopingd failed to restart. DHCP snooping 0000000000000 OOOOO
goooOooooboooooboo
Restarting dhcp_snoopingd, wait awhile. DHCP snooping 0 000 0000000000000O0
gooooog
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restart dhcp snooping

goodgdao

1. core 0 00O 00O O 0O /usr/var/core/dhep_snoopingd.core

2. DHCP snooping 00000000000 DHCPsnoopingOD 0000000000 0DOOOOOODO
O0000000000000000000ecopy0000000OD0ODOO0ODODOOODOOOOODODOO
o0000o00O0ooooooo0o0oDo0oooooooopoOooooooo

3. DHCPsnooping 0000000000 300 0000000000000 0ODODOO0OcopydODODO

gbooboooooooboboboboboobooooobooboobobobooboooboooobOobOoDbo
gbooooon
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dump protocols dhcp snooping

dump protocols dhcp snooping

DHCP snooping 0 00000000000 COOOOOOOOODOODOODODDODOO

ggodgguo

dump protocols dhcp snooping

goobogooo

gbobooooooboobobobob
goodoogo

oo

gogodd

DHCP snooping 0 000000000000 OOOOOOO

0 9-100DHCP snooping0 000 O0O0O00OOCOODO

> dump protocols dhcp snooping
>

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 9-150 dump protocols dhep snooping 0 0 00 O0O0OOO0OODOOO

ooooo oo

DHCP snooping doesn't seem to be running. DHCP snooping 00 0000000000000 O0OCOO
oooo

Program error occurred: <error message> Oo0o0oooooooooooooooooooooon
ooooo

<error message>] 0 0000

ggodgguo

0000000 lusr/var/dhsn/dhep_snoopingd.dmp
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gedbooobooboboooboon

BCU/CSU/MSU 0 O U [

inactivate standby

activate standby

redundancy force-switchover

synchronize
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inactivate standby

inactivate standby

00000000 active 0O 00 inactive D0 O0O00O0O0ODO

O0000000000000000ONOOOOODOAXe700SO000O00O0 BCUOOAX6600S00

OO0O0O00 CSUbO0AXesooSOOoOoOooooMSUODODOOOOOO

goobogo

inactivate [-f] standby

goodoogo

gbobooooooooooobobob

goobogooo

-f

gboboooooooboboboboboboooboooboobobobobooon

gbooooooooobo
obooboooooboobobo

googod

1. 00000000 inactve0O0OODOOO

inactivate standby

2. 00000DOO0ODOOOOOOOon
inactivate standby system OK? (y/n):

000 w'00ooOooooooOoooOgUimmactive0000000OO
ggodgguo
oo

ggoooooo

oo
goboooooo

O 10-10inactivate standby OO0 OO0 000000 OO0OO

goooo
Can't accept command (system is busy). 000000000000 000D0O0O0000000DODO0ooOo
gooooooobobooobooboobgoo
Can't execute this command in standby system. ooo0oo0o0o0o0ooo0o0oooooooooon
Can't execute. gooboooooboboboobooboboboobogo
Standby system is already inactive. 00000000000 inactiveDO OO0
Standby system is notconnect. go0o0o0oo0ooooooooo
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inactivate standby

goodgdao

1. 000000 inactive 0O00OOD0OOO0OOOOODOO active DO 0O 0ODOOODO O activate standby O O
ooooooooo

2. 0000000000000D0O0000DOO0O0ODOOOO0ODOOO0O0OO

3. 0000000O00oo0o0oooo0UoDooUooodooDOooooog

4. 00000000000 00D0OD0O0O0OO mactive 0000000000 DO0OO00OODODOO0ODODOOO
0000 inactive 0000000 OOO

5, 00 0000000000000 0OO00DO0O0DOOO"System mode changed from duplex to
simplex."0000000000OCOO

6. ppupdate 0000000000 DOODOOOCOO HDCO Hardware Dependent CodeD OO OO OO
O00000000000000000 inactive 00000000000 O000OO inactiveOO OO
OO0 active0OOOODOO
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activate standby

activate standby

OO0O0O0O0O0O0OC0OmactiveDO00OODOODOOOODOOOOOODOOOOOOOOOOOOOOOOOOO
O00D00OO0000O000D0D activeOOOOOODDOO

goobogo

activate standby

goodoogo

gbobooooooboobobobob
goodoogo

oo
googod

00000000 activelOOOO0OO0OO

activate standby

goobogo

oo

goobogoooboo

oo
ugooooogo

0 10-20activate standby OO0 OO0 0000000000

goooo oo
Can't accept command (system is busy). 00o0o0o0o0o0oooOo0oo0o0oUoOoooDooOoUoooOoo
gooooooobobooobooboobgoo
Can't execute this command in standby system. 000000000000 ooooooooooo
Can't execute. goooooooooooooobooobooooo
Standby system is not inactive. 00000000 inactive 0000000000
Standby system is notconnect. 000o0o00oooOooooogo
gooogad

gboobooooooboboboboooooooboon
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redundancy force-switchover

redundancy force-switchover

gbobobooooboobobobobobobooooon

goodgdao

redundancy force-switchover

goobogoo

gboboooobooboboboooo

gogododogo

oo

googg

gboboooobobooboboboooooooboobobo

>sredundancy force-switchover

goodgdao

oo

goobogoooo

[Enter]0 00O

e JO0O00O0O0ODOOOOOOOOOOOOODLOODODODOOOOOOOO
e JO00D0O0OOOOOOOOOODOODODOOOOOODODOODODLDODODOOOOOODO

ao

ogooooogo

0 10-30 redundancy force-switchover 0 O 0 00000000000

ooooo

oo

Can't accept command (Active BSU is nothing).

active 000 BSUO 100000000

Can't accept command (system is busy).

gboooOoooooooooooOoOoOOoO0oO0oOobcO0OooOOoOoooon

goooooooooooooobooboooo

Can't execute this command in standby system.

gooooooooooocooobooooboooo

Can't execute.

gooooooooooooooboooooboooo

Now switchover executing.

oooooooooooo

Now synchronize executing.

00 0Osynchronize 000000000 Osynchronize 000000
goobooooobobooo

Now, configuration discord.

ooooooooooooooooocoooOooooo

Now, configuration file is editing.

oooooooooooooooooooooooooooboobooon
ooboooooooooooooboooooooooOoooboOooan
oooooobooooooooooooooooooooo
oooooooooooooooooooooooooooboobooon
oooooooooooo

Now, configuration file is writing.

oooooooooooooooooooooooooooboobooon
oooooooooooooooooooooooooooboobooon
oooooobooooooooooooooooooooo
oooooooooooooooooooooooooooboobooon
oooooooooooo

Now, license key discord.

ooooooooooooooooooooono
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redundancy force-switchover

ooooo

od

Now, power control mode changing.

g0o00000O0O0O00O0O0O00000U00O0U0OoOOoOOOOooOOO
ooooooooog
"The change of power control mode was completed."

Standby system is failure.

ooooooobooooooon

Standby system is notconnect.

gooooooooooooo

ggodgguo

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD

30000000000000000
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synchronize

synchronize

gbobobooobooobooboboboboboooooboooooboobobon

gboooooooobo

gbooooooon

gooooooo

goooobooon

Ipvée DHCPOOOOOO DUIDOOOOOO
gbooooooobab

OO0 WebODO DBOOOOOOOOOOOOOOO WebODODODO
0o MACOO DB

® N o o

goodgdao

synchronize [{userfile | diff}]
synchronize [diff] account

gogododogo

gbooobooboob

goobogoo

{userfile | diff}

userfile
oo ooooobobb

diff
dddddoooooooooooooooooooboooooboobobobooooooo

diff
vbobooooobobobobobobooboooobooobooboboboboobooobooon

account
goooobooooooooo 2.000b000o0ouos.0c0ooboooobo4.0000o0o0on

gboboooooboobobobobobobooooooooobobobobobooboobooobooon
gbobooooooboobobobobobooooooobooboOoDbo

gbobobooooboooon
gboboooooboboboboboooooooboobobo

gooogao
1. 00000OO0ODOO0OO0O0OO0OOoDoOonOO
#synchronize

2. 00000000000 O0OOoOoOoOooDoOoon
Synchronize OK? (y/n): _

oo w'ooooooobooboboo
oo "goboboobobobooboooboooobobobobooooo
#
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synchronize

ggodgguo

oo

goobogoooboo

oo
goboooooo

0 10-40synchronize 000 O0O0O00OO0OO0DOOOO

ooooa oo
Can't execute because operation mode is simplex 0oo0o0oo00o0oooooooooooooooon
now.
Can't execute for software version mismatch. sSwoOooooooooooooooooooo
Can't execute this command in standby system. JO00000000oooooooOoooooooa
Can't execute. jodoooo0ooooDoDOooDoooooooooo
Now another user is executing user account 0000000000000 00D0DO0OOoOoobOOoDOoOoooooOoo
command, please try again. jo0o0o0oo0oooOoDoobOOoooooon
Now switchover executing. 00000000000000000000000
Synchronization files copy failed. 000000000000000000000000000000
ooooooao

00O NospaceleftondeviceO 00000 O000O0O0OOOOO
000000 mouo0ooUo0 7.000000000000000

Synchronization files open failed. 0000000000000 00000000000000000
ogd
The command execution failed, because Jo00000000000D0O0000O00o0000o0oOobDOoDOn
configuration file is editing. gooooooooo
There are some mismatch items. goooooooooo
ogooooo
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1. bobooooooobobobobooooboobobobobobooboooboooobobOobon
gbobobooboobooboboboboboooon

2. 0000000000000000 SWOOOOUOOoooooooooooooooooooo
account 000000000 SWOOOOODOODOODODODOODOOOGOQ

3. dbooooboobooboboboobooooooboooboobobobooobooobooboboboboon
gboboboooboobobobobooooooboobobob

4. 0bOoOoOoOooOoobOobOobOObOOobOOObOO0ObOOoOO0ObOobOobOOOOOoDOOobDOobOOobOobOoOO
gboboboooboooboobooboboboobooon

5. diff 0000000000000 O0D0O0ODOO .clihistoryDOOODOO0OOOOOOOO "home
directory" 0000 NGUOOOOOOOOOOOOOO

6. JOoboOoooooobOobobobooobOoooooooboobOobobobboooboooDooDo

7. 000000000000 000O00O00O00DbO0DO0ODbOOOOOOOOODOObO0ODbOObOObOO0O0
gooooooOoQoOoOoOoOopOooOooOoOoOoOoOoOoOOoOoDOOoODODODODO BCUDODO
MSUOOOOOOOOO0O0000000000000000000000000000000000
gbobobooooobooboobobobobooboooooooboboboboobooboonDo



GSRP

show gsrp

show gsrp aware

clear gsrp

set gsrp master

clear gsrp port-up-delay

clear gsrp forced-shift

restart gsrp

dump protocols gsrp

283



show gsrp

show gsrp

GSRPOOOOOOOOO

ogoooon

show gsrp [<gsrp group id> { vlan-group <vlan group id list> | [port <port lists]
[channel-group-number <channel group list>] } ] [detaill
goooood

gbobooooooooooobobob

goobogooo

<gsrp group id> { vlan-group <vlan group id list> | [port <port list>] [channel-group-number <channel
group list>] }
<gsrp group id>
OO0 GSRPOODODO IDOODOO GSRPOOODOOOOOO
O0DO00O00O0O010 65535000

vlan-group <vlan group id list>
OO0 VLANOOOO IDODODOO GSRPOOODOOOODO
O000o0o00oOoo010 128000

[port <port list>] [channel-group-number <channel group list>]
0000000o00o0oDdDO0DOo0oooono GSRPOOODOOOOOOOOOOOODOODO
dddddoooooooooooooooooooboooooboooboboooobooooo
000000 GSRPOOOOODOODOO

port <port list>
<portlist>0000000000000000OO00OO0MO0OO00O0OOO0OODOODOOOOOOO
oo oooobbbbbbobbbbbbbobbboboobooo
VLANOOODOODOOOOOO VLCANOODODOOOoooooooog

channel-group-number <channel group list>
<channelgroup list>0 0000000000000 0OO0O0ODOOODODODOODOOODOOODOO
0d00OO00d0oOodooO IDO0bOO000obO0dbOoOO0o0bOO0odDoOoOo0obOO0o0ooDbDOoOoDOoOn
VLANOOODOODOOOOOO VLCANOODOOOooOooooooooooooo

gbooooooooboobd
OoO0OGSRPOOOOOODOOO

detail
GSRPOODOOODODOOODOOO
VILIANOOOOODODOODODOOOoODODOoooooooag

gboooooooboobd
GSRPOOOOOOOOOOOODOO

gbooooooboobobaon
o000 GSRPOOOOOOOODOODODOO
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show gsrp

oooo 1o

OM-10GSRPOOOOOOOOOO

> show gsrp
Date 2006/03/14 12:00:00 UTC

GSRP ID: 3

Local MAC Address : 0012.e2a8.2527

Neighbor MAC Address : 0012.e2a8.2505

Total VLAN Group Counts : 3

Layer 3 Redundancy : On

VLAN Group ID Local State Neighbor State
1 Backup Master

2 (disable) -

8 Master -

>

ooob10000D0O

OM-10GSRPOOOOOOOOOOO

oooo oo oooooo

GSRP ID GSRPOOOO ID 10 65535

Local MAC Address 0000 MACOODO o

Neighbor MAC 00000 MACOOOO oooooooo"ooooooo
Address

Total VLAN Group OJ000 VLANOOOODOOO 00 128
Counts

Layer 3 Redundancy [O0OO 30000 offi0n0o0
On00O00 300000000

VLAN Group ID VLANOOOO ID 10 128

Local State 0000 VLANODODOOOOO Master[
goobooooobbooo
Backupl
gd0ooOooOooooooooo
Backup(Lock)
Jd00O00oooobOoOoOoooboooon
Backup(Waiting)O
gooboooooobbooobobbooooboo
Backup(No Neighbor)O

ogooooooooooooooooooono
(disable)

Odisable 00000000

Neighbor State Jooo0 VLANOOOOOoOOoOOo Master(
gooooooooooo
Backupl
goobobooooobooooo
Backup(Lock)O
goobooooboobooooboboooo
Backup(Waiting) (]
Jgd00000oooObOOooOobooooooooa
Backup(No Neighbor)O
Jgd000o0oooobObOooOobobooooooa
gooboboooo-"oobboo
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show gsrp

286

oooob 2o

O M-20VLANOOOO IDOOOO GSRPOOOOO

> show gsrp 3 vlan-group 1,2,8
Date 2006/03/14 12:00:00 UTC

GSRP ID: 3

Local MAC Address : 0012.e2a8.2527
Neighbor MAC Address : 0012.e2a8.2505
Total VLAN Group Counts : 3

Layer 3 Redundancy : On

VLAN Group ID : 1

VLAN ID : 110,200-2169
Member Port : 1/6-8
Active Port : 1/6-8
Last Transition : 2006/03/14 10:00:00 (Master to Backup)
Transition by reason : Priority was lower than neighbor's
Master to Backup Counts : 4
Backup to Master Counts : 4
Virtual MAC Address : 0000.8758.1387
Local Neighbor
State : Backup Master
Acknowledged State : Backup -
Advertise Hold Timer ¢ 3 -
Priority : 100 101
Active Ports : 3 3
Up Ports : 3 -

VLAN Group ID : 2

VLAN ID : 120

Member Port : -

Active Port : -

Last Transition : - (-
Transition by reason : -

Master to Backup Counts : -

Backup to Master Counts : -

Virtual MAC Address : 0000.8758.138f
Local Neighbor
State : (disable) -

Acknowledged State : - -
Advertise Hold Timer : -
Priority : 100 -
Active Ports : - -
Up Ports I -

VLAN Group ID : 8

VLAN ID : 180
Member Port : 1/6-8
Active Port : 1/6-8
Last Transition : 2006/03/14 11:00:00 (Backup
Transition by reason : "set gsrp master"command was
Master to Backup Counts : 0
Backup to Master Counts : 1
Virtual MAC Address : 0000.8758.13bf

Local Neighbor
State : Master -
Acknowledged State : - -
Advertise Hold Timer : 0 -
Priority : 100 -
Active Ports : 3 -
Up Ports HEC -

to Master)
executed



>

oboob 2000000

show gsrp

OM-20VLANOOOO IDOOOO GSRPOOOOOO

gooo oo gooooo
GSRP ID GSRPOOOO ID 10 65535
Local MAC Address 0000 MACOOOO O
Neighbor MAC ooooo MACOOOO gooooooo~"obooobooo
Address

Total VLAN Group
Counts

0000 VLANOOOOOOD

00 128

Layer 3 Redundancy

ooos3ooono

off0oo0
oOn0000 300000000

VLAN Group ID VLANOOOO ID 10 128

VLAN ID VLAN ID 10 4095
Ring Protocol 0000000000000 VLANOOOOO
oo

Member Port VLANOOOOOODOOoODoOoD VLANOOOOOOOOOOOOOOOOOO0O0O0O disable

OVLANOOOOOOOOO

gooooo~-"oooboocooo

Active Port

oooooooo

VLANOOOOOOODOOOOOODOOOOODOOOO disable
gooooo~-"oooboocooo
goboooooOooooooooboOooOoooooooo

Last Transition

ooooooooooo

yyyy/mm/dd hh'mm:ssO0 0 /0 /0 O :0:00 0O00O0O0OO
goooooo

0000000000000 0OO0OO disableooooOonO
"“"goooooo
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show gsrp

ooono

oo

oooooo

Transition by reason

oooooooo

Active ports was more than neighbor's[]
d0oo00000O0O00O0O0O0oOoO0O00U00O00DOoOOooDDoD
Priority was higher than neighbor's.(J
d00000O0o0ooOoOooOoOooooooooo

MAC address was larger than neighbor'sC]

00000 MACOOOODOOOOOOODOODODOODDO
"set gsrp master" command was executed]
O"setgsrpmaster" D0 O0000OO0ODOOO

Direct link failure was detected
g0o0000O0O0ooOoOooooooooo

Forced shift time was expired
doo00o0oO000oO0oO0oO0oO0oO0ooO0O00UoOooOoooOoD
Active ports was less than neighbor's[]
gooo0oooooooobooooogbUooboogooog
oo

Priority was lower than neighbor's(
d00000o0o0oO0oO0oO0ooOoOooOooooooo

MAC address was smaller than neighbor's0

00000 MACOODOOODOOODOOODOODOOODDO
BackupLock was enabled]
Obackup-lock OO OOOOOOO

Double Master was detectedd
doo0000oO0O0O0oO0oO0oO0oO0o0oO0O00U00O0OoOoOoOoooOoD
oooooooo

0
0000000000000 0Odisable0 0000000 g
GSRPOOOUOOOUOOOO0OOODO0OOOOODOOOOOOO
Orestartvlan OO0 O0O0OO0OO0OOOO™"0O0O0O0ODOOO

Master to Backup
Counts

oooooooooooooo
oooooobooooooon

00 4294967295
disable 000000 ""000000O0O

Backup to Master
Counts

oooooooooooooo
ooooooobooooooon

00 4294967295
disable 000000 ""000000O0O

Virtual MAC oo MACOOOO good3goobbooobboo™-ooooboboboo
Address
Local 0ooooo o
Neighbor Doo0ooo 00000000 0000000
State VLANOOOODOOO Masterd
goodooooooooa
Backup
goobobboooobboooo
Backup(Lock)O
godobobboooboboooobooooo
Backup(Waiting)[J

d00000O00o0oO0oO0o0oO0oOooooooooo
Backup(No Neighbor)
00o00000o0oooooooooogoog
(disable)d

Odisable 00000000
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show gsrp

ooono

oo

Acknowledged State

oooooooooooooo
O VLANOOODOODO

oooooo
Master[
goooboooooooa
Backup
0Oo00obOoOOooOoooooono
Backup(Lock)d
gooobboooboooooobobooo
Backup(Waiting)O

gooooo0ooooooooooooboooboo
Backup(No Neighbor)
00000o00o0oooooooooooog

O

00000000000 disable0OOOoOOO™DOODO
oo

ooooooooo"™"oooooom

Advertise Hold
Timer

Advertise 00O O O0OOO

00 120000
disable 000 OO0 ""00000O0OO
ooooooooo"™"ooooood

Priority

goood

00 255
gooooooooobocOooooooond

Active Ports

ooooooood

ooooooOoOoOoaon
disable 000000 ""00000O0OO
goboooooooooocOoooooOoooOooooa

Up Ports

VLANOOOOOODOOoODOoD
O VLANOOOOOOOOOoOoD

goobooooooooooo
a

oooOooODOOoOOO
disable 000000 ""00000O0OO
ooooooooo"™"ooooood
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show gsrp

oooD 30

O M-830GSRPOOOOOOOO

> show gsrp detail

Date 2008/11/07 12:00:00 UTC

GSRP ID: 3

Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts
GSRP VLAN ID

Direct Port

Limit Control

GSRP Exception Port

No Neighbor To Master
Backup Lock

Port Up Delay

Last Flush Receive Time
Forced Shift Time

Layer 3 Redundancy
Virtual Link ID

Advertise Hold Time
Advertise Hold Timer
Advertise Interval
Selection Pattern

VLAN Group ID

Local State

0012.e2a8.2527
0012.e2a8.2505
3

105

1/10-11

Off

1/1-5

manual

disable

0

On

100 (VLAN ID 20)

Local Neighbor

5 5

4 -

1 1
ports-priority-mac ports-priority-mac

Neighbor State

1 Backup Master
2 (disable) -
8 Master -
>
OO0OoO03000000
0 1M-30GSRPOOOOOOOOO
gooo og goooooo
GSRP ID GSRPOOOO ID 10 65535
Local MAC Address o000 MACOOOO O
Neighbor MAC 00000 MACOOOO ooooooOoo"ooooooo
Address
Total VLAN Group 0000 VLANODOOOODOOO 00 128
Counts
GSRP VLAN ID Advertise 100000 VLANID | 10 4095

Direct Port Advertise 0000 O0OO0OO0O

oooooooooooooo»-"ooooooao

Limit Control GSRPVLANOOOODOOOO

offi0oo0
On0OGSRPVLANOOOOOODODOOODOO

GSRPOOOOODDOOODODOOO
oooo

GSRP Exception
Port

gooooooooooooo ~"ooooooo
Ring Protocol 0 0 00000000 OO0ODOOOODODO
Exception Port 1 00000000
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show gsrp

oooo

oo

oooooo

No Neighbor To
Master

gooooooooooooon
ooooo

manuall

OGSRP Advertise 0000000 D0DO0OO0O0DODOOOODO
do000d0o00ooooobOooooooooboOoOooo
ogoooooaoa

direct-down(
Ogobooooooooooooooooooooooooo
ogoooood

Backup Lock

backup-lock OO0 O OOO0O0OO
oooo

enablel]
Obackup-lock OO OOOOO0OOOODOOOO
disableld
Obackup-lock 0000000000 OCOOO

Port Up Delay

ooooooooooooooo
gooooooooooooon
oooao

00 432000 0 O 00O infinity
Oinfinity 00000000

Last Flush Receive
Time

0O GSRP Flush request 0 0 O
goooo

yyyy/mm/dd hhimm:ssO0 0O /0 /0 O :0 :0
GSRP Flushrequest 000 0O O0O0QOOO0OOO"™"0O0O0O
goo

Forced Shift Time

ooooocoooooo

-0ooooo
00 3600000

Ogoooooooooooooooooooooooooon
(Now Waiting, 20Sec, left)

Layer 3 Redundancy

ooos3oooo

offi0oo0
On0000 300000000

Virtual Link ID gopooog I 10 250
00000 IDO0OOO0O0DOO0ODOO"™ 0000000
000000000 VLANIDODOOOOO

Local ooooo O

Neighbor goooooo oooooooo ™"ooo0oo0ooog

Advertise Hold Time

Advertise 00000000

10 120000
000000000000000 advertise-holdtime O 00O
ooooooooom

Advertise Hold
Timer

Advertise 00O OO OO0

00 120000
gooboooooco~"oooooom

Advertise Interval

Advertise 00000000

0.50 e0O OO

Selection Pattern

oooooooooooooo

ports-priority-mac[]

goooooooo0 -00o0-o0oMACOODOOOODO
oooooo

priority-ports-mac[]

o000 -00000Dooo0-ooMACOODOOOODO
oooooo

VLAN Group ID

VLANOOOO ID

10 128
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show gsrp

ooono

oo

oooooo

Local State

0000 VLANOOOOOOO

Master[

gooooooooooo

Backupl

gooooooooboooooo
Backup(Lock)O
gooboooooobooobboboooo
Backup(Waiting)O
goobooooobbooobboooobog
Backup(No Neighbor)
gd0o0o0oOoooobOOoooobooooooa
(disable)d

Odisable DO O OOO0O0O

Neighbor State

00000 VLANOOOOOO

0

Master[

gooooooooooo

Backupl

gd0oo0ooooooooooo
Backup(Lock)O
gooboooooobooobbboooo
Backup(Waiting) (]
gooboooobobobooobboooboboog
Backup(No Neighbor)O
Jd0000o0o0ooObOO0o0o0bObObObOooobbooooooo
go"™"gooboogom

Ooooo 40

ONM400000000 GSRPODOOOOO

> show gsrp 10 port 1/6-11
Date 2006/03/14 12:00:00 UTC

GSRP ID: 10
Port Information
1/6 GSRP Active Port Up
Type Member Flush Reset Delay : 0
TxFrame 0 RxFrame 0 Discard Frame : 0
1/7 GSRP Active Port Up
Type Member Flush Reset Delay : 0
TxFrame 0 RxFrame 0 Discard Frame : 0
1/8 GSRP Active Port Up
Type Member Flush GSRP Delay : 0
TxFrame 0 RxFrame 0 Discard Frame : 0
1/10 GSRP Not Active Port Up
(CH: 1) Type Direct Flush No Delay : 0
TxFrame 960 RxFrame 954 Discard Frame : O
1/11 GSRP Not Active Port Up
(CH: 1) Type Direct Flush No Delay : 0
TxFrame 960 RxFrame 954 Discard Frame : 0
>
ooo0o4000000
01400000000 GSRPOOODOOODO
gooo oo gooooo
GSRP ID GSRPOOOO ID 10 65535
Port Information goooo O
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show gsrp

oooo oo oooooo
<nif no.>/<port no.> oooono 0O
CH 00ooooooooao O
GSRP VLANOOOOOOODOOOOoO Activel
VLANOOOOOOOOODOOOOag 00000000 00000000000ooooa
00 GSRPOO VLANOOOOOOO ooooo
oon Not Activel
000000000 0000D0DDOoOoOOoOoooog
gooooo
Port oooooo UpO
00000000 0000000o0o0o0oo
Down[
000000000 000O0O0oooooo
Type oooooo Direct
000000000 000O0O0oooooo
Member(
OVLANOOOOOOOOOOOO VLANOOOOO
gooooo0o00oooooog
Flush 00ooooooooao GSRPO
mac_address_table 0 00000 OGSRP Flushrequest 01 0000000000
Reset
0o0ooo0000000ooooo
Nol
OGSRP Flushrequest 0000 O0OO0OOOOO
Delay 000000000000000000 @ VLANOOOOOOOOOOOO VLANOOOOOO
jooo0o0o000O0ooooooo 00000000 00000000000oooooa
gooooo
00 432000 0 00O infinity
TxFrame 0000 GSRP Advertise 1 00 00O 00 4294967295
oooooo
RxFrame 0000 GSRP Advertise 0 00 00 00 4294967295

oooooo

Discard Frame

00000000 GSRP Advertise O
ooooooooono

00 262140
ooo00ooobooOooo0ob0O0ess3x 000 400
ooom

oooosd

ONM-s00000000GSRPOOOOOOOO

> show gsrp 10 port 1/6 detail
Date 2006/03/14 12:00:00 UTC

GSRP ID:

Port Information

1/6

10

GSRP : Active Port
Type : Member Flush
TxFrame : O RxFrame

Discard Frame by reason
mismatch GSRP VLAN ID
mismatch GSRP ID
loopback GSRP frame
illegal GSRP frame

Up
Reset Delay : 0
0 Discard Frame : O
0
0
0
0
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show gsrp

gooosboogonono

ON1-s00000000 GSRPOOOOOOOOO

gooo oo 0oooooo
GSRP ID GSRPO O OO ID 10 65535
Port Information ooooog 0
<nif no.>/<port no.> ooooo |
CH 0ooooooooao 0
GSRP VLANOOOOOODOOOOoOOoOO Activel
VLANOOOOOODOOOOOOd 000000000000000000000000
ooooo
Not Activel
0000000000000 00O000000non
0oooooo
Port goooooo UpO
000000000000000000a0a
Down0O
00000000000 0000oooOQ
Type oooooo DirectO
0000000000000 D00O0O000O0O0onn
Member(
OVLANOOOOOOOOOOOO VLANOOOOO
0000000000O0oOoooo
Flush 0ooooooooog GSRPO
mac_address_table 0 00000 O GSRP Flushrequest 00000000000
Reset[
0000000000000o0ooo
NolO
OGSRP Flushrequest 00000 OO0O0OOOO
Delay 000000000000000000  VLANOOOOOOOOOOOO VLANOOOOOO
goooo0o0o0O0O00oooooo 000000000000000000000000
oooooo
00 43200000 000 infinity
TxFrame 0000 GSRP Advertise D0 000 00 4294967295
oooooo
RxFrame 0000 GSRP Advertise 00000 00 4294967295

oooooo

Discard Frame

00000000 GSRP Advertise O

00 262140

gooo 00000000000000 65535x 000 400
oooooo 0oom

Discard Frame by gooooo0o0ooooogag a

reason

mismatch GSRP GSRPOO VLANIDOOOOOOOO 00 65535

VLAN ID 000 GSRP Advertise 0 0000
oooooo

mismatch GSRP ID GSRPIDOOODOOODOOODOO 00 65535

GSRP Advertise 1 00 OO
oooooad

gooooooooooooooooooooood
oooo

loopback GSRP
frame

00000000 GSRP Advertise O
J000000000o0dOo GSRP
Advertise 0 0O OO

oooooad

00 65535
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show gsrp

oooo oo oooooo
illegal GSRP frame 000 GSRP Advertise 00O DOOO0O @ 00 65535
0000000 GSRP Advertise 0 0 O
og
oooooo
gooooogno
00
ogoooooooo
O 1M-60showgsrp00000O0O0O0DOOOODOO
ooooo oo

Can't execute this command in standby system.

goooooooooboocoooooooboooo

Can't execute.

goooooooooboocoooooooboooo

Connection failed to GSRP program.

GSRPOOOOOOOOOOODOOOOODO
ooo0ooooOO0o0o0obOoOo0obDoOoO00n0OOnrrestart gsrp
OO0O0O0O GSRPODOOOOOODOODODODODDO

GSRP is not configured.

GSRPOOOOOOOOOOOOOOOOOOODODOODDODO
oooood

Specified GSRP ID is not configured:<gsrp group id>.

OO0 GSRPOOOO IDOOOOOOOODOOO
<gsrp group id>0 GSRP O O OO ID

Specified port is not operational. :

ooooooooooooooooooooooooo

Specified VLAN group ID is not configured:<vlan
group id>.

00 VLANOOOO IDODOooooooooogo
<vlan group id>0 VLAN O O OO ID

goobognd

gboboboooboobooboboboboooo
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show gsrp aware

show gsrp aware

GSRPO aware 00O OO OODOO

ggodgguo

show gsrp aware

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

O 11-60 show gsrp aware O 0 0 O

> show gsrp aware
Date 2006/03/14 12:00:00 UTC

Last mac_address_table Flush Time : 200
GSRP Flush Request Parameters

GSRP ID : 10 VLAN Group ID : 1
Source MAC Address : 0012.e2a8.2527

>

ggodgguo

O M-70GSRP O awared 000000

6/03/14 11:00:00

Port : 1/8

goono oag oooooo
Last 000 mac_address_table Flush O O yyyy/mm/dd hhimm:ssO 0O /0 /0 O :0 : 0
mac_address_table oo
Flush Time
GSRP Flush Request | 0 O O mac_address_table Flush O O O
Parameters GSRP Flush request 1 00 000
GSRP ID GSRPOOODO ID 10 65535
VLAN Group ID 00 GSRP Flush request 0 0000 10 128
VLANOOOO ID 0000 /Oooooooooooooooo VLAN
goooIbooooo
Port GSRP Flushrequest 0 0 D000 OO O
gogoo
Source MAC Address OO GSRP Flushrequest 000000 O

000 MACOOOD

ggoooooo

oo
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show gsrp aware

ogooooogo

0 1M-80showgsrpaware 10 000000 OOOOOO

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooon
Can't execute. goooooooooooooooooooooo
Connection failed to GSRP program. GSRPOOOOOOOOODOOOOOOOO

oo0ooooooobooooboodoOoofdOOrrestart gsrp
00000 GSRPOOODOOOODOOOOODOOODO

No received flush request frame. GSRP Flushrequest 1 0000000000000
ogoooon
GSRP Flushrequest 010 00000000000 VLANOOODO ID O OO mac_address_table 00O O
goood
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clear gsrp

clear gsrp

GSRPOOOOOOOOODOODOO

ggodgguo

clear gsrp [<gsrp group id> { vlan-group <vlan group id list> | [port <port lists]
[channel-group-number <channel group list>] } ]

goodoogo

gbobooooooooooobobob

goobogooo

<gsrp group id> { vlan-group <vlan group id list> | [port <port list>] [channel-group-number <channel
group list>] }
<gsrp group id>
OO0 GSRPODOODO IDOOOO GSRPOODOOOOOOOODOODOO
O0O000 GSRPOUOOO IDOOOOODOO10 655635000

vlan-group <vlan group id list>
OO0 VLANOOOO IDODDO GSRPOOODOOOODODOOODOO
00000000010 128000
00000000 Master to Backup Counts[d Backup to Master Counts(] 0 O O

[port <port list>] [channel-group-number <channel group list>]
0000000000 000000000000 GSRPOODOOODOOOODDOOOOODOO
0000000000 00ooo0ooo00ooDoo00ooooo0oDooooDoooooDog
000000000000 GSRPODODOOODOOOODODO
oooopoooooooo
00000000000 0000000000000 GSRPOOODOOOODOOOODOO
port <port list>
000000000 GSRPOOOOODOOOODOOOO
00000000 TxFrameO RxFramel Discard Frame mismatch GSRP VLAN ID0O
mismatch GSRP IDO loopback GSRP framell illegal GSRP framel] O 0 O
<portlist>0 000000000000 00O00O0O0MOOO0ODODODO0ODODOOOOOOO
ooooogd
channel-group-number <channel group list>
00000000000000 GSRPOOOODODOOOOOOOO
00000000 TxFramel RxFramel Discard Frame[ mismatch GSRP VLAN ID0O
mismatch GSRP IDO loopback GSRP framel illegal GSRP framel] 00 0 [0 <channel group list>
0000000000 ooo00oooo0ooooooooooooooon

gboooooooboobd
GSRPOOOOOOOOOODODDOO

googod

OM-7O0GSRPOOOOOOOOOO

> clear gsrp
>
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OM-8O0VLANOOOO IDOOO GSRPOOOOOOOO

> show gsrp 10 vlan-group 1
Date 2006/03/14 12:00:00 UTC

GSRP ID: 10

Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts : 1

VLAN Group ID : 1

VLAN ID : 110,200-2169
Member Port : 1/6-8
Active Port : 1/6-8

Last Transition
Transition by reason

Master to Backup Counts : 4
Backup to Master Counts : 4
Local

State : Backup
Acknowledged State Backup
Advertise Hold Timer : 3
Priority : 100
Active Ports : 3

Up Ports : 3

> clear gsrp 10 vlan-group 1

> show gsrp 10 vlan-group 1
Date 2006/03/14 12:00:00 UTC

GSRP ID: 10

0012.e2a8.2527
0012.e2a8.2505

2006/03/14 10:00:00
Priority was lower than neighbor's

(Master to Backup)

Neighbor
Master

Local MAC Address
Neighbor MAC Address
Total VLAN Group Counts

VLAN Group ID : 1
VLAN ID
Member Port
Active Port
Last Transition
Transition by reason
Master to Backup Counts
Backup to Master Counts

State

Acknowledged State
Advertise Hold Timer
Priority

Active Ports

Up Ports

0012.e2a8.2527
0012.e2a8.2505
1

110,200-2169

1/6-8

1/6-8

2006/03/14 10:00:00 (Master to Backup)
Priority was lower than neighbor's

0

0

Local Neighbor
Backup Master
Backup -

3 -

100 101

3 3

3 -

clear gsrp
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clear gsrp

On1-o0p0po0O0o00O0 GSRPOOOOOOOOO

> show gsrp 10 port 1/10 detail
Date 2006/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/10 GSRP Not Active Port Up
(CH: 1) Type Direct Flush No Delay : 0
TxFrame 1027 RxFrame 1020 Discard Frame : 2
Discard Frame by reason
mismatch GSRP VLAN ID 1
mismatch GSRP ID 1
loopback GSRP frame 0
illegal GSRP frame 0
> clear gsrp 10 port 1/10
> show gsrp 10 port 1/10 detail
Date 2006/03/14 12:00:00 UTC
GSRP ID: 10
Port Information
1/10 GSRP Not Active Port Up
(CH: 1) Type Direct Flush No Delay : 0
TxFrame : 0 RxFrame : 0 Discard Frame : 0
Discard Frame by reason
mismatch GSRP VLAN ID 0
mismatch GSRP ID 0
loopback GSRP frame 0
illegal GSRP frame 0
ogoooon
oad
ogoooogo
oad
goooooood
O 1M-90cleargsrp 00 00O0DOOO0OOOOODOO
ooooo oo

Can't execute this command in standby system.

goooooooooooooooooooooo

Can't execute.

oboooooooooocoooooooocoooo

Connection failed to GSRP program.

GSRPOOOOOOOOOOODOOODODODO
00000o0o0O0000c000000000000restart gsrp
00000 GSRPOOOODOOOOOOOOODOO

GSRP is not configured.

GSRPOOOOODOOOODOOODOOODOOOOODOO
oooooo

Specified GSRP ID is not configured:<gsrp group id>.

00 GSRPOOOO IDOOOOOOOOOOO
<gsrp group id>0 GSRP O O OO ID

Specified port is not operational. :

gboooooooO0oooOooooooooOooOoooOoa

Specified VLAN group ID is not configured:<vlan
group id>.

00 VLANOOOD IDOODOOOoOoooo
<vlan group id>0 VLAN O OO 0O ID
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clear gsrp

goodgdao
« JOU0OOOODDODODODO SNMPOOOOO MIBOOOOD OOOOOOOOOO
s JO000D0O0DOO0OOOOOODOOOODOODODODOOOOOODOoOODOODODOD
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set gsrp master

set gsrp master

boboooooboobobobobobooooobooboon

gboobooooooboboboboobooooobooboobobobooobooon

goobogo

set gsrp master <gsrp group id> vlan-group <vlan group id> [-f]

goodoogo

gbobooooooooooobobob

goodoogo

<gsrp group id>
GSRPOOODO IDODODOODOODO
00000 GSRPOOOO IDOOOOO10 65535000

<vlan group id>
000000ooooDdbDOooo0 VLANOODOO IDODOOoooooooooooooano
00000 VLANOOODO IDODODODOOO10 128000

gboboooooboobobobobobooooobooboon

gbooooooooboobd
gboobooooooboobobo

gogodd

ON1M1000000000000D00Od

> set gsrp master 10 vlan-group 8
Transit to Master. Are you sure? (y/n):y
> set gsrp master 10 vlan-group 8 -f

>

ggodgguo

oo

goobogoooboo

gboooooobobobooobooobogn
goboooooo

0O 1M1-100setgsrpmaster 0000 O00D0O0OO0O0OOOO

ooooog oo
Can't execute this command in standby system. 0Jo0o00o00o0ooooooooooooooon
Can't execute. goodooooooboboooooooooboooa
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set gsrp master

ooooo

oo

Connection failed to GSRP program.

GSRPOOOOOOOOOOODOOODOODO
ooo0ooooOO0o0o0obOoOo0obDoOoO0O0n0OOnrrestart gsrp
OOoO00OO0O GSRPODOOOOODODOODDOODDO

GSRP is not configured.

GSRPOOOOODOOOODOOOOOOOODODOOOODOO
oooood

Specified GSRP ID is not configured:<gsrp group id>

OO0 GSRPOOOO IDOOOOOOOODOCOO
<gsrp group id>0 GSRP O O OO ID

Specified VLAN group ID is not configured:<vlan
group id>.

00 VLANOOOO IDOOooooooooo
<vlan group id>0 VLAN group O O O 0O ID

Specified VLAN group is not no neighbor state.

0000 VLANOOOODOOOOOOoOOoOoooooooooo
O000000showgsrp D000 O0O0O0O0OOOO0DOOOODODO
oobooooboooooooooboooooOooooooooo
oo

goobognd

ooooooooo vVhANOOOOoOooooooooooooogoooooooooooooooooo

oo
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clear gsrp port-up-delay

clear gsrp port-up-delay

VLANOOOOOOODOOOOO VLANOOOOOOOOoOOooOooooooooooooooooo
000000000 portrup-delayOOODOOOO0ODOOOO0ODOOOODOOOODOOOOODOOOODO
oo

goobogo

clear gsrp port-up-delay [port <port list>] [channel-group-number <channel group
list>]

goobogooo

gbobooooooboobobobob

goodoogo

port <port list>
O0000000O0VLANODOOOODOOODOOO VLANOOOOOODOOODoooooo
0000000000 000000000000D0O<portlist>0000000000000000
O00@Mmofd0ooo0dooo0oooooooooooooo

channel-group-number <channel group list>
00000000000 000VLANODODOOODDOOODODOO VLANOODODGOOoooooo
00000000000 000000000000000D00000000D000D0 DO <channel
group list>0 00 0000000000000 0O00O0OOOODOOO0ODOOOOOOO

gboboooooboobobon
VLANOOOOODODODOOOODO VLANOOOOOOOOOOoOOoOoUoOouoouooooooooo
gbooboooooooboobobo
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clear gsrp port-up-delay

googg

0 11-110 clear gsrp port-up-delay 0D O OO0 0 d OO

> show gsrp 10 port 1/6-10
Date 2006/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/6 GSRP : Not Active Port : Up
Type : Member Flush : Reset Delay : 43172
TxFrame : 0 RxFrame : 0 Discard Frame : 0

1/7 GSRP : Not Active Port : Up
Type : Member Flush : Reset Delay : 43174
TxFrame : 0 RxFrame : 0 Discard Frame : 0

1/8 GSRP : Active Port : Up
Type : Member Flush : GSRP Delay : 0
TxFrame : 0 RxFrame : 0 Discard Frame : 0

1/10 GSRP : Not Active Port : Up

(CH: 1) Type : Direct Flush : No Delay : 0
TxFrame : 1993 RxFrame : 1987 Discard Frame : 0

> clear gsrp port-up-delay

> show gsrp 10 port 1/6-10
Date 2006/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/6 GSRP : Active Port : Up
Type : Member Flush : Reset Delay : 0
TxFrame : 0 RxFrame : 0 Discard Frame : 0
1/7 GSRP : Active Port : Up
Type : Member Flush : Reset Delay : 0
TxFrame : 0 RxFrame : 0 Discard Frame : 0
1/8 GSRP : Active Port : Up
Type : Member Flush : GSRP Delay : 0
TxFrame : 0 RxFrame : 0 Discard Frame : 0
1/10 GSRP : Not Active Port : Up
(CH: 1) Type : Direct Flush : No Delay : 0
TxFrame : 2073 RxFrame : 2068 Discard Frame : 0

>
011200000000 port-up-delay0 OO0 OODO0O

> show gsrp 10 port 1/6
Date 2006/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/6 GSRP : Not Active Port : Up
Type : Member Flush : Reset Delay : 43180
TxFrame : 0 RxFrame : 0 Discard Frame : 0

> clear gsrp port-up-delay port 1/6

> show gsrp 10 port 1/6
Date 2006/03/14 12:00:00 UTC

GSRP ID: 10
Port Information

1/6 GSRP : Active Port : Up
Type : Member Flush : Reset Delay : 0
TxFrame : O RxFrame : O Discard Frame : O
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clear gsrp port-up-delay

ggodgguo

oo

goobogoooboo

oo
goboooooo

O 11-1M10Oclear gsrp port-up-delay 0 O 000000000000

goooo oo
Can't execute this command in standby system. 0Jo0o00o00o0ooooooooooooooon
Can't execute. gooobooboobobobOoboooobooooo
Connection failed to GSRP program. GSRPOODODOODODOOOOOOODOOOO

O0000oo0O0O0000o000OO0oO000O0O000DOrestart gsrp
00000 GSRPOOOOOOOOOOOODODOO

GSRP is not configured. GSRPOOOODOOOUODOOUOOOOOOOOOOOOOOO
oooooo
Specified port is not operational. : 00000000 000000O0OO0O0O0OOOoOoOooOoo
goooon
aad
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clear gsrp forced-shift

clear gsrp forced-shift

GSRPOCOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOVLANDOO
gbobobooooboobooboboboooooooobooobobob

O00o0oO0OoOoOoGSRPUOO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
gbobooooooo

ogoooon
clear gsrp forced-shift [<gsrp group id>]

goobogoo
gboboooobooboboboooo

goobogoo

<gsrp group id>
OO0 GSRPOUOOD IDOODOOOODDOOODOOOODOOODODOOOOOOOODOOOODOO
VLANOOOOOOOOOOoDooooDoogoooooooooooooooo
00000 GSRPOOCOO IDODOODOOO10 65535000

gboboooooonDg
Oo00OO GSRPOOOOOOOOODOOOOOOOOOOOOOOOOOOODOODOODODODODO

VLANOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOO

googg

O0M130000000000DO00DbOO0ObOoOooooon
> clear gsrp forced-shift 1

>

goodgdao

oo

gogoooogo

oo

goboooooo

O 1M-120clear gsrp forced-shit 0 0 0000 O00O0O0OOODO

ooooo oo
Can't execute this command in standby system. Oo0o00o0ooooooooooooooooonono
Can't execute. goobooobooboobooobooooboobooboo
Connection failed to GSRP program. GSRPOODDODOOOODOOOODOODOO

oo0ooooOO0o0o0ob0Ooo0obOoOoO00n0OOnrrestart gsrp
OO0O00OO GSRPOODOOOOOODOODDODODDDO

GSRP is not configured. GSRPOOOOOOOOOOOOOOOOODOODODOODDODO
oooood
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clear gsrp forced-shift

ooooo

oo

Specified GSRP ID is not configured:<gsrp group id>

OO0 GSRPOOOO IDOOODOODOODO
<gsrp group id>0 GSRPO OO O ID

ggodgguo

oo
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restart gsrp

restart gsrp

GSRPOOOOOOOOOOODOO
gooooa
restart gsrp [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo
-f
go00oO0oO0OOoOoOoOoOoOoODOODOOGSRPUOOOOOOOOOOOO

gbooooooooobo
gboooooobobdobdo

core-file
O0o0000000oo0oooooooo

gbooooooooobo
gboooooobobdobdo

gbobobobooooooon
go00oO0oO0OoOoOoOoOoOoODODOOGSRPOUOOOOOOOOOOOO

gobood

O 1M-140GSRPOOOOODO
> restart gsrp

gsrp program restart OK? (y/n):y
>

> restart gsrp -f
>

goobognd

ao

goobogoooo

GSRPO VLANOOOOOOOOOOO VLANOOOOOOOOOOOOOO0O0O0O0O0

ogooooogo

O 1M-130restartgsrpp 0000000 O0O0OOCOOO

ooooa oo
Can't execute. oodooooooooooooooooooon
GSRP program failed to be restarted. GSRPOOOO0OO0OO0OOOODOODOODOODOOOOOOO

gooooooooooooon
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restart gsrp

ggodgguo

goddoooooooooooooboooooooooooooooao
000000000 fusr/var/core/
0000000 gsrpd.core

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboooooobobdobdo
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dump protocols gsrp

dump protocols gsrp

GSRpPOOOOCOOOOOOOOOOOOOOOOOOOOUOOOOOO0OOOOOUOODUOODOODOODOOO
oo

goobognd

dump protocols gsrp

gogododogo

gboboooobooboboboooo
gogododogo

oo
gobood

0 11150 GSRPOOODOOOOO
> dump protocols gsrp

>

goobognd

ao

goobogoooo

ao
ogooooogo

0 1M-140dump protocols gsrp D O 0000000 OOOO0O

ooooo oo
Can't execute this command in standby system. 0000000000000 oooooooon
Can't execute. goboboobooboobooobooooooboobgon
Connection failed to GSRP program. GSRPOOOOOOOOODOOOOOOOO

oob0oooooooobooooboodoOoofdOOrrestart gsrp
00000 GSRPOOODOOOODOOOOODOOODO

File open error. ooboooooooooooooooooooobooooooo

goobognd

000000000 o0ooooooooooooooooooooon
000000000 lusr/var/gsrp/
00000 gsrp_dump.gz

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboooooon
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VRRP

show vrrpstatus(IPv4)

clear vrrpstatus(IPv4)

swap vrrp(IPv4)

show vrrpstatus(IPv6)

clear vrrpstatus(IPv6)

swap vrrp(IPv6)

show track(IPv4)

show track(IPv6)
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show vrrpstatus(IPv4)

show vrrpstatus(IPv4)

VRRPOOOOOOOOOOVRRPOO VLANOOOOOOOODOOO

ggodgguo

show vrrpstatus [ { vrrp-vlan | [detail] [statistics] [group] [protocol ipl
[ { name <virtual router name> | interface vlan <vlan ids
[vrid <vrids] } 1 } 1

goobogooo

gbobooooooboobobobob

goodoogo

vrrp-vlan
VRRPOO VLANOOOOOOOOOO

[detaill[statistics][group]
detail
goddoooooooooobooooooa

statistics
O0o0oooooooooooooa

group
oo0oo0ooooooooao

oooooooooooda
goooooooooooooooao
[protocol ip] [ { name <virtual router name> | interface vlan <vlan id> [vrid <vrid>] } ]

protocol ip
IPv4a00000000O0O0O0OOOOODOODOO

gboobooooooboobobo
OOIpva0IPv6e 00O OOO0DOOOOODOOODOOOODODO

name <virtual router name>
oooO0o0ooooooooog

interface vlan <vlan id>
g0o0ooooooooooooooooooooooo

<vlanid>000000000000000O0 interfacevlanO00O0O0O0O VLANIDOODOOO

oag
vrid <vrid>
00000 IbOOoOO0OOg

gboobooooobooboobo
OO0OvVLANOOOOOOOOO0O0O0O00o0oooooooooooo

gbooooooooobo
gboboooooobooboobobob

gbooooooooobobon
gbooooooobooboboobooboon
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show vrrpstatus(IPv4)

oooo 1o

01210IPv40000000OC0O0OOOOOOOOOO

> show vrrpstatus protocol ip [Enter]UO0O0O0

Date 2008/12/15 12:00:00 UTC

VLAN0010 VRID 1 VRF 2 MASTER virtual-ip 170.10.10.2 priority 150/150 primary
VRRPNAME1

VLAN0020 VRID 1 MASTER virtual-ip 170.10.10.4 follow VRRPNAME1
VLANOO030 VRID 2 BACKUP virtual-ip 170.10.10.3 priority 100/100
>

ooob10000D0O

O1210IPv4000C0CCCOCOOCOOOOOOODOODOODOOOO

oooao oo oooooo

<interface name> VRID <vrid> [VRF <vrf id>] <state> virtual-ip <virtual ip address> {priority <priority >/<original
priority> [primary <virtual router name>] | follow <primary virtual router name>}

oooooo <interface name> 000O000000Oooooa 0
ooooooao
VRID <vrid> ooooo ID o
VRF <vrfid> VRF ID 00000000000O00o0ooo
0 OP-NPARO 00000000000000oo0
<state> 00000000 O0O0OoOoO MASTERO O OO

BACKUPOOOOOOO
INITIALO OO OO
0000000000 INITIALOO

oood

virtual-ip <virtual ip oo IPoOOOO O

address>

priority <priority>/ 0oooooooo <priority>0 00000000000

<original priority> O
[}
<original priority>0 0000000
oooooooooono
gooooooooobooooooo
Jo0Od00d00dO0oOoooobooo o000
ooooa

primary <virtual router ooooood gooooooooobooooooon

name> gooooooooobooooooo
oooooa

follow <primary virtual 00O0O000oOoo0ooooooa 00000000000000000

router name> gooooo oo

o000 20

0 12-20VRRP OO VLANODO

> show vrrpstatus vrrp-vlan [Enter]0 OO0

Date 2008/12/15 12:00:00 UTC

vrrp-vlan : VLANO0O01O

Flush Request Frame sent : 3 (Mon Dec 15 11:05:01 2008)
>
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show vrrpstatus(IPv4)

Oo0ob 2000000

0 12-20VRRP OO VLANOOOODO

oooao oo

oooooo

vrrp-vlan : <interface name> VRRPOO VLANOOOOOOOOO

ooooooo

O

Flush Request Frame sent : <number
of frame> [(<date>)]

Flush Request 00 OO O OO0OOO
ooooog

<number of frame> Flush Request
oooo

O

<date>O O OOOOO

Flush Request 00 OO 0O0OOOOO
0o0oooooooooooooog
0o

oooo 30

01230 000000000000 00DOO00DODOOO0DOOOn

> show vrrpstatus detail interface vlan 10 vrid 1
Date 2009/07/15 12:00:00 UTC
VLANOO10: VRID 1 VRF 2
Virtual Router IP Address
Virtual MAC Address 0000.5e00.0101
Virtual Router Name VRRPNAME1l (primary)
Virtual Router Follow :-
Number of Follow virtual routers : 4
Current State MASTER
Admin State enable
Priority 80 /100
IP Address Count : 1
Master Router's IP Address 170.10.10.2
Primary IP Address 170.10.10.1
Authentication Type
Authentication Key

170.10.10.2

ABCDEFG (Disable)

[Enter] 0000

SIMPLE TEXT PASSWORD (Disable)

Advertisement Interval 250 msec

Master Advertisement Interval 1000 msec
Preempt Mode ON

Preempt Delay : 60

Non Preempt swap timer [ 30

Accept Mode ON

Virtual Router Up Time Mon Jun 8 16:55:00 2009

track 10 VLANOO022 VRF 3 Status
Target Address [0 192.168.0.20
Vrrp Polling Status reachable
track 20 VLANO0023 Status
track 30 gigabitethernet 1/10 Status
track 40 port-channel 2 Status (IF UP)
IPv4 Advertisement Type

(IF UP)
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Down Priority : 50

(IF UP) Down Priority : 40
(IF DOWN)

Down Priority : 20

Down Priority : 20
:ietf-unified-spec-02-mode



012400 000000000000000000O0O0O0O0O00OO

> show vrrpstatus detail interface vlan 10 vrid 2 [Enter]0 000
Date 2009/07/15 12:00:00 UTC
VLANOO10O: VRID 2 VRF 2
Virtual Router IP Address : 170.10.10.2
Virtual MAC Address : 0000.5e00.0102
Virtual Router Name : VRRPNAME2 (follow )
Virtual Router Follow :VRRPNAME1l (VLANO001O: VRID 1 VRF 2 )
Number of Follow virtual routers : 0
Current State : MASTER
Admin State : enable
Priority : -/100(Disable)
IP Address Count : 1
Master Router's IP Address : -
Primary IP Address : 170.10.10.1
Authentication Type : SIMPLE TEXT PASSWORD (Disable)
Authentication Key : ABCDEFG (Disable)
Advertisement Interval : 250 msec (Disable)
Master Advertisement Interval : - (Disable)
Preempt Mode : ON(Disable)
Preempt Delay : 60 (Disable)
Non Preempt swap timer :30(Disable)
Accept Mode : ON
Virtual Router Up Time : Mon Jun 8 16:55:00 2009

show vrrpstatus(IPv4)

track 10 VLAN0022 VRF 3 Status : (Disable) Down Priority : 50
Target Address : 192.168.0.20
Vrrp Polling Status : (Disable)
track 20 VLAN0023 Status : (Disable) Down Priority : 40
track 30 gigabitethernet 1/10 Status : (Disable) Down Priority 20
track 40 port-channel 2 Status : (Disable) Down Priority : 20
IPv4 Advertisement Type :ietf-unified-spec-02-mode (Disable)
>
oo 3ooooon
012300 000000000000O00DO0d
gooo oo oooooo
<interface name> : VRID 00oooooooon <interface name>0 00 0000000000000
<vrid> [VRF <vrf id>] 00ooooooooo 00000000D00O000O
VRID OO 0
<vrid>0 00000 ID
O

VRF <vrfid>0 VRF ID

gooooooOooOooooooooooOooooooooo

000000 OP-NPARO

Virtual Router IP Address : 000000 IPOOOO  (ADDRESSOWNERDOOOOOOOODOODOOO
<ip address> [(ADDRESS 0o

OWNER)]

Virtual MAC Address : <mac 000000 MACOO O

address> oo

Virtual Router Name : oooooooao {primary |follow}0 00000000

<virtual router name>
(fprimary | follow})
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show vrrpstatus(IPv4)

oooo

od

oooooo

Virtual Router Follow :
<virtual router name>
({<interface name> : VRID
<vrid> [VRF <vrf id>] | not
running})

ooooooooooo
oooooooooo

<virtual router name>0 00000000 OCOOOOO ""
jo0o000ood0oo0ooooOoooooooooo
jo0o00oodooooooooooog

O
<interfacename>0 0 00000000000 OOCOOO
jooooO0ooooooooooo

]

<vrid>0 0 0000000000000 00 ID

O

VRF<vrfid>0 00000000000 VRFID
J00Do00ooooooo0oooooooooooooon
00000000000 oP-NPARO

]

not runningd 0000000000000 OCOOOOOO
gooooooo

Number of Follow virtual
routers : <N>

oboooooooooao
oooooo

NO OO 4094

Current State : <status>

oooooooooo
oooo

MASTERO OOO
BACKUPOOOOOOO
INITIALO OO OO

0000000000 INITIALOODOO

Admin State : [enable | disable
<flag>]

ooooooooooo
oo

enabled 0 O

disabled O OO

a

<flag>0 000000

OJdFDOWN)OOODOODOODOOO DOWNODO
O(TRACKDOWN)DOODOODOODOOOOOOOOOOO0
oooo

0O (PRIMARY DISABLE)D O ODODOOD0OOO0OODOO disable
0000000 O00O0O0Ooon
oNOIPOODOODOO0OO0O0O000IPOOOODOOO
oNoOJOIN DD OODOODODOODOO JOINOO
O(/WFAILOH/WOOOO MACOOOOOOOO

Priority : <priority>/<original
priority> [(Disable)]

goooooooo

<priority>0 000000000000
godooooooobObOoOoOobobooooooa™"oo
ooooo

O

<original priority>0 0 0000000000 OCOOOOO
O
pgoooboboooobooobobbooobbooooo
goOd1oo0ooooooo

O

(Disable)D 000 O0ODO
00od00O00o0o0oobO0oo0oboOboOoOooobooooooo
pgooobobooobobooobobbooobboooo

IP Address Count : <N>

ooooooIroooo
O

0

Master Router's IP Address :
<ip address>

ooooooooooo
oooImwpoooo

gooboooooooooo""ooooooboo

Primary IP Address : <ip
address>

VRRPOOOOOODOO
oooooIpPooOOO
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show vrrpstatus(IPv4)

oooo

oo

oooooo

Authentication Type :
<type>[(Disable)]

oooooooooo

NONEO ODODOOODOOO

SIMPLE TEXT PASSWORDO O OO OOOOODO

O

(Disable)D OO OOOO

0000000000000 0D0OO0OO0DO000000n
VRRPOOOOOOOODODOOOOOODODDOOOO
ooooo

Authentication Key :
<text>[(Disable)]

ooooocoooo

(Disable) D OO O0ODO0O

0000000000000 OO0OODO0O00O0O0O0n
VRRPOOODODOOOOOOOOOODOOOOOOOOO
ooooo

Advertisement Interval : <N>
{sec | msec}[(Disable)]

ADVERTISEMENT O
oooooooo

10 255 secd 000 250 0 40950msec
O

(Disable) D OO O0ODO0O

0000000000000 O0ODOO0000OOODOn
0oooOoOoOoOOO0ODO00O0OooOon

Master Advertisement
Interval : { <milli second>
msec | - (Disable) }

MASTER 00O
ADVERTISEMENT O
00000000 (msec)

10 0 40950

O

(Disable)J 000000

VRRPOOOODOQO ietf-unified-spec-02-mode 0 0 O 00 O
ooooooooo

Preempt Mode : {ON| OFF}
[(Disable)]

oooooooao

oNODODoOoooog

OFFO000O0OODODODOOO

O

(Disable)D OO O0OO0O

0000000000000 ODOO0000OOODOn
0o0OoOooO0O0OD00O0OooOon

Preempt Delay : <second>
[(Now Waiting, <N> sec left)]
[(Disable)]

oooooooooooo

(Now Waiting, <N>secleft) D0 000000000000
0000000000000 O0OO0ODOO00O0O0OOOoDOn
oag

NO 10 65535

]

(Disable)J 000000

0000000000000 O0OO0ODOO0O0O0O0OOODOn
0o0O0oooO0O0OD000OooOon

Non Preempt swap timer :
<second> [(Now Waiting,
<N> sec left)] [(Disable)]

ooooocooooono
oooooooooo

(Now Waiting, <N>secleft) D0 000000000000
gooobobooobobobooobboooobbooooboo
oad

NO 10 65535

a

(Disable) 000000000000 O0O0O0O0DODOODOO
gooobobooobobobooobboooobbooooboo
ogd

Accept Mode : {ON | OFF}

gooooooo

oNOOOooooooo

OFFOO0OO0OOO0OOOO OFF
oooooooOoooooooooooOoOooooOoooooo
oo -"goooocooo

Virtual Router Up Time :
<time string>

OO0O0O0OoO0 INITIALO
ooooocoooo

000000 INITIALOOOO0O0OO00000000
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show vrrpstatus(IPv4)

oooo od

oooooo

track <track-number>
{<interface name> [VRF <vrf
id>] | <interface type>
<interface number>} Status :
<status> {Down

Priority | Critical Priority} :

ooooooooooo
oooooooo

<tracknumber>0 000000000000 OOOOOO
00 track 00O

]

<interface name>0 0000000 VLANOOOOODOO
gooooooooo

O

<priority> VRF <vrf id>0 VRF ID
VRRPOOOOOOODOODOOOODOOODOOOOO
000000 OP-NPARO
|
<interface type> <interface number>0 000000000
ooooo
0 gigabitethernet <nif no.>/<port no.>0 0 000000
10BASE-T/100BASE-TX/1000BASE-T/1000BASE-X 0 O
ooooon
0 tengigabitethernet <nif no.>/<port no.>0 0 000 00O
10GBASE-RODOODOOODO
0 port-channel <channel group number>0 0000000
channel-group 00000000
O
<status>0 0 0000000000000 O0OO0OO0O
OMFUPOOOOODOODO UPODO
OIFDOWN) OO OODOOODO DOWNDOO
OMisable0 000000000000 O0O0OOODOO
ooo
O
ooooooDo
Down Priority : <priority>0 000000000000
0000 DOWNODOOODOOOOOOO
Critical Priority : <priority>0 000000000000
0000 DOWNOOODOOODOOOOO

Target Address : VRRPOOOOOOOO <target-address>0 VRRPO OO OO OO IPOOOO

<target-address> [(check
reply interface)]

oooo

VRRPOOOOOOO IPOOOODOOOOOODODOODO
00o000o0oo0ooo0oooooooooooog

O

(check reply interface) 10 0000000000000
track check-reply-interface 0 00000000000 OO
ooog

Vrrp Polling Status :
<status>[<reason>]

VRRPOOOOOOO

VRRPOOOOOOOD IPOOOODOOOOOOOOOOOO
0000000000000 D0D00OO0Oo0O0On

a

<status>O VRRPOOOODOOOOOOOO
OreachableD 0D OOODOO

O(Disable)0 000000

OunreachableD OO OOOOO

a

<reason>0 000000000000

<status> [ unreachable D00 O0O0OO0O0O0O

O (interface down)0 0 0000000000000 O00O0O
DOWNODODOO
O@moresponse) 10 0000000000000
Omoroute) 10000000000 DOOO

0 (invalid response) 10 0000000000000 track
check-reply-interface 0 D 00000000000 O0O0OO
0000000000000 0000000000000O
oooooo
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show vrrpstatus(IPv4)

oooo oo oooooo
IPv4 Advertisement Type : ADVERTISEMENT O rfc3768-moded RFC3768 0 0 O O ADVERTISEMENT O
<type>[(Disable)] oooooooo 0ooooooooo

ietf-unified-spec-02-model] draft-ietf-vrrp-unified-spec-02
0000 ADVERTISEMENTO OO OOO0OOOOO

O

(Disable) OO OODOO

0000000000000 ooooooooooooog
00o0ooooooooooooo

oooo 40

012-50000000000000

> show vrrpstatus statistics interface vlan 10 vrid 1 [Enter]0 OO0
Date 2009/07/15 12:00:00 UTC
VLANOO010: VRID 1 VRF 2

>

5 times transitions to master
1500 advertisement received
0 with bad advertisement interval
with authentication failed
with bad ip ttl
with priority zero
with invalid type
with bad ip address list
with bad authentication type
with authentication type mismatch
with packet length error
with different VRRP version
0 with low priority
1300 advertisement sent
0 with priority zero
virtual MAC learning frame sent
change by command
change by interface down
change by receiving advertisement with high priority
change by Master Down Timer timeout
master transition delay count
track 10 VLAN0022 VRF 3 Target-Address 0 192.168.0.20
VRRP Polling round-trip min/avg/max = 0.266/0.274/0.286 ms
1 priority down by detected
track 20 VLAN0023 line-protocol
0 priority down by detected
track 30 gigabitethernet 1/10 line-protocol
0 priority down by detected
track 40 port-channel 2 line-protocol
0 priority down by detected

O O OO O0OOoOWwWwOoOo

1
0
0
0
0
0

oboob 4000000

0124000000000000000DOOO

oooo oo gooooo

<interface name> : VRID <vrid> [VRF gooooooono <interfacename>0 000000000000 O0OO

<vrf id>]

ooooooood ooooooooooooono
0000 VRIDOO O

<vrid>000000 ID

a

VRF <vrfid>0 VRF ID
ooboooooOooooocoobOooOoooooooo
00000000 MmOoP-NPARO
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show vrrpstatus(IPv4)

ooood oo gooooa
<number of packets> times transitions [OOO0O0O0O0O00O0O O
to master O
<number of packets> advertisement ADVERTISEMENT 0
received goooooo
<number of packets> with bad goooooooog O
advertisement interval og
ADVERTISEMENT
ooooood
<number of packets> with ooooooo O
authentication failed ADVERTISEMENT
ooooood
<number of packets> with bad ip ttl IPOOOO TTLO O
25560000
ADVERTISEMENT
ooooooao
<number of packets> with priorityzero QOO0 0 00 O
ADVERTISEMENT
ooooood
<number of packets> with invalid type OO0 O0OO0OO00O0O O
ooo
ADVERTISEMENT
ooooooao
<number of packets> with bad ip 0ooooo IPv4 O
address list oooooooo
ADVERTISEMENT
ooooood
<number of packets> with bad goooooooo O
authentication type ogoooo
ADVERTISEMENT
ooooooao
<number of packets> with goooooooog O
authentication type mismatch ooooooooo
ooood
ADVERTISEMENT
ooooooao
<number of packets> with packet 00o0ooooooo O
length error ADVERTISEMENT
ooooooao
<number of packets> with different ADVERTISEMENT ]
VRRP version 0oooooooog
0O VRRPOO
ooooOoOoooo
ooooOoOoooo
oono
<number of packets> with low priority OOOOO0O O
ADVERTISEMENT
ooooood
<number of packets> advertisement ADVERTISEMENT ]
sent goooooo
<number of packets> with priorityzero JQOO00 00 O
ADVERTISEMENT
ooooooao
<number of frame> virtual MAC MACOOOOOO O

learning frame sent

ooooooo
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show vrrpstatus(IPv4)

oooo oag oooooo
<N> change by command swapvrrp 0000 O
oooad
<N> change by interface down Foo0ooooo O
ooogoo
<N> change by receiving gooood ]
advertisement with high priority ADVERTISEMENT
ooooooooao
googooo
<N> change by Master_Down_Timer Master Down 00 O O
timeout poooboobooo
oooooooa
<N> master transition delay count gooooooooo O

track <track-number> {<interface
name> [VRF <vrf id>] | <interface
type> <interface
number>}{Target-Address :
<target-address> |line-protocol}

ooooooooo
0000 VRRP
ooooooo

<tracknumber>0 0 000 000000000000
0000 trackOO

0

<interface name>0 0000000000000 OO0O
oo0oooooo

0

VRF <vrfid>0 VRF ID
VRRPOOOOOOOOOOODOOODOOOOOODO
00000000 moP-NPARO

0

<interface type> <interface number>0 00 00000
ooooooo

0 gigabitethernet <nif no.>/<port no.>0 0 000 00O
O 10BASE-T/100BASE-TX/1000BASE-T/1000BASE-X
oooooooo

0 tengigabitethernet <nif no.>/<port no.>0 0 0 0O 0O O
00 10GBASE-ROOOOOOOO

0 port-channel <channel group number>0 0000 0
00 channel-group D OO0 O OO0

0

Target-Address : <target-address>[0 VRRP O O OO 0O
oo IPODOOO

0
line-protocold 0 0 00000000000 OOOOO

VRRP Polling round-trip min/avg/max
=<minimum>/<average>/<maximum>
ms

VRRPOOODOOO
oooooooo

VRRPOOOOOOO IPOODODODOODOOOOO
Jod0bO0O0o0oooboOoOoobobooooooooa
g

<minimum>/<average>/<maximum>0 000 /000
/00n

<N> priority down by detected

ooooooood
ooooooo
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show vrrpstatus(IPv4)

oooosd

012600 0000000000000000O0O0O0O0O0OOOOOOO

> show vrrpstatus group name VRRPNAMEl [Enter]UJ 000
Date 2008/12/15 12:00:00 UTC
VLANOO1l0: VRID 1 VRF 2

Virtual Router Name

VRRPNAME1l (primary)

Virtual Router Follow
Number of Follow virtual routers : 4
Followed by virtual routers

VLANO0020:
VLANOO30:
VLANOQ0O040:
VLANOO50:

VRID
VRID
VRID
VRID

1 VRF 2
1 VRF 2
1 VRF 2
1 VRF 2

012-70000000000000000O0O0O0O0O0OO0OOOOOO

> show vrrpstatus group interface vlan 10 vrid 1 [Enter]U0O0O0
Date 2008/12/15 12:00:00 UTC
VLANOO20: VRID 1 VRF 2
Virtual Router Name : VRRPNAME2 (follow)
Virtual Router Follow : VRRPNAME1 (VLANO0010: VRID 1 VRF 2 )
Number of Follow virtual routers: 0
Followed by virtual routers : -

gooosboogonono

012-500000000000000000000

oooo oo gooooa
<interfacename>:VRID<vrid>[VRF QOoOOO0OO0O0OO0O0O0OO0OO0O <interface name>0 00000000
<vrf id>] 0000000 VRIDOO 0oooDoOo0o00O0O0oooO

ooooaa

O

<vrid>0 00000 ID
O

VRF <vrfid>0 VRF ID
gooboooooooooooooo
gooboooooooooooooo
0O OP-NPARO

Virtual Router Name : <virtual router
name> ({primary | follow})

goooooog {primary |follow;,0 00000000
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show vrrpstatus(IPv4)

ooono

od

oooooo

Virtual Router Follow : <virtual
router name> ({<interface name> :
VRID <vrid> [VRF <vrf id>] | not
running})

goooooooooooooooo
oooo

<virtual router name>0 000000
jooooooo " ooooooo
joooo0ooooooooooo
jooooooooOoooooooo
goooooo

]

<interface name>0 0000000
jooooooooOoooooooo
gooooooooo

]

<vrid>0 0000000000000
goo 1D

]

VRF<vrfid>0 0000000000
0O VRFID
joooo0ooooooooooo
jooooooooooooooog
00000 OP-NPARO

O

not runningd OO0 0000000 0O0O
joooooooooooooooo

Number of Follow virtual routers :
<N>

ooooooooooao

O

Followed by virtual routers:
<interface name> : VRID <vrid> [VRF
<vrf id>]

goooooooooooo

goooooooooooo ™"oaao
ooood

[}

<interface name>0 00000000
goooooooooooooooo
gooooooo

[}

<vrid>0 00000 ID

0

VRF <vrfid>0 VRF ID
goooooooooooooooo
Jo0d0d0d00oOooooboooOoooo
O OP-NPARO

goobogoooo

ao

goboooooo

0 12-60 show vrrpstatus(IPv4) OO OO0 O00OO0OO0OOCOOO

ooooo

oo

Can't execute.

goooooooooooooobooooooboooo

no entries.

gooooooooooooooo

Vrrp-vlan disable because virtual router is not

configured.

ooo

OOo0OOOOOOOOOOODOOOOVRRPODO VLANOOO

Vrrp-vlan not configured.

VRRPOO VLANOOOOOOOOOOOO

goobognd

ao
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clear vrrpstatus(IPv4)

clear vrrpstatus(IPv4)

VRRPOOOOOOOOOOOOOOOOOVRRPOO VLANOOOOOOOOOOODODODODODODOO

ggodgguo

clear vrrpstatus [ { vrrp-vlan | [protocol ip] [{ name <virtual router name>
interface vlan <vlan id> [vrid <vrid>] }] } 1]

goodoogo

gbobooooooooooobobob

goobogooo

vrrp-vlan
VRRPOO VLANOOODOOODOOOODOOO
[protocol ip] [{ name <virtual router name> | interface vlan <vlan id> [vrid <vrid>] }]

protocol ip
Ipva0000000000D0ODOO0OOOOOODOOOODO

gboboooooobobdabdo
OoIpv40IPve OO DO DOODOOOODOOOOOOOOOOOOOOO

name <virtual router name>
O0o0oo0ooooooooo

interface vlan <vlan id>

gbooboooooooboboboboooooooboon
<vlanid>0000000000000000 interfacevlanO0OO OO0 VLANIDOOOOO

ao

vrid <vrid>
goooo Ibooooooo

gbooooooobobabdo
OOVLANOOOOOOOOOOoOooooooooooooooooo

gbooboooooooboobonb
gboboooooboobobobobooooobooobobo

gogodd

01280 00000D00O00DOOOOODOOO

> clear vrrpstatus interface vlan 10 vrid 1 [Enter]00O00O0
>

012-90VRRPODO VLANOODOOOOOOOOODO

> clear vrrpstatus vrrp-vlan [Enter]0 000

goobogo

oo
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gogoooogo

oo

goboooooo

clear vrrpstatus(IPv4)

0 12-70Oclear vrrpstatus(iPv4) O 0O 000000 OOOOO

ooooo

oo

Can't execute.

oboooooooooocoooooooocoooa

no entries.

goooooooooocooooo

Vrrp-vlan disable because virtual router is not
configured.

0000000000000000O0OVRRPOO VLANOOOO
oo

Vrrp-vlan not configured.

VRRPOO VLANOOODOOOOODODOOOO

goodgdao

oo
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swap vrrp(IPv4)

swap vrrp(IPv4)

gboboooooboobobobobooooobooobobo
gbooboooooooboboboboobooobogon

gboboooooboobobobobooobooobogn

ggodgguo

swap vrrp [-f] { name <virtual router name> | interface vlan <vlan id> [vrid
<vrids>] }

goodoogo

gbobooooooooooobobob

goodoogo
-f
gbooooooboobobooobooboono

gboooooooboobd
gboooooobobabdo

name <virtual router name>
oooOO0o0ooooooooog

interface vlan <vlan id>
g0o0ooooooooooooooooooooooo
<vlanid>0000000000000000 interfacevlanO OO OO VLANIDOOOODOOO

vrid <vrid>
oopoooIboOOoOOoOoOag

gbooooooooobo
gboboooooobooboboboooooobooboboboboooooboooboobOobon

gboooooo

gogodd

O00OC0O0O0OO0OO0OOOOOO VLAN'I0"OOOOOO VRID"1I"O VRID20'0000000000
gbooooooooboon

01210000000000000DO

> swap vrrp interface vlan 10
Exchange VRRP 1 OK? (y/n): vy
Exchange VRRP 20 OK? (y/n): vy

>

ggodgguo

oo

goobogoooboo

oo
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ogooooogo

0 12-80swapvrrp(lPv4) 0000 00O0O0OOOOOO

swap vrrp(IPv4)

ooooo

oo

Can't execute.

gooooooooooooooooooooonoo

Command execution cannot be performed to follow
virtual router.

goooooooooooooOooooOooooobooooon

Command execution cannot be performed to owner's

virtual router of an initial state.

gooooooOoooooooooooOoOooooooooo

Command execution cannot be performed to owner's
virtual router.

goooooooooocOooooooooOoOooOOoOoOooOoooon

no entries.

gooooooooooooooo

goodgdao

e JO00D0OO0OOLODUODOODUODODODOLOUOOODODODUDUODODUOLbOODODO
gdobodboooooooooobooooo
- 0000D00OD0O0OO0ODOODOODOODOODODODOODOODOODODOODOODOODODOD
e JO00D0OO0OOLOODOODUODODODOLOUOODODODUDUODODULDbOUODODO
e JO00DOOOOOUOOODOUDODODODOUOOUODODODUDUODODUODUOODOODOD
0ObdbOoooOooOOooDOooOOobOOd0bOOoO0O0O0oO0ooOOooOO0obOO0ObOOoDOO0bOoooOooDooOooOooDa
- J000D0OD0O0O0ODOODOODOODOODOODODOOUODOODODOODODODOODODOOODOODOn
gboboboobooogooo
e JO00DOOOOOUOOODOUDODODODOUOOUODODODUDUODODUODUOODOODOD
o0o0bOobOobooooooooonog
« VRRPOOODOODODOOOODOODODODOOODOODOODOODODO novrrp preemptd 00000
000000000 vrrp timers non-preempt-swap 0 0 000000000000 0OOOOCOOOO
00000000000 vrrp timers non-preempt-swap 0 00 000000000000 OOOOO
000bO00O0o00O0oDO0oDO0oDO0DOO00O0O00OO0DOO0o0O0ODOO0ODOOOOVRRPOODOODOOOOOO
0 vrrp timers non-preempt-swap 0 0 0000000000000 100000000000O000O0O
0dbdbOooOoOooOooOOooOOobOOdbOOo0OO0oOO0ooOOooO0obO0obOOoDOO0bOoooooDooOooOooDa

gboobaob

gboboooooboooboobobobooomobooboooooooobobobobooboooboon

gbooooo

0 1290swapvrrp(lPv4) 00O O0O0O00OOCOODO

O Dooooo Doooooo
0ooooo 0000000 DOopooo Doooooo
Doo O oooo oooo 0oooooo 0oooooo
Doo O
a IPO0OO0DDOOOOO0 [PODOOOOO IPOOOOOOOO  IPOOOOOOOOO
0 0oooooo 00000000 000000000 00000000
0 oo
g oooo oooo oooo oooo
0oo O oooo oooo oooo oooo
0oo
— g IPO0O0ODDOOOOO0  [PODOOOOO IPOOOOOOOO  IPODOOOOOOOO
. 0oooooo 00000000 000000000 00000000
a oo
0 0oooooo 0oooooo 0oooooo 0ooDooo
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swap vrrp(IPv4)

gopopoooooooood

e J0OOOswapverpOOOOOOODOODOODO

- JOUOOOOCOODOOOO

- JO000O0OUODODOOOOOOUODOOUODOOODCOUOODOOODOO

330



show vrrpstatus(IPv6)

show vrrpstatus(IPv6)

VRRPOOOOOOOOOOVRRPOO VLANODOOOODODODOOO

ogoooon

show vrrpstatus [ { vrrp-vlan | [detaill] [statistics] [group] I[protocol ipvé]
[ { name <virtual router name> | interface vlan <vlan id>
[vrid <vrids>] } 1 } 1]

goooooo

gboboooobooboboboooo

gogododogo

vrrp-vlan
VRRPOO VLANOOOODOOOOOOO

[detaill[statistics][groupl]
detail
dddddooooooooooooooo
statistics
ddddooooooooooooo
group
dodddooooooooo

gbooooooooobo
gbobooooooboobobobob

[protocol ipv6] [ { name <virtual router name> | interface vlan <vlan id> [vrid <vrid>] } ]
protocol ipv6
Ipv6 00000000 D0OOODOOOODOODOO
doddooooooooooo
OO0Ipv4aOIPve OO DO OODODOODOOODOOODOODOO
name <virtual router name>
Jodooooooooooo

interface vlan <vlan id>
oo obobobobbbbbo
<vlanid>000000000000000O0 interfacevlanO OO OO0 VLANIDOOODOO
aad

vrid <vrid>
oooooIboDoOdooOoo

gbooboooooboobonog
OOVLANODOOOOOOODOOOOODOOoOOOoOOoOoooooooooO

gbooooooooobo
gboboooooooboobobobo

gbobobobooooooon
gbooooooobobobobobooon
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show vrrpstatus(IPv6)

ooooD1o

O12-1O0IPv6 0000000O0O0OOOOOOOOOOO

> show vrrpstatus protocol ipvé [Enter]U00O0

Date 2009/07/15 12:00:00 UTC

VLANO0010 VRID 1 VRF 2 MASTER virtual-ip 100:0:11::100 priority 150/150 primary
VRRPNAME1

VLANO001l2 VRID 1 MASTER virtual-ip 100:0:12::100 follow VRRPNAMEL

VLAN0013 VRID 1 BACKUP virtual-ip 100:0:13::100 priority 100/100
>

ooob1000000

O12-100IPpv6e 00 000000O0O0O0O0OOOOOOOOOOOO

oooao oo oooooo

<interface name> VRID <vrid> [VRF <vrf id>] <state> virtual-ip <virtual ip address> {priority <priority>/<original
priority> [primary <virtual router name>] | follow <primary virtual router name>}

00OoO0O0O0  <interface name> 000000O00oooooao 0
ooooooo
VRID <vrid> ooooo ID O
VRF <vrf id>0 OP-NPARO VRF ID 00000000D0O0ooOooooo

gbooooooooooooooono

<state> goobooooooooooo MASTERO OO O
BACKUPO O OOOOO
INITIALOO O OD
0000000000 INITIALO D

ooo
virtual-ip <virtual ip ooIpPooOoO O
address>
priority <priority>/<original O0D0O0OO00O0000O <priority>0 0 0 0000O0ODOO
priority> 0
O
<original priority>0 0 000000
ooooooooooo
0o0oO0oOoOoOD0OO0OO00O0O0oOoooon
0000000000000 10000
ooooo
primary <virtual router 0oooooo 00000000000000o00
name> 0ooOooOoO0O0OD000OooOon
ooooooooo
follow <primary virtual 00000000000000 0OO0000000000000000
router name> gooooo oo
O00oo 20

0 12-120VRRP O O VLANO O

> show vrrpstatus vrrp-vlan [Enter]0000

Date 2008/12/15 12:00:00 UTC

vrrp-vlan : VLANOO1O

Flush Request Frame sent : 3 (Mon Dec 15 11:05:01 2008)
>
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Oo00ob 2000000

0 12-1MO0VRRP OO VLANOOOOO

show vrrpstatus(IPv6)

oooao

od

oooooo

vrrp-vlan : <interface name>

VRRPOO VLANOOOOOOOOO
ooooooo

O

Flush Request Frame sent : <number
of frame> [(<date>)]

Flush Request 010 OO OO0 OOO
ooooog

<number of frame> Flush Request
oooo

O

<date>O OO OO0OOO

Flush Request 000 OO0 OOOOO
gooobobooooboboooobo
od

oooo 30

012130 00000000000DOOO00DOOO00bOOOODOO

> show vrrpstatus detail interface vlan 10 vrid 3
Date 2009/07/15 12:00:00 UTC

[Enter]0 OO0

VLANOO10: VRID 3 VRF 2
Virtual Router IP Address fe80::1234
Virtual MAC Address 0000.5e00.0203
Virtual Router Name VRRPNAME1l (primary)

Virtual Router Follow [ -

Number of Follow virtual routers O 4

Current State MASTER

Admin State enable

Priority 100/120

IP Address Count : 1

Master Router's IP Address fe80: :abcd

Primary IP Address fe80::abcd

Authentication Type SIMPLE TEXT PASSWORD (Disable)
Authentication Key ABCDEFG (Disable)

Advertisement Interval 250 msec

Master Advertisement Interval :1000 msec

Preempt Mode : ON

Preempt Delay : 60

Non Preempt swap timer [ 30

Accept Mode : ON

Virtual Router Up Time Mon Jun 8 16:55:00 2009

track 10 VLAN0022 VRF 3 Status
Target Address fe80: :ba
Vrrp Polling Status reachable
track 30 gigabitethernet 1/10 Status (IF DOWN) Down Priority : 20
track 40 port-channel 2 Status (IF UP) Down Priority : 20
IPv6 Advertisement Type [ietf-unified-spec-02-mode

(IF UP) Down Priority : 50
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show vrrpstatus(IPv6)

012-14000000000000000O00O0O0OO0OOOOOOO

> show vrrpstatus detail interface vlan 10 vrid 3

Date 2009/07/15 12:00:00 UTC

VLANOO10: VRID 3 VRF 2
Virtual Router IP Address
Virtual MAC Address
Virtual Router Name [0 VRRPNAME2

Virtual Router Follow [ VRRPNAMEL

[Enter] 0000

fe80::1234

0000.5e00.0203

(follow)
(VLANO0O1O:

VRID 1 VRF 2)

Number of Follow virtual routers O 0

Current State
Admin State enable

Priority -/120 (Disable)

IP Address Count : 1

Master Router's IP Address : -
Primary IP Address fe80::abcd
Authentication Type
Authentication Key
Advertisement Interval
Master Advertisement Interval
Preempt Mode ON (Disable)
Preempt Delay 60 (Disable)

MASTER

SIMPLE TEXT PASSWORD (Disable)
ABCDEFG (Disable)
250 msec (Disable)
- (Disable)

Non Preempt swap timer [ 30 (Disable)

Accept Mode : ON

Virtual Router Up Time Mon Jun 8 16:55:00 2009
track 10 VLAN0022 VRF 3 Status (Disable) Down Priority : 50
Target Address fe80: :ba
Vrrp Polling Status (Disable)
track 30 gigabitethernet 1/10 Status (Disable) Down Priority : 20
track 40 port-channel 2 Status (Disable) Down Priority : 20

IPv6 Advertisement Type [ ietf-unified-spec-02-mode (Disable)

>

ooob 3000000

012-1200000000000000ODOODO

oooao od

oooood

<interface name> : VRID
<vrid> [VRF <vrf id>]

ooooooooooao
ooooooooooo
VRID OO

<interfacename>0 0000000000000 OCOOOO
ooooooooooo

O

<vrid>0 00000 ID

O

VRF <vrfid>0 VRF ID
goooooooobobobooooooooobooooooo
000000MImO0OP-NPARO

Virtual Router IP Address : <ip ooooooIPooo

(ADDRESSOWNER) OO ODODOOOOOODOOOOOO

address>[(ADDRESS 0 nlln
OWNER)]
Virtual MAC Address : <mac 000oooo MACOO O

address> oo

Virtual Router Name : <virtual
router name>
({primary | follow})

oooooooao

{primary [follow}0 00000000
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show vrrpstatus(IPv6)

ooono

oo

oooooo

Virtual Router Follow :
<virtual router name>
({<interface name> : VRID
<vrid> [VRF <vrf id>] | not
running})

oobooooooooo
oooooooogo

<virtual router name>0 0 0000 O0O0O0OOOOOO ""
Jdd0d0d0ooo0ooOooO0oooUoOoooOoooooo
Jddo00ooooooooOoooooo

O
<interfacename>0 0 00000000000 OOCOOOO
gdoo0d0oooOooooooo

O

<vrid>0 0 0000000000000 00 ID

O

VRF<vrfid>0 00000000000 VRFID
0ddo0000ooooooUoOooooooooooooon
00000000000 OoP-NPARO

O

notrunningd 000000000000 OOOOOOOO
oooooooo

Number of Follow virtual
routers : <N>

ooooooooooo
oooooo

NO OO 4094

Current State : <status>

ooboooooooo
oooo

MASTERO O OO
BACKUPOOOOOODO
INITIALO OO OO

OO00OOO0OOooOooo INITIALOODDOO

Admin State :
[enable | disable<flag>]

oobooooobooooo
oo

enable] O O

disabled O OO

g

<flag>0 000000
OFDOWN)OOOOOOODOOO DOWNDOO
O(TRACKDOWN) O OOOODODOODOOODOOOO 0
gooo

0 (PRIMARY DISABLE)D 0000000 0OO0ODOO disable
goo0oo0o0oO0OO0OOoOoOoOo
ONOIPOODOOOO0O00D0O0O0IPOOOOOOO
oNoOJOIN DD ODODODOODODOODODOO JOINOO
O(/WFAIDOH/WOOOO MACOODOOOOOO

Priority : <priority>/<original
priority>[(Disable)]

ooooooooo

<priority>0 0000000000 OO
jooobOO0oO0oOobObOOooOobobooooooooo™oag
goooo

ad

<original priority>0 0 0 000000000 OOOOOO
g
goobobooobobboooobbooobobooooobo
goOo 1o000noOoOogno

ad

(Disable)J 0O OO0OO
J000bO00o0oObOOo0o0o0obObOOoooboooooooag
goobobooobobbooobboooobooooo

IP Address Count : <N>

goooooIpoDOO
oo

O

Master Router's IP Address :
<ip address>

oobooooobooooo
oooIpoooo

goooooooooooow-"oboooooo

Primary IP Address <ip
address>

VRRPOOOOOODO
goooooIrooo
O
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show vrrpstatus(IPv6)

ooono od

oooooo

Authentication Type :
<type>[(Disable)]

goooooooooo

NONEO ODODOOODOOO

O

SIMPLE TEXT PASSWORDO O OO OOOODODO

O

(Disable) 0 0O O D000

0000000000000 O0O0OO0000000O0On
VRRPOOOOOOOODOODOOOOOOODOOOOOOO
oooog

Authentication Key : goooooooo

<text>[(Disable)]

(Disable) 0 DO ODOOO

000000000000 000O00000000OOn
VRRPOOODOOOOOOOOOODODOOODOOOOOODO
oooog

Advertisement Interval : <N>
{sec| msec}[(Disable)]

ADVERTISEMENT O
ooboooooo

10 255 secd 000 250 0 40950msec
]

(Disable) 0 OO O OO0
00000OD0OD0D00000O0D0OO0D00000OOD0O0OO0O
0ooOoo0o0OO0o000ooooo

Master Advertisement
Interval : { <milli second> msec

| - (Disable) }

MASTERO OO
ADVERTISEMENT O

oooooooo
(msec)

10 0 40950

a

(Disable) DO OO ODOO

VRRPO OOOOQO ietf-unified-spec-02-mode D OO0 OO
oooobooono

Preempt Mode : {ON | OFF}
[(Disable)]

oooooooo

oNODODoOoooag

OFFO0O000OODOODOO

]

(Disable) 0 DO ODOOO

0000000000000 00D00000O0OO0O0O0O0O
0ooOooo0OO0o00o0Oooooo

Preempt Delay : <second >
[(Now Waiting, <N>sec left)]
[(Disable)]

ooooooood
oono

0 Now Waiting, <N>seclefttH 0000 00000OCO0O0O
gooobboooobooobobooobobbooobo
oo

NO 10 65535

a

(Disable) DO OO ODOO
0000bO0O000o0oDOo0o0o0oobOOoOoOoooOooboOooooo
gooobbooooboooboo

Non Preempt swap timer :
<second> [(Now Waiting,
<N>sec left)] [(Disable)]

oooooooooo

00000000000 ONow Waiting, <N>seclefttD 0 000000000000

0000000000000 00D00000OO0OO0O0O0O0O
oo

NO 10 65535

]

(Disable) 0 DO ODOOO

0000000000000 0OO0D0O0000OOOOOO0O
0oOoOoo0o0OO0000o0oooo

Accept Mode : {ON| OFF} oooooooo

oNOOOOooooOoo

OFFOOO0O0D0OO0OOO OFF
gobooooOoooooOoooOoooooooooooon
oo "-"ooooooo

Virtual Router Up Time :
<time string>

000000 INITIAL
ooooooogooo

OO0O00oo INITIALOODOOO0OoOOoOooooo
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show vrrpstatus(IPv6)

ooono oo

oooooo

track <track-number>
{<interface name> [VRF <vrf
id>] | <interface type>
<interface number>} Status :
<status> {Down

Priority | Critical Priority} :
<priority>

oobooooooooo
oooooooo

<track-number>0 0 000 0000000000000OO0
00 track OO

0

<interfacename>0 0000000 VLANOOOOOODO
gooooooooo

0

VRF <vrfid>0 VRF ID
VRRPOOOOOOOOOOOOOOODOOODOODDODO
00000 OoP-NPARO

0

<interface type> <interface number>0 0 00000000
ooooo

0 gigabitethernet <nif no.>/<port no.>0 0 000000
10BASE-T/100BASE-TX/1000BASE-T/1000BASE-X 0 O O
ooooo

0 tengigabitethernet <nif no.>/<port no.>0 0 000000
10GBASE-ROOOOODODOO

0 port-channel <channel group number>0 0000000
channel-group 00000000

0

<status>0 000000000000 OOCOOOOOO
OFUPOODOODODOOO UPDO
OFDOWN)OOOOOOOO DOWNOO
OMDisable)00000000000O000000OODODOOO
oo

0

ooooooo

Down Priority : <priority>0 000000000 O0OO
oooobowNOOOOooooooo

Critical Priority : <priority>0 0000000 OO000OO
OooobowNOOOOoOOoOoDooOoODoOO

Target Address :
<target-address> [(check reply
interface)]

VRRPOOOOOODO
ooood

<target-address>0 VRRPO O O OOOO IPOOOO
VRRPOOOOOOO IPOOODOOODOODDOODDO
g0000o0oO0O0oO0OO0OO0oO0oO0OO0OOO0OOoOoOoOOooOOoOOoD

0

(check reply interface) ] 0 0000000000000
track check-reply-interface 0 0 000000000000
ooo

Vrrp Polling Status : VRRPOOOOOOO
<status>[<reason>] 0

VRRPOOOOOOO IPOOOOOODOOODOOOOO
000000000 00000O0oooooog

g

<status>O VRRPOOOOOOOOOOOO
OreachableD DO OOOO

O (Disable) 0000000

OunreachableD 0O OOOOO

g

<reason>0 0 00000000O00O0O

<status>[ unreachable 00O O0OOO0O0OO0O

O (interface down)0 000 000000000000 DOO
DOWNOOODO
Omoresponse) 10 0000000000000
Omoroute) 00000000 OOODOODO

0 (invalid response) ] 0 0000000000000 track
check-reply-interface ] 0 0000000000 O000OO
0000000000000 D0D00O0O0OO000O0O0onon
gooooo
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show vrrpstatus(IPv6)

ooono od

oooooo

IPv6 Advertisement Type :
<type>[(Disable)]

ADVERTISEMENT 0O
oooooooo

ADVERTISEMENT O OO OOOOOO
ietf-ipv6-spec-02-model] draft-ietf-vrrp-ipv6-spec-02 O O O
0O ADVERTISEMENTOOOOOOOOOOO
ietf-ipv6-spec-07-model draft-ietf-vrrp-ipv6-spec-07 0 O O
0O ADVERTISEMENTOOOOOOOOOOO
ietf-unified-spec-02-model] draft-ietf-vrrp-unified-spec-02
0000 ADVERTISEMENTOOOOOODOOCOOO

O

(Disable) 0 000000
gooobboooobooooobooobobboooobo
0o00obOoOOoOooooooooo

Ooooo 40

012150000000000000

> show vrrpstatus statistics interface vlan 10 vrid 3

Date 2009/07/15 12:00:00 UTC
VLANOO01O0: VRID 3 VRF 2

1 times transitions to master

247 advertisement received

0 with
with
with
with
with
with
with
with
with
with
0 with low priority
1747 advertisement sent
0 with priority zero

virtual MAC learning frame sent
change by command
change by interface down
change
change
master
track 10

bad ipvé hoplimit
priority zero
invalid type

bad ipvé address

authentication type

O O OO0 OO0 oo

O OO O oK

transition delay count

1 priority down by detected
>

ooob 4000000

012130 00000000000DO00O0DAO

packet length error
different VRRP version

VLAN0022 VRF 3 Target-Address
VRRP Polling round-trip min/avg/max =

[Enter] 0000

bad advertisement interval
authentication failed

bad authentication type

mismatch

by receiving advertisement with high priority
by Master Down Timer timeout

fe80::ba
0.266/0.274/0.286 ms

ooono oo

oooooo

<interface name> : VRID <vrid>
[VRF <vrfid>]

ooooooooooooon
oo0oo0o0o00o VvVRIDOO

<interfacename>0 000000000000
joodooooooooooooo

O

<vrid>0 00000 ID

O

VRF <vrf id>0 VRF ID
jood0dooo0oooooooooooo
000000000000 moP-NPARO

<number of packets> times

gooboooooooo

transitions to master

0
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show vrrpstatus(IPv6)

gooo oag oooooo

<number of packets> advertisement = ADVERTISEMENT OO0 OO 0
received ooo
<number of packets> with bad 0000oO0O0Oooooo a
advertisement interval ADVERTISEMENT OO OO

goo
<number of packets> with ooooooo a
authentication failed ADVERTISEMENT OO OO

ggdo
<number of packets> with badipv6 | IPv6 0 00 0 HopLimit O 255 a
hoplimit 0000 ADVERTISEMENT

goooooa
<number of packets> with priority ooooon 0
Z€ro ADVERTISEMENT OO OO

goo
<number of packets> with invalid goOo0ooDooooooo g
type ADVERTISEMENT OO OO

ggdo
<number of packets> with bad ipv6 ooooooIPveOOOOnO 0
address 000 ADVERTISEMENT O

gooooa
<number of packets> with bad g0o0o00o00oooooooog g
authentication type ADVERTISEMENT OO OO

goo
<number of packets> with 00000000000000 a
authentication type mismatch gooooooog

ADVERTISEMENT OO OO

goo
<number of packets> with packet ooooooooo O
length error ADVERTISEMENT OO OO

goo
<number of packets> with different = ADVERTISEMENT OO OO O
VRRP version 0000000 VRRPOOOO

goobobooobbooo

gooooa
<number of packets> with low oooooo O
priority ADVERTISEMENT OO OO

goo
<number of packets> advertisement | ADVERTISEMENT OO OO g
sent oono
<number of packets> with priority gooooon |
Zero ADVERTISEMENT OO OO

ooo
<number of Frame> virtual MAC MACOOOOOOOOOOO a
learning frame sent oo
<N> change by command swapvrrp D 0000000 O
<N> change by interface down VFOOO0O0O0O0O0O0O0O000 O
<N> change by receiving oooooo O
advertisement with high priority ADVERTISEMENT OO OO

goobobooobog
<N> change by Master Down 0000000 O

Master_Down_Timer timeout

oooooooooooo
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show vrrpstatus(IPv6)

ooono

oo

oooooo

<N> master transition delay count

ooooooooo

0

track <track-number> {<interface
name> [VRF <vrfid>] | <interface
type> <interface number>}
{Target-Address :
<target-address> | line-protocol}

ooooooooooood
VRRPOOOOOODO

<track-number>0 0000000000000
0000000 trackO0O

O

<interface name>0 0 000000000
0o0o00oooooooooog

O

VRF <vrfid>0 VRF ID
VRRPOOOOOOOOODODOOOOOODOOO
00000000000 OP-NPARO

O

<interface type> <interface number>[ 0 O O
0o0ooooooooog

O gigabitethernet <nif no.>/<port no.>0 0 0 O
0000 10BASE-T/100BASE-TX/
1000BASE-T/1000BASE-X OO OOOOOO
O tengigabitethernet <nif no.>/<port no.>[ O
000000 10GBASE-ROOOOOOOO

0 port-channel <channel group number>0 [
00000 channel-group 00000000

O

Target-Address : <target-address>[] VRRP
00o0o0ooooooooooo

O
line-protocol0 0 0 0000 O0ODOOOOOOO
oooog

VRRP Polling round-trip min/avg/
max =<minimum>/<average>/
<maximum> ms

VRRPOOOODOOOODOODO
oono

VRRPOOOOOOO IPOOOOOOOOO

000000oooooooooooooooo

ooooooog

O

<minimum>/<average>/<maximum>0 000 /
ooo/ooo

<N> priority down by detected

oooooooooooooo
oo

ooogob so

01216000000000000DOO0O0DOOOOODODOOODOOOOO

> show vrrpstatus group name VRRPNAMEL

Date 2009/07/15 12:00:00 UTC

VLANQ0O010: VRID 1 VRF 2

Virtual Router Name

Virtual Router Follow :
Number of Follow virtual routers : 4
Followed by virtual routers

VLANQ020: VRID
VLANQOO030: VRID
VLANQ040: VRID
VLANQOO50: VRID

1 VRF 2
1 VRF 2
1 VRF 2
1 VRF 2

[Enter]0 000

VRRPNAME1l (primary)

0121700 00000000000O00O00O0OO0OOOOOOOOO

> show vrrpstatus group interface vlan 10 vrid 1 [Enter]U0O0O0
Date 2009/07/15 12:00:00 UTC

VLANQ0020: VRID 1 VRF 2

Virtual Router Name
Virtual Router Follow

Number of Follow virtual routers: 0
Followed by virtual routers : -

340

VRRPNAME2 (follow)
VRRPNAME1l (VLANOO10: VRID 1 VRF 2 )



gooosboooooo

01214000000000000OD00ODODODODODO

show vrrpstatus(IPv6)

oooo

oo

oooo

<interface name> : VRID <vrid> [VRF
<vrf id>]

oooooooooooon
oooooooooo
VRID OO

<interfacename>0 0000000000 OO
goooooooooooooooo

O

<vrid>0 00000 ID

O

VRF <vrfid>0 VRF ID
goooooooooboooooooooood
000000000000 MmOoP-NPARO

Virtual Router Name : <virtual router
name>({primary | follow})

oooooooao

{primary |follow;,0 00000000

Virtual Router Follow : <virtual router
name> ({<interface name> : VRID
<vrid> [VRF <vrf id>] | not running})

oooooooooooon
ooooooood

<virtual router name>0 0000000000
gooo""oo00ooooooooooooo
jood0dooo0oooOooooooooo
gooooooooo

O

<interfacename>0 000000000000
jood0dooo0oooOooooooooo
O

O
<vrid>00000000000000000 ID
O

VRF <vrfid>00 0000000000 VRFID
joodooooooooooooooooo
jooooooooooooooooo

O OP-NPARO

O

not runningd 0000000000 O0OOOO
joodooooooooo

Number of Follow virtual routers : <N>

ooooocooooono

O

Followed by virtual routers: <interface
name> : VRID <vrid> [VRF <vrf id>]

oooooooooooo

joodooooooooOo"™"oooooog
O

<interfacename>0 000000000000
jood0dooo0oooOooooooooo
O

<vrid>0 00000 ID

O

VRF <vrf id>0 VRF ID
jood0oooooooOooooooooo
joodooooooooooooo

O OP-NPARO

gogoooogo

oo

ogooooogo

0 12-150 show vrrpstatus(IPve) DO OO0 OO0 0D O0OO0OOOO

ooooo

oo

Can't execute.

ooo0oooooooOoOoooocoooocoooo

no entries.

goboooooOooooooooo

341



show vrrpstatus(IPv6)

ooooo

oo

Vrrp-vlan disable because virtual router is not
configured.

00000000000 OOOOOOVRRPODO VLANODOOO
oo

Vrrp-vlan not configured.

VRRPOO VLANOOOOOOOOOOOO

goobogo

oo
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clear vrrpstatus(IPv6)

clear vrrpstatus(IPv6)

VRRPOOOOOOOOOOOOOOOCOOVRRPOO VLANOOOOOOODOODOODODODDODODOO

goodgdao

clear vrrpstatus [ { vrrp-vlan | [protocol ipvé] [{ name <virtual router names>
interface vlan <vlan ids> [vrid <vrid>] }1 } 1]

gogododogo

gboboooooobooobooboooo

goobogoo

vrrp-vlan
VRRPOO VLANOOODOOODOOOODOOO
[protocol ipv6] [{ name <virtual router name> | interface vlan <vlan id> [vrid <vrid>] }]

protocol ipv6
Ipv6 0000000000 DODOO0ODODOO0OOOOOODOOOODOO

gbooooooobobdaog
OoIpva0IPv6e OO O DOODOODOOOOOOOOOOOOOOOOO

name <virtual router name>
O0o00o0ooooooooo

gboobooooobobaoo
gbobooooooobobobobooboonoo

interface vlan <vlan id>
g0o0oo0ooo0oo0ooooobooooooooooo
<vlanid>0000000000000000 interfacevlanO OO OO VLANIDOOOODO

oo
vrid <vrid>
oooo IbDooooooo

gboobooooobobaoo
OOVLANDOODOODODODODODODODODOODODOODOOOODOOOOODOODOOO

gboboboooooboooboon
gboboooooboobooboobooboboboobooooo

googg

01218000000000000DOOO0ODAO

> clear vrrpstatus interface vlan 10 vrid 3 [Enter]0 000
>

0 12-190VRRP OO VLANOOOOOOOOOOOO

> clear vrrpstatus vrrp-vlan [Enter]U 000

goodgdao

oo
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clear vrrpstatus(IPv6)

ggoooooo

oo

goboooooo

O 12-160clear vrrpstatus(IPve) D O 0D 00000000000

goooo oo
Can't execute. goooooooobooobooboboboobogon
no entries. o0o0ooooOoooooooooo
Vrrp-vlan disable because virtual router is not 0000000000000 00O0OVRRPOO VLANOOOO
configured. oo
Vrrp-vlan not configured. VRRPOO VLANODOOOODOOODOODO
gooogad

oo
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swap vrrp(IPv6)

swap vrrp(IPv6)

gbobobooooboooboooboobobobobooooo
gbobobooboooboobobobooooon

gbobobooboobooboboboboboooon

goodgdao

swap vrrp [-f] { name <virtual router name> | interface vlan <vlan id> [vrid
<vrids>] }

gogododogo

gboboooooobooobooboooo

gogododogo
-f
gbobooooobooboboboboooo

gboooooooboobd
gboooooobobdobdo

name <virtual router name>
oooO0o0oo0oooooo

interface vlan <vlan id>
g0o0ooooooooooooooooooooooa
<vlanid>0000000000000000 interfacevlanOO OO0 VLANIDOOOODOOO

vrid <vrid>
oo0ooOoIboOOoOoOooOog

gbooooooooobo
oooC0 vVLANOOOOOOoooooooooooooooooooooooooooooog

oo

googg

O00000Q00oO0O0OO0oOoOoOD VLAN'I0"OODODOOO VRID"S'"O VRID40"ODOODOOOODODOOO
goboboooooon

012-20000000000000O

> swap vrrp interface vlan 10
Exchange VRRP 3 OK? (y/n): y
Exchange VRRP 40 OK? (y/n): vy
>

goodgdao

oo

goobogoooo

ao
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swap vrrp(IPv6)

ugooooogo

O 12-170swapvrrp(lPv6) D0 00000 OO0OOODO0O

ooooo oo

Can't execute.

goooooooooooooooooooooo

Command execution cannot be performed to follow

goobooooooooooooooooooobooooon

virtual router.

Command execution cannot be performed to owner's

goboooooooooooooooooooooooon

virtual router of an initial state.

Command execution cannot be performed to owner's

gooooooooobooooooooooooooooboooaon

virtual router.

no entries.

gooooooooooobooooo

ggodgguo

e JO00DOOCOOOOUODOOODUODODODOLOUOODODODOUObDOUOODODOUODUODODO
gdobodboooooooooobooooo

- J000D00ODO0OO0ODOODOODOODODODODOODOODOODODODOODODOOOOOO

e JO00DOOOOOOUODOODUODODODOLOUOODODODUObDOLOODODOUODODODO

e JO00DOCOOOOUODOODOUODODODOLOUOODODODODOLOOLOOODODODOD
0dodbdobo0ooOOooOOooOOobOOobOO0bOOo0Oo0oOo0o0OO0ooOOooDOoDOO0obOobobOoooOoooonoo

s J000DO0OO0ODOODODOODODOODOODOODOODODODODODOOODOODOODOODOODOD
gboboboobooogooo

e JO00DOCOOOOUODOODOUODODODOLOUOODODODODOLOOLOOODODODOD
o0o0bOobOoboooboooooonoog

« VRRPOOODOOODODOOOODOODOODODOOODOODOODOODOODO novrrppreemptd 00000
000000000 vrrp timers non-preempt-swap 0 0000000000000 0OOCOOCOOOO
00000000000 vrerp timers non-preempt-swap 0 00 000000000000 OOOO0O
000bO00O000O0oDO0oDO0oDO0DOO00O000O0DO0O0O0ODO0ODOODbOOVRRPOODOODOOOOODO
0 vrrp timers non-preempt-swap 0 00 000000000000 100000000000O000O0O
0dbdbOodobo0ooOOooOOooOOooOoDOO0bOOo0OoO0Oo0oO0ooOOooDOooDOO0obOobobooooOoooonoo
ooooboo

gbobooooooooboobobobooomoboobooooooobobobobobooooooboon

gooooo

0 12-180swapvrrp(IPv6) DO OO O0ODOOOODO

O DOooooo 0ooooOoo
Dooooo Doooooo Dooooo Doooooo
ooo O oooo oooo 0oooooo 0oooooo
ooo O
a IPO0O0DDDOOO0OO0 [PODOOOOO IPOOOOOOOO [PODOOOOOOO
0 0oooooo 00000000 000000000 00000000
0 oo
g oooo oooo oooo oooo
ooo O oooo oooo oooo oooo
ooo
- g IPO0O0ODODOOO0O0 [PODOOOOO IPOOOOOOOO I[PODDOOOOOO
. 0oooooo 00000000 000000000 | 00000000
a oo
0 sfsfs)slulufs 0oooooo 0oooooo 0ooDooo
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swap vrrp(IPv6)

ooooooooooooo

e J0OOOswapvrrpO0OOOODOODODODO

- JO00O0OOOOOCDOODOO

- JO000O0OO0DOCOOODOOOODOOOUODDOOOOCOUODODOOODOO
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show track(IPv4)

show track(IPv4)

VRRPOOOOOOOOOOOODOOO

ggodgguo

show track <track number> [detail]
show track [detaill]

{ [protocol ip] I[interface vlan <vlan ids]
| [interface <interface type> <interface numbers>]}
goodoogo

gbobooooooooooobobob

goobogooo

<track number>
track 000000000

detail
oo0ooooooooooooaon

gboooooooboobd
gboooooobobabdo

{[protocol ip] [interface vlan <vlan id>] | [interface <interface type> <interface number>]}

protocol ip
IPva0 00000 IPOOCODOODODODOOOOOODOODOODOODOOOOOO

interface vlan <vlan id>
00000000o0oo00 VLANDODOOOOoopoooooooo
<vlanid>0000000000000000 interfacevlan 00000 VLANIDOODOOO
od
interface <interface type> <interface number>
0000000o0oooooooooooooon
<interface type> <interface number>0 0000000000000
¢ gigabitethernet <nif no.>/<port no.>
¢ tengigabitethernet <nif no.>/<port no.>
<nif no.>/<portno>0 0 0000000000000 0OO0O00ODDOOOOOOOODOOOODO
od
¢ port-channel <channel group number>
<channel group number>0 0000000000000 0O0O0OO0ODOOOOOOODOODOO
ooooo

gbooooooooobo
gboboooooooboobaobob

gbooboooooooboobonb
gbooboooooooboobobob
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googg

show track(IPv4)

e IPv40000ODODOOODDOOOODOOODOOODO

012-210IPv4a0000O0OOOOOOOOO

> show track protocol ip
Date 2009/07/15 12:00:00 UTC
track : 10 interface VLAN0O022
track : 20 interface
>

e JOIDOODODOOLODOODOODOO

012220 00000000000

> show track detail interface vlan 31
Date 2009/07/15 12:00:00 UTC

[Enter]0 000

Mode
VLANO031 VRF 10 Mode

(interface)
(polling)

[Enter]0 000

track : 20 interface VLANO0031 VRF 10 Mode (polling)
Target Address 170.10.10.10
Assigned to
VLANO01O0: VRID 1
VLANO10O: VRID 100 VRF 20
>
ooogogo
0 12-190 show track(IPv4) DO O OO OOOO
oooo oo gooooo

track : <track-number> interface :
{<interface name> [VRF <vrf

id>] | <interface type> <interface
number>} Mode : <mode>

ooooooood
oooao

<track-number>0 00 000000000000
000000 track OO

O
interface : { <interface name> [VRF <vrf

id>] | <interface type> <interface number>}0 O O
0o0ooooooooooog
00000000000000 track interface O O
000000 "ot assigned)" 0000000

O

<interface name>0 0 000000 VLANO OO
0o0oo0ooooooooog

O

VRF <vrfid>0 VRF ID

0000000 VLANOOOOOoooooooo
0000000000000 000MMO0oP-NPARO
O

<interface type> <interface number>0 0 0 0 0O 0O
ooooooooog

0 gigabitethernet <nif no.>/<port no.>0 0 0 0 00O
00 10BASE-T/100BASE-TX/1000BASE-T/
1000BASE-XOOOOOOODOO

[ tengigabitethernet <nif no.>/<port no.>0 O 00 O
0000 10GBASE-ROOOOOODOO

O port-channel<channel group number>0 0 0 0O 0O
000 channel-group 00000000

O

Mode :<mode>0 00 0000O00ODOO
00000000000000 track interface 0 O
0o0oooooooooog

O (interface) 0000000000000
O@polling0 D0 O0O0D00OODOOO
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show track(IPv4)

ooono

oo

gooooo

Target Address : <target_address>

VRRPOOOOOOO
ooooIpooO0OO

oooooooooooooo

check_status_interval : <seconds>

VRRPOOOOOOO
oooood

oooooooooooooo
ooobdeO

check_trial_times : <count>

VRRPOOOOOOO
oooooooooo

ooooocoooooooo
oooo40

failure_detection_interval : <seconds>

VRRPOOOOOOO
ooooooooo
oo

oooooooooooooo
goooz0o

failure_detection_times : <count>

VRRPOOOOOOO
oooooooooo
oooooo

oooooooooooooo
goooso

recovery_detection_interval :
<seconds>

VRRPOOOOOOO
ooooooood
oo

oooooooooooooo
goooz20o

recovery_detection_times : <count>

VRRPOOOOOOO
oooooooooo
oooood

oooooooooooooo
goooso

check_reply_interface : on

VRRPOOOOOOO
oooooooooo
oooooooooo
oooooooooo
oo

oooooooooooooo

Assigned to : <interface name>: VRID
<vrid> [VRF <vrf id>]

oooooooooo
oooocooo

Jddoo0dOooOo0ooooooooooooo
ooooooood

O

<interfacename>0 000000000000 O0O
gddoo0oooooooooooog

O

<vrid>0 000000000000000000O0
gooooo ID

O

VRF <vrfid>0 VRF ID
odooouoooooooooooooooooo
0000000000 oP-NPARO

goobogoooboo

oo

ugooooogo

0 12-200show track(lPv4) DO 000 OD0O0O0OOOOOO

oooood oo
no entries. joooooooooooooo
ogooooo
oo
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show track(IPv6)

show track(IPv6)

VRRPOOOOOOOOOOODOOO

goodgdao

show track <track numbers> [detaill]
show track [detaill
{ [protocol ipvé] [interface vlan <vlan id>]
| [interface <interface type> <interface numbers>]}

gogododogo

gboboooooobooobooboooo

goobogoo

<track number>
track 000000000

detail
oo0oooooooooooood

gboooooooboobd
gboooooobobdobdo

{[protocol ipvé][interface vlan <vlan id>] | [interface <interface type> <interface number>]}

protocol ipv6
Ipv6 000000 IPOO0OOOOO0ODODOODOOOOODOOOODOOOODOO

interface vlan <vlan id>
000000000000 VLANDODDOUOOoOooooooooo
<vlanid>0000000000000000 interfacevlan0 0000 VLANIDOODOOO
0od
interface <interface type> <interface number>
0000000o0oooooooooooooon
<interface type> <interface number>0 000000000000
e gigabitethernet <nif no.>/<port no.>
¢ tengigabitethernet <nif no.>/<port no.>
<nifno.>/<portno.>0 000000000000 O00DOOOOOOOOODODOOOOOOOO
ood

¢ port-channel <channel group number>
<channel group number>0 0000000000000 00O0OOOOOOODOOOODOO
ooooo

obooooooooobo
gboobooooooobobaobob

gbobobobooooooon
gboobooooooooooooon
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show track(IPv6)

gogodd

o IPv6e 000D 0OOODODODOOODOOODOOODODODO

012-230Ipv6 00 000000O0O0O0OOO

> show track protocol ipvel [Enter]U 000

Date 2009/07/15 12:00:00 UTC
track : 10 interface VLAN0022
track : 30 interface
>

Mode

e 00O OODOODOODOODODODO

012-24000000000000O

> show track detail interface vlan 32
Date 2009/07/15 12:00:00 UTC

VLANO0032 VRF 10 Mode

(interface)
(polling)

[Enter] 0000

track : 30 interface VLANO0032 VRF 10 Mode (polling)
Target Address 100::6789
Assigned to
VLANQ0010: VRID 3
VLANQ100: VRID 200 VRF 20
>
goodogo
0 12-210show track(lPve) DO OO OO OOO
gooo oo oooooo

track : <track-number> interface : ooooooooooo
{<interface name> [VRF <vrf oo

id>] | <interface type> <interface

number>}Mode : <mode>

<track-number>0 0000000000 O00OO0OCOO
0000 track OO

O
interface : {<interface name> [VRF <vrf

id>] | <interface type> <interface number>}0 0 00 O
0o0o0ooooooooo
00000000000000 track interface 0 O 0
00000 "motassigned" 0000000

O

<interface name>0 0 000000 VLANOOO
00o0oooooooooog

O

VRF <vrfid>0 VRF ID

0000000 VLANOOOOOooooooooo
0000000000000 000MOP-NPARO

O

<interface type> <interface number>0 0 00000
oooooooog

[ gigabitethernet <nif no.>/<port no.>0 000000
0 10BASE-T/100BASE-TX/1000BASE-T/
1000BASE-XOOOOOOOO

0 tengigabitethernet <nif no.>/<port no.>0 0 0 0O O
000 10GBASE-ROOOOOOOO

O port-channel<channel group number>0 00 00 O
00 channel-group 00000000

O

Mode :<mode>0 0000000 COOO
00000000000000 track interface 0 0O
0o0o0ooooooooo

O (interface)0 000000000000
O@pollingd D0O0DOO0O0OOOO
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show track(IPv6)

oooo

oo

ooooono

Target Address : <target_address>

VRRPOOOOOOOO
oooIpooOOO

gooooooooooooo

check_status_interval : <seconds>

VRRPOOOOOOOO
ooooo

gooooooooooooo
ooobdeOd

check_trial_times : <count>

VRRPOOOOOODOO
ooooooooo

ooooocoooooooo
oooo40

failure_detection_interval :
<seconds>

VRRPOOOOOODOO
oobooooooooo

oooooooooooogoo
goooz0

failure_detection_times : <count>

VRRPOOOOOOOO
oooooooogooao
oooo

oooooooooooogoo
ooooasno

recovery_detection_interval :
<seconds>

VRRPOOOOOODOO
oobooooooooo

gooooooooooooo
goooz0

recovery_detection_times : <count>

VRRPOOOOOOOO
oooooooogooao
oooo

oooooooooooogoo
ooooso

check_reply_interface : on

VRRPOOOOOOOO
oobooooooooo
ooooooooo

oooooooogooao

gooooooooooooo

Assigned to : <interface name>:
VRID <vrid> [VRF <vrf id>]

oobooooooooo
oooooo

oooooooooooooooobooooboooooo
oooocooo

a

<interface name>00000000000ODO0OODOO
ooooooooooooooooboo

a
<vrid>00000000000000000000O0
ooooo ID

a

VRF <vrfid>0 VRF ID
oobooooooooooooobooooooooo
O0O0O0O0OOOO0OOmIoP-NPARO

gogoooogo

oo

ogooooogo

0 12-220show track(IPve) D O OO OO0 O0O0O0OOOOOO

ooooo oo
no entries. gooooooooooooog
ogoooon
oo
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Or70booobbooboobboobooboon

IEEE802.3ah/UDLD

show efmoam

show efmoam statistics

clear efmoam statistics

restart efmoam

dump protocols efmoam
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show efmoam

show efmoam

IEEE802.3ah/OAM O 0OO0OOCOOCOOCOOCOOOOOODODODO

ggodgguo

show efmoam [port <port list>] [detail]

goobogooo

gbobooooooboobobobob

goodoogo

port <port list>
00000000 IEEE802.3ah/OAM 0 OO O0DOOOODODO
<portlist>0000000000000000O0OO00MDO0O0O0O0OO0O0ODOOO0ODOOO0OODOO
oooo
oooopoooooooo
00000000 IEEE802.3ah/OAM 0000 OODOOOODOO

detail
OAMPDUONOO0OO0OO0OO0OO0OO0OOOOOODOOOODOOOOOOOO
O00OOpassive D ODO00OO0OO0O0OD0OOODOOODODOODOOODOOODOODOO
O0o0ooooooooo
passive 00000000 DOO0OOOODODODOODOOOO

gbooooooboobobon
passive 10000000000 IEEE802.3ah/OAM I 00000000 OO0O

ooooD1o
IEEE802.3ah/OAM 000 0000000000000 00000O000000000O

O 13-10 IEEE802.3ah/OAM 0 000000

> show efmoam

Date 2006/10/02 23:59:59 UTC
Status: Enabled
udld-detection-count: 30

Port Link status UDLD status Dest MAC

1/1 Up detection * 0012.e298.dc20
1/2 Down active unknown

1/4 Down (uni-1link) detection unknown

>

ooobo1000000

O 13-10 IEEE802.3ah/OAM 0 00000000

oooao oo oooooo
Status 0000 IEEE802.3ah/OAM 0 O OO Enabled0 IEEE802.3ah/OAM 00O 0O O
0 Disabledd IEEE802.3ah/OAM OO0 OO O
udld-detection-count goooooooooooooooboo 30 3000
ooo
Port ooooo g
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show efmoam

ooono oo

oooooo

<nif no.>/<port no.>

ooooo

O00OOOOOOOOO NIFODOPortO O

Link status

oooooooooono

UpDOOO UpODO

DownO OO O Down OO

Down(uni-link) 0000 Down 0D OO0 000000
oooo

Down(loop)d 000 Down 0O OO OOOOO

UDLD status

IEEE802.3ah/UDLD 0000000
ooo ubLbOoOoOOo

detection0 000000000
actived OAMPDU OO OOOOOOO

Dest MAC ooooooooo MACOOOO goooodoOooO0o0ooobooogoooooo
"unknown" O OO O O0OO
gooooooooooooooMACOODOODOOO
0 ogooooo

oOoono 20

detaill 00000 00000O0OIEEER02.3ah/OAM I D 000D 0O OOOOOOOOOONOOOOOO

gbobobdo

O 13-20 IEEE802.3ah/OAM 0 0 00000

> show efmoam detail
Date 2006/10/02 23:59:59 UTC

Status: Enabled

udld-detection-count: 30

Port Link status UDLD status Dest MAC

1/1 Up detection * 0012.e298.dc20
1/2 Down active unknown

1/3 Up passive 0012.e298.7478
1/4 Down (uni-1link) detection unknown

>

Oo0Oob 2000000

0 13-20 IEEE802.3ah/OAM 0 0 O OO0 OO0

gooo oo oooooo
Status 0000 IEEE802.3ab/OAM OO OO | Enabledd IEEE802.3ah/OAM O OO OO
g Disabledd IEEE802.3ah/OAM 00 000
udld-detection-count 000000000 0000ooon 30 3000
ooo
Port ooooo 0
<nif no.>/<port no.> ooooo 00000000000 NIFOOOPortOdO

Link status

ooooooooooo

UpdOoo UpDOO

DownO O OO Down OO
Down(uni-link)\ 0 00O Down 0D OO OOO0O0OO
oooo
Down(loop)D 000 Down OO O OODOOODO

UDLD status

IEEE802.3ah/UDLD OO0 OO D000
oooubLbOOoOoOo

detection0 D0 OO0 OOOOO
actived OAMPDU OO OOOOOOO
passivel OAMPDU OO OOOOOO
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show efmoam

ooono oo

oooooo

Dest MAC oooooooo MACOODOO

00000bO0o0o0ooboOoOooboooooo
"unknown" 0000000000 passiveD OO0
OO0O"unknown" OO OOOOOOOCOOOOO
active 000000000 OOOOOOOOOMAC
goooooo ™ ooooooo

goobogoooboo

oo

ugooooogo

0 13-30showefmoam 00 000000000000

ooooo

oo

Can't execute this command in standby system.

goooooooooooooooooooooo

Can't execute.

goooooooooooooooooooooo

Connection failed to IEEE802.3ah/OAM program.

IEEE802.3ah/OAM 0 000000000 OOODOOOODODO
0000000000000 00000O0OdOrestart efmoam
00000 IEEE802.3ah/OAM OO 00 D0OOOOOOOODOO
oo

TEEE802.3ah/OAM doesn't seem to be running.

IEEE802.3ah/OAM O 0000000000000 0D000O
gooooooooooooooooo

goobogo

BCUOCSUOOOMSUOOOOOOOOOOOOOOODOOLInk StatusD OO0 "Down"OOOOOO
0000 0"uni-link)"dO"(loop)'0 000000000
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show efmoam statistics

show efmoam statistics

IEEE802.3ah/OAM O OO 0OOOOOOOO

goodgdao

show efmoam stat

goobogoo

istics

[port <port lists]

gboboooobooboboboooo

gogododogo

port <port list>

O00O0O0O0OO0OO0OO0OOOO IEEERN2.3ah/OAM I DD ODODOOOOOO
<portlist>0000C0OCOCOCOOOOOOOOMOOCOOOOOOOOOOODOODOOOO

gooo

gboooooooboobd
0 IEEE802.3ah/OAM O 000 O0O0O0AMPDUOOODOOOODOOOOOOOOOOO

googg

0000000 IEEES02.3ah/OAM O 00 0OODOOOOOOOOOOOOOOOOOOO

O 13-30 IEEE802.3ah/OAM 0 0 00000

>show efmoam statistics
Date 2006/10/02 23:59:59 UTC
Port 1/1 [detection]
OAMPDUs :Tx = 295 Rx = 295
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 190 Tx Remote= 105 Rx_Remote= 187
Timeout = 3 Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
Port 1/2 [active]
OAMPDUs :Tx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 100 Tx Remote= 100 Rx Remote= 100
Timeout = 0 Invalid = 0 Unstable = 0
Inactivate:TLV = 0 Timeout = 0
Port 1/3 [passivel
OAMPDUs :Tx = 100 Rx = 100
Invalid = 0 Unrecogn.= 0
TLVs :Invalid = 0 Unrecogn.= 0
Info TLV :Tx Local = 0 Tx Remote= 100 Rx Remote= 100
Timeout = 0 Invalid = 0 TUnstable = 0
Inactivate:TLV = 0 Timeout = 0
>
gooooo
0 13-40 IEEE802.3ah/OAM 0 D OO0 ODOODOODO
oooo oo gooooad
Port goooo O
<nif no.>/<port no.> ooooo 00000000000 NIFOOOPortO0O
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show efmoam statistics

ooono

oo

oooooo

UDLD status

IEEE802.3ah/UDLD 0000000
000 uDLDOOOO

detection0 O O OO0

activel[] Information OAMPDU O OO OO ODOO
]

passivel OAMPDU O OOOOCOOO

OAMPDUs gooooooo 0
Tx 0oooooo OAMPDUOOOO 00 4294967295
Rx 000000 OAMPDUDOOODO 00 4294967295
Invalid 00 OAMPDUODOOOOOOODO 00 4294967295
Unrecogn. gooooo OAMPDUOOO 00 4294967295
TLVs TLVOOQoQo 0
Invalid 000000000o0o0oooog TLV 00 4294967295
g
Unrecogn. 000o0o0DD0OO0O00O0O0O0Oooon 00 4294967295
0oooooooo TLVO
Info TLV Information OAMPDU O TLVO OO O
g
Tx_Local Local Information TLV O OO OO 0 0 4294967295
Tx_Remote 00000 Local Information TLV O 00 4294967295
0 O O Remote Information TLV O O
0ooooooooon
Rx_Remote 00000000 Local Information 00 4294967295
TLVOOoooag
Timeout 000o0o00000000O0oooo 00 4294967295
Invalid 0oooo0o0000O0oooo TIV 00 4294967295
g
Unstable 000000000 000O0oooo 00 4294967295
00ooooDoooDooooo 0000000000000 0HUBOOOOOO
00000000000000o0o0ooon
Inactivate oooooooo O
TLV TLVOOOOoOoooooooo 00 4294967295
Timeout 000o0DDO0OO0O00O0O0OoOooon 00 4294967295

oooood

ggoooooo

oo

goboooooo

0 13-50 show efmoam statistics 0 0 0 0 0000000000

ooood

oo

Can't execute this command in standby system.

oboooooooooocoooooooocoooo

Can't execute.

goooooooooooooooooooooo

Connection failed to IEEE802.3ah/OAM program.

IEEE802.3ah/OAM O 0000000000000 0D00O0OD

000000000000000000000restart efmoam
00000 IEEE802.3al/OAM O ODOOODODOOODODODO

oo
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show efmoam statistics

ooooa oo
TEEE802.3ah/OAM doesn't seem to be running. IEEES802.3ah/OAM D 0 000000000 ODOOODOOOO
gooooooooooobobooooa
There is no statistics to show. goo000oDOoooooooooo
ogooooo

passive U000 OAMPDUO 100000000000 ODOOODOOOODODOO
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clear efmoam statistics

clear efmoam statistics

IEEE802.3ah/OAM 0000000 0O0ODOODO

ggodgguo

clear efmoam statistics [port <port list>]
goobogooo
gbobooooooboobobobob
goodoogo

port <port list>
000000 IEEE802.3ah/OAM O IO OO OOOOOODO

<portlist>0000C0OCOCOCOOOOOOOO@MOCOO0OOO0OOOOOOOOOOOOOOO
gooo

gboooooooboobd
00000000 IEEE802.3ah/OAM I 00000000000

gogodd
IEEE802.3ah/OAM 000 0000000000000 0O00000O

O 13-40 IEEE802.3ah/OAM 0 0000000

> clear efmoam statistics
>

ggodgguo

oo

goobogoooboo

oo
goboooooo

0 13-60 clear efmoam statistics 1 0 0 0000 OOOO0OOOO

goooo oo
Can't execute this command in standby system. JO0000000D0O0D00D0O0oO0oO0ooOoooo
Can't execute. gooobooboobobobOoboooobooooo
Connection failed to IEEE802.3ah/OAM program. IEEES02.3ah/OAM O 0 0000000 DOOOOOOOOO

000000000000000000000restart efmoam
00000 IEEE802.3ah/OAM O ODOOODOOOODODODO
oo

IEEE802.3ah/OAM doesn't seem to be running. IEEES02.3ah/OAM D 00000000000 DOOOOOO
JoOO0d000oOooooboOooOooooon

ggodgguo

oo
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restart efmoam

restart efmoam

IEEE802.3ah/OAM 00000000

goodgdao

restart efmoam [-f] [core-filel]

goobogoo

gboboooobooboboboooo

gogododogo

-f
O000000000000000000IEEES02.3ah/OAMOOOODOOOO

gbooooooooobo
gboooooobobdobdo

core-file
O0o0000000oo0oooooooo

gbooooooooobo
gboooooobobdobdo

gbobobobooooooon
O000000000000000000IEEES02.3ah/OAMOOOOOOOO

gobood

0 13-50 IEEE802.3ah/OAM 0 0 O OO0 OO0

> restart efmoam
IEEE802.3ah/OAM program restart OK? (y/n): y
>

goobognd

ao

goobogoooo

ao
ogooooogo

0 13-70restartefmoam 0 0 00000000 O0O0OO

ooooa oo
Can't execute. oodooooooooooooooooooon
TEEE802.3ah/OAM doesn't seem to be running. IEEE802.3ah/OAM D0 00D D0DO0ODODOODOOODOOOO

ooooooooooooogooooo

goodgdao

go0o0o0oo0oo0ooOo0ooooooboooooooo0ooooooooboano
000000000 fusr/var/core/

363



restart efmoam

0000000 efmoamd.core

gbobooooooobobobobooboooooobooboboboobooooooobOobOoDbOob
gboooooooobo
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dump protocols efmoam

dump protocols efmoam

IEEE802.3ah/OAM 0000 0000000000000 0N0O0N000000000000000000

gooo

goobognd

dump protocols efmoam

gogododogo

gboboooobooboboboooo

gogododogo
oo
gobood

0 13-60 IEEE802.3ah/OAM 0 0 O OO

> dump protocols efmoam
>

goodgdao

oo

gogoooogo

oo

goboooooo

0 13-80 dump protocols efmoam O O 0 OO0 OO0 0O0OO0OOO

ooooo

oo

Can't execute.

goooooooooboocoooooooboooo

Connection failed to IEEE802.3ah/OAM program.

IEEE802.3ah/OAM OO 0000000 OOO0DODOODOOOO
000000000000 00D0O00000drestart efmoam
00000 IEEES02.3ah/OAM I 00 OOOOCOOOO

File open error.

ooboooooooooooooooooooobooooooo
goooooooooooooobooooooboooo

IEEE802.3ah/OAM doesn't seem to be running.

IEEE802.3ah/OAM OO0 0O0O0O0O0OOO0ODOOODOOODO
ooooooooooooogooooo

goodgdao

gbobobooboooooboobobobooboobooooobobobo

000000000 fusr/var/efmoam/

00000 efmoamd_dump.gz

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon

gbobooogooo

365






L2 00000

show loop-detection

show loop-detection statistics

show loop-detection logging

clear loop-detection statistics

clear loop-detection logging

restart loop-detection

dump protocols loop-detection
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show loop-detection

show loop-detection

368

L200000000000000

ggodgguo

show loop-detection [port <port lists>] [channel-group-number <channel group
list>]

goodoogo

gbobooooooooooobobob

goobogooo

[port <port list>] [channel-group-number <channel group list>]
000000odoooDdDO0bDOo0odooD lkdodbdoooooooooooooooo
dddddooooooooooooooooobooboooobobobooboboboooooooa
000000000000 L200b0O00boOoOoOoDOOoOooO

port <port list>
0000000000000 L20000000000000O<portlist>000000000
0000000000 ooodooodooooooooooooooon
channel-group-number <channel group list>
g000o0o00oooo0o0ooo0ooodooo0oooooUooDo0 L2o00ooooOooOoo
O00000O<channelgroup list>0000000000M0O00000O0O0O0OOOOOOOO
ooooooo

gbooooooooobo
gooooooOoOoOoOOOOOOOOOOO 20000000 0ODCDOOOOO

googod
L200000000000000

014-10L20000000000

> show loop-detection
Date 2008/04/21 12:10:10 UTC

Loop Detection ID 164

Interval Time :10

Output Rate :30pps

Threshold :1000

Hold Time :300

Auto Restore Time :3600

VLAN Port Counts

Configuration :103 Capacity :300

Port Information
Port Status Type DetectCnt RestoringTimer SourcePort Vlan
1/1 Up send-inact 100 - 1/3 4090
1/2 Down send-inact 0 - -
1/3 Up send 100 - 1/1 4090
1/4 Up exception 0 - -
1/5 Down (loop) send-inact 1000 1510 CH:32(U) 100
CH:1 Up trap 0 - -
CH:32 Up uplink - - 1/s5 100



goodgdao

014-101L2000000000000

show loop-detection

oooo oo oooooo
Loop Detection ID 200000000 ID 0
Interval Time L20000oO0ooooooooooo | o
Output Rate L2000000ooooooog L20000000OooOoOooocO0ooooooOogo

O packet/sO

oo

Threshold 0000 inactive 000000000 0000 inactive 00000000 L200000ODO
ooo ooooooooooooooo
Hold Time oooooooooooo 0000 inactive 00000000 L200000ODO

ooboooooooooooooocOooooOoooo
gooooooooOfinity"00D00OOCOO

Auto Restore Time oooooooon

inactive 000000000000 activeOOOODOO
oobooooooooo
gooooooooo~"oooocooo

Configuration L20000000000000000 L200000000000000000000000
O VLANDOOO"ooooooo
00000L20000000000000000O00
000000000000000 200000000
000000000000000000
Capacity L20000000000000000 L200000000000000000000 VLAN
O oooofooooooo
Port 000000000000000000 | <nifno>/<portno>0 00000
o CH:<channel-group-number>0 0000000000
Status ooooo Upd0OOO0O UpOQO
DownO OO OO DownO O
Down(loop)d D000 L20000000000O0O
Down O 0
Type goooo send-inact0d 000000000
sendd 0000000
trap00 0000 QO
exception0 00O OOOOO
uplink0 0 DO0ODOOOOO
DetectCnt ooooooo 00000000000 L2000000000000
000O000O00o0Ooog
000000O0O0D0O ™ o0o000oo0og
0000000000000000000000000
oooooo
00000 0000000000000
RestoringTimer 000000O000O0ODoo 000 active 000000000 DOOO0DOODOO
000000OoOooOo"™o0000oog
SourcePort L2000000000000000 000 L20000000000000000000
00oo00ooOoooo
<nif no.>/<port no.>0 00000
CH:<channel-group-number>0 0 000000000
000000O0o00oOoOooooo U ooooooao
L2000000000000000D00000 ""00
ooooo
Vlan L20000000000000 VLAN | 000 L2000000000000000000O000
ID OVLANIDOODOOODO
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show loop-detection

00000000000 000000000000000000 VLANOOOOOOO
ubooaaoo

od

uboboaoooaad

O 14-20 show loop-detection D D 0 OO0 OO0 OO0 OOOO

ooooo oo
Can't execute this command in standby system. 00000000000 oooooooooooag
Can't execute. jodoooo0ooooDOooDooDoooooooo
Connection failed to L2 Loop Detection program. I200000000000000000000000000
goooooooooo
L2 Loop Detection is not configured. L20000000000000000000000000
J0o0o00o0oooooooUooooooooooooooog
No corresponding port information. l2000000000000000000000O000O000O0
gooooo
ogoooon
oo

370



show loop-detection statistics

show loop-detection statistics

L200000000000000000

goodgdao

show loop-detection statistics [port <port list>] [channel-group-number <channel
group list>]

gogododogo

gboboooooobooobooboooo

goobogoo

[port <port list>] [channel-group-number <channel group list>]
000000do0ooodooooodooo0o 200000000 DOooooooooog
dddddoooooooooooooooooooobooboooobbobooObobOooooooa
0d0bOO00d0OoOO00bO00d0oDO0 l20000O00DO0O0ODODODOODOOn

port <port list>
0000000000000 L20000000000000000O<portlist>000000
000000000000 oooooooo0oooo0oooooDooooog

channel-group-number <channel group list>
000000o0dooodoOoDO0bOo0o0oooooooooOooo L2000oooon
O00D0000000O<channelgroup list>00 00000000 O0O0O0O0OOODOOOODOO
dooooooooo

gbooooooooobo
gooooooooOoOoOoOoOoOOOOOOO 2000000000 OOOOOOOO

gobood

L200000000000000000
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show loop-detection statistics

014-20L20000000000000O

> show loop-detection statistics
Date 2008/04/21 12:10:10 UTC

Port:1/1 Up Type :send-inact
TxFrame : 10000000 RxFrame 1200
Inactive Count: 3 RxDiscard 30
Last Inactive 2008/04/10 19:20:20 Last RxFrame 2008/04/21 12:02:10
Port:1/2 Down Type :send-inact
TxFrame : 0 RxFrame 0
Inactive Count: 0 RxDiscard 0
Last Inactive - Last RxFrame -
Port:1/3 Up Type :send
TxFrame : 10000000 RxFrame 600
Inactive Count: 0 RxDiscard 0
Last Inactive - Last RxFrame 2008/04/10 19:20:20
Port:1/4 Up Type :exception
TxFrame : 0 RxFrame 0
Inactive Count: 0 RxDiscard 0
Last Inactive - Last RxFrame
Port:1/5 Down (loop) Type :send-inact
TxFrame : 12000 RxFrame 1
Inactive Count: 1 RxDiscard 0
Last Inactive 2008/04/21 09:30:50 Last RxFrame 2008/04/21 09:30:50
CH:1 Up Type :trap
TxFrame : 0 RxFrame 0
Inactive Count: 0 RxDiscard 0
Last Inactive - Last RxFrame -
CH:32 Up Type :uplink
TxFrame : 0 RxFrame 100
Inactive Count: 0 RxDiscard 0
Last Inactive Last RxFrame 2008/04/21 09:30:50
>
ogoooon
01430120 00000000000000
oooo od goooog
Port ooooao <nif no.>/<port no>0 00000
CH gooooooooo <channel-group-number>0 0000000000
Up oooo UpOO O
Down 0000 DownO O O
Down(loop) 0000 200000000000 a
Down 0 O
Type gpoood send-inact0 000000000
send0 0000000
trap0 00000
exception0 0 OO0 OCOOO
uplinkDOOOOOOOOOO
TxFrame 2000000000000 O
RxFrame 2000000000000 ]
Inactive Count inactive 0000000 0
RxDiscard L200000000000000 a

Last Inactive

OO0 mmactiveDOOOOOO

yyyy/mm/dd hhimm:ssO 0O /0 /0 O :0 :0

000 inactive 00000000000 "™ 0OD000ODO

oo
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show loop-detection statistics

oooo oo oooooo
Last RxFrame 000 L20000000000000 yyyy/mm/dd hh'mm:ssO0 0 /0 /0 O :0 :0
ooo 000 L200000000000000000000

"rOoooooo
ooooooooooooooo

goobogoooo

ao

ogooooogo

0 14-40 show loop-detection statistics 0 O 0 00000000000

goooo oag

Can't execute this command in standby system. 0Jo0o00o00o0oo0ooooooooooooon

Can't execute. Jo0000000dbOO0bO0obDOoOooOoooooo

Connection failed to L2 Loop Detection program. 1200000000000 000000000000000
gooooboogoooo

L2 Loop Detection is not configured. 1200000000000000000000000O0DOO
00000DO0000ODbOO00o0oOoDbOoOoOooOooobooooooa

No corresponding port information. l2000000000000000000000O00O000OO0

oooooo

goodgdao

oo
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show loop-detection logging

show loop-detection logging

lL200000000000000O0O0O0O0O0OOO0O

00000 2000000000 CO00O0OOO0O00DO00DOOO00O0ODOO0O0ODOOOODOODOOOD
gbooooooboboboboooobiwocoboboboboboboboooboooobobob
gboooooo

ggodgguo

show loop-detection logging

goobogooo

gbobooooooboobobobob

goobogooo

oo

gogodd
l2000000000O0O000OCOOODOOO0ODO

014-30L20000000000000O0O0ODOODOO

> show loop-detection logging
Date 2008/04/21 12:10:10 UTC

2008/04/21 12:10:10 1/1 Source: 1/3 Vlan: 4090 Inactive
2008/04/21 12:10:09 1/1 Source: 1/3 Vlan: 1

2008/04/21 12:10:08 1/1 Source: 1/3 Vlan: 4090
2008/04/21 12:10:07 1/3 Source: 1/1 Vlan: 4090
2008/04/21 12:10:06 1/3 Source: 1/1 Vlan: 4090

2008/04/20 05:10:10 CH:32 Source: CH:32 Vlan: 4090 Uplink Inactive
2008/04/10 04:10:10 1/20 Source: CH:32 Vlan: 4090

2008/03/21 03:10:10 1/20 Source: 1/12 Vlan: 4095

2008/03/21 02:12:50 1/20 Source: 1/12 Vlan: 4095

2008/03/21 02:12:10 1/20 Source: 1/12 Vlan: 4095

2008/03/21 02:12:09 1/20 Source: 1/12 Vlan: 12

2007/09/05 20:00:00 CH:32 Source: 1/12  Vlan: 12 Uplink
2007/09/05 00:00:00 CH:32 Source: 1/12  Vlan: 12 Uplink
>

goobogo

014-5012000000000000000DO0C00O0ODAO

ooono oo goooooo

yyyy/mm/dd hh:mm:ss l20000000000000 g/0/00:0:0

<nif no.>/<port no.> ooooo 12000000000000000000000
gono

CH:<channel-group-number> 0ooooooooag L2000000000000000000000
oooooooo

Source L2000000000000 L2000000000000000000000

ooooo goo

<nif no.>/<port no.>0 0 0000
CH:<channel-group-number>0 0 0000000
oo
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show loop-detection logging

oooo oo oooooo
Vlan VLAN ID L20000000000000 VLANIDOOO
oooo
Uplink ooooooooo 000D0000000000D000000000
Inactive inactive 00000 inactive 00 0000000000000

gogoooogo

oo

goboooooo

0 14-60 show loop-detectionlogging D 0 000 0OO0OO0O0OCOOO

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

gboooooooooocoooooooocoooo

Connection failed to L2 Loop Detection program.

L200000000000000000000O0O000O00O00
ooooooooooo

L2 Loop Detection is not configured.

L200000000000000000O000O00000
goooooooooooooooooOoooooooooo

goodgdao

oo
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clear loop-detection statistics

clear loop-detection statistics

L2000000000000000000

ggodgguo

clear loop-detection statistics [port <port list>] [channel-group-number <channel
group lists>]

goodoogo

gbobooooooooooobobob

goobogooo

[port <port list>] [channel-group-number <channel group list>]
0000000o0ooo0o0oo00DoO0o00oD L2000000000DOOO00ODOOOOODODOO

gbooboooobooboboboboobooobooboboboboobooooobobOobon
o00oOOoO00ooOo0o0o0DOo0 lk2000ooOoO0O0ooOoOoOoOoDoOoOoDo

port <port list>
0000000000000 L20000000000000000O0O<portlist>00000
g00d0o0o00ooo0o0ooo@ooooooooooobooooooDoooooog
channel-group-number <channel group list>
0000o0o00oooo0o0ooo0ooodooo0oooooUooDo0 L2o00ooooOooOoo
O000000000O<channelgroup list>0 0000000000 0O0O00OO0O0OOOOOO
oo0oooooooooon

gbooooooooobo
gooooooooOoOoOOOOOOOOOO0 2000000000 0ODOODOODODODOO

googod

L2000000000000000000

014-401200000000000000

> clear loop-detection statistics
>

goobogo

oo

ggoooooo

oo
ugooooogo

O 14-70 clear loop-detection statistics 1 O 0 000000000 O0O

ooooo oo
Can't execute this command in standby system. 0000000000000 00D0DO0OoOoooOoag
Can't execute. 00o00o0o00o0o000o000000000o00o0
Connection failed to L2 Loop Detection program. 1200000000000 000000000000000

oooooooogooao
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clear loop-detection statistics

ooooo oo

L2 Loop Detection is not configured. 1200000000000000000000000ODOO
00000ObO0o00ooObOO0OOo0o0oboOoooooooooooa

goobognd
- l20000000000000OO0OOOOUDOODODOOOOO
- J0000000000000000SNMPOOOOOMIBOOOOOOOOOOO
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clear loop-detection logging

clear loop-detection logging

L20000000000000000000O0O00O00O00

ggodgguo

clear loop-detection logging

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

l200000000000000OO00O0ODO0O0ODOOO

014-50120000000000000000000O

> clear loop-detection logging
>

ggodgguo

oo

goobogoooboo

oo

goboooooo

O 14-80 clear loop-detection statistics DO 0 OO0 O0O000O0O0O0DOO

ooooo oo
Can't execute this command in standby system. Oo0oooooooooooooooooooon
Can't execute. J00o00o0ooooooooooooooooog

Connection failed to L2 Loop Detection program.

oobooooooooo

L2 Loop Detection is not configured.
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oo
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restart loop-detection

restart loop-detection

L2000000000000000000

goodgdao

restart loop-detection [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo

-f
oO00ooOoO00oooOoO00OooO0O0DObol20000000ODOOO0O0ODOOObOOD

gbooooooooobo
gboooooobobdobdo

core-file
O0o0000000oo0oooooooo

gbooooooooobo
gboooooobobdobdo

gbobobobooooooon
oO000oOo00ooOoO00OooO0O0DObOl20000000ODOOO0ODOOODbOOD

gobood

L2000000000000000000

01460120 0000000000000

> restart loop-detection
L2 Loop Detection program restart OK? (y/n): y
>

goodgdao

ao

gogoooogo

oo
goboooooo

0 14-90restart loop-detection I 00 OO0 DO O0OO0OOOOO

goooo od
Can't execute. gooobobooobbooobobooooboo
L2 Loop Detection doesn't seem to be running. 1200000000000000000000000O0O00OO0

goooooooooooooo
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restart loop-detection

ggodgguo

O0o0o000o00oo0oo0oooooboooooo0ooooon
000000000 fusr/var/core/
000000 0I121dd.core

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboooooobobdobdo
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dump protocols loop-detection

dump protocols loop-detection

L20000foooogoooooooooooooooooooooooooooooooooooog
gooooob

goobognd

dump protocols loop-detection

gogododogo

gboboooobooboboboooo

gogododogo

oo
gobood
uboboboooobooboboboboboboooboooboobobobo

0147000000000 00DOOCOOOOOOODOOObOOD

> dump protocols loop-detection
>

goodgdao

oo

goobogoooo

ao

ogooooogo

0 14-100 dump protocols loop-detecton D O OO0 O O0O0O0O00OOOODO

ooooo oo
Can't execute. O0OO00000o0ooobOooOoooooooooa
Connection failed to L2 Loop Detection program. 20000000 0000000000000000000
oooooooooog
File open error. 0000000000000 O0ODOO0O00O0OOODOn
oo
L2 Loop Detection is not configured. l20000000000000000000000000

gooooooooobooooooooOoocoOooOobooOooOod

goodgdao

0000000000000bO0o0b0o0oo0obOooooooog
0000000004 fusr/var/121d/
00o00000ol2ld_dump.gz

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboobooogooo
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CFM

12ping

I2traceroute

show cfm

show cfm remote-mep

show cfm fault

show cfm [2traceroute-db

show cfm statistics

clear cfm remote-mep

clear cfm fault

clear cfm I2traceroute-db

clear cfm statistics

restart cfm

dump protocols cfm
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12ping

12ping

oooo MEPOOOOOOOMEPOOO MIPOODOOOODOODOODOODOODOODOOOOOOOO

gooogad

12ping {remote-mac <mac address> | remote-mep <mepid>} domain-level <level> ma
<no.> mep <mepid> [count <count>] [timeout <seconds>] [framesize <size>]
googogo

gbobooooooooooobobob

goobogooo

{remote-mac <mac address> | remote-mep <mepid>}

remote-mac <mac address>
Jddoooooooo MEPOOO MIPO MACOOOOOOOOOOO

remote-mep <mepid>
00o00do0ooooo MEPIDOOOOOODODODODOOOCCODOOOOOOOO
MEPOOOOOODODO

domain-level <level>
g0o0oo0ooooo0oooooobooobooooooOo0oooooooobooooooooobooobooba
O0o00000oo00oo0ooooooboaono

ma <no.>
000000 MAOOODOOOOOOODOOODODODOODOOODOOOODOOOOOOO0ODOOOOOO
OO0 MAOOOODOOODOOOOO

mep <mepid>
000000 odoO0OO0o0 MEPIDOOOODOODDOOODOOODOOODOOODDOODOOOD
OdooOooo MEPIDOODOOODOO

count <count>
goddoooooooooooooooooooooooooooooooOo 105000

O0o0ooooooooo
O0000000000000000 s00000ono
timeout <seconds>

gbobooooobooboboboboooobooboobobi10e0000O

gbooooooooobo
gbooboooos0000000

framesize <size>
0000 CFMPDUOODOOOODOOOODOOODOOOODOOODODOOODOOODOOO 1091920
oo

gbooooooooobo
gooooOoOoOoOoOoOOO4000D0O0OD0OCKMPDUD 6400 D0OO0DOODOOO

googod

12ping 0000000000
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0 1510 12ping0 OO0

12ping

>12ping remote-mep 1010 domain-level 7 ma 1000 mep 1020 count 3

L2ping to MP:1010(0012.e220.00a3)

Time:2009/03/10 19:10:24

1: L2ping Reply from 0012.e220.00a3
2: L2ping Reply from 0012.e220.00a3
3: L2ping Reply from 0012.e220.00a3

--- L2ping Statistics ---

Tx L2ping Request
Round-trip Min/Avg/Max

>

goodgdao

on Level:7 MA:1000 MEP:1020 VLAN:20
64bytes Time= 751 ms
64bytes Time= 752 ms
64bytes Time= 753 ms
3 Rx L2ping Reply : 3 Lost Frame : 0%

0 1510 12ping0 0000

751/752/753 ms

ooono

oo

ooooono

L2ping to MP:<remote mp>

000000 MEPOOO
MIPO MACOOODO

oooooo MEPOOO MIPO MACOOOO
<remote mac address>0 0 00000 MEPO OO
MIPO MACOOOOOOOOOOO

<remote mep id>(<remote mac address>00 00 0O
OMEPIDOODOODODO

Level goooooo ogd 7

MA MAODOOO 000000000000000MAOOOO
MEP MEP ID 0000 MEPID

VLAN VLAN ID 000 VLAN ID

Time oooo yyyy/mm/dd hh'mm:ssO O /0 /0 O :0 :0
<count> oooooog goooo

L2ping Reply from <mac
address>

00 MPO MACOOOO

00000000 MEPOOO MIPO MACOOOO

bytes oooooo CFMPDUOOO CFMOODODO EndTLVOOOO
ooo
Time oooo ooooooooooooooboobooooboooooo

oooooooooooooo

Request Timed Out.

gooooooooono

goooooooooooooooooooboooo

Transmission failure.

oooo

000 VLANOOOOOOOOOOooooooooo
ooooood

Tx L2ping Request godoooogooooa g
oo

Rx L2ping Reply 0o00o0oo0oooooooo Oooo MEPOODOMIPODODOOOOOOOODODO
] |

Lost Frame 0ooO0oO0O0O0O000%0 |

Round-trip Min/Avg/Max gooooo/oo/o0 ]

gogoooogo

oo
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12ping

ugooooogo

015-2012ping0 00 0OOCOOOOOOOOO

ooooo

oo

Can't execute this command in standby system.

gooOooooooooooooooooooonoo

Can't execute.

gooOooooooooooooooooooonoo

CFM is not configured.

CPMOOODOOO0DOO0OODODOOODOOOODODOOOOOD
oooooo

Connection failed to CFM program.

CPMOOODOOO0DOOO0OO0DODOOODOOOODODOOOOOD
ooooooo

No such Remote MEP.

000000000 MEPOOOOOOOOOOOOOOOO
ooooooooooo

Now another user is using CFM command, please try
again.

0o0ooooocrMO000000000000O000O0O0
oobooooooooo

Specified Domain Level is not configured.

goooooooooooooooooooooboooonod
oobooooooooooo

Specified MA is not configured.

OO0MAOOOOOOOOO MAOOOOOO VLANOODO

goboooooooooooooooooooooooon
oo

Specified MEP is not configured.

OO0MEPIDOOOOOOOOOOOOOOOOOOOOOO
oooooooooo

goobogo

- J0J00000000O0UODOUOOCKIO COODODDDODODODODO

e JO00OO0ODOODOOOOOOOOOOODOODODO

e framesize 00000 1476 00 0000000000000 0O0O0O0OO0OO0 mtuOOO
systemmtuO000000000C00O0 MTUOD 150000000000000000A0

« J0U0U00U0UUOOMPOMACOUUUUOUODUUOUUUOOOremotemep 0O00OOOMEPIDOO
000 MACOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOOMEPIDOOOOO
00000000 MACOOOOOOOMEPO MIPOOOOOOOOOO
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12traceroute

|2traceroute

0000 MEPOOOOOOMEPOOOMIPOOODODOODOOOOOO

gooogad

l2traceroute {remote-mac <mac address> | remote-mep <mepid>} domain-level <levels
ma <no.> mep <mepid> [timeout <seconds>] [ttl <ttls>]

ugoooooao

gboboooooobooobooboooo

goobogoo

{remote-mac <mac address> | remote-mep <mepid>}

remote-mac <mac address>
00o00ooooooodooo MEPOOO MIPO MACOOOODOODOODOODO
remote-mep <mepid>
000000o0ooodoDOoo MEPIDOOOODODODOODOOOOCCOOOOOOO
Oo00O MEPIDOODOOODOOO

domain-level <level>
0000000000000 0O0000000Db0000000bO0000000000bOo00o0oOOoOn
0000000000000 bOO0o0n0oOon

ma <no.>

go0ooOoOoOoo MAOODODOOODOODOOOOOODOOOODOOOOOOOOOOOOOOOOO
goooQ MAODODODOODOODOODOODO

mep <mepid>
000000000 oO0odooO MEPIDOODOOODODODOODOOODOOODOOODDODOODOOOD
do0DOo0odooOOo MEPIDOOOODODOOO

timeout <seconds>
0000000000000 o00b0000oooo0oo00o 1oe0000O

gbooooooooobo
gbooboooos0000000

ttl <ttl>

0000000000 00000 timetolivedODODDOOODOOOOOOOODDOOODOOOOO
010255000

obooooooooobo
gbooooobe4dnooono

gobood

12traceroute 00 00000000
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12traceroute

0 15-20 I12traceroute 0 O O O

>12traceroute remote-mep 1010 domain-level 7 ma 1000 mep 1020 ttl 255

L2traceroute to MP:1010(0012.e220.00a3) on Level:7 MA:1000 MEP:1020 VLAN:20
Time:2009/03/17 10:42:20
254 0012.e220.00c2 Forwarded
253 0012.e210.000d Forwarded
252 0012.e220.00a3 NotForwarded Hit
>
ogooooo
O 15-30 12traceroute D O O O O
oooo ood oooood

L2traceroute to
MP:<remote mp>

000000 MEPOOO MIP
0OMACOOOO

gooooo MEPOOO MIPO MACOOODO
<remote mac address>0 0 00000 MEPO OO
MIPO MACODOODOODOOOOOO

<remote mep id>(<remote mac address>0 00 000
OMEPIDOOODOODO

Level oooooono 00 7

MA MADOOOO 0000000000000 00 MAOOOO
MEP MEP ID 0000 MEPID

VLAN VLAN ID 000 VLAN ID

Time oooo yyyy/mm/dd hh'mm:ssO O /0 /0 O :0 :0
<ttl> Time to Live 00 255

<remote mac address>

0ooMPO MACOOOO

0000000000 MEPOOO MIPO MACOODO
O

Forwarded

ooooooooooocooon

0o0MPOOOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0OO
ooooo

NotForwarded

goooooooooooooo

0o0MPOOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O
oooooooo

Hit

000000 MEPOOO MIP
ooooo

ooobooo MEPOOOMIPOOOOOOOOOOO

Transmission failure.

oooo

000 VLANOOOOOOOOOoOooooooooo
oooooo

goobogoooboo

oo

goboooooo

O 1540 12traceroute 0 0000000000000

ooooo

oo

Can't execute this command in standby system.

obooooooooobooooocoooocoooo

Can't execute.

obooooooooobooooocoooocoooo

CFM is not configured.

cCrMO000000000000000000000000
oooooo

Connection failed to CFM program.

CrMO000000000000000000000000

ooooooo
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12traceroute

ooooo

oo

No such Remote MEP.

000000000 MEPOOOOOOOOOOOOOOOO
ooooooooooo

Now another user is using CFM command, please try
again.

ooooooocrMOO0000000000000000O0
ooooooooooo

Specified Domain Level is not configured.

goooooooooboOoooooooOoocOoooooooOod
ooooooooooooo

Specified MA is not configured.

OO0MAOOODOODOOMAOOOOOO VLANOOO

gooooooOooo0ooooooooooOooooooooo
oo

Specified MEP is not configured.

OO0MEPIDOOOO0O0O000O0O0O000O0O0O0O0OOOOO
oooooooooo

goobognd

- J000000000000OOOCHlO COOODODODODODO
e JO00ODOO0ODOODOOOOOOOOOOODOODODO
- JD0000DOMPOOOUOODODOOODDOOODOOOODLInktraceO0O0O0O0DODOOODOOOOO

goboboooooon

 Linktrace 00000000000 ODOODODODOODODOOODOODOODOODOODOODOODOOOOOOOO

0000000000 MPO MACOODOODOODOODODOODODOOremotermep 00 OOOMEPIDO

o000 MACOODOOOOOOOOOOOOOOOOOOOOOOOODOODOOOOOMEPIDOOO
0000000000 MACOODODOOOO MEPO MIPOOODOOOOOOO
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show cfm

show cfm

gooooMPOOOOOOOOOOOOOOOCKMOOOOOOOOO

ggodgguo

show cfm [{[domain-level <level>] [ma <no.>] [mep <mepid>] | summary}]

goobogooo

gbobooooooboobobobob

goodoogo

{[domain-level <level>] [ma <no.>] [mep <mepid>] | summary}

domain-level <level>
J0000o0o0o0o0o0oo0ooOoOoD CFMOODODOOOOOO

ma <no.>
0000 MAODODOOOOO CFMODODOOODOOODO

mep <mepid>
OO00OO0OMEPIDOOOO CFMODODOODODOO

gboooooooboobd
goooooooooooooooocrMO0Ooooooooooooooooooooog

gdoooOoOoOoOoOoOoooo CcrMUOUOU0O0O00O0OOO0DOUOOODOODOOODOOOOOOOOg
gdooooOoOoOoOoOoOooOoo CckPMUOOOOOOOOO

summary
MPOOO CFMOODOODODODOODOODOOOO

gbooooooooobo
oooo CPMOOOOOOOOO

oooo1o

crMO00000ooooo
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show cfm

o1s-30CFMODOOOOOOO

>show cfm
Date 2009/03/15 18:32:10 UTC
Domain Level 3 Name (str): ProviderDomain 3

MA 300 Name (str) : Tokyo to Osaka
Primary VLAN:300 VLAN:10-20,300
CC:Enable Interval:1min

Alarm Priority:2 Start Time: 2500ms Reset Time:10000ms
MEP Information

ID:8012 UpMEP CH1 (Up) Enable MAC:0012.e200.00b2 Status:Timeout
MA 400 Name (str) : Tokyo to Nagoya
Primary VLAN:400 VLAN:30-40,400
CC:Enable Interval:1lmin

Alarm Priority:2 Start Time: 2500ms Reset Time:10000ms
MEP Information

ID:8014 DownMEP 1/21 (Up) Disable MAC:0012.e220.0040 Status:-
MIP Information
1/12 (Up) Enable MAC:0012.e200.0012

1/22 (Down) Disable MAC:-
Domain Level 4 Name (str): ProviderDomain 4
MIP Information
CH12 (Up) Enable MAC:0012.e220.00b2

>

ooob10000D0O

O16-50CFMO 00000000

oooo oo oooooo
Domain Level <level> oooooooooooo <level>0 0000000
oo Name:-O0O00O000000O0O0OO

Name(str):<name>0 0000000000000
Name(dns):<name>0 0000000000000
0oooooooo

Name(mac):<mac>(<id>)0 0000000 MAC
0oooooIpooo

MA <no.> MAOOOOO MAOD <no>000000000000000 MAODOO
O
Name(str):<name>OMAOOOOOOO0OO
Name(id):<id>OMA O ODOOOOOO
Name(vlan):i<vlan id>O0MA O OO VLANID OO

O
Primary VLAN Primary VLAN ID MAOODOOO VLANOOOOODOO VLAN
00000 VLANOOOOOODOO""0oo0g
ooo
VLAN VLAN ID MAOOODOO VLAN ID

VLANOOODOOOOOOoO ™ goooooo

CC ccoooon EnableDCCOOO
DisableD CC OO O

Interval ccMOoooo 1sOCCMOO00 10
10s0CCMOODOO 100
IminO0CCMOOO0O 10
10minO0 CCM OOO0O 100
ccoOoOoooOoo"™"ooooooo
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show cfm

ooono

oo

oooooo

Alarm Priority

ooooooooooo

gooooooooooooooooooon
gboooooooooocoooooooocoooo
oboooooooooood

e ODOOOODOOOODOO

« 100000 MEPOOOOOO

- 200000 MEPOOOOOO

« 3pCCMOOODODOO

- 40MAOOODOOOMEPODOOODO CCMODO
- 50000 MAOO CCMODO

ccooooooo""oopooono

Start Time ooooooooooono 2500 0 10000msO0 000000000 OOOOnO
oooood ooooad
cCOooodooo""gonoooood
Reset Time ooooooooooono 2500 0 10000msO0 0000000000 OOOnO
oooood ooooad
ccooonoooo™"gooooooa
MEP Information MEP OO O
D MEP ID O0o00dod MEPID
UpMEP Up MEP 0000000 MEP
DownMEP Down MEP 0oo0ooo MEP
<nif no.>/<port no.> ooooo MEPOODOOOO

CH<channel group number>

oooooooooo

MEPOOOOOODOODO

Up 0000 UpOO 0000 UpOO0OO00O0OO00O0DOOODOO
0000000000000 D00O0O000O0O0O0n
0 UpO00O0000O0OOOOOO

Down 0000 DownO O 0000 DownODODODOOOOOOODOOO
0000000000000 D000O000O0O0O0n
ODownOOOOOODOOOOOOO

Enable gooo CFMOOO0O 0

Disable gooo CFMOOO0O 0

MAC MEPO MACOOOO MEPOOOOOOOOO DownOOQOOOQO™"O
oooooo

Status MEPOOODOOOO MEPOOOOODOOOOOOOOOOOOOOOO

goooooooooood

e OtherCCMO O OO MAOO CCM OO

e ErrorCCMOMEPIDO OO CCMOOOOOO
goccMoad

e TimeoutO CCM OOOOODO

e PortStateJ DO OO DOOO0O CCMODO

« RDIDODODODOOOO CCMODO

gooooooooooooo "oDo0oo0ooo

MIP Information

MIP OO

O

<nif no.>/<port no.>

ooooo

MIPOOOODOO

CH<channel group number>

gooooooooo

MIPOOOOOOOOOOO

Up

oooo UpOO

0000 UpO000O00O0000O0O0O0O0
oooooooooobooooOooooooooa
0OUpO000000O0O0O0O0O0OO0
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show cfm

oooo oo oooooo

Down 0000 Down OO 0000 DownOODOOOOOOOOODOO
00000000 0000D0D0D0O0OO0OOOoOoOOn
ODownOODODODOOOOOOOO

Enable o000 CFMOODOO |

Disable oooo CFMOODODO |

MAC MIPO MACOOOO MIPOOOOOOOOO DownOQOOQOOQO™ O
oooooo

0000 20

cCPMOOOOOOOOOOO

ao

o1540CFMODOOOOOODOOO

>show cfm summary

Date 2009/03/14 18:32:20 UTC

DownMEP Counts
UpMEP Counts
MIP Counts

CFM Port Counts
>

Oo0Oob 2000000

2

2
5
9

o160 CFMO 0000000000

ooono oo oooooo
DownMEP Counts Down MEP O 000000000000000000 Down MEP O
UpMEP Counts Up MEP O 00000000o00o000o00o000 UpMEPO
MIP Counts MIP O 00obo0o0bo00o000000o0o000 MIPO
CFM Port Counts CFMOOODOO MAOOOOOO VLANOOOOCFMOOOOODOODOOO

VLANOOOOOOODown MEPOOOODODOOO MAODOO
Down MEPO VLANOOOOUpMEPO OO MAOOOOOOD
00 VLANOO VLANOOOOOOMM™

gogoooogo

oo

goboooooo

0 15-70showcfm 00000000 O0OODOOO

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

gboooooooooocoooooooocoooo

CFM is not configured.

CrMO0000000000000000000O00000
oooooo

Connection failed to CFM program.

CPMOOO0D0O0OO0DOOOODOOOOOOOODODOOOOOD
ooooooo

Specified Domain Level is not configured.

gooooooooobooooooooocooobocoooOod

ooooooooooooo
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show cfm

ooooo

oo

Specified MA is not configured.

OoMAOOOOOOOOOOOOOOOOOOOOOOOO
oooooooooooo

Specified MEP is not configured.

OO0MEPIDOOOOOOODOOOOOOOOOOOOOOO
oooooooooo

ggodgguo

oo
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show cfm remote-mep

show cfm remote-mep

CFMO CCOOOOOOOOOOOO MEPOOOOOOOOO MEPOOOOO MEPOOOOOOO
gboobooboo

goobognd

show cfm remote-mep [domain-level <level>] [ma <no.>] [mep <mepid>] [remote-mep
<mepid>] [detaill

goobogoo

gboboooooobooobooboooo

goobogoo

domain-level <level>
O0000oo0oo0oooobooooo0o MEPOOOOOOOOO

ma <no.>
0000 MAOOODODOODOOODOOO MEPOODOOOODOOO

mep <mepid>
0000 MEPIDOODOODOODO MEPOOOOOOOOO

remote-mep <mepid>
OO0000O00oOoO MEPIDODDOOODOOODO

gboboooooonDg
gbobooooobooboboobobobobooboooooooboboboboboboooboooboon
gboboooooboobobobobobobooooooooobobobobobooboobooobooon
gbooooboobobobobobooboooon

detail
0000 MEPOOOOOOOOOOOO

gboooooooboobd
goooMEPOOOOOOOOOOOOOO

gbobobobooooooon
goooooooMEPOOOOOOOOOOOOOO

oooo 1o

o000 MEPOOODOOODO
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show cfm remote-mep

015-50 0000 MEPOOOOOO

>show cfm remote-mep

Date 2009/03/20

18:05:12 UTC

Total RMEP Counts: 4
Domain Level 3 Name(str): ProviderDomain 3
MA 100 Name (str) : Tokyo to Osaka
MEP ID:101 1/20 (Up) Enable Status:Timeout
RMEP Information Counts: 2
ID:3 Status:Timeout MAC:0012.e220.1224 Time:2009/03/20 17:55:20
ID:15 Status: - MAC:0012.e200.005a Time:2009/03/20 18:04:54
MA 200 Name (str) : Tokyo to Nagoya
MEP ID:8012 CH1 (Up) Enable Status: -
RMEP Information Counts: 2
ID:8003 Status:- MAC:0012.e20a.1241 Time:2009/03/20 12:12:20
ID:8004 Status:- MAC:0012.e20d.12al Time:2009/03/20 12:12:15
>
ooo0O0o1000000
015800000 MEPOOOOOOO
gooo oo gooooo
Total RMEP Counts 0000 MEPOOODO o

Domain Level <level>

ooooooooooooon

<level>0 OO OODOOO
Name:-0OOOODOOOOOOOO
Name(str):<name>0 0000000000000
Name(dns):<name>0 0 0000000000000
oooooono

Name(mac):<mac>(<id>0 0000000 MACOOO
goIbOoOO

MA <no.> MAOOOOO MAODO <no>000000000000000 MAOOODO
Name(str):<name>OMAOOOOOO0OO
Name(id):<id>OMAOOOOOOOO
Name(vlan):i<vlan id>O0MAO OO VLANIDOOO
MEP ID 0000 MEPID |

<nif no.>/<port no.>

ooood

MEPOOOODOO

CH<channel group
number>

gooboooooooo

MEPOOOOOOOOOOO

Up

0000 UpOO

oooobo UpbOOOCOOOCOOOCODOD
ogooooooooooooooOoOooOoOoDoOoooO Up
oob0ooooooooooo

Down

0000 Down OO

0000 DbownOOOOOOOOOOODOO
oboboooooooooooooocoooooooon
DownOOOODOODOODDODO

Enable

oooocrMOOOO

0

Status

o000 MEPOOOOOOO

OoooMEPOOOOOOO0O0O0OO0O0O0O0O0OOOOO

oooooooooooooo

* OtherCCMOO OO MAOO CCM OO

e ErrorCCMOMEPIDO OO CCMOOOOOOOO
ccMOO

e TimeoutD CCMODOOODOO

e PortState0 DO 000000 CCMODO

« RDIDODOOODOODO CCMOO

oooooooooooooo"™"ooooood

RMEP Information

Oo0o00 MEPOO

O
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show cfm remote-mep

goooo oo oooogoo
Counts 0000 MEPO 0
ID 0000 MEPID |
Status oooo MEPOODOOO o000 MEPOODOCOOODOOOOOOODOOOO
gooooog

e OtherCCMOOUODO MAOO CCM OO

e ErrorCCMOMEPIDOOO CCMUOOOOOOOO
CCM OO

e TimeowtUCCM O OOOOO

e PortStateD OO OOOOO CCMODO

e« RDIDDOODOOOODO CCMOO

oooooooooooobooo"™"oogoooodg

MAC 0000 MEPO MACOOOO O
Time gooccMOooooood yyyy/mm/dd hhimm:ssO 0O /0 /0 O :0 :0
o000 20

0000 MEPOOOOOOOOOOOO

015600000 MEPOOODOODOODOO

> show cfm remote-mep detail
Date 2009/03/20 18:19:03 UTC

Total RMEP Counts: 4
Domain Level 3 Name(str): ProviderDomain 3
MA 100 Name (str) : Tokyo to Osaka
MEP ID:101 1/20 (Up) Enable Status:Timeout
RMEP Information Counts: 2
ID:3 Status:Timeout MAC:0012.e220.1224 Time:2009/03/20 17:55:20
Interface:Up Port :Forwarding RDI:On
Chassis ID Type:MAC Info: 0012.e220.1220
ID:15 Status: - MAC:0012.e200.005a Time:2009/03/20 18:04:54
Interface:Up Port :Forwarding RDI: -
Chassis ID Type:MAC Info: 0012.e200.0050

>

Oo0Oob 2000000

015900000 MEPOOOOOOOOOO

oooo oo ooooog
Total RMEP Counts 0000 MEPOODODO O
Domain Level <level> jooooooooood <level>OOOOQOOOO
oo Name:-O0 OO OOOOOOOOOO

Name(str)<name>0 0000000000000
Name(dns):<name>0 0 0 0000000000000 0O0O

goono
Name(mac):<mac>(<id>0 0000000 MACOODOOO

IDOOO

MA <no.> MADOOOOO MAOO <no>0000000000000D00 MADODDO
Name(str):<name>O0MAOOODOODOODOO
Name(id):<id>OMAOOOOOOOO
Name(vlan):<vlan id>0 MAO OO VLANID O OO

MEP ID 0000 MEPID O

<nif no.>/<port no.> googo MEPOOOOOO
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show cfm remote-mep

oooo

oo

oooooo

CH<channel group
number>

ooboooooooo

MEPOOOOOOOOOOO

Up oooo UpOO 0000 UpUODOOOOoOoOooOooOooo
0ddoo0ooooOoooooDooOouooooooo UpO
oooooooooooo
Down 0000 DownO0O 0000 DownOODOOOOODOOOOOOOO
0000000000000 0D0DoO00oo0o0O0O0oOO Down
ooooooooooooo
Enable Jooo CFMOOOO O
Status Jooo MEPOOOOOO 0000 MEPOOODOOOODOOOOOOOOOOOOOO
O ooooooooooooo
e OtherCCMOOUODO MAOO CCMOO
e Error CCMOMEPIDO OO CCMUOOOOOOO CCM
ood
e TimeoutOCCM OO OOOO
e PortStatel OO0 OJOOOOO CCMOO
« RDIOOOOOOODO CCMODO
gddoo0ooooooooo"™"ooooooog
RMEP Information oooog MEPOO O
Counts 0ooo MEPO |
1D 0000 MEPID |
Status oooo MEPOOOOO 0000 MEPOODOOODOOOOOOOOOOOOO
oooood
e OtherCCMOUOUOO MAOO CCMOO
e Error CCMOMEPIDO OO CCMUOOOOOOO CCM
od
e TimeoutOCCM OO OOOO
e PortStatel OO0 OJOOOOO CCMOO
« RDIOOOOOOODO CCMODO
gddoooooooooooo"™"ooooooog
MAC oooo MEPO MACOO O
oo
Time gooccMooooooo yyyy/mm/dd hhimm:ssO O /0 /0 O :0 : 0
Interface Jooo MEPOOOO 0000000 CcCM OO InterfaceStatus OO O
gooooo « UpOUpOO
e Downl Down OO
e Testingd OO OO
e UnknownO OO QOO
e Dormant0D 000 000ODOOO
e NotPresent0 OO O DODOO0OO0OODOODO
¢ LowerLayerDownO 0000000000 OONO Down O
O
goooooccMOUOooooooooootrooooo
od
Port Jooo MEPOOOOOO 0dooooo ceM OO0 PortStatus 00 O

e Forwardingd OO OO
e BlockedDOOQOQOGOOOO

oooooocececMOoOoooOoOoooooo ™"oooon
od
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show cfm remote-mep

oooo

oo

oooooo

RDI

0000 MEPOOOODOO
O

ooooMEPOOOOO0OOO0O0OO0O0OOOOOODOOO
gooooccMOoOooOoOoOo RDIODODOOOODOODODODO
e OnOOOODODODO

oooooooooooooo™oooooobog

Chassis ID

o000 MEPOOODOO
ID

0000000 CCMODO ChassisIDOOOODOOOOO

Type

Chassis ID O Subtype

InfoOOOOOOOOOOO

e CHAS-COMPUO Info 0 Entity MIB O entPhysicalAlias
¢ CHAS-IFO Info O interface MIB O ifAlias

e PORTO Info O Entity MIB O portEntPhysicalAlias

¢ MACO Info 0 CFM MIB O macAddress

e NETO Info O CFM MIB O networkAddress

e NAMEUO Info O interface MIB O ifName

e LOCALO Info O CFM MIB O local

gooooo ceMooooooooooo ™ ooooo
oo

000000000000 00Typed MACOOOO InfoO
0000ooO0oO0ooooMACOOODDOOODODODOO

Info

Chassis ID O Information

Type 0000000
oooooo ccMOOOOOOOOOOO" 00000
oo

goobogoooo

ao

goboooooo

0 15-100 show cfmremote-mep OO0 00O O OO0OOOOODO

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

gboooooooooocoooooooocoooo

CFM is not configured.

CrMO0000000000000000000O00000
oooooo

Connection failed to CFM program.

CrMO0000000000000000000O00000
gooooooo

No such Remote MEP.

000000000 MEPOOOOOOOOOOOOOOOO
oboooooooooao

Specified Domain Level is not configured.

goooooooooooooooooOoocOoooocoooOoo
ooooooooooooo

Specified MA is not configured.

OooMAOOODOOOODODOOOOOOOOOOODODOOOOO
oboboooooooood

Specified MEP is not configured.

OO0OMEPIDOOOOO0O0O00O0O0O0O0O0O0O0O0O0OOOOO
oooooooooo

goobognd

ao
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show cfm fault

show cfm fault

CFMO CCOOO00O00O00O00O0O0O0OO0OOOOOOOOOOoOoocCcCcMUOOOOOoOooood

ggodgguo

show cfm fault [domain-level <level>] [ma <no.>] [mep <mepid>] [{fault | cleared}]
[detaill]

goodoogo

gbobooooooooooobobob

goobogooo

domain-level <level>
g0o0ooooooooooooooooooooooo

ma <no.>
0000 MAOODOOODODOODOODODOOODOOO

mep <mepid>
OO00O0MEPIDOOOODOOODOOOODOO

{fault | cleared}

fault
O0o0oooooooooooooa

cleared
Oo0o0oooooooooooooon

obooooooooobo
gboobooooobooboboboboobooboobooboboboobooboooooboobOoboD
gbobooooobooboboboboobobooboboboboboooobooboobobOobob
gbooooboobobobobooobooobooon

detail
oooO0o0ooooooooog
O00O0o0o0ooOooooo
000O000oo0o0oooOooooo

gbooboooooooboobon
booooooboboboooboooboon

oooo1o

CPMOOOODOODOODODDODODODO

0157000000000

>show cfm fault

Date 2009/03/21 10:24:12 UTC

MD:7 MA:1000 MEP:1000 Fault Time:2009/03/21 10:15:21
MD:7 MA:1010 MEP:1011 Cleared Time:-

MD:6 MA:100 MEP:600 Cleared Time:-

>
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show cfm fault

oboob10000D0O

o15-M000000ooog

oooog oo oooooo

MD ooooooo 00 7

MA MADOODOO 0000D00000000000 MAOOOO

MEP MEP ID 0000 MEPID

Fault ooooao u

Cleared oooooao O

Time oooooo MEPOOOOOODOOO
0000000000000 00D00000000000000o0
oo

yyyy/mm/dd hhimm:ssO 0O /0 /0 O :0 :0
pooooboooooo~"oobbooon

oooo 2o

CPMOOOOOOOOOOOOOOO

01580 000000000DO

>show cfm fault domain-level 7 detail
Date 2009/03/21 12:00:15 UTC
MD:7 MA:1000 MEP:1000 Fault
OtherCCM : - RMEP:1001 MAC:0012.e220.11al VLAN:1000 Time:2009/03/21 11:22:17
ErrorCCM : -
Timeout : On RMEP:1001 MAC:0012.e220.1lal VLAN:1000 Time:2009/03/21 11:42:10
PortState: -
RDI : -
MD:7 MA:1010 MEP:1011 Cleared
OtherCCM : -
ErrorCCM : -
Timeout : - RMEP:1001 MAC:0012.e220.22al VLAN:200 Time:2009/03/21 10:22:17
PortState: -
RDI s -
>

Ob0Oob 2000000

015-120000000000000

gooo oo 0oooooo
MD ooooooo oa 7
MA MAOODOO 00000000000000O0 MAOOOO
MEP MEP ID 0000 MEPID
Fault ooooo O
Cleared oooooo 0
OtherCCM oooogos O000OMAOOOOOOOO MEPOO CCMOOOOOOO
000 MAODO CCMOO oooooo
on0OOOO
-00ooo
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show cfm fault

oooo oo oooooo
ErrorCCM ooooo 4 O00OMAOOOOODOOOO MEPOOOOO CCMOOOO
0ooO0 ccMOoOoO O0D0O0DOO0OOOMEPIDOOO CCMOOOOOOOOO
gono
onOOOOO
-00000
Timeout ooooo 3 0000 MEPOO CCMOOOOOOOOOOOOOOOO
ccMOoOooooo onOOOOO
-00000
PortState ooooo 2 0000 MEPOOODOOOOOOOOOOCCMOODODOOO
0000 MEPOOOOOO ooooooo
onOOOOO
-00000
RDI oooool 0000 MEPOOOOOODOOOOOCCMOOOOOOO
0000 MEPOOOOOO oooooo
onOOOOO
-00000
RMEP 0000 MEPID 0000000000000 CccMOOOOO0 MEPIDOOO
ooo
MAC 0000 MEPO MACOOOO O
VLAN CCM OO VLAN O
Time oooooo goooooooog

yyyy/mm/dd hhimm:ssO0 0O /0 /0 O :0 0

goobogoooboo

oo

ugooooogo

0 15-130showcfmfault OO OO0 OO OOOOOOOO

ooooo oag

Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon

Can't execute. Jod0o0000d00obOO0bDOobOooOoooooo

CFM is not configured. CFMOU0O0O0O0O0O0O0OO00DO0OD0DO0ODOO0DOOoOoooooog
gooooo

Connection failed to CFM program. CPMOO000000000000000000000000
goooooag

Specified Domain Level is not configured. 000000000000 00000O0oOoOoDooooooog

ooooooooooood

Specified MA is not configured. OO0 MAOOODODODOODODODODOOOOOOOOOO
0o0oooooooooog

Specified MEP is not configured. 0OO0OMEPIDOOOOOOOO0ODOOOOOODOOOOOOO
oooooooooo

ggodgguo

Down MEPOODOOOODOOOOODODOOO DownOOOOOOODOOO MEPODDOOODOOOOO
oo
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show cfm [2traceroute-db

show cfm |2traceroute-db

12traceroute 0000000000000 OO0OOOOOMPOOOOOOOOODO Linktrace OO
gbobooooobooboobobobooon

ogoooon

show cfm l2traceroute-db [{remote—mac <mac address> remote-mep <mepid>}
domain-level <level> ma <no.>] [detail]

ogoooooo

gboboooooobooobooboooo

goobogoo

{remote-mac <mac address> | remote-mep <mepid>}

remote-mac <mac address>
000000000000 MEPOOO MIPO MACOOOOOOOOOOO

remote-mep <mepid>
O000000oooooooo MEPIDODOODOOOO

domain-level <level>
Oooooo MEPOOO MIPOOOOOOOOOOOOOOOOOOO

ma <no.>
oooooo MEPOOO MIPOOOOO MADOOODODOOODOOD

detail
ddoooOooOooMPOOOOOOOOODODOO

gbooooooooboobd
gbooooooobobabdo

gbobobobooooooon
Linktrace 00 0000000000000 0O0O0O0O0O0O0OO

oooo 1o

Linktrace 00000000000 ODOOODOOO

0 15-90 Linktrace 00000 OOOOOOO

> show cfm l2traceroute-db

Date 2009/03/15 10:05:30 UTC

L2traceroute to MP:0012.e220.00a3 on Level:7 MA:1000 MEP:1020 VLAN:1000
Time:2009/03/14 17:42:20

254 0012.e220.00c0 Forwarded

253 0012.e210.000d Forwarded

252 0012.e220.00a3 NotForwarded Hit

L2traceroute to MP:2010(0012.e220.1040) on Level:7 MA:2000 MEP:2020 VLAN:20
Time:2009/03/14 17:37:55

63 0012.e220.10a9 Forwarded

62 0012.e220.10c8 NotForwarded

>
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show cfm |2traceroute-db

ooob1000000

0O 15-140Linktrace0 00000 O0OCQOOCOODO

oooo

oo

oooood

L2traceroute to
MP:<remote mp>

oooooo MEPOOO MIP
0OMACOOODO

Jooooo MEPOOO MIPO MACOOOO
<remote mac address>0 0 000 00O MEPO OO MIP
O0OMACOOOODOOOOOOO

<remote mep id>(<remote mac address>0 000000
MEPIDOOOOOOO

Level ooooooo oo 7

MA MADOOOO gooDoooooooooooo MAOOOO
MEP MEP ID 0000 MEPID

VLAN VLAN ID 000 VLAN ID

Time oooog yyyy/mm/dd hh'mm:ssO0 0 /0 /0 O :0 : 0
<ttl> Time to Live 00 255

<remote mac address>

00 MPO MACOOODO

00o0o0oooo0ooo MEPOOO MIPO MACOOO
O

Forwarded ooooooooooooon 0o0MPOOOOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0OO0
oooo
NotForwarded ooooooooooooon 0o0MPOOOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0
o ooooooo
Hit oooooo MEPOOO MIP 0o0oobo0ooo MEPOOOMIPOOOOOOOOOOO
goood
oooob 2o

Linktrace 000000000000 OO0ODOOOODOO

O 15-100Linktrace0 0000000000000

> show cfm l2traceroute-db remote-mep 2010 domain-level 7 ma 2000 detail
Date 2009/03/15 10:30:12 UTC
L2traceroute to MP:2010(0012.e220.1040) on Level:7

Time:2009/03/14 17:37:55

MA:2000 MEP:2020 VLAN:20

63 0012.e220.10a9 Forwarded
Last Egress 0012.e210.2400 Next Egress 0012.e220.10a0
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012.e228.10a0

MP Address: 0012.e220.10a9 Action: OK
MP Address: 0012.e220.10aa Action: OK

Ingress Port
Egress Port

62 0012.e228.aa38 NotForwarded
Last Egress 0012.e220.10a0 Next Egress 0012.e228.aa30
Relay Action: MacAdrTbl
Chassis ID Type: MAC Info: 0012.e228.aa30

MP Address: 0012.e228.aa38 Action: OK
MP Address: 0012.e228.aa3b Action: Down

Ingress Port
Egress Port
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Oo00ob 2000000

show cfm [2traceroute-db

O 15-150Linktrace 00 0000000000000

oooao

od

oooood

L2traceroute to
MP:<remote mp>

oooooo MEPOOO
MIPO MACOOODO

oooooo MEPOOO MIPO MACOOOO

<remote mac address>0 0 00000 MEPO OO MIPO
MACOOOOOOOOOOO

<remote mep id>(<remote mac address>0 000000
MEPIDOOOODOODO

Level ooooooo oo 7

MA MAOOOO 000oo0ooooOoOooooOoMAOOOO
MEP MEP ID 0o0oo MEPID

VLAN VLAN ID 000 VLANID

Time oooo yyyy/mm/dd hh'mm:ssO0 0O /0 /0 O :0 :0

<ttl>

Time to Live

00 255

<remote mac address>

0oo0MPO MACOOOO

0000000000 MEPOOO MIPO MACOOOO

Forwarded ooooooooooood ooMpPOOOOOOOOOOOOOOOOODOODODODODO
O ooo

NotForwarded oobooooooooooo ooMpPOOOOOOOOOOOOOOOOODOOODODODO
oo oooood

Hit oooooo MEPOOO oooooo MEPOOOMIPOOOOOOOOOOO

MIpOOOOO

Last Egress

oobooooooooooo
goooooo

gooooooooooobooobobOoooobooO MAC
oooao
goooooooooboooooboooooooooooooboo
"“rOgooooocd

Next Egress

ooooooooooood
ooooooo

000000000000 000D000000000 MAC
oooao
goooooooooooooooobooOoOooooooboag
"rOoooooo
gooooooopoooooooDoobooo MACODDO
oooocooo

Relay Action

oobooooooooooo
oooooo

goooooooooobooooobooooo

« RlyHitOOOOODOO MEPOOO MIPOOODODOOODO
ooboooooooooocoooooooo

e MacAdrThlOMACOODOOODOOOODOOODDODOO
ooboboooooooood

« MPCCMDBOMIPCCMOOOOOOOOOOOOOOO
goboboooooooooo

ooMpPOOOOOOOOOOOOOOOOODOODODODRDO
oooooooooo™"ooooooo

Chassis ID

ooMpPOOOOO ID

gooooooooooooooo MPOOODOD ID
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show cfm |2traceroute-db

oooo oo

oooooo

Type Chassis ID 00 Subtype

InfoOOOOOOOOOOO

e CHAS-COMPO Info O Entity MIB O entPhysicalAlias
e CHAS-IFO Info O interface MIB O ifAlias

¢ PORTO Info O Entity MIB O portEntPhysicalAlias

e MACO Info 0 CFM MIB O macAddress

e NETO Info O CFM MIB O networkAddress

e NAMEUO Info O interface MIB 00 ifName

¢« LOCALO Info 0 CFM MIB O local

goooooooooboooobooooobocOoooooooo
“rOoooooad

000000000000 00Typed MACOO OO InfoO
000ooOo0ooooMACOOODOOOOOOOO

Info Chassis ID O Information

Type 0000000
DoooO0o00000000000000000000000
“0goooog

Ingress Port ooooooooooooo

ooooMpPOOOOOO

O

00000000000 oo0o0oo MPO MACOOOO

gooooooooooooobooooobocOoooooooo
rOoooooo

MP Address O0o0oooooooooo
ooo MPO MACOOODO
Action gdooooooooooo

oooooo

gddoo0oooo0oooooooooooMPOOOO
gooooooo

e« OKODOO

¢ Downl Down O O

¢ BlckedO Block O O

e NoVLANOD OOODOODODODODOODOO VLANODOOO

goooooooooboooobooooobooooooooo
"rOoooooo

Egress Port gooooooooooon

OMPOODODOOO

0

0000o00ooO0o0ooo0o0oooooo0o MACODO
O
goboooooooooooobooooobocOoooooooo
"rOoooooo

MP Address ooooooooooooo
goooo MACOOOO
Action goo0oooooooooo

oooooo

gddoo0oooooooooooUooooMPOOOO
ooo

« OKO OO

e Downl Down O O

¢ BlockedO Block O O

« NoVLANO O OOOOODODOOODODO VLANODOODO

goooooooooooooboooobooooooooo
rOoooooo

goobogoooboo

oo

ugooooogo

0 15-160 show cfm 12traceroute-db O 0 0D 0000000 O0O0ODO

ooooo

oo

Can't execute this command in standby system.

gooOooooooooooooooooooonoo
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show cfm [2traceroute-db

goooo oo
Can't execute. O0OO000000ooobOO0o0oOoooooooooa
CFM is not configured. CFMUOO0O0O0O000O0000000O0O000000000aQ
oooooo
Connection failed to CFM program. CFMOO000000000O0000D00D00D0000000
0ooooooo

goodgdao
Linktrace 00000000000 OO0OODDOOODOOOOODOOODOOOODODOOODOOOOO
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show cfm statistics

show cfm statistics

CPMOODOODOODODODODO

ggodgguo

show cfm statistics [domain-level <level>] [ma <no.>] [mep <mepids>]

goobogooo

gbobooooooboobobobob

goodoogo

domain-level <level>
Jd000o0o0o0o0o0o0oOoOoOoOo CckrMOOOOOOODODODODOO

ma <no.>
0000 MAOODOOOOOO CFRMOOOOOODOOOOOO

mep <mepid>
0000 MEPIDODOOO CFMOOOOODOOOOOO

gbooooooooboobd
gbobooooobooboboboboobobooboboboboboooobooboobobOobob
gboobooooobooboboboboobooboobooboboboobooboooooboobOoboD
gbooooooobooboboboooboooboon

gbooooooboobobon
gooo crMOOOUOOOOOoooog

googod

CFMOOOODOODOODOODO

O15-MOCFMO00000000

>show cfm statistics domain-level 3
Date 2009/03/15 18:32:10 UTC
Domain Level 3 Name(str): ProviderDomain 3

MA 300 Name (str) : Tokyo to Osaka 300
MEP ID:10 1/47 (Up) CFM:Disable
CCM Tx: 80155 Rx: 784 RxDiscard: 6
LBM Tx: 2 Rx: 11 RxDiscard: 1
LBR Tx: 12 Rx: 2 RxDiscard: 0
LTM Tx: 0 Rx: 0 RxDiscard: 0
LTR Tx: 0 Rx: 0 RxDiscard: 0
Other RxDiscard: 0
MIP Information
1/48 (Up) CFM:Enable
CCM Tx: - Rx: - RxDiscard: -
LBM Tx: - Rx: 0 RxDiscard: 1
LBR Tx: 0 Rx: - RxDiscard: -
LTM Tx: - Rx: 3 RxDiscard: 0
LTR Tx: 3 Rx: - RxDiscard: -
Other RxDiscard: 0
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goodgdao

O15-170CFMOO0O0O00O0000O00O0

show cfm statistics

oooo

oo

gooooo

Domain Level <level>

gooboooooooo
oooo

<level>0 0000000
Name-0OOOOOOOOOOOO
Name(str):<name>0 0000000000000
Name(dns):<name>0 0 00 0000000000000
goooo

Name(mac):<mac>(<id>O0 0000000 MACOODOO
oIboOoO

MA <no.> MAOOOOOMAO <no>0000000000000O00MADOOOO
0 Name(str):<name>OMA OO ODOODOOOO
Name(id):<id>OMAOOOOOODOO
Name(vlan):i<vlan id>OMA O OO VLANIDO OO
MEP ID 0000 MEPID |

<nif no.>/<port no.>

ooooo

MEPOOOODOO

CH<channel group number>

ooboooooooo

MEPOOOOOOOOOOO

Up

Ooooo UpOO

0000 UpOOOOOOOOOODDODO
ooooooooooooooboooboooboooo Up
ooooooooooooo

Down

0000 Down OO

0000 DownOOOODOODOODODO
oobooooooooobooooobooooooooo
DownOOOOOOOOOOOODO

CFM

oooocrMOO00
oo

MEPOOOOOOOOO CPMOOOOO
Enable0 0000 CFMOOOO
DisableD 0000 CFMOOOO

MIP Information

MIP OO

0

<nif no.>/<port no.>

ooood

MIpOOOOOO

CH<channel group number>

oooooooogoo

MIpOOOOOOOOOOO

Up

0000 UpDO

oooobo UpOOOOOOODOODODDOD
gooooooooooobooboobooboo. Up
ooooooooooooo

Down

0000 Down0O 0O

0000 DownOODOODOODDOODODO
ooooooooooooooobocoooooooo
DownOOOODOOOOOOOODO

CFM

oooocrMOO00
oo

MIpPOOOOOOOOO CFRMOOOOO
Enable0 0000 CFMOOOO
DisableD 0O 00O CFMOODOO

CCM Tx

cCMODOO

MIpOOOO""0OO0OO0OO0O0O0OO

Rx

cCMOOO

MIpOOOO""OOO0OO0O0OO

RxDiscard

cCMOOO

MEpPOOODOOOO CCMOOOOOOD

- 000DDODODODODO CCM

« 000 MAO CCM

- JO000O00O0O00 MEPIDOOO MEPIDO CCM
- 0000 MAOOOODOOOOO CCM

MIpOOOO"OOOOOOO

LBM Tx

gooboooooooo
oooo

MIpOOOO"OOOOOOO
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show cfm statistics

oooo oo oooooo
Rx gooooooooog |
oooo
RxDiscard 0ooooooooo 00000000000000000000
gooo - 0000000000000 DDOOOOOO0
« 00 MACOOOOOODOO MPO MACOOOOOO
0cco000ooooOoOooooooooooooo
ooooo
- J00MACOOOOOCCOOOOODODOOODOOO
000000000000000000000000
« MIPOOODOOO MACOOOODOOO MIPO MACO
0000000000000oooon
LBR Tx goooooooooog O
ooo
Rx gooooooooo  MIPOOOO ™ Q0000000
gono
RxDiscard 0oooooooooo MEPOOOOODOOOOOOODOOOOOOOOOOO
ooo - 0000000000000 D0D0O0OD0OOOO
« JO0MACOOUOOO MEPO MACOOODOOOOO
0oooooooooag
- JO0OMACODOODOODOOOOOOOOODOO
0000000000000 D0D00O0O00O0OO0n
¢ Loopback Transaction Identifier 0 0 00000000
0000000000000D0D00OO0O00O0On
- 0000000000000 0000000O0OOOO
0oooooooooo
MIPOOOO""O0OO0O0O0OOO
L™ Tx gooooooog MIPOOOO""0OO0O0O0OOO
goooooo
Rx goooooooog |
goooooo
RxDiscard 0oooooooon 000000000000000000000
goooooo - 000000000000 DD0D0OOO00OOO
« LTMTTLOO 00000O0O00DOOOOOO
- JO0MACOODOODOODOODOOOOOOODOO
00000000000 MPOMACOOOODOOOD
0oooooOoOooooo
- 0000000000000 0000000O0OOnOn
ooooo
LTR Tx goooooooooo |
oooo
Rx goooo0oo0ooo  MIPOOOO ™ Q0000000
gooo
RxDiscard 0oDOoooooooag MEPOODOOOOOOOOOO0OOOOOOOOOOOO
oooo - 0000000000000 D000D0O0OO0
« J0MACOOUOOOOO MEPO MACODOOODOOO
0ooo0ooOoooooo
e LTR Transaction Identifier DO OO0 00000 DOO0O
000000000000 0D0ooooog
- 000000000000 DO0O0OOO0O00OO0O0ODOO
0oooooooooon
MIPOOOO""0OO0OO0OOO
Other RxDiscard gooo CFM PDU 00 CFMPDUOOODOOODOOO

oooao

- 00OODOOO CFM PDU
- MIPOOOOOOOOOOOOOOOOOOOCDODODBD
oooo
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gogoooogo

oo

goboooooo

show cfm statistics

0 15-180show cfm statistics 0 0 0 00000000000

ooooo

oo

Can't execute this command in standby system.

gboooooooooocoooooooocoooo

Can't execute.

ooooOooooooooooOooooooooo

CFM is not configured.

CrMO0000000000000000000O00000
oooooo

Connection failed to CFM program.

CPMOOO0D0OO0OO0DOOOODOOOOOOOODODODOOOOD
ooooooo

Specified Domain Level is not configured.

goooooooooocOoooooooOoocooobooooOoo
ooooooooooooo

Specified MA is not configured.

OooMAOODOOOODODOOOOOOOOOOODODOOOOO
obooooooooood

Specified MEP is not configured.

OO0OMEPIDOOOO0O0O0O00O0O000O0O0O0O0O0OOOOO
oooooooooo

goobognd

ao
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clear cfm remote-mep

clear cfm remote-mep

goooOMEPOOOOOOOOOO

ggodgguo

clear cfm remote-mep [domain-level <levels>

<mepid>]111]

goodoogo

gbobooooooooooobobob

goobogooo

domain-level <level>

gooooooooOoOoOoOOOOOO0OMEPOOOOOOOOOO

ma <no.>

ooooOMAOOOOOOOOOOOO MEPOOOOOOOOOO

mep <mepid>

ooooMEPOOOOOOOOMEPOOOOOOOOOO

remote-mep <mepid>

oO00ooOOoOoO0OOMEPIDODOOODOOOODOO

gbooooooooobo

gbooboooooboobobobobooboooobooboboboobooobooooobobOoDboD
gbooboooooboobobobobooboooobooboboboobooobooooobobOoDboD
gbobooooobooboboboboobooboobo

gbooboooooooboobonb
gooooooo MEPOOOOOOOOOOO

googod

goooMEPOOOOOOOOOO

0151200000 MEPODOODOODOOOOO

> clear cfm remote-mep
>

goobogo

oo

goobogoooboo

oo

ugooooogo

O 15-190clearcfmremote-mep OO0 OO0 OO0 OOOODOODO

ooooo

Can't execute this command in standby system.
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clear cfm remote-mep

ooooo

oo

Can't execute.

oooooooooooooooooooooonoo

CFM is not configured.

CPMOOO0D0O0OO0DOOOODOOOOOOOODODODOOOOD
oooooo

Connection failed to CFM program.

CPMOOO0O0O0OO0DO0OOO0DOOOOOOOODDODOOOOD
ooooooo

goodgdao

oo
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clear cfm fault

clear cfm fault

CbPMOOOOOOOOOOOOO

ggodgguo

clear cfm fault [domain-level <level> [ma <no.> [mep <mepid>]]]

goobogooo

gbobooooooboobobobob

goodoogo

domain-level <level>

gboboooooooboboboboooooooonoo

ma <no.>

o000 MAOOOOOOOOOOOOOOOOOOOO

mep <mepid>

o000 MEPIDOOOODDOOODOOOODDOO

gboooooooboobd

gboboooooboobobobobooboobooboboboboboooboooboobobOobon
gboobooooobooboboboboobooobooboboboboobooooobooboOoboD
gbobooooooobobobobooboooonDo

gbobooooobooboban

gboobooooooobooboDbo

gogodd

CFMOOOOOOOOOOOOO

O15-130CFMO00000000000

> clear cfm fault
>

ggodgguo

oo

goobogoooboo

oo

goboooooo

0 15-200clearcfmfault D0 000 O0OOOOOOOO

ooooo

oo

Can't execute this command in standby system.

gooOooooooooooooooooooonoo

Can't execute.

obooooooooobooooocoooocoooo

CFM is not configured.

CrMO000000000000000000000000
oooooo
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clear cfm fault

ooooo oo
Connection failed to CFM program. CFPMOO000000000000000000000000
ooooooag
ooooon
oag
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clear cfm |2traceroute-db

clear cfm I2traceroute-db

CFM O Linktrace 000 000000000O0O0O0O0O

ggodgguo

clear cfm l2traceroute-db

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

CFM O Linktrace 0000000000000 OO0O

0 15-140CFM O Linktrace 0O O0O00DOOOO0OOOOOODO

> clear cfm l2traceroute-db

>

ggodgguo

oo

goobogoooboo

oo

goboooooo

0 15-210 clear cfm [2traceroute-db O 0 OO0 OO0 O OO OOOOO

ooooo

oo

Can't execute this command in standby system.

obooooooooobooooocoooocoooo

Can't execute.

obooooooooobooooocoooocoooo

CFM is not configured.

CrMO000000000000000000000000
oooooo

Connection failed to CFM program.

cCrMO000000000000000000000000
ooooooo
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clear cfm statistics

clear cfm statistics

cCPMOOOOOOOOOOOOO

goodgdao

clear cfm statistics [domain-level <levels> [ma <no.> [mep <mepid>]]]
clear cfm statistics [domain-level <levels> [mip] [port <port lists]
[channel-group-number <channel group list>]]

goobogoo

gboboooobooboboboooo

gogododogo

domain-level <level>
Jd0d00o0o0o0o0o0o0o0oooOo cCcrMUOO0O0oOoOoOoOoOoOOoOoDOoOO

ma <no.>
0000 MAOOODODOOOO CFRMOODODOOODOOOOOOO

mep <mepid>

0000 MEPIDODOOO CFMOOOOODOOOOOOOO
mip

MIPOODOO CFRMOOOOOOOODOODOODO
port <port list>

go0oOoOoOoOoOoOoOOOO CFPMUOUOO0O00O0000O0O0OO<portlist>000000000000
goooboboooomoooobooooooooobobooobooooooo

channel-group-number <channel group list>
00o00do00oooooodooooodooooooooooooooo CPRMODOOOOOOO
OO000O<channelgroup list>0 0 0000000000000 DOO0O0O0ODOOODODODOODOOOD
aood

gboboooooooboo
gbobooooobooboboobobobobooboooooooboboboboboboooboooboon
gbobooooobooboboobobobobooboooooooboboboboboboooboooboon
gboboooooboobobobobobobooooo

gbobobobooooooon
gooo crMUOOO0000000O0OO0OOO

gobood
cCPMOOOOOOOOOOOOO

O15-150CFMO00000000000

> clear cfm statistics
>

goodgdao

oo
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clear cfm statistics

ggoooooo

oo

goboooooo

0 15-220 clear cfm statistics 0 00 00000000000

ooooo oo
Can't execute this command in standby system. 00000000000 oooooooooooag
Can't execute. jodoooo0ooooDOooDooDoooooooo
CFM is not configured. CFMUOOOOOOO0OOOO0O0OOO0OO0OOOODOOOoOOO
gooooo
Connection failed to CFM program. CFMUOOO0OOOOO0OOOUOODOOOOOOOODoOOoOoooOOg
goooooo

goobogo

oo
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restart cfm

restart cfm

CPMOOOOOOOOOOOOO
goodgdao

restart cfm [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo
-f
go0ooOoOoOoOoOoOOOOOCFMODODODODODDOODODODOD

gbooooooooobo
gboooooobobdobdo

core-file
O0o0000000oo0oooooooo
O0o0ooooooooo
o0ooooooooooOoo

gbobobobooooooon

goooOoOoOoO0OoOO0OOOOOOUOOCFMODODODDODODDODOD

gobood

cCPMOOOOOOOOOOOOO

Oo15-160CFMOO0O0O000000000

> restart cfm
CFM program restart OK? (y/n): y
>

goodgdao

ao

gogoooogo

oo

goboooooo

0 15-230restartcfm 000000000 OOOOO

ooooo

Can't execute. gboooooooooocoooooooocoooo

CFM doesn't seem to be running. CrMO0000000000000000000O00000

ooooooooooo
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restart cfm

ggodgguo

O0o0o000o00oo0oo0oooooboooooo0ooooon
000000000 fusr/var/core/
0000000 cfmd.core

gbobooooooobooboboboooooooobooboboboobooooooboobOobOoDbOoD
gboooooobobdobdo
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dump protocols cfm

dump protocols cfm

crPMOOOOOOOOOOOOOOOOOQOOOOODOODODOODOODODOOOOOOOOOOOOd
oo

goobognd

dump protocols cfm

gogododogo

gboboooobooboboboooo

gogododogo

oo

gobood

CPMOODOODOODOODOODDODODODOO

go15170CFMO0OO0D0O0OOOODOOOODO

> dump protocols cfm
>

goodgdao

oo

goobogoooo

ao
ogooooogo

0 15-240dump protocolscfm OO0 00000000 OCO0ODO

goooo oo

Can't execute. O0OO00000o0ooobOooOoooooooooa

CFM is not configured. CFMUOO0O0O0O000O0000000O0O000000000Q
0oooooo

Connection failed to CFM program. CFMOO000000000O0000D00D0O0D0000000
0ooooooo

File open error. jo000000o00o00O0ooooooooOoooOooon
oo

gooodd

Jo0ddooddoodoooodobooobooobooobooOoon
000000000 fusr/var/efm/
0000000 cfmd_dump.gz

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboobooogooo
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SNMP

gs8suboopobooboooooa

show snmp

show snmp pending

snmp lookup

snmp get

snmp getnext

snmp walk

snmp getif

snmp getroute

snmp getarp

snmp getforward

snmp rget

snmp rgetnext

snmp rwalk

snmp rgetroute

snmp rgetarp
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show snmp

show snmp

SNMPOOOOOOOOO

gboboooooboobobobooooobooobooboboobooo

s JO0ODOODOODOO0
e SNMPOOOOODOODODOOOODOOO
¢ InformRequest PDU

01610000000000O00DODOO

SNMPZ—> x> b

SNMP InformRequest PDU
Ir—TvE >
A 227 +— InformRequest PDU (Bik) = ST
LAYk >
\/ =

InformRequest PDU

[5% (Response PDU) gl—
— SNMP

 <wx—Tr

ggodgguo

show snmp

goobogooo

gbobooooooboobobobob

goodoogo

oo
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show snmp

googg

0 16-20showsnmp 0000000

> show snmp

Date 2011/12/27 15:06:08 UTC
Contact: Suzuki@example.com
Location: ServerRoom

SNMP packets input : 137 (get:417 set:2)
Get-request PDUs : 18
Get-next PDUs : 104
Get-bulk PDUs : 0
Set-request PDUs : 6
Response PDUs : 3 (with error 0)
Error PDUs : 7
Bad SNMP version errors: 1
Unknown community name : 5
Illegal operation 1
Encoding errors 0

SNMP packets output : 185

Trap PDUs : 4
Inform-request PDUs : 53
Response PDUs : 128 (with error 4)
No errors : 124
Too big errors : 0
No such name errors 3
Bad values errors 1
General errors 0
Timeouts : 49
Drops : 0
[TRAP]
Host: 192.168.0.1, sent:1
Host: 192.168.0.2, sent:3
[INFORM]
Timeout (sec) : 10
Retry : 5
Pending informs : 1/25 (current/max)
Host: 192.168.0.3
sent :8 retries:26
response: 2 pending:1 failed:5 dropped: 0
Host: 192.168.0.4
sent :3 retries:15
response:0 pending:0 failed:3 dropped: 0
Host: 2001:db8::10
sent :1 retries:0
response:1l pending:0 failed:0 dropped: 0
ogoooon

0 16-10showsnmp 0000000 OO0OOO

oooo oo goooooo

Contact ooooooooooooo gooooooooooooo
snmp-server contact 0 0 0000

Location goooooooOoooogooooooo gooooooogoooooo
snmp-server location 0 0 0 00O
O

SNMP packets input snmpInPktsOSNMP OO OO00O00O0O0O0OOO

oooo
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show snmp

gooo oo gooooao

get snmpInTotalReqVarsOMIBO O OO OOOO O
MIBOOOOOOOOODOOOODOOoOO

set snmplInTotalSetVarsOMIBO O OOOOOO MIB | O
goobobooooboboooobo

Get-request PDUs snmpInGetRequests0 0 O 0 O GetRequest PDU O
gooooooooo

Get-next PDUs snmpInGetNextsd 00 0 O GetNextRequest PDU = O
gooooooooo

Get-bulk PDUs 0000 GetBulkRequest PDUOOOOOOOOO 00 4294967295

Set-request PDUs snmpInSetRequestsd 0 0 O 0 SetRequest PDU O
gooobooooo

Response PDUs snmpInGetResponsesd 0 0 O 0 GetResponse O
pPODUOOODOOOOOODO

with error 0000 GetResponse PDUOOOOOOOOOO 00 4294967295
000 noError 000 PDUOCOODOCOOO

Error PDUs pPOUOOCOOOOODOOOOODOOOOOODO 00 4294967295

Bad SNMP version errors snmpInBadVersions0 000000000000 a

oooooooooooboooon

Unknown community name | snmpInBadCommunityNamesO0 O OO0 000 0
OO0 SNMPOOOOOOODOOODOOOOOOO

Illegal operation snmpInBadCommunityUses0 000000000 ]
goobooboOooobooobOooooboboboo
gooooooooo

Encoding errors snmpInASNParseErrs 0 ASN. 100000000 O
gobooooooooobon

SNMP packets output snmpOutPktsO SNMP OO OOOOOOOOOO
gooood

Trap PDUs snmpOutTraps0 0000 TrapPDUO O OO OO O
gpooo

Inform-request PDUs 0000 Informrequest PDUOOOOOOOOO 00 4294967295

Response PDUs snmpOutGetResponsesd 0 0 0 0 GetResponse a
pObUOOOOOOOOOO

with error 0000 GetResponse PDUODODOOOOOOOO 00 4294967295
000 noError 000 PDUOOCOODOOOO

No errors 000000000 noError 000 PDUOODODO 00 4294967295
gooood

Too big errors snmpOutTooBigs 0 000000000 tooBig O a
oopbUODOODOOCOOOOO

No such name errors snmpOutNoSuchNamesO OO OO0 OO0OO |
noSuchName 000 PDUOOOOOCOOOOO

Bad values errors snmpOutBadValuesD 0 00000000 |
badValue 0 OO PDUOCOOOOOOOO

General errors snmpOutGenErrs0 000000000 genErr O O
ooppbuUOOOOOCOOOOO

Timeouts O0O0O0O0O0O0O InformRequest PDUOOOOO 00 4294967295
gooo
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show snmp

ooono oo oooooo
Drops goooooooooooooooooooooo 00 4294967295
00000000 oO0o0o0oOoOSNMPOODOOO
oobooooooooooooooooooo
O TRAPO oooocoooooooo
Host ooooooooooooboo oooooooooobcooo

snmp-server host I <manager
address>0 0000000000

VRFO OP-NPARO

VRFIDOOOOOO

Jooooooooooooo
snmp-server host 0 vrf 0 0O 00O
goooooo

sent goobobobOoooooboooo 00 4294967295

O INFORMO gooooboooooobooao

Timeout(sec) J0d0ObOoOoOooDboooooooon gooooooooooooa
snmp-server informs 0 timeout
gooobooogoooo

Retry goobobooooobooa pooooboooobooog

snmp-server informs O retries O
jooooooooao

Pending informs : <current>/
<max>

oooOoooooooooooooooooooo
O0O0OSNMPOOOOOOOOODOOODDODOO
ooooooooooooooood

<current>0 0000000000
oooooooono
<max>00000000O0O0O0O0O
000 snmp-server informs [
pending0 0000000000

Host

ooooooooooobooboooon

gooOo0oOoooooboooa
snmp-server host [ <manager
address>000000000OOO

VRFO OP-NPARO

VRFIDOOOOOO

gooooboooooooo
snmp-server host 0 vrf 0 000
pooooog

sent InformRequest PDUOOOODO SNMPOOOOO 00 4294967295
00000000 00000O0onoooo

retries InformRequest PDUOOOODODODOOOO 00 4294967295

response SNMPOODOOOOOOOOOODODODODOOOO 00O 4294967295
OSNMPOOOOOOOOODOOOOOOOO

pending SNMPOODOODOOOOOOODDO SNMPOODO 00 21000
00000000 000000D0D0O0oooOQ

failed SNMPOOOOODOOOOOOOOOOOOOOO @ 00 4294967295
0000000000000 D0DD0OOOO0OOOn
00o0oo000000Ooooon

dropped 0000000000000000000000aQ 00 4294967295

O0o0oooOoooOoOooOoOoOOSNMPOODOO
oobOooooboooooooooooooo

goobogoooo

ao
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show snmp

ugooooogo

0 16-20showsnmp 0000 O00O00OOCOOOO

ooooo oo
Can't execute this command in standby system. ooo0o0ooo0o0ooooooooooooooon
Can't execute. 00o00o0o00o0o000o000000000o00o0
Connection failed to SNMP program. SNMPOOOOO0OO0O00000000000000000

oooooood

goobogo

1. O000O0OOSNMPOOOOOOOOOOSNMPOOOOOOOOOOOOO snmpO0O000O0OO
goooo0oOoOoOoOoOoOoOopoOoOoOoOoOOoOOoOOoOOoOOSNMPOOOOOOOOOOOOOO
obo0bob0o00OsnmpUO0O0O0O0O0O0OO0OO0OODODOOOODOOD

2. 000000000DOOC0O0DOOO00OsnmpOO0O0DOOCOO0ODOMIBODDOOODOOOODDOO
OooooSNMPOOODOODOOMIBOOOOOOOOOOOOOOOOOO PDUOOOOOODO

goao
3. 0000000000 OcoldStart 00 00D DODODODDODODODOODODODODODOODODODOODOODODODOO

O0O0SNMPOOOOOOOOOOOOOOODOOOODOOOOOOOOOOOOOOOOOOOOO
SNMPOOOOOOOOOOO0OO0O0O0O0O0O0O sentd pendingd0 00000000
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show snmp pending

show snmp pending

SNMPOOOOOOOOOOOOOOSNMPOOOOOOOOOOOOOOOOOOOOOOOO

goodgdao

show snmp pending

goobogoo

gboboooobooboboboooo

gogododogo

oo

googg

0 16-30 show snmp pendingd0 OO0 0000

> show snmp pending

Date 2011/12/27 15:06:
Dest:
Dest:
Dest:
Dest:
Dest:

Reqg ID: 48,
Req ID: 49,
Reqg ID: 50,
Req ID: 51,
Reqg ID: 52,
gooooa

192.
192.
.168.0.3,
192.
2001:db8::10,

192

10 UTC
168.0.1,
168.0.2,

168.0.4,

Remaining Retry:
Remaining Retry:
Remaining Retry:
Remaining Retry:
Remaining Retry:

0 16-30showsnmppending0 0000 O0O0OO0OO0O

BN RN

IR

Expires
Expires
Expires
Expires

in
in
in
in

seconds:
seconds:
seconds:
seconds:

N g ww

0, Expires in seconds:

30

ooono

oo

oooooo

Req ID

ooooo ID

O

Dest

OO0 SNMPOOOOO

00oo0ooooooooog
snmp-server host I <manager
address>000000000OOO

VRFO OP-NPARO

SNMPOOOOOO VRFID

gooopoooooooooa
snmp-server host 0 vrf <vrfid> 0

oooooooooo

Remaining Retry

ooooooood

00 100
oooOoOoOOOoOOOOOoOnoOd

ooo

Expires in seconds

ooooooooooooooooooooo

00 21474835000

gogoooogo

oo

ogooooogo

0 16-40 show snmppending0 00000000

ooooo

oo

Can't execute this command in standby system.

ooooOooooooooooOooooooooo

Can't execute.

ooooOooooooooooOooooooooo
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show snmp pending

ooooo

oo

Connection failed to SNMP program.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

oooooooo

no entries.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

goobogo

SNMPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
gbobooooobooboboboboboooboooboobob0oobobOobOobobObObOOobOobOOobOoDbOo

oo

gbooobd

430

> show snmp pending

Date 2011/12/27 17:06:
Req ID: 88, Dest: 192.
Reg ID: 89, Dest: 192.
Reg ID: 90, Dest: 192.

10 UTC
168.0.1,
168.0.2,
168.0.3,

Remaining Retry: O,
Remaining Retry: O,
Remaining Retry: O,

Expires in seconds: 0
Expires in seconds: 0
Expires in seconds: 0



snmp lookup

snmp lookup

ooooMIBOOoOoOoOoOoOoOoOoOoOoOoOooooo IDODOODOOOOO

goodgdao

snmp lookup [<variable names>]

goobogoo

gboboooobooboboboooo

gogododogo

<variable name>
0000000000000 bO00000000000Oo0o0oooOooOon
0000000000000 bO00oo00o0doooooO00oooooooooOooog

gboooooooboobd
gboboooooboobobobobooobooobogn

googg

0 16-40snmplookup D0 OO O0O0O

> snmp lookup sysDescr
sysDescr =1.3.6.1.2.1.1.1

> snmp lookup

iso =1

org = 1.3

dod =1.3.6
internet = 1.3.6.1
mgmt =1.3.6.1.2
gooooa

" O00000000 0O oooooo IDr booooooooooooo

goobogoooo
ao
ogooooogo

0 16-50snmplookup OO0 O O0OOO0ODOOOODOO

ooooo oo

No match found for <MIB object name> 0000000000 <MIBobjectname>0 0000000
ooooa

goodgdao

oo
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snmp get

snmp get

goooMIBOOOOooOoOOOO

ggodgguo

snmp get <variable namex>

goobogooo

gbobooooooboobobobob

goodoogo

<variable name>
O0o00o000o00oo0oo0ooooooooooooooooooo
O0o0ooooooooooooooooooooooooooon

googd

0 16-50snmpget0 000000

> snmp get sysDescr.O0

Name: sysDescr.0

Value: ALAXALA AX6300S xxxx Ver. 10.2

> snmp get 1.3.6.1.2.1.1.1.0

Name: sysDescr.0
Value: ALAXALA AX6300S xxxx Ver. 10.2

goobogo

0 16-60snmpget0 0000000 OCOOO

oooo od ooooono

Name oooooooooooo a

Value oobooooooooood O

goobogoooboo
oo
ugooooogo

0 16-7Osnmpget0 000000000 O0ODO

goooo oo
<SNMP agent IP address>: host unknown. JOoO0o SNMPOOOOODOOOOOOOOOOOOOO
Cannot translate variable class: <MIB Object Name> <MIB Object Name>0 0 0000000000000 00O
Error code set in packet - General error: <Number>. OO0 SNMPOOOOOODOOOOOOOOOOODOOID

0o0oooooooooMIBOoOooooooooooooo
oobooboobooooooooooooooooboo Ibo
<Number>0000000O0000O
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snmp get

ooooo

oo

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOOOOOOOOOOOOOO ID
goooooooooooooOooooOoooobooooooo
00000000 IDO <Number>O 00000000000

Error code set in packet - Return packet too big.

OO0 SNMPOOOOOOOOOOOOOOOOO MIBOOO
goooooooooooooooobooooon

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>00O0O
SNMPOOOOOOODOOODOO

error parsing packet.

000000000 SNMPOOOODOOODOOODO

error parsing pdu packet.

SNMPPDUOOOCOOOOOOOOOOOOODOODDODO
ooo

make_obj_id_from_dot, bad character : x,y,z

000000000000000o0 IDoo0bo0obooo x0
yOzOOOOOOO

No response - retrying

OO0 SNMPOOOOOOOOOOOOOOOOOOOOOO
oo

No response - try again.

O0SNMPOOOODOOODOOOOODOOODODOOO

receive error.

oboooooooooood

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOODOOOOOOOO <ID2>0000000
0000000000000 o000 <ID1>0 SNMPOOOO
oooooooa

unable to connect to socket.

SNMPOOOOO00O000O000O0O00O0O0O0O0O0O0O0O0O0

goodgdao

1. 000000 0b00bdb0 copy0boboboooobooboobobobobbooboobooDo
00000000000 00000D000000000D00000 5000 SNMPOOOOODOOO
00000 Noresponse 00O O0O000OOOOODOONO

2. 0000000000000 0 snmp-server community 00000000 OO OO No response [0 O
goooooooooMIBOOOoOoooooOo
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snmp getnext

snmp getnext

goooooMIBOOooooooOOO

ggodgguo

snmp getnext <variable names>

goobogooo

gbobooooooboobobobob

goodoogo

<variable name>

gbobooooooboobobobooooooobooboboboooon
vbobooooobooboboboooooobooboboboobooon

gogodd
0 16-60snmpgetnext0 000000
> snmp getnext sysObjectID.O
Name: sysUpTime.O0
Value: 45300

> snmp getnext 1.3.6.1.2.1.1.2.0

Name: sysUpTime.O0
Value: 47300

goodogo

0 16-80snmpgetnext0 0 00 00O00OO0ODO

oooo oo gooood
Name gooooooobobooboboooDg a
Value goboooooobooooboboobgoo g

goobogoooboo

oo

ugooooogo

0 16-90snmpgetnext0 0 00 0000COO0DOO

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOODOOOOODOOODOOODODOODODO

Cannot translate variable class: <MIB Object Name>

<MIB Object Name> 0 00000000000 DOODO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOOOOOOOOOOOOOODOOOID
0o0oooooooooMIBOoOooooooooooooo
oobooboobooooooooooooooooboo Ibo
<Number>0000000O0000O
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snmp getnext

ooooo

oo

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOOOOOOOOOOOOOO ID
goooooooooooooOooooOoooobooooooo
00000000 IDO <Number>O 00000000000

Error code set in packet - Return packet too big.

OO0 SNMPOOOOOOOOOOOOOOOOO MIBOOO
goooooooooooooooobooooon

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>00O0O
SNMPOOOOOOODOOODOO

error parsing packet.

000000000 SNMPOOOODOOODOOODO

error parsing pdu packet.

SNMPPDUOOOCOOOOOOOOOOOOODOODDODO
ooo

make_obj_id_from_dot, bad character : x,y,z

000000000000000o0 IDoo0bo0obooo x0
yOzOOOOOOO

No response - retrying

OO0 SNMPOOOOOOOOOOOOOOOOOOOOOO
oo

No response - try again.

O0SNMPOOOODOOODOOOOODOOODODOOO

receive error.

oboooooooooood

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOODOOOOOOOO <ID2>0000000
0000000000000 o000 <ID1>0 SNMPOOOO
0o00oo0oooooooMIBOOOOOOOO0OO0OOO0OOO
oooo

unable to connect to socket.

SNMPOOOOOOOOOOOOOOOOOODOOOOOO

goodgdao

1. 00000000 DbO0O0ODO copylODOOOOOOOOODDOODODOODbDOODDODOODOODD
00000000000 00000000000000D00000 5000 SNMPOOOOODOOO
00000 Noresponse 000 O0O00OO0OOODOODO

2. 0000000000000DODO0OIPOOOMIBOODODOOODDOOOOOOODODOOODO
0000000000000 0bDOsnmpegetd 00 0000O0OOO0OODOO snmp getnext 00
0000000O0o0OOobOOdbOobOoooooDooooOoooooo

3. 00000000D0O0OD00ODOO snmp-server community 000000000 O0O O No response 0 [

goooooooooMIBOOOooooooo
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snmp walk

snmp walk

goooMIBOOOOOOOOOO

ggodgguo

snmp walk <variable name>

goobogooo

gbobooooooboobobobob

goodoogo

<variable name>
dddddoooooooooooooobooooobobooooooo
oo oobobobbbbbbbbbobobobobddddodooooo
goooooooo

gogodd

O 16-70Osnmpwalk OO0 O0OOOO
> snmp walk interfaces

Name: ifNumber.O0
Value: 3

Name: ifIndex.1
Value: 1

Name: ifIndex.2
Value: 2

Name: ifIndex.3
Value: 3

Name: ifDescr.1l
Value: loopback

Name: ifDescr.10
Value: Gigabitether 0/1

goobogo

0 16-100snmpwak OO0 O0O0O0OO0OO0DOOCOO

oooo od ooooono

Name 000oO0o0oO0oOoooooo O

Value oobooooooooood O

goobogoooboo

oo
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ogooooogo

snmp walk

O016-MOsnmpwalkk OO0 O OO0OOO0OOCOOOOO

ooooo

oo

<SNMP agent IP address>: host unknown.

OO0 SNMPOOOODOOODOOODOODOODDO

Cannot translate variable class: <MIB Object Name>

<MIB Object Name>0 0000000000000 DO0OO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOODOOODODOOOODOOODODOOO ID
oo0oooooooooMIBOOOoOoOoOOooooooooo
0o00oooo0ooooo0o0o0oo0o0b00o0b0oo0o0ooo 1Ibo
<Number>0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOOOOOOOOOOOOOO ID
goooooooooooooboooooOooOooOoooooo
00000000 IDO <Number>OO0OOO00O0O0O0ODOO

Error code set in packet - Return packet too big.

O0SNMPOOOOODOOODOOOOODDOOOO MIBOOO
oooooooooooooooooooooo

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>00O0O
SNMPOOOOOOODOOODOO

error parsing packet.

000000000 SNMPOOOOOOODOOODOO

error parsing pdu packet.

SNMPPDUOOOOODOOOODODOOOOOOOOOOODO
ooo

make_obj_id_from_dot, bad character : x,y,z

000000000000000o0 IDoo0booobooo x0
yOzOOOOOOO

No response - retrying

OO0 SNMPOOOODOOOODOOOODDOOOODODOOODO
oo

No response - try again.

O0SNMPOOOODOOODOOOOODDOOODODOOO

receive error.

ooooooooooood

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOO0O0O0O00O0O0O0<ID2>0000000
0000000000000000 <ID1>0 SNMPOOOO
0o0o0oooo0oooooooMIBOOOOOOOO0OO0OOO0OOO
oooo

unable to connect to socket.

SNMPOOOOO00O000000O0O00O0O0O0O0O0O0O0O0O0

goobognd

1. 000000 0b00bdb0 copybbobobooboobooboobobobobbooboobooDo
00000O0000000oo00DoO000ooO0o00ooDDOOOD 000 SNMPOOODOODDOO
00000 Noresponse 1000000 O0ODOODOONO

2. 0000000000000 0ODOODOOTIPOO0OMIBOODOODODOOOOODOODOODOODODOO
0000000000 Db0DbU0bD0OU0O0OsnmpegetJ0000OO0OO0OOOODOO snmp getnext [ 0

gooooooobooboboboooobooobooboboboo
3. 00000000000 0D00 snmp-server community 000000000 O0O O No response 0 O

ooooooooooMIBOOOOOOOOD
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snmp getif

snmp getif

interface 00000 MIBOOODOOODOO

ogoooon
snmp getif

goobogooo
gbobooooooboobobobob
goodoogo

oo

interface 0000000000000 OOOOOUOOUOUODOOOOO

googod

0 16-80snmpgetf 00O OOOO

> snmp getif

# Type PhysAddr Adm Opr InOctets OutOctets InPkts OutPkts

1 loopback 0012.e200.0000 up up 18426 18575 290 292

2 Ethernet 0012.e2c0.dl6l1 wup up 24591 3417 377 52

3 Ethernet 0012.e2c0.d162 up dwn 601 854 6 7
goodogo

0 16-120snmpgetif 000D O0OO0O0OOOO

oooo oo oooooo

# iflndex 00000000 |

Type ifType0 00000000000 00O00000 otherDOOOOOOOODO
Ethernet
loopback0 O OO OOOOOOOO
12vlan
LA

PhysAddr ifPhysAddress0 00 0000000000000 DOO | O

oooo
Adm ifAdminStatus0 00 000000000000 w0000

ooooooooooocooo

downO OO QOQOQO

Opr ifOperStatus0 D 000000000 OOOOOOO up OO OO
ooo
dwnO OQOOOGOQ
testO OO QOO0
InOctets ifInOctets0 000000000000 0OO0OOOOO 0
oooooa
OutOctets ifOutOctets 0 D0 0D 0O00O0DOO0OOOODOOOO 0
oooooooo
InPkts ifilnUcastPkts+ifInNUcastPktsO 000000000 O

goboboooooooooooo
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snmp getif

ooono oo

gooooo

OutPkts

ifOutUcastPkts+ifOutNUcastPktsO O OO0 OO0 OO0 O
jo0oooooooOoooooooog

goobogoooo

ao

goboooooo

0 16-130snmp getif 0000 DOO0OO0OOOOO

ooooo

oo

<SNMP agent IP address>: host unknown.

O0O0 SNMPOOOOODOODOODOODOODDO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOOOOOOOOOOOOOOOOO ID
0o0o00ooooooooMIBOOOooOoOooooooooo
0000000o0o0o0o0o00ooooooooooooo Ibo
<Number>O0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOODOOODOOOODOOODODOOO ID
gboooooooooocoooooooOoocOoOoobooooOod
00000000 IDO <Number>O 00000000000

Error code set in packet - Return packet too big.

OO0 SNMPOOOOOOOOOOOOOOOOO MIBOOO
oooooooooooooooooooooo

Error code set in packet - Unknown status code: <Code>

000000000000000000000 <Code>000
SNMPOOOOOOO0O0OO0OO

error parsing packet.

000000000 SNMPOOOOOOODOOODO

error parsing pdu packet.

SNMPPDUOOOOODOOOODODOOOOOOOOOOODO
ooo

No response - retrying

oo SNMPOOOOOOOOOOOOOOOOOOOOOO
oo

No response - try again.

OOosSNMPOOOOOOOOOOOOOOOOOOOOO

receive error.

ooooooooooooo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOOOOOOOOO<ID2>0000000
0000000000000 000 <ID1>0 SNMPOOOO
oooooooo

unable to connect to socket.

SNMPOOOOOOOOOODOOOOOOOODOOOODOO

goodgdao

1. 000000 0b00bdb0 copybbobobooboobooboobobobobbooboobooDo
00000000000 00000D000000000D00000 5000 SNMPOOOOODOOO
00000 Noresponse 00O O0O000OOOOODOONO

2. 00000000000000 snmp-server community 00000000 OO OO No response [0 O
goooooooooMIBOOoOoOoooooOo
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snmp getroute

snmp getroute

ipRouteTableOIPO 000000000 OOOOOOOO

ggodgguo

snmp getroute

goobogooo
gbobooooooboobobobob
goodoogo

oo
ipRouteTable 000000000 O0O0DOOOOODOOOODOOOOO

googod

0 16-90snmpgetroute 0O OO O0DO0O

> snmp getroute

Index Destination NextHop Metricl Type Proto Age
2 10.0.0.0 10.1.1.1 0 direct local 720
2 10.1.1.0 10.1.1.1 0 direct local 720
2 10.1.1.1 10.1.1.1 0 direct local 720
0 127.0.0.0 0.0.0.0 0 other local 720
1 127.0.0.1 127.0.0.1 0 direct local 720

>

ogoooon

0 16-140snmpgetroute 00 0O O0OO0OOOOO

oooo oo oooooo
Index ipRoutelflndex0 000000 0000000O0O00O |
0000000000000 Oooooo
Destination ipRouteDest0 0 000 O00OODO IPOOOOOOOODO | O
oo
NextHop ipRouteNextHopd 000000000 O00OOO IPO 0

oooooooooo

Metricl ipRouteMetricl1lO OO OO0ODOOODOOODOOODODOO a
oooboooooooooooooo

Type ipRouteType0 00 0000000000000 direct0 000000

indirect0 00 00ODO0O

invaid0 000000

other0O OO0

Proto ipRouteProto0 00 00000000 OOOOOOOO ripd RIPO

ospf0] OSPFO

bgpO bgpO

local DD OOOO0DOOOODODOOO

netmgmt0 0000000000000

otherOD0 OO OO
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oooo oo

oooooo

Age
gooooboOoooooooa

ipRouteAge0 0 000000000000 O0O0OOOO O

goobogoooo

ao

goboooooo

0 16-150snmpgetroute 00 OO0 O0O00D0OOOODOO

ooooo

oo

<SNMP agent IP address>: host unknown.

O0O0 SNMPOOOOODOODOODOODOODDO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOOOOOOOOOOOOOOOOO ID
0o0o00ooooooooMIBOOOooOoOooooooooo
0000000o0o0o0o0o00ooooooooooooo Ibo
<Number>O0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOODOOODOOOODOOODODOOO ID
gboooooooooocoooooooOoocOoOoobooooOod
00000000 IDO <Number>O 00000000000

Error code set in packet - Return packet too big.

OO0 SNMPOOOOOOOOOOOOOOOOO MIBOOO
oooooooooooooooooooooo

Error code set in packet - Unknown status code: <Code>

000000000000000000000 <Code>000
SNMPOOOOOOO0O0OO0OO

error parsing packet.

000000000 SNMPOOOOOOODOOODO

error parsing pdu packet.

SNMPPDUOOOOODOOOODODOOOOOOOOOOODO
ooo

No response - retrying

oo SNMPOOOOOOOOOOOOOOOOOOOOOO
oo

No response - try again.

OOosSNMPOOOOOOOOOOOOOOOOOOOOO

No routing information available.

gooooooOoOooooooooooOoooooooo

receive error.

oboooooooooooo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOO0O0O0O0O000O0O0 <ID2>0000000
0000000000000 000 <ID1>0 SNMPOOOO
0o00oo0oooooooMIBOOOOOOOO0OO0OOO0OOO
oooo

unable to connect to socket.

SNMPOOOO00O000000O0O00O0O0O0O0O0O0O0O0O0

goobognd

1. 000000000000 copy00O00DODOOO0DODODO0ODOOODOODOODDOODODOOO
00000O0000000oo00DoO000ooO0o00ooDDOOOD 000 SNMPOOODOODDOO
00000 Noresponse 0000 O000OO0OOODOONO

2. 0000000000000D000O00OipRouteTabled MIBOOOODOODODOOODODOOOOOOOO
0000000000000 0D000000Osnmp getnext 00000 O0OOOOipRouteTable OO

gbooooooboobobon

3. 00000000D0O0OD0ODOO snmp-server community 000000000 O0O O No response 0 [0
o0o0o0ooooooMIBOOODOOOODOODO
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snmp getarp

ipNetToMediaTableD IPO OO OO0O0O0OOOOOOOOOOO

ggodgguo

snmp getarp

goobogooo
gbobooooooboobobobob
goodoogo

oo
ipNetToMediaTable 00O 0OO0OO0OO0OO0OO0OO0OARPOOOOOOOOO

googod

0 16-100snmpgetarp 0000000

> snmp getarp

Index Network Address Physical Address Type
4 12.1.1.99 0012.e2c0.d1l62 static
>
goodogo

0 16-160snmpgetarp 0 000000 O0O0OOO

oooo oo oooooo
Index ipNetToMedialflndex0 00 ARPO O OO0DOOODO 0
0ooOoooooooogo
Network Address ipNetToMediaNetAddress0 D0 0O 0000000 IP 0
ooooooooooo
Physical Address ipNetToMediaPhysAddress0 0000000000000 0O
Type ipNetToMediaTypeD D00 0000000000000 otherD0OODOOODOOOO

invalid0 000000000

dynamicO 0 OO0 O0O0O0O0O

staticD 00000000

ggoooooo

oo

goboooooo

0 16-170snmpgetarpp 0000000000 OOO

ooooo

oo

<SNMP agent IP address>: host unknown. OO0 SNMPOOOODOODOODODOOODOOOOO
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ooooo

oo

Error code set in packet - General error: <Number>.

OO SNMPOOOOOOOOOOOOOOOOOOOO ID
0o0o0ooooooooMIBoOOoooOoOooooooooo
0000000o0o0o0o0o00oo0ooooooooooo Ibo
<Number>0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOODOOODOOOOODOOODODOOO ID
gooooooooobocoooooooOoocoooOobooooOoo
00000000 IDO <Number>O 00000000000

Error code set in packet - Return packet too big.

O0OSNMPOOOOODOOODOOOOODDOOOO MIBODOO
ooooooooooooobooooooooo

Error code set in packet - Unknown status code: <Code>

000000000000000000000 <Code>000
SNMPOOOOOOO0O0O0O0OO

error parsing packet.

000000000 SNMPOOOODOOODOOODO

error parsing pdu packet.

SNMPPDUOOOOODOOOOODOOOOOOOOOOODO
ooo

No ARP information available.

ARPOO0O0O0O0O0OO0OOOOOOOOOOO

No response - retrying

OO0 SNMPOOOOOOOOOOOOOOOOOOOOOO
oo

No response - try again.

Oo0osSNMPOOOOOOOOOOOOOOOOOOOOO

receive error.

ooooooooooooo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOODOOOOOOOO<ID2>0000000
0000000000000000 <ID1>0 SNMPOOOO
000o0o0o0ooooooMIBOOOOOO0OO0OO0O0O0O0OO
oooo

unable to connect to socket.

SNMPOOOOOOOOOODOOOOOOOODODOOOOO

goobognd

1. 000000000000 copyDODOOOOODOODOODOODODODODODOOODOODODOO
00000O0000000oo00DoO000ooO0o00ooDDOOnD 000 SNMPOOODOODDOO
00000 Noresponse 000 O0O00OO0OOODOODO

2. 0000000000000 000DOdipNetToMediaTabled MIBOOOOOOOOOOODOODOO
0000000000 DO0DO0ODO0000D00D00Osnmpgetnext 0000000000
ipNetToMediaTable 0000000000 O0OOCOOOO

3. 00000000000 0D0O0O snmp-server community 000000000 O0O O No response 0 [
o0o0o0ooooooMIBOODOOOODOODO
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snmp getforward

ipForwardTable 0 O O axsVrflpForwardTabled IPO OO O0OOO0OOO0OODOOOOOOCOOOOO

ggodgguo

snmp getforward

goobogooo
gbobooooooboobobobob
goodoogo

0od
ipForwardTable 0 O O axsVrflpForwardTable 0 000000000000 O000OO0O0OODOOO
oooo

gogodd

O 16-1MOsnmpgetforward D000 00O

> snmp getforward

Index Destination NextHop Metricl Type Proto Age NH-AS
2 0.0.0.0/0 192.168.0.1 0 remote netmgmt 855 0
0 127.0.0.0/8 0.0.0.0 0 other local 974 0
1 127.0.0.1/32 127.0.0.1 0 local local 974 0
2 192.168.0.0/24 192.168.0.34 0 local local 855 0
2 192.168.0.34/32 192.168.0.34 0 local local 855 0
VRF 3
Index Destination NextHop Metricl Type Proto Age NH-AS
1210 10.10.10.0/24 10.10.10.1 0 local local 855 0
VRF 4
Index Destination NextHop Metricl Type Proto Age NH-AS
1211 20.1.1.0/24 20.1.1.1 0 local local 855 0
1212 20.20.20.0/24 20.20.20.1 0 local local 855 0
>
goodogo
0 16-180snmpgetforward OO OO0 O OO0OODOOO
gooo oo gooooo
Index ipForwardIflndex0 000 000000000000000O O
goooboooobobooboooboooooo
Destination ipForwardDest 0 00 0000000000000 0

ipForwardMaskD 00 0000000000000 OOO
goooboboooooboboog

NextHop ipForwardNextHopO O 00000000000 OODOOOO ad
oooo
Metricl ipForwardMetriclO OO OO OO0OO0OO0OO0OODOODOOOO ad
oagd
Type ipForwardType0 0000000000000 localDOOOOO

remoted 0 OO OO

invalidd O 0O 0O
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oooo oo oooooo
otherD0 OO OO
Proto ipForwardProto0 0000000000000 DDOOO0 rip0 RIPO
oo
ospfll OSPFO
bgpO bgpO
local DD DDDOO0O0O0OOO
0og
netmgmt0 00000000
ooooo
otherD OO OO
Age ipForwardAge0 000 0000000000000 OOOO |
0o0o0o0mooooog
NH-AS ipForwardNextHopASO O O 00O 00000000 O0OO 0

oooao

0 16-190snmp getforward O 00000000 O0O O OO VRF OO M OP-NPARO

oooo oo oooooo
VRF axsVrflpFwVRFIndexO VRFO OO OO OOOOOOOO O
Index axsVrflpFwlfIndex0 0 0000000000000 O0D0DOO |
0000000000000 0D00000000
Destination axsVrflpFwDest 0 00 0000000000000 ]
axsVrflpFwMask0 000 000000000000 MMO0
0000000000000
NextHop axsVrflpFwNextHop0 0 0000000000000 OO0O g
ooooo
Metricl axsVrflpFwMetricl0 000 0000000000000 0O0O |
oo
Type axsVrflpFwType0 0000000000000 localDDODODODO
remote] 0 00000
invalidd O OO
otherD OO OO
Proto axsVrflpFwProtoD OO0 0000000000 OOOOOOO ripd RIPO
oo
ospfl] OSPFO
bgpO bgpO
local DD DODO0O0OO0OO
0g
netmgmt0 00000000
ooooo
otherD OO OO
Age axsVrflpFwAge0 0000000000000 ODOOO0OO O
0o0o0o0mooooog
NH-AS axsVrflpFwNextHopASO 0 00000000000 00OOO ]

oooao
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ggoooooo

oo

goboooooo

0 16-200snmpgetforward OO0 OO0 0O O0OO0O0OOOO

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOOOODOOOOOOOOODOOODODOO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOODOOOODOOOODODOOODOOID
ooboobooooooMIBOoOOooOoooooooooo
00ooo0o0ooooooooooooooooooo Ibo
<Number>0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOOOOOOOOOOODOOOID
gobobooooooooooooooooooooooooboo
00000000 IDO <Number>O0O0O0OO0O0OO0D0ODOOO

Error code set in packet - Return packet too big.

OO0 SNMPOOOOOOOOOOOOOOOOOMIBOOO
gobobooooooooooooooooooon

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>0 00O
SNMPOOOOOOOOOOODO

error parsing packet.

000000000 SNMPOOOOOODODOOODODO

error parsing pdu packet.

SNMPPDUOOCOOOCOOOOOOOODOOODOOODDO
ooo

No forwarding information available.

ooboooooooooboooooooooooooooo

No response - retrying

OO0 SNMPOODOOODOOOODOOOODOOOODODOOODO
oo

No response - try again.

OO SNMPOOOOOOOOOOOOOOOOOOOOO

receive error.

ooboboooooooooo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOO0OO0O0O0O0O00O0O00O<ID2>0000000
0000000000000000 <ID1>0 SNMPOO OO
00o00o0o0oo0ooooMIBOOOOO0O0O0O0O0O000O
oooo

unable to connect to socket.

SNMPOOOOOODOOOODOOOOOOOODOOOOOD

ggodgguo

1. 00000000000D copyOOOOOOOO0OO0OOOOOODOODODODOODOOOODOO

0000000000000 000oo000oDoDO00ooo00O0n 5000 SNMPOOOOOOOO
00000 Noresponse D OO0 O0ODOOOOOOOO

2. 000000000000 0D0000OOi1ipForwardTable D MIBOOOOOOOOOOOOOOODO
0000000000000 0D00D00000O0Osnmpgetnext0 000000000
ipForwardTable 0 00000000 OO0OOOOOOO

3. 0000000000000 snmp-server community 000000000 OO O No response [ [
goooooooooMIBOOODODOOODO
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snmp rget

goooooopooooMIBOoooOoOOoOOO

goodgdao

snmp rget [version { 1 | 2 }] <ip address> <community> <variable name>

goobogoo

gboboooobooboboboooo

gogododogo

SNMPOOUOOU0OO0O0O000000OO0D0O0D0000O000O00O000000000ooooooooogg
oo

version{1 | 2}
SNMPOOOOOOOOOODOOO

gbooooooooobo
1000000

<ip address>
0dooO0o0oO0odooOOoooD IPO0DOOODOOODOO

<community>
oo ooooooooD

<variable name>
MIBOOOOOOOOOOOODODOOOOODOOOODOOOOOOooOoOoaOo

goood
0 16-120snmprget0 000000
> snmp rget version 2 192.168.11.35 public sysObjectID.O

Name: sysObjectID.O
Value: ax6300s

goodgdao

016-210snmprget 0000 0000O0OODO

oooo oo oooooo
Name gooooooooooocooooon a
Value gooboooooooooooooooo 0

gogoooogo

oo
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ugooooogo

0 16-220snmprget0 000000000000

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOOOOOOODOOODOOODODOODODO

Cannot translate variable class: <MIB Object Name>

<MIB Object Name>0 0000000000000 0O0OO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOODOOOODOOOODODOOODOOID
oobooooooooMIBoOooOoooooooooo
oobooboobooooooooooooooooboo 1Ibo
<Number>0000000O0000O

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOOOOOOOOOOODOOOID
gobobooooooooooooooooooooooooboo
00000000 IDO <Number>O0O0OO0000D0OOOO

Error code set in packet - Return packet too big.

O0SNMPOOOOODDOOOOOODOOOOMIBOODO
ooboboooooooobooooooooooo

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>0 00O
SNMPOOOOOOOOOOODO

error parsing packet.

000000000 SNMPOOOOOODODOOODODO

error parsing pdu packet.

SNMPPDUOOOOOOOOOOOOODOOODOODOOO
ooo

make_obj_id_from_dot, bad character : x,y,z

00ob00b0o0oo0boo0o0oo0ooo Iboooooooo x0
yOzOOOOOOO

No response - retrying

OO0 SNMPOOOOODOOOODOOOODOOOODODOOODO
oo

No response - try again.

OO0 SNMPOOOOODOOOOOOOODOOOODOOOO

receive error.

ooooooooooood

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOO0OO0OO0O0O00O0O0O<ID2>0000000
0000000000000000 <ID1>0 SNMPOO OO
oooooooo

unable to connect to socket.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

goobogo

oo
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snmp rgetnext

goooooopoopooooMIBOoOOODOODOOO

goodgdao

snmp rgetnext [version { 1 | 2 }] <ip address> <community> <variable name>

goobogoo

gboboooobooboboboooo

gogododogo

SNMPOOUOOU0OO0O0O000000OO0D0O0D0000O000O00O000000000ooooooooogg
gooo

version{1 | 2}
SNMPOOOOOOOOOODOOO

gbooooooooobo
1000000

<ip address>
0dooO0o0oO0odooOOoooD IPO0DOOODOOODOO

<community>
oo ooooooooD

<variable name>
MIBOOOOOOOOOOOODODOOOOODOOOODOOOOOOooOoOoaOo

goood
0 16-130snmprgetnext 000000 0O
> snmp rgetnext version 2 192.168.11.35 public sysObjectID.O

Name: sysUpTime.O
Value: 27603450

goodgdao

0 16-230snmprgetnext 0 00 000000000

oooo oo oooooo
Name gooooooooooocooooon a
Value gooboooooooooooooooo 0

gogoooogo

oo
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snmp rgetnext

ugooooogo

0 16-240snmprgetnext 0 000000000000

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOOOOOOODOOODOOODODOODODO

Cannot translate variable class: <MIB Object Name>

<MIB Object Name>0 0000000000000 0O0OO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOODOOOODOOOODODOOODOOID
oobooooooooMIBoOooOoooooooooo
oobooboobooooooooooooooooboo 1Ibo
<Number>0000000O0000O

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOOOOOOOOOOODOOOID
gobobooooooooooooooooooooooooboo
00000000 IDO <Number>O0O0OO0000D0OOOO

Error code set in packet - Return packet too big.

O0SNMPOOOODOOOODOOOODOOOOMIBOOO
ooboboooooooobooooooooooo

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>0 00O
SNMPOOOOOOOOOOODO

error parsing packet.

000000000 SNMPOOOOOODODOOODODO

error parsing pdu packet.

SNMPPDUOOOOOOOOOOOOODOOODOODOOO
ooo

make_obj_id_from_dot, bad character : x,y,z

00ob00b0o0oo0boo0o0oo0ooo Iboooooooo x0
yOzOOOOOOO

No response - retrying

OO0 SNMPOOOOODOOOODOOOODOOOODODOOODO
oo

No response - try again.

OO0 SNMPOOOOODOOOOOOOODOOOODOOOO

receive error.

ooooooooooood

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOO0OO0OO0O0O00O0O0O<ID2>0000000
0000000000000000 <ID1>0 SNMPOOOO
00bo0oo0ooo0oooo0ooMIBOOOOOO0OO0OO0O0O0O0O0O
oooo

unable to connect to socket.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

goobogo

o000o0o0oOoooooooooooboooIpOO00MIBOOOODOOODODOODOODODDOODODOOO
0000000000000 000D0Osnmprget000000O0O0OO0OOODOO snmp rgetnext 0 0O
0000000 00O0ooOO0bOO0bO0obOobooooooooog
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snmp rwalk

gooooooooooMIBooooooooOO

goodgdao

snmp rwalk [version { 1 | 2 }] <ip address> <community> <variable names>

goobogoo

gboboooobooboboboooo

gogododogo

SNMPOOUOOU0OO0O0O000000OO0D0O0D0000O000O00O000000000ooooooooogg
gbobobooboooboobobobooooon

version{1 | 2}
SNMPOOOOOOOOOOOO

gbooooooooobo
1000000

<ip address>
0dooO0o0oO0odooOOoooD IPO0DOOODOOODOO

<community>
oo ooooooooD

<variable name>
MIBOOOOOOOOOOOODODOOOOODOOOODOOOOOOooOoOoaOo

goood
0 16-140snmprwalkk OO OO0 O0ODO
> snmp rwalk version 2 192.168.11.35 public ifDescr

Name: ifDescr.1l
Value: loopback

Name: ifDescr.10
Value: 1000BASE-X 0/1 giga01l

ooogogo

0 16-250snmprwalk OO O O0OO0D0OOOODOO

goooo oo goooooo
Name gOoo0o0ooOo0obobooboooog a
Value gooooboooboboboboogo a

goobogoooo

ao
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ugooooogo

0 16-260snmprwak 00000000 OOCOOO

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOOOOOOODOOODOOODODOODODO

Cannot translate variable class: <MIB Object Name>

<MIB Object Name>0 0000000000000 0O0OO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOODOOOODOOOODODOOODOOID
oobooooooooMIBoOooOoooooooooo
oobooboobooooooooooooooooboo 1Ibo
<Number>0000000O0000O

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOOOOOOOOOOOOOODOOOID
gobobooooooooooooooooooooooooboo
00000000 IDO <Number>O0O0OO0000D0OOOO

Error code set in packet - Return packet too big.

O0SNMPOOOODOOOODOOOODOOOOMIBOOO
ooboboooooooobooooooooooo

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>0 00O
SNMPOOOOOOOOOOODO

error parsing packet.

000000000 SNMPOOOOOODODOOODODO

error parsing pdu packet.

SNMPPDUOOOOOOOOOOOOODOOODOODOOO
ooo

make_obj_id_from_dot, bad character : x,y,z

00ob00b0o0oo0boo0o0oo0ooo Iboooooooo x0
yOzOOOOOOO

No response - retrying

OO0 SNMPOOOOODOOOODOOOODOOOODODOOODO
oo

No response - try again.

OO0 SNMPOOOOODOOOOOOOODOOOODOOOO

receive error.

ooooooooooood

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOO0OO0OO0O0O00O0O0O<ID2>0000000
0000000000000000 <ID1>0 SNMPOOOO
00bo0oo0ooo0oooo0ooMIBOOOOOO0OO0OO0O0O0O0O0O
oooo

unable to connect to socket.

SNMPOOOOOOOOOOOOOOOOOOOOOOOO

goobogo

o000o0o0oOoooooooooooboooIpOO00MIBOOOODOOODODOODOODODDOODODOOO
0000000000000 000D0Osnmprget000000O0O0OO0OOODOO snmp rgetnext 0 0O
0000000 00O0ooOO0bOO0bO0obOobooooooooog
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snmp rgetroute

00000000000 ipRouteTableD IPO OO0 OO0O0OO0OOOOOOOOOO

goodgdao

snmp rgetroutel <ip address> <communitys>

goobogoo

gboboooobooboboboooo

gogododogo

SNMPOOUOOUOOOOOOOOOOOOOipRouteTable 000D O O0DO0O0OOOOODOOOOOOOO
oo

<ip address>
0dooO0o0oO0odooOOoooD IPO0DOOODOOODOO

<community>
oo ooooooooD

googg

0 16-150 snmprgetroute 0O OO OO

> snmp rgetroute 20.1.30.101 public
No response - retrying...

- retrying...

- try again.

> snmp rgetroute 20.1.30.101 public

Index Destination NextHop Metricl Type Proto Age
2 20.0.0.0 20.1.1.1 0 direct local 180
2 20.1.1.0 20.1.1.1 0 direct local 720
ooogogo

0 16-270snmprgetroute 1 00000 O0OO0OOO

oooo oo oooooo
Index ipRoutelflndex0 0 000 000000000000000 |
0000D000000000000
Destination ipRouteDest0 00 00O D00 IPOOOOOODOOOO | O
NextHop ipRouteNextHop0 000000000 00O0OO IPOODO O

oooooooo

Metricl ipRouteMetricllO OO0 O0000O0O0OOOODOOODOODO a
gobooooooooooooo

Type ipRouteType0 00 0000000000000 direct0 000000

indirect0 000000

invalid0 000000

otherODO OO OO

Proto ipRouteProto0 OO OO OODOOODOOODODOODODOO ripd RIPO
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oooo od

ooooono

ospfl] OSPFO

bgpO bgpO

local 0000000000000

netmgmtJ 0000000000
ooo

otherOD OO OO

Age
oo0oooooooooog

ipRouteAge01 0 000 00000000000000000O0 a

goobogoooboo

oo

ugooooogo

0 16-280snmprgetroute 0 OO0 O O00OOO0OO0DOOO

ooooo

oo

<SNMP agent IP address>: host unknown.

000 SNMPOODOOOOODOOODOOODODOODODO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOOOOOOOOOOOOOOODOOOID
0o0oooooooooMIBOoOoooooooooooo
oobooboobooooooooooooooooboo Ibo
<Number>00000000000O

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOOODOOOODOOOODODOOODOOID
goobooooooooooooooooooooooobod
00000000 IDO <Number>O0O0OO0O0O0OO0D0OOOO

Error code set in packet - Return packet too big.

O0SNMPOOOOODODOOOOOOODOOOOMIBOODO
ooboboooooooobooooooooooo

Error code set in packet - Unknown status code: <Code>

000000000000000000000 <Code>0 00O
SNMPOOOOOOOOOOOO

error parsing packet.

000000000 SNMPOOOOOODODOOODOO

error parsing pdu packet.

SNMPPDUOOOOOOOOOOOOODOOODOODOOO
ooo

No response - retrying

OO0 SNMPOOOOOOOOOOOOOOODOODODOODDO
oo

No response - try again.

OO0 SNMPOOOOOOOOOOOOOOOOOOOOO

No routing information available.

goboboooooooooooooooooooooo

receive error.

ooooooooooood

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOOOOOODOOOO<ID2>0000000
0000000000000 000 <ID1>0 SNMPOOOO
0o0oobo0o0ooo0oooo0ooMIBOOOOOO0OO0OO0O0O0O0O0O
oooo

unable to connect to socket.

SNMPOOOOOOOOOODOOOOOOOODOOOOOO

ggodgguo

1. AUXOO0OODO0ODOO0O0O0OO0OOIndexO0OO -10000000O
2. 000000000D0O0C0O0DOO0O0O0OOIpRouteTabled MIBOOOOOOOODOOOODOOOOO
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snmp rgetroute

0000000000000 0D00000000snmp rgetnext D0 00000 OO OipRouteTable
joooooooooooooboD
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snmp rgetarp

snmp rgetarp

OO0O0OO0OOOO0OO0OOO ipNetToMediaTableDIPOOOOOOOOO0OOOO0O0OO0O0OOO

ggodgguo

snmp rgetarpl <ip address> <communitys>

goobogooo

gbobooooooboobobobob

goodoogo

SNMPOOOOOOOOOOOOOOOOOipNetToMediaTable 1000000 ARPOOOOODODO

oo

<ip address>

oooooOoOooooOoooIpOO0ODOOOODODOO

<community>
doooooooooooooobobbboboo

gogodd

0 16-160snmprgetarp 0 000000

> snmp rgetarp 20.1.30.101 public

Index Network Address Physical Address Type
4 12.1.1.99 0012.e258.8860 static
1 112.1.1.99 0012.e258.8870 static
ogoooon
0 16-290snmprgetarp 000 0000O0O00OOO
oooo oo oooooo
Index ipNetToMedialflndexd 0 0 ARPO DO OODOOOO 0
0oo0oDo00oo0ooooog
Network Address ipNetToMediaNetAddress0 0O OO OO0OOO000O IP a
oooooooooog
Physical Address ipNetToMediaPhysAddress0 0000000000000 O
Type ipNetToMediaType0 0 00O 000000000000  otheeDOODOOODOOODOO

invalid0 000000000

dynamicO 00000000

static0 O O00O0O0OOOO

goobogoooboo

oo
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ogooooogo

snmp rgetarp

0 16-300snmprgetarp 0 000000000000

ooooo

oo

<SNMP agent IP address>: host unknown.

OO0 SNMPOOOODOOODOOODOODOODDO

Error code set in packet - General error: <Number>.

OO0 SNMPOOOODOOODOOOODOOOODOOO ID
oo0oooooooooMIBOOOoOoOOooooooooo
0o00ooo0o0oooo0o0o0oo0o0b00o0b0o0o0ooo 1IDo
<Number>0 00000000000

Error code set in packet - No such variable name. Index:
<Number>.

OO0 SNMPOOOODOOODOOOOODOOODODOOO ID
goooooooooooooboooooOooOooOoooooo
00000000 IDO <Number>OO0OO000O0O0ODOO

Error code set in packet - Return packet too big.

OO0 SNMPOOOOODOOODOOOOODDOOOO MIBODOO
oooooooooooooooooooooo

Error code set in packet - Unknown status code: <Code>

0000000000000 00000000 <Code>00O0O
SNMPOOOOOOODOOODOO

error parsing packet.

000000000 SNMPOOOOOOODOOODOO

error parsing pdu packet.

SNMPPDUOOOOODOOOODODOOOOOOODOOOODO
ooo

No ARP information available.

ARPOOOODOOODOOOODOOOOOODOO

No response - retrying

OO0 SNMPOOOODOOOODOOOODDOOODDODOOODO
oo

No response - try again.

OOosSNMPOOOOOOOOOOOOOOOOOOOOO

receive error.

oboooooooooooo

request ID mismatch. Got: <ID1>, expected: <ID2>

SNMPOOOOOO0O0O0O0O000O0O0 <ID2>0000000
0000000000000000 <ID1>0 SNMPOOOO
0o00o0o0o0ooooooMIBOOOOOO0OO0OO0O0O0OO0OO
oooo

unable to connect to socket.

SNMPOOOOO00O000000O0O00O0O00O0O0O0O0O0O0

goobognd

0000000000000 000D0OdipNetToMediaTableD MIBOOOOOOOODOOOOOOO
0000000000000 0000D000000Osnmprgetnext 0000000000
ipNetToMediaTable 000000000000 OOOO0O
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sFlow

show sflow

clear sflow statistics

restart sflow

dump sflow
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show sflow

show sflow

460

sFlow0 0000000000000 0000000000000000000

ggodgguo

show sflow [detaill]

goobogooo

gbobooooooboobobobob

goodoogo

detail
sFlow 0 OO0 000000000000 0000000D0DODOO

googod

O1710sFlowD0 000000 OO0ODOCOOODOO

> show sflow
Date 2006/10/21 20:04:01 UTC
sFlow service status: enable
Progress time from sFlow statistics cleared: 8:00:05
sFlow agent data
sFlow service version : 4
CounterSample interval rate: 60 seconds
Default configured rate: 1 per 2048 packets

Default actual rate : 1 per 2048 packets

Configured sFlow ingress ports : 1/2-4

Configured sFlow egress ports : 5/9-11

Received sFlow samples : 37269 Dropped sFlow samples (Dropped Que) : 2093 (
2041)

Exported sFlow samples : 37269 Couldn't export sFlow samples : 0

sFlow collector data
Collector IP address: 192.168.4.199 UDP:6343 Source IP address: 130.130.130
.1
Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0
Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.13
0.1
Send FlowSample UDP packets : 12077 Send failed packets: 0
Send CounterSample UDP packets: 621 Send failed packets: 0



show sflow

O 17-20sFlow 0 0000000000000 0O0O0O

> show sflow detail

Date 2006/10/21 20:04:01 UTC
sFlow service status: enable
Progress time from sFlow statistics cleared: 8:00:05

sFlow agent data
sFlow service version

4

CounterSample interval rate: 60 seconds

Default configured rate:

Default actual rate

1 per 2048 packets
1 per 2048 packets

Configured sFlow ingress ports : 1/2-4

Configured sFlow egress ports : 5/9-11

Received sFlow samples 37269 Dropped sFlow samples (Dropped Que) : 2093 (
2041)

Exported sFlow samples 37269 Couldn't export sFlow samples : 0

sFlow collector data

Collector IP address: 192.168.4.199 TUDP:6343 Source IP address: 130.130.130

.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0

Collector IP address: 192.168.4.203 UDP:65535 Source IP address: 130.130.13
0.1

Send FlowSample UDP packets : 12077 Send failed packets: 0

Send CounterSample UDP packets: 621 Send failed packets: 0

Detail data

Max packet size: 1400 bytes
Packet information type: header
Max header size: 128 bytes

Extended information type:
Url port number: 80,8080

switch, router,gateway,user,url

Sampling mode: random-number
Sampling rate to collector: 1 per 2163 packets
Target ports for CounterSample: 1/ 2-4 , 5/ 9-11

goodgdao

O17-10sFlow D0 0O0OCOODO

ooono

oooo

sFlow service status

sFlowOOOOOO0OOOOO

0000000000000 00000000 disableD 000

Progress time from sFlow statistics cleared

sFlow OO ODOOOOO0OOOOO0OOOOO0O0OO00QO clear sflow statistics
gooooooooooooooon
hhimm:ss(2400000000hhO00mmO00ssO00
DdayD24000000000DODOODO

sFlow service version

sFlow 0O O0OO00O00O0ODO

CounterSample interval rate

oooooooooooocoooo

Default configured rate

gooboooooooooooooooooooooooooo

Default actual rate

gooooooooooobooooo

Configured sFlow ingress ports

00000000000 "sflowingress" 000000 sFlowO OO QOO
gooooo

Configured sFlow egress ports

00000000000 "sflowegress" 000000 sFlowO OOOOOO
ooooo

Received sFlow samples

goboooooooooocoooooo
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show sflow

oooo

oooo

Dropped sFlow samples

oooooooooooooooooooooooooooboooooono
O000ooO0o0ooo0 sFlowOOOODOOOODOOOOOOOODODOO
ooooo

000000000 sFlowOOODOODOOOODOOOODODOOODODOOO
ooooo

(Dropped Que)

oooooooooooooo
clear qos queueing 0 0000000000 o0OOODOODOO

Exported sFlow samples

goooooooo vubPpOOOOOOOOODOOODOOODOOOO

Couldn't export sFlow samples

ogoooooo upbpOOOOOODOODODOODODOODODOODO

Collector IP address

gooooooooooooooooooooooo IPOOOO

UDP

ubpOOOOO

Source IP address

ocooooooooooobooo 1POOOOOOOOOODODOO

Send FlowSample UDP packets

goooooooooooobooooo vupPpOOOOO

Send failed packets

goobooooooooobo uppOOOOO

Send CounterSample UDP packets

goooooooooooobooobooo vuppoOoOooOO

Max packet size

sFlow 0O OOOODOOOO

Packet information type

gooooooooooooon

Max header size

gooooooooooooooboooobooooooooooo

Extended information type

gooooooooooooon

Url port number

gooooooo URLOOOOOOOOOOOHTTPODOODOODDO
ooooo

Sampling mode

ooooocoooo

random-number

oooobooooooooooobooooooo

Sampling rate to collector

gooooooooooooooooo
ooooooboooooooooboOooobocoooooooboOooooog
goooooooooooooooooooooooboooobooboooon
00000000000 0000000000A0 clear sflow statistics O O
goooooooooooooooooooooooooobooooooo
ooo

Target ports for CounterSample

oooooooooooooo

goobogoooboo

oo

ugooooogo

O 17-20showsflow 000000000 OCOODOO

ooooo

oo

Can't execute this command in standby system. 0Jo0o00o00o0ooooooooooooooon

Can't execute.

oboooooooooocoooooooocoooo

sflow doesn't seem to be running.

gooooooOooO0oooobooOoOoOooOoOoOoOoocOooooOon
O00O0OsFlowOOOOODOOOODOOODOOODODDODO
gooooooOoooooOooooOooOoOoOoOooOobocOooooono
goooooooooooooo
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show sflow

goodgdao
go0o00o000DOOoO00obOo0oOooDooOs2htddooooooooooooonooOon

IpOO00O0O0O0O0OOOOOOOOOOOOOOOOOOOOOOOO ---"ODODODODOO
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clear sflow statistics

clear sflow statistics

sFlow 0000000000000 0000000O0

ggodgguo

clear sflow statistics

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

>clear sflow statistics
>

ggodgguo

oo

goobogoooboo

oo

goboooooo

O 17-30clear sflow statistics 0 0 0 0 0000000000

ooooo

oo

Can't execute this command in standby system.

goooooooooooooooooooooo

Can't execute.

oboooooooooocoooooooocoooo

sflow doesn't seem to be running.

gooooooOoooooOooooOooOoOoOoOooOobocOooooono
O00O0OsFlowOOOOODOOOOOOODOOODODDODO
gooooooOoooooOooooOooOoOoOoOooOobocOooooono
ooooooooooooooo

goobogo

show qos queveing 0 000000000 To-CPUOOODOODOO 100000000000O00O 40
dddddoooooooooooooooooooooooo
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restart sflow

restart sflow

gbobobobooobobooboboo

goodgdao

restart sflow [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo

-f
gboboooooooboobooboboboboobooboooooboobOobon

gbooooooooobo
gboooooobobdobdo

core-file
0000000000000 000000000Oflowd.coreDO0OD0OOOOO

gbooooooooobo
gboooooobobdobdo

gobood

>restart sflow
sflow program restart OK? (y/n): y
>

goodgdao

oo

goobogoooo

ao
goboooooo

O 17-40restartsflow D0 000000000000

goooo oo
Can't execute. oodooooooooooooooooooon
sflow doesn't seem to be running. Jo00o0oooO0oo0o0o0o0ooooDOobo0ooDOooDoooDoooo

Oo0O0O0sFlowOOOOOOOOOOOODOOOOOODOOOO
ooooooooooooooooooooooooooooboo

gooooooooooooon

gooooa
s JO00O0000000000UODUDUDODUDUDUDUDUDDDDDODDODD
s JO00O000000000000D0D0DODODUDODOOODODDODOODODODOO
000000000 Od0O lusr/var/core/
00000000 flowd.core

gbobobooobooboboboboboboooooobooooboboboboboboboon

gboboboooooooboonoo
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dump sflow

dump sflow

gbobooooooboobobobobooboooboobobobobooboooon

ogoooon
dump sflow

goobogooo

gbobooooooboobobobob

goodoogo

oo

gogodd

>dump sflow
>

ggodgguo

oo

goobogoooboo

oo
goboooooo

0 17-50dumpsflow 00000 OCO0O0OOOOODO

goooo oo
Can't execute this command in standby system. 0Jo0o00o00o0ooooooooooooooon
Can't execute. gooobooboobobobOoboooobooooo
sflow doesn't seem to be running. gOo00O0000bOobOO0bDOobDOobOOobOooOobOOooOoooo

O00O0OsFlowOOOOODOOOODOOODOODODDODO
gooooooOoooooOooooOooOoOoOoOooOobocOooooono
ooooooooooooooo

goobogo

O0o0ooooooooooooooooooooooooooooon
0000000000 usr/var/flowd/
00000 sflow.tre

gboboooooobooboboboboooboooboobooboboboboboobooboobOobOobon
gbooboooooboobobo
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LLDP

goobooonoboobooa

show lldp

show lldp statistics

clear lidp

clear lldp statistics

restart lldp

dump protocols lldp
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show lidp

show Illdp

LppogooOOoOOOOOOOOOOO0OOOoooog

goooon
show 11dp [port <port list>] [detaill

goobogooo

gbobooooooboobobobob

goodoogo

port <port list>
00000000 LLbPOODOOOOOO

<portlist>0000C0OCOCOCOCOOOCOOOOO@MOCOO0OOO0OOOOOOOOOOOOOOO
gooo

gboooooooboobd
OO000OCOO0OO00 LLbPOOOOOOODO

detail
0000 LLbPOO0OO0OO0OOOOOOOOOODODOODOOOOOO
oooooooooodoo
0000 LLDPOOOOOOOOOODOOOOOOOOOOOO

gboboooooboobobon
gooOLLbPpOODOODOODODOODOODOODOOOOOOOOOOOO

ooooD1o
LLbpOO0O00O0OOCOOOOOOOOOOODDOO

O18-10LLDPOCOCOCOOCOOCOOCODODODOOO

> show 1ldp
Date 2006/03/09 19:16:20 UTC

Status: Enabled Chassis ID: Type=MAC Info=0012.e268.2c21
Interval Time: 30 Hold Count: 4 TTL: 120
Port Counts=3

1/1 (CH:10) Link: Up Neighbor Counts: 2

1/2 Link: Down Neighbor Counts: 0

1/3 Link: Down Neighbor Counts: 0

>

ooobo1000000

01810LLDPOOOOODOOOODOOOODODO

oooo oo oooooo
Status 0000 LLDPOOOOO Enabled0 LLDP OO OO0
Disabled0 LLDPOOODOO
Chassis ID 0000 Chassis ID O
Type Chassis ID O Sub type MACOInfoOOOOOOODOO MACODOOO
Info Chassis ID 0 Information 0000 MACOOOO
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show lidp

ooono oo oooooo
Interval Time 000000000 LDPDUOODOO 50 32768
ooo
Hold Count 0oo0ooo0oo0O0LbPDUOOODO 20 10
00000000 Interval Time O O
goono
TTL 000000000 LbPDUODOOO 10 0 65535
Port Counts oooo enable-port 0000 O0O0OOOODO
<nif no.>/<port no.> goooo 00000000000 NIFOOOPortOO

CH opooooooooo 000000 CHODOOoOooOoooooo
Link goooo UpOODOO UpODO

Down 0 00O Down OO
Neighbor Counts goooooog jgooooooooooooooooon

oooo 20

detall 00000000 LLDPOOOOOOO0O0O0O0O0O0O0O0O

O 18-20LLDPOCOCOOCOCOOCOOCODOOOOO

> show 1lldp detail

Date 2006/03/09 19:16:34 UTC

Status: Enabled Chassis ID: Type=MAC Info=0012.e268.2c21

Interval Time: 30 Hold Count: 4 TTL: 120

System Name: LLDP1

System Description: ALAXALA AX6300S AX-6300-S04 [AX6304S] Switching softwar
e Ver. 10.2 [0OS-SE]

Total Neighbor Counts=2

Port Counts=3

Port 1/1 (CH:10) Link: Up Neighbor Counts: 2 |
Port ID: Type=MAC Info=0012.e298.5cc0
Port Description: GigabitEther 1/1 1
Tag ID: Tagged=1,10-20,4094
IPv4 Address: Tagged: 10 192.168.248.240
IPv6 Address: Tagged: 20 3ffe:501:811:££01:200:8798:5cc0:e7f4 4
1 TTL: 110 Chassis ID: Type=MAC Info=0012.e268.2505 |

System Name: LLDP2

System Description: ALAXALA AX6300S AX-6300-S04 [AX6304S] Switching so
ftware Ver. 10.2 [OS-SE] 2

Port ID: Type=MAC Info=0012.e298.dc20

Port Description: GigabitEther 1/5

Tag ID: Tagged=1,10-20,4094

IPv4 Address: Tagged: 10 192.168.248.220 4

2 TTL: 100 Chassis ID: Type=MAC Info=0012.e268.2c2d |

System Name: LLDP3

System Description: ALAXALA AX6300S AX-6300-S08 [AX6308S] Switching so
ftware Ver. 10.2 [OS-SE]

Port ID: Type=MAC Info=0012.e298.7478 3

Port Description: GigabitEther 1/24

Tag ID: Tagged=1,10-20,4094

IPv4 Address: Tagged: 10 192.168.248.200

IPv6 Address: Tagged: 20 3ffe:501:811:££01:200:8798:7478:e7f4 4
Port 1/2 Link: Down Neighbor Counts: 0
Port 1/3 Link: Down Neighbor Counts: 0

>

1. 00000000
2. 0000000
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show lidp

3. gboooogn

ooob2000000

01820LLDPOOOOODOOOODOOOODODO

oooo oo ogooooo
Status 0000 LLbPOODOOO EnabledO LLDPO OO OO
Disabledd LLDP OO OO0

Chassis ID 0000 Chassis ID O
Type Chassis ID O Sub Type MACOInfoODOOOODODODOO MACOOODO
Info Chassis ID O Information oooo MACOOOO
Interval Time JdoooOoodo LbpDUOODO 50 32768

ooono
Hold Count J000000O0o LbPDUOODO 20 10

000000000 Interval Time

ooooood
TTL 000000000 LbPDUO OO 100 65535

0

System Name

0000 System Name

system 00000 name 0000000000
oog
goo0o0000ooDooOO0oOoDOoooDgo
gooooo

System Description

0000 System Description

MIB(sysDescr) DO OO 00O

Total Neighbor Counts

oooooooboooooooooo
a

goobooooooooooooono
00 192

Port Counts oooag enable-port 10000000000

Port ooooooo <nif no.>/<port no.>

CH ooooooooon 000000 CHOODODOOOODOOOO
Link 00ooOoooooooao Up0O00OO UpOO

DownO 00O Down OO

Neighbor Counts

ooood

gboooooooooooooooooo

Port ID

OOoo0O0OO0 PortID

O

Type

Port ID O Sub Type

MACOInfoOOOODOODOO MACOODOO

Info

Port ID O Information

oooooo MACOOODO

Port Description

000000 Port Description

MIB(GfDescr) 000000
GigabitEther( 1Gbit/s 000000000
TenGigabitEther( 10Gbit/s 1 000 0 OO

Tag ID 00000000000 VLANOO ~ VLANID list
O 00000000 0000O0ODODOOOoOon
goooooo
IPv4 Address 000000 IPO0OOOOIPv4O 000000000000000oo0oooon
oooooo
Tagged IPOO000OOOOOO VLANDO 0oooooDDOO0O0O0oOn ID

ID

<ip address>

gooooIpoooO

000 VLANOOOOOOooooooo

IPv6 Address

goooooIpoOOOOIPVEO

gooboooooooboooooooooon
goooooo
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show lidp

oooo

oo

oooooo

Tagged

IpOOO0OO0O0COOOO VLANO
1D

0o0o00ooooooooono Ib

<ip address>

oooooIpPoooO

000 VLANOOOOOOOoOooooo

TTL

LppDUOOOOOOOOOO

00 65535

Chassis ID

00000 Chassis ID

O

Type

Chassis ID O Sub Type

CHAS-COMPUO Info O Entity MIB O
entPhysicalAlias

CHAS-IFO Info O interface MIB O ifAlias
PORTO Info O Entity MIB O
portEntPhysicalAlias

BACK-COMPUO Info O Entity MIB O
backplaneEntPhysicalAlias

MACO Info O LLDP MIB O macAddress
NETO Info O LLDP MIB O networkAddress
LOCLO Info O LLDP MIB O local

Info

Chassis ID O Information

subtype DO OO OO0

System Name

00000 System Name

goooooooooooooo

System Description

00000 System Description

goooooooooooooo

Port ID

00000 PortID

O

Type

Port ID O Sub Type

PORTO Info O Interface MIB O ifAlias
ENTRYUO Info O Entity MIB O
portEntPhysicalAlias

BACK-COMPO Info O Entity MIB O
backplaneEntPhysicalAlias

MACUO Info O LLDP MIB O macAddr
NETO Info O LLDP MIB O networkAddr
LOCLO Info O LLDP MIB O local

Info

Port ID O Information

Sub Type 00O OOODO

Port Description

00000 Port Description

goooooooooooooo

Tag ID 0oooo0000o0oooog VLAN ID list
VLANOOO 000000000O0O0O0ooo
IPv4 Address 000000000000 IPOOO0 DOOOOOOOOOOOOOOO0
0 O IPv4O
Tagged IPO00OO0OODOODOO VLANDO 0o0oo0o0o0o0oo0oo0oooag ID

ID

<ip address>

oooooIpoooOO

000 VLANOOOOOOOoooooo

IPv6 Address 000000000000 IPOOO0 DOOOOOOOOOOODOOOO0
0 O IPved
Tagged 000000000 VLANO ID 0o0oo0ooo0o0oo0oo0oooa ID

<ip address>

oooooIroooo

000 VLANOOOOOOOOoODOoOoDo

gogoooogo

oo
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show lidp

ugooooogo

0 18-30showlidp 0000 O0O0O0OOOOOOO

ooooo

oo

Can't execute this command in standby system.

gooOooooooobooooooooooooo

Can't execute.

gooOooooooobooooooooooooo

Connection failed to LLDP program.

LLbPOOOOOOOOOODOOODOOODOODODODOD
0000000000000 000OOvrestartlldp 00O
000 LLbpOOOOOOOOOOOOOOOO

LLDP is not configured.

LLbPOOOOOOOOOODOOODOOODODOODODOD
oooooooog

ggodgguo

oo
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show lldp statistics

show lidp statistics

LLbPOOOOOODOODOOO

goodgdao

show 11ldp statistics [port <port lists]

goobogoo

gboboooobooboboboooo

gogododogo

port <port list>

OO00oOOoO00ooOOoOoOoOoC LLbpOOOOODOOODO
<portlist>0000C0OCOCOCOOOOOOODOMOOCOOOOOOOOOOODOODOOOO

gooo
gboooooooboobd

OLLbPOOOOOOOOODOOODOOODOOOOO

googg

0O 18-30LLDPOOOOOOODO

> show 1lldp statistics
Date 2006/03/09 23:09:59 UTC
Port Counts: 3

Port 1/1 LDPDUs : Tx = 1300 Rx = 1294 Invalid=
Discard TLV: TLVs= 0 LDPDUs= 0
Port 1/2 LDPDUs : Tx = 890 Rx = 547 Invalid=
Discard TLV: TLVs= 0 LDPDUs= 0
Port 1/3 LDPDUs : Tx = 0 Rx = 0 Invalid=
Discard TLV: TLVs= 0 LDPDUs= 0
>
ooooon
O1840LLDPOOOOOOOOO
ooood oo oooooad
Port counts oooooooooooo O
Port ooooo <nif no.>/<port no.>
LDPDUs oooooooo 00000 DisabledDOOOOOOO ODOOOODO
Tx 0000 LDPDUO 00 4294967295
Rx JOood LbPDUO 00 4294967295
Invalid 000 LDPDU O 00 4294967295
Discard TLV TIVOOOO 00000 Disabled0OOOO0O00D 000ODOO
TLVs oood TLvd 00 4294967295
LDPDUs 000d TLVOOO LDPDUO 00 4294967295

gogoooogo

oo
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show Ildp statistics

ugooooogo

O 18-50showlldp statistics 1 0O 0000 O0OdOoooong

goooo oo
Can't execute this command in standby system. ooo0o00ooo0o0ooooooooooooooon
Can't execute. 00o00o0o00oo0o0o00o000000000o00o0
Connection failed to LLDP program. LILDPOOODOOODODOOODODODDOOOOODODOOO

0000000000000 000OOvrestartlldp 00O
000 LLbpOOOOOOOOOOOOOOOO

LLDP is not configured. LILDPOOCOOO0OODOOOODOODOODOODOOOOO
ooooOooooo

ggodgguo

oo
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clear lldp

clear lidp

LLbPOOOOOOOOOODOODOOO

ogoooon
clear 1lldp

goobogoo

[port <port lists]

gboboooobooboboboooo

gogododogo

port <port list>
O0000ooooooooooooooog

<portlist>0000C0OCOCOCOOOOOOOOMOOOOOOOOOOOOOOODOOOO

gooo
gboooooooboobd

gboboooooobooboboboboooboooooboon

googg

0 18-40clearlidp 0O 0O O

> clear 1lldp
>

goobognd

ao

gogoooogo

oo

ogooooogo

O 18-60clearlidp0000000OOODOODOODO

ooood

oo

Can't execute this command in standby system.

obooooooooobooooooooocoooa

Can't execute.

goooooooooooooooooooooo

Connection failed to LLDP program.

LLDPOOO0O0O0O0O0O0O00O000O0000000000
0000000000000 000 OvrestartlldpO0 00O
00 LLbPOOOCOOOOOOODOOODOODO

LLDP is not configured.

LLpPOO0000000000000000000000
oooooooo

goodgdao

oo
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clear lldp statistics

clear lldp statistics

LppoooOoOoOoOoOoOooooo

goooon
clear 11dp statistics [port <port lists]

goobogooo

gbobooooooboobobobob

goodoogo

port <port list>
000000 LLbPOOODODOOOOOOOO
<portlist>0000000000000000O0OO00MO0O00O0OOO0ODOOO0ODOO0OODOO

gooo

gboooooooboobd
OO000OCOO0O00O LLbPOOOOCOODODOOOOD

gogodd

O 18-50 clear lidp statistics 0 O 0 O

> clear 1lldp statistics
>

goobogo

oo

ggoooooo

oo

ugooooogo

O 18-70clearlidp statistcs 00 OO0 0000000 OODO

ooooo oo
Can't execute this command in standby system. Oo0o0ooOooooooooooooooooon
Can't execute. goooooooobooooobooooooooo
Connection failed to LLDP program. LLDPOOOO0OO0OO0OOODOOOOOOOOOOoOOO

000000000000 00000Ovrestartlldp 00
000 LLbPOOOOODOOODOODDOODDO

LLDP is not configured. LILDPOOO0OOO0O0O0OO0O0OO0OO0OOCOOOOOOOOOD
ooooOoOoooo

ggodgguo

oo
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restart lldp

restart lldp

LLbPOODOOOODOOOODOODO

gooooa
restart 11dp [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo

-f
oO00oOoOO00ooOoOoOooooOoboOooLLDPOO0OOOOODOOODO

gbooooooooobo
gboooooobobdobdo

core-file
O0o0000000oo0oooooooo

gbooooooooobo
gboooooobobdobdo

gbobobobooooooon
oO00oOoOO00ooOoOoOooooOoboOooLLDPOO0OOOOODOOODO

gobood

O 18-60LLDPOOOOODO

> restart 1ldp
LLDP restart OK? (y/n): vy
>

goobognd

ao

goobogoooo

ao
ogooooogo

O 18-80restartlldp 0 0 000000000000

oooood oo
Can't execute. 0000000000 0o00o0oooooooooa
LLDP doesn't seem to be running. LLDPOOOOODDOOOOOOOOOOOOOOOO

0000o0o0LLbPO0O0O0O0O0O0O0O0O0O0O0O0O0O0OO0

ooooooooooooo

goodgdao

gbobobooooboobooboboboooooooobooobobob
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restart lldp

000000000 fusr/var/core/
0000000 ]Idpd.core

gbobooooooobobobobooboooooobooboboboobooooooobOobOoDbOob
gbooooooboobdabdo
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dump protocols lldp

dump protocols lldp

LLppooooooOoOoOOOOOOOOOOOOOOOOOOODOOOOOODOOOOODOODODODOO
oo

ooogogo
dump protocols 1lldp

gogododogo

gboboooobooboboboooo
gogododogo

oo
gobood

O 18-70LLDPOOOOOOODO

> dump protocols 1lldp
>

goodgdao

oo

gogoooogo

oo
goboooooo

0 18-90dump protocols ildp OO0 OO0 DO O0O0OO0OOOO

ooooo oo
Can't execute. goooooooooooooooooooooa
Connection failed to LLDP program. LLDPOOOOOOOOODOOOODOOOO

0000000000000 00000000O0Orestartlldp000O
00 LLbPOOCOOOOOOOOOOODBODOD

File open error. goboooooooooboooooooooooocoooooooon
goboboooooooooooooooooo
LLDP is not configured. LLDPOOOOOOOOOOOOOOOODOOODODODODODOODBODOD
oono
goodgdao

bbbl ooooooooooon
0000000400 /lusr/var/lldp/
00000ldpd_dump.gz

gboboooooboooboobobooboooooooooobooboboboooboooboobobobooboon
gboboboobooogooo
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OADP

show oadp

show oadp statistics

clear oadp

clear oadp statistics

restart oadp

dump protocols oadp

481



show oadp

show oadp

OADPO CDPOOCOO0OOCOOOOODOODODODODDOO

ggodgguo

show ocadp [port <port list>] [channel-group-number <channel group lists>]
[device-id <device id>] [detaill

goodoogo

gbobooooooooooobobob

goobogooo

port <port list>
jddoooooooooooooooboD
<portlist>000000000000000O0O0O0OD0MDDODO0OOOOOOOODOOOODOOODODO
agooad

gbooooooooobo
gboooooobooboboobooboono

channel-group-number <channel group list>
0000000000 00ooo00ooo0ooDooooooooooooon
<channel group list>0 0000000000 0000000 O00O0ODOO0OOOOOOOOOOO

gboooooooboobd
gboboooooboobobobobobooooobooboon

device-id <device 1d>
dd0oooooo Iboooooooooooooa

obooooooooobo
gboboooooboobobobob

detail
0000 OADPO CDPOODOOODOOODDOODOOODODOOODOOO

gbooooooooobo
goOooO OADPO CDPOOOOOCOCOOOOCOOCODOOOCODODDODOO

gbooooooooobobon
0000 OADPU ChPOOCOCDCOCOCDCOUDODCDOUDDUODUDUDDODUDDDDOO

oooo1o

OADPO CDPOOO0OO0O0OO0O0OO0OOOOOOOOOOOOOO
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019-100ADPOO0O0O0O0O0OOOOOOOOO

> show oadp
Date 2006/03/09 19:50:20 UTC

show oadp

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180
ignore vlan: 2-4,10
Enabled Port: 1/1-5,16,20

CH 10
Total Neighbor Counts=2
Local VID Holdtime Remote VID Device ID Capability Platform
1/1 0 35 1/8 0 OADP-2 RS AX6304S
1/16 0 9 1/1 0 OADP-3 RS AX6308S
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater

>

> show oadp port 1/1
Date 2006/03/09 19:50:30 UTC

OADP/CDP status: Enabled/Disabled
Interval Time: 60 Hold Time: 180
ignore vlan: 2-4,10
Enabled Port: 1/1-5,16,20
CH 10
Total Neighbor Counts=1
Local VID Holdtime Remote VID Device ID
1/1 0 35 1/8 0 OADP-2
Capability Codes: R - Router, T - Trans Bridge,
S - Switch, H - Host, I -
>
> show oadp device-id OADP-3
Date 2006/03/09 19:50:40 UTC
OADP/CDP status: Enabled/Disabled

Interval Time: 60 Hold Time: 180
ignore vlan: 2-4,10
Enabled Port: 1/1-5,16,20

CH 10

Total Neighbor Counts=1

Local VID Holdtime Remote VID Device ID

1/16 0 9 1/1 0 OADP-3

Capability Codes: R - Router, T - Trans Bridge,
S - Switch, H - Host, I -

>

oboob1000000

0 19100ADPOOODOOOODOOODOOOOO

Device ID: OADP-1

Capability Platform
RS AX6304S

B - Source Route Bridge
IGMP, r - Repeater

Device ID: OADP-1

Capability Platform
RS AX6308S

B - Source Route Bridge
IGMP, r - Repeater

ooono oo

ooooono

OADP/CDP status 0000 OADPO CDPOOOOO

Enabled0 OADP/CDP OO OO0

Disabledd OADP/CDP O OO0 O

Pausedd OADPO OO0 CDPOOOOOOODO
O

Interval Time 000o0Ooo0oooo oADPOOOO 50 254
gooooog

Hold Time ooooooooo OADPOOOO 100 255
goooood

ignore vlan OADPPDU OO ODOO VLAN VLAN ID list

Enabled Port 0000 OADPO OO enable 00O

oooooooao

NIFOOO Port 0000000000000
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show oadp

oooo oo oooooo
Total Neighbor Counts 00000000 000O0O0Ooooo 00 250
Local ooooooooo NIFODODO Port 00000000 ODOOOO
VID 0oooo0oo0o0O0O0OoOoOoOoo VLAN ID
IEEE802.1Q VLAN Tag O VLAN ID
Holdtime oooo0o0O0O0o0oooooooo OADPO OO 255
ooo CDPODODOO CiscoD0OO0O0ODO
Remote ooOooo0OO0O0oOooooo NIFODODO Port 00000000 ODOOOO
VID 000000000 VLANIDTLVO ~ VLANID
0oooOoO VLANID
Device ID 00000 Device ID Device 0 OO
Capability ooooooo RO Router
TO Transparent Bridge
BO Source-route Bridge
SO Switch
HO Host
IDIGMP report 00 0O O OO
r[0 Repeater
Platform oooooooono oooog
0000 20

detail 000000000 OADPOCOOCOOCOOCOODOOOOODOOO
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show oadp

019-200ADPOO0O0O0O0O0O0O0O0O0O0O0O00OO

> show oadp detail
Date 2006/03/09 19:55:52 UTC

OADP/CDP status: Enabled/Disabled Device ID: OADP-1
Interval Time: 60 Hold Time: 180
ignore vlan: 2-4,10 1

Enabled Port: 1/1-5,16,20

Total Neighbor Counts=2

Port: 1/1 VLAN ID: O ] 2
Holdtime : 6(sec)
Port ID : 1/8 VLAN ID(TLV): O 7
Device ID OADP-2
Capabilities Router, Switch
Platform : AX6304S
Entry address(es) : 3
IP address 192.16.170.87
IPv6 address: fe80::200:4cff:fe71:5d1lc
IfSpeed : 1G Duplex FULL
Version ALAXALA AX6300S AX-6300-S04 [AX6304S] Switching soft
ware Ver. 10.2 [0OS-SE]
Port: 1/16 VLAN ID: O
Holdtime : 10 (sec)
Port ID : 1/1 VLAN ID(TLV): O
Device ID OADP-3
Capabilities Router, Switch
Platform : AX6308S
Entry address(es) :
IP address 192.16.170.100
IfSpeed : 1G Duplex FULL
Version ALAXALA AX6300S AX-6300-S08 [AX6308S] Switching soft
ware Ver. 10.2 [0OS-SE]

1. 0o0oooooon
2. 000000000
3. 0booooon

oboob 20000000

0 19-200ADPOOODOOOODOOOODOOOOO

oooo oo oooooo

OADP/CDP status

0000 OADPO CDPOOOOO Enabledd OADP O CDPOOOOO
Disabledd OADP O CDPOOOOO

Pausedd OADPO OO0 CDPOOOOO0OO

oo
Interval Time 000000000 oADPOOOO 50 254
goooooo
Hold Time oooooooog OADPOOOO 100 255
goooooo
ignore vlan OADPPDUCOOOOO VLAN VLAN ID list

Enabled Port

0000 OADPUO OO enable O
ogooooooooo

NIFOOO Port 0000000000000

Total Neighbor Counts

gooooooooooooooo
o

00 250
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show oadp

goooo oo oooooo
Port gooooooooo NIFOODO Port 00000000000 DODO
VLAN ID 00O0O000oO0o0ooooooo VLAN ID

IEEE802.1Q VLAN Tag O VLAN

1D
Holdtime 0o0oo0o0000000Ooooo OADPO 0O 255

ooo CDPOOOO CiscoO0OOOO0DODO
Port ID 0ooo0oooDO0OO0OO0OOoOoOoOO NIFOOO Port 000 O0O0D0OO0OOOOO
VLAN ID(TLV) 000000000 VLAN ID TLV VLAN ID

0000000 VLANID
Device ID 00000 Device ID Device 0 0 O
Capability goooooo oo
Platform goooooooon ooood

Entry address

oooooooooooooooo
ooooo

Ipva00COOIPv6eOODOO

ifSpeed oooo0oDO0OO00O0O0ooooo 0 O 10M: 10Mbit/s, 1G: 1Gbit/s
O
Duplex 0000000000000 Duplex  FULLO HALF
oo
Version 00D0000O0O00o0oon ooooooo
oooooooog
oo
ooooooooo
0 19-30showoadp 0000000 OOOOOOO
ooooon oo

Can't execute this command in standby system.

obooooooooobooooocoooooooo

Can't execute.

obooooooooobooooocoooooooo

Connection failed to OADP.

oADPOIO000O00O0O0O0O0OOOOOOOOOOOO
000000000000000000restart oadp O
o000 oADPOOOOOOOODOOODODOODDO

OADP is not configured.

oADPOIO000O00O0OO0O0OOOOOOOOOOOO
ooooooood

goobogo

oo
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show oadp statistics

show oadp statistics

OADPO CDPOOCOOOOODCOOOO

goodgdao

show oadp statistics [port <port list>] [channel-group-number <channel group
lists>]

gogododogo

gboboooooobooobooboooo

goobogoo

port <port list>
0000o0oooooodo oADPODODOOOODOOO
<portlist>0 0 0000000000000 O0O0OOD0MMDOOODOOODOOOODOOODOOOODOO
agooad

gbooooooooobo
gooOooooooADPOOOOOOOOOOO

channel-group-number <channel group list>
0000000000 000000000000 oADPOOODOOOODOOOO
<channel group list>0 00000000000 00000D00C00O0O0OO0OODODOO0OOOOOO

gboooooooboobd
gooooOoOoOoOoOoOoOoOooOooADPOOOOOOOOOOO

gbobobobooooooon
0O OADPO CDPOOCOCOCOOOOOOOOOOOODOODODODOO

gobood

0 19-300ADPO COPOOOOOOOO

> show oadp statistics
Date 2006/03/09 23:12:23 UTC
Port Counts: 3

Port 1/6 OADP PDUs : Tx = 9 OADP/CDP PDUs : Rx = 14
RX PDUs : OADP= 6 CDPvl = 0 CDPv2 = 8
Discard/ERR: Head= 0 cksum = 0 capacity= 0
Port 1/7 OADP PDUs : Tx = 10 OADP/CDP PDUs : Rx = 18
RX PDUs : OADP= 9 CDPv1l = 0 CDPv2 = 9
Discard/ERR: Head= 0 cksum = 0 capacitys= 0
Port 1/8 OADP PDUs : Tx = 0 OADP/CDP PDUs : Rx = 0
RX PDUs : OADP= 0 CDPv1l = 0 CDPv2 = 0
Discard/ERR: Head= 0 cksum = 0 capacity= 0
>
ooogogo
0 19400ADPO COPOOODDOOODO
gooo oo gooood
Port counts gooooboooogo O
Port gooog 000D00O0ooOoooO NIFOOOPortO O
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show oadp statistics

gooo oo gooooo
OADP PDUs Tx Oooo0 OADP PDUO 00 4294967295
OADP/CDP PDUs Rx 0000 OADP/CDP PDU O 00 4294967295
Rx PDUs goodooooooo O
OADP OADP PDU O 00 4294967295
CDPv1 CDP version 1 PDU O 00 4294967295
CDPv2 CDP version 2 PDU O 00 4294967295
Discard/ERR goooooooooo O
Head oooooo pbud 00 4294967295
cksum gooooooog pbuUDO 00 4294967295
capacity gopooooo pbud 00 4294967295
goooooon
0od
goooooood
0 19-50 show oadp statistics 1 0 0 000000000 0OO
goooo oo

Can't execute this command in standby system.

gooOooooooobooooooooooooo

Can't execute.

gooOooooooobooooooooooooo

Connection failed to OADP.

OADPOOOOOODOOODOOOOOOO
goooboooobobbooobbooooboboo
restartoadp D0 OO0 OADPOOOOOOOOOOO
oooono

OADP is not configured.

oADPOIO000O00O0O0O0O0OOOOOOOOOOOO
oooooooog

ggodgguo

oo
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clear oadp

clear oadp

oADPOOOOOOOOOOOOOOO

goodgdao

clear oadp [port <port list>] [channel-group-number <channel group lists>]

goobogoo

gboboooobooboboboooo

gogododogo

port <port list>
O0000ooooooooooooooog
<portlist>0 00 0000000000000 0O00DOO0ODODOO0OOOOOODOOO0ODO
oooo

gboooooooboobd
gboboooooooboboboooboooboon

channel-group-number <channel group list>
oo obobbbbbbobbboboobooo
<channelgroup list>0 0 00000000000 0O0ODOO0ODOOODODODOODOOODODOOO

gbooooooooobo
gbobooooooobooboboboboooooooboooDo

gboboboooooboooon
gboobooooooobooboobooboboboboooooon

googg

0 19-40clearcadp 0 O 0O O

> clear oadp
>

goobognd

ao

gogoooogo

oo
ogooooogo

0 19-60clearcadp 000000000 OOOOO

ooooo oo
Can't execute this command in standby system. Ooooooooooooooooooooooa
Can't execute. 0000000o00o0o0o0o0o0o0o0o0o0o0o0o0o0o
Connection failed to OADP. oADPOU0OO0ODODOO0ODODOOODDOOOODODOO

0000000000000 0000A0 restart oadp O
0000 oADPOOCOODOOODOOODOO
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clear oadp

ooooo oo

OADP is not configured. OADPOOO0O0O00OO0ODODOODOODOODOODOO
ooooOooooo

goobogo

oo
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clear oadp statistics

clear oadp statistics

OADP/CDPOOOCOOCOCOCOOCODOODO

goodgdao

clear oadp statistics [port <port list>] [channel-group-number <channel group
lists>]

gogododogo

gboboooooobooobooboooo

goobogoo

port <port list>
0ooooo oADP/CDPOODOOOOOODODO
<portlist>0 0 0000000000000 O0O0OOD0MMDOOODOOODOOOODOOODOOOODOO
agooad

gbooooooooobo
goOoOoOoooo oADP/CDPOOOOOOOODODODODO

channel-group-number <channel group list>
0000000000000 000000000 OADP/CDPOOOOOODOOOODOO
<channel group list>0 00000000000 00000D00C00O0O0OO0OODODOO0OOOOOO

gboooooooboobd
goOoOoOoOoOoOoOoOoOoOoOoOoOoADP/CDPOODOOOOODODODODOO

gbobobobooooooon
goOoOoOoooo oAbpP/CDPOOCOCOOOODODOOO

gobood

0 19-500 clear oadp statistics 0 0 O O

> clear oadp statistics
>

goodgdao

oo

goobogoooo

ao
goboooooo

0 19-7Oclear oadp statistcs 0000000000 0OOOO

oooood oo
Can't execute this command in standby system. 0Jo0o00o00o0ooooooooooooooon
Can't execute. goodoooooooboooooooooboooa
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clear oadp statistics

ooooo

oo

Connection failed to OADP.

oADPOO000O00O0O0O0O0OOOOOOOOOOOO
000000000000000000restart oadp O
gooooADpPOOOOOOOOOOOODOODOO

OADP is not configured.

oADPOOUIOOODODOOODDOOOODOOODDODOO
ooooooood

goobogo

oo
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restart oadp

restart oadp

oADPOOOOOOOOOOOOO

goodgdao

restart oadp [-f] [core-file]

goobogoo

gboboooobooboboboooo

gogododogo

-f
go00oO0oO0OoOoOoOoOoOoODUOODOOoOADPOODODDODODDODOD

gbooooooooobo
gboooooobobdobdo

core-file
O0o0000000oo0oooooooo

gbooooooooobo
gboooooobobdobdo

gbobobobooooooon
go00oO0oOOoOoOoOOoOoODODOOOoOADPOODODDODDODDODDOD

gobood

0 19-600ADPOI OO OOO

> restart oadp
OADP restart OK? (y/n): vy
>

goobognd

ao

goobogoooo

ao
ogooooogo

0 19-80restartcadp D0 00O ODOOOOODOODO

oooood oo
Can't execute. 0000000000 0o00o0oooooooooa
OADP doesn't seem to be running. OADPOIUDOODNONODODOODDOOODODOOOODOOO
oooooa
OADPUOOUDOO0IO0OOODODOODODODODOOO
ooooood

goobognd

gbobobooboooooboobobobooboobooooobobobo
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restart oadp

000000000 fusr/var/core/
0000000 oadpd.core

gbobooooooobobobobooboooooobooboboboobooooooobOobOoDbOob
gbooooooboobdabdo
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dump protocols oadp

dump protocols oadp

oADPOO000O0O0OOOOOOOOOOOOOOOOOOOOONONONONONONONONONONOOOooOooood
oo

goobognd

dump protocols oadp

gogododogo

gboboooobooboboboooo
gogododogo

oo
gobood

019-700CADPOOOOOOOO

> dump protocols oadp
>

goodgdao

oo

gogoooogo

oo

goboooooo

0 19-90dump protocolscadp OO0 OO0 O OO O0OOODOODO

ooooog oo
Can't execute. goodoooooooboooooooooboooa
Connection failed to OADP. OADPOODIOO0O0OOOOODOOOOOOOOOOOO

0000000000000 00000 restart oadp O
0000 oADPOOOOOOOODOOODODOODOO

File open error. gboooooooO0oooOooooooooOooOoooOoa
goooooooooooooooooooooooo
oo

OADP is not configured. oADPOUOOO0ODODOO0ODODOODOOOODODOO

ooooooood

goobognd

Joo0ooooooo0oooooooogoooooooooooooo
000000000 lusr/var/oadp/
00000 oadpd_dump.gz

gbobooooobooboboboboobooooooobobobobboobooobooboboboboo
gboboboobooogooo
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OO
A

activate standby 278

C

clear access-filter 16

clear access-log 22

clear access-log flow 28

clear cfm fault 414

clear cfm 12traceroute-db 416

clear cfm remote-mep 412

clear cfm statistics 417

clear dot1lx auth-state 115

clear dot1x logging 133

clear dot1x statistics 113

clear efmoam statistics 362

clear fense logging 242

clear fense statistics 240

clear gsrp 298

clear gsrp forced-shift 307

clear gsrp port-up-delay 304

clear ip arp inspection statistics 258
clear ip dhcp snooping binding 251
clear ip dhcp snooping logging 271
clear ip dhcp snooping statistics 255
clear lldp 475

clear lldp statistics 476

clear loop-detection logging 378

clear loop-detection statistics 376
clear mac-authentication auth-state 205
clear mac-authentication logging 207
clear mac-authentication statistics 208
clear oadp 489

clear oadp statistics 491

clear qos-flow 43

clear qos queueing 57

clear qos queueing distribution 66
clear qos queueing interface 72

clear qos queueing to-cpu 79

clear sflow statistics 464

clear shaper 88

clear shaper <port list> 95

clear vrrpstatus(IPv4) 326

clear vrrpstatus(IPv6) 343

clear web-authentication auth-state 175
clear web-authentication html-files 183
clear web-authentication logging 167

clear web-authentication statistics 168
commit mac-authentication 213
commit web-authentication 169

D

debug access-log 32

dump access-log 29

dump protocols cfm 421

dump protocols dhcp snooping 274
dump protocols dotlx 122

dump protocols efmoam 365

dump protocols gsrp 311

dump protocols lldp 479

dump protocols loop-detection 381
dump protocols mac-authentication 223
dump protocols oadp 495

dump protocols vaa 245

dump protocols web-authentication 179
dump sflow 466

inactivate standby 276

L

12ping 384

12traceroute 387

load mac-authentication 219
load web-authentication 173

N

no debug access-log 34

R

reauthenticate dotlx 118

redundancy force-switchover 279

remove mac-authentication mac-address 211

remove web-authentication user 141
restart access-log 30

restart cfm 419

restart dhcp snooping 272

restart dotlx 120

restart efmoam 363

restart gsrp 309

restart lldp 477
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oo

restart loop-detection 379
restart mac-authentication 221
restart oadp 493

restart sflow 465

restart vaa 243

restart web-authentication 177

S

set gsrp master 302

set mac-authentication mac-address 209
set web-authentication html-files 180
set web-authentication passwd 138
set web-authentication user 136

set web-authentication vlan 140
show access-filter 10

show access-log 20

show access-log flow 23

show cfm 390

show cfm fault 400

show cfm 12traceroute-db 403

show c¢fm remote-mep 395

show cfm statistics 408

show dotlx 103

show dotlx logging 124

show dotlx statistics 98

show efmoam 356

show efmoam statistics 359

show fense logging 237

show fense server 226

show fense statistics 231

show gsrp 284

show gsrp aware 296

show ip arp inspection statistics 256
show ip dhcp snooping binding 248
show ip dhcp snooping logging 259
show ip dhcp snooping statistics 253
show lldp 468

show lldp statistics 473

show loop-detection 368

show loop-detection logging 374
show loop-detection statistics 371
show mac-authentication 200

show mac-authentication logging 190

show mac-authentication login 188

show mac-authentication mac-address 215

show mac-authentication statistics 203
show oadp 482

show oadp statistics 487

show qos-flow 36

498

show qos queueing 45

show qos queueing distribution 59
show qos queueing interface 69
show qos queueing to-cpu 74

show sflow 460

show shaper 81

show shaper <port list> 89

show snmp 424

show snmp pending 429

show track(IPv4) 348

show track(IPv6) 351

show vrrpstatus(IPv4) 314

show vrrpstatus(IPv6) 331

show web-authentication 160
show web-authentication html-files 184
show web-authentication logging 147
show web-authentication login 145
show web-authentication statistics 164
show web-authentication user 143
snmp get 432

snmp getarp 442

snmp getforward 444

snmp getif 438

snmp getnext 434

snmp getroute 440

snmp lookup 431

snmp rget 447

snmp rgetarp 456

snmp rgetnext 449

snmp rgetroute 453

snmp rwalk 451

snmp walk 436

store mac-authentication 217

store web-authentication 171

swap vrrp(IPv4) 328

swap vrrp(IPv6) 345

synchronize 281

0

oooooooobo 2



	変更履歴
	はじめに
	目次
	1　 このマニュアルの読み方
	コマンドの記述形式
	パラメータに指定できる値
	文字コード一覧
	入力エラー位置指摘で表示するメッセージ

	2　 フィルタ
	show access-filter
	clear access-filter

	3　 アクセスリストロギング
	show access-log
	clear access-log
	show access-log flow
	clear access-log flow
	dump access-log
	restart access-log
	debug access-log
	no debug access-log

	4　 QoS
	show qos-flow
	clear qos-flow
	show qos queueing
	clear qos queueing
	show qos queueing distribution
	clear qos queueing distribution
	show qos queueing interface
	clear qos queueing interface
	show qos queueing to-cpu
	clear qos queueing to-cpu
	show shaper
	clear shaper
	show shaper <port list>
	clear shaper <port list>

	5　 IEEE802.1X
	show dot1x statistics
	show dot1x
	clear dot1x statistics
	clear dot1x auth-state
	reauthenticate dot1x
	restart dot1x
	dump protocols dot1x
	show dot1x logging
	clear dot1x logging

	6　 Web認証
	set web-authentication user
	set web-authentication passwd
	set web-authentication vlan
	remove web-authentication user
	show web-authentication user
	show web-authentication login
	show web-authentication logging
	show web-authentication
	show web-authentication statistics
	clear web-authentication logging
	clear web-authentication statistics
	commit web-authentication
	store web-authentication
	load web-authentication
	clear web-authentication auth-state
	restart web-authentication
	dump protocols web-authentication
	set web-authentication html-files
	clear web-authentication html-files
	show web-authentication html-files

	7　 MAC認証
	show mac-authentication login
	show mac-authentication logging
	show mac-authentication
	show mac-authentication statistics
	clear mac-authentication auth-state
	clear mac-authentication logging
	clear mac-authentication statistics
	set mac-authentication mac-address
	remove mac-authentication mac-address
	commit mac-authentication
	show mac-authentication mac-address
	store mac-authentication
	load mac-authentication
	restart mac-authentication
	dump protocols mac-authentication

	8　 認証VLAN【OP-VAA】
	show fense server【OP-VAA】
	show fense statistics【OP-VAA】
	show fense logging【OP-VAA】
	clear fense statistics【OP-VAA】
	clear fense logging【OP-VAA】
	restart vaa【OP-VAA】
	dump protocols vaa【OP-VAA】

	9　 DHCP snooping
	show ip dhcp snooping binding
	clear ip dhcp snooping binding
	show ip dhcp snooping statistics
	clear ip dhcp snooping statistics
	show ip arp inspection statistics
	clear ip arp inspection statistics
	show ip dhcp snooping logging
	clear ip dhcp snooping logging
	restart dhcp snooping
	dump protocols dhcp snooping

	10　 BCU/CSU/MSUの冗長化
	inactivate standby
	activate standby
	redundancy force-switchover
	synchronize

	11　 GSRP
	show gsrp
	show gsrp aware
	clear gsrp
	set gsrp master
	clear gsrp port-up-delay
	clear gsrp forced-shift
	restart gsrp
	dump protocols gsrp

	12　 VRRP
	show vrrpstatus(IPv4)
	clear vrrpstatus(IPv4)
	swap vrrp(IPv4)
	show vrrpstatus(IPv6)
	clear vrrpstatus(IPv6)
	swap vrrp(IPv6)
	show track(IPv4)
	show track(IPv6)

	13　 IEEE802.3ah/UDLD
	show efmoam
	show efmoam statistics
	clear efmoam statistics
	restart efmoam
	dump protocols efmoam

	14　 L2ループ検知
	show loop-detection
	show loop-detection statistics
	show loop-detection logging
	clear loop-detection statistics
	clear loop-detection logging
	restart loop-detection
	dump protocols loop-detection

	15　 CFM
	l2ping
	l2traceroute
	show cfm
	show cfm remote-mep
	show cfm fault
	show cfm l2traceroute-db
	show cfm statistics
	clear cfm remote-mep
	clear cfm fault
	clear cfm l2traceroute-db
	clear cfm statistics
	restart cfm
	dump protocols cfm

	16　 SNMP
	show snmp
	show snmp pending
	snmp lookup
	snmp get
	snmp getnext
	snmp walk
	snmp getif
	snmp getroute
	snmp getarp
	snmp getforward
	snmp rget
	snmp rgetnext
	snmp rwalk
	snmp rgetroute
	snmp rgetarp

	17　 sFlow
	show sflow
	clear sflow statistics
	restart sflow
	dump sflow

	18　 LLDP
	show lldp
	show lldp statistics
	clear lldp
	clear lldp statistics
	restart lldp
	dump protocols lldp

	19　 OADP
	show oadp
	show oadp statistics
	clear oadp
	clear oadp statistics
	restart oadp
	dump protocols oadp

	索引

