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1.1. ¥ERAZE
AMEOREEATO DI T A T HMNERHY £9, v/ A xv U 7 IViEE
TIT9 kL . LAN EDOBRA D telnet & L <X SSH TIT9 HENRH D £7,
VU TOVBETRETDHAICIEL, avEa— ¥ %X —3IF VY7 L
TLESW, X=XV 7 FOFREFLLTOHEY TT,

T —HnEEE 19200 bps
X*¥T77FEy Mg 8
NV TF 4 F=zvy L
Abhy7FEY PR 1
Zu—fl#E 7L

SSH T#Hiki T 5 7= OICITFHRNC SSH ORELXZTAHMLERH Y £4, FDOREIC
U 7 VidfE £ 7213 telnet TABRICHHG LA T AT T E &0,
ML TSSH o 2 FF—0 ARk 2B 7T E0N,



1.2. REFHZE
REFIEZX, avrY—nhbavwy ReANTHZEICIVEREEZIT) a~ RIA
VAR H Y F,

1.3. A—HF—F— FLHEHIEE—F
a<vy R4 i znd, BEE— Rea—HF—F—RD2o50F— KRH Y £,

L L] Far 7k
Frtge— 1 FTRTCOa~v L RRFELTA[RE/RE— R a3
a—F—%—F [ HEAa~  FLRpFa~y FOLPEFfERE—F [ %

1.4. ARV FFA4 U TILICKBEE
telnet T35 & login 7o 7 M RFRINET,

login:

2—H—4 lTadmin| &/SA27U—F Tadmin] # A LET,

login: admin<CR>

Password: <CR>

HEE
o ANJL7=RATU— RIEERREINFETA,
o X2 UT 4 —FERDI-D, T T 4N FONAT— REEETLHZ L 2B LET,

oA NI T AL, T > BRERINLET,

>

REEETT HGEITIIRHHET— R~BITTHO0ERZH Y £7°,
e — R ~B{T9 5 a2~ F ladministrator] & &HEET— RO AT— K
ladmin] # AL ET,

> administrator<CR>

Password: <CR>

HEE
e ANJL7=RATU— RIEERREINFETA,
o EX o UT 4 —FEDT-D. T T4V NIRRT — REEESLHZ L 2B LET,

Tar T SR FIINET,
$

SSH ToOHktic >\ T, ISSH OF 2 FF—04Afk ] 2R 7IF S0,
F72. NRAU— RNiT TTHHMFEFORE] 22 LTEE0,



1.5. A2 F3514 Y

S )LBRE—E

PR RE

i

o~ KOS

TABX—%2 F+AZ L2k T, fisErRERE S E CHa~
VRSCFAN RN L F T,

a<wy RO~V

PX—ZMFTAHLICL - T, HHRERR o~ RO—E,
FlFa~vr oA ERRLET,

i)
$ip ?
* ip address
* ip icmp redirect
* ip route add
* ip route delete
ip Clda~y R L TWRWD T, ip ThhE b a~
R %2R,

$ ip address ?
usage: ip address “Interface Ipaddress Netmask”

e.g. :$ip address ether0 192.168.0.100 255.255.255.0

ip address T~ RN L TV D DT VL & Bl &2 F£oR,

o< RTOMRE

g~ FITOMREMELZ Y R— 45, F—D 1 2 RIZLLTF
DL TT,

X — B!
Ctrl-H J— YV LV DREID 1 X5 % B
(BackSpace)
Ctrl-A H— )k a~< s RTONRIRICEE)
Ctrl-E H— V)V a~ s RITOKREGRICEE)
Ctrl-D F— V)V DT HIER
Ctrl-U a2 MTEKRZHIFR

Ctrl-F (=) | W—Y Va2 E~BE)

Ctrl-B («) | h— VL& E~BHE)

Ctrl'K 71— VAR D ST Hl bR
axvr FOeA M) — | A Llea~y FROBREZREFT 5,
F— G

Ctrl-P (1) | AIOBREZFFOH

Ctrl'N () | BOBEEAIFOH




1.6. AT F—%&

REHH a<y K
IRAT — ROFRE passwd
RA ML DOFRE hostname
IP7 RLADHKE ip address

wH) L — b DRRE

ip route add

FrHY/L— b OHIBR

ip route delete

ICMP Redirect EHOHRE

ip icmp redirect

MR E — R OFRE

wireless mode

HERRE B2 DR E wireless channel
RS R DR E wireless txrate
R WEP BRRERR E wireless wep encryption

HEHR WEP il &% — & B-a% iE

wireless wep key use

AL WEP 2 —(H iR E

wireless wep key value

2 A TRIE

wireless type

MEHL SSTD 2R

wireless ssid

MAC 7 RL A7 4 )L Z—RE

wireless macfilter

MACT7 RL AT 4 VZ—DT KL A B¢

wireless macfilter add

MACT7 RLATZ 4 )L X —D7T KL AHIkE

wireless macfilter delete

AP [Hid 15 % EBE

wireless wdsfilter

AP BBE 7 4 V2 —DT N L A4k

wireless wdsfilter add

APRBEIEZ 4 L& —DT RL AHk

wireless wdsfilter delete

AT VA AP R IE

wireless ssidsuppress

static ARP DT U —ZRE arp add

ARP =¥ K U —DHI R arp delete
RIP ZfE 4 2 B DRRE rip

RIP CTHEFAIREIR 2 1ME T 2 DB DRIE rip static-supply
RIP OEMEDFR E rip action
RIP D/N— g V DFRE rip version
7 4 VB — T D 0B DO GE filter

T4 NVHE—DRTE filter add

7 4V E —DH|FR filter delete
NAT ZAE 9 2 I DiRE nat

NAT ® map 7 7 ¥ a > D E nat add map

NAT @ bimap 7 7 > 3 > DR E

nat add bimap

NAT @ map-block 77 > a » DR E

nat add map-block

NAT D rdr 77 >3 DORE nat add rdr
NAT DHI|[& nat delete
DHCP % 4~ 5 I DX E dhcp

DHCP TEAi4 2 IP 7 KL ADKE dhcep pool

DHCP THEeAiT % IP 7 RL ZADOELHI D

it

5

dhcp expire

DHCP CHIAiT % DNS H— N\—DRE

dhcp dns add

DHCP CHIAT % DNS H— N—DHis

dhcp dns delete

DHCP THAT D KA A 4 DEEIE

dhcp domain
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REHH avw R

DHCP CHIAiT 5T 7 # /L hb— N DR E dhcp defaultroute
DHCP VL —x—T = FDORE dhcp relay

SNMP #BE 2 f5E 3~ 5 B D DR E snmp

S\WP 212 2= 4 —HDOKE

snmp community

SNMP @ location DX E

snmp location

SNMP @ contact DFXIE

snmp contact

SNMP DT 7 & AR E

snmp access

SNMP @ TRAP g% & snmp trap
Syslog DX E syslog
Syslog Z#RIET DA A NRIE syslog host
Syslog Z#sik+ 577V T 4 —DRE syslog add
Syslog # #3159 57 7 v U T 0 —DHIR syslog delete
SSH AR A h F— DAL ssh keygen

SSH FRREFT 15D A R E

ssh authentication

SSH ABRSED # 7 v m— R

ssh keyget

SSHOfEHAT A A=Y g obl #Fx

ssh version

telnet 77 & ADETE

access telnet

ssh 77 & ADERE access ssh
RAT save

I— )L RAX— | cold start
Ty =L T DT T T—h update
KA DY — DB timezone

B A DS — 2 DFER

show timezone

FEFRERZ A N — L DR

show timezone all

NTP & 3 25 NG DO TE ntp

NTP H— X — ;BN ntp server add
NTP D% E TR show ntp

A} & 2 DR E date

TV v VDORRE bridge

TV IOFEBFLDOMCT RLADIZ VT bridge flush
7 v VOIRRER R show bridge
Ty =AU T D= g R show version
ARP ¥ v =27 UT clear arp

WA ML DFIR

show hostname

B E PR D

show setup

IP 7 RLADFER

show ip address

)L — h DFIR

show 1p route

H AT & R D FoR

show date

DHCP ® Y — R IKAED R

show dhcp

T4 VE ) T OIRREDFE R

show filtering

NAT DIRBEFE R show nat
SSH DIRHESR < show ssh
ARP 7 — 7 )L DFIR show arp

BN D ORI R D FR

show uptime

ML DZE L ~UL DR

show wireless signal strength




B EE B a<w R
MR T DRI show wireless status

MAC 7 RL A7 4 V¥ —DFs

show wireless macfilter

AP Wh@E 7 4 VX2 —DBERT KL AFKIR

show wireless wdsfilter

SNMP DFXE DFR

show snmp

P ) restart

Ping ping
Traceroute traceroute
T A ha< o R wireless txtest
a2 2777k quit / exit / bye
Bttt — R ~DBAT administrator
a< s R~V DOFRR help

E AR —DHMH

history

11
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1.7. a2 FDOERA

EE ®E®R. 47 (save] a< LV FORELXZREL., BESILTLLEE N,

1.7.1 IRRT— FDERE
AT passwd user
INT A —H — user
- user =P —F— RO/RNAT—
- administrator RFEE— RO RA T — R
Biks INAT — RERET D
J—F Fitet— NO/NA DU — NERIRET — FOLFITA]
AN ZEHIET 556 1% Ctrl-D & AJ)
AT D LFFNIFE LT DI, LFEIL 8 LFFETTT,
NAT—=REHRTLHE, REOSH - BIFcE RV ET,
1.72 RRFEDHEE
A= hostname hostname
INT A —H— hostname
cC FAAL A FETHINL A DR X M4
B RA M EHRET D
/J—k FrHEE— NDBIFTH]
il $ hostname mypc.mydomain.co.jp
1.7.3 IP7 FLRADERE
AT ip address Interface Ipaddress Netmask
INT A —H — Interface
AU B =T 2 —RAY A —H X Mether0 HEff:wlessO
Ipaddress
P77 FLA
Netmask
Xy b RT
it BELIEA L X =T —R X LTIP T RLAEZRET D
J—k FRHEE— ROABEITH]
il $ ip address wless0 192.168.0.100 255.255.255.0




1.74 BHIIL—FOHRTE
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AT ip route add Destination Netmask Gateway
INT A —H — Destination
“SEHEIP T RLA
Netmask
c SRy v R
Gateway
T —hUADIPT FLX
B AL — N AR ET D
Netmask #4054 HEHR A ML— FORT R £
/—k FRHEE— ROAHFEITH]
el $ ip route add 10.0.0.0 255.0.0.0 192.168.0.1

$ ip route add default 192.168.0.254 (5 7 # /L k/b— hDEFE)
$ ip route add 192.168.32.3 192.168.33.2 (7K A k/L— hDFH)

1.7.5 #E9L— DA

A ip route delete Destination Netmask Gateway
INT A—H — Destination
< IP 7 KL X
Netmask
< FiSER Yy R
Gateway
= U= ADIPT KL X
Bl wrHL— N EHIBRT 2
/—b FitE € — ROHFATH]
151 $ ip route delete 10.10.0.0 255.255.0.0

$ ip route delete default (7 7 + /L hb— F DHH)
$ ip route delete 192.168.32.3 (A5 A FL— N DH)

1.7.6 ICMP Redirect i DEETE

AN ip icmp redirect flag
INT A —H— flag
- enable M+ 2%
- disable FEAH LW
Biks ICMP Redirect i HBERE A H 92 B0 D% IE
/—k FrtEE— ROABFEITA]
il $ ip icmp redirect enable
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177 BIEE— FOERTE

AN wireless mode mode
INT A —H — mode
- 11b IEEE 802.11b
- 11g IEEE 802.11¢g
Bl MR — ROFR T
J—h FRHEE— RODABEITHA]
151 $ wireless mode 11b
1.7.8 ERRAKBDHETE
AN wireless channel Channel
INT A—H— Channel
RO T v R 1-13
Fr x| JEEHMHz) | Fron | JEEEMHz)
1 2412 8 2447
2 2417 9 2452
3 2422 10 2457
4 2427 11 2462
5 2432 12 2467
6 2437 13 2472
7 2442
Biks AR O JE I A R ET D,
J—k KM — ROARIELTHA]
R LAN Sk O E 13, BEARE RS0 B B 4R LAN R ICA
DEDLTDEEREITTEEHA,
151 $ wireless channel 3

1.7.9 EEEEEEDHRE

AT wireless txrate Rate
INT A —H — Rate
SR OREEE 112151111619112118]24136|48]|54 | auto
BOEME | XEHE | T— N | REE | AEEE | E— R
1 1Mbps 11g/11b 24 24Mbps 11g
2 2Mbps 11g/11b 36 36Mbps 11g
5 5.5Mbps | 11g/11b 48 48Mbps 11g
11 11Mbps 11g/11b 54 54Mbps 11g
6 6Mbps 11g auto | H#h 11g/11b
9 9Mbps 1llg
12 | 12Mbps g
18 18Mbps 11g
BiL) R OXREHELRET D
J—h FHEE— NDAIFATA]
R LAN 7 7 B AR A hOYE, BEREEHE O EIL auto (272
UEND
il $ wireless txrate 11
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1.7.10 4R WEP #A255F

AT wireless wep encryption fag
INT A —H— flag
-enable - - - flifT5
- disable - - - fFEHLZWN
B Ny NiEERIC WEP 23 2080 ERET S
J—k FHEE— D HIATH]
il $ wireless wep encryption enable
1.7.11 R WEP ¥ —FBHRE
AT wireless wep key use flag
INT A —H— flag
c1~4
B WEP O X DOF—FS5Z2 AT 20 ERET D
/— L FrHEE— NOBIFTH]
il $ wireless wep key use 1
1.7.12 #E#R WEP ¥ —{ERE
A1 wireless wep key value flag value
INT A—H— flag
cF &GS (1~4)
value
- ASCII(5char/13char), Xt Hex(0x Tha% DK 10/26 #id 16
HEXD)
B WEP & —{H D% iE
/—h KrtEE— R COHRIFATH
F—FRlT value DS CTHEPHIWET 5,
WEP ML DIFIC WEP % — 4 3% E L ,save 2~ A FEITLTH WEP
X —OEIIRAF S NER A,
il $ wireless wep key value MyKey
1.7.13 8RE2 A TOHRE
A= wireless type value
INT A —=H — value
ap: M LAN 7 7 & AR A > k(Infrastructure)
sta: #E# LAN 5K (Infrastructure)
adhoc LT N v 7
i MR DG X A 7 3R E
/—h Kbt — R COHRIATH
151 $ wireless type ap
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1.7.14 #E42 SSID M%E

AT wireless ssid value
INT A —H— value
SSID( K 32char.)
B! SSID #+8ET 5%,
J—Fh FitEE— R COHRETH
el $ wireless ssid NetBSD_IBSS

1.715MAC 7 FLR T 4 LR —EXTE

AT wireless macfilter flag
INT A —H — flag
enable fEHT 5
disable EH L7z
i B MAC 7 RL A7 4 V& —HSRED AR, ENDRE
J—k BiMEE— RO BRELTA,
1) AP BLEEICHB T 2O LAN 77 ¥ AR A > 0@, Bk&
MO LAN 7 7 2 ARA » b &2 LIZBEICH LT, 20 MAC T
RV RA7 0 & — 3 S e,
il $ wireless macfilter enable

1716 MAC7 FLRA T 4 LB —DT7 KL A&

A= wireless macfilter add value
INT A —H — value
BIEZFA 35 MAC 7 L AZIRE
MAC 7 FL R Z 2 M1 T oIz TRY -7 12 HTOEHE,
KM —E L7e W6, 0-9, afUANDOLFO8EF=T7— &35,
B R LAN B 2377195 MAC 7 RLRAEZRET D,
J—k BiMEE— RO BELTA,
BE MAC 7 RLABREWG AL, T X TOHR E DEEZFTFAIT 5,
MACT RV« 74 VW F—Dig R U —HiT 50,
el $ wireless macfilter add 11:22:33:44:55:66

17A7TMAC 7 KLARA 74 )LA2—®D7 KL AR

A= wireless macfilter delete value
INT A —H — value
HIFR9 5 MAC 7 FL A& 457
MAC 7 R LA Z 2 192k 2 20 TRY)- 72 12 HT O FfE,
KM —E L7eWiGa, 0°9, afUADOLFOHEEF=T— &35,
all E AN LIS EIZITTRTOT RLAZHIRT 5,
Biks R LAN G5 25795 MAC 7 R LU A& HIBRT 5,
J—h FMEE— RO BELTA,
& E MAC 7 KLU ARIENGE S, T X TOuAK & DIBEEFFAIT 5,
151 $ wireless macfilter delete 11:22:33:44:55:66

$ wireless macfilter delete all
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1718 MAC 7 FLR T 4 LB —DRT

A show wireless macfilter

INT A —H— L

] TANE—DER, BB LI OT 4 L2 —ICBESN TS MAC 7 F
VAR D,

J— bk

il $ show wireless macfilter

1719 AP FA@BIE 7 4 LA —E&E

AE wireless wdsfilter flag
INT A —H — flag

- enable AT 5

- disable ER L 722
i ] AP [H813 COMBEHIROA RN, MWD E
J— bk FRHEE— RDARIFAT ],

ML L THEELTHD MAC 7 RLUAIZIHAR,

151 $ wireless wdsfilter enable

1720 AP BBIET7 4L EA—DT7 KL RA&ER

AT wireless wdsfilter add value
INT A—H— value
BIEZTFAT 5 MAC 7 L AERE
MAC 7 RV R IF 2H192o& I 2 v TRY)- 7= 12 HTOHE,
Wi —B L 2G5, 0-9, af SO FOREIT=T—L 35,
i ] AP [FiB(E CHEEEZTF T AP D MAC 7 RV AERET D,
J—h BiteT— RO BELTA,
HE MAC 7 R L ARENGEIL, T X TOHRE OBELZF AT 5,
MAC 7 RV AT 4 VZ—Dfg k= b U —$Z 10,
il $ wireless wdsfilter add 11:22:33:44:55:66

1.7.21 AP 881§ MAC 7 4 LA —®D 7 KL X #l&

A1 wireless wdsfilter delete value
INT A —H— value
HIER3 25 MAC 7 RL A &ZRE
MAC 7 RV R iF 2 #7792 & I 2 v TRY)- 7= 12 HTOHE,
Wi —E L 72 W56, 0-9, af LSO FOLAEITTT — LT 5,
all L AN LEGBIZITTRXTOT FLAZHIBRT 5,
] AP [FiB(E CHEBEAEFF 925 AP O MAC 7 RV A &HIERT 5,
J—F BibEE— R ORFELTH],
HE MAC 7 R LU ARG EIL, T X TR E DBEZF T 5,
151 $ wireless wdsfilter delete 11:22:33:44:55:66

$ wireless wdsfilter delete all
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1722 AP EBIET 1 LA —DERT FLAKRR

A show wireless wdsfilter

INT A —H— L

] T4 NE—DER, BB LT 4 L2 — IS TS AP @ MAC
T RV ARAEFRRT D,

J— bk

il $ show wireless wdsfilter

1723 ATILR AP DEEE

AN wireless ssidsupress flag
INT A —H — flag
- enable 35
- disable EH L 720
i ] wireless type 7% ap FFIC B — =725 SSID [H#R % 72 < ¢
/—k FHEE— RO BIHATH],
il $ wireless ssidsupress enable

1.724RIP ZERT 50 ENDEERTE

A= rip flag
INT A —H — flag

-enable - - -fEfT5

- disable - -+ - fEH L7z
BiL) RIP 23 50 &0 EHET H
J— bk FrHEE— RO A IFATA]
1l $ rip enable

1.7.25 RIP #&5MRREXET IHEIDERE

AT rip static-supply fHag
INT A —H— flag

- enable c e R A ET D

- disable - - - BRI A EE LW
Biks RIP CHRIKZ EETD20ENERET D
/—k FRHEE— ROBFEITHA]
il $ rip static-supply enable




1.7.26 RIP OEEDERTE
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A rip action interface action
INT A —H — Interface
A HF—T = — R
action
- supply * *  REDOEREB L EEZITH
- listen - + - BEOZEDOHLEITD
- disable + - - BEOEELZEBITORWV
B RIP O#EMEZ R E
J—k FrHEE— NOBIFTH]
il $ rip action wlessO supply

1727 RIPON—2 3 U DHRTE

AT rip version interface version
INT A —H — Interface

A —T 2 — R

version
s ripv2 + + * RIPV2(x VT X v A MEEHT S
- ripvl2 - + RIPv2(=/VFF ¥ X ), RIPvl (7 r— K%y R
) TS

‘ripvl » « - RIPvl (ZFu—K¥y A ) ZHHTH
Biks RIP DX—T g9 VA RTE
/— b FrHEE — ROHRTFEATA]
il $ rip version wless0 ripv2

1728 T4 N2 —%FEHTINEILDEKRE

AT filter flag
INT A —H — flag
- enable AT %
- disable L7220
B IP 74 N E— 2T 20BN ERET D
J—k FPbEE— RDOARIELT ]
151 $ filter enable




20

1729 T4ILE2—DHETE

AT

filter add number action inout [log level facility.level] [quick] [on
interface/ [proto proto] [ from [!] address [port/ to [!] address
[port] J[flags] [with] [keep] [group]

INTA—=H —

number
- 065635 + + + T4 NH—F
action
* block c e NIy NEWRET HDHIEATT D
- pass s e Xy NEBEIRT ARIEIT D
Inout
*in A E—=T 2 —ANB A KB AL R
]\ ﬂiiﬂﬁ”éﬂ/—ﬂ/
- out s RGNS AV H—T 2 — AT DT BT
k9D N—Iv
log
- log s T4 NHY T % syslog BT DRI ET D
level + - -level & —U — RIZHilT T, syslog @ facility & level
ZHRE
facility * + - syslog @ faciliy(auth,user,daemon)
level - - - syslog ® level(info,notice,warning,err...)
1ﬁ R syslog =~ > N THIE 472 host ~HEE S LD
quick
- quick < e b= LV E RIS T D
on interface
on etherO|wlessO|lo0 =+ + « f VX —T = —AZIRE
proto
+ tep/udp | udp | tep | icmp
address
- any|1.2.3.4/24 7#:|1.2.3.4 mask 255.255.255.0 £z
port
- port{=|!=|<|>|<=|>=|eq|ne|lt|gt|le| ge}FE =
flags
TCP 7 7 7T % FSRPAU OfiAG HH
proto tep RFIZFEE I BE
(F=FIN,S=SYN,R=RST,P=PUSH,A=ACK,U=URG)
with
- withipopts =+ « « IP A7 a3 ff
- with short - + « HTEH T v b
- with frag < 2 TTT A MEERTE Ny b
keep
- keep state * ¢ + &y a CDIREEEFLT D keep state (T &
L7 4 NZ—Hl AT S
group
~headN - - - BT L—T N ZAERL
- group N < L= EIA—T NIZARD

B

IP Xy b DT ANE )T HEET D

/—h

ittt — ROBEITH], T4 NE—FFIL>TY—FENFIETH
EZIND,

Bl

$ filter add 100 block out proto tep from 100.100.0.0/16 to any port
=80
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1.7.30 74 L2 —DHEIK

AN filter delete number
INT A —H — number

065535 -+« T 4NH—FH
Biks IP X vD7 42U 7 EHIERT D
J—k FitEE— RO HE TA]
151 $ filter delete 100

1.7.31 NAT Z[FRT 5N EHLDRTE

AT nat flag
INT A —H— flag

-enable - - - fEFATD

- disable - - - A LW
A B NAT %A 4 2 I DR E
J—h FiHEE— OB IFATH]
151 $ nat enable

1732 NATOmap 79> 3a>vDHRTE

A nat add map number interface addressl -> address2 [portmap proto
ports | proxy port portname tag/protocoll
/NT A—H— | number
+0-255 -+ + -+ NAT %% (natadd *=x~ N TILiH)
Interface
A H—T 2 — R
address1
« ITAX—MUITP 7 RL A
- 1234/24 A
address?2
s Ja— VTP T KL X
- 1234/24 A
proto
* tep/udp | udp | tep
ports
- auto [ {R— FNES O FIRI{A— NSO LR X
portname
- R— b D4R (F @ ftp)
tag
BT
protocol
A= =%
Biks NAT ® map 77 v a U EHET D
J—h FAHEE— R CORIFATA, nat X EIZIHIH/L nat BHICE->TY— &
FIETEHRE SN D,
il $ nat add map 10 ether0 10.0.0.0/8 -> 210.100.100.101/32 portmap tcp/udp

1025:65000
$ nat add map 15 ether0 10.0.0.0/8 -> 0/32 proxy port ftp ftp/tcp
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1.7.33NAT ® bimap 72 >3 VDHRTE

AT nat add bimap number interface addressl -> address2
/NT A —H— | number
- 0-255 - - + NAT %% (natadd *=~> FCHiH)
Interface
c AU H—T 2 —RH
addressl1
T TARX—NMUIIP 7 KL A
- 1234/24 £
address2
- 7= Ll IP T R LA
- 1234/24 3
BiLd NAT @ bimap 7 7 ¥ a Y Z&XET D
J—h FiteE— R COARIATA, nat XEIZHMEL nat HEHIZL>TY—hSHL
FNETHRE SN D,
151 $ nat add bimap 3 ether0 10.0.0.5/32 -> 210.100.100.101/32

1734ANATDrdr 7923 VDETE

AR nat add rdr number interface addressl port port -> address2 port port
[proto]
/NT A —H— | number
+0-255 + -+ NAT %% (natadd *=~> K C3iE)
Interface
A =T 2 — R
address1
c IITAX—MUTIP 7 FL &
- 1234/24 =X
address2
- Za— Ll IP 7 R L%
port
e b
proto
tep/udp | tep | udp BEEME : tep)
i NAT Ordr 77 > a U ERET D
/J—h FRHEE— R COARFEITH, nat FHEICHER nat FHICE->TY—FEh
FETHRESND,
(il $ nat add rdr 5 ether0 10.0.0.5/32 port 7777 -> 210.100.100.101 port 20

1.7.35 NAT DIl

AN nat delete number
INT A—H — number

+0-255 + + « NAT %=
Biks NAT o~ s —%HIBrd 5
/= Ik FibeE— R TOHRIFITH]
151 $ nat delete 3
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1.7.36 DHCP H4—/N\—%EHT AN EHIDHKRTE

AT dhcp fag [interface]
INTG A —H— flag
- enable AT 5
- disable ERH L7222
Interface
- DHCP r— "—#ge 2 i+ 514 24 —7 =— 24,
AWEIRF X etherQ & A 729, disable FRFiFAE
Bl DHCP — "—DOie 2 HT 2050 OREET D
J—h FiMEE— RO BFELTA]
BT D IP 7 RUAN, X3 b v F—T72—ADRy NU—7 (T
RIS B, 39—V DHIRFEEABBL T EE W,
151 $ dhcp enable

1.7.37 DHCP H—/N\—TEBHTSHIP7 FLADKE

AN dhcp pool ipaddres] ipaddress2
INT A —H — Ipaddressl

< IP 7 R L ADYEE

Ipaddress2

< IP 7 R L XD &HE#
Biks DHCP %— NR_—TEAAT 5 IP 7 KL ADO&HHEZRET D
J— b FrHEE— NDBIFTH]
il $ dhcp pool 192.168.0.1 192.168.0.254

1.7.38 DHCP H4—/\—TH M9 5 IP 7 FLADOAEHAR

A= dhcp expire period
INT A —=H — period
-IP 7 RL 20458 (7))
. DHCP #— —THlfi§ 2% IP 7 KL ADOFMHOREET S
/—Fh BT — ROAFEITHA]
(el $ dhcp expire 7200

1.7.39 DHCP H#—/\—Tfe%H$ 5 DNS H—/N\—DHKE

AT dhcp dns add ipaddress
INT A —H— Ipaddress
*DNS #—_X—DIP 7 N1 &
Biks DHCP % — "—TCkAi7 25 DNS % — —%2HET D
/—h FEE— ROLEITAL, &K 2 B TT,
il $ dhep dns add 210.100.100.101

1.7.40 DHCP H—/\—TH# 3 5 DNS H—/\—DHlIf&x

A= dhcp dns delete ipaddress
INT A—H — Ipaddress
*DNSH—R_"—DIP 7 FL A
B DHCP #—/\—"TE4i7J % DNS H— —%HIfrT 5
J— b FrHEE— NOABIFTH]
1] $ dhcp dns delete 210.100.100.101
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1.7.41 DHCP Y —/\—THEMT DK AL VEDETE

AJiE dhcp domain domainname
INT A —H — domainname
- RAA U4
B! DHCP %— "—THEAiT 25 RAA U4 %% ET D, domainname %74
W3 2% & RAL A DEAIFITDARWN
J—k FitEE— RO HE TA]
151 $ dhcp domain example.com

1.7.42 DHCP —/N\—THEHIT DT I+ FIL—FDERE

AN dhcp defaultroute /defaultroute/
INT A —H — defaultroute
T 74N kL —FDIPT KL A
B! DHCP ¥ —\—"TEA 35T 7 4 /L hb— R & ET 5, defaultroute
BEMETH LT 7 4 hv— N OEARIIITD RN
J—k FrbEE— ROAIATHA]

Bl

$ dhep defaultroute 172.30.100.2

1743 DHCPYL—I—> YV FDETE

A dhcp relay flag

INT A —=H — flag
cIP7 FL XA DHCP #+—""—D IP 7 KL A
- disable FEAH LW

Bl DHCPV L —>=—V = NOREET S

J—h FRHEE— RO A IFATH]

(el $ dhcp relay 172.10.0.1

1.7.44 SNMP H—/N\—EEZERT 5HELDERE

AT snmp flag
INT A—H — flag
- enable T %
- disable fFEH L7220
Bl SNMP —R_R—2HHT 20 EDLOREET D
J—h FEMEE— ROAHRIFTH]

Bl

$ snmp enable

1745 SNMP O X254 —H&DHE

AT snmp community name
INT A =L — name
c A a=T 44
A SNMP =X =2 =7 4 —4DEELET D, K31 LFET,
AR—=ZAH ANND T EIFHRERE A,
J—h FiHEE— OB IFATH]

Bl

$ snmp community secret
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1.7.46 SNMP O location D% E

AT snmp location str
INT A—H — str
el
Biks SNMP @ location DR EZ T 5, K 255 LFET
J—F Rt — ROBFETH
il $ snmp location Gotanda

1.7.47 SNMP O contact DE&E

AN snmp contact str
INT A =L — str
- CFH
] SNMP @ contact DREL T 5, K 255 LTFFE T
J—h FiteE— ROBEATH]
il $ snmp contact Administrator<admin@example.com>

1.748 SNMP D7 9 £ AMDEEE

AT snmp access [ipaddress | network/
INT A —H— Ipaddress
<IPT7T FL A | “all”
network
« X hv A7 255.255.255.0 B &G Loy hU—2 -7 KL
A
Bl SNMP CTABIGGIZT 7 B AA[EER A A N O#iIFHZfFREET D
J—h FtEE— R COHRILTH],
IP 7ANE—DF = 7 DNRIEE, TOHIDOT 72 ADHREIC L
DHF = 7 BITHOILET,
151 $ snmp access 192.168.0.0 255.255.255.0

1.7.49 SNMP TRAP DEXTE

ATTEA

snmp trap mode flag [community [port]//

NG A= —

mode
v1]|v2|inform
v1lisnmp v1 v2:snmp v2 inform:NOTIFICATION
flag
cIP7 RFL A« - ~trap & IXETHHRALDIP T RL-X
- disable -+ - - ffE L7z
community
s trap EEIHFEHT D3I 2=7 1 —4 disable RpIARE
port
- AR— hEE (HWERE 162 ) disable LR ZE

B!

HEER - RIET7 7B A28 L72FE. snmp trap ZXET 5K A b
L trap DX A TEFEET D,
A 2=F 4 —BITANR—2AEAND Z LT REE AL

/—Fh

Bt — R CTOHRFELTH],

Bl

$ snmp trap v2 210.100.100.101 secret
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1.7.50 syslog #REZERAT 2O ELDERTE

AT syslog flag
INTG A —H — flag
- enable AT 5
- disable fER L7220
Bl syslog BSEEZ T 2 B0 ERET D
/—k FitEE— R COHE TA]
151 $ syslog enable

1.7.51 syslog #&5iX 9 57K X FDEE

A= syslog host ipaddress
INT A —H — Ipaddress
CIP7 KL= syslog ##E%T 5K A RO IP 7 KL =
B syslog Z#Ri5 T HHRARDIP T RLAZRET D
/—k FrteE— R TORIFATA]
il $ syslog host 172.10.0.1

1.7.52 syslog #85:X9 5772 ) T4 —DEE

AT syslog add facility level
INT A —H — facility
-kern | user | auth | authpriv | syslog | cron | ftp | uucp |
local0~7 | daemon | *
level
- emerg | alert | crit | err | warning | notice | info | debug |
none | *
B syslog CHRE T 57 7 U T 4 —MOZD LNV ERET S,
/J—Fh FAHEE— R CORIFATH],
il $ syslog add * info

1.7.53 syslog #8529 577 ¥ ') T 14 —DHIBR

A syslog delete facility level
INT A—=H— facility
kern | user | auth authpriv | syslog | cron | ftp | uucp |
local0~7 | daemon | *
level
- emerg | alert | crit | err | warning | notice | info | debug |
none | *
Bl HIERT 5 syslog D7 7 VT 4 —BLORZDO L)L ERET D,
/J—Fh FrtEE— R COHLITH],
1l $ syslog delete kern crit
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1.7.54 SSH MR A b F—DAERL

AT ssh keygen version [overwrite]
INT A—H — version
v1l: SSHvl ®7FR A b F—& ARk
v2: SSHv2 O A b F—% Rk
v12:SSHv1, SSHv2 O7R A b F—%& Rk
overwrite
AR LTEARA M —% EEXTHHEICEET 5,
B Z@%D ?D SSH 78 A FF—%4pkT 5,
J—hk FEHEE — R TORFELTH],
Ka<wr FOFETICIE, LIRS BRI 97,
il $ ssh keygen v1

1.7.55 SSH MFREE A EDRTE

A ssh authentication way
INT A —H— way

passwd : /XA T — REEFENH LN

key : INBRSERRAE S A 2D

both: /XA T — }‘nuu /Aﬁﬁﬁﬁ& %) \—nuuﬂzz])ﬁ%j]
A B SSH OFEFEHIEETEET D,
J—Fk Rt — R TOHRETH],

T35 iR I E both

il $ ssh authentication key

1.7.56 SSH O AREOFHO— K

A= ssh keyget version URL
INT A —H— version
v1: SSHv1 ORHEEEZF T o m— 15
v2: SSHv2 ORAB#EZ ¥ v m— K35
URL
ABASEN & % URL
i ARGIZAHEELE YD v — T 5,
/J—k izvafﬁﬁym—FLk&%%T@Tﬁtxﬁﬁ%K@@i
Rt — R CTOHFELTA],
il $ ssh keyget v1 http://192.168.0.100/ ~wrb54-id/identity.pub
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1757 SSHDFERT 5/ —2a DU Ex

AN ssh version version
INT A —H — version
v1: SSHv1
v2: SSHv2
v12:d 5
Bl ARG CEHT 5 SSH OX—2 9 U HRET D,
/J—Fh izvVFTﬁﬁym—FLkﬁ%%f@?ﬁtxﬁﬁ%ﬁ@@i
FiHEE— R COHLFELTH],
1l $ ssh version v12

1.7.58 telnet 77 £ A DX FE

AN access telnet /ipaddress/network/
INT A —H— Ipaddress
cIP7 KL A | “all”
network
- Xy bv A7 255.255.255.0 FXD Xy hT—7 « T KL R
. telnet TARBLLIZT 7 B A ARER A A N OFIFHEZIEET S
/J—h FtEE— R COHRILTH],

IP 74 NVE—DF = 7 BPRIHBE, TO%RIOT 7 EADFKEIZK
HF v I BTHOIVET,

1759 SSH 7V t ADEE

AT access ssh [/ipaddress | network]
INT A —H— Ipaddress
cIP7 RFL R | “all”
network
* Xy bv A7 255.255.255.0 FXD Xy hT—7 « T KL X
Bl ssh CARBIGHZT 7 A v[HE/RAR A N O#HIPIZFEET 5
/J—k FHEE— R TORFELTHA,
IP 74 NE—=DF =y 7 REIBE, ZOHIDOT 7B ADRFEIZL
HF = 7 BITONVET,
1.7.60 R7F
AN save
INT A —HF— L
Bl RENBEZRGTT D
J— kK FRHEE— ROBRIFATA[, VAT LT 7 A NVIIKBEN D L3RI, RE

TrANABavy RO TIREINS,
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1.7.61 static ARP D& E

AT arp add ipaddress macaddress
INT A —H — Ipaddress

P77 FLA

macaddress

- MAC 7T RL &
B staticARP D= N — % ET D
J—k FiHEE— R COHLFELTH],
1l $ arp add 10.0.0.1 11:22:33:44:55:66

1.7.62 ARP D HlIB&

AN arp delete ipaddress
INT A —=H — Ipaddress
P77 FL2A
B IP 7 RLRIZxHET 5 ARP = b U —ZHIFRT 5
J =T FrHEE— R CORIATH,
il $ arp delete 10.0.0.1

1.763 3—J)LFREZ—F

AN cold start

INT A —H — L

Biks Har 2 LG MnrRpiRBIC R

J == FrtEE— ROARFEITA[, REZ LGHHARICRE L&, HEsdT 5,

1764 J7—L9TF7DT7vITT—Fh

AT update url/
INT A —H — url
X yrua—RT57 74O URL
B TrANEATA—RL, 77—AU=T 5T v 7T —F 5
77T — MNMIEIT A L AEITFEET 5,
J—k FibEE— RO AR FE 7]

1765 B4 LY—2DEM

AN timezone Zonename
INT A—H — Zonename
B A D=
B! A A D)= BRET D,
AA LY = OREDOHRIFIZHEINICITDN D,
J—k FrbEE— ROAIATHA]
il $timezone Japan
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1766 B4 LJ—2DERR

AN show timezone
INT A —H— 2L
B BAEDL A D) — 2 T FomrmT D
J—k FitEE— RO HE TA]
il $ show timezone

1.7.67 EBREARELF A LV —VDRTE
AN show timezone all
INTA—F— L
Bl REFRERLZA LS — o R TERT D
J—k FrbEE— ROAIATHA]
151 $ show timezone all

1.7.68 NTP 2FHT 520EHIDEE

AJE ntp flag
NI RA—=HF— flag

< enable « -+ fHHTAH

« disable *+ + « fHHLZW
Bl NTP 4 5 0B OE
J—h BfEE— R DRI T ]

T35 IR HE C disable

151 $ ntp enable

1.7.69 NTP H—/\—D3ENN

A1 ntp server add Server
INT A —H— Server
* NTP ¥— 3—
i BT 5 NTP Y —N—% &R ET D,
J—h FRHEE— ROABEITH]
il $ ntp server add 192.168.0.1

1770 NTP OHTFERT

A= show ntp

INT A —H— 7L

B NTP OB EEFTT S
/— L FrHEE— NOBIFTH]
il $ show ntp
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AT date yyyy/mm/dd HH-MM
INT A= — yyyy
mm
=
dd
- H
HH
.
MM
)
i HEF LR AR ET D
J—F et — RO AREITH],
RKa< Fit, BE LIRS TUVAT AMIKBE LD
1l $ date 2000/12/24 12:30

1.7.72 7)) v SOERE

AT bridge flag
INT A —H— flag

cenable - -+ T 5

- disable - - - fHEHLAZRWN
B 7y UHRRAMEHT 20BN OREEIT I
J—k FHET— RO HIATH]

7Y v VTR LAN 7 7 ARA VMO BH D)

1l $ bridge enable

1773 TV PDEEEFEHMACT ELADY YT

AT bridge flush

INTA—=H— L

L FEHLUEMAC T FLAZZ VT T 5%
J— bk FRHEE— RODOAHEITHA]

1l $ bridge flush

1.7.74 7)) v DDIRER TR

AT show bridge

INTA—=H— L

A 7y VOREERTT D
/J— b

il $ show bridge
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1.7.75 BE£H)
AT restart
INT R —H— L
Bl VAT AEFEET D
J—k FEMEE— ROAIFELTA], reboot TH A],

1776 ARP D )7

A= clear arp

INT A —H— 7L

Bl ARP 7T —7 V%7 T35
J—k Bk — RO BRI 7],

1.7.77 KRR FEDERT

AT show hostname

INT R —H— L

Bl VAT MBS TWAHERA MM EFRRT D
=I5

1778 IP7 FLADRTE

AT show ip address

INTA—=HF— 2L

it B VAT AICHBEINTWAHIP T RLAZRTRT D

/—k A—HFy FEERIZES TONEIP T RLAEZRRT S

1.7.79 #HIIL— FORT

A= show ip route

INT A=K — 72 L

B! VAT BTSN TV S EL— N EERT D

/J—h I —F DB HEWIZAERT D0 — b (EEER IRy N —21Z

T HN— &) FFIRLRW

1.7.80 DHCP ') —RIKEEDRT

AT show dhcp

INT A —HF— L

Bl DHCP © U — ZIREEA Fov 3 5

/—k J— ZAWEFRRDOZ A LY — 1L GMT T,

1.7.81 40321 UTIREDRT

AT show filtering

INTA—F— L

Bl T4 NE Y TOREE L=y T LNy b)) 2R T 5D
J—h ENL— L DOEFHOETIIN— NI~y F LIy NEThHY . 7+«

VB =BG TR, T ANVE —FEEFRRTDHITIL,
<V REfEHTBHZ L,

show setup =
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1.7.82 ARP T—JIILDORT

AT show arp

INT A=K — 2L

it ARP 7 —7 LV DOFERT 5
J—k

1.7.83 ECEIRE A © DIFBFE DR

A= show uptime

INT A —H— L

B EEN Lo OB 2 FRrnT 5
J— b

1784 D7 —L9zF7DIN— 3 VDERTR

AT show version

INT R —H— L

i ARG DT7 77— =T « XN—T g VNEREFTRT D
=I5

1.7.85 BT &LHFZIDERT

AT show date

INT A —HF — L

i BAEO B E L2 FRT D
J—k

1.7.86 BERDZEL NIRRT

AT show wireless signal strength

NG A= — 2L

B! Rzl MR E I S (chan), A5 L ~Ub(rsst), 515 (rate) & 0.5 FDIH]
fETHETTD

/J—k

1.7.87 EBREDERT

AN show wireless status

INT A—H — 2L

B D AT —H Ak F£rT D

J—k ZDa<w s REWNE R A N—DREEZRRT HIRSFHOM T, &

TEME DFEGRIZIE show setup 2~ REFEH L TS 7ZE 0,

1.7.88 SNMP &BE DR T

AT show snmp
INT A —H— 2L
B SNMP REAZ £ T 5

/—Fh
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1.7.89 SSH BRE D&~

AT show ssh
INT A —H— L
] SSH OkEEEZR =T D
/—Fh

1.7.90 BRENEDOHER
AT show setup
INTA—=HF— L
B RENELZMRT 5
/—k

1791 a7 v FRXDREABTDHEE

AT show config
INT A=K — 2L
A av v FIEROREFNEZETT D
J— b

1.7.92 ping
AJiE ping Ipaddress
INTA—=H — Ipaddress

cFHTHRIP T RLX

Biks T IP 7 R L A2k L C ICMP Echo # %177 %
J—h

1.7.93 traceroute

AT traceroute Ipaddress
INT A —H— Ipaddress
cFAFHIP 7 FLA
B RS IP 7 KL A2k L T traceroute % 477 %
/—Fh

1794 BETA O UK

A wireless txtest [long]
INT A—H— long
+ 1472 /A FREO ICMP o —Z20RZ2XET 0, ZONRTA—F—
AW LIZGEI1ICIE 64 31 NREERD,
B MM > R —27 D7 a— RK¥x¥ A 7 KL A% LT ICMP
T a—ERAEKXET D,
a2 —VIEBIEOIREZ] . JE# i (chan), A5 L~ L (rssi),
EEHE (rate) 2% 0.5 IR TR I D,
/—k FiteE— R CTOHLELTAT




1795 a4 7™y k

35

AT quit X exit XIiE bye

INT A=K — 2L

e v RIA e b5ua T T A
J—k

1.7.96 %HEE— F~DBIT

AT administrator

INT A —H— 7L

i ¥ttt — R~B1T77 5
2B

1797 AT Y FALTOERT

A help command
INT A —H— command
R
Bid O~y RO~V TEHFRT D
J—k

1798 EXFU—DSER

AT history
INTA—=H— L
B BEOE AN —%2FTRTDH

/—h
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FEEE

¢ a2 RIAT)VET U TVEE, telnet & SSH TIT9 HENH Y 928, FIFF
WCBBOa~ L RIA vz VEBESED LUTORA vE—UNERENE T,

WARNING:another administrator is still alive. (BElca~> F7 A > = LAREHWEF T
b5 LR ENTHGE)

ATTENTION:Two or more administrator are active now!!! (EfEfFoE£THa~v> K7
A 2R LTEREND)

¢ FIRFICHI 2 DREEITO &, PHILARWREIZRDZENHY £, 2D LI RGAIC
1. MLERE/NEOREAITV., lrestart] 72 E&1{TH 2 L A2H#IE L £,

¢ AV RIA v z)VTEEERMZERE L 3,83 0 0. AR 0GEEIZIE,
HEmicty a2 LET, 2720, Fa~y FEITHOEREESRIII TV EE
e

¢ REOEHEAT 12561347 [save] a2~ FEFITLTLZ SV, [save] <
REFITT25Z LI XV EREITRTFEI N, BEEMISCHES 217> CHREMEBIE LI
F9.
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1.8. 27—L 9z 77v7TT—rFIE
181 #EETHELD

http 7213 ftp ¥r—3— 1A
KBS~ T A F BT DuAR 16

HLWIZ 77— =T

1827 v FITF— +FIE
1. http £720% ftp 4——QIF, ==L LKL LEDINH LW T 7 —L T =T
Pavr—LFET,

2. W—R— LR AL, TCP/AIP CHETE 52 L9ICLET,
3. RN UT AL EZ—T 2 —AFET1T telnet 12T, ARBIILICEHG L F9,
4, a—H—LZ L RX2AT—RFEZ AN LET,

151]

NetBSD/evbsh3 (router) (console)

login: admin

Password:
Copyright () 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003
The NetBSD Foundation, Inc. All rights reserved.
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of California. All rights reserved.

5. HpMET— NIZEITL £9, ladministrator] 2=~ R&EZDRRAT—RKEZANL
ij_‘o
151

> administrator

Password:
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6. Tupdate] 2~ RTC77—LvU=T7TEHHLET,
FHT577 =027 DO URLB™KRDEBY THDHEIRELET,

http://www.example.com/wr54-1.2.bin

Bl

$ update http://www.example.com/wr54-1.2.bin

7. 77 =AU =T OEHK, ROLI LAy —T2HA L, &I E BRI HE

BHLEd,
Bl

Connected to 58.156.228.185.

220-

220 example.com FTP server (NetBSD-ftpd 20020615) ready.
331 Guest login ok, type your name as password.

230 Guest login ok, access restrictions apply.

Remote system type is UNIX.

Using binary mode to transfer files.

200 Type set to 1.

250 CWD command successful.

local: /var/chroot/ftpd/update.firm remote: wr54-1.2.bin
229 Entering Extended Passive Mode (| | | 65041 |)

100% | EE R R R R e S R S S L S | 5090 KB 349 MB/S
226 Transfer complete.
5212172 bytes received in 00:01 (3.46 MB/s)
221-
Data traffic for this session was 5212172 bytes in 1 file.
Total traffic for this session was 5213029 bytes in 1 transfer.
221 Thank you for using the FTP service on example.com.
object information:
T[p(M#:0x10002,c:683208171,1:0x4f87f6,al:0x4f87f8, T#:0x10002)]
[c:683208171,al:0x4f87{6]
updating firmware...
WWWWWWWWWWWW
update completed.
Sep 30 11:28:43 reboot: rebooted by admin
rebooting...

150 Opening BINARY mode data connection for 'wr54-1.2.bin' (5212172 bytes).

00:00 ETA

8. 77 —AUxT D/ N— 3 % show version 2~ RCHER L £,
1)

> show version
WR54 Ver.1.2
Build date: Sep 30 07:12:38 JST 2005



http://www.somewhere.com/wr54-1.2.bin
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1.9. FIPREIF

av Y RIA vz VU TORIRRH D £,
1.9.1 DHCP
DHCP #i&£# 3 %121%, DHCP OFHHE AR EL T D
$ dhcp enable
Lav Fe AT LIMBENDY 77,
%72 DHCP #— 3—##ElX DHCP V L ——— Y = > MERE & FIFRFICIIEH T £
A,

1.9.2 NTP #ége

AHLEL D NTP #EE % 9 585812 NTP H— 38— & ORFZIZEA 1000 LA EH 5
By, R R 283710 NTPHSREAME IR T2 K 51272 > Tk 9, ZHHORMC
VEARBL S O 2 g8 L CTHE NTP $—/3— & OREZIZE03 1000 BPLLTIC/2 5 L9
12, BRI AR E LT EEN,

NTP #—/3—@ NTP reply /3% hIZ Reference Clock ID 2R EF S LT/ &
L ORIN TE ¥ A, NTP ¥—/3—7% RFC-1305, RFC-1059, RFC-1119 ™
WTINTHEILL TV D 2 & & THER S 720,

1.9.3 AP RRE S #E

ARG O AP F@(EE, ARG FE Q)T TEH S a0,

AP @5 123 THEMEL L O BRI RIZG L TMACT RL A7 4 L ¥ —ZRE L
Thb#EMShEE A,

1.9.4 TDfts
(8. MED-ODOEY b #IELIEEW,
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2. TiGHFEERDOHRE
THHMEREOREIFLUTO LB TH D,
B E
22— —F—RKOT7TH 7 | “admin”
(CLD
a—HPF—F— R DAY — K | “admin”
(CLI)
¥ — N o/f2 U — R(CLI) | “admin”
KA N router
IP7 RLAREXy hvRY A —H%F > Ml : 172.30.100.2/24
AR A :10.12.1.2/24
gL — b 2L
F 7 4L hb— k 10.12.1.1
MAC7T KL AT 4 )L 42— fEH L7220
AP [HBE 7 4 V52— fER L7
AT )L A AP EA L 720
7 7 2 Al 77 AHlEe L
RIP fER L7220
SNMP EH L72vy, trap 1372 L
DHCP fER L7
IP Filter EA L7220
NAT fER L7220
7Yy fER L7220
SYSLOG fFEHLZ22n
SSH i/ N—v a3 Ver.1, Ver.2
SSH & A kF—DA4RL HRARK,
SSH ABH#EZ 7 a— R AR E
SSH FEar = XA — RERGE « AR
MERREE— N2 A7 11b/#E#% LAN ¥R

WEP

AT %5, ¥—:MACT FLADLGARIND 2 6#7
D16HH, F— ATy A1

NTP

fEH L7220

BA NS —

Japan
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3. BED=HODEV

AT T, ARMEZREST DBOE MRl ET,

3.1. &R
311 BEE—F
AL O TERGEAIE 1213, 2L Ad-Hoce & Infrastructure @ 2 SO dH 0 9, £z,
Infrastructure (ZI13HE (LR LAN 77 B AR A > b)) &8 (R LAN #oK) O X5
N £,
INHLOUIN XL, avr RIA A B —T = —ADWBH A THE &> TITU
9, 723, ##El Ad-Hoc 13 IEEE 802.11Ad-Hoc & 1T EH#MD H Y A,

HEHLLAN 7 7 2 AR A > R Tk, L TFOHIRERH Y 97,

e Ok TIE, IP 7 4 V2 —0MB = 5 A
B OBRSRE L, FHEMORTEITEIEL £, L7z2d-> T, wireless txrate 2~
VRTRETEEHA, BEIMIZ auto (2720 £,

3.1.2 WEP
AN IERRZERIC BT 57— (MPDU) &5 fbd 52 &N TEET, ZOKE
LIz i3 E# 52> WEP (Wired Equivalent Privacy) 23FfH T& ¥4, 4 WR54-ID |Z
ITENENADETOREBEHRT HZ N TEET, BELBEZHATLI-OICIE, A
Gy LHHFOHELED ID 2B T DLENRH Y £,

3.1.3 Eighi
ARG 1 BT, EREME 7y hHRfkTD 2 e TEET,
kD BT 2 5H D 97,

R D A T3 Ad-Hoe O34, IP B TOHHEC R Y 97,
Infrastructure O34, AL LAN 7 7 & AR A > 5 MAC @ TOFAEITET,

2L, 1 B TOHRMkE, A UERET v o R o 751072 ) 30T, FEohdE
D230 1TLUTICHELET,

IP & TOHHEDIGE ., kA 1T 9 X ICMP redirect #25H LAWK D ICRET H ML HE
MHYET, RUWIZLY, KA L - V=T 4 7 MBI £,
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MAC EBToOHFHEL, THEZITORTOIP 74 W Z —TEELEHFADTIREEL P
U,

WR54-ID 2 £ %1~ T, Ethernet [l L2849 5 & . 4 WRH4-ID 1T 72 2 IR T+
VHINVEMFH ZENTEETOT, WR54-ID 1 & TOFHEL D — AN ENEED ER
D E£9,

314 T wIE—F

TV U= RIS A TN LAN 7 7 2 AR A > b OFFO R AEE T,

TV TPE—RIRETDHEAMRY NU—7 LERR Y NT—I BTV » PV ENT,
FT12o0%y hT—27 L LTHAEEINET,

7Yy VE— RTEET RIS, BHRAOA 2 —7 = — 20X IP 7 R U A IARR
TCTN, 77—z T OHEEE KO IP 7 FLRAEFEL IS0,

ZORD IP T RLATHEBRMOFR Y NI —27 LB D5y NT—7 DT KL AEAT
<TEEWY,

(] ARA Y NU—7
192.168.32.0/24

1

WR54-ID 7Yy VE—F
AP MRA A —T 2 —R

IP 7 F1-2:192.168.10.100

HERR Y FT—2
192.168.32.0/24

2 3
== WR54-1D PC
TR STA STA

ARy U=
192.168.35.0/24




3.1.5 AP E&1{E

2ERDERMILAN 77 B AKRA » a2 nZENT U v UF— RICHRET H &, AP M#EfF
BREIZ LY, 2008y NT—JB%ET7 ) v 0 752 ERAREICRR D £7,

TV yVE— RTEET LIS, BRMOA ¥ —T7 2 —RZXIP T R LA TARAE
TIMN, 77— =T7OHEE (ROIP T RLAZRELZZ, ZORDIPT R
ZIAEBMOR Y NT =0 LB D2y NU—=7 DT RLRAEASITEEW,

(431]]

fifry hU—7
192.168.32.0/24

1

WR54-ID 7Yy VE-F

AP MR A A —T = — R
IP 7 KL % 192.168.10.100
7Yy VE—F

WR54-1D WE (o S R

AP IP 7 KL % 192.168.10.200

2

ARty NU—7
192.168.32.0/24

32. I7A4AYV—04—L

321 IP74)L52—

IP 7 4 Z— e b= DX 7 AFRE T L TCWETR, 22 TIEK/NT A —
H—DEMWRREHERZZ T LET,

TIT. L) TN E— e = DR I A LET,

filter add number action inout [log level facility.levell [quick] [on interfacel [proto

proto] [ from [!] address [port] to [!] address [portll[flags] [with] [keep] [group]

43
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T AN — e e WEFE SRR D, AR ZT T TP 7y MIZOIEETTRTO
N— TS Ed, LT, BRIy TF LIz — it TRBEE S nE T (FlFtH
0. Bik), AREOIP 7 4 ¥ —it, T 7 4 /L MFA[GEIE) O EIZ /> TWET,
DED, EON— by F LRV y MIFFA S E T,

B, ARMICRET DIAF & V—ADBFFOT 4V F —FHITML LT b D TT,

action (Z13”pass”® L < (F7block” X E L, /L —/MI~ v F LIz & Xl S50
WHST 2007 7 aERELET,

inout [Z13"in” % L < T out”Z i & L, AR A - TS 237 » FpAE L » 6 H
T ATy xR ELET,

filter add 10 block in from any to any

filter add 11 pass in from any to any

ZD2ODN—/LPEESIVTWIESE RGP ZE LT XTORT y M
RANZ 10 FEDNL—NANF =y 7 SNNET, TXTORTy PRy F L, ZZTiE
block (J€<) OT7 7 v a il ET, IHICKRD 11 FEDOLV—LARTF = v 7 i
F9, IFTLITRTONNTy MR~y F L, 22 Tldpass Gl OT7 73 v
2720 F£9, LLEORER, KZIC~vy T Lz 11 BONL— /L OEE (pass=ififi) %
1ITWET, fiFE. LED 2000 —LOEE, &2 TO 7y M@ LE 4,

quick (21X’ quick” N FEE FRE T, "quick’ R E SNz — i~y F 5L, £+
DIy MFERED 7 4 Vv — « L—)L Tl SILE R A,
7o & ZIEARA R 192.168.1.2 26D/ M ARG NZIIF T 20K 51T 51
. ZOT RLANL Ty R &ZF T84 block L, LD L—LEF = v
I3 HMBEITHY A, TOLIRGE, quick ¥—U— RZHEETHI LT, <
YFLEGGDOT 7 a yHEBICHIET DI ENTEET,

filter add 15 block in quick from 192.168.1.2 to any

filter add 16 pass in from any to any

ZOBRETIL192.168. 1.2 & 7237 » M. quick fiE T15& D /L—/LThlock
SNFET, RO 16 FD/NL—/VT, T XCTHO/NNTw b pass T5HL 917> THE
TN, D FDONLV— M~y T LT3 Try ME quick fJEED T8, IRONL—/1LDF =
v ZIHATONE R A,
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on interface (21 wlessOCHEHRAN & L < IX etherO(Ethernet ) O+ E N AIHE T,
F7o, 1000V —T" Ry 7« TSNS ZA)BIEENFRETT N, 74V Z—E [T 5
& 100 {2k 5 T/O 13 HEIIZ quick pass SALE T, AEGLNERIZIL, 7734 A 100
WZIP 7 FLZ127.0.0.1 ZFH RNEOLAHIZFIH L TWET, 207 FL A2,
NN OT 78 AT 22 LTI TEEEA, W, 2D 100 7731 20 127.0.0.1 (T
%957 7B R% block 5 &, AREGOEBEICENEAELETOT, THEELS
7Z2EW, Z® on interface RV E, TRXTDA U F—T = —ANKH L2 0D F
R

filter add 20 pass in quick on o0 from any to 127.0.0. 1
filter add 21 block in from 192.168.0.0/16 to any

filter add 22 pass in on wlessO from 192.168.0.0/24 to any
filter add 23 block out on ether0 from 172.16.0.0/12 to any

20 ZDONL—)LTlE, —T R 7 « TRAZADT VB AZEBIZHE L TWET,
21 FDO/NL—/LTIE, 192.168.0.0/16 TRIEHD T T A X— b1y NU—7 HOT K
LANG Dy R block LCWET, LavL, HEHRMAI(wless0)id 192.168.0.0/24
DFy NI =728 L TWDH DT, 22 % TIX 192.168.0.0/24 D7 pass ZHE L
TWET, RBRIC Yy F LEA— VRN ETOT, 22 ETOL—LTIE, #Hlx
IX 192.168.0.3 76D /3 7 NISEERMAIN S X 723551 pass L E T3, Ethernet
NS X720, 192.168.1.2 5D/ ME block &b Z 212720 £,

23 FEDON— L TCETHNEFEALOTTAX— "Xy NU—=THDOT FL R
172.16.0.0/12 7>5 D 3% > k% Ethernet flICHH &2V L 912§ 50—/ T9,

proto (21X tep/udp”,’tep”,’udp”H L <X iecmp” MEEFHET, 2 oD v haju
R Z S EICT 4 N H— =V ERET H I ENTEET, proto D72 WA ITIE,
FTRTCOMERIZ~ >y F LET, LLFOFITIEX, Ethernet 725 D tep & udp /X7 v
NI pass LE 7723, Ethernet fi12>5 @ icmp (% block &5 Z & 12729 £,

filter add 40 pass in on etherQ proto tcp/udp from any to any

filter add 41 block in on ether0 proto icmp from any to any

TTIZEBDNYDERBY | from L tolZIP T RLARRy NU—2 ZIRETHZ &
T, X7y FOFRIGEIL - 382D LNV ERETHIENTEET, T3CD
RA RS any” bIREAHETT,
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port |Z1% TCP/UDP DRSO AR — FEHEFTET 5 2 LN TE, FrEDOK— b &
L7274 V= =L ERET S LS TEET, port 1% TCP 35 L X UDP 0 /<
iy MEBWTHER T, £72. port ZHE LRV E XITE, 2 TOHE— hptL—
DR £, TFOFITIE, EHAIS 8 0 & A — -~ To TCP /<7
v MM pass LET,

filter add 50 pass in on wlessO proto tcp from any to any port = 80

flags 121X TCP 7 7 7 ® F(FIN),S(SYN),R(RST),P(PUSH),A(ACK),U(URG) 3 5 7E
AEETC, ZNHT7 77 ORBEICIS U7 4 V¥ — « L— L OFRENTEET, [FIF
WCHEEDT7 7 VT HRETHZ L b TEET, flags THELLZ 771w vy F LW
TCP 77 7D/ NI, 74 0Z— - b—)LZid~yTF LERA,

with (Z13X”ipopts”,”’short”,”frag” 3 5 E FRE CTJ, ipopt (X IP ~y X IP A7 =
YEFFONT Y MR T 52 ENTEE T, short ITARIEIZ IP ~ v XN
v N T 22N TEET, fraglx 7 77 A MEE IP N7 > R &S
HoLmTEET,

filter add 60 block in quick from any to any with short

DT VA — =)L TR RIEIZEWIP ~y X 2 Fpo 3 o h % B HIZ block
LET,

keep state ZFEET H L, WREEEH L= 7 4L H — « L—LOFKENARETT,
keep state WRE SN E. HILWTCP Yy v a UL SN X2, Dtk
v a YOFRENTICRFFLE T, LT, ARGNEIICREINLZDE Y U
VUBED Ry NI E BRIDT 4N F— e =KD TF =y 7 EITH T &
72, pass S¥HZENTEET, UDP N7 v FOE D, keep state WFEE S
e, UDP N7y FDOFIF - 585G D IP 7 KL AL AR— FEH% 6 0 FIH
FLELIP Y RLABAR— MESLE CHi MO UDP /N7y hD A% pass 352
ENTEET, iemp DY, keep state DIEEZITH &, £ icmp (2% % reply
2% 600 #hf#] pass 5 Z & TEET,

filter add 70 pass out quick on ether0 proto udp from any to any keep state

filter add 71 pass out quick on ether0 proto tcp from any to any flags S keep state
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filter add 72 block in quick on ether0 proto tcp from any to any flags FUP

70 & D/L—/LTld, Ethernet illCH TH7< udp /87 v F & pass L, TDO L AR
ATHDudp /N7 &6 0 FfE pass LET,

71 % D/N—/LTiE, Ethernet flliCHTIT< S 77 7DD/ tep /37 v b % pass
L, Uz Yy a o7y MIAHIIE S pass LET,

72 FD/L— Tk, F(FIN),UURG),P(PSH) 7 7 7 ®/3% » k73 Ethernet il 5
Tl &, BEblZblock LEd, LnL, £OF=v 7D 70 & 71 HZFEDONL—/LTIR
BREFHINTWHWDEHDIE, ZoL—LETREELEEA,

head (X7 4 V& — « L=l v F LTT y MRS % 5 2 57~ 1T9,
FTDON— N~ F LIy ML, ZOiBIE % group IZFF>7 4 V2 — )L
— XD T =y 7 ZITWVWET, 6D head & group 2LV, 74 F— - L
—NDITN—T LT HZENTEET, £/o, 2D head ZFFO7 (L F— - )b
—/UIZ quick ZFEETH 2 & T, ZOMBIE S LR U group 2oL —LEF o
I Libhé, oL —LDOF = v 7 P ThbER A,

filter add 100 pass in on etherO from any to any

filter add 101 block in quick on etherO0 from 192.168.0.0/24 to any

filter add 102 block in quick on ether0 from 172.16.0.0/12 to any

filter add 110 block out on wlessO from any to any

filter add 111 pass out quick on wlessO proto tcp/udp from any to any flags S keep state

filter add 112 pass out quick on wlessO proto icmp from any to any keep state

Lk —v - &> h% head & group Thfbd 5 &, RO L HITRD £,

filter add 100 pass in on ether0 from any to any head 1

filter add 101 block in quick on etherO from 192.168.0.0/24 to any group 1

filter add 102 block in quick on etherO from 172.16.0.0/12 to any group 1

filter add 110 block out on wlessO from any to any head 2

filter add 111 pass out quick on wlessO proto tcp/udp from any to any flags S keep state
group 2

filter add 112 pass out quick on wlessO proto icmp from any to any keep state group 2

head & group Theifk L7z/b—/b - & v kTl &AMAIC 100 FDONL—LB~ v FF
HEL 101 05 102 FDONL—NANIERT = v 7 SET, 101 5 102 FD/NL—)L



48

TIX quick MFEEESNTWET DT, v~ v F 7525 EEDBIZ block &vET, 101 »
5102 FED)L— v v F LA E 100 FED/L—/Z LD EBIZ pass SNET,
HERAl(wless0)~ 1 5 /35 > MM, 100 BZEDO/L—/WZ~v v F LRNO T, RICHHME S
NHL—E 110 Fi2/2 0 £97, 110 FONL— i~y F 5L, 111 & 112 FD
IW—AWIBERTF =7 SNET, TENENDOL—MIIYyTFTDHE, ENRENDOIL
—ZHIGE LT2T 7 v a v EITVET, 111 & 112 FOL— M~y F LRV &,
110 ZHDT 7 > 2 > ® block BERH SN E 7,

ZD LI head & group #fEi~7=7 4 L Z— - L—L D7 V—T{uiL, B
=Lty FNEGPDLTLTDEE BT, 7o Z ) T OMERER EDNED E T,
725, head X° group \ZHEE SNDMEILT 4 V& —FK 5 EBURIZIH D TH A,
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3.2.2 NAT

WR54-1D

global network
10.12.1.0/24

2
] ]
wless0 ether0
2 private network

172.30.100.0/24
EXOFR Y 8T =27 FERIZEBW T, private IOFR >y KT —7ZORNBH7 T4 T > b
26, global ll~D7T 7 & A %47 5 121%.

nat add map nnn wless0 172.30.100.0/24 -> 10.12.1.2/32

Da<y RTHAREICARYVET, Z0a~vwy RTIEE, NEORETLDO IP 7 FL &
(172.30.100.0/24) 75, ABLILT 10.12.1.2 1 0EF&#D Y global AIICH TIT&£9, L

73U, TCP/UDP O/ 37 v MIFETLOR— MEFIFLEDLY £, BETOR—F

FSEBEELRWVWE DICEF TSI portmap ¥ —V— K& E L E7,

nat add map nnn wless0 172.30.100.0/24 -> 10.12.1.2/32 portmap tcp/udp 20000:30000
ZDa<y RTiE, TCP & UDP N7y MIIP 7 RLADOEHIZINZ ., FE(ETLDR—
&5 % 20000 75 30000 OFIPH TEMATOND K 9127V £, portmap F—U
— ROR— N &S5 OFPHIZIX auto HIFEMN FTRETT,

NOR=0 gVl N

nat add map nnn wless0 172.30.100.0/24 -> 0/32 portmap tcp/udp 20000:30000

LRICEZEZLET,

Flo, WO DT TV r—v gy - 7m banid NAT TEfELZRWZ EAMHT
WET, AL O NAT T, ftp I proxy TS LTEY, LTFTOa~v> RTr7 747
> 73 passive mode ([ZHFINZT 7 B ANAREIC /R Y £,

nat add map nnn wless0 172.30.100.0/24 -> 0/32 proxy port ftp ftp/tcp

PLEaFE LD L, — %7 NAT OL— VT TO L 512720 £,
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nat add map 10 wless0O 172.30.100.0/24 -> 0/32 proxy port ftp ftp/tcp
nat add map 11 wless0 172.30.100.0/24 -> 0/32 portmap tcp/udp auto
nat add map 12 wless0 172.30.100.0/24 -> 0/32

NAT OF N — VI FFIRICFEHi S E T, 722, 1 2FDa~r a1 0F L VAl
WZHRET D &, £ ToD 172.30.100.0/24 75 global il ~HTIT< X7 > MIIP 7 KL
ADIHDOEMPTONDTEFITRY | 7 L72 NAT OEfEZ L2V TL X 9,

iecmp O/N7y MIIP 7 RV ZADEMPATONDIZT TTOT, FIZITERD Y F47T
¥ 6 global D[R UAA MIXT % ping 13, &HNCER LI FA4T 2 b ~D
IRENIR S TEET,

NAT OWNMNZ Y — =% E & % global I/ HEIFERGEICT D Z & b ATAETT,

nat add bimap 100 wless0 172.30.100.3/32 -> 10.12.0.2/32

Zoa<wr Rk, NAT oMUl S 10.12.0.2 126957 7 A21%, NAT N{AID
172.30.100.3 DA A MIHKT AT 7B RZx LET,

bimap TiEA A MIXF % spoof 2 AIHET L7223, rdr TiE¥—E A®D spoof 23 AIHEIC
AU S AT

nat add rdr 101 wlessO 10.12.0.2/32 port 80 —> 172.30.100. 4/32 port 8000

Zoawr RiZk b, NAT oMl S 10.12.0.2 OFR— k 8 0 FITHKT D7 7 & A%,
NAT N> 172.30.100.4 DFEARKR—HK8 0 0 0FIZKHTHT 7 BRIZRVES, 2D
rdr (IZEV ., R— Mg (=R 1Z7 v FERIFRR FORIAR— MRV 5T &
MTEET,

HE AR AS TS D237y MEI, NATIZE DT RUAEHNIP 7 4 L & — DAL
HoOFNATONE T, —JF7, AR S 37y ME IP 7 4 v 2 — OB NAT (12
57 RUVAZBOFNATONET,
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