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ADD FI REWALL POLI CY=mynet NAT=ENHANCED | NT=et hO-1 GBLI NT=ppp0
GBLIP=1.2.3.6 O

O000000mMeth0- 100000000000 00DOIPODOO0O0pppOl00000O000OO0ODOO
oooooooisPO0O0O0O0O0O0OOOOUOOOOOIPOOOOL23600000000000000O
coooooooboooooooooooooooboboooooooooooobooobooOooooboo o0
coooooobooooooooooooooobooon

000000 ENATOODOO/OODO0D00000

000000000 100000000000000000000000000000 ENATOOOO/0
cooooooboooboobooboooooooooooooobooobooboboooooboobooooooon
coooooooboooooooooooooobooooooooobooooboooooooooboooon
o0l00000000oo0o000ooooooooooooooooooo0boo00n

m JO000000O000OOPPPOOOUOOOOOOOSOOOIOOOOOOOO TCPOOUOOULAN
00 WebOD0ODOD192168.1020 8000 0000000000000 0O0O0O0O0O0OO 250000000
OO0 TCPOUOUOUOLANDODOODDOOODDOOOD192168.1030 2500000000000 000OO
0000000000000 0000000000000000WebhOODOOOOODOOOOOOOoOO
ogoooooooooooOooooOoooo IPOOO0DOOOODOOODODOOOOODODOO

gogooooo CentreCOM AR100 00 O0 ODODOO0OOOOOO 2.3
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ooooooo

ISP

[1.2.3.4:80] [1.2.3.4:25]
ppp0O 1.2.34

I () e 1

ethO 192.168.10.1

192.168.10.3:25 3

"

192.168.10.2 ==/ 192.168.10.4 192.168.10.6
192.168.10.3 192.168.10.5

Lo

192.168.10.0/24

goboooooobooobooooooboooooooobooooon

1. ODDD0O0ENATODOOOODODOD ENATOOODODOOO0OOO0O0D00000000000
LAND eth0D 00 D000 0OWAND ppp000 0000000000000 0000000000
00D0D00000000000
ADD FI REWALL POLI CY=nynet NAT=ENHANCED | NT=et h0 GBLI NT=ppp0 O

2. 000008 0D000D0D0D0D0OLANDD WebO DO DD192.168.10200 00000
000000000O00O
ADD FI RE POLI =nynet RU=1 AC=ALLOW | NT=ppp0 PROT=TCP GBLIP=1.2.3.4

GBLPO=80 | P=192. 168. 10. 2 PORT=80 [
0000000 Mppp0 0000000000000 TCPOOOOOODODOO IPOODOO
12340000000 800000000000000000 192.168.1020 8000000000
000000000000 000000000000000000000000000000000
000-000000000000000000000000

0 ODO000O0 IPOD0O0OO0OOODOOOOOODOOOOOOOGBLIPOO00O0C0ODOOOOO

3. 00000 2500000000000000LANDOODODODD0192.168103000000
0000000000000
ADD FI RE POLI =nynet RU=2 AC=ALLOW | NT=ppp0 PROT=TCP GBLI P=1.2.3.4

GBLPO=25 | P=192. 168. 10. 3 PORT=25 [J
0000000 MmMppp0 0000000000000 TCPOOOOOODODOD IPODDOO
12340000000 250000000000000000 192.168.1030 2500000000
00000000000
14 | CentreCOMAR100 0000 00000C0D000 2.3 0ooooooO
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ooooooo

m 00 WellknownOOOOOOOOODO0OO0OODOO0O0OO0O0O0O00O000O0OO0OO0ODOOO0OO0O0ODOOOOO
O0O0O00O0GBLPORTUOOOOOODOOODDOOOOOODOOOOOOODOOODDOOOD 192.168.10.50
192.168.10.100 200 Web OO DD OODOOODOOOOODOODOODOOOOO 1.2340 TCPODOO 80
00000000 192.168.10500000000 808000000000 192.168.10.100 WebO O OO O
oooood

ADD FI RE POLI =nynet RU=1 AC=ALLOW | NT=ppp0 PROT=TCP GBLI P=1.2.3.4
GBLPO=80 | P=192. 168. 10. 5 PORT=80 [

ADD FI RE POLI =nynet RU=2 AC=ALLOW | NT=ppp0 PROT=TCP GBLI P=1.2.3.4
GBLPO=8080 | P=192. 168. 10. 10 PORT=80 [

000000000 19216810100 WebO OO ODODODOODOOODOOURLODOOOODODO 808000
ooooooO0oooooOoooooOouVURLOOOOOOOOOODOOO

http://1.2.3.4:8080/ ... 0000 192.168.10.100WbhOOOOOOOODODOOOOO
ooo

192.168.10.50 Web OO OOOOODO WebODODOOOOOOODDO 80000000 0DOOOURLODOOO
cooooooooooooogo

http://1.2.3.4/ ... 0000 192.168.10.50Wb0000000000000000O0

m 00000000000 TCP/UDPOODOO0OOOOOOIPODOODOODODOODOOOOOOODOODO
0000000000000 00000O000PRIVATEDOO OO IPv600000192.168.10.20001Pv4
O0oOoooooOoIPveO0O0O0OO0OO0DO0123456.780000000000000LANDO IPv6OO0O
cooooooooooooogo

gogooooo CentreCOM AR100 00 O0 ODODOO0OOOOOO 2.3
J613-M2973-02 Rev.D
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ooooooo

~———> IPv6 Tunnel Server
3ffe;a:a:a::l 12.34.56.78

Internet
(IPv4)

IPv6 Tunnel

[1.2.3.4 proto:41(IPv6)|

192.168.10.1

192.168.10.4 @ 192.168.

192.168.10.5

Lo

192.168.10.0/24(IPv4) 3ffe:a:b:c::/64(IPv6)

[EnY

0.6

) )

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
O00oU0ooUooU0oUO LANODO IPv6OOOOOOOOOOOOOOOOOODOODOODOOODOOOOO
OENATOOOOOOOOODOOUOOOODOOOOOWANDOOOOODOOODODOL23400000000
IPv6-over-IPv4A0 0 O00O0O0000O0OIPOOOOO41000LANDOOIPv6OOOOOOOOOOOO
gooooooooOooOoOoOooOOOOOOOOOOOOPPPOOOOOOOOOOLANDOOOOOO
iPv6O00 0000000 OOOOOOOOOO

ADD FI RE PCLI =nynet RU=1 AC=ALLOW | NT=ppp0O PROTO=41 REMOTEI P=12. 34.56. 78
GBLIP=1.2.3.4 1P=192.168.10.2 O

Oo00o00U0mpppl0 000000000 OOOODOODOOOO410IPYEOO IPOOOOOOODOOO
IPODOOODO 12345678000 IPOO0OO0O 1.2340000000000000 LANDODO 192.168.10.2
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
-goboooooobooooooooooooboooon

m J00000ENATOOOO/0000000000000000O00O0O0O0DOOOOOOOOOOO
0000000 ENATOOOOOODOOO

oooood oooodd
ACTION O0o0ooo0oooooooooooO ALLowoooooo
INTERFACE oOoopPuUBLICODOOUOOOOOOOOOOOOO
16 | CentreCOM AR1IOO 000D OOOOOOOOOO 2.3 oooooooo
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ooooooo

PROTOCOL oooooooOoUooooOooooooo TCPO UDPOOOOUODODOO
GBLPORTO PORTOUOOUOOOOOOALLOOOODOODOOICMPOO
oooooIPOO0OOO00OOOOOOOOO0DOOOOOOOOOOODOOOOO
oooo

GBLIP ooooooIPOO0000O0O0O0O00O0O0O0O0OOOOOOOOOOODODOO
iPOOO0OOOOOOOOIPCPOPPPOO DHCPUOOOOODOOOODOOO
ooooooooooooooooOn

GBLPORT O00000oo0o0oooOoPROTOCOLO TCPO UDPOOODOOOOOOOO
oooo

IP O00ooooIPO00OOOOOOOOOOOOOOOIPOOOOOOO

PORT 0000000000000 oo0ooOoooooPROTOCOLO TCPO
ubPOOOOOOOOOOOOOOO

REMOTEIP ooIPOO0O0O0DOOOO0OOOOIPOOOOODOOOOODODDODOOOOOOO
ooooIiPOOOODOOOODOOOO

SOURCEPORT O00000oo0oooU0o0o0ooooooUooOooomPROTOCOLO
TCPO UDPOOOOOOOOOOOOODOOOOODODOOOOODOOOOOO
oooo

08

ggoobboooooboo

s 0000000000000 00000000000000000O0SHOW FIREWALL POLICY O
OooOos8o00o0oooooon

m 0000000000 SETFIREWALLPOLICYRULEDO OO OO 0000000000

m 000000000 DELETEFIREWALLPOLICYRULEDOOODO430000000000O

ggoobbboooobooboooon

1. 00ooO00ooO0ooOooooooooooooooo0ooobooooooooooOoooOon
0000000000000 000000000000PRIVATEDODODOOOOOOOOOOOODO
ooooOoooOoooOoooPUBLICOOOOOOOODOOODOOODOOODOODOOODOOOODO
coobooooboooooooooooooobooooooooooooobooooooooogg
cooboooooboooooooooooooood

2. JOo0OU0OOoOoooOooOoooOoopPROTOCOLOOOOOOOOOOOOOOOOOOOODOOOO
oobobooooobooooooobooooooooobooooooooon

3. DOoOooooTCPO UDPOOOODOOOOOOPORTOOOOOOOODOOOOODOOOOO
cooooooobooobooooboooon

4, O0UOO0OOOOTCPO UDPOOOOOOOOOOSOURCEPORTOLOOOOOOOOOOOODOOO
coboboooooboooobooooooooooooo

5. 000U IPOOUOOREMOTEIPDOOOOOOOOOPRIVATEOOOOODOOOOOOIPODO

gogooooo CentreCOM AR100 00 O0 ODODOO0OOOOOO 2.3 17
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ooooooo

OOOoPUBLICOOUOOOOOOOOOIPOOODOOODOOODOOODOOOOOOOOOOOOO
oooooooooooo

6. OO0 IPOOOOOIPOOO GBLIPDOOOUOOOOOOPRIVATEODOODOOOOOOOOIP
OU0OO0OPUBLICOOOOOOOOOOOIPOOODOOODOOOIPOODOOOONATOOOO
OooOooOoPUBLICOOOOOOOOOOODOODOOOOOIPOOOOOGBLIPCONATOOO
00000000 PRIVATEDOOOOO IPOOOOOIPDOOODODOO

Dobooooooboad

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooboobooboooooobooooobooon

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooood

m J00000000000000000000000000ENABLE FIREWALL POLICYOOOO
gsljpoOooLoGoUuoOoUooUoooooooooooooooUooooOoooOoooOooDO
coooooooooooboooooboooobooooboooooon

ENABLE FI REWALL PQOLI CY=nynet LOG=DENY [

LocoooUoUooooooooooooooooooooooooLoGooUoooooooooo
oooooooooboooobooooood

oooood oooodd

INATCP OOOoPUBLICOODOOO TCPOOOOOOOOOO

INAUDP oooooubPOOOOOOOO

INAICMP oooooiIicMPOOOOO

INAOTHER OooooIiPOOOOOOTCPOUDPOICMPOOOOOO

INALLOW 0000000000/000000000INATCPO INAUDPO INAICMPO
INAOTHERO O OO OODOODOOOOO

OUTATCP OOOPRIVATEOOOOO TCPOOOOODOODOOO

OUTAUDP oooooubPOOOOOOOO

OUTAICMP oooooiIicMPOOOOO

OUTAOTHER oooooIiPOOOOOOTCPOUDPOICMPOOOOOO

OUTALLOW 0000000000/000000000O0UTATCPOOUTAUDPO OUT-
AICMPO OUTAOTHERO O OOUOOOOOUOOOOO

ALLOW 0ooo0oooOooo/000o0Ooooog

INDTCP oooooTCPOOOODOOOOOO
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ooooooo

INDUDP oooooubPOOOOOOOO

INDICMP oooooiIicMPOOOOO

INDOTHER oooooIiPOOOOOOTCPOUDPOICMPOOOOOO

INDENY 0000000000 /000000000INDTCPO INDUDPO INDICMPO
INDOTHEROOOODOOOOODOOOOO

OUTDTCP oooooTCPOOOODOOOOOO

OUTDUDP oooooubPOOOOOOOO

OUTDICMP oooooiIicMPOOOOO

OUTDOTHER oooooIiPOOOOOOTCPOUDPOICMPOOOOOO

OUTDENY 0000000000/0000000000UTDTCPO OUTDUDPO OUT-
DICMPOOUTDOTHERO O OO OOOOOOOOOO

DENY 0ooo0oooOooo/000o0Ooooog

INDDTCP ooooo TCcPUOOODOOOOOOOOIPOOOOOUOOO 1920000
od

INDDUDP oooooubPOOOOOOOODOOIPODOOOODODOOO192000000

INDDICMP oooooiIicMPOOOUOOOIPOOOOUOOOO 192000000

INDDOTHER oooooIiPOOoOoOOOTCPOUDPOICMPOOOOOOOOIPOOOOO
oooo 192000000

INDDUMP 000o00o00o0o/0000000000IPO0ODOODOOOODO 192000
ooo

OUTDDTCP ooooo TCcPUOOODOOOOOOOOIPOOOOOUOOO 1920000
od

OUTDDUDP oooooubPOOOOOOOODOOIPODOOOODODOOO192000000

OUTDDICMP oooooiIicMPOOOUOOOIPOOOOUOOOO 192000000

OUTDDOTHER oooooIiPOOoOoOOOTCPOUDPOICMPOOUOOOOOOIPOOOOO
oooo 192000000

OUTDDUMP 0000o0o00o0o/0000000000IPO0ODOODOOOODO 192000
ooo

DENYDUMP 000o00o00o0o/0000000000IPO0ODOODOOOODO 192000

ooo

09:0000000000000000O0OO0

s (0000000000 00o0o0b0c00oo0oooooooobooon

SHOW LOG MODULE=FI RE [

ooo

SHOW LOG TYPE=FI RE [

s JO0000000000000DOO00000O0000000000000000O0O00O00OTAILOO
ooooogoooo
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SHOW LOG MODULE=FIRE TAILOOOO 20000000000 O
SHOW LOG MODULE=FI RE TAI L=1000 10000000000 O

ooooooo

Manager > show | og

Dat e/ Ti ne S Mod

nodul e=fire

Type

SType

Message

I CVWP - Source 172.16.28. 32 Dest 172.16. 28. 255

Type 9 Code 0

bad | CVP nessage type to pass

UDP - Source 172.16.28.120: 137 Dest
172.16. 28. 255: 137

flow rejected by policy rule

UDP - Source 172.16.28.120: 137 Dest
172.16. 28. 255: 137

flow rejected by policy rule

TCP - Source 192.168. 10. 1: 1045 Dest
172.16.28.1: 139

flow rejected by policy rule

m 000000000000000000O0UINATCPUINAUDPOINAICMPOINAOTHEROINALLOW
0000000000000 000OSeverityD 0 200000000000000000000OOO 3
gooUooUooUooUoUOOoUOOoOOoUOOoOOoOOoOoOosSHOWLOGHD OOomMOoooooOoo 22400
cobooooooooobooooooodooboooboooboooooooooboooboobooboooog
cooooooooboooboooooboooobooooogg
cooooooobooooooooooboooobooooooooobooooboooooooooboooon

OOTEMPORARYU OOUORAMOOODOOOODOOODOODOOODOODOOOOODODO

ADD LOG QUTPUT=TEMPORARY MODULE=FI RE 0

gogooboobooon

00000000000 0o0o0o0o0o0o0oo0ooO0D0o0OnENABLE FIREWALL POLICY OO
O0o5100000 bEBUGHOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOPKTOO
O0oO0oo0oOOPROCESSODOOOOOO

m 00000000 PKTOOODOOODODOOOOOOO IPOOOODOOOSOO0O00 1600000

oooooooooo

ENABLE FI REWALL PCLI CY=nynet

DEBUG=PKT [

Manager >

FIRE | CMP 45000024 c6070000 01018e04 ac101c20 acl0lcff 0900421e 01020168
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ooooooo

Manager >
FI RE TCP

96571c20 00000000

4500003c c87c4000 40060c3d acl10lch4 acl0lca0 05e70017 3398573f
00000000 a0027d78 19d20000 020405b4 0402080a 0d82ac62 00000000

m 00000000 PROCESSUOOOOOOOOOOOOOIPOOOOOOOOOOOODOOOOO

oooooogo

ENABLE FI

REWALL PCLI CY=nynet DEBUG=PROCESS [

FI RE UDP

FI REWALL
FI REWALL
FI REWALL
FI REWALL
FI REWALL

FI RE UDP

FI REWALL
FI REWALL
FI REWALL
FI REWALL
FI REWALL

FI RE TCP

FI REWALL
FI REWALL
FI REWALL
FI REWALL
FI REWALL
FI REWALL
FI REWALL
FI REWALL
FI REWALL
FI REWALL
FI REWALL
FI REWALL

4500004d 218a0000 4011dc10 c0a80a05 ac101c01 ff 780035 00393422
067f 0100 00010000 00000000 076f 6374 6f 766572 0274770e 616Cc6C69

new flow - UDP - session |ID 8b2e

packet sent to UDP handl er

fl ow 8b2e found for packet

packet sent to UDP handl er

packet passed - UDP QUT - passed by rule 0

4500004d 218b0000 4011dcOf c0a80a05 acl101c01 ff 770035 00394f 22
06800100 00010000 00000000 076f 6374 6f 766572 0274770e 616Cc6C69

new flow - UDP - session ID 9al4

packet sent to UDP handl er

flow 9al4 found for packet

packet sent to UDP handl er

packet passed - TCP QUT - passed by rule 0

4500003c 218c0000 4006db77 c0a80a05 acl0lcb4 e2360017 d71d5199
00000000 20024000 1d930000 020405b4 01030300 0101080a 000064b7

new flow - TCP - session ID a9c5

packet sent to TCP handl er

flow a9c5 found for packet

packet sent to TCP handler direction IN
flow a9c5 found for packet

packet sent to TCP handl er direction OUT
flow a9c5 found for packet

packet sent to TCP handl er direction OUT
flow a9c5 found for packet

packet sent to TCP handler direction IN
flow a9c5 found for packet

packet sent to TCP handler direction IN

m 00000000000000000ODISABLE FIREWALLPOLICYOODOOO4700000 DEBUG

pcooooooooooo

Dl SABLE FI REWALL POLI CY=nynet DEBUG=PKT [

oooooogo
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ooooooo

m J00000000000000 SHOW FIREWALL POLICYODOUO OO 00000000000
0 Enabled Debug OptionsD 0 OO 000 00000000000

ggoobbboooobooboooon

s 0000000000000 000O0000O000O0000O0000O SHOW FIREWALL SESSION

oooooe3dooUooOooooo

Manager > show firewall session
Policy : net
Current Sessions
3612 UDP I P: 192.168. 10. 100: 64499 Renote I P. 172.17.28.1:53
Gol 1P 172.17.28.185:13842 &bl Remote | P: 172.17.28.1:53
Start tinme .......... . . 17: 44: 35 07- Mar-2002
Seconds to deletion .................. 264
158f UDP I P: 192.168. 10. 100: 64500 Renote I P. 172.17.28.1:53
Gbl 1P 172.17.28.185:5519 &bl Remote | P: 172.17.28.1:53
Start tinme ...... ... . . . 17:44:13 07- Mar-2002
Seconds to deletion .................. 246
7527 UDP I P: 192.168. 10. 100: 64501 Renote I P. 172.17.28.1:53
Gol 1P 172.17.28.185: 29991 &bl Remote |P: 172.17.28.1:53
Start tinme ...... ... . . . 17:41:11 07- Mar-2002
Seconds to deletion .................. 60
5e9e TCP I P: 192.168. 10. 100: 65484 Renote I P. 172.17.28.103: 22
Gol IP; 172.17.28.185: 24222 Gbl Remote | P: 172.17.28.103: 22
TCP state ........ i, cl osed
Start tinme ...... ... . . . 17:35:17 07- Mar-2002
Seconds to deletion .................. 54

m J000000000000000000SHOW FIREWALL SESSIONC O O0OOO0O6300000

COUNTEROOOUOOOOOODOO
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Manager > show firewall session counter
Policy : net
Current Sessions
43fa TCP I P: 192.168.10. 100: 65480 Remote | P: 172.17.22.10:80
Gol P 172.17.28.185:17402 Gol Renote IP: 172.17.22.10:80
Packets fromprivate IP .............. 8
Cctets fromprivate IP ............... 558
Packets to private IP ................ 8
Cctets to private 1P ... ............. 6881
TCP state ..., cl osed
Start time ...... ... 17:51: 26 07- Mar-2002
Seconds to deletion .................. 300
c296 TCP I P: 192.168.10. 100: 65483 Remote | P 172.17.24.1:23

oooooooo




ooooooo

Gol P 172.17.28.185:49814 Gol Remote IP: 172.17.24.1:23
Packets fromprivate IP .............. 11
Cctets fromprivate IP ............... 555
Packets to private IP ................ 12
Cctets to private 1P ... ............. 554
TCP state ..., ti meWi t
Start time ...... ... 17:49: 33 07- Mar-2002
Seconds to deletion .................. 246
ea27 UDP I P: 192.168. 10. 100: 64433 Renote I P 172.17.28.1:53
Gol P 172.17.28.185:59943 Gol Remote IP: 172.17.28.1:53
Packets fromprivate IP .............. 1
Cctets fromprivate IP ............... 75
Packets to private IP ................ 1
Cctets to private 1P ... ............. 149
Start time ...... ... 17:50: 05 07- Mar-2002
Seconds to deletion .................. 270

s J00000000000000000000SHOW FIREWALLSESSIONOODOOO630O0O00O
oooooooobooOoooooooooooooboooooo

DELETE FI REWALL SESSI ON=c296 O

ooood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooooobooooooooooooooooboooooooog

m ping 000 OO ICMP echoll echo replyd O ICMP Destination Unreachable 0O 00 O
O00DoooOoICMPOOOOOOOOOOOOOOOOOO ping0 000000

ENABLE FI REWALL PQOLI CY=nynet | CVP_F=PI NG UNREACH [

O ICMP Destination Unreachable 0O OO0 OOICMPOOO 3000IPO 000000 OOOOOOOOOOO
O0PathMTUOOOOOOOOOOOOOOODOOOOOOOOODOOOOOOOOODOOOOOOOO0O0O0
godooooooobooooooooooo

ICMP_FORWARDING O ALLOOOODOOOpingODOOO0O0OOOOOOICMPOOODOOOOOOOO
cooooooooooooooooooooboooo
ooooooooooooooiIcMPOUOOOUOOOOOOOOOOOOOOOOODICMPOOOOOO
coooooooobooobooooooooobooooogg

00000 PINGOechoOOODOOODOOOO PINGOEchoDDODOOOODOOOOOOOODOOODOO
iPOOO0OO0O0OOOUOOOOOOIIPOOOOOODOICMPOOOOOOUOOOOODOOOUOOOOO
OOpppOl 0000 PINGOOOOODOOOOODOODOOOOODOOOOODOOOIPOOODOODOOOO
oooomipPOOO0DDOOOODODOO

gogooooo CentreCOM AR100 0000 ODOOO00OOODOOO 2.3 |23
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ooooooo

ADD | P FI LTER=0 SO=0.0.0.0 PROTO=I CMP | CMPTYPE=ECHO ACTI ON=EXCLUDE O
ADD | P FI LTER=0 SO=0.0.0.0 ACTI ON=I NCLUDE O
SET | P | NT=ppp0 FILTER=0 O

m ping0000000000000000OO00O00O0O0O0O0

Dl SABLE FI REWALL POLI CY=nynet | CMP_F=PI NG O

m 00000000000 ping0D0000O0OOOOO
O0o0oo0oooo0ooooUOoOoooPINGODOOOOOOOOO

Dl SABLE FI REWALL POLI CY=nynet PI NG O

m 00000 identOTCP 1300000000000 ORSTOOOOODOOO
0000000000000 0ooooO SMTPOOOOOODOOO0OOOOD identD 00000000
000000000dent0 000000 000O0O0OO SMTPOOOOOOOOODOOOOOODOOO
0000000000 0ODISABLE FIREWALL POLICY IDENTPROXY O O OO O4900000000
Oident00 0000000000000 0DO00O0OOOODO0OOO dent00O00O00O0DOOO RST
pooooooooooboooobooboooooooooooom

Dl SABLE FI REWALL POLI CY=nynet | DENTPROXY [

O00ident0 0000000000000 0MentD 000000000 proxyuser0O0O0OO0OoO0O0O
oooood

cooooooobooooooooboooooooooooooooooooboooooOooooboooon
oooooogo
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ooooooo

Internet

............... Firewall

T T T AthOLn RO AT109 1Re 104 | T~ !
|

| | .168.10. !
|

| 4. | [
|

| ! 1

2 |

| [ | |

| ® — \: |

4442 =5 | 192.168.10.2 192.168.1 1o 4,
‘ 192.168.10.3

S R (SNMP Managen) |

4.4.4.0/29 192.168.10.0/24

coooooobooooooooooooooobooooboooooooobobooon

e ICMP O Ping(echoZecho reply) 0 Unreachable DD O OOOO OO0
e UDPOOODOODODODOOODOOOUDPO DNSOOOOOSR3OOOOOOOOOOOOO
e TCPUULUUIUOUIUUOUIUIOUOOOUOOUOOODOOODOOOOOOOODOOOOODOO
- 0OODNSOOOOO444200 DNSOOOOOB30O0ooooo TCPOOOOOOOOO

ooo

- 0O00U0o0O0oOoooo444200 SMTPOOOOO0000000 TCPOUOOODOOOO
oood

- 0DO0O0OWebOOODOOD444300 HTTPOOODODS8OOOOOODOD TCPOODOOOOOODO
ooo

e eth0-00 eth0-10 PRIVATED ppp0 0 PUBLICOODOOODODOOOODODOOODO
o JOOOOOOOOOOOOOOOOOODOOOOOOOO

ooooogd
1. 000000000 oo00o

SET BRI =0 MODE=TDM ACTI VATI ON=ALWAYS TDMVSLOTS=1-2 [
CREATE TDM GROUP=i sp | NT=bri 0 SLOTS=1-2 [
CREATE PPP=0 OVER=TDM isp LQR=OFF BAP=CFF [

2. lPOOOODOOOOOOOOO

ENABLE | P O

3. 000000000 IPODOODOOUDOOOWANDO Unnumbered 00000 OLANDO
OethOOODOOOODOOOODODOOODODOOODOOOOOODOOOD IPOOOODOOOD44.4.0/2900
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ooooooo

000000 IPO0ODO0ODOO192168.1.0/240 000000000

ADD | P | NT=et hO- 0 | P=4. 4. 4.1 MASK=255. 255. 255. 248 [J
ADD | P | NT=et hO-1 | P=192. 168. 10. 1 MASK=255. 255. 255. 0 [
ADD | P | NT=ppp0 | P=0.0.0.0 O

4, 000000 O0O0OO0DOOOOoOO
ADD | P ROUTE=0.0. 0.0 | NT=ppp0 NEXT=0.0.0.0 O
5, 000000000 o0Ooooooo
ENABLE FI REWALL O
6, J00O000OO00D0OO0OO0ODODOODODOOOOn
CREATE FI REWALL POLI CY=nypol O
7. 000000000000 DOO00DOO000O0000O00000O0oDoOOn
ENABLE FI REWALL POLI CY=nypol LOG=DENY O
8. identOD 0000000 DODOOOOOOODIdentODOOOCOOOOOORSTOOOOOOOOOO
DI SABLE FI REWALL POLI CY=nypol | DENTPROXY O

9. JOO0UOO0oOOUOO0OO0OOO0OOUOO0ODOOODOODOOODODOOOD
e eth0-00 eth0-10 PRIVATED O DO ODODOODOOOOODOOOOOO

ADD FI REMALL POLI CY=nypol | NT=ethO-0 TYPE=PRI VATE O
ADD FI REMALL POLI CY=nypol | NT=ethO-1 TYPE=PRI VATE O

e ppp0 0 PUBLICOODDODODOOOOOODOOOD
ADD FI REWALL POLI CY=nypol | NT=ppp0 TYPE=PUBLI C O

10. OO0O0O0OOOoOOoOOOODOOOOOOO
e ICMP echo/echoreply O Unreachable DO O OOOOO OO0

ENABLE FI REWALL POLI CY=nypol | CMP_F=PI NG, UNREACH [

e eth0-1000D0DODUO LANODODODOODODODODOODOOODDOOO ENATO
O0o0oo0oooooooooUooOoo4446000000

ADD FI REWALL POLI CY=nypol NAT=ENHANCED | NT=et h0-1 GBLI NT=ppp0
GBLIP=4.4.4.6 O

e UDPOI DNSOOOOOSOIOOOOOOOOOODO
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ooooooo

ADD FI REWALL POLI CY=nypol RULE=1 ACTI ON=ALLOW | NT=et h0- 0 PROT=UDP
PORT=DNS [

ADD FI REWALL POLI CY=nypol RULE=2 ACTI ON=ALLOW | NT=et hO- 1 PROT=UDP
PORT=DNS [

ADD FI REWALL POLI CY=nypol RULE=3 ACTI ON=ALLOW | NT=ppp0 PROT=UDP
PORT=DNS [

e JODODOUDPOOODODOODODOOOODOODOOODOOOOOODUDPOOODOOOOOOODO
gooooooooocoooogom

ADD FI REMALL POLI CY=nypol RULE=4 ACTI ON=DENY | NT=et h0-0 PROT=UDP
PORT=ALL O

ADD FI REMALL POLI CY=nypol RULE=5 ACTI ON=DENY | NT=et hO-1 PROT=UDP
PORT=ALL O

e OO DNSOOOOD444200 DNSODOOOOSR30000000 TCPOOOOOODOOO
ooooogoooon

ADD FI REMALL POLI CY=nypol RULE=6 ACTI ON=ALLOW | NT=ppp0 | P=4.4.4.2
PROT=TCP PORT=DNS [

e NOUIOODOODOOOD444200 SMTPOOOODO25000000O0O TCPOODOOOOO
oooooooooo

ADD FI REMALL POLI CY=nypol RULE=7 ACTI ON=ALLOW | NT=pppO | P=4.4.4.2
PROT=TCP PORT=SMIP [

e U000 WebODODOD444300 HTTPOOOOO8OUOODOODOO TCPOOOOOODODOO
ooooooooon

ADD FI RE POLI =nypol RU=8 AC=ALLOW | NT=pppO | P=4. 4. 4.3 PROT=TCP
PORT=VWAW O

oooooogo
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28

oooogooogon

Dobooooggnd

oooooo
DISABLE FIREWALL . . . . . . 46
ENABLE FIREWALL . . . . . . 50
SHOW FIREWALL . . . . . e 56
oooooooooooo
ADD FIREWALL POLICY INTERFACE . . . . . . . . . 31
CREATE FIREWALL POLICY . . . . . . e 39
DELETE FIREWALL POLICY INTERFACE . . . . . .. . . .. . . . . 41
DESTROY FIREWALL POLICY . . . . . . . e 45
DISABLE FIREWALL POLICY . . . . . . . e 47
ENABLE FIREWALL POLICY . . . . . . . e 51
SHOW FIREWALL POLICY . . . . . . e 58
oooooooo
ADD FIREWALL POLICY APPRULE . . . . . . . . 29
ADD FIREWALL POLICYRULE . . . . . .. . 36
DELETE FIREWALL POLICY APPRULE . . . . . . .. .. . . .. . .. .. 40
DELETE FIREWALL POLICYRULE . . . . . .. .. .. . . 43
SET FIREWALL POLICY RULE . . . . . . . . . . e 54
O00O0ooO00 NAT
ADD FIREWALL POLICY NAT . . . . e 33
DELETE FIREWALL POLICY NAT . . . . . . . e e 42
ident00COQ0O0O
DISABLE FIREWALL POLICY IDENTPROXY . . .. ... ... ... ... . ... .... 49
ENABLE FIREWALL POLICY IDENTPROXY . . . . . . . . . . i 53
ooooooooooooo
DELETE FIREWALL SESSION . . . . . . . . e 44
SHOW FIREWALL SESSION . . . . . . . . 63
CentreCOM AR100 0000 DDDOOODOOO 2.3 oooooooo
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ADD FIREWALL POLICY APPRULE

ADD FIREWALL POLICY APPRULE

000o00o0oooooooo /00000000
00 000AR1300 AR160

ADD FI REWALL PQLI CY=policy APPRULE=app-rul e-id ACTI ON={ALLOWDENY}
| NTERFACE=i nt er f ace APPLI CATI ON={FTP} [ COMMAND={GET|PUT}] [ PORT=port]

policy: 00000000000 OOO1015000000000000000_ 0000000
app-rule-id: 00 OO0 000000000 O102990

interface: IPO 00000000 OethOOppp0 O 00O

port: TCP/UDP O OO OO

g0

goboooooobooobooooooboooooooobooooon
000000000000 0FTPO STORDPUTLRETROGETO OO ODOOOOOOOOOOOOOOO
ooooooooooooOooooOo FTPOOOOOODOOOO

goooog

POLICY OOOUOOQUOOOOOOOO

APPRULE 0O0O0O0O0O0O0O0O0OOOO

ACTION O0000O00O0000O0O0O00O0O0O0O00000000ALLOWOOOODOOOOODENYD
ooooogoooon

INTERFACE IPOOOOOOOOO

APPLICATION OO0OO0OO0OO0O0OO0O0OO0OO0OOOOOOOOOFRTPOOOOOOO

COMMAND 00000000000 O0OO0OO0OO0O0O0O0O0OOO0OO0O00OOO FTPO GETORETROO
PUTOSTOROOUOOOOODOOOOOUOOOOOAPPLICATION=FTPOOOOOOOOO

PORT APPLICATIONOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
cooooooood

o
= ppp0 0000 FTPPUTOSTORO OO OO OO

ADD FI REWALL POLI =nynet APPRULE=1 ACT=DENY | NT=ppp0 APP=FTP COMVAND=PUT

goooog

DELETE FIREWALL POLICY APPRULEC 400000
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SHOW FIREWALL POLICYO 580000
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ADD FIREWALL POLICY INTERFACE

ADD FIREWALL POLICY INTERFACE

0000o0o0o0o0oooooO0ooO /000000000000
00 000AR1300 AR160

ADD FI REWALL PQLI CY=policy | NTERFACE=i nt erface TYPE={PUBLI C|PRI VATE}
[ METHOD={DYNAM C|PASSALL }]

policy: 00000000000 OOO1015000000000000000_ 0000000
interface: IPO 00000000 OethOOppp0 O 00O

g0

ooooooooooobooooooboooooooood

0000000000000 000000000PRIVATEDODOOO PUBLICOODOOOOOOOOOOO
ooooooooooooon

O0000o0000oo0o0o0ooooO0O0 PRIVATEDDOOODOOOODOOOODODOOOODODOOOO
oooooOooooooooooooPUBLICOOOOOOODOOOODDOOODOOOODOOODOOOOO
0000 PRIVATEOOOOOOOOODODOOOOOOOOPRIVATEDODDOOOOOOOOOOOOO
oooo

goooog

POLICY OOOUOOQUOOOOOOOO

INTERFACE IPOOOO0U0O0O0O0O0OOU0OOO0OOOOOO0OOOOOMDYN-OOOOOOOOOO
0000000000000 ooo00oo0DbDYN-pond

TYPE O0OUOOOOOOOOOPUBLICOOOUDO PRIVATEDOOOUOOOOOOOODOOOOOOO
OUOOOOOPRIVATEOOOOOOOOOOOOOOOPUBLICOOOODOOOOOOOOOOOO
00000000000 O0ADDFIREWALLPOLICYRULEOODOOOOOOOOOOOOOOO
oobobooooobooooooobobooooobooooooooooooon

METHOD PUBLICOOOOOOOOOOOOOOOOODYNAMICOOOOODOOOOOOOOOO
00000000000 0O00O0OPRIVATEOOOOOOODOOOOOODOOO PUBLICOOO
PRIVATEO O OOUOOOUOOOOPASSALLOOOOODOOODOOOOOOOOOOOOOOOO
OU0O0OUOO0OUOOOOPASSALLOOOOOOOO NATOOOOOOOOOOOOoOoOooooo

g

» 0000000000000netd0 00 O0PRIVATEDOOOODOOODOOOD eth0 D 00 O 00 PUBLICO
00000000000 ppp0000000
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ADD FIREWALL POLICY INTERFACE

ADD FI REWALL PCLI CY=net | NT=et hO TYPE=PRI VATE
ADD FI REWALL PQCLI CY=net | NT=ppp0 TYPE=PUBLI C

goooog

CREATE FIREWALL POLICYO 390000
DELETE FIREWALL POLICY INTERFACED 410000
SHOW FIREWALL POLICYO 580000
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ADD FIREWALL POLICY NAT

ADD FIREWALL POLICY NAT

00000000000000 /00000000 NAT
00000 AR1300 AR160

ADD FI REWALL POLI CY=pol i cy NAT={ENHANCED|STANDARD} | NTERFACE=i nt erface
GBLI NTERFACE=/ nt erface [ | P=i padd] [ GBLI P=i padd[-i padd]]

policy: 00000000000 OOO1015000000000000000_ 0000000
interface: IPO 00000000 OethOOppp0 O 00O
ipadd: IPO OO0

g0

O00o0oo0o0ooo00oooO00oooO0o0Oo0 NATOODOOOODODOO

00000000 NATOOOOOOOO 200000000000INTOGBLINTODOOOOOOOOO
ooooooUoo0oo2000000000O00O0O00O00O00OO0LOO0O0O0OO0ODOODOOOOD
O000oo0ooooo NATOOOOODDOOODODOOOODODOOOOODOO

00000000 NATOOOOOOOOOOOOOONATOOODODOOODODOO

0000000 NATOIPOOOOD101000000000000O0NAT=STANDARDOOOOO
IPODOOOOOO0 IPIOINTERFACEL D UOO0OOUOOO0OUOOOOUOOmIGBLIPDOOOOO IPOO
GBLINTERFACED OO0 O0O0OOOO0OOOOOOOOOOOOOOO

0000000 NATOIPOOUOOOUOOUOOOOOOOOOOOONAT=STANDARDOOOOO
INTERFACED O U OOUOO0OOOO0OOOO0OUOOMGBLINTERFACED DO OO ODO0ODOOooooom
GBLIPDODOODOO IPOOOOXXXaxxxb0OOOODODODODODOOOINTERFACED ODOODOODODO
OO0o0ooGBLIPOOOOODOOOOOODOOOOODOODOOOOOOODOODOOOOODODO NATODO
cooooooooboooboooooooooon

0000000 ENATOIPOOOOOOODODOOOODOOOOO1010000000000DOOO0ODO
O0O0O0OO0O0ENATOOOOOOOOOADDFIREWALL POLICYRULEDOOOOOOOOOO
oooooO0O0ENATOIPOOOOOOODODOOODOODOOOOOOOOOODODOOOOOOOO
NAT=ENHANCED OO OUOOINTERFACED 0D OO OO0OO0OOO0O0DO 00000 O M GBLINTERFACE
OooooOoooooooooomeGBLIPODOOOOO IPODOOOOOOO0OOOOOOOOOOOOOO
OU00OO0OUOOO0OOOOOGBLINTERFACEQD D ODOODOOO 1000000000000 0DO00OGBLIP
OUOOOOO0OOOOOOINTERFACELOOO0OUOOOOOO0OO0oooouoooooooo
0000000000000 000O00O000O0INTERFACED GBLINTERFACED DO OOO OO ADD
FIREWALL POLICY INTERFACEO OO0 OO0OO0DOO0O0OO0OODOO0OOOOOOOOOO

goooog
POLICY OOOUOOQUOOOOOOOO

NAT NATOOOOSTANDARDO IPOOO0OOOOOOOOOOOOOOOOOODO10000OO
10000000 NATUOOOOOOOOOO0000o0O0000000000000 NATODOO
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ADD FIREWALL POLICY NAT

OUOOOOOOENHANCED O IPOOO0OO0OOO0OOOOOODOOODOOODOOOENATOOO
oooodd

INTERFACE 0000000 IPOOOOOODOOOOOOODOOOOOOOODOOOIPOOOOOO
GBLINTERFACELO O OO UOOOOOOOOOOODOODOOOOODOODOOO0OOOOOOOooOo

GBLINTERFACE OOO0OOO0OOIPOOOOOOOO0OOOOOODOOOOOOOOOOIPODOODOOO
INTERFACEO O OOOOOOOO0O0OO0OODOO0OOooooooooooooon

IP 000000010 1ONATOOOOOOODOOIPOODOODOOOOOONAT=STANDARD OO
O0O0OOOONAT=STANDARDOOOGBLIPOOOO IPOOODOOOOOOOOOOOODOOO
NATOOOOOOOoOO

GBLIP OO0O0OUOO0OO NATOOOOOOOO IPOOOOONAT=STANDARDO IPOOOOOO
0100000000000000000D0D0D00NATOOOODOOD IPODOOOOODO
ONAT=STANDARDID O OO OOOO00OOO ENATOOOUOOOO IPOOOOOOOOOO

g

meth0D 000000000000 ppp00 0 0000000000000 O0OO0DOOOODOODOOOO
ENATOOODOOO

ADD FI REWALL POLI CY=net NAT=ENHANCED | NT=et hO GBLI NT=ppp0

mPPPOO0O00O0OOOOO UnnumberedDOOOOGBLIPOOODOOOODOOOOISPOOOOOODO
oooooooooIPoOOOOOD 10000000

ADD FI REWALL POLI CY=net NAT=ENHANCED | NT=et hO GBLI NT=ppp0
GBLI P=200. 100. 10. 1

s 000000 ENATOOOOOOO ENATOOOOOOOOOpppOO0OO0O0OOOOOOOO TCP
ooos8ooUoOooUo0ooUOo0oOoUOoOoOOD 1921681050000 800000000

ADD FI REWALL POLI CY=net NAT=ENHANCED | NT=et hO GBLI NT=ppp0
ADD FI RE PCLI =net RU=1 AC=ALLOW I NT=ppp0 PROT=TCP GBLI P=0.0.0.0
GBLPORT=80 | P=192. 168.10.5 PORT=80

m 192.168.10.50 200.100.10.50 000000000000 NATOOOOppp0 D OO OOODOOOO
OooO0ooo0o PUBLICOOOOOOOOODOOOOOOOOOOOOOODOODOODOODOOODOOOOO
oooooooobooooooooooog

ADD FI REWALL POLI CY=net NAT=STANDARD | NT=et hO | P=192. 168. 10. 5 GBLI NT=ppp0
GBLI P=200. 100. 10. 5

ADD FI REWALL PCLI Cy=net RULE=1 ACTI ON=ALLOW | NT=ppp0 PROT=ALL
| P=192. 168. 10. 5 GBLI P=200. 100. 10. 5
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ADD FIREWALL POLICY NAT

goooogn

000000 ENATOOOOOO0O0OOO0OO0O0000O00OADD FIREWALL POLICY RULEOOOOO
ooooooooooomm

goooog

CREATE FIREWALL POLICYO 3900 00O
DELETE FIREWALL POLICY NATO 420000
SHOW FIREWALL POLICYO 580000
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ADD FIREWALL POLICY RULE

ADD FIREWALL POLICY RULE

000o00o0oooooooo /00000000
00 000AR1300 AR160

ADD FI REWALL POLI CY=policy RULE=rul e-id ACTI ON={ALLOWDENY}
| NTERFACE=i nt er f ace PROTOCOL={pr ot ocol |ALL|GRE|OSPF|SA|TCP|UDP}
[ GBLI P=i padd] [ GBLPORT={ALL|port[-port]}] [|P=ipadd[-ipadd]] [PORT={ALL|
port[-port]|service-nane] [ REMOTEl P=i padd|-ipadd]] [ SOURCEPORT={ALL|
port[-port]}]

policy: 00000000000 OOO1015000000000000000_ 0000000
rule-id: D0 0000102990

interface: IPO 00000000 OethOOppp0 0 00O

protocol: IPO 0000 OO D00 2550

ipadd: IPO OO0

port: TCP/UDP O 00O OO 000 655350

service-name: 00000

g0

coooooooooooboooooboobooooogo
OooUooIPOOOOOOO0OOOODOOO0OOOOO0OOCOPRIVATEDPUBLICOOOODOOOOOO
cooooooobooooooooooooooboooooooooboooobooboooooooboooon
oooo

00000000000 NATO ADD FIREWALL POLICY NATOOOOOOODOOOOO ENATOOO
000000000000000000000 ENATOOOO/000000000000000DO000O0
O00000000000000NATOODODOOOO NATOOOO NATOOOOODOOOOODOOOO
O000ooO0oodoo NATOOOOOOOOOOOOODOOODODOOOO0O0DOOOO0O0oOoO0OO

goooog

POLICY OOOUOOQUOOOOOOOO

RULE 0OO0OOOO

ACTION OO0OOO0OOOALLOWOOOMMDENYOOOOOOOOOOO

INTERFACE OOO0OO0OOOOOIPOOOOOOOOO

PROTOCOL IPOOCOO0OOO0OOOOO0OOOODOODOOOOOOOOODOOTCPOUDPOOOOO
OooOoPORTOOOOOOOOO

GBLIP NATOOOOOOOOOOIPOOOODOOODOOOOOOOOIPODOOOOIPOOOOOO
oooodd

GBLPORT ENATOOOOOOOOOOOOODOOOOOOOOOOOOOOOOOOOOOOOOO
O0oOoooooooooooooo PORTOOUOOOOOOOOOO

IP POOOO0OOOO0OOOO0O0OO0O0O0OO0OONATOODOOOIPOOODOOOODODOOOODOO
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ADD FIREWALL POLICY RULE

iPOOOOOOOOOGBLIPODOOOOOOOOOOOOOOOIPODOOOODOODOO

PORT 0OO0O0OO0OO0O0OOOOOOOOOODOOOOOOOOOOOOOOOOALLOOOOOOOOO
O0O0D0OO0OO0OO0OOOENATOOOOOOO0DOOOO0DOOOO0DOOOO00OOO0O0O0OO0O0DO0O0O0O0O
000000 GBLPORTOOOOOOOOOODODO

REMOTEIP OOUOOOIPOOOOOPUBLICOO PRIVATEOOOODOODOOOOODOOPRIVATE
OO0 PUBLICOOOOOOOOOOOOOOOOOoOLO0OODODOODOOO

SOURCEPORT 0OO0OU0OO0OO0OO00O0O0OOO0OOOOOOOOOOOOOOOOOOOO

ooooo ooooo
ECHO 7
DISCARD 9
FTP 21
TELNET 23
SMTP 25
TIME 37
DNS 53
BOOTPS 67
BOOTPC 68
TFTP 69
GOPHER 70
FINGER 79
WWW 80
HTTP 80
KERBEROS 88
RTELNET 107
POP2 109
POP3 110
SNMPTRAP 162
SNMP 161
BGP 179
RIP 520
L2TP 1701
VDOLIVE 7000
REALAUDIO 7070
REALVIDEO 7070

0l10:00000000ooooD TCP/UDPOODOO

g

m LANOethOOOOOO MS-Networks D OO OOOODO0OD0 13701390000000
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ADD FIREWALL POLICY RULE

ADD FI REWALL POLI CY=nynet RULE=1 AC=DENY | NT=et h0 PROT=UDP PORT=137-139
ADD FI REWALL POLI CY=nynet RULE=2 AC=DENY | NT=et h0O PROT=TCP PORT=137-139

m 0000000 20010010100 000000ppp0 00 0000000000000

ADD FI REWALL PCLI CY=nynet RULE=1 AC=ALLOW | NT=pppO PROT=ALL
| P=200. 100. 10. 10

m 0000000 200.100.1050000000 TCP8OOOOOOOOOpppO 00 OOOOODOOO
ooo

ADD FI REWALL PCLI CY=nynet RULE=1 AC=ALLOW | NT=ppp0O PROT=TCP
| P=200. 100. 10. 5 PORT=80

goooog

CREATE FIREWALL POLICYO 3900 00O
DELETE FIREWALL POLICY RULEO 430000
SET FIREWALL POLICY RULEO 540000
SHOW FIREWALL POLICYO 580000
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CREATE FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
00 000AR1300 AR160

CREATE FI REMALL PCLI CY=policy

CREATE FIREWALL POLICY

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

pobooooooooooboooooboooobooboboooooobooon
000 O0ADD FIREWALL POLICY INTERFACEO OO OO PUBLICO PRIVATEOOOODOOODOO

coooooooobooobooooooooobooooogg

goooog

POLICY OOOUOOQUOOOOOOOO

g
s 000000000000mynetd00ooOon

CREATE FI REWALL POLI CY=nynet

goooog

ADD FIREWALL POLICY INTERFACECD 310000
ADD FIREWALL POLICY NATO 330000

ADD FIREWALL POLICY RULEO 360000
DESTROY FIREWALL POLICYO 450000
DISABLE FIREWALL POLICYO 470000
ENABLE FIREWALL POLICYO51 0000

SHOW FIREWALL POLICYO 580000

googooooo CentreCOM AR100 00 O0 ODODOO0OOOOOO 2.3
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DELETE FIREWALL POLICY APPRULE

DELETE FIREWALL POLICY APPRULE

000o00o0oooooooo /00000000
00 000AR1300 AR160

DELETE FI REWALL POLI CY=policy APPRULE=app-rul e-id

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO
app-rule-id: 00000000000 O0O0O102990

00

coooooooobooobooooobooooboooboooooon
goooog

POLICY OOOUOOQUOOOOOOOO
APPRULE 0O0O00O0O0O0O0OO0OOOO

goooog

ADD FIREWALL POLICY APPRULED 290000
SHOW FIREWALL POLICYO 580000
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DELETE FIREWALL POLICY INTERFACE

DELETE FIREWALL POLICY INTERFACE

0000o0o0o0o0oooooO0ooO /000000000000
00 000AR1300 AR160

DELETE FI REWALL POLI CY=policy | NTERFACE=i nterface

policy: 00000000000 OOO1015000000000000000_ 0000000
interface: IPO 00000000 OethOOppp0 O OO

00

cooooooooboooboooooboooobooooogog
goooog

POLICY OOOUOOQUOOOOOOOO
INTERFACE IPOOOOOOOOO

goooog

ADD FIREWALL POLICY INTERFACECD 310000
SHOW FIREWALL POLICYO 580000
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DELETE FIREWALL POLICY NAT

DELETE FIREWALL POLICY NAT

00000000000000 /00000000 NAT
00000 AR1300 AR160

DELETE FI REWALL POLI CY=policy NAT={ENHANCED|STANDARD}
| NTERFACE=i nt er face GBLI NTERFACE=/ nterface [| P=i padd]

policy: 00000000000 OOO1015000000000000000_ 0000000
interface: IPO 00000000 OethOOppp0 O 00O
ipadd: IPO OO0

g0

O000oo0o00ooo0o0Uoo000ooONATOODOODODOOO
goooog

POLICY OOOUOOQUOOOOOOOO

NAT NAT OO OOSTANDARD O 00O ENHANCED

INTERFACE OOO0OOOOOIPOOOOOOOO

IP 000000010 1ONATOODOOOOOOOIPOODOODOOOOODONAT=STANDARD OO
ooooo

GBLINTERFACE OOOOOOIPOOOOOOOO

goooog

ADD FIREWALL POLICY NATO 330000
SHOW FIREWALL POLICYO 580000
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DELETE FIREWALL POLICY RULE

DELETE FIREWALL POLICY RULE

000o00o0oooooooo /00000000
00 000AR1300 AR160

DELETE FI REWALL PCLI CY=policy RULE=rule-id

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO
rule-id: 000000102990

00

cooooooooooooooooocooooboooo
goooog

POLICY OOOUOOQUOOOOOOOO
RULE 0OO0OOOO

goooog

ADD FIREWALL POLICY RULEO 360000
SET FIREWALL POLICY RULEO 540000
SHOW FIREWALL POLICYO 580000
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DELETE FIREWALL SESSION

DELETE FIREWALL SESSION

00o000o00o0ooO0oo0oo0 /0000000000000
00 000AR1300 AR160

DELETE FI REWALL SESSI ON={sessi on- nunber |ALL}

session-number: 0000000000000 ID

00

pobooooooooooooooboobooooooobooooooooo
goooog

SESSION 00000 IDOSHOW FIREWALL SESSIONOD OO0 OO0OO0O0OO0OO0OOALLOOOOOOO
oobobooooobooobooooobood

goooog

SHOW FIREWALL SESSIONO 630 00O
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DESTROY FIREWALL POLICY

DESTROY FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
00 000AR1300 AR160

DESTROY FI REMALL PCLI CY=policy

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

pooooooooooboooooon
goooog

POLICY OOOUOOQUOOOOOOOO

goooog

CREATE FIREWALL POLICYO 3900 00O
DISABLE FIREWALL POLICYO 470000
ENABLE FIREWALL POLICYO51 0000
SHOW FIREWALL POLICYO 580000
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DISABLE FIREWALL

DISABLE FIREWALL

000000o0oO0oooooooD /000000
00 000AR1300 AR160

Dl SABLE FI REWALL

g0

cooooooboobooboooooobooooobooon

goooog

DISABLE FIREWALL POLICYO 470000
ENABLE FIREWALLO 500000
ENABLE FIREWALL POLICYO51 0000
SHOW FIREWALLO56 0000
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DISABLE FIREWALL POLICY

DISABLE FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
00 000AR1300 AR160

DI SABLE FI REWALL POLI CY=policy [ DEBUG={ALL|PACKET|PKT|PROCESS}]
[ | OMP_FORWARDI NG={AL L |PARANETER|PI NG| SOURCEQUENCH| TI MEEXCEEDED|TI MESTAVP|
UNREACHABLE}] [ LOG={ALLONDENY|DENYDUVP|I NAI CVP|I NALLOWI NAGTHER|I NATCP|
| NAUDP|I NDDI C\VP|I NDDOTHER) | NDDTCP|I NDDUDP|I NDDUNP|I NDENY|I NDI CVP|
| NDOTHER|I NDTCP|I NDUDP| OUTAI CMP|QUTAL L ONOUTACTHER| OUTATCP| OUTAUDP|
QUTDDI CMP|QUTDDOTHER| OUT DDTCP| OUTDDUDP| OUT DDUNMP| OUTDENY|QUTDI CVP|
OUTDOTHER|QUTDTCP|OUTDUDP}] [ PI NG

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

g0

pooooooooboooooooooooooboooooogon
ooooooooicMPOOOOOOOOOOOOOOOOODOOOOODOOOOOOOOOOOOO

goooog

POLICY ODOOUOOUOOOOOOOO

DEBUG 000000 OU0OO0OOOUOOOPKTOPACKETUOOOOOOSSUOOOOOOOOM
PROCESSOOUOOOOOOOOOOMMALLOODODOOOOODODOOO

ICMP_.FORWARDING OOO0OOO0OICMPOOOOODOOOOODOODOOOOOOOOOOOOOOOO
ALLOOOOOOOOOooOoOooICMPOOOOOODOODOOOOODOOOOOOMO

LOG O00O00OoO0UooO0oOoooU0oooo0oOoooU0oooo0oooooooooOoooO

PING OO00DOODOOOOPINGODOOOOICMPECHO/ECHOREPLYD DOOOOODOODODOOOO
00000 oo0oooooooooO PINGODOOOOO

g
s PINGOOOOOODOOOOOOO

DI SABLE FI REMALL PCLI CY=nypol icy | CMP_FOMNRDI NG=PI NG

goooogn

ENATOOOOPINGOOOOOOOOOOOOICMP.FORWARDINGOOOOOOODOOOOOOO
PINGOOOOOOOOO
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googod

DISABLE FIREWALLO 460000
ENABLE FIREWALLO 500000
ENABLE FIREWALL POLICYO51 0000
SHOW FIREWALLO56 0000
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DISABLE FIREWALL POLICY IDENTPROXY

DISABLE FIREWALL POLICY IDENTPROXY

0000000000 0000 ZidentoO0ooO
00 000AR1300 AR160

DI SABLE FI REWALL PCLI CY=policy | DENTPROXY

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ident00000D00O0O0O0OOOOO
identD00000000000O00ONATOOOOO0OODOOOOOD ident(RFC1413)0000000
0000000000000 ident0 0000000 RSTOOODOTCPOODODOODOOOODOODOOOO
ooooooooood

goooog

POLICY OOOUOOQUOOOOOOOO

goooog

ENABLE FIREWALL POLICY IDENTPROXYO 530000
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ENABLE FIREWALL

ENABLE FIREWALL

000000o0oO0oooooooD /000000
00 000AR1300 AR160

ENABLE FI REWALL

g0

cooooooboobooboooooobooooobooon

goooog

DISABLE FIREWALLO 46 0000
DISABLE FIREWALL POLICYO 470000
ENABLE FIREWALL POLICYO51 0000
SHOW FIREWALLO 560000

50 | CentreCOMAR100 0000 O00DDOOO0O0OOO 2.3 gooooooo
J613-M2973-02 Rev.D



ENABLE FIREWALL POLICY

ENABLE FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
00 000AR1300 AR160

ENABLE FI REWALL POLI CY=pol i cy [ DEBUG={ALL|PACKET|PKT|PROCESS}]
[ | OMP_FORWARDI NG={AL L |PARANETER|PI NG|SOURCEQUENCH| TI MEEXCEEDED|TI MESTAVP|
UNREACHABLE}] [ LOG={ALLONDENY|DENYDUVP|I NAI CVP|I NALLOWI NAGTHER|I NATCP|
| NAUDP|I NDDI C\VP|I NDDOTHER) | NDDTCP|I NDDUDP|I NDDUNP|I NDENY|I NDI CVP|
| NDOTHER|I NDTCP|I NDUDP|OUTAI CMP|QUTAL L ONOUTACTHER| OUTATCP| OUTAUDP|
QUTDDI CMP|QUTDDOTHER| OUT DDTCP| OUTDDUDP| OUT DDUNMP| OUTDENY|QUTDI CVP)|
QUTDOTHER|QUTDTCP|OUTDUDP}] [ PI NG

policy: 00000000 DOOOOOO101500000000000DO00000DDOOOO

g0

pooooooooboooooooooooooboooooogon
ICMPOOOOUOOOOOUOOOOOOOOOOUOOUOOUOOOOOOOUOOOOOOO

goooog

POLICY OOOUOOUOOOOOOOO

DEBUG 000000 OU0OO0OOOUOOOPKTOPACKETUOOOOOOSUOOOOOOOOM
PROCESSOOUOOOOOOOOOOMMALLOODODOOOOODODOOO

ICMP_.FORWARDING 0OO0OOICMPOOOOOOOODOOOOOODOOOOOOOOOOOOOO
ALLOOOOOOOOOoOUOoOo ICcMPOOOOOOOOOOOOOOODOOODOOODOOODOO
oomooooooooicMPOOOUOOOOUOOOOOOO

LOG 0O00O00OoOoUooUoOoooUoOoooUoooooooooUooooUoOoo

PING 000DO0ODOOOOPINGODOOOOICMPECHO/ECHOREPLYD DOOOOODOODODODOOO
oooooogo

o
m ICMP O PingO Echo/EchoReplyd O Unreachable D OO OO0 00O

ENABLE FI REWALL PCLI CY=nypolicy | CMP_FOMRDI NG=PI NG UNREACH

s(0000000oooooooooooboooooooooooobooon

ENABLE FI REWALL POLI CY=nypol | i cy LOG=DENY
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googod

DISABLE FIREWALLO 460000
DISABLE FIREWALL POLICYO 470000
ENABLE FIREWALLO 500000

SHOW FIREWALLO56 0000
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ENABLE FIREWALL POLICY IDENTPROXY

ENABLE FIREWALL POLICY IDENTPROXY

0000000000 0000 ZidentoO0ooO
00 000AR1300 AR160

ENABLE FI REWALL PCLI CY=policy | DENTPROXY

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ident00000D00O0O0O0OOOOO
identD00000000000O00ONATOOOOO0OODOOOOOD ident(RFC1413)0000000
ooooooooooobob proxyuserddooooooooooood

goooog

POLICY OOOUOOQUOOOOOOOO

goooogn

00000 ident0000D00DOODISABLE FIREWALL POLICY IDENTPROXY OO OO OODODOO
O0000D0identD 00000000 RSTOOOOOOODOOOOOOOOOO

goooog

DISABLE FIREWALL POLICY IDENTPROXYD 490 00O
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SET FIREWALL POLICY RULE

SET FIREWALL POLICY RULE

000o00o0oooooooo /00000000
00 000AR1300 AR160

SET FI REMALL PCLI CY=policy RULE=rul e-id [ PROTOCOL={pr ot ocol |ALL|GRE|OSPF]
SA|TCP|UDP}] [ GBLI P=i padd] [ GBLPORT={ALL|port[- port]}]
[ 1 P=i padd[ - i padd]] [PORT={ALL|port][- port]|service-nane}]
[ REMOTEI P=i padd] - i padd]] [ SOURCEPORT={ALL|port[- port] }]

policy: 00000000000 OOO1015000000000000000_ 0000000
rule-id: D0 0000102990

protocol: IPO 0000 OO D00 2550

ipadd: IPO OO0

port: TCP/UDP O 00O OO 000 655350

service-name: 00000

g0

oooooooooboooobooooood
goooog

POLICY OOOUOOQUOOOOOOOO

RULE 0OO0OOOO

PROTOCOL IPOOOO0O0OO0OOOOO0OOOODOODOOOOOOOOOOOTCPOUDPOOOOO
OooOoPORTOOOOOOOOO

GBLIP NATOOOOOOOOOOIPOOOODOOODOOOOOOODOIPOOOOOIPOOOOOO
oooodd

GBLPORT ENATOOOOOOOOOOOOODOOOOOOOOOOOOOOOOOOOOOOOOO
O0oOoooooooooooooo PORTOOUOOOOOOOOOO

IP POOOOOOOO0OOOO0OOO0O0O0O0O0OONATOODOOOIPOOODOOOODDOOOODOO
iPOOOO0OOOOOGBLIPOOOOOOOOOOOODOOOOIPOOOOODOOOOO

PORT 0OO0O0OO0OO0O0OOOOOOOOOODOOOOOOOOOOOOOOOOALLOOOOOOOOO
O0O0D0OO0OO0OO0OOOENATOOOOOOO0DOOOO0DOOOO0DOOOO00OOO0O0O0OO0O0DO0O0O0O0O
000000 GBLPORTOOOOOOOOOODODO

REMOTEIP OOUOOOIPOOOOOPUBLICOO PRIVATEOOOODOODOOOOODOOPRIVATE
OO0 PUBLICOOOOOOOOOOOOOOOOOoOLOOODOOODOOO

SOURCEPORT OO0OU0OO0OO0OO00O0O0OOO0OOOOOOOOOOOOOOOOOOOO

goooog

ADD FIREWALL POLICY RULEO 360000
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DELETE FIREWALL POLICY RULEO 430000
SHOW FIREWALL POLICYO 580000
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SHOW FIREWALL

SHOW FIREWALL

000000o0oO0oooooooD /000000
00 000AR1300 AR160

SHOW FI REWALL

g0

goboooooobooobooooooboooooooobooooon

gooooggoo

Manager > show firewal |

Firewal | Configuration
Status ... enabl ed

Policy : net

TCP Timeout (S) ..........viiin.. 3600
UDP Timeout (S) .........oviuvun... 1200
O her Timeout (S) ................. 1200

Private Interface : ethO-1
Private Interface : eth0-0
Public Interface : ppp0-0

Method .......... ... ... .. ... ..... dynam ¢
NAT e enhanced
Method ............ ... ... ....... enhanced dynami c
Private Interface ............. et ho-1
Qobal IP ........ ... ... . ... .. 4.4.4.1
Status 0000000000000 OenabledD OO O disabledd
Policy oooDOoooooooooo
TCP Timeout TCPOOOOOOOOOOOOOOO
UDP Timeout ubDPODOOODODOOODOOOOO
Other Timeout TCPOUDPOOOOOOOOOOOOOOOO
Private Interface PRIVATECO O OO IPOOOOOOOOO
Public Interface PUBLICOOOOIPODOOOOOOOO
Method PUBLIC-PRIVATEO O DO OOOODOOOdynamicOOOOOO0OO0OO0OO

0000000000 passallD0D00OOO0OOOOOm
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SHOW FIREWALL

NAT NATOOOOstandard0 00000000 enhanced0 000000000
ODMOODONATOODOOOOO
NAT/Method NAT 0O O O O staticldynamicOenhanced staticCenhanced dynamiclen-

hanced interface 0 00O O
NAT/Private Interface NATOOOOOOOOOOOOOOOO

NAT/IP NATOOOOOOODO IPODOOO
NAT Global IP NATOOOOOOO IPODOOO

0 11:
ooooon

ADD FIREWALL POLICY INTERFACECD 310000
CREATE FIREWALL POLICYO 3900 00O

DELETE FIREWALL POLICY INTERFACED 410000
DESTROY FIREWALL POLICYO 450000

DISABLE FIREWALLO 46 0000

ENABLE FIREWALLO 500000
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SHOW FIREWALL POLICY

SHOW FIREWALL POLICY

0000o0o0o0o0oooooO0ooO /000000000000
00 000AR1300 AR160

SHOW FI REWALL POLI CY=pol i cy [ COUNTER] [ SUMVARY]

policy: 00000000 DOO0OOOO101500000000000D000000DDOOOO

00

ooooooobooooooooooooooooboooooooog
goooog
POLICY OOOUOOQUOOOOOOOO

COUNTER OOO0OO0O0OOOOOOOOOO
SUMMARY 000000000000

gooooggoo

Manager > show firewall policy

Policy : net

TCP Timeout (S) ..........viiin.. 3600
UDP Timeout (S) .........ovuuvun... 1200
Oher Timeout (S) ................. 1200
Enabl ed Logging Options ........... deny
Enabl ed Debug Options ............. none
Identification Protocol Proxy ..... di sabl ed
Enabled 1CWP forwarding ........... unr eachabl e ping
Receive of ICMP PINGS ............. enabl ed
Nurmber of Active TCP Qpens ........ 0

Nunmber of Active Sessions ......... 0

Cache Hits ........ ... ... .. 0

Di scarded | CWP Packets ............ 0

Private Interface : ethO-1
Private Interface : eth0-0
Public Interface : ppp0-0

Method .......... ... ... .. ... ..... dynam ¢

NAT . enhanced
Method ............ ... ... ....... enhanced dynami c
Private Interface ............. et hO-1
Gobal IP....... .. ... .. ... ... 4.4.4.1

Rule ... ... ... . . . 1
Action ......... ... .. .. ... . ..... al | ow
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SHOW FIREWALL POLICY

I 4.4.4.2
Protocol ...................... TCP
Port ... ... .. .. 80
Aobal IP ... ... . 0.0.0.0
Aobal Port ................... al |
Rule ... ... . 2
Action ... al | ow
P 4.4.4.3
Protocol ...................... TCP
Port . ... ... . 25
Aobal IP ... ... 0.0.0.0
Aobal Port ................... al |
Rule ... ... . 3
ACtion ... al | ow
I 4.4.4. 4
Protocol ...................... TCP
Port ... ... .. .. 53
Aobal IP ... ... . 0.0.0.0
Aobal Port ................... al |
Rule ... ... . 4
ACtion ... al | ow
I 4.4.4. 4
Protocol ...................... ubDP
Port ... ... .. .. 53
Aobal IP ... ... 0.0.0.0
Aobal Port ................... al |
Policy goooooooooooo
TCP Timeout TCPOUOOUOODUOOOOOOO
UDP Timeout ubPOOOOOOODOOODOOD
Other Timeout TCPOUDPOUOOOOOOOODOOOOOOO
Enabled Logging Options O0000O00O00000000dallowddenyd denydump in-
aicmpUinallowinaotherCinatcpUinaudplinddicmpinddother
inddtcpd inddudpO inddumpOindenyd indicmpOindotherdin-
dtcplindudpCbutaicmpCoutallowCbutaotherbutatcpoutaudp
outddicmpUoutddotherCoutddtcpOoutddudpOoutddumpCout-
denyO outdicmpO outdother outdtcp outdudpO none 0 0O 0O O
Enabled Debug Options O0000000000000000alld packetD processtl noneld
Identification Protocol Proxy ident00oOO0OO0OoooOOO
Enabled ICMP forwarding O0O00 ICMPOOOOOOOOOalldparameterd pingl source-
guench timeexceededO timestamp O unreachablel] nonel
Receive of ICMP PINGS O00O0OO0PINGOOOOOOOOOOOOOO

Number of Active TCP Opens OO OO0OO0O0O0 TCPOOOODODO

oooooogo
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SHOW FIREWALL POLICY

Number of Active Sessions

pooooooooooooon

Cache Hits

ooooobooooooooogoo

Discarded ICMP Packets

ooooiIicMPOOOOO

Private Interface

PRIVATED O OOODDOOOODOOOO

Public Interface

PUBLICOOOOOOOOOOOOO

Method PUBLIC-PRIVATEO O O OO OO DO OO Odynamic O passalld

NAT NATOOOOstandard0 00000000 enhanced0 00000
ODOO0OD0OMONATODODOODOOO

NAT/Method NAT O O 0O O noneOstaticldynamicOenhanced staticCenhanced

dynamic enhanced interface 0O O O OONATOOOOOOO

NAT/Private Interface

NATOOOOOOOOOoooooooo

NAT Global IP NATOOODOOO IPOOOOO

Rule googn

Action O00O0o0O00000allowOd denyd

Protocol IPOOOODOOOO

Port gooooooooooooo

Global IP NATOOODODOODOoOOO IPOOOO

Global Port NATOODODODOOODODOOOoOoDooooooooooo
Remote IP ooooooooIiPOOOD

Source Port

ooooood

Apprule godoooooooooo
Application Ooooooooooooo
Action O000000O0O00allowO deny
Command 000000000000

0 12:
Policy goodoooooooooa
TCP Timeout TCPOODODODODODODOOOOOOO
UDP Timeout ubDPOOOODOOODOOOODOODOO

Other Timeout

TCPOUDPOOOOOODOOOOODOOOOO

Enabled Logging Options

60 | CentreCOMAR1I00 000D O00DDOOOOOOO 2.3

J613-M2973-02 Rev.D

0000000000000 00alowddenyd denydumpl
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SHOW FIREWALL POLICY

Enabled Debug Options

O0000000000000000allOpacketOprocessCinoneld

Identification Protocol Proxy

ident00C00000O0OOO

Enabled ICMP forwarding

O00O0OICMPOOOOOOOOOallD parameterd pingd
redirectCsourcequenchCtimeexceededtimestampunreach-
able] noned

Receive of ICMP PINGS

00000 PINGOOOOOOOOOOOODOO

Number of Active TCP Opens

oooooooo TCPOODOOOO

Number of Active Sessions

oooooooooooooon

Cache Hits

oooooooooooooooo

Discarded ICMP Packets

ooooiIicMPOOOOO

Private Interface

PRIVATED D OOODODOOOODODOO

Public Interface

PUBLICOOOOODOOOOODOOO

Total Packets Received

oooooooo

Number Flows Started

oooodd

Number Cache Hits

oooooooooooooon

Number Dropped Packets

ooooogoood

Number Unknown IP Protocols

iPOOOODOOOOODODOOOOO

Number Bad ICMP Packets

ICMPOOOOODOOOOO

Number Dumped ICMP Packets

oooooooiIicMPOOOOO

Number Spoofing Packets

Smurf0O0OO0OO0O0O0O0D0OO0O0O0O0OO0O00O0

Number Dropped GBLIP Zero

oooooIpPOOOOO0OOO0DOOOOOOOODOOOOOO

Number No Spare Entries

oooooooobooooboooobooooon

Number FTP Port Commands

OO0 FTPPORT ODOOOOOO

Number Bad FTP Port Commands

OO0 FTPPORT ODOOOOOO

Method

PUBLIC-PRIVATE 0 0 0O 00O 0O O OO Odynamic O pas-
salll]

NAT NATO OO Ostandard0 00000000 enhancedd O 0O O
OD00D0D0DOO0OMmMNATOODODOOOO
NAT/Method NAT O 0O O O nonel staticC) dynamicl enhanced staticO en-

hanced dynamicO enhanced interface 0 0 00 O O NAT O
gooooo

NAT/Private Interface

NATOOOOOOOOOoooooooo

NAT Global IP NATOOOODOOO IPOOOOO

Rule googod

Action O000O00O000OallowOd denyd

IP List O0o0oooooo IiPO0ODOOOOOOOOOOOOOOO

Hardware List

oooooogo

ooooooooo MACOOUOOOODOOOoOoOooooo
od
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SHOW FIREWALL POLICY

Protocol IPOODOODOOOO

Port gooogbobobobooooo

Global IP NATOOODODOOODOoOOOo IPOOOO

Global Port NATOODODOOOODOOOoooooooooooooo
Remote IP ooooooooiPoODOO

Source Port ooooooo

0 13: COUTEROIOOODO

goooog

ADD FIREWALL POLICY INTERFACECD 310000
ADD FIREWALL POLICY NATO 330000

ADD FIREWALL POLICY RULEO 360000
CREATE FIREWALL POLICYO 3900 00O

DELETE FIREWALL POLICY INTERFACED 410000
DELETE FIREWALL POLICY NATO 420000
DELETE FIREWALL POLICY RULEO 430000
DESTROY FIREWALL POLICYO 450000
DISABLE FIREWALL POLICYO 470000
ENABLE FIREWALL POLICYO51 0000

SET FIREWALL POLICY RULEO 540000

SHOW FIREWALLO56 0000
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SHOW FIREWALL SESSION

SHOW FIREWALL SESSION

00o000o00o0ooO0oo0oo0 /0000000000000
00 000AR1300 AR160

SHOW FI REWALL SESSI ON[ =sessi on- nunber] [ POLI CY=policy] [ COUNTER]
[ PORT={port - port|servi ce-nane}] [ PROTOCOL={protocol |ALL|l CMP|CSPF|TCP|
UDP}] [ SUMVARY]

session-number: 0000000000000 ID

policy: 00000000000 OOO1015000000000000000_ 0000000
port: TCP/UDP O 00O 00O 000 655350

service-name: 00000

protocol: IPO OO 0O OO O0O2550

g0

pobooooooooooboooooboooobooboboooooobooon
goooog

SESSION 00000 IDO0O0000O0O0DOoO0ooooooooon

POLICY OOOUOOUOOOOOOOO

COUNTER 0OO0OO0O0O0O0OOOOOOOOOOOO

PORT TCP/UDPOOODOOODOODOODOOOOOODOODOOOOOODOODOODOODOOOOOO
0/000000000000000000O000O0DO

PROTOCOL IPOOO0OO0OOOOOOOOOOOOODOOOOOOOOOODOOOO

SUMMARY 000000000000

gooooggoo

Manager > show firewall session
Policy : tuna
Current Sessions
e33a UDP I P. 192.168. 10. 100: 64521 Renote I P. 172.17.28.1:53
Gol 1P 172.17.28.185:58170 &bl Remote | P: 172.17.28.1:53
Start time ....... .. .. . 17:17:50 07- Mar-2002
Seconds to deletion .................. 300
7c81 UDP I P: 192.168. 10. 100: 64525 Renote I P:. 172.17.28.1:53
Gol 1P 172.17.28.185:31873 &bl Remote | P: 172.17.28.1:53
Start time ....... .. .. . 17:17:41 07- Mar-2002
Seconds to deletion .................. 288
60ed UDP I P. 192.168. 10. 100: 64526 Renote I P:. 172.17.28.1:53
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SHOW FIREWALL SESSION

Current Sessions
fb3b UDP I P: 192.168. 10. 100: 64505
Gol P 172.17.28.185: 64315
Packets fromprivate IP
Cctets fromprivate IP
Packets to private IP
Cctets to private IP
Start tinme
Seconds to deletion
TCP I P: 192.168.10. 100: 65484
Gol P 172.17.28.185: 24222
Packets fromprivate IP
Cctets fromprivate IP
Packets to private IP
Cctets to private IP
TCP state
Start tinme
Seconds to deletion
TCP I P: 192.168.10. 100: 65485
Gol P 172.17.28.185:10439
Packets fromprivate IP
Cctets fromprivate IP

Gol

5e9%e
€]

28c7
ol

Packets to private IP ................
Cctets to private 1P ... .............
TCP state ......... .
Start time ... ..

Seconds to del etion
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Gol P 172.17.28.185:24813 Gol
Start tinme ......... . . .
Seconds to deletion ..................
4272 TCP I P: 192.168. 10. 100: 65489
Gol P 172.17.28.185:17010 Gol
TCP state ... i
Start tinme ......... . . .
Seconds to deletion ..................
a9be TCP I P: 192.168. 10. 100: 65487
Gol P 172.17.28.185: 43454 Gol
TCP state ... i
Start tinme ...... ... . . .
Seconds to deletion ..................
e245 TCP I P: 192.168. 10. 100: 65486
Gol P 172.17.28.185:57925 Gol
TCP state ....... . i
Start tinme ...... ... . . .
Seconds to deletion ..................
Manager > show firewal |l session counter
Policy : net

Renote | P: 172.17.28.1:
17:17:41 07- Mar-2002
288

Renote | P: 172.17.17.31:3128
Renote | P: 172.17.17.31:3128
cl osed

17:17: 04 07- Mar-2002

252

Renmote | P: 172.29.188.31: 23
Renote | P: 172.29.188.31: 23
establ i shed

17:21: 33 07- Mar-2002

3600

Renote I P: 10.1.2.103:22
Renote I P: 10.1.2.103:22
establ i shed

17:22: 39 07- Mar-2002

3594

53

Renote I P 172.17.28.
Renote I P 172.17.28.
1

75

1

152

17:35: 09 07- Mar-2002
282

Rermote | P: 172.29.28.103: 22
Renmote | P: 172.29.28.103: 22
12

1176

establ i shed

17:35:17 07- Mar - 2002

3594

Renote | P: 172.29.28.103: 22
Renote | P: 172.29.28.103: 22

282

oooooooo




SHOW FIREWALL SESSION

Policy gobobooobooboooo

hex-num ooooo ID

TCP/UDP/number IPOO0OOOOTCPOUDPOIPOOOOOOOOOOODOO

IP O000oooooooIPoO0OO0O0:0D0000000O00O0OD0ODOO IPO
O00:00000000 PRIVATEODOOOODOODOOODODOOOODOOO

Remote IP O000ooooooo IPoO0OO00:0D0O000000O00O0ODO0ODOOIPO
O00:00000000 PRIVATEODOOOODOODOOODOOOODOOO

Gbl IP Ooo0oooooooo IPO0OO0:000OOOUOOOOOOOOOGglIP
Oo00O0:0oooooooPUBLICO0OOOOOOOOOOOOOOOO

Gbl Remote IP Ooo0oooooooo IPO0OO0D:0D00OOOOOOOOOOOOGglIP

000000000000 PUBLICOOOOOOOODOOOOOOOOO

Packets from private IP

OOOPRIVATED D OOOOPUBLICOOODOOOOODOOOOO

Octets from private IP

oobooooboooooooooood

Packets to private IP

oobooooboooooooooood

Octets to private IP

oobooooboooooooooood

TCP state

TCPOOOOOODOOD freed closed listend synSentO synReceived
establishedfinWaitlCfinWait2 OcloseWaitDlastAckOclosing CtimeWait O
deleteTCBO synSent synReceivedd RADIUS query OO0 QOO0

Start time

ooooogood

Seconds to deletion

cooooooobooooooooon

goooog

0 14:

DELETE FIREWALL SESSIONO 440000
SHOW FIREWALL POLICYO 580000

oooooogo

CentreCOM AR100 00 O0 ODODOO0OOOOOO 2.3
J613-M2973-02 Rev.D
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