AR Series Configuration Example

AV

Allied Telesis
CentreCOM AR450S AR260S
PPPoE 2 IPsec VPN
PPPoE 2 IPsec VPN 1
AR450S 1 AR260S
IPsec ESP
ISP
1 ISP
A AR450S B AR260S
PPP pppoel@ispA pppoe2@ispB
PPP pppoelAAA pppoe2BBB
PPPoE ispl
IP 10.10.10.10/32 1
1 1
A AR450S ENAT 1
B AR260S ISP 1
A B
2 A B
A AR450S B AR260S
WAN eth0 WAN
WAN IP 10.10.10.10/32 ppp0 pppoel
LAN IP 192.168.1.1/24 vlanl |192.168.2.1/24
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A AR450S
Note - AR450S F/W Ver.2.6.4 PLO F/W Ver.2.7.3-05 PPPoE
WAN eth0 PPP
1 Security Officer secoff
PasswordS

ADD USER=secoff PASSWORD=PasswordS PRIVILEGE=SECURITYOFFICER 1

Note - Security Officer

2. WAN Ethernet ethO PPP OVER=eth0-XXXX
XXXX ISP PPPoE ISP
any

CREATE PPP=0 OVER=ethO-any 1

3. ISP PPP LQR LCP Echo
PPP ISDN BAP

SET PPP=0 OVER=eth0-any BAP=OFF USER=pppoel@ispA PASSWORD=pppoelAAA LQR=0OFF

ECHO=ON 1
4. IP
ENABLE IP ¢
5. LAN vlanl IP

ADD IP INT=vlanl IP=192.168.1.1 MASK=255.255.255.0 1

6. WAN  pppo ISP P

ADD IP INT=ppp0 1P=10.10.10.10 MASK=255.255.255.255 1

ADD |IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0 ¢
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8. PPPoE
o ppp0 reset.scp
ADD SCRIPT=reset.scp TEXT="RESET PPP=0" 1
o 1 up.scp
ADD SCRIPT=up.scp TEXT="DISABLE TRIGGER=1" 1
0 1 down.scp

ADD SCRIPT=down.scp TEXT="ENABLE TRIGGER=1" L

Note - ADD SCRIPT
EDIT CFG

9.
ENABLE TRIGGER 1
10. PPPoE
o 3 reset.scp 1 ppp0
3 2
CREATE TRIGGER=1 PERIODIC=3 SCRIPT=reset.scp L
o ppp0 up.scp 2
CREATE TRIGGER=2 INTERFACE=ppp0 EVENT=UP CP=IPCP SCRIPT=up.scp {
o ppp0 down.scp 3
CREATE TRIGGER=3 INTERFACE=ppp0 EVENT=DOWN CP=IPCP SCRIPT=down.scp L
11.

ENABLE FIREWALL ¢
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12.

13. ICMP

Note -

14.

15.

16. LAN

17.

18.

net

CREATE FIREWALL POLICY=net L
Ping Echo/Echo Reply Unreachable
ENABLE FIREWALL POLICY=net ICMP_F=PING,UNREACH 1

ICMP

ident SMTP ident
TCP RST

DISABLE FIREWALL POLICY=net IDENTPROXY 1

LAN  vlanl PRIVATE

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE 1

o WAN ppp0  PUBLIC

ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC 1

ENAT
ppp0 IP

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlan1 GBLINT=ppp0 GBLIP=10.10.10.10 ¢
IKE UDP500

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=ppp0 PROT=UDP GBLPO=500
GBLIP=10.10.10.10 PO=500 1P=10.10.10.10 1

LAN LAN NAT

ADD FIREWALL POLICY=net RULE=2 AC=NONAT INT=vlan1 PROT=ALL IP=192.168.1.1-192.168.1.254
1

SET FIREWALL POLICY=net RULE=2 REMOTEIP=192.168.2.1-192.168.2.254 1
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19. IPsec
ENCAP=IPSEC IPsec
192.168.1.1

192.168.1.254 LAN NAT

ADD FIREWALL POLICY=net RULE=3 AC=NONAT INT=ppp0 PROT=ALL 1P=192.168.1.1-192.168.1.254
ENCAP=IPSEC 1

20. ISAKMP pre-shared key 1 test
B

CREATE ENCO KEY=1 TYPE=GENERAL VALUE="test" 1

Note - CREATE ENCO KEY EDIT
CFG
21. B IKE ISAKMP [ KEY
1 PEER
ANY REMOTEID ID MODE=AGGRESSIVE  Aggressive

CREATE ISAKMP POLICY="i" PEER=ANY KEY=1 SENDN=TRUE REMOTEID="vpn_sc"
MODE=AGGRESSIVE EXPIRYSECONDS=7200 1

22. IPsec SA 1
ISAKMP ESP DES SHA

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTOCOL=ESP ENCALG=DES HASHALG=SHA 1

23. SA 1 SA 1 ISAKMP

CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1" EXPIRYSECONDS=3600 1

24. ISAKMP IPsec isa 500
500 UDP ISAKMP

CREATE IPSEC POLICY="isa" INT=ppp0 ACTION=PERMIT LPORT=500 RPORT=500 TRANS=UDP 1

Note - ISAKMP IPsec ISAKMP

IPsec
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SHOW IPSEC POLICY SET IPSEC POLICY POSITION
25, IPsec IPsec vpn PPP 0
ISAKMP BUNDLE SA 1 IP
ISAKMP PEER DYNAMIC

CREATE IPSEC POLICY="vpn" INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC 1

26. IPsec vpn IPsec IP

SET IPSEC POLICY="vpn" LAD=192.168.1.0 LMA=255.255.255.0 RAD=192.168.2.0 RMA=255.255.2550 1

27. IPsec inet PPP 0

CREATE IPSEC POLICY="inet" INT=ppp0 ACTION=PERMIT 1

Note - IPsec

IPsec VPN

28. IPsec

ENABLE IPSEC 1

29. ISAKMP

ENABLE ISAKMP 1

30. Security Officer

LOGIN secoff 1

31.

ENABLE SYSTEM SECURITY_MODE 1
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Note - Security Officer Telnet

Security Officer Telnet RSO Remote Security Officer

32. SET CONFIG

CREATE CONFIG=router.cfg L1
SET CONFIG=router.cfg 1

Note - WAN
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3. - VPN VPN
VPN VPN

FrAT 2= cEE OB

VPN cH CER
DNSYL— | EE OB
DHCP EESh  CER
SHTP | CFY A8
Ez:wzfr wil | CLEITHAE ERH O EE
4. VPN - VPN VPN
VPN VPN
VPN
VPN IPsec SA
SA
PPPoE IPsec SA PPPoE
SA
IP
IP
VPN IP
ID
IKE Aggressive IP
IP ID ID
ID
IKE Aggressive IP
IKE
IP Aggressive Aggressive IP
IKE /
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AR450S

PPP
WAN

PPP

e WAN

e PC ZMODEM  TFTP

. EDIT

SHOW FILE SHOW SCRIPT

1 1

create trigger=1 periodic=3 script=reset.scp

state=disabled

create trigger=1 periodic=3 state=disabled script=reset.scp

EDIT state=disabled

Security Officer Telnet

Security Officer Telnet RSO Remote Security

Officer IP

192.168.10.0/24 192.168.20.0/24 Security Officer Telnet

ENABLE USER RSO 1
ADD USER RSO 1P=192.168.10.0 MASK=255.255.255.0 1

ADD USER RSO 1P=192.168.20.0 MASK=255.255.255.0 1

Security Officer

IPsec

SECUREDELAY 10 600
60

SET USER SECUREDELAY=300 1
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A AR450S

F/W Ver.2.7.3-05
F/W Ver.2.6.4 PLO

ADD USER=secoff PASSWORD=PasswordS PRIVILEGE=SECURITYOFFICER 1
CREATE PPP=0 OVER=eth0O-any L
SET PPP=0 OVER=eth0-any BAP=OFF USER=pppoel@ispA PASSWORD=pppoelAAA LQR=OFF ECHO=ON |
ENABLE IP 1
ADD IP INT=vlanl IP=192.168.1.1 MASK=255.255.255.0 1
ADD IP INT=ppp0 1P=10.10.10.10 MASK=255.255.255.255 1
ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXTHOP=0.0.0.0
ENABLE TRIGGER
CREATE TRIGGER=1 PERIODIC=3 SCRIPT=reset.scp 1
CREATE TRIGGER=2 INTERFACE=ppp0 EVENT=UP CP=IPCP SCRIPT=up.scp L
CREATE TRIGGER=3 INTERFACE=ppp0 EVENT=DOWN CP=IPCP SCRIPT=down.scp 1
ENABLE FIREWALL 1
CREATE FIREWALL POLICY=net L
ENABLE FIREWALL POLICY=net ICMP_F=PING,UNREACH {
DISABLE FIREWALL POLICY=net IDENTPROXY L
ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE L
ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC 1
ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlan1 GBLINT=ppp0 GBLIP=10.10.10.10 ¢
ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=ppp0 PROT=UDP GBLPO=500 GBLIP=10.10.10.10 PO=500
IP=10.10.10.10 ¢
ADD FIREWALL POLICY=net RULE=2 AC=NONAT INT=vlanl PROT=ALL 1P=192.168.1.1-192.168.1.254 |
SET FIREWALL POLICY=net RULE=2 REMOTEIP=192.168.2.1-192.168.2.254 |
ADD FIREWALL POLICY=net RULE=3 AC=NONAT INT=ppp0 PROT=ALL 1P=192.168.1.1-192.168.1.254
ENCAP=IPSEC 1
# CREATE ENCO KEY=1 TYPE=GENERAL VALUE="test" 1
CREATE ISAKMP POLICY="i"" PEER=ANY KEY=1 SENDN=TRUE REMOTEID="vpn_sc" MODE=AGGRESSIVE
EXPIRYSECONDS=7200 1
CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTOCOL=ESP ENCALG=DES HASHALG=SHA 1
CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STRING="1" EXPIRYSECONDS=3600 1
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CREATE IPSEC POLICY="isa" INT=ppp0 ACTION=PERMIT LPORT=500 RPORT=500 TRANSPORT=UDP |
CREATE IPSEC POLICY="vpn" INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1 PEER=DYNAMIC 1
SET IPSEC POLICY="vpn" LAD=192.168.1.0 LMA=255.255.255.0 RAD=192.168.2.0 RMA=255.255.255.0 1
CREATE IPSEC POLICY="inet" INT=ppp0 ACTION=PERMIT 1

ENABLE IPSEC 1

ENABLE ISAKMP 1

# LOGIN secoff L

# ENABLE SYSTEM SECURITY_MODE 1

reset.scp
RESET PPP=0 1

up.scp

DISABLE TRIGGER=1 {

down.scp

ENABLE TRIGGER=1 1

2005 10 26
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