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5.10.2 DoS1 R—T DR

MDoS) R—DITDNWTHBRLET, COR—T T, DoS#&H / BHHOBE. BLIUBREDREORTEITI LATE
E 328

5.10.2.1 DoS &t / BHiIDEEE

AZa—mD [T7A4T7 94—V /NATYL > T7 FANDR MERFEL -> DoS) DIRIZV Y v I T 5 EUTOBEEARTENET,

| DoSiE /B EID R 5E
FloodjScan 7 8ut
SV Flood 1CMP Flood Flood 3P R FIIEHES
258 |@m
TCP S¥M Scan LIDOP Part Scan Seandey 2y DAERI(ERE
G4 =]
PhyigEn = LR
.
B Fayn
1P Option Check ICMP Smurf
TCP Stealth Scan LDP Flood
PR ]
Maximum TP Fragment Count 7252~ MER
45 i@
Finimum TP Fragment Size 220 PR
g1z )ik
FTPF Ry
FTP Bounce
TR =3
[ winey
TRt T ETENE
© jmR O
IR I Yy bR
TeardropfTeardrop2 BonlkyBaink Joltjdelez
1P Spoofing Ping of death LAKD
EETEARE e P A E R R LT, B0 MRS 2T,
NIA—5— A7vav Ften
Flood/Scan &7 & v & FYRT—YY—ERDRBEELSEDT
Ay IBLUVY—ERDREEZRET HTET
I EADBHTY ., ChoDT 2y VRMEH
IF. T75y OBMA 2 2—/NVERE ] THRES
NI-BEMNIZ [Flood 27 % v ViR&ES] F1-
13 TScan 27 4 v V125EH] THEESNE
HEBAT-IBETT,
SYN Flood BB TCP/SYN /Sy b Y, 7 Ay ViK%
BASAICERMLET,
ICMP Flood HBHICMP /Ry bAS, TRy VBRHMEHEER

ERICERMLES,

Flood &7 32 v 7 {&&NE1%k Flood 27 2V CTHET SEELZHRELFT .
MEKEE(EL, 256 B TY, FREAREAEER I, 1
~ 10000 BT,

TCP SYN Scan TCP/SYN /Sy M ZBWT, BEDZEETIP 7
FLR, BEP7RLR, SBER—FBEEYR
bELB—EL. HHERPNICHEERSICEL
=Em&IZ. BHLET,
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UDP Port Scan

UDP /7y RZHEWT, BEDEETIP 7L
R, BEIPFTRLR, SBER—FFESYRLE
L, ZEXTP7RLR, BEIPT7RLAMN
—HL. BER—FBESHA—HLAEWVEET.
ﬁ?ﬁﬁmtﬁi@ﬁtébt%ﬁt~&ﬂb
F9,

Scan &7 2 v 7 BRANEIEK

Scan R7 v U TRHAY HRMBEHREL FY,
MHREEIL, 64 B TY, REFREAEBEIL, 1
~ 10000 B TY,

TEYIRIHA 2 —N)LEER]

[Flood %27 2 v 7 #&EI%] &V [Scan ZT7
Ay ORMEE ICT7 2y IRHEETSRSE
BEOREZHREL T, MEREIX. 1 /6T
¥ RERRELGHERIL, 1 ~ 14409 TY, iz
£, 72y OBRA 22—\ LEERID 5 5.
Flood &7 & v VR &NE A 100 B LF/RFE SN T
W=ELET, COBEIK. 52 URNT 100 EE
DT7RAYIINTy FERMLUIZBE. 729 I8K&
MERAL. BigpREELYET,

B#i7avy

N7y FOREIZKYRMT 57 2y VERIT

o

IP Option Check

Security, Timestamp, Loose Source Routing.
Strict Source Routing, Record Route, Stream ID.
hoDAToavitEPRry b EZIELE
HEICEMLET,

ICMP Source quench, Timestamp request, Timestamp
reply, Information request, Information reply.
Mask request, Mask reply, Z4 5@ TYPE (5D
ICMP /3y F & ZELIBRICIKRAMLET,

Smurf ICMPTO— VIR +DEETFLAATA—

FXvX+7RLRDBEICHRAMLET,

TCP Stealth Scan

UTF. WFhho TCP /A7y h DIFEIZHREIL

s TCPHIHT S J Ity b ShTLEW

- TCP #ll{#12 5 %' FIN/URG/PUSH Q& hit v
FEhTW 3

“TCPH#IHTSTIZFIN DAY FhEhTW3
- TCP #1254’ 12 SYN/FIN DAty b &h
T3

- TCP #1275 4’12 SYN/RST MH Aty b &h
T3

UDP Flood

S — b AN chargen(19) /R— k TH D, ZEIET
R— k FEEH echo(7) M UDP /345w k DIHFEIZ
®mELET,

TSTAV RN YT EYY

ST ARy MICETRET Ry VHERIT

o

Maximum IP Fragment Count

T AVMATHEESNTLWOREBAD P
TSI A RNy FOBEICKRMLET.

TIT AV EH
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Minimum IP Fragment Size TS AV YA XTEESATWNE IS 4
VEHARXBEIYNSNIP TSI AL My
FDBEICRHMLET,

IS5 A H4X Minimum IP Fragment Size 7 # v 9 TR T 5 &
INTST AV MY A XORBEERELET, #)
HKEEIX, 51234 b TY . REFRELHEEIL.
64 ~ 1024 /N1 + T,

FTP 74294 FTPaOYY R EHRITATET R Y VERNTT,

FTP Bounce LT, WFhHhDFTP /X7y FDBEIZHRAL
F9,
CAREDZIELEELIERTBIP 7KL R%E PORT
OYU R THRELE
PORT AT KT, 1024 BUTFTOR—+EE%
BEL =

7IVr—vay BEDT7 T r—2avIckdBEERETS
ERTY,

Winny PP I2&BT7 ALK TYT, LAN AT Winny A
FBEREN. Winny D/347y FEREL R, 324
DNy FEBBIEINEET HNERIRL
F£9, WANTRELL/N\— 3 2 1E Winny Version 2
DHEBFYET,

T2 Y BRMEBOEE Flood/Scan R7 2w ¥ . BT 2y Y. FTP 7
By, TIT AU NNy FERAL IR,
REDNTY FERBBIELIIEETINEE
RUFET, MEREL, @B TY,

TE/BENTYRTEYY N7y EDBREAPHEYTELREIZELDT
Ay OERAITY,
[RE/ABENRTYFTAYI] ICHESNDT
2y OiERIE. T74y VRMZBOBE] DOIRE
ICBFEAE L, BRYUY Y MIBESIAFET,

Teardrop/Teardrop2 FTTIZREBLEST AV ATy MEICE
BT BL554 7€y MENERESATWLS
ICMP, UDP /N7y F DISEITRAILET .

Bonk/Boink UDP S A A —ICEHT B LB TS T AV A
Tty MEMNERESNTLS UDP /37y kD5
BIZRELET,

Jolt/Jolt2 65536 /N A FLIEICERESIZICMP ZO—1 T
SAHBHLE, UDP /X5y FDBAIRMLE
ED

IP Spoofing UTF. WFhADIP /7y FDIBEIZEEMLE

“AR260S V2 DAV A—T Tz —RIZRESLTLY
HVThHADIP 7L ANEETT KL RIC
HoTWBIP/Rry FEZRELT

“NAT E#ZE L TFHLTLSIP 7R LRD
BETTRLRIZE2TWRIP /XYy F %215
L7z
CRELEAVE—T I —RUSNDA Y B —
TI—ADFY FT—JICBTBIPF7RLAN
EETICHE2TWAN\Ty L EZIELI-EES

Ping of death 65536 /X4 h LLEICERE S NIz ICMP /37w kD
BEICRMLET,
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LAND

BEIPTFLR/R—+bBEBSLEEETIPFTRL
R/ R— b BEHE—D TCP/SYN /847 v DI
BITRELET,

N#EA) RE

RENBOERERELET.

5.10.2.2 HEDHRE

TREDHE] T1E. BEFRESA TS DoS i&H / HHDEERNBNRRINET,

BRio kT
Ty AR ETADENE LR
TR - LR 1
Hood/Scan%F 298
SV Flood Hih
ICMF Flood Hih
Flood P B btE Il 256
TCP SN Scan Hih
UUDP Part Sean Hih
Scanze PRy R EIEIRY &4
Bigiphsh
1P Option Cherk Hih
ICMP Hih
s Hih
TCP Stealth Sean Hih
UUDP Flood Hih
2384 Hre b Phsh
Mazirum IP Fragment Count Hih
s 45
Minimum IP Fragment Size Hih
P b Ry 512
FTPP Rz
FTP Bounce H3h
FIMr—yas
Winny H#ih
TIE/BER o b Pash
Teardropy Teardropz Hih
Bonk{Boink Hih
Jolt/Jolkz Hih
1P Spoofing Hih
Pinn af rlmath HEth
NIA—5— A#7vav B
p
T B VBRMEBEOEE Flood/Scan %7 & v 7. B#MT7 2w U, FIP 7

Byh, TST A bRy b ERIMLEE.
ZEONT Y FOEBR/ REOREERTLE
ED

T2 IR A Y 2 —/3LEE

[Flood 27 % v V& HEIH] S LU [Scan 7
Ay ZBRMER] IST72y VREETSHE
BEORE (9) #xR=LET,

Flood/Scan 27 2 v U

REFTFE SN TS [Flood/Scan RT7 2w 7]
DEERERRLET, (SYN Flood, ICMP
Flood, Flood &7 % v 7 #&%1[EI%. TCP SYN
Scan. UDP Port Scan, Scan %27 4 v 7 {&40[E
#)

B#MT7RvY

RAZRESNTLD TEHT7T2v Y] ORIER
*#&KRLET, (IP Option Check, ICMP. Smurf.
TCP Stealth Scan, UDP Flood)

TSTAV RN Y LT EYY

BAEREIATWDE [IFT AV MRTY T
2y OFERERRTLET, (Maximum IP
Fragment Count, 7 5% * > k%, Minimum IP
Fragment Size. 754 AY k¥ A X)

FIP7R2v %

BERESATWS [FTP74v 9] MIER
(FTP Bounce) #&RFLFET,

FF)r—ay

RAERESATWS [7TYr— 3] OB
B (Winny) &R RLET,

REABENTYRTEYY

HEZEINATWLS IRE/AAENTY T
A9y OFEBEERTLET, (Teardrop/
Teardrop2, Bonk/Boink, Jolt/Jolt2, IP Spoofing.
Ping of death, LAND)
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5.11 UPnP %%

UPnP (2=n—H) T35 FUF TLA) OREZETSE. PP Y SA4F7 2 FALEBISR—FIYEYTIL—ILD
B/ BIRATADESICHBYET, ZDEH. WIP BEDR— Y ELTIL—ILOBRENBELGY—EXTH, B
AR ET B LB CEEMTADLSIZRVET,

UPnP Z2HZHICT BIZ(E, TH—EXDER/ B/ R—STI7A47I9+—LEFHIZL. TPP] 2Fzv 0T ILE
BHYES,

@ BEEAREEVWIP7HF T2 1 BDOATT,

AR

5.11.1  UPnP OFEE

UPnP OREZITIHAIE. LLTOFIRERTLET,

1L AZa—H05 [T7479+—)L/NATI -> TUPnP) DIBIZV ) v o LET,

] TRAHIL IS PR ILABE
BB 8-01-3,

E
iR _

A5 LI O # © m Cw

EHLAN _ E _
EWAN o ok

L—T428 | B—FIET -

ARP ok ASIPPFRLA-R-+ES HWIFIPPFLA-RA-FEE  EAEEE @ERA ~
B IPA P4 —Jl/NAT
- POEAH
i~ URLZ LB —
HEIMATERTE
ST R

L et

28N A—2—%FREL BRI K222V YV I LET, CCTRUTORBTERETD3DELET,
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S ULTHREIRETTY, BEINTVWER— I YEVTIL—ILIE TR—FIyE T IL—ILYR ] THERTEET,

A-FI2ET YA

Zo0k) AEBIPPELA-#—MES  ASFIPPELA-R-MES EHRE @ESHN ~
udp 100,100.10.1 - 3000 192,168.1.5 - 2000 - LIDF 3000

v
b4 >

5.11.2  TUPnP] R—S DS

TUPIP] R—SIZDWWTHHELET, COR—UTIE, PP DAEA B8 —T 1 —R, R— IV EVTIL—ILDE A L
T rDREEITICEMNTEET,

511.21 2=n—Y)L T35 7V F TLLEE

AZa—M5 (7747 2x—IL/NAT] => TUPnP] DIBIZV Y vV $H5EUTOEARARTENES,

| I-R/HILIST FUE JLAEEE
SHERA =712
B

B LPIRERE BALPIE
O & © ®h | Eid

NIA—5— A7vay B L

NS 2—T T —X NBAVB—TI—RERELES, =
CTHRELEAV2—TT—RATREL
=184y AN UPHP IZ& > TR S L=
R—rIRYETIL—ILOREELEY F

o

BALT M R—bTYEYTIL—IVIZBA LTI+
BREHRETINESHhERBIRLET,

B/ ESH AMLIGE. BELLAALT IR
BRIV —ILICEESND &S ICHYE
To BMLIZBEICIE, FALTIH
LBBEWIL—ILERYET, UPP U5 A
T RDBETRMIZAA LT D NEBREEE
ELBE., BH/ EVCEREZD
g_»fA?"J ~EFREIAMBE L TRESINE

BALTI b+ BALTIREEEAMICLIZGE, 2
ALT7 I EEERELET, RETH
1R EEE L 1 ~ 86400 TY . (BfL : Fb)

&R ReY RENBOEEERELET,
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5.11.2.2 IR— b= v EYTIL—ILYR

TR—bIYESTIL—IL)R b T=TIIZIFUTORBENRREINET,

A-FI2ET YA

Jokan  ASIPFPFRLA-A-FES A IPPFLA-A-FES  AFEE #ESRA -
udp 100.100,10,1 - 3000 192,168.1,5 - 2000 2 UDP 3000 =
w
< >
NFGA—— *7av L
Jaran L= BEREAETORaLLARTENETS,

NEBIPF7FLR - R—+&S

L—ILABRENZEEIP 7R LR ER—FFEENRRS
nEY,

REIPFRL R - R—+EE

BREEDIPFRLRER—FBESHRRENET,

AR

BALT7 I ETOEFERRENRTSINET, F1LT7 D
BREAGZWMES, [ ERTENFET,

R EREA

UPnP 95472 FAHIRERBAZMITTWIEE. TOHRHA
ARTENFET, (RRKBXFETRREINET.)
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6 VPN D&% 5E

6.1 HE

VPN (Virtual Private Network) I&. v F7—4RIIZVPN (Virtual Private Network) Z#EEL. /7y FZEEELLTE
FEE2FV. X2V FIT—OBOEEDEXF1) T —%BEaR NTRRT IHETT, AER/OD VPN (X [Psec (IP Security) I=
EWLTVET, IPsec &lE. IPICHESEORAELEDEF LY T+ —ieZAMT2—EDOTO FaLBETY, AUKTIE
TVPN ##5) R—C T VPN 2BET I LMNTEET,

6.2 VPN DERE

WNTRY bO—OMEEKETILE. WS- Iz (HTERT SBAICERALES,

6.2.1 R —DERL

RYL—ZEHTBICBEUTOFIEEERTLET,

% CITIE. FTEDESBHRY FT—VH#ETIL—2— ADR) O—2ERTEHLDELET,
ek

,- VPNi&#

DSL/CATVEF L E m DSL/CATVEF L
:
S
1.1.1.1\ 2222

N—&—A[— L—%—-B
(AR260S V2) (AR260S V2)

192.168.1.0/24’/ 192.1 68.2.0/24

nes @gé

1.Az=a—m5 TVPNI -> TVPN Heft) DIBEICZ Yy I LET,

® sirE O BMBHRE

i
fil

hhELEE I FRARIER
f.r‘fu_tﬁ;\"PN A — ® ' O BH
AT h 164 ]
HLAN
B —Tsh O #a © ma
L—F128 DFEs MERTE Q- QO txk ®@ a7
ARP o
B J74 P —Jb/NAT Y O & © =i
E1VPN TR DPD M- bE=F
BN DPD /{5 A= RS SBREIEY
o oI o[-
BYATLER REELANAVA-T1-2 O Hih @ Bih
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2.BNTA—E—%FKEL TBM REEIY VI LET, CCTRUTDESITRY O—2RETHLDELET,

VPN R T — T

I HERE / FHERE A RE
RYT—% ATOB
¥—F7547 E
RErRILAE—T2—R B
A—hteFxa7iN—7 it IRy b

Y RT—O9FRLRX 19216810

YITRYEIRY 255.255.255.0
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FYRT—=UTELR 19216820
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D IRIERL
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)E—bEFATINL—THhoA—hLEFXaT7 I IL—TROBEINEHR SN K S IZ Inbound 7 VXD IIL—ILEEBMLET,
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2.THA FETIERIL—IV] T—TILOBEARI) O—ERMIIHDIOFRIVEI VI LETS,
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$ITRy bTRY 255.255.255.0
TIANLET—boz A 192.168.1.1

1) —RHAR 00:12:00

RASUH FH (REE)

754 <1)—DNS H—/\— 192.168.1.1
th S 1) —DNS H—/3— EH (REE)

TS5 47— WINS H—/3— EH (RHEE)
THH 1) — WINS H—/3— EH (RHEE)

TLANy / TEIRBDHCP 2 547~ b

BELL
TWAN1 / TWANJ /PPPoE (pppoel. pppoe2) (F7#Jb k)
7 > F 2 8—F PPPoE i3]
DNS#H T ay BE0G

T {185
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MSS 45> F BEEH
ISV TE 40 /84 b
BEHEAIvay F—=T7547
I o—#EMRE 60

TWAN1 / TWAN /DHCP

ALY FTO—FXv R MERE B

DNS A7 a3y BEIRG

TWANJ / TWAN1 / EISE IP

AL +TO0—FXv X iR ED

TWANS / T4 82— —R®E.

)2 URE BE

TWANL / TS 1+ Xy 9 DNS BR5E .

BERTHI3—T—R RETE

B 208
TW=F1429)

BRERYET—HVTFTRELR 192.168.1.0

BESF TRV FIRY 255.255.255.0

F—bkozA A2 B—TT—2R /eth
TARP 4

BEHRL

T727479+—0/NAT1 / T RHE)

Inbound 7 ¥ £ X BEGZL GEME

Outbound 7 7 £ X FTRTEB

T774724—/NAT1 /TRRL 7 15—

TIAILEIL—IL RE
R—rES1 80
R—+EE2 BEHRL
URL 7 4 LA —L—ILDEXTE BRELZL

T774774—)V /NAT) / TNAT 88581 / TNAT.

pppoel. pppoe2 4232 —7 T —RXENAT

GEETT : RTCL 3L TRT, FObaL: IXR70)

NAT 7—JL HEGL

T7747 24— /NAT / TPRINVRBMEREL / TERVITVER,
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TILTT VR ¥
AFILRAE—F i3]
BILT T U AFIHEERE LAN (eth1) BMELEL

WAN (ethO, pppoe0. pppoel)

UDP500 i&i

T2747 92— /NAT) /TP RINVANERREL / THA LTI MER)

DefaultTcp 300 £, DefaultUdp 60 .

Defaultlcmp 60 ', TcpRest 5 #', DefaultDNS 20

274794 —W/NATY / TP RIS 2 B8R / TDoS)

Flood/Scan 27 2 v 4

SYN Flood, ICMP Flood, TCP SYN Scan,
UDP Port Scan (¥ RTHZ)

Flood/Scan &7 2 v 7 #&&1EI %k 256 [A]
Scan &7 2 v 7 BRANEIEK 64 [
TRy VA 22—\ )LESE 15

Bi#7avy

IP Option Check, ICMP, Smurf, TCP Stealth
Scan, UDP Flood (FRXTH%h)

TSTAV RN YT EYY

Maximum IP Fragment Count, Minimum IP
Fragment Size (3 XTHZ)

IS AV 45 {&
IS AV b HAX 512 34 b
FIP75v Y FTP Bounce E=k)]
7I)r—ay Winny B
T B VRO #iB
FEAMBERTY TRV Y Teardrop/Teardrop2, Bonk/Boink, Jolt/
Jolt2, IP Spoofing, Ping of death, LAND (3§~
RTH)
T274724—Jv /NAT1 / TUPnP,
NEFA v B2—T—R RERTE
BA LTI MERE 31
TVPN1 / TVPN 5.
BELL

ad,/TYRAF L0852,

OJiEE

IP : ;@%0, DHCP : {@%1. PPP : @41, VPN : @4,

ETH : BH0. NAT : 8. 274724+ —)L : @5,

TYu @B, YRTLEM. TTVT—ay @A

RSY—N—1P 7EL R

EH (REE)

EETIPTERLR

BEER

TYZAFLER) / TH—ERDE / &%)

T {185
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T7AT 24—

Eop
EILITTOER, 7Y ERFE. NAT . DoS : B

URL 7 1 LR — : &%)
PR )
Pv6 T Yy B
PPPoE T 1) w : &%)
VPN A
SA DIRTIFESL - |H
DNS Y L— A
DHCP A%
SNTP )]
SNMP Eii39)
A4} 2y DNS i)
Uty bRy FITKDMEE A
Telnet H—/3— (RHHR—F) i3]
TYRFLER) / THREER/NAT—K ]
BEEEISATU L A (CREE)

EWE/INRT—

friend (1 —4—% :manager)

aA—H—/RRT—F

guest (L—H—2% :guest)

TORFLER) / TORT LIER)

S AT L% (sysName)

Router

ATLAS— 3y

EH (REE)

gL

B (CREE)

TSYATFLER) /T4 L) —VRE)

Bt 20001 A1 H
% 005 0%
BALY—Y GMT+9:00

SNTP H—/3—1 133.243.238.243
SNTP H#—/3—2 133.243.238.244

SNTP #—/\—3

210.173.160.27

SNTP 4—/\— 4 210.173.160.57
Bl 60 5
REETIPFZRLR BEEIR

TY257 LER) / TSNP

T 8%
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SNMP 3]

a

m

1=T 44— 4 public

BHETFLR (FSvTHRRAN) ZA (REE)

FIUTRETIPTRLR BENHER
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1.2 NAT [CDINVT

NAT (Network Address Translation) &lk. O—ALRY FI—HRADHTHEATETSAR— L IPF7RLRESTO—N
JVIP7 FLRAZWREIZERL. T34 R—FIPFFLRZFERTZA—HILRY FIT—VRDISATY DAY

B—2Y MZF7HOERTEDLSICTHHMATT, AERTERE2To v I NAT, 4 F=vH NAT, ENAT, 4 >4 —
Jx—RENAT 2ERATEET,

1.2.1 ABT 499 NAT

27499 AT TlE, FS5AR—FIPPERLRESO—/NLIPPZRFLRIZT A TEAEMICIYELS LET, BB
EPBEEMNICZEELAVRBY T Y EVSREEMICITOhET, 2FY. 1 8DISAFU DTS4 R—FIPFFL
RIZH LT, BIZALSO—RILIPPRLARIYEY T EhFET, FO—NILIPPRFLRETSAR—FIPFERL
AERLMBETT,

o}
@
c
o

g =)

i
Jd
N
A
N

D=

T
<
=) —_— IvkEY
T
o '

PVTIP A PVTIP B

GBLIP=5'O0—/\LIP7 RUR
PVTIP=754 "= KP7 RLZ
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1.2.2 FALFZ v U NAT

HA4F2 VI NTTlE, FI3A4R—=FIPFFLRZESA—NILIPFFLRICT R 1 TEBMICTYEVS LET, BIMIC
TYEVITTRED. JO—NVIPFRFLRETSFAR—F IPFFLAOBBRALTHIDERZXHYEFEAN, EAT
EF(70—NVIPT7 FLRABBWNES. 95472 FOEH LTy FEIBESHhET,

WANGEI GBLIP A GBLIP B GBLIP C
FAFZYINAT---R ----- Q- -R----BR I 7OF—
Y y y i
B B B [
LANB > > > Hd
PVTIP A PVTIP B PVTIPC PVTIPD

GBLIP=50—/\LIP7 RLZ
PVTIP=754~"—K~P7 RLZ

71.2.3 ENAT

NAPT (Network Address and Port Translation). F1=IX IPIRAL—FEEHFEENFET, ENAT Tlk, EHOTS5 1 R—
FIPFRLRIZI DO A= IPF7 FLRAEBEHOR—LE2IVvEVYSLET, FA—NILLIPFFLAA 1 2OH
DZEETH, RESZKR— L 2EALTERDOISAT U A28 —Fy FZiEHETEET,

T7AT7OF=)b

-

PVTIP A PVTIP B PVTIP C

GBLIP=5'0—/\LIP7 RUR
PVTIP=7354 "= ~P7 RLZ
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1.2.4 A58 —27 T—RXENAT

A28 =7z —RENAT L ENAT LRI CHEHATT, F=FZL. AT S35 08—/ IP7 FLRIE. AEZO WAN fl >
A—Jx—R[CEIYLETOHNES 0= IP 7 FLARTY,

WANI
h’ GBLIP A
/9—TT—ANAT---fF----- r-’ - TFATVE=I

EN N N
g Q2 g2

LANSI - 3 T 0
> E > E ME

] L]

PVTIP A PVTIP B PVTIP C

GBLIP=5'O0—/\LIP7 RUZ
PVTIP=J54 = hKP7 RUZR
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7.3 FSTNSa—TF44

CCTR. AERFEADO FSTILORKRMEHE, ZOMEHEIZOVTHALET,

7.3.1 LED ICBA 2 +5 TN

LED IZB89 % RS FILICDWLWTEHBALES,

7.3.1.1 EIFEZA ~ITL T4 POWER LED ASm%T L 7LD

LTORRZERBLTLESL,
LAMREBROACTETE—2FERALTVWEIA?EBR7HA T4 —IREDLOE THEACEEL,
2N T7HETE—DHATSTRBABRICEBALERINTOET A ?ERSATOVEVWEERSMHEShEEA.

SANTFTHTE—DA TSV RERIAVELY MIEFBALELAENTVEIN ?ERSATOEVEERNMRShERA,

7.3.1.2 UTP—7J %8R L TH WAN LED AA AT LA 0

LUTOSEREERELTIES,

TUTPP S —TLEFERZTAKREGOWANR— b, ETLDOR— MIEBALERINTLETMA?ERSATOENEY VIHN
FEL LA WAN LED ARATLE R A,

2 ETLOERIFIAVICHESTVWETIN? ETLOBRNE VIS o TWRENE Y U HHEIL LA =6 WAN LED AT L FEE
Ao

SAHUBDEREAVICLTETAICERKLTHMAS 0 MLUEZBLTVET M ? XAERDEFCIT 0 FEANYET,

A RBREETLDERICER FL—Fr—TLEFEALTOEIN? ETLEDERKICIR FL—Fr—JILEFERLTSE
IIAN

7.3.1.3 UTP—7JNL%EH L TH LAN LED AARAT LA

LUTOSEEREZEELTIESL,

TUTP =TIV ENEFNEABEO LANR— ., JADNT, IV a—2—IlZ2bALBHEESATOETM ?2EREIA TV
WEY DO HREIL LAz, LAN LED NEATLEH AN

2NTPAVEA— 3 —DBRIA VITHESTOWEIT M2 BRNFT VITHES>TUWVENE Y Y HREL LA LM =8, LAN LED A
TLEEA,

3B UTP 7 — TV EFER L TWET M ? 100BASE-TX TEET HHEXATITY—5 UL, 10BASE-T THEIFT HHERFHT
TJY—3UERr—TJLEFEALTIEEL,

1.3.2 A3 —32Y rADOTIERIZETHFSTL

A08—=%y bADTIERIZEAT B FFTNITOVTHALETS,

1.3.21 A28 —RY M7V EATELGZL

UTOERZHELTIESL,
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1LABRBIZHLTPingav Y FERTLEGEIC, ELIBENHYFIN?HENBNES, FERKLOBESATETVE
Hh,

23VEa2—4—ICIP7FLRAZFHTEYLETTVIEE, TIAL T —FIzADIPT7FLARELSEESATOE
ITH?2RESATOVENGEEE, BEELI(HREEZT>TLEEL,

3AVEaA—48—ICIP7FLREFHTEYLETTLSIES, INH—/1—D IP7 FLRRELSHRESATLNET A ? DNS
Y—NR—0 IP7 FLRBIZHO TONS F—hLEESNTVREENHY £, #FMICOLTIE, TZHO TS
F—lzBHHnEbECEEL,

ANATIFELSBREEINTVETN? TSAR— bRy FD—I MBSV E—Fy MITIERTBICIE TSAR—FIPT

FLRESO—/NILIP7 RLRIZNATERT BRENDETT, TIHIFEETE. A V4 —T—XENAT AR ESAT
WEJ,

71.3.2.2 Web R—TERFTTEHLY

UTOEREERBL TS,
LAVE2a—4—ZIP7FLRAEFHTEHYLETTVBEE, INSH—1—0 IP7 FLRFELEESNTLETH? DNS
H—NR—Q IP7 FLRBIZHDOTANRA F—DLEESNTVSHENHY FT. FMISOLTIEL, MO TO/ A

F—I2BRVELE L,

2.DNS H—/N\—IZ LT Ping a< Y FERTLIEBAIZ, ELKBENHYFEF TN 2RENGNGE. NS H—/—LDEEMN
TETWLWEEA,

7.3.3 Ul |/EICEIT B 5T

GUI BREICEET 2 FS TILICDOWTHRALET,

1.3.3.1 YA UIRRD—FEEL:

UTOREEHERL TS,
LTI+ EDNRRT—FEEBLTVETHA?EEL TOLRLMEEIEA—Y —B Tmanagerl, /SXT— K [Ifriend)] TS A

VUTCEET, TIAN DA —LZE/NRRT—RKTATAUTERWMERIL P.4T Yty FRA Y FICLEWEL] 2F
TLTLEZY, PHENARETLEOBET 74 FOI—H—RENRRT—RTOIA U LET,

Tty FRA v FICE L] BEZEHDICLTVLRRE, Uty PRy FEERALEMBERTAEEA.

A}
\
T

VLD FIEERITT 2L, REDRERBRFITATHESNETOTHoM LHTFELEZEL,

H

\.,
il

7

7.3.3.2 HBREEEARTINLL

N

LUTOSERZHELTIESL,

1. CER® Web 7594 —I(F Internet Explorer 6, 7 &7=I138 TIA? RBETHR— 9 2% Web T5IH—(J Internet
Explorer 6, 7 %£7-1%8 T9,

2.Web 7594 —D 70X —RBENT VIZHESTOWERAN?ARUBORTEEEICT IV ERTEIEEIE. 7OXFS—8REEA
TIZLTLEEELY,

3. Web 75 94— JavaScript NEMICH>TOWERHAN ? AR GROBRTEEEERTT IZ1% JavaSeript #HMICL TS
(AN

T 8%



CentreCOM AR260S V2 Y 77 LY AR =27 )L

AARBRHEIAVEL—F—DY TRy FYRIDNERESTOWERAN?AUBOREETT I R T DH581F, FAEGKLEaY
Eai—42—RFRLRxY FT—VICBRTI2RENHYET.
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1.4

BT Ayvt—C—&

AEGAHNTEOTAvE—DD—ETY, TFRAvtE—Y (TF—LARJL, MSGNO. MESSAGE) &EmkZE. €EYa—IL

(MOD) BIISRLET,

LUTO—BIZF, RYR—FORBLEFATLET,

O HADRESECOVNTIE P41 OFORE #BBLTESL,
7.4.1 7otZXE=4— (PMON)
MOD : PMON

O MiEE: VAT LA

I5—L~AJL MSGNO

MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

701

702

703

704

705

706

707

708

709

710

Al

009

WARNING 007

WARNING 008

ERROR
ERROR

ERROR

ERROR
ERROR
ERROR

ERROR

182

001
002

003

004
005
006

010

T 8%

System ready

Module found : [%s]

Undefined module : [%s]

Module enabled : [%s]

Module disabled : [%s]

Unknown Module : [%s]

Module ID fixed [%s] with %d

Checking restart module [%s] : Initial restart %s
Checking module status : [%s]

Module ID not found for [%s]

Module monitor failed for [%s]

Start monitoring [%s]

[%s] terminated unexpectedly. Restarting

[%s] restarted
Memory allocation failed for %s
Initialization failed : %s

Abandoned [%s]

Restart failed [%s] for %s
Config DIR not found at %s
Config file not found at %s

No config file at %s

TOERX E=4—0OUHEBENETLEL
=

EDa—INAETOER E-4—I2BHKLE
L=

REEINF-ED1—-ILEERERTY,

EDa—DEMEShIzz, BEERMRIC
mzFEL.

EVa-UNESLShI0O, ERHARN
SRS LEL,

REBEDES 21— LIZHT BHRENROMNY
FL 1=

EPa—)LIDARELFELT,
EVA-IILORBHEEERNTOETS,
EVI-ILOREERARTVET,
ECa2—LDERETEFEEA,
ED2-LOBERFEICEKBLEL,
EVA-ILOBBRYMERERLEL.
EDa—AEEEFLELEL, BRBLE

EDaA-LOBREBETVELR,
AE—DHERICEBLEL,
EHTEELATL,

EVA-IEBRETEGM o =HU YR
LES,

ED2—ILOBBBICKBRLEL .
BETALIMY—DRONY EFHA,
BEI7FALNRONMY EHA,

BHLESIELERET7AANRDONY E
Tho
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1.4.2 723922 TF7ANIRT L (FFS)

MOD : FFS
Ay DEH: SXTL

IF—LAJb MSGNO MESSAGE

B

DEBUG 701 [%s] read of %d bytes

DEBUG 702 [%s] wrote of %d bytes

DEBUG 703 [%s] looked up

DEBUG 704 Device looked up

DEBUG 705 Control interface ready : %d

DEBUG 706 File system ready

DEBUG 707 Operation requested : %2d

DEBUG 708 Operation failed : %2d

DEBUG 709 Operation completed : %d

DEBUG 710 File Operation started : %d

DEBUG 711 Sending Progress : %s

DEBUG 712 Progress information failed with %s
DEBUG 713 File list open requested

DEBUG 714 File [%s] open requested in read mode
DEBUG 715 File [%s] open requested in write mode
DEBUG 716 Read requested

DEBUG 717 Write requested

DEBUG 718 Close requested

DEBUG 719 File [%s] delete requested

DEBUG 720 File attributes look up requested
DEBUG 721 Device attributes look up requested
DEBUG 722 File system check requested mode : %d
DEBUG 723 Raw copy requested : %s / %s

DEBUG 724 File system check phase—%d

DEBUG 725 File write completed

DEBUG 726 Incomplete file closed with error
DEBUG 727 Block %d marked as garbage

DEBUG 728 Compare file checksum 0x%X with 0x%X
DEBUG 729 Wrote : Block %d / Size %d / Offset %Ld
DEBUG 730 Read : Block %d / Size %d / Offset %Ld
DEBUG 731 EOF reached

T7AIDLEARAHDITHOAELT=,
T7ANITH L TEERAHNTONELT,
T7ALEENSRBENEL,
TNAREEASREREL,

T7AN SRTLERETHA V-T2 —
ADEFHNENELT,

T7AN S RTLOBEERNBENEL R,

T7AI VRTLANDREEREZFFTE
LT

T7AIVBEERNVKRELEL =,
T7ANRENRTETLEL.
T7ALRENRIBShEL,
EBHFEREEELTVET,
EBBEROZEICKBLELT,
I7AL—ERBERSNELT,

FAHLE—FTI7Z7AIL A—TUNERS
nEL,

EEFAHE—RTI7AIN A—TUNERS
hELT,

T7AIIDFEAELNERSNEL,
T7ANDOEERAANERENFE LT,
T7AIL yo—XhBREShFELT,
7 AIVHIBRAEREShELT=,
T7AIVEBHEOSBENERShELT,
TNARDKESEAERSNELT,

T74IL VRATLOFzy INERShEL
Tz

RAW aE—MEREhFELT,

T7AIN VARTLDFz Yy VEERBEZ LI
To2TWWEY,

T7ANADEERANETLELT
BELEI77AUHEALCOhELT,

H—AR— Jnv Y EERLELE, &ICH
REhzES,

T7ALDF Ty I Y LELELET,
T7ANADEERAHETVELT,
TFALDSDHFEAHELEFTVELT,
T7AINEREETHRARAAELT,
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DEBUG 732
DEBUG 733
DEBUG 734
DEBUG 735
DEBUG 736
DEBUG 7317
INFO 011
INFO 012
INFO 013
INFO 014
INFO 015
NOTICE 010

WARNING 006

WARNING 007

WARNING 008

WARNING 009

ERROR 001
ERROR 002
ERROR 003
ERROR 004
ERROR 005

7.4.3 04 (L0G)

Block %d erase

Operating %d block

File found : [%s]

File system busy

Garbage block #%d

Raw erase requested : %s
[%s] opened in %s mode
[%s] closed

[%s] deleted

File system check started

File system check completed

Error corrected in phase—%d on block #%d
File system full (Device full)
File system full (Entry full)

Inconsistency found in phase-%d on block #%d

Corrupt file : [%s]
Memory allocation failed for %s
Initialization failed : %s

Read failed : [%s]

Write failed : [%s]

Block erase failed : %d

H—R—2 Jov I &EEL, BIRLET,

T—AEGAEETHIOVIERELEL
Tz

T7A4I YRTLEIZD7AILEFERLEL
Tz

T74I S RTLIZH L CTRBFICEHRDER
NThhEL T,

REEDH—R— JOvInEO>MYZFEL
1=,

RAW T/ 1 ZHENER SN EL 1=,
T7AMDBA—ToEnFELL,
T4 —XEhELL,
T7ALDEIBREhELT,

T74ANL RTLDF v IS hEL
f=o

T7AIL VARTLDFz v IMNETLEL
1=

T74NL SRTLDIS—%4BELEL,
T7AIN PRTLOEEZEFENEY FH A,
ERTEL T 7MILBDLEREBZFEL T,

T7AIN VRTLICEEAMRELEIS—2 %R
LFELT,

BWRLEIZALRBYET,
AE)—DHERICKBLEL .
BEITEEFHFATLE .

T7AILDBEEL TS0, BHRAHTE
FHATLT,

T7AIVDEEFRAHICKBLELT,
Joy7BERICKBLELE,

MOD : LOG

Oy DEE: VRATL

I5—ULAJL MSGNO

MESSAGE

=K

DEBUG 001
DEBUG 002
INFO 003
ERROR 004
ERROR 005

184 1 {48

Logging started
Logging reconfigured
Logging buffer cleared

Failed to open old log device

Kernel logging buffer is full

Oy eenEs L E L1,
O MEEDHESRENMThhEL T,
AyNyI77—%9Y7LELT,

BREBOTTNRA RO —TUIZRBLEL
f=o

H—rB sy 7 7—BEh o EH
YELE, $XTOA—RILOTNLESH
2FET. h—RILOT~DORFEPWHLF
To
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7.4.4  ARP (ARP)
MOD : ARP
05 OEE : IP

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

ERR

ERR

ERR

ERR

700

701

702

703

704

705

706

707

015

018

019

020

021

022

023

016

017

011

012

013

014

004

001

002

003

005

%s: ARP request for %r transmitted
%s: Start to retransmit ARP request for %r
%s: Send ARP reply (IP: %r MAC: %s) to %r

%s: Queued packet transmitted

%s: ARP %s received (send IP: %r MAG: %s target IP: %r MAC: %s)

%s: Start making ARP entry for %r

%s: ARP %s ignored (send IP: %r MAC: %s target IP: %r MAC: %s)

%s: 0.0.0.0 included in %s of received ARP packet

%s: Transmit packet dropped (%s)
%s: ARP entry completed (IP: %r MAC: %s)

%s: ARP entry aged out (IP: %r MAC: %s)

2

s: Static ARP entry registered (IP: %s MAC: %s)

ARP entry %s deleted

%s: ARP entry (IP: %r MAC: %s) updated from %s

ARP request /37y R EEELELT,
ARP request /Ay FEBRELET .
ARP reply /84y b EXELELT=,

Fa—A2TEhTWERY Y FAREESHh
FL 1=

ARP /7y R ERIELELT,
ARP TV Y —DERERIELEL -,
ARP /X7y hEERLFEL T,

RIEAIP 7KL X (0.0.00) A5 ARP Ay
A—l&FNTLVELT,

REENTY FABEShEL,
ARP TV k) —DEHMNETLEL,

ARP T k) —HFRDETICK YHEIBRSh
FL 1

RBT ALY ARP IV MY —WEHFINE
L7

ARP TV k) —Ma1—H—DEEIZ L - THI
REanFEL I,

ARP T k) —AEHFEIhFELL,

%s: Expiry time reached but remained (IP: %r) (referred from other module)

%s: ARP request retry for %r exceeds limit

Queued Transmit packet purged (%s)

%s: Failed overwrite static ARP (IP: %r MAC: %s)

%s: Failed overwrite ARP entry (wrong I/F) (IP: %r MAC: %s I/F: %s)

%s: %r Hardware address length changed to %d from %d

%s: Hardware address of %r length mismatch %d I/F: %d

%s: Failed to create ARP entry (%s) (IP: %r)
Memory allocation failed
%s: Buffer length %s

Incorrect protocol address type %04x received

%s: Internal error: ARP %s corruption

ARP T ) —DHARAET LEL A,
DED 21— SSEEINTLS-DHIBRL
TR A

ARP request /34 ~ Bk E S AFIPRAEB L
FL 1,

REENTY PRI ATHEShEL,

ABATA4 Y ARP IV R —DEEEITK
BLELR
ZELEAVE—T 1 —ADBEITIEEM D
2z ARP TR —%LEEZLFEEAT
L=,

N=FIzF7F7FLAOREINVEESNFEL

Zo

N—FITF77RLAORENAVEF—
TI—RADLDE—HLFEEA,

ARP TV kY —DERIZEKRERLEL =,
AE)—DHERIZKELEL .
NTY bRy IT7—DRINFETT,

SZERFYFOTORILTELREATH
FETY,

ARP /X4y F BARIETTY

T {185
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ERR 007 %s: Bad sender address (broadcast) received from %r
ERR 008 %s: Duplicated IP %r from %s

ERR 009 Delete ARP failed (data corruption)

ERR 010 %s: Failed to create ARP entry (%s) (IP: %r MAC: %s)

7.4.5 Ethernet (ETH)

ZEARP Ny FDEETN—FIZTT
FLRIZEBS>E=7RLA(TE—FHr R+
YRERESATLET,
EHLEPZRLANRESAELE,

T—ANENRTWNSHARP TV ) —D
BIBRICKBLEL T,

ARP T k) —DERICKRERLEL =,

MOD : ETH
045 0% - ETH

IF—LAJb MSGNO MESSAGE

B

INFO 005 %s: Statistics counter initialized
NOTICE 001 %s: Link UP
NOTICE 002 %s: Link DOWN

1.4.6 PPPoE (PPPOE)

A2 8—T7 1 —ADEEBRAV 2 2—H%)
#leshELE,

AVE—T—RDYINRTyTLEL
f=

AVE—T—RDYIMNET IV LEL
f=o

MOD : PPPOE
045 Mg - PPP

IF—LAJb MSGNO MESSAGE

=K

DEBUG 002 pppoe_ioctl: %s in %s

DEBUG 003 Conflicting PPPoE state: %s in %s

DEBUG 005 Restart PPPoE interface. I/F is %s

DEBUG 006 %s: PPPoE start is stopped because interface status is DOWN
DEBUG 007 %s: PPPoE enable commad is not executed

DEBUG 008 %s: PPP bind profile command is not executed

DEBUG 009 %s: Specified PPP profile %s is not found

DEBUG 010 %s: %s address is not assigned

DEBUG 011 %s: Failed to set %s

DEBUG 012 Configured mru (%d) is larger than PPPoE interface mtu (%d)
DEBUG 411 %s: Failed to access PPPoE interface

DEBUG 413 %s: Failed to send packet. Interface is DOWN

T 8%

pppoe_ioctl AT KMWFEELEL =,

PADI 34153 5 H8. PPPoE IREEFBEMNFE
LFEL,

PPPoE 1 V3 —J = —RADHEBHIFEEL F
L=,

AVBA—=T T —ANT D RED=H.
PPPoE DEENZFLELET,

PPPOE enable A XY KMETINTLEYE
Ao

PPP bind profile 3<% KAERTSATLEE
Ao

5T S i= PPP profile ME2MY £ A,

IPv4 7R L RERILIPvE 7 E L ADEIY &
TR TWEEA,

PPPoE 1EHRDFEICEKKRL EL 1=,

PPPoE 18 —7 T —A MTU 2% 1= MRU
ENRESINTVET, MRUZA V2 —
JI—AMTUIZZEELZET,

PPPoE AV A —TJ 1 —REA—TU TEEHE
ATLT,

A28 —T7 T —RH DOWNRREED =8>, %5
TEFEHA.
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DEBUG

DEBUG

INFO

INFO

INFO

INFO

NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

7.4.7  PPP (PPP)

414

415

001

004

100

407

200

201

202

300

301

302

409

400

401

402

403

404

405

406

408

410

412

%s: Failed to send packet. Error (=%d) occurred

Failed to send PADT (session—id: %d)

Received %s: oldState: %s newState: %s in %s

%s: oldState: %s newState: %s

%s: Retransmission %s: retry count is %d

Received PADO, but could not find request for it

%s: PPPoE interface is UP

%s: PPPoE interface is DOWN

%s: PPPoE interface is DOWN immediately

%s: Go back to PADI. Retry %d of PADR was exceeded

REEIS—ARELfO, FIETEFE
Ao

PADT DE{EICRBLFEL =,

{5 L1z PPPoE /34y  DF&RI & IRBEZE L
ERFLET,

1t L 1= PPPoE MIREEERTLET,

PPPoE ##l/ 84y b DERXRENEELFEL
1=

PADO /87y b Z2ITEY FELF=h. ZET
HPPPOE AV RAVRERDIFTHIEMNT
EFEHATLIz, Ny FERELET,

PPPoE f VA —J x—AMUPZHYZEL

Zo

PPPoE 4 > #—7 = —XHDOWN IZ4 Y F
L=,

PPPoE f V84— 7 T —REWREIMIZAHL &
#FELT

PADR M MAX BXEIZE B Z 1=7=6. PPPoE
v avldk. PADIEEMGERHBEINET,

%s: PPPoE reconnection and PPP idle—timer are enabled. Reconnecting PPPoE

%s: IPV6 interface mtu (%d) is smaller than IPV6 minimum mtu %d

Received unknown session Ox%x PPPoE, sending PADT

%s: Received unknown host unique tag

PPPoE packet too short: %d

Failed to get PPPoE header

Unknown version/type packet: 0x%x

Invalid packet length (data available = %d, packet size = %d)

%s: PPPoE tag parse error

%s: Tag Ox%x length Ox%x is too long

PPPoE BB E PPP 7 A K ILR AT —
DEANEMTT A, PPPoE [EIBEEHRINE
E

IPv6 {2 B —7 T —Z MTU A&/ MTU oA
XEYHNSWMETT,

Z{E L1z PPPoE T—4 /847w M ZE%ET S
PPPoE vy avhhly FHATL Iz, 215
L 1= PPPoE /N4y h ZBEZEL . PADT Zi%(5
LFET,

—9 % Host unique BEFEL FH A,

ZIELIPPPE /XYy hDRESMNETEE
To Ty FEWELET,

PPPoE Ay A —Z#MY T EMNTEERA
Tlfze Ny bEBHELET,

RN —=23 > /24T D PPPoE /X4y
T, Ty N ERELET,

7y FRUEDFEA PPPoE /84 k(2
BESNTVWET, Ty FEHELET,

TAG 7 1 — )L E D FFFE L % LY PPPoE /34y
FTT, Ty b EBELET,

TAG 24 71289 % TAG 7 4 —LK M —
BLEFA, N7y EHELET,

PPPoE data packet is dropped because it is too short packet: %d bytes

%s: PPPoE Session terminated. %s max retransmission exceeded

%s: Failed to send packet. No lower—layer interface is bound

PPPoE T—4 /8y b NETEFET, /7w
FEBRELET,

PPPoE /X4 b OBEEEEBAET L=z,
PPPoE v avDiEGEPLELET,

PPPoE A 2 —TJ T —AMN, FTBA V52—
Tz —XRITLLKYFRFIFLRATWEN SO, /8
Ty hERETEERA,

MOD : PPP

T {185
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045 0% - PPP

I5—L~AJL MSGNO

MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

001

002

003

004

005

006

007

008

012

013

014

100

200

201

202

203

204

205

206

207

300

301

302

T 8%

Create PPP interface %s
Destroy PPP interface %s

Output %s: prot=%s type=%s id=0x%x len=%d

Input %s: prot=%s state=%s type=%s id=0x%x len=%d
Event: prot=%s %s (state=%s) in %s

Event: prot=%s %s (state=%s) rst_counter=%d in %s
State: prot=%s oldState=%s newState=%s in %s

%s

%s: Send Conf-ACK for received %s Conf-REQ

%s: Send IPV6CP %s (suggest IF ID: %s)

Input %s: prot=%s type=%s id=0x%x len=%d

%s: %s authentication success

%s: At least one NCP is not opened

%s: Changed interface mtu %lu to %lu

%s: Loopback mode detected. Magic number (0x%Ix) is the same

%s: Send Conf-NAK for received %s Conf-REQ

%s: Received %s, unknown Ox%x packet type

2]

%s: PAP request is sent. Remaining retry counter is %d

%s: Idle timeout (%d seconds) expired

%s: Max_failure (%d) of %s Conf-REQ exceeded. Send Conf-REJ

%s: %s is UP

%s: %s is DOWN

%s: CHAP Response is sent. Remaining retry counter is %d

%s: Received %s, but either username or password was not set

PPP AV 2—J 1 —REMEMLET,
PPP A > A —J z—RZEHIBLET,
FTHORTY bk PPP ATy MERERTLE

ZELLPPP /Ty MERERTLET,
PPP A Ry MREZRTLET,

PPP A Ry FREZRRLET,
ZEILLT-PPP DREERRLET.
i%u‘: PPP EE/7 v F DRBERTL

o

{2 L 1= Conf-REQ IZxt L T. Conf-ACK %
EELET,

Z{EL 1= Conf-REQ [T L T, RETB1>
A—27 1 —RHHFEEL IPV6CP HYEES
hFEY,

SZ{EL 1= PPPFEL/ ATy FORBERTRL

REEARMLEL =,

1 DLLE® NCP A% OPEN $REE & 75 o TULVA LY
fz6. LCP 2L £,

AVA—T1—ZXAmubERINFELL,

LCP magic number ME L THo1=1f=6. JL—
TRy YE—FZRELELf, LCP AL
9,

45 L 1= Conf-REQ |23t L T. Conf-NAK %
EELET,

TRLGRIEA T ava4TE#2ELEL
PAP L AR REZIELAM S F=F=. PAP
Request ZEEELF T,

PPP idle timeout B§RIANE T L E L1z, LCP %
BL#ET,

Z{E L 1= Conf-REQ DImANKMEMZEEZ 1=
f=%. Conf-REJ #EELET,

LCP F =&, IPCP E1=I&. IPV6CP DLVTH
WA UP IZIEY E L=,

LCP FEt=[E. IPCP Ef=IE. IPV6CP DLVTH
MHAYDOWN [ZH Y £ L =,

CHAP Success FEfz[& Failure #Z{EL1EM >
f=1=8. CHAP Response #HXELE T,

FREENTY FEREBELELEN, 2—H—F
FRIRRAT—FHREREESRTOERA,

%s: Failed to send PAP request because either user or password was not set

%s: Failed to send CHAP CHALLENGE because username was not set

A—H—BFEFNRRT—REABREESA T
HWNzH. PAP YV IR EEETEFEE
Ao

A—HF—FHNBRE SN TV, CHAP
FrLoUEEETETERA,
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WARNING

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

303

400

401

402

403

404

405

406

407

408

409

410

411

412

413

414

415

416

417

418

419

420

421

422

423

%s:

%s:

%s:

%s:

%

%s:

%s:

%s:

%

7}

%s:

%

7}

%s:

%:

7}

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%s:

%:

7}

%s:

%

%s:

%]

2]

Failed to send chap response because password was not set

PPP packet too small (%d bytes)

Upper-layer input queue exceeded (%d)

Failed to send data with unknown address family %d

Failed to create PPP output data buffer

PPP %s output queue exceeded (%d)

: Received %s, invalid %s length %d

Received %s, illegal %s in state %s

: Received %s, received id=0x%x and id=0x%x mismatches

Received LCP Echo Request in closed state

: Received LCP Echo Request with invalid length (%d bytes)

Received LCP Echo Reply with mismatched id

: Received LCP Echo Reply with invalid (%d bytes)

Received %s with unknown code type. Send Code—REJ for Ox%x

: Failed to create PPP control packet data buffer for %s

Authentication failed %d times. Stop retrying

%s authentication failed. %s

%s authentication failed (%s, %s), send %s

PAP Request failed. Retry exceeded its limit

LCP keepalive timeout

prot=%s, illegal %s event in state %s

: %s closed. Max_failure (%d) of Conf-REQ exceeded

IRRT—FEMERESNA TS, CHAP
LARUREREETEEE A,

ZEL=PPP /Ry FRAETEET, /N
TyrEBRELET,

PPP LEIL A ¥ —DHRRZEF1—L IR
EBAIz=H, Ty NEWELET,

HEIET—2OPPP 70Ok O LERARET
T Ty b EBHELET,

BET—ANYI7—2HRTEEEA,

PPP #fE¥a—L VI REBZIzH. /N
TYrERELES,

ZIEL-PPP BB/ Yy DL VT RARM
RETY, BITERTLET,

Z{EL 1= PPP &/~ v kX, PPPIREEIC
FELTWET, BIEERTLES,

ZIEL 1= PPP B/ v k&, Identifier #AHY
—BLFEFEA, BNERTLET,

LCP Echo-Request /34w FZZ{ELEL 1=
HY. LCP [ closed HREETT, BEMZERTLE

o

LCP Echo-Request /8w hZZ{ELELT=
W Ty LU RENRETY ., Bz
BTLES,

LCP Echo—Reply /87y k 25 L FE L f=h%,
Identifier M I AT Y F T, BIZEHLRTL

°

LCP Echo—Reply /87y k& &2{5 L E L fzh3,
Ny FLUTRAENFETY, BFERT
LFET,

Unknown PPP code # 14 7&#Z{EL1=1=8%.
Code-REJECT #RIELF T,

PPP BENT v b DT—E Ny T 7—% MR
TEFEHA,

REEICREAL ==, VU VEBBRRSERT
LET,

A RBLELE, BN LDT I 3
DELERYET,

FREEASKELL 7=1= ). failure message % IR{E
LET,

PAP Request DBEZEEIHMNET L1=f=8.
PAP BREHEERTLET,

LCP keepalive 2 1 LT ™7 b MEELFELT=,
LCP #BALETY,

RAEDKETIIRELLEZWVWFELZ PPP A
RUMDEELEL,

Z{E L 1= Conf-REQ DIRAKXMEIHZ B A 1=
T=8. IPCP or IPV6CP Z# & TL £,

IPCP closed because candidate IP address for unnumbered I/F was not found

: %s closed.Max_failure (%d) of received Conf-NAK exceeded

IPV6CP closed. IPV6-IFIDs (local and peer) were zero

PCP #BIC £ 9, unnumbered I/F [ZiE L)% IP
FRELRERIGTEFEHATLE,

Z{E L 1= Conf-NAK DI AKBEIHZEHE X 1=
f=8. IPCP or IPV6CP Z#& T L &7,

IPV6CP ZFAL £9 . SEL D IPV6-IFID DfE
Mo TY,

T {185
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ERR 424 %s: IPV6CP closed. Received Conf-REJ with IPV6-IFID IPV6CP #BAL F£9, &1L 1= Conf-REJ I
IPV6-IFID MEFEELET,

ERR 425 %s: CHAP Response failed. Retry exceeded its limit CHAP Response DEZEHMAET L1=f=.
CHAP R TLFET,

7.4.8 IP (IP)
MOD : IP
A O : IP

I5—LAJb MSGNO MESSAGE -3

DEBUG 700 %s: IP packet discarded (%s) (%r —> %r) Ny MEEEShFEL,

DEBUG 701 %s: IP packet discarded (%s) (%r —> %r) ZELEAAT YD IP 7RLRICHENR
2hYELT,

DEBUG 702 %s: IP packet discarded (%s) (%r —> %r) Ny MIESAELT,

DEBUG 703 %s: IP packet discarded (%s) (%s: %d/OPT: %02X) (%r => %r) IPAYyF—4TF L3 BRIZ/NRT Y kAR
Esh#FEL,

DEBUG 704 %s: IP packet discarded (%s) (OPT: %02X) (%r > %r) Y—R—T 4 VTRESNIz/NT Y b AR
Esh#FELT,

DEBUG 705 %s: IP packet discarded (%s) (OPT: %02X) (%r —> %r) La—KL—rAToartEnry ba
WEINLFELT

DEBUG 706 %s: IP packet with timestamp option discarded (%s) (%s: %d) (%r —> %r) B A LR B TA T a o FED/Ty b A
WEINhFELT,

DEBUG 707 %s: IP packet with timestamp option discarded (%s) Cor —> %r) BALRBYTA T avdEn/ry b
WEINAFELT

DEBUG 708 %s: IP packet with timestamp option discarded (lack of space) (FLAG: %d/PTR: %d/LEN: %d) (%r —> %r)
BERIVTHTRELIzIzO, 34 LREVT
FToasftEDNTry FABESNFEL
f=o

DEBUG 709 %s: IP packet discarded (%s) (%r —> %r) Ny MFESAEL

DEBUG 710 IP packet discarded (%s) (%r —> %r) Ny FIBEShELR,

INFO 003 %s: Received IP header error (%s) ZELEAYYFDIPAYS—ICHENR
oMY FELT,

INFO 004 %s: Received IP header error (%s: %d) ZELERATYEDIPAYAE—[CRAENR
oMY FELT,

INFO 006 %s: Bad IP checksum packet found by %s (%r => %) ZIEL 1=/ Y b O IP checksum DEATIE
<9,

INFO 007 %s: Received IP header error (%s HDR: %d TOTAL: %d) ZELERATY D IPAYE—CRIENR
oMY FELT,

INFO 022 %s: IP packet discarded (%s) (%r —> %r) N7y MIEEShFEL,

NOTICE 001 %s: IP address not found at received I/F ZIELFAVE—TT—RATIP7RLAN
ROohYFEEATLS .

NOTICE 009 %s: Payload length mismatch (PKT: %d BUF: %d) Ny bREANYH —D Payload KRBT —E
<9,

NOTICE 010 %s: Fragment packet size wrong (LEN: %d) IS5 ATy DY A XNRRIETT,

NOTICE 018 %s: Fragment packet discarded (%s) (%r —> %r) D55V MeShfz\ Ty EABESIIE
L=,

NOTICE 019 %s: Fragment packet discarded (%s: %d) Cor —> %r) TS0 AV MEESh=\Try FHABESLFE
L=,

NOTICE 021 %s: IP packet discarded (%s) (%r —> %r) Ny MEHBESNFEL

190 1 {48
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NOTICE

NOTICE

NOTICE

NOTICE

ERR

ERR

ERR

ERR

ERR

ERR

023

025

026

030

002

008

011

024

027

031

IP packet discarded (%s) (%r —> %r)

%s: Fragment packet discarded (%s) (%r —> %r)

%s: Packet in fragment queue discarded (%s) (%r —> %r)

IP option header insert failed (%s: %d) (%r —> %r)

%s: Memory allocation failed for IP header (%s)

%s: Memory allocation failed for multicast IP dest (%r —> %r)

%s: IP packet discarded (%s) (%r —> %r)
%s: Packet discarded (%s: %u) (%r —> %r)
IP packet discarded (%s) (%r —> %r)

IP option header insert failed (%s) Cor —> %r)

7.4.9 L—F 1 2% (NETW)

Ty MEWEShELT,

IS AV MEESh Ty FHBBEShE
LT

IS AV Fa—dhD/7ry FHEESH
FL 1=

PAToavAyF—OFAICKBLEL
1=,

PAYE—~ADAEYEYSTITKBKLEL
Tz

PAYSE—DAEYEIY HTIZRBLEL
f=o

Ny MEBEShFEL,
N7y bEHESAEL
Ny MEWEShELT-,

PAT avAyd—0BAIZKKRLEL
1=,

MOD : NETM
Oy O : IP

IZ—LAJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

900

901

902

903

904

905

906

908

909

910

911

912

001

002

003

Resolve error occurred (id:%u code:%d)
Resolve result (id:%u) is (%r)

Resolve result (id:%u) is (%s)

Query insterted into pending queue (%s)

Failed to get buffer size of tapping interface

Failed to create tapping read buffer (size:%d)

Failed to read tapping buffer (return code:%d errno:%d)

Failed to send %s packet

Failed to open tapping socket (return code:%d)

Send network information (client: %s / type: %s)

Receive network information (client: %s / type: %s)

Failed to coonect SNMP-agent: %d
Coonect SNMP-agent

%s: Administrative status UP

%s: Administrative status DOWN

%s: Re—initialized

ARIDBRISEVTIS—MNFEELELT,
ARTHBREINELT,
ARMSBREINELT,

Query HY Pending Queue [CAY FE L =,

Tapping 1 > Z3—T T —AD/I\Y T 7—H A
ZOBBIZRBLEL T,

Tapping RIE/N\Y I 7—&HRTEE LA,

Tapping 2{5/\y 7 7 —H 5 DERAELITK
BLELR

PPPoE PADI & % L\, DHCP Discover /%
79k DEEICREBLEL,

Tapping V47 v F DERICEBLELT=,
FYbI—VERERED 1 —ILICEELF

Zo

Ty bT—OEREED 2D LRELE
L=,

SNMP I—J Y bICERTCEERATLT,
SNMP T—U Y bABEREMIBLET,

AV 3= T —RIMERATATREICREShEL
=

AV 3= T —RIPMERFAREICHRESINE
LT

A—H—IZk2>TAVE2—Tz—ZAN )Y
FEhEL

T {185
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INFO 005 %s: Administrative status DOWN

INFO 007 Resolve reply received(id:%u)

INFO 008 Qyery transmit(id:%u Name server: %r)

INFO 011 No answer replay: %s

NOTICE 010 Unsupported response received (id:%u type:%d class:%d)

WARNING 004 %s: Interface name information setup failed

WARNING 006 Name server error(id:%u err:%s)

WARNING 009 Qyery transmit error(id:%u err:%d)

1.410 74 724+—)L (FLT)

DHCP VS A 7Y b HEESINIzA2 2 —
T —RAMERAFAREICRESNEL -,

DNS Y ILIN—TYTSA4%ZELELT,
DNS )Y JL/S—T Query #1X{ELEL 1=,

F—LY—N—HD5EENELAEFATL
f=

DNS Y YV JLIA—THR—+ L TLEWEEE
ZELELT,

A= 1 —REDEREEICKELEL
=

DNS YV INR—TIZ—MHELFELT,

Query IZ{EFFICDNS ) YV ILIN—TI5—h%
ELFEL

MOD : FLT
OUDEE: 74T I4—IL

IF—LAJb MSGNO MESSAGE

Bk

DEBUG 008 BLOCKED: %s %s %r:%u —> %r:%u on %s THEATAILE—ILb—ILE—BLT=F=. /X
TYMEWELELT,

DEBUG 009 BLOCKED: %s %s %R[%u] —> %R[%u] on %s FEHEATAILF—IL—ILE—BLIF=. N\
Ty MEBELELT,

DEBUG 010 BLOCKED: %s %s %r:%u —> %r:%u on %s (no match rule) —HT DT AILE—IL—ILDBFEEL G
O RNy EBRELEL

DEBUG o011 BLOCKED: %s %s %R[%u] —> %R[%u] on %s (no match rule) — BT 5T AILA—IL—IHBFEELE
O RNy b EBRELEL

DEBUG 701 Found FTP command: %s FTPALG OX&IAVTU R EHRRELEL =,

DEBUG 702 Found TFTP opcode: %d TFTP ALG DX &EARL—Yarva—K %%
RLFEL

DEBUG 703 Created cache: proto=%s in=%r:%u %s out=%r:%u on %s FyylahfERISnELT .

DEBUG 704 Created cache: proto=%s in=%R[%u] %s out=%R[%u] on %s FrylahfERESNEL

DEBUG 705 Deleted cache: proto=%s in=%r:%u %s out=%r:%u on %s FrviahdlrsnhEL,

DEBUG 706 Deleted cache: proto=%s in=%R[%u] %s out=%R[%u] on %s FyryPahBlRInhEL R,

DEBUG 707 Created pending cache: proto=Y%s in=%r:%u %s out=%r%u on %s REBEX vy adMEREShELT,

DEBUG 708 Created pending cache: proto=Y%s in=%R[%u] %s out=%R[%u] on %s BREBEXvyaMEREShELT-,

DEBUG 709 Deleted pending cache: proto=%s in=%r:%u %s out=%r:%u on %s BREBX vy asliBREShELT,

DEBUG 710 Deleted pending cache: proto=Y%s in=%R[%u] %s out=%R[%u] on %s BEX vy ahEBREIhEL,

DEBUG 711 Changed to normal cache: proto=Y%s in=%r:%u %s out=%r%u on %s BREX vy anERLBEF vy IZERS
hELT,

DEBUG 712 Changed to normal cache: proto=%s in=%R[%u] %s out=%R[%u] on %s REBEF v v aAERBIXT Yy 1IZTES
hELT,

DEBUG 713 Failed to insert in dynamic cache list (in): %s %s %r%u —> %r%uon%s A AFIvOXx vy 1aZAoPAK YR+
ITEBMTEFFATL,

DEBUG 714 Failed to insert in dynamic cache list (in): %s %s %R[%u] —> %R[%u] on %s

T 8%

FAFIvoX vy a4V ARYRE
ISEBMTEFRFATLI
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

NOTICE

NOTICE

715

716

mni

718

719

720

721

722

723

724

725

726

727

728

729

730

731

732

733

734

735

736

737

046

047

062

007

012

Failed to insert in dynamic cache list (out): %s %s %r:%u —> %r%uon %s ¥ 4 F I v O X ¥ v 127 AKX
MZEMTEEHATLT:,

Failed to insert in dynamic cache list (out): %s %s %R[%u] —> %R[%u] on %s
BAFIVIF YV La2E2T7IOFARYR
~ZEmMTEFEFHATLT,

Failed to insert in dynamic cache list: %s %s %r:%u —> %r:%u on %s BAFIvIXryam)AMTEBMTE
FHATLT

Failed to insert in dynamic cache list: %s %s %R[%u] => %R[%ul on%s HAFIvIFyvaZxYAMBMTE
FHATLT

Failed to insert in static cache list (in): %s %s %r:%u —> %r:%u on %s RATAVIFvyoazAVAF )R+
ITEBMTEFFATL,

Failed to insert in static cache list (in): %s %s %R[%u] => %R[%ul on %s R AT A v I F ¥ vaE A YA KRk
ITEBMTEFFATL

Failed to insert in static cache list (out): %s %s %r%u —> %r%uon% RXATAVYIF¥ya&E®T7IOCFARUR
MZEMTEFEHATLT:,

Failed to insert in static cache list (out): %s %s %R[%u] —> %R[%u] on %s
RAETAv I XY 91 ETIMYARYR
MIZEMTEERATLE,

Failed to insert in static cache list: %s %s %r:%u —> %r:%u on %s RATFAV DXy a2k )RAMNTEBMTE
FHATLT .

Failed to insert in static cache list: %s %s %R[%u] => %R[%u] on %s AT 49 DF vy yaE) AMIEBMTE
FHATLT

Loosened connection: proto=%s in=%r:%u %s out=%r:%u (flag="%#x seq=%u ack=%u len=%u ackskew=%d) on %s

BTLIEFyyabt—HBLELS.

Loosened connection: proto=%s in=%R[%u] %s out=%R[%u] (flag=Y%#x seq=%u ack=%u len=%u ackskew=%d) on %s
BTLIzFry abt—HBHLEL],

Source idled out of PAWS: proto=%s in=%r:%u %s out=%r:%u on %s FEIETD PAWS NE A LTI LELT,
Source idled out of PAWS: proto=Y%s in=%R[%u] %s out=%R[%u] on %s X{EITD PAWS WA A L7 LELT,
Destination idled out of PAWS: proto=%s in=%r%u %s out=%r%u on %s 3BFH®D PAWS R A LTF7orLZELTI,

Destination idled out of PAWS: proto=%s in=%R[%u] %s out=%R[%u] on %s

FBHED PAWS B2 A L7 b LFELT=,
Failed to normalize on first packet (%u) RO/ f TEERIZKELEL=,
PASSED: Failed to create static cache: proto=%s in=%r:%u %s out=%r:%u on %s

RATAV XY v 1DBFITKBRLEL

f=hh. Ny b EEREL F LT,

PASSED: Failed to create static cache: proto=%s in=%R[%u] %s out=%R[%u] on %s
RATA49 XYy aDBHFICKBLEL
fzh. N7y b EEREL F LT,

Filter module was enabled TAINE—FEDa—ILEMICHEY ELI

Filter module was disabled TANE—FED2—ILHBESICHY ELI

Failed to insert in pending cache list: %s %s %r:%u —> %r:%u on %s BREXry Y 1% ) AMIEBMTEEZFEAT
LT

Failed to insert in pending cache list: %s %s %R[%u] => %R[%u] on %s REFr v 1% A M CEMNTEEFLEAT
LT

PASSED: %s %s %r:%u —> %r:%u on %s HAT4LE—L—ILE—BLELT,

PASSED: %s %s %R[%u] —> %R[%u] on %s BRI 74 L A—)L—ILE—BLELT,

Fr v 1 HORRICEEL-OT, —BG
W vy aZHIBRLELT,

The oldest cash was deleted (reached limit)

Failed to add tag AT DEMIZKBLEL =,

BLOCKED: Invalid interface: %s ZELEAVI—TI—ADBT A ILEI—HR
DAV BA—T T —RATIEGEWH, 7y k
FHELFEL

T {185

193



194

CentrecCOM AR260S V2 ) 77 LY AR =27 )L

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

013

014

015

016

017

018

019

020

021

022

023

024

025

026

027

028

029

030

031

032

033

T 8%

BLOCKED:

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED:

BLOCKED

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

BLOCKED:

Fry IYLMREL KBS, Ty b E
WELELL,

Checksum error: %s %s %r:%u —> %r:%u on %s

UDP destination port was zero: %s %s %r:%u —> %r:%u on %s
Z{EL = UDP /X7y b DFEEAR— FFESA 0
THA=H, N7y FEBWELELT,

: UDP packet length too big: %s %s %r:%u —> %r:%u on %s UDP ANy E—MDi\y f ENEED/ N5y +

REBATW =10, N7y b EWELEL
Tz

UDP packet length too small: %s %s %r:%u —> %r:%u on % UDP /X5y RN 8 /N4 FERETH D=6,
Ny FEBELELE

Found IP option IP option Z > T3/ Y K ThH D=0,
Ny FEBELELE
: Header length too small ANy B —RENBERERITEL TLVELVE
O RNy b EBRELEL
Header length information too small ANy F—RIERNMDERERICEL TULAEL

=6, Ny bERELELR,

IP header length information was bigger than IP packet length: %s %s %r —> %r on %s
PAYZ—DANy T —RIERMN, P Ay T —
DINTY FREBATWSEH. 7y %
WELELL,

lllegal fragment packet with DF-bit set: %s %s %r —> %r on %s
TS AV REILEY FABRESATNS D
ST ARy FEBBELIEH. Ty
FEBELFEL.

Fragment packet was not multiple of 8 bytes: %s %s %r —> %r on %s
8NA FEETHERSNTLWENT ST AL
cXTy FERE L0 N7y FEEE
LELT,

Total of the fragment packet length was too big: %s %s %r —> %r on %s
ISTAVRETRY R ERTY FRDAE
A 65535 /N FEBAI=f=O. N7y FER
ELFEL

Fragment packet was already completed: %s %s %r —> %r on %s
FTTISETLEIIT AV RNy FE2E
Lfzt=. "7y b EWELFEL

Failed to reassemble fragment packet: %s %s %r —> %r on %s
TS AV RIRT Yy FOBERICKBKL 12
O RNy EBRELEL

T3Y A0 bRy EREFEIL—ILIZ—EL
=z, Ry b EHELEL,

Fragment deny rule: %s %s %r —> %r on %s

NRTY DAY T —ERBTERM 12
H. Ty FEBELFELT,

Failed to get header of %s: %s %r —> %r on %s

IPv6 header length too big: %s %R —> %R on %s IPv6 /84w k&Y 65535 /N4 R ERBZ T-1=
H. Ty FEBELFELT,
IPv6 payload length was not zero: %s %R —> %R on %s S URRAO—KA T avhEHTHS

IZHEH LT, PeAYST—DRAO—F &
MO TIEGWEH, 7y FEBHELEL
T=o

Jumbo payload length too small: %s %R —> %R on %s Sy URRAO—FEMN 65535 /N1 LU T
HE=H. INry b EHWELFELT,

IPv6 packet length was incorrect: %s %R —> %R on %s NTry FRAEBONTy FREERG ST
5=, Ny b EBHELEL,

IPv6 fragment packet length was zero: %s %R —> %R on %s 7545 AV by R THYLEAD, /85y
FRESYURRAO—FEL0THD1=
H. Ty FEBELFELT,

SYN and RST flag were set: %s %s %r%u —> %r%uon%s SYN 754 & RST 2545 AEIZHEMA TCP
Ny L THEH, Ty bEHELFEL
f=o
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NOTICE
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NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

034

035

036

037

038

039

040

041

042

043

044

045

048

049

050

051

052

053

BLOCKED: SYN and ACK and RST flag was not set: %s %s %r:%u —> %r:%u on %s
SYN, ACK, RST 75U W&\
FTHBH. Ny b EBRELELT,

BLOCKED: ACK flag was not set, and FIN, PUSH or URG flag was set: %s %s %r:%u —> %r:%u on %s
ACK 75T MEHNTHBITE ALY,
FIN, PUSH, URG DW\THhMD T 5T hER
BINTy b THDO, N7y FEBRELE
L7,

BLOCKED: Data offset value was less than 20 bytes: %s %s %r:%u —> %r:%u on %s
T—A4 Ty FDEH 20 /131 FRFBETH
B8, Ny FERELELL,

BLOCKED: TCP TIMESTAMP option was overlapping: %s %s %r:%u —> %r:%u on %s
TIMESTAMP AL 3 VA BB L THRESh
TWa®, N7y hEWHELELT,

BLOCKED: lllegal TCP TIMESTAMP option: %s %s %r:%u —> %r:%u on %s
FIEZ TIMESTAMP 7> 3 v ##&Hi L1z
O, NTybEBRELEL.

BLOCKED: lllegal TCP TIMESTAMP option (no RFC 1323): %s %s %r:%u —> %r:%u on %s
RFC 1323 Z#EHLL %L TIMESTAMP 72 3
VERBRHLIO. Ty b EBRELEL
f=o

BLOCKED: Sequence number error: proto=%s in=%r:%u %s out=%r:%u (flag=%#x seq=%u ack=%u len=%u ackskew=%d
reason=%#x) on %s

RERY—7T ABSERHL =20,
TYREBRELEL,

BLOCKED: Sequence number error: proto=%s in=%R[%u] %s out=%R[%u] (flag=%#x seq=%u ack=%u len=%u ackskew=%d
reason=%#x) on %s

RERY =7 RABSERHL =20, N
TYybEBELELR,

BLOCKED: Received invalid ICMP: %r —=> %r type=%d code=%d (proto=%s in=%r:%u %s dst=%r:%u seq=%u)
ZELICMP OT—AMIEL B8,
Nry b ERELEL,

BLOCKED: Received invalid ICMPv6: %R —> %R type=%d code=%d (proto=%s in=%R[%u] %s out=%R[%u] seq=%u)
ZIEL T2 ICMPv6 D T—2MNIEL <ALV z8.
Ny FEBELEL.

BLOCKED: ICMP error message was too short (%s): %s %s %r:%u —> %r:%u on %s
ICMP TS5 — Ay t—UMETELH. /A
TYMEBELEL,

BLOCKED: IPv6 option was too short in ICMPv6 packet: %s %s %R[%u] —> %R[%u] on %s
ICMPV6 /34w R IZE T, IPv6 DA T 3
VENETESRD. Ty R EBELEL
f=o

BLOCKED: IPv6 header length information was bigger than IP packet length: %s %R —> %R on %s
IPv6 Ny & —DAy F—RIFRHM. IPv6 Ny
B—DRTy FREBZTWSH, /37y
FEBELFEL.

BLOCKED: Fragment bit of ICMP error message packet was set: %s %s %r —> %r type=%d code=%d on %s
ICMP T35 — 4y = THBITH b b
T IFTAVME Y bOEHE o2,
N7y FEBELE LT,

BLOCKED: Fragment bit of ICMPv6 error message packet was set: %s %s %R —> %R type=%d code=%d on %s
ICMPv6 TS5 — Ay E—CTHABICEMMD
59, ISV AVRE Y FOEBE oI
H. Ny FEBRELFELT,

BLOCKED: Fragment offset length was less than IP packet length: %s %s %r —> %r
ISTAV ATy FDENIP /Ty
R&EYBMNEWFEH, RNy y b EBHELEL

f=o
Matched logging rule: %s: %s %s %r:%u —> %r:%u on %s OJHAL—ILE—BLELT,
Matched logging rule: %s: %s %s %R[%u] —> %R[%u] on %s ogHAL—ILE—BLELT,

T {185
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FTP O F OISR L1z, /4Ty

BAFZIvoF vy aDBEIZKBRL =1

LTI IF vy 10BERICKRBML =1

IS AVRRT Y THYRNL, Dvy
ARAO—FRARESN TSRO, A

ICMP TS5 — Ay &—UMETESH. /S

FrvIYLNRELLBW S, Ty &

AE—DHERICKBLEL,

AU B—T T —ADFEICKKRLELT=,
A 3= 1 —ZADORAMIZEKERLELT=,
BRRAFr v A RITELTLSH, Frv

TSTAV MRy bDF vy alzkBL

NOTICE 054 Failed to parse FTP command: %s: %s %s %r:%u —> %r:%u
FEBMELELE,
NOTICE 055 BLOCKED: Failed to create dynamic cache: %s %s %r:%u —> %r:%u on %s
H. Ny b EBRELEL.
NOTICE 056 BLOCKED: Failed to create dynamic cache: %s %s %R[%u] —> %R[%u] on %s
b, Ny FEBELFEL,
NOTICE 057 BLOCKED: IPv6 fragment packet jumbo payload length was not zero: %s %R —> %R on %s
TYMEBELEL,
NOTICE 058 BLOCKED: ICMPv6 error message was too short (%s): %s %s %R[%u] —> %R[%u] on %s
TybEBELELR,
NOTICE 063 BLOCKED: Checksum error: %s %s %R[%u] —> %R[%u] on %s
WELELL,
ERR 001 Memory allocation failed for %s
ERR 002 Failed to attach interface %s
ERR 003 Failed to detach interface %s
ERR 004 Failed to create cache (reached limit)
VaAEEMTEFEFRATL.
ERR 005 Failed to cache fragment packet
Flt
ERR 006  Failed to get tag BT OWMBIZRELEL T,
7.4.11  NAT (NAD)
MOD : NAT

04 DELE : NAT

I5—L~AJL MSGNO

MESSAGE

fot

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

701

702

703

704

705

706

707

708

709

710

T 8%

Found FTP command: %s

Found TFTP opcode: %d

Created cache: proto=%s in=%r:%u %s map=%r%u %s out=%r%u on %s

Deleted cache: proto=%s in=%r%u %s map=%r:%u %s out=%r:%u on %s

FTPALG DRZRITUFE#HRRLEL .

TFTP ALG O EARL—L 3> a—F &%
RLFEL,

FryLasttEREhELL,
FrvianhllREhFEL,

Created pending cache: proto=%s in=%r:%u %s map=%r%u %s out=%r%u on %s

REBFvvadElEhFELT,

Deleted pending cache: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

REBF vy ablllREhELI,

Changed to normal cache: proto=%s in=%r:%u %s map=%r:%u %s out=%r%u on %s

FEX vy AL ERXBEF Yy AICERS
hELT=,

Failed to insert in dynamic cache list (in): proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

BAFIuhFrus kALY AR YR b
[LEMTEELATLE.,

Failed to insert in dynamic cache list (out): proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

BALF Iy IXYIVIETIRHARYR
MZEMTEFEFHATLT,

Failed to insert in dynamic cache list: proto=%s in=%r:%u %s map=%r:%u %s out=%r%u on %s

FAFI v Fvvamx ) AMTEMNTE
FHATLI,
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

71

712

713

714

715

716

77

718

043

005

007

008

009

010

011

012

013

014

015

016

017

018

019

020

021

Loosened connection: proto=%s in=%r:%u %s map=%r:%u %s out=%r%u (flag=%u seq=%u ack=%u len=%u ackskew=%d) on %s

BTLIzFryiab—HLFEL .

Source idled out of PAWS: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

EETTD PAWS B2 A LTI LFELT,

Destination idled out of PAWS: proto=%s in=%r%u %s map=%r%u %s out=%r:%u on %s

Failed to normalize on first packet (%u)
Matched NAT rule: %s %s %r:%u —> %r:%u on %s
NAT module was enabled

NAT module was disabled

LD PAWS WA A LTI LELT,
|AD/Nry b TEEERICRBLELT-,
NAT L—IL&E—BIL LT,

NAT ED a—IAEHITHY ELT,

NAT ED 2 —ILHVESICHRY F LT,

Failed to insert in pending cache: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u on %s

The oldest cash was deleted (reached limit)

Failed to add tag

Checksum error: %s %s %r:%u —> %r:%u on %s

UDP destination port was zero: %s %s %r:%u —> %r:%u on %s

Incorrect UDP packet length: %s %s %r:%u —> %r:%u on %s

UDP packet length was too small: %s %s %r:%u —> %r:%u on %s

Found IP option

Header length was too small

Header length information was too small

REBX Yy 1Z)AMCEMTEELEAT
L=,

FruLaBORRICEELEZOT, —BH
WEvyyLaZHIBRLEL,

AT OBMIZKBLEL =,

FyIHLNELL BN O, Ty b %
WELELT,

Z{EL1-UDP /X7 v b DFEER—FFEEH O
THdd, "y b EHELELT,

UDP ANy & —D/\ry f RDRRBED /7y +
RZEBATW =6, "ry FEHELEL
Tz,

UDP /45y kRN 8 NA FRFETHD1=0.
Ty FEWELELT,

IP option 3> TW\5/87 v L TH B 1=,
Ny hEWELELT,

ANYE—RABERERICEL TLAEL
H. Ty FEBELFELT,

ANy —RIEBVDERERISEL TLAEL
=6, Ny b ERELELE,

IP header length information was bigger than IP packet length: %s %s %r —> %r on %s

lllegal fragment packet with DF—bit set: %s %s %r —> %r on %s

Fragment packet was not multiple of 8 bytes: %s %s %r —> %r on %s

Total of the fragment packet length was too big: %s %s %r —> %r on %s

Fragment packet was already completed: %s %s %r —> %r on %s

Failed to reassemble fragment packet: %s %s %r —> %r on %s

Failed to get header of %s: %s %r —> %r on %s

SYN and RST flag were set: %s %s %r:%u —> %r:%u on %s

PAYT—DAyZ—RIEHLS. PAvET—
DINTY FREBATWSRH, 7y E
WELEL,

IS AVMRIEE Y FARESATING D
STAV MRy R EBHLERO. Ry
FEBELEL,

8N FERGTHEBIATWEWNI ST A
by b EBRELEEZD. 7y FEHEE
LFEL,

IST AV A TR ENRTY FROAE
hY 65535 /N R ERBR Tz, N7y b ER
ZELFELE

FTTISETLEIIT AV RNy FE2E
Lfzf=&. "7y b EHELFEL

TS ARy FDOBERICRERL -1
O, Ny FEBELELT,

NRTY DAY T —FERBTELEDI ST
O, NTy FEBELFELT,

SYN 254 & RST 75 W&IZH#7A TCP

Ny b THDH, 7y b EBHELFEL
1=

T {185
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NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

ERR

022

023

024

025

026

027

028

029

030

031

032

033

034

035

036

037

038

039

040

041

042

001

T 8%

ACK or RST flag was not set: %s %s %r:%u —> %r:%u on %s ACK 7574 & RST 754 A#IZEMLN
Ty RTHDEH, Nry b EHBELEL
T=o

ACK flag was not set, and FIN, PUSH or URG flag was set: %s %s %r:%u —> %r:%u on %s
ACK 25T MEHNTHBITE ALY,
FIN, PUSH, URG DW\THhMD T 5T hER
TINTy b THD=H., N7y FEBRELE
L=,

Data offset value was less than 20 bytes: %s %s %r%u —> %r%u on%s T—A2Z Tty kDIEH 20 /84 FRFETH
b=, Ny b EBHELEL.

TCP TIMESTAMP option was overlapping: %s %s %r%u —> %r%u on %s TIMESTAMP AL a3 UMNEHL THRESH
TWaf®, N7y P EBWELELT,

llegal TCP TIMESTAMP option: %s %s %r:%u —> %r:%u on %s FRIEL TIMESTAMP 7> 3 v L=
H. Ny bEBRELEL,

lllegal TCP TIMESTAMP option (no RFC 1323): %s %s %r:%u —> %r:%u on %s
RFC 1323 Z#EHLL %L\ TIMESTAMP 72 3
VERHLIO. Ty b EBRELEL
f=o

Sequence number error: proto=%s in=%r:%u %s map=%r:%u %s out=%r:%u (flag=%u seq=%u ack=%u len=%u ackskew=%d
reason=%u) on %s

RERY—7T ABSERHL =20, N
TYREBRELEL,

Received invalid ICMP: %r —> %r type=%d code=%d (proto=%s in=%r:%u %s map=%r:%u %s dst=%r:%u seq=%u)
ZELICMP T —2MEL <ALz,
Nry b EBELEL

ICMP error message was too short (%s): %s %s %r%u —> %r%uon%s ICMP TS5—Avt—UMNETESRH, /N
TyrEBRELFELT,

ICMP error message packet with fragment bit set: %s %s %r —> %r type=%d code=%d on %s
ICMP T5— Ay t—UTHBHITEMDDS
P ISTAVPEY BN TH o1
O, RNy EBRELEL

Fragment offset length was less than IP packet length: %s %s %r —> %r 755 AV b ATy FDEAIP /4w k
R&UEMDSWH, Ty b EHELEL

f=o

Failed to parse FTP command: %s: %s %s %r%u —> %r:%u FTP O< > K OEFICKRBLIz1z8. 4Ty
FEBELFEL.

Failed to create dynamic cache: %s %s %r-%u —> %r:%u on %s BAFIv X vy aDBFIZKRL =1
H. Ny b EBELFEL,

Failed to create path—through cache: %s %s %r —> %r on %s FTIZNRRRIL—F vy afNFELTNS
f=. Ty P EWELELT,

Failed to allocate mapping port: %s %s %r:%u —> %r:%u on %s IYEVIR—bDEIY HTITKRBLEL

Packet length exceeded 65535 bytes by the ALG process ALG EB(Z K Y /4y F R 65535 /8 k&

Baffh, "ry b EHELEL,

Failed to allocate mapping IP address: %s %s %r:%u —> %r:%u on %s IVEVTP7ZRLADEY HTIZERKL

FL 1=,

Matched logging rule: %s: %s %r:%u —> %r:%u on %s OgHAL—ILE—BLELT,

BLOCKED (match NAT address): %s %s %r:%u —> %r:%u on %s FEEFTIP 7KL AMNIESEIP 7 KL XA NAT
EREOTFLRE—ETH=0. "7yt
EWHELFEL

BLOCKED (no match pass—through address): %s %s %r:%u —> %r:%u on %s
HAEINTNS/IRRRIL—TF FLRXTIEAEWD
f=. N7y b EBELELT,

Failed to set NAT because static ARP already exists: %r RBATFT 499 ARP DEREMNT TICHEELT
WBT=8. NAT DEREITERBMLEL =,

Memory allocation failed for %s AEY—DRERIZKBLELT,
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ERR 002 Failed to create cache (reached limit)
ERR 003 Failed to cache fragment packet

ERR 004 Failed to get tag

ERR 006 Internal Error: Invalid interface %s

7.4.12  ISAKMP (1SKMP)

BAE vy aMELTWSEH, Frv
CaEERTEEHATLE,

TSTAV RNy bDF vy alskBL
FL 1=

BTOWEFITKELEL.
MBLS5—TY, FELIAVE—T1—R

NIANEF—REDA22—T 1 —XTlE%H
W=, Nry FEHELEL .

MOD : |SKMP
045 M5 : VPN

IF—LAJb MSGNO MESSAGE

Bk

DEBUG 700 Access-list modified

DEBUG 701 Updating SPD (type %d, %s)
DEBUG 702 SP parameters missing

DEBUG 703 Processing ISAKMP message: %d
DEBUG 704 Received network layer information
DEBUG 705 IPsec module event: %d

DEBUG 706 %s SA installed: SPI %08x

DEBUG 707 Allocate inbound SPI

DEBUG 708 Ignore acquire: %s

DEBUG 709 State machine %d / %d / %d
DEBUG 710 %s mode, id info %s

DEBUG 711 SA lifetime modified %ld %s

DEBUG 712 IPsec SA already deleted

DEBUG 200 Send ISAKMP packet: %d bytes
DEBUG 201 Received ISAKMP packet: %d bytes
DEBUG 210 Setting ISAKMP payload %s
DEBUG 21 Found ISAKMP payload %s

DEBUG 216 ID value Type: %s / Value: %s
DEBUG 217 Proposal attribute %s: %s

DEBUG 218 Sent NOTIFY payload: %s

TORRYRANDNEES N2 IPsec 7 1
LE—~DFEERELET,

IPsec 74 IV A—INTG A= —%BHLFT,

IPsec 74 LA —%BETIDITBRELRNT
A=A —MNERBLTWET,

ISAKMP X t£—S /34y b DA ZE AL
F9,

FYRT=ILAV—DED 21— EAR
VB EN 2, REBEERTLET.

IPsec EVa—IAL AN FABHES NI
=%, REBERTLEY.

IPsec E2a—JLIZSAZBELET,

IPsec E2a—/)LIZRL T SPIDEIYETE
BERLET,

IPsec EZa—/IL5D SA EREEHLE
L=,

MEMER (REER) ERRLET,

ISAKMP /84y k DE—F LEAIERE R
LFET,

RESPONDER LIFETIME #@%01% 57T SA OF
MEEELEL

ISAKMP E¥ 2 — )L & Y IPsec SA DBEEZFH
HELTH, SA LT TITHIBRSA TLEL
b=

ISAKMP /37y h ##ELET,

ISAKMP /X7y F & REL T, BIET
WEF,

ISAKMP /X4y k2 Payload v b LEL
T=o

ISAKMP /X4 k RIZ Payload #H# R L EL
T=o

D DEERTLET,

SARAO—FIZEENZTAKR—YILOIE
ERELET,

BIEL- NOTIFY RAO—F DA A TLER
RLET,

T {185
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

219
225
229
231

232

714
715
716
mni

718

719

720
721

722
723
724
725

726

727
728
220
221
223

214

015
036

212
213

713

235

T 8%

Received NOTIFY payload: %s

Propose SPI: %08x

Searching %s policy for %s(%s)

Received Vendor ID payload: %s

Sent Vendor ID payload: %s

Reset DPD timeout counter %s/%d

Received DPD %s sequence number %d from %s. Expected %d

Last IPsec traffic from %s %d sec

Received heartbeat sequence number %d from %s. Expected %d

Resolve cancel for %s(%s)

DNS response received (id: %u)

NAT-T established: %s
%s NAT was detected

Negotiation request by always—up—sa ignored (%s)

Received UDP keepalive from %s

Sent UDP keepalive to %s

Tunnel update %s: %s

Remove SA %s/%s

Packet discard in IPsec %s

List length %s: %d

IPsec SA for policy %s acquired

IPsec Re—KEY for policy %s for %s

%s mode negotiation packet %s

Received DELETE payload DOI %s / SPI %s

Invalid access-list: %s

Unexpected DPD packet received from %s

Sent ISAKMP information to %s
Received ISAKMP information from %s

IPsec SA expired in ISAKMP module: %08x

Received ISAKMP heartbeat from %s

ZEL=NOTIFY RAO—FDE A T8ER
R~LET,

ISAKMP %23 T—3 3 v REBHMIRE
Lf-SPIE&RTLETS,

Responder BI{ERFIC. xAEBHMSZIEL -
N7y bZRETBRERY O —ERELE
£

Vendor D R/ O—FZZ{ELFEL T,
Vendor ID R4 A—F ##ELFL T,

DPD B A L7 Ao a—mN)tEybEh
FL 1=

DPD /X7y MIZRBBEIN TSI —~7 U RE
FERRLET,

DPD xt[aI4#28 & U IPsec /N4y FASEIZEL 1=
HORBHEMERTLET .

Heartbeat /X7 hIZRBBEN TSI —4
VABEERITLET,

BRTRRZEHRLELEL =,

RRA BBV ELEICHT IEEEZIEL
FL 1=

NAT-Traversal DfEFAMNEEShEL =,
NAT OFEFESEESNELT.

always—up-sa IZ& BRIV I—Y a3 VERE
EBRLEL,

UDP ¥—T 754 TN\ry b EZIELEL
1=

UDP £—TF 75471\ v b EEELEL
=

FoRLAVB—D T —RIZET RIEREER
HwLES,

SA TEHMN ) R WS HIFRENEL 1=,

IPsec EX a—I)L T/ vy F DIEENFEEL
FL 1,

HERERE L TRELTLWET—2 Y XD
ERBERTLES,

IPsec EV a—J)L&kY IPsec SADRITL T —
avhBERIhFELT.

IPsec SA MFMITEL =1z . Re-KEY EjfE
EITWET,

FAPI—2avn\ry FEEEICLELE
LT

DELETE R/ O—F%#2Z{ELEL 1=,

IPsec IZ{EATE % Access-list DEH %=
LTWEHA,

staER & Y EANEE S TV DPD
N7y RDEELEL,

ISAKMP Information /84w k ZX{EL EL 1=,
ISAKMP Information /34 k #Z{EL E L 1=,

ISAKMP 22— )L CTEHL TL'5 IPsec SA
NEMIELEL

ISAKMP heartbeat /37y b & Z{ELFEL 1=,
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INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

WARNING

236

243

244

247

248

202

203

239

204

205

206

207

208

209

215

224

227

228

230

233

234

035

038

237

238

226

245

222

039

Sent ISAKMP heartbeat to %s

IPsec SA for policy %s acquired (always—up—sa)

Unknown Cookie for %s mode from %s

FQDN peer %s policy %s address updated to %r (FQDN: %s)

FQDN peer %s policy %s address updated to %R(FQDN: %s)

FQDN address expire on %s policy %s

Received re—transmission ISAKMP packet from %s

Re-transmission ISAKMP packet to %s

Start to resolve peer host for %s (ID:%u)

Start Phase-1 (%s) negotiation as %s with %s
Start Phase-Il negotiation as %s with %s
Phase-I negotiation succeeded with %s
Phase-II negotiation succeeded with %s
ISAKMP SA created: %s

ISAKMP SA expired: %s

Received INITIAL CONTACT from %s
ISAKMP SA delete: %s

Delete %s SA for %s

Negotiation canceled for never initiate policy

Received RESPONDER LIFETIME from %s

DPD keepalive timed out with %s

Delete ISAKMP SA %s by DELETE information

Received malformed DPD packet from %s: %s

Received malformed heartbeat packet from %s: %s

Keepalive sequence number mismatch %d from %s. Expected %d

Negotiation canceled (Peer hostname is not resolved)

Delete IPsec SA %08x by DELETE information

%s interface status change: %s

Negotiation started since %s force SA enabled for %s

Unexpected heartbeat packet received from %s

ISAKMP heartbeat /37w F ZEELFEL 1=,

always—up—sa option MBI TH 5 1= IPsec
SADRILI—aUhBERSINFELT,

REND Cookie o1y hEZELT=
F=OWELFELT,

IPv4 FQDN B2 E SN TWWBET7DT7RFL X%
RL, MELFEL

IPv6 FQDN B2 E SN TWWBET7DTRFL X%
fRL, BMELFEL,

FQDN SE S iKY S —DRREAT K L
ANEMEEShEL,

AN BENTY FERELEL,

AN S DIEENGENOBEEEZITVEL
f=

SHEORR FBEVEHEERIBLEL

Phase-l # T I —L a3 VERBLES,
Phase-ll #3> T —L 3V &RKBLES,
Phase-l # 3L T— a3 UAETLE LT,
Phase-ll # 3L T—2 a3 UhAETLELT,
ISAKMP SA BN ENFEL =,

ISAKMP SA &K YHIBRShFEL =,
INITIAL CONTACT #2{EL FE L 1=,
ISAKMP SA ZHIBRLEL =,

BREEELLFA 5 —T 1 —RKEDE
EICHL | SADREIBRERTLELT =,

A= I—F—¢ELTEMETELUVEETH
516, *dJvT—YavEhIELEL,

RESPONDER LIFETIME Z2{EL & L =,

DPD 2k BF—T 7S5 AT THALT TN
HBELFEL

DELETE A > 74— A= 30 % 2115,
ISAKMP SA ZHIBRL £,

DPD 7R LaJLE L TEER /T L E2E
Lf=z1=bBELELT .

Heartbeat 7Ok a)L & L TEEL /7Y +
=ZELEOWMELEL,

Keepalive ¥ —4 U RBENFHLI-ELEL
b1z, Ny b EBELFELT,

HEABDKRR F BAFREN TGN O,
FIvI—vavEPiELFELE,

DELETE A > 74— A= 3 v ERIF=1=0.
IPsec SA ZHIBRL E£9 .

FURILAVB—D 2 —RADRENEELE
L=,

Force SA BNEESIN TSz, *T>IT—
YavERIBLELT,

ZEZFENSATLEVICEMDD LT
heartbeat /347y F B EEL F L 1=,

T {185
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ERR

ERR

240

241

WARNING 242

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

001

002
003

004

005
006
007
008
009

011

012
013
014
016

017

018
019
020
021
022
023
024
025

026

T 8%

Failed to resolve for %s (Code: %s ID: %d)

Unknown resolving request(ID: %d)

Resolve timeout for FQDN: %s (ID: %d)
Memory allocation failed for %s

No ISAKMP proposal: %s

No IPsec proposal: %s

No consistent DH group in aggressive mode

Parameter missing in ISAKMP policy %s (%s)

Parameter missing in ISAKMP proposal %s (%s)

Parameter missing in IPsec policy %s (%s)

Parameter missing in IPsec proposal %s (%s)

Internal data error: %s

Failed to start up: %s

Negotiation abandoned: %s

Unknown Cookie for quick mode from %s

Invalid ISAKMP packet: %s

Negotiation timeout: %s

Packet security error: %s

Padding length error %d / %d

Decrypt failed: %s

No ISAKMP policy for %s as %s

Not enough payload: %s

ID mismatched

Authentication fail

Proposal mismatched

Failed to send packet

Re-KEY failed: %s

HEEDHRR FBRVEOERICTS—HH
ELFEL

DNS DIEEIZKIET HENEHENR DM Y
FHATLI,

RFBRNFIA LTI LELT,
AE—DHERICEBLEL,

BE ST ISAKMP 7 OR—HILARDMY
FH A

BESNT IPsec TOR—FILNROMY F
A,

Aggressive E— K THEEAT S TAR—FILD
DH group [FTRTEL TARMTNIFNITEE
Ao

ISAKMP 7R 1) & —[ZIhBE17 /85 A—Z—HVER
EFILTLEEA,

ISAKMP 7 AR—HILIZHBEL /NS A—F—
NEESATOERA,

IPsec R O —ICER/INT A—F—DRE
SRTLWERA,

IPsec 7AR—HILICHELR /NG A—42—H
BEINTLEEA,

VILD T 7REBOT—HICFEIRELE
LT

EEckBLELE,

ISAKMP 23 L I —3 3 U E#ETE AR
BIZH D=, PIELFET,

REND Cookie #$ o1z Quick E—F /347 v b
ERIELEE-OWELEL,

RERINT A—F—%FFH > 12 ISAKMP /87y
FEZELEEOBELEL,

BERAZEAHOFRTLT—2av S
LELFEYS,

BEEIEENTNERE NS Y FABESIEEN
TWEHA, FlF. BSIEEShEHIRETHE
BUONTry FABESEERTOET,

RELEZATYEDONT oV TEMESTL

°

ES1E S t- ISAKMP /34 v k DES (KK
LFELE,.

PEER 7 K L XIZx 59 % ISAKMP R 1) & —
NEOHYERA,

SFEEEN S ZIEL F2/ 7w M ZRBRAO—
ROAEFENTOEE A,

D A—BLAEWN=HFRTLIT— 30 el
TEFEHA,

HEAERIETEL N DRI I -2y
TR TEEE A,

TOR—FUB—BL BN dRT L T—
LaVERETEE A,

Ny FEEICKRE LI, 2RI T—
YarvEhLELT,

Re-KEY DFAIAICKEL F L 1=,
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ERR 027 Failed to parse payload at %s

ERR 028 Invalid UDP packet: %s

ERR 029 Hash failed: %s

ERR 030 Received unexpected packet: %s

ERR 031 Internal error: IPsec module error %d

ERR 032 Internal error: Phasel state mismatch %s/%d
ERR 033 Internal error: Phase2 state mismatch %s/%d
ERR 034 DPD keepalive failed with %s

ERR 037 Heartbeat keepalive failed with %s

ERR 040 Keepalive sequence No overflowed for %s

7.4.13  IPsec (IPSEC)

ISAKMP /347y FRIZEENBRA4O—K®D
ISR LT T—> 3 L &hlly
LEY,

ZELUDP Ry kMR IETH>1=1=6.
E|BRLEL,

NTy kDY aEN—BLEh 21280
WELFEL .

FHLEWAT Y FERELE-ORELE
LT

IPsec EVa— L& YREBIS—H@EHMSH
FL1=

ISAKMP Phase-1 £ 3 & T—% 3 U HIHREE
BEOFENFRELE LT,

ISAKMP Phase-2 £ 3 & T—% 3 U HITHREE
BBROFEN/RELT LI,

DPD [Z& % Keepalive ICREILEL =, SA &
HELET.

Heartbeat [ & % Keepalive [CKBXL £ L 1=,
SAZHELET,.

HREHEI D Keepalive V—4 U ABEEZ
ELFEL

MOD : IPSEC
A5 OFE5E - VPN

I5—ULAJb MSGNO MESSAGE

fot

DEBUG 700 Processing for IPsec outbound packet
DEBUG 701 Packet queued: %s

DEBUG 702 Packet dequeued

DEBUG 703 Filter check %s/%s: %d/%r[%d]
DEBUG 704 Filter check %s/%s: %d/%R[%d]
DEBUG 705 SA search

DEBUG 706 Using soft expired SA: %08x
DEBUG 707 SA deletion suspended: %08x
INFO 202 Inbound SPI value allocated: %08x
INFO 205 SA delete requested %s/%08x
INFO 208 Found Non—-EPS marker from %s
INFO 209 Reserved SPI canceled: %08x
NOTICE 200 Create IPsec SA %s/%08x

Psec SR/ y b &L TEHMREBETINE

Ny bR Fa—ITREhELE,
NrybbFa—noBmYdHshELT,

IPv4 /34y kS IPsec 7 1 LB —EHIZ—HK
FTEINFRTLET,

IPv6 /34 kA IPsec 7 1 LA —&HIZ—F
FTENRARTLET,

Ny M IZERT % Outbound SA ZHEL F

o

Soft expire ZilMZ = SA AMERAINFEL =,

Expire &72 o1 IPsec SA BNMERAST TH B 1=
HIBRDMRB S hEL =,

ISAKMP 2T T —3 3 > D186 Inbound
SPI{EMRESNEL =,

ISAKMP E¥ 2 —)L & Y IPsec SA DHIBREE
REhFEL,

84 FAIZ Non-ESP ¥ —H—h'igH &h
F LT, ISAKMP /85w &L TREBLET,
FIoT—YavAHICHERLEZ SPIARTY
I—2avoBEIniciYFrotiLEh
FL 1=

IPsec SA AR L F L 1=,

T {185
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NOTICE 201 IPsec SA expired %s/%08x

NOTICE 203 IPsec SA deleted %s/%08x

NOTICE 204 SA deleted prior to soft expiration SPIL: %08x / %d sec
NOTICE 206 Cannot be fragmented

NOTICE 207 SA MTU updated SPI: %8x/MTU: %ld

WARNING 008 Packet queue for SA negotiation is full: %s

WARNING 009 SA timeout: %d packet (s)

ERR 001 Memory allocation failed for %s

ERR 002 Unknown SPI from %s / %08x

ERR 003 Replay attack detected

ERR 004 ICV invalid

ERR 005 Padding invalid: Field value %d / Real length %d
ERR 006 Failed in tunneling process

ERR 007 Failed to allocate encryption memory: %s
ERR 010 Internal error: Synchronization failed %s
ERR 011 Unusable SA: %s/%08x

ERR 012 Failed to acquire SA

ERR 013 Failed to install SA %s/%s

ERR 014 Crypto failed for hardware limitation
ERR 015 Internal error: PF_socket overflow

ERR 016 Invalid MTU value from %r: %s / %d

7.4.14  DHCP 254 7> I (DHCPC)

IPsec SA BNEMIZK YHEIBRSNET,
IPsec SA M EIBRENET,

Soft expire [ZET HHID SA HEIBREINFEL
T=o

Ty RIZDF EY RARESA TV =28,
IS AV MMETEERATLE,

IPsec SA 29 % MTU AE#FHEhFEL .

SAREMBELD/IT Y b Fa—"Hinifz
Oy b EBHELELT,

ISAKMP 2T T—3 3 U ITkBL =1z,
BEFLICHETWWyy FEBHELFEL
=

AE)—DRERICKBLELT=,

Z{E LT IPsec /X7y b D SPHENRID L
DTHof=f=H. WELFELT=,

Replay IWE L BT L 1=, /N7y FEHE
LFEL,

RTy FDREREF TV IICKBRLELT,
Ty P EWELELT,

ffmEshTWznT AV INEERL 1
H. Ty b EBELFEL,

FrRILNry FERICERBRLELT.

EEREBOLHD AT —HIHERTEELA
TLT=,

ISAKMP - IPsec € 1 —LEITTF— 42 DEH
ICEENRELEL .

IPsec MLIBMDEHP T SAMNFEATEA (-
fzt=. N7y b EHWELFELT,

IPsec £V 2 — /LMD ISAKMP £V 2 —JLA~
D SA BRIZKBLFELT=,

IPsec SA DIEFEICKBLFEL =,

N—FI7DHBICLYESEEL CFE
SENEBLELE,

ISAKMP - IPsec EY a2 —LREEIED /Ny
TJ7—hmHAInFEL,

RIEM MTU EAEM S NI, BHLE
LT

MOD : DHCPC
A5 MFEFE - DHCP

IF—LAJb MSGNO MESSAGE

Bk

DEBUG 400 %s: State transition to %s

DEBUG 401 %s: IP address was deleted with no lease info
DEBUG 402 DHCP client process started

DEBUG 403 DHCP client process stopped

T 8%

FLLREBIZBITLEL .

Y—REREHYERBATLEN PTRL
AIFHIBRERFEL 1=,

DHCP # 547> 7Ot RERBLEL =,
DHCP 4S54 7> 7O+t R%EEILLELT,
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

WARNING

404

405

406

407

408

409

410

411

412

413

109

118

300

301

302

303

304

305

306

307

308

309

310

311

312

313

314

315

001

002

101

Read the conf file again

%s: Received DHCP client startup request from NETM

%s: Received DHCP client release request from NETM

%s: State updated in NETM (NEW: %s/Prev: %s)

%s: Event %s invoked in NETM (State: %s)

%s: Retry for %s request occurred in NETM (State: %s)

%s: Send DHCP client startup request from NETM

%s: Send DHCP client release request from NETM

%s: Received address (%s) delete event from NETM

7}

%s: Received address (%s) add event from NETM

7}

%:

2]

%s: Received BOOTREPLY from %s

%s: Received DHCPACK from %s

2]

%s: Received DHCPOFFER from %s

2]

%s: Received DHCPNAK from %s

%s: Sent DHCPDISCOVER to %s

%s: Sent DHCPREQUEST to %s

7}

%s: Sent DHCPDECLINE to %s

%s: Sent DHCPRELEASE to %s

%:

2]

%s: Received DHCPNAK from %s with unknown id (%d)

%s: Received DHCPACK from %s with unknown id (%d)

@

%s: Bound to %s
%s: T1 timer expired
%s: T2 timer expired

%s: Assigned IP address (%s) is already in use

%s: IP address (%s) deleted due to releasing lease info

@

%s: IP address (%s) deleted
DHCP client started

DHCP client stopped

%s: Received DHCPACK with uncertain address (%s) from %s

required option '%s (%d)’ was not found in DHCPOFFER from %s

Received DHCPOFFER from %s with unknown id (%d)

BRI 7ANEBRARAHLET,

DHCP ¥ 547> FFIRERZ NETM A 5%
ITERY FE LT

DHCP ¥ 54 7Y MMENERZ NETM A 5%
ITERY EL T

NETM REID DHCP V547> b AT— A
BEFINFELT,

DHCP ¥ 5A 7V R TARY FOFEELFEL
=

DHCP VS A7V DY VIR MRS 58
AOARELFEL

DHCP ¥ 54 7> FFIRERZ NETM A 5 3%
ELFELT

DHCP ¥ 54 7> RINERZ NETM A 5 3%
ELFELT,

7 E L RBIRA N2 % NETM D5 Z(FERY
FLT=

7 RELREMAARY k% NETM M 552 ITERY
FL 1

DHCPOFFER /7y FRIZER L =4 T S 3
UNEENTUWELA TL Iz, DHCPOFFER
Ry MEHEShFELR,

BOOTREPLY /A%y h&ZZ{ELFE L=,
BOOTREPLY /37y h [EHE SN FEL 1=,

DHCPACK /X7y F & ZITRRY EL 1=,
DHCPOFFER /X%y b &R ITEY E L 1=,
DHCPNAK /347y k& ZITEY E L 1=,
DHCPDISCOVER /3w &% fEL E L 1=,
DHCPREQUEST /847w F#EELFE L=,
DHCPDECLINE /34y F &i#{ELE L 1=,
DHCPRELEASE /37w &% EL EL 1=,

THZID O/RTy b EZITRYELT,
DHCPOFFER /N4y h (FBEE SN FE L 1=,

THLEDD ONTy b EZITERY ELT,
DHCPNAK /X7y k [FBEEShFE L =,

THEDONTy b EZITERY ELT,
DHCPACK /34y kM FBEESNFE L 1=,

HLOWIPFRLRFEYSTELL,
T 24— EIRUINICIRY LI,
T2 B4 T —HEIBYINIZY F LT,

BYRSGNI-IP 7R LRETTIERSH
TWEY,

) —RIEHREHIBRL ==, IP 7 K L R(ZHl
frEhFEL

IP7RLRIFHIBREShEL T,
DHCP ¥ 547> h&EEBLFE L=,
DHCP ¥ 547> h%&FIELEL

SEEARBG/NT Yy FERITIRY ELT,
DHCPACK /37w h IFHEShEL =,

T {185
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WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

ERR

ERR

7.4.15

103

105

106

107

108

111

113

316

317

003

200

SNMP (SNMP)

%s: Received DHCPOFFER with uncertain address (%s) from %s

%s: Received DHCPNAK with uncertain address (%s) from %s

%

2)

: Received DHCPACK in wrong state (%s) from %s

%s: No expiry time on offered lease from %s

%s: Received DHCPNAK in wrong state (%s) from %s

7]

%s: Received DHCPOFFER of the same client IP address from %s

2)

%s: Received DHCPNAK from %s with no lease info

%s: Invalid IP address %r via DHCP protocol received (%s)

%s: Invalid IP address %r via DHCP protocol received (other error: %d)

Failed to start DHCP client

Memory allocation failure (%s, %d)

SEEARBG/N Ty b ERITRY ELT,
DHCPOFFER /37w h FEShEL =,

SEEARBRGE/ N7y FERITIRY E LT,
DHCPACK /37y h IFHEShEL =,

DHCP 9 5 4 7> b [£ DHCPACK # %2185
KREETIEH Y FHE A, DHCPACK /34 v k&
BEINFLT

) —RfERPICELWEIRAHY FE A, &
@ DHOPACK /347y kM IEFESh, KRR M E
HEBERLETS,

DHCP 4 5 4 7 > b | DHCPNAK # ZI+H %
REETIEH Y T A. DHCPNAK /X4 v kIE
WEINELT,
Y—N—0S/LISATURIPTFLR
%D DHCPOFFER #ZITH Y E L 1=,
DHCPOFFER /347y k [FBESNFEL 1=,

1) —RIEHRM ALz, D DHCPNAK /%
Ty bEBESNFELT,

FEYLRIPZPRLR%EDHCP 7ALOLT
ZIELELT=

REBULBERICEYTENERDND IP 7
KL A% DHCP 7R ko)L TRIELFELT,

DHCP 9547 b ZRIATEEFREATL =
AEYRERICKBLELE.

MOD : SNMP

nyNEE: 7S Uy—ay

IF7—LAJb MSGNO MESSAGE

=K

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

002

003

011

013

015

046

048

204

052

053

054

055

056

T 8%

Agent is being reconfigured

Agent restarted
Received SNMPv%d packet from %s (type: %s, %d bytes, transid: %d)
Sent SNMPv%d packet to %s (type: %s, %d bytes, transid: %d)

Ready to receive SNMP packets (local port: %s, sd: %d)

Community ¥“%s¥” - traptype %d: %s (%s)

Trapdelay timer %d secs: traptype %d (%s)

MIB registration succeeded: ¥"%s¥”

Registered alarm (id: %d, interval: %d.%03d, flag: %d)
Unregistered alarm (id: %d)

No alarm (id: %d) to unregister

Running alarm (id: %d)

Alarm (id: %d) completed

Scheduled alarm (id: %d) in %d.%03d

SNMP T—U =¥ F R EDEERARAHE1T
WEY,

SNMP T—S Y FAEEEI L EL 1=,
SNMP /847w b E#ZELFELT=,
SNMP /87w b EHEELFEL T,

SNMP T—2 2 AV SNMP /847y k25T
BERBEICH Y E L1,

SNMP T—2 v MR EDE EHEHR
LFELE.

SNMP k5 v THIEDHLHHMERELEL

Zo

MIB MEfFSNEL T,
TI—LEBHLEL,
TI—LZEHIBRLELL,

HIBRT 57 S—LMNEDOMYEREATLT
TI3—LEETLET.
TI3—LNEFTEhFELT,
FI3—LERTVa—ILLELT,
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DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

057

058

059

060

212

213

302

303

305

306

307

308

309

310

311

312

313

314

315

316

317

319

320

321

432

901

042

047

No alarm to schedule

Updated alarm (id: %d, interval: %d.%03d, flag: %d)

No alarm (id: %d) to update

AT a—NLT BT I—LHBROIMYEEA
TL1=

TI—LEBEHLEL,
BHI ST S—LNRONYELATLL,

lllegal interval (%d.%03d) specified for a repeated alarm (id: %d, flag: %d)#E YR L EITT D7 T —LICHL T, AER

Registered view ¥"%s¥” (OID: %s, type: %s)

Set view access for community ¥ %s¥” (Read: ¥"%s¥”, Write ¥"%s¥")

Ready to receive smux connection; [%r]:%d (sd: %d)

Received a trap (type: %d, spec: %d) from peer

Accepted a smux peer [%r]:%d (fd %d)

AV EZ—NIDBEESNEL,
view N EERSINFEL =,

T ATRERL: view AT I 1= F 4 —~RE
ShFELT,

SNMP T—2 Y b AY, smux ERERE ZE
AR REEIC R Y E L 1=,

SNMP T—2 = & kA smux peer ' 5 Trap
Avt—UERELELT,

SNMP T— x> b A smux peer & D%
ZIFANFELT,

Denied a smux peer %r:%d (fd %d), max number (%d) of peers already connected

smux peer DERKIERHE B R =728, smux
EREREEELEL,

Refused a smux peer: auth failure (oid: %s, password: ¥ %s¥”, descr: ¥ %s¥”)

Failed to build smux message
Sent smux msg (type: %s, fd: %d, reqOID: %s)

Failed to parse variable bindings in smux

Bad variable type (%d) in variable bindings in smux

Disconnected a smux peer (fd: %d)

Starting smux authentication process (oid: %s)
Smux authentication succeeded

Smux connection request receive error (fd: %d)

Smux OpenPDU parse error (fd: %d)

Not received smux OpenPDU (fd: %d)

Received smux OpenPDU from peer (fd: %d)

Received smux RReqPDU on fd %d (oid: %s, prio: %d, ope: %d)
Sent smux ClosePDU on fd %d (reason: %d)

Sent smux RRspPDU on fd %d (prio: %d)

Received smux msg (type: %s, fd: %d)

Smux receive error on fd %d: error %d (%s)

Ready to get SNMP statistics information

ASNT1 parse error (%s)

Will not send the trap (type %d: %s) to %s for community ¥”%s¥”

Established Trap—v%d session to [%s], community ¥ %s¥”

FREEICKREL =128, smux EIRERZIES
LFELT,

smux Ay E—UEBETEFEHFATL,
smux A t—U% peer ITEELFELT=,

smux * v t— O variable bindings DERA
mYIcKkBLEL,

smux * v t— M variable bindings DH(Z.
THEYGEDOEIEENTVET,

SNMP T—< x> b AS, smux peer & DI
zYELEL =,

smux ERORIEEMABLET,
smux FERTDERIEMNBYIL F L 1=,

smux EHFER AV E—VUEERICRIETE
FHATLI,

smux OpenPDU D&EA#HR Y ICKEL F LT=,

SNMP T—2 x> kI, OpenPDU TIE7ELY
smux Ay t—CFZELELT,

smux OpenPDU Z2fEL E L =,

smux RReqPDU #2{EL FE L 1=,

smux Close PDU Z#{ELFE L 1=,

smux Register Response PDU {5 L E L 1=,
smux Ay tE—UFERELELR,

smux Ay E—CFEEICRIETEERAT
LT

SNMP 4 v — ¥ O#fi st ERHA IS ATREIZ 4R
YELI.

ASN1 Ay t—CDHEARY IZKRERLELT,

A—H—FKEITEY.
hFEEA,

L5y TILEE

SNMP k5w TR EHXRR A EFINFEL
1=

T {185

207



208

CentrecCOM AR260S V2 ) 77 LY AR =27 )L

NOTICE
NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING
WARNING

WARNING

WARNING

WARNING

ERR

ERR

ERR

ERR

ERR

ERR

7.4.16

001

005

041

043

014

031

032

033

035

036

050

201

202

203

211

414

424

433

004

016

017

018

049

101

Agent started
Agent stopped

Detected a trap event: type %d (%s)

Sent v%d trap (type: %d, spec: %d) to %s for community ¥”%s¥”

Received unknown type of message: %02X (transid: %d)

Failed to build SNMPv%d PDU

Cannot find element %s to build SNMPv%d PDU

Failed to add element %s on building SNMP PDU

Failed to build SNMP Trap PDU

Cannot find variable bindings to build SNMPv2 Trap PDU

Improper data was retrieved from the system

Received unsupported request mode (%d) from %d

Received unrecognized request mode (%d) from %d

Received invalid PDU msg type (%d)

MIB registration failed: ¥ %s¥”
Cannot find access control information

UDP/IPv4 packet receive error on fd %d: error %d (%s)

UDP/IPv6 packet receive error on fd %d: error %d (%s)

SNMP packet parse error (%d) from %s
Detected invalid number of messages: %d

Failed to start agent: Improper protocol/port (%s) specified

Failed to start agent: Not supported protocol/port (%s) specified

SNMP T—2 Y hAEEILEL .
SNMP T— Y RO TLEL R,

SNMP b Ty TOREARY FAFELEL
1=

SNMP kS v IhEEShELT,
RHEIDBZATDSNMP /7y b EZIELEL

Zo

SNMP PDU # £ TEFHATL L,

SNMP PDU 2 E¥ 516D T—2NFTEL
TWEY,

SNMP PDU Z# &3 2RI, T—4%EMNT
EFHATLT,

SNMP Trap PDU ZHETEFEHATL =,

SNMPv2 Trap PDU Z#& 3 5 1= D variable
bindings NE2HMY FH A,

VATLNLEBELI-T—REEITIEH Y
FHA.

HiR— kSR TLEWE—RK D SNMP ER %
ZIELEL=

RHDE—F D SNMP ERERZELEL =,

REBZAYE—CBA4TDSNMP /Ry b %
ZELELL,

MIB D& FRITKEL F L 1=,
T ERGIRICETHERENHY £ A

UDP/IPv4 /X4y E NERICZIETEE A
TL =

UDP/IPv6 /34y F WNIEEICZIETEE A
TL 1=

SNMP /37y k DAY ITRBL FE LT,
BREILIEAYE—CHMNFRETT,
EEESNEZETORaL - R—FHAFET
H51-8. SNMP Agent NEEITEEHAT
L=,

EESNEZETOR L - R—FA%kY

R—rTHA=H. SNMP T—C x> b A
BTEFEFATL .

Failed to start agent: Failed to register the specified protocol/port (%s)

Failed to access the system resource

Agent is exiting...

DNS YJ L— (PDNS)

EEShEZETO L - R—FAH,
SNMP /87y h ZIERICERTEL,N o 1212
H. SNMP T— Y PR TEELAT
L=,

VRATLERIZTVERTEE A,
SNMP T—U U CABRERTLET,

MOD : PDNS

NYDEE: 7IV5—vay

T 8%
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I5—L~AJL MSGNO

MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

007

008

009

010

027

023

039

040

004

005

006

030

031

036

025

037

001

002

012

014

015

016

017

Sent query to %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)

Proxy DNS ASfiLVEhE A v 2—JFHFEL
FL 1=

Sent response to %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)

Proxy DNS MIGZ&E A v —U ##ELFE L=,

Received query from %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)

Proxy DNS ASFILNVEDHE Ay —U % 2EL
FL 1=

Received response from %s, Query (%d), Answer (%d), Authority (%d), Additional (%d), Queries (%s, type %s, class %s)

Proxy DNS MIG&E A v —U % 2ELFEL =,

Received response error message from %s (reply code=%d, opcode=%d)

Duplicate id (%d) packet from %s

Ask interface: %s

Activate interface: %s

Cache cleared
Static DNS server (%s) added
Dynamic DNS server (%s) added

No authority record found in response from %s

Maximum referrals exceeded in resolving %s(%s) (DNS client %s)

Invalid operation while processing response

Received response from %s with unknown id (%d)

Recursive queries for CNAME %s exceeded (DNS client %s)

Proxy DNS started

Proxy DNS stopped

Dad TSIG (%s, %d)

Bad operation code (%d) from %s

Wrong query header counts (%s)

Failed to extract domain name from query (%s)

Query message length was short (%s)

Name server count was wrong (%s)

IS—REAVvE—VERFBMYFELE, 7l
DR—LY—N—[CBEMVEDLEET,

CoNTy b EBWEDERD/NNT Y DD
NEELTWET, CONRT Y MIRELE
L=,

DNS VTV —%#EHTH( 0 8—T1—R%E
KRLET,

AFRROI=H, 128 —T7 1 —REEKL
ES

FryaT—4%9YTLELT
B4 DNS —/—FEBML FL 1=,
) DNS —N—FEBML EL f=,

CORBEAYE—CDERBLI—FEXRT
EFHATLz, Y—N—I5—%FELF
ED

ZEIERTICERSEOLEEHERBAEL
fzo V347 IZRHLTH—N—T5—
Ay—TUFEFEELFELT,

S Ay £— D MBHRICREGIRENFEEL
FlLfe Y—N—IF—%XELFT,

THEGD ON7y b EZITRYELE, I©
BNy MEBEESAELT=,

CNAME OERFRSENEREHEBZEL =,
ISATURIZRHLTH—N—IT5— 2y
T—UEEELEL,

Proxy DNS A28 L E L 1=,
Proxy DNS W& T L& L 1=,

TSIGAELLSHYFRA, 2O/ kE
WEINFELT,

FRL—23ra—FHRELLHYEEA,
IS—ERINTy FEXELFEL,

JI)—~AYE—HNOERHINPELLHYF
Bh, TT—RT/INTry hEFEEFELFEL
f=

FWEHE AV E—UHhE R AV EDORE
IZRBLFELz. T5—%2R9 /Ty FEiE
ELEL=

YI)—AvE—URIETEFET, T5—
=RINTy b EEELEL,

ANYF—=DR—LY—N—HHAELLHYFE

Bh, TT—FRT/INVTy FEEELEL
Tz

T {185
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WARNING 018 Bad query name (%s) from %s

WARNING 019 Query denied (%s)

WARNING 020 Max cname number exceeded while processing request from %s
WARNING 021 Failed to make query message while processing query from %s
WARNING 022 No address for root server while processing request packet from %s
WARNING 026 Message format error in received response from %s (%s)

WARNING 028 Received response from unexpected server (%s)

WARNING 029 Received from lame server (%s)

WARNING 032 Authority name server's address not found (%s)

WARNING 033 Message length was too short (%s)

WARNING 034 Message from unaccepted server (%s)

WARNING 035 Packet with zero source port received from %s
WARNING 038 Failed to make query message while processing response from %s
ERR 011 Memory allocation failure (%s, %d)

7.4.17  DHCP H-—/x— (DHCPS)

BOELEENEEFAEL S HY FHA,
IS—&TRINTYREEELEL,

MWEbEFEEINELz, T5—%FT
Ny REELELT,

ZORWADHEILCNAME RREERBAEL
fro H—N—IS—%FELFT,

FWEHhEREBRIZI) T —DERICKEKL
FlLfe Y—N—IF—%XELFT,

L—hrHY—N"—DF7 L ANHY EFHATL
foo Y—N—IS—%ZEELET,

BEAYE—VOBANRL>TOET, B0
F—LY—N—ITBERVEHLELET,

BLahbEEE> Y —/"—TRY—/N—
MEIEENRTY FEZTRYELZ, ZOK
BNy MFHELEL .

F+RGH—N—DoIEEEZTRY EL
foo AGER—LY—N—IZBERLEHEL
E3 20

EER—LY—NR—DOTF7 FLRBROMY F
BATLIz, CONTy FFBEELEL,

AvE—CRAETEFET, ORIV E
WELFEL .
ZEZHAIATOENT—N—hd Ay
E—CFEZITMY ELIz, ZO/T Y b IEEE
FELFELS

Y—RAR—r B 0Dy TS, 20/
Ty bIEBELEL T,

ISELERIZI T ) —DERICEKRLEL
foo $—N—IS—%FELFELI

AEYRERICKBLEL.

MOD : DHCPS
04 D#E4E - DHCP

IF—LAJb MSGNO MESSAGE

=K

DEBUG 401 Started DHCP Server Process

DEBUG 402 Stopped DHCP Server Process

DEBUG 403 Restarted DHCP Server Process

INFO 101 Received %s message from %s (pool %s)

INFO 102 Sent %s message to %s (pool %s)

INFO 112 Temporally assign %s(%s)

INFO 316 Abandoned lease %s was marked as usable

INFO 104 Received message from invalid network client %s (pool %s)
INFO 301 Lease %s expired

INFO 305 Requested lease %s was unavailable

T 8%

DHCP H—N—T ot %#@EL FL 1=,
DHCP 4—N\—T At R %&ELELELT=,
DHCP #—N\—T Ot R EBREHLEL T,
Ayt—UEBRELFELE,
Ayt—UEEELELT,
P7RLADREIYHTETVEL,

WEINf-Y—XNBE. FIATREICAEYE
L=,

EHLERY FT—ODD Ay E—T &2
FL 1=

L

i

D—ZRERAERTLEL

YOITRMENFY —RIIERAATRETIIH Y
FHATL
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INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

306

307

308

310

311

312

315

317

313

203

001

002

107

113

103

105

106

108

109

110

111

202

201

302

303

304

314

404

901

902

Requested lease %s was unknown

Lease time for %s was updated

Renewal time for %s was updated

Rebinding time for %s was updated

Requested lease %s was fixed for other (pool %s)

Requested lease %s was unavailable (pool %s)

Requested lease %s was out of range (pool %s)

Static lease assigned for client %s

Lease %s was out of range
Leases %s was abandoned

Reclaiming abandoned lease %s

DHCP Server started

DHCP Server stopped

Ignored received %s message from %s (pool %s)
IP address assign %s(%s)

Received DHCP message with unknown type from %s (pool %s)

Received message from disallowed client %s (pool %s)

Received invalid message from %s (pool %s)

Received message with different Server ID from %s (pool %s)

Received unknown Server ID from %s (pool %s)

Declined lease %s was abandoned (pool %s)

Declined lease %s was not found (pool %s)

Used all free leases in pool %s

No free lease in pool %s

Client %s had duplicated leases

Client %s had dynamic and static leases

Leases %s conflicted

Detected duplicate address %s assigned %s
DHCP Server Process running already
Encountered Fatal Internal Error (%s:%4d)

Encountered Internal Error (%s:%4d)

YOIRFENFEZY—RBERIDELEDOTL

Zo

P7RLRY—REALDBEHFENEL,

Y—RERERZALT Y FBELEHFIN
FL 1=

;—?Eﬁ%*@(AT#FﬁEﬁEﬁéh
Lt

YOI EhzY) —RFEEMITHD Y S
ATV CEIYETORTVET,

JOIRbENY —RISERATETIESH Y
FHATL

YOITRLEhfz) —XIEEY L THEHESN T
LT

IIAT Y MIEH) —ANEESNEL
Tz

J—REENY S THEENTL =,
—REWELFELT,

BYLTERHLTLWA7RLRZRYST
ARERTFLRELTHBELET,

DHCP #—/—%EEL L 1=,
DHCP #—/\—%{ZE1L L F L 1=,
ZEAVE—CEEHRLEL,
P7RLADEIY HTETVELT

A= 8 A THRBEL DHCP /7y ~ %
ZELELT,

FASNTWRWISATU ML Ayt—
DEZELELE,

BAGAvE—CERELFEL

Y—N—DHIHELGEDIAvtE—UFRELE
L=,

KDY —NR—D DAYy E—CFZELE
L7,

YL TEETSN)—REWELEL

Zo

BYLBTEEESIAY —REHFEELEEA
Tl

BY B TARER ) —RETRTHEALEL
f=o

BY BTHRER ) —ADFELFEFRATL
Tz

IIA4T7Y ML TEED) —ADFEL
FL 1=

I54AT7 MR LEMY —REFMNY —R
NEELEL,

Y—2hEmELELT,
ERETFLRERRLEL,

DHCP #—N—7 Ot AMNT TIEEPTT,
BRSBTS —ARELELT,
NELS—MFELELT

T {185
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7.4.18  HTTP Y—/X— (HTTPS)

MOD : HTTPS
nyOEE: 75— ay

IF—LAJb MSGNO MESSAGE

B

DEBUG 003 Access permitted by acl %s
INFO 004 Access denied by acl %s
NOTICE 001 HTTP server started
NOTICE 002 HTTP server stopped

ERR 005 Failed to read acl

7.4.19  SNTP (NTP)

TOERYRAMZEY, JE—FRALDT
DEREHALEL,

TOERAYAMZEY, VE—FRALDT
JEREEELEL,

HTTP H—/—hEE L F L =,
HTTP H—/A— T LEL =,
TR R DFEHFRAFHITKRBELEL T,

MOD : NTP
OyNEE: 7T Uy—vay

IF—LAJb MSGNO MESSAGE

=K

DEBUG 001 Faild to open file (%s)

DEBUG 002 Failed to start ntp client

DEBUG 003 Failed to fork ntp client

DEBUG 004 Failed to create pid file

DEBUG 005 No server can be used, exiting
DEBUG 006 No valid response from servers
DEBUG 007 Failed to resolve host %s

DEBUG 008 getaddrinfo() failed

DEBUG 009 socket() failed

DEBUG 010 setsockopt() SO_REUSEADDR failed
DEBUG 011 bind() failed

DEBUG 012 Can't find family compatible socket to send ntp packet
DEBUG 013 Failed to send a packet to server (%s)
DEBUG 014 Failed to adjust the time of day
NOTICE 100 NTP client started

NOTICE 101 NTP client stopped

INFO 102 Time acquired from NTP server (%s)

T 8%

NTP S A7 77 ALDA—TUIZRE
LELE. FLEABEHIFRETT,

NTP 75472k DEEIZKRBLEL,

NTPUSAT7Y bDT—EVREBIZRKLE
LT

NTPO9SA7obDTAEZAD 774D
ERICRBLEL,

EESNENTPH—N—%2FHATEEEAT
LT

BE SN NTP Y—N—D S BULEELH
YFE#ATLL,

RRA M BDOBRERICKBLEL =,
getaddrinfo AR L F L 1=,

socket BERBL FEL 1=,

setsockopt AVKEL & L 1=,

bind MEELFEL. HBULIE. NTPKR—F
N TITFERPTT,

NTP /3y 2% 5 -ODEREDH LT K
Zx77su—éﬁowécaﬁf%$ﬁ
NTP /347w k DFEEITKBLEL =,
BZIOREICKELEL .

NTP V547> bhEBLELT,

NTP 9547 T LELT

NTP H—/\—h o ERIGL =B Z&RELEL
=
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7.4.20 a3—4— (LOGIN)

MOD : LOGIN
nyOEE: 75— ay

IF—LAJb MSGNO MESSAGE

B

NOTICE 001 Login succeeded (%s from %s)

NOTICE 002 Login failed (%s from %s)

NOTICE 003 Login failed (Unknown user: %s from %s)
NOTICE 004 Logout (%s)

.41 S RF L (SYSTM)

A—H—oasAVIZERMLELE,
A—H—pas A UIckBKLELE,

ERIhTOEWI—F A0S M UIZkK
LELE.

A—H-—NaJF7IrLELE,

MOD : SYSTM
Oy DEH: YRXTL

IF—LAJb MSGNO MESSAGE

B

NOTICE 001 System started

NOTICE 002 Clock was set manually

NOTICE 003 Timezone was set

NOTICE 004 Timezone was set back to default

7.4.22 WRL 74 JL%— (UFLT)

DRATLNEBLELR,
KEOHIAFETHREShE L,
EBEDIA LS —UhEREEhFELT,

HEBEOIALT—UNTIAILMCRESNE
LT

MOD : UFLT
OJDEFE: 7747 0+—)L

IF—LAJb MSGNO MESSAGE

=K

DEBUG 020 BLOCKED: matched with %s %s %r —> %r on %s
DEBUG 021 PASSED: matched with %s %s %r —> %r on %s
DEBUG 022 BLOCKED: %r => %r on %s (implicit deny rule)
NOTICE 001 URL Filter enabled

NOTICE 002 URL Filter disabled

NOTICE 010 BLOCKED: matched with %s %s %r —> %r on %s
NOTICE 011 PASSED: matched with %s %s %r —> %r on %s

AT URL 7 AL B —IL—ILE—HLT=1=
O, Ty FEBELFELT,

BFRTURL 7 4 LA—L—)LE—BL =1z,
NryhZBBESEFELT,

—HTBHURL 7 4 LE—IL—ILHBFEEL KL
=, N7y b EHWELFELT,

URL 7 1 LA—DERICShELT,
URL 7 4 LA —DEMICSNELT=,

TEHAURL 7 4 LE—IL—)LE—BL 1= 1=
O Ty b EBELEL

HFATURL 7 A LA —IL—ILE—BL ==,
Ny hEBBSEELT,
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1.4.23

DoS &t (1DS)

MOD :

IDS

OJDBEE: 2747 0+—)L

IZ—LAJ MSGNO

MESSAGE

B

Clear attack event: %s

Failed to add event tree (%s) : %s %r —> %r (%s, %s)

Add event entry (%s) : %s %r —> %r (%s, %s, count=%u)
Remove event entry (%s) : %s %r —> %r (%s, %s, count=%u)
Add timeout entry (%s): %s %r —> %r (%s, %s, count=%u)
Remove timeout entry (%s): %s %r —> %r (%s, %s, count=%u)

Exceed threshold (%s): %s %r —> %r (%s, %s, count=%u, interval=%u)

Exceed max event counter (%s): %s %r —> %r (%s, %s, count=%u)

Detect attack: %s %r —> %r (%s, %s)

BLOCKED: Detect attack: %s %r —> %r (%s, %s)

IDS enabled

IDS disabled

IDS type enabled: %s

IDS type disabled: %s

Attack start: %s %r => %r (%s, %s)
Attack finish: %s %r —> %r (%s, %s)
Memory allocation failed for %s

Removed unknown type timeout

EErRILLS 22— —X (TUN)

TRy VERNAEESNEL
TRYIARY FOEMIZEKKRLEL .
FTRAYIARUFEBMLEL,
FTEYIAN MEHIBRLEL,
BALTIARY FEEMLELT,
BALTIMARY FEHIBRLELT,

FEAYIANY FREMBHIRBEZEIEL
Tz

FTEAITARNY MEDBRRAAY P RERBR
FL 1=,

THYIEBRHLELE,

FAVIERBLEZEZONRT Y FEHRELE
L=,

DS BRI Y FEL 1=,

IDS AAEHIZEY FL 1=,

T2v IR IDS NEHICHYFELT,
T2y YR IDS BMEMITHEY EL T,

TRy INEIBLEL,
TRAYINETLELT,

AT —DRERICKBLEL,
KHMDZALTI ARV FHEIBRShEL

Zo

DEBUG 700
DEBUG 701
DEBUG 702
DEBUG 703
DEBUG 704
DEBUG 705
DEBUG 706
DEBUG 707
INFO 016
INFO 017
NOTICE 010
NOTICE 011
NOTICE 012
NOTICE 013
NOTICE 014
NOTICE 015
ERR 001
ERR 002

1.4.24

MOD : TUN
05 D85 : VPN

IZ—L~AJ MSGNO

MESSAGE

B

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

701
704
705

001
002

003

T 8%

%s : Tunneling address information erased
%s : Tunneling address information setup finished
%s : Start setup tunnel information (%s)

%s : Tunnel interface created

%s : Tunnel interface deleted

%s : Configured for %s tunnel

b RILOBEENEEShELT,
PR VEROBEICHILEL .
b RIVEBOERZERELEL 1=,

FoRILAB—D T —RADERShEL
f=
FoRILAB—D 2 —ADEIBRIhEL
f=

FoRLAVB—TI—ADE—FHARES
nEL
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INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

004

005

006

007

010

011

023

030

031

032

033

034

013

017

019

028

029

008

009

012

014

015

018

021

022

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s :

%s

%s :

: Tunneling %s %s address configured %s

Tunneling %s %s address cleared

Operational status up

Operational status down

Tunneling %s hostname configured %s

Tunneling %s hostname cleared

Packet discarded (%s)

DFbit configured for %s

DFbit configuration cleared for %s

Tunnel mode configuration cleard

Interface MTU updated %d

Interface MSS updated %d

Packet discarded (%s)

Receive queue overflowed

Tunneling source %s address was not found on own interfaces

Tunnel packet discarded (address missmatch) src:%s dst:%s

Tunnel packet from %s wrong (%s)

Tunnel packet discarded (%s address missmatch) %s

DFbit configuration of the interface strange (%s)

Installing %s address failed (%s)

Uninstalling %s %s address failed (%s)

Tunnel packet nested %d times exceeding nest limit

Packet discarded (%s)

Setting tunnel address failed (%s)

%s %s

: Memory allocation failed (%s)

Attach to %s protocol stack failed (%s)

FoRYUTIZAVST R L ANERESNE
L7,

FoRYUTITAVWST EL RDOBREMNEE
ShEYT,

FoRILAVE—T 2 —ADBEMITHYEL

Zo

FoRILA DV B—D T —ADEHNIZHEY FL
f=o

FoRYOTIZAVSHRR N EDNRESNE
LT

FoRYUTIZAVSHRRA M ENEESNE

o

IPsec K1) S—MREDOMD Mo =18/
Ty R BEINFEL T,

kRS2 B—T 2 —R® DFbit IZEAT 3
E{ENERESNEL -,

FoRILAL2B—D T —AD DFbit IZEAT S
BENIUTEShELE,

FORLAVE—T2—RADE—FNI)T
EnFEL.

FYRILAVBE—D 2 —RAD MTU BNEHF S
hELT

FYRILAYB—TT—RAD MSS KNEH S
hELT

Interface ANE(S ATREAAKRE TIE AR LMD (T/X
Ty DB ESAFELT,

2E¥a—HMA—n"—TJ0—-LFELT,
FoRILAVE—T—RIZEEESATLS
BE7RLRAEF DAV 4—T—ZAMNRED
M EEATLT,

ZEFRIDITRTYEDTRLRAN LY
FILE—BLEBEW=OICHELEL:,

RErRIDT Ry ICEELNSY F

o

ZEFRIDTRTYEDTRLRAN LY
FILE—BLEBEW=OICHELEL:,

DFbit (LB AR EICEEMNROMY F LT,

FURIILT R L REROFEICKBLEL
T=o

FURIILT R L REROBEEICKBLEL

Zo

kU RILIT Y E DA T EIELFIRIEZE B
ZFLT,

FSAN—ZTS—NFEELIzFODNT Y b
PHEIhELL,

PR T TRELADREICEKRLEL
T=o

FURILAL2E—TT—RADT KL AKFE
<7,

AEYORBICERBLELT,

TORALREYIADT RV FICKBLE
L=,

T {185
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FoRNAB—T T —ADERIZKEKLE

FURLAUB—D T —ADHIRICKELE

FORLAVB—T I —RADEHIZELKRLE

ERR 025 %s : Tunnel interface creation failed (%s)

L7,
ERR 026 %s : Tunnel interface delete failed (%s)

L=,
ERR 027 %s : Tunnel information update failed (%s)

L=,

7.4.25 JUw¥ (IRB)
MOD : IRB

AJDEH: TYvP

IF—LAJb MSGNO MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO
INFO
INFO
INFO

INFO

INFO

INFO
INFO
INFO
NOTICE
NOTICE
NOTICE

NOTICE

WARNING

ERR

1.4.26

104

105

109

201

302

003

004

005

006

007

008

101

102

301

001

002

107

108

106

103

bridge—group %d : dynamic FDB entry learned(%s w/ %s)

bridge—group %d : dynamic FDB entry deleted(%s w/ %s)

bridge—group %d : %d of dynamic FDB entries ageout

MAG filter rule hits : %s

bridge—group %d : %d of bridge cache(s) ageout

%s : BVl interface created
%s : BVI interface deleted
bridge—group %d created
bridge—group %d deleted

%s : join in bridge—group %d

%s : break away from bridge—group %d

%s on bridge—group %d static FDB entry added
%s on bridge—group %d, static FDB entry deleted
bridge—group %d : filter cache entries cleared(%s)
Integrated Routing Bridge was enabled
Integrated Routing Bridge was disabled
bridge—group %d : all FDB entries cleard

bridge—group %d : all dynamic FDB entries flushed

bridge—group %d : FDB entries size limited

Internal error : FDB entry add failed(%s on bridge—group %d)

UPnP (UPNPD)

Dynamic FDB T b ) —Z 4K L FE L=,

BHEIMICHEEL-FDBIY b —FHIBRLE
L=,

Dynamic FDB TV b Y—ME A LF7I ML FE
L=,

Frame & MAC filter rule M—EL E L =,

TNylxryianE4LF7oRLEL
1=

BVIf U A—DJxz—REMERLELT,
BVIf 22—z —R%#HIBRLFEL 1=,
TV NL—TE#ERLELT=,
TNy HhL—T#HIBRLELT,

TV STN—TAL o B—T z—R%EEBM
LFEL.

TNVySHTIL—ThbA28—T7 1 —R%EH|
BRLFEL.

Static FDB TV k1) —%E&EL FEL 1=,
Static FDB T2 b Y —ZHIBRL E L 1=,
TUwSHryak s YTLEL,
IRBED a—LHEHITHYELT

IRB €Y a—/ILAEMICHY ELT,
FTRTHOFDBI Y —ZHIBRLEL T,

BHEMICEEL-FDBIY b —%FRTHI
BRLFEL

FDB IV b ) —#A ERICELFEL =,

Static FDB T b 1) —%#EBMTEFELFATL
f=o

MOD : UPNPD

OJDEE: 7747 94+—)L
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I5—L~AJL MSGNO

MESSAGE

Bk

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

700

702

703

705

706

707

708

709

710

71

712

73

714

100

101

104

105

106

107

110

117

122

123

124

125

127

129

130

131

132

133

134

136

%d active incoming HTTP connections

UPnP permission rule %d matched : port mapping %s

No permission rule matched : accept by default (n_perms=%d)

Set nextnatpmptoclean_timestamp to %u
Failed to send packet (%s)

HTTP listening on port %d

Received signal %d, good—bye

Failed to broadcast good—bye notifications
Listening for NAT-PMP traffic on port %u
HTTP connection from %r:%d

HTTP REQUEST : %s %s (%s)
SOAPAction: %s

System uptime is %d seconds

SSDP M-SEARCH from %r:%d

Invalid SSDP M-SEARCH from %r:%d

AddPortMapping: external port %hu to %s:%hu protocol %s for: %s

FOTATHEHTTPAR IS I UNBERELT
WET,

FA SNz R— b YES T IL—ILTY,

A TOWELWR—FIYES Y IL—ILT

o

REDZA LT EEERELEL=,
Ny b OBEEBITEBLELR,

HTTP Db RITZBR L EL 1=,
DUFIVEZELEED. BTLET,
SSDP good-bye MXfEITKEL EL 1=,
NAT-PMP D5 21+ &L FEL =,
HTTP [CHEft s E L 1=,

HTTP Request ZZ{EL F L 1=,

SOAP 7V avERIELELL.
System uptime ZHRIGL £ L 1=,

SSDP M-SEARCH #2{EL £ L 1=,
FIE# SSDP M-SEARCH #Z{ELE L 1=,

R—bTyE T IL—ILOEMEREZEL
FL 1=

GetSpecificPortMappingEntry: rhost="%s’ %s %s found => %s:%u (%lu) desc="%s’

DeletePortMapping: external port: %hu, protocol: %s

GetGenericPortMappingEntry: index=%d

Send UPnPError %d: %s
No SOAPAction in HTTP headers

Redirection permission check failed for %hu—>%s:%hu %s

Ignoring redirect request as it matches existing redirect

Port %hu protocol %s already redirected to %s:%hu

Redirecting port %hu to %s:%hu protocol %s (%lu) for: %s
Removing redirect rule port %hu %s

NAT-PMP request received from %r:%hu %dbytes
NAT-PMP public address request

NAT-PMP port mapping request : %hu—>%s:%hu %s lifetime=%us

NAT-PMP %s port %hu mapping removed

Port %hu %s already redirected to %s:%hu, replacing

Expired NAT-PMP mapping port %hu %s removed

Failed to send SSDP announce

R—rRYETIL—ILOBRBEREZ
FlL 1

il
p

R—rRYETIL—ILDEIBRERE 2
FL 1=

i
c

R—bIYELTIL—ILOBREBEREZ
FL1=

ifi
(e

UPnP T5—%#ELFELT
SOAP 7V avhEFATLWERATLT,

HFAEhTWEWR— I vEYTIL—ILE
BEL&ISIELFELL,

FTCICHEET B R—rIYELTIL—ILER
CREFEMLELS ELELE,

FTTIZHET B R—rIVELTIL—ILER
CLR—+rBESZEBMLKLSELELT,

R—bwvEYTIL—LEEBMLET,
R—brTvELTIL—ILEHIBRLET,
NAT-PMP J Y TR b #Z{ELFEL 1=
NI IFTRFLRERERZELEL,

R—bTyE T IL—ILOEMEREZEL
FL 1=

R—brRvEVTIL—ILEBIBRLELT,

FTTIZHEET B R—rIYELTIL—ILER
CARZFEML LS ELFELT,

BALT IR LEER—bTYEYTIL—ILE
HIBRLEL 1=,

SSDP 7+ U REFEETEFEHATLL,
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NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

WARNING

ERR

ERR

ERR

ERR

ERR

ERR

ERR

ERR

102

108

109

111

119

120

121

128

135

050

051

052

053

054

055

056

057

058

059

060

001

002

003

004

005

006

007

008

T 8%

Unknown udp packet received from %r:%d

Client %r tried to redirect port to %s

QueryStateVariable: Unknown: %s

SoapMethod: Unknown: %s

Failed to remove port mapping

%s not found, responding ERROR 404

SUBSCRIBE was not supported yet.

Unsupported HTTP Command %s

Removed %d unused rules

No address associated with rule

Failed to add multicast membership for address %r

Truncated output

Unexpected HTTP state: %d

Discarding NAT-PMP request (too short) %dBytes

Unsupported NAT-PMP version : %u

Failed to remove NAT-PMP mapping eport %hu, protocol %s

Failed to add NAT-PMP %hu %s—>%s:%hu "%s’

Failed to send NAT-PMP packet: sent only %d bytes out of %d

Failed to cleaning expired NAT-PMP mappings

Failed to receive %s

Failed to send %s

Memory allocation failed for %s
Internal error: %s

Failed to open pidfile for writing %s

Failed to write to pidfile %s

Failed to get IP address for interface %s

Failed to convert hostname "%s’ to IP address

Failed to get data for interface %s

Failed to update UPnP configuration

FIEZ UDP X4y b EZIELFELT

EETIPT7RLREFELZBZIPTRLRAD
R—rTYEVTIL—ILBNEREAELT,

A IE%R QueryStateVariable /N5 A —R2 —% 5
ELFEL

TAEWRSOAP 77U avEZELEL,

R—bRyEVTIL—ILOHEIRIZEEKRLEL
1=

FELLBWVLURLEERSNFEL T,
F 12 SUBSCRIBE ERIZHR—k L TLVEHE

o

KRGO HTTP AT FEZELELT,

FEALTVWAEWR—FIYE YT IL—ILEHI
BRLELT,

BESNFEIP7RLRIZEEL fL—ILIE
BELEFEEA,

TLFEXRRTIL—FEMTEEHAT
LT

YAXA—N—I2&Y, T—E2ARITIKE
THEELEL

HTTP B FHL BRI Y F L=,

YAXNINSTERLzD, Ty FEBEL
FL 1=

HHR—k LTLEL/N— 3 20 NAT-PMP
Ny hEZELELT,

R—bTyE T IL—ILOHIRRIZEKLEL
T=o

R—bTyEVSIL—ILDBEMIZREKLEL
T=o

—BOT—2LMEETEFELATLE,

R—rYETIL—ILDHY)—= 52k
BMLEL,

N7y b DOREICERBLUELT,

Ny b DFEEICKBLEL,

AT —DRERICKBLEL,

RE TS —MFEELEL 1=,

PD 77 A ILERCIENTEFERATLT,

PID 77 AILICIEREEZTAL Z ENTEE
HATL,.

AVB—T—AMBIP7RLRERET
EERATL

RALZZEPF7RLRIZEBRTEFEAT
L=,

AVRA—T 1 —ADEREMBITEELAT
L=,

AV T4 TL—2a T 7 AILDEHFIZKEK
LEL
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1.4.21

#A4+ 3% DNS (DDNS)

MOD :

DDNS

nyOEE: 75— ay

IZ—LAJ MSGNO

MESSAGE

B

NOTICE

NOTICE

NOTICE

7.4.28

001

002

003

Updating IP address of %s

Status: %s

Failed to communicate with server

REBRHI R T L (ADS)

AL+ YHIDNSH—N—[ZIPFRELAD
BHRETVET,

BHICHT B4 4F 399 DNS H—/8—h
LNREERTLET,

A 452y DNS H—/"—EDBIEIZKEK
LFEL.

MOD :

ADS

nyoOEE: 75— ay

I5—LAJL MSGNO

MESSAGE

=K

DEBUG

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

NOTICE

ERR

700

010

011

012

013

014

015

001

Memory allocation failed for %s
ADS enabled
ADS disabled

ADS type enabled: %s

ADS type disabled: %s

Detect application: %s %r:%u —> %r:%u (%s)

BLOCKED: Detect application: %s %r:%u —> %r:%u (%s)

Exceed threshold: %s %r:%u —> %r:%u (%s, %s, %s, %u/%u)

FryYRHHIEEEFERIEL.
ADS BE#IZIEY F L 1=,
ADS HMEJIZAEY F LT,

FIVT—2av a4 TREMHYEL
f=

TFVr—=av a4 THEMICRY EL
f=o

FrUr—avEBHLELT,

FIUr—2avEREBLERONTY +E
WELELL,

AE —DFERICEKBLEL,

T {185
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