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0000000000000 00o0o000ooooogDESOOOO0OOOO0O0O0O00OO0OoOOooOoOoOoOOO
goooooogoog

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=DES HASHALG=NULL .J

00000000 oooNULLOOOOOOO0O00O000000000000000uoo0guooESPOO
gooooboodgo

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=NULL HASHALG=SHA .

[ENCALGO HASHALGOOOO NULLOOOOOOOOOOoOooOo

s 0000 ESPOOO0O0OOOOOOOOOOOOOOO SAODOOOOIOO0O0OOOOOOOOOOO
O00000ENCKEYM OOOOHASHKEYOO O OO SPIDOUTSPICO O OO SPIOINSPID O O OO
O0000O0O0O0OO0OO0OOINSPIO OUTSPICDOOO IPsecO0 000000000 ODOOOOOODO

CREATE IPSEC SASPEC=1 KEYMAN=MANUAL PROTO=ESP ENCALG=DES HASHALG=SHA
ENCKEY=1 HASHKEY=2 INSPI=1000 OUTSPI=1001

s 0000 AHOOOOOOOOOOUOOOOO SAODDOOOO200000000AHOODOOOOOO
O0D0DUOO0O0ODO0D0ODHASHALGOOUOUOODODODODOOOMODEODODOOOOODOooOooooooooooo
00000 SPIO ISAKMP/IKEOOOODOOODODODOOO0D0D0D00D0000O0

CREATE IPSEC SASPEC=2 KEYMAN=ISAKMP PROTO=AH HASHALG=SHA .J
m 0000 AHOOOOOOOOOOOOOOO SAOOOOO20000000000000o0oooog

OHASHKEYO O O OO SPIDOUTSPICO OO O SPIDINSPID 0 0000000000000 OOINSPI
O OUTSPIOOOO IPsec0 0000000 OO0OOOOOOOOODO

CREATE IPSEC SASPEC=2 KEYMAN=MANUAL PROTO=AH HASHALG=SHA HASHKEY=2
INSPI=2000 OUTSPI=2001 J

IPsec CentreCOM AR415S 0000000000 2.9 |13
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ooooooo

m SAOO0O00O000O0O0O0OSHOW IPSEC SASPECIFICATIONOOOOO0114000000000000

SHOW IPSEC SASPECIFICATION J
SHOW IPSEC SASPECIFICATION=1 J

m SAO0O0O0OO0OO0OO0O0O0O0O0O0O0SAODOOO SHOWIPSECSAOOOOOD107000000000O
goo

SHOW IPSEC SA
SHOW IPSEC SA=1 J

googoogd

O00000oooo0o0ooo0o0o0oguoo sA0D0d0oooooogoooooooooogooon
O000000000oooooooooo0o0o0o0000oooooooD00o0o 10000000000
000000000000 0000000000000IPsecO 0000000 DOOOOACTION=IPSECO
gobooooooooooobooooboobboobbooboonboooonoo

000000000 CREATE IPSEC BUNDLESPECIFICATION O OO 0O0O36 00000000000

CREATE IPSEC BUNDLESPECIFICATION=bspec-id KEYMANAGEMENT={ISAKMPW@NUAL} J
STRING="bundle-string" sa_lifetime... J

00000000000 U0DU0LDUU0UOSADDOOOOODOOOOOOOOOODOOO
SAOD00000OOOOOOSTIRINGODOOOOoOooOoOooogooooooooooooooooos
O0O0OO0OOOCANDODOROD, 000000 OO0OOOOOOOOOOOOOOUOOUOOUOODOOOOOO
000000000 SA0oUOoUUoUUoUooooooooooog

ERN googo goog gooo goog
1 ESP DES SHA1

2 ESP DES MD5 O

3 AH O SHA1 O

4 AH O MD5 O

O5:SA000000000

m J0000010000000000000000SACU0OOOUOUOO0l10000000O0OOOO
OOESPODES + SHAIODOOOOOOOO STRINGOOOOOOOOOOOoooooooo

Illll ‘J

s JANDOOOO0OO0O00ooooooooooo0oo00oooooomANDOOOOOO SAODOO
0000000000000 000000ooO0o0o0oooOO0nooESPODES +SHA1M AHO SHA1OO
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ooooooo

goooboobooobooobobooobooooog

"l and 3" J

O0000oo0ooooooog ESPODAHOOOOOODO
ISAKMP/IKEOOOOOOOOODOODOODODO0O0O0D000000000000000000000000
0000000000000 00000000ogoooo00ooooooomoOrROOu,oooooon
goooobooooooobooooom

s JOROODOO0O00O0OOODOOO0O000OO0O0O0O000O0O0O0ODOUOO0000OO0O0O0OOUUOOODOOO SA
0000000000000 U00oUESPUDAHOOOOODODODOODOOUODOUOUODODAHOOOOOooooO
000 SHA1O MD50000000000000O0O000OOOOODOOOO0O0

"l and 3 or 4" J
m 0, 000000000000000000000000O000000OESPODES +SHA1M AH

OSHAIMOOOOOOOO 1000mESPODES + SHAIO AHOMD5OO O 0O 20 O D ESPO DES +
SHA1OOOO 300ooooooooooooo

"l and 3, 1 and 4, 1" Jd
0000000000000 0000000o0SAODO0DO0oDOoDOOoDoDOoOoooDoOoOUoDoO
m 0000 ESPODES+SHA1OOODOOODOOODODOOOD1000D0000OO

CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STR="1" .

m 0000 ESPODES+ MDD AHOMDSO OO OOOOO0OO0OO0DO00O00000200000000
CREATE IPSEC BUNDLE=2 KEYMAN=MANUAL STR="2 and 4" .

m 000D00ESPODES + SHAIMAHOSHALIM OO 10 0 ESPODES +SHA1MOOOO 2000
o00ooooooooo3oooooooo

CREATE IPSEC BUNDLE=3 KEYMAN=ISAKMP STR="1 and 3, 1" J

m 0000000000000 00SHOW IPSEC BUNDLESPECIFICATION O O O0OO091 00000
goooooo

SHOW IPSEC BUNDLESPECIFICATION .
SHOW IPSEC BUNDLESPECIFICATION=1 .

s 00000000 SADOUODOOOOOOSHOW IPSEC POLICY O 000010000000 SABUNDLE
ooooooooboooooon

SHOW IPSEC POLICY SABUNDLE .J
SHOW IPSEC POLICY=v1l SABUNDLE .J

IPsec CentreCOM AR415S 000000000 2.9 |15
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ooooooo

goooog

ISAKMP/IKEO OOOOOOQO

O000oooooISAKMPOOOOODOOOOOOOOISAKMPOOOOOOOOOO 10 ISAKMP
SAO000000000000O0O000O0O0O0O00OO0O000DO0O000000ISAKMP SAOO
gooooobooobooobooooboooboo
[SAKMPOOOOOOOOOOOOOIPsec0 0000000 O0DO0D0DODOODOOOOOOOOOOOOO
00000000ooooooooooooooooooooo0o0 100000000000 ooDooon
I[SAKMPSAOOOOOOOOOOOO 20 ISAKMPSAOOOOOOOOO IPsecSAOOOOOOOO
googooog

0000 10000000000000000000000000000D0000OD0oO0O0O00O00O0O0n
Opre-shared keyD OO0 RSAOOOODOOO0OO00O0O0000O0000000OD000OO0O0OOOO

[CRFAO0D0O0DO0O0OO0D0OCO PKIODOODODOOOOODOOOUOODOO PKIODOODOOOOOODOOOAT-FL-06
000 AT-FL-06-BOOOOOOO

ISAKMP O OOOO CREATEISAKMP POLICY DO O0OO0450000000000000000000O
goooooooooooooooboobbob bbb booboobbobbooo
0000000000000 000M™SENDNOTIFY=TRUED O OO0O0O0O0O0O000ooooooooog

CREATE ISAKMP POLICY=name PEER={ipadd|ANY} [KEY=0..65535]
SENDNOTIFY=TRUE .

m 000000 CREATEENCOKEYOOOODNOOOOOMM 120000 000000 MM TYPE=GENERALO
gooooooboooboobobbobobbobobbboodddob bbb b
ooo

CREATE ENCO KEY=1 TYPE=GENERAL VALUE="pobaetrpnjkakdf"

O000oo0oooooooooo ISAKMPOOOOODOOOOODOOOO

m (1222200000 ISAKMP/IKEOOOOOOOOOOODO ISAKMPOOOOOiDOO0ODO0OO0D0O00OO
O00o0oooooloooooon

CREATE ISAKMP POLICY=1 PEER=2.2.2.2 KEY=1 SENDN=TRUE .

ooooooom?22220000000000000000001l0000000O0OOOOOOOO

m 0000000000000 000 PEEROANYOOOOOOOOOODOOOOOOOOOOOOO
goooooooooooooooboobboob bbb booboobbobbooo
Oo0oooo IDoOoDO000ooO00oOo0oU0O0o0o0ooooOooooooooog

0000000 0000000000ID0O000000000000000 MainODDOO0O0O0OODOAggressive
00o000o0000000UooUoduogoooooooISAKMPOOOODOOO0OoOooooooon
gooobobooobogbooooog
O0O000O0O0OO0DO0DOREMOTEIDOOOOOO0O0OOOIDOOOOOOODODOOOOOOOODIDOO
0000000 REMOTEIDOOOOUOOOODODOUOO0OUOOooOo0oooooooooooooooooao
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ooooooo

goooooboodgo

CREATE ISAKMP POLICY=1 PEER=ANY KEY=1 REMOTEID=client MODE=AGGRESSIVE
SENDN=TRUE J

O000000mIDO0 cient0 000000000000 00O0O0OOOOOO10000000000
goooo
0000000000000 LOCALIDODUOODOOOUODOO IDOOOOODOOOOOO

CREATE ISAKMP POLICY=1 PEER=1.1.1.1 KEY=1 LOCALID=client MODE=AGGRESSIVE
SENDN=TRUE J

L IDCALIDOOOOOODOOOOooIDO00oOooooooIPO00O0OO0OOOOOOOO

s 0000000000000 0O0OO00OOOO ISAKMPOOOOOOOOOOOOOOOOOOOO
ooooogoooooooooooooooooooooooooooooo22220 33330000
ogoooooooOo222200000000000000000010003.3.33000200000000
goooo

CREATE ISAKMP POLICY=two PEER=2.2.2.2 KEY=1 SENDN=TRUE .J
CREATE ISAKMP POLICY=three PEER=3.3.3.3 KEY=2 SENDN=TRUE .J

s J0000000000000000000000000000000000o0oIPOOOOOOO0OO
O0000oooooooooooooID0OD0O00000N0N0DoO0O000oooD0oooooooooooon
0000000000000000000000D00 Aggressive00000000000O0O0000OOO
O00000OpeerldDpeer20 000000000000 Opeerl0000O0000O0O0O0OO0OOOO
0100 0peer20 0020000 000000000000000000O0O0O0O IDOOLOCALID="peer1”0
gooobooogog

CREATE ISAKMP POLICY=cl PEER=ANY KEY=1 REMOTEID=peerl MODE=AGGRESSIVE
SENDN=TRUE J

CREATE ISAKMP POLICY=c2 PEER=ANY KEY=2 REMOTEID=peer2 MODE=AGGRESSIVE
SENDN=TRUE J

m J000000000000000000000000000 10 0XAUTHI Extended Authentication[
O00000000000000000000000000 100000000 20000000000 /0
gooobooooboobooooog

O00DO0O0O0OO0OO0OOOPEEROOOOOOD ANYOXAUTHOOOUOOOO SERVEROOOOOOOOOO
00000 ISAKMPOOOOO 1000000000000 0000O00DOODOOOOOOOOOOOO
gooooboooooooboooobooo

IPsec CentreCOM AR415S 0000000000 2.9
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ooooooo

CREATE ISAKMP POLICY=1 PEER=ANY KEY=1 SENDN=TRUE XAUTH=SERVER .
ADD USER=clientl PASSWORD=passcliel LOGIN=NO .
ADD USER=client2 PASSWORD=passclie2 LOGIN=NO .

|

000000000 O0OXAUTHOOOOOOO CLIENTOOOOOOOOOOOoOoooouooooooo
0000U000o0ooo000oooouoooool1000ooooo XAUTHOOOOoOooooooooo
do000oO0O0O0O0O00O000O0U00DU0UUoDUOUoDUOool1oooo XAUTHOOOooooogooo

CREATE ISAKMP POLICY=1 PEER=1.1.1.1 KEY=1 SENDN=TRUE XAUTH=CLIENT .
SET ISAKMP POLICY=i XAUTHNAME=clientl XAUTHPASS=passcliel

s 00000 RSAOOOOOOOOOOO0OOOO0O0O0OAUTHTYPEOOOOOOO RSASIGOOOOO
LOCALRSAKEY OO OOOOOoOOoOOOooooOooooooooooo

CREATE ISAKMP POLICY=1 PEER=2.2.2.2 AUTHTYPE=RSASIG LOCALRSAKEY=2
SENDN=TRUE J

RSAOOOOOOOOOOO IPsecO 00000000 DOOPKIDOODOOOOOODOO

m J000 1000000000 Diffie-HellmanO OakleyDO DD OOO000D0OO0OGROUPOOODO
O00000000oo0ooooo 10768000 MODPOODODO

CREATE ISAKMP POLICY=1 PEER=2.2.2.2 KEY=1 SENDN=TRUE GROUP=2 .

s [SAKMPOOUOUOOOOOOOOSHOWISAKMP POLICY OO OOO124000000000000

SHOW ISAKMP POLICY J
SHOW ISAKMP POLICY=1i

UDPOOOOOOOESP over UDPO

UDPOOOOOOOESPover UDPO O OIPsec0 00O OESPOO UDPOOOOOOOOODOOOOO
000000000000 o0000oo00000oo0o00 NATOOOOOODODOOOO IPsecOO
gooooo

[CO0O0OONATOOOO IPOOO0OO0OOOO0OO0OOO0OOO0O0O0O0OOO0OO0OOO0 AHOOOOOOOO
0000000D0DAHOOOOOOOOOOO IPOODOOOO0OOOOOOOOOOOO

[CEBPPover UDP O OOUODOODODODO ISAKMP OO O OO NAT-Traversal D NAT-TOO D OO O0OO0OOO
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ooooooo

O000O0D00O0O0OOU0D@mMNAT-TOOOOOOOOCREATE ISAKMP POLICY 0000045000 SET
ISAKMP POLICY D OO OO08 00000 NATTRAVERSALOOOOODOOOOOOOO

s UDPOOOOO0OO0OO0OODD M ACTION=IPSECO O IPsec J 000 OO UDPTUNNEL=TRUEO
O000000o0O0O0oO0oooubDPO 274600000 ESPoverUDPOOOOOOOOOOOOOOOO
gooooooooooo yubrPpOOoOoooooOoOoOoOoOoOOOOO

SET IPSEC POLICY=vpn UDPTUNNEL=TRUE .

s NATOOOOOOQOOoOOOooOOooOoooooooooooooooooo ubPOOooooooooO
OoooUDPOOOOOOOONATOOOOOOOODUODOODODODOOOOOOOOOOOOOOO3000
goooooooooooooooboobbob bbb booboobbobbooo
goooooogoog

SET IPSEC POLICY=vpn UDPHEARTBEAT=TRUE .

s UDPO0O0OOOO0O0O0O0O0O0OO0O0O0O0O00O0O00O0O00O0 IPsec0d0000O0OOOESP over UDP
00000000000 o0o0o0oooooooooooOIPsecd 00000000 ACTION=IPSECO
000000000000 UoISAKMPOOOOODOOOOODOOOOOOOMmM

CREATE IPSEC POLICY=udp INT=ppp0 ACTION=PERMIT LPORT=2746 TRANSPORT=UDP .J

s UDPOOOOOOOOOOOESPoverUDPOOOOOOOO UDPOOO 27460 000000000
O00000O00O0OSETIPSECUDPPORT D 0O OO850 00O MO OO OCREATE IPSEC POLICY O
0000380000/SETIPSECPOLICY 000007900000 UDPPORTOOOOODOOOOOOO
000000000000 0O0O00OSETIPSECUDPPORT O OOOOS OO0 OOOOOOOOOOOOOO
5600000 UDPOOIOODOOODOOODOOOOOOOOOUOOOOOOOOOOO 34500000
gooooog

SET IPSEC UDPPORT=3456

0000000000000 000oooooooooooogdolPsecO0000000OO0OOOOOOO
O00000000000IPsec00000vpnOOO0OUDPOOOOOOOOO0OO0O0O0OOOOOPEERO
0346 0000000000O0O

SET IPSEC POLICY=vpn UDPPORT=3456 .

[(CODPOO0000OO0OOOOOOOOODOODODOODODO0OOOOO IPsecO0000O0OO0OOOOOOOODOOO
ooooo

s 0000000000000 00O0O00OWANDOOOOOOODOOOODOOODO0O0O0oooooooo
0000000000 0O0IPsecO0000000OODOODOODOOOOOOO

IPsec NAT-Traversald NAT-TO

IPsec NAT-Traversal D NAT-TOO ONATOOOOOO IPsecO0 0000000 ISAKMP/IPsecO 00O
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ooooooo

O00000000VPNOOOOOOOWindowsPCOOOOO IPsec00000000000O0O0OO
O00000IPsecVPNOOOOOOODODOOODOVPNOOOOOOOODODOOODODOO NAT-TOOO
0000000000 NATOOOOODOOOUODOOO IPsecO0OOOOOOO
NAT-TOOOOOOOONATOOOOOOOOOODOODUOO0O0OOD0O00DO00O0000D0D0OONATOO
0000000000000 00000000000000000000ONAT-TOOOISAKMPO OO
0100000000000NATOOOOOODODODOONATOODDODDODOOOOOOOO IPsecO0OO
OESPOO UDPOOOOUOOOOOOUOOONATOOOUOOOODOOOOOO IPsecOOOOOESPOOO
O00000ooooOoNATOODOUOOOOOODOOODOODUOOoooooUoooooooooooooo
O0O0OO0OO0OONATOOODOOODOOOOOOOOOOOOOOOOOOOOOOODOOO
O0D0OO0NAT-TOOOOUOOOONAT-TOO VPNOOOOOOODOOOOOOOOODOOOoOOOoooO

[ NATOOOOOOOOOOIPOOOO0OOOOO0O0O0O0OODO0O0O0O0O0O00O0O0O000O000 AHOOOOOO
00000000D00AHOOOOOOOOOOOo IPO0OO0OO0OO0O0OO00OO0OO0OO0OO0OO0OOOOOd

[CEBPPover UDP O OOO0ODOODODODO ISAKMP OO O OO NAT-Traversal D NAT-TOO O OO O0OO0OODO
O000O0D00O0OC0OOU0@mMNAT-TOOOOOOOOCREATE ISAKMP POLICY 0000045000 SET
ISAKMP POLICY D OO 008 00000 NATTRAVERSALOOOOODOOOOOOOO

NAT-TOOISAKMP O IPsec0 0000000000000 OOO00OOOOOOOOOOO

1. [SAKMPOUOOO100O000ONAT-TOOOOOOODOO0OO0OO0O0O0OO VendorIDOOOOOO
00000000000 NAT-TOOODODODOOOOODUOODUOOODOO

2. DODOISAKMPOODOO 100 O0NAT-DODiscoveryDOOOO0O0000D00000O0OO0O NAT
gooooboogbobuoboboooboboooboobbooboobbobboo

3. JDOONAT-TOOOOOOODOODUOODODOOOOOODOO NATOOOOOODOOODODOOOOO
000000000 ISAKMPOOOOOOOOOOOOOIPsecO0OOOOOOOO

4. DOONAT-TOOOOOOOOOODODOONATOODOOOOOOOOODODDOODOODOO UDPOOO
OISAKMPOOOOOOOOOOOOS00000 NAT-TOO 450000000000 4500000
00 ISAKMP O IPsecO ESPO OO OOO0OOOOOOO

5. UDP45000000000ISAKMPOOOOOOOOOO IPsecO00OOESPOOOOOOODOOO
O00000OISAKMPOOOOOOOOOOISAKMPOOOOOOO non-ESPOOOOOOOO
00 IPsecOESPO OO OOOOO

6. NATOUOOOOUOOOOOODOOOOOOOOOOOU0O0O00U00O00000O0O0O0ONATOO
gobogboogbobooobooooboooboooboobuooo

O000ONAT-TOOOOO IETFOOOOOOOOOOOOO

e Negotiation of NAT-Traversal in the IKE
- draft-ietf-ipsec-nat-t-ike-02
- draft-ietf-ipsec-nat-t-ike-08
e UDP Encapsulation of IPsec Packets
- draft-ietf-ipsec-udp-encaps-02
- draft-ietf-ipsec-udp-encaps-08

s NAT-TOOOOOOOOISAKMPOOOOOOOOONATTRAVERSAL=TRUED O OO0OO0O0O0O0OOO
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ooooooo

OODOOISAKMPO OO NAT-TOOO NATOOOOOOOOOOOOOUDPO 450000000000
ISAKMPO ESPOO0O0OOO0O0OOOOOOOOOOO

SET ISAKMP POLICY=i NATTRAVERSAL=TRUE

s NAT-TOOOOOOOOOOOO IPsec0000000O0ONAT-TOOOUOOOOOOOOOOOOOO
O000000000IPsec000000000OOACTION=IPSECO0O0O0OOOOOOOOOOISAKMP
gooooboooboooobooooom

CREATE IPSEC POLICY=natt INT=ppp0 ACTION=PERMIT LPORT=4500
TRANSPORT=UDP .J

s 0000000000000 00000DOWANDOOOO NAT-TOOOOOOOOOOOOOOOOO
O000000000IPsec0 000000000 0OOOOODOOOOOO

m WindowsXPO OO VPNOOOOOODOOOOODOOOOL2TPO IPsec0 000000000000
0000000000000 oo0ooo0oDoo00o00o00oo0oo0ooo00o0o0goovVvVPNOD
0000000000000 o0oovVPNOODOOODODOODOOoDOoooooooo

IPsecOOO00OO0OO0OO0OO0OOOO

[PsecO 000000000000 OO0OO0ODO0OOOO0OOOISAKMPOOOOO IPsecOOdO0OOOO
goooooogooooooooboobbobboobnooooog

00000000000 NATOOOOOOOODOOODODOOO0OO LANOOOOUOOO NATOOOOOO
goooooboooooooog
0000000000000 00o0oIPsec 00000000000 ODO0OO0ODOOODOOOOODOOO
googobooooobobooobobobobooboobuooboboboobobbooboboboobon
OO0OLANOUOOOOOO0OO0OO0OO0DO0DOUOOooOoOWANDOOOOOOoooooooooooooooooo
000000000000 LANOOOOOOO00O000ODOU0000000D0D00U0O0OOWANDOOO
0000000000000 00Uo00uo0oooog ENATOOOOooooogoog

ENABLE FIREWALL

CREATE FIREWALL POLICY=net

ENABLE FIREWALL POLICY=net ICMP_F=ALL

DISABLE FIREWALL POLICY=net IDENTPROXY

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO

O00oO0oOoO0oOoOoOoOoOooOoOoOooOoOoOOIPsec0 0000000000000 O00O0O0O0O0O0OOIPsec
0000000000000 IPsec0 00000000000 O0ODO0O0OODO0OODOOOOOOOOODOOO

m [SAKMP/IKEOOOOOODOOODODODOODODOODOOO ISAKMPOOODOOODOOO0OODODO0OOO0OO0OO
goooOooOoooooooooooo ubpsooooooooooom

ADD FIREWALL POLICY=net RULE=1 ACTION=ALLOW INT=pppO PROT=UDP GBLPORT=500
GBLIP=1.1.1.1 PORT=500 IP=1.1.1.1 J
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ooooooo

s UDPOOOOOOOOOOOOOOOOISAKMPOOOOOOOOESPOOOOOOOOOOOOOO
UDPOOOOOESPover UDPOOOOODOOOOOOOODOOOODO UDP27460 000000000

ADD FIREWALL POLICY=net RULE=2 ACTION=ALLOW INT=ppp0 PROT=UDP
GBLPORT=2746 GBLIP=1.1.1.1 PORT=2746 IP=1.1.1.1 J

s NAT-TOOOOOODOOOOISAKMPOOOOUOUOOONAT-TO UDPOOOOOOOOOOOOO
goooooooubpp4so0o0ooooooooom

ADD FIREWALL POLICY=net RULE=3 ACTION=ALLOW INT=ppp0 PROT=UDP
GBLPORT=4500 GBLIP=1.1.1.1 PORT=4500 IP=1.1.1.1 J

s 0000 LANOOUOOOO LANODOOOOOO NATOOODOOOOOoOoOOooOOooooooooo
0000000000 vlanlOOOOO IPO0OOOOO0O0OOO0O 192.168.10.10192.168.10.254 0 O
000000 192.168.20.10192.168.20254 0 00000 NATOOOODODOOOOOOOoooOO

ADD FIREWALL POLICY=net RULE=3 ACTION=NONAT INT=vlanl PROT=ALL
IP=192.168.10.1-192.168.10.254 A
SET FIREWALL POLICY=net RULE=3 REMOTEIP=192.168.20.1-192.168.20.254 J

s 0000000000000 IPsecO000O000O00ODOO0OOOO0OODO0OODOODODOOOODO
OENCAP=IPSECO O 0OIPsec0 000000000 OOO0OO0OO0O0OODOOOOOOOOOODODOOOOO
00000000000 000000000000™ ppp000000 IPsecOOO00O0O0O0O0O0OOO
0000000 192.168.10.10192.168.10254 0000000000000 LANODOOOO NATOOO
gopooooooobogooboo

ADD FIREWALL POLICY=net RULE=4 ACTION=NONAT INT=pppO0 PROT=ALL
IP=192.168.10.1-192.168.10.254 ENCAP=IPSEC

Unnumbered IPOO0 000000000000

[PsecOO0DOD0O00OOIPODOOOOOOOOOOOOOOOOO0O0O0OO0O0O0OOOO00O0O0OOOIPsecOd
0000000 WANOOOOOOOOOO Unnumbered 000 0000000000000 000O0OOO
[Psec0 0000000000000 0O000O Unnumbered 00000000000000000O0OOOO
gooogooooooooobodboooobobooobogbooboboobobooboboobo o
WAN O Unnumbered 0000000 LANOO ISPO0O0O0O0O00OO0OOOOOOOOOOOOOO
000 IPsec0000000O0O0OOODOOOOOOOOOOO ADDIPINTERFACEDO OO OMmMIIPOO
1800 0000000000000 00000O

m [J0000b0ooboboboboooboboooboooboo
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ooooooo

Unnumbered

OO0O0O0O0DENAT

vlan1] 192.168.10.1

192.168.10.2 192.168.10.4
192.168.10.3

B L 8

4.4.4.0/29 192.168.10.0/24

O0D00000OWANOODOOODOODOppp0d 0 Unnumbered 0000000000000 ppp00
000000 IPsec00000 ISAKMPOOOOOOD0O0O00000000000000000000
000000000000000000
0000000000000000000000000000000000000000000000
192.168.10.100000000000000000000000000000000000

ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0
ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248 .

goooooooooooooooboobboob bbb booboobbobbooo
00004441 000000000000000000000O

ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248 .
ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0

s J000000000000OWANOO Unnumbered 000 00000000000 100000000
goooooooobooooboo
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ooooooo

pppO Unnumbered

—_—_— e === —_———— — — — — = = = = = = = 5

= 4.4.4.4 4.4.4.6
4.4.4.3 4.4.4.5

98 5 5
4.4.4.0/29 (4.4.4.0-4.4.4.7) |

m PPPOELANCOOO0O00OOWANDO Unnumbered 00000000000 Unnumbered D000 00O
OCU000000D0O0DWANOOOOODOOOOODOOOOOOOoOooooooooooooooooo
WANODOOOOOOOOOOOOoooooooooooooooooooooooooooogoooog
gododooooooboobobobobooboboboooooooodiooooooonobDoboooboo
gooooooa

PpPpPO
POOIPCPOOODOD)

gooooooooon

S
oo
0 0 0 Unnumbered

192.168.10.2 192.168.10.4
192.168.10.3

4.4.4.0/29 192.168.10.0/24

B L 8

Psec0 00000000000 O0O0OOO0OOO0OO0OO0OO0OO0OOOO0OODODOODODOODOODDOO
DDDDDDDDDDDDDDDDDPppODDDDDDDDDDDDDDDDDDDDDDDDDDDD
Unnumbered D 0O O00O0O
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ooooooo

ENABLE IP .

ENABLE IP REMOTEASSIGN .J

ADD IP INT=ppp0O IP=0.0.0.0 .J

ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248 J
ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 J
ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXT=0.0.0.0 .

O000IPsec00000O00O00O000O00O0O0O0O0O0O0OO0OO0OO00O0OIPsecOd0O0 ppp000O0O
00000000000000 ppp00000 Unnumbered 0000000000000 DOO0O0DODOO
000ooooooooooooo4440000000000000000DOOOOOOOOOOOISPO
0000000000 00oog IPsec000O0DO0OOoOOoOnO

0000000000 U0DOWANDOOOUOODUOOOoooooooooooooooooooooooon
gooooooooboooooooooooboobboooboobogbboboboono

0o00o0ooooon
pppO-10 000G A
ppp0-1] | ppp0-0
4.44.6/32 | | 4.4.4.0/29 ISPOOIPCPOOODD)
------ 0000D0000000000O

:7 et T 192.168.101 |
| 4441029 | | ﬁﬁﬁﬂﬂﬂiﬂﬁil
| “ |
| |
[ = | \: :
‘ — - :‘ ,:l L ,:, |
| — |
4442 = H 192.168.10.2 @ 192.168.10.4
| 4443 | 192.168.10.3 |
- - - - - ____ L ___.
4.4.4.0/29 192.168.10.0/24

ENABLE IP .

ENABLE IP REMOTEASSIGN .J

ADD IP INT=ppp0-0 IP=0.0.0.0 .

ADD IP INT=pppO-1 IP=4.4.4.6 MASK=255.255.255.255 J
ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248 J
ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 4
ADD IP ROUTE=0.0.0.0 INT=pppO-1 NEXT=0.0.0.0

00000000001 0000000000IPsec00000 ppp0-10000000000O000O00
oooOoooo 444e60000000000D0DOO

IPsec DPD
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ooooooo

[PsecDPDOOIPsec0 0000000000000 O0O0O0O
O00000IPsecSAOOO0O0OOOOOOOOOOOOOOOOOOOOOOOOOOODPDOOOO
goooooooooooooooboobboob bbb booboobbobbooo
O000o0o0ooooooooooooDbPDOOO0OO0OOOOOODOOd
O0OoDPDOOOOOOUOOOOOOOOODOOOO DPDACKOOOOOOOOODOOOOODOOOO
gopoooboooobogoooo

ISAKMP O OOISAKMPOIPsecd SAOOUOOOOOOOO DPDhOOCOOOOOOOOOOO

a a ooooDbrPDOOOCOOOOOO
gooooooa

DPDOOUODPDMODEO OO0 IPsec O O O O R-U- R-U-THEREOOOOOOOOOO

000 receive000O0ObothOOO THEREOOODOOOO OO0OO00OO0O0OOO

OO0 AROODDODOOOoooDPDO agoad

Jododoooooooooog

DPDOUOODPDMODEO OO0 1IPsec0000000O00 dpdidletimer000000000

OO0 bothOOOOO AROOOO gooooooogoog goood

goooood

dpdidletimer 00000 R-U-THEREIKE O O O O mes-
0 sagetoU O OOODOOODOOODO
IPsec O O O O R-U- dpdidletimer 000000
THEREACK OO O OO

gooooooo

R-U-THEREOOOOO R-U-THEREOOOOOOOOOO
0000000 RU- Omsgretrylimitdmessagebackoff]
THEREACK OO OO0O msgtimeoutO0 000000000
goooooooo oo

O00oo0ooooo0 OUOoOOO0oO0oO0ooO0oOodoOdlIPsec
0 R-U-THEREACK OO SAOISAKMP SAOOOOO
gooooooogooo

0 6: IPsec DPD O 0O O

s DPDO0O0O0O0OO0O0OOOOOOOO0OO0OOOOOOQd
O0000o00ooooooooooog 50120
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ooooooo

V—5—A JIV—%2—B

—— R-U-THERE #0 —»
<¢— R-U-THERE-ACK ——
i, #0 & #1 DfEks 20# (DPDIDLETIMER(E)

—— R-U-THERE #1 —-
! #1 L #2008 4

— R-U-THERE #2—»
¥ #2 £ #3DfE kR 8%

—— R-U-THERE #3—»
! 43¢ #4DRIE 167

—— R-U-THERE #4 —p
¢ #4 & #50DfEkE 24%

——— R-U-THERE #5—p
J #5 £ #6DfERR 321

—— R-U-THERE #6 —p
¥ #6 £ #7 DERE 40

—— R-U-THERE #7 —
¥ #7 £ #8DfEkE 488

—— R-U-THERE #8—
! 48 & #ON R 567

——— R-U-THERE #9 —p>
¢ #9 & Delete DEIFR 64%

Delete

&ET 1 2070+4F0+8F0+16F0+24F0+ 3250 +40#0+48F0+56F0+64F=312% (5512%)

FEREFE © ISAKMP POLICY DMSGTIMEQUT/YS X — 4% — £ MSGBACKOFF/X5 X — % — D {EIZ &7z
*{EEE : ISAKMP POLICYDMSGRETRYLIMIT/SS X — & —DfEC4&TF

Responder Rekey Extension

DPDO OO ISAKMP/IPsec 0 000 0000000000000 O0O0OO0OOOO0OOOOOOOOO
gooooboogooooood

0000000000000 0o0o0o0O000ooOoOoOO0O0OO0SAUODOOOOOOOOO ISAKMP O
[PsecSAOOOOOOOOOOOOOOOOOOOOISAKMPOOOOOO 1000000000100
0000000000000 ooo ISAKMPSAOOOO ISAKMPSAOOOOOOOO IPsecSAOO
goooo

O0000o0o0sA00dO0OO0O0oOoO0O0oo0oU0oOoUooo0oooUoooUooO PCO VPNOOO
g00000000O000oUOoo SA000U0U0OooUooooooooooog

s 000000000000 PCO VPNOOOOODOOOOUOOOOODODOOODODOOOOOOOOOOO
googooog
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ooooooo

m Android 2x/3.x000 VPNOOOOOOODOOODOOO ISAKMP/IPsecSAOOOODOOODOOO
000U0Uooooooo00Uo0ooooo0U0U00UoooU0U0UO0SA0DOoO 8ooUUUoooooog
0000000000000 0ooo0oodvVPNOOODOOOOOOOoOoooooooooooooo
00000000000 SAOU0O0O0UO0UOOUl10D00DOOOOOOOOOSAOOOOOOOg

s DPDO0O0O0OOOODOOOOOOOD0OO00O0O0O00O0O00O0O0O0O0O0O0oOo0oooooogn
Oo0oDPDO0OOO0OOOOOODOOOOOO

gooogoood

[PsecOO0 0000000 OOOOOOOOOOIPsecOOO0OOOOODOOOODOOOODOOODOOOOO
gooooboobood

goooog

m 000 Psec0 0000000000000 00O0UO0O0O0O0O0O0OSHOWIPSECOOOOO9 OO
O0000000ModuleStatus 0 ENABLED OO 00000000000 OD0OOOOO

SHOW IPSEC
s [SAKMPOOUOOOOOOOOISAKMPOOOOOOO0O0O0O0oooooooooooooooooo

O0OSHOWISAKMPO OO OO11600000 00 00O Module Status 0 ENABLED O OO OQOO0OOO
oooooogoooog

SHOW ISAKMP ./
m DO000O0OO0ISAKMP/IKEDOOOOOOOOOOIPsecSAODODDODOOOODOOOOD 2000

O0OOISAKMPSAOOOOOOOOOOOOOO0OO0O0O0O0OO0O 1M SHOW ISAKMPSAOOOOO 128
00000 ISAKMPSAOOOOOOOOOOOOOoOooOoooooo

SHOW ISAKMP SA .

SecOff > show isakmp sa

Expiry Limits - hard/soft/used
SA Id PeerAddress EncA. HashA. Bytes Seconds

3 1.1.1.1 DES SHA -/-/- 86400/82080/1382

ISAKMPSAOOOO0OO00000O00000O0D0000O0O pre-shared keyD O ISAKMPODOOOODOO
000000ooooooooooooooooooooooouoooooooo ISAKMPOOOQOGonO
goooobooooboooooo
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ooooooo

SHOW ENCO KEY=1 J

SHOW ISAKMP POLICY

SHOW ISAKMP POLICY=1i

SHOW CONFIG DYNAMIC=ISAKMP .J

m [SAKMPOOOOOOOOODODOODODOOODODOOOODODOOODOO0OOoOoDOoOooooOooolISAKMP
SAO IPsecSAODOO0O0O0DDOOODO MM Exchange n: Completed successfullyD0 000000000
goo0ooooooooo

SHOW LOG MODULE=ISAK
goo

SHOW LOG TYPE=IKMP .

SecOff > show log module=isak

Date/Time S Mod Type SType Message

03 11:22:49 3 ISAK IKMP MSG ISAKMP has been enabled

03 11:31:10 3 ISAK IKMP XCHG Exchange 1: Phase 1 [init] started with peer
2.2.2.2

03 11:31:14 3 ISAK IKMP XCHG Exchange 1: Notification Received - DOI

03 11:31:14 3 ISAK IKMP XCHG Exchange 1: Completed successfully

03 11:31:14 3 ISAK IKMP XCHG Exchange 2: Phase 2 [init] started with peer
2.2.2.2

03 11:31:14 3 ISAK IKMP XCHG Exchange 2: Completed successfully

s SHOW I[SAKMP EXCHANGEO OO OO1190000000000000000oo ISAKMPOOO
goooooboooboboboboobbobbbodoooooobbbbbbobboobooooobLUoDo
goooooogoooooobooooboobbob bbb booboobbobboon
ooo

SHOW ISAKMP EXCHANGE

SecOff > show isakmp exchange
ISAKMP Exchanges
Id Phase State PeerAddress Type

3 4 WAIT _HASH_SA_NONCE 2.2.2.2 QUICK

m [Psec0000000000000000O0O0O IPsecSAODOOOOODOOOOOODOOOOIPsecSAD
O000000000000000000IPsecSAODODODOODDOOO ISAKMP/IKEOOOOOOOOO

IPsec CentreCOM AR415S 0000000000 2.9
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ooooooo

O000020000000000000000SHOW IPSECSAOO0OOO010700000 IPsecSAOO
gooooboogobooooboooboon

SHOW IPSEC SA

SecOff > show ipsec sa

SA Id Policy Bundle State Protocol OutSPI InSPI
2 vl 1 vVvalid ESP 3154027431 4241764757
3 vl 1 valid AH 1252362122 3221961085
4 viE3 1 valid ESP 28060662 981246197
5 vfl 1 Vvalid ESP 51507534 3371320620

OO0O0IPsecSAODOOOOODOO SHOW IPSECPOLICY O OO ODO10000 000 SABUNDLE OO
oooooooooog

SecOff > show ipsec policy sabundle

Ipsec Policy SA Bundles

Bundle Expiry Limits - hard/soft/used
Index SA’'s State Bytes Seconds
Policy .......... vl
0 2,3 VALID -/-/1728 28800/27360/2732
Policy .......... vx1
Policy .......... vil
0 5 VALID -/-/220 28800/27360/2004
Policy .......... vi2
Policy .......... vi3
0 4 VALID -/-/440 28800/27360/2052

ISAKMP/IKEO IPsecSAOOO0O0O0OO0OO00OO0O0O0O0OIPsec0000SADDDOODOODDOOODOO
OOIPsec0 000000000000 O0OODO0ODOOODOOOODOO0OO0OO0ODOO0OO0O0OOOO0O0O
0000000000000 00000000000000000O0SHOW ISAKMPSAOOOOO128
00000 SAKMPSAOOOOOOOOOODODOO0DODOO0OO0O0O0O0O0OOISAKMPSAOOOOOOOO
OO0 IPsecSAOOOOOOOOOODOOOOOOOO

SHOW IPSEC SASPECIFICATION J
SHOW IPSEC BUNDLESPECIFICATION .
SHOW IPSEC POLICY J

SHOW CONFIG DYNAMIC=IPSEC .J
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ooooooo

m [Psec0 00000000000 O000ODO0O0OODO0O0O0O0O0O0O0O0O0O0O0ODO0OO0O0O0O

SHOW LOG MODULE=IPSE .

goo

SHOW LOG TYPE=IPSC

SecOff > show log type=ipsc

Date/Time S Mod Type SType Message

17 07:54:36 3 IPSE IPSC MSG IPSEC has been enabled

17 07:55:29 3 IPSE IPSC MSG SA bundle created: Policy - vl

17 08:11:28 3 IPSE IPSC MSG SA bundle created: Policy - vif3
17 08:12:17 3 IPSE IPSC MSG SA bundle created: Policy - vfl

uboooooogn

s [SAKMPOOUOOOOOOOOOOOOOODOOISAKMPOOOOOOOOOOODOOOOOOOOO
O00000000o000oo0o0o0o00U00o0oUoO0O0DoOO00DoOoOENABLE ISAKMP DEBUG O
ooooe3ddnoooonong

ENABLE ISAKMP DEBUG={ALL|DEFAULT|PACKET|PKT|PKTRAW|STATE|TRACE|TRACEMORE} J

OO0 PKTOUOOOOOOOOODOOUOOOUOOOOOOOOOOPKTOOOOOOOOOODOO ISAKMP
000000000000000000000000000ISAKMP/IKEOOODOOOOODOOOOOO
gooooboogboogon

SecOff > enable isakmp debug=pkt

Info (182057): ISAKMP Debugging has been enabled.

SecOff > ISAKMP Tx Message
Cookie’s: 5052045¢c2e566b81:0000000000000000
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ISAKMP(1l) #Trans: 1 SPI:

Transform#: 1

Transform Id .................. IKE(1)

Encryption Algorithm........... DES (1)

Authentication Algorithm....... SHA (2)

Authentication Method.......... PRESHARED (1)
Group Description.............. 768 (1)

Group TyYPEe. vt it et it e et et e e e e MODP

Expilry SecondS.......ouueuneen.. 86400

IPsec CentreCOM AR415S 0000000000 2.9
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ooooooo

m [Psec000000000000O0O0OOOOOOOOIPOOOOOOOO IPsec0d0OOOOOOnO
0000000000000 Uo0o00000o0o0o000000000O0O000DDOENABLE IPSEC
POLICY DEBUG OO OO0 0000000000

ENABLE IPSEC POLICY=policy DEBUG={FILTER|PACKET|TRACE[ALL} .

SecOff > ena ipsec policy=vpn debug=packet

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 45000028eb1040002006d908c0a81464c0a80102
TCP: 0429005005b7e65c01faeed4c5004000038560000
data:

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b7£00004032£fa573£f0c42e£01010101

ESP: 14f45fa300000b09:35d26e02458706623d%aad%bf

data: 9fcdl8dl0a34ffeecb8b0£f574ddeaa820£f8baldb36cd7a9fc0254£08215e2aa7ecdb34688
6193£17d39¢cc7£096276238bf262b668920b51c535d26e02458706623d9%aa%bf

ooooogano

O0o0o0oO0oO0ooooOoOIPsecO ISAKMPOOOOOODODOOOOODODODODODODODODODOOoooOooOOO
goooooooooooobooooboobboob bbb boobDboooboobbobbooo
gooobooogog

m [Psec000000000000O0O0O00O0O SHOW IPSEC COUNTERSOOOOO93 0000000
O0ODO0DUOO0OCOUNTERSOOOODOOODOOOOOODOOOOO0Dooooooooooooo

SHOW IPSEC COUNTERS

s [SAKMPOOOOOOOOOOO SHOW ISAKMP COUNTERSO OO OO117000000000
ooo

SHOW ISAKMP COUNTERS

s [SAKMPSAOOOOOOOOOOUOOOO 1000000000 OMain0O0O0OMODE=MAINOO
00000000000 Aggressived 000 MODE=AGGRESSIVEOOOOOOO0O0O00O0O00O0OOO

SHOW ISAKMP COUNTERS=MAIN .J
SHOW ISAKMP COUNTERS=AGGRESSIVE .

s [SAKMPSAOOOOOOOOIPsecSAODOODODOOOOOOOOOO20000000000QUICK
gooooboogooooobooooboo
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SHOW ISAKMP COUNTERS=QUICK

m 00000 IPsec00000000O000O00O0O0OOOO0OOOSHOW IPSEC POLICY OOOOO100
00000 COUNTERSOOOOOOOoOoOooooo

SHOW IPSEC POLICY=vpn COUNTERS

m [PsecSAOOUOOOOOO0OOSHOWIPSECSAOOOOO10700000 COUNTERSOOOOO
gooooboobood

SHOW IPSEC SA
SHOW IPSEC SA=2 J
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Doobooboguood

goboogoogd

googooo
DISABLEIPSEC . . . . . . 54
ENABLEIPSEC . . . . . e 58
PURGEIPSEC . . . . . o e 71
RESET IPSEC COUNTER . . . . . . e e e e et e e 72
RESET IPSEC SA COUNTER . . . . . . . . e e 75
SET IPSEC UDPPORT . . . . . . o e e e e et 85
SHOW IPSEC . . . . . e e 90
SHOW IPSEC COUNTERS . . . . . .. . et e 93
SHOW IPSECISAKMP . . . . . . o e e e e 98
SHOW IPSEC SA . . . . . e e e 107

IPsecO00 00
CREATE IPSEC POLICY . . . . . . o e e e e e e e e e 38
DESTROY IPSEC POLICY . . . . . . e e e e e e e e e e 51
DISABLE IPSEC POLICY DEBUG . . . . . . . ... et e e et e e e 55
ENABLE IPSEC POLICY DEBUG . . . . . . . . .ttt e e e et 59
RESET IPSEC POLICY . . . . . . e e e e e e e e 73
RESET IPSEC POLICY COUNTER . . . . . . . ... et 74
SETIPSEC POLICY . . . . . o e e e e e e e 79
SHOW IPSEC POLICY . . . . . o e e e e e e e e e e 100

SAOOOO
CREATE IPSEC SASPECIFICATION . . . . . . . . et e e e 43
DESTROY IPSEC SASPECIFICATION . . . . . . . ... et 52
SET IPSEC SASPECIFICATION . . . . . . . . . e ettt e 83
SHOW IPSEC SASPECIFICATION . . . . . . . . . ettt et e 114

SAO0O0OO0OO0OOOO

CREATE IPSEC BUNDLESPECIFICATION . . . . . . . . . it 36
DESTROY IPSEC BUNDLESPECIFICATION . . . . . . . . . .. it 50
SET IPSEC BUNDLESPECIFICATION . . . . . . . . . e e 78
SHOW IPSEC BUNDLESPECIFICATION . . . . . . . . . e 91
ISAKMP
CREATE ISAKMP POLICY . . . . . . o e e e e e 45
DESTROY ISAKMP POLICY . . . . . .o e e e e e e 53
DISABLEISAKMP . . . . . . e e 56
DISABLEISAKMP DEBUG . . . . . . . . e e e 57
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ENABLEISAKMP . . . . . 62

ENABLEISAKMP DEBUG . . . . . .. ... e 63
RESET ISAKMP COUNTER . . . . . . ... 76
RESET ISAKMP POLICY . . . . . . . e e 77
SETISAKMP POLICY . . . . . . . e e 86
SHOW ISAKMP . . . . . . 116
SHOW ISAKMP COUNTERS . . . . . .. ... . 117
SHOW ISAKMP EXCHANGE . . . . . .. ... . 119
SHOW ISAKMP POLICY . . . . . .. . e 124
SHOW ISAKMP SA . . . . . . 128
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CREATE IPSEC BUNDLESPECIFICATION

CREATE IPSEC BUNDLESPECIFICATION

O00000IPsec/SAODOOOOOOO

CREATE IPSEC BUNDLESPECIFICATION=bspec-id KEYMANAGEMENT:{ISAMP|MANUAL}
STRING="bundle-string" [EXPIRYKBYTES=1..4193280]
[EXPIRYSECONDS=300..31449600]

bspec-id: SAD D 000D OOOODOO250
bundle-string: SAOD D O0OO0000DO0D10100000SAD00000000255000000000ANDOOROO

gobooooboooboooo

g

SAO0000O00ooooooon

SAOD0DODOO0O00O0ODOO0OOIPsec0 000000 SADODOOODODOOOOOOOODOOOOOOOOOO
0000000000000 00000000U0ESPOOOOD0AHOOOOOUOOOUOOOOOOOOOO
OESPOO0OOO0OOOOOOOOOOOOOOOO

gogggo

BUNDLESPECIFICATION SAOOOOOOOOOO

KEYMANAGEMENT 0O000O00SAOOOOOOOOOOOOOOOMANUAL=0O0O0O0OMmM
ISAKMP/IKEOOOOOODOOODODODOODODODODOODODOOISAKMP=000000000000

STRING 000000000 SAODU0OO0OOOOUO0O0SAODOOOOOO ANDODORODOOOOO
000000000000 00oooooo200SA0O0U00O0 ANDODOOODOOOUOOOO
SAO000O00O0OOODOO0O0 IPsecO0000O0ESPOAHOOOOOOOOOOOOOOOOSA
O000O01MESPOOO3MAHOOOOO SAOODODODODODTIAND3OOODOOOOOOOOO
00000000000 ESPDAHOOOOOOOOOOOOOOOOOOOOOSAODODOOOO
00000000ooooooo 1000000000000 00000Dooooooooooooon
ISAKMP/IKEOOOOOOOOOOOOO0OO0O00O0SADOODOO1000200001 AND 20D 10
O020000000000010R2OD10002000000001000300000000M@M1
AND2,1TAND3000O0000O0O0MMANDOOOOOOOOODOOOODOOOOOOoOOoOoo
g00000O00oO0OoOoOoOooooomOROODOOODODOOOOOOOOOOOOOOOOOOO
000000000000 ANDODOOOO0O0OOO0OO0OODO0O0O00OO ESPDAHOOOOODO

EXPIRYKBYTES 00000 SAUODO0O0OOKbytelDOOOOOOOODODDO0O00O0OO0OO0O0O00OODO
OSAOD00OO0ODDOOUOO0OOOO0OUOKEYMANAGEMENTO OOOOOO ISAKMPOOOO
O00000004193280000000000000041932800000000000000000O

EXPIRYSECONDS 00000 SAOO0O0O00O0MOOOOO0OOOOOOOO0OOOOOOOOOO
O0SAO0O0OO0O00DDOO0U0O00O0D0O0UO0KEYMANAGEMENTOOOOOOO ISAKMPOOO
Oo0o0ooooooOooogoo 28800008000
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CREATE IPSEC BUNDLESPECIFICATION

u
s 000000SAOD0O0ODOOOOO10000000SAODOOOOOID0O020000000

CREATE IPSEC BUNDLE=1 KEYMAN=MANUAL STRING="1 AND 2"
s 0000000SA0OO0O0OO0DOOO020000000SA0O0O0OOOO0OOOOOO30000000

oono

CREATE IPSEC BUNDLE=2 KEYMAN=ISAKMP STR="1 OR 2 AND 4, 1 OR 2, 3 AND 4"

googggg

0000000000 O0KEYMANAGEMENT=MANUALDO 00 OO0OOO0OO

googgg

DESTROY IPSEC BUNDLESPECIFICATIONO S50 0 00O O
SET IPSEC BUNDLESPECIFICATIONO 78 0 0O O
SHOW IPSEC BUNDLESPECIFICATIONO 91 00 00O
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CREATE IPSEC POLICY

CREATE IPSEC POLICY

O0O0O0O0OdIPsec /IPsecOOOO

CREATE IPSEC POLICY=policy INTERFACE=interface ACTION={DENY|IPSEC|
PERMIT} [IPVERSION={4|6}] [KEYMANAGEMENT={ISAKMPMANUAL}]
[BUNDLESPECIFICATION=bspec-id] [PEERADDRESS={ipv4add|ipvéadd|hostname|
ANY|DYNAMIC}] [LADDRESS={ANY|ipv4add[-ipv4add]|ipvé6add[/prefix-lengthl]|
ipv6add-ipvé6add}] [LMASK=ipv4add] [LNAME={ANY|system-name}] [LPORT={ANY|
port}] [RADDRESS={ANY|ipv4add[-ipv4add]|ipvéadd|/prefix-length]|
ipv6add-ipv6add}] [RMASK=ipv4add] [RNAME={ANY|system-name}] [RPORT={ANY|
port}] [TRANSPORTPROTOCOL={ANY|ESP|GRE|ICMP|OSPF|RSVP|TCP|UDP|protocol}]
[DFBIT={SET|COPY|CLEAR}] [GROUP={0|1|2}] [ICMPTYPE=NDALL]
[IPROUTETEMPLATE=template] [ISAKMPPOLICY=isakmp-policy]
[SRCINTERFACE=interface] [UDPHEARTBEAT={TRUE|FALSE}] [UDPPORT=port]
[UDPTUNNEL={TRUE|FALSE}] [USEPFSKEY={TRUE|FALSE}] [POSITION=pos]
[RESPONDBADSPI={TRUE|FALSE}]

policy: IPsec00 00001023000

interface: IP 000000000 0eth0Oppp0 00O

bspec-id: SAD D 000D OOOODOO250

ipvdadd: IPvA00000000DDOO0O0O

ipvbadd: IPv6 0 000

hostname: 00 00

prefix-length: 0 0 0000000001280

system-name: 000000101200 000000000000000000000
port: TCP/UDP U 00 00 000655350

protocol: IP0 000000 DO0O02550

template: 000 00000000103100000000000DDO0O0ODO
isakmp-policy:ISAKMPDDDDD|:|1|:|24|:|DDDDDDDDDDDDDDDDDDDDD
pos: 000000000 0OO101000

g

[PsecOOOOOOOOOO
IPsecOOOOOOIPOOOOOIPOOOOOOOOOOOODOOODOOODOODOOODODOODODOOOOO
OO000IPsecO00000000O0ODOO0ODODOO0OOOOODOOOOODOOOO

[PsecO00000 POOOOOOOOOOOOOOOOOOOOOO POSITIONCOOOOOOOOOOO
0000000000 00o0o0oooo00 1000000000000 000000000D00000
O000000OUO0OO0OODENYD UUOOOOooooooooooooooooooo

IPsec00 0000000000 0OO0OO0OD0O00O0O0O0O0O0O0O0O0O00O0O0O0O0O0O0OOO0OOOOO0O
000000 IPsecO0O0O0O POSITIONODOOOOOOOOOOOOOOOOOODODOODODODOOOO
O0D0DU0O0D0OO0DACTIOND O OOOoGOooo
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CREATE IPSEC POLICY

gogggo

POLICY IPsecOO OO0

INTERFACE 0000000000000 0000CO00O0OIPsec0d00000O0OD0OOOO0OOOOO
oo uobuobbobobobboboboboooobooooooooooog
OCOWANODOOOOOODODOOOOoODOooo

ACTION 0000000 LADDRESSILMASKILNAMEILPORTIRADDRESSIRMASKIRNAMED
RPORTLTRANSPORTPROTOCOLM O OO OIODOOOOOODOOOOOOOOOIPSEC BUNDELSPECIFICATION
D0000000000SAOD0OOUOUODOO00O0MPERMITOIPsecO 0000000 OOO
DUO0O0OD0OO0MWDENYOOOOOOUOOoDOoOoOooDooUoOoIPSECOODOOOO0OOOOOO IPsec
000 IPO0O0OOPEERADDRESSITISA 00000000 0OBUNDLESPECIFICATIONOO O
O000O0KEYMANAGEMENTO OCOOO0O0O0OO

IPVERSION 0O0000O0OOCOOIPOOOOOCOIPVADOOO40IPveO OO 600000000 O0OO
0o 4

KEYMANAGEMENT SAO0O0O00000000O00000OOOOOOMANUALO OO ISAKMPO
0O0000O00BUNDLESPECIFICATIONO O OO OODUOOOOO SAODODUOUOOooOoooog
DO000D0DOO0DO0ACTIONO IPSECOC0O0O0DOOOODOOOOOOOO

BUNDLESPECIFICATION SAO0O0OOUOO0OO0OOO0DOOO0OSAOOOOOOOOOOOOOOSAOOO
O00IPsecO0 000000000000 O0O0ODOODOOOOO0ODOOODOOODOOODOOOOOO
DO00O0OD0O0O0OO0ACTIONO IPSECOO0CU0O0O0O0OO0OO00O0O0O0ODOOOMOOOSAODOOOO
Dd0o0odooooooooooo KEYMANAGEMENTOOOOOOODOOODOOOOO

PEERADDRESS 00O IPsecO000 IPO00CO00O00OOCO00O0OCOO0OOO0 DNSOOOOOOOO
OdooooIPO00O0OOOU0O0OOU0O0O0OOO0O0ODOO0O0OOO0OO0OOO DYNAMICOOOOOO
DdooooooIP00000OO0OODUOO0OOO0OOO ANYOOOODOODYNAMICO ANYOO
KEYMANAGEMENT O ISAKMP OO OOOO0OOOOO0O

LADDRESS 0000000000000 000O0OOOD 100000000000 0000D00O000O
D00ooOoIPO0C0U00O0OO0O0OOLMASKOOOODODOODOOODOOODO0OOO0OO0oO0ooOoooOO
D00000dooo0oooooooooooooooo ANYODQOGOoOo

LMASK 0O0OU0OOO0OO0 10C0LADDRESSOO0O0OU0OO0OOOOOOOOOOOOO 255.255.255.255

LNAME 000000 10000000000000000000000000000000O00O000
DU000oOU0ogooISAKMPOOOOO2IDO0000OO0O0O0OO0O0OOO0OO00 ANYOO
agoad

LPORT 000000 100000000000000D00O0 ANYOOOOO

RADDRESS 000000 1000000000000000000000O0O0O IPO0O0OOORMASK
gododobooooooobbobooodbobboooobD oo obooooo o oo
oooo ANYoODOoOooOo

RMASK 000000 100RADDRESSOO0O0OO0OO0OOOOOOO 255.255.255.255

RNAME 000000 100000000000000000O00O00O0OO0OOOO0OOOOOO0O0
D00o0o0doooooooooooo ISAKMPOOOOO2ID0O00000O0OOOOD ANYOO
agoad

RPORT 000000 100000000000000000 ANYOOODOOUO

TRANSPORTPROTOCOL 00O0UOO0OO0O 100000000000 O00O0O0O0OOIPOOOOOO
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CREATE IPSEC POLICY

O0OO0ALLOTCPOUDPOOOOOUOOOOOOIPOOOOOOOOOOOOODOOOD ANYDO
god

DFBIT 0000000 SAOO0ODOO0OOIPODOOOO DFODon’tFragment0000000000O0
OooooOooooooocopyoooooooooooIPOooOo0 DFOOOOOOOOooOO
O00OSETOOO00O0OOO0O00U0O0O0O0UO0O0O0UOOCLEAROOOOOOOOOOOOOO
ooo0o0ooooUooOooooooooooMIUOOOOOOODODOOODOO0DODOOUOOODEOO
0000000000000 o000oo0o0oo0ooUooO0oUoooUoooooO CLEARD
000000000 CLEAR

GROUP IKEOOOD 20Quick 000000 Diffie-Hellman 00000000 Oakley 0000 OPFS
O Perfect Forward SecrecyD 0 D00 00D OO0OOOOUSEPFSKEY DOOOOOO TRUEOODOO
gooooooooooogoooo1l

ICMPTYPE ICMPOOUOOO0OCOOOOIPv6OOOOODONDALLOOOOOOOOPv6eOOOOOOO
000 ICMPO O O 133-136(RouterSolicitation/RouterAdvertisement/NeighborSolicitation /NeighborAdvertise
0000000000 IPsec00000 ActionO”permit’000000000000000O00OO
OPveOOOOOOOOODOOOOOOOOOOODOOOOOOOO IPsecOODOOOOOOOoOonO
gooooooo

IPROUTETEMPLATE IPOO000000000000OIPsec000000000 IPsecSADODOO
goobgooboooobooboobboobooobooboooboobboobooboobbooobooo
O00IPsecSAOODODOODIPOOODO/O000000000000ODDOOOACTIONO IPSEC
0 OPEERADDRESS O ANY O DYNAMICOOOOOOOOOOOISAKMPOOOOO PEERD
ANYOOOOOoooooooo

ISAKMPPOLICY ISAKMPOOUOOOOACTIONO IPSECOOO000O0OO0OO0OOOOOOOOOOO
00000000 PEEROOO ISAKMPOOOOOOOOODOOOOOOOO IPsecO0OOOO
O00 ISAKMPOOOOOOOOOOOOOOOOOOO

SRCINTERFACE IPsec000000000O0OO0000OOOOOOOOOOOOOOOOIPsecO
goooooooooooooooooogoooooooooooooogoooooooo IPO
goooooooooboobooboboooobooboooooboboboboboboooboobooo
O000000000000000 Unnumbered 000 0000000000000 00O00O0O0OO
gooooooo

UDPHEARTBEAT UDPOOOOOOOOOOOOOOOOUDPOOOOOCOOOUDPOOOOOO
OESPoverUDPOOOOOOOOOOODOONATOOOOODOODOOOODODOOOODDOOOODOO
O000000O0DOTRUECOOOOOOOOOO IPsecOD0O0OO UDPOOO 27460000 30
googooooooobooobooboobooobobooboooboobobobobobobooooboooo
000000000000 00000000000 FALSE

UDPPORT UDPOOOOOUOOESPoverUDPOOOOOOOOO UDPOOOOOOOOOO 27460

UDPTUNNEL UDPOUOOOOOOESPoverUDPOODOOOUOUOOOOOTRUEODOOOOOOOO
[PsecOESPOOO OO0 UDPOUOOOOOODOOOOOOOD 27460000 0UDPPORT OO
0000000000000 00000000000IPsecdd00 NATOOOOOOOOOOO
OIPsec0000000000O0OAHOOOOOODOOOOOO FALSE

USEPFSKEY PFSO Perfect Forward SecrecyD0 D ODOODOOPFSO 000000000000 DOOO
O00000000000000000PFSO0000000IPsecSAODOODOODOO Diffie-
Hellman OO 000000000000 0000O0O00OO0OO0OKEYMANAGEMENT=ISAKMPO
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CREATE IPSEC POLICY

000000000000 FALSE

POSITION IPsecO0 00 0000000000000 O0OOOOOOOODOOOOODOOOOOOODOO
0000000000000 0D00000O0INTERFACED D OOOOOOooO

RESPONDBADSPI 0000000000 O00O00SADOOOOOOOSPIODOOOO IPsecOOOO
0000000o0o0o0o0o0oo00o0o00oo0oD FALSED D 0oooooooooooo
100 ISAKMPOOOODOOO0DOO0O0O00O000O SAOOOOOINITIAL CONTACT message
0000000000000 0U0O00OSENDNOTIFYOOOOOOO TRUEODODOOOOOOO
000000 AGGRESSIVEO OOOOOOOOOOOoOOOOoooOoooooooooooo

g

m 192.168.10.0/240 192.168.20.0/24 0000000 Psec0000000000vpnO O000000ODO
[Psec00 00000000 IPOOOODO 22220 PsecO000000 SAODOOOOOOOOIOOODO
goooo

CREATE IPSEC POLICY=vpn INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=2.2.2.2

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0 RAD=192.168.20.0
RMA=255.255.255.0

s 000000 VPNOOODOOOODO LANOOODODOODO192.168.10.0/24000 VPNODODOO
Oooo0oooooviloooooooooooooooooooooooooooooo 2Iboboooag
OuserllOO00O0O00ODOO

CREATE IPSEC POLICY=vl INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC
SET IPSEC POLICY=vl LAD=192.168.10.0 LMA=255.255.255.0 RNAME=userl

w00 [PsecO00000000000000O000ODOODODOOOO0O0OOOOO0OO IPsecddOO0 inetd
O0000000000000 IPsecO000000000OD00O0D0O0OO0O0OOO0OOOOOODOOOO0O0O
0000000000000 oo0000000000d00000DRADOOODOOOOOOOOOOOOOOO
gooooboogom

CREATE IPSEC POLICY=inet INT=ppp0 ACTION=PERMIT

googggg

ESPover UDPOOOOOOOOOOO ISAKMPOOOOO NAT-Traversal O NAT-TOOOOOOOOO
DU00000000O00MMNAT-TOOOOOOOOCREATE ISAKMP POLICY O 0O 0O O OSET ISAKMP
POLICY OO O OO NATTRAVERSAL O OO OOOOOOOOO
D00o00000000KEYMANAGEMENT=MANUALO 0000000
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CREATE IPSEC POLICY

gogggo

ADD IP ROUTE TEMPLATEIIPO O 200000 0O
DESTROY IPSEC POLICYO 51 0000

DISABLE IPSEC POLICY DEBUGO 550000
ENABLE IPSEC POLICY DEBUGO 590000

SET ENCO DHPADDINGD O OO QOGOooOO 220000
SETIPSEC POLICYO 790000

SHOW IPSEC POLICYD 1000 00O

42 | CentreCOM AR415S 0000000000 2.9 IPsec
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CREATE IPSEC SASPECIFICATION

CREATE IPSEC SASPECIFICATION

O00000IPsec/SAOOOO

CREATE IPSEC SASPECIFICATION=saspec-id KEYMANAGEMENT={ISAKMP|MANUAL}
PROTOCOL={AH|ESP} [MODE={TRANSPORT|TUNNEL}] [ENCALG={DES|3DESOUTER|
AES128|AES192|AES256|NULL}] [ENCKEY=key-id] [HASHALG={MD5|NULL|SHA}]
[HASHKEY=key-id] [INSPI=spi] [OUTSPI=spi] [ANTIREPLAYENABLED={TRUE|
FALSE}] [REPLAYWINDOWSIZE={32|64|128/256}]

saspec-id: SA 00 00000002550
key-id: 0 0 0 000 655350
spi: SP1 0 000429496729500000002550000000000

g

SAOO000O0OOOOO

SAO00O0O0IPsec0 000000000000 OOOOOOOOOOOODOOSADOODOOOOOOO
000000000MU0o00o0o0000o0o0mo0 /000000000000 /ESPOO0O /AHOO
O000O00O0O0ODESOMDSOSHAO O MSPIDODOOOOOOOOODOOOOOOooooooo

gogggo

SASPECIFICATION SAOOOOOO

KEYMANAGEMENT 0OO0O00O0OO0OO0OO0OOOMANUALOOOOOOOISAKMPOOOOOOOO

PROTOCOL IPsecO000OOOESPOOOOOOOMAHOODOOOOOOOOOOODOD SAQOOOO
00 100000000000000000000 IPsecO 000000000 OOSADOOOO
O00oooooSAO0O0OO0OoOoOoOoOooooOoooo

MODE SAOUOOUOOOOTUNNELOOOOOOOOOO TRANSPORTOOOOOOOOOOOOO
0000000 TUNNEL

ENCALG 000O0O0O0O0O0O0OOPROTOCOLO ESPOOOOOOOOOOOOOOOOOOOD DES
056 00 0O DESM 3DESOUTERDO 168 U 0O 0O 3DESTI AES1280 128 0 0 O AESII AES19200 192
000 AESO AES2560 256 0 00 AESOO OO OOONULLONULLOOOOOOO0O0O0ooO
ESPO000000000O000O0O0O0O0O0O00O0O0000O0000ENCALGO HASHALGO
Oo0O0NULLOOOODOOOoooooo

ENCKEY 00O0O0OO0OPROTOCOLO ESP OO OOOKEYMANAGEMENT 00 MANUAL OO OO
oooooogoooooooon

HASHALG 0000000O00OO0O0O0OO0OO0OO0O0OO0OO0OPROTOCOLO AHO ESPOOOOODOOO
O00O0OO0O0OO0OOONULLO ESPOCOOOOOOOO0OOOOOO0ODOOOOOODOOOOODODDOO
ENCALGO HASHALGUO OO O NULLOOOOOOOOoooO

HASHKEY 000000OPROTOCOLO AHO ESP OO 00 0OKEYMANAGEMENT O MANUAL
oobooooooboooooogoooog
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CREATE IPSEC SASPECIFICATION

INSPI 0000000000 SPIO Security Parameter Indext O O PROTOCOL O AHO ESPOO0DO
00 KEYMANAGEMENT O MANUALOOOOOOOOOOOO

OUTSPI 000000 DOOOO SPIO Security Parameter Indexd 0 O PROTOCOL 0 AHO ESP OO
00 O0KEYMANAGEMENT 0 MANUALOOOOOOOOOOOO

ANTIREPLAYENABLED 0000000000O000O0O0PROTOCOLO COMPOOOOOOOOO
0000000000000 0000000000 FALSE

REPLAYWINDOWSIZE 0O0O0000000000000000000 3200000KEYMANAGE-
MENT O MANUALOOOOOOOOOO

g

0000000 SAODDOO0OODID00UOOO0O0O0 SAODOOOOOOOOO ESPOOOOOOOOO
O000000o0oo0oooo DESO 00001 o0o00o0oo00oUo SHADODOoOoo2moooo
SPID0O0OO0 100000000 10010000

CREATE IPSEC SASPEC=1 KEYMAN=MANUAL PROT=ESP ENCALG=DES ENCKEY=1
HASHALG=SHA HASHKEY=2 INSPI=1000 OUTSPI=1001

s 000000SADODOO0O0O2000000000 SAODOOOOOOOOOESPOOOOOOOOO
0000000000000 OoO DESOO000000U0O0O0O0OOO0OOOOOO SHAOOODOOOoooO
OO0 SPIDOOISAKMP/IKEO OO OOOODODODO0O0OO00000000000000000

CREATE IPSEC SASPEC=2 KEYMAN=ISAKMP PROT=ESP ENCALG=DES HASHALG=SHA

s ESPO0O0O0OCO0OOO0COO0OCOUOOUC0DUODUONULLOOOODOOOOOO0OOOOO

CREATE IPSEC SASPEC=3 KEYMAN=ISAKMP PROT=ESP ENCALG=NULL HASHALG=SHA

googggg

0000000000 O0KEYMANAGEMENT=MANUALDO 00 OO0OO0OO

0O 0 O CREATE IPSEC SASPECIFICATION D O 0000 O0O0O0OO0O0O PROTOCOLOOOOOO
000000000 O0OODESTROY IPSEC SASPECIFICATION O 0O 0 00O 0O O OO CREATE IPSEC
SASPECIFICATION O 00000000 Oooooooooooooooooooooooooooooo
gooooooooboooooooooooboobboooboobogbboboboobo

gogggo

DESTROY IPSEC SASPECIFICATIONO 52000 O
SET IPSEC SASPECIFICATIONO 830 00 O
SHOW IPSEC SASPECIFICATIONO 114000 O
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CREATE ISAKMP POLICY

CREATE ISAKMP POLICY

00 0000OdIPsec / ISAKMP

CREATE ISAKMP POLICY=policy PEER={ipadd|hostname|ANY} [IPVERSION=6]
[AUTHTYPE={PRESHARED|RSASIG}] [DELETEDELAY=0..30]
[DHEXPONENTLENGTH=160..1023] [DPDIDLETIMEOUT=1..86400] [DPDMODE={BOTH|
NONE|RECEIVE}] [ENCALG={DES|3DESOUTER|AES128|AES192|AES256}]
[EXPIRYKBYTES=1..1000] [EXPIRYSECONDS=600..31449600] [GROUP={0|1]2}]
[HASHALG={SHA|MD5}] [HEARTBEATMODE={BOTH|NONE|RECEIVE|SEND}]
[HYBRIDXAUTH={ON|OFF|TRUE|FALSE}] [KEY=0..65535] [LOCALID={ipadd|
domain-name|luserdomainname|dist-name}] [LOCALRSAKEY=0..65535]
[MODE={MAIN|AGGRESSIVE}] [MSGBACKOFF={INCREMENTAL|NONE}]
[MSGRETRYLIMIT=0..1024] [MSGTIMEOUT=1..86400] [NATTRAVERSAL={ON|OFF|TRUE|
FALSE}] [PHASE2XCHGLIMIT={NONE|1..1024}] [POLICYFILENAME=filename]
[PRENEGOTIATE={ON|OFF|TRUE|FALSE}] [REMOTEID={ipadd|domain-name|
userdomainname|dist-name}] [REKEY={ON|OFF|TRUE|FALSE}]
[RETRYIKEATTEMPTS={0..16|CONTINUOUS}] [SENDDELETES={ON|OFF|TRUE|FALSE}]

[ SENDNOTIFY={ON|OFF|TRUE|FALSE}] [SENDIDALWAYS={ON|OFF|TRUE|FALSE}]
[SETCOMMITBIT={ON|OFF|TRUE|FALSE}] [SRCINTERFACE=interface]
[XAUTH={CLIENT|SERVER|NONE}] [XAUTHNAME=username]
[XAUTHPASSWORD=password] [XAUTHTYPE={GENERIC|RADIUS}]

policy: ISAKMPOODOODODO1024000

ipadd: IP 0000

hostname: 00 00O

domain-name: 0 0000

userdomainname: 0 00000000000 Ouser@foo.barxxx 0000
dist-name: X.500 U O O 0 DN “en=myname,o=myorg,c=jp” 00 0 O
filename: 0000000000 .scpd

interface: IP 000000000 0eth0Oppp0 00O

username: 1000001064000

password: 0000001064 000000000000DDOO

0

I[ISAKMPOOOQOOOOGOQOO
I[SAKMPOOOOOOOISAKMPOOUOOOOODOOOOISAKMPOOOOOOOOOOOOOOOOO
OOISAKMP/IKEO OOOODOOO0OOD0000O00000O
[SAKMPOOUOOOOOUOOOOODODOOOODOoooooooooooooo

gogggo

POLICY ISAKMPOOOOO
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46

CREATE ISAKMP POLICY

PEER ISAKMPOOUOOOOISAKMPOOOO IPOOOODOOOOOOOOOOOOOIPOOOOO
00000o000oo0o0000ooo000U000000O0O0O0O0UO0O0OODANYODOOOOO
goooobooobobouooboooooooboooboooboobbobbooboobo

IPVERSION IPv6O0O0OO0O0OO0OOOOODOG60000OO

AUTHTYPE ISAKMPOOOOOOOOPRESHAREDO OOOOOMMRSASIGOD RSAOOOOOOOO
000000000000 PRESHAREDO

DELETEDELAY ISAKMPOOOO 10200000000000ISAKMP ExchangeD 0000000
000000000000000000 ISAKMP Exchange0 D OOOO0OO000000O00MmMO
oooooa3ooo

DHEXPONENTLENGTH Diffie-Hellman 000000000 00000000000000000g a
mod p 0000 a00000000MOO0OO0ODOO0O00O00O0OD0O0O0O000OD0D0O00000
000000000000C0akleyO OO0 0010200000000000 16000000000
gooooo le000000000000oooooooooooooo oo bllooooooonol
O7670000000020 10230000

DPDIDLETIMEOUT SACOOO00O00000OO0O0O0OOOOO0OOOOOIPsecDPDOOOOOOOO
O0O0O0O0O0ODPDMODECOOOOOO BOTHOOODODOODOODOOOOOO 200

DPDMODE DPDOOOOO0OOOOOBOTHOOOOOOODPDOOOOOODPDIDLETIMEOUT
0000000000000 00000000 R-U-THEREOOOOOOOOODOONONEO OO
O0U0ODPDOOUOOOOOOORECEIVEOOOOOOOPsecO0O0O00 R-U-THEREO OO O
00 R-U-THEREACKOOOOOOOOOODOOOOOO R-U-THEREOOOOOOOOOOOO
0000000000 NONEO

ENCALG [SAKMPOUOOOOOOOOOOOOOOOOOOOOO DESO

EXPIRYKBYTES ISAKMPSAOOOOOOKbytelDODOODOOODOOOOOOOODOISAKMP SA
0000000000000 00000 NONEDOOO M

EXPIRYSECONDS ISAKMPSAOOOOOOOMMSAODOOODOOOOOOODODOOISAKMP SA
O00O0O0OoO0OOoOoUoOoOoOoooooOgseooo2400m

GROUP 00000000 Diffie-HellmanOOakleyD O OO ODODO0OO0OD0DO0OO0O0OO0O 00512000
MODPMIOOO0O 10768000 MODPLO OO OO 201024000 MODPOOOOOOODOO
ooooooooo 1o

HASHALG ISAKMPOOOOOOOOOOOOOOOOOOOOOOOOOO SHAD

HEARTBEATMODE [SAKMPOUOOOOOOOOOOOOOOOISAKMPOOOOOOOOOOOO
00000000 0ooooo sSAO0oooOoOoOoOoOoUooUUooUoooooooooooon
O0O0OO0OO0OSENDOOOOOOOOOD200000000000000000000OO0DOORECEIVE
000000000000 00oo00ooU0ooU0oo0o0oooooo3ooooooooog
gooooobooooboooooooooobooobooboobbobbooboobboobo
SAO0DO0OO0O00OO0OOBOTHOOOOODODUODODODODODUODODODODODODODONONEODODODDDOO
0000000000000 0000000O0O0O0 NONED

HYBRIDXAUTH 00000000000 O0OO0OXAUTHOOOOOOOOOOOAUTHTYPE O RSASIG
O0000000o0ooooooooog OFFO

KEY [SAKMPOOOOOOOOOOUOOOOUOOOOOOOOOOOPRESHAREDOOOOOOOOO
0000 GENERALOOOOOOODOOOOOOORSASIGOOOOOOO ISAKMP OO0 RSA
O00ooO0oooooooooooolISAKMPOOOOOOOODOOOOOOOOOOOOCAOD
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CREATE ISAKMP POLICY

gooooobooboobobooo

LOCALID ISAKMPOOOO 1000O0O0O0O0O0OOOOIDOOOOOoOoOoooooIbDooOooon
000IPO000000172.16.105M 0000000 0barmydomainnett 0000000000
0000 Ojoger@bar.mydomain.netll] X.500 O O O O O O “cn=joge,o=ournet,c=jp”00 4000
O00U00oo0odoooooolISAKMPOOOOOOOOODUOOO IDODODODODOOOOOOOOO
O000000000ORSASIGOOOO0O0O0O0O0O0OOOOSET SYSTEM DISTINGUISHEDNAME
gooooOoooOooOoOoOoOoOoOODNOOOOO0OOOOooooogooooooooooo IPO
goooooooooogo

LOCALRSAKEY OO0 RSAOUOOO0OOOOOOOOOOOOOOOOOORSASIGODOOOOOOO
0000000000000 O0ENABLEISAKMPOOOOO LOCALRSAKEY OOOOOGOOO
goooooboboboboooooooooobooboboooooobooooon

MODE ISAKMPOOOO 100000 IKEOOOOOOIDODOOODODOOO MAINOOOO IDOO
0000000 AGGRESSIVEO O OOUOOOOODOOOOOOOOOPRESHAREDODOOOOOO
0000000000000000000000000LOCALID/REMOTEIDO IPOOOOOO
OIDODODODODOAGGRESSIVEO O ODUOOODOOOOODOOODOOOODOOOO0 MAINOOOODO
00000000 MAINOOOO

MSGBACKOFF [SAKMPOOOUOOOOUOOOOUOOOOUOOOO0OOD0OUOO0OOOOOOONONEOO
0000000000000 MSGTIMEOUTOOOOOOOOODOOOINCREMENTALO OOOO
OOMSGTIMEOUTOOOOOOUOOOO0DOODU0O0OO00D0O000000O00DO INCREMENTALD

MSGRETRYLIMIT ISAKMPOOOOOOOOOOOOOOOOO 8

MSGTIMEOUT [SAKMPOOOOOOOOOOOO 10000000000 0O0OO00D0200000
goooooOoooO0oooUooooogooggo 4o

NATTRAVERSAL [Psec NAT-Traversal ONAT-TO D 0000000000000 00O FALSE

PHASE2XCHGLIMIT 0000000000000 O0O0O ISAKMPSAODOOOOOOOOO IKE
O00020000000000000 NONEDOODOM

POLICYFILENAME AT-VPNClient 000D 0000000000000 0000O00O0O00OO0O0OO
00000000 O0ENABLE ISAKMP 0000 O POLICYSERVERENABLED DO O OO0 O
TRUEOOOOOOOOOOOOOO AT-VPNClientOOOOOooooQ

PRENEGOTIATE 000000000000 ENABLEISAKMPOOOOOOOOOOIKEOOOO
000000000000 00000000000000O0O FALSEOD

REMOTEID I[SAKMPOOOO 100000000000000O000OCOO0IDOOO0O0OO0OOOOOO
IDOOO00O000OO0IPOO0O0O000172.16.10.50 0 0 000 O0barmydomain.nettDO 0 00
00000000000joger@barmydomain.nett X.500 O O 00 OO “cn=joge,o=ournet,c=jp”0
04000000000000000O000000O0O0O0O0OOISAKMPOOOOOOOOIPOOO
oo IboooOoOoOoOoOoOoOoOoO0oO0oOoOoO0o0OoOooooooooooo IPOooOoOOOODOOOO
god

REKEY IPsecSAOOOOOOOOOOOISAKMPOOOOOODOOOOOOOOOOOOOOOOO
O0IPsecSAOOOOOO0OOOOOOOOOOOOOOISAKMPOOOOOOOOOOOOOO
Oo0o0oooooOo ISAKMPSAOOO ISAKMPSAOOOOOOOO IPsecSAOOOOOOO
0000000000000 000 PEEROODOOOOO ANYOOOOOOOOOoooooooo
ISAKMPSAOOOOOOO IPsecSAOOOOOODOOOOODOOOOODODOOOO

RETRYIKEATTEMPTS ISAKMPOOOO 10000000000000000C0OOOOOOOOOO
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CREATE ISAKMP POLICY

O0000000O0CONTINUOUSOOOOOoOoOoOoooooooooomoooo240000
0000000000000 0o0oooooooooo0o@uoooooooDooooooog
0 00000MAIN/AGGRESSIVE/QUICKOODOOOODODODODODODODODOXAUTHOOODO
O0000ooO0oooooooIPOOOO0OO0 ANYOOOOOOOOOOOooooooo

SENDDELETES SAOO0OO0O0O000O Delete 00D 000000000000 TRUEOODD ONODO
000000000000 SA0000OOOO0O0O0OOOOD SAODUUOOOOoOoooOoOoOOoOoOo
00000000 0oooooooo sAODooooooUoooUooUoooooooooooon
000 FALSEO

SENDNOTIFY IKEOOOOOOOOOOOODODOD NotifyOOOOOOOOOODOODODODO
00000 FALSED

SENDIDALWAYS [SAKMPSAOOOOOOOOOOOOOIDOOOOOOOOOOOOOOOO
00000 FALSED

SETCOMMITBIT [SAKMPSAOOOOOOOOOOOISAKMPOOOOO CommitDO0O0000O0O
O0DO0DUOO0OOOTRUEOOO ONOOOOOOOOOSAOOUOOOOOOODOD0O0O0ODO0O0OOOSA
000000000000 000000U00o000DUoDoOOoOU0O FALSED

SRCINTERFACE I[SAKMPOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOOOOIP
0000ooooooo0o0ooooooooooo ISAKMPOOOOOODODODOOOOOOOOO
goooooo IPoo0oooooooooooooog

XAUTH [SAKMPOOOO10000O0O0O0O0OXAUTHOOOOOOOOOOOOOOOoooooo
0000000000000 00Uo00000o00o00000o000000OSERVERD O
OODO0ISAKMPOOOOOO XAUTHOOOOOOOOOCLIENTOOOOOISAKMP OO OO
0O XAUTHOUOUOOOOOUOOONONED XAUTHOOOOUOOOOOODOO NONED

XAUTHNAME XAUTHOUOOOOOOOOOOOOOOOOOOOOOO

XAUTHPASSWORD XAUTHOOOOOOOOOOOOOOOOOOOOOOO

XAUTHTYPE XAUTHUOUOOOOOOOOGENERALODOOOOOOOOOOOOOOOO RADIUS
0000000000000 GENERICO

g

s 500 ISAKMPOOO0O00000M@M xauthOOO OO0 XAUTHOOOOOOODOOOOOOMM dynlO
Odyn20 00000000 wserlJuser2 00 0000000000000 0000Aggressive0000
FODNO IDOOOODfixl1Mfix20 OO OOO0OO0D0OD0D00000000000000000000Main
ooooooooooIPoocOoOocOoOoOIDOOO
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CREATE ISAKMP POLICY

CREATE ISAKMP POLICY=xauth PEER=ANY KEY=0 XAUTH=SERVER SENDN=TRUE
SETC=TRUE

CREATE ISAKMP POLICY=dynl PEER=ANY KEY=1 MODE=AGGR SENDN=TRUE
REMOTEID=userl

CREATE ISAKMP POLICY=dyn2 PEER=ANY KEY=2 MODE=AGGR SENDN=TRUE
REMOTEID=user?2

CREATE ISAKMP POLICY=fixl PEER=1.1.1.1 KEY=11 SENDN=TRUE

CREATE ISAKMP POLICY=fix2 PEER=2.2.2.2 KEY=12 SENDN=TRUE

googggg

0 PRENEGOTIATE=TRUEO 000 O0OOO0OOOENABLE [SAKMPOOOOOOOOOOOOOOOO
OISAKMPOOOOOO0O0OOODOO0OO0O0O0O0DOO0OO0O0OOOO0 ENABLEISAKMPOOOOOOOO
CREATEISAKMP POLICY DO OO0O0OOO0OO0OO0OO0OU0OOO0OOOO0OOO0O0OOO EDITOOOOOOO
gooooboogboogoo

REKEYOOOOOO EXPIRYKBYTESOOOOOOOOOOOOOooooO

gogggo

DESTROY ISAKMP POLICYO 53 000 O
SET ISAKMP POLICYO 86 0 OO O
SHOW ISAKMP POLICYO 1240000

IPsec CentreCOM AR415S 0000000000 2.9
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DESTROY IPSEC BUNDLESPECIFICATION

DESTROY IPSEC BUNDLESPECIFICATION

O00000IPsec/SAODOOOOOOO

DESTROY IPSEC BUNDLESPECIFICATION=bspec-id

bspec-id: SAOD U0 0000000 0O0O002550

0o

SAO0000O0ooooooon
goooof
BUNDLESPECIFICATION SAOO0O0O0O0O0O0O0O0OO

goooon

CREATE IPSEC BUNDLESPECIFICATIONO 36 0 0 OO
SET IPSEC BUNDLESPECIFICATIONO 78 0 0O O
SHOW IPSEC BUNDLESPECIFICATIONO 91 00 00O
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DESTROY IPSEC POLICY

DESTROY IPSEC POLICY

O0O0O0O0OdIPsec /IPsecOOOO

DESTROY IPSEC POLICY=policy [SABUNDLE=bundle-id]

policy: IPsec00 00001023000
bundle-id: SA O 00 000000655350

g

[PsecO0 0000000000000 0O0O0O0O0O0OO0OOOOSAODOOOOOOOOO
[Psec0 0000000000000 0O00OOOOOOUOO0O0O0OODOOO SAOOOOOOOOOOO
ooo

gogggo

POLICY IPsecOO OO0
SABUNDLE SAOO0OOO0OO0OOSHOWIPSECPOLICYOOOOO SABUNDLEOOOOOOOOO
ooo

googgg

CREATE IPSEC POLICYO 38 000 O
DISABLE IPSEC POLICY DEBUGO 550000
ENABLE IPSEC POLICY DEBUGO 590000
SET IPSEC POLICYO 790000

SHOW IPSEC POLICYD 1000 00O

IPsec CentreCOM AR415S 0000000000 2.9
613-000667 Rev.H

51



DESTROY IPSEC SASPECIFICATION

DESTROQOY IPSEC SASPECIFICATION

O00000IPsec/SAOOOO

DESTROY IPSEC SASPECIFICATION=saspec-id

saspec-id: SA 00 00000002550

0o

SAO000O00Ogoog
goooof
SASPECIFICATION SAOO0O0O0O0OO

goooon

CREATE IPSEC SASPECIFICATIONO 43 0000
SET IPSEC SASPECIFICATIONO 830 00 O
SHOW IPSEC SASPECIFICATIONO 114000 O
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DESTROQOY ISAKMP POLICY

DESTROY ISAKMP POLICY

000000IPsec / ISAKMP

DESTROY ISAKMP POLICY=policy

policy: ISAKMPOODOODODO1024000

g

ISAKMPOOOOOOOOOO

googod

POLICY ISAKMPOOOOO

googod

CREATE ISAKMP POLICYO 450000
SHOW ISAKMP POLICYO 124 0000

IPsec

CentreCOM AR415S 0000000000 2.9
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DISABLE IPSEC

DISABLE IPSEC

O00000IPsec/ 000000

DISABLE IPSEC

0o

[PsecOO0OOODOOODODODO
000000 SAOD0DOOO0O0UOOO0O0OUOODOIPsecOOOOOOOOOOOO

goooon

DISABLE IPSEC POLICY DEBUGO 550000
DISABLE ISAKMPO 56 0 00O O

ENABLE IPSECO 58 000 O

ENABLE IPSEC POLICY DEBUGO 590000
ENABLE ISAKMPO 62000 O
PURGEIPSECO 710000

SHOW IPSECO90 0000
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DISABLE IPSEC POLICY DEBUG

DISABLE IPSEC POLICY DEBUG

O0O0O0O0OdIPsec /IPsecOOOO

DISABLE IPSEC POLICY={policy|ALL} DEBUG={ALL|FILTER|/PACKET| TRACE}
[DIRECTION={ALL|IN|OUT}] [DISPLAY={ALL|BUFFERHEADER|DATA|IPHEADER}]
[RESULT={ALL|FAIL|PASS}] [SELECTOR={ALL|LADDRESS|LNAME|LPORT|RADDRESS]|

RNAME|RPORT|TRANSPORTPROTOCOL}] [WHERE={ALL|IPSEC|PROTOCOL}]

policy: IPsec00 00001023000

0

[PsecOO0OOOO0OOOOOODOOODODDODO
googgg

POLICY IPsecOO OO0

DEBUG 0000000 UOO0OCUOUOOCFILTEROOOOOOO0OOOO0O0OO0OOMMPACKETO IPsec
DU000D0000D0@TRACEOOOODOODUOOODMALLODOODOOODOOOOOO

DIRECTION 0000000000000 O0O0D0O0O000DOO0OO0OOINDOOOOmMOUTOOOOm
BOTHOOUOOOOOODOOOOO

DISPLAY 00OO0OUOOU0OO0OO0OODEBUG=PACKETO 0000000000000 0O0OO0O00O0O0OO
OD0O0U0UOUO0O0DALLO0O0O0O0ODOO0OO0O0O00000000OOOOBUFFERHEADERODATAD
IPHEADERO U OODUOOUOOOOUOOOOOOOoOOooIPO0O0O0OOOOOoOooOOoOoooOog

RESULT 0U0O0O0OO0OOUOOO0OODEBUG=FILTERODOOOOO0OO0O0OO0O000O0OO00O000O0O0O0O00O
DO0OO0O0DALLOOUOOO00OO0O00OO0000000000000000FAILOPASSOOOO
oo oobobobobobbobobobbobboooodoogoooooooo

SELECTOR 00O0OO0OUOO0OOCOOODEBUG=FILTEROOOOOOO0OOOOOOOOOOOOOOOO
oo uobooboobooboo

WHERE 000O0O0OO0O0O0OO0DEBUG=PACKETOOOUOOUOOOOOO0O0OODOOOOO0OOO0O0OOO
D0000000000o0o000dIPSECO IPsec 0 00 OPROTOCOL OO IPsecO 0000 OO
ODOODALLOOOOOOOOOO

gogggo

ENABLE IPSEC POLICY DEBUGO 590000
SHOW IPSEC POLICYD 1000 00O
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DISABLE ISAKMP

DISABLE ISAKMP

000000IPsec / ISAKMP

DISABLE ISAKMP

g

ISAKMPOOOOOOOOOOOO
O0ooooISAKMPSAOOOOOOOOOO

googod

DISABLE ISAKMP DEBUGO 57 0 0 0 O
ENABLE ISAKMPO 62 0000
ENABLE ISAKMP DEBUGO 63 0 0 0O O
SHOW ISAKMPO 116 0 0 OO
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DISABLE ISAKMP DEBUG

DISABLE ISAKMP DEBUG

00 0000OdIPsec / ISAKMP

DISABLE ISAKMP DEBUG={ALL|DEFAULT|PACKET|PKT|PKTRAW|STATE|TRACE|
TRACEMORE }

g

[SAKMPOOUOOOOOOOOOODODOOOOoOooooo
gogggo

DEBUG 0000000000 UOOOO0OSTATEODISAKMPOOOOOOOOOMMPACKETOOO
PKTOISAKMPOOOUOOOOOOOMPKTRAWOISAKMPOOOOOO 160000 MTRACE
OISAKMPOOOOO0OO0OMMTRACEMOREIISAKMP 00000 00O MDEFAULTO TRACED
STATEO PACKETO OOOOOOOOMMALLOOOOOOOOOOOO

gogggo

DISABLE ISAKMPO 56 0 0O O
ENABLE ISAKMPO 62000 O
ENABLE ISAKMP DEBUGO 63 00 0O
SHOW ISAKMPO 116 0 O OO
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ENABLE IPSEC

ENABLE IPSEC

O00O0O00IPsec/ 000000

ENABLE IPSEC

g

IPsec0 00000000000

googod

DISABLE IPSECO54 0000

DISABLE IPSEC POLICY DEBUGO 55 0 00 0O
DISABLE ISAKMPO 56 00 0O O

ENABLE IPSEC POLICY DEBUGO 59 0 0 0O O
ENABLE ISAKMPO 62 0000

PURGE IPSECO71 0000

SHOW IPSECO 900000
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ENABLE IPSEC POLICY DEBUG

ENABLE IPSEC POLICY DEBUG

O0O0O0O0OdIPsec /IPsecOOOO

ENABLE IPSEC POLICY[=policy] DEBUG={ALL|FILTER|PACKET|TRACE}
[DIRECTION={ALL|IN|OUT}] [DISPLAY={ALL|BUFFERHEADER|DATA|IPHEADER}]
[RESULT={ALL|FAIL|PASS}] [SELECTOR={ALL|LADDRESS|LNAME|LPORT|RADDRESS]|

RNAME|RPORT|TRANSPORTPROTOCOL}] [WHERE={ALL|IPSEC|PROTOCOL}]

policy: IPsec00 00001023000

0

[PsecOO0OOOO0OOOOOODOOODODDODO
googgg

POLICY IPsecOO OO0

DEBUG 00000000000 OCOUOOOFILTEROIPsecOO0 0000000000000 OOOOOO
ODUOO0OMMPACKETOIPsecO O OO0 16000000 M TRACEOIPsecU 000000 OOOMM
ALLOOO0OOOOOooooo

DIRECTION 00000000000 00O0O00O000O0DOOO0OOINDOOOmMOUTOOOOm
BOTHOOUOOOOOODOOOOO

DISPLAY 00OO0OUOOU0OO0OO0OODEBUG=PACKETO 0000000000000 0O0OCOO0O00O0O0OO
ODU0O0O0OO0UOD0O0DALLOOOOO0O00000O0OO0O0OOOOOOOBUFFERHEADERD DATAO
IPHEADERO U OODUOOUOOOOUOOOOOOOoOOooIPO0O0O0OOoOoOoooooooog

RESULT 0U0O0O0OO0OOUOOO0OODEBUG=FILTERODOOOOO0OO0O0OO0O000O0OO00O000O0O0O0O00O
ODO0ODO0O0OD0DALLO0OOO0OO0OO0O00OO00000000000000000FAILOPASSOOO
oo uobuobbobbobboboobooooboooooooooo oo

SELECTOR 00O0OO0OUOO0OOCOOODEBUG=FILTEROOOOO0OOOO0OOOOOOOOOOOOOOOO
b uobooboobooboo

WHERE 000O0O0OO0O0O0OO0DEBUG=PACKETOOOUOOUOOOOOO0O0O0OODOOOOOO0OO0O0OOO
D00000000000o000dIPSECO IPsec 0 00 OPROTOCOL OO IPsecO 0000 OO
ODOODALLOODOOOOOOOO

goodgoooon

SecOff > ena ipsec policy=vpn debug=filter

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >
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ENABLE IPSEC POLICY DEBUG

IPSEC: filt: pass: laddr: pol vpn
pol 192.168.20.0:255.255.255.0, pkt 192.168.20.100

IPSEC: filt: pass: raddr: pol vpn
pol 192.168.1.0:255.255.255.0, pkt 192.168.1.2

IPSEC: filt: pass: laddr: sa 2
sa 192.168.20.0:255.255.255.0, pkt 192.168.20.100

IPSEC: filt: pass: raddr: sa 2
sa 192.168.1.0:255.255.255.0, pkt 192.168.1.2

SecOff > ena ipsec policy=vpn debug=packet

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 45000028eb1040002006d908c0a81464c0a80102
TCP: 0429005005b7e65c01faeed4c5004000038560000
data:

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b7£00004032£a573£f0c42e£3d737527

ESP: 14f45fa300000b09:35d26e02458706623d%aad%bf

data: 9fcdl8dl0a34ffeecb8b0£f574ddeaa820£f8baldb36cd7a9fc0254£08215e2aa7ecdb34688
6193£17d39¢cc7£096276238bf262b668920b51c535d26e02458706623d9%aa%bf

SecOff > ena ipsec policy=vpn debug=trace

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 4500002c£81040002006cc04c0a81464c0a80102
TCP: 042c005005b9¢c354000000006002200013e60000
data: 020405b4

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b8000004032£fa563£f0c42e£3d737527

ESP: 14f45fa300000b0a:303cd3682ca0d4724d415643

data: f6bdc7fc7a25cbb885eb346lce3bcda7’7bbf752aa3298a3b5efl1f3aae0d8b94aal9d769£5
95fc677£693c2bl0ecfel3abfeae75b52430aa46d303cd3682cal0d4724d415643

SecOff >

IPSEC vpn: 2: IN: pre processing:

IP: 4500006052e800003732£f3ee3d7375273£f0c42ef
ESP: 52d700££00000c8c:29109cc701bee3a’76460a2eb

data: 993a2918084608c51648755a8f6ebdl12d68£806a169d4c243a04c0741d50a3ab52493dcd
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ENABLE IPSEC POLICY DEBUG

069dlecl7al7349b9ec9£f6cbbb739a39b576298129109cc701bee3a76460a2eb

IPSEC vpn: 2: IN: post processing:

IP: 4500002c5ae500003£068a30c0a80102c0a81464
TCP: 0050042c£254a5a005b9¢c355601204009b7b0000
data: 02040218

googggg

goooooooooooooooboobboob bbb booboobbobbooo

gboooooboooboooobooooboooboo

gogggo

DISABLE IPSEC POLICY DEBUGO 550000
SHOW IPSEC POLICYD 1000 00O
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ENABLE ISAKMP

ENABLE ISAKMP

00 0000OdIPsec / ISAKMP

ENABLE ISAKMP [LOCALRSAKEY=key-1id] [POLICYSERVERENABLED={TRUE|FALSE}]
[POLICYFILENAME=filename] [UDPPORT=port]

filename: 0000000000 .scpd
key-id: 0 0 0 000 655350
port: UDP 0 00 0O 00O 10655350

0

I[SAKMPOOOOOOOOOOODO
PRENEGOTIATE=TRUE O ISAKMP OOOOOUOOO0O0O0OO0O0OO0O0OO0OO00OO0OOO0OO0OO0OO0 1000
goooooogboogon

googgg

LOCALRSAKEY OO0 RSAOOOOOOUOOOISAKMPOOOOOOOOOOOOORSASIGOOO
gooooboogobooooooboboobbooboooboo

POLICYSERVERENABLED 000000000000 0O0O0OOO0OOOOOOOOOOOOOODOOO
AT-VPN Client 00000000 OPOLICYFILENAME OO OO O0OO0O0O0O0O0O0O0O0O0O0O0OO
00000 AT-VPNClient0 OO OOO0OO0Ooo0OO0oo0OO

POLICYFILENAME 00000000000000000000000OO0OAT-VPNClientOOGOOQOO
O00000o0o0o0oo0ISKAMPOOOOO POLICYFILENAMEO OO OOOOOOOOOOO
gooooboogobooobooobobooboboo

UDPPORT [SAKMPOUOOOOOOOOOOOOOUDPOOOOOOOOOO 5000

googggg

PRENEGOTIATE=TRUED ISAKMPOOOODODOO0OO0O0000000O0*.cfgdD OO ENABLE ISAKMP
0000000 CREATE ISAKMP POLICY DO OO0 O0OO0OO0OOUOOOOOOODODOUENABLE
I[SAKMPOOOOOOOO ISAKMPOOOOOOOOOOOODOOOOOO

gogggo

DISABLE ISAKMPO 56 0 0O O
DISABLE ISAKMP DEBUGO 57 0 00O
ENABLE ISAKMP DEBUGO 63 00 0O
SHOW ISAKMPO 116 0 O 0O O
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ENABLE ISAKMP DEBUG

ENABLE ISAKMP DEBUG

00 0000OdIPsec / ISAKMP

ENABLE ISAKMP DEBUG={ALL|DEFAULT| PACKET|PKT|PKTRAW|STATE|TRACE|
TRACEMORE}

g

[SAKMPOOUOOOOOOOOOODODOOOOoOooooo
gogggo

DEBUG 0000000000000 OOSTATEDISAKMPOOOOOOOOMmMPACKETOOO PKT
OISAKMPOOOOOUOUOODOOOOOOMmMPKTRAWOISAKMPOOOOOO l6e0000oo0onO
O M TRACEOISAKMPO OOOOOOOOOMmMTRACEMORED ISAKMPO O OOOOOooOOO
00000 OMDEFAULTO TRACEDO STATEO PACKET O O OO OOOOOMMALLOODOOOOO
ooooo

gooooooon

SecOff > enable isakmp debug=packet

SecOff > ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:0000000000000000
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ISAKMP(1l) #Trans: 1 SPI:

Transform#: 1

Transform Id .................. IKE (1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... SHA (2)
Authentication Method.......... PRESHARED (1)
Group Description.............. 768 (1)

Group TyYPEe. vt it it it e et et e e e e MODP

Expilry SecondS.......ouueueen.. 86400

SecOff > ISAKMP Rx Message
Cookie’s: £7£11£139bcf2de0:599d82efeda01228
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
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ENABLE ISAKMP DEBUG

Proposal#: 1 Protocol: ISAKMP(1l) #Trans: 1 SPI:

Transform#: 1

Transform Id .................. IKE(1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... SHA (2)
Authentication Method.......... PRESHARED (1)
Group Description.............. 768 (1)
Group TyPEe. v i it it it e et et e e e MODP
Expilry SecondS........uuvuneen.. 86400
ISAKMP Tx Message
Cookie’s: £f7£11£f139bcf2de0:599d82efedal01228

Xchg Type: IDPROT(2) Ver: 10 Flags: 00

MessageID: 00000000 Total Length: 152

Payload #: 0 Length: 100 Type: Key Exchange (KE)
2d df 75 56 ed ee 00 6b 11 a6 e0 47 08 b3 77 a0 53 19 68 7f
34 £5 58 ea b7 a3 bl 0b 32 df 7d 22 85 ae ce 21 5d 80 dl 30
52 7a c4 fb 74 18 26 d7 13 ad 1b 97 83 fc 81 ea 1b 7c a2 33
86 3a ce 01 fe f6 50 43 c7 dd 4c £f6 78 ce 2a a0 e6 af £8 93
ee 4e cb d6 fd 78 94 c6 al 9e 4f 15 bl d6 21 ff

Payload #: 1 Length: 24 Type: Nonce (NONCE)
06 b3 a8 ce 3e 3a 04 d6 d8 16 7b 47 08 50 c9 34 9d 3f 51 82

SecOff > ISAKMP Rx Message

Cookie’s: £7£11£139bcf2de0:599d82efeda01228

Xchg Type: IDPROT(2) Ver: 10 Flags: 00

MessageID: 00000000 Total Length: 152

Payload #: 0 Length: 100 Type: Key Exchange (KE)
bb 81 9f f5 5c¢ 89 4f 41 39 a8 92 74 1lc 4b 2f 27 8b 6d 97 35
42 45 da 93 78 0Oc 48 81 2a 71 ba 1b 85 cf 9a 9c ed 96 2d eéb
8e 05 ¢3 fe ca be 2f 95 c0 3c fa cf ¢5 1d 2b 28 87 71 21 75
86 79 ad fa cO0 1f 3b 0d 87 e0 Oc 7d 92 f4 £7 a3 £8 0a fc 5f
dé fc d4 b9 05 ae c3 35 f1 27 78 b6 le 88 98 8a

Payload #: 1 Length: 24 Type: Nonce (NONCE)
65 ab 76 dl1 57 db 46 36 d8 e3 e0 38 0f 2d dl dl c3 5a d9 db

ISAKMP Tx Message

Cookie’s: £7£11£139bcf2de0:599d82efeda01228

Xchg Type: IDPROT(2) Ver: 10 Flags: 00

MessageID: 00000000 Total Length: 94

Payload #: 0 Length: 14 Type: Identification (ID)
Type: FQDN ProtocolId: 0 Port: 0
Value: client

Payload #: 1 Length: 24 Type: Hash (HASH)
19 96 21 3d 14 4f f1 3f 16 bd 3a ca 2c 8c c3 7c 03 e8 52 f2

Payload #: 2 Length: 28 Type: Notification (N)
00 00 00 01 01 10 60 02 £7 f1 1f 13 9b cf 2d e0 59 9d 82 ef
ed a0 12 28

SecOff > ISAKMP Rx Message (decrypted)
Cookie’s: £7£11£139bcf2de0:599d82efeda01228
Xchg Type: IDPROT(2) Ver: 10 Flags: 01
MessageID: 00000000 Total Length: 92
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ENABLE ISAKMP DEBUG

Payload #: 0 Length: 12 Type: Identification (ID)
Type: IPV4_ADDR ProtocolId: 0 Port: O
Value: 1.1.1.1
Payload #: 1 Length: 24 Type: Hash (HASH)
79 33 1f ¢5 75 4b 8b 83 0f e9 bf b7 35 81 40 77 4c 34 3d 9a
Payload #: 2 Length: 28 Type: Notification (N)
00 00 00 01 01 10 60 02 £f7 f1 1f 13 9b cf 2d e0 59 9d 82 ef
ed a0 12 28
ISAKMP Tx Message
Cookie’s: £f7£11£f139bcf2de0:599d82efedal01228
Xchg Type: QUICK(32) Ver: 10 Flags: 00
MessageID: 7736489b Total Length: 148
Payload #: 0 Length: 24 Type: Hash (HASH)
aa 05 0b be 05 fb 74 2e 93 34 53 d8 fb 39 e0 le a5 8f 20 42
Payload #: 1 Length: 40 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ESP(3) #Trans: 1 SPI: 3f£854d43
Transformi#: 1

Transform Id .................. DES(2)
Group Description ............. MODP768 (1)
Encapsulation Mode ............ TUNNEL (1)
Authentication Algorithm ...... SHA (2)

Payload #: 2 Length: 24 Type: Nonce (NONCE)

b6 6b 17 23 dé6 £4 04 94 60 9d a9 84 b9 29 99 d6 5c 05 79 e9
Payload #: 3 Length: 16 Type: Identification (ID)

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: O

Value: 192.168.20.0:255.255.255.0
Payload #: 4 Length: 16 Type: Identification (ID)

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: O

Value: 192.168.1.0:255.255.255.0

SecOff > ISAKMP Rx Message (decrypted)
Cookie’s: £7£11£139bcf2de0:599d82efeda0l1228
Xchg Type: QUICK(32) Ver: 10 Flags: 01
MessageID: 7736489b Total Length: 148
Payload #: 0 Length: 24 Type: Hash (HASH)
71 d5 87 4e 5c ec 75 fd 1f fc Oc 91 27 a0 70 79 5c¢ 17 9c f£7
Payload #: 1 Length: 40 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ESP(3) #Trans: 1 SPI: 58dfddab
Transformi#: 1

Transform Id .................. DES(2)
Group Description ............. MODP768 (1)
Encapsulation Mode ............ TUNNEL (1)
Authentication Algorithm ...... SHA (2)

Payload #: 2 Length: 24 Type: Nonce (NONCE)

e2 bc 6f 0b 49 00 55 70 d2 04 f5 99 fe cc 95 af f9 4b 16 4c
Payload #: 3 Length: 16 Type: Identification (ID)

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: O

Value: 192.168.20.0:255.255.255.0
Payload #: 4 Length: 16 Type: Identification (ID)
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ENABLE ISAKMP DEBUG

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: O
Value: 192.168.1.0:255.255.255.0
ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:599d82efeda01228
Xchg Type: QUICK(32) Ver: 10 Flags: 00
MessageID: 7736489b Total Length: 52
Payload #: 0 Length: 24 Type: Hash (HASH)
79 2f 7b ec f1 02 d7 0d 49 47 cc 04 ce 7b 95 d4 03 47 da 21
SecOff > enable isakmp debug=state
Info (182057): ISAKMP Debugging has been enabled.

SecOff > ISAKMP MAIN exchange 11: New State: IDLE

ISAKMP MAIN exchange 11: New State: SASENT

SecOff > ISAKMP MAIN exchange 11: New State: SARECV

ISAKMP MAIN exchange 11: New State: KESENT

SecOff > ISAKMP MAIN exchange 11: New State: KERECV

ISAKMP MAIN exchange 11: New State: AUTHSENT

SecOff > ISAKMP MAIN exchange 11: New State: AUTHRECV

ISAKMP MAIN exchange 11: New State: UP

ISAKMP QUICK exchange 12: New State: SENDING_HASH_SA_NONCE

SecOff >
ISAKMP QUICK exchange 12: New State: RECEIVING_MESSAGE

ISAKMP QUICK exchange 12: New State: SENDING_HASH
ISAKMP QUICK exchange 12: New State: DONE

SecOff > enable isakmp debug=trace

Info (182057): ISAKMP

SecOff > sh pISAKMP:
ISAKMP MAIN: INIT: xcC
ISAKMP CORE: Aquire:

Debugging has been enabled.

acquire - Create Phase 1 Exchange
hg 13: Started with peer 1.1.1.1

equivalent acquire request in progress
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ENABLE ISAKMP DEBUG

SecOff > ISAKMP MAIN: INIT: xchg 13: Ni 1=20 v=baa95ac53c8b47al6cff9a81£fd3dfo8bf
34c9729

ISAKMP MAIN: INIT: xchg 13: Nr 1=20 v=ed3b6400668c47c8361£853e998ff0bdd20a24d5
ISAKMP MAIN: INIT: xchg 13: COOKIE_I 1=8 v=b8230e5ecac0212c

ISAKMP MAIN: INIT: xchg 13: COOKIE_R 1=8 v=af3b896d8blb2b76

ISAKMP MAIN: INIT: xchg 13: Key 1=8 v=686£f6765686£6765

ISAKMP MAIN: INIT: xchg 13: EncKey 1=8 v=f20facb52abb3e08

ISAKMP MAIN: INIT: xchg 13: IV 1=8 v=bdf0e35f5bb0459f

SecOff > ISAKMP InfoProcess: xchg 13: Rx Notification Message - DOI
ISAKMP MAIN: INIT: xchg 13: RemoteID=IPv4:1.1.1.1
ISAKMP CORE: Exchange 13 done

ISAKMP QUICK: INIT: xchg 14: Started with peer 1.1.1.1
ISAKMP QUICK: INIT: xchg 14: COOKIE_I 1=8 v=b8230e5ecac0212c
ISAKMP QUICK: INIT: xchg 14: COOKIE_R 1=8 v=af3b896d8blb2b76
ISAKMP QUICK: INIT: xchg 14: MessageID=57339a70

ISAKMP QUICK: INIT: xchg 14: IV 1=8 v=a73675e6799eefl5

ISAKMP QT 14: HASH1: ID Payload Created

SecOff > ISAKMP QUICK: INIT: xchg 14: rx msg 1l: start
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP CORE: Exchange 14 done

prop policy done

TRAN 0,1 attributes good

TRAN 0,1 match

prop 0 match

All proposals matched: (lpn 1)
payloads good:

s

good

SecOff > enable isakmp debug=tracemore

Info (182057): ISAKMP Debugging has been enabled.

SecOff > ISAKMP MAIN: INIT: xchg 15: Started with peer 1.1.1.1

ISAKMP: acquire - Queue the acquire struct

ISAKMP: acquire - Queue the acquire struct

SecOff > ISAKMP MAIN: INIT: xchg 15: x 1=20 v=dee78c5e6d57a2b091e805d48b5cf4d7b6
2a6ebd

ISAKMP MAIN: INIT: xchg 15: g"x 1=96 v=fad431d749ddb3ebada8ef569f9da7960464a8ff7f
59465ee024e0bb130c77£468ad275cbbc62314bd0184a5£0ad9£170894ab56£6665104f2bb7946¢cf
07167605fbafd634ba8bb6ebc7378cle06c5e9ad5000£ffefc8d27904facla9131b29b09%e

ISAKMP MAIN: INIT: xchg 15: g”y 1=96 v=4bafa551598eb94183a7fdbe7deec732404b6330b
Obfc9ee9%ad4abb63bfd58£97d3¢c73320882e33984a4146fad9e29f3e0d17262567f7fe612dfea2b9
7662808a3ef3e868£0482e73£f£550e96a39f33ebc9c4a929080529536aa569bb19a8£08

ISAKMP MAIN: INIT: xchg 15: g"xy 1=96 v=8c8al3el564abad8868b40fc7d5bcab2a6a79950
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405d296d9523d061bfd866dala2ef286aac69939e6£1516£c5620ee2751420b88a64£86de0041875
feb0ed62a0328a1le2£d7d90e01b42d0c3d315ece5d0167811b3d77dea899b8378edb2all

ISAKMP MAIN: INIT: xchg 15: Ni 1=20 v=8eleade9adda0c95289025ad0b322520£7c00a93
ISAKMP MAIN: INIT: xchg 15: Nr 1=20 v=16e83cf248d4c890bee7ef266cfb82788d83557a
ISAKMP MAIN: INIT: xchg 15: COOKIE_I 1=8 v=c7fb026ba87dc835

ISAKMP MAIN: INIT: xchg 15: COOKIE_R 1=8 v=649adcdb744a7018

ISAKMP MAIN: INIT: xchg 15: Key 1=8 v=686£f6765686£6765

ISAKMP MAIN: INIT: xchg 15: SKEYID 1=20 v=073£f3d19abde74d9a3ab8584c99dc084c97929
e9

ISAKMP MAIN: INIT: xchg 15: SKEYID d 1=20 v=dbdaf57885e0e76e580cfd4e696c9c07312c9
3569

ISAKMP MAIN: INIT: xchg 15: SKEYID_a 1=20 v=6e6525f£8853e3239c374c9e0b604956e420
84eb

ISAKMP MAIN: INIT: xchg 15: SKEYID_e 1=20 v=5483967a2001308d33adb5ff26a6allefd48
6c21

ISAKMP MAIN: INIT: xchg 15: EncKey 1=8 v=5483967a2001308d

ISAKMP MAIN: INIT: xchg 15: IV 1=8 v=a05ded8713462c0c

ISAKMP MAIN: INIT: xchg 15: Hi 1=20 v=3d202c887fb67a69bb5e8851606a5£9d7184faf7

SecOff > ISAKMP MAIN: INIT: xchg 15: RemoteID=IPv4:61.115.117.39
ISAKMP MAIN: INIT: xchg 15: Hr 1=20 v=77c2972f612e22418e867a30dbdbedadc729edb6
ISAKMP DOI: IPSEC: Exchange IDs from selectors:

IDi: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0aB8l400£f£££££00
IDr: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0a80100£f£££££00

ISAKMP DOI: IPSEC: Aquire Info -> Local Policy
number of proposals 1
proposal 0: # 1, protId 3, #transforms 1
transform 0: # 1, id 2, sas 1
expiry: b 0-4294967295, s 0-28800
gr 1, mode 1, auth 2
ISAKMP QUICK: INIT: xchg 16: Started with peer 1.1.1.1
ISAKMP DOI: IPSEC: Exchange IDs not default:

initiatorAddress 63.12.66.122
IDi: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0aB8l400£f£££££00
responderAddress 1.1.1.1
IDr: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0a80100£f£££££00

ISAKMP QI 16: HASH1: 008390d4 100
204ebb1d0a00002800000001000000010000001c01030401157652£200000010
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ENABLE ISAKMP DEBUG

01020000800400018005000205000018099£f36cc5dfadc00c3c97a5£00ad334 £
7eae9c070500001004000000c0a81400££££££000000001004000000c0a80100
fFEEE££00

ISAKMP QI 16: HASHl: result f21b2f7aa43130b98db2e8a3eccc6921855d10dd

SecOff > ISAKMP QUICK: INIT: xchg 16: rx msg 1l: start
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg

prop policy done

TRAN 0,1 attributes good

TRAN 0,1 match

prop 0 match

All proposals matched: (lpn 1)
payloads good:

s

good

ISAKMP QI 16: HASH2: 009c58d4 120
204ebbl1d099£f36cc5dfadc00c3c97a5£00ad334£7eae9c070a00002800000001
000000010000001c01030401227095¢c800000010010200008004000180050002
05000018a095527£8c5274284d602fbc4£f865fc1ae4490ea0500001004000000
c0a8l400£f£££££000000001004000000c0a80100££££££00

ISAKMP QI 16: HASH2: result 52016de8012ee5ec2a74f60e6d571bcae625b8fe

ISAKMP QI 16: HASH INK1l: 009e40d4 45
03157652£2099£f36cc5dfa4c00c3c97a5£00ad334£f7eae9c07a095527£8c5274
284d602fbc4f865fclaed490ea

ISAKMP QI 16: HASH INKl: result 95e9b959fle819bcl2e896bf227eb78al84f8cba

ISAKMP QI 16: HASH OUTK1l: 009e40d4 45
03227095c8099f36cc5dfadc00c3c97a5£00ad334£7eae9c07a095527£8c5274
284d602fbcdf865fclaedd90ea

ISAKMP QI 16: HASH OUTK1l: result 8303f4ba30e24deldac0b835bl11046fbb5f0£85f

ISAKMP QI 16: HASH INK2: 009e40cO 65
95e9b959£f1e819bcl2e896bf227eb78al184£8c6a03157652£2099f36cc5dfadc
00c3c97a5£f00ad334£7eae9c07a095527£8c5274284d602fbc4f865fclaed490

ea

ISAKMP QI 16: HASH INKl: result 95e9b959fle819bcl2e896bf227eb78al84f8cba

ISAKMP QI 16: HASH OUTK1l: 009e40cO 65
8303f4ba30e24deldac0b835b11046£fbb5£f0£85£03227095c8099f36cc5dfadc
00c3c97a5£f00ad334£7eae9c07a095527£8c5274284d602fbc4f865fclaed490

ea

ISAKMP QI 16: HASH OUTK2: result 52112530c1000cc247cdea99096badl3fl9e25c9

ISAKMP QI 16: HASH3: 0080b0d4 45
00204ebb1d099£f36cc5dfadc00c3c97a5£00ad334£f7eae9c07a095527£8c5274
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284d602fbc4f865fclaed490ea

ISAKMP QI 16: HASH3: result 14014£fd9c3a2749b6c65a0b42£0c558aede913d2

googggg

goooooooooooooooboobboob bbb booboobbobbooo
gooooboooboooobooooboooboo

gogggo

DISABLE ISAKMPO 56 0 00O O
DISABLE ISAKMP DEBUGO 57 0 00O
ENABLE ISAKMPO 62000 O

SHOW ISAKMPO 116 0 O O O
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PURGE IPSEC

PURGE IPSEC

O00O0O00IPsec/ 000000

PURGE IPSEC

g

IPsec000000O0O0O0OOOOO

goooogn

0000000000000 IPsecO 0000000 OODOOO0OODOOODOOOOODOOOOOOOOO
coooooooooooooooo

googod

DESTROY IPSEC POLICYO 510000
DISABLE IPSECO54 0000
ENABLE IPSECO58 0000

SHOW IPSECO 900000
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RESET IPSEC COUNTER

RESET IPSEC COUNTER

O00000IPsec/ 000000

RESET IPSEC COUNTER[={AH|ALG|ESP|MAIN|SAD|SETUP|SPD}]

0o

[PsecOO0OO0O0OOOOOOOOOOOOO
goooon

COUNTER 0O0O0O0OO0O0OO0O0OO0OO0U0OO0OOO0OO0OOOOOOOO0OO ALLOOOOOOOOOOO
0000000000000 0000000D0O00D0D0DAHODAHOOODDODODOOOM ALGO OO
O000000000D0DO00MESPOESPO00OO0OO0OO0MMMAINOIPsecO0O0O0OO0OOO
O0MMSADOSAOOOOOOMMSETUPODSA D OOOODOmMSPDOOOOODOOOOOOOOO
gboooobooobobooobooobooobooobooboo

goooon

SHOW IPSEC COUNTERSO 930000
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RESET IPSEC POLICY

RESET IPSEC POLICY

OO0O0O0O0O0IPsec/IPsecO OO0

RESET IPSEC POLICY=policy

policy: IPsec00 00001023000

g

0000 IPsecO 000000000 OO0O0OODOOOOOOOOOOOOOOOOOSADOOOOODO
OSAO0O0OO0O0OOO

gooooo
POLICY IPsecOO OO0

googod

RESET IPSEC POLICY COUNTERO 740000
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RESET IPSEC POLICY COUNTER

RESET IPSEC POLICY COUNTER

OO0O0O0O0O0IPsec/IPsecO OO0

RESET IPSEC POLICY=policy COUNTER

policy: IPsec00 00001023000

g

0000 IPsecO000O0OO0O0OOOOOOOOOOOO
googog

POLICY IPsecOO OO0

googod

SHOW IPSEC POLICYO 1000 00O

74 | CentreCOM AR415S 0000000000 2.9 IPsec
613-000667 Rev.H



RESET IPSEC SA COUNTER

RESET IPSEC SA COUNTER

O00O0O00IPsec/ 000000

RESET IPSEC SA=sa-id COUNTER

sa-id: SA 0 0 000 655350

g

0000 SAQ0oOOU0OoOooOoOooooooo
SAOO0OO0OO0SHOWIPSECSADOOOOOOOOOO

googod

SA SAOO

googod

SHOW IPSEC SAD 1070000

IPsec
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RESET ISAKMP COUNTER

RESET ISAKMP COUNTER

00 0000OdIPsec / ISAKMP

RESET ISAKMP COUNTER [={GENERAL|MAIN|QUICK|SAD|SPD|XDB|IPSEC|INFO|
AGGRESSIVE|NETWORK|TRANSACTION} ]

g

[SAKMPOOOOOOODODOOOOOoooooooo

gogggo

COUNTER OO0O0000O0OO0OOOOOOOO0O0O0OO0OOOOOOOOOOOOOOOOOOOOOOO
O0000000O00GENERALD OO0 OO mMMAIND Main U000 0O M QUICKO Quick 00O
00 MSADOISAKMPSA O OO OO0 mMSPDOISAKMPO OO OO0 O0ODOOOOoOoooOom
XDBOISAKMP O OOOOOOOMMIPSECOISAKMP O IPsecO0 0000000000000
INFOUO Informational O O [0 AGGRESSIVED Aggressive 0 O O O O [0 NETWORKO ISAKMP
000000000 MmImTRANSACTIONO Transaction 0 000000

gogggo

SHOW ISAKMP COUNTERSO 117 00 0O
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RESET ISAKMP POLICY

RESET ISAKMP POLICY

00 0000OdIPsec / ISAKMP

RESET ISAKMP POLICY=policy

policy: ISAKMP OO DOODODO1023000

0o

[SAKMPOUOOOOOUOOOODOOOOOODUOOOOODOOO0O0OOO0O00O00SAODOOOOOoODO SA
gooooog

goooon

POLICY ISAKMPOOOOO

gooooon

O00000000000000CREATE ISAKMP POLICY 00O 0O /SET ISAKMP POLICY DO OO 0O
0000 SENDDELETESOOU0O0OO0OO0O TRUEDOO ONOODOOODOODOODOOOOOO Deleted O
oooooooooboooboboooooog

goooon

RESET ISAKMP COUNTERS
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SET IPSEC BUNDLESPECIFICATION

SET IPSEC BUNDLESPECIFICATION

O00000IPsec/SAODOOOOOOO

SET IPSEC BUNDLESPECIFICATION=bspec-id [EXPIRYKBYTES=1..4193280]
[EXPIRYSECONDS=300..31449600]

bspec-id: SAOD U0 0000000 0O0O002550

0

SAOD0000000000O0oooooooooon
gogggo

BUNDLESPECIFICATION SAOOOOOOOOOO

EXPIRYKBYTES 00000 SAODO0O0OOKbytelDOOOOOOOO0OODODDO0OO0O0O0OO0OO0O0O00OODO
OSAOD0O0OO0O0ODDOOU0OO0OODOO0OUOKEYMANAGEMENTO OOOOOO ISAKMPOOOO
O00000004193280000000000000041932800000000000000000O

EXPIRYSECONDS 00000 SAODO0O0O000MOOOOOO0OOOOOOOOOOOOOOOOOO
O0SAO0O0OO0O0O0DDOO0U0O0OO0O0O0OO0UO0KEYMANAGEMENTOOOOOOO ISAKMPOOO
Ooo0ooooooOooogoo 28800008000

gogggo

CREATE IPSEC BUNDLESPECIFICATIONO 36 0 0 OO
DESTROY IPSEC BUNDLESPECIFICATIONO S50 0 00O O
SHOW IPSEC BUNDLESPECIFICATIONO 91 00 00O
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SET IPSEC POLICY

SET IPSEC POLICY

O0O0O0O0OdIPsec /IPsecOOOO

SET IPSEC POLICY=policy [ACTION={DENY|IPSEC|PERMIT}]
[BUNDLESPECIFICATION=bspec-id] [PEERADDRESS={ipv4add|ipvéadd|hostname|
ANY|DYNAMIC}] [IPVERSION={4|6}] [LADDRESS={ANY|ipv4add [-ipv4add]]
ipvé6add|/prefix-length]|ipvbadd-ipvéadd}] [LMASK=ipv4add] [LNAME={ANY]|
system-name}] [LPORT={ANY|port}] [RADDRESS={ANY|ipv4add[-ipv4add]]
ipvé6add|/prefix-length]|ipvbéadd-ipvéadd}] [RMASK=ipv4add] [RNAME={ANY]|
system-name}] [RPORT={ANY|port}] [TRANSPORTPROTOCOL={ANY|ESP|GRE|ICMP]|
OSPF|RSVP|TCP|UDP|protocol}] [DFBIT={SET|COPY|CLEAR}] [GROUP={0|1|2}]
[ICMPTYPE=NDALL] [IPROUTETEMPLATE=template] [ISAKMPPOLICY=isakmp-policy]
[SRCINTERFACE=interface] [UDPHEARTBEAT={TRUE|FALSE}] [UDPPORT=port]
[UDPTUNNEL={TRUE|FALSE}] [USEPFSKEY={TRUE|FALSE}] [POSITION=pos]
[RESPONDBADSPI={TRUE|FALSE}]

policy: IPsec00 00001023000

bspec-id: SAD D 000D OOOODOO250

ipvdadd: IPvA000000000DDOO0O0O

ipvbadd: IPv6 0 000

hostname: 00 00

prefix-length: 0 0 0000000001280

system-name: 0000 00101200000000000000000000000
port: TCP/UDP U 00 00O 000655350

protocol: IP0 000000 DO002550

template: 000 00000000103100000000000DDO0O0ODO
isakmp-policy:ISAKMPDDDDD|:|1|:|24|:|DDDDDDDDDDDDDDDDDDDDD
interface: IP 000000000 0eth0Oppp0 000

pos: 000000000 0OO101000

g

[PsecO000OOOO0OODOOODOOODOOOOOO
googgg

POLICY IPsecOO OO0

ACTION 0000000 LADDRESSILMASKILNAMEILPORTIRADDRESSIRMASKIRNAMED
RPORTITRANSPORTPROTOCOLM O OO OIODOOOOOOOODOOOOOOOIPSEC BUNDELSPECIFICATION
D0000000000SAOD0OOUOUOODOUO00O0MPERMITOIPsecO 0000000 OOO
ODUO0OD0ODO0DOMmMDENYODODODUOODOUO4OOoooooooooo

BUNDLESPECIFICATION SAOU00OCOUOO0OO0OOO0OOO0SAOOOOOOOOOOOOOOSAOOO
O00IPsecO0 000000000000 O0O0ODOODOOOOO0ODOOODOOODOOODOOOOOO
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SET IPSEC POLICY

O0D0DU0OD0OO0OO0DUOACTIONO IPSECOO0U0O0O0OO0OO00O0OOOO0OOOOMm

PEERADDRESS 00 IPsec000 IPO0O0O00O0O0OOOOO0OOO0O0OODNSOOOOOOOO
O0ooooIPO00000O000O0O0O0O00O0O0OO0O0OOOOOODOO DYNAMICOOOOOO
O000ooooIPOO0O0O0O0O0O0OOOOOOO0 ANYOOOOOODYNAMICO ANYOO
KEYMANAGEMENT O ISAKMP OO OOO0ODO0OOOOO

IPVERSION 000000000 IPOOOOOOIPVAOODO 40IPveO OO0 600000000000
oo 4

LADDRESS 0OO0OO0O0OO0O0OO0OOOOO0OO0OOOOOU0O0OO 100000000 O0OOO0OOOOOODOOO
OooooIPOO0O0O0OO0OO0OO0O0O0OO0OLMASKOOOOOODOOOOODODODOOOOOOOOOOO
000000000000 0000000000000D ANYODOOOO

LMASK 000000 100LADDRESSOO0O0O0U0OOO0OOOOOOOOOOOO 255.255.255.255

LNAME 0OOCOOOCOC1l1000O0O0O0OOOOOoOOOO0OOOoO0OOo0oOooooooooooooon
O00000oooOOoISAKMPOOOOO2IDO000O0O0OOO0O0O0O0O0O0OOOOO ANYODO
god

LPORT 0OO0O0O0O0OO 1000000000000000O0O0O ANYOOOOO

RADDRESS 000000 10000000000000000000O00O0O0OOIPOOOOORMASK
gobobooooogbooboooooobooboooobobooboooobobobobooboooboDbo
0000 ANYOOOOO

RMASK 000000 100RADDRESSOOO0OOO0DDOOODOOOO 255.255.255.255

RNAME 000000 1000000C0O0000O0000O0C0COOO000O0OO0O00O0OOOOOOoooOn
O0000o0o0o00ooooooooOo ISAKMPOOOOO2IDO000O0O0O0OOOOO ANYOO
ood

RPORT 000000 100000000000O00O0OO00OO ANYOOOOO

TRANSPORTPROTOCOL COO0O0O0OO0 100000000000O00O0O0OOOOIPODOOOOO
O0OO0ALLOTCPOUDPOOOOOUOOUOOOOIPOOOOOOOOOOOOODOOOD ANYDO
god

DFBIT 0000000 SAOO0OD0O0OOIPODOOOO DFODon’tFragment0000000000O0
OooooooooooocopyoooooooooooIPOooOo0 DFOOOOOOOOooOO
O0O0OSETOOO00OO0O0O00U00O0O0U0O0O0O0DUOOCLEAROOOOOOOODOOOOOO
ooo0o0oooUooOo0ooooooooMIUOOOOOOOODOOODOO0DODOOUOOODEOO
0000000000000 o000oo0o0oo0ooUooO0oUoooUoooooO CLEARD
000000000 CLEAR

GROUP IKEOOOD 20Quick 000000 Diffie-Hellman 00000000 Oakley 0000 OPFS
O Perfect Forward SecrecyD 0 D00 00O OO0OOOOUSEPFSKEY DOOOOOO TRUEOODOO
gooooooooooogooogo1

ICMPTYPE ICMPOOUOOOOOOOOIPv6OOOOODONDALLOOOOOOOOPv6eOOOOOOO
000 ICMPO O O 133-136(RouterSolicitation/RouterAdvertisement/NeighborSolicitation /NeighborAdvertise
0000000000 IPsec00000 ActionO”permit’000000000000000O00O0O
OPpveOOOOOOOOODOOOOOOOOOOODOOOOOOOO IPsecOODOOOOOOoOonO
gooooooo

IPROUTETEMPLATE IPOO000000000000OIPsec000000000 IPsecSADODOO
goobgooboooobooboobboobooobooboooboobboobooboobbooobooo
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SET IPSEC POLICY

O00IPsecSAODODOOODIPOOODO/O000000000000ODDOOOACTIONO IPSEC
0 OPEERADDRESS O ANY O DYNAMICOOOOODOOOOODOISAKMPOOOOO PEERDO
ANYOOOOOoooooooo

ISAKMPPOLICY ISAKMPOOUOOOOACTIONO IPSECOOO000O0O0OO0OOOOOOOOOOO
00000000 PEEROOO ISAKMPOOOOOOOOOODOOOOOOO IPsecO0OOOO
O00 ISAKMPOOOOOOOOOOOOOOOOOOO

SRCINTERFACE IPsec000000000O0OO0000OOOOOOOOOOOOOOOO]IPsecO
goooooooooOoOoooooooooooooooOoooooooooooooooo IPO
googooooooboobooobooboboboobboobobooooboboboboboboooboobooo
O000000000000000 Unnumbered 000 0000000000000 00O00O0O0OO
gooooooo

UDPHEARTBEAT UDPOOOOOOOOOOOOOOOOUDPOOOOOOCOOUDPOOOOOO
OESPover UDPOOOOOOOOOOODOONATOOOUOODOODOOOOODODOOODDOOOODOO
O0000D0O0O0DOTRUECOOOOOOOOOO IPsecODO0OO UDPOOO 27460000 30
googooooooobooobooboobooobobooboooboobobobobobobooooboooo
000000000000 00000000000 FALSE

UDPPORT UDPOOOOOUOOESPoverUDPOOOOOOODOO UDPOOOOOOOOOO 27460

UDPTUNNEL UDPOOOOOOOESPoverUDPOODOOOUOUOOOOOTRUEODOOOOOOOO
[PsecOESPOOO OO0 UDPOOOOOOODOOODOOOOD 27460000 0UDPPORT OO
0000000000000 00000000000IPsec0d0O0 NATOOOOOOOOOOO
OIPsec0000000000O0OAHOOOOOODOOOOOO FALSE

USEPFSKEY PFSO Perfect Forward SecrecyD0 D ODOODOOPFSO 000000000000 DOOOO
O000000000000000000PFSO0000000IPsecSAODOODOODOO Diffie-
Hellman 00O 000000000000 0000O0O00OOO0OKEYMANAGEMENT=ISAKMPO
000000000000 FALSE

POSITION IPsecO 00 0000000000000 O0OOOOOOOOOOOOODOOOOODOODOO
0000000000000 0D000000OINTERFACED D OOOOOOooO

RESPONDBADSPI 00000000000 0OOSAQOOOOOOOOSPIODOOOO IPsecOOOO
0000000o0o00o0o0oo00oo00oo0oD FALSED D 0ooooooooooon
100 ISAKMPOOOODOOO0DOOO0O0O00O000O SAOOOOOINITIAL CONTACT message
0000000000000 0U0O0O0OSENDNOTIFYOOOOOOO TRUEODODODOOOOOO
000000 AGGRESSIVEO OOOOOOOOOOOoOOOOoOooOoooooooooooo

googggg

ESPover UDPOOOOOOOOOOO ISAKMPOOOOO NAT-Traversal O NAT-TOOOOOOOOO
DU0000D00U00O00MMNAT-TOOOOOOOOCREATE ISAKMP POLICY O 0O 0O O OSET ISAKMP
POLICY OO O OO NATTRAVERSAL D OO OOOOOOOOO

0ooooooooooodo IPsecVPNOOODOODOO

0000oooooooooooooooo IPsec00000D0OD0O0OOOOOOOOOOOOODOODOO
DO0oooooooo IPSecSAOOOOOOO
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SET IPSEC POLICY

gogggo

ADD IP ROUTE TEMPLATEIIPO O 200000 0O
CREATE IPSEC POLICYO 38 000 O

DESTROY IPSEC POLICYO 51 0000

DISABLE IPSEC POLICY DEBUGO 550000
ENABLE IPSEC POLICY DEBUGO 590000

SET ENCO DHPADDINGD O OO OGOoOO 220000
SHOW IPSEC POLICYD 1000 00O
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SET IPSEC SASPECIFICATION

SET IPSEC SASPECIFICATION

O00000IPsec/SAOOOO

SET IPSEC SASPECIFICATION=saspec-id [MODE={TRANSPORT|TUNNEL}]
[ENCALG={DES|3DESOUTER|AES128|AES192|AES256|NULL}] [ENCKEY=key-id]
[HASHALG={MD5|NULL|SHA}] [HASHKEY=key-id] [INSPI=spi] [OUTSPI=spi]
[ANTIREPLAYENABLED={TRUE|FALSE}] [REPLAYWINDOWSIZE={32|64|128|256}]

saspec-id: SA 00 00000002550
key-id: 0 0 0 000 655350
spi: SP1 0 000429496729500000002550000000000

g

SAOU0000000000ooooooon
googgg

SASPECIFICATION SAOO0O0O0OO0

MODE SAUOOO0OOOOOTUNNELOOOOOOOOOO TRANSPORTOOOOOOOOOOOOO
0000000 TUNNEL

ENCALG 000000000

ENCKEY OO0O00O0OO0OO0OO0O0O0O0OO0OESPOOOOOOOOOO

HASHALG 0000O0O0O0O0OO0OO0OOOOOOOO

HASHKEY 000000000000 AHO ESPOOOOOOOOOO

INSPI 0000000000 SPIO Security Parameter Index0 000D 0000 AHO ESPOOODO

gooogo

OUTSPI 0O0O0O0O0O00O0OO0O SPIO Security Parameter Index0 DO O000O000 AHO ESPO0ODO
goooooo

ANTIREPLAYENABLED 000000000000 0OO0OOOOOOOOOOOOOOOOOOOOOO
FALSE

REPLAYWINDOWSIZE 00000000 000O00O00O0000OO0O 3200000000000 AH
OESPOOOOOOOOOO

googggg

OO00OO0OO0oOoOoooooogdIPsecVPNOOODOOODO

gogggo

CREATE IPSEC SASPECIFICATIONO 43 0000
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DESTROY IPSEC SASPECIFICATIONO 52 000 O
SHOW IPSEC SASPECIFICATIONO 114 000 O
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SET IPSEC UDPPORT

SET IPSEC UDPPORT

O00O0O00IPsec/ 000000

SET IPSEC UDPPORT=port

port: UDP 0 00 0O 0000655350

g

UDPOOOOOOOESPover UDPOO OO OOOOOOOUDPOOOOOOOOOOOOOOO 274600
googog

UDPPORT UDPOOOOOOOOOOOO 2746

googod

SHOW IPSECO 900000
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SET ISAKMP POLICY

SET ISAKMP POLICY

00 0000OdIPsec / ISAKMP

SET ISAKMP POLICY=policy [PEER={ipadd|hostname|ANY}]
[AUTHTYPE={PRESHARED|RSASIG}] [DELETEDELAY=0..30]
[DHEXPONENTLENGTH=160..1023] [DPDIDLETIMEOUT=1..86400] [DPDMODE={BOTH|
NONE|RECEIVE}] [ENCALG={DES|3DESOUTER|AES128|AES192|AES256}]
[EXPIRYKBYTES=1..1000] [EXPIRYSECONDS=600..31449600] [GROUP={0|1]2}]
[HASHALG={SHA|MD5}] [HEARTBEATMODE={BOTH|NONE|RECEIVE|SEND}]
[HYBRIDXAUTH={ON|OFF}] [KEY=0..65535] [LOCALID={ipadd|domain-name|
userdomainname|dist-name}] [LOCALRSAKEY=0..65535] [MODE={MAIN]|
AGGRESSIVE}] [MSGBACKOFF={INCREMENTAL|NONE}] [MSGRETRYLIMIT=0..1024]
[MSGTIMEOUT=1..86400] [NATTRAVERSAL={ON|OFF|TRUE|FALSE}]
[PHASE2XCHGLIMIT={NONE|1..1024}] [POLICYFILENAME=filename]
[PRENEGOTIATE={TRUE|FALSE}] [REMOTEID={ipadd|domain-name|luserdomainname|
dist-name}] [REKEY={ON|OFF|TRUE|FALSE}] [SENDDELETES={ON|OFF|TRUE|
FALSE}] [RETRYIKEATTEMPTS={0..16|CONTINUOUS}] [SENDDELETES={TRUE|FALSE}]
[SENDNOTIFY={TRUE|FALSE}] [SENDIDALWAYS={TRUE|FALSE}]
[SETCOMMITBIT={TRUE|FALSE}] [SRCINTERFACE=interface] [XAUTH={CLIENT|
SERVER|NONE}] [XAUTHNAME=username] [XAUTHPASSWORD=password]
[XAUTHTYPE={GENERIC|RADIUS}]

policy: ISAKMPOODOODODO1024000

ipadd: IP 0000

hostname: 00 00O

domain-name: 0 0000

userdomainname: 0 00000000000 Ouser@foo.barxxx 0000
dist-name: X.500 U O O 0 DN “en=myname,o=myorg,c=jp” 00 0 O
filename: 0000000000 .scpd

interface: IP 000000000 0eth0Oppp0 00O

username: 1000001064000

password: 0000001064 000000000000DDOO

0

[SAKMPOOUOOOOOOOOOODOoooOOoOoo

googgg

POLICY [SAKMPOOOOO

PEER ISAKMPOOUOOOOISAKMPOOOO IPOOOODOOOOOOOOOOOOOIPOOOOO
00000o000oo0o0000ooo000U000000O0O0O0O0UO0O0OODANYODOOOOO
goooobooobobouooboooooooboooboooboobbobbooboobo
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SET ISAKMP POLICY

AUTHTYPE ISAKMPOOOO0O0000OPRESHAREDOOODO OO MRSASIGOIRSAODOOOOOO0O
000000000000 PRESHAREDO

DELETEDELAY ISAKMPOOOO 10200000000000ISAKMP ExchangeD 0000000
000000000000000000 ISAKMP Exchange0 D OOOO0OO000000O00MmMO
oooooa3ooo

DHEXPONENTLENGTH Diffie-Hellman 0O 0000000 00000000000000000g a
mod p 0000 a00000D000MOO0O0ODOO0O00O0O0OD0O00O000O0D0D0O00000
000000000000C0akleyO OO0 0010200000000000 16000000000
oooooo le000000000ooooooooogoooooo oo bliooooooonol
O7670000000020 10230000

DPDIDLETIMEOUT SAOO00O0000000000000O00OO0O00IPsecDPDOOOOOOOO
O0O0O0O0O0ODPDMODECOOOOOO BOTHOOODODOODOODOOOOOO 200

DPDMODE DPDOOOOO0O0O0O0OOBOTHOOOOOOODPDODOOOOODPDIDLETIMEOUT
0000000000000 00000000 R-U-THEREOOOOOOOOODOONONEO OO
O0oODPDOOOOOOOOORECEIVEOOOOOOOIPsecO0000 R-U-THEREOO OO
00 R-U-THEREACKOOOOOOOOOODOOOOOO R-U-THEREOOOOOOOOOOOO
0000000000 NONEO

ENCALG [SAKMPOUOOOOOOOOOOOOOOOOOOOOO DESO

EXPIRYKBYTES ISAKMPSA O OOOOOKbytelOOODDOOOO0O0O0O0O0O0OOOOISAKMP SA
0000000000000 00000 NONEDOOO M

EXPIRYSECONDS ISAKMPSAOOODOOO0O0MmMSAOOODOOOOOODOOOOOISAKMP SA
O00O0OO0OoO0oOooUoOoOoOoooooDOseo0o2400m™

GROUP 00000000 Diffie-HellmanOOakleyDO OO ODODO0OO0OD0DO0OO0O0O0O 00512000
MODPMOOOO 10768000 MODPII OOOO 201024000 MODPOOOOOOOOO
ooooooooo 1o

HASHALG ISAKMPOOOOOOOOOOOOOOOOOOOOOOOOOO SHAD

HEARTBEATMODE ISAKMPOOUOOOOOOOOOOOOOOISAKMPOOOOOOOOOOOO
0000oo0o00ooooo0o SA0O0O0OO0O0ooOOoOU0OLOoOOODOOoOOoOOoOLDOOOOOO
O0O0OO0OO0OSENDOOOOOOOOOD200000000000000000000OODOORECEIVE
ooooooooooooooooooooogoooooooooooo30ooogoooon
gooooooooobooobooboboooboboobooboobobobobobobooooboobooo
SAO0DO0OO0O0O0O0OOBOTHOOOOODOUOODODODODODUODODODODODODODONONEODODODDDOO
O0000000000000o0ooooooooo NONED

HYBRIDXAUTH O00000000000O0O0XAUTHOOOOOOOOOOOAUTHTYPEO RSASIG
O0000000o0ooooooooog OFFO

KEY [SAKMPOOOOOOOOOOUOOOOOOOOOOOOOOOPRESHAREDOOOOOOOOO
0000 GENERALOOOOOOODOOOOOOORSASIGOOOOOOO ISAKMP OO0 RSA
O00ooO0oooooooooooolISAKMPOOOOOOOODOOOOOOOOOOOOCAOD
gooooobooboobobooo

LOCALID ISAKMPOOOO 10000OO0O0O0O0OOOOIDOOOOOOoOoOooooIbDooOooOon
000IPO000000172.16.105M 0000000 0barmydomainnett 00000000000
0000 Ojoger@bar.mydomain.netll] X.500 O 0 O O O O “cn=joge,o=ournet,c=jp”00 4000
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SET ISAKMP POLICY

O000oo0o0oooooolISAKMPOOOOOOOOODUOOO IDOODODODOOOOOOOOO
O00000000O0RSASIGODOOO0O0OOOOODOOUOOSET SYSTEM DISTINGUISHEDNAME
gooooOoooOooOoOoOoOoOoOODNOOOOO0OO0OO0O0oooogooooooooooo IPO
goooooooooogo

LOCALRSAKEY OO0 RSAOU0OOO0OOOOOODOOOOOOOOOOOORSASIGODOOOOOOO
0000000000000 O0ENABLEISAKMPOOOOO LOCALRSAKEY OO OO O GOOO
gbooooobooboboboooboooooboobooboboooooobooooon

MODE ISAKMPOOOO 100000 IKEOOOOOOIDODOOODODOOO MAINOOOO IDOO
0000000 AGGRESSIVEO O OOUOOOOODOOOOOOOOOPRESHAREDOOOOOOO
0000000000000000000000000LOCALID/REMOTEIDO IPOOOOOO
OIDODODODODOAGGRESSIVEO OOOOOOOOOOOOODOOOODOOOO MAINOOOODO
00000000 MAINOOOO

MSGBACKOFF [SAKMPOOOOOOOUOOOOUOOOOOOOODOUOOOOOOOOONONEOO
0000000000000 MSGTIMEOUTOOOOOOOOOD OOOINCREMENTALO OOOO
OOMSGTIMEOUTOOOOOOUOOOO0OODU0O0OO00DO0O0O0D0000O00DO INCREMENTALD

MSGRETRYLIMIT ISAKMPOOOOOOOOOOOOOOOOO 8

MSGTIMEOUT [SAKMPOOOOOOOOOOOO 10000000000 0O0O00D0200000
goooooOoooO0oooUooooogooggo 4o

NATTRAVERSAL [Psec NAT-Traversal ONAT-TO D 0000000000000 00O FALSE

PHASE2XCHGLIMIT 0000000000000 O0O0O ISAKMPSAODOOOOOOOODOO IKE
O00020000000000000 NONEDOODOMI

POLICYFILENAME AT-VPNClient 000D O0OO0O000000000000000O00O0O00OO0O0OO
00000000 O0ENABLE ISAKMP 0000 O POLICYSERVERENABLED DO O OO0 O
TRUEOOOOOOOOOOOOOO AT-VPNClientOOOOOooooQ

PRENEGOTIATE 000000000000 ENABLEISAKMPOOOOOOOOOOIKEOOOO
0000000000000 000O0000o0O00Uo0oOO FALSED

REMOTEID I[SAKMPOOOO 100000000000000000OO0OO0IDOOO0O0OO0OOOOOO
IDOOO0O0O000OO0IPOO0O0O000172.16.10.50 0 0 000 O0barmydomain.nettDO 0 00
00000000000joger@barmydomain.nett X.500 O O 00 OO “cn=joge,o=ournet,c=jp”0
04000000000000000O000000O0O0O0O0OOISAKMPOOOOOOOOIPOOO
oo IboooOoOooOoOoOoOoOoOoO0oOoOoOo0OoOoOooooooooooIPoooOOoOoOoDOOOO
god

REKEY IPsecSAOOOOOOOOOOOISAKMPOOOOOODOOOOOOOOOOOOOOOOO
O0IPsecSAOOOOOOOOOOOOOOOOOOOOISAKMPOOOOOOOOOOOOOO
Oo0ooooooOo ISAKMPSAOOO ISAKMPSAOOOOOOOO IPsecSAOOOOOOO
0000000000000 0oo PEEROODOOOOO ANYOOOOOOOOOoooooooo
ISAKMPSAOOOOOOO IPsecSAOOOOOODOOOOODOOOOODODOOOO

RETRYIKEATTEMPTS ISAKMPOOOO 10000000000000000OOOO0OOOOOO
O0000000O0CONTINUOUSOOOOOoOoOoOoooooooooomoooo240000
gogoooooooooooooooooooodooo™ooooooouooooogoo
0 00000MAIN/AGGRESSIVE/QUICKOODODODOODODODODODODODODOXAUTHOOOO
O0000o0oooooooIPOOOO0OO0 ANYOOOOOOOOOOOooooooo
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SET ISAKMP POLICY

SENDDELETES SAOO0OO0O0O00O0O Delete 00D 000000000000 TRUEOODD ONODO
000000000000 SA0000OOOO0O0U0OOOD SAODUUOoOOoOoOoooooOoOoOoOo
0000000000ooooooo sAODoooooOooooUooUoooooooooooon
000 FALSEO

SENDNOTIFY IKEOOOOOOOOOOOODODOOD NetifyOOOOOOOODOODOODODODO
00000 FALSED

SENDIDALWAYS [SAKMPSAOOOOOOOOOOOOOIDOOOOOOOOOOOOOOOO
00000 FALSED

SETCOMMITBIT [SAKMPSAOOOOOOOOOOOISAKMPOOOOO CommitD 000000
O0DO0DUOO0OOOTRUEOOO ONOOOOOOOOOSAODOUOOOOOOOOD0O0O0OD0O0O0OOOSA
000000000000 000000000000D0OO000 FALSED

SRCINTERFACE I[SAKMPOOUOOOUOOOOOOOOOOOOOOOOOOOOOOOOOOOOIP
O000ooooooo0ooooooooooooo ISAKMPOOOOOODODODOOOOOOOOO
goooooo IPo0Oooooooooooooog

XAUTH [SAKMPOOOO10000O0O00O0O0OXAUTHOOOOOOOOOOOOOOoOoooooo
0000000000000 000U0o00000o00o00000o000000OSERVERD O
OODOISAKMPOOOOOO XAUTHOOOOOOOOOCLIENTOOOOOISAKMP OO OO
0O XAUTHOUOUOOOOUOUOOONONED XAUTHOOOOUOOOOOODOO NONED

XAUTHNAME XAUTHOUOOOOOOOOOOOOOOOOOOOOOO

XAUTHPASSWORD XAUTHOOOOOOOOOOOOOOOOOOOOOOO

XAUTHTYPE XAUTHUOUOOOOOOOOGENERALODOOOOOOOOOOOOOOOO RADIUS
0000000000000 GENERICO

googggg

REKEYOOOOOO EXPIRYKBYTESOOOOOOOOOOOOOooooO

gogggo

CREATE ISAKMP POLICYO 450000
DESTROY ISAKMP POLICYO 53 000 O
SHOW ISAKMP POLICYO 1240000
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SHOW IPSEC

SHOW IPSEC

O00000IPsec/ 000000

SHOW IPSEC

g

[PsecOO00OOOO0ODOOODOOOO

goodgoooon

SecOff > show ipsec

IPSEC Module Configuration

Module Status ........iii ittt ENABLED
IPsec over UDP
SEALUS v ittt CLOSED
Listen POrt ...ttt it it i e e 2746
Module Status IPsecO0 0000000000
IPsec over UDP/Status UDPOOOOOOOESP over UDPO OO ODOOO
IPsec over UDP/Listen Port UDPOOOOOOO0OOO0OO0OO0OOOOOOOO
a7
ggooog

DISABLE IPSECO 540000
ENABLE IPSECO 58 0 00 O
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SHOW IPSEC BUNDLESPECIFICATION

O00000IPsec/SAODOOOOOOO

SHOW IPSEC BUNDLESPECIFICATION [=bspec-id]

bspec-id: SAOD U0 0000000 0O0O002550

g

SAU0000000000oooooooon

gogggo

BUNDLESPECIFICATION SAOO0OO0O0O0O0O0O0OO0OO0OO0O0OOOOOOSAQOOOOOOOOOOO

SHOW IPSEC BUNDLESPECIFICATION

goooobooobobooobooboboooboooboobuoobbobbooo

goodgoooon

SecOff > show ipsec bundlespecification

ID KeyManagement ExpKBytes ExpSec String

1 ISAKMP - 28800 1 and 2

SecOff > show ipsec bundlespecification=1

Bundle Specification

T o e e e 1
Key Management ................. ISAKMP
SEring .o v i e 1 and 2
Expiry Kilobytes ............... -
Expiry Seconds ........iiiniini.. 28800
Num of Proposals................ 2
Proposal . ... .. e 1
ProposalNumber ............. 1
Protocol ...........c. .. ESP
Number Of Transfroms ....... 1
Transform 0 ........... SA Spec Id
Proposal . ... .. e 2
ProposalNumber ............. 1
IPsec CentreCOM AR415S 0000000000 2.9
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SHOW IPSEC BUNDLESPECIFICATION

Protocol ...........ciii.. AH
Number Of Transfroms ....... 1
Transform 0 ........... SA Spec Id 2
1D SAOD0D0O00OO0OO0OO
KeyManagement O00O0O0O0O0OMANUALOOOOO ISAKMPOOOO
EXpKBytes SADDDDDDKByteD]DDDDDDDDDDDD SAODODO0OO0O0O0OOOoOoO
ooao
EXpSeC SADD0O0DO0DDMSADOOODODOODODOO0 SADDODOODOOODOOO
ooao
String J00000oogo SAO0DOOoOoOO
08&SAd00O00O0O0DOOO0O0OOOO
Id SAODDO0OD0OOO0OODOO

Key Management

O00DODO0DO0OMANUALOOOOO ISAKMPO O OO

String O00ooooooSAODO0oooooo

ExpiryKBytes SAODDOOO0OOKBytedOODOOOOOOODOODOOSAOODOOOOO
goooo

ExpirySeconds SAO0000O00MSAODODODOOOOOOOOOODSAODODOOOO
gooooo

Num of Proposals goooooooooooooooo

Proposal ooooooo

Proposal Number

gooooood

Protocol

[Psec000O0OOESPODAHOOOOO

Number of Transforms 000000000

Transform

go000oO0oO0o0ooO0ooooOoo SAOOooogg

gogggo

09:SA00000000O0OOO0

CREATE IPSEC BUNDLESPECIFICATIONO 36 0 0 OO
DESTROY IPSEC BUNDLESPECIFICATIONO S50 0 00O O
SET IPSEC BUNDLESPECIFICATIONO 78 0 0O O
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SHOW IPSEC COUNTERS

SHOW IPSEC COUNTERS

O00000IPsec/ 000000

SHOW IPSEC COUNTERS [={AH|ALG|ESP|MAIN|SAD|SETUP|SPD}]

0

[PsecOO0OOO0OOOODOOOOOODOODODODOOO
googgg

COUNTERS 0000000000000 00OO0OOO0OOOOOOO0O000O0O0O00000O0
0000000000000 0DAHODAHOOOOOODODODMmMALGOOOOOOODODOOOoooo
OO0MMESPOESPOO0OO0OO0OO0OOMMMAINOIPsecO0 0000000000 SADOSAOOO
O0O0MmMSETUPOSAOOOOOOMSPDOOOOOUOOOOOOOOOOOOOOOOOOOO
goooobooooooobooooog

gooooooon

SecOff > show ipsec counters
SAD Counters
Good Failed
Find SA 1 0
Get SA 2088 2
Add SA 2
Delete SA 0 0
SPD Counters
Good Failed
policyMatchSelectors 822 1624
policyAdd 3 0
policyGet 4 3
policyDelete 0 0
policyGetConfig 2 0
policySetConfig 1 0
policyFindByPeer 0 0
saSpecAdd 2 0
saSpecGet 6 2
saSpecDelete 0 0
bundleSpecAdd 1 0
bundleSpecGet 4 1
bundleSpecDelete 0 0
Policy Filter Counters

IPsec CentreCOM AR415S 0000000000 2.9
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SHOW IPSEC COUNTERS

setupGetSaSpecFail
setupStarted
setupSaSetupStarted
setupDone
setupBundleRemoving

removeStarted

o O O kN P O

removeDone

outProcessPkt 1437
outNoPolicyFound 0
outProcessPktFinished 1029
IPsec over UDP Counters
outPkt 0
outPktFail 0
outUdpHeartBeat 0
ESP setup/remove counters
setupGetSaFailed 0
setupHashSetupFailImm 0
setupFailed 0
removeGetSaFailed 0
removeHashFailImm 0

ESP outbound processing counters

bufChainCopy 0
encryptionStart 1029
encDoneGetSaFail 0
encDoneSaBadState 0
hashStart 1029
hashDoneGetSaFail 0
hashDoneSaBadState 0
ESP inbound processing counters
bufChainCopy 0
paddingInvalid 0
hashStart 1054
hashDoneGetSaFail 0
hashDoneSaBadState 0
decryptionStart 1054
encDoneGetSaFail 0
encDoneSaBadState 0

94 | CentreCOM AR415S 0000000000 2.9
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IPsec bundle setup/remove counters:

localAddressMaskFailed 811
remoteAddressMaskFailed 0
localPortFailed 813
localNameFailed 0
transportProtoFailed 0
icmpTypeFailed 0
neighbourDiscFailed 0

localAddressRangeFailed
remoteAddressRangeFailed
remotePortFailed

remoteNameFailed

setupGetPolicyFail

setupSaSetupFail Imm
setupSaSetupFailed

setupFailed

removeSaSetupStarted

IPsec main packet processing counters:

inProcessPkt
inNoPolicyFound

inProcessPktFinished

inPkt
inPktBadVersion
inPktNoPolicy
inUdpHeartBeat

setupEncSetupFailed
setupEncSetupBundleRm
setupDone
removeNothingDone

removeDone

segNumberCycled
encryptionFailImm
encryptionFail
encryptionGood
hashFailImm
hashFail

hashGood

icvInvalid
replayedPacket
hashFailImm
hashFail

hashGood
decryptionFailImm
decryptionFail
decryptionGood

o O o O

1466

1054

o O O O

o O B O O

o O O O

1054

1054

o O O O

IPsec



AH setup/remove counters

setupGetSaFailed 0
setupDone 1
removeGetSaFailed 0
removeDone 0
AH outbound processing counters
bufChainCopy 0
segNumberCycled 0
hashStart 1029
hashDoneGetSaFail 0
hashDoneSaBadState 0
AH inbound processing counters
bufChainCopy 0
icvInvalid 0
hashStart 1054
hashDoneGetSaFail 0
hashDoneSaBadState 0
COMP setup/remove counters:
setupGetSaFailed 0
setupDone 0
removeGetSaFailed 0
removeDone 0

COMP outbound processing counters:
bufChainCopy
compTooSmall
nonExpansionBackoff
compressionStart

compDoneGetSaFail

O O O o O o

compDoneSaBadState

COMP inbound processing counters:
bufChainCopy
decompressionStart

decompDoneGetSaFail

o O O O

decompDoneSaBadState

General Algorithm Counters
nullKeymatProcessed
DES:
desKeymatProcessed
desAttachFail
desConfigureFail
desRemove
desEncodeGood
desEncodeFail
desEncodeDiscard
desEncodeGetInfoFail
TRIPLE DES INNER:
3DesInnerKeymatProcessed
3DesInnerAttachFail

IPsec

setupFailed

removeNothingDone

fragmentSeen
hashFailImm
hashFail
hashGood

replayedPacket
badPayloadLength
hashFailImm
hashFail
hashGood

setupFailed

removeNothingDone

compFragment
dataExpansion
compressionFailImm
compressionFail

compressionGood

decompressionFailImm
decompressionFail

decompressionGood

desAttachGood

1
0
0 desConfigureGood
0 desDetached

8

desDecodeGood

desDecodeFail

desDecodeDiscard

3DesInnerAttachGood

SHOW IPSEC COUNTERS

o O O O O
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SHOW IPSEC COUNTERS

3DesInnerConfigureFail
3DesInnerRemove
3DesInnerEncodeGood
3DesInnerEncodeFail
3DesInnerEncodeDiscard
3DesInnerkEncGetInfoFail
TRIPLE DES OUTER:

3DesOuterKeymatProcessed

3DesOuterAttachFail
3DesOuterConfigureFail
3DesOuterRemove
3DesOuterEncodeGood
3DesOuterEncodeFail
3DesOuterEncodeDiscard
3DesOuterEncGetInfoFail
TRIPLE DES 2KEY:

3Des2KeyKeymatProcessed

3Des2KeyAttachFail
3Des2KeyConfigureFail
3Des2KeyRemove
3Des2KeyEncodeGood
3Des2KeyEncodeFail
3Des2KeyEncodeDiscard
3Des2KeyEncGetInfoFail
AES:
aesKeymatProcessed
aesAttachFail
aesConfigureFail
aesRemove
aesEncodeGood
aesEncodeFail
aesEncodeDiscard
aesEncodeGetInfoFail
SHA :
shaKeymatProcessed
shaAttachFail
shaConfigureFail
shaRemove
shaEncodeGood
shaEncodeFail
shaEncodeDiscard
MD5:
md5KeymatProcessed
md5AttachFail
md5ConfigureFail
md5Remove
md5EncodeGood
md5EncodeFail
md5EncodeDiscard
DES-MAC:

desmacKeymatProcessed
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o

3DesInnerConfigureGood
3DesInnerDetached
3DesInnerDecodeGood
3DesInnerDecodeFail

3DesInnerDecodeDiscard

3DesOuterAttachGood
3DesOuterConfigureGood
3DesOuterDetached
3DesOuterDecodeGood
3DesOuterDecodeFail

3DesOuterDecodeDiscard

3Des2KeyAttachGood
3Des2KeyConfigureGood
3Des2KeyDetached
3Des2KeyDecodeGood
3Des2KeyDecodeFail
3Des2KeyDecodeDiscard

aesAttachGood
aesConfigureGood
aesDetached
aesDecodeGood
aesDecodeFail

aesDecodeDiscard

shaAttachGood
shaConfigureGood
shaDetached
shaDecodeGood
shaDecodeFail

shaDecodeDiscard

md5AttachGood
md5ConfigureGood
md5Detached
md5DecodeGood
md5DecodeFail

md5DecodeDiscard

O O O O O o O O O O O o o O O O O

O O O O O o




SHOW IPSEC COUNTERS

desmacAttachFail 0 desmacAttachGood 0
desmacConfigureFail 0 desmacConfigureGood 0
desmacRemove 0 desmacDetached 0
desmacEncodeGood 0 desmacDecodeGood 0
desmacEncodeFail 0 desmacDecodeFail 0
desmacEncodeDiscard 0 desmacDecodeDiscard 0
LZS:

lzsKeymatProcessed 0
lzsAttachFail 0 1lzsAttachGood 0
lzsConfigureFail 0 1lzsConfigureGood 0
lzsRemove 0 1lzsDetached 0
lzsEncodeGood 0 1lzsDecodeGood 0
lzsEncodeFail 0 lzsDecodeFail 0
lzsEncodeDiscard 0 lzsDecodeDiscard 0

ooooon

SHOW IPSEC SAO 1070000
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SHOW IPSEC ISAKMP

SHOW IPSEC ISAKMP

O00ooOodIPsec /000

SHOW IPSEC ISAKMP

g

oo

[PsecSAOOOOOOO ISAKMPSAOOOOOOOO

goodgoooon

N/A (Tnl Mode)
N/A (Tnl Mode)
12 N/A (Tnl Mode)
13 192.168.34.252
15 10.0.0.2

SecOff > show ipsec isakmp

ISAKMP Expiry Limits - hard/soft/used
SA Id Peer Address DPD ISAKMP SA Lifetime (secs)

1 203.179.85.33 Act 86400/82076/356

2 222.228.212.43 Act 86400/75590/356

7 200.200.200.254 TIdIQR 600/569/304

7 200.200.200.254 TIdIQR 600/569/304

13 200.200.200.254 1IdlQrR 600/567/291

14 200.200.200.254 DNone 28800/27345/256

16 10.255.255.3 Act 3600/3413/49

IPSEC SA Id

IPSec SA O ID

NAT-OA

00000 IPO0O00O0O0OO0O0O0O0O0OOOO N/A

ISAKMP SA 1d

0000 ISAKMP SAO ID

Peer Address

ISAKMP SAODOOOOOIPOOOO

DPD

IPsec DPD 0 0 00 00O O Actl Activell] ActRx0 ActiveReceivel1] IdIQy

0 IdleQueryMIdIQRO IdleQueryRetry[T1 Dead D None IPsec DPD O O O

OO0 BOTHOOOODOOOOO IPsec DPDO OO OO NONEMO OO IPsec
DPDOOOOO NONECD OODOOO

ISAKMP SA Lifetime

I[SAKMPSAOOOOOOO0DmMOODOO0OOOOOSADOOUOooomon
O0o00UoosSA000U0Oooooo0U0moooooooooooon
gooodo

gogggo

0 10:

SHOW IPSEC SAD 1070000

98 | CentreCOM AR415S 0000000000 2.9 IPsec

613-000667 Rev.H



SHOW ISAKMP SA0 1280000
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SHOW IPSEC POLICY

SHOW IPSEC POLICY

O0O0O0O0OdIPsec /IPsecOOOO

SHOW IPSEC POLICY[=policy] [SABUNDLE] [COUNTERS]

policy: IPsec00 00001023000

g

[PsecOO0OOOO0ODOOODOOOOODO

gogggo

POLICY [Psec000O00O0O0O0OOOOOOIPsec000O00O0O0O00OODOOOOOODOOOOOODO
goboooboogoboooooo

SABUNDLE 00 IPsec000000000000OOSAOO0OOOOOOOOOOOOO
COUNTERS OO IPsecO0000OO0OO0O0OOOOOOOOO

goodgoooon

SecOff > show ipsec policy

Interface Name Action KeyManagement Position
eth0 isa PERMIT -

ethO0 vpn IPSEC ISAKMP

ethO inet PERMIT -

SecOff > show ipsec policy=vpn

Ipsec Policy Information

Name ... ...ttt ittt et e vpn

Interface ......... ... .. ethO

Source Interface ................ -

Position ...........i.iiiiiiiaa.. 2

Action ... IPSEC

Key Management ................. ISAKMP

Isakmp Policy Name .............

Bundle Specification ........... 1

Peer IP Address Dynamic ........ FALSE

Peer IP Address ANY ..o v FALSE

Local IP Address Dynamic ....... FALSE

Peer IP AdAresSs .. ..vvveeeennn. 192.168.100.2
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Local IP AdAress ........uouvuuvn..
Use PFS Key i ittt i it iiieeea
[ 1 o P
Filter:

Local Address
Local Mask

Local Port

Local Name
Address
Mask

Remote

Remote

Remote

Remote Name

Transport Protocol
Sa Selector From Pkt
DE Bit tiii ittt i e e e

UDP Tunnel

Peer Port
Peer IP Address
Internal IP Address
HeartBeats Enabled

Debug device ........cuiiiieennn..
Filter debug flags .............
Packet debug flags .............

Trace debug flags
Packet debug length

Max Out Packet queue length

Number of Out Packets queued

Bundles
Bundle
Index SA’'s State
0 0,1 VALID

Ipsec Policy SA Bundles

Bundle

Index SA's State
Policy .......... 12

0 1 VALID
Isakmp SA = 2

Setup/Remove Counters:

IPsec

SecOff > show ipsec policy sabundle

192.168.
255.255.

192.168.
255.255.

ANY

16
00000000
00000000
00000000
72

20

0

Expiry Limits - hard/soft/used

Bytes

-/-/268846

Expiry Limits - hard/soft/used

Bytes
Seconds

-/-/3123
28800/25

SecOff > show ipsec policy=vpn counters

.100.1

SHOW IPSEC POLICY

1.0
255.0

10.0
255.0

Seconds

28800/25200/11985

196/7

CentreCOM AR415S 0000000000 2.9
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SHOW IPSEC POLICY

setupStarted 1 setupSaSetupFailImm 0
setupSaSetupStarted 2 setupSaSetupFailed 0
setupDone 1 setupFailed 0
removeStarted 0 removeSaSetupStarted 0
removeDone 0

Outbound Packet Processing Counters:
outDeny 0 outPermit 0
outNoBundle 0 outNoBundleFail 0
outMakeSetupStrctFail 0 outSetupBundleFail 0
outBundleSoftExpire 0 outBundleExpire 0
outProcessStart 2058 outProcessFailImm 0
outBundleStateBad 0 outProcessFail 0
outProcessDone 2058

Inbound Packet Processing Counters:
inDeny 0 inPermit 0
inCompUncompressed 0 inActionIpsecFail 0
inBundleStateBad 0 inNotFirstSaInBundle 0
inProcessStart 2108 inProcessFailImm 0
inProcessFail 0 inProcessDone 2108
inEndOfBundle 0 inPrematureEndBundle 0
inBundleSaMatchFail 0 inPolicyActionFail 0
inPolSelectMatchFail 0 inBundleReplaced 0
inBundleSoftExpire 0 inBundleExpire 0

Interface Oooooooooog

Name IPsecO0000O0O

Action O0O00O00IPSECOIPsec 0O MPERMITO OO M DENYOOOOOOOOO

KeyManagement O00O0O0O0O0OMANUALOOOOO ISAKMPOOOO

Position go0oooooooo

O11:IPsecO00000O00O0O0

Name IPsecO000 00O

Interface oooooooooog

Position oo0ooooooog

Action 00 0000IPSECOIPsec O O M PERMITO O O D DENYO O

gooogog

Key Management

O000O0DO0OMANUALOOOOO ISAKMPO OO O

Isakmp Policy Name

IKEODOOO100000ooooooooog ISAKMP OO
goo

Bundle Specification

0000 SA0O0UOOUOUOOO

Peer IP Address Dynamic

CentreCOMAR415S 0000000000 2.9
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SHOW IPSEC POLICY

Peer IP Address Any

PEEROOOOOOO ANYOOOUOOO IPOOOO OO IPsec
SA000000000000000000Ooooooooon

Local IP Address Dynamic

OooooIPO0DO0OO0O0OOO0OOOOOOOOO

Peer IP Address

OO0 IPsecO000 IPOO0OOO0OIPsecO00O0O0OOOOOOnO
goood

IP Route Template

IPOO0O0OOOOOOO

Local IP Address

OoooOoIPOoO0O0OOPsecO0000OOoOoOoOoOoooon
ERN

Use PFS Key Perfect Forward Security (PFS) 000000000
Group Diffie-Hellman Oakleyd O O O O
Filter [Psec00000000000DO0OO0OO0ODOODOOODOOOO0O

goooooogoobood

Local Address

goooolIpoOOO

Local Mask

OooooIPOOOOOOOOOOO

Local Port

gooooobood

Local Name

goooooogog

Remote Address

goooolIpoOOonO

Remote Mask

OooooIPOOOOOOOOOOO

Remote Port

gooooobood

Remote Name

goooooogog

Transport Protocol

gooooboogboogoo

SA Selector From Pkt

goodooboobboobboooooobobbobboooooo
ERN

DF Bit

o0 IPO000000O0O0O0000O000OO0O00O0OODE BitODOOO
COrPYO UOOUOOOoOoIPOOUOOOOOOOmMSETOOOO
OMCLEARODOOOOO

Debug device

goooooooooobobooobooooog

Filter debug flags

00000000000 00000o0o00o0ooo0oooooag/o
goooooboogog

Packet debug flags

goodooboobboobboooooobobbobboooooo
gooboobooooooboboooboooog

Trace debug flags

gooooboogoooooboooboboon

Packet debug length

gooooboogoooooboooboboon

Max Out Packet queue length

gooooboogboogoo

Number of Out Packets queued

gooooboogoooooboooobooo

Bundles

00000000doooooooSA0coOooOoOoOoUooooon
goo

Index SAODOOO ID
SAs goooog SA ID
IPsec CentreCOM AR415S 0000000000 2.9
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SHOW IPSEC POLICY

State SAO000000O0OVALIDOINVALIDOCREATINGOREMOV-
INGOOOOO

Expiry Limits - hard/soft/used 00000 SAOOO0OO0OO0O0O SAOOsoftlimit0000000
O0000000Chard limit0OO OO0 SPDOOOOOOO

ExpiryBytes DU00O00SA000O00U0OoOoOU0mMUuuooooooooon
OO0hard IimittD 0000000000 0O0soft imittDO 000
goooooooo

ExpirySeconds O00000SAO0ODO0O0ODMO0O0O0OO000000OO0O0hhard
ImittD 0000000000 00softlimittD 00000000
a
012: IPsecO00 000000

Policy IPsec000O0

Index oogoooSAoododo ID

SAs oooooo SAID

State SAUO0O0O00O00OOVALIDOINVALIDO CREATINGO REMOV-

INGOOOoOOoOOo

Expiry Limits -

O0000SAOD0DDOOOOSAOOsoftlimit00000000

hard/soft/used O00000O0hard limit0O0 OO0 SPDOOOOOOO

ExpiryBytes DO0OdO0OO0oSA0DO00OO0ODU0O0O0OO0@Uooooooooogg
Ohard imittD 000000000000 soft limittD 000000
goooood

ExpirySeconds O0000SAOD00O00OO0MOO000O0O00O0o0O0O0ddhard
ImittD 00000000000 Osoftlimitt 000000000

IsakmpSA Dodoooouooooooo ISAKMP SA O 1D

0 13: SABUNDLEO OO OOOOO

Setup/Remove Counters

SAO0O0O00O00O0O0O0O0OOOO0OOOOOODOOO
0 O setupStarted

setupSaSetupStarted SAODOO0OODO0oOOO0OOoOoo
setupDone SAODO0O0OD0OO0OOO0OO0DO0OOO0O0DO
removeStarted SAODODO0O0DO0oOO0Oooo
removeDone SAODODO0O0DO0oOO0Oooo
setupSaSetupFaillmm SAODO0O00OOO0O00DOO00O0
setupSaSetupFailed SAOO0O0O00O00000
setupFailed SAO000O00OO0O0OO0OOOOOO
removeSaSetupStarted SAODOOOODO
Outbound Packet Processing Counters 000 SAOO0OO0OO0O00000000000O0O00OOO
O
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SHOW IPSEC POLICY

outDeny O0000O00O0DENYUOOOOOO IPsecOOO0OO
googooog
outNoBundle 00000000 SADOOOOO0OOg IPsecOdOO

gooooboobood

outMakeSetupStrctFail

0000000 00oo0U0oooooooooooon SA
gopoooboooooooboooobooa

OutBundleSOftEXpire Dd0oooUoogooSAodoodoooooooog
gooodooooooboooo

outProcessStart 00000000000 IPsec000D0O0OO0O0OO0O

outBundleStateBad 0o00ooooooooooooooood IPsecdd
gooooooogd

outProcessDone 00000000000 IPsec000D0OO0OO0OO0O

outPermit D0000000 PERMITOOOOOO IPsecOOdOd
gooooooa

outNoBundleFail 0ooooooog IPsecODODO0OOOOOOOOg
gooooooogoood

OutSetupBundleFail D00ooo0ooSAdO0O0OUOOOOOOoOoOOoon

OutBundleEXpire DodoooooooSAodoooooooooooon
goooood

outProcessFaillmm 00000000000 IPsec00000O0O0OODOOO

outProcessFail 00000000000 IPsec000D0OO0OO0OOO

Inbound Packet Processing Counters

000 SAO000O0O0QUOUOUOOoOoOoOoOOOooOooon
d

inDeny

O000O0O00O0DENYUOOOOOO IPsecOOO0OO
googooog

inCompUncompressed

googoo

inBundleStateBad 000o00oooooooo IPsecO00OOOOOOnOg
gooooooa

inProcessStart 00000000000 IPsec000D0OO0OO0OOO

inProcessFail 00000000000 IPsec0000OO0OO0OO0O

inEndOfBundle D000o0oooooSAoU0OoUoooooooooo
gooooooogd

inBundleSaMatchFail Dd0oooUooooooooosSAd0Oooooooog
a

inPolSelectMatchFail 00o0ooooo IPsecO0DODOO0OOOOOOOOO
googoo

inBundleSoftEXpire Dd0oooUoogooSAodoodoooooooog
gooodooooooboooo

inPermit D0000000 PERMITOOOOOO IPsecOOdOd
gooooooa
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SHOW IPSEC POLICY

inActionlpsecFail 00000000000 IPSECOO0O000DO IPsecOO
gooooooogd

inNotFirstSalInBundle odoo0Uoodoooooooogo SAooooog
g

inProcessFaillmm 00000000000 IPsecO0000OO00OODOOO

inProcessDone 00000000000 IPsec0000OO0OO0OOO

inPrematureEndBundle

O000oooooosSA0dooooooooooooo
goooobooooogooog

inPolicyActionFail 000 IPsec0 00000000000 ODOOOOOOO
inBundleReplaced O0o00U0ooooooogSAoOoooooogogoon
a
inBundleExpire O0o000o0o0o0ooOo SA0000O0O0OUOOUOOOUOoO
gooooog
0 14: COUNTEROOOOOOODO
gogggo

CREATE IPSEC POLICYO 38 000 O
DESTROY IPSEC POLICYO 51 0000
SETIPSEC POLICYO 790000
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SHOW IPSEC SA

SHOW IPSEC SA

O00000IPsec/ 00

SHOW IPSEC SA[=sa-1id]

sa-id: SA 0 0 000 655350

g

goog

[COUNTERS]

SAO000O0OOSADOOOOOOOOOO

gogggo

SA SAO0O00O00OO0OOOOO0OOSACOUOOOOOOOOOOOOOOOOOOOOOOSAOOOOO

gooogo

COUNTERS SAOO0O0OO0OO0OO0OOOOOOOOO

goodgoooon

SecOff > show ipsec

Policy
Bundle

State ...........
Protocol
Mode
Outbound SPI
Inbound SPI

Hash algorithm ..
Hash ENCO channel

Filters

IPsec

SA Specification Used

Local tunnel IP address

Remote tunnel IP address

Local IP address
Local IP address mask

Remote IP address

sa

Bundle

192
192

Protocol OutSPI

3577978286
3450680056

3450680056
1070646111

.168.100.1
.168.100.2

.168.1.0
.255.255.0
.168.10.0

3190700549
1070646111
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SHOW IPSEC SA

Remote IP address mask .........

Local Name .......uuviuuemnenennn
Remote Name ...................
DE Bit ittt e e e e

Last sent sequence number ........

Anti-replay checking enabled .....

Debug device ........ciiiinn..
Filter debug flags ..............
Packet debug flags ..............
Trace debug flags ...............
Packet debug length .............

SecOff > show ipsec sa counters

SA: 0

Outbound packet processing counters:

outProcessStart 1029
outProcessFail 0
ESP:
espOutBufChainCopy 0
espEncryptionStart 1029
espEncryptionFail 0
espOutHashStart 1029
espOutHashFail 0
AH:
ahOutBufChainCopy 0
ahSegNumberCycled 0
ahOutHashStart 0
ahOutHashFail 0
IPCOMP:
compOutBufChainCopy 0
compTooSmall 0
nonExpansionBackoff 0
compressionStart 0
compressionFail 0

Inbound packet processing counters:

inProcessStart 1054
inProcessFail 0
ESP:
espInBufChainCopy 0
espInHashStart 1054
espInHashFail 0
espDecryptionStart 1054
espDecryptionFail 0
espIcvInvalid 0
AH:
ahInBufChainCopy 0
ahBadPayloadLength 0
ahInHashStart 0
ahInHashFail 0

CentreCOMAR415S 0000000000 2.9
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...... 00000000
...... 00000000
...... 00000000
...... 72

outProcessFailImm

outProcessDone

espEncryptionFailImm
espEncryptionGood
espOutHashFailImm
espOutHashGood

ahFragmentSeen
ahOutHashFailImm
ahOutHashGood

compFragment
dataExpansion
compressionFailImm

compressionGood

inProcessFailImm

inProcessDone

espReplayedPacket
espInHashFailImm
espInHashGood
espDecryptionFailImm
espDecryptionGood
espPaddingInvalid

ahReplayedPacket
ahIcvInvalid
ahInHashFailImm
ahInHashGood

1029

1029

1029

o O O O

1054

1054

1054

o O O o

IPsec



IPCOMP:
compInBufChainCopy
decompressionStart

decompressionFail

SA: 1

Outbound packet processing counters:

outProcessStart
outProcessFail

ESP:
espOutBufChainCopy
espEncryptionStart
espEncryptionFail
espOutHashStart
espOutHashFail

AH:
ahOutBufChainCopy
ahSegNumberCycled
ahOutHashStart
ahOutHashFail

IPCOMP:
compOutBufChainCopy
compTooSmall
nonExpansionBackoff
compressionStart

compressionFail

Inbound packet processing counters:

inProcessStart
inProcessFail

ESP:
espInBufChainCopy
espInHashStart
espInHashFail
espDecryptionStart
espDecryptionFail
espIcvInvalid

AH:
ahInBufChainCopy
ahBadPayloadLength
ahInHashStart
ahInHashFail

IPCOMP:
compInBufChainCopy
decompressionStart

decompressionFail

1029
0

o O O O O

1029

o O O O O

1054
0

O O O O O o

decompressionFailImm

decompressionGood

outProcessFailImm

outProcessDone

espEncryptionFailImm
espEncryptionGood
espOutHashFailImm
espOutHashGood

ahFragmentSeen
ahOutHashFailImm
ahOutHashGood

compFragment
dataExpansion
compressionFailImm

compressionGood

inProcessFailImm

inProcessDone

espReplayedPacket
espInHashFailImm
espInHashGood
espDecryptionFailImm
espDecryptionGood
espPaddingInvalid

ahReplayedPacket
ahIcvInvalid
ahInHashFailImm
ahInHashGood

decompressionFailImm

decompressionGood

SHOW IPSEC SA

1029

o O O O

1029

o O O O

1054

O O O O O o

1054

SA Id SA ID

Policy

IPsec

O0SAOO0OO0O0OOOO IPsecOOOO
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SHOW IPSEC SA

Bundle SAOOOO0OOSAOOOOID
State SA 0O 00O 0O UNDEFO VALIDO CREATINGO REMOVING 00 000
Protocol SAOO0OO0OO00 IPsecO000OO0O0OESPOAHOOODODO
OutSPI 0000000oog SPIO Security Parameter IndexO
InSPI 0000000oog SPIO Security Parameter IndexO
015:SA0000
SA 1d SA ID
Policy O0SAOO0O0O0OO0O0O0 IPsecO0OOOO
Bundle SAOOOOOSAOOOOID
SA Specification Used SAOO0OO0O0DO0O0O0O0SAOOO0OOODO
State SA 00 0 0 UNDEFO VALIDO CREATINGO REMOVING
ooooo
Protocol SAOO0OO0OO00 IPsecO000OO0O0OESPOAHOOODOO
CPI ooooo
Mode SA00000O0TUNNEL O TRANSPORT

Outbound SPI

0000000000 SPIO Security Parameter IndexO

Inbound SPI

0000000000 SPIO Security Parameter IndexO

Local tunnel IP address

[PsecO 0000000 DOOOOIPOOOOOOOOOODO
gooooboobood

Remote tunnel IP address

[PsecO 0000000 DOOOOIPOOOOOOOOOODO
gooooboobood

Encryption algorithm

ESPSAODO0O0O00OOOOOOOOOOESPSAOOOOO

Encryption ENCO channel

Oo0O0O0O0oooOoOoO0OO0 ENCOOODODOOOOODESP SA
googoo

Hash algorithm

AHSAODESPSAOOOUOOOOOOUOOOOOOOOOO
AHSAO ESPSACOOOO

Hash ENCO channel

0000000000000 ENCOOOUOouonooOAH SA
O ESPSAOOOOO

Compression algorithm

googoo

Compression ENCO channel

googoo

NAT-Traversal NAT-OA

NAT-Traversal I NAT-TO O OO O NAT-OAOOOOOOO
gooooooooo

Peer original source IP address

Oo0oooooooooooIPOOOO

Peer original destination IP address

Oo0oooooooooooIPOOOO

Filters

SAO0O0O0OO0OIPsecO000O0DOOOOOODOOOOOO
gooobooboogo

Local IP address

gooooIPooOO

Local IP address mask

oooooIPOD0DO0OO0OOOO0OO

Remote IP address
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SHOW IPSEC SA

Remote IP address mask

oooooIPO0DO0OO0OOOOO0OO

Local Name

goooooogog

Remote Name

goooooogog

Local port number

gooooboobood

Remote port number

gooooboobood

Transport protocol

goooooogboogoo

DF Bit

oo IPOO00O0OO00O0OCO0OO0OOOO0OCOUOODEBItODOOO
COPYOUOUOOoOoUOoOIPOOUOODOOOOMmMCLEAR
O0000omSETOOO0OOOOOOoO

Last sent sequence number

SAO0000000000000000O0o0g

Anti-replay checking enabled

goooobooooogooog

Anti-replay window size

goooobooooogooog

Last received sequence number

SA0000000000000000O00g

Anti-replay bitmap

googbobooboboboobobuobooobuoobooo
gobooooboobooboboobbooboonbbboobog
On0d0000000000O0OO0OO0OD00O0M1Io00O00Og
0000ooo0oooooooomouooooooooog
ERN

Debug device

goooboboooobooobooboooboooooog

Filter debug flags

ooy ydUUUUg o
O/00000000000

Packet debug flags

goooboboobobooboboboboboobuooboobo
gooooboooboooobooooooboo

Trace debug flags

gooooboogoooobboooboon

Packet debug length

gooooboogoooobboooboon

016:SA00O0O

outProcessStart gobodoboboobbuoobooboogooboo

outProcessFail O0000o0ooooooooooooon

outProcessFaillmm O000000oooooooooooooooon

outProcessDone O00o0oooooooooooon

espOutBufChainCopy OU000oooo0o ESPOO000O0O0OO0OU0O0OOOOO0OoOoOoOoooooOg
ad

espEncryptionStart ESpPO0O0000O0OO0O00O

espEncryptionFail ESPOO0O0O0OOO0ODO

espOutHashStart D00ooodooooog ESPOodOoooOoooon

espOutHashFail D00ooodooooog ESPOodOoooOoooon

espEncryptionFaillmm ESpO0O000O000O00OOO

espEncryptionGood ESpPO0O0000O0OO0O00O

espOutHashFaillmm O00ooo0dooooo ESPOo0ooooooogn
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SHOW IPSEC SA

espOutHashGood 00000000000 ESPOOO0O0OOOOO

ahOutBufChainCopy 00000000 AHOOOOOUOOOoOoOoooooooooooooo
oo

ahOutHashStart 00000000000 AHOOODOoOoOOoooo

ahOutHashFail 00000000000 AHOOODOOoOOoooOo

ahSeqNumberCycled AHOOOOOOOODOOOODODO0O0OO0OOoOoooo

ahOutHashFaillmm 00000000000 AHOOODOOOOooooooo

ahOutHashGood 00000000000 AHOOODOoOOoooo

compOutBufChainCopy 00000

nonExpansionBackoff oooon

compressionStart oooon

compressionFail

compTooSmall ooooo

dataExpansion ooooo

compressionFaillmm oooon

compressionGood oooon

inProcessStart Oo0o0ooooooooooooon

inProcessFail o0o0oooooooooooooooon

inProcessFaillmm gbooooooboobobobooooooon

inProcessDone o0o0oooooooooooooooon

espInBufChainCopy 00000000 ESPOOOOOOOOOOOOOOOOOOOOOOO
oo

espInHashStart O00oooOo0oooo ESpooOoOoooooOoooo

espInHashFail Oo00ooooooUoo ESPoOOOOOOOOOOO

espDecryptionStart 0oo0o000o0oooOooESPOOOODOOOOODOOO

espDecryptionFail oooo00ooOoo0oOoESPOOOOOOOOOOOO

esplcvinvalid Oo00ICvOoOoo ESPOOOOODOO

espReplayedPacket 0000000000000 ESPO00O0OO00

espInHashFaillmm O00oooo0oooo ESpPoOoOOOooOoOoOooOoO

espInHashGood Oo0oooooOoooo ESPoOOOOOOOOOOO

espDecryptionFaillmm 00000000000 ESPOOOODOOOOODOOOO

espDecryptionGood oooo00ooOoo0oOoESPOOOOOOOOOOOO

espPaddingInvalid 000000000 ESPOO0OOOO0O

ahInBufChainCopy 00000000 AHOOODOOOOoOoOoooooooooooooo
oo

ahBadPayloadLength 000000000000 AHOOODOOOO

ahInHashStart 00000000000 AHOOODOoOoOOoooo

ahInHashFail 00000000000 AHOOODOoOoOOoooo
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SHOW IPSEC SA

ahReplayedPacket 0000000000000 AHOOOOOOOO
ahlcvInvalid 000 ICVvOOoOo AHOOODOOOO
ahInHashFaillmm 00000000000 AHOOODoOoOOoooooo
ahInHashGood 00000000000 AHOOODOoOoOOoooo
compInBufChainCopy ooooo

decompressionStart ooooo

decompressionFail ooooo

decompressionFaillmm 00000

decompressionGood oooon

0 17.COUNTEROOOOOOOO

gogggo

SHOW IPSECO90 0000

IPsec CentreCOM AR415S 0000000000 2.9 113
613-000667 Rev.H



SHOW IPSEC SASPECIFICATION

SHOW IPSEC SASPECIFICATION

O00000IPsec/SAOOOO

SHOW IPSEC SASPECIFICATION|=saspec-1id]

saspec-id: SA 00 00000002550

g

SAO000O0OOOOooooooo
gogggo

SASPECIFICATION SAO0OO0OO0O0O0O0O0OO0OOOOOOOSAOOOOOOOOOOOOOOOOOO
000000 SsSAd0oOoOoO0Ooooooooooo

goodgoooon

SecOff > show ipsec saspecification

ID Proto KeyMan Mode EncAlg HashAlg CompAlg InSpi EncKey HashKey
ESP ISAKMP TUNNEL DES SHA - - - -
2 AH ISAKMP TUNNEL NULL MD5 - - - -

SecOff > show ipsec saspecification=1

Sa Specification

Td o e e 1
Protocol ......... .. ... ESP
Key Management ................. ISAKMP
MOAE &ttt e e e e e e e e TUNNEL
Encryption Algorithm ........... DES
Hash Algorithm ................. SHA
Compression Algorithm .......... -

In SPI ..t -

Out SPI ... .ttt it it -
Encryption Key .........oviio... -

Hash Key ...ttt iiiei -
AntiReplay Enabled ............. FALSE
Replay Window Size ............. 32
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SHOW IPSEC SASPECIFICATION

ID SAOOOOoO

Protocol IPsec0 000000000000 ESMOO0O0OO0OOMAHIOOOOOOO
ooooo

KeyMan OO00O0O0DO0OMANUALOOOOOOO ISAKMPOOOO

Mode SAOOOOOOTUNNELODOOOOOOOOO TRANSPORTO OO O OOO
ooooo

EncAlg ESPOO0O0O0O0O0O0O0O0OOO0

HashAlg AHO ESPOOO0O0O0OO0O0O0OOOOOOO

CompAlg oooon

InSpi 0000oogooo SPIO Security Parameter IndexO

EncKey oooon

HashKey ooo00o0oooooo

018SA0D0O0Ooooo

Id

SAODO0O0OOO

Protocol

[Psec0 00000000000 OESPOOOOOOOOOMMAHODODO
goboogoogoo

Key Management

O000DO0DOMANUALODOOOOOO ISAKMPO O OO

Mode

SAOODODOODOTUNNELOOOOOOOOOO TRANSPORTO OO O
gooooood

Encryption Algorithm

ESPOO00O0U0O0OUOoUono

Hash Algorithm

AHO ESPOOOOOOOOOOOOOOOO

Compression Algorithm

goood

In SPI

0000000000 SPIO Security Parameter IndexO

Out SPI 00O00ooooono SPIO Security Parameter IndexO
Encryption Key oooono
Hash Key 0o000o0oo0o0oo0oo

AntiReplay Enabled

000000000000 TRUEM O0OOFALSEOD

Replay Window Size

O00000OO0ooOooOoooOg320e6e401280256 00000

gogggo

019:SA0000000

CREATE IPSEC SASPECIFICATIONO 43 0000
DESTROY IPSEC SASPECIFICATIONO 52000 O
SET IPSEC SASPECIFICATIONO 830 00 O

IPsec
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SHOW ISAKMP

SHOW ISAKMP

00 0000OdIPsec / ISAKMP

SHOW ISAKMP

g

I[ISAKMPOOOOOOODOOOOOOO

goodgoooon

SecOff > show isakmp

ISAKMP Module Configuration

Module Status ......iiii it ENABLED
UDP POTEL ittt ittt et e e e e e e e e e e 500
DebUg Flag .. vv ittt it e e e e e e 00000000
Global Debug Device .......vvinennnn.. 0

LOCAl RSA KeY ittt ittt it et et e et et e e e e -

VPN Client Policy Server Enabled ....... FALSE

VPN Client Policy File Name ............

Module Status ISAKMPOOOOOQOQOOoOQoo
UDP Port ISAKMPOOOOOOUOOOQOOoOoo ubrooo
DebugFlag goooooooooooooooboooooooooooo

0000000000000 o0oDoomooooooon
oo looomoooooooooo3goomoononog

O1000
Global Debug Device 0o00000o00000000o
Local RSA key 000000 RSADOOOO
VPN Client Policy Server Enabled 0000000000 000000000000O
VPN Client Policy File Name gboboobobooboooboboobobobboboon
goood
0 20:
gooobog
DISABLE ISAKMPO 56 0 0 0O O
ENABLE ISAKMPO 620000
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SHOW ISAKMP COUNTERS

SHOW ISAKMP COUNTERS

00 0000OdIPsec / ISAKMP

SHOW ISAKMP COUNTERS [={AGGRESSIVE|GENERAL|DPD|HEARTBEAT|INFO|IPSEC|/MAIN]

NETWORK|QUICK|SAD|SPD|TRANSACTION|XDB}]

[SAKMPOOOOOOODOOOOODOOOOOOooooooo

gogggo

COUNTERS 00000000000 OOOO0OOOOOO0OOOO0O0OOOOOOOOOOOODO

goodgoooon

ISAKMP General Counters
acquire
acquireNoPolicy
acquireEquivFound
acgPhlXchgStartFailed

acquireQueued

acquirePrenegNoPolicy

badSpiRequests
badSpiInAggrMode

msgInitPhlpbStartFail

doneGood

doneSendConNoSa

msgTx
txEncryptNoExchange
msgTxStartEncrypt
txEncryptFail
msgTxEncryptExpKBytes

txRetryTxd
retryIkeAttemptsPhl

msgRxd

IPsec

o O O o o

o O O O O o O

o O

SecOff > show isakmp counters=general

acquireNoSa
acgPh2EquivInProgress
acgPh2XchgStartFailed

acgPeerAddrNameIncons

badSpiFromKnownPeer
badSpiSendNotifyUnset

donePhaselFailed

msgTxd

msgTxEncryptNoEncoPrc

txEncryptGood

txRetryXchgTimedOut
retryIkeAttemptsPh?2

o O O o
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SHOW ISAKMP COUNTERS

msgRxInconsistLengths 0 msgRxBadLength 0
msgRxBadReserved 0 msgRxBadVersion 0
msgRxBadNextPayload 0 msgRxUnexpectedMsg 0
msgRxNoExchange 0 msgRxNoExchangePhasel 0
msgRxP1NoXcgNotlstMsg 0 msgRxPhlUnkwnXchgType 0
msgRxPhlXchgStartFail 0 msgRxPhlMsgIdNotZero 0
msgRxP15XchgStartFail 0
msgRxPhase2NoSa 0 msgRxNoExchangePhase?2 0
msgRxPh2XchgStartFail 0 msgRxPh2UnkwnXchgType 0
msgRxEncrypted 0 msgRxEncryptdUnexpect 0
msgRxBadPad 0 msgRxBadPadLength 0
msgRxPayBadNextPay 0 msgRxPayBadReserved 0
msgRxDecryptNoEncoPrc 0 msgRxStartDecrypt 0
msgRxPlain 0 msgRxPlainUnexpected 0
msgRxBadPortIpChange 0 msgRxFailOldPort 0
msgRxPayBadLength 0
rxDecryptNoExchange 0 rxDecryptedBadLength 0
rxDecryptGood 0 rxDecryptFail 0
rxDecryptedBadPad 0 rxDecryptBadPadLength 0
rxDecrptPayBadNextPay 0 rxDecryptPayBadRsvd 0
rxDecryptPayBadLength 0
infoNoMatchingPolicy 0 infoPhlNotifyDisabled 0
infoPhlNoDelAllowed 0 infoPhlExchgStartFail 0
infoPh2SANotFound 0 infoPh2SANotActive 0
infoPh2NotifyDisabled 0 infoPh2DeleteDisabled 0
infoPh2XchgStartFail 0
deleteDelayStarted 0 deleteDelayNotUsed 0
deleteDelayPktsRxd 0 deleteDelayRetrySent 0
deleteDelayConSent 0 deleteDelayConNoSA 0
deleteDelayTxExceeded 0 deleteDelayPktDiff 0

ooooodn

SHOW ISAKMP EXCHANGEO 1190000

SHOW ISAKMP SA0O 128 00 0 O

118 | CentreCOM AR415S 0000000000 2.9 IPsec

613-000667 Rev.H



SHOW ISAKMP EXCHANGE

SHOW ISAKMP EXCHANGE

00 0000OdIPsec / ISAKMP

SHOW ISAKMP EXCHANGE [=exchange-id]

exchange-id: ISAKMP Exchange O O O 00 42949672950

0o

[SAKMPOOOOOOODOOOODODOOOOODOOOOoOO

goooon

EXCHANGE ISAKMP Exchange OO

gooooooon

SecOff > show isakmp exchange

ISAKMP Exchanges

Id Phase State PeerAddress

SASENT 1.1.1.1

IPsec
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SHOW ISAKMP EXCHANGE

Id ISAKMP OO ID
Phase ISAKMPOOOQOQO10150200000
State 00000 0OMain O 0 OO0 Identity Protection 0 O 00O O

IDLEOSASENTOSARECVOKESENTO KERECVO AUTHSENTO
AUTHRECVOUP O O 0O 0O O OQuick 0O O 0O 0O O OSTART-
INGOWAIT_HASH _SA_NONCEO WAIT_-HASHO RECEIVING_
MESSAGEOSENDING_-HASH_SA_NONCEOSENDING_-HASHO
DONE O 00000 Aggressive 0 000 Aggressive 100000
IDLECOSAKESENTOSAKERECVOSAKEAUTHSENTOSAKEAU-
THRECVO AUTHSENTO AUTHRECVO UP 00 O OO O Trans-
action O O O 0O OIDLEO REQSENTO REQRECVO REPSENTO
REPRECVOSETSENTOSETRECVOACKSENTO ACKRECVOUP
000000 Informational 0 0 0 O IDLEO SEND_RUTO WAIT-
RUTAOSEND RUTAODONEOOOOUOOOOOOOOOOOO

Joooobooooooboooogbobuooooobobuoooa

0000000000000 00o000 DELETEDELAY OO O

oog
Peer Address/Peer IP Ad- ISAKMPOOO IPOOOO
dress
Type 00 000O0MAINO AGGRESSIVED TRANSACTIONO INFOO
QUICKOODOODO
0 21: Exchange D00 00O
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SHOW ISAKMP EXCHANGE

ISAKMP Exchange

gobobobobooon

Id

ISAKMP OO ID

Phase

I[SAKMPOOOOQO10150200000

State

000 000Main O 0O OO Identity Protection 00 00 O
IDLEO SASENTO SARECVO KESENTO KERECVO AUTH-
SENTO AUTHRECVOUP O OO OO OQuick DO O OO0
STARTINGO WAIT_-HASH_SA_NONCEO WAIT_-HASHO
RECEIVING-MESSAGEO SENDING_-HASH_SA_NONCED
SENDING_HASHO DONE 0O 0 0 O O 0 Aggressive 0 0O O
0 Aggressive 0 0 0O O 0O O IDLEO SAKESENTO SAKERECVO
SAKEAUTHSENTO SAKEAUTHRECVO AUTHSENTO
AUTHRECVO UP O OO0 O O Transaction O 0 0 0 O IDLEO
REQSENTOREQRECVOREPSENTOREPRECVOSETSENTO
SETRECVO ACKSENTO ACKRECVO UP 0O 0O 00O O O Infor-
mational 00 O 0 IDLEOSEND_RUTOWAIT_RUTAOSEND-
RUTAODONEOOOOODOOODOOOODOOOOOOOOO
Joooooooooooboooboooobuoooobooa
O00000000DO0o000o000 DELETEDELAY 00O OO
ad

Type

000 000MAINDAGGRESSIVELTRANSACTIONMINFOO
QuiIcCKOOooono

Initiator

gobobobboobo™ooboobbobobooooboog

DOI

DOIO Domain Of Interpretation[d IPsec 0 D 0 00O

Policy name

ISAKMPOOOOO

SA

ISAKMP SA OO

Peer Address/Peer IP Address

I[ISAKMPOOOUOOOODOooOoIPOOOO

Local IP Address

I[SAKMPOOOOOOOODOOOOoOOO

Encrypted

ISAKMP SAOOO0OO0OOOOoooooooo

Expecting message

goobobobobooboooooooog

Has SA

ISAKMP SAOOOQOOooOoOooooon

Initiator Cookie

00000oooooooooooooooo 8o0oooon

Responder Cookie

O000000ooooooooooogo 8gooooon

Message 1d

0000200000000000000040000000

Set Commit bit

0000 ISAKMPOOOOO Commit0 000000000
a

Commit bit received

O00U0oouoo CommitO OO0 O0OoOoOoOooOoooOO

Send notifies

Notity 000D 000000000

Send deletes

Delete 000000 D000OODOOO

Message Retry Limit

IPsec

gobbodgboboooboo
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SHOW ISAKMP EXCHANGE

Packet Retry Counter

goobobobobooboooooooog

Initial Message Retry Timeout (s)

goobobobuooboogooog

Packet Retry Timer (time left(s))

gobboboboobooooooooobobooboo

Main and Aggressive Mode

MainO0 OO0 Aggressive 010 000000000O00DOO

ENCO Pass

ENCOOOOoOoooooooooono

Shared Key Id

O000O0OPRESHAREDO O OOOODOOOOOO

Peer RSA Key Id

000 RSAOOOOO

Local RSA Key Id

000 RSAOOOOOOO

Peer Certificate Id

ocoooooIb

Local Certificate Id

ooooooIb

Local Policy

goooooo

Remote Policy

goooooo

Transform

Transform 0000000000000 OOOO

Transform Number

SAOD00D00O00OO0OO0 TransformOdOOO0O0O0O

Transform Id

Transform O OO0 0O ID

Encryption Algorithm

goobobooooboad

Authentication Algorithm

gooooood

Authentication Method

0000100000000000000PRESHAREDI OO
O000OORSASIGODOOOOO

Group Description

Diffie-HellmanO OakleyDOO O O O O O OMODP7680
MODP10240 INVALIDO NONE O OO OO

Group Type

Diffie-HellmanO OakleyD OO OO OO0

DH Private Exponent Bits

DHOOOOOOOOOOO

Expiry Seconds

O0o0U0oouooooogogsA0Dogoooog

Expiry KBytes

000dooUuoouoouoo sA0dogouoooogoog

Transaction Mode

TransactionO 00000000 O0O0OOOO

Mode Transaction 0 0 00 00 XAUTHOSETOREQO OO OO
Id 0o ID

Quick Mode Status QuickDOOoDOoOoOooooooooo

SA id ISAKMP SA O ID

local address

ooooolIipooood

policy name

ISAKMPOOOOO

use PFS-KEY Perfect Forward Security for keys 000000000
use PFS-ID Perfect Forward Security for IDs0O0 0000000
DH group ID Diffie-HellmanO OakleyO 0 0O O O ID

msg retry limit

gobbodgboboooboo

msg retry timeout

gobboboboobooooooooobobooboo

IPSEC exchange info

CentreCOMAR415S 0000000000 2.9
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SHOW ISAKMP EXCHANGE

IDi oooIiboogood
type IDOOO

protocol Id ooooo ID

port oooID

data IDOOO

IDr oooIiboogood
group Id IPsecO0000 ID

Sa Definition Information

SAOO000OO0Oooooooon

Authentication Type

SAODO0OOOO

Encryption Algorithm

SAO0O0O0OOoooon

Hash Algorithm

SAO0O00OOOooooooon

group Type

Diffie-HellmanO OakleyD OO OO OO O

group Description

Diffie-HellmanO OakleyO O O O O

expiry seconds

O0o0U0oouooosSAdgOoooooog

expiry kilobytes

Oo0oUdoouooosSAd0ooooooooog

gogggo

0 22: Exchange 00 00O

SHOW ISAKMP COUNTERSO 117 0 00O

SHOW ISAKMP SA0 128 00 00O

IPsec
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SHOW ISAKMP POLICY

SHOW ISAKMP POLICY

00 0000OdIPsec / ISAKMP

SHOW ISAKMP POLICY [=policy]

policy: ISAKMPOODOODODO1024000

g

[SAKMPOOOOOOOOOOOOoOoOoOOO
gogggo

POLICY ISAKMPOOOOO

goodgoooon

SecOff > show isakmp policy

ISAKMP Policies

Name PeerAddress
Mode AuthType EncAlg HashAlg

my_policy 192.168.100.2
IDPROT PRESHARED DES SHA

SecOff > show isakmp policy=my_policy

ISAKMP Policy

11141 my_policy

Peer AdAreSS .t v v ittt ittt i e 202.36.163.201
Phasel Mode .......iiuiiiiiiinnnenenn. IDPROT
Authentication TYPE .. i v it it i inn.. PRESHARED
Extended Authentication ............... NONE

Extended Authentication Type .......... -
Extended Authentication User Name ..... -
Extended Authentication Password ...... -
KeY Td ittt ittt e e e e e e e e e e e 30
Local RSA KeY ittt it it e et et i e e e eie e -

Peer Certificate Id ................... -

Phase 2 Exchanges Limit ............... NONE
PreNegotiate ........ i iennnnenn. TRUE
DOT e e e e e e e e IPSEC
Send Notify MessagesS . ....vivivinnnnnn. TRUE
Send Delete MeSSAgES v vt vt i i ieennennn. FALSE
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Always Send ID MeSSageS ..o vvvneenennnnn FALSE
Commit Bit ..vviiiii ittt ittt FALSE
Message Retry Limit ................... 5

Message Time OUL ... ii it it i ie i e 20

Message Back-off ..... ... .. .. .. . . Incremental
Exchange Delete Delay .......c.cvivuun... 30

Source Interface ......... ... -

VPN Client Policy File Name ........... -

Local ID &ttt ittt et e e e e e e e -

Remote ID ..ttt ittt et i i e e e e IPv4:192.68.1.2
DeEDLUGFlag v v v it ittt e e e e e e e e e 00000000
Retry IKE Attempts .......iiiinnnnnn.. 0

Current IKE Retries ................... 0

Required IKE Retry Phase .............. No Phases
Rekey on SA Soft Expiry ............... TRUE

SA Specification

Encryption Algorithm .................. DES - 56 bit
Hash Algorithm ........................ SHA

Group Description ...........uiiinnon.. 1

DH Private Exponent Bits .............. 767
Heartbeat Mode ............ ... NONE

DPD MOAE . ittt it e et et e et e e e e e BOTH

DPD Idle Timeout .............ocvinin... 300

GroUD Ty ittt i et e e e e e e e et et ee e MODP

EXpiry Seconds ... .viii it e e 86400
Expiry Kilobytes ..........c.cuiiieueninn.. 1000

NAT Traversal ........uiiinnnnenn. TRUE

SHOW ISAKMP POLICY

Name ISAKMPOOOOO

Mode 0000 10000IDPROTOMain000 00 AGGRO Aggressive 00 0O

AuthType 0000 1000000000000 00 PRESHAREDO O O O 0O OO0 RSASIGO
ooooo

EnCAlg ISAKMP SAOOOOOODOODOODOOO

HashAlg ISAKMP SAOOO0OOOO0OO0DO0ODO0OOOODOO

PeerAdresss ISAKMPOOO IPOOOOOANYO IPOOOOOO0OOOOOOOOOO

0230000
Name ISAKMPOOOOGO

Peer Adresss

ISAKMPO OO IPOOOOOANYO IPOOOOOOOO
goooooo

Phasel Mode

0000 10000IDPROTOMain 00000 AGGR
0 Aggressive 0 0 0 O

Authentication Type

IPsec

0000 100000000000000PRESHAREDI
O00O0OoOOoORSASIGODOOOOO

CentreCOM AR415S 0000000000 2.9 125
613-000667 Rev.H



SHOW ISAKMP POLICY

Extended Authentication

O0O0O0DOXAUTHOOOOOOOOCLIENTOOOOOO
OO0 MMSERVERD OO OO OMMNONED XAUTHO O OO
goooooboo

Extended Authentication Type

00000XAUTHOO O O RADIUS_.CHAPOGENERIC O
gooo

Extended Authentication User Name

XAUTHOOOOOOOOOOooOO

Extended Authentication Password

XAUTHOOOOOOOOOOooOOo

Key Id

goood

Local RSA key

000 RSAOOO

Peer Certificate Id

ooooooogogIb

Phase 2 Exchanges Limit

I[ISAKMP SAOOOOOOOOOOOO0O20000000
O0002000000000000000ISAKMP SA O
gobobooboobooon

PreNegotiate 00000oOoooISAKMPSAOOOOOOOOOOOO
gbobobood
DOI ISAKMP O 0 0 O 0O DOIO Domain of Interpretation0

IPSECOOO0OOOO

Send Notify Messages

Notity 0000000000 0O0OO

Send Delete Messages

Delete 000000 0D00O0OODOOO

Always Send ID Messages

ISAKMP SAOOOOOOOOOOOIDOooooooo
ggo

Commit Bit

O00U0oouooo Commit0 000 OoOooooooon

Message Retry Limit

I[SAKMPOOOOOOOODOOOO

Message Time Out

I[ISAKMPOOOOQOOOOOO

Message Back-off

ISAKMPOOOODODOOOODODOOOODDOOO Back-off
gooo

Exchange Delete Delay

ISAKMPOOO SAODOOOO

Source Interface

[SAKMPOOOOOUOOOOOODODOOOOODOOOOOO
OooooIPO0OO0OO0OOOODOOOOO

DebugFlag

ooOo ISAKMPOOOOOOOOOOOOOOO

Retry IKE Attempts

[SAKMPOOOO 1000O0O0OOooOOooOOoooooooo
Oo000ooooooogooodlecodddn continuousd
SET ISAKMP POLICY O 0 O 0O O RETRYIKEATTEMPTS
gooboboobobogooog

Current IKE Retries

I[SAKMPOOOOOOOO

Required IKE Retry Phase

IKEO O OO O Phase 1Phase 2[PPhases 1 & 2[INo Phases
gooog

Rekey on SA Soft Expiry
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SHOW ISAKMP POLICY

SA Specification

SAO000O0O0OoOoooooooon

Encryption Algorithm

ISAKMP SAOOOOOOOOoOooooo

Hash Algorithm

ISAKMP SAOO0OO0O0OOOOOOO0OOoOOoOoOoooo

Group Description

Diffie-HellmanO OakleyD OO OO OO0O010 2

DH Private Exponent Bits

DHOOOOOOOOOOO

Heartbeat Mode

[SAKMPOOOOOOOOOOOOOOOOISAKMP OO
000000oooooooooooooooooono SAD
gobboobooobooobooobooobobooooo
O0O0OOOOSENDOOOOOODOOU200000000
O0O0DU0OUODOOUODODOODUOORECEIVEODOOOOOOOO
0000000000000 o0ooooooogoooo3n
gobboobobooobooobooobooobobooooo
gobboobooobooobooobooobobooooo
SAO00O0O0OOOOBOTHOOOOOOODOOOOOO
O0O0DOUODODONONEOODOUOUOOODOOoooooooo
gooooboo

DPD Mode

IPsec DPD 00 000 BOTHORECEIVEONONEO O OO
O

DPD Idle Timeout

OO0 R-U-THEREOOOOOOOOOOODOOOOOOO

Group Type

Diffie-HellmanO OakleyDO OO OO OO0 OMODP OO O
ggno

Expiry Seconds

I[SAKMP SAOOOOOOoOO

Expiry Kilobytes

ISAKMP SAOOOQOOoOoOoOooooon

NAT Traversal

IPsec NAT-Traversal ONAT-TO OO OOOOO0OQOO

googgg

SHOW ISAKMPO 116 0 O O O

024:000

SHOW ISAKMP COUNTERSO 117 0 00O

IPsec
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SHOW ISAKMP SA

SHOW ISAKMP SA

00 0000OdIPsec / ISAKMP

SHOW ISAKMP SA[=sa-1d]

sa-id: SA 0 0 000 655350

g

I[ISAKMPSAOOOOOOoOOOoOooooOo
gooooo

SA SAOO

goodgoooon

SecOff > show isakmp sa
Expiry Limits - hard/soft/used
SA Id PeerAddress EncA. HashA. Bytes Seconds
31.1.1.1 DES SHA -/=/- 86400/82080/538
SecOff > show isakmp sa=1
SA T ottt e e e e e e e e e e 1
Initiator Cookie ......... ... ... ..... e418dba372510e53
Responder Cookie .........iiiunennn. 80c30ff4f2cb3£f29
DOT i e e e e e e IPSEC
Policy nmame .........ui e main
State ... e e ACTIVE
Local address ........iiiiiiieenn. 202.36.163.161
Remote Address .........cciiiiiiuennn. 202.36.163.201
Time of establishment ...............
Commit bit set ........ . ... ... ... FALSE
Send notifies ....... ... . . .. TRUE
Send deletes ..... ... i i il FALSE
Message Retry Limit ................. 5
Initial Message Retry Timeout (s) ... 20
Message Back-off ........ .. .. .. ... ... None
Exchange Delete Delay (s) .....o...... 30
Do Xauth ... ... e e FALSE
Xauth Finished .................... TRUE
Expiry Limit (bytes) ................ 1024000
Soft Expiry Limit (bytes) ........... 896000
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Bytes seen

Expiry Limit (seconds)

(seconds) .........

Soft Expiry Limit
Seconds since creation ..............
Number of Phase 2 exchanges allowed
Number of acquires queued ...........
Sa Definition Information:
Authentication TYPEe ... vvvie i

Encryption Algorithm
Hash Algorithm

group Type
group Description

DH Private Exponent Bits ............
exXpilry secondsS ...ttt e
expiry kilobytes .........c.i.iiiiiii..
XAuth Information:

Id
Next Message
Status
Type
Max Failed Attempts
Failed Attempts
NAT-Traversal Information:
NAT-T enabled
Peer NAT-T capable

NAT discovered

Heartbeat information:
Send Heartbeats
Next sequence number tx

Receive Heartbeats

Last sequence number X .............
DPD information:

DPD Mode
State
Retry Count

Idle Expiry (seconds)

Next sequence number tx

Last sequence number rx

SHOW ISAKMP SA

4294967295

PRESHARED
56 bit

IPsec
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SHOW ISAKMP SA

SA Id SA ID

PeerAddress SAOOOO0OOOIPOOOO

EncA SAO0DU0ODoOoOooon

HashA SAO0OU0O0OoOoOooooooon

Bytes SAO0D0000000MUO0o00oooSAdD0DDOO0UOoDmuouooog
ODO0SAOD0DO000D000D000MOO00o00oUooooogoooooog
god

Seconds SAU000000MOoUOOoOooooSAdDdOoooU0mooooonog
OSAO0000000000D0DMUOooo0ooogoooooooooon

0250000

SA Id SA ID

Initiator Cookie ooooooo

Responder Cookie ooooooo

DOI DOIO Domain Of Interpretation(DJ IPSECO 000 OO
Policy name ISAKMPOOODOO
State ISAKMP SA 0O 0O 0O 0O ACTIVEOD EXPIREDO DOING_

NEW_GROUPUO DOING XAUTH OO O OO

Local Address

SAODO0O0OOooIPOOOO

Remote Address

SAODO0O0OOooIPOOOO

Time of establishment

SAOOO0OO0OO

Commit bit set

Commit0 000000000 OOOOOO

Send notifies

Notity DO O0OO0ODODO0OO0O0DOO

Send deletes

Delete 00000000000

Message Retry Limit

goooooogoobod

Initial Message Retry Timeout (s)

goooooboooboooooooobooobboobboo
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