HRERERERE

0 2
1 2
1 2

DES . . . e e e 2
BDES . .. e e e e 4
AES . . 4
RSA . . e 5
1 6
HMAC-MD5-96 . . . . . . e e e 6
HMAC-SHA-1-96 . . . . . . . e e e 7
1 8
T 8
T 9
ISAKMPOOODOOOOpre-sharedkeyO . .. ... ... .............. 9
1 9
PPPO STACLZSOOD . . v v e ot e e e e e e e e e e e e e e 9

00000000000 . . 0 e e e e e e e e e e e e e e e e e e e e e e s s e e e 11
1 11
CREATE ENCOKEY . . . . . . e e e e e e e e 12
DESTROY ENCOKEY . . . . . . . e e e e e e 16
DISABLE ENCO COMPSTATISTICS . . . . . . . . e e e e 17
DISABLE ENCO DEBUGGING . . . . . . .. .. e e e 18
ENABLE ENCO COMPSTATISTICS . . . . . . . . e e e e e 19
ENABLE ENCO DEBUGGING . . . . . . . . . e e e e 20
RESET ENCO COUNTERS . . . . . . . e e e e e e 21
SET ENCO DHPADDING . . . . . . e e e e e e e e e e e 22
SET ENCO DHPRIORITY . . . . . . e e e e e e e e e 23
SETENCOKEY . . . . . . e e e e e e 24
SETENCOSW . . . e s e 25
SHOW ENCO . . . . . e e e s e 26
SHOW ENCOCHANNEL . . . . . . . . e e e 28
SHOW ENCO COUNTERS . . . . . . . . e e e e e e 31
SHOW ENCOKEY . . . . . e e e e e 34
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ooooooo

goooogng

0000000000ENCO = Encryption and Compression0 00 0000000000000
ENCOOOOUOOOOOU0ooooooouoooouoooooooooooooooooooolPsec
OSSHOOOOOOOooooooopPPPOOOODOOODOOOOOOOOODOO ENCOOOOOOOODO
ooooodgooo

ENCOUOOOOOoOooooooooooooon

e J00IOUDDODO5S0D00 DESO168 000 3DESO128/192/256 000 AESORSAT O OO
e 000000 DOOHMAC-MD5-960 HMAC-SHA-1-96

e JUOOODOOOOOSTACLZS

e 00 000OODOOODiffie-Hellman

e ODOUIOODOMO

ENCOUOOOOOUUOOO0OO0D0U0o0O0O00U00000oSHOWENCODODOOO26000000
gooo

[ 00000000 000oooo0o0000ooDoOoOo000000DOOOOD0D0D00DDODDODODOO0OO00OD
goboobooooooobuobobobooboobooboobo

goboogoogd

ENCOOUOUOOOO0ODOOuUoooUooooENCOODDOOooooooooooooooooooo
goboooobooooboooboooobooboon

m [Psecd ISAKMP/IKEO AHO ESPO
DESO 3DESO AESO HMAC-MD5-960 HMAC-SHA-1-960 Diffie-Hellman 0000000000000
OOIPsecOOO0OO0OOOOOO

m SSH
DESO RSAOODOOOO0O0OO0OOOOO0OODOO0OOO0OO0OOSecureShellDOOOOOOOO

s PPPO CCPO

STACLZSODESO OOOOOOOoooooO STAROUOODOODUOoOoooooooogPPPOOOOO
000000000000 OoooooooooooooooIPOO000DOoOooon
O0ODO0DENCOOOOUDUOUOOODODU0UOOO00ODOOO00ODODO0OOUOOODOENCOODDDDOOOO
gooooooooooooboooboobboob bbb booboobbobboon
goooboboogog

gooogoood

ENCOOUODOUOOooooOo DESIO0 56000 M3DESIOO 1680 00 MMAES1 00 128/192/256
0000000000 RSAD OO 256020480000 0O000OOOOOOOOO

DES
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ooooooo

00000 DESOb56 00 0000OIPsecd ESPLOISAKMPOSSHO OO OOOOOOOOOOOooooOO
goo

DESO0OO0O00OO0O0O0OOD0O0OO0OCREATEENCOKEYOOOOO1200000 TYPEOOOOOODO
DESO0O000000000O00O00O0O0O000O0O0O00U00O0UO0OODOODOOOOODOOOOOOO
gooooo

s DESO0000000O00O0O0OO00ORANDOMOOOOOOOOOOO

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="my DES key" RANDOM .

[CAREATEENCOKEYOOOOO120000000000000000000000O00O00OO0OO0OOOOO
goboboobo0ooooooboobo0oooooobobobobooo

[CAREATEENCOKEYOOUOOO12000000000000000O00000O00O0O0DO0OO0OOOOOOO
pgobooobooooooobuoboboboobooobobboboobOoobobboboobooboob o
ooo

[ 0000000000000 0OD0ODO0000000000OODODODODO00000DODOODODODODDODODODOO
pgooboooboooooooboobobobooobooobobboboobOoobobbobooboobooDb o
ooooo

s 0000000000000 O00OSHOWENCOKEYODOOOO34O00oooooooooooooo
005000 ASCIIOOD 16000000 OOOOOO

SHOW ENCO KEY=1 J

SecOff > show enco key=4
j7amxbbrhun48a

0x4F40CB84313D1BAF

IP Address:

m DESO00000000000000O0000000O0O0O00O000U0O00oOoOUOOUoooOoOn
00000000000 00ooo0oooooomoxo0ooo le00000o0oooooooooon
05000 ASClI00Odoooooooooooo
le000O0OO0OO0OOOOODOOODOOxODODOOOOOOOO8SOOOOKMODOOOODOO

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key"
VALUE=0xF888CAC6C66ECF52

[CDESO0O00 S 0000000000000000DO0000MUOOnoooon

5000 ASClID 0000000000000 alz00O0OO 2090000000000000000OO
O00000000ooooooo SHOWENCOKEYODOOOO34oooooooooooooooo
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ooooooo

gooooboooooooog

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key" VALUE=9cemvrwgnShvek .

00000 3DESO 16800000 OIPsect ESPLOISAKMP O OO OOOOOODOOOOOOOO
SBDESO0000O0O0O00O0UOUOO0OCREATEENCOKEYODODOOO1200000 TYPEOO OO OO
0 3DESOUTERO 0000000000000 0O0U0OO0OO000OOO0O00oooOOooooooooo
goooooogoood

m 3DESO0000000000O00OORANDOMOOOOOOOOOOO

CREATE ENCO KEY=1 TYPE=3DESOUTER DESCRIPTION="my 3DES key" RANDOM .

[CAREATEENCOKEYOOOOO12000000000000000000000O00O00O0OO00OO0OOOOO
goboboobo0ooooooboobo0oooooobobobobooo

[CAREATEENCOKEYOOUOOO12000000000000000O00O00O0O00OO0O0OO0OO0OOOOO
pgobooobooooooobuoboboboobooobobboboobOoobobboboobooboob o
ogoo

[ 0000000000000 0OD0ODO0000000000OODODODODO00000DODOODODODODDODODODOO
pgooboooboooooooboobobobooobooobobboboobOoobobbobooboobooDb o
ooooo

s 0000000000000 0O0OSHOWENCOKEYODOOOO34O00oooooooooooooo
005000 ASCIIOOD 16000000 OOOOOO

SHOW ENCO KEY=1

m 3DESO00000O000O00O00O000O0000O000O000000000000000000000
0000000000000 ooo0oooooomoxo0ooo 6000000000000 0O00O0O

05000 ASClIO00Odoooooooooooo
le000OO00OO0OOODOOOOOOOxODODOOOOODOOO2400001920000000

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key"
VALUE=0x112233445566778811223344556677881122334455667788

[ 3DESCOO000 1680000000000000O0OOOOO0OO 192000000000

AES

00000 AESO128/192/256 00 000 OIPsecO ESPIOISAKMP O OO O0O0O0O0O0OO0O0OO0OOOOOO
AESO0O0O000O0O0O0OOO0O0OO0OCREATEENCOKEYOOOOO1200000 TYPEOOOOOODO
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ooooooo

AES1280 AES1920 AES256 D OO0 0O OO0 OOOUOOO0OOOOOOOOOOOOOOOOOOOO
gooobooooboobooooog

m AESO0000000O0000OO0O0ORANDOMOOOOOOOOOOO

CREATE ENCO KEY=1 TYPE=AES192 DESCRIPTION="192-bit AES key" RANDOM .

[CAREATEENCOKEYOOOOO120000000000000000000O00O00O0O0O00OO00OOO0OOOOn
goboboobo0ooooooboobo0oooooobobobobooo

[CAREATEENCOKEY OO OOO12000000000000000O00O000O00OO0O0OO0OO0OOOOO
pgobooobooooooobuoboboboobooobobboboobOoobobboboobooboob o
ogoo

[ 0000000000000 0OD0ODO0000000000OODODODODO00000DODOODODODODDODODODOO
pgooboooboooooooboobobobooobooobobboboobOoobobbobooboobooDb o
ooooo

s 0000000000000 O00SHOWENCOKEYOOOOO3400O0OODoOOoOoOOAESODO 16
goooooogoobod

SHOW ENCO KEY=1 J

m AESO0000O0000000000000000O0000O000oooooooooooooon
000000000000 00o0ooooooxooooo le00ooooooO
le0O0O00OO0OO0OOOOOOODOOOxOOODOOOO

CREATE ENCO KEY=1 TYPE=AES DESCRIPTION="His 192-bit AES key"
VALUE=0x1a39dd7a7caa5523192138a5a4996347366879531329e0£8

[CAESOO0O0O00O00 5000 ASCloooooooouooo

RSA

RSAOOOOOSSHOOOOOOOOOOOOOOOOoOooooooo

m RSAOOOOUOOOUOOOOCREATEENCOKEY DO OOO1200000 TYPEOOOOODOO RSA
OODO0DUOOLENGTHOOOOUOOOODUOOOOOOOOODOOOOoO 256020480 0000000000
000000000000 0ooo0o0oo00oo0oo000oooDoooooonD 1024000000000
ooo

CREATE ENCO KEY=2 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair" J
[CREAOO0OO0O0DO0D00D00000D00D0000D00D00DO0DDODORSA Key Generation process started.[] 0

000o000o00oo0o0oooCPUOOODODO0OO0O0O0DODOO0DOODOODO0RSA Key generation process
completed. 000000 O0DOO
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ooooooo

[CAREATEENCOKEYOOOOO12000000000000000000000O00O0O00OO00O0O0OOOOO
goboobooboooboobobboboobOooooboboboo

[CAREATEENCOKEY OO UOOO12000000000000000O00O00O0O00OO0O0OO0OO0OOOOO
gobooboooooooboobobobooobooobobobobooboobobboboobooboDb o
ogoo

[ 0000000000000 0OD0ODO0000000000OODODODODO00000DODOODODODODDODODODOO
pgooboobooooooobooobobooobooobobobobooboobobboboobDooboDb o
ooooo

s 0000000000000 000000000000OCREATEENCOKEYODOOOO1200000
FILEOOOOOOO0OO0O00O0000000000000keyDOO0OODODOKEYODODDOOODOOODOO
000000000000 ooooUoooo0U0oooU0U0 FORMATOOODOOOoOoooooooooo
goo

CREATE ENCO KEY=2 TYPE=RSA FILE=mypublic.key
s JO00000000000000000CREATEENCOKEYODOOOO1200000 FILEODOOO

0000000000000000keyDOODODO0OOKEYODODODOOOOODODOOOOOOODDODOOOOO
0000000000000 UU0oUUUOUo FORMATOODODODOOoOoOooooooooooon

CREATE ENCO KEY=3 TYPE=RSA FILE=hispublc.key DESCRIPTION="His public
key"
B 000000000 SHOWENCOKEYOD O OOO34 ooooooooooog

SHOW ENCO KEY
SHOW ENCO KEY=3 J

Manager > show enco key

ID Type Length Digest Description Mod IP
1 DES 8 1F35B264 my DES key - -
2 RSA-PRIVATE 1024 EA83BD2C my key pair - -
3 RSA-PUBLIC 768 O0ADBE436 His public key - -

gooogoood

ENCOOUOOOUOOOOOoooouooououoouooo HMAC-MD5-96 0 HMAC-SHA-1-96
000000000000 o0o0o00oooooOIPsecd AHOESPOO ISAKMPOOOOOOOOOO
gooooo

gooooboogobooooboooboobboboboonbo
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ooooooo

HMAC-MD5-96

HMAC-MD5-96¢ 0001600001280 0000000000000O

m [JJ00g0booboboobooooooog

CREATE ENCO KEY=10 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 key 1" J

m 0000 1l600000000000000O00OOO0O

CREATE ENCO KEY=11 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
key 2" J

m 0000160000 16000000000000000

CREATE ENCO KEY=12 TYPE=GENERAL VALUE=0x000102030405060708090a0b0c0d0e0f
DESCR="My MD5 key 3" .

s J00000000000000SHOW ENCOKEYOODOOO34004ooouoogoag

SHOW ENCO KEY=10 J

SecOff > show enco key=10

0x281bd343a63e63d37b49£10c0b217dd2

IP Address:

HMAC-SHA-1-96
HMAC-SHA-1-9600020000016000000000000000
» J000000000000000000000

CREATE ENCO KEY=20 TYPE=GENERAL LENGTH=20 RANDOM DESCR="My SHA key 1" J

m J000200000000000000000000

CREATE ENCO KEY=21 TYPE=GENERAL VALUE="fugafugafugafugafuga" DESCR="My
SHA key 2" J

m 0000200000 1000000000000 ODOO

CREATE ENCO KEY=22 TYPE=GENERAL
VALUE=0x000102030405060708090a0b0c0d40e0£00010203 DESCR="My SHA key 3"

s 0000000000000 0OD0OSHOW ENCOKEYOD OOOO34oooooooooo

ooooo CentreCOMAR415S 0000000000 2.9
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ooooooo

SHOW ENCO KEY=20 J

SecOff > show enco key=20

Oxca59bad8cdielc8d5ed3ad62ce786758cb01dcf3

IP Address:

gooogoood

ENCOUOOOOOOODOooooooouoooooooSTACLZSOoooooooooooooooo
OO0O0O0oOoPPPOOOOOOOOOOOOOOOOO

s STACLZSOOUOOOOOODOOOOoO0oOOoOoooooooooooooooooooooooooooo
000000000000 000OSETENCOSWOOOOO250000000000STACCHANNELS
0000000000 0oooooooooooooooo 4000

SET ENCO SW STACCHANNELS=1 J

[ O00000000000000CREATECONFIGO OO0 ODmMOOOoOoooO 155000000000000
OODOOOSETCONFIGOUOOUOMMOOOOOoOoo 2890000000000 ouoooooooooooo
gobooobooooooobobobooboobo0obooboobOoobOobOUoOobUoboboboboo

000000000oo0oooooo0o0o0ooo0oo0oooooool1o00on 100000020
000200000000000000000000000000000000O0000O0O
STACLZSOOUOUOOOOO 100000 13KBoooooooooooo

goboogoogd

ENCOUOODODOOUOODOUOO0oouooooooon Diffie-HellmanOOODOODODOOO0OOOOOO
ooo

Diffie-Hellman 0000 0000000000000 200000000000000000000000
0000000000000 00ooo00o0o00ooo00oo00ooo 20000000000
0000000000 00o0o00ooo00o0o0o0ooo0ooo 20000000000000000
goooooboooooooboooobooobboobboobuoobnoooboo
O0000o0o0oooooooooooocCcPi0O0O0OO0O0oOOOOoOOoOOUODOoOUSET ENCO DHPRI-
ORITYO O OOO23000000Diffie-Hellman OO0 0000000000000 00O0O0O0OOOOO
O000000000HIGHOMEDIUMOLOW O 300000000000 HIGH 00 O Diffie-Hellman
gboooooboooboooobooooboooboo

SET ENCO DHPRIORITY=LOW .

ENCOUOUOOOOOODiffie-Hellman D00 0000000000000 0O0OORFC2412000000
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ooooooo

0 O Diffie-HellmanO OAKLEYO OO OO 107680 000000000 2010240000000000
oooood

oooogoo

ENCOUOOOOOO0OO0O0O000010000000000000000000000O00OO0OO0O00OO
ooooogooo
O00O0O0O0O0ODO0OO0OO0OO0OO0OO0OCREATEENCOKEYO OO OO120000000000ENCOOOOO
cobooodooooooooooboooooooooooodoooooooooooooooooooon
cobooodooooooooooboooooooooooodoooooooooooooooooooon
00oo0oo0oo0o0ooo0ooooooo RSAOOOOOOOOOOOOOOOOOOOOOOOO
ooooogooo

OODO0O0OO0OO0O0OOCREATECONFIGOOOOMMOOOOOOO 1550000000000000000O
coboooooooooooooboooooooooooodooooooooooooooooooon
coboooooooooooooboooooooooooodooooooooooooooooooon
ooooo

0000000000000 0000000000000O00DESO3DESO AESO RSADOMDSO SHA O
cobooodoobooooooooboooooooooooooooooooooooooooooooon
o000 ISAKMPOOOOOO0OO0OO0OO0OOO0OO0OOO0O00O

ISAKMP 0O 0O O OO O O pre-shared key

ISAKMPOOOOOO0OO0O0O0OO0O0OO000O0O00O00O00000000000000O0O0OO0OO0O000OO0
oooo

CREATE ENCO KEY=30 TYPE=GENERAL VALUE="onetwothree" DESCRIPTION="ISAKMP
pre-shared key" J

oooogoo

ooooopPPOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
RFC1962 0 RFC1978 00000 000 CCPO Compression Control Protocol0 000000
O0o00oooooooo STACLZSsOoooooooo
ooooooobooooooooooooooooooogd

PPP O STACLZS O OO

pPPOO OO STACLZSOOOOOOOOOOOOOOOO

1. SETENCOSWOOOOO250000000000000000000000000000000
000oo0oo0o0oooooooooooolooool1bo0o00o0oog

SET ENCO SW STACCHANNELS=1
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2. 000000000000 0O00O000O00O0000O0DOO0OO0OO0O0OO0OOOOO

CREATE CONFIG=linkcomp.cfg J
SET CONFIG=linkcomp.cfg J
RESTART ROUTER

3. PPPOOOOOOOOOOOOOOOOOOOOOOOOOOOOO STACLZSOOOOOOO

SET PPP=0 COMPRESSION=ON COMPALGORITHM=STACLZS .
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SHOW ENCO . . . . . . e e 26
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CREATE ENCO KEY

CREATE ENCO KEY

00000000000 /000000

CREATE ENCO KEY=key-id TYPE={DES|3DESOUTER|AES128|AES192|AES256|GENERAL)|
RSA} [DESCRIPTION=string] [FILE=filename] [FORMAT={HEX|NIQ|SSH}]
[IPADDRESS=ipadd] [LENGTH=2..2048] [MODULE=module-id] [{RANDOM|

VALUE={enco-str|enco-5bit|enco-hex}]

key-id: 0 0 0 000 655350
string:I:II:II:II:IlI:IZSI:II:IDDDDDDDDDDDDDDDDDDDD
filename: 0000000000 keyO

ipadd: IP 0000

module-id: 0 00 0000000000000 0O0O2550

enco-str: J 00

enco-5bit: 5000 ASCIIDOOO000O0O0 adzO000O0 2090000000
enco-hex: 00000160 0000000xODOODOOOO

g

goooboooobogbooboooog
RSAOO0O0OO0OOOO0OOOOOOOOOOOOOOOOOOO0OOOOOOOOOOOOOOO
O0O0OO0OO0OO0ODODODUOOCREATECONHFIGOOOOOOOOOOOOOOU0O0OO00O0oooooooo
goooooooooooooooboobbob bbb booboobbobbooo
gopoooboogoooooboooboon

gogggo

KEY 0OO0OO

TYPE O00OO0O0OODESO560 00 DESOMmM3DESOUTERO 168 O U O 3DES O [1J AES1280 128 0 0 O
AESOMMAES1921192 0 00 AESO MAES2561 256 0 0 0 AESO 000000 00O ORANDOM
000000 VALUEOOOOOOOUOOORSAORSAODOOOOOOOOOOOOLENGTHO
O00 FILEOOUOUOOOOOOOFILEDOOOOOOOOOKEYODOOOODODOOOOoooooo
goooooooooboboboobbboboboogoodogob bbb bobo
O000O0KEYOUOOOOOOOOOOOOOOOOOoOoooOOooooooOoUO0ooooOOFILED
O0000 LENGTHOOOOOOOOOOOOOOoooooO RSAOO0DOOODOOOOOoOoO
O0ODO0OOGENERALODOOOODUOODOOODODODODOOOOOUOLENGTHDO VALUEOOOOOOO
GENERALOOOODODOOO0O0OO0ODOO0OO0 ISAKMP OO OOOOO pre-shared keyDO OO 00O
ooo

DESCRIPTION OCOO0OOO0OO0OOOOO

FILE RSAOOO0OO0O0OO0O000000O0keyDODO0OD00000 FORMATOODOODOOO0O00O0OO0O
OMKEYOOOOOOOOUOUOO RSAOODOOODOOOOOFLEODOOOOOOOOOOOOO
0000000000000 ooooooKEYODODOOoooooooogooogooog
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CREATE ENCO KEY

FILEOOOOODODOOOODOOOOODODO0O0O000O00oo0ooooogooooooooooog

FORMAT RSAOOO0O0O00O0OOOOOOUOUOUOOOCOOFILEOOOOOOOOOOOOOSSHO
Secure Shell IOSSHO O OO ODOODOODODODODOODOODODODMmMNIQUODODOODOODODODODOOO
O000RSAOUOOOUOOOUOUOOOOUOOHEXODOUOODODUOOODODODODOODOOODOOOOO
O0000000000o HEXO

IPADDRESS 0OOOOOOOIPOOOOOISAKMPO SSHOOOOOOO RSAOOODOOOOOO
gooodo

LENGTH 0000000 UOORSAOOOOUOOOOOOOOOOOORSAOOOOOOO 320000
000000000000 00000 2560204800 00000GENERALOOODOOOOOOO
gooooOoOoooOooooooooOo 20640000

MODULE 0000000000000

RANDOM 00000000 OO0OO0OO0OUOOOOOGENERALOOOOOLENGTHOOOOOOOOO
200000le0C000DO0OODOOODOOOO

VALUE 0O00OO0OO0OUOOOOODESO3DESOOOOOOSHOWENCOKEYOOOODODOOGOGOOS
000 ASCIIO 1000000000000 0ODOOOAESOODODODOOSHOW ENCOKEY O
OoooooooO0le00oOdOoOoOoOUOOOOOleO0ODOUOOODOOXODODOOOOODO
GENERALOOOOOOOOOOO 160000000070 000O00O0O000000O0ODDOOO
0000000000000 0000000SHOW ENCOKEYOOOooooooooo

g

s DESO0000000000000000O0O0O00 SHOWENCOKEYOOOOOOOOoooooo
000000000000 00ooO00UoooooASCIooog le0ooooonO

CREATE ENCO KEY=1 TYPE=DES RANDOM DESCRIPTION="My DES key"

s 00000000000 DESOO 160000000000000000 MOD0O0O8OOOODESO
S560000U0OoOoOooOoOonO

CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"
VALUE=0xBB09BAC150913E82

s 00000000000 DESOOO0OOOOS000 ASCIIDODOOOOooooon

CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"
VALUE=xmeb5vgkgse9iem

m3DESOO0000000000000

CREATE ENCO KEY=3 TYPE=3DESOUTER RANDOM DESCRIPTION="My 3DES key"

1920000 AESOO000O0000O00O0000
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CREATE ENCO KEY

CREATE ENCO KEY=4 TYPE=AES192 RANDOM DESCRIPTION="My 192-bit AES key"

sSSHOOOOOOOOUOOUOODOUODOODUOOoOoooooooooooooooooouooooooo
sshkeyOODOO0DDO0ODO000000000O0OO0D0OD0D0OD0000000O00O0O00000000 FORMAT
OSSHOOOOOO

CREATE ENCO KEY=100 TYPE=RSA FILE=ssh.key FORMAT=SSH

s RSAO0DO0OO0O00O0OO0O00O0O0O00O00OD 256020480000

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair"

mJ0J00RSAOO0O0O0O000O0SSHOOOODODOOOOOO mypublickeyOOOOO0O

CREATE ENCO KEY=3 TYPE=RSA FILE=mypublic.key FORMAT=SSH

s J00000000000000 hispubkeyOODOO04000000000000

CREATE ENCO KEY=4 TYPE=RSA FILE=hispub.key FORMAT=SSH DESCRIPTION="His
public key"

mle0000MDSODOOOOOOOOODOOODO

CREATE ENCO KEY=5 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 Hash key"

mle0000MDSOOOOOOOOODOOOOOO

CREATE ENCO KEY=5 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
Hash key"

m [SAKMPOOOO0O0OOpre-shared keyD DO O 00O

CREATE ENCO KEY=6 TYPE=GENERAL VALUE="fugafugafuga" DESCR="ISAKMP
pre-shared key"

googggg

gooobooobooboooboooboboooodooooobbobbobobbobboooouobubo
oono
goooooooooooooooboobboob bbb boooboobbobboon
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gooboooooooooooooboooooooooooooooooodd

googod

DESTROY ENCOKEYO le OO OO
SET ENCOKEYO240000
SHOW ENCOKEYO340000O

ooood CentreCOM AR415S 0000000000 2.9
613-000667 Rev.H

15



DESTROY ENCO KEY

DESTROY ENCO KEY

00o0ooo0ooooo /00o0oo

DESTROY ENCO KEY=key-id

key-id: O 0 O 000 655350

g

ooooooooood
cobooodobooooooooboooooooooooooooooooooooooooooooon

googod

KEY 00O

googod

CREATE ENCOKEYO 120000
SET ENCOKEYO240000
SHOW ENCOKEYO 340000
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DISABLE ENCO COMPSTATISTICS

DISABLE ENCO COMPSTATISTICS

00o0ooo0ooooo /00o0oo

DISABLE ENCO COMPSTATISTICS

g

poooodooooooooooboobooooooooooooooooon

googod

ENABLE ENCO COMPSTATISTICSO 19000 O
SHOW ENCOO26 0000
SHOW ENCO CHANNELO 28 0000
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DISABLE ENCO DEBUGGING

DISABLE ENCO DEBUGGING

00o0ooo0ooooo /00o0oo

DISABLE ENCO DEBUGGING={PACKET}

g

OO0O0OENCOOOODOODOOOOO0oOOooooooooooon
googog

DEBUGGING 0O0O000O0O0O0O0OOO0O0O0O0O0O0OO0O0O0O0O00000000000000 PACKET
OENCOOUOOOOOOODOOoooooooooom

googod

ENABLE ENCO DEBUGGINGO200000
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ENABLE ENCO COMPSTATISTICS

ENABLE ENCO COMPSTATISTICS

00o0ooo0ooooo /00o0oo

ENABLE ENCO COMPSTATISTICS

g

poooodooooooooooboobooooooooooooooooon
000000 SHOWENCOCHANNELOOOOOODOOOOODOOO

googod

DISABLE ENCO COMPSTATISTICSO 1700 0O
SHOW ENCOO26 0000
SHOW ENCO CHANNELO 28 0000
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ENABLE ENCO DEBUGGING

ENABLE ENCO DEBUGGING

00000000000 /000000

ENABLE ENCO DEBUGGING={PACKET}

0o

OODOENCOOOODOOODOODOOOODOOOOUODUOOD
goooooboooboboooboooboobboboboooboog

goooon

DEBUGGING 0000000000000 0000000O0O0O0 PACKETOOOOOOOENCOUO
goboooboobobooobooobobooobooobooboo

gooooon

goooooooooooooooboobboob bbb booboobbobbooo
gooooboooboooobooooboooboo

goooon

DISABLE ENCO DEBUGGINGO 180 0 0O
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RESET ENCO COUNTERS

RESET ENCO COUNTERS

00000000000 /000000

RESET ENCO COUNTERS={DES|DH|HMAC|JOBPROCESSING|RSA|USER|UTIL}

0o

O0ODO0DENCOOOOOOOOOOOOOOOOooooooooo
goooon

COUNTERS 00000000 USEROUTILOJOBPROCCESSINGOOOOOOOOOENCOOOOO
000000000000 0DESO DHOHMACORSAODODOOOOOOOOoOoOOOoOooo

goooon

SHOW ENCO COUNTERSO 310000
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SET ENCO DHPADDING

SET ENCO DHPADDING

00000000000 /000000

SET ENCO DHPADDING={ON|OFF}

0o

Diffie Hellman 00 0000000000000 O0000OO0OOOOO
goooon

DHPADDING 00000O00ONOOUOOOOOOOOOOOOOOO IPsecOO000O0OO0OO0OOFFO
000000000000 0000 ARODOOOOOOO0O0O00O0 IPsec 000000 PEFSOO
O000oooONUOODOOooooooooAROOOOOOOOOOOOOOOOOOOOOOO
0000000000000 U0000 ARODODOOOUOOoUOooooooooooono OFFOO0O
O000oooOoo ONO

goooon

CREATE IPSEC POLICY[M IPsecC 0 3800 0O
SET IPSEC POLICY[I IPsecO 0 790000
SHOW ENCOO 260000
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SET ENCO DHPRIORITY

SET ENCO DHPRIORITY

00000000000 /000000

SET ENCO DHPRIORITY={HIGHMEDIUM|LOW}

0o

Diffie Hellman 00 0000000000000 00000OO00O0OOOO0OOOOO
00000 CPUOOOOOOOOOOOOIPsec000O0OO0OO0OO0OO0OO0OOOOODODOOOOOOOOOO
gooooobooobooobooooboooboo

goooon

DHPRIORITY 0OOO0O0O0OO0O0O0OO0OHIGHDOOMMEDIUMOO MmLoOwooooooooooooo
000 HIGHO

goooon

SHOW ENCOO 260000
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SET ENCO KEY

SET ENCO KEY

00000000000 /000000

SET ENCO KEY=key-id [DESCRIPTION=string] [IPADDRESS=ipadd]
[MODULE=module-id]

key-id: O 0 0O 000 655350

string: 1 00010250000000000000000000000
ipadd: IP 0000

module-id: 0 0000000000000 0O0OO0DO?2550

[N

ooooooolPO0O0O0O0O0OOOOODOOOOOOOOO
goooon

KEY 0OO0OO

DESCRIPTION 0OO0OO

IPADDRESS 0OOOOOOOIPOOOOOISAKMPO SSHOOOOOOO RSAOOOOOOOOO
ooooog

MODULE 0000000000000

goooon

CREATE ENCO KEYD 120000
DESTROY ENCOKEYO l6 DO OO
SHOW ENCO KEYO 340000
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SET ENCO SW

SET ENCO SW

00000000000 /000000

SET ENCO SW [PREDCHANNELS=0..4] [STACCHANNELS=0..4]

0o

gopooboboooboogboboooboooooooboo
goooon

PREDCHANNELS Predictor00000000000100000000 128KBOOOO0O0O0OOOO
gooooooooooooo4MBOOODOOODOOOOOOOO 200000000

STACCHANNELS STACLZSOUOOOOOOOOOO100000000 13KBOOOOOOooooo
gooooobood

g
s STACLZSOOOOOOOOOOOOOOOO 20000000000

SET ENCO SW STACCHANNELS=2

gooooon

gooooobooooooobooooboobbobboobooboboobDbooobboobbon

goooon

SHOW ENCOO 260000
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SHOW ENCO

SHOW ENCO

00000000000 /000000

SHOW ENCO

O0ODO0DENCOOOOOO0ODOOOOOoOooooooo

goodgoooon

Manager > show enco

ENCO Module Configuration:

Hardware ... ...ttt it ii e PRESENT
Lowest valid channel ................... 1
Highest valid channel .................. 2047
Compression Statistics ................. DISABLED
Diffie Hellman Priority ................ HIGH
Diffie Hellman Padding ................. ON

SW Processes available

SSL - Secure Socket Layer

HW Processes available

DES - DES Encryption
3DES - Triple DES Encryption
AES - AES Encryption
RSA - RSA Encryption
DH - Diffie Hellman

HMAC - Message Digest
IPSEC - IP Security

Hardware ooooooooooo

Lowest valid channel gbooooooboboboboooooooobooboooboo

Highest valid channel gbooooooboboboboboobooooooooboooboobo

Compression Statistics 000o0000O0oo0o0oo0ooooooooo

Diffie Hellman Priority = Diffie Hellman 000D 000000000000 O0HIGHOMEDIUMO
Lowooooo

Diffie Hellman Padding  Diffie Hellman 000000000000 0000000000O00OO

SW Processes available oo0oo0oooOoooooooooo

HW Processes available 0000000000000 000OO
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googod

SET ENCO DHPADDINGO 22 0000
SET ENCO DHPRIORITYO 23 000 O
SHOW ENCO CHANNELO 28 0000
SHOW ENCO COUNTERSO 310000

goooo

0 1:
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SHOW ENCO CHANNEL

SHOW ENCO CHANNEL

00000000000 /000000

SHOW ENCO CHANNEL [=channel] [COUNTERS]

channel: 00 000000001270

g

OODODENCOOOOOO0ODOOOOOoooooooooo

gogggo

CHANNEL ENCOOOOOOOOOOOOOOOOOO0OOOOOO0OOOOOOOOOOOOOOOn
goooobooobboobobooobobooooooobooo

COUNTERS 000000000000 0OOOO0OOOOU0OOO0OOOOOOOOOOOOOOOOO
oono

goodgoooon

SecOff > show enco channel

Channel State User UserID MDL pktOverhead Process
UP IPSEC 00010000 1800 100 DES
UP IPSEC 00020000 1800 100 HMAC
UP IPSEC 00000001 1800 100 HMAC

SecOff > show enco channel=1

Channel ......... ... 1

7€ ENCODE/DECODE
State ... .. i e Uup

USer ittt e e IPSEC

User ID .ttt ittt ittt i i i ee 00010000
Maximum Data Length ............ 1800

Packet Overhead ................ 100

Process ...... . i i, DES

Process Configuration:

Des TYypP€..ovuuun.. DES - 56 bit
Channel Type...... ENCODE /DECODE
History Mode...... off
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SecOff > show enco channel=1 counters

Channel Counters:

UP events ...t 1 DOWN events .........cciuiuiununen.. 0
start config ......... .. ... ... ... 1 attach good ........ ... ... ... .... 1
encode NULL packets ............. 0 decode NULL packets ............. 0
enc bad priorities .............. 0 dec bad priorities .............. 0
encode bad length ............... 0 decode bad length ............... 0
encode actions sent .......... 1258 decode actions sent .......... 1283
good encodes ... 1258 good decodes ... 1283
bad encodes ......... .. .. 0 bad decodes ....... ... .. L, 0
reset E actions sent ............ 0 reset D actions sent ............ 0
good encode resets .............. 0 good decode resets .............. 0
bad encode codes ............ .. .. 0 bad decode resets ............... 0
discarded enc jobs .............. 0 discarded dec jobs .............. 0

....... Specified

SHOW ENCO CHANNEL

Channel ooooooo
State O0000O0ooouPd DOWNO
User O00000000000ooo0o0o0o00oSSHOISAKMPO IPSECO
UserID bbb oboobbobobobobooboooooooog
MDL 000oooooooooooooo0oooo0ooooodooodMaximum
Data LengthO
pkﬂ)verhead, gooooooooobooooooooooobbboboboooooooa
good pktOVerheadDDDDDDDDDDDDDDDDD
Process O00000000000o00ooo0duooRSADDHODESO HMACO
0200000000000
Channel ooooooo
Type 0000000 00ENCODE/DECODED ENCODE ONLYO DECODE
ONLYO
State DO0OdoodoooUPo DOWNO
User D00do00o000oo0ooooOooodSSHOISAKMPO IPSECO
UserID Jododooobooboobooboboboobbooooooooooog

Maximum Data Length 0O000O0000000000000000000O0O0O0OO

Packet Overhead

googo

goooooobbobooooooboobobobooooboooboo
000000 Packet Overhead 000 OD00D0O0O0O0DOODOODOO

CentreCOMAR415S 0000000000 2.9
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SHOW ENCO CHANNEL

Process 0000000000000 000O0Uo0U0ooRSAODDHODESOHMACO

Process Configuration ogoo0ooooo0oooooooooooooooooooon

Check Type gobooooooobooogoo

Des Type ODESOOODESOO000OD M DES - 56 bittD 3DES - 168 bit - outer
cBCooooon

Channel Type ODESOO0O000000ODOOENCODE/DECODEIDENCODE ONLYO
DECODE ONLYO OO OO

History Mode ODESOOODESOOOO0O0OOOOOOOOO

IV Type 0 DES O O 0OIVJ Initialisation VectorOO O O O ZeroORandomOSpecified
goooo

RSA mode ORSAODOORSAOOOOOOOPUBLICO PRIVATE

Mode 0 DH 0 O O Diffie Hellman O 0 O O O Phase 1 O Phase 2

Group Type ODHOOOOakleyOOODOOOOODOOOO MODPOOOOODO

Group Oakley O 0 0 0 0512-bit MODPO O 0 0O O 0 768-bit MODPO OO O
0 10 1024-bit MODPO OO DO 2000000

Algorithm OHMACOOOHMACOOOOOOOMDS O SHA

Key Length OHMACOOOHMACOO

030000000000

gogggo

SHOW ENCOO 260000
SHOW ENCO COUNTERSO 310000
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SHOW ENCO COUNTERS

SHOW ENCO COUNTERS

00000000000 /000000

SHOW ENCO COUNTERS={AES|DES|DHHARDWARE|HMAC|JOBPROCESSING |RSA|USER|
UTIL}

0

OODO0DENCOOOOOO0OOOOOOoOoOOoooooooon

googgg

COUNTERS 0000000000000 OOOOUSERDENCOOOOODODODOOOOOOOoooOO
OMUTIIODOO0000000000 MHARDWARE] OO OOOO0OO OO mMJOBPROCESSING

O0OENCOOOUOO0O000O000O0DO0O0OOAESODESODHN Diffie HellmanMHMACORSA
goboooboogoboooobooooboo

goodgoooon

SecOff > show enco counters=des

ENCO Process DES/3DES Counters:

configGood ......... ... ... ..., 6 configBad ......... ... 0
configNoResource ...........o..... 0 configNotSSH ... ... 0
badBuffer .......... . ... ..., 0 badAlign . ...... .t e 0
badLength ......... ..., 0 Nohistory ...t i i i e 0
desJobs . ... .. i e 2710 3Des2KeyJobs ... e 0
3DesInnerJobs . ...t 0 d3DesOuterJobs .......... ... 0
noHistdobs ................... 2710 desMacdobs . ...t 0
badDesType . ... ... 0 baddobType . ... ... 0
unknowndob ....... .. oL, 0 [T ol 0
reset . e e e 0 confNotDes . .....iiiiiiinnnn. 0
commWaitTimeOut ................. 0 dataInnWaitTimeOut .............. 0
dataOutWaitTimeOut .............. 0

goodDecrypt ... 1368 goodEncrypt ... ..o, 1342
badDecrypt . ... ... i e 0 badEncrypt ..... ... i e e 0

SecOff > show enco counters=dh

ENCO Process Diffie Hellman Counters:

goodPhasel ........ .. iiiiinnnnn 1 badPhasel ......... .. ... 0

goodPhase2 .. .. ..ttt 1 badPhase2 ......... ... ... 0

badGroupTypPe .. v vttt it i e 0 badGroup . ..... .. e 0
ogoooo CentreCOM AR415S 0000000000 2.9
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SHOW ENCO COUNTERS

badGroupParameters ..............

NnoResources .........iiiiien.n..
SecOff > show enco counters=hmac

ENCO Process HMAC Counters:

goodConfigure ..........ouiuuuun..
badAlgorithm ....................
badKeyLength ....................
badDataLength ...................

ENCO Queues

Immediate Input queue
Priority Input queue (high)
Priority Input queue
Priority Input queue
Priority Input queue
Priority Input queue

Priority

0
1
2
3
Priority 4 Input queue
5
6 Input queue
7

Priority Input queue
Priority 8 Input queue (low)

Output queue

SecOff > show enco counters=rsa

ENCO Process RSA Counters:
goodPublicEncrypt .......un.. ..
goodPrivateDecrypt ..............
goodPrivateEncrypt ..............
goodPublicDecrypt ... ..
goodGenerateKey ........ouiiiune.n..
badDataLength ...................

SecOff > show enco counters=user
ENCO User Interface Counters:

startConfig ......... ... ...
attachGood ......................

attachNoConfig ..................

32 | CentreCOM AR415S 0000000000 2.9
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goodHashMD5 .............0.... 2877
goodHashSHA .........cuueuuun.. 2877

Input queue length limit .........
Lowest input priority queue ......

Highest input priority queue .....

SecOff > show enco counters=jobprocessing

badDatalLength ................... 0
badHashMD5 ............. .. ... ... 0
badHashSHA .......... ... ... 0
badConfigure .................... 0
NORESOUTCES '+ vttt ittt ettt eeeee e 0
unknowndob .......... ... 0
Queued Discarded Processed

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 9
0 0 8715
0 0 0
0 0 0
0 0 0
0 0 8724

250

5

0
badPublicEncrypt ................ 0
badPrivateDecrypt ............... 0
badPrivateEncrypt ............... 0
badPublicDecrypt ................ 0
badGenerateKey ..........c.... 0
badKey . ... i e 0
startReconfig ......... ... 0
attachFail ............ .. . ... ... 0
attachBadUserType .......cuoeunu... 0

ooooo




SHOW ENCO COUNTERS

attachedInvalidChan ............. attachedUnusedChan .............. 0
attachProcNotAvail ..............
reconfigInvalidChan ............. reconfigUnusedChan .............. 0
reconfigNoConfig ................
detachInvalidChannel ............ detachUnusedChannel ............. 0
detachedInvalidChan ............. detachedUnusedChan .............. 0
detachGood ........... .. .. .......
decodeInvalidChannel ............ decodeUnusedChannel ............. 0
encodeInvalidChannel ............ encodeUnusedChannel ............. 0
codedInvalidChannel ............. codedUnusedChannel .............. 0
resetInvalidChannel ............. resetUnusedChannel .............. 0
resetDoneInvalidChan ............ resetDoneUnusedChan ............. 0
configBadMode ...........iiin.. configBadUserType ........uuuuu.. 0
configBadPktLength .............. configBadEncrType ........uuuuun. 0
configBadCompTypPe « v vvv v v vnnnn. configBadHistoryMode ............ 0
configBadCheckType ..............
discardInvalidChan .............. discardUnusedChannel ............ 0
SecOff > show enco counters=util
ENCO Utility Counters:
codeNullPacket .................. codeBadPacketPriorit ............ 0
codeBadPacketLength ............. codeBadConfig ..........i... 0
actionSentEncode ................ actionSentDecode ................ 0
configureGood .......... ... configureFail ................... 0
encodeGood . ...t e e decodeGood ...ttt i e 3
encodeBad . ... e decodeBad . .....iii i 0
ogoooo CentreCOM AR415S 0000000000 2.9
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SHOW ENCO KEY

SHOW ENCO KEY

00000000000 /000000

SHOW ENCO KEY[=key-id]

key-id: O 0 O 000 655350

g

goooooogog
gogggo

KEY 000000000000 000000000000000000000000000000000
0000000000000 0000000000ENCOOODOOOODOOOoooooooooon
goog

goodgoooon

SecOff > show enco key

ID Type Length Digest Description Mod IP
GENERAL 8 2DEB32E2 - - -
RSA-PRIVATE 1024 B18DFD5D My host_key - -

3 RSA-PRIVATE 768 E61EQOF25 My server_key - -

SecOff > show enco key=2

1024

0x010001
0x961c0dc80c8728b6ed8faz2362bbac0b59ba569e28112bedc3e260bb359e0b651
2bdd539a5572529f6aa190984fabcdb3£19d6b9068e88£f86adlee810ed499555
223025288091ebbe959596542235a5446a99600d969d9%9a3e9%ec777£f726a0d4ae
8bf542d7£38ae249c898c5471cb59addc66£79294494d39821828d9%9e2d647£d9

IP Address:

ID oo
Type 0000 0DESO3DESOUTERO AES1280 AES19200 AES25600 RSA-PRIVATED
RSA-PUBLICO GENERAL 0 0O O
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SHOW ENCO KEY

Length O00D0O0ORSAOOOOOOOOOOOOOOOO
Digest gbooooboobooboboobo
Description 00 000CREATE ENCO KEY OO OO0O DESCRIPTIONOCOOOOOD
Mod gbooooooooobogoogo
P gooooooooIpogod
0 4
gooobog

CREATE ENCO KEYD 120000
DESTROY ENCOKEYO l6 0O OO
SETENCOKEYOD240 000

ooooo CentreCOM AR415S 0000000000 2.9 35
613-000667 Rev.H




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 300
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /JPN <FEFF005b002700770065006200200075007000270020306b57fa3065304f005d0020>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToRGB
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /ClipComplexRegions true
        /ConvertStrokesToOutlines false
        /ConvertTextToOutlines false
        /GradientResolution 300
        /LineArtTextResolution 600
        /PresetName <FEFF005B9AD889E350CF5EA6005D002000310020306E30B330D430FC>
        /PresetSelector /UseName
        /RasterVectorBalance 1
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /WorkingRGB
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [594.992 842.003]
>> setpagedevice


