oo

OOOOOODO « o e e e e e e e e s e e 2
DOOO0OO00 ... e e e e e e e 2
ODOOOO0OOO0 o e e e e e e e e e e e 2

DES . . . e 2
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AES . . e 4
RSA . . 5
ODOOOO0OOOO o e e e e e e e e e e 6
HMAC-MD5-96 . . . . . . . 6
HMAC-SHA-1-96 . . . . . .. .. 7
ODOOOO0OOO o e e e e e e e e e 8
DOOO0OO0O0 .. e e e e e e e 8
ODOOO0OOOO o o e e e e e e e e 9
ISAKMPOOOOOOOpre-sharedkeyd . ... ... ... ............ 9
ODOOOO0OOO o e e e e e e e e e 9
PPPO STACLZSOOD . . . oo 9

DOO000000000 .. 0 e e e e e e e e e e 11
DOOO0OO0O0 ... e e e e e e e 11
CREATEENCOKEY . . .. ... e 12
DESTROY ENCOKEY . . . ... .. e 16
DISABLE ENCO COMPSTATISTICS . . . .. .. ... ... ... ... ... .. ... 17
DISABLEENCO DEBUGGING . . . .. ... ... ... ... . 18
ENABLE ENCO COMPSTATISTICS . . . .. ... ... .. ... ... ... ... .. ... 19
ENABLE ENCO DEBUGGING . . ... ... .. ... ... ... ... 20
RESET ENCOCOUNTERS . .. . ... ... .. ... . 21
SETENCODHPADDING . . . . ... ... e, 22
SET ENCO DHPRIORITY . . .. ... ... ... 23
SETENCOKEY . . ... ... . 24
SETENCOSW . . ... .. e 25
SHOWENCO . .. ... . 26
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SHOW ENCO COUNTERS . ... ... ... .. ... ... . 31
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ooooooo

Dooooon

0000000000ENCO = Encryption and Compression0 00 0000000000000
ENCOOOOO0OOO0OO0O0ooooooooooooooooooooooooooooooooolPsec
OoSsHOOOOOOOoOoooooorPPPOOOOOOOOOOOOOOOOOO ENCOOOOOOOOO
odooodaooo

ENCOUOOOOOOooooooooonooooon

e IDDOODOTODOObB6T IO DESO1680 00 3DESO128/192/256 00 0 AESORSA O OO OO
e 0000 OOUOHMAC-MD5-960 HMAC-SHA-1-96

e IODOODOOOSTACLZS

e 0 0000OOOODiffie-Hellman

o UODOUOOODOMO

ENCOODOOOOoOooooooooooooooooooOoOoSHOWENCODODOOO26000000
gooo

& 0000o0oooooooooooOOoboO0oOoOooOOoOOOOO0O0OOOOOOOOO0O0ObOODOOOOOOOOOon
goooboooooooOooooooOoOooO0oOoOooOoOoOoOOobOOoOooo

oobooggood

ENCOUUOUDDUOUOODODOUOOoOooUUENCODDOUOODOooOooooooooooooooon
gbobooobogboboobbooboobobob

m [Psecd ISAKMP/IKEO AHO ESPO
DESO3DESO AESO HMAC-MD5-960 HMAC-SHA-1-960 Diffie-Hellman 0000000000000
OO0OIPsecOO00O0O0OODOOODOO

m SSH
DESO RSAOODO0OO0OOO0OOOOOO0OOOOO0ODOOO0OOSecureShellDOOOOOOOO

s PPPOCCPO

STACLZSODESO O DOOOOOOOOOO0O0OO STARODOODOODOODODODoDOOOoOoOoPPPOOOOO
goooo0ooUoooooooooogoooooooIPoDooooooooon
OOODENCOUOODUOOODODOOOOOOOUOOO0O0UO00DODoooooooDoOoOOENCOODODDonoon
gboooobogboboobbooboobobobbooboobbooobobooboobbobboon
gbooobobogobo

ooooaoo

ENCOOUOOUOOoOoooO DESIOO 56000 M3DESTI OO 1680 00 MMAES1O 0 128/192/256
0000000000 RSAD OO 26020480000 0O000OO0O0OOOOODO

DES
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ooooooo

00000 DESOb56000000OIPsecd ESPIOISAKMPOSSHO OO OOOOOOOOOOOOOOO
oo

DESOO0O0O0OO0O0O0OO0OO0ODOODODOOCREATEENCOKEYODODOOO1200000 TYPEOOODOGOGOO
DESO 00000000 DOOOOOO0OOO0OOOODOOO0O0ODOUOODOOOOODOOODODODOOODOOOO
gooooo

s DESO00000000000O0OORANDOMOOOOOOOOOOO

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="my DES key" RANDOM .

& CREATEENCOKEYOUOOOD120000000000000000O0O00O000OO0O0OODOO0OO0OOOO
goooooooooOoooooOooOoO0ooOooOObOOOoOoOooooo

& CREATEENCOKEYOUOOOO1R2000000000000000D000O000OD0OO000OO0OOOOOO
goooooooooooooooOoOoOoO0ooOooOOOO0OO0O0OOOOOOOOOO0OOOODOOOOOOOOODn
ooo

& OoooooooooooooobOooOo0ooooooooOoOoOOOOOOOOOOCOCOOOOOCOOOOODOOO
goooooooooooooooOoOoOoO0ooOooOOOO0OO0OO0OO0OOOOOOOOO0OOOODOOOOOOOOOD
ooooo

s 0000000000000 00SHOWENCOKEYODOOOO34O0O0Ooooooooooooooo
005000 ASCIIODOD le000O0OOOOOOOO

SHOW ENCO KEY=1

SecOff > show enco key=4
j7amxbbrhund8a

0x4F40CB84313D1BAF

IP Address:

m DESOO0000O0000000O0OO0OO0O0000O0O0ODOOOO0O0O00OOODODOOOOODOOoDOOO
go00oooOoOoOoOoDOODOODOOOODODOOXDODOODO leUDDODODODOOODODDODODO
05000 ASCIIDDOoooooooooooon
le00000000O0O0O0OODOOOxOODODOOOOOOO 8SOOOOKMOOOOODOO

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key"
VALUE=0xF888CAC6C66ECF52

& DESOO0O00S00000000000000000D00D00MODOODOODOOD

5000 ASCIIO 0000000000000 D alzO0O0O0O2090000000000000O00O0O00O0O
O000ooO0o0oooooooo SHOWENCOKEYODOOOO34oooooooooooooooo

ooooo CentreCOM AR415S 0000000000 2.9
613-000667 Rev.J



ooooooo

gboooobogobooooboo

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key" VALUE=9cemvrwgnShvek .

00000 3DESO 16800000 OIPsect ESPLOISAKMP O OO O OOOOOOOOOOOOO
SDESO00000000O00O0OO0OCREATEENCOKEYODODOOO1200000 TYPEOO OO OO
O 3DESOUTERO O 000000000 O0O0O0000O0DODOoDOooooooooOoOooooooooon
gbooooboooboo

m 3DESO 00000000 O0O0O0O0O0ORANDOMOOOO0O0O0OO0OOO

CREATE ENCO KEY=1 TYPE=3DESOUTER DESCRIPTION="my 3DES key" RANDOM .

& CREATEENCOKEYOUOOOD1200000000000000000O00O000OO0O0OODOO0OO0OOOO
goooooooooOoooooOooOoO0ooOooOObOOOoOoOooooo

& CREATEENCOKEYOUOOO1R000000000000000DO00O0O0O0O0O0O0OOO0OOOOOO
goooooooooooooooOoOoOoO0ooOooOOOO0OO0O0OOOOOOOOOO0OOOODOOOOOOOOODn
ooo

& ooooooooooooobobOooOo0oooooooooOoOOOOOOOOOOCOCOOOOOCOOOOODOOO
goooooooooooooooOoOoOoO0ooOooOOOO0OO0OO0OO0OOOOOOOOO0OOOODOOOOOOOOOD
ooooo

s 0000000000000 00SHOWENCOKEYODOOOO34O0O0Ooooooooooooooo
005000 ASCTOOO 1le00ooooooooon

SHOW ENCO KEY=1

m 3DESO00000O0O00O00O00O0O00O0O000000O00000000000000000000O
go00ooOoOoOoOoOoODOODOODOOOODMOOXDODOODO leU0DDOODODODOOODODDODODO

05000 ASCIID0ODOooooooooooon
le000000000O0O0ODOOOxODODOODOOODOOO 2400001920000000

CREATE ENCO KEY=1 TYPE=DES DESCRIPTION="DES key"
VALUE=0x112233445566778811223344556677881122334455667788

& 3DESO0O00 16800000000000000ODODOOOOO 192000000000

AES

00000 AESO128/192/256 00 000 OIPsecO ESPCOISAKMP OO OOOOOOOOOOOOOOO
AESOOO000O0O0OO0OOOO0OO0OOOCREATEENCOKEYOODOOO1200000 TYPEOOOOOODO
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ooooooo

AESI280 AES1920 AES256 0 0000000000000 OODO0DODO0O0OOooooooooooooog
gbooobobooobogboboobo

s AESO000000000000ORANDOMOCOOOOOOOOOO

CREATE ENCO KEY=1 TYPE=AES192 DESCRIPTION="192-bit AES key" RANDOM ./

& CREATEENCOKEYOUOOOD120000000000000000O0O00O000OO0O0OODOO0OO0OOOO
goooooooooOoooooOooOoO0ooOooOObOOOoOoOooooo

& CREATEENCOKEYOUOOO1R000000000000000D000O0O0OD0O0O0O0OOO0OO0OOOO
goooooooooooooooOoOoOoO0ooOooOOOO0OO0O0OOOOOOOOOO0OOOODOOOOOOOOODn
ooo

& OoooooooooooooobOooOo0ooooooooOoOoOOOOOOOOOOCOCOOOOOCOOOOODOOO
goooooooooooooooOoOoOoO0ooOooOOOO0OO0OO0OO0OOOOOOOOO0OOOODOOOOOOOOOD
ooooo

s 0000000000000 0OSHOWENCOKEYODOOOO340O0O0O0ODoODOoOO0OO0OOAESODO 16
gbooboooboooboo

SHOW ENCO KEY=1

s AESOO00O0O0OO000000O0000O0000O0OOD0OOOOO000oooooooooooooon
goo00o0O00O0O00OU00DOU0LDU0DXxXDoooo leooooooooo
le0000O000O0O0O0DOOOOOxODOODOOOO

CREATE ENCO KEY=1 TYPE=AES DESCRIPTION="His 192-bit AES key"
VALUE=0x1a39dd7a7caa5523192138a5a4996347366879531329e0£8

& AESOO0O0O0O000S5000 ASCI0DDOOUOUOODOO

RSA

RSAODOOOOSSHOOOOOOODOODODOODODOOooOOoooooooo

m RSAOOOOOOOOOOOCREATEENCOKEYDOOOO1200000 TYPEOOOOOOO RSA
OODOOOLENGTHOOOOOODOOODOODOOODOOOODOOOOOO 2560204800 000000000
00o0000ooooooooo0oUooooooooOU0UoooooooOD 1024000000000
oo

CREATE ENCO KEY=2 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair" J
& RSAODDODOOOODOO0DOO0D0O00000000000000000RSA Key Generation process started.] [

00000Doooo0ooo CPUOOODDODOO0O0D0D0000D0DDOOORSA Key generation process
completed. 000000000
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ooooooo

& CREATEENCOKEYOUOOOOD1200000000000000000O00O000OO0O0OODOO0ODO0OOOO
goooooooooOoooooOooOoO0ooOooOObOOOoOoOooooo

& CREATEENCOKEYOUOOO1R000000000000000DOO00O0O0O0O0O0O0OOO0ODOOOOO
goooooooooooooooOoOoOoO0ooOooOOOO0OO0O0OOOOOOOOOO0OOOODOOOOOOOOODn
ooo

& JOooooooooooooobobOooOo0oooooooooOoOOOOOOOOOOCOCOOOOOCOOOOODOOO
goooooooooooooooOoOoOoO0ooOooOOOO0OO0OO0OO0OOOOOOOOO0OOOODOOOOOOOOOD
ooooo

s 0000000000000 000000000000OCREATEENCOKEY D OOOO1200000
FILEOOOOOOODOO0OO0O0DO00000O000000keyDOOOOOKEYODDOOOODODOOODOO
O000000oooO00oooOo0ooooU0oDoo00 FORMATOOODODOOOoooooooooo
oo

CREATE ENCO KEY=2 TYPE=RSA FILE=mypublic.key
s J00000000000000000CREATEENCOKEYDOOOO1200000 FILEOOOO

000000000000 0000keyDOOOO0OOKEYOOOOOOOOODOOOOOODOODOOOOO
0000000000000 U00OU00DUUo FORMATOODODODOODOOOoOOoOOOoOOOoOO

CREATE ENCO KEY=3 TYPE=RSA FILE=hispublc.key DESCRIPTION="His public
key" J
m 000000000 SHOWENCOKEY D OO OO34oooooooooooo

SHOW ENCO KEY
SHOW ENCO KEY=3

Manager > show enco key

ID Type Length Digest Description Mod Ip
DES 8 1F35B264 my DES key - -
RSA-PRIVATE 1024 EA83BD2C my key pair - -
RSA-PUBLIC 768 OADBE436 His public key - -

ooooaoo

ENCOOOOOOoOooooooooooooooooooooooo HMAC-MD5-96 0 HMAC-SHA-1-96
O000ooo0o0oooooo0oooooooOIPsecd AHOESPOO ISAKMPOOOOOOOOOO
goooob

gboooobogoboobobooboobbobboobo
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ooooooo

HMAC-MD5-96

HMAC-MD5-9¢ 0001600001280 0000000000000

m [g0b0goboobooboboboobooooo

CREATE ENCO KEY=10 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 key 1" J

m 0000 l600000000000O0O0DOOOO00O0O

CREATE ENCO KEY=11 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
key 2" J

m 0000160000 l60000000O0O00OOO0OO0

CREATE ENCO KEY=12 TYPE=GENERAL VALUE=0x000102030405060708090a0b0c0d0e0f
DESCR="My MD5 key 3" .

m 000000000000 000SHOW ENCOKEYOD DO OO34O0oooooooono

SHOW ENCO KEY=10 J

SecOff > show enco key=10

0x281bd343a63e63d37b49f10c0b217dd2

IP Address:

HMAC-SHA-1-96
HMAC-SHA-1-9600020000016000000000000000
» J000000000000000000000

CREATE ENCO KEY=20 TYPE=GENERAL LENGTH=20 RANDOM DESCR="My SHA key 1" J

s 0000200000000000000000000

CREATE ENCO KEY=21 TYPE=GENERAL VALUE="fugafugafugafugafuga" DESCR="My
SHA key 2" J

m 0000200000 160000000000 0000O0

CREATE ENCO KEY=22 TYPE=GENERAL
VALUE=0x000102030405060708090a0b0c0d0e0£00010203 DESCR="My SHA key 3" J

s 0000000000000 00SHOW ENCOKEYOD OOOO34ooooooooono
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ooooooo

SHOW ENCO KEY=20 J

SecOff > show enco key=20

Oxcab9bad8cddelc8d5ed3ad62ce786758cb01dcf3

IP Address:

ooooaoo

ENCOOUOOUOOoooooooouoooooooooSTACLZSODooooooooooooooog
goooooPPPOOOOOOOOOODOOOOOOGO

m STACLZSOOUOOOODOOOODOOOODOOOOooooOooooooooooooooooooooo
000000000000 000O0SETENCOSWOOOOO250000000000STACCHANNELS
goooooOo0oOoO0oOU0O0ODU0LOUDUUoDgoOOo 4000

SET ENCO SW STACCHANNELS=1

& J0O0D0O0O0O0O0O0O0OO0OO00O0OOCREATECONFIGUOOODOMOOOOOOO 155000000000000
O0OO0OOOSETCONFIGOODOOmMOODOOOOO29000000000000000000O0OO0DOOO
goooooooooOooooooooOooooOoOOOOO0O0OoOoOoOObOOoOoOoOoOoOoODbOOoOo

o0oo00ooooooooo0oooooooooU0oooooooooUlooool1oooooo20
000 200000000000000000000O0O0O0O0OOCOOOCOOOOOOOO
STACLZSOODOUOOOODO 100000 1BKBOoODoooooooooo

oobooggood

ENCOOOOOOoouooooooooooooooon Diffie-HellmanOOOOOOOO0O0O0O00OO
oo

Diffie-Hellman 0 000 0000000000000 200000000000000000000000
gdooooooOoOoOoUoOoOoU00oDU0LDU0DU00LOU0LO0ODUODODOODODO 20000000000
gdo0ooooOoOoOoU0oOoOU00oDU00LDU0DU0DUOUoDUUoDO2000D0D00000000000A0
goobgoobooboooboooboobbobboobooboobn
go000ooooooooooooooo CPUDOODODOOOOOOODOOODOOOOSET ENCO DHPRI-
ORITYOOOOO23000000DI ffie-Hellman DO OO0 000000000000 OOOOOOOOO
00000000 0HIGHOMEDIUMOLOW O 300000000000 HIGH OO O Diffie-Hellman
gboooobogbooobooobooboo

SET ENCO DHPRIORITY=LOW .

ENCOUOUOOUOOUODiffie-Hellman OO O OOOOOO0OO0OO0OUOOUOOUOORFC2412000000
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ooooooo

0 O Diffie-HellmanO OAKLEYO O OO O 107680 000000000 2010240000000000
ooooog

ooooaoo

ENCOUOUOOUOOOOOO0o100000o0oo0ooooooooououououooooooooo
ooooooooon
OUO0OOO0OUOOOODUOO0OUOCREATEENCOKEYOOOOO120000000000ENCOOOOO
ocoooooooooooooooboobooooboooooboOooooboOoooOoboOoboboboOoobooOoboOooon
ocoooooooooooooooboobooooboooooboOooooboOoooOoboOoboboboOoobooOoboOooon
00000000000 000Uo0oUo0o RSAOOOOOOOOOOOOOOOOOOOOOOOO
oobooooooon

OUO0OUOOOOOCREATECONFIGUOOOOMMOOOOOOO 15500000000000000000
ocoooooooooooooooboooboooobooooboOooooboOoooOoboOobobooOoobooOoboOooon
ocoooooooooooooooboooboooobooooboOooooboOoooOoboOobobooOoobooOoboOooon
ooooon

0000000000000 000000000000O0O0DESO3DESO AESO RSAD MD50 SHA O
ocoooooooooooooooboobooooboboOooboooooOoboOoooOoboOobobooOoobooOboOooon
0000 ISAKMPOOOOOOOOOOOOOOOOOOOOOOO

ISAKMP 0O 0 00O 0O O O pre-shared keyO

[SAKMPOOOOOOOUOUOOUUOOUOOUOO0DO0O0O00000000o0oooooooooooooo
oooo

CREATE ENCO KEY=30 TYPE=GENERAL VALUE="onetwothree" DESCRIPTION="ISAKMP
pre-shared key" J

ooooaoo

goooorpPPOOOOOOOO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
RFC1962 0 RFC1978 00000000 CCPO Compression Control Protocoll O 0 O O OO
00o0oooooooooo STACLZSOOooooooo
oooooooooooboOooooooooOoboogoooon

PPP O STACLZSO OO

PPPOOOO STACLZSOUOOOOUOOOOUOOOOO

1. SETENCOSWOUOOOO250000000000000000000000000O00000O0O
oooooooooooooooooooolooool1ooooooog

SET ENCO SW STACCHANNELS=1
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2. 0000O0O00OoooOO00oOooOoOoOoOooOoOoOoOoooOOoOooooOOoOLOoOoOOOoOoOOOOoDO

CREATE CONFIG=linkcomp.cfg
SET CONFIG=linkcomp.cfg
RESTART ROUTER

3. PPPUOOOOOOOOOOOOOOOOOOOOOOOOOOOOO STACLZSOODOOOOO

SET PPP=0 COMPRESSION=ON COMPALGORITHM=STACLZS .
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Doooouooogon

oobooggood

gooooo
CREATE ENCOKEY . . . . . . e e e s 12
DESTROY ENCOKEY . . . . . e e 16
DISABLE ENCO COMPSTATISTICS . . . . . . . . .o s 17
DISABLE ENCO DEBUGGING . . . . . . ... e 18
ENABLE ENCO COMPSTATISTICS . . . . . . . . o e e 19
ENABLE ENCO DEBUGGING . . . . . . .. e e 20
RESET ENCO COUNTERS . . . . . . e e 21
SET ENCO DHPADDING . . . . . . . e e e e e e e e e 22
SET ENCO DHPRIORITY . . . . . . e e e e e e e e e 23
SETENCOKEY . . . . o 24
SET ENCOSW . . o 25
SHOW ENCO . . . . o e e 26
SHOW ENCO CHANNEL . . . . . . . e e e 28
SHOW ENCO COUNTERS . . . . . . . e e e e e e e e 31
SHOW ENCOKEY . . . . e e e e 34
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CREATE ENCO KEY

CREATE ENCO KEY

O000ooOoooooo /0o0ooog

CREATE ENCO KEY=key-id TYPE={DES|3DESOUTER|AES128|AES192|AES256|GENERAL)|
RSA} [DESCRIPTION=string] [FILE=filename] [FORMAT={HEX|NIQ|SSH}]
[IPADDRESS=1ipadd] [LENGTH=2..2048] [MODULE=module-id] [{RANDOM|

VALUE={enco-str|enco-5bit|enco-hex}]

key-id: 0 0 0 000 655350

string: 10 0010250000000000000000000000
filename: 0000000000 keyD

ipadd: IP 0000

module-id: 0000000000000 0O0ODO0DO2550

enco-str: 000

enco-5bit: 5000 ASCIIDOODU0OOOO alzO0ODO 2090000000
enco-hex: 10000160 0000000xODOOODOOOO

a0

gbooobbooogbogoboboobo
RSAOOOODOOOOOOOOOOOOOOOOOOOOOOOOODOOODOOOOOOOODOO
O0O0O0O0OUOODDODOCREATECONFIGOOUOOODODUODODOOODODOUOOODOOoOoooooooooon
gboooobogbooboobbooboobobobboobooboooboboooboobbobboon
gboooobogoboobobooboob

goooog

KEY 00O

TYPE O00OO00OODESOS560 00 DESOMM3DESOUTERO 168 O O 0 3DES O [T AES12800 128 0 0 O
AESOMAES19211920 00 AESO MAES2561256 0 0 0 AESO OO0 0000 OO0 ORANDOM
000000 VALUEOOOOOOOOOORSAORSAODOOOOOOOOOOOOLENGTHO
000 FILEOOOUOOODOOOOQFILEODOOOOOOOUOOKEYODOOODODODOOOoOOooooo
gooooooooobooobooobbbboboobooooooooobbbobbbobbobo
O000O0KEYOOUOOOOOooooooooooooooOOoOOOUOOUODODUOODOOFILED
00000 LENGTHOOOOOOUODOODOOODODODOOO RSAODODODOOoOOooooooon
OOOOGENERALOOOOODOODOOOOOOOOOOOOOLENGTHD VALUEOOOOOOO
GENERALOOOODOOOOO0OOOOOOO ISAKMPOOOOOOO pre-shared keyDO O OO0
oo

DESCRIPTION OCOOOO0O0OO0OOOO

FILE RSAOOO0O0O0OO0O00000O0O0keyDODODOO0O0O000 FORMATOOOOODOOOOO0OOO
ODMKEYOOOOOODOOODOODRSAODOOODODODODODOOFILEODODOOOOOOOOOOO
0000000000000 ooooooooKEYODODODODODOooOooooooooooo
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CREATE ENCO KEY

FILEOODODOOOOO0O0O0oooooooooooooooooooooooooooooon

FORMAT RSAOOO0OQOUOOOCOOOOUOOOUODOOCUOOOFILEODOOOOOOOOOOOOSSHO
Secure Shell U OSSHOOOOOOUOOOOODODOODOODODODMmMNIQODOODOODOODODOOOOO
0000 RSAOOOODUOOOOOOOOOUOOHEXODOOODDOODODODODODODDODDODOODODODOODODO
0000000 oooo HEXO

IPADDRESS 0OOOOOOOIPOOOOOISAKMPO SSHOOOOOOO RSAOOODOOOOOO
gbooogo

LENGTH 00OO0O0OCOOO0OOQORSAOOOOOOOOOOOOOOOORSAOOOOOOO 320000
00000000000 oooOoO00 2560204800 00000GENERALODODOOOOOOO
go0o0o00o0oO0oDU0OoODUObDoOoOUO 20640000

MODULE 0000000000000

RANDOM 00000000 O0O0OO0OO0OOOOOOGENERALOOOOOLENGTHOOOOOOOOO
20000016000 00000000000

VALUE 0O0O0OO0OO0OOOO0OODESO3DESOOOOOOSHOWENCOKEYODOOODODOOOOOS
000 ASCIIO le0 000000 ODOOOOOODOOOAESOODODODOOSHOW ENCOKEY O
000000000 le00l0O0OU0O0OO0ODODOOOleO00ODOUODOODOOXXDODODOODOODO
GENERALO OO OOODOOOOO 16000000000 0000000000000C0OOOO
000000000 o0o0o00oo0oO0doSHOW ENCOKEYODODOOOoOoooooo

g

s DESO00000000000000000O0000 SHOWENCOKEYODOOOOOOOoooooo
0000000000000 DU00D0UOUOODUOASCIIoDoooleoooooon

CREATE ENCO KEY=1 TYPE=DES RANDOM DESCRIPTION="My DES key"

s 0000000000 DESOO l6e0000000O00000000O0MOOOO8OOOODESO
5000000000000

CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"
VALUE=0xBB09BAC150913E82

00000000000 DESOOOOODOOOS000 ASCIIDODOOOOOOOOOn

CREATE ENCO KEY=2 TYPE=DES DESCRIPTION="Imported DES key"
VALUE=xme5vgkgse9iem

m3DESOO0 000000000000

CREATE ENCO KEY=3 TYPE=3DESOUTER RANDOM DESCRIPTION="My 3DES key"

1920000 AESOO0Q0O0O0O0OO0OOooooo
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CREATE ENCO KEY

CREATE ENCO KEY=4 TYPE=AES192 RANDOM DESCRIPTION="My 192-bit AES key"

sSSHOOOOOOODOOOOODOODOOUODODOoOooOoooooooooooooooooooooo
sshkeyOOOODODOOODOOODOO0OO0OO00O0ODOODOODOODO0O000O0O0O0O0000000OO FORMAT
OSsSsHOOoooOo

CREATE ENCO KEY=100 TYPE=RSA FILE=ssh.key FORMAT=SSH

s RSAOD00000000000O000O0000 256020480000

CREATE ENCO KEY=3 TYPE=RSA LENGTH=1024 DESCRIPTION="my key pair"

s 000 RSAOO0OO0O000O0SSHOOOOOOOOOOO mypublickeyOOOOO0O

CREATE ENCO KEY=3 TYPE=RSA FILE=mypublic.key FORMAT=SSH

s 00000000000000 hispubkeyD ODOO04000000000000O

CREATE ENCO KEY=4 TYPE=RSA FILE=hispub.key FORMAT=SSH DESCRIPTION="His
public key"

mle0000MDOOODOOOOOODOOOOO

CREATE ENCO KEY=5 TYPE=GENERAL LENGTH=16 RANDOM DESCR="My MD5 Hash key"

mle0000MDOOOOOOOOODOOOOOO

CREATE ENCO KEY=5 TYPE=GENERAL VALUE="jogefogejogefoge" DESCR="My MD5
Hash key"

m [SAKMP 0 000000 pre-shared keyO 00 0 00O

CREATE ENCO KEY=6 TYPE=GENERAL VALUE="fugafugafuga" DESCR="ISAKMP
pre-shared key"

gooogogn

goobooobboobboobobobbooooooooobobobobbbobbooooooooooboboo
goo
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
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oooooooooooobooooobooboooboooboobooooobooobooboOog

goooog

DESTROY ENCOKEYO 16O O OO
SET ENCOKEYO24O0 000
SHOW ENCOKEYO 340000

ooooo CentreCOM AR415S 00 00DO000O0OO 2.9
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DESTROY ENCO KEY

DESTROY ENCO KEY

O000ooOoooooo /0o0ooog

DESTROY ENCO KEY=key-id

key-id: 0 0 0 000 655350

a0

gooooboogooo
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon

goooog

KEY 00O

goooog

CREATE ENCOKEYO 120000
SETENCOKEYO240000O
SHOW ENCO KEYO 340000
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DISABLE ENCO COMPSTATISTICS

DISABLE ENCO COMPSTATISTICS

O000ooOoooooo /0o0ooog

DISABLE ENCO COMPSTATISTICS

a0

gooboobogboooboooboobbobboobooboobn

goooog

ENABLE ENCO COMPSTATISTICSO 190000
SHOW ENCOO 260000
SHOW ENCO CHANNELO 280000

ooooa CentreCOM AR415S 0000000000 2.9 17
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DISABLE ENCO DEBUGGING

DISABLE ENCO DEBUGGING

O000ooOoooooo /0o0ooog

DISABLE ENCO DEBUGGING={PACKET}

a0

OOOENCOODOODOODOOODOODOOOODOOUODOUDDUOOD
goooog

DEBUGGING 00000000 O0000O0O0OOO0O0O0ODOOO0OO0OOOO0OOOOOO PACKET
OENCOOODOOOODOOoOoOooooooooooom

goooog

ENABLE ENCO DEBUGGINGO 200000
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ENABLE ENCO COMPSTATISTICS

ENABLE ENCO COMPSTATISTICS

O000ooOoooooo /0o0ooog

ENABLE ENCO COMPSTATISTICS

a0

gooboobogboooboooboobbobboobooboobn
000000 SHOWENCOCHANNELOOOOOOOOoOOOoooo

goooog

DISABLE ENCO COMPSTATISTICSO 170000
SHOW ENCOO 260000
SHOW ENCO CHANNELO 280000

ooooa CentreCOM AR415S 0000000000 2.9 19
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ENABLE ENCO DEBUGGING

ENABLE ENCO DEBUGGING

O000ooOoooooo /0o0ooog

ENABLE ENCO DEBUGGING={PACKET}

a0

OOOENCOODOODOODOOODOODOOOODOOUODOUDDUOOD
goooobogoboobobooboobbobboobo

goooog

DEBUGGING 0000000000000 00000O0O0O0O0O0 PACKETOOOOOOOENCODO
gboboooboobbooboobbooboobobooboo

dooogoan

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gboooobogbooobooobooboo

goooog

DISABLE ENCO DEBUGGINGO 180 00O
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RESET ENCO COUNTERS

RESET ENCO COUNTERS

O000ooOoooooo /0o0ooog

RESET ENCO COUNTERS={DES|DH|HMAC|JOBPROCESSING|RSA|USER|UTIL}

a0

OOODENCOOOODOODOOODOOODOODOOODDODDO
goooog

COUNTERS 00000000 USEROUTILOJOBPROCCESSINGOOOOOOOOOENCOOOOO
000000000000 O0ODESO DHOHMACORSAODODOOOOOOOOOOOOOOO

goooog

SHOW ENCO COUNTERSO 310000

ooooag CentreCOM AR415S 0000000000 2.9 | 21
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SET ENCO DHPADDING

SET ENCO DHPADDING

O000ooOoooooo /0o0ooog

SET ENCO DHPADDING={ON|OFF}

a0

Diffie Hellman OO OO O0O00000000O0O0000O0O000O0OO
goooog

DHPADDING O00000O00ONOOOOOOOOOOOOOOOOOIIPsecOO0OO0OOOOOFFO
O00000oOoOooOoOOoO0OOoOO0ODO ARODOOOOODOOODOOOOO IPsecOOOOOOO PEFSOO
gooooooONUOOODODooooooooAROOOOOOOOOOOOODOOOOOOOOOO
O000000ooooooo0000o0 ARODODODDODOOOOOOoooooooooonO OFFOO0O
Oo0oooooon ONO

goooog

CREATE IPSEC POLICYM IPsecC 0 3800 0O
SET IPSEC POLICY[I IPsecd 0 790000
SHOW ENCOO 260000
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SET ENCO DHPRIORITY

SET ENCO DHPRIORITY

O000ooOoooooo /0o0ooog

SET ENCO DHPRIORITY={HIGH/MEDIUM|LOW}

a0

Diffe Hellman OO OO0 0000000000000 O0OOO0OO0OOOOOOOOOO
Ooooo cCcPUOUOOOoOooOoooooIPsec0d00ODOO0OOO0OOOOODOOOODOODODOOODO
gboooobogbooobooobooboo

goooog

DHPRIORITY 0OOO0OO0O0O0O0O0O0OHIGHDOMMMEDIUMOO MLoOowooooooooooooo
000 HIGHO

goooog

SHOW ENCOO 260000

ooooad CentreCOM AR415S 0000000000 2.9 |23
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SET ENCO KEY

SET ENCO KEY

O000ooOoooooo /0o0ooog

SET ENCO KEY=key-id [DESCRIPTION=string] [IPADDRESS=1ipadd]
[MODULE=module-id]

key-id: 0 O 0O 000 655350

string: 10 0010250000000000000000000000
ipadd: IP 0000

module-id: 0 D0 0000000000000 O0DO?2550

a0

gooooooIPODOOOOOODOOODODOOOODOOO
goooog

KEY 00O

DESCRIPTION 0OO0O0O

IPADDRESS 0OOOOOOOIPOOOOOISAKMPO SSHOOOOOOO RSAOOODOOOOOO
gbooogo

MODULE 0OOO0O0O0OO0OOO0OOOOO0O

goooog

CREATE ENCOKEYO 120000
DESTROY ENCOKEYO 16 OO OO
SHOW ENCO KEYO 340000
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SET ENCO SW

SET ENCO SW

O000ooOoooooo /0o0ooog

SET ENCO SW [PREDCHANNELS=0..4] [STACCHANNELS=0..4]

a0

gboooboboobogoboobooobooboo
goooog

PREDCHANNELS Predictor00000000000100000000128KBOOOOOOOOOO
gooooooooUooooo4MBUOOODODODODODODODOODODOOD 200000000

STACCHANNELS STACLZSOOOOOOOOOOOD100000000 13KBOOOOOOooOoO
gboobooobod

g
s STACLZSOOOOOOOOOOOOOOOOD 20000000000

SET ENCO SW STACCHANNELS=2

dooogoan

goobooboooobooobboooboobbobbooboobbooboooboobbon

goooog

SHOW ENCOO 260000

ooooad CentreCOM AR415S 0000000000 2.9 |25
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SHOW ENCO

SHOW ENCO

O000ooOoooooo /0o0ooog

SHOW ENCO

a0

OOODENCOOOODOOODOOODOOOODDODOOO

dooooggon

Manager > show enco

ENCO Module Configuration:

Hardware . ........o.iiiiiinninneennn. PRESENT
Lowest valid channel ................... 1
Highest valid channel .................. 2047
Compression Statistics ................. DISABLED
Diffie Hellman Priority ................ HIGH
Diffie Hellman Padding ................. ON

SW Processes available
SSL - Secure Socket Layer

HW Processes available

DES - DES Encryption
3DES - Triple DES Encryption
AES - AES Encryption
RSA - RSA Encryption
DH - Diffie Hellman

HMAC - Message Digest
IPSEC - IP Security

Hardware gbogobodgoooooo

Lowest valid channel vbdbdouoooboboboboboboooooobooboooboaon

Highest valid channel bdtbdoooobobobobobooboooooooboooboaoa

Compression Statistics 0oo0o000o00ooOooooooooooag

Diffie Hellman Priority  Diffie Hellman D00 0000000000000 0 HIGHOMEDIUMO
Lrowoooono

Diffie Hellman Padding  Diffie Hellman 0 OO0 O000000000000000000000

SW Processes available oooo0ooOooooooooon

HW Processes available 000000000000 O0OO0OO
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goooog

SET ENCO DHPADDINGO 220000
SET ENCO DHPRIORITYO 23 000 O
SHOW ENCO CHANNELO 28 0O OO
SHOW ENCO COUNTERSO 310000

ooooon

01
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613-000667 Rev.J

27



SHOW ENCO CHANNEL

SHOW ENCO CHANNEL

O000ooOoooooo /0o0ooog

SHOW ENCO CHANNEL [=channel] [COUNTERS]

channel: 00 000000001270

a0

ODOOENCOOODOODOODOODODDOODOOODDO

goooog

CHANNEL ENCOUOOUOOOO0OO0OO0O0O0O00O000000O0O00O0O0O0O0O0OO0OOOODOOD
gboobooboobboboboobooobooboo

COUNTERS 0OOOO0O0OOOOOOOOOOOOO0O0OO0OOOOOOOOOOOOOOOOOOOOOOn
goo

dooooggon

SecOff > show enco channel

Channel State User UserID MDL pktOverhead Process
UP IPSEC 00010000 1800 100 DES
UP IPSEC 00020000 1800 100 HMAC
UP IPSEC 00000001 1800 100 HMAC

SecOff > show enco channel=1

Channel ........ ... . 1

7 © ENCODE/DECODE
State ... .. i UP

USer ... i i e IPSEC

User ID .t iiiiit ittt eeieeen 00010000
Maximum Data Length ............ 1800

Packet Overhead ................ 100

Process . ...t DES

Process Configuration:

Des TYPE€. v v v .. DES - 56 bit
Channel Type...... ENCODE/DECODE
History Mode...... Off
28 | CentreCOM AR415S 0000000000 2.9 gooog
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SHOW ENCO CHANNEL

........... Specified

SecOff > show enco channel=1 counters

Channel Counters:

UP events ...t 1 DOWN events .....uuuieemneennnn.. 0
start config . ...ttt 1 attach good ........... ... ... 1
encode NULL packets ............. 0 decode NULL packets ............. 0
enc bad priorities .............. 0 dec bad priorities .............. 0
encode bad length ............... 0 decode bad length ............... 0
encode actions sent .......... 1258 decode actions sent .......... 1283
good encodes . ....iiiieaaa.n 1258 good decodes ...ttt 1283
bad encodes ....... ... ... ... 0 bad decodes ...... ... . oL, 0
reset E actions sent ............ 0 reset D actions sent ............ 0
good encode resets .............. 0 good decode resets .............. 0
bad encode codes ................ 0 bad decode resets ............... 0
discarded enc jobs .............. 0 discarded dec jobs .............. 0
Channel ooooooo
State Ooo0ooooooouPo DOWNO
User 00000b000o0oo0oo0oo0o0o0ooosSSHOISAKMPO IPSECO
UserlD gdboooooobobouoooobouououooubouobooa
MDL 000O000o00o00oo0oo00oooooo0oo0o0b00o0n0bOOdOddMaximum
Data Length[J
pktOVerhead gdooobooooooooooooobouboonooboobooboooa
gooo pktOVerheadDDDDDDDDDDDDDDDDD
Process 000000000 oo0o0o0o0oo0o0o0o00noooRSADDHODESO HMACO
0200000000000
Channel ooooooo
Type 00000000 0ENCODE/DECODELD ENCODE ONLYD DECODE
ONLYDO
State OooooooooUuUPOo DOWNO
User 0000000000000 o00000oossHO ISAKMPO IPSECO
UserlD gdoooooobooooobuobouoboboououobog

Maximum Data Length 0O0O000000000000000O0O0O000COOOOOO

Packet Overhead gbhogooobboboobbooboobobboooobooboo

googo

000000 Packet Overhead DO D ODO0DO0OOO0OOOOOOOO

CentreCOM AR415S 0000000000 2.9
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SHOW ENCO CHANNEL

Process O000oo0oooo0oo0ooooOonRSAODDHODESOHMACH

Process Configuration gbogbobooboooboobooboboobboobbon

Check Type godooogbooboooboo

Des Type ODESUOUODESOO0 D OO M DES - 56 bitl 3DES - 168 bit - outer
cCBCOooonoon

Channel Type ODESOO0000O0O00OODDOENCODE/DECODEIOENCODE ONLYD
DECODE ONLYO O OO0

History Mode ODESOOODESOO0O0OO0OO0OOOOOOOOO

IV Type 0 DES 0O 0 0IV Initialisation VectordO O O O ZeroORandomOSpecified
goood

RSA mode ORSAUOOORSAOODODODOPUBLIC O PRIVATE

Mode 0 DH O O O Diffie Hellman O O 0O O O Phase 1 0 Phase 2

Group Type OUODHOOOOakleyOOOOOOOOOOOOO MODPOOOOODO

Group Oakley O O 0 0 0512-bit MODPO O 00O O 00 768-bit MODPO OO O
O 10 1024-bit MODPU OO OO 2000000

Algorithm OHMACOOODHMACOOOOOOOMDS O SHA

Key Length OCHMACOOOHMACOO

030000000000

goooog

SHOW ENCOO 260000
SHOW ENCO COUNTERSO 310000
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SHOW ENCO COUNTERS

SHOW ENCO COUNTERS

O000ooOoooooo /0o0ooog

SHOW ENCO COUNTERS={AES|DES|DH HARDWARE|HMAC|JOBPROCESSING [RSA|USER|
UTIL}

a0

OOOENCOOOOOOODOOOOOOOOOOOooOoon

goooog

COUNTERS 0000000000000 O0O0OCOUSERDENCOOOODOOODOOOOOOOOOO
OMUuTIOD O 0000000000 MHARDWARE] OO OOOOOO OO MmMJOBPROCESSING

OOENCOOOUOOOOUOOOOUOOOOAESODESODHN Diffie HellmanMHMACORSA
gbooboobogoboobbooobobo

dooooggon

SecOff > show enco counters=des

ENCO Process DES/3DES Counters:

configGood ......iiiii . 6 configBad . ...t e 0
configNORESOUrCe .. v v v i e nenn.. 0 configNotSSH ... ..., 0
badBuffer ......... ..t 0 badAlign .........c.ci .. 0
badLength ......... ... ... ... ... 0 NONISEOrY ittt e e i e e e 0
desJobs .. ... e 2710 3Des2KeyJdobsS ..ttt e e e 0
3DesInnerdJobsS . ...ttt 0 d3DesOuterdJobs .................. 0
noHistdobs ................... 2710 desMacdobs . ...t 0
badDesType ... v ittt e et i e 0 baddobType . ...t 0
unknowndob ......... .. ..o 0 [ 0
reset ... e 0 confNotDes ..........iuiiinnn.. 0
commWaitTimeOut ................. 0 dataInnWaitTimeOut .............. 0
dataOutWaitTimeOut .............. 0

goodDecrypt ...t 1368 goodEncrypt ... 1342
badDecrypt .. ... e 0 badEncrypt ........ ... e, 0

SecOff > show enco counters=dh

ENCO Process Diffie Hellman Counters:

goodPhasel ...........uiiiiin... 1 badPhasel ......... ... 0

goodPhase2 ..........u e, 1 badPhase2 ......... ... 0

badGroupTypPe . o v v vt it e e i 0 badGroup .. .c it 0
ogoooad CentreCOM AR415S 0000000000 2.9
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SHOW ENCO COUNTERS

badGroupParameters ..............

NORESOUYCES + vttt ittt it eeeee e
SecOff > show enco counters=hmac

ENCO Process HMAC Counters:

goodConfigure ..........uuuuuun..
badAlgorithm .............cou....
badKeyLength ....................
badDatalLength ...................

ENCO Queues

Immediate Input queue
Priority Input queue (high)
Priority Input queue
Priority Input queue
Priority Input queue
Priority Input queue

Priority

0
1
2
3
Priority 4 Input queue
5
6 Input queue
7

Priority Input queue
Priority 8 Input queue (low)

Output queue

SecOff > show enco counters=rsa

ENCO Process RSA Counters:
goodPublicEncrypt ......uuunnn...
goodPrivateDecrypt ..............
goodPrivateEncrypt ..............
goodPublicDecrypt ....ooeenn...
goodGenerateKey . .........uouuuu..
badDatalLength ...................

SecOff > show enco counters=user

ENCO User Interface Counters:
startConfig .......iiiiiieunnnn..
attachGood ....... ... ... ... . ...
attachNoConfig .........iuuii...

32 | CentreCOM AR415S 0000000000 2.9
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goodHashMD5 . ...........ccuu... 2877
goodHashSHA . ... ... .. 2877

Input queue length limit .........
Lowest input priority queue ......

Highest input priority queue .....

SecOff > show enco counters=jobprocessing

badDatalLength ................... 0
badHashMD5 ............. ..., 0
badHashSHA ......... ..., 0
badConfigure .........c.iuiuuenenn. 0
NORESOUTCES .+ vttt ittt it ieeeeen e 0
unknowndob ........... oo, 0
Queued Discarded Processed

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 9
0 0 8715
0 0 0
0 0 0
0 0 0
0 0 8724

250

5

0
badPublicEncrypt ................ 0
badPrivateDecrypt ............... 0
badPrivateEncrypt ............... 0
badPublicDecrypt ................ 0
badGenerateKey .................. 0
badKey ...... ... 0
startReconfig .......ouiiuiunn... 0
attachFail ........... ... ... ... 0
attachBadUserType .........couu... 0

ogoooo




SHOW ENCO COUNTERS

attachedInvalidChan ............. attachedUnusedChan .............. 0
attachProcNotAvail ..............
reconfigInvalidChan ............. reconfigUnusedChan .............. 0
reconfigNoConfig ................
detachInvalidChannel ............ detachUnusedChannel ............. 0
detachedInvalidChan ............. detachedUnusedChan .............. 0
detachGood .......... ... ...
decodeInvalidChannel ............ decodeUnusedChannel ............. 0
encodeInvalidChannel ............ encodeUnusedChannel ............. 0
codedInvalidChannel ............. codedUnusedChannel .............. 0
resetInvalidChannel ............. resetUnusedChannel .............. 0
resetDoneInvalidChan ............ resetDoneUnusedChan ............. 0
configBadMode ..........iuiunnnn... configBadUserType .. ..., 0
configBadPktLength .............. configBadEncrType .. voeveennnnn.. 0
configBadCompType . ...vveeeennn.. configBadHistoryMode ............ 0
configBadCheckType ..............
discardInvalidChan .............. discardUnusedChannel ............ 0
SecOff > show enco counters=util
ENCO Utility Counters:
codeNullPacket .................. codeBadPacketPriorit ............ 0
codeBadPacketLength ............. codeBadConfig ....uviiiiiennnnenn. 0
actionSentEncode ................ actionSentDecode ................ 0
configureGood ..........iiin... configureFail ..............oo... 0
encodeGood . ...ttt decodeGood . ... 3
encodeBad ......... i decodeBad .. ...t e 0
ogoooad CentreCOM AR415S 0000000000 2.9
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SHOW ENCO KEY

SHOW ENCO KEY

O000ooOoooooo /0o0ooog

SHOW ENCO KEY [=key-1d]

key-id: 0 0 0 000 655350

a0

gboooobobogobo
goooog
KEY 000000000000 000000000000000000000000000000000O

0000000000000 000o0000oDoOOENCODDDODDODOODDODODOODODOOoOOoOoDoO
gooo

dooooggon

SecOff > show enco key

ID Type Length Digest Description Mod Ip
GENERAL 8 2DEB32E2 - - -
RSA-PRIVATE 1024 B18DFD5D My host_key - -
RSA-PRIVATE 768 E61EQ0F25 My server_key - -

SecOff > show enco key=2

1024

0x010001
0x961c0dc80c8728b6ed8fa2362bbac0b59ba569e28112bedc3e260bb359e0b651
2bdd539a5572529f6aa190984fabcdb3£19d6b9068e88£f86a4lee810ed499555
223025288091ebbe959596542235a5446a996004969d9%a3e%ec777£726a0d4dae
8bf542d7£38ae249c898c5471cb59addc66£79294494d39821828d9e2d647£d9

IP Address:

ID gao
Type 0000 0DESO3DESOUTEROAES1280 AES1920 AES2560 RSA-PRIVATED
RSA-PUBLICO GENERAL O OO
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SHOW ENCO KEY

Length OD0DO0ODORSAODOOOOODOOOOOOOOOOO
Digest gobdddooooooooooo
Description OO0OO0OCREATE ENCO KEY O OO OO DESCRIPTIONOOOOOOO
Mod gbdodoooooooooo
1P oooooooooIPooOO
O 4:
Ooooon

CREATE ENCOKEYO 120000
DESTROY ENCOKEYO 16 OO OO
SETENCOKEYO240 000
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