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PORT gobboooobboooobbooobbbooobobooobbboooobo
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0000000000000 0PROTOCOL O TCPO UDPOOOOOOOO
O0O0O0O0OO0OOGBLPORTOOODOODOOOOOODOOOOOODOOODOODOOOO
goboobogoboobobooboboobboo

gobooboo



ooooooo

GBLIP gooooooooooIPO0OO0O0DOOOOOOOOOOOOIPODODOOODOO
NATOOODOOOOODOOOOOoOoooooOooooooooo IPOOOOOO
goboogo

GBLPORT goooooobooobobbbbboboodooooooboobobobobo

NATOOOOOOOODODOOOOOooooooooooooooo PORTOOOO
goboobod

REMOTEIP oo POO00OD0O0OOOCOOO0O0O0OOOOOOOOOOIPODOOOOOOOO
o0 ooooooogoo IpPo0oooooooooog
SOURCEPORT goboboooobbooobbboobbbooobbooobboboooobo

OO0MmMPROTOCOLO TCPO UDPOOOOOOOOOOOOOOOOOODO
goboogbogobboooobo

O7NATOOODOOOOO

000000000 oooooooooooOO00O0000000DoDooooooOOoO NATOOODOoOoOo
O00000OO0OO0OONATO 2000 NATOOODOOOooooooog

OO0 NATOODOODODOODOOOONATOODODOODOODOOODOOOOODODOODODOODOOOOOOO
000000000 ooooooooooOo000U00ONATOODODDODDODODODOODOODOOooooooo
goooobogbboobbooboobobobboobooboboobobooboobobobboon

& 00000000 NATOOOONATOOOODODOOOODODOODOONATOOODOODODOOOODOODO0O0O0O0
goooooooooOoooooOoOoOoO0oOoOooOOoOOOOOObOOoOooOoOO

O0000DO00OONATODODDODODOOOOD 200000000000INTOGBLINTDOOOOOoGoooO
00ooooooooooo2000000000000000000DOO00O0O0OO0OODODODOOODOOO
0000000000000 NATOOOOODOOooooo

00000000 NATOOOOOOODODOODOOODOoooooo 40000000000

e JOODODOO NAT
e JOODODOO NAT
e JODOODOO ENAT
e JODOODOO ENAT

OOONATOODOODODOODOOOODOOOOOOOODOODOO

000000 NAT

000000 NATOOOOODOODOOOOODOOOoOOOoooooOo 101000000000 NATOOO
gboooobogoboobobooboobobobboobooboboobobooboobbobboon
goooooooboboobobooooooobobooooboboooboboobobooDmobooobbg
gboooobogoboobobooboobobobboobooboboobobooboobbobboon
gobogoobogooboobod

m JJ0O0O0O0NATOOODODODODOODODODOODDODOODOOODODOODOOOODOO IFOO PRIVATEO OOO
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ooooooo

0000 oIFOo PUBLICODOOOOUOODmMOIPOO NATOOOODOOODOOoOooomo IPOO
NATOOOOODOooooooooooo

ADD FIREWALL POLICY=net NAT=STANDARD INT=0 IF GBLINT=[ IF IP=[ IP GBLIP=[
Ip J

e ODDDOUOIFODODOOIFOOODODODODOOODOOIPOOOODOOO IPODODOOOODO IPOO
goooooboo
e JO0DDODOODIFOOOUUDODOODODUDIPOOODOODOIPDDDODODODOO IPODODODDOOOOO

s (00000 NATOOOOOODODOOOooOooooooooooooooooooooooooooo
goooooOo0OoOoOooUO0Dm o lFooooooooooooooooooooog

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=0 IF PROTOCOL=00000 IP=0 IP
GBLIP=0 IP J

OO00D00OPUBLICOCOOODOOOOOOOODOOOOOOOOOOMETHOD=PASSALLOOOOOOO
gooboobogboboobboooboobobob

& NATOO IPOOOODOOOODOOODOOODOOOOOOODOOOOCOOO IPOOODOOOODOOODOOOO
OO0 NATO IPOOODOOO ARPRequest0 0000000000

000000 NAT

000000 NATOOODODOOOOOOOOODOODOOODODOODODODODOOODOODOOODOOooOoOoOoO
0000000 00oooooooooooO000000000DoDooooooOoOOOOO0 NATOOOO
gboooobooboooboooboooboobboobooboobbobboobo

& 000000 NATOOOONATOOOOOOOODOOODOOOOOOOO0OOO0O0O0O0

s J00000NATOOOOOODODOODODODOODOOO0O0DO0D00oooomO IFOO PRIVATEO O OO
O000mOoIFOOo PUBLICODODOODOOODmMO IPOODOONATOODODOODOOODOOOOODOO
gbooobobooobogon

ADD FIREWALL POLICY=net NAT=STANDARD INT=0 IF GBLINT=U IF GBLIP=U IPU[

e JODDDOUOIFODDOOOIFOODDUOUOODODUOUOOIPODOODODOOOIPODOOOOOOOOO
o00ooooooooooooooooooooOooooooooIPOOIPOOOOOOODOO
gooo

e JODDDODOOIFOODDODUDOODUOOOOIPODOOOOODOIPODOOODODODOUOOOOOOO
oooolIpPoooooooIPOOC0COOOOO

m JO00O00ONATOOOOOMMO IFOO EthernetO VLANOOODOOO IPOOOOO ARPOODO
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ooooooo

gooooooOoOoOoOoOoOoUO0oDU0LDU0DUODLODW o IPOOODODOODODOOODOOOOOOO OO
gbooobbogo
000000 0ooooooo0ooUo 1112011140 00000000 NATO OO OOooogoooo
O000000000000PRIVATEOOOOOOOOOO vlenl 00O OOOPREF=00000000
gbooobbogo

ADD FIREWALL POLICY=net NAT=STANDARD INT=vlanl GBLINT=ethO
GBLIP=1.1.1.2-1.1.1.4 J

ADD IP ROUTE=1.1.1.2 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.3 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.4 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

& NATOO IPOOOODOOOODOOODOOODOOOOOOODOOOOOOOIPOOODOOOODOOODOODOO
OO0 NATO IPOODODOOO ARPRequest0 0000000000

000000 ENAT

000000 ENATO Network Address Translation0 00 0000000000000 IPOOOOOO
ooodoooooooo0oooooo0ooooooo IPO0DODOOOODOODODODOOOOOOOO
gooooooOoOoOoOoOoODUO0DU0LDU0DU0LOU0LOU0ODUOUOODOlODOoDoDDODOooOOODOOODOO
OOOOENATOOOOOOODOOOODOOOODOO0OO0DODO0O0DO0O0O0O0O00ooooooooooooooo
Oo0o0oooooO0o ENATOOOOOOOODOOODODODODODOoOoOoooooooooooooooooooo
O ENATOOOOOOOOoOoooooooooooooooo

m JO000O00ENATOOODOOOODODOOOODOOO0DODOO0OOO0O0D0OO0OO0OO0OO MmO IFOO PRIVATED O
O000oomo IFOO PUBLICOOOOOOOOmMO IPODO NATOOOODOOOODOoOOoOooooo

ADD FIREWALL POLICY=net NAT=ENHANCED INT=0 IF GBLINT=[ IF [GBLIP=[ IP]

e ODDODOOIFOUDOUOODIFOODODOOODDOODODOUDUO IPOODODODOOO IFODOODOOOOGBLIP
oooooooooooooIPoOo0000000oooooOOoOo0oooooooooooooDO
oo0oooooooooooooooo IPODOODOOO IPOODODOOODOOODODOOOOOOOO

e ODDDOUOIFOODDUODOODOUDOOIPODODOOOD IFOUODDOODOGBLIPODOOOOO
goooooo IPO00OO00O000O000DO0O0oOoOoOoOOooOOoOoOOoOOoOIPOOOOOOO TIPO
gbbooobogbboobooobooboo

s JO000000000O000000OO000D0OO0000O0O0O00D0DODODOO0OOOOD 1000
ogoooIPO0ODOOOOO00O0OO0DOOODOUOODOO0ODO0ODOOOOOOOOODOOOOODOODOOOOOOMD
0000000000000 0O00DU0D0O0D0DOOOINTERFACEOINTOOOODODOOOOOODOoOODOO
000000000000 0GBLINTERFACEDOGBLINTO OO OO OOoOoOoOooooooooooon
gobooobogoboooobod
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ooooooo

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=vlanl GBLINT=pppO

ooo000mMvlanl DOO0O0O000O0000O0O0OOIPODO0O00 pppO0 0 000O0OOOOOOOODO
0000000 ppp0 00000000000 DOOO0DOOO0OO0O0OOOOIPOOOOOOOOOOOOO
gboobooobogbooboobbooboobobobboobooboboobobooboobbobboon
gb-gobogboboooboboooboobbobbooboobo

s 000000 IPO0O0O0O0O0O0O00000000000O0OGBLINTOOD OO ODODODOOoooooo
Unnumbered 000 OOGBLIPOOOOO0OO0OOOO0OO0OO0 ENATOO IPOOOOOOOOOOOOOO
OooISsPO000000000000000000000O0 100000000000 000Unnumbered
Numbered OO OOUOOGBLINTOO NATOOOOOUOOOOOOOOOOOOOOOOOOoOOO
goooo

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=vlanl-1 GBLINT=pppO
GBLIP=1.2.3.6

000000 @Mvlanl-100000000000000IPOOO0O0 ppp0000000000DOOO
goooOoooooIsPOO0OOOOODODOODOOODOOOIPOOODO 123600000000O00DOO
gbooboobogooooobooobooboboobbooboobbooboooboobbobbog -
gooboobogoboobobooboobbobboobo

000000 ENAT

000000000 100000000000000000000000000000 ENATOOOO /0
goooooobbooboboboboooooboboobobbbbobobbbobboooooooooobobn
goobooobogbooboobbooboobobobbooboobbooobobooboobobobboon
00 10000000000000000000000000000O00OoOoOOoOO0OO0OO0

s 000000 ENATOOODODOODODOOODOODODOOOOO0OO0OOOOODO ENATOOOOOooooo
000000oooo0o0ooooU0o0oooooo000 ENATOODDODDODOOOoooOoooooo
gooo

ADD FIREWALL POLICY=net NAT=ENHANCED INT=0U IF GBLINT=U IF

s 000000 ENATOOOODOOOOODOODO0O0OODODO0O0DO0D0OOO0ooOOO0omo IFoO PUBLICOOOO
Oo000Dmooooooo TCPOUDPOOOOOOOODODODmMO IPOODOO0ODOOOOODODmMOOOOO
goo0ooooOooomOo IPO00O0OOOOODOOOO0OODO00DO0DOO0DOOOOOOOOODODOODODOO

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=0U IF PROT=00000 GBLIP=[0 IP
GBLPORT=0UUO0OO Ip=0 IP PORT=U0OOO J

e O0DDODIFOUDUUODUUULOOLODOUODODODODODODODODOODOOOIPODOOODOOO IP
goooooUdooUooUooooOUooUoog IPOODO0ODOOODOODODODOO
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ooooooo

& 000000 ENATOOOO ADD FIREWALL POLICY RULEO OO OO630 000000000

& 000000 ENATOODOOODOO0ODOO0O0O00D00000000 ENATOOODOOODOOOO0O0o0o0ooo

s 00000000000 OPPPOOOOODOOOOOSOODOOOOOOOODO TCPOOOOOOLAN
OO0 WebOOODODO192.168.1020 8000 0000000000000 0O0O0OOOOO20000000
000 TCPOOOOOOLANDOOODOOOOODDO192168.1030 250 00000000000000O
000000000000 00000000000000000WebOOOOOOOOOoOoooOOoOoOoQ
goooooooOoOoOoOUooDUooDUo IPOO0DODODODODOODOODODOOODOOOOOO

Internet

ISP

[1.2.3.4:80] [1.2.3.4:25|

- {Se========3)- -Dynamic ENAT] Firewall

vlan1 192.168.10.1

| |
| |
| |
I 192.168.10.3:25 I
|

| = @ B
i = .=
| |
| |
| |

[
192.168.102 =) 192.168.10.4 @ 192.168.10.6
192.168.10.3 192.168.10.5

192.168.10.0/24

goobobobogboooboooboobboobbooboon

1. 000000 ENATOOOOOOUOD ENATOOOOODQOUOOUOODOODoOUOooooooooo
LANOvIanlOOOOODOOOOWANOpppOUOODODOOOO0OOOO0O000DODOOOOODOOOO
gooooboooboooboo

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=vlanl GBLINT=pppO

2. 000008UU00D00D0D0D0D0D0O0U0OOLANDOO WebOOODOO192.168.1020000000
gbooboogbooobod

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=ppp0O PROT=TCP GBLIP=1.2.3.4
GBLPO=80 IP=192.168.10.2 PORT=80

0000000 Mppp0 00000000000 DOOTCPOOOOOOODOOIPOOOOO
123400000008 00000000000000O0O0O 1921681020 8000000000
gbooboobogboboobooobooboobobooboobbobbooboobbooobo
gboob-gbogobooboboobobobbooboobo

& 00000 IPOO0O0OOO0OO0OO0O0OCOOOOOOOGBLIPO 0.0000000000O
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ooooooo

3. JooOoOo2500000000000000LANOODODOOOOOOO192168.103000000
gbboooboobobobn

ADD FIRE POLI=mynet RU=2 AC=ALLOW INT=ppp0O PROT=TCP GBLIP=1.2.3.4
GBLPO=25 IP=192.168.10.3 PORT=25 J

0000000 Mppp0 00000000000 DOOTCPOOOOOOODOOIPOOOOO
12340000000 250000000000000000 1921681030 2500000000
gboooobogooboo

m 00 Well-known OO OOOOOO0O00000000000000O0000000OO0O0OO0OOO0OOOO0OO
O00O0O0OGBLPORTOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO 192.168.10.50
192.168.10.100 200 WebO O OO DOOOOOODOOOOODODOODOOOOODO 1.2340 TCPOOO 80
00000000 192168.10500000000 808000000000 192.168.10.100 WebO O OO O
gbooooo

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=ppp0O PROT=TCP GBLIP=1.2.3.4
GBLPO=80 IP=192.168.10.5 PORT=80

ADD FIRE POLI=mynet RU=2 AC=ALLOW INT=ppp0O PROT=TCP GBLIP=1.2.3.4
GBLPO=8080 IP=192.168.10.10 PORT=80

000000000 192.168.10.100 Web O OO OOOODOODODOODOUOURLOOOOOODOO 808000
000000000 ooOUoooUo URLOODOoDOooooooooon

http://1.2.3.4:8080/ ... 0000 192.168.10.100 webOOOOOOOOOOOOOO
ggo

192.168.10.50 Web OO O ODOOOO WebOOOOOODOODODO 80O00O0DDO0DDOOOOURLOOOO
goobooobooooboooboo

http://1.2.3.4/ ... 0000 192.168.10.50 webUDOUOOOOOOO0OOoooooOOO

s 000000000000 TCP/UDPOOOOOOOOOOIPODOOOODOOOOOOOOOOOOO
0000000000000 0OD0OO0OO0ODOOOPRIVATEOOOO IPv6 00 0O 00O 192.168.10.20 0 O IPv4
O0oooooooIpveO0O0OO00OO00OO0O0123456. 780000 000000000LAND IPv6O OO
gooboooboooboooboo
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ooooooo

——~—— |Pv6 Tunnel Server
3ffe:aazani S 12.34.56.78

Internet

(IPv4)
IPv6 Tunnel

ISP

[1.2.3.4 proto:41(IPv6))

pppO 1.2.34

) “ _Dynamic ENAT| Firewall

—_— 4

vlan1 192.168.10.1

I 3ffe:a:b:c::1 Dlg
192.168.10.4 192.168.10.6

|
|
" IPv6 Router 192.168.10.5

192.168.10.0/24(IPv4) 3ffe:a:b:c::/64(IPv6)

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
ooooooooooOOo LANOO IPveOOOOOOO0OOOOOOOO0DO0DOOO0DOoO0ooooooooDO
OENATOOOOOODOODODODOOOOOOODOoDoODoO WANODOODOODODOOOO1.2340000000
IPvbover IPvA 0 00O 0000 OOOIPODOOODO4I1000LANOC IPv6eO0OO0OO0OOOOOOO
0000000000000 U00ooOU PPPOOCOODOOOODOOLANDODOOOOO
IPveO00O0O00O0DOODOOOODOOOOOO

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=ppp0 PROTO=41 REMOTEIP=12.34.56.78
GBLIP=1.2.3.4 IP=192.168.10.2

0000000 mppp0 0 0000000000000 DOOO0O0DOO410IPve00 IPOOODOOODODOOO
[POOODODO 12345678000 IPO0OOODO 1.2340000000000000 LANODO 192.168.10.2
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
-pgbgbboogboobbooboobobooboo

s 00000 ENATOOODOOOODOOODODODO0DO0O0O0000000000000000 ENATOODO
gooooo

gooooo goboooo

ACTION 00o00o00o0o0ooUOoooOUooOUOo ALLOWOOoOooo

INTERFACE OOOPUBLICCOOOOOOOOOODOOOO
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ooooooo

PROTOCOL ooooooooooooooooooo TCPo UDPODOOODOOODO
GBLPORT O PORTOOODODOODUOOOODOODODOODODODOOOODODOO
0000000000 0oooo ENATOOOoooooooIeMPoOooooO
gooboooboo

GBLIP ooooooIPOO00O0O0OOO00OOOUOOOOOODOOOODOOOOOOOn
IPOOO0OO0OOOOOOOOIPCPOPPPOO DHCPOOOODDODODOOODOOOO
ooooooooooo0oooooO

GBLPORT 000000000 ooOPROTOCOLO TCPO UDPOOOOOOOOOOO
ooo

1P goooooIpPO000O00OoOoooooooooooo IPOOOOOO

PORT O00oOoooooo0ooooooo0ooOooooPROTOCOL O TCP O
ubroOOoO0O0OoooooOoooog

REMOTEIP ooIpPoOOOOO0OOOOOOOIPOOOOODOOOOODODODOOOOOOO
ooooIPOo0ooooooooog

SOURCEPORT Oo0ooo0ooooOooo0oo0oo0ooo0ooO0o0om™PROTOCOL O
TCPO UDPOOOOOOOOOODOOODODOOOOOOOOOOOOOOOO
ooo

O 8

ENAPTO Port Restricted Cone NATO

ENAPTI Enhanced Network Address and Port Translation(00 DRFC3489 O Port Restricted Cone NAT
O00OO0ODO0ONATOOOOODOENAPTOOODOOOOODOUOOIPODOODOODODOOOODOOOOOIP
0000000 oDUoUoUooU-Jd0db00DU0U0UUDUODUoOUoOUoOoDUOoooIP
Oo0ooo00/0000000000o0o000ooog
O0000000ADDFIREWALL POLICY NATOOOOO6000000 NAT=ENAPTOOOODOO
gooooo

ADD FIREWALL POLICY=policy NAT=ENAPT INTERFACE=interface
GBLINTERFACE=interface [GBLIP=ipadd[-ipadd]] 4

O0O0ONATOOOODOOOOOO NATOOOOOADD FIREWALL POLICY RULEO OO OO6300
000 ACTIONO NATOOOOOOOoooooooooooo
OO0O0NATOOOOODODOOOOONATOOODODODODODOOOOOOOOoOODOOooooooooooo
0000000000000 000NATOOODDDODODOODODOODONATOOOOODOOOOO NATOO
gbooobobooboooboobboooboobbooboo

& 000 NATOOADD FIREWALLPOLICY NATOOOOOD60 DO OUDOOOOD0OOO0OOOODO NATO
goooooooooooo

000 NATOODOOODOOOODOOODODOOOOOOOODOODOODODOOODOODODOOODODOOOOOOO
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ooooooo

IPOODO0O0OOOOOOOOOOOOOOOOOOOOO NATOOOOOOO

e 0 O0ODOO NATOPRIVATE - PUBLICOOOOOOOOPUBLIC - PRIVATECOOOOO OO
gbobooobogon

e JO0ODDONATOOODODOOIPOOOOD 1ODDUDODODDODOUODDOOODDOOODOODOODOOODOO

e [0 UO NATOPUBLIC - PRIVATED O OOOUOOOOOOOOODOOOOODOOPRIVATE -
PUBLICOOOOODODOOODOODOOOOODOODO

e OO NATOODODODODODODODDODODO

O0O0NATOOOOOOODOOOOOOOOOO0O0O0oOoOoOoPUBLICOOOOOOOOOOOOO NAT
OO0OOOOPUBLIC - PRIVATEO OO OOOOOOOOOOOOOOOOOOUOODOUOOPRIVATED O
00000000000 NATOOOOOPRIVATE - PUBLICOOOOOOOOOOOOOOOOOOO
gooo

& 0000000000 NATONONATOOODOOUOOODODALLOWOOOOOOOOOOODOODOOooooo
gooooooo

00000000 NATOOOODOOODOoooooooooooo

000000 NAT

000000 NATONATTYPE=STANDARDO OOIPOCO0OOO00O0OO0OOCOOOOOODOOOOOOOO
OO00OONATOOOOOOOODOOONATIMOOOOOO ENATOOOOOoooo
PRIVATEO OO OOO PUBLICOOOOOOOOOOODOOOOCOPUBLICOOOOODOODOOOOOO
0000000 NATOOODOOOooooo

¢ PROTOCOL OO0 ALL
e JO0ODDODDGBLIPDODOODOOO -~IPODOOOODOOO

s PRIVATEO OO OO 192.168.10.100 O OPUBLICO OO 1.1.1.1000 0000000000 00O OPUBLIC
0000000000000 0U000DUUO NATODODODODDODODOOOO

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=ppp0 PROT=ALL
GBLIP=1.1.1.100 IP=192.168.10.100
m 000000000 192168.10.1000 Telnet 00O 0000000000000 0O0O0O0O0OOOO

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=ppp0 PROT=TCP
GBLIP=1.1.1.100 GBLPO=23 IP=192.168.10.100 PO=23

& NATOO IPOOOODOOOOODOOODOOODOOOOOOODOOOOCOOO IPOOODOOOODOOODOODOO
OO0 NATO IPOODODOOO ARPRequest0 0000000000

OO0 NATOOODOOOODOOOOOOOOOODOOOOoOooDOoooOoOooOOOOOoOooooooooon
gbooobbogo

e PUBLICOOUIUIODNODODOOOUUIUOODODDOOOOUO-OOODODOOOODOODODODOO GBLIP
gdooooooooUooooooo IPooooooooog
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ooooooo

e PRIVATEO UUODODUODOODOOODOOODODOODODOOOOOD -OODODDOODODDOOODOOOIPOO
goooo00oooU0ooDUOo GBLIPODOODOOODDOOODO

g0o00oOooooPUBLICOOOODODOOODODOOODODOODOOOOD -ODODOOOOOOODODODO
0000000000000 C0PRIVATEDOODODOOOOOOOOOODODODOODODOOOOOOOOooOOO
gooo

s (0000000000000 00OPRIVATECOODODOOOOOOO NATOOODODOOooooooQg

ADD FIREWALL POLICY=net RULE=2 AC=NAT NATTYPE=STANDARD INT=vlanl PROT=ALL
IP=192.168.10.100 GBLIP=1.1.1.100

s 00000000000000NATOOOOOOODOONATMASKOOOOOOOOOOOOOOO
O000moo0oooo0o NATOOODOOOOIPOODOODODODODODODODOODODODOOODOODOOODOO
gboooobogbooooboo

192.168.10.170 192.168.10.300 192.168.10.16/280 0 1.1.1.1701.1.1.300 1.1.1.16/280 0000000 O
gbooooboboobogon

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=vlanl PROT=ALL
IP=192.168.10.16 GBLIP=1.1.1.16 NATMASK=255.255.255.240 J

000000 NAT

000000 NATONATTYPE=ENHANCEDO 000000 ooOoooooooooooooooon
OIPO000O0O0O0100IPODOO0OOOOOO NATOOOODODOODOODODOOOoOooooooooO
gooooboobooobooboo

mvlanl OO000O0000000000000 1.1.1.1000000000000000000000000
goobooobogboboobboooboobobob

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=ENHANCED INT=vlanl PROT=ALL
GBLIP=1.1.1.10

m ppp0 00000000000 -0000000000 1921681020000000000

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=ENHANCED INT=ppp0 PROT=ALL
REMOTEIP=192.168.10.200

IPsecO0O0O0 IPsecO000O0O0OO0OUOONATOOOOOOO IPsecO000OO0ONATOODOOODOO
[PsecO0 00O IPsecO 00000000 ODOOOOOOOOO

000000000 NATOODODOOOODOOOOOOOODODOOOOODODOODOODODOOOOOOIPsecO
0000000 ESPOOOOOO00000O0O00OOOOOOONATOOODOOODOO IPsecOOOOO
g0000o0O0o0OoOoO0ODUODUOO IPsecODOO0ODOODODODDOO

0000000000 NATOOOOOOOOPROTOCOLODODDOOOO ESPOOOOOOOOOOGOGO
NATOOOOOOOO IPsecO000 NATOOOOOOO IPsecO000 IPsecO 0000000

m [Jgoo
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ooooooo

1. Private 000000000 ESPOOOOOOOOOOOOIPOOOOOOO IPOOOOOSPT
O7Initlate 00 0007000000000

4ddd ESP IP: 192.168.1.100:3761720968 Rem IP: 192.168.2.100:3761720968

Gbl IP: 150.100.100.100:0 Gbl Rem IP: 192.168.2.100:0
ESP state ...ttt e e initialised
Start time ....... .. e 17:15:46 26-Jan-2010
Seconds to deletion .................. 54

2. PublicO0O000O0ODOO0O00O0OOOESPOOOOOOOOOOOOOOOOOOON Initiated 000
00000000000000000000000000000000000 000 ”Establish 00
000”00 0000000000000000O0OOOOOOOOOO SPIDOOOOOO

4ddd ESP IP: 192.168.1.100:3761720968 Rem IP: 192.168.2.100:3761720968
Gbl IP: 150.100.100.100:576906178 Gbl Rem IP: 192.168.2.100:576906178

ESP state ...ttt established
Start time ....... ..t 17:15:46 26-Jan-2010
Seconds to deletion ..............o.... 1176

& 00000 Initate0 00000000000 DO0O0O0OO0O0OOD0OOO0UOOOOOOUOODOO@OOO
000000000000000000 Firewall Notify Event0000000)

Policy : ips_pass - Notify Events:
Date/Time Dir Prot Number IP:Port <map> Dest IP:Port /Reason /IP header

8 15:03:54 IN ESP 1 150.100.100.100:576906178 0.0.0.0:0

ambiguous match session detected

& 00000 Initiate 0000000000000 (Public000000O00O0O0OOO)IESPOOOO
gooooooo

m [PsecO000O0O
ogooggIPsecOOOOOoooOog

m NAT-Traversal 0 0 OO
0000 NAT-Traversal 0 000000000 OOOPrivate 0 O NAT-Traversal 0 0 O 0O 0O 0O 0O O IPsec
goboooooootooooooobocoooobooooooo

m Private0000 IPsec00000 IPsecO00000O000O00O0O0O0OOOOOOOO

ADD FIREWALL POLICY=IPS_PASS RULE=1 ACTION=NAT INTERFACE=vlanl
PROTOCOL=ESP NATTYPE=ENHANCED .|

s J0000000IPO00OOO0O0OO0O00O00O00000000000O0IPsecO000O000OO

O0000OONATOOOOOODODOODOOODOoOoooooooo NATOOODODOOODOOoOoOoooOOo

ADD FIREWALL POLICY=IPS_PASS NAT=ENHANCED INTERFACE=vlanl
GBLINTERFACE=ppp0 ..

googooooo CentreCOM AR415S 0000000000 29 |23
613-000667 Rev.J



24

ooooooo

m ESPO0O00O0O0OOOOOOOOOOOOOOOOO

00000 ESPO0000OOOO/O00IP0O00O0O0O0O000O0O0OO0OO0OO0OO0O00O00Ooooooog
O0SPIOO0O/000000000000000000000000O0OO2000 IPsecO0O0O00O0O
000000200 SA00000000000000O00OO0OOOOOIPsecODOODOODODOOOOO SPT
gobogoobogoboobod

googoobogbooooboooboobbobbooboobo

e JODDODO Initiate0 OO OODOOOOODODODO
0000000000000 ESPO0OOOO0OO”Establish"000000000000O0O0O0OO0O
goooo00o0o0ooDUO0oDUO0ODO0OUOD ESPOOOOODODDODO

m [J00Oo0oboooooon
NATOOOOOOOO SAO Lifetime 0 ESPO 00000000000 OOOOOOOOOOOOOO
gbooobobooboooboobobooboobboobooboobbobn

1. SAO Lifetime0 ESPOO 000000000000 O0O00O0O000OO0ODOSAO Rekey OO
OO0 SPloo0oO0OoOOOO0OOO0OO0OOOOOOOOOOOOOOODOOODOOODOOOOODOODO
0000O00000000000000000000000000000000000SA O Rekey
gboobooboobbooboobboooboobbooboobbobboo

2. SAO Lifetime 0 ESPO 00000000000 0OOOOOOOOOOOOOSAOOOOOOOO
000000 SessionTmer 00000 ESPOOOOODOO0OOOOOOOODOOOOOOOOO
O0OOPrivate00O00 ESPOOO0O0OOOOOOOO PublicO0O0OO ESPOOOOOOOOOO
oo

& ESPO0O0D00C0OO0O0OCO0OO0O0OO0OOOSET FIREWALLPOLICYODOOO10700000
ESPTIMEOUT OO UOOOD0OOOOOODOO

m 0o0g0obooobooboobon
IPsecO0OD0 00 "TAH"OO0ODOOOOOOO

0000 NAT

0000 NATONATTYPE=REVERSED 0 00 0000000000000 0O0OO0OOOOO0O0O0O NAT
goobobobogboooboooboobboobbooboon

mvlanlOOOOOOOOOOOOO 1111260000000 1.1.1.10000000000000

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=REVERSE INT=vlanl
REMOTEIP=1.1.1.126 GBLREMOTEIP=1.1.1.10 PROT=ALL J

000 NAT

000 NATONATTYPE=DOUBLED O OO0 OOO0OO0O0OOOOOOOO

= (00 192.168.10.1000 1.1.1. 100000000000 1111000000000
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ooooooo

ADD FIRE POLI=net RU=1 AC=NAT NATT=DOUBLE INT=vlanl IP=192.168.10.100

GBLIP=1.1.1.100 PROT=ALL GBLREM=1.1.1.10 J

000 NATOOOO

OO0 NATOOOOODOODOoOooooooooo

ooooooooooo0@oooodoooooooooooooIPO000O0OODODOODDOOODOOOO
DA -BOOODODODODODmMAODOODmMBOODOODODODOOOODOOOOOOMmIPM GBLIPM REMOTEIPO
0 GBLREMOTEIPO O OADD FIREWALL POLICY RULEO OO O0630000000000000O00OO0
O000oo00og[loooooo0ooooooooooooooooooooooooon

OOO0OOPRIVATED OO OOOOOOODOOOOOOOOONATOOOOODODODODODOOOOOOOO
00oo00o0oooOooooOoOooOUOIPO0D0000O0O00OC0OREMOTEIPOD 00 OOODOOOODOOGBLIPO

gbooobbod

NAT OO OOool/FOOOD DOO0O0ODDOO O0DOoOOOooOo od
O
ooooog O -0 IP - [RE- GBLIP - oooooooIPOO GBLIPO
0 PRIVATED MOTEIP] [REMOTEIP] od
o -0 IP « [RE- GBLIP OO0oOooOooGBLIPOO IPO
0 PUBLICO MOTEIP] [REMOTEIP] od
ooooog O -0 [IP] -~ [RE-  GBLIP - oooooooIPoOO GBLIPO
0 PRIVATED MOTEIP] [REMOTEIP] oooooooooon
O 0O [IP] ~ RE- [IP] 0000000 GBLREMOTEIP
0 PUBLICO MOTEIP [GBLRE- 00 REMOTEIPOOOOOOO
MOTEIP] oooo
oooo o -0 [IP] - [RE- [IP] -~ GBLRE- 0OO0OOOO0OOO REMOTEIPOO
0 PRIVATEDO MOTEIP] MOTEIP GBLREMOTEIP OO0 O0 0
O 0O [IP] ~ RE- [IP] 0000000 GBLREMOTEIP
0 PUBLICO MOTEIP [GBLRE- 00 REMOTEIP O OO
MOTEIP]
ooo o -0 IP - RE- GBLIP - ooooooo IPoO GBLIP
0 PRIVATEDO MOTEIP GBLRE- 000000 0o00 REMOTEIP
MOTEIP 00 GBLREMOTEIP O OO
o -0 IP - RE- GBLIP ~ 0000000 GBLREMOTEIP
0 PUBLICO MOTEIP GBLRE- 00 REMOTEIPO OO OOOO
MOTEIP OO0 GBLIPOO IPOOO
0o

ggoobobooooood

gooobobod

CentreCOM AR415S 0000000000 2.9
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ooooooo

ADD FIREWALLPOLICYRULEO OO OO D000 OODOOODOOOOOOODOOOOODOOOO
gboooobogboboobbooboobobobbooboobboobobooboobbobboon
gboooobogboboobbooboobobobboobooboboobobooboobbobboon
gooooboobooobooboo

1. 0000000000000 oU0o00DoU0o0U0DoOoUEDITOOOODmMOOOOOOO
234 0000000000000 00000000D0OU0U0000OO0DODUODOoOO0DDOOoOOO
Odenylist.txtO 0 00O O

# Access-1list "denylist.txt"

# HOST or NETWORK NICKNAME
10.20.30.40
22.33.44.55 henna-server

123.45.67.0 - 123.45.67.255 henna-network # comment

gdoodoooo0ooUooU0ooU0oOUoLOU0UOoUoUUoDOoUUOU 200000 oOODOO
e J0D00OOOODODOI10.20.30.400
e 000D ODODOOI123.45.67.0-123.45.67.2550200 PO 00000000000 OOOO
gboogoboooboobbobbooboobboobo

goooooooOOoooO00DO0O0DO0O0O0U0O00DO00O0U0O0oODDODODODOOO0DO0OOO SHOW
FIREWALLPOLICY OO O OO125000000000000000000O0O0O0O00DOOOOO
#000000000000O0DOOO0

2. 00pOoOoOoOOOOOOQOOOOOOO0O0OO0OOUOOUOODULOUOUOLDUOOUOOODODOOOOOO
OooO LISTOODDOO0O0OO00O000000000O0denytold00ooaoo

ADD FIREWALL POLICY=mynet LIST=denyto FILE=denylist.txt TYPE=IP .

3. J00000000oo00o0ooo0oo0ooo00o0ooo0d0oo0LANOOvIanlOOOOOO
O0O0OO0OO0Odenyto00OODOOO0O0O000O0O0O000IPOODOOO0OODOOOODODOO

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=vlanl PROTO=ALL
LIST=denyto J

goooooooo IpPO00000000OOODOOODOOoODOODOOOoOOOg

e UOUOOUDOOPRIVATE - PUBLICOOOODODOODOOOOOOOOOOOOOOOOOOOO
gooooboogooo

e JOOOUDOPUBLIC -~ PRIVATED D ODODOOOOOODOOOOOOOOOOODOOOOOO
gbooooboooobod

000000 30000000 ooooooooooooooooooon
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ooooooo

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=vlanl PROTO=ALL
REMOTEIP=10.20.30.40 4

ADD FIREWALL POLICY=mynet RULE=2 ACTION=DENY INT=vlanl PROTO=ALL
REMOTEIP=22.33.44.55

ADD FIREWALL POLICY=mynet RULE=3 ACTION=DENY INT=vlanl PROTO=ALL
REMOTEIP=123.45.67.0-123.45.67.255 A

OoooooooooooMACOOOOODOOOODOOOOO0OO0O0O0DOOOOADD FIREWALL POLICY
LISTOOOOOS00000 TYPEOOOODOOOO ADDRESSOOODOOOOOOOOOOOO MAC
gooooooo MACOOOooooooooooo

RADIUSOOOOOOOOOOOO

RADIUSOUOOO0OOOOOOOOO0O00OO0OO00OOOOOO0O0OO0O0O0O0OOOOO0OOOODORADIUS
O000o00o0oooIPO00000OO0O0OOOO0O0O00OO0O00O0000MOO000000OWebOO
gboooobogoobooobooboobbobn

OO0 RADIUSOOOOOOOOOODOOOOOOOOOO RADIUSOODOODOOOODOOOOOOOO
O0000O0oOU0O0OO0OO0OO0 RADIUSOODOODOODUOODDUOODOOODOOO

1. RADIUSOUOOOOOQOOO0OOOOOO0ooooooogoooooooooooogoooooao
gboobooboobboboboobobooooo
O0000ooooolIPO0OOO 192168.10.1000000000 himitsu OO0 000

# client secret
192.168.10.1 himitsu

2. OO0 RADIUSOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOO
gogodaoo
RADIUSOOOOOOOOOOOOOOOOOOOOOOOO0OOO0OO0OOOOoOOooooOoOo
0 Access-Request 00 0000 RADIUSOOOODOOOOOO

User-Name [ipadd], User-Password allowdeny

O0o00oooooooooIPO00OO0CO0OOOOOO[OUOOO0DO0O0O0O0OOoOoooooOn
OallowdenyDO OO DO OODODOOOODOO
ipadd000000O0O0OPRIVATE - PUBLICO 00000000000 O0DOO0ODOPUBLIC
- PRIVATEDO 00000000000 O0OoOooQ
RADIUSOOUOOOO0OOO0O0OODOODODOOODOOOOOOOOIPODOOOOOOOOOOOGO
O0000o0oO0oooooOoOoOO0OoODOO0D0O0O00000000000O0O00O000OgooRADIUS
gboobooboobboboboobbooooo

oo oo
User-Name [ipadd]
gooooood CentreCOM AR415S 0000000000 2.9 27
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ooooooo

User-Password allowdeny
Framed-IP-Address 0000 0.00000000 ipadd
0 10:

000000000000 00000000000000000O00d0Framed-IP-Address O 0.0.0.0
gobooogbogobobooobooobo

[49.49.49.49] Password = "allowdeny"
Framed-IP-Address = 0.0.0.0

[18.18.18.4] Password = "allowdeny"
Framed-IP-Address = 0.0.0.0

3. 00DOOOoOOOOOODOOOORADIUSOOOOOODOOOOOOOOO
4 0000000 RADIUSOODOOOOOODOOOUOOOOODOOODOOORADIUSOOOOO IPO
0000 192.168.10500000

ADD RADIUS SERVER=192.168.10.5 SECRET=himitsu

5, 0000O0O0O0DOO0OO0OOOO0OOOOOOOOORADIUSOOOOOOOOOOOOOOO
O00D0OO0OOLANOOvIanlOOOODOOODOOO HITPOOOOOOOODOOOOOOOOOOO
00000000 RADIUSOOO0O0O00OOODOOOODOOOOOOOACTIONO DENYOOOO
0000000000000 00O0000RADIUSOOOOOOO Framed-IP-Addresstd 0.0.0.00
00000000 oOoO0O00OOO000000000D0Od00dACTIONOD ALLOWOOOOoOoOooOo
00000000000 0000Framed-IP-Address 00 0000000000000 OOOOO
goooooboo

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=vlanl PROTO=TCP
PORT=80 LIST=RADIUS .

& ALLOWOOOODOUOOUOOOOODENYOUOOOOODOODOOOOOOODO0ODOoOooooooooo
ALLOWOORADIUSOOO0OOOOO0OOODODO0OOO0O0OOOOOOODUOODENY 0O0RADIUS
goooooooooooooooooOoOoOooOoOOoO0OO0OO0OOOOObOOOOOOooOon

s RADIUSO 000000000000 OO00OOOOOn

e ACTIONDO ALLOWOODOOOODOOOOORADIUSOOOOO Access-Reject 00000
IPOOOOOCO0000000OOOOOOOOOOODOOOO

e ACTIONDO ALLOWOOOOOODOOODORADIUSOODOOO Access-Accept 00000
goooooo IPO000000OoooOoooooOoOoooOooooon

e ACTIONO DENYOODOOOOOOOOORADIUSOOOODO Access-Reject 0000000
oPOO0O00000000000O0D0O0O0OOO0OO0O0O0

e ACTIONO DENYOODOOODOOOOORADIUSOOODOO Access-Accept 000000
gooIPOOODO0O00000O0ODOOODOOOOOOOOOOOO

gooooood
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ooooooo

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
00000000 WebOOODOOOOODODOOOOODODOOOODOODOOOOOOOOOADD FIREWALL
POLICYRULEO O OOO6300000 AFTERO BEFORED DAYSO OO OOOOOOOOO

m 0000000000000 900020:0000000000000WebODOOODO1.23200000
gboooobogboboobbooboobobobbooboobbooobobooboobbobboon
oo

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=pppO PROT=TCP IP=1.2.3.2 PORT=80
DAYS=WEEKDAY AFT=9:00 BEF=20:00 J

0000000 Mppp0 0000000000 O00DOTCPOOODOOOOOOIPOOOOO 1.2320
oooooos&ooooooooooooooonD20000000000DOOO0O0DODOOOOOOOO

s 0000000000000 TILOODOOOOO000000OO00000D0DO0OO000OO0OOO0OTTL
oooodooooooooU0ooooooOO0UoooooOU0UooooooOoOooDoo TTLooOoOooo
gboooobogoboooobo

ggoooooooooo

s (0000000000000000000000000000O000SHOW FIREWALL POLICY O
ooool12s0000000000

s 0000000000 SETFIREWALL POLICY RULEO OO OO1120000000000
m 0000000000 DELETE FIREWALL POLICY RULEO OO OO780000000000

gooooood

1. 000000000 0oooooOoo0OooOoOo00D0D0ooooooooooooOooooooon
0000000000000 000U000D00O00oOPRIVATEDOOODODOOOOOOOOOOO
Oo0oO0oooooooooPUBLICOODO0O0O0ODODOOODOOOOODOOOOODODOOOOOOOOO
gooboobogbbooboooboobooobooboobbobbooboobboobo
gbooboogbogoboooboobbobboon

2. 000000000OOO0OOOOOPROTOCOLDOOODUOOODUOODOUODOOUOOODOOOOOOO
gbboooboobbooboobbooboobbooboobobob

3. 00OOooo TCPO UDPOOOOOOOOOOPORTOODOOOOOOODOODOOOOODOOO
gbobooboobbobobooboboooobo

4. 000000 TCPO UDPOOOOOOOOOOSOURCEPORTOOOOOOOOOOODOOOODO
gboobooobogooboooboobbobboon

5. 0000 IPOODOOOREMOTEIPOOOO0OCOOOOOPRIVATECO OO ODOOOOOOOIPOO
OO0C0PUBLICOOOODOODOOOOOIPOOODOOOOOOOOODDOODODODODOODOOOOOO
gboobogobooobod

6. ODODOOIPODOOOOIPODOO GBLIPDOODOOODOOOOPRIVATEOOOOOOOOOOO IP

oooooooo CentreCOM AR415S 00000000 DO 2.9
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ooooooo

OO0O0OOPUBLICOOOOODDOOOOOOD IPODOODOOOOOOD IPOOOOOONATOOOO
O00O0ooo PUBLICOOO0OOOOOOODOOOOOOODOIPODOOOOGBLIPLONATOOO
0000000 Oo PRIVATEO DD OO IPOOOOOIPOOODOOOO
7. IpPO0OO00OU0OO0O0OO0OOOOOOOOOOO0OOOOOOOOOOUOOODOOOOODOOOOODOOO
gboobooboobobgoboboobo
8. Ethernet0UO 0O VLANOUDOOOOOOOOOOOOOODOOODOOODODODOMACOOOOOO
gdoooooOoOoooOoooOOoOoooooooo MACOODODODOODOODODODODOOODOOOODO
gooboobogbboobooobooboobbooboobbobbooboobbooobo
gooo
9. OO0 IPOOOOOOUOOOOOOOOPRIVATEDOOOODOOOODODO IPOOOOOOPUBLIC
Oo00ooooooooIPO000OoOoOoOOOoooOIPOOOO RADIUSOOOOOOOOO
O0o0ooooooooooooo ALLOWOOoOOoooooooooooooooooooo
00000000 DENYODOODOODODOOoDOOoOOoDOoOoIPOODODODOODOODOOODOoOOOOO
0000000000000 ALLOWODOOOODENYODODODOooooo
10. IPO0O0O0OODOOOOOO0O0OOODOORADIUSOOOODOOOOODOOOOODOOOOOOOO
OALLOWODOUOOUO0O00000000o0oooooooo DENYOOOOPRIVATEOOOOGOO
gbboobogbbooboooboobboobooboobbobo
11. IPO0OC00000O0O0ODOODOCOOOUOORADIUSODOOOOO0OOOOOOODOOODOOOOOO
OIPOODOOOPRIVATEO O OOODOOOOODOOOO IPODOOOOPUBLICOOOOOOOO
OOOUOORADIUSOOOOOOOOOOOOOOOORADIUSOOOOOOOOODOOOOOO
goood
e J0DODOOALLOWOOOOODOOOODOOORADIUSOOOON Access-Reject0 0000
IPOOOOOCOO0000O00OOODOOOOOOOOODOOOO
e J00O0DOOALLOWOODOOOOODOORADIUSOOOON Access-Accept 00000
goooooo IPO000000OOooOoooOooOoOoooOooooon
e 000000 DENYODODOODOOODOORADIUSOOOOD Access-Reject 000000
ooPO00000000O0O0OOOODOOoDOOoOoooog
e 000O0DOODENYDOODOOOODOORADIUSOOOOO Access-Accept0 00000
oooIPOOODOO0O0O0000O0ODOOODOOOOOOOOOOOO

gouggobooobgd

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
googoobogboooobooobooboobboobooboobbooboboooobo

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gooooo

s 000000000000 0000000000000D0OO0OENABLE FIREWALL POLICY DD OO
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ooooooo

09700000 LOGUOUOO0OODDOOOOODODUUO00OD0ODOOOODODO0ODOODODOOoOODOODOOO

gboogoobogoboboooboooboobbobbooboobo

ENABLE FIREWALL POLICY=mynet LOG=DENY .

LOGUU0O0000ooooooooodoooooooooooooLoGoooooooooooog

gboooobogoboobobooboon

gooooo goboooo

INATCP OO0OPUBLICOOOOO TCPOOOOOOOOOO

INAUDP oooooubrPOOOOOOOO

INAICMP oooooIicMpPOoOooOO

INAOTHER oooooIPooOooooTCPOUDPOICMPOOOOOO

INALLOW 0000000000 /000000000INATCPO INAUDPO INAICMPO
INAOTHERO OOOOOOOODOOOO

OUTATCP OOOPRIVATEQO OO OO TCPOOOOOOOOOO

OUTAUDP oooooubrPOOOOOOOO

OUTAICMP oooooIicMpOoOoooOO

OUTAOTHER oooooIPooOooooTCPOUDPOICMPOOOOOO

OUTALLOW 0000000000 /000000000OUTATCPOOUTAUDPO OUT-
AICMPO OUTAOTHERO OO OOOOOOOOOO

ALLOW 00o00o0oooooo/0000oooo

INDTCP oooooTCPooOOOOoOooOOOO

INDUDP oooooubrPOOOOOOOO

INDICMP oooooIicMpOoOoooOO

INDOTHER oooooIPooOooooTCPOUDPOICMPOOOOOO

INDENY 0000000000 /000000000INDTCPOINDUDPO INDICMPO
INDOTHERO O OO OOOOOOOOO

OUTDTCP oooooTCPooOOOOoOooOOOO

OUTDUDP oooooubrPOOOOOOOO

OuTDICMP oooooIicMpOoOooOO

OUTDOTHER oooooIPooOooooTCPOUDPOICMPOOOOOO

OUTDENY 0000000000 /000000000O0OUTDTCPO OUTDUDPO OUT-
DICMPO OUTDOTHER O O OO OO OOOOOOO

DENY O0o00oooooo/oooooooog

INDDTCP ooooo TCPOOOOOOOOOOOOIPOOOOOOOOO1920000
gd

INDDUDP oooooubPOOOOOOOOOOIPODOOOOOOOO192000000

INDDICMP oooooICcMPOOOOOOOIPODOOOOOOOO 192000000

INDDOTHER oooooIPooooooTCPOUDPODICMPOOOOOOOOIPOODOOO

goooboboo

o000 192000000
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ooooooo

INDDUMP O0000oooooo/0000000000IPO0O0OOOOOO 192000
ggo

OUTDDTCP O0o00Oo TCPOOOOOODOOOOOOIPODOOOOOOOO 1920000
gd

OUTDDUDP Ooooo UbPOUOOOOOOoOoOoOoIPOOOOOOOOO192000000

OUTDDICMP oooooICcMPOOOOOOOIPODOOOOOOOO 192000000

OUTDDOTHER oooooIPooooooTCPOUDPODICMPOOOOOOOOIPOODOOO
oooo 192000000

OUTDDUMP O0000oooooo/0000000000IPO0O0OOOOOOO 192000
ggo

DENYDUMP O0000oooooo/0000000000IPO0O0OOOOOO 192000
ggo

011:000000000000000000

m [J00ooobooooboboobobobbooboooboobooobo

SHOW LOG MODULE=FIRE .

goo

SHOW LOG TYPE=FIRE .

s (00000000000 00000000000000000000000C0O000O0C0O0OTAILOO
gbooobbogo

SHOW LOG MODULE=FIRE TAILUOOO 20000000000 4
SHOW LOG MODULE=FIRE TAIL=1000 10000000000 4

Manager > show log module=fire

Date/Time S Mod Type SType Message

28 10:39:45 4 FIRE FIRE INDIC ICMP - Source 172.16.28.32 Dest 172.16.28.255
Type 9 Code 0

28 10:39:45 4 FIRE FIRE INDIC bad ICMP message type to pass

28 10:40:05 4 FIRE FIRE INDUD UDP - Source 172.16.28.120:137 Dest
172.16.28.255:137

28 10:40:05 4 FIRE FIRE INDUD flow rejected by policy rule

28 10:40:06 4 FIRE FIRE INDUD UDP - Source 172.16.28.120:137 Dest
172.16.28.255:137

28 10:40:06 4 FIRE FIRE INDUD flow rejected by policy rule

28 10:40:41 3 FIRE FIRE OUTDT TCP - Source 192.168.10.1:1045 Dest
172.16.28.1:139

28 10:40:41 3 FIRE FIRE OUTDT flow rejected by policy rule
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ooooooo

s J000000000000000000U0INATCPOINAUDPOINAICMPOINAOTHEROINALLOW
0000000000000000OSeverityD 0 200000000000000000000000 3
O00o0oOooooooooooooooooooooOgSHOWLOGOODODomooooooo 38000
goobooobbboooobobooooobboooobboboobbbooobbboooobboooo
gboooobogobooobooboobbobboobo
gboobooobogobooboobobooboobobobbooboobbooobobooboobobobboon
OOTEMPORARYO OO ORAMOOOOOOOODODODOOOODOODOOODOODOOOO

ADD LOG OUTPUT=TEMPORARY MODULE=FIRE .

gooooo

0000000000 00oooO00O0U0oooo000Doooo0O0ooDOnOoENABLE FIREWALL NOTIFY
O0000% 0000000000000 00000O00DO0O0ODOOOOOOOOOO

e MANAGEROManager 0 0000000000000 000D00O00O0O00O0O00O
e SNMPUOUOUOOODOOODOOODOOODOOOOOO SNMPOOOOOOO

¢ MAILOOODODOOODODOODODODOODDODUODODODODDDODDDODODO

e PORTHOOOODODOOODOOODOODODO

000000000000000000000000000000000000 ManagerO0OODOOOO
gbooboobogoboobobooboobbobboobooooo

m [J00go0oboooobooboobbobboobooobooboo
l.0000o0oooooooOoOoOoOOOOOOCOOO0OOOOOOOODOOOOODOODODODOO

SET MAIL HOSTNAME=gw.example.com
ADD IP DNS PRIMARY=192.168.10.5 J

2.00000000000000000000000O0O0O0O0O

ENABLE FIREWALL NOTIFY=MAIL TO=admin@is.example.com

SynO00O000000000O00O000O0000O000

Subject: Firewall message

From: manager@gw.example.com

To: <admin@is.example.com>

Date: Sun, 22 Jul 2001 13:33:19 +0900

22-Jul-2001 13:33:19
SYN attack from 1xx.43.12.xxx is underway

& 0000000000000 000000000000000OD00O0U0O0O0O0O0OODNSODOOOOOOOO
gooooooo0ooooooooOoO0oOoO0oOoooOoOoOoOObOOoOooo
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ooooooo

s JO000000O0SNMPOOODOOOOOOOOODOODOOOOOOOOODOODODOOOOODOOOO
SNMPOOOOODO 192.168.1050000000
1.SNMPOOOOOOOOODOOOOOOOOOOOOSNMPOOOOOGOGOGOO

ENABLE SNMP
CREATE SNMP COMMUNITY=public MANAGER=192.168.10.5 TRAPHOST=192.168.10.5 J
ENABLE SNMP COMMUNITY=public TRAP

2 SNMPO 00000000000 oooooooog

ENABLE FIREWALL NOTIFY=SNMP .

googoobogboooboooboobbobboo

172.16.10.1: Enterprise Specific Trap (1) Uptime: 2:19:50
enterprises.207.8.4.4.4.77.1.0 = OCTET STRING: "22-Jul-2001 14:15:47..

Port scan from 12.xx.xx.xxX is underway"

& SNMPOOOOOOOOOOOOOO0OOOOODOODOOSNMPOOOOODOSNMPOOOOOOOOOOO
0ooo0ooo0o0oo0O000oO/00000000O000O00000O0OO0DO0DO0O0ODO0OOOODOO0OO
O0O0OSNMPOOOOOOOOO

s 000000000000000000000SHOW FIREWALLOOOOO115000000000
0 M Enabled Notify OptionsD D0 0000000000000

s 00000000000000 DISABLE FIREWALL NOTIFY OO OOQO8 OOOOOOoOoOoOO

DISABLE FIREWALL NOTIFY=MATL J

s 000000000000000000000OSHOW FIREWALLEVENTOOOOO122000000
gooo

SHOW FIREWALL EVENT

go000o0OoO0oO0O0OoOO0OOo 30U ooDoOoUoOOooOOooOoDOoOoOOoooOOooOoOoOoOOOODOO
goooo

e DOONotifyDODODODOODODOOOODOOOOOOOOOODOOO0ODODOOO
e D00ODenyD 0O0OO0OO0OOOOOODODOOODOODOODOO
e NDDAllowDOOODODOOOODODOOOOODOOOOODOOOOOOO

gbooobobooboooboobooobooboo
SHOW FIREWALL EVENT=NOTIFY .

gboooobogbooobooobooboo

gooo go
DoS Flood gbooboobogobooboboobbobbooboobooobo
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ooooooo

Fragment Attack

gboooobogobbooboobbooboobobooboo

Host Scan

gbobooobogoboooboobbob

IP Spoofing

ooolpOoO0O0OoOooogog

Land Attack

oooooooooooooooooIPOOOOOOODOSODOOOO
gbooboobod

Ping of Death

00000000000000000000 PingDOOOOO0DOO0OOO
gbooboobooobooobooobo

Port Scan

gboboooboobobgobboobo

SMTP Third-party Relay

gooooboobooboobobobbooboobbobboboooobo
voboooododddspamoooooooddoooooooog
gooogooboo

Smurf Attack

0000000000000000000000000 Ping000O0O0
gboobooboobobooboobooboobboobooboooo
gboobooobogooboooboobbobboon

Spam

spam 00O O0000000000000000 spamO0000000
voboooododdspambooooooooddoooogooog
voooooodspamUdddooon

Syn Attack

TCPO Syn0 000000000000 O00O00O00DOO0O00DOOOO0
o00O00o00O0000O0O000oDO0o00n0O Syn/Ack0O0O0OO00O
omogbobooboboboooobooooboooboo

Tiny Fragment Attack

goooooooooooOo TCPOOOOD200000000OODOODO
SynO0O0O00000000000O00000O00000

UDP Port Scan

UubPOOOOOOOOOO

01220000

gbooobobooboboobooboboobbobboobobobobooboobobboboboo
0000000000000 O0CREATE TRIGGER FIREWALLOOOOmMOOOOOOO 1e80000O0O
gooooo

m (Jgogoobooobooobbobooboobobbobobooboboobobobboboobobo
ooodooooooooooooooooO0UoooooooLD0Uoooooooooo IPOOOOO
gobogobogoobooobod

ENABLE TRIGGER
CREATE TRIGGER=1 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

00000 0pscans.scpl U 00

MATIL TO=admin@is.example.com SUBJECT="Portscan from %2 started (Policy %1)"

gboooboboooboooboobooooo
|
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ooooooo

Subject: Portscan from 1xx.xx.3x.180 started (Policy mynet)
From: manager@gw.example.com

To: <admin@is.example.com>

Date: Sun, 22 Jul 2001 14:37:21 +0900

& 0000000000000 000O0000000000O000O0000O0U00O0DODOODNSOOOODOOO
goooooooo0oOoooooooOoOooOooOOboOoOooooooo

m 0000000000 SETFIREWALL POLICY ATTACKOOOOO1080 00000000000
s 0000000000 SHOW FIREWALL POLICY ATTACKOODOOO134000000000000

gooooood

goobooboooobooobboooboobbobbooboobbooboooboobbon

m 000000000 ENABLE FIREWALL POLICY O OO O0O09700000 ACCOUNTINGOOOO
gbooobbogo

ENABLE FIREWALL POLICY=mynet ACCOUNTING

s 000000000000000O0SHOW FIREWALL ACCOUNTINGOOOOO1180000000O
oo

Manager > show firewall accounting

Policy : mynet
Date/Time Event Dir Prot IP:Port <-> Dest IP:Port /Traffic statistics
22 14:42:17 END OouT UDP 172.16.28.160:2060 172.16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END ouT TCP 172.16.28.160:36399 172.16.48.16:25
Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192.168.10.5:65406 172.16.28.1:53

22 14:44:33 END OUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:34 END OUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END OUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END OUT ICMP 192.168.10.5 172.16.28.1

Traffic out 1:84 in 1:84
22 14:47:16 START OUT TCP 192.168.10.50:1031 172.16.28.5:80
22 14:47:17 START OUT TCP 192.168.10.50:1032 172.16.28.5:80
22 14:47:44 END IN ICMP 172.16.28.180 172.16.28.160
Traffic out 1:28 in 1:28

s J00000000ODOO000000D0000O00OOOOD 30000O0ODOODO0O0OD0OOODOOOOO
gooooboogooo
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ooooooo

SHOW LOG TYPE=ACCO

Manager > show log type=acco

Date/Time S Mod Type SType Message

22 14:42:18 3 FIRE ACCO END UDP 172.16.28.160:2060 172.16.28.1:53 Flow
terminated

22 14:42:18 3 FIRE ACCO END Flow traffic out 1:66 in 1:118

22 14:42:18 3 FIRE ACCO END TCP 172.16.28.160:36399 172.16.48.16:25 Flow
terminated

22 14:42:18 3 FIRE ACCO END Flow traffic out 13:846 in 12:967

22 14:44:33 3 FIRE ACCO START UDP 192.168.10.5:65406 172.16.28.1:53 Flow
started

22 14:44:33 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:33 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:34 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:34 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:35 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:35 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:36 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:36 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:47:15 3 FIRE ACCO START TCP 192.168.10.50:1031 172.16.28.5:80 Flow
started

22 14:47:16 3 FIRE ACCO START TCP 192.168.10.50:1032 172.16.28.5:80 Flow
started

22 14:47:44 3 FIRE ACCO END ICMP 172.16.28.180 172.16.28.160 Flow
terminated

22 14:47:44 3 FIRE ACCO END Flow traffic out 1:28 in 1:28

22 14:49:35 3 FIRE ACCO END UDP 192.168.10.5:65406 172.16.28.1:53 Flow
terminated

22 14:49:35 3 FIRE ACCO END Flow traffic out 1:70 in 1:190

gogoooooon

0000000000000 00000oO0000000o0O0DDOENABLE FIREWALL POLICY OO
Ooo9700000DEBUGULOUOOOODOOOOOOOOOOOOOOOOOOOOOOOOOPKTOO
000000000 OoPROCESSOOOOOOO

& DEBUGUOOOD0OO0OOOODOOOOOOOOO0OOOOO0ODOOOOO0OOO0OOOOOODOODOOOO
goooooooooooooooOooboooooooon

m J0000000O0 PKTOODODODODOOOODOOOOO IPOOODOODOOObBO0000 1600000
gbooooboboogoboo

ENABLE FIREWALL POLICY=mynet DEBUG=PKT .
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Manager >
FIRE ICMP 45000024 c6070000 01018e04 acl01lc20 aclOlcff 0900421e 01020168
96571c20 00000000

Manager >
FIRE TCP 4500003¢c ¢87c4000 40060c3d acl0lcb4d aclOlca0 05e70017 3398573f
00000000 a0027d78 19420000 020405b4 0402080a 0d82ac62 00000000

m J00000000PROCESSOOODODOODOODOOOOOO IPOODOOODOODODUODOUODOD
gooobobod

ENABLE FIREWALL POLICY=mynet DEBUG=PROCESS .

FIRE UDP 4500004d 218a0000 4011dcl0 c0a80al05 acl01lc01l ££780035 00393422
067£0100 00010000 00000000 076£f6374 6£766572 0274770e 616c6c69

FIREWALL new flow - UDP - session ID 8b2e

FIREWALL packet sent to UDP handler

FIREWALL flow 8b2e found for packet

FIREWALL packet sent to UDP handler

FIREWALL packet passed - UDP OUT - passed by rule 0

FIRE UDP 4500004d 218b0000 4011dcOf c0a80al05 acl01lc0l ££770035 00394f22
06800100 00010000 00000000 076£f6374 6£766572 0274770e 616c6c69

FIREWALL new flow - UDP - session ID 9al4

FIREWALL packet sent to UDP handler

FIREWALL flow 9al4 found for packet

FIREWALL packet sent to UDP handler

FIREWALL packet passed - TCP OUT - passed by rule 0

FIRE TCP 4500003¢c 218c0000 4006db77 c0a80al05 acl0lcb4 2360017 d71d45199
00000000 20024000 14930000 020405b4 01030300 0101080a 000064b7

FIREWALL new flow - TCP - session ID a9cb
FIREWALL packet sent to TCP handler

FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction IN
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction OUT
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction OUT
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction IN
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction IN

s J0000000000000000ODISABLE FIREWALL POLICY DO O0O0860 0000 DEBUG
gbooboooboooboo
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ooooooo

DISABLE FIREWALL POLICY=mynet DEBUG=PKT .

s 000000000000000 SHOW FIREWALL POLICY DOOOO0O12500000000000
0 Enabled Debug Options0 D 00 000000000000 O0

gooooood

s 0000000000000 00000000000O00O00000O000 SHOW FIREWALL SESSION
goooowuM4loooooooooo

Manager > show firewall session
Policy : net
Current Sessions
3612 UDP IP: 192.168.10.100:64499 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:13842 Gbl Remote IP: 172.17.28.1:53
Start time ...... ... 17:44:35 07-Mar-2002
Seconds to deletion .................. 264
158f UDP IP: 192.168.10.100:64500 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:5519 Gbl Remote IP: 172.17.28.1:53
Start time ...... .. e 17:44:13 07-Mar-2002
Seconds to deletion .................. 246
7527 UDP IP: 192.168.10.100:64501 Remote IP: 172.17.28.1:53
Gbl TIP: 172.17.28.185:29991 Gbl Remote IP: 172.17.28.1:53
Start time ...... ... e 17:41:11 07-Mar-2002
Seconds to deletion .................. 60
5e9e TCP IP: 192.168.10.100:65484 Remote IP: 172.17.28.103:22
Gbl IP: 172.17.28.185:24222 Gbl Remote IP: 172.17.28.103:22
TCP state ... ...t closed
Start time ...... ... . 17:35:17 07-Mar-2002
Seconds to deletion .................. 54

s 0000000000000 00O000SHOW FIREWALL SESSIONOOOOO0141 00000
COUNTEROOOOOOOOOOO

Manager > show firewall session counter

Policy : net

Current Sessions

43fa TCP IP: 192.168.10.100:65480 Remote IP: 172.17.22.10:80
Gbl IP: 172.17.28.185:17402 Gbl Remote IP: 172.17.22.10:80
Packets from private IP .............. 8
Octets from private IP ............... 558
Packets to private IP .........cuiun... 8
Octets to private IP ................. 6881
TCP state ... ...t closed
gooooood CentreCOM AR415S 0000000000 2.9
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ooooooo

Start time ...... ... . 17:51:26 07-Mar-2002
Seconds to deletion .................. 300
c296 TCP IP: 192.168.10.100:65483 Remote IP: 172.17.24.1:23
Gbl IP: 172.17.28.185:49814 Gbl Remote IP: 172.17.24.1:23
Packets from private IP .............. 11
Octets from private IP ............... 555
Packets to private IP ........civun... 12
Octets to private IP ................. 554
TCP State ...ttt it e ieie e timewWait
Start time ...... ... 17:49:33 07-Mar-2002
Seconds to deletion .................. 246
ea27 UDP IP: 192.168.10.100:64433 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:59943 Gbl Remote IP: 172.17.28.1:53
Packets from private IP .............. 1
Octets from private IP ............... 75
Packets to private IP .........ciiun... 1
Octets to private IP ................. 149
Start time ...... ... e 17:50:05 07-Mar-2002
Seconds to deletion .................. 270

s 0000000000000 0000000SHOW FIREWALLSESSIONOOOOO14100000
gooooooo Ibo0ooOU0OoO0OooOooOoooooogooo

DELETE FIREWALL SESSION=c296

oouoooboooood

0000000000000 00000ADD FIREWALL POLICY INTERFACEO OO OO 00000
goooooobbobboobbboooobboooobbooobbbooobbbooooobboooo
NATOOOOOOOOOOOoOOOoOOoOoOoOoOoOoOoOOOOOOOOOoOOoDOO

ethODppp0 0000000000000 O0DOO0DODOOOO00ODOO0OO0ODOOOODOOOODOOOOO
gboooobogbooboobbooboobobobboobooboboobobooboobbobboon
OOoPPPOOOOOODOOOODOOOOOOOOOOOOOOOOOOOOOOOOOOOODODODODO
gooo

gooooooo PPPOOCOOCOOOCOOOOUOODU0OO0ODUOOUOOOUOOODODODODODOODmMOOODOO
gboooobogboboobbooboobobobbooboobobooboboooboobobobboon
goooboooobbobboobbboooobboooobboobbbboobbboooooboboooo
00000000 0Opon 000000000 OOOOOOPPPOOODOO0OOODODpon-if0OO00
OooooooooADD FIREWALL POLICY INTERFACEQO OO 005 O000000000000DOO
00000000 ooOoO00o000000o0DOo0oo00WDYN-OOODODO00oooooooooooo
gooo

gogoooooon

s 000000000000 PPPOOOOOOODOOOOOOOOODODO CREATE FIREWALL POLICY
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ooooooo

DYNAMICOOOOO700000000000000000000O0O0O0OOOOOOOOOO

CREATE FIREWALL POLICY=net DYNAMIC=dialup_if J

s 0000000000000 D0OO000D00DDOD0DO00OOO0DO0OoOooO0oO ADD FIREWALL POLICY
DYNAMICOOOOO00000000000000000000 whiteOOOOOOOOOOOOO
0o0o000o0o0000o0OO000000o0oDOo000dialupdf000000000O00O0O00OO0ODOO
oo

ADD FIREWALL POLICY=net DYNAMIC=dialup.-if USER=white

& OU0000O0O0O0OOO000oO0O0OOO0OO0O00O0DOOOOOOOOOOon

s PPPOOOOCOOOOOOO0OOOOOO0O0OO0OO00O00O0O0C0OUSEROOOOOOO NONEOODO
goooooooOoOooOoUoOU0OoOUOUUO PPPOCOOOOOOOOOOOODODOUODOUOOO

ADD FIREWALL POLICY=net DYNAMIC=noauth_if USER=NONE .

s PPPOCOOOOOOOOOOOOOOOO0O0O0O0O00C0OUSEROOOOOOO ANYOOOODOOO

ADD FIREWALL POLICY=net DYNAMIC=alluser USER=ANY .

m 1000000000000 0000000O00ODOD0D0O00DDOODOUOO0DOO0DOOOADD FIREWALL
POLICY DYNAMICOOOOOS2000000000000000000O000D0DODOO0ODODOOO
00000000000000000000000O00salesdf00000000000O00O0OOOOOO0O
0 O hayashiO kobayashill oobayyashi 0 00 30000000000000000000000O0O00O0

CREATE FIREWALL POLICY=net DYNAMIC=sales_if

ADD FIREWALL POLICY=net DYNAMIC=sales_if USER=hayashi
ADD FIREWALL POLICY=net DYNAMIC=sales_if USER=kobayashi .
ADD FIREWALL POLICY=net DYNAMIC=sales_if USER=oobayashi .

s 0000000000000 0O00000DO00O000D0D0OOOOOO0 EDITOODODOmM OO0
000024000000 00000000000O0O0O0CO0OOO0OOO0OO1001O000DOOOOODOO
gboboobb0xtonon

U0 OO0 newusers.txt

nakata
nakano
nakao
nakajima
nakamura

nakayama

00000000000 ADD FIREWALL POLICY DYNAMICO OOOO5S5200000 FILEDOOO
gobogoobogoboobod

oooooooo CentreCOM AR415S 000000000 O 2.9
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ooooooo

ADD FIREWALL POLICY=net DYNAMIC=sales_if FILE=newusers.txt

OOOCOOFILEDOODOOOOOODOOOUSEROODOODOOOOOODOOOOODOOOOOODOO

s J00000000000000000000O0000000000D0O0O0OO0ODELETE FIREWALL
POLICY DYNAMICO OO OO730000000000O

DELETE FIREWALL POLICY=net DYNAMIC=sales_if USER=oobayashi

s J0J00000000O0O00O0OODOOOOODODOO0ODOO0O0O0O0O00O000000DELETE FIREWALL
POLICY DYNAMICOOOOOZ7300000 FILEDOODODODODOOOOOQ

DELETE FIREWALL POLICY=net DYNAMIC=sales_if FILE=newusers.txt .

s 0000000000000 000000O00OO0DESTROY FIREWALL POLICY DYNAMICO OO O
08200 000000000000000000000O00O00DO00OODOOOOOOOOOOOO

DESTROY FIREWALL POLICY=net DYNAMIC=dialup_if J

gogoooooon

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
O0000o00oooo0oooo0ooooooooD@mDbDYN-ODODODODODOoOoODOoooooooon
gbooooboooboo

m [Jg00oo0obooobooboobbobboobooobooboo

ADD FIREWALL POLICY=net INTERFACE=DYN-dialup.-if TYPE=PRIVATE .

m J0000000000O0WebOOOOOOODOOOOODOOOOO

ADD FIREWALL POLICY=net RULE=1 AC=DENY INT=DYN-dialup-if PROTO=TCP
PORT=WWW

& 000000000000000000000NATOODOOODOO0OOOO0O0O0O0O000O000O0O00O0OO0
goooooo

0000000000000 0dApplication Detection System ADSO

oooooo0oooOooo P2PO0D0O0O0O0OO0OOOOODOO0TCPOODOOUODOODODOODODOOOOOO
goooobogboboobbooboobobobbooboobobooboboooboobbobboon
gboooobogbooobooobooboo
ADS(Application Detection System) 00 DD 00000 P2PO0O0O0O0O0ODOO0O0OOOO0OOOOOO
gooooboogooo

s J000000000000000WINNYODOOOOODODODOOOOooOoooooooooooo

CentreCOM AR415S 00 0DO000DODO 2.9 gooooooo
613-000667 Rev.J



ooooooo

ENABLE FIREWALL POLICY P2PFILTER O 0 0001000 000000000
ENABLE FIREWALL POLICY=policy P2PFILTER=WINNY ACTION=DENY

s 000000000000 0000 WINNYOOOOODOOODOODOOUODISABLE FIREWALL POLICY
P2PFILTEROO0O0OO8 D00 OOOOOOO
DISABLE FIREWALL POLICY=policy P2PFILTER=WINNY

000000 WinnyOOoOGQooQg

000000000 Winny Ver2.0b7.100000000000000

Winny 00000

Winny0OOOGOO 50000000000000000000000
000103000000 60URGENTO OO O405000000 OODEBUGHODOOOOOOOO

1 Winny communication ACTION=NOTIFYOOOOWinnyOOOGOOoOoOo0o0o0o00000
from [source-ipaddr] ooooooooooooooooOg TCPOOOOOOOOOOO
to [destination-ipaddr] ooo
found

2 Winny communication ACTION=DENY OOOOWinny OO000000000000O0O0
from [source-ipaddr] oooooooooooooooooo TCeOOOOOOOOODO
to [destination-ipaddr] ooooogo
discarded

3 Failed to allocate required [firewall-session-id]ADS 00 0000000000000000OO
memory of Winny han- ooooOoooooooo
dler

4  Winny P2P filter handler 00000000000 Winny OOOOOOO0O0000O00000
added [session id] oooo

5 Winny P2P filter handler 00000000000 Winny OOOOOOO0O00O00O00000
removed [session id] O0O0ODOO0OO0ACTION=DENYOOOOOWinny OOQOQOQOoo

0 THRESHOLDOOOOODOOOOOOoOOO TCPOOOOOO
0000ACTION=NOTIFY O O OO OTHRESHOLDO OO O OO
0o0ooooo TCPUO0OO0O0OOOoOOoooooooog

0 13: Winny 0 00 00

ooood

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gboooobogoboobobooboobobobboobooooo

m Ping 000 00ICMP echol echo reply] 0 ICMP Destination Unreachable 0 0000000000
oooooooooooIcMPOOO0OO0O0OO0O000O00O000O00O0 Ping000000OOM
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ooooooo

ENABLE FIREWALL POLICY=mynet ICMP_F=PING,UNREACH .

% ICMP Destination Unreachable 00 D OO OICMP O OO 300 0IPO0O00OO0O0OOOOOO0OOOOODO
OO0PathMTUOOOOOOOODOOODOOOOOOOODOOODOODOOOOOODOOOOODOOOOOOOO
000000000 000oo0ooOoOooo

ICMP_FORWARDING O ALLOOO0OO00O00OPngO0O0O00O00000O0ICMPOOOOOO0OOO0OO
gboooboboobogobooboooboobobo
gooooooooOooooOOoICcMPOOOOOOOOOOOOODOOODOOODOOOICMPOOOOOO
gboobooobogobooobooboobbobboobo

00000 PingdechoDOODODODOOOOO PingdEchoOOOODOOO0OO0OODOOOOOODOOOIP
oooodooooooooooolPOo0o0oooOo ICMPOOOOODOOOOODODODOOOOOOOOO
Oppp00 0000 Ping0 0000000000000 O0DOOO0O00DOOOO0O0IPODOOOOOOOOOO
oomIipPOOO0O0OOoOoooog

ADD IP FILTER=0 S0=0.0.0.0 PROTO=ICMP ICMPTYPE=ECHO ACTION=EXCLUDE .|
ADD IP FILTER=0 S0=0.0.0.0 ACTION=INCLUDE .l
SET IP INT=ppp0 FILTER=0 .

m Ping0000000000D00000O0O000O00O0O000O0

DISABLE FIREWALL POLICY=mynet ICMP_F=PING .

s 000000000000 Ping0000000D00000D00O000D00O000O00O000O000O00O0
000000000000 Ping000O00O0DOOO

DISABLE FIREWALL POLICY=mynet PING

m 00000 identOTCP 300000000000 O0RSTOOOOOOOOOOOOOOOOOOO
O000000o0o0ooooooooooo sSsMTPOOOO00000000000 ident0 00000000
O00000000ident0 0000000000000 SMTPOOOOOOOOOOOOOOOOOO
0000000000 0DISABLE FIREWALL POLICY IDENTPROXY O O OO O8O0 0000000
Oident0 000000000000 00000000000O000O00 dent0000OO0O0OOOO RST
goooooooooooboobooboobooboobooboonoom

DISABLE FIREWALL POLICY=mynet IDENTPROXY .

O0O0ident0000000000O0D00O0O0ident0000000000 proxyuserJOOOO0O0ODOO
gooooo

s 0000000000000000000OPUBLICOPRIVATED O DODOOOOOOO TCPOOOOOO
000 TCPSynO0 000000000000 D00O00DO0O00O00O0000O00000O0000D0000
gooobboobogoboobo

000000DISABLE FIREWALL POLICY TCPSETUPPROXY O O OO O900 0000000000
gbooobbogo
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DISABLE FIREWALL POLICY=mynet TCPSETUPPROXY ./

O000000000000000000000000000ENABLE FIREWALL POLICY TCPSETUP-
PROXYOOUOO101OOOOOOOOOO

ENABLE FIREWALL POLICY=mynet TCPSETUPPROXY ./
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UPnP

00 O 0 OUniversal Plug and Play Architecture Version 1.0 0 0 00 00 0O Internet Gateway Device
(IGDh)1.0000000000UPNPOODOOODODOOODODO Windows Messenger 0 00 UPnP OO0
vdooodoooooooodooooooooooodd
ooooouUuPnPOO0OOOO0OO0O0OOOOOOOOOOOO

& UPnPOOOUO0OOCOOUODHCPOUOOOOODODOODODODODLANODODODOODOD DHCPO IPOOODOOO
gooooooooooooo

& UPnPOUOOO0O0O0DO0OD0OO0OOOOOONONATOOOOODODOODODOOODODOODOOPUBLICO OO
000000000PROTOCOL=ALLOOOOOPORT=ALLO00O0O0O0O0OO0OOO0O0OOOOOOOO
goooooooooooooooOooboooooooon

& TCPO UDPOOOCOO0OOO0OOOOOOODOOOOOOOODOOOOUOODODOOOODODOOODOOOO
oooooo

& UPnPOO0D0O0OO0OOOOOO0OOOOOOOODOOOD MACOOOODOODDOOOOSSDPOOOOOOO
O00000ENABLE IPMACDISPARITY OO OO MIIPOO 3130000000000000000O SSDPO
goooooooooooooooo

oo

UPnPO00000O0DOOOO0OO0ODODOOOOOO0OODOOOOOOIPOODOOOOOOODOODOOO
goooob
gdoooooooOoOoooUooooIPOOODOOOOOOOODOODUODOODOO

1. Do00ooOooooooooooooo
ENABLE FIREWALL .

2. 00O00OO0O0OO0oOOo0OOoO0oOOoOOoO0OOOOO0OOOOOOOOOOO0OO0n
CREATE FIREWALL POLICY=net

3. ICMPOOOOOOOOOOOOOOOOOOOOOOOOOO
ENABLE FIREWALL POLICY=net ICMP_F=PING,UNREACH

4, ldent00 0000000000000 0O0O0O0O0OOOOOOOOOOOOOOOOOOOOOOO
gbooboobod

DISABLE FIREWALL POLICY=net IDENTPROXY .

5. 0000000000000 OOoDOoOoOUoIPOOOOOODOOOOOOOOOTYPEODDOOOOO
000000 PRIVATEDOOCO PUBLICOOOOUOOOOOOUPNPTYPEQO D OO OOOOOO
OO0 LANODOOO WANOOOOOOODOoOOO
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UPnP

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE UPNPTYPE=LAN .
ADD FIREWALL POLICY=net INT=pppO TYPE=PUBLIC UPNPTYPE=WAN .

6. NATOOOOOOOOOO
ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=ppp0
7. UpnPOOOOOOOOOO
ENABLE UPNP .
§. DOoOO0OOoOooOoOooOoooooUbPnPOOOCOOOOOOO
SET FIREWALL POLICY=net UPNP=ENABLED
odooodaoodd
& UPnPOOO0OOOO0OOO0OLANOWANOOOOOOOOOOOOOOODOOOD0O0O0O00O0 VLANODOO

O00O0O0OPPPEODOODDOOODOODODOODOOODDOODODOODOUPNPODOODOODOODOODOODO
LANODOWANOOOOODOO 1000000000000000000
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Doooouooogon

goboggobogd

gooooo
ADD FIREWALL MONITOR . . . . ... . e 50
DELETE FIREWALL MONITOR . . . . . .. .. e 71
DISABLE FIREWALL . . . . . . . . e e e e 83
DISABLE FIREWALL MONITOR . . . . . .. . ... o e 84
ENABLE FIREWALL . . . . . . o e e e 94
ENABLE FIREWALL MONITOR . . . . . .. .. . o e 95
SET FIREWALL MONITOR . . . . . .. e 106
SHOW FIREWALL . . . . . e e 115
SHOW FIREWALL ACCOUNTING . . ... ... ... . ... . . .. 118
SHOW FIREWALL ARP . . . . . . o e e e 120
SHOW FIREWALL MONITOR . . . . . . .. e et e e 124

gbooboooboooboo

ADD FIREWALL POLICY DYNAMIC . . . . . . ... o e 52
ADD FIREWALL POLICY INTERFACE . . . . .. ... ... ... .. . ... .... 54
ADD FIREWALL POLICY UDPPORTTIMEOUT . . . ... ................. 67
CREATE FIREWALL POLICY . . . . . . . e 69
CREATE FIREWALL POLICY DYNAMIC . . . . . .. ... o oo 70
DELETE FIREWALL POLICY DYNAMIC . . . . . .. ... oo o o 73
DELETE FIREWALL POLICY INTERFACE . . . ... ... .. ... .. .. ... ..... 74
DELETE FIREWALL POLICY UDPPORITIMEOUT . . . . .. ............... 79
DESTROY FIREWALL POLICY . . . . . . . . e e 81
DESTROY FIREWALL POLICY DYNAMIC . . . . .. ... ... . o ... 82
DISABLE FIREWALL POLICY . . . . . . . e e 86
DISABLE FIREWALL POLICY P2PFILTER . . . . .. ... ... ... . .. . ... 89
DISABLE FIREWALL POLICY TCPSETUPPROXY . . . .. ... ... .. .. ... ... 90
ENABLE FIREWALL POLICY . . . . . . . .o e e e e 97
ENABLE FIREWALL POLICY P2PFILTER . . . . . . . ... .. . .o o oo 100
ENABLE FIREWALL POLICY TCPSETUPPROXY . . . .. ... ... .. 101
SET FIREWALL MAXFRAGMENTS . . . . . . ... . 105
SET FIREWALL POLICY . . . . . . . e e e e 107
SET FIREWALL POLICY UDPPORTTIMEOUT . . . . . .. .. ... ... ... ..... 114
SHOW FIREWALL POLICY . . . . . . e e e e e 125
SHOW FIREWALL POLICY P2PFILTER . . . . . . . . . ... o e 138
SHOW FIREWALL POLICY UDPPORTTIMEOUT . . . . ... ...... ... ...... 139

gooobobod
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ADD FIREWALL POLICY APPRULE . . .. ... ... ... .. . ... 51

ADD FIREWALL POLICY LIMITRULE . . . . .. ... ... .. . .. ..., 56
ADD FIREWALL POLICYRULE . . . . . ... . oo 63
DELETE FIREWALL POLICY APPRULE . . . ... ... ... ... .. .. ... ..... 72
DELETE FIREWALL POLICY LIMITRULE . . . ... ... .. ... ... . ... ..... 75
DELETE FIREWALL POLICY RULE . . . . . ... ... o o 78
SET FIREWALL POLICY LIMITRULE . . . . . . ... ... .. o .. 111
SET FIREWALL POLICYRULE . . . . . . . .. e 112
SHOW FIREWALL POLICY LIMITRULE . . . . ... ... ... ... .. ... ..... 136

00000000 NAT

ADD FIREWALL POLICY NAT . . . . . . . e 60

DELETE FIREWALL POLICY NAT . . . . . . . . .o 77
gooooo

DISABLE FIREWALL NOTIFY . . . . . . . . ettt 85

ENABLE FIREWALL NOTIFY . . . . . . . . e e e e et e 96

SET FIREWALL POLICY ATTACK . . . . . . . . e 108

SHOW FIREWALL EVENT . . . . . ... e e 122

SHOW FIREWALL POLICY ATTACK . . . . . . . . o e 134
goooooboo

ADD FIREWALL POLICY LIST . . . . . . . . . e 58

DELETE FIREWALL POLICY LIST . . . . . . . . . . o e 76

ident0 0000
DISABLE FIREWALL POLICY IDENTPROXY . . ... ... ... ... ... ..... 88
ENABLE FIREWALL POLICY IDENTPROXY . . . . . . ... ... ... 99

gbooobobooobogbon

DELETE FIREWALL SESSION . . . . . . . . . et e e 80
SHOW FIREWALL SESSION . . . . . . . . e e e 141
UPnP
DISABLEUPNP . . . . . . 91
DISABLE UPNP ACTION . . . . . . e e e e e 92
DISABLE UPNP L4APORT . . . . . . . e e e e 93
ENABLEUPNP . . . . 102
ENABLE UPNP ACTION . . . . . . e e e e e 103
ENABLE UPNP LAPORT . . . . . . . o e e 104
SHOW UPNP . . . o 144
SHOW UPNP COUNTER . . . . . . e e e e 146
SHOW UPNP INTERFACE . . . . . . . . e 149
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ADD FIREWALL MONITOR

ADD FIREWALL MONITOR

O00oo0ooooooooo /oooooo

ADD FIREWALL MONITOR=monitor-id IP=ipadd COPYTO=ip-interface
[APPLYTO={PRIVATE|PUBLIC|BOTH}]

monitor-id: 0 0 0 0 IDO 10 655350
ipadd: IP 0000
ip-interface: IP0 00000000 0ethOOppp0 000

a0

gboooobogoboobobooboobobobboobooooo
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
000000000 FirewalOOOOOOOOOOOOOOO COPYTOOOODODOOOOOOOOOO
0000000000000 0FFRFFEFEFREFREFFOO00O000D000O00O0OOcopyto0 000000
00000000 SwitchOOODODOODODODOODODOVLANODOOOOODOOODOOooOoOooooooooo
gboooobogoboobobooboon

goooog
MONITOR OOOOIDOOOOOOOO
1P gooooooIpoOoOOg

COPYTO ODO0OOOOOOOOOOOOOOOOOOOOO
APPLYTO 0OUOOOO0OOUOOOOUOPRIVATE/PUBLIC/BOTHO OOOUOOO

gooogogn

goooooooobooooogoboooobooboboob»oooboobboobooooobobobooDo
goooooooob™uooooooboobooooooboooboobobbobobDobogbDobobboo
goooobogoboobobooboo

goooog

DELETE FIREWALL MONITORO 71 00O O
DISABLE FIREWALL MONITORO 84 00 0O
ENABLE FIREWALL MONITORO 95000 O
SET FIREWALL MONITORO 106 0O OO
SHOW FIREWALL MONITORO 124 000 0O
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ADD FIREWALL POLICY APPRULE

ADD FIREWALL POLICY APPRULE

O0000o000o0ooooooo /oooooooo

ADD FIREWALL POLICY=policy APPRULE=app-rule-id ACTION={ALLOW|DENY}
INTERFACE=interface APPLICATION={FTP} [COMMAND={GET|PUT}] [PORT=port]

policy: 00DD00D0O00DOD00O101500000000000000000000
app-rule-id: 1000000000000 0102990

interface: TP 00 000 0000 0 eth0D ppp0 000

port: TCP/UDP 0 00 00 000 655350

a0

goobobobogboooboooboobboobbooboon
0000000000 OoOgoFTPO STORODPUTMM RETROGETOO OO ODOODOOODOOOOOOOOO
0000000 U00oOU0oOU0ooOg FTPOOOoDOoooooOOO

goooog

POLICY OOO0OO0OOOOOOOO

APPRULE 0OO0OO0O0OOOOOOOODOO

ACTION 0O0OO00O00000O00O000O00O0O00000O000000ALLOWOOOOOOO OO DENYO
gboobooobogo

INTERFACE IPOOOOOOOOO

APPLICATION 0OO0OO0OO0OOOUOOOUOOOOOOOOOOFIPOOOOOOO

COMMAND 00000000000 DOOOOOOOOOOOOOOO0O00 FTPO GETORETRO O
PUTOSTOROOOODOOOOOOOOOOODOOOAPPLICATION=FIPOOOOOOOOO

PORT APPLICATIONOOUOOO0OO0O0O0OOOOOOOOOOO0O0OOOOOOOOOOOOOOOOOO
gboooobogon

g
= ppp0 0000 FTPPUTOSTORO DO OO OO

ADD FIREWALL POLI=mynet APPRULE=1 ACT=DENY INT=pppO0 APP=FTP COMMAND=PUT

goooog

DELETE FIREWALL POLICY APPRULEC 7200 00O
SHOW FIREWALL POLICYO 1250000

googooooo CentreCOM AR415S 0000000000 29 | 51
613-000667 Rev.J



ADD FIREWALL POLICY DYNAMIC

ADD FIREWALL POLICY DYNAMIC

0000000000000 0 /JOoOoOoooooooooo

ADD FIREWALL POLICY=policy DYNAMIC=template {FILE:filename
USER={username|ANY|NONE} }

policy: 00000000000 0OO0DO101500000000000000000000

templatee 000 000000000000000O0OOO010150000000000000000000000
filename: 0000000000 .txtO

username: 0000 001063000000000000000

a0

gboooboboobogoboobbooboobboobooboon
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
000 PPPOOOOO0ODOOOOOO0ODOOOOO0OOOOOOOOOOOODOOOODOODOOOOO
0000000000000 ooooooooooooooADD FIREWALL POLICY INTERFACE
goooooobYN-UOODOooooooooooooo
gooboboboobogooboobboooboobbooboo

goooog

POLICY OOO0OOOOOOOOODOO

DYNAMIC 00000000000 0O00O000O0OOOOCREATE FIREWALL POLICY DYNAMIC
gbooboobod

FILE 000000000000000100000000000000000wt000000o0ogg
00o00o00oooooooooooo0oO0oo0ooooooooooooDbYN-DOODOooono
gbobooobogb

USER 000000000000 0O0OO0OUO0ODOCODOONONEODODODODODOODODOUOODODOOOOOO
ANYOOUOOQOOoOoooooooooooooooooooooooooooooooooooo
OoooooDbYN-OOOOOoooooooooooo

g

s PPPO0O0OO0pon000000000000O0O000O00O0PPPOOODOOOOOOOODOOOOOOO
OU0O0OO00Onet00O000ponif000000000O0O0O00OOO

CREATE FIREWALL POLICY=net DYNAMIC=ponif
ADD FIREWALL POLICY=net DYNAMIC=ponif USER=pon
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ADD FIREWALL POLICY DYNAMIC

dooogoan

0o00ddooo0doooooooooo0oooU0UooooO0oooDooooooOoooPPPOOOO
00000000000 00ooooo000O00UOOPPPOOOODODODO AUTHENTICATIONO O OO

000 EITHEROCHAPOPAPOOOOOOODOOODOODO
goooog

DELETE FIREWALL POLICY DYNAMICO 73 00 0O
SHOW FIREWALL POLICYO 1250000
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54

ADD FIREWALL POLICY INTERFACE

ADD FIREWALL POLICY INTERFACE

0000000000000 0 /JOoOoOoooooooooo

ADD FIREWALL POLICY=policy INTERFACE=interface TYPE={PUBLIC|PRIVATE}
[METHOD={DYNAMIC|PASSALL}] [UPNPTYPE={LAN|WAN}]

policy: 00DD00D0O00DOD00O101500000000000000000000
interface: TP 00 000 0000 0 eth0D ppp0 000

a0

gbooboobogoobooboboooboobbobboob

0000000000000 0000000DOOPRIVATED O ODOO PUBLICOOOOODOOOOOODOO
gbooooboobooooboo

0000000000000 0U00Ug PRIVATEOD OO OOO0DOODODOOODOOODOOOOOOOOO
O000o0ooo0ooooooooo PUBLICOOOOOOOOO0ODOOOOOOOOOOOOOOOO
0000 PRIVATEOOOOOOOOOOOODOODUODOOOPRIVATEODOOOOODOOODOOODOOOOO
gooo

goooog

POLICY OOO0OOOOOOOOODOO

INTERFACE [PO000000O0OOOOOOOOOOOOO0O0O0000MDYN-OOODODOODOOOO
000000000000000000000DYN-pon[d

TYPE 000000 O0O0OCOOPUBLICOOOOO PRIVATEDOOOOOODOODOODOODOOOOOOO
OOOO0OCOOPRIVATEDO O PUBLICOOOOOOOOOOOOOOPUBLIC OO PRIVATEO O
0000000000000 oooooooADD FIREWALL POLICY RULEO O OO
goboboobogbboobooobooboobobooboobbobbooboobboobo
oo

METHOD PUBLICOOOOOOOOOOOOOOOOCODYNAMICOOOOOOOOODOOOOOO
0000000000000 0O0O0PRIVATEODOOOODOOOOODOOOODOOO PUBLICOD OO
PRIVATEOOOODOOOOOOOOPASSALLOOOO00OODOOOOOOODOOOOOOoOOOO
000000000 OooooooooooooooooOo METHOD=PASSALLOOOOOOOOO
O00000D0O0DOoODOOOoODOODOO PASSALLOOOODOODO NATO1O 10 NATO OO
gbooboogoboooboo

UPNPTYPE UPnPOOO0O0OOCOODOOOOOODOOOODOOOLANOO WANOOOOOODO
UPnPOOOOUOOOOOLANOCWANOOOOOOODOOODOOODDUODODOODOOOO

g

0000000000000 net00000O0OPRIVATEDOOOOOOOOOOO vlenlOOOOO
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ADD FIREWALL POLICY INTERFACE

OPUBLICOOOOODOOOOOOppp0OOOO0OO

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE
ADD FIREWALL POLICY=net INT=pppO0 TYPE=PUBLIC

goooog

CREATE FIREWALL POLICYO 69 0 00O

CREATE FIREWALL POLICY DYNAMICO 700000
DELETE FIREWALL POLICY INTERFACEO 74 0 0 0O O
ENABLE UPNPO 1020000

SET FIREWALL POLICYD 107 00 0 O

SHOW FIREWALL POLICYO 1250000

googooooo CentreCOM AR415S 0000000000 2.9 55
613-000667 Rev.J



ADD FIREWALL POLICY LIMITRULE

ADD FIREWALL POLICY LIMITRULE

O0000o000o0ooooooo /oooooooo

ADD FIREWALL POLICY=policy LIMITRULE=rule-id SRCIPLIMIT=0..10000
[INTERFACE=interface] [GBLREMOTEIP=ipadd|[-ipadd]] [IP=ipadd[-ipadd]]

policy: 00000000000 0OO0DO101500000000000000000000
rule-id: 00 0 00 010 42949672950

interface: IP 00 00000000 eth00 ppp0 000

ipadd: IP 0000

a0

gooboboboogboooboooboooboobboobooboobbobboobboooobo
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gbooboobogoboobbooboobbobboobooboboobboooboo

goooog

POLICY 000000000000000000000000000

LIMITRULE 00000000 IDO1-429496729500 0000

SRCIPLIMIT 00000000000000000000

INTERFACE 00000000000000000000000000000000000000000
00000000000000000000000000000000 Firewall Policy 00000
000000000000000000000000000000000000000000000
00000000

IP 0000000000000 Private00IPO0000O00O0O0O0O0OO0O0OO0OOOO000000
IP(Any)

GBLREMOTEIP 0000000000000 Publicd0IPOO0O0O0O0O0O0ODO0O00000O00O0
00000 IP(Any)

g
m 192.168.1.100-192.168.1.150 O O0 192.168.2100 0 0 000000000 O0OOOOOO 3000000

ADD FIREWALL POLICY=policy-name LIMITRULE=1 SRCIPLIMIT=3
GBLREMOTEIP=192.168.2.100 IP=192.168.1.100-192.168.1.150

dooogoan
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ADD FIREWALL POLICY LIMITRULE

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gboooboboobogoboobooobooboo
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
goooIP000U0O0O00O0O0O0OOOOOOOOOOOoOOOO

Interface 000000000000 0U0OOOO Interface000000000000OOOO
g0o000o0Oo0 OooOooooooDlOoO0oOooOOOooOOOooOOOoOOOoOOOODOOODOOODOOOOOODO
00000000000 RuleOOOOoonQ

gdoooooOoOoOoOoOoOOoOoODOoOo 10D0UOgoOoog

goooog

DELETE FIREWALL POLICY LIMITRULEO 750 0 O O
SET FIREWALL POLICY LIMITRULED 111 000 O
SHOW FIREWALL POLICY LIMITRULEO 136 D O O O
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ADD FIREWALL POLICY LIST

ADD FIREWALL POLICY LIST

O000o0ooooooooo /Jooooooao

ADD FIREWALL POLICY=policy LIST=list-name FILE=filename TYPE={IP|
ADDRESS}

policy: 00000000000 0OO0DO101500000000000000000000
list-name: 00 0000000101500 00000000000000000O0
filename: 0000000000 .txtO

a0

oo0ooooooooooooooooogIPOOOoMACODODOODOODODODODOOODOOODOOODOO
gooobobod

000000000000 OADD FIREWALL POLICYRULEOD OO OOODODOODODOOOOOOOOO
gboooobogobooobooboobbobboobo

goooog

POLICY OOO0OOOOOODOOODOO

LIST 0000000000000 000000000000000000000000000O00O

FILE 0000000000000 OCO0000 .txto

TYPE 00000CQOO0OOQCOOOCOOIPOIPOOOOCOOOOADDRESSO MACOOOOOOOO
oo

g
s 0000hquO IPOO0OO0OO0O0Ofloorl0 0000000000 DOOOOO floorlac.txtd

ADD FIREWALL POLICY=hg LIST=floorl TYPE=IP FILE=floorlac.txt

n[PO0OO00O0O0OOOOO0OO0

172.16.10.3 # JO0ODOODO rpO0O0O0O

172.30.64.5 www.joge.xxx # IPOUOO0OOOOOOOOOOOOOOOOOO

172.16.12.0 - 172.16.12.255 foo.bar.xxx network # IPOUODOO - IPOOOO
OOooooooooooooo

s MACOOOOOOOOOOOO
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ADD FIREWALL POLICY LIST

00-00-f4-42-01-6b # ODOOOOOMACODOODO
00-50-56-d9-23-68 vm.birds.net # OJO00O0OOO0 MACOOOOOOOODOOOO

goooog

CREATE FIREWALL POLICYO 690000
DELETE FIREWALL POLICY LISTO 76 0 O O O
SHOW FIREWALL POLICYO 1250000
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ADD FIREWALL POLICY NAT

ADD FIREWALL POLICY NAT

0000000000oo0o0O /oooooooo NAT

ADD FIREWALL POLICY=policy NAT={ENHANCED| STANDARD|ENAPT}
INTERFACE=interface GBLINTERFACE=interface [IP=1ipadd]
[GBLIP=ipadd[-ipadd]]

policy: 00000000000 0OO0DO101500000000000000000000
interface: IP 00 00000000 eth00 ppp0 000
ipadd: IP 0000

a0

0000000000000 U0000UUUoOO NATOOODDODOOOOO
OO0O0O0ONATOOODOOOIPOOODODOOOOIPNATOOODDODOOODODODOODODODOOODODOOOOO
0000 NATOODOOODOODODOOOOOOOOOOODOOoODOooOOOOOOOOOOoOoOooooooo
NATOOOOOOOoooOOo IPNATOOOO

O000000ooooo NATOOOOODODOOOOOOoOoooooooooooooo NATOOOooO
O00000ooooo NATOOOOODDO NATOOOODODODOOODOODOoOoooooooooooo
O0000O0ONATOOOOOODODOOOO0OODOO0DO0ODOOOO0OO00o0o0oooOo NATOOODoOoOooOo
gboooobogbooboobbooboobobobboobooboboobobooboobbobboon
D000 NATOOOOOOOOOOO NATO ADD FIREWALL POLICY RULECO OO OOOOOOO
O0000DO00OONATODODODODOOOOOD 200000000000INTOGBLINTDOOOOOoGoooO
go000oO0o0ooOo0 2000000000000 O000DO00ooOooOoOooOOooOOoOoOOoOoOOoOOO
00000000000 NATOOOODODOOoDOoOooooooooooooooo
O0000O0O0OONATOOOOODODODODODOOOOO NATOOOODODOOOOODOOO

0000000 NATOIPOOOOD 1010000000000000O0NAT=STANDARDOOOODO
IPOOOCDOO0OO0 IPMINTERFACED OO OO OO0DUOO0OOOOOODODODMGBLIPODOOOOO IPOO
GBLINTERFACED 000000000000 OOODOOOOOO

0000000 NATOIPOOODOOODOODODODODODODODODOOOOOOONAT=STANDARDOOOOO
INTERFACEO OO OO OO UO0O0O00000D00Mm GBLINTERFACED DD ODODoooooooooomd
GBLIPOOOODOOO IPOOOOxxXxa-xxxbdOOOOODOOODOOOINTERFACEDOOOOOOOO
O00O0OGBLIPOOOODOOOOOODOOOODOOODOOOOOOOOOOOOOOOOOONATOO
gbooobogbooobooobooboo

0000000 ENATOIPOOOOOODOODOOODOOOOOO1O010000000000O0DOOOODOO
000000 ENATOOODODOOODOODADD FIREWALL POLICYRULEOOODOOOODOOO
O0O0ooooO ENATOIPOOOOOODOOQOODOODOODODOODOOOOODODODODODOODOOODOOOO
NAT=ENHANCED 0 0 OO OINTERFACED OO0 OO O0OOO0OO0O0O00O0O OO0 OO0 GBLINTERFACE
ooo00ooooooooooOo0@GBLIPOOOOOO IPOOOOO0OO0O0OODOOOOOOOOOOog
O00000O0OO0O0OO0O0GBLINTERFACEO O OOOODOO 100000000000 0O00O00OOOGBLIP
OOOOODOOUOOOUOINTERFACEOOODODOODODOODOOOOODOOOOOOOODOO
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ADD FIREWALL POLICY NAT

0000000000000 000000000INTERFACED GBLINTERFACED 00O O O0OO ADD
FIREWALL POLICY INTERFACECO OO OO0 OO0OOOO0OOOOOOOOOOO

goooog

POLICY OOO0OOOOOOOOODOO

NAT NATOOOOSTANDARDO IPO0O0O0O0OOOOOOOOOOO0O0OOOOOO1OD00000
10000000 NATOOOODOODODOOOODOOOOOODOoOoODOOoDOOOoOO NATOOOO
OO0OUODUOOODENHANCEDOD IPOO00OO00OOOOOOOO00OOODOOOOOOO ENATOOO
00 O000O0ENAPT O Port Restricted Cone NATOOOODOOOOO

INTERFACE 00OO0OO0OOQOOOIPO0OOOODOOOODOOOOOOOODOOOOOOOOOOIPODOOOOO
GBLINTERFACEO OOOOODOOOOOOOOOOOOOOOOOOOOOODUODODOOO

GBLINTERFACE 000000 IPO0O000O0OOOOOOOOOOOOOOOOOOOIPOOOOO0O
INTERFACEO O 00000000 O0ooooooooooooooooooon

1P 000000010 IOCNATOOOOOOOOO IPOOOOOOOODOONAT=STANDARD OO
O0O0O0OO0ONAT=STANDARDOOOGBLIPOOOO IPOODOODOOOOODOOOOOOODOO
NATOOOOOooOoo

GBLIP OOOO0OOONATOOODODOOOOOIPOOOOONAT=STANDARDO IPOOOOOO
0100000000000 0DooooDoo0 NATODOODODOUOO IPOODODOOOO
ONAT=STANDARDID O OO OOO0OOO0OO ENATOOOODOOOo IPOOOooooooog

g
mvlanl 0000000000000 ppp000O00O00O0DOO0O0ODOOOOODOOODODOOOODOOODO

ENATOOOOOO

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO0

mPPPO0OO0OO0O00OO Unnumbered 0000 OGBLIPODOODOOOOOOOOISPOOOOOOO
goooooooo IPOo0oUOOolooooooOoO

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO0
GBLIP=200.100.10.1

000000 ENATOOOODOOO ENATOOOOOOOOOppp00O0D0O0O000D0O0O0O0O0O TCP
oo 8oooooooooooooooooooooO 1921681050000 800000000

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO0
ADD FIRE POLI=net RU=1 AC=ALLOW INT=ppp0 PROT=TCP GBLIP=0.0.0.0
GBLPORT=80 IP=192.168.10.5 PORT=80

m 192.168.10.5 0 200.100.10.5 0000000000000 NATOOOOppp0 OO OOOOOOOODO
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ADD FIREWALL POLICY NAT

0000000 PUBLICOOUOOOOOOOOODODODOOOODODOOOOOOOODOUODOODOOO
goooooooboobbobobbbobooooobobbbbbobboooooooooobobn
METHOD=PASSALLOUOOO00U0O0O0O M OOOGBLINTO Ethernet0O OO ARPOOOOOOOO
gboobooobogobooboobobooboobobobbooboobbooobobooboobobobboon
gbooooboboogoboo

ADD FIREWALL POLICY=net NAT=STANDARD INT=vlanl IP=192.168.10.5
GBLINT=ppp0 GBLIP=200.100.10.5

ADD FIREWALL POLICY=net RULE=1 ACTION=ALLOW INT=pppO0 PROT=ALL
IP=192.168.10.5 GBLIP=200.100.10.5

s 000 LANOOOOOOOOOOOODOOO 11111011113 0000000000000000
O00 NATOOOOethOOOOOO 1.1.1.1101.1.1.1300 ARPOOOOOOOOOOOOOOO ARP
gbooboooboooboo

ADD FIREWALL POLICY=net NAT=STANDARD INT=vlanl GBLINT=ethO
GBLIP=1.1.1.11-1.1.1.13

ADD IP ROUTE=1.1.1.11 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.12 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.13 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

dooogoan

000000 ENATOOOOOOOODOOOOODOO0OOOO0ADD FIREWALL POLICY RULEO O OOO
gooooooboooom

Port Restricted Cone NATO ENAPTO OO0 OCREATECONFIGO OO OOOOOOOOOOADD
FIREWALL POLICY NATOOOOOOGBLIP=WANO IPO 00000000 OCOCOWANDO IPOODO
OoooIPO0O0O0OOOOOOOOOOOOOOO0DOOOO0DOOO00O0OO0DODOOOOCREATE CONFIG O
O000000O00OO00OEDITOOOOOOGBLIP=WANDO IPOOOOOOOOOOOOO

goooog

CREATE FIREWALL POLICYO 69 0 00O
DELETE FIREWALL POLICY NATO 770000
SHOW FIREWALL POLICYO 125000 O
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ADD FIREWALL POLICY RULE

ADD FIREWALL POLICY RULE

O0000o000o0ooooooo /oooooooo

ADD FIREWALL POLICY=policy RULE=rule-id ACTION={ALLOW|/DENY NAT NONAT}
INTERFACE=interface PROTOCOL={protocol|/ALL|GRE|OSPF|SA|TCP|UDP|ICMP|ESP}
[IP=ipadd[-ipadd]] [PORT={ALL|port[-port]|port-name}] [GBLIP=ipadd]
[GBLPORT={ALL|port[-port]|port-name}] [REMOTEIP=ipadd[-ipadd]]
[SOURCEPORT={ALL|port[-port]|port-name}] [GBLREMOTEIP=ipadd[-ipadd]]
[LIST={list-name|RADIUS}] [NATTYPE={DOUBLE|ENHANCED|REVERSE|STANDARD}]
[NATMASK=ipadd] [ENCAPSULATION={NONE|IPSEC}] [AFTER=time] [BEFORE=time]
[DAYS=day-1ist] [TTL=hour:minute]

policy: 00000000000 0OO0DO101500000000000000000000
rule-id: 00 0 00 0102990

interface: IP 00 0 00 0000 0 eth0D ppp0 0 0 O

protocol: IP0 0000 00DO002550

ipadd: IPO0 000000000000

port: TCP/UDP 0 00 00 000655350

port-name: DO 000

listr-name: 00 0000000101500 000000000000000000

time: 00 Uhh:mm 0000 hh 00000230 mm O 0O 000590100

day-list: 0 0 0 0 0 0MONUO TUED WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
goooboooooobooooon

hour: 00O

minute: 00000

a0

gbooooboogobooobooboobbobn
oooooIPOO0O0OO0O0OOOOO0O0UOOOO0OO0OOOO00O0OOOPRIVATEOPUBLICOOOO
0000000000000 0o0o0odO0O0ONATOODDODOODOOODOOUOOODODODODODOOOOOOO
gobooobogoboobod

000000000 NATODODOOODOOOONATOOOOOODOODODOOODOOOOOOOOOO NAT
O000000ooNATOOOODOOODOOODOOOONATOODOODOODOOooOooOoooooooo
000000000 ooooooooooo00000o0ooooooo NATOOoooooooooo
000000000000 UOONATOODODODODOOOoOOODOO

00000000000 NATOADD FIREWALLPOLICY NATOOOOOOOOOOOO ENATOOO
000000000000000000000 ENATOOOO/0000000000000000000
0000000000000 0OONATOODODDOODODOO NATOOOO NATOOOOOOoOOoooooooo
00000000000 NATOOOOOOODOoOoOoooooooooooooooooooooon

goooog
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64

ADD FIREWALL POLICY RULE

POLICY OOO0OOOOOOOOODOO

RULE O0O0000OOCOOOOOOOOOOO0OODOOOOO0OOOOO0ODOOOOOO0O0ODOOOOOOO
gooooooooUo loooooooooon

ACTION 00000OO0ALLOWOOOMMDENYOOOMMNONATONATOOOOOMmMNATOOOO
NATOOOOOOOOOOONATOOOOOOOOONATIYPEOOOOOOO NATOOOO
00000000 NATOOADD FIREWALL POLICY NATOOOOOOQOUOOoOooOoooooo
NATOOOOOOOODOOODODONONATONATO OOOOODOoooooooooooooooo
gboboobogobooboo

INTERFACE 0000O0COOCOIPO00O0O0OOODOOOOOOOOOOO0OO0OOODOOOOOOOO
gooboobogboboobooobooboobobooboobbobbooboobboobo
O0O0ONATOODOOOODOOONATOOOOOOOOODOOODOOODOGBLINTERFACED OO
Ooo0ooooGBLIPOOOOOOOOOOOO

PROTOCOL IPOOOO0OOOOOOOOOOOOOOOOOOOOOOOOOTCPOUDPOOOOO
OoooPORTOOOOOOOOO

1P OooooIPOOCOUOOPUBLICOOOOOOODOOOOOOOOOOOOOOPRIVATEDDODOO
0000000000000 o0oooo00oO000o0oDUOooooOPUBLICOO
00000000oooooooooooo0oO0ooooOo NATOODODDOODOooooooo
O0000O0oGBLIPODOOOOOOOODODODOOOOOOOOODOOOOOIPODODOOOOOOO
gboobooboobobgoboboobo

PORT 0000000000 O00O0O0OO0OO0OOOOOOOOOOOOOOOOOPUBLICOOOOOOOO
O0o00ooOooooooOooooOoOoO0oO0oO0O0ONATOOODODOOODOOODOOODODODOOOOOO
GBLPORTO OO OOOOOOOODOOOOOOOODOODODOOOOPORTOODOOODOODOOO
gooboobooobooobooobo

GBLIP NATOOOOOOOUOOOUOOOOOODOINTERFACEODOOOOOO PUBLICOOOOOOO
0000000 UOOPUBLICODOOOUODOOO NATOOOODODOODOOODOOODOOOOOOO
goooooo0ooO0oooooooogo IPOODoDOoooOOoOoOoOOO

GBLPORT NATOOOOOOOOOOOODOOODOOUOOOOOOOOOINTERFACEDOOOOOO
PUBLICOOOOOUOOOOOODOOOOOPUBLICOOOOOOOOO NATODODOOOOOO
0000000000000 o00oooo0oooooUdo PORTOOODOOOOOO
oo

REMOTEIP 00000 IPOOOOOPUBLICOOOOOOOOOOOOOOOOOOOOOPRIVATE
gbooboobogbboobooobooboobobooboobbobbooboobbooobo
gboboobogobooboo

SOURCEPORT 0000000000000 OOOOOOOOOOOOOOOOOOOPROTOCOLO
TCPO UDPOUOOOODOOOOOOOOOOOOOOOOOOOOOOOOOO

GBLREMOTEIP 0000 NATOOOO NATOOOOOOOOOIPOOOOOPUBLICOOOOOOO
OONATOOUOOOOODODOODOUODODOODODODODODODUOODODODOOPRIVATEOOOOOOOOO
NATOOOOOONATOOOOOOIPOOOOOOOODOOOOOODOOOO0OOACTIONDO NAT
OONATTYPEO REVERSEOD DOUBLEOOOOOOOO

LIST 0000000000 DOOOORADIUSOOOOOOOOOORADIUSOOOOOOOOOOOO
OO0O0ORADIUSOOOOOOOOOOOOOOOOOOOOOOOOOOO10000000O 40
O000oOooUIPOOOOOOOOOPUBLICOO PRIVATECD OODDODUOODOODOOOOOOOOO
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ADD FIREWALL POLICY RULE

PRIVATEO O PUBLICOOOOO0OO0OOOOOOOOOOOOOOOOOOMACDOOOOOO
OO0 Ethernet 00 0000000000000 OOOOOOOOOOOOO MACOOOOOOO
gbooooo

NATTYPE NAT OO0 ODOUBLED ENHANCEDO REVERSED STANDARD 0 O 00 ACTION O O
O00O0O0NATOOODOOOOOOOOOOOOO STANDARDO

NATMASK NATOOOOOOACTIONOOOOOOO NATOOOOONATTYPEOOOOOOO
DOUBLEO REVERSEO STANDARD O OO0 O OO0 O0OoOOoOOOoooO

ENCAPSULATION IPSECOO0O0OOOOOPsecOO0OO0OO0OOOOOOOIPOODOOODOOOOO
O0000oooooooooOoOlIPsecO0OOOOO IPOOOODOOOOOOOOOOOODODOO
00000 NONEO

AFTER 0O00OO0OO0OOCOOOOOOOOOOOOOOOODOODOO

BEFORE 0O0000O0O0OO0OO0OOOOOOOOOODOOOOOOOODOO

DAYS 000000000000 0OO0OO0ODOOO0O0000000000000000000OWEEKDAY
00 MON,TUE,WED, THU,FRIOO 00 O 0O OWEEKEND OO SAT,SUNOO OO0 00000 ALL

TTL OO0OOO0OO0OQCOO0OOCO:00

goooo goood
ECHO 7
DISCARD 9
FTP 21
TELNET 23
SMTP 25
TIME 37
DNS 53
BOOTPS 67
BOOTPC 68
TFTP 69
GOPHER 70
FINGER 79
WWW 80
HTTP 80
KERBEROS 88
RTELNET 107
pPOP2 109
pPOP3 110
SNMPTRAP 162
SNMP 161
BGP 179
RIP 520
gooobobod CentreCOM AR415S 0000000 0O0ODO 2.9
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ADD FIREWALL POLICY RULE

L2TP 1701
PPTP 1723
VDOLIVE 7000
REALAUDIO 7070
REALVIDEO 7070

014 00000000000 TCP/UDPOOOOO

g
m LANOvlanlOOOOO MS-Networks 0000000000 13701390000000

ADD FIREWALL POLICY=mynet RULE=1 AC=DENY INT=vlanl PROT=UDP PORT=137-139
ADD FIREWALL POLICY=mynet RULE=2 AC=DENY INT=vlanl PROT=TCP PORT=137-139

s 0000000 200.100.10100000000ppp0 00 0000000000000

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=pppO0 PROT=ALL
IP=200.100.10.10

s 0000000 200.100.1050000000 TCP8OOOODOOOOOppp0 0 O0O0O0O0O0OOOOO
oo

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=ppp0 PROT=TCP
IP=200.100.10.5 PORT=80

e 00000000myguest0 00000000 IPOODO0OO00O00ppp00000000O00O00O0DO

ADD FIREWALL POLICY=mynet RULE=1 ACTION=ALLOW INT=pppO PROTO=ALL
LIST=myguest

goooog

CREATE FIREWALL POLICYO 690 00O

CREATE FIREWALL POLICY DYNAMICO 700000
DELETE FIREWALL POLICY RULEC 78 0 0 O O

SET FIREWALL POLICY RULEC 1120 000

SHOW FIREWALL POLICYO 1250000
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ADD FIREWALL POLICY UDPPORTTIMEOUT

ADD FIREWALL POLICY UDPPORTTIMEOUT

0000000000000 0 /JOoOoOoooooooooo

ADD FIREWALL POLICY=policy UDPPORTTIMEOUT=port [TIMEOUT={minutes|
DEFAULT}]

policy:IZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIlIZIlSIZIIZIDDDDDDDDDDDDDDDDDD
port: UDP 0 0000010655350
minutes: 1 1000432000000 3000000000

a0

goooooooooooo UbPOO0OOooOoOoOoOoOoOoOOoOOOOOOOOOO
00o0o0o0o0oUoooooooooooooo UbDPOOOOOODOOOOOOOOODOOODOOOOOO
gbooboobbogbogoobooboooobo

UDPOOOOOOOODOODODOODOOOOOOOO
()0OooUDPOOOOUOUOOOOOSET FIREWALL POLICY O OO OO UDPTIMEOUTOOOO
go000oooOoooOooooOooO20000000UDPOOOOOODOODDUODOOODODODODODODOO
go00O0o0oo S00000oodoooU00oUOL 10D oDoDooDooooOo 50000000
Oooooooo UDPTIMEOUTOOOOOOOOOOOOMM

000000000 oOoooooooo UDPOOOODOOOOOOOOOOOO TIMEOUT OO
gboooobogboboobbooboobobobbooboobbooobobooboobbobboon
gbooobobooobogon
oUDPOOOOOOODOOOOOOOOOOOOOUOOO0OOOODODOOOPUBLICOOO UDPOODO
O00000oooooo UDPPORTITIMEOUTOOOOOOOOOOODODODOOOOOOOOOOOO
OO00O0O0O0OPRIVATE - PUBLICOOOOOO0OOOOOOOOPUBLIC - PRIVATEO OOOQOQOOOO
gbooobbogo

(O00]

OO0 (H)Oooooooooosoe0 00 000ooo UbPOOOOOOOOOOOOOOOOOOOOO
00 SET FIREWALL POLICY OO OO0 UDPTIMEOUTO OO OOOOOOOOOOOOOOOOOO
O0000ooooooooo0ooooooooooo st OO ooooDooOoOb060000
oo

ooos0e00 000000000000 DOODOODOOOOODOODOODODOODODDOOOODOOOOOOODOO
ooooos06e000 0000000000000 00D0DODOOODOO0O0O0DDODOODODDODODOOOOOO
506000 0000000000000 (()00O0O0O0O0OOOO0OOOOO

goooog
POLICY OOOOO0OOOOOOOO

UDPPORTTIMEOUT UDPOOOOOOOOOOOCOPUBLICOOOOOOOOOOOOOOOOOO
gboobooobogoboo
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ADD FIREWALL POLICY UDPPORTTIMEQUT

TIMEOUT UDPOUOOUOO0O0OO0O0OO0OOOMOOOOOOOOOOOOOOO0DOOOOOOOODOOO
00000 DEFAULTOOOOOOO0OO0ODOO0OO0OOO0OO0 UDPOOOOOODOOOSET FIREWALL
POLICYOODOOO UDPTIMEOUTOOOOOOOOOOOOOODOOOODOOOOOOOOOO
gbooboobogobooboboobbobboobooboooboo

g

s 0000 UDPOOO 1000000 UDPOOOOOOOOOOOOOOODOOOOOOOOOOOOODO
100000000000000000300000000000000

ADD FIREWALL POLICY=net UDPPORTTIMEOUT=10000 TIMEOUT=3

goooog

DELETE FIREWALL POLICY UDPPORTITIMEOUTO 79 00 00O
SET FIREWALL POLICYO 1070000

SET FIREWALL POLICY UDPPORTTIMEOUTO 114 00 OO
SHOW FIREWALL POLICY UDPPORTTIMEOUTO 139 00 00O
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CREATE FIREWALL POLICY

CREATE FIREWALL POLICY

0000000000000 0 /JOoOoOoooooooooo

CREATE FIREWALL POLICY=policy

policy: 00000000000 0OO0DO101500000000000000000000

a0

gooboobogboooboooboobbobboobooboobn
0000ADD FIREWALL POLICY INTERFACEO 00 OO PUBLICO PRIVATEQO OO OOOOOO
goooobogobooobooboobbobboobo

goooog

POLICY OOO0OO0OOOOOOOO

g
00000000000 0mynetd 000000

CREATE FIREWALL POLICY=mynet

goooog

ADD FIREWALL POLICY INTERFACEO 54 0 O O O
ADD FIREWALL POLICY LISTO 58 00 OO

ADD FIREWALL POLICY NATO 600 0 OO

ADD FIREWALL POLICY RULEO 63 00 00
DESTROY FIREWALL POLICYO 810000
DISABLE FIREWALL POLICYO 86 0 OO O
ENABLE FIREWALL POLICYO 97000 0O

SHOW FIREWALL POLICYO 1250000

oooooooo CentreCOM AR415S 00000000 DO 2.9
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CREATE FIREWALL POLICY DYNAMIC

CREATE FIREWALL POLICY DYNAMIC

0000000000000 0 /JOoOoOoooooooooo

CREATE FIREWALL POLICY=policy DYNAMIC=template

policy: 00000000000 0OO0DO101500000000000000000000
template: 000 000000000000000O0OOO010150000000000000000000000

a0

googoobogboooboooboobbobboo
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
OO0 PPPOOOOOOOODODOODOOOOOOOOOOOOOOOODOODROO
O00000o000oooooooooADD FIREWALL POLICY DYNAMICOOOOOOOOOOO
0000000000 oooU0ooU0oU00oo0ooOUooOU0oDU00DoODUOoOUODOUOoODOoOoOOADD
FIREWALL POLICY INTERFACEO O OO OOODYN-O OO OOOOooooooooooooo

goooog

POLICY OOO0OO0OOOOOOOO
DYNAMIC OO0O0O0O0O0OO

g

s PPPO0O0O0Ojoge0 0000000000000 O0OO0OPPPOOOOOOOOOOOOOOOOO
O00O0OO0OOnet0 0 PRIVATECOODDOODDOOOODOODODO

CREATE FIREWALL POLICY=net DYNAMIC=pppif
ADD FIREWALL POLICY=net DYNAMIC=pppif USER=joge
ADD FIREWALL POLICY=net INTERFACE=dyn-pppif TYPE=PRIVATE

goooog

ADD FIREWALL POLICY DYNAMICO 520 00O
DELETE FIREWALL POLICY DYNAMICO 730000
DESTROY FIREWALL POLICY DYNAMICO 82000 O
SHOW FIREWALL POLICYO 1250000
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DELETE FIREWALL MONITOR

DELETE FIREWALL MONITOR

O00oo0ooooooooo /oooooo

DELETE FIREWALL MONITOR=monitor-id

monitor-id: 0 0 00 IDO 10 655350

a0

gboooobogoboobobooboobobobboobooooo
goooog

MONITOR OOOOIDODOOOOOOO

goooog

ADD FIREWALL MONITORO 500000
DISABLE FIREWALL MONITORO 84 00 0O
ENABLE FIREWALL MONITORO 95000 O
SET FIREWALL MONITORO 106 0 O OO
SHOW FIREWALL MONITORO 124 000 0O
SHOW FIREWALL SESSIONO 141 0 00O
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DELETE FIREWALL POLICY APPRULE

DELETE FIREWALL POLICY APPRULE

O0000o000o0ooooooo /oooooooo

DELETE FIREWALL POLICY=policy APPRULE=app-rule-id

policy: 00000000000 0OO0DO101500000000000000000000
app-rule-id: 00 000000000000102990

a0

googoobogbooooboooboobbobbooboobo
goooog

POLICY OOOO0O0OOOOOOOO
APPRULE 0OO0OO0O0OOOOOOOODOO

goooog

ADD FIREWALL POLICY APPRULECS1 0 OO0
SHOW FIREWALL POLICYO 1250000
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DELETE FIREWALL POLICY DYNAMIC

DELETE FIREWALL POLICY DYNAMIC

0000000000000 0 /JOoOoOoooooooooo

DELETE FIREWALL POLICY=policy DYNAMIC=template {FILE=filename
USER={username|ALL|NONE} }

policy: 00000000000 0OO0DO101500000000000000000000

templatee 000 000000000000000O0OOO010150000000000000000000000
filename: 0000000000 .txtO

username: 0000 001063000000000000000

a0

gooboobogboooboooboobbobboobooboobn
goooog

POLICY OOO0OOOOOOOOODOO

DYNAMIC 0000000000000 O0O0OOOOOO

FILE 000000000000000100000000000000000 .4xtO

USER OOOOOONONEOODODOOOODOOODOODOODOOOODODODANYDODOODOODODOODODO
goood

goooog

ADD FIREWALL POLICY DYNAMICO 520 00O
DESTROY FIREWALL POLICY DYNAMICO 82000 O
SHOW FIREWALL POLICYO 1250000
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DELETE FIREWALL POLICY INTERFACE

DELETE FIREWALL POLICY INTERFACE

go00O0o000O000O0U0 /JOoUOOoDUOUOoOUOUOUoOUOOoo
DELETE FIREWALL POLICY=policy INTERFACE=interface

policy: 00DD00D0O00DOD00O101500000000000000000000
interface: TP 00 000 0000 0 eth0D ppp0 000

a0

goobooobogobooobooboobbobboobo
goooog

POLICY OOOO0O0OOOOOOOO
INTERFACE IPOOOOOOOOO

goooog

ADD FIREWALL POLICY INTERFACEO 54 0 O O O
CREATE FIREWALL POLICY DYNAMICO 700000
SHOW FIREWALL POLICYO 1250000
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DELETE FIREWALL POLICY LIMITRULE

DELETE FIREWALL POLICY LIMITRULE

0000000000000 /JOoOoOoOooooo
DELETE FIREWALL POLICY=policy LIMITRULE=rule-id

policy: 00000000000 0OO0DO101500000000000000000000
rule-id: 00 0 00 010 42949672950

a0

gooboboboogboooboooboooboobboobooboobbobboobboooobo
goooog

POLICY 0OO0O0OOQOOOOOOOOOOOODUODUOODDUODOOO
LIMITRULE 00000000 IDO1-42949672950 00000

goooog

ADD FIREWALL POLICY LIMITRULEO 56 0 0 O O
SET FIREWALL POLICY LIMITRULED 111 000 O
SHOW FIREWALL POLICY LIMITRULEO 136 D O O O
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DELETE FIREWALL POLICY LIST

DELETE FIREWALL POLICY LIST

go0d0oO00ooUO0OoUOoUOO /Jooooooa
DELETE FIREWALL POLICY=policy LIST=list-name

policy: 00000000000 0OO0DO101500000000000000000000
list-name: 00 0000000101500 00000000000000000O0

a0

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gboooobogobooobooboon

goooog

POLICY OOOO0O0OOOOOOOO
LIST 00O0ooggg

goooog

ADD FIREWALL POLICY LISTO 58 00 OO
SHOW FIREWALL POLICYO 1250000
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DELETE FIREWALL POLICY NAT

DELETE FIREWALL POLICY NAT

0000000000oo0o0O /oooooooo NAT

DELETE FIREWALL POLICY=policy NAT={ENHANCED|STANDARD| ENAPT}
INTERFACE=interface GBLINTERFACE=interface [IP=1ipadd]

policy: 00000000000 0OO0DO101500000000000000000000
interface: IP 00 00000000 eth00 ppp0 000
ipadd: IP 0000

a0

0000000000000 0OU000UUUOONATOODODDODODOOOO
goooog

POLICY OOO0OO0OOOOOOOO

NAT NAT OO 0OOSTANDARDO ENHANCEDO ENAPT O OO OO

INTERFACE OO0OOOO0OOIPOODOOOOOO

g 000000010 1IONATOOODOOOOOODIPOOOOOOOODOONAT=STANDARD OO
goood

GBLINTERFACE OOOOO0OOIPOOOOOOOO

goooog

ADD FIREWALL POLICY NATO 600 O OO
CREATE FIREWALL POLICY DYNAMICO 700000
SHOW FIREWALL POLICYO 1250000
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DELETE FIREWALL POLICY RULE

DELETE FIREWALL POLICY RULE

0000000000000 /JOoOoOoOooooo
DELETE FIREWALL POLICY=policy RULE=rule-id

policy: 00000000000 0OO0DO101500000000000000000000
rule-id: 000 000102990

a0

gboooboboobogoboobooobooboo
goooog

POLICY OOOO0O0OOOOOOOO
RULE OCOOOO

goooog

ADD FIREWALL POLICY RULEO 63 00 00
SET FIREWALL POLICY RULEC 1120 000
SHOW FIREWALL POLICYO 1250000
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DELETE FIREWALL POLICY UDPPORTTIMEOUT

DELETE FIREWALL POLICY UDPPORTTIMEOUT

0000000000000 0 /JOoOoOoooooooooo

DELETE FIREWALL POLICY=policy UDPPORTTIMEOUT=port

policy: 00000000000 0OO0DO101500000000000000000000
port: UDP OO0 0O 0010655350

a0

gooooooooooooo UbPOOOOoOOoOoOOOOOOOOOOOOOODOO
goooog

POLICY OOOO0O0OOOOOOOO
UDPPORTTIMEOUT UDP OO0 0O0OOADD FIREWALL POLICY UDPPORTTIMEOUT OO0 0 O O
gboobooboobobooobooobooboooboobobooboobbobbooboobo

g

s 0000000000000 UDPOOO 1000000 UDPOOOOOODOOOOOOOOOOOODO
goo

DELETE FIREWALL POLICY=net UDPPORTTIMEOUT=10000

goooog

ADD FIREWALL POLICY UDPPORTTIMEOUTO 67 D OO O
SET FIREWALL POLICY UDPPORTTIMEOUTO 114 00 OO
SHOW FIREWALL POLICY UDPPORTTIMEOUTO 139 00 00O
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DELETE FIREWALL SESSION

DELETE FIREWALL SESSION

0000o0000ooooooo /Jooooooooooooo

DELETE FIREWALL SESSION={session-id|ALL}

session-id: 10 000 ID

a0

gboooboboobogoboobbooboobboobooboon
goooog

SESSION 00000 IDOSHOW FIREWALLSESSION O OOOO0OOOO0OO0OOALLOOOOOOO
gooboobogoobooobooobo

goooog

SHOW FIREWALL SESSIONO 141 0 0 0O
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DESTROY FIREWALL POLICY

DESTROY FIREWALL POLICY

0000000000000 0 /JOoOoOoooooooooo

DESTROY FIREWALL POLICY=policy

policy: 00000000000 0OO0DO101500000000000000000000

a0

gbooooboobooobooboo
goooog

POLICY OOOOO0OOOOOOOO

goooog

CREATE FIREWALL POLICYO 690 00O
DISABLE FIREWALL POLICYO 86 0 OO O
ENABLE FIREWALL POLICYO 970000
SHOW FIREWALL POLICYO 1250000
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DESTROY FIREWALL POLICY DYNAMIC

DESTROY FIREWALL POLICY DYNAMIC

0000000000000 0 /JOoOoOoooooooooo
DESTROY FIREWALL POLICY=policy DYNAMIC=template

policy: 00000000000 0OO0DO101500000000000000000000
template: 000 000000000000000O0OOO010150000000000000000000000

a0

googoobogboooboooboobbobboo
goooog

POLICY OOO0OOOOOOOOODOO
DYNAMIC O00O0O0000O0OOO0OO0OOOOOOOO

goooog

ADD FIREWALL POLICY DYNAMICO 520 00O
CREATE FIREWALL POLICY DYNAMICO 700000
DELETE FIREWALL POLICY DYNAMICO 730000
SHOW FIREWALL POLICYO 1250000
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DISABLE FIREWALL

DISABLE FIREWALL

O00oo0ooooooooo /oooooo

DISABLE FIREWALL

a0

googoobogboooboooboobbobboo

goooog

DISABLE FIREWALL NOTIFYO 85000 O
DISABLE FIREWALL POLICYO 86 0 OO O
ENABLE FIREWALLO 94 00 00O
ENABLE FIREWALL NOTIFYO 96 000 O
ENABLE FIREWALL POLICYO 970000
SHOW FIREWALLO 1150000

googooooo CentreCOM AR415S 000 000000ODO 29 | 83
613-000667 Rev.J



DISABLE FIREWALL MONITOR

DISABLE FIREWALL MONITOR

O00oo0ooooooooo /oooooo

DISABLE FIREWALL MONITOR

a0

googoobogboooboooboobbobboo
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gboooobogobooooboo

goooog

ADD FIREWALL MONITORO 500000
DELETE FIREWALL MONITORO 71 00 O O
ENABLE FIREWALL MONITORO 95 000 O
SET FIREWALL MONITORO 106 0O OO
SHOW FIREWALL MONITORO 124 000 0O
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DISABLE FIREWALL NOTIFY

DISABLE FIREWALL NOTIFY

O00oo0ooooooooo /oooooo

DISABLE FIREWALL NOTIFY={ALL/MAIL|MANAGER|PORT|SNMP}

a0

goobooobogobooobooboobbobboobo

goooog

NOTIFY 00000OO0OO0OALLOOOOOOOOOOOOOOOOOOOOOO

goooog

DISABLE FIREWALLO 83 00O OO
DISABLE FIREWALL POLICYO 86 0 OO O
ENABLE FIREWALLO 94 00 00O
ENABLE FIREWALL NOTIFYO 96 000 O
ENABLE FIREWALL POLICYO 97 0000
SHOW FIREWALLO 1150000

gooobobod CentreCOM AR415S 00 00000DO0ODO 2.9
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DISABLE FIREWALL POLICY

DISABLE FIREWALL POLICY

0000000000000 0 /JOoOoOoooooooooo

DISABLE FIREWALL POLICY=policy [ACCOUNTING] [DEBUG={ALL|HTTP|PACKET|PKT|
PROCESS|PROXY|SMTP}] [FRAGMENT={UDP|ICMP}] [ICMP_FORWARDING={ALL|
PARAMETER|PING|SOURCEQUENCH|TIMEEXCEEDED| TIMESTAMP|UNREACHABLE} ]
[LOG={ALLOW|DENY|DENYDUMP |INAICMP|INALLOW|INAOTHER| INATCP|INAUDP|
INDDICMP|INDDOTHER|INDDTCP|INDDUDP|INDDUMP|INDENY|INDICMP|INDOTHER)|
INDTCP|INDUDP|OUTAICMP|OUTALLOW|OUTAOTHER|OUTATCP|OUTAUDP|OUTDDICMP)|
OUTDDOTHER|OUTDDTCP|OUTDDUDP|OUTDDUMP|OUTDENY | OUTDICMP|OUTDOTHER|OUTDTCP|
OUTDUDP}] [OPTIONS={ALL|RECORD ROUTE|SECURITY|SOURCEROUTE|TIMESTAMP}]
[PING]

policy: 00000000000 0OO0DO101500000000000000000000

a0

gboooboboobogoboobboooboobbooboo
gooooooolieMPOOOOOOOOOOOOOOOOOOOOUOODOODOODOOOODODOOOO
IPOODOOO0OOODOOOOOOOOO

goooog

POLICY OOO0OOOOOODOOODOO

ACCOUNTING 0O00O0O00O00O0OODO0OO0OOOOOOOOOO

DEBUG 000000000 O0OUOOOOOPKTOPACKETO ODOOOOOSOO0OODOOODOODOMOI
PROCESSO D OO0 OOOOOOOMMHATIPOHTIPOOOOOOOOODOMSMTPOSMTP OO
000000 ooU0mPROXYOOODODODDODOODODDWALLDDDODOODDODO

FRAGMENT 00000000000 0O0O0OO0OOCOO0O0OOOO0OO0O00O0ODOOOOO0OOOOOOOO
oooooooIPOo0000oOol40000ooooO 178000 0000DoooooOoooon
gboooobogon

ICMP_FORWARDING 00000 ICMPOOOOOOOOOOOOOOOOOOOOOOOOOOOO
AlLO0O0OO0O0OO0O0OoOoOOoUooo IcMPOOODOOODOOOoOooooooooooOd

LOG 0000000000000 oooooooooooooooooooooon

OPTIONS IPO0OO0OOOO0OOOOOOOOOOOOIPODOOOOOOOOOOOOIPOOOOOOO
goooo00o0ooo0oO00moooooooooooooooooooooo IPOOooOOOO
gboboobogobooboo

PING 00000000 PINGOOOOOICMP ECHO/ECHOREPLYDO O OO OOOOooOooooO
g0000moooo0oO0dooUoooo PINGOOoooO
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DISABLE FIREWALL POLICY

g

s PINGOOOOOOOOOOOOO

DISABLE FIREWALL POLICY=mypolicy ICMP_FOWARDING=PING

dooogoan

ENATOOOOPINGODOOODOOOOODOODOOOICMP.FORWARDINGOOOOOOOODODOOOOO
PINGOOOOOOOOO

goooog

DISABLE FIREWALLO 83 00O OO
DISABLE FIREWALL NOTIFYO 85000 O
ENABLE FIREWALLO 94 00 00O
ENABLE FIREWALL NOTIFYO 96 000 O
ENABLE FIREWALL POLICYO 97000 0O
SHOW FIREWALLO 1150000

SHOW FIREWALL POLICYO 1250000
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DISABLE FIREWALL POLICY IDENTPROXY

DISABLE FIREWALL POLICY IDENTPROXY

000000000000 00 /identoooooQ

DISABLE FIREWALL POLICY=policy IDENTPROXY

policy: 00000000000 0OO0DO101500000000000000000000

a0

ident0 0000000000000
ident0000000000000000000O00O0OO0O0OO0OO ident(REC1413)0 00000000
O0000000000ddent0 0000000 RSTOOOOTCPOOOOOOOOOOOOOOOOOO
gboooboboo

goooog
POLICY OOO0OO0OOOOOOOO

goooog

ENABLE FIREWALL POLICY IDENTPROXYO 99 O O OO
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DISABLE FIREWALL POLICY P2PFILTER

DISABLE FIREWALL POLICY P2PFILTER

0000000000000 0 /JOoOoOoooooooooo

DISABLE FIREWALL POLICY=policy P2PFILTER={WIN'NY}

policy: 00000000000 0OO0DO101500000000000000000000

a0

gdoooooOoOoOoOoO0OoUO0ODUOoDOO PPOOODDODOOOOOODOOOOOOOO
goooog

POLICY OOOOO0OOOOOOOO
P2PFILTER 0O0OO0O0O P2PO0O0O0O0OOOOOOO

g
s 0 000000000000000WINNYOOOOOOOOOO

DISABLE FIREWALL POLICY=policy P2PFILTER=WINNY

goooog

ENABLE FIREWALL POLICY P2PFILTERC 100 0 O O O
SHOW FIREWALL POLICY P2PFILTERO 138 0 0O O
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DISABLE FIREWALL POLICY TCPSETUPPROXY

DISABLE FIREWALL POLICY TCPSETUPPROXY

0000000000000 0 /JOoOoOoooooooooo

DISABLE FIREWALL POLICY=policy TCPSETUPPROXY

policy: 00000000000 0OO0DO101500000000000000000000

a0

O0000oooooooooOoOoooOOooUOOPUBLICODOOO TCPSYNODOODODOOOOODOODOODODO
gboooobogoboooooboo

0000000000000 O0O00D0O00PUBLICOPRIVATEDO O OO OOOOOO TCPOOOOOOO
OO0 TCPSYNUOOOOODODOODODOODODOODODOODODOOOoOoooooooooooooooooon
goooobooboooboobooooboobboobooboobbobboobo

goooog
POLICY OOOOO0OOOOOOOO

goooog

ENABLE FIREWALL POLICY TCPSETUPPROXYO 101 00 OO
SHOW FIREWALLO 1150000
SHOW FIREWALL POLICYO 1250000
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DISABLE UPNP

DISABLE UPNP

O0oooooooooooog /UPnP

DISABLE UPNP

a0

UPnPO Universal Plug and PlayD 000 000000000000000000

goooog

ENABLE UPNPO 1020000
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DISABLE UPNP ACTION

DISABLE UPNP ACTION

Oooooooooooood /UPnP

DISABLE UPNP FWPOLICY=policy INTERFACE=interface ACTION=action-name

policy:IZIIZIEIEIIZIIZIIZIIZIEIIZIIZIIZIIZIIZIlIZIlSIZIEIDDDDDDDDDDDDDDDDDD
interface: IP 000000000
action-name: UPnP Action 0 0O O

a0

0000000 U0oooog UPnPActionO0D0O0OO0O0OCOODOOOODODOO
goooog

FWPOLICY O0O0O0OO0OO0OO0O0OOOOOO
INTERFACE IPOOOOOOOOO
ACTION UPnPAction0 00000000000 OSHOWUPNPINTERFACEO OO OOOOOOOO

goooog

DISABLE UPNP L4PORTO 930000
ENABLE UPNP ACTIONCO 1030000
ENABLE UPNP L4PORTO 104000 O
SHOW UPNPO 1440000

SHOW UPNP INTERFACECD 1490000
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DISABLE UPNP L4PORT

DISABLE UPNP L4PORT

Oooooooooooood /UPnP

DISABLE UPNP L4PORT={0-65535}

a0

UPnPOOOO0OOOOOD 40000000000000000000O0O0O0OOOOOO

goooog

L4PORT 0000400000

goooog

DISABLE UPNP ACTIONO 920000
ENABLE UPNP ACTIONCO 1030000
ENABLE UPNP L4PORTO 104 00 O O
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ENABLE FIREWALL

ENABLE FIREWALL

O000oo0ooooooooo /Joooooo

ENABLE FIREWALL

a0

googoobogboooboooboobbobboo

goooog

DISABLE FIREWALLO 83 00O OO
DISABLE FIREWALL NOTIFYO 85000 O
DISABLE FIREWALL POLICYO 86 0 OO O
ENABLE FIREWALL NOTIFYO 96 000 O
ENABLE FIREWALL POLICYO 970000
SHOW FIREWALLO 1150000
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ENABLE FIREWALL MONITOR

ENABLE FIREWALL MONITOR

O00oo0ooooooooo /oooooo

ENABLE FIREWALL MONITOR

a0

googoobogboooboooboobbobboo
gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gboooobogobooooboo

goooog

ADD FIREWALL MONITORO 500000
DELETE FIREWALL MONITORO 71 00 O O
DISABLE FIREWALL MONITORO 84 00 0O
SET FIREWALL MONITORO 106 0O OO
SHOW FIREWALL MONITORO 124 000 0O
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ENABLE FIREWALL NOTIFY

ENABLE FIREWALL NOTIFY

O00oo0ooooooooo /oooooo

ENABLE FIREWALL NOTIFY={ALL|/MAIL|MANAGER| PORT|SNMP}[, ...]
[PORT=asyn-number] [TO=email-addr]

email-addr: 000000000
asyn-number: 00000000000

a0

gbobogoobogboboobbooobooboboob
0000000 Manager 000 0000000000000 0O0O0O0O0O0O0O0O0OO0OO0OOOOO

goooog

NOTIFY 00000000000000D000000000000000MANAGER OO Manager [
0000000000 oooooooooooooooOoU00UoDoOooDOMAILDODOOOOOO
oooo0ooooTOooLU0UOdooooooooOO0oUooooooooooOoooooooon
OOoPORTOOOOOOODOOOOOOOOOOOOOPORTOOOOOOODODOODODOOOODOO
000000 0ooo0oo00oodooU00ooOU0oooOoDoDOoooSNMPOOOOOOOOO
SNMPOOOOOOOOSNMPOOOOOOOOOOOOOOOODO MANAGERO

PORT 00000000 O0OOOOOOOOOONOTIFY=PORTOOOOOOO

TO 0000000 OOCOOOCOOOOOONOTIFY=MAILOOOOODOO

goooog

DISABLE FIREWALLO 83 00O OO
DISABLE FIREWALL NOTIFYO 85000 O
DISABLE FIREWALL POLICYO 86 0 OO O
ENABLE FIREWALLO 94 00 00O
ENABLE FIREWALL POLICYO 97000 0O
SHOW FIREWALLO 1150000
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ENABLE FIREWALL POLICY

ENABLE FIREWALL POLICY

0000000000000 0 /JOoOoOoooooooooo

ENABLE FIREWALL POLICY=policy [ACCOUNTING] [DEBUG={ALL|HTTP|PACKET|PKT|
PROCESS|PROXY|SMTP}] [FRAGMENT={UDP|ICMP}] [ICMP_FORWARDING={ALL|
PARAMETER|PING|SOURCEQUENCH|TIMEEXCEEDED| TIMESTAMP|UNREACHABLE} ]
[LOG={ALLOW|DENY|DENYDUMP |INAICMP|INALLOW|INAOTHER| INATCP|INAUDP|
INDDICMP|INDDOTHER|INDDTCP|INDDUDP|INDDUMP|INDENY|INDICMP|INDOTHER)|
INDTCP|INDUDP|OUTAICMP|OUTALLOW|OUTAOTHER|OUTATCP|OUTAUDP|OUTDDICMP)|
OUTDDOTHER|OUTDDTCP|OUTDDUDP|OUTDDUMP|OUTDENY | OUTDICMP|OUTDOTHER|OUTDTCP|
OUTDUDP}] [OPTIONS={ALL|ROUTER_ALERT|RECORD ROUTE|SECURITY|SOURCEROUTE]
TIMESTAMP}] [PING]

policy: 00000000000 0OO0DO101500000000000000000000

a0

gboooboboobogoboobboooboobbooboo
ICMPOOOOOOOOOO0OOOOOOODDOOOODOOUOOOOOOOODOODODODOOOoDOOIPODOOOO
gobogobogobooooboo

goooog

POLICY OOO0OOOOOODOOODOO

ACCOUNTING 0000000000000 DOOO0O0OOOO0O0OOOOOOOOOOOOOOOOn
O000o0o00o0oooo 30INFOIO

DEBUG 000000000 O0OUOOOOOPKTOPACKETO ODOOOOOSGOOODOOODOODOMOI
PROCESSO D OO0 OOOOOOOMMHATIPOHTIPOOOOOOOOODOMSMTPOSMTP OO
000000 ooU0mPROXYOODODODODDOOODODODWALLDDDODODDOODDOODO

FRAGMENT 0O00000O0OO0OOCOOOCOOOOOOOOOUOOOUOOOOODOOODOOODOOOOOO
oooooIPO0OO00OOOO0I400000000017800000000000000000OOOO
gbooboobod

ICMP_FORWARDING 0000 ICMPOOOUOO0OOOOODOOOOOOOODOOOOOODOOODOO
ALLO0OO0OO0O0O0Oooooooo ICMPOOOOOOOODOOOOOOOODOODOOOOOOOO
do@mooooooooICcMPOOOOODOODOOODOODODOO

LOG 0000000000000 0000ooooooooooooooooooooog

OPTIONS 0000000 IPOOU0OO00OODOOOOOOOO0OOOOOOOOOOOOOOODOOO
go0ooooooUoooo P00 OoODoOoOoOoOoOoOOoOoOOn

PING 00000000 PINGOOOOOICMP ECHO/ECHOREPLYDO O OO OOOOoOoOooooO
gbooboobod
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ENABLE FIREWALL POLICY

=
m ICMP O Pingl Echo/EchoReply) O Unreachable 00000000

ENABLE FIREWALL POLICY=mypolicy ICMP_FOWARDING=PING,UNREACH

s J0ooooooooooobbobbooboooboobboooboo

ENABLE FIREWALL POLICY=mypollicy LOG=DENY

goooog

DISABLE FIREWALLO 83 00O OO
DISABLE FIREWALL NOTIFYO 85000 O
DISABLE FIREWALL POLICYO 86 0 OO O
ENABLE FIREWALLO 94 00 00O
ENABLE FIREWALL NOTIFYO 96 000 O
SHOW FIREWALLO 1150000

SHOW FIREWALL POLICYO 1250000
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ENABLE FIREWALL POLICY IDENTPROXY

ENABLE FIREWALL POLICY IDENTPROXY

000000000000 00 /identoooooQ

ENABLE FIREWALL POLICY=policy IDENTPROXY

policy: 00000000000 0OO0DO101500000000000000000000

a0

ident0 0000000000000
ident000000000000000000O0O0O0O0O0O0O000O0 ident(RFC1413)000000000
poboooooobooproxyuserboooooooooooon

goooog

POLICY OOO0OO0OOOOOOOO

dooogoan

00000 ident00000O0O0OODISABLE FIREWALL POLICY IDENTPROXY O OOUOOQOGOGoQOQO
O00O00Oident0 00000000 RSTOOOOODOODOOODOODOOOOO

goooog

DISABLE FIREWALL POLICY IDENTPROXYO 88 O OO O

googooooo CentreCOM AR415S 0000000000 29 |99
613-000667 Rev.J



ENABLE FIREWALL POLICY P2PFILTER

ENABLE FIREWALL POLICY P2PFILTER

0000000000000 0 /JOoOoOoooooooooo

ENABLE FIREWALL POLICY=policy P2PFILTER={WINNY} ACTION={NOTIFY DENY}
[THRESHOLD=1. .255]

policy: 00000000000 0OO0DO101500000000000000000000

a0

gdoooo0oOoOoOoOoOoUO0ODUO0DOO PPOOODDOOOOOOODOOOOOOOO
goooog

POLICY OOO0OOOOOOOOODOO

P2PFILTER 0000 P2PO0O0O0O0OOOOOOO

ACTION P2PO0O00O00OOOOOO0OOONOTIFYOOO DENYOOOOOMNOTIFYOOOOOO
gbobooobogoboooboobobobbooboobo

THRESHOLD 000000000000 0OQOO0OO0OOOO0ODOOO0OOOOOOOADSODOOOOOO
TCPOOOOODOOO 3-way handshake 0000 O0O0000ADSOOO0OOOO0OOOODOOO
gbooboobogbboobooobooboobbooboobbobbooboobboobo
Ooooo TCPOOOODOOODOOOOODOOOOOODOODOO 20000 0ACTION=DENY OO
000000WinnyOOOOOOOTHRESHOLDO OOOOOOOOOOO0OO0OO0O0DO0O0000O
O00o0ooooooOoTCPOOOOOOODOOODOOOACTION=NOTIFYOOOOOOOOO
Winny 0000 THRESHOLD O OOOOOOO0OO0O0D0O0O00000000000000

g
s 0000000000000 00WINNYOOOOOOOOODOOoooooooooooooo

ENABLE FIREWALL POLICY=policy P2PFILTER=WINNY ACTION=DENY

goooog

DISABLE FIREWALL POLICY P2PFILTERCO 89 0 0O O
SHOW FIREWALL POLICY P2PFILTERO 138 0 0O O
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ENABLE FIREWALL POLICY TCPSETUPPROXY

ENABLE FIREWALL POLICY TCPSETUPPROXY

0000000000000 0 /JOoOoOoooooooooo

ENABLE FIREWALL POLICY=policy TCPSETUPPROXY

policy: 00000000000 0OO0DO101500000000000000000000

a0

O0000oooooooooOoOoooOOooUOOPUBLICODOOO TCPSYNODOODODOOOOODOODOODODO
gboooobogoboooooboo

0000000000000 O0O00D0O00PUBLICOPRIVATEDO O OO OOOOOO TCPOOOOOOO
OO0 TCPSYNUOOOOODODOODODOODODOODODOODODOOOoOoooooooooooooooooon
0000000000000 00000ODISABLE FIREWALL POLICY TCPSETUPPROXY D OO O OO
gooboooboooboooboo

goooog

POLICY OOOO0O0OOOOOOOO

goooog

DISABLE FIREWALL POLICY TCPSETUPPROXYO 90 0O OO
SHOW FIREWALLO 1150000
SHOW FIREWALL POLICYO 1250000
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ENABLE UPNP

ENABLE UPNP

Oooooooooooood /UPnP

ENABLE UPNP

a0

UPnPO Universal Plug and PlayD 000 000000000000000000
UbnPO0O00O00O00O0000O00OO0O00O00O0000O0O0O0O0O0O0O0OOOADD FIREWALL POLICY
INTERFACEO O OO0 UPNPIYPEOOOOOOO UPnPOOO0OO0O0OO0O0OO0O0OO0OOOOSET
FIREWALL POLICY OO OOO UPNPOOOOOOOOOOOOOOOO UPnPOOOOOOOOO
oo

gooogogn

UPnPOOO0OCOOOOODHCPOOUOOOUODODOUOUODODUODUODLANODODOODODOOD DHCPO IPOOO
gooobbooobogboboobo

goooog

ADD FIREWALL POLICY INTERFACEO 54 0 O O O
DISABLE UPNPO91 0000
SET FIREWALL POLICYD 10700 0 O
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ENABLE UPNP ACTION

ENABLE UPNP ACTION

Oooooooooooood /UPnP

ENABLE UPNP FWPOLICY=policy INTERFACE=interface ACTION=action-name

policy:IZIIZIEIEIIZIIZIIZIIZIEIIZIIZIIZIIZIIZIlIZIlSIZIEIDDDDDDDDDDDDDDDDDD
interface: IP 000000000
action-name: UPnP Action 0 0O O

a0

0000000 U0oooog UPnPActionO0D0O0OO0O0OCOODOOOODODOO
goooog

FWPOLICY O0O0O0OO0OO0OO0O0OOOOOO
INTERFACE IPOOOOOOOOO
ACTION UPnPAction0 00000000000 OSHOWUPNPINTERFACEO OO OOOOOOOO

goooog

DISABLE UPNP ACTIONO 920000
DISABLE UPNP L4PORTO 930000
ENABLE UPNP L4PORTO 104000 O
SHOW UPNPO 1440000

SHOW UPNP INTERFACECD 1490000

googooooo CentreCOM AR415S 0000000000 2.9 103
613-000667 Rev.J



ENABLE UPNP L4PORT

ENABLE UPNP L4PORT

Oooooooooooood /UPnP

ENABLE UPNP L4PORT={0-65535}

a0

UPnPOO0OCOOO00O0O0I4A00000000OODISABLEUPNP I4PORTOOOOOOOOOOOO
gbooobboogobogooboobooooo

goooog

L4PORT 0000400000

goooog

DISABLE UPNP ACTIONO 920000
DISABLE UPNP L4PORTO 930000
ENABLE UPNP ACTIONCO 1030000
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SET FIREWALL MAXFRAGMENTS

SET FIREWALL MAXFRAGMENTS

0000000000000 0 /JOoOoOoooooooooo

SET FIREWALL MAXFRAGMENTS=8..50

a0

0000000000000 00000000oU000O00000DDUoDENABLE FIREWALL POLICY
00000 FRAGMENTOOOOODOOODMmMOoOoOoOooooooooooooooooo

goooog

MAXFRAGMENTS 0000000000000 O00O0O0O0OOQOO0OOO0OOQOOOOQOOOOODOOOOO
goooooooboboobooboboooboobooooooooooobobobbobbbbbboobo
0o0000oo00oooooo0UoOoo 2000000000000 00D0O0ODOooDoOoOOoooOon
goooooooooooIPOO00O0OOOOl400000000017800000O0O0O0O0O0O0OOO
000000 8Ub0ooooooooooooooooOoOoOOOOO

goooog

DISABLE FIREWALL POLICYO 86 0 OO O
ENABLE FIREWALL POLICYO 97000 0O
SHOW FIREWALLO 1150000

SHOW FIREWALL POLICYO 1250000
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SET FIREWALL MONITOR

SET FIREWALL MONITOR

O00oo0ooooooooo /oooooo

SET FIREWALL MONITOR=monitor-id [IP=ipadd] [COPYTO=ip-interface]
[APPLYTO={PRIVATE|PUBLIC|BOTH}]

monitor-id: 0 0 0 0 IDO 10 655350
ipadd: IP 0000
ip-interface: IP0 00000000 0ethOOppp0 000

a0

goobooobogobooobooboobbobboobo
goooog

MONITOR O OO0 IDOOOOOOOO

1P gooooooIpoOoOOg

COPYTO ODO0OOOOOOOOOOOOOOOOOOOOO
APPLYTO 0OUOOOO0OOUOOOOUOPRIVATE/PUBLIC/BOTHO OOOUOQOO

gooogogn

goooooooobooooogoboooobooboboob»oooboobboobooooobobobooDo
goooooooob™uooooooboobooooooboooboobobbobobDobogbDobobboo
goooobogoboobobooboo

goooog

ADD FIREWALL MONITORO 500000
DELETE FIREWALL MONITORO 71 00 O O
DISABLE FIREWALL MONITORO 84 00 0O
ENABLE FIREWALL MONITORO 95 000 O
SHOW FIREWALL MONITORO 124 000 0O
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SET FIREWALL POLICY

SET FIREWALL POLICY

0000000000000 0 /JOoOoOoooooooooo

SET FIREWALL POLICY=policy [FTPDATAPORT={RFC|ANY}] [TCPTIMEOUT=minutes]
[UDPTIMEOUT=minutes] [OTHERTIMEOUT=minutes] [UPNP={ENABLED|DISABLED}]
[ESPTIMEOUT=minutes]

minutes: 1 1000432000000 3000000000
policy:IZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIlIZIlSIZIIZIDDDDDDDDDDDDDDDDDD

a0

gbooooboogobooobooboobbobn
gbooboobogbooobooobooboboobboobooboobboobo

goooog

POLICY OOO0OOOOOODOOODOO

FTPDATAPORT ANYOOOOOOOPublicOOOO FIPOOOOOOOOOOOOOOOOOOO
O00O0ORFCOOOOOOO20000000000000000 REC

TCPTIMEOUT TCPOOOOOOOOOOOOMMOOOOOO 600

UDPTIMEOUT UDPOOOOOOOOOOOOmMOOOOOO200000000000000UDP
0o000o0oooooooooooooooooooooOosS00DL0Uooooooooon
0000 1000000000000 0ooo0o0oooooUoooO0UoDoDooOUooooOoOOoD bSO
Oo0o0oooooooooste0 000000 oo UbPOOOOOOOOODOOOOOODDO
gooooooooooooobobbobobbobbbboooooooobbbobobbobo
Ooos060000000000000005506000000MIM0O00ADD FIREWALL POLICY
UDPPORTTIMEOUT O O O0OOOOOOOOOOOOOOOOOOOOOOUDPOOOOOODO
goobooobogobooboboobobo

OTHERTIMEOUT TCPOUDPOOOOOOOOOOOOOOOMMOOOOODO?200

UPNP 0000000 UPNPOOOOOOOOOO ENABLEDDO OOOOOOOO DISABLED 00O
goo

ESPTIMEOUT ESPOUO0OO0O0OO0OOO(0)0OO0OOOO?200

goooog

ADD FIREWALL POLICY INTERFACEO 54 0 O O O

ADD FIREWALL POLICY UDPPORTTIMEOUTO 67 D OO O
DELETE FIREWALL SESSIONO 800 00O

ENABLE UPNPO 1020000

SHOW FIREWALL POLICYO 1250000
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SET FIREWALL POLICY ATTACK

SET FIREWALL POLICY ATTACK

O00oo0ooooooooo /oooooo

SET FIREWALL POLICY=policy ATTACK={DOSFLOOD|FRAGMENT HOSTSCAN|IPSPOOF
LAND|PINGOFDEATH|PORTSCAN| SMTPRELAY|SMURF|SMURFAMP|SPAM|SYNATTACK|
TCPTINY|UDPATTACK} [INTRIGGER=count] [OUTTRIGGER=count] [DETAIL=count]

[TIME=minutes]

policy:IZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIlIZIlSIZIIZIDDDDDDDDDDDDDDDDDD
count: 0 00 1042949672950
minutes: 0 0 010 4294967295 0 O

a0

vooooooooooodoooo
voooooodoodoggoogoodoogoooooooooooooooooooooooon
ooooo
voooooodoodoggoogoodoogoooooooooooooooooooooooon
000000000PUBLICODOO0O00O0O00OOOOPRIVATEDOOOOOODOOOOOOO0OO
ooooo
voooooodoodoguoodgoodoogoooooooooooooooooooooooon
OO0oO0OO0O0Ostartofattack 0000000000000 O00OOO00OO0000OOO0O0OODOOO
oooo
o00OO00o00O0000000000000000000000000000000000O 000 attack
inprogresst0 0000000000000
goo0o0O0O000000000000000000000000000000O0endofattackl 00000
vooooooooooodoodoouodoodoguoggo

goooog

POLICY OOOOO0OOOOOOOO

ATTACK 00000000000

INTRIGGER PUBLICOOOOOOOOOOOOOOOTIMEOOOOOOOOOOOOODOO IN-
TRIGGERO OO OO PUBLICOODOUOOUOODOOODOODOOUODODOOODOOOOOOOOOOOO
oo

OUTTRIGGER PRIVATEOOOOOOUOOOOODODOOOTIMEOOOOODOOOOOOOOO
OUTTRIGGERO OO OO PRIVATECO OOOOOOOODODODOOOOOOOODODOODOOOOOO
gooo

DETAIL 0000000000000 OO0OODO0OOO0OO0ODOOOOOOOOOOO0OOOO SHOW
FIREWALLEVENTOOOOOOOOOQOOOOOO

TIME 00O00O0O0OQOCO0O0OCOOODOOOODOOOOOO0
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SET FIREWALL POLICY ATTACK

DOSFLOOD ooooooobDOoshoooooooooooooooooo

FRAGMENT gboobobgooboobobuoooboboboboobobooboobuobooboooboo
gd

HOSTSCAN gbobodooboobobobobooooooooooboao

IPSPOOF [POOOO0OO0OOOOOIPOOOOOOODOO

LAND LANDOOOOOOOOOOoOoooooooooo IpPoooooono DOSO
goboobogobbooobo

PINGOFDEATH 000000 PINGOOOOOOOOOOOOoOooooooooooooooo
goboobogobbooobo

PORTSCAN dbdbodoouboobobdobooboboooooooboa

SMTPRELAY gobbooooboooobboboobboooobboobbbooooobo
goboobogon

SMURF Smurf 00 0000000000000 000000000000OO0 PINGO
goboboooobboooobobooobbbooobbooobbboboooobo
gobooboobboboboobooobooboo

SMURFAMP Smurf Amp 00 0OTCP Syn 000 SmurfO0O

SPAM spam 000 0000000000000

SYNATTACK SynO0O0O0O00O0O0IPODOOOODOOOTCPSynO0OO0O00O00O0O00OO
ooooooooo TCPOOOOOOOOOOOOOOO

TCPTINY Tiny Fragment 000 0000000000000 TCPOOOO 200000
00o0o0O00o0Syn00000D00O000O00O0O00O00O0O00O00O0

UDPATTACK ubroOoOoooooOoon

0150000

ATTACK INTRIGGER OUTTRIGGER TIME  DETAIL oooon

DOSFLOOD 80 160 2 5 DOSATTACK

FRAGMENT 1 1 2 0 FRAGMENT

HOSTSCAN 64 128 2 5 HOSTSCAN

IPSPOOF 1 1 2 0 DOSATTACK

LAND 1 1 2 0 DOSATTACK

OTHER 64 128 2 5 DOSATTACK

PINGOFDEATH 1 1 2 0 DOSATTACK

PORTSCAN 64 128 2 5 PORTSCAN

SMTPRELAY 1 1 2 5 SMTPATTACK

SMURF 1 1 2 0 SMURFATTACK

SMURFAMP 1 1 2 5 SMTPATTACK

SPAM 1 1 2 5 SMTPATTACK

SYNATTACK 32 128 2 5 SYNATTACK

TCPTINY 1 1 2 0 TCPATTACK

gooobobod
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SET FIREWALL POLICY ATTACK

UDPATTACK 32 128 2 5 DOSATTACK

Ol6:000000000000D0000

g
s ] 00000000000O000O0O0S00010000000000000000000O0A0

SET FIREWALL POLICY=mypolicy ATTACK=PORTSCAN INTRIGGER=100 TIME=5

gooogogn

000000000 ENABLE FIREWALLNOTIFYO O OOOOooooO

goooog

CREATE TRIGGER FIREWALLO O OO O OO0 1680000
ENABLE FIREWALL NOTIFYO 96 000 O
SHOW FIREWALL POLICY ATTACKO 1340000
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SET FIREWALL POLICY LIMITRULE

SET FIREWALL POLICY LIMITRULE

O0000o000o0ooooooo /oooooooo

SET FIREWALL POLICY=policy LIMITRULE=rule-id [SRCIPLIMIT=0..10000]
[INTERFACE=interface] [GBLREMOTEIP=ipadd|[-ipadd]] [IP=ipadd[-ipadd]]

policy: 00000000000 0OO0DO101500000000000000000000
rule-id: 00 0 00 010 42949672950

interface: IP 00 00000000 eth00 ppp0 000

ipadd: IP 0000

a0

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
goooog

POLICY 000000000000000000000000000

LIMITRULE 00000000 IDO1-429496729500 0000

SRCIPLIMIT 00000000000000000000

INTERFACE 00000000000000000000000000000000000000000
0000000000000000000000000000000 Firewall Policy0 00000
0ooo0ooo

IP 0000000000000 Private00IPO0000O00O0O00OO0O00O0OO0OOOO0000000
IP(Any)

GBLREMOTEIP 0000000000000 Publicd0IPOO00OO00O0O0O0DO0O0000000O0
00000 IP(Any)

goooog

ADD FIREWALL POLICY LIMITRULEO 56 0 0 O O
DELETE FIREWALL POLICY LIMITRULEO 750 0 O O
SHOW FIREWALL POLICY LIMITRULEO 136 D O O O
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SET FIREWALL POLICY RULE

SET FIREWALL POLICY RULE

O0000o000o0ooooooo /oooooooo

SET FIREWALL POLICY=policy RULE=rule-id [PROTOCOL={protocol|ALL|GRE|OSPF|
SA|TCP|UDP|ICMP|ESP}] [IP=ipadd[-ipadd]] [PORT={ALL|port[-port]|
port-name}] [GBLIP=ipadd] [GBLPORT={ALL|port[-port]|port-name}]
[REMOTEIP=ipadd[-ipadd]] [SOURCEPORT={ALL|port[-port]|port-name}]
[GBLREMOTEIP=ipadd[-ipadd]] [NATMASK=ipadd] [ENCAPSULATION={NONE|IPSEC}]
[AFTER=time] [BEFORE=time] [DAYS=day-1list] [TTL=hour:minutes]

policy: 00000000000 0OO0DO101500000000000000000000
rule-id: 00 0 00 0102990

protocol: IP0 0000 00DO002550

ipadd: IPO000000O0O00OO0O0O0O

port: TCP/UDP 0 00 00 000655350

port-name: DO 000

time: 00 Ohh:mm 0000 hh 00000230 mm O 0O 000590100

day-list: 0 0 0 0 0 0MONO TUED WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALL O OO 00O
goooboooooobooooon

hour: 00O

minutes: 00000

a0

gboooobogobooobooboon
goooog

POLICY OOO0OOOOOOOOODOO

RULE OOOOO

PROTOCOL IPOO0O0OC000OCOOOOCOOOOOODOOOOOOOOOOOOOTCPOUDPOOOOO
OoooPORTOOOOOOOOO

1P OooooIPOOCOUOOPUBLICOOOOOOODOOOOOOOOOOOOOOPRIVATEDODOO
0000000000000 o0Uoooo00ooO00o0oUOooooOPUBLICOO
00000000oooooooooooo0oO0ooooOo NATOODODDOODOooooooo
O0000O0oGBLIPOOOOOOOOODODOOOOODOOOOODOOOOOIPODODOOOOOOO
gboobooboobobgoboboobo

PORT 00000000000 0O0O0OOOOOOOOOOOOOOOOOOOPUBLICOOOOOOOO
O0o00ooOooooooooooOoOoOoOO0oO0O0ONATOOODODOOODOOODOODOODODOOOOOO
GBLPORTO OO UOOOOOOOODODOOUOOOOODOODODODOOOPORTOODOOODOODOOO
gooboobooobooobooobo

GBLIP NATOOOOOOOUOOOUOOOOOODOINTERFACEODOOOOOO PUBLICOOOOOOO
0000000 UOOPUBLICODOODOUODOOO NATOOOODODODODODOODOOODOOOOOODOO
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SET FIREWALL POLICY RULE

goooooo0ooO0ooooboooogo IPOoODOoOoooOoOoOOOO

GBLPORT NATOOOOOOOOOOOOOOOOOOOOODOOOOOOINTERFACEDOOOOOO
PUBLICODOOOOOOOOOOOOOOOPUBLICOOOOOOOOO NATOOOOOODOOO
0000000000000 o00oooo0oooooUdo PORTOOODOOOOOO
oo

REMOTEIP 00000 IPOOOOOPUBLICOOOOOOOOOOOOOOOOOOOOOPRIVATE
gbooboobogbboobooobooboobobooboobbobbooboobbooobo
gboboobogobooboo

SOURCEPORT 0OO0O00O0O0O0OOOO0O0OO0ODOOOOOOOOOOOOOOOOOOOOPROTOCOL O
TCPO UDPOUOOOODOOOOOOOODOOOOOOOOOOOOOOOOOO

GBLREMOTEIP 0000 NATOOOO NATOOOODOOOOOIPOOOOOPUBLICOOOOOOO
OONATOOUOOOOODODOODOUODODOODODODODODODUOODODODOOPRIVATEOODOOOOOOO
NATOOOOOONATOOOOOOIPOOOOOOOOOOOOODOOOO0OOACTIONDO NAT
OONATTYPEO REVERSEOD DOUBLEOOOOOOOO

NATMASK NATOOOOOOADDFIREWALLPOLICY RULEOOOOO ACTIONODOOOOOO
NATOOOOONATTYPEO O OOO OO DOUBLED REVERSED STANDARD OO OOOQOO
gbooogobogon

ENCAPSULATION IPSECOOO0O0OOOOOPsecOO0OO0O0OOOOOOOIPOODOOODOOOOO
O0000oooooooooOoOlIPsecO00OOOOO IPOOOODOOOOOOOOOOOOODOO
00000 NONEO

AFTER 0O00O0OO0OOCOOOOOOOOOOOOOOOODOODOO

BEFORE 0O0000O00O0O0OOOOOOOOOODOOOOOOOODOO

DAYS 0000000000000 000O0OO0O00O000ODOODOOO0O0OOOOODODOOO WEEKDAY
00 MON,TUE,WED, THU,FRIOO 00 O 0 O OWEEKEND OO SAT,SUNOO OO0 00000 ALL

TTL OO0OOO0O0OQCOO0OOCO:00

goooog

ADD FIREWALL POLICY RULEO 63 00 00
DELETE FIREWALL POLICY RULEO 78 0 0 O O
SHOW FIREWALL POLICYO 1250000

oooooooo CentreCOM AR415S 0000000000 2.9
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SET FIREWALL POLICY UDPPORTTIMEOUT

SET FIREWALL POLICY UDPPORTTIMEOUT

0000000000000 0 /JOoOoOoooooooooo

SET FIREWALL POLICY=policy UDPPORTTIMEOUT=port TIMEOUT={minutes|DEFAULT}

policy:IZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIlIZIlSIZIIZIDDDDDDDDDDDDDDDDDD
port: UDP 0 0000010655350
minutes: 1 1000432000000 3000000000

a0

UDPOOO0OO0OOOOOOOOOOOOOOOOODOO
goooog

POLICY OOO0OO0OOOOOOOO

UDPPORTTIMEOUT UDP OO0 0O0OOADD FIREWALL POLICY UDPPORTTIMEOUT OO0 0 O O
gboobooboobobooobooobooboooboobobooboobbobbooboobo

TIMEOUT UDPOOOOOOOOOOOODmMOOOODODOOOOOOODO DEFAULTOOOOOOO
O000ooOoouUbDPOOOOOOOOOOSET FIREWALL POLICY 000 OO UDPTIMEOUT
gbooboobogbboobooobooboobobooboobbobbooboobbooobo
gboboobogobooboo

g

s 0000000000000 UDPOOO 1000000 UDPOOOOOOOOOOOOOOOOOODO
gooooOo0oO0ooo0 100000 oooDoooOoooOoooOooOoOoOOOoOOOOOODOO

SET FIREWALL POLICY=net UDPPORTTIMEOUT=10000 TIMEOUT=DEFAULT

goooog

ADD FIREWALL POLICY UDPPORTTIMEOUTO 67 D OO O
DELETE FIREWALL POLICY UDPPORTTIMEOUTO 79 00 00O
SET FIREWALL POLICYO 1070000

SHOW FIREWALL POLICY UDPPORTTIMEOUTO 139 0 00O
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SHOW FIREWALL

SHOW FIREWALL

O00oo0ooooooooo /oooooo

SHOW FIREWALL

goobobobogboooboooboobboobbooboon

dooooggon

Manager > show firewall

Firewall Configuration

Status ... enabled
Enabled Notify Options .... manager
SIP ALG enabled ........... FALSE
SNMP Session Report ....... disabled
Maximum Packet Fragments .. 20
Sessions:

Maximum . ........oeennu.. 14217

Peak ........ . 0

Active ...l 0

Peak ESP................. 0

Active ESP....cvviineen.. 0

Policy : ips_pass

TCP Timeout (S) ..viviinienenn... 3600
UDP Timeout (S) ..., 1200
ESP Timeout (S) +.vviiinnnnnenn. 1200
Other Timeout (S) ......oiievnen.. 1200
ICMP Unreachable Timeout (s) ...... 0
TCP Handshake Timeout Mode ........ Normal
SMTP DOMain « v v vvi it eie et eeeeeenn not set
TCP Setup PrOXY .. vveiiimneemannnn. enabled
TCP MSS Adjustment ................ disabled
UPNP oottt ettt et e et e e e e e disabled
WAN interfaces .................. none
LAN interfaces .................. none
Maximum POt MAPS v vveeeenennn. 250
SIP ALG 'ttt ettt e et et et e e e disabled
Number of Limitrules .............. 0
Private Interface : vlanl
Public Interface : ppp0
Method .......... . ..., dynamic
NAT &ttt et e e e e e e e enhanced
gooooood CentreCOM AR415S 0000000000 2.9
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116

SHOW FIREWALL

Method

Private Interface

Global IP

enhanced interface
vlanl
150.100.100.100

Status

00000000000 0O0enabledI OO O disabledOd

Enabled Notify Options

ooo0oooo0o00000ooo0/000maill0 000000000
managerd Manager D 0000000000000000 portdO
00000@MsnmpO0SNMPO OO0 MallD000@Mnoned 0000
oo

Notify Port

pooooooooooodooodobportboooooooogon
gooo

Notify Mail To

0000000000000000000mall0000000oooon
gooo

Sessions ESPOOOOOO

Maximum oo uuoooboa

Peak oo uobooa
Active oo oobuobnoonoo
Peak ESP OoooESPOOOOOOOD

Active ESP Ooooog ESPOOOOOOOO

Policy godoouoooooood

TCP Timeout (s)

TCPOOOOOUOOOOO

UDP Timeout (s)

ubrPOOOoOoOoOooOoOonO

ESP Timeout (s)

ESPOO0O00O0oooog

Other Timeout (s)

TCP/UDPOUOOOOOOOOOOOO

Spam Source Files

spam 0000000

SMTP Domain

SMTPOOUOO0OOOOOOOOOOO

SMTP Relaying

OSMTPOOOOOODOOODOOODOOOOOOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNOOOOOOOODOOODOOOOTCPOODO
goboobboobogoboo

UPNP

UrPnPOOOOODOOO

UPNP/WAN interfaces

UPnPOOOO WANDOOOODODOOOO

UPNP/LAN interfaces

UPnPOOOO LANOOOOODOOODO

Private Interface

PRIVATEOD OO OIPOOOOOOOOO

Public Interface

PUBLICO O OOIPOOOOOOOOO

Method PUBLIC-PRIVATE 0 000000000 0Odynamic0 0000000
000000000000 passall00D0O0O0OOOO0OOO

Proxy goboobbobboobooobooboo

NAT NATOOOOstandard0 00000000 enhancedd 00000000

CentreCOM AR415S 0000000000 2.9
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SHOW FIREWALL

NAT/Method

NAT 0 0 0 O staticO dynamicO enhanced staticll enhanced dynamicl]
enhanced interface 1 0 0 00

NAT /Private Interface

NATOOOOOOOoooooooooo

NAT/IP

NATOOOOOOoOoIPoOOOO

NAT Global IP

NATOOOOOOoOo IPoOOOO

goooog

0 17:

ADD FIREWALL POLICY INTERFACEO 54 0 O O O
CREATE FIREWALL POLICYO 690 00O

DELETE FIREWALL POLICY INTERFACEO 74 0 0 O O
DESTROY FIREWALL POLICYO 810000

DISABLE FIREWALLO 83 00O OO

ENABLE FIREWALLO 94 0000

gooobobod
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SHOW FIREWALL ACCOUNTING

SHOW FIREWALL ACCOUNTING

O00oo0ooooooooo /oooooo

SHOW FIREWALL ACCOUNTING [POLICY=policy] [REVERSE=count] [TAIL=count]

policy:IZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIlIZIlSIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZI
count: 0 0010600

a0

gboooboboobogoboobooobooboo
0000000000000 000OENABLE FIREWALL POLICY O 00 00O ACCOUNTING OO
gboooooboo

goooog
POLICY OOO0OOOOOOOOODOO
REVERSE COO0COQ0OO0OOOO0OOOOOOOOOQOOOOOOOOOOOOODOOODOOODOUOODOODOO

gooooo
TAIL 0000000000000 0000000000O0O0D0O0O00O0O0O0O0O0O0O0O0O0O0O0O0OO0O0

dooooggon

Manager > show firewall accounting

Policy : mynet
Date/Time Event Dir Prot IP:Port <-> Dest IP:Port /Traffic statistics
22 14:42:17 END OouT UDP 172.16.28.160:2060 172.16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END ouT TCP 172.16.28.160:36399 172.16.48.16:25
Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192.168.10.5:65406 172.16.28.1:53

22 14:44:33 END OUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:34 END OUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END OUT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END OUT ICMP 192.168.10.5 172.16.28.1

Traffic out 1:84 in 1:84
22 14:47:16 START OUT TCP 192.168.10.50:1031 172.16.28.5:80
22 14:47:17 START OUT TCP 192.168.10.50:1032 172.16.28.5:80
22 14:47:44 END IN ICMP 172.16.28.180 172.16.28.160
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SHOW FIREWALL ACCOUNTING

Traffic out 1:28 in 1:28

Policy godoouoooooood

Date/Time oo

Event 0000O0START O END

Dir oooooooooooooINO OUT

Prot OoooooICMPO TCPOUDPOOOO IPODOOODOOO

IP:Port oo IPoooooogn

Dest IP:Port oo lPoOOooooog

Traffic statistics gobbooobooooooooobooob0ooobo om0 bboo oo

goboobogo

O 18:

gooogogn

0000000000000 oOgo 3UINFOOOoooooo

goooog

DISABLE FIREWALL POLICYO 86 0 OO O
ENABLE FIREWALL POLICYO 97 0000
SHOW FIREWALL POLICYO 1250000
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SHOW FIREWALL ARP

SHOW FIREWALL ARP

O00oo0ooooooooo /oooooo

SHOW FIREWALL ARP [POLICY=policy]

policy: 0000000000000 O1015000000000000000_0000000

a0

O000O0OO0OO0OONATO IPOODDOOOOODOOOOO ARPOODOOOOOOOOOOUOODOOOO

goooog

POLICY OOOOO0OOOOOOOO

dooooggon

Manager > show firewall arp
Ip ARP Interfaces NAT Type Int Gbl Int Rule
(range) Policy
10.10.10.2 Public Int based vlanl0 vlan20 -
net
IP(range) 0000 ARPOOOOO NATOOOOO
ARP Interfaces Jo00000odo0o0oDUodoo0oooDUooOoooOooooO ARPO

0000000000000 0PublicdGblIntOO00OO0O00OO0OO PUBLICO
O000O0OoOomAl PublicOO0OO0O0O PUBLICOOOOOOO O Private
OntO00000000 PRIVATEOOOOOOOOOI AN Private0 OO 00O
PRIVATEO O OOOOOOOOOOOQ

NAT Type NATOOOOInt Based0 OOOOOOOO NATMRuleD OO O NATOO OO
ud
Int NATOOOOOO PRIVATEOOOOOOOOOOOO NATOOOODONAT

000000000000 0oooo00m@-0c00ONATOOOO PUBLICO
goboobogoboooboobbob

Gbl Int NATOOOOOO PUBLICOOOOOOOOOOOO NATOOOOONAT
0000000000000 O0O0OOO0O0OmM-OUOONATOODOO PRIVATEO
goboobogoboooboobbob
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SHOW FIREWALL ARP

Rule Oo0Od NATOOOOOO
Policy gbodoooooooooao

0 19:
Ooooon

ADD FIREWALL POLICY NATO 60 0 O OO
ADD FIREWALL POLICY RULEO 63 00 00
SHOW FIREWALL POLICYO 1250000
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SHOW FIREWALL EVENT

SHOW FIREWALL EVENT

O00oo0ooooooooo /oooooo

SHOW FIREWALL EVENT [={ALLOW|DENY|NOTIFY}] [POLICY=policy]
[REVERSE=count] [TAIL=count]

policy:IZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIlIZIlSIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZIIZI
count: 0 0010600

a0

gboooboboooboooboobooooo
goooog

EVENT 000000000000000ALLOWOOOOOOOMMDENYODOOOOOOMmMNOTIFY
gboobobobogboooboobbooboobboobooboobbobn
POLICY OOO0OOOOOOOOODOO

REVERSE 0OO0O0OO0OO0OOOO0OOOOOOOOOOOOOOOOOOOOODOOOOODOUOODOODOO
gooooo

TAIL 0000000000000 0000000000O0O0D0O0O00O0O0O0O0O0O0O0O0O0O0O0O0OO0O0

dooooggon

Manager > show firewall event

Policy : fish - Notify Events:

No event information currently recorded

Policy : fish - Deny Events:

Date/Time Dir Prot Number IP:Port <map> Dest IP:Port /Reason /IP header

1 08:03:35 IN TCP 3 194.84.221.83:2891 200.100.10.1:111
Policy rejected
4500003¢c caadd000 2e062fd5 c254dd53 c¢8640a0l 0b4b006f 21b46235
00000000 a0027d78 94570000 020405b4 0402080a 0al24a3f 00000000 O

1030300
3 09:25:12 IN TCP 2 202.84.198.12:2561 200.100.10.1:53
Policy rejected
4500003c 7444000 33061d7c ca54c60c c8640a0l 0a010035 8340fec2
00000000 a0027d78 67740000 020405b4 0402080a 0d0e86ce 00000000 O
1030300
5 18:01:28 IN TCP 1 211.251.62.2:1755 200.100.10.1:111
Policy rejected
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SHOW FIREWALL EVENT

4500003c 125c4000 300673c8 d3fb3e02 c8640a0l 06db006f 6277340
00000000 a0027d78 £5990000 020405b4 0402080a 02b7acf3 00000000 O
1030300

Policy : fish - Allow Events:
Date/Time Dir Prot Number IP:Port <map> Dest IP:Port /Reason /IP header

5 22:13:59 IN TCP 1 100.10.248.90:3131 8999 192.168.102.2:80
TCP session started
5 22:53:22 OUT UDP 1 192.168.102.11:123 27786 80.3.102.102:123

UDP flow started

Policy goodbouoooooood

Date/Time o0

Dir Oo0o0ooooooooooINO OouT

Prot ooooooICMPOTCPOUDPOOOO IPODOOOOOO

Number googoooogd

IP:Port oo IPooooooon

Dest IP:Port oo PoOO0Ooooog

Reason goooooooggd

IP Header ooooooooooIPOo0OoOoOOOoO 160000
0 20:

goodooo

DISABLE FIREWALL NOTIFYO 85000 O
ENABLE FIREWALL NOTIFYO 96 000 O
SHOW FIREWALL ACCOUNTINGO 1180 000
SHOW FIREWALL POLICYO 1250000
SHOW FIREWALL SESSIONO 141 0 00O
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SHOW FIREWALL MONITOR

SHOW FIREWALL MONITOR
D0000000000000 /000000

SHOW FIREWALL MONITOR

a0

goobooobogobooobooboobbobboobo

dooooggon

Manager > show firewall monitor
Firewall Monitoring
Status ... enabled

Monitor IP Apply to Copy to In(pkts) Out (pkts)

1 192.168.1.1 PRIVATE VLAN2 0
192.168.1.2 PRIVATE VLAN2 24 26

Status 0000000000000 0000000DOO0Oenabledd O OO disabled™
Monitor ooog ID

1P oooooooIPoOoon

Copy to gododooooboobobobbobooboboog

Apply to 000000000000 PRIVATE/PUBLIC/BOTHD

In oo oobobobbbbbobboboboobooog
Out oo oobobobbbbbobboboboobooog

0 21:

goooog

ADD FIREWALL MONITORO 500000
DELETE FIREWALL MONITORO 71 00O O
DISABLE FIREWALL MONITORO 84 00 0O
ENABLE FIREWALL MONITORO 95 000 O
SET FIREWALL MONITORO 106 0 O OO
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SHOW FIREWALL POLICY

SHOW FIREWALL POLICY

0000000000000 0 /JOoOoOoooooooooo

SHOW FIREWALL POLICY=policy [COUNTER] [DYNAMIC] [LIST] [SUMMARY] [USER]

policy: 00000000000 0OO0DO101500000000000000000000

a0

gboogoobogobooboboobooboobboobooooo
goooog

POLICY OOO0OOOOOOOOODOO

COUNTER COO0OOOOOOOOOOOOO

DYNAMIC 0000000000000 00O0O0OOOOOOOOOOOO
LIST 00000000ooooogog

SUMMARY O0000O0O0O0O0O0OOO

USER 0000000000000 000000O00O0O00O0O0O0O0

dooooggon

Manager > show firewall policy

Policy : ips_pass
TCP Timeout (S) ..., 3600
UDP Timeout (S) ..., 1200
ESP Timeout (S) +.vviiiennnnenn. 1200
Other Timeout (S) ......oiievnen.. 1200
ICMP Unreachable Timeout (s) ...... 0
TCP Handshake Timeout Mode ........ Normal
MAC Cache Timeout (m) ............. 1440
RADIUS LIMIt v vv ittt e eeieeeeannn 100
Accounting ... ...t disabled
Enabled Logging Options ........... none
Enabled Debug Options ............. none
Enabled Debug Modes ............... none
Enabled Debug IP Address .......... none
Identification Protocol Proxy ..... enabled
Enabled IP options ................ none
Enhanced Fragment Handling ........ none
Enabled ICMP forwarding ........... none
Receive of ICMP PINGS ............. enabled
Number of Notifications ........... 0
Number of Deny Events ............. 0
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SHOW FIREWALL POLICY

Number of Allow Events ............
Number of Active TCP Opens ........
Number of Active Sessions .........
Cache HIits ...ttt
Discarded ICMP Packets ............
SMTP DOMain « v v vviieeie et eeeeeenn
FTP Data Port ............ ...
TCP Setup ProXy ... ii e
TCP MSS Adjustment ................
UPNP .. e e e e e
WAN interfaces ..................
LAN interfaces ..................
Maximum POrt MAPS o' vveeeenennn.
SIP ALG .+ttt ittt ittt et e e e
P2P Filter ......iiiiiiiinnennn..
Number of Limitrules ..............
Private Interface : vlanl
Trust Private ...................
Rule ... ..ttt i iie
ACtion . .oiiii e
NAT type ... it
Protocol .......... ..o
Global IP .......cii ..
DAY S i it e e e e e e e e e e e e
Public Interface : pppO
Method .......... ...
NAT . e e
Method ......... ... ... ...
Private Interface .............
Global IP .......ciiiiiinnn..

Manager> show firewall policy counter

Policy : ips_pass
TCP Timeout (S) .. v,
UDP Timeout (S) . iiiiiinieennnnnn
ESP Timeout (S) v vviiiie ...
Other Timeout (s) .................
ICMP Unreachable Timeout (s) ......
TCP Handshake Timeout Mode ........
MAC Cache Timeout (m) .............
RADIUS LIMIT v v i ii it e e eeeeeannn
Accounting .......o.iiiii e
Enabled Logging Options ...........
Enabled Debug Options .............
Enabled Debug Modes ...............
Enabled Debug IP Address ..........
Identification Protocol Proxy .....
Enabled IP options ................
Enhanced Fragment Handling ........
Enabled ICMP forwarding ...........

126 | CentreCOM AR415S 0000000000 2.9
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RFC enforced
enabled
disabled
disabled

250
disabled
enabled

dynamic
enhanced

enhanced interface

Normal
1440

100
disabled
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Receive o
Number of
Number of
Number of
Number of
Number of

f ICMP PINGS .
Notifications
Deny Events .
Allow Events

Active TCP Opens

Active Sessions

Cache Hits
Discarded ICMP Packets
SMTP Domain

FTP Data Port

TCP Setup Proxy

TCP MSS Adjustment

UPNP
WAN interfaces
LAN interfaces

Maximum port maps

Number Port Mappings

Spawned Sessions .
SIP ALG
Number of Limitrules

Private Interface

Total Packets Received

Number
Number

Flows Start
Cache Hits

vlanl
ed

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Dropped Packets

Unknown IP Protocols

Bad ICMP Packets

Dumped ICMP Packets

Spoofing Packets

Dropped GBLIP is Zero

No Spare Entries

FTP Port Commands

Bad
ESP
ESP
ESP
ESP

FTP Port
Sessions
Sessions
Sessions

Sessions

Commands
Initiated
Established
Peak

Number
Rule

Action

Ambiguous ESP Sessions

NAT type
Protocol
Global IP .......cii ..
Number Hits

Days

Public Interface
Method

Total Packets Received
Number Flows Started

Number Cache Hits

Number Dropped Packets

gooobobod

SHOW FIREWALL POLICY

enabled

RFC enforced
enabled
disabled
disabled
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SHOW FIREWALL POLICY

Number
Number
Number
Number
Number
Number

Unknown IP Protocols
Bad ICMP Packets
Dumped ICMP Packets
Spoofing Packets
Dropped GBLIP is Zero .... O

No Spare Entries

Number FTP Port Commands ........ 0

Number Bad FTP Port Commands .... 0

Number ESP Dropped Packets ...... 0

0 enhanced
Method ....... ...y enhanced interface
Private Interface ............. vlanl
Global IP .......c.iiiiiinnnn. 150.100.100.100

Policy gooooooboooooo

TCP Timeout (s)

TCPOOOODOODUOODOOOOOO

UDP Timeout (s)

UubPOOOOOoOoOoOOoOoOOoOOO

ESP Timeout (s)

ESPOO0O0OOOOOOOOOO OOO

Other Timeout (s)

TCPOUDPOOOOOOOOOOOOOOONO

Accounting

gboogoobooobooboon

Enabled Logging Options

0000000000000 0 0allowd denyl) denydump( in-
aicmp(iinallowCinaotherfinatcplinaudpCinddicmplinddother
inddtcpOinddudpdinddumpOindenyl indicmpOindother in-
dtcplindudplbutaicmpLoutallow [outaotherCbutatcp Coutaudp
outddicmpUoutddotherOoutddtcpUoutddudpUoutddump Dout-
denyO outdicmpO outdother outdtcpU outdudpl none O O O

Enabled Debug Options

00000o0oooooodoodalld packetd processd none

Identification Protocol Proxy

ident0 000000000000

Enabled IP options

0000 IPOO00O0O000ODO allfrecord-_routeCkecurityCsourcer-

outel timestamp [ none

Enhanced Fragment Handling

gboogbooooboooooooo

Enabled ICMP forwarding

ooooICMPOODO0O0O00000alldparameterOpinglredirect]

sourcequench(] timeexceededd timestamp [ unreachablel] none

Receive of ICMP PINGS

goooo PINGUOODODOOoooooooo

Number of Notifications

gboogoobooood

Number of Deny Events

googooo

Number of Allow Events

googooo

Number of Active TCP Opens

gooooooo TCPoOOOOOO

Number of Active Sessions

gbogooooboooooo

Cache Hits

googoboooboobbob

Discarded ICMP Packets
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SHOW FIREWALL POLICY

Spam Source Files

spam 0o

SMTP Domain

oo sMIPOOOOOOOOOO

FTP Data Port

PublicO0DO OO0 FTPOOOOOOODOOOO200000000000O
00O M SET FIREWALL POLICY O 0O OO O FTPDATAPORT O
0 0 M RFC enforcedO O OO0 OO RFC not enforcedd O OO

SMTP Relaying

OSMTPOOOOOODOOODOOOOOOOOOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNOOOOOOOOOOOOOOOTCP
gboooobooobooobooboo

P2P Filter P2PO0O00O00O0OOenabled000 0000 disabled0 O 00O
Proxy googoboooboobbob

Proxy /IP PRIVATED O OOOOOOOOOOOOOOOOIPOOOO
Proxy/Direction gboogoboooboobbobbobn

Dynamic Template

goobbboboooobobbbbooooobboboboooooobo
gooo

IP List

gooooooooOoooo IPoooooooo

Hardware List

goooooOooooooo MACOOODOooooo

File name

gbooooood

Number IP hosts

gooooooooooIPooOOO

Number Networks

gooooOooooooIPOOODOOO

Number MAC addresses

goooooooooo MACOOOOO

Private Interface

PRIVATEOD O OOOOOOOOOOO

Public Interface

PUBLICOOOOOOOOOOOOO

Method PUBLIC-PRIVATE0 000000000 Odynamic O passall

NAT NATO OO Ostandard0 00000000 enhancedd 00000
OO00DO00DMmMNATOOOOOOO

NAT /Method NAT 0O 0 O O static dynamicO enhanced staticO enhanced dy-

namicl enhanced interface 0 0 0O 0O O

NAT /Private Interface

NATOOOOOOooooooooooo

NAT/IP NATOOOOOoOOooIPOOOO

NAT/Global IP NATOOOOOoOOOIPOOOO

Rule ooooo

Action gooooO0ooodallow O deny

IP List oooooooooIpPO0OO0O0OOoOoOoOooOOoOoOoOooOoOogn
Hardware List ooooooooo MACOOODOOODOODOOODOOOOOO
1P ooooolIPoooOO

Protocol [POOOOOOOO

Port goood

Global IP NATOOOODODOoOoOoooooooo

gooobobod
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SHOW FIREWALL POLICY

Global Port

NATOOOOOOOoooooooo

Remote IP

gooooIPooOOO

Source Port

googo

Days 0000000000mon0tuedwedd thul frill sat0 sun all O
good
Apprule goooooobooboooboo
Application goooooobooboooboo
Action gooooO0ooodallow O deny
Command ggooouoooooog
After goudodbooboboboboboboboobood
Before goudodbooboboboboboboboobood
0 22:
Policy godoouoooooood

TCP Timeout (s)

TCPOOOOOOOOooooooog

UDP Timeout (s)

UubPOOOOOOOOOOOOO

ESP Timeout (s)

ESPOO000O0O0O0O0O0OOOOOO

Other Timeout (s)

TCPOUDPOOOOOOOOOOOOOODOO

Accounting

gooboooboooboooboo

Enabled Logging Options

000000000000000 allowd deny(l denydump(
inaicmpUinallowCinaotherinatcpOinaudpinddicmpUin-
ddotherinddtcpUinddudpUinddumpOindenydindicmp
indother[indtcpUindudpUoutaicmp Ooutallow Coutaother O
outatcp DoutaudpUoutddicmpUoutddotherDoutddtcpUout-
ddudpUoutddumpOoutdenyloutdicmpOoutdotherOout-
dtcpO outdudp none O 0 O

Enabled Debug Options

000000000000 0000allOpacketOprocessfnone

Identification Protocol Proxy

ident0 000000000000

Enabled IP options

0000 IPOOOOOOODOOalld record-_routed security

sourceroutel] timestamp 0 none

Enhanced Fragment Handling

gboobooboogbobogobboobo

Enabled ICMP forwarding

0000 ICMPOODO0OO OO0 alldparameterOpinglredi-
rectd sourcequenchl] timeexceeded[] timestamp [J unreach-

able none

Receive of ICMP PINGS

00000 PINGOOOOOODOOOooOoOoOO

Number of Notifications

gboobooobogoboo

Number of Deny Events

gooooobo

Number of Allow Events

gooooobo

Number of Active TCP Opens

CentreCOM AR415S 0000000000 2.9

613-000667 Rev.J

oooooooog TCPOOOODODO

gobooboo



SHOW FIREWALL POLICY

Number of Active Sessions

gboboooboobbooobo

Cache Hits

gooboooboooboooboo

Discarded ICMP Packets

ooooICMPOOOOO

Spam Source Files

spam 0000000

SMTP Domain

oo sMIPOOOOOOOOOO

SMTP Relaying

OSMTPOOOOOOOOOOOOOOOOOOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNOOOOOODODOOOOOODDO
oTCPU000oooooooooooooog

UPNP

UPnPOOOOOOOO

UPNP/WAN Interface

UPnPOOOO WANDOOOODOOOO

UPNP/LAN Interface

UPnPOOOO LANOOODOODOOODO

Proxy gooboooboooboooboo
Proxy /IP PRIVATED OOOOOOOOOOOOOOOOOIPODOOO
Proxy /Direction gbobooobogoboooboobbob

Dynamic Template

gbobooobogobooboboobobobbooboobo
gbooogo

IP List

gdooooooooooooIPoooooooo

Hardware List

goooooooooooo MACOOOoooooo

File name

gbooboobod

Number IP hosts

gooooooooooIpPoooo

Number Networks

goooooooooo IpPooooooog

Number MAC addresses

goooooooooo MACOOOOO

Private Interface

PRIVATED OO OOOOOOOOOO

Public Interface

PUBLICOOOOOOOOOOOOO

Total Packets Received

gbooboobod

Number Flows Started

gbooogo

Number Cache Hits

gboboooboobbooobo

Number Dropped Packets

gboooobogon

Number Unknown IP Protocols

IPOODOO0O0OOOOOOOOOOO

Number Bad ICMP Packets

IcMPOOOOOOOooog

Number Dumped ICMP Packets

goooooo ICMPOOOOO

Number Spoofing Packets

Smurf 0000000000O0O0000OO0O

Number Dropped GBLIP Zero

OooooIPO00d0OOOOO0OOOOOOoOOOOOO

Number No Spare Entries

gbobooboobboboboobooooo

Number FTP Port Commands

000 FTPOPORTOOOOOOOO

Number Bad FTP Port Commands

000 FTPOPORTOOOOOOOO

Number ESP Sessions Initiated

oooo ESPOOO0OOnO

Number ESP Sessions Established

gooobobod

oooo ESPOO0O0OOnO
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SHOW FIREWALL POLICY

Number ESP Sessions Peak ooooESsPOOOCOOO

Number ESP Sessions

gooooooo ESPooooOO

Number Ambiguous ESP Sessions 000000 Initiate ESPOO0O0O00O

Number ESP Dropped Packets goo0ooooOopoUoOOoOoOOoOoOOoD ESPoOOOOO

Method

PUBLIC-PRIVATE 0 0 00O 00D 0O 0O Odynamic O pas-

sall

NAT NATO OO Ostandard0 00000000 enhancedD OO
00000000 mMNATODOOOOOO
NAT /Method NAT 0 0 O O staticO dynamicO enhanced staticl enhanced

dynamicO enhanced interface 0 000 O

NAT /Private Interface

NATOOOOOOOoooooooooo

NAT/IP NATOOOOOoOOooOoIPOOOO

NAT Global IP NATOOOOOOOIPOOOO

Rule ooooo

Action goo0O0OO0o0oO0OOdallowd deny

IP List ooooooooolIpPo0oOoOooOoO0Ooooooooooon

Hardware List

goooooooo MACOOODOOOODOOOOOoOoOO
go

1P oooooIPoOoOO

Protocol [POOOOOOO0O

Port googd

Global IP NATOOOOODOOOoooooood

Global Port NATOOODOODOOoOOoooooo

Remote IP oooooIPoOoOO

Source Port oooono

Number Hits oooo

Days 0000000000 mond tuel wedO thul fril sat0 sund

alOoOOoOO

After gudodooooooboboboboooboo

Before gudodooooooboboboboooboo
0 23: COUNTEROOOOO

Policy goodbouoooooood

Dynamic Template

gobbobbobbooboooboobobooboobbooboon

File name/Users

gobbobbobbooboooboobobooboobbooboon

Users gobbobbobboobooobooboo
0 24: DYNAMICOOOOO
Policy gbooboooboboobogobo
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SHOW FIREWALL POLICY

Hardware List

goooooooo MACOODOODoooooooooooooo

IP List goooooooo IpPOoO00O0O0OooOooOoooooooog
MAC address MACOOOOOOOOOOOOO MACOOOOOOO
P IPO0D0O0O0OOOOOOOOOIPOOOOOOODOOOOOOOODOOO
Label gooboooboooboobboo
025 LISTOOO0OOO
Policy gobobobobobboob

Dynamic Template

gobbobbobbooboooboobobooboobbooboon

Users

gobbobbobboobooobooboo

goooog

026: USEROOOOO

ADD FIREWALL POLICY INTERFACEO 54 0 O O O
ADD FIREWALL POLICY LISTO 58 00 OO

ADD FIREWALL POLICY NATO 600 O OO

ADD FIREWALL POLICY RULEO 63 00 00
CREATE FIREWALL POLICYO 690 00O

DELETE FIREWALL POLICY INTERFACEO 74 0 0 O O
DELETE FIREWALL POLICY LISTO 76 0 0 O O
DELETE FIREWALL POLICY NATO 770000
DELETE FIREWALL POLICY RULEO 78 0 0 O O
DESTROY FIREWALL POLICYO 810000
DISABLE FIREWALL NOTIFYO 85000 O
DISABLE FIREWALL POLICYO 86 0 OO O
ENABLE FIREWALL NOTIFYO 9 0 00O
ENABLE FIREWALL POLICYO 970000

SET FIREWALL POLICY RULEC 1120 000
SHOW FIREWALLO 1150000

SHOW FIREWALL EVENTO 122 0000

gooobobod
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SHOW FIREWALL POLICY ATTACK

SHOW FIREWALL POLICY ATTACK

O00oo0ooooooooo /oooooo

SHOW FIREWALL POLICY[=policy] ATTACK

policy: 00000000000 0OO0DO101500000000000000000000

a0

gobogoobogoboobod
goooog

POLICY OOOOO0OOOOOOOO

dooooggon

Manager > show firewall policy attack

Policy : fish

Current Attack Setup

Attack In Trigger Out Tigger Time Period (mins) Detailed Logged
dosflood 80 160 2 5
fragment 1 1 2 0
hostscan 64 128 2 5
ipspoof 1 1 2 0
land 1 1 2 0
other 64 128 2 5
pingofdeath 1 1 2 0
portscan 64 128 2 5
smur f 1 1 2 0
synattack 32 128 2 5
tcptiny 1 1 2 0
udpattack 32 128 2 5
smtprelay 2 5
smur famp 2 5
spam 2 5
Policy gooooooobooood

Attack Logged gooooooooooo
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SHOW FIREWALL POLICY ATTACK

In Trigger PUBLICOOOOOOOOOOOOOO

Out Trigger PRIVATEO O OOOOOOOOOOOO

Time Period (mins) Jodooooooooooo

Detailed dodddooooooooooooooo
o 27:

Ooooon

SET FIREWALL POLICY ATTACKDO 108 0 O OO
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SHOW FIREWALL POLICY LIMITRULE

SHOW FIREWALL POLICY LIMITRULE

O0000o000o0ooooooo /oooooooo

SHOW FIREWALL POLICY=policy LIMITRULE|[=rule-id[-rule-id]] [DETAIL]

policy: 00000000000 0OO0DO101500000000000000000000
rule-id: 00 0 00 010 42949672950

a0

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gooo

goooog
POLICY 0OO0O0OOQOOOQOOOOOOOOODUODUOODDODOOO
LIMITRULE 00000000 IDO1-42949672950 000000000000 0000000O00O0O0OO

gbooboobogobooboboobobobboo
DETAIL 0O0OOOO0OOOOOOO

dooooggon

Manager > show firewall policy limitrule

Policy=AT_Field

Interface ......... ... . ... ... vlan2
TP e e e e all
GBL Remote IP ............... all
Source IP Limit ............. 12

Limitrule 2

Interface ......... ... . ... ... all
I e e e e all
GBL Remote IP ............... all
Source IP Limit ............. 30

Manager > show firewall policy limitrule detail

Policy=Nerv_office
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IP i

SHOW FIREWALL POLICY LIMITRULE

vlanl
202.36.164.113
all

Per Source IP Count
Source IP Address
202.36.164.113

IP i

Per Source IP Count
Source IP Address

101.111.12.13
101.111.12.1
202.36.164.113

Policy gboogobooobogobo

Limitrule gooooooo I

Interface gboogoboobobooboobbooboob
P O0000oO0O0oDooOooOoO Privated o IPOOOO

GBL Remote IP

0000000000000 PublicOO IPOOOO

Source IP Limit

googoboooboobboboboo

Per Source IP Count

gbogoboobogobooobooboboobbobbon

Source IP Address

goooooOoooooooooIPoOoOO

Active Sessions

gbogoboobogobooobooboboobbobbon

goooog

0 28:

ADD FIREWALL POLICY LIMITRULEO 56 0 0 O O
DELETE FIREWALL POLICY LIMITRULECO 750 0 O O
SET FIREWALL POLICY LIMITRULED 111 000 O

gboooboboo
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SHOW FIREWALL POLICY P2PFILTER

SHOW FIREWALL POLICY P2PFILTER

0000000000000 0 /JOoOoOoooooooooo

SHOW FIREWALL POLICY=policy P2PFILTER={WIN'NY}

policy: 00000000000 0OO0DO101500000000000000000000

a0

P2PO0OOOOOOOOOOOOO
goooog

POLICY OOOOO0OOOOOOOO
P2PFILTER 0O0OO0O0O P2PO0O0O0O0OOOOOOO

dooooggon

Policy : test
Current P2P Filter Setup
Application Threshold Hits Status
Winny 20 160 notify
Application ppOOO0O0O0OO0D0O00
Threshold ENABLE FIREWALL POLICY P2PFILTERO 0000 OO OO THRESHOLD
ogbooooooooo
Hits oooooPPoOOCOO
Status P2POO0OOOoOoOd
0 29:
ogoooon

DISABLE FIREWALL POLICY P2PFILTERCO 89 0 0O O
ENABLE FIREWALL POLICY P2PFILTERC 100 0 O O O
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SHOW FIREWALL POLICY UDPPORTTIMEOUT

SHOW FIREWALL POLICY UDPPORTTIMEOUT

0000000000000 0 /JOoOoOoooooooooo

SHOW FIREWALL POLICY[=policy] UDPPORTTIMEOUT

policy: 00000000000 0OO0DO101500000000000000000000

a0

UDPOOO0OOOOOOODOOOOOOOOOODOOOOO

goooog

POLICY 0OO0O0OOO0OOOOOOOUOOOUOODUOOODUOOOUOODOOODOOOOOO

dooooggon

Manager > show firewall policy=net udpporttimeout
Policy : net

Default UDP Timeout (s) : 1200

Number of Configured UDP Port Timeouts : 3

UDP Port Timeout (s)
10000 180
12345 480
40001 default
Policy gobobobobobboob
Default UDP Timeout (s) Ooo0ooooooooooooouUubPOOOOO
gobooobo
Number of Configured UDP Port Timeouts 0000000000000000O0O0O
UDP Port goo0ooooooooooooooo UubPOOO
gd
Timeout (s) 0000000000000000000M default
00 Default UDP Timeout (s)J0 00000000
gd
0 30:
gogogogo
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SHOW FIREWALL POLICY UDPPORTTIMEQOUT

ADD FIREWALL POLICY UDPPORTTIMEOUTO 67 D OO O
DELETE FIREWALL POLICY UDPPORTTIMEOUTO 79 00 00O
SET FIREWALL POLICYO 1070000

SET FIREWALL POLICY UDPPORTTIMEOUTO 114 0 0 OO
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SHOW FIREWALL SESSION

SHOW FIREWALL SESSION

0000o0000ooooooo /Jooooooooooooo

SHOW FIREWALL SESSION[=session-id] [POLICY=policy] [COUNTER]

[PORT={port[-port]|port-name}] [PROTOCOL={protocol|ALL|ICMP|GRE|EGP|OSPF|
SA|TCP|UDP|ESP}] [SUMMARY]

session-id: 10 000 ID

policy: 00000000000 0OO0DO101500000000000000000000
port: TCP/UDP 0 00 00O 000655350

port-name: 1O 000

protocol: IP0 0000 00DO002550

a0

gooboobogboooboooboobbobboobooboobn
goooog

SESSION 00000 IDO0O0000oOooOooooooooooon

POLICY OOO0OOOOOOOOODOO

COUNTER COO0OO0OOOOOOOOOOOOO

PORT TCP/UDPOOOO0O0OO0OOOOO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
O/00000000000000000000000

PROTOCOL IPOO000000O00O0OOOOOOOOOOOOOOOOOOOOOO

SUMMARY O0000O0O0O0O0O0OOO

dooooggon

Manager > show firewall session

Policy : ips_pass

Current Sessions

2e82 ESP IP: 192.168.100.254:2749543927 Rem IP: 200.1.1.1:2749543927
Gbl IP: 150.100.100.100:1441824829 Gbl Rem IP: 200.1.1.1:1441824829

ESP state ...ttt established
Start time ....... ... e 17:23:44 16-Mar-2010
Seconds to deletion ..............0.... 1194

Manager > show firewall session counter

Policy : net
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SHOW FIREWALL SESSION

Current Sessions

fb3b UDP IP: 192.168.10.100:64505 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:64315 Gbl Remote IP: 172.17.28.1:53
Packets from private IP .............. 1
Octets from private IP ............... 75
Packets to private IP ........civun... 1
Octets to private IP ................. 152
Start time ...... ... e 17:35:09 07-Mar-2002
Seconds to deletion .................. 282
5e9e TCP IP: 192.168.10.100:65484 Remote IP: 172.29.28.103:22
Gbl IP: 172.17.28.185:24222 Gbl Remote IP: 172.29.28.103:22
Packets from private IP .............. 12
Octets from private IP ............... 1123
Packets to private IP ................ 11
Octets to private IP ................. 1176
TCP State ...ttt it i e e e e e e established
Start time ...... ... e 17:35:17 07-Mar-2002
Seconds to deletion .................. 3594
28c7 TCP IP: 192.168.10.100:65485 Remote IP: 172.29.28.103:22
Gbl TIP: 172.17.28.185:10439 Gbl Remote IP: 172.29.28.103:22
Packets from private IP .............. 11
Octets from private IP ............... 859
Packets to private IP .........ciiun... 9
Octets to private IP ................. 840
TCP State ...ttt it i e i e e e timewWait
Start time ...... ... e 17:35:09 07-Mar-2002
Seconds to deletion .................. 282
Policy gboooooooooooa
hex-num ooooog ID
TCP/UDP /number IPOCOOOOTCPOUDPOIPODOOOOOOOOOOOO
1P JooooooooooIPOdD0O:00O0O0OOoOoDUOOOOOOoOooOOIP
000000000000 PRIVATECOOOOODOOOOOOOOOOO
Remote IP JooooooooooIPO0D0O:00O0O0OOoOoDUOOoOOOOoOOoOooOOIP
000000000000 PRIVATECOOOOODOOOOOOOOOOO
Gbl IP JooooooooooIPOdD0O:00O0O0OOoODUOOOOOOoOoOOIP

Oo000:00o0oooOo PUBLICOOODOOODODOOOOOOOOO

Gbl Remote IP

oooooooooooIPO00OO0:0oOO00OOoOooOoOUOOOooOOlIP
O000:00o0oooo PUBLICOOOOOODODOOOOOOOOO

Packets from private IP

OOOPRIVATEDO OO O OPUBLICOODOOOOOOOOOOO

Octets from private IP

gobbobbooboobooobo

Packets to private IP

gobbobbooboobooobo

Octets to private IP

gobbobbooboobooobo
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SHOW FIREWALL SESSION

TCP state TCPOOOODO0OD OO freed closed listend synSent synReceived
established (finWait1CfinWait2[closeWait [last Ack Oclosing Ctime Wait [
deleteTCBO synSent synReceived] RADIUS query 00000

ESP state ESP 000000000 InitialisedO established D OO 0O

Start time goooddaood

Seconds to deletion

gobbobboobooboobn

goooog

0 31:

DELETE FIREWALL SESSIONO 800 00O
SHOW FIREWALL EVENTO 122 0000
SHOW FIREWALL POLICYO 1250000

gooobobod
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SHOW UPNP

SHOW UPNP

Oooooooooooood /UPnP

SHOW UPNP

a0

UPnP0O Universal Plug and PlayD 00 000000000000

dooooggon

Manager > show upnp

UPNP

Status: Enabled
Time to next advertisement: 341
Disabled TCP/UDP ports for UPnP: none

Services and Devices:

Device Service Interface
InternetGatewayDevice Layer3Forwarding igd-o0

LANDevice vlanl-0

WANDevice WANCommonInterfaceConfig ethO

WANConnectionDevice WANIPConnection eth0-0
Status UpPnPOOCOOOCDOOODOO
Time to next advertisement goodooooooboooobooooobooonboo
Disabled TCP/UDP ports for UrnP ODOD0OO0ODOODOO TCP/UDP OOOOO
UPnP
Device 0oood UbPnPOOOO
Service oooo UPnPOOCOO
Interface ooo0O0O/000000bObOb0o00oooooooooooon
Oigd-x0 O O Internet Gateway Device 100 000000
oooo
0 32:
Ooooon

DISABLE UPNPO91 0000
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ENABLE UPNPO 1020000
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SHOW UPNP COUNTER

SHOW UPNP COUNTER

Oooooooooooood /UPnP

SHOW UPNP COUNTER

UPnPO Universal Plug and PlayD 000 00 00000000000000

dooooggon

Manager > show upnp counter

UPnP Counters

UDP
inDatagrams . .......eeuuiunnenn.. 0 outDatagrams .........uouuueueen.. 0
inMcastDatagrams ................ 0 outMcastDatagrams .............. 10
inUcastDatagrams ................ 0 outUcastDatagrams ............... 0
inDatagramsDropped .............. 0

HTTP
httpReds . ... ...t 0 httpResps ..o i it 0
httpRegsRefused ................. 0 httpRespsFailed ................. 0

Discovery
mSearchReds . .......uvieiinennnn. 0 mSearChRESPS .. v ittt it i eee e 0
mSearcChRegsSErrorsS . ...vvee ... 0 notifyAliveMsgs ......vuiunnn.. 10

notifyByebyeMsgs .......uueuene... 0

Description
desSCREdS + vttt it e e e e e 0 AeSCRESDS vttt ittt e e e 0
deviceDeSCREQS vttt vttt 0 deviceDeSCRESPS vt vttt i e 0
serviceDesSCREdS .. v v v it i e i, 0 serviceDesSCRESPS v v v i ittt i 0
AeSCETTOTS v i vttt ittt i ettt e 0

Control
ACLIONRETS v v vttt ettt et e e 0 ACLIONRESPS vttt ittt ittt e e 0
AaCtioNErrorsS ..o v vttt 0

Eventing
SUDSCYREQS v ittt it it e et e e eeee e 0 SUDSCYRESDS v v vttt it e et eeeeas 0
NnewSubSCrREdS .+ v v v v it i i et e ieeee e 0 eventsNotified .................. 0
renewSubscrReds . .........c.oouuu.. 0
cancelSubscrReds . .....ueeen... 0
SUDLSCYErrors ... .vvv i, 0
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SHOW UPNP COUNTER

ubroooOono

ubroooOonO

inDatagrams ubroOoOoOoooog
inMcastDatagrams oooooooubprpoOoOOOOO
inUcastDatagrams ooooooubpPOOOOOOO
inDatagramsDropped ubrooooonono
outDatagrams ubrooooooon
outMcastDatagrams oooooooubPOOOOOOO
outUcastDatagrams ooooooubrpOoOoOOOOO
HITPOOOOO HITPOOOOO

httpReqs HTTPOOOOOOOO
httpReqgsRefused HTTPOOOOOOOO

httpResps HTTPOOOOOOOO
httpRespsFailed HTTPOOOOOOOO

Discovery 00000

Discovery 000000000

mSearchReqs M-Search DD OOODOOO
mSearchReqsErrors 000000 M-SearchOOQOGOGOGOOO
mSearchResps M-Search DD OOODOOO

notify AliveMsgs notify alive 00O O OOOO
notifyByebyeMsgs notify byebye 00000000

Description 0 0000

Description 000000000

descReqs Description0 000000
deviceDescRegs Device Description 0000000
serviceDescReqs Service Description 0000000
descErrors 000000 Description00000000
descResps Description0 0000000
deviceDescResps Device Description 00 O
serviceDescResps Service Description 0 0 O

ControlDO0O OO

Control0 OO OOOOOO

actionReqs Action0 00000000
actionErrors 000000 ActionO0O0O00000O
actionResps Action0000000O0

EventingO OO0 0O

EventingO O OO O0OO0O0O0O

subscrReqs Subscription 000000000

newSubscrReqgs 00 Subscription0 0000000
renewSubscrReqs 00 Subscription0 0000000
cancelSubscrReqs 00 Subscription0 0000000

gboooboboo
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SHOW UPNP COUNTER

subscrErrors 000000 Subscription00 000000
subscrResps Subscription 00 000000
eventsNotified Event Notification 0 [J
0 33:
ooodod

DISABLE UPNPO91 00O OO
ENABLE UPNPO 1020000
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SHOW UPNP INTERFACE

SHOW UPNP INTERFACE

Oooooooooooood /UPnP

SHOW UPNP FWPOLICY=policy INTERFACE=interface

policy: 00000000000 0OO0DO101500000000000000000000

interface: IP 000000000

a0

UPnPO Universal Plugand PlayD 00000 00000000000O000000O0O0OO

goooog

FWPOLICY 0000000 OOOOOO
INTERFACE IPOOOOOOOOO

dooooggon

UPNP Interfaces

Interface:
UPnP Device:
UPnP Service:
Subscriptions:

Interface:
UPnP Device:
UPnP Service:
Subscriptions:

Interface:
UPnP Device:
UPnP Service:
Subscriptions:

Interface:

UPnP Device:

gooobobod

Subscriber Notifications:

Subscriber Notifications:

Subscriber Notifications:

Manager > show upnp fwpolicy=net interface=all

vlanl-0
LANDevice:1
n/a

n/a

n/a

eth0-0
WANConnectionDevice: 1l
WANIPConnection:1

0

0

etho

WANDevice:1
WANCommonInterfaceConfig:1
0

0

igd-0
InternetGatewayDevice:1
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SHOW UPNP INTERFACE

UPnP Service: Layer3Forwarding:1
Subscriptions: 0
Subscriber Notifications: 0

Manager > show upnp fwpolicy=net interface=eth0

UPNP Interfaces

Firewall Policy: net

Interface: eth0

UPnP Device: WANDevice:1

UPnP Service: WANCommonInterfaceConfig:1
Subscriptions: 0

Subscriber Notifications: 0

Actions: Invoked: Action Status
GetCommonLinkProperties 0 Enabled
GetTotalBytesSent 0 Enabled
GetTotalBytesReceived 0 Enabled
GetTotalPacketsSent 0 Enabled
GetTotalPacketsReceived 0 Enabled

Evented State Variables:
PhysicalLinkStatus Up

Non-evented State Variables:
WANAccessType Ethernet
LayerlUpstreamMaxBitRate 100000000
LayerlDownstreamMaxBitRate 100000000
MaximumActiveConnections 1
TotalBytesSent 0
TotalBytesReceived 0
TotalPacketsSent 0
TotalPacketsReceived 0

Firewallpolicy UPnPOO0COO0OO0OOODOOOODOOOO

Interface DDDD/DDDDDDDDDDDDDDDDDDDDDD[Digd—XD

0 Internet Gateway Device 1000000000000

UPnP Device UPnPOOOCOO

UPnP Service UPnPOOOOO

Evented State Variables godooooboooooooobbuobobooobooobuoboooo

goooooo
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SHOW UPNP INTERFACE

Non-evented State variables 0000000000000 00000O000OO00OOOOO0OOOOO
goboobod

0 34:

goooog

DISABLE UPNPO91 00O OO
ENABLE UPNPO 1020000
SHOW UPNPO 1440000
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