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000 1000000000000 oooooooooom
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ooooooo

CREATE IPSEC SASPECIFICATION=spec-id KEYMANAGEMENT={ISAKMPMANUAL}
PROTOCOL={AH|ESP} [MODE={TRANSPORT|TUNNEL}] algorithms... keys...

spis... d

gbooboooboooboo

m 000 ESPOOOOOOOOOOOOOOOOOOOSAOOOOOlIODOOOOOOESPOOOO
000000000000 ENCALGODOOOOODODOOODOHASHALGOOOOOOOOOOOMODE
00000000000 oo0oooooooooooon SPIo ISAKMP/IKEDOOOODOODOOOOoooo
gboooboboo

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=DES HASHALG=SHA .
m ESPO0O0O0OO0OOO0OO0O0O0O0O00O00O0O0O0O00O0O0O0O0NULLOOOOOOOO0O0000

oo00ooooooooOOoooOoooOoooooODESODOODOOOOOODOO0OOOOOODOOODOO
gboooobogooo

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=DES HASHALG=NULL .

00000000 oooNULLOOODOOoOODOOoOOOOoOoOoooooooooooooggooESPOO
gbooobbogo

CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=NULL HASHALG=SHA .

& ENCALGUO HASHALGUOOOO NULLOOOOODOOOOOOOOO

m JJ00ESPOOCOO0OO0OOOOOOOOOOOOOODO SAOQDOOO1DODDOOODOODOODOO
O0000O0ENCKEYM OOOOHASHKEYO OO OO SPIDOOUTSPICO O OO SPIOINSPID O O OO
O00000O0O0OOO0O0OOINSPIO OUTSPICDOOO IPsecO 000000 OOOOODOOOODOODO

CREATE IPSEC SASPEC=1 KEYMAN=MANUAL PROTO=ESP ENCALG=DES HASHALG=SHA
ENCKEY=1 HASHKEY=2 INSPI=1000 OUTSPI=1001

s J0J00 AHOOODOOOOODOOOOOOOO SAOO0O0O0O200000000AHODODODODODOOO
O0O0OOO0ODO0DODODHASHALGOOOODODODODODODODOMODEDODDOOODODOODOOODODODOODODO
00000 SPIO ISAKMP/IKEO OO OOOOODOOOOODOO0O0O0O0O000

CREATE IPSEC SASPEC=2 KEYMAN=ISAKMP PROTO=AH HASHALG=SHA .
s 000 AHOOOOOOOOOOOO0O0O0O0SAODOOO020000000000000000000

OHASHKEYO OO OO SPIDOUTSPICD 00O SPIDINSPID D 0000000000000 OOINSPI
O OUTSPIO OO0 IPsec0 00000 O0DOOOOOOOOOOODO

CREATE IPSEC SASPEC=2 KEYMAN=MANUAL PROTO=AH HASHALG=SHA HASHKEY=2
INSPI=2000 OUTSPI=2001
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ooooooo

s SAOO00OO0O0O0OOOOOSHOW IPSEC SASPECIFICATIONO 000011400000 0000000

SHOW IPSEC SASPECIFICATION
SHOW IPSEC SASPECIFICATION=1

s SAOO0O0O0O0O0OO0OO0OO0O0O000SADDODOO SHOWIPSECSADOOOO107000000000O
oo

SHOW IPSEC SA .
SHOW IPSEC SA=1 J

googoboogd

000000doooooooooo0o0ooooo sAD0D00ooooooooooooooooooon
0000ooo0oo0o0odoooo0oooooOooooooDOo00ooooO00ooO 1ooooooooooO
00000000000 oo0ooooooooooOIPsec 0000000 DODOOOACTION=IPSECO
gboboobogboobooboooboobbobbooboobobooobo

000000000 CREATE IPSEC BUNDLESPECIFICATION O OO 0O0O36 00000000000

CREATE IPSEC BUNDLESPECIFICATION=bspec-id KEYMANAGEMENT={ISAKMPWENUAL} A
STRING="bundle-string" sa_lifetime... J

goooo0oo0oO0OoO0oOUO0ODU0ODUODUOSADDODOODOOOOOOOOOOOODOO
SAO0000O0O0OOOOO STIRINGOODOOOOUOOOOooooooooooooooooooooo3
O0O0OO0OOANDODOROD ,0O0O0O0OODOOODODOOOOOODOOOOOOODOOOUOODOOOOOO
goooooOoo0Oo0o SAOODUOoUOUOoOUoUoooooooooog

go googo gooo gooo gooo
1 ESP DES SHA1

2 ESP DES MD5 O

3 AH O SHA1 O

4 AH O MD5 O

05SA0D00000O0OOO

s J00000100000000000000O00 SAQDO0ODOOOOUOO0D10000OO0O0O0OOOOO
OOESPODES+SHAIOODODOOOOUOO STRINGOOODOODOOOOOoOOOoOOOOO

IIlll ‘J

s JANDO OO OO0O0O0O0Oooooooooooooo0oooooomANDOOODOOGO SAQDOO
0000000000000 000O00OUO0DOU0O0UO0DOUOOESPODES + SHA1M AHO SHA1IOO
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ooooooo

gboooboboooboooboobooooo

"l and 3" J

0000000000 OoOoUOOo ESPUAHOOOOOOO
ISAKMP/IKEOOOOOOOOODODOODOO0DO0000000000000000o0000o0ooooon
0000000000000 oooooomoOROOU,cooooon
gbooboooobooooooobooomm

s JOROODOOO000OO0ODODOOOO0DODOOOO0O0OODODODOO0O0O0DODOOODDOUOOOODODO SA
0000000000000 0D0UESPDAHOOOODODODODOOOOODODODODODAHOOOOOOooOoOoO
000 SHA1IOMDSOOOOOODOODODOOoOoOooooooooooooooO

"l and 3 or 4" J
m [,[000000000000000000000000000000O0OIESPODES +SHA1M AH

OSHAIMOOOOOOOO 100MmESPODES + SHAIM AHOMDSOO O 0O 20 O 4 ESPO DES +
SHA1 OOOO30Ooooooooooooooo

"l and 3, 1 and 4, 1" Jd
0000o00O000oo0oo0o0o0o0ooboOo0oosSA0ODOOOoOOoOoOoOoOooooOoooa
m 0000 ESPODES+SHA1OOOOOOOOOOOOO1OOOOO0OOOO

CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STR="1" .

m 0000 ESPODES+ MDD AHOMDSOOOOOOOOO0OO0O0OO0O000O00200000000
CREATE IPSEC BUNDLE=2 KEYMAN=MANUAL STR="2 and 4" J

m 00000ESPODES + SHAIM AHOSHAIM OO 10000 ESPODES + SHA1MOOOO 2000
ooooooooooo3oooooooo

CREATE IPSEC BUNDLE=3 KEYMAN=ISAKMP STR="1 and 3, 1" .

s 000000000000000SHOW IPSEC BUNDLESPECIFICATION OO O009100000
odooodd

SHOW IPSEC BUNDLESPECIFICATION .
SHOW IPSEC BUNDLESPECIFICATION=1 .

s 00000000 SADDOODOOOOOOSHOW IPSEC POLICY 0000010000000 SABUNDLE
gbooobobooobogbon

SHOW IPSEC POLICY SABUNDLE
SHOW IPSEC POLICY=vl SABUNDLE
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ooooooo

gooooo

ISAKMP/IKEO O ODDOOoQOono

O0o0o0ooooo ISAKMPOOOOOOOOOOOOOISAKMPOOOOOOOOOO 10 ISAKMP
SAO00000000C00OC0OO0O00000000O0O0ODOO0O0O0O0OU0000OO0ISAKMP SAOO
gboooobogbooobooobooboo
ISAKMPOOUOOODOUOOOOOOOIPsecO 00000 0OO0DODOOODDOODOOODODOUODOODODOO
goodooooooo0oooOU0U0ooOU0UooOoUUoooOUoDl1OoDoDooOUooDooOUOoOoDOODOOoOoon
I[SAKMPSAOOOOOOOOOOOO 20 ISAKMPSAOOOOOOOOO IPsecSAOOOOOOOO
goooooboo

0000 100000000000 oooooooo0oo0UoO0ooOoooUoDoOooooooooDOoon
Opre-shared keyJ OO0 RSAOODODOOOOO0O00O0O0000O0O0O0000OOO0O0OOOO0OOO

& RSAOOOODOUOOUOOOPKIODODOODOUDOUOODOODOOOOOPKIODODOODOOOODODOOOAT-FL-06
000 AT-FL-06-BOOODOOO0O

ISAKMP O ODOOO CREATEISAKMP POLICY DO 0O0OO045000000000000000000OO
goobooobogbooboobbooboobobobboobooboboooboboooboobbobboon
0000000000000 O0O0UOmSENDNOTIFY=TRUED 000000000 OoOoooooooon

CREATE ISAKMP POLICY=name PEER={ipadd|ANY} [KEY=0..65535]
SENDNOTIFY=TRUE .

m 00000 CREATEENCOKEYO O OO OOOOO MM 120000000000 TYPE=GENERALD
gooobooooboooboboobobobobbobbbobootbooooooooooobboooobbobDbDobo
goo

CREATE ENCO KEY=1 TYPE=GENERAL VALUE="pobaetrpnjkakdf" J

gooooOoOoOoOoOoooUoooo IsAKMPOOOOODOOOOOOOOO

m (0222200000 ISAKMP/IKEOOOOOOOOOOOO ISAKMPOOOOOiOOOOOoOooOO
gooooooooloooooo

CREATE ISAKMP POLICY=1 PEER=2.2.2.2 KEY=1 SENDN=TRUE .

0000000 m?222200000000000000000O01ID0D0DO0O0OOOOOOOOOO

s J00000000000000O0 PEEROD ANYOOOOOODOOOOODOoOoooOoooooooo
gboobooobogboboobbooboobobobbooboobobooboboooboobbobboon
gooooo Ib00o0OooOU0OU00oU00ooooooooooOooooog

0000000 0000000000IDO000000000000000 MainOOO0O0OOOAggressive
oo00ooooo0ooo00ooU0o0ooogooooooISAKMPOOOODOOODOOoOooooOoOOO
gbooobbooobogboboobo

OO0O0DO0O0O0OUOOOREMOTEIDODOOOOOOOOO IDODOOODOOOOODOOOOOOO IDOO
Ooo0oooo REMOTEIDOOOODODODOODODOODODOOOOODOODOODOOO0OOOOOODOOODOO
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ooooooo

gbooobbogo

CREATE ISAKMP POLICY=1 PEER=ANY KEY=1 REMOTEID=client MODE=AGGRESSIVE
SENDN=TRUE

O000o00o0omIDO0 cient0 000000000000 0O0O0O0OOOOOO10000000000
goooo
00000000000 oUOLOCALIDODOOODOoDOoDoooo IDODooooooooon

CREATE ISAKMP POLICY=i PEER=1.1.1.1 KEY=1 LOCALID=client MODE=AGGRESSIVE
SENDN=TRUE

& LOCALIDOUOOO0OODOOUOOOIDODODOO0OOOOOOOIPOODOOODOOOOODOOO

s J000000000000000000000 ISAKMPOOOOODOOODOODOOOODODOODOO
00oo00o00ooooooooooooooooooooOU0UoooooooOoED?22220 33330000
oo0o0ooooo0o0o222200000000000000000010003.3.33000200000000
goooo

CREATE ISAKMP POLICY=two PEER=2.2.2.2 KEY=1 SENDN=TRUE .
CREATE ISAKMP POLICY=three PEER=3.3.3.3 KEY=2 SENDN=TRUE .

s 0000000000000 0000O0ODOO000000O0O0OOODOODOOOoOOIPODOOOOOOOO
00000000 oooooooooIDO0000D00o0000ooOo0O00ooDoooooooooooooO
000000000000000000000000 Aggressivel000000000000000O0O0
0000000OpeerldDpeer20 000000000000 O0peerl000000000000O0O0O00O0
0100 0peer20 0020000 0000000000000000000000 IDOOLOCALID="peer1”0
gbooobobogobo

CREATE ISAKMP POLICY=cl PEER=ANY KEY=1 REMOTEID=peerl MODE=AGGRESSIVE
SENDN=TRUE

CREATE ISAKMP POLICY=c2 PEER=ANY KEY=2 REMOTEID=peer2 MODE=AGGRESSIVE
SENDN=TRUE

s J000000000000000000000000000 10 0XAUTHI Extended Authentication
000000000000 00000000000000 100000000 20000000000/0
gooobboobogboboobo

O00000D0ODOOOPEEROOOOOOO ANYOXAUTHOOOOOOO SERVEROOOOOOooOoOoO
ooooo ISAKMPOOOOOD 1000000000000 0D0OO0DO0DDOODOODODOOOOOOOOOOO
gooooboobooobooboo
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ooooooo

CREATE ISAKMP POLICY=i1i PEER=ANY KEY=1 SENDN=TRUE XAUTH=SERVER .
ADD USER=clientl PASSWORD=passcliel LOGIN=NO
ADD USER=client2 PASSWORD=passclie2 LOGIN=NO .

|

000000000 O0OXAUTHOOOOOOODO CLIENTODOOOOOoOooOuooooooouooooooo
O00000ooooo0oooooooooooo10oooooo XAUTHOODOOOooooooooo
gdoooo0oooOoO0O0O0O0OODU0LDULDU0UDUODUOoDOl1oooo XAUTHOOOoooooooo

CREATE ISAKMP POLICY=i PEER=1.1.1.1 KEY=1 SENDN=TRUE XAUTH=CLIENT .
SET ISAKMP POLICY=i XAUTHNAME=clientl XAUTHPASS=passcliel

s (0000 RSAOOOOOOOOOOOOOOOOOAUTHTYPEOOOOOOO RSASIGOO DO OO
LOCALRSAKEY O OO OO UOOooOoooooooooooooooog

CREATE ISAKMP POLICY=i PEER=2.2.2.2 AUTHTYPE=RSASIG LOCALRSAKEY=2
SENDN=TRUE

RSAOOOODOOOOOOOIPsec00000000O0O0OPKIDOOOOOOOOOO

m 0000 1000000000 Diffie-Hellmand OakleyD O OO OO00O0O0O0O0OGROUPOOOO
O0o0ooooooooooooo 10768000 MODPO OO DO

CREATE ISAKMP POLICY=1 PEER=2.2.2.2 KEY=1 SENDN=TRUE GROUP=2 .

s [SAKMPOOOOOOOOOOOSHOWISAKMP POLICY D OOOO124000000000000

SHOW ISAKMP POLICY
SHOW ISAKMP POLICY=1 .

UDPOOOOOOOESP over UDPO

UDPOOOOOOOESPover UDPO OOIPsec0 0O OOESPOO UDPOOOOOOOOOOOOODO
000000000 000oooooo000000UOoooo0o NATOODOOOOooooO IPsecOn
gooooo

& O0OO0ONATOOOOIPOODOOOOOOODOOODOOO0COOO0OO0ODOO0O00O00 AHOOOOODOOOO
00000000AHOOOOODOOOOOO IPOOOOODOOODOODOOOOOO

& ESPoverUDPOUOOODOOO0OOO ISAKMP OO OO0 NAT-Traversal O NAT-TOOOOODOOOOOO
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ooooooo

O00000D0D0000OMNAT-TOOODOOOOCREATEISAKMP POLICY D000 D45000 I SET
ISAKMPPOLICY D OOOO8 OO 00O NATTRAVERSALOOOOOOOODOOOOO

s UDPOOOOOOODOOOODODOIACTION=IPSECO O IPsec 0 000 00 UDPTUNNEL=TRUEO
O00O0O0ooooooOooubDPO 274600000 ESPover UDP OO OOOOOOOODOOOOOO
go0ooooooooo UbPOOOoOoOoOoOoOOOOOOOOOO

SET IPSEC POLICY=vpn UDPTUNNEL=TRUE .

s NATOOOOOOOOOOoOOOoOOooooooooooooooooo ubPOOooooooooOO
OoooUDPOOOODOOOONATODOOOODOOODODOODODODOOOOOOOOOOOOOOO3000
gboobooobogobooboobobooboobobobbooboobbooobobooboobobobboon
gooooboogooo

SET IPSEC POLICY=vpn UDPHEARTBEAT=TRUE .

s UDPOOO0OOOOOO0OO0O0O0OO0OO0OO0O00O0000 IPsecOdd00O0OOOESP over UDP
0000000000000 000000ooooogooIPsecO0OO0ODOOOOOACTION=IPSECO
go0ooo0oU00oUoOoUOISAKMPOOOOOOOOODOOOoDOOoOooom

CREATE IPSEC POLICY=udp INT=ppp0 ACTION=PERMIT LPORT=2746 TRANSPORT=UDP .l

s UDPOOOOOOOOOOOESPoverUDPOOOOOOOO UDPOOO 27460 000000000
000000000 OSETIPSECUDPPORT O 0O OO85 000 MMO OO OCREATE IPSEC POLICY O
O0000380000/SETIPSECPOLICYO00OO0O7900000 UDPPORTOOOOOOOOOOOO
000000000000 00O00OSETIPSECUDPPORT D OO OO OO OOODOOOOOOOODOOO
56 00000 UDPOOOOODODODOOODODODOOOOODODOOOODODOOOOOODO345600000
goooooboo

SET IPSEC UDPPORT=3456 .

00000000ooooooooO000ooooooooooOdIPsecO0ODOOOODOOOooOOO
00000000000IPsecO0D000vpnO0OO0O0UDPOOOODOOOOO0OOODOOOOOPEERD
0345600000000000

SET IPSEC POLICY=vpn UDPPORT=3456 .

& UDPOOODOOODOOODOOOOODOOODDOOODOODOOIPsec00000000DODOO0ODDOOO
ooooo

s 00000000000 0ODOODOOOOOWANDODOOODOOOOOOODOOOOO0Ooooooooo
000000000000 IPsec0000DoooooooooooooOon

IPsec NAT-Traversald NAT-TO

[Psec NAT-Traversald NAT-TUO ONATOOOOUOO [PsecO0000000O0O ISAKMP/IPsec 0000
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ooooooo

O00000000OVPNOOOOOOOWindowsPCOOOOO IPsec0000O000OO00OOODOOOO
000000 IPsecVPNOOUOODOOODOOOODOVPNOOOODODOODODOODODOOOO NAT-TOODO
O00000O0OO0O0OONATOOOOOOOooooOg IPsec00oooooog
NAT-TOOOOOOOONATOOOOOOOOOODODODOOOOO0DOO0D0DOO0OOODOUOODOONATOO
0000000000000 000U00L0U0U000D 000D 0UUUOOOOONAT-TOOOISAKMPO OO
0100000000000 NATOOOOODODOUOOONATOODODODOOOOOOOO IPsecOOn
OESPOCO UDPOCOOOOOOOOOOOONATOOOOOOOOOOOOO IPsecOddOdOESPOOO
O0000ooooooNATOODOOOOODODODOOODOODODOOOOOUOODUOODOooDooOooooon
O00OOO0OONATOODOOODODOOODOOODOOOOOOOODOOOOOOODOODODOO

D000 NAT-TOOOOOOOONAT-TOO VPNOOOOOOOODOOOOOOOOOooooooooo

& NATOOOOODOOOOOIPOOOOODOOOOODO0OO0OOO0ODOO0O00O0000000 AHOOOOOO
0000000000 AHOOOOOOODOOO IPOOOOOOO0OOODOOODOOOO

& ESPover UDPOUOOD0OOO0OOO ISAKMP OO OOO NAT-Traversal O NAT-TOOOOODOOOOOO
O00000D0D0000OMNAT-TOOODOOOOCREATEISAKMP POLICY D000 D45000 I SET
ISAKMPPOLICY D OOOO8 OO 00O NATTRAVERSALOOOOOODOODOOOOO

NAT-TOOISAKMP O IPsecO0 000000000 OOOOUO0OOUOODOODOOOOOO

1. ISAKMPOOOO100000ONAT-TOOOOOOOOOOOOOO VendorIDOOOOOO
000000000 UOO0NAT-TOODODODODOOODODUOODOODOO

2. OOOISAKMPOOOO 100 0NAT-DODiscoveryD 000000000 0000O0O00O NAT
gboobooboobbooboobboooboobbooboobbobboo

3. OO0 NAT-TOOOOODOODOOOOOOODODOOOOO NATOODDODODOOOOOOODOoOODOOO
O00o00oO0oooo ISAKMPOOOOOOOOOOOODOOIPsecOOOOOOOOOO

4 ODOONAT-TOOOOOODOOQOOOOOONATOOOOOODOOOOOODOOODODOOOUDPOOO
OISAKMPOOOOOOOOOOODOS00000 NAT-TODO 450000000000 4500000
00 ISAKMP O IPsecO ESPO 00O OOOOOOOODO

5. UDP45000000000ISAKMPOOOOOOOOOO IPsecO00OESPOOOOOOODOOO
OO0000O0ISAKMPOOOOOOOOOOISAKMPOOOOOOO non-ESPOOOOOOOO
00 IPsecOESPO O OOOOOO

6. NATOOOOOOOODOOODODOODODOODODOOUOOODUOODOUODO0ODOO0OOO0OOONATOO
gboboobogbbooboooboobboobooboon

0000 NAT-TOOOOO IETFOOOOOOOOODOOOO

e Negotiation of NAT-Traversal in the IKE
— draft-ietf-ipsec-nat-t-ike-02
— draft-ietf-ipsec-nat-t-ike-08
e UDP Encapsulation of IPsec Packets
— draft-ietf-ipsec-udp-encaps-02
— draft-ietf-ipsec-udp-encaps-08

s NAT-TOOOOOOOOISAKMPOOOOOOOOONATTRAVERSAL=TRUED 0 O0O0O0O0O00OOO
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ooooooo

OO0OO0OISAKMPO OO NAT-TOOO NATOOOOOOOOOOOOOUDPO 450000000000
ISAKMPO ESPO 000000 OOOOOOOOOOOO

SET ISAKMP POLICY=i NATTRAVERSAL=TRUE

s NAT-TOOOOOOOOOOOO IPsecO0000O000O0ONAT-TOOOOOODOOOOOOOOOOO
O000000000IPsecO0000O0D000O0OO0ACTION=IPSECOOOOOOOOOOOOOOISAKMP
goooooobooobogogboomm

CREATE IPSEC POLICY=natt INT=ppp0 ACTION=PERMIT LPORT=4500
TRANSPORT=UDP J

s 000000000000000000OWANDOOO NAT-TOOOOOOOOOOOOOOOOO
O0000oO0OoOoOoOdIPsec0 00000 OODODOooOoOoOoOoOOoOOOO

m WindowsXPOOO VPNOOOOOOOOOOOOOOOL2TPO IPsec0000000OOOOO
00oo00d0ooooooo0ooooooo0o000oooooLOU00D0UD0oDoOOOO0OOOOvVPNODO
goooooo0oO0OO0O0OU0O0ODOvVPNOOOODODODUOODDUOODDUOODOOOOOo

IPsecOOO0O0OO000O0O0O0O

[PsecO0000000O0ODOOOOODOOOODOOOOOOOOOISAKMPOOODODO IPsecO0O0OOOO
gbooboobogobooobooboobobobboobooooo

0000000000 ONATOOOOOOOODDOOODDOOOO LANODODOOOODONATOOOODODOO
gboooobogobooooboo

00000000000 O0UooOOOIPsec0 00O OODODDOODOOOOODOOOODOODODOODOO
gbooobooboooboboobobobobobobobuooboboboobobooboboboobon
OO0OLANOOOOOOODOODOODODO0O0oooOWANDOODOOOOOooOoooooooooooooooo
000000000000 LANODOOOOOO0O0OOOODOO0O0000D0DDOOO0OO0OD0OWANDOOO
0000000000000 O000000000Oo0oO ENATOOOOooooogooog

ENABLE FIREWALL

CREATE FIREWALL POLICY=net

ENABLE FIREWALL POLICY=net ICMP_F=ALL

DISABLE FIREWALL POLICY=net IDENTPROXY

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE

ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO

0000000000 oOOOOoOOODOOOIPsec0 000000000000 OOOOOOOOODOIPsec
000000 0O0OoOoOoOIPsec0 0000000 OODODOODODOOOOODOODOOOODOOODOODOO

s [SAKMP/IKEOOOOOOOOOODODOOODOOOOO ISAKMPOOOOODOOOOOoDoooooO
O00oooOoooooOoOoooooouppso00O0ooooooom

ADD FIREWALL POLICY=net RULE=1 ACTION=ALLOW INT=pppO PROT=UDP GBLPORT=500
GBLIP=1.1.1.1 PORT=500 IP=1.1.1.1 J
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ooooooo

s UDPOOOOOOOOOOOOOOOOISAKMPOOOOOOOOESPOOOOOOOOOOOOOO
UDPOOOOOESPoverUDPOOOOODOOOOOODOOOOODOO UDP27460000000000

ADD FIREWALL POLICY=net RULE=2 ACTION=ALLOW INT=pppO0 PROT=UDP
GBLPORT=2746 GBLIP=1.1.1.1 PORT=2746 IP=1.1.1.1 J

s NAT-TOOOOOOOOOOISAKMPOOOOOOOONAT-TO UDPOOOOOOOOOOOOO
O00ooooOouDpp4500 0000000000

ADD FIREWALL POLICY=net RULE=3 ACTION=ALLOW INT=pppO0 PROT=UDP
GBLPORT=4500 GBLIP=1.1.1.1 PORT=4500 IP=1.1.1.1

s 0000 LANOOOOOO LANOODODOOOO NATOOOOOOODOODOOODOOOOOOOOO
0000000000 mvlanl OOO0OO IPO0OOOOOOOOOO 192.168.10.10192.168.10.254 0 O
000000 192.168.20.10192.168.20254 0 00000 NATOOOODOOOOOOOOOOO

ADD FIREWALL POLICY=net RULE=3 ACTION=NONAT INT=vlanl PROT=ALL
IP=192.168.10.1-192.168.10.254 4
SET FIREWALL POLICY=net RULE=3 REMOTEIP=192.168.20.1-192.168.20.254 J

s 0000000000000 IPsec00000D0OO00ODOOODOOODODOODOOODODOODOO
OENCAP=IPSECO O0OIPsec0 0 0000000000000 DOOOODOOOOOOOOODOOODOOO
0000000000000 0000000000@™ppp0 00000 IPsecO00OO0O00O0OOO0
0000000 192168.10.10192.168.10254 0000000000000 LANODOOOO NATOOO
goobooobooooboooboo

ADD FIREWALL POLICY=net RULE=4 ACTION=NONAT INT=pppO0 PROT=ALL
IP=192.168.10.1-192.168.10.254 ENCAP=IPSEC

Unnumbered IPO 000000000 O0OO0O

[PsecO0 00000 0OIPODOOOOOOOOOOOOOOOOOO0OO0OOO0O0OOOODOOODOOIPsecOO
0000000 WANOOOOOOOOOO Unnumbered 00 0000000000000 O0O0OOOOO
[Psec0 0000000000000 0OOOO Unnumbered 0000000000000 0O0O0OOOOOO
gbogbooboobobooboboobobboboobooboboobobboobobooboo
WAN O Unnumbered 0000000 LANOO ISPO0O0O0OO0O0O0O0OO0OOOOOOUOOOOO
OO0 IPsecO0 0000000000000 0ODOOOODOOO ADDIPINTERFACEOOOOMMIIPOO
8400000000000 DOOODUbODOO

m [J0000boobooboboboobboooboboooboon
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ooooooo

Unnumbered

 eth1 T ! vian 192.168.10.1 |
| 4.4.41 |
|
- | |
| [ — | \‘ :
‘ —_— - :‘ DL D |
| — |
4442 = H 192.168.10.2 @192.168.10.4:
| 4443 192.168.10.3 |
- - - - - - ____1 L ____.
4.4.4.0/29 192.168.10.0/24

O0D00000OWANOODOOODOOODOppp0d 0 Unnumbered 1000000000000 ppp0 0
000000 IPsec00000 ISAKMPOOOOOODO0OO0O000000000000000000O
000000000000000000
0000000000000000000000000000000000000000000000
192.168.10.100000000000000000000000000000000000

ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 4
ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
00004441 00000000000000000000O000O

ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248
ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 4

m JO00000000D00O00OWANDOO Unnumbered 000 00000000000 100000000
gobooobooooboooboo
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ooooooo

pppO Unnumbered

—_—_—e === —— = — — = = = = = = = = = 5

= 4444 4.4.4.6
4.4.4.3 4.4.45

N |

4.4.4.0/29 (4.4.4.0-4.44.7)

9B 5 B

m PPPOELANOO0OOOOWAND Unnumbered 00000000000 Unnumbered 0000000
000000000 WANOOOOOOODOOoOOoOoooOooooooooooooooooooooo
WANODOOOOOOODOOOOoooooooOoOoooOOoOoOOOOOOooOUooOOOooggooooooo
gboooobogbooboobbooboobobobbooboobooobobooboobobobboon
gooobobod

PpPO
4.4.4.0/29 (SPOOIPCPOOODOD)

(
------- 00o00o0o0oooonoo
000 O Unnumbered

192.168.10.2 192.168.10.4
192.168.10.3

4.4.4.0/29 192.168.10.0/24

B LB

Psec0000000O0OO0OO0OODODOODOOODO0ODO0O0O0O0O0OOOOOOUOOUOOOOOOOOODOO
DDDDDDDDDDDDDDDDDpppODDDDDDDDDDDDDDDDDDDDDDDDDDDD
Unnumbered DO O OO0
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ooooooo

ENABLE IP .

ENABLE IP REMOTEASSIGN .l

ADD IP INT=ppp0O IP=0.0.0.0

ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248 .l
ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 J
ADD IP ROUTE=0.0.0.0 INT=ppp0 NEXT=0.0.0.0 .

O0000PsecO0 0000000000000 0O000O00O0OO00O0O0O0OIPsecO0000 ppp0000
0000000000000 ppp0000D0 Unnumbered 000000000 DOO0O0ODOO0OODODOO
o0oo0ooooooooooooo44400000000000000000D0O0DOOOOOOOOISPO
0000000 U0UOOoooOoo IPsec0bOOOUOODOOO

00000000000 OWANDOODDOUOODDODOODOoooooooooooooooooooooooon
gbooooboooboooboobooooboobboobooboobbobboobo

gooooooooo
pppO-10 0000 A
ppp0-17 | ppp0-0
4.4.4.6/32 4.4.4.029 (ISPOOIPCPODODODO)

192.168.10.1

OOOOODOENAT

B LB

192.168.10.2 192.168.10.4
192.168.10.3

4.4.4.0/29 192.168.10.0/24

ENABLE IP .

ENABLE IP REMOTEASSIGN .l

ADD IP INT=ppp0-0 IP=0.0.0.0

ADD IP INT=pppO-1 IP=4.4.4.6 MASK=255.255.255.255
ADD IP INT=ethl IP=4.4.4.1 MASK=255.255.255.248 .l
ADD IP INT=vlanl IP=192.168.10.1 MASK=255.255.255.0 J
ADD IP ROUTE=0.0.0.0 INT=pppO-1 NEXT=0.0.0.0 J

00000000001 0000000000IPsecO00000 ppp0-10000000000000O00
0000000 4446000000000ODDODO

IPsec DPD
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ooooooo

[PsecDPDO0OIPsecO 00000000 O0OOOOOOODO

O000O0OO0IPsecSAD 000000000 OOOOODOOODOOODDOOOOOODOOOODPDOOOO
gooboooboobooboobobooboobobobbooboobobooboboooboobobobboon
gdooooooOoOoOoooUooDUoobPDOODOODODODOODODO
gooDbPDOOOOOODOOOOOODOOOOODOO DPDACKOOOOODOOOODOOOOOOOODOO
goobooobooooboooboo

ISAKMP OO OISAKMPOIPsecl SAOO0O0OOO0OOOOOO DPDOOOOCOOOOOOOOO

t t gooobPDOOOOOOOODO
gobooooboo

DPDOOODPDMODECO O OO IPsec O O O O R-U- R-U-THEREOOOOOOOOOO

000 receive D0 O0Oboth OO0 THEREOOOODOOO O0OO0OO0OO0OO0OOOO

OO0 AROoDOoooooobpPpDO OO0

goobooobooooboobboo

DPDOUOODPDMODEO OO0 IPsecO0000O000O0O0 dpdidletimer000000000

O00bothOOOOO AROOOO OO0O0000O0O000O0O goood

goooooboo

dpdidletimer 00000 R-U-THEREIKE O O O O mes-
u sagetoU D OUoooooooOoO
IPsec O O O O R-U- dpdidletimer000000
THEREACK OO OOO

gooobobod

R-U-THEREO OO OO R-U-THEREOOOOOOOOOO
0000000 RU- Omsgretrylimitdmessagebackoff(]
THEREACK OO OOO msgtimeoutO0 000000000
gbooobbogo gd

000000000000 000000000000 OIPsec
0 R-U-THEREACK OO SAOISAKMP SAOOOOO
gbooboboooon

0 6: IPsec DPD O OO

s DPDO0O0OOCOOOOOOOOOUOODOOOOOOOOO
gooooooUoooooUoooOgoog 50120
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ooooooo

IW—52—A JL—2—B

—— R-U-THERE #0 —»
<¢— R-U-THERE-ACK ——
¢ #0 & #1DOfEkRE 20% (DPDIDLETIMERYE)

—— R-U-THERE #1 —p
! #1 L #2047

—— R-U-THERE #2—»
J #2 £ #3D[ERE 8%

—— R-U-THERE #3—»
¥ #3 & #4DERE 168

—— R-U-THERE #4—
} #4 £ #50FE 247

——— R-U-THERE #5 —p
! 45 £ #6D MR 327

—— R-U-THERE #6—p
} #6 £ 47 DRIKE 407

—— R-U-THERE #7 —p>
! 47 L 480 R 487

—— R-U-THERE #8 —p
N #8 & #9MDfEE 561

—— R-U-THERE #9 —p>
¢ #9 & Delete DE R 64

Delete

S5t 1 20M+4F0+8F0+16F0+24F0+32F0+40F0+48F0+56F0+647=312% (5512%)

*{EREIFE : ISAKMP POLICY DMSGTIMEQUT/XS X — 4 — £ MSGBACKOFF/YT X — & — D {EIZ k7T
FE@E : ISAKMP POLICY DMSGRETRYLIMIT/XS X — & — D{EIC4&TE

Responder Rekey Extension

DPDO OO ISAKMP/IPsec0 00 0000000000000 OOOOOOOOOOOOOOOOOO
gobooobogoboooobod

000000ooooooo0o0oooooooOU00OooooD SADOoOoooooooO ISAKMP O
IPsecSAOOOODOOODOOOOOOODOODOOOOISAKMPOOOOODO 1000000000100
Oo0o0o0o000o0OoOoooooo ISAKMPSAOOOO ISAKMPSAODOOOOOOO IPsecSAOO
goooo
go0oooooSAO0000O0OOUOOOOOOOOODOOODODOOODODOOODOODPCOVPNOOO
go0000o0O0o0oOoO0O0oOUOoD SAJO0UOU0UODOoOUoOoUoOooDoOooooog

s 00000000000 PCOVPNOODOOODDOODDODOODDODOOODODOODODOODODODOODOO
goooooboo
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ooooooo

m Android 2x/3.x000 VPNOOOOOOOOOOOO ISAKMP/IPsecSAOOOOOOOOOOO
00o00ooooooo0ooooooO000ooooOo0b0UdOO0D SADoDO 8oooUUooooooO
00o0000oooooo0ooooooovVPNOOODOODODOODOODODOOOoooooooooooo
g0o000oO00O0OoO0Oo SAODO0O0UOUODUOO0l10DDODDOOOOODODOOOSAOOOOOOO

s DPDOO0OO0O0O0O0O0O0OO0OOOOOOOOOOOCOOO0O00000D0D0DOODOOODOOOOOD
Ooo DPDOOOOOODOOOOOOOOOO

ooooaoo

IPsecO000000OO0O00OO0O0OOOOOOOIPsecO000OO0OOODOOODODOOODOOOODOOOO
gooboobobod

gooooo

m J00IPsecO0000000000000O0OOOO0OO0OOOOOOSHOWIPSECODOOOO9 OO
O0O00O000ModuleStatus 0 ENABLED OO OODOOOO0OODOOOOODOOOOO

SHOW IPSEC
s [SAKMPOOOOOOOODOOISAKMPOOOOOOODOOOOOODOODOOODOOOooooooO

OOSHOWISAKMPO OO OO1160000000 00O Module Status 0 ENABLEDOOOOQOOOO
gooooboogooo

SHOW ISAKMP .
m DO0O0O0OOISAKMP/IKEDOOOOOOOOOOIPsecSAODOOOODOOOOOOOOO 2000

OOOISAKMPSAOOOOOOOOOOOOOOO0O0O0O0OO0O0 1M SHOW ISAKMPSAOOOOO128
O0ooo ISAKMPSAOOOOOOOOOOOOOOOOOOoOoOoOO

SHOW ISAKMP SA .

SecOff > show isakmp sa

Expiry Limits - hard/soft/used
SA Id PeerAddress EncA. HashA. Bytes Seconds

3 1.1.1.1 DES SHA -/=/- 86400/82080/1382

ISAKMPSAOOOO0OO0O0000O0O0O000O0D0O000O0O pre-shared keyD O ISAKMPODOOOODOO
0000o00oooooooooooooooooooooooO0oDooooooO ISAKMPOOOOGOO
gobogobogoboobod
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ooooooo

SHOW ENCO KEY=1

SHOW ISAKMP POLICY

SHOW ISAKMP POLICY=1 .

SHOW CONFIG DYNAMIC=ISAKMP .

m [SAKMPOOOODODOOOODOOODODOOODODOOOOODO0OoDOoO0oooooooooooISAKMP
SAO IPsecSAOOOOODODOOOOO MM Exchange n: Completed successfullyDO0 000000000
pgooooooooooo

SHOW LOG MODULE=ISAK
goo

SHOW LOG TYPE=IKMP .

SecOff > show log module=isak

Date/Time S Mod Type SType Message

03 11:22:49 3 ISAK IKMP MSG ISAKMP has been enabled

03 11:31:10 3 ISAK IKMP XCHG Exchange 1: Phase 1 [init] started with peer
2.2.2.2

03 11:31:14 3 ISAK IKMP XCHG Exchange 1: Notification Received - DOI

03 11:31:14 3 ISAK IKMP XCHG Exchange 1: Completed successfully

03 11:31:14 3 ISAK IKMP XCHG Exchange 2: Phase 2 [init] started with peer
2.2.2.2

03 11:31:14 3 ISAK IKMP XCHG Exchange 2: Completed successfully

s SHOW I[SAKMP EXCHANGEO OO OO119000000000000000000 ISAKMPOOO
goooooooboobobobobobbobobbbooooooooobbbobbobboobooooobobn
gbooboobogboboobboooboobobobboobooboboobobooboobbobboon
oo

SHOW ISAKMP EXCHANGE

SecOff > show isakmp exchange
ISAKMP Exchanges
Id Phase State PeerAddress Type

3 4 WAIT HASH_SA_NONCE 2.2.2.2 QUICK

m [Psec0 0000000000000 00O0O0O IPsecSAODOOOOODDOOOOODODOOOOIPsecSAD
O000000000000000000IPsecSAOODODOOOOOO ISAKMP/IKEOOOOOOOOO

IPsec CentreCOM AR415S 0000000000 2.9
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ooooooo

00000 20000000000000000SHOW IPSECSADO0OOO10700000 IPsecSADOO
gboooobogoboobobooboob

SHOW IPSEC SA

SecOff > show ipsec sa

SA Id Policy Bundle State Protocol OutSPI InSPI
2 vl 1 valid ESP 3154027431 4241764757
3 vl 1 valid AH 1252362122 3221961085
4 v£3 1 Vvalid ESP 28060662 981246197
5 wvfl 1 Vvalid ESP 51507534 3371320620

O0O0IPsecSAODOOOOODOO SHOW IPSECPOLICY D OO ODO10000 000 SABUNDLE OO
gooooboogooo

SecOff > show ipsec policy sabundle

Ipsec Policy SA Bundles

Bundle Expiry Limits - hard/soft/used
Index SA's State Bytes Seconds
Policy ..., vl
0 2,3 VALID -/-/1728 28800/27360/2732
Policy ..., vx1l
Policy ..., vEil
0 5 VALID -/-/220 28800/27360/2004
Policy ..., vE2
Policy ..., vE3
0 4 VALID -/-/440 28800/27360/2052

ISAKMP/IKEO IPsecSAOOOU0OOOO0OUOOOOOOOIPsec000O0SAOOOOUOOOOOUOO
OO0IPsec0000000O0OO0OOO0O0000O0DODOOOOOOOOOOOODDODOOOOOOOOOOO
Oo0o00000000000ooooooO00o000000O0O0OSHOW ISAKMPSADOOOO128
ooooOgISAKMPSAOOOOOOOOOOOODOOOOOOOOOOISAKMPSADOODOOOOO
OO0 IPsecSAOOOOOOOOOODOOOOOOOO

SHOW IPSEC SASPECIFICATION
SHOW IPSEC BUNDLESPECIFICATION .
SHOW IPSEC POLICY

SHOW CONFIG DYNAMIC=IPSEC .
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ooooooo

m [Psec000000000O0OO0OOOOODOOODOOOOOOOOOOOOOODOOO

SHOW LOG MODULE=IPSE .

goo

SHOW LOG TYPE=IPSC

SecOff > show log type=ipsc

Date/Time S Mod Type SType Message

17 07:54:36 3 IPSE IPSC MSG IPSEC has been enabled

17 07:55:29 3 IPSE IPSC MSG SA bundle created: Policy - vl

17 08:11:28 3 IPSE IPSC MSG SA bundle created: Policy - vi3
17 08:12:17 3 IPSE IPSC MSG SA bundle created: Policy - vfl

gogoooooon

s [SAKMPOOOOOOQOOOODOOOODOOOODODOOOISAKMPOOOOOOOODOOOOOOODOOOOO
0000000000000 0000000000000000000ODOENABLE ISAKMP DEBUG O
ooooe3npoOiooooOOn

ENABLE ISAKMP DEBUG={ALL|DEFAULT|PACKET|PKT|PKTRAW|STATE|TRACE|TRACEMORE} .J

O0PKTOOODOODODODOOODOOOOODODODOODODO0OoOooooPKTOOODODODOOO4OOooO ISAKMP
000000000000000000000000000ISAKMP/IKEOOOOOOOOOooooo
gboooboboobogon

SecOff > enable isakmp debug=pkt

Info (182057): ISAKMP Debugging has been enabled.

SecOff > ISAKMP Tx Message
Cookie’s: 5052045c2e566b81:0000000000000000
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ISAKMP(l) #Trans: 1 SPI:
Transform#: 1

Transform Id .................. IKE (1)

Encryption Algorithm........... DES (1)

Authentication Algorithm....... SHA (2)

Authentication Method.......... PRESHARED (1)
Group Description.............. 768 (1)

Group TypPe. . v v i it it i e i e MODP

Expiry SecondS........ouuvuuu... 86400

IPsec CentreCOM AR415S 0000000000 2.9

613-000667 Rev.J

31



32

ooooooo

m [Psec0 0000000000000 ODOOODOOOOIPOODOOOOOOIPsec0dOOOOOOOnO
000000 0U0ooooo0o00000oooooo00O0000D0O0o0oO0O0OO000U0OENABLE IPSEC
POLICY DEBUGOOOOO5S 0000000000

ENABLE IPSEC POLICY=policy DEBUG={FILTER|PACKET|TRACE|ALL} .J

SecOff > ena ipsec policy=vpn debug=packet

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 45000028eb1040002006d908c0a81464c0a80102
TCP: 0429005005b7e65c01faeedc5004000038560000
data:

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b7£00004032£fa573£0c42e£01010101

ESP: 14f45fa300000b09:35d26e02458706623d%aa9%bf

data: 9fcdl8dl0a34ffeecb8b0f574ddeaa820£8baldb36cd7a9fc0254£08215e2aa7ecdb34688
6193£17d39cc7£096276238bf262b668920b51c535d26e02458706623d9aa9bf

goooooo

O0000000O0o0O0IPsecO ISAKMPOOOOOOOOODOODODODOOODOODODODDOOODOOOOO
gboooobogboboobbooboobobobbooboobboobobooboobobobboon
gboooboboogoboo

m [PsecO000000000000O0O000O0 SHOW IPSEC COUNTERSOOOOO93 0000000
OO0O0OOO0COUNTERSODOOODOOOOOOOOOOOOOOOOOOOOoOooOooDoOo

SHOW IPSEC COUNTERS

s [SAKMPOOOOOOOOOOO SHOW ISAKMP COUNTERSO OO OO117000000000
oo

SHOW ISAKMP COUNTERS

s [SAKMPSAOOOOOOOOOOOOODO 1000000000 0OMain0O0O0OOMODE=MAIN OO
00000000000 Aggressived 000MODE=AGGRESSIVEOOOOOOO0O0O00O0O00O0OOO

SHOW ISAKMP COUNTERS=MAIN .
SHOW ISAKMP COUNTERS=AGGRESSIVE .

m [SAKMPSAOOOOOOOOIPsecSAODOODODOOOOOOODOOO20000000000QUICK
goooobogoboobbooboo

CentreCOM AR415S 0000000000 2.9 IPsec
613-000667 Rev.J



ooooooo

SHOW ISAKMP COUNTERS=QUICK

m 00000 IPsec000000000O000O00O0OO0O0O0OOOOSHOW IPSEC POLICY OO OOO100
00000 COUNTERSO OOOOOOOOOoooo

SHOW IPSEC POLICY=vpn COUNTERS

m [PsecSAOODOOOOOOOOSHOWIPSECSAOOOODO10700000 COUNTERSOOOOO
gooobobod

SHOW IPSEC SA
SHOW IPSEC SA=2 J
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Doooouooogon

oobooggood

gooooo
DISABLEIPSEC . . . . . . 54
ENABLEIPSEC . . . . . . 58
PURGEIPSEC . . . . . 71
RESET IPSEC COUNTER . . . . . . . e 72
RESET IPSEC SACOUNTER . . . . . . . e 75
SETIPSEC UDPPORT . . . . . . . e 85
SHOW IPSEC . . . . . 90
SHOW IPSEC COUNTERS . . . . . . e e 93
SHOW IPSECISAKMP . . . . . . . e e e e 98
SHOW IPSEC SA . . . . . e 107

IPsecO OO0
CREATE IPSEC POLICY . . . . . . . e e e e e e 38
DESTROY IPSEC POLICY . . . . . . o e e e e e 51
DISABLE IPSEC POLICY DEBUG . . . . . . . .. e i e 55
ENABLEIPSEC POLICY DEBUG . . . . . . . . .. e e 59
RESET IPSEC POLICY . . . . . . . e e e e e e 73
RESET IPSEC POLICY COUNTER . . . . . . . .. . e 74
SETIPSECPOLICY . . . . . . e e e e s 79
SHOW IPSEC POLICY . . . . . . e e e e e e e 100

SAOOOO
CREATE IPSEC SASPECIFICATION . . . . . . . . et 43
DESTROY IPSEC SASPECIFICATION . . . . . . . . e 52
SET IPSEC SASPECIFICATION . . . . . . . . . e e 83
SHOW IPSEC SASPECIFICATION . . . . . . . . . e e 114

SAOOOOOOoOOoO

CREATE IPSEC BUNDLESPECIFICATION . . . . . . . . .. oo e 36
DESTROY IPSEC BUNDLESPECIFICATION . . . . . . . . ... i 50
SET IPSEC BUNDLESPECIFICATION . . . . . . . .. oot 78
SHOW IPSEC BUNDLESPECIFICATION . . . . . . . .. i e e et 91
ISAKMP
CREATE ISAKMP POLICY . . . . . e e e e e e 45
DESTROY ISAKMP POLICY . . . . . . . e e e e e e e s 53
DISABLEISAKMP . . . . . e 56
DISABLE ISAKMP DEBUG . . . . . . . . e e e e e e 57
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IPsec

ENABLEISAKMP . . . . e 62

ENABLE ISAKMP DEBUG . . . . . .. . et 63
RESET ISAKMP COUNTER . . . . . .. e 76
RESET ISAKMP POLICY . . . . . . . o e e e e e 77
SET ISAKMP POLICY . . . . . e e 86
SHOW ISAKMP . . . . . 116
SHOW ISAKMP COUNTERS . . . ... . ... . o 117
SHOW ISAKMP EXCHANGE . . . . . . . ... o 119
SHOW ISAKMP POLICY . . . . . . e e e 124
SHOW ISAKMP SA . . . . . o 128
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CREATE IPSEC BUNDLESPECIFICATION

CREATE IPSEC BUNDLESPECIFICATION

O00O0O0O0OIPsec/SAOOOUOOOO

CREATE IPSEC BUNDLESPECIFICATION=bspec-id KEYMANAGEMENT={ISAKMP|MANUAL}
STRING="bundle-string" [EXPIRYKBYTES=1..4193280]
[EXPIRYSECONDS=300..31449600]

bspec-id: SAO D 00000000 DOOO250
bundle-string: SAU D000 0000010100000SA000000000255000000000ANDOORDOO

gooooooooooooo

a0

SAO000000O0O0OoOooOon
SAO0OQOO0O0O0OO0OO0OOIPsecO00000O0ODO SAOODDODOOOOOOOODOOODODOUOOODOODOO
go0oo0oooO0oOoO0oO0O0OoOOOOoOOOOOoESPOOOOD0AHOODOOOOOOOODOOOOOODO

OESPOOOOOOOOOCOOOOOOOOOOOO

goooog

BUNDLESPECIFICATION SAOOOOOOOOOO

KEYMANAGEMENT 0OO000O00SAOOOOOOOOOOOOOOOMANUAL=0O0CO0O0OM
ISAKMP/IKEOOOOOOOODOOOOODOOO0OOOOOOISAKMP=000000000000

STRING 000000000 SADODOODODOOOOOOSADOOOOOO ANDODOROODOOOO
0000000000 0ooo0ooo0oooD 200 SA0000O0 ANDOOOoOooooooo
SAOD00OOOOODOOOOIPsecOO0000O0OESPODAHOODOOOOOOOOOODODOOOSA
O000O01MESPOOO3MAHOOOOO SADODODOOOTIAND3DOODOOOOOOOOO
O00000oooono ESPcAHOOOOOOOOOODODOODOOODOOooooSAoOooon
goooooOooOoOoOoOoOD 0ODOoDODOOoDOOOOOODOOO0DOO0OO00O00D0DO0oDOoDOooOoOooOg
ISAKMP/IKEOOOOOOOOODOOOOO0O0O00SAOOOOO1I000200001 AND 20010
0020000000000010R20D10002000000001000300000000M1
AND2,1TAND 3000000000 MANDOOODOOODODOOODOOOOOOODOOOOOGOg
000000000000 OoOooDomOROOODODOoODOOoOODOODODOODOOODOOODOODOO
000000000000 ANDOOOODODUOO0DOUOO0DDOO0DODOO0og ESPODAHOOOOODO

EXPIRYKBYTES 00000 SAOODO0OO0OOKbytelDOOOOOOOODOODOOO0OO0OOODOO0O0OOO
OSAODO00DOOOODOOO0O0OOO0OOKEYMANAGEMENTO OOOOOO ISAKMPOOOO
O00000004193280000000000000041932800000000000000000O

EXPIRYSECONDS 00000 SAODOOO0O0OO0MOOOO0OOOOOOOOOOOOOOOOOOO
O0SAO00ODOOO0OOO0O0O0D0O0O0KEYMANAGEMENTOOOOOOO ISAKMPOOO
O000oo0o0oooooooo 2880000800
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CREATE IPSEC BUNDLESPECIFICATION

g
s 000000 SAODOOODOOOOOID000O0O0O0SADODOOOOID0O20000000

CREATE IPSEC BUNDLE=1 KEYMAN=MANUAL STRING="1 AND 2"
s 0000000SA0O0O0O0O0O0O0O0O020000000SA00000000000O030000000

oo

CREATE IPSEC BUNDLE=2 KEYMAN=ISAKMP STR="1 OR 2 AND 4, 1 OR 2, 3 AND 4"

dooogoan

0000000000 O0KEYMANAGEMENT=MANUALD 0000000

goooog

DESTROY IPSEC BUNDLESPECIFICATIONO S50 000 O
SET IPSEC BUNDLESPECIFICATIONO 78 0 0O O
SHOW IPSEC BUNDLESPECIFICATIONO 91 0000
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CREATE IPSEC POLICY

CREATE IPSEC POLICY

OO0o0OooOdIPsec /IPsecOODOO

CREATE IPSEC POLICY=policy INTERFACE=interface ACTION={DENY|IPSEC]
PERMIT} [IPVERSION={4|6}] [KEYMANAGEMENT={ISAKMP|MANUAL}]
[BUNDLESPECIFICATION=bspec-1id] [PEERADDRESS={ipv4add|ipvéadd|hostname|
ANY|DYNAMIC}] [LADDRESS={ANY|ipv4add[-ipv4add]|ipvéadd|/prefix-length]|
ipvéadd-ipvéadd}] [LMASK=ipv4add] [LNAME={ANY|system-name}] [LPORT={ANY|
port}] [RADDRESS={ANY|ipv4add[-ipv4add]|ipvéadd|/prefix-length]]|
ipvéadd-ipvéadd}] [RMASK=ipv4add] [RNAME={ANY|system-name}] [RPORT={ANY|
port}] [TRANSPORTPROTOCOL={ANY|ESP|GRE|ICMP|OSPF|RSVP|TCP|UDP|protocol}]
[DFBIT={SET|COPY|CLEAR}] [GROUP={0|1|2}] [ICMPTYPE=NDALL]
[IPROUTETEMPLATE=template] [ISAKMPPOLICY=1isakmp-policy]
[SRCINTERFACE=interface] [UDPHEARTBEAT={TRUE|FALSE}] [UDPPORT=port]
[UDPTUNNEL={TRUE|FALSE}] [USEPFSKEY={TRUE|FALSE}] [POSITION=pos]
[RESPONDBADSPI={TRUE|FALSE}]

policy: IPsec0 000001022000

interface: IP 00 00000000 eth00 ppp0 000

bspec-id: SAO D 00000000 DOO250

ipvdadd: IPv4A 0000000000000

ipvbadd: IPv6 0 000

hostname: 00 00

prefix-length: 00 0000000001280

system-name: 0000 00101200000000000000000000000
port: TCP/UDP U 00 00O 000655350

protocol: IP0 0000 00DO002550

template: 100 000000001031000000000000000O
isakmp-policy: ISAKMP OO 000010240 000000000000000000000
pos: 00 0000000O0O0O101000

a0

[PsecOOOOOOOOOO
IPsecO0OO0OO0IPOOOOOIPO0OOOOOOOODOUOODODOODOOOOODOOODODOODOOOOO
Oo0oOIPsec0 00000000000 OOOOOOOOOOOOOOOODOO

[PsecO 0000 IPOO0OOOOOOOOOOODOOODOOOOOO POSITIONOOOOOOOOOOO
gdo0o0o0ooOoO0O00O0OODU0O0DU0LDUD lDDoDooDooDoODooOoDooOoOOoOooOOooOOOoOOOOO
0000000000 ODENYLD UOOOOooooooooooooooooooo
[Psec000000000O0DOOOOOO00O0O0OODOODOOODOOOOOOODDOOODODODOOOOOO
O000O0OdIPsec0dOOn POSITIONOOOOOOOOOOOOOOODOOOODOOODOOOOOO
O00O0O0O0OOACTIONODODDDODOO
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CREATE IPSEC POLICY

goooog

POLICY IPsecO0O OO0

INTERFACE 0000000000000 0O00OCO0O0OIPsecOd00O00O0O0OD0O0OOOOOOONO
g oobuobuobbobobbbobobbobbobbobobuioUu o g
OOWANDOOOOOOODOOOoOOoooo

ACTION 0000000 LADDRESSILMASKILNAMELPORTCRADDRESSIRMASKIRNAMED
RPORTITRANSPORTPROTOCOLMI O 0O O0OOOODOOOOOOOOOODOIPSEC BUNDELSPECIFICATION
Do0o0ooooooooSAODO0OO0O0ODOOOO0O0O0MPERMITOIPsecO 000000 ODOONO
OO00O0OD00MDENYOOOOOOoooooooooooooIPSECOODOOOO0OOOO0O0O IPsec
000 IPO0OOUOOPEERADDRESSITISA OO O0O0O0O0OOOBUNDLESPECIFICATIONOO O
O000O0KEYMANAGEMENTO 0000000

IPVERSION 0O0O000O0O0COOIPOOOOOCOIPVADOO40IPveO OO 6000 00O0O0O00OO0ONO
0o 4

KEYMANAGEMENT SAO0O0O00000OO0O0O0O0O0O0O0OOOOOOOMANUALMO OO JISAKMPO
O000000BUNDLESPECIFICATIONO O OO OODOOOOO SAODDOOOOOOOoOOO
O00000O0o0O0ACTIONO IPSECOC0O0O0ODOO0OOODOOOOOOOn

BUNDLESPECIFICATION SAOO0O0OOOO0OOOO0OOO0SAODOOOOOOOOOOOOOSAOOO
O00OIPsecO0 00000 ODO0OO0ODODOOOOODOOOO0ODOODOOOOODOOOOOOOON
OO0O0000O0O0ACTIONO IPSECO0OCO0O0OO0OO0OO0O0O0OOODOOOMOOOSAODODOOO
ooooooooooooooooo KEYMANAGEMENTOOOOOODOOOODOOOOO

PEERADDRESS 00O IPsecO OO0 IPOO00OOCO0OOOOOOOOOOOOODNSOOOOOOOO
ooooooIPOo0O0OooOo0OoOo0O0ooOoO0OoooOOoooooooog DYNAMICOOOOOO
ooooooooIP000O0O0OOODOO0OOOOOO ANYOOOOOODYNAMICO ANY OO
KEYMANAGEMENT O ISAKMPOOOOOOQOOOOO

LADDRESS 0000000000000 0O0OO0OOOOD1000000000000000O000O00A0
oooooIPO0O0O0O0OO0OO0OO0OOLMASKOOOOOODODOOOOOODO0OOOoOooooooOoo
Oo0o0ooooooooooooooooooooooo ANYODOOoo

LMASK 000000 100LADDRESSOO00O0O0OCOOOOOOOOOOOODOO 255.255.255.255

LNAME 000000 1000000000000000000000000000000O000000
DoooooooooISAKMPOOOOO2IDO0D00O0O0O0O0O0OOOOOOOO0O0 ANYOO
ggg

LPORT 000000 10000000000000000O0 ANYODOOOO

RADDRESS 000000 100000000000 00000000O0O0O0O0O IPOOOOORMASK
gogdodobbbooooobbbdooob bbb bbb bbb b
oooo ANYOOOoOO

RMASK 000000 100RADDRESSOC0OO0O0OOOO0O0OOOODOO 255.255.255.255

RNAME 000000 10000000000000000C000O00D00O00O0OC00O0000O0000
oooooooooooooooooo ISAKMPOOOOO2IDO00O0O0O0O0OOOODO ANYOO
ggg

RPORT 000000 10000000000000O00O00 ANYODOOOO

TRANSPORTPROTOCOL 000000 100000000000 O00O0OO0O0OOIPOOOOOO
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CREATE IPSEC POLICY

ODOOALLOTCPOUDPOD OO OOOOOOOOIPOOOOOO0OOOOOOOOOOO ANYDO
ggg

DFBIT 0O00000O0SAOOO0OO00O0O0IPOOOOO DFODon’tFragment0000000000O00
ooooooooooooCoOPYoooooooooooIPOOOOO  DFOOOOOOOOOONO
OO0O0OO0OSETOOO0O0O0OO0O0000O00000000000OCLEAROOOOOOOOOOOOGOO
ooooooooooooooooooooMITUDODOOOOOOOoOoooooooOoObDFEOO
ooooo0ooooooooooooooooooooooooooooooooon CLEARO
Oo0ooooooo CLEAR

GROUP IKEOOODO 20Quick 000000 Diffie-Hellman 00000000 Oakley 0000 OPFS
0 Perfect Forward SecrecyD 0 D 00000000 OUSEPFSKEY DOODOO0OO TRUEOODOO
ooooooooooooooooo 1

ICMPTYPE ICMPOOOOOOOCOOOIPv6eOOOOOONDALLOOOOOOOOPv6eOOOOOOMO
000 ICMPO O O 133-136(RouterSolicitation/Router Advertisement /NeighborSolicitation /Neighbor Advertise
0000000000 IPsec00000 ActionO”permit’0000000000000000O0
OIpveO0OOD0ODOOD0OO0OOO0ODOO0O0OOO0OOOOOOODOOOO0O IPsecOdDOOOOOOOOnO
gooooood

IPROUTETEMPLATE [POO00OCO00O0O0O0OCOOIPsecO00ODOD0OO IPsecSAOODODO
goodoboboobobboobooobbuoobobbobobooobbbobbuoob oo
O0O0IPsecSADOOOOOIPOODOO/0000000000000O00O0O0OACTION O IPSEC
0 OPEERADDRESS 0 ANY O DYNAMICOOOOOOOODOOOISAKMPOOOOO PEERD
ANYOOOOOoOoooooo

ISAKMPPOLICY ISAKMPOOOOOOACTIONO IPSECOO00O0O0OOOOOOOOOOOOOO
OO0O0o0o0o0o00 PEEROOO ISAKMPOOOOOOOOOOOOOOO0OOO IPsecOOdOO0OO
OO0 ISAKMPOOOOOOODOOOoOoOOoooooon

SRCINTERFACE [Psec0 00000000000 O0ODOO0OODOOOOOOOODOOO0OOIPsecO
ooooooooooooooooooooooooooooooooooooooooog IPO
oo oobuobuobbobobbbobobbobbobbobobuoU o g
O00000000000000 Unnumbered 000 0000000000000 O0O0O0OOOO
gooooood

UDPHEARTBEAT UDPOOOO0OO0OOOO0OOOO0OO0OOO0OUDPOOOOOOOOUDPOOOOOO
OESPover UDPO O OO OOOOOOOOONATOODOODOOODODOOOOODODOOOOOOOOOO
O000O00OUOO0UOTRUEODOOODOODOOODOOO IPsecO0OOO UDPOOO 27460000 30
oo oobuobuobbobobbbbobbobbobbobobuoUo g
Oo0o0o0ooooooooooooooooood FALSE

UDPPORT UDPOOOOOOOESPover UDPOOOOOOODOO UDPOOOOOOOOOO 27460

UDPTUNNEL UDPOOOOUOOOESPover UDPOOOOOOOOOCOOTRUECOOOOOOOO
IPsecOESPO OO OOO UDPOOOOOOOOODOOOODOO 274600000 UDPPORT OO
O00o00oDooooooooooooooooooIPsecdO0d NATOODODODOODOOOOO
OIPsecO00000000O0O0O0OAHOOOODOOOOOOOO FALSE

USEPFSKEY PFSO Perfect Forward SecrecyD0 D OOOOOPFSOO00000O0000O0O0O0OOOO
0000000000000 UUUPFSO0OO0OU0OOOOIPsecSA D OOOOOOOO Diffie-
Helman 00O 0000000000000 O0OO0OOOOOOOKEYMANAGEMENT=ISAKMPO
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CREATE IPSEC POLICY

0000000 O0ODOOD FALSE

POSITION IPsecO00 0000000 O0OOOOOO0OODOOOOOODODOOOOOODOOOOOODOO
0000000 UO0DUODODUODOUOOUOOOINTERFACED D OO0 ODOoooogg

RESPONDBADSPI COOO00O0O000O0O0OO0OO0SACOOOOOOOSPIODOOODO IPsecOOOO
00000oooOooOoOoo0o0ooooooooOOooDOoO FALSEDOODOoooooooooooo
100 ISAKMPOOO0O0OD0O0O0D0O00O000O000O0 SADOOO0OOINITIAL CONTACT message
0000000000000 00O0O0O0SENDNOTIFY OO Ooooo TRUEDODOOOGOGOGOO
000000 AGGRESSIVEDO O OOO0O0O0O0oooooooooooooooooooooon

g

m 192.168.10.0/240 192.168.20.0/24 0000000 IPsec000000O0O000vpnO O00O0O0O0O0ODO
[PsecO0O0OOOO0OO0O0OOIPOOOODO 22220 PsecO000000 SAODOCODOOOOOOIOOODO
googo

CREATE IPSEC POLICY=vpn INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=2.2.2.2

SET IPSEC POLICY=vpn LAD=192.168.10.0 LMA=255.255.255.0 RAD=192.168.20.0
RMA=255.255.255.0

000000 VPNOOOOOOOO LANOOOOOOOGO192.168.10.0/24000 VPNOO OO
0o000o0o0ooogvilDooooooooooooooooooooooooooooo2IbD0ooon
OuserllOOO0OOO0O

CREATE IPSEC POLICY=vl INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=DYNAMIC
SET IPSEC POLICY=vl LAD=192.168.10.0 LMA=255.255.255.0 RNAME=userl

00 [Psec0 0000000000000 0O0O0ODO0OO0O0O0OODOO0O0OO0O0OODNO IPsect 0000 inetd
000000000 00oOOgIPsec00000O0DOOODOODODOODODOODODOOOOOOODOO
oo00oooooOooOOoOooOoOoOOO000O0oO00oooRADOOOODOOOOOODOOOOOODO
ooooooooomm

CREATE IPSEC POLICY=inet INT=ppp0 ACTION=PERMIT

dooogoan

ESPover UDPOUOOOOOOOOO ISAKMPOOUOOO NAT-Traversal O NAT-TOOOOOOOOO
00000000000 MNAT-TOOOOOOOOCREATE ISAKMP POLICY O 00 O OSET ISAKMP
POLICY OO DO OO NATTRAVERSAL O OOOOOOOOOOO

0000000000 O0KEYMANAGEMENT=MANUALD 0000000
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CREATE IPSEC POLICY

goooog

ADD IP ROUTE TEMPLATED IPO OO0 198 0 0 0O O
DESTROY IPSEC POLICYO 51 0000

DISABLE IPSEC POLICY DEBUGO 550000
ENABLE IPSEC POLICY DEBUGO 590000

SET ENCO DHPADDINGD O OO OOoOoOO 220000
SET IPSEC POLICYO 790000

SHOW IPSEC POLICYDO 1000 00O
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613-000667 Rev.J



CREATE IPSEC SASPECIFICATION

CREATE IPSEC SASPECIFICATION

O00O0O0O0IPsec/SAOOOO

CREATE IPSEC SASPECIFICATION=saspec-id KEYMANAGEMENT={ISAKMP|MANUAL}
PROTOCOL={AH|ESP} [MODE={TRANSPORT|TUNNEL}] [ENCALG={DES|3DESOUTER]
AES128|AES192|AES256|NULL}] [ENCKEY=key-id] [HASHALG={MD5|NULL|SHA}]
[HASHKEY=key-1d] [INSPI=spi] [OUTSPI=spi] [ANTIREPLAYENABLED={TRUE|
FALSE}] [REPLAYWINDOWSIZE={32|64]|128|256}]

saspec-id: SA 00 00000002550
key-id: 00 0 000 655350
spi: SPI 0 00042949672950 0000002550 000000000

a0

SAO000000O00O0

SAO0O00OO0IPsecO 0000000000000 OOOOOODODOODODOODOSADDDOODOOOOOO
00000000 0mooooo0oooo0o0moo/0000o00ooooog/ESPoon0 /AHM O
O0000O0OO0OODESOMDSOSHA OO MSPID OO D0 O0ODO0O0oooooooooooooog

goooog

SASPECIFICATION SAOOOOOO

KEYMANAGEMENT 0OOO000O0O0O00OOOMANUALDOOOOOOOISAKMPOOOOOOOO

PROTOCOL IPsecO00O0OOOESPOOOOOOOMAHOOOODOOOOOODOOODO SAQOOOO
00 10000000000000000O00000 IPsec000O00ODOOOOOSADOOOO
Oo0ooooOoSAOooooooooooooooon

MODE SAOOOOOOOTUNNELOOOOOOOOOO TRANSPORTO OO OOOOOOOOOO
0000000 TUNNEL

ENCALG 000O0O0O0O00O0O0OPROTOCOLD ESPOOOOOOOOOOOOOOOOOOODO DES
056 00O DESM 3DESOUTERDO 168 O 0O 0 3DESITT AES12800 128 0 0 O AEST] AES192(1 192
000 AESTI AES2560 256 0 00 AESO OO OO OONULLONULLOOOOOOOOO0O0O
ESPO0 0000000000000 0O0O0O00O00000O00000OENCALGO HASHALGO
000 NULLOOOODODOOOOoOoOOo

ENCKEY 00O0OO0O0OPROTOCOLO ESP 00O OOOKEYMANAGEMENT 00 MANUAL OO OO
gbobooobogobbooobo

HASHALG 0000O00000OO0OOOO0OOO0O0OO0OPROTOCOLO AHO ESPOOOOOOOO
O000O0O0O0OOONULLO ESPOOOOOOOOOOOOOODOOOOODODODOOOODDDO
ENCALGO HASHALGOOOO NULLOOOOOOOOOOOO

HASHKEY 000000OPROTOCOLO AHO ESP OO 00O 0KEYMANAGEMENT 0 MANUAL
gobooogbogobobooobooobo
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CREATE IPSEC SASPECIFICATION

INSPI 0000000000 SPIO Security Parameter Indext O O PROTOCOL O AHO ESPOOO
00 KEYMANAGEMENT 0 MANUALOOOOOOOOOOOO

OUTSPI 0OOO00O0ODOOOOO SPIOSecurity Parameter Indexd 0O O PROTOCOL 0O AH O ESP 00O
00 O0KEYMANAGEMENT O MANUALOOOOOOOOOOOO

ANTIREPLAYENABLED 0000000000000 O0OPROTOCOLO coMPOOOOOOOOO
000000000 oo0o0ooo0o0oooOO FALSE

REPLAYWINDOWSIZE 0000000000000 O000O00COO 3200000KEYMANAGE-
MENT O MANUALOOOOOOOOOO

g

s 000000 SADO000O0ID0DO0OO0O00OO0 SAO0D0OOOOOUOO ESPOOOOOOOOO
g0o0ooooooooooOOo DESO 00001 O0O00000oooUD SHADOooo2moooo
SPI0O0OOO 100000000 10010000

CREATE IPSEC SASPEC=1 KEYMAN=MANUAL PROT=ESP ENCALG=DES ENCKEY=1
HASHALG=SHA HASHKEY=2 INSPI=1000 OUTSPI=1001

s 000000 SADO00002000000000 SAODODODOOOOUOO ESPOOOOOOOOO
go00ooooooooOo0oOoOoDESODOO00O0ODU0ODO0OODOOODODODO SHAODOODODOOoOoooOO
OO0 SPIDOOISAKMP/IKEOOOOOOOOOOOOOOOO0OO0OO0O0OO0O0O00000

CREATE IPSEC SASPEC=2 KEYMAN=ISAKMP PROT=ESP ENCALG=DES HASHALG=SHA

s ESPOCO0O0OCOOOOOOOOOQOUODOUODUOODONULLOOOODOOOOODOOODOO

CREATE IPSEC SASPEC=3 KEYMAN=ISAKMP PROT=ESP ENCALG=NULL HASHALG=SHA

gooogogn

0000000000 O0KEYMANAGEMENT=MANUALD 0000000

0 O O CREATE IPSEC SASPECIFICATION D D 0000000000 PROTOCOLOOOOOO
000000000 O00ODESTROY IPSEC SASPECIFICATION 0O OO0 000 O OO CREATE IPSEC
SASPECIFICATION O OO0 OO0 OoOoOoOO0Oooooooooooooooooooooooooooooo
gboooobooboooboooboooboobboobooboobbobboobo

goooog

DESTROY IPSEC SASPECIFICATIONO 52000 O
SET IPSEC SASPECIFICATIONO 83 0 00O
SHOW IPSEC SASPECIFICATIONO 1140000
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CREATE ISAKMP POLICY

CREATE ISAKMP POLICY

00 0000dIPsec / ISAKMP

CREATE ISAKMP POLICY=policy PEER={ipadd|hostname|ANY} [IPVERSION=6]
[AUTHTYPE={PRESHARED|RSASIG}] [DELETEDELAY=0..30]
[DHEXPONENTLENGTH=160..1023] [DPDIDLETIMEOUT=1..86400] [DPDMODE={BOTH|
NONE|RECEIVE}] [ENCALG={DES|3DESOUTER|AES128|AES192|AES256}]
[EXPIRYKBYTES=1..1000] [EXPIRYSECONDS=600..31449600] [GROUP={0|1|2}]
[HASHALG={SHA|MD5}] [HEARTBEATMODE={BOTH|NONE|RECEIVE|SEND} ]
[HYBRIDXAUTH={ON|OFF|TRUE|FALSE}] [KEY=0..65535] [LOCALID={ipadd|
domain-name|luserdomainname|dist-name}] [LOCALRSAKEY=0..65535]
[MODE={MAIN|AGGRESSIVE}] [MSGBACKOFF={INCREMENTAL|NONE}]
[MSGRETRYLIMIT=0..1024] [MSGTIMEOUT=1..86400] [NATTRAVERSAL={ON|OFF|TRUE|
FALSE}] [PHASE2XCHGLIMIT={NONE|I..1024}] [POLICYFILENAME=f1ilename]
[PRENEGOTIATE={ON|OFF|TRUE|FALSE}] [REMOTEID={ipadd|domain-name|
userdomainname|dist-name}] [REKEY={ON|OFF|TRUE|FALSE}]
[RETRYIKEATTEMPTS={0. .16|CONTINUOUS}] [SENDDELETES={ON|OFF|TRUE|FALSE}]
[SENDNOTIFY={ON|OFF|TRUE|FALSE}] [SENDIDALWAYS={ON|OFF|TRUE|FALSE}]
[SETCOMMITBIT={ON|OFF|TRUE|FALSE}] [SRCINTERFACE=interface]
[XAUTH={CLIENT|SERVER|NONE}] [XAUTHNAME=username]
[XAUTHPASSWORD=password] [XAUTHTYPE={GENERIC|RADIUS}]

policy: ISAKMPOODOOOO0O1024000

ipadd: IP 0000

hostname: 00 00

domain-name: 0 0000

userdomainname: 0000000000000 user@foo.barxxx 0000
dist-name: X.500 0 O 0 0 DN “cn=myname,o=myorg,c=jp” 00 0 O
filename: 0000000000 .scpd

interface: IP 00 00000000 eth00 ppp0 000

username: 1000001064000
password:I:II:II:II:II:II:IlI:I64I:IDDDDDDDDDDDDDD

a0

I[SAKMPOOOOOOOOQOO
I[SAKMPOOOOOOOISAKMPOOOOOOODOOOOISAKMPOOOOOOOOOOOOOOOOO
OO0OISAKMP/IKEO OO OOOOODOOOOooooooooon
ISAKMPOOOOOOOOOOOODODOOODOOODOOOOOOOOOOOODODOO

goooog

POLICY [SAKMPOOOOO
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46

CREATE ISAKMP POLICY

PEER ISAKMPOOOOOOISAKMPOOOO IPOOOOOOOOOOODOOOOOOIPOOOOO
g0o0ooooooooO0o0oO0oooOO0OU0000O0OO0ODOODODOOODOO0DANYDOODODDOO
gbooboobooboboooboooboboooboobobooboobbobbooboobo

IPVERSION IPv6OO0OOOODOOOOODG6000OO

AUTHTYPE ISAKMPOOOOOOOOPRESHAREDOOOOOOMRSASIGODRSAOOOOOOOO
000000000000 PRESHAREDO

DELETEDELAY ISAKMPOOOO 10200000000000ISAKMP ExchangeD DOO0O0O0OO
000000000000 000000 ISAKMP ExchangeO0 D ODOOO0OO0O0O0O0O0O0OOMmMO
ooooo3000

DHEXPONENTLENGTH Diffie-HellmanOOOOOO0OO000OO0O0000000O0O0O000O00O0OOg a
modp 000000000000 MOOOODOOOO0O00ODOOOO0O00ODO0O0O0O000O0OO0
0000O000b0O0O000O0akleyO OO0 0010200000000000 16000000000
000000 1000000000000 0000000D0D0DODODOoDODoO/IuUnooooonol
O0767000000002010230000

DPDIDLETIMEOUT SACOOOO0O0OO0O0OOOOOOOOOOOOOOIPsecDPDOOOOOOOO
OO00OCOOODPDMODEOOOOOOO BOTHOOOOOOOOOOOOOO 200

DPDMODE DPDOOOOOOOOOOBOTHOOOOOOODPDOOOOOODPDIDLETIMEOUT
0000000000000 00ooooo0n0 R-U-THEREOODODOOOOOOOONONEOOO
O0O0O0ODPDOOOOOOOOORECEIVEOOOOOOOIPsecO 0000 R-U-THEREC OO O
00 R-U-THEREACKOOOOOODOOOODOOOOOO R-U-THEREODOOOOOOOOOOOO
0000000000 NONED

ENCALG [SAKMPOOOOOOOOOOOOOOOOOOOOOO DESO

EXPIRYKBYTES ISAKMPSAOOOOO0OOKbytelDOOOOOOOOOOODOOODOOISAKMP SA
000000000 00000oo00 NONEDOOO M

EXPIRYSECONDS ISAKMPSAOOOOOOOMMSAODODOOOOOOOOODODOOISAKMP SA
O00000o000oooooooon 8edo002400 M

GROUP 00000000 Diffie-HellmanOOakleyD OO OOODOO0OO0ODOOO0O0OO0O 00512000
MODPMIOOO0O 10768000 MODPLO OO OO 201024000 MODPOOOOODOODODO
ooooooooo 1o

HASHALG [SAKMPOOOOOOOOOOOOOOOOOOOOOOOOOO SHAO

HEARTBEATMODE ISAKMPOOOOOOOOOOOOOOOOISAKMPOOOOOOOOOOOO
000000 0ooooooo sSAO0ooooooOoOooOoOU0O0oOU0oDUoooooooooon
OOO0OO0OSENDOOOUO0OODOO0OO0N20000000000000000000O00D0O0ORECEIVE
00o00o00oooooooooooooO0oooooooooooooo3000oogooon
gboboobogboboobooobooboobobooboobbobbooboobbooobo
SAODDOOOOOOOBOTHOOOOOOOOOODOOODODODODODODOONONEODODODDDOO
O00000000000o0o0oooo0ooooO NONED

HYBRIDXAUTH 00000000 O000O0OXAUTHOOOOOOOOOOOAUTHTYPE O RSASIG
000000000 U00oooooooog OFFO

KEY [SAKMPOOOOOOOOOOOOOOOODOOOOODOOOOOPRESHAREDOOOOOOOOO
0000 GENERALOOOOOODOOOOOOORSASIGODODOOOOO ISAKMP 000 RSA
ooo0oooooooooooooOoISAKMPOOOOOODODODOODOOOOOOODOOOCADO
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CREATE ISAKMP POLICY

vdooodgoooooooodo

LOCALID I[SAKMPOOOO 1000000000000 IDOOO0OO0OOO0OOO0OIDOOOOOn
0oolPO00000O0172.16.105M00000000barmydomainnetti0 000000000
0 000 Ojoger@bar.mydomain.net11 X.500 0 0 0 0 O O "cn=joge,o=ournet,c=jp”00 4 0 0 0
oooooooooooooOoISAKMPOOOOOOO0OO0OOO0OOO0IDOOOOOOOOOOOO0n
0000000000RSASIGOOOO0000000O0ODOOSETSYSTEM DISTINGUISHEDNAME
o0o0oo0oo0ooooooooOoDNOOOoOOoOoOooooooooooooooooon IPO
vdooodgooodaooo

LOCALRSAKEY 000 RSAOO0OO0O0OO0O0O00O0O0O0O00O0O0O0O0O0O0O0ORSASIGODOOOOOOO
000000000000 O00ENABLEISAKMPOOOOO LOCALRSAKEYOOOOOOOO
vdbooodgooooooduoodgooooooodguooaoooooo

MODE ISAKMPOOOO 1000O0O0IKEOOOOOOIDOOOOOO0OO0O0 MAINOOOOIDOO
0000000 AGGRESSIVEOOOOOOO0OO0O0OO0O0O0O0O0OO0OO0PRESHAREDOOOOOOO
0000000000000000000000000LOCALID/REMOTEIDO IPOOOO0OO
OIDOOOOOAGGRESSIVEOOOOOOOOOOOOOOOOOOO0OO0O0 MAINOOOOO
oooooooo MAINOOOO

MSGBACKOFF ISAKMPOOOOOOOOOOOO0O0O0O0O0O0O0O00O0O00O0O00O00O0ONONEOO
00000o0o0o000ooMSGTIMEOUTOOOOOOO0OOOO0O0O0OINCREMENTALOOOOO
OOMSGTIMEOUTOOOOOOOO0O0O000000000O00000O0000 INCREMENTALD

MSGRETRYLIMIT ISAKMPOOOOOOOOOOOOOOOOOS

MSGTIMEOUT ISAKMPOOOOOOOOOOOO010000000000000000200000
O0o0o0o0ooooooooooooooon 40

NATTRAVERSAL IPsec NAT-Traversal INAT-TO 0000000000000 000O FALSE

PHASE2XCHGLIMIT 0O0O0O000O0O00O000O0O0O0O0ISAKMPSAOOOOOOOOOO IKE
O000020000000000000 NONECOOOOMmM

POLICYFILENAME AT-VPNClient OO OO0OOO0OO0O0000000O00000O00O00DO0O00O00OO
000000000ENABLE ISAKMP 0000 0 POLICYSERVERENABLED 0000000
TRUEOOOOOOOOOO0O0O0O0O0 AT-VPNClientOOOQOOOooOoGOO

PRENEGOTIATE 000000000000 ENABLEISAKMPOOOOOOOODOOIKEOOOO
000000000000 000000000000000 FALSEO

REMOTEID ISAKMPOOOO1000000000000000000001IDOO0O0OO0O0O0O0000
IDOOO0O0O000OOIPOOO0O00O0172.16.10.5000 0 0 000 O0barmydomain.nettDO 0 00O
00000000000joger@bar.mydomain.net11X.500 0 0 00 00 “cn=joge,o=ournet,c=jp”[]
040000000000000000O0O00O0O00O00O0O0ISAKMPOOOOOOOOIPOOO
oo IbooOoo0oOooo0ooooOooOoooOooooooOoooooIPO0OO0OO0OOOOOOn
oo

REKEY IPsecSAOO0O0O0O0O0O0O0O0O0OO0ISAKMPOOOOOO0OO0O0OOO0OOOOOOOOOOOO
O0OIPsecSAOOOOO0OOOOOOOOOOOOOOOISAKMPOOOOOOOOOOOOOO
O00oo0O00ooISAKMPSAOOO ISAKMPSAOOOOOOOO IPsecSAOOOOOOO
O0oo0o0oo0o0oO0ooO0o0o PEERODOOOOOO ANYOOOOOOOOOOOOOOOO
ISAKMPSAOOOOOOO IPsecSAOOOOOOOOOOOOOOOOOOOOO

RETRYIKEATTEMPTS ISAKMPOOOO 1000000000000000000O00O0O000O0O
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CREATE ISAKMP POLICY

000000000 CONTINUOUSOODOOooooOooooooooomoooon240000
0o0dooo0dooooo0oooo0ooooo0oooDWooooooomUoooooon
0 00000MAIN/AGGRESSIVE/QUICKOOOOOODOOODOODOODOXAUTHOOOO
0000000 0ooOOoooo IPO0D0OO0 ANYOOOOOOOooooooooooo

SENDDELETES SAOOUOO0OOO0O Delete 0000000000 0O0O0OO0OTRUEOODO ONOO
0000o00oooooo sApooooUodooOoo sSAooooooooOOooooooon
0000000000 ooooooo sADooooOoooOooOo0oOO0oUoooooooooon
000 FALSEO

SENDNOTIFY IKEOOOODOOOOOOOOOOOOO NotifyODODODOODODOODOOOOOOOOO
00000 FALSEOD

SENDIDALWAYS [SAKMPSAOOUOOOOOOOOOOOIDODOOOOOOOOOOOOOOO
00000 FALSEOD

SETCOMMITBIT ISAKMPSAODOOOOOOOOOOISAKMPOOOOO Commitd 000000
O0O00OO0DOOTRUEOOO ONOOOOOOOOOSAOOOOOOOOOOOOOODOOOOSA
0000000000000 oO0ooooo0oooooogo FALSED

SRCINTERFACE [SAKMPOOUOOOUOOOOOOOOOOOOOOOOOOOOOOOOOOOOIPR
o0o00ooooooooooooooooooo ISAKMPOOOODOOOOOOOoOooooon
goooooo IP0000ooooooooooog

XAUTH ISAKMPOOOO1000O00000O0XAUTHOOOOOOOOOOOOOOOODOOODOOO
0000000000000 00U0000000D0000000O0DUO00OOSERVERDO O
OOOISAKMPOOOOOO XAUTHOOOOOOOOOCLIENTOOOOOISAKMP OO OO
O XAUTHOOOOOOOOOONONED XAUTHOOOODOOOOOOOO NONED

XAUTHNAME XAUTHOOOOOOOOOOOOOOOOOOOOOOO

XAUTHPASSWORD XAUTHOOOOOOOOOOOOOOODOOOOOOOOO

XAUTHTYPE XAUTHOUOOOOOOOOGENERALODOOOOOOOOOOOOOOOO RADIUS
0000000000000 GENERICOH

g

e 500 SAKMPOO0O0O0O000OMxauthOOOOOO XAUTHDDDDDDDDDDDDD[DdynlD
Odyn20 00000000 uwserlJuser2 00 0000000000000 0O00O0AggressivedO00
FODNUO IDOUOOODfixX1Mfix20 DO 000000000 0000000000000000OMain
oooooooooo IPO0OO0OOO IDOOOMmM
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CREATE ISAKMP POLICY

CREATE ISAKMP POLICY=xauth PEER=ANY KEY=0 XAUTH=SERVER SENDN=TRUE
SETC=TRUE

CREATE ISAKMP POLICY=dynl PEER=ANY KEY=1 MODE=AGGR SENDN=TRUE
REMOTEID=userl

CREATE ISAKMP POLICY=dyn2 PEER=ANY KEY=2 MODE=AGGR SENDN=TRUE
REMOTEID=user?2

CREATE ISAKMP POLICY=fixl PEER=1.1.1.1 KEY=11 SENDN=TRUE

CREATE ISAKMP POLICY=fix2 PEER=2.2.2.2 KEY=12 SENDN=TRUE

dooogoan

0 PRENEGOTIATE=TRUED 000 O0O0OOOOENABLEISAKMPOOOOOOOOOOOOOOOO
OISAKMPOOOODOOOOODOOOOOOOOOOO0OO0OOOO0 ENABLEISAKMPOOOOOOOO
CREATEISAKMP POLICY D OO OOOO0OOOOOO0OOOOOOOOOOOOO EDITOOOOOOO
gboooobobooobogon

REKEYODOOOOO EXPIRYKBYTESOOOOOOOOOOoOOOoOOOOO

goooog

DESTROY ISAKMP POLICYO 53000 O
SET ISAKMP POLICYO 86 0 OO O
SHOW ISAKMP POLICYO 1240000
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DESTROY IPSEC BUNDLESPECIFICATION

DESTROY IPSEC BUNDLESPECIFICATION

O00O0O0O0OIPsec/SAOOOUOOOO

DESTROY IPSEC BUNDLESPECIFICATION=bspec-id

bspec-id: SAO D 000000 0OODOOO250

a0

SAOO00O0O0OOOOoOooOOO
goooog
BUNDLESPECIFICATION SAOOOOOOOOOO

goooog

CREATE IPSEC BUNDLESPECIFICATIONO 36 0 0 OO
SET IPSEC BUNDLESPECIFICATIONO 78 0 0O O
SHOW IPSEC BUNDLESPECIFICATIONO 91 0000
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DESTROQY IPSEC POLICY

DESTROY IPSEC POLICY

OO0o0OooOdIPsec /IPsecOODOO

DESTROY IPSEC POLICY=policy [SABUNDLE=bundle-id]

policy: IPsec0 000001022000
bundle-id: SA O 00 000000655350

a0

[PsecO0 000000000000 DO0OOOOOOOOOOOSAODOODDOOOOOOO
[Psec0 000000000 OOO0O0O0OODODOOOOOOO0OOOODODOO SAODODODOOOOOOOO
oo

goooog

POLICY IPsecOOOO0O
SABUNDLE SAOOOO0OO0OOOSHOWIPSEC POLICYOODOOO SABUNDLECOOOOOOOOO
goo

goooog

CREATE IPSEC POLICYO 38 000 O
DISABLE IPSEC POLICY DEBUGO 550000
ENABLE IPSEC POLICY DEBUGO 590000
SETIPSEC POLICYO 790000

SHOW IPSEC POLICYDO 1000 00O

IPsec CentreCOM AR415S 0000000000 2.9
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DESTROY IPSEC SASPECIFICATION

DESTROY IPSEC SASPECIFICATION

O00O0O0O0IPsec/SAOOOO

DESTROY IPSEC SASPECIFICATION=saspec-id

saspec-id: SA 00 00000002550

a0

SAOO000O0OOOOO
goooog
SASPECIFICATION SAOOOOOO

goooog

CREATE IPSEC SASPECIFICATIONO 43 0000
SET IPSEC SASPECIFICATIONO 83 0 00O
SHOW IPSEC SASPECIFICATIONO 1140000
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DESTROY ISAKMP POLICY

DESTROY ISAKMP POLICY

00 0000dIPsec / ISAKMP

DESTROY ISAKMP POLICY=policy

policy: ISAKMPOODOOOO1024000

a0

I[SAKMPOOOOOOOOQOO

goooog

POLICY [SAKMPOOOOO

goooog

CREATE ISAKMP POLICYO 450000
SHOW ISAKMP POLICYO 1240000

IPsec

CentreCOM AR415S 0000000000 2.9
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DISABLE IPSEC

DISABLE IPSEC

O000O0O0IPsec/ 000000

DISABLE IPSEC

a0

IPsecOOD0OOO0OOOODODODO
000000 SAO0O0U0O0OO0O0O0O0O0OOOIPsec00noooooooon

goooog

DISABLE IPSEC POLICY DEBUGO 550000
DISABLE ISAKMPO 56 0 00O O

ENABLE IPSECO 58 000 O

ENABLE IPSEC POLICY DEBUGO 590000
ENABLE ISAKMPO 62 00 0 O
PURGEIPSECO71 0000

SHOW IPSECO90 0000
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DISABLE IPSEC POLICY DEBUG

DISABLE IPSEC POLICY DEBUG

OO0o0OooOdIPsec /IPsecOODOO

DISABLE IPSEC POLICY={policy|ALL} DEBUG={ALL|FILTER|/PACKET|TRACE}
[DIRECTION={ALL|IN|OUT}] [DISPLAY={ALL|BUFFERHEADER|DATA|IPHEADER}]
[RESULT={ALL|FAIL|PASS}] [SELECTOR={ALL|LADDRESS|LNAME|LPORT|RADDRESS]
RNAME|RPORT|TRANSPORTPROTOCOL}] [WHERE={ALL|IPSEC|PROTOCOL}]

policy: IPsec0 000001022000

a0

[PsecO00O0O0OODOOOOOOOODUDODODO
goooog

POLICY IPsecO0O OO0

DEBUG 00000000000 O0OO0CFILTEROOOOOOOOOOO0OOO0O0OMmIPACKETO IPsec
D00o0o00ooDo0@TRACED OO ODOODOOOMALLODOOOOOOOOoOoOO

DIRECTION 00000000000 DO0OO0DOOODOOODOOOOOINDOOOmMOUTDOOOOm
BOTHO O OOOOOOOOOO

DISPLAY 00O OO0O0OO0O0OODEBUG=PACKETO OD0OO0O0OO0CO00O0OO0O0O00O0OOOOOOO0O0OOO
ODO00000OO00ALLOOO0OODOOOOO0O0000000ODOOOO0BUFFERHEADERODATAO
IPHEADERO O OO OOOOOOODODOoOOoOOoOoooIPOoOO0OOoOoOooooooooog

RESULT 00000 O0COO0OO0ODEBUG=FILTEROOOOOOO0OO0OOO0O0O00OO0O0OO0O0OOOOO0OO
ODO00OD0ODALLOOOOOODOOO0OO0OOOD0OOO0000000000000FAILOPASSOOOO
gudoduooooooboobobobbbobbbbobbobolddUUU b UL O

SELECTOR 0000O0OO0OOCOOODEBUG=FILTEROOOOOOOO0OOOOOOOOOOOOOOOO
oo oobuobuobnbobooboboo

WHERE 00000O0000DEBUG=PACKETOOOUOOOOOOOO0OOO0OODOOOOOOOOOOOO
D00oooooooooooodgIPSECO IPsec 00 OPROTOCOL OO IPsecO0 0 OO0 OO
ODODALLODOOOOOOOO0O

goooog

ENABLE IPSEC POLICY DEBUGO 590000
SHOW IPSEC POLICYDO 1000 00O
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DISABLE ISAKMP

DISABLE ISAKMP

00 0000dIPsec / ISAKMP

DISABLE ISAKMP

a0

[SAKMPOOOOOOOOOOODO
OO0ooooISAKMPSAOOOOOOOOOO

goooog

DISABLE ISAKMP DEBUGO 57 0 00O
ENABLE ISAKMPO 62 00 0 O
ENABLE ISAKMP DEBUGO 63 00 0O
SHOW ISAKMPO 116 0 O OO
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DISABLE ISAKMP DEBUG

DISABLE ISAKMP DEBUG

00 0000dIPsec / ISAKMP

DISABLE ISAKMP DEBUG={ALL|DEFAULT| PACKET|PKT|PKTRAW|STATE| TRACE|
TRACEMORE}

a0

I[SAKMPOOOOOOODOOOOOOOOOOOOOOO

goooog

DEBUG 000000000 OOOO0OO0OSTATEODISAKMPOOOOOOOOOMMPACKETODOO
PKTOISAKMPOOOODOOOOOOMMPKTRAWOISAKMPOOOOOO 160000 MMTRACE
OISAKMPOOOOOOOOMMTRACEMOREI ISAKMP O 00 00 00O MMDEFAULT] TRACEO
STATEO PACKETO OO OOOOOOMMALLOOOOOOOOOOOO

goooog

DISABLE ISAKMPO 56 0 00O O
ENABLE ISAKMPO 62 00 0 O
ENABLE ISAKMP DEBUGO 63 00 0O
SHOW ISAKMPO 116 0 O OO
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ENABLE IPSEC

ENABLE IPSEC

O000O0O0IPsec/ 000000

ENABLE IPSEC

a0

IPsecOOD0OOO0OOOODODODO

goooog

DISABLE IPSECO 54 00 0 O

DISABLE IPSEC POLICY DEBUGO 550000
DISABLE ISAKMPO 56 0 00O O

ENABLE IPSEC POLICY DEBUGO 590000
ENABLE ISAKMPO 62 00 0 O
PURGEIPSECO71 0000

SHOW IPSECO90 0000
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ENABLE IPSEC POLICY DEBUG

ENABLE IPSEC POLICY DEBUG

OO0o0OooOdIPsec /IPsecOODOO

ENABLE IPSEC POLICY[=policy] DEBUG={ALL|FILTER|/PACKET|TRACE}
[DIRECTION={ALL|IN|OUT}] [DISPLAY={ALL|BUFFERHEADER|DATA|IPHEADER}]
[RESULT={ALL|FAIL|PASS}] [SELECTOR={ALL|LADDRESS|LNAME|LPORT|RADDRESS]
RNAME|RPORT|TRANSPORTPROTOCOL}] [WHERE={ALL|IPSEC|PROTOCOL}]

policy: IPsec0 000001022000

a0

[PsecO00O0O0OODOOOOOOOODUDODODO
goooog

POLICY IPsecO0O OO0

DEBUG 00000000000 OCOOOFILTEROIPsecO 00000000000 OOOOOOOOO
ODOO0OMmMPACKETOIPsecO O OO0 16000000 M TRACEOIPsecO 00 OO0 OOODOOMM
ALLODOOOOoOOooooon

DIRECTION 00000000000 DO0OO0DOOODOOODOOOOOINODOOOmMOUTOOOOnm
BOTHO O OOOOODOOOOOO

DISPLAY 0 0O0OO0O0OO0O0OODEBUG=PACKETO OD0OO0O0OO0CO0O0O0O0O0O00O0OOOOOO0O0OOO
OO0000OD00O00DALLOODOOOO0O0O000OOOO0OO0O0OOOOBUFFERHEADERDO DATAO
IPHEADERO O OOOOOOOOOOOoOOoOoOoooIPOo0OO0OOoOoOooooooooog

RESULT 00000 O0COO0OO0ODEBUG=FILTEROOOOOO0OO0OOO0O0O00OO0O0O0O0O0OOOOO0OO
ODO00D0O0D0DALLO0ODOODOO00OO0OO0OO0OO0O00000000000000FAILOPASSOOO
oo oobuobuobbobobbbobobbobbobbobobuoUo g

SELECTOR 0000O0OO0OOCOOODEBUG=FILTEROOOOOOOO0OOOOOOOOOOOOOOOO
oo oobuobuobnbobooboboo

WHERE 00000O0000DEBUG=PACKETOOOUOOOOOOOO0OOO0OODOOOOOOOO0OOOO
O00oooooooooooodIPSECO IPsec 0 00 OPROTOCOL OO IPsecO0 0 OO0 OO
ODODALLOOOOOOOOO0O

dooooggon

SecOff > ena ipsec policy=vpn debug=filter

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >
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ENABLE IPSEC POLICY DEBUG

IPSEC: filt: pass: laddr: pol vpn
pol 192.168.20.0:255.255.255.0, pkt 192.168.20.100

IPSEC: filt: pass: raddr: pol vpn
pol 192.168.1.0:255.255.255.0, pkt 192.168.1.2

IPSEC: filt: pass: laddr: sa 2
sa 192.168.20.0:255.255.255.0, pkt 192.168.20.100

IPSEC: filt: pass: raddr: sa 2
sa 192.168.1.0:255.255.255.0, pkt 192.168.1.2

SecOff > ena ipsec policy=vpn debug=packet

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 45000028eb1040002006d908c0a81464c0a80102
TCP: 0429005005b7e65c01faeedc5004000038560000
data:

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b7£00004032fa573£0c42e£3d737527

ESP: 14f45fa300000b09:35d26e02458706623d%aa9%bf

data: 9fcdl8dl0a34ffeecb8b0f574ddeaa820£8baldb36cd7a9£fc0254£08215e2aa7ecdb34688
6193£17d39cc7£096276238bf262b668920b51c535d26e02458706623d9aa9bf

SecOff > ena ipsec policy=vpn debug=trace

Info (181057): IPSEC Policy Debugging has been enabled.

SecOff >

IPSEC vpn: 2: OUT: pre processing:

IP: 4500002c£81040002006cc04c0a81464c0a80102
TCP: 042c005005b9c354000000006002200013e60000
data: 020405b4

IPSEC vpn: 2: OUT: post processing:

IP: 450000604b8000004032fa563£f0c42ef£3d737527

ESP: 14f45fa300000b0a:303cd3682ca0d4724d415643

data: fé6bdc7fc7a25cbb885eb3461lce3bcda’bbf752aa3298a3b5eflf3aae0d8b94aal9d769£5
95fc677£693c2bl0ecfel3a5feae75b52430aa46d303cd3682ca0d4724d415643

SecOff >

IPSEC vpn: 2: IN: pre processing:

IP: 4500006052e800003732f3ee3d7375273£f0c42ef
ESP: 52d700££00000c8c:29109cc701lbeel3a’76460a2eb

data: 993a2918084608c51648755a8f6ebd12d68£806a169d4c243a04c0741d50a3ab52493dcd
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ENABLE IPSEC POLICY DEBUG

069dlecl7al7349b9%ec9£f6cb6bb739a39b576298129109cc701bee3a76460a2eb

IPSEC vpn: 2: IN: post processing:

IP: 4500002c5ae500003£068a30c0a80102c0a81464
TCP: 0050042c£254a5a005b9¢355601204009b7b0000
data: 02040218

dooogoan

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon

gboooobogbooobooobooboo

goooog

DISABLE IPSEC POLICY DEBUGO 550000
SHOW IPSEC POLICYDO 1000 00O
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ENABLE ISAKMP

ENABLE ISAKMP

00 0000dIPsec / ISAKMP

ENABLE ISAKMP [LOCALRSAKEY=key-id] [POLICYSERVERENABLED={TRUE|FALSE}]
[POLICYFILENAME=filename] [UDPPORT=port]

filename: 0000000000 .scpd
key-id: 0 0 0O 000 655350
port: UDP OO0 0O 0010655350

a0

[SAKMPOOOOOOOOOOOO
PRENEGOTIATE=TRUE O ISAKMP O OO OOOO0OO0O0O0OO0O0OOO0OO0OO0O0OOOO0O0OOO0OO0 1000
gbooooboboobogbon

goooog

LOCALRSAKEY OO0 RSAOOOOOOOOOISAKMPOOOOOOOOOOOOORSASIGOOO
goooobogobooboboobobobbooboobo

POLICYSERVERENABLED 0000000000000 O0O0O00OOOO0OOOOOOOOOOOO
AT-VPN Client 0 00000 O0OOPOLICYFILENAME OO O0O0O0O00O00O00O00O0O0O0OO
00000 AT-VPNC ClientO OO OQOOoQOooooooQ

POLICYFILENAME 0000000000000 00000O0O0O0OO0O0OOAT-VPNClientOOoooQO
O00O0O0ooooooISKAMPOOOOO POLICYFILENAMEO OO OOOOOOOOOOO
gbobooobogobooboboobboobboo

UDPPORT [SAKMPOOOOOOOOOOOOOOUDPOOOOOOOOOO 5000

dooogoan

PRENEGOTIATE=TRUED ISAKMPOOOOOOOO0O0000000O0*.cfgdd OO ENABLE ISAKMP
0000000 CREATEISAKMP POLICY OO O OOO0OO0OOOOOOOOOOODDOOENABLE
I[SAKMPOOOOOOOO ISAKMPOOOOOOOOOOOOOOOOOO

goooog

DISABLE ISAKMPO 56 0 00O O
DISABLE ISAKMP DEBUGO 57 0 00O
ENABLE ISAKMP DEBUGO 63 00 0O
SHOW ISAKMPO 116 0 O OO
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ENABLE ISAKMP DEBUG

ENABLE ISAKMP DEBUG

00 0000dIPsec / ISAKMP

ENABLE ISAKMP DEBUG={ALL|DEFAULT| PACKET|PKT|PKTRAW|STATE| TRACE|
TRACEMORE}

a0

I[SAKMPOOOOOOODOOOOOOOOOOOOOOO
goooog

DEBUG 0000000000000 OOSTATEDISAKMPOOOOOOOOMMPACKETOOO PKT
OISAKMPOOOOOOOOOO0O0OO0OMMPKTRAWOISAKMPOOOOODO le0OdoOooO
OMTRACEDISAKMP O OOOOOOOOOMIMTRACEMORED ISAKMPO OO OOOOOOO
00000 MMDEFAULTO TRACED STATEO PACKET O O OO OO OOOMMALLOODOOOOO
goood

dooooggon

SecOff > enable isakmp debug=packet

SecOff > ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:0000000000000000
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ISAKMP(l) #Trans: 1 SPI:
Transform#: 1

Transform Id .................. IKE (1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... SHA (2)
Authentication Method.......... PRESHARED (1)
Group Description.............. 768 (1)

Group TypPe. . v v i it ittt e i e MODP

Expiry SecondS. .......ouuuunun.. 86400

SecOff > ISAKMP Rx Message
Cookie’s: £7£11£139bcf2de0:599d82efeda0l1228
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 84
Payload #: 0 Length: 56 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
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ENABLE ISAKMP DEBUG

Proposal#: 1 Protocol: ISAKMP(1l) #Trans: 1 SPI:
Transform#: 1

Transform Id .................. IKE (1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... SHA (2)
Authentication Method.......... PRESHARED (1)
Group Description.............. 768 (1)
Group TypPe. . v v i it it i e i ee e MODP
Expiry SecondS........ouuvuunu... 86400
ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:599d82efeda0l1228

Xchg Type: IDPROT(2) Ver: 10 Flags: 00

MessageID: 00000000 Total Length: 152

Payload #: 0 Length: 100 Type: Key Exchange (KE)
2d df 75 56 ed ee 00 6b 11 a6 e0 47 08 b3 77 a0 53 19 68 7f
34 f£5 58 ea b7 a3 bl 0b 32 df 7d 22 85 ae ce 21 5d 80 dl 30
52 7a c4 fb 74 18 26 d7 13 ad 1b 97 83 fc 81 ea 1b 7c a2 33
86 3a ce 01 fe £6 50 43 c¢7 dd 4c f6 78 ce 2a a0 e6 af £8 93
ee 4e cb d6 fd 78 94 c6 al 9e 4f 15 bl dé6 21 ff

Payload #: 1 Length: 24 Type: Nonce (NONCE)
06 b3 a8 ce 3e 3a 04 d6 d8 16 7b 47 08 50 c9 34 9d 3f 51 82

SecOff > ISAKMP Rx Message

Cookie’s: £7£11£139bcf2de0:599d82efeda0l1228

Xchg Type: IDPROT(2) Ver: 10 Flags: 00

MessageID: 00000000 Total Length: 152

Payload #: 0 Length: 100 Type: Key Exchange (KE)
bb 81 9f f5 5c 89 4f 41 39 a8 92 74 1lc 4b 2f 27 8b 6d 97 35
42 45 da 93 78 Oc 48 81 2a 71 ba 1b 85 cf 9a 9c ed 96 2d e6
8e 05 c3 fe ca be 2f 95 c0 3¢ fa cf c¢5 1d 2b 28 87 71 21 75
86 79 ad fa c0 1f 3b 0d 87 e0 Oc 7d 92 f4 £f7 a3 £8 0Oa fc 5f
dé6 fc d4 b9 05 ae c3 35 f1 27 78 b6 le 88 98 8a

Payload #: 1 Length: 24 Type: Nonce (NONCE)
65 ab 76 dl 57 db 46 36 d8 e3 e0 38 0f 2d dl dl c3 5a d9 db

ISAKMP Tx Message

Cookie’s: £7£11£139bcf2de0:599d82efeda0l1228

Xchg Type: IDPROT(2) Ver: 10 Flags: 00

MessageID: 00000000 Total Length: 94

Payload #: 0 Length: 14 Type: Identification (ID)
Type: FQDN ProtocolId: 0 Port: O
Value: client

Payload #: 1 Length: 24 Type: Hash (HASH)
19 96 21 3d 14 4f f1 3f 16 bd 3a ca 2c 8c ¢3 7c 03 e8 52 f2

Payload #: 2 Length: 28 Type: Notification (N)
00 00 00 01 01 10 60 02 £7 f1 1f 13 9b cf 2d e0 59 9d 82 ef
ed a0 12 28

SecOff > ISAKMP Rx Message (decrypted)
Cookie’s: £7£11£139bcf2de0:599d82efeda0l1228
Xchg Type: IDPROT(2) Ver: 10 Flags: 01
MessageID: 00000000 Total Length: 92
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ENABLE ISAKMP DEBUG

Payload #: 0 Length: 12 Type: Identification (ID)
Type: IPVA_ADDR ProtocolId: 0 Port: 0
Value: 1.1.1.1
Payload #: 1 Length: 24 Type: Hash (HASH)
79 33 1f ¢5 75 4b 8b 83 0f e9 bf b7 35 81 40 77 4c 34 3d 9a
Payload #: 2 Length: 28 Type: Notification (N)
00 00 00 01 01 10 60 02 £7 f1 1f 13 9b cf 2d e0 59 9d 82 ef
ed a0 12 28
ISAKMP Tx Message
Cookie’s: £7£11£139%9bcf2de0:599d82efeda0l1228
Xchg Type: QUICK(32) Ver: 10 Flags: 00
MessageID: 7736489b Total Length: 148
Payload #: 0 Length: 24 Type: Hash (HASH)
aa 05 0b be 05 fb 74 2e 93 34 53 d8 fb 39 e0 le a5 8f 20 42
Payload #: 1 Length: 40 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ESP(3) #Trans: 1 SPI: 3£854d43
Transform#: 1

Transform Id .................. DES(2)
Group Description ............. MODP768 (1)
Encapsulation Mode ............ TUNNEL (1)
Authentication Algorithm ...... SHA (2)

Payload #: 2 Length: 24 Type: Nonce (NONCE)

b6 6b 17 23 d6 f4 04 9d 60 9d a9 84 b9 29 99 d6 5¢ 05 79 e9
Payload #: 3 Length: 16 Type: Identification (ID)

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: 0

Value: 192.168.20.0:255.255.255.0
Payload #: 4 Length: 16 Type: Identification (ID)

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: 0

Value: 192.168.1.0:255.255.255.0

SecOff > ISAKMP Rx Message (decrypted)
Cookie’s: £7£11£139bcf2de0:599d82efeda0l1228
Xchg Type: QUICK(32) Ver: 10 Flags: 01
MessageID: 7736489b Total Length: 148
Payload #: 0 Length: 24 Type: Hash (HASH)
71 d5 87 4e 5c ec 75 fd 1f fc 0c 91 27 a0 70 79 5c¢ 17 9c £7
Payload #: 1 Length: 40 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ESP(3) #Trans: 1 SPI: 58dfddab
Transform#: 1

Transform Id .................. DES(2)
Group Description ............. MODP768 (1)
Encapsulation Mode ............ TUNNEL (1)
Authentication Algorithm ...... SHA (2)

Payload #: 2 Length: 24 Type: Nonce (NONCE)

e2 bc 6f 0b 49 00 55 70 d2 0d £5 99 fe cc 95 af f9 4b 16 4c
Payload #: 3 Length: 16 Type: Identification (ID)

Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: 0

Value: 192.168.20.0:255.255.255.0
Payload #: 4 Length: 16 Type: Identification (ID)
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Type: IPV4_ADDR_SUBNET ProtocolId: 0 Port: 0
Value: 192.168.1.0:255.255.255.0
ISAKMP Tx Message
Cookie’s: £7£11£139bcf2de0:599d82efedal01228
Xchg Type: QUICK(32) Ver: 10 Flags: 00
MessageID: 7736489b Total Length: 52
Payload #: 0 Length: 24 Type: Hash (HASH)
79 2f 7b ec f£1 02 d7 04 49 47 cc 04 ce 7b 95 d4 03 47 da 21
SecOff > enable isakmp debug=state
Info (182057): ISAKMP Debugging has been enabled.

SecOff > ISAKMP MAIN exchange 11: New State: IDLE

ISAKMP MAIN exchange 11: New State: SASENT

SecOff > ISAKMP MAIN exchange 11: New State: SARECV

ISAKMP MAIN exchange 11: New State: KESENT

SecOff > ISAKMP MAIN exchange 11: New State: KERECV

ISAKMP MAIN exchange 11: New State: AUTHSENT

SecOff > ISAKMP MAIN exchange 11: New State: AUTHRECV

ISAKMP MAIN exchange 11: New State: UP

ISAKMP QUICK exchange 12: New State: SENDING_HASH_SA_NONCE

SecOff >
ISAKMP QUICK exchange 12: New State: RECEIVING_MESSAGE

ISAKMP QUICK exchange 12: New State: SENDING_HASH

ISAKMP QUICK exchange 12: New State: DONE

SecOff > enable isakmp debug=trace

Info (182057): ISAKMP Debugging has been enabled.

SecOff > sh pISAKMP: acquire - Create Phase 1 Exchange

ISAKMP MAIN: INIT: xchg 13: Started with peer 1.1.1.1
ISAKMP CORE: Aquire: equivalent acquire request in progress
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SecOff > ISAKMP MAIN: INIT: xchg 13: Ni 1=20 v=baa95ac53c8b47al6cff9a81£fd3df98bf
34c9729

ISAKMP MAIN: INIT: xchg 13: Nr 1=20 v=ed3b6400668c47c8361£853e998ff0b4d20a24d5
ISAKMP MAIN: INIT: xchg 13: COOKIE_TI 1=8 v=b8230e5ecac0212c

ISAKMP MAIN: INIT: xchg 13: COOKIE_R 1=8 v=af3b896d8blb2b76

ISAKMP MAIN: INIT: xchg 13: Key 1=8 v=686£f6765686£6765

ISAKMP MAIN: INIT: xchg 13: EncKey 1=8 v=f20facb52abb3e08

ISAKMP MAIN: INIT: xchg 13: IV 1=8 v=bdf0e35f5bb0459f

SecOff > ISAKMP InfoProcess: xchg 13: Rx Notification Message - DOI
ISAKMP MAIN: INIT: xchg 13: RemoteID=IPv4:1.1.1.1
ISAKMP CORE: Exchange 13 done

ISAKMP QUICK: INIT: xchg 14: Started with peer 1.1.1.1
ISAKMP QUICK: INIT: xchg 14: COOKIE_I 1=8 v=b8230e5ecac0212c
ISAKMP QUICK: INIT: xchg 14: COOKIE_R 1=8 v=af3b896d8blb2b76
ISAKMP QUICK: INIT: xchg 14: MessageID=57339a70

ISAKMP QUICK: INIT: xchg 14: IV 1=8 v=a73675e6799eefl5

ISAKMP QI 14: HASHl: ID Payload Created

SecOff > ISAKMP QUICK: INIT: xchg 14: rx msg 1l: start
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP QUICK: INIT: xchg 14: rx msg
ISAKMP CORE: Exchange 14 done

prop policy done

TRAN 0,1 attributes good

TRAN 0,1 match

prop 0 match

All proposals matched: (lpn 1)
payloads good:

e e

good

SecOff > enable isakmp debug=tracemore

Info (182057): ISAKMP Debugging has been enabled.

SecOff > ISAKMP MAIN: INIT: xchg 15: Started with peer 1.1.1.1

ISAKMP: acquire - Queue the acquire struct

ISAKMP: acquire - Queue the acquire struct

SecOff > ISAKMP MAIN: INIT: xchg 15: x 1=20 v=dee78c5e6d57a2b091e805d48b5cf4d7b6
2a6e5d

ISAKMP MAIN: INIT: xchg 15: g"x 1=96 v=fa431d749ddb3ebada8ef569£9da7960464a8f£f7f
59465ee024e0bb130c77£468ad275cbbc62314bd0184a5£0ad9£170894ab56£6665104f2bb7946cf
07167605fbafd4634ba8bbebc7378clel06c5e9ad5000£ffefc8d27904facla9131b29b09%e

ISAKMP MAIN: INIT: xchg 15: g"y 1=96 v=4bafa551598eb94183a7fdbe7deec732404b6330b
0bfc9ee9ad4abb63bfd58£97d3c73320882e33984a4146fad9e29f3e0d17262567f7fe612dfea2b9
7662808a3ef3e868£0482e73f£550e96a39£33ebc9c4a929080529536aa569bb19a8£08

ISAKMP MAIN: INIT: xchg 15: g"xy 1=96 v=8c8al3el564abad8868b40fc7d5bcab2a6a79950
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405d296d9523d061bfd866dala2ef286aac69939e6£1516£c5620ee2751420b88a64£86de0041875
feb0ed62a0328ale2£d7d90e01b42d0c3d315ece5d0167811b3d77dea899b8378edb2all

ISAKMP MAIN: INIT: xchg 15: Ni 1=20 v=8eleade9adda0c95289025ad0b322520£7c00a93
ISAKMP MAIN: INIT: xchg 15: Nr 1=20 v=16e83cf248d4c890bee7ef266cfb82788d83557a
ISAKMP MAIN: INIT: xchg 15: COOKIE_I 1=8 v=c7fb026ba87dc835

ISAKMP MAIN: INIT: xchg 15: COOKIE_R 1=8 v=649adcdb744a7018

ISAKMP MAIN: INIT: xchg 15: Key 1=8 v=686£f6765686£6765

ISAKMP MAIN: INIT: xchg 15: SKEYID 1=20 v=073£f3d19abde74d9a3ab8584c99dc084c97929
e9

ISAKMP MAIN: INIT: xchg 15: SKEYID_d 1=20 v=dbdaf57885e0e76e580cf4e696c9c07312c9
3569

ISAKMP MAIN: INIT: xchg 15: SKEYID_a 1=20 v=6e6525££8853e3239c374c9e0b604956e420
84eb

ISAKMP MAIN: INIT: xchg 15: SKEYID_e 1=20 v=5483967a2001308d33adb5ff26a6allefd48
6c21

ISAKMP MAIN: INIT: xchg 15: EncKey 1=8 v=5483967a2001308d

ISAKMP MAIN: INIT: xchg 15: IV 1=8 v=a05ded8713462c0c

ISAKMP MAIN: INIT: xchg 15: Hi 1=20 v=3d202c887fb67a69bb5e8851606a5£9d7184faf7

SecOff > ISAKMP MAIN: INIT: xchg 15: RemoteID=IPv4:61.115.117.39
ISAKMP MAIN: INIT: xchg 15: Hr 1=20 v=77c2972f612e22418e867a30dbdbedadc729edb6
ISAKMP DOI: IPSEC: Exchange IDs from selectors:

IDi: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0a81400f£f££££00
IDr: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0a80100££££££00

ISAKMP DOI: IPSEC: Aquire Info -> Local Policy
number of proposals 1
proposal 0: # 1, protId 3, #transforms 1
transform 0: # 1, id 2, sas 1
expiry: b 0-4294967295, s 0-28800
gr 1, mode 1, auth 2
ISAKMP QUICK: INIT: xchg 16: Started with peer 1.1.1.1
ISAKMP DOI: IPSEC: Exchange IDs not default:

initiatorAddress 63.12.66.122
IDi: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0a81400f£f££££00
responderAddress 1.1.1.1
IDr: type IPV4_ADDR_SUBNET
protocol Id 0
port 0
data c0a80100££££££00

ISAKMP QI 16: HASH1: 00839044 100
204ebb1d0a00002800000001000000010000001c01030401157652£200000010
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01020000800400018005000205000018099£f36cc5dfadc00c3c97a5£00ad334£
7eae9c070500001004000000c0a81400££££££000000001004000000c0a80100
fEEE££00

ISAKMP QI 16: HASH1: result £f21b2f7aa43130b98db2e8a3eccc6921855d10dd

SecOff > ISAKMP QUICK: INIT: xchg 16: rx msg 1l: start
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg
ISAKMP QUICK: INIT: xchg 16: rx msg

prop policy done

TRAN 0,1 attributes good

TRAN 0,1 match

prop 0 match

All proposals matched: (lpn 1)
payloads good:

e e

good

ISAKMP QI 16: HASH2: 009c58d4 120
204ebbl1d099£f36cc5dfadc00c3c97a5£00ad334£7eae9c070a00002800000001
000000010000001c01030401227095¢c800000010010200008004000180050002
05000018a095527£8c5274284d602fbc4£865fc1ae4490ea0500001004000000
c0a81l400£f£££££000000001004000000c0a80100££££££00

ISAKMP QI 16: HASH2: result 52016de8012ee5ec2a74f60e6d571bcae625b8fe

ISAKMP QI 16: HASH INK1l: 009e40d4 45
03157652f2099f36cc5dfadc00c3c97a5£f00ad334f7eae9c07a095527£8c5274
284d602fbcdf865fclaedd90ea

ISAKMP QI 16: HASH INK1l: result 95e9b959fle819bcl2e896bf227eb78al84f8cba

ISAKMP QI 16: HASH OUTK1l: 009e40d4 45
03227095¢c8099f36cc5dfadc00c3c97a5£00ad334f7eae9c07a095527£8c5274
284d602fbcdf865fclaedd90ea

ISAKMP QI 16: HASH OUTKl: result 8303f4ba30e24deldac0b835b11046fbb5f0£85f

ISAKMP QI 16: HASH INK2: 009e40c0 65
95e9b959f1e819bc12e896bf227eb78al184£8c6a03157652£2099f36cc5dfadc
00c3c97a5f00ad334£f7eae9c07a095527£8c5274284d602fbc4f865fclaedd90
ea

ISAKMP QI 16: HASH INK1l: result 95e9b959fle819bcl2e896bf227eb78al84f8cba
ISAKMP QI 16: HASH OUTK1l: 009e40c0 65
8303f4ba30e24deldac0b835b11046fbb5£f0£85£03227095c8099f36cc5dfadc
00c3c97a5f00ad334£f7eae9c07a095527£8c5274284d602fbc4f865fclaedd90

ea

ISAKMP QI 16: HASH OUTK2: result 52112530c1000cc247cdea99096badl3fl19e25c9

ISAKMP QI 16: HASH3: 0080b0d4 45
00204ebb1d099£f36cc5dfadc00c3c97a5£00ad334f7eae9c07a095527£8c5274
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284d602fbc4f865fclaedd90ea

ISAKMP QI 16: HASH3: result 14014fd9c3a2749b6c65a0b42f0c558aede913d2

gooogogn

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon
gboooobogbooobooobooboo

goooog

DISABLE ISAKMPO 56 0 00O O
DISABLE ISAKMP DEBUGO 57 0 00O
ENABLE ISAKMPO 62 00 0 O

SHOW ISAKMPO 116 0 0 OO
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PURGE IPSEC

PURGE IPSEC

O000O0O0IPsec/ 000000

PURGE IPSEC

a0

[PsecO000O0O00OODOOOOOOO

dooogoan

0000000 0oO0oogIPsec 00000000 DOOOOOODOODUODOODODOOOOOOODOO
gooobboobogbboobo

goooog

DESTROY IPSEC POLICYO 51 0000
DISABLE IPSECO 54 00 0 O
ENABLE IPSECO 58 000 O

SHOW IPSECO90 0000
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RESET IPSEC COUNTER

RESET IPSEC COUNTER

O000O0O0IPsec/ 000000

RESET IPSEC COUNTER[={AH|ALG|ESP|MAIN|SAD|SETUP|SPD}]

a0

IPsecO00D000D0O0ODO0OOOOOOOO
goooog

COUNTER 0000000O0O0O0OO0OOCOOODOOODOOOOOOO0OOOO0 ALLOOOOOOOOOOOn
0000000000000 UU000D0D0D0OD0DAHODAHODOOODOODOODMmM ALGO OO
0000000000000 mMESPOESPOOOOOOOOMMAINCOIPsecOOOOOOOOO
OO0MMSADOSAODOOOOOMMSETUPODSAD O OOOODMSPDOOOOOOOOOOOOOO
gbboooboobbooboobbooboobobooboo

goooog

SHOW IPSEC COUNTERSO 930000
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RESET IPSEC POLICY

RESET IPSEC POLICY

OO0o0OooOdIPsec /IPsecOODOO

RESET IPSEC POLICY=policy

policy: IPsec0 000001022000

a0

0000 IPsecO 0000000000000 0OODDOOOODOOODOOOOOODOOOSAODOOODOOO
OSAODDOOODOOO

ooooono
POLICY IPsecOOOO0O

goooog

RESET IPSEC POLICY COUNTERO 740 00O
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RESET IPSEC POLICY COUNTER

RESET IPSEC POLICY COUNTER

OO0o0OooOdIPsec /IPsecOODOO

RESET IPSEC POLICY=policy COUNTER

policy: IPsec0 000001022000

a0

0000 IPsecOO00D0O0OO0DODOOODOODOOODODOO
goooog

POLICY IPsecOOOO0O

goooog

SHOW IPSEC POLICYD 1000 00O
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RESET IPSEC SA COUNTER

RESET IPSEC SA COUNTER

O000O0O0IPsec/ 000000

RESET IPSEC SA=sa-id COUNTER

sa-id: SA 0 0 000 655350

a0

o000 SAO0000O0OoOooooooooo
SAODO0OOSHOWIPSECSAODOOOOOOOOOO

goooog

SA SAO0O

goooog

SHOW IPSEC SAO 1070000

IPsec
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RESET ISAKMP COUNTER

RESET ISAKMP COUNTER

00 0000dIPsec / ISAKMP

RESET ISAKMP COUNTER [={GENERAL|MAIN|QUICK|SAD|SPD|XDB|IPSEC|INFO|
AGGRESSIVE|NETWORK|TRANSACTION}]

a0

I[SAKMPOOOOOOOOOODOOOOOOOOOO

goooog

COUNTER O0O00000O00O00O0O0O0O0O0O0O0O0O0OO0O0O0O0O0OO0O0O0O00O0O0O0O0OO0O0O0O000
0000000000GENERALOOOOOMMAIND Main O 0000 MQUICKO Quick 000
O0MSADOISAKMPSAOOOOO0O0MMSPDOISAKMPOOOOOO0O0O00O0O0OO0O0O0O0M
XDBOISAKMP O OOOOOOOMmMIPSECOISAKMPO IPsecO0 0000000000000
INFOO Informational 0 0 [0 AGGRESSIVEQ Aggressive 0 0 0 O O 10 NETWORKO ISAKMP
000000000 TRANSACTIONO Transaction D 000000

goooog

SHOW ISAKMP COUNTERSO 1170000
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RESET ISAKMP POLICY

RESET ISAKMP POLICY

00 0000dIPsec / ISAKMP

RESET ISAKMP POLICY=policy

policy: ISAKMP 0000001023000

a0

[SAKMPOOOOOOOOOOOOOOOOOOOOOOOOO0OOO0O0O0O00 SAODOOOOOOO SA
goooooboo

goooog

POLICY [SAKMPOOOOO

dooogoan

O0000000000000O0CREATE ISAKMP POLICY OO OO /SET ISAKMP POLICY DO OO O
0000 SENDDELETESOOUOO0OUOOUO TRUEDOO ONOOOOODOOOOOOOOOO Deleted O
gboooobogoboobobooboob

goooog

RESET ISAKMP COUNTERS
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SET IPSEC BUNDLESPECIFICATION

SET IPSEC BUNDLESPECIFICATION

O00O0O0O0OIPsec/SAOOOUOOOO

SET IPSEC BUNDLESPECIFICATION=bspec-id [EXPIRYKBYTES=1..4193280]
[EXPIRYSECONDS=300..31449600]

bspec-id: SAO D 000000 0OODOO250

a0

SAO0000000000O0OoDOoOoooooooon
goooog

BUNDLESPECIFICATION SAOOOOOOOOOO

EXPIRYKBYTES 00000 SAOODO0OO0OOKbytelDOOOOOOOODOODOOO0OO0OOOOOO0OOOO
O0SAODO00DOOOODOOO0O0O0OOO0OOKEYMANAGEMENTO OOOOOO ISAKMPOOOO
O00000004193280000000000000041932800000000000000000O

EXPIRYSECONDS 00000 SAODOOO0OOO0MOOOOOOOOOOOOOOOOOOOOOOO
O0SAO00OOOODOO0O0O0O0D00OOO0KEYMANAGEMENTOOOOOOO ISAKMPOOO
O000oo0o0oo0ooooooD 2880000800

goooog

CREATE IPSEC BUNDLESPECIFICATIONO 36 0 0 OO
DESTROY IPSEC BUNDLESPECIFICATIONO S50 000 O
SHOW IPSEC BUNDLESPECIFICATIONO 91 0000
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SET IPSEC POLICY

SET IPSEC POLICY

OO0o0OooOdIPsec /IPsecOODOO

SET IPSEC POLICY=policy [ACTION={DENY|IPSEC|PERMIT}]
[BUNDLESPECIFICATION=bspec-1id] [PEERADDRESS={ipv4add|ipvéadd|hostname|
ANY|DYNAMIC}] [IPVERSION={4|6}] [LADDRESS={ANY|ipv4add[-ipv4add]|
ipvéadd|/prefix-length]|ipv6add-ipvéadd}] [LMASK=ipv4add] [LNAME={ANY|
system-name}] [LPORT={ANY|port}] [RADDRESS={ANY|ipv4add[-ipv4add]]|
ipvéadd|/prefix-length]|ipv6add-ipvé6add}] [RMASK=ipv4add] [RNAME={ANY|
system-name}] [RPORT={ANY|port}] [TRANSPORTPROTOCOL={ANY|ESP|GRE|ICMP|
OSPF|RSVP|TCP|UDP|protocol}] [DFBIT={SET|COPY|CLEAR}] [GROUP={0|1|2}]
[ICMPTYPE=NDALL] [IPROUTETEMPLATE=template] [ISAKMPPOLICY=isakmp-policy]
[SRCINTERFACE=interface] [UDPHEARTBEAT={TRUE|FALSE}] [UDPPORT=port]
[UDPTUNNEL={TRUE|FALSE}] [USEPFSKEY={TRUE|FALSE}] [POSITION=pos]
[RESPONDBADSPI={TRUE|FALSE}]

policy: IPsec0 000001022000

bspec-id: SAO D 00000000 DOOO250

ipvdadd: IPv4A0 000000000000

ipvbadd: IPv6 0 000

hostname: 00 00

prefix-length: 00 0000000001280

system-name: 0000 00101200000000000000000000000
port: TCP/UDP U 00 00 000655350

protocol: IP0 0000 00DO002550

template: 100 000000001031000000000000000O
isakmp-policy: ISAKMP OO 000010240 000000000000000000000
interface: IP 00 00000000 eth00 ppp0 000

pos: 000000000O0O0O101000

a0

[PsecO00000O0O0DOO0ODOOODODODOOODO
goooog

POLICY IPsecO0O OO0

ACTION 0000000 LADDRESSILMASKILNAMELPORTCRADDRESSIRMASKIRNAMED
RPORTITRANSPORTPROTOCOLMI O OO0 OOOOODOOOOOOOODOODOIPSEC BUNDELSPECIFICATION
Do0o0o0o0ooooooSAODO0OO0O0OOOOO0O0O0MPERMITOIPsecO0OO0OO0O0ODOON
OOO00ODO0OMmMDENYODODOOODODOOoOooooooooo

BUNDLESPECIFICATION SAOO0O0OOCOO0OOOO0OOOSAOOOOOOOOOOOOOOSAOOO
O00OIPsecO0 00000 ODOO0O0OODOOOOODOOODOO0ODOODOOOOODOOOOOOOON
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SET IPSEC POLICY

O000O000O0OO0ACTIONO IPSECOO00O0D0ODOOO0ODOOOOODOO

PEERADDRESS 00O IPsecO000 IPO0OO0O0O0O0O0O0OOO0OOOOOODNSOOOOOOOO
ooooooIPO00000OO00O0O0DOO0OO0O0DOOOO0ODOOOOODOO DYNAMICOOOOOO
OooOoooooIPOO0O0O0OO0O0OOOOOOOO0 ANYOOOOOODYNAMICO ANYOO
KEYMANAGEMENT O ISAKMP OO OOO0OD0OO0OO0O00OO0

IPVERSION 000000000 IPOOOOOOIPVAO0O0O 40IPveO OO0 60000000O0O0OOO
oo 4

LADDRESS 0000000 OOOOO0OOOOOO0O0OO100000000O0O00ODOOOOODOO
oooooPoOoOoOOOOO0OO0O0OLMASKOOOOOOOOOOOOOOOODOOOOOOOO
O000oo0o0ooo0ooooo0ooooooooooD ANYDOoOOOo

LMASK 000000 100LADDRESSOO0OO0OOOOOOOOOOOOOOOO 255.255.255.255

LNAME 000000 10000000000000000000O0O0O0000O0O00000OO000O0O0O0O0
O00OoOooooooISAKMPOOOOO2IDO0O0O0OOOOO0O0O0O0O0O0O0O0O0O0 ANYODO
god

LPORT 0O0O0O0OO0OO10000000000000O0O0O0O ANYOOOOO

RADDRESS 000000 100000000000000000000O0O0O00OOIPOOOOORMASK
gobooboobobooboobdooboobbooboooooboobooooobobooboobooboba
0000 ANYOOOOO

RMASK 000000 100RADDRESSOOO0OOOOOOOOOOODO 255.255.255.255

RNAME 0O0O0OO0OOO100000000O0O0OOCOOOOOOO0O0O0O0OOOOOOOOO0O0O00O0
O00ooooooooooooooo ISAKMPOOOOO2IDO0OO0O0O0OOOODO ANYOO
god

RPORT 000000 100000000000O0O0O0O0O0O ANYOOOOO

TRANSPORTPROTOCOL COO0OO00O0100000000000O0OO0O0O0O0OOOIPODOOOODO
OO0O0ALLOTCPOUDPOOOOOOOOOOOIPOOOOOOODOOOOOODOOOD ANYDO
god

DFBIT 0000000 SAODOOO0OO00DOIPOOOOO DFODon’tFragmentd00000000O000O
oooooOooooooocopyoooooooooooIPoooOooDFOOOOOOOODOOO
O0O0OSETOOOOOOO0OOOOO0OOOODOO0OOOOCLEAROOOODOOOOOODOOOO
goooooooooooooooooooMIUODODOOOOOOOODOOOOOOOODEOO
O00ooo0o0ooooooo00oooooo0oooooooooo0oooDoOn CLEARD
O0O0o0ooooo CLEAR

GROUP IKEOOOO 20Quick 000000 Diffie-Hellman 00000000 Oakley 0000 OPFS
O Perfect Forward SecrecyD 0 D 0000000 OOUSEPFSKEY DOODOO0OO TRUEOODOO
ooooooooooooooooo1

ICMPTYPE ICMPOOOOOOOCOOOIPveOOOOOONDALLOOOOOOOOPv6eOOODOOOO
000 ICMPO O O 133-136(RouterSolicitation/RouterAdvertisement /NeighborSolicitation /Neighbor Advertise
0000000000 IPsecO0000 ActionO”permit’00000000000000O00O0
OIpv6e 0000000000000 OOOODOOOOOOOOOO IPsecO00ODOOOOOOOO
gogoaooo

IPROUTETEMPLATE 1IPOC 00000000 OCOO IPsecO 00000000 IPsecSAODODOO
gobooboboobuobooboboobuooboboobuoobbooboobooboboooboon
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SET IPSEC POLICY

O00OIPsecSAODUOUOOOOIPOOOO/0D0000000O0OCO0OO0OOOACTION O IPSEC
0O OPEERADDRESS 0 ANY O DYNAMICOOOOOOOOOOOISAKMPO OO OO PEERO
ANYOODOOOoOoooooo

ISAKMPPOLICY ISAKMPOOOOOOACTIONO IPSECOO0O00OO0OOOOO0OOOOOOOOO
O00o0o0o0o00 PEEROOO ISAKMPOOOOOOOOOOOOOOO0OOO IPsecOOdOO0OO
OO0 ISAKMPOOOOOOODOOOoOoOOoooooon

SRCINTERFACE IPsec0 0 0000000000000 O0OOOOOODOODOOOOOOOOIPsecd
ooooooooooooooooooooooooooooooooooooooooog PO
oo oobuobuobbobobbbobobbobbobbobobuoU o g
0000000000000 o Unnumbered 0000000000000 00O0O0OOOOOOO
gooooood

UDPHEARTBEAT UDPOOOO0OO0OOOOOOO0OO0OOO0OUDPOOOOOOOOUDPOOOOODO
OESPover UDPO O OO OOOOOOOOONATOODODODOOODODOODOOODOOOOOOOOOO
O00o0o0oooo0TRUEODOOOOOOOOOO IPsecOOO00 UDPOOO 27460000 30
oo oobuobuobbobobbbbobbobbobbobobuoUo g
Oo0o0o0ooooooooooooooooood FALSE

UDPPORT UDPOOOOOOOESPoverUDPOOOOOOOOO UDPOOOOOOOODOO 27460

UDPTUNNEL UDPOOOOOOOESPover UDPOOOOOOOOOOOTRUEOODOOOOOOO
IPsecOESPO OO OO0 UDPOOOODOODOOOOOOOOO 27460 00 00 UDPPORT O O
D00o00oDooooooooooooooooooIPsecdO0d NATODODOODOOOOOOO
OIPsecO00000000O0O0O0AHOOOODOOOOOOOO FALSE

USEPFSKEY PFSO Perfect Forward SecrecyD0 D OOOOOPFSOO00000O0000O0O0O0OOOO
0000000000000 UUUPFSO00OU0OOOOIPsecSA D OOOOOOOO Diffie-
Helman OO O 0O0OO0OO00O0OO00O0O000O00O00OO0OOCOKEYMANAGEMENT=ISAKMPO
O0oOoo0oooooon FALSE

POSITION IPsecO 000000000 OOOODOOOOOOODOOOODOOOOOOOOOOOOOO
0000000000000 0o0o00dgoINTERFACED O OOOOOoooon

RESPONDBADSPI OO O00OO0000O0O00O0OOOSAOOOOOOOOSPIOOOOO IPsecCOOO
Oo0o0oooo0ooooo0oooooooooooo0 FALSEDOOooooooooooog
100 ISAKMPOOO0O0OD0O0O0D0O00O000O000O0 SADOOO0OOINITIAL CONTACT message
0000000000000 o0o00o0OSENDNOTIFYOOOOOoOOO TRUEODODOOOOOOO
OO00000 AGGRESSIVEO OOODOODOOOOODOoOooooooooooooooooon

dooogoan

ESPover UDPOUOOOOOOOOO ISAKMPOOUOOO NAT-Traversal O NAT-TOOOOOOOOO
00000000000 MNAT-TOOOOOOOOCREATE ISAKMP POLICY O 00 O OSET ISAKMP
POLICY OO D OO NATTRAVERSAL O OOOOOOOOOOO
O000ooOoOooooooIPsecVPNOOOOOODO

000000000000 0ooooogg IPsec0 00000000000 ODOOOOOoOOOOOOO
O0000ooo0oO0OIPSecSAOOOOOOO
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SET IPSEC POLICY

goooog

ADD IP ROUTE TEMPLATED IPO OO0 198 0 0 0O O
CREATE IPSEC POLICYO 38 000 O

DESTROY IPSEC POLICYO 51 0000

DISABLE IPSEC POLICY DEBUGO 550000
ENABLE IPSEC POLICY DEBUGO 590000

SET ENCO DHPADDINGD O OO OOOO 220000
SHOW IPSEC POLICYDO 1000 00O
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SET IPSEC SASPECIFICATION

SET IPSEC SASPECIFICATION

O00O0O0O0IPsec/SAOOOO

SET IPSEC SASPECIFICATION=saspec-id [MODE={TRANSPORT|TUNNEL}]
[ENCALG={DES|3DESOUTER|AES128|AES192|AES256|NULL}] [ENCKEY=key-id]
[HASHALG={MD5|NULL|SHA}] [HASHKEY=key-id] [INSPI=spi] [OUTSPI=spi]
[ANTIREPLAYENABLED={TRUE|FALSE}] [REPLAYWINDOWSIZE={32|64|128/256}]

saspec-id: SA 00 00000002550
key-id: 0 O 0O 000 655350
spi: SP1 0 0 0042949672950 0000002550 000000000

a0

SAO000000000O0DO0ODOooooon
goooog

SASPECIFICATION SAOO0O0O0OO

MODE SAO0O0OO0OOOTUNNELOOOODOODOOOO TRANSPORTOOODOOODOOOOOO
0000000 TUNNEL

ENCALG 000000000

ENCKEY 000000000000 ESPOOOOOOOOOO

HASHALG O0O0O0000O0O0O00O0O0O0O0O000O0O0

HASHKEY 000000000000 AHO ESPOOOOOOO0OOO

INSPI 0000000000 SPIOSecurity Parameter Indexd O OO D O0O00 AHDO ESPOOO0

gooodd

OUTSPI 0000000000 SPIOSecurity Parameter Index0 D 0000000 AHO ESPODOO
odooodd

ANTIREPLAYENABLED O000000000O0000O00O000000O0O0O0O0O0O0O0O0O0O0O0O0O0O0
FALSE

REPLAYWINDOWSIZE 000000000000 00O0O00O0OOO0O03200000000000 AH
OESPOOOOOOOOOO

dooogoan

0000000 0UO0OOoOooOgIPsecVPNOOODOOODO

goooog

CREATE IPSEC SASPECIFICATIONO 43 0000
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DESTROY IPSEC SASPECIFICATIONO 52 0 0 O O
SHOW IPSEC SASPECIFICATIONO 114 00 O O
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SET IPSEC UDPPORT

SET IPSEC UDPPORT

O000O0O0IPsec/ 000000

SET IPSEC UDPPORT=port

port: UDP 0 00 0O 0000655350

a0

UDPOOOOOOOESPover UDPOOOOOOOOOOOUDPOOOOOOOOODOOOODOO 274600
goooog

UDPPORT UDPOOOOOOOOOOOO 2746

goooog

SHOW IPSECO90 0000
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SET ISAKMP POLICY

SET ISAKMP POLICY

00 0000dIPsec / ISAKMP

SET ISAKMP POLICY=policy [PEER={ipadd|hostname|ANY}]
[AUTHTYPE={PRESHARED|RSASIG}] [DELETEDELAY=0..30]
[DHEXPONENTLENGTH=160..1023] [DPDIDLETIMEOUT=1..86400] [DPDMODE={BOTH|
NONE|RECEIVE}] [ENCALG={DES|3DESOUTER|AES128|AES192|AES256}]
[EXPIRYKBYTES=1..1000] [EXPIRYSECONDS=600..31449600] [GROUP={0|1|2}]
[HASHALG={SHA|MD5}] [HEARTBEATMODE={BOTH|NONE|RECEIVE|SEND} ]
[HYBRIDXAUTH={ON|OFF}] [KEY=0..65535] [LOCALID={ipadd|domain-name|
userdomainname|dist-name}] [LOCALRSAKEY=0..65535] [MODE={MAIN]|
AGGRESSIVE}] [MSGBACKOFF={INCREMENTAL|NONE}] [MSGRETRYLIMIT=0..1024]
[MSGTIMEOUT=1..86400] [NATTRAVERSAL={ON|OFF|TRUE|FALSE}]
[PHASE2XCHGLIMIT={NONE|I..1024}] [POLICYFILENAME=f1ilename]
[PRENEGOTIATE={TRUE|FALSE}] [REMOTEID={ipadd|domain-name|userdomainname|
dist-name}] [REKEY={ON|OFF|TRUE|FALSE}] [SENDDELETES={ON|OFF|TRUE|
FALSE}] [RETRYIKEATTEMPTS={0..16|CONTINUOUS}] [SENDDELETES={TRUE|FALSE}]
[SENDNOTIFY={TRUE|FALSE}] [SENDIDALWAYS={TRUE|FALSE}]
[SETCOMMITBIT={TRUE|FALSE}] [SRCINTERFACE=interface] [XAUTH={CLIENT|
SERVER|NONE}] [XAUTHNAME=username] [XAUTHPASSWORD=password ]
[XAUTHTYPE={GENERIC|RADIUS} ]

policy: ISAKMPOODOOOO0O1024000

ipadd: IP 0000

hostname: 00 00

domain-name: 0 0000

userdomainname: 0000000000000 user@foo.barxxx 0000
dist-name: X.500 0 O 0 0 DN “cn=myname,o=myorg,c=jp” 00 0 O
filename: 0000000000 .scpd

interface: IP 00 00000000 eth00 ppp0 000

username: 1000001064000
password:I:II:II:II:II:II:IlI:I64I:IDDDDDDDDDDDDDD

a0

I[SAKMPOOOOOOODOOOOOOOOOOOO

goooog

POLICY [SAKMPOOOOO

PEER ISAKMPOOOOOOISAKMPOOOO IPOOOOOOOOOOOOOOOOOIPOOOOO
g0o0ooooooooOO0o0ooO0oooOOO0OU0000O0OO0ODOODOOOODOO0DANYODOODODODO
gbooboobooboboooboooboboooboobobooboobbobbooboobo
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SET ISAKMP POLICY

AUTHTYPE ISAKMPOOOO0O0000PRESHAREDOOODO OO MRSASIGORSAODOOOOOO0O
000000000000 PRESHAREDO

DELETEDELAY ISAKMPOOOO 10200000000000ISAKMP ExchangeD DOO00O0OO
000000000000 000000 ISAKMP ExchangeO0 D ODOOO0OO0O0O0O0O0O0OOMmMO
ooooo30o00

DHEXPONENTLENGTH Diffie-HellmanOOOOOO0OO0OO00OO0O0O0000000O0O0O000O0OOOg a
modp 000000000000 MOOOODOOOO00O0ODOOOO0O00ODOO0O0O0000OO0
0000OO0O00b0O0000O0akleyO OO0 0010200000000000 16000000000
oooooole0o0O0OOOO0OOOOOOOOOOO0OOOOOOOOOOSNIOOOOOOOO1
0770000000020 10230000

DPDIDLETIMEOUT SAO000O00O0000000O00O00O00O0000IPsecDPDOCOOOOOOO
O0o0O0o0oDPDMODEOOOOOOO BOTHOOOOOOOOOOOOOO 200

DPDMODE DPDOOOO0O0O0O0O0OOBOTHOOOOOOODPDODOOODOODPDIDLETIMEOUT
000000000000 000000000 R-U-THEREODOOOOOOOOOONONEOOO
O0oOoDPDOOOOOOOOORECEIVEOOOOOOOIPsecO00000 R-U-THEREOOOO
00 R-U-THEREACKOOOOOOOOOOOOOOOO R-U-THEREODOOOOOOOOOOO
0000000000 NONED

ENCALG I[SAKMPOOOOOOOOOOO0OO0OOO0O0OO0OO0O0O0O DESO

EXPIRYKBYTES ISAKMPSAOOOO0OOKbytelDOODOOOOOOOOOOOODOOISAKMP SA
O0o000o0o0o0o0oo0ooooo0o NONEoOOoOom

EXPIRYSECONDS ISAKMPSAOOOOO0OO0O0MmMSAOOODOOOOODODOOOOOISAKMP SA
000000000000 000000 86400024000

GROUP 00000000 Diffie-HellmanOOakleyD OO OODOOO0ODOOO0O0OO0O0O 00512000
MODPMOOOO 10768000 MODPIIOOOO 201024000 MODPOOOOOOOOO
ooooooooo 1o

HASHALG [SAKMPOOOOOOOOOOO0OOO0OO0OOO0OO0O0O0OO0O0O0O0O00 SHAO

HEARTBEATMODE ISAKMPOOOOOO0OOO0OO0O0OO0O0O0O0O0OISAKMPOOOOOOOOO0OOO
o0ooooooooooo0osAOoO0OoOoOOoOooOOoO0oOOoO0oOO0oOoOooOoooOoOoooOoOooon
O0O00O0OSENDOOOOOOO0O0020000000000000000000000RECEIVE
ooooo0ooooooooooooo0oooooooOoooOooOoOoo30o0o0o0ooo0n
vdooodgooooooodooogoooooooodoodaoooooooodgoodd
SAO0O000O0000BOTHOOOOOOOOOOOOOOOOOOOONONEOOOOOOO
O0o00000o000o00o0oo0oo0oo0n NONEOD

HYBRIDXAUTH 00O00000O00O000O0XAUTHOOOOOOOOOOOAUTHTYPEQO RSASIG
O00o000o0o0o0ooooooooooo OFFO

KEY ISAKMPOOOOOOOOOOOOOOOOOOOOOOOOOPRESHAREDOOOOOOOOO
0000 GENERALOOOOOOOOOOOOOORSASIGOOOOOOO ISAKMP OO0 RSA
o0o0ooooooooooooolISAKMPOOOOOO0OO0O0O0O0O0O00O00000O0CAQOO
vdooodgoooooooodo

LOCALID I[SAKMPOOOO 1000000000000 IDOOO0OOOOO0OOO0OIDOOOOOn
0oolPO00000O0172.16.105M00000000barmydomainnetti0 000000000
0 000 Ojoger@bar.mydomain.net11 X.500 0 0 0 0 O O "cn=joge,o=ournet,c=jp”00 4 0 0 0
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SET ISAKMP POLICY

oooooooooooooOoISAKMPOOOOOOO0OO0OOO0OOIDOOOOOOOOOOOO0O
0000000000RSASIGOOOO0000000O0ODOOSETSYSTEM DISTINGUISHEDNAME
o0o0o0ooo0ooooooooOobDNOOOoOOoOoOooooooooooooooooonIPO
vdooodgooodaooo

LOCALRSAKEY 000 RSAOO0OO0O0OO00O00O0O0O0O00O0O0O0O0O0O0O0ORSASIGODOOOOOOO
000000000000 O00ENABLEISAKMPOOOOO LOCALRSAKEYOOOOOOOO
vdbooodgooooooduoodgooooooodguooaoooooo

MODE ISAKMPOOOO 1000O0O0IKEOOOOOOIDOOOOOO0O0O0 MAINOOOOIDOO
0000000 AGGRESSIVEO OOOOOO0OO0O0O0O0O0O0O0O0O0OO0PRESHAREDOOOOOOO
0000000000000000000000000LOCALID/REMOTEIDO IPOOOO0OO
OIDOOOOOAGGRESSIVEOOOOOOOOOOOOOOOOOOO0OO0O0 MAINOOOOO
oo0ooooooo MAINOOOO

MSGBACKOFF ISAKMPOOOOOOOOOOOO0O0OO0O0O0O0O00O000O0O0O0O00O0ONONEOO
00000o0o0o000ooMSGTIMEOUTOOOOOOO0OOOO0O0O0OINCREMENTALOOOOO
OOMSGTIMEOUTOOOOOOOO0O00O000000000O00000000 INCREMENTALD

MSGRETRYLIMIT ISAKMPOOOOOOOOOOOOOOOOOS

MSGTIMEOUT ISAKMPOOOOOOOOOOOO010000000000000000200000
O0o0o0o0ooooooooooooooon 40

NATTRAVERSAL IPsec NAT-Traversal INAT-TO 0000000000000 000O FALSE

PHASE2XCHGLIMIT 0O0O0O000O0O00O000O0O0O0O0ISAKMPSAOOOOOOOOOO IKE
O000020000000000000 NONECOOOOMmM

POLICYFILENAME AT-VPNClient OO OO0OO0O0OO0O000000000000O00O00O0O00O00OO
000000000ENABLE ISAKMP 0000 0 POLICYSERVERENABLED 0000000
TRUEOOOOOOOOOO0O0O0O0O0 AT-VPNClientOOOQOOOooOoGOO

PRENEGOTIATE 000000000000 ENABLEISAKMPOOOOOOOODOOIKEOOOO
000000000000 000000000000000 FALSED

REMOTEID ISAKMPOOOO1000000000000000000001IDO0O0O0OO0O0O0O0000
IDOOO0O0O000OOIPOOO0O00D0172.16.10.5000 0 0 000 O0barmydomain.nettDO 0 00O
00000000000joger@bar.mydomain.net11X.500 0 0 00 00 “cn=joge,o=ournet,c=jp”[]
040000000000000000O0O00O0O00O00O0O0ISAKMPOOOOOOOOIPOOO
oo IbooOoo0oOoooO0ooooOooOoooOooooooOoooooIPOOO0OO0OOOOOOn
oo

REKEY IPsecSAO0O0O0O0O0O0O0O0O0O0ISAKMPOOOOOOO0OO0OOO0OOO0OOOOOOOOOO
OOIPsecSAOOOOOOOOOOOOOOOOOOOOISAKMPOOOOOOOOOOOOOO
000000000 ISAKMPSAOOO ISAKMPSAOOOOOOOO IPsecSAOOOOOOO
O0oo00oo0o00o0oo0o0o PEERODOOOOOO ANYOOOOOOOOOOOOOOOO
ISAKMPSAOOOOOOO IPsecSAOOOO0OOOOOOOOOOOOOOOOO

RETRYIKEATTEMPTS ISAKMPOOOO 1000000000000000000O00O0O000O0O
O00000O000CONTINUOUSOOOOOO0OO0O0oo000o0o0omoooo240000
ooo0oooOooooOooooooooOooooOoOoooOo@ooOoOooooooOooooonn
0 O00000MAIN/AGGRESSIVE/QUICK OO OOOO0O0O0000000XAUTHOOODO
o0ooooooooooooIPOO0OO0O0 ANYOOOOOOOOOOODOOOOOO
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SET ISAKMP POLICY

SENDDELETES SAOOO0OOO0OOUO Delete 0000000000 0O0OOOOTRUEOODODO ONOO
O00000oooooo sApDooooUodooOoo sSAooooooooOOooooooon
0000000000 ooooooo sADooooooOoOooOo0oOO0oUoooooooooon
000 FALSEO

SENDNOTIFY IKEOOOOOOOOOOOOODODOODO NetifyDOOOOOOOOOOOOOODO
00000 FALSEOD

SENDIDALWAYS ISAKMPSAOOOOOOOOOOOOOIDOOOOOOOOOOODOODOOO
00000 FALSED

SETCOMMITBIT ISAKMPSAOOOOOOOOOOOISAKMPOOOOO CommitD 000000
O0O00O0OOOTRUEOOO ONOOOOOOOOOSAOOOOOOOOOODOOOODOOOOSA
0000000000000 ooooooogo FALSED

SRCINTERFACE ISAKMPOOOOUOOOOOOOOOOOOOOOOOOOOOOOOOOOOOIPR
oo0o00ooooooooooooooooooo ISAKMPOOOODOOOOOOoOoOooooon
goooooo IPO00O00ooooooooooog

XAUTH ISAKMPOUOOO1000O00000O0XAUTHOOOOOOOOODOODOOOOOODOOOOO
0000000000000 00U0000000D0000000 0000 0OSERVERDO O
OOOISAKMPOOOOOO XAUTHOOOOOOOOOCLIENTOOOOOISAKMP OO OO
O XAUTHOOOOOOOOOONONED XAUTHOOOODOOOOOOOO NONED

XAUTHNAME XAUTHOOOOOOOOOOOOOOOOOOOOOOO

XAUTHPASSWORD XAUTHOOOOOOOOOOOOOOOOOOOOOOO

XAUTHTYPE XAUTHOOOOOOOOOGENERALODOOOOOOOOOOOOOOOO RADIUS
0000000000000 GENERICOH

dooogoan

REKEYODOOOOO EXPIRYKBYTESOOOOOOOOOOoOOOoOOOOO

goooog

CREATE ISAKMP POLICYO 450 000
DESTROY ISAKMP POLICYO 53000 O
SHOW ISAKMP POLICYO 1240000

IPsec CentreCOM AR415S 0000000000 2.9
613-000667 Rev.J

89



SHOW IPSEC

SHOW IPSEC

O000O0O0IPsec/ 000000

SHOW IPSEC

a0

[PsecO000O0O00OODOOOOOOO

dooooggon

SecOff > show ipsec

IPSEC Module Configuration

Module StatusS ... vviiii it e i e iee e ENABLED
IPsec over UDP
Status ... e e CLOSED
Listen POTt . ..iiii it it ieie.. 2746
Module Status IPsecO000O00OO0OOO
IPsec over UDP/Status UDPOOOOOOOESP over UDPOOOOODOO
IPsec over UDP/Listen Port UDPOOO0OOO0OOOOOODOOOOOOODOO
o7
Ooooon

DISABLE IPSECO 54 00 0 O
ENABLE IPSECO 58 000 O
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SHOW IPSEC BUNDLESPECIFICATION

O00O0O0O0OIPsec/SAOOOUOOOO

SHOW IPSEC BUNDLESPECIFICATION [=bspec-id]

bspec-id: SAO D 000000 0OODOOO250

a0

SAO0000000000O0O0OooOOooooon

goooog

BUNDLESPECIFICATION SAOO0OO0OO0OO0OOOOOOOOOOOOOSAOOOOOOOOOOO

SHOW IPSEC BUNDLESPECIFICATION

gbobooboobboobooobobooboobobooboobbobboon

dooooggon

SecOff > show ipsec bundlespecification

ID KeyManagement ExpKBytes ExpSec String

1 ISAKMP - 28800 1 and 2

SecOff > show ipsec bundlespecification=1

Bundle Specification

1 1
Key Management ................. ISAKMP
[S] oh ok o HR A 1 and 2
Expiry Kilobytes ............... -
Expiry Seconds .........iiui.... 28800
Num of Proposals................ 2
Proposal ...t e e 1
ProposalNumber ............. 1
Protocol ................... ESP
Number Of Transfroms ....... 1
Transform 0 ........... SA Spec Id
Proposal ...t e e e 2
ProposalNumber ............. 1
IPsec CentreCOMAR415S 0000000000 2.9
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SHOW IPSEC BUNDLESPECIFICATION

Protocol .......... ... ... ... AH
Number Of Transfroms ....... 1
Transform 0 ........... SA Spec Id 2
1D SAOOO0O0O0O00O0O0OO0
KeyManagement OO00ODO0OOOMANUALOOOOO ISAKMPOO OO
EprBytes SADDDDDDKByte[DDDDDDDDDDDDD SAOO0OO0OO000O0oOoOo0
aoo
ExpSeC SAODDO0OO0O0OO0D0MSAODOO0OODOODOOODOOOOO0 SSAODDODOOOOOoOoOO
aoo
String o0o0ooooogo sA0OoOoooooag
08SA0D0O00OOOOOOOOOO
Id SAO0O0O0O0OO0O0O0OOO

Key Management

O0O0O0O0OMANUALOOOOO ISAKMPO O OO

String O0ooooooosSAOO0ooooon

ExpiryKBytes SAODDOO0O0OKBytedOOOOODOOO0OO0O0OOSAODODODOOOO
goooo

ExpirySeconds SAO000000MSADODODOOOOOOOOODOSAODOOOOOO
gooooo

Num of Proposals gobooboobooboooooaoooo

Proposal ooooooo

Proposal Number

gooooobood

Protocol

[Psec0 O0OO0OOOESPODAHOOOOO

Number of Transforms OO0O000O0O0OO

Transform

goooo0ooOooOoooODOoo SAOOooogog

goooog

09:SAO0000000OOOODOOO

CREATE IPSEC BUNDLESPECIFICATIONO 36 0 0 OO
DESTROY IPSEC BUNDLESPECIFICATIONO S50 000 O
SET IPSEC BUNDLESPECIFICATIONO 78 0 0O O
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SHOW IPSEC COUNTERS

SHOW IPSEC COUNTERS

O000O0O0IPsec/ 000000

SHOW IPSEC COUNTERS [={AH|ALG|ESP|MAIN|SAD|SETUP|SPD}]

a0

[PsecO00O0O00O0O0O0OOOOOOODUDODOUDOOO
goooog

COUNTERS 0000000000 O0OO0OO0OOO0ODOOOO0OOOOOODOOOOOODOOOOOOOD
000000000 00D0D0D0DAHODAHUOOOOOOODOMmMALGOOOOODODoOoOoooooo
OO0OMMESPOESPOO0OOOO0OOMMMAINOIPsecO 0000000000 SADOSAOODO
OO0OO0mMSETUPOSADOOOOOmMSPDOOOOOOOOOOOODOOODOOOOOOOODOO
gooboobooobooobooobo

dooooggon

SecOff > show ipsec counters

SAD Counters
Good Failed
Find SA 1 0
Get SA 2088 2
Add SA 2
Delete SA 0 0

SPD Counters
Good Failed

policyMatchSelectors 822 1624
policyAdd
policyGet
policyDelete
policyGetConfig
policySetConfig
policyFindByPeer
saSpecAdd
saSpecGet
saSpecDelete
bundleSpecAdd
bundleSpecGet
bundleSpecDelete

o i P O 00N OB N O B W
O B O O M O O O O o W o

Policy Filter Counters

IPsec CentreCOM AR415S 0000000000 2.9
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SHOW IPSEC COUNTERS

localAddressMaskFailed
remoteAddressMaskFailed
localPortFailed
localNameFailed
transportProtoFailed
icmpTypeFailed
neighbourDiscFailed

setupGetSaSpecFail
setupStarted
setupSaSetupStarted
setupDone
setupBundleRemoving
removeStarted

removeDone

outProcessPkt
outNoPolicyFound
outProcessPktFinished

IPsec over UDP Counters
outPkt
outPktFail

outUdpHeartBeat

ESP setup/remove counters
setupGetSaFailed
setupHashSetupFailImm
setupFailed
removeGetSaFailed
removeHashFail Imm

ESP outbound processing counters

613-000667 Rev.J

811

813

o O o

IPsec bundle setup/remove counters:

o O o+ N P o

0

1029

o O o o o

bufChainCopy 0
encryptionStart 1029
encDoneGetSaFail 0
encDoneSaBadState 0
hashStart 1029
hashDoneGetSaFail 0
hashDoneSaBadState 0
ESP inbound processing counters
bufChainCopy 0
paddingInvalid 0
hashStart 1054
hashDoneGetSaFail 0
hashDoneSaBadState 0
decryptionStart 1054
encDoneGetSaFail 0
encDoneSaBadState 0

94 | CentreCOM AR415S 00 0000O00O0OO 2.9

localAddressRangeFailed
remoteAddressRangeFailed
remotePortFailed
remoteNameFailed

setupGetPolicyFail

setupSaSetupFail Imm
setupSaSetupFailed

setupFailed

removeSaSetupStarted

IPsec main packet processing counters:
1437

inProcessPkt
inNoPolicyFound
inProcessPktFinished

inPkt
inPktBadVersion
inPktNoPolicy
inUdpHeartBeat

setupEncSetupFailed
setupEncSetupBundleRm
setupDone
removeNothingDone

removeDone

segNumberCycled
encryptionFailImm
encryptionFail
encryptionGood
hashFailImm
hashFail

hashGood

icvInvalid
replayedPacket
hashFailImm
hashFail

hashGood
decryptionFailImm
decryptionFail
decryptionGood

o O O o

1466

1054

o O O o

o O r O O

o O O o

1054

1054

o O O o

IPsec



AH setup/remove counters
setupGetSaFailed
setupDone
removeGetSaFailed
removeDone

AH outbound processing counters
bufChainCopy
segNumberCycled
hashStart
hashDoneGetSaFail
hashDoneSaBadState

AH inbound processing counters
bufChainCopy
icvInvalid
hashStart
hashDoneGetSaFail
hashDoneSaBadState

COMP setup/remove counters:
setupGetSaFailed
setupDone
removeGetSaFailed

removeDone

o O r o

o O O o

COMP outbound processing counters:

bufChainCopy
compTooSmall
nonExpansionBackoff
compressionStart
compDoneGetSaFail
compDoneSaBadState
COMP inbound processing counters:
bufChainCopy
decompressionStart
decompDoneGetSaFail
decompDoneSaBadState

General Algorithm Counters
nullKeymatProcessed
DES:
desKeymatProcessed
desAttachFail
desConfigureFail
desRemove
desEncodeGood
desEncodeFail
desEncodeDiscard
desEncodeGetInfoFail
TRIPLE DES INNER:
3DesInnerKeymatProcessed
3DesInnerAttachFail

IPsec

o O O O O o

o O O o

setupFailed

removeNothingDone

fragmentSeen
hashFailImm
hashFail
hashGood

replayedPacket
badPayloadLength
hashFailImm
hashFail
hashGood

setupFailed

removeNothingDone

compFragment
dataExpansion
compressionFailImm
compressionFail

compressionGood

decompressionFailImm
decompressionFail
decompressionGood

1

0 desAttachGood

0 desConfigureGood

0 desDetached

8 desDecodeGood
desDecodeFail
desDecodeDiscard

3DesInnerAttachGood

SHOW IPSEC COUNTERS

1029

o O o o

1054

o O o o o
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SHOW IPSEC COUNTERS

3DesInnerConfigureFail
3DesInnerRemove
3DesInnerEncodeGood
3DesInnerEncodeFail
3DesInnerEncodeDiscard
3DesInnerEncGetInfoFail
TRIPLE DES OUTER:

3DesOuterKeymatProcessed

3DesOuterAttachFail
3DesOuterConfigureFail
3DesOuterRemove
3DesOuterEncodeGood
3DesOuterEncodeFail
3DesOuterEncodeDiscard
3DesOuterEncGetInfoFail
TRIPLE DES 2KEY:

3Des2KeyKeymatProcessed

3Des2KeyAttachFail
3Des2KeyConfigureFail
3Des2KeyRemove
3Des2KeyEncodeGood
3Des2KeyEncodeFail
3Des2KeyEncodeDiscard
3Des2KeyEncGetInfoFail
AES:
aesKeymatProcessed
aesAttachFail
aesConfigureFail
aesRemove
aesEncodeGood
aesEncodeFail
aesEncodeDiscard
aesEncodeGetInfoFail

SHA:
shaKeymatProcessed
shaAttachFail
shaConfigureFail
shaRemove
shaEncodeGood
shaEncodeFail
shaEncodeDiscard

MD5:
md5KeymatProcessed
md5AttachFail
md5ConfigureFail
md5Remove
md5EncodeGood
md5EncodeFail
md5EncodeDiscard

DES-MAC:
desmacKeymatProcessed

96 | CentreCOM AR415S 0000000 0O0OO 2.9
613-000667 Rev.J

O O O O O O o o O O O O O o o o o O O O O o

O O O O O o o o

o

3DesInnerConfigureGood
3DesInnerDetached
3DesInnerDecodeGood
3DesInnerDecodeFail
3DesInnerDecodeDiscard

3DesOuterAttachGood
3DesOuterConfigureGood
3DesOuterDetached
3DesOuterDecodeGood
3DesOuterDecodeFail
3DesOuterDecodeDiscard

3Des2KeyAttachGood
3Des2KeyConfigureGood
3Des2KeyDetached
3Des2KeyDecodeGood
3Des2KeyDecodeFail
3Des2KeyDecodeDiscard

aesAttachGood
aesConfigureGood
aesDetached
aesDecodeGood
aesDecodeFail
aesDecodeDiscard

shaAttachGood
shaConfigureGood
shaDetached
shaDecodeGood
shaDecodeFail
shaDecodeDiscard

md5AttachGood
md5ConfigureGood
md5Detached
md5DecodeGood
md5DecodeFail
md5DecodeDiscard

o O O O o o o O O O O o o O o o o

o O O O O o




SHOW IPSEC COUNTERS

desmacAttachFail 0 desmacAttachGood 0
desmacConfigureFail 0 desmacConfigureGood 0
desmacRemove 0 desmacDetached 0
desmacEncodeGood 0 desmacDecodeGood 0
desmacEncodeFail 0 desmacDecodeFail 0
desmacEncodeDiscard 0 desmacDecodeDiscard 0
LZS:

lzsKeymatProcessed 0
lzsAttachFail 0 1lzsAttachGood 0
lzsConfigureFail 0 1lzsConfigureGood 0
lzsRemove 0 1lzsDetached 0
lzsEncodeGood 0 lzsDecodeGood 0
lzsEncodeFail 0 1lzsDecodeFail 0
lzsEncodeDiscard 0 lzsDecodeDiscard 0

ogoooon

SHOW IPSEC SAO 107 0000
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SHOW IPSEC ISAKMP

SHOW IPSEC ISAKMP

O000O0O0IPsec/ 000000

SHOW IPSEC ISAKMP

a0

[PsecSAOOOODOOO ISAKMPSAODOOOOOOO

dooooggon

SecOff > show ipsec isakmp

IPSEC ISAKMP Expiry Limits - hard/soft/used
SA Id NAT-OA SA Id Peer Address DPD ISAKMP SA Lifetime (secs)
0o - 1 203.179.85.33 Act 86400/82076/356
1 - 2 222.228.212.43 Act 86400/75590/356
5 N/A (Tnl Mode) 7 200.200.200.254 Id1QrR 600/569/304
6 N/A (Tnl Mode) 7 200.200.200.254 Id1QrR 600/569/304
12 N/A (Tnl Mode) 13 200.200.200.254 TId1QrR 600/567/291
13 192.168.34.252 14 200.200.200.254 None 28800/27345/256
15 10.0.0.2 16 10.255.255.3 Act 3600/3413/49
IPSEC SA Id IPSec SA O ID
NAT-OA oooooIPOoCO0DO0ODODODOOOOOO N/A
ISAKMP SA Id Oo0Og ISAKMP SA O ID
Peer Address ISAKMPSAOOCOOOO IPOOOO
DPD IPsec DPD 0 00000 O Act Activell) ActRx[0 ActiveReceive[ 11 Id1Qy

0 IdleQuerymMIdIQRO IdleQueryRetryl1 Dead 0 Nonel IPsec DPD O O O
OO0 BOTHOOOODOOOOO IPsec DPD OO O OO NONEMIO OO IPsec
DPDOOOOO NONEO OOOODO

ISAKMP SA Lifetime ISAKMP SAOCOOOO0OO0mMOOoOooOoOoSAoDoooooomon
ooooooSADoDO0oO0ooDoooo0moooooooooooog
gooogo

0 10:

goooog

SHOW IPSEC SAO 1070000
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SHOW ISAKMP SA0 128 0000
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SHOW IPSEC POLICY

SHOW IPSEC POLICY

OO0o0OooOdIPsec /IPsecOODOO

SHOW IPSEC POLICY[=policy] [SABUNDLE] [COUNTERS]

policy: IPsec0 000001022000

a0

[PsecOOOOO0OOOOOOOOOOO
goooog

POLICY [PsecO0 00000000 OOOOOIPsecOdOOOOOOOOOOOOOOOOOOOODO
gboboobogobooboo

SABUNDLE 00 IPsecO0000000O00O0O0O0ODOSAOOOOOOOOOOOOOOO

COUNTERS OO IPsecO000O0OOOOOOOOOOOODO

dooooggon

SecOff > show ipsec policy

Interface Name Action KeyManagement Position
ethO isa PERMIT -

ethO0 vpn IPSEC ISAKMP

etho inet PERMIT -

SecOff > show ipsec policy=vpn
Ipsec Policy Information
NAE & vttt ettt et e et e e e e e e vpn

Interface ...... ... ethO
Source Interface ................ -

Position ........ciiiiiiiii.. 2
ACEIiOon vt e e IPSEC
Key Management ................. ISAKMP
Isakmp Policy Name .............
Bundle Specification ........... 1
Peer IP Address Dynamic ........ FALSE
Peer IP AddresSs ANY .. .vvvenwnn. FALSE
Local IP Address Dynamic ....... FALSE
Peer IP AdAress ...........ouou... 192.168.100.2
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Filter:
Local Address ..........ououo..
Local Mask ...................
Local Port ...................
Local Name ..........cuoceinn..
Remote Address ...............
Remote Mask ..................
Remote Port ............ ... ...
Remote Name ..................
Transport Protocol ...........
Sa Selector From Pkt .........
DEF Bit tiiiiii i it i
UDP Tunnel ..............ccvvn..
Peer Port ........ .. ... . ...
Peer IP Address ............
Internal IP Address ........
HeartBeats Enabled .........
Debug device ..........cciuuuu...
Filter debug flags .............
Packet debug flags .............
Trace debug flags ..............
Packet debug length ............
Max Out Packet queue length
Number of Out Packets queued

Ipsec Policy SA Bundles

Setup/Remove Counters:

IPsec

Bundles
Bundle
Index SA's State
0 0,1 VALID

SecOff > show ipsec policy sabundle

Bundle

Index SA's State
Policy .......... 12

0 1 VALID

SecOff > show ipsec policy=vpn counters

SHOW IPSEC POLICY

192.168.100.1

192.168.1.0
255.255.255.0

192.168.10.0
255.255.255.0

ANY

16
00000000
00000000
00000000
72

20

0

Expiry Limits - hard/soft/used
Bytes Seconds

-/-/268846 28800/25200/11985

Expiry Limits - hard/soft/used
Bytes
Seconds

-/-/3123
28800/25196/7
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SHOW IPSEC POLICY

setupStarted 1 setupSaSetupFailImm 0
setupSaSetupStarted 2 setupSaSetupFailed 0
setupDone 1 setupFailed 0
removeStarted 0 removeSaSetupStarted 0
removeDone 0

Outbound Packet Processing Counters:
outDeny 0 outPermit 0
outNoBundle 0 outNoBundleFail 0
outMakeSetupStrctFail 0 outSetupBundleFail 0
outBundleSoftExpire 0 outBundleExpire 0
outProcessStart 2058 outProcessFailImm 0
outBundleStateBad 0 outProcessFail 0
outProcessDone 2058

Inbound Packet Processing Counters:
inDeny 0 inPermit 0
inCompUncompressed 0 inActionIpsecFail 0
inBundleStateBad 0 inNotFirstSaInBundle 0
inProcessStart 2108 inProcessFailImm 0
inProcessFail 0 inProcessDone 2108
inEndOfBundle 0 inPrematureEndBundle 0
inBundleSaMatchFail 0 inPolicyActionFail 0
inPolSelectMatchFail 0 inBundleReplaced 0
inBundleSoftExpire 0 inBundleExpire 0

Interface goooooooood

Name IPsecOO OO0

Action OO0O0O0OoOlIPSECOIPsec 0 0 M PERMITO OO M DENYOOOOOOOOO

KeyManagement OO00ODO0OOOMANUALOOOOO ISAKMPOO OO

Position gooooooooo

O11:IPsecO00dO0O0QOoOng

Name IPsecO00 OO0

Interface goooooooood

Position gooooooood

Action O00000IPSECO IPsec O O M PERMITO O O O DENYO O

gooogoboo

Key Management

O00O0O0O0OMANUALOOOOO ISAKMPO O OO

Isakmp Policy Name

IKEODODODO 1000ooooooooooooo ISAKMP OO
oo

Bundle Specification

o000 SA0DQ0UOOOoUOOoOooo

Peer IP Address Dynamic

CentreCOM AR415S 0000000000 2.9
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SHOW IPSEC POLICY

Peer IP Address Any

PEEROOOOOOO ANYDOOOOO IPOOOOOO IPsec
SAO00000000000000D0O0D0oooooooon

Local IP Address Dynamic

gooooIPO0000Ooooooooooooog

Peer IP Address

OO0 IPsecO 0O IPOOOOOIPsecO00OOOOODOODODO
goood

IP Route Template

IPOOOO0OOOOOO

Local IP Address

Oo00OO0OoIPO0OO0O0OIPsecO0000OOOOOOOooOnO
go

Use PFS Key Perfect Forward Security (PFS)0 00000000
Group Diffie-HellmanO OakleyO 0 0 0O O
Filter IPsec000000O0O0O0O0O0O0O0OOOOOOOOOOOOOO

gbooboogboooboo

Local Address

gooooIpoOOO

Local Mask

ooooolIPOo0oooooooog

Local Port

gbooboobod

Local Name

gbooobogoboo

Remote Address

gooooIpoOOO

Remote Mask

ooooolIPOo0O0ooooooog

Remote Port

gbooboobod

Remote Name

gbooobogoboo

Transport Protocol

gboboooboobogon

SA Selector From Pkt

goooobobbbobbooooobobbbboooooo
go

DF Bit

OO0 IPOO000O0OO0OOOOOOOOOOOOOOODE BitODOOO
COPYDUOOoOooOoOooIPOODOOOODOOOmMSETOOOO
OmMCLEARODOOOOO

Debug device

gbooboobogobogooboobobooooo

Filter debug flags

00000000o0ooooooooooooooooooo/o
gboobooobogobo

Packet debug flags

goooobobbbobbooooobobbbboooooo
gboboobogobogoboboobobooooo

Trace debug flags

gboobooobogoboooboobbob

Packet debug length

gboobooobogoboooboobbob

Max Out Packet queue length

gboboooboobogon

Number of Out Packets queued

gboobooobogoobooboboobobo

Bundles O000000o000o0ooooosAcOoOoOoOooOoooooong
ooo

Index SAOO0O0O ID

SAs Ooooog SAID
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SHOW IPSEC POLICY

State SAO00O0000OOVALIDOINVALIDOCREATINGOREMOV-
INGOOOOO

Expiry Limits - hard/soft/used 00000 SAOOOOO0OO SAOOsoftlimit0000000
0000000 hard limitOOOOO SPDOOOOOOO

ExpiryBytes D000 sSADO00oOoooooomuoooooooooon
OO0hard IimittD 000000000000 soft imittDO OO0
goooooood

ExpirySeconds O000O0SA0UO0OO0O0O0DMUO0O000Uooo0Uddhard
ImittD 0000000000 O0softlimittDO00ooooon
a
O 12:PsecO00 000000

Policy IPsecOODOODO

Index oooooo SAOoOO0O ID

SAs oooooo SAID

State SAO000000OVALIDO INVALIDO CREATINGO REMOV-

INGOOOoOOoOOo
O000O0SAOOUOOOOSAOOsoftlimit0 0000000

Expiry Limits -

hard/soft/used O000000Ohard limitO0O OO0 SPDOOOOOOO

ExpiryBytes JooooSAdO0U0O0U0OoUoUoomooooooooooog
Ohard imittD 000000000000 soft limittD 000000
ogooooon

ExpirySecondS OO0000SAO0000OO0O0OU0MUOUO0U0UO0O0UOoO0O0O0dhard
ImittD 00000000000 Osoft imittD 000000000

IsakmpSA Dooooooooooooo ISAKMP SA O 1D

0 13: SABUNDLEOOOOODOOO

SADO0ODOOO0OO0OOOOO0OOOODOOOOODOOO
0 O setupStarted

Setup/Remove Counters

setupSaSetupStarted SADOO0O0O00OO0O0oo
setupDone SAOO00O0O0OO0O0OOOOOOO
removeStarted SAODOO0OO0O0O0ooo0ooo
removeDone SAOO0O0OO0O0OOOOOO
setupSaSetupFaillmm SAODO0O00O0O000D0O0000
setupSaSetupFailed SAO0O0OO00000000
setupFailed SAOO00O0O0OO0O0OOOOOOO
removeSaSetupStarted SAOOO0OOooo
Outbound Packet Processing Counters 000 SAOO0OO0OO0000000O0O000OO0O0DOOO
u
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SHOW IPSEC POLICY

outDeny 00000000 DENYOOODOOO IPsecOOO OO
goooooo
outNoBundle 00000000 SADOOOOOOOg IPsecdd OO

gooobobod

outMakeSetupStrctFail

O000o0o000oooO0U0oooOooooooooo SA
gbooooboobooobooboo

OutBundleSOftEXpire ooooooooooSAooooooooooooog
godudooooooboooo

outProcessStart Oo0o0oooooooOIPsecOo0OOOoonooOn

outBundleStateBad Oo0o0o0oo0oooooooooooon IPsecO O
godboogooooad

outProcessDone O00O0oOooOoooo IPseconoOonoDOOOO

outPermit OO0o0O0oooo PERMITOOOOOO IPsecOOOO
gooooood

outNoBundleFail Do0ooooooogIPsecOOD0OODOOooOoOOOOO
ggdoouooooood

OutSetupBundleFail ooooooooSsSAd0O0DO0OOOooOoooooooon

OutBundleEXpire oooooooooosSAoooooooooooooon
goooood

outProcessFaillmm O0000oOooooogIPsechObOOOODODOD

outProcessFail O00O0oOooOoooo IPseconOoODOOOO

Inbound Packet Processing Counters

000 SAO000O0OOU0UOOOoOoOoOooOoOooon
t

inDeny

00000000 DENYOOODOOO IPsecOOO OO
goooooo

inCompUncompressed

goooo

inBundleStateBad Do0ooooooooog IPsecOdOOOoOooOoOOnO
gooooood

inProcessStart O00O0oOooOoooo IPseconOoODOOOO

inProcessFail O00O0oOooOoooo IPseconoOonoDoOOOO

inEndOfBundle DooooooooooSAoO0Doooooooooon
goooogooood

inBundleSaMatchFail oooooooooooooosAdoooooooog
a

inPolSelectMatchFail OO0oooooo IPsecOd000O0OoOoOooOooOoOOO
goodoaoo

inBundleSoftEXpire ooooooooooSAooooooooooooog
godudooooooboooo

inPermit OO0o00oooodo PERMITOOOOOO IPsecOOOO
gooooood
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SHOW IPSEC POLICY

inActionIpseCFaﬂ Dooooooooono IPSECOO0O0O0OO IPsec OO
gooooooood

inNotFirstSaInBundle ooooooooooooooooono SAooooog
gd

inProcessFaillmm Oo0ooooooooo IPsecOO0OOOoOoOOOnO

inProcessDone O000oOoooooo IPseconoOonoDoOOOO

inPrematureEndBundle

O000oooOooo sSsA0dooooooooooooo
gboooobogbooooboo

inPolicyActionFail 000 IPsecO000D0O0OO0DODOODODOODOOODODOO
inBundleReplaced 00o00ooooooooOgSAoOooooooooon
t
inBundleExpire ooooooooOoo SAO00O0O0OOOOOOOOon
goooooo
0 14: COUNTEROOOOOODODO
goooog

CREATE IPSEC POLICYO 38 000 O
DESTROY IPSEC POLICYO 51 0000
SET IPSEC POLICYO 790000
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SHOW IPSEC SA

SHOW IPSEC SA

O000O0O0IPsec/ 000000

SHOW IPSEC SA[=sa-id] [COUNTERS]

sa-id: SA 0 0 000 655350

a0

SAO0000OO0OSADODOOOOOODOOO

goooog

SA SAO00000OQ0OO0OO0DOSAODOO0OOOOOOOOOOOOOOODOODOOOSAOOOOO

gbooooo
COUNTERS SAOO0O0OO0OOOOOOOOOO

dooooggon

SecOff > show ipsec sa

SA Id Policy Bundle State Protocol OutSPI InSPI
vpn 1 valid ESP 3577978286 3190700549
vpn 1 valid AH 3450680056 1070646111
SecOff > show ipsec sa=1
SA T e e e e e e e e e e e e e 1
POLdCY et ettt e e e e e e e vpn
Bundle ....... ... e 1
SA Specification Used ..........ouuu... 2
State o e e Valid
Protocol ... ... e e AH
o T TUNNEL
Outbound SPT . ... ...ttt 3450680056
Inbound SPT ..ttt ittt it et e 1070646111
Local tunnel IP address ............... 192.168.100.1
Remote tunnel IP address .............. 192.168.100.2
Hash algorithm .................c...... MD5
Hash ENCO channel...................... 3
Filters
Local IP address .......eiiiuenenenn.. 192.168.1.0
Local IP address mask ............... 255.255.255.0
Remote IP address ...........o.ouc.o... 192.168.10.0
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SHOW IPSEC SA

Remote IP address mask .........

Local Name ........ouueeueeenn.
Remote Name ...................
DFE Bit ittt e e e e e

Last sent sequence number ........

Anti-replay checking enabled .....

Debug device .........uiiiiin.o..
Filter debug flags ..............
Packet debug flags ..............
Trace debug flags ...............
Packet debug length .............

SecOff > show ipsec sa counters

SA: 0

Outbound packet processing counters:

outProcessStart 1029
outProcessFail 0
ESP:
espOutBufChainCopy 0
espEncryptionStart 1029
espEncryptionFail 0
espOutHashStart 1029
espOutHashFail 0
AH:
ahOutBufChainCopy 0
ahSegNumberCycled 0
ahOutHashStart 0
ahOutHashFail 0
IPCOMP:
compOutBufChainCopy 0
compTooSmall 0
nonExpansionBackoff 0
compressionStart 0
compressionFail 0

Inbound packet processing counters:

inProcessStart 1054
inProcessFail 0
ESP:
espInBufChainCopy 0
espInHashStart 1054
espInHashFail 0
espDecryptionStart 1054
espDecryptionFail 0
espIcvInvalid 0
AH:
ahInBufChainCopy 0
ahBadPayloadLength 0
ahInHashStart 0
ahInHashFail 0

CentreCOM AR415S 00 O0O0O0O0Q0OooQg 2.9
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...... 00000000
...... 00000000
...... 00000000
...... 72

outProcessFailImm

outProcessDone

espEncryptionFailImm
espEncryptionGood
espOutHashFailImm
espOutHashGood

ahFragmentSeen
ahOutHashFailImm
ahOutHashGood

compFragment
dataExpansion
compressionFailImm

compressionGood

inProcessFailImm

inProcessDone

espReplayedPacket
espInHashFailImm
espInHashGood
espDecryptionFailImm
espDecryptionGood
espPaddingInvalid

ahReplayedPacket
ahIcvInvalid
ahInHashFailImm
ahInHashGood

1029

1029

1029

o O o o

1054

1054

1054

o O O o

IPsec



IPCOMP:
compInBufChainCopy
decompressionStart

decompressionFail

SA: 1

Outbound packet processing counters:

outProcessStart
outProcessFail

ESP:
espOutBufChainCopy
espEncryptionStart
espEncryptionFail
espOutHashStart
espOutHashFail

AH:
ahOutBufChainCopy
ahSegNumberCycled
ahOutHashStart
ahOutHashFail

IPCOMP:
compOutBufChainCopy
compTooSmall
nonExpansionBackoff
compressionStart

compressionFail

Inbound packet processing counters:

inProcessStart
inProcessFail

ESP:
espInBufChainCopy
espInHashStart
espInHashFail
espDecryptionStart
espDecryptionFail
espIcvInvalid

AH:
ahInBufChainCopy
ahBadPayloadLength
ahInHashStart
ahInHashFail

IPCOMP:
compInBufChainCopy
decompressionStart

decompressionFail

1029
0

o O o o o

1029

o O o o o

1054
0

o O O O O o

1054

decompressionFailImm

decompressionGood

outProcessFailImm

outProcessDone

espEncryptionFailImm
espEncryptionGood
espOutHashFailImm
espOutHashGood

ahFragmentSeen
ahOutHashFailImm
ahOutHashGood

compFragment
dataExpansion
compressionFailImm

compressionGood

inProcessFailImm

inProcessDone

espReplayedPacket
espInHashFailImm
espInHashGood
espDecryptionFailImm
espDecryptionGood
espPaddingInvalid

ahReplayedPacket
ahIcvInvalid
ahInHashFailImm
ahInHashGood

decompressionFailImm

decompressionGood

SHOW IPSEC SA

1029

o O O o

1029

o O O o

1054

o O O O O o

1054

SA Id SA ID

Policy

IPsec

O0SAODO0OOOOOO IPsecOOOOO
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SHOW IPSEC SA

Bundle SAOOO0OO0OO0SAOOOOID
State SA 000 0UNDEFO VALIDO CREATINGO REMOVING OO0 000
Protocol SAOO0OO000 IPsecO00O00O0OESPOAHOOOOO
OutSPI 0000000ood SPIO Security Parameter IndexO
InSPI 0000000ood SPIO Security Parameter IndexO
015:SA0000
SA Id SA ID
Policy 00SAOO0D00000 IPsecOOO0O00O
Bundle SAOOO0OO0OO0SAOOOOID
SA Specification Used SAO0O00000O00SAOOO0O0O0O0
State SA 0O 0O 0 0 UNDEFO VALIDO CREATINGO REMOVING
gaooo
Protocol SAOO0OO000 IPsecO00O00O0OESPOAHOOOOO
Cr1 gaooo
Mode SA0DDOO0O0OTUNNEL O TRANSPORT

Outbound SPI

0000000oog SPIO Security Parameter IndexO

Inbound SPI

0000000ood SPIO Security Parameter IndexOd

Local tunnel IP address

[PsecO 0000000 DOOOOIPOOOOOOOOODODO
gooobobod

Remote tunnel IP address

[PsecO 0000000 DOOOOIPOOOOOOOOODODO
gooobobod

Encryption algorithm

ESPSADOO0O0OOCOOOOOOOOESPSAOOOOO

Encryption ENCO channel

goooOoOoooOoOoOoDO ENCOODDOOODOODESP SA
goooo

Hash algorithm

AHSADOESPSAOOOOOOOOOOOOOOOOOOO
AHSAO ESPSACOOOO

Hash ENCO channel

0000000000000 ENCOOOOoooooOAH SA
OESPSAOOOOO

Compression algorithm

goooo

Compression ENCO channel

goooo

NAT-Traversal NAT-OA

NAT-Traversal D NAT-TOO O OO NAT-OAOUOOOOOO
gbooobobogobo

Peer original source IP address

gooooooooouoooIPoooO

Peer original destination IP address

gooooooooooooIPoooO

Filters

SAO000O00IPsec000O0O0O0OOOOOOOOOONO
gbooobbogo

Local IP address

gooooIPooOO

Local IP address mask

gooooIPoo0Ooooooooog

Remote IP address
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SHOW IPSEC SA

Remote IP address mask

gooooIPoo0Ooooooooog

Local Name

gboooobobogobo

Remote Name

gboooobobogobo

Local port number

gooobobod

Remote port number

gooobobod

Transport protocol

gboobogoboboobogbo

DF Bit

OO0 IPOOO0OO0O0OOOOOOOOOUOODEBItODOOO
cOPYydooooooooIPOOO0ODOOODOmMCLEAR
O0000mSETOODOODOOODOOO

Last sent sequence number

SAO0000000000000O00O0O0o0g

Anti-replay checking enabled

gboooobogbooooo

Anti-replay window size

gboooobogbooooo

Last received sequence number

SAO0000000000000O00O0O0o0g

Anti-replay bitmap

gboobobooboboboboboboboboboboo
gbooobobooboboobbobbnbbOoOobOO
OnO00000Q0O0O0OO0OOQOOOOODODODmMIOODOOOO
ooooooooooOooooomoobooboooooooog
go

Debug device

gboobooboboooboooboobooooo

Filter debug flags

oot ooo
O/00000000000

Packet debug flags

gbooboboobobooboboboobobobobo
gboobooobogbooobooobooboo

Trace debug flags

goooobogoboobbooboob

Packet debug length

goooobogoboobbooboob

016:SACDO0O

outProcessStart 0oo0ooooooooooooooogo

outProcessFail oo uobooa

outProcessFaillmm oo oobuobnoonoo

outProcessDone goooooooooooooooo

espOutBquhainCopy oooooooo ESPOOOO0ODOOOCO0OOOOOOOOOOOOODOOO
espEncryptionStart ESspOoo0o0oooooon

espEncryptionFail ESpO0OO00O0O0D0O0O

eSpOutHaShStart ooooooooooo ESsPoO0oooooon

eSpOutHaShFaﬂ ooooooooooo ESsPoO0oooooon

espEncryptionFaillmm

ESPOO0O0O0O0O0OOOOoon

espEncryptionGood ESpOoo0o0oooooon
espOutHashFaillmm O00o00oOooooOoOo ESsPOOOOOOOOOOOn
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SHOW IPSEC SA

espOutHashGood oooooooOoooo ESPOOOOOOOOO

ahOutBufChainCopy 00000000 AHOOODOOOoooOooooooooooooooo
g

ahOutHashStart Ooooooo0ooo AHOOOoOoOOoooo

ahOutHashFail Ooooooo0ooo AHOOOoOoOOoooo

ahSeqNumberCycled AHOOOOOOOOOOOoOooOOooooooo

ahOutHashFaillmm ooooooo0ooo0 AHOOODOOOOooooooo

ahOutHashGood Ooooooooooo0 AHOOOoOoOOoooo

compOutBufChainCopy 0 OO0O0

nonExpansionBackoff ooooo

compressionStart oooon

compressionFail

compTooSmall oooon

dataExpansion ooooo

compressionFaillmm oooon

compressionGood oooon

inProcessStart gbobodoodoobooboooooboao

inProcessFail gbobdgooobobobobobaobda

inProcessFaillmm bdbodoodooboboboobooooboooo

inProcessDone ocooooooOooooooooooooo

espInBufChainCopy Oo0ooooOoOoESPOOOOOODOOOOOOOOOOOOOOODOO
g

espInHashStart oooooooOoooo ESPOOOOOOOOOOOO

espInHashFail OooooooOoooo ESPOOOOOOOOOODO

espDecryptionStart ooooooooooo ESpPoOOOOoOOOOOOOO

espDecryptionFail oooooooOoooo ESPOOOOOOOOOOOO

esplcvinvalid oooIcvooo Espoooooog

espReplayedPacket oooooooOoooooo ESspPoOO0OoOOOOO

espInHashFaillmm ooooooooooo ESpPoOOOOOOOOOOOO

espInHashGood OooooooOoooo ESPOOOOOOOOOOO

espDecryptionFaillmm oooooooOoooo ESpPoOOOOOOOOOOOOO

espDecryptionGood oooooooOoooo ESPOOOOOOOOOOOO

espPaddingInvalid oooooooog ESPOOOOOOO

ahInBufChainCopy 00000000 AHOOODOOOoooOooooooooooooooo
g

ahBadPayloadLength oooooooooooo AHOOOoOoOOoOoO

ahInHashStart Ooooooo0oooD AHOOOoOoOOoooOo

ahInHashFail Ooooooooooo0 AHOOOoOoOOoooo
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SHOW IPSEC SA

ahReplayedPacket ooooooooooooo AHOooooooo
ahlcvInvalid oooICcvooo AHOOOOOOO
ahInHashFaillmm oooooooOoooo0 AHOOODoOoOOoooooo
ahInHashGood Ooooooo0oooD AHOOOoOoOOoooOo
compInBufChainCopy ooooo

decompressionStart ooooo

decompressionFail ooooo

decompressionFaillmm  O0O0OO000O

decompressionGood ooooo

0 17.COUNTERO OO OOODOO

goooog

SHOW IPSECO90 0000
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SHOW IPSEC SASPECIFICATION

SHOW IPSEC SASPECIFICATION

O00O0O0O0IPsec/SAOOOO

SHOW IPSEC SASPECIFICATION|=saspec-1id]

saspec-id: SA 00 00000002550

a0

SAO000000000O0O0OOOg
goooog

SASPECIFICATION SAO0OOO0O0O0OOO0OOOOOOOOSAOOOOOOOOOOOOOOOOOO
ooooo0o SA000O0Ooooooooooog

dooooggon

SecOff > show ipsec saspecification

ID Proto KeyMan Mode EncAlg HashAlg CompAlg InSpi EncKey HashKey
ESP ISAKMP TUNNEL DES SHA - - - -
2 AH ISAKMP TUNNEL NULL MD5 - - - -

SecOff > show ipsec saspecification=1

Sa Specification

0 1
Protocol ......... ..., ESP
Key Management ................. ISAKMP
MOde it e e e e TUNNEL
Encryption Algorithm ........... DES
Hash Algorithm ................. SHA
Compression Algorithm .......... -

In SPT ..t ittt i i e e e -

Out SPT ...ttt it it -
Encryption Key ........oueuneo... -

Hash Key .o i ittt i e e ee e e -
AntiReplay Enabled ............. FALSE
Replay Window Size ............. 32
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SHOW IPSEC SASPECIFICATION

ID SAOOO0OO0O0OO0

Protocol IPsec0000O0000O0O00OO0ESMOOO0O0O0O0OMAHIOOOOOOO
ooooo

KeyMan OO0O0O0O0OO0OMANUALOOOOOOO ISAKMPOOOO

Mode SAOOOOOOTUNNELOOOOOOOOOO TRANSPORTOOOOOOO
ooooo

EncAlg ESpoOO00O0O0oOooooog

HashAlg AHO ESPOOO0OO0OOOOOOOOOOO

CompAlg ooooo

InSpi 00oO0O0oooooo SPIO Security Parameter IndexO

EncKey ooooo

HashKey uoooodoaood

018:SA00O0oooog

Id

SAOOO0OOO

Protocol

[Psec0 000000000 OOOESPOOOOOOOOOMAHOODO
goboobobgobn

Key Management

O00O0O0DOMANUALDOOOOOO ISAKMPO O OO

Mode

SAOODOOOOTUNNELOOOOOOOOOO TRANSPORTO OO O
goboooboo

Encryption Algorithm

ESPO0O0O0O0O0OOoooon

Hash Algorithm

AHO ESPOO0OO0OOOOOOOOOOOOO

Compression Algorithm

goobood

In SPI

00oo0o0oooooo SPIO Security Parameter IndexO

Out SPI 00oo0o0oooooo SPIO Security Parameter IndexO
Encryption Key ooooo
Hash Key uoooodoood

AntiReplay Enabled

000000000000 TRUEM O0OOFALSEOD

Replay Window Size

O0000o0oo00ooooOoOo3206401280256 00000

goooog

019:SA00000OOg

CREATE IPSEC SASPECIFICATIONO 43 0000
DESTROY IPSEC SASPECIFICATIONO 52000 O
SET IPSEC SASPECIFICATIONO 83 0 00O

IPsec
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SHOW ISAKMP

SHOW ISAKMP

00 0000dIPsec / ISAKMP

SHOW ISAKMP

a0

I[SAKMPOOOOOOOOOoOOOOO

dooooggon

SecOff > show isakmp

ISAKMP Module Configuration

Module Status ...........iiiiiiiiii. ENABLED
UDP POTEL ittt ittt e e i e i e e e e 500
DEDUG Flag . vv ittt ittt e et e et e 00000000
Global Debug Device . ... iiieeeeennn. 0

LOoCAl RSA KeY it ittt et it e et et ee e -

VPN Client Policy Server Enabled ....... FALSE

VPN Client Policy File Name ............

Module Status ISAKMPOOOOOOOOOOO
UDP Port I[SAKMPOOOOOOOOOOOO UDPOOO
Debug Flag goobbooooooboooobboooobobbbooobn

Oo00oo0oooooooooooooomooooooon
00 l000@moooooooooo3goomoononoog

01000
Global Debug Device gbgboooooooboaoan
Local RSA key 000000 RSAOOOOO
VPN Client Policy Server Enabled OO0OO0000OO0O0O0O0O000O0O0O00O0O0O0O00O
VPN Client Policy File Name gbdoboobobobbobooboobobuobboban
goaod
0 20:
oodogn
DISABLE ISAKMPO 56 0 00O O
ENABLE ISAKMPO 620000
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SHOW ISAKMP COUNTERS

SHOW ISAKMP COUNTERS

00 0000dIPsec / ISAKMP

SHOW ISAKMP COUNTERS [={AGGRESSIVE|GENERAL|DPD|HEARTBEAT|INFO|IPSEC|MAIN]

NETWORK|QUICK|SAD|SPD|TRANSACTION|XDB}]

ISAKMPOOOOOOOODODOODOOODOOODODOOOODOO

goooog

COUNTERS 0000000000000 00O000O0O00O0OO0D0DOOODOOODOOODOOOOOOn

dooooggon

ISAKMP General Counters
acquire
acquireNoPolicy
acquireEquivFound
acgPhlXchgStartFailed

acquireQueued

acquirePrenegNoPolicy

badSpiRequests
badSpiInAggrMode

msgInitPhlp5StartFail

doneGood
doneSendConNoSa

msgTx
txEncryptNoExchange
msgTxStartEncrypt
txEncryptFail
msgTxEncryptExpKBytes

txRetryTxd
retryIkeAttemptsPhl

msgRxd

IPsec

o O o o o

o O O O O o o

o o

SecOff > show isakmp counters=general

acquireNoSa

acgPh2EquivInProgress
acgPh2XchgStartFailed
acgPeerAddrNameIncons

badSpiFromKnownPeer
badSpiSendNotifyUnset

donePhaselFailed

msgTxd

msgTxEncryptNoEncoPrc

txEncryptGood

txRetryXchgTimedOut
retryIlkeAttemptsPh2

o O o o
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SHOW ISAKMP COUNTERS

msgRxInconsistLengths 0 msgRxBadLength 0
msgRxBadReserved 0 msgRxBadVersion 0
msgRxBadNextPayload 0 msgRxUnexpectedMsg 0
msgRxNoExchange 0 msgRxNoExchangePhasel 0
msgRxP1NoXcgNotlstMsg 0 msgRxPhlUnkwnXchgType 0
msgRxPhlXchgStartFail 0 msgRxPhlMsgIdNotZero 0
msgRxP15XchgStartFail 0
msgRxPhase2NoSa 0 msgRxNoExchangePhase?2 0
msgRxPh2XchgStartFail 0 msgRxPh2UnkwnXchgType 0
msgRxEncrypted 0 msgRxEncryptdUnexpect 0
msgRxBadPad 0 msgRxBadPadLength 0
msgRxPayBadNextPay 0 msgRxPayBadReserved 0
msgRxDecryptNoEncoPrc 0 msgRxStartDecrypt 0
msgRxPlain 0 msgRxPlainUnexpected 0
msgRxBadPortIpChange 0 msgRxFailOldPort 0
msgRxPayBadLength 0
rxDecryptNoExchange 0 rxDecryptedBadLength 0
rxDecryptGood 0 rxDecryptFail 0
rxDecryptedBadPad 0 rxDecryptBadPadLength 0
rxDecrptPayBadNextPay 0 rxDecryptPayBadRsvd 0
rxDecryptPayBadLength 0
infoNoMatchingPolicy 0 infoPhlNotifyDisabled 0
infoPhlNoDelAllowed 0 infoPhlExchgStartFail 0
infoPh2SANotFound 0 infoPh2SANotActive 0
infoPh2NotifyDisabled 0 infoPh2DeleteDisabled 0
infoPh2XchgStartFail 0
deleteDelayStarted 0 deleteDelayNotUsed 0
deleteDelayPktsRxd 0 deleteDelayRetrySent 0
deleteDelayConSent 0 deleteDelayConNoSA 0
deleteDelayTxExceeded 0 deleteDelayPktDiff 0

ooooon

SHOW ISAKMP EXCHANGEO 119000 O

SHOW ISAKMP SAC 128 00 00O
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SHOW ISAKMP EXCHANGE

SHOW ISAKMP EXCHANGE

00 0000dIPsec / ISAKMP

SHOW ISAKMP EXCHANGE [=exchange-id]

exchange-id: ISAKMP Exchange 0 O 0 00 429496729501

a0

ISAKMPOOOOOOOOOOOODOOOODOOOOODOOOO

goooog

EXCHANGE ISAKMP Exchange OO

dooooggon

SecOff > show isakmp exchange
ISAKMP Exchanges
Id Phase

State PeerAddress

SASENT 1.1.1.1

IPsec
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SHOW ISAKMP EXCHANGE

Id ISAKMP O 0O ID
Phase ISAKMPOOOOO0O10150200000
State 00000 0Main O 0 OO0 Identity Protection 0 O 00 O

IDLEOSASENTOSARECVOKESENTOKERECVO AUTHSENTO
AUTHRECVOUP O 0O O O O OQuick O O O O O OSTART-
INGOWAIT_-HASH_SA _NONCEO WAIT_HASHUO RECEIVING.
MESSAGEOSENDING_HASH _SA_NONCEOSENDING_HASHO
DONE O 00000 Aggressive 0 0 00 Aggressive 100000
IDLEOSAKESENTOSAKERECVOSAKEAUTHSENTOSAKEAU-
THRECVO AUTHSENTO AUTHRECVO UP 0O O 0O 0O 0O O Trans-
action 0 O O O OIDLEO REQSENTO REQRECVO REPSENTO
REPRECVOSETSENTOSETRECVOACKSENTO ACKRECVOUP
00000 0 Informational 0 0 0 O IDLEO SEND_RUTO WAIT-
RUTAOSEND RUTAODONEOOOOOOOOOOOOOOOO

goooboooobobbbootogbbooobobbuooog

O00000o00o0ooo0oooooooo DELETEDELAY OO O

goog
Peer Address/Peer IP Ad- ISAKMPOOO IPOOOO
dress
Type 00000D0MAINOAGGRESSIVEDO TRANSACTIONO INFOO
QuICKOOOooOO
0 21: Exchange 0000 OO
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SHOW ISAKMP EXCHANGE

ISAKMP Exchange

goboboobbgoob

Id

ISAKMP OO ID

Phase

I[SAKMPOOOOO10150200000

State

Oo0O000OO0OMainO OO0 Identity Protection O O OO O
IDLEO SASENTO SARECVO KESENTO KERECVO AUTH-
SENTO AUTHRECVOUP O OO OO0OQuick OO OO0OO
STARTINGO WAIT_HASH_SA_NONCEO WAIT_HASHO
RECEIVING_MESSAGEDO SENDING_HASH _SA_NONCEDO
SENDING_HASHO DONE 0O 0 0 O O 0 Aggressive 0 0 [
0 Aggressive 0 0 0 0 0 O IDLED SAKESENTO SAKERECVO
SAKEAUTHSENTO SAKEAUTHRECVO AUTHSENTO
AUTHRECVO UPO OO0 OO Transaction 0 O O O OIDLED
REQSENTOREQRECVOREPSENTOREPRECVOSETSENTO
SETRECVO ACKSENTO ACKRECVO UP O 00 OO O Infor-
mational 00 0O O IDLEOSEND_RUTOWAIT_RUTAOSEND_
RUTAODONEOOOOODOOOOOOOOOODOOOOOOO
goooobbooobbobobobobuooobuoobbog
OO000oooooooooooon0 DELETEDELAY OO 00O
gg

Type

000000 MAINODAGGRESSIVEOTRANSACTIONOINFOO
QuICKODOoOooo

Initiator

ooobooboobooomobooboooobooboooo

DOI

DOIO Domain Of Interpretation] IPsec O 0 0O 0 0O

Policy name

ISAKMPO OO OO

SA

ISAKMP SA OO

Peer Address/Peer IP Address

ISAKMPOOOOOOOOOOOIPOOOO

Local IP Address

I[ISAKMPOOOOODOOODODOOOOODOO

Encrypted

ISAKMP SAO 0000000 OO0OODOOoooon

Expecting message

gobbobbooboobooobo

Has SA

ISAKMP SAOOOOOoOOOOooooO

Initiator Cookie

ooo00ooooooooooooooooo8oooooog

Responder Cookie

0oo00ooUooooboooooooogo 8oooooon

Message 1d

0000 2000000000000000 40000000

Set Commit bit

OoooISAKMPOODOOO CommitD 00 O0OdOoooon
t

Commit bit received

Oo0oo0oooo CommitO0O0O0O0OO0OOOOOODOO

Send notifies

Notity OOODODOOO0OODOOOOOO

Send deletes

Delete DO OOOOOOOOOOOO

Message Retry Limit

IPsec

gobbobbooboo
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SHOW ISAKMP EXCHANGE

Packet Retry Counter

gobbobbooboobooobo

Initial Message Retry Timeout (s)

gobboobboobogoooo

Packet Retry Timer (time left(s))

gobbobbooboobboooboobobooboo

Main and Aggressive Mode

Main 0000 Aggressive 0100 00000000000O0

ENCO Pass

ENCOOOOoOoOoooooooooo

Shared Key Id

OOOUOOOPRESHAREDO OOOODOOOOOOO

Peer RSA Key Id

OO0 RSAOOOOO

Local RSA Key Id

OO0 RSAODOOOOOO

Peer Certificate 1d

oooooo Ib

Local Certificate Id

oooooo Ib

Local Policy

goobooobo

Remote Policy

goobooobo

Transform

Transform 000000000000 0O0O000

Transform Number

SAO0000O00000 Transform OO0 0000

Transform Id

Transform OO0 000 ID

Encryption Algorithm

gobobobboo

Authentication Algorithm

gobooooboo

Authentication Method

0000100000000000000PRESHAREDIOO
O0O00OO0ORSASIGOOOOOO

Group Description

Diffie-HellmanO OakleyOO O O O O O OMODP7680
MODP10240 INVALIDO NONECO O O OO

Group Type

Diffie-HellmanO OakleyO O 0 00 000

DH Private Exponent Bits

DHOOOOOOOOOOO

Expiry Seconds

00o00o0oooooooosSsADoooooog

Expiry KBytes

Oo0o00o00oooooooosSAOD0ooooooooog

Transaction Mode

Transaction 0 00000000 0OOOOO

Mode Transaction 0 000 0O XAUTHOSETO REQU OO OO
Id oo ID

Quick Mode Status QuickOOUOOOoooooooooo

SA id ISAKMP SA O ID

local address

ooooolIpPoooog

policy name

ISAKMPO OO OO

use PFS-KEY Perfect Forward Security for keys 000000000
use PFS-ID Perfect Forward Security for IDs 000000000
DH group 1D Diffie-HellmanO OakleyOd O O 00 ID

msg retry limit

gobbobbooboo

msg retry timeout

gobbobbooboobboooboobobooboo

IPSEC exchange info

CentreCOM AR415S 0000000000 2.9
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SHOW ISAKMP EXCHANGE

IDi oooiboooooo
type IDOOO

protocol Id goooo ID

port ooaoiIb

data IDOOO

IDr oooiboooooo
group Id IPsecO0000 ID

Sa Definition Information

SAO0O00OOOOOoOOooOoO

Authentication Type

SADOOOO

Encryption Algorithm

SAOO000OOOOOOO

Hash Algorithm

SAO0O00OOOOOOoOooOoO

group Type

Diffie-HellmanO OakleyO O 0 00 000

group Description

Diffie-HellmanO Oakleyd O O O O

expiry seconds

Ooo0ooooosSAgOoooooo

expiry kilobytes

00o00ooooosSAd00DoDoooooooog

goooog

0 22: Exchange 00 000

SHOW ISAKMP COUNTERSO 117 0000

SHOW ISAKMP SA0 128 00 O0O

IPsec
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SHOW ISAKMP POLICY

SHOW ISAKMP POLICY

00 0000dIPsec / ISAKMP

SHOW ISAKMP POLICY[=policy]

policy: ISAKMPOODOOOO0O1024000

a0

[SAKMPOOOOOODOOOOOODOOOO
goooog

POLICY [SAKMPOOOOO

dooooggon

SecOff > show isakmp policy

ISAKMP Policies

Name PeerAddress
Mode AuthType EncAlg HashAlg

my_policy 192.168.100.2
IDPROT PRESHARED DES SHA

SecOff > show isakmp policy=my_policy

ISAKMP Policy

11 =110 my_policy

Peer AdAreSS .. .iiiit ittt 202.36.163.201
Phasel Mode .........i i, IDPROT
Authentication TypPe .. ... .. PRESHARED
Extended Authentication ............... NONE

Extended Authentication Type .......... -
Extended Authentication User Name ..... -
Extended Authentication Password ...... -
Key Td .ottt it e e e e e e e e e e 30
Local RSA KeY v ittt e e e e e e e e -
Peer Certificate Id ................... -

Phase 2 Exchanges Limit ............... NONE
PreNegotiate .. ... ittt i, TRUE
DOT it e e e e e e e e e e IPSEC
Send Notify MeSSagesS .......eeeeeeeen.. TRUE
Send Delete MeSSagesS v vvv e mnnennnn. FALSE
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Always Send ID MeSSagesS . e eeenenennn FALSE
Commit Bit .uiviin ittt e e FALSE
Message Retry Limit ................... 5

Message Time OUL ...ttt i i iie e 20

Message Back-off ......... ... . . ... Incremental
Exchange Delete Delay ..........ccoou... 30

Source Interface ............. .. ... .. .. -

VPN Client Policy File Name ........... -

Local ID &ttt ittt et e e e e -

Remote ID ...ttt i iie e e IPv4:192.68.1.2
DEDUGF Llag v vttt it e e e e e e e 00000000
Retry IKE Attempts .........o.iiiioenn.. 0

Current IKE Retries ................... 0

Required IKE Retry Phase .............. No Phases
Rekey on SA SOft EXPIirYy «ueeeneennnn.. TRUE

SA Specification

Encryption Algorithm .................. DES - 56 bit
Hash Algorithm ............. ... . ....... SHA

Group Description ...........oeeeeenenn.. 1

DH Private Exponent Bits .............. 767
Heartbeat Mode ............ ... ... .. .... NONE

DPD MOAE . ittt ittt et e e e e e e e e e e BOTH

DPD Idle TimeOoUL ...t iiiimtimmennnnnn 300

Group TyYPE v it ittt e e i e e e e e e e e e e MODP

EXPiry SecondsS .. ..uiiiit e 86400
Expiry Kilobytes ..........iiuiiiinnan.. 1000

NAT Traversal ........uiiiiinnenn. TRUE

SHOW ISAKMP POLICY

Name ISAKMPOOOOGd

Mode 0000 10000IDPROTOMainO 0000 AGGRO Aggressive 00 00

AuthType 0000 1000000000000 00 PRESHAREDIO O 0O O O 00 RSASIGO
goooo

EnCAlg ISAKMP SAOOOOO0OOO0OOOoOooog

HashAlg ISAKMP SAOOOOOOODOOOOOO0OoOOooogg

PeerAdresss ISAKMPO OO IPOODOOODANYO IPOO0O0OO0OOOOOOOOOOOO

0230000
Name ISAKMP OOOGOGOd

Peer Adresss

I[SAKMPO OO IPOOOOOANYDO IPOOOODOOOO
goobooobo

Phasel Mode

0000 10000IDPROTOMain OO OO0 AGGR
0 Aggressive 0 0 00

Authentication Type

IPsec

0000 1000000000000 00PRESHAREDL
Oo0OoOooooRSASIGODOOOOO
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SHOW ISAKMP POLICY

Extended Authentication

O000OOXAUTHOOOOOOOOCLIENTOOOOOO
OO0 MMSERVERD OO OOOMMNONED XAUTHO O OO
gobooobo

Extended Authentication Type

00000XAUTHOO O O RADIUS_.CHAPOGENERIC O
gooo

Extended Authentication User Name

XAUTHOOOOOoOOoooooo

Extended Authentication Password

XAUTHOOOOOOoOoooooo

Key Id

goood

Local RSA key

000 RSAOOO

Peer Certificate Id

Ooooooooo ID

Phase 2 Exchanges Limit

ISAKMP SAOOQOOOOOO0OOOOO0O200000000
O0002000000000000000ISAKMP SA O
goboboobobgoon

PreNegotiate OoooooooISAKMPSAOODOOOOoDOOoOoOO
goooood
DOI ISAKMP O 0 0 O 0 DOIO Domain of InterpretationC

IPSECOOOOOO

Send Notify Messages

Notity OO ODODOOO0OODOOOOOO

Send Delete Messages

Delete DO OO0 OOOOOOOOO

Always Send ID Messages

ISAKMP SAOOOOOOOOOOoOIbOooooooon
ggo

Commit Bit

O000o0oooo Commit0 000000 OOOOOO

Message Retry Limit

ISAKMPOOOOODOOOOOOO

Message Time Out

ISAKMPOOOOOOOOOO

Message Back-off

I[SAKMPOOOOUOOOOOODODOOOODOOO Back-off
gooo

Exchange Delete Delay

I[SAKMPOOO SAOOOOO

Source Interface

I[SAKMPOOOOOOOOOODOODODOOOOOOoOoooO
OoooolPOo00oooooooooon

DebugFlag

000 ISAKMPOOOOOODOOODOOOOOO

Retry IKE Attempts

ISAKMPOOODO 100000000000 O0O0OOOO
O0000o00oO0oooooodledoddod continuous
SET ISAKMP POLICY 0O 0 00O RETRYIKEATTEMPTS
goboboobbgoobo

Current IKE Retries

I[SAKMPOOOOOOOO

Required IKE Retry Phase

IKEO OO0 0O Phase 1[Phase 2[Phases 1 & 2[No Phases
goooo

Rekey on SA Soft Expiry

126 | CentreCOM AR415S 0000000000 2.9

613-000667 Rev.J

[PsecSAODOOOOOOOOOOISAKMPOOOOOOOO
000000000000000CREATE ISAKMP POL-
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SHOW ISAKMP POLICY

SA Specification

SAO000O0O0O0OOOOOOoOooOoO

Encryption Algorithm

I[SAKMP SAOOOOOOOOOoooOO

Hash Algorithm

ISAKMP SAOO0OO0OO0O0OO0DOOOOOOOOOO

Group Description

Diffie-HellmanO OakleyD OO 0000010 2

DH Private Exponent Bits

DHOOOOOOOOOOO

Heartbeat Mode

[SAKMPOOOOOOOOOOODODOOOOISAKMP OO
O000000ooooooooo0oooooooon SAD
gobboobbooboooboooboobbooobo
OO0OO0OOSENDOOOOODOODODO200000000
O0O0O0O0D0OD0DUODUOUOOOOORECEIVEOOOODOOOOO
0000oooooooooooooooooooooo3n
gobboobbooboooboooboobbooobo
gobboobbooboooboooboobbooobo
SAO00DOO0OOOOOBOTHOOOOOOOOOOOOO
OOOD0OODOONONEODOOOOOOOOooOooooo
gobooobo

DPD Mode

[Psec DPD 000 00 BOTHORECEIVEONONE O O OO
u

DPD Idle Timeout

OO0 R-U-THEREOOOOOOOOOOOOOOooooog

Group Type

Diffie-HellmanO OakleyD OO OO OO0 OMODP OO O
ggo

Expiry Seconds

I[SAKMP SAOOOOOOOO

Expiry Kilobytes

ISAKMP SAOOOOOOOOOOoOO

NAT Traversal

IPsec NAT-Traversal O NAT-TO OO OOOOOOO

goooog

SHOW ISAKMPO 116 0 O OO

024:000

SHOW ISAKMP COUNTERSO 1170000

IPsec
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SHOW ISAKMP SA

SHOW ISAKMP SA

00 0000dIPsec / ISAKMP

SHOW ISAKMP SA[=sa-1d]

sa-id: SA 0 0 000 655350

a0

ISAKMPSAOOOOODOOOOOOO
gogogogo

SA SAOO

dooooggon

SecOff > show isakmp sa
Expiry Limits - hard/soft/used
SA Id PeerAddress EncA. HashA. Bytes Seconds
31.1.1.1 DES SHA -/=/- 86400/82080/538
SecOff > show isakmp sa=1
SN 1 1
Initiator Cookie .................... e418dba372510e53
Responder Cookie .............uuu.... 80c30ff4f2cb3£29
DOT it e e e e e e e e e e IPSEC
POliCY MAME .ttt ettt e et et et eeeeenn main
State ... e e ACTIVE
Local address .......ciiiiiiinnnon. 202.36.163.161
Remote AdAress ..........uiiuiiinnnn. 202.36.163.201
Time of establishment ...............
Commit bit set ......... ... ..., FALSE
Send notifies ............ . ..., TRUE
Send deletes ......... ... FALSE
Message Retry Limit ................. 5
Initial Message Retry Timeout (s) ... 20
Message Back-off .......... ... ... . ... None
Exchange Delete Delay (S) ........... 30
Do Xauth . ... i e e FALSE
Xauth Finished .................... TRUE
Expiry Limit (bytes) ................ 1024000
Soft Expiry Limit (bytes) ........... 896000
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Bytes seen

Expiry Limit (seconds)

Soft Expiry Limit (seconds)

Seconds since creation ..............
Number of Phase 2 exchanges allowed
Number of acquires queued ...........
Sa Definition Information:
Authentication Type ........uuuuneu...
Encryption Algorithm
Hash Algorithm
group Type
group Description

DH Private Exponent Bits

expiry seconds
expiry kilobytes ............ii...
XAuth Information:

Id
Next Message
Status
Type
Max Failed Attempts
Failed Attempts
NAT-Traversal Information:
NAT-T enabled
Peer NAT-T capable
NAT discovered

Heartbeat information:
Send Heartbeats

Next sequence number tx

Receive Heartbeats

Last sequence number X .............
DPD information:

DPD Mode
State
Retry Count

Idle Expiry (seconds)

Next sequence number tx

Last seqguence number rx

SHOW ISAKMP SA

4294967295

PRESHARED
DES - 56 bit

IPsec
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SHOW ISAKMP SA

SA Id SA ID

PeerAddress SAOO0O0OOOIPOOOO

EncA SAODOOoDooooon

HashA SAOODO0Ooooooooon

Bytes SAOD0O0DDO0O000mMmOoooooooosSA0ODDoOooomooooog
OOoSAOD000O0OO00O0D00D0MOO00o0oooooooooooooog
gog

Seconds SAUD000DO00DmMOoOoOoooooSAdDOoooomooooong
OSAO00O0000O000O0D0DMOoooooooooooooooooon

0250000

SA Id SA ID

Initiator Cookie ooooooo

Responder Cookie goooooo

DOI DOIO Domain Of InterpretationJ IPSEC 00 0 O 00O
Policy name ISAKMPOOOOO
State ISAKMP SA 0O 0O 0O 0O ACTIVEOD EXPIREDO DOING_

NEW_GROUPO DOINGXAUTH OO O OO

Local Address

SAO0OOO0OOOIPOOOO

Remote Address

SAO0OOO0OOOIPOOOO

Time of establishment

SAOOO0OO

Commit bit set

Commit0 0000000 O0OOOOOODOO

Send notifies

Notity OOOOODOOO0OOOO

Send deletes

Delete DO OOOODO0OOOOO

Message Retry Limit

gbooboooboooboo

Initial Message Retry Timeout (s)

goooobogboooboooboobbobboo

Message Back-off

ISAKMPOOOOOUOQOODOOOoDOooOooooooooo
0 O Incremental O O O None

Exchange Delete Delay (s)

ISAKMPOOOO 10200000000000ISAKMP
ExchangeD OO DO O0O00O0O0O0O0O00000O0ODODOO
0000 ISAKMP Exchange 00O 000000000
oo

Do Xauth

XAUTHOOOOODOOODOOO

Xauth Finished

XAUTHOOOODODODOODOOODOO

Expiry Limit (bytes)

SAO0O00000DO0OODODmMSADOOOooOooooon
goooo

Soft Expiry Limit (bytes)

SAO000DODO0O0ODMOooOoOoOOoooooogoog
goooooboo

Bytes seen

CentreCOM AR415S 0000000000 2.9
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SHOW ISAKMP SA

Expiry Limit (seconds)

SAO0DD00O0O0O0DmMSADDODOODOOOOoOoOOOOon
go

Soft Expiry Limit (seconds)

SAOD000000MO0O0000oooooooooog
goooo

Seconds since creation

SAO000000O0O0O0O

Number of Phase 2 exchanges allowed

O0SADDOO0O0OOO0OoOOooOo2000000

Number of acquires queued

OO0O0OooIPSECSAOOOOOOOODOOO

Sa Definition Information

SAO0000000OO0OoOooOon

Authentication Type

goooon

Encryption Algorithm

SAO00O0O00Ogg

Hash Algorithm

SAO000000O0O0OoOooOon

group Type

Diffie-Hellman OakleyO 0 0 0 00 OO

group Description

Diffie-Hellman Oakleyd 0O O O O

DH Private Exponent Bits

DHOOOOOOOOOOO

expiry seconds

goooooOoobD SAOOoDOooooo

expiry kilobytes

goooooooo SAOO0oOoooooooog

XAuth Information

XAUTHOOOOOODOODOO

Id

XAUTHOOOOOOOO ID

Next Message

0000000 XAUTHOOOOOOREQO SETO OO
go

Status

XAUTHOOOOOOOKO FAILOOOOO

Type

XAUTHO O OO OO O GENERIC O RADIUS-CHAP O
gooo

Max Failed Attempts

XAUTHOOOOOODODOOOODOODODOODOOOOOOOO
OSAO0O0O0OOO0

Failed Attempts

XAUTHOOOOOOO

NAT-Traversal Information

IPsec NAT-Traversal ONAT-TO O OO OQOOOO0OOO
O

NAT-T enabled

IPsec NAT-Traversal O NAT-TO OO OGO OO0

Peer NAT-T capable

000000 NAT-TOODODODDOODODOOO

NAT discovered

IPsec

000000 NATOOOOOOOODOOOOONOOOO
OO0 MREMOTED OO OOOOOOMLOCALDOOO
O0O0o00mBOTHOOOOODOOODODDODODOOOOMm
UNKNOWNO OO OOOO NAT-TOOOOOOoOooo
OO0OO0OONAT Discovery 0000000000000
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SHOW ISAKMP SA

Heartbeat information

I[SAKMPOOOOOOOODOOOOOOOOOO

Send Heartbeats

gooboobboobboobbbooobobooobo
goo

Next sequence number tx

gboooboboobooboboobooboboobobo

Receive Heartbeats

gooboobboobboobbbooobobooobo
goo

Last sequence number rx

goooobogboooboooboobbobboo

DPD information

IPsec DPDOOOOODO

DPD Mode

[Psec DPD O 00 OO0 BOTHORECEIVEONONE OO O
ERN

State

IPsec DPD O 00O 00O O Activel ActiveReceiveld Idle-
QueryO IdleQueryRetry Dead None 0 0 O O O

Retry Count

R-U-THEREOOOOOOOODOOODOO Stated Activel
ActiveReceived None DO OO 0O

Idle Expiry (seconds)

State 0 Active 000000 R-U-THEREOOOOOOO
0000000000 Stated ActiveDOOODODO 0

Next sequence number tx

00 DPD Notify0OODOOOOOO0OOODOOO0OO0OOOO

Last sequence number rx

000 DPD Noetify0OODODOOOO0OO0OOOOOO0O0OOO

026000

goooog

SHOW ISAKMP COUNTERSO 1170000
SHOW ISAKMP EXCHANGEO 119000 O
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