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ADD ISDN CALL=rmt NUMBER=0 PRECEDENCE=IN INANY=ON INTREQ=bri0
USER=PPP PPPTEMPLATE=0 J

3. L2TPOOO0O0OOOOOOOOO

ENABLE L2TP J

4. 1L2TPODOODODO LACOOOOOOOOOO

ENABLE L2TP SERVER=LAC .
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ADD L2TP USER=ALL ACTION=DATABASE IP=2.2.2.2 PASSWORD=password
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O l030000000o0ooooo

ADD USER=remuser PASSWORD=rempass LOGIN=NO IPADDRESS=192.168.20.200
NETMASK=255.255.255.255 J
CREATE PPP TEMPLATE=0 BAP=OFF LQR=OFF AUTHENTICATION=EITHER
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ADD IP ROUTE=192.168.10.0 MASK=255.255.255.0 INT=pppl NEXT=0.0.0.0 4
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IPOODO0OO0OOOOOOOOOOODOOOO

CREATE PPP=1 OVER=TNL-remote BAP=OFF LQR=OFF IPREQUEST=ON .l

SET PPP=1 USER=RouterA PASSWORD=PasswordA .l

ENABLE IP REMOTEASSIGN .l

ADD IP INT=pppl IP=0.0.0.0

ADD IP ROUTE=192.168.20.0 MASK=255.255.255.0 INT=pppl NEXT=0.0.0.0 J

0000 BOO 10000000000 DODOOOOUOUOOOODODOOOONATOOOO LANDO
000000 LANOODOOoooooooogooo

ENABLE IP NAT
ADD IP NAT IP=192.168.10.0 MASK=255.255.255.0 GBLINT=pppl .|

ooooBOOODOOOOOO

1.

gooooo PPPOODOCOOODOOOODOOOOOOOOODOO

ADD USER=RouterA PASSWORD=PasswordA LOGIN=NO J

2. IPO000000O0DO0O0O0O0OOCO0O0OCO0O0ODOOOOIPOOOOO0OOOOOODOOO
CREATE IP POOL=ips IP=192.168.20.200-192.168.20.210
3. Jooooooooooooooooooooooooo PPPOOO0OODOOOOOOOOOO PPP
goddoduooouoobobobobooooooo
CREATE PPP TEMPLATE=0 IDLE=60 BAP=OFF LQR=OFF AUTHEN=EITHER
IPPOOL=1ips !
4. L2TPOO0OOOOCOOOOOOO
ENABLE L2TP
5. L2TPOO0OO0OO0 LNS/LACOUOU0OOUOOOOOOOGO
ENABLE L2TP SERVER=BOTH
6. L2TPOOOOODOO0O0OOOOOOOOOOOOOOO
ADD L2TP PASSWORD=12tpB
7. 0OooOoOoOooooOoo IPOo00O0OOoODOoO0OOOOOOoOOoOooOOooOOooDoOO PPPOOOO
oooooooooooooooooooooooooooooooo IPoOo00ooooooooog
gdddoduoooobobobobooboobooo
ADD L2TP IP=0.0.0.0-255.255.255.255 PPPTEMPLATE=0 J
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ADD FIREWALL POLICY=net RU=1 AC=ALLOW INT=ppp0 PROT=UDP GBLPORT=1701
GBLIP=1.1.1.1 PORT=1701 IP=1.1.1.1 J

NATOOOOODOOoooooooooooooo

ADD FIREWALL POLICY=net RU=1 AC=ALLOW INT=pppO0 PROT=UDP PORT=1701
IP=1.1.1.1 4

s [2TPO0O PPPOOOOOOOOOOOOOOOOOOOOCOOOOOOOOOOOOOODOOOO

ADD FIREWALL POLICY=net INT=pppl TYPE=PRIVATE .
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CREATE IPSEC SASPEC=1 KEYMAN=ISAKMP PROTO=ESP ENCALG=DES HASHALG=SHA
MODE=TRANSPORT ./
CREATE IPSEC BUNDLE=1 KEYMAN=ISAKMP STR="1" .

m 2TPO0O0O0O0OOO0O IPsec00OOO0OO0OOOOOODOOO

CREATE IPSEC POLICY=12 INT=ppp0 ACTION=IPSEC KEYMAN=ISAKMP BUNDLE=1
PEER=2.2.2.2

SET IPSEC POLICY=12 LAD=1.1.1.1 LPORT=1701 RAD=2.2.2.2 RPORT=1701
TRANSPORT=UDP
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ACTIVATE L2TP CALL

ACTIVATE L2TP CALL

O000O0O0OL2TP / L2TPOOO

ACTIVATE L2TP CALL=call-name

call-name: 00000101500 00000000000000000000O0O0ODOOOOOOODOODOOCOO

a0

L2TPO000000O0O0OOOOOOOOOOO L2TPOOCOOOOOOOUOOOOOOOOO
gboooobogboboobbooboobobobbooboobbooobobooboobobobboon
gbooobobooboooboobobooboobbooboo

goooog

CALL L2TPOOOO

goooog

ADD L2TP CALLO 150000
DEACTIVATE L2TP CALLO 220000
DELETE L2TP CALLO23 0000

SET L2TP CALLO 350000

SHOW L2TP CALLO46 000 0O
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ADD L2TP CALL

ADD L2TP CALL

O000O0O0OL2TP / L2TPOOO

ADD L2TP CALL=call-name TYPE={ASYNC|ISDN|VIRTUAL} IP=ipadd
[REMOTE=call-name] [DIAL=phone-number] [NUMBER={ON|OFF|STARTUP}]
[PASSWORD=password] [PRE13={ON|OFF}] [PRECEDENCE={IN|OUT}] [SPEED=speed]
[ SUBADDRESS=subaddress]

callname: 000001015000 000000000000000000000O0O0O0OOOOOOOOOO0O
ipadd: IP 0000

phone-number: 0 00001031000

password: 1000001031 000000000000000000OO

speed: 0 0 0 0 03000 4292967295bps [0

subaddress: 0 0000001031000

a0

L2TP000ooooog
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OOOPPPOOUOUOOOUOOCOUOODDOUOOOCREATEPPPOCO OO0 OVEROOOOOOO L2TP
O000000TNL-callnameO 0 000000000000 TNL-OO L2TPOOOOOOOOOOOOOO
O0OOcallname 0000000000 00000O0O fooOOOmMOVER=TNL-fooOOOOOOOOOO

goooog

CALL L2TPOOOO

TYPE 000000000000 0OOOOO0OO0OO0O0O0000000000O0O0O000O0O00OOOLANDOO
Oooooooooooo VIRTUALDO L2TPO 0000000000000 O0OO0OOOOOOOO
0000000000 LACOO0O0ODOoOooooooooOooooooooonO ASYNCO ACC
OO0O0OooISDNOISDNOOOOooooono

1P 0000000000 UOo IPODOOODOLANOOOOOOOOOOTYPE=VIRTUALOOOOOO
gooooooooo oo0000DODODOODOODOOOOUOODODODOODODOOODUOOODDODO
goobooooooobooboobobobooboom

REMOTE 000000000000 O00O0O0O0O0O0OOO0OOOOOOOOOOODOOOOOOOD
TYPEOOOOOOOOODOOOOOOOODODOODOOOODOODODOOOOO0OTYPE=VIRTUAL O
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ADD L2TP CALL

O0000o000ooooooo L2TPOOO00ODOO0OO0OOOOO0OTYPE=ISDNOOOOO
OLACOODOOODOOOOISDNOOOOOOTYPE=ASYNCOO ACCOOOODOODOOooOooo
TYPE=VIRTUALOOOOOOOOOOO REMOTEOOOOOUOOOOOOOOOOOOOOO
o000 L2TPO0O00O0O0O0OOOOOOOOOn

DIAL ISDNOOO0OO00000000000D0O0O0O0O0O0O0O0O0O0DO0O0DoooLACOO00O0oooonong
gooooooo IsbNOOoOoOoOoOoOOoOOOOOOOOODOOOD ACCODDooDoooDoDOoODoO

NUMBER L2TPOOOO00O0OOOO0O0OOOOOONsOOOOOOOOONCOOOOODOOOOOFE
0000000000000 0oo0o0oooO0oooOOSTARTUPOODODOOOODOOOOOOO
INSOOOOooooooooooPPPOOOOOODOOOOOOODUOOODOUODODODOOO

PASSWORD 0000000 LL2TPOO0OOOCOO0OOOOOOOOOOOOOODOOOOODOOO
gboobooobogoboo

PRE13 pre-Internet Draft 1300000000000 L2TPO0O00O0OO0O00OOOO0OOOO

PRECEDENCE LANOOOOOOOTYPE=VIRTUALODOOOOOOOOOOOOOOOOODOOOOO
0000000 U0oO0ooooooooooog ING

SPEED LACOO0OO0O0O000O0O00000O00O0000000000O0O0O0O0bps LNSOO L2TPOO
0o00O00o0b0O00o0000000000000 64000bpsO

SUBADDRESS 0OO0O0O0O0O0OOO0OOISDNOOOOOOOLNSOO L2TPOOOOOOOOOOOOO
O000O0DO0OO0OOOTYPE=ISDNOOOOOOOO

g

s PO00O0O0OO0O0OOOOOOOOOOOOOO2000 PPPOOOOOOO L2TP OO OO virdiald O
O000oooooooooIP0oOOOO 200.100.105000000000000 L2TPOOOOOOOO
goooooboo

ADD L2TP CALL=virdial TYPE=VIRTUAL IP=200.100.10.5 REMOTE=virdial

s INSOOOOOOOOOOOPPPOOOO L2TPOOOOteiD 000 00O OLNSOLACH 200.100.10.10
OO0 IPO0 L2ZTPO0O0OO0OLACOOUO0OOOOOO LACOOOODOOO ISDNOOOO toiisdnO O
gooobobod

ADD L2TP CALL=toi TYPE=ISDN IP=200.100.10.1 REMOTE=toiisdn

goooog

ACTIVATE L2TP CALLO 140000
DEACTIVATE L2TP CALLO 220000
DELETE L2TP CALLO23 0000

SET L2TP CALLO 350000

SHOW L2TP CALLO46 000 0O
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ADD L2TP IP

ADD L2TP IP

O00O0O0O00L2TP / LNS

ADD L2TP IP=ipadd[-ipadd] PPPTEMPLATE=template [NUMBER={ON|OFF|STARTUP}]
[PRE13={ON|OFF}] [PROXYAUTH={OFF|ON}]

ipadd: IP 0000
template: PPP 00000000 DO00O310

a0

INSOOOOOLACOOOOOOOooooO PPPOOOOOOOOOOOO
goooog

1P LACO IPOOO0O0O00O000O000O000O0O00O0OO0ODOOODOODODOOODOOO L2TPOOO
O00O00O0OO0OO0OO0OOPPPTEMPLATEC D 0O0OOQOOOOO PPPOOODODOOOOOOODODOO
gooooooUooooL2TPOO0OOCOOOOOOOOD PPPOODODODODOOOODOODOO

PPPTEMPLATE LACOOO0O0OO0O0OO0OOOOOOOOOOOOOPPPOOOOOOOOOOOOOOOO
CREATE PPPTEMPLATEO OO0 OOOOOOOOO

NUMBER L2TPOO0OO00O0OOOO0OO0OOOOONsOOOOOOOOONCOOOOODOOOOFE
0000000000000 0oo00oooO0oooOSTARTUPOODODOOOOOOOOOOO
INSOOOOooooooooooPPPOOOOOODOOOOOOODUOOODOUOODODODOOO

PRE13 pre-Internet Draft 1300000000000 L2TPO0O00O0OO0O00OOOO0OOOO

PROXYAUTH 00000 LNSOOOODOODODODOOOLACOOOOOOOOOOOOOOOOPPPO
000000 0oo0oooONOD OO0 ooooooooooo ONO

g

m LACO200.100.10.1000 00 L2TPOOOOO0OOOOOOOOPPPOOOOOOOOOOODOODOODO
Oo0 PPPOOOODOOODOOODOODOO

ADD L2TP IP=200.100.10.100 PPPTEMPLATE=0

s 00 LACO0000000D0OO0OPPPODOOODOODOOOODDOUOODOOOOOO PPPOOOOOODO
gobooobogobooboooboobbobboob

ADD L2TP IP=0.0.0.0-255.255.255.255 PPPTEMPLATE=0

goooog
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CREATE PPP TEMPLATEI PPPOO 360000
DELETE L2TPIPO024 0000
SHOW L2TPIPO48 0000
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ADD L2TP PASSWORD

ADD L2TP PASSWORD

O000ooOL2TP /000000

ADD L2TP PASSWORD={password|NONE} [IP=ipadd[-ipadd]]

password: 0000001031 000000000000000000OO
ipadd: IP 0000

a0

L2TPO0000C0C000D0OO0O0DOOO00OOOOIPOODOOOOOO0OOOOOODOOOIPODODODOOOO
gooobobooobogoboobo
gooooooolIPO000O0OO0OOOOODOOOO0OOOOOOOOOOOOOOOOOOOOOODOO
gooobobod

goooog

PASSWORD L12TPOO0 00000 O0OOODO L2TPOOOOCOODOOOOOOOOOOOOOOOOO
gboboobogobooboooboobbooboon

g L2TPO0O000000000OOOO IPOOOOOOO L2ZTPOOO0OO0OOOOOOODOOOOOO
o0oo00o0oooooooooUooOdoooooooooIPOODODOOOOOOOOOOO.0.0.00
0 0255.255.255.2550 0 00 0

g

[ 2TPO000OOO0O0O00000O001921681100000000000000000Oabecde0 00
0192.168.1.100000000000000000O0Obedef0 000000

ADD L2TP PASSWORD="abcde" IP=192.168.1.1
ADD L2TP PASSWORD="bcdef" IP=192.168.1.10

goooog

DELETE L2TP PASSWORDO 2500 00
SHOW L2TPO42 0000
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ADD L2TP USER

ADD L2TP USER

O00O00O00L2TP / LAC

ADD L2TP USER={domain-name|ALL|LOCAL|NONE REMOTE} ACTION={DATABASE|
DNSLOOKUP|IGNORE|RADIUS} [IP=ipadd [PORT=port]] [NUMBER={ON|OFF}]
[PASSWORD=password] [PRE13={ON|OFF}] [PREFIX=domain-prefix]
[TIMEOUT=8. .300]

domain-name: D00 00

ipadd: IP 0000

port: UDP O OO OO

password: 0000001031 000000000000000000OO
domain-prefix: 10 00000000001063000

a0

LACODOODOOISDNOOOOODOOOOOO0000000oo0ooooo0o00000ugogogLNSO
gboooobobooobogon

USEROOOOUOOOUOOOOOOOOD PPPODO0O0OOOOOODACTIONOOOOODOOOOOOO
OLNSOOODDOODOOOOOOOODOooDooLACOODODDOOODO0DOODOOOOLNSOOOO PPPOOODO
0000000000000 0OUOOO0 LNSOODOoooooooooo

goooog

USER LACOUOOOOOOOOOOOOOOOUODOODOOOOOODOUODOODODOOOOODOODOOO
LACOOOO0OODOOoOODACTIONOODODDODODOOOOoooooOooooooooog PPPOO
O0OO0LNSOOOODOOOLOCALOOOODODOOOOOOOODOOODDOOOOODO userAl
REMOTEOOOOOOOOUOOOOOOOODOOOUserA@domain.xxxdO ALLO PPPOOOO
000000000000000000000000000000domainxxxO0 0000000
000000000000000000000000000000USER="domain.xxx”"0 00O
00"xxx@domainxxx"0 D0 0000000000000 MMNONEOOODOOOOODOOOOO
O PPPOOOODOOAUTHENTICATION=NONEO PPPOOCOOOOOOOOOOO

ACTION USEROOOOOOOOODOODOOOODODOOOOODOOOOOODODOOODOOODATABASE
Oo0o00ooooolPOoODOoOoOoOoOOo UDPOOODOOOOOOOOOOOODODOO LNSOOOO
0000000000000 00ooO00oooOOOooODNSLOOKUPOOODOOODOOOOO
O0000oooOoOooOoDNSOOOOOOoDOoOOoOoDoOoOOoOoOoOLNSOOOOooooooooooo
OOOOOPREFIXOOOODOODOOOOODMMRADIUSODOODOOODODOOOooooooooon
O00O0O0 RADIUSOOOOOOOOOOOOOOLNSO IPOOOOOOOOOOOOOOOOO
IGNOREOOOOODUOODOODOOUOODUODODOODOUOODOoooooLACOOODDOoOOGOg PPPOO
O000O00OO0O0DODODODOACTIOND DATABASEO ODoooOooooIPooooooooOoO
0000 PORTOOOODOOODOODOOODOOOOO

Ir LNSO IPOO OO OACTION=DATABASEC O OOOOOO
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ADD L2TP USER

PORT LNSOOOOOO UDPOOOOOOACTION=DATABASEO OOOOOOOOOOOOOOO
IPOCOOODOOOOOOOOO

NUMBER [L2TPO0OOC0O0O00OCO0O0OO0OOO0OOO0O0OOCOOONCOOOOOCOOOOOFFOOO
oo obuobooboobooboo

PASSWORD INSOOOOOOOOOOOOOOOOOOOOOLNSDO L2TPOOOOOCOOOOC

PRE13 pre—InternetDraftl?)DDDDDDDDDDD LTroooooooooooooooon

PREFIX DNSOOOOOOOOOOOOOOOOOOOO0ACTION=DNSLOOKUPOOOODOOOO
ooooo0ooooooooooooooooooooooooooooooooon DNSOOoO
0000000 user@somewherexxxO 0000 0000000000000 0O0OOPREFIXO
DthpDDD [I]thp.somewhere.XXXD D000 DNSOODOOLNSO IPOOOODOOOOOO

TIMEOUT 12TPO00000C000O00O0O0O0O0D0OCOOOO

g

s 0 000000000000000000000 LNSO22220000000USER=ALLOOPPPOO
000000000000 000000000D00ACTION=DATABASEOOIPOOOODOOOOO
OO0 LNSOOODODDOOOOODDOOOOODOPASSWORD O OLNSOOOOOODOOOOOOOO
gooo

ADD L2TP USER=ALL ACTION=DATABASE IP=2.2.2.2 PASSWORD=password

B xxx@tunnelxxx0 0 0000000000000 O0OO0O0OD0DO0OO0OO0OODODODODOOOOOOO LNS
Olns.tunnelxxxd O OO0 OO

ADD L2TP USER="tunnel.xxx" ACTION=DNSLOOKUP PREFIX="lns"

goooog

DELETE L2TP USERO 26 0 O O O
SET L2TP USERO40 000 O
SHOW L2TP USERO 56 0 O O O

L2TP CentreCOM AR415S 0000000000 2.9
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DEACTIVATE L2TP CALL

DEACTIVATE L2TP CALL

OO00OO0O0O0L2TP / L2TPOO O
DEACTIVATE L2TP CALL={call-id|call-name}

call-id: 00 O IDO 10 655350
call-name: 00000101500 00000000000000000000O0O0ODOOOOOODOODOOCOO

a0

L2TPO000O0oooog
gogogogo

CALL L2TPOOOOOOCO SHOWL2TPCALLOOOOOOOOOOOOO IDOOOOOO

goooog

ACTIVATE L2TP CALLO 140000
ADD L2TP CALLO 150000
DELETE L2TP CALLO23 0000
SET L2TP CALLO 350000
SHOW L2TP CALLO46 000 0O
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DELETE L2TP CALL

O000O0O0OL2TP / L2TPOOO

DELETE L2TP CALL=call-name

DELETE L2TP CALL

call-name: 00000101500 00000000000000000000O0O0ODOOOOOOODOODOOCOO

a0

L2TP000ooooog

goooog

CALL L2TPOOOO

goooog

ACTIVATE L2TP CALLO 140000
ADD L2TP CALLO 150000
DEACTIVATE L2TP CALLO 220000
SET L2TP CALLO 350000

SHOW L2TP CALLO46 000 0O

L2TP
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DELETE L2TP IP

DELETE L2TP IP

O00O0O0O00L2TP / LNS

DELETE L2TP IP=ipadd|[-ipadd]

ipadd: IP 0000

a0

INSOOOOOLACO IPOOOOO PPPOOODOOCOODOOODODOODODODO
goooog
Ir LACO IPOOO0O0O0O0O0O0O0OO0OOOOOOOOO

goooog

ADD L2TPIPO 170000
SHOW L2TPIPO48 0000
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DELETE L2TP PASSWORD

DELETE L2TP PASSWORD

O000ooOL2TP /000000

DELETE L2TP PASSWORD [IP={ipadd[-ipadd]|ALL}]

ipadd: IP 0000

a0

ADD L2TP PASSWORD OO OO OOODOOOOOOOOOOOOO

goooog

g 0000000000 ooooooo IPOOD0OO0OOCO0OOOOOOOODALLOODOO0ODOOOOOO
O00000000000o0oIPOOOOOO0.0.0.0000255.255.255.2550 000000000

g

[ 2TPOO0000OO00O0000O00O0O192.168.1.10010192.168.1.1000 0000000000000 0OO
oo

DELETE L2TP PASSWORD IP=192.168.1.1
DELETE L2TP PASSWORD IP=192.168.1.10

[ 2TPO00000000000000000O0O00O0O0OO0O0O0OO0O0O0OO

DELETE L2TP PASSWORD IP=ALL

goooog

ADD L2TP PASSWORDO 190 00O
SHOW L2TPO42 0000
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DELETE L2TP USER

DELETE L2TP USER

O00O00O00L2TP / LAC

DELETE L2TP USER={domain-name|ALL|LOCAL|NONE REMOTE}

domain-name: 0 0000

a0

LACOOD0OOOOOO0OO0O0OO0OO0OUO0DOUOUOOD LNSODooooooooooooooon

goooog

USER LACOOOOOO0OO0OOODOOOOOOO0OO0OODOOOLOCALODOO0OODODOOOOOOOODOOD
O00000userALDREMOTEOD OO O0O0DOOO0OO0OOOOOOOOOUserA@domain.xxx[T] ALL
OPPPUOOO0OU0LUOOOOO000OOUDOOOOOUOOUOO0OOOOUOOdomain.xxxd00
0000000000000 0oU000000000000U000UOoooUSER="domain.xxx”
D00000"xxx@domainxxx’"0 D0 00000000 0O00O0OD0DMNONED D ODODOOOOO
OO0o0o00 PPPOOOOOOAUTHENTICATION=NONEO PPPOOOOOCOOOOOOOO

goooog

ADD L2TP USERO 200 00O O
SET L2TP USERO 40 0 O OO
SHOW L2TP USERO 56 0 O O O

26 | CentreCOM AR415S 0000000000 2.9 L2TP
613-000667 Rev.J



DISABLE L2TP

DISABLE L2TP

O000ooOL2TP /000000

DISABLE L2TP

a0

L2TPO0000000O0OO0DOOOOOOOOOOOO

goooog

DISABLE L2TP DEBUGO 28 0 O O O
DISABLE L2TP SERVERO 29 0 0 O 0
ENABLE L2TPO 30000 O
ENABLE L2TP DEBUGO 31 00 0O
ENABLE L2TP SERVERO 33 0 00 O
SHOW L2TPO42 0000
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DISABLE L2TP DEBUG

DISABLE L2TP DEBUG

O000ooOL2TP /000000

DISABLE L2TP DEBUG={ALL|PKT|STATE} {CALL[=call-id]|TUNNEL[=tunnel-id]}

call-id: 0 0 0O 1IDO 10 655350
tunnel-id: 0 0 0 0 ID0O 10 655350

a0

L2TPO0O000O000OOOOOOOOOO
goooog

DEBUG 000000000 O0OO0ODOOOCOALLODOODODOOOOOO0O@PKTOOOOOOOOOOOO
OO0mMSTATEO L2TPO 00000000000 OO00OOOOOOO

CALL L2TPOOO IDOOO CALLOOOOOOOOOOOOO L2TPOODOOOOOOOOODOOO
o000 L2TPO0O0O0O0OOoooOg

TUNNEL L2TPO 00O IDOOO TUNNELOOOOOOOOOODOOO L2TPOOOOOOOOOO
oooooooooo L2TPOoOOoOoOoOooooon

goooog

DISABLE L2TPO 27 00 0 O
DISABLE L2TP SERVERO 29 0 0 O O
ENABLE L2TPO 30000 O
ENABLE L2TP DEBUGO 31 00 0O
ENABLE L2TP SERVERO 33 0 00 O
SHOW L2TPO42 0000
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DISABLE L2TP SERVER

DISABLE L2TP SERVER

O000ooOL2TP /000000

DISABLE L2TP SERVER={LNS|LAC|BOTH}

a0

L2TPO0000O0O0oooooon
goooog

SERVER 00000000000COLNS L2TP Network ServerIILAC L2TP Access Concentrator[l]
BOTHOLNS O LACOOOOOOOO

goooog

DISABLE L2TPO 27 00 0 O
DISABLE L2TP DEBUGO 28 0 O O O
ENABLE L2TPO 30000 O
ENABLE L2TP DEBUGO 31 00 0O
ENABLE L2TP SERVERO 33 0 00 O
SHOW L2TPO42 0000
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ENABLE L2TP

ENABLE L2TP

O000ooOL2TP /000000

ENABLE L2TP

a0

L2TPO0 00000000000 OOOOOOOOO

goooog

DISABLE L2TPO 27 00 0 O
DISABLE L2TP DEBUGO 28 0 O OO
DISABLE L2TP SERVERO 29 0 0 O O
ENABLE L2TP DEBUGO 31 00 0O
ENABLE L2TP SERVERO 33 0 00 O
SHOW L2TPO42 0000
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ENABLE L2TP DEBUG

ENABLE L2TP DEBUG

O000ooOL2TP /000000

ENABLE L2TP DEBUG={ALL|PKT|STATE} {CALL[=call-id]|TUNNEL[=tunnel-id]}

call-id: 0 0 0 1IDO 10 655350
tunnel-id: 0 0 0 0 ID0O 10 655350

a0

L2TPO0O000O000OOOOOOOODOO
goooog

DEBUG 000000000 O0OO0ODOOCOCOALLODOODOOOOOOO0OMPKTOOOOOOOOOOOO
OO0mMSTATEO L2TPO 00000000000 O0O0OOOOOOO

CALL 1L2TPOOO IDOOO CALLOOOOOOOOOOOOO L2TPOODOOOOOOOOODOOO
Oo0OoOo LL2TPO0O0O0O0Oooooog

TUNNEL L2TPOOCO IDOOO TUNNELOOOOOOOOOOODOOO L2TPOOOOOOOOOO
oooooooooo L2TPOoOOoOooOooooon

dooooggon

Manager > enable 12tp debug=state tunnel

Manager > enable 12tp debug=state call

Manager >
Info (146281): Call completed successfully.

Info (146275): Call CONNECTED on asyn 1.

Manager > L2TP [ tunnelId:0 to 192.168.1.32:1701 ]
old state idle - new state wait-ctl-reply
L2TP [ tunnelId:3400 to 192.168.1.32:1701 ]
0ld state wait-ctl-reply - new state established
L2TP [ tunnelId:3400 callId:0 to 192.168.1.32:1701 ]
old state idle - new state wait-reply
L2TP [ tunnelId:3400 callId:51299 to 192.168.1.32:1701 ]
0ld state wait-reply - new state established

Manager > enable 12tp debug=pkt tunnel

Manager > L2TP tx [ tunnelId:3400 callId:51299 to 192.168.1.32:1701 ]
40020060 0d48c863 ££f030021 45000054 00390000 £f0137ec c0a80132 c0a80101
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ENABLE L2TP DEBUG

0800abfc c2000000 aec4bd3b 2bff0700 08090a0b
18191alb lcldlelf 20212223 24252627 28292a2b

40020060 407b186f ££030021 45000054 00390000
0000b3fc c2000000 aecd4bd3b 2bff0700 08090a0b
18191alb lcldlelf 20212223 24252627 28292a2b

L2TP rx [ tunnelId:3400 callId:51299 to 192.

0c0d0eOf
2c2d2e2f

168.1.32:
3f01lf7ec
0c0d0eOf
2c2d2e2f

10111213
30313233

1701 ]

c0a80101
10111213
30313233

14151617
34353637

c0a80132
14151617
34353637

dooogoan

gboobogoobogbooboobbooboobobobbooboobobooobobooboobbobboon

gboooobogbooobooobooboo

goooog

DISABLE L2TPO 27 00 0 O
DISABLE L2TP DEBUGO 28 0 O OO0
DISABLE L2TP SERVERO 29 0 0 O 0
ENABLE L2TPO 30000 O
ENABLE L2TP SERVERO 33 0 00 O
SHOW L2TPO42 0000
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ENABLE L2TP SERVER

ENABLE L2TP SERVER

O000ooOL2TP /000000

ENABLE L2TP SERVER={BOTH|LAC|LNS}

a0

L2TPO0000O0O0oooooon
goooog

SERVER 00000000000COLNS L2TP Network ServerIILAC L2TP Access Concentrator[l]
BOTHOLNS O LACOOOOOOOO

g
n [ 2TPOO0OOO0 LACOOOOOOOOO

ENABLE L2TP SERVER=LAC

m [ 2TPOO0O0O0O LAC/LNSOOOOOOODOOOOO

ENABLE L2TP SERVER=BOTH

goooog

DISABLE L2TPO 27 00 0 O
DISABLE L2TP DEBUGO 28 0 0 OO0
DISABLE L2TP SERVERO 29 0 0 O O
ENABLE L2TPO 30000 O
ENABLE L2TP DEBUGO 31 00 0O
SHOW L2TPO42 0000
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RESET L2TP COUNTER

RESET L2TP COUNTER

O0O00O0O0OL2TP /000000

RESET L2TP COUNTER

a0

L2rpoo00ooooooooooon

goooog

SHOW L2TP COUNTER
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SET L2TP CALL

SET L2TP CALL

O000O0O0OL2TP / L2TPOOO

SET L2TP CALL=call-name [TYPE={ASYNC|ISDN|VIRTUAL}] [IP=ipadd]
[REMOTE=call-name] [DIAL=phone-number] [NUMBER={ON|OFF|STARTUP}]
[PASSWORD=password] [PRE13={ON|OFF}] [PRECEDENCE={IN|OUT}] [SPEED=speed]
[ SUBADDRESS=subaddress]

callname: 000001015000 000000000000000000000O0O0O0OOOOOOOOOO0O
ipadd: IP 0000

phone-number: 0 00001031000

password: 1000001031 000000000000000000OO

speed: 0 0 0 0 03000 4292967295bps [0

subaddress: 0 0000001031000

a0

L2TPO000O000O0O0O0ODOO0OOOOOODOOODOOOOOOOOOOO
goooog

CALL L2TPOOOO

TYPE 000000000000 0O0OOOO0OO0OO0O0O0000000000O0O0O000O0O0D0OOOLANDOO
Oooooooooooo VIRTUALDO L2TPO0000OCOO0O0O0O0OOOO0OO0OOOOOOOO
0000000000 LACOOO00ODOoOooooooooooooooooonO ASYNCO ACC
OO0O0OooISDNOISDNOOOOooooono

g 0000000000 Uo IPODODOODOLANOOOOOOOOOOTYPE=VIRTUALDOOOOOO
gooooooooo oo0000DODODOODOODOOOOUOODODODOODODOOODUOOODDODO
goobooooooobooboobobobooboom

REMOTE 000000000000 O00O0O0OO0O0O0OOO0OOOOOOODODOOODOOOOOOOOn
TYPEOOOOOOOOODOODOOOOOODODOODOOOODOODOOOOOO0OTYPE=VIRTUAL O
O0000o00ooooooo L2TPOOO0O0ODOOO0O0OOOOO0OTYPE=ISDNOOOOO
OLACOODOOODOOOOISDNOOOOOOTYPE=ASYNCOO ACCOOOOOOOOooOooo
TYPE=VIRTUALOOOOOOOOOOO REMOTEOOOOOOOOOOOOOOOOOOOO
Oooo0o L2TPO0O000O0O0OOOOOOOoOoOon

DIAL ISDNOUOO0OO00000000000D0O0O0O0O0O0O0O0O0O0DO00ooooLACOO00O0oooonong
gooooooo IsbNOOoOooOoOoOOoOoOOOOOOOOOOOD ACCOpooDooDooooooo

NUMBER L2TPOOO0OO0O0OOO0O0OOOOOONsOOOOOOOOONCOOOOODOOOOFE
0000000000000 0ooo0oooO0oooOOSTARTUPODODODOOOOOOOOOOO
INSOOOOooooooooooPPPOOOOOODOOOOOOODUOOODOUODODODOOO

PASSWORD 0000000 LL2TPOO0OOOOOO0OOOOOOO0OOOOOOODOOOOODOOO
gboobooobogoboo
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SET L2TP CALL

PRE13 pre-Internet Draft 1300000000000 L2TPO0O00O0OO0O00OODOO0OOOO

PRECEDENCE LANOOOOOOOTYPE=VIRTUALODOOOOOOOOOOOOOOOOODOOOOO
00000000 oO0ooooooooooog ING

SPEED LACOO0OO0O0O000O000000O00O0000000000O0O0O0O0bpsMLNSOO L2TPOO
0000O00o0b0O00o0000000000000 64000bpsO

SUBADDRESS 0OO0O0O0O0O0OO0OOISDNOOOOOOOLNSOOD L2TPOOOOOOOOOOOOO
O000O0DO0OO0OOOTYPE=ISDNOOOOOOOO

goooog

ACTIVATE L2TP CALLO 140000
ADD L2TP CALLO 150000
DEACTIVATE L2TP CALLO 220000
DELETE L2TP CALLO23 0000
SHOW L2TP CALLO46 000 0O
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SET L2TP CHECKSUM

SET L2TP CHECKSUM

O000ooOL2TP /000000

SET L2TP CHECKSUM={ON|OFF}

a0

L2TPOO00O0O0O0OO0O UDPOOOOCOOCOODOOOOOOOODOODOO
goooog

CHECKSUM L2TPO0O0 0000000000 O0O0O0OO0OOOCOOOOOOOOOOO0 ONO

goooog

SHOW L2TPO42 0000
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SET L2TP FILTER

SET L2TP FILTER

O000ooOL2TP /000000

SET L2TP FILTER={filter-id|NONE}

filter-id: 0000000000990

a0

goooooo L2TPOO0O0O0OoooooQg
goooog

FILTER IPOCOOOOCOOADDIPFILTEROOOOCOOOmMOOOOOOO L2TPOOOOOOOO
0000000000000 0O0O0OOOOOONONEODODODODODODODODOODODOODODOODOOOO

goooog

ADDIPFILTER(DIPO O 1740000
SHOW L2TPO42 0000
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SET L2TP PASSWORD

SET L2TP PASSWORD

O000ooOL2TP /000000

SET L2TP PASSWORD={password|NONE}

password: 0000001031 000000000000000000OO

a0

L2TPO0000000O0OO0OOOOOOO
gooooooobooboboobobooooooooobooboobbbbobbbbooooooobobo
oo

goooog

PASSWORD 12TPOO0 00000 O0OOODO L2TPOOOOOODOOOOOOOOOOOOOOOOO
000000000000 00oo0ooo0000000D000OONONECD OO ODODooooooon
gbooooo

gooogogn

g00000OOoO0oOoOoOoDOODoOOoODOoDOoOO ADDL2TPPASSWORDO O OOOOOOOOOOO
O0000o0o0ooooooooonD CREATECONFIGOOOOODOOOODODOOOOOOOOOADD
L2TP PASSWORD O OO OO OOOOOOOOOOO

goooog

ADD L2TP PASSWORDO 190 00O
DELETE L2TP PASSWORDO 2500 00
SHOW L2TPO42 0000
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SET L2TP USER

SET L2TP USER

O00O00O00L2TP / LAC

SET L2TP USER={domain-name|ALL|LOCAL|NONE|REMOTE} [ACTION={DATABASE|
DNSLOOKUP|IGNORE|RADIUS}] [IP=ipadd [PORT=port]] [NUMBER={ON|OFF}]
[PASSWORD=password] [PRE13={ON|OFF}] [PREFIX=domain-prefix]
[TIMEOUT=8. .300]

domain-name: D00 00

ipadd: IP 0000

port: UDP O OO OO

password: 0000001031 000000000000000000OO
domain-prefix: 10 00000000001063000

a0

LACODOODOOISDNOOOOODOOOOOO0000000oo0ooooo0o00000ugogogLNSO
gobogoobogobooooboo

USEROOOOUOOOUOOOOOOOOD PPPODO0O0OOOOOODACTIONOOOOODOOOOOOO
OLNSOOODDOODOOOOOOOODOooDooLACOODODDOOODO0DOODOOOOLNSOOOO PPPOOODO
goooooboo

goooog

USER LACOOO0OOOOOO0OOODOO0OO0OO0O0OODOOODO0O0OO0O0O0OOOOOOOOOOOoDOO LAC
O0000o0O0oooACTIONOOOUOOOO0OD0DOOoooOoooooooooo PPPOOOODOO
INSOOOOOOLOCALOODOOODOOOODOOOODOO0DOOO000000userALDREMOTE OO
O0000000000000000UserA@domainxxx[DALLOOOOO PPPOOOOOOOOOO
O00000000000domainxxxO000 0000000000000 0O000O00OO0O0OOOO0O0OO
00 000000USER="domain.xxx"0 000 0O 0"xxx@domainxxx"0 000000000000
OOO@MNONEODOODODODODODOoOooooo PPPOOOOOOAUTHENTICATION=NONE
OPPPOOODOOODOOODOODOO

ACTION USEROOOOOOOOODOODOOOODODOOOOODOOOOOODODOOODOOODATABASE
Oo0o00ooooolPOoODOoOoOoOoOOo UDPOOODOOOOOOOOOOOODODOO LNSOOOO
0000000000000 00ooO00oooOOOooODNSLOOKUPOOODOOODOOOOO
O0000oooOoOooOoDNSOOOOOOoDOoOOoOoDoOoOOoOoOoOLNSOOOOooooooooooo
OOOOOPREFIXOOOODOODOOOOODMMRADIUSODOODOOODODOOOooooooooon
O00O0O0 RADIUSOOOOOOOOOOOOOOLNSO IPOOOOOOOOOOOOOOOOO
IGNOREOOOOODUOODOODOOUOODUODODOODOUOODOoooooLACOOODDOoOOGOg PPPOO
O000O00OO0O0DODODODOACTIOND DATABASEO ODoooOooooIPooooooooOoO
0000 PORTOOOODOOODOODOOODOOOOO

Ir LNSO IPOO OO OACTION=DATABASEC O OOOOOO
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SET L2TP USER

PORT LNSOOOOOO UDPOOOOOOACTION=DATABASEO OOOOOOOOOOOOOOO
IPOCOOODOOOOOOOOO

NUMBER [L2TPO0OOC0O0O00OCO0O0OO0OOO0OOO0O0OOCOOONCOOOOOCOOOOOFFOOO
O00o000ooooooooooooooooSTARTUPODOOOOODODOOOOOOO LNSO
oo0ooooooooooPPPOOOCOOOOOOODOOODOOOOOOOOODOOO

PASSWORD INSOOOOOOOOOOOOOOOOOOOOOLNSO L2TPOOOOOCOOOOC

PRE13 pre—InternetDraftl?)DDDDDDDDDDD LTeroooooooooooooooon

PREFIX DNSOOOOOOOOOOOOOOOOOOOO0ACTION=DNSLOOKUPOOOODOOOO
oooooooooooooooooooooooooooooooooooooon DNSOOoO
0000000 user@somewherexxxO 0000 0000000000000 0O0OOPREFIXO
DthpDDD [I]thp.somewhere.XXXD D000 DNSOODOOLNSO IPOOOODOOOOOO

TIMEOUT 12TPO00000C000O00O0O0O0O0D0OCOOOO

goooog

ADD L2TP USERO 200 0 0O O
DELETE L2TP USERO 26 0 O O O
SHOW L2TP USERO 56 0 O O O
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SHOW L2TP

SHOW L2TP

O000ooOL2TP /000000

SHOW L2TP [COUNTER]

L2TPO0000000OO0OOOOOOOOOODOO

goooog

COUNTER 000000000000 O0OOOOOOOOOOOCOOOOOOOO

dooooggon

Manager > show 12tp

L2TP Server

State ... e e enabled
SEIVEY vttt ittt e e e e both
Passwords
192.168.10.1 - 192.168.10.254 ........ bcdef
0.0.0.0 - 255.255.255.255 ............ abcde
Fillter ..ot not set
Checksum Payload Packets ......... on
Failed Authentications ........... 0
IN MESSATES vttt vttt ettt et e 30
OUL MESSATES vttt vttt i ettt eeeenenn 47
In EXrOTS vt vt ittt iiie e 0
Tunnels . ... e 1

Manager > sh 12tp counter

L2TP Server

State ... e enabled
SEIVEY vttt ittt e e e e both
Passwords
192.168.10.1 - 192.168.10.254 ........ bcdef
0.0.0.0 - 255.255.255.255 ............ abcde
Fillter ..ot not set
Checksum Payload Packets ......... on
Failed Authentications ........... 0
IN MESSATES v vttt vttt et e et eee e 123
OUL MESSATES vttt vttt ittt it eeeenenn 145
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SHOW L2TP

IN EXTYOTS « it ettt et e e e eeaenn 0

In Discarded - Disabled .......... 0

In Discarded - Filtered .......... 0

In Discarded - No Such Tunnel 0

In Discarded - No Such Call ...... 0

Mal Formed Packets ............... 0

In Control Packets ............... 30

In Control Packets With Data ..... 26

In Control Packets No Data ....... 4

Processed Control Packets ........ 30

In Order Control Packets ......... 26

Out Of Order Control Packets ..... 0

Order Discarded Ctl Packets ...... 0

Out Control Packets .............. 51

Out Control Packets With Data .... 37

Out Control Packets No Data ...... 14

In Data Packets .................. 93

In Data Packets With Data ........ 93

In Data Packets No Data .......... 0

Processed Data Packets ........... 93

In Order Data Packets ............ 0

Out Of Order Data Packets ........ 0

Order Discarded Data Packets ..... 0

Out Data Packets ................. 94

Out Data Packets With Data ....... 94

Out Data Packets No Data ......... 0

Tunnels ... e 1
State L2TPO000O0O0O0OOOO
Server O00OD0DO0OO0OO0LACOLNSObothO O OO0
Passwords godooooboboooooooobooooooobboooooo

0o IPOOOCO0OOO00OU0DU0DO0ODO0DOOOOOOOOOO not set

Filter Jo0Odoooo 2TPO000O0OOOO IPOOOOOOOOOOO

000 not set

Checksum Payload Packets

L2TPOO0O0OO0O0OOO UDPOOOOOOOOODOOODOODO

Failed Authentications

goboobbobboobo

In Messages

L2TPOOO0O0OO0

Out Messages

L2TPOO0O0O0OOn

In Errors Ooo0g L2TPrOo0000ooooooooooooo
Tunnels gooooooooooooo
0 1:
State [2TPO 0000000000
Server O0O0D0OOODOLACOLNSObothO OO oQg
L2TP CentreCOM AR415S 0000000000 2.9

613-000667 Rev.J

43



SHOW L2TP

Passwords gbootboobboobuoobboobuobobouoobooooo
ooooolIpPO000OO0OOOOoO0OoOOoOOoOoOooDoOooOOoooOg
U not set

Filter OooDoo0 RRTPODO0O0OOO0OOOIPOOODOOOOOO

00000 not set

Checksum Payload Packets

L2TPOO00OO0OO0OOO0O UDPOOOOOOOOOOOODOODO

Failed Authentications

goboobbobboobo

In Messages

L2TPO0O0O0O0Ooon

Out Messages

L2TPO0O0O0oOooon

In Errors

0000 L2TPO0000000000O0O0OOO0OO0OO

Mal Formed Packets

0000 L2TPOCOCOO0ODOOODOOOO0O00OOOOOOOODODOO
gd

In Control Packets

L2TPO000O0O0oooooooon

In Control Packets With Data

0000 L2TPOCOCOO0ODOOODOOODOOOOOOOOOODODOO
t

In Control Packets No Data

0000 L2TPOCOCOODOOODOOODOOOOOOOOOODODOO
ggo

Processed Control Packets

0000 L2TPOOCOODOOOOO0OOOOOOOOOOOOOO
gooo

In Order Control Packets

000000 0ooo L2TPO0O0O0O0OOOOoOO

Out Of Order Control Packets

Ooo0oooooog L2TPoOooooooooon

Order Discarded Ctl Packets

Ooo00oooooooooooOoo L2TPO000O0O0OooOoOOOO

Out Control Packets

L2TPO000O0O0O0OoOooooon

Out Control Packets With Data

Ooo0oooooog L2TPoOoOoooooooon

Out Control Packets No Data

Ooo0oooooog L2TPoOooooooooon

In Data Packets

OO0 L2TPO0O0O0O0O0OO0O

In Data Packets With Data

0000 L2TPO0000000000O0O0OOOOOOOO0OO0

In Data Packets No Data

0000 L2TPOCOCOODOOOOOODOOOOOOOOODODOO

Processed Data Packets

0000 L2TPOCOCOODOOOOOODOOOOOOOOODODOO
gd

In Order Data Packets

O000oooooo L2TPO0O0OOOOQg

Out Of Order Data Packets

Ooo0ooooooo L2TPooooooon

Order Discarded Data Packets

000000 0ob0oooooooog L2TPooooooon

Out Data Packets

L2TPO0O0O0O0O0OoOooon

Out Data Packets With Data

Ooo0ooooooo L2TPOo0ooooooog

Out Data Packets No Data

Oo0o0ooooooo L2TPOo0ooooooog

Tunnels

goboobbobboobo

0 2: COUNTEROOOODO

goooog
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ADD L2TP PASSWORDO 190 00O
DELETE L2TP PASSWORDO 2500 00
DISABLE L2TPO 27 00 0 O

DISABLE L2TP DEBUGO 28 0 O O O
DISABLE L2TP SERVERO 29 0 0 O O
ENABLE L2TPO 30000 O

ENABLE L2TP DEBUGO 31 00 0O
ENABLE L2TP SERVERO 33 0 00 O
SET L2TP CHECKSUMO 370000
SET L2TP FILTERO 38 0 O O O

L2TP

SHOW L2TP
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SHOW L2TP CALL

SHOW L2TP CALL

O000O0O0OL2TP / L2TPOOO

SHOW L2TP CALL[=call-name]

call-name: 00000101500 00000000000000000000O0O0ODOOOOOOODOODOOCOO

a0

L2TPO0 00000000000
goooog

CALL L2TPOOOO

dooooggon

Manager > show 12tp call

L2TP Call Information

LYo Y= virtual

Precedence .............. out

Sequence numbering ...... off

Remote is pre draftl3 ... off

Speed ... e 64000

IP addresSs . .vvvvvn ... 12.34.56.78

Password . ... not set

Remote callname ......... vpn

Dial ..ttt not set

Subaddress .............. not set
Name L2TPO OO0
Type [I[I[I[I[I[I[I[I[I[I[I[I[I[I[I[I[I[Iasync[l[l[l[l[l[l[lD]isdn[lISDN

000 MvirtualD L2TPOOOOOOOOO

Precedence O0000mOOO0oOo0oO0O0owtOOOooOO

Sequence numbering [2TPOO000O0OO0O0OOOO0OOOO0O0O0O000000on000O00O0M

of i00000000D00000000D00Mstartupd PPPOOOOOO0O
gobogbbooboo
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SHOW L2TP CALL

Remote is pre
draft13

00 L2TPOOO000 pre-Draft 13000 L2TPOOOOO

Speed 0000odbpsd
IP address ooooooooIpPOOoOn
Password vbobooooooooooodgooodooooooodoooodaoon

goboogo

Remote callname

o00000O0o0oOO00oOoO0OoOoOoOOODODOoODODmOOoOoDOOoOoOooOOACC
OooooISDNOOOoooL2ITPo000oooon

Dial 000000 0OOoooooooooooISbN/oooo
Subaddress ISDNOOOOOO

0 3:
ooooono

ACTIVATE L2TP CALLO 140000
ADD L2TP CALLO 150000
DEACTIVATE L2TP CALLO 220000
DELETE L2TP CALLO23 0000

SET L2TP CALLO 350000

L2TP
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SHOW L2TP IP

SHOW L2TP IP
O0000O00L2TP / LNS

SHOW L2TP IP

a0

INSOOOOOLACODODDOOOODOODOOOO PPPOOODOOODOOOOOODOOOODOODOO

dooooggon

Manager > show 12tp ip

L2TP IP Range Information

IP RAGNTE vttt ettt ee e eeeeeee e 0.0.0.0 - 255.255.255.255
PPP template .................. 1
Sequence numbering ............ off
Pre-draft 13 support .......... off
ToS Reflect ........ ... ... ..., off
Proxy Authentication .......... off
IP Range LACOIPODODOO
PPPtemplate PPPOCOOOO0OOCOO0OO LACODOO0OOOODOOOOOODOOPPPOOOO

uoooodaoood

Sequence numbering [2TPOO000O0OO0O0OOOO0OOOO0O0O0O00000O0on000O00O0M
of i00000000D00000000D00Mstartupd PPPOOOOOO0O
vooodoaoooooo

pre-draftl3 support pre-Draft 1300000000000 LACOOOOODOOO0OOOOOOODO
t

Proxy Authentication 00000 LNSOOOOOOOOOOOLACOOOOOOOOOOOOOO
OoPPPOOOOOOOOOOOO

0 4:

goooog

ADD L2TPIPO 170000
DELETE L2TPIPO24 00 00O
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SHOW L2TP TUNNEL

SHOW L2TP TUNNEL

O000ooOL2TP /000000

SHOW L2TP TUNNEL|[=tunnel-id] [CALL[=call-id]] [COUNTER]

tunnel-id: 0 0 0 0 ID0O 10 655350
call-id: 0 0 0 1IDO 10 655350

a0

L2TPO0000000O0O0OOOOOOO
goooog

TUNNEL 0000 IDOD0O0O0O0OO0D0O0O0OD0OOOOOOOOOoOoooooon
CALL L2TPOOO IDODOO0O0OO0OOOOOOOOOOOOOOOOOOO
COUNTER COOOOOOOOOOOOO

dooooggon

Manager > show 12tp tunnel
Tunnel ID .......iuiiiiineen... 65278
State ... established
Started ... 02-0ct-2001 11:56:04
DELUT « vttt et e e e disabled
Receive Window .............. 4
Remote IP Address ........... 12.34.56.78
Remote UDP Port ............. 1701
Remote Tunnel ID ............ 46676
Remote Receive Window ....... 4
Remote Firmware ............. 2-2
Remote Framing .............. sync+async
Remote Bearer ............... digital+analog
Remote Hostname ............. bulbul
Max Timeout (S ) ............ 5
Round Time Trip ............. 14
Adaptive Time-Out ........... 14
Last Acked .................. 2
Next Sent ................... 3
Next Received ............... 3
Calls Active ................ 1
Call ID .t ittt e e e e 29131
Tunnel ID ...ttt e 65278
SErvVeYr TYDE vt it ittt et e e LNS
Started . ... e 02-0ct-2001 11:56:04
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SHOW L2TP TUNNEL

USername .........c.oouuwuuenennen.. not set
State ... e established
Call Serial Number .............. 5

Remote Call ID .........cvuuenun.. 43202

Manager > show 12tp tunnel call

Call ID .ottt et et 52987

Tunnel ID . ... ..ttt inennn. 8323

SErvVer TyDE vt it ittt et e e LNS

Started ........ .. . i, 02-0ct-2001 11:57:11
USername ..........oouvunenenneennn not set

State ... e established

Call Serial Number .............. 6

Remote Call ID .........cvuvunen.. 32012

Manager > show 12tp tunnel counter

Tunnel ID ...ttt ittt e ee e 8323

State ... e e established

Started ...... .. ... .. 02-0ct-2001 11:57:11

Remote IP Address ........... 12.34.56.78

Remote UDP Port ............. 1701

Remote Tunnel ID ............ 12765

Remote Hostname ............. bulbul

In Control Packets .............. 3

In Control Packets With Data .... 3

In Control Packets No Data ...... 0

Processed Control Packets ....... 3

In Order Control Packets ........ 3

Out Of Order Control Packets .... 0

Order Discarded Ctl Packets ..... 0

Out Control Packets ............. 4

Out Control Packets With Data ... 3

Out Control Packets No Data ..... 1

Out Flow Control Timeouts ....... 0
Tunnel ID goooooooo ID
State 0000000 0idled wait-ctl-reply 0 wait-ctl-conn 0 wait-reply es-

tablishedOillegal 0 0 0 0O
Started gooooood
Debug gdoobooodoooooobooooooboooubouobooo
disabledO state packetO illegal 0 0 0 0 O

Receive Window gdooooooooooooooboooon
Remote IP address ooool2TPOOCOOOIPOCOO
Remote UDP Port ooooubprpooooo
Remote Tunnel ID goooooooo ID

Remote Receive Window gbooobobooobooobooboooobo

50 | CentreCOM AR415S 0000000000 2.9
613-000667 Rev.J

L2TP



SHOW L2TP TUNNEL

Remote Firmware

goobooobooooboooboo

Remote Framing

oooooodnodtdnonel syncllasyncllsync+async U 00 1 0

Remote Bearer

00000000000 0noneddigitaldanalogl digital+analog 0 O
oao

Remote Hostname

000000000000 ARODOODOOOODOOSET SYSTEM NAME
gbooobboogbogboboobo

Max Timeout (s)

go00ooooUoooUo L2TPO000Oooooooooooon

Round Trip Time

O00o0ooooooo L2TPO0O0O0OO0OO00O0O0D0OODOO0OOmWOOO

Adaptive Time-Out

ACKOOOOooooooooooooo

Last Acked

goooooo L2TPO000000oooog ACKOooooooo

Next Sent

gooooo L2TPO00000O0O0O0O0OO0OOOO

Next Received

O000o0o0oooooooooo L2TPO0O0OOOOOOOOOODOO

Calls Active

gboooboboobogobooboooboobobo

Call ID ooooooooIboooooo IDo

Server Type O0000O0OOUOLACOOO LNS

Started godoouooogoooog

Username gooooooo

State 00000000000 0idled wait-cs-answerwait-connect estab-

lishedOODO OO

Call Serial Number

gbooobobooobogbon

Remote Serial Number

gboooboboobogobooboooboobobo

Remote Call ID

gooooooo Iboooooo IDg

O 5:

Call ID ooooooooIboooooo IDo

Started godoouooogoooog

Username gooooooo

State 00000000000 0idle0 wait-cs-answerwait-connect estab-
lished DO O OO

Debug oot uobobobobobnoboobo

disabledO state packetO illegal 0 0 0 0 O

Call Serial Number

gbooooboobooooboo

Remote Call ID

gooooooo Iboooooo IDg

Authentication Type

00000000 Proxy Authentication Typel

Remote Receive Window

gbooobobooobooobooboooobo

Processing Delay

gooouooloooo

Physical Channel

gbobogoobogboboobboooboobobob

Framing

oooooodnodtidnonel syncllasyncllsync+async U 0 0 U 0

Bearer

L2TP

00000000000 0noneddigitaldanalogd digital+analog O O
oao
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SHOW L2TP TUNNEL

Connect Speed

gboboobogboboobboooboobobob

Dialed Number

O000000000000000000 ISDN/0000O0O00000 not

set

Sub-Address

000000000000000000 ISDNOOOO0O00Dialed
Number 0 ISDNOOOOOO0OODOOOO0OOOOOO not set

Private Group ID

gooooooooo I

Remote Processing Delay

goooooouooouoogoloooo

Remote Physical Channel

gobooobogobooboooboobbobboon

Remote Framing

bodooOo0oooooooooooOooOoOooOooOoOoooOooooo
voooooooooooooodddodnonelbynclhsynclbync+async
ooooo

Remote Bearer

oddoboddouoddoodduoaoooooooooooobn
000000000000000000000noned digitald analogh
digital+analog 0 0 O O O

Remote Connect Speed

00000000 oooLACOOOoOOOODOooDOoooOoog
gobooobogoboobod

Remote Dialed Number

00000000 ISbN/Ooooooooooooooooooooo
gboooobogboooooboo

Remote Sub-Address

O00O0oooOoISbNOOOoooooooooooooooooooo
goobooobogooboobobooboo

Remote Private Group ID

gdooooooooooooooooo I

Round Trip Time

O00o0ooooooo L2TPOC0O0O0OO0OO00O0O0O0OO0ODOO0OOmOOO

Adaptive Time-Out

ACKOOOOooooooooooooo

Last Acked

O000000AckOOOOOOOOOOO L2TPOOOOOOOOO

Unacked

O0000000ooooooooooooon L2TPO0O0OOOOOO

Received Unacked

go0ooooU0ooUooooo L2TPOOOOOoOoOOO

Force Ack Window

goobooobogoboobbooboo

Current Window

gbooobobooobooobooboooobo

Tx Queue Length

gbooobbogo

Next Sent

gooooo L2TPO00000O0O0O0O0OOOOOO

Next Received

0000o0o0oooooooooo L2TPO0O0OOOOOOOOOODOO

In Discards

00 LL2TPOO000000000000O000O0O0O0O0O00OO0O0O0

613-000667 Rev.J

In Packets [2TPOOOO0O0O0O0OQOQg
InBytes [2TPOO0O00O00OOQOO
Out Packets [2TPOOOO0O0O0O0OOQg
OutBytes [2TPOO0O00O00OOQOQO
O6:000000000IDOODO
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Tunnel ID ooooo L2TPOC0OO ID
State 00000000 idleOwait-ctl-reply Owait-ctl-connCwait-reply O
establishedOillegal D O 00O
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SHOW L2TP TUNNEL

Started

gbooboobod

Remote IP address

ooooL2TPOOCOOOO IPODOOO

Remote UDP Port

ooooubrPOOOOOg

Remote Tunnel ID

goooooooo I

Remote Hostname

000000000000 ARODOOOOOOOOSET SYSTEM
NAMEOOOOOOOOOOOOoOOOOoOO

In Control Packets

L2TPO0000O0ooooooon

In Control Packets With Data

0000 LL2TPO0O0O0OO0O0ODOOOOOOOOOODOOOOO
go

In Control Packets No Data

0000 LL2TPO0OO0O0OOO0O0ODOOOOOOOOOODOOOOO
gooo

Processed Control Packets

0000 LL2TPO0O0O0O0O00OO0OO0O0OO0OODOOOODOOOOO
goood

In Order Control Packets

ooooooooo L2TPOO0O0O0O0O0OOOOOg

Out Of Order Control Packets

oooooooUooo L2TPOOOO0O0OOOOOO

Order Discarded Ctl Packets

O000oooooooooooo L2TPOCOOOOOoOooon

Out Control Packets

L2TPO0000O0ooooooon

Out Control Packets With Data

oooooooUooo L2TPOOOOO0OOOOOO

Out Control Packets No Data

oooooooUooo L2TPOOOOO0OOOOOO

Out Flow Control Timeouts

L2TPO000000O0OO0OO0OOOOOOOODOO

Call ID ooooooooIboooooo IDo

Started godoouooooooog

Username gooooooo

State 00000000000 0idled wait-cs-answer wait-connect]

established DO O OO

Call Serial Number

gbobooobooboooboo

Remote Call ID

goooooooIboooooo IDg

In Packets

L2TPO0O0O0OoOoon

In Bytes

L2TPO000O00Oooog

In Payload Packets

OO0 LL2TPO00O0O0OOO0O

In Payload Packets With Data

ooo0 L2TPO000000000000O0O0OOOOO0OO0

In Payload Packets No Data

o000 L2TPO0O0C0O0O0OO0OOO0OO0ODOOOOOOOOOOOO

Processed Payload Packets

0000 LL2TPO0O0O0OO0O0ODOOOOODODOOOODOOOOO
oo

In Order Payload Packets

goooooooo L2TPOO0O0OOOOQ

Out Of Order Payload Packets

oooooooooo L2TPO0O0O0OoOoOGg

Order Discarded Packets

goooo00oo0ooOoooOUoooog L2TPO0OOOOOOO

In Discards

54 | CentreCOM AR415S 0000000000 2.9

613-000667 Rev.J

oooo L2TP0000000000000OOO0OOOO

L2TP



SHOW L2TP TUNNEL

Out Packets

L2TPO0O0O0ooon

Out Bytes

L2TPO0000oooog

Out Payload Packets

L2TPO0000ooooon

Out Payload Packets With Data

goooooOoooo L2TPOoO0OooooooQg

Out Payload Packets No Data

goooooOoooo L2TPOoO0OooooooQg

Out Flow Payload Timeouts

L2TPO000000O0OO0OOOOOOOOO

goooog

ACTIVATE L2TP CALLO 140000

ADD L2TP CALLO 150000
ADD L2TP USERO 200 0 0O O

0 7:COUNTEROOOOO

DEACTIVATE L2TP CALLO 220000

DELETE L2TP CALLO23 0000
DELETE L2TP USERO 26 0 O O O
SET L2TP CALLO 350000
SET L2TP USERO 40 0 O OO
SHOW L2TPO42 0000

SHOW L2TP CALLO46 000 0O

L2TP
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SHOW L2TP USER

SHOW L2TP USER

O00O00O00L2TP / LAC

SHOW L2TP USER=[{domain-name|ALL|LOCAL|NONE|REMOTE}]

domain-name: 0 0000

a0

LACOODOODOO0OOOO0ODOUO00DDOUOUOO LNSODoDoooooooooooo
goooog

USER PPPOUOOOOOOOONONEOOOOOOOOOO PPPOOOUOODOOOOODOOOLOCAL
0000000000 000o0oOoOduserADODOOO PPPOOOODOOOOODOODODOREMOTE
00000000000 000000userB@domainBxxxO0 OO OO0 PPPOOOOOOOOO
OO0OD0DALLOOOOOO PPPOO0OCOOCOOOOOOOOOODOOOOOOOOOOOOOODOO
0000000000000 00000USER="domainC.xxx"0 000 0O 0O "xxx@domainC.xxx"
oooboooooobooooooboom

dooooggon

Manager > show 12tp user

L2TP User Information

User : all

Action ..., database
Password ...........iue... jogefoge
Maximum timeout .......... 20
Sequence Numbering ....... off
Remote is pre draftl3 .... off
Remote IP ................ 192.168.1.32
Remote Port .............. 1701
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SHOW L2TP USER

User

00000000 alldlocallnonedremote D0 O O OO
gooooooooood

Action

ooooooo PPPOOOOCOOOOOOOOOOO
0 0O 00 O databased Remote IP 0O O O [ dnslookup
ODNSOOOOO0O0000000™@Mignored 000 PPP
0000000000 radiusORADIUSOOOOO
gbdoboooooooooo

Password

INSOOOOoDOoooooooooooooooooono
ggo

Maximum timeout

L2TPO00O00O0O0O0OOOOOOOOO

Sequence numbering

L2TPO0000O000O0OO0O0OO0OOOOOOOOOO
O00onD 0000 Moff00000000OOOOOO
000000@startupOPPPOOOOOOOOO0OO
gobobooboo

Remote is pre draftl3

pre-Draft 1300000000000 L2TPOODOOO
gobobobbobboob

Remote IP

LNSO IPO0O0OO0O Action O database 000000
t

Remote Port

LNSO UDPOOOOODOAction O database 0 00O 0O
ooo

Prefix DNSOOOOOOOOOOooOooooooon Action
0 dnslookup OO O OO0ODOO
O 8:
ooooono

ACTIVATE L2TP CALLO 140000
ADD L2TP CALLO 150000

ADD L2TP USERO 200 00O O
DEACTIVATE L2TP CALLO 220000
DELETE L2TP CALLO 230000
DELETE L2TP USERO26 0 O O O

SET L2TP CALLO 350000

SET L2TP USERO 40 0 O O O

SHOW L2TPO42 0000

SHOW L2TP CALLO46 000 0O

L2TP
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