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ooooooo

CREATE PKI ENROLLMENTREQUEST=mycer PROTO=MANUAL KEYPAIR=0 TYPE=PKCS10
FORMAT=PEM .J

m 000000000000 0000000OOCSRODODODODODODO0ODOD0ooDUooooooOoDO
0000000000 ooooooo CAO0DOODUOOOoOoooooooooooooooooon
oo

UPLOAD FILE=mycer.cer SERVER=192.168.1.5 J

m J000000000 CAOOOO0O0O0O00CA DO CMPO Certificate Management Protocol
Ooooo0oooo0ooo0ooooOo0ooooOOoooD0 PKIXOOOOODDODODOOOOOD
REFERENCED OO0 OO0 SECRETO OO0 O0ODODOOOODDOCADDODOODOOODOODOODOD
gbooogooo

CREATE PKI ENROLLMENTREQUEST=mycer PROTO=CMP KEYPAIR=0 REF=98765432
SECRET=fugafuga LOCATION=192.168.1.5 J

[Co0o00o00000000o000o00o0o00o0o0oooo0o0o00o0oo0oooooooooooo
O0000O000Entrust0000000SLS7-6PNC-TWPRO OO OOODOOODOOOOOOOOOO
ooooooooooooooooooboooooooo
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ooo cCAOOU0oooooooooo

m 0000 LDAPODOOODOOODOODOOODOOODOOADD PKICERTIFICATECO OO OO13
oo000oooooooDOooODOODOODODOODODODODOODOOOODODOOODOOODOOO CAOO
O0000O0O0OO0OLOCATIONCDOODDODDOOODODCADODOODDODO LDAPURLOOOOOOOOOO
CERTIFICATEO O OODOOODOODOOODODOOOOOOOOOODOOOODOODOOODOOOO
O00D0UO0DUOOTYPEODODDODODOD CAOODDOOUOODODODOODCADODODOOOOO

ADD PKI CERTIFICATE=cacert LOCATION="ldap://172.16.10.1/o=test,c=jp"
TYPE=CA J

m (0000000000000 0D0D00D0D0TFTIPOODODDODODODOODODODODCADDOODOO
gobooobbooboobbuooboooboobooobooobooboboobbdd.cery
gooo

LOAD FILE=ca.cer SERVER=192.168.1.5 J

googooooboobooboboooooooobobbbobooooobobobobooooobobDbo
TYPEOOOOOOODO CAOOOODOODDOOODOOOCAODOOOOOOO
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ooooooo

PKI

ADD PKI CERTIFICATE=cacer LOCATION=ca.cer TYPE=CA J

m CAOOODDOOODOOOSHOW PKICERTIFICATEO DD OD43000000000 CADO
gooooo0ooooOooOoOoOoOoO0OO0DOOODOOODOOODDODODODODO CADODODOOODOOOO
goooooooooo

SHOW PKI CERTIFICATE=cacer

[CO0000000o00o0ooooooooooooooooooooo

s J0J00000oDoCAODDOOODODDODOODOODOODOOODODDODDODODODODODOD0ODOODOODOODOOOO
OD00D0DCAOOOOcacer0 000000000 OOD0ODODOODODOOODOOOOOOCADDODODODO
goooooo

SET PKI CERTIFICATE=cacer TRUSTED=TRUE

[ dA0O0O0O0O0000O00000000O0O0000O0O00oo0o cCAoOooooooooooooo
O00000000ADDPKICERTIFICATEO OO OO13000000000000 TRUSTED=TRUE
ooooooooooooooooooooobooboooboooOobooooooooooooooooooo
ooooooooooogo

s CAODODODDOODOODOOOOOOOOO0O0O0ODOOOD0ODO0D0D0D0D0D0DO000DOo0Ooooo
O0000O0O0O0O0ADDPKICERTIFICATEOD OO OO 130000000000000000000O
0000000000 DO0000D0000OLOCATIONDODDODOODODODODOOODOOOOO LDAP
URLOOODODOODODDOOOTYPEOODOOOODODOODODDOOODODOOOOUOODODOODOODOOSELFOO
gooogn

ADD PKI CERTIFICATE=mycert
LOCATION="1dap://172.16.10.1/cn=RouterA,o=birds,c=jp" TYPE=SELF

s J0000000000000000000TFTPOO0DO0D0O0D00D0D0D00D0O0O0O0O0O0O0O0OO0O
gobbooobooobbooooboobbbooobboobboobbbooobOod .cer
goooo

LOAD FILE=mine.cer SERVER=192.168.1.5 J

gooooboooobooooboobbobboon

ADD PKI CERTIFICATE=mycer LOCATION=mine.cer TYPE=SELF .

O000000U00OCRLOODDOODODOO CRLOODOOOO0O0OoOoooog
O0000000oooooCRLOODODODOOODOOO0OO0O0O0D000 CRLOODoooooooon
goboooobooooboooooobooboboobooboobbobboobbobbooobo
goboooobooooboooooobooboboobooboobbobboobbobbooobo
00000000 oDoODO0ODODO0D0DO00OLDAPODOOOOODODODOOODOOOOOOODOOODOO
goboooboooopoooboobbo
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ooooooo

m 00000000 LDAPOOOOOODOOOOOODUODOOOODADDPKICRLOODOOO15
0000000000000 00D0D0D0OD0D0OCRLO LDAPURLOODODOODOODOOOOOO
O00000DU0D0OD0OLDAPODOOOO0OD CRLODODOOODODODODOODOOOO CRLOODDODOOO
0000000000000 0000000244000000SETPKIDOOOO32000000
CRLUPDATEPERIOD OO0 OO0 OOOOOOOOOO

ADD PKI CRL=ourcrl
LOCATION="1dap://172.16.10.1/cn=crll,o=test,c=jp" 4

s CRLOOODUOO0O0000000o0oooo0TFIPOOODOO0O0O000000OCRLOOOOOONO
0000000000000 00000000000000CRLODOOO0O0O0OO.erlDDOOOO

LOAD FILE=ca.crl SERVER=192.168.1.5 J

OO0 CRLOODODDOODDOODOCRLODODDODDOODOOODODOOO

ADD PKI CRL=ca-crl LOCATION=ca.crl .

[ ARLOODO0O0O0O0000000000000 CRLOOOOO0OO0O00ooooooooooooooo
00o00o0o0o0o0oOo0oo0ooo0ooooo CRLO0OOoO0oooooooo

4. IPsecO00 0000
ISAKMPOOOOOOOODOODODDOOOOO RSAODDOOOOOORSASIGOOOOOOOOO RSA
00o0oo0ooooo0oooooooooooooood IPsec0000O0OOOooonooOOnO
OO0 IPsec0000OOISAKMP/IKEOOOOOOODODOODDODODODOOODODODOODOOOOOOOO
oo oboobobobbobbobobobboboboooooogog

m [PsecO0000000000IPODODOO0O0OOOO0OODOOOOOODOOOOO ISAKMP OO
O0O0DU0UOOODODOPEEROOOOODOOOOOOUOOOOAUTHTYPEODO RSAOODOOOOO
00 RSASIGOOLOCALRSAKEY OO O OO RSAOOODOOOOOOOOOOODO

CREATE ISAKMP POLICY=i PEER=12.34.56.78 AUTHTYPE=RSASIG LOCALRSAKEY=1
SENDN=TRUE

m 0000 IPsec0000000ODODOIPOOOO0OOODOOODODOOOOOOOOOOODOON
gobooobooooooobobooboobbooboo
O00000oooooo0o0ooooDoooDoo ISAKMPOOOODUOODODODOOOPEEROODO
O0000ooooooDoDOooODO0 ANYODOOODODOOO REMOTEIDOODODOOQOOOOOOO
O0DDODO0OO0OODOODAUTHTYPEDOO RSAOODOOOOOOO RSASIG O OLOCALRSAKEY O O
D00 RSAODODODOOODOOODOOOOOO

CREATE ISAKMP POLICY=1 PEER=ANY AUTHTYPE=RSASIG LOCALRSAKEY=1
SENDN=TRUE REMOTEID="cn=RouterB, o=birds,c=jp"

00000000 00ooDoo0oooooooU0ooooD ISAKMPOOOOOOOOOOOPEER
000000000000 IPOO0O0OO0OOOODOOAUTHTYPED O RSAODODOOOOOOO
RSASIGOOLOCALRSAKEYO OO OO RSAODODOODOODOOOOOOOOO
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PKI

CREATE ISAKMP POLICY=i PEER=12.34.43.21 AUTHTYPE=RSASIG LOCALRSAKEY=1
SENDN=TRUE

0000000 RSADOOO0OOODO0OO0OO000O0O0000000O0 AggressiveOd 000
00000000000000000MainOOOOOOOOOO

ooooooog
o0o0o0o0ooooooooooo0oooooo0ooooooooooooool100000
ooooooooogoog

CentreCOM AR450S 0000000000 2.9
J613-M3069-03 Rev.L

11



Doooooooood

ooboogood

goooon
DISABLEPKIDEBUG . . . . . . . e e e e e 27
ENABLEPKIDEBUG . . . . . . e e 29
PURGE PKI . . . o 31
SET PKI. . . . 32
SHOW PKI . . . . 36

gobooooboogon

ADD PKICERTIFICATE . . . . . . e e e e e e e e 13
DELETE PKI CERTIFICATE . . . . . . . . . e e e e 22
SET PKICERTIFICATE . . . . . . . e e e e e e e 33
SHOW PKICERTIFICATE . . . . . . . . e e e e e e e e 43
goooooo
CREATE PKI ENROLLMENTREQUEST . . . . . . . . ... ... .. 18
DESTROY PKI ENROLLMENTREQUEST . . . . . ... ... ... ... ... ...... 25
SHOW PKI ENROLLMENTREQUEST . . . . . .. .. .. .. .. .. 48
goooooo
CREATE PKIKEYUPDATEREQUEST . . .. ... . ... .. .. .. 21
DESTROY PKI KEYUPDATEREQUEST . . . ... ... ... ... ... ... ... 26
SHOW PKI KEYUPDATEREQUEST . . . .. ... ... ... . .. 50
CRLOODOODODO
ADDPKICRL . . . . . e 15
DELETEPKICRL . . . . . . e e e e 23
SETPKICRL . . . . . . 34
SHOW PKICRL . . . . . .o e e e e e e e e s 46
gooooooogo
ADD PKILDAPREPOSITORY . . . . . . . e e e e e e e e e e e 17
DELETE PKI LDAPREPOSITORY . . . . . . . . e e e e e e e 24
SET PKI LDAPREPOSITORY . . . . . . . e e e e e e e e e e e 35
SHOW PKI LDAPREPOSITORY . . . . . . . . . e et 51
CentreCOM AR450S 0000000000 2.9 PKI

J613-M3069-03 Rev.L



ADD PKI CERTIFICATE

ADD PKI CERTIFICATE

O00000OPKI/ODOOOODOOO

ADD PKI CERTIFICATE=cert-name LOCATION={url|filename}
[PASSWORD=password] [PROXYADDRESS={hostname|ipadd}] [PROXYPORT=port]
[TRUSTED={TRUE|FALSE|YES|NO|ON|OFF}] [TYPE={CA|SELF|ENDENTITY|EE}]

[USERNAME=username]

cert-name: 100 0010240000000000000000000000
url: URLO LDAP O 00O HTTPO

filename: 0000000000 .cerd

password: 1000001064000

hostname: 00 00

ipadd: IP 0000

port: TCP OO 000010655350

username: 000001064000

g

gobooboogooooobooboooboobbo
0000000000000 0000000.cerD0000000000O0ODODO0OOOOO0OOODOO LDAP
000 HTITPOOODODODOOODODOODODODODOODOO

goooog

CERTIFICATE CO0O0OO0O0OD0O0ODODOOODOOOO0O0OO0OO0OO0O0O0O000O00000O0O0OOO0O0OO0O
gooo

LOCATION 00000000000 O0ODO0O0O0OOO0ODO0O00OOOODOOOODOOODODOOOOOD
O000U.cerD00000000000OO0OOOODOOODOOOO0OOO0O0OOLDAPODODOOO
HTTPOOOOO URLOOOOOO

PASSWORD 0O00000O0O0O0OOO0OOOOOOOODOOO

PROXYADDRESS OHTIPOOOOOOODOOOO IPODOOOOOOOOOO

PROXYPORT OHTTPOOOOOOODOOOOOOOOO

TRUSTED 00000000000 00O0OO0O0OO0OOOTRUEDYESOONOOOODOOODOOOOODOO
goobooobooooboooooooboobboobooboobbobboobbobbooDbo
OOFALSEONOOOFFO DO ODOODDODOODODOOoOOoOODOOOO00ooooooooooooooooon
000000000000 000000OD0000000oo0ooDoOo000 FALSEDODOOOoOoO
0000000000 0fingerprint0 000000000000 0000ODO TRUSTED=FALSE
OO0O0OOOTRUSTED O OO OOOOOOOOOOO MM SHOW PKI CERTIFICATEO OO O OO
O00000000000OSET PKICERTIFICATED 0000 TRUSTED=TRUECO OO OOOO
gbboooboooobooooboobbobboon

TYPE 0000O0DD0O0OCADCAOOODMSELFOOOODDOOOOOOOD MM EEDDDO ENDENTITYO O
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ADD PKI CERTIFICATE

000000000000 0000000000oo0oog0 ENDENTITY
USERNAME 000000000000 OO0OO0O0OOOO

g

s LDAPOD OO 192.168.10.5 0 0 0 DNO O O O [ en=routera,o=myorg,c=sjp0 0 000000000
goooooooooooooo

ADD PKI CERTIFICATE=routera
LOCATION="1dap://192.168.10.5/cn=routera, o=myorg, c=Jjp" TYPE=SELF

goooog

DELETE PKI CERTIFICATEO 22 0 0 0O O
SET PKI CERTIFICATEO 330000
SHOW PKI CERTIFICATEO 4300 00
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ADD PKI CRL

ADD PKI CRL

O000O0OO0OPKI/CRLOODOOOO

ADD PKI CRL=crl-name LOCATION={url|filename} [PASSWORD=password]
[PROXYADDRESS={hostname|ipadd}] [PROXYPORT=port] [USERNAME=username]

crl-name: CRLO 0102400 00000000000000000000
url: URLO LDAP O 00O HTTPO

filename: 0000000000 .crlO

password: 0000001064000

hostname: 00 00

ipadd: IP 0000

port: TCP OO 000 DO10655350

username: 000001064000

g

CRLOOODODOOODODOO0OO0O0O0O00OO0OOCRL = Certificate Revocation List0 D000 0O O
CRLOODODO0DOO0O0DODOO0O0DODO0O0OD0O0OO.erlD0 0000000000000 00000O0ODODO LDAP
OO0 HTTPOOOODOODODOOOOOOOOO

odooooooooooono CRLOOOODOooOooOoCRLOOODOODOOODOOO0OO0OOOOO SET
PKIDOOOO CRLUPDATEPERIOD DO OO OOOO0OOOOOO

goooog

CRL CRLOOODODODOODOOD CRLOODOOODO0O0OODO0O0OOOOOOOODOODOOOOOOOOO

LOCATION CRLOOODOOODOOOO0OOOOOODOOODOOOOOOOOOOODOOOOOOOOO0
O00.crlD000D00000000000000000000000000LDAPOOOOO HTTP
O0ooo URLOOOOOO

PASSWORD 0O 00000O0O0O0OOO0OOOOOOOODOOO

PROXYADDRESS COHTITPOOOOOOODOOOO IPODOOOOOOOOOO

PROXYPORT OHTTPOOOODOOODOOODOOOODOOO

USERNAME 000000000000 DOO0OO0OOOOO

g

s LDAP O OO0 192.168.10.5 0 0 O DNO O O O M cn=potecrl,o=myorg,c=sjp0 0000000000
OJOCRLOOOODODOOOOODOOOOD

ADD PKI CRL=potecrl
LOCATION="1dap://192.168.10.5/cn=potecrl, o=myorg, c=Jjp"

PKI CentreCOM AR450S 0000000000 2.9 15
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googod

DELETEPKICRLO23 0000
SETPKIO320000
SHOW PKICRLO 460000

16 | CentreCOM AR450S 0000000000 2.9
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ADD PKI LDAPREPOSITORY

ADD PKI LDAPREPOSITORY

O00000OPKI/ODOOOODOOO

ADD PKI LDAPREPOSITORY=repos-name LOCATION=url [PASSWORD=password]
[USERNAME=username]

repos-name: 0 00 0000010240000000000000000000000
url: URLO LDAPO

password: 1000001064000

username: 1000001064000

0

00000000000 oDUoURLDODODO0DOoDOoooooooooooooon
gobooooogobooobooboobobobboobooobooboboobbobbobbooo
oo

goooog

LDAPREPOSITORY 0000000000000 OOO0ODODOOOOOO0OODOOOODOOOOODO
gobooobooooboooooboooobo

LOCATION 00O0O0O0OOOLDAPOOOOOO URL

PASSWORD COO0OO0O0O0OOOO0OOOOOOOOOOOO

USERNAME 000000000000 DOO0OO0OOOOO

o
» LDAPOOOOOOODO000

ADD PKI LDAPREPOSITORY=myorg_repository LOCATION="ldap://192.168.10.5"

goooog

DELETE PKI LDAPREPOSITORYO 24 O 0O OO
SET PKI LDAPREPOSITORYO 350000
SHOW PKI LDAPREPOSITORYO 51 0 00O

PKI CentreCOM AR450S 0000000000 2.9
J613-M3069-03 Rev.L
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CREATE PKI ENROLLMENTREQUEST

CREATE PKI ENROLLMENTREQUEST

O00D000OPKI/OODOOOOOO

CREATE PKI ENROLLMENTREQUEST=csr-name KEYPAIR=key-id [FORMAT={DER|PEM|
BASE64}] [LOCATION={hostname|ipadd}] [PROTOCOL={CMP|MANUAL}]
[REFERENCENUMBER=refnum] [SECRETVALUE=password] [TYPE={PKCS10|PKIX}]

csr-name: 00 000000010240000000PROTOCOL=MANUALOOOO 108000
key-id: 0 0 0 000 655350

hostname: 00 00

ipadd: IP 0000

refnum: 000001024000

password: 1000001024000

g

gobooboooboooboooboo
0000000000000ooooDo0o0o0oooooDoOooooCADODODDODODOODDOOOCMP
O0o0Doo0ooooo CAODOODODODODOOOOOD0D0D0U000DD0O0D0D0DUoooD CADDogooooo
0000000000000 o0O000 SET SYSTEM DISTINGUISHEDNAME 00000000000
ODNOOOOOoooooooogo

goooog

ENROLLMENTREQUEST 0000000000000 000O0D00000OOOO0ODOODOOOOOO0
00000ooDooooooooo0bbo0ob0b0O00 named 00000 OOO name.csr 00O O

KEYPAIR 00000000000 RRADOODOOOOCREATEENCOKEYDODOODOOOGOOO
ggo

FORMAT 00000000000 ODOO0OD0OO0OO0ODO0OO00O0O0O0O0O0OOODEROOOCOODOO DER
0 Distinguished Encoding RulesO0 O OPEM O BASE4 DO O000O0000O0O000OOO PEM
0 Privacy Enhanced MailOO O OBASE64 00 00 BASE64 DD 000000 OO0 OPROTOCOL
O MANUALOOOOOOOOOODODOOOOOOOO DER

LOCATION CAOOOCOOOOOIPOOOOCPROTOCOLO CMPOOOOOOOOOONO

PROTOCOL 0O0O0O0O0O0OO CADDDDDDDDCMPDDDDDDDDDPKICertificateManage—
ment Protocol ICMPOOOOUOUOO0D CAOODUUOUODODODODODMANUALOOOOOOOOOOO
0oodoooooooooooooooooooooooooooooooodnENROLLMEN-
TREQUESTO O OODOOODOODDOOOOO nameO00 O Mname.csrO0 00000000 O0O0OO
odoooooooooooooooooo CAOoDOogooooooooooooooooooog
0O CMPO

REFERENCENUMBER CMPOOOO0OO0OOOOOOOO0OO0OOOOCAOODOOOOODOOOOOOOOO
ggddoooooooooobooo

SECRETVALUE CMPOOOOOOOOOODOOO0OO0OODOOOODOOOOO0DmMmCADOUODDODOOOOOO

CentreCOM AR450S 0000000000 2.9 PKI
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goooooogon

TYPE 000000000000 00O00O00DO0O0O0O0OOD0OO PKCS100PKCS#100 0000 CMP
00000000000 PKIXORFEC2511O OO OODODOCMPOOOOOO PKIXOOOOOOO

00000000 D PKIXO

gooooogono

CREATE PKI ENROLLMENTREQUEST

00000000 30 81 £9 30 81 84 02 01 00 30 00 30
00000010 09 2a 86 48 86 £7 0d 01 01 01 05 00
00000020 69 02 61 00 bf 65 95 3e 4f 79 9c c9
00000030 83 €9 47 bc de b2 06 6e 93 7f 96 16
00000040 «cc 54 6b 92 £7 09 b9 b3 c3 6a 62 £f2
00000050 c¢6 3b 35 e2 11 al 32 60 6e f4 24 9o
00000060 24 £4 24 05 92 39 ba a4 2d e0 d5 55
00000070 5 92 d8 df 52 c4 c9 8e «cf 27 5e dd
00000080 e2 de 6a 7d 02 04 00 01 00 01 30 Od
00000090 48 86 £7 0d 01 01 05 05 00 03 61 00
000000a0 d6 Of b7 cb 71 de Oe cf db d9 78 6c¢
000000b0 10 34 b2 c9 £3 0b 8e 62 6b 3f 7b 5c
000000c0O 40 48 5a dd 57 34 06 a5 e4 3e 7c b8
00000040 6e a5 90 34 d5 92 33 af 74 22 54 02
000000e0 74 £8 ae 89 bf 4b bb 7a a2 49 29 bc
000000£0 b4 90 40 a9 bc ff 18 68 ec 85 32 02
000000fc

m PEM[] Privacy Enhanced Mailll OO

MIHSMIGEAQEAMAAwWfTANBgkghkiGI9w0OBAQEFAANSADBPAM
EAV2WVPkI95nMkCQHSfg+1HVN6YBm6TE£5YWI ScKD8xUa5L3
Cbmzw2pi8sUZYXnGOzXiEaEyYG70JJugeGGpdPQkBZI5ug
Qt4NVV/Py3EMWS2NISxMmOzyde3UOM8H/ i3mp9AgQAAQAB
MAOGCSQGSIb3DQEBBQUAA2EADMWUS9YPL8tx3g7P2914bM
8J0yoQNLLJ8wuOYms/elyUgKXrQEha3VvVc0BgXkPny4Vgs f
AG61kDTVkjOvdCIUAMOGP5B0+K6Jv0u7eqdJKbzkkmRutd
BAgbz/GGjshTIC

m Base64 00

MIHSMIGEAQEAMAAwWfTANBgkghkiGIw0OBAQEFAANSADBPAM
EAV2WVPkI95nMkCQHSfg+1HVN6YBm6TE£5YWI ScKD8xUa5L3
Cbmzw2pi8sUZYXnGOzXiEaEyYG70JJugeGGpdPQkBZI5ug
Qt4NVV/Py3EMWS2NISxMmOzyde3UOM8H/ i3mp9AgQAAQAB
MAOGCSQGSIb3DQEBBQUAA2EADMWUS9YPL8tx3g7P2914bM
8J0yoQNLLJI8wuOYms/elyUgKXrQEha3Vc0BgXkPny4Vgs f
AG61kDTVkjOvdCIUAMOGP5B0+K6Jv0u7eqdJKbzkkmRutJ

PKI

PROTOCOL=MANUALUOO0OOO0O0O0O0O0O0O000O0COOOO0O00O0

7d
03
02
£5
c5
aa
fc
43
06
Oc
cft
94
56
63
el

30
6c
40
27
19
78
fc
8c
09
c5
09
a8
ab
86
92

m DER[Distinguished Encoding RulesO 0000000 OOOO0O

0d
00
74
Oa
61
61
b7
f0
2a
94
3b
ab
1f
a7
64

06
30
9f
0f
79
a9
10
7f
86
b3
2a
eb
00
90
6e

[0..0..... 0.030. .|
[ % H.oo.ooo... 1.0]
|[i.a..e.>0y...@t.|
[..G....n. .. .. o
| .Tk...... jb...ay|
|.;5...2'n.$. .xa. |
[$.8..9..-..U....]|
|....R hLC |
[P S 0...%.|
[Ho oot a..... |
| d..... x1..;%]|
|.a..... bk?{\....|

|eHz . W4...>| . V.. .|
In..4..3.t"T.c...|
[t....K.z.I)...dn]|
[..e....h..2.|
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CREATE PKI ENROLLMENTREQUEST

BAgbz/GGjshTIC

g

R RSAODOOOODOOOO0OO0O0ODODOOOOODO CAD192.168.1050000 0000000 PKIX-CMP
o000o0oooUooo CAOOOoooo

CREATE PKI ENROLL=mycert PROT=CMP KEYPAIR=0 REF=98765432 SEC=ABCDEFGH
LOC=192.168.10.5

ERSAODODODOOOO0O00ODOOO0ODOOOO000ODOO0OODOOO0OODOOOOO0OOOO PKCS#1000
0000000 PEMOOOOOOO0O0O0O00O00O000O0Omycerreqcst0 00000000000
O0o0ooo cCAU0U0oUooooooooooooOOoOoOoOODOODOO

CREATE PKI ENROLL=mycerreq PROT=MANUAL KEYPAIR=0 FORMAT=PEM TYPE=PKCS10

goooognd

goboooboogoboobobooboobbobboo
Entrust 00 CAOODDODOODODOOOOXXXX-XXXX-XXXXOOODOOOOOOOSECRETVALUEO OO O
gobooooooobooobooboobbobboobooobooobo

goooog

DESTROY PKI ENROLLMENTREQUESTO 250000
SET SYSTEM DISTINGUISHEDNAMEM 0000000 2650000
SHOW PKI ENROLLMENTREQUESTO 48 0 0 OO

20 | CentreCOM AR450S 0000000000 2.9 PKI
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CREATE PKI KEYUPDATEREQUEST

CREATE PKI KEYUPDATEREQUEST

O00D000OPKI/OODOOOOOO

CREATE PKI KEYUPDATEREQUEST=reqg-name CERTIFICATE=cert-name
KEYPAIR=key-id [LOCATION={hostname|ipadd}]

reqg-name: 000 000010240000000000000000000000
cert-name: 00000102400 0000000000000000000O0O
key-id: 0 0 0 000 655350

hostname: 00 00

ipadd: IP 0000

0

CMPOODOOODOOODOOODODOUCADODODOODODODODODODODOODDOODOODODODODODODOO RSAOOO
gobooooboogn
gooooobooobooobooboobobobboobooobooboboobobobbobbooo
gobooooboooobooobbooboobbobboobooboooboobbooboboobbo

goooog

KEYUPDATEREQUEST 0000000 O0OOOOOOO

CERTIFICATE 0O0O0OO0O0OO0OO0OOOO0OOOOO0OOUOOODUOODOO0ODOOODOODOOOOOO
KEYPAIR 00O RSAOOOOOO

LOCATION CAOOOODOOOOIPOOOO

goooog

DESTROY PKI KEYUPDATEREQUESTO 26 O 0 0 O
SHOW PKI KEYUPDATEREQUESTO 50 0 0 OO

PKI CentreCOM AR450S 0000000000 2.9
J613-M3069-03 Rev.L
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DELETE PKI CERTIFICATE

DELETE PKI CERTIFICATE

O00000OPKI/ODOOOODOOO

DELETE PKI CERTIFICATE={cert-name|ALL}

cert-name: 000 001024000000000000000000000O0O

g

gobooboobooooboooboobbobbooboo
goooog

CERTIFICATE 00000 O0O0ADDPKICERTIFICATECO OO OOOOOOOODO

goooog

ADD PKI CERTIFICATEO 1300 00O
SET PKI CERTIFICATEO 330000
SHOW PKI CERTIFICATEO 4300 00

22 | CentreCOM AR450S 0000000000 2.9 PKI
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DELETE PKI CRL

DELETE PKI CRL

O000O0OO0OPKI/CRLOODOOOO

DELETE PKI CRL={crl-name|ALL}

crl-name: CRLO 010240 0000000000000000O0ODOOO

g

CRLOOODOOOO0DOOOoOoOoOoooooOo CRLODODOOOO
goooog
CRL CRLOOOOADDPKICRLOOOOOOOOOOODOO

goooog

ADDPKICRLO150000
SET PKICRLO 340000
SHOW PKICRLO46 0000

PKI CentreCOM AR450S 0000000000 2.9 |23
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DELETE PKI LDAPREPOSITORY

DELETE PKI LDAPREPOSITORY

O00000OPKI/ODOOOODOOO

DELETE PKI LDAPREPOSITORY={repos-name|ALL}

repos-name: 0 00 0000010240000000000000000000000

g

00000000000 oDUoURLDODODO0DOoDOoooooooooooooon
goooog

LDAPREPOSITORY D0 000000 OOO0OOOOOADDPKILDAPREPOSITORY OO O OOOOO
oooo

goooog

ADD PKI LDAPREPOSITORYO 17000 0O
SET PKI LDAPREPOSITORYO 350000
SHOW PKI LDAPREPOSITORYO 51 0 00O

24 | CentreCOM AR450S 0000000000 2.9 PKI
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DESTROY PKI ENROLLMENTREQUEST

DESTROY PKI ENROLLMENTREQUEST

O00D000OPKI/OODOOOOOO

DESTROY PKI ENROLLMENTREQUEST={csr-name|ALL}

csr-name: 00 000000010240000000PROTOCOL=MANUALOOOO 108000

g

gobooobobooobbooboo
goooog

ENROLLMENTREQUEST 00000000 OCREATE PKI ENROLLMENTREQUEST O 0 0 O O
000000000 0DALLO000D0D0O00ooooooooooooooooooooooon

g
s 00000000gimmecerd 000000

DESTROY PKI ENROLLMENTREQUEST=gimmecer

goooog

CREATE PKI ENROLLMENTREQUESTO 18 0 0 O O
SHOW PKI ENROLLMENTREQUESTO 48 0 0 OO

PKI CentreCOM AR450S 0000000000 2.9 |25
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DESTROY PKI KEYUPDATEREQUEST

DESTROY PKI KEYUPDATEREQUEST

O00D000OPKI/OODOOOOOO

DESTROY PKI KEYUPDATEREQUEST={reg-name|ALL}

reqg-name: 000 000010240000000000000000000000

g

RSADODOOOOOOOOODOO
goooog

KEYUPDATEREQUEST (0000 00O 0OCREATE PKI KEYUPDATEREQUEST O O OO OO OOO
O00000ALLO0000000000000ooooooooooooooooon

goooog

CREATE PKIKEYUPDATEREQUESTO 21 0 OO0
SHOW PKI KEYUPDATEREQUESTO 50 0 0 OO

26 | CentreCOM AR450S 0000000000 2.9 PKI
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DISABLE PKI DEBUG

DISABLE PKI DEBUG

O00000OPKI/OOOOODO

DISABLE PKI DEBUG={ALL|CERTTRACE|CMDTRACE|CRTDBTRACE|CRTRUTRACE|
CRTVGSTATE|CRTVGTRACE|CRTVUSTATE| CRTVUTRACE |[MPPACKET MPPKT|MPSTATE|
MPTRACE|OPHTTPTRACE|OPLDAPTRACE|OPPACKET| OPPKT|PACKET|PKT|STATE|
TRACE} [, ...]

g

PKIDOODODODODODODODO0DO0OOO0DOO0OO0DOOOOOO0
goooog

DEBUG 00000000000000000O0O0000O0OCALLOOOOODODOOOOOOOOOO
goboobooboooon

CERTTRACE gooboboogooooo
CMDTRACE gogbobooooouoooo
CRTDBTRACE gogbobooooouoooo
CRTRUTRACE gogbobooooouoooo
CRTVGSTATE gogbobooooouoooo
CRTVGTRACE gogbobooooouoooo
CRTVUSTATE gogbobooooouoooo
CRTVUTRACE gogbobooooouoooo
MPPACKET PKIDOOODOOOOOOOOO
MPPKT MPPACKET OO O
MPSTATE PKIDODOOODOOOOOOO
MPTRACE PKIDODOOODOOOOOOO
OPHTTPTRACE HTTPOODODO
OPLDAPTRACE LDAPOOODO
OPPACKET gjbodooooooooobobooo
OPPKT OPPACKET O OO
PACKET 0000 PKIDODODOOODODOOOOOO
PKT PACKET O OO
STATE gooooooo
TRACE gooooooo

O3 000000o0o0odgg
PKI CentreCOM AR450S 0000000000 2.9

J613-M3069-03 Rev.L
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googod

ENABLE PKIDEBUGO 29 0 00O
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ENABLE PKI DEBUG

ENABLE PKI DEBUG

O00000OPKI/OOOOODO

ENABLE PKI DEBUG={ALL|CERTTRACE|CMDTRACE|CRTDBTRACE|CRTRUTRACE|
CRTVGSTATE|CRTVGTRACE|CRTVUSTATE| CRTVUTRACE |MPPACKET MPPKT|MPSTATE|
MPTRACE|OPHTTPTRACE|OPLDAPTRACE|OPPACKET| OPPKT|PACKET|PKT|STATE|
TRACE} [, ...]

g

PKIDOODODODODODODODO0DO0OOO0DOO0OO0DOOOOOO0
goooog

DEBUG 00000000000000000O0O0000O0OCALLOOOOODODOOOOOOOOOO
goboobooboooon

CERTTRACE gooboboogooooo

CMDTRACE gogbobooooouoooo

CRTDBTRACE gogbobooooouoooo

CRTRUTRACE gogbobooooouoooo

CRTVGSTATE gogbobooooouoooo

CRTVGTRACE gogbobooooouoooo

CRTVUSTATE gogbobooooouoooo

CRTVUTRACE gogbobooooouoooo

MPPACKET PKIDOOODOOOOOOOOO

MPPKT MPPACKET OO O

MPSTATE PKIDODOOODOOOOOOO

MPTRACE PKIDODOOODOOOOOOO

OPHTTPTRACE HTTPOODODO

OPLDAPTRACE LDAPOOODO

OPPACKET gjbodooooooooobobooo

OPPKT OPPACKET O OO

PACKET 0000 PKIDODODOOODODOOOOOO

PKT PACKET O OO

STATE gooooooo

TRACE gooooooo
0400000000000

PKI CentreCOM AR450S 0000000000 2.9

J613-M3069-03 Rev.L
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googodo

oooooooooooooooooboobooooooooooooonooooooooooooooon
ooooooooooooobooooooooo

googod

DISABLE PKIDEBUGO 27 00 OO

30 | CentreCOM AR450S 0000000000 2.9 PKI
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PURGE PKI

PURGE PKI

O00000OPKI/OOOOODO

PURGE PKI

g

PKIDOODODODODODODODODOOOoDOOoOooOOoon
O00O0UOOLDAPODODOOOOOOU0OO0U0O0O0O0DO0DO0DODCRLIDOOOO0O0DO0DO0DODOOOoOoooOoOn
0000000000000 DO000000D0D00D0D0D000D00D0D00OSETPKIDODODOOOOOODOO
gooooboooobooboooobo

goooodf

o000oooooooODOO00 PKIDODODODODODODODO0OoooooooDO0ooooooooooooooo
gobooobobooobbooboo

goooog

SHOW PKIO 360000

SHOW PKI CERTIFICATEO 4300 00

SHOW PKICRLO46 0000

SHOW PKI ENROLLMENTREQUESTO 48 0 0 OO
SHOW PKI KEYUPDATEREQUESTO 50 0 0 OO

PKI CentreCOM AR450S 0000000000 2.9 | 31
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SET PKI

SET PKI

O00000OPKI/OOOOODO

SET PKI [CERTSTORELIMIT=12..256] [CMPRETRYMAX=0..10]
[CMPRETRYPERIOD=10..600] [CRLUPDATEPERIOD=1..168] [SUBJECTALTNAME={ipadd|

altname}]

ipadd: IP 0000
altname: 000 1064000000000000000000O0OOOO

g

PKIDODODODODODODODODO0DOO0DO0DO0OO0DO0DOOoOOoOooOoOoOO
goooog

CERTSTORELIMIT 0000000000000 O0OO0OO00O0OO0OO0O0O0OOO0O0OOO0OOOOODOOOO
odoo00oooooooooooooooooooooooooooooooooog 24

CMPRETRYMAX CMPOOOOOOOOOOODOOOOOOOOOOT1

CMPRETRYPERIOD CMPOUOOOOOOOOOOOMOOOOOO 300

CRLUPDATEPERIOD CRLOOOOUOOOOOOOCOOOOO0OOOCRLOODOOOOOOOOOOOOM
oooooo2000

SUBJECTALTNAME 000000000000 0OO0OSubject 0 Alternative NameO OO OO0 OO
odoooooooolPOooDOoOo0OooOoOoOOOO

goooog

SHOW PKIO 360000

32 | CentreCOM AR450S D00 O0OO0O0OOO0O 2.9 PKI
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SET PKI CERTIFICATE

SET PKI CERTIFICATE

O00000OPKI/ODOOOODOOO

SET PKI CERTIFICATE=cert-name [TRUSTED={TRUE|FALSE|YES|NO|ON|OFF}]
[TYPE={CA|SELF|ENDENTITY|EE}]

cert-name: 000 001024000000000000000000000OO

0

gobboooboogobooobooboobbobboobooobobooobo
goooog

CERTIFICATE 00000 O0O0ADDPKICERTIFICATECO OO OOOOOOOO

TRUSTED 000000 OOO0OTRUEDYESOONO OO OOO OO OOFALSEDNOOOFF OO
O000D0D0DO0D0OO0ADDPKICERTIFICATEO OO ODDOO0OOO0O0O0O0DOOOODOODOOOOOOO
TRUSTED=TRUEO OO0 O0OO0000O0OSHOW PKICERTIFICATE 0 000 O O OO fingerprintO
O0000o0o0o0oooo0oooo0ooooobDooO TRUSTED=TRUEOOOOOOOOO
goboogobooooopooobo

TYPE D00 O0O0O0O0OCADCAOOOMMSELFOOO0OOOOOODOOMmMEEDODO ENDENTITYO O
000000000000 00000000000oo0oog0 ENDENTITY

goooog

ADD PKI CERTIFICATEO 1300 00O
DELETE PKI CERTIFICATEO 22 0 0 0O O
SHOW PKI CERTIFICATEO 4300 00

PKI CentreCOM AR450S 0000000000 2.9
J613-M3069-03 Rev.L
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SET PKI CRL

SET PKI CRL

O000O0OO0OPKI/CRLOODOOOO

SET PKI CRL=crl-name [LOCATION={url|filename}] [PASSWORD=password]
[USERNAME=username]

crl-name: CRLO 0102400 00000000000000000000
url: URLO LDAP O 00O HTTPO

filename: 0000000000 .crlO

password: 1000001064000

username: 000001064000

0

CRLOODODOOODOOOOOOOOOOOO0OOODUODOCRLODODODDOODODOOO
goooog

CRL CRLOOODOADDPKICRLOOOOOOOOOODO

LOCATION CRLOOODOOOOOO0OOOOOODOOODOOOOOOOOOOODOOOOOOOOO0
O00.crlD000D00000000000000000000000000LDAPOOOOO HTTP
O0ooo URLOOOOOO

PASSWORD 0O00000O0O0O0OOO0OOOOOOOODOO

USERNAME 000000000000 DOO0OO0OOOOO

goooog

ADDPKICRLO150000
DELETE PKICRLO 230000
SHOW PKICRLO46 0000

34 | CentreCOM AR450S D00 O0O0OOO0O 2.9 PKI
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SET PKI LDAPREPOSITORY

SET PKI LDAPREPOSITORY

O00000OPKI/ODOOOODOOO

SET PKI LDAPREPOSITORY=repos-name [LOCATION=url] [PASSWORD=password ]
[USERNAME=username]

repos-name: 0 00 0000010240000000000000000000000
url: URLO LDAPO

password: 1000001064000

username: 1000001064000

0

00000000000 oDUoURLDODODO0DOoDOoooooooooooooon
goooooooobooobobooboobbobboobooboooboobbooboobbo

goooog

LDAPREPOSITORY 0000000 OOOOOOOADDPKILDAPREPOSITORY OO O OOOOO
uon

LOCATION 00O0O0O0OOOLDAPOOOOOO URL

PASSWORD COO0OO0O0O0OOOO0OOOOOOOOOOOO

USERNAME 000000000000 DOO0OO0OOOOO

goooog

ADD PKILDAPREPOSITORYO 17000 0O
DELETE PKI LDAPREPOSITORYO 24 O 0O OO
SHOW PKI LDAPREPOSITORYO 51 0 00O

PKI CentreCOM AR450S 0000000000 2.9
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SHOW PKiI

SHOW PKI

O00000OPKI/OOOOODO

SHOW PKI [COUNTERS]

PKIDOODOODODODO0DO0O0OoOoooogo

goooog

COUNTERS PKIOOOOOOOOOOOOOOOOOOOOOOODODOOO

gooooogono

SecOff bulbul> show pki

PKI Module parameters:

Debug types enabled: none

SecOff bulbul> show pki counters

PKI CERTIFICATE UNIT COUNTERS:

GENERAL COUNTERS:
checkExtractParseFail

createFingerprintFail

VALIDATION UNIT COUNTERS:
eventRequestNotFound
startRequest
stopRequestFail
gncicResultNoCIC
actionIllegal
startInitChecksTooDeep
startInitChecksIssNotCA
startInitChcksSSignNotCA
startInitChecksRevoked
startValCICCertNotFound
startValCICAlrdyVldating
startVerifyCertNotFound

36 | CentreCOM AR450S D00 OO0O0O0OOO0O 2.9
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subjectAltName ..........

CRL update period ....... 24 seconds
CMP retry period ........ 30 seconds
CMP maximum retries ..... 1

Max. # of certificates .. 24

Debug device ............ 16

O O O O O O O O o O ik o

checkExtractFieldGetFail

startRequestEquivRegFnd
stopRequestGood

startInitChecksBadTime
startInitChcksBadKeyUsge
startInitChcksSSgnUntrst

startValCICAlreadyTrustd
startValCICStartVURgFail

startVerifyCertParseFail

PKI




startVerifyCrtFldGetFail
startVerifyCICParseFail
startVerifyFailImm
verifyCbackRegNotFound
verifyCallbackVerifyFail
createRequest

dbAadd

dbFindFail
dbFindByCertFail

VALIDATION UNIT GET NEXT CANDIDATE
eventRequestNotFound
remoteRetrievdRegNotFnd
startGetRemoteFail

RETRIEVAL UNIT COUNTERS:
startOPStartFail
getFileNotExist
getFileReadFail

PKI CRL UNIT COUNTERS:
GENERAL COUNTERS:
retrievedNotFound
retrievedGetFieldsFail
timeoutRUStartFail
addAlreadyExists
addGood
setNotFound
setGood
deleteNotFound
purgeGood
showListParseFail

RETRIEVAL UNIT COUNTERS:
startOPStartFail
getFileNotExist
getFileReadFail

PKI MANAGEMENT UNIT COUNTERS:
CMP COUNTERS:
startedEnrollment
receivedPKIMessage
receivedTCPError
receivedMsgVerifyFail
requestFailed
receivedMessageDiscarded

timeoutEvent
MANUAL ENROLLMENT COUNTERS:

started
failed

PKI

SHOW PKiI

startVerifyCICF1ldGetFail
startVerifyStarted
verifyCallbackVerifyGood

destroyRequest
dbRemoveFail

dbFindByRequestorFail

P O b B O O O O O

ISSUER CERTIFICATE COUNTERS:
0 getNextCICNotFound

0 actionIllegal

0

retrievedRequestNotExist
getFileOpenFail
getFileCloseFail

retrievedParseFail
retrievedRUStartFail

addRUStartFail 0

setRUStartFail
setNothingSet
deleteGood

showNotFound

O O O O O O O O o o
o O O o

retrievedRequestNotExist
getFileOpenFail
getFileCloseFail

startedKeyUpdate
receivedPKIFIN
receivedMsgVerifyOK
illegalEvent
requestCompleted

retryEvent

O O O O O o o
O O O O O o o

requestQueueError

fileOpenFailed
completed

CentreCOMAR450S 0000000 OOO 2.9
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SHOW PKiI

fileOpenOK 1 fileClosed
fileWriteFailed 0 CSRCreationError
SubjectAltName godooobooooodoooooon SubjectAltNameD ooo

CRL update period

O0000DO00DUOoDCRLOODDODOODOOOO

CMP retry period

cMPOOOODODOOOOO

CMP maximum retries

CMPOODOOODOOODOODOOO

Max. # of certificates

gobooooooboooboooboobo

Debug device

PKIDOODODODODODO0DO0DO0DO0DO0DO0DO0OO0DO0O0OO0DOOooooon

Debug types enabled

gbobooooboooboo

0 5:

PKI CERTIFICATE UNIT
COUNTERSOOOOO

PKIDOODODOODODO0DO0DO0DO0DO0DO0DO0DO0D0OO0DO0O0O00O00

GENERAL COUNTERS

PKIDOODODODODODOODODOOOOOOOOO

checkExtractParseFail

gogbogboobboooboooboobooobo

checkExtractFieldGetFail

gobboboooobbooooobbobooobobobbooobobbo
U

createFingerprintFail

gogboobooobooobobooboobbo

VALIDATION UNIT
COUNTERS

PKIDOODODODODOOODODOOOoOOOooOOOO

eventRequestNotFound

gobooboobboooboooobooboobboobo

startRequest

gobooboobbooobogooo

startRequestEquivReqFnd

gobboboooobbooooobbobooobobobbooobobbo
gobooboo

stopRequestFail gogoobooobobooboobobbooboooboboobooobooboo
goooao

stopRequestGood 0oooooooooooooooon

gncicResultNoCIC U no candidate issuer certificate foundD OO 000000

actionlllegal gbooboooooboobobobobooooboooboboob

startInitChecksTooDeep

gobogbogobooobooooboobbooboobbon

startInitChecksBadTime

gobooboobboooboooobooboobboobo

startInitChecksIssNotCA

O00000ooooooo0ooooDoooD CAOOOooooooo
gobogboooooooooooobo

startInitChcksBadKeyUsge

gobboboooobbooooobbobooobobobbooobobbo
goboobooboooboboobbo

startInitChcksSSignNotCA

CAOU0O0O0OO0ODODODDOOO0OOOODODDODOODO0DOO0OOOO0DOOOn
goooooo
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SHOW PKiI

startInitChcksSSgnUntrst

gobboboooobbooooobbobooobobobbooobobbo
o

startInitChecksRevoked

gogboobogoboooboobbobbooboon

startValCICCertNotFound

gobboboooobbooooobbobooobobobbooobobbo
o

startValCICAlreadyTrustd

gobooboooopoooboobbobbooboobbooo

startValCICAlrdyVldating

gooooboboboooobboooooobobbobobboooooo
gobogoo

startValCICStartVURqFail

gobobooboobobobobobobobooboboboooobo

startVerifyCertNotFound

gobooboooopoooboobbobbooboobbooo

startVerifyCertParseFail

gooooboboboooobboooooobobbobobboooooo
gobooboooobooooboooobo

startVerifyCrtFldGetFail

goooboobboooobboooooobobbooobbboooo
gobooobooooboooobobobbobboon

startVerifyCICParseFail

goooobobboooobboooooobobbooobbooooo
gogboobooobooobobooboobbo

startVerifyCICFIdGetFail

goboobooboobooboboobobooboobooboobbo
gogboobogoboooboobbobbooboon

startVerifyFaillmm

goboobooboboooboooboobbooboobbo

startVerifyStarted

gogboobogoboooboobbobbooboon

verifyCbackReqNotFound

gooooboboboooobboobbobboooooboooooo
goooooo

verifyCallbackVerifyGood

gobogoooooboooboobbobboo

verifyCallbackVerifyFail

gobogoooooboooboobbobboo

createRequest odoodoogoodgoooo

destroyRequest odoodoogoodgoooo

dbAdd voboooooooooboooooodooooooon

dbRemoveFail gobooboooooooooooodgoooooooogoooog
gooooooood

dbFindFail vdodododgooooooooooooobooboobooooodo

ogo

dbFindByRequestorFail

gobboboooobbooooobbobooobobobbooobobbo
gobooboo

dbFindByCertFail

gobogoboboboboboboboboboboboboboboo
ogo

VALIDATION UNIT GET
NEXT CANDIDATE IS-
SUER CERTIFICATE
COUNTERS

PKI

PKI O O get next candidate issuer certificated 000000000
ooooo
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SHOW PKiI

eventRequestNotFound

0 get next candidate issuer certificate request00 00000000
vbobobooooooooboooooodooooonod

getNextCICNotFound

O get next candidate issuer certificate0 000000000000
gbooboooooobogon

remoteRetrievdReqNotFnd

0 get next candidate issuer certificate request00 00000000
goboodooooooooodooooooodon

actionlllegal O get next candidate issuer certificate0 000000000000
gboooboooooon
startGetRemoteFail 0 get next candidate issuer certificate request00 00000000

gobooooooooo

RETRIEVAL UNIT COUN-
TERS

PKIDOODODODODOOODODOOOoOOOooOOOO

startOPStartFail

PKIDOODODODODODOODODOODDOOODDOOODOOOOOOOODOO

retrievedRequestNotExist

gobogbogobooobooooboobbooboobbon

getFileNotExist gobboboooobbooooobbobooobobobbooobobbo
goboogoo

getFileOpenFail gobboboooobbooooobbobooobobobbooobobbo
goooooo

getFileReadFail gobboboooobbooooobbobooobobobbooobobbo
ogo

getFileCloseFail gobboboooobbooooobbobooobobobbooobobbo

goooooo

PKI CRL UNIT COUNTERS

PKICRLOOOODOOOODOOODODOOODO

GENERAL COUNTERS

PKICRLOOOOOOODOOODOOOODOOO

retrievedNotFound

CRLODODDODOOD CRLOODOOoOOooOoOOooOOOoOO

retrievedParseFail

0000000000000 oo CRLOooooooooooo

retrievedGetFieldsFail

O00o000ooooooooooo CRLOoOooooooooooo
gobgo

retrievedRUStartFail CRLOODDODDODDOODODOOD CRLOODOODOoOooooo

timeoutRUStartFail OU000U0O0 CRLOODDODODODOOODO

addAlreadyExists CRLOODOOODODOOO0OD CRLOODODOOODODODOOOCRLOO
gobooboo

addRUStartFail 000000000000 CRLOoooooooo

addGood CRLOODOOOODODO CRLOOODOOO

setNotFound CRLOODODOOOOOODODOOO CRLOODOOOOODOOOOCRL
goboooobooooo

setRUStartFail CRLOODDDODODDOD CRLOOOODOOOOoOoO

setGood CRLOODDDODODOD CRLOOODOOOooooooo

setNothingSet CRLOODOODOOOOOOOOOOODOOODOODUOOODOODOOO
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gogbooobooooooooobo

PKI



SHOW PKiI

deleteNotFound CRLOODOOOOOOODODOOO CRLOODOOOOODOOOOCRL
goboooboogon

deleteGood CRLOODODDODOODOD CRLOODOOOOoOooOOO

purgeGood CRLOOODOOOOOOOOODOOODOOODODOODDOO

showNotFound CRLOODODOOOOOODODOOO CRLOODOOOOODOOOOCRL
goboooobooooo

showListParseFail CRLOODODDODOODODOODODOOOODOOCRLODOOODODODODUOO

RETRIEVAL UNIT COUN-
TERS

PKICRLOOOOOOODOOODOOOOOO

startOPStartFail

PKIDOODODOODODOODOODODODODDODOD0ODODOODODUOO0DO0O0DO0OO0OCRLOO
gobooboo

retrievedRequestNotExist

CRLOODODOOOOOOOOOOODOODOOODOOODODODOO

getFileNotExist 0000o0ooDoooooUoooooooooDoOo CRLOOOOOO
goobgo

getFileOpenFail 0000000000 ooUoooooooooDoOo CRLOOOOO
gooboogo

getFileReadFail 000000ooo0ooo0U0ooooooo CRLOoooooooOoOo
g

getFileCloseFail 0000o0oooooooUoooooooooDoOo CRLOOOOO

gooboogo

PKI MANAGEMENT UNIT

PKIDOODODODODOOOODOOooOoOOO

COUNTERS

CMP COUNTERS cCMPOOOODOOOOOODOOOODOODOOODOOD
startedEnrollment oooooooo

startedKeyUpdate oooooo

received PKIMessage PKICMPOOOOODOO

received PKIFIN CMP Transport 000000 PKIFINOOOODOO
received TCPError CMP Transport 00000000 TCPOODOOO
receivedMsgVerifyOK g000O00oobo0oOoooooooooooooo

receivedMsg VerifyFail

gobogoooooboooboobbobboo

illegalEvent 00oooooooooooon
requestFailed gbooboooooboobobobobooooboooboboob
requestCompleted g000O00oobo0oOoooooooooooooo

receivedMessageDiscarded

goboooboooooo

retryEvent gbooobooooooood
timeoutEvent gooboooooobooobogog
requestQueueError CMPODOOOOODOOOOODOOOO

MANUAL ENROLLMENT
COUNTERS

PKI

PKIDODODODODODODOODODOODOOOOOOOOOO
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SHOW PKiI

started gobooboooopoooboobbo
fileOpenFailed goboobooboooboboobbo

failed gogboobooobooobobooboobbo
completed gogboobooobooobobooboobbo
fileOpenOK goboobooboooboboobbo

fileClosed goboobooboooboboobbo

fileWriteFailed gobooboobbooobogooo
CSRCreationError OU00o0U0opoogCsSROOopooOooOoOoOoOoOODODOO

0 6: COUNTERSOOOOOOOO

goooog

SETPKIO 320000
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SHOW PKI CERTIFICATE

SHOW PKI CERTIFICATE

O00000OPKI/ODOOOODOOO

SHOW PKI CERTIFICATE |[=cert-name]

cert-name: 000 001024000000000000000000000OO

g

goboooboogoboobobooboobbobboo
goooog

CERTIFICATE 0000000 ADDPKICERTIFICATECO OO OOOOOOOODO

gooooogono

SecOff bulbul> show pki certificate

Certificate Database: [ref.#: 12332-1396]

Name State MTrust Type Source
u0 (cn=RouterB, o=birds, c=jp) TRUSTED FALSE EE UM_ISAKMP
mycer TRUSTED FALSE SELF COMMAND
cacer TRUSTED TRUE CA COMMAND

SecOff bulbul> show pki certificate=cacer

Certificate:
NAME + ov vt ve e eeee . cacer
state ....... ... L. TRUSTED
manually trusted .... TRUE
type ... CA
SOUXCE . v v v vvv v COMMAND
version ............. V3

serial number .......

signature alg ....... MD5 with RSA
public key alg ...... RSA
not valid before .... 10:06:10 - 04-Oct-2001 (GMT)
not valid after ..... 10:06:10 - 04-0ct-2002 (GMT)
subject ............. cn=mycert, o=birds, c=jp
issuer .............. cn=mycert, o=birds, c=jp
PKI CentreCOM AR450S 0O DO 000000 29 |43
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SHOW PKI CERTIFICATE

(shal)

key fingerprint
(shal)

key usage ......

basic constraint
subject type .
path length ..
subject key ID .

validation path

Source Location:

authority key ID ....

cert. fingerprint ... 1478 £278 ea6bd al068 2adc

eff2 89f7 fde7 £729 415e

..... ab73 6ade e8f0 5d4b 9b95
5alb ef75 440b 6633 b095

..... {C}Digital Signature
Non Repudiation
Certificate Signing
CRL Signing
s {C}
..... CA
..... No constraint
..... 7fa5b7c05b62b7064c1582a2794aec9306065837
7£fa5b7c05b62b7064c1582a2794aec9306065837

..... [ manually trusted, self-signed ]

file ... .. ... ... ca.cer

Name goobooobooobooobobbooboboooobbooobbooooobo
00000000000 Subject

State O000000000TRUSTEDO O OO OO MM UNTRUSTEDO O OO OGOO
00 VALIDATINGO OO Ooooooo

MTrust gooboooboooboooobbooobboooobooobbooooobo
0000 TRUE QO FALSE

Type ODUO0ODUOOOSELFO 000000 ooooDm CADDDODODODMmMEEDDO
gogboooboooooooobbobbon

Source 0000000000000 ooDo0oooo COMMANDD O OOOO

O00O000mMVLD.UNITMOOOOODOO0OO0OO0O000000 MOUMISAKMP

OISAKMPOOOOOMMMGMT PROTOCMPO OOOOOOOOOO

a7

Certificate 0 0 0O 0O O

gooooopoooboobbo

name goboboboobboooobbooobbbooobooooobbo
00o0000o000000000 Subject
state O0000O0O000O0TRUSTEDOD OO OOO MM UNTRUSTEDD O O

O00000OMVALIDATINGO OO OoOOOoooo

manually trusted

goboboooobboooooboooobbooobbooobbo
O00O00O0O0O0OTRUEO FALSE

type O0O0O0ODOO0OODSELFO 00000 oooooDmcADODDgoooom
EEOODO0DDO0D00D0000000oooooog
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SHOW PKI CERTIFICATE

source

Oo0ooooOoooo0oooobOO0ooO0oooDDOOoCOMMAND
O000o00o00ooo0@mVLD.UNITOODODOOooOoooooooo
000 MUMISAKMPO ISAKMP 0O 0 0 0 O MMGMT_PROTO CMP
goooooooooo

version

O000oooOooo Xs509000000

serial number

goooooboogoo

shal fingerprint

O000O00 SHAlODODODOODDOoODOODODOOODOO

signature alg

goooopboooboobbobbooboon

public key alg

goooooboooboooboobooobo

not valid before

goooobooooboobbon

not valid after

goooobooooboobbon

subject goooooooooobooboboooboo
issuer ooooooooooo
key usage gooooooon

subject alt name

goooooboooboooboobbo

validation path

goooooboooboooboobbo

Source Location 0 00O OO

gooooooooboobbobboo

file

goooopooobooobbo

type OD0O0000O0OO0LDAPO HTTPO OO OO

IP address IPOOOO

domain name o000

distinguished name gooooooooooo

port ooooo

HTTP file name HTTPOOOOO

username godoooooooooooobbooobooo

password godoooooooooooobbooobooo
O8&ooooo

ogooooo

ADD PKI CERTIFICATEC 130000
DELETE PKI CERTIFICATEO 22 0 00O O
SET PKI CERTIFICATEO 330000

PKI

CentreCOMAR450S 0000000 OOO 2.9
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SHOW PKI CRL

SHOW PKI CRL

O000O0OO0OPKI/CRLOODOOOO

SHOW PKI CRL|[=crl-name]

crl-name: CRLO 010240 0000000000000000O0ODOOO

g

O0000O00DUO0CRLOODODODODOODO CRLOODOOOOOOO
goooog

CRL CRLOOOOADDPKICRLOOOOOOOOOOODOO

Name CRL O

State CRLOOOOGETTINGFIRSTO OODOOODOMMGETTINGO2000
000000000000 MmMNOTFOUNDFIRSTO OO O0O0O00000M
NOTFOUNDO20 0000000000000 0O DM UPTODATE
OCRLOOOOO0ODOO0O0O0O00O00O0OMNOTVALIDATEDD OO0 CRL
000000000 MOUTOFDATED OO0 CRLOOOOO0O0O0DO00OO
0O M UNRECFORMATO OO0 CRLOOOOO0OOO0OODOOOOOOO
HEE

Minutes-to-next-update 000000000000

0o9:

PKI CRL CRL O

State CRLOOOOGETTINGFIRSTH 0000000 MmMGETTING 2000
O0000D0000000mMNOTFOUNDFIRST 00000 oooom
NOTFOUNDO 20 0000000000000 0O0OD M UPTODATE
OCRLOODOOOODOOOOOODODODODOOMONOTVALIDATEDD O OO
CRLOODDOOOODDODDOOMMOUTOFDATED OO O CRLODDOOOO
O00O0O0MMUNRECFORMATO O OO CRLOODOOOOOOOOO
goooooo
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SHOW PKI CRL

Minutes to next update

gbooooobooboo

Number of updates

gooooooon

Type CRLODOODO0OO0O00 CRLOD
Version X509 CRLOOODOOO
Issuer CRLOODDODOOOOOoOocCAODDOODOoO

Signature algorithm

D00 CAOCRLOODDDODODODODODODOODOODOO

Number of entries

CRLOOODDDODODODOOODOODOODOO

This update

000 CRLOOOOO

Next update

OO0 CRLODOODOODOO

Source Location

CRLODODOO

Certificate List 0 0 0 O O

CRLODODODODDODOOOODOOODOOODODOO

Certificate Serial Number

goooobooooooooo

Revocation Date

gooo

Revocation Reason

gooo

goooog

ADDPKICRLO150000

DELETE PKICRLO 230000

SET PKICRLO 340000

PKI

010: 00000
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SHOW PKI ENROLLMENTREQUEST

SHOW PKI ENROLLMENTREQUEST

O00D000OPKI/OODOOOOOO

SHOW PKI ENROLLMENTREQUEST [=csr-name]

csr-name: 00 000000010240000000PROTOCOL=MANUALOOOO 108000

g

gobooboobooooboooboobbobbooboo

goooog

ENROLLMENTREQUEST 00000000 OCREATE PKI ENROLLMENTREQUEST O 0 0 O O
goboooobooooboooooobooboboobooboobbobboobbobbooobo
gbobogobooobooobooobooboboobooboobbon

gooooogono

Manager > show pki enrollmentrequest

Enrollment Requests

Name KeyId Protocol State

Manager > show pki enrollmentrequest=gimmecer

Enrollment Request:

Name . ...uvwenennnnnn. gimmecer

KevID .. iiiiiin .. 1

Protocol ............ CMP

State ... ... . L. WAIT_FOR_IP

Secret Value ........ abcdefgh

Reference Number .... 12345678

Location:

IP address ........ 192.168.1.100
Name goooooooboooouoooooooa
KeyID 0000o00oooooOo RSAOODDOOO
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SHOW PKI ENROLLMENTREQUEST

Protocol 000000oooCADOO0O0ODDDOOOOCMR PKI Certificate Management
Protocol 0O OO0 OOO0 MANUALOOOOOOOOOOO

State 0000000000WAIT_FORIPOCA 00O Initialisation Response Mes-
sage 00000000 @MWAITFORCERT-CHECKODOOODOOOOOOO
0000 M WAIT_-FOR.CONFOK 0OCA 00 0O Confirmation OK Indication
goooboogooooo

O 11:

Name g oooonooooo

KeyID O0o0oooooooOo RSAODOOOOO

Protocol 000000000 CADODDOODOO00O0DOCMI PKI Certificate Management
Protocol U0 OO ODOOOO MANUALDOOOOODOOOOO

State 0000000000 WAIT-FORIPOCA DO OO Initialisation Response Mes-

sageOOOOdon MWAIT_FOR_CERT.CHECKO O ODOOODoooooo
000 0mMmWAIT_-FOR.CONFOK OCA O 00O Confirmation OK Indication
gooooooooooo

Secret Value

gobooboobooobooobooboobbo

Reference Number

gobooooboogn

Location

CAOIPOOOOOIP address0 000 0000 Odomain namel

goooog

012:00000

CREATE PKI ENROLLMENTREQUESTO 18 0 0 O O
DESTROY PKI ENROLLMENTREQUESTO 250000

PKI

CentreCOMAR450S 0000000 OOO 2.9
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SHOW PKI KEYUPDATEREQUEST

SHOW PKI KEYUPDATEREQUEST

O00D000OPKI/OODOOOOOO

SHOW PKI KEYUPDATEREQUEST [=reg-name]

reqg-name: 000 000010240000000000000000000000

g

0000000000 RSADODOOOOOOOOOOOOODOO
goooog
KEYUPDATEREQUEST (0000 00O 0OCREATE PKI KEYUPDATEREQUEST O O OO OO OOO

goobogoobooooboooooooboobboobooboobbobboobbobboobo
gbbooobooboboooboooboobboobooboo

Name goodoooooooooooo

KeyID 000 RSAODOOOOO

Certificate goodoooooooooooo

State 00000000000 WAIT_-FORIPICAD OO Initialisation Response Mes-

sage 10000000 MOMWAIT_-FORKUPO CA OO0 Key Update Response
Message 0 0000000 MWAIT_FOR.CERT_.CHECKIOOOOOOOOOO
00000 mMWAIT_FOR.CONFOKO CA 0 00O Confirmation OK Indication
gbooobooooooood

0 13:
Name goooooooooooooo
KeyID O00g RSAOOOOOO
Certificate Name 00o00o00oooooooooo
Location CAOIPOODOOOIP address0 OO 00O OO O domain namel

01400000

goooog

CREATE PKI KEYUPDATEREQUESTO 21 0O OO0
DESTROY PKI KEYUPDATEREQUESTO 26 O 0 0 O

CentreCOM AR450S 0000000000 2.9 PKI
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SHOW PKI LDAPREPOSITORY

SHOW PKI LDAPREPOSITORY

O00000OPKI/ODOOOODOOO

SHOW PKI LDAPREPOSITORY

g

000000000000 U00DUUD U URLDOODDODODODDODOODOODODOODODOODOO

Index LDAPOOOOOOOOOODOOOOO
Name LDAPOOOO0O0OOOOO0OOOOOOOOOOOOOd
Address LDAPOOOOOOOIPOOOOOOOOO
0 15:
ooooono

ADD PKILDAPREPOSITORYO 17000 0O
DELETE PKI LDAPREPOSITORYO 24 O 0O 00O
SET PKI LDAPREPOSITORYO 35000 0O

PKI CentreCOM AR450S 0000000000 2.9
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