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044410000000050000 UDPOOOOOOOOOOOOOOOOODOOO

m [J0000boobooooboboboobooboboobooobooboboo

gooooo gooogo

ACTION O000oo0o0oooooooooo ALLOWOooooo

INTERFACE OO00OPUBLICOODOOOOOOODOOOOOO

PROTOCOL O00000o0ooooooooooTCPOUDPODOOOOOODO PORT OO
O0O0DUODODO0OO0ALLOOOOOOOO ICMPOOOOOOOIPOOOOOOO
goboobooobobooobooooooobboooboo

P oo lpPOo0O0OOOOOOOO0O0OOOOOOOOOIPOODOOOOOOOO
O0Mmoooooooooo IPOOO00OO0OOOOOOOO

PORT gooobooooobooooboobooobbboooboboooobbbobooooog
O M PROTOCOLO TCPO UDPOOOOODOOOOODOOOO

REMOTEIP oo lpPO0O0OOOOOOOO0O00OOOOOOOOOIPOOOOOOOOO
O00Mmoooooooooo IPOO0O0OOOOOOOOO

SOURCEPORT gooobooooobooooboobooobbboooboboooobbbobooooog
OO0MmMPROTOCOLO TCPO UDPOOUOOOOOODUOOOOOOOODOOO
goboogboooooooog

O6:NATOODODOOOOOO

gooooo gooogo

ACTION O000oo0o0oooooooooo ALLOWOooooo

INTERFACE OO00OPUBLICOOOOOOOOODOOOOOO

PROTOCOL O00000000o0oooooooTCPOUDPOOOOOOOO GBLPORTO
PORTOOOODOOUOUOODALLOOOOOOOO ICMPOOOOOOO IPO
goboooboogobooooooboboobbooboobboooboog

P O00oooIPO0O0OOCO0OO0ODOOOO0OOOOO0OODOOOOOOOOOOOn
000000000000000000000000000000GBLIPOOO
O000000000ooo0oooooo IPO000OO0O0OOOOOOoOOOOn
gooogoo

PORT gooobooooobooooobooobbboooboboooobbbobooobog
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0000000000000 O0PROTOCOLO TCPO UDPOOOOOOOO
O000O00OO0OGBLPORTOOOOOODOOOOODOOOOODOOOOODOOO
gobogboogobooobooobboobboo

gooooood



ooooooo

GBLIP goooooooooo IpPO0O00O0O0OoOoOoooooooo IPoooooOoOO
NATOOOOOOOOOOOOOoOoooooooooooooo IPOOOOOO
gooogo

GBLPORT goodoooooobobbbbbotbodoouoobDuoobobLbobo

NATOOOOOOOOOOOOoOOoOOoooUoOoooooooo PORTOOOO
gooooobood

REMOTEIP oo lpPO0O0OOOOOOOO0O00OOOOOOOOOIPOOOOOOOOO
O00Mmoooooooooo IPOO0OO0OOOOOOOOO
SOURCEPORT gooobooooobooooboobooobbboooboboooobbbobooooog

OO0MmMPROTOCOLO TCPO UDPOOUOOOOODOOOOOOOODOOO
goboogboooooooog

O7NATOOOOOOOO

000000U0U00ooooooooooo0o0U0000000o0o0ooooooo0o0 NATOOOoooo
O00000000ONATO 2000 NATOOOOoOoOoOOooooo

OO0 NATOOUOODODOODOOOO NATOOODOOOOOOOOOOOOOOOOOOODOOOOOOO
000000000 oooooooooo0oU00UdUO NATOOODDODDODOODUOOOOOoOoooooooo
goooooooooooooooboobboob bbb booboobbobbooo

[CO0000000NATOOOONATOOODOOOOODOODOOOONATOOOODOODOOOOOoOooooo
gobboobo0oooooobuooboooooooboboboboooobooo

O000000O0NATOOOOOOOO 200000000000INTOGBLINTOOOOODGOOOOO
000000000000 2000000000000000000000000000O000O0O00OOd
000000000000 UONATOOOOOOOooooo

00000000 NATOOOUOOOOOOODOOOooooooo 40000000000

e JODODOO NAT
e JODODOO NAT
e JODOOO ENAT
e JODOOO ENAT

OOONATOOODOODOOOOODOOOOOOOOOO

000000 NAT

000000 NATOOODOODOOOOODOOOOOOO0OO0O0O0O0O0 101000000000 NATOOO
goooooooooooobooooboobbob bbb booobDbooboobbobbooo
gooooooooobooooboboboooobboogbbobooobbbboobDbbombooooboo
goooooooooooobooooboobbob bbb booobDbooboobbobbooo
gooooboogoboooood

m JO00O0O0OO0NATOOODOODODOOODOOODODOOOODOOOOOODOOOOO0OO0 IFOO PRIVATECO OOO
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ooooooo

O000WmMOoIFO0 PUBLICOODO0OO0OOOO0DmMOIPOO NATOOOODODODODOOOOODmMoO IPOO
NATOOOOOOoooooooooooo

ADD FIREWALL POLICY=net NAT=STANDARD INT=0 IF GBLINT=[L IF IP=[ IP GBLIP=[
Ip J

e OODODOOOIFOODODODOIFOOOOOOOOOOOIPOOOOOOOIPODODOOOOD IPOO
gooooog
e JOOOOOCDIFDOOOODDOODODIPOOOOOODOIPDODOOODOOD IPZDODODOOOOOO

s 00000 NATOOOOOOODOOOOoOooooooooooooooooooooooooooo
000o0oo00oooooooo0mo lFoooo0oooooooooooooooog

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=0l IF PROTOCOL=000O00O IP=0 IP
GBLIP=0U IP

O000O0OPUBLICOOOOOOOOOUOOOOOOOOODDOOOOMETHOD=PASSALLOOOOOOO
goboooboooboboooboooobooboon

[ NATOO IPOOOOO0OO0OO0OO0O0O0O00000O0OO0O0O0O0O0O0OO0O0O0O0IPO0O0O0O0O0O0O0O0O0O0O0O0O0
OO0 NATO IPOODODOOO ARPRequest0 0000000000

000000 NAT

000000 NATOOOODOOOOOOOUOOUOOOOUOOOoOoOOooOooOOoOoOOOOoOooooooooo
000000U0U00ooooooooo0ooU00U000000oooooooooo0oU0 NATOOOO
goooooooboooooboooooooboobboooboobogbboboboobo

[CO00000NATOOOONATOOOOOUOOOOOOODODOOOUOOOOOOOO

m J00000NATOOUOOOOOODUOODOOO0O0O0O000000o0oomO IFOO PRIVATEOOOO
O000mOoIFOOo PUBLICOOODOOODOODmMOIPOODOO NATOOODOOOOOOOOoOoOOO
goooooooboooon

ADD FIREWALL POLICY=net NAT=STANDARD INT=0 IF GBLINT=U IF GBLIP=0U IPU[

e OODODOOOIFODOODOO IFOODOOOOUOOUOOIPOOOOOOOIPODOOOOOOOOO
0000000000 oo0o0ooooooooooooooogoo IPOO IPOODOODOODOOO
gooo

e JI00DDOOIFOODODODODODDOOOOIPOODOOOOOIPODOOOODOOOOOOOOOO
gooolIlpooooogoIPoo0OOoOOoOoO

m JO00O00ONATOOOOOMMO IFOO EthernetO VLANODOODOODO IPOODOOO ARPOOD
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ooooooo

00000000000 oooooooooooooomoIPO0000OO0OODOOOOOOOOODO 0O
goooooboodgo
00000oo0o00o0oo000o000 1.1.1201.1.14000000000 NATOOODOOoooooooOo
O00000O00O0O00O0OO0PRIVATEDOOOODODOOOO vlanl OO0 OOOPREF=00000000
goooooboodgo

ADD FIREWALL POLICY=net NAT=STANDARD INT=vlanl GBLINT=ethO
GBLIP=1.1.1.2-1.1.1.4 J

ADD IP ROUTE=1.1.1.2 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.3 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.4 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

[ NATOO IPOOOO0OO0OO0OOO0O0O0O000000OO0OOOOOOO0O0OOoOOo0oIPO0O0O0O0O0O0O0O0O0O0O0O0O0
OO0 NATO IPOODODOOO ARPRequest0 0000000000

000000 ENAT

000000 ENATO Network Address Translation0 D0 0000000000000 IPOOOOOO
00000000000 0000000000000ooo0 IP000000000000000000O0O
0000000000000 000000000000000000000 10000000000000
ODOOOENATOOOOOOOOOOODOO0OD0D0D0O0000000000000000000000o0o0ag
O0000o0ooo ENATOOODODOOOOOO0O00OO000000o0oo0ooooooooooooog
OENATOOODOOOOOOUOOoooooooooooooo

m J0000O0ENATOOODOUOOOODOOOOO0ODOD0OOO00OO0O00O00O MmO IFOO PRIVATEO O
O000oomo IFOo PUBLICOOOOOOOOmMO IPOO NATOOOOOOOODOOOOooOoooO

ADD FIREWALL POLICY=net NAT=ENHANCED INT=0 IF GBLINT=[ IF [GBLIP=[ IP]

e JUUDOUDUODIFODOOODIFOODDOOOODDOOUOD IPOODOOOOUDO IFODOOOODOGBLIP
0000ooooooooo IPmo000o0o000oooooo00oooooooooooogg
00000o0ooooooooooooo IPOD0o000o IPOO000O0O0O00O00OooOOOoO0Ooon

e JUD0OUODOIFOODODODUODOODUOOIPODOODOOOODIFOODOOOOOGBLIPODOOODOO
goooooo IPOOo000O0o0o0ooooooooooooooooooIPOoDoOOOOOn IPO
gbooogbooobobooobooooboooboo

s 000000000000 0000000000O000O0D0000O0D0D000O0OD0O0OOOoD 1000
o000 IPOO0OOO0ODOODOOOODOO0OOOOOOOOOODOOOOOOOOOOOOOOoOOOn
0000000000000 0000000000INTERFACEDINTOOODOODOOOODOOOOoOOO
000000000000 O0GBLINTERFACEOGBLINTO O OODOOOODOOOooooooooooo
googooboooooooood
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ooooooo

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=vlanl GBLINT=pppO

0000000mMvlanl 0000000000000 0 IPO0O0O00 ppp0 00000000 O0000OODO
Oooooooppp0d 0000000000 O0OO0OO0OOOOOOOOIPOOOOOOOOOOOOO
goooooogooooooooboobboob bbb booboobbobboon
b -gbobooboooobooooboobbobboobogonoo

s (000000 IPO000O00000000000O0U0O0UOGBLINTOO OO OO0 Ooooooo
Unnumbered 00 OOOGBLIPO OO 0000000000 ENATOO IPOODOOO0OOOOOOOOO
O00ISPO0O0000O00O0OO0D0O0D0O000O0N00N0 100000000000 000Unnumberedd
Numbered OO O OOOOGBLINTOO NATOOOOOOOOOODOODODODOOODO0OO0OODO0O0OO0O0OO
goooo

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=vlanl-1 GBLINT=pppO
GBLIP=1.2.3.6 J

0000000M@Mvlanl-100000000000000IPO0O0O00 ppp0 000000000000
O0oooooooIsPOo0O0oOoO0OoOoOoO0OoooOoOoooIPOOOD 1236000000000000
gooooobooooooooooooooboob bbb bobbOog -
gooooobooooboooboooboobboboboooboog

000000 ENAT

000000000 100000000000000000000000000000 ENATOOOO /0
goooooobooboooooobooooooooobobbbobbobbbobbooooooobLuoDo
goooooooooooooooboobbob bbb booboobbobboon
001000000000000000000000000000000O0000D00000O

m JO00O0O00 ENATOOOOOODODOOODOOOOUOOO0O0O00OO0O0O0O0 ENATOOOOOoooooo
0000000000000 ooooUo0oooooo0ug ENATOOODOUOOooooooooo
gooo

ADD FIREWALL POLICY=net NAT=ENHANCED INT=0U IF GBLINT=U IF J

m 000000 ENATOOOOOOOODUODOOO0O00O00000000O00moO IFOoO PUBLICOOOO
O000Moo0ooooo TCpOoUDPOODOOOOOOOODmMOIPOODODOO0OOODOOODmMOOOOO
O00o0ooooooDmo IPO0D000D0OO0O0O0O0ODO 0000000000000 0ooDOoOoooo

ADD FIREWALL POLICY=net RULE=1 AC=ALLOW INT=0U IF PROT=00000 GBLIP=[l IP
GBLPORT=0 000 Ip=0 IP PORT=00O0O0 4

e JI0DUUDIFOODDODOUDDOUOODODODOODODOOUODOODODODOODOIPODOOOOOO IPM
0000000ooooooooooooooooo IPOoO000ooooooooon

16 | CentreCOM ARS60S 0000000000 2.9 oooooooo
613-001314 Rev.G



ooooooo

[CO000o00 ENATOOOO ADD FIREWALLPOLICY RULEOOOOO770000000000

[(CO00000 ENATOOOOO0O0O0000000000000 ENATOOOOOOO0OO0OO0O0oooooo

s (00000000000 PPPOOOOOO0OOOOSOUDODUOOOOODOO TCPOOOOOOLAN
00 WebOOODODO192.168.1020 8000 0000000000000 00O00O0O0OO250000000
000 TCPOOUODUODOOLANOOOOOOOOODO192.168.1030 25000000000000000O
000000000000 00000000000000000WebOOOOOOOOOOOOOOOO
0000000000 0oooooooooo IP000D0O0O00OOOOOOOOOODOOOOO

Internet

ISP

[1.2.3.4:80] [1.2.3.4:25]

—_— _ _ _ _ _ — — — - — — 4

=) B &)
192.168.10.2 192.168.10.4 192.168.10.6

192.168.10.3 192.168.10.5 |

192.168.10.0/24

gooooboboooooooooooboooboboobbooboon

1. 000000 ENATOOODODOOOO ENATOODOOOOOODOOOOUOOoOooOoOOoooooo
LANOvIanlOOOOODOOOOWANOpppOU OO ODODOO0O0O0O00000O0ODOO0OO0OOO0OO
gooooooooooooboo

ADD FIREWALL POLICY=mynet NAT=ENHANCED INT=vlanl GBLINT=pppO J

2. 0000080000000 0D0D0D0O00O0OLANDODO WebOOODOO192.168.1020000000
gooooooooood

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=ppp0 PROT=TCP GBLIP=1.2.3.4
GBLPO=80 IP=192.168.10.2 PORT=80

0000000 Mppp0 0000000000 ODOOTCPOODOOOOODODOIPOOOODO
12340000000 8000000000000O00O0O0O 192168.1020 8000000000
goooooboooobooooooooooobooobooboobbobbooboobbooobo
gob-gbogbobooboboobboobboobooobog

[ O000o0IPO0O0O00OO0O0OOOO0O0OO0O0OOO0OOGBLIPO 00000000000
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ooooooo

3. 0000 2500000000000000LANODDODOOOODODOO192.168.10300 0000
gbooooboogbooboooboo

ADD FIRE POLI=mynet RU=2 AC=ALLOW INT=ppp0 PROT=TCP GBLIP=1.2.3.4
GBLPO=25 IP=192.168.10.3 PORT=25 J

0000000 Mppp0 000000000 DOODOTCPOODOOOOODODOIPOOOODO
12340000000 250000000000000000 192168.1030 2500000000
goooooogoog

m 00 Well-known OO OODOODO0D0O0D00D00000000000000000000O0O0O0O0O0O0O0
O00O0O0OGBLPORTOOODOOOOOOOOOODOOOOOOOOODOOOOOOOO 192.168.10.50
192.168.10.100 200 Web OO OO DD DOODDOODDO0ODO0ODO0OOD0ODOOOODO 1.2340 TCPODOO 80
00000000 192168.10500000000 808000000000 192.168.10.100 WebO O OO O
gooooo

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=ppp0 PROT=TCP GBLIP=1.2.3.4
GBLPO=80 IP=192.168.10.5 PORT=80

ADD FIRE POLI=mynet RU=2 AC=ALLOW INT=ppp0 PROT=TCP GBLIP=1.2.3.4
GBLPO=8080 IP=192.168.10.10 PORT=80

000000000 192.168.10.100 Web O OO DD ODODODODUDO0OODOODURLOODOOOODOO 808000
O000000oooooooooo URLOOOODODOOOoOOoOoooo

http://1.2.3.4:8080/ ... [0O0O0O0O 192.168.10.100 webOODOODOODOOOOOOODO
ogno

192.168.10.50 Web DO D DOODDO0D0O Web OO OODOODDOODDO 80000 DO0DDODODODOURLOODOO
goooooboooobogooboo

http://1.2.3.4/ ... 0000 192.168.10.50 webUDOUOOODOODOOOOODOODOODO

s J00000000000TCP/UDPOODOODOOOOIPODOOOOODOOODOOOOODOOO
0000000000000 00000000PRIVATEO OO O IPv6e 00000 192.168.10.20 O O IPv4
O000oooooIPveO0O0OO0O0OO0O0O0OO0123456. 78000 0000000000LAND IPv6eO OO
goooooogobogooboo

18 | CentreCOM ARS60S 0000000000 2.9 oooooooo
613-001314 Rev.G



ooooooo

——~——> |Pv6 Tunnel Server
3ffe:a:a:a::1 12.34.56.78

Internet

(IPv4)
IPv6 Tunnel

ISP

[1.2.3.4 proto:41(IPv6)|

pppO 1.2.34

) “ _Dynamic ENAT| Firewall

T —_— _ _ _ _ _ _ — — - — — 4

|
|
" IPv6 Router 192.168.10.5

192.168.10.0/24(IPv4) 3ffe:a:b:c::/64(IPv6)

goooooooooooooooboobboob bbb booboobbobbooo
O000000oo0ooOoLANOO IPveO0OOO0O0OO0OO00OO0OO0O0OOOOOOOOODOOOOOOODOOO
OENATOOOOOOOUOOOOOOOOODOO0OO0OOWANDOOODODDOOOOOO12340000000
[Pvbover IPVA0 D0 OO0 0OOOOOIPOOOOO41000LANCODO IPv6e0000O0O00O0O0OOO
0000000000000 0oo0000o00Uoo0UU PPPOOCUOOOCOUODOOLANDOOOOOO
IpvéO0O0OO0O0O0OO0O0OOOOOOOOOOOOO

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=ppp0 PROTO=41 REMOTEIP=12.34.56.78
GBLIP=1.2.3.4 IP=192.168.10.2 J

0000000 mMppp0 000000000000 OO0OO0OOOO410IPve00 IPOOOOOOOOOO
IPOOOODO 12345678000 IPO0O0OO0O 1.2340000000000000 LANODO 192.168.10.2
goooooooooooooooboobboob bbb booboobbobbooo
-pgbgbooogbooobooboooobooboo

m JO00O0O0O0ENATOOOOOODOOODODODODO0O0O0O000000ooooooooog ENATOOO
gooooo

gooooo gooogo

ACTION 000000000 oooooooooo ALLOWOoOooo

INTERFACE OO00OPUBLICOODOOOOOOODOOOOOO
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ooooooo

PROTOCOL 000000000 ooUoooooooo TCPOo UDPOOOOOODOO
GBLPORT O PORTO OO OOUOOODOUOOUOOODODDOOOODOODOOO
0000000000000 Uo ENATOOOODODDODOOo ICMPOOOOOO
gooooog

GBLIP OOoooooIPOO0OD0O0OOODOOOOOOODOOOOOOOOOOOO
[POOOOO0OOOOOOIPCPOPPPOO DHCPOOOOOOOOODOOOO
goooooooo0o0o0ooooono

GBLPORT 000000000000 PROTOCOLO TCPO UDPOOOOOOOOOOO
ooo

P gooooolIp00oooooooooooooooo IPooooon

PORT O00000o000o00oooooo0ooOooooPROTOCOL O TCP O
upbrOOoOoOoOoOoOoOoOoOoOoOoOoo

REMOTEIP goIPoooOoOoOoOoOoOoOoOoOo IPO0OO0OOOOOOOOmOODOOOO
oooolIlp00ooooooooog

SOURCEPORT 000000000 0ooUo0o0oo0oooUoOo0DomPROTOCOL O
TCPO UDPOOOOOO0O0OOOOOOOOOOOOOOOOOOOOOOO
ooo

0 8:

ENAPTO Port Restricted Cone NATCO

ENAPT] Enhanced Network Address and Port TranslationO0 ORFC3489 O Port Restricted Cone NAT
DOOUOODODONATOOODOOOENAPTOOOODODOODOOOOIPOOOOODOOOOODOOOOIP
0000000000000 o0oo0o00ooo00o-000000Do000oooo0ooooooooooagIP
0000000 /00000o0ooooooooooog

DO0O0o0ooodooADD FIREWALLPOLICY NATOOOOO71 00000 NAT=ENAPTOOOOOO
ogooooo

ADD FIREWALL POLICY=policy NAT=ENAPT INTERFACE=interface
GBLINTERFACE=interface [GBLIP=ipadd[-ipadd]] J

OO0 NATOOOOODODOOOOO NATOOOUOOADD FIREWALL POLICY RULEO OO OO7700
000 ACTIONO NATOOOOOOOoooooooooooo

OO0 NATOOOOODOOOOOONATOOOOODODOOOOoOOOoOoooooooooooooooo
0000000000000 00O0NATOOOOOOODOO0DO0DOO0ONATOOOOODODOOOO NATOO
gboooboobooooogobooobooooboobbooboo

[CO00 NATOOADD FIREWALL POLICY NATO OO OO7100000000000000000 NATO
goboooboooooooo

OO0 NATOOOOOOOOOOUOOOOOOOOOOOOoOOoOoOoOoUoOooOoOooOOooOoODOOOoOOOOoO
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ooooooo

[PO0O0O0O0OOOOOOOOOOOOOOOOOOOO NATOOOOOOO

e 00000 NATOPRIVATE - PUBLICOOOOOOOOPUBLIC - PRIVATECOOOOO OO
goooooboogoo

e J0DO0ODOONATOOODOOOIPOOOOOD 10DOOOOODDOOOODDOOOODDOOOODOOO

e 00O NATOPUBLIC - PRIVATECO O ODOOOOOOOOODOOOOOODOOOPRIVATE -
PUBLICOOOOOOOOOOOOOOOOOO

e JOONATOOOODODDOOOODOOOODO

O0O0ONATOOOOODOOOOOODOOOOOO0O0O000O0OPUBLICOOOOOOOOOOOOO NAT
OO0O0O0OOPUBLIC - PRIVATEOOOOODOOO0OO0OO0O0OO0OOOODOOOOODOOOOOPRIVATED O
00000000000 NATOOOOOPRIVATE - PUBLICOOOOOOOOOOOOOOOOOOO
gooo

[ O000000000 NATONONATOOOOOOOODUODALLOWOOOOUOOOoooooooooooo
ooooooon

00000000 NATOOOOOOOOooooooooooog

000000 NAT

000000 NATONATTYPE=STANDARDO 0O IPO 0000000000 OOOO0OOO0OOOOOO
O0D0DONATOOOODOOOOOOONATMOOOOOO ENATOOOOOOOoOO
PRIVATEO OO OOO PUBLICOOOOOOOOODUOOOOOOOPUBLICOODOOOOOOOOOOO
0000000 NATOOOOOOOOOO

e PROTOCOL O ALL
e JUOOODOOOGBLIPDODOODOO -IPOOOOOODODO

s PRIVATEO OO OO 192.168.10.100 0 OPUBLICO OO 1.1.1.1000 0000000000 00O OPUBLIC
000000000000 0UooO0o0Uoo NATOOODOODOOOO

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=ppp0 PROT=ALL
GBLIP=1.1.1.100 IP=192.168.10.100
m 000000000 192168.10.1000 Telnet D00 00O O0O0O0OO0ODO0OO0OO0ODOOOOOOOOOO

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=ppp0 PROT=TCP
GBLIP=1.1.1.100 GBLPO=23 IP=192.168.10.100 PO=23 J

[ NATOO IPOOOO0OO0OO0OO0O0O0O0O000000OO0OOO0O0O0O0OO0OO0OO0O0OIPOO0O0O0O0O0O0O0O0O0O0O0OO0
OO0 NATO IPOODODOOO ARPRequest0 0000000000

OO0 NATOOOOOOODODOOOOOUOOUOOOOUOoooooooooooooooooooooon
gooooboodo

e PUBLICUOUUI0IU0IODDOOOOOUUOODOOOUUUO-O00O000U0O0OOODOOO GBLIP
O00000ooooooooooIPO00OoOoOooooon
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ooooooo

e PRIVATEO UUUOOUOOOOOOOOOODOOUOUUOOD-OOODOOODOOOOOOOOIPOO
O0000oo0oooooooo GBLIPODOOOOOOOOO

O00000O0OPUBLICOOUOOOUOOODOOOUOOOOOOUOOOD -O000000O0OOOOOODOO
0000000000 0000PRIVATEOOOOOOOOOUOOOOOOOOOOOOoOOoooooon
goog

s 0000000000000 0O0O0OPRIVATECO OO OODOOOOO NATOOODODOOOOOOOOO

ADD FIREWALL POLICY=net RULE=2 AC=NAT NATTYPE=STANDARD INT=vlanl PROT=ALL
IP=192.168.10.100 GBLIP=1.1.1.100 4

s 00000000000 000NATOOOOODODODODONATMASKOOODODOOOODOoOOOoooO
O000mMoooooooo NATOOODOOOOIPOOOOODOOOODODOOOOOODOODOOoOooOOO
goooobooooogooog

192.168.10.170 192.168.10.300 192.168.10.16/280 0 1.1.1.1701.1.1.300 1.1.1.16/280 0000000 O
goooooogboogon

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=STANDARD INT=vlanl PROT=ALL
IP=192.168.10.16 GBLIP=1.1.1.16 NATMASK=255.255.255.240 J

000000 NAT

000000 NATONATTYPE=ENHANCEDO 0000000000000 0000O0O0OO0OOO0O0OO
OIPO0O00OOOO0100IPOOOOOOOOONATOOOOOOOOOOOOOOOOOODOOOO
goboooboooooooboooobooo

mvlanl 000000000000 O0000O 1.1.1.1000000000000000000000000
goboooboooboboooboooobooboboon

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=ENHANCED INT=vlanl PROT=ALL
GBLIP=1.1.1.10

s ppp0 00000000000 -0000000000 192.168.1020000000000

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=ENHANCED INT=ppp0 PROT=ALL
REMOTEIP=192.168.10.200

IPsecO0O000 IPsecO000000O0O0ONATOOODOOOO IPsecO000O0ONATOODOODOO
IPsecOO0O IPsecOO00O0OOOOODODOODOOODODOODO

000000000 NATOODOOOUOOOOOOOOOODOOOOOOOOOOoOoOOoOoOoOddIPsecO
O000000 ESPOOO0OOOO0O0OOO0O0OOO0OO0OONATOOOOOOOO IPsecOOOOO
0000000000 00ooooo IPsec000O00ODOOOOOOOn

0000000000 NATOUOOODODODOOPROTOCOLOOODOODOO ESPOOOOOOOOOODOO
NATOOOOOOOO IPsecO000 NATOOUOOOOO IPsecO000 IPsecO 0000000

m oo
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ooooooo

1. Private 000000000 ESPOOOOOOOOOOOOIPOOOOOOO IPOOOOOSPT
O"Initlate 00 0007000000000

4ddd ESP IP: 192.168.1.100:3761720968 Rem IP: 192.168.2.100:3761720968

Gbl IP: 150.100.100.100:0 Gbl Rem IP: 192.168.2.100:0
ESP state . ... ... initialised
Start time ....... ... .. 17:15:46 26-Jan-2010
Seconds to deletion .................. 54

2. PublicO0000000O00OO0OO0OESPOOOOODOOOOODOODOODOOOOO Initiate0000
O00000000000000000000000000000000000 000 ”Establish 00O
0007000000000 000000000000000O00OO0OO0 SPIDOOOOOO

4ddd ESP IP: 192.168.1.100:3761720968 Rem IP: 192.168.2.100:3761720968
Gbl IP: 150.100.100.100:576906178 Gbl Rem IP: 192.168.2.100:576906178

ESP state ...ttt i e established
Start time ........ ... 17:15:46 26-Jan-2010
Seconds to deletion .................. 1176

[CO0000 Initiate 00 000000000000 O0O0OO0O00O0OOO0OOOOOOOOOOO@OOO
00000o0D0o0D0000000000 Firewall Notify Event0000000)

Policy : ips_pass - Notify Events:
Date/Time Dir Prot Number IP:Port <map> Dest IP:Port /Reason /IP header

8 15:03:54 IN ESP 1 150.100.100.100:576906178 0.0.0.0:0

ambiguous match session detected

0000 Initlate 0000000000000 (Public00000O000D0O0O0OO)DESPOOOO
oooooooon

m [PsecO00O0O0O
ooogIPsecOOOD0OOOOOOO

m NAT-Traversal 0 0 OO
0000 NAT-Traversal 0 0000000000 OOPrivate 0 O NAT-Traversal 0 0 O 0O 0O 0O O IPsec
goo0oooooooooooooooooobooooooo

m Private0000 IPsec00000 IPsec0 0000000000000 O0O0O0OOOO

ADD FIREWALL POLICY=IPS_PASS RULE=1 ACTION=NAT INTERFACE=vlanl
PROTOCOL=ESP NATTYPE=ENHANCED .J

s 00000000 IPOOOO0O0O0O0OO0OO0O0O0O00O00000000000IPsec00000O00O0O

O0000O0NATOOUOUOOOOOOOOOoOooooooooo NATOOOODOOOoOOoOOooooo

ADD FIREWALL POLICY=IPS_PASS NAT=ENHANCED INTERFACE=vlanl
GBLINTERFACE=ppp0 .

oooooooo CentreCOM ARS60S OO OOOO0OOO0O 2.9 23
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ooooooo

m ESPO0O00O0O0OOOOOOOOOOOOOOOOO

00000 ESPO0O0O0OOOO/O00IPOOO0OO0O0O0OOOOOOOOOOOOOOOOOOOOOOO
O0SPI0O00/0000000000000000000000000002000 IPsecO0000O0O
000000200 SA0000000000000O0O0DOOO0OOIPsecO000O0O0OO0OOOODOO SPI
gooooboogooooooo

gooooooooooooooobooboboobbooboono

e JODODOD InitiateDDOODOOODOOODOOODO
0000000000000 ESPO0O0OOO"Establish”"00000000000000000O0
00000000000 U0000UUOUD ESPOOOODODUOOOO

m J0000boooooon
NATOOOOOOOO SAO Lifetime 0 ESPO0 00000000 00O0O0O0OO0OOOO0OOOOOO
gooooboooooboooobooboooboobboobooboobbooboo

1. SAO Lifetime0 ESPO0OO000000D0O0D000O0000000O0O0OODOSAO Rekey OO
OO0 SPI000O0OO0O0OO0OO0O0OO0O0O0O0O0OO0OOO0ODOOOOOOOOOOOOOOOOOOOOOOOO0
000000000000000000000000000000000000000SA O Rekey
gooooboogbobuoboboooboboooboobbooboobbobboo

2. SAO Lifetime 0 ESPO000000O00O000O0O0O0OO0OO0OO0OOO0OOSADOOOODOOO
ooooo0 SessionTimerJ 0000 ESPOOOOOOOOOOOOOOO0O0O0OOOOOOO
O0OPrivate 0000 ESPO0OO0O0OO0O0OOOOO PublicO0O0O0 ESPODOOODOOOOO
ooo

[CEPPO 0000000000000 0OO00OOOSET FIREWALLPOLICYOOOODO13000000
ESPTIMEOUT OO OO0OOOOOOOOOO

m [ J0000boogoooobon
[PsecO 0000 "AH’OO0O00O0OO0OOOO

0000 NAT

0000 NATONATTYPE=REVERSED 0 0000000000000 O000000O0O0O0OOO NAT
gooooboboooooooooooboooboboobbooboon

mvlanl O0O0OO0O00O0000000 1111260000000 1.1.1.10000000000000

ADD FIREWALL POLICY=net RULE=1 AC=NAT NATTYPE=REVERSE INT=vlanl
REMOTEIP=1.1.1.126 GBLREMOTEIP=1.1.1.10 PROT=ALL J

000 NAT

000 NATONATTYPE=DOUBLED 000000000 OoOoOoOOoOoooon

m 00 192.168.10.1000C 1.1.1. 100000000000 1111000000000
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ooooooo

ADD FIRE POLI=net RU=1 AC=NAT NATT=DOUBLE INT=vlanl IP=192.168.10.100
GBLIP=1.1.1.100 PROT=ALL GBLREM=1.1.1.10 J

000 NATOOOO

O00NATOOOOODOOOOOOOOooooo

00000000000 mo00o0oo0ooooooooooooIP0000o0ooooooooooog
OA-BOOOUOODOODmMADODOUDmMBOODOUOOOOOOOOOOOD OO M IPI GBLIPM REMOTEIPO
0 GBLREMOTEIPO O OADD FIREWALL POLICY RULEO OO O077000000000000000
O00000000[]o0000o00000o000ooo00o0ooo0oooooooooon
OODODOOPRIVATEO OO OOOODOOOOOODODOODODOONATOOOODOOODODOOOOOOOOO
000000000000 ooouUIPOO00O0O0O0O0O0OOREMOTEIPODO0O0O0O0O0OOOOOOGBLIPO
gooooboobood

NAT OO O0O0OVFOOO O0OO0O00O0O0 000000 od
O
oooooo O -0 IP - [RE- GBLIP - OooooooIPOoO GBLIPO
0 PRIVATED MOTEIP] [REMOTEIP] od
O 0O IP « [RE- GBLIP ~ O0o0O0oooGBLIPOO IPO
0 PUBLICO MOTEIP] [REMOTEIP] od
oooooo O -0 [IP] - [RE-  GBLIP - OooooooIPOoO GBLIPO
0 PRIVATED MOTEIP] [REMOTEIP] oooooooooon
O 0O [IP] — RE- [IP] 0000000 GBLREMOTEIP
0 PUBLICO MOTEIP [GBLRE- 00 REMOTEIPOOOOUOOO
MOTEIP] oooo
oooo O -0 [IP] - [RE- [IP] -~ GBLRE- 0000000 REMOTEIPOO
0 PRIVATED MOTEIP] MOTEIP GBLREMOTEIP OO0 O O
O 0O [IP] — RE- [IP] 0000000 GBLREMOTEIP
0 PUBLICO MOTEIP [GBLRE- 00 REMOTEIP O OO
MOTEIP]
ooo O -0 IP - RE- GBLIP - ooooooo IPoO GBLIP
0 PRIVATED MOTEIP GBLRE- 000000000 REMOTEIP
MOTEIP 00 GBLREMOTEIP O OO
O 0O IP ~ RE- GBLIP ~ 0000000 GBLREMOTEIP
0 PUBLICO MOTEIP GBLRE- OO0 REMOTEIPOOOOOOO
MOTEIP OO0 GBLIPOO IPOOO
0o

uboooooobooog

gooooboobood
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ooooooo

ADD FIREWALL POLICYRULEO OO OO77000000000000000O000O0O00O0OOOOO
goooooooooooobooooboobobob bbb bbb ooboobbobbooo
goooooooooooobooooboobboobbooboobDbooobDbooboobbobbooo
goboooboooooooboooobooo

1. 0000000000000 0OU00O0000OO00D0OUUOOEDITOODOODMOOOODOOO
24000000000 oooooooooooOogooUooogooUooogoooooog
OdenylisttxtO 0 000 O

# Access-1list "denylist.txt"

# HOST or NETWORK NICKNAME
10.20.30.40
22.33.44.55 henna-server

123.45.67.0 - 123.45.67.255 henna-network # comment

000000000 00o0o0o0ooooooo0oooooooooo 20000000000
e JOOODOODOCODOI0.20.30.400
e DI IODODODODOI12345.67.0-123.45.67.2550200 IPO0000O0OOOOOOOOOOO
googoooboooobooobooboboobuoobbooooo

0000000000000 000oU0oo0o0ooo0ooooOoDoOOo0oo0oO0O0gg SHOW
FIREWALLPOLICY 000001500 000000000000O00000O0O0O0O00O0O0ODOOO
#000000000000000

2. 0000000000000 0000O0000O000O000000000000DO000oOoOO0
0000 LISTOODDOO0OO0OODOO00000000000O0denytol 000000

ADD FIREWALL POLICY=mynet LIST=denyto FILE=denylist.txt TYPE=IP .

3. 0000000000000 0000000000000000000LANOOvIlanlOOOOOO
O0000Odenyto0 000000000000 00IPODOOOO0DOODO0OODODOO

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=vlanl PROTO=ALL
LIST=denyto J

O00oooooo IPO0O00O0OOOOOOOO0OOOOOOOOOOOOOn

e JUUOOOPRIVATE - PUBLICOOO0OO0OOOOODOOOOOOOOOOODOOOOOOO
gooooboogoog

e JUUOOOPUBLIC -~ PRIVATED DO OOOOOODOOOOODOOOOOODOOOOOODO
goooooogoobod

000000 3000000000000000000000000000
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ooooooo

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=vlanl PROTO=ALL
REMOTEIP=10.20.30.40 J

ADD FIREWALL POLICY=mynet RULE=2 ACTION=DENY INT=vlanl PROTO=ALL
REMOTEIP=22.33.44.55

ADD FIREWALL POLICY=mynet RULE=3 ACTION=DENY INT=vlanl PROTO=ALL
REMOTEIP=123.45.67.0-123.45.67.255

OoooooooooooMACOOUOOOOUOODODUOO0OO0DO0O0O0O0O0OOOUOOADD FIREWALL POLICY
LISTOOOOOOODOO0OO TYPEOOOOODOODO ADDRESSOOODOOOOOOOOOOOO MAC
O00oooooo MACOOOODOOOOoOoOoOOO

RADIUSTOOOOOODOOOOO

RADIUSOOOOOOOOOOO0O0O0OU0O0OOOU00OO000000O0000O0000000O0D0ORADIUS
000000000 IPO000000O0O0O00OO00000O00000000MO0O00000WebOO
gooooboooobooobooboobobooboo

000 RADIUSOOOOOOOOOOOOOOOOOOOO RADIUSOOOOOOOOOOOOOOOO
O00000O000ooOo RADIUSOOOOOOOOOOOOOOOOODO

1. RADIUSOOOOOO0OOOO0OO0O00O0O0O0OOO0oo0ooooooooooooooooo
goboooboooobooboboooboooooog
000000000 IPO00O0OO0 192.168.10.10 00000000 himitsu 00000

# client secret
192.168.10.1 himitsu

2. OO0 RADIUSOOOOOOOOOOOOOOOOOOOOOOODOOOOOOODOODOOOOOO
goooooo
RADIUSOOOOOOOOOOOOOOOOO0OOOO00OOO0O0OO0O0OOO0ODOOoOooOOoOo
0 Access-Request 00 0000 RADIUSOOOODOOOOOO

User-Name [ipadd], User-Password allowdeny

O000000o00o0ooooIPO00OO0OO0OOOOO[OU0OOO0OO0CO0OO0O0O0OOOOOOOOn
OallowdenyDOOODOOOO0ODOO0OODOO

ipadd 00000000 0OPRIVATE - PUBLICOOO0O0000O00000O0D0O0OO0OODOPUBLIC
- PRIVATED OO0 OOOOOOOOOOOOO
RADIUSOOOOOOOOOOOOOOOOOOO0OOOOOOoOoIPOOOOODOOOOOOOO
00000000000000000000000000000000000000000RADIUS
gobooooboooboboobobooobooooog

ooao ooo
User-Name [ipadd]
oooooooag CentreCOM AR560S 0000000000 29 |27
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ooooooo

User-Password allowdeny
Framed-IP-Address 0000 0.00000000 ipadd
0 10:

0000000000000000000000000000000Framed-IP-Address O 0.0.0.0
gooogbooooooobooooog

[49.49.49.49] Password = "allowdeny"
Framed-IP-Address = 0.0.0.0

[18.18.18.4] Password = "allowdeny"
Framed-IP-Address = 0.0.0.0

3. JO0000UooOOoOoUooOoORADIUSOOOOOOOOOOOOOOO
4. DJU0O0OOOOORADIUSOOOOOOOOOOOOOOOODOOOOORADIUSOOOOO IPO
oooo 1921810500000

ADD RADIUS SERVER=192.168.10.5 SECRET=himitsu

5. JO0000000O00U0OOO0O0UOO0OOOORADIUSOOODOOOOODOOOOOOO
O0OD0O0DO0OO0OLANOOvIanlOOOOOOD0OODO0OO0 HITPOOOOOOODOOOOOODOODOODOOO
00000000 RADIUSOUOOOOOOO0O0OOU0ODODO0O0DO0D0OOACTIOND DENYOOOO
O0000000000000000000RADIUSOOOO0OOO Framed-IP-Address 0.0.0.00
000000000000 000000000000000ACTIONO ALLOWOOOOOOOO
O000000000000000Framed-IP-Address 000 000000000000000O0O0
gooogog

ADD FIREWALL POLICY=mynet RULE=1 ACTION=DENY INT=vlanl PROTO=TCP
PORT=80 LIST=RADIUS .

[CALLOW O OO0O0O0OO0O00OODO0OODENYODOODOOOODOO0OO0ooooooooooooooooo
ALLOWOORADIUSOOOOOOOOOOOOOOOOOOOOOOOOOOOODENY O0RADIUS
gobooboobOo0oooboboboobobooobobobooboboobooboboo

s RADIUSOOOO0OO0OO0O0OO00O00O000000O0000O0

e ACTIONO ALLOWOOOOOOODOOOOORADIUSOOOODO Access-Reject 00000
IPooOO00O0o00000D0000O0DOOOO0ODOOOOODOOOO

e ACTIONO ALLOWOOOODOOOOOOORADIUSODOOOO Access-Accept0 0000
oooooooIpPO0b0OO0O0O0OOO0O0DOOOOOOOOOOOOO

e ACTIONO DENYOODOOOOODOORADIUSOOOOD Access-Reject 0000000
OIpPO0000O0O00OOOO0O0OOOO0ODOOOO0OO

e ACTIONO DENYOOOODOOOOOORADIUSOOOOO Access-Accept000000
ooolpPoO0ooo00000O0O0DOOOOODOOOOODOOOODODO

oooooood
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ooooooo

goooooooooooooooboobboob bbb booboobbobbooo
00000000 WebOOODOODOODODDODOODOODODODDODOODO0OODO0OOD0ODO0O0OOOOADD FIREWALL
POLICYRULEO O OOO7700000 AFTERO BEFOREODAYSO OO OOOOOOOOO

m 0000000000000 900020:0000000000000 WebODOOOD1.23200000
goooooooooooobooooboobbob bbb booobDbooboobbobbooo
ooo

ADD FIRE POLI=mynet RU=1 AC=ALLOW INT=ppp0 PROT=TCP IP=1.2.3.2 PORT=80
DAYS=WEEKDAY AFT=9:00 BEF=20:00 J

0000000 Mppp0 00000000 DOOOO0D TCPOOODOOOOOOOIPOOOOO 1.2320
gooooo8oooooooooooogoeooo2000000000poooooooooooooon

s (0000000000000 TILOODO0O0OOO000000000000000000000O00TTL
o0oo0U0UooooooooU0UooooooU0UoooooU0UoUoooooooooo TTLooOoOooo
goooobooooogooog

uboooooooooban

s 0000000000000 000000000000O000000OO0SHOW FIREWALL POLICY O
gooolooooooooooo

m 0000000000 SETFIREWALLPOLICY RULEOOOOO1350000000000
m 000000000 DELETE FIREWALL POLICY RULEOOOOO%% 0000000000

oooooood

1. 0000000000000 00000000000OD0000000000000000000000
00000000000 000000000DU0000PRIVATECOOOOODODOOOOOOOOO
O00000oooooooPUBLICOOUOO0O00OOOOOOOOOOOOODOOOOOOOOOO
gooooobooooboooboooooooboooboooboob bbb bbb boonbo
gbooooboogoboooobooobbobboon

2. J00000O0OOO0oO0O0OooOoOoPROTOCOLDOOOOOOOOOOOOOOOOOOODOOOO
gbbooobooobobobobooboboooboooboobooboboon

3. JU0OO0Oo TCPO UDPOOOOOOOOOOPORTOOOOOOOODODODODODOOOOOOO
gobooooboooobooboboooboooooog

4. 0U0O0OOOO0TCPO UDPOOOOOOUOOOOSOURCEPORTOOOOOOOOOOOOOOOO
gbooooboogobooooboobbobboon

5. JO0OOIPOODOOOREMOTEIPODOOOOOOOOOPRIVATEOOOOODOOOOOOIPOO
OO0O0PUBLICOOOOOOOOOOOIPODOOOOOOODOOOOOOOOOOOOOOOODO
gooooooooood

6. JOOOIPOOOOOIPODOO GBLIPODODOOUOODOOOOPRIVATEOODOOOODOOOOOIP

gooooboobood CentreCOM AR560S DO OO OO0OOOO 29
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ooooooo

O00O00OPUBLICOOOOOOOOOOOIPOOODOOOOOOIPOOOOOONATOOOO
O0o0oOoPUBLICOOOO0OO0OOOOOOOODOOOOOIPOOOOOGBLIPCONATOOO
00000000 PRIVATEOOOOO IPOOOOOIPOOOODOOO
7. IPO0O0O0OO0OO0O0O0O0O0O0O0O0O0OOOOOOO0OOO00000000O000000000000O
coooooooooooooooo
8. Ethernet00 0 VLANDOOOUDODOOOOOOODOODOOOODOODOODOOOMACOODOOOO
ooooooooooooooooooooboo MACOOOODOOOOOOODOOOOOOOOO
odboboodoooooooooooooooooooooooooooooooooogoogn
oooo
9. DOOOIPOOOOOOOUOOOOOOOPRIVATEDODODOOOOOOOO IPOODOOOOPUBLIC
O0oooooooooIPO0OOOO0OOOOOOOIPOOOORADIUSOOOOOOOOO
00oo0o00ooooooooo0oo ALLOWOOooooooooooooooooooooo
00000000 DENYOOOODOOOOOoOoOoooIPOOOOOOOOOOO0OO0OOO0OOOOO
0000000000000 ALLOWOOOOODENYOOOOOOoOoO
10. IPOO0OOOOOOOOOOOOOOORADIUSOOOOOOOOOOOOOOOOOOOOODO
OALLOWOOO0OOO0000O000000O000000 DENYOOOOPRIVATEOOOOOO
ooboboooooooooooooooooooooooogoooooon
11. IPOOO0O0OO0O0OO00O00O0O0O0O00ORADIUSOOO0OO0OO0OOO0OO0OOOOOO0OO0O0OO
OIPOOOOOPRIVATED D OOOODOOOOOOOOIPOOOOOPUBLICOOOOOOOO
O0O0O0ORADIUSOOOOOOOOOOOOOOOORADIUSOOOOOOOOOOOOOOO
ooooo
e J0ODOODO ALLOWOOOOOOOODODOORADIUSOOOOO Access-Reject0 0000
IPooOO00O0o00000D0000O0DOOOO0ODOOOOODOOOO
e DDOOOO0 ALLOWOODOOODODDOOOORADIUSOOOOO Access-Accept0 0000
oooooooIpP0b0OO0O0O0OOOO0O0DOOOOOOOOOOOOO
e 000000 DENYODODOODOOODOOORADIUSOOOOO Access-Reject 000000
o0 IpPO000OO0O00OOOO0O0OOOO0ODOOOOOOO
e J00O0OODENYODOODOOODODODORADIUSOOODOO Access-Accept0 00000
ooolpPoo0ooo00000O0O0DOOOOODOOOOODOOOODODO

goboggoboooouad

goooooooooooooooboobboob bbb booboobbobbooo
goooooooooooooooboobboob bbb booboobbobbooo
gooooooooooooooooooboobboobogboobboobnbooooog

goooooooooooooooboobboob bbb booboobbobbooo
goooooooooooooooboobboob bbb booboobbobbooo
gooooo

s J0000000000000000000000000O0OENABLE FIREWALL POLICYOOO O
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ooooooo

011800000 LOGUOOOODOOOOOOODOOODOOODODOOOODOOODDODOODODODOOODOOOO

goooooboooooooooooboobboobbooboono

ENABLE FIREWALL POLICY=mynet LOG=DENY .

LOGUUO0000000ouoooodooooooooooooorLoGoooooooooooog

gopooobooooooooboooboon

ooooog ooooog

INATCP OO00OPUBLICOOOOO TCPOOOOOOOOOO

INAUDP oooooubrPOOOooooog

INAICMP oooooIcMpPOOoOoOO

INAOTHER ooooolIPOoO0O0oOoOTCPOUDPODICMPOOOOOO

INALLOW 0000000000/000000000INATCPO INAUDPO INAICMPO
INAOTHERO OO OOOOOODOOOO

OUTATCP OOOPRIVATEOOOOO TCPOOOOOOOOOO

OUTAUDP oooooubrPOOOooooog

OUTAICMP oooooIcMpPOOoOoOO

OUTAOTHER ooooolIpPOo0O0ooOoTCPOUDPOICMPOOOOOO

OUTALLOW 0000000000/000000000OUTATCPOOUTAUDPO OUT-
AICMPO OUTAOTHERO OO OOOOOOOOOO

ALLOW 0000000000/00000000

INDTCP ooooo TCPOOOOOOOOOO

INDUDP oooooubrPOOOooooog

INDICMP oooooIcMpPOOoOoOO

INDOTHER ooooolIPOo0O0oOoOTCPOUDPOICMPOOOOOO

INDENY 0000000000 /000000000INDTCPOINDUDPO INDICMPO
INDOTHERO O OO OOOOODOOOO

OUTDTCP ooooo TCPOOOOOOOOOO

OuTDUDP oooooubrPOOOooooog

OUTDICMP oooooIcMpPOOoOoOO

OUTDOTHER ooooolIpPOo0O0ooOoTCPOUDPOICMPOOOOOO

OUTDENY 0000000000/000000000O0OUTDTCPO OUTDUDPO OUT-
DICMPO OUTDOTHER D O OO OOOOOOOOO

DENY 0000000000/00000000

INDDTCP O00o0Oo TCPOOOOOOOOOOOOIPOOOOOOOOO 19200000
od

INDDUDP ooooouUubrPOOO0OoooOoooOoIiPOddooooogi192000000

INDDICMP oooooICMPOOOOOOOIPODOOOOODOOO 192000000

INDDOTHER oooooIPoOoOoOoOooTCPoUDPODICMPOOOOOOOOIPOOOOO

goooboobood

oooo 192000000
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ooooooo

INDDUMP 0000000000/0000000000IPO0O0O0OO0O0O0O 192000
ggno

OuUTDDTCP O00o0Oo TCPOOOOOOOOOOOOIPOOOOOOOOO 19200000
o

OuUTDDUDP ooooouUubrPOOO0OoooOoooOoIiPO0OOdooooogi192000000

OUTDDICMP oooooICMPOOOOOOOIPODOOOOODOOO 192000000

OUTDDOTHER oooooIPoOoOoO0OooTCPOUDPODICMPOOOOOOOOIPOODOOO
oooo 192000000

OUTDDUMP 0000000000/0000000000IPO0O0O0OO0O0O0O 192000
oo

DENYDUMP 0000000000/0000000000IPO0O0O0OO0O0O0O 192000
ggno

01:000000000000000000

m JJ000d0booobbooobobobooob0bogobooooboooobog

SHOW LOG MODULE=FIRE .

goo

SHOW LOG TYPE=FIRE .

s (000000000000000000000000000000000000000C0O0CTAILOO
gooooboodgo

SHOW LOG MODULE=FIRE TAILUOOO 20000000000 4
SHOW LOG MODULE=FIRE TAIL=1000 10000000000 J

Manager > show log module=fire

Date/Time S Mod Type SType Message

28 10:39:45 4 FIRE FIRE INDIC ICMP - Source 172.16.28.32 Dest 172.16.28.255
Type 9 Code 0

28 10:39:45 4 FIRE FIRE INDIC bad ICMP message type to pass

28 10:40:05 4 FIRE FIRE INDUD UDP - Source 172.16.28.120:137 Dest
172.16.28.255:137

28 10:40:05 4 FIRE FIRE INDUD flow rejected by policy rule

28 10:40:06 4 FIRE FIRE INDUD UDP - Source 172.16.28.120:137 Dest
172.16.28.255:137

28 10:40:06 4 FIRE FIRE INDUD flow rejected by policy rule

28 10:40:41 3 FIRE FIRE OUTDT TCP - Source 192.168.10.1:1045 Dest
172.16.28.1:139

28 10:40:41 3 FIRE FIRE OUTDT flow rejected by policy rule
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ooooooo

m 0000000000000 00000UINATCPOUINAUDPOINAICMPOINAOTHEROINALLOW
00000000000000D00OSeverityD 0 2000000000000000000000C000O 3
O00000o00o0oo0oUoo0oooooooooOSHOWLOGOOODomuoooooo 38900
gooobooobbooooobobooogobbooogb bbb bbb bbb oOog
gooooboooobooooboooboobbobboooboo
goooooogooooobooooboobbobbooboobbooobDboooboobbobboon
0OO0TEMPORARYO OO ORAMUOOOOOOOOOOOOOOOOOOOOOOOO

ADD LOG OUTPUT=TEMPORARY MODULE=FIRE .

goooog

0000000000000 00000000000000000000ENABLE FIREWALL NOTIFY
00000700 000000000000000000000OO0000O00O0OODOOd

e MANAGEROManager 0000000000000 0000D0O0O000O0O0OO00O
e SNMPUOUUOUOUOOODOOOOOOOOOOOOSNMPOOOOOOO

e MAILOOODOOOOOOODOOODODOODODOODODODODODODODODODO

e PORTOOUOOOOOOOOOOOOODO

O00o0000000000000000000000000000000000 ManagerOOOOGOOO
goooooogoboooooooboobbobboobnooooog

m [JJ0000booboboobobobboooboboooboonbooo
1.0000000000000000000000O000000000000000D0D000oO

SET MAIL HOSTNAME=gw.example.com
ADD IP DNS PRIMARY=192.168.10.5

2. 0000000000000000000000D0000O00OO

ENABLE FIREWALL NOTIFY=MAIL TO=admin@is.example.com .

Syn00000000000O0O0O000O0O0O0O00O

Subject: Firewall message

From: manager@gw.example.com

To: <admin@is.example.com>

Date: Sun, 22 Jul 2001 13:33:19 +0900

22-Jul-2001 13:33:19

SYN attack from 1xx.43.12.xxx is underway

[ O00000000000000000000000000000000000000DNSOO0OO0OO0OOQg
goboobooboboobobboboobooboboobo

gooooboobood CentreCOM AR560S DO OO OO0OOOO 29
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ooooooo

m 00000000 SNMPOOOOOOOOOOOOOOOODODODODODOOOOOODODODODOODOOOO
SNMPOOOOODO 192.168.1050000000
1.SNMPOOOOOOOODOOOODODO0OOOODODOODOSNMPOOOODOOOOO

ENABLE SNMP J
CREATE SNMP COMMUNITY=public MANAGER=192.168.10.5 TRAPHOST=192.168.10.5 J
ENABLE SNMP COMMUNITY=public TRAP .

2. SNMPOOOOOOOOOOOOOOOOOOOOO

ENABLE FIREWALL NOTIFY=SNMP .J

goooooboooboooooooobooobboobboo

172.16.10.1: Enterprise Specific Trap (1) Uptime: 2:19:50
enterprises.207.8.4.4.4.77.1.0 = OCTET STRING: "22-Jul-2001 14:15:47..

Port scan from 12.xx.xx.xx is underway"

[CCSNMPOOOOUOOOOOUOOOOOUOOOOOOOOOSNMPOOOOOOSNMPOOOOOOOOOOO
0000000000000000/0000000000000000000000000000ODO0O0O0O0
OoooSNMPOOOOOOOOO

s J00000000000000000000OSHOW FIREWALLOOOOO1M40O00O0O0O0OOOO
0 I Enabled Notify OptionsD 0D 0000000000000

m 0000000000000 0 DISABLE FIREWALL NOTIFY OO OOQOl10400oooooooo

DISABLE FIREWALL NOTIFY=MAIL

s J00000000000000000000OSHOW FIREWALLEVENTOOOOO147000000
goog

SHOW FIREWALL EVENT J

000000000o0o0ooooo 300000000000000000000000000D0D00000O
goooo

e UUUONotifyDODODDOODDODOODOOOOODOO0DODDOOO0DOOOO
e D00ODenyl D0OOOOOOOOOOOOOOOOOOODOOO
e IDDAllowDOODODOOOOODOOOOODDOOOODOOOODODOO

gopoobobooobooobbooobooooboooboo
SHOW FIREWALL EVENT=NOTIFY .

gboooooboooboooobooooboooboo

good oo
DoS Flood goooooooooooooooooooobooboooooooooo
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ooooooo

Fragment Attack

gbooooboooboboooboobobooobooobooboo

Host Scan

gopoooboogobooooboooboboon

IP Spoofing

ogoolpoOooOooooog

Land Attack

O00o0o0ooooooooooooIPO0OOooOODOSOOOOO
gooooobood

Ping of Death

oooo0oooooo0obooooo0boo0 Ping000O00O0O0O0OO
gooooboooooobooooog

Port Scan

gooooooobooboboooog

SMTP Third-party Relay

goooooooobooobbobbuooboobbobbonooooog
ooboooooodddspamboooOoOoOoOooooooooonog
gooogog

Smurf Attack

oooo0oooOooo0oOo0oo0ob0o0b0o0000 Ping0O00OOO
goooooooobooooboobuoboobobooboobnoooo
gbooooboogobooooboobbobboon

Spam

spam 000 0000000000000000 spamO0000000
gobooododdspambooooooO00oOoooooooonog
ooooooog0spamO0d0doogn

Syn Attack

TCPO Syn0D00O00O00D00O0O0O0O0O0O00O0DOOO0DOOOO
0000000000000000000000 Syn/Ack000000O
gobooobooboobboobboobooon

Tiny Fragment Attack

goo0ooooooooOoo TCPUOOO20000000O0OOODO
Syn000O00O0O0O0O000O0O0O000O0O0OO00DOO0

UDP Port Scan

upbrOOoOoOoOoOoOoOoOO

gooogoooboooboogboooooooboobbobboobobDboobooboobobpbobubLbo

0120000

0000000000000 OCREATE TRIGGER FIREWALLO OO OMOOOOooOO 17100000

gooooo

m J00goooooooobbooboobooobobbooboobobbobobobbobbooLbo
0000000o0o0o0oo0ooooo0ooooo0oDoooooooooooooo IPODOOO
gooooboooooooood

ENABLE TRIGGER

CREATE TRIGGER=1 FIREWALL=PORTSCAN MODE=START SCRIPT=pscans.scp

OO00000pscans.scp 000

MAIL TO=admin@is.example.com SUBJECT="Portscan from %2 started (Policy %1)"

goooboobooobooobobooobooooog

gooooboobood
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ooooooo

Subject: Portscan from 1xx.xx.3x.180 started (Policy mynet)
From: manager@gw.example.com

To: <admin@is.example.com>

Date: Sun, 22 Jul 2001 14:37:21 +0900

[(O0O00000000000000000000000000000000000000DNSOO0O000000
goboobo0ooooooboobooooooobobobobooo

m 0000000000 SETFIREWALL POLICY ATTACKOOOOO131 000000000000
m 0000000000 SHOW FIREWALL POLICY ATTACKO OO OO159000000000000

oooooood

gooooobooooooobooooboobbobboobooboboobDbooobboobbon

m 000000000 ENABLE FIREWALL POLICY OO O OO11800000 ACCOUNTING O O
goooooooooo

ENABLE FIREWALL POLICY=mynet ACCOUNTING .

m 0000000000000 00SHOW FIREWALL ACCOUNTINGOOOOO143000000
gooo

Manager > show firewall accounting

Policy : mynet
Date/Time Event Dir Prot IP:Port <-> Dest IP:Port /Traffic statistics

22 14:42:17 END OUT UDP 172.16.28.160:2060 172.16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END OUT TCP 172.16.28.160:36399 172.16.48.16:25

Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192.168.10.5:65406 172.16.28.1:53

22 14:44:33 END oUuT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:34 END ouT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END oUuT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END oUuT ICMP 192.168.10.5 172.16.28.1

Traffic out 1:84 in 1:84
22 14:47:16 START OUT TCP 192.168.10.50:1031 172.16.28.5:80
22 14:47:17 START OUT TCP 192.168.10.50:1032 172.16.28.5:80
22 14:47:44 END IN ICMP 172.16.28.180 172.16.28.160
Traffic out 1:28 in 1:28

s J000000000000000000000O000000O 3000000000000000000
goooooogoog
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ooooooo

SHOW LOG TYPE=ACCO J

Manager > show log type=acco

Date/Time S Mod Type SType Message

22 14:42:18 3 FIRE ACCO END UDP 172.16.28.160:2060 172.16.28.1:53 Flow
terminated

22 14:42:18 3 FIRE ACCO END Flow traffic out 1:66 in 1:118

22 14:42:18 3 FIRE ACCO END TCP 172.16.28.160:36399 172.16.48.16:25 Flow
terminated

22 14:42:18 3 FIRE ACCO END Flow traffic out 13:846 in 12:967

22 14:44:33 3 FIRE ACCO START UDP 192.168.10.5:65406 172.16.28.1:53 Flow
started

22 14:44:33 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:33 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:34 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:34 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:35 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:35 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:44:36 3 FIRE ACCO END ICMP 192.168.10.5 172.16.28.1 Flow terminated

22 14:44:36 3 FIRE ACCO END Flow traffic out 1:84 in 1:84

22 14:47:15 3 FIRE ACCO START TCP 192.168.10.50:1031 172.16.28.5:80 Flow
started

22 14:47:16 3 FIRE ACCO START TCP 192.168.10.50:1032 172.16.28.5:80 Flow
started

22 14:47:44 3 FIRE ACCO END ICMP 172.16.28.180 172.16.28.160 Flow
terminated

22 14:47:44 3 FIRE ACCO END Flow traffic out 1:28 in 1:28

22 14:49:35 3 FIRE ACCO END UDP 192.168.10.5:65406 172.16.28.1:53 Flow
terminated

22 14:49:35 3 FIRE ACCO END Flow traffic out 1:70 in 1:190

uboooooogn

0000000000000 0000000000o0o0O0O000oUENABLE FIREWALL POLICY O O
O00n8sooooo DEBUGLOOOOOOOOOODODOUOUOOOOOOODOOOOOOODOPKTO
O000000000O0PROCESSOOOOOOO

[CDEBUGUO0O00000O0O0OO0O0NOOODO0NONONONOOON0N0NOOOO0N0NOUOO0O00DUooooOo
gobooboooobooobuoboboboooboooo

m (00000000 PKTOOODODODOUOOOOOOOO IPOOOOOOObBOOOO 1600000
gooobooboogog

ENABLE FIREWALL POLICY=mynet DEBUG=PKT .
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ooooooo

Manager >
FIRE ICMP 45000024 c6070000 01018e04 acl01lc20 aclOlcff 0900421e 01020168
96571c20 00000000

Manager >
FIRE TCP 4500003c ¢87c4000 40060c3d aclO0lcb4 aclOlcal 05e70017 3398573f
00000000 a0027d78 19420000 020405b4 0402080a 0d82ac62 00000000

s 000000000 PROCESSOO0O0OOOOOOOOOOOIPOOOOOOOOOOODOOOOOO
goooboobood

ENABLE FIREWALL POLICY=mynet DEBUG=PROCESS .

FIRE UDP 4500004d 218a0000 4011dcl0 cO0a80a05 acl0lc01l ££780035 00393422
067£0100 00010000 00000000 076£6374 6£766572 0274770e 616c6c69

FIREWALL new flow - UDP - session ID 8b2e

FIREWALL packet sent to UDP handler

FIREWALL flow 8b2e found for packet

FIREWALL packet sent to UDP handler

FIREWALL packet passed - UDP OUT - passed by rule 0

FIRE UDP 4500004d 218b0000 4011dcO0f c0aB80a05 acl0lc01l ££770035 00394£22
06800100 00010000 00000000 076£6374 6£766572 0274770e 616c6c69

FIREWALL new flow - UDP - session ID 9al4

FIREWALL packet sent to UDP handler

FIREWALL flow 9al4d found for packet

FIREWALL packet sent to UDP handler

FIREWALL packet passed - TCP OUT - passed by rule 0

FIRE TCP 4500003c 218c0000 4006db77 c0a80a05 aclOlcb4 e2360017 d71d5199
00000000 20024000 1d930000 020405b4 01030300 0101080a 000064b7

FIREWALL new flow - TCP - session ID a9c5h
FIREWALL packet sent to TCP handler

FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction IN
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction OUT
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction OUT
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction IN
FIREWALL flow a9c5 found for packet

FIREWALL packet sent to TCP handler direction IN

s 0000000000000 0O0O0O0ODISABLE FIREWALL POLICY OO O OO10500000
DEBUGOOOOOOOOOOOO
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ooooooo

DISABLE FIREWALL POLICY=mynet DEBUG=PKT .

m J00000000000000 SHOW FIREWALL POLICY OO OOO15000000000000
0 Enabled Debug Options0 000 00000000000000

oooooood

s 0000000000000000000000000000000000 SHOW FIREWALL SESSION
gooooleenOOooOooOOOO

Manager > show firewall session
Policy : net
Current Sessions
3612 UDP IP: 192.168.10.100:64499 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:13842 Gbl Remote IP: 172.17.28.1:53
Start time ....... ... 17:44:35 07-Mar-2002
Seconds to deletion .................. 264
158f UDP IP: 192.168.10.100:64500 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:5519 Gbl Remote IP: 172.17.28.1:53
Start time ....... ... 17:44:13 07-Mar-2002
Seconds to deletion .................. 246
7527 UDP IP: 192.168.10.100:64501 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:29991 Gbl Remote IP: 172.17.28.1:53
Start time ....... ... i 17:41:11 07-Mar-2002
Seconds to deletion .................. 60
5e9e TCP IP: 192.168.10.100:65484 Remote IP: 172.17.28.103:22
Gbl IP: 172.17.28.185:24222 Gbl Remote IP: 172.17.28.103:22
TCP state ... it closed
Start time ....... ... i i 17:35:17 07-Mar-2002
Seconds to deletion .................. 54

s 0000000000000 0000O0SHOW FIREWALL SESSIONOOOOO166 00000
COUNTEROOOOOOOOOOO

Manager > show firewall session counter

Policy : net
Current Sessions

43fa TCP IP: 192.168.10.100:65480 Remote IP: 172.17.22.10:80
Gbl IP: 172.17.28.185:17402 Gbl Remote IP: 172.17.22.10:80
Packets from private IP .............. 8
Octets from private IP ............... 558
Packets to private IP ................ 8
Octets to private IP ......... ... .. 6881
TCP state ... ittt closed
ogooooooo CentreCOM AR560S OO 0OO0O0OOOOO 2.9
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ooooooo

Start time ....... ... ... i 17:51:26 07-Mar-2002
Seconds to deletion .................. 300
c296 TCP IP: 192.168.10.100:65483 Remote IP: 172.17.24.1:23
Gbl IP: 172.17.28.185:49814 Gbl Remote IP: 172.17.24.1:23
Packets from private IP .............. 11
Octets from private IP ............... 555
Packets to private IP ................ 12
Octets to private IP ......... ... .. 554
TCP state . ... timeWait
Start time ....... ... i 17:49:33 07-Mar-2002
Seconds to deletion .................. 246
ea27 UDP IP: 192.168.10.100:64433 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:59943 Gbl Remote IP: 172.17.28.1:53
Packets from private IP .............. 1
Octets from private IP ............... 75
Packets to private IP ................ 1
Octets to private IP ......... ... .. 149
Start time ....... ... ... i 17:50:05 07-Mar-2002
Seconds to deletion .................. 270

s 0000000000000 000000O0SHOW FIREWALLSESSIONOOOOOl6600000
O00oooooo IDO0000OO000DOo0o00oooOooooOoooon

DELETE FIREWALL SESSION=c296

googoouooooogoo

0000000000000 00O000ADD FIREWALL POLICY INTERFACEO OO OO6500000
goooboooooboobooobbbuoooobboooobboobb bbb LobpboOog
NATOOOOOOOOOOOoOOooOoOoooooOooooOoooooo

ethODppp0 0 0000000000000 DO00O0DO0O0O0000DO000OO0O0OOO0DOOO0OO0
goooooooooooobooooboobboob bbb booobDbooboobbobboon
OOPPPOOOO0ONDOOOOODOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
gooo

O00o0oo0goo PPPOOO0OOOOOOOOOOOOODOOODOOOOODOOOODOODMOOOOO
gooooooooooooboooboobbob bbb booboobbobbooo
gooobooooobobooboboooboboboooobboooobboobbbboobbboooobboOog
000000000 0ponI 00000000000 DO0O0OO PPPOOODOO0OOODDpon-if0 0000
O00000000ADDFIREWALL POLICY INTERFACEO OO OO650 0000000000000
0000000000000 0000000000000WDYN-OOOO0O00oouoooooooooo
gooog

[ O00000000000000 HTTPOOODOOOOOOOOOOOOO
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ooooooo

uboooooogn

s 000000000000 PPPOOUOOOOOOOOOOOOODODO CREATE FIREWALL POLICY
DYNAMICOOUOOO8UUDUOODODODUOOOODODOOOOODOOOOoOoooooooooo

CREATE FIREWALL POLICY=net DYNAMIC=dialup-if J

s 0000000000000 0000000000000O00O00o00d ADD FIREWALL POLICY
DYNAMICOOOOODRUDOD000000000000000000 whiteOOODODODOOOOOOOO
000000000000000000000000dialupidf00000000000O000O0OOO0
ooo

ADD FIREWALL POLICY=net DYNAMIC=dialup-if USER=white

[ 000000000 00DoD0ooo00o000ooDoooOoODO0O0Oooo

m PPPOOCO0OCOO0O0OO00OOO0O0OO0O00O00O0O0O00O0O0OUSEROOOOOOO NONEOOO
0000000000 00ooo0oooooo PPPOOOOCOOODOOODOODOOOOOOOOO

ADD FIREWALL POLICY=net DYNAMIC=noauth_if USER=NONE .

s PPPOO0O0O0O0OOOOOOO0OO0O0O0O0O0O0O0O0O0C0OUSEROODOOOOO ANYOOOOOOO

ADD FIREWALL POLICY=net DYNAMIC=alluser USER=ANY .

m 100000000000000000000000000O0O0O0O0O0O00000ADD FIREWALL
POLICY DYNAMICOOOOO620O0O000O0O0O0O0O0O0OOOO0DOO0OO0O0OOO0DOOOOOO0OO
0000000000000000000000000salesif000000000000OOOO0OOOO
0 0 hayashil kobayashi oobayyashi 0 00 3000 0000000000000000000000

CREATE FIREWALL POLICY=net DYNAMIC=sales_if

ADD FIREWALL POLICY=net DYNAMIC=sales_if USER=hayashi
ADD FIREWALL POLICY=net DYNAMIC=sales_if USER=kobayashi .
ADD FIREWALL POLICY=net DYNAMIC=sales_if USER=oobayashi .

s J000000000000000000000000000000O0O0O0O0 EDITOOOOM OO0
00002000000000000000000000000000C001IOD 1000000000
bbb axtoOoo

00 OO0 newusers.txt

nakata
nakano
nakao
nakajima

nakamura

gooooboobood CentreCOM AR560S DO OO OO0OOOO 29
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ooooooo

nakayama

00000000000 ADD FIREWALL POLICY DYNAMICO OOOOe6200000O FILEDO OO
oooooooooooboooog

ADD FIREWALL POLICY=net DYNAMIC=sales_if FILE=newusers.txt

OODODUOOFILEDOOOOO0OOO0OO0OUSEROOOOOO0OODOoOoOoooooooooooon

s 000000000000000000000000000000000000DELETE FIREWALL
POLICY DYNAMICO OO OO8OOODOOODOOoOO

DELETE FIREWALL POLICY=net DYNAMIC=sales_if USER=oobayashi

s J000000000000000000000000000000000000DELETE FIREWALL
POLICY DYNAMICO OO OO8OOODOO FILEOOOOOOOOOOOO

DELETE FIREWALL POLICY=net DYNAMIC=sales_if FILE=newusers.txt .

s 0000000000000000000000DESTROY FIREWALL POLICY DYNAMICOOODO
01010o0oo0o0oooooooooooooo0oooo0oooooooooooooo

DESTROY FIREWALL POLICY=net DYNAMIC=dialup-if J

uboooooogn

goooooooooooooooboobboob bbb booboobbobbooo
00000o00oooogooooUooooooooo@mDbYN-OODODOOoooooooooooon
goooooogooobod

m [JJ0000booboboobobobobooobooooboooobooo

ADD FIREWALL POLICY=net INTERFACE=DYN-dialup.-if TYPE=PRIVATE .

m 000000000000 WebOOOODODOODODODOOODODOODDOOOO

ADD FIREWALL POLICY=net RULE=1 AC=DENY INT=DYN-dialup-if PROTO=TCP
PORT=WWW J

[ O00000000000000000000 NATOOOOOOOOO0O0O0O0O00oooooooooooog
gooboood

0000000000000 0o0Application Detection Systemd ADSO

00o0000UUooUogP2PO00O0O0OO0OO0OOOUOOOTCPOODOOUOODUOOODOOOOOOO
goooooooooooooooboobbob bbb boobboobbobbooo
gooooboooboooobooooboooboo
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ooooooo

ADS(Application Detection System) 00 DD 00000 P2PO0O0O0O00OO0O0O0OO0O0OOO0OO0
goooooooogoo

s J00000000000000O0WINNYOOOOOOOODODOUOUOOoOoOooooooooooodo
ENABLE FIREWALL POLICY P2PFILTER D 00 001220000000000
ENABLE FIREWALL POLICY=policy P2PFILTER=WINNY ACTION=DENY

s J000000000000000WINNYOOUOOOOOOOODOUODISABLE FIREWALL POLICY
P2PFILTERO 00001090 000000000O
DISABLE FIREWALL POLICY=policy P2PFILTER=WINNY

000000 WinnyoQoOooo

000000000 Winny Ver2.0b7.100000000000000

Winny 00000

Winny0OOOOOO0O 50000000000000000000000
000103000000 60URGENTO OO O405000000 OODEBUGD O OODOOOOOO

1 Winny communication ACTION=NOTIFY OO OOWinny0OOOOO0OO0O00000000
from [source-ipaddr] g0000oO0O0o0O0O00O000O0O0OO0O TCPOOOOOOOOOOO
to [destination-ipaddr] ooo
found

2 Winny communication ACTION=DENY OOOOWinny D0000000000000O0
from [source-ipaddr] g0000oO0oO0o0O0O00O0O00O0O0O0OO0 TCPOOOOOOOOOO
to [destination-ipaddr] oooooo
discarded

3 Failed to allocate required [firewall-session-id|]ADS 00 00000000000000000
memory of Winny han- ooo0o0ooooooooo
dler

4 WinnyPZPﬁlterhandler 00000000000 Winny OOOOOOOOODOOO0ODOO0O0O0O
added [session id] oooo

5 WinnyPZPﬁlterhandler 00000000000 Winny OOOOOOOOODOOO0ODOO0O0O0O
removed [session id] O00DO0OO0OO0ACTION=DENYOOOOOWinnyOOOQOQOOO

0 THRESHOLDOOOOOOODUOOOOoOOO TCPOOOOOO
000 O0ACTION=NOTIFY OO OO OTHRESHOLDO OO QO OO
Oo00oooooOo TCPOOOOOOOODOOOOOOOOOO

0 13:WinnyO0oooo

gooogd

goooooooooooooooboobboob bbb booboobbobbooo
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ooooooo

googoooooooboooooooboobbobboobnboooog

m Ping 00 0 00 ICMP echoO echo replyd O ICMP Destination Unreachable 0 0000000000
oooo0oooooooICMPOOOO0O0OOO0O0OO0O0OO0O0O00O00O0 Ping00O0O0OD0OOM

ENABLE FIREWALL POLICY=mynet ICMP_F=PING,UNREACH

[ ICMP Destination Unreachable 00 OO0 OOICMP OO0 3000IPO00OO00OO0OOOOOOOOOOOOO
O0PathMTUOOOOOODODOODOOOOOOODOODODOOOOODOOOODOODOOOODO
goboooooooooooooooooon

ICMP_FORWARDING O ALLOOO0OO0O0O00OPngOO0OO00O0D00O00O0ICMPOOOOOOOOO0OO
gooobobooobooobobooobooooboooboo
oooooOoOooooooooIcMPOOOOOOOOOOOOOOOODOOOOOOICMPOOOOOO
gooooboooobooooboooboobboboboooboog

00000 PinglechoDOODDODOOOO PingDEchoDODODOODOO0OO0OODOOO0OOODOOOIP
O0oo0U0ooooooooooolPO00O0OoOoOOo ICMPOOOOOOOUOOOOOOOOOOOOOO
Oppp0U0 0000 Ping00000000O00000O000O0O0O0O0O0O0O0OOIPOOOOOOOOOOO
oomipPoO00oogoooooog

ADD IP FILTER=0 S0=0.0.0.0 PROTO=ICMP ICMPTYPE=ECHO ACTION=EXCLUDE .|
ADD IP FILTER=0 S0=0.0.0.0 ACTION=INCLUDE .l
SET IP INT=ppp0 FILTER=0 .

m Ping00000000000000O000O00O000O0O0O

DISABLE FIREWALL POLICY=mynet ICMP_F=PING .

s 00000000000 Png0O00000000O00O000O00O00O0O0O0O0O0O0O00OO00O0O0O0O
000000000000 Ping0000O00O0O0OO

DISABLE FIREWALL POLICY=mynet PING

m 00000 ident0 TCP113000000000000RSTOOOODO0OOOOD0OOOOODOODOOO
0000000000000000000 SMTPOOOOO0OO00O00O00Odent0 00000000
O000000000dent00000000 0000000 SMTPOOOOODOO0OOOOO0OOOOOOO
0000000000 ODISABLE FIREWALL POLICY IDENTPROXY O O OO O1080 0000000
Oident000000000000000000000000000O00 ident000000O00O0O RST
goooobooobooooboooooooboboobbooboom™

DISABLE FIREWALL POLICY=mynet IDENTPROXY .

O00ident000000000000000ident0000000000 proxyuserJO0O0D0000DO0O
gooooo

s J000000000000000000OPUBLICOPRIVATED OODOOOOOOO TCPOOOOOO
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ooooooo

000 TCPSyn0 000000000000 DOODOO0DOOO0OO0O000O0O0O00O0O0DOOO0DOOO0
gooobooooboobooboooog

00000 0DISABLE FIREWALL POLICY TCPSETUPPROXY O D O OO 111 00000000000
gooooboodgo

DISABLE FIREWALL POLICY=mynet TCPSETUPPROXY .

0000000000000 00000000000000ENABLE FIREWALL POLICY TCPSETUP-
PROXYDOOOOO124000000O00O0OO

ENABLE FIREWALL POLICY=mynet TCPSETUPPROXY .
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UPnP

0 0 0 0 OUniversal Plug and Play Architecture Version 1.0 00 00 00 00O Internet Gateway Device
(IGD)1.00D00000000OUPNPOODDOO0DODOOODO Windows Messenger 0 00 UPnPO0O DO
gooobooobooboobobooooooooobooobooboo
goooouPnPOOOOOOOOOOOOOOODOOOO

[COPnPOO00O00COO0OODHCPOOOUOOUODODODOUODODLANOOOODOOOD DHCPO IPOOOOOO
goboooobooooboooo

[COPnPOO0C0O0000O0O00O0O0O0O0O0O0O00ONONATOOOOOOOODOODOODOOOOOPUBLICOOO
000000000 PROTOCOL=ALLOOOOOPORT=ALLOO0OOO0OO0OOOOOOOOOOOOOOO
gobooboooobooobuoboboboooboooo

[CTCPO UDPOOOOOOOOOOOOOOUOOOODOOOOOOOOOOODOODOOOOOOODUOOOOOQ
oooogo

[COPnPOO0O0C0OO0O0O0OOOOO0OOOOOODOOOD MACOOOOOOOOOOSSDPOOOOOOO
00000ENABLE IPMACDISPARITY O OO OMMIIPOO 3140000000000000000 SSDPO
goobooobooboooboooboooo

goon

UPnPO000CODO0O00OOOODOOOOOOOOOOOOODOOODIPOOODOOODOOOOOOOO
gooooo
00000o00ooooooooooIPOO000O0OOOODOOOOOOOODOOOOO

1. 0000000000 0O0oooooon
ENABLE FIREWALL .J

2. 0000000000000 0000O000000D00OO000OOoO0OoDoOg
CREATE FIREWALL POLICY=net

3. ICMPOUOOOOOODOOODOOOOoOooooooooooon
ENABLE FIREWALL POLICY=net ICMP_F=PING,UNREACH .

4, ldent00 0000000000000 O0O00OOCOOO0O0OOOOOOOOOOOOOOOOOO
gooooobood

DISABLE FIREWALL POLICY=net IDENTPROXY .

5. JO0000oo0ooooUooooooooo IPOO00OO0O0OOOOODOOUOOOTYPEODOODOOO
000000 PRIVATEDOOO PUBLICOOOOOOOOOOUPNPTYPEOOOOOOOOOO
OO0 LANODOOO WANOOOOOODOoOOoOO
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UPnP

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE UPNPTYPE=LAN .J
ADD FIREWALL POLICY=net INT=pppO0 TYPE=PUBLIC UPNPTYPE=WAN .

6. NATOOOOOOOOOO
ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO
7. UPnPOOOODOOOOOO
ENABLE UPNP J
§. J0I0D0O0OU0DDOOODODOOUOo UPnPODOOOOOOOOO
SET FIREWALL POLICY=net UPNP=ENABLED .
gooooooooog
[COPnPOOO0O0O0OCOO0OCOCLANOCWANOOOOOOOOOODOOODOOOOOOOOO0OOO0O VLANDOOOD

O0O000PPPOE0OOONUIUOOCOOODONODOODOOOOUOOUOOOUPNPOOODOOOOOOOOOOOOO
LANODOWANOOOOOUOODO 10000000ooooooooooo
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ooooooooooooon

Jooboooguououod

goooooooooooooobooboooobbooobobobobobobooooooboboDbOoDbo
goooboobooboobobooooooooooobo
gooooogoboooboooboogooobooboooobooooboooboboobooooobbbbobooboo
googooooooooooooooboooobobooboobobobobobobooooooboboDboDbo
00/00000000000000000000000000000000000000000000O0
SMTPO Simple Mail Transfer Protocold O WWW O O HTTPO Hyper Text Transfer Protocold O O O
gooooo

googooboooooobogogoboboobooboooboooobooboboboooo

[ 000000000 00oODoo0O00000oODOOO0000000DODDOOO000D0DODODODODODOO

SMTPOCOOOO

SMTPOUOUOO0U0O0O0O0O0OOSMTPO OO 00000000000 oooooooooooooogoog
OO0O0OspamO00000000000O0O0OCO0O

[CSMTPOOODOO0O00OO0O0OOO0OOO0OODOOOOOO AT-FL-04-BOOOO0OOO

SMTpOUOOOOOOOOOOOOOOOOSMTPOOOOOOOOOOOOOOOOOUOOOOOOOO
oogoooosMIPOOOO0OOOUOOO0OO0OOOOUOO0OOO0OOOUOOUOOODOUOUOOODODOOOOOO
goo

(MO 0000d0000000000000000000000000000000Uoooooog

SMTPOUOOOO0O00OO0OO0OO0O0OO0O0O0OO0O0O0D0ODODODLANOOOOODDOOOOOO SMTPOOODO
go00oo0oOoOoOoOoOo0oOO0OOOO0OODUOUOUOOOOOoOo SMTPOOUOOOOOOO DNSOOOO
OooooosMTIpPOOOOOOOOUOOOOODUOOOOOOOSMTPOOOOOOOOOOOODOOOO
000000000000 spamO0000000000)000000000000O0
SMTPOUOOOOOO0O0OO0OOO0O0OOU0OO0O0OOD0O0OOWANDOOOOOOOOOOO SMTPOOOO
0000000000000 oooooooooooogogo sMTPOOoOoOOOoOooOoIPOOOOOOOO
oooooooooooosMIPOOOUOOOOOOOOOOOOOOOOOSMTIPOOOOOOOOOO
0000000000000 00000 (spam0000000000)000000000000OO0

SMTPOUOUOO0UOO0OO0O0O0O0O0O0O0O0O0O00O0000O0O00O0O000O0O000O000O000O0O00O0O00
goooboooobogbooboooog

(MO 0000d0000000000000000000000000000000Uoooooog

s 00O SMTPOOOOOOODOOOOOOOOOOOOO

1. J0000o0oooooooooo sMTPOOOOOO0O0DO0OOUOOOOODODOOOOODOOOOOO
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oooooooooooooo

SET FIREWALL POLICY=net SMTPDOMAIN=example.com .J

2. SMTPOOOOO0OO0OO0DODUOUOOOINTOOOOOGBLINTOODOOOODOOOoOoOoooooo
O000ooIPO00000O0O0O0O0O00O00O0O0O0ODIRECTIONOODOOOOOOOOOOO
gooooooINDOOooogooo

ADD FIREWALL POLICY=net PROXY=SMTP INT=vlanl GBLINT=pppO
IP=192.168.10.100 DIRECTION=IN .

s 00O SMTPOOOOOOOOOOOOOOOOOOOO

1. O0O0DNSOOOOOOOoOoOoooooooooosSMTPOOOOOOOOOOOOOOODNS
goooooooboobooboooobog

ADD IP DNS PRIMARY=10.1.1.5 SECONDARY=10.1.1.6 J

2. 000O0OO0oOoO0OOOOOOOOOOSMTIPOOOOUOOUOOUOUOUOUOODOUOODOOOOOO

SET FIREWALL POLICY=net SMTPDOMAIN=example.com .J

3. SMIPOOOUOOOO0OOOUODODOOINTOODOOOGBLINTOOOOODODOOUOUOooOooGoQ
O0OODO0OOO0ODIRECTIONOOOOOODOOOUOOODOUOOOooOoooooOvUToooooooo
DIRECTION=OUTO OO OQOIPOOOOOOOOOOOO

ADD FIREWALL POLICY=net PROXY=SMTP INT=vlanl GBLINT=pppO
DIRECTION=0OUT

B spam 00000000000000000 spamO00000000000000000000O spam
O00o00o0o0oo0o0o0boo0o10010000000000000000000O0.spa0000
goooooooooobogo

list.spa

gomi.mail .xxx
Sspammers . XXX

foo@honyarara.xxx

00 spam 000000000 gomimail.xxxO spammersxxx 00 0000000000000000
foo@honyararaxxxO0O000000000000000000000000O00O0O0OMAILFROM: OO
00d0o0o00d0oo0ooooo0oUooUUooUooooooooooooosSMTPOOOOOO
SMTPOUOU0O00000000D0O0O0OD0OOOOOOoOoon
spam000000000000O0000O0O0O0O0O0O0O0O0O0O0O0OOOO0O0OO0O00

ADD FIREWALL POLICY=net SPAMSOURCES=list.spa

10000000000000000000O0 spamO00000050000
O00Ospam 000000000000 DOODELETE FIREWALL POLICY SPAMSOURCES 00 00O
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ooooooooooooon

09700000000000000000000000O0O00O0O0D0O0O0O00D0O0O0O0O0D0OOoOoOoOn
goo00o0oO0O0o0oOoOo0ooUooosMTPOOOOOOOOOOOOOOOODOO
Oo0O0O0OspamO00000000000000000O0O0OC0OOCOOCOOOOOO00O000000O0O00OA0O
0000000000000 00o0oo000o0oo0000o00oo000o0o0U0Uo0oo0oodPPPoE O ISP
O0D0DUO0OO0OOUDUOOODISABLEPPPOOOOMPPPOO 510000000000 OOOOODOOOO
goooboooo

s SMTPOOOO0OOOOOOOOO
gooooboobood

Manager >
Warning (277257): 22-0ct-2001 17:58:01
SMTP third party relay attack from 11.22.33.1 is underway.

spam U 0 0

Manager >
Warning (277257): 22-0ct-2001 19:32:52
SMTP spam attack from 1.1.1.1 is underway.

HTTPOOOOO

HTTPOOOOOUOOWebOOOOOOOODODOODOWebOOOOOOOO HTITPOOOOOOOOOO
00000 URLOODOOOODOO0DO0O0ODO0OO0OURLOOODOO0DO0DmMOOOOoonO CookieOOOOODO
O00000CookieDODOODDOODODOODDOODODO

CO00000D000000 HTITPOhttp:OOOODOOHTTPSO FTIPOODODOOOO0OOO0OO0O0OO00OOOOHTTP
J000o0oo0o00000Doo80000DDOO000000oDDOOoOOD00O0ODD

[CHTITPOOOUOOODOOOOOOOODOOOODOOO0D HITPOOOOODOOOOOOOODOOOOOOOOOO
000000 HTTPOOOOODOOOOOOODOOOO0OO0OO00O0OOOO

[CHITPOODOO0OOO0OODODODDODODODO0O0OOWebODDODDODODOODODMHATIPODODODOODODODDOODOO
PRIVATEOOOODOUOODOOO0OOOOODOOOOOOOOOO 800000

[CHTITPOUOOOODOODODOO0DOD0O0OOO0OODO0OODOOO0O AT-FL-05-BO0O0O0OO0O

[ O000000000o0ooo0o HTTPOOOOODOOODOOOOOoOOO

HTTPOOOOOOOOOOOOOOOOOOO0OOO0O0O0OO000000000000000000000g
goooboooobogooboooog
goooooooooooobooooboooboobbooboobpboobDoooboobbobboo

1. O0OO0ODNSOOOOOOOO0OODUOOUOOHTTPOOOOOOOODOOODODOOODNSODOOO
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oooooooooooooo

gooooboogbooooo

ADD IP DNS PRIMARY=10.1.1.5 SECONDARY=10.1.1.6 J

2. HTTPOOOOOOOOOOOOOINTERFACEO O PRIVATEO OO OO OO OO OO GBLIN-
TERFACEO O PUBLICOOOOOOOOOOOOOOOODIRECTIONOOODOOOOOOOO
O0000000000O0OHTTPOODOODOOO OUTOOOOOOOOODOOOOOOOOOO

ADD FIREWALL POLICY=net PROXY=HTTP INT=vlanl GBLINT=pppO
DIRECTION=0OUT

[CHTITPOUOODOUOODOOODOODODOOODOOODOOO0D HTTPOOOOODOOODOOODOOOODOOOD
0000000000 HITPOOUOODOOODOOOODOOODIRECTIONOODOOOODOOOO OUT
O000O0DO0O0OOO0ODIRECTIONODOOOOOOD OUTOOOODOOOODOoOOoooooooooO
oooooobooooo

3. URLOOOO0O0O00000000000URLOOOOOOOOOOODoOooooon URLO URL
0000000000000 0Uo00oU0000000O0U00U00XxtOODOOEDITOOOO
MDO000000024000000000000000000000000OD00DO0DODO0O00oOoOOO0n
gooooog

[ORLOODOO0O00000000000000000URLOO0O0O0O00000000000O0O0O

4. URLOOOOOOOOOOOOOOOOADD FIREWALL POLICY HTTPFILTER OO O O 0 64
oooooogooooooboooo

ADD FIREWALL POLICY=net HTTPFILTER=urllist.txt DIRECTION=OUT

[ 0o0000000000o0o0ooo0oo00 URLOOOOOOOOOOOOS50000

s URLOOOOOOOO0OO0OO0OO0O00O000O00OUDELETE FIREWALL POLICY HTTPFILTER O O
oooooU0oooooooog

DELETE FIREWALL POLICY=net HTTPFILTER=urllist.txt DIRECTION=0OUT .

s URLOOOOOOOOOOOO0OOOOOCODELETE FIREWALL POLICY HTTPFILTER OO O O
0900 0000000000000 0000000oDoo00O0000oooooooD0ooooooDooOoog
0000000000 oOOoHTTPOOOOODODOOOODOOOOODOOO
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ooooooooooooon

DELETE FIREWALL POLICY=net HTTPFILTER=urllist.txt DIRECTION=OUT .
EDIT urllist.txt J
ADD FIREWALL POLICY=net HTTPFILTER=urllist.txt DIRECTION=0OUT .

OO00D00OURLOOOOODO0OOO0OO0OO0OO0O0OO0O0DO0O0O0O0O0O00o0oooooooooooon
gooogoobooobobooooogoogoooobobooboobooooogobbobbobboobooobLUuoo
PPPoEO ISPOOOOOOOOOOODISABLEPPPOOOOMMIPPPOO 51 000000000O0OO
goooooogooooooomm

m 0000 Cookie 00O UTODOOOODISABLE FIREWALL POLICY HTTPCOOKIES U O O 00O 107
O000000000000000000URLOOOO0OO0O00OOnocookiesDOO0O0DO0DOOOO
000 CookieDDDDDOODDOODDODODOOO

DISABLE FIREWALL POLICY=net HTTPCOOKIES .

s HTTPOOOOOOOOOOOOO
goooooogooooood

Warning (2077257): 03-Sep-2003 01:10:26 Url deny on keyword
HTTP://WWW.EXAMPLE .COM/PRIVATE/QUICKMONEY .HTML from 192.168.10.130.

URLOOOOOOOOOO

Warning (2077257): 03-Sep-2003 01:19:25 Blocked URL
HTTP://WWW.EVIL.XXX/ requested by 192.168.10.130.

URLOOOOOOOOO

URLOOOOOOOOOOOOOOOOOO URLO URLOOOOOOOOOOO0OOOOOOOOOO
goboobobooobobodxtoonog

googooog

s URLOOOOOOO0O0O0ODUODUO0O0D0ODODOHTTPOOOOOOO URLOOOOOOO
O0O0OO0OO0OHTTPOOOOOOOODO0DOO0D0OO0OO0DOO0DO0DO0O0OoOooooooooooon

GET http://www.example.com/ HTTP/1.1

Host: www.example.com

0000 Ohttp://www.example.com/000000000URLOOODOOO0OODOO0OODOO0OODODOO
goooboobood

s 0000000000000 D000D00D00OD00OD0O0OD0O0O000O0OOT192.168.10.100
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oooooooooooooo

Owww.examplecomO OO O0000000000000000000000000D00O0000ODOODO
goo

GET http://192.168.10.1/ HTTP/1.1
Host: 192.168.10.1

O http://192.168.10.1/000000000URLOO00O0O000O0DO0000O000000000OURLO
O00oooooIP0000O0OO00OO0O0OOO0OOOOoOoOoOoOoOoooOogn
O0000O00oooooooo0oooOooooURLODOOOOOoOoooOooOoOoOl92.1e8.10.10000
O00O0DD0DO0DO00OURLODOOO0OO0OO0ODOwww.examplecomOO O OO O 10192.168.10.10 O
Owww.examplecomO OO 0000000000000 0000O000O0O000O00O0OO0O0OODOODO
gooooboodgo
O00o00ooooooooooooIPO0OCO00ODOOO0OOOOOOO0OOOOO0ODOOOOOOOO
O0000o0ooooooooolIPO00O00 URLODOOOOOODOOOOODOOOOOO
O0D0DUOO0O0OURLODOOOOOODOmMHATIPOOOOOO0D URLOODODOOOOOOOOOOO

oo

OO0 URLOOODOODOOO0OO0 uwllisttxt0000000M#00000000000000

### keywordsOOOOO: DOODODODOODOOO URLOOOOODOOO
### 0U00O0Ourls O0OOOOO allow O0OOO0OODOODOODODOOO
keywords:

money drug

### 0 0DO00ODOODODO+*0000000000O0ODOOODOODODOOOd
### J0D0O00ODOODODOODOOODOODODOODODOODOOUVURLOODODOOOODOOO
*crack.html *.mp3

### URLsOOOODO: DODDOOOODOODOOOODOOOOODOOOO
urls:

# D00D0O00000O00O0O0O

www.evil.xxx

www . pandora . XxXx

# 0000000 DOO00O0ODOO0OODOODODOODOODOOODOODODOODOOOO
www . howto .xxx/crackyis

www . nandemo . xxX .xx/users/al2345/eroero

# 00000000000 000D00000D0000 allow OOODOOOOO
www.drugstore.xxx : allow

www .pandora.xxx/flux/chaos/anguish/sorrow/hope : allow

# CookielUDDDDDOOOODDODN nocookies DOOOOOO0O
www.hiscompany.xxx : nocookies

www . moneymanagement .xxx : allow nocookies
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ooooooooooooon

e URLOODODDODOODOODOOOkeywordsDOO0OO0OD wlsO0OO0000 200000000000
goooooboooobooobooooooobooobooboobbobbooboobboobo
gooboooobood

e URLODOOOUODDuwlsOODOOOOkeywordsDOOODOODOOODOOODO

e JJUOUODUDURLDwlsOODODODODOODODODDODOODODODOOOODOODOODOOOOO
0000000000000 0o0o0ooooooo0 URLODOODOoOoooooooooog
goooooboooobooobooooooobooobooboobbobbooboobboobo

e JJUOUODUDURLDwlsOODODODODDODODODODODOODOODODOOOODODOOOOO
O0O00allowDOOOODO0OOO0O0ODOOOOOO

e DUUODDDUDURLO wlsOODOOOO0OOO0allowdOOODDOO0O0O0DOOOUOkeywords
goooobooooboooooboo

[COooo000o URLOODOOOOOO0OO0OO0OO0OO0OO0O0OOO
gboooooboooobooobooboobboobo

keywords0 OO OO Okeyword0 000D D0D0O0D0D0MMOODOOOO0OO0OODO0O0ODODOO
000000 1001000000000000000000000000000000000D00000

s URLOOOOOOOOOOO0D0O0O000O0O00 URLOODOOODOOODOOO0OooOoooood
O000000URLOOOODODO000000000000000000000O0money M drugdO000
O000000ooo0oooooooooo URLOODODOODOOOoOOoOooooooooo URLOOO
gooooboodgo

e http://www.makemoney.xxx/

e http://www.underground.xx.xx/enjoy_drug.html

s 000000000000 DOO000000000000000D0D000oooooooog
000000000000000000 URLOOOOcrackhtml mp30 0000000000000
OO0URLOOOOcrackhtml-100 . mp3.gz0 000000000000

(OO0 000000000000000000000000000000000000 00 M adult*00O
Ofind*software0 0 0000000000000 O0OO0O0O0OOOOOOOOOOOOOOOO

[CORLO http:/ /www.example.comO D OO 000000000000 0000@M*comOOODOOOOOODO
0000000000000 00000*com/000000000O0OWebOODOOOOOOOOOOOOOO
O0URLOODOOOOOOOOOO0OO/MO00O0000000000000000000

m (000000000 URLOOOOOOwlsO0O00000000 allowODODO0OO0OO000000OO0OO
gooooboobood

urls0 0000 Ouls: 000000000000 00O000O0O00O0O000O0O0O0OOOO00OO0OO00O0O0
OO0 IPOO00OOO0O0OOOOOOOO0OOOO0OOOOOOOOO0OODOOODOOOOODOOOOOODOg
0000000 10010000000000000000000000000

muwls0000000000000000000O00O00O0O000O0O0 20000
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oooooooooooooo

e host
O0000hostDOODOOOCOOOOOURLODOOCOOO0OOOOhostOOOOOOOOOOO URL
Joodooooooooooo

0 host0 0 O www.example.comO OO0 OO000000000MM192168.1.100000 IPOO0DOO
goooooooo

[COo0o0o0o00IPO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O00000O0O0O000000 URLOOO
pobooobobooobboooboobboo0obboobobbbooobbOobobOboboOobbOoobDbOoo
URLO [POOO0O0OOOOOOOIPOOOOOOOOOOOOOOOCODOOOOODO

000000 O0www.evilxoxDwww.pandoraxxx0 00000000000000000000O
gooooooooo

e host/path
O0O0O0O0OhostDO0OODDOO0O0OO/pathD0 0000000000 OURLOOOODOOOODO
OhostUOO0ODDODOO0OOODURLODOOOO /pathD 00000 /pathD0OODO000000O0O
gooooobooboobobooo
0 host0 0 O www.example.comO OO OO000000000MM192168.1.100000 IPOO0DOO
goooooooon
0/pathii000000000000000000000000000D00Owww.example.com/path/to/dirl0
000000000 http://www.example.com/path/to/dirl /bad.txt0 000000000
O http:/ /www.example.com/path/to/dirla/bad.txt0 0000000000
gooooooooooo uRLOOoooooooooooooon
- http://www.howto.xxx/crackyis/

- http://www.howto.xxx/crackyis/ firststep.html

- http://www.nandemo.xx.xx/users/al12345/eroero / xxxxxxx.jpg

m keywordsDurls 000 000000000000000000000O0Cwls0000000000O0O
gobobooooboobooooog

0000000 OallowdOOnocookiesD O 200000000 0000000000000 0O0OO0O0O
goooogbbooobboobboobbobboobboobb :bboobboobboobLbboooDo
goooooboooooooooooboobboobboobuooono

e DallowDDUIODOODOODODOOOO URLOODOOOOOOOOOOOOOOOOOO
— host: allow
O0000hostD0 000000 ODOOOO0OOODURLOOOOOOODODODOODOOOOOOURL
O00000Chest0 00000 ODU0O0DO0UOO URLOODOOOOOOOOOOOO

DDDDDDDDDDDDDDDDdrugDDDDwaw.drugstore.xxxDDDDDDDDDD
Ogooooooooa

- host/path : allow
O0O0O00hostDODOO0000O0OO/pathDD 000000000000 DOOOOOO0O0OO
00000000 URLODOOOOOwlsO0OO0O0O0O0000000000000000O URL
O00O0O00OURLOOOOOOOChest0000D000000000DO0O /path00000O0
O/pathD00000000000000O0DOO00OOOOO0DOOOO0ODO
000000 0www.pandoraxxxD 000000000 /flux/chaos/anguish/sorrow /hopel
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ooooooooooooon

Jodooooooboobobobobobobobobooooooooa
e OnocookiesDO OO0 DO0O0OOO0ODOO0OOOOOO CookieOODDODOUOOOODOODOOOOOO

DDDDDDDDDDDDurlSDkeywordsDDDDDDDDDDDDDDDDDDDDDDD

— host: nocookies
DDDDDhostDDDDCookieDDDDDDDDDDDDD]hostDDDDDDDD[I]keywordsD
ulsOOO0O0ODOO0OOOO0OOO0OOOOOOOOOOOOOO
000000 IO www.hiscompany.xxxOO OO Cookie 00 0000000000000 O000
dooooooogmm

— host: allow nocookies
0000000000 000000000000000ChestD 00000000 OOOOOO
O00mMhost0 000 CookieDDDODOOOOOOOOO
ooo000o0o00o0oddooodmoneyld D0 00www.moneymanagement.xxx O 0O 0O O
O000000000000000000000 CookieODODODOOOOOOO

000000 0OURLOOOO0O0ODDOOONnocookiesDO D ODODO000O0D0DOO0O0OO Cookiel
000000000000 00000000DD CookieDOOODOODOODISABLE FIREWALL
POLICY HTTPCOOKIES U O OO 01070 0000000000000

s 000000000000 0000000000URLOOOOOOOOOOOOOOOOOOOOO
O000000O0keywords 000 0000*000000000urls0000000000 URLO allow
goooooogoobod

### HTTP Filter
### 00DO00ODOODODOODOOOOO O
keywords:

*

### URLsOOODODO: DODURLOOOOOODODOOO
urls:

www.allied-telesis.co.jp : allow

www . example.com/products/switch/ : allow

www . example.com/products/router/docs/index.html : allow
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Doobooboguood

goboogoogd

gooooo
ADD FIREWALL MONITOR . . . . . ... 60
DELETE FIREWALL MONITOR . . . . ... .. ... . o . 87
DISABLE FIREWALL . . . . . . . . . e e 102
DISABLE FIREWALL MONITOR . . . . . .. . ... . o . 103
ENABLE FIREWALL . . . . . .. . e 115
ENABLE FIREWALL MONITOR . . . . . .. .. ... . . 116
SET FIREWALL MONITOR . . . . . . ... 129
SHOW FIREWALL . . . . . . e 140
SHOW FIREWALL ACCOUNTING . . ... ... ... ... . 143
SHOW FIREWALL ARP . . . . . . . e e 145
SHOW FIREWALL MONITOR . . . . . ... . . e 149

goooooogoobod

ADD FIREWALL POLICY DYNAMIC . . . . . . ... . o 62
ADD FIREWALL POLICY INTERFACE . . . ... .. ... ... ... .. ... ..... 65
ADD FIREWALL POLICY UDPPORTTIMEOUT . . . .. ... ... ............ 83
CREATE FIREWALL POLICY . . . . . . . . e 85
CREATE FIREWALL POLICY DYNAMIC . . . . . .. ... oo . 86
DELETE FIREWALL POLICY DYNAMIC . . . .. .. ... .. ... . ... ... 89
DELETE FIREWALL POLICY INTERFACE . . . . .. ... ... ... ... ..... 91
DELETE FIREWALL POLICY UDPPORTTIMEOUT . . . . .. ... .. .......... 98
DESTROY FIREWALL POLICY . . . . . . . . . e 100
DESTROY FIREWALL POLICY DYNAMIC . . . . .. .. ... . . .. 101
DISABLE FIREWALL POLICY . . . . . . .. . . e 105
DISABLE FIREWALL POLICY P2PFILTER . . . . .. ... ... .. ... ... ...... 109
DISABLE FIREWALL POLICY TCPSETUPPROXY . . . . . .. ... ... ... ...... 111
ENABLE FIREWALL POLICY . . . . . . . .. e e 118
ENABLE FIREWALL POLICY P2PFILTER . . . . . .. ... .. ... . .. .. ... 122
ENABLE FIREWALL POLICY TCPSETUPPROXY . . ... ... ... ... ....... 124
SET FIREWALL MAXFRAGMENTS . . . .. .. ... . .. . .. 128
SETFIREWALL POLICY . . . . . . . . e e 130
SET FIREWALL POLICY UDPPORTTIMEOUT . . . . ... .. ... . ... ....... 139
SHOW FIREWALL POLICY . . . . . . .. e 150
SHOW FIREWALL POLICY P2PFILTER . . . . . . .. ... .. . .. o ... 163
SHOW FIREWALL POLICY UDPPORTTIMEOUT . . . . ... ... . ... ....... 164

gooooboobood
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ADD FIREWALL POLICY APPRULE . . .. ... ... ... ... ... . . ... ... 61

ADD FIREWALL POLICY LIMITRULE . . . ... .. ... ... .. ... .. .. ..... 67
ADD FIREWALL POLICYRULE . . . . ... .. .. o 77
DELETE FIREWALL POLICY APPRULE . . .. ... ... .. ... ... ... ..... 88
DELETE FIREWALL POLICY LIMITRULE . . . ... ... .. ... .. .......... 92
DELETE FIREWALLPOLICY RULE . . . .. ... ... ... . . . ... 96
SET FIREWALL POLICY LIMITRULE . . . . ... ... ... .. ... . ... ..... 134
SETFIREWALL POLICYRULE . . . . .. ... . o 135
SHOW FIREWALL POLICY LIMITRULE . . .. ... ... ... ... ... ..... 161

00000000 NAT

ADD FIREWALL POLICY NAT . . . . . . . . e 71

DELETE FIREWALLPOLICY NAT . . . . . . . ... o 94
gooooo

DISABLE FIREWALL NOTIFY . . .. . ... . ... o . 104

ENABLE FIREWALL NOTIFY . . . . . . . .. . . e 117

SET FIREWALL POLICY ATTACK . . . . . . . . 131

SHOW FIREWALL EVENT . . . . . . ... 147

SHOW FIREWALL POLICY ATTACK . . . . . .. .. . oo 159
gooooog

ADD FIREWALL POLICY LIST . . . . . . . . . . oo 69

DELETE FIREWALLPOLICY LIST . . . . . . . .. .. . o 93

ident0 0000
DISABLE FIREWALL POLICY IDENTPROXY . . . . . . . . ... i .. 108
ENABLE FIREWALL POLICY IDENTPROXY . . . . . . . . o it e s 121

goooobooogboogon

DELETE FIREWALL SESSION . . . . . . . . . e ettt e e 99
SHOW FIREWALL SESSION . . . . . . . ... e 166
UPnP
DISABLEUPNP . . . . . . 112
DISABLE UPNP ACTION . . . . . . e e e e e e e e e e e 113
DISABLE UPNP L4PORT . . . . . . e e e e 114
ENABLE UPNP . . . . . 125
ENABLE UPNP ACTION . . . . . . e e e e e e e e 126
ENABLE UPNP L4PORT . . . . . . . o e e e e e e e e 127
SHOW UPNP . . . o e e 169
SHOW UPNP COUNTER . . . . . e e e 171
SHOW UPNP INTERFACE . . . . . .. . e 174

gooooboooooooog

ADD FIREWALL POLICY HTTPFILTER . . . . . . .. ... ... ... . . ... .. 64
ADD FIREWALL POLICY PROXY . . . . . . . . oo 74
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ADD FIREWALL POLICY SPAMSOURCES . . . . .. ... ... .. ... ... ...... 81

DELETE FIREWALL POLICY HTTPFILTER . . . . . . . . . ... .. ... . ... 90
DELETE FIREWALL POLICY PROXY . . . . . . . e e e e 95
DELETE FIREWALL POLICY SPAMSOURCES . . . . . .. ... . ... . ... 97
DISABLE FIREWALL POLICY HTTPCOOKIES . . . . . .. ... ... ... .. ...... 107
DISABLE FIREWALL POLICY SMTPRELAY . . ... ... .. ... ... . ... 110
ENABLE FIREWALL POLICY HTTPCOOKIES . . . . . .. .. ... ... . ... . ... 120
ENABLE FIREWALL POLICY SMTPRELAY . . ... ... ... . ... .. ... .. 123
SET FIREWALL POLICY SMTPDOMAIN . . . . . . . . . e e e e 137
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ADD FIREWALL MONITOR

ADD FIREWALL MONITOR

O000000000o0o0o000 /Joooooo

ADD FIREWALL MONITOR=monitor-id IP=ipadd COPYTO=ip-interface
[APPLYTO={PRIVATE|PUBLIC|BOTH}]

monitor-id: 0 0 00 IDO 10 655350
ipadd: IP 0000
ip-interface: IP 000000000 OethOO ppp0 000

0

googoooooooboooooooboobbobboobnboooog
goooooooooooooooboobboob bbb boooboobbobboon
000000000 FirewalOODOOOODOOODODOOODOOO COPYTOOOODODODOODODODOOOOO
O00000000000000FFFEFEFFEFREFFOO00000O00O0000OOcopyto0 000000
00000000 SwitchOOOOODODODODOODOOVLANOOOOOOOODOOODODOOODOo0ooooo
gopoooboogoooooboooboon

gogggo
MONITOR OOOOIDODOOOOOOO
IP gooooooIpooOd

COPYTO OO0OO0OO0O0OOOOOODOOOODOOOOODOOO
APPLYTO 000000000 OOOPRIVATE/PUBLIC/BOTHO OO OOOO

googggg

googooooooboogbobooobooboobboboomoobboboobobbobbobboon
goooooobooomoooobbobooobooboobobbooobbobboobobboobon
gooooboogooooobooooboo

googgg

DELETE FIREWALL MONITORO 87 00 00O
DISABLE FIREWALL MONITORO 103000 O
ENABLE FIREWALL MONITORO 116 00 OO
SET FIREWALL MONITORO 129000 O
SHOW FIREWALL MONITORO 149 00 0O O
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ADD FIREWALL POLICY APPRULE

ADD FIREWALL POLICY APPRULE

O00000000000000 /JoOoOoooooo

ADD FIREWALL POLICY=policy APPRULE=app-rule-id ACTION={ALLOW DENY}
INTERFACE=interface APPLICATION={FTP} [COMMAND={GET|PUT}] [PORT=port]

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
app-rule-id: 00 000000000000102990

interface: IP 000000000 0eth0DOppp0 00O

port: TCP/UDP U 00 00O 000655350

0

gooooboboooooooooooboooboboobbooboon
00000000000 0O0FTPO STOROD PUTMRETROGETO O OO ODOOOOOOOOOOOOOO
g0o00000oUO0ooOUoUUoOUg FTPOoOoooooooon

googgg

POLICY OO0OO0OO0OOOOOOOO

APPRULE OOO0OOOOOOOOOOO

ACTION 00O000000000O000O00O0O00000O000O00O0ALLOWOOOOOOO OO DENYD
gooooboogo

INTERFACE POOOOOOOOO

APPLICATION 000000000 U0OOOOOOOOOOFIPOOOOOOO

COMMAND 00000000000 OOUOOO0OOOOOOOOOOO0O00O FTPO GETORETRO O
PUTOSTORODOOODOOODOODODOOOUOOOOOAPPLICATION=FTPOOOOODOOOO

PORT APPLICATIONOOUOOOOOOOOOOOOOOOO0OOOOOOOOOOOOOOOOOO
gooogoogoo

U
= ppp0 0000 FTPPUTOSTORO OO OO0 OO

ADD FIREWALL POLI=mynet APPRULE=1 ACT=DENY INT=pppO0 APP=FTP COMMAND=PUT

googgg

DELETE FIREWALL POLICY APPRULEO 88 0 0 OO
SHOW FIREWALL POLICYO 1500 00 O
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ADD FIREWALL POLICY DYNAMIC

ADD FIREWALL POLICY DYNAMIC

O00000000000000 /JOOOoooooooooo

ADD FIREWALL POLICY=policy DYNAMIC=template {FILE=filename
USER={username|ANY|NONE} }

policy:I:II:II:II:II:II:II:II:II:II:II:II:II:IDlDlSDDDDDDDDDDDDDDDDDDDD
templute:I:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:Ill:llSI:IDDDDDDDDDDDDDDDDDDDDD
filename: 0000000000 . txtd

username: 1000 001063000000000000000

0

goooobooooboooobooboboooboobbooboobooo
goooooooooooooooboobboob bbb boooboobbobboon
OO0 PPPOODOOOODOONOOOOOOOOOOODOODOOOOODOOOOOOOOODOODO
0000000000000 00o0o0o00oooooooooADD FIREWALL POLICY INTERFACE
O000ooooDbYN-UOUOOOoooooooooooo
goooboboooboogobooobooooboobbooboo

gogggo

POLICY O0OO0OO0OOOOOOOO

DYNAMIC 0000000000000 000O0OOOODOCREATE FIREWALL POLICY DYNAMIC
gooooobood

FILE 000000000000 000100000000000000000w«t000000oogogg
00000000oooooooooo0oU0o00ouooooooooooo0DbYN-UOOooono
gooooboogo

USER 0000000000000 O0O0OO0OOUOOONONEODODODODODOODODOOOOOOOODOOO
ANYOOUOOQOOoOoOoOooooooooooooooooooooooooouoooooooooo
O00ooooDYN-ODOOOOODOoOooooooooo

g

s PPPO00O00pon00000000000O00O0O0O0O0OPPPOOOOOOOOOOOOOOOOOO
O0000Onet00000ponif00000000000O0O00OO0

CREATE FIREWALL POLICY=net DYNAMIC=ponif
ADD FIREWALL POLICY=net DYNAMIC=ponif USER=pon
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ADD FIREWALL POLICY DYNAMIC

googggg

0000000000000 0oo0ooo0o0oo0o0o0o0o0o0o0ooooooooOPPPOOOD
0000000000000 0000D000000oOPPPOOOOOOO AUTHENTICATIONOOOO

000 EITHEROCHAPOPAPOOOOOOOOOOOOO
gogggo

DELETE FIREWALL POLICY DYNAMICO 89 OO OO
SHOW FIREWALL POLICYO 1500 00 O
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ADD FIREWALL POLICY HTTPFILTER

ADD FIREWALL POLICY HTTPFILTER

0000000000000 0 /JOOOOooOoOoOooooooo

ADD FIREWALL POLICY=policy HTTPFILTER=filename [DIRECTION=O0OUT]

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
filename: 0000000000 . txtd

g

0000000000000 HITPOOODOOO URLOOOOOOOOOOOOOOO
URLOOOODOODODOO00O0OO0000O0O000000oooon

gogggo

POLICY O0OO0OO0OOOOOOOO

HTTPFILTER URLOOOOOOOO0OOOOCOOxtO1O0O0OOOO0OOO0OOOOOO0OOOOOOO
goooooogogsooon

DIRECTION URLOOOOOOOOOOOOOOOOOOOOADD FIREWALL POLICY PROXY O
o000 DIRECTIONOOOOO0OOODODODODOO0OoooooooooouToooooooooo
OouTooooooom

googggg

0000000000000 00000000DELETE FIREWALL POLICY HTTPFILTEROO OO OO
gooooooooooooboooboobboob bbb booboobbobbooo
O000O00OO0OHTTPOOOOODODOOOOOOOOOOOOOO

gogggo

ADD FIREWALL POLICY PROXYO 740000

CREATE FIREWALL POLICYO 850000

DELETE FIREWALL POLICY HTTPFILTERO 90 0 O O O
DELETE FIREWALL POLICY PROXYO 950000

DISABLE FIREWALL POLICY HTTPCOOKIESO 107 0 0 0O O
ENABLE FIREWALL POLICY HTTPCOOKIESO 120 0 0 0O O
SHOW FIREWALL POLICYO 1500 00 O
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ADD FIREWALL POLICY INTERFACE

ADD FIREWALL POLICY INTERFACE

O00000000000000 /JOOOoooooooooo

ADD FIREWALL POLICY=policy INTERFACE=interface TYPE={PUBLIC|PRIVATE}
[METHOD={DYNAMIC|PASSALL}] [UPNPTYPE={LAN|WAN}]

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
interface: IP 000000000 0eth0Oppp0 00O

0

gooooboogoooobooooboobbobboon

0000000000000 000000000PRIVATED O OO0 PUBLICOOOOOOOOOOOOO
gooooboooooooog

0000000000000 000000 PRIVATECOOOOOOOOODOOOOODOOOOODOOOOO
O0000ooU0ooooooooo PUBLICOOOO0OOOO0O0OOOOOO0OOOOOOOOoOooOO
0000 PRIVATEOOOOOOOOODOOOOODODODOOPRIVATEODODOOODODODODOOOOOOO
gooo

gogggo

POLICY O0OO0OO0OOOOOOOO

INTERFACE POOOOO00O00O0OOOO0OOOO0O0OOO0O0O0MDYN-OOOOOOOOOO
000000000000000000000DYN-pon[

TYPE 000000000 OOPUBLICOOOCOO PRIVATEDODOOOOOOODODOOOOOOOOO
OOOOOOPRIVATEOO PUBLICOOOOOOOOOOCOOOOPUBLIC OO PRIVATE OO
0000000000000 00000000o0000ADD FIREWALL POLICY RULEO O OO
gooooobooooboooooooooobooobooboobbobbooboobboooboo
ooo

METHOD PUBLICOOOOO0OOO0OOOOOOOOOOODYNAMICOOOOOOOOODOOOOOO
O000O00O00O0OUUDODUOUODOOPRIVATEOODDOOOOOOOOOUOOOOO PUBLICO OO
PRIVATEO OOOOOOUOUOOOOPASSALLOOOOOOOOOOOOOOOOOOOOOOO
0000000000000 000000000O0O0O0n0 METHOD=PASSALLOOOOOOOOO
0000000000000 0000000 PASSALLOOOOOOO NATO1O 10 NATOOO
gooogooooobooo

UPNPTYPE UPnPOO0O0O0OCOOO0ODOOOUOOODOOOOOOOLANOO WANOOOQOOOODOO
UPnPOOOOO0OOOOOLANOCWANOOOOOOOOOODOOOOODOOOOOOO

g

(0000000000000 net000000OPRIVATEDOOOODOOOODOOO vlanlOOOODO
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ADD FIREWALL POLICY INTERFACE

OPUBLICO 00000000000 ppp0000000

ADD FIREWALL POLICY=net INT=vlanl TYPE=PRIVATE
ADD FIREWALL POLICY=net INT=ppp0 TYPE=PUBLIC

gogggo

CREATE FIREWALL POLICYO 850000

CREATE FIREWALL POLICY DYNAMICO 86 0O OO O
DELETE FIREWALL POLICY INTERFACED 91 00 0O O
ENABLE UPNPO 1250000

SET FIREWALL POLICYO 1300000

SHOW FIREWALL POLICYO 1500 00O
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ADD FIREWALL POLICY LIMITRULE

ADD FIREWALL POLICY LIMITRULE

O00000000000000 /JoOoOoooooo

ADD FIREWALL POLICY=policy LIMITRULE=rule-id SRCIPLIMIT=0..10000
[INTERFACE=interface] [GBLREMOTEIP=ipadd|[-ipadd]] [IP=ipadd[-ipadd]]

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
rule-id: 0 0 0 0 0 0 10 429496729501

interface: IP 000000000 0eth0DOppp0 00O

ipadd: IP 0000

0

gooooobooooogoooboooooooboobboobooboobbobbboobbooobo
goooooooooooooooboobboob bbb boooboobbobboon
goooooooooboooooooboobbobbooboooboobDbooob oo

googgg

POLICY UU00OO0OUOO0O0O0OO0O00O0OOOO0OODOOOO0O0OOOOUOOOO

LIMITRULE 00000000 IDO1-4294967295 000000

SRCIPLIMIT 00OOCOO0OO0O0OO000O0O0O0O0OOO0OOOOO

INTERFACE 0000000000000 000O0O00000O00000O0D0O0O000O000O00000
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDFirewallPOlicyDDDDD
oo uobuobobbobooobooooboogooogoooog
gooooooa

1P 0000000 0o0oooo Privated0 0 IPO00O00O00OO0O0OOOODOOOOODOOOOOOOO
IP(Any)

GBLREMOTEIP 0000000000000 PublicOO0 IPOOOO0O0OO0OOOOOOOOOOOO
00000 IP(Any)

u
m 192.168.1.100-192.168.1.150 0 O 192.168.2.100 00 000000000000 O0O0OO 3000000

ADD FIREWALL POLICY=policy-name LIMITRULE=1 SRCIPLIMIT=3
GBLREMOTEIP=192.168.2.100 IP=192.168.1.100-192.168.1.150

googggg
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ADD FIREWALL POLICY LIMITRULE

goooooooooooooooboobboob bbb booboobbobbooo
gooobobooobooobobooobooooboooboo
goooooooooooooooboobboob bbb boooboobbobboon
ooooIPO000OO00O0OO00O0OOOOO0OOOO0OOOOODOOO

Interface 000 000000000000 00 Interface0000000000000O0
0000000 0000000010000 0oo0oooo00ooo0ooooooooooooon
00000000000 Rule0OOOOOO

O00o0ooooooooooooo 1o0o0o0o0o0oooon

gogggo

DELETE FIREWALL POLICY LIMITRULEO 92000 O
SET FIREWALL POLICY LIMITRULEO 13400 0 O
SHOW FIREWALL POLICY LIMITRULEO 161 0O OO
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ADD FIREWALL POLICY LIST

ADD FIREWALL POLICY LIST

O0000000000000 /Jooooooo

ADD FIREWALL POLICY=policy LIST=list-name FILE=filename TYPE={IP|
ADDRESS}

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
list-name: 00 000000010150 0000000000000000D000OO
filename: 0000000000 . txtd

0

oo000o0oo0o0o0ooooooooooogIPOOO0 MACOODODODOOODODODOOODOUOOOOOOO
gooooboobood
0000000000000 ADD FIREWALL POLICYRULEOOOOOOOOOOOOOOOOOOO
goooooboooobooooboooboobbobboooboog

gogggo

POLICY OO0OO0OO0OOOOOOOO

LIST 0000000000000 0000000ooooooooooooooooooooon

FILE 000000000000 000000.txtO

TYPE 0000000000000 OIPOIPOOOOOOOOADDRESSO MACOOOOOOOO
oono

u
s J0000hqUO IPOO0O0O0O0OfloorlD 0000000000 DOOOO floorlac.txtd

ADD FIREWALL POLICY=hg LIST=floorl TYPE=IP FILE=floorlac.txt

m[POOOOOOOOOOOO

172.16.10.3 # J0OOOOO rpO0O0O0O

172.30.64.5 www.joge.xxx # IPOO0O0O0OOOOOOOOOOOOOIOOOO

172.16.12.0 - 172.16.12.255 foo.bar.xxx network # IPUOUDOO - IPOOOO
goboodgbooboobobooooo

s MACOOUOOOOOOOOOO
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ADD FIREWALL POLICY LIST

00-00-f4-42-01-6b # ODUODOODOO MACODOOO
00-50-56-d9-23-68 vm.birds.net # JO00O0OO0 MACOOOOOOOODOOOO

gogggo

CREATE FIREWALL POLICYO 850000
DELETE FIREWALL POLICY LISTO 930 00O
SHOW FIREWALL POLICYO 1500 00 O
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ADD FIREWALL POLICY NAT

ADD FIREWALL POLICY NAT

O00000000000000 /JOOOOOOOO NAT

ADD FIREWALL POLICY=policy NAT={ENHANCED|STANDARD ENAPT}
INTERFACE=interface GBLINTERFACE=interface [IP=ipadd]
[GBLIP=ipadd[-ipadd]]

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
interface: IP 000000000 0eth00Oppp0 000
ipadd: IP 0000

g

0000000000000 oUUoUUUUoOg NATOODODOoOooooo

o000 NATOOOOOIPODOOUOOOOO IPNATOOOOOODODOODOOODODODOOOOOOOO
0000 NATOOOOOODOOOOOOOUOOUOOOOOOooOoOooooooooooooooooooo
NATOOOOOOOOOO IPNATOOOO

00000000000 NATOOOOOOOOOOOOOODOODO0O0O0O0O0O0O00O0 NATODDOOOO
00000000000 NATOOOOOODO NATOODDODOOOOOODOOOOODODODOOODODOOOO
000000 NATOOOODOOOOOOOOOOOOO00O00O0O000o0o0o0 NATOOoooooo
goooooooooooobooooboobboob bbb boobDbooboobbobbooo
O000ONATOOOOOOOOOOO NATO ADD FIREWALL POLICY RULEO OO OOOOOOO
O000000O0NATOOOOOOOO 200000000000INTOGBLINTOOOOODGOOOOO
0000000000 2000000000000000000000000000O000O0DOOO0O0O0O
00000000000 NATOUOOODOOOooooooooooooooooo
O000000O0NATOOOOOOOOOODODOODO NATOOOODOOOOOOO
O00000O0NATOIPOOOOO 10 1000000000000 0O0NAT=STANDARDOOOOO
[POCOO0CO0O0O IPIOINTERFACED O 000000 UO0OO0DO0OO0O0DO0O0DMGBLIPODOOOODO IPOO
GBLINTERFACEO DO OOOO0OOOOOOOOOOOOOOOO
O00000O0NATOIPOOOOODOOOOODOOODOOOOOOOONAT=STANDARDOOOOO
INTERFACED O O O0O000O00O00000O0MmMGBLINTERFACED DD O OOO0OO0ooooooom
GBLIPODOOOOO IPOOOOxxxaxxxb0OOOODODODOOOOOINTERFACED OO OOOOOO
O000O0OGBLIPOOUOOOOOOOOO0OOOO0OOO0OO0OO0OU00OO0O0OOO0OOOO NATOO
gooooobooobooooboooooooboo

0000000 ENATOIPOOOOOOOOOOOOOOOOO10 100000000000 0O0O0ODOO
O00000 ENATOOOOODOOOOUOADD FIREWALL POLICY RULEO OO OOOOOOO
OooOooOoOO0 ENATOIPOOOOOOODODODODODODODODOOOOOOOOOOOOOODOOOO
NAT=ENHANCED 0 0 OO OINTERFACED 0 0000000000000 O 0IGBLINTERFACE
O000oO0o0oooooooU@mGBLIPODODOOOO IPOOOOOOOOOOO0ODOOOOOOOOOO
O0D0D0OO0DO0OOO0O0OO0O0OGBLINTERFACEOD OO OODOOO 1000000000000 0000OGBLIP
O0D0DUOO0OOODUOOOINTERFACEDOOODOOOOOOOOOOOOOoOoooooooo
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72

ADD FIREWALL POLICY NAT

0000000000000 000000000INTERFACED GBLINTERFACED 00O O OO0O ADD
FIREWALL POLICY INTERFACECO OO OO0 OO0OO0OO0O0OOO0OO0OOOOooO

gogggo

POLICY 0OU00OO0OOOOOOOOOO

NAT NATOOOOSTANDARDO IPOCU00OOCO0O00OOOO0OODOOO0OOOODOOOO 1000000
10000000 NATOOOOODODODODOOoooooooooooooooooo NAToOOOO
ODUOODOOUOOENHANCEDOD IPOC 0000000000000 0OO0O0O0O0O0 ENATOOUO
O000000ENAPT O Port Restricted Cone NATO O OOQOQOoonO

INTERFACE 0O0OO0O0OO0OOCOIPO0OOO0OOO0OOO0OOO0OOODOUOOOUOOOOOOOOOOIPOOOOOO
GBLINTERFACEO OO OOOUOUOOOUOOOODOOO0D0OO0OO0O0OO0O0O0oooooooon

GBLINTERFACE 0OO0OO0OO0OO0OO0OIPO0OO0OOO0O00O0OOCOO0O0OO0OO0OOCOO0OO0OOOOO0OOCOIPOOOOOO
INTERFACEO O UOODODUOOUOO0OOoOOUoooooooooooooooooooon

1P D00000010 IONATOODOODOOOOO IPOOOODOOOOOONAT=STANDARD OO
ODUOO0OO0OO0OONAT=STANDARDOOOGBLIPO O OO IPOOCOO0OO0OOOOOOOOOOOOO
NATOOOOOOOO

GBLIP U0OU0UOOO0ONATOOOOOOOO IPODOOOONAT=STANDARDO IPOOOCOOO
OD1000000000000o00uooooo0 NATOOUOOUOOoO IPoOoOoooog
ONAT=STANDARDIO O OO OO0OO0OO0O0O0 ENATOOOUOOOO IPOOOOOOOOOO

u
mvlanl 0000000000000 ppp0 00000000000 DODO0O0OODOO0OODOOOODOOOD

ENATOOOOOO

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO

s PPPO0O00O0O00OO Unnumbered 0000 OGBLIPODODO0O0OOOOOOOISPOODOODOO
Oo0oooooooIPOOOOO10D00O000O

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO
GBLIP=200.100.10.1

s 00000 ENATOOOOOOO ENATOOOODOOOOOppp00O0D0O0O0O00DOO0OOODO TCP
goo8ooooooOoOoOoOooOoOoOoOoUoDOooog 1921681050000 8OOOOOOOO

ADD FIREWALL POLICY=net NAT=ENHANCED INT=vlanl GBLINT=pppO
ADD FIRE POLI=net RU=1 AC=ALLOW INT=ppp0 PROT=TCP GBLIP=0.0.0.0
GBLPORT=80 IP=192.168.10.5 PORT=80

m 192.168.10.50 200.100.10.50 000000000000 NATOOOOppp0 OO ODOOOODOODO

CentreCOM AR560S DO O OO0OOOOO 2.9 gooooood
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ADD FIREWALL POLICY NAT

0000000 PUBLICOOUOO0OO0OOUOOOOODOOOUOOODOOOUODOUOOOODOUOOOOOOO
gooooooobobooboobobobbbooboooobobbbbbobbooo oL oD
METHOD=PASSALLO0 000000 O00OGBLINTO Ethernet 0000 ARPOOOOOOOO
goooooogooooobooooboobbobbooboobbooobDboooboobbobboon
gooobooboogog

ADD FIREWALL POLICY=net NAT=STANDARD INT=vlanl IP=192.168.10.5
GBLINT=ppp0 GBLIP=200.100.10.5

ADD FIREWALL POLICY=net RULE=1 ACTION=ALLOW INT=ppp0 PROT=ALL
IP=192.168.10.5 GBLIP=200.100.10.5

s 0000 LANOOOOOOOOOOOOOOO 111110111130 000000000000000
OO0 NATOOOOethOOOOOO 1.1.1.1101.1.1.1300 ARPOODDOOODODOOODODOOOOOOO ARP
goooooogoobod

ADD FIREWALL POLICY=net NAT=STANDARD INT=vlanl GBLINT=ethO
GBLIP=1.1.1.11-1.1.1.13

ADD IP ROUTE=1.1.1.11 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.12 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

ADD IP ROUTE=1.1.1.13 MASK=255.255.255.255 INT=vlanl NEXT=0.0.0.0 PREF=0

googggg

D00000 ENATOOOUOODOOO0O0O0000o0o000dADD FIREWALL POLICY RULEDOOODO
goodoooooooomm

Port Restricted Cone NATO ENAPTO 0 0 O OCREATECONFIGO OO OOODOOOOOOOADD
FIREWALL POLICY NATOOOOOOGBLIP=EWAN O IPOO0OO0O0O0OO0O0OO0OO0OOWANDO IPOOO
D000 IPO0O0O00000O0DOOO000O0O0OO00000000000O0DODOOCREATE CONFIG O
DU0000000000OEDITOOOOOOGBLIP=WANO IPOO0OO0OOOOO0OO0OOO00OO

gogggo

CREATE FIREWALL POLICYO 850000
DELETE FIREWALL POLICY NATO 94 00 00O
SHOW FIREWALL POLICYO 1500 00 O
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ADD FIREWALL POLICY PROXY

ADD FIREWALL POLICY PROXY

0000000000000 0 /JOOOOooOoOoOooooooo

ADD FIREWALL POLICY=policy PROXY=HTTP INTERFACE=interface
GBLINTERFACE=interface DIRECTION=OUT [DAYS=day-l1ist] [AFTER=time]
[BEFORE=time]

ADD FIREWALL POLICY=policy PROXY=SMTP INTERFACE=interface
GBLINTERFACE=interface DIRECTION={IN|OUT} [IP=ipadd] [DAYS=day-list]
[AFTER=time] [BEFORE=time]

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD

interface: IP 000000000 0eth0Oppp0 000

ipadd: IP 0000

day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

time: 00 0Dhhmm 0000 hh 00000230 mm 0000059

0

gobooooboooooooobooooboobboobbooboonboooonoo
0000000000000000000000000IPO000O0O0OO0O0O0O0OO0OOOOOTCP/UDP
000000 Syn/Ack 0000000000000 O0000O0000O0DO0OOSMTP O MAIL FROM:
O HTTPO GETOOOOOOODOOOOOOOOOOO

HITPOOOOOOOOOOOOOOOOO HTTPOOOOOOOOOOOOO
HITPOOOOOOOOOOOOOOOOODODODOODLANOOOODOOOOOOO HTITPOOOOOOO
00000000000 O000LANOUOOOO HTTPOOODOODOOOOODODOODOOO DNSOooOOOO
O0000 HTTPOOOOODOOOOOOOODOOOO0OO0DOO000O0O00ODO0OOHTIPOOODOOO
0000000000 URLOODODOO0OO0O00O00000000000 CookieOODDOODODDOODODO
gooooo
ooosMTpPOOOOUOOOOOUOOOOOOOOSMTIPOOOUOOOOOOUOOOOODOOOODOOO
gooooooooo sSMTPOOOOOOO0OOOOO0DOOO00O0OO0O0OO00O0O0O0OOOOOOOOOOOO
goog

001000000000 00000000000000000000000000000o0oOn
SMTPOOOOOO DIRECTION=OUTOOOOOOO0O0OO0OO0OOO0OOODLANOOOOOOOOOOO
SMTPOOOOOOOOOOOOOOOOOODOOOO0OOOOOOOO SMTPOOOOOOOOOO DNS
oooooooooo sSMTpOOOOOOOOOOOOOOOOOOOSMTPOOOOOOOOOOOO
0000000000000 000 (spamO0000000000)00000000000DO
SMTPOOOOOO DIRECTION=INOOOOOOOUOOODOOOODOWANDOOOOOOOOOOO
sMTpPOOOOOOOOOOOOOOO0OOOOO0O0OOOOO0OOOOOO SMTPOOOOOOOOIPOO
O00oooooooooooooooosMIPOOOOOOOOOOOOOOOOOOOSMTPOOOOO
000000000000 00000000000 (spamO00000000D0)0000000000O0
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ADD FIREWALL POLICY PROXY

gogggo

POLICY OO0OO0OO0OOOOOOOO

PROXY 0000000000 OOOUOOOOOOOOOHTTPO SMTPOOOOOOOOOOHTTP
O00000oURLOOOO0O0OO0OO0O0OO0O00O00O0O0O0O0O0OOoOoooooSMTPOOOOO
oooooodoooddospam 000000000000 O00O0O0OC0O0O0C0OOOOOOO0N0
ooo

INTERFACE 0000000000000 O0OOOOOOIPOOOOOOOO

GBLINTERFACE 0000000 O00OO0O0O0OO0OOOOOOIPOOOOOOOO

DIRECTION 0000000000 000O00OOO00OO0OO0OOINODODOOOOOOOOOooOUTOoOO
0000000000000 000000UoooOHTTPOODODOOOODODODOOOOOO OUT
OoooooooooosSMTIPOOOOOOOOOOOOO INOD OUTOOOOOODOOOOOO
gooboobooobobobobooobobooooooobooo

IP osMTPOOOOOOOOO0OOOOOOOOOOOOOOOOOOOODOO SMTPOOOOO IP
go00oooOoooOoOo0OoO0O0O0OOoOO0OO0DU0UO0O0OoOoOoSMTPOOOOODOOOOOOOOOOO
O000000000PROXYUOOOOOOSMTPOODIRECTIONOOOOOOO INOOOO
O000O000O0ODIRECTION=OUTOOOOOOOOO

DAYS 000000000000 U0OOOOOOOOOODOOOOOODOUODUOUOODOODOOOODOOO
WEEKDAY 0 0 MON,TUE,WED, THU,FRIO O 0 0 0 O 0OWEEKEND OOSAT,SUNO O O0OO
0000 ALL

AFTER OO0OO0OOOOCOOOOOOOOOOOOOOOOOOOOOOOO

BEFORE 00000000000 O0OOOOOOOOOOOOOOOOOO

g

000000000000 officed SMTPOODODOODODODDODODOOODDOODOODDOOODO
examplecomO OO SMIPOOODOO IPOOODOO 1921681.100000SMTPO 000000 ODOO
O0o0oooo0ooooooooooosSsMTPOOOOO IPOOOOOOOODOOOOOO

SET FIREWALL POLICY=office SMTPDOMAIN=example.com
ADD FIREWALL POLICY=office PROXY=SMTP GBLINTERFACE=ppp0 INTERFACE=vlanl
IP=192.168.1.10 DIRECTION=IN

(000000000000 officed SMTPODODODDODOODODODODODOODODOODDNSODOOOOO
000 101110000000 example.com OO OOSMIPOOO0O000000O00D000O0ODOODNS
gooobobooobooobobooobooooboooboo

ADD IP DNS PRIMARY=10.1.1.1

SET FIREWALL POLICY=office SMTPDOMAIN=example.com

ADD FIREWALL POLICY=office PROXY=SMTP INTERFACE=vlanl GBLINTERFACE=ppp0
DIRECTION=0OUT

gooooboobood CentreCOM AR560S 000000000029 |75
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ADD FIREWALL POLICY PROXY

000000000000 officed HITPOOOOOOODODDDODODOODNSODOOOOOODOO
10.1.110000HTTPOO0OOO0O0O0OO00OO0OO0OOO0O00O0OO0O0O0OO0UDOOUDIRECTION OO
olTooOOoOOoUUOoOOOODNSOOOUOOOOOOoOooooooooo

ADD IP DNS PRIMARY=10.1.1.1
ADD FIREWALL POLICY=office PROXY=HTTP INTERFACE=vlanl GBLINTERFACE=ppp0
DIRECTION=0UT

googggg

SMTPOOOOOO DIRECTION=INOOOOOOOO0O0O0O00O00O0DNSOOOOOOOOOOO0O0O0
O0o0oo0o0ooooooooooooooMXooooooooooooooooooooooo
SMTP 000000 DIRECTION=IN O 000000 00SET FIREWALL POLICY SMTPDOMAIN O
oooooooooboooobooooodod

SMTPOOOOOO DIRECTION=OUTOOOOOOOO0O0O0O0O00OO0O0O00O000O00000000000
oooooOo0ooooooooooOoOoooOooooIPOOO0bOOOOO0OOOOOOOOOOOODOOO
ooo

SMTPOOOOOO DIRECTION=OUTOOOOOO0OO0OOOADDIPDNSOOOOO DNSOOOOOO
0000000000000 000SET FIREWALL POLICY SMIPDOMAINOOOOOOOOOOOO
ooooodgooon

HITPOOOOOOOODOOODOOOODOODOO HTTPOOOOODOOWebOOOOOOODOOOOMMO
00o0o0o0oooooo0oooooooo0oo0o0mATIPOOOOODOOOOOOOOOOOOO
ooooooooIpoO0O0OOO0O0OOOO0O0O0O0O000OOO00OOO0O0OOOO 800000000
000000 HTTPOOOOOOO0O00O00000HTTPSO Secured Securityd O FTPO Gopher 0 0 O
coooodgoooooooooooooooooooooooooooooooooogoooag
HTTPOOOOODOOOOOOODOOADDIPDNSOOOOO DNSOOOOOOOOOOOOOOOO
ooo

gogggo

ADD FIREWALL POLICY SPAMSOURCESO 81 00 0O
ADDIPDNSMIPOO 1730000

DELETE FIREWALL POLICY PROXYO 950000
DELETE FIREWALL POLICY SPAMSOURCESO 97 0 0O O
DISABLE FIREWALL POLICY SMTPRELAYO 110 0 000
ENABLE FIREWALL POLICY SMTPRELAYO 123000 O
SET FIREWALL POLICY SMTPDOMAINO 137 0 0 0 O
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ADD FIREWALL POLICY RULE

ADD FIREWALL POLICY RULE

O00000000000000 /JoOoOoooooo

ADD FIREWALL POLICY=policy RULE=rule-id ACTION={ALLOW|DENY|NAT NONAT}
INTERFACE=interface PROTOCOL={protocol|ALL|GRE|OSPF|SA|TCP|UDP|ICMP ESP}
IP=ipadd[-ipadd]] [PORT={ALL|port[-port]|port-name}] [GBLIP=ipadd]
GBLPORT={ALL|port[-port]|port-name}] [REMOTEIP=ipadd[-ipadd]]
SOURCEPORT={ALL|port[-port]|port-name}] [GBLREMOTEIP=ipadd[-ipadd]]

NATMASK=ipadd] [ENCAPSULATION={NONE|IPSEC}] [AFTER=time] [BEFORE=time]

(
[
[
[LIST={list-name|RADIUS}] [NATTYPE={DOUBLE|ENHANCED|REVERSE|STANDARDY}]
[
[DAYS=day-1ist] [TTL=hour:minute]

policy:|:||:I|:||:I|:||:I|:||:|I:IDEII:IEII:IlI:IlSI:II:II:II:II:II:IDDDDDDDDDDDDDD
rule-id: 0 0 0 00 01010000

interface: IP 000000000 0eth0Oppp0 00O

protocol: IP0 000000 DO002550

ipudd:IPl:lI:II:II:II:II:II:II:II:II:II:II:II:I

port: TCP/UDP U 00 00O 000655350

port-name: 0 0000

list-name: 0000 00000101500000000000000000000

time: 00 0Dhhmm O000O0hh 00000230 mm 0000059

day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

hour: 00O

minute: 00000

g

gboooooboooobooobooboobboobo
O0ooOoIPO000000000000000O00O00000000000OOPRIVATEDPUBLICOOOO
0000000000000 00000000ONATOODDODOODODOO0OoOoUOoooooooooooooO
gooooboooooooooo
O0000000OO0NATOOOOOOOODONATOOOOOOOOOOOO000O0O00O0000 NAT
000000000 NATOOOOOOODODOOUOOOO NATOODOOOOOooooooooooooo
000000000ooooooooooo00U0oooooooooo NATOOoogoooooooo
000000000000 UOONATOOOODODOoOoooooo

00000000000 NATO ADD FIREWALL POLICY NATOOOOOODOOOOOO ENATOOO
O00000000000000000000 ENATOOOO/0000000000000000000
0000000000000 00NATOOODODOOO NATOOOO NATOODOOOOOOooooooo
00000000000 NATOOOOOOOOoOoooooooooooooooooooooon

googgg
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ADD FIREWALL POLICY RULE

POLICY OO0OO0OO0OOOOOOOO

RULE 00000000000 0OO0OO0O0000DO0OO0O0O0000O000O0O0O0000000O0O00000
0000o0oooooool1loooooooogoon

ACTION 0O0O00OOOALLOWOOUOMmMDENYOOUOMmMNONATONATOOOOOMmMNATOOOO
NATOOOUOOUODODOUOONATOOOODOOOOONATIYPEOOOOOOO NATOOOO
00000000 NATOOADD FIREWALL POLICY NATO OOOOOOOOOOOOOOOO
NATOOOOOOOODOOOOONONATONATOOOOODOOODODODODODOoOOoOooooooo
goboooboogoboooooo

INTERFACE 00000000 IPO0O00OO0O0OOO0OO0O00OOOOO00O0OOOOOOOODOOOOOODO
gooooboooobooobooooooobooobooboob bbb bbb boobo
O00O0NATOOOOOOOONATOOOOOOOODDOOOOODDOOGBLINTERFACED OO
O0000ooOoGBLIPODOOOOOOOOOOO

PROTOCOL POOOO0O0O0OO0OU0OOO0OOOOOOOOOOOOOOOOTCPOUDPOOOOO
O0O0O0OPORTOOOOOOOOO

IP O00U00IPOOOOCPUBLICOO0U00O00OOOO0O0OUO0O0OO0OOOOPRIVATEDOOO
gooooooooOoOooOoOOoO00O0OOO000O0OOOO0OOODODOO0OO0ODOOPUBLICOO
0000000uooooooooooooU0oU0uoooo NATOOOODOoooooooooo
O0000o0OoOGBLIPOOOOOOOOOOOOOOOOODODOOOOoOOoIPOODOOOOOOO
goboooooobooboobooooog

PORT 0000000000 O0OOODOOOOOOOOUOOOOOOOOOOPUBLICOOOOOOOO
O0000000oooU0oo0oooo00oU0NATOOODOOOOOUOOooooooooooog
GBLPORT OO UOUOOOOOOOOOOOOOOOOOOOOOOOPORTODOOOOODDDOO
gooooboooooooboooooo

GBLIP NATOOUOOOOOUOOOODUOOOOOINTERFACEDOOOOOO PUBLICOOOOOOO
O000O0000OPUBLICOOOOOOOOO NATOOOODDOOOOODODOOOOOOOOOO
000000ooooooooooooo IPO0000DOOoOoOooOOoOn

GBLPORT NATOOOUOOOOOOOOUOOOOUOOOOUOOOOOOOINTERFACEODOOOOOO
PUBLICOOOOOUOUOODOO0ODODODODOOPUBLICOOODOODOOOOD NATOODOOOOOO
00000000oooo00oooooo00ooooooooooUgo PORTOOOOOOOOO
goo

REMOTEIP O0O0O0OO0OIPOOOCOOPUBLICOOODOOOOOOOOUOOOOOODOOOOPRIVATE
gooodgoboooobooobooooooobooobooboobbobbooboobbooonoo
gooooboogoboooooo

SOURCEPORT 00000000000 U0OOOOOO0OOOOOOOOOOOOOOPROTOCOL O
TCPO UDPUOOOOO0O0OOOO0OOOOOOOOOOOOOOODOOOOO

GBLREMOTEIP 0000 NATOOOO NATOOOOOOOOOIPOOODOOPUBLICODOOOOOO
O0ONATOOOOUOOODOOOOUOUOOODODUOUODOODODUOODOOPRIVATEOODOOOOOOO
NATOOOOOONATOOUOOOO IPOOOOOOOOOO0DOO0OO0OO0OO0OOACTIONDO NAT
OONATTYPEO REVERSEO DOUBLEOOOOOOOO

LIST 0000000000000 0ORADIUSOOOOOOOOOORADIUSODOOOOOOOOOOO
O0DO0DORADIUSOOOOOOOOOOO0OOOOOOOO0OOOOOOOO1IO000O000 40
O0ooooOolPoOO00O0O0OOOPUBLICOO PRIVATEQOOOODODOOOOODOOOOOOO
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ADD FIREWALL POLICY RULE

PRIVATEO O PUBLICOOOO0O0OO0OO0O0UOOOOO0OOOOOOOOODODOMACOOODOOO
00 Ethernet 00 0000000000000 O00OO00OO0OOOOOOOO0 MACODOOODOOO
gooogo

NATTYPE NAT OO0 0 DOUBLEO ENHANCEDO REVERSEO STANDARD 0 0O 00 ACTION O O
O000O0NATOOODOOOOOOOOOOOOO STANDARDO

NATMASK NATOOOOOOACTIONOOOOOOO NATOOOUOONATTYPEOOOOOOO
DOUBLEO REVERSEO STANDARD O OO O OOOOooooooooo

ENCAPSULATION IPSECOOO0O0O0OOOIPsecO00000O0OO0OO0OOOIPOOOOOOOOOO
gooOoOooooooooooOlIPsecOO0OOOOO IPOOOOOOOOOOOOOODOOODOO
00000 NONEO

AFTER O0OO0OO0OOCOOOOOOOOOOOOOOOOOODOOOO

BEFORE 000000000000 OOOOOOOOOOOOOOOO

DAYS 00000000000 OOO00OO000OO00O0OU0O0O00O0O0O00000O0DOOWEEKDAY
00 MON,TUE,WED, THU,FRIOO 00 O 0 O OWEEKEND OO SAT,SUNOO OO O O0O0O00O ALL

TTL OOO0OOOOOOoOoOoOo:o0

googoo goood
ECHO 7
DISCARD 9
FTP 21
TELNET 23
SMTP 25
TIME 37
DNS 53
BOOTPS 67
BOOTPC 68
TFTP 69
GOPHER 70
FINGER 79
WWW 80
HTTP 80
KERBEROS 88
RTELNET 107
POP2 109
POP3 110
SNMPTRAP 162
SNMP 161
BGP 179
RIP 520
gooooboobood CentreCOM AR560S DO OO OO0OOOO 29
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ADD FIREWALL POLICY RULE

L2TP 1701
PPTP 1723
VDOLIVE 7000
REALAUDIO 7070
REALVIDEO 7070

014 00000000000 TCP/UDPOOOOO

u
m LANOvlanlOO OO0 MS-Networks 0000000000 13701390000000

ADD FIREWALL POLICY=mynet RULE=1 AC=DENY INT=vlanl PROT=UDP PORT=137-139
ADD FIREWALL POLICY=mynet RULE=2 AC=DENY INT=vlanl PROT=TCP PORT=137-139

m 0000000 200.10010100000000ppp0 00 00000O00O0O0O0OO0O

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=pppO0 PROT=ALL
IP=200.100.10.10

m 0000000 200.100.1050000000 TCP8OOODODOOOOOppp0 00 OO0O0OOOOOODO
goo

ADD FIREWALL POLICY=mynet RULE=1 AC=ALLOW INT=ppp0 PROT=TCP
IP=200.100.10.5 PORT=80

e 00000000myguest000000000IPO0OO0O000000ppp00 000000000000

ADD FIREWALL POLICY=mynet RULE=1 ACTION=ALLOW INT=pppO PROTO=ALL
LIST=myguest

googgg

CREATE FIREWALL POLICYO 850000

CREATE FIREWALL POLICY DYNAMICO 86 0O OO O
DELETE FIREWALL POLICY RULEO9% 0 00O O

SET FIREWALL POLICY RULEO 1350000

SHOW FIREWALL POLICYO 1500 00 O
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ADD FIREWALL POLICY SPAMSOURCES

ADD FIREWALL POLICY SPAMSOURCES

0000000000000 0 /JOOOOooOoOoOooooooo

ADD FIREWALL POLICY=policy SPAMSOURCES=filename

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
filename: 0000000000 .spall

g

00o0o0oDO0oo00oo0oooo SMTPOOODOOOO0 spamO00000000O
gogggo

POLICY O0OO0OO0OOOOOOOO

SPAMSOURCES spamO00000000spam 0000000000000 O0O00O0O0ODOOOO0OO
O00o000o0o00oooo0oobo0oobOodb0spad0001000000O000O00O
00000000 spamOO00000O0050000

u
00000000000 0mynet00 spam 000 0listspal 00000

ADD FIREWALL POLICY=mynet SPAMSOURCES=spam.spa

Espam 000000000

# SMTP Proxy spam sources file list.spa
quickbuck@spammer.net

spammerzone .xxXx.au
wesayspam@spamcentral . xxx

buymystuff@spaspaspam.co.jx

googggg

spam 0 0000000000 0ODOOODELETE FIREWALL POLICY SPAMSOURCES 00000 0OO
goooooooooooooooboobbob bbb booboobbobboon
oooooosMTpOOOOOOOOOOOOOOOOOOOO

googgg
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ADD FIREWALL POLICY SPAMSOURCES

ADD FIREWALL POLICY PROXYO 740000

DELETE FIREWALL POLICY PROXYO 950000
DELETE FIREWALL POLICY SPAMSOURCESO 97 00O O
DISABLE FIREWALLO 102000 O

ENABLE FIREWALLO 1150000

SET FIREWALL POLICY SMTPDOMAINO 137 0 0 0O
SHOW FIREWALLO 14000 00O
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ADD FIREWALL POLICY UDPPORTTIMEOUT

ADD FIREWALL POLICY UDPPORTTIMEOQOUT

O00000000000000 /JOOOoooooooooo

ADD FIREWALL POLICY=policy UDPPORTTIMEOUT=port [TIMEOUT={minutes|
DEFAULT}]

policy:I:II:II:II:II:II:II:II:II:II:II:IDDD1D15DDDDDDDDDDDDDDDDDDDD
port: UDP 0 00000 10655350
minutes: 00 000432000000 3000000000

0

O000ooo0ooooooo UbPO0000OO0O0OOoOoO0OoooOooooooooog
000000000 0oooooooooooo UbPOOO0O0DOOO0OOOOODOOOOOOOOODOOODO
gooobboooooobobooobooooo

ubrOOOOOoOOOOOOOOOOOOOOOO

() 0oDoUDPOOODOODOODOOOOOSET FIREWALL POLICY OO0 00O UDPTIMEOUTO OO
00000000000 00ooo 20000000U0UDPOO00OOODOO0OOOOOOOOOOOOOO
0000000 500000000000000000010000000000000S00000000
O00ooooo UDPTIMEOUTOOUOOOOODOOOOOM
(UUo000000D000000D0Do0oo0ooOo UDPOOOOODODODOOODDOOO TIMEOUT OO
goooooooooooooboooboobbob bbb booboobbobbooo
goooooogbogon
oUuDPOOU0O0O0OOOOOO0OOOOO0OOOO0UO0OOOUODOOOOOPUBLICOOO UDPOOO
O0000o0oooooOo UDPPORTTIMEOUTOD OO OOOOOOOOOOOOOODODOOOOOOO
OO0OOO0O0OOPRIVATE - PUBLICO OOOUOO0OO0OOOOOOOPUBLIC - PRIVATEOOOOOOOOO
goooooboodgo

(O0O]

00 (1)00000o0oooos06000000000 UDPODDOOOOOOOOOOOOOOOOOOO
00 SET FIREWALL POLICY OO OO0 UDPTIMEOUTOOOOOOOOOOOOOOOOOOOOO
Oo00000oooooooooooooooooggogseon0oonoooooooooogsoe0onoon
oo
oogs506000000000000000000000O0000000000000OD000O00O0O0O0O0O0
O0ooos06000000000000000000000O0000O0OD0O0O0O0ODO0O0O0O0O0O0O0O0O0O0
5600 0000000000000 (1)000D00D000000O0O0O0OO

gogggo
POLICY OO0OO0O0OO0OOOOOOOO

UDPPORTTIMEOUT UDPOOOOOOOOOOOCOPUBLICOUOOOOOOOOOOOOOOOOO
goooooogoog

oooooooo CentreCOM ARS60S OO OOOO0OOO0O 2.9 83
613-001314 Rev.G



ADD FIREWALL POLICY UDPPORTTIMEOUT

TIMEOUT UDPOOOOO0OOOUOOOO0MOOOOOO0OOO0OOO0OO0DOO0OODOOOOOODOOO
00000 DEFAULTOOOOUOOOOOOOOOO0O0 UDPOOOOOOOOOOSET FIREWALL
POLICYOOOOO UDPTIMEOUTOOOOOOOOOOOOOUOODOOODOOOOOOOOOO
gooooboogoboooobobooobboobbooboobnbooooog

g

s 000 UDPOOO 1000000 UDPOOCOOOOOOOOOO0OOOOOOOOOOODOOOOOO
1000000000000000003000000000o00000

ADD FIREWALL POLICY=net UDPPORTTIMEOUT=10000 TIMEOUT=3

googgg

DELETE FIREWALL POLICY UDPPORTTIMEOUTO 98 0 O O O
SET FIREWALL POLICYO 1300000

SET FIREWALL POLICY UDPPORTTIMEOUTO 1390 0 0O O
SHOW FIREWALL POLICY UDPPORTTIMEOUTO 164 0 O O O
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CREATE FIREWALL POLICY

CREATE FIREWALL POLICY

O00000000000000 /JOOOoooooooooo

CREATE FIREWALL POLICY=policy

policy: 00000000 000O00O0I01500000000000000000000

g

gooooobooobooooobooooboobboobboobuooboooboo
000 0ADD FIREWALL POLICY INTERFACEO 0O OO PUBLICO PRIVATEQO OO OOOOOO
gooooboooobooooboooboobbobboonboo

gogggo

POLICY OO0OO0OO0OOOOOOOO

u
00000000000 0mynetd 000000

CREATE FIREWALL POLICY=mynet

googgg

ADD FIREWALL POLICY INTERFACEO 650 0 0O O
ADD FIREWALL POLICY LISTO 6900 OO

ADD FIREWALL POLICY NATO 710000

ADD FIREWALL POLICY RULEO 770000
DESTROY FIREWALL POLICYO 10000 OO
DISABLE FIREWALL POLICYD 1050 00O
ENABLE FIREWALL POLICYO 118 0 0 OO

SHOW FIREWALL POLICYO 1500 00 O
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CREATE FIREWALL POLICY DYNAMIC

CREATE FIREWALL POLICY DYNAMIC

O00000000000000 /JOOOoooooooooo

CREATE FIREWALL POLICY=policy DYNAMIC=template

policy: 00000000 000O00O0I01500000000000000000000
template: 000 00000000000D00O0O0OOOO101500000000000000000D0DO0OO

g

gopooooooboooooooboooboboobboo
goooooooooooooooboobboob bbb boooboobbobboon
OO0 PPPODOOOOOOO0OOOOOOOOODOOOOOOOODOOOODOO
0000000000000 oooooADD FIREWALL POLICY DYNAMICOOOOOOOOOOO
0000000000 0oo0ooU0o00o0ooUo0oU0oU00o00oo0oUo0Uo0ooOOADD
FIREWALL POLICY INTERFACECO OO OO0 ODYN-OOOOOOOOOOODOooooooooo

gogggo

POLICY OO0OO0OO0OOOOOOOO
DYNAMIC OO00OO0OO0OO0OO

g

s PPPO0O0OOOjoged 000000000000 O00O0O0O0PPPOOOOOOOOOOOOOOOOO
O000O0O0Onet0 O PRIVATEQOOOOOOOOOOOOOO

CREATE FIREWALL POLICY=net DYNAMIC=pppif
ADD FIREWALL POLICY=net DYNAMIC=pppif USER=joge
ADD FIREWALL POLICY=net INTERFACE=dyn-pppif TYPE=PRIVATE

gogggo

ADD FIREWALL POLICY DYNAMICO 620 00O
DELETE FIREWALL POLICY DYNAMICO 89 OO OO
DESTROY FIREWALL POLICY DYNAMICO 101 0 00O
SHOW FIREWALL POLICYO 1500 00 O
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DELETE FIREWALL MONITOR

DELETE FIREWALL MONITOR

O000000000o0o0o000 /Joooooo

DELETE FIREWALL MONITOR=monitor-id

monitor-id: 00 00 ID0O 10 655350

0o

googoooooooboooooooboobbobboobnboooog
goooon

MONITOR OOOOIDODOOOOOOO

goooon

ADD FIREWALL MONITORO 60 0 0 0O O
DISABLE FIREWALL MONITORO 103000 O
ENABLE FIREWALL MONITORO 116 00 OO
SET FIREWALL MONITORO 129000 O
SHOW FIREWALL MONITORO 149 00 00O
SHOW FIREWALL SESSIONO 166 0 O 0 O
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DELETE FIREWALL POLICY APPRULE

DELETE FIREWALL POLICY APPRULE

O00000000000000 /JoOoOoooooo

DELETE FIREWALL POLICY=policy APPRULE=app-rule-id

policy: 00000000 000O00O0I01500000000000000000000
app-rule-id: 00 000000000000 102990

0o

gooooooooooooooobooboboobbooboono
goooon

POLICY O0OO0OO0OOOOOOOO
APPRULE OOO0OOOOOOOOOOO

goooon

ADD FIREWALL POLICY APPRULEO 61 00 0O
SHOW FIREWALL POLICYO 1500 00 O
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DELETE FIREWALL POLICY DYNAMIC

DELETE FIREWALL POLICY DYNAMIC

O00000000000000 /JOOOoooooooooo

DELETE FIREWALL POLICY=policy DYNAMIC=template {FILE:filena.me
USER={username|ALL|NONE} }

policy:I:II:II:II:II:II:II:II:II:II:II:II:II:IDlDlSDDDDDDDDDDDDDDDDDDDD
templute:I:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:II:Ill:llSI:IDDDDDDDDDDDDDDDDDDDDD
filename: 0000000000 . txtd

username: 1000 001063000000000000000

0

gooooobooobooooobooooboobboobboobuooboooboo
googgg

POLICY O0OO0OO0OOOOOOOO

DYNAMIC 000000000 OO0O0O0OOOOOOOO

FILE 0000000000000 00100000000000000000 .4xtO

USER OUOUOOOONONEOODOOOOUOODODODODOODODOUOODUDANYODODOOODOOODOODO
goood

gogggo

ADD FIREWALL POLICY DYNAMICO 620 00O
DESTROY FIREWALL POLICY DYNAMICO 1010 00O
SHOW FIREWALL POLICYO 1500 00 O
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DELETE FIREWALL POLICY HTTPFILTER

DELETE FIREWALL POLICY HTTPFILTER

0000000000000 0 /JOOOOooOoOoOooooooo

DELETE FIREWALL POLICY=policy HTTPFILTER=filename DIRECTION:{OUT}

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
filename: 0000000000 . txtd

g

0000000000000 0 HTITPOOOODOO URLOODOOOOOOOOOOOOO
gooooobooobooooooooboooboobboobogboobboobDboooboobbo

gogggo

POLICY O0OO0OO0OOOOOOOO

HTTPFILTER URLOOOOOO0OO00O0000OO .txt

DIRECTION URLOOOOO0OO0OO0OO0OOO0OO0OO0O0O0O0OOOOOADD FIREWALL POLICY HTTPFIL-
TEROOOOO DIRECTIONOOOOOOO0OO0OO0OODOOOODOOooooouTooooooooo
OO0 DIRECTIONOOOOO0O0OOOOOOOoOooOoOuUToooooo

gogggo

ADD FIREWALL POLICY HTTPFILTERO 64 0 OO O

ADD FIREWALL POLICY PROXYO 740000

CREATE FIREWALL POLICYO 850000

DELETE FIREWALL POLICY PROXYO 950000

DISABLE FIREWALL POLICY HTTPCOOKIESO 107 0 0 O O
ENABLE FIREWALL POLICY HTTPCOOKIESO 120 0 0 0O O
SHOW FIREWALL POLICYO 1500 00 O
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DELETE FIREWALL POLICY INTERFACE

DELETE FIREWALL POLICY INTERFACE

0000000000000 /JOOOOOOOOOOOOo
DELETE FIREWALL POLICY=policy INTERFACE=interface

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
interface: IP 000000000 0eth0Oppp0 00O

0o

goooobooooboooooboooboobboboboooboo
goooon

POLICY O0OO0OO0OOOOOOOO
INTERFACE POOOOOOOOO

goooon

ADD FIREWALL POLICY INTERFACEO 650 0 0O O
CREATE FIREWALL POLICY DYNAMICO 8 0O OO O
SHOW FIREWALL POLICYO 1500 00 O
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DELETE FIREWALL POLICY LIMITRULE

DELETE FIREWALL POLICY LIMITRULE

go0o00o00000000O0 /JOOOOOOOO
DELETE FIREWALL POLICY=policy LIMITRULE=rule-id

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
rule-id: 0 0 0 0 0 0 1042949672950

0o

goooobooooooooobooooooobooobboobooboobbobboobbooobo
goooon

POLICY 000000000 OOO0OOOOOODOOOOOOOOO
LIMITRULE 00000000 IDO1-42949672950 00000

goooon

ADD FIREWALL POLICY LIMITRULEO 67 0 0 O O
SET FIREWALL POLICY LIMITRULEO 134 00 0 O
SHOW FIREWALL POLICY LIMITRULEO 161 0O OO
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DELETE FIREWALL POLICY LIST

DELETE FIREWALL POLICY LIST

0000000000000 /o0oooooo
DELETE FIREWALL POLICY=policy LIST=l1ist-name

policy: 00000000 000O00O0I01500000000000000000000
list-name: 00 0000000101500 00000000000000000O0

0o

goooooooooooooooboobboob bbb boooboobbobboon
gopoooboogoooooboooboon

goooon

POLICY O0OO0OO0OOOOOOOO
LIST 00O0O0O0O0oO

goooon

ADD FIREWALL POLICY LISTO 6900 OO
SHOW FIREWALL POLICYO 1500 00 O
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DELETE FIREWALL POLICY NAT

DELETE FIREWALL POLICY NAT

O00000000000000 /JOOOOOOOO NAT

DELETE FIREWALL POLICY=policy NAT={ENHANCED|STANDARD| ENAPT}
INTERFACE=interface GBLINTERFACE=interface [IP=ipadd]

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
interface: IP 000000000 0eth0Oppp0 00O
ipadd: IP 0000

0

0000000000000 UUoUUUOg NATOODODODODOOoOoO
googgg

POLICY OO0OO0OO0OOOOOOOO

NAT NAT OO 0O OSTANDARDO ENHANCEDO ENAPTOOOOO

INTERFACE 0OO0O0OOOO0OO0OIPOOOOOOOO

IP O00000010 IONATOOUOOOOOUOO IPOOOOOOOODDOONAT=STANDARD OO
ooooo

GBLINTERFACE 0OOO0OO0OO0OOIPOOOOOOOO

gogggo

ADD FIREWALL POLICY NATO 710000
CREATE FIREWALL POLICY DYNAMICO 86 0O OO O
SHOW FIREWALL POLICYO 1500 00 O
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DELETE FIREWALL POLICY PROXY

DELETE FIREWALL POLICY PROXY

0000000000000 0 /JOOOOooOoOoOooooooo

DELETE FIREWALL POLICY=policy PROXY=HTTP INTERFACE=interface
GBLINTERFACE=interface DIRECTION=OUT

DELETE FIREWALL POLICY=policy PROXY=SMTP INTERFACE=interface
GBLINTERFACE=interface DIRECTION={IN|OUT} [IP=ipadd]

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
interface: IP 000000000 0eth0Oppp0 00O
ipadd: IP 0000

g

goooobooooooobooooboobbobbooboobobooobooo
gogggo

POLICY OO0OO0OO0OOOOOOOO

PROXY 00000000 OO0OOOOOOOOOOOOOOHTTPO SMTPM

INTERFACE 0000000000000 O00OOOOOOIPOOOOOOOO

GBLINTERFACE 0000000 O00OO0O0O0OO0OOOOOOIPOOOOOOOO

DIRECTION 0000000000000 U0OOO0O0OO0OOOADD FIREWALL POLICY PROXY OO
000Uooo0o0doo0o00o0o00oo0o00oO0000000U00O0UOOOHTTIPOOOOO
OoooouToSMTPOOOOODOOOO INO OUTOOOO

IP osMTPOOOOOOOOO0OOOOOOO0OOOOOOOOOOOOODOO SMTPOOOOO IP
goboooboogo

u
(000000000000 office0 0000 SMTPOOODDOOOODOOOOO

DELETE FIREWALL POLICY=office PROXY=SMTP INTERFACE=vlanl
GBLINTERFACE=ppp0 DIRECTION=IN

gogggo

ADD FIREWALL POLICY PROXYO 740000
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DELETE FIREWALL POLICY RULE

DELETE FIREWALL POLICY RULE

go0o00o00000000O0 /JOOOOOOOO
DELETE FIREWALL POLICY=policy RULE=rule-id

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
rule-id: 00 0000102990

0o

gopooboboooboogboboooboooooooboo
goooon

POLICY O0OO0OO0OOOOOOOO
RULE OOOOO

goooon

ADD FIREWALL POLICY RULEO 770000
SET FIREWALL POLICY RULEO 1350000
SHOW FIREWALL POLICYO 1500 00 O
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DELETE FIREWALL POLICY SPAMSOURCES

DELETE FIREWALL POLICY SPAMSOURCES

0000000000000 0 /JOOOOooOoOoOooooooo

DELETE FIREWALL POLICY=policy SPAMSOURCES=filename

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
filename: 0000000000 .spall

g

00000O0o00o00o0oo0oo0 SMIPOO0ODOOO00 spamO00000O0O0
spam U0 0000000000000000000O0O0O0O0O0O0OOOOOOOOOOOO0O0

gogggo

POLICY O0OO0OO0OOOOOOOO
SPAMSOURCES spam 000000000000 .spa

googggg

spam 0 0000000000000 O0O00O0O00O0O0OCO0O0O0O0O0OO000O0O0O0O000O0O0O000A0
ADD FIREWALL POLICY SPAMSOURCES 0000000000000 O0O0O0O0ooooooooon
oooooooosMTPOOOOOOOOOOOOOOOOOOOO

googgg

ADD FIREWALL POLICY PROXYO 740000

ADD FIREWALL POLICY SPAMSOURCESO 81 00 0O
DELETE FIREWALL POLICY PROXYO 950000
DISABLE FIREWALLO 102000 O

ENABLE FIREWALLO 1150000

SHOW FIREWALLO 14000 00O
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DELETE FIREWALL POLICY UDPPORTTIMEOUT

DELETE FIREWALL POLICY UDPPORTTIMEOUT

O00000000000000 /JOOOoooooooooo

DELETE FIREWALL POLICY=policy UDPPORTTIMEOUT=port

policy: 00000000 000O00O0I01500000000000000000000
port: UDP 0 00000 10655350

g

O000ooooooooooo UbPO000OO0O0O0OOOOODOOOOOOOOOOOO
gogggo

POLICY O0OO0OO0OOOOOOOO
UDPPORTTIMEOUT UDP OO 0O 0O0OOADD FIREWALL POLICY UDPPORTTIMEOUT O O O O
ooooooooboboooooooooboooooboooooooooooooboooooOog

g

s 00000000000O0COOUDPOOO 1000000 UDPOOOOOOOOOOOOODOOOCOOO
goo

DELETE FIREWALL POLICY=net UDPPORTTIMEOUT=10000

gogggo

ADD FIREWALL POLICY UDPPORTTIMEOUTO 83 0 00 O
SET FIREWALL POLICY UDPPORTTIMEOUTO 1390 0 0O O
SHOW FIREWALL POLICY UDPPORTTIMEOUTO 164 0 O O O
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DELETE FIREWALL SESSION

DELETE FIREWALL SESSION

0000000000000 0 /JOoOOooooooooooo

DELETE FIREWALL SESSION={session-id|ALL}

session-id: 00 000 ID

0o

goooobooooboooobooboboooboobbooboobooo
goooon

SESSION 00000 IDOSHOW FIREWALL SESSION O OOO0O0O0O0OO0OO0OO0OOALLOOOOOOO
oobooooooboooooooooog

goooon

SHOW FIREWALL SESSIONO 166 0 O 0 O
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DESTROY FIREWALL POLICY

DESTROY FIREWALL POLICY

O00000000000000 /JOOOoooooooooo

DESTROY FIREWALL POLICY=policy

policy: 00000000 000O00O0I01500000000000000000000

0o

gopoooboooooooboooobooa
goooon

POLICY O0OO0OO0OOOOOOOO

goooon

CREATE FIREWALL POLICYO 850000
DISABLE FIREWALL POLICYD 1050 00O
ENABLE FIREWALL POLICYO 118 0 O OO
SHOW FIREWALL POLICYO 1500 00 O
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DESTROY FIREWALL POLICY DYNAMIC

DESTROY FIREWALL POLICY DYNAMIC

O00000000000000 /JOOOoooooooooo

DESTROY FIREWALL POLICY=policy DYNAMIC=template

policy: 00000000 000O00O0I01500000000000000000000
template: 000 00000000000D00O0O0OOOO101500000000000000000D0DO0OO

0o

gopooooooboooooooboooboboobboo

goooon

POLICY O0OO0OO0OOOOOOOO

DYNAMIC 0000000000000 OOOOOOOO

goooon

ADD FIREWALL POLICY DYNAMICO 620 00O
CREATE FIREWALL POLICY DYNAMICO 8 0O OO O
DELETE FIREWALL POLICY DYNAMICO 89 OO OO
SHOW FIREWALL POLICYO 1500 00 O

gooooboobood
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DISABLE FIREWALL

DISABLE FIREWALL

O000000000o0o0o000 /Joooooo

DISABLE FIREWALL

0o

gopooooooboooooooboooboboobboo

goooon

DISABLE FIREWALL NOTIFYD 1040 00 O
DISABLE FIREWALL POLICYD 1050 00O
ENABLE FIREWALLO 1150000
ENABLE FIREWALL NOTIFYO 1170000
ENABLE FIREWALL POLICYO 118 0 O OO
SHOW FIREWALLO 14000 00O
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DISABLE FIREWALL MONITOR

DISABLE FIREWALL MONITOR

O000000000o0o0o000 /Joooooo

DISABLE FIREWALL MONITOR

0o

gopooooooboooooooboooboboobboo
goooooooooooooooboobboob bbb booboobbobbooo
goooobooooogooog

goooon

ADD FIREWALL MONITORO 6000 0O O
DELETE FIREWALL MONITORO 87 0 00O
ENABLE FIREWALL MONITORO 116 00 OO
SET FIREWALL MONITORO 129000 O
SHOW FIREWALL MONITORO 149 00 0O
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DISABLE FIREWALL NOTIFY

DISABLE FIREWALL NOTIFY

O000000000o0o0o000 /Joooooo

DISABLE FIREWALL NOTIFY={ALL|MAIL|MANAGER|PORT|SNMP}

0o

goooobooooboooooboooboobboboboooboo
goooon

NOTIFY 0U0OO0OO0O0UOO0ALLOOOOOOOOOOOOOOOOOOOOOO

goooon

DISABLE FIREWALLO 102000 O
DISABLE FIREWALL POLICYD 1050 00O
ENABLE FIREWALLO 1150000
ENABLE FIREWALL NOTIFYO 1170000
ENABLE FIREWALL POLICYO 118 0 O OO
SHOW FIREWALLO 14000 00O
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DISABLE FIREWALL POLICY

DISABLE FIREWALL POLICY

O00000000000000 /JOOOoooooooooo

DISABLE FIREWALL POLICY=policy [ACCOUNTING] [DEBUG={ALL|HTTP|PACKET|PKT|
PROCESS|PROXY|SMTP}] [FRAGMENT={UDP|ICMP}] [ICMP_FORWARDING={ALL)|
PARAMETER|PING|SOURCEQUENCH|TIMEEXCEEDED| TIMESTAMP|UNREACHABLE}]
[LOG={ALLOW|DENY | DENYDUMP|INAICMP|INALLOW|INAOTHER| INATCP|INAUDP|
INDDICMP|INDDOTHER|INDDTCP|INDDUDP|INDDUMP|INDENY|INDICMP|INDOTHER]
INDTCP|INDUDP|OUTAICMP|OUTALLOW|OUTAOTHER|OUTATCP|OUTAUDP|OUTDDICMP
OUTDDOTHER|OUTDDTCP|OUTDDUDP|OUTDDUMP|OUTDENY| OUTDICMP|OUTDOTHER|OUTDTCP|
OUTDUDP}] [OPTIONS={ALL|RECORD.ROUTE|SECURITY|SOURCEROUTE|TIMESTAMP}]
[PING]

policy: 00000000 000O00O0I01500000000000000000000

0

gooobobooooogobooobooooboobbooboo
goooooooIicMPOOOUOOOOOOOOUOUOOOOOOOOUOODOODOOOOOOODOOOOOO
IPOCOO0OO0OOOODOOOOOOOO

googgg

POLICY OO0OO0O0OO0OOOOOOOO

ACCOUNTING 0O00O0O00O00O0OO0OO0O0OOOOOOOOOOO

DEBUG 000000000 OO0OUOO0OUOOPKTOPACKETD O OOOOO 600000 OOODOMOD
PROCESSO 00000000000 MMHATIPOHTIPOOODOOOOO OO MSMTPOSMTP OO
O000o0ooooomPROXYOOOOOODOODODOODMALLDODOODOOOOOOOO

FRAGMENT 000000000000 O0O0O0OOOOOOOOOOOOO0OOOOO0OODOUOOOOOO
ooooogoIPooogoool400ooooooo 1780000o0oooooooogoon
gooogoogoo

ICMP_FORWARDING 00000 ICMPOOOOOOOOOOOOOUOOOOOOOOOOOOOOO
AlLLOOO0O0O0OOOOO0OOICMPOOOOOOOOOUOOOOOOOOOOM

LOG 0000000 0000ooooooooooooooooooooooooooooooon

OPTIONS IPOOOO00OOO0OOOOOOOOOOIPOOOOOOOOOOOOOIPOOOOOOO
0000000000000 oooooooooooooooooooooo IPooooOog
gooooboogoboooooo

PING 00000000 PINGOOOOOICMP ECHO/ECHOREPLYD D OO O OOODO0OOOOOO
O000omooooooooooooo PINGOOOooOo
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DISABLE FIREWALL POLICY

g

s PINGOOOOO0OOOOOOOO

DISABLE FIREWALL POLICY=mypolicy ICMP_FOWARDING=PING

googggg

ENATOOOOPINGUOOOODOOOOOOOOICMP.FORWARDINGOOOOOOOODOODOOOO
PINGOOOOOOOOO

googgg

DISABLE FIREWALLO 102000 O
DISABLE FIREWALL NOTIFYD 1040 00 O
ENABLE FIREWALLO 1150000
ENABLE FIREWALL NOTIFYO 1170000
ENABLE FIREWALL POLICYO 118 0 0 OO
SHOW FIREWALLO 14000 00O

SHOW FIREWALL POLICYO 1500 00 O
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DISABLE FIREWALL POLICY HTTPCOOKIES

DISABLE FIREWALL POLICY HTTPCOOKIES

0000000000000 0 /JOOOOooOoOoOooooooo

DISABLE FIREWALL POLICY=policy HTTPCOOKIES

policy: 00000000 000O00O0I01500000000000000000000

g

O0 HTTPOOOOOOO CookieODOODDOODDOODDOODDOODDOODODOODODODODOOURLODO
O00000000OnocookiesD 0000000000000 ODO CookieODDODDOODODDOOODODO
goo

CookieUOODODOUODHTIPOOOUDODODODOODODODDOODOODDOODOODOOOO

googgg

POLICY OO0OO0OO0OOOOOOOO

gogggo

ADD FIREWALL POLICY HTTPFILTERO 64 0 OO O

ADD FIREWALL POLICY PROXYO 740000

CREATE FIREWALL POLICYO 850000

DELETE FIREWALL POLICY HTTPFILTERO 90 0 O O O
DELETE FIREWALL POLICY PROXYO 950000

ENABLE FIREWALL POLICY HTTPCOOKIESO 120 0 0 0O O
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DISABLE FIREWALL POLICY IDENTPROXY

DISABLE FIREWALL POLICY IDENTPROXY

00000000000000 /identOOOQOO

DISABLE FIREWALL POLICY=policy IDENTPROXY

policy: 00000000 000O00O0I01500000000000000000000

0o

ident0 0000000000000
ident0000000000000000000000O0O00OO0O0 ident(REC1413)000000000
O00000000000ident0 0000000 RSTOOODOTCPOOOODDOODODODOODDOOODOOOOO
goooboobood

goooon
POLICY OO0OO0OO0OOOOOOOO

goooon

ENABLE FIREWALL POLICY IDENTPROXYD 121 00 0O

108 | CentreCOM AR560S O OO0 OOOOOODO 2.9 oooooooo
613-001314 Rev.G



DISABLE FIREWALL POLICY P2PFILTER

DISABLE FIREWALL POLICY P2PFILTER

O00000000000000 /JOOOoooooooooo

DISABLE FIREWALL POLICY=policy P2PFILTER={WIN1\TY}

policy: 00000000 000O00O0I01500000000000000000000

0o

0000000000 00ooo0ooooo P2PO0O000OOOOODOOOOOOOn
goooon

POLICY O0OO0OO0OOOOOOOO
P2PFILTER OOOO P2PO0O00O0O0OOOOOO

u
0 000000000000000 WINNYOOOOOOOOooo

DISABLE FIREWALL POLICY=policy P2PFILTER=WINNY

goooon

ENABLE FIREWALL POLICY P2PFILTERO 122000 O
SHOW FIREWALL POLICY P2PFILTERO 163 00 0 O
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DISABLE FIREWALL POLICY SMTPRELAY

DISABLE FIREWALL POLICY SMTPRELAY

0000000000000 0 /JOOOOooOoOoOooooooo

DISABLE FIREWALL POLICY=policy SMTPRELAY

policy: 00000000 000O00O0I01500000000000000000000

0o

SMTpOUOOOOOOOOOO 3000000000000 OOOOODOOOOODO
goooon

POLICY O0OO0OO0OOOOOOOO

goooon

ADD FIREWALL POLICY PROXYO 740000

ADD FIREWALL POLICY SPAMSOURCESO 81 00 0O
DELETE FIREWALL POLICY PROXYO 950000
DELETE FIREWALL POLICY SPAMSOURCESO 97 00O O
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DISABLE FIREWALL POLICY TCPSETUPPROXY

DISABLE FIREWALL POLICY TCPSETUPPROXY

O00000000000000 /JOOOoooooooooo

DISABLE FIREWALL POLICY=policy TCPSETUPPROXY

policy: 00000000 000O00O0I01500000000000000000000

g

000000000000 o00o0o0o0UoPUBLICOODOO TCPSYNOODOODOOOooooooo
gooooboooooooog

000000000000 0000000OPUBLICOPRIVATEDODOODOOOOOO TCPOOOODOOO
OO0 TCPSYNUOOUOOOOOODOODOODOOODOOOoooooooooooooooooooooon
gooooooooboooooboooooooboobboooboobogbbobobooono

gogggo
POLICY O0OO0OO0OOOOOOOO

googgg

ENABLE FIREWALL POLICY TCPSETUPPROXYO 124 00 OO
SHOW FIREWALLO 1400000
SHOW FIREWALL POLICYO 1500 00 O
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DISABLE UPNP

DISABLE UPNP

0o0oooOooooooooo /UPnP

DISABLE UPNP

g

UPnPO Universal Plugand Play0 0 00 00000000000000000OO

googod

ENABLE UPNPO 1250000
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DISABLE UPNP ACTION

DISABLE UPNP ACTION

O0000000oooooog /UPnP

DISABLE UPNP FWPOLICY=policy INTERFACE=interface ACTION=action-name

policy:I:II:II:II:II:II:II:II:II:II:II:II:II:II:Ill:llSI:II:IDDDDDDDDDDDDDDDDDD
interface: IP 000000000
action-name: UPnP Action 0 0O O

g

0000000000000 UPnPActiond0 000000000 OOOOOO
gogggo

FWPOLICY 00OOO0OO0OO0O0OOOOOO
INTERFACE POOOOOOOOO
ACTION UPnPActionO 0000000000 O0OSHOWUPNPINTERFACEOOOOOOOOOOO

googgg

DISABLE UPNP L4PORTO 1140000
ENABLE UPNP ACTIONO 126 0 0 OO
ENABLE UPNP L4PORTO 127000 O
SHOW UPNPO 1690000

SHOW UPNP INTERFACEO 1740000
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DISABLE UPNP L4PORT

DISABLE UPNP L4PORT

0o0oooOooooooooo /UPnP

DISABLE UPNP L4PORT={0-65535}

g

UrnPOO0O0OO0O0O0O0OO0L4000000000000000000000O0O00O00OO0OO
googog
L4PORT 0000 400000

googod

DISABLE UPNP ACTIONO 1130000
ENABLE UPNP ACTIONO 126000 O
ENABLE UPNP L4PORTO 127 000 0O
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ENABLE FIREWALL

ENABLE FIREWALL

O000000000o0o0o000 /Joooooo

ENABLE FIREWALL

0o

goooooboooboooooooobooobboobboo

goooon

DISABLE FIREWALLO 102000 O
DISABLE FIREWALL NOTIFYD 1040 00 O
DISABLE FIREWALL POLICYD 1050000
ENABLE FIREWALL NOTIFYO 1170000
ENABLE FIREWALL POLICYO 118 0 O OO
SHOW FIREWALLO 14000 00O
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ENABLE FIREWALL MONITOR

ENABLE FIREWALL MONITOR

O000000000o0o0o000 /Joooooo

ENABLE FIREWALL MONITOR

0o

gopooooooboooooooboooboboobboo
goooooooooooooooboobboob bbb booboobbobbooo
goooobooooogooog

goooon

ADD FIREWALL MONITORO 6000 0O O
DELETE FIREWALL MONITORO 87 0 00O
DISABLE FIREWALL MONITORO 103000 O
SET FIREWALL MONITORO 129000 O
SHOW FIREWALL MONITORO 149 00 0O

116 | CentreCOM AR560S 0 OO0 OO O0OOODO 2.9 oooooooo
613-001314 Rev.G



ENABLE FIREWALL NOTIFY

ENABLE FIREWALL NOTIFY

O000000000o0o0o000 /Joooooo

ENABLE FIREWALL NOTIFY={ALL|MAIL|/MANAGER|PORT|SNMP}[, ...]
[PORT=asyn-number] [TO=email-addr]

email-addr: 000000000
asyn-number: 00000000000

0

gobooooooboboooboooobooboon
0000000 Manager 00 000000000000 O000O00O00O0O00O00O00O0O0O00O0O0

gogggo

NOTIFY 00000000000000D00000D0000D00O000O0MANAGER OO Manager O
0000000000 ooooooooooooooo0oUo0UoooooMAILDOOOOOOO
ooo0ogoooTOoooUUOUOUOoooooooOoUUUoUoooooooooUooooon
OO0PORTOOOOOOOOOOOOOOOOOOOOPORTOOOOOOOOOOODOOOOOO
0000000000000 oo00o0o00oo0oo0ooOoooSNMPOOOOOOOOO
SNMPOOOOOOOOSNMPOOOOOOOOOODOOOOOOO MANAGERO

PORT 00000000 OOOOO0OOOOONOTIFY=PORTOOOOOOO

TO 000000000 00O0OO0O0OOO0OOONOTIFY=MAILOOOOOOO

googgg

DISABLE FIREWALLO 102000 O
DISABLE FIREWALL NOTIFYD 1040 00 O
DISABLE FIREWALL POLICYD 1050 00O
ENABLE FIREWALLO 1150000
ENABLE FIREWALL POLICYO 118 0 0 OO
SHOW FIREWALLO 14000 00O

oooooooo CentreCOM AR560S DO O0OOOOOOO 2.9 117
613-001314 Rev.G



ENABLE FIREWALL POLICY

ENABLE FIREWALL POLICY

O00000000000000 /JOOOoooooooooo

ENABLE FIREWALL POLICY=policy [ACCOUNTING] [DEBUG={ALL|HTTP|PACKET|PKT|
PROCESS|PROXY|SMTP}] [FRAGMENT={UDP|ICMP}] [ICMP_FORWARDING={ALL)|
PARAMETER|PING|SOURCEQUENCH|TIMEEXCEEDED| TIMESTAMP|UNREACHABLE}]
[LOG={ALLOW|DENY | DENYDUMP|INAICMP|INALLOW|INAOTHER| INATCP|INAUDP|
INDDICMP|INDDOTHER|INDDTCP|INDDUDP|INDDUMP|INDENY|INDICMP|INDOTHER]
INDTCP|INDUDP|OUTAICMP|OUTALLOW|OUTAOTHER|OUTATCP|OUTAUDP|OUTDDICMP
OUTDDOTHER|OUTDDTCP|OUTDDUDP|OUTDDUMP|OUTDENY| OUTDICMP|OUTDOTHER|OUTDTCP|
OUTDUDP}] [OPTIONS={ALL|ROUTERALERT|RECORD_ROUTE|SECURITY|SOURCEROUTE|
TIMESTAMP}] [PING]

policy: 00000000 000O00O0I01500000000000000000000

0

gooobobooooogobooobooooboobbooboo
ICMPOUOOOUOOOUOOO0OOOOOOODOOODODOOUOOOOOOODUOODUDOOOoOOIPOOOOO
gooooboogooooood

googgg

POLICY OO0OO0O0OO0OOOOOOOO

ACCOUNTING 0O0000000O0O0O0O00OOO00DOOO0O0DOOO0O0OOOO0OODOOOOOn
000000000000 30INFOIO

DEBUG 000000000 OO0OUOO0OUOOPKTOPACKETD O OOOOO 6000000 OODOMOD
PROCESSO DO O00OO0OO0O0O0OO0DODMHATIPOHTIPOOODOOOOO OO MSMTPOSMTP OO
O000o0o00oooomPROXYOOOOOODOODODOODMALLDODOOOOOOOOOO

FRAGMENT 00000000 0O00OOO0OO00OOO0OO0OOOOO0O0OOOO0OO0OOO0OO0OOOO0OO
oooooIpPOO0O00OOO0I4000000000178000000000000000000OO
gooooobood

ICMP_FORWARDING 0OO0OO0OO0O ICMPOOOUOU0OOO0O0OOOOOOOOOOOOOOOOOOODOO
ALLOOOO0O0OOOO0OOOOO ICMPOOOOOOODOOOOOOOOOOOOODOOODOOO
oo@ooooooooicMPOOoooOoOoooooOooooo

LOG 000000000000 oouoooooooooooogoooooooooog

OPTIONS 0000000 IPOOOOOO0OOOOOOOOOOOOOOOOOOOUOODOOOOOOO
O0000oo0ooooooo IPO00O00OO0OOO0OOOOOOOOOOOO

PING 00000000 PINGOOOOOICMP ECHO/ECHOREPLYD D OO O OOODO0OOOOOO
goooobood
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g

ENABLE FIREWALL POLICY

m [CMP O PingO Echo/EchoReplyd O Unreachable 00000000

ENABLE FIREWALL POLICY=mypolicy ICMP_FOWARDING=PING, UNREACH

s J000goooooobooobbobobooboooboobDbooobobo

ENABLE FIREWALL POLICY=mypollicy LOG=DENY

gogggo

DISABLE FIREWALLO 102000 O
DISABLE FIREWALL NOTIFYD 1040 00 O
DISABLE FIREWALL POLICYD 1050 00O
ENABLE FIREWALLO 1150000
ENABLE FIREWALL NOTIFYO 1170000
SHOW FIREWALLO 14000 00O

SHOW FIREWALL POLICYO 1500 00 O

gooooboobood
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ENABLE FIREWALL POLICY HTTPCOOKIES

ENABLE FIREWALL POLICY HTTPCOOKIES

0000000000000 0 /JOOOOooOoOoOooooooo

ENABLE FIREWALL POLICY=policy HTTPCOOKIES

policy: 00000000 000O00O0I01500000000000000000000

g

O0 HTTPOOOOOOO CookieODOODDOODDOODDOUDDOODDOODURLOODDOOODDOODOO
OnocookiesD OO OODDOUDOODODOOUOOD CookieOODODOODDOODOODDOOOO
O0O0O0OO0OHTTPOOOOOOOOODOOODOOODOOOOOOOOO

gogggo

POLICY OO0OO0OO0OOOOOOOO

gogggo

ADD FIREWALL POLICY HTTPFILTERO 64 0 OO O

ADD FIREWALL POLICY PROXYO 740000

CREATE FIREWALL POLICYO 850000

DELETE FIREWALL POLICY HTTPFILTERO 90 0 O O O
DELETE FIREWALL POLICY PROXYO 950000

DISABLE FIREWALL POLICY HTTPCOOKIESO 107 0 0 O O
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ENABLE FIREWALL POLICY IDENTPROXY

ENABLE FIREWALL POLICY IDENTPROXY

00000000000000 /identOOOQOO

ENABLE FIREWALL POLICY=policy IDENTPROXY

policy: 00000000 000O00O0I01500000000000000000000

g

ident0 0000000000000
ident0000000000000000000000O0O00OO0O0 ident(REC1413)000000000
gooooooooo0proxyuser0oooooooooooOnO

gogggo

POLICY OO0OO0OO0OOOOOOOO

googggg

00000 ident0000 000 0ODISABLE FIREWALL POLICY IDENTPROXY O O OO OQOOGOQOO
O00000ident0 00000000 RSTOODODODODODOOODO0OODO0OOOOO

gogggo

DISABLE FIREWALL POLICY IDENTPROXYD 108 0 O O O
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ENABLE FIREWALL POLICY P2PFILTER

ENABLE FIREWALL POLICY P2PFILTER

O00000000000000 /JOOOoooooooooo

ENABLE FIREWALL POLICY=policy P2PFILTER={WINNY} ACTION={NOTIFY| DENY}
[THRESHOLD=1. .255]

policy: 00000000 000O00O0I01500000000000000000000

0

0000000000 00oooo0ooooo P2PO0O00O0OOOOODOOOOOOOO
gogggo

POLICY O0OO0OO0OOOOOOOO

P2PFILTER OOOO P2PO0O00O0O0OOOOOO

ACTION P2PO00O0000O0OO00OO0OOONOTIFYOOO DENYOOOOUOMmMNOTIFYOOOOOO
gooooboooobooooooboboobbooboooboog

THRESHOLD 000000000000 0000000O0O0OOOOOOOOOADSOOOOOOO
TCPOOOOODOO 3-way handshake 000D O00000ADSOOO0O0OO0OOO0OOOOOOO
gooooobooooboooooooooobooobooboobbobbooboobboobo
00000 TCPUOOOOUOOODDOOOOOOOUOOODOODOO 20000 0ACTION=DENY OO
O00000OWinnyOOOOOOOTHRESHOLDO OODOODODOOOOOOOODODOO0OO0DO0DO
00000000000 TCPOOOOOUOODOOOOOOOACTION=NOTIFYOOOOOOOoOo
Winny 0000 THRESHOLD O OOOODOOOOOODOOOO0OO0OO0O0OO00000000

g
s 000000000000000WINNYOOOOOOOOOOooOooooooooooooo

ENABLE FIREWALL POLICY=policy P2PFILTER=WINNY ACTION=DENY

gogggo

DISABLE FIREWALL POLICY P2PFILTERO 1090 00 O
SHOW FIREWALL POLICY P2PFILTERO 163 00 0 O
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ENABLE FIREWALL POLICY SMTPRELAY

ENABLE FIREWALL POLICY SMTPRELAY

0000000000000 0 /JOOOOooOoOoOooooooo

ENABLE FIREWALL POLICY=policy SMTPRELAY

policy: 00000000 000O00O0I01500000000000000000000

g

SMTpOUOOOOOOOOOO 3000000000000 OOOOODOOOOODO
gogggo

POLICY O0OO0OO0OOOOOOOO

googggg

goooooboooboooooooobooobboobboo

gogggo

ADD FIREWALL POLICY PROXYO 740000

ADD FIREWALL POLICY SPAMSOURCESO 81 00 0O
DELETE FIREWALL POLICY PROXYO 950000
DELETE FIREWALL POLICY SPAMSOURCESO 97 0 0O O
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ENABLE FIREWALL POLICY TCPSETUPPROXY

ENABLE FIREWALL POLICY TCPSETUPPROXY

O00000000000000 /JOOOoooooooooo

ENABLE FIREWALL POLICY=policy TCPSETUPPROXY

policy: 00000000 000O00O0I01500000000000000000000

g

000000000000 o00o0o0o0UoPUBLICOODOO TCPSYNOODOODOOOooooooo
gooooboooooooog

000000000000 0000000OPUBLICOPRIVATEDODOODOOOOOO TCPOOOODOOO
OO0 TCPSYNOOOOOOODODUOOOODUUooOoOooooooooooooooooooooooooo
0000000000000 0000ODISABLE FIREWALL POLICY TCPSETUPPROXY D OO O QOO
goooobooooboooboo

googgg
POLICY O0OO0OO0OOOOOOOO

gogggo

DISABLE FIREWALL POLICY TCPSETUPPROXYO 111 00 OO
SHOW FIREWALLO 14000 00O
SHOW FIREWALL POLICYO 1500 00 O
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ENABLE UPNP

ENABLE UPNP

O0000000oooooog /UPnP

ENABLE UPNP

0o

UPnPO Universal Plugand Play0 0 000 0000000000000 000OO
UrnPOOO0O00O0O0OO0OO0O0OO0OOO0DOOOO0O0OO0OO0O0OOOO0OADD FIREWALL POLICY
INTERFACEO OO OO UPNPTYPEO OO OOOO UPnPOOOOOOOOOOOOOOOOOOSET
FIREWALL POLICYOOOOO UPNPOOOOOOOOOOOOOOOO UPnPOOOOODOODODO
ood

gooooon

UPnPOOO0OO0OOOOOODHCPOOOOOOOOODOOOODLANOODOOOODODD DHCPO IPOOO
goooboobooobogboboooog

goooon

ADD FIREWALL POLICY INTERFACEO 650 0 0 O
DISABLE UPNPO 1120 00O
SET FIREWALL POLICYO 1300000
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ENABLE UPNP ACTION

ENABLE UPNP ACTION

O0000000oooooog /UPnP

ENABLE UPNP FWPOLICY=policy INTERFACE=interface ACTION=action-name

policy:I:II:II:II:II:II:II:II:II:II:II:II:II:II:Ill:llSI:II:IDDDDDDDDDDDDDDDDDD
interface: IP 000000000
action-name: UPnP Action 0 0O O

g

0000000000000 UPnPActiond0 000000000 OOOOOO
gogggo

FWPOLICY 00OOO0OO0OO0O0OOOOOO
INTERFACE POOOOOOOOO
ACTION UPnPActionO 0000000000 O0OSHOWUPNPINTERFACEOOOOOOOOOOO

googgg

DISABLE UPNP ACTIONO 1130000
DISABLE UPNP L4PORTO 1140000
ENABLE UPNP L4PORTO 127000 O
SHOW UPNPO 1690000

SHOW UPNP INTERFACEO 1740000
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ENABLE UPNP L4PORT

ENABLE UPNP L4PORT

0o0oooOooooooooo /UPnP

ENABLE UPNP L4PORT={0-65535}

g

UrPnPOO0OOOO0OO0O 40000000000DISABLEUPNPL4APORTOOOOOOOOOOOO
pooooooooooboooobooboooon

googod

L4PORT 0000400000

googod

DISABLE UPNP ACTIONO 1130000
DISABLE UPNP L4PORTO 1140000
ENABLE UPNP ACTIONO 126 000 O
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SET FIREWALL MAXFRAGMENTS

SET FIREWALL MAXFRAGMENTS

O00000000000000 /JOOOoooooooooo

SET FIREWALL MAXFRAGMENTS=8..50

g

O0000000000000o000000U00oo000O0o00o00ooooENABLE FIREWALL POLICY
00000 FRAGMENTOOOOOOOODMOoOoOoooooooooooooooooo

gogggo

MAXFRAGMENTS 000000000000 OO00OO0O00OO0OO0OOOO000OOOOOOOOODOO
gooooooboboobboboooobooboooooooob bbb bbbbbbobo
O00000000o0ooooooo 2000000000000000000000000DO0O0
goooooooooogoIPooooOoOO0l400000oogooo17800co0ooooooooon
000000 80U00000ooo0ooo0ooooooooooon

googgg

DISABLE FIREWALL POLICYD 1050 00O
ENABLE FIREWALL POLICYO 118 0 0 OO
SHOW FIREWALLO 14000 00O

SHOW FIREWALL POLICYO 1500 00 O
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SET FIREWALL MONITOR

SET FIREWALL MONITOR

O000000000o0o0o000 /Joooooo

SET FIREWALL MONITOR=monitor-id [IP=ipadd] [COPYTO=ip-interfacel
[APPLYTO={PRIVATE|PUBLIC|BOTH}]

monitor-id: 0 0 00 IDO 10 655350
ipadd: IP 0000
ip-interface: IP 000000000 OethOO ppp0 000

0

gooooboooobooooooboobbobboonboo
googgg

MONITOR OOOOIDODOOOOOOO

IP gooooooIpooOd

COPYTO OOO0OO0O0OOOOOOOOOODOOOODOOO
APPLYTO 0000000000 OOPRIVATE/PUBLIC/BOTHO OO OOOO

googggg

googooooooboogbobooobooboobboboomoobboboobobbobbobboon
goooooobooomoooobbobooobooboobobbooobbobboobobboobon
gooooboogooooobooooboo

googgg

ADD FIREWALL MONITORO 60 00 0O O
DELETE FIREWALL MONITORO 87 00 00O
DISABLE FIREWALL MONITORO 103000 O
ENABLE FIREWALL MONITORO 116 00 OO
SHOW FIREWALL MONITORO 149 00 00O
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SET FIREWALL POLICY

SET FIREWALL POLICY

O00000000000000 /JOOOoooooooooo

SET FIREWALL POLICY=policy [FTPDATAPORT={RFC|ANY}] [TCPTIMEOUT=minutes]
[UDPTIMEOUT=minutes] [OTHERTIMEOUT=minutes] [UPNP={ENABLED|DISABLED}]
[ESPTIMEOUT=minutes]

minutes: 1 1000432000000 3000000000
policy:I:II:II:II:II:II:II:II:II:II:II:IDDDlDlSDDDDDDDDDDDDDDDDDDDD

g

gboooooboooobooobooboobboobo
goooooooobooooobooooboooboobboobogbooboboooboo

googgg

POLICY OO0OO0OO0OOOOOOOO

FTPDATAPORT ANYOOOOOOOPublicOOOO FTPOOOOUOOOODOOOODOOOOOOO
O0DO0DORFCOOOOUOOO20000000000000000 RFC

TCPTIMEOUT TCPOOOUOOOOOUOOODMMOOOOOO 600

UDPTIMEOUT UDPOOOOOO0OO0OOOOO0MOOOOOO2000000000000000UDP,
00000o0o0o0o0ooooo0oooooooooooooS50000D000oooooog
0000 1000000000000 000000000000000000000000O 50
OoooOoooogooose0coooooo ubPOCOOOOOOOOOoDODOOOoOoOO
goodoooooodooggbobobbobbobbbboooooooobbbobobbobo
00050600 0000000000000 506000000MM000ADD FIREWALL POLICY
UDPPORTTIMEOUT O O UOOOODOOOOOOOOOOOOOOOOOOOUDPOOOOOOO
goooobogobooobobooooboo

OTHERTIMEOUT TCPOUDPOOOOOOOOOOOOOOOMMOOOOODO?200O

UPNP 0000000 UPNPOOOOOOODOOO ENABLEDO OOOOOOOO DISABLED 00O
ooo

ESPTIMEOUT ESPOUO0O0O0000OO0O(0)000O0OO0ODO200

googgg

ADD FIREWALL POLICY INTERFACEOD 650 0 0O O

ADD FIREWALL POLICY UDPPORTTIMEOUTO 83 0 00 O
DELETE FIREWALL SESSIONO 99 0 0 0 O

ENABLE UPNPO 1250000

SHOW FIREWALL POLICYO 1500 00 O
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SET FIREWALL POLICY ATTACK

SET FIREWALL POLICY ATTACK

O000000000o0o0o000 /Joooooo

SET FIREWALL POLICY=policy ATTACK={DOSFLOOD|FRAGMENT HOSTSCAN|IPSPOOF|
LAND|PINGOFDEATH| PORTSCAN|SMTPRELAY|SMURF|SMURFAMP|SPAM|SYNATTACK|
TCPTINY|UDPATTACK} [INTRIGGER=count] [OUTTRIGGER=count] [DETAIL=count]

[TIME=minutes]

policy:I:II:II:II:II:II:II:II:II:II:II:IDDD1D15DDDDDDDDDDDDDDDDDDDD
count: 0 00 1042949672950
minutes: 0 0 010 4294967295 0 O

g

gooooooboobooboboooo
googooooooooooooooboooobobooboobobobobobobooooooboboDboDbo
goooo
googooooooooooooooboooobobooboobobobobobobooooooboboDboDbo
O000000O00PUBLICOOOOOOOOOOOOOOPRIVATEDOOOOOOOOOOOOOOOO
goooo
googooooooooboooobooooootbooobobobobobobooooooboboDbOoDbo
O000OOstartofattack( 00 0000000000000 00D00OO00O0OO0OOOOOOOOOOO
googo

0000000000000 000000000o0oooo0o000000o0oooO0Uodattack
inprogresstH 0000000000000

0000000000000 00000000000000000000000endofattackl0OoonO
gooobooboobooboboooooboobooboobobooooon

googgg

POLICY O0OO0OO0OOOOOOOO

ATTACK 0OO0OO0OO0O0OO0OO0OOOOO

INTRIGGER PUBLICOOOOOOOOOOOOOOOTIMEOOOUOOOODOOOOOOODO IN-
TRIGGEROOOOO PUBLICOOOUOOOOOOOOUOOOOOOOOOOOODOOODOOO
ooo

OUTTRIGGER PRIVATEOOOOUOOOOOOOOOOOTIMEOOOOOOOOOOOOOOO
OUTTRIGGERO OO OO PRIVATECO OO UOOOOOOOOOOOOOOOOOOOOOOOOO
gooo

DETAIL 0000000000000 O0OO0O0OOO0DOOOOOOO0DODOOOOOOODOO SHOW
FIREWALLEVENTOOOOOOOOOOOOODO

TIME OO00O0OO0OO0OOO0OOOOOOOOOOOOOOOOO
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SET FIREWALL POLICY ATTACK

DOSFLOOD Ooooooobosoooooooooooooooooon

FRAGMENT oobobooooooooboboooooooboooogooooooooooog
od

HOSTSCAN oooboooooooooooooodooooooooogo

IPSPOOF I[PoOOO0O0OOOOOIPOOOODODOOOO

LAND LANDOOOOOO0OO0OO00DO0OO000D0O000o0ooIP0OOOO0ODO DOSO
ooooooooooooon

PINGOFDEATH 000000 PINGOOOOOOODOOOOO0DOOooOoOooooooooooo
ooooooooooooon

PORTSCAN cooboodooboooooooooooooooooo

SMTPRELAY oobobooooooooobooooooobooooooooooooooood
ooooogoood

SMURF Smurf 0000000000000 00000000000O000O0 PINGO
boboooooooooboooooooooooooooooooooooog
oooboooobooooooooobooooooooon

SMURFAMP Smurf Amp 000 TCP Syn 00 0O Smurf 00

SPAM spam 000 000000000000O0

SYNATTACK Syn00O0O0O0O0OO0IPODOOOODOOOTCPSynO0OO0O00O0O00O00OO
00ooooooo TCPOO0OOODOOOOOOODOOO

TCPTINY Tiny Fragment 000 0000000000000 TCPOOODO 200000
00o0000oo0o0Syn00O000D00O0O00D0O0O0OODOOOOOOOO

UDPATTACK UubroOOoOO0O0oooonO

0150000

ATTACK INTRIGGER  OUTTRIGGER  TIME DETAIL ooooo

DOSFLOOD 80 160 2 5 DOSATTACK

FRAGMENT 1 1 2 0 FRAGMENT

HOSTSCAN 64 128 2 5 HOSTSCAN

IPSPOOF 1 1 2 0 DOSATTACK

LAND 1 1 2 0 DOSATTACK

OTHER 64 128 2 5 DOSATTACK

PINGOFDEATH 1 1 2 0 DOSATTACK

PORTSCAN 64 128 2 5 PORTSCAN

SMTPRELAY 1 1 2 5 SMTPATTACK

SMURF 1 1 2 0 SMURFATTACK

SMURFAMP 1 1 2 5 SMTPATTACK

SPAM 1 1 2 5 SMTPATTACK

SYNATTACK 32 128 2 5 SYNATTACK

TCPTINY 1 1 2 0 TCPATTACK
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SET FIREWALL POLICY ATTACK

UDPATTACK 32 128 2 5 DOSATTACK

Ol6:0000000000000000

u
s 00000000000000O0O0S0001000000000000000000O0O0O0O

SET FIREWALL POLICY=mypolicy ATTACK=PORTSCAN INTRIGGER=100 TIME=5

googggg

000000000 ENABLE FIREWALLNOTIFY OO OOoOoOooooQd

googgg

CREATE TRIGGER FIREWALLM O OOOOOO 1710000
ENABLE FIREWALL NOTIFYO 1170000
SHOW FIREWALL POLICY ATTACKO 1590000
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SET FIREWALL POLICY LIMITRULE

SET FIREWALL POLICY LIMITRULE

O00000000000000 /JoOoOoooooo

SET FIREWALL POLICY=policy LIMITRULE=rule-id [SRCIPLIMIT=0..10000]
[INTERFACE=interface] [GBLREMOTEIP=ipadd|[-ipadd]] [IP=ipadd[-ipadd]]

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
rule-id: 0 0 0 0 0 0 10 429496729501

interface: IP 000000000 0eth0DOppp0 00O

ipadd: IP 0000

0

goooooooooooooooboobboob bbb booboobbobbooo
googgg

POLICY U000 UOO0O0O0OO0O00O0OOOO0OODOOOO0O0OOOUOOOOO

LIMITRULE 00000000 IDO1-4294967295 0000 00

SRCIPLIMIT 00OOCOO0OO0O0O000O0O0OO0O0OOOOOOO

INTERFACE 0000000000000 0000O00000O00000O0D0O0O000000O00000n
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDFirewallPolicyDDDDDD
goooood

1P 0000000 0o0ooooo Privated0 0 IPO0O0O00O0O0O0OO0OO0OOODOOOOODOOOOOOOO
IP(Any)

GBLREMOTEIP 0000000000000 PublicOO0 IPOOOO0O0OOOOOOOOOOOOOO
00000 IP(Any)

gogggo

ADD FIREWALL POLICY LIMITRULECO 67 0 0 O O
DELETE FIREWALL POLICY LIMITRULEO 92000 O
SHOW FIREWALL POLICY LIMITRULEO 161 0 OO O
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SET FIREWALL POLICY RULE

SET FIREWALL POLICY RULE

O00000000000000 /JoOoOoooooo

SET FIREWALL POLICY=policy RULE=rule-id [PROTOCOL={protocol|ALL|GRE|OSPF|
SA|TCP|UDP|ICMP|ESP}] [IP=ipadd[-ipadd]] [PORT={ALL|port[-port]|
port-name}] [GBLIP=ipadd] [GBLPORT={ALL|port[-port]|port-name}]
[REMOTEIP=ipadd[-ipadd]] [SOURCEPORT={ALL|port[-port]|port-name}]
[GBLREMOTEIP=ipadd[-ipadd]] [NATMASK=ipadd] [ENCAPSULATION={NONE|IPSEC}]
[AFTER=time] [BEFORE=time] [DAYS=day-1list] [TTL=hour:minutes]

policy:IZIIZIIZIIZIIZIIZIEII:IIZIIZIIZIIZIIZI|:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
rule-id: 000000102990

protocol: IP0 000000 DO0O02550

ipudd:IPl:lI:II:II:II:II:II:II:II:II:II:II:II:I

port: TCP/UDP U 00 00 000655350

port-name: 0 0000

time: 00 0Dhhmm O0O0O0O0hh 00000230 mm 0000059

day-list: 0 0 0 00 0MONO TUEDO WEDO THUO FRIO SATO SUNO WEEKDAYO WEEKENDO ALLO OO OO
Oooooooooooooooo

hour: 00O

minutes: 00 000

g

gooooboogobooooboooboon
gogggo

POLICY O0OO0OO0OOOOOOOO

RULE OOOOO

PROTOCOL POOOO0O0O0OO0OU0OOO0OOOOOOOOOOOOOOOOOTCPOUDPOOOOO
O0O0O0OPORTOOOOOOOOO

IP O00U0O0IPOOOOCPUBLICOO0U0O0O00OOO0O0O0UO0O0OO0OOOOPRIVATECODOOO
0000000000000 o00oooo00oo00o0oUooooOPUBLICOO
0000000uooooooooooooUooU0ooooo NATOOOoODOoooooooooo
O00000OoOGBLIPOOODOOOOOOO0OOOOOOOODODOOOOoOOIPOODOOOOOOO
goboooooobooboobooooog

PORT 0000000000 O0OOODOOOOOOOOUOOOOOOOOOOPUBLICOOOOOOOO
00000000000 0oo00o0o000o0O0NATOOODOOOOOUOOoooooooooooo
GBLPORT OO UOOOOODOOOOOOOOOOOOOOOOOODOPORTODOODOOODDDOO
gooooboooooooboooooo

GBLIP NATOOUOOOOOUOOOODUOOOOOINTERFACEDOOOOOO PUBLICOOOOOOO
O000O0000OPUBLICOOOOOOOOO NATOOOODDOOOOODDODOOOOOOOOOO
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SET FIREWALL POLICY RULE

0000000oooooooooooo IPO000O0DOOOOooOOOn

GBLPORT NATOOOUOOOOOOOOUOOOOUOOOOUOOOOOOOINTERFACEODOOOOOO
PUBLICOOOOOUOUOODOO0ODODODODOOPUBLICOOODOODOOOOD NATOODOOOOOO
goo0o0ooOoO0O0O0OO0O000000OOOO0O0ODOO0O0OO0O0O0O0O0 PORTOOOOOOOOO
ooo

REMOTEIP 00000 IPOOOCOOPUBLICOOODOOOOOOOOUOOOOOODOOOOPRIVATE
gooodgoboooobooobooooooobooobooboobbobbooboobbooonoo
gooooboogoboooobooo

SOURCEPORT 00000000000 U0OOOOOO0OOOOOOOOOOOOOOPROTOCOL O
TCPO UDPUOOOOO0O0OOO0OOOOOOOOOOOOOOOODOOOOO

GBLREMOTEIP 0000 NATOOOO NATOOOOOOOOOIPOOOOOPUBLICODOOOOOO
O0ONATOOOOUOOODOOOOUOUOODODODUOUODOODODUOODOOPRIVATEOODOOOOOOO
NATOOOOOONATOOUOOOO IPOOOOOOOOOO0DOO0OO0OO0OO0OOACTIONDO NAT
OONATTYPEO REVERSEO DOUBLEOOOOOOOO

NATMASK NATOOOOOOADD FIREWALL POLICY RULEOOOOO ACTIONOOOOOOO
NATOOOOONATTYPEO OO OO OO DOUBLED REVERSED STANDARD OO OOOQOO
gooogoogon

ENCAPSULATION IPSECOOO0O0O0OOOPsecO00000O0O0OO00OOOIPOOOOOOOOOO
gooOoOooooooooOooOlIPsecOO0OOOOO IPOOOOOOOOOOOOOODOOODOO
00000 NONEO

AFTER OO0O0OO0OOOCOOOOOOOOOOOOOODOOOOOOOO

BEFORE 000000000000 OOOOOOOOOOOOOOOO

DAYS 000000000000 OO00O0OO000OO00O0OU0O0O00O0O0O00000O0OOOWEEKDAY
00 MON,TUE,WED,THU,FRIOO 00 O 0 O OWEEKEND OO SAT,SUNOO OO O OO0O00 ALL

TTL OOO0OO0OOOOOoOoOoo:o0

gogggo

ADD FIREWALL POLICY RULEO 770000
DELETE FIREWALL POLICY RULEO9 0 00O O
SHOW FIREWALL POLICYO 1500 00O

136 | CentreCOM AR560S 0 OO0 OOO0OOODO 2.9 oooooooo
613-001314 Rev.G



SET FIREWALL POLICY SMTPDOMAIN

SET FIREWALL POLICY SMTPDOMAIN

0000000000000 0 /JOOOOooOoOoOooooooo

SET FIREWALL POLICY=policy SMTPDOMAIN={domain-name|NONE }

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
domain-name: 10000

g

SMTPOUOU0O000000000O0O0ODOOOOOOOOOn
oooSMTpPOOOoOooooooOooooOoOoSMTIPOOOOOOOOOOOOOOOOORCPTTO:O
goooobooboooboooobooboooboobboobuoobuoobbooboo
oooooosSMTPOOOOOOOOOOOOOOOSMTIPOOOOOOOOOOOOOOOOOOMAIL
FROM: O OO OUOoUoUoooooooooooooooooooooooooooooon
SMTPOUOU0O0U00O00000000000O0O0O000O0000O0000000000O000O0O00O0O00
goooooosMTPOOOOOOOOOOOOOOOOOOOOO

gogggo
POLICY OO0OO0OO0OOOOOOOO

SMTPDOMAIN SMTPOOOO0O0OOOOOOOOOOOMMNONEOODOOOODODOOOOOOOO
gdooo0o00O0o0ooUooUooUooosMTPOOOOOOOOOOOOOOUOOUOOOOO

goodgoooon

Manager >
Warning (277257): 22-0Oct-2001 17:58:01
SMTP third party relay attack from 11.22.33.1 is underway.

o
s SMIPOOOODO0O0O0D00000000O0OexamplecomO0O00000

SET FIREWALL POLICY=foobar SMTPDOAMIN=example.com

googggg

gdoooo0oOoU0oOoOoUoUUoosMTPOOOOOODOOOOOOOOOOODOOOOUOOO
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SET FIREWALL POLICY SMTPDOMAIN

gogggo

ADD FIREWALL POLICY PROXYO 740000

ADD FIREWALL POLICY SPAMSOURCESO 81 00 0O
DELETE FIREWALL POLICY PROXYO 950000
DELETE FIREWALL POLICY SPAMSOURCESO 97 00O O
DISABLE FIREWALL POLICY SMTPRELAYO 110 0 000
ENABLE FIREWALL POLICY SMTPRELAYO 123000 O

138 | CentreCOM AR560S O OO0 OOO0OOODO 2.9 oooooooo
613-001314 Rev.G



SET FIREWALL POLICY UDPPORTTIMEOUT

SET FIREWALL POLICY UDPPORTTIMEOQUT

O00000000000000 /JOOOoooooooooo

SET FIREWALL POLICY=policy UDPPORTTIMEOUT=port TIMEOUT:{minutes|DEFAULT}

policy:I:II:II:II:II:II:II:II:II:II:II:IDDDlDlSDDDDDDDDDDDDDDDDDDDD
port: UDP 0 00000 10655350
minutes: 00 000432000000 3000000000

g

ubrOOOOOOOOOOOOOOOOOUOODOOOO
gogggo

POLICY OO0OO0OO0OOOOOOOO

UDPPORTTIMEOUT UDP OO 0O 0O0OOADD FIREWALL POLICY UDPPORTTIMEOUT O O O O
goooogboooboboooboooooooboooboooboobbobboobogono

TIMEOUT UDPUOOOOO0O0OO0OO0OO0OODMOOOODUOODOOOOOOODO DEFAULTOOOOOOO
00000000 UDPOOOOOOOOOOSET FIREWALL POLICY 000 0O O UDPTIMEOUT
gooodgoboooobooobooooooobooobooboobbobbooboobbooonoo
gooooboogoboooobooo

g

s 00000000000O0COOUDPOOO 1000000 UDPOOOOOOOOOOOOODOOOCOOO
0000000000 10000000000000000000000000D0D000oooon

SET FIREWALL POLICY=net UDPPORTTIMEOUT=10000 TIMEOUT=DEFAULT

googgg

ADD FIREWALL POLICY UDPPORTTIMEOUTO 83 0 00 O
DELETE FIREWALL POLICY UDPPORTTIMEOUTO 98 0 O O O
SET FIREWALL POLICYO 1300000

SHOW FIREWALL POLICY UDPPORTTIMEOUTO 164 0 O O O
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SHOW FIREWALL

SHOW FIREWALL

O000000000o0o0o000 /Joooooo

SHOW FIREWALL

gobooboboogboooobooooboooboobbooboon

goodgoooon

Manager > show firewall

Firewall Configuration

Status ... ool enabled
Enabled Notify Options .... manager
SIP ALG enabled ........... FALSE
SNMP Session Report ....... disabled
Maximum Packet Fragments .. 20
Sessions:

Maximuil . ......ooeeeennn. 14217

Peak ... . 0

Active ... il 0

Peak ESP........onn. 0

Active ESP............... 0

Policy : ips_pass

TCP Timeout (S) ....i.iinieinnno.. 3600
UDP Timeout (S) .....iuiineennno.. 1200
ESP Timeout (S) ...t .. 1200
Other Timeout (s) ................. 1200
ICMP Unreachable Timeout (s) ...... 0
TCP Handshake Timeout Mode ........ Normal
SMTP Domain . .......oiiuueenennnnn. not set
TCP SetUpP PrOXY . vv i ennennn enabled
TCP MSS Adjustment ................ disabled
UPNP .ottt e et e e e e e e e e disabled
WAN interfaces .................. none
LAN interfaces .................. none
Maximum pPOort MapsS .. .eeeeeeenwen.. 250
SIP ALG t v ittt et et e e e e e e e disabled
Number of Limitrules .............. 0
Private Interface : vlanl
Public Interface : ppp0
Method ......... .0 nnno.. dynamic
NAT oottt et e et e e e e e e e enhanced
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Method

Private Interface

Global IP

SHOW FIREWALL

Status

O00000000000000enabled 00O O disabledO

Enabled Notify Options

0000000000000 oo0D0/00Omallc00c0o0ooDOOo
managerDManagerDDDDDDDDDDDDDDDDDDD]portDD
00000 @M™snmpOSNMPOOOOMall0 000 @Mnonel 0000
oo

Notify Port

gooooooooooooooooobport000O0000O0000O
gooo

Notify Mail To

O000000000000000000maill000000000000
goog

Sessions ESPOOOOOO

Maximum godddoooooogooooog

Peak Jodddooodgoooooobooog
Active Jodddoooooooooobooboooo
Peak ESP OOoooESPOOOOOOOD

Active ESP OU0ooodg ESPOCOOOOOOO

Policy godoooooooood

TCP Timeout (s)

TCPOOOOOOOOOO

UDP Timeout (s)

upbrOOoOoOoOoOoOoOoOO

ESP Timeout (s)

ESPOO0O0O0OOoooon

Other Timeout (s)

TCP/UDPOUOOODOODODOODDOOOO

Spam Source Files

spam 0000000

SMTP Domain

sMTpOOOOoOOOoOoooOoOOoOooooOo

SMTP Relaying

osMIPOOOOOOOOOOOOODOOOOOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNOOOOOODOOOOODOOOOTCPOOO
goboogoboboooboogooo

UPNP

UPnPO0OOO0O0OOO

UPNP/WAN interfaces

UPnPOOOO WANOOOOOOOOO

UPNP/LAN interfaces

UPnPOOOO LANOOOOODOOOO

Private Interface

PRIVATED OO OIPOOOOOOOOO

Public Interface

PUBLICO O OOIPOOOOOOOOO

Method PUBLIC-PRIVATE OO OO QOGOOoOGOO DdynamiCD goooooo
DDDDDDDDDDDDpassallDDDDDDDDDDDD

Proxy Jodddoooooooooobooboooo

NAT NATOOOOstandard0 OO OO0OO0O000 enhancedd DO OO0O0O0O

gooooboobood

OO0 UOOONATOOOOOOO
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SHOW FIREWALL

NAT /Method NAT 0 O O O staticO dynamicO enhanced staticO enhanced dynamicO
enhanced interface 0 00 OO
NAT /Private Interface NATOODOOOODOOOoDOooooo

NAT/IP NATOOOOOOoooIPOoOoOO
NAT Global IP NATOOOOOOooIPOoOOO

0 17:
goooono

ADD FIREWALL POLICY INTERFACEO 650 0 0O O
CREATE FIREWALL POLICYO 850000

DELETE FIREWALL POLICY INTERFACED 91 00 0O O
DESTROY FIREWALL POLICYO 10000 OO
DISABLE FIREWALLO 102000 O

ENABLE FIREWALLO 1150000
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SHOW FIREWALL ACCOUNTING

SHOW FIREWALL ACCOUNTING

O000000000o0o0o000 /Joooooo

SHOW FIREWALL ACCOUNTING [POLICY=policy] [REVERSE=count] [TAIL=count]

policy:I:II:II:II:II:II:II:II:II:II:II:II:II:II:IlI:IlSI:II:IDDDDDDDDDDDDDDDDDD
count: 0 0010600

g

gopooboboooboogboboooboooooooboo
0000000000000 000O0ENABLE FIREWALL POLICY O 00 OO ACCOUNTING OO
googooog

gogggo
POLICY O0OO0OO0OOOOOOOO
REVERSE 000000000000 O00O0OO0O0OOO0O00OOOO0OO00OOOOOOOOOOOOOOOO

gooodo
TAIL 0000000000000 000000000O0000000000000000O00000

goodgoooon

Manager > show firewall accounting

Policy : mynet
Date/Time Event Dir Prot IP:Port <-> Dest IP:Port /Traffic statistics

22 14:42:17 END OUT UDP 172.16.28.160:2060 172.16.28.1:53
Traffic out 1:66 in 1:118
22 14:42:17 END OUT TCP 172.16.28.160:36399 172.16.48.16:25

Traffic out 13:846 in 12:967
22 14:44:33 START OUT UDP 192.168.10.5:65406 172.16.28.1:53

22 14:44:33 END oUuT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:34 END oUuT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:35 END oUuT ICMP 192.168.10.5 172.16.28.1
Traffic out 1:84 in 1:84
22 14:44:36 END oUuT ICMP 192.168.10.5 172.16.28.1

Traffic out 1:84 in 1:84
22 14:47:16 START OUT TCP 192.168.10.50:1031 172.16.28.5:80
22 14:47:17 START OUT TCP 192.168.10.50:1032 172.16.28.5:80
22 14:47:44 END IN ICMP 172.16.28.180 172.16.28.160
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SHOW FIREWALL ACCOUNTING

Traffic out 1:28 in 1:28

Policy godoooooooooa

Date/Time 0o

Event 0O0O00O0OSTART O END

Dir D000odoooooooINO OuT

Prot OCO0O0ooOgICMPOTCPOUDPOOOO IPOOOOOOO

IP:Port ooIPoOOOOOOOO

Dest IP:Port oo IPoOO0OooOOOn

Traffic statistics gooooooooooooooobobobbobobbobo@mono ooooo:d

gobooboogo

0 18:

googggg

O000000o0ooo0oooooog 3QINFOOODOOOoooo

googgg

DISABLE FIREWALL POLICYD 1050 00O
ENABLE FIREWALL POLICYO 118 0 O OO
SHOW FIREWALL POLICYO 1500 00 O
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SHOW FIREWALL ARP

SHOW FIREWALL ARP

O000000000o0o0o000 /Joooooo

SHOW FIREWALL ARP [POLICY=policy]

policy: 00000000 000O000I0150000000000000000D00O0OOO

g

O0000000NATO IPOOOOOOO0OOOOO ARPOOOOOOOOOOOOOOOOOO

gogggo

POLICY O0OO0OO0OOOOOOOO

goodgoooon

Manager > show firewall arp

IP ARP Interfaces NAT Type Int Gbl Int Rule

(range) Policy

10.10.10.2 Public Int based vlanlO0 vlan20 -
net

IP (range) 0000 ARPOOOOO NATOOOOO

ARP Interfaces

goo00oooOoOoOoOoOo0oOoOoOO0O00DO0DOoDUOOOo0OODOOOOOO ARPO
0000000000000 0PublicOGblInt0000000OO PUBLICO
O0000O00mAll PublicCOOO0OO PUBLICOOOOOOO O M Private
Ont000000000 PRIVATEODOOOOOOO I Al PrivateD 0O 00O
PRIVATECO O OOOOOOOOOOOO

NAT Type NATOOOOInt Based0 OOOO0OO0OO0OO0O0 NATRuleD OO O NATOO OO
oo

Int NATOOOOOO PRIVATEOOOOOOOOOOOO NATOOOOONAT
0000000000000 000000MmMm-000ONATOOOO PUBLICO
gboooooboobobobobooooon

Gbl Int

goooboobood

NATOOOOOO PUBLICOOOOUOOOOOOOO NATOOOOONAT
0000000000000 000000M-000NATOOOO PRIVATED
goboooboogoboooooooboboon
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SHOW FIREWALL ARP

Rule 000 NATOOOOOO
Policy JoddoooOoooooao

0 19:
goooono

ADD FIREWALL POLICY NATO 710000
ADD FIREWALL POLICY RULEO 770000
SHOW FIREWALL POLICYO 1500 00 O
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SHOW FIREWALL EVENT

SHOW FIREWALL EVENT

O000000000o0o0o000 /Joooooo

SHOW FIREWALL EVENT [={ALLOW|DENY|NOTIFY}] [POLICY=policy]
[REVERSE=count] [TAIL=count]

policy:I:II:II:II:II:II:II:II:II:II:II:II:II:II:IlI:IlSI:II:IDDDDDDDDDDDDDDDDDD
count: 0 0010600

0

goooboobooobooobobooobooooog
gogggo

EVENT 000000000000000ALLOWOOOOOOO MM DENYODOOOOOO MM NOTIFY
gooooooobooooboobooooboobboobooboobbooboo
POLICY O0OO0OO0OOOOOOOO

REVERSE 0O0C0OO0O0OCOOO0OOOOOOOOOOOOOOOOOOOUOOOOUOOOOOOUODOUOODOOO
gooogo

TAIL 0000000000000 000000000O000000000000000000000

goodgoooon

Manager > show firewall event

Policy : fish - Notify Events:

No event information currently recorded

Policy : fish - Deny Events:
Date/Time Dir Prot Number IP:Port <map> Dest IP:Port /Reason /IP header
1 08:03:35 IN TCP 3 194.84.221.83:2891 200.100.10.1:111
Policy rejected
4500003c caad4000 2e062fd5 c254dd53 ¢8640a0l 0b4b006f 21b46235
00000000 a0027d78 94570000 020405b4 0402080a 0al24a3f 00000000 O

1030300
3 09:25:12 IN TCP 2 202.84.198.12:2561 200.100.10.1:53
Policy rejected
4500003c e7444000 33061d7c ca54c60c ¢8640a0l 0a010035 8340fec2
00000000 a0027d78 67740000 020405b4 0402080a 0d0e86ce 00000000 O
1030300
5 18:01:28 IN TCP 1 211.251.62.2:1755 200.100.10.1:111
Policy rejected
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SHOW FIREWALL EVENT

4500003c 125c4000 300673c8 d3fb3e02 c8640a0l 06db006f 6277340
00000000 a0027d78 £5990000 020405b4 0402080a 02b7acf3 00000000 O
1030300

Policy : fish - Allow Events:
Date/Time Dir Prot Number IP:Port <map> Dest IP:Port /Reason /IP header

5 22:13:59 IN TCP 1 100.10.248.90:3131 8999 192.168.102.2:80
TCP session started
5 22:53:22 OUT UDP 1 192.168.102.11:123 27786 80.3.102.102:123

UDP flow started

Policy goodoooooooood

Date/Time 0o

Dir D0000000o0goooINO ouT

Prot OCO0O0oodgICMPOTCPOUDPOOOO IPOOOOOOO

Number oooooooo

IP:Port ooIPoOOOOOOOO

Dest IP:Port oo IPOOO0oOOOOn

Reason oooooooog

IP Header oooooooooolIPoO0OoOooOoOO 160000
0 20:

ooooodn

DISABLE FIREWALL NOTIFYD 1040 00 O
ENABLE FIREWALL NOTIFYO 1170000
SHOW FIREWALL ACCOUNTINGO 1430000
SHOW FIREWALL POLICYO 1500 00 O
SHOW FIREWALL SESSIONO 166 0 O 0 O
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SHOW FIREWALL MONITOR

SHOW FIREWALL MONITOR
DDOD0D00000D0D /000000

SHOW FIREWALL MONITOR

g

goooobooooboooooboooboobboboboooboo

goodgoooon

Manager > show firewall monitor
Firewall Monitoring
Status ... o e enabled
Monitor IP Apply to Copy to In(pkts) out (pkts)
1 192.168.1.1 PRIVATE VLAN2 0 0
192.168.1.2 PRIVATE VLAN2 24 26
Status O000000000000000000000denabled 00O 0O disabledO
Monitor ooogIb
1P oooooooIPOoOOO
Copyto go0ooooooooooooboooooooon
Apply to 0000000000 0OPRIVATE/PUBLIC/BOTHO
In O0oooooooooobooboooooooooooooooo
Out O0oooooooooobooboooooooooooooooo
0 21:
ooodoon

ADD FIREWALL MONITORO 60 00 0O O
DELETE FIREWALL MONITORO 87 00 00O
DISABLE FIREWALL MONITORO 103000 O
ENABLE FIREWALL MONITORO 116 00 OO
SET FIREWALL MONITORO 129000 O
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SHOW FIREWALL POLICY

SHOW FIREWALL POLICY

O00000000000000 /JOOOoooooooooo

SHOW FIREWALL POLICY=policy [COUNTER] [DYNAMIC] [LIST] [SUMMARY] [USER]

policy: 00000000 000O00O0I01500000000000000000000

g

googoooooooboooooooboobuoobboobnboooog
gogggo

POLICY O0OO0OO0OOOOOOOO

COUNTER OOO0OO0OOO0OOOOOOOOO

DYNAMIC 000000000000 0O00OO0OO0O0OOOOO0OOOOOO
LIST 00O0000o0ooooooooo

SUMMARY 00000O0O0OO0O0OOO

USER 00000000000 0OO0OO0OO0O0OOOOO0OOOOOOO

gooooooon

Manager > show firewall policy

Policy : ips_pass
TCP Timeout (S) ..., 3600
UDP Timeout (S) .....i.iineennno.. 1200
ESP Timeout (S) ...t .. 1200
Other Timeout (s) ................. 1200
ICMP Unreachable Timeout (s) ...... 0
TCP Handshake Timeout Mode ........ Normal
MAC Cache Timeout (m) ............. 1440
RADIUS Limit ..ttt it ieneennnn 100
AccoUnting .. vvvii it i e e disabled
Enabled Logging Options ........... none
Enabled Debug Options ............. none
Enabled Debug Modes ............... none
Enabled Debug IP Address .......... none
Identification Protocol Proxy ..... enabled
Enabled IP options ................ none
Enhanced Fragment Handling ........ none
Enabled ICMP forwarding ........... none
Receive of ICMP PINGS ............. enabled
Number of Notifications ........... 0
Number of Deny Events ............. 0
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SHOW FIREWALL POLICY

Number of Allow Events ............ 0
Number of Active TCP Opens ........ 0
Number of Active Sessions ......... 0
Cache Hits ........ ... 0
Discarded ICMP Packets ............ 0
SMTP Domain . ......ciiiuueenennnnn. not set
FTP Data Port ...............ooo... RFC enforced
TCP SetUpP PrOXY . vvtieenenennennn enabled
TCP MSS Adjustment ................ disabled
UPNP .ottt e et e e e e e e e e disabled
WAN interfaces .................. none
LAN interfaces .................. none
Maximum POrt MapsS . ..veeeeeenwen.. 250
SIP ALG t v ittt et et e e e e e e e disabled
P2P Filter ... ...ttt enabled
Number of Limitrules .............. 0

Private Interface : vlanl

Trust Private ................... ves

Rule ....... ittt 1
Action . ...l nat
NAT CVPE v ittt it et e e et ee enhanced
Protocol ............ .. .. ESP
Global IP . ...t 150.100.100.100
DAY S ettt et e e e e e all

Public Interface : ppp0

Method ......... . nnnon. dynamic

NAT oottt et e et e e e e e e e enhanced
Method ......... ... ... .. enhanced interface
Private Interface ............. vlanl
Global IP . ...t 150.100.100.100

Manager> show firewall policy counter

Policy : ips_pass

TCP Timeout (S) .....i.iinieinnno.. 3600
UDP Timeout (S) ....iuiineennno.. 1200
ESP Timeout (S) ... .. 1200
Other Timeout (s) ................. 1200
ICMP Unreachable Timeout (s) ...... 0
TCP Handshake Timeout Mode ........ Normal
MAC Cache Timeout (m) ............. 1440
RADIUS Limit ..viiiii ittt iineennnn 100
AccoUunting .. .vvii it i e e disabled
Enabled Logging Options ........... none
Enabled Debug Options ............. none
Enabled Debug Modes ............... none
Enabled Debug IP Address .......... none
Identification Protocol Proxy ..... enabled
Enabled IP options ................ none
Enhanced Fragment Handling ........ none
Enabled ICMP forwarding ........... none
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SHOW FIREWALL POLICY

Number
Number
Number
Number

Number

of
of
of
of
of

Cache Hits

TCP Setup Proxy

LAN interfaces

Number
Number
Number
Number
Number
Number
Number

Number

Receive of ICMP PINGS .............

Notifications ...........
Deny Events .............
Allow Events ............
Active TCP Opens ........

Active Sessions .........

Maximum pPOrt MapsS .. .eeeeeeeneen..

Number Port Mappings ............

Spawned Sessions ........i.i...o...
SIP ALG
Number of Limitrules ..............
Private Interface : vlanl

Total Packets Received ..........

Flows Started ............
Cache Hits ...............
Dropped Packets ..........
Unknown IP Protocols .....
Bad ICMP Packets .........
Dumped ICMP Packets ......
Spoofing Packets .........
Dropped GBLIP is Zero

Number No Spare Entries .........
Number FTP Port Commands ........
Number Bad FTP Port Commands
Number ESP Sessions Initiated
Number ESP Sessions Established
Number ESP Sessions Peak ........
Number ESP Sessions .............
Number Ambiguous ESP Sessions
Rule . ...ttt
Action ...t
NAT type i ittt i e et e e et e e
Protocol ............. . ..
Global IP ... ..t
Number Hits ...................
DAY S ittt e e e e e e e e e e e
Public Interface : ppp0
Method ......... . .

Total Packets Received ..........
Number Flows Started ............
Number Cache Hits ...............

Number Dropped Packets ..........
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Discarded ICMP Packets ............
SMTP Domain
FTP Data Port

TCP MSS Adjustment ................
UPN P ..t it e e e e e e e e e e e

WAN interfaces

enabled

RFC enforced
enabled
disabled
disabled

gooooood




Number
Number
Number
Number
Number

Number

Unknown IP Protocols
Bad ICMP Packets
Dumped ICMP Packets
Spoofing Packets
Dropped GBLIP is Zero .... 0

No Spare Entries

SHOW FIREWALL POLICY

Number FTP Port Commands ........ 0

Number Bad FTP Port Commands .... O

Number ESP Dropped Packets ...... 0

NAT ottt e e e e e e e e enhanced
Method ......... ... ... .. enhanced interface
Private Interface ............. vlanl
Global IP ..., 150.100.100.100

Policy ogoooooooooooo

TCP Timeout (s)

TCPOOOOOOOOOOOOODOO

UDP Timeout (s)

upbrOoOoooOoooOoooooO

ESP Timeout (s)

ESPOCO0OCOOOOOOOO OOO

Other Timeout (s)

TCPOUDPOOOOOOOOOODOOOOODO

Accounting

googobooobooboon

Enabled Logging Options

0000000000000 00allowd denyd denydump in-
aicmp(inallowCinaotherlinatcplinaudplinddicmplinddother
inddtcpUinddudpOdinddumpOindenyOindicmpOindotherdin-
dtcplindudploutaicmp [butallow [butaotherbutatcp butaudpO
outddicmpUoutddotherOoutddtcpDoutddudpUoutddump Dout-
denyO outdicmpO outdotherD outdtcpd outdudpO none 0O O O

Enabled Debug Options

00000000000 00000 alld packetd processt none

Identification Protocol Proxy

ident0 000000000000

Enabled IP options

0000 IPOO00O0O0O0OO0DDO alllrecord-_routeCsecurityCsourcer-

oute timestamp [ none

Enhanced Fragment Handling

gooooogooboooooooog

Enabled ICMP forwarding

0000 ICMPOOOOOO0OO0O alldOparameterOpingOredirect

sourcequench] timeexceeded [ timestamp 0 unreachablel] none

Receive of ICMP PINGS

00000 PINGOOOOOOODOOOOOO

Number of Notifications

goooooooood

Number of Deny Events

googoog

Number of Allow Events

googoog

Number of Active TCP Opens

Oooooooog TCPOOOOOO

Number of Active Sessions

googoooooooooog

Cache Hits

googoboooboooboon

Discarded ICMP Packets

gooooboobood

ooooIcMpPOOOOO
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SHOW FIREWALL POLICY

Spam Source Files

spam 0000000

SMTP Domain

oo sMIPOOOOOOOOOO

FTP Data Port

PublicO00 OO0 FITIPOOODOOODODOOO200000000000
0O O M SET FIREWALL POLICY O OO 0O O FTPDATAPORT O
00 M RFC enforcedO O OO0 OO RFC not enforcedd 0 OO

SMTP Relaying

osMTpOOOOOOOOOOOOOOOOOOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNOOOOOOOOOOOOOOOTCP
goooooooooooooooboa

P2P Filter P2PO0O0O0O00OOenabled0 000000 disabledd 000
Proxy goboobooboboooooooon

Proxy /IP PRIVATED O OO0OO0OOOO0OOOOOOOOOOIPOOOO
Proxy /Direction ooo0o0oO0oOooo0oooooOooon

Dynamic Template

gooboboboooooobobobbbooooobobbboooooobo
goog

IP List

O0oooooooooooIPOoOoOoOoOooOOg

Hardware List

go0ooooO0oO0ooOoooo MACOOOOoOOooO

File name

gooooood

Number IP hosts

ooooooooooo IPooOO

Number Networks

Oo0odoooooooo IPooOooOoOOd

Number MAC addresses

O00oooooooo MACOOOOO

Private Interface

PRIVATED D OOOOOOOOOOO

Public Interface

PUBLICODOOOOOOOOOOOO

Method PUBLIC-PRIVATE0 000000000 Odynamic O passall

NAT NATO OO Ostandard0 00000000 enhanced0 00000
O0000DMNATOODOOOOO

NAT/Method NAT 0 0 O O staticd dynamicO enhanced staticll enhanced dy-

namicl enhanced interface 0 00O OO

NAT /Private Interface

NATOOOOOoooooooooooo

NAT/IP NATOOOOOoOOoOooIPOOOO

NAT/Global IP NATOOOOOOOIPOOOO

Rule ooooo

Action 000000000 0allow O deny

IP List ooooooooo IPO0DO00OO0O0OO0OOOOOOOOOOd
Hardware List oddoooooo MACOUOODOOODOOOOODODOOOOO
1P oooooIPOoOOO

Protocol [POOOOOOOO

Port goood

Global IP NATOOOOOOOOoooooooo
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SHOW FIREWALL POLICY

Global Port

NATOOOOOOooooooooo

Remote IP

gooooIPoOoOO

Source Port

googno

Days O0000000000mon0tuedwedd thul frill satO sunO all O
good
Apprule goooooooooooo
Application ooooooooooooo
Action 000000000 0allow O deny
Command gooooooooooo
After Jodooooboobooboobobooood
Before gododooobobooboobobooood
0 22
Policy dodoooooooooa

TCP Timeout (s)

TCPOOOOOOOOOOOOOOO

UDP Timeout (s)

ubrOOoOoOoOOoOoOOoOOOoOoOO

ESP Timeout (s)

ESPOO00000O0U0O0OUOOOOO

Other Timeout (s)

TCPOUDPOOOOOOOOOODOOOOOO

Accounting

goooooooooooooboo

Enabled Logging Options

000000000000000 allowddenyd denydumpl
inaicmpUinallowCinaotherUinatcpOinaudpinddicmpUin-
ddotherdinddtcpUinddudpUinddumpOindenyOindicmp
indotherCindtcpUindudpUOoutaicmp Ooutallow Coutaother O
outatcp DoutaudpDoutddicmpUoutddotherDoutddtcpUout-
ddudpOoutddumpOoutdenyUoutdicmpOoutdotherOout-
dtcpO outdudpUnone 0 0 O

Enabled Debug Options

000000000000 0000allOpacketOprocessCinone

Identification Protocol Proxy

ident000000O000O0OOO

Enabled IP options

0000 IPOO0OOOOODOOalld record-_routed securityD

sourceroutel] timestamp [ none

Enhanced Fragment Handling

gooooooobooboboooog

Enabled ICMP forwarding

0000 ICMPOODOOOOOO alldparameterOpingredi-
rectd sourcequench(] timeexceeded timestamp O unreach-

abled none

Receive of ICMP PINGS

00000 PINGOOODOOODODOoOOOOO

Number of Notifications

goooooogoog

Number of Deny Events

gooooog

Number of Allow Events

gooooog

Number of Active TCP Opens

goooboobood

O0ooooooo TCPOOOOOO
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SHOW FIREWALL POLICY

Number of Active Sessions

goooogboooooooog

Cache Hits

goooooooooooooboo

Discarded ICMP Packets

ooooICcMpPOOOOO

Spam Source Files

spam 0000000

SMTP Domain

oo sMTPOOOOOOOOOO

SMTP Relaying

osMTPOOOOOOOOOOOOOOOOOOOOO

TCP Setup Proxy

PUBLICOOOO TCPSYNUOOODOOOOODOOOOOOO
OTCPOUOU0O0OO0OO0OO0OOOOODOOOOOO

UPNP

UPnPOO0O0O000O0OO

UPNP/WAN Interface

UPnPOOO0O WANOOOOOOOOO

UPNP/LAN Interface

UPnPOOOO LANOOOOODOOOO

Proxy goooooobooboobobooo
Proxy /IP PRIVATED OO0 OO0O0O0OO0OO0OOOOOOOIPOOOO
Proxy /Direction o0o0o0oo0oo0ooooooooon

Dynamic Template

gooooboogoboooboboooboboobbooboooboo
gooodo

IP List

O00ooooooooooo IPOOO0OOOOO

Hardware List

go0ooooUooooouo MACOOOooooo

File name

gooooobood

Number IP hosts

O0o0oooooooo IP0O0On

Number Networks

O00ooooooooo IPo0Ooooon

Number MAC addresses

O00oooooooo MACOOOOO

Private Interface

PRIVATED OO OOOOOOOOOO

Public Interface

PUBLICOOOOOOOOOOOOO

Total Packets Received

gooooobood

Number Flows Started

gooodo

Number Cache Hits

goooogboooooooog

Number Dropped Packets

gooogoogoo

Number Unknown IP Protocols

IPOCOO0OOOOOOOOOOOO

Number Bad ICMP Packets

ICMPOOOOOOOOOO

Number Dumped ICMP Packets

oooooooIieMPooOonOon

Number Spoofing Packets

Smurf 0 0000000000000 O0OO0O

Number Dropped GBLIP Zero

oooooIPO000d0O0O0OoOOoOoOOoOOoOOODOOOOOOg

Number No Spare Entries

gobooooooboboobobooobooooog

Number FTP Port Commands

000 FTPOPORTO OOOOOOO

Number Bad FTP Port Commands

000 FTPOPORTO OOOOOOO

Number ESP Sessions Initiated

Oooo ESPOOOOOO

Number ESP Sessions Established
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SHOW FIREWALL POLICY

Number ESP Sessions Peak 0000 ESPOOOOOO

Number ESP Sessions O0o0oO0O0oooo ESPoOOOOO

Number Ambiguous ESP Sessions 000000 Initiate ESPO0O0OO00O0

Number ESP Dropped Packets o00o0o0o0o0o0ooooooooo ESPOOOODO

Method PUBLIC-PRIVATE 0 0D 00000 0O OO Odynamic O pas-
sall

NAT NATOOOOstandard0 000000 OO enhancedd O O
D000D0D00O0D@mMNATOOOOOOO

NAT /Method NAT 0 0 O O staticD dynamicO enhanced staticO enhanced
dynamicO enhanced interface 0 00 0O O

NAT /Private Interface NATOOOOOOOOOODOOOoOOoOO

NAT/IP NATOOOOOoOOOooIPOOOO

NAT Global IP NATOOOOOOO IPOOOO

Rule ooooo

Action 000000000 0allow O deny

IP List oooooooooIPOOO0OOCODOO0OOOOOOOOOO

Hardware List odooooooo MACOODOOOODOOOOoooooo
g

1P oooooIPooono

Protocol [POOOOOOO0O

Port goood

Global IP NATOOOOOOOOoooooood

Global Port NATOOOOOOOOoOOoOooood

Remote IP oooooIPoODOOO

Source Port ooooo

Number Hits oooo

Days 0000000000 monO tuel wedO thul fri0l sat0 sund
alOoO0oOO

After Jdddooooooobooboobooboo

Before Jdddooooooobooboobooboo

0 23: COUNTEROOOOO

Policy gobobogboboobobooon

Dynamic Template gobobobboboboooboooobooobooboobboobuooo
File name/Users gobobobboboboooboooobooobooboobboobuooo
Users gobobgboboboboooboooobooobooo

0O 24: DYNAMICOOOODO

Policy goooooboooboogoog
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SHOW FIREWALL POLICY

Hardware List O000ooooo MACOOOOOOOOOooOoOoOoooooo

IP List Oo0oooooooIPOO00O0OO0OOOODOOOOOOOO

MAC address MACOOOOOOOOODOOOO MACOOOOOOO

P IPOCOO0OOOOODOOOOIPO0OOOOODOOOOOOOOODOOO
Label gooooboooobogbooboo

025 LISTOOOOO

Policy gobobogboboobobooon
Dynamic Template gobobobboboboooboooobooobooboobboobuooo
Users gobobobobobbooobooobooobooo

0 26: USEROODOOO

gogggo

ADD FIREWALL POLICY INTERFACEO 650 0 0O O
ADD FIREWALL POLICY LISTO 6900 OO

ADD FIREWALL POLICY NATO 710000

ADD FIREWALL POLICY RULEO 770000
CREATE FIREWALL POLICYO 850000

DELETE FIREWALL POLICY INTERFACED 91 00 0O O
DELETE FIREWALL POLICY LISTO 930 00O
DELETE FIREWALL POLICY NATO 94 00 00O
DELETE FIREWALL POLICY RULEO9% 0 00O O
DESTROY FIREWALL POLICYO 10000 OO
DISABLE FIREWALL NOTIFYD 1040 00 O
DISABLE FIREWALL POLICYD 1050 00O
ENABLE FIREWALL NOTIFYO 1170000
ENABLE FIREWALL POLICYO 118 0 0 OO

SET FIREWALL POLICY RULEO 1350000
SHOW FIREWALLO 14000 00O

SHOW FIREWALL EVENTO 14700 00
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SHOW FIREWALL POLICY ATTACK

SHOW FIREWALL POLICY ATTACK

O000000000o0o0o000 /Joooooo

SHOW FIREWALL POLICY[=policy] ATTACK

policy: 00000000 000O00O0I01500000000000000000000

g

gooooboogooooooo

gogggo

POLICY O0OO0OO0OOOOOOOO

goodgoooon

Policy : fish

Current Attack Setup

Manager > show firewall policy attack

Attack In Trigger Out Tigger Time Period (mins) Detailed Logged
dosflood 80 160 2 5
fragment 1 1 2 0
hostscan 64 128 2 5
ipspoof 1 2 0
land 1 2 0
other 64 128 2 5
pingofdeath 1 1 2 0
portscan 64 128 2 5
smurf 1 1 2 0
synattack 32 128 2 5
tcptiny 1 1 2 0
udpattack 32 128 2 5
smtprelay 1 2 5
smur famp 1 2 5
spam 1 2 5
Policy ogodooooooobooa

Attack Logged

goooboobood

gooooooooood
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SHOW FIREWALL POLICY ATTACK

In Trigger

PUBLICOOOOOOOODOOOOOO

Out Trigger

PRIVATECO O OOOOOOOOOOOO

Time Period (mins)

goooogboooooooog

Detailed

gopoooboogobooooboooboboon

gogggo

0 27:

SET FIREWALL POLICY ATTACKO 1310000
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SHOW FIREWALL POLICY LIMITRULE

SHOW FIREWALL POLICY LIMITRULE

O00000000000000 /JoOoOoooooo

SHOW FIREWALL POLICY=policy LIMITRULE|[=rule-id[-rule-id]] [DETAIL]

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
rule-id: 00 0 00 010 42949672950

g

goooooooooooooooboobboob bbb booboobbobbooo
gooo

gogggo
POLICY 000000000 OOO0OOOOOODOOOOOOOOO
LIMITRULE 00000000 IDO1-42949672950 0 0000000000000 0000O0O0OOOO

goboooboogoboooooobobooboboo
DETAIL OOOOOOOOOOO

gooooooon

Manager > show firewall policy limitrule

Policy=AT_Field

Interface ........ ... . .. .. vlan2
I e e e all
GBL Remote IP ............... all
Source IP Limit ............. 12

Limitrule 2

Interface ......... ... ... ... all
T e e all
GBL Remote IP ............... all
Source IP Limit ............. 30

Manager > show firewall policy limitrule detail

Policy=Nerv_office
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SHOW FIREWALL POLICY LIMITRULE

Interface ...... ... ... vlanl

TP e e e 202.36.164.113
GBL Remote IP ............... all

Source IP Limit ............. 1

Per Source IP Count
Source IP Address Active Sessions
202.36.164.113 ............ 1

Interface ...... ... ... all
TP e e e all
GBL Remote IP ............... all
Source IP Limit ............. 12

Per Source IP Count

Source IP Address Active Sessions
101.111.12.13 ... 5
101.111.12.1 ..o 12
202.36.164.113 ...... ... ... 1
Policy googooooboogoo
Limitrule oooooooo ID
Interface googoooooboooboobbooboon
1P 0000000000000 Private0 O IPOOOO
GBL Remote IP 0000000000000 PublicOO IPOOOO
Source IP Limit goooobooooooobobooboobooo
Per Source IP Count goooobooooboogoooobooooboobboobbon
Source IP Address 000000000000 000 IPO0OOO
Active Sessions goooobooooboogoooobooooboobboobbon
0 28:
gooooo

ADD FIREWALL POLICY LIMITRULECO 67 0 0O O O
DELETE FIREWALL POLICY LIMITRULEO 92000 O
SET FIREWALL POLICY LIMITRULEO 134 00 0 O
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SHOW FIREWALL POLICY P2PFILTER

SHOW FIREWALL POLICY P2PFILTER

O00000000000000 /JOOOoooooooooo

SHOW FIREWALL POLICY=policy P2PFILTER={WIN1\TY}

policy: 00000000 000O00O0I01500000000000000000000

g

PPOOOOOOOOOODOOOO

gogggo

POLICY O0OO0OO0OOOOOOOO
P2PFILTER OOOO P2PO0O00O0O0OOOOOO

goodgoooon

Policy : test
Current P2P Filter Setup

Application Threshold Hits Status
Winny 20 160 notify
Application P2POO0O0O0OOOOOODO
Threshold ENABLE FIREWALL POLICY P2PFILTERO 00 00O OO OO THRESHOLD
ooooooooon
Hits o0oogP2POOOOO
Status P2POoO0CoOoOoOonog
0 29:
ooooon

DISABLE FIREWALL POLICY P2PFILTERO 1090 00 O
ENABLE FIREWALL POLICY P2PFILTERO 122000 O

goooboobood
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SHOW FIREWALL POLICY UDPPORTTIMEOUT

SHOW FIREWALL POLICY UDPPORTTIMEQUT

O00000000000000 /JOOOoooooooooo

SHOW FIREWALL POLICY[=policy] UDPPORTTIMEOUT

policy: 00 000000000O00O0I01500000000000000000000

g

UDPOO0OOO0O0ODOO00O0O0O00OO0O0OOODOOooOn
gogggo

POLICY 0000000000000 OOOO0OOOOOOOOOOOOOOOO

goodgoooon

Manager > show firewall policy=net udpporttimeout
Policy : net

Default UDP Timeout (s) : 1200

Number of Configured UDP Port Timeouts : 3

UDP Port Timeout (s)
10000 180
12345 480
40001 default
Policy goodboooooooooa
Default UDP Timeout (s) O000ooooooooooooo UubPOOOOO
goooood
Number of Configured UDP Port Timeouts O0000000000000000000
UDP Port O000ooooooooooooooo ubrooO
ad
Timeout (s) O0000000000000000000Mm default
00 Default UDP Timeout (s)J0 00000000
ad
0 30:
gooooo
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SHOW FIREWALL POLICY UDPPORTTIMEOUT

ADD FIREWALL POLICY UDPPORTTIMEOUTO 83 0 00 O
DELETE FIREWALL POLICY UDPPORTTIMEOUTO 98 0 O O O
SET FIREWALL POLICYO 1300000

SET FIREWALL POLICY UDPPORTTIMEOUTO 1390 0 0O O
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SHOW FIREWALL SESSION

SHOW FIREWALL SESSION

0000000000000 0 /JOoOOooooooooooo

SHOW FIREWALL SESSION[=session-id] [POLICY=policy] [COUNTER]

[PORT={port[-port]|port-name}] [PROTOCOL={protocol|ALL|ICMP|GRE|EGP|OSPF|
SA|TCP|UDP|ESP}] [SUMMARY]

session-id: 00 000 ID

policy: 00 000000000O00O0I01500000000000000000000
port: TCP/UDP U 00 00O 000655350

port-name: 00000

protocol: IP0 000000 DO002550

g

gooooobooobooooobooooboobboobboobuooboooboo
gogggo

SESSION 00000 IDO0O000OooOooooooooooooon

POLICY O0OO0OO0OOOOOOOO

COUNTER OOO0OO0OOOOOOOOOOOOOO

PORT TCP/UDPOUO0O0O00DO0O0DO00OOODOODOOODOODODODOOOOOOOOODOODOOOOO
0/00000000000000000000000

PROTOCOL POOCOO0OO0OOOO0OO0OOOOO0OOOOOOOOOOOOOOOO

SUMMARY 00000O0O0OO0O0OOO

goodgoooon

Manager > show firewall session

Policy : ips_pass

Current Sessions

2e82 ESP IP: 192.168.100.254:2749543927 Rem IP: 200.1.1.1:2749543927
Gbl IP: 150.100.100.100:1441824829 Gbl Rem IP: 200.1.1.1:1441824829

ESP state ...ttt e established
Start time ........ .. e 17:23:44 16-Mar-2010
Seconds to deletion .................. 1194

Manager > show firewall session counter

Policy : net
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Current Sessions

SHOW FIREWALL SESSION

fb3b

5e9%e

28c7

UDP IP: 192.168.10.100:64505 Remote IP: 172.17.28.1:53
Gbl IP: 172.17.28.185:64315 Gbl Remote IP: 172.17.28.1:53

Packets from private IP .............. 1

Octets from private IP ............... 75

Packets to private IP ................ 1

Octets to private IP .........c ... 152

Start time ....... ... i 17:35:09 07-Mar-2002

Seconds to deletion .................. 282

TCP IP: 192.168.10.100:65484 Remote IP: 172.29.28.103:22
Gbl IP: 172.17.28.185:24222 Gbl Remote IP: 172.29.28.103:22

Packets from private IP .............. 12

Octets from private IP ............... 1123

Packets to private IP ................ 11

Octets to private IP .........ccuuu... 1176

TCP state . ...t established

Start time ....... ... ... i 17:35:17 07-Mar-2002

Seconds to deletion .................. 3594

TCP IP: 192.168.10.100:65485 Remote IP: 172.29.28.103:22
Gbl IP: 172.17.28.185:10439 Gbl Remote IP: 172.29.28.103:22

Packets from private IP .............. 11

Octets from private IP ............... 859

Packets to private IP ................ 9

Octets to private IP ......... 0. .. 840

TCP state . ...t timeWait

Start time ....... ... i i 17:35:09 07-Mar-2002

Seconds to deletion .................. 282

POlicy goodoooooooood

hex-num ooooo ID

TCP/UDP /number IPOO0OOOCOTCPOUDPOIPOOUOOOOODOOOOOO

1P oooooooooooIPO0DO:000O0O0O0DOoOoOoOoooooO IP
O00O0:00000000 PRIVATEDOOOOOOOOODOOOOOO

Remote IP oooooooooooIPO0DO:000O0O0O0DOoOoOoOoooooO IP
O00O0:00000000 PRIVATEODOOOODOOOOODOOOOOO

Gbl IP oooooooooooIPO0DO:000O0O0O0DOoOoOoOoooooO IP

Oo00:00000000 PUBLICOOOOOOOOOOOOOOOO

Gbl Remote IP

oo0o00oooooooo IPO00O0O0:000OooO0oOoOoooooooglIP
Oo00:00000000 PUBLICOOOOOOOOOOOOOOOO

Packets from private IP

O0OOPRIVATED O OOOOPUBLICODOOOOOOOOOOOO

Octets from private IP

goboboboboobooobooooog

Packets to private IP

goboboboboobooobooooog

Octets to private IP

goooboobood

goboboboboobooobooooog
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SHOW FIREWALL SESSION

TCP state TCPOOOODO0OO OO freed closed listend synSent synReceived
established CfinWait1CfinWait2 CcloseWait Clast Ack Oclosing Ctime Wait [
deleteTCBO synSentU synReceivedd RADIUS query O 0 0 OO

ESP state ESPO OO0 OO OOO Initialisedd established O 0O 0O 0O O
Start time goooooooo
Seconds to deletion O00D0OO00Oo0oooooooooo
0 31:
ggooog

DELETE FIREWALL SESSIONO 99 0 0 0O O
SHOW FIREWALL EVENTO 14700 00
SHOW FIREWALL POLICYO 1500 00 O
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SHOW UPNP

SHOW UPNP

O0000000oooooog /UPnP

SHOW UPNP

UPnPO Universal Plugand Play0 0 0000000000000

goodgoooon

Manager > show upnp

UPNP

Status: Enabled

Time to next advertisement: 341

Disabled TCP/UDP ports for UPnP: none

Services and Devices:

Device Service Interface

InternetGatewayDevice Layer3Forwarding igd-o0
LANDevice vlanl-0
WANDevice WANCommonInterfaceConfig eth0

WANConnectionDevice WANIPConnection eth0-0

Status

UPnPOO0O0O00O00O0O00O0O0

Time to next advertisement

gboooogboogobooooboobbobboon

Disabled TCP/UDP ports for
UPnP

UPnPOOOOOOOOOO TCP/UDPOOOOO

Device o0ooooupPnPOO0OO
Service oooo UPnPOOOO
Interface 0000/00000000000000000000000
Oigd-xO O O Internet Gateway Device 0 00000000
googo
0 32:
goooog

DISABLE UPNPO 112000 O

gooooboobood
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ENABLE UPNPO 1250000
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SHOW UPNP COUNTER

SHOW UPNP COUNTER

O0000000oooooog /UPnP

SHOW UPNP COUNTER

UPnPO Universal Plugand Play0 0 000 000000000000000O

goodgoooon

Manager > show upnp counter

UPnP Counters

UDP
InDatagrams ... v v et vt ene e
inMcastDatagrams ................
inUcastDatagrams ................

inDatagramsDropped . .............

HTTP
httpReds . ... it it i e e
httpRegsRefused .................

Discovery
mSearchReds .........iiiienenn.

mSearchRegsErrors ..........uou...

Description
AESCRETS v vt it ittt e e e e e
deviceDeSCREdS .. v i vttt it
serviceDesSCREdS .. v ittt i

AeSCETTOTS v vt vttt i ettt e eeeee e

Control
ACtIiONREdS .« vt v ittt i e e e

ACLIONEYTOrS v i it iie i i eeeeeee

Eventing
SUbSCrREdS .. i ittt ittt e e
NewSubsSCrRedsS . ... v vttt i i ie e,
renewSubsSCrReds .. ..o i ..

cancelSubscrReds .......ouuien..

SUDSCYEYYOrS v vttt ittt it eee

gooooboobood

outDatagrams ..........cuuiueun.n. 0
outMcastDatagrams .............. 10
outUcastDatagrams ............... 0
httpResps ... it i e e 0
httpRespsFailed ................. 0
mSearchRespsS ... i ittt i i 0
notifyAliveMsgs .........ccu... 10
notifyByebyeMsgs ........iiiii.. 0
AESCRESDS vt ittt it e e e e e 0
deviceDesSCREeSPS v v v vttt 0
serviceDesSCRESPS ... i i ittt iin .. 0
ACLIiONRESPS & v vt ittt e et e 0
SUDSCYRESPS & v v ittt it it e 0
eventsNotified .................. 0
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SHOW UPNP COUNTER

uproooon

uproooon

inDatagrams ubroooooood
inMcastDatagrams oooooooubroOOOoOoo
inUcastDatagrams ooooooubprpOoOOOOnO
inDatagramsDropped ubroooooon
outDatagrams ubroooooood
outMcastDatagrams oooooooubroOOOoOoo
outUcastDatagrams ooooooubprOoOOOoOn
HTTPOOOOO HTTPOOOOO

httpReqs HTITPOODOOOODO
httpReqgsRefused HTITPOODOOOODO

httpResps HTITPOODOOOODO
httpRespsFailed HITPOODOOOODO

Discovery 0 0000

Discovery 00000000

mSearchReqs M-Search DD 000D DOO
mSearchReqgsErrors 000000 M-SearchOOQOOOOOO
mSearchResps M-Search DD 000D DOO

notify AliveMsgs notify alive 000D O0OODO
notifyByebyeMsgs notify byebye 00000000

Description 0 0000

Description0 00000000

descReqs Description0 000000
deviceDescReqs Device Description 00 00000
serviceDescReqs Service Description 0000000
descErrors 000000 Description0 0000000
descResps Description0 0000000
deviceDescResps Device Description 0 0 O
serviceDescResps Service Description 0 0 O

Control 000 O0ODO

Control000O0OOOOOO

actionReqs Action000D0O00O00ODO
actionErrors 000000 ActionO000D0O00OO
actionResps Action000D000OO

Eventing 0 OO0 0O

Eventing OO OO OOOOO

subscrReqs Subscription 000000000

newSubscrReqs 00 Subscription0 0000000
renewSubscrReqs 00 Subscription0 0000000
cancelSubscrReqs 00 Subscription0 0000000

CentreCOMAR5S60S 000 O0O0O0OOOO 2.9
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SHOW UPNP COUNTER

subscrErrors 000004d Subscription00 000000
subscrResps Subscription 00000000
eventsNotified Event Notification 0 O
0 33
oodogd

DISABLE UPNPO 1120 00O
ENABLE UPNPO 1250000
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SHOW UPNP INTERFACE

SHOW UPNP INTERFACE

O0000000oooooog /UPnP

SHOW UPNP FWPOLICY=policy INTERFACE=interface

policy:|:||:||:||:||:||:||:||:||:||:||:||:||:||:|1|:|15|:||:|DDDDDDDDDDDDDDDDDD
interface: IP 000000000

g

UPnPO Universal Plugand PlayD 0000 000000000000000000O00O
ooodogo

FWPOLICY 00OOO0OO0OO0O0OOOOOO
INTERFACE POOOOOOOOO

goodgoooon

Manager > show upnp fwpolicy=net interface=all

UPNP Interfaces

Interface:
UPnP Device:
UPnP Service:

Subscriptions:

Interface:
UPnP Device:
UPnP Service:

Subscriptions:

Interface:
UPnP Device:
UPnP Service:

Subscriptions:

Interface:

UPnP Device:

174 | CentreCOM AR560S 0 OO0 OODO0OOODO 2.9
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Subscriber Notifications:

Subscriber Notifications:

Subscriber Notifications:

vlanl-0
LANDevice:1
n/a

n/a

n/a

eth0-0
WANConnectionDevice:1
WANIPConnection:1

0

0

ethO

WANDevice:1
WANCommonInterfaceConfig:1
0

0

igd-0

InternetGatewayDevice:1

gooooood




SHOW UPNP INTERFACE

UPnP Service: Layer3Forwarding:1
Subscriptions: 0

Subscriber Notifications: 0

Manager > sh upnp fwp=net int=ethO

UPNP Interfaces

Firewall Policy: net

Interface: eth0

UPnP Device: WANDevice:1

UPnP Service: WANCommonInterfaceConfig:1
Subscriptions: 0

Subscriber Notifications: 0

Actions: Invoked: Action Status
GetCommonLinkProperties 0 Enabled
GetTotalBytesSent 0 Enabled
GetTotalBytesReceived 0 Enabled
GetTotalPacketsSent 0 Enabled
GetTotalPacketsReceived 0 Enabled
Evented State Variables:
PhysicalLinkStatus Up
Non-evented State Variables:
WANAccessType Ethernet
LayerlUpstreamMaxBitRate 1000000000
LayerlDownstreamMaxBitRate 1000000000
MaximumActiveConnections 1
TotalBytesSent 0
TotalBytesReceived 0
TotalPacketsSent 0
TotalPacketsReceived 0
Firewall policy UPnPO0O0O0O0OOOOOCOOOOOOOOO
Interface 0000 /0000000000b00000bOoboOoogo D]igerD
0 Internet Gateway Device 0000000000000
UPnP Device UPnPODOODODO
UPnP Service UPnPOOOOO
Evented State Variables gooooooooooooobobooooobooooooooooo
oo0oOoooo
oo0oooooad CentreCOM AR560S 000000 O0O00O0O 2.9
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SHOW UPNP INTERFACE

Non-evented State variables 00000000000 0000CO0OCOOOOOCOOOOOOOOOO
oooOooooo

0 34:

gogggo

DISABLE UPNPO 112000 O
ENABLE UPNPO 1250000
SHOW UPNPO 1690000
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